CSP Astra Linux Common Edition

n
= CSP (D
N ® Astra Linux Common
= PATH Edition 2.12.42
n

n

| ]

|
n

n

| ]

|

= Browser plug-in
L}

® Rutoken S ECP
®  Rutoken S
®  Rutoken S ECP

= JaCarta-2 PKI/

CSP :

1. ( )

sudo apt update
sudo apt di st-upgrade

2. libmicrohttpd12:

sudo apt install |ibnicrohttpdl2

CSP

CSP. CSP, «».

pushd “nktenmp -d°
2. https://www.eos.ru/upload/karma/karma560219.zip.

sudo apt install ca-certificates
wget https://ww. eos. ru/ upl oad/ kar ma/ kar na560219. zi p

unzi p karma*. zip


https://wiki.astralinux.ru/pages/viewpage.action?pageId=32833902
https://www.eos.ru/upload/karma/karma560219.zip
https://www.eos.ru/upload/karma/karma560219.zip

sudo dpkg -i Linux/carnma-comon_*-astra_and64. deb Li nux/carma-dev_*-
astra_and64. deb Li nux/carma-capilite_*-astra_and64. deb
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PATH

export PATH="$(/bin/ls -d /opt/cprocsp/{s,}bin/*|tr "\n" ':')$PATH



i ,  PATH

C . HDI MAGE

sudo -E cpconfig -hardware reader -add HDI MACE store

test HDI MAGE:

csptest -keyset -provtype 80 -newkeyset -cont '\\.\HD MAGE\test"'

Kpuntollpo C5P

MepemellaiTe yKa3aTeNb MbILLW B OKHE WNM HAXMMAWTE KNaBULLW ANA reHepaLymm
CNY4anHOW NOCNeA0BaTENbHOCTH




.* Authentication - CryptoPro CSP

Crypto-Pro GOST R 34.10-2012 KC1 CSP requests new authentication properties for

container
Reader: HDIMAGE
Container test

HoBwiA password

[MoBTOpWTE password

DK OTMeHa

csptest -keyset -enumcontainers -fqgcn -verifycontext -unique

-unigue
1064 FastCode:READY:AVX. DISABLED:RSA;

csptest -keyset -del etekeyset -cont '\\.\HD MAGE\t est'



cryptcp -creatrqgst -dn "cn=test, e=test @os.ru" -provtype 80 -nokeygen -cont
"\\.\HDI MAGE\test' -certusage "1.3.6.1.5.5.7.3.4,1.3.6.1.4.1.311.10. 3. 12"
€0s. req

® cn=test ,e= test@eos.ru —, Subj ect
*CN— (), —;
* E(emil) — (;
* \\.\HDI MAGE\test — ;
® eos.req —, (eos —*.req);
® -certusage—, , , ,—O0OID. , ,
© 1.3.6.1.55731— ;
© 1.3.6.155732— ;
© 1.3.6.1.55733— ;
© 1.3.6.155734— ;
© 1.3.6.1.55.7.38— ;
© 1.3.6.1.4.1.311.10.5.1 — ;
o]

1.3.6.1.4.1.311.10.3.12 — .

: https://www.cryptopro.ru/certsrv/certrgxt.asp.

s *.req, —eos.req.

Cnyxbel ceptudmkauum Active Directory (Microsoft) -- CRYPTO-PRO Test Center 2

Buigaya sanpoca Ha cepTuthukat mnu Ha o6HOBNEHWe cepTudnkara

UTo6bl BbIAATE COXpaHeHHLIit 3anpoc k LIC, BcTassTe base-64-wmdposaHHeli 2anpoc ceptudikara PKCS #10 unu 3anpoc 06HOBNEHMA
PKCS #7, co3gaHHbIil B BHELLIHWM UCTOYHUKOM (Hanpumep, Be6-cepeepom) B none "CoxpaHeHHbIi 3anpoc”.

CoxpaHeHHbI| 3anpoc:

MIIBLzCB3QIBADArMQOwCwYDVQQDDAROZXNOMRoOWGAY JKoZIhvcNAQKBFgt0ZXNO
Base-64-wichposanbii |QGYVCy5yd TBmMB8GCCqF AwcBAQEBMBMGBY qF AwI CJAAGCCQFAWCBAQL CAOMABEAw
aanpoc cepruchukara  |PO1Y5ZHUrwervrMBg9r8DBoshSa2qdTILo0SKFfhoAIVwz IVnaVeQkyYkJ59Vmmt 1

(CMC nnm 8tzrA16VT2xvtc2x4ebKoEMWQQYKKwYBBAGCNWIBD j EzMDEwHWYDVRO1BBgwFgY 1
PKCS #10 wnm KwYBBQUHAWQGC i sGAQQBg j cKAwwwDgYDVROPAQH/BAQDAE TWMAOGCCqFAwCBAQMC
PKCS #7): AOEAjewnEXzY/LyK1MN1MWAXCFODfxvIEatprtiNTOUCO10fchgsFBbJcd5Pr7by

ocNUxbHORfMQbAewku+/SUrteg== P

fononHUTENEHLIE ATPUEYTEI:

ATpUBYTHI

| Boigars > |

, ( certnew. p7b).
Browser plugin, , , (. Browser plug-in).

https://www.cryptopro.ru/certsrv/certcarc.asp (certcerl.crl):


http://eos.ru
https://www.cryptopro.ru/certsrv/certrqxt.asp
https://www.cryptopro.ru/certsrv/certcarc.asp

CRL.

certnew.p7b- . \\.\HDI MAGE\t est .

1, certnew p7b

certmgr -inst -file certnew p7b -store uMy -cont "\\.\HD MAGE\t est'

i nst_to_cont

12 2.

certmgr -inst -file certnew p7b -store uRoot

12 1,

(crl)

1, certerl.crl

certmgr -inst -crl -file certcrl.crl -store CA

certmgr -1list

Browser plug-in
Browser plug-in : https://www.cryptopro.ru/products/cades/plugin

cades_l i nux_and64.tar. gz cades_I i nux_and64:

tar -xvf cades_linux_and64.tar.gz
cd /home/ <_>/cades_| i nux_and64

deb- cades_l i nux_and64:

sudo dpkg -i *.deb

https://www.cryptopro.ru/sites/default/files/products/cades/demopage/cades_bes_sample.html.


https://www.cryptopro.ru/products/cades/plugin
https://www.cryptopro.ru/sites/default/files/products/cades/demopage/cades_bes_sample.html

KpunTolNpo CSP

- https://www.cryptopro.ru/sites/default/files/products/cades/
0 demopage/simple.html

3107 Beb-CalT NBITAETCA BLINONHWUTE ONEPALMIO € KNKYAMK
MKW CepTUdUKaTaMK OT MMEHW NOML30BATENA.

BeinonHexHWe TakMx ONepauMin CnegyeT paspewaTs TONLKO
ANnA Beb-CaNTOB, KOTOPLIM Bl JOBepRETE.

Urobul OTKNHYHTE AHHOE NOATEEPXASHWE ANA
KOHKPETHOMo Beh-caiTa, ero MoxHO A00aBWTL B CNWCOK
AOoBeperHbIX Be0-CaRToB, AOCTYNHLIA Ha CTPaHMLLe HacTpoex [
etc/opt/cprocspitrusted_sites.html .

PazpewwTs 3Ty onepaumo?

Xomewm | Dok

Rutoken S ECP

Rutoken S ECP :

sudo apt install opensc pcscd

http://www.rutoken.ru/support/download/drivers-for-nix/  Rutoken S — S GNU/Linux DEB 64-bit (x64).

Rutoken S

Rutoken S :

sudo dpkg -i ifd-rutokens_1.0.4_and64. deb

Rutoken S ECP

@ S ECP, S.

Rutoken S USB , ,

list _pcsc
ERROR: ScardLi st Reader s(NULL) pcscd:

sudo service pcscd restart


http://www.rutoken.ru/support/download/drivers-for-nix/

cptools - UHcTpymeHTsl KpunTolpo - O

Q YHpaBneHme HOCHTenaAMn
Buibepute cumnThiBaTENL
O6uee

C AT T BeibepuTte npunoxeHue

KoHTelHepsl
CeobogHoe MecTo: 56672 6aiiT
CepTudukaThl
CMeHWTb Napo/ib HocuTens CmeHuTb PUK
Co3gaHwve nognvcu
BepHyTb Napo/ib Mo yMoA4aHWo BepHyTb 2a 1e HacT

Mpoeepka nognvcu

NOMLITOK 3abbITb Naposb
3awwndporaTts daiin

Paclundporats daiin

| somsrmercomonar g

HacTpoidkn

CKpbITb paclUMpeHHbIe

eos Rutoken S:

csptest -keyset -provtype 80 -newkeyset -cont '\\.\Aktiv Co. Rutoken S 00
00\ eos'

Aktiv Co. Rutoken S 00 00— USB.

pin- ( — 12345678), OK.

cryptcp -creatrqgst -dn "cn=test ,e=test@os.ru" -provtype 80 -nokeygen -
cont "\\.\Aktiv Co. Rutoken S 00 00\eos' -certusage
"1.3.6.1.5.5.7.3.4,1.3.6.1.4.1.311.10. 3. 12" test.req

test.req.

Browser plugin,

certnew. p7b Rutoken S:



certmgr -inst -file certnew p7b -store uMy -cont "\\.\Aktiv Co. Rutoken S
00 00O\eos' -inst_to_cont

1, certnew. p7b

2.

Rutoken S «Crypto Pro» ,  CryptoPro

csptestf -absorb -cert -pattern 'rutoken'

JaCarta-2 PKI/

i nux- and64_deb:

cd /honme/ <_>/1i nux-and64_deb

jaCarta:
sudo dpkg -i cprocsp-rdr-jacarta-64_5.0.0.1237-4_and64. deb

JaCarta-2 PKI/ USB , ,

list_pcsc



cptools - MHcTpymenTsl Kpuntolpo

Q

ObLee

O6nauHbIil NpoBaigep
KoHTeliHepbl
Ceptndukatsl
Co3aaHne noanncn
MNpoeepka nognucn
3awwvdpoBaTtk $paiin
PacwndporaTts daiin

Hactpoiikun

CKpbITh paclumpeHHble

t ok JaCarta-2 PKI/ :

csptest -keyset -provtype 80 -newkeyset

YnpaBneHne HOCUTENAMUN

BeibepuTe cunThIBaTENL

BeibepuTe npunoxeHue

CBOEOAHDE MeCTO: HeM3BeCTHO

CMeHUTL naponb HoOCUTens

BepHyTk naponb Mo ymMon4aHuk

[SCR Interface] 00 00\t ok’

Aladdin R D. JaCarta [SCR Interface] 00 00— USB JaCarta.

-cont

BepHyTE 2aBC

3abbITe Naponb

"\\.NAladdin R D. JaCarta




Kpnntolpo CSP

Select carmer to create container tok

Aladdin R.D. |JaCarta (JaCarta®4E3900131938304D)

Bug npunosenan:

C5P (JACARTA JE39001319383040)

OnMcarme:

Smart card as key storage. Provides the most advanced
performance.




pin- ( —11111111), .
Authentication - CryptoPro CSP

Crypto-Pro GOST R 34.10-2012 KC1 CSP requests pin-code

Reader: Aladdin R.D. JaCarta [SCR Interface] 00 00
Media unique: JACARTA_4E3900131938304D
Beegure pin-code: | sessane

|:| COXpaHnTe Napoik B CUCTEME

oK

cryptcp -creatrqgst -dn "cn=test ,e=test@os.ru" -provtype 80 -nokeygen -
cont "\\.\Aladdin R D. JaCarta [SCR Interface] 00 00\tok' -certusage
"1.3.6.1.5.5.7.3.4,1.3.6.1.4.1. 311. 10. 3. 12" tok.req

pin- ( —11111111), .



Authentication - CryptoPro C5P

Crypto-Pro GOST R 34.10-2012 KC1 CSP requests pin-code

Reader: Aladdin R.D. JaCarta [SCR Interface] 00 00
Media unigue: JACARTA 4E3900131938304D
E pl"{ﬂdﬂf- BEERREEE

:] CoxpaHWTe Naponk B cACTEMe

OK OTmena

tok. req.

Browser plugin,
certnew. p7b JaCarta-2 PKI/:

certmgr -inst -file certnew p7b -store uMy -cont '"\\.\Aladdin R D. JaCarta
[SCR Interface] 00 00\tok' -inst_to_cont

2.

pin- ( —11111111), .

LG,
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