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           "Astra Linux Special Edition" (  1.5)    .

 ,     sudo
 ,       scsi_transport_iscsi
   

 ,     sudo

       ,    ,   20210317SE15MD   ,  .      ,     .        ,    ,     .               .       Astra Linux       

   :

1.    : C.           web-  :

wget https://dl.astralinux.ru/astra/stable/smolensk/security-updates/1.5
/20210317se15md/20210317se15md.tar.gz

2.      ,  :

gostsum 20210317se15md.tar.gz

 :

3.  ,  :

tar xzf 20210317se15md.tar.gz

           20210317se15md,             gostsums.txt     ,    ( :.   .  1,  14.2)

   :
sudo_1.8.10p3-1+deb8u8_amd64.deb    sudo;
sudo-ldap_1.8.10p3-1+deb8u8_amd64.deb    sudo-ldap;

4.         :

 
sudo

 
sudo-ldap

sudo dpkg -i 20210317se15md/sudo_1.8.10p3-1+deb8u8_amd64.deb 20210317se15md/sudo-ldap_1.8.10p3-1+deb8u8_amd64.deb

     :

    .               .

             .

05f6a446109abdf144fa671ee7ad590d49d98b8770fb979c616667515dd1d9b3  20210317se15md.tar.gz

        ( "-" ).
               ,   : https://zgt.mil.ru/Udostoveryayushchij-centr/Kornevye-i-otozvannye-sertifikaty

        :  sudo   sudo-ldap.     ,     .    Astra Linux   sudo.       :

apt-cache policy sudo sudo-ldap

https://wiki.astralinux.ru/pages/viewpage.action?pageId=3276859
https://wiki.astralinux.ru/pages/viewpage.action?pageId=61575159
https://dl.astralinux.ru/astra/stable/smolensk/security-updates/1.5/20210317se15md/20210317se15md.tar.gz
https://dl.astralinux.ru/astra/stable/smolensk/security-updates/1.5/20210317se15md/20210317se15md.tar.gz
https://dl.astralinux.ru/astra/stable/smolensk/security-updates/1.5/20210317se15md/20210317se15md.tar.gz
https://dl.astralinux.ru/astra/stable/smolensk/security-updates/1.5/20210317se15md/20210317se15md.tar.gz.sig
https://zgt.mil.ru/Udostoveryayushchij-centr/Kornevye-i-otozvannye-sertifikaty


1.  

a.  

b.  

c.  

d.  

2.  

dpkg -s sudo && sudo dpkg -i 20210317se15md/sudo_1.8.10p3-1+deb8u8_amd64.deb
dpkg -s sudo-ldap && sudo dpkg -i 20210317se15md/sudo-ldap_1.8.10p3-
1+deb8u8_amd64.deb

 ,       scsi_transport_iscsi

      CVE-2021-27365,   scsi_transport_iscsi: CVE-2021-27363  CVE-2021-27364 

  scsi_transport_iscsi  ,     ,  :

              /etc/modprobe.d/blacklist.conf (    -  );

   ,    install,      -:

install scsi_transport_iscsi /bin/true

   :

sudo update-initramfs -uk all

   -   :

lsmod | grep scsi_transport_iscsi && sudo reboot

        (,      ),     ,    .

   

linux-modules

CVE-2021-27365, CVE-2021-27363, CVE-2021-27364

sudo

CVE-2021-3156

sudo-ldap

 CVE-2021-3156

             .

    ,  ,   iscsi,           ,   iscsi.

  CVE-2021-27365, CVE-2021-27363, CVE-2021-27364        .
         ,    .
      scsi_transport_iscsi    .
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