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snbtree -N "--option=client mn protocol =NT1"
, samba NT1 /etc/samba/smb.conf  [global] :

client mn protocol = NT1
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snmbXcl i _negprot _snbl done: No conpati bl e protocol sel ected by server

samba /etc/samba/smb.conf [global] Samba :

server mn protocol = NT1

sudo snbcontrol snbd rel oad-config
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sudo systenttl restart nnbd
smbtree () , . /var/log/sambal/log.smbd , smbd

Sanba nane server ASTRA is now a | ocal master browser for workgroup WORKGROUP on subnet 192.168.27.1

[global] /etc/samba/smb.conf , (lo- , )

interfaces = lo 192.168.32.0/24
bind interfaces only = yes
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sudo systenttl restart snbd nnbd
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name resol ve order = | mhosts wi ns host bcast

® |mhosts - /etc/samba/lmhosts, samba- /etc/hosts,

® wins - WINS-, ;

® hosts - /etc/hosts, 127.0.1.1;
letc/hosts  127.0.1.1, , samba 127.0.1.1, 127.0.0.1,
smbtree , samba-  /etc/hosts.

samba 127.0.1.1 , ,


https://wiki.samba.org/index.php/Configure_Samba_to_Bind_to_Specific_Interfaces

NTLM samba

samba (smbd) NTLM2. Windows, samba, samba.

1. NTLM2 . Windows NTLM2.

@ samba,

2. samba ntlm auth, NTLM2:

ntlmauth = ntlnv2-only

ntlmauth = no

3.
ntl mauth = nmschapv2-and-ntl nv2-only
NTLM2, NTLM1 MSCHAPv2, MSCHAPV1;
4. NTLM1:
ntlmauth = yes
ntlmauth = ntlnvl-permtted
samba, ALD widelinks=yes( ),, , unix extensions = yes. allow insecure wide links = yes.
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, Smbtree Astra Linux Special Edition .10015-01 ( 1.5) (samba_3.6.26) [global] 1.5

client ipc signing = auto

@ CVE-2016-2115: Samba 3.x and 4.x before 4.2.11, 4.3.x before 4.3.8, and 4.4.x before 4.4.2 does not require SMB signing within a
DCERPC session over ncacn_np, which allows man-in-the-middle attackers to spoof SMB clients by modifying the client-server data
stream.
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nbl ookup - M WWORKGROUP

192.168. 1. 1 WORKCGROUP<1d>

_ MSBROWSE__ ™

nmbl ookup -M -

192.168.1.1 __ MSBROWSE__<01>
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samba:

sudo apt install avahi-utils
sudo avahi -browse -r _snb. _tcp
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