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https://infotecs.ru/product/vipnet-pki-client.html

ViPNet PKI Client

tar —xvf < >/pki _client_linux-x86-64-dist.tar.bz2

2. *itcslic ViPNet PKI Client.
3. ViPNet PKI Client.

4. install.sh

sudo ./install.sh

™. ViPNet CSP 4.2.8,

Vipnet PKI Client Settings
@& HacTpoiiku ViPNet PKI Client

MapaMeTpbI No yMoN4YaHUio AJ1A Npolecca Nognucu

Moanuch
el CepTrdMKaT NOANHCH

LLndposaHue
Maxmagues Lyxpat

NeiicTeMTensx c 14.08.2020 no 14.12.2020
BblgaH usgatenem: AMUHKCTpaTop TecToeoro YL, MHGoTeKC

@ CMEHWTE CepTUdMKaT
CepTuduKaTbl

WMzpatenu
@ TLs

[Q] TyHHEeNu

Jpyrue napameTpbl

Mcnonb208aTh NPUKPENeHHYIO MOANKCH (COXPaHWUTD JOKYMEHT U Nognuch B oAHOM daiine *.sig)
[0 Mcnonbzosats noanuck dopmata XMLDSig ana XML-daiinos

I:I CoxpaHATb B KoaupoBke Basedd

[0 Lo6aeuTs B NOANKCE WTAMM TOUHORO BPEMEHM

MyTh COXpAHEHWA Pe3yNLTATOR NOANHCH:

NuueHzua A

™M B MTL 0 npobneme

Coxpauuth | OTMeHa
® 0 nporpamMme

ViPNet PKI Client, ViPNet PKI Client Settings : /opt/itcs/bin/pki-client-settings

ViPNet PKI Client



DNeKTpOHHasA pyneTKa x

NMepeMellaiTe yKaszaTe b MbillKM B Npefenax oxkHa ninmn
HaMWMaWTe PAa3NIMYHbLIE KNAaBWLLUKM Ha KNaBWaType (3anoMuHaTe
WX HE HyHO0). B pesynbTaTe BallKMx AercTEMA ByoeT
MHWLLMaNM3MpoBaH NreHepaTop CNyYalHbiX YMcen.

Vipnet PKI File Unit

& ViPNet PKI Client

@ Bbi6paHHble ainbi @ DobasuTb [ocTynHble onepauun
[E Tabnuua LibreOffice.ods 6.2 KbalT X Moanucars cepTudukaTom
[ AokymenT LibreOffice.odt 7aK6ant X Maxmagues LLyxpar E]

JedcTBuTeneH ¢ 14.08.2020 no 14.12.2020
Bbinax nagatenem: AqMuHucTpatop Tectosoro YL
WHpoTeKC

O 3awudposats ans nonyyarenei
~ MNapameTpe! nognuck
Mcnonb30BaTbh NPUKPENIEHHYH nognuc (*.sig)
[l06aBUTb B NOANKCD WTaMN TOUHOMD BPEMEHK

CoxpaHATb hainbl B Nanky:

/home/vagrant .

[ oTtkpbiTh nanky HasHadueHWs

Moanucarb OTMeHa

File Unit —,

Web Unit, TLS Unit CRL Unit

Web Unit, TLS Unit CRL Unit ( pki-client-crlunit)
Web Unit,  ViPNet PKI Client Web Unit : /opt/itcs/bin/pki-client-web-unit
TLS Unit,  ViPNet PKI Client TLS Unit : /opt/itcs/bin/pki-client-tls-unit

CRL Unit : /etc/init.d/pki-client-crlunit start systemctl start pki-client-crlunit



1 Astra Linux 1.5, : /etc/init.d/pki-client-crlunit start

ro Cycnyru EpmHaa cuctema

naeHTUdKMKaLmm 1 aytTeHTUdUKaUMKM

ifcp
uMy : CSP
Linux 4r4 .

esia.gosuslugi.ru :

1) IFCP-  «deb» — IFCPIlugin-x86_64.deb : https://ds-plugin.gosuslugi.ru/plugin/upload/Index.spr

Linux LSB 3.6/4.0 (deb-based), 32-bit IFCPlugin-i386.deb
Linux LSB 3.6/4.0 (deb-based), 64-bit IFCPlugin-x86 64.deb
2) :
sudo dpkg -i | FCPl ugi n-x86_64. deb

3) chromium:

chromium

-

{D Chromium

sudo In -s /etc/opt/chrone/ native-nessagi ng-hosts/ru.rtlabs.ifcplugin.
json /etc/chrom uni nati ve- nessagi ng- host s

sudo I n -s /etc/opt/chrone/native-nessagi ng-hosts/ru.rtlabs.ifcplugin.
json /etc/chrom unif nati ve-nessagi ng-hosts/ru.rtlabs.ifcplugin.json



https://wiki.astralinux.ru/pages/viewpage.action?pageId=32833902
https://esia.gosuslugi.ru/
https://ds-plugin.gosuslugi.ru/plugin/upload/Index.spr
https://chrome.google.com/webstore/detail/%D1%80%D0%B0%D1%81%D1%88%D0%B8%D1%80%D0%B5%D0%BD%D0%B8%D0%B5-%D0%B4%D0%BB%D1%8F-%D0%BF%D0%BB%D0%B0%D0%B3%D0%B8%D0%BD%D0%B0-%D0%B3%D0%BE/pbefkdcndngodfeigfdgiodgnmbgcfha

. PacwnpeHue ana nnarviHa lFocycnyr. 1.2.2
PaclwvpeHe ana nnarHa Focycnyr.

MNocnegHee obHoBNEHKWE 26 noHaA 2018 .

4) IFCplugin /etclifc.cfg

log = {
| evel = "DEBUG';

}

config = {
cert _fromregistry = "fal se";
set _user_pin = "fal se";

}

parans =

(

{ nane = "CryptoPro CSP";
alias = "cprocsp";
type = "pkcsll";
al g = "gost 2001";
nodel = "CPPKCS 3";
lib_linux = "/opt/cprocsp/lib/and64/1ibcppkcsll. so";

H

{ nane = " VipNet CSP";
alias = "VIPNet";
type = "capi";
provi der_name = "Infotecs Cryptographic Service Provider";
provi der _num = "2";
ski p_pkcs1l_list = "true";
3

{ nane = " VipNet CSP";
alias = "VIPNet_l|inux";
type = "capi _linux";
provi der_name = "Infotecs Cryptographic Service Provider";
provi der _num = "2";
ski p_pkcs1l_list = "true";
3

{ nane =" CSP";
alias = "CryptoPro";
type = "capi";
provi der_name = "Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider";
provi der _num = "75";
ski p_pkcs1l_list = "fal se";
3

{ nare =" CspP*;



tail

alias = "CryptoPro_Rutoken";
type = "capi";
provi der _name = "GOST R 34.10-2001 Rutoken CSP";
provi der_num = "75";
ski p_pkcs1l_list = "fal se";
H

{ nane = " Signal -COM CSP";
alias = "Signal Cont;
type = "capi";

provi der _name = "Signal - COM CPGOST Crypt ographi c Provider";

provi der _num = "75";
skip_pkcsll_list = "false";
H

{ nane = " Signal -COM CSP";
alias = "Signal Com 2012_256";
type = "capi";
provi der _name = "Signal - COM GOST R 34. 10-2012 (256)
provi der _num = "80";
ski p_pkcs1l_list = "fal se";
b

{ nane = " Signal -COM CSP";
alias = "Signal Com2012_512";
type = "capi";
provi der _name = "Signal - COM GOST R 34.10-2012 (512)
provi der _num = "81";
ski p_pkcs1l_list = "fal se";
b

{ name = " LISSI-CsP";
alias = "LISSI-CSP";
type = "capi";
provi der _name = "LISSI-CSP";
provi der _num = "75";
ski p_pkcs1l_list = "fal se";
b
{ nane = "JaCarta ";
alias = "JaCarta";
type = "pkecsll";
al g = "gost 2001";
model = "eToken GOST, JaCarta GOST 2.0";
lib_win = "jcPKCS11-2. DLL";
lib_linux = "libjcPKCS11-2.s0.2.4.0";
lib_mac = "j cPKCS11-2";
b
{ namre =" "
alias = "ruTokenECP";
type = "pkcs11l";
al g = "gost 2001";
nmodel = "Rut oken ECP";
lib_win = "rtpkcsllecp.dll";
lib_linux = "librtpkcsllecp.so";
lib_mac = "librtpkcsllecp.dylib";

live

Crypt ographi ¢ Provider";

Crypt ographi ¢ Provider";

-f /var/log/ifc/engine_|logs/engine.log



: esia.gosuslugi.ru

9) .,

ro cycnyru EnuHan cucTena

MOEHT M HKALMK K ayTEHT MM LMK

Bxon

ona noptana Nocyonyr

7

MpucoeaMHUTE K KOMNBHTERY HOCUTENE
KMKOYA 3NeKTPOHHOM Noanucu.

[oTOBO


http://esia.gosuslugi.ru

Bbibop cepTrdmKkaTa KNKoYa NPoOBEPKK 3NEKTPOHHOMU
noanucu

AKUWOHEPHOE OBLWECTBO "HAYYHO-NMPOW3BOACTBEHHOE
OBBEAWHEHWE PYCCKWE BA30BLIE WHOOPMALMOHHLIE
TEXHOMNOrMKN"

Wznarens: MuHncTepcteo oGopoHel Poccwiickoi Pegepatym
Komy BeigaH:
DefictenTenen: ¢ 02.10.2018 no 02.10.2019

CRYPTO-PRO Test Center 2

Wagarens: CRYPTO-PRO Test Center 2
Komy BelgaH:
DefictenTenen: ¢ 05.08.2014 no 05.08.2019

Maxmaguee Wyxpar

WManatens: TecToBbli yO0CTOBERAKILLMA LEHTR

Komy BeigaH: iy
Deticteutenen: ¢ 20.09.2018 no 20.09.2026
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