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Marnnosbi cepeep SAMBA ¢ noctynom no rpynnam Freel PA v ayteHTUdMKaumeit no Kerberos

Ha MomeHT HacTporiku dannoBoro cepsepa, koMnbtoTep (pannoBbin cepBep) AONXKEH ABNATLCS
knneHTom gomMeHa Freel PA.

JonycTuM y Hac eCcTb HaCTPOEHHbIM KOHTposnep aoMeHa dcl.astra.loc .
KnuneHT noMeHa, KOTOpbIN HY>XHO HAaCTPOUTb B KadecTse ¢annoBoro cepeepa fs.astra.loc .
M knueHT OoMeHa ons TeCTUPOBaHMS NOAKJIFOUYEHUS ceTeBbIX nanok clientl.astra.loc .

Bce koMaHAb! BbINOAHSOTCSA U3 NOL YYETHOW 3anNuUCKU agMUHUCTPATOpa AoMeHa 1 oT "sudo” .


https://wiki.astralinux.ru/x/RgSZAw

Mannosbin cepeep SAMBA c goctynom no rpynnam Freel PA n ayteHTudmkaumen no Kerberos

1 lNopgroToBka koHTponnepa noMeHa Freel PA

YcTaHaBnMBaeM HeobXxoaMMble NakeTbl HA CepBepax:

sudo apt install freeipa-server-trust-ad libwbclient-sssd samba smbclient

Ha koHTponnepe noMeHa Hy»XKHO f06aBUTb cepBuc cifs gns paboTtbl Samba:

sudo ipa service-add cifs/fs.astra.loc

Lobasnsem npasa ans Samba cepsepa:

ipa permission-add "CIFS server can read user passwords"” --
attrs={ipaNTHash,ipaNTSecurityldentifier} --type=user --right={read,search,compare} --
bindtype=permission

ipa privilege-add "CIFS server privilege”
ipa privilege-add-permission "CIFS server privilege" --permission="CIFS server can read user

passwords”

palTHash, ipalTSecu

rityldentifier

tra, do=

" ——permis ver can read user pass

- swords

ipa role-add "CIFS server”
ipa role-add-privilege "CIFS server" --privilege="CIFS server privilege”

ipa role-add-member "CIFS server" --services=cifs/fs.astra.loc
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Mannosbin cepeep SAMBA c goctynom no rpynnam Freel PA n ayteHTudmkaumen no Kerberos

admin@dcl:~$ ipa role-add "CIFS serwver

Hma ponu: CIFS

admin@dc  ipa r "CIFS server” --priwvilege="CIFS serwver priwile

., astra. loc
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Mannosbin cepeep SAMBA c goctynom no rpynnam Freel PA n ayteHTudmkaumen no Kerberos

2 Hactpowuka ¢annoBoro cepsepa

YcTaHaBnMBaeM HEOOXOAMMbIE MakeTbl Ha cepBepax:

sudo apt install freeipa-server-trust-ad libwbclient-sssd samba smbclient

B koHconb Ha dannoBoM cepBepe Aenaem:

sudo ipa-getkeytab -s dcl.astra.loc -p cifs/fs.astra.loc -k /etc/samba/
samba.keytab

admin@fs:~% sudo ipa-getkeytab -s dcl. astra.loc -p cifs/fs.ast

Tabnuua kawHeld ycnewHo nonyHeHa U coxpadeds B fetc/sambalsamba. keytab
admin@fs:~§

(He obsazaTenbHo) [enaem nposepky, NyTeM YTeHUs aTpubyToB nonb3osatens B nomeHe. lNepep,
MCMNoNb30BaHWEM NpoBepUTb AaTy nctedeHus buneta Kerberos (klist) u npu HeobxoanmocTm
coenatb kinit admin.

ldapsearch -Y gssapi "(uid=ipauser1)"

Pe3yanaT BblNO/IHEHUA KOMaHAbl

ipauserl@fs:~$ ldapsearch -Y gssapi "(uid=ipauserl)”
SASL/GSSAPI authentication started

SASL username: ipauserl@ASTRA.LOC

SASL SSF: 56

SASL data security layer installed.

# extended LDIF

#

# LDAPV3

# base <dc=astra,dc=loc> (default) with scope subtree
# filter: (uid=ipauserl)

# requesting: ALL

#

# ipauserl, users, compat, astra.loc
dn: uid=ipauserl,cn=users,cn=compat,dc=astra,dc=loc
objectClass: posixAccount
objectClass: ipaOverrideTarget
objectClass: top

gecos: 11 11

cn: 1111

uidNumber: 192001

gidNumber: 192001

loginShell: /bin/bash
homeDirectory: /home/ipauserl
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Marinosbin cepeep SAMBA c goctynom no rpynnam Freel PA v ayteHTudmkauueri no Kerberos

ipaAnchorUUID::
OklQQTphc3RyYS5kb206NzZRkMWRKNzItMmME1ZCOXMWVhLTLiIMGUtMDgwMDI3ND

IwN2FL

uid: ipauserl

# ipauserl, users, accounts, astra.loc

dn: uid=ipauserl,cn=users,cn=accounts,dc=astra,dc=loc
displayName: 11 11

uid: ipauserl

krbCanonicalName: ipauserl@ASTRA.LOC

objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:
objectClass:

top

person
organizationalperson
inetorgperson
inetuser
posixaccount
krbprincipalaux
krbticketpolicyaux
ipaobject

ipasshuser
ipaSshGroupOfPubKeys
mepOriginEntry
ipantuserattrs

loginShell: /bin/bash

initials: 11

gecos: 11 11

sn: 11

homeDirectory: /home/ipauserl
mail: ipauserl@astra.loc
krbPrincipalName: ipauserl@ASTRA.LOC

givenName:

cn: 1111

11

ipaUniquelD: 74d1dd72-2a5d-11ea-9b0e-0800274207ae

uidNumber:
gidNumber:

192001
192001

mepManagedEntry: cn=ipauserl,cn=groups,cn=accounts,dc=astra,dc=loc

memberOf:
memberOf:
memberOf:
memberOf:
memberOf:
memberOf:
memberOf:
memberOf:
memberOf:

cn=admins,cn=groups,cn=accounts,dc=astra,dc=loc

cn=Replication Administrators,cn=privileges,cn=pbac,dc=astra,dc=loc

cn=Add Replication Agreements,cn=permissions,cn=pbac,dc=astra,dc=loc
cn=Modify Replication Agreements,cn=permissions,cn=pbac,dc=astra,dc=loc
cn=Read Replication Agreements,cn=permissions,cn=pbac,dc=astra,dc=loc
cn=Remove Replication Agreements,cn=permissions,cn=pbac,dc=astra,dc=loc
cn=Modify DNA Range,cn=permissions,cn=pbac,dc=astra,dc=loc

cn=Read PassSync Managers Configuration,cn=permissions,cn=pbac,dc=astra,dc=loc
cn=Modify PassSync Managers
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Marnnosbi cepeep SAMBA ¢ noctynom no rpynnam Freel PA v ayteHTUdMKaumeit no Kerberos

Configuration,cn=permissions,cn=pbac,dc=astra,dc=loc

memberOf: cn=Read LDBM Database Configuration,cn=permissions,cn=pbac,dc=astra,dc=loc
memberOf: cn=Add Configuration Sub-Entries,cn=permissions,cn=pbac,dc=astra,dc=loc
memberOf: cn=Read DNA Range,cn=permissions,cn=pbac,dc=astra,dc=loc

memberOf: cn=Host Enrollment,cn=privileges,cn=pbac,dc=astra,dc=loc

memberOf: cn=System: Add krbPrincipalName to a Host,cn=permissions,cn=pbac,dc=astra,dc=loc
memberOf: cn=System: Enroll a Host,cn=permissions,cn=pbac,dc=astra,dc=loc

memberOf: cn=System: Manage Host Certificates,cn=permissions,cn=pbac,dc=astra,dc=loc
memberOf: cn=System: Manage Host Enrollment
Password,cn=permissions,cn=pbac,dc=astra,dc=loc

memberOf: cn=System: Manage Host Keytab,cn=permissions,cn=pbac,dc=astra,dc=loc
memberOf: cn=System: Manage Host Principals,cn=permissions,cn=pbac,dc=astra,dc=loc
memberOf: cn=ipausers,cn=groups,cn=accounts,dc=astra,dc=loc

ipaNTSecurityldentifier: S-1-5-21-1258707283-2585043547-335861022-1001
krbLastPwdChange: 20191229175204Z

krbPasswordExpiration: 20200328175204Z

krbLoginFailedCount: 0

krbExtraData:: AALE5Swhea2FkbWIuZEBBU1RSQS5ETO0A

krbTicketFlags: 128

krbLastFailedAuth: 20200119095425Z

# search result
search: 4
result: 0 Success

# numResponses: 3
# numEntries: 2

Co3naeM nanky K KOTOPOW OTKPOEM CETEBOM JOCTYI:

admin@fs:/$ sudo mkdir /srv/shared

admin@fs:/$ sudo chown root:shareaccess /srv/shared
admin@fs:/$ sudo chmod 770 /srv/shared

admin@fs:/$ sudo 1ls -la /srv

utoro 12

drwxr-xr-x 3 root root 4096 AHB 20 16:36 .
drwxr-xr-x 27 root root 4096 AHB 20 16:36 ..
drwxrwx--- 2 root shareaccess 4096 AHB 20 16:36 shared

PepakTtupyem /etc/samba/smb.conf
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Marnnosbi cepeep SAMBA ¢ noctynom no rpynnam Freel PA v ayteHTUdMKaumeit no Kerberos

[global]
debug pid = Yes
realm = ASTRA.LOC
workgroup = ASTRA
domain master = Yes
domain logons Yes

ldap admin dn = cn=Directory Manager
ldap group suffix = cn=groups,cn=accounts

ldap machine suffix = cn=computers,cn=accounts

ldap suffix = dc=astra,dc=1loc
ldap user suffix = cn=users,cn=accounts
ldap ssl = no

kerberos method = dedicated keytab

dedicated keytab file = FILE:/etc/samba/samba.keytab

disable spoolss = Yes
create krb5 conf = No
security = user

log file = /var/log/samba/log.%m
log level =1
max log size = 100000

rpc_server:epmapper = external
rpc_server:lsarpc = external
rpc_server:lsass = external
rpc_server:lsasd = external
rpc_server:samr = external
rpc_server:netlogon = external
rpc_server:tcpip = yes
rpc_daemon:epmd = fork
rpc_daemon:1lsasd = fork

idmap config x : backend = tdb
ldapsam:trusted = yes

[homes]
comment = Home Directoriies
valid users = %S, %D%w%
browseable = Yes
read only = No
create mask = 0600
directory mask = 0700

[shared]
comment = Test share on file server
path = /home/shared
browseable = yes
valid users = @shareaccess
write list = @shareaccess
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®Mannosbii cepeep SAMBA c goctynom no rpynnam Freel PA n ayteHTudmkaumen no Kerberos

create mask = 0660
directory mask = 0770

Lenaem nposepky smb.conf

3acTtaBnsem cny>kby smbd nepeunTaTb M3MEHEHHbIN KOHDUT.

A TaK)ke MOXHO caenaTtb nepesanyck cny>k6 smb 1 winbind ( He obsizatensHo. 9To HeobxoauMo
Aenatb, eCIN MEHSIETCS UMSI CETEBOM Nanku. )

testparm

smbcontrol all reload-config (smecTto "all” gocTynHbl onumm “smbd”, "nmbd"” nnn
"winbindd")

systemctl restart smbd winbind

Lo6aensiem nonb3osatens FreelPA B rpynny "shareaccess” :

*3 Identity Management - Mozilla Firefox g X

W Identity Management X | =+

« ¢ o ® # https://dcl.astra.loc/ipa/ui/#/e/group/membe w »

@ HauaneHasa cTpaHvua W ldentity Management

i1 freelPA & Administrator ~

WaeHTudmkaums Monutuka / QUKL CeTeBble

Monb3oBaTenw Y3nbl Cnyx6bl Ipynnbi MpeactaeneHwWA ID ABTOYHACTHWK ~

[pynnel nons3oeateneil shareaccess
[pynna nons3osateneit: shareaccess

YuacTHWEW shareaccess:

MNonszosaTenn (1) Ipynnel nonssosaTensia External MapameTpbl

shareaccess aenaeTca YHACTHUEOM:

[pynnel nons3oeateneil CeTesble rpynnsl Ponun Mpaswuna HBAC Mpaewna Sudo
2 06HoBUTL || Bl Yaanuts | | + flobaBuTts Mokasats pesynsTartl (&) Mpamoe yuactue O Henpsamoe yuactue
[J  WMmayuétHoi 3anucm nons3osaTtens uiD Appec 3nexTpoHHOM NoYTb Homep Tenedona JenxnocTe
O | ipausert 160001 ipauser]@astra.loc

MokasaHo 3anuceit: c1no 1 w3 1.
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Mannosbin cepeep SAMBA c goctynom no rpynnam Freel PA n ayteHTudmkaumen no Kerberos

5 [ocTtyn ang HeCKONbKUX rpymnmn

Lo6aensem B gomeH Freel PA HoByto rpynny "group2” v BkitOo4YaeM B Hee HOBOMO MOJIb30BaTeNS
"ipauser2” .

BbicTaBnsiem gononHuTenbHble NpaBa Ha ceTeByto nanky “shared”, ans rpynnel "group2” .

setfacl -m g:group2:rwx /home/shared

getfacl /nome/shared

admin@fs.: ~F
getfacl: Rem
# file: hom

# owner: root

user. . r——

qQroup: =

o Mepep, ycTaHOBKOM NpaB Ha Nanky Ans HOBOW rpynnbl (HanpuMep group3), ee HY>XHO
cHauana gobasuTb B Freel PA, nHaue BbixoguT owumbKa :
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Mannosbin cepeep SAMBA c goctynom no rpynnam Freel PA n ayteHTudmkaumen no Kerberos

4 [lopknrouyeHme ceTeBblX MNanokK Ha KJIMEHTCKOM
KOMMblOTEpE

[na HacTponkmn NoaKIOYEeHUs K CETEBLIM MankaM 3axo4uM Ha tobom Apyron KIMEHT LOMeHa Mog,
[OMeHHbIM nosib3oBaTeneM "ipauserl” , KOTopbIM BKAKOYEH B rpynny "shareaccess”.

MposepsieM fOCTYyN K CETEBOM Marke :

smbclient -k //fs.astra.loc/shared

ipauserl@clientl:~% smbcli ¢ //f=.astra. loc/shared
mkdir failed on d 1 fuar/ fms=q. . OTka=zaHo B gocTyne

smb: MWr o ls
] A Fri Jan 24 13:
1] A Tue Jan 21 1
1] A4 Mon Jan 1
Fri Jan 249 1
Tue Jan 21 1

1824, 1945424 blocks awvailable

[anee co3gaem nogknto4eHMe K CETEBbLIM Marnkam.
3anyckaem "MannoBbin MeHepkep", nepexoguM Ha Bknagky "CeTb" 1 HacTpaMBaeM ceTeBble Nankm
"homes" n "shared”.
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Mannosbii cepeep SAMBA c goctynom no rpynnam Freel PA v ayTeHTudmkaumen no Kerberos

fm CeTb-MeHegxep daiinos

®ailn  Bwg Cets Cepewc Hactpoika Cnpaeka

@000 | Y DD 6
o @ con

‘B8 AokymeHThl M samba
N ~ HazeaHwe: ‘ shared ‘
+ 3arpy3ku home
»- M M3o6paxeHns Aapec: ‘ smb://fs.astraloc/shared ‘
A My3eika smb:/fserver/share
T. O6LWea0CTYNHBIE smbiffuser@server/share
- smb:ffworkgroup;user@server/share/dirpath
2 Pabouwe cTonkl fip:/iserver
Bl Pabounii cron 1 ftpu/fserver/dirpath
ftp:ffuser@server/dirpath
[ Wabnoxw sftp:ffuser@server/
sftpi/fuser@server/~

Bl Pabouwii cron 1 sftpi/fuser@server/dirpath

B Kop3wHa
»- al Hawonwurenw

 EE

>~ M samba |

»- home

Cets QCD_Q—-

»>_ ipaus.. E;'CETb

B npumepe ceTeBast nanka "shared” nogkntoyeHa C NOMHbIM AOCTYMNOM A/ BCEX, KTO BKJIHOYEH B
rpynny “shareaccess” .
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