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@. /

/ boot
/ hone
/tnp
[var/tnp
/
1 / (, /boot ). ext4 defaults
2 /boot . ext2, ext3, ext4 defaults
Lvmin
/boot ( - LVM) 512.
3 /home . ext4 noexec,nodev,nosuid
4 tmp . ext4 noexec,nodev,nosuid
/tmp 250
5 Ivar . ext4 defaults
noexec,nodev,nosuid, : noexec,nodev,nosuid
O  noexec , ;
©  noexec (, dpkg);
6 Ivarltmp = . ext4 noexec,nodev,nosuid
Ivar /var/tmp noexec, nodev, nosui d.
7 swap swap

@ .. (swap):

@ ( /boot)  ext4.
, Itmp 250

« ) Ext2/Ext3/Ext4, (..) 0 »
« , 1».10015-01 97 01-1, 2020., . 17.3.1 « »

® /home /tmp /var/tmp noexec, nodev, nosui d

® Astra Linux Special Edition .10015-01 ( 1.6)

apache2.service
bind9.service
exim4 dovecot.service
ejabberd.service
nfs-client.target
ntp
nfs-server.service
nmbd.service
smbd.service
snmpd.service
pppd-dns.service
ssh.service
vsftpd.service
winbind.service
bluetooth.service
openvpn.service
sssd.service
firewalld.service
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Bubop nporpaMMmHoro ofecneuyeHusn

OnepaumHHaq CucTema
CNeynansHoro HasHaq4eHuna

Penuz «CmoneHck»

B ﬂ,aHthli MOMEHT YCTaHOBNeHa TONLKO 0CHOBa CHCTEMBL Wcxopa M3 Bawwx no‘rpet’:Hoc‘reﬁ,MomeTe EblﬁpaTh OgUH 1 Gonee uz
FOTOBLIX HaﬁOPOB NporpaMMHoro ofecneyeHun.

BufiepUTe ycTaHABNMBAEMOE MPOrpaMMHOe obecneveHine:
BazoBble CpencTea

Pafounii cTon Fly

MpUnoKeHMA ONA paBoThl € CEHCOPHBIM 3KpaHoM

OfMCHbIe cpencTea
CYBO

enc ¥ HHOTO [OCT)

3awMueHHEI WEB cepeep

CpencTea BupTyanuzsauuu

O
CpepcTea pafoTe B ceT
[im]
5
|
O
O
|

CpepcTea MyneTumMenma

CHUMOK 3KpaHa ] | Cnpaeka 1 MpogonkuTe

SSH: SSH, ,. ,

'hardened. hardened lkrg generic (. astra-safepolicy)

G SSD-);

EXT- (, SSD-);
’ufw;
ulimits;
ptrace;

Grub ( ).. Grub2

HARDENED, , .. Grub2

1

Intel Management Engine (MEI). , Intel Management Engine (Intel ME).

, Intel,

/ boot ro( rw).

secureboot (usb-flash astra-secureboot,,, BIOS) Astra Linux SecureBoot
- .

(.., sleep, suspend-to-disk, hibernation, .).
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o , letc/parsec/parsec.conf login_local no .

fly-admin-smc:

@ oy _ e _wn_wu_n o

YnpaBneHue NonuTIKo# Ge30nacHocTy - oNNTHKA KOHCONM 1 MHTEPNPE

@alin Mpasxa Hacrpoiikn  Momous

< (5]

V- astra MoAMTIKa KOHCO/IM 1 UHTEPNIPETaTOPOE:
> Aymar
2 rpyns Korcont,

(# 3amKmyran nporpammsas c.. [ Brnounts KOHCONW AnA s rpynny astra-console

W/ MangaTHeie aTpuyTh OTKpLITE yrpaBneke rpynnof astra-console:

# MangaThuili KoHTpORs Leno...
Be0a napons 47 sudo

) MoruTop GesonacHocTn

e [ BxmouuTs BROA Napons Ana sudo

v T\ Hactpoiiku GeaonacHocTi

>~ 4 Mapamerpel Agpa VkrepriperaTope

TIO/IATUKa KOHCOIA U H. [0 exnounms

MoAMTUKE OUMCTKY NaMS.

B Cucremme napamerpsi

> 4= Monurukn yuerHoi sanucn WrTepnperatop Bash

»- 5 Monssosatenu () semiounrs Bash ana

Npuswnerun

> B ynpaenetve keoramu

[Z] yarpoiictea v npasuna

Marens ynpa, Vnpasnenne

. , astra-console;

. sudo;
. bash ;
® Dbash ;

®

@ astra-console.



astra-consol e-1 ock enabl e
sudo:

astra-sudo-control enabl e

(D g o , letc/sudoers

{D Defaults timestamp_timeout=0

@ Jetc/sudoers

sudo vi sudo

bash:

astra-interpreters-1lock enabl e
bash:

astra-bash-1 ock enabl e

G} Astra Linux SE . o) .
SSD. (SSD): extd

fly-admin-smc
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Ynpaenenue nonuTIKoii GesonachocTy - MONMTHKE 0UMCTKY NAMATH

@aiin  Mpaska Hactpoiiki  Momolus
~ =
~ QD | b

v Wl astra MoAuTuKa oUMCTKN RaksT

TapaHTUpOBaHHOE yAaneHUe Gaiinoe i narok

YcTpoiicTeo | ToukaMoHTUR | Tvn Quncrka Konnecrso

1 /devisdat / extd BLIKIOUEHO

=3 navens ynpa en [ 10:53

astra- swapwi per-control enabl e

astra-secdel -control enabl e

fly-admin-smc



YnpaBnenie nonMTIKoi Ge20nachocTH - CUETEMHBIE NapameTpe

@alin  Mpaska Hactpoiikn Mool
: ~
S (%]

- astra

> Ay
> & rpynnel
> (@ 3amkHyTan nporpaMma c..

/ MaHaaTHsle aTpn6yTE!
1 MaHAaTHLIA KOHTPONL Liesio...
B Mowurop 6esonacriocrn
T Hacrpoiiku 6esonacHocn
3 & Mapamerpe sapa

B8 MoAnTIKa KOHCONN 1 KH..

 Monnmika ouucrkn naw.
I Moswmin yuerwoli 3anucn
I Monesosarenn
& Npueanerum
R —

2] yarpoiictea u npasuna

CucTemHLle napamerpl

[[] 3anper ycranoskw 61Ta MCMoNHEHNR ANA BCeX N0.IL30BATENeH, BKNI0YAA AAMUHNCTPATOPOE

[ Brokwposxa makpocos

[ Brokvposka TpaccupoBky ptrace ANA BCex NONL30BaTeNeNR, BKMKOUAA 3AMUHICTPATOPOR

[[] BriokMpoBKa OAHOBPEMEHHON PaBOTBI C Pa3HBIMI YPOBHAMIA B MPe1enax OAHOM Ceccuu

[[] Bxmiouenne cuctemubix orparmueniii ulimits

O pesarpyaku MK ans

] BAOKMPOBKa CUCTeMHBIX KOMaHA ANR NOb30BaTeNEH

[[] Bratouuts Mexcetesol skpan

Hacrpolika npasun

(] 3anper HocuTeneit P

BAOKMpOBKa KNaBMLL SYSRQ AN BCEX NONL30BATENER, BKNIOUAR AAMUHACTPTOPOB

[ BrmiounTs pexum paborsi haiinosoii cucremsi OC - "Tonsko uteHne”

BUT NcRoNHeHNs

Makpocsi

Tpaccnposka ptrace

Vposkn Sumac

CucTeMHbie orpaHuUeHUs limits

BoiknioveHve/nepe3arpy3ka MK

Crcremtsie komarw (df. chattr. arp, ip. n T.4)

MexceTeBoli 3kpan

Ynpasnesue MOHTUpOBaHUEM

Knaguwu SysRq

PexXyM pagoTh GaiinoBoR CHCTeMbl OC - “TONBKO dTeHIE'

ptrace;

ulimits;

® © 0 & 0 0 o 0o 0o o o
-~

E=3 navens ynpa

4l @ en [ 11:03




astr a- nochnodx-| ock enabl e

astra-macros-1 ock enabl e

ptrace:

astra-ptrace-| ock enabl e

astra-sunac-| ock enabl e

ulimits:

astra-ulimts-control enable

astra- shut down-| ock enabl e

astra- commands- | ock enabl e

astra-ufwcontrol enable

astra-nount -1 ock enabl e

SysRq ,

astra-sysrqg-1lock enabl e

astra-overl ay enabl e

fly-admin-smc:

0]



Ynpaenenie nonuTIKoi GesonachocTyt - HACTPOiiKY 3aMKHYTON NpOrpamMMH

@aiin  Mpaska Hactpoiiki  Momolus

~ ac v
~ | ==
~ B astra HacTpo#ikit 3aMKHYTOI NPOFPaMMHoii cpeas!
> Ay ” =
(# Hactpoiiku | /| Kmoun | '# Moannce.

> & rpynnsi

NG ¢ 3aMKHYT3A NpOrpaMMHas .. RNaens ynpasnenns

7 Knioun KorTpons nenonksemsix datinos KOHTpOAS pacLumpenHbix aTpubyTos,
# Moanuce ®) Bunoumnte ®) BulkNHOuUMTE.
> ¥/ Mangatrsie arpubyTel O Ornaaxa (O Ornanka
> ® Mangammsiti konrpons ueno...| | | O Brounts O Brarounms
B3 Monurop 6esonactiocr LWa60HE! 1MEH (aiinos Ans KOTOpEIX Gy/leT MPOU3E0AUTLCH NPOBEPKE NOANMCH B PACLIUPEHHBIX ATPHGYTaX
v T Hacrpoiiku GesonacHocTn Jete/digsig/xattr_control:

> & Napamerpsi napa
B MoAnTIKa KOHCONN 1 WH...
T MoAuTiKa UUCTKY NaMA.
Bl Cucremie napamerpel
OAMTUKIA YUETHOM 3anMcn

Monesosatenn

& nNpuennernu

B Ynpaenenue keoramu

[E] ycrpoiictea v npasuna

L7 MPOBEDKY KOHKD: i ). Tpe6yerca yKasate, i cumMeon /' 8 Hauane nyTu. Hanpumep, //binfdash
L% NPOBEDKY GaiiNOs W M0 KaTANOFOB & KaTaore, TPeGyeTCs ykasaTs CUMBON /' B KOHLIE AyT, Hanpumep, /ust/

en [ 12:12

. (ELF-) xattr ( )(. .16.1).

o xattr , ;

0
lopt/.

®

/etc/digsig/digsig_initramfs.conf (. " "):

Astra Linux Special Edition .10015-01 ( 1.6) (. .16.1):

DIGSIG_ELF_MODE=1
DIGSIG_XATTR_MODE=1

Astra Linux Special Edition .10015-01 ( 1.5) (. .13.5):

DIGSIG_ENFORCE=1
DIGSIG_LOAD_KEYS=1
DIGSIG_USE_XATTR=1

update-initranfs -u -k all
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N , (.16.2.1). fly-admin-kiosk:

. -2: parsec-kiosk2 ().

., (). fly-admin-smc (. .16.2.2):

@ T T TR T T U TR TR TR T T

" Ely

Oafin Mpaska  Hacrpoiin  Nowouss
~
(5]

[—

> o Ay & % "
iy 2 Obume  Gnowwposka | T Ayawr 2 Mpuswnerww 12 MPA | = Cpoxaecrawn 1 Mpapuecwii kiock Fy | B Keor
>3 rpynnw
(3 3avwyran nporpaman ¢ 0 roBans e Hacrpoiin rocka
= Asrosanyex npunoxer & rocss:

# Noanncs.

- T\ Hacrpofius Sesonackoct
> % Napaverpuinapa

B8 nonvmaka korcon

v 5 Monsosaren
Eyr—

- B ypamnesue xeoraun

> 2 rpyanm - ] Snokuposxa koscon

Onosewennn

> 3 nonusosarenn

> [) verporicrea unpaswna

Ccremtisi oo

) Ynpasnenve .. . . @ Cucrewmii Gl @ o @ 1519

=, " (Firejail)";
.

seccomp;
Itmp;

O O O O O O --

*  pamtally ().

. , letc/fstab,

sudo edquot a
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sudo sysct|

@ Astra Linux Special Edition .10015-01 ( 1.6) syst entdgeni e
Astra Linux Special Edition .10015-01 ( 1.5) chkconfi g fly-adm n-runl evel

ufw iptables

(:) Astra Linux Special Edition .10015-01 ( 1.6)

© iptables
° ufw
° gufw

aiin Mpasy

Mexce

Mpoguns:  fow

Crarye

v
Bxoanume:
Viexopsuype: )

Hauano pa6oTbl

P

7 Ha fw. T1POCTO, M3ALHO U nonesHol ;)
OcHoBHblE

ECnv Bbl O6bIuHbIA

. 3 He 3a6yaee poGasure
&)

ing: | Deny v

npasuna A Bawnx

Ang: | Allow v

BLl MOXETE NepeuMEHOBaTE POGHAY B 483 KUKG:
{ utw Options

Gutw Options

P Mexcerenoi..

letc/sysctl.conf ( fly-admin-smc [etc/sysctl.conf:

(:) fs.suid_dumpable=0

kernel.randomize_va_space=2
kernel.sysrq=0

net.ipv4.ip_forward=0
net.ipv4.conf.all.send_redirects=0
net.ipv4.conf.default.send_redirects=0

-a | nore



( fydm).,

. VPN
()

, GPG-  Thunderbird Enigmail
()

Astra Linux Special Edition .10015-01 ( 1.6) .
Astra Linux Special Edition .10015-01 ( 1.5) . 27082018SE15

,. 15

WEB- (. FireJail);

© QEMU/KVM Astra Linux
© Docker Astra Linux Special Edition .10015-01 1.7
o LXC
o FireJail
Astra Linux Special Edition .10015-01 ( 1.6)  20190912SE16 , (" ") .

, (>0) x ( Astra Linux Special Edition .10015-01 ( 1.6) Astra Linux Special Edition .10015-01 ( 1.5)), fly-admin-smc:

G} mommom_mn_mns ¢ o»-> «63», set-fs-ilev.

e

G} e e _wn o

(D g , unset-fs-ilev

G} Astra Linux Special Edition .10015-01 ( 1.5) 27102017SE15:. Astra Linux Special Edition .10015-01 ( 1.5)
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