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1. OBLUWME CBEOEHUA

KC3 (nogcuctema 6e3onacHoctn PARSEC) npeaHasHayveH gns peanusaumm gyHkumnn OC
no 3awmte nHdopmauyun ot HCL 1 npegoctaeneHms agMmHucTpartopy 6esonacHocTn nHgpopma-
Lun cpencTtB ynpaeneHns yHKumMoHnpoBaHmem KC3.

BHUMAHMUE! NMocne yctaHoBkn OC MHTEPAKTMBHbIA BXOA B CUCTEMY Cyneprnonib3oBaTens
root MO ymonyaHuto 3abnoknmposaH. Co3gaBaemblin NpU YyCTAaHOBKE ONepaLMoOHHON CUCTEMBI
nonb3oBaTenb BKNKOYAETCA B rpynny astra-admin. MNonb3oBarensam, BXOAAWNM B Ha3BaHHYHO
rpynny, 4epes MexaHuam sudo NPeaoCTaBnsaTCA Npaea A5 BbIMONHEHWSA AEACTBUIA NO HACTPOMNKe
OC, Tpebytowmx npusunerin cynepnonb3oBatend root. [lanee no TEKCTY TakoW Nonb3oBaTenb

NMeHyeTCs agMUHUCTPATOPOM.
1.1. CocTtaB KC3

B coctaB KC3 BxogaT cnegytoLwimne OCHOBHbIE MOACUCTEMBI:

- Moaynu noacuctemsbl 6esonacHocTn PARSEC, Bxoaswme B coctaB gapa OC;
- bubnuoreku;

- YyTMnuTbl 6e3onacHoCTy;

- noacucteMa NpoTOKONMPOBaHNS (pernctpaumm);

- MOAynu ayTeHTUdUKaumm;

- rpaduyeckasa nogcucTema;

- KOHCOSbHbIN BXOA, B CUCTEMY;

- cpeacTBa KOHTPOIS LIENOCTHOCTY;

- cpeacTBa BOCCTAHOBEHUS;

- CpefacTBa pasrpaHMyYeHnsa JoCTyna K NoaK4YaeMbiM YCTPONCTBAM.
1.2. KoHTponupyembie ¢pyHKLUN

KC3 obecneuvnBaet peanusaumio cnegyowmx pyHkuun OC no sawmrte nHgpopmMaumm ot
HC[:

- naeHTUmnKaumo 1 ayTeHTUUKaLmio;

- OWNCKPEeLMOHHOE ynpaeneHne AocTynow;

- MaHgaTHoe ynpasreHue OOCTYNOoM;

- pernctpauuto cobbiTuin 6e3onacHocTy;

- OrpaHuMyeHune NporpammMHoON cpeabl;

- M30MAUMI0 NPOLECCOB;

- 3alWunTy NnamaTu;

- KOHTPOSb L€NTOCTHOCTMU;

- obecneyeHne HaaexHoro PYHKLMOHUPOBAHNS;
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- oMnbTpaUnio CETEBONO NOTOKA;
- MapKUPOBKY JOKYMEHTOB;
- KOHTPOJb MOAKITHYEHMS CbEMHbIX MaLUMHHBIX HOCUTEnen nHopmMaumm (3awnuTy BBoaa-
BbIBOAA Ha OTYYXX4aeMblin PU3NYECKUI HOCUTENDb MHpOPMaLnN).
Peanunsauunsa nepeyncneHHbix Bbile OYHKLMIA OCHOBAHA Ha CreayrLwmx OCHOBHbIX NOSo-
XKEHUsIX:
1) € KaxgblM Norb3oBaTenem CUCTEMbI CBA3AH YHUKASbHbIA YUCNEHHBIN MOAEHTUGMKATOP
— npgeHtudukatop nonbsosarens (UID), koTopbi ABRASIETCA KITHOYOM K COOTBETCTBYIOLLEN
3anucu B B[l nonb3oBartenen, cogepxawen MHopmMaumo O nonb3oBaTenax, BKo4as
X pearbHble U CUCTEMHbIE UMeHa. B[]l nonb3oBaTenen nogaepXxmnBaeTcs u ynpasnseT-
cqa cucteMHbIM agMmuHucTpatopom. UID asnsaetcsa spnblkom cybbekTa (HOMUHarbHbIN
cyb6bekKT), KOTOpPbIM CUCTEMA NONb3yeTCs ANsa onpeaenenus npaes gocrtyna. b1 nonb3o-
BaTenen B OC MoXeT ObITb Kak nokanbHOM AN CUCTEMBbI, Tak U 9BNATbcsA YacTtbio ENMMM,
dyHKLMOHMpPYOLWEero Ha ocHoBe npoTtokoria LDAP;
2) Kaxabli Nonb3oBaTefb BXOAUT B O4HY vnu 6onee rpynn. pynna — 3To CAMCOK NOMb30-
BaTenen cuctemsbl, Metowmnn cobecteeHHbI naeHTudgmkatop (GID). Mockonbky rpynna
00beanHSET HECKONBbKO NONb30BaTeNen CUCTEMbI, B TEPMUHAX NONUTUKM 6e30nacHOCTM
OHa COOTBETCTBYET MOHATUIO K MHOXECTBEHHbIN cybbekT». GID saBnsercsa aprbikoM MHO-
XKECTBEHHOro cybbekTa, KOTOpbIX Y HOMUHANbLHOMO CybGbekTa MOXeT OblTb Bonee ogHoro.
Takum o6pasom, ogHomy UID cootBetcTByeT cnmncok GID;
3) ponb gencTeuTenNbHOro (paboTarLlero ¢ CyWHOCTAMM) cybbekTa nrpaeT npouecc.
Kaxxgomy npoueccy npucsansaetcsa eanHcTeeHHbI UID, asnawowmnnca naeHTngunkatopom
3anycTuMBLUEro NpoLecc HOMMHanNbLHOro cybbLekTa, T. €. nonb3oBaTens. [pouecc, Nopox-
OEHHbIN HEKOTOPbIM NpoLEeccoM nonb3osaTend, Hacneayet UID poguTtenbckoro npouecca.
Takum obpa3om, BCce NPOLIECCHI, 3anyckaeMble Nnonb3oBaTeneM, UMeKT ero naeHTuduka-
Top. Bce npouecchl, npuHaanexawme nonb3oBaTento, 06pasyroT ceaHC nonb3oBaTtens.
MepBbIN Npouecc ceaHca NoNb3oBaTeNsa NOPOXAAETCA NOCEe NPOXOXKAEHUSA npoueayp
noeHTudukauum n ayteHtndpukaumn. MNpn obpalleHnn npouecca K CyLHOCTU OOCTyn
npeaocTaBnseTcda no pesynsratam npoueaypbl aBTopusaumu, T.e. 06paboTkm 3anpoca Ha
OCHOBE MaHAaTHbIX N anckpeunoHHbix MNPL;
4) mexanuam NP peanusoBaH B agpe OC, yto obecneunBaet ero npaBunbHoe yHKLMNO-
HUPOBaHME NPU UCMONb30BaHMM NOOLIX KOMNOHEHTOB, NpeaocTaensdembix OC. Peanuaa-
LUnsa MaHOaTHOroO ynpasneHue A0OCTYNoM 3aTparMeBaeTt Bce NoACUCTEMbl 94pa, B KOTOPbIX
peanM3oBaHO ANCKPELIMOHHOE yrnpaBrneHne goctynoMm. [pu atom oba Bnaa ynpasneHus
AOCTYNOM OYHKUMOHUPYIOT NapannenbHo, He BNUAS Ha NPUHATUE peLLeHU Opyr Apyra

(HenpoTUBOPEUYNBOCTL). [loCcTyn paspeluaeTcs B TOM cllydae, ecrii OH BO3MOXEH OTHO-
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CUTENbHO ANCKPELMOHHBLIX U MaHaaTHbIX MPL. 3anpellaetcs B cnyyae, ecnu ooctyn

3anpeLleH OTHOCUTENBbHO NBOro U3 MexaHM3MoB.
1.3. CpeactBa opraHusauuu ENM

Opranusaumnsa ElMM obecneymBaer:

- CKBO3HYIO ayTeHTMdUKaUuio B CETY;

- LUeHTpanusaumio xpaHeHnsa nHgpopmaumm ob okpy>keHnn nonb3oBaTtenem;

- LeHTpanusauuio XxpaHeHus HacTpoek CUCTeMbl 3almTbl MHpopMaLmMm Ha cepBepe.

CeTteBasa ayTeHTUdMKALMS U LEeHTpanu3auma XpaHeHuss MHopMaunmn o6 OKpy>XeHUK
nonb3oBaTtens nogpasyMeBaeT UCNOoNb30BaHNE ABYX OCHOBHbIX MEXaHU3MOB: NOAAEPXKKN KPOCC-
nnaTopMEHHbIX CEPBEPHbLIX NpUnoXxeHnn onsa obecnevyeHus 6esonacHoctn (NSS) n noarpyxae-
MbIX ayTeHTUdUKaUMOHHbIX Mogyren (PAM). CkBo3Hast ayTeHTUurKaumsa B ceTu peanuayercs Ha
OCHOBe npoTtokona Kerberos ¢ ncnone3oBaHmeM cnyobl katanoros LDAP B kayecTBe MCTOYHUKA
AaHHbIX Ana 6a30BbiXx CUCTEMHbIX cepBncoB Ha 6a3e mexaHnamoB NSS 1 PAM. MNMogo6HbIv nogxoq
obecneynBaeT LeHTpanM3aumio XxpaHeHnsa nHopmMaunm ob OKpy>KeHMUM nonb3oBaTenemn (B TOM
yucne npegHasHavyeHHy ansa obecneyeHns MaHgaTHOMO yrnpaBneHns 4OCTYNOM):

- CyLLeCTBylOLWMe B CUCTEME MaHAATHbIE YPOBHU U KaTeropuu;

- MUHUMarnbHbIE N MaKCUMaribHble MaHAATHbIE YPOBHMW, AOCTYMNHbIE NONb30BaTENAM Npn

BXOJe B CUCTEMY;

- MUWHUMarnbHbIE U MakCUMarsbHble Habopbl MaHA4aTHLIX KaTeropuin, JOCTYMNHbIE NOMb30Ba-

Tenam nNpu Bxode B CUCTEMY;

- YrieHbl NPUBUIEMMPOBAHHBIX FPyNM, KOTopble MOryT nony4yatb u3 B[l cnyx6bl katanoros

LDAP onpegeneHHyto nHgopmaLmio 0 nonib3oBaTensx.

Kpome Toro, ¢ ncnonssosaHnem C3®C CIFS obecneyeHo LeHTpann3oBaHHOE XpaHeHne
AOMaLLHMX KaTanoros nofb3oBaTenen.

[na cCHMWKeHNs Harpys3kuM Ha ceTb M NOBbIWEHUS npounssoanTenibHocTn B ENMM moxeT
NPUMEHSTLCS KILUMPOBAHNE peaKo U3MEeHAeMON NHpOopMaLMN B JIOKANbHOM KaLLe.

BHUMAHUE! V3ameHeHHass Ha cepBepe WHGOpMaUUA MOXET rnonactb B JoKalb-
HbI K3W C 3agepxkon. lNNepuon OOHOBNEHMsI NIOKANbHOrO Kala 3agaetcs napamMeTpom
CACHE_REFRESH_PERIOD B KOH(uUrypaunoHHomMm panrne /etc/ald/ald.conf.

Bonee nogpobHoe onucaxne ENNM npueeaeHo B PYCBH.10265-01 95 01-1 «OnepaunoHHas
cucTema cneumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBoacTteo agmuHucTparopa.

YacTtb 1».
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2. VDEHTU®UKALUUNA U AYTEHTUDOUKALIUA

DyHKUMA nageHTndurkaunm n ayteHTndukaummn nons3osarenen B OC ocHoBbIBaeTCA Ha
ncnornb3oBaHnn MexaHnama PAM.

PAM npegctaBnatoT cobon Habop pasgensembix 6ubnuotek (T.H. Moaynewn), ¢ Nomo-
LLIbKO KOTOPbIX CUCTEMHbBIN aAMUHUCTPATOP MOXET OpraHM3oBaTh npoLleaypy ayTeHTudumkauum
(nogTBEpPXOEHNE NOANIMHHOCTU) NoMb3oBaTeNnen NpUKNagHbIMn nporpammMmamn. Kaxxaein moaysnb
peanusyet COBCTBEHHbIN MexaHU3M ayTeHTudukaumm. IameHsst Habop 1 nopagok criegoBaHus
Moynen, MOXXHO NOCTPOUTb CUEHapu ayTeHTUdUKaLmm.

Mopo6HbIN Noaxoa NO3BONAET U3MEHATL NpoLeaypy ayTeHTugukaumm 6e3 nameHeHus
NMCXOLHOro Koga 1 NoBTOPHOro KomnunuposaHna PAM.

CueHapum ayTeHTUMKaUmUK (T. e. paboTa 3TUX (PYHKLMI) ONUChIBAKOTCS B KOHUIYpaLMOH-
HOM paunne /etc/pam.conf N B page KOHPUrypaunoHHbIX hannos, pacrornoXeHHbIX B kKaTarnore
/etc/pam.d/. Cama ayTeHTMdMKaumsa BbinonHaeTcs ¢ nomowpsio PAM. Moaynu pacnonaratotcs
B Katanore /lib/security B BUAe ANHAMUYECKM 3arpyxaemblx 06bEeKTHbIX hannos.

Ecnu EIIM He ncnonb3yeTtcsl, ayTEHTUMKALUUS OCYLLECTBIISIETCA C NOMOLLBbIO JIoKaslb-
Hon B[l nonb3oBatenen /etc/passwd. VHdopmaumsa, kotopast XpaHuTtcs B /etc/shadow u
ncnonb3yetcs Anga nonb3oBatenen B nokanbHon b[. B OC peannsoBaHa BO3MOXHOCTb Xpa-
HEeHUs ayTeHTUPUKaLUNOHHON MHOpMaUun nonb3oBaTenen, NoNy4eHHON C UCMONb30BaHNEM
xewl-cpyHkummn no FOCT P 34.11-94 n no NOCT P 34.11-2012.

Mpw ncnonbsosanun ENMM ayTeHTUpMKaLmMs nonb3oBaTenen ocyLwecTBASETCAa LeHTpanu-
30BaHHO no npotokony Kerberos. [1ns 3awmnTbl ayTeHTUOUKALMOHHON MHGOPMaLUK MO YMOYaHUIO
NCronb3yTca oTedecTBeHHble anroputmbl no NOCT 28147-89 n TOCT P 34.11-2012.

B EINlN B kayecTBe UCTOYHMKA OaHHbBIX A8 ngeHTuukaumm n ayteHTuunkalmm nonb3o-
BaTenen npumeHsaTcs cnyxobbl katanoros LDAP. B pesynbsraTte Bca cnyxebHas nHgpopmaums
nornb3oBaTenen cetTnm MOXET pacnosaraTtbCa Ha BblAeNeHHOM cepBepe B pacnpenerieHHOn retepo-
reHHoun ceTeBon cpefe. [lobaBreHne HOBbIX CETEBbLIX MOMNb30BaTeNnen B 3TOM criydae rnpounsBo-
ANTCA LleHTpanuM3oBaHHO Ha cepBepe cnyxbbl katanoroB. CeTeBble cepBUCHl, MOAAEPXKMNBaAtOLLME
BO3MOXHOCTb ayTeHTUdMKauum nonb3oBarenen (web, FTP, noyta), MOryT BMECTO foKanbHbIX
YYETHbIX 3anMcen ncnonb3oBaTb TOT Xe kaTtanor LDAP nposepku ayTeHTUMKaUMOHHON MHAOP-
Maumn. ADQMUHUCTPATOP CETU MOXET LieHTPanun3oBaHHO ynpaBnaTb KOHUrypauunen cetn, B T. 4.
pasrpaHn4nBaTh OOCTYM K CETEBbIM CEpBUCaM.

bnarogaps npegoctasnenunto nHdpopmaummn LDAP B nepapxumyeckon gpesosugHon oopme
pasrpaHuyeHne focTyna B paMmkax cnyxbbl katanoros LDAP mMoxeT GbITb OCHOBAHO Ha BBeAEHWUU
AOMeHoB. B kayecTBe gomMeHa B JaHHOM criydae OyadeT BbiCTynaTb NoaaepeBo CrnyXObl kaTa-

noroB LDAP. Cepsucbl LDAP nossonstoT pasrpaHnymBatb OOCTYN NOSfib3oBaTenien K pasHbiv
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nogaepeBbAM Katarnora, Xots no ymonyanuio B8 OC peanuayetca cxema OgHOro JOMeHa.

[ns ynpaeneHus nonb3oBaTensamu, rpynnaMmm n HacTponkamm nx atpubyToB MCMONb3yeTcs
rpadpudeckas ytunuta £ly-admin-smc. OnucaHue rpadpuyeckon yTunnTbl CM. B 3NEKTPOHHOM
cripaBke.

Ona ynpaesnenna B[l ALD B pexumme KOMaHOHOW CTPOKM MUCMONb3yeTcs yTunuta
ald-admin, nogpobHoe onucaHme KOTOpou NpMBEAEHO B man ald-admin.

MpumevaHwune. [Npn cosgaHnn nokanbHbIX Nosib3oBaTenen unun nons3osarenen ENMM
Heobxoanmo oba3aTtenbHO ycTaHaBNMBaTh OS89 HUX Auana3oHbl 4ONYCTUMbIX MaHAATHbLIX YPOBHEW
N KaTeropun: MUHUManbHbIN U MakCUMarbHbIM MaHOATHbIE YPOBHWU, MUHUMArSbHBIN N MaKCu-
MarbHbIi Habopbl MaHAAaTHBIX kaTeropuii (pasgen ). OTcyTcTBUE YCTaHOBNEHHBIX AOMYCTUMbIX
AvanasoHoOB MaHOaTHbIX aTpubyToB NPUBOAMT K 3anpeLleHuto ocTyna npu obpalieHnn K ce-
TEBbIM CepBMCaM 3alLULLEHHbBIX KOMMNIEKCOB NPOrpaMm rmnepTekcTtoBon 0b6paboTku AaHHbIX,
anekTpoHHon noytel, CYB[ n nevatn.

Mo ymon4yaHuio B cueHapumn /etc/pam.d/common-auth, cogepxaliem obwme ans Bcex
cnyx6 HacTPOWNKM 1 NPeaoCTaBnsoLLEM CEPBUC ANA BXoAa B cucTeMy, ncnonosdyetcs PAM-mogynb
pam_tally.so. aHHbin PAM-Mogynb npu Havane npouenypbl ayTeHTudunkauum nonb3osarterns
yBenu4YMBaeT CHETUMK HEYCMNELLHbIX MONbITOK ayTeHTUdunKaumnm nonb3oBarensd Ha eguHuuy. Ymucno
HeycneLwlHbIX NOMbITOK ayTeHTUdUKauumn nonb3oBaTensa MOXeT ObiTb MPOCMOTPEHO crneayoLwen
KoMaHaom:
$faillog -u user_name

lNocne ycnewHoro 3aBepLUeHUS MNOMbITKM ayTeHTUUKauumM nonb3oBaTensa CYeTyuK
HeycneLlHbIX NONbITOK ayTeHTUMKauumn nonb3oBaTtensa cbpacsbiBaeTcs B HoMb. MakcumanebHoe
4YUCIIO HEeYCMNELLHbIX MONbITOK ayTeHTUduUKaunmn nonb3oBarens onpeaenserca ytunuton faillog
W 3Ha4YeHNAMU napameTpoB deny U per_user:
auth [success=ignore default=die] pam_tally.so per_ user deny=10

Vcnonb3oBaHue napameTpa per_user 03HAYaeT, YTO Npu yctaHoBke yTunuton faillog
MaKCUMaribHOro 3Ha4eHns HeycneLHbIX NOoMbITOK ayTeHTUdMKauum Ans nonb3osaTens, He pas-
Horo 0, NPMMEHSIETCA yKa3aHHOe 3HadeHue. MIHade nNpuMeHsieTcs 3HadyeHue, onpeernsemoe
napameTpom deny. [1py OTCYTCTBMM YCTAHOBIIEHHOIO NapamMeTpa per_user UCMNOSb3yeTcH 3Ha-
YyeHne napametpa deny.

[nsa cbpoca cyeTumKa HeyCneLlHbIX NONbITOK ayTeHTUrKaumMm HeobxoamMmMo BbINOMHUTb
cnegyoLLlyo KomaHay:
faillog -r -u user_name

Bonee nogpobHoe onucaHne cM. B pykoBoACTBE man Ha faillog M pam _tally.
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3. AUCKPELUIMOHHOE YNPABJIEHUE OOCTYIMNOM

3.1. Obwme cBegeHun

B OC peanusoBaH mexaHunam amckpeunoHHbix MPL nmeHoBaHHbIX Cy6bEKTOB (Mosib3oBa-
Tenen) K MMeHOBaHHbIM CYLLHOCTSM. Peanusaunsa mexaHnama guckpeuunoHHblx NP obecneynsaet
Hanuune 4ns Kaxxaown napbl (Cy6beKT-CyLLHOCTb) ABHOE U HeOBYCMbICIIEHHOE NepeyncrneHmne pas-
peLLEeHHbIX TUNOB AOCTyna.

[unckpeunoHHoe ynpasneHne 4OCTYNOM NMPUMEHSETCA K KaXXOOW CYLLHOCTU U KaKaoMy
CyObeKTy 1 3aKntoyaeTcsd B TOM, YTO Ha 3aliuLiaemMble MMEHOBaHHbIE CYLLHOCTU YCTaHaBMBAOTCS
(aBTOMaTUYECKM Npu ux cosgaHum) G6asosble PO B BMAe MAeHTUHOMKATOPOB HOMUHAMBHbBIX
cybobektoB (UID n GID), koTopble BnpaBe pacnopsikaTbCa OCTYNOM K JaHHOMW CYLLHOCTU U Npas
aocTtyna K cywHoctu. OnpegensoTca Tpyu Buaa goctyna: YteHue (read, r), 3anuck (write, w)
n ucnonHeHne (execution, x). NMpaBa gocTyna BKMOYAKT CNUCOK (BUTOBYD MacKy) U3 OeBATU
MyHKTOB: MO TPy BMAA AOCTyNa A8 Tpex KrnaccoB — nornb3oBaTtens-sragensua, rpynnbl-snagensua
N Bcex ocTtarnbHbIX. KaxabIi MyHKT B 3TOM Cnncke MoXeT bbITb NMbo paspelueH, nnbo 3anpeLleH
(paBeH 1 unu 0).

Mpun obpalleHnn npouecca K CyWHOCTU (C 3anpocoM AOCTyna onpefeneHHoro Bmaa,
T.€. Ha YTeHue, 3anucb NN UCMNOSIHEHNE) CUCTEMA NPOBEPSIET coBNageHne NaeHTMMKaToposB
BnagenbueB npolecca n BrnagensuesB anna B onpegenieHHoM nopsake, u B 3aBUCUMOCTU OT
pesynbrata, NPUMEHSIET TY UM UHYIO rPynny npas.

lMpaBa goctyna CywHOCTH, ABNAIOLWENCa hannioBbiM 0OGLEKTOM, MOTYT ObITb N3MEHEHDI,
€Cnn 3TO paspeLleHo (CaHKUMOHMPOBAHO) TEKYLLMMM NpaBunamMmn pasrpaHnyeHnsa goctyna.

CyLlecTBYIOT Takxke creumanbHble BUTbl, Takne Kak:

- SUID (Set User ID) — 61T cMeHbl ngeHTuduKaTopa nosib3oBarens;

- SGID (Set Group ID) — 6uUT cmeHbl ngeHTMdmkaTopa rpynnbl;

- Sticky — onpegenser Brnagenbua CyLHOCTEN B KaTanore.

Korga nonb3oBarternb Unun npoLuecc 3anyckaeT UCNOoNHAeMbl hann ¢ ogHUM U3 yCTaHOoB-
NeHHbIX 6UTOB SUID unu SGID, TO hanny BpeMEHHO Ha3Ha4yalTCcA npasa ero (dawna) snagenoLa
nUnn rpynnel (B 3aBMCUMOCTM OT TOro, Kakon 6uT 3agaH). Takmm obpasom, nosnb3oBaTenb MOXET
Aaxe 3anyckatb hansibl OT UMEHW Cynepnosib3oBaTens.

KaTanor ¢ yctaHOBMeHHbIM Sticky-OUTOM O3HaA4aeT, YTo yaanuTb ann U3 3Toro KaTa-
fiora MOXeT TONbKO Briagerney, hanna unm cynepnons3oBatens. [pyrine nonb3oBaTeny nuLatTcs
npaBa yoanaTte dannbl. YCTaHOBUTb Sticky-OUT B KaTanore MOXHO TOSIbKO OT MMEHW cynep-
nonb3oBaTenst C UCNonb3oBaHMeM MexaHuama sudo. Sticky-buT kaTanora octaeTcsa 4o Tex nop,
noka Bnageney, katanora unu cynepnonb3oBaTternb He yaanuT Katanor ABHO UK HE U3MEHUT

npaBa goctyna. Bnageneu MoxeT yaanutb Sticky-6UT, HO HE MOXET €ro yCTaHOBUTb.
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HononHutensHo B OC MexaHn3mMoM guckpeunoHHblx MNP nogaepxmBatoTcst CNUCKU KOH-
Tponga goctyna ACL (Access Control List), peanvM3oBaHHble Ha OCHOBE pacLUMpPEHHbIX aTpnbyToB
dannosbix cuctem. C ncnonsbzoaHnem ACL MOXHO OOMOMHUTESNBbHO AN KaXOoW CYLHOCTU
3agaBaTb NpaBa Ha AOCTYN CyObeKToB K HEMN.

ACL coctouT M3 Habopa 3anucen. lNpaBa goctyna K CyWHOCTU ANsi Nonb3oBaTens-
Bnagenbua, rpynnbl-BriagenbLa U BCex ocTarnbHbIX MMEKOT COOTBETCTBYIOLLIEE NpeacTaBneHne
B ACL B Buge otgeneHbix 3anucen. ACL cootBeTcTBytowmin 6a3oBbiM MNP Ha3biBaeTcs MUHK-
manbHbiM ACL. Takum o6pas3om, Kakgon CyLHOCTK Bcerga conoctaBnseTcs MMHuManbHbin ACL,
BKITOMAOLLNA TPU 3anncun: Ans nonb3oBartensa-snagensua, rpynnbl-BnagenbLla n BCEX OCTamnbHbIX.
MpaBa goctyna onsa AONOSTHUTENbHbBIX CYOBLEKTOB ONpeaensoTcs B 4OMNONMHUTENbHbLIX 3annCsx
ACL.

ACL Bkntovatowmm 6onee Tpex 3anucen HasbiBaeTcsa paclumpeHHbiMm ACL. OH gononHu-
TENbHO COOEPXUT 3anuUcb AN Macku ocTyna u Habop 3anucen Anst UMEHOBaHHbIX MOSb30BaTeNen
N UMEHOBAaHHbIX rpynn.

B obwem cnyyae ACL BknoYaeT 3anucu crnegyowmx TMnos:

- nonb3oBaTenb-Briageney (TEKCTOBOE NPeaCTaBliEHNE: USer: : rwx);

- MMEHOBaHHbI Nofb30BaTenb (TEKCTOBOE NPEeACTaBIEHNE: USer : user_name : rwx);

- rpynna-snagesnbua (TeKCTOBOe NpeacTaBieHNe: group: : rwx);

- MMeHOBaHHas rpynna (TEKCTOBOE NpeAcCTaBfiEHME: user : group_name : rwx);

- Macka goctyna (TekcToBoe npeacTaBneHue: mask: : rwx);

- BCe OcCTarbHble (TEKCTOBOE NpeAcTaBneHune: other: : rwx).

3anucb Macky JocTyna UCNomnb3yeTcs AN orpaHNYeHnsa pacnpocTpaHeHus npas gocTtyna
WMEHOBAHHbIX NOfb30BaTeNen n rpynn.

B mexaHuame guckpeumoHHbix MNP peannu3oBaHo oTobpaxkeHne npae 4oCTyna K CyLl-
HOCTM, YKa3aHHbIX B OMTOBOM Macke Onsi Tpex KnaccoB (nonb3oBaTensa-Brnagensua, rpynnbl-
Bnagernbua u Bcex ocTanbHbIX) B COOTBETCTBYOLWMe 3anucn ACL.

Mpn ncnonbsoBaHnn MmHnmansHoro ACL:

- npaBa gocTtyna u3 GUToBOK Macku ONSA Knacca nosnb3oBaTenb-Bnageney (Hanpumep,

rwx) oToOpaXarTca B MAEHTUYHbIE npaBa goctyna 3anucu ACL Tuna nonb3oBaTesib-

Bnageney (HanpuMMep, user: : rwx);

- npaBa gocTtyna n3 GUTOBOM Macku ANis Krnacca rpynna-snagenbsua (Hanpumep, rw-)

oTobOpaxarTca B MOeHTU4YHble nNpaBa goctyna 3anucu ACL Tuna rpynna-enagensua

(Hanpumep, group: : rw-);

- npaBa gocTyna n3 6UTOBON Macku Ans Kracca Bce ocTasnbHble (Hanpumep, r--) oTob-

paXkaloTcsl B MOEHTMYHbIE NpaBa gocTtyna 3anucyn ACL Tvna Bce ocTanbHble (Hanpumep,

other::r--).
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Mpn ncnonesoBaHnn pactumpeHHoro ACL:

- npaBa gocTtyna u3 GUToBOK Macku ONSA Knacca nonb3oBaTenb-Bnageney (Hanpumep,

rwx) oToOpa)kalTcsa B MAEHTUYHbIE npaBa goctyna 3anucu ACL Tuna nonb3oBaTesib-

Bnageney, (HanpMMep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku Ans Krnacca rpynna-snagenbua (Hanpumep, rw-)

oTobpaxaloTcs B uageHTU4Hble npasa goctyna 3anvcn ACL Tuna macka goctyna (Hanpwm-

Mep, mask: : rw-);

- npaBa gocTyna n3 6UTOBON MacKku Ans Kracca Bce ocTasnbHble (Hanpumep, r—--) oTob-

paXkaloTcsl B MOEHTMYHbIE NpaBa gocTtyna 3anucyn ACL Tvna Bce ocTanbHble (Hanpumep,

other::r--).

PeanunsoBaHHasa B MexaHu3me guckpeumoHHbix MNMPL npoeepka npas focTyna cybbekTa K
CYLLHOCTM BbINOMHAETCA B ABa 3Tana. Ha nepsom atane Bbibupaetcs 3anmck ACL, COOTBETCTBYHO-
was cywHoctn. 3anncm ACL gnga cywHoCTMa NpocMaTpmBaloTCs B crieqyowemM nopsiake:

1) 3anucb ons nonb3oBaTens-snagensua;

2) 3anncu MMeHOBaHHbIX Norb3oBaTeneu;

3) 3anucb rpynnbi-Bnagensua;

4) 3anvcu MMeHOBaHHbIX rpynr;

5) 3anuck ans Bcex ocTanbHbIX.

PelleHne o goctyne npMHMMaeTcs TOMbKO HA OCHOBe ogHoW Bbl6paHHon 3anucu ACL. Ha
BTOpPOM 3Tane nposepsietcs, 4To 3anuck ACL cogepXxunt Heobxoammble npasa gOCTyna.

AnropuTM NpoBepKU Npas AOCTyNa UMeET criefyoLWmnin BUA:

1) npoBepsieTcs, ABNAeTCs N cybbekT A0CTyna nonb3oBaTenem-srnagenbLeM CyLLHOCTN.

Ecnu cybbekT gocTyna He siBNSIETCA Nonb3oBaTeneM-snagenbLeM CyLLHOCTH, TO NpoBepkKa

npopormkaetca. Ecnu cybbekT gocTtyna ABnseTca nonb3oBarenemM-snagenbuem CyLHOCTH,

TO NPOBEPSETCSA pa3peLLEH NN B COOTBETCTBMU C BblibpaHHOM 3annceio ACL 3anpoLLeHHbI

cybbekTom Bua goctyna. o pesynsratam NpoBepku JocTyn nmbo paspeluaetca nmbo

3anpeLjaercs;

2) npoBepsieTcsa ABNSAETCA N CyObekT 4oCTyna OgHUM M3 UMEHOBAHHLIX NOfb3oBaTenen,

yka3aHHbIX B 3anucsx ACL. Ecnun cybbekT gocTyna He SBnseTca MMeHOBaHHbIM NoMb30Ba-

Tenem, ykasaHHbIM B 3anucax ACL, To npoBepka npogormkaetca. Ecnn cybbekT goctyna

ABMNSAETCA MMEHOBAHHbIM NONb30BaTENEM, TO NPOBEPSETCH pa3peLLEH N B COOTBETCTBUMU

¢ BblbpaHHom 3annceio ACL 1 3anmceto mackm goctyna ACL 3anpOLUeHHbIn CyObeKToOM

BMA goctyna. Mo pesynstatam npoBepku AocTyn nnbo paspeluaetcsa nubo 3anpelaercs;

3) npoBepsieTcs, ABNSETCS N1 04Ha M3 rpynn cydbekTa AocTyna rpynnon-snagernbLlem

cywHocTn. Ecnn Hn ogHa 13 rpynn cybbekTa AoCTyna He sIBNSIETCS rpynnon-BnagenbuemM

CyLLHOCTK, TO NpoBepka npogormkaetcsa. Ecnn ogHa n3 rpynn cyGbekT gocTyna siBnsi-



17

eTcsa rpynnon-senagensuemM CyLHOCTU, TO NPOBEPSAETCA pa3peLleH fiv B COOTBETCTBUN

¢ BblbpaHHoM 3anucbio ACL 3anpoleHHbIn cybbekTom BMA goctyna. o pesynesratam

npoBepkn AocTyn nmbo paspeltaetcd nMbo 3anpeLlaeTcs;

4) npoBepsieTcH, ABNAETCA NM 0gHa U3 rpynn cybbekTa JocTyna OgHOM N3 MMEHOBAHHbIX

rpynn, ykasaHHbix B 3anncax ACL. Ecnu H1 ogHa 13 rpynn cybbekta 4OCTyna He SBNsSeTca

MMEHOBaHHOM rpynmnown, ykasaHHon B 3anucax ACL, To npoBepka npogosrmkaetcs. Ecrnn

ofHa u3 rpynn cybbekT JocTyna ABnsieTcs MMEHOBAHHOW rpynmnoun, TO npoBepsieTcs

paspeLleH n B COOTBETCTBUKN C BblbpaHHOW 3anucbto ACL 1 3anmcbio Macku gocTyna

ACL 3anpolwleHHbIn cybbektom BMa goctyna. o pesynsratam npoBepkn Aoctyn nmbo

paspeLuaeTtcsa nMbo 3anpellaeTcs;

5) npoepsieTc4, paspeLleH nn B cooTBeTCTBMM C 3anucbio ACL ans Bcex ocTasnbHbIX

3anpoLLeHHbIn cybbekToM BUA aoctyna. o pesdynsratam npoBepku A4OCTyn nMbo paspe-

LaeTcs Nnnubo 3anpeLaeTcs;

6) ecnu gocTtyn He Bbin paspeLlleH Npu nNposeaeHUM NpeablayLmMx NpoBepok, To 4OCTynN

3anpeLyaercs.

PeanunsoBaHHbin B OC mexaHnam auckpeumoHHbix NP npegycmatpuBaeT Hanuume y
cyuwHocTen-koHTenHepoB ACL, ncnonesyemoro no ymonyaHuo. HassaHHbin ACL Hacnegyetcs
CYLHOCTSIMW, CO31aBaeMbIMUN B CYLLLHOCTU-KOHTENHEPE.

CyLHOCTAMM JoCcTyna SABMSOTCS:

dannsl;

coeguHeHUs (COKeTbl);

ceTeBble MNMaKkeThl,;

mMexaHu3mbl IPC (pasgensiemasi namsaTb, odepean coobLueHnn n ap.).

MexaHunam, peanuayoLwmin JUCKPELMOHHOE yrnpaBneHMe JoCcTynoMm, obecnevmBaeTt BO3-
MOXHOCTb CaHKLWOHMPOBAHHOIO M3MEHEHUs1 CrMcKa nosib3oBaTeniern u Crnvcka sawuuiaemMbix
CyLHOCTEN, aBnsowmxca annoBbiMn obbekTamu.

MpaBo nameHenus MNPL npegoctaBneHo BbliAeNeHHOMY CyObeKTY - Cyneprnonb30BaTento
root (nonb3osaTtento ¢ UID, umerowmm 3HayeHne 0). ADMUHUCTPATOP MOXET U3MEHATb Npasa C
ncrnonb3oBaHneM mexaHnama sudo. Kpome TOro, npaBa JOCTyna K CyLLHOCTU, KaK yKa3aHHble
B GBUTOBOM Macke ANsi Tpex KraccoB (nonb3oBartens-sragenbua, rpynnbl-Bnagensua u Bcex
OoCTarnbHbIX), TaKk yKkadaHHble B 3anmcax ACL MoryT ObiTb M3MeHEHbI CyObEKTOM SBMSOLLMMCS
nonb3oBaTtenem-BrnagenbUemM CyLHOCTH.

Peanusauua B OC mexaHnama auckpeumoHHbix MNMPL obecnevnBaeT HENPOTUBOPEUNBOCTb
npaBusl U3MEHEHUST ANCKPEeLUMOHHbIX TTPL.

Mpn ncnonb3oBaHuM ons cywHocTn MmHMmanbsHoro ACL npsimoe n obpaTtHoe oTobpake-

Hue MNP obecnevnBaeTca crnegyowmm obpasom:
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1) npu n3meHeHnn npae JocTyna B BUTOBOM Macke Ans nonb3oBaTens-sBnagenbLua naex-

TUYHLIM 06pPa3oM M3MEHSAOTCA NpaBa AoCTyna AN Nosfib3oBaTens-enagensua B 3annucu

ACL;

2) npu U3MEeHeHUN NpaB 4OCTyna Ans nornb3oBaTens-snagensua B 3anncu ACL ngeH-

TU4YHbIM 06pa3oM M3MEHAKTCS NpaBa AOCTyna B GUTOBOM Macke Ans nonb3oBaTens-

BnagenbLa;

3) Npu M3MeHeHuM npaB AocTyna B OMTOBOM Macke Ansi rpynnbl-Bnagenbua MaeHTUYHbIM

obpa3om M3MeHsTCA NpaBa AocTyna Ansa rpynnel-enagensua B 3anucn ACL;

4) npun M3MEHEHUN NpaB AocTyna Ansa rpynnbl-Brnagensua B 3anucu ACL naeHTUYHbIM

00pa3om M3MeHSTCA NpaBa AoCcTyna B OUTOBOM Macke Ans rpynnbl-Bnagensua;

5) nNpun nameHeHUn npae 4OCTyna B GUTOBOW Macke Ansi BCEX OCTalbHbIX WOEHTUYHbLIM

0bpa3om M3MeHsIoTCA NpaBa JoCcTyna Ansa Bcex octanbHbiX B 3anmcn ACL;

6) Npu M3MeHeHMN NpaB AOoCTyna ANs BCceX ocTasnbHbIX B 3anmcn ACL MOeHTUYHbIM

00pa3oM U3MeHsTCA NpaBa JoCcTyna Ans BCceX ocTalbHbIX B GBUTOBOM Macke.

Mpn ncnonb3oBaHun ons cywHocTn pacwmpeHHoro ACL npsimoe 1 obpatHoe oTobpake-
Hue MNP obecneuynBaeTca cnegyowmm obpasom:

1) npu n3meHeHnn npaB AocTyna B GBUTOBOM Macke Ans nonb3oBaTensi-Bnagenbua naex-

TUYHLIM 06pPa3oM U3MEHSAITCA NpaBa AoCTyna AN nosfib3oBartens-snagernsLua B 3annucu

ACL,;

2) npu U3MEHEHUN NpaB AOCTyna Ans nonb3oBaTens-enagensua B 3anncm ACL ngeH-

TU4YHbIM 06pa3oM M3MEHAITCA NpaBa AOCTyna B GMTOBOM Macke Ans nonb3oBaTens-

Bnagenbua;

3) npw nameHeHun npas AoCTyna B GUTOBON Macke AN rpynnbl-Bnagensua NaeHTUYHbIM

obpa3om nameHsieTcst macka gocrtyna B 3anmcu ACL;

4) npu nameHeHnn macku goctyna B 3anucm ACL ngeHTn4HbIM 06pas3oM N3MEHSATCA

npaBa goctyna B OMTOBOM Macke AN rpynnbl-Bnagensua;

5) npu nameHeHun Npae goctyna B GUTOBOM Macke Afisi BCEX OCTalnbHbIX NOEHTUYHbBIM

006pa3om M3MeHsTCA NpaBa AoCTyna Ansa Bcex octanbHbiX B 3anmcn ACL;

6) Npyn n3aMeHeHUU npas JocTyna Ansa BceX ocTanbHbiX B 3annucy ACL naeHTUYHbIM

006pa3om U3MeHsTCA NpaBa JoCTyna Ans BCceX ocTalnbHbIX B GBUTOBOM Macke.

Takum obpasom, peanunsoBaHHbii B OC MexaHn3M, perynmpyrowmnin NpUHLUN GUCKPELNOH-
HOro ynpasrieHns 4OCTYMNoM, NPeayCcMaTpuBaeT CaHKLUMOHUPOBAHHOE N3MEHEHNE OUCKPELMOHHbIX
MNP0, BkMOYaa CaHKLMOHMPOBAHHOE U3MEHEHME CrMcKa CyObeKTOB M CNMCKa 3aLlmuiaeMblX CyLL-

HOCTEWN.
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3.2. Linux-npuBuneruun

Linux-npuBunernn npegHasHadeHbl Ons nepegayy OTAernbHbIM NOSb30BaTeNsM npas
BbIMNOMHEHUS onpeaeneHHbIX agMUHUCTPaTUBHbLIX AEUCTBUN N SABRASAKOTCA CTaHOAPTHbIMU OnNs
cuctemsl Linux.

K Linux-npusunernam OTHOCATCS: CAP_CHOWN, CAP_DAC_OVERRIDE,
CAP_DAC READ SEARCH, CAP_ FOWNER, CAP_FSETID, CAP_KILL, CAP_SETGID,
CAP_SETUID, CAP_SETPCAP, CAP_LINUX_IMMUTABLE, CAP_NET BIND_ SERVICE,
CAP_NET_BROADCAST, CAP_NET_ ADMIN, CAP_NET RAW, CAP_IPC_LOCK, CAP_IPC_OWNER,
CAP_SYS_MODULE, CAP_SYS_RAWIO, CAP_SYS_CHROOT, CAP_SYS_PTRACE,
CAP_SYS PACCT, CAP_SYS ADMIN, CAP_SYS BOOT, CAP_SYS NICE, CAP_SYS RESOURCE,
CAP_SYS_TIME, CAP_SYS_TTY CONFIG, CAP_MKNOD, CAP_LEASE.

Linux-npusunerun HacnegyrTcs npoueccamm OT CBoux «poautenemn». lNpoueccol, 3a-
NyLeHHbIE OT UMEHU CyNepnonb3oBaTens, HE3aBMCUMO OT HanNUuns y HUX NPUBUNErVIA, UMEIOT
BO3MOXHOCTb OCYLLECTBMSATb BCE NepeyYnUCrieHHble NpUBUIErMpoBaHHble 4eNCTBUSA.

Cuctema npusunermn OC pacwmpeHa npuBumiernsiMn, OTHOCALUMMUCH K cUcTeMe
PARSEC. PARSEC-npuBunernmn, onncaHHble B obecneumBatoT paboTy ¢ MEXAHU3MOM MaH-
AaTHOro ynpasneHne 4ocTyrnom.

Bce npuBunernn nonb3oBaTtens HacneayTcs 3anyLeHHbIMU OT UMEHW ero y4eTHOW 3anu-
cu npoueccamu. MNpu 3anycke npouecca ¢ yCTaHOBMEHHLIMU MPUBUIIEMMAMUN 3arpy3vmK guHammye-
CKMX BUBNMoTEK ocyLlecTBNAeT cOpPOC NepeEMEHHbIX Cpeabl OKPY>KEHMS, NO3BONSOLMX OCYLLECTB-
NATb 3arpy3ky AMHaMU4ecknx 6ubnmotek n3 HectaHOapPTHbIX KatanoroB LD _LIBRARY PATH u
LD_PRELOAD. Taknm obpasom, yctaHoBKa Linux-npuBunerui ang nonb3oBaTtens MOXeT NpuBeCcTH
K HEBO3MOXHOCTM 3anycka NpUIoXeHUA, NCMOMb3YOLWMX ANHAMUYECKYIO 3arpy3Ky 6ubnmoTek u3a
HecTaHOapTHbIX kKaTanoroB (Hanpumep, Firefox, Thunderbird, LibreOffice, £1y-scan).

Ona Hactponkn KC3 moryT ucnonb3doBatbcs Kak Linux-, Tak 1 PARSEC-npusunernn.

Mopsigok ynpaeneHuns npusunernsimm onucax B [4.9]
3.3. CpeacTBa ynpaBneHus auckpeunoHHbivu MPL

[na ynpaeneHus guckpeunoHHbiMu MNP ncnonbayetca rpadpuyeckas ytmnuta £1ly-£fm
(«MeHepxep dannosy). bonee nogpobHoe onnucaHne yTunnTbl CM. B 3NEKTPOHHOW CripaBke.

[nsa ynpaeneHus Linux-npuBunernsamMmu nonb3oBaTtenen cucTeMsl UCMONb3yeTca rpaduye-
ckaqa ytunuta fly-admin-smc («YnpaBneHue nonmMtukon 6esonacHoctny). bonee nogpobHoe
OnncaHue yTUNUTbl CM. B 3NEKTPOHHOW CrpaBkKe.

[lanee paccmoTpeHbl cpeacTBa ynpasneHna anckpeumoHHeiMu MNP B pexnme KomaHaHom

CTPOKM.
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3.3.1. chown

CuHTakeuc:
chown [OPTION]... OWNER[:[GROUP]] FILE...
chown [OPTION]... :GROUP FILE...
chown [OPTION]... --reference=RFILE FILE...

KomaHga chown M3MeHSIET BnagenbLa u/unu rpynny, BnagetoLLlyo KaxabiM U3 ykasaHHbIX
daiino., cornacHo 3agaHHbIM apryMeHTaMm, KOTOpble MHTEPNPETUPYIOTCSA B NocreaoBaTernbHOM
nopsigke. Ecnu 3agaHo Tonbko MMsi nornb3oBaTtens (MM ero YMcrioBon maeHTudmkatop), To
AaHHbIA Nornb3oBaTeNb CTAaHOBUTCS BriagernbLeM KaXaoro M3 ykasaHHbIX ¢painoe, a rpynna
3TuXx channos He n3MeHsietTcs. Ecnv 3a MMeHeM nonb3oBaTens Yepes ABOEToUMNE CreayeT MMs
rpynnbl (MY YACNOBOW NMAEHTMdUKATOP rPynnbl) 6e3 NPobenoB Mexay HUMMK, TO U3MEHSIETCH
Takke U rpynna cannos. Ecnu aBoetoune nnm Touka crieqyet 3a MMEHEM Nosb3oBaTernsi, HO
rpynna He 3ajaHa, TO AaHHbIV Nonb30BaTeflb CTaHOBUTCS BnadenbLeM ykasaHHbIX dainnos, a
rpynna ykasaHHbIX hainoB U3MEHSIETCA Ha OCHOBHYHO rpynmny nonb3oBatens. Ecnv onylieHo nms
nonb3oBaTensi, a 4BOETOUME UM TOYKa BMECTE C Fpynnow 3agaHbl, To OyaeT M3aMeHeHa TorbKo
rpynna ykasaHHbIX paiifioB; B 3TOM cllydae chown BbIMOMHAET Ty e (PYHKUMIO, YTO U chgrp
(3.3.2). KomaHpa chown usmeHsieT BnagenbLua u/vnu rpynny kaxaoro FILE Ha OWNER w/vnu
GROUP.

Onuum npueegeHbl B Tabnuue [1]

Tabnuuya 1

Onuwms OnucaHuve

To xe, 4To N ——verbose. Nogpo6GHO onucbiBaTb TONbKO hannbl, Yen

-c, -—changes .
BrnageneL AencTBUTENbHO U3MEHAETCH

MNameHuTb Bnagensua darna, Ha KOTopbIM YKasbiBaeT CUMBOSbHas

--dereference . .
CCblJ1IKa, BMECTO CaMOUN CMMBOJIbHOW CCbIJTKAN

PaboTtaTb ¢ caMMMK CMMBOJbHBIMW CCbifkamu, a He ¢ dainamu, Ha Ko-
-h, -—-no-dereference TOpble OHM yKa3blBaloT. [lJaHHasA onumst 4OCTYMNHA, TONbKO eCnv MMEeeTCs
CUCTEMHbIV BbI30B 1chown

MameHuTb BRagenbua wunn rpynny Kaxgoro danna, Tosb-
KO ecnv Tekywui Bnageney wwnu rpynna coBnagaetr c
CURRENT_OWNER:CURRENT_GROUP. Kak rpynna, Tak W Bnage-
nevw, MoryT BbITb ONyLLEHbI, B 3TOM Clny4Yae coBnageHue nst 4aHHOro
aTpubyTa He obsa3aTenbHO

—-—-from=CURRENT_OWNER:
CURRENT_GROUP

He BbiBOANTL cooOLLeHMS 06 owmbkax Ha dannel, Yeln Bnageney He

-f, --silent, -—quiet
MOXET ObITb U3MEHEH

BmecTo 3agaHHbIX 3Ha4eHnn OWNER : GROUP MCMNOSfb30BaTh Brnagensua

--reference=RFILE .
n rpynny darna, Kotopble UMetoT REILE

-R, -—recursive PeKypCcrBHO M3MeHsITb Bnagernblia KaTtanoroB 1 BCEro X COAEPXKUMOro

--help BbiBecTu cnpaBky v BbINTU
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OkoHyaHue mabnuusi 1

Onumsa Onucanune

--version BbiBeCTV MHOPMaLINIO O BEPCUN U BBINTY

Bnageneu He N3MeHSIETCS, eCnn OH He CyLleCTBYeET. prnna TaKkKe He UBMEHAETCA, eCrln

OTCYTCTBYET, HO USMEHAETCA Ha rpynny no ymon4aHuto, eCiin He 3alaH rnoJib3oBaTeslb.

3.3.2. chgrp
CuHTakeuc:
chgrp [OPTION]... GROUP FILE...
chgrp [OPTION]... --reference=RFILE FILE...

KomaHga chgrp U3MeHsIeT rpynny, BNagetoLLyto KaxablM U3 yKasaHHbIX pannoB FILE, Ha
rpynny GROUP, koTopasd MOXET OblTb 3aaHa MMeHeM rpynmnbl AN YUCTTOBLIM NOEHTUUKATOPOM
rpynnbi.

Onuumn npueeaeHbl B Tabnuue [2

Tabnunuya 2

Onuusa OnucaHne

To Xe, 4To U ——verbose, HO BbIBOAUTb coo6u.|,eH|/|e TOJIbKO TOrA4a, Korga

-c, -—changes . .
AencTBuTenbHO Oblna naMeHeHa rpynna danna

M3meHunTb Bnagensua ¢anna, Ha KOTOpbIN YKasbiBaeT CUMBOSbHAs CCblf-

—-—-dereference . .
Ka, BMEeCTO CaMOu CMMBOJIbHOWU CCbIJTIKA

M3ameHnTb BNagenbLa CUMBOSILHOW CCbISIKK, a He Brnagensua ganna, Ha
-h, -—no-dereference | KOTOPbI yKa3bIBAET 3Ta CCbIfiKa (QOCTYMHA TOMBbKO HA CUCTEMAX, MEHOLLNX
CUCTEMHbIV BbI30B 1chown)

-f, --silent, -—quiet | He BbIBOANTb cooOLLIEHNS 06 OIMOKax

--reference=RFILE M3meHuTb rpynny cpanna FILE Ha Ty, 4TO Brnageet pannom RFILE

-R, -—-recursive PeKypCcrBHO U3MEHATb Briadernbla KatanoroB U X cooepXMMoro

BbiBOAMTL AMarHocTnyeckoe coobLueHne o6 nsMeHeHUn Bnagensla ans

-v, ——verbose .
Kaxgoro ¢pavna

--help BbiBecTu cnpaBky 1 BbINTU
--version BbiBeCTM MH(poOpMaLNo 0 BEPCUN U BbIATU
3.3.3. chmod
CwuHTakcuc:
chmod [OPTION]... MODE[,MODE]... FILE...
chmod [OPTION]... OCTAL-MODE... FILE...
chmod [OPTION]... —--reference=RFILE FILE...

KomaHga chmod namMmeHsieT npasa AocTyrna ykasdaHHoro gpavna FILE B COOTBETCTBUU

C NpaBaMun O0OCTyNa, yKasdaHHbIMU B NapameTpe MODE, KOTOprIZ MOXET ObITb npencTtaBJiEH KaK
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B CMMBOSIbHOM BUAe, Tak U B BUAe BOCbMEPUYHOro Yncna, npeacrasnstowero GuToByo Macky
HOBbIX NpaB JoCTyna.

dopmaT CMMBOMBLHOTO pexnma:
[ugoa...][[+-=][rwxXstugo...]...1[,...]

Kaxabli apryMmeHT — 3TO CMUCOK CMMBOJSIbHbBIX KOMaHA, U3MEHEeHUs nNpaB AoCcTyna, pas-
AeneHHbIX 3ansaTbiMu. Kaxgasa Takas koMaHga HadnmHaeTcsa ¢ Hyns unm 6onee 6ykB ugoa, KOM-
OvHaumMAa KOTOpbIX YKa3sbliBaeT, YbW NpaBa gocTyna K danny 6yayT nameHeHbl: nonb3oBartens,
Bnagetowiero panmnom (u); nonb3oBarternen B JaHHOW rpynne (g); ocTarnbHbIX Nofb3oBaTeneun, He
BXOOSALLUMX B AaHHYIO rpynny (o), nnu xe Bcex nonb3oBartenen (a). bykBa a akBMBaneHTHa ugo.
Ecnu He 3agaHa HM ogHa BykBa, TO aBTOMaTuyeckn dyaet ncnonb3oBatbeda OykBa a, HO GUThI,
YyCTaHOBIEHHbIE B umask, He ByayT 3aTPOHYTHI.

OnepaTtop «+» gobaBndeT BbiOpaHHbIE NpaBa AOCTyMNa K y)Xe UMELMMCH Yy Kaxgoro
danna; «-» ygansieT 3Tu npasa; a «=» NpucBavBaeT TOMbKO 3TU NpaBa KaXXaoMmy yKa3aHHOMY
danny.

BykBbl rwxXstugo BbIOMpaloT HOBbIE NpaBa 4OCTyNa AN Nonb3oBaTens, 3a4aHHoro oa-
HOM 13 ByKB ugoa: YTeHune (r); 3anncb (w); UCMONHEHWe (UK JOCTYN K KaTanory) (x); BbINONHeHWe,
ecnu dann ABNAETCHA KaTtanoroMm Unu yxe MMeeT NpaBoO Ha BbINOMIHEHUE AN Kakoro-HMbyab
none3osarens (X); setuid- unu setgid-6uThb! (s); sticky-6uT (t); ycTaHoBKa AN ocTarnbHbIX TakMx
Xe npaB 4oCTyna, KoTopble MMeeT Norb3oBaTenb, Bnagewmn aTum dannom (u); ycrtaHoBka ansg
OCTanbHbIX TaKKX Xe NpaB 4OCTyna, KoTopble UMeET rpynna dgarna (g); ycTaHoBKa Asis ocTtarb-
HbIX TaKUX Xe npaB 4OCTYyNa, KOTopble MMEIT ocTasbHble Nofnb3oBaTeny (He BXxoadLlme B rpynny
davina) (o). (Tak, chmod g-s file cHMMaeT 6GUT set-group-1ID (sgid), chmod ug+s file
ycTaHaBnuBaeT 6MTbl suid U sgid, B TO BpeMs kak chmod o+s file HUYEro He fenaer.)

YncnoBowm pexnm coctont n3 He Bonee YeTbipex BOCbMEPUYHBIX LMdp (OT Hyna OO cemu),
KOTOpble CKnaabiBatoTcsi N3 6UTOBbIX Macok 4, 2 n 1. Jltobble nponyLLeHHbIe pa3psiabl 4ONOMHAKTCA
nnanpytowmmmn Hynsmu. MNepeas undgpa BolbnpaeT yCTaHOBKY MaeHTUMKaTopa nonb3oBartens
(setuid) (4) nnu nageHTtudumkaTopa rpynnel (setgid) (2) nnu sticky-6uta (1). Bropas umdpa
BbIOMpaeT npaBa AoCTyna Ans nofnb3oBaTtens, BnagetoLwero AaHHbIM bannom: yteHune (4), 3anuco
(2) v ucnonHexne (1); TpeTbsa undpa BoibUpaeT npaBa 4oCTyna Ans Nonb3oBaTenen, BXoAALWmMX
B AHHYIO rpynny, C TeM e CMbICIIOM, YTO MU Yy BTOPOW LMdpbl; U YeTBEPTLIN pa3psa Bolbupaet
npaBa AOCTyna Ans ocTanbHbIX Nofib3oBaTenen (He BXOAALLMX B AaHHYHO rpynmny), onsiTb C TEM Xe
CMbICIIOM.

KomaHaa chmod HUKOraa He M3MeHSET NpaBa Ha CUMBOJSIbHbIE CChISKK, T. K. 9TOro He gena-
€T CUCTEMHbIN BbI30B chmod. OTO He ABNsieTca Npobnemoin: npaBa CUMBOMbHbBIX CCbISTOK HUKOrAa
He ncnonb3ytoTcsa. OgHaKo ANA KaXKA0W CUMBOSIbHOW CCbISIKW, 3aaHHOM B KOMaHAHOW CTPOKe,

chmod UrHOpUpyeT CMMBOSIbHbIE CCbINIKWU, BCTPEYAIOLLMECS BO BPEMS PEKYPCUBHOM 06paboTKu
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KaTanoros.
KomaHga chmod n3MeHseT npasa AocTyna Kaxaoro ¢pavna FILE Ha MODE.
Onuumn npuseneHbl B Tabnuue [3|

Tabnuua 3
Onumsa Onucanune
o changes To Xe, UTO N ——-verbose, HO BbIBOANTb COOOLLEHME TONbKO TOrga, Korga
’ g ObInn Npon3BeaeHbl M3MEHEHMUS
-f, --silent, He BblgaBaTh cooblieHnsa o6 owmnbkax Ha Te paisbl, YbU Npasa He MOryT
-—quiet ObITb U3MEHEHBI
-v, —--verbose Moppo6bHO onucbiBaTb U3MEHEHHbIE NMpaBa 4OCTyna

--reference=RFILE | /I3MeHUTb NnpaBa JoCTyna K dpanny Ha Te npasa, YTo MMeeT RFILE

-R, —--recursive PekypcuBHOE M3MeHeHMe npaB goCcTyna AMs KaTanoroB U UX COAepXnmMoro
--help BbiBECTM cnpaBKy v BbIATU
--version BbiBeCTM NMH(popMaLnio 0 BEpPCUN U BbIATU

Kaxgbin MODE npencrtaBnsaet cobon kKoMbuHaumoo u3 ogHoro unm 6onee cMMBOMNOB ugoa
B Hayane v OfuH U3 CUMBOJSIOB «+», «-», «=», 3aTeM OfHa WU HeCKomnbko BYKB N3 rwxXstugo.

CvmBonbHas chopma npvBeaeHa B Tabnuue (4]

Tabnunua 4
Onuus Onucanue
u Monb3oBaTenb (Bnageney daina) — ot user (nonb3oBaTerb)
g lpynna — ot group (rpynna)
OcrTtanbHble nonb3oBartenu — oT other (ocTtanbHbIE)
a Bce nonb3oeatenu — ot all (Bce)
+ [o6aBnTb paspeLlueHuns K TekyLmMm npasam gocTyna

- YnoanuTb paspelueHust U3 TeKyLux npae AocTyna

= YcTaHOBUTL pas3peleHnda BHe 3aBUCMMOCTU OT TEKYLLUX npaB AocTtyna

r Pa3spelueHne Ha yTeHne — oT read (4ntath)

w PaspelueHne Ha nameHeHvue — ot write (MucaTtb)

X PaspelueHne Ha ncnonHeHme — ot execute (BbINOMHATD)

1 Bnokuposka ¢arna ana gpyrux nons3osaTtenen npu Joctyne
3.3.4. umask
CwuHTakcuc:

umask [-p] [-S] [macka]

lMonb3oBaTenbckas Macka co3gaHusa danna ycraHaBnmBaeTCcs paBHOW apryMeHTy Macka.
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Ecnn macka HaumMHaeTcs ¢ undpbl, OHa MHTEPNPETUPYETCH Kak BOCbMEPUYHOE YUCIIO, NHaYe —
KaK Macka B CUMBOJSIbHOM ¢hopmMaTte, aHanormyHom mcnosibyeMomy B komaHae chmod (cm. [3.3.3).
Ecnn macka He ykasaHa unm 3agaHa onuusa -S, Bbl4aeTcs Tekyllee 3HadyeHue macku. Onums -S
BbI3blBaEeT Bbl4ayy Macku B CUMBOSIbHOM ¢bopmaTe; N0 YMOMYaHUIO BblOAETCA BOCbMEPUYHOE
yucno. Ecnu ykasaHa onuusa -p, a Macka He 3agaHa, pe3ynbraTt BblAaeTca B BuAe, KOTOPbIN
MOXHO MCNornb30oBaTh BO BxogHoM komaHae. Ctatyc Bbixoga — 0, ecnn macka 6bina ycnewHo
N3MeHeHa Unn He ykasaHa, n 1 — B NpOTUBHOM ciyyae.

KomaHaa umask pacno3HaeTcsi U BbINOMHAETCA 000no4kon shell.

KomaHgy umask uenecoobpasHo BKNIOYMTE B NOSb30BaTENbCKUI pro-ann. Torga oHa
OygeT aBTOMaTU4eCKM BbI3blBAaTbCA MPU BXOAE B CUCTEMY U YCTAHOBUT HYXXHbIN PEXMM JOCTyNa K

co3gaBaeMbiM doannam 1 Katanoram.

3.3.5. getfacl
CwuHTakcuc:
getfacl [-dRLP] ¢ann
[na kaxpgoro channa getfacl BbIBOAUT UMS hanna, Bnagensua, rpynny-srnagensua n
ACL. Ecnu katanor nmeet ACL-no ymon4yaHuio, 1o getfacl BbiBoguT Takke ACL-no ymonyaHuto.
®annbl He moryT nmetb ACL-No ymonyaHuio.
dopmart BbIBOAA:
# file: somedir/
# owner: lisa

# group: staff

1
2
3
4: user::rwx
5 user:joe:rwx #effective:r-x

6 group: : rwx #effective:r-x

7 group:cool:r-x

8 mask:r-x

9: other:r-x

10: default:user::rwx

11: default:user:joe:rwx teffective:r-x

12: default:group::r-x

13: default:mask:r-x

14: default:other:---

Ctpoku 4, 6 n 9 OoTHOCATCA K TpaguMUMOHHbIM BUTam npaB JocTyna K hanny, cooTBeT-
CTBEHHO, ANs BnagenbLua, rpynnbl-Bragensla n BCex OCTarnbHbIX. QTN TPU 3fieMEHTa SABNAIOTCS
6a3oBbiMU. CTPOKKM 5 1 7 ABNAIOTCS aNIeMeHTaMm AN oTaeNbHbIX Nonb3oBartens v rpynnsl. CTpoka
8 — Macka appeKTUBHbIX NpaB. ITOT AreMeHT orpaHu4nBaeT apeKTnBHbLIE NpaBa, NpegocTas-

ideMble BCEM rpynnam n otaeribHbIM MoJib30BaTeNAM. Macka He BnusieT Ha npasa And srnagernbLa
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danna u Bcex apyrux. Ctpokn 10-14 nokasbiBaot ACL-No ymonyaHuto, accoumMmpoBaHHbIA C
AaHHbIM KaTanoroMm.

KomaHga getfacl BbiBoanT ACL harinoB n kaTasnoroB no yMOnYaHuio.

[Ona 6onbworo konuyectBa gannoB getfacl BbiBOAUT ACL, pasgeneHHblie nycTbiMn
CTpokaMu. Pesyrnbratbl KOMaHabl getfacl MOryT MCNOSb30BaTbCS KakK BXOAHbIE AaHHble A

komaHabl setfacl (3.3.6).
Onuuun npuseneHbl B Tabnuue (Bl

Tabnunua 5
Onumsa Onucanune
-—access BbiBecTu Tonbko ACL dhaina
-d, --default BbiBectn Tonbko ACL-no ymonyaHuio
--omit-header He nokasbiBaTb 3aronoBok (Mms canna)
--all-effective MokasaTtb Bce aphekTMBHLIE NpaBa
--no-effective He nokasbiBaTb ahdekTmBHbIE NpaBa
--skip-base MponyckaTb thannsl, UMeloLne ToNbKO OCHOBHbIE 3anncu
-R, -—recursive [ns nogkatanoros pekypcuMBHO

CrniegoBaTtb MO CUMBOJSIMYECKMM CCbINIKaM, Mo yMon4yaHmo cmMmBoJin4eCKne

-L, ——logical .
CCblJ1KH, HE YKa3aHHbl€ B KOMaHAHOW CTPOKE, UTHOPUPYHOTCA

He cnepoBaTb N0 CMMBOMNYECKUM CCbiflkaM, OaXe ecnun OHu YKa3aHbl B

-P, --physical o
KOMaHOHOW CTpPOKe

--tabular Wcnonb3oBatb TabynupoBaHHbIN hopmaT BblBOAA

—-—-numeric Moka3sblBaTb YNCMOBbIE 3HAYEHUS I'IOJ'Ib3OBaTeﬂF|/prﬂI'IbI

--absolute-names He ypoanate Begywme «/» n3 nytn cpavna

--help BbiBecTu cnpaBky 1 BbIATH
--version BbiBECTM MH(pOpMaLNO O BEPCUN U BbIATU
3.3.6. setfacl
CwuHTakcuc:
setfacl [-bkndRLP] { —m|-M|-x|-X ... } ¢aun

OTa KomaHaa nameHsieT ACL Kk dpannam mnm katanoram. B komaHgHOW CTpoke 3a no-
cnepoBaTeribHOCTBIO KOMaHA naeT nocrnegoBaTenbHOCTbL hansioB (3a KOTOPOK, B CBOK ovepeab,
Takke MOXET UaTU NnocrnefoBaTeNbHOCTb KOMaHa U T. 4.).

Onuumn npueeaeHbl B Tabnuue (6]

Tabnuua 6

Onuusa OnucaHwne

-m, —-modify=acl MameHntb Tekywmun ACL gna dana
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Onumsa

OnucaHwune

-M, ——-modify-file=file

MpounTtatb 3anucn ACL ana mogudmkaummn ns danna

-X, ——remove=acl

Yoanutb 3anucu n3 ACL danna

-X, ——remove-file=file

Mpountatb 3anucn ACL ansa yaaneHus ns danna

-b, ——remove-all

YoanuTb Bce paclumpeHHble 3anncu ACL

-k, ——remove-default

Yoanute ACL-no ymon4yaHuio

--set=acl

YctaHouTtb ACL ans danna, 3ameHus Tekywmn ACL

—--set-file=datei

MpoumnTatb 3anucm ACL ansa yctaHosneHus u3 gavina

--mask

MepecunTtatb Macky adhdeKTUBHbBIX NpaB

-n, ——no-mask

He nepecuntbiBaTh Macky addeKkTUBHbIX nNpas, 0bbIMHO setfacl ne-
pecynTbiBaeT Macky (KpoMe criydas SsBHOro 3agaHusi Macku) s Toro,
4yTOObI BKMIOYNTL €€ B MakCcUmaribHbI HAbop npaB JOCTyna areMeH-
TOB, Ha KOTOpble BO3OENCTBYET Macka (4ns Bcex rpynn n oTaenbHbIX
nonb3oBaTenemn)

-d, -—-default

MpumeHnTs ACL-no ymonyaHuio

-R, ——recursive

[lns noakartanoroe pekypcuBHO

-1, --logical

CnepoBatb MO CUMBOSIMYECKUM CCbISIKaM, MO YMOSYaHUIO CCbINKU, He
ykasaHHble B KOMaHLHOW CTPOKe, UTHOPUPYHOTCS

-P, —-physical

He cnegoBaTb MO CUMBOMMYECKMM CChISIKaM, AaXKe ecriv OHW yKasaHbl
B KOMaHOHOWN CTpOKe

--restore=file

BoccTaHoBUTL pe3epBHY0 KOMUIO NpaB A0CTYMNa, CO34aHHYH KOMaHOowm
getfacl -R unu e nogobHon. Bce npaBa goctyna gepesa kararo-
roB BOCCTaHaBNUBAOTCS, UCMOMNb3ys 3TOT MexaHn3m. Ecnn BBogmMmble
OaHHble coaepXXaT anemMeHTbl ANs BnagenbLua unm rpynnbl-Bragernsua
n KomaHga setfacl BbINOMNHAETCS NMOMb3oBaTeNeM C UMEHEM root,
TO Bnagerew v rpynna-enagernew Bcex oannos Takke BOCCTaHABNN-
BalOTCA. JTa ONuUMsi HE MOXET UCMONb30BaTbCA COBMECTHO C APYruMu
onuUsIMK, 3a UCKITIOYEHNEM ONnuUnn —-test

--test Pexunm TectupoBaHus (ACL He uameHsioTca)
--help BbiBECTM CnpaBKy 1 BbINTH
--version BbiBeCTM MHOpMaLNIO O BEPCUN U BBINTYH

Mpwn ncnonb3oBaHMM oNUMN —-set, -m U —x AOSMKHbI ObITb NepeyuncrneHbl 3anucn ACL B

KomaHaHowm cTpoke. AnemeHTbl ACL pasgensaTca oguHapHbIMU KaBblYKaMu.

Mpu yteHnn ACL n3 parina npu nomowm onummn --set-file, -Mun -X KomaHga setfacl

NPUHNMaET MHOXECTBO 3JIEMEHTOB B cbopmaTe BbiBOAa getfacl. B CTpOKe 00bl4yHO coaepXunTcA

He 6onblue ogHoro anemeHTa ACL.
3.3.6.1. AnemeHTLI ACL

KomaHga setfacl ucnonb3yeTt criegyowmne opmatbl arniemeHToB ACL:

1) [dlefault]:]

[u[ser]:]Juid [:[+|"]perms]
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lMpaBa gocTtyna oTaenbHoro nonb3osBartens. Ecnu He 3agaH uid, TOo npaea goctyna

Bnagenbua dganna.

2) [dlefault]:] glroup]:gid [:[+]|”]perms]

MpaBa goctyna oTtaenbHOW rpynnbl. ECnn He 3agaH gid, ToO npaBa gocTtyna rpynnbi-

Bragenbua.

3) [dlefault]:] m[ask]:[+|~] perms

Macka aheKTMBHbIX Nnpas.

4) [d[efault]:] o[ther]:[+|"] perms

[MpaBa goctyna Bcex ocTarnbHbIX.

AnemeHT ACL aBnsietcs abcontoTHbIM, eCnn OH COAEPXKUT NoNe perms U ABMSETCS OTHO-
CUTENbHbIM, €C OH BKNIOYaET OAMH U3 MOAMMUKATOPOB: «+» UMK «~». ABCOMIOTHbIE 3NEMEHTbI
MOFyT MCMOSIb30BaTbCA B onepauunsix yctaHoBku nnm mogudpumkaumm ACL. OTHocuTenbHble ane-
MEHTbl MOTyT MCMONb30BaTbCA TONbKO B onepauun mogudukauum ACL. lNMpaBa goctyna ans
OTAENbHbIX NONb30BaTeNen, rpynnbl, He coaepXalme HUKaKMX Nnonen nocne 3HavyeHun uid, gid
(none perms nNpu 3TOM OTCYTCTBYET), UCNOMb3YOTCA TONBKO ANSA yOaneHUs SeMeHTOB.

3HayeHusa uid n gid 3agatoTcs MeHeM unum vmcrnom. lNone perms MoxeT 6GbITb Npea-
cTaBneHo kombuHaumen CMMBONOB r, w, x, — UK undp (0-7).

3.3.6.2. ABTOMaTU4YeCKM co3faHHble NnpaBa AocTtyna

M3HavanbHO hannbl 1 Katanorn cogepxart Tonbko Tpu 6a3oBbix anemeHTa ACL: gnsa
BnagenbLa, rpynnbl-Bnagensua u Bcex ocTanbHbIX Nonb3oBatenen. CyllecTByeT pag npasun,
KoTopble crieayeT BbIMOSHATL:

1) He MoryT 6bITb yaaneHsl cpasy Tpy 6a30BbIX aneMeHTa. [lomkeH NpucyTCcTBOBaTh XOTA

Obl OOVH;

2) ecnu ACL cogepxut npaBa gocTtyna ansa otTaenbHOro nosib3oBatens unm rpynnsl, To

ACL Takke gormkeH cogepxaTb Macky adhdeKTUBHbIX Npas;

3) ecnn ACL coagepxunt kakne-nmbo anemeHTbl ACL-No ymonyaHuo, To B NocnegHem

AOMMKHbI Takke NpUCyTCTBOBaTb TPU 6a30BbIX afieMeHTa (1. €. npaBa AocTyna no ymondya-

HWIO ANSA Bnagenbua, rpynnbl-Bnagernbsua n Bcex ocTasibHbIX);

4) ecnn ACL-no ymonyaHuio cogepXXuT npaea AocTtyna Ang otaenbHbIX nosib3oBartenemn

unu rpynn, To B ACL Takke JosmkHa NpucyTCTBOBaTb Macka apeKTUBHLIX NpaB.

[ns Toro 4ToGbl NOMOYb MONbL30BATENO BbIMNOMHATL 3TW NpaBuna, setfacl co3gaer
npaBa JOCTyna, UCMNOMb3yH YXXe CYLEeCTBYHOLME, COMMacHO cneayowmm YCroBUSIM:

1) ecnu npasa gocTyna Ansa oT4enbHOro nornb3oBartens unum rpynnesl gobasnexHsl B ACL, a
MacKu MpaB He CyLLeCTBYET, TO CO34aeTcsl Macka C npaBamu JOCTyna rpynnbl-Bnagensua;
2) ecnu co3gaH anemeHT ACL-no ymonyaHuto, a Tpex 6a3oBbIX a1eMEHTOB He 6bIno,

Torga genaetcs ux konusa u oHn gobaenstotca B ACL-no YMOI4aHuIO,
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3) ecnun ACL-no ymMon4yaHuio coaepXuT Kakme-nmbo npasa gOCTyna Afst KOHKPETHbIX
nonb30BaTens Unu rpynnbl 1 He COAEPXXUT MacKy npas 4OCTyna No YMON4aHuio, TO Npu

CO3aHnKn 3Ta Macka bygeT MMeTb Te Xe npasa, YTO U rpynna no yMOM4YaHuIo.
3.4. InckpeunoHHoe ynpasneHue goctynom B CYB][] PostgreSQL

B kauecTtBe 3awmieHHon CYB[ B coctaBe OC ncnonbayetcs PostgreSQL, gopaboTtaHHas
B COOTBETCTBUU C TpeboBaHneM nHterpauun ¢ OC B YaCTU MaHAATHOrO ynpaBneHnst AOCTYNOM K
MHdopMaLnu.

CYB[] PostgreSQL siBnseTcs 06beKTHO-pensLUnMoHHON. Ha HM3KOM ypoBHE fJaHHble Xpa-
HATCA B OTHOLWeHMAX (Tabnuuax, Bugax), U AoCTyn K AaHHbIM pa3rpaHNYnBaEeTCAa B MOHATUAX
pensunoHHon CYB[.

CyLwWHOCTM (OaHHbIe) B pensaumoHHon B[] xpaHAaTca B OTHOLWeHMAX (Tabnmuax), COCTOALLMX
N3 CTPOK 1 cToNo6uoB. [Npy 3TOM eanHULEN XpaHeHNa 1 AOCTyNa K AaHHbIM SABMSIETCS CTPOKa,
cocTosilasn n3 nonewn, naeHTUuLMpyemMblx MMeHamu ctonbuos. Kpome tabnuu, cylecTByoT
apyrve obwektol Bl (BUAbI, npoueaypbl U T.M.), KOTOpble NPeAoCTaBnAT AOCTYN K AaHHbIM,
XpaHsawmumes B Tabnuuax.

C kaxabim Tnom obbvekToB B accounnpyetca onpeaeneHHbin Habop TMNOB AocTyna
(BO3MOXHbIX onepauuin). nsa kaxxgoro o6bekta SBHO 3a4aeTCs CMUCOK paspeLUeHHbIX AN KaX4oro
N3 NOMMEHOBaHHbIX cybbekToB B[l (nonb3oBartenen, rpynn wnm poren) TMnoB gocrtyna (T.e.
ACL). N B panbHenwem npu pasbope 3anpoca Kk B[] ocywecTBnaeTcs npoBepka BO3MOXHOCTU
npegocTaBneHnsa goctyna cybbekrta K 06beKTy TUna, COOTBETCTBYIOLLErO 3anpocy.

B PostgreSQL o6bektaMmu ANCKPELMOHHOIO yrnpaBneHns JOCTYNOM MOryT 6biTb CToN6LUbI
Tabnuvubl, NOCKONbKY OHWM OAHO3HAYHO NMOEHTUMULMPYIOTCS NO COCTaBHOMY MMEHU Tabnuubl n
cTtonbua, T.K. M cTondua BHYTPY Tabnuubl ABASIETCA YHUKAIbHbBIM.

B T0 ke Bpems, oTaenbHasa CTpoka Tabnuubl He SBNAETCA OOHO3HAYHO naeHTuduumnpye-
MbIM O6BEKTOM 1 B 06LLEM CnyyYyae ANCKPELNOHHbIE U Ntobble apyrMe npasuna pasrpaHnyeHuns
AOCTyNa K Her NpUMeHeHbl ObiTb He MOryT. MocKonbKy Kaxaasi CTpoka MaeHTUMLMpYeTCa TONMbKO
HabopoM coaep>XMMOro CBOMX roren, To paspaboTumky noTpebyeTrcs BbiOpaTb Ty UNKU UHYHO
npoueaypy naeHtudukaumm ctpok B b1, Takyto, Hanpumep, Kak co3gaHne NepBUYHOrO Krya nnm
co3fiaHne PU3nNYecKoro YHMKanbHoro ngeHtudukatopa ctpoku B b.

[lononHnTenbHO ANst orpaHnyYeHnst Habopa AaHHbIX, BblAaBaeMblX NOMb30BaTEN0, MOXHO
npumMeHaTb Bxoaswyto B PostgreSQL cuctemy dpunsrpaumm ctpok (POLICY) nog HasBaHneM
ROW LEVEL SECURITY, cunetrpoBaTtb CTPOKK, Bbl4aBaeMble U3 Tabnuubl ykazaHHOMY MOSib30Ba-
Tento (Nonb3oBaTensiM) Ha OCHOBAHUW BbIYUCIEHMS 3a4aHHOMO NTIOMMYECKOro BblpaXXeHMs.

B pamkax guckpeumoHHbix MNP onpeaeneHbl criegyowme onepauun Hag tabnuuamm m

XpaHAWNMUNCA B HAX OAaHHbIMU:
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- SELECT — YTEHME OaHHbIX 13 Tabnuubl;

- INSERT — BCTaBKa HOBbIX AaHHbIX B Tabnuuy;

- DELETE — yganeHue HeKoTopbIX/BCeX AaHHbIX B Tabnuue;

- UPDATE — U3MEHEHWe JaHHbIX B Tabnuue;

- REFERENCES — MCMNOfb30BaHNe AaHHbIX Tabnuubl NS BHELUHUX KIHOYen;

- TRIGGER — cO3faHue 1 Ha3HadyeHue ansi Tabnuubl TPUrrepos;

- TRUNCATE — o4ucTka Tabnuupl (yaaneHue Bcex AaHHbIX).

[nsa 6onee rmbkon paboTtbl ¢ gaHHbIMKM B CYB[] BBeAeHbI crieqytolme o6bekTbl, K KaXaomy
N3 KOTOPbIX TakK Xe CyLLeCcTByeT Habop onepauunii:

1) Bug — cnocob opraHu3aumm npenBapuTenibHO MOArOTOBMEHHbIX 3anpocoB. Habop

onepauun coenagaeTt ¢ Habopom onepaunn ans Tabnuuy, 3a UCKYEeHNEM CO30aHUS

TPUITEPOB U BHELUHMX KITHOYEN:

SELECT — YTeHune gaHHbIX U3 BUaa,

INSERT — BCTaBKa HOBbIX aHHbIX B BUL,;

DELETE — yananeHue HeKOTOprX/BCGX OaHHbIX B BUAe,;

UPDATE — U3MEHEHNE faHHbIX B BUAE;
2) nocnegoBaTenbHOCTb — CNOCO6 NOMyYeHUst YHUKanNbHbIX 3Ha4eHun (cyetynk). Onpege-
neHbl cneayroLmne onepaumm:

- SELECT — YTE€HME 3Ha4YEeHMUsI CHETUMKA,

- UPDATE — yCTaHOBKa 3Ha4YeHUs1 CHETUMKA,;

- USAGE — BbINOMHEHME PYHKLUUIN MaHUNYNMPOBAHNS CHETYUKOM;
3) B[ — cnocob opraHunsauum obnactu AaHHbIX, cogepXallmnx Bce ocTarnbHble 06beKThbI
CYB[. OnpeaeneHbl crneayrowme onepauum:

- CREATE — co3ganue b[;

- CONNECT — ycTaHOBKa coeauHeHus ¢ b[;

- TEMPORARY/TEMP — co3gaHune BpeMeHHbIX Tabnuy, B B[;
4) dyHKUMA — NPOrpaMMHbIA KO4 MaHUNyNMpoBaHNA AaHHbIMK Ha cepBepe. OnpegeneHa
onepaunsa EXECUTE — BbINOSIHEHNE (PYHKLNN;
5) A3bIK — A3blK HanNUcaHua yHKUMN Ha cepBepe. OnpegerneHa onepauus USAGE —
MCNONb30BaHME si3blka A5 HanucaHusa yHKLNI;
6) cxema — cnocob opraHm3aumm o6bLeKTOB B npeagenax otaensHon BI. OnpeneneHbl
crneayowme onepaumm:

- CREATE — co3faHne OObEKTOB B yKa3aHHOW CXeMe;

- USAGE — 1Cnonb3oBaHMe 06bEeKTOB YKa3aHHOW CXEMbI;
7) TabnuyHoe npocTpaHCcTBO — cnocob opraHmsaumm B B ®C OC. OnpegeneHa onepa-

uns CREATE — co3gaHne oObekToB B YKa3aHHOM TabnmyHom NPoOCTpaHCTBE.
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8) BMHapHbIN 06BbEKT — cnocob XpaHeHUs BONbLUMX ABONYHBLIX O6HLEKTOB (dhannos, 4OKY-
MeHTOB, dhoTorpacuin, 1 1.n.) B B1. OnpegeneHbl cnegyrowme onepauuu:

- SELECT — 4YTeHue buHapHoro obbekTa;

- UPDATE — M3MeHeHne BnHapHOro oobekTa;

9) B B[ moryT npucyTcTBOBaTb AOMNOMHUTENbHbLIE OOBbEKTDI, 4SS UCMOMb30BaHNS KOTOPbIX

onpegerieHa onepauus USAGE.

[na KOHTPONSA BbINOSTHEHUS BCEX MEPEYUCIIEHHbIX onepauun anckpeunoHHslx MNP cyuwe-
CTBYHOT COOTBETCTBYHOLLME NpaBa focTyna. [paBo Ha NnpeaocTaBneHne npas 40CTynNa K CyLHOCTAM
He MOXET ObITb NpegoCcTaBNeHO APYrMM MOfb30BaTENsAM U AOCTYMHO TOMbKO agMUHUCTpaTopy
B[ (npy COOTBETCTBYIOLNX HACTPOMKaxX cepBepa MOXeT ObiTb NpedoCTaBneHo U Bnagenbuy
CYLLHOCTM).

Kpome paccmoTpeHHbIX (genermpyemMbix) npaB AoCTyna, CyLLEeCTBYET psid Npas, KOTOpble
BCerga npuHagnexar BnagenbuamMm cyuwHocTenB U agmuHuctpatopam CYB[. OTn npaBa He
MOryT ObITb AernernpoBaHbl UM oTMeHeHbl cpegctBamm CYB. K Takmm npaBam OTHOCATCS:
yaaneHve n moamdukaums CyLHOCTU U Ha3HayYeHe Nonb3oBaTensam genermpyemMsix npas goctyna
K CYLLIHOCTAM.

Cpasy e nocne cosgaHunsa CyLLHOCTU TOSbKO ero Brnagenew u agmuHuctpatopbl CYB[
MOryT MCMNOSb30BaTb €ro Kakum-nnbo obpasom. [Ina Toro 4ToObl C 9TOM CLLHOCTLIO MOrMK pa-
ooTtaTb gpyrue nonb3oBaTenu, Brnageney cywHoctn unu agmuHnctpatop CYB[ aormkeH 9BHO
npenocTaBuMTb MM COOTBETCTBYIOLUME ANCKPELMOHHBbIE NpaBa AocTyna.

Mogudukaums MmeTagaHHbIX BO3HUKAET KaxXabl pa3 npu nameHeHumn cTpyktypbl B, 4to
BKNtoYaeT B cebsa cosgaHne, moandumkauuio n yganeHne oobektos BL.

PasrpaHunyeHune goctyna K nepeyncrieHHbIM onepaumam Ha yposHe CYB[] Tak xe peanu-
3yeTcsa npMMmeHeHneM auckpeumoHHbix MPL. [0na aToro ncnonb3yerca NnpaBo BNageHnsi 0ObEKTOM,
npaBo Ha co3fgaHne 0bbekToB. NMpaBo BnageHnsa o6bekTom npeaocTaBnseT Bnagensly obbekTa
BO3MOXHOCTb MoaunuumpoBaTtb 1 yaanaTb o6bekT. Kak npasuno, BnagernbLeM siBAsSiETCA Co-
3naTtenb obbekTa unu cynepnonb3oBartens (agmuHuctpatop bll). NpaBo Ha co3gaHue (CREATE)
cywecTtByeT kK obbektam B[], aBnsOWNXCA KOHTEMHEPAMM ONS OPYrMX OObEKTOB, @ UMEHHO:
HenocpencTBeHHO cama b1, cxema, TabnmMyHoe NPOCTPaHCTBO.

Mpun BbINONHEHMM No6oro 3anpoca nonb3oBatens (cyébekrta B) k 3awuwaemomy pecyp-
cy (06bekTy B[1) BbINONHAETCS ANCKPELIMOHHOE ynpaBreHne OCTYNOM Ha OCHOBE YCTaHOBMEHHbIX
nonb3oBaTtento npas. [nsa Kaxaon BbINONHAEMOW onepaummn Npon3BOANTCH NPOBEPKA HaNM4yms
npaea y nornb3oBaTterisi Ha BbIMOMHEHWE JaHHOW KOHKPETHOW onepauunn.

[OuckpeunonHsblie MNMPO npumeHstoTcs nocne pasbopa 3anpoca nonb3oBaTens u nocTpoe-
HUS NnaHa ero BbIMOSTHEHWS.

ﬂ,I/ICerLl,I/IOHHbIe MPLO k ctonbuam obbekTa NMPUMEHAITCA TOJIbKO MNMPU OTCYTCTBUN ABHOIO
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paspeLLeHnst Ha OOCTyn K camon Tabnuue. Takum o6pa3om, NnpaBa JOCTyna K 0ObEKTY SBNAKOTCA
AOMUHMPYOLWMMK. [Tpn 3TOM Npm OTCYTCTBMU SIBHO 3a4aHHbIX NpaB Ha 0ObLEKT HENb3d ckasaTtb
onpegeneHHo o npegocTtaBneHun OocTyna 4o Tex nop, noka He ByayT npoBepeHbl Npasa Ha
cTonOubl oObekTa.

B CYB[ PostgreSQL napameTp KOH(urypaumm ac_enable_ trusted_owner NO3BO-
naeT agMUHUCTpaTopy 3anpeTuTb BnagenbLlam oO0beKToB nepedasaTth nNpasa Ha JOCTYN K HAM
apyrum nonb3osatenam CYB[. B cnyyae ycTaHOBKM 3HA4YeHUs1 3TOW NePEMEHHON KOHGUrypaumm
B FALSE pacnpegeneHue npaB goctyna k oobektam B[] paspelueHo TonbKo agMuHMcTpaTopam
Cyb[.

MapameTp koHurypauum ac_allow_grant_options MNo3BoNAeT agMUHUCTPATOPy
3anpeTuTb nepegadvy yxe MMEKLWMUXCa npaB AocTyna Ha obbekT apyrum ponsm. Ecnu
ac_allow_grant_options ycTaHOBMeH B FALSE, TO 3anpeljaeTca 1Ucnonb3oBaTb KoMaHay
GRANT c npusunerned WITH GRANT OPTION. Ecnuy ponu ecTtb npusunerna GRANT OPTIONS
M ac_allow_grant_options = false, TO nepegaya npaB AOCTyna APYrMM pPonsaM TakxXe
3anpewaetcs. N3bsatne (REVOKE) npueuniernm GRANT OPTIONS paspeluaeTcs Bcerja.

MapameTp KOH(puUrypaumm ac_allow_admin_options NO3BOMSET agMUHUCTPATOpPY 3a-
npeTuTb Nepegadvy npae YreHcTBa ponu Apyrum ponsam. Ecnm ac_allow_admin_options ycTa-
HOBMeH B FALSE, TO 3arnpeLiaeTcs Ucnonb3oBatb GRANT ¢ npusunernen WITH ADMIN OPTION.
Ecnu y ponn ectb npusunerna ADMIN OPTIONS M ac_allow_admin_options = false, TO
nepegada npae YrleHCTBa APYrMM ponsm Takke 3anpelaercs. M3batue (REVOKE) npuBunerum
ADMIN OPTIONS pa3peluaetca Bcerga.

MapameTp KoHUrypaumm ac_enable_truncate NO3BOMSET agMUHUCTPATOPY 3anpe-
TUTb BNagenbLuamMm o6bLekToB 1 NtobbIM Nonb3oBaTensam, obnagaroLwmnmM COOTBETCTBYHOLWMM NPaBoM
TRUNCATE, BbINOSIHATb yAaneHne Bcex 3anucen na tabnuy. B cnyyae yctaHOBKM 3HaYeHUs
3TON NepeMeHHOn KoHdurypauuu B FALSE BbINOfHEHME KOMaHAbl TRUNCATE 3anpeLyeHo BCeEM

noJsib3oBaTeNnAM.

3.5. CpeactBa ynpaBneHusa pauckpeumoHHbiMu TP k o6bektam B CYB[
PostgreSQL

[ng ynpaeneHus anckpeunonHbimu MNP k o6bektam B CYB[ PostgreSQL ncnonbayetcs
rpacmyeckasn ytunmta pgadmin3.

[na npenernpoBannsa ANCKPELMOHHBIX NpaB AOCTyNa kK 06bekTamM MCNonb3yeTcst KoMaHaa
SQL GRANT, a gnst OTMeHbl — KOMaHga REVOKE. Hanpumep, ecnv B cucteme cyLlecTByeT
nonb3oBaTenb ivanov, TO eMy MOXET ObITb NPefoCTaBNeHO NpaBoO Ha M3MEHEHNe OaHHbIX B
Tabnvue CueTa C NOMOLLbLIO CrieayroLlen KoMaHabl:
GRANT UPDATE ON "Cuera" TO ivanov

[na npegoctaBneHnsa npas AocTyna K 00bEKTy cpa3y BCEM MOMb30BaTENsIM CUCTEMBI
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CYLLIECTBYET crneumanbHoe «MMs nonb3oBaTtens» PUBLIC, a ANs NpegocTaBneHnst Bcex npaB —
crneumanbHoe «npaBo» ALL. Hanpumep, 4ToObl JaTb BCEM MOMb30BaTENsIM MOJSHbIA AOCTYM K
Tabnuue Cuera, cnegyeT UCMNOMNb30BaTh CreayoLLy0 KOMaHAy:
GRANT ALL ON "Cuera" TO PUBLIC

Mpn HeobGxoaMMOCTM NpaBO AOCTYNa MOXET ObiTb NPEegOCTaBNEHO NOSb3oBaTeNto (HO He
rpynne) ¢ BO3MOXXHOCTbIO AeNerMpoBaHns LaHHOro npaea Apyrum ponsim. [1ns 3Toro ncnonb3yeTcs
knioyeBas ppasa WITH GRANT OPTION:
GRANT UPDATE ON "Cuera" TO ivanov WITH GRANT OPTION

Bnapgeney o6bekta MOXET OTMEHUTbL COBCTBEHHbIE AenerMpyembie npaBsa, Hanpumep,
nepeBeasi OOBLEKT B PEXUM «TONbKO ANS YTEHUs» ANs cebs, Tak e Kak 1 s Bcex ocTalbHbIX

rnorib3oBaTenemn.
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4. MAHOATHbIE YMNPABJIEHUE OOCTYNOM U KOHTPOJIb LIENTIOCTHOCTHU

4.1. O6wume cBegeHus

MaHgatHoe ynpaBneHue AOCTYNoM BKroYaeTca aBToMaTuyecku npu yctaHoBke OC.
Mopsiaok BKAOYEHMS MaHA4ATHOrO KOHTpons uenoctHoctu (MKL) onucaH B 4.3]

MexaHn3Mbl MaHAaTHOro yrpasneHusi 4OCTYNOM U MaHAATHOrO KOHTPOMS LIeNTOCTHOCTU
peanun3oBaHbl B agpe OC. [Npun 3TOM NpUHATUE peLLeHns O 3anpeTe Unn paspeLlleHnn JocTtyna
cybbekTa K CyLHOCTM NPUHMMAETCS Ha OCHOBE Tuna onepauuun (4TeHue/3anncb/McnonHeHne),
MaHOATHOro KoOHTekcTa 6e3onacHOCTM cybbekTa U MeTKM 6e30MnacHOCTU CYLLHOCTH.

MexaHn3Mbl MaHAaTHOro yrnpasneHust 4OCTYNOM U MaHAaTHOrO KOHTPOMS LIeNTOCTHOCTU

3aTparuealoT crneayouime noacucTeMsi:

mMexaHusmebl IPC;
ctek TCP/IP (IPv4);
®C Ext2/Ext3/Ext4;
ceteBble C CIFS;
@C proc, tmpfs.

MeTka 6e3onacHOCTU onpeaensieTcsa KnaccuukaumMoHHON MeTKOW (onpeaensieTcs nepap-
XWUYECKUM YPOBHEM KOHMUOAEHUMANBHOCTU N HENEPAPXUYECKON KaTeropuen KoHpuaeHunanb-
HOCTW) U METKOW LIENOCTHOCTU (HEMEPAPXNYECKUM YPOBHEM LENOCTHOCTHN). [NpaBunia npuHATUS
peLlleHnsa o npefocTaBneHnn JOCTyna Ha OCHOBE MeTKM 6e30nacHOCTU onucaHbl B 4.2|

OC nosBonsieT ncnonb3oBatb 256 3HaYEHUN AN Mepapxm4ecknx ypoBHEN KOHpUOEHLUM-
anbHocTh (uenble Yncna ot 0 go 255) n 64 pasnuyHbIX HEMEPaPXNYECKUX KaTeropmm KoHpnaeH-
LmManbHOCTK (NpeacTaBneHHbIX B BUAE pa3psaoB GUTOBON Mackm).

MpnmeyvyaHue. B MTHPOPMALMOHHBIX CUCTEMAX C MaHAATHLIM ynpaBneHuem JOCTYNOM
Kak npaBuIio NPUMEHSIIOTCH KNacCcudUKaLUMOHHbIe METKWU, B KOTOPbIX UCMONb3yeTcs TOMbKo 4
YPOBHS KOHdMAaeHumansHocTn ot 0 go 3 n 64-6utoBas macka C pasnnyHbIMKU COYETAHUAMM
KaTeropum.

B OC ncnonbayetcs pelueTka YpOBHEN LeNOCTHOCTM (aHanor peLweTkn Hemepapxmyecknx
KaTteropui) B gnanasoHe 3HadeHun ot 0 go 255. 3ToT gmManas3oH cogepxmt Habop HeCcpaBHUMbIX
mexay cobon ypoBHen LenoctHocth (Hanpumep, 1=0b00000001, 2=0b00000010, 4=0b00000100,
8=0b00001000,16=0b00010000,32=0b00100000,64=0b01000000,128=0b10000000), KOTOPHLIE
MOryT ObITb 3a4eACTBOBaHbI ANA CUCTEMHbIX CEPBMUCOB (HanNpMMep, ypoBEHb LENOCTHOCTU 8 3ape-
3epBuMpoBaH Ansa rpaduyeckoro cepeepa Xorg). Mpu yctaHoBke OC no ymonyaHuio npegnaraercs
MaKcuMarbHbIA YPOBeHb LenocTtHocTn 63 (B agBonyHon cucteme 0b00111111), MUMHUManNbHbLIA ypo-
BeHb Bcerga 0. MakcumManbHbIMU YPOBHAMM LENOCTHOCTU B CUCTEME MOTYT ObITh YACIIA, Y KOTOPbIX

OuTOBas Macka BKIOYaeT OMTOBbIE MAcKmM BCEX OCTallbHbIX MNCMnoJib3yeMbIX ypOBHeVI LIeNTOCTHOCTU
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B cucteme (Hanpumep, 63=0b00111111, 127=0b01111111, 191=0b10111111 n 255=0b11111111).

BHUMAHMUE! YctaHasnueaTtb A1 nosib3oBaTens ogHOBPEMEHHO BbICOKUI YPOBEHb KOH-
duaeHUManbHOCTH (KnaccurKaumoHHY METKY) 1 BbICOKUA YPOBEHb LIENOCTHOCTU HE peKOMEH-

ayetcs.
4.2. NpaBnna npuMmeHeHun

[MycTb KOHTEKCT 6e30nacHOCTN CybbekTa COAEpPXUT YPOBEHb KOHMAEHUMANbHOCTH LO,
YPOBEHb LernocTHOCTU 110 u kateropumn CO, a MeTka 6e30NacHOCTU CYLLHOCTU COAEPXUT uepap-
XNYECKNUIN YyPOBEHb KOHUAEHUMANBHOCTU L1, HemepapxXxniecknin ypoBeHb LIENOCTHOCTM iL1
N Henmepapxmyeckyto Kateropmio KoHpuaeHumansHoctTn C1. Onepaumm cpaBHEHUS YPOBHEN U
KaTteropmn n goctyna cybbeKkToB K CYLLHOCTSAM ONpeaensioTcsa crneaywmm obpasom:

1) ypoBeHb L0 MeHbLle ypoBHA L1 (LO<L1), ecnu YncrneHHoe 3HadeHne LO MeHblue

YMCIEHHOrO 3HaYeHns L1;

2) ypoBeHb L0 paBeH ypoBHO L1 (LO==L1), €Criv YMCneHHble 3Ha4yeHms LO n L1 coBna-

AatoT;

3) ypoBeHb LenocTHOCTM iL0 MeHblle ypoBHA iLl (1L0<iL1l), ecnu Bce Butbl Habopa

iL0 sBNSAKTCA NOAMHOXECTBOM Habopa out iLl;

4) ypoBeHb LEenocTHOCTM iL0 paBeH YPOBHIO LEenocTHOCTM iLl (1L0==1iL1l), ecnu 3Ha-

YyeHna iL0 1 iL1 coBnagawT;

5) kaTeropumn CO MeHbLUe kaTeropumn C1 (C0<C1), ecnu Bce 6uTbl Habopa CO ABNATCA

NogMHOXeCTBOM Habopa out C1;

6) kateropum CO paBHbl kKaTeropusim C1 (CO==C1), ecnu 3Ha4yeHns CO n C1 coBnagator;

7) onepauus 3anucu paspelleHa, ecnn LO==L1, iL0>=1iL1l n C0==C1;

8) onepauus 4TteHus paspelleHa, ecnm LO>=L1, C0>=C1, ViL0, ViL1,

9) onepauus ncnonHeHus paspelleHa, ecnm LO>=L1 n C0>=C1, ViLO0, ViL1l.

B oTHOWweHnn atpnbyToB AOCTyna AENCTBYIOT Creayolme npasuna HacneaoBaHus:

- eCnv B Ceccun NopoXxaatTcs Apyrme npoLecchl, TO OHW HacneayT METKY LLeNoCTHOCTH

N KNnaccumKaLMOHHYO METKY;

- npouecc Ha Nbom ypoBHE LIeNTOCTHOCTM CO34aeT CYLLHOCTb TONbKO C HYNEeBbIM YPOBHEM

LuenocTtHocTU. MoBbICUTL YPOBEHb LIENTOCTHOCTU CYLLLHOCTU MOXET TONbKO CyObekT C

BbICOKMM YPOBHEM LIENOCTHOCTU U C HaNn4MeM npmeunerm PARSEC_CAP_CHMAC;

- npouecc co3faeT CYLHOCTM TOMbKO MOSTHOCTbIO Hacnegys CBOK KraccuduKaunoH-

HYI0 MEeTKy. MI3MEeHUTb ee MOXET TOSNbKO NPUBUIIErMPOBAHHbLIN NPOLIECC C NpuBUernen

PARSEC_CAP_CHMAC.

B OC npegycMoTpeHo CyLLeCcTBOBaHNE CTPYKTYPUPOBAHHbIX CYLLHOCTEN A0CTyna — KOH-

TenHepoB (Hanpumep, katanoros ®C), T.e. CyLIHOCTEN, KOTOPbIE MOFYT COAEPXKaTb APYrue CyLu-
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HOCTW gocTtyna (katanorn unu dannbl). MeTka 6e30nacHOCTU KOHTenHepa onpenensieT Mak-
CUMarnbHy0 MeTKy 6e30nacHOCTU BMOXEHHbIX CyLHOCTEN. KOHTENHEPbl U CYLHOCTU MMEIT
AONOoNHUTENbHbIE aTpnbyThl YNpaBneHust 4OCTYNOM — TUM METKM.

Tun MeTKn MOXeT UCMNONb30BaTbCA ANA U3MEHEeHUsA npasBuna JOocTyna K KOHTenHepam m
CYLLHOCTSIM MO CriefyoLwmm npasmnam:

- TUN METKMU ccnr NPUMEHSETCSH K KOHTEMHepaM U onpeaensieT, YTO KOHTEMHEP MOXET

cofepXaTtb CYLHOCTW C pasfMYHbIMU KIacCUPUKaALMOHHBIMU METKaMK, HO He 6onbLunMu,

YyeM ero cobcTBeHHasa knaccudurkaunoHHaa meTka. MangaTHble npaBuna gns YTeHns

KOHTerHepa UrHOPUPYIOTCH, HO NPU YTEHUU KOHTENHepa CyObekTy BUAHbI NNLb CYLLHOCTU

C KnaccudmkaunoHHoM MeTKon He BonbLuen, Yem ero cobCcTBeHHast knaccudukaumoHHas

MeTKa;

- TMN METKM ehole NPUMEHSAETCS K MPOCTbIM CYLLUHOCTAM (dhannam) ¢ MUHUMarbHOM

MeTKon 6e30MacHOCTM M NPUBOANT K UTHOPUPOBAHMIO MaHOATHbIX NPaBUIl pasrpaHnYeHns

aocTtyna K HAM. [pegHasHadeHa ans CywHOCTeN, U3 KOTOPbIX CyObeKT He MOXET Npoyu-

TaTb AaHHble, 3anncaHHble B HUX cyObekTamun ¢ 6ornee BbICOKOW KriaccupukaumoHHOM

METKOW, YeM ero cobCcTBeHHasi knaccugukaumoHHas MeTka (Hanpumep, /dev/null);

- TN METKM whole NPMMEHSETCH K MPOCTbIM CYLLHOCTSM (charinam) ¢ meTkon 6esonacHo-

CTW N paspeluaeT 3anncb B HUX cybbektam ¢ 6ornee HU3KOro YpoBHSA KOHpUAeHUMANbHO-

CTW.

Tun MeTKn MOXET ObITb YCTAHOBMEH TONMbKO NPUBUIENMPOBaHHbLIM NpoueccoM. K camum
npoueccam atpmbyT TMN METKM HenpuMeHuM. [NpocTasa CyLHOCTb (harn) MOXeT MMeTb TN Nnbo
ehole, Nnbo whole.

[1na cosgaHns B KOHTENHepPe, MeKLeM TUM ccnr, BIOXKEHHOW CYLLHOCTU C YPOBHEM U Ka-
TErOPUAMN MEHbLLUMU, YEM Y KOHTENHepa, Heobxoanmo obnagatb cneumanbHbIMU NPUBUIIErMAMI
PARSEC_CAP_IGNMACCAT 1 PARSEC_CAP_IGNMACLVL (cm.4.5).

BHUMAHUE! Ecnn B 3arpy3usmke OC ykasaTb 3HayeHuMe napameTpa sgpa
parsec.ccnr_relax=1, HENPUBUIErMPOBAHHbLIVA NOMb30BaTEllb CMOXET NPON3BOAUTL 3anNnUCh
¢annoB ¢ pasHbIM YPOBHEM KOH(PUOEHLMANBHOCTU B KOHTENHEP (KaTasnor) ¢ ycTaHOBMNEHHbIM
donarom ccnr.

BHUMAHUE! MaHgaTtHble aTpubyThl Ha KOpHE hansioBon CUCTEMbI ONPeaensitoT Makcu-
MarnbHbIN MaHAATHbLIN KOHTEKCT 6e3onacHOCTU cyliHocTen. MaHgaTHble aTpmubyThl, yCTaHaBnMBa-
eMble N0 YMOSYaHMI0 Ha KOpeHb (hansioBon CUCTEMbI U PS4 BNOXEHHbIX hanioBbiX OOGBbEKTOB,

onpegeneHbl B cueHapun pdp-init-£fs, KOTOpPbIM PacnosfioXeH B KaTanore /usr/sbin.
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4.3. MaHOATHBLIN KOHTPOJSb LeNTIOCTHOCTU

4.3.1. Bkno4yeHne MaHAATHOro KOHTponA uernoctHoctn Ha OC
Mocne yctaHosku OC pexum MKL, ana OC no ymMon4aHuio BbIKIMIOYEH.
BkntoyeHne MKL] BbINOAHAETCSA C NOMOLLLIO KOMaHAbI:

astra-mic-control enable

Unn ncnonbays rpaguyeckyto ytunuty £ly-admin-smc (CM. 3NIEKTPOHHYIO CNPaBKY).

Mocne BkntoyeHnss MKL Heobxoanmo nepesarpy3nts OC.

4.3.2. Bkno4YeHne MaHOATHOrO KOHTPOSA LeNOCTHOCTM Ha (hannoBon cucteme

[ns npaBunbHoro yHkunoHnposaHua MKLL npu pabote OC HeobxoanmMo yCTaHOBUTb
aTpubyTel MKLL Ha kopHEBOW dannoBon cucteme (NogaepxuBaroTca dannosble cuctemsl EXT2,
EXT3, EXT4, XFS). Cpasy nocne yctaHoBkun OC atpnbytbl MKL] Ha KopHeBown chainoson cucreme
HyneBble 1 JOMMKHbI ObITb BKMOYEHbI aMUHUCTPATOPOM Nnocne 3aBepLleHns Bcex HacTpoek OC un
yctaHoBku [10. MNMepeg BkntoveHnem pexkuma MKL, Ha dparinoBon cucteme HeobxoanmMo NpoBeEpPUTD,
470 pexum MKL|, BkntoyeH B OC. [Insa 3TOro BbINOMHUTL KOMaHAy:
cat /proc/cmdline | grep "parsec.max_ilev"
B BbiBOOe peaynbrata BbIMOfIHEHMST KOMaHAbl  HEHyreBoe 3HadeHue napameTpa
parsec.max_ilev O3HAYaET, YTO PEXMM BKITHOYEH.

BkntoueHne MKL Ha dannoson cucteme BoinonHsetcss Ha OC nyTem BbINOMIHEHNST KOMaH-
bl
set-fs-ilev
UM ncnosnbays rpadouyeckyo ytunuty £ly-admin-smc (CM. 3NIEKTPOHHYIO CPaBKY).

MNocne BkntoveHnss MKLL Ha dhannoBon cncteme nosiBNsiETCA BO3MOXHOCTb 3aJaBaTb

YPOBHMW LIEMOCTHOCTW AN OTAENbHbIX MPOLECCoB 1 darnos B cooTBeTcTBun C4.4]

4.3.3. BeikntoyeHue MKL

BoikntoyeHne MKL Ha dhaninoBon cuctemMe BbINOSTHAETCA NyTEM BbIMOMHEHUS KOMaHAb!:
astra-mic-control disable
UM ncnosnbays rpaguyeckyto yTmnuty £ly-admin-smc (CM. 3NIEKTPOHHYIO CMPaBKY).

Mepen BbikntodeHneM pexuma MKLL pekomeHayeTcst CHATb aTpubyThl LENOCTHOCTU C
06bekToB (hannoBon CUCTEMbI KOMaHAOMN:
unset-fs-ilev
UnNun ncnonb3ya rpaduyeckyto ytmnuty £ly-admin-smc (CM. SNEKTPOHHYHO ClpaBky).

Mocne BbikntoyeHus MKL nepesarpyauts OC.

BHUMAHMUE! BuikntoueHne MKL, kpaiHe He pekoMeHOyeTCs, T.K. MHOrMe OOMnosSTHUTElb-
Hble yHKUMKM B6e30nacHOCTU, Takue Kak BriokMpoBKa MHTEpPNpeTaTopoB, nochmodx, BIOKMPOBKa

[O0CTyna K KoHmaeHumnansHom nHopmMauum n ap., CBsA3aHbl C BKIIOYEHHBIM pexxumom MKLL.
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4.3.4. AomuHuctpupoBaHue OC npwu BknovYeHHOM pexume MKL

HenpuBnnernpoBaHHbIN NONb30BaTENb MOXET BbIMOMHATL BXOA, B CUCTEMY TOSMbKO Ha
HW3KOM YPOBHE LIENTOCTHOCTU (COOTBETCTBYET MUHUMANbHOMY YPOBHIO LIeNocTHoCTH). Mpusunern-
pOBaHHbIM Nonb3oBaTenb, NPU HaNM4YMmM COOTBETCTBYHOLLErO NpaBa, MOXeT BXOAUTb B CUCTEMY
Ha BbICOKOM YPOBHE LIENOCTHOCTM (COOTBETCTBYET MakCUMaribHOMY ypOBHO LieriocTHocTn OC) n
TONbKO ANSA BbINONHEHNS 3a4ad no KoHdurypmposaHuto OC.

AOMUHUCTpATOpP, COo34aHHbIN Npu yctaHoBke OC, MOXET BbINONHATL BXOA, B CUCTEMY C
BbICOKMM YPOBHEM LE€NOCTHOCTU (MO yMOn4aHuio 63) Unv ¢ HU3KUM YPOBHEM LIENOCTHOCTMU.

Mpu rpaduyeckom BXxoae B CUCTEMY AN TAKOro agMMHUCTpPaTopa No YMONYaHuio BbibpaH
BbICOKMI YPOBEHb LENOCTHOCTU. padnyeckmii pabounin cTon Ha BbICOKOM YPOBHE LIENTOCTHOCTHU
UMeeT KpacCHbIN GOOH.

Mpy KOHCONMBbHOM BXOA4€E B CUCTEMY aAMUHUCTPATOP OOSMKEH BPYYHYIO BbICTaBMSATb YpO-
BEHb KOHTPONA LEeNOCTHOCTU (A1 BbICOKOro ypoBHA — 63, Ans Hu3koro — O unu nponyctuTb
AaHHbIN Lwar).

Bxog B cuctemy npmBunierMpoBaHHbIM nosfb3oBaTtenem (agMMHUCTPaTopoM) Heobxoaum
TONMbKO ANSA BbINOIHEHNSA HACTPOEK CUCTEMbI U TOSbKO C BbICOKMM YPOBHEM LienocTHOCTU. Ona
06bIYHOrO (LUTATHOro) pexmma paboTbl peKOMEHAYETCSA OCYLLECTBNASATL BXOA B CUCTEMY OT UMEHMN

HENPMBUIErMPOBaHHOIO NOSIb30BAaTENSA HA HN3KOM YPOBHE LIENMOCTHOCTW.
4.4. 3anyck cnyx6 systemd ¢ ypoBHEM LLeNIOCTHOCTU U KOH(MAEHLMANbHOCTU

[na 3anycka cnyx6bl systemd nog ypoBHEM KOHMAEHLMANBHOCTU HEOBXOAMMO B KOH(M-
rypaumMoHHOM dpanrne (IoHMTE) COOTBETCTBYIOLLEN CNYXObl (<uMms_oHuTa> . service) B pasgene
[Service] nobaBuTb cnegyowmin napameTp:

[Service]
PDPLabel=<YpoBeHb>:<YPOBEHBL LeJIOCTHOCTH>:<KaTeropuu>

®opmat meTkn PDPLabel aHanornyeH npuHatomy B cucteme PARSEC 3a ucknioveHnem
nons Tuna MeTkn — MeTKa CryXbbl He MOXeT uMmeTb pnaros (Hanuyue ¢nara ehole/whole
HegonycTumo). bonee nogpobHasa nHgopmaunsa o popmate METKM AOCTYMHA B BbIBOAE KOMaHAb!:
pdpl-file --help

[nsa MeTkn pekomeHayeTcs UCMonb30BaTh YMCIOBbIE 0603Ha4YeHNs, Tak Kak npu paspeLue-
HUM UMH MOTYT OKa3aTbCs 3a4eNCTBOBaHbI ceTeBble pecypchl, Hanpumep, LDAP-katanoru, 4yto
MOXET NPUBECTU K owmbkam KOHUrypauum, KOTopble CRoXHO ANarHoCTUpPOBaTb.

[nsa HasHadveHus cnyxbe PARSEC-npusunerui, npusegeHHbIX B|4.5, B COOTBETCTBYOLLEM
IOHUTE (<umsi_toHUTA>.service) B pasgene [Service] fobasuTtb napameTp:

[Service]
CapabilitiesParsec=PARSEC CAP PRIV _SOCK, ...

rae JYepes 3andatyro moryT 6biTb nepeuncnensl PARSEC-npusunernn.
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Mocne pepnakTnpoBaHus KOHUrypaunoHHoro anna cnyxbbsl HeobxogmMmo nepesany-
CcTUTb systemd 1 cooTBETCTBYIOLLYIO CNYXOY, BbINOMHUB KOMaHAPbI:
systemctl daemon-reload
systemctl restart <umsa_crnyxOur>.service

[na npocMoTpa MeTKM CryX6bl BbINOMHUTE KOMaHAy:
pdpl-ps <pid>
rae <pid> — vaeHTudukatop crnyxobi.

[na npocmoTpa ycTaHoBNeHHbIX Ha cnyx6e PARSEC-npusunernin BbINOMHUTL KOMaHAy:
pscaps <pid>

[nsa onpegeneHnsa <pid> cnyx6bl nCcnonb3yeTca KomaHaa:

systemctl status <umsa_crnyx6bw>.service

4.5. PARSEC-npuBuneruu

PARSEC-npuBunernmn takxke, kak u Linux-npusunerum (cM. [3.2)), Hacnegytotcsi npouecca-
MU OT CBOUX «poanTeneny. lNpouecchl, 3anyLeHHble OT UMEeHW cynepnonb3oBaTens, UMeLero
MakcuMMarnbHbIN («BbICOKMI» ) ypOBEHb LIENTOCTHOCTM MO YMOSYaHWUIO, HE3aBUCUMO OT SIBHOIO Ha3Ha-
YeHUsT UM NPUBUMErUA, UMEIT BO3MOXHOCTb OCYLLECTBNATL 60MbLUMHCTBO NPUBUNENMPOBAHHbIX
JEenCcTBUN.

PARSEC-npuBunerum n nx onncaHne npmBeaeHsl B Tabnuue .

Tad6bnuua 7

MpuBnnerus
ATpunbyT OnucaHue
BuTtoBas macka

PARSEC_CAP_ AUDIT

pcapaudit lMo3BonsieT ynpaenaTb NOAUTUKON ayanTa
0x00002
PARSEC_CAP_BYPASS KIOSK
pcapbypasskiosk Mo3BonseT MrHopMpoBaTb OrpaHNYEHUsT KMOCKa
0x08000
PARSEC_CAP_CAP lMo3BonsieT ycTaHaBNMBaTh 060 HENPOTUBOPEYMBLIA Habop nNpu-
pcapcap BUNerMn ansa apyroro npouecca u Yyntatb NpuBuniernn, NPUCBOEH-
0x00400 Hble npoLeccam
PARSEC_CAP_CHMAC
pcapchmac [Mo3BonsieT M3MeHATb MEeTKM Be3onacHoCTU hannoBbiX 06 LEKTOB
0x00008

He ucnonbayetca.

0na nameHeHmMsa meTok 6e30nacHOCTU annoBbiX OOBHLEKTOB CM.
npueunernio PARSEC_CAP_CHMAC.

Ona wun3ameHeHnsa MeTok 6e30nacHOCTUM  MPOLIECCOB  CM.
PARSEC_CAP_SETMAC.

[na nameHeHnsa npmBmuniernin NnpoueccoB cM. PARSEC_CAP_CAP

PARSEC_CAP FILE_CAP
pcapfilecap
0x00001
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MpuBnneruns
ATpnbyT
ButoBasa macka

OnucaHue

PARSEC_CAP_IGNMACCAT
pcapignmaccat
0x00020

Mo3BonsieT UrHopupoBaTb MaHAATHYO MONUTMKY MO  KaTe-
ropusm pgoctyna. CMm. Takke PARSEC_CAP_IGNMACLVL WU
PARSEC_CAP_IGNMACINT

PARSEC_CAP_IGNMACINT
pcapignmacint
0x02000

Mo3eonsiet UrHOpMpoOBaTb MaHAaTHYo nonwu-
TUKY no YPOBHSIM LIeNTOCTHOCTM. Cwm. TaKkke
PARSEC_CAP_IGNMACCAT, PARSEC_CAP_IGNMACLVL,

PARSEC_CAP_INHERIT_INTEGRITY

PARSEC_CAP_IGNMACLVL
pcapignmaclvl
0x00010

MNosBonsieT UrHopunpoBatb MaHOATHYHO MOJIMTUKY NO YPOBHAM
KOHpmaeHumanbHocTn. CM. Takke PARSEC_CAP_IGNMACCAT u
PARSEC_CAP_IGNMACINT

PARSEC_CAP_INHERIT_INTEGRITY
pcapinheritintegrity
0x20000

Mpn cosgaHun darnoBbiXx OOBHLEKTOB HAa HUX aBTOMAaTUYECKM
yCTaHaBMMBAETCs MakCMMaribHO BO3MOXHas LENOCTHOCTb, OA-
HaKo He Bblle, YeM LenocTHOCTb npouecca-co3gaTtens U ue-
NOCTHOCTb KOHTEWHepa, B KOTOPOM co3aartcsa (panrnoBbii 00b-
ekT. cnonb3yeTca ans yctaHoBwmka naketos (dpkg). Cm. Takke
PARSEC_CAP_IGNMACINT

PARSEC_CAP_IPC_OWNER
pcapipcowner
0x10000

OTMeHsieT MaHaaTHble orpaHuyeHns npu paboTe C CyLWHOCTAMU
IPC, Takumun kak shared memory, message queue n 1.4. (Parsec-
aHanor Linux-npmBunerun CAP_IPC_OWNER)

PARSEC_CAP_MAC_SOCK
pcapmacsock
0x00800

MNo3BonsieT wu3MeHATb MeTkM 0e30nacHOCTM ToYeK  Cco-
eavHeHna  (UNIX-coketoB). [ns ceTeBbIX COKETOB CM.
PARSEC_CAP_PRIV_SOCK

PARSEC_CAP_PRIV_SOCK
pcapprivsock
0x00100

Mo3BonseT cosgasBaTb HOBblE CeTeBble COKeTbl npouecca B
npvBUINErMpoBaHHOM pexnme (MeTka ehole). lNpusunernposax-
HbI COKET NO3BOMSET OCYLLEeCTBNATL CETEBOE B3aNMOAENCTBIE,
WUrHOPVPYS MaHAATHYHO MOMUTKKY.

Ons ToYekK coeuHeHuns (UNIX-cokeToB) CM.
PARSEC_CAP_MAC_SOCK

PARSEC_CAP_READSEARCH
pcapreadsearch
0x00200

Mo3BonsieT urHopupoBaTb MaHAATHYIO NMOMUTUKY NPU YTEHUUN U
noucke dannoBbix 0GLEKTOB (HO HE MpK 3anucK)

PARSEC_CAP_SETMAC
pcapsetmac
0x00004

[Mo3BonsieT U3MeHATb MeTKy BesonacHoCcTU npoueccos. [puBu-
nernst He NO3BONSET MPOLIECCY MOBbLIWATL YPOBEHb LIENTOCTHOCTH
Opyroro npovecca, a ToNbKO NOHWXaTb.

[Onsi nsmeHeHuns metok 6e3onacHOCTN hannoBbIX OOBHLEKTOB CM.
PARSEC_CAP_CHMAC.

[na nsmeHeHus npmBuniernin npoueccos cM. PARSEC_CAP CAP

PARSEC_CAP_SIG

pcapsig
0x00040

Mo3BonsieT nockblnatb CUrHanbl npoleccam, UrHOpUpyst MaHaar-
Hble npaBga

PARSEC_CAP_SUMAC
pcapsumac
0x04000

Mo3BonseT 3anyckatb NPOLECChl C APYron KraccugukaumoHHom
MEeTKON (C ApYruM nepapxmyeckum ypoBHeM KOHUAEHLNANLHO-
CTV N OpYrMMU Henepapxmyeckumm KkateropmsiMm 4ocTyna)
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OkoH4yaHue mabnuusil 7

MpuBnnerus
ATpunbyT OnucaHue
BuTtoBas macka

MosBonsieT ycTaHaBnMBaTb MaHAaTHble aTpnbyTbl 0OBLEKTOB (hali-
NoBOW CcUCTEMbI Be3 yyeTa MaHAaTHbIX aTpnbyToB pOaMTENBCKO-
ro obbekTa-koHTeNHepa. [puBUnerna Mcnonb3lyeTcs AONns BOC-
CTaHOBIEHNS1 0OBLEKTOB halNoBON CUCTEMbI U3 PE3EPBHbLIX KO-
MU M TOSNbKO NOcne YCTaHOBKM 3HayeHus «1» ans napametpa
/parsecfs/unsecure_setxattr

PARSEC_CAP_UNSAFE_SETXATTR
pcapunsafesetxat
0x01000

PARSEC_CAP_UPDATE_ATIME

pcapupdateatime Mo3BonsieT U3MeHATb BpeMs AocTyna k hainoBbiM 0GbekTam
0x00080

Ona Hactponkn KC3 moryT ucnonb3oBatbes kak PARSEC-, Tak u Linux-npusunernn.

Mopsipok ynpaeneHus npusunernamm onncax B 4.9
4.6. CeTeBoe B3anmogencTeme

B kavecTtBe ocHoBHOM ceTeBon PC mncnonbsyetca CIFS, koTopas sBnsietca paclumpeHmem
SMB u nogaepxumBaet atpndytel PC UNIX n nmeeT orpaHnyeHHyo noaaepXky paclumpeHHbIX
aTpunbyToB. [JaHHaa PC WMpoKo pacnpocTpaHeHa n paboTaeT B reTeporeHHbIX ceTax (noaaepxu-
BaeTcs mHorummn OC), a Takke nogaepxmBaeT ayteHTudumkauuio cpeactsamm PAM n Kerberos.

B3anmogencrtaune npm nomoLum ceteBoro npotokona IPv4 ocyuwiectBnsaeTrca yepes npo-
rpaMMHbIN MHTEpeNnc 06bEKTOB AOCTYNA, ABMSIOLWMXCS AfIEMEeHTaMN MEXMNPOLECCHOro U ceTe-
BOro B3aMMOENCTBUS (HanpmMmep, CETEBbLIX COKETOB), KOTOpble obecneymBatoT 0OMeEH LaHHbIMK
MeXay npoueccamm B pamkax ogHon nnun Heckonbkmx OC, 06beanHEHHbIX B NOKambHY BbIYMC-
NNTENbBHYIO CETb.

[na nogaepXkn MaH4aTHOroO yrnpaBreHns OCTYMNOM B CeTEBbIE NakeTbl NnpoTokona IPv4
BHELPAIOTCA KnaccudukaumoHHble MeTKU. Nopsaok NPUCBOEHNST KNacCUUKALMOHHBIX METOK U UX
dopmat cooTBeTcTBYeT HaumoHanbHomy ctaHgapty FOCT P 58256-2018 «3awuTa nHhopmaumn.
YnpaBneHue notokamu nHdopmMaumm B MHpopMaunoHHon cucteme. dopmat KnaccmpukaumoH-
HbIX METOK». [1pnem ceTeBbIX NakeToB NnogynHAeTcs maHaatHeiM MPL. Cnegyetr oTMEeTUTb, YTO
MeTka 6e30nacHOCTM COKETA MOXET MMETb TWM, NO3BONSAKOLMA CO3aaBaTb CETEBLIE CEPBUCHI,
NPUHUMAIOLLINE COEANHEHNS C NIOOLIMN YPOBHAMU CEKPETHOCTM.

Mpn HeobxoammocTn ans obecneveHnsa LenoCcTHOCTK 3aronoBka IP-nakeTos, cogepalle-
ro KnaccuukaumMoHHy0 METKY, OMyCKaeTcsa NpMMmeHeHne nporpammHoro cpegcrea OpenVPN.
Onucanune ncnonb3oBaHua OpenVPN npueeneHo B gokymeHte PYCBE.10265-01 95 01-1.

OTcyTCcTBME Y CYLLHOCTN METKM 6e30MacHOCTM 3KBMBAIIEHTHO HYNeBOM MeTke 6e3onacHo-
ctn. Takum obpasom, sapo OC, B KOTOPOM BCE CyLLHOCTU U CYOBbEKTbI 4OCTYNa UMET YPOBEHb

CEKPETHOCTU «HECEKPETHOY, YHKLUMOHNPYET aHanormyHo ctanHgaptHomy saapy OC Linux.
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[nsa psga ceteBbix cepBucoB (cepBepa LDAP, DNS, Kerberos u 7. 4.) Heobxoanmo obec-
NeYnTb BO3MOXHOCTb X paboThl C KNIMEHTAMN, UMEIOLLMMN Pa3HbIi MaHAATHbIN KOHTEKCT 6e3onac-
HOCTW, €3 BHECEHUSA UBMEHEHUIN B MCXOAHbIE TEKCThLI cepBuca. [1ns npegocTtaBneHns Ha3BaHHON
BO3MOXHOCTM B nogcucteme 6esonacHoctn PARSEC peanusoBaH mexaHn3Mm 3anycka CeTEBbIX
CEepBMCOB C UCMONb30BaHMEM NPUBUNErNMPOBAHHOIO COKeTa ANsi 0OXnAaHMs BXOAALWMX COeaNHEHWI

(MexaHu3Mm privsock), onnucaHHbin B (4.6.1]

4.6.1. MexaHu3m privsock

MexaHun3m privsock npegHasHadyeH gnsa obecnevyeHms OyHKLMOHMPOBAHUSA CUCTEMHbIX
CeTeBbIX CEPBUCOB, HEe OCYLLEeCTBNAILWMX 06paboTKy nHdopmaumm ¢ UCNONb30BaHMEM MaHOATHO-
rO KOHTEKCTa, HO B3aUMOAENCTBYIOLLNX C Nnpoueccamu, paboTarowmmMmm B MaH4ATHOM KOHTEKCTE
cybbekTa gocrtyna.

[ns ero ncnonb3osBaHusa Npu YHKLUMOHNPOBAHUN CETEBOrO cepsuca Heobxoaumo oT-
pefakTupoBaTb (hann /etc/parsec/privsock.conf, 4ob6aBMB B HErO CTPOKY, COAEpXKaLLyHO
NONHbLIM NyTb K UCnonHsemomy canny cepsuca. anee npusegeH npumep CTpokn u3 canna
/etc/parsec/privsock.conf gnsa 3anycka DNS-cepBepa C¢ MCNOMb30BaHMEM MexXaHu3ma

privsock.

Mpumep
/usr/sbin/named

[ns ncnonb3oBaHna MexaHu3Ma privsock HeobxoguMmo, 4YToObl nepemeHHass PATH,
ncnonb3yemasl Nnpu 3anycke cepeuca, cogepkana crieayrowmn nyTb:
/usr/lib/parsec/bin

Hanee npuBegeH npumep 3agaHusa TpebyemMoro nytm B NepeMeHHON OKpYXeHus Ond
3anycka DNS-cepsepa.

Mpumep

YcTaHOBKa 3Ha4YeHNss NepeEMEHHON OKPY>XeHUS1 PATH MOXeET ObITb BbINofiHeEHa AobaBneHu-

eMm B hann /etc/default/bind9 crneayowen CTPOKK:
PATH=/usr/lib/parsec/bin:$PATH

MogpobHoe onucaHne MexaHmama privsock NpMBeaeHo B man privsock.
4.7. llluHa mexnpoueccHoro B3aumogeucteusi D-Bus

D-Bus nossonseTt opraHM3oBaTb B3anMOAENCTBME NPOLLECCOB C UCMOSIb30BaHMEM CO0D-
LWEeHU 1 obwux WuH. Ona nepegayn coodLLeHns Mexay npoLeccoM M LLUMHOW UCnonb3yeTcs
MexaHU3M COKeTOB. BblaensaioT ABa Tuna WWNH: CECCUOHHbIE LWNHBI (Session bus) n cuctemHas
lWwrHa (system bus).

CeccunoHHas WnHa co3gaeTca ANs Kaxaowm nonb3oBaTenbCKOW Ceccumn npn ee 3anycke.



42

OHa paboTaeT ¢ MeTKon 6e30nacHOCTM Nonb3oBaTeNsi CUCTEMbI U BCE B3aUMOAENCTBYHOLLME
Yyepes Hee MPOoLECChl Takke MMEIOT JaHHY0 MeTKy 6e3onacHoCTU. BaanmogencTeme npoLeccoB C
MHOW MeTKoW 6e30nacHOCTU He npoucxoauT. [JononHUTENbHbIE CECCUOHHbIE LNHBI MOTYT BbITh
CO37aHbl C UCMOMNb30BaHNeM yTunntbl dbus-launch, KOTopas NO3BONSAET 3anyCcTUTb Npouecc
O HOBPEMEHHO C CO31aHNEM HOBOW CECCUOHHOM LUKHbI. [1pn 9TOM nmMeeTcs BO3MOXHOCTb yKasaThb,
MCnonb3ys NnepemMeHHyo DBUS_SESSION_BUS_ADDRESS, Kakyl U3 CECCUOHHbIX LUMH OAHHbIN

npouecc 6yueT BOCNPUHMUMATb KaK CECCUOHHYH LLNHY.

Mpumep
user@astra:~$ echo $DBUS_SESSION_BUS_ADDRESS
unix:abstract=/tmp/dbus-FMSYkkteW0,guid=2£874cb94fd70c984ef£f1d8857d24781

AHanorn4yHo PyHKUMOHMPYET cUCTEMHAs WNHA. [laHHas WwnHa co3gaeTcs TONbKO B O4HOM
ak3emnnispe npu ctapte gemoHa D-Bus n yepe3 Hee B3aMMOOenCTBYOT NPOLECChl Pas3fiNyHbIX
YPOBHEWN.

Mogynb dbus-daemon peanu3yeTr U CECCUOHHbIE, N CUCTEMHYIO LLUNHbLI, MO3TOMY MeXxa-

H13m MPL ncnonb3yeTcst BO BCEX LUMHAX.

4.7.1. Bnagbl coobLweHun

D-Bus nogaepxuBaet cnegytowime Buabl COOOLLEHNIA:

- method_call — BbI30B MeToaa. [1pouecc TpebyeT BbI3oBa MeTOoAa, peaniM3oBaHHOro

apyrmm npoueccom. [JaHHoe cooOLueHne MMeeT KOHKPETHOro agpecata U COAEPXUT

NHpopMaunto 06 NCTOUYHMKE COOOLLIEHNS;

- method return — Bo3Bpart. Kak npaBumno nocrne Bbi30Ba MeToAa AaHHOe coodLlieHne

ncnonb3yeTcs Ans Bo3Bparta 3HadyeHud. AgpecaTtoM COOOLLEHUS ABMSETCA UCTOYHUK

NCXOQHOro COOOLLEHUS;

- error — owwubka. Ecnu npu Bbi3oBe npousowuna owmnbka, BMECTO BO3BpaTa MOXET

ObITb OTNpaBneHo coobuieHne 06 owmnbke. AgpecaTtom coobLeHNs SBSETCA MCTOYHUK

NCXOQHOro coobLLEeHNS;

- signal — curHan. [laHHoe coofLeHne MMEET MCTOYHMK, HO KaK NPaBuio HE UMEET KOH-

KPETHOro agpecara 1 pacchbifiaeTcs LWMHOW BCEM, KTO MOANMUCAaH Ha AaHHOe coobLeHne

(c ncnonb3oBaHnem match-cpunsrpa). Ecnm ykazaHo umsa cepsuca, To coobLieHne Ha-

NpaBnsieTCca TONbKO onpeaerneHHOMY CoOeaUHEHMIO (T. €. NepBUYHOMY BnagenbLy AaHHOro

cepsuca).

Bce coobuieHunsa aBnaTca ogHOHanpaBneHHbIMU, MOTYT UMETb Ha3Ha4YeHue, a Takke
MOryT nogpasymeBaTb (HO He TpeboBaTb) OTBeT, Hanpumep, nocrie method_call MOXHO He

nocbinartb method_return. chHKLI,VIOHaJ'I oTnpaBuUTeNna 1 nonyvyarena gormkeH ObITb COrnacoBaH.
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4.7.2. MNpouecc B3anmMmogencTBmA C LUMHOMN
[na naeHTnmnkaumm coeguHeHns Ha WMHE NCNONb3YHTCA NapaMeTphbl, MPUBEOEHHbIE B
Tabnuue [

Tabnuua 8

MapameTp OnucaHune

unique connection name (UCN) | YHMKanNbHOE UMSI COEOAUHEHUS — naeHTUdUKaTOP CoeaNHEHNS

org.share.server O6LensBecTHOE UMS (cepBuC) coegnHeHus. [laHHoe umsa uc-
nonb3yeTcsa Ansi npuema coobLLEeHUA OT OPYrnX KITMEHTOB (T. e.
MO 3TOMY UMEHW KNMEHTbI MOTryT HanTN AaHHbIN Npouecc)

/org/share/server/object HaHHbin NyTb saBnsieTcs nmeHem obbekTa. Kaxabin cepBuc
MOXeT co34aBaTb HECKONMbKO 06BEKTOB

com.share.interface Nma nutepdperica. CooTBeTCTBYET HEKOTOPOMY Habopy mMeTo-
OoB (B TOM YMCne CTaHOapTHbIM MeTogaM, obwmmM ans oobek-
TOB), KOTOPbIE€ AOIMKHbI KOPPEKTHO 0bpabaTbiBaTbCA O6BHLEKTOM

GetMyName Nma metoga obbekTa nnu nHtepgenca, KoTopbii MOXHO Bbl-
3BaTb

[ns BbI3oBa meToga HeobxoanMMmo:

- yKaszaTb 06Llen3BecTHoe UMA CoeuHEeHUs, UMA obbekTa, UM nHTepdenca n nms

mMeToaa;

- chopmumpoBaTb HAboOp apryMeHTOB;

- BbIMNOMHUTL BbI3OB.

[ns o6paboTkn pesynsrata HEOBXOANMO MPUHATL OTBETHOE COOBLLIEHNE (KOTOPOE MOXET
ObITb Kak coobLleHEM TUNAa BO3BpaAT, Tak U OWNOKON). Takke CyLecTBYHOT LNPOKOBELLATENbHbIE
coobLLeHMsI-CUrHanbl, KOTOpble OTMNPAaBNATCA NPOLECCOM Ha LUUHY, rae nepeagpecoBbiBalOTCA
BCEM COEAMHEHNSAM, KOTOPblE Ha HEro NoAnucaHsbl.

Kaxgbin npouecc ans pabotbl Yyepe3 D-Bus nogkntoyaeTcsa K 3agaHHOW LwuvHe (npu
3TOM CO3[aeTcs YHUKanbHOe CoeAnHEHne ¢ MeHeM Buaa : 1. 8) ¢ ncnosnb3oBaHnem yHKLNN
dbus_bus_get (). [lpn aTOM Npu NOAKNIOYEHNUN OCYLLECTBNAETCA MeXaHU3M ayTeHTudukaumm
KfIMeHTa C MCNosib30BaHMEM JaHHbIX cokeTa. [ocne aToro KNMeHT MOXeT paboTaTb C LLUMHOW C

MCMonb30BaHNEM COOODLLEHWUN.

4.7.3. MNpouecc coegnHeHNs1 C CACTEMHOMN LLMHOM

Mocne ayTeHTUMUKaAUNKN KNMEHT OTnpaBnsaeT coobuieHne Tuna method _call Hello
cepepy D-Bus. [lanee npoBepsieTca BO3MOXHOCTb AOCTaBKM JAHHOMO COOBLEHNS C UCNOSb-
30BaHMe pdp M selinux QyHKunn. Ona toro 4tobbl D-Bus mor obpaboTtatb AaHHbIA BbI30B
C HEHyneBbIX YPOBHEN HEOOXOAMMO ONSA HEro yCTaHOBUTb COOTBETCTBYOLIME Npusunernn. B
4YaCTHOCTW, 3TO peanu3oBaHo 3a cYeT ycTaHoBkM npusunernn 0x30 (Ignore Lev & Cat) Ha cepBuc

org.freedesktop.Dbus. [laHHble NpMBUNIErMM NO3BOMSAIOT NpoLieccam (coeanHeHusiM) ¢ Gonee
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BbICOKMM YPOBHEM BbINOSHATL (PYHKLMN NPOLECCOB C HU3KMM ypoBHeM (dbus), 4to He npeny-
cMaTpuBaeT MaHAaTHoOe ynpasrieHne AOCTYNOM, HO pa3peluaeTcs npusunernsmm 0x30, KOTOpble
no3sonsaoT cyobekTy (dbus) urHopmpoBaTb MeTKy 6€30MacHOCTM CoeauHEHUs, MblTaroLWwerocs
BbINONHUTbL €ro MeTo[,.

Mocne atoro gopmMmpyeTcst OTBETHOE coobLeHne Tuna method_return, KOTOPOE BO3-
BpallaeT OTBETHbIA cTaTyc 06 ycnewHOM co3fjaHum coeguHeHnsa ¢ WwnHon. OgHOBpEMEHHO
NPOUCXOAUT yCTaHOBKa Bnajensua cepsuca. og cepBncoMm NnoHMMaeTcs UMs Ha LWMHE, KOTopoe
COOTBETCTBYET HEKOTOPOMY coeanHeHuto. [pu aTom Bnagenbuamm yHUKanbHbIX UMeH (Buga : 1. 6)
MOryT BbITb TONBKO cCaMu coeauHeHus. Ecnn ncnonb3yetca nonb3oBaTenbckoe UMs, Hanpumep,
org.share.linux, TO €ro BnagenbLemM MOXeT ObiTb COEAUHEHNE C HEKOTOPbIM YHUKANbHbIM
nmeHeM. [pyrne npouecchl (COOTBETCTBEHHO C APYTMMWN YHUKANbHbIMWU MMEHaMU COeANHEHWUIA)
Takke MOryT 3anpocuTb A4OCTYN BrageHns aHHbIM UMeHeM. B 3aBMCUMOCTM OT HAacTPOEK MOXeET
NPOM3ONTWN KaK 3amMeHa BnagernbLa, Tak U yCTaHOBKa ero B odyepedb Ha Bnagexue. Npu atom
Korga TeKywmin BragerneL, ocBoboauT JaHHOEe UMS (OTKIKYMTCS OT LWKHbLI), TO BNagenbLuemM cTaHeT
crnegytollee no CNUCcKy coeguMHeHue (ecnm Takue ectb). BaxHo, 4To MMeHHO Bnageneuy, T. e. coegu-
HeHWe 1 COOTBETCTBYIOLLMI eMy npouecc, byaet obpabaTtbiBaTb agpecoBaHHOE AAHHOMY UMEHU
(cepBucy) coobueHme. B gononHeHne K OTBETY MCTOYHUKY coobuieHna method call Hello
npoucxoanT hopmmnpoBaHue curHana signal. D-Bus dpopmupyeT curHan NameAquired (T.e.
ncTodHMKom siensietca D-Bus), koTopbin coobuaeTt, yto nmsa (B gaHHoM criydae UCN) nony4deHo.

Hanee Aans nonyyeHus BnageHus HEeKOTOpbIM nMeHeMm (cpbyHKUMA
dbus_bus_request_name) dopmupyetrca coobuleHne method call RequestName
cepsepy D-Bus. Npu aTom MoryT ncrnonb3oBatbCcd cnegyouime dnaru:

- paspewnTb 3aMeHy Briagensua. OTHOCUTCH K AaHHOMY CepBUCY — eCnn Apyroe coeau-

HeHne noTpebyeT 3aMeHUTb Bnagenbua, To 3TOT onar paspeLumT BbINOMHUTL CMEHY C

Yy4EeTOM METOK U LIeSTOCTHOCTMU;

- 3amMeHuTb Briagensua. Ecnu paspelueHa 3ameHa, 10 OH ByeT 3aMeHeH y paHee co3faH-

HOro cepBuCa;

- He CTaBuTb B o4Yepenb, ecnu Bnagenbla Henb3s cendac 3ameHuTb. VIHaye paaHHoe

coeuHeHue BCTaHET B KOHeL, odepeau, 1 Korga dyayT ocBoboxaeHbl Bce Bnagernblbl —

OHO CTaHeT Bnagenbuem.

Ecnun 3ameHa BO3MOXHa, TO Bbl3blBaeTcs ApanBep-pyHKUNA RequestName. [locne cme-
Hbl Briagenbua cepBuca opmupyeTtcs curHan NameOwnerChanged. [locne ocBoboxaeHus

UMeHn popmmupyeTtcsi curHan NameLost.

4.7.4. O6beKTbl U CYyOBbEKTbl CUCTEMBI
B pamkax D-Bus obbektamun n cybbektamm ABNAKOTCA CYLLHOCTW, COMNOCTaBEHHbIE C

MMeHaMW COeqUHEHWUIA 1 CepBUCOB (T. €. YHUKaNbHbIMWU UMEHaMU 1 OBLLEN3BECTHLIMIU UMEHaMK).
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CoOOTBETCTBEHHO, KaXaoe coeanHEHNE MMEET CBOKO MeTKy 6e3onacHocTn. Kpome atoro, npu co3na-
HUK cepBuca (Mony4vyeHns UMeHn Yepes dbus_request_name), a TakkKe CO34aHUN YHUKANbHOIO
MMEHM NPOUCXOOUT Ha3Ha4YeHne M MeTkn BesonacHocTn. CBeageHns o MeTkax 6es3onacHocTH
coaepxarcsa B xawWw-Tabnuue, rae Kaxaomy MMeHN COOTBETCTBYET MeTka GesonacHocTu. Npu ocso-
00oXOeHUM UMeHN, Korga nocnegHuin Bnageney, yxoauTt n3 odepeaun Unu KnnmeHT OTCoeanHsaeTcs
OT LUMHBI, BLIMOMHAETCA yaarieHne COOTBETCTBYHOLLEN 3anucu Tabnuubl (Npy MCNonb30BaHUK
LOCKED-HacTponku MmeTka 6e30nacHOCTU oCcTaeTcs).

lMpoBepka pdp AOCTyNa OCYLIECTBASIETCSA NPU CreayoLmnx cobblTUsX:

- NMPUHATUE PELLEHNS O OOCTaBKE COOOLLEHMSI B 3aBUCUMOCTIN OT €ro Tmna;

- Nnony4YeHue BnageHusi CEpBUCOM;

- BbINONHeHna metogoB aemoHa D-Bus.

Kaxgoe coeanHeHne npu cBOEM co3faHun (NONMYyYEHUN YHUKANbHOrO MMEHN) NonyyaeT

COOTBETCTBYIOLLYIO METKy 6e30MacHOCTM Ucxoas N3 MeTkn 6e3onacHoCTM cokeTa.

4.7.5. AnropuTM NpoBEepPKU METOK AJIAl pa3fIudHbIX COOOLLEHUN U PEXUMOB paboTbl

B3anmopgencteune no wnHe D-Bus MOXHO pa3genuTb Ha aBa Tuna:

- COObLEeHNa Mexay cepBmcamMmm N COEANHEHNAMM;

- coobueHus, agpecoBaHHble aemoHy D-Bus. 3aecb npeacraBneHbl CepBUCHbBIE COObLLIE-

HWS, KOTOPbIE MO3BOMAIOT NOsyyYaTb MHPOPMaLMIO O APYrMX cepBuUcax U CoegUHEHUaX Ha

wuHe. T. e. B napameTpax CoobLIEHNA MOXET ObITb YKa3aH 3afaHHbIN CepBUC, UHOPMa-

LU0 O KOTOPOM HEODXOAMMO MOMYYnTb.

Ona coobuweHnn mexagy cepBMcaMnM M COEAUHEHUAMUM UCMONb3yeTcss yHKUMA
bus_pdplinux_allows_send(). [1pu wmnpokoBeLaTesibHOMW paccblyike CUrHanoB Takke npo-
NCXoOUT NpoBepPKa Kaxaoro coobLLeHns.

Ona coobLeHnn, agpecoBaHHbIX  OEMOHY D-Bus, ncnonb3yeTca CHa-
Yyana dyHKUMS bus pdplinux allows_send(). OHa onpegenaetr BO3-
MOXHOCTb  OThnpaBknm  coobweHns Ha  D-Bus. 3atem  Bbi3biBaeTcs  (QyHKUMS
bus_pdplinux service_allows_connection_to service € 3agaHHbIMXM NapameT-
pamu, KoTopada onpegensieT BO3MOXHOCTb BbINOSTHEHNSA TEX UMN UHbIX METOA0B.

Ona meTtoooB service_exists, get_service_owner, list_queued_owners,

get_connection_unix user, get_connection unix process_id,
get _adt audit session data, get connection selinux security context,
get _connection pdplinux_security context helper, introspect,

bus_driver_handle _get_id ”n Op. B 3aBUCUMOCTW OT HaCTpPOEK MNpoBepsAeTcA BO3MOX-
HOCTb AocTyna READ (TOS_READ) K 3aJaHHOMY CEPBUCY.
[na metoga list_queued owners BbIBOAATCS TONMbKO Te BnagenbLbl, MeTka 6esonac-

HOCTU COEAWHEHUS] KOTOPbIX MEHbLLE, YeM Yy COeAUHEHUs, cO3OaBLUEro AaHHoe cooblueHne
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(T.e. BbI3BaBLWIEro MeToq). Hannume npuBunernn MoxeT paspeluatb AaHHbIA BbI30B B Criyvae
HEBbINOSTHEHUS MOCEAHEro yCrosus.

[lna metoga 1list_services BbIBOOUTCSA MHOpMaLMA TONbKO MO TEM CepBuUcaM, MeT-
Ka 6e30nMacHOCTM KOTOPbIX MEHbLLIE, YEM Y COEANHEHNS, CO3aaBLUEero AaHHoe coobuieHne (T.e.
Bbl3BaBLLEE MeToA). Hannumne npmBmnernin MoryT paspeluatb AaHHbIA BbI30B B CllyYae HEBbIMNOJ-
HEeHWS NocnegHero ycrioBus.

[Ona nony4vyeHus BnageHWa cepBUCOM B MeTodax acquire_service, add_owner,
swap_owner  (QYHKUMA bus_pdplinux_service_allows_connection_to_service
BbI3bIBAETCA C YyKasaHMeM nceBaogocTyna ETOS_ADDOWNER (Ons acquire_service
ucrnonb3dyercad ETOS_ADDOWNER _ACQUIRE_SERVICE), KoTopas B  3aBUCUMOCTM  OT
HacTpoeK napametpa KoHpurypaumm <pdplinux_allow_different_owners>
(BUS_CONTEXT PDPLINUX_GET pdplinux_allow_different_owners) NpoBepsieT Hanu-
yme MNoTEeHUManbHbIX BNagenbLUeB B o4yepean ¢ MeTkonm 6e30nacHOCTU, OTIIMYHOW OT METKU
©esonacHocTu cepeuca. Ecnv napameTp pdplinux_allow_different_owners YCTaHOBJIEH,
TO BO3MOXHO MoryyeHne BnageHns cepBuUcoM.

[1ns HenocpeACTBEHHOM MPOBEPKN BO3MOXHOCTU 3aMeHbl Briagenbla cepsruca Mmoanuum-
poBaHa (PyHKUMS bus_service_get_allow_replacement (), KOTOpas BbINOMHAET NPOBEPKY
LEeNOCTHOCTU M He MO3BONSAET NPOBOAMTL COOTBETCTBYIOLLYIO 3aMeHy B Criydae, ecrnv LUenocTHOCTb
cepsuca BbllLe LIENOCTHOCTN HOBOIO BriagernbLa.

Mpn nepecbinke coobLieHnn Hapagy ¢ nony4vatenem CoobLEHNS MOXET NPUCYTCTBOBATb
coeanHeHne eavesdroping. Npn aToM coobLueHne agpecyeTcs He TONbKO MCTUHHOMY Nosyya-
Tern, HO 1 NepeHanpaBnseTcs Ha OOMOMHUTENbHOE COeaUHEHME, KOTOPOEe MOXET ObiTb CO34aHo,
Hanpumep, nporpammon dbus-monitor.

[Ona kaxgoro Tuna coobLeHns opMuMpyeTcs COOTBETCTBYHOLMIM BMA AocTyna. [Ona
method_call NpuMeHsieTcs OOCTyn exec. [ns 3TOro cpaBHMBAKTCA METKM 6e3omacHOCTuM
MCTOYHMKA COOBLIEHNA N COOTBETCTBYIOLLIErO CepBuUca, COBMaJaloLero ¢ ero Tekywmm Bna-
penbuem. Ecnn meTkm 6e3onacHOCTU paBHbl, TO AOCTyn paspelwlaercs. Haye BbI3blBaeT-
ca PyHKUMA bus_pdplinux_allows_execution (), KOTopas paspellaeT HU3KOYPOBHEBbLIM
obbekTam 3anyck pyHKuMi obbekTa Oonee BbICOKOrO YpoBHSA. Ecnmn 3anyck 3anpelleH, TO
npoBepaAlTCA npusuniernn. Hanpumep, ecnu cepBUC, METO KOTOPOro 3arnyckaeTcs, ume-
eT npusunermn 0x30, TO 3anyck paspellaeTcd. Takke CywecTBYeT BO3MOXHOCTb 3arnyc-
Ka MeToda, ecnv CoeduMHeHue norydatenb MMeeT MeTKy ©6e30macHOCTM ehole B hyHKUMK
bus_pdplinux_allows_execution helper().

[Ons method_return, error, signal nony4yartenb COOOLEHNS CUUTBIBAET AaHHbIE U3
NCTOYHUKA. Takum 06pa3oM OHM MEHSIOTCA MecTaMu (nony4dartenb sSIBNAETCS CyObekTOM, MCTOYHMK

— 0ObeKTOM) M A0CTYN Ha3HayaeTcs paBHbIM read. MpoBepka pdpl permission().
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4.7.6. NMpusunernn npouecca dbus-daemon

YctaHoBKa npusunernn npouecca dbus—-daemon 3aBUCUT OT YCTAHOBKM napameTpa cbop-
KW —-enable-audit/--disable-audit. 310 BneyeT 3a cobon define: HAVE LIBAUDIT
(--enable-libaudit).

B cnyyae, ecnn HAVE_LIBAUDIT onpegeneH, TO BCreactBue AopaboTku OyHK-
umMn dbus_change_ to_daemon_user B (pamnie audit.c B TOYKY CUUTbIBAHUS MPUBU-
nermm CAP_AUDIT WRITE pobaBrneH KoA CYuTbiBaHUSA PERMITTED (CAPNG_PERMITTED)
npuBunernn npouecca B nepemMeHHble dnaroB have cap_override, have_ cap_ptrace,
have_cap_admin (419 COOTBETCTBYOLLMX NpuBMMIeErni). Ecnu saHayeHme aaHHbIX NepeMeHHbIX
true, TO Npon3BoanTCcya yctaHoBka CAP_DAC_OVERRIDE, CAP_SYS_ PTRACE, CAP_SYS_ ADMIN
npueunerMn anga npouecca dbus-daemon. BeinonHserca gns obecnevyeHns BO3MOXHOCTU LOCTY-
na dbus-daemon K MMeHaM NpoLECCOB.

B cnyyae, ecnun HAVE_LIBAUDIT He onpegeneH (--disable-audit), TO
npoussoantca  obpabotka  dyHKuMM  dbus_change_to_daemon_user B  (panne
dbus-sysdeps-util-unix.c. lNpn atom pobGaBneH yHKUMOHAN, MO3BONSAKOLWMA CKOMU-
poBaTb BCE NMpuBUNErMU npouecca U3 CAP_INHERITABLE B CAP_EFFECTIVE (npu yCrioBuw,
yTo dbus 3anyLieH OT UMeHu nonb3oBaTtens root). [pegnonaraeTcs nonyvyeHue NpuMBUIeErni
CAP_SYS_ADMIN CAP DAC_OVERRIDE CAP_SYS PTRACE ANl CYMTbIBAHUS UMEHM NpoLiecca.
[aHHble npuBunernn npeaBapuTENbHO YCTaHaBMMBAKOTCHA C WUCMOMNb30BaHMEM systemd B
KOH(urypaumoHHom cdamne dbus . service:

# AmbientCapabilities=CAP_SYS_ADMIN CAP_DAC_OVERRIDE CAP_SYS_PTRACE
# SecureBits=keep-caps

B Hactoswmn MomMeHT napameTpbl AmbientCapabilities M SecureBits B
dbus.service 3aKOMMEHTUPOBAHbI N UCMonb3yeTca HAVE LIBAUDIT. Takke npu UCNOSib-
30BaHMM HOBOro systemd BO3MOXHO ucnonb3oBaHne PARSEC npuBunernn gns npouecca
dbus. socket:

CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK PARSEC_CAP_IGNMACCAT PARSEC_CAP_IGNMACLVL

4.7.7. PaclumpeHHoe yrnpaBrieHne nosiMTuKkamm
4.7.7.1. KoHdurypaumoHHbIn chann
OCHOBHbIMU CeKLUMsIMU KOHpurypaumoHHoro ganna D-Bus system.conf gasnstoTtcs

<busconfig> (KOpHeBas cekuus), <type> u <policy>.

Mpumep
KoHdurypaunoHHbii dpann wunHbl accessibility

<!DOCTYPE busconfig PUBLIC "-//freedesktop//DTD D-Bus Bus Configuration 1.0//EN"
"http://www. freedesktop.org/standards/dbus/1.0/busconfig.dtd">
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<busconfig>
<type>accessibility</type>
<servicedir>/usr/share/dbus-1/accessibility-services</servicedir>
<auth>EXTERNAL</auth>

<listen>unix:tmpdir=/tmp</listen>

<policy context="default">

<!-- Allow root to connect -->

<allow user="root"/>

<!-- Allow everything to be sent -->

<allow send_destination="*" eavesdrop="true"/>

<!-- Allow everything to be received -->

<allow eavesdrop="true"/>

<!-- Allow anyone to own anything -->

<allow own="*"/>

<deny send_interface="org.ally.atspi.Text" send member="GetStringAtOffset"/>

<deny send_interface="org.ally.atspi.Text" send member="GetText"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetTextBeforeOffset"/>

<deny send interface="org.ally.atspi.Text" send member="GetTextAtOffset"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetTextAfterOffset"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetCharacterAtOffset"/>

<deny send interface="org.ally.atspi.EditableText" send member=
"SetTextContents"/>

<deny send_ interface="org.ally.atspi.EditableText" send member=
"InsertText"/>

<deny send interface="org.ally.atspi.DeviceEventListener" send member=
"NotifyEvent"/>

<deny send interface="org.ally.atspi.DeviceEventController" send member=
"RegisterKeystrokelListener"/>

<deny send interface="org.ally.atspi.DeviceEventController" send member=
"RegisterDeviceEventListener"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=
"GenerateKeyboardEvent" />

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=

"GenerateMouseEvent" />
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<deny send interface="org.ally.atspi.Document" send member=
"GetAttributevalue"/>

</policy>

Cekuua <policy> onpegenseT nonutuky 6e3onacHocTun, KOTopasi AOMKHA NPUMEHSTLCA
K KOHKPETHOMY Habopy NOAKIYeHUn K wuHe. MNMonutuka coctomT n3 npasun <allow> (pas-
peweHne) n <deny> (3anpert). Nonntuka, Kak npaBusno, 3agaetca And CUCTEMHOWN LUMHbI U
ncnonb3yeTcsa Ansa paspeweHuns nmbo 3anpeta nepegadm coobLLEHNI.

CuctemHasa WwmHa MMmeeT NOonUTUKY NO YMOSYaHuIo, KOTopas 3anpeLlaet OTnpaBky Co-
obuweHun TMna method_call u nonyyYyeHue BnageHusi cepencamm Ha wmHe (own). OcTtanbHble
AENCTBUS, B YaCTHOCTU, OTBETbI Ha CO0bLLEHUA (reply), MOMYyYEeHNE OWNOOK (error) U CUTHANOB
(signal) N0 yMONYaHUIO B NONNTUKE pa3peLleHbI.

Taknm obpa3om, NpeanodTUTENbHEE peanun3oBbiBaTb CUCTEMHbIE CYXObl B BUae Hebonb-
LUKMX, LeneBbIX NporpamMMm, KoTopble paboTatT B 04HOM npouecce 1 TpebytoT ogHOro obLen3BecT-
HOro UMeHu (MMeHU cepBuca) Ha LWnHe. B pesynkrate ansa onpegeneHns NonNUTUKN OCTAaTOYHO
Oyoet co3gatb <allow>-nNpaBuna Ang paspeleHnin Tuna own, YTobbl NO3BONNTL NpPOLECCaM CO-
3a0aBaTb COOCTBEHHbIE CEpBUCHI, N 06aBUTL NapaMeTp send_destination, 4ToObl paspelwmnTb
TpadunK OT HEKOTOPLIX UM BCEX NONb3oBaTeNen K JaHHbIM CepBUCaM.

Cekummn <policy> HasHa4yaeTCs OA4MH U3 YeTbIpeX NapaMeTpoB:

context — BO3MOXHble 3Ha4yeHusa: default, mandatory;

at_console — BO3MOXHble 3Ha4YeHUA: true, false;

- user — UM4 Nosib3oBaTeNs UNU ero naeHTUgUKaTop;

- group — UMS rpynnbl UNu ee naeHTudunkaTop.

MonNnTnKN NPUMEHSIIOTCH K COeAMHEHNSAM B crneyoLlem nopsake:

1) all context="default";

2) all group="connection’s user’s group";

3) all user="connection’s auth user";

4) all at_console="true";

5) all at_console="false";

6) all context="mandatory".

[MopsiaoK NpMMEHEHNSA NOMUTUK UBMEHSAETCH B TOM Ciyyae, Korga NnonuTUKK nepecekarTcs
MO YCOBUSIM NpUMeHeHUs. HeCcKonbKo NONUTUK C TEM e nornb3oBaTeneM/rpynnon/KOHTEKCTOM
NPUMEHSAIOTCA B NOpsiAKe UX MOSBMEHUSA B KOHpUrypaumMoHHOM dhaunne.

Bo3moHble napameTpbl NpaBun NONMTUK NpueeaeHsl B Tabnuue [9) MapameTtpbl npasun

<deny> onpegenawTt HeobXxoQMMOCTb 3anpeTta yka3aHHOro B napametpax coobLLEeHMS.
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MNapameTp

OnucaHue

send_interface

Nms nHTepdeinica otnpaBuTens coobLeHns

send_member

Nms meToga unm curHana otnpaBuTenst coobLLeHUs

send_error

imsa owmnodkm

send destination

B kayecTBe 3Ha4YeHMs1 ykasblBaeTCs NMS.

Onsa npaBuna <deny> napameTp O3Ha4aeT, YTO COOOLLEHNS HE MOTyT
ObITb OTNPABMNEHbI BNagenbLeM aHHOMO MMEHW, a He AaHHOMY CEepBUCY.
To ecTb, ecnv coeauHeHne Bnaaeet cepBucamm A, B, C, n otnpaeka k
A 3anpeLueHa, To oTnpaeka k B nnu C Ttarke OygeT 3anpelyeHa

send_type Bo3moHble 3HadeHua: method call, method return, signal u
error.
3agaeT TMN UcxogsaLlero coooLeHmns

send_path MyTb BMOa /path/name oTnpaButens coobLueHns

receive_interface

Nma nHtepdenca nony4yaTtenst coobLleHns

receive_member

Mmsa metoga unu curHana nony4varensa coobLeHus

receive_error

Nmsa ownmbku

receive_sender

B kayecTBe 3HaA4YEHUs yKa3biBaETCH UMSI.
[ns npaBuna <deny> napameTp O3Ha4aeT, YTO COOBLLEHNS HE MOTyT
OblTb NOMyYeHbl BNagenbLeM AaHHOrO MMEHU, a He AaHHbIM CEPBUCOM

receive_type

Bo3moxHble 3HayeHus: method_call, method return, signal u
error.
3apaet Tmn nony4yaemoro coobLeHus

receive_path

MyTb BMAa /path/name nonyyarens coobeHns

send_requested_reply

BoamoxHble 3HayeHus: true, false.

MapameTp paboTaeT aHanorM4HoO napameTpy eavesdrop: pa3peLwaeT
unu 3anpewaet (<allow> unu <deny>) coobLieHne, nory4yeHHoe B
KayecTBe oXugaemoro oTeeTa (requested_reply), COOTBETCTBEHHO,
npegLlecTsyeT aToMy cooblieHne BbidoBa MeToga (method_call).
[aHHbIV NapamMeTp akTyarneH TOMNMbKO OJ1s1 OTBETHbLIX COOOLEHWI (error
W method_return) U urHopupyetca ons Apyrnx TUNoB COOBLLEHNIA.
Ona npasuna <allow> 3Ha4yeHne napameTpa
send_requested_reply="true" 4dBNdeTcA 3HayYeHMeM 1o
YMOMYaHUIO M YyKasblBa€T Ha TO, YTO TOMbKO 3arnpoLUeH-
Hble OTBETbl paspelweHbl MpaBuroM. 3HadeHne napameTpa
send_requested_ reply="false" 0O3HayaeT, YTO NMpaBuUIo MO3BO-
nsaet nobon OTBET, AaXe ecnv OH He oXugarncs.

Onsa npasuna <deny> 3HayeHue napametpa
send_requested _reply="false" 4dBndeTcd 3HayYeHMemM 1o
YMOMYaHUIO M YyKasbiBaeT Ha TO, 4TO npasuro paboTaer Tofb-
KO korga OTBeT He Obil  3anpoweH. 3HadyeHMe napamMeTpa
send_requested_reply="true" yKasbiBaer Ha TO, 4YTO Tnpa-
BUNNo pabotaeTr Bcerga, He3aBUCUMO OT COCTOSAHUSA OXuAAHUA
oTBeTa

receive_requested_reply

AHanorn4yHo napameTpy send_requested_reply
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OkoHyaHue mabnuue! 9

MNapameTp Onwncanune

eavesdrop BoaMoOXHble 3HavyeHus: true, false.

MpocnywwmnsaHue (Eavesdropping) Bo3HMKaeT, korga NnpuoXxXeHue no-
ny4aet coobLleHne, agpecoBaHHOE CEepBUCY, KOTOPbIM He Bnageet
NPUNoOXeHne, NN OTBET Ha Takoe coobLueHne.

[na npaBmn <allow> 3HayeHWe napameTpa eavesdrop="true" yKa-
3bIBaeT Ha TO, YTO NpaBuno ByaeT NPUMEHSITLCA AaXe KOorga OoCyLUecTB-
nsieTcs npocnylwmnBaHne. 3HayeHe napameTpa eavesdrop="false"
3agaHo Nno ymMon4aHMKo 1 O3Ha4aeT, 4YTO NpaBuIio pa3pellaeT 1e C000-
LeHnd, KoTopble JOCTaBnalTCa TONbKO yKasaHHOMY nony4yarento.
Ona npaeBun <deny> 3HadyeHWe napameTpa eavesdrop="true"
yKasblBaeT Ha TO, YTO npaBurio OyaeT MNPUMEHHATbCS TOMbKO TO-
rga, Korga BbINOMNHSAETCA npocnyluBaHue. 3HaveHWe napameTpa
eavesdrop="false" 334aHO NO yMONYaHWIO N O3Ha4YaeT, YTO Nnpa-
BUNO NPUMEHAETCA Bceraa, AaXke Koraa He OoCcyLLeCcTBNAETCA Npocny-
LiMBaHue.

MapameTp eavesdrop MOXHO KOMBUHMPOBATL TOMBKO C NpaBuiamm
TMNa npuvema u nepegaym (send_* N receive_*)

own Nmsa

own_prefix B kayecTBe 3HauYeHUs ykasblBaeTCs NMS.

MpaBuno <allow own_prefix="a.b"/> no3Bonser BrageTb
UMEHEM a.b unn nobbiM MMEHEM, HadMHawwumcs ¢ a.b, Ha-
npumMmep, 93TO BbINONHAETCA And a.b.c UMM a.b.c.d, HO He
BbINOSHAETCA ANA a.bc WnNM a.c. AKTyanbHO, KOrga CepBUCHI,
HanpumMmep, Telepathy U ReserveDevice, onpegensdwT 3Haye-
HUA CepBUCOB ANA nogaepeBbeB OOLLEN3BECTHLIX WMEH, Hanpu-
Mep: org.freedesktop.Telepathy.ConnectionManager.
<OPOU3BOJILHOE IPOOOJIKEeHUuEe> 7 org.freedesktop.
ReserveDevicel .<npou3BOJIbLHOE INPOLNOJIKEeHUE>

user B kauecTBe 3HayeHUs ykasbiBaeTcs MMS NoNb3oBaTens.
MpaBuna <deny> O3HA4aloT, YTO AaHHbIA NOMb30BaTeNlb HE MOXET
NOAKMNIOUYUTBLCA K LLIMHE COOBLLIEHUI

group B kauecTBe 3HaYeHus ykasblBaeTcs UMS rpynnbi.
[leicTBMe NapamMeTpa aHanorM4yHo napameTpy user

He umeeT cmbicna 3anpewiatb nonb3oBaTensa Unu rpynny BHYTPU cekummn <policy>
— 3anpeT nosnb3oBaTensa/rpynnbl MOXET ObiTb TONMBbKO B NOMUTUKE context="default" wunu
context="mandatory".

OT1penbHoe npasumo <deny> MOXeT coaepxaTtb KOMOBMHaumnn na-
pamMeTpoB. B JaHHOM cny4ae 3anpet BbINoOSIHAETCA TONbKO Torga, KO-
roa BCE napameTpbl COOTBETCTBYHOT COO0LLEHNIO. Hanpumep, npasuno
<deny send interface="foo.bar" send destination="foo.blah"/> 3anpeLa-
eT COO6UJ,eHI/1$I C I/IHTepCbeVICOM foo.baru YKa3aHHbIM UMEHEM CepBUCa foo.blah.

Henb3s BkNo4aTh 0OAHOBPEMEHHO NapameTpbl send_* U receive_* B OOHO NpaBumo.
Heo6xoaMMo C OCTOPOXHOCTBIO WCMOMb30BaTb MnapamMeTpbl send_interface MU
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receive_interface, T.K. None nHtepdenca B coobLLeHnaxX He aBnsieTca obasaTtenbHbiM. B
YaCTHOCTU, HENb3A yKkasbiBaTh <deny send_interface="org.foo.Bar" /> — gaHHoe npasu-
N0 NpMBEAET K TOMY, YTO coobueHns 6e3 nHTepdenca byayT 3abnokMpoBaHbl Ans BCEX CEPBUCOB.
Bcerga Heobxoaumo ncnonb3oBaTtb NpaBuIio B cneayrouwen dopme:

<deny send interface="org.foo.Bar" send destination="org.foo.Service"/>

Mpumephbl:

1. <deny send_destination="org.freedesktop.Service"
send_interface="org.freedesktop.System" send member="Reboot"/>
2. <deny send_destination="org.freedesktop.System"/>

3. <deny receive_sender="org.freedesktop.System"/>

4. <deny user="john"/>
5

<deny group="enemies"/>

4.7.7.2. DopMmupoBaHue KIMEHTCKUX MOSIMTUK U3 NOSIUTUK LLUUHbI
O6paboTtka hbanna koHurypaumm n cantTbiBaHMe annoB HaCTpoeK, B TOM Yucre no-
NUTUK B parent. Ecnu B 06paboTymke Bo3HMKAET owmnbKa, TO PyHKUMS Bo3BpawiaeT NULL u,

COOTBETCTBEHHO, HNYEro He CHUTbIBAETCA.

Mpumep
get_correct_parser ->
bus_context_new ->
bus_context reload config ->

include_file ->

bus_config load (const DBusString *file,
dbus_bool_t is_toplevel,
const BusConfigParser *parent,

DBusError *error)

MHnumnanumsauma obpabotymnka B pyHKUMN XML, _SetElementHandler:

expat_ StartElementHandler -> bus_config parser start_element ->
start_policy child -> append rule from element

Mpn aHanmse BbI30BOB (hOpMMPOBAHME MOMUTUK MPOUCXOANT Creaytowmm obpasom:
bus_driver_ handle hello ? bus_connection complete
process_config every time ? Dbus_connections reload policy
bus_connections_ reload policy unu bus_connection_ complete ->
bus_context create client policy -> bus _policy create client policy

dyHKUMA bus_policy create_client policy pasbupaer MOMUTUKA  LUKHbI

BusPolicy * U co3gaeT BusClientPolicy* ncxogd ns coeguHeHmns DBusConnection *.



53

Takmm obpasom BusPolicy * Ha ocHoBe DBusConnection *  COOTBETCTBYET

BusClientPolicy*.
4.8. CpeacrtBa ynpasrneHusa maHaatHbimu MNP

[nsa ynpaeneHnst mangatHeiMu MNP ncnonb3ytotes criegytowme rpadonyeckme yTunuTbl:

- fly-fm («MeHemxep dannoB») — ynpaBneHme MaHgaTHbIMK aTpubytamu annos;

- fly-admin-smc(«YnpaBneHme nonmTnkon 6e3onacHoOCTU») — ynpasneHne npoToKo-

nMpoBaHMeEM, NPUBUIIETMSMN N MaHOaTHbIMKM aTpubyTamn nonb3oBaTenen, pabota ¢

nonb3oBaTeNsiMn 1 rpynnamm.

Bonee nogpobHoe onucaHne yTUnnT CM. B 3NEKTPOHHOWN CrpaBKe.

[ns ynpasneHna mangatHeiMu MNP B pexxume KoMaHAHOW CTPOKU UCMNOSb3YOTCA cneny-
owme yTUnuTbl:

- pdpl-file — ynpaBrneHue MaHaaTHbIMU aTpubytamu caiinos (cm. 4.8.1);

- pdp-id— oTobpaxeHne MaHaaTHbIX aTpubyToB ceccun nonb3osatenst OC (cm. [4.8.2);

- pdp-init-£fs — CKpUNT MHMUMANU3aLMN MaHgaTHbIX atpudyToB ®C (cm. [4.8.3);

- pdp-1ls— BbIBOA aHanorm4yHo ctaHgapTHOW KomaHge ls nHdopmaumm o cannax c

oTobGpaxxeHnem mMaHgaTHbIX aTpmbyToB (cMm. (4.8.4);

- pdpl-ps— ynpasneHve maHgaTHbIMK aTpubyTamu npoueccos (cMm. 4.8.9);

- pdpl-user— ynpaBneHne AonycTMMbIMU MaHAATHBIMU YPOBHAMUN N KaTEropusiMm nonb-

3oBatenei OC (cm. [4.8.6);

- sumac— 3anyck npowecca ¢ 3afaHHbIMM MaHOaTHbIMW YPOBHEM W KaTeropuemn B oTaeNb-

HoW rpacunyeckon ceccum (cm. [4.8.7);

- userlev — nameHeHve B[] maHgaTHbIX ypoBHeli (cm. 4.8.8));

- usercat— n3meHeHue B[] maHaaTHbIX kateropuii (cMm. [4.8.9).

[na coBmectumocTu ¢ npeablaywmnmm sepcnamm OC coxpaHeHbl cnegyowme yTunuThbl
KOMaHLHOW CTPOKWU ANs ynpasneHns maHgatHeimu MNPL;

- chmac — ynpaeneHve MaHgaTHbIMK aTpubytamu daiinos (cm. 4.8.10.1);

- 1sm— BbIBOA aHANOrM4YHO CTaHOAapPTHOM KOMaHae 1s nHdopmaumm o dannax ¢ otobpa-

)XeHneM MaHAaTHbIx atpubyTtoB (cm. [4.8.10.3);

- macid— oTobpaxeHne MaHAaTHbIX aTpubyToB ceccum nonb3osatens OC (cm. 4.8.10.2);

- psmac— ynpaBsreHue MaHaaTHeIMU atpubytamu npoueccos (cM. [4.8.10.4);

- usermac— ynpasneHve 4oNyCTUMbIMA MaHOATHBIMU YPOBHAMU N KaTErOpUsSMU Monb30-

sarenei OC (cm. [4.8.70.5);

- getfmac— nonyyeHue metok 6esonacHocTu cainosbix o6bekToB (cMm. [4.8.10.6));

- setfmac— M3MeHeHne MeTok Ge3onacHocTu annoBbix o6bekToB (cm. 4.8.10.7).
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4.8.1. pdpl-file

CwuHTaKcuc:
pdpl-file [omnmuu]...[ypOoBeHb] [ :ypoBeHb LeJjyiocTHOCTHU] :kKaTeropusl[ :dnaru]]] [darnin]
KomaHaoa pdpl-file nameHsieT mangatHble atpubyThl doarnos OC, KoTopble BKNHOYaKT
MeTKy 6e30nacHOCTU 1 cneuuanbHble MaH4aTHble aTpubyThl hanna.

Onuuu npueegeHbl B Tabnuue [10]

Tabnuuya 10

Onuus OnucaHue

-f, —-silent, -—quiet | He BbiBOANTb coobLleHM 06 olmbkax

-v, -—verbose BbiBOOUTb AnarHocTMyeckne coobLLeHns Ansa Kaxaoro danna

-c, -—changes To Xe, YTo U ——verbose, HO coobLaTb TONbKO 00 N3MEHEHUAX

OObegnHNTL TEKYLLYI0O METKY Ge3onacHocTu chaina ¢ 3a4aHHON B Ka4ecTBe

-u, ——unite
aprymeHTa

BbluecTb 13 TekyLlen MeTkn 6e3onacHocTn danna 3agaHHy B KadecTse
-8, ——subtract yu ® A y

aprymeHTta
-R, -—recursive MpyMeHNTb pekypcnBHO
-r, ——reverse Cravana dannbl B MPeKTOpUn, NOTOM OUPEKTOPULO
-h, --help BbiBecTu cnpaBky 1 BbINTH
--version BbiBeCTM MHOPMALINIO O BEPCUN U BBINTU

ypOBeHb N KaTteropmna moryT ObITb 3ag4aHbl UMEHEM NN wectHaguatepnyHbiM 3Ha4YEHNEM.

Mpumep
pdpl-file -Rv Cexkperno:0:Kareropus_ A /tmp

[aHHaga komaHaa pekypCcuUBHO NS BCcex (hannos katanora /tmp M3MEHUT YPOBEHb Ha
CekpeTHO W KaTeropmto Ha Kareropusi_A (YPOBEHb U KaTeropus AomkHbl 6bITb onpegeneHsl B
cucteme).

®narn ccenr, ehole n whole (CMm. MOryT ObITb 3afaHbl 3HaYEHNEM UMM UMEHAMM

yepes 3anaTylo.

Mpumep
pdpl-file 2:0:0:ccnr /tmp

4.8.2. pdp-id
CwuHTakcuc:
pdp-id [onuuwu]
KomaHga pdp-id BbIBOOUT MaHOaTHble aTpubyThl ceccumn nonb3osaterns OC.

Onuum npueeneHbl B Tabnuue [11]
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Tabnuuya 11
Onuusa OnuncaHue
-1,--level BblBECTM TOMNBKO MaHAATHbIA YPOBEHb KOHMAEHUNANbLHOCTH
-i,—-ilevel BblBECTM TOMBKO MaHAATHLINA YPOBEHL LEENOCTHOCTU

-c,--categories | BblBeCcT Tonbko MaHgaTHYHO KaTteropmm

-r,--categories | BbiBecTu Tonbko ponu

-n,--name Onsa onuuin -1c BLIBOAUTL UMEHA BMECTO YNCITOBbIX 3HAYEHUN
-h,--help BbiBeCcTu cnpaBky 1 BbINTH
--version BbiBeCTV MHpopMaLnio 0 BEpCUUN U BINTH

|_|pl/l OTCYTCTBUN onuunin BbIBOAUT CTPOKY TeKYLLUUX MaHOaTHbIX CBOWCTB.

Mpumep
pdp-id
YpoBeHb kOHP: CexpeTHO YpoBeHb LesiocTHOCTH: 0 Kareropum: Kareropus_ A
B atom npumMmepe Tekyllas ceccusa rnosb3oBatens MMeeT YpoOBEHb CEKPETHOCTU CeXpeTHO,

MWHUMaSbHbIA YPOBEHb LIENTOCTHOCTU U KaTeropuio KaTeropusi_A.

4.8.3. pdp-init-fs

CuHTakcuc:
pdp-init-f£fs

CKpunT mMHMUManuaaumm maHgatHbix atpmbytoB ®C pdp-init-fs BbI3biBaeTcs npu
MHULManNu3aumm n nepesanycke CUCTeMbl A4S YCTaHOBKM KOPPEKTHbIX MaHOATHbIX aTpubyToB Ha
cucTeMHble hannoBble 06bEKTHI (harnnbl U KaTanoru), HadnHa ¢ KopHsa OC.

CkpunT pacnornaraetcs B kararnore /usr/sbin 1 JOCTyNeH A8 NPaBKU TOMNbKO agMUHU-
cTparopy.

BHUMAHUE! HacTtosiTenbHO He pekoMeHOyeTCs BHOCUTb U3MEHEHUS B yKas3aHHbIN
ckpunT 6e3 HeobxogumocTu. ameHeHusa TpebyroTCs TONbKO B Cryvyae M3MeHeHUss MakCMMaribHOro

YPOBHA KOHd)I/I,D,eHLI,I/IaJ'IbHOCTI/I nin UernocTHOCTN B CUCTEME.

4.8.4. pdp-Is

CwuHTakcuc:
pdp-1ls [onuuu] [uma Qannal

KomaHga pdp-1s BbIBOAUT aHanNorm4yHo ctaHgapTHOW KOMaHAe 1s MHgopmauuio o dhan-
nax (Mo ymosn4yaHuio — 0 TekyLleM KaTarnore).

Mcnonb3oBaHne gaHHOM KOMaHAbl B LIENIOM HEe OTNMYaeTcst OT UCMNoSib30BaHUS pdp-1s,
3a VCKIIOYEHNEM CrieQyroLmnx 0COB6eHHOCTEN:

- ecnu Ha channe yctaHoeneHbl ACL, TO K HUM go6aBNsSETCS CUMBOI «+;
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- ecnun Ha dhanne ycTaHoBreHa HeHynesast meTka 6esonacHocTn, To K ACL gobaensietca
CMMBOI «My;
- ecnv Ha (panne ycTaHOBMEHbl CUCKU NpoToKonupoBaHus, To K ACL gobasnsetcs
CYMBOJT «av;
- OOCTyrnHa onums -M, KoTopasi MoXeT BbITb MCNonNb3oBaHa Afis NpocMoTpa MeTok 6es-

OnacHOCTU Ha hannoBbiX 06bEKTAX.

4.8.5. pdpl-ps

CuHTakKcuc:
pdpl-ps [-nzhv] <ugenTudukaTOp NnpOllecca>

KomaHga pdpl-ps NO3BOMSIET cYMTATb MaHAATHbLIA KOHTEKCT 6e30nacHOCTM € nNpouecca,
3aZlaHHOro napameTpom (MaeHTudukatop npouecca).

Tonbko aOMUHUCTPATOP MOXET YyCTaHaBIMBaTb U CHUTbIBATb MaHLI,aTHbIIZ KOHTEKCT 6e3-
OnacHOCTKU NMPOU3BOJIbHOIO Npouecca, 0ObIYHbIV NONb30BaTENb MOXET TOMbKO CYMUTbIBATb KOHTEKCT
C cobCTBEHHOrO Npouecca, Ana 3TOro napaMeTp AOMKEH UMETb HyNeBOE 3Ha4YeHMe.

Onuuun npuBegeHbl B Tabnuue .

Tabnuuya 12

Onumsa Onucaxune

-n, —-—numeric BbiBecTH VIH(*)OpMaLI,VI}O O KOHTEKCTe B YNCIieHHOM Buae

Ecnn meTka 6e3onacHoOCTU HyrneBasi, TO 3aBEpLUNTLCS C
-z, ——iszero Kodom 0, MHade 1, ecnv He yganocbh Nony4nmtb MeTky 6es-
onacHoCTM npouecca, 1o 74

-h, --help BbiBeCcTM cnpaBKy v BbIATH

--version BbiBeCTM MHOPMaLINIO O BEPCUN U BbINTH

4.8.6. pdpl-user
CwnHTakcuc:
pdpl-user [-dzhv [-m MHHHMAJIBHHEM :MakKCHMaJIbHHN YPOBEHB KOHPUOEHIIMAJIBHOCTH ]
[-i MakCuUMalNbHHEME YPOBEHB IIE€JIOCTHOCTH ]
[-c mMuHMMarNIbHAs KaTeropusd:MakCHMaJlbHas kareropus]] <noynb3oBaTeslb>
KomaHpa pdpl-user otobpaxaeT n ycTtaHaBnmMBaeT JONYCTUMbIE MaHAATHbIE YPOBHU U
kateropumn nonb3osatenen OC.

Onuuun npuseaeHsbl B Tabnuue [13]

Tabnwunua 13

Onuus Onucanune

-d, —-delete Ypanutb CTPOKY Nonb3oBaTend ua dgarna
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OkoHyaHue mabnuue! 13

Onuwus Onwucanune
-z, ——Zero OGBHYNUTb 3HAYEHWs1 YPOBHEN U KaTeropum
-1, --levels YCTaHOBUTbL 4OMYCTUMbIE YPOBHU KOH(PMAEHLMANBEHOCTH
-i, --ilevel YCTaHOBUTb MakCUManbHbIA YPOBEHb LIENTOCTHOCTM

-m, —-maclabels TO Xe, 4YTo 1 —1 (Ucnonb3yeTcst AN COBMECTMMOCTH)

-c, —-—category YCTaHOBUTbL JONYCTUMbIE KaTeropmm
-h, —-help BbiBECTM cnpaBKy U BbIATH
-v, -—version BbiBeCTM MHpopmaLnio o BEpCUN U BbIATU

Ecnn B kauyecTBe napameTpa Kr4yen -m UnmM -c ykasaHo Of4HO 3Ha4yeHue Unm ogHo
3Ha4YeHMe C NPeALEeCTBYHOLLMM ABOETOYMEM, 3TO 3HAYEHNE MHTEPNPETUPYETCS Kak MaKcumarnbHoe
3Ha4eHne, ecnmn ogHO 3HaYeHue ¢ nocneaywmMm ABOETOYMEM — KaK MUHMMAarbHOE.

KomaHaa pdpl-user npu yCnewHoM BbINOMTHEHMM BCErga BbIBOAMT 3HAYEHUsI YCTaHOB-
NEHHbIX AONYCTUMbIX METOK 6e30MacHOCTM.

YUToObl NpOCMOTPETL TEKYLLME AONYCTUMbIE METKM 6GE30MaCHOCTM, BbINOMHUTL KOMaHAYy
0e3 kntoven:

pdpl-user nonb3oBaTeElNb

Mpumep

pdpl-user -m YpoBeHb_0:YpoBeHb 3 -i 0 -c O:Kareropus 2 userl

[aHHas komaHda anga nonb3oBaTens userl YCTAHOBUT:

- MUHUMarnbHbIN YpOBEHb — YpoBeHb_0(0);

- MakCUManbHbIN YpOBEHb — YpoBeHb_3(3);

- MaKkCUManbHbIN YPOBEHb LIENOCTHOCTU — MuHuMasnbHEE (0 )

- MUHUMarnbHY KaTeropmto — 0x0 (0) (6e3 kateropun);

- MakcumanbHylo Kateropuio — 0x2(2).

YpoBHU YposeHnb_0, YpoBeHb_ 3, KaTteropust Kareropus_2 A0MKHbI OblTb onpeaeneHbl

B cMcTemMe. 3Ha4YeHNsa YpOBHEN U KaTeropmi MoryT 6biTb 3a4aHbl B YNCNOBOW hOpMeE.

4.8.7. sumac

CuHTakcuc:
sumac [-h, --help] [-v, --version] [-1l, --level=] [-c, --category=]
[-1, --stdin=] [-o0, --stdout=] [-e, --stderr=] [-x, --xauth] [command]

KomaHga sumac ncnonb3yerca Ansa 3anycka npouecca ¢ 3agaHHbIMY MaHAaTHLIMU YPOB-
HEM M KaTeropuen B OTAENbHOM rpadmyeckon ceccum ¢ UCNorib30BaHMEM BUPTYarbHOro rpa-
domyeckoro cepsepa Xephyr. Nonb3oBaTenb MOXET 3arnyckatb Mpouecc TOMbKO B npegenax

paspeLUeHHbIX eMy YPOBHEW N KaTeropum.
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BHUMAHMUE! [1ns 3anycka nporpamMm Ha YpOBHE, OTSINYHOM OT YPOBHSA TEKyLleun cec-
CUN, He OOMKHa CTOATb BNOKMPOBKA UCMONb30BaHNA KOMaHAbl sumac B rpacduyeckon ytunute
fly-admin-smc (CM. 3NEKTPOHHYIO CMpaBKy) 1 NOMb30oBaTento JoSMKHa ObITb Ha3Ha4YeHa NpuBK-
nervsi PARSEC_CAP_SUMAC (cm. 4.5).

Ecnn ykasaHHbIN MaHOaTHbIN YPOBEHb Bbllle TEKYLLUEro, T.e. MPOUCXOAUT YBenmyeHne
YPOBHS1, TO NepeMeHHble OKPYXXEHUS HacneayrTca OT Tekywero npouecca. Ecnu npomncxogut
YMEeHbLUEHNEe MaHOAaTHOMo YPOBHS, TO TEKYLLME NepeMEHHbIE OKPYXXeHUs copacbkiBatoTcs, YTOObI
nsbexartb yTeukn nHpopmauun. AHanornyHo Npy NOPOXAEHNM HOBOTO NpoLecca 3akpblBalTCA BCe
dannosble AeCKPMNTOPbI, METKA 6E30MacHOCTM KOTOPbIX HE COBMAAaEeT C YKa3aHHOW B KOMaHAHOM
cTpoke. B ToM uncne 3akpbiBatoTCca stdin, stdout, stderr. [lepeHanpaBuTb CTaHOAPTHLIN
BBOZA W BbIBOA 4151 HOBOIO NpoLecca MOXHO C NOMOLLbIO OnNunMn -i, —o, —e Ang stdin, stdout
N stderr, COOTBETCTBEHHO.

BHUMAHME! 3anyck npouecca ¢ NOHWXKEHNneM MaHAATHOroO YPOBHS UMW C COKpaLLeHneM
Habopa MaHOaTHbIX KaTeropun 3anpeLleH Ang npegoTepalleHnst yTedkn nHgopmauumn Ha bonee

HU3KNEe YPOBHU CEKPETHOCTMU.

Mpumep
3anyck rpaduyeckoro npuoXeHust xterm C MaHAaTHbIM YPOBHEM 2 U KaTeropmen
Oxffff

$ sumac -1 2 -c Oxffff xterm

Onuuun npueegeHsbl B Tabnuue [14]

Tabnuuya 14
Onuwms Onucanue
-1, --level= 3anyctuTb Npouecc ¢ ykasaHHbIM MaHAaTHbIM YPOBHEM
-c , --category= 3anycTutb NpoLecc ¢ ykazaHHON MaHOaTHOW KaTeropuen
-i , --stdin= MepeHanpaBuTb stdin 3anyLeHHOro npouecca B ykasaHHbI hainn
-0 , —--stdout= MNepeHanpaBuTb stdout 3anyLleHHOro npoLecca B yKasaHHbIN ¢hann
-e , —--stderr= MepeHanpaBuTb stderr 3anyLeHHOro npouecca B ykasaHHbIN dhans
%, —-xauth MonbiTaTbca co3gaTth 3annck B . Xauthority. B cnyyae Heyaaum npepsaTtb
BbINOMHEHME NpoLiecca
-h, --help BbiBeCcTy cnpaBky v BbIATH
-v, --version BbiBECTM MH(pOPpMaLNIO O BEPCUN U BbIATU

4.8.8. userlev
CwuHTakcuc:
userlev [-d, —--delete] [-a, —--add<auaueHue>] [-r, --rename<ums>]

[-m, —--modify<3unauenue>] [-h, —--help] [--version] <ypoBeHbL>
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KomaHga userlev CryxuT ans npocmotpa n nameHexHns B b1 maHaatHbeIx ypoBHen. [Ans
NpocMOTpa BCEX YPOBHEN KOMaHAy crnegyeT 3anyckatb 6e3 napameTpoB. BHOCUTb nameHeHus B
B[] ypoBHEN MOXET TONbKO aAMUHUCTPATOP.

Onuuun npuBegeHbl B Tabnuue [15]

Tabnwunua 15
Onuwms OnucaHue
-d, -—delete YoanuTe ypoBeHb u3 B[
-a, ——add<sHaueHue> [o6aBnTb HOBbIM ypoBeHb B B[
-r, ——rename<HOBOE UMT> [NepenmeHoBaThL CyLLECTBYIOLLNA YPOBEHDL

-m, ——-modify<uHoBoe 3HaueHUe> N3MeHUTb 3Ha4YeHne ypoBHS

-h, --help BbiBECTM CnpaBKy 1 BbINTH

--version BbiBeCTU MHpOpMaLINIO O BEPCUUN U BBINTH

4.8.9. usercat

CuHTtakcuc:
usercat [-d, --delete] [-a, —--add<s3HaueHue>] [-r, --rename<ums> ]
[-m, --modify<3Hauenue>] [-h, --help] [--version] [xaTeropwus]

KomaHga usercat cnyxuT gng npocMmoTpa n nsmeHenus bl karteropun. Ina npocmort-
pa BCEX KaTeropun komaHagy crnenyet 3anyckatb 6e3 napametpoB. BHocuTb nameHeHnsa B B
KaTeropum MOXeT TOSMbKO aiMUHUCTPATOP.

Onuuun npuBeaeHbl B Tabnuue [16]

Tabnunua 16
Onuusa Onucanune
—-d, —-delete Yoanutb kaTeropuio us b
-a, -—add<sHaueHue> [o6aBuTb HOBYO KaTeropuio B B[]
-r, ——-rename<HOBOE UMs> lMepermeHoBaTb CyLLECTBYIOLLYIO KaTeroputo

-m, —-modify<HoBOoe 3HaueHUEe> M3MeHUTb 3Ha4YeHne KaTeropum

-h, --help BbiBeCTM cnpaBky 1 BbINTH

--version BbiBeCTV MHpOpMaLNIO O BEPCUUN U BBINTU

4.8.10. YcTtapeBlwune yTunuTbl ynpasneHnsa maHaatHoeivmu MPLO

[ns coBmectumocTu ¢ npeablaywmmmn Bepcnamm OC coxpaHeH psag yTUIIMT KOMaHgHOM
CTPOKWU Ang ynpasneHns maHgatHeimu MPO.

BHUMAHMUE! HactoaTenbHO He pekoMeHAyeTCs NPUMEHATb ycTapesLune yTunutel. [dan-

Hble YTUJITNTbl HE MO3BOJIAIOT paGOTaTb C YPOBHAMU LEJTOCTHOCTU U 0To6pa>|<a+0T MaHOaTHbIe
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aTpubyThl B hopmaTte npegbiayumx sepcun OC.

4.8.10.1. chmac

CuHTakcuc:
chmac [onuwmu] [ypoBenb][:kareropus|:cneuuanbHee aTpubytTe]] [uMa $amnnal

KomaHga chmac nameHseT MmaHgaTHble aTpuby Tl cbannos OC, KOTOpble BKAKOYAOT METKY
©e3onacHOCTM U cneyunanbHble MaHgaTHble aTpubyThl dharna.

Onuuun npuseaeHsl B Tabnuue [17]

Taobnuuya 17
Onums Onucanue
-f, --silent, -—quiet | He BbiBOANTb cooOLlieHM 06 oLmbkax
-v, —-—verbose BbiBOAUTbL AMarHocTudeckne coodbuieHms ans kaxanoro danna
-c, --changes To Xe, YTo U ——verbose, HO coobLaTb TONbKO 00 N3MEHEHUAX
-R, -—recursive MpyMeHNTb peKypcnBHO
-h, —-help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBeCTM NMH(pOpMaLNo 0 BEPCUN U BbIATU

ypOBeHb n Kateropmna moryTt ObITb 3a4aHbl UMEHEM UNK wectHaguaTtepnyHbiM 3Ha4YeHNeM.

Mpumep

chmac -Rv CekperTHo:KaTeropusi_A /tmp

[aHHaa komaHOa pekypCcuBHO ANSA Bcex hannoB KaTtanora /tmp M3MEHUT YPOBEHb Ha
CeKpeTHO M KaTeropmto Ha Kareropusi_A (YPOBEHb U KaTeropus AormkHbl ObITb onpeaeneHsbl B
cucteme).

CneumanbHble aTpubyTbl MOTyT ObiTb 3a4aHbl 3HAYEHMEM MUITN CTPOKON CUMBOJTOB rWXIWX,
B KOTOPOWN N0BOMN 13 CUMBOSMOB MOXET OblTb 3aMEHEH Ha «-» AN CHATUA COOTBETCTBYHOLLIErO

aTpubyTa.

Mpumep

chmac 0:0:rwxrwx /tmp

[aHHaa komaHga ons kaTtanora /tmp YCTaHOBUT UTHOPUPOBaHWE MaHA4aTHbIX YPOBHEN U
KaTteropui nNpu BbINOMIHEHUM OonepaLmi YTEHNUS, 3anUcy N UCNONHEHNS.

Mpwn 3agaHuKn cneumnanbHbIX aTPUBYTOB BMECTO rwx MOryT ObITb UCNOMNb30BaHbI Creayto-
LMe COKpaLLeHUs:

- equ — UrHOpMpOBaHWE MaHOAaTHbIX YPOBHEW U KaTeropuin Npu BbINOSTHEHUW onepawui

YTEeHWS, 3annUcu N UCMNONHEHNS;

- equ_w — UrHOpUpoBaHMe MaHOaTHbIX YPOBHEN 1 KaTeropuim Npu BbINOMHEHMM onepaumm

3arnncu;
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- low — UrHOpPUpPOBaHWE MaHAATHbIX YPOBHEW N KaTEropuin Npu BbINOSTHEHUM OnepaLnn

YTEHMS U UCMOMHEHMS.

BHUMAHUE! B HacTosiLee BpeMsa MUCNOMb3yeTca ApyroM Habop cheuuanbHbIX aTpu-
oytoB. [laHHasa yTunuTbl He no3sonseT pabotatb ¢ HUMK. CyllecTByeT COOTBETCTBUE MeXAYy
cTapbiM aTpnbyToM equ (rwxrwx) U HOBbIM ehole. Takum obpasom, pasgernbHoe ynpaBneHue

crneunarnbHbIMA anI/I6yTaMI/I Bna rwxXrwx He rnpegycMoTpeHo.

Mpumep
chmac 0:0:equ /tmp

4.8.10.2. macid
CwuHTakcuc:
macid [omuuu]
KomaHga macid BbIBOAUT MaHaaTHble aTpmbyTbl ceccum nonb3oBatensa OC.

Onuuun npuseaeHsbl B Tabnuue [18]

Tabnwunua 18
Onuusa Onucanue
-1,--level BblBECTM TOMNBKO MaHAATHbIA YPOBEHb

-c,--categories | BblBECTM TONbKO MaHAATHYH KaTEropumio

-n,--name Onsa onuuin -1c BLIBOAUTL UMEHA BMECTO YNCIIOBbIX 3HAYEHWUN
-h,--help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBeCTV MHpopmaLmio 0 BEpCUKN U BbINTH

|_|pl/l OTCYTCTBUM onunin BbIBOAUT CTPOKY TeKyLnX MaHOAaTHbIX CBOWCTB.

Mpumep
macid

YpoBeHb=2 (CekpeTHO) Kareropus=1(Kareropus_A) IllpuBunerun=0

B aTom npumepe Tekylaa ceccus nosnb3oBaTens UMeeT YpoBEeHb CEKPETHOCTU CeKpeTHO
N KaTteroputo Kareropus_A.

4.8.10.3. Ism

CuHTakcuc:
lsm [onuuu] [umsa damna]

KomaHga 1sm BbIBOAMUT aHaAnNorMyHo ctaHgapTHOW KoMaHae 1s nHdopmauuo o dannax
(MO ymOnyaHuio — 0 TeKyLeM KaTtanore).

Mcnonb3oBaHne gaHHOW KOMaHAbl B LENOM He OTfIMYaeTCs OT UCMOoMb3oBaHMA 1s, 3a
UCKIOYEHMEM crneayoLwmx 0CoObeHHOCTEMN:

- ecnu Ha channe yctaHosneHbl ACL, TO K HUM go6aBnsieTcst CUMBOI «+;
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- ecnun Ha dhanne ycTaHoBreHa HeHynesast meTka 6esonacHocTn, To K ACL gobaensietca

CUMBON «M;

- ecnv Ha (panne ycTaHOBMEHbl CUCKU NpoToKonupoBaHus, To K ACL gobasnsetcs

CUMBON «ay;

- OOCTyrnHa onums -M, KoTopasi MoXeT BbITb MCNonNb3oBaHa Afis NpocMoTpa MeTok 6es-

OnacHOCTU Ha hannoBbiX 06bEKTAX.

4.8.10.4. psmac

CuHTaKcuc:
psmac [-d, --delete] [-n, --numeric] [-h, --help] [--version]

<upeHTHPUKATOP MHpolecca> [MeTka 6e30macHOCTH.. . ]

KomaHOa psmac No3BOnseT U3MEHATb UM CYMTaTb MaHAATHLIA KOHTEKCT 6e30nacHOCTH
BbIOpaHHOro npouecca. Ecnu B kayecTBe aprymeHTa He ykasdaHa MeTka 6e30nacHOCTU, TO KO-
MaHAa cYMTbiBaeT MaHOaTHbIN KOHTEKCT C npouecca, 3a4aHHOro napamMeTpoMm (ngeHTudukaTop
npouecca).

Ecnu aprymeHT-meTka 6e3o0nacHOCTU NPUCYTCTBYET, TO KOMaHA4a ycTaHaBNUBaeT 3aaH-
Hyt0 MeTKy 6e3onacHocTu Ha npouecc. MeTka 6e3onacHoCTW 3agaeTcs B Buae:
<YpoBeHB>|[ : <KaTeropumn>]
rae <yposenb> U <KaTeropuwu> MOryT ObiTb 3a4aHbl Kak B YNCIIEHHOM, Tak U B CUMBOSIbHOM
Buge. CrnoxHele <KaTeropuu> MOryT OblTb 3afaHbl B BUAE CMMCKa CBOMX COCTaBNSAIOLLNX.

TonbKko agMMHUCTPATOP MOXKET YCTaHaBMMBaTb U CYNTLIBATb MaHAATHbIN KOHTEKCT 6e3-
OMacHOCTM NPOU3BOSBHOIO NpoLecca, 06bIYHbIN NONb30BaTENb MOXET TOMbKO CYUTLIBATL KOHTEKCT
C COBCTBEHHOrO npouecca, ANs 3Toro napameTp AOMKEH UMETb HYNEBOE 3HAYEHMeE.

Onuuu npuBeneHsl B Tabnuue .

Tabnunua 19
Onuusa OnucaHune
-d, —-delete OGHYNMTb MaHAATHLIN KOHTEKCT Ge3onacHOCTM NpoLlecca

-n, ——numeric BbiBECTM MH(pOpMaLINIO O KOHTEKCTE B YNCIIEHHOM BUAE

-h, --help BbiBeCcTu cnpaBky 1 BbIATH

--version BbiBECTM MH(pOpMaLMIO O BEPCUN U BbIATU

4.8.10.5. usermac
CwuHTakcuc:
usermac [-dzhv [-m MHUHUMAaIIBEHHMN YPOBEHB:MaKCHMAJIbHHN YPOBEHB ]
[-c MMHUMaNibHasl KaTeropus:MakCHMaJlbHas KaTeropus]] MNOJB30BaTEIb
KomaHp,a usermac U3MEHAET OoNyCTUMble MaHAaTHbIE YPOBHU U KaTeropun nonb3oBare-
nen OC.
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Onuuun npuBegeHbl B Tabnuue [20]

Taobnuuya 20
Onuusa OnucaHne
-d, --delete Ynanutb CTPOKY nonb3oBaTtend ua dganna
-z, ——Zero OGBHYNUTb 3HAYEHWs1 YPOBHEN U KaTeropum
-1, --levels YCTaHOBUTbL AOMYCTMMblE MaHAATHbIE YPOBHU KOH(OMAEHLUMANBEHOCTH
-i,--ilevel YCTaHOBUTb MakCMManbHbIN YPOBEHb LIENOCTHOCTH

-m, —--maclabels TO Xe, 4YTo 1 —1 (Ucnonb3yeTcsi AN COBMECTUMOCTH)

-c, —-—category YCTaHOBUTbL JONYCTUMbIE KaTeropmm
-h, —-help BbiBECTUM cnpaBKy U BbIATH
-v, -—version BbiBeCTM NMH(popmMaLmio 0 BEpCUN U BbIATU

Ecnn B kauyecTBe napameTpa Kr4yen -m UnmM -c ykasaHo O4HO 3Ha4yeHue Unm ogHo
3Ha4yeHWe C NPeALEeCTBYHOLLMM ABOETOYMEM, STO 3HAYEHMNE MHTEPNPETUPYETCS Kak MaKcUmarnbHoe
3Ha4YeHne, ecnm OAHO 3Ha4YeHne C NoCneayLWMM 4BOETOYMEM — KaK MUHUManbHOE.

KomaHnga usermac npu ycnewHOM BbINOMHEHUN BCEr4a BbIBOOUT 3HAYEHUST YCTaHOBEH-
HbIX JOMNYCTUMbIX METOK 6€30MacHOCTH.

YToObl NPOCMOTPETL TEKYLLME A0ONYCTUMbIE METKM 6GE30MacHOCTM, BbINOMIHUTL KOMaHAy
0e3 knoyen:

usermac IIOJIb30OBaATEJIb

Mpumep

usermac - HECEeKPEeTHO:CEeKPeTHO -C KaTeropus A:karTeropus_B userl

[aHHaga komaHga onga nonb3oBaTens userl YCTaHOBUT:

MWUHUManNbHbIN YPOBEHb — HECEKPETHO,

MaKCMMasbHbI YPOBEHb — CEKPETHO;

MWHUMArbHYIO KaTEMOpUID — xaTeropus_A,

MaKCUMarbHYIO KaTeropuo — kaTeropus_B.

YPOBHU HECEKPETHO, CEKPETHO U KaTeropum xareropusi_A, karTeropusi_B JOIKHbI
ObITb onpegeneHbl B cucteme. 3HaYEeHNS YPOBHEN U KaTeropui MoryT ObiTb 3a4aHbl B YACITOBOW
dopme.

4.8.10.6. getfmac

CwnHTakcuc:
getfmac [-R, --recursive] [-L, --logical] [-P, --physycal] [-n, --numeric]
[-p, —--absolute-names] [-c, --omit-header] [-s, --skip-empty]
[-h, --help] [-v, --version] Qa¥me u/umM KaTasoru

KomaHga getfmac cnyxuT ansa nonyvYeHns Metok 6e3onacHocTu hannoBbix 0OBHLEKTOB.
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NHdopmaumsa o meTkax 6e30nacHOCTM NOChINaeTcs Ha CTaHAapTHbIN BbIBOO U MOXET SABNATLCS

BXOAHbIMM JaHHbIMUK Ans KoMaHabl setfmac (cm. (4.8.10.7)).
Onuuun npusegeHbl B Tabnuue [21]

Tad6nuua 21

Onuusa

OnucaHne

-R, ——recursive

[lns noakartanoroe pekypcuBHO

-L, --logical

CnepnoBaTb NO CUMBOJSTIMYECKMM CChINIKaMm

-P, —-phisical

He cnepoBatb N0 CMMBONNYECKUM CCbINIKam

-n, ——numeric

BbiBOOUTL MHDOPMALMIO O KOMMOHEHTAX METKM 6e30nacHOCTU B LMAPOBOM
dopme

-p, ——absolute-names

ABCONOTHbLIE MMeHa

-c, ——omit-header

He nokasbiBaTb 3arorioBok (MMs cpanna)

-s, ——skip-empty

MponyckaTtb thannbl ¢ NycTbiMu aTpnbyTamm

-h, --help BbiBecTu cnpaBky 1 BbINTU

-v, --version BbiBECTM MH(pOpMaLNIO O BEPCUN U BbIATH

4.8.10.7. setfmac

CuHTakeuc:
setfmac [-s, —--set] [-m, —--modify] [-S, —--set-file] [-B, —--restore]
[-R, —--recursive] [-L, --logical] [-P, —--physical] [-h, --help]
[-v, --version] [MeTka beszonacHocTu] Palsnel U/WUIH KaTajlor'u

KomaHpa set fmac ycraHaBnvBaeT MeTkm 6e3onacHocTu Ha pannsl. MeTkn 6esonacHocTu
3a4arTCcHa N B KOMaHOHOW CTPOKe (napamMeTpbl —s, —m), unv B (panne (napameTpsbl -S, -B).
Mpwn aTom, dansbl MOryT BbITb CHOPMUPOBaHBLI C MOMOLLIbIO NEpeHanpaBneHnsi BbIBO4A KOMaHAb!

getfmac (4.8.10.6).

MeTka 6e3onacHoOCTM 3aJaeTcs B BUAE:
<YpoBeHb> [ : <KaTeropuwm>|[ : <Tum>] ]
roe <ypoBeHb> U <KaTeropuu> MOryT ObiTb 3afaHbl Kak B YACIIEHHOM, Tak U B CUMBOSIbHOM
Bnae. CrnoxHole <KaTeropuu> MOryT ObITb 3a4aHbl B BUAE CMMCKa CBOMX COCTaBNAKOLWMX, Ha-
npumMmep: Tauku, CaMoOJIeTHL.
TonbKo aAMUHUCTPATOP MOXET yCTaHaBNMBaTb METKM ©6e30nacHOCTU Ha channsbl.
BHUMAHUE! C nomoLbio JaHHOW KOMaHAbl HEBO3MOXHO YCTaHOBUTbL METKY 6esonacHo-
CTU Ha pannoBbin 06 BLEKT-COKET.

Onuuun npuseaeHsbl B Tabnuue [22]
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Tabnuuya 22
Onuusa OnucaHne
s, —-set YcTaHoBUTb MeTKy 6e30MacHOCTU U3 KOMaHOHOW CTPO-
Kn
-m, ——modify M3MeHUTb MeTKy 6e30nacHOCTM U3 KOMaHOHOM CTPOKM
-8, —--set-file YcTaHoBUTb MeTkM 6e3onacHocTu 13 danna
-B, —-restore BoccTaHoBUTL MeTKkK Be3onacHocTn 13 danna

-R, -—recursive | [Ins nogkaTtanoros pekypcuBHO

-L, --logical CnepoBaTb N0 CUMBOMNYECKMM CCbIFIKaM
-P, ——physical He crnenoBaTtb N0 CMMBOSIMYECKUM CChINKam
-h, --help BbiBeCTM cnpaBKy v BbIATH

-v, ——version BbiBeCTM MHPOPMALINIO O BEPCUN U BBINTU

4.9. CpeacTtBa ynpaBrieHMs NpUBUIIErMaMu nonb3oBaTesien u NpoLeccos

[na ynpaBneHns npMBMnernamMmn nonb3oBartenen 1 NpoLeccoB NCNONb3yeTca rpaduye-
ckasa ytunuta fly-admin-smc («YnpaBneHue nonmtmkon 6esonacHoctny). bonee nogpobHoe
onucaHue YyTUInTbl CM. B 3NIEKTPOHHON CrpaBke.

Takke ana ynpasneHus nNpuBunerMsMym nonb3oBaTenen n npoLeccoB UCMNOMb3YTCA
WHCTPYMEHTbI KOMaHOHOW CTPOKM usercaps, execaps W pscaps, ON1CaHHble, COOTBETCTBEHHO,
8(4.9.14.9.2n{4.9.3.

BHUMAHMUE! YnpasneHune npusunernsmun nonb3oBaTenen BbiMNOMHAETCH TOMbKO cynep-

nosrnb3oBarterieMm ¢ MmakCumMalsibHbiM ypOBHEM LIENTOCTHOCTHU, YCTAHOBITIEHHbBIM B OC.

4.9.1. usercaps
CuHTaKcuc:
usercaps [-d, --delete] [-z, --zero] [-f, --full] [-1l, --linux] [-m, --parsec]
[-1, --Linux] [-M, --PARSEC] [-n, --numeric] [-h, --help] [-v, --version]
II0JIb30OBATETb
KomaHp,a usercaps No3BONAET NpocMaTpuBaTb U yCTaHaBnnBaTb NnpuBunernmn norb3oBa-
Tene17|, OOITKHa UCNoSib30BaTbCA TOJSIbKO agMUHUCTPATOPOM Yepe3 MexaHu3M sudo.
usercaps [-[1l cTpoka momuduiMpoBaHUsA linux-IPUBUIIETUH ]
[-[m cTpoxa mMmomuduiupoBanHus PARSEC-npuBuneruii] [dzLMnfhv]] nonbzoBaTenb
CTpoka MmoanuumpoBaHus NpMBUErMin COCTOUT U3 CIIOB, PasgesieHHbIX «,» UM «:»,
Kaxgoe CnoBO MOXET ObiTb CTPOKOM B BEPXHEM WU HUXKHEM PErUCTPE UMWN YMUCIIOM, Nepes
KOTOPbIM CTOUT 3HAK «+» UIMUN «-». CnncokK BO3MOXHbIX I'IpVIBI/IJ'IGI'I/IVI C COKpall€HHbIMN nMeHaMn N
4yncnamm MOXHO yBUaeTb, BBeas Ans Linux-npueunernn:

usercaps -L
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ans PARSEC-npusunerui:

usercaps -M

BepxHun pernctp anga crioB 1 3HaK «+» AONs Ynucen yctaHasnmBaeT donar ansi cooTeeT-
CTBYIOLLEN NPUBUMETNU, HUXKHUN PErNCTP N 3HAK «-» CHUMAaET ero.

usercaps <IOJIL30OBaTEJIbL> BbIBOOUT BCe npueBunerun nonb3oBartens;
usercaps -L <nomnb3oBaTesib> WIN usercaps -M <nomb3oBaTenk> BbIBOOAT TOJIb-
Ko Linux- unu tonsko PARSEC-npusuneruu.

Onuuun npuBeaeHbl B Tabnuue 23]

Tabnunua 23
Onumsa OnucaHwune
—-d, —-delete YaanuTb CTPOKY nonb3oBaTtens ua danna npusmunerni
-z, ——Zero C6pocuTb BCE NpMBMIEriM NOMb30BaTers
-f, -—full MprcBoOMTL BCE BO3MOXHbIE NPUBUNETMI NOMb30BaTEN!O
-1, --linux M3meHuTb Linux-npusunernm nonb3oBaTtens
-m, —-parsec NameHnte PARSEC-npuBunerum nonb3oBatens
-L, --Linux BbiBECTM CNNCOK BO3MOXHbIN Linux-npusunerui
-M, --PARSEC BbiBecTn cnncok Bo3amoxHbix PARSEC-npusunernn
-n, -—numeric | BbiBeCcTu npusmnernn B wWectHaguatepuyHom copmaTte
-h, --help BbiBECTM cnpaBKy U BbIATH
-v, —--version | BblBECTU UHOPMALUIO O BEPCUM U BLINTH

4.9.2. execaps

CuHTakcuc:
execaps [-v, --version] [-h, --help] [-c,--capability (npuBuneruu)] [--]
KoMaHOa

KomaHaa execaps MOXET ObITb MCMONb30BaHa aAMUHUCTPATOPOM ANS 3arnycka npouecca
C 0OQHOBPEMEHHOM ycTaHOBKOMW BbliOpaHHbix PARSEC-npusunerni.
execaps —-Cc <BEKTOp NpUBUIIEruN> —-- <IporpaMMa U e€e apryMeHTHD>

MpuBunerun 3agatoTcs B BUAe Yncna — GUToBon Macku (Kak npaBuso, B LUeCTHaaUaTepuy-

HoM Buae). CooTBETCTBME OTAENbHBIX OUT NOMHOMOYMAM NPUBEAEHO B manparsec_capset (2).

Mpumep
echo 1 | sudo tee /parsecfs/unsecure setxattr
sudo execaps -c 0x1000 ? tar --xattrs --xattrs-include=security.
{PDPL, AUDIT, DEF_AUDIT} --acls -xzf backup.tar.gz -C /

echo 0 | sudo tee /parsecfs/unsecure setxattr
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echo 1 | sudo tee /parsecfs/unsecure setxattr
sudo execaps -c 0x1000 ? sudo rsync -a --xattrs --acls /backup/ /

echo 0 | sudo tee /parsecfs/unsecure setxattr

Byoer BbinonHeH nepesanyck cepBuca dbus C YCTaHOBMEHHOW NpuBUNErven
PARSEC_CAP_PRIV_SOCK.
Onuwu npviBeaeHsb! B Tabnuue [24]

Tabnunua 24
Onuwms OnucaHue
-c, —--capability YCTaHOBUTL NpUBUNErnn
-f, --force Bbi3BaTb nporpammy, gaxke ecrnv He yaanocb YCTaHOBUTb NpUBUAErnn
-h, --help BbiBecTu cnpaBky v BbIATU
-v, —--version BbiBeCTM MHOPMALINIO O BEPCUN U BbINTU
4.9.3. pscaps
CuHTakcuc:
pscaps [--version] [-h, --help] [pencTBylmue MIOJIHOMOUMUS

[pa3pemeHHEEe NOJIHOMOUMS [HacCJlIeOyeMHe IIOJIHOMOUUsS] ] ]
KOMaHﬂ,a pscaps MOXeT ObITb MCNonb3oBaHa anda npocMoTpa n USMeHeHuns (B YUCJITEHHOM
Bnae) PARSEC-nonHomouuni npouecca.
pscaps [effective caps [permitted caps [inheritable caps]]]
Ecnu B kayecTBe aprymeHTa ykasaH TONbKO maeHTudukaTop npolecca, ToO kKomaHaa
nokasbiBaeT Habop NOMHOMOYUI 3a4aHHOTIO npoLecca, B NPOTUBHOM Cllyyae MblTaeTcs yCTaHOBUTb
3alaHHble B KOMaH,D,HOVI CTpOKe B BMnae wectHaguartepmyHbiX Yncest NoJIHOMOYUA.

Onuuun npuBeaeHbl B Tabnuue [25]

Tabnunua 25
Onumsa Onucaxve
-h, --help BbiBecTu cnpaBky v BbIATH
-v, --version | BbiBeCcTn nHdopmaumio o BEpCUn 1 BbINTU

4.10. MangatHoe ynpaBneHue goctynom B CYB[] PostgreSQL

B kauectBe 3awumueHHon CYB/[] B coctaBe OC ucnonbayetca CYB[L PostgreSQL Bep-
cun 9.6, popaboTaHHas B COOTBETCTBMM ¢ TpeboBaHnem nHterpauum ¢ OC B 4acTu MaHOaTHOrO
ynpaBrieHnsa JoCTynoM K uHdopMauum 1 cogepxawas peanusauuto AlN-mogenu ynpasneHus
AOCTYNOM 1 MHpOPMaLMOHHbIMKU NoTokamu. [laHHasa [l1-mofenb onucbiBaeT BCe acnekTbl ANCKpe-

LIMOHHOIO, MaHAATHOrO M PONEeBOro yrnpaBfieHUs AOCTYNOM C y4eToM 6e30nacHOCTM MHGopMaLuu-
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OHHbIX NMOTOKOB.

B ocHoBe MexaHM3Ma MaHZaTHOro yrnpasreHus AOCTYNOM NeXNUT ynpasneHne 4oCTyrnoMm
K 3awmaemMblM pecypcam bl Ha OCHOBE nepapxuyeckmx n Hemepapxmieckux MeTok JocTyna.
OTO NO3BOMSET peann3oBaTb MHOTOYPOBHEBYIO 3alUTy ¢ obecneyeHneM pasrpaHu4eHunsa goctyna
nonib3oBartenen K sawuiaemoiM pecypcam Bl n ynpaBneHne notokamm nHgopmauuun. B ka-
YecTBe Mepapxnuyecknx U Hemepapxmdeckmx MeToK gocTtyna npu ncrnons3osaHun CYBL B OC
ncnoneayTtcs MeTkn 6esonacHoctn OC.

CYB[ PostgreSQL He nmeeT cOBCTBEHHOIO MeEXaHMU3Ma Ha3Ha4YeHUs1, XpaHeHUs U MOAU-
dukaumm MeTOK nonb3oBaTernen u ncnonb3yeTt Ans 3Toro mexaHnamsl OC.

CornacHo [lNM-mogenu B 4acTn peanuaauun MaH4aTHOroO yrnpasneHnsa JOCTYNOM JOMNOMHU-
TerbHO K KnaccugukaumMoHHON MEeTKe BBOAUTCS MOHATUE CYLLHOCTEN-KOHTENHEPOB (CYLLHOCTEN,
KOoTopble MOryT cogepxaTtb Apyrue cywHocth). Ana 3agaHus cnocoba goctyna K CyLHOCTAM
BHYTPWU KOHTENHEPOB ncnosnb3yetcs maHaaTHbln npusHak CCR (Container Clearance Required).
B cny4ae korga oH yCTaHOBIEH, OCTYN K KOHTENHEPY M ero Coaep>XMMOMY onpeaensaercs ero
KnaccuduKaLMOHHON METKOW, B MPOTMBHOM Clyyae OOCTYN K COAEPXXMMOMY pa3speLueH 6e3 yyeTa
YPOBHS KOH(pUAEHUNANBHOCTUN KOHTENHEpPA.

B kayecTtBe rmaBHOro KoHTenHepa BblIOpaHo TabnmyHoe NPOCTPaHCTBO pg_global, KOTO-
poe co3gaeTcs O4HO Ha knacTtep 6a3bl JaHHbIX. Takum obpasom, Knactep ABAseTCA COBOKYMHO-
CTbto ponen, 6a3 gaHHbIX N TabnMYHbIX NPOCTPAHCTB.

BHUMAHMUE! [I[1-mogoent HaknagbiBaeT orpaHnyYeHne Ha KracCuuKaunoHHY0 METKY
CYLLHOCTU: METKa CYLLHOCTN HEe MOXET NpeBblllaTb METKY KOHTENHepPa, B KOTOPOM OH COAEPXKUT-
cq. Takum obpasom AN Ha3HaYeHUs1 KnacCUUKaUMOHHbBIX METOK AaHHbLIM, cHayana gOMKHbI
ObITb NOCNenoBaTeNbHO 3aaHbl MakcMMarbHble KnaccuuKaumoHHbIe METKM COOTBETCTBYHOLLNX
KOHTENHepoB: knacTtepa, 6a3bl AaHHbIX, TAGNNUYHOro NPOCTPAHCTBA, CXeMbl U TabnNuubI.

B penaunoHHOM Mogenun B KadecTBe CTPYKTypbl, 0bnagarowen metkon 6e3onacHocTu,
€CTeCTBEHHO BblIOpaTbh KOPTEX, NMOCKOMNbKY MMEHHO Ha 3TOM YPOBHE AeTanm3aumm OCyLLecTB-
nalTCs onepauumn YteHus/3anncn nHgopmauum B CYBL. MNpn 3TOM, MECTOM XpPaHEHUSI METKU
6e3onacHOCTN MOXET ObITb BbIOpaH TONbKO CaM KOPTEX, TONbKO Tak MeTka 6GesonacHocTn Gyget
HepaspbIBHO CBA3aHa C JaHHbIMU, COAepXXaLUMUNCS B KOpTEXe.

B kayecTBe MHOXeCTBa CYLUHOCTEN (NPOCTbIX CYLLHOCTEN N KOHTENHEPOB) C 3a4aHHOMN
Ha HEM MepapXnYecKon CTPYKTYpPOM paccMaTpmBatoTCAa HocsWwmMe NogoOHbI XxapakTtep 06beKTbI
penaunoHHbIX 6a3 aaHHbIX, NnpuMmeHsemble B CYB[ PostgreSQL. MNpu 3TOM, NOCKONBKY 3anmcu
0a3bl JaHHbIX cogepXaT B CBOEM COCTaBe MaHOaTHbIN YPOBEHb KOH(UAEHLMANTbHOCTU — OHU
paccmMaTpuBaloTCA B MOAENU B KadecTBe 06BHEKTOB, a coaepxalume nx Tabnuubl, COOTBETCTBEHHO,
— B Ka4yeCTBe KOHTEMNHEPOB.

CucTeMHbI KaTanor (MeTagaHHble) paccmaTpuBaeTcsl kak camocTositenbHas B/, pea-
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nmn3oBaHHas ¢ nomoLubto cpeacts CYB/. MNpu aTom Bce onepauumn ¢ aton B/l ocyuwecTBnatoTcs
NMBO ¢ NOMOLLbIO creunanbHbIX KOHCTPYKUUI si3blka 3anpocoB SQL nnn npyuBMnerMpoBaHHbIM
nonb3oBaTeneM B crieynansHOM pexnme. Takmm obpa3omM MaHOaTHOe ynpasreHue JOCTYnoM
npumeHsieTcst kKo BceM obbektam B1. MeTkn 6e3onacHOCTN cUCTEMHbIX OOBLEKTOB pacnonaratTcs
B 3anucsx Tabnmu CMCTEMHOrO Katanora, HeNnocpeaCcTBEHHO OMMChIBAKOLLMX 3alLMLLaeMbI OObEKT.

Tak kak MaHgaTHOe yrnpaBreHne AOCTYNOM MOXET ObiTb onpeaeneHo ToMbKo ANs BU-
AOB JOCTyna Ha YTeHWe M Ha 3anucb MHOpMaLMN, BCe MHOXECTBO onepaunin ¢ aHHbIMU B
3awmaeMblx o6bekTax NpMBOAMTCH K HUM criegyrowmm obpasom:

- INSERT — OOCTYN Ha 3anuce;

- UPDATE, DELETE — nocregoBaTefibHOe BbINOSIHEHME OOCTyNa Ha YTeHne M 3anucb

MHdopMaLnK;

- SELECT — [OCTYN Ha YTeHue.

Mpun obpalweHnmn nonb3oBatens Kk bl onpegensoTca ero 4oNyCTUMbIA AMana3oH METOK
n Habop cneumasnbHbIX MaHO4aATHbIX aTpnbyToB. ECcnu nonb3oBaTtento He NpUCBOeHa MeTka 6e3-
OMacHOCTU, TO OH MOSyYaEeT MO YMOSTHaHUIO HYNEeBYHO METKY 6e30MacHOCTU, COOTBETCTBYIOLLYIO
MUHUManNbLHOMY YPOBHIO gocTyna. MakcmanbHaa meTka 6e3onacHOCTM onpeaensieTca no 3a-
AaHHon npu perucTtpauun nons3oatend B OC. Nockonbky cepBep Bl Tak xe MOXeT umeTb
MeTKy 6e3onacHOCTU, Npu NpeBbiLeHnn MeTKU 6e30nacHOCTU nonb3oBaTens MeTkn 6esonacHo-
CTWn cepBepa emy OyayT paspeLleHbl TONbKO onepaumm YTeHus. Tekyllaa MeTka 6e3onacHoCcTu
nonb3oBaTens onpeaensieTcs No yCTaHOBEHHOMY COEAMHEHUIO N MOXET ObITb yCTaHOBNEHA B
npegenax ero 4onycTMMOro gvanasoHa MaHAaaTHbIX aTpubyTOB NMpY HaANMYMKM COOTBETCTBYIOLLIEN
NPUBUIETUN.

MpumeHeHne mangaTHbix MNMPL ocywecTBnsieTca Ha YpoBHe focTyna K obbektam B n Ha
YPOBHE OOCTyna HEMOCPEACTBEHHO K AAHHbIM (Ha YPOBHE 3anncen).

lMpoBepka MaHOaTHbLIX NMpaB AOCTyna kK o6bekTaM OCyLleCcTBNAeTCss OOQHOBPEMEHHO C
NPOBEPKON ANCKPELMOHHbIX NpaB 4OCTyna K HUM, nocre pasbopa u NoCcTpoeHUs NnaHa 3anpoca,
HenocpeaCcTBEHHO Nepen ero BbiNONIHEHMEM, KOr4a onpeaeneHbl Bce Heobxoaumble Anis npoBep-
K1 OaHHble N NpoBepsieMble 06beKTbl. Takum o6pa3om, 4OCTyN NPenoCTaBMSETCA TOMNbKO Npu
OAHOBPEMEHHOM CaHKLMOHMPOBAHUM AUCKpeLMoHHbIMu MPL.

lMpoBepka MaHgaTHbIX NpaB AOCTyna K 3annucsam Tabnuu, OCyLLECTBRASETCA B npoLecce
BbIMOMHEHNS 3anpoca npu nocrneaoBaTenbHOM UMW MHAEKCHOM CKaHMPOBaHUM AAHHbIX.

Bce 3anncu, nomewaemble B Tabnumupl, A4St KOTOPbIX YCTAHOBIEHA 3alumMTa Ha YPOBHE
3anucen, HacnegyT TeKyLLyo MeTKy 6esonacHocTu nonb3oBatens. OBHoBNseMble 3anmMcu co-
XPaHsAT CBOK MeTKy 6e30macHOCTU npu M3aMeHeHuu. [JOCTyn K CyLUECTBYIOLWUM 3annucam u
BO3MOXXHOCTb X OOHOBNEHNSA N yOaneHust ONpenensaTCcsa YCTaHOBNEHHbIMA MaHAATHLIMUY NpaBu-

JTaMn.
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Ana agmuHucTpatopa B[l npeaycMoTpeHbl CUCTEMHbIE NPUBUINEMU UTHOPUPOBAHMS MaH-

OaTHOro ynpaBneHna OOCTYMNnoM, TOJIbKO TakuM 06pa30M MOXXHO Mpon3BOoANTb pernamMmeHTHbIe

paboTtbl ¢ B[] (Hanpumep, BOCCTAHOBIIEHME PE3EPBHOM KOMUM), T. K. 3TO TpebyeT yCTaHOBKM METOK

OaHHbIX, COXPaHEHHbLIX paHee.

Ans HacTporikn paboTbl cepBepa C MaHAATHbIM YrpaBreHWeM [AOCTYNOM cylie-

CTBYET psf KOHUIypaUMOHHbIX NapaMeTpoB, ykasblBaeMblX B KOH(UrypaunoHHOM daine

postgresqgl.conf KOHKPETHOrO KnacTepa AaHHbIX (Tabnuua [26).

Tabnunua 26

MapameTp

OnucaHwune

ac_ignore_socket _maclabel

Onpegensert, oynet nu cepsep CYB/[ ncnonb3oBatb MeTKy 6e3-
onacHoCTM BXxoaslero coeamHeHns. Ecnn sToT napameTp ycTa-
HoBneH B FALSE, TO MeTka 0e3onacHOCTU BXOASLLEro coeam-
HeHus1 OydeT yuMTbiBaTbCS NPU onpeneneHnn MakcumarbHOM
OOCTYMNHOW METKN Be30nNacHOCTUN CECCUM U MOCIE NOAKMI0YEHMNS
OydeT OOoCTynHa TONbKo MHAdopMauus ¢ METKON Ge3onacHOCTH
He npeBblwatoLen MeTky 6e30nacHOCTM BXOOALLEro CoeaNHEHUS.
Mpwn ycTaHoBKe 3TOro NnapameTpa B TRUE MeTku 6e30nacHOCTM ce-
aHca OyayT onpeaensaTbCs MakCMMarnbHOW MeTKon Ge3onacHoCTH
none3oBarens, nony4eHHon n3 OC.

ac_ignore_server_maclabel

Onpepensiet, 6yaet nu cepsep CYB[ oononHUTENbHO UCMOMb-
30BaTb CBOK MeTKy 6esonacHocTu (MeTKky 6e3onacHocTu norb-
30BaTens postgres) Npu onpeaeneHnm npae Nonb3oBaTens Ha
3aHeceHue, yaaneHne u mogmdukaumio AaHHbIX UNn HeT. Ecnu
3TOT NapameTp ycTaHoBreH B FALSE, TO MeTka 6e3onacHoCTu
cepBepa ucrnonb3yeTtcs Ans 6nokMpoBaHus 3aHeceHust B B[ H-
dopMaummn ¢ meTkon 6e3onacHOCTU, NpeBbILLAOLLEN METKY 6e3-
onacHocTtu cepBepa. Ecnn aToT napameTp ycTtaHoBneH B TRUE,
TO MeTka 6e30nacHOCTU cepBepa He y4MTbIBaeTCS.

ac_enable_ trusted_owner

OnpegenseT, MoryT nu Brnagenblbl 06bEKTOB Ha3Ha4yaTb Npasa
Ha JOCTYN K HUM ApyrMm nornb3oBatensmM. Ecnv aToT napameTp
YyCTaHOBIEH B 3Ha4yeHue FALSE, TO NpaBoO Ha3Ha4aTb npasa Ha
AocTtyn K mobbim o6bekTam B[] nmetoT Tonbko cyneprnonb3oBare-
nn. 970 NpegoTBpaLlaeT HEKOHTPONMpPyeMoe pacnpocTpaHeHue
npaB Ha JocTyn K MHdopmauun. Ecnn atot napameTtp ycTtaHoB-
neH B TRUE, TO, KpOMe cynepnonb3oBaTenew, Kaxabii Bnagened,
o6bekTa MOXET Ha3HayaTb NpaBa Ha OOCTyN nonb3oBaTenen K
«CBOEMY» OObEKTY.

ac_enable_grant_options

Onpegendet, MoryT nu ponu nepefasaTb NpaBa Ha [Ao-
CTyn C onuuen WITH GRANT OPTIONS gpyrum posnsm. Ec-
M ac_allow _grant_options YycTaHoBneH B FALSE, TO
3arpellaeTcsa Ucrnonb3oBaTb KOmMaHAy GRANT C npuBuneru-
el WITH GRANT OPTION. Ecnn y ponu ectb npuBunerns
GRANT OPTIONS M ac_allow _grant options = false, TO
nepefada npae gocTyna ApPYruM ponaM Takke 3anpeLiaeTtcs.
M3bsaTue (REVOKE) npmBunernm GRANT OPTIONS paspeluaeTcs
Bcerga.
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OkoHyaHue mabnuue! 26

MapameTp Onuncanuve

Onpepgenset, MOryT N1 ponu nepegasaTb NpPaBoO YreHCTBa po-
nu gpyrum ponam. Ecnv ac_allow_admin_ options yCTaHOB-
neH B FALSE, TO 3anpeLiaeTcsa UCnonb3oBatb GRANT C NpuBK-
nerven WITH ADMIN OPTION. Ecnun y ponu ecTtb npusuneruns
ADMIN OPTIONS U ac_allow_admin options = false, TO
nepefaya npas YNeHcTBa APYrMM porisiM Takxke 3anpellaercs.
N3bsaTue (REVOKE) npusBunern ADMIN OPTION paspellaeTrcs
Bcerga.

ac_enable_admin_options

BnokupyeT (FALSE) unu pasonoknpyeT (TRUE) BO3MOXHOCTb Bbl-

ac_enable truncate
- - NnonHeHns KomaHabl TRUNCATE.

Mpwn ycTaHoBKe aTOr0 NapameTtpa B TRUE paspeLlaeTcsi MNonb3o-
BaHue npu3Haka CCR gna nocnegoBaTesibHOCTEN aHanorn4yHo
Tabnvuam 1 Bugam, B NpoTMBHOM criydae npusHak CCR ans
nocregoBaTeNbHOCTEN CYUTAETCH BCErga YCTaHOBIIEHHbIM.

ac_enable_ sequence_ccr

Ecnu napameTp KoHdUrypauum yctaHoeneH B TRUE, paspeLlaeT-
ac_enable_dblink_mac csl ucnonb3oBaHue dblink U BHEWHUX Tabnuy FOREIGN TABLE
B YCMOBUSIX MaHAATHOIO yrpaBreHnst 4OCTYMNOM.

Ecnn napameTtp koHdurypaumm yctaHosneH B TRUE, paspeLua-
eTCs aBToMaTmnyeckas ycTaHOBKa METOK KOHTenHepoB. [Npume-
HAETCA NpU BOCCTAHOBIEHUS Pe3epBHbIX KOMWIW, CO3OaHHbLIX B
npeablaywmx sepcuax CYB[,.

ac_auto_adjust macs

Brnokupyet (FALSE) unu pasbnokupyeT (TRUE) BO3MOXHOCTb Bbl-
ac_enable_copy_to_file NorHeHns kKomaHabl COPY C BbIBOAOM pe3yrnbraToB B aun, Ao-
CTynHbIN cepBepy CYB[.

Bpemsi )un3Hn nHdopmaLmm B ceKyHAax o NpuUBUIErMaX nNonb3o-
BaTensa nogcuctemMbl 6e3onacHoctn PARSEC (onpegensiet Bpems
XU3HU KaWmMpoBaHHOM uHdopmauum o PARSEC-npusunernsax
ac_caps_ttl Nonb30BaTensi; yMeHbLUEHNE 3Ha4YeHUS NPUBOOUT K yBENNYEHNIO
yucna obpawleHun cepeepa CYB[ k nogcncteme 6e3onacHoOCTU
PARSEC un Kak criefCcTBMe — K CHUXKEHMIO MPOM3BOANTENBHOCTH
cepsepa CYBL).

Ecnu yctaHoBneH B TRUE, Ao6aBnsieT B XXypHan cepeepa oTna-
[AO04YHYI0 MHGOPMaLMIO 0 paboTe MEXaHU3MOB 3aLLUMUTHI.

ac_debug _print

[ns 6onee rmbkon HacTpovikn cepeepa CYB[] paclumpeH cnMHTakcmc KOHUrypaumoHHOro
danna pg_hba.conf onumen ignore_socket _maclabel. [laHHbIN NapameTp MOXeET ObiTb
yKasaH nocrie metoga ayTeHTudukauumn.

NMapameTp ignore_ socket maclabel=1 no3BONsET NOMb30BaATENSAM NOAKIHOYATLCS
K 6a3amM gaHHbIX C UITHOPUPOBaHNMEM METKM 6e30nacHOCTM cokeTa coeanHeHua. Ecnn aToT na-
pamMeTp He yKasblBaeTcs B KOHMUrypaunoHHoM dpanne pg_hba.conf unm yctaHoBneH B 0, TO
UrHOpUpOBaHNe MeTkM 6e30MacHOCTM cokeTa Anst 3TOro NOAKMYEHNS HEe NPOMUCXOOMT.

B OC kaxabln nonb3oBaTerib MOXET UMETb MHOXECTBO METOK 6e30MacHOCTHN, KOTOpPOe

3a4aeTcs MUHUMAanbHOM U MakcmarnbHOW MeTkamu 6e3onacHoCTM AnanasoHa. Ytobbl nogaep-
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XaTtb 3Ty Mmogenb B CYB[] PostgreSQL kaxaon ceccumn nonb3oBaTens HasHa4yalTCsa TpU METKM
6e3onacHOCTU: MakcMmarbHas, MMHUMarnbHasa u Tekywas. VX HavanbHas nHuumManmsaumnsa ocy-
LLLeCTBNAETCA NO cregyowemy anroputmy:

1) nocne nNpoxoXxaeHus nosnb3oBaTenem CTaHA4apTHOW npouenypbl ayTeHTUduKaLmm cep-

Bep cumTbiBaeT M3 OC 3Ha4yeHns MakcumMmaribHOM U MUHUMAaribHOM METOK Be30nacHoOCTH

Nonb3oBaTens U NPUHUMAET UX Kak MakCMMarbHY 1 MUHUMArbHY0 MeTKM 6e3onacHoCTu

ceccuu. NMpn aTom, ecnn 3anucb 0 MeTkax 6e3onacHoOCTM NS nonb3oBartend He Hange-

Ha, TO MakcumarnbHasi U MMHUManbHas MeTkM 6e30MacHOCTU NPUHUMAKOTCS paBHbIMU

Hynto. CnegoBartenbHO, NOMb30BATENN, 3aperncTpmpoBaHHble Tonbko B cepepe CYB[]

PostgreSQL u He nmetowwme yyetHom 3anmcm B OC cepBepa, Bcerga MMeoT MUHUManbHbIN

ypOBeHb A0CTyNa K MHpopMauum;

2) ecnu napameTp KoHdurypaumm ac_ignore_socket_maclabel ycTaHOBNeH B

FALSE, cuMTbiBaeTca MeTka 6e30nacHOCTM BXOOSLWEro COEANHEHUS, U, eCrln OHa No-

nagaet B AMana3oH MeToK 6e3onacHoOCTn, cumTaHHbIX M3 OC, TO MakcMmarnbHas MeTka

BesonacHOCTN ceccuu ycTaHaBNMBaETCS paBHOM MeTke 6e30nacHOCTM BXOASLEro coeau-

HeHus. [pu aTOM, ecnu MMHMMarnbHas MeTka 6esonacHocTu Takoro nornb3oBaTtens B OC

cepBepa Bbille HyNeBOW, TO OH BooOLe He ByaeTt aonyuleH k pabote ¢ b[;

3) ecnu napameTp KOHUrypaumm ac_ignore_server_ _maclabel ycTaHOBMNeH B

FALSE, TO cuMTbiBaeTca MeTka 6e30nacHOCTM CepBEepPHOro npouecca U, ecrim oHa He

COBMECTMMA C MaKkcMmaribHOM MeTkon 6e30nacHOCTK ceccum, To Npouecc ayTeHTudmka-

LUK npepbiBaeTcs;

4) TekyLlen MeTkon 6e3onacHOCTN Ceccum CTaHOBUTCA MakcuMarbHas MeTka 6esonacHo-

CTU CChOPMUPOBAHHOIO TakumM 06pa3omM AnanasoHa.

Ecnun Ha ntobom 13 aTnx aTanoB BO3HWKAET CUTyaLMsi C HECOBMECTUMOCTbIO METOK 6e3-
ONacHOCTM UNK BbIXOAOM 3a npeaensl AnanasoHa, TO npouecc ayTeHTUduKaLmMm KnneHTa npepbl-
BaeTcs n goctyn k b1 6nokmpyeTtcs.

Ecnn nonb3oBaTenb MMeeT MaHO4aTHbIM aTpUbYT ac_capable_setmac, TO OH MOXeET
N3MEHATb CBOKO TEKYLLYIO METKYy 6e30nacHOCTV B AnanasoHe 0T MUHUManbHOW A0 MakCUMarnbHOW.

CYB[ PostgreSQL npenocTtasnsieT nonb3oBatensmM BO3MOXHOCTb CO34aBaTb OYHKLUN
(n, cnepoBaTtenbHO, TPUITEPbI), YKasbiBas Npy 3TOM, OyAyT NN OHU BbINOSTHATHCSA C YPOBHEM
AOCTyna nonb3oBaTtens, NPSIMO UIM KOCBEHHO BbI3BaBLLEro yHKUMIO (SECURITY INVOKER), Unu
C YPOBHEM [0CTyna nonb3oBaTterns, co3aasLuero aTy yHkumo (SECURITY DEFINER). [Mpu aToMm
B NMOHATUE «YPOBHS OOCTYyNa» BXOAAT KakK OAUCKPEUVOHHbIN YPOBEHb AOCTYNA, Tak U MaHAATHbIN,
KOTOpbIM B AAHHOM Cllyyae ornpeaensierca TekywmMMmn MaHgaTtHeiMu aTpubytamm nonb3osatens
CYB[, Bbi3BaBLUErO UM CO3aaBLUErO OYHKLMNIO, COOTBETCTBEHHO. Mpn 3TOM MeTKn 6Ge3onacHocTH

TeKyLLl,eI7I ceccunun nornb3oBartersd, Bbl3BaBLLUETO beHKLl,I/IPO, HE U3MEHAIOTCA.
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Mpun aTom cnegyeT yynThbiBaTb, YTO:

1) npw onpegeneHnn oyHKUUM Kak SECURITY DEFINER oHa GyaeT Bceraa Bbi3biBaTbCA

C NnepeycTaHOBKOM MaHOaTHbIX aTpubyToB Ha aTpubyThl CO3aaBLUEro ee Nnonb3oBaTens;

2) npw onpegeneHnn pyHkumMm Kak SECURITY INVOKER OHa Bcerga byaeT BbIMONHATLCA

6e3 M3MEHEHNS TEKYLLEro 3Ha4eHnsa MaHaaTHbIX aTpubyToB;

3) nNpu Bbl30Be (PYHKUUN B Ka4eCTBe Tpurrepa BbINOSHATCA creayolime npasvna B

AOMNOMHEHNe K yKasaHHbIM:

- nepen BbI30BOM B KayecTBe Tpurrepa BctpoeHHon B CYB[ hyHKUMN K TEKyLUM
MaHOaTHbIM aTpubyTam Bcerga gobasnsatoTca narm ac_capable _ignmaclvl un
ac_capable_ignmaccat, 4TOObl 06ecnevnTb NOMHOLEHHYO MPOBEPKY CChINTOYHOM
uenoctHocTtn bJ;

- neper BbI30BOM B KayeCcTBe Tpurrepa He BCTPOEHHOW PYHKLMM B Ka4ecTBe TeKYLLUX
MaHOaTHbIX aTpMbyTOB BCeraa ycTaHaBNMBaKOTCS MaHAaTHble aTpubyThl NONb30Ba-
Tens, 3anycTMBLUEro JaHHY ceccuio (coeanHeHune) (T. e. nonb3oBaTens ¢ MMeHeMm
SESSION_USER). 3TO Heobxoammo, 4Tobbl NpeoTBpaTuTb nonyyeHne oyHKumen-
TPUIrepoM Nonb3oBaTeNsa ¢ HU3KUM YPOBHEM A0CTYyMNa BbICOKUX NPUBUNETMIA B Criyvae
KackaZiHOro Bbl30Ba TPUITepoB.

Mocne Bo3BpaTa ynpaBneHus n3 PyHKUNMN 3HaYeHUs1 TeKyLMX MaHgaTHbIX aTpubyToB
BCerga BOCCTaHaBMMBAOTCH B UCXOAHbIE (40 Bbl30Ba (DYHKLUMN) 3HAYEHUS.

OyHKUNKN, HaNUCaHHbIE Ha S3blkaxX HNU3KOro YPOBHS, NOcNe X NOOKMIYEHUS MEIOT Nos-
HbI JOCTYN KO BCEM BHYTPEHHUM CTpyKTypam cepBepa CYB[ PostgreSQL 1 moryT npon3BornbHO
nx mogmduumpoBatb. Kpome 3TOro, NOCKOSbKY OHW BbIMOMHAKTCA B paMKax npouecca cepeepa,
OHM MMEKT COOTBETCTBYKOLWME NpaBa gocTtyna k obbektam OC B cpene yHKLUNMOHMPOBAHUS
cepBepa. MIMeHHO NO3TOMY MpaBa Nofb3oBaTens postgres, MNO4 KOTOPbIM 3anycKaeTcs cepsep,
HeobXxoaMMOo CBECTU K HE0BXOAMMOMY MUHUMYMY, MUHYSI KAKOW-NMBO KOHTPOSb C €ro CTOPOHLI
(BkNtoYasa TekyLmne MaHgaTHble aTpuobyThl).

lMockonbky B npouecce paboTbl ¢ AaHHbIMU B CYB[] BO3MOXHO M3MEHEHME OpraHn3aLmnm
NX XpaHEHUSI MYTEM U3MEHEHNS cxeMbl 00bEKTOB B[] (MeTagaHHbIX), K NO4OOHbLIM onepauusm Tak
xe npumeHsitotes MNMPL.

Mogudumkaums metTagaHHbIX BO3HUKAET Kaxabli pa3 npyv uaMeHeHuu cTpykTypbl B, 4To
BKNtOYaEeT B cebsa cosgaHmne, moandumkauuio n yganeHne obbektos Bl.

Tak Kak HekoTopble OeNcTBMA Hag obbekTammn B MOryT BNUATbL Ha XPaHALMXCS B HUX
AaHHbIX (Kak NpaBunio, Mogudukauusa nnu yaaneHme obbekta unm ero 4actu), NpyM UCnonb3oBaHUm
MaHLaTHOro ynpasneHnsa OCTYNOM K AaHHbIM 06bekTa HEOBXOAMMO pasrpaHnYmMBaTh M OOCTYN K
N3MEHEHNI0 METaAaHHbIX B YaCTK, OTHOCALLIENCS K 3TOMY OOBEKTY.

AHanorn4yHo onepauudam ¢ JaHHbIMW! nencTeus ¢ oobekTamm B[l 0OMmKHbI ObITb npuse-
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AeHbl K BMAaM OO0CTyna Ha YTEHWEe M Ha 3anncb MHAOPMaLMK ANt BO3MOXHOCTU NPUMEHEHMUS
K HUM maHgaTHbix MNMPO. Bce MHOXeCTBO onepauunn ¢ MeTagaHHbLIMU MOXET ObiTb NPUBEOEHO
cnegyowmm obpasom:

- CREATE, ADD — OOCTYn Ha 3anuchb;

- ALTER, DROP — nocrnegoBaTtefibHOE BbINOMIHEHNE QOCTYNa Ha YTEHME U 3anncb UHMOpP-

Mauuu;

- MCNosib3oBaHMe unun obpalleHne K oobekTy B apyrnx SQL-komaHgax — OOCTyn Ha

YTeHue.

lMpoBepka MaHAaTHbIX NpaB AOCTyNa K MeTagaHHbIM OCYLLECTBIIAETCA OAHOBPEMEHHO C
NPOBEPKON ANCKPELMOHHbIX NpaB AoCcTyna K HAM nocne pasbdopa u NoCTPoeHus nnaHa 3anpoca
HenocpeacTBEHHO Nepea ero BbINOSTHEHNEM, Korda onpeaeneHbl Bce Heobxoaumble ans nposep-
K1 JaHHble N NpoBepsieMble 06beKTbl. Takum ob6pasom, 4OCTYN NPeoCTaBMSAETCA TOMNbKO Npu
OAHOBPEMEHHOM CaHKLMOHMPOBAHUM aUCKpeLMoHHbIMK MPL.

HekoTopble onepauun Hag obbekTamu, Takme kak DROP Bcero obbekta unm ero ctonodua
M TRUNCATE BnekyT 3a coboun yaaneHue gaHHbiX. B cnyyae 3awmTbl meTkamu 6e3onacHoOCTuU
3anucen obbeKTa CyLLECTBYIOT OrPpaHNYEHUS Ha BbINONTHEHME 3TUX ONepaLni.

Onepauun yaaneHnst HEBO3MOXHbI MPU HANU4MM pasHbiX METOK 6€30MacHOCTM Ha 3anucsix,
T. K. onepaumsi TPUMEHSIETCA KO MHOXECTBY CTPOK. OTO CBA3aHO C TeM, YTO onepaums yaaneHus
MHTEPNpPETMPYETCS Kak nocrnegoBaTenbHoe npefocTaBneHne AocTyna Ha YTEHNE N Ha 3anuch,
YTO BO3MOXHO TOSIbKO NPWU paBeHCTBE METOK B6e3onacHocTu cybbekTa n obbekTa. B cny4yae, korga
CTPOKM MMEIOT pasHble MeTKM 6e30MacHOCTU, JaHHOE YCIOBUE BbIMOMHUTLCA HE MOXET.

Onepauus yaaneHua 4OCTynHa TONbKO ANA agMUHUCTpaTopa U nonb3oBaTenen, obnaga-

WX npusunernaMmm UrHopnpoBaHnAa MmaHgaTHoOro ynpasreHnAa AoOCTynoMm.

4.10.1. CpenctBa ynpaBneHna maHaaTHbimu MNP k o6bektam B

Ona ynpaenenus mangatHbimu MNP k o6bektam B CYB[ PostgreSQL ncnonb3yetca
rpacmyeckasn ytunmta pgadmin3.

Mpun cosgaHnn metka 6e3onacHocT obbekTa Bl yctaHaBnuBaeTcsl paBHOM TEKYyLUEN
MeTke 6e30nacHOCTN COo34aBLUEro ero nonb3oBarens, ManHgaTHbi npm3Hak CCR npu 3ToM BbI-
CTaBnsieTcs B 3Ha4YeHue ON.

Ecnu nonb3oBaTens umeetr maHaaTHbIN aTpubyT ac_capable_ chmac, TO OH MOXET
MEHATb MeTKy 6e30nMacHOCTM NpuHagnexawmx eMy o6beKTOB B Npedenax CBOero gvanasoHa
MeTOK 6e30MacHOCTM C MOMOLLbIO creaytowen KOMaHabl:

MAC LABEL ON Tumn_ obwbekTa umsa_obbekTalSHOBOe 3HaueHUE MeTKU 0Oe30MaCHOCTH;

B kayecTtBe TMna obbekTa ykasbiBaeTcs Tvn obbekta B[l, Hanpumep DATABASE, TABLE,
FUNCTION.

AHanornyHbiMm obpasom ans 06bEKTOB-KOHTENHEPOB MOXET ObiTb UBMEHEH MaHAATHbIN
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npusHak CCR:
MAC CCR ON Tun_obwekTa uMmsa_obwerkralIS{ ON | OFF };
[ononHnTensHO BBEAEH HOBLIN TUM 00bekTa — knactep CLUSTER. [1ns yCTaHOBKU METKM
©e30nacHOCTM Ha KnacTep MCMNONb3yeTCs CrneayrLmi 3anpoc:
MAC LABEL ON CLUSTERISHOBOE_ 3HaueHUE MeTKU 6e30MNacCHOCTH;
4YTO ABNSIETCA CUHOHMMOM K KOMaHae
MAC LABEL ON TABLESPACE pg _globallSHOBOe 3HaueHWE METKU 6€30MacHOCTHU;
[ns nameHeHns mangatHoro npusHaka CCR knactepa ucnonb3yeTcs criegytowas KoMaH-
aa:
MAC CCR ON CLUSTERIS{ ON | OFF };
4YTO SABMSIETCA CUHOHMMOM K KOMaHae
MAC CCR ON TABLESPACE pg globalIS{ ON | OFF };
3HaveHna mMeTok 6e3onacHOCTM 0OBbEKTOB codepaTcsa B nonsax maclabel Tabnuy cu-
CTEMHOrO KaTanora, oTkyga mMoryT 6biTb BblOpaHbl COOTBETCTBYHOLLIMM 3arpOCOM.
3HaveHnst maHaaTtHoro npu3Haka CCR 06beKTOB-KOHTEMHEPOB COAEPXKATCA B CreayLLMX

nonsix Tabnuy, CUCTEMHOrO KaTarnora:

Ans 6a3 gaHHbIX - datmacccr CUCTEMHOM Tabnuubl pg_database;

ANs1 CXeM - nspmacccr CUCTEMHON Tabnuubl pg_namespace;

Ans TabnMyHbIX NPOCTPAHCTB - spcmacccr CUCTEMHOM Tabnuubl pg_tablespace;

- ANS OTHOLUEHUN - relmacccr CUCTEMHOM Tabnuubl pg_class.

[na npocmoTpa MmaHgaTHoro npuaHaka CCR knactepa MoXeT ObiTb MCNOMb3oBaHa cneay-
lowas KomaHaa:
SELECTcluster macccr;

Mo ymonuaHuto 3anncu cosgaBaembix Tabnuy He 3awmuieHbl MeTkaMmmn 6e3onacHoCTu.
[nsa Toro 4to6bI co3gaTh Tabnuubl ¢ 3anncamMu, 3alULLEHHBIMU MeTKamMn 6e3onacHoOCTH, cneayet
NCnonb3oBaTh CrneayLwnin BapuaHT koMmaHabl CREATE TABLE:
CREATETABLEuMA _TabIuiH (

. ..——CIHCOK_CTOnbLOB

JWITH ( MACS = true, ... );
Mpn oTOM BCe BCcTaBnsgemble 3anucu MO YMOMYaHUIO HacneaywT Tekylwme MeT-
kKn ©6e3onacHOCTM co3gaBlWMX WX nonb3oBaTtenen. [lonb3oBatenu, wumelowune ycra-
HOBMEHHbIN MaHAaTHbIM  aTpubyT ac_capable chmac, MOryT $BHO 3ajaTb 3Hade-
HMe MeTKu ©Oe3onacHOCTU BcTaBngemon 3anucu. 3agaBaemasi MeTka ©6e3onacHoCcTU
JomkHa OblITb B npegenax AuanasoHa MeTok 6e3onacHocTM nonb3oBatens, nmbo
nonb3oBaTenb [OO/MKEH WMETb aTpubyTbl WUFHOPMPOBAHUS  MaHAATHOrO  ynpaBneHusi
ac_capable ignmaclvl W ac_capable_ignmaccat C MNOMOLLbIO BapuaHTa KoOMaHObl
INSERT:

INSERTINTOuMsA_oTHomeHUs (maclabel, . ..cnucok_cTomnbuos)
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VALUES(3HaquHe_MeTKH_6e30naCHOCTH,...3HaquHH_CTon6HOB)

[nsa 3awnTbl 3anMcen yxxe co3gaHHbIx Tabnuy 6e3 meTok 6e3onacHOCT cnegyeT UCnorb-

30BaTb cnefyroLwmn BapuaHt KomaHabl ALTER TABLE:

ALTERTABLEumMs TabnuiuSETWITHMACS ;

lMocne ucnonHeHns 3Ton KomMaHabl BCe 3anucu Tabnuubl aBTOMaTUYECKN Nonyyart TEKYLLY METKY
©e3onacHocTK Tabnuubl.

[ns Toro, 4tobbl yopaTh 3awmTy 3anmucen MeTkammn 6e3onacHocTH, cnegyeT UCNonb3oBaThb
cnegyroLwmin BapuaHT KomaHabl ALTER TABLE:

ALTERTABLEuMs:_TabrnuueSETWITHOUTMACS;

[ns nameHeHns metok 6e30nacHOCTM CyLLECTBYIOLNX 3anncen nonb3oBaTenn ¢ atpmnby-
TOM ac_capable_chmac MoOryTt ucnonb3oBatb KomaHay CHMAC:
CHMACumsa_oTHomeHUssSETmaclabel=HoBoe 3HaueHHe MeTKH bOezomacHocTu WHERE

CoBokynHasa meTka 6e3o0nacHOCTU 3anucen Tabnuubl (MakcMmanbHas no MaHgaTHOMY
YPOBHIO U Hanbornee nonHasa No MaHA4ATHbIM KaTeropmsiM) MOXeT ObiTb NoslydeHa ¢ NOMOLLbHO
arperuvpytowen oyHKuMn supmaclabel:
SELECTsupmaclabel (maclabel) FROMumMsa_OTHOMEHUS;

MpocMOoTpeTb 3HaYEHNA METOK BE30MacHOCTN AOCTYMHbIX 3anNNCEN MOXKHO C NMOMOLLIbIO
KoMaHabl SELECT:

SELECTmaclabel FROMUMA_OTHOMEHUS

B komaHgax INSERT M CHMAC 3Ha4eHusi METOK 6e30nacHOCTN He 065a3aTernbHO AOMMKHbI
ObITb 3agaHbl B sBHOM Buae. [ns 3agaHusa MeTku 6e3onacHOCTM JonycKaeTcs UCMonb30BaHme
nodoro ckansipHOro BblipaXkeHusi, BO3BpaLLaoLLEero pesynsraT, NpUBOAUMbIN K TUNY METKMN 6e3-
OMacCHOCTW.

[na Toro 4toGbl COXpaHUTL 3anMCK BMECTE C UX MeTKaMn 6e30MacHOCTM B apXuBe 1 B
AanbHenLwemMm 3arpy3nTb X oOpaTHO, NpeayCcMOTPeH cneumanbHbin dnar MACS KoMaHabl COPY.
BbiBECTN AOCTYMHbIE NONBL30BATESNO AAHHbLIE BMECTE C METKamMu 6€30nacHOCTN MOXET Nobon
Nonb30oBaTernb, 3arpy3nTb XXe 06paTHO — TONbKO NOSb30BaTeNb C YCTAHOBIIEHHBIM MaHAATHbIM
aTpubyTtom ac_capabel_ chmac. [Mpn 3TOM MeTkn 6€30nMacHOCTU 3arpykaemblx 3anmcen AOMKHbI
HaxoAUTbLCS B Npedenax guanasoHa MeTok 6e3onacHOCTM nonb3oBaTens, NMbo nonb3oBaTtenb
OOSHKEH MMeTb aTpubyTbl UTHOPUPOBaHUS MaHOATHOrO ynpaBreHnsa ac_capable ignmaclvl
W ac_capable_ignmaccat. Hanpumep, Bbirpyska n obpatHas 3arpyska gaHHbIX n3/B Tabnuupl
test MOXET BbIMMgaaeTb TakK:

COPYumsa_oTHomeHUATOstdoutWITHMACS
COPYumsa_oTHomeHUAFROMstdinWITHMACS

Mcnonb3oBaTtb KoMaHgy COPY 6e3 ykazaHusa METOK MOXET fitobon nonb3oBatesib. 3arpy-
XEHHble TakMMm 00pa3oM AaHHble ByayT MMETb METKM 6e30MacHOCTU, paBHbIE TEKYLLEN METKE
©e3onacHOCTM ceccumn norb3oBaTens.

[MapameTtp KOH(Urypaumm cepsepa ac_enable_copy_to_file paspellaeT BbINOMHATL
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KomaHgy COPY C BbIBOAOM pe3ynbratoB B hann, 4ocTynHbin cepsepy CYB/. [Ins 3Toro oH AOMKeH

ObITb yCTaHOBIEH B TRUE.

4.10.2. LlenocTHOCTb MaHAATHbLIX aTPUOYTOB Krnactepa 6a3 AaHHbIX

B CYB[ PostgreSQL AlM-moaens HaknagbiBaeT orpaHnyeHne Ha KnacCugUKaLnoHHYHo
MeTKy o6bekTa: knaccudukaumoHHasa meTka 06bekTa He MOXET NPEBbILATb KNnacCUUKaLMOHHYO
METKY KOHTeNHepa, B KOTOpoM OH coaepxuTtcs (4.10).

[ns BbiBOAa MHopmaumm o cobnogeHuun Ar-mogenu mexay o6bekTaMmn-koHTENHepamm
N HaxogsAWMMKUCS B HUX obbekTammn peanmsoBaHa SQL-pyHKuMs check _mac_integrity, KOTO-
pasi BbIBOAUT MHpOPMaLMo B Cnegyowem Buae:

- objid — NaeHTndumkarop obbekTa;

- classid — VpeHTndukaTtop knacca obbekTa;

- cobjid — MaeHTudurkaTtop KOHTenHepa, CoaepKaLlero oobeKT;

- cclassid — VigpeHTrduKaTop Knacca KOHTENHepa, coaepKallero o6beKT;

- status — Pesynbrat nposepkn. MoxeT npyHMMaTh crneayolmne 3HadyeHus: OK(mogens

cobnitogaetca ansa obbekTa n KoHTenHepa) n FAIL(Moaenb He cobniogaeTtcs anga obbekta

N KOHTENHepa).

MpnmeyvyaHune. MHdopmauma o cobniogeHnn Mogenu BbIBOAUTCS TONbKO ANst OT-
HoweHun (Tabnuy, npeacTaBneHnin, nocnegoBartenbHOCTEN), cxeM, 6a3 AaHHbIX U TabnMYHbIX
NPOCTPaHCTB.

[nsa wvcnpaBneHns HEKOPPEKTHO YCTAHOBMEHHOW METKM Ge30MacHOCTU OTHOLUEHUS,
Hanpumep, NPy BOCCTaAHOBIIEHUN PE3EPBHOM KOMUM KracTtepa paHHUX BEPCUN, UCMONb3yeT-
ca SQL dyHkuma fix mac_integrity. [aHHas yHKUMS MOXET ObITb MCNOMHEHa TOslb-
KO nonb3oBaTternieM C npaBaMn agMUHUCTpATopa, a Takke MNpu yCTaHOBNEHHOM MapaMeTpe

ac_auto_adjust_macs = true B KOHpUrypaunmoHHomMm cansne postgresql.conf.

4.10.3. Ccbino4yHas LenoCTHOCTb MaHAAaTHbIX aTPMOyTOB

CpencTtea obecneyeHus LenoCcTHOCTU B pensaumoHHbiX b npeactaBnsaoT cobon mexaHus-
Mbl aBTOMaTU4EeCKOM NOAAEPKKN CUCTEMBI NPaBUI, ONPEAENALLNX 40NYCTUMOCTb U KOPPEKTHOCTb
obpabatbiBaeMbIX AAaHHbIX, U MOTYT ObiTb Pa3buTbl HA HECKOSBLKO BUOOB:

- OrpaHuyeHune LerfoCTHOCTM Nosien AaHHbIX — OrpaHNYeHuns], HaknaablBaeMble Ha UCMNOofb-

3yemble B OTHOLLUEHUN JOMEHbI (3adaHne paspelleHHbIX Anana3oHoB 3Ha4YeHUn, 3anpeT

Hannuna HeonpeaeneHHblx 3HadyeHnn NULL, 3agaHne 3HayeHMn No yMOr4YaHuio) unm

OrpaHMyeHust HeNnoCcpeacTBEHHO Tabnumubl (YHUKaNbHOCTb KaXaon 3anmcu, orpaHmyeHmne

YHUKaNbHOCTUN NO BblIOpaHHbIM CTON6UAaM, BblYMCASIEMbIE 3HAYEHUS CTONOLIOB 1 YCNOBUSA

AONYCTUMbIX COMETAHUI 3HAYEeHU B cToNnbuax);

- JeKknapatmBHasa CCblJ104HaA LEeNTOCTHOCTb — OonncaHume 3aBUCMMOCTEN MeXxay pa3HbIMA
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OTHoweHuaMY B B] (Hannums B O4HOM OTHOLLEHUW BTOPUYHOTO KIto4a, CebliatroLerocs

Ha NepBUYHbIN KItod B ApyroM). NogobHblie 3aBUCMMOCTU MOTYT ObITb BbISBMEHbI MpuU

aHanuae npeagMeTHOM obnacTn Mexay ee CyLHOCTAMM UM Npu npoekTnposaHuu b B

npouecce HopMmanuaauum (B 3ToOM crniyyae ofHa CyLHOCTb NpeaMeTHOW obnactn MoxeT

COCTOATb U3 Habopa oTHoweHun). CcbinoYyHas LEeNoCTHOCTb peanuayeTca nyteM onuca-

HUS OrpaHMYeHNn Ha 3HAYEHUS BTOPUYHBIX KIoMer B OOHOM OTHOLUEHUM U NpaBun nx

00paboTkM B criydae naMeHeHusi NePBUYHbLIX KIOYen B OPYroMm;

- ANHaMuyecKas CCbINoYHasa LenoCTHOCTb — Tpurrepa, HasHadaemble A515 BbINOSTHEHUS

npu peanusauun 3agaHHOro B1aa A0CTyna K KOHKpeTHon Tabnuue. Tpurrep npeacrasnset

cobor NCNOMHAEMBIN KOA, KOTOPbIN MOXET AUHAMUYECKM NPOBEPUTL 3a[aHHbIE YCIOBUSA

KOPPEKTHOCTM BbINOSIHAEMOWN onepauun, U npy HeobxoaMMOCTU BHECTU U3MEHEHUS B

apyrve tTabnuupl.

B npuBegeHHOM onpegeneHun OTCYTCTBYHOT MaHOaTHble aTpubyThl, Tak Kak B obLiem
crny4dae mexay KnaccuukaumMoHHbIMU METKaMU 3anucen pasHbiX Tabnuy MoxeT He BbITb 3aBUCK-
mocTu. C Apyron CTOPOHbI, CYLLLECTBYET YAaCTHbIV Cry4an CCbINTIOYHON LIEeNOCTHOCTU, 06pa30BaHHbIN
mMexay Tabnvuamm, ABnsLWUMUCS YacTaMU OAHOW CYLLHOCTM nNpegMeTHOW obnacTu, 4To MoxXeT
BO3HVKHYTb B Npouecce HopManuaawuu.

[na obecnevyeHns LENOCTHOCTU MaHAATHbIX aTPUBYTOB CNUCOK COBLITUI ANa orpaHu4ye-
HWUI LeNOCTHOCTM Hapaay C CyLLecTBYOWUMKN cobbITUAMM ON SELECT, ON INSERT, ON UPDATE,
ON DELETE pacluMpeH COObITUEM M3MEHEHUS MaHOATHbIX aTpMbyToB ON CHMAC. Takum obpa-
30M, BO3MOXHO CO3[aHne orpaHuyeHne CCblfI0O4HOM LIeNOCTHOCTU creayowmm obpasom:

ALTER TABLE wmsa_rabrnuuel ADD CONSTRAINT umMs_OrpaHUUEHUS
FOREIGN KEY (cnucox_mnoneiil) REFERENCES wumsa_Tabriuun2 (CHOMCOK_IOJen2)
ON CHMAC {NO ACTION | RESTRICT | CASCADE }

MexaHu3M 0enNCTBUA TaKoro orpaHMyeHnst LeNOCTHOCTN aHanormyeH MexaHnamy A4encTBus
noao6bHOro orpaHnyeHns ana cobbiTua ON UPDATE ANS AaHHbIX: MPU U3BMEHEHUN MaHOATHbIX
aTpmbByTOB 3anncu B 04HOWN Tabnuvue MOXHO yKa3aTb KackagHoe U3MeHeHne MaHaaTHbIX aTpnbyTos
CBSI3aHHbIX 3anMcen BTOpon Tabnuubl, MO0 3anpeT BO3MOXHOCTb TaKoro U3MEHEHNS.

AHaNorM4yHo CyLLecTByeT BO3MOXHOCTb CO3[aHUs TPUITEPOB NS yKa3aHHOro cobbiTus
N3MeHeHnsa MaHgaTHbIX atpubyToB (CHMAC), Hanpumep:

CREATE TRIGGER wums_Tpurrepa

BEFORE CHMAC ON wums_TabiiuLs

FOR EACH ROW

EXECURE PROCEDURE wums_npolenyps ()
Takum xe obpasomM MoryT ObITb 3a4aHbl U NpasBuna Ansg BUAOB:
CREATE RULE umsa_IipaBuia

AS ON CHMAC TO umsa_Buna
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DO ALSO
CREATE RULE umMmsa_InpaBuia
AS ON CHMAC TO umsa_Buna
DO INSTEAD
B atom cny4yae npu nameHeHnMmn MmaHaaTHbIX anI/I6yTOB 3aruncum 6y,qu BbI3blIBATbCA COOT-
BeTCTBYyKOLLME C*)yHKLl,I/II/I M npasuia, 4To gaet BO3MOXHOCTb 3anporpaMmmMmnpoBaTb NMPOn3BOSibHYHO

noruky obecnevyeHns LEeNOCTHOCTM MaHAaTHbIX aTpubyToB BHyTpu B.

4.10.4. OcobeHHOCTM co3aaHuA NpaBu, cucTembl unbTpaLmum U TPUrrepoB

B CYB[ PostgreSQL npasuna (RULE), cuctembl ouvnstpaunmn (POLICY) U TpuUrrepsbl
(TRIGGER) HacrnegytT MeTKy Tabnuubl, NS KOTOPOW OHU cO3aaHbl. QTN O6bEKTblI MOryT ObiTb
co3aaHbl nornb3oBaTenem-snagensuemM Tabnuubl (MeTka Kotoporo 6yaet coBnagaTb C METKOW
Tabnuvubl), NMBGO Nonb3oBaTeENAMU C NPUBUNETMSAMU UTHOPUPOBaAHUS MaHaaTHOro gocrtyna. B
NPOTUBHOM Crny4ae reHepupyeTcs owmnbka gocTyna.

Ecnu Tpurrep ncnonb3yeT TPUIMepHyH (PyHKUUIO, MeTKa KOTOpoKr oTrin4yHa ot {0, 0}, TO
npy UCMOSTHEHUN TpuUrrepa Anga Tabnuubl co copoLLeHHbIM MaHaaTHbIM NpusHakoM CCR BO3MOXHbI
HapyLweHus B paboTe TpurrepoB. 3TO 00YCNOBAEHO TEM, YTO 3annUCb TPUITEPHOWN (PYHKLIUN MOXET
ObITb HEe gocTynHa gnga nonb3oBatens B cBa3n ¢ MIMPL. B Takux cnyyasx ©yaet BbiBe4eHO
coobLLeHune:
cache lookup failed: BHyTpeHHSAs omubKa WM OTCYTCTBYIOT HEOOXOOUMEHE MaHOaTHHE
aTpubyTH

Bo n3bexaHum 3Toro HaCToATENbHO PEKOMEHOYETCS YyCTaHaBNMBaTb MaHAATHYIO METKY
TpurrepHon pyHKUMn B 3HadeHne {0,0}.

Cuncrembl counstpauum (POLICY), Takme kak ROW LEVEL SECURITY, mMoryT 4ONONHATL
BCTPOEHHbIE MEXaHU3Mbl pa3rpaHNYeHns gocTyna nytem gobaBneHust Noruku, peanusyoLen
npaswuna Bblaaqy CTPOK nonb3oBatento. PunbTpaums MoOXeT OCHOBbLIBATLCS Kak Ha JAaHHbLIX CTPOKM,
TaK U Ha BHELIHUX dpakTopax (Harnpumep, TeKyLLEM BPEMEHMU).

4.10.4.1. Ocob6eHHOCTM UCNOMb30BaHMUA MNpeACTaBNeHUN U MaTepuarim3oBaHHbIX
npeacTaBneHun

MpencraeneHuns (VIEW) 1 MaTepuanua3oBaHHble NpeacTtaBnenna (MATERIALIZED VIEW)
He MOryT UMeTb MeTKM 6e30MacHOCTN Ha CTPOKax, NOCKONbKY BbINOSHAOT arperaumio AaHHbIX 13
APYrMX UCTOYHUKOB AaHHbIX (Tabnuvu u npeacTaBneHni).

MpumeyaHune. MNpeacraBneHnsa cos3garnTcs ¢ yctaHoBneHHbIM cornarom CCR, noaTo-
My Mpuv NONbITKE AOCTyNa K HEMY OT MMEHU MNonb3oBaTens, MeTka 6e30nacHOCTM KOTOPOro He
NpeBOCXOANT MeTKkM 6e3onacHOCTM NpeacTaBneHnd, aTo npeacraBneHve He byaet «BMAHO» MOSb-
3oBarento B cuny MMPL. [nsa Toro, 4Tobbl Nonb3oBaTenb MMen 4OCTYN K TakOMy NpeacTaBneHuto,

HeobxogMmo cbpocnTb MangaTHbIN NnpudHak CCR npeacraeneHus.
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4.10.5. dyHKUMMN cpaBHeHUA Ansa Tuna maclabel

B CYB[] PostgreSQL n3meHeHo noBeageHue cnenyowmx yHKUMA Ona TMna maclabel:
eq, ne, 1t, le, gt, ge. B ykazaHHbIX OYHKUUAX BMECTO MHOEKCHOIO CpaBHEHUS UCMNOSb3YeTCA
CcpaBHeHME MeTOK 6e30MacHOCTM COOTBETCTBYOLWMMM onepaTtopamm =, <>, <, <=, >, >=,

[1ns npoBepKn Ha HECPABHUMOCTb METOK 6e30macHOCTM Ucnonb3yeTcs OyHKUNA nc.

Onepatopbl WHAOEKCHOrO CpaBHEHUSA MepeMMeHoBaHbl B maclabel idx eq,
maclabel idx_ne, maclabel idx_1t, maclabel idx_le, maclabel idx_gt,

maclabel idx_ge.

4.10.6. Cucrema npuBunerun CYB[l n ynpasneHve mmm

Cuctema npusunernn CYB[ PostgreSQL npegHasHayeHa ans nepefayuv otaernbHbIM
nonb3oBaTensaM npaeB BbIMOMHEHUS onpefeneHHbIX agMUHUCTPaTMBHbBIX AencTBUn. OObIYHbIN
nosib3oBaTeNb CUCTEMbI HE UMEET AOMNONMHUTENBHbLIX MPUBUNETUN.

MpuBnnerun sensaTCa nogknaccom atpmbytoB nonb3oBatensa CYB[ PostgreSQL.

Mpueunermmn OC, wucnonb3yemble B CYB[l PostgreSQL, «kpome atpubyTta
ac_session_maclabel, He MOryT BbITb N3MEHeHbI ¢ noMowbio cpeacTs CYB[ HM nonb3oBaTe-
namu, HU agMuHucTpaTtopavmm CYB[:

- ac_session_maclabel — TeKkywasi meTka 6e30MacHOCTU Ceccuu Mnorb3oBaTens

CYB[. 3ta meTka Ge3onacHOCTW onpeaenseT AOCTYMHbIe Nonsb3oBartento oobekTbl B n

SABNsIETCA METKON 6e30nacHOCTU MO YMOSIYaHWUo AN co3aaBaeMblX Nofb3oBaTenem obbek-

ToB. [Npn coeanHeHmmn nonb3osatensa ¢ CYB[] 3HavyeHne aToro atpubyTta ycTaHaBnMBaeTca

paBHbIM MeTke 6e30MacHOCTU COeQVMHEHUS UK ac_user_max_maclabel;

- ac_user_max_maclabel —  MakCMmManbHO BO3MOXHO€  3HavyeHue Ongd

ac_session_maclabel;

- ac_user _min_ maclabel — MWUHUManNbHO BO3MOXXHOE 3Ha4yeHue ana

ac_session _maclabel;

- ac_capable ignmaclvl — NO3BONAET MNOMb30OBaTeNi0 UrHOpPMpPOBaTb MaHgaTHoe

ynpasJsieHne Mo ypoOBHSM,;

- ac_capable_ ignmaccat — No3BONndeT MNornb3oBaTeriio UrHopMpoBaTb MaHgaTHoe

yrnpasrneHne no KaTteropusam;

- ac_capable _mac_readsearch — Nno3BOndeT nonb3oBaTento MrHopnposaTb MaHgaT-

HOe ynpasrieHWe Mo YPOBHAM U KaTeropusiM rnpu YTeHUU JaHHbIX;

- ac_capable_setmac — MO3BOMSAET NOSMb30BATENO U3MEHATb TEKYLLYIO METKY 0e3-

OMacHOCTU CBOeW ceccun B npegenax, 3agaHHblX ee MUHUMarnbHbIM U MakCUMarnbHbIM

3HaJYeHneM;

- ac_capable_chmac — N03BONSAET NOfb30BaTeNto N3MEHATb MeTKM 06bekToB B/I.

B cnyvae, ecnu nonb3osatens CYB/[ He 3apernctpupoBaH B OC Ha CTOpoHe cepBepa
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CYB[], Bce ero maHgaTHble aTpubyTbl UMEIOT HyrneBoe 3HayeHne. AamuHuctpatopam CYB[ go-
nonHUTEnNbHO K nx atpubytam ns OC Bcerga gobaensatTtca atpubyThl ac_capable ignmaclvl,
ac_capable ignmaccat M ac_capable_ chmac.

[Ons ynpasnenus npusunernamm CYB[ PostgreSQL moxeT 6bITb ncnonb3oBaHa rpadou-
yeckaqa ytunmta pgadmin3.

[MpocMOTpETb TEKYLUME 3HAYEHNS NpuBunieruin (aTpnbyToB Nonb3oBaTensi) MOXHO C NOMO-
LI KOMaHAab!:
SHOWattr name

YCcTaHOBUTb HOBOE 3HadeHWe aTpubyTa ac_session_maclabel MOXHO C MOMOLLbIO
KomaHA:
SETac_session _maclabel=HoBOe_ 3HaueHHEe MeTKU_ 6E30NaCHOCTHU
SELECTset_config(’ac_session_maclabel’,h noBasa_merka_b6eszomacuoctu, false);

B nepBow hopme B Ka4yecTBe HOBOrO 3Ha4YeHUSA MeTK1 6e30MacHOCTN MOXHO MCMOoSb30BaTb
TOMbKO AABHO 3afaHHble 3Ha4YeHUs1 METKU, BO BTOPOM— 3HAYEHME METKM BEe30MacHOCTU MOXET
ObITb NOOLIM BblpaXXeHNEM, BO3BpaLLAKOLLNM CKandpHoe 3Ha4YeHne, NPMBOAMMOE K TUMY METKU

©e3onacHocTw.

4.11. ManpaTHOe ynpaBneHue AOCTYNnom B KoMmneKkcax nporpamm

rMNepTeKCToBON 06paboTKN AaHHbLIX U INEKTPOHHOW NOYThI

O6ecneyeHve MaHaaTHOrO yrnpasneHus JOCTYNOM B KOMMeKcax NporpaMm rmnepTekcTo-
BOV 06paboTKn AaHHbBIX U ANEKTPOHHOW NOYThlI peannM3oBaHO Ha OCHOBE NPOrPaMMHOroO MHTEpP-
denca budnmotek nogecnctemsl 6esonacHoctn PARSEC.

Ha cepBepax KOMMNneKkcoB nNporpamMmm rmnepTekcToBon o6paboTkn AaHHbIX U SNEKTPOHHOWN
noyThbl Npu 06paboTke 3aNPOCOB HAa COeaANHEHUE BbINONHAETCA NOfyYeHne MaH4aTHOrO KOHTEKCTa
coeguHeHusl, yHacneaoBaHHOro oT cybbekTa (npouecca). CokeT cepBepa, OXMOALWMIN BXOASLLNX
3anpocoB Ha coeanHeHne, paboTaeT B KOHTEKCTE MpoLecca, UMELWEero NpuBMnerno 4ns npuema
COeIMHEHUN C NIOOBLIMU YPOBHAMUN CEKPETHOCTW.

[Mocne ycTaHOBKM COEANHEHWS U YCNELLHOMO NPOXOXAEHUS npoueaypbl naeHTudmnkaumm
N ayTeHTMdMKaLMM NonNb3oBaTens npouecc cepeepa, obpabaTtbiBalowmnin 3anpockl Nonb3oBaTens,
nepeksntoyaeTcs B KOHTEKCT 6e3onacHOCTU nonb3oBarens, copackiBaeT npmeunerum, obpabaTbia-
€T 3anpockbl NONb30BaTens 1 3aBepLuaeTcs.

B komnnekce nporpamm runepTekcToBon 06paboTkn AaHHbIX NONb3oBaTeNb nonyvaet
OOCTYN K pecypcam, apnsawwmxca obbektammn ®C. Komnnekc nporpaMm 351eKTPOHHOM NOYThI
MCNONb3yeT TeXHOmNMorm maildir, obecneymBaroLLyo XpaHeHe NoYTOBbIX COOOLLEHNI B BUAE
oTaenbHblx 06bekToB PC. CosgaBaemMble haisnbl NOYTOBLIX COOBLLEHNA MAPKUPYIOTCA METKaMU
6e3onacHoOCTH, yHacneaoBaHHbIMU OT npouecca-cosaaTens. Takum obpasom, B 060mx koMmnnekcax

nporpaMm pecypcCobl, K KOTOPbIM OCYLLECTBINAETCA OOCTYN OT MMEHWU CepBEPHbIX NMPOoLEeCCOoB,
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obpabaTbiBatoLmnx 3anpockl Nonb3oBartenen, aenaTcs obbektamm OC. CnegosaTtenbHO, AOCTYN
K 3almaemblM pecypcam npu npmeme m obpaboTke 3anpocoB Nonb3oBaTenen B npolecce
PYHKLMOHNPOBAHNS CEPBEPOB KOMIMIIEKCOB NPOrpaMm rmnepTekcToBon 06paboTkm AaHHbIX M

AMEKTPOHHOM NOYTLI Nog4YMHAETCs MaHgaTHbIM [P,
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5. PETUCTPALISA COBbITUA BE3OMNMACHOCTH

B OC peanusoBaHa pacluMpeHHas nogcmcrema npoToKONMpoBaHUs, OCyLLeCTBNALWAas
pernctpaunio cobbiTu B ABOUYHbIE dbannbl C UCMONb30BaHNEM cepBuca parlogd. B npu-
BEAEHO OnucaHne HacTPOWVKM NapamMeTpoB NPOTOKONMpoBaHus ans obbektoB ®C (dannosbin
ayaouT) 1 ansa nonb3osaTtenen (ayaut npoueccos). NpMMeHeHne HacTPOEHHbIX NapamMeTpoB ayau-
Ta npoueccos ocyuwecTensetca PAM-mogynem pam_parsec_aud. 1o ymonyaHuio permcrtpa-
LM HACTPOEHHbIX NS NoNb3oBaTens cobbITU ayauTa npoueccoB BknodeHa B PAM-cueHapuu:
fly-dm, fly-dm-np, login, su, sumac, sumac.xauth. [Jna npoTokonMpoBaHus cobbiTui
ayauTa npoueccoB Nosib3oBaTens, Npoxoasilero ayteHTudunkaumo yepes apyrne PAM-cueHapun,
Heo6X0AMMO BKMOYUTL B COOTBETCTBYHOLLME CLiEHapum CTPOKY criefytoLero suaa:
session required pam parsec_aud.so

Takke B coctaB OC BxoguT nporpammMmHoe cpeactBo Zabbix, obecneumnBatoiee MOHUTO-
PUHT, LEHTPanM30BaHHbIN ayanT U NPOTOKONMPOBaHNE COBLITUIN CETEBLIX PECYPCOB.

B 6ubnunotekax nogcmuctembl 6esonacHoctn PARSEC peannsoBaH nporpaMmHbIN MHTEP-
denc ans NpoTOKONMPOBaHMUA COBbLITUI C UCMONb30BaHMEM PACLLUMPEHHOW NOACUCTEMBI NPOTO-
KONMMpOBaHUS, NpuMeHseMbln ans peructpaumm codbitnn B CYB[ PostgreSQL 1 komnnekce

nporpamMmm 3neKTPOHHOWN MOoYThI.
5.1. CpeactBa ynpaBneHusi NPpOTOKONMpoOBaHNEM

[na paboTbl ¢ NOACMCTEMON NPOTOKONMPOBAHMEM UMEETCS psa rpadPUdecknx yTUMKT,
KOTOpble MOryT ObITb MCNOMNb30BaHbl 4151 HACTPOWKM NapaMeTpPOB permcrTpaunm cobbiTui 1 Npo-
CMOTpa NPOTOKOSOB:

- fly-admin-smc («YnpaBneHne nonuvtukon 6esonacHoCcTu») — ynpasneHne npoTo-

KOnupoBaHWeM, NpMBUNErnaMm n MaHaatHeiMn atpubytamm nonb3oBarenen, paboTa c

nonb3oBaTensaMu 1 rpynnamu;

- fly-admin-viewaudit («XKypHan 6e3onacHOCT1») — BbIBOPOYHLIN NPOCMOTP NPOTO-

KOrnoBs ayauTa.

Bonee nogpobHoe onucaHne yTUnuT CM. B 3NEKTPOHHOM CrpaBke.

[anee paccmoTpeHbl cpeacTea ynpaBreHusi MPOTOKONIMPOBAHNEM B pEXMME KOMaHOHOW

CTPOKMW.

5.1.1. getfaud

CuHTakeuc:
getfaud [-d, —--default] [-R, —--recursive] [-L, --logical] [-P, —--physycall]
[-n, —--numeric] [-1, --long] [-p, —-—-absolute-names] [-c, —--omit-header]
[-s, —--skip-empty] [-h, --help] [-v, —--version] {awne u/unu KaTasioru

KomaHga getfaud cnyXut ang nony4vyeHus CrnuckoB NpaBui NPOTOKONMMPOBaHUA Haf
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dannoBbiMn obbekTamu. Cneaytowme cobbiTUst 4OCTYNHbI A5 NPOTOKONMPOBaHUS:
- 0, open — OTKpbITUE (hanna;
- ¢, create — co3gaHue danna;
- X, exec — UCMorHeHne hanna;
- u, delete — yaaneHue pavina (B katanore);
- r, acl — cmeHa ACL;
- n, chown — cMeHa BnagenbLa;
- m, mac — UBMEHEHNE METKY;
- y, modify — nsMmeHeHune ¢anna;
- a, audit — M3MEHeHne cnmcka perncTpupyemMblx cobbiTuin ganna;

- d, chmod — n3meHeHue npas goctyna K danny.

MH(bOpMaLI,VIﬂ O CMcKax nocblflaeTcd Ha CTaH,D,apTHbIVI BbIBOO N MOXET ABINATbCA BXOAHbI-

MW JaHHbIMK ANg KomaHabl setfaud (5.1.2)).
Onuuu npuBegeHbl B Tabnuue .

Tabnwuua 27
Onuusa Onwucanve
-d, —--default PaboTtaTb co CnMCKOM NpaBui NPOTOKONIMPOBAHUS MO YMOSTYaHUIO
-R, --recursive [ns noganpekTopuin pekypcnBHO
-L, --logical CnepoBaTb NO CUMBOSIMYECKMM CCbISIKaM
-P, —-phisical He cnepoBaTb N0 CMMBOMUYECKUM CCbIfNIKam

-n, ——numeric
dopme

BriBOAUTb MHGOpMaUMto o drnarax pernctpaumm cobbITuUn B LMdpOBON

-1, --long BbiBOOMTL dhnarm pernctpauumn cobbiTuii B ANNHHOW hopme

-p, ——absolute-names | ABCONIOTHbLIE MMEHA

-c, ——omit-header He nokasbiBaTb 3arofioBok (MMs carna)
-8, ——skip-empty MponyckaTtb dhannbl ¢ NycTbiMu aTpnbyTamm
-h, --help BbiBecTu cnpaBky ¥ BbINTU

-v, --version BbiBECTM MH(pOPpMaLNIO O BEPCUN U BbIATH

5.1.2. setfaud
CuHTakeuc:
setfaud [-s, —--set] [-b, —--remove] [-m, —-—-modify] [-d, --default]
[-S, —--set-file] [-X, —--remove-all] [-M, --modify-file] [-B, —--restore]
[-R, —--recursive] [-L, --logical] [-P, —--physical] [-h, —--help]

[-v, —--version] [mpaBuiila NPOTOKOJIUPOBAHUS] QaniH. . .

KomaHga setfaud ycTaHaBnNMBaeT CNMCKU NpaBui NpOTOKONMPOBaHUs Ha annsl. [pa-
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BWJ1a NPOTOKOJIMPOBAHNA 3a4al0TCA B BUAeE:
[u:<monb3oBaTenNb>: <Paru MNPOTOKOIUPOBAHUI> ]
[, g:<rpynna>:<dsyaru IpoTOKOJUPOBaAHUS>] [, 0:<Praru nNpoToKoIUpoBaHUA>], ... ,

rae <nomnwv3oBaTeJsib> U <rpynrna> — CUMBOINnN4eckmne ninn YncrieHHble I/I,El,eHTI/I(*)VIKaTOpr nosb-

3oBaTtend U rpynnbl; u: O3Ha4YaeT MnpaBuJio A5d nornb3oBaTtend, g: — A4 rpynnbl, o: — AnA

OCTallbHbIX.

<$rmaru NpoTOKONMPOBAHUA> := <@yaru ycCrnemHsx onepauui>|[[:<@raru HeyCIemHHX
onepauun>], ...]

[Mpn aTom dpnarn onepaumin MOryT UMeTb BUA:
<+|-><uMsa OPOTOKOJIUPYEMOI'O COOHTUSI>, ...
(Hanpumep, +exec, —open) Unu:
[+]-]1<umcrio>
nnu:
<COKpaleHHOE UMs [IPOTOKOJIUPYEMOrOo COOHTUA#1><COKpaLeHHOE UMs IPOTOKOJIUPYEMOr O
cobuTuaf2>. . .
(Hanpumep, ou — +open, +delete).
YTobbl NOCMOTPETHL CMMCOK NPOTOKONMPYEMbIX COBbITUI, HAbpaTb:
setfaud -h
MpaBuna 3agatoTcsa Unm B KOMaHOHOW CTpoke (mapameTpbl —s, —m), Unu B dannax (napa-
MeTpbl —S, -M, -B). Mpun aTOM, harnbl MOryT 6bITb CHOPMMPOBAHbLI C MOMOLLBIO NepeHanpaBneHns
BblBOZa komaHabl getfaud (cMm. 5.1.1).
TonNbKO aAMUHUCTPATOP MOXET U3MEHSTb CMUCKU NPaBui NPOTOKONMPOBaHUSA y hbannos.

Onuuun npuBeaeHsbl B Tabnuue [28]

Tabnuuya 28
Onuwms Onucanue
-s, -—set YCTaHOBUTL CNUCOK NPOTOKONMPOBAHNS N3 KOMaHOHOW CTPOKN
-b, -—-remove YaanuTb BCe 3f1eMEHTbI CrUcKa NPOTOKONMPYEeMbIX COObITUN
-m, -—modify N3mMeHuTb nnm 4obaBuTb 3NEMEHTbI CNcKa U3 KOMaHOHOW CTPOKU
-d, --default Pa6oTtaTb CO CMMCKOM NPOTOKONUPOBAHMS NO YMOMYaHUIO
-S, ——set-file YCTaHOBUTb CMMCOK NPOTOKONMpPYEeMbIX COObITUI 13 channa
-X, -—remove-all YaanuTb BCe CNUCKN NPOTOKONUPYEMbIX COObITUI

, , M3meHnTb nnn go6aBuTb SNEMEHTbBI CMIUCKA MPOTOKONNPYEMbIX COObLITUI 13
-M, ——-modify-file

danna
-B, —-restore BoccTtaHoBuTb aTtpubyThl U3 danna
-R, -—recursive [na nogaupekTopuin pekypcuBHO
-L, -—-logical CnepoBartb N0 CMMBOJIMYECKNM CCbISIKaM

-P, —-physical He cnepoBaTb N0 CMMBONUYECKUM CCbINKam
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OkoHyaHue mabnuuei 28

Onumsa Onwucanune
-h, --help BbiBecTu cnpaBky 1 BbIATH
-v, --version BbiBECTM MH(pOpMaLNIO O BEPCUN U BbIATU

5.1.3. useraud

CuHTaKkcuc:
useraud [-d, --delete] [-n, --numeric] [-1, --long] [-g, —--group]
[-o, —--other] [-m, --modify] [-h,--help] [-v, --version]

[mone30oBaTeNnb/rpymnmna )
KomaHga useraud no3BonsieT npocMaTtpmBaTtbh U M3MEHATb NpaBuna NpoTOKONMPOBaHNA
Ora nonb3oBaTenen.
useraud [-dnghvolm] [uma nomnb3oBaTend(rpynne) ] [draru nNpoTOKOINPOBAHHUA ]
rge <@maru OpOTOKOJNIMPOBAHUA>: = <@jylarv yCIEMmMHHX OIlepalui>
[[:<Prmaru HeyCHOEMmMHHX oInepauun>], ...]
Mpwn atom cpnarm onepaunn Moryt UMeTb BUA:
<+|-><uMs IPOTOKOJIUPYEMOI'O COOHTHUS>, ...
(Hanpumep, +exec, —open) Unu:
[+]-]<umcrno>
unu:
<COKpaleHHOEe WMsI NPOTOKOJIMPYEMOro COOHTHA#1><COKpaleHHOE WMs MPOTOKOJIMPYEMOI'O
cobuTua#2>. . .
(Hanpumep, ou — +open,+delete).
CnncoK CoBbLITUIA MOXHO NOMYYNTb U3 MOMOLLM KOMaHAbl (napameTp —-h, —-help).

Onuuun npuBegeHsl B Tabnuue .

Tabnwunua 29
Onuwms OnucaHue
-d, —-delete C6pocutb npasBuna NpoTOKONMPOBaHMUS

-n, ——numeric BbiBecTun hnaru B WwectHaguaTtepuydHom popmate

-1, --long AOnvHHBIN popmaT BbIBoAa doriaros

-g, ——group Ons rpynnel (N0 yMOYaH1o — Ans nosnb3oBarerss)
-0, -—other [ns octanbHbIX (Ntobow nonb3oBaTernb)

-m, --modify M3meHnTb cyllecTByloLLEe NpaBuno

-h, --help BbiBECTU cnpaBKy v BbIATH

-v, —--version | BblBECTU UHOPMALUIO O BEPCUM U BLINTH
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5.1.4. parselog
CuHTakeuc:
parselog [-v, —--version] [-h, --help] [-c, —--count] [-f, --follow]
[-1, --syslog] [-s, —--silent] [-b, --binary] [-a, —--facility] [-e, —--events]
[-t, ——time] [-u, --status] [-x, —--uids] [-y, —--gids] [-z, —--euids]
[-0..F, --arg0 ... --argF] [Qakn-xypHa]
KomaHga parselog MOXeT ObiTb MCMOMNb30BaHa 418 aHann3a ABOMYHbIX dannoB ayanTa,
3anucaHHbIX ¢ NoMoLlblo parlogd.
parselog [mapameTprl] [OBOMUHHK Qanyl ayguTa]
Ecnu B kauecTBe aprymeHTta He yKa3aH CbaIZJ'I C AaHHbIMW XypHaria, TO AaHHble OXNOakTCA
M3 CTaHOapTHOro BBoAa, TakKnum 06pa30M, COBMECTHO C OI'ILI,VIGVI -b, N03BONAA OpraHM3oBbIBaTb
KOHBeuepbl.

Onuuu npusegeHsbl B Tabnuue [30]

Tabnwnuya 30
Onums Onucanune
-c, -—count BbiBECTM CTATUCTUKY
-f, --follow Oxunpatb NosiBNEeHUs HOBLIX 3anuncen B anne
-1, --syslog 3anucbiBaTb BbIXOAHbIE AaHHbIE B cMCTEMY syslog (Kak cnyx6a LOG_LOCALO)
-s, --silent He BbIBOANTL HMYETO HA KOHCOIMb
-b, —-binary BbiBOA B ABOUYHOM chopmaTe (4ns KoHBenepusaumm)
-h, --help BbiBECTM cnpaBKy U BbIATH
-v, —--version | BblBECTU UHOPMALUIO O BEPCUM U BLINTH

MapameTpbl-punsTpbl NprBeaeHsl B Tabnuue [31]

Tabnunua 31

MapameTp-punstp OnucaHue

Cnucok cny6. [locTynHble cnyx0bbl: user, proc, file, custom

-a, ——facilit
Y unun gecatnyHoe yucno ot 0 go 15

Cnucok cobblTuin. [ns npocmoTpa cnvcka MMeH cobblTuin (3aBncuT

-e, ——events
OT NIIarMHOB) MCNOMNb30BaTh —e help

BpemeHHoON ananasoH B chopmare:
-t, ——time <oT pmaTH>[-0O0 OaTh]
roe coopmat gatbl — $y[$m[$d[$H[$M[%S]11111

-u, --status Crartyc. [locTynHble cTaTycbl: success, failed

-x, ——uids Cnuncok nonb3oBaTtenen (B CUMBOSIBHOM UKW AECATUYHOM hopmaTe)

-y, ——gids Cnuncok rpynn (B CUMBOMBbHOM UMW AeCATUYHOM dhopmaTe)
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OkoHyaHue mabnuusi 31

MapameTp-punstp Onucanune

Cnucok ahhekTUBHbBIX MAEHTUPUKATOPOB NOfb30BaTENEN B CUM-

-z, ——euids
BOJIbHOM UITN OECATUHHOM cbopmaTe

Mouck aprymeHTa (oT 1 Ao 15) ¢ NOMOLLBbIO perynsipHbIX Bblpaxe-
HUN. arg0 BCcerga COOTBETCTBYET NPOrpaMMe-KOHTEKCTY COObITUA.
MpennonaraeTcs, YTO BO3BpaLLaeMoe 3Ha4YeHne — 37O NOCNeaHuin
apryMeHT cobbITus

-0..F, --arg0 ... --argF

5.1.5. kernlog, userlog

KomaHgbl kernlog n userlog npegHasHaveHbl An49 aHanmsa ABOMYHbIX (hannos Xyp-
Hana perucrpaumm cobbiTui sapa n cobbITUA, NPUXOAALLMX OT NONb30BaTENs!, COOTBETCTBEHHO.
O6e komaHAabl UCMONb3YHT parselog (CM. N ABMAKOTCA HaacTponkamn Hag Her. Koman-
Aa parselog npuvHuMmaeT ums obpabaTbiBaeMoro ABOUYHOroO pavna B KadecTse napameTpa.
[ns komaHa-HaOcTpoek nMs aHanusnpyemoro dpavna npegonpeneneHo. [inga kernlog aHanu-
3upyembiM hannom aensetca /var/log/parsec/kernel.mlog. B aTom danne peructpum-
pytoTca cobbiTna sgpa (cepBuc parlogd). Ong userlog aHanuavpyembiM hanmiom sBnseTcs
/var/log/parsec/user.mlog. B aTom dhanne pernctpmpyrorca cobbiTnd, npmxogswme ot
nonb30oBaTeNbCKNX NPOLLeCccoB (cepBUC parlogd). B octanbHOM KOMaHabl kernlog U userlog

aHanorn4yHbl parselog M NPUHMMAIOT TE XKEe aprymMeHTbl KOMaHAHoW cTpoku (cm. [5.1.4).

5.1.6. psaud

CuHTakcuc:
psaud [-d, --delete] [-n, --numeric] [-1l, --long] [-h, --help] [--version]

[MpaBUJla NPOTOKOJIMPOBAHUA ]

KOMaHﬂ,a psaud NO3BONAET U3MEHUTb UM CYUTATb npasuna nNpoToKoJINpoBaHUA Bbl-
©paHHoro npouecca. Ecnu npaBuna npoTokoNMpoBaHUS He yKka3aHbl B KA4eCTBe apryMeHTa, To
KOMaHAda BbINOJIHAET X CHUTbIBaHME C npouecca, 3agaHHOro rnapamMmeTpom (I/I)J,eHTI/Id.)I/IKaTOp
npouecca).

Ecnn aprymMeHT rnpasuiia npoToKoNMMpoBaHUA NMPUCYTCTBYET, TO KOMaHOda yCTaHaBIIMBaET
npasuna Ha npouecc. lNpaBuna 3agaloTcs B BUAE:
<draru NpoOTOKONUPOBAHUA> := <Paru yCHIEemHHX

onepauui> [ [ :<psarm HeyCIEemHHX oIepanun>], ...]

Mpwn aTom chnarm onepaunn Moryt UMeTb BUA;:
<+|-><uMs IPOTOKOJIUPYEMOr'O COOHTHS>, ...
(Hanpumep, +exec, —open) Unu:
[+]-]1<umcrio>
nnu:

<COKpameHHOEe HMsl NPOTOKOJIMPYEMOro COOHTUsA#1><COKpalleHHOE HMSI IPOTOKOJIUPYEMOI'O
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cobuTUAH#2> . . .

(Hanpumep, ou — +open,+delete).

CnncoK COBLITUIA MOXHO NOMYYNTb U3 MOMOLLM KOMaHAabl (napameTp —h, —-help).

Tonbko aaMUHUCTPATOP MOXET yCTaHaBIIMBaTb U CHUTbIBATb NMpaBuiia NpoOTOKOIIMPOBaHUA

npoueccoB. MpaBuna NpoTOKONMPOBaHMS HacneayrTCs NOPOXAEHHLIMU NPOLECCaMU.

Onuuun npuseaeHsbl B Tabnuue [32]

Tabnuua 32
Onums Onucanune
-d, —--delete CHaTb Bce npaBuna NpoTOKONMPOBaHUS € npolecca

-n, —-numeric | BblBOgUTb MHOPMALMIO O NpaBuMiax NPOTOKONMPOBAHUSA B YNCITIEHHOM BUAE

-1, --long BbiBOOUTL MHpOpMaLMo 0 NpaBunax NPOTOKONUPOBaHUSA B ANUHHOW bopme
-h, --help BbiBeCTM cnpaBKy v BbIATH
--version BbiBeCTM MHOPMaLINIO O BEPCUN U BbINTU

5.1.7. JlononHuTenbHble NapaMeTpbl CUCTEMbI MPOTOKONIMPOBAHUS COOLITUI

na TECTUPOBAHUA OC Ha HOoBbIX annapartHbIX KOHC*)VIpraLI,I/IFIX MO>XHO OTKJTHOMUTb NPOTO-

KonvpoBaHWe Habopa CUCTEMHbIX BbI30OBOB OQHUM M3 ABYX CreaytLmnx cnocobos.:

1) OTKIO4YEeHne nNpoToKOJIMpoBaHNA CUCTEMHbIX Bbl3OBOB, HE UCMNOJ1Ib3yEMbIX A4 MaHOaT-
HOro ynpaslieHNA OOCTYMNOM. ,D,J'Iﬂ 9TOro HeO6XO,D,VIMO BbIMOJTHUTb KOMaHOY:

echo 1 > /parsecfs/disable-non-mac-audit

Ecnu BbiBOO KOMaHAb!:

cat /parsecfs/disable-non-mac-audit

paBeH 1,710 NMPOTOKOJIMPOBaHNE CUCTEMHbBLIX BbI3OBOB, HE UCIMOJIb3YEMbIX OJ14 MaHOATHOro
ynpaslieHnAa AOCTYNOM, OTKITHOYEHO.

2) OTKITHO4EHUE MNMPOTOKOITMPOBAHNA BCEX CUCTEMHbIX BbI3OBOB. ,D,J'IFI 9TOro HeOGXOD,I/IMO
BbIMOJIHUTb KOMaHAY.

echo 1 > /parsecfs/disable-all-audit

Ecnu BbiBOO KOMaHAb!:

cat /parsecfs/disable-all-audit

paBeH 1, 10 NPOTOKOITIMPpOBaHNE BCEX CUCTEMHbIX BbI3OBOB OTKJTHOYEHO.

M punmMmedyaHme. Ecnu Heobxoaumo, 4YToObI OTKOYEHNE nponcxoansio rnpu 3arpy3ke

OC, TO yKasaHHble Bblle KoOMaHabl Heob6xoauMo NnomMecTuTb B hann /etc/rc.local.

5.2. CpeacTBa LleHTpanu3oBaHHOIo ayauTa U NpoTOKONMpPoOBaHUS

MporpammHoe pelweHne Zabbix npegocTtaBnseT yHKUMOHaAN Ans HaACTPoOWKKu, cbopa

OaHHbIX 1 MOHUTOPUHIA COCTOAHUA CETU, a TaKKe »KM3HECMOCOOHOCTU U LIENOCTHOCTU pecypcoB

cetn. OnncaHune ycTtaHoBKKU 1 HAacTporku Zabbix npusegeHo B gokymeHTe PYCB.10265-01 95 01-1.
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5.3. Pernctpaumnsa co6bitun B CYBl PostgreSQL

B CYB[ PostgreSQL aons HacTporikn pexmnma paboTbl NOACUCTEMbI perncTpauumn cobbl-
TUI UCMNOMB3YTCA KOHPUIYpaUMOHHbIN NapaMeTp ac_audit_mode panna postgresqgl.conf
(5.3.2). OToT napameTp MOXeT GblTb U3MEHEH TONbKO Nepe3arnyckom cepepa. MNapameTp MoxeT
NPUHUMAaTL cnegyowme 3Ha4YeHUs:

- internal — gns HACTPOWKN permcTpaunmn cobbITUN CMONb3YKTCS COOTBETCTBYHOLLME

komaHabl SQL, a HacTporkn xpaHaTca B Tabnvue pg_db_role_settings;

- external — ANsl HACTPOMKM UCMOSb3YeTCs BHELHWIA hain pg_audit.conf (5.3.9);

- external, internal — cMeLlaHHbIN pexnm. HacTponkmn 6epyTcs cHavana u3 BHeL-

Hero darna pg_audit.conf, Nocne 4ero OOMOMHAKTCA HAcTpoMKaMmn n3 Tabnuupl

pg_db_role_settings;

- internal, external — CMeLLaHHbIN pexum. HacTponkn GepyTcs cHadana ns Tab-

nuubl pg_db_role_settings, NOCne 4Yero AONOSHAKTCA HACTPONKAMUN N3 BHELLHETO

danna pg_audit.conf;

- none — NPOTOKOJInpoBaHne B AaHHOM peXnmMme OTKITHOYEHO.

5.3.1. Hactpownka channa pg_audit.conf gna perncrpaums coobIiTUn

HacTtporika noacuctemsl coobuiennn ayanta B CYB[ PostgreSQL obecneumBaetcs KoH-
dourypaumoHHbiM dpannioMm pg_audit.conf KOHKPETHOrO Kractepa LaHHbIX, KOTOPbIn UMEET
cnegywowmin gopmar:

- ayauT gencteun agMmuHuctpartopa CYB[:

success events mask = FOOE7 failure events mask = 0 user = postgres

- ANS nonb3oBaTens sny BbIMNOMAHATE PErNCTPaLMIO TONBbKO HeYCneLHbIX AeNCTBUMN:

success events mask = 0 failure events mask = FFFFF user = sny

- [ON19 BCEX OCTasbHbIX NOMNb30oBaTenen BbIMOMHATL PErMCTPaLUnIo BCEX HEYCMNELUHbIX Ael-

CTBUWN M BCEX YCMNELUHbIX EeNCTBUI, KpOMe A0CTyNna K AaHHbIM:

success events mask = F0707 failure events mask = FFFFF

B aToMm KoHMrypaumMoHHOM dhanne 3agaroTcsi CNMCKM YCNELHbIX (success events mask) u
HeycnewHbIX (failure events mask) TMnoB 3anpocoB Ha JOCTYN, KOTopble ByayT perncTpnpoBaTbCA
B )XypHane CYB[ n nogcucteme ayanta OC ansa otaenbHbIX Nonb3oBaTesnien U no yMosiHaHuio.
Cnuckn TMNOB 3anpoCcoB Ha AOCTYN 3a4aloTCcs B BUAE LLIECTHAALATEPUYHBIX YMCES, B KOTOPbIX
KakgomMy Turny 3anpoca COOTBETCTBYET YCTAHOBIIEHHbIW (18 perMcTpupyemMblxX 3arnpocoB) Unm

COPOLLEHHBIV (A5 HE perucTpupyembix 3anpocoB) 6ut (Tabnuua [33).
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Tabnunuya 33
Tun 3anpoca OnucaHune But LIJeCT:ig:l:izquoe
SUBJECT T)J,;_?:ﬁm;ergcﬁll_lmsmeHeHMe/yp,aneHme nonb3oBa- 0 1
MN3meHeHne KoHurypauuu, Bnnaowen Ha go-
CONFIGURATION | CTyN K AaHHbIM (3anpoc Ha U3MeHeHne 3Hade- 1 2
HUSA NepeMeHHON ac_session_maclabel)
RIGHTS M3meHeHne npaB goctyna k obbekTam b 2 4
CHECK_RIGHTS Moaundurkaumst npae goctyna Kk obbektam B[] 3 8
SELECT Bbibopka nHgpopmaumm ns b 4 10
INSERT Ho6aeneHne nHdopmaumm B B 5 20
UPDATE N3meHeHne nHdopmauuu B B 6 40
DELETE YnaneHne nHgpopmauum ns b 7 80
TRUNCATE OuncTka gaHHbIX 8 100
REFERENCES C::ﬂ)a;_vllzqcamHMa Tabnuubl B Ka4ecTBe BHeLl- 10 400
TRIGGER HobaBneHue Tpurrepa kK Tabnuue 11 800
EXECUTE 3anyck xpaHMMou npoueaypsl Unu Tpurrepa 12 1000
USAGE Vcnonb3oBaHue obbekTa B[] 13 2000
CREATE CosnaHune ob6bekToB B B[] 16 10000
CREATE_TEMP Co3gaHne BpeMeHHbIX 00bekToB B B[] 17 20000
DROP YpaneHue oobekToB B[] 18 40000
ALTER MN3ameHeHne obbekTa B[ 19 80000
CONNECT CoeanHeHne nonb3oBatens ¢ bl 30 40000000
DISCONNECT PasbegumHeHune nonb3oBatens ¢ b 31 80000000

MHdopmaumsa o coegmHeHnmn nosnb3oBaTenen ¢ Bl (CONNECT) 1 pasbeanHEHUU C HeWn

(DISCONNECT) pernctpupyeTcs Bcerga, npw ycrnoBum, YTo ClMCOK COBbITUIN HE yCTaHOBIEH B 0.

5.3.2. HacTtpomnka mackn perucrtpaumm cobbiTum

B CYB[ PostgreSQL Bepcum 9.6 macka permcrpaumm cobbiTU yCTaHaBNMBAETCHA B

npouecce aBsTopun3aunn nornb3oBaTtesid cornacHo Bbl6paHHOMy pexnmy pa6OTbI noacucTeMbl

pernctpaunmn cobbITuin 1 HaxoauTcs B aTpmbyTe ceccum ac_session_audit.

Mpw 3TOM peanv3oBaH crieayrLmMin NopsAoK NPUMEHEHNUSI HACTPOEK perncTpaumm cobbl-

1) HacTPOMKM ONA KOHKPETHOM PONnN U KOHKPETHOW Ba3bl AaHHbIX;

2) HaCTpPOWKM NSt KOHKPETHOW Ponu;

3) HacCTpOWKM ONst KOHKPETHOWN 6a3bl AaHHbIX;




92

4) ans Bcex ocTanbHbIX.

Macka peructpaumm cobbiTun umeet Bug { YCIIEX: OTKA3 }, rae YCIIEX — CMMCOK ycneL-

HbIX COBbITUI, OTKA3 — CMUCOK HeycneLwHbIX cobbITun. OHa MOXeT ObITb 3a4aHa C MOMOLLbLO

OyKBEHHbIX KOOOB UMM C NMOMOLLbIO LLeCTHaAUaTepuyHoro Ynucna. BeiBog Macku npovsBoamTcs B

TECTOBOM BUAe.

B Tabnuue npmneBeaeHo COOTBETCTBUNE MEXAY cobbITnaAMM, 6yKBeHHbIM N wecTtHaguare-

PWYHbIM 3Ha4YeHneM MacCKn permcTpaunin COObITUI.

Tabnuuya 34
CobbiTne Cumson | WecTtHaguatepuyHoe OnucaHue
3HayeHve

SUBJECT S 1 [o6aeneHne/nameHeHne/yganenne nonb3opare-
new v rpynn

CONFIGURATION s 2 M3meHeHne KoHurypaumm, BnusaioLen Ha go-
CTYN K A@HHbIM (3anpocC Ha U3MEHEHWe 3HaYeHUs
nepemMeHHom ac_session_maclabel)

RIGHTS R 4 3anpoc Ha mogudmkaumio npae goctyna K o6b-
ektam b[l

CHECK_RIGHTS \Y 8 lMpoBepka npas gocTtyna

SELECT r 10 Bbibopka nHdopmaunm ns b

INSERT a 20 [o6aeneHne nHdopmaumm B 6

UPDATE w 40 N3meHeHne nHpopmaunn B b

DELETE d 80 YnaneHne nndpopmauum ns b

TRUNCATE D 100 OuncTka gaHHbIX

REFERENCES b 400 3agaHue ctonbua Tabnuubl B Ka4ecTBe BHELU-
Hero knoya

TRIGGER t 800 Ho6aBneHve Tpurrepa k Tabnuue

EXECUTE X 1000 3anyck xpaHumown npoueaypbl Unu Tpurrepa

USAGE U 2000 Mcnonb3oBaHne obbekta b

CREATE C 10000 CosnaHue obbekToB B B/1

CREATE TEMP T 20000 Co3naHue BpeMeHHOro oobekTa

DROP E 40000 YnaneHne o6bekToB B[]

ALTER M 80000 MN3meHeHne obbekTa B[]

CONNECT c 40000000 3anpoc Ha Ha4yano ceccum

DISCONNECT e 80000000 3anpoc Ha OKOH4YaHue ceccum

3ape3epBNPOBaHHbIN | * COOF3DFF MonHas Mmacka NPOTOKONMPOBAHMS

CMMBON

3apesepBnpoBaHHbIv | O 0 IMpoTokonMpoBaHMe OTKITHOYEHO

CUMBOIJ1
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ATpnbyT ceccun ac_session_audit MOXET OblTb UBMEHEH TONbKO agMUHUCTPATOPOM

C NMOMOLLIbIO KOMaHAb! SET:

SET ac_session audit TO ’'HoBoOe_ 3HaueHUue'’;
N NMPOCMOTPEH C NOMOLLIbIO KOMaHAbl:

SHOW ac_session_audit;

[lns npocMoTpa mMacku ceccum UCNorb3yeTcs crieayrowas komaHaa:
SELECT session_audit;

[ns npocmMoTpa TeKyLLen Mackm Ucnonb3yeTcsa cnenyollas kKomaHaa:
SELECT current_audit;

[ns KoHBepTaumm mMacku NPOTOKONMPOBAHUA U3 TEKCTOBOro (OyKBEHHOro) B LUECTHa-
auartepuyHoe 3HavyeHne N M3 LWecTHaauaTepuyHoro B TekctoBoe (OyKBEHHOE) MCMOoMb3YyHTCs
SQL-pyHKUMM text to_auditmask (TEXT) M auditmask to_text (TEXT) COOTBETCTBEHHO.
Hanpumep:

Mpumep
SELECT text_to_auditmask(’ {ace:ce}’);
text_to_auditmask
{0xC0000020:0xC0000000}

(1 crTpoxa)

SELECT auditmask_to text(’ {0xC0000020:0xC0000000}");
auditmask_to_ text
{ace:ce}

(1 crpoxa)

5.3.2.1. HaszHayeHue CNUCKOB perucTpauum codobITUN B pexnme internal

[ns HasHayeHuss Mackm cobbITUN B pexmme internal WCNONb3yeTca KOMaHOa
ALTER ROLE:
ALTER ROLE { ALL | uma_pomnu } [ IN DATABASE uma_6as3w_paHuHux | SET
ac_session_audit TO HOBOe_3HaAUEHUE;
ﬂ,J'IFI yoaneHma crnncka peFMCTpaLlMVI coObITUM UCIMOJb3yEeTCA crneayruwiada KomaHaa.
ALTER ROLE { ALL | uma_pomnu } [ IN DATABASE wuMa_6a3e_paHHHX | RESET
ac_session_audit;

Mpn mMogudmkaumm Mackm npoucxXoamT asToMatTnyeckoe OO6HoBMeHMe aTpubyTta

ac_session audit.

MpuMmeydaHue. Ans BbINONHEHNS NPUBEAEHHbLIX KOMaHA TpebytoTcs npaBa agMUHK-
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cTpaTopa.
MpumeyaHune. MNpn nHumanusauum knactepa 6a3 gaHHbIX aBToMaTtnyeckn gobaens-
loTCA cnegyowme npasuna:
ALTER ROLE postgres SET ac_session_audit TO '’ {SsRawdCTEMce:ce}’;
ALTER ROLE ALL SET ac_session_audit TO ’ {SsRDxCTEMce:SsRVrawdDxtXUCTEMce}’ ;
5.3.2.2. HazHayeHMe CNUCKOB perucTpauum cobbITUnN B pexume external
[nsa HasHaYeHna Mackn coObITUIN B peXXMMe external UCNOMNb3YETCA KOHPUIYpaLMOHHbIN
dann pg_audit.conf cnegywouiero Bnaa:

success events mask = value failure events mask value user

UMsi_Tiojnib3oBaTensa database = umsa_6a3H_OaHHHX

value user

value failure events mask

success events mask
HMsA_TI0JIB30BaATEIIA

success events mask = value failure events mask = value

MpumeyaHue. Jllobblie nameHeHMs aToro darna 6yayT NPMMEHEHbI TOMbKO Npu nepe-
3anycke cepsepa.

5.3.2.3. HazHayeHne cCNUCKOB perucTpauum cobbiTMM B pexumax external,
internal u internal, external

3arpyska Macku permctpaumm cobbiTui B pexxmMme external, internal AByx3TanHas:
CHavana BbIMOSIHAETCS 3arpy3ka Macku permctpaumm codbiTnin 3 pana, nocre Yero 4onosHAeTcs
HacTponkamn n3 pg_db_role_ settings, ecnmBpg_db_role_settings ectb 60nee To4HbIE
HacTponku. [Ina n3aMeHeHns Macku permcTpaumm cobbITum ceccnm MoryT BbiTb MCMONb30BaHbI
komaHabl n3[5.3.2.1]

AHanorn4yHo n ans pexuma internal, external.

5.3.2.4. HaszHayeHue CNMCKOB perucTpauum cobbITUA B peXxXnume none

B pexnme none peructpaumsa coObITUI OTKIKOYMEHA, OAHAKO, agMUHUCTPATOp MOXET

N3MEHSITb MacKy pernctpaumm cobbITnin ¢ NOMOLbLI0 KoMaHa 13 [(5.3.2.1]
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6. U301AUNA NPOLIECCOB

Anpo OC obecneumBaeT 4nsi KaXAOro npouecca B cucteMe cobCcTBEHHOE U30NMPOBAHHOE
agpecHoe NpPOCTPaHCTBO. [JaHHbIN MEXaHM3M M30MSAUMM OCHOBaH Ha CTPAHUYHOM MeXaHu3me
3alMTbl NAMATH, @ TaKKe MexaHM3me TpaHCNSaUMM BUPTYanbHOro agpeca B hmsmyeckuin, nogaep-
XuBaembli Moaynem ynpasneHus namaTtbio. OgHM U Te Xe BUpTyarbHble agpeca (C KOTopbIMU
n paboTaeT npoueccop) npeodbpasyoTca B pasHble hmnandeckme ans pasHblX agpecHbIX Mpo-
cTpaHcTB. Mpouecc He MOXET HECAHKLMOHNPOBaHHBIM 06pa3oM NoMnyyYnTb JOCTYN K MPOCTPAHCTBY
ApYroro npouecca, T. K. HEeNpMBUNErMPOBaHHbIA MONb30BaTENLCKUIA MPOLECC NULIEH BO3MOXHOCTM
paboTaTb C M3MYECKON NAMATLIO HANPSAMYIO.

MexaHnam pasgensdemMon namsaTu ABASETCA CaHKLMOHUPOBAHHLIM CNOCOBOM MonyyYnTb
HECKONbKUM npoLeccamM AOCTYN K O4HOMY Y TOMY Xe y4acTKy NaMsiTu U HaXoaUTCA Nog, KOHTPONeM
OUCKPELUMOHHLIX 1 MaHaaTHbIX [MPL.

ApQpecHoe NpOCTPaHCTBO siapa 3alMLLEHO OT NPAMOro BO34eNCTBUSA NOSMb30BATENbCKUX
NPOLECCOB C MUCMONb30BaHNEM MEXaHU3Ma CTPaHUYHOM 3almThl. CTpaHuLUbl NPOCTPaHCTBA A4pa
ABNAKTCA NPUBUNENMPOBAHHBIMU, N AOCTYMN K HAM U3 HENPUBUIIErNMPOBAHHOIO KOAA Bbi3blBaET
NCKITIOYEHME npoLeccopa, KoTopoe obpabaTtbiBaeTcss KoppekTHbiM obpasom ssigpom OC. EanH-
CTBEHHbIM CaHKLUMOHMPOBaHHbLIM cnocobom goctyna k agpy OC 13 nonb3oBaTenbCKoW NporpamMmmbl
SIBMSAETCA MEXaHN3M CUCTEMHbIX BbI3OBOB, KOTOPbIN rapaHTUPYeT BO3MOXXHOCTb BbIMOMHEHUS

nosib3oBaterieM TONbKO CaHKLUMOHUPOBAHHbLIX DEeNCTBUN.
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7. SALLUTA NMAMATU

7.1. OyucTKa namaTu

Anpo OC rapaHTMpyeT, YTO 0ObIYHbIA HENPUBUIEMMPOBAHHbIN NPOLIECC HE MOMNYYUT AaH-
Hble 4y>XOro npouecca, ecnm 31o 9BHO He paspelueHo NMPL. 3T1o o3HayaeT, 4To cpeactea IPC
KOHTponupytoTca ¢ nomolubto MNP, n npouecc He MOXET NOMYyYNTb HEOUYULLEHHYIO NaMATb (Kak
onepaTuBHYH, TaK N OUCKOBYHO).

B OC peanusoBaH MexaHn3M, KOTOPbIN o4MLLaeT HeucnonbdyemMble 6nokn ®C Henocpen-
CTBEHHO Mpu nx ocBoboxaeHnn. Pabota 4aHHOrO MexaHM3Ma CHUXXAET CKOPOCTb BbIMOMHEHUS
onepauun yganeHust n ycedyeHnsa pasmepa canna. [JaHHble nobbix yaandembix/ypesaemMblx
dannoB B npeaenax 3agaHHon ®C npeaBapuTenbHO ovMLLIAOTCA NpeaonpeaeneHHon unm nces-
AOCIy4YanHOM MacKupyoLen nocnenoBaTenbHOCTLI0. MexaHnam siBnsieTca HacTpamBaemMbiM U
nossonsieT obecneuntb padoty PC OC (Ext2/Ext3/Ext4) B 0o4HOM 13 CneayoLmx pexXmMmoB:

1) o4MCTKa OCYLLECTBISAETCS NOCPEACTBOM Nepesanmcu Kaxxaoro banta B 0cBOOOXaaeMom

obnactn nocpenCcTBOM YETbIPEX CUTHATYp criegytowlero euga: 11111111, 01010101,

10101010, 00000000. Ncnonb3oBaHMe pexuma BKIOYaeTcsl NapamMeTpoMm secdel B

KOHdurypaumoHHoMm dhanne /etc/fstab ans pasgena ®C, Ha KoTopom TpebyeTca

ouynwaTtb GroKM NamsaTn nNpu Mx ocsBoboxaeHun (Hanpumep, /dev/sdal). B cnmncok

napamMeTpoB MOHTUPOBaHUS AobaensieTcst napameTp secdel.

Mpumep
/dev/sdal /home ext4 acl,defaults,secdel 0 2

2) o4MCTKa OCyLLeCTBNAETCS NOCpeacTBOM fnepesanucy Kaxaoro banta B ocBoboxaae-
Mol obnacTu nocpencTBOM YETbIPEX CUTHATYpP crneayowero sMga: 11111111, 01010101,
10101010, 00000000. KonnyecTtBo nepesanuncen onpegensieTca agMMHucTpaTopom. Mc-
Nonb30BaHME peXrMa BKINOYAETCA YCTaHOBKOW 3HaYeHnsa napameTtpa secdel B KOHU-
rypaunoHHom channe /etc/fstab ans pasgena ®C, Ha KOTOpoM TpebyeTcsa ounwaTtb
6rokn namaT npu nx ocsoboxaeHun (Hanpumep, /dev/sdal). lNpu yctaHoBKe Yncna
nepesanucen 6onblue YeTblpex CUrHaTypbl UCMNOMb3YOTCA NOBTOPHO. Hanpumep, npu
yCTaHOBKe 4mMcna nepesanncen, paBHOMY 6, NOCNeAoBaTeNbHOCTb CUrHATYpP, MCMOMb-
3yeMbIX 4114 nepesanncu, umeet crneayowmi sug: 11111111, 01010101, 10101010,
00000000,11111111, 01010101. B cnncok napamMeTpoB MOHTUpOBaHNA fobaBnserca

napameTp secdel=6.

Mpumep
/dev/sdal /home ext4 acl,defaults,secdel=6 0 2

3) O4YMCTKa OCyLlecCTBndeTCcAa NoCcpeacTBOM nepe3anncn Kaxaoro banTa B ocBOOOXgaemMom
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obnactn nocpencTBOM YeTbIpex NCeBAOCyYalHbIX curHaTyp. Micnonb3oBaHue pexnma
BKNtoYaeTca napameTpomMm secdelrnd B KOHUrypaumoHHom canne /etc/fstab anga
pasgena ®C, Ha koTopom TpebyeTca ounwaTtb Brokn namaTu Npyu Ux ocBoboXaeHUn
(Hanpumep, /dev/sdal). B cnncok napameTpoB MOHTUPOBaHUA gobaBnseTcs napameTp

secdelrnd.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd 0 2

4) o4yunCTKa ocCyLLleCTBNSEeTCS NOCPeacTBOM nepesanucu kaxagoro 6anta B ocsoboxaa-
emMoun obnactu nocpeacTBoM MNceBaocnyYarHblx curHatyp. Konndectso nepesanucen
onpenenseTca aAMMHUCTPATOPOM. Vicnonb3oBaHue pexrma BKN0YaeTcs YCTaHOBKOW 3Ha-
YyeHust napameTpa secdelrnd B KOH(pUrypaumoHHom panne /etc/fstab anga pasgena
®C, Ha koTopoM TpebyeTca ovnwats 6NokK NamaTy NpyU nx ocesoboxaeHnn (Hanpumep,
/dev/sdal). Hanpumep, npu ycTaHOBKe 4ucrna nepesanncen, paBHOMY 6, B CANCOK

napameTpoB MOHTUpPOBaHUsSI fobaensieTcs napameTp secdelrnd=6.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd=6 0 2

YcTaHoBKa napameTpa MOHTUPOBAHUSA AN OYUCTKM BfIOKOB NaMATU Npu X 0CBOBOX-
OEeHUN MOXET ObITb BbINOSIHEHA C UCMONb30BaHNEM rpaduyeckon yTunutbl £ly-admin-smc,
3anyuweHHon agMuHucTpatopom. bonee nogpobHoe onucaHue yTUnnTbl CM. B 3NEKTPOHHON
crpaBke.

[na BKIOYEHMS OYUCTKM aKTUBHbIX pa3fenoB CTpaHM4YHOro obMeHa Heobxoanmo ycTa-
HOBUTb B KOH(puUrypaunmoHHoMm panne /etc/parsec/swap_wiper.conf Onga napamertpa
ENABLED 3Ha4yeHue Y.

Mpumep
ENABLED=Y

[na 3agaHunsa cnucka pas3gersnioB CTpaHN4YHOIo obmeHa, gna KOTOpPbIX HE BbINOJIHAETCA
O4YMCTKA, MOXKET ObITb MCMOMNb30BaH napameTp IGNORE, 3Ha4eHue KOTOpOoro ABNAETCH CrMCKOM

nepeyncrieHHbIX Yepes npoben NrHopmpyembix pasfernoB CTpaHUYHoro obmeHa.

Mpumep
IGNORE="/dev/sdz1l0 /dev/sdzll"

HaCTp0|7||<a O4YUCTKU pa3aernoB CTpaHNYHOIO obmeHa Npn BbIKIMKOYEHNN CUCTEMbI MOXET
ObITb BbIMNOSIHEHA C MCMONb30BaHNEM Fpad)quCKOIZ yTunuTbl fly-admin-smc, 3aI'IyLU,eHHOl7I

agMUHUCTpaTopoM. bonee noapo6GHoe onncaHne yTUNUTbI CM. B 3NIEKTPOHHOW cnpaBke.
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7.2. CpepcTBa orpaHM4YeHust NpaB A4OCTyna K cCTpaHuuamM namMmsaTu

CpencTBa orpaHMyeHns npaB OOCTyna K CTpaHuuamM namaTu peann3oBaHbl HA OCHOBE
BCTPOEHHbLIX BO3MOXXHOCTEN aapa, cucTeMHon 6ubnunotekn C n nogaep>Xkn Co CTOPOHbI NpoLec-
COpPHOW apXxuUTeKTypbl. BkntoyeHHble napameTpbl apa OC npeaocTaBnsioT 3awuTy 3agadam sgpa
N npoueccam nonb3oBaTenen npu AocTyne K cTpaHuuam onepaTtMBHOM NamMATL:

- 3anpert 3anucu B obnactb NamaT, NOMEYEHHYH KaK UCMOSNHAeMasi;

- 3anpeT co3gaHus UCMONHSAeMbIX obnacTen namsaTu;

- paHAoMM3auMio agpecHOro NPOCTpaHCTBa Npolecca.

BbinonHeHne nponsBonbHOro koga obecneymBaeTcs Ha OCHOBE KOHTPOMst A4OCTyna K cTpa-
HMLaM NamMAaATy No TUMNam: YTEeHUe, 3anncb, UCMOMHEHNE. [IPUMEHSAIOTCA pasnnYHbie MEXaHU3MbI
3aWmTbl NaMsATK, KOTOPblE OCHOBaHbI Ha annapaTtHon peanusauun NX-6uta (6uta ncnonHeHus
Ha cTpaHuuax namsTtn), onuum agpa CONFIG_ARCH_MMAP_RND_BITS n texHonorum ASLR
(paHooMm3aumsa pacnonoXeHnsa BUPTyanbHOro agpecHoro NnpoctpaHcTea). bnarogaps Hannumio
annapaTtHon nogaepxkun NX-6uTta Ha npoueccopax ¢ apxXMTeKTypon AnbOpyc Npon3BOANTENBHOCTb
BbIYUCIIUTENBHOM CUCTEMbI HE YXyALIaeTcs.

TexHonorna ASLR obecnevnBaeTt criydamHbI Xapaktep (paHOOMU3aUnio) CMELLEHUI
CErMEHTOB Koa M AaHHbIX (B TOM YMCNe CTEKA U Ky4yun) NpU UCMNONb30BaHMM CUCTEMHOIO Bbi30Ba
oToBpaxeHnst B NamMATb mmap () .

lapaHTUS TOro, YTO agpeca C NPOU3BOSIbHBIM JOCTYNOM He ByayT OQHOBPEMEHHO AOCTYM-
Hbl Ha 3anNUCb U BbINOSTHEHNE, peann3yeTcs UCMNOoNb30BaHNEM BO3MOXHOCTEN CUCTEMHbIX BbI30BOB

mmap () MW mprotect ().
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8. KOHTPOIJIb LENNOCTHOCTHU

[nsa obecnevyeHns KOHTPONS LENOCTHOCTU (B T.4. KOHTpons uenoctHoctn KC3) B OC

pearin3doBaHbl:

CPEACTBO NoAcyeTa KOHTPOSbHbIX CyMM chainoB u ontudeckux anckos (8.1);

CcpencTBo nogcyeTa KOHTPOmbHbIX cyMM dhaiinoB B deb-naketax (8.2

CpencTBO KOHTPOMNsi COOTBETCTBMA AUcTpmbyTumay (8.3);

cpeacTBa pernameHTHOro KoHTpons uenoctHocTu (8.4);

cpeacTBa co3faHnsa 3aMKHYTOM nporpammHon cpeabl (15.1)).

[ns pelueHns 3agad KOHTPONS LENOCTHOCTY nNpedHasHadyeHa bubnuorteka libgost, B
KOTOPOWN ANS BbIYUCNEHNSA KOHTPOSbHBIX CYMM peanv3oBaHbl YHKLUUN X3LWMPOBAHNSA B COOTBET-
ctBum ¢ FOCT P 34.11-94, TOCT P 34.11-2012 ¢ anuHon xaw-koga 256 out n NOCT P 34.11-2012
C ANMHOWM x3aw-koda 512 6ut. HassaHHaa 6ubnuoteka ncnonb3yeTcs B CpeacTBax noacyeta
KOHTPOSbHbIX CyMM QannoB M ONTUYECKUX OUCKOB, KOHTPONS COOTBETCTBUSA OUCTPUBYTUBY U
pernameHTHOro KOHTPOMS LENOCTHOCTU, MOAYNSX ayTeHTUdMKauuu.

B OC peanunsoBaH mexaHn3m, obecrnednsatonin npoBepPKY HEM3MEHHOCTUN U NOASTNHHO-
CTU 3arpyxaembix ucnosnHaemoix annos gopmarta ELF. [NpoBepka nponssoanTcs Ha ocHoBe
KOHTPOSbHbIX CyMM, Bbluncnsembix B cootBeTctBum ¢ FOCT P 34.11-94 n TOCT P 34.11-2012
C AnvHonm xaw-koga 256 6uT, n 3l1, peannsosaHHon B cootBeTcTBUM ¢ TOCT P 34.10-2001 n
MOCT P 34.10-2012, koTopble BHegpeHbl B ucnonHaemble annel oopmata ELF B npouecce
cbopku OC. [laHHbI MexaHN3M nNpeaHasHavyeH Ans BbIABEHUA hakTOB HECAHKLUMOHMPOBAHHOMO
N3MeHeHNs ncnomnHsembix annos popmara ELF (B T. 4. oTHocsawmxca k KC3) n npeaoTtepalleHus
NX 3arpysKku.

B OC peanusoBaH MexaHn3am, obecneymsaroLL M NpoBepPKy HEM3MEHHOCTU U NOASIMHHOCTH
darinos. NMpoBepka NPOM3BOAMTCA HA OCHOBE KOHTPOIbHbBIX CyMM, BblYMCISEMbIX B COOTBETCTBUN
c NOCT P 34.11-94 n TOCT P 34.11-2012 ¢ gnnHown xaw-koga 256 6uT, n 31, peann3oBaHHON B
cootBetcTBUM ¢ FTOCT P 34.10-2001 1 TOCT P 34.10-2012, koTOpble BHEAPSOTCA B pacLUMPEHHbIE
aTpubyTbl hbansioBon cuctembl. [JaHHbIM MeXaHu3M npefHasHavyeH NS BbiABNEHUs (hakToB

HECaHKLMOHMPOBAHHOIO U3MEHEHUS UCMONHAEMbIX DansioB U NPeaoTBPaALLEHUS UX OTKPbITUS.
8.1. CpeacTBO noacyeTa KOHTPOSbHbIX CyMM ¢havnnioB U ONTUYECKUX OAUCKOB

[ns nogcyeTa KOHTPOSbHbLIX CyMM darnoB M onTuyeckux anckoB B coctaB OC BkIto-
YyeHa yTunmMTa KOMaHL4HOM CTPOKN gostsum. [JNs BbiBoAa MHAOPMaLUN O CUHTaKCcUce yTUNUTbI
gostsum HeO6XO,D,l/IMO BbIMOJIHUTb KOMaHOY:
gostsum -h

CuHTakcuc:
gostsum [KJIOU] ... [SAWI]
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Onuuun npuBegeHbl B Tabnuue [35]

Tabnwunua 35
Onuws OnucaHue
--gost-94 YcTtaHaenuBaert, 4Tto byaet ncnone3osaH anroput™ MOCT P 34.11-94
——gost-2012 YcTtaHaenuBaer, 4to 6yget ucnonb3oBaH anroputm FOCT P 34.11-2012 ¢

AJNMMHON X3L-koaa 256 6uT (Mo ymon4yaHuio)

YctaHaBnuBaer, 4to 6yget ucnone3oBaH anroputm FOCT P 34.11-2012 ¢

~-gost-2012-512 ASIMHOW XaL-kogda 512 6uT

-b YcTaHaBnmBaeT pasMmep 6rokoB, KOTOpbIMU ByAeT cuMThIBaTLCA hawn
o 3apaeT M4 danna onga BbiIBO4A KOHTPONbHOW CyMMbl (MO YMOSMYaHUIO —
CTaHOapTHbIV NOTOK BbIBOAA)
d 3apaet ums darina ycTponcTea YTeHUs ONTUYECKUX ANCKOB (dainna ¢ obpa-
30M OMTMYECKOro ANCKA) NS nogcyeTa KOHTPONbHOW CyMMbI
-t TecTupoBaHve anropuTMOB NOACHETa KOHTPOSbHbLIX CYMM
TecTupoBaHne anropuTMoB nogc4eTa KOHTPOMbHBIX CYMM B MHOTOMOTOYHOM
P cpege
-h [--help] nokasaTb 3Ty CnpaBKy W BbINTU

Hanee npuBeaeH npymMep nopcyeTa KOHTPONbHON CyMMbl ONTUYECKOrO AMCKA:

gostsum -d /dev/cdrom
8.2. CpeacTBO noacyeTa KOHTPOSibHbIX cyMM channoB B deb-nakeTtax

[nsa nogcyeta KOHTPOsibHbIX cyMM hansioB B deb-naketax B coctaB OC Bkrno4veHa
yTunuTa KOMaHgHOM CTpokM gostsum_from_deb. [ng BbiBoga UHOpPMaLUM O CUHTaKcUce
YyTUNUTbl gostsum_from deb He0OXOAMMO BbINOMHUTL KOMaHAY:
gostsum_from deb -h

CuHTakcuc:
gostsum_from deb [gostsum aprywmentr] [-d pnupekTopusa] [-p deb-maker]

Onuuun npuBegeHbl B Tabnuue [36]

Tabnunua 36
Onuws Onucaxue
--gost-94 YcTtaHaBnuBaert, 4to byaet ncnonb3osaH anroput™ MOCT P 34.11-94
——gost-2012 YctaHaenuBaer, 4to 6yget ucnone3oBaH anroputm FOCT P 34.11-2012 ¢

AJIMHON X3L-Koga 256 6uT (Mo ymonyaHuio)

YcTtaHaenuBaer, 4Yto 6yget ucnonb3oraH anroputm FOCT P 34.11-2012 ¢

--gost-2012-512 ANVHOM XaLw-koaa 512 6ut

gostsum arguments | aprymeHTbl yTUIINTbl gostsum

3apaet um4a katanora, cogepatlero deb-naketbl, 4na ¢annoB B KOTOPbIX

-d mgupexkTOpUSA
BbIYUCNAKTCA KOHTPOSIbHbIE CYMMb
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OkoH4yaHue mabnuubl 36

Onumsa Onwucanune

3apaet ums deb-naketa, ans dannoB KOTOPOro BbIYUCIIAKTCA KOHTPOIbHbIE

-p deb-naxker
CYyMMbI

8.3. CpeacTBO KOHTPONA COOTBETCTBUA OAUCTPUOYTUBY

CpencTBo KOHTpONSA COOTBETCTBUA OMCTpUOYTUBY npeaocTtaBnser BO3MOXHOCTb AN
KOHTpons cooteeTcTBUs 06bekToB PC OC anctpmbyTtumey. [1ns obecnevyeHnss KOHTPOrs LenocT-
HocTn o6bekToB PC OC (B T.4. C3W) B cocTtaB anctpmbyTtmea BXxoanUT pann gostsums. txt CO
CNNCKOM KOHTpornbHbIX cymm no NOCT P 34.11-2012 ¢ anuHom xaw-koga 256 6ut ansa Bcex
dannos, BxogsWMX B NakeTbl nporpaMmm AncTpubytmBa. Ncnonbays rpadouyeckyto yTunuTy
fly-admin-int-check, MOXHO NPOBECTU BbIYUCIIEHNE KOHTPOSbHbLIX CyMM (hbansioB cucrte-
Mbl U MPOBEPKY COOTBETCTBUSA MOMYYEHHbIX KOHTPOSbHbIX CYMM (0ansfioB CUCTEMbI 3TaANIOHHBbIM

KOHTpOnbHbIM cymmam. bonee nogpobHoe onncaHne yTunnuTbl CM. B SNEKTPOHHOW CripaBke.
8.4. CpeacTBa pernamMmeHTHOro KOHTPOSA LefIOCTHOCTH

OpraHunsaunsa pernameHTHoOro KoHTpons uenoctHoctn OC, npuknaagHoro MO n C3U obec-
neymBaeTca HabopoM nporpamMmHbIX cpeactB Ha ocHoBe «Another File Integrity Checker». B
yKka3aHHOM Habope peanu3oBaHa BO3MOXHOCTb A9 NPOBEAEHNSI NePUOLAMYECKOro (C NCNonb3oBa-
HMEM CUCTEMHOrO NSIaHNPOBLUMKA 3a4aHUN cron) BbIYUCIIEHUS KOHTPOSIbHbLIX CyMM (hannos 1
COOTBETCTBYIOLLMX UM aTpubyTOB pacLumpeHHomn nogcnctemsl 6esonacHoctn PARSEC (MaHaaTHbIX
aTpnbyToB 1 aTpMbyTOB pacLUMPEHHON NOACUCTEMbI MPOTOKONMPOBAHUSA) C NOCHeayLWMM cpaB-
HEHMEM BbIYNCIEHHbIX 3HAYEHWI C 3TanoHHbIMU. B ykazaHHOM Habope nporpaMmHbIX CpeacTB
peanu3oBaHO Ucnonb3oBaHne bubnmnotekn libgost, obecneymBaroien NogcHeT KOHTPOMbHbIX
cymm B cootBeTcTBUM ¢ TOCT P 34.11-94.

OTanoHHbIe 3HAYEHNSA KOHTPOSbHbIX CyMM M aTpnbyToB ¢hanoB xpaHsaTtca B B[. basa
KOHTPOJTbHbIX CYMM U aTpubyTOoB MOXET BbITb CcO34aHa npu NOMOLU KOMaHAb!:
afick -1i

[Nsa BblMMCNEHMSA KOHTPOSbHbIX CYMM MOTYT Ucnornb3oBaTbes anroputmbl: MD5-Digest,
SHA1 n rOCT P 34.11-2012 ¢ annHon xaw-koaa 256 ouT.

[na HacTponKM OCTaTOMHO NapaMeTPoB, KOTOPble YKa3aHbl B KOH(UrypaLMOHHOM danne
no ymon4yaHuio (etc/afick.conf). Kpome pasnuyHbix nyten, Hanpumep, K dpannam b:
database:=/var/lib/afick/afick
rae CoOepXUTCS yKasaHne O TOM, Kakue annbl/katanorn noaBepraroTcs KOHTPONIO LENOCTHOCTH
N C KaKuMu NpaBuniamu.

MpaBuno PARSEC BbIMAAMT cnegyowmum obpasom:

PARSEC = p+d+it+nt+u+g+s+b+mdS5+m+e+t
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roe p+d+i+n+u+g+s+b+md5+m 0O3Ha4YaET CNeXeHne 3a BCEMU CTaHAAPTHbIMKU aTpnbyTammn dan-
na n ucnonb3oBaHune xaw-gyHkumm MD5-Digest ans cnexeHna 3a LEeNOCTHOCTbIO COAEPKUMOTO
dannos. +e+t 03HaA4YaeT KOHTPOSb paCLUMPEHHbIX aTpMbyTOB: METKM Be3onacHOCTU 1 ¢hnaros
ayauTa, cootBeTcTBeHHO. KoHTponb ACL ocyliecTBnsieTcs npu yctaHoBke cnara +g.

MpaBuno GOST BbIMAANT crieayowmm obpasom:
GOST = pt+d+i+n+u+gts+b+gost+mte+t
roe p+d+i+n+u+g+s+b+gost+m O3HAYaAET CreXeHne 3a BCEMU CTaHOAPTHbIMU aTpubytamm
danna n ncnonb3osaHne xaw-gpyHkuum MNOCT P 34.11-2012 ¢ anvHom xaw-koga 256 out ans
CNeXeHns 3a LUEeNOCTHOCTbIO COAepPXKMMOro annos. +e+t 03Ha4YaeT KOHTPOSb PaCLUMPEHHbIX
aTpmnbyToB: MeTkmn 6eszonacHocTn u hnaroB ayanta, cootBeTcTBeHHO. KoHTponb ACL ocyulecTsns-
eTCs Npu yCTaHOBKe doniara +g.

MpaBuno ans karanoros:
DIR = p+i+n+tu+g

[MpaBuNo o3Ha4yaeT cnexeHwne 3a npaBammn JOCTyna, MeTagaHHbIMWN, KOMMYECTBOM CCbINOK
W ApyrumMun cTaHgapTHbIMK aTpubytamn (nogpobHee cMm. /etc/afick. conf).

B channe koHurypauum sagatotcs nyty K dpannam n katanoram, KOHTponmpyemblix afick,

Hanpumep:

/boot GOST
/bin GOST
/etc/security PARSEC
/etc/pam.d PARSEC
/etc/fstab PARSEC
/1lib/modules PARSEC

/1ib64/security PARSEC

/lib/security PARSEC
/sbin PARSEC
/usr/bin PARSEC
/usr/1lib PARSEC
/usr/sbin PARSEC

Kpome Toro, Ha BbIGOp agMUHUCTpATOpa NpeacTaBneH psg OOMNOSTHUTENbHbIX NyTen
¢ npasunamu. CooTBETCTBYIOLLUME CTPOKM MOMEYEeHbl 3HAKOM KOMMeHTapus # U MOryT ObiTb
aKTUBMPOBAHbI CHATUEM 3TOrO 3HaKa.

Mpwn 3anycke afick c napameTpom —i:
afick -1
Oyget co3naH cpann /var/lib/afick/afick. 3to n ectb B} popmarta ndbm. Ecnn nocmoTpeTb
ee CoaepXnmoe, To MOXHO 0B6HapyXnTb HAbOp CTPOK, Kaxaas 13 KOTopbIX — UMSA hanna v ganee

Yyepes npoben ero atpmbyTbl N CUTHATYPBI.
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B[] sawumLiaeTca cuctemMon pasrpaHM4eHns 4ocTtyna.

Mpwn 3anycke AFICK aBTOMaTUYEeCKN YCTAHOBUT exXeaHeBHOE 3aaaHue ans CRON. dainn ¢
3agaHneM Haxogutcsa B /etc/cron.daily/afick_cron.

MapameTp report_url:=stdout 3agaeT MecTononoxeHue danna-oryera.

B koHdurypaumoHHOM dhanne ecTb NPOCTOM A3blK MaKpPOCOB, KOTOPbIA UCMONb3YeTcs Npu
onpegerneHun nepeMeHHbIX Ans 3agaHu CUCTEMHOTO NMaHMPOBLUUKA 3aaHUN cron.

Mpn ncnonb3oBaHMM annapaTHO-NPOrPaMMHOr0 MOAYNSA JOBEPEHHOW 3arpy3ku peKoMeH-
AyeTcsl COBMECTHO C yTUNuTom afick obecneyntb KOHTPOSb LIENTOCTHOCTYM criegyowmx 06 bEeKTOoB:

1) dannbl obpasos agpa OC:

/boot/vmlinuz-*

2) dannbl obpa3oB BpeMeHHOMW hannioBon cuctembl, ucnonbdyemon agpom OC npu

HayanbHOM 3arpy3ke (4o06aBnAKTCA B CNMCOK KOHTPOSSA LIeNOCTHOCTM NOCne co3aaHns no-

cne BbINOMHEHMSI BCEX HEOBXOAMMbIX Onepauun no HacTponke, Tpebyrowmx o6HOBNEHNS

06pa30oB BpeMEHHOW hannoBon CUCTEMBI):

/boot/initrd.img-*

3) KOHUrypauMOHHbIN hansm MeHKo 3arpysyuka:

/boot/boot.conf

4) kothurypaumoHHbIn thans, onpegensitowmin UCNosb3yemblin Mo yMon4aHuio rpacdude-

CKUW OMCnnenHbln MeHeoxep:

/etc/X11l/default-display-manager

5) KOH(UrypaumnoHHbI hann HacTporku annoBbIX CUCTEMbI, AOCTYMHbLIX 411 MOHTUPO-

BaHuns yepe3 NFS:

/etc/exports

6) kOoHUrypauunoHHbin cansn, cogepxawmmi nHpopmMmaumno 0 pasnnyHbIX YCTPOMUCTBaX

XpaHeHna 1 pannoBbIX cUCTEMaAX:

/etc/fstab

7) dawnn, cogepxalumi nepeyeHb nokanbHblx rpynn OC (nobaBnsaeTca B CNMCOK KOHTPONS

LleNOCTHOCTU Nocne co3aaHns Bcex HeobXoanuMbIX rpynn):

/etc/group

8) ckpunTbl Ansa 3anycka CepBMCOB B KaTanore

/etc/init.d/

9) koHMUrypaumoHHbIn thann, onpegensowmn napameTpbl paboTsbl NEpBOro npouecca

Nnonb3oBaTesibCKOro pexunma init:

/etc/inittab

10) koHdUrypaumnoHHble dannel, onpeaensowme nopsgok padorsl PAM-moaynen:

/etc/pam.conf

/etc/pam.d/chfn

/etc/pam.d/chsh



/etc/pam.

/etc/pam

/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.

/etc/pam

/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
.d/samba

/etc/pam

/etc/pam.
/etc/pam.
/etc/pam.
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d/common-account

.d/common-account.pam-old

d/common-auth
d/common-auth.pam-old
d/common-password
d/common-password.pam-old
d/common-session
d/common-session.pam-old

d/cron

.d/cups

d/cvs
d/dovecot
d/fly-dm
d/fly-dm-np
d/login
d/other
d/passwd
d/polkit

d/sshd
d/su

d/sumac.xauth

11) chann, cogepxawuim nepeveHb fokanbHbIX nonb3oBaTtenen OC (nobasnsercs B
CMMCOK KOHTPONSA LENOCTHOCTU NOcre co3aaHns BceX HeobxoaMMblx nonb3oBaTenen):
/etc/passwd

12) cMMBONMYECKME CChISTKU Ha CKPUNTbI A8 3anycka CEpBUCOB B KaTanorax:

/etc/rc*

13) KOHpUrypaunoHHbIi dann, onpeaensarLwmn nepedeHb TEPMUHANoOB, C KOTOPbIX CY-
nepnonb3oBaTesib root MOXeT perMcTpMpoBaTbCs B CUCTEME:

/etc/securetty

14) kOHUrypaumoHHbI dann, onpeaensowmin NepeveHb PermcTpupyemMblx 060noyek B
OC:

/etc/shells

15) KOHUrypaumMoHHbIN hains, cogepXallinin 3Ha4YeHna napameTpoB sapa:
/etc/sysctl.conf

16) mogynu aapa, Bxoasuwme B nogcmucteMmy 6esonacHoctn PARSEC:
/lib/modules/*/misc/digsig _verif.ko

/lib/modules/*/misc/parsec.ko
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/lib/modules/*/misc/parsec-cifs.ko

C nomoubto kKoMaHg 1smod U modinfo MOXHO onpefenuTb nepedeHb Mmoayneun aapa,
nognexawmx KOHTPOSo LUenocTtHocTu cpeactesammn ANMISE.
17) PAM-mogynu B katanore:

/lib/security/pam

18) cucTemHble ucnonHsgemMble pannsl B Karanore:

/sbin/

19) ncnonHsiemble hannbl B KaTanorax:

/bin/

/sbin/

/usr/bin/

/usr/sbin/
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9. HAAEXHOE ®YHKUMOHUPOBAHUE

9.1. BoccTtaHoBneHue OC nocne c6oeB 1 OTKa3oB

OCHOBHbIMUM NPUYNHaAMKM HapyLLeHUs npouecca pyHKunoHmpoBaHus C3M OC senstoTcs
cbon obopymoBaHus, npueegumne K pasnudHbeiM nospexaeHmsam ®C. K TakoBbIM OTHOCATCS:
cbou aneKkTponuTaHus, NOBPEXAEHUA HOCUTENEN MHAOPMaLUN (KECTKUX OUCKOB), NOBPEXAEHUSA
coeavHUTENbHbIX Kabenen.

B npouecce nepesarpysku nocne cb6oa OC aBToMaTtMyecku BbINOSHAT NporpamMmmy npo-
Bepku n BocctaHoBneHnss PC — fsck. Ecnu nospexaeHns ®C okaxyTca HE3HAYUTENbHBIMU, TO
ee BbINONHEeHUa goctaTtodHo ans obecnevyeHus uenoctHoctn OC.

B cnyyae obHapyxeHus cepbesHbix nospexaeHmin ®C gaHHasa nporpaMmma MoOXeT npeg-
NOXNUTb Nepesarpy3nTb KOMMbIOTEP B OAHOMOMBL30BATENBCKUA PEXUM M MPOM3BECTU 3anyCcK Nnpo-
rpaMmmbl £sck BpyYHY0. AAMUHUCTPATOP, KOHTponupyowmin npouecc 3arpyskm OC, nocne cbos
AOMKeH crefoBaTb MHCTPYKUMAM, BbldaBaeMblM nporpammon £sck. OnucaHue nporpaMmmbl nNpu-
BegeHo B man fsck.

Mocne 3aBepLieHus 3arpyskn OC crnegyeT NpoBepuTb LENOCTHOCTb DanioB C NOMOLLbIO
nporpammbl KOHTPONSA LENOCTHOCTU. Ecnn B pesynbrate NpoBepKN HalayTCs NOBPEXAEHHbIE UMK
n3MeHeHHble dainnbl, 0COBEeHHO B KaTanore /etc 1 ero nogkaranorax, To cnegyer BOCCTaHOBUTb
noBpexaeHHble hanrbl C pe3epBHON KOMUM.

Ecnu cbon npusen K BbIXOAY U3 CTPOS XKECTKMX ANCKOB, TO CneayeT 3aMeHUTb BbillefLlee
n3 ctposi obopygosaHue n nepeycraHosutb OC ¢ DVD-gucka ¢ guctpmbyTmBom, a Nonb3oBaTerb-
CKMe AaHHble BOCCTAHOBUTb C pe3epBHOM KONUU.

Mocne cepbesHoro nospexaeHus OC, korga KOMNbIOTEP HEBO3MOXHO Nepes3arpy3unTb,
CyLLIeCTBYET BO3MOXXHOCTb BOCCTaHOBIeHUsa 6e3 nepeyctaHoskm OC. [Ina aToro crniegyert ycTaHo-
BuTb DVD-gunck ¢ gnctpmbytmeom OC B ycTponctBo YteHns DVD-gnckoB n HadaTb npoueaypy
nepeycrtaHoBku. [loxxgaTbCa NOSIBNEHUST HA 3KpaHe MOHUTOpa: «MIHpopmauns 0 JOKyMeHTaunm»
N OOHOBPEMEHHO HaxaTb knasuwn <Alt+F2>. [MponsongeT nepexoq B peXnm KOMaHLHOW CTPOKK
nog ynpasneHvem sapa, 3arpyxeHHoro ¢ DVD-aguncka. 3atem BBeCTUM KOMaHAY:
fdisk \-1

Ha akpaHe MOHMTOpa OOSmKHA NOABUTBCA MHGOPMaUUa O pasgenax XecTKoro Amcka.
(Ecnu B pesynbtaTe BBOAA KOMaHAbl HA 3KpaHe MOHUTOpPAa HET MHOopMauun 0 pasgenax gucka, To
NMOBPEXAEHUS CIULLKOM Cepbe3Hbl N HeobXoaMMa nonHasa nepeycraHoBka cuctemel.) OnpegenuTb
UMs pasgena, B KoTopbin 6bina yctaHoeneHa OC, 1 BBECTU CrieqyoLLyo nocnenoBaTesibHOCTb
KomaHA;
cd /mnt/
mkdir hard

mount /dev/umsa pasgena /mnt/hard
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B pesynbrate ykasaHHbIW pasfen XecTkoro aucka dyaer CMOHTMPOBaH BO BHOBb CO3AaH-
Hon ®C. 3aTem BBECTU KOMaHAY:
chroot /mnt/hard

lMocne aToro MoXHO ByaeT ncnonb3oBaTb KOMaHAHy 060no4ky OC 1 BbINONHUTL HEOG-
XOANMble OENCTBUS NO BOCCTAHOBMNEHUIO (Hanpumep, peaaktnposaHne dgarvna fstab), nocne
4yero BBECTN KOMaHAbI:
exit
umount /mnt/hard

Mepesarpy3antb KOMNbIOTEP.
9.2. CpeacTBa pe3epBHOro KONMPoBaHUSA U BoccTaHoBneHust OC

[1ns BbINONHEHMs onepaunin pe3epBHOro KONMpOoBaHUsS N BOCCTaHOBNEHNA oobekToB OC
C COXpaHeHMEeM 1 BOCCTaHOBMEHNEM MaHAaTHbIX aTpmbyToB 1 aTpnbytoB ayauta B OC moryT

MCMOoJ1b30BaTbCA:

1) komnnekc nporpamm Bacula (9.2.1));
2) ytunuTa apxmBupoBaHus tar (9.2.2).

9.2.1. Komnnekc nporpamm Bacula

OnucaHue komnnekca nporpamm Bacula, a Takke ero yctaHOBKM Y HAaCTPOWKK NpuUBEAEHO
B fgokymeHTe PYCB.10265-01 95 01-1.

Bacula obecneunBaeT nogaepxky CoxXxpaHeHUsl pacluMpeHHbIX aTpubyToB KaTanoros u
dannos u, npn He06Xo0ANMOCTU, UX NOocneayoLee BOCCTAHOBIEHME.

BHUMAHMUE! [1nsa BocctaHoBneHus oobektoB PC ¢ yCTaHOBNEHHBIMM MaHAATHbIMK aT-
pnbytamm Heobxoanmo 3anycTuTb KOHCOSb ynpasneHust Bacula ¢ PARSEC-npusunernen 0x1000
(PARSEC_CAP_UNSAFE_SETXATTR). Npusunerns moxet 6biTb NOfyyYeHa C MCMNOMNb30BaHMEM
YTUNUTbl execaps:
sudo execaps -c 0x1000 -- bconsole

BHUMAHMUE! Nocne BoccTtaHoBNeHUs o6bektoB PC € yCTaHOBNEHHLIMU MaHAATHLIMU
aTpubytamm Heobxo4MMO BbINOMHUTL NepeMoHTUpoBaHne C, B KOTOPOW BOCCTaHABIMBANUCh

06bekTbl, unu nepesarpy3ntb OC.

9.2.2. YTunurta apxuBuMpoBaHua tar

BHUMAHMUE! Pa6oTta ¢ maHgaTHbIMK aTpubyTamun n atpubytamm ayguTta npu UCnosib-
30BaHWN PasfnUYHbIX YTUMUT CO30aHUSA pe3epBHbIX Konui TpebyeT NCnonb3oBaHNA napamMeTpoB
COXpaHeHMs pacLUMpeHHbIX aTpubyToB (Kak npaBuno Buga —xattrs).

BHUMAHMUE! [1na BoccTaHOBNEHUA MaHOaTHbIX aTpubyToB hansioB U3 pe3epBHbIX KOMUA
Heo6X0AMMO OT MMEHWN YYETHOM 3annUcy agMUHUCTPATOpPa BbINOMHUTL KOMaHAY:
sudo echo 1 > /parsecfs/unsecure_setxattr

BHUMAHMWE! [Ina BoccTtaHOBNeHM MaHAaTHbIX aTpnbyToB hannoB M3 pe3epBHbIX KONUI
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npouecc gormkeH nmetb PARSEC-npuBunernio 0x1000 (PARSEC_CAP_UNSAFE_SETXATTR).
MpuBunerna Moxet BbITb NONyYeHa C UCNOMb30BaHUEM YTUNUTBI execaps:
sudo execaps -c 0x1000 tar .......

BHUMAHMUWE! BocctaHoBneHue paclmpeHHbix atpubyToB hannos ¢ UCNonb30BaHNEM
unsecure_setxattr BO3MOXHO TOSbKO B crnyyae, ecnv atpubyTbl BOCCTaHaABNUBAKOTCA C MNo-
MOLLbIO CUCTEMHOIO BbI30Ba setxattr NyTeM ycTaHOBKM aTpubyTta security.PDPL. Mcnonb-
30BaHMe unsecure_setxattr He BMMSET HAa BO3MOXHOCTb M3BMEHEHUS MaHAATHbIX aTpubyToB
(rannoB CUCTEMHbIMM Bbl30BaMu pdpl_set_path, pdpl_set_fd.

[Mocne BoccTaHOBNEHUSA U3 pe3epBHbIX KOnuiK hannos ¢ MaHaaTHbIMKU aTpubyTammn Heob-
XOAUMO OT UMEHMU YHETHOM 3anncu agMuMHUCTpaTopa BbIMOMHUTE KOMaHA4Y:

sudo echo 0 > /parsecfs/unsecure_ setxattr

Mpumep
Wcnonb3oBaHue tar, npu KoTopom OyayT BOCCTAHOBMEHbI paclUMpeHHble aTpubyTbl
KaTanoroB u ¢bansioB, BNIOXXEHHbIX B apXmB
[lo ncnonb3oBaHNA YTUNNTLI JOMKEH ObITb CO34aH norb3oBaTternb userl, ANs KOTOPOro
3afaHbl MaHAaTHble aTpubyThl, N NONb30BaTENb OOMMKEH BbIMOMHUTE BXOA4 B CUCTEMY.
CosgaTb OT MMEHM y4EeTHOW 3anncu agMMHUCTpaTopa apxXuB JOMAaLUHEro KaTanora nosb-
3oBareris C NOMOLLbK KOMaHAbl:
sudo tar --xattrs --acls -cvzf /opt/home.tgz /home/.pdp/userl
roe --xattrs — BKNOYAET NOAAEPKKY paCLUMPEHHbIX aTpubyToB;
—--acls — Bkntovaet nogaepxky POSIX ACL;
-cvzf — obecneynBatoT, COOTBETCTBEHHO, CO3A4aHMe apxmBa (create), BKIIOYEHNE pexnma
oTobpaxeHuns obpabaTtbiBaeMbIx hannos (verboze), NPUMEHEHNE MeToAa cxaTus (gzip),
ykasaHue panna (file);
/opt/home. tgz — 3a4aeT MeCcTo pacnosioXKeHUs cCo34aHHOro apxmea U ero ums;
/home/ .pdp/userl — onpegenseT Katanorn unu dannsl ons gobaeBneHnsa B apxms.
Mepen BoccTaHOBNEHMEM HEOOXOAMMO BbIMONHUTL CEAYHOLLYI0 KOMaHAy, yCTaHaBnmBato-
LLYIO ANA napameTpa 3almTbl hannoBon cuctemsl /parsecfs/unsecure_setxattr 3Ha4YyeHue
«1», paspellatoLiee NpMMeHATb NpuBunernio PARSEC_CAP_UNSAFE_SETXATTR:
echo 1 > /parsecfs/unsecure_setxattr
BbINONHUTL BOCCTAHOBIIEHME C MOMOLLbIO KOMaHAbI:
sudo execaps -c¢ 0x1000 -- tar --xattrs
--xattrs-include=security. {PDPL,AUDIT, DEF_AUDIT}
--acls -xvf /opt/home.tgz -C /opt/home2/
roe —--xattrs-include=security. {PDPL, AUDIT, DEF_AUDIT} — onpegendeT nogknioyae-

MbI LWABMOH BOCCTAHOBMNEHMS pacLUMPEHHBLIX aTpubyTOB (MaHAATHbIX aTpnbyToB, aTpnbyToB
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ayguTa u aTpubyToB ayauTa no YMOMNYaHUIo) NS Krova xattrs;
-xvf — obecne4ynBaeT, COOTBETCTBEHHO, U3BMNeYeHne U3 apxmea (extract), BKNOYEHME
pexnma otobpaxeHus obpabaTbiBaemMbix hannos (verboze), ykazaHue danna (file).
MNocne BoccTaHOBNEHUSA HEOHXOAMMO BbINOMHUTL KOMaHAy, yCTaHaBNMBaroLLyo 3anpeT Ha
npumMeHeHne npueunerm PARSEC_CAP_UNSAFE_SETXATTR (HacTporika OC no ymonyaHui):

echo 0 > /parsecfs/unsecure_setxattr
[ononHuTtensHas nHdopmaumsa no komaHae tar npmeegeHa B PYCB.10265-01 95 01-1.
9.3. BocctaHoBneHue CYB[l PostgreSQL nocne c6oeB u oTKkasoB

Bo usbexaHne notepb aaHHbix B[ PostgreSQL aomkHbl perynsipHoO apxvBuMpoBaTbCS.

B cny4yae BO3HMKHOBEHUA OLIMOOK B XPaHALLMXCA OAHHbIX, HAPYLUEHUIO LLeNOCTHOCTH
Un B criydae NporpamMMHoOro u/mnu annapartHoro cbosi cepsepa B[] Heobxoaumo npoBeaeHue
npouenypbl BocctaHossieHns . Npu aTom, B 3aBUCUMOCTU OT TSHXKECTU NOBPEXAEHUN MOXET
OCYLLECTBNATLCS KaK COXpaHEeHME cylecTByowero knactepa bll, ¢ nocnegyowmm ero Boccra-
HOBMNEHWEM, Tak U BOCCTAHOBIIEHNE U3 pe3epBHbIX KOMUN, CO3AaHHbIX B NpoLecce perynsipHoro
NpoBeAEHNSA perflaMeHTHbIX paboT.

B PostgreSQL cyuiecTtByoT Tpy pyHAaMEHTaNbHO OTNINYAIOLLMXCS NOAXOAA K pe3epBHOMY
KOMMPOBAHUIO JaHHbIX:

- SQL-pamn;

- pesepBHOE KonupoBaHue Ha ypoBHe ®PC;

- HenpepbIBHOE apXMBMPOBAHME.

Bonee noagpobHoe onvMcaHme aTUX METOAOB U Npoueayp KONMPOBaHUSA N BOCCTaHOBIEHUSA
npuseaeHo B gokymeHTaumm Ha CYB[ PostgreSQL B nakeTe postgresgl-doc-x. x.

CYB[] PostgreSQL copepxuT psag cTaHOapTHbIX CPenCTB Pe3epBHOr0 KOMMPOBAHUS
n BocctaHoBnenns BA. K Hum otHocsites ytunutel pg_dump (9.3.2), pg_dumpall (9.3.3),
pg_restore N, B TOM 4YnCre, NHTEePaKTUBHbIN TepMUHarn psql, C NOMOLLbLIO KOTOPO-

ro mMoryTt ObITb BOCCTAHOBNEHDI pe3epBHble KONnnn, CoXpaHeHHble B BUAE CKPUMNTa SQL.

9.3.1. Co3pgaHue n BOCCTaHOBIIEHUE pe3epBHbIX KONUM 6a3 AaHHbIX C MaHAATHbLIMMU
aTpmbytammu

[na cos3gaHna n BOCCTaAHOBMEHUA pe3epBHbIX Konui 6a3 AaHHbIX C MaHOaTHbIMU
atpmbytammn Heobxoaumo, 4TOObI nonb3oBaTerb MMEN MPUBUIIENMN parsec_cap_setmac,
parsec_cap_chmac.

B cnyyae co3gaHunsa pe3epBHOM KOMMM HEOBXOANMMO Ha3HaYNTb MaKCMMarnbHYH METKY Ha
KaTanor, B KOTopbI BygeT BbirpyxeHa 6a3bl JaHHbIX (ANA Ha3Ha4YeHUs1 METKM Ha dhann Konun).

B cny4ae BoccTaHOBEHNA NOMUMO YKa3aHHbIX NpuBuniernin Tpebyetca npasa agMnHK-

cTpatopa B 6a3e gaHHbIX (ANna co3gaHnsa 06bEKTOB M HA3HAYeHUs MaHOaTHbIX aTpmubyToB).
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[lnsa BoccTtaHoBNEHUs konuu 6a3bl AaHHbLIX C MaHA4aTHbIMK aTpmMbyTammn B gpyron 6ase
AaHHbIX, Heo6Xxo0anUMO:

1) Ha3Ha4UTb MaKCUMarbHYH METKY Ha KaTtaror, B KOTopbl ByaeT npoBoaUTLCH BbIrpy3ka

pe3epBHON Konuu;

2) co3gaTtb pe3epBHYHO KOMUKO MCXo4HOM 6a3bl AaHHbLIX OT MMEHW NONb30BaTens ¢ NPUBK-

NermaMmun parsec_cap_ setmac U parsec_cap_chmac.

3) Ha ueneBOM KfacTepe Ha3Ha4yMTb MaHgaTHble aTpubyThbl Ha KnacTep;

4) BOCCTAHOBWUTb pPe3EepBHYD KOMUK B6a3sbl JaHHbIX C NMOMOLLBIO KNneHTa psql (ecnu

pe3epBHasi KONUs caenaHa B TEKCTOBOM BMAE) UM C MOMOLLbLIO pg_restore (ecnu

pe3epBHas konus caenaHa B OMHapHOM BMAE) OT MMEHW NONb30oBaTens agMnHucTpaTopa

0asbl AaHHbIX C NPUBUIErMSIMN parsec_cap_setmac U parsec_cap_chmac.

MpumeyaHusa:

1. YTunuta pg_dump, noctaBnsemasi Bmecte ¢ CYB[] Bepcumn 9.6 BbIrpyxaeT KomaHAabl

NO yCTaHOBKE KOMMEHTapMeB, METOK 6€30MaCcHOCTMN N Ha3HAYEeHMIO MaHAAaTHbIX aTpubyToB

B creagyrouwemM Bunae:

COMMENT ON DATABASE CURRENT_ DATABASE IS ’koMMeHTapuit’ ;

SECURITY LABEL ON DATABASE CURRENT_DATABASE IS ’...’;

MAC LABEL ON DATABASE CURRENT DATABASE IS '...’;

MAC CCR ON DATABASE CURRENT DATABASE IS ’...';

Takas pesepBHas Konusi MOXeT BbITb BOCCTAHOBMEHA C YCTAHOBKON KOMMEHTapueB, METOK

6esonacHoOCTN U MaHOaTHbIX aTpMbyToB B Xenaemyro 6a3y faHHbIX.

2. [Ina BOCCTaHOBMEHUS pe3epBHbLIX KoM ©0a3 faHHbIX, CAenaHHbIX B npenbl-

aywmx Bepcusaix, B CYB[ Bepcum 9.6 HeobxooMmo YCTaHOBUTb MNapaMmeTp

ac_auto_adjust_macs = true;

3. [nsa nepeHoca knacTtepa ¢ npegbiaywmx sepcun CYB[ Ha 9.6 Heobxoanmo Bocnonb-

30BaTbCA yTUNUTamMm pg_upgradecluster unm pg_upgrade (CM. AOKYMeHT «Onepa-

LMOHHasa cuctemMa cneumanbHoro HasHadeHus «Astra Linux Special Edition» PykoBoacTteo

agMuHUcTpartopa. Yactb 2»).

9.3.2. pg_dump

[na cosnaHus pesepsHon konuu B B BUAe dhanna B TEKCTOBOM UK ApYyrMx doopmaTtax
ncnonb3yeTcs yTunuTta pg_dump, KOTOpas co3fdaeT CcornacoBaHHy Konuo, aaxe ecnu b uc-
nonb3yeTcs, NpyY 3TOM JOCTYN K HEN ApYrnx nonb3oBarternien (Kak YnTarwmx, Tak U NUWYyLnNX) He
onokupyeTcs.

Pe3epBHasi KONusi MOXET CO34aBaTbCA B BUAE CKpUNTa MNn goopmaTtax yrnakoBaHHOMO
danna. CkpunT pe3epBHOM KONUKN NpeacTaBnsieT cobon TEKCT, CoAepKaLlMi NocrnenoBaTenbHOCTb

SQL-komaH/, HeobxoaMMbIX Ana Bocco3aaHusa B 40 COCTOSAHNS, B KOTOPOM OHa Oblna coxpaHeHa.
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[na BOCCTaAHOBEHUA N3 CKpUMTa OH NoAaeTcs Ha BXod yTunuTbl psgl. CKpunT MOXeT 6bITb
ncnonb3oBaH AN BoccosfgaHuns bl faxe Ha Apyrom cepBepe Unn apxutekType u ¢ Hebonbwmmm
nameHeHnsaMmn Ha gpyrmux CYb[.

CwnHTakcuc:
pg_dump [OPTION]... [DBNAME]

Onuum obLero xapakTepa npusefeHbl B Tabnuue [37]

Tabnuuya 37

Onuwms OnucaHue

-f, --file=FILENAME Mms BbixogHoro danna

dopmaTt BbixogHoro danna (nonb3oBaTenbCKUN, tar, TEeKCTO-
-F, --format=c|t|p b A ® (

Bbli1)
-v, --verbose Pexnm BbiBOaa Bcex coobLieHumn
-Z, --compress=0-9 YpoBeHb cxatus anst popmaTtoB cxaTus

3aBepLueHne owmnbkon nocne oxnagaHna TIMEOUT ans 6rnoku-

—-lock-wait-timeout=TIMEOUT
pPOBKM Tabnuupl

--help BbiBecTy cnpaBky 1 BbIATU

--version BbiBECTM MHOPMaLINIO O BEPCUN U BbIATH

Ecnn He ucnonbayetcsa -f/--file, SQL-ckpunt GygeT HanpasneH B CTaHAAPTHbIV
BbIBOS.

Onuuu YCTaHOBKU CcoeanHEHUA npuBedeHbl B Tabnuue .

Tabnuuya 38
Onuwms OnucaHue
-h, --host=HOSTNAME Uma cepsepa B[ nnu katanor coketos

-1, --database=DBNAME | YkasaTb ansrepHaTuBHyto B[l — wabnoH

-p, --port=PORT Homep nopta cepsepa b/l
-U, --username=NAME CoeanHnTbCA Kak yYKkasaHHbI Nonb3oBaTenb
-w, —-no-password He 3anpawueaTtb naposb

MpuHyauTEnbHbLIN 3anpoc napons (4OMMKeH NPOMCXO4UTL aBToMaTuYe-

-W, —--password
! P CKN)

Ons nony4veHund NOSTHON I/IH(bOpMaLI,I/II/I 0 cnocobax 1ucnonb3oBaHnA yTUnnTbl pg_dump

CM. PYKOBOACTBO man And yTUNUT pg_dump M psqgl.

9.3.3. pg_dumpall
Ytunuta pg_dumpall MCnonb3yeTcsa ANs co3qaHus pe3epBHON KoMK BCEro Krnactepa B
BUAE ckpunTa.

CkpunT cogepxuT SQL-komaHabl 1 MOXET ObITb NoAaH B AanbHeNWeM Ha BXod YTUMUTI
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psql ansa sBoccrtaHoBneHus. Onepauns ocyLeCcTBNSETCS NocneaoBaTesibHbIM BbI30BOM YTUMUTI
pg_dump ans kaxgon bl knactepa. Kpome 310ro, pg_dumpall coxpaHsieT rnobanbHble 06b-
eKkTbl, eanHble ansa Bcex bl (pg_dump nogobHble 06beKTbI HE coxpaHseT). [JaHHble 00beKThI
BKNIOYalOT B ceba MHgopmaumio O nonb3oBaTensx U rpynnax v Takme CBOWCTBA, Kak: npasa
[ocTyna, npuMmeHsieMmble ans Bcex bl B uenom.

CwuHTakcuc:
pg_dumpall [OPTION]...

Onuum obLero xapaktepa npusefeHbl B Tabnuue [39

Taobnuuya 39

Onuusa Onucaxune

-f, --file=FILENAME Mms BbixogHoro dhanna

3aBeplueHre owmnbKoi nocne oxugaHusa TIMEOUT Ans Grnoku-

--lock-wait-timeout=TIMEOUT
POBKM Tabnuubl

--help BbiBecTu cnpaBky 1 BbIATU

--version BbiBECTM MH(OPMaLNIO O BEPCUUN U BbIATH

Onuuun ycTaHOBKN COeQMHEeHUs aHanornyHbl komaHae pg_dump (cM. Tabnuuy [38)).
[nsa nonyyeHus nonHon nHpopmaumm o cnocobax Ncnonb3oBaHUs yTUNUTLI pg_dumpall

CM. pyKOBOACTBO man A YyTUNuT pg_dumpall N psql.

9.3.4. pg_restore

[lns BoccTaHOBNEHUs1 apxXMBOB pe3epBHbIX Konun B, Nofy4eHHbIX C MOMOLLLIO YTUNTDI
pg_dump, UCMNonb3yeTcs yTunuTta pg_restore. OHa BbINOMHAET KOMaHAbl, HeobxoaumMble Ans
Bocco3gaHna B[] 00 COCTOSAHMS HA MOMEHT BpPeMEHU COo3aHus pe3epBHON Konuu. ApXmBHbIE
annbl Tak e No3BONAT BblOMpaTh C MOMOLLBIO YTUNUTBI pg_restore, YTO UMEHHO BOCCTaHaB-
n1BaTh, U JaXe MEHSTb NOPSAOK BOCCTaHaBNMBaeMbIX arieMeHToB. Pannbl apxuBoB pa3paboTaHbl
nepeHoOCUMbIMU MeXAy pasHbIMU apXUTEKTYpaMu.

YTunurta pg_restore MOXeT (PyHKUMOHMPOBATL B ABYX pexumax. [pu ykasaHum B[]
apxvB BOCCTaHaBNMBAETCH HEMOCPeACTBEHHO B Hee. B gpyrom cnyvae, ckpunT, cogepxaiinim
Heobxoaumble onda nepecosganus Bl SQL-komangbl, co3gaeTca n BbiBOAUTCA B dhann unm
CTaHOapTHbIN NOTOK BbiBOAA. Pe3ynbTupylowmin CKpUNT SKBUBArieHTeH hopMaTty TEKCTOBOro
BblBOA4A YTUNUTblI pg_dump. Bcrneacteme aToro HeKOTOpble OMNuuK, ynpasnstowune BbIBOOOM,
aHanornyHbl onumsim pg_dump (cm. [9.3.2).

CwuHTakcuc:
pg_restore [ONIUA]... [DAWI]

Onuum obLero xapaktepa npusefeHbl B Tabnuue [40]
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Taobnuuya 40
Onuusa OnucaHwne
-d, --dbname=KM: MoacoeanHuTbEA K yKasaHHon B
-f, --file=FILENAME Mmsa BxogHoro danna
-F, --format=c|t dopmar danna pe3epBHOM KONUKN (JOIMKHO ObiTb aBTOMATUYECKM)
-1, --list HaneuvaTtaTb UTOroBOe OrnaBneHne apxuea
-v, --verbose Pexum BbIBOga Bcex cooOLLEeHU
--help BbiBecTu cnpaBky 1 BbINTH
--version BbiBeCTV MHOPMaLINIO O BEPCUN U BBINTU

[ns nony4yeHnAa NOSHOM VIHCbOpMaLI,I/II/I 0 cnocobax Mcnornb30BaHNA YTUNNTbl pg_restore

CM. PYKOBOACTBO man AN YTUNUTbI pg_restore.
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10. PUNTBTPALIUA CETEBOIO NMOTOKA

10.1. BknroyeHune chunbTpaumm ceTeBoro noToka

Mpn nomowm cpunbTpa CETEBLIX NAKETOB MOXHO OCYLLUECTBMATb KOHTPOSb CETEBOrO
Tpaduka, NPOXOAALLErO Yepe3 AaHHbIA KOMMbOTEP.

3anyck ounbTpaunmn naketoB obecnevmBaeTcs MexceTeBbiM akpaHoMm ufw. MexceTeson
3KpaH NO3BOMSET COo34aBaTh NpaBuna punsTpaumMm NCnosnb3ys TEXHONOMM iptables.

YnpaBneHne MexceTeBblM 3KPaHOM OCYLLECTBIISIETCA C NOMOLLbIO rpaddnyeckon yTUnnTbl
gufw UM C MOMOLLLIO MHCTPYMEHTa KOMaHOHOW CTPOKN astra-ufw-control.

[nsa BKNIOYEHUS MEXCETEBOro 3KpaHa C MOMOLLBIO MHCTPYMEHTa KOMaHLHOW CTPOKMU
BbINOMHUTL KOMaHAY:
astra-ufw-control enable

[ns BbIKMIOYEHUS MEXCETEBOrO 3KpaHa C MOMOLLbIO MHCTPYMEHTa KOMaHL4HOW CTPOKM
BbINOMHUTL KOMaHAY:
astra-ufw-control disable

lMpoBepka COCTOSHUSI MEXCETEBOMO 3KpaHa BbIMOSTHAETCA C NOMOLLbI KOMaHAb!:
ufw status

PesynbraT BbINONMHEHUS KOMAHAbI:

- active — MeXCETEBOW 3KpaH BKIIOYEH;

- inactive — MeXCeTeBOM 3KpaH BbIKIHOYEH.
10.2. dunbTp ceTeBbLIX NakeToB iptables

dunbTpaunto NakeToB BbINOSTHAET (PUNBTP NAaKeTOB Ha OCHOBE TEXHOSOMU iptables.
[aHHbIN PUNBTP NO3BOMSIET BbINOMNHATL Creaylowme 3agaqn:

1) cbmnbTpaumio NakeToB — 3TO MEXaHU3M, KOTOPbIA, OCHOBbIBAsiCb Ha HEKOTOPLIX Mpa-
BUax, paspeLlaeT unu 3anpeLlaert nepegady MHdopmaunm, NPOXoasLLEN Yepes Hero,
C LENbo orpaxgeHms HEKOTOPOW NOACETU OT BHELLHEro A0CTyna, Unun, HaobopoT, Ans
HeJonyLeHns Bbixoda HapyXy. PunbTp nakeToB MOXET onpeaensTb NPaBoOMepPHOCTb ne-
pegaym nHopmaumm Ha OCHOBE TOSbKO 3arofioBkoB |IP-nakeToB, a MOXET aHanM3npoBaTb
N UX COAEPXKUMOE, T. €. UCNOSb30BaTb AaHHbIE MPOTOKOOB 60Mnee BbICOKOro YPOBHS;

2) TpaHCnAUMIO CETEBbLIX aApecoB (T. H. «MackapaauHry) — 3TO NOAMEHA HEKOTOPbLIX Na-
pamMeTpoB B 3arornoBkax |IP-naketoB. MicnonbayeTca Ans cokpbiTna peanbHbix IP-agpecos
KoMnbloTepoB 3awmaemon JIBC, a Takke gnsa opraHmsaumm goctyna us J1IBC ¢ komnbto-
Tepamu, He nmerLwmMn peanbHbiX IP-agpecos, k rmobanbHoOn ceTu;

3) npospayHoe MpoKCUpoBaHME — 3TO Nepeagpecaumsa NakeToB Ha OPYyron nopt KOM-
netotepa. O6bIMHO ncnonb3yeTcs Ansa Toro, YTobbl 3acTaBuUTb nornb3oBatenen ns JIBC

NoNb30BaTbCS Proxy-CepBepoM MapLupyTm3aTopa 6e3 AoNonMHUTENBHOMO KOHMryprpoBa-
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HUS1 X KITMEHTCKUX NPOrpaMm.
HacTpoika paccMoTpeHHbIX MexaHU3MOB (puUnbsTpauus NakeToB, TPAHCNAUMS CeTeBbIX

aZlpecoB 1 Npo3payHoe NPOKCUPOBaHME) BbINOMHAETCA KOMaHAon iptables.
10.3. PopmupoBaHue npaBun

Kaxxgoe npaBuno — aTo CTpoKa, cogepkallasn B cebe kputepun, onpegensiowme, nogna-
AaeT N1 NakeT nopg 3agaHHoe nNpaBuIio, N OENCTBME, KOTOPOEe HEOBXOAMMO BbIMOSHUTL B Criy4yae
BbINOSIHEHNSA KPUTEPUS.

[MpaBuna 3anuceiBaloTCA cnegyowmm obpasom:
iptables [-t table] command [match] [target/jump]

Ecnu B npaBuno He BknioyaeTca cneuudukaTop [-t table], TO NO yMoOnyaHuo npea-
nonaraeTcsa ucrnonb3oBaHue Tabnuupl £ilter, €CnNu Xxe NpeanonaraeTcsi UCNofb3oBaHME OPYron
Tabnuupl, To 310 TpebyeTca ykasaTtb ABHO. CneundukaTop Tabnuubl Takke MOXHO yKa3blBaTb B
nobom mMecTe CTPOKM npasuna, ogHako bonee unm MeHee ctaHgapTHbIM CHMTAETCs yKasaHue
Tabnuubl B Ha4ane npasuna.

[anee, HenocpeACTBEHHO 3a MMEHEM Tabnuubl, AOMMKHA CTOATb KOMaHaa. Ecnu cne-
umdmkaTtopa Tabnuubl HET, TO KOMaH4a Bcerga AoSmkHa CToAaTb nepBon. Komanga onpeagenset
Aencteune iptables, HanpuMmep, BCTaBUTb, 406aBUTb B KOHEL, LLENOYKN UMW yoanuTb NpaBumo u
T.M.

Pasgen matches 3agaeTt KpUTepUM NPOBEPKU, NO KOTOPbIM onpeaensieTcs, nognagaet
nn NakeT nopg, AenCcTBUe 3TOro npasuna unm Het. 34ecb MOXHO yKasaTb CaMble pasHble KpuTepum
— 1 IP-agpec UCTOYHMKA NakeTa Unu CeTn, U CETEBON MHTepdenc, n T. 4.

[MapameTp target ykasblBaeT, Kakoe OENCTBME OOMKHO ObiTb BbIMOIHEHO NPU YCOBUN
BbINOSTHEHMA KpUTEPUEB B NpaBune. 34eCb MOXHO 3acTaBUTb S4PO nepenaTtb NakeT B APYryto
LenoYyKy npasun, «COpPOCUTbY NakeT 1 3abbITb NPO Hero, BbldaTb HA UCTOYHUK coobLleHne 06

owmnbke u T. .
10.4. Mopagok NpPoxXoXaeHUA Tabnuy 1 ueno4ex

Korga nakeT npuxoauTt Ha ceTeBoun (unbTp, TO OH CHavana nonagaeTt Ha ceTeBoe YCTPon-
CTBO, NepexBaTbiBaeTCA COOTBETCTBYOLLMM ApaiBEpPOM U Aaree nepegaercs B 94p0. 3artem
nakeT NpoOXoauT HECKONbKO Tabnuy 1 nocrne nepegaetcsa nMbo fokansHOMY NPUITOXeHWo, Nnbo

nepenpaensieTcst Ha Apyroi komnbtoTep. MNopsiaok cnegoBaHus naketa npueoauTcest B Tabnuue (4 1]

Tabnuuya 41
War | Tabnuuya Llenouka Onucaxune
1 = = Kabenb

2 = = CeTeBoW UHTepderc (Hanpumep, eth0)




OkoHyaHue mabnuusi 41

116

LWar

Tabnuua

Llenoyka

OnucaHne

mangle

PREROUTING

WNcnonb3yetcs Ana BHECEHUA U3MEHEHMIN B 3arofoBOK NakeTa, Ha-
npumep, Ans n3aMeHeHust BUToB TOS U np.

nat

PREROUTING

McnonbayeTtca Ansa TpaHCcNauMmM ceTeBbiX agpecoB DNAT. SNAT Bbl-
NOSHSETCA No3aHee, B Apyron uenodke. Jltoboro poga dunsrpauns
B 9TOM LENOYKE MOXET NPOU3BOAMTLCH TOSMbKO B UCKIOYUTENbHbIX
cnyyasx

MpuHATME pelleHns O AanbHenwen MapLlpyTnsaumm, T.e. B 9TOM
TOYKe peluaeTca, Kyoa nonget naketT — foKanbHOMY NPUIOXEHUIo
UInn Ha Jpyrow y3en cetu

filter

FORWARD

MonagatoT TONMbKO Te€ MaKeThbl, KOTOPbIE MAYT Ha APYron KOMMbLO-
Tep. Beca cdounbrpauusa TpaHauTHOro Tpaduka AoMmKHa BbINOMHATLCA
34ecb. Yepes aTy Lenoyky npoxoamT Tpaduk B o6OMX Hanpaene-
HUAX, NO3TOMY 06513aTENBbHO YYNTbIBAaTL 3TO OOCTOATENBCTBO NpU
HanncaHum npaesun punesTpaumm

nat

POSTROUTING

MpenHasHayeHa B NepByto odepenb Ans SNAT. He ucnonb3oBatb
ans dpunsTpauun 6e3 ocoboit Heob6xoauMocTH. 34ech XKe BbINOMHS-
eTcA U MackapaauHr

BbixogHow ceTeBon uHTepdenc (Hanpumep, ethl)

Kabenb

MakeT NPOXoAMUT HEeCKOSbKO 3TanoB, Npexae Yem oH byaeT nepenaH aanee. Ha kaxagom

N3 HUX MaKET MOXET ObiTb OCTAHOBIEH. Ll,enquy FORWARD npoxoadaT BCe MakeTbl, KOTopble

ABUXYTCSl Yepe3 ceTeBot ounstp. B tabnuue npeacTaBneH NopsiAoK OBWXKEHUS MakeTa,

npeaHasHa4YeHHoro fiokanbHOMY npoueccy/npUNoXeHMHo.

Tabnunua 42
War | Tabrnmua Llenouka Onucaxune
1 = = Kabenb
2 = = BxogHon ceteBol nHTepdenc (Hanpumep, eth0)
OO6bIYHO MCnonb3yeTcsa AN BHECEHUSA U3MEHEHUIA B 3arofloBOK Nake-
3 | mangle | PREROUTING
Ta, Hanpumep, Angd ycTaHoBkM 6UTOB TOS 1 np.
MpeobpasoBaHne agpecoB DNAT. PunbTpauuns nakeToB 30ecb 4O-
4 nat PREROUTING P P Ap paul A A
nycKaeTcs TOMNbKO B UCKIMHOYUTENbHBIX Cry4asx
5 = = IMpuHATNE peLleHns O MapLupyTusauum
duneTpauusa sxogsilero Tpaduka. Bce Bxogsawme nakeTbl, agpeco-
6 filter | INPUT BaHHblE NoKanbHOMY NPUIOXEHUIO, NMPOXOAAT Yepes3 3Ty LEenouKy,
He3aBMCMMO OT TOro, C Kakoro nHtepdgenca oHM NoCTynunu
7 = = JlokanbHbIN NpoLecc/npunoxeHue

BaxkHO NOMHUTB,

4YTO MakeTbl MAOyT Yepeld uenodky INPUT, a He 4Yepe3 FORWARD. B

Tabnuue 43| npeactaBneH NopsaoK ABUKEHNS NAKETOB, CO3[AaHHbIX NoKarbHbIMU NPOLECCaMu.
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Tabnuuya 43
War | Tabnuuya Llenoyka Onucanue
1 = = JlokanbHbIN Npouecc
2 mangle OUTPUT BHeceHne nameHeHu B 3aronoBok naketa. Punsrpauus, BbINonHse-
filter Masi B 3TON LernoYvke, MOXKET UMETb HeraTMBHbIE NOcneacTBuS
4 _ _ MpuHATHE pelleHna o0 MapLupyTusaumm. 34echb peluaeTcs — Kyaa
nonaeT nakeT ganblue
3aecb BbiNonHsAeTcs SNAT. He cnegyeT B 3TOW Lenovke NPon3BoanTb
ounbTPaLno NakeToB BO U3bexaHne HexenaTenbHbIX NOB60YHbIX 3d-
5 nat POSTROUTING
dekToB. OgHaKO U 30eCb MOXHO OCTaHaBNMBATb NMaKeTbl, MPUMEHSIS
NONUTUKY NO YMOMYaHN0 — DROP
6 = = CeteBown uHTepdeinic (Hanpumep, eth0)
7 = = Kabenb
mangle

B aton Tabnuue He cnegyeT npomsBoanTb NOOro poga ounesTpauuo, MackKMpoBKY MUn

npeobpasoBaHne agpecoB (DNAT, SNAT), B HEM LONYCKAETCH BbINOMHATL AEWACTBUS, MPUBEAEHHbIE
B Tabnuue (44|

Tabnuuya 44
JdencrtBune Onucanue
T0S BbinonHseT ycTaHoBKY 6UTOB nonst TOS. 3To nore Ucnonb3yeTcs Anst Ha3Ha4YeHUs1 CETEBON
NonnTUKM 0OCNYXMBaAHUSA NaKeTa, T. €. 3a4a€ET XenaeMbl BapuaHT MapLipyTusaumnm
TTL Mcnonb3yetca ans yCTaHOBKWM 3HA4YeHUs nomns TTL nakeTa
YcTaHaBnNuBaeT cneuuManbHyl0 METKY Ha MakeT, KoTopas 3aTeM MOXeT bbiTb NpoBepeHa
MARK OpyrMMin npaeunnamMmm B iptables unm gpyrummu nporpaMmmamu, Hanpumep, iproute2. C

NMOMOLLIbIO METOK MOXHO ynpaBiATb Mapmpymsaumeﬂ NnakeToB, OorpaHN4YnBaTb TpaCbI/IK n
T. M.

Tabnuua nmeet aBe Lenoyku:

- PREROUTING — UCrnorb3yeTcs And BHECEHUS U3MEHEHU Ha BXo4e B CETEBON pUnbTP

nepeq NPUHATUEM peLLeHNsa O MapLLpyTusauuu;

- OUTPUT — Onsi BHECEHUSI UBMEHEHUI B NAKETbI, NOCTynarowme oT NPUOXeEHUA BHYTPU

ceTeBon uUnbeTp.

nat

Tonbko NepBbIN NaKeT U3 NOTOKa NPOXOAUT Yepes Lenoykn aTom Tabnuubl. TpaHcnaums ag-
pPecoB U1 MacKMpoBKa NPUMEHSIOTCS KO BCEM NOCIeayoLWNM NakeTam B MOTOKE aBTOMaTUYECKN.

[nsa aton Tabnuubl XxapakTepHbl 4ENCTBUS, NpUBEAEHHbIE B Tabnuue .
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Tabnuuya 45

JenctBue OnucaHwune

npOMSBOD.VIT npeo6pa303aHV|e agpecoB Ha3Ha4YeHUA B 3arojioBkax NnakeToB. ,ElperMM
DNAT crnoBamu, 3TUM OENCTBUEM nepeHanpaBnAlTCA NakeTbl HA gpyrme agpeca, otTrin4dHble
OT YKa3aHHbIX B 3arofioBkax naketoB

VICI'IOJ'Ib3yeTCFI O3 NSMeHeHNA NCXOOHbIX agpecoB NMakeToB. C nomoLubto 3TOro aen-

SNAT .
CTBUSI MOXXHO CKPbITb CTPYKTYPY NOKasnbHOW CEeTH
MpumeHsieTcs B TeX e Lensix, 4To U SNAT, HO B OTNiMYME OT nocregHen gaet bonee
CUINbHYI0 Harpysky Ha cuctemy. lMpoucxoguT 3TO NMOTOMY, YTO KaXAbli pas, koraa Tpedy-
€TCS BbINOSIHEHME 3TOro AencTBus, npomssoauTcsa 3anpoc IP-agpeca onga ykazaHHoro
MASQUERADE A P A P AP Ana'y

B OENCTBUM CETEBOro UHTepdenca, B TO BpeM4d Kak Ans SNAT |IP-agpec ykasblBaeTcs
HenocpeacTBeHHo. OgHako Gnarogaps Takomy oTnnymio, MASQUERADE MOXeT pabotaTb
B Cny4vasix ¢ guHamunyecknm IP-agpecom

Tabnuua nmeeT aBe LENOYKM:

- PREROUTING — MUCMNOMb3yeTcs AN BHECEHUS U3BMEHEHWUI B NakeTbl HA BXOAE B CETEBOM

duneTp;

- OUTPUT — ncnosnb3yeTca Ana npeobpasoBaHnsi NAKETOB, CO3A4aHHbLIX NPUMOXKXEHNAMMN

BHYTpU ceTeBOro hunestpa, nepeq NPpUHATUEM peLleHns O MapLLpyTU3aumn.

filter

B aTon Tabnuue cogepxkatca Habopbl NpaBus AN BbINOMHEHUS hunbTpauum nakeTos.
[MakeTbl MOryT nponyckaTtbca ganee nmbo oTBepraTbCs B 3aBUCMMOCTM OT UX COOAEPKUMOTO.

B tabnuue filter MOXHO BbINOMHUTL DROP, L.OG, ACCEPT unn REJECT 06e3 Kaknx-nnbo
CNOXHOCTEN, Kak B Apyrnx Tabnuuax. Imeetca Tpu BCTPOEHHbIX LENOYKM:

- FORWARD — mcnonb3yetcsa Ang punstpaumm naketos, MayLMx TpaH3MTOM Yyepes ceTe-

BOW (oUNbTP;

- INPUT — NpOXOAAT NakeTbl, KOTOpble NpeAHa3HayeHbl okanbHbIM MNPUIoXeHuam (ceTe-

BOMY (puneTpy);

- OUTPUT — ucnonb3yeTcs ansa punbsrpaumm Ncxogsawmx naketoB, CreHepmpoBaHHbIX

NPUNOXEHUSIMW HA CaMOM CETEBOM (pUnbTpe.
10.5. MexaHM3M TpacCcUpPOBKU cOeaUHEHUN

MexaHn3m TpacCMpOBKM COeaNHEHUI SABNSIETCS YacTbio CeTeBoro unstpa iptables u
YCTPOEH Tak, 4Tobbl net filter MOr NONYyYUTb MHPOPMALMIO O COCTOSIHUM KOHKPETHOMO coeanHe-
Hus. Hanuune aToro mexaHu3ma no3BonsieT co3nasaTtb bonee HagexHble Habopbl NpaBus.

B npenenax iptables COeAMHEHNE MOXET UMETb OHO M3 YeTbipeX 6Ga30BbIX COCTOSIHUIA:
NEW, ESTABLISHED, RELATED 1 INVALID. [Ins ynpaBrneHus naketamy Ha OCHOBE MX COCTOSIHUS
Mcrnonb3yeTcs KpUTepun ——state. TpacCMPOBLUUK onpenensieT YeTbIpe OCHOBHbIX COCTOSIHUS

kaxgoro TCP- unn UDP-nakeTa n HekoTopble AONOSHUTENbHbIE XapakTtepucTuku. na TCP- n
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UDP-naketoB — aTo |IP-agpeca otnpaButens v nosnyvarensd, NopTbl OTApaBUTENS U nosiyvatens.

TpaccupoBka npon3BoanTca B Lienodke PREROUTING. OTO O3HayaerT, YTo iptables
NpOn3BOANT BCE BbIMUCIEHUS, CBA3AHHbIE C ONpeaerieHneM COCTOSIHUSA, B Npedenax 3Ton LienoYku.
Korga oTnpaenserca MHULMNPYIOLWLMIA NakeT B MOTOKe, TO eMy NpucBanmBaeTCcsa COCTOSHNE NEW, a
Korga Bo3BpallaeTcs NakeT OTBETA, TO COCTOSIHNE COeQUHEHNSI n3MeHsieTCA Ha ESTABLISHED u
T.O.

Tabnuua TpaccnpoBku

Tabnuuy TpaccnpoBLLMKa MOXHO HanTU B (hanne /proc/net/ip_conntrack. 3gecb
COOEPXKUTCA CMNCOK BCEX aKTUBHbIX coeanHeHnn. Ecnn moaynb ip_conntrack 3arpyxeH, TO
KoMaHaa cat /proc/net/ip_conntrack OOSMKHA BbIBECTU:
tcp 6 117 SYN_SENT src=192.168.1.6 dst=192.168.1.9 sport=32775 dport=22

[UNREPLIED] src=192.168.1.9 dst=192.168.1.6 sport=22 dport=32775 use=2

B aTom npumepe cogepxutcsa Bcs MHopMaLms, KOTopas N3BeCTHa TPacCUPOBLUUKY MO
KOHKpEeTHOMY coefMHeHuo. [lepBoe, YTO MOXHO yBUAETbL — 3TO Ha3BaHWE NPOTOKOMNa, B JaHHOM
cnyvyae — tcp. [anee cnegyet HeKOTOpoOe YUCNO B OObIMHOM [ECATMYHOM NpencTaBfieHUN.
lMocne Hero criegyeT Yncno, onpeaenstowee «BPEMS XU3HNY 3anucun B Tabnumue (T. e. KonM4ecTBo
CeKyH[, Yepes KoTopoe UHdopmauns o coeanHeHnn ByaeT yaaneHa us tabnuubl). B npuBeaeHHOM
npumepe 3anucb B Tabnuue dyaet xpaHutbca ewe 117 ¢, ecnu yepes 310 coeauHeHne bonee
He npocreayeT HU OQHOro nakeTa, B NPOTMBHOM Cllydae 3TO 3HadyeHue OyaeT yCTaHOBMEHO B
3Ha4YeHne No yMOMYaHUIo ANS 3a4aHHOro COCTOSHUSA. OTO YMCIO YMeHbLUaeTcs Ha 1 kaxayto
CeKyHAy.

[anee cnenyeT (hakTnyeckoe COCToAHNEe coegmHeHns. B npumepe aTo COCTOAHUE nme-
€T 3HadyeHne SYN_SENT. BHyTpeHHee npencrtaBneHuMe COCTOSAHUS HECKONbKO OTin4aeTcst oT
BHeLLHero. 3HayeHne SYN_SENT roBopuT O TOM, YTO Yepes3 JaHHOe CoeauHeHue npocneaosarn
eauHcTBeHHbIN nakeT TCP SYN. [lanee pacnonoxeHbl agpeca oTnpasuTens v noryyartens, nopThbl
oTnpasuTens n nonydarens. 30ecCbk Xe BUOHO KNYeBoe CMoBO, KOTOpOe COoobLLaeT 0 TOM, YTO
OTBETHOro Tpaduka Yepes 3To CoeaAnHeHne eLle He BbIno.

MpuBoguTCca gononHuTenbHas MHopMaLUnsa rno oxmaaemomy nakety, ato IP-agpeca ot-
npasuTens/nonyyarens (Te e camble, TONMbKO MOMEHSABLUMECS MECTaMU, T. K. OKMOAETCH OTBETHbIN
nakeT), TO XXe KacaeTcsi 1 NopTOoB.

lMocne nonyyeHWs NakeTtom oTBeTa TPaCCUMPOBLUMK CHUMET pnar [unreplied] 1 3ame-
HWUT ero ¢narom [assured]. OTOT dnar coobLIaeT, YTO COeAUHEHNE YCTAHOBIEHO YBEPEHHO, U
3Ta 3anucb He ByaeT cTepTa No AOCTMXKEHMM MaKCUMarbHO BO3MOXHOIO KOnmn4yecTBa Tpaccupye-
MbIX coeanHeHnn. MakcumanbHoe KONMYeCcTBO 3anncen, KOTopoe MOXET coaepxaTbca B Tabnuue,
3aBUCUT OT 3HAYEHUS NO YMOSMYaHUIO, KOTOPOE MOXET OblTb YCTAHOBIIEHO BbI30BOM (DYHKLINN

ipsysctl.
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[Ona o6bema O3Y 256 Mb 3HayeHune cooTBeTcTBYET 16376 3anncam. MoOXHO NOCMOTPETb
N U3MEHUTb 3TO 3HaYEeHNEe Yepes:
/proc/sys/net/ipv4/ip_conntrack_max

CocTosiHuA

CeTeBble nakeTbl MOTyT MMETb HECKOMbKO Pa3fiMyHbIX COCTOSHUI B nNpegenax siapa B
3aBMCUMOCTM OT TMna npotokona. OgHako BHE siApa MMEETCS TONbKO YETbIPE COCTOSIHUS, Kak
ObINo ckasaHo Bbilwe. [MapaMeTpbl, ONUCbIBaKOLLME COCTOSIHME NaKeTa, UCMOMNb3YTCS B KPUTEPUN
--state. [lonycTumbiMn sBnstoTCA: NEW, ESTABLISHED, RELATED n INVALID.

B Tabnuue 46| noapobHO paccMOTpeHbI Kaxaoe M3 BO3MOXHbIX COCTOSHUIA U NpUBEAEHbI

Heobxogumble KOMMEHTapun.

Tabnuuya 46
CocTosHMne OnucaHwne

CoobuwaeT 0 TOM, YTO MaKeT SIBMSIETCA NEpBbIM AN AaHHOrO coeduMHeHud. JTo

NEW O3Ha4vaeT, 4YTO 3TO NepBbIN NakeT B AaHHOM COEAMHEHWNN, KOTOPbLIN YBUAEN Mogyrb
TpaccupoBLLMKa
[oBOPUT O TOM, YTO 3TO HE MEPBLIN NAKET B COeaAnHEHUN. [Ins nepexoda B COCTOSHUE
ESTABLISHED Heobxoaumo, YToObl O4MH KOMMbOTEP nepenan naket v nonyydun Ha

ESTABLISHED A A P pea y

Hero OTBET OT ApYroro koMmnbtoTepa. [locne nonyyeHns oTeeTa Npu3Hak coeanHeHns
NEW 6yaeTt 3amMeHeH Ha ESTABLISHED

MosaBnsaeTcs, ecnu gaHHOe coeguHEHNE CBA3AHO C AapyruMm coeguHeHnem, nMmerLmnm
RELATED npu3Hak ESTABLISHED, T.€. cOeQUHEeHNE NHULMNPOBAHO U3 YyXXe YCTaHOBIIEHHOIO
coeanHeHusd, nMmetroLlero npm3Hak ESTABLISHED

[0BOPUT O TOM, YTO NaKkeT He MOXET ObITb NAEHTUPULNPOBAH U MOSTOMY HE MOXET
UMeTb onpedeneHHoro cratyca. 3To MOXET NPOUCXOAUTb MO pasHbIM MpUYMHaM,
INVALID HanpuMep, NP1 HexBaTke NamMsaTy unu npm nonyveHnn ICMP-coobuleHusi, koTopoe
He COOTBETCTBYET KakoMy-nmbo N3BECTHOMY COeAMHEHMIO. Hanny4ywmm BapnaHTom
Ob1no 6bl NpMMeHeHne aencTBnst DROP K TakMMm naketam

Tabnuubl

MapameTp -t ykasbiBaeT Ha ucnonb3yemyto Tabnuuy. o ymonyaHuio ucnonb3yeTtcs
Tabnuuya filter.

KomaHabl

B Tabnuue NPUBOANTCSA CNUCOK KOMaHA, KOTOpble MCMoNb3ylTcs B iptables, u
npaBuna ux ncnonb3oBaHus. NocpeacTBoM AaHHbIX KOMaHA iptables y3HaeT, YTO HeO6XxoaMMo
BbINONHUTL. OBLIYHO NpeanonaraeTcsi 04HO M3 ABYX AENCTBUN — 3TO 4ob6aBneHMe HOBOrO Npasuna

B LENOYKY unun yganeHune cyliecrteylowiero npasuna ms3 TOW Ui MHOM Tabnuupl.
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Taobnuuya 47
KomaHpa Ncnonb3oBaHne

[obGaBnsieT HoBOE NMpPaBuo B KOHEL, 3a4aHHON LeNOYKN.

-A, --append Mpumep
iptables -A INPUT
YanansieT npasuno ua uenoyvkn. KomaHga numeet gesa oopmara 3anmcu: nepsbii
— KOrga 3ajaeTcsl KpUTepUin CpaBHEHUS C onuMen —D, BTOPON — NOPSOKOBbIN
Homep npaBuna. Ecnun 3agaetcs KpUTepuin CpaBHEHUS, TO yaanseTca npasu-
no, KOTopoe MMeeT B cebe 3TOT KpUTEPUIA, ecrnn 3afaeTcs HOMep npaBuna,

-D, --delete To BygeT yaaneHo npaBuio ¢ 3agaHHbIM HoMepoM. CYeT npaBuI B LenoYKax
Ha4YMHaETCA C eANHULbI.
Mpumep
iptables -D INPUT --dport 80 -j DROP, iptables -D
INPUT 1
BbinonHsaeT nepenMmeHoBaHMe Nosb30BaTENbCKONW Lenodkn. B npumepe ue-
noyka allowed ByoeT nepenmeHoBaHa B Lenoyvky disallowed. 9T nepe-
NMEHOBaHMsI He U3MEHSAIOT NOpPSAA0K paboThl.

-E, —--rename-chain

Mpumep
iptables -E allowed disallowed

KomaHaa gomkHa 6biTb ykasaHa Bcerga

-F,

-—flush

C6poc (yaaneHue) Bcex nNpaBun 13 3agaHHomn Lenoyku (tabnuupl). Ecnv nvs
LenoYkn n Tabnuupbl He yKkasblBaeTcH, TO yoanalTCca Bce npasuiia BO BCeX
Lenoykax.

Mpumep
iptables -F INPUT

_I,

-—insert

BcTaBnsiet HoBoe npaBuio B LienoYky. Yucno, crnegytlollee 3a UMEHEM Lie-
MOYKM, yKasbiBaeT HOMep npaBuna, nepen KOTopbiM CrieayeT BCTaBUTb HOBOE
npasuno. B npumMepe Bbille yKka3biBaeTCs, YTO AAHHOE NPaBUIO AOMKHO GbiTh
nepBbIM B Lienovke INPUT.

Mpumep
iptables -I INPUT 1 --dport 80 -j ACCEPT

_L,

--list

BbiBOA cnvcka npaBun B 3aAaHHON LiEenoYke. B HkenpuBeaeHHOM nprumMepe
npeanonaraeTca BbIBOA NpaBun U3 LienoYkn INPUT. Ecnn nmsa LenoYku He
yKasblBaeTCcsl, TO BbIBOOAUTCS CMWCOK NpaBun Ans Bcex uenodek. Popmar
BbIBOAA 3aBUCUT OT HanM4mnsa JOMNONHUTENbHBIX KIoYel B KoMaHae, HanpuMep
-n, -v 1 np.

Mpumep
iptables -L INPUT

—-—-new-chain

CospaeTca HoBas Lenoyka ¢ 3agaHHbIM MMEHeM B 3adaHHou Tabnuue. B
HWXenpuBe4eHHOM NpUMepe co3gaeTcs HoBas Liernoyka ¢ uMeHeM allowed.
NMsa uenoykn omkHO BbITb YHUKaNbHBIM U HE OOMKHO CoBNaaaTh C 3apesep-
BUPOBaHHbLIMW UMEHaMK Liernodek 1 agenctsnin (DROP, REJECT U T.M.).

Mpumep
iptables -N allowed
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OkoHyaHue mabnuus! 47

KomaHpaa Mcnonb3oBaHue

OnpeaenseT MoONuMTMKY Mo yMONYaHuio Ansa 3aJaHHon Lenoyku. MonuTrka no
yMOM4YaHWIo onpeaensieT AeicTBMe, MPUMEHSEMOe K NakeTam, He nonasLnm
. noa AevicTBME HU OOHOMO M3 NpaBun B Liernodke. B kayecTBe NonuTukM no
-P, —--policy YMOIMYaHuIo JoMycKaeTcs Ucnonb3osaTb DROP, ACCEPT U REJECT.

Mpumep
iptables -P INPUT DROP

[aHHasg komaHga 3aMeHsieT OOHO npaBuio Apyrnum. B ocHOBHOM OHa Ucnonb-

3yeTcs BO BpeMs OTnagku HOBbIX npaBun.
-R, —--replace
Mpumep

iptables -R INPUT 1 -s 192.168.0.1 -j

YpaneHve 3agaHHON LENoYKM 13 3aaaHHon Tabnuubl. Yaansemas uenovka
HEe JOIMKHa UMEeTb NPaBum 1 He JOMKHO BbITb CCbINOK U3 APYIMX LienoYeK Ha
yaansemyto Lenoyky. Ecnv ums uenodku He ykasaHo, To 6yayT yaaneHs! Bce
-X, --delete-chain| UeNo4ku, onpeaeneHHble koMaHaoi N B 3aAaHHoun Tabnuue.

Mpumeptsbl:
1. iptables -X allowed
2. iptables -P INPUT DROP

OGHyneHne Bcex CYETYMKOB B 3adaHHOM Lenodvke. Ecrnv umsa uenovku He
yKasblBaeTcs, TO NoapasyMeBakoTcs Bce Lienoyku. MNpu ncnonb3oBaHmMm knova
-v COBMECTHO C KomaHaol -L Ha BbiBoA OyayT nogaHbl U COCTOSIHUS CYEeT-
-7, --zero 4YMKOB MaKeToB, NonasLUMX MNof AeWCTBME Kaxaoro npaeuna. [JonyckaeTcs
COBMECTHOE MCMosb3oBaHne KoMaHa -1 U -Z. B atom cnyyae 6ynet BblgaH
cHavyana crnMcok NpaBus co CYETYMKaMU, a 3aTeM NponsonaeT oGHyneHne
CYETYMKOB

Knrouu
HekoTopble koMaHAbl MOTYT UCMNOSb30BaTbCsl COBMECTHO C AOMOMHUTENBHBbIMU KITlo4aMu.

MepeyeHb kntoyel 1 ux onvcaHne npueeaeHsl B Tabnuue (48

Tabnuuya 48
Kntou Onucanue
Mcnonb3yeTcsa BMecTe ¢ kKoMaHaaMn —--insert, -—append U —-replace
npu cosgaHum HOBOro NpaBuna Ans YCTaHOBKN CHETUYMKOB NakeToB 1 GanT B
c, ——-set-counters

3agaHHOe 3HayeHue. Hanpumep, kntod -—set-counters 20 4000 ycTaHo-
BUT cyeT4YMK naketos B 20, a cyetymk 6ant B 4000

McnonbayeTcs BMecTe ¢ KOMaHaon —-1ist, BKMAKYaAET peXuM BbiBOAA HO-
--line-numbers MEpPOB CTPOK Mpy OTOOpaXXeHUn cnmcka npasusi komaHgon —-1ist. Homep
CTPOKM COOTBETCTBYET NO3MLMUK MpaBuna B Lienoyke

MoxeT ucnonb3oBaTbCs ¢ NGOV KOMaHAON, onpeaensieT KomaHay 3arpys-
--modprobe kn MoZyns siapa. JaHHbIi KoY Mcnonb3yeTcs B crlyyae, ecnu KoMaHga
modprobe HaxoAMTCst BHE MyTW noucka

Mcnonb3yetcss BMecTe ¢ KoMmaHaon —-1ist. 3actaBnsieT iptables BbIBO-
n, --numeric AanTb IP-agpeca 1 HoMepa NopTOB B YMCMOBOM BUAe, NpeaoTepaLlas nonbITKY
npeobpa3oBaTb NX B CUMBONIMYECKME MMEHA
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OkoH4yaHue mabnuubi 48

Krniou

OnucaHune

-v, -—--verbose

Wcnonb3yeTcs BMecTe C kOmMaHgamum --list, --append, --insert,
-—delete U -—replace ANs NOBbILEHMSA NHPOPMATUBHOCTK BbiBoAA. B cny-
Yyae MCMonb30BaHMs C KOMaHAOMW ——1ist B BbIBOO 3TOW KOMaHAbl BKIHOYaOT-
csl TaKkke Ums MHTepdernica, CHETYMKN NAKETOB M OANT ONA Ka)k4oro npasuna.
dopmart BbIBOAA CHETYMKOB NpeanonaraeT BbIBOA4, Kpome Lmdp vncna, ewle u
CMMBONbHbIE MHOXMTENN K (x1000), M (x1,000,000) n G (x1,000,000,000). Ona
TOro 4Ytobbl 3acTaBuUTb KOMaHay --1ist BbIBOAUTb NonHoe ymcno (6es yno-
TpebneHnsa MHoXuTENen), TpebyeTcs NPUMEHATL KoY —x, KOTOPbIA OnMcaH
Hmxe. [Npn ncnonb3oBaHMN ¢ ApYrMMu KOMaHgamum Ha BbiBog OyaeT BbloaH
noApoOHbIA OTYET O NMPOMN3BEAEHHON onepaunn

-X, ——-exact

Mcnonb3yeTcs BMecTe ¢ KOMaHaon —-1ist. [1na Bcex Yncen B BbIXOAHbIX
OaHHbIX BbIBOOSATCSA MX TOUHbIE 3Ha4YeHUs 6e3 okpyrneHus n 6e3 npyumeHeHus
MHOXUTENen K, M, G. BaXxHO TO, YTO AaHHbLIN KITHOYM NUCMONb3yeTCs TOSbKO C
KOMaHaon —-1ist 1 HEe NPUMEHSIETCA C APYIMMM KOMaH4aMM

10.6. Kputepuun BbliaeneHusi nakeTtos

BoliaenstoTcs cnegyrouwmne Kputepun:

1) obwue — KpuTepmn, KOTopbie JOMYCTMMO YNoTpednaTb B Ntobbix npasunax. OHU He

3aBMCST OT TuNa NpoToKofa U He TpebyloT NoAarpysku Moaynen paclumpeHusi. B aty

rpynny nob6aeneH KpUTepun —-protocol, HECMOTPS Ha TO, YTO OH WUCMOMb3yeTcs B

HEKOTOPbIX CI'IeLI,I/I(bI/NHbIX OT MPOTOKOJ1a pacllunpeHNAX. Hanpwmep, npu ncnosib3oBa-

HUn TCP-kpntepusi Heo6XoAUMO MCNONb30BaTb U KPUTEPUN —-protocol, KOTOPOMY B

KayecTBe OOMONHUTENBbHOrO Krtova nepegaetca HasBaHme npotokona — TCP. OgHako

—--protocol cam no cebe ABNAETCS KPUTEPUEM, KOTOPbIA NCNONb3YeTCs ANns yKasaHus

TUNa npoToKoa;

2) HEeABHbIE — 3TO KPUTEPUN, KOTOPbIE NOArPYyXarTCA HEABHO N CTAHOBATCA OOCTYIMHbI,

Hanpumep, Npu yKkasaHum kputepus —-protocol. CywecTByeT Tpu aBTOMaTUYECKN NOA-
rpykaembix pacwmpenusi: TCP-, UDP- n ICMP-kputepun. 3arpyska aTux paclumpeHummn

MOXXET NPOM3BOAMTLCS U IBHbIM 00pa3oM C NMOMOLLbIO KModa —m, ——match, Hanpumep:

-m tcp

3) nepep MCMonb30BaHWEM BbILLEONUCAHHbLIX PACLUMPEHUIA OHU AOMKHbI OblTh 3arpyKeHbl

SIBHO, C NOMOLLbIO KIto4a —m Unu —-match. Tak, Hanpumep, ecrin NCnosnb3oBaTb KPUTEPUN

—--state, TO criegyet sABHO yKa3aTb 3TO B CTPOKe MNMpaBuiia —-m state nesee UCMNOJ1b3y-

€MOro Kputepu4. Bce otnnuune mMexay ABHbIMU U HEABHBLIMU KPUTEPUAMU 3aKitoHaeTCA

TONbKO B TOM, YTO MepBble HEOOGXOAMMO MOArpYKaTb SIBHO, a BTOPbIE MOArpYy»KarTcs

aBTOMaTU4YeCKN.
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10.7. dencTBusA n nepexonbl

HencTtBns n nepexonbl cOOOLLAOT NpaBumny, YTO HEOOBXOANUMO BbINOMHUTL, ECIU NaKeT
COOTBETCTBYET 3alaHHOMY KpuTeputo. Yalle Bcero ynotpebnsawTtca aencTenst ACCEPT v DROP.

OnuncaHne nepexonoB B NpaBunax BbIrMAAUT TOYHO Tak Xe, Kak U onucaHue OeicTBui, T. e.
CTaBUTCS KIMOY —3 U yKa3blBAETCS Ha3BaHWE LIeNoYku NpaBus, Ha KOTOPYH BbINOMHSETCA Nepexom.
Ha nepexonpbl HaknagbiBaeTcs psa OrpaHUYeHNnin, NnepBoe — Liernoyka, Ha KOTOPYH BbINOMHAETCS
nepexon, AOrKHA HaxoOAUTLCA B TOW e Tabnuue, YTo M Lierno4vka, U3 KOTOPOoW 3TOT nepexop
BbIMOSHAETCH; BTOPOE — LIENnoYyKa, ABNALLIAaAcs Lenbio nepexoaa, A0MmkHa ObiTb co3aaHa [o Toro,

Kak Ha Hee ByayT BbINOMHATLCS NEPEXoabl.

Mpumep
Cospgatb Lenoyky tcp_packets B Tabnuue £filter ¢ NOMOLLBI KOMaHAbI:
iptables -N tcp_packets
BbinonHaTb nepexodbl Ha 3Ty UENno4Ky:
iptables -A INPUT -p tcp -j tcp_packets
T. €., BCTpeTmB nakeT npoTtokona TCP, iptables npon3BeaeT Nepexos Ha LIenoyky tcp_packets

N NPOAOIKUT ABMKEHME NakeTa No 3TOW LiEMNOoYKe.

Ecnn nakeT gocTur KOHUa Lienoykn, To oH ByaeT BO3BpaLLEH B BbI3bIBAOLLYHO LIENOYKY
(B npumepe — 310 yenovka INPUT) 1 ABUXEHWE NakeTa NPOLOIMKUTCS C npasuna, cnegyoLwero
3a NpaBuIioM, Bbi3BaBLLEM nepexon. Ecnu k nakeTy Bo BroOXeHHOW Lenoyke 6yaeTt npuMeHeHo
Aencrteve ACCEPT, TO aBTOMaTM4eCcKn naketr byger cumtaTbCs NPUHATBIM U B Bbi3blBaloLLEN
Lenoyke 1 yxxe He ByoeT npoaorkaTb ABMXEHWE MO Bbi3bliBalOWMM Lenodkam. OgHako naket
nonaeT no Apyrnm Lenoykam B Apyrnx Tabnuuax.

HencTtBne — 310 NpegonpeaeneHHas kKoMaHaa, onucbiBarLwas 4encTBne, KOTopoe Heob-
XOAMMO BbINOSMHUTb, €CNN NaKeT coBMNan ¢ 3afaHHbIM KpuTepuem. Hanpumep, MOXXHO NPUMEHUTb
Aencterve DROP nnun ACCEPT K nakeTy. B pesynsraTte BbINOMHEHWUST OOHUX OENCTBUI NakeT rnpekpa-
LLlaeT cBOEe NPOXOXAEHNE Mo Lenoyke, Hanpumep DROP 1 ACCEPT; B pesynbsrate gpyrux, nocne
BbIMNOSMIHEHMS HEKUX OMnepaunin, NPpoAoSHKaeT NpoBepPKyY, Hanpumep LOG; B pe3dynbrate paboTbl
TpeTbuX — Jaxe BUOOU3MEHSETCS, HanpumMmep DNAT 1 SNAT, TTL 1 TOS, HO TaK Xe npoaormkaeT
NpoaBMXKeHWE Mo Lernoyke.

ACCEPT

Ecnu Hag nakeToMm BbINonNHAeTCA AencTBme ACCEPT, TO NakeT npekpallaet ABMKEHNE No
ueno4yke (M BCEM BbI3BaBLUMM LienoyKam, ecnv Tekyllas uenoyvka obina BNoXeHHON) N cynTaeTca
NPUHATBIM, TEM HE MeHee, NakeT NPOAOSKUT ABMKEHME NO Lienoykam B Apyrux Tabnmuax n Moxet
ObITb OTBEPrHyT Tam. [lencTBue 3agaeTcs C MOMOLLbIO Knoya —j ACCEPT. [JONOSHUTENBbHbIX

KIoYen He umeer.
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DNAT

DNAT ucnosb3yeTcs Ans npeobpasoBaHust agpeca MecTta HasHadeHus B |IP-3aronoske
naketa. Ecnu nakeTt nognagaet nog KpUTepuWid NpaBuna, BbiNomHAWLWEero DNAT, TO 3TOT NaKeT U
BCe Mocregytolme nakeTbl U3 3TOro e noToka OyayT nofBeprHyThl Npeobpas3oBaHnio agpeca
HasHa4yeHusi 1 nepedaHbl Ha Tpebyemoe YCTPOMCTBO, KOMMLIOTEP WUIN CETb.

MoXXeT BbINOMHATLCSA TOMbKO B Lienovkax PREROUTING M OUTPUT Tabnuupbl nat u BO
BIOXEHHbIX NoALenoykax.

Kntoy ana gencrens DNAT — —--to-destination.

Mpumep
iptables -t nat -A PREROUTING -p tcp -d 15.45.23.67
——dport 80 -j DNAT --to-destination 192.168.1.1-192.168.1.10

OTOT KN4 yKasbIBaET, kakon |IP-agpec aomkeH 6bITb NoACTaBrNeH B Ka4yecTBe agpeca
MecTa HasHadyeHus. B BbllwenpmBegeHHOM npuMepe BO BCEX MakeTax, npulleimx Ha agpec
14.45.23.67, agpec HazHa4YeHnsa 6yneT M3MEHEH Ha OO4MH U3 AMana3oHa oT 192.168.1.1 go
192.168.1.10. Bce nakeTbl 3 ogHoro notoka 6yayT HanpaBnNATbLCA HA OOWH M TOT Xe agpec, a
ANs KaXQoro HoBOro notoka 6yaeTt BbibupaTbCs OAMH U3 aapecoB B Yyka3aHHOM AnanasoHe Cny-
YanHbIM obpa3zom. MOXXHO Takke onpeaennTb eANHCTBEHHbIN IP-agpec. MOXHO OONONMHUTENBHO
yKasaTb NopT Unu guanasoH NopToB, Ha KOTOPbIN (KoTopble) ByaeT nepeHanpasneH Tpaduk. Ons
aToro nocre IP-agpeca 4yepes ABoeToumne yKkasaTb MNOpT, HAanNpumep:
—--to-destination 192.168.1.1:80
ANA yKasaHus gmanasoHa rnopTos:
—--to-destination 192.168.1.1:80-100

CuHTakcuc genctemi DNAT M SNAT BO MHOMOM CXOX. YKaszaHue MOopToB LOMycKaeTcs
TONbKO Npu paboTte ¢ NPOTOKONOM TCP unu UDP, Npy HaNnu4nmn onumm ——protocol B KpUTEPUMN.

DROP

DROP cbpacbiBaeT nakeT n iptables 3abbiBaeT 0 ero cywecrsoBaHun. COpOLLEHHbIEe
nakeTbl NpeKkpaLLaT CBOe ABMXEHUE NOMHOCTLIO, T. €. OHWU HE NepefarTcs B Apyrme tabnuupl,
Kak 9TO NpouCXoauT B crnyyae ¢ gencrenem ACCEPT. CneayeT NOMHUTbL, YTO AaHHOE AeNCTBUe
MOXET MMETb HeraTMBHbIe MOCIEACTBUSA, NOCKOMNbKY MOXET OCTaBNATb HE3aKpbITble€ COKETHI
KaKk Ha CTOpOHe cepBepa, Tak U Ha CTOPOHE KrneHTa, Haunyywum cnocobom 3awmTtel Oyaet
ncrnonb3oBaHne aencTens REJECT, 0cOOEeHHO Npu 3alumTe OT CKaHMPOBAHUS MOPTOB.

LOG

LOG CnyXuT ANs XXypHanMpoBaHUsS OTAErNbHbIX NAaKeToB U cobbITMA. B xXypHan moryT
3aHocuTbCA 3aronoBku IP-naketoB n gpyras nHtepecyowas nHpopmaums. MHpopmayus ms
XypHana Moxet ObITb NpoYnTaHa ¢ NOMOLLBbI dmesg UK syslogd, NMBO C NOMOLLLIO OPYrnX

KOMaHA.
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Kntoun gencteusa LOG npuBeseHbl B Tabnuue 49

Tabnuuya 49

Kritou OnucaHne

Mcnonb3yeTcsa ans 3agaHusl ypoBHS XXypHanupoaHusi. MoxHo 3agath crieqy-
lowme ypoBHU: debug, info, notice, warning, warn, err, error, crit
alert, emerg U panic. KntoueBoe cnoBO error O3HA4YaeT TO XXe camMoe,
YTO N err, warn — warning U panic — emergqg. [NpnoputeTr onpenendaer
pasnuuusa B TOM, Kak BygyT 3aHOCUTbCA cooOLLeHnsa B XXypHan. Bce coob-
LLEeHNA 3aHOCATCA B XypHan cpencrtsamMu dnpa. Ecnn YCTaHOBUTb CTPOKY
--log-level kern.=info /var/log/iptables B thanne syslog.conf, T0o Bce C006-
WeHnsa u3 iptables, ncnonbayowue ypoBeHb info, 6yayT 3aHOCUTLCA B
ann /var/log/iptables. OgHako B 3TOT hann nonagyT v apyrme coob-
LeHnA, noctynarwwmne n3 apyrmx noacnCctem, KoOtopblie UCnoJib3yroT YpPpOBEHb
info.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-level debug

3apaeT npedumkc, KoTopbii OydeT CTOATb nepen BCEMWU COOOLLEHUSMU
iptables. CoobweHns co cneundudHbiM NpedrnKcomMm 3aTemM Nerko Mox-
HO HaWTW, K NpuMepy, ¢ NomoLllblo grep. Npedurkc MoxeT cogepxaTtb A0

--log-prefix 29 cumBOnoOB, BKMOYas npobensbi.
Mpumep
iptables -A INPUT -p tcp -j LOG --log-prefix "INPUT
packets"

Mo3BonseT 3aHocUTb B XXypHan Homep TCP Sequence-naketa. Homep TCP
Sequence MaEHTUPULMPYET KaxablA NakeT B MOTOKE U onpeaensieT nops-
[0K COOpKM noToka. ATOT KoY NoTeHuMansHo onaceH ans 6esonacHocTy
CUCTEMbI, €CITU CUCTEMHBIN XXypHar paspeluaeT A0CTYN «Ha YTeHue» BCeM
--log-tcp-sequence| ponpsosatensm. Kak 1 mo6oi Apyroi KypHan, coaepkalumnii COOBLLEHUS OT
iptables.

Mpumep
iptables -A INPUT -p tcp -j LOG --log-tcp-sequence

[Mo3BONSIET 3aHOCUTEL B CUCTEMHbIV XXypHan pasnuyHble CBEAEHUS U3 3arofoB-
ka TCP-nakerta. Takasi BOSMOXXHOCTb MOXET ObITb Mone3Ha npu otnagke. dT10T
--log-tcp-options | KIMOY HE UMEET [OMONHNTENbHbIX NapaMeTpoB.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-tcp-options

[Mo3BONSIET 3aHOCUTL B CUCTEMHBIV XypHan pasnuyHble CBEAEHUSA U3 3aronos-
ka IP-naketa. Bo MHOrom cxox c knto4yoM -—log-tcp-options, HO paboTaer
--log-ip-options TomnbKO ¢ |P-3aronoBkoMm.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-ip-options

MARK
MARK UCMONb3yeTcs Ans yYCTaHOBKM METOK Ans ornpenerneHHbIX nakeTos. 970 Aencreme Mo-

XKET BbINOJTHATBLCA TOJIbKO B npeaenax Tabnuubl mangle. YcTaHOBKa METOK 0ObIYHO ncnorb3yeTcd
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AN HY>XXAO MapLUpyTM3auumn NakeToB MO pas3nnYHbLIM MapLupyTam, Ans orpaHu4eHns Tpaduka u T.n.
MeTka nakeTa CyLlecTByeT TONbKO B NEpUOA BPEMEHM, NMOKA NAKET HE MNOKMHYN GpaHamayap, T.e€.
MeTKa He nepegaetcs no cetn. Ecnv HeobxoanMMo Kak-To MOMETUTb NaKeTbl, YTOObI NCMOMb30BaTb
MapKUPOBKY Ha APYroM KOMMbOTEPE, TO MOXHO MaHUNynMpoBaTb Gutamm nonsa TOS.

Kntoy ana gencreust MARK — —-—-set- — yCTaHaBNMBaeT METKY Ha nakeT. [Nocrne kno4a

—--set-mark OOMXHO cnegoBaTh Lienoe Yucrio.

Mpumep
iptables -t mangle -A PREROUTING -p tcp --dport 22 -j MARK --set-mark 2

MASQUERADE

MackapaguHr nogpasymeBaeTt rnonyyveHue |[P-agpeca ot 3agaHHOro ceTeBoro MHTepgenca,
BMECTO NMPSIMOro ero ykasaHusi, Kak 370 AenaeTcd C MOMOLLbIO Kroya —-to-source B AENCTBUN
SNAT.

Henctene MASQUERADE MOXET OblTb MCNONb30BAHO BMECTO SNAT, JaXe eCnu MMeeTcs
NOCTOAHHbIN IP-agpec.

MASQUERADE fonyckaeTcs ykasbiBaTb TOMbKO B Lienoyke POSTROUTING Tabnuubl nat,
Tak e Kak U gencteme SNAT. MASQUERADE MMeEET KIIo4, UCNOMb30BaHWe KOTOPOro Heobs3aTtesnb-
HO.

Kntou ansa gencrena MASQUERADE — —--to-ports — UCMNOMb3yeTcs AN ykasdaHusa nopra
WCTOYHMKA MUy guanasoHa nopToB ucxogsiero naketa. MoXHo ykasaTb o4uH MOpT, HanpuMep:
--to-ports 1025
UM guanasoH nopToB:

—-—to-ports 1024-3100

OTOT KMKY MOXHO MUCMOSb30BaTb TOMbKO B npasuvnax, rae KpVITepVIVI CoAepPXnUT ABHOE

ykasaHue Ha npotokon TCP nnn UDP ¢ nomoLbio knoya —-protocol.

Mpumep
iptables -t nat -A POSTROUTING -p TCP -j MASQUERADE --to-ports 1024-31000

REDIRECT

REDIRECT BbIMNOMHSAET NepeHanpasrneHne nakeToB U NOTOKOB Ha APYroM NOpPT TOro xe
camoro KomnbloTepa. K npumepy, MOXXHO nakeTbl, noctynawowme Ha HTTP-nopt, nepeHanpaBuTb
Ha nopT HTTP-npokcu. [enctBne REDIRECT OYeHb YyOOOHO 4SS BbINOMHEHUS NMPO3payvyHOro
npokcmnpoBaHus (transparent proxying), korga komnbtotepbl B JIBC gaxe He nogo3peBaroT O
CyLLEeCTBOBaHNN NMPOKCMU.

REDIRECT MOXET MCMOMb30BaTbCs TOMbKO B Lienoykax PREROUTING n OUTPUT Tabnuubl
nat, a TaKkke BbIMOMHATLCA B NOALENOYKaX.

Kntou gna gencreust REDIRECT — --to-ports — onpegensier nopt unm gumanasoH



128

NMOpPTOB Ha3HayeHus. bes ykasaHus knoda ——to-ports NnepeHanpaBneHns He MPOUCXOAWT, T. €.
nakeT MOeT Ha TOT NopT, KyAa U Obln Ha3HaYeH.

ﬂ,J'IFI YKa3aHnAa o4HOro rnopta HasHa4eHud BBeCTU:
iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports 8080

Ecnn HeO6XOD,I/IMO yKasdaTb Anana3oH NMopToB:
iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports /
8080-8090

OTOT KI1H04 MOXHO MCNOSb30BaTh TOMbKO B NpaBunax, rae KpUuTepumn cogepXuT sBHoe
ykasaHue Ha npoTtokon TCP vnn UDP ¢ nomoLbio knoya —-protocol.

REJECT

REJECT mucrnonb3yeTcs, Kak npaBumo, B TeX e CaMblX CUTyauusix, 4To n DROP, HO B
oTnu4mne ot DROP, kOMaHAa REJECT BblgaeT coobuieHne 06 owmnbke Ha KomnbloTep, nepenas-
Wwnn nakeT. [lenctBne REJECT paboTaeT ToNbKo B Lenovkax INPUT, FORWARD n OUTPUT (M BO
BMOXEHHbIX B HUX Lienoykax). [loka cywecTByeT TONbKO €ANHCTBEHHbIN KN4, YyNpaBnsaioLwmnn
nosegeHnemM KomaHabl REJECT.

Knou ana pgenctBus REJECT — --reject-with — ykasbiBaeT, kakoe coobuieHune
HeoOXxoaUMO nepefaTb B OTBET, €CMM MaKeT coBnan C 3agaHHbiM Kputepuem. [Npu npumeHe-
HUM gencTBua REJECT K MaKeTy cHayarna Ha KOMMbilTep-OoTnpaBuTens OyoeT oTocnaH yka-
3aHHbIN OTBET, a 3aTeM NakeT b6yaeT coOpoweH. [lonyckaeTca Ucnonb3oBaTth cregyrowme TUnbl
OTBETOB: icmp-net-unreachable, icmp-host-unreachable, icmp-port-unreachable,
icmp-proto-unreachable, icmp-net-prohibited n icmp-host-prohibited. Mo ymon-
YaHuio nepepaetcs cooblleHne port-unreachable. Bece BbileykaszaHHbIe TUMNbI OTBETOB ABMS-
totca ICMP error messages (coobweHuamm o6 owmnbkax). Tun oTBeTa tcp-reset NCNONb3Y-
eTcs Tonbko Anga npotokona TCP. Ecnu ykasaHo 3HadYeHue tcp-reset, TO gencteme REJECT

nepegact B oTBeT naket TCP RST, KOTOPbIM UCnonb3yetcsa Ang 3akpbltns TCP-coeanHeHus.

Mpumep
iptables -A FORWARD -p TCP --dport 22 -j REJECT --reject-with tcp-reset

RETURN

RETURN npekpallaeT ABMXKEHWE nakeTa Mo TeKywlen Lenoyke npasum U NpousBoanT
BO3BpaT B BbI3bIBAOLLYIO LIEMOYKY, €CNK TeKyLlasi Lenoyka Obina BrOXeHHOW, U1, ecnn TekyLlas
Lenoyka fexuT Ha caMOM BEPXHEM YpoBHe (Hanpumep, INPUT), K nakeTy Oyaetr npumeHeHa
nonuTUKa No ymonyaHuio. B kayecTBe NONUTMKN MO YMOMYaHUIO Ha3HaYaloT AencTBus ACCEPT
unun DROP.

SNAT

SNAT ucnornb3yeTca Ans npeobpas3oBaHns CETEBbLIX aAPECOB, T. €. U3MEHEHNE UCXoaALLEro

IP-a,u,peca B IP-3aronoBke naketa. SNAT A0nycKaeTCHd BbINOJTHATb TOJIbKO B Tabnuue nat, B Lenoy-
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ke POSTROUTING. [pyrumu crioBamu, TOfbKO 34eCb AornyckaeTcs npeobpasoBaHme UCXOAALLINX
agpecoB. Ecnu nepBbIii NakeT B coeAnHEHUN NoaBeprcs NpeobpasoBaHnio NCXOASALEro agpeca,
TO BCe MocrneayoLme nakeTbl U3 3TOro e coeanHeHust byayT npeobpasoBaHbl aBTOMATUYECKU U
He NonayT Yepes 3Ty LienoyKy npasun.

Kntou ons genctens SNAT — --to-source — WUCMNONb3yeTCA ANSA yKasaHUs agpeca,

npuceBamMBaemMoro nakery.

Mpumep
iptables -t nat -A POSTROUTING -o ethO -j SNAT --to-source
194.236.50.155-194.236.50.160:1024-32000

YkasbiBaeTcs IP-agpec, koTopbi ByaeT nofcTaBneH B 3arorioBOK MakeTa B KayecTBe
ncxogswero. Ecnn Heobxoanmo nepepacnpenennTb Harpy3Ky Mexay Heckosribkumu bpaHamaya-
pamMn, TO MOXXHO YKasaTb Ananas3oH agpecoB, rge HavasnbHbIM U KOHEYHbIM agpeca ananasoHa
pasgenstTca geducom, Hanpumep:
194.236.50.155-194.236.50.160

Torga KoHKpeTHbIM IP-agpec 6yaeT Bbibupatbcsa M3 gnanasoHa crny4vavHbiM obpasom
AN KaXgoro HOBOro notoka. [ononHUTENbHO MOXHO YKa3aTb Anana3oH nopTos, KOTopble byayT
NCNONb30BaTbCA TONbKO ANSA Hy>XA4 SNAT.

TOS

TOS Mcnonb3yeTcsa AN ycTaHOBKM 6uT B none TOS IP-3aronoska. lNone TOS coaepXut
BOCEMb OUT, KOTOPbIE UCMOMB3YTCA AN MapLpyTU3auumn NakeToB. ATO O4HO M3 HECKOMbKUX
nonewn, ncnomnb3yemblx iproute2. [laHHoOe nosne mMoxeT obpabaTbiBaTbCA Pa3fIMYHbIMU MapLUpY-
TM3aTopamu C Lenbio Bbibopa MapLipyTa ABmKeHUS nakeTta. Kak yxe ykasbliBarnoch Bbllle, 3TO
none, B OTNiM4mMe oT MARK, COXpPaHAET CBOE 3HAYeHne Npu OBUKEHUN NO CETU, a NOITOMY MOXET
MCcnonb3oBaTbCs A1 MappyTusaumm naketa. [laHHoe AencTBme LOoNyCKaeTCcs BbINOMHATb TOMNbKO
B npegenax tabnuubl mangle.

Kntou ans gencreusa TOS — -—-set-tos — onpeaenseT YNCNOBOE 3HaYeHNe B ECATUYHOM

UNW LWecTHaauaTepuyHom BuUae.

Mpumep
iptables -t mangle -A PREROUTING -p TCP --dport 22 -j TOS --set-tos 0x10

Mockonbky none TOS aBnsieTcs 8-6UTHBIM, TO MOXHO yKa3aTb YMCno B AgnanasoHe ot 0 go
255 (0x00—-0xFF). BonbWMHCTBO 3HAYEHUIN 3TOrO MO HUKaK He ncnonbayetcs. Jlydwe ncnonsb3o-
BaTb MHEMOHWYeckne obo3HadveHus: Minimize-Delay (16 unn 0x10), Maximize-Throughput (8 unu
0x08), Maximize-Reliability (4 nnn 0x04), Minimize-Cost (2 nnn 0x02) unn Normal-Service (0
nnn 0x00). Mo ymonyaHuo 6ornbWNMHCTBO NakeToB nmetoT npusHak Normal-Service unu 0. Crnimcok
MHEMOHUK MOXXHO NOMYYNUTb, BbINOMHUB KOMaHAY:
iptables -j TOS -h



130
TTL

TTL MCNONb3yeTcsa Ansa uaMeHeHus cogepxumoro nona TTL B IP-3aronoske. OgvH u3 Ba-
PUaHTOB NPUMEHEHNS 3TOro AENCTBUS — yCTaHaBnMBaTb 3Ha4yeHue nons TTL BO BCEX UCXOQALLNX
nakeTax B O4HO U TO e 3HaYeHue.

[encteme TTL MOXHO yKa3blBaTb TONbKO B Tabnuue mangle.

Kntoun ans gevicteust TTL npvBeaeHsl B Tabnuue [50]

Taobnuuya 50

Koy OnucaHne

YcTtaHaBnuBaeT nosie TTL B 3agaHHOE 3Ha4YeHue. OnTumanbHbIM CUMTAETCHA 3HAYEHNE

okono 64.
-—-ttl-set
Mpumep

iptables -t mangle -A PREROUTING -o eth0 -j TTL --ttl-set 64

YMeHbLIaeT 3HavyeHne nong TTL Ha 3agaHHoe Yncno. Hanpumep, nycTb BXOASLWMI NakeT
nMeeT 3HayeHue TTL, paBHoe 53, BbINOMHAETCH KoMaHaa —-ttl-dec 3. Torga naket
MOKMHET KOMMbIOTEP C NnofniemMm TTL, paBHbiM 49. CeTeBOM KO4 aBTOMATUYECKN YMEHbBLUNT

--ttl-dec| syayenne TTL Ha 1, NoaTOMy hakTMUecku nonyyaetcs: 53 - 3 - 1 = 49.

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-dec 1

YBenuumBaeT 3HadyeHue nons TTL Ha 3agaHHoe yucno. MycTb nocTynaeTt naket ¢ TTL,
paBHbIM 53, Toraa nocne BbIMNOMHEHUA KOMaHAbl ——-ttl-inc 4 Ha BbIXOAE C KOMMbIO-
Tepa nakeT OygeTr umeTb TTL, paBHbIi 56, He CTOUT 3abbiBaTb 06 aBTOMaTUYECKOM
——ttl-inc | YMeHbLUEHUN nona TTL ceTeBblM KOAOM A4pa, T. €. (hakTUYeCKn Nony4YaeTcs BblpaXeHue:
53 + 4 - 1 = 56.

Mpumep
iptables -t mangle -A PREROUTING -o eth0 -j TTL --ttl-inc 1

ULOG

ULOG npefocTtasnseT BO3MOXHOCTb XXypHanMpoBaHUS NakeToB B MOMb3oBaTenbCcKoe npo-
cTpaHcTBo. OHO 3aMeHsEeT TpaanuUoHHOe AencTBrne LOG, 6asmpyroLieecs Ha CUCTEMHOM XypHane.
Mpn ncnonb3oBaHUKN ATOrO AENCTBUS NakeT Yyepes CoKeTbl netlink nepegaeTcsa cneumanbHOMY
AEMOHY, KOTOPbIA MOXET BbINOMHATE O4YE€Hb AeTarlbHOe XypHanMpoBaHUe B pasnunyHbix popmaTtax
(Hanpumep, 0ObIYHbIN TEKCTOBbLIN halnsl) U K TOMY Xe NOAAEpPXKMBAET BO3MOXHOCTb Aobasne-
HUS HaACTPOEK (NNarnHOB) Asst POPMUPOBaHMUS PasNUYHbIX BbIXOAHbBIX hopMaToB U 06paboTkm
ceTeBbIX MPOTOKOMOB.

Kntoun ans geiicteust ULOG npusefeHsl B Tabnuue 51]
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Tabnuuya 51

Kritou OnucaHne

Coobuwaet ULOG, B kakyt rpynny netlink AormkeH ObiTb nepefaH naker.
Bcero cywectsyet 32 rpynnsl (0T 1 go 32). Ecnu Heobxoanmo nepenatb nakeT
B MATYO rpynmny, TO MOXHO yKa3aTb:

--ulog-nlgroup 5

--ulog-nlgroup Mo ymonyaHuio Ucrnonb3yetca nepsas rpynna.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-nlgroup 2

MmeeT TOT e CMbICI, YTO 1 aHanornyHas onuus B genctemm LOG. [JnunHa

CTPOKM nNpednKkca He AOMMKHa npeBbiwaTh 32 cMmBona.

--ulog-prefix Mpumep

iptables -A INPUT -p TCP --dport 22 -3j ULOG
—--ulog-prefix "SSH connection attempt: "

OnpepenseT kakyto AonNto naketa B 6anTax Hago nepegaBaTb AeMOHY ULOG.
Ecnn ykasatb uncrno 100, kak nokasaHo B Npumepe, To AeMOHY OyaeT nepe-
AaHo Tonbko 100 b 13 naketa, 3T0 O3HAYaET, YTO AeMOHY OyadeT nepeaaH
3arosfioBOK NakeTa M HekoTopas YacTb obnactu AaHHbIX naketa. Ecnn yka-
--ulog-cprange 3atb 0, TO ByaeT nepenaH BeCb NaKeT, HE3ABUCMMO OT ero pasmepa. 3HavyeHune
no ymorn4yanuio pasHo O.

Mpumep
iptables -A INPUT -p TCP --dport 22 -j ULOG
--ulog-cprange 100

YcTtaHaBnuBaeT BenmunHy 6ydepa B obnactu sgpa. Hanpumep, ecnu 3agatb
BenuyuHy bydepa, pasHomn 10, kak B npumepe, To 94po Byaet HakannueaTtb
XypHanupyemble nakeTbl BO BHyTpeHHeM Bydepe v nepeaaBatb B Nonb30Ba-
-—ulog-qgthreshold | TeNbCKOe NPOCTPAHCTBO rpynnamu no 10 nakeTos.

Mpumep
iptables -A INPUT -p TCP --dport 22 -j ULOG
--ulog-gthreshold 10

10.8. NMoppepxka hnnbTpaumMm Ha OCHoBe KIacCU(PUKALUMOHHbIX METOK

10.8.1. Moaynu iptables ana paboTbl ¢ KnaccupukauMoHHbLIMU MeTKaMun

Mopaepxka omnbTpaumm Ha OCHOBE KracCUdMKaLMOHHBLIX METOK peann3oBaHa ¢ NoOMo-
LLIbKO JONONMHUTENBHOrO MOAYNA TECTUPOBaHUSA astralabel, obecnevnBaroLLero TeCTMpoBaHme
3Ha4YeHUn MaHgaTHbIX aTpMbyTOB C MOMOLLBIO NapamMeTpoB —-maclev U ——-maccat.

Ons paboTbl ¢ KnaccMUKaLUMOHHBIMM MeTKaMn HeobXooMMO YCTaHOBUTb MaKeThl
iptables (N0 ymMON4aHuIO NakeTbl He YCTaHaBIMBAKOTCS):

- iptables-astralabel-generic — MOAyNu A8 UCMNOMNb30BaHUSA C 4POM generic;

- iptables-astralabel-common — obLine Moaynu.

Ons YCTAHOBKM NAKETOB BbIMNMOJTHUTbL!
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sudo apt install iptables-astralabel-common iptables-astralabel-generic
Mopynb astralabel nogaepXvBaeT CTaHAAPTHBIA CUHTAKCUC KOMaHOHOW CTPOKN, UC-
I'IOJ'Ib3yeMbIIZ B iptables, a TakKKe OOoNnoJriH1UTerbHble NMapaMeTpbl And KOHTPONA MaHOaTHbIX

aTpMOyTOB CETEBLIX NAKETOB, NPUBEAEHHbIE B Tabnuue

Tabnunua 52

MapameTp OnucaHune

YkazaHue Ha ucronb3oBaHne Moayns astralabel Ans o6paboTkM CETEBOro

-m astralabel
Tpaduka

lNpumeHeHne npasuna K nakeram, UMeKLLMM YKa3aHHbIN nepapxuyecknn
ypoBeHb KoHduaeHumnanbHocTU. Anda 3agaHna ananasoHa ypoBHeEN KOHMU-
AEeHLUManbHOCTU YPOBHN YKa3sblBalOTCS Yepes3 CUMBOST «:» BKNIOYUTENBHO.

Mpumep
--maclev <ypoBeHB>| He npuHMMAaTb NaKeTbl C UEPAPXMYECKUMI YPOBHAMM KOHPUAESHLMANBHOCTY
[ :<ypoBeHb>] oT 1103

iptables -A INPUT -m astralabel --maclev 1:3 -j DROP
I'IapameTp maclev MOXET MPUMEHATbLCA OOHOBPEMEHHO C napamMeTpoMm

maccat B ogHOM npasune. Pesynetupytowmin punstp Oyaet npeactaBnaTb
cobon o6beguHeHe UNLTPOB, 3afaHHbIX AaHHBIMU NapaMeTpaMmu

3HaveHune punbTpa, 3agaBaemMoro napameTpoMm —-maclev, MOXET OblTb MH-
BEPCUPOBAHO C NOMOLLbIO MoandukaTopa «!».

Mpumep

He nponyckaTtb ncxogdlimne nakeTbl, nmerwjne HeHyJ'IeBOVI MepapxmquKMM
YpOBEHb KOH(PMAEHLMaNbLHOCTU

iptables -A OUTPUT -m astralabel ! --maclev 0 -3j DROP

[laHHoe npaBuno GyaeT nponyckaTb UCXOASLIME NAKETbI, UMEKLME HYNeBon
nepapxmM4eckuin ypoBeHb KOHbMAEHUNANbHOCTN N HEHYNEBbIE Henepapxuye-
CKuWe kaTeropuu goctyna
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OkoHyaHue mabnuue! 52

MapameTp Onuncanue

MpumeHeHne npaBuna K NaketTam, MUMEKLLMM YKasdaHHbIe Henepapxudeckue
KaTeropumn KoHdmaeHunanbHOCTU. 3agaHne AnanasoHoB U UHBEPCUPOBAHUE
He nopaepxmBatoTca. B ogHOM npaBune MOXeT ObiTb yKasdaHO HECKOSTbKO
napamMeTpoB maccat, B TaKOM criyyae npaBuno 6yaet NpUMEHSITLCS TOMbKO K
naketTam € YCTaHOBIEHHbIMWU OQHOBPEMEHHO BCEMW YKa3aHHbIMUW KaTeropusimm
(butamn).

MpumedaHue. Hymepauns GUTOB KaTeropmm HaYMHaAETCs C €ANHULbI.

Mpumep

He nponyckaTtb ncxogsdiline naketbl C yCtTaHOBIEHHbIMM OQHOBPEMEHHO ourta-
Mun kaTeropmn 1 n 2

iptables -A OUTPUT -m astralabel --maccat 1 --maccat 2
-3 DROP

—--maccat
<6buT_KaTeropum>

MapameTp maccat MOXET MPUMEHATHCA OOQHOBPEMEHHO C NapamMeTpoMm
maclev B O4HOM npaswune. Pesynstupytowmii ounstp 6yaeTt npeactaensTb
coboli 06beanHeHne MUNLTPOB, 3aAaHHbIX AaHHBIMU NapameTpamu.

Mpumep

He npuHumMaTh NakeTbl C YCTAHOBEHHbIMK BUTamMKn Kateropuin 1 n 2 n ypoBHEM
KoHdmaeHumnaneHocTn 3

iptables -A INPUT -m astralabel -maclev 3 --maccat 1

- -maccat 2 -j DROP

BHUMAHUWE! Ecnu napameTtpbl onga ovnsTpaummn naketoB Ha OCHOBE Kraccudukaum-
OHHOW METKMN He yKasaHbl, TO NPaBuUio NPUMEHAETCS KO BCEM MakeTam, MMEIOLUM HEHYIEBYIO
KraccuukaunmoHHyo MeTky. Hanpumep, npasuno

iptables -A OUTPUT -m astralabel -3j DROP
3anpeTuT Bce Ucxoaslime nakeTbl, UMeroLne HeHYNeBYH0 KracCcuuUKaumoHHyo MeTKY (T.e. umeto-
LLIMEe HEeHYNEBOW YPOBEHb KOH(PMAEHLMANbHOCTN U/UNN HEHYNEBbIE KaTeropum 4ocTtyna).

OnucaHune mogynen iptables Ana unsTpauumn NakeToB Ha OCHOBE KnaccudukalmoH-

HOW MEeTKM NpMBeaEeHO B PyKOBOACTBE man ANd iptables-astralabel.

10.8.2. Ucnonb3oBaHue ufw ans paboTbl ¢ KNaccugukauMoHHbIMU MeTKaMu

B mexceTteBoM akpaHe ufw BknoyeHa nogaepkka paboTbl ¢ KnaccurKauMoHHbIMU MET-
Kamu No ymonyanuo. [ing ynpasneHus ceteBbIMU COEANHEHUAMMW C YH4ETOM KracCUUKaLMOHHbIX
METOK B MeXceTeBon akpaH ufw gobasneHbl napamMeTpbl mac, maclev U maccat, N0 AENCTBUIO
aHanornyHble napameTpam iptables.

Onsa Toro, 4tobGbLI AaHHble napameTpbl paboTann, B cucTeMe [OrmKeH ObiTb
yctaHoBneH B cootBetcTBuM c [10.8.1] naket iptables-astralabel-common W nakeT

iptables-astralabel-generic.

Mpumephbl:



134

1. 3anpet otnpaBku Ha 80-i IP-NoOpT NakeToB C HEHYNEBOWN KracCUUKaLuMOHHON METKON:
ufw deny out 80/tcp mac

AHanorm4yHo napameTpam iptables:

-A OUTPUT -p tcp --dport 80 -m astralabel -j DROP

2. 3anpet otnpasku Ha 80 IP-nopt (npotokon HTTP) ceTeBbIx NakeToB, MEIOLLNX YPO-
BeHb KOHUAEHUNANTbHOCTU 2:

ufw deny out 80/tcp maclev 2

AHanorn4yHo napameTpam iptables:

-A OUTPUT -p tcp —--dport 80 -m astralabel --maclev 2 -j DROP

3. 3anpert otnpaeku Ha 80 IP-nopT (npoTtokon HTTP) ceTeBbIXx NAakeToB, UMEKLUX KaTe-
ropuo KoHuageHumanbsHocTn 3:

ufw deny out 80/tcp maccat 3

AHanormnyHo napameTtpam iptables:

-A OUTPUT -p tcp --dport 80 -m astralabel --maccat 3 -j DROP

B0O3MOXHOCTb MHBEPCUM NMPaBUST U BO3SMOXHOCTb OAHOBPEMEHHOIO YKa3aHUsi HECKOMbKNX
KaTeropui B 04HOM MNpaBune Tekyllen peanuaaumen ufw He nogaepxuBatoTcs.
Onucanne ufw ana dunsTpaumMm NakeToB Ha OCHOBE KNaccuduKauMOHHOM METKM NpuBe-

JEeHO B pykoBoAcTBe man Ana ufw.
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11. MAPKUPOBKA NOKYMEHTOB

3alumLLeHHbI KOMMMEKC NporpaMmM nevyaTtm U1 MapkMpoBKU JOKYMEHTOB obecneymBaet
MapKMPOBKY BbIBOAMMbIX Ha NeYaTb JOKYMEHTOB.

[ononHUTENbHO K OUCKPELMOHHOMY KOHTPOS OOCTyna Ha OCHOBE MOSIMTUK cepBepa
CUPS uncnonb3ayeTcst MaHOaTHbIN KOHTPOb gocTtyna. MaHaaTHble atpmubyThl NopoXxaaemMblx 00b-
ektoB B CUPS HacnenytoT MaHOATHbIN KOHTEKCT, NOfyYyaeMbl C CETEBOrO COEANHEHNS.

Bce cybbekTbl focTyna (nonb3oBaTenn) cepeepa nevyaTn 4enstca Ha 2 rpynnbl: agMUHK-
CTPaToOpOB 1 0BbIYHbBIX NOSIb30BaTENEN.

ALMUHUCTpaTOpaM paspeLleHO BbINOMHATbL psd AeNCTBUMA N0 Mogudukaumm cepsepa
neyaTtun (qobaeneHne/yganeHme NpMHTEPOB, MoaMdMKaumnsa nx napameTpoB u T.4.).

BHUMAHMUE! [JaHHble onepaumn OOMKHbI MPOBOAUTLCA TOSbKO MOA HyNneBbIM MaHaaT-
HbIM KOHTEKCTOM.

lMonb3oBaTenam paspeluaeTcs BbIBOAUTb AOKYMEHTbI Ha neYvaTb, BbINOMHATbL Moguduka-
LU0 M MPOCMOTP 3aaHui COrnacHoO X MaHAaTHOMY KOHTEKCTY gocTyna. B Tabnuue [53|npuBegeHo

pasgerneHve onepauuii no rpynnam AocTyna U Tunam onepauui gocTtyna.

Tad6bnuua 53

YTteHne 3anucb

Pause-Printer
Resume-Printer
Set-Printer-Attributes
Enable-Printer
Disable-Printer
Hold-New-Jobs
Release-New-Jobs
CUPS-Add-Modify-Printer
CUPS-Delete-Printer
CUPS-Add-Modify-Class
CUPS-Delete-Class
CUPS-Set-Default
CUPS-Create-Local-Printer

CUPS-Get-Devices
AOMuHUCTpaTUBHbIE | CUPS-Get-PPDs
onepauum CUPS-Get-PPD
CUPS-Get-Policies
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OkoH4yaHue mabnuubl 53

YTteHne 3anucb

Purge-Jobs

Print-Job

Cancel-Jobs
Create-Job-Subscription
Create-Printer-Subscriptions
Renew-Subscription
Cancel-Subscription

CUPS-Get-Printers
Get-Printer-Supported-Values
Get-Printer-Attributes

Create-Job
CUPS-Get-Default
, . . Send-Document
Get-Subscription-Attributes
HeagMuHUCTpaTUBHLIE L Cancel-Job
Get-Subscriptions
onepauuu Hold-Job

Get-Notifications
Get-Jobs
Validate-Job
Get-Job-Attributes
CUPS-Get-Document

Release-Job
Restart-Job
Set-Job-Attributes
Cancel-My-Jobs
Close-Job
Cups-Authenticate-Job
CUPS-Move-Jobs
MAC-Set-Job-Attributes
MAC-Mark-Document

MpuHTEpPbLI 1 KNacchl ABNSAKOTCA 00beKTaMU-KOHTEMHEPaMK, B KOTOpble NMoMeLllarTcH
3agaHua. Oum obnagatoT atpubyTamMn mac-printer-mac-max M mac-printer-mac-min.

ATpnbyT mac-printer-mac-max onpegensieT MakcumarsbHbli MaHOATHbIA KOHTEKCT
3aaHui, KOTopble MOryT HaXoOUTbCHA B HEM.

ATpUBYT mac-printer-mac-min onpegensieT MUHUManNbHbIN MaHOATHbIA KOHTEKCT
3afaHni, KOTOpble MOryT HaXo4UTLCS B HEM.

Bce 3agaHus, npuobpeTatolme HEHyNEBOW MaHAATHbBIN KOHTEKCT, 3a4epXnBatoTcs cep-
BEPOM 40 NpoBeAeHMs NPUBUIENMPOBaHHbIM MNOSIb30BaTENEM MapKUPOBKM OOKYyMeHTa. dannbl
3agaHun (B kKatanore /var/spoo/cups) MapKUpYKTCst COrMacHO UX MaHO4aTHOMY KOHTEKCTY.

KoHdurypaunoHHble  napametpbl  cepBepa CUPS onpegeneHbl B dhawnne
/etc/cups/cupsd.conf. [Ansa ynpaBneHusi KOHUrypauMoOHHbIMW MapamMeTpamu cepBepa
CUPS wncnonbayetca yTunuta KOMaHOHOW CTPOKU cupsctl, 3anyckaemas oT UMeHU agMUHUCTpa-
Topa yepe3 MexaHnam sudo. OnncaHne AaHHOW YTUNUTLI NPUBEAEHO B man cupsctl.

[nsa paspewenns cepsepy CUPS yaaneHHO NpuH1UMaTh 3agaHus 1 KoMaHabl Heo6xoanmo
OT MMEHM YYETHOWN 3annucyn agMUHUCTPaTopa BbINOMHUTL Creayowme KoMmaHabl:
sudo cupsctl --remote-admin --share-printers --remote-any
sudo cupsctl ServerAlias=*

[Onsa paspewenus cepepy CUPS obpabatbiBaTb 3agaHusa nedatn, popMupyembie B
HEeHyNeBOM MaHAATHOM KOHTEKCTEe, HeOOXOAMMO OT MMEHWU YYETHOM 3anucm agMuHucTpartopa
BbIMNOMHUTL CrieayoLmne KoMaHabl:
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sudo cupsctl MarkerUser=ipp
sudo cupsctl DefaultPolicy=parsec

[ns paspelleHnsa nevyatn Ha npuvHTEpe LOKYMEHTOB nornb3oBaTtenen, paboTtarowmx B
HEeHyNneBOM MaHOATHOM KOHTEKCTe, He0OXOAUMO BbINOMHUTL OT UMEHWN YYETHOW 3annucu agMmnHn-
cTpaTtopa criegylolmne KoMaHabl:
sudo lpadmin -p <umsa_npuHTepa> -0 printer-op-policy=parsec
sudo lpadmin -p <umsa_npuHTepa> -0 mac-printer-mac-min=LLabel
sudo lpadmin -p <umsa_npuHTepa> -0 mac-printer-mac-max=MLabel
roe LLabel — MUHUMAanbHbIM KOHTEKCT 3a4aHui, KOTopble pa3peLleHo rneyaTatb, a MLabel —
MaKCUMaribHbI KOHTEKCT 3a4aHun.

Ecnn ElMN He ncnonb3yeTcsd, To KOMaHAbl BbIMOMTHAKTCS OT UMEHW agMUHUCTpaTopa Yepes
mMexaHu3M sudo. Ecnu ElMMN ncnonbsyetca, To KoMaHabl BbIMOSHAKTCS OT MMEHU Mosib3oBarens,
BXOASLLEro B creyunarnbHyo rpynny agMmmHucTpaTopoB nevatu B Bl cnyx6bl katanoros LDAP
(cm. gokymeHT PYCB.10265-01 95 01-1).

MapknpoBKa OCyLLIECTBNSAETCA HA OCHOBE MoaMdmumnpyemMbix dhansnos LWabroHOB:

- /usr/share/cups/marker.template — onucaHue arneMeHTOB MapKepa, NpocTaB-

ngembIX Ha NepBOK, KaXagoun, nocnegHen cTpaHuue n Ha obopoTe nocneaHen cTpaHuLbl;

- /usr/share/cups/psmarker/marker.defs — onncaHne NONOXeHUS ANIEMEHTOB

MapKepa Ha cTpaHuue;

- /usr/share/cups/fonarik/fonarik.defs — onncaHme NONOXEHNA ANEMEHTOB

Mapkepa Ha obopoTe nocnegen CTpaHuubl.

[ns ycTaHOBKM 3Ha4YeHuin aTpnubyToB, OnNpeaeneHHbIX B NEPEYMCIIEHHbIX BbIlle dannax
LWwabnoHoB, MCNONb3yeTcs YTUNNTa KOMaHOHOW CTPOKM lpattr. [Ana npyumeHeHusa ytunutel 6e3
EMNM Heobxogmumo Hanuume nokansHow rpynnbl 1pmac B OC. Ons npyumeHeHus ytunutel B ENMMM
HeobxoanmMo Hanuyume rpynnbl 1pmac B B cnyx6bl katanoros LDAP. 3anyck yTunuTbl 4omKeH
OCYLLECTBMATLCA OT MMEHU NOSib30BaTenNs, BXOASLLEro B rpynny lpmac.

OnuncaHne ytmnuT lpadmin M lpattr npmBedeHoO B man lpadmin M man lpattr,
COOTBETCTBEHHO.

Ons ynpasrneHus npuHTepamm ncrnonb3yercs rpagouyeckas yTunmta

fly-admin-printer. Nogpo6GHOe onncaHne yTunuTbl CM. B SNEKTPOHHOW CripaBkKe.
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12. KOHTPOIb NOJKINIOYEHUSA CHEMHbIX MALUUHHBIX HOCUTENEUW MHOOPMALIUA

CbeMHble MaLNHHbIE HOCUTENU MHAOPMALIMN MOTYT pacCMaTpMBaTbLCA OTHOCUTENTbHO
OC c OByx TOYEK 3peHUs:

- Kak BrioyHble UM CMMBOSbHbIE YCTPOMUCTBA BBOOA-BbIBOAA;

- Kak BrioMHoe YCTPONCTBO, KOTOPOE MOXET OblTb CMOHTUPOBAHO.

B nepBom cnyyae ycTponcTBO NpeacraBnaetr cobon cneumanbHbin hannoBbii 0OBHEKT,
AOCTYN K KOTOPOMY KOHTPOMMPYETCA MaHAATHbIMU U ANCKPeLUMOHHbIMU [P 06bl4HBIM 06pa3om u,
cnepoBaTtenbHO, BBOA-BbIBOA OCTAETCS B paMKax KOHTPOMS 3TUX npaBur.

Bo BTOpOM cnyyae CbeMHbIV MaLLUMHHbIA HOCUTENb MHAOPMaLuKn cogepxuT B cebe obpas
@®C, koTopasa n xpaHuT gaHHble. [JaHHbIN HOCUTENb MOXET ObiTb CMOHTUPOBAH B 3adaHHbLIN
kaTanor, u npu atom ®C HocuTeNs CTaHOBUTCS YacTblo (NpeacTaBfeHHOW B BUAe noagepesa)
kopHeBon ®C. [loctyn kK ob6bekTam gaHHon PC nogvnHAETCss MaHAaTHbIM N OUCKPELIMOHHBLIM
MPO obblvHbIM 06pa3om u, crnegoBaTernbHO, BBOA-BbIBOA HA CbEMHbIA MALUMHHBIA HOCUTENDb
MHOPMaLMN OCTAETCS B pamMKax KOHTPONS STUX NpaBun.

BHUMAHMUE! B kayectBe ¢annoBbiX CUCTEM HA CbEMHbIX MALUMHHBIX HOCUTENSAX MHAOP-
Mauun OOMMKHbI MCNOMNb30BaTbCA TONbKO dannoBble cuctembl Ext2/Ext3/Ext4, nogaepxusatowme
paclimpeHHble (B T.4. MaHOaTHble) aTpmbyTbl hannoBbiXx 06LEKTOB U 0becneunBatoLLmne rapaHTu-
pPOBaHHOE YHUYTOXEHMWE (CTUpaHue) nHdopmMaumnu.

[Ons OC BO3MOXHOCTb CaHKLMOHMPOBAHHOMO MOHTUPOBaHMSI KOHKPETHbLIM MOfb30BaTenem
KOHKPETHbIX HOCUTENEN ¢ KOHKpeTHbIMM PC onpenendeTca agMMHUCTpaTopom cuctembl. B OC
peann3oBaHbl CpeacTBa pasrpaHMYeHns OOCTyna K NOAKIYaeMbIM YCTPOMCTBAM Ha OCHOBE
reHepauumn npaBun Ans MeHegkepa yCTPOUCTB udev.

Y4yeT HocuTenen n ynpaeneHne nx npuHagieXXHocTbio, NPOTOKONMPOBaAHNEM M MaHAATHbI-
MW aTpubyTam OCyLLECTBNAETCS C MOMOLbIO YyTUANTLI £1y—admin-smc («YnpaBneHne nonnTnKom
6esonacHoCTU»), B TOM Yucne 1 npu pabote B ENMM.

PekomeHgauun no MCNONb30BaHUKD YKas3aHHbIX CPeACTB npuBedeHbl B [LOKYMEHTe
PYCB.10265-01 95 01-1.
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13. COMNOCTABJIEHME NOJIb3OBATENIA C YCTPOUCTBOM

OC obecneunBaeT BBOA-BbIBOA, MH(OPMALMM Ha 3anpoLleHHOE Norb30oBaTenemM yCcTpom-
CTBO KaK Ansi MPOU3BOSIbHO MCMOSb3YEMbIX UM YCTPOWCTB, Tak 1 NS MAEHTUMOULMPOBAHHbLIX (Npw
coBNageHUn MapKUpOBKM).

OC BkntoyaeT B cebsa mexaHn3m, obecnevynBalroLLMA HaAeXHoe conocTaBrneHne maHaar-
HOro KOHTEKCTa Nonb3oBaTenst ¢ MaHAATHbIM YPOBHEM U KaTEropusiMun, yCTaHOBMEHHbIMU A5
ycTponcTea. Kpome Toro, MexaHnam ConocTaBrieHns nonb3oBaTtesnis ¢ yCTPONCTBOM, peanv3oBaH-
Hein B OC, obecnevnBaeT nNpu NpoBepke CoBNageHUsi MapKUMpPOBOK HOCUTENS M NOSb30BaTess

npUMeHeHne anckpeunoHHbix MNPL.
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14. TEHEPALIUA KC3

leHepaums KC3 ocywecTBnsieTca B OAHOM M3 OABYX CIEeAYyHLNX PEXUMOB:

- pexum ENMT;

- IOKanbHbIA PEXNM.

Onsa ncnonb3oBaHna pexuma ENMIM HeobxoanmMo HanuymMe B CETU YCTAHOBIIEHHOMO U
HacTpoeHHoro cepBepa ALD. Ha pabounx mectax nonb3oBatenen B OC gomkeH ObiTb yCTaHOBMNEH
naketT ald-client WM BbINOfMIHEHbI COOTBETCTBYIOLINE OENCTBUA MO HACTPOWNKE (CM. JOKYMEHT
PYCB.10265-01 95 01-1).

Mocne onpepenenus pexnma pabotbl KC3 OC ansa 3aBepLueHMst NpoLeaypbl reHepaumnm
KC3 HeobxoanmMo BbIMOMHUTL cnegyowmne OencTBus:

1) cosgaTb Habop MaHOATHLIX YPOBHEN;

2) cosgatb Habop MaHOaTHbIX KaTeropun;

3) cosgaTb Habop cnyxebHbIX NoNb3oBaTeNen, Han4Me KOTopbiXx HEOBXOAMMO AN PYHK-

LMOHMPOBaHMS 3aLUMULLEHHBIX KOMNSiekcoB nporpamm CYB[, runeptekctoBon 06paboTkm

AaHHbIX, 3NEKTPOHHOM MOYThI M NPOrpaMm MapKUPOBKM U y4eTa nevyaTHbIX JOKYMEHTOB U3

coctaBa OC;

4) yCTaHOBUTb NPUBUIIErNMM ONS CNY>KeOHbIX NONb30oBaTenen;

5) yctaHoBUTb NapameTpbl ayguTa (npoTokonnpoBaHus cobbituin) B OC.

BHUMAHMUE! [1na nameHeHMs MakcMManbHOro MaHA4aTHOMO KOHTEKCTa 06bekToB (CM. 4.1))
HeobXoAUMO BHECTU U3MEHEHUS B cLeHapun pdp-init-fs, pasMeELLUEHHbIM B KaTanore
/usr/sbin, nepeonpeaennB 3HAYEHNS NEPEMEHHBbIX:

- sysmaxlev — MakCMManbHbI MaHAATHbIA YPOBHb;

- sysmaxilev — MakCUManbHbIN YPOBHb LIENOCTHOCTY;

- sysmaxcat — MaKkcMMarsnbHbI HAOOpP MaHAATHbLIX KaTeropun.

[Mocne BbINONMHEHWST NEpPeYnCcrieHHOro Habopa AeNCTBU OCYLLECTBNSAETCA CO34aHNe Norlb-
30BaTesnen, yctaHoBKa ANA HUX paspeLlleHHbIX MaHOaTHbIX YPOBHEN W KaTeropum, a B criydae
HeobXxo4MMOCTH, MapamMeTPoOB NPOTOKONMPOBAHMSI.

B pexume EIllN ykasaHHble OEWUCTBUSA BbLIMOMHAKTCA MNpU NOMOLWM rpaduyeckomn
yTmnutbl fly-admin-smc unmM nNpu NOMOLUN YTUNUTbl KOMaHOHOW CTPOKM ald-admin (CMm.
man ald-admin).

B nokanbHOM pexume ykasaHHble 4eNCTBUA BbINOMHAKTCA NPy NOMOLLM rpaddnyecKon yTu-
nntbl £ly-admin-smc nMnu npu NOMOLM COOTBETCTBYIOLLNX YTUNNT KOMaHAHOW CTPOKM (cMm. 4.8)
OT UMEHU YYEeTHOW 3anucu agmuHucTpartopa (CM. pasgen yepe3 MexaHu3Mm sudo. bonee

I'IOD,pOGHOG onmncaHune rpacbvlquKle yTUINT CM. B SﬂeKTpOHHOIZ crnpaBke.
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15. OTPAHUWYEHUE NPOMPAMMHOW CPE[bI

15.1. 3amMKHyTasa nporpaMmmMmHas cpega

MHCTpYMEHTbI 3aMKHYTOM nporpammHon cpeapbl (3MNC) npegoctaBnaioT BO3MOXHOCTb
BHeapeHunsa umcpoBon nognucy B ucnosiHsemble annel popmata ELF, Bxogswme B coctas
yctaHasnvaemoro CIMO (15.1.2), u B paclunpeHHble aTpubyThl (haitnoBoi CUCTEMbI.

MexaHn3M KOHTPOSS LLeNOCTHOCTU UCMNONHAEMbIX hanioB 1 pasgensembix Gubnuotek
dopmaTta ELF npu 3anycke nporpammbl Ha BbINOMHeHWe peanu3oBaH B moayrne sgpa OC
digsig verif, KOTOPbIN SABMSAETCA HE BbIrpy)XaembiM Moayrnem sigpa Linux n moxeT OyHK-
LMOHMpPOBaTb B OOHOM U3 Cnegyowmnx pexmmoB:

1) ncnonHsieMmbiM darnam u pasgensemMbiM 6ubnmuotekam ¢ HesepHon 3l, a Takke 6e3

Ol 3arpyska Ha ucnonHeHune 3anpeltaeTcs (LTaTHbIN PeXUM PYHKLUMOHNPOBAHUS);

2) ucnonHaemMbiM hannam u pasgendembiM 6udnuotekam ¢ HeBepHoun A, a Takke 6e3

Ol 3arpy3ka Ha UCNOMNHEHNE pa3peLuaeTcs, Npy 3TOM BblgaeTcs coobLleHne o6 owmbdke

npoBepkun 3l (pexxum gna nposepkn 3l B ClM10O);

3) Ol npwn 3arpy3ke ucnosnHsemMblx pannos n pasgensembix 6ubnnotek He NpoBepseTcs

(oTnagoyHbIn pexnm ansa TectupoBanus Cl0O).

MexaHn3M KOHTPOrs LLeNIOCTHOCTM (haninoB Npu UX OTKPbITUK Ha ocHoBe 3l B paclumpeH-
HbIX aTpubyTax annoBon cMcTeMbl Takke peanu3oBaH B moayne aapa OC digsig verif u
MOXET PYHKLMOHNPOBATL B O4HOM U3 CrieayoLmnX pexxumMoB:

1) 3anpeLjaeTcs OTKpbITUE PannoB, NOCTABIEHHbIX HA KOHTPOSb, C HeBepHon 3l nnu

6e3 37,

2) OTKpbITUE hansioB, NOCTABMNEHHbIX HA KOHTPOMb, ¢ HeBepHon Al unu 6e3 31 paspe-

LaeTcd, Npu 3ToM BbigaeTcst coobuieHne o6 owmnbke nposepku Al (pexnm onsi NPoBEpPKN

Ol B paclumpeHHbIX aTpubyTax hannoBon CUCTEMbI);

3) 3l npu oTKpbITUN PannoB HE NPOBEPSETCS.

15.1.1. Hactpounka moayns digsig_verif

HacTtpowka pexuma yHKUNMoHMpoBaHna moayna digsig verif ocyulectsnsieTcd no-
cpeacTBoM rpaduyeckon ytunnutel £ly-admin-smc («lMaHenb ynpaBneHus — besonacHocTb —
MonuTtuka 6e3onacHOCTN — 3amMKHyTas NporpamMmmMHas cpega») unu NnyTem peaakTupoBaHUs KOHMU-
rypaumoHHoro pavna /etc/digsig/digsig_initramfs.conf. OnucaHme ncrnonbL3oBaHUs
YTUNUTBI NPUBEOEHO B 3NIEKTPOHHOM CnpaBKe.

PepnaktnpoBaHue KOHpurypaumoHHoro anna /etc/digsig/digsig_initramfs.conf
OCYLLEeCTBISIETCA cnegylowmm obpasom:

1) ANs Mcnonb30BaHMA OTNagoYHOro pexuma ansa tectupoBaHus CINO Heobxoanmo

YyCTaHOBUTb Anda napameTpa DIGSIG_ELF MODE 3Ha4deHue 0:
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DIGSIG_ELF_ MODE=0

2) ansa ucnonb3oBaHus pexuma ana nposepkn Al B CMNO HeobxognMMo ycTaHOBUTL A1

napametpa DIGSIG_ELF_MODE 3Ha4YeHue 2:

DIGSIG_ELF MODE=2

3) 4ns Ucnonb3oBaHMA LUTAaTHOMO pexuma yHKLUNOHMPOBAHWUS HEOBXOANMO YCTaHOBUTb

anga napametpa DIGSIG_ELF_MODE 3HadeHue 1:

DIGSIG_ELF MODE=1

BHUMAHUE! T[locrne BHeCEeHUSs U3IMEHEeHMA B  KOHUIypauMOHHbLIM  dhaurn
/etc/digsig/digsig_initramfs.conf HeoOXOAMMO OT WMEHW YYEeTHOM 3anucu apg-
MUHUCTpATOpa Yepe3 MexaHM3M sudo BbINOMHUTL KOMaHAay:
sudo update-initramfs -u -k all

B Moaynb digsig_verify BCTPOEHbI OTKPbITbIE KMOYM U3TOTOBUTENS, KOTOPbIE UCMONb-

3ylOTCS:
- Anga nNpoBepKu NoanncKn UCMonHsAeMbIX hannos;
- ONS NPOBEPKM NOANUCK OTKPbIBAaEMbIX (hansioB B pacLUMPEHHbIX aTpubyTax;
- ANd  NpOBEPKM MOANUCUM Ha OOMNOMHUTEMbHbIX KIo4yax, 3arpyxaemblX K3
/etc/digsig/keys.

B kaxgbln MOMEHT BpEMEHN MOAYIb MCNOMb3YET ABa Habopa Kroyen:

- OCHOBHOM Habop (M3Ha4YanbHO TpWM BCTPOEHHBIX KIo4a U3roTOBUTENS) — AN1S MPOBEPKM

nobbIX NoANUCen;

- [OOMNOMHUTENbHbIN HAabop (M3HaYanbHO NYCTON) — TOMNbKO AN NPOBEPKU NOAMUCK OTKPbI-

BaeMbIX (bannoB B paclUMpPEHHbIX aTpubyTax.

Ecnu gononHuTenbHbI Habop HE COQEPXUT Krtoya, KOTOPbIM MCNonb3oBancsa Ans Noanu-
cu hanna B paclIMpeHHbIX aTpmbyTax, Mogyrb ULET NOAXOAALNIA KITlod B OCHOBHOM Habope.

Katanor /etc/digsig/keys COAEPXUT  OTKpbITble KNYM B doopmarte
gnupg --export, KOTOPbIMW pacLUMpPSETCA OCHOBHOM Habop KnoYen npu 3arpyske cu-
cTembl. Kaxablii kntod, ucnonb3oBaHHbIM Ans nognuckiBaHus CMO (15.1.2), Heobxoanmo
ckornuvpoBaTbk B KaTtanor /etc/digsig/keys/, Hanpumep, C UCMOMb30BaHNEM KOMaHAbI:
cp /<xararnor>/<damn kimoua> /etc/digsig/keys/

B katanore /etc/digsig/keys/ MOXeT pacnonaraTtbCa nepapxmyeckas CTpykTypa
kntoyven. Kaxabin KoYy JOIMKEH ObITb MOANMUCAH YXXe 3arpy>KeHHbIM KITH04OM OCHOBHOMo Habopa
B MOMEHT ero nobasneHusi B oCHOBHOW Habop. Mepapxua nogkatanoroB /etc/digsig/keys
obpabatbiBaeTca cBepXy BHU3 Takum obpasom, YTo:

- dhannbl knoyen B /etc/digsig/keys OOMKHbI ObITb NOANMCAHbI BCTPOEHHLIMWU B

Moaynb digsig wverify Knio4yamm U3rotoBUTens;

- dhannbl knoyen B /etc/digsig/keys/subdirectory MOryT 6bITb NoAnNUcaHbl 1

BCTPOEHHbIMU KIllo4aMu U3rotToBuTend, N Krnovdamm u3 /etc/digsig/keys;
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- B LENIOM, Kaxabli KIlod M3 nogkaTtanora BHyTpU /etc/digsig/keys OOMKEH ObITb
noanucaH nnbo Knio4yoM M3 BhILLENEXALLEro katanora, M0 BCTPOEHHBLIM KIHOYOM M3roTo-

BUTENA.

Mpumep
/etc/digsig/keys/keyl.gpg - nybnuuHEE Kimod 1, TOONMCAHHBIN
Ha I[IE€pPBHUYHOM KJIlOU€ HUI3I'OTOBHUTEIIA
/etc/digsig/keys/key2.gpg - nyOJIMUHEE KJOU 2, NOLIHUCAHHHMN
Ha [EPBHUUHOM KJIOUE H3IOTOBUTEJIS

/etc/digsig/keys/keyl/keyl-1.gpg - nyOsMUHHE KJIOU, [NOLNMCAHHHN Ha KJIoue

1

/etc/digsig/keys/keyl/keyl-2.gpg - nybJIMUHHE KJIOU, [NOONMCAHHHN Ha Kimoue 1
/etc/digsig/keys/key2/key2-1.gpg nyO6NUUHEE KJIOU, MNOANMCAHHEM Ha Kinoue 2
/etc/digsig/keys/key2/key2-2.gpg - NyOJIMUHHE KJIOU, NOAMNMCAHHHN Ha Kiloue 2

[nsa npoBepKn Ncnonb3oBaHUA OOMOMHUTENbHBIX KNKYEN ONA KOHTPONsS LENOCTHOCTH
ncnonHseMblx annos n pasgensembix bubnuotek popmata ELF (go nepesarpysku OC) MOXHO
OT MMEHN YYETHOM 3anucu agMnHUCTpaTopa Yepe3 MexaHm3M sudo BbINOSTHUTbL KOMaHAbI:
cat /etc/digsig/key for signing.gpg > /sys/digsig/keys
cat /etc/digsig/keys/keyl.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/keyl/keyl-1.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/keyl/keyl-2.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2/key2-1.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2/key2-2.gpg >> /sys/digsig/keys

BHUMAHMUE! lNpu npoeepke 3l B paclumpeHHbIx atpubyTax hannoson cuctemsl ycTta-
HOBKa And napameTpa DIGSIG_XATTR_MODE 3HayeHus 1 3anpeLuaeTt OTKpbITUE NOCTaBMNEHHbIX
Ha KOHTporb gannos ¢ HeeepHoun Al nnun 6e3 3r1.

HacTtpoiika pexuma (pyHKLNOHNPOBAHUSA MeXaHU3Ma KOHTPOrS LLeNoCTHOCTM (hanrioB npum
NX OTKPbITUK Ha ocHoBe 3l B paclumpeHHbIX aTpnbytax oansioBon CUCTEMbI OCYLLLECTBIISETCS
C nomoLubio rpagumyeckon ytmnutbl £ly-admin-smc («lMaHenb ynpaBneHus — besonacHocTb
— MonuTtuka 6e3onacHoCcTM — 3aMKHyTasl NporpaMmMHas cpega») Unu nyTem pegakTMpoBaHus
KOH(purypaumoHHoro amna /etc/digsig/digsig_initramfs.conf.

PepnaktnpoBaHue KoHurypaumoHHoro avna /etc/digsig/digsig_initramfs.conf
OCYLLECTBISAETCA cnegyowmm obpasom:

1) ANsa BKIOYEHUSA NPOBEPKM NOAMNUCEN B PEXUME 3anpeTa OTKPbITUSA NOCTABNEHHbIX Ha

KOHTponb ¢hannos ¢ HeBepHou Al unm 6e3 3l B paclumMpeHHbIX aTpubyTax annosomn

cucTeMbl HEOH6XOOUMO YCTaHOBUTL Ans napameTpa DIGSIG_XATTR_MODE 3Ha4yeHue 1:

DIGSIG_XATTR MODE=1

2) Ons BKNOYEHUS NMPOBEPKM NMOAMMUCEN B PEXMME BbiBOAA NPeaynpexaeHnini 06 oTKpbITUM
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NOCTaBMEHHbIX Ha KOHTPOrb hannoB ¢ HeBepHon Al unu 6e3 3l B pacluMpeHHbIX aTpuby-

Tax pannoBon cuctemMbl HeO6X0OMMO YCTAHOBUTL AN napameTpa DIGSIG_XATTR_ MODE

3HaveHue 2:

DIGSIG_XATTR MODE=2

3) 4ns UrHopMpOBaHWUS AOMONHUTENBHbIX KITHOYEN, UCMOMNb3yEMbIX TONBbKO NPWU NpoBepKe

Ol B paclwmpeHHbix atpubyTax cannoBon, HeobxoAMMO YCTaHOBUTL AN napameTpa

DIGSIG _IGNORE XATTR KEYS 3HayeHue 1:

DIGSIG_IGNORE_XATTR_KEYS=1

4) ana HacTpourku WabrnoHOB MMEH, ncnonbdyemMblx npu nposepke Al B pacumnpex-

HbIX aTpmbyTtax ®C, Heobxoaumo B dpanne /etc/digsig/xattr_control 3agatb Ux

cnncok. Kaxkgas ctpoka 3agaeT cBov WwabnoH B BUAe Macku nosHoro nytu. Hanpumep,

cnegyowmn wabnoH onpegensiert, Yto byaet npoBepsaTbes Al Bcex dannos B katanore

/bin, NMS KOTOPbLIX Ha4YMHaeTcsa Ha lo:

\bin\1lo

Katanor /etc/digsig/xattr_keys COOEPXUT OTKPbITble KNHOYM B dopmaTte
gnupg --export, KOTOPbIMW paclUMpseTcs AONONHUTENbHbIA Habop Kknoyen moayns (M3Ha-
YanbHO MyCcTON HAbop, MCNOMb3yeMbI TOMBKO ANA MPOBEPKM NOANUCK B paCLLUMPEHHbIX aTpmubyTax
danna). MNMognucu Ha KnYvax SOMONHUTENBbHOro Habopa He NPOBEPAIOTCA.

Kaxxabl 4ONOSTHUTESbHBIN KITHOY, UCMOMb30BaHHbLIN ANA NognucbiBaHNA hannoB B pacLuu-
PeHHbIX aTpubyTax, HeobxoanMMOo ckonMpoBaTb B Katanor /etc/digsig/xattr_keys/, Hanpu-
Mep, C UCMONb30BaHMEM KOMaHAbI:
cp /<xararnor>/<damn kimoua> /etc/digsig/xattr_keys/

B katanore /etc/digsig/xattr_keys/ MOXET pacnonaraTbCa nepapxudeckasi CTpyk-
Typa OONOSMHUTESbHBIX KtoYen AN KOHTPONs LenoCcTHOCTM hannoB. B ykazaHHOW CTPYKType
OOHW AOMOSTHUTENbHbIE KMYU MOTYT ObiTb NOAMMCAHbI Ha APYrMX OONOMHUTENbBHbLIX Krtoyax. [pu
3TOM AOMNOSTHUTESbHbIE KMYM OOIMKHbI pacnonaratbCa B nogkartanorax Takum obpasom, YToobl

npu ux 3arpyske He HapyLuanach Lenovka npoBepKu Noanucen.

Mpnumep
/etc/digsig/xattr_keys/keyl.gpg - nybmuuss kimou 1
/etc/digsig/xattr_keys/key2.gpg - nyOnuuHHE Kiuou 2

/etc/digsig/xattr_keys/keyl/keyl-1.gpg ny6sIMUHEM KJIOU, [NOOMNMCAHHHE Ha KJloue

/etc/digsig/xattr_keys/keyl/keyl-2.gpg nyb6sIMUHEM KJIOU, NOOMNMCAHHHN Ha KJIoue

1

1

/etc/digsig/xattr_keys/key2/key2-1.gpg nyONUUHLE KJIOU, OONNHCAHHHIE Ha Kjloue 2
2

/etc/digsig/xattr_keys/key2/key2-2.gpg nybsIMUHEM KJIOU, [NOOMNMCAHHHN Ha KJIoue
[nsa npoBepkn NCnonb30BaHUA OOMOMHUTESbHBLIX KNHOYEn ONA KOHTPONS LEenoCTHOCTH
dannos (go nepesarpy3kn OC) MOXXHO OT UMEHU YYETHOM 3annucu agMuMHUCTpaTopa Yepes mexa-

HU3M sudo BbINONHUTb KOMaHAbI:
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cat /etc/digsig/xattr keys/keyl.gpg >> /sys/digsig/xattr_keys
cat /etc/digsig/xattr keys/key2.gpg >> /sys/digsig/xattr_ keys
cat /etc/digsig/xattr_keys/keyl/keyl-1.gpg >> /sys/digsig/xattr_keys
cat /etc/digsig/xattr keys/keyl/keyl-2.gpg >> /sys/digsig/xattr keys
cat /etc/digsig/xattr keys/key2/key2-1.gpg >> /sys/digsig/xattr keys
cat /etc/digsig/xattr keys/key2/key2-2.gpg >> /sys/digsig/xattr keys
YnpaeneHne mogyrnem digsig_verif ocywecTtBnaercs vyepes nHtepgenc sysfs ¢
ncnonb3oBaHnemM ¢ansos:
- /sys/digsig/elf_mode — NPOCMOTP 1 NEPEKIOYEHME pexmMa paboTbl Npy NpoBep-
ke Ol ncnonHsembix dannos n pasgensemblx oubnmortek opmarta ELF;
- /sys/digsig/xattr_mode — NPOCMOTP U NepeknodeHne pexunma paboTtbl Npu Npo-
Bepke 3l B pacwumpeHHbIx atpmbyTax ¢annoBon CUCTEMBI,
- /sys/digsig/keys — dpann 3arpy3ku AOMNONHUTENBHBIX KItoven ansa nposepkn Ol
ncnonHsemblx davnos popmara ELF n 3l B pacwmpeHHbix atpnbytax dC;
- /sys/digsig/ignore_gost2001 — oTkntodeHme nposepkn Al no NOCT P 34.10-
2001;
- /sys/digsig/ignore_xattr_ keys —1;
- /sys/digsig/xattr_control — CNUCOK LIABGNOHOB NMEH, UCMONMb3YEMbIX MPU NPO-
Bepke 3l B pacwmpeHHbIx atpmubytax OC;
- /sys/digsig/xattr_keys — hbann 3arpy3ku OONONHUTESNbHbIX KITOYEN, NCNosib3ye-
MbIX TONbKO Npu npoBepke Al B pacwumpeHHbix atpmbyTtax ©C.
lMpoBepka pexnmoB paboTbl BbIMOMTHAETCA KOMaHO4AMW:
cat /sys/digsig/elf_mode
cat /sys/digsig/xattr_mode
BHUMAHMUE! [Onsa otknioueHns nposepkn 3 no FOCT P 34.10-2001 HeobGXoaMMO B KOH-
durypaumoHHom hanne /etc/digsig/digsig_initramfs.conf yCTaHOBUTbL criegytouiee
3HavYeHWne napameTpa:
DIGSIG_IGNORE_GOST2001=1
BHUMAHUE! [locne BHeceHMA WN3MEHEHUWW B  KOHMUrypauuoHHbIM  hann
/etc/digsig/digsig_initramfs.conf u gnga 3arpyskum mogynem digsig_verif knwodeun
nocrnie mnx pasmMelleHuda B Katanorax /etc/digsig/keys/ u /etc/digsig/xattr_keys/
HeobXoAUMO OT MMEHU yYEeTHOW 3anncu agMUHUCTpaTopa Yepe3 MexaHU3M sudo BbIMOMHUTb
KomaHay:

sudo update-initramfs -u -k all



146

15.1.2. NoanucbiBaHMe

B moayne sagpa digsig_verif peann3oBaH MexaHW3M, MO3BOSSIOLLMIA UCNOMb30BaTb
HEeCKOJbKO KItoden npu nognuceiBaHnn dpannos popmata ELF.

Mopsagok ncrnonb3oBaHna knoden ona digsig_verif: QOMNONHUTENbHbIE KIHOYN 3aMUChI-
BalTCA B /sys/digsig/keys unu /sys/digsig/xattr_keys B nepapxmyeckom nocrnenosa-
TEeNbHOCTU Lenovek nognmcen.

Bce gononHuTenbHble KNHYU AOMKHBI ObITh NOAMMCaHbI FMaBHbLIM KITHOYOM U OpYrum
AONOSHUTENBbHBLIM KITHOYOM, NOAMUCH KOTOPOro MOXET ObITb NPoOBEpPEHa (3a UCKITHYEHMEM NEPBOro
Kntoda B katanore /sys/digsig/xattr_keys).

[ns cosgaHns gononHuTenbHbIX Kntoden ncnonb3yetrcsa GNU Privacy Guard. Moguduun-
poBaHHbIN GnuPG BbiBOAMT NOCT P 34.11-94 B cnucke AOCTYMNHbIX anroputmoB. [na nonyyeHns
cnmcka AOCTYMHbIX anropMTMOB HEOBXOAMMO BbINOMHUTE KOMaHAY:

# gpg --version

gpg (GnuPG) 1.4.18

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Home: ~/.gnupg
[lopmepXUBalOTCA CJIeOYINe aJil' OPHUTMEL
C oTKpHTEM KJnmouoM: RSA, RSA-E, RSA-S, ELG-E, DSA,
GOST_R 34.10-2001,GOST_R 34.10-2012
CummeTpuunne : 3DES, CASTS5, BLOWFISH,
AES, AES192, AES256, TWOFISH,
CAMELLIA128, CAMELLIA192, CAMELLIA256
Xom-¢$yuxuuu: MD5, SHA1l, RIPEMD160, SHA256, SHA384, SHA512,
SHA224, GOST_R34.11-2012, GOST_R34.11-94
ANropuTMel CxaTus: Besd cxarusz, ZIP, ZLIB,

BZIP2
[anee npuneengeH npunmMmep co3gaHna AonoNMHNTENbHONo Kito4a U ero Ncnosrb3oBaHUA A4

noanucbkiBanma ClO.

Mpumep
1) cosgaetca kniodeBaa napa GOST R 34.10-2001 u coxpaHsieTca B KaTtarnore
~/ .gnupg. [1na co3gaHusa kno4eson napbl HEO6XOAMMO BbINOMHUTL NPUBEOEHHYIO farnee

KOmMaHAay ¢ nocneayrowmm Bbibopom B MeHto gpg anroputma NOCT P 34.10-2001:
keys@debian:~$ gpg --full-generate-key
gpg (GnuPG) 1.4.18; Copyright (C) 2014 Free Software Foundation, Inc.

This is free software: you are free to change and redistribute it.
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There is NO WARRANTY, to the extent permitted by law.

gpg: co3paH karanor ‘/home/keys/.gnupg’

gpg: co3paH HOBHE Qain HacToek ‘/home/keys/.gnupg/gpg.conf’

gpg: BHUMAHUE: mapameTpe B ‘/home/keys/.gnupg/gpg.conf’ eme He akTUBHH npu /
3TOM 3alycke

gpg: cos3paHa Tabmnuua kimouen ‘/home/keys/.gnupg/secring.gpg’

gpg: cos3pmaHa Tabmuua kimoued ‘/home/keys/.gnupg/pubring.gpg’

BuibepuTe THUI KJIOUaA :

(1) RSA um RSA (IO YyMOJIUAHUIO)

(2) DSA u Elgamal

(3) DSA (TOJNIBKO OJIS MOOIIMCH)

(4) RSA (TOJNILKO OJIS TMOOIIMCH)

(10) GOST R 34.10-2001 (TombKO LNy HOOIMCH) yCTapeBIUHN

(12) GOST R 34.10-2012 (TOombKO nOJiss MOLMIUCH)

Bam Bmb6op? 12

GOST keypair will have 256 bits.

BubopuTe CpOK LOEeHCTBUS KJIoua.

0 = 6e3 orpaHWUeHHs CpoKa OeHCTBHS

<n> = CpOK HOeHCTBUS - N OHEH

<n>wW = CpPOK HOEeHCTBUS — N HeOesb

<n>m

CPOK HOeHCTBUSA - N MECHLEB

<n>y CpPOK HOEeHNCTBUA — N JIeT
Cpox gmemcTBus kmoua? (0) O
CpOK OEeNCTBHUSA KJIoua HE Or'PaHUUEH

Bce Bepuo? (y/N) y

Ina upeHTudukanuu Bamero ximoua Heobxomum ID momnb3oBaTensd. [Iporpamuma cospjact /
ero
u3 Bamero MMeHH, KOMMEHTapusa U ajpeca D3JIEKTPOHHOM IIOUTH B BHUOE:

"Baba Yaga (pensioner) <yaga@deepforest.ru>"

Bame HacTosimee uMmsa: Test GOST R 34.10-2012 Secondary Key
AOpec BJIeKTPOHHON mNouThH: test@gost.secondary.key
KoummeHTapun:

Bu BHbpanu crenywomuii ID MoIb30BaTEIS:

"Test GOST R 34.10-2001 Secondary Key <test@gost.secondary.key>"
CmenuTt (N)HUms, (C)KommeHTapuy, (E)agpec unu (O)Ipuuars/ (Q)Buxom? O
719 3amuTH 3aKPHTOr'O KJloua HeobXoOuMm Iapoiib.

BeeguTe napoinb: [IAPOJIB

[loBTOpHTe napoinb: I[IAPOJIb
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2) 3KCnopT Kritoya B doann OCyLLEeCTBNAETCA KOMaHAOoM:
keys@debian:$ gpg --export "Test GOST R 34.10-2012 Secondary Key
<test@gost.secondary.key>" > /tmp/secondary_gost_key.gpg

3) knto4 nonb3oBaTenst MOXET OblTb 3aBEPEH C MCMONb30BaHNEM KOMaHA:
gpg --import /tmp/secondary_gost_key.gpg

gpg --sign-key "Test GOST R 34.10-2012 Secondary Key

<test@gost.secondary.key>"

gpg --export "Test GOST R 34.10-2001 Secondary Key
<test@gost.secondary.key>" > /tmp/secondary_gost_key signed.gpg

4) nonb3oBaTtesfb NOANUCLIBAET Ha AAaHHOM KItoye HekoTopbin hanmn dpopmata ELF ¢
NCNONb30BaHNEM YTUNNTLI bsign (N0 YMOMYaHUIO NOANUCL BHEAPSIETCA B TOM YMCIE U B

paclwmpeHHble aTpubyTbl dhanna):
keys@debian:~$ bsign --sign test_elf

5) nonb3oBatenb NOANUCLIBAET YTUNNTOM bsign HA JAHHOM KIHOYe NPOU3BOSbHbLIN ddans

C BHeApeHNeM NoAnncK TONbKO B pacLUMPEHHbIE aTpUbyThI:
keys@debian:~$ bsign --sign --xattr test_elf

[ononHuTenbHas Hopmaumsa npveeaeHa B cnpasBke No yTunute bsign;

6) ons npoBepku npasunbHocTn Al dhanna gpopmara ELF ncnonesdyerca ytunuta bsign:
keys@debian:~$ bsign -w test_elf

7) AONOMHUTENbHbIV KoY NOMb30BaTenNs, NOANMCaHHbINA Ha rMaBHOM KIlHYe, KONMMpyeTcs

B katanor /etc/digsig/ (cm.[15.1.1));

8) nognucaHHbIn hann oopmata ELF MOXeT BbINOMHATLCSA:
keys@debian:~$ ./test_elf

hello world!

keys@debian:~$

15.2. Pexxnm Knocka

15.2.1. O6wWwme cBegeHus

Pexum Knocka crny>xut ans orpaHu4eHns npas nosib3oBarenen B cucteme. [ns ncnonb-
30BaHMs PYHKUMOHASbHbLIX BO3MOXHOCTEN OAHHOIO pexmma HeobxooMmOo YCTaHOBUTb NakeT
parsec-cups.

CTteneHb 3TNX OrpaHMYeHn NpaB Nonb3oBaTernen 3agaeTca Mackon kmocka. Ee gencrene
aHanorM4yHo OEencTBUO Mackm umask C TEM OTNIMYMEM, YTO €CnNM umask HaknagbliBaeTcsa npu
co3gaHum HoBbIX 06bekToB PC, TO Macka KMocka HaknaablBaeTcsa Ha npasa 4oCcTyna K hanny
npu Nobon nonbITKe Nonb3oBaTens Noy4YnMTb AOCTY.

Macka knocka 3agaetcs B KOHUrypaumMoHHOM (panne /etc/parsec/kiosk_mask un

No ymosnyaHuto paBHa 0000 (pexum Knocka BblkntodeH). Mpu macke, pasHon 0000, noBegeHue
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CUCTEMBI HE U3MEHSETCH N Ha NpaBa 4OCTyrna nonb3oBaTerisd He HaKnaabliBatoTCA OrpaHNYeHns.
Ecnn macka paBHa, Hanpumep, 0003, To AnA nonb3oBaTtens 6rokMpyeTcs 4OCTYN NO 3an1Mcu u
WCMOSTHEHMIO KO BCEM hannam, He npuHaanexawmm emy, nnbo rpynne, B KOTOPYH OH BXOAMWT.
MonyunTb Tekywlyro MacKy KuUOCKa MOXHO, npoyuTaB coaepxumoe danna
/parsecfs/mode_mask. Macka Kuocka NpPUMEHSIETCS TONMbKO K OObl4HbIM dharinam. K
KaTarnoram, COKeTaM U T. 4. Macka He NpuMeHseTcs.
B pexume knocka (Macka no ymornyaHuio) nonb3oBaTterb He UMeeT BO3MOXXHOCTU 3any-

CTUTb HN OOHY CUCTEMHYIO nNporpamMmmy, T. K. 3Th nencTemsa 3aMacCKnpoBaHbl.

15.2.2. mkiosk

KomaHoa mkiosk nossonsieT 3agaBaTb nNpaBa JOCTyMNa Morb3oBaTesisi K KOHKPETHbIM
Gannam. OTu npaBa JOCTyna He NoABepXXeHbl 4eNCTBUI0 Macku 1 peanu3oBaHbl B Buge ACL Ha
crneumanbHble BUpTyasnbHble hannbl PC parsec, ABNAOLWMECS CCbIFIKAMU Ha pearibHble hansbl.
Mocne nepesarpy3ku Bce ycTaHoBneHHble ACL ByayT yTepsiHbl.

Mpwn 3agaHum npaB gocTtyna K anny ykasbiBaeTcs abContoTHbIN NyTb K 4aHHOMY dhanny
n Habop NpaB goctyna k Hemy. Hanpumep, npaBa TONbKo Ha YTeHue ans cdanna /etc/hosts
3agarTca B BUAE:

/etc/hosts r--

Mpun aTOM NyTb K hanny un Habop npas nepegarnTca mkiosk Kak eaAMHbIN NapaMeTp U 3aknoyaeTcs
B KaBblYKW, Hanpmvep:

mkiosk -u ttt "/etc/hosts r--"

Tak kak 3agaBaTb BCe npaBa A40CTyna B KOMaHOHOW CTpoke Obino Obl KpanHe HeyaobHo,
cyuwecTtByeT cuctema npodunen. lNpodunb — 310 darn ¢ rotoBbiIM Habopom npas gocTyna
Ans 3anycka nporpammbl. Hanpumep, npodune gnga 3anycka bash, npodunb Ansa 3anycka 1s
n T. 4. Npodunun xpaHatca B kKatanore /etc/parsec/kiosk-profiles. [1na 3agaHua npas
AOoCTyna nyTem Ucnonb3oBaHnsa npoduns Heobxoanmo B KOMaHAHOW CTPOKE NPU BbIMOMHEHUM
KomaHAbl mkiosk BMeCTo npaB gocTyna K panny ykasatb npodpunb. KomaHaa mkiosk oTnuyaer
3agaHne (pannos OT 3adaHusa Npouns No HanNU4nK NepBoro cumeona / B MeHn canna —
nMeHa npodunen 3agatTca 6e3 ykazaHns abCoNOTHOrO NyTU K HAM.

Mpodunb MOXeT cogepxaTb B cebe npaBa goctyna Ha 6ornee crnoxHble OENCTBUS,
4YyeM 3anyck ogHow nporpammbl. CyllecTByeT Takke npousie ¢ UMeHeM default, KOTOPLIN
NCNonb3yeTcsl aBTOMAaTUYECKN NpU Kaxxaom 3anycke mkiosk. B HemM cogepxartca Heobxogmmble
BCerga npasa 4OCTyna, Hanpumep, NpaBo Ha UCMOMNb30BaHNE AMHAMUYECKON KOMMOHOBKM.

[Onsa cosgaHusa npodunen MOXHO UCMNoNb3oBaTb KOMaHAy otrace B COOTBETCTBUU C
onucaxuem B[15.2.3

[nsa aBTomMaTtM3auum npouecca ycTaHOBKM NpaB AOCTyna ANs KaX4oro nonb3oBartens

cyLlecTByeT KOHUrypauMOHHbIN dhann, XpaHAwWwnnca B katanore /etc/parsec/kiosk u co-
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aepxawmn Bce Heobxoaumble npasa goctyna. o cyTn 310 Takon e npodunb, Kak 1 B cnyyae

npodunen NnporpamMmm, HO OTHOCALLMIMACSA K KOHKPETHOMY Morb3oBaTento. ATOT dpani MOXET COo-

OepXaTb KaK ABHOE 3aaHue rnpae OCTYyNna K KOHKPETHbIM cbaﬁnaM, TaK N CCbIJTIKN Ha I'IpOd)VIJ'II/I

nporpamm. [pn Bxoae nornb3oBaTesis B CUCTEMY NpaBa A0CTyna 13 KOHuUrypaumoHHoro dgpanna

BynyTt

YCTaHOBIEHbI aBTOMaTU4eCKM Npun nomom crneuunansHoro PAM-moayns.

MapameTpbl KOMaHAbl mkiosk NpvBeaeHbl B Tabnuue

Tabnuua 54
MapameTp Onuncanuve
-h, --help BbiBECTU CnpaBKy M BbIATH
-u , --user= YcTaHoBUTbL NpaBa 4OoCTyna Ans NOofb3oBaTens

He ncnonb3oBaTtb I'Iqu)I/IJ'Ib YKa3aHHOro nonb3oBatend AnAa yCTaHOBKU

-w, —--without-profile| npaB goctyna. byayT ncnonb3oBaHbl TONBLKO NpaBa AoOCTyna n3 KOMaH4HON
CTPOKU
YKkasaTb Macky kuocka. lNpaBa goctyna Ha dansnbl Ans nonb3oBaTens
o mask OyayT ycTaHaBnNuBaTbCA TOMBbKO B TOM Criydae, Korga Heobxogumble 6uThbl
! MacKupyloTcs ykaszaHHOW mackow. Mo ymonyaHuio ncrnonb3yeTcs TekyLas
Macka Kuocka n3 pavna /parsecfs/mode_mask
Mpumepbl:

1. YctaHoBUTL NpaBa JocCTyna Ans nonb3oBaTens ttt, B3ATble U3 ero npodguns
/etc/parsec/kiosk/ttt:

mkiosk -u ttt

2. YctaHOBUTb MpaBa Ha YTeHue panna /etc/passwd Anga nonsb3osatens ttt. Mpwu
3TOM He yuuTbIiBaTb Npodunb nonb3oBartens. [Npegnonaraercd, YTO CUCTEMHAst Macka
knocka paBHa 0003 1, COOTBETCTBEHHO, 3aMacKMpoOBaHbl NpaBa Ha 3anucb U BbiNONMHEHNE
dannos:

mkiosk -u ttt --mask=3 --without-profile "/etc/passwd r--"

15.2.3. otrace

KomaHaa otrace npegHasHadeHa AN NPOTOKONMPOBaHUA (TPacCUpOBKN) MPOLIECCOB

OTHOCUTENIbHO CUCTEMHbIX BbI3OBOB open () U execve().

CuHTakcuc:

otrace [-h, —--help] [-s, —--silent] [-0, —--output=] [-k, —--kiosk-dir=]

[_

p, --pid=] [-u, --user=] [-t, --trace] [-a, --audit-trace]

[-m, --merge] [-f, --trace-failed] [-e, --mask=] [command]

KomaHaa otrace mcnonb3yeTcs B MpoLEcCe KOHpUIypupoBaHUS pexmma Kuocka U

CNY>XUT AN aBToMaTn3aumm cosgaHunsa npodunen npae goctyna.

MpumevaHune. Ecnm B OC ycTaHoBrneH nakeT parsec-kiosk2, T0 npouenypa Tpac-
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CUPOBKU MpPOoLIECCOB OCYLLECTBINAETCA B COOTBETCTBMN C ONMcaHnem, npmBeaeHHbIM B @

B pexume knocka (CTaHOapTHbIE HACTPOMKK) NoNb3oBaTento 3anpeLleHbl 3annucb 1 Bbl-
NnoriHeEHne ¢)a17|n03, He rNnpuHagneXxawmnx emy, nnoéo rpynne, B KOTOPYHO OH BXOOUT. YTo6bl Nonb3o-
BaTernb UMernt BO3MOXHOCTb BONTU B cucremy, HGO6XO£I,VIMO ABHO yKa3aTb MnpaBa AoCTyna KO BCEM
dannam, nNpssMo N KOCBEHHO Y4acTBYHOLLUM Mpu 3Ton onepauunun. lNpaBa gocTtyna K dpannam
3agatoTca ¢ nomoLbro yctaHoBku ACL Ha cneunansHble dannbl-ceblinkm B PC parsec. [pn aTom
npaBa OocCTyrna Ha pealibHble C*)aIZJ'IbI HE U3MEHAIOTCA. I'Ipvl nepes3arpys3ke CuCtemMbl BCe ACL Ha
cneumanbHble dansnbl-CCbifikn ByayT yTEePSIHbI.

Utobbl obnerunTb 3agjady  YCTAHOBKM  Nofib3oBaTensiM npaB  [OCTyna, Wc-
nonb3yTca npodunu npaB goctyna. CuctemHble npodunm XpaHsatca B KaTanore
/etc/parsec/kiosk-profiles. [anee npueBedeH npumep npodusns, MNO3BONAKOLLNIA
3anycTuTb KOMaHay ls:

/bin/ls r-x

/etc/group r--

/etc/1ld.so.cache r--
/etc/ld.so.preload r—-
/etc/localtime r--
/etc/nsswitch.conf r--

/etc/passwd r--
/etc/selinux/config r—-
/lib/libacl.so.l r--
/lib/libattr.so.l r—-
/1lib/libc.so.6 r—-

/1lib/libdl.s0.2 r--
/1lib/libnsl.so.l r—-
/lib/libnss_compat.so.2 r--
/lib/libnss_files.so0.2 r--
/lib/libnss nis.so0.2 r—-
/lib/libpthread.so.0 r—-
/1lib/librt.so.l r--
/lib/libselinux.so.l r—-
/proc/mounts r--
/usr/lib/gconv/gconv-modules.cache r--
/usr/lib/gconv/KOI8-R.so r—-
/usr/lib/locale/locale-archive r--
/usr/share/locale/locale.alias r--
/usr/share/locale/ru/LC_MESSAGES/coreutils.mo r--

/usr/share/locale/ru/LC_TIME/coreutils.mo r--
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/usr/share/locale/ru_RU/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru_RU/LC_TIME/coreutils.mo r—-
/usr/share/locale/ru_RU.utf8/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru_RU.UTF-8/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru RU.utf8/LC_TIME/coreutils.mo r--
/usr/share/locale/ru RU.UTF-8/LC_TIME/coreutils.mo r—--
/usr/share/locale/ru.utf8/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru.UTF-8/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru.utf8/LC_TIME/coreutils.mo r-—-
/usr/share/locale/ru.UTF-8/LC_TIME/coreutils.mo r--

Ona npuMeHeHust Npouns K KOHKPETHOMY MOSb30BaTEeN0 UCMOMb3yeTcss KoMaHaa
mkiosk (cm.[15.2.2).

Ecnn npocmnb cnyxuT anga 3anycka nporpaMmmbl, OH AOMMKEH CoAepXaTb Npaea 4ocTyna
He TONbKO K UCMONHAEMOMY danry, HO U KO BCEM MUCMONb3yeMbliM Gubnunotekam n dannam,
KOTOpble OTKpbIBAET NporpaMmma B npoLecce ucnonHeHnd. Takke Heobxogmmbl npaBa gocTyna
Ha ANHAMMYECKMA KOMMOHOBLLMK, KOTOPbIE HE NonagyT aBTOMaTUYECKM B NPOunb, CO3AaHHbIN
koMaHgoi otrace (cm.[15.2.2).

Mpodhunu moryT onuceiBaTh NpaBa gocTyna Ans 6onee CnoXxHbIX 3agadv, Yem 3anyck og-
HOW nporpaMmmebl. YTo6bl 06nerynTe agMMHUCTPUPOBAHNE, MOXHO MCMONb30BaTh NPOUNIN BHYTPH
apyrnx npodunen. Ecnun BHYTpU Npoduns BCTpeyaeTcss CTpoKa C UMeHeM Apyroro npouns, 1o
COAEPXKUMOE YKa3aHHOro Npoduns NONHOCTLI 06beanHAETCA C COAEPXKUMbIM TEKYLLIEro nNpodu-
na. O6beanHeHne npodunen ocyLecTBngeTcs pekypcuBHO. Ecnn cTtpoka B danne npoduns
Ha4yMHaeTCs He C cMMBOSa /, TO OHa paccMmaTpuBaeTcd Kak umsi npocpuns. Komanga otrace
Takke 3aHumaeTcs obbeanHeHnem npodunen (CM. onuui —--merge).

HakoHel, cywecTByoT Npodumnun, OTHOCALWMECS K OTAENbHbIM nornb3oBaTteniaMm. OHKU xpa-
HATCSA B KaTanore /etc/parsec/kiosk 1 3anonHSOTCA BPYYHYHO HA OCHOBE FOTOBLIX Npodunen
nNMBO cTaHOapTHbIX CTPOK, ONUCLIBAKOLWMX NMpaBa OOCTyna K KOHKpeTHoMy doanny. Npu Bknto-
YEHHOM peXxume Knocka npocunm nonb3oBaTenen aBToMaTn4eCKkn NPUMEHSIKOTCA NpU BXoae
nonb3oBaTend B cuctTeMy. 3TO peanm3oBaHo npu nomowm cneunansHoro PAM-moayns n komaHabl
mkiosk (cm.[15.2.2).

KomaHga otrace MOXET MCNONb30BaThb ABa PasfMyHbIX MeEXaHM3Ma asis NPOTOKONMpoBa-
HUA npoueccos. [NepBbI — 3TO NporpamMmma strace (onumsa --trace). Bropon — nogcucrema
ayguta PARSEC (onuusa —--audit-trace). lporpamMmma strace MMEET HEKOTOPbIE OrpaHNYEHSs
No UCNONb30BaHMIO, MO3TOMY MPUMEHSATL MEXaHU3M ——trace CriefyeT TONbKO AN NPOTOKONNPO-
BaHWA NpocTbiX, He SUID-nporpamm.

B pexvnme —-trace Uenb NPOTOKONMPOBAHNS MOXET ObiTb 3a4aHa IMbGo B KOMaHAHOM
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CTpPOKEe KOMaHAbl otrace B Ka4ecTBe NapamMmeTpa (Toraa ykasaHHas nporpamma byget 3anylieHa),
nmbo moxet 6bITb 3agaH PID yxe cyulecTBytowero npouecca (onums —-pid).

B pexnme —-audit-trace uenb NPOTOKONMPOBaHUS 3a4aeTcs Takke, Kak U B pexume
--trace. Ho KpoMe onncaHHbIX, eCTb eLle AOMNOMHUTENbHbLIA CNOoCcob 3adaHus Leny NpoTOKONu-
poBaHus — napameTp --user. [1pn 9TOM BCEM CyLLECTBYIOLLMM NpoLeccam, NpuHagnexatimm
ykazaHHOMy nonb3oBaTento, 6yayT BbiCTaBneHbl cooTBeTCTBYOWME dnarm ayauTta (cm. [5.1.6).
Taknm obpasom, ByayT NpoTOKONMPOBAaTLCS BCe AENCTBUS Nonb3oBaTtend. Pexxum noneseH, Ko-
raa HeobxoaMmo cos3gaTb NpPodunb, paspeLuatollnin NoNb30BaTENIO BbIMNOMHATL Lenbin Habop
CMNOXHbIX 4ENCTBUIN U NPOTOKONUPOBATb KaXaylo nporpaMMy B OTAENbHOCTU 3aTPYAHUTENBHO.

Ecnn ncnonbsyetca pexum --audit-trace, TO B CUCTEME HE LOOMKHO ObITb CTOPOH-
HUX MPOLECCOB, Ha KOTOPbIX YCTaHOBMEHbI hnaru ayauTa. MIHade B npodunb MOXeT nonacTb
NMHpopMaums, NOPOXAEHHAss CTOPOHHUMU NpoLieccamMun. B pexxrme NpoOTOKONMPOBaHUS BCEX NPO-
LleCCOB YKa3aHHOro nosb3oBaTens JOCTaTO4YHO, YTOObl B cucteme He Obino Apyrnx npoLeccoB C
yCTaHOBMNEHHbIMU briaramMmun ayamta 1 npuHagnexawmnx aToMmy nosib3oBarento.

KomaHaa otrace no ymonyaHuio 3anucbiBaeT B Npodusib MHOPMaLMIO TOMNBKO O Tex
AencTBmax npouecca (open (), execve () ), kKoTopble npowwnn ycnewHo. OgHako ans 6onbLuen
YHMBEPCANbHOCTM MOXHO MCMONb30BaTh ONuUMo —-trace-failed, KOTOpas NO3BONUT 3anncaTtb
B Npounb Takke MHPOPMaLMIO U O HeyAa4yHbIX NOMbITKax. OTO NOSIe3HO, Hanpumep, ecrnu
npoLecc NbITaeTCca OTKPbIBaTb KOHPUrypaunoHHble ansnbl. B MOMEHT NpoToKonupoBaHus gann
MOXET He CyLlecTBOBaTb, HO BMOCMNEACTBMM OH MOXET MOSIBUTLCS.

MapameTpbl kOMaHAbl otrace npvBeAeHsl B Tabnuue [55]

Tabnunua 55
MapameTp OnucaHue
-h, --help BbiBECTU CnpaBKy U BbIATH
-s, --silent He BbIBOANTL MHOPMAaLIMOHHbIE COOBLLEHUS
3anncaTtb pesynbraTbl NPOTOKONMPOBAHUS B YKa3aHHbIn dhann. Mo ymonya-
-o , —-output=
HUO — stdout
K Kiosk—dir— YkasaTb NyTb K Katanory ¢ npopunammn Kmocka. Micnonb3yetca B onepauum
! —-—. Mo ymonyaHuio — /etc/parsec/kiosk-profiles
id= TpaccupoBaTtb NPoLECC C YKa3aHHbIM MOEHTUMPUKATOPOM, a Takke BCe MNo-
P P pPOXAEHHbIE UM MPOLECCHI
a user— YKkasaTb nma nonb3osarens. Vcnonb3yercs COBMECTHO ¢ —-audit-trace
! UNn —--merge
e trace Mcnonb3oBaTb N9 NPOTOKONMPOBaHMA NPOLIECCOB KOMaHAy strace. He
! MOXET ObITb NCMOMb30BaHa COBMECTHO C ——audit-trace
_ Mcnonb3oBaTb NS NPOTOKONUPOBaHUS MNPOLECCOB noacucTemMy ayguta
-a, —--audit-trace
PARSEC. He MOXeT GbITb NCMNOfb30BaHa COBMECTHO C ——trace
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OkoH4yaHue mabnuubl 55

MapameTp OnucaHue

-m,

--merge ryT ObiTb yKkasaHbl B $SIBHOM Buae, B Buge npodwunen, B Buae

O6bemHAaTb BCe npaBa [[OCTyna, YyKasaHHble Kakum-nnbo cnocobom
B edWHblA MOTOK C YHMKanbHbIMK 3anucamu. [paBa pgoctyna Mo-

npocuns nonb3oBatens M NPoguns, MCNonb3yemMoro no YMonYaHuto
(/etc/parsec/kiosk-profiles/default)

_f,

--trace-failed | cTyna Kk 3aTum parinam GyayT 3afaHbl CornacHo napameTpam, ¢ KOTOpbIMU

YuntbiBaTb HeyfadHble NOMnbITKM Bbi30Ba open () U execve (). MNpaBa go-

npouecc nNbiTaeTcd NnonyyYnTb 4OCTYN K HUM

—-e ’

YKkaszaTb MacKy Knocka. 1o nossonsier obpabaTtbiBaTe AaHHbIE COrMAcHO
--mask= 3TOW Macke M y4uTbIBaThb TOMbKO Te hannbl, NpaBa 4OCTyna K KOTopbiM ByayT
OEencTBUTENbHO 3amackmpoBaHsbl. 1o ymonyaHuio Macka pasHa 7

Mpumepbl:

1. 3anyctntb n NpoTokonMpoBaTth Npouecc 1s / ¢ MOMOLLbI KOMaHabl strace. 3anu-
caTtb pesynetar B pann /tmp/ls_trace

otrace --trace -o /tmp/ls_trace 1ls /

2. TpaccupoBsaTb 3anyLleHHble NpoLecchl Nonb3oBaTensa ttt 1 BCe BHOBb NOPOXAEHHbIE
MMM Npouecchkl ¢ nomoLbio nogenctemol ayanta PARSEC. OTtcnexuBaTtb Takke UHGOp-
MaLuMIo O HeyadHbIX NONbITKaxX OTKPbITUS dpansioB N 3anycka npoueccos. PesynsraTbl
NPOTOKOSIMPOBAHNA BbIBECTU B stdout

otrace --audit-trace -u ttt -f

3. O6beanHnTL cogepxmnmoe npodunga nonb3oBatena ttt, NPoduns ¢ UMeHeM 1s n3
KaTanora /etc/parsec/kiosk-profiles n gobaBuTb NpaBa Ha YTEHME U BbIMOSIHE-
HWe pavina /usr/bin/example. [lpegnonaraTb, YTO CUCTEMHASA MacKa KMOCKa paBHa 3
N, COOTBETCTBEHHO, Y4NTbIBATb TOMbKO Te dhannbl, A4NS KOTOPbIX Npasa 4oCTyna OOMKHbI
BKNIOYaTb NpaBa Ha 3anucb Unn BbINOSTHEHNE

otrace --merge --mask=3 -u ttt ls "/usr/bin/example r-x"

15.2.4. fly-admin-kiosk

Kpome cpencTts onsd pa6OTbI B pexnve KoMaHgHoOM CTPOKMK, B pacnopaxeHnmn agMnMHUCTpa-

TOopa nmeetcs rpacduyeckas ytmnuta fly-admin-kiosk, KoTopasi MOXeET ObITb UCMONb30BaHa

ANsi HACTPOWMKN N yNpaBneHnsi PEXXMMOM KMocCKa.

OnucaHue yTunnTbl NPUBEAEHO B 3NEKTPOHHON CripaBKe.
BHUMAHUE! Ecnm B OC ycraHoBneH nakeT parsec-kiosk2, TO yTunura

fly-admin-kiosk CnyuT ansg ynpasneHusi Tonbko pexmnmom Kuock-2 (cm. [15.3). B atom
cny4vae paborta fly-admin-kiosk onucaHa B(15.3.4|

BHUMAHMUE! NMepen vcnonb3oBaHUeM yTUNUTbI HEOBXOANMO caenaTb Pe3epBHYHO KOMUIO

BCEX CUCTEMHbIX Npodunen, Haxoaswmxca B Katanore /etc/parsec/kiosk-profiles, u
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cuctemHoro npodunsa £1ly-dm B Katanore /etc/parsec/kiosk. CucrteMHole npodpunu, ycra-
HaBMMBaeMbIE MO YMOSTYaHUIO, HAXOOATCA B NakeTe parsec-kiosk.

MepemecTuUTb CUCTEMHBIN Npodhunb £1y-dm U3 KaTanora /etc/parsec/kiosk B KaTa-
nor /etc/parsec/kiosk-profiles, BbINOSHUB KOMaHAY:
mv /etc/parsec/kiosk/fly-dm /etc/parsec/kiosk-profiles/fly-dm

Cospatb nonb3oBartenbckmin Npodunb £1ly-dm B Katanore /etc/parsec/kiosk, Bbl-
NOSTHMB KOMaHay:
echo fly-dm > /etc/parsec/kiosk/fly-dm

OTtpepaktnpoBaTtb cogepxumoe danna /etc/parsec/kiosk-profiles/default,
3aKMNOYMB B KaBblYKM MMeHa hannos:
"/1ib64/1d-1inux-x86-64.s0.2" r-x
"/1lib/x86_64-linux-gnu/ld-1linux-x86-64.s0.2" r-x

[anee MoxHO ncnonb3oBatb yTMNuTy fly-admin-kiosk.

15.2.5. HacTtpouka pexxuma KMocka ans nonb3oBaTensi

[nsa paspelweHus Bxoga nosib3oBaTenst B peXuMme TEeKCTOBbIN KOHCONM Heobxoammo,
MCnonb3ys MexaHuM3sMm sudo, OT MMEeHM Nonb3oBaTend root cosgatb hann npodunsa ans
nonb3oBaTeNns uMs_rnonb3oBaTerniss B Katanore /etc/parsec/kiosk n gobasutb B hann
VMMsI_IIOJIb30BaTe A NepeyeHb npodunen, HeobxoanmbIX Ans paspeLlleHns Bxoga nonb3oBare-
N4, BbIMNOMHMB KOMaHAb!:
echo default > /etc/parsec/kiosk/umsa_nomnbzoBarens
echo bash >> /etc/parsec/kiosk/uma_nomnbzoBaTerns

[na nobaBneHns paspelueHHbIX And nonb3oBaTtens KoMmaHa Heob6xoanmo:

1) BOMTWN B CUCTEMY OT MMEHW YYETHOM 3arnmcu Nonb3oBaTens Ha OgHOW KOHCOMNU (Hanpwu-

mep, ttyl);

2) BOWTU B CUCTEMY OT MMEHWU YYETHOW 3anucu agMuUHUCTpaTopa Ha OPYron KOHCOMu

(Hanpumep, tty2). Micnonb3ysa KoMaHgy sudo -s, NEPEKSYUTLCA B CECCUI0 Cyneprnosb-

3oBaTenis root M 3anycTUTb NPOTOKONIMPOBAHWE AENCTBUIN MOMb30BaTens, BbIMNOMHMB

KOMaHAy:

otrace -a -o /etc/parsec/kiosk-profile/uoBui_Qann_mnpodunsa -f —-mask=3

—Uu HMsA_IIOJIBE30OBaATeEIIA

3) poxaaTbCa nepesanycka cepsuca parlogd;

4) nepenTn Ha KOHCOIb MOb30BaTess U BbINOMHUTL BCE KOMaHAbl, KOTOPbIE AOMKHbI

ObITb paspeLleHbl JaHHOMY MOMb30BaTento;

5) 3aBeplNTb CeaHC Nonb3oBaTens;

6) B KOHCOMM Nonb30oBaTenss root OCTAHOBUTb MPOTOKONMPOBAHWE, HaXaB KnaBuLLy

<Enter>;

7) NOOKITYUTL NOMYYEHHbIN HOBLIN NPOMUIIb K MNOMb30BaTEr0, BbIMOMHUB KOMaHAY:
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echo moBmii_ Qaun _npoduna >> /etc/parsec/kiosk/umsa_nonb3oBaTerss

8) B KOHCONW NOMNb30BaTeNsi root BKMAYUTL PEXUM KMOCKa 1 nepesarpy3utb OC, BbInon-

HUB KOMaHAbl:

echo 0003 > /etc/parsec/kiosk_mask

reboot

ﬂ,J'IFI pa3peleHna BXxoga nosjib3oBaTesid B FpaCbVI‘-IeCKOM pexunmve HeO6XO,EI,I/IMOZ

1) npoBepuTb Hanuume npodunsa £ly-dm B panne /etc/parsec/kiosk/fly-dm;

2) nogkni4nTb Npodunb £1y K NPOdUII0 NONb30BaTENS UMSA_IOTIL30BaTE 1A, BbINOM-

HUB OT MMEHU Nosnb3oBaTend root KoOMaHAy:

echo fly >> /etc/parsec/kiosk/umsa_nomnb3oBaTerss

[nsa cosganusa npoduns £1y Heobxoanmo:

1) BOWTU B CUCTEMY B PEXMME TEKCTOBOW KOHCOMNWN OT MMEHU agMUHMUCTpATopa, UCMOoNb3ys

KOMaHay sudo -s, MEepPEKItOYNTLCA B CECCUID Cyneprnornb3oBaTend root N OCTAaHOBUTb

paboTy £1y-dm, BbINOSIHMB KOMaHAY:

service fly-dm stop

2) npoBepuUTb HanM4yme NorMYyeckom CCbifikn /usr/bin/x-session-manager, BbIMoOs-

HMB KOMaHAOY:

ls -1 /usr/bin/x-session-manager

3) yganuTb yKasaHHY JIOMTMYECKYIO CCbINIKY U co3aaTb ApPYryt ¢ cydpdUKCOM .orig,

BbINOJIHNB KOMaHAbI:

rm /usr/bin/x-session-manager

ln -s /etc/alternatives/x-session-manager
/usr/bin/x-session-manager.orig

4) cospaTb TEKCTOBbIM (hann /usr/bin/x-session-manager CO CreaylLmMM coaep-

KUMbIM:

#!/bin/bash

/usr/sbin/otrace -t -f -o /test/fly --mask=3
/usr/bin/x-session-manager.orig $@ &

sleep 20

/usr/bin/fly-wmfunc FLYWM EXIT

5) “3MeHnUTb NpaBa Ha CO3[aHHbIN (hann, BbINOSIHMB KOMaHAY:

chmod 777 /usr/bin/x-session-manager

6) YCTaHOBUTb NAKET strace, BbINOJIHUB KOMaHAY:

apt-get install starce

7) cos3paTtb Katanor /test ¢ npaBamu 777, BbINOMHMB KOMaHAY:

mkdir -m 777 /test

8) 3anyctuTb £1ly-dm, BbINOMHUB KOMaHAY:

service fly-dm start
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9) BbINOMHUTL BXOA NONb30oBaTens B rpaduyeckom pexunme n nogoxaats 20 ¢ 4o aBTOMa-
TMYECKOro 3aBepLUEHMST Ceccum nonb3oBaTtenst (MOXHO OTKPbITb CTApTOBYIO MEHIO-NaHemNb
Fly, TepmuHan fly-term);

10) B ceccum cyneprnonb3oBaTend root NPoOBepUTbL Hanuume npoduns £1ly B katanore
/test, BbINOMHMB KOMaHAY:

1ls -1 /test/fly

11) yoanutb pann /usr/bin/x-session-manager, BbIMOMHUB KOMaHAY:

rm /usr/bin/x-session-manager

12) cospaTb JIOrMYECKYHo CCbIfIKy /usr/bin/x-session-manager, BbINOSIHUB KOMaH-
ay:

ln -s /etc/alternatives/x-session-manager /usr/bin/x-session-manager

13) OTKpPbITb NOMyYeHHbIN Npodunb /test/f1y B TEKCTOBOM pefakTope, yaanuTb CTPOKK
BMOA ... resumed ..., CTPOKM ANA /proc U CTPOKU, cogepxalume nyTu, Ha4nHaroLm-
ecac./;

14) nepeHecTn Npodurb B Katanor npodusen, BoiMOSTHUB KOMaHAY:

cp /test/fly /etc/parsec/kiosk-profiles/fly

15) nogkntoumTb Npodunb £1ly K Npoduno Nonb3oBaTens, BbIMOMHNB KOMaHAY:

echo fly >> /etc/parsec/kiosk/umsa_nomnbzoBaTerns

16) BKMOUYUTBL PEXMM KMocka n nepesarpy3ntbs OC, BbINOSIHMB KOMaHAbI:

echo 0003 > /etc/parsec/kiosk_mask

reboot

17) BbLINONHUTBL B rPAadPUHYECKOM PEXMME BXOL B CUCTEMY OT MMEHM MNOMb30BaTENS;

18) ecnu ceccus He OTKpbIBAETCH, TO MPOBEPUTL B KOHCOMNMW NOMb30BaTeNs root coaepXu-
Moe panna /home/ums_mnonb3oBaTerns/ .xsession-errors, cogepXxawero dannel,
npaBa Ha KOTOpble He BbICTaBMNeHbI B Npodune fly, n o6aBuTb paspeLlleHne Bpy4Hyto.
Mpumep cTpokn u3 cparna /home/umsa_nonb3oBaTesnsi/ .Xxsession-errors:
/etc/X11/fly-dm/Xsession : line 55 /bin/df: oTkazaHo B mocTyle

Mpumep gobaeneHnsa ctpokn B npocunb fly:

echo '"/bin/df" r-x’ >> /etc/parsec/kiosk-profiles/fly

19) nocne n3aMeHeHUn NPUMMEeHUTb NPOMUIIbL K NOMb30BaTENO, BbINOMHUB KOMaHAY:
mkiosk -u user

20) npu Hanuuuu B (panne /home/umsi_nonb3oBaTesnsa/ .xsession-errors CTPOKYU,
coaepXxallen:

unable to create error file

npoBepuTb Hanuyme B npodpune fly komaHg chmod, rm, cp U (pannoB XErrorDB,
/usr/lib/parsec/bin/x-session-manager W, Npu HeobxoanmocTn, 4O6aBUTL B
NPodUb NOSIHbIE NYTU K HAM.

Ons nobaBneHns Nonb3oBaTento pa3pelieHnda Ha BbINnofIHEHNE KOHKPETHbLIX nporpamMmm
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(Hanpumep, firefox) HEOHGXOOMMO:
1) BBIKITOUYNTb PEXUM KMOCKA, BbINOMTHUB KOMaHAbI:
echo 0000 > /etc/parsec/kiosk_mask
reboot
2) BbINOMHUTL B rpadPU4eCcKoOM pexnme BXog B CUCTEMY OT MMEHM MONb30BaTenNs;
3) BONTW B CUCTEMY B pEXMME TEKCTOBOW KOHCOMMN OT MMEHWN afMUHUCTPAaTopa, NCNosb3ys
KOmMaHay sudo -s, NEePeKryYnUTbLCA B CECCUID root M 3anyCTUTb MPOTOKONMPOBAHME
AENCTBUA NONb30BaTeNs, BbINOMHMB KOMaHAY:
otrace -a -o /etc/parsec/kiosk-profile/firefox -f --mask=3
—Uu HMsdA_IIOJIB3O0OBaTEIIA
4) poxpaTtbcsa nepesanycka cepBuca parlogd;
5) nepentn B rpadmyecknii MHTEpPdENC Nonb3oBaTens u 3anycTutb/3aBepwntb firefox;
6) 3aBepLUNTb CeaHC nosib3oBaTens;
7) B KOHCONW NoNnb3oBaTens root OCTAHOBUTb MPOTOKOMMPOBAHME, HaXaB KnaBuLLy
<Enter>;
8) nogkniyMTb Nony4vYeHHbIn Npodune firefox ANs NONb30BaTENS, BbINOMHUB KOMaHAY:
echo firefox >> /etc/parsec/kiosk/umsa_mnonb3oBaTerss
9) B KOHCONW NONb30BaTENSA root BKIOUYUTL PEXMM Knocka n nepesarpy3nts OC, BbINos-
HWB KOMaHAbl:
echo 0003 > /etc/parsec/kiosk_mask

reboot

15.2.6. Knock Fly

[nsa orpaHn4yeHns BO3MOXHOCTM 3anycka Nporpamm fnokanbHbIM Nonb3oBaTensiM agMuHK-
cTpaTop MOXET UCMorb3oBaTh rpadnydeckyo ytunuty £ly-admin-smc. [Jns atoro Heobxoammo
B HacTpomKax nonmTuku 6esonacHoCTU nosnb3oBaTens rpacdpuyeckon yTunutsl £ly-admin-smc
BO Bknagke «[lpacdunyeckun kmock Fly» yctaHoBuTb donar «Pexum rpaduyeckoro knocka Fly».
dnar BKNOYaEeT pexum KMocka npu pabote ¢ npunoxeHnamm u3 cnucka. Ecnn B cnncke ogHo
NPUNOXeHne, TO PEXNM KMOCKa BKIoYaeTcsa npu paboTe ¢ 3TuM npunoxeHunem. Ecnn B cnucke
HECKOINbKO NPUITOXXEHUI, TO 3anyckaeTca Pabounn cton ¢ aTumm npunoxeHnammn. Bce goctynHble
KaTtanoru, sipribiku 1 T. . yCTaHaBMMBaKTCA B COOTBETCTBUM C NPeaoCTaBNeHHbIM 4OCTYMNOM.

HacTpouka pexuma Kmocka ¢ NoMoLLbi rpadudeckon ytunutbl £ly-admin-smc OCy-
LLIeCTBSeTcAa agMUHUCTPATOPOM Ha MakCMManbHOM YPOBHE MaHAATHOrO KOHTPOMS LENOCTHOCTH,

yctaHoBneHHom B OC.
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15.3. Pexxum Kunock-2

15.3.1. O6wme cBepgeHus

Pexxum Knock-2 (parsec-kiosk2), npu ero yctaHoBke B OC, 3aMeHSAET pexmM Knocka
(cm. [15.2)). He pekomeHayeTcsi COBMECTHOE UCMONb30BaHUE PEXMMOB knocka u Kuock-2. Mpu
yctaHoBneHHoM B OC nakeTe parsec-kiosk2 pekOMeHOYeTCH UCNOMNb30BaTh TOMbKO PEXUM

Knock-2.

15.3.2. Npocdunu naketa parsec-kiosk2

MNpodmnn  nonb3oBaTenen  parsec-kiosk2 pacnonaratoTcad B Karanore
/etc/parsec/kiosk2 n cnyxatr Ons NPUMEHEHUs OrpaHuyeHnn OenCTBUW Nosib3oBaTte-
nen. MNMpodunb nonb3oBaTensa — 3TO TEKCTOBbIN dhaisl, UMA KOTOPOro coBrnagaeTr C MMEHeM
nonsb3oBatens. OguH npodunb NonNb3oBaTeNsa CNyXUT ANA YCTAaHOBKM OrpaHUYEHU TOSbKO Ans
O HOro nornb3oBarernsi.

Ecnv npwu BkniovyeHHoM pexume Knock-2 B /etc/parsec/kiosk2 oTcyTCTBYET NPOdUIb
noneb3oBaTens, To NpaBa AaHHoro none3oBatens B OC He orpaHn4MBatloTCS.

BHUMAHMUWE! Ecnu anga nonb3oBaTterns co3gaH nycTon npodunb, ToO JaHHOMY NosSib30Ba-
Tento 3anpeLleHsb! nobble AeCTBUS.

CuctemHble npodounm parsec-kiosk2 pacnonararTcs B kaTanore
/etc/parsec/kiosk2-profiles M Takke cnyxaTr ANS MPUMEHEHUS OrpaHUYeHun aen-
cTBMiA nonb3oBaTenen. Cogepxnmoe darna CUCTEMHOro Npouns npeacraBnsgeT cobon CnrMcok
dannos n npodunen NPUNOXKeHUN ¢ abCoONOTHLIMU NN OTHOCUTENBHBIMU MYTAMU, a TaKKe C
nHcopmMmaumen o NpaBax 4OCTyna N Bnagesnbouax atux gannos. CUCTEMHbIN NPOdOUITb MOXHO
[06aBuTb B NPOMUIIM HECKOMNBKMX Monb3oBaTeneun, Toraa ans Bcex 3Tnux nons3osarenen dyoet
AOCTYMHO UCMONb30BaHME NPUSTOXKEHUS B COOTBETCTBUN C OrpaHUYeHns MM B NpaBax goctyna u
Bnagenbuax, ykasdaHHbIX B CUCTEMHOM Npodune AaHHOTO NPUNOXEHUS.

Mpodounun, cosgaHHble B pexuMme Kuocka W CKOMUPOBaHHblE U3 KaTa-
nora /etc/parsec/kiosk unu /etc/parsec/kiosk-profiles B Kartarnor
/etc/parsec/kiosk2 wunn /etc/parsec/kiosk2-profiles COOTBETCTBEHHO, OyayT
KOPPEKTHO paboTaTb B pexume Knock-2.

15.3.2.1. CunTakcuc npocpunen pexuma Knock-2

Onsa npogunen pexuma KnNock-2 ncnonb3yetTcs CUHTAKCUC, OTSAIMYHBLIM OT CMHTaKcuca
pexuma Knocka.

MpnmeyaHue. B cuHTakcmce npocunen pexmma Knock-2 MOXXHO MCNOSb30BaTh KU-
punnuuy.

CuHTakcuc paspelueHnsa Ha OOCTyn K channy:

+file rwc u/o: <umsa_danma>
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WU Ha JOCTYN K CCbISIKE:

+1link rwc uo: <umsa_d¢anmna>

rae rwc — 3TO npaBa Ha YTeHume (r), 3anucb (W) 1 cosgaHune (C), KoTopble yKasblBalOTCSA Npu
HaNM4Ynn COOTBETCTBYHIOLLEIO pa3peLleHuns;
u/o — Bnageney (0) unu Heenageney, (u) danna;
<ums_Qanna> — ¢pans, npasa 4OCTyrna K KOTOpoMy HasHavatotcs. [Npu aTom nms ganna
ANS CChINKM OOMKHO COOTBETCTBOBATDL CYLLIECTBYIOLLEN CUMBOSTbLHOW CCbifike. Lleneson ainn
ANS CCbINKN, KOTOPbI He 06513aH CyLLecTBOBaTb B MOMEHT 3arpy3ku npocung, nobasnsercs

B CMNCOK OOCTYMHbIX.

B cuHTakcmce Knock-2 Takke MoryT ObiTb MCMOMb30BaHbl METACUMBOJIbI, HAaNpuvep, B
nmeHun ganna (cm. Tabnuuy |56|).

BHUMAHUE! MeTtacumBornbl B UMeHU hanna Ans CCbifikU He NHTEPNPETUPYIOTCA.

Tabnuua 56
MeTtacnmBon Onucanue
* % Honb nnn 6onee NponsBosibHLIX CUMBOSOB, BKOYas CUMBOST «/»
* Honb unn 6onee npon3BomnbHbIX CUMBOSOB, UCKMNOYasa CUMBOI «/»
? OanH Npon3BOSbHbLIN CUMBOS, UCKNKOYasa CUMBOI «/»

OpuH 13 cnmBoNOB, NpMHagnexawmn Habopy. B Habope ntobble CMMBOMbI TEPAIOT
[Habop_cumBosiOB]| CBOE cneumanbHoe 3HadyeHne. CMMBOI «]» MOXeT BXOAUTb B HABOpP TONbKO Ha
nepBow No3numm

\d OpgHa gecatnyHas umdpa

\D OaHa unn 6onee gecatnyHas undpa

\h OpgHa wecTHaguaTtepudHasa undpa

\H OaHa vnn Gonee wecTHaauartepuyHas uudpa
\ xXNN BanT ¢ 3agaHHbIM 3Ha4YeHneM

MycTtasa cTtpoka nnu noactpoka (deleted), KoTopas Aobasnsercs K ew, He
CO3[aHHbIM UMW yXe yaanHHbIM davnam. [JaHHas KOHCTPYKUUSA UCNonb3yeTcs
npwn ynpaesneHnn co3gaHnem canna.

Mpumep
\z +file wc u: /home/*/.config/example/example.conf\z

B aTom cnyyae paspeluaeTcsa AOCTyn Kak K panny example.conf (deleted),
TaKk U K example.conf Ecnm ypanutb \z, TO AOCTYyn K example.conf
(deleted) 6ygert 3anpeluH. OTKpbITUE cyllecTBytoLEro danna Ha 3annce byaet
yCneLlHbIM, a co3gaHne HOBOro — HeT

\<moboi1_npyroin | CooTBeTrcTByHOWMIA cumBon 6e3 cneumanbHOW WHTepnpetauuun, Hanpumep,
__CUMBOI> A\, )

[nsa BknoyYeHus B npodunb Apyroro npoduns ncnonb3yetcd @include:

@include other-profile-name
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15.3.2.2. CuHTaKcnc, CoBMecTUMMbIN ¢ parsec-kiosk

B npodunax pexmma Knock-2 KoppeKkTHO pacrno3HaKTCs CTPOKU, HarnMcaHHble Mo CUHTaK-
CUCY pexuma Knocka.

[Npn ncnonb3oBaHUM CUHTAKCUCA peXnMa Knocka B pexmme Kncok-2:

1) B MeHu darina cneucuMBOrbl HE UHTEPMNPETUPYIOTCS;

2) noboe n3 npaB Ha YTeHue (r) Unn ucnonHeHune (x) npeobpasyeTcs B NPaBO Ha YTEHME

(r), a npaBo Ha 3anuck (W) NnpeobpasyeTcs B NpaBa Ha 3anucb (W) 1 cosgaHue (c);

3) NpaBuna oANHAKOBO NMPUMEHSIOTCH ANA OOCTyNna Kak BnagensLles, Tak U HeBnagerb-

Les,

4) cTpoka 0ba3aTenbHO AOMKHA HAYMHATBCS C CMMBOSA «"» UNn «/»;

5) ecnu dann npegcrTaBnseT CUMBOSIbHYIO CCbISIKY, TO pexum Knock-2 obpabatbiBaeT

ueneson dpann CCbIfKu;

6) MMsi npodunsa OOMKHO HAYMHATLCS TOMBbKO C NMATUHCKON OyKBbI, @ TaKKe B HEM AOMKEH

OTCYTCTBOBaTb CUMBOM «/».

Ecnn npodunb, Co3aaHHbIN B pexXnme KMocka, otpegaktuposatb B fly-admin-kiosk,

TO OH COXPaHUTCA C UCMONb30BaHNEM CUHTaKcUca pexnma Kuock-2.

15.3.3. Paborta ¢ Kuock-2 4yepe3 KOHcoOnb

15.3.3.1. BknroyeHue u BbiknovyeHne Knock-2

Mpn nepsom 3anycke OC pexmm Knock-2 BbikntoveH. YTobbl BKMIOYUTL PEXMM KOHTPONS
poctyna KnMock-2 n NnpuMeHsaTb orpaHuyeHnsa Ha paboTty ¢ hannamu, TpebyeTrcs BbINOMHUTD
KomaHay:
echo 1 | sudo tee /sys/module/parsec/parameters/uc_enforce

[nsa BKMOYEHNA NPOTOKONMPOBAHMUS MOMNbITOK HAPYLUEHUA YCTAHOBMEHHbIX OUMBLTPOB
A0CTyna BbINOMHUTL KOMaHAY:
echo 1 | sudo tee /sys/module/parsec/parameters/uc_complain

BHUMAHMWE! Pe3ynstaTbl NpUMEHEHNSA OaHHbIX KOMaHa OyayT AeNcTBUTENBHbI 4O nepe-
3arpy3sku OC.

[ns BbIKNIOYEHNA pexxnma KOHTposs goctyna KMock-2 n npoToKonMpoBaHUSA B COOTBET-
CTBYIOLLUMX KOMaHOax Tpebyetca 3ameHnTb 1 Ha 0.

[nsa BknioveHnst pexxmma KOHTponsa goctyna Knock-2 u npoTokonmpoBaHUst C COXpaHeHneM
AAHHOro COCTOSIHUA Nocre nepesarpy3kn TpebyeTcsi BbINOSHUTL KOMaHAbI:
echo 1 | sudo tee /etc/parsec/kiosk2 enforce
echo 1 | sudo tee /etc/parsec/kiosk2 complain
n nepesarpysntb OC.

Pesynbtathl NPUMEHeHUs 3aTUX KOMaHA byayT AencTeuTernbHbl nocrne nepesarpysku OC.

[na Toro YTOObI I/I36I/IpaTeJ'IbHO BKINKO4YaTb pexunm Knock-2 n ncknovatb Bbl6paHHbIX nonb3oBarte-



162

newn, TpebyeTtcs:

1) cospgaTtb katanor disabled B /etc/parsec/kiosk2:

cd /etc/parsec/kiosk2

sudo mkdir disabled

2) nepeHecTn B KaTanor disabled npodunn Tex nornb3oBaTenen, Ans KOTOpbIX He

OOITKHbI MPUMEHSTBCA OrpaHNYEHUS:

sudo mv <uMs_nojb3oBaTensal> <umMms_nonb3oBaTernsa’l> disabled

3) BKNIOYUTL pexunm Knock-2:

echo 1 | sudo tee /sys/module/parsec/parameters/uc_enforce

Mocne BbINONHEHUS OaHHbBIX OENCTBUIA, OrpaHnYeHns pexmnma Knock-2 6yayT npuMMeHeHb!
KO BCEM Monb3oBaTendam, KpoMe <uMs_IoJib30BaTesisgl>, <UMs_IOJIb30BaTessA2> U TeX MOoJib-
3oBareneun, Ans KoTopbix He 6binn co3gaHbl npodunun. MNocne nepesarpy3kn OC pexunm Knock-2
BEPHETCHA B COCTOSIHNE, YKa3aHHoe B /etc/parsec/kiosk2_enforce. [1pn NOBTOPHOM BKItO-
yeHnn pexmma Knock-2 UCKMYeHus ansa <uMmsi_rojib3oBaTerisgl>, <UMsA_I0JIb30BaTessa2>
N TeX Nonb3oBaTtenen, Ana KOTopbiX He ObinnM co3aaHbl NPOGUN, COXPaHATCA N OrpaHNYeHns
AoCTyna K HAM He OyayT NPUMEHEHbI.

15.3.3.2. MpoTokonupoBaHue npoueccos

[nsa Toro 4To6bl orpaHN4YeHns Ha paboTy NPUNOXKEHNA BbINOSTHANUCH KOPPEKTHO 1 6e3
owmnboK, TpebyeTcst yunTbiBaTh BCE 3aBMCUMOCTU (bansfioB AaHHOro NpunoxeHuns. Noatomy npu
CO3aHuUM CUCTEMHOIO NPOMUNA NPUMNOXKEHUS PEKOMEHAYETCS BbIMNOSTHUTL MPOTOKONMPOBaHME
npoueccoB Npu pabote ¢ COOTBETCTBYIOLLNM MpUoxeHneM. Pesynstat npoTOKONMpoBaHUA Npo-
LLleCCOB NMoOKa3bIBaeT BCe HeOOXoauMble hanrbl NPUIIOXKEHUS U NYyTU K HUM. [nSa BbINONHEHUS
NPOTOKONMPOBaHMS NPOLECCOB TpebyeTcs:

1) BBIKIOYNTD PEXUM KOHTponsa goctyna Knock-2:

echo 0 | sudo tee /sys/module/parsec/parameters/uc_enforce

2) BKITHOUYUTb PEXUM NPOTOKONMPOBaAHMS NPOLIECCOB:

echo 1 | sudo tee /sys/module/parsec/parameters/uc_complain

3) cosgatb Npodunb Nonb3oBaTens:

true | sudo tee /etc/parsec/kiosk2/<umsa_nonb3oBaTesns>

4) 3anyCTUTb CECCUI0 <uMS_IIOJIb30BaTEIISA>!

su - <uMA_INOJIb3OBaTEJIA>

5) 3anycTnTb NPOTOKONMPYEMOE MPUNOXKEHME;

6) BbLINTU M3 CECCUMN NOSb30BATESNS <HUMS_IOJIb30BaATETISA>!

exit

7) BBIKINIOYUTE PEXUM MPOTOKONIMPOBAHNSA NPOLECCOB:

echo 0 | sudo tee /sys/module/parsec/parameters/uc_complain

8) nonyunTb COOBLEHNSA O 3anpeLLEHHbIX OnepaLmsx:
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sudo dmesg | grep PARSEC-UC:

15.3.3.3. CospaHue npoduns

[na co3gaHna cMCTEMHOro Npouna NPOTOKONMPYEMOro NpuoxeHust TpebyeTcs B KaTa-
nore /etc/parsec/kiosk2-profiles co3gaTb dpawnn, 3agaB B Ka4ecTBe €ro UMEHN Ha3BaHue
NPUNOXEHNA, U BNUCaTb B HEro BCe MyTU C YY4ETOM CUHTAKCMca U3 pe3ynbraToB BbIMONTHEHUS
koMaHabl dmesg | grep PARSEC-UC: B COOTBETCTBMM C nepeuncneHnem [8) Ha ctpanuue [162]

[ns cospgaHusa npoduns nonb3osatensa Tpebyercsa B katanore /etc/parsec/kiosk2

co3gaTb chaiin ¢ MMeHeM, coBMnaatLLMM C UMEHEM [JaHHOro rnonb3oBaTens.

15.3.4. N'pacpuyeckasa ytunurta ynpaBsneHus npocdpunnamu

Ons ynpasneHus pexmmoM Kuock-2 n npodunsimun, pacrnofioXeHHbIMW B KaTanorax
/etc/parsec/kiosk2 un /etc/parsec/kiosk2-profiles, UCnonb3yercs rpauyeckas ytu-
nuTta fly-admin-kiosk (cm.[15.2.4).

BHUMAHUE! Ecnn B OC ucnonb3oBancsa pexmum Kuocka parsec-kiosk, TO npu
yctaHoBneHHoM B OC nakeTe parsec-kiosk2 rpaduyeckas ytunuta fly-admin-kiosk
He OyaoeT pacno3HaBaTb NPOdUKN, PacnosioKeHHble B KaTanorax /etc/parsec/kiosk
n /etc/parsec/kiosk-profiles. [na paboTbl ¢ npodunsammn pexmma Kuocka C UucC-
Nonb3oBaHMEeM yTunuTbl fly-admin-kiosk HeobxoaumMo nepemMecTuTb UX B KaTanoru
/etc/parsec/kiosk2 n /etc/parsec/kiosk2-profiles naketa parsec-kiosk2 cooT-
BETCTBEHHO.

[ns 3anycka yTunuTbl BbINOMHUTL B KOHCOMM KOMaHAy:
sudo fly-admin-kiosk

nnn nepenTtn «MmeH «llyck» — lMNMaHenb ynpaeneHms — besonacHoctb — CUCTEMHbIN
KMOCKY.

Ytunuta fly-admin-kiosk No3BOSSIET:

1) BKMOYaTb U BbIKNOYATb pexXMM Knock-2;

2) BKMOYaTb M BbIKIIOYaTL NPOTOKONMPOBAHME NPOLIECCOB B PEXMME «HACTPOViKa Tpaccu-

POBKM Mpouecca» Unm B «pexmm rnobanbHon 3arpy304HOn 3annucuy (HasBaHue oTnnyaer-

CS B 3aBUCUMOCTU OT Bepcun f£ly-admin-kiosk);

3) co3gaBaTb U pegakTMpoBaTb NPOUIIM C MOMOLLBIO:

a) BKMOYEHUS B Npodurb NonNb3oBaTensa ctaHgapTHbIX npodunen;
0) reHepauun Habopa dannoB NPOTOKONMPOBAHNEM CUCTEMHOIO UM BbIMOMHAEMOro
OT MMEHW NoNb3oBaTeNs NPUIOXEHNS;

4) konupoBaTb NPOUIM NoNb3oBaTeNen;

5) yoanatb npocunu nornb3oBareneu;

6) BKMOYaTh U BbIKOYaTbL NPOUIIM NOMNb30BaTeENeNn;

7) 0BHOBMATL COCTOSIHME Npodunen;



164

8) OTMEHSITb UBMEHEHUSA B NPOUNISIX.

Mpu BbIKMOYEHUN Npochuna nonb3oBaTend, Kak U Npu ero yaaneHuu, npasa LaHHOMo
nonb3oBaTens B CUCTEME He OrpaHUYMBalOTCH, HO,B OTNMYME OT yaaneHus, MHgopmaunsa od
orpaHu4eHusax coxpaHsaetcs. MNpu BKNoYeHU Npodunsa BCce orpaHNYeHnst NPUMEHSIOTCS NOBTOPHO
C BKIIloMeHMEM pexnma Knock-2.

Mocne BbiNONHEHMA onepaumi ¢ npocdunamm B £ly-admin-kiosk Tpebyetcs coxpaHuTb

nameHeHus. OnucaHne uHTepdenca fly-admin-kiosk NnpuBeaeHoO B SNEKTPOHHOW CripaBke.
15.4. YcTaHOBKa CUCTEMHbIX OrpaHU4YeHUn

MapameTpsbl CUCTEMHBbIX orpaHn4yeHumn 3ajaHbl B danne
/etc/security/limits.conf. YnpasrneHne CUCTEMHbLIMU OFpaHUYEHUSMU OCYLLECTB-
naetca ¢ NoMoLb rpadguyeckon yTunutbl £ly-admin-smc UAN MHCTPYMEHTa KOMaHAHOW
CTPOKM astra-ulimits-control.

[ns BKIOYEHUS CUCTEMHBIX OrpaHUYEeHNN UCNOSTb3YETCA KOMaHaa:
astra-ulimits-control enable

[ns BbIKNMOYEHUS] CUCTEMHBIX OrpaHUYEHNN UCNOSTb3YETCA KOMaHaa:
astra-ulimits-control disable

[lnsa npoBepKkn COCTOAHUS UCMONb3yeTcs KoMaHaa:
systemctl is-enabled astra-ulimits-control

Pe3ynbraT BbINOMHEHUS KOMaHAbI:

- enabled — cUCTEMHbIE OrpaHUYEHUSA BKIMHOYEHHI;

- disabled — cucTeMHbIE OrpaHNYEHUA BbIKNOYEHbI,

- Failed to get unit file state — cepBUC HE aKTUBMPOBAH.
15.5. OrpaHu4yeHne gencTBMN nonb3oBaTens

15.5.1. Pexxum 3anpeTa ycTaHOBKM OMTa UCMONHEHUA

B OC peanusoBaH pexum 3anpeTta yCTaHOBKM OuTa UCMonHeHus, obecneynsaroLimmn
npenoTBpaLleHne HeCaHKLMOHMPOBAHHOIO CO34aHNA Nosib3oBaTeNnaMm NN HenpegHamMmepeHHoro
CcO34aHNsa afMUHUCTPATOPOM UCMOSMHSAEMbIX CLEHapueB Ans KOMaHAHON 000MnoYKu.

BknoyeHne pexuma 3anpeta ycTaHOBKM BMTa UCNOMNHEHUS OCYLLEeCTBNAETCS OT MMEHN
YYETHOM 3annucu agMmH1UcTpaTopa Yyepes MexaHmaMm sudo C UCMOMb30BaHMEM CreayHLNX KOMaHa;
sudo echo 1 > /parsecfs/nochmodx
sudo echo 1 > /etc/parsec/nochmodx

NN KOMaHgbl:
astra-nochmodx-lock enable

OTKnNoYeHME pexurmMa 3anperta yCTaHOBKM GuTa MCNOMHEHNS OCYLLECTBIISAETCA OT MMEHU

yquH0|7| 3anncu agMunHnUcTparTopa 4Yepe3 MexaHn3am sudo C UCMoib3oBaHNEM CIieayioLLnX KOMaHAa:
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sudo echo 0 > /parsecfs/nochmodx
sudo echo 0 > /etc/parsec/nochmodx

WUNn KOMaHabl:
astra-nochmodx-lock disable

BHUMAHMUE! B pexume 3anpeta ycTaHOBKM BuTa UCNONHEHNA JaHHada onepauns 3a-
npelleHa ons Bcex nonb3osatenen OC, Bknoyaa agMUHUCTpaTopa 1 cynepnonb3oBaTens root.
YcTaHOBKa nNakeToB nporpamm, cosgatowmx B PC dannbl ¢ GuTom ncnonHeHuns, byaeT 3aBepLiartb-
CSl C OLLUMOKON.

lMpoBepka coCTosHUA peXxnmMa 3anpeTta yCTaHOBKN BUTa UCMONHEHUs BbINOMHAETCS KO-
MaHOoMn:
cat /parsecfs/nochmodx

Pe3ynbraT BbIMOMHEHUS KOMaHAbI:

- 1 — pexunm BKIHOYEH;

- 0 — pexnm BbIKITHOYEH.

[nsa ynpaeneHnsa pexxmMomMm 3anpeTta yCTaHOBKM BUTa UCNOMHEHUS B rpacouyeckom pexmnve

ucnonbadyetcsa ytunuta fly-admin-smc (CM. 3NEKTPOHHYIO CrpaBky).

15.5.2. BnoknpoBKa KOHCONMU ANA Nosb3oBaTeneun

BrioknpoBka KOHCONMM Ans Nosfib3oBaTenemn OCyLLECTBASETCA C MOMOLLbIO rpaduyeckomn
yTunnutbl £ly-admin-smc UM UHCTPYMEHTaA KOMaHOHOW CTPOKN astra—-console-lock.

[ns BknoYeHUs BrIOKMPOBKU KOHCONWU ANS nofnb3oBaTenen Ucnonb3yeTca KomaHaa:
astra-console-lock enable

[ns BbIKIOYEHUSA BIIOKMPOBKN KOHCONWN ANA Nonb3oBaTenen UCnonb3yeTca KomaHaa:
astra-console-lock disable

[ns npoBepKkn COCTOAHUSA UCMONb3yeTcs KoMaHaa:
systemctl is-enabled astra-console-lock

Pe3ynbraT BbINOMHEHUS KOMaHAbI:

- enabled — BnoOKMpoOBKa KOHCONMW AN NOMb30BaTENEN BKMOYEHA;

- disabled — 6GnoKMpOBKa KOHCONW ANl NOSfib3oBaTeNen BbIKNOYEHa;

- Failed to get unit file state — cepBUC He aKTUBUPOBAH.

15.5.3. BnoknpoBKa UHTEepnpeTaTopoB
B OC peanusoBaHa yHKLMA BNOKMPOBKN CREAYOWNX MHTEPNPETATOPOB:
Python;

- Perl;

Expect;
- Ruby;
- Dash.
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Mpn BKMOYEHUM BNOKUMPOBKN MHTEpPNpPEeTaTopoB BroKMpyeTca HeCaHKUMOHMPOBaAHHOE
ncnonb3oBaHWe MHTepnpeTaTopa 4518 BbINOMHEHUS Koda HanpsiMyto U3 KOMaHAHOW CTPOKU U U3
HenmmeHoBaHHOro kaHana (pipe). lNpu 3aToM cueHapumn U3 Katanora /usr/bin/, HaNUCaHHbIE NN
3TUX NHTEPNPETaTOPOB, BbINOJHAIOTCA B LUTATHOM pPEXUME.

BrioknpoBka MHTepnpeTaTtopoB OCYLLECTBAAETCHA C MOMOLLbLI rpaddU4yecKon yTUNUTbI
fly-admin-smc UMM MHCTPyMEHTa KOMaHAHOM CTPOKM astra-interpreters-lock.

[nsa BkntoveHna 6roKMPOBKM MHTEPNPETATOPOB MCMNONb3yeTCa KoMaHaa:
astra-interpreters-lock enable

[nsa BbIKIOYEHNA BNOKUPOBKN MHTEPNPETATOPOB UCMNOMNb3YeTCA KoMaHaa:
astra-interpreters-lock disable

[ns npoBepKn COCTOSAHUSA UCNONb3YeTCs KoMaHAaa:
systemctl is-enabled astra-interpreters-lock

PesynetaT BbINONHEHUA KOMaHAbI:

- enabled — BrnokMpoBKa MHTEPNPETATOPOB BKIIOYEHA;

- disabled — GNOKMPOBKA MHTEPNPETATOPOB BbIKITHOYEHA;

- Failed to get unit file state — cepBUC HE aKTUBUPOBAH.

15.5.4. BnokupoBKa makpocoB

BriokmpoBka MaKpoOCOB OCYLLECTBNSETCA C MNOMOLUbIO rpaduyeckon  yTuUnuTbl
fly-admin-smc UNn MHCTPyMEHTa KOMaHAHOM CTPOKM astra-macros-lock.

[nsa BkntoyeHnsa 6roKMPOBKM MaKpOCOB MCNOMb3yeTcs KOMaHaa:

astra-macros-lock enable

ﬂ,J'IFI BbIKINMHO4YEHNA 6J'IOKI/IpOBKI/I MaKpOCOB UCMNOJ1b3yETCA KOMaHOa.
astra-macros-lock disable

ﬂ,J'IFI NpoBEPKN COCTOAHUA NUCMNOSIb3YETCA KOMaHOa:
systemctl is-enabled astra-macros-lock

PesyanaT BbINMOJTHEHNA KOMaHAbI:

- enabled — 6rnoKMpoOBKa MaKpOCOB BKITOYEHA;

- disabled — GMOKMpPOBKA MaKpOCOB BbIKITHOYEHA;

- Failed to get unit file state — cepBUC HE aKTUBMPOBAH.

15.5.5. bnokupoBka TpaccupoBKu ptrace

BrioknpoBka TpaccmpoBku ptrace ocyLLeCTBAAETCS C NOMOLLbIO rpadonyeckon yTUNuTbI
fly-admin-smc UNn MHCTPyYMEHTa KOMaHAHOW CTPOKM astra-ptrace-lock.

[nsa BkntoyeHnsa 6rOKMPOBKM TpacCcMpoBKM ptrace ncnonb3yeTca KomaHaa:

astra-ptrace-lock enable

[lns BbIKNtOYeHUs 6J'IOKI/IpOBKI/I TpaccupoBKku ptrace MCcnosrb3yeTcqda KoMaHaa:

astra-ptrace-lock disable
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[nsa npoBepKkn COCTOAHUS UCMONb3yeTcs KoMaHaa:
systemctl is-enabled astra-ptrace-lock

Pe3yanaT BbINOJIHEHNA KOMaHAbI:

- enabled — GNOKMpPOBKa TPAacCUPOBKKN ptrace BKMOYEHA;

- disabled — GnokMpoBKa TPACCMPOBKU ptrace BbIKIOYEHA;

- Failed to get unit file state — cepBUC HE aKTUBMPOBAH.

15.5.6. BnokupoBka knaBuw SysRq

BnokmpoBka knasBuw SysRqQ ocyLlecTBRSeTCs C MOMOLLbK rpauyeckon yTunmTbl
fly-admin-smc UNN MHCTPYMEHTa KOMaHLHOW CTPOKU sysctl.

[nsa BknoyeHus 6rnokmpoBku knaeuw SysRqg ncnonb3yerca kKomaHaa:
sysctl -w kernel.sysrg=0

[ns BbIKMOYEHNA BrOKMPOBKK Knaeuw SysRqg ncnonb3yetca kKomaHaa:
sysctl -w kernel.sysrg=1l

[lnsa npoBepKkn COCTOAHUS UCMONb3yeTcs KoMaHaa:
cat /proc/sys/kernel/sysrq

Pe3ynbraT BbINOMHEHUS KOMaHAbI:

- 0 — 6rnokmpoBka knasuw SysRq Bkno4veHa;

- 1 — 6nokmpoBka knasuw SysRq BblknoYeHa.
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16. 3AMYCK OC

16.1. 3anyck

Mpw 3anycke OC nosiBsieTcs OKHO, BUA KOTOPOro NpeAcTaBneH Ha puc. [1]

Yy mode )

/ey mode)

efore booting or ¢! for a command-line.

Puc. 1 — OkHo 3anycka OC

B okHe npuBeaeH nepeyeHb pexumos 3arpy3ku OC. [1ns 3arpy3km B LUTAaTHOM peXxume
HeobxoAuMoO B nepedHe BblbpaTb pexumm generic. [na 3arpy3ku B LEensiX BOCCTAHOBNEHMUS
pabotocnocobHocTn OC MOXET UCNONb30BaTLCA PEXUM generic (single-user mode).

B npouecce 3arpy3ku OC ocylecTBNseTcs MHULManu3auus mogyns sgpa u 3anyck
cepBucoB cuctembl 6e3onacHocTn nHgpopmaumm PARSEC.

Mo 3aBepLieHun 3arpy3km OC nosiBNAETCs OKHO, CoAepallee npurnawenne ana BBoga
UMEHN N Napons nonb3oBatens. B crniyyae ycnewHoro NpoxoxaeHusa naeHTnudmkaumm n ayTeHTn-
dukaummn nonb3oBaTtento OyaeT NnpeanoXxeHo BbibpaTe MaHAATHbIV YPOBEHb U KaTEropMm, KOTOpble
OyayT ncnonb3oBaHbl Npu co3gaHnmn ceaHca nonb3oBaTtens B OC. Beibop meTkn 6e3onacHoCTu
OCYLLIECTBNSAETCHA B COOTBETCTBMM C TEKYLLMMWN HACTPOMKaMM MaKCMManbHOroO 1 MMHUMasibHOMO

ypOBHeVI n MakcMmMmaribHoro 1 MMHMMarbHOIro Ha60pOB KaTeropvu7|, YCTaHOBJ1€HHbIX ONA AaHHOIo
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nofib3oBaTend.

Bua okHa ans Bbibopa meTky 6e3onacHOCTU (YPOBHS U KaTeropuid) npeacTaBneH Ha puc. 2]

Buibop atpnbyToe GezonacHocTK (test)

YpoBeHb KOHPUABHUMANBHOCTI | YpoBeHs [ Aa
¥YpoBeHb LIENOCTHOCTIAL BhICOK WA A
Kareropuws: Her

Puc. 2 — OkHo BbIGOpa MeTkn Ge3onacHoOCTH

16.2. HacTtpounka napameTpoB, HeobxoaumbIx Ansa akcnnyataummn OC

Mepen Havanom akcnnyataumm OC agmuHucTpaTop 6e3onacHOCTU AormKeH obecneunTb
BbIMOMHEHNE CrneayLWmX YCIOBUIA:

1) MexaHu3M 3aMKHYTOW NpOrpaMMHON cpeabl AOMMKeH ObiTb HACTPOEH Ansa paboThbl B

wratHoM pexume (cm. [15.1));

2) € Mcnonb3oBaHMEM CPEACTB ynpaBreHns guckpeunoHHsimu MNP (cm. nonb3oBare-

nam gorkeH ObiTb 3anpeleH AocTtyn K 6ubnmorteke libpcprofile. so;

3) C ucnonb3oBaHUeM cpeacTs ynpasneHns mangatHeimu MNP (cwm. BCEM OTYyXaae-

MbIM HOCUTENSAM, UCNOMb3YyEMbIM Ha 0ObEKTE 3KCNIyaTauumn, A0MKHbI ObITb NPUCBOEHBI

MeTKkn 6e3onacHOCTK, cooTBeTCTBYOWME rpudy obpabartbiBaemon nHgpopmaumn. Bee

OTYY)XXAAeMbI€ HOCUTENN OOMMKHbI ObITb YY4TEHbI PEXUMHO-CEKPETHBIM OTAENOM OpraHu-

3auun, aKCNyaTMpyoLwen aBToMaTtu3npoBaHHyo cnuctemy. icnonb3oBaHNe HEYYTEHHbIX

OTYyXXAaeMblX HOCUTENEN JOMKHO ObITh 3anpeLLEHO;

4) ¢ ucnonb3oBaHWeM CPeAcTB ynpasneHns avckpeuvoHHbiMu MNP (cm. [3.3) nonb3osarte-

nsMm, He obnagawLwmm NpMBUNErMSMU aaMUHUCTPATOPa, AOMMKEH ObITh 3anpeLleH 3anyck

(ncnonb3oBaHWe) cpeacTB CO30aHUSA CUMBOSTMYECKUX CCbINOK;

5) ¢ ucnonb3oBaHMEM CPEACTB YrpaBreHnsi 3anyCKoM CEPBMCOB LOMKHA ObITb OTKIOYEHA

cnyx6a gpm 4na NoaaepXkM MbILIN B KOHCOSIbHOM PEXUME;

6) B cny4ae paspeLleHns MHTEPAKTMBHOIO BXoA4a Cynepnonb3oBaTtens root Ans npegor-

BpaweHuss nogbopa ero naponsi Heob6xoaMmo 3abrnoknpoBaTb BO3MOXHOCTb €ro yaa-

neHHoro Bxoaa B OC nocpencteom BktodeHUss PAM-moayns pam_securetty B chann

cueHapua /etc/pam.d/common-auth. [Insa saToro Heobxoanmo B «Primary block» B

yKaszaHHoOM chaiine nepBown CTPOKOW 000aBUTL:

auth required pam_securetty.so

7) ncnonb3ys rpaduyeckyto ytunuty fly-admin-smc («YnpaBneHne nonuvtmkon 6es-

OMacHOCTUY), 3anyLLEHHYI0 OT MMEHN agMUHMUCTpaTopa Yepe3 MexaHuaMm sudo (CM. 3nek-
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TPOHHYIO CnpaBky), B kaTeropun «MonuTnkM y4eTHON 3anucu» 3afaatb criegyroline 3Have-
HUA ONA HACTPOMKM MNOMUTUKM Naponen:
a) «CnoxHocTb»:

- «MunHumanbHas gnuHa napons» — 8;

- ycTaHoBuTb dnar «MMHMMarnbHoe KoNM4ecTBO CTPOYHbIX OYKB B HOBOM Napo-

ney;

- ycTaHoBUTb hnar «MUHUMansHoOe KoNnM4ecTBO 3arnaBHbIX OyKB B HOBOM Napo-

ney;

- yctaHoBuTb dnar «MmHnmManbHoe Konn4ecTso Undp B HOBOM naporey;

6) «Cpok gencteusi»:

- ycTaHoBuTb dnar « MMHMManbHoe KONM4eCcTBO AHEN MeXay CMeHaMun napons»
1 B none 3agatb 3HayeHne «0 gHeny;
- ycTaHoBUTb hnar «MakcumanbHOe KONMMYeCTBO AHEN MEXOYy CMEeHaMu naporns»
1 B norne 3agatb 3HadeHne «90 gHeny;

nnbo 3agatb HACTPOMKN NOSIMTUKU Naporen nyteM KOPPEKTUPOBKM (hannos CLEeHapUEB:

a) B danne /etc/pam.d/common-password B CTpOKe

password requisite pam cracklib.so yCcTaHOBUTb 3Ha4yeHWe minlen=8 W”

AobaBntb NapameTpbl dcredit=-1, ucredit=-1 u lcredit=-1;

0) B dpanine /etc/login.defs gnsa nepemMeHHon PASS MAX DAYS yCTaHOBUTb

3Ha4yeHune 90.

[ononHuTenbHoO HeOBX0ANMO 3anpPeTUTbL MOBTOPHOE MCMONb30BaHME NOCNEAHUNX YeTbl-
pex naponeun, oTkoppekTuposas ann /etc/pam.d/common-password. [Ing aToro B
yKaszaHHOM cbarine B CTPOKE « . . .pam_unix.so» Aob6aBuTb NapameTp remember=4;
8) ucnonbays rpaduydeckyto ytunuty f£ly-admin-smc («YnpaBneHne nonvtmukon 6es-
ONacHOCTWY»), 3anyLEeHHY OT UMEHN agMUHUCTpaTopa Yepe3 MexaHn3m sudo (CM. anek-
TPOHHYIO Cnpaeky), B kaTeropun «MonuTnkM y4eTHOM 3anucu» 3agatb criegyrolime 3Have-
HWUS1 ANS HAaCTPOWKM BGNOKMPOBKMY:

- ycTaHoBUTb donar «HeycnewHbIX NONbITOK» M B none 3agaTb 3Ha4YeHue 6;

- ycTaHoBuTb cnar «leprog 6noknpoBkm» 1 B none 3agatb 3HadeHne « 1800 cekyHay;
nmMbéo  HacTpouTb  ONOKMPOBKY  YY4ETHOM  3anucK,  OTKOppekTMpoBaB  hann
/etc/login.defs. [Ina aToro B ykazaHHOM panne gnga nepeMeHHon LOGIN _RETRIES
YCTaHOBUTb 3Ha4YeHue 6 U Ons nepeMeHHon LOGIN_TIMEOUT yCTaHOBWUTb 3HA4YeHue
1800;

9) ucnonb3ys rpaduyeckyto ytunuty £ly-admin-theme («lMporpamma «Tembl paboyero
cTonay), 3anyLeHHY0 OT UMEeHN agMUHUCTpaTopa Yepe3 mexaHnam sudo (CM. 3NEKTPOH-

HylO cnpaeky), B pasaerne «bnokupoBkay ycTaHoBUTL dorar «brnokmpoBaTh akpaH Yepes»
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N B None 3agaTtb 3HaAYeHne «15 MUH».
16.3. YcnoBusa npumeHeHusA

16.3.1. YcnoBusa npumeHeHus OC

OC moXeT ucnonb3oBaTbCs B COCTaBe aBTOMaTU3NPOBaHHbLIX cucTeM, obpabaTbiBato-
LLMX MHGOPMaLMIO, COAepXKalLLyto CBeeHUs, COCTaBNALLNE rocy4apCTBEHHYIO TalHy CTENeHN
CEKPETHOCTU He Bblllle «COBEPLUEHHO CEKPETHO», Npu cobnogeHUn YCRoBUA U OrpaHUYeHun,
N3NOXeHHbIX B OKyMeHTaumm Ha OC.

lMpoBepka uenoctHocth agpa OC n gpyrmx KOMNOHEHTOB Npu 3arpy3ke/nepesarpyske, npu
HeobXxoaUMOCTH, JOSMKHA OCYLLECTBIATECA NyTEM NPUMEHEHNS CepTUULNPOBAHHBLIX annapaTHo-
NporpamMMHbIX MOAYIen 4OBEPEHHOM 3arpy3kn U/mnn cpeacTs AOBEPEHHON 3arpy3ku.

B cnyyae HeobxooMMOCTM UCMONb30BaHUS MaHL4ATHOro ynpasneHus 4oCTyrnoM Ha ceTe-
BbIX AMCKaX, UX MOHTUpoBaHune B ¢annoByto cuctemy OC AOMKHO OCYLEeCTBNATLCS TOSbKO C
ncnonb3oBaHveM gannoson cuctemol CIFS, nogaepxmBatoLLen pacluMpeHHbIe (B T.4. MaHOaTHbIE)
aTpmnbyTbl NONb3oBaTeNemn.

Mcnonb3oBaHue cannoson cuctembl NFS ans goctyna Kk ceteBbiM ANCKaM BO3MOXHO
npv BbINOMIHEHUW CrieayoLWMX YCNOBUIA:

- Ha ceTeBbIX ANCKax He UCMNOoNb3yeTCca MaHgaTHOe ynpasreHne OCTYMNoM;

- Bepcus ncnonb3yemoro npotokona NFS He Huxke 3.

B KoHdurypaumoHHoMm panne 3aluLLEeHHOro cepBepa nedatu W3 cocTaea
n3pgenusa/etc/cups/cupsd.conf He [oMNyckaeTcAa YCTaHOBKa 3HayeHUs None napamMer-
pa DefaultAuthType (OTKNIOYEHNE ayTEHTUMKALNN) N BHECEHNE U3MEHEHNI B NapaMeTpbl
NONUTUKN PARSEC, He COOTBETCTBYHOLUMX IKCMANyaTauWOHHOW AOKyMeHTauun. [pun ucnonb-
30BaHMM 3awmuieHHoro cepeepa CYB[] u3 coctaBa OC B pexumme mMaHOaTHOro pasrpaHu-
YyeHust gocTyna Heobxogumo B KOHurypauuoHHOM danne knacrepa postgresqgl.conf
ana napametpa enable_bitmapscan YyCTaHOBUTb 3HayeHne off W AnNa napameTpa
ac_ignore_socket_maclabel ycTaHOBUTb 3Ha4YeHue false.

Mpun ncnonesosaHun 3awmieHHoro cepesepa CYB[ n3 coctaa OC B pexnme maHaaT-
HOro ynpaerneHnsa JOCTYNOM He JOMNYyCKaeTCs OTKIoYaTh ayTeHTUMKaunio cybbekToB gocTyna
YyCTaHOBKOW B KOHhUrypaumMoHHOM hbarine knactepa pg_hba.conf pexuma trust (6e3 ayteH-
Tudukauun).

Mpu ncnonb3oBaHUN 3aLLULLEHHOIO KOMMSIEKCa NporpamMmm 3r1eKTPOHHOM NoYThl U3 cocTaBa
OC B pexvMme MaHOATHOrO ynpasrieHNsa JOCTYNOM KOH(UrypaLMOHHbIE NapamMeTpbl areHTa nepe-
Aa4vn 3NEeKTPOHHOM NOoYTbl Exim M areHTa JOCTaBKU 3rEeKTPOHHOM NOYTbl Dovecot He OOSMKHbI
Aonyckatb OTNpaBKy U NpUeM COODLLEHMI 3NIEKTPOHHOM NOYTLI 6e3 ayTeHTUdmKaunu.

Onsa wtatHon pabotel OC He gonyckaeTcsl OTKNYeHMe agMUHUCTPATOPOM CUCTEMBI
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pacwmpeHnss XPARSEC y X-cepBepa (MCrnonb3oBaHMe OTNnagodHou onumm XPARSEC=Disable B
KOH(purypaumoHHbIx dannax X-cepsepa (cm. PYCB.10265-01 31 01).

16.3.2. YcnoBusa npumeHeHus MO
MO, obpasytoLiee COBMECTHO C M3LENMEM OOBEPEHHYO NPOrpaMMHYyL0 cpeay, AOMKHO
NPUMEHATLCA NpU cobnogeHnn cnegyowmnx yCrnoBuin:
1) Heobxo4MMOCTb U KOPPEKTHOCTb ucnonb3oBaHus B 10O npuBuneruin agMmH1ucTpaTopa,
NpuKNagHoro nporpaMmmHoro nHtepdenca nogcuctemol 6esonacHoct PARSEC, mangat-
HbIX NPUBUNErnn, PyHKLMOHMPOBAHUS B NPOCTPAHCTBE sapa UMM TONbKO Ha BbICOKOM
YPOBHE MexaHn3mMa MaHa4aTHOro KOHTPONS LenOCTHOCTU AOMKHbI 6biTb 060CHOBaHbI B
AOKyMeHTauumn Ha gaHHoe [10;
2) MO, nognexauwlee ceptudurkaumm no TpeboBaHnsam 6e3onacHOCTN MHpopMaunn n
ncnonbeaytowee nHtepnpetatopsl PHP, Perl, Python, TCL, Go n Ruby 13 coctasa uagenus,
AOMKHO NPONTU CcepTUMKaALMOHHbIE UCCNEAOBaHMSA COBMECTHO C HUMW. [py npoBeaeHum
TaKNx CepTUUKALMOHHBIX UCCneaoBaHMM A0MKeH ObiTb onpeaeneH nepeyeHs cueHapu-
eB N0, ncnonHsemMbix MHTEPNpeTaTopamMmm, 3apnKCUPOBaHbI NX KOHTPOSbHbIE CYMMbI U
onpeaeneH perrfnaMmeHT KOHTPONSA UX LeNoCTHOCTY;
3) MO npu obpaboTke 3anpoCOB MONb30BATENIEN HE OOIMKHO B3aMMOOEeNCTBOBaTb C
3awmweHHon CYB[ n3 coctaBa u3genus oT MMEHW nosib3oBaTens ¢ npuBuUiernamm
PARSEC_CAP_SETMAC n PARSEC_CAP_CHMAC, NO3BOMSLWMMN UBMEHATbL MaHAATHbIE
aTpubyThl 3awmiLiaembix obbektoB B CYB[;
4) MO, cogepxallee ceTeBble cepBUCHI (NporpaMmmbl, o6pabaTbiBatoLLmMe 3anpochl NOsib-
3oBaTenen ¢ npuMmeHeHnem npotokonos cteka TCP/IP), koTopble CMOnb3yoT NpUBmnernm
(PARSEC_CAP_SETMAC n PARSEC_CAP_PRIV_SOCK) 1 NpuUKnagHon NnporpamMmmMHbIA UH-
Tepdenc nogencrtembl 6eszonacHoctn PARSEC 13 coctaBa usgenusi, 4OMKHO NPONTKH
cepTUdUnKaLMOHHbIE NCCReLOoBaHNA, NOATBEPXKAAOLWMNE KOPPEKTHOCTb peanu3aumm yka-
3aHHbIX CEPBUCOB;
5) nporpamMmmHbI KOMNOHEHT RabbitMQ He npumeHaTb Npn ogHoBpeMeHHoOM o6paboT-
Ke OaHHbIX C pasfUyHbIMU YPOBHAMMU KOHpmaeHUumMansHoCcTU nnbo ans obecneveHns
B3aMMOLENCTBUSA NPOLIECCOB C PasfMYHbIMU YPOBHAMW JOCTYNA;
6) onsa MO, ncnonb3ylowero moaynb wsgi_mod ana Apache n3 coctaBa nsgenus, B
AOKyMeHTaumn paspabotyunka MO gomkeH ObiTb onpegeneH nepeyeHb cueHapmes paboThbl
moayns wsgi_mod. Mpu aTOM JOMKHBI BbITh MCKIOYEHbI CLeHapuy paboTbl wsgi_mod B
pexumax, npegycmatpmBarolimx paboTy BHE KOHTEKCTa NoNb30BaTeNs U N3MEHSIOLLMNX
npowecc ayTeHTudukaumu,
7) MO, obpabaTbiBatoLlee OQHOBPEMEHHO AaHHbIE C Pa3NNYHbIMU YPOBHAMU KOHUAEH-

UnarnbHOCTU, HE OOJMXHO UCMOJIb30BaTb NporpaMMHbI€ NaKeThbl Erlang.
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MO, obpasytoLLiee COBMECTHO C U3fennem JOBEPEHHYIO NPOrpaMMHYyI0 cpeay, He OOMKHO
N3MEHATb anropuTM MPUHSATUSA peLleHns O NpegoCTaBneHnn AoCTyna CyObekToB (nonb3oBaTenem)
kK obbektam OC 1 cogepkaTb CKPbITbIX UM SIBHBbIX BO3MOXHOCTEN, NO3BONSAIOLLNX:

1) nogmeHAaTb dannbl obpasa agpa vmlinuz-*, Haxogswmecs B gupektTopun /boot,

hannbl Mogynen aapa, Haxoaswmecs B gupektopumn /1lib/modules, u npodne danssl,

BXOAsLLMe B COCTaB u3genusi unu ctopoHHero MO;

2) cTatuyeckn Unn gUHaMU4eckn U3MeHsITb Tabnuuy CUCTEMHbIX BbI3OBOB UM NOMSA CTPYK-

Typbl TUNa security_operations N UHLIX CTPYKTYP TUNA *security*;

3) nepeonpenensTtb OCHOBHOWM npowecc oC B KOHMrypaumoH-

HOM danne 3arpysudunka nsgenus nytem yCTaHOBKM napameTpa

init=<noyHHNK_NOyTb_K UHCIOJIHAEMOMY_Qamniny>;

4) N3MeHsATb NapameTpbl ayTEHTUdMNKALMN NONb30BaTENEN B KOHPUIYpaLMOHHBIX harnax

PAM-cueHapueB, Haxoadawmxcsa B katanore /etc/pam.d;

5) yctaHaBnuBaTb noarpyxaemsie mogynu ayteHtudpukaumm (PAM-moaynu), onpenens-

lowme MmaHaaTHble aTpubyThl ceccumn nonb3oBatens ¢ ucnonb3oBaHnem dyHkunn API

6mnbnunotekn libparsec-mac nogcuctembol 6esonacHocTn PARSEC, nmeHa KoTopbix

Ha4YMHalTCA C NPednKCOB mac_set_, parsec_ UK pdp_;

6) yctaHaBnusatb PAM-mogynu, onpegenstowme npusunernn PARSEC ceccum nonb-

3oBaTens ¢ ucnonb3oBaHnem yHkumn APl 6ubnmotekn libparsec-cap NOACUCTEMbI

6esonacHocT PARSEC, nMmeHa KOTopbiX Ha4MHaTCs ¢ NpedUKCOB mcap UK parsec_;

7) ycTaHaBnuBaTb cepBepbl NevaTtu, No3BonsLmMe OCyLECTBUTb BbIBOA Ha NevaTtb LOKY-

MEHTOB B 00X0A 3alLMLLIEHHOrO cepBepa nevatu n3 coctaBa nsgenus;

8) ycTaHaBnvBaTb MHTeprpeTaTopbl KOMaHA, 3aMeHSALWNe NHTEPNPETATOPbI, BXOASLLMNE

B coctaB nsgenus (bash, dash, PHP, Perl, Python, TCL, Go, Ruby);

9) nony4yaTb AOCTYN K namaTtu gpyrux npoueccos N0 ¢ ncnonb3oBaHMeM npusunerum

CAP_SYS_ PTRACE M CUCTEMHOrO Bbl30Ba ptrace;

10) M3MEHATb CMCTEMHOE BpeMsi (ECNY Hannyme BO3MOXHOCTEN MO U3MEHEHNIO BPEMEHU

He NpeaycMOTPeHO OYHKUMOHAaNbHbIM HasHadYeHuem [10);

11) AnHamun4eckn n3MeHsTb cermeHT koga sapa OC 1 ncnonb3oBaTb HEIKCMOPTUPYEMBbIE

cumBonbl sigpa OC;

12) ocyllecTBnNATbL 4OCTYN K dhanny ctl hannoBon cuctembl parsectfs NOCPeacTBOM

CMCTEMHOrO Bbl30Ba ioctl, MUHYSA cucTeMHble yHKunn API-6nbnmoTtek libparsec-*.

[nsa ynpaBneHus aBTopusaunen nonb3osatenen n obecneyeHms paboTtbl cpeacTs pas-
rpaHMyYeHnsa OOCTyna B cepBepe rmneptekctoBon obpaboTkm gaHHbIX Apache2 mncnonb3yet-
cq napameTp AstraMode B KOHUrypaumMoHHOM anre /etc/apache2/apache?2.conf. o

YMOMYaHUIO peXXnm BKIMKOYEH, a napaMeTp AstraMode OTCYTCTBYET, YTO COOTBETCTBYET 3Haye-
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HUO AstraMode on. [ONs OTKNIOYEHUA pexunma aBTopusaunu B KOHUrypaunmoHHomMm cavne
/etc/apache2/apache?2.conf cnegyeTt 4o6aBnTb/M3MEHUTb NapaMeTp Ha AstraMode off.

BHUMAHMUE! NMpwu oTknioyeHHOM aBTOpU3aumu nonb3oBatenen Apache2 ocyuiectens-
€T BCe 3anpocbl K CBOMM pecypcamM NocpeacTBOM TOSIbKO OQHOW CUCTEMHOW YYETHOMW 3anucu
(no ymonyaHuto www-data), Kotopasa B criyd4ae HaCcTPOEHHOW MOMUTUKM MaHAATHOrO KOHTpons
LeNOCTHOCTU UMEET YPOBEHb LENOCTHOCTU paBHbIN 1.

Ona HacTponku ©esonacHoM KoHdurypaumm cpeacts  3awmtsel OC  peko-
MeHOyeTca yuuTbiBaTb MaTepuan cTpaHuubl  Astra  Linux Red-Book no agpecy

wiki.astralinux.ru/display/doc/Astra+Linux+Red-Book.

16.3.3. YcnoBusa UCKITIOYEHUA CKPbITbIX KaHanoB

[na MCKNoYeHUs CKPbITbIX KaHanoB (MHAPOPMALMOHHLIX MOTOKOB) NPWU 3aLiuTe OT Yrpo3bl
LIENOCTHOCTY UH(OPMAaLIMK UCTONb3YeTCsl MaHAATHbI KOHTPOMb LenocTHocTH (cm. [4.3), koTopbii
B YCITOBUSIX YCTAHOBMEHHbIX B KOMMbIOTEPHOW CUCTEME YPOBHEW LIENTOCTHOCTU (YPOBHEN [OBEPUS)
obecneunBaeT HEBO3MOXHOCTb 3anvcy OTNPaBUTENEM C HU3KMM YPOBHEM A0BEPUS MHGOPMaLUn
B 00beKTbl ¢ 6ornee BbICOKMM YPOBHEM JOBEPUS.

[na ncknoyeHna BO3MOXHOCTU UCNONb30BaHNA OTNpaBuTenem u nonyyarenem obuiero
Bydepa obmeHa B OC obecneuvBaeTcs U3onsums npoLeccoB (CM. [6) B COBOKYMHOCTU C O4YUCTKOM
obnacTel onepaTMBHON NaMsTV Npy ocBoGoXaAeHUM unu Bblaenexnum (cm. [7.1)), a Takke obecne-
YeHue 3anycka NpoLEeCcCOoB B 3aMKHYTON OTHOCUTESNbHO OCTanbHbIX MPOLIECCOB Cpeae Nno NamsiTu,
B 4aCTHOCTW, UCMONb30BaHNE pexmMma Kuocka (Cm. n Xephyr B rpaduyeckon nogcucreme,
obecneunBaromnx nsonaunto dycdepa obmeHa.

Takum 06pasom, yCrioBUSAMU UCKITIOHYEHNS CKPLITBIX KaHanoB saendaetcs peanudyemas OC
nonuTMKa AMCKPELMOHHOTIO (CM. [3)), MaHaaTHOro ynpaBreHus 4OCTYNOM Y MaHAATHOTO KOHTPONS!
LenocTHoCTH (cMm. 4)), KoTopasi ABNSETCS HEOTbEMSIEMOWN YacTbio MOAENN NONMTUKM Be3onacHoCTH
OC. C y4yeToM yKa3aHHbIX YCMOBUI 3KCyaTauum CKpbITble KaHanbl Mo NamMsaTy He MOryT GbITb
peanu3oBaHbl, a N0 BpeMeHU KpanHe 3aTpydHeHbI, T.e. UMEIOT HU3KME MPOMYCKHYK CNOCOBHOCTb

N BEPOSATHOCTb BO3HUKHOBEHWUS YCMNOBUI AN peanusaunn.
16.4. NMpoBepka NpaBUNILHOCTY 3anycka

B cny4yae ycrnewHoro Bxoga nojib3oBartesid B CUCTeMY MNMpu HaBeaeHMn Mblll Ha MHOWN-
KaTop MaHOaTHbIX anl/I6yTOB B obnactu yBe,D,OMﬂeHMVI Ha naHenum 3agad (pI/IC. OTKPbIBAETCA

BCMJibiBawLlee OKHO, KOTOpPOE OTpaXaeT TeKylwmne maHgaTHble anI/I6yTbI ceaHcCa nosib3oBaTernA.


wiki.astralinux.ru/display/doc/Astra+Linux+Red-Book
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MmA: user

MeTka: YpoeeHs_T:HuzkmiAKaTteropwa_1:0x0/HeT:HeT

Jawrta X11;: OBbluHan

Mpun npaBunbHom 3anycke C3W gaHHble aTpmbyThl OOMKHbI COBNaaaTh C BBEAEHHbIMN
nonb3oBatenem npu Bxoge B OC.
Kpome Toro, anga nonyyeHust TEKyLLMX MaHAATHbIX aTpMOyTOB NoNb3oBaTenst MOXET ObITb

ncnonb3oBaHa KOHCONbHas yTunuTa pdp-id, ONMcaHne KOTOPOW NpUBEAEHO B man pdp-id.
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NMEPEYEHb COKPALLEEHUA

B — 6a3a AaHHbIX

EMM — eguMHoe npocTpaHCTBO Mosfb3oBaTenemn

KC3 — komnnekc cpeacts 3awmTbl

MKL — maHaaTHbIM KOHTPOSTb LENOCTHOCTU

HCl — HeCaHKUMOHMPOBAHHbLIN OOCTYnN

oC — ofnepauuoHHas cuctema creumansHoro HasHadeHus «Astra Linux Special Edition»
no — nporpamMmmHoe obecnevyeHne

MPO — npaBuna pasrpaHuyeHuss gocTyna

C3N — cpenctBa 3awmTbl HGOPMaLNK

C3dC — ceTeBas 3awueHHas dannoBas cucrema
CMNoO — cneunanbHoe nporpaMmMHOe obecneveHne

CYB — cuctema ynpaeneHus 6aszamm gaHHbIX

oC — ¢phannosas cuctema

Ul  — anekTpoHHasa umdpoBas noanuch

ACL — Access Control List (cnncok koHTponst goctyna)

ALD — Astra Linux Directory (eanHoe npocTpaHCTBO Nornb3oBaTenein)

BIND — Berkley Internet Name Domain (cnyx6a JOMEHHbIX UMeH B ceTu NIHTepHET)

CCR — Container Clearance Required (aTpnbyT cnocoba foctyna K coaep>XMmMoMy KOHTenHepa

B pamKax MaHAaTHOro ynpaereHus 4OCTyNnoMm)

CIFS — Common Internet File System (o6wwnin npotokon goctyna K pavnam VHTepHeT)
DAC — Discretionary Access Control (qucKkpeunoHHoe ynpasneHne OCTYNoM)

DNS — Domain Name System (cuctema gOMEHHbIX UMEH)

FTP  — File Transfer Protocol (npoTokon nepegayn cdannos)

GID  — Group Identifier (naeHTUUKaTOP rpynnbl)

IP — Internet Protocol (mexceTeBon npoTokon)

IPC — InterProcess Communication (MmexnpoueccHoe B3auMOaeENCTBUE)

LDAP — Lightweight Directory Access Protocol (fierkoBecHbIi NPOTOKOS AOCTyNa K cepBucam

KaTanoros)
MAC — Mandatory Access Control (MaHgaTHOe ynpasneHne 4oCTYrnoMm)
NFS — Network File System (ceteBas cpannosas cucrema)
NIS — Network Information Service (ceTeBast HpopmaumoHHas cnyx6a)
NSS — Name Service Switch (cnyx6a gnsa opraHnsaumm yHUULNMPOBAHHOMO AOCTYNa K UH-

cbopmau,vwl O nonb3oBaTtenax, rpynnax, ceTeBbiX NMeHax, Cny>|<6ax M T.Nn. Ha OCHOBE
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KOHUrypaumm pasnmnyHbiX MCTOYHMKOB, TakMX Kak: NnokarnbHble dansbl, pasfiMyHble
cpenctBa ceteBon nageHtTndpukauum (DNS, NIS), a Takke LDAP)

— Pluggable Authentication Modules (nogkntovyaemble Moaynu ayTeHTUdUKaumm)

— Process Identifier (ngeHTndmkaTop npouecca)

— Rivest Shamir Adelman (anropuTm No cxeme OTKPbITOro Knro4a)

— Server Message Block (6nok coobuieHunn cepsepa)

— Structured Query Language (s3bIK CTPYKTYPUPOBAHHbLIX 3arnpoCcoB)

— Transmission Control Protocol (npoTokon nepegayun gaHHbIX)

— User Datagram Protocol (npotokon ynpaenenusa nepegaden gaHHbIX)

— User Identifier (ngeHTndrkaTop nons3osarens)
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