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1. OBLLME CBEOAEHUA

OC npepgHasHaveHa AnNsa NOCTPOEHUS aBTOMAaTU3NPOBAHHbBIX CUCTEM B 3alUULLEHHOM
ncnorHeHnu, obpabarbiBaroLLmx MHOPMaLMIO, coaepXallyo cBedeHWs, COCTaBnsamoLLmMe rocygap-
CTBEHHYIO TalHy C rpucpoM He Bbllle «COBEPLLUEHHO CEKPETHO.

KC3 (nogcnctema 6e3onacHoctn PARSEC) npeaHasHayveH gns peanusaumm gyHkunn OC
no 3awmte nHdopmauyun ot HCL 1 npegoctaeneHms agMmHucTpartopy 6esonacHocTn nHgpopma-
L cpencTtB ynpaeneHuns oyHKumMoHnpoBaHmem KC3.

BHUMAHMUE! NMocne yctaHoBkn OC MHTEPaAKTMBHbIM BXO4 B CUCTEMY Cyneprnofib3oBartens
root MO ymonyaHuto 3abnoknposaH. Co3agaBaemblin NpU YCTaHOBKE ONepaLmoOHHON CUCTEMBI
nonb3oBaTerb BKKOYAETCS B rpynny astra-admin. MNonb3oBatensam, BXOAAWNM B Ha3BaHHYHO
rpynny, 4epes MexaHuam sudo NPeaoCTaBnsaTCA Npaea A5 BbIMONHEHWSA AEACTBUM NO HACTPONKe
OC, Tpebytowmx npusunerin cynepnonb3oBatend root. [lanee no TEKCTY TakoW Nonb3oBaTenb

NMeHyeTCcs agMUHUCTPATOPOM.
1.1. CocTtaB KC3

B coctaB KC3 BxogaT cnegytoLwimne OCHOBHbIE MOACUCTEMBI:

- Moaynu noacuctemsl 6esonacHocTn PARSEC, Bxoaswme B coctaB gapa OC;
- bubnuoreku;

- YyTMnuTbl 6e3onacHoCTy;

- nogcucteMa NpoTOKONMPOBaHNSA (pernctpaummn);

- MOAynu ayTeHTUdUKaumm;

- rpaduyeckasa nogcucTema;

- KOHCOJbHbIA BXO4 B CUCTEMY;

- cpeacTBa KOHTPOIS LIENOCTHOCTY;

- cpeacTBa BOCCTAHOBMEHUS;

- CcpefacTBa pasrpaHMyeHnsa JoCTyna K NoaKYaeMbiM yCTPONCTBAM.
1.2. KoHTponupyembie ¢pyHKLUN

KC3 obecneuvnBaet peanusaumio cnegyowmx pyHkuun OC no 3awmrte nHgpopmMaumm ot
HC[:

NOEHTUUKALUUIO N ayTeHTUdMKaLMIO;

ONCKpeUMOHHOE yripaBiieHne 0OCTYIMNOoM;

MaHOaTHoOeE yrnpaBreHne OOCTYynom,

permcTpaunio cobbiTnin 6e3onacHoOCTH;

orpaHuyeHne nNporpamMMHoN cpeabl;

N30AUnK0 NpoLEeCCOoB,
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- 3aWmTy NamMsaTu;

- KOHTPOSib LefTOCTHOCTHU;

- obecneyeHne HagexXHOro YHKLUMOHNPOBAHWS;

- ounbTpaUnio CETEBOTO NOTOKA;

- MapKUpPOBKY JOKYMEHTOB;

- KOHTPOSIb NOAKITHOYEHUS CbEMHbIX MaLUMHHBIX HOCUTENEN MHGOpMauuu.

Peanusauunsa nepeyncneHHbix Bbile (OYHKLMIA OCHOBAHA Ha CreayroLwmx OCHOBHbIX NOSo-
XEHNAX:

1) € KaxablM Norb3oBaTenem CUCTEMbI CBA3AH YHUKAIbHbIA YUCMNEHHBIN UOEHTUMKATOP

— ngeHtudukatop nonbsosarens (UID), koTopbi ABRASETCSA KITHOHOM K COOTBETCTBYIOLLEN

3anucu B B[] nonb3oBaTtenen, cogepxawen nHpopmMaumio o rnosnb3oBaTensax, BKovas

nX pearbHble N CUCTEMHble MMeHa. B[] nonb3oBatenen nogaepXmnBaeTca 1 ynpasnseT-

Cs cucTeMHbIM agmuHucTpaTtopom. UID aBnaetca apnblkoMm cybbekTa (HOMUHAIbHbIN

cybbeKT), KOTOpbIM CUCTEMA NONb3yeTcs Ang onpeaeneHus npae goctyna. b none3o-

BaTenen B OC MoXeT ObITb Kak NnokanbHOM AN CUCTEMBbI, Tak U ABNATbCsA YacTtbio ENMM,

dyHKUMOHMpYOLLEro Ha ocHoBe npoTokosna LDAP;

2) KaxAblK Nnonb3oBaTeNb BXOAUT B O4HY unu 6onee rpynn. pynna — 3To CAMCOK MNOSb30-

BaTenen cuctemol, uMmeroLwnin cobcTBeHHbIn naeHtudgukarop (GID). MNMockonbky rpynna

00beANHSIET HECKOSbKO MOMb3oBaTeNnen CUCTEMbI, B TEPMUHAX NONUTUKM Be3onacHOCTH

OHa COOTBETCTBYET NOHATUIO «MHOXECTBEHHbIN CyObekT». GID aBnserca AprnbikoM MHO-

XXECTBEHHOro cybbekTa, KOTOpbIX Y HOMUHANBLHOIO CybbekTa MOXeT OblTb Boree ogHOro.

Takum o6pasom, ogHomy UID cootBeTcTByeT cnncok GID;

3) ponb gencrTBuTenbHOro (paboTatowero ¢ obbektammn) cybbekta urpaet npouecc. Kax-

AOMYy npoLeccy npuceamBaeTcs eanHcTBeHHbIn UID, aensowmnnca naeHtTugunkaTtopom

3anycTuBLUEro NpoLecc HoMMHaNbLHOro cybbekTa, T. e. nonb3osaTens. [pouecc, Nopox-

OEHHbIN HEKOTOPbIM NpoLeccoM nonb3osaTend, Hacneayet UID poguTtensckoro npouecca.

Takum obpasom, BCe nNpoLecchl, 3anyckaeMble Nofnb3oBaTenem, UMEKT ero naeHTudnka-

Top. Bce npouecchl, npuHagnexawiue nonb3oBartento, o6pa3dyoT ceaHC Nonb3oBaTens.

MepBbIN Npouecc ceaHca NoNb3oBaTensa NOPOXAAETCA NOCcre NPOXOXKAEHUS npoueayp

naeHTudukauum n ayteHtTudukauyun. Npu obpalleHnn npouecca K 06bekTy 4OCTyn npeao-

CTaBMSETCA NO pe3ynsrataM npoueaypbl asTopu3aumu, T. €. 06paboTkun 3anpoca Ha OCHOBE

MaHOaTHbIX U ANCKpeunoHHbIX MPL;

4) mexanusm NP peanusoBaH B agpe OC, yto obecneunBaet ero npasunbHoe yHKLNO-

HUpPOBaHWe Npu UCNOMNb30BaHUN NIOOBLIX KOMMNOHEHTOB, NpegocTasnsemblx OC. Peanusa-

LUMa MaHOaTHOro ynpasneHue AOCTYrNoM 3atparMsaeTt Bce NoacucTeMbl g4pa, B KOTOPbIX

peanni3oBaHO ONCKpeUMOHHOE yrnpaBrieHne AOCTYNnoM. |_|pl/l aTom oba Bnaa yrnpaBrneHund
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AOCTYNOM (PYHKLMOHMPYIOT NapannenbHo, He BNMSS Ha NPUHATUE peLueHnid apyr apyra
(HenpoTUBOPEUYNBOCTL). [loCTyn paspeluaeTcs B TOM clydae, ecrii OH BO3MOXEH OTHO-
CUTENbHO AUCKPELMOHHbIX M MaHaaTHbIX MPL. 3anpelwaetcs B cnyyae, ecnv AocTyn

3anpeLleH OTHOCUTENbHO NBoro N3 MexaHn3moB.
1.3. CpeactBa opranusauum ENMM

OpraHusaumsa ElM obecneunBaer:

- CKBO3HYIO ayTeHTUdUKALMIO B CETH;

- LeHTpanusauuio xpaHeHus nHgopmarmm o6 okpyXeHUU nosnb3oBaTenen;

- LeHTpanusauuio XpaHeHus HacTPOeK CUCTEMbI 3aLLMTbl MHbopMaLmMm Ha cepBepe.

CeTteBas ayTeHTU(MKaAUUA M LEeHTpanM3aumsa XxpaHeHns nHpopmMaumm ob OKpy>KeHum
nonb3oBaTensa nogpasymMeBaeT NCNOSMb30BaHME OBYX OCHOBHbIX MEXaHU3MOB: NOAAEPKKN KPOCC-
nnaToOpMeEHHbIX CEPBEPHbLIX NpUoXeHnn onsa obecnevyeHms 6esonacHoctn (NSS) n nogrpyxae-
MbIX ayTeHTUmKaunoHHblx moayrnen (PAM). CkBo3Has ayTeHTUdUKALMA B CETU peanusyeTcsa Ha
ocHoBe npotokona Kerberos ¢ ncnonb3osaHveM cnyx6bl katanoros LDAP B kayecTBe MCTOYHUKA
AaHHbIX AN 6a30BbIX CUCTEMHbIX CepBMCOB Ha 6a3e mexaHnamoB NSS n PAM. NMogo6HbI noaxon
obecneunBaeT LeHTpanmMsaumo XpaHeHnst Hopmaumm o OKpyXeHuUn nosb3oBaTenen (B TOm
yucre npegHasHavyeHHyo ansa obecneyeHns MaHgaTHOrO yrnpaBneHus 4OCTYMNOM):

- CyllecTBylLME B CUCTEME MaHOATHbIE YPOBHU N KaTeropuu;

- MUHUMarnbHbIE U MaKCUMarbHble MaHOAaTHbIE YPOBHU, AOCTYMHbIE MOMb30BaTENAM NpU

BXO4E B CUCTEMY;

- MUWHMMarnbHbIE U MaKCUMarnbHble Habopbl MaHAATHLIX KaTeropuin, 4OCTYNHbIE NONb30Ba-

Tensm nNpu BXo4e B CUCTEMY;

- YfeHbl NPUBUMErMPOBaHHbIX rPYNM, KOTOpble MOryT nonyvatb U3 B[ crnyx6bl kKaTanoros

LDAP onpeneneHHyto nHopmMaumio o nonb3oBaTtensx.

Kpome Toro, ¢ ncnono3oaHnem C3®C CIFS obecneyeHo LeHTpann3oBaHHOE XpaHEeHne
AOMaLLHMX KaTanoros nofibaoBaTtenen.

[na cHWKeHna Harpyskum Ha ceTb M NoBblWeHUs npounssoanTenibHocTn B ENMM moxeT
NPUMEHSTLCS KI3LUMPOBAHNE PeaKo M3MEHAEMON MHpOPpMaLMK B JTOKANbHOM K3LLE.

BHUMAHUE! WN3meHeHHaa Ha cepBepe WHGOpMaUMA MOXET nonacTb B JiOKaslb-
HblW K3 C 3agepxkkown. [lepuog oBGHOBNEHMA nOKanbHOrO Kalla 3agaetcss napameTpom
CACHE_REFRESH_PERIOD B KOH(uUrypaunoHHom cansne /etc/ald/ald.conf.

Bonee nogpobHoe onucanue ENMM npusegeHo B PYCB.10265-01 95 01-1 «OnepaunoHHas
cucTema creumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBogcTteo agMuHmucTparopa.

Yactb 1».
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2. VDEHTU®UKALUA U AYTEHTUDOUKALIUA

OyHKUMA naeHTupukaumm n ayteHtTudpumnkaumm nonb3osarenen B OC ocHOBbIBaeTCs Ha
ncnonb3oBaHnn MexaHnama PAM.

PAM npegctaBnatoT cobon Habop pasgensiembix 6ubnuotek (T.H. Moaynewn), ¢ nNomo-
LLIbIO KOTOPbIX CUCTEMHBIV aAMUHUCTPATOP MOXET OpraHM3oBaTb npouenypy ayTeHTudmnkauum
(noaTBepxgeHue NOANUHHOCTM) Nonb3oBaTenen NpuUkNagHbIMUM NporpammamMu. Kaxasin moayrib
peanu3yet CO6CTBEHHbIN MexaHU3M ayTeHTudukaumm. IameHsist Habop 1 nopagok cregoBaHus
MOAYIeNn, MOXHO NOCTPOUTbL CLEHapUn ayTeHTUdUKaLmu.

Mopo6HbIN Nogxoa NO3BONAET N3MEHATL NpoLenypy ayTeHTudukaumm 6e3 nameHeHns
NCXOOHOro Koda u NOBTOPHOro kKoMmnunuposaHna PAM.

CueHapum ayTeHTUMKaUuMK (T. e. paboTa 3aTUX (PYHKLMI) ONMUChIBAKOTCS B KOHAUIYpaLMOH-
HOM panne /etc/pam.conf 1 B page KOHPUrypauMOHHbIX hannos, pacroroXeHHbIX B KaTarnore
/etc/pam.d/. Cama ayTeHTUdMKaUmns BbinonHaeTcs ¢ nomowsio PAM. Moaynu pacnonaratoTcs
B KaTanore /lib/security B BUae AUHaMN4eCKn 3arpyxaemMblX 0ObeKTHbIX hansioB.

Ecnn ETMN He ncnonbsyetcs, ayTeHTUPUKALMA OCYLLECTBAAETCHA C MOMOLLLIO NoKanb-
Hou B[l nonb3oBaTenen /etc/passwd. MHGopmauma, kotopas xpaHuTtcsa B /etc/shadow U
ncnosnb3yetca ans nonb3oBatenien B nokanbHon BI. B OC peanusoBaHa BO3MOXHOCTb Xpa-
HeHUs1 ayTeHTUMPUKaLUNOHHON MHOPMaLUUK nonb3oBaTenen, NoNy4eHHON C UCMONb30BaHNEM
xewl-cpyHkummr no NOCT P 34.11-94 n no NOCT P 34.11-2012.

Mpw ncnonbsoBanun ENMM ayTeHTUMKaLmMs nonb3oBaTenen ocywecTBASeTCAa LeHTpanu-
30BaHHoO o npotokony Kerberos. [1ns 3awuTbl ayTEHTUOMKALNOHHON MH OPMALUK NO YMOMYaHUIO
NCcnonb3yTcs oTevecTBeHHble anropuTMbl No NOCT 28147-89 n TOCT P 34.11-2012.

B EINlN B kayecTBe UCTOYHMKA JaHHbBIX OS89 naeHTUuKaumm n ayteHTuukalmm nosb3o-
BaTenen npumeHsaTcs cnyxobbl katanoros LDAP. B pesynksraTte Bca cnyxebHas nHgpopmaums
nonb3oBaTenen cetTm MOXET pacnosfaratbCa Ha BblAeNeHHOM cepBepe B pacnpenerieHHon retepo-
reHHoun ceTeBon cpeae. [lobaBneHne HOBbIX CETEBbLIX MONb30BaTENEN B 3TOM Criydae npounsBo-
ANTCH LleHTpanu3oBaHHO Ha cepBepe cryxbbl katanoroB. CeTeBble CEPBUCHI, NOAAEPXKMBatOLLME
BO3MOXHOCTb ayTeHTudukaunm nonb3osartenen (web, FTP, noyta), MorytT BMeCTO JfloKanbHbIX
YYETHbIX 3anMcen ncnonb3oBaTb TOT e kaTtanor LDAP nposepku ayTeHTUMKaLNMOHHON MHGOP-
Maumn. ADQMUHUCTPATOP CETU MOXET LeHTPann3oBaHHO ynpaBnaTb KOHUrypaumnen cetu, B T. 4.
pasrpaHmymBaTb AOCTYM K CETEBbIM CEPBUCAM.

bnarogaps npenoctasnenunto nHdopmaunmn LDAP B nepapxumyeckon apesosuaHon oopme
pasrpaHudeHue gocTyna B pamkax cryxbbl katanoros LDAP MoxeT 6bITb OCHOBaAHO Ha BBeOEHUN
AOMeHOB. B kayecTBe gomeHa B JaHHOM criydae OyaeTt BbiCTynaTb NoA4epeBO ChyXObl kaTa-

noroe LDAP. Cepsucbl LDAP nosBonstoT pasrpaHnymBatb AOCTYN NOSib30oBaTenen K pasHbiv
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nogaepeBbsAM Kartanora, Xxotd no ymonyaxdmio B OC peanuayetcs cxema ogHOro AoOMeHa.

[nsa ynpaesneHnsa nonb3oBatensamu, rpynnaMm n HacTporkaMmm nx aTpnbyToB ncnonb3yeTcs
rpadpudeckast ytunuta £ly-admin-smc. OnncaHume rpadpuyeckon yTunnTbl CM. B NEKTPOHHOM
crnpaske.

Ona ynpaenenna B[l ALD B pexmme KOMaHOHOW CTPOKU MUCMONb3yeTcs yTunuta
ald-admin, nogpobHoe onncaHue KOTOpoWn npmeBeaeHo B man ald-admin.

MpumeyvaHue. lNpn cosgaHnmn nokanbHbIX Nonb3oBaTenen nnu nons3osarenen ENMM
Heobxoammo obs3aTenbHO yCTaHaBNMBaTh AN HUX AMana3oHbl A0NYCTUMbIX MaHAATHbIX YPOBHEN
N KaTeropun: MUHUManbHbIN U MaKCUMarbHbIM MaHOAaTHble YPOBHWU, MUHUMASbHBIN N MaKcu-
MarbHbIi Habopbl MaHAATHBIX kaTeropuii (pasgen ). OTcyTcTBMUE YCTaHOBNEHHBIX AOMYCTUMbIX
AnanasoHoOB MaHOaTHbIX aTpubyToB NPUBOAMT K 3anpeLleHnto oCcTyna npu obpalieHnn K ce-
TEBbIM CEPBMCAM 3alLULLEHHbBIX KOMIMIEKCOB NporpaMm rmnepTekcTtoBon 06paboTkM OaHHbIX,
AneKkTpoHHoW noytel, CYB[] n nevatn.

Mo ymonyaHuio B cueHapun /etc/pam.d/common-auth, coaepxallem obLime ansa sBcex
cnyx6 HacTPOWKM 1 NPeaoCTaBnALWEM CEPBUC A8 BXoAa B cuctemy, ucnonbadyetcs PAM-moaynb
pam_tally.so. JaHHbin PAM-Mogynb npu Havane npouenypbl ayTeHTudunkauum nonb3osaTterns
yBeNUYMBaET CHETUMK HEYCMNELLHbIX MONbITOK ayTeHTUdMKaumm nonb3oBartens Ha eguHuuy. Ymcno
HeycCneLHbIX NOMbITOK ayTEHTU(UKALMN NONb3oBaTeNnst MOXET ObITb MPOCMOTPEHO crieayroLLemn
KOMaHOOoMW:
$faillog -u user_name

lNocne ycnewHoro 3aBepLUeHUs MNOMbITKM ayTeHTUUKauumM nonb3oBaTensa CYeTyYuK
HeyCneLUHbIX NONbITOK ayTeHTMdMKaumMm nonb3oBartensa copacbiBaeTcs B HoMb. MakcumanbHoe
4YUCIIO HEeYCMNELLHbIX MONbITOK ayTeHTUduKaumnm nonb3oBartens onpeagenserca ytunuton faillog
N 3Ha4YEeHNAMM NapameTpoB deny U per_user:
auth [success=ignore default=die] pam tally.so per_user deny=10

Mcnonb3oBaHue napaMmeTpa per_user O3HAYyaeT, YTo Npu yctaHoBke yTunuton faillog
MaKCMMarnbHOIo 3Ha4eHUs1 HeycneLlHbIX MOMbITOK ayTeHTUUKaunm gnga nonb3oBartens, He paBs-
HOro 0, NPMMEHSIETCA yKa3aHHOe 3HadeHue. MIHade npuMeHsieTcs 3HayeHue, onpegensemoe
napameTpom deny. [1py OTCYTCTBMM YCTAHOBIIEHHOIO NapamMeTpa per_user UCMNOSb3yeTCH 3Ha-
YyeHue napametpa deny.

[nsa cbpoca cyeTUmKa HeyCneLLHbIX NONbITOK ayTeHTUMKaumMm HeobxoaMMo BbINOMHUTb
cnegyoLyro KoMaHay:
faillog -r -u user_name

Bbonee nogpobHoe onucaHne cMm. B pykoBoACTBE man Ha faillog M pam_tally.
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3. ACKPELUMOHHOE YNPABJIEHUE OOCTYINOM

3.1. Obwme cBegeHun

B OC peanusoBaH mexaHun3m anckpeunoHHblx MPL nmeHoBaHHbIX Cy6beKTOB (Mosib3oBa-
Tenemn) K UMeHoBaHHbIM 00bekTaMm. Peannsauma mexaHnama anckpeumoHHbix MNP obecneunBaet
Hanuune ons Kaxaomn napbl (CyobekT-06beKT) ABHOE N HEOBYCMbICNIEHHOE NepeyncneHne paspe-
LUEHHbIX TUNOB AO0CTYyna.

[NCKPELMOHHBIA KOHTPOMNb AOCTYNa NPUMEHSIETCA K KaXXO0MYy OObEKTY U KaKaoMy CyOb-
eKTY W 3aKn4vaeTca B TOM, YTO Ha 3aluulaeMble MMEHOBaHHblE OObEKTLI YCTaHaBNMBaKOTCA
(aBTOMaTM4eckm npu nx cosgaHmm) 6asosblie MNP B Buae naeHTMdnKaTopoB HOMUHASBbHBLIX Cy6b-
ektoB (UID n GID), koTopble BnNpaBe pacnopshkaTtbCa SOCTYNOM K AaHHOMY OGbekTy M npas
aocTtyna K ob6bekTy. OnpegenstoTca Tpu Buaa goctyna: YteHune (read, r), 3anuck (write, w) n uc-
nonHeHue (execution, x). NMpaBa fOoCTyna BKNOYAKOT CMMCOK (OMTOBYHO MacKy) U3 A4EBATU NYHKTOB:
no Tpu BUAa AOCTyna Angd Tpex KnaccoB — nornb3oBaTtensd-snagensua, rpynnbl-enagensua n Bcex
ocTanbHbIX. Kaabii MyHKT B 9TOM CMMCKE MOXET ObiTb Mnb0o pa3pelueH, nmbo 3anpeLleH (paBeH
1 vnn 0).

Mpun obpaweHnn npouecca K 06beKTY (C 3anpocoM 4OCTyNa onpeaeneHHoro Buaa, T.e. Ha
YyTeHue, 3anncb UM UCNOMHEHME) CUCTEMA NPOBEPSIET COBNageHne naeHTnnKaTopos Bnagenb-
LeB npouecca 1 BnagensueB danna B onpegerneHHom nopsiake, U B 3aBMCMMOCTM OT pesyrbrara,
NPUMEHSET TY UNN MHYLO Fpynny npas.

MpaBa goctyna ¢annoBoro o6bekTa MOryT OblTb U3MEHEHDI, €CIN 3TO pa3peLLEHO (CaHK-
LMOHMPOBAHO) TEKYLLMMM NpaBunamMm pasrpaHnyeHmns octyna.

CyLlecTByIOT Takxke crieymanbHble OUTbl, Takne Kak:

- SUID (Set User ID) — 61T cMeHbl naeHTudukaTopa nosb3oBarens;

- SGID (Set Group ID) — 6MT cmeHbl naeHTUMKaTopa rpynnbl;

- Sticky — onpegenset Brnagenbla 06GbEeKTOB B KaTasnore.

Korga nonb3oBatenb nnm npouecc 3anyckaeT UCnonHseMbl dann ¢ OgHUM U3 YCTaHOB-
NEeHHbIX 6UTOB SUID unu SGID, TO hanny BpeEMEHHO Ha3Ha4yarTCcA npasa ero (dawvna) snagenoLa
Unu rpynnsl (B 3aBMCUMOCTM OT TOro, Kakon 6uT 3agaH). Takmm ob6pasom, nonb3oBaTenb MOXET
Aaxe 3anyckatb ¢pannbl OT UMEHM Cynepnonb3oBaTens.

Katanor ¢ yctaHOBNeHHbIM Sticky-OMTOM O3Ha4aeT, YTo yaanutb dann u3 aToro Kkata-
niora MOXeT TOfbKO Briagenew canna unu cynepnonb3oBatens. [Jpyrne nonb3oBaTeny nuwarTcs
npaBa yoanaTte dannbl. YCTaHOBUTb Sticky-OUT B KaTanore MOXHO TOSMbKO OT MMEHW cynep-
nonb3oBaTensi C UCnonb3oBaHMeM MexaHuama sudo. Sticky-buT kaTanora octaeTcsa oo Tex nop,
noka Brageney, katanora unm cynepnornb3oBaTtesib He yaanuT Katanor SBHO UK HE U3MEHUT

npaBa goctyna. Bnageney MoxeT yaanutb Sticky-6UT, HO HE MOXET €ro yCTaHOBUTb.
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HononHutenbHo B OC mexaHn3mMoM guckpeunoHHblx MNP nogaepxmBatoTcst CNUCKU KOH-
Tpons poctyna ACL (Access Control List), peannsoBaHHble Ha OCHOBE pacLlUMpPEHHbIX aTpubyToB
dannoBbix cuctem. C ncnonb3oBaHneM ACL MOXHO OOMNOMHUTENbHO AN KaKaoro obbekTa
3agaBatb NpaBa Ha AO0CTYN CyObEKTOB K HEMY.

ACL coctont n3 Habopa 3anucen. lNpaBa goctyna kK O6beKTy Ans nonb3oBaTens-
Bnagenbua, rpynnbl-Bnagensla u BCex OCTalnbHbIX UMEKOT COOTBETCTBYHOLEE NpeacTaBneHme
B ACL B Buge otgenbHbix 3anucen. ACL cootBeTcTBytowmin 6aszosbim MNP Ha3biBaeTcs MUHK-
manbHbIM ACL. Takum obpasom, K Kaxxgomy 06bekTy JOCTyna Bcerga ConocTtaBnseTcs MMHMMarb-
HbIi ACL, BKnovatoLwmi Tpy 3anvcu: Ans nonb3oBaTtens-Brnagensya, rpynnbli-enagensua n Bcex
ocTanbHbIX. [MpaBa gocTtyna ona 4ONOMNHUTENbHBIX CYOBHEKTOB ONpeaenstoTcs B AONONMHUTENbHbIX
sanuncax ACL.

ACL skntovatowmm 6onee Tpex 3anucen HasbiBaeTcsa pacumpeHHbiM ACL. OH gononHu-
TENbHO COAEPXUT 3anucb ANs Macku AOCTyna u Habop 3anucen AN UMeHOBaHHbIX MoNb3oBaTenen
N UMEHOBAaHHbIX rpymnn.

B obwem cnyyae ACL BknoYaeT 3anucu crnegyowmx TUnos:

- nonb3oBatenb-Briageney (TEKCTOBOE NPeACTaBIIEHNE: USer : : TWX);

- UMEHOBaHHbIN NoNb3oBaTeNb (TEKCTOBOE NPeACTaBMEHNE: user : User_name : rwx);

- rpynna-enagenbua (TEKCTOBOE NpeAcCTaBleHMe: group: : rwx);

- MMEeHOBaHHas rpynna (TEKCTOBOE NpeACTaBfIEHME: user : group_name : rwx);

- Macka goctyna (TeKCToBoe npeacTaBneHue: mask: : rwx);

- BCe OcCTarbHble (TEKCTOBOE NpeAcTaBfneHune: other: : rwx).

3anucb Macku 4ocTyna Ucnonb3yeTcst Anst orpaHNyYeHns pacnpoCcTpaHeHMs npae gocTyna
MMEHOBaHHbIX Monb3oBaTernen u rpynn.

B mexaHuame agnckpeumoHHbix MNP peanu3oBaHo oTobpaxeHne npaB AoCTyna K 0ObekTy,
yKa3aHHbIX B GBUTOBOW Macke A5is Tpex KrnaccoB (nonb3oBatensa-snagensua, rpynnbi-srnagensua um
BCEX OCTasbHbIX) B cooTBeTcTBytowme 3anmcu ACL.

Mpn ncnons3oBaHnn MmHnmansHoro ACL:

- nNpaBa gocTtyna n3 6GUToBOM Macku Ans Knacca nonb3oBaTtenb-enagenew (Hanpumep,

rwx) oToOpaxarTca B MOEHTMYHbIE NpaBa goctyna 3anucm ACL Tuna nonb3oBaTenb-

Bnageney, (HanpMMep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku ANs Krnacca rpynna-snagenbsua (Hanpumep, rw-)

oToGpaxarTca B MAEHTUYHbIE nNpaBa Agoctyna 3anmcu ACL Tuna rpynna-snagensua

(Hanpumep, group: : rw-);

- npaBa gocTyna n3 6UTOBON MacKku Ans Krnacca Bce ocTasnbHble (Hanpumep, r—--) oTob-

paxatTcs B MAEHTUYHbIE NpaBa gocTtyna 3anucn ACL Trna Bce ocTarnbHble (Hanpumep,

other::r--).
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Mpwn ncnonesoBaHun pacwmpeHHoro ACL:

- npasa gocTtyna u3 6UToBOM Macku ONA Knacca nosib3oBaTenb-Brnageney (Hanpumep,

rwx) oToOpaXkalTcsa B MAEHTUYHbIE NpaBa goctyna 3anucn ACL Tuna nonb3oBaTesib-

Bnageney (HanpMMmep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku Ans Krnacca rpynna-snagensua (Hanpumep, rw-)

oTobpaxaloTcs B naeHTUYHble npasa goctyna 3anucy ACL Tuna macka goctyna (Hanpu-

mMep, mask: : rw-);

- npaBa gocTyna n3 6MTOBON MacKu Ans Kracca Bce ocTarnbHble (Hanpumep, r—--) oTob-

paxaloTcs B uaeHTUYHbIe npasa goctyna 3anucy ACL Tvna Bce ocTanbHble (Hanpumep,

other::r--).

PeanunsoBaHHasa B MexaHu3me guckpeumoHHbix MNMPL npoeepka npas focTyna cybbekTa K
0ObeKTy BbINOMHAETCA B ABa aTana. Ha nepsom atane Bblbupaetcsa 3anucb ACL, cooTBeTCTBY!O-
wasa cyobekty goctyna. 3anucu ACL ansa obbekTa goctyna npocMaTpmuBatoTCA B Cnegyolem
nopsgke:

1) 3anucb ona nonb3oBaTensa-snagensLa;

2) 3anuMcm UMEHOBAaHHbLIX NONb30BaTENEN;

3) 3anucb rpynnbl-Bnagensua;

4) 3anMcu MMeHOBaHHbIX rpynm;

5) 3anucb Ansa Bcex ocTarbHbIX.

PeleHne o goctyne npMHMMaeTcs TONbKO Ha OCHOBE ogHoW BblOpaHHom 3anuncu ACL. Ha
BTOPOM 3Tarne nposepsietcs, 4To 3anucb ACL cogepXut Heobxoanmble npasa gOCTyna.

AnropuT™M NpoBEPKU NpaB AOCTyNa UMEET CreayoLwnin BUA:

1) npoBepsieTcs, ABNAETCS N cybbekT AocTyna nonb3oBaTenem-BrnagensLeM obbekTa.

Ecnu cybbekT goctyna He siBngeTcsa nonb3oBaTtenem-snagensuem obbekta, To NpoBepka

npogormkaetca. Ecnn cybbekT goctyna aBnsieTcs nosnb3oBaTenem-snagensuem oobekTa,

TO NPOBEPSIETCA pa3peLLeH N B COOTBETCTBUM C BbiOpaHHOM 3anncbio ACL 3anpoLueHHbI

cybbekTom Bua goctyna. o pesynsratam NpoBepku JocTyn nmbo paspeluaetca nmbo

3anpeLyaercs;

2) nposepsieTcsa ABNSETCA Ny cybbekT 4oCTyna OgHUM M3 UMEHOBAHHbIX Nofb3oBaTenen,

ykasdaHHbIX B 3anuncax ACL. Ecnu cybbekT goctyna He ABNSeTCs UMEeHOBaHHbIM NoMb30Ba-

Tenem, ykasaHHbiM B 3anmcax ACL, To npoBepka npogomkaetca. Ecnn cybbekT goctyna

ABNSAETCS MMEHOBaHHbIM Mosib3oBaTernemM, TO NPOBEPSETCH paspeLleH N B COOTBETCTBUU

¢ BblbpaHHom 3anucbio ACL 1 3anmnceio mackm goctyna ACL 3anpoLleHHbI CyObekToM

BMA goctyna. Mo pesynstatam npoBepku JOCTyn nNnbo pa3peluaetcs nnbo 3anpeLLaercs;

3) npoBepsieTcs, ABNSETCA N ogHa u3 rpynn cybbekTa JOcTyna rpynnon-srnagensua

obbekTa. Ecnn H1 ogHa u3 rpynn Cy6'beKTa OOCTyna He ABNAeTCA rpynnoﬁ-snap,enbua
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obbekTa, TO NpoBepka npogormkaeTcs. Ecnu ogHa mn3 rpynn cybbekT AocTyna ssnserca
rpynnon-snagensua obbekTa, TO NpoBepseTcs paspeLleH nn B COOTBETCTBUM C BbIOpaH-
How 3anuncbto ACL 3anpoLlleHHbI cyObekToM BuA gocTtyna. 1o pesynsratam npoBepKu
aoctyn nnbo paspellaetca nMbo 3anpeLuaeTcs;
4) npoBepseTcH, ABNAETCA M 0fgHa U3 rpynn cybbekTa JocTyna OgHOM M3 MMEHOBAHHbIX
rpynn, ykasaHHblx B 3anucax ACL. Ecnu Hu ogHa 13 rpynn cy6bekTa focTyna He aBnseTcs
MMEHOBaHHOM rpynnown, ykasaHHon B 3anucax ACL, To npoBepka npogosrmkaetcs. Ecrnn
ofHa u3 rpynn cybbekT AgocTyna ABMAsSieTCS MMEHOBAHHOW rpynmnoun, TO npoBepsieTcs
paspeLLeH N1 B COOTBETCTBMM C BblbpaHHON 3anmncbio ACL 1 3anncbio macku goctyna
ACL 3anpoweHHbI cybbekToMm Bua aoctyna. o pesynsratam npoBepku Aoctyn nmbo
paspellaeTtcs nnbo 3anpeLlaercs;
5) npoBepsieTcs, pa3peLleH N1 B COOTBETCTBMM € 3anmcbio ACL ans Bcex octanbHbIX
3anpoLUeHHbI cybbekToM BMA goctyna. o pesynsratam npoBepku 4OCTyn nmbo paspe-
LwaeTtca nuMbo 3anpeLuaeTcs;
6) ecnu goctyn He 6bin paspeLleH Npyu NpoBegeHUN NpeablayLWwmnx NpoBepokK, To 4OCTyN
3anpeLyaercs.
PeanunsoBaHHbin B OC mMexaHn3am guckpeumoHHbix [NPL npegycmatpmuBaeT Hanuvyme y
obbekToB-KOHTenHepoB ACL, ucnonbdyemoro no ymondanuto. HassaHHbin ACL Hacneayetca
obbekTamu, cosgaBaemMbiMU B OObEKTE-KOHTENHEPE.

OGbekTaMmy OoCTyna SABNSATCA:

dannsl;

coeanHeHuns (CokeTbl);

ceTeBble NMakeThl;

mexaHu3mbl IPC (pasgensemasn namaTb, odepean coobLeHnn n ap.).

MexaHn3m, peannayoLmnin ANCKPELMOHHOE yrnpaBneHne JoCTyrnoM, obecneymBaeT BO3-
MO>XHOCTb CaHKLMOHMPOBAHHOIMO U3MEHEHUs1 CNKCKa Nonb3oBaTernien M Cnucka 3alnuaemMblxX
dannoBbiX OOBLEKTOB.

MpaBo nameHeHus MNP npegoctaBneHo BblaeNeHHOMY CyObeKTY - cyneprnonb30oBaTento
root (nonb3osatento ¢ UID, nmetownum 3HaveHune 0). ADMUHUCTpATOP MOXET M3MEHATL Npasa
C ncnonb3oBaHnemMm mexaHmama sudo. Kpome Toro, npaBa gocTtyna K 00bekTy, Kak yKasaHHble
B GUTOBOM Macke Ansi TPeEX KraccoB (Mornb3oBartens-Bragensua, rpynnbi-Bnagensua u BCex
ocCTarbHbIX), Tak yka3aHHble B 3anmcax ACL MoryT ObiTb U3MeHeHbl Cy6beKTOM SBMSOLWNMCS
nonb3oBaTenemM-snagensuem obbekra.

Peanusauma B OC mexaHmama guckpeunoHHbix MNP o6ecneymBaeT HENPOTMBOPEUYNBOCTb
npaBun U3MeHeHNa anckpeunoHHbix MPL.

Mpu ncnonb3oBaHun Ans od6bekTa MmHMMmarnbHoro ACL npamoe 1 obpatHoe otobpaxeHune
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MPL obecneunBaeTcs crnegyowmm obpasom:
1) npu n3meHeHnn npae JoCTyna B BUTOBOM Macke ANs nonb3oBaTtens-snagenbua naex-
TUYHLIM 06Pa3oM U3MEHSAITCA NpaBa AoCTyna AN nosfib3oBartens-snagernsua B 3anucu
ACL,;
2) Npu U3MeHeHMn NpaB gocTyna Ansa nosib3oBatens-snagensua B 3anmcu ACL naeH-
TUYHBbIM 06pPa3oM M3MEHAITCH NpaBa JOCTyna B BGUTOBOM Macke AnNs nonb3oBaTens-
BnagenbLua;
3) npw nameHeHun npas AoCTyna B GUTOBON Macke AN rpynnbl-Bnagensua NaeHTUYHbIM
00pa3om M3MeHsTCA NpaBa AoCcTyna Ansa rpynnel-enagensua B 3anucn ACL;
4) npun U3amMeHeHUn Npae g4ocTyna ansg rpynnbl-srnagensua B 3anucu ACL ngeHTUYHbIM
0bpa3om M3MeHsTCA nNpaBa JocTyna B GUToBOM Macke Ans rpynnbl-Bnagensua;
5) npu nameHeHun nNpae gocTtyna B GUTOBOM Macke Afsi BCEX OCTalnbHbIX NOEHTUYHbBIM
00pa3omM M3MeHsTCA NpaBa AoCcTyna Ansa Bcex octanbHbiX B 3anucn ACL;
6) Nnpu n3amMeHeHnn npaB ocCTyna Ans Bcex octanbHbiXx B 3anucn ACL MAEHTUYHbIM
0bpa3om M3MeHsTCA NpaBa JOCTyna Ansa BCeX OCTalnbHbIX B GBUTOBOM Macke.
Mpun ncnonb3oBaHun ons obbekTa pacwmpeHHoro ACL npsmoe n obpaTHoe oTobpaxkeHue
MNP obecneunBaeTtcsa crneayowmm odbpasom:
1) npu n3meHeHnn npae JocTyna B GBUTOBOM Macke ANns nonb3oBaTtens-snagenbua naex-
TUYHLIM 06pPa3oM U3MEHSATCA NpaBa AoCTyna AN Nosfib3oBaTens-enagensua B 3annucu
ACL,;
2) npu U3aMeHeHUn NpaB JOCTyna Afis norb3oBaTens-snagensua B 3annucy ACL ngeH-
TU4YHBbIM 06pPa3oM M3MEHAKTCA NpaBa 4OCTyna B GUTOBOM Macke Ans nonb3oBaTensd-
BnagenbLa;
3) npu nameHeHun npae AOCTyna B GUTOBON Macke AN rpynnbl-Bnagensua NaeHTUYHbIM
obpa3omM nameHsieTcst macka gocrtyna B 3anvcu ACL;
4) npun n3ameHeHun mackum goctyna B 3anmcm ACL naeHTnYHbiM 06pas3om M3MeHsTCs
npaBa goctyna B OMTOBOM Macke Ans rpynnbi-Bnagensua;
5) npu nameHeHun Npae gocTtyna B GUTOBOM Macke Afisi BCEX OCTalbHbIX NOEHTUYHbBIM
00pa3oM U3MeHsTCA NpaBa JocTyna Ansa Bcex octanbHbIX B 3anmcn ACL;
6) Npyn M3aMeHeHUn npae AoCcTyna ANna BcexX ocTanbHbiXx B 3anncy ACL naeHTUYHbIM
00pa3om M3MeHsTCA NpaBa AOCTyna Ans BCeX OCTalnbHbIX B GBUTOBOM Macke.
Taknm obpasom, peanunsoBaHHbii B OC mMexaHu3M, perynvpyrowmn OUCKPELNOHHbIN
NPUHLMN KOHTPONSA JOCTyna, NnpeaycMaTpuBaeT CaHKUMOHUPOBAHHOE U3MEHEHNE OUCKPELMOHHbIX
MPO, Bkntoyasi CaHKLUMOHUPOBAHHOE M3MEHEHME crnncka CyObeKToB U CMMCKa 3aluuiaemMbix

OOBbEKTOB.
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3.2. Linux-npuBuneruv

Linux-npmBunernn npegHasHadveHbl Ans nepefadn oTAenbHbIM MONb30BaTensiM npas
BbIMOSTHEHUST ONpeaeneHHbIX agMUHUCTPATMBHbLIX OEACTBUN U ABMASIOTCA CTaHAAPTHbIMU ONS
cuctemsl Linux.

K Linux-npusunernam OTHOCATCS: CAP_CHOWN, CAP_DAC_OVERRIDE,
CAP_DAC_READ_SEARCH, CAP_FOWNER, CAP_FSETID, CAP_KILL, CAP_SETGID,
CAP_SETUID, CAP_SETPCAP, CAP_LINUX_IMMUTABLE, CAP_NET_BIND_ SERVICE,
CAP_NET_ BROADCAST, CAP_NET ADMIN, CAP_NET RAW, CAP_IPC_LOCK, CAP_IPC_OWNER,
CAP_SYS_MODULE, CAP_SYS_RAWIO, CAP_SYS_CHROOT, CAP_SYS_PTRACE,
CAP_SYS_PACCT, CAP_SYS_ ADMIN, CAP_SYS BOOT, CAP_SYS NICE, CAP_SYS RESOURCE,
CAP_SYS_TIME, CAP_SYS_ TTY CONFIG, CAP_MKNOD, CAP_ LEASE.

Linux-npmBunernn HacnenywTcsa npoueccamu OT CBOUX «poautenen». lNpouecchl, 3a-
NyLWEeHHble OT UMEHM CYNnepnonb3oBaTesis, HE3aBUCMMO OT HaNMYUSA Y HUX NPUBUMETNA, UMEIOT
BO3MOXXHOCTb OCYLLECTBIATb BCE NEPEYNCIIEHHbIE NPUBUIErMPOBaHHbIE ENCTBUS.

Cuctema npusunermn OC pacwmpeHa MNpuBUNErnsaMmn, OTHOCALLIMMUCA K CUCTEME
PARSEC. PARSEC-npuBunernmn, onmcaHHble B obecneumBatoT paboTy ¢ MEXAHU3MOM MaH-
AAaTHOro ynpasneHue A0CTYMNOM.

Bce npuBunerun nonb3oBartens HacneayTcsa 3anyLeHHbIMU OT UMEHW ero y4eTHOW 3anu-
cu npoueccamu. Npu 3anycke npouecca ¢ yCTaHOBNEHHLIMU MPUBUIIEMMAMUN 3arpy3vymK guHaMmmnye-
CKMX BUBNMoTEK ocyLlecTBNAET COPOC NEPEMEHHBIX Cpeabl OKPY>KEHMS, NO3BONSOLWMX OCYLLECTB-
NATb 3arpy3ky AMHaMn4ecknx 6GubnmoTtek n3 HecTaH4apTHbIX KaTanoros LD _LIBRARY PATH u
LD_PRELOAD. Takum o6pa3om, ycTaHOBKa Linux-npuBuneruin gns nonb3oBaTens MOXET NPUBECTU
K HEBO3MOXHOCTM 3anycka NpUoXeHUA, NCMOMb3YOLWMX ANHAMUYECKYIO 3arpy3Ky 6ubnmoTek ua
HecTaHOapTHbIX KaTtanorosB (Hanpumep, Firefox, Thunderbird, LibreOffice, £1y-scan).

Ona Hactponkn KC3 moryT ucnonb3oBatbcs Kak Linux-, Tak 1 PARSEC-npusunernn.

Mopsigok ynpaeneHuns npusunernsimm onucax B [4.9]
3.3. CpeacTBa ynpaBneHus auckpeunoHHbivu MPL

[na ynpaeneHus auckpeunoHHbiMu MNP ncnonbayetca rpadpuyeckas ytmnuta £1ly-£fm
(«MeHnepxep dannos»). bonee nogpobHoe onucaHne yTUnnTbl CM. B 3N1EKTPOHHOW CrpaBKe.

[na ynpaenenus Linux-npuBmnnervsamm nonb3oBaTenen CUCTEMbl UCNONb3yeTcs rpaduye-
ckaqa ytunuta fly-admin-smc («YnpaBneHme nonmtmkon 6esonacHoctny). bonee nogpobHoe
ONUCaHne YyTUNUTbl CM. B 3NEKTPOHHOW CrnpaBke.

[anee paccMoTpeHbl cpeacTea ynpasneHusa anckpeunoHHsimu MNP B pexxume KomaHgHON

CTPOKM.
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3.3.1. chown

CwnHTakcuc:
chown [OPTION]... OWNER[:[GROUP]] FILE...
chown [OPTION]... :GROUP FILE...
chown [OPTION]... --reference=RFILE FILE...

KomaHaa chown namMeHsieT BrnagenbLa u/vnu rpynny, BnageroLLyto KaxabiM U3 yKazaHHbIX
dannos, cornacHo 3agaHHbIM apryMeHTam, KOTopble UHTEPNPETMPYIOTCA B NOCNeA0BaTENbHOM
nopsgke. Ecnv 3agaHo Tonbko MMsi nonb3oBaTtens (UK ero YMCroBOW MAEHTUdUKATOP), TO
AaHHbIN NoNb3oBaTeNb CTAHOBUTCA BNaferbLeM KaXaoro u3 ykasaHHbIX ¢hannos, a rpynna
aTnx hannos He nameHsieTcs. Ecnm 3a umeHem nonb3oBartensi Yepes ABOETOUME crneayeT nvs
rpynnbl (UAN YNCNOBOW naeHTUdmMKaTop rpynnbl) 6e3 npobenoB Mexay HUMKU, TO U3MEHSETCS
Takke u rpynna dannos. Ecnv gBoetoune nnm Touka cnegyet 3a UMEHEM MOSb30BaTenNsi, HO
rpynna He 3agaHa, TO AaHHbIA NoNb30BaTeNb CTAHOBUTCA BNnagenbLeM ykaszaHHbIX dannos, a
rpynna ykasaHHbIX pannoB N3MEHSETCS HA OCHOBHYIO rpynny nonb3oBaTens. Ecnv onyweHo nvs
nonb3oBaTensi, a ABOETOUME UNN TOYKA BMECTE C rpynnon 3agaHbl, To 6yaeT naMeHeHa TONbKO
rpynna ykasaHHbIX 0anroB; B 3TOM criydae chown BbINOMHAET Ty Xe (PyHKUMIO, YTO U chgrp
(3.3.2). KomaHpa chown u3MeHsieT BnagenbLua u/unu rpynny Kaxaoro FILE Ha OWNER w/vnu
GROUP.

Onuumn npuseaeHbl B Tabnuue [1]

Taobnuuya 1

Onuusa OnucaHwne

To xe, YTO N ——verbose. NogpobGHO onucbiBaTb TONbKO hannbl, Yen

-c, -—changes .
BnageneL AencTBUTENbHO U3MEHAETCS

MNameHuTb Bnagensua darnna, Ha KOTopbI YKasbliBaeT CUMBOSbHas

—-—-dereference . .
CCblJ1IKa, BMeECTO CaMOUN CMMBOJIbHOU CCbIJTKAN

PabotaTb ¢ camMMMn CUMBOJTbHBIMW CCbINKamu, a He ¢ dbarnamu, Ha Ko-
-h, --no-dereference TOpble OHM yKa3bIBalOT. [laHHas onuusa OOCTyMnHa, TOMbKO eCNn MMEETCS
CUCTEMHbIN BbI30B 1lchown

M3meHnTb Bragenbua w/vnn rpynny Kaxgoro danna, Tonb-
KO ecnv Tekywui Bnageney wwnu rpynna coBnagaetr c
CURRENT_OWNER :CURRENT_GROUP. Kak rpynna, Tak v Bnage-
nevw, MoryT BbITb ONyLLEHbI, B 3TOM Cly4Yae coBnageHue ansi aHHOro
aTpubyTa He o6si3aTenbHO

——from=CURRENT_OWNER:
CURRENT_GROUP

He BbiBOANTb coobLLeHNs 06 owmnbkax Ha hannbl, Yen Bnageney He

-f, --silent, -—quiet
MOXET ObITb U3MEHEH

BmecTo 3agaHHbIX 3Ha4eHMn OWNER : GROUP ncnornb3oBaTh BriagenbLa

--reference=RFILE N
n rpynny danna, Kotopble UMeT RFILE

-R, -—-recursive PeKkypcuBHO M3MEHSTb BriagenbLia KatanoroB 1 BCEro NX COAEPXMMOro

--help BbiBecTu cnpaBky 1 BbINTH




20
PYCB.10265-01 97 01-1

OkoHyaHue mabnuusi 1

Onumsa Onucanune

--version BbiBeCTM MHpOpMaLINIO O BEPCUN U BBINTY

Bnageneu He N3MeHSIETCSH, eCnN OH He CyLlecCTBYyeT. prnna TaKkKe He UBMEHAETCA, eCrn

OTCYTCTBYET, HO USMEHAETCA Ha rpynny no ymon4aHuto, eciin He 3aaH rnoJib3oBaTeslb.

3.3.2. chgrp
CuHTakeuc:
chgrp [OPTION]... GROUP FILE...
chgrp [OPTION]... --reference=RFILE FILE...

KomaHga chgrp U3MeHsieT rpynny, BagetoLLyto KaxabiM U3 ykazaHHbIX dainos FILE, Ha
rpynny GROUP, KoTopasi MOXeET ObITb 3a4aHa UMEHeM rpynrbl UM YACTNOBLIM MAEHTUDMKATOPOM
rpynnbi.

Onuumn npuseaeHbl B Tabnuue [2]

Tabnuuya 2

Onums OnucaHwune

To xe, 4To U ——-verbose, HO BbIBOAUTb COOBLLEHNE TONLKO TOrAa, Koraa

-c, -—changes . .
AencTBUTENbHO Oblna n3aMeHeHa rpynna danna

M3meHuTb Bnagensua canna, Ha KOTOpbIN YKasbiBaeT CUMBOSIbHAs CCbif-

—-—dereference . .
Ka, BMECTO CaMOW CMMBOJIbHOWN CCbINKU

MN3meHnTb BragenbLa CMMBOSIbHOW CCbINIKM, @ He Bnagensbua ganna, Ha
-h, -—no-dereference | KOTOPbI yKa3biBAET 3Ta CCbIfKa (4OCTYMHA TOMbKO HA CUCTEMAX, MMEIOLLNX
CUCTEMHBbIN BbI30B 1chown)

-f, --silent, -—quiet | He BbIBOANTb cooOLLIEHNS 06 OLLIMOKax

--reference=RFILE M3meHnTb rpynny cganna FILE Ha Ty, YTO BrageeT dannom RFILE

-R, -—recursive PeKprVIBHO N3MEHATb BJlaferibla KaTtajioroB " nx coaepxmmoro

BbiBOOUTb AMarHocTuyeckoe cooblieHne 06 n3aMeHeHUn Bragenbsla ans

-v, ——verbose .
Kaxgoro ¢pavna

--help BbiBecTu cnpaBky ¥ BbINTU
--version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH
3.3.3. chmod
CwuHTakcuc:
chmod [OPTION]... MODE[,MODE]... FILE...
chmod [OPTION]... OCTAL-MODE... FILE...
chmod [OPTION]... —--reference=RFILE FILE...

KomaHaa chmod M3MeHsiIeT npaBa AOCTyna ykasaHHoro dainna FILE B COOTBETCTBUM

C NnpaBaMun O0OCTyNa, yKasdaHHbIMU B NapameTpe MODE, KOTOprIZ MOXET ObITb npencTtaBnieH Kak



21
PYCB.10265-01 97 01-1

B CMMBOSIbHOM BUAeE, Tak U B BUAe BOCbMEPUYHOrO Yncna, npeacrasnstowero GutoByo Mmacky
HOBbIX NpaB gocTyna.

dopmaT CMMBOSBHOIO pexuma:
[ugoa...][[+-=][rwxXstugo...]...1[,...]

Kaxkabih apryMeHT — 3TO CMMCOK CUMBOSIbHbIX KOMaHA U3MEHEHUS NpaB AOoCTyna, pas-
AeneHHbIX 3ansaTbiMn. Kaxgasa Takas koMmaHga HadnmHaeTcsa ¢ Hyns unm 6onee 6ykB ugoa, KOM-
OvHauMa KOTOpbIX YKasbliBaeT, YbW NpaBa gocTyna K cdanny 6yayT nameHeHbl: nonb3oBartens,
Bnagetowero gpamnom (u); nonb3oBartenen B JaHHOW rpynne (g); ocTanbHbIX NOofb3oBaTenen, He
BXOOSALMX B AaHHYO rpynny (o), nnu xe Bcex nonb3oBartenen (a). bykea a akBMBaneHTHa ugo.
Ecnu He 3agaHa HM ogHa BykBa, TO aBTOMaTuyeckn dyaeT ncnonb3oBatbeda OykBa a, HO GUTHI,
yCTaHOBSEHHbIE B umask, He ByayT 3aTPOHYTHI.

OnepaTtop «+» gobaBndeT BbiOpaHHbIE NpaBa AOCTyMNa K y)Ke UMEHLLMMCH Yy Kaxgoro
danna; «-» ygansier 3Tu npasa; a «=» NpucBaMBaeT TOSbKO 3TW MpaBa KaXgoMy yKazaHHOMY
danny.

BykBbl rwxXstugo BbIOMpalOT HOBbIE NpaBa 4OCTyna Ansa nonb3oBaTensd, 3a4aHHOro oa-
HoW 13 ByKB ugoa: YTeHue (r); 3anncb (w); UCNONHEHNE (UK JOCTYN K KaTtanory) (x); BbINOSIHEHWE,
ecnun dann ABNAeTCHa KaTtanoroMm Unun yxe MMeeT NpaBo Ha BbINOSMIHEHUE AN Kakoro-HMbyab
nonb3osarens (X); setuid- nnn setgid-6uThbl (s); sticky-6uT (t); ycTaHoBKa AN ocTarnbHbIX Taknx
Xe npas AoCTyna, KOTopble MMEET Morb3oBaTenb, Bnageowmmn aTum gansiom (u); yctaHoBKa ans
OCTanbHbIX TAKKX Xe NpaB 4OCTyna, KoTopble UMeET rpynna darna (g); ycTaHoBKa Ans octarnb-
HbIX TaKUX XXe nNpaB 4OCTYyNa, KOTOpble MMEIT OCTasrbHble NoMNb3oBaTeNu (He BXxoadalme B rpynny
danna) (o). (Tak, chmod g-s file cHUMaeT GUT set-group-ID (sgid), chmod ug+s file
ycTaHaBnuBaeT 6uTbl suid M sgid, B TO BpeMsi Kak chmod o+s file HMYero He Aenaer.)

UncnoBomn pexmmM COCToUT 13 He Bornee YeTbipex BOCbMEPUYHbIX LUdp (OT Hyns Ao cemu),
KOTOpble CKnaabiBatoTcst N3 6UTOBbLIX Macok 4, 2 n 1. Jltobble NnponyLLeHHbIE pa3psiabl 4ONOMHAKTCA
nnaupytowmmmn Hynsmu. MNepeas undpa BolbnpaeT ycTaHOBKY MaeHTUdmKaTopa nonb3oBartens
(setuid) (4) nnu nageHTtudumkaTopa rpynnel (setgid) (2) nnu sticky-6uta (1). Bropas umdpa
BbIOMpaeT npaBa AOCTyna Ans nonb3oBaTtens, BnagetoLwero AaHHbIM hannom: yteHune (4), 3annce
(2) n ncnonHexmne (1); Tpetbsa undpa BbibMpaeT npaea 4ocTyna Ans Nonb3oBaTenen, BXoAALWmnNX
B J@HHYHO rpynny, C TeM e CMbICIIOM, YTO U Yy BTOPOM Undpbl; N YeTBEPTLIN pa3ps BbiOMpaeT
npaea 4OCTyna 415 ocTanbHbIX NOfb3oBaTeNnen (He BXOOALWMX B JAHHYIO rpynny), onNaTb C TEM Xe
CMbICIIOM.

KomaHaa chmod HUKOrAa He N3MEHSET NpaBa Ha CUMBOJSIbHbIE CChISKK, T. K. 3TOro He gena-
€T CUCTEMHbIV Bbl30B chmod. JTO He sBnsieTca Nnpobrnemoin: npaBa CUMBOJSIbHbIX CCbIIOK HUKOrAa
He ncnonb3ytoTcsa. OgHako ANA KaKA0W CUMBOSIbHOW CCbISKK, 3aaHHOM B KOMaHAHOW CTPOKe,

chmod UrHOPUPYET CUMBOJSIbHbIE CCbINIKM, BCTPEYatoLLMecs BO BpeMsi peKypcuBHON 0b6paboTku



22
PYCB.10265-01 97 01-1

KaTanoros.
KomaHga chmod M3MeHsIeT npaBa AocTyna kaxaoro gpavna FILE Ha MODE.

Onuumn npuseneHbl B Tabnuue 3|

Tabnunua 3
Onumsa Onucanune
o changes To Xe, 4YTO U ——verbose, HO BbIBOAUTb COOOLLEHMEe TONbKO Toraa, Koraa
! 9 ObInn Npon3eeaeHbl U3MEHEHUS
-f, --silent, He BblgaBatb cooblieHnsa o6 owmnbkax Ha Te ansnbl, Ybu Npasa He MOryT
-—quiet ObITb U3BMEHEHBI
-v, --verbose Moapo6Ho onuckiBaTh M3MEHEHHbIE NpaBa AocTyna

--reference=RFILE | VIamMeHUTb NpaBa AocTyna K (anny Ha Te npaea, YTo umeeT RFILE

-R, --recursive PekypcuBHOE M3MeHeHMe npaB 4OCTyna A5 KaTanoroB U UX COAepXMMoro
--help BbiBeCTu cnpaBky 1 BbIATH
--version BbiBECTM MH(pOpMaLNIO O BEPCUN U BbIATH

Kaxxgbin MODE npeacTaBnsieT cobon KombuHaumio 13 ogHoro nnmn 6onee CMMBOMOB ugoa
B Hayane v OfuH U3 CUMBOJMOB «+», «-», «=», 3aTeM OfHa NN HECKombKo OYKB N3 rwxXstugo.

CvmBonbHas chopma npveeaeHa B Tabnuue (4]

Tabnuua 4
Onuusa Onucanue
u Monb3oBaTens (BNageney daina) — ot user (nonb3oBaTterb)
g lpynna — ot group (rpynna)
OcrtanbHble nonb3oBartenu — ot other (octanbHble)
a Bce nonb3oeatenu — ot all (Bce)
+ [o6aBnTb paspelueHns K TekyLmnm npasam gocryna

- YoanuTb paspelueHunst U3 TeKyLwux npae gocTtyna

= YcTaHoBUTb pas3peleHnda BHe 3aBUCMMOCTU OT TEKYLLUX npaB AocTtyna

r Pa3spelueHne Ha 4yTeHne — oT read (4Yntath)

w PaspelueHne Ha nameHeHve — ot write (nmucaTtb)

X PaspelueHne Ha ucnonHeHne — ot execute (BbIMNOMHATL)

1 BnokupoBka danna ana gpyrux nonb3osaTtenen npu Joctyne
3.3.4. umask
CwuHTakcuc:

umask [-p] [-S] [macka]

lMonb3oBaTenbckaa Macka co3gaHus d)a|7|na yCTaHaBJINBaAETCA paBHOVI aprymMmeHTy macka.
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Ecnn macka HaumMHaeTcsa ¢ undpbl, OHa MHTEPNPETUPYETCHA Kak BOCbMEPUYHOE YUCIIO, NHaYe —
Kak Macka B CMMBOSIbHOM dpopmate, aHarorMyHoM Mcrnornb3yemMomy B KomaHae chmod (cm. [3.3.3).
Ecnn macka He ykasaHa unu 3agaHa onuusa -S, Bbl4aeTcs Tekyllee 3HadyeHne macku. Onums -S
BbI3blBaET Bbl4ayy Macku B CUMBOSIbHOM bopmaTe; N0 YMOMYaHUIO BblJAeTCs BOCbMEPUYHOE
yucno. Ecnu ykasaHa onuusa -p, a Macka He 3agaHa, pe3ynbraTt BblAaeTca B BuAe, KOTOPbIN
MOXHO MCMonb30BaTh BO BXogHoM komaHae. Ctatyc Bbixoga — 0, ecnn macka 6bina ycnewHo
N3MeHeHa Unun He ykasaHa, n 1 — B NPOTUBHOM Clyyae.

KomaHga umask pacno3HaeTcs 1 BbINOnHAETCst 060no4kon shell.

KomaHgy umask uenecoobpasHo BKNIOYMTE B NOb30BaTENbCKUI pro-chann. Torga oHa
OygeT aBTOMaTMYeCKU Bbi3bIBaTbCHA MPU BXOAE B CUCTEMY U YCTAHOBUT HYXXHbIA pEXUM AOCTyna K

co3gaBaeMbiM doannam 1 Katanoram.

3.3.5. getfacl
CwuHTakcuc:
getfacl [-dRLP] odann
[na kaxpgoro cdanna getfacl BbIBOAUT UMS hanna, Bnagensua, rpynny-srnagensua n
ACL. Ecnu katanor nmeet ACL-no ymon4yaHuio, 7o getfacl BbiBOgMT Takke ACL-no ymonyaHuio.
dannbl He moryT umetb ACL-no ymonyaHuio.
dopmart BbIBOAA:
# file: somedir/
# owner: lisa

# group: staff

1
2
3
4: user::rwx
5 user:joe:rwx #teffective:r-x

6 group: : rwx #teffective:r-x

7 group:cool:r-x

8 mask:r-x

9: other:r-x

10: default:user::rwx

11: default:user:joe:rwx feffective:r-x

12: default:group::r-x

13: default:mask:r-x

14: default:other:---

Ctpokn 4, 6 n 9 oTHOCATCS K TpaguuMoHHbIM BuTam npae goctyna K danny, cooTBeT-
CTBEHHO, AnA Bnagenbua, rpynnbl-Biiagernbla U BCEX OCTallbHbIX. TN TPpWU ANemMeHTa ABJIAI0TCA
6a3oBbiMU. CTPOKM 5 1 7 aBNSOTCS aneMeHTaMn Ans oTAeNbHbIX Nonb3oBaTens u rpynnbl. CTpoka
8 — Macka appeKTUBHbIX NpaB. TOT ANEeMEHT orpaHnYnBaeT aPeKTMBHbLIE NpaBa, NpegocTas-

ideMble BCEM rpynnam n otaenbHbIM MOJ1b30BaTENAM. Macka He BnusieT Ha npasa And snagernbLa
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danna n scex gpyrux. Ctpokn 10-14 nokasbiBatoT ACL-no ymonyaHmio, accounmpoBaHHbIN C
AaHHbIM KaTarnorom.

KomaHga getfacl BbiBognT ACL dhaninoB n katanoroB no yMOnyYaHuio.

[Ona 6onbworo konuyectBa gannoB getfacl BbiBOAUT ACL, pasgeneHHblie nycTbiMn
cTpokamu. Pesyneratbl KOMaHObl getfacl MOryT UCNOSb30BaTbCH KaK BXOAHbIE AAHHblE AN

komaHabl setfacl (3.3.6).
Onuuun npuseneHbl B Tabnuue Bl

Tabnunua 5
Onuwms OnucaHue
--access BbiBecTn Tonbko ACL dhanna
-d, -—-default BbiBecTn Tonbko ACL-no ymonyaHuio
--omit-header He nokasbiBaTb 3aronoBokK (Mms danna)
-—all-effective MokasaTb BCce ahPeKTMBHbIE NpaBa
--no-effective He nokasbiBaTb ahheKkTnBHbLIE NpaBa
--skip-base MponyckaTb dannbl, UMetoLne TONbKO OCHOBHbIE 3anncu
-R, --recursive [ns nogkatanoroB pekypCuBHO

CrnegoBaTb MO CUMBOJSIMYECKMM CCbINKaMm, Mo yMon4yaHno cMmMBoJ1In4eCKNE

-L, ——logical .
CCblIJ1KK, HE YKa3aHHble B KOMaHOHOWU CTPOKE, NTHOPUPYHTCA

He cnepoBaTtb MO CUMBOSIMYECKUM CChIflkaMm, Aaxke ecrin OHU YKa3aHbl B

-P, —-physical .
KOMaHOHOW CTpPOKe

--tabular Mcnonb3oBaTtb TabynnpoBaHHbIN hopmaT BbiBOAA

—-—-numeric Moka3sbiBaTb YNCIIOBbIE 3HAYEHUS I'IOJ'Ib3OBaTeJ'IFI/prI'II'IbI

--absolute-names He ynanaTe Beagywime «/» u3 nytu canna

--help BbiBeCcTy cnpaBky 1 BbIATH
--version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH
3.3.6. setfacl
CwuHTakcuc:
setfacl [-bkndRLP] { -m|-M|-x|-X ... } Qawnn

OTa komaHaa usmeHsiet ACL k dparnam nnu katanoram. B komaHOHOW CTpOKe 3a rno-
cnepoBaTeribHOCTbIO KOMaHA naeT nocrnegoBaTenbHOCTbL hansioB (3a KOTOPOK, B CBOK ovepeab,
Takke MOXEeT UaTu nocrnefoBaTenbHOCTb KOMaHa U T. 4.).

Onuumn npueeaeHbl B Tabnuue [6]

Tabnunua 6

Onuwms Onucanue

-m, —-modify=acl MameHnTb Tekywmun ACL gna daina
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Onumsa

OnucaHwune

-M, -—-modify-file=file

Mpountatb 3anucmn ACL ana mogudukaumm ns danna

-xX, ——remove=acl

Yoanute 3anucn ns ACL danna

-X, ——-remove-file=file

Mpountatb 3anncu ACL ana yganeHusa us danna

-b, -——remove-all

Ypanutb Bce paclumpeHHble 3anuncu ACL

-k, ——remove-default

Yaanute ACL-no ymon4yaHuio

-—-set=acl

YctaHouTtb ACL ans danna, 3ameHus Tekywmn ACL

—--set-file=datei

Mpountatb 3anncu ACL gns yctaHoBneHus M3 danna

--mask

Mepecuntatb Macky acpeKTUBHLIX NpaB

-n, -—no-mask

He nepecuntbiBaTh Macky addeKkTUBHbIX npas, 0bbIYHO setfacl ne-
pecynTbIBaeT MacKy (Kpome criyyas ABHOro 3afjaHusa Macku) Ans Toro,
YTOObI BKMOUYMTL €€ B MaKkcMMarbHbIn Habop npas JocTyna anemMeH-
TOB, Ha KOTOpble BO34eNCTBYET Macka (AN BCex rpynn v oTaerbHbIX
nonb3oBarenen)

-d, -——default

MpumennTe ACL-N0 ymonyaHuio

-R, ——recursive

[lns noakaTtanoroe pekypcuBHO

-L, --logical

CnepoBatb MO CUMBOSIMYECKUM CCbISIKaM, MO YMOSYaHMUIO CCbINKU, He
ykasaHHble B KOMaHLHOW CTPOKe, UTHOPUPYHOTCS

-P, —-physical

He cneposaTb N0 CUMBOSIMYECKUM CChIfIKaM, AaXXe eCrii OHU yKa3aHhbl
B KOMaHAHOW CTpoKe

—--restore=file

BoccTtaHoBUTL pe3epBHYIO KOMUIO NpaB AOCTYyna, CO34aHHY KOMaHAon
getfacl -R unu e nogobHon. Bce npaea goctyna gepesa kartano-
roB BOCCTaHaBMBAOTCS, UCMOMNb3Ysl 3TOT MexaHn3m. Ecnn BBogmmble
AaHHble coaepXaTt aneMeHTbl Ana Bnagenbua unuv rpynnbl-enagensua
N komaHaa setfacl BbINOMHAETCH NONb30BaTeNeM C UMEHEM root,
TO Bragernew u rpynna-snagenel Bcex annos Takke BOCCTaHaBMU-
BalOTCA. JTa OMNUMS HE MOXET UCNONb30BaTbCA COBMECTHO C ApYrumMu
ONuMSMU, 3a UCKITKOYEHNEM oNumMmn —-test

--test Pexum TectnposaHusa (ACL He nameHsoTcs)
--help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBeCTM MH(popMaLnio 0 BEPCUN U BbIATU

Mpn ncnonb3oBaHMM oNUMN —-set, -m U —x AOMKHbI ObITb NepeyncrneHbl 3anucn ACL B

KomMaHaHowm cTtpoke. AnemeHTbl ACL pasgensaTca oguHapHbIMU KaBblYKaMu.

Mpu yteHnn ACL n3 parina npu nomowm onumm —--set-file, -Mu -X KOmMaHga setfacl

NPUHNMaET MHOXECTBO 3J1IEMEHTOB B q)opmaTe BbiBoga getfacl. B CTpOKe 00blyHO coaepXunTcA

He 6onblue ogHoro anemeHTa ACL.
3.3.6.1. AnemeHTLI ACL

KomaHga setfacl ucnonb3yeTt criegyowmne opmatbl arniemeHToB ACL:

1) [dlefault]:]

[u[ser]:]Juid [:[+|"]perms]
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lMpaBa gocTtyna oTgenbHoro nomnb3oBartens. Ecnu He 3agaH uid, TO npaea goctyna

Bnagenbua dganna.

2) [dlefault]:] glroupl:gid [:[+|~]perms]

MpaBa goctyna oTaenbHOM rpynnbl. Ecnn He 3agaH gid, To npaBa gocTtyna rpynnbl-

Bragenbua.

3) [dlefault]:] m[ask]:[+|"] perms

Macka adppeKkTUBHbIX Npas.

4) [d[efault]:] o[ther]:[+|"] perms

lMpaBa goctyna Bcex ocTanbHbIX.

AnemeHT ACL aBnsietcs abcontoTHbIM, eCnn OH COAEPXKUT NoNe perms U ABMSETCS OTHO-
CUTENbHbIM, €CIN OH BKNIOYAET OAMH M3 MOAMMUKATOPOB: «+» UK «*». ABCOMIOTHbIE 3NEMEHTbI
MOryT MCMNOMb30BaTbCA B onepauusax yctaHoskn unn mogudukauumn ACL. OTHocuTenbHble ane-
MEHTbl MOTYT MCMNONb30BaTbCA TONbKO B onepauun mogndukauum ACL. NMpaBa goctyna aons
OTAerNbHbIX Norb3oBaTenen, rpynnbl, He CoaepXaLlue HUKaKMX Noren nocne 3HavYeHun uid, gid
(none perms nNpu 3TOM OTCYTCTBYET), UCNOMb3YIOTCA TONBKO ANSA yOaneHUs 3NeMeHTOB.

3HaveHus uid un gid 3agaroTcsa UMeHeM unu Ynucnom. lNone perms MoxeT ObITb Npea-
CTaBneHo kombuHaumen CMMBONOB r, w, X, — Unu undp (0-7).

3.3.6.2. ABTOMaTU4eCKM co3faHHble NnpaBa AocTyna

M3HavanbHO dhannbl 1 Katanorn cogepaT Tonbko Tpy 6a3oBbix anemeHta ACL: gns
BnagenbLa, rpynnbl-Bnagensua u Bcex ocTanbHbIX Nonb3oBatenen. CyliecTByeT pag npasun,
KOTOpble criefyeT BbIMOSHATD:

1) He MoryT 6bITb yaaneHsl cpasy Tpy 6a30BbIX anemeHTa. [JomkeH NpucyTCcTBOBaTb XOTA

Obl OOWH;

2) ecnu ACL cogepxuT npaBa gocTtyna ansa otTaenbHOro nosib3oBatens unm rpynnsl, To

ACL Takke gormkeH cogepxaTb Macky adhdeKTUBHbIX Npas;

3) ecnn ACL cogepxunt kakne-nmbo anemeHTbl ACL-no ymonyaHuo, To B NocnegHem

OOMMKHbI TaKKe NpUCyTCTBOBaTb TpU 6a30BbIX anemeHTa (1. e. NpaBa AocTyna no ymonya-

HWIO ANSA Bnagenbua, rpynnbl-Bnagensua n Bcex ocTasbHbIX);

4) ecnn ACL-no ymonyaHuio cogepXXuT npaea AocTyna Ans otaenbHbIX Nosfib3oBartenem

unu rpynn, To B ACL Takke gomkHa NpMcyTCTBOBaTb Macka a(OEKTUBHbIX NpaB.

[Onsa Toro 4To6bl NOMOYb MONbL30BaATENIO BbLIMOMHATL 3TU Npasuna, setfacl co3gaer
npaBa JOCTyna, UCMNOSMb3yH YXKe CYLLEeCTBYHOLME, COMMAcHO cneayowmm YCroBUSIM:

1) ecnu npaea gocTyna Ans oT4enbHOro nonb3oBartens unu rpynnesl gobasnexsl B ACL, a
MacKu npaB He CyLLecTBYyeT, TO CO31aeTca Macka C npasBamu JOCTyna rpynnbl-Bragensua;
2) ecnu co3gaH anemeHT ACL-no ymonyaHuio, a Tpex 6a3oBbiX 3f1IEMEHTOB He 6bIno,

Torga Aenaetcs ux konust u oHn gobaenstotcs B ACL-No ymon4yaHuio;
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3) ecnn ACL-no ymon4yaHuio coaepXuT Kakme-nmbo npasa gOCTyna Afst KOHKPETHbIX
nonb3oBaTesis UNu rpynnbl U He COAEPXKUT MacKy npaB JOCTyna o yMON4aHuto, To Npu

co3gaHuMM aTa Macka OyaeT MMeTb Te XKe npaea, YTo 1 rpynna no ymMosryaHuio.
3.4. AnuckpeuunoHHoe ynpaBneHue goctynom B CYB PostgreSQL

B kauectBe 3awmweHHon CYB[ B coctaBe OC ncnonbayetcs PostgreSQL, gopabotaHHas
B COOTBETCTBUU C TpeboBaHneM nHrerpauumn ¢ OC B YaCcTU MaHAaTHOroO ynpaBneHust AOCTYNOM K
UHdopmMaLunu.

CYB[] PostgreSQL siBnsieTcss 06beKTHO-pENSALMOHHON. Ha HM3KOM ypOBHE faHHble Xpa-
HATCS B OTHOLWEHUAX (Tabnuuax, Buaax), U AOCTyN K AaHHbIM pa3rpaHN4MBaETCA B NMOHATUSAX
pensunoHHon CYB[.

[aHHble B pensiumoHHon B[l xpaHAaTcs B OTHOLWEHMSX (Tabnuuax), COCTOSALWMX U3 CTPOK U
ctonbuos. NMpy 3TOM eanHULEN XpaHEeHU U OOCTYNa K JaHHbIM SIBNSIETCA CTPOKa, CocTosILasa ua
noneu, naeHTMMUMpyemMblix MMeHamm ctonbuos. Kpome Tabnuy, cywecTByoT Apyrne oObekTbl
B (Buabl, npoueaypbl U T.M.), KOTOpPblEe NPEOCTaBNSAT AOCTYN K AAHHbIM, XPaHALWMMCA B
Tabnuuax.

C kaxabim Tnom obbvekToB B accounnpyetca onpeaeneHHbin Habop TUNOB AocTyna
(BO3MOXHbIX onepauuin). [1ns kaxgoro ooGbekTa S\BHO 3a4aeTCs CNMCOK pa3peLLEHHbIX ANs KaXaoro
N3 NOMMeHOoBaHHbIX cybbekToB B[l (monb3oBaTtenen, rpynn unu ponen) TmnoB goctyna (T.e.
ACL). N B panbHenwem npu pasbope 3anpoca k B[] ocywecTBnaeTcs npoBepka BO3MOXHOCTU
npegocTaBneHnst A4ocTyna cybbekTa K 06bekTy Tuna, COOTBETCTBYHOLLETO 3arnpocy.

B obwiem cnyvae otaenbHasa cTpoka Tabnuubl He ABNSETCA OAHO3HAYHO MAaeHTUuLmpye-
MbIM OObEKTOM (Kaxkgasa CTpoka naeHTuuumpyeTcsa Tornbko Habopom COAePKMMOro CBOUX Mosien,
HO 6e3 crneuunanbHbIX ENCTBUNA, HANpUMep co3daHusl NEPBUYHONO Krkya unm usndeckoro
YHUKanNbHOro naeHtudgukatopa ctpoku B B[, Takaa vaeHTudukauma He ABNSeTca YHUKasnb-
HOW), N AUCKPELMOHHbIE NpaBuna pasrpaHNYeHns 4oCTyna K Her NpMMeHeHbl 6bITb He MoryT. B
PostgreSQL o6bekTamun UCKPELMOHHOrO ynpaBieHnsa JOCTYNOM MOryT SBNATbCS U CToN6ubl 06b-
€KTOB, NOCKOSIbKY MOryT 6bITb OAHO3HAYHO MAEHTUULMPOBAHBLI MO COCTAaBHOMY MMEHM OobbekTa
n ctonbua, T. K. uMa cTonbua BHYTpM 0O6beKTa SABMAETCA YHUKANbHbBIM.

B pamkax guckpeumoHHbix MNP onpegeneHsl criegyrowme onepaunm Hag tabnuuamm mn

XpaHAWNMUNCA B HAX OaHHbIMU.

SELECT — YTeHue AaHHbIX U3 Tabnuupl;

INSERT — BCTaBKa HOBbIX [JaHHbIX B Tabnuuy;

DELETE — yaaneHue HeKOTOprX/BCGX AaHHbIX B Tabnuue;

UPDATE — n3aMeHeHune gaHHbIX B TGGJ'IVILI,G;

REFERENCES — MCMonb30BaHne AaHHbIX Tabnuubl ANs BHELWHUX KINHOYeEN;
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- TRIGGER — CO34aHue N Ha3Ha4yeHne ans Tabnvubl TPUIrepos;

- TRUNCATE — ovncTKa Tabnuubl (yaaneHue Bcex AaHHbIX).

[nsa 6onee rmbkon paboTtbl ¢ gaHHbIMKM B CYB[] BBeAeHb! criegytolme o6bekTbl, K KaXXaomy
N3 KOTOPbIX TakK Xe CyLLlecTByeT Habop onepauuni:

1) BMg — cnocob opraHuM3auum npeaBapuTeNibHO NOATOTOBMEHHBIX 3anpocoB. Habop

onepauun coenagaeT ¢ Habopom onepauun ans Tabnuuy, 3a UCKYEeHNEM CO30aHUS

TPUITEPOB U BHELLUHUX KITHOYEMN:

SELECT — YTeHue AaHHbIX U3 BUAA;

INSERT — BCTaBKa HOBbIX AaHHbIX B BUA,;

DELETE — yaaneHue HeKOTOprX/BCGX OaHHbIX B BUAe,

UPDATE — U3MEHEHNE faHHbIX B BUAE;
2) nocnegoBaTtenbHOCTb — CNocob NoNnyyYeHnst yHUKanbHbIX 3HavyeHun (cueTtumk). Onpeae-
neHbl cneayroLne onepaumm:

- SELECT — YTEeHMWe 3Ha4YeHUs CHETUMKA;

- UPDATE — yCTaHOBKa 3HA4Y€HUs CHETUUKA;

- USAGE — BbINOMHeHMEe PYHKUUIN MaHUNYNMPOBAHNS CHETHUKOM;
3) B[l — cnocob opraHunsauum obnactu gaHHbIX, cogepXallmx Bce ocTanbHble 06beKThbI
CYB[A. OnpeaeneHbl crneayrowme onepauuu:

- CREATE — co3ganue b[;

- CONNECT — ycTaHoBKa coeanHeHusi ¢ b[;

- TEMPORARY/TEMP — co3gaHune BpeMeHHbIX Tabnuy, B B[;
4) cyHKUMA — NPOrpaMMHbIA KO4 MaHUNyNMpoBaHUA AaHHbIMK Ha cepBepe. OnpegeneHa
onepaunst EXECUTE — BbINOfHEHNE DYHKLMNK;
5) A3bIK — A3blK HanNUcaHus yHKUMN Ha cepBepe. OnpegerneHa onepauus USAGE —
MCNONb30BaHME s3blka A5 HanMcaHusa yHKLUNI;
6) cxema — cnocob opraHm3aumm obbekToB B npegenax otgensHon BI. OnpeneneHbl
cnegytowime onepauwmm:

- CREATE — co3aaHne OObeKTOB B yKa3aHHOW CXEME;

- USAGE — 1Cnonb3oBaHMe 06beKTOB YKa3aHHOW CXEMb;
7) TabnuyHoe npocTpaHCcTBO — cnocob opraHmsaumm B B ®C OC. OnpegeneHa onepa-
uns CREATE — co3aHne 0ObeKTOB B yKa3daHHOM TabrmnM4yHOM NPOCTPaHCTBE.
8) BuHapHbIN 06BbEKT — cNocOb XpaHeHUs BoNbLUMX OBOUYHBLIX O6BLEKTOB (hannos, AOKY-
MeHTOoB, poTorpachun, u 1.n.) B . OnpeaeneHsbl crneayrowme onepauuu:

- SELECT — 4TeHne buHapHoro obbekTa;

- UPDATE — unamMeHeHne 6uHapHoro oobLekTa;

9) B B[ moryT npucyTCcTBOBaTb JOMNOMHUTENbHbLIE OOBbEKTbI, 4S5 UCMOMNb30BaHNUS KOTOPbIX
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onpegeneHa onepaumnsa USAGE.

[na KOHTPONA BbINOSTHEHUSA BCEX MEPEYUCIIEeHHbIX onepauun anckpeunoHHslx MNP cyuwe-
CTBYHOT COOTBETCTBYIOLLME NpaBa goctyna. NpaBo Ha npegocTasneHne npae 4oCTyna K obbektam
He MOXeT ObITb NPefoCTaBNeHO APYrMM NoMb3oBaTeNAM U OCTYMHO TONMbKO aaMuHucTpatopy b
(Npy COOTBETCTBYHIOLLMX HACTPONKax cepBepa MOXET OblTb NPEAOCTABNEHO U BriagenbLy oobekTa).

Kpome paccMOTpeHHbIX (genermpyemMbix) npaB 4oCTyna, CyLWeCcTBYeT psia npas, KOTopble
BCerga npuHagnexart Brnagenbuam o6bektoB n agmuHuctpatopam CYB. OTu npaBa He moryT
ObITb AenerMpoBaHbl UM oTMeHeHbl cpeactBamu CYB[. K Takum npaBam OTHOCATCA: yoaneHue u
moandukaumst obbekTa U HasHavyeHne Nonb3oBaTeNsiM Aenernpyemblx npas gocTyna K obbekTam.

Cpasy e nocrne co3gaHus obbekTa TONbKO ero Brnageney u agmvHuctpatopsl CYB[
MOTYT UCNONb30BaTb €ro Kakum-nmbo obpasom. [1ns Toro 4Tobbl ¢ 3TUM OOBLEKTOM MOrnM paboTaTb
Apyrve nonb3oBaTtenu, Bnagernew obbekta unu agmmiuctpartop CYB[] aormkeH SBHO NpegocTaButb
UM COOTBETCTBYIOLLME OANCKPELNOHHbIE NpaBa AoCTyna.

Mogudumkaumsa metagaHHbIX BO3HUKAET Kax bl pa3 npu uaMeHeHuu cTpykTypbl B, 4To
BKNtOYaEeT B cebsa cosgaHne, moandumkauuio n yganeHne obbektos Bl.

PasrpaHnyeHune gocTyna K nepedncneHHbiM onepaunam Ha yposHe CYB/[ Tak xe peanu-
3yetcq npuMmeHeHneM auckpeunoHHbix MNMPA. [Ona atoro ncnonesyerca npaBo BnageHUsi OObEKTOM,
npaBo Ha co3aaHne 00beKToB. MpaBo BnageHus oO0bLEKTOM npefocTaBndaeT Bragensly obbekTa
BO3MOXHOCTb MoauduumposaTb U yaansate o6bekT. Kak npasuno, BrnagenbLem sBNSeTca co-
3patenb o6bekTa unu cynepnonb3oBartens (agmuHucTpatop B). NpaBo Ha co3gaHne (CREATE)
cyulecTtByeT K obbektam B[], ABnSOWNXCA KOHTENHEpaMX ONS ApYrnX O6bekToB, a UMEHHO:
HenocpeacTBeHHo cama B[], cxema, TabnMyHoe NPOCTPaHCTBO.

Mpun BbINONHEHMM Ntoboro 3anpoca nonb3oBartens (cyébekra B) k 3awuwaemomy pecyp-
cy (o6bekTy B[1) BbiNnOnNHAETCA ANCKPELUMOHHOE ynpaBreHme OCTYNOM Ha OCHOBE YCTaHOBMEHHbIX
nonb3oBaTento npas. [na Kaxaon BbINONHAEMOW onepaummn Npou3BOANTCS NpoBepKa Hanmyms
npaea y nonb3oBaTens Ha BbINOMHEHWE AaHHOW KOHKPETHOW onepauuu.

[OuckpeunoHHble MNP npumeHstoTca nocne pasdopa 3anpoca nonb3oBaTens u NocTpoe-
HUSA NriaHa ero BbIMOSTHEHWS.

OunckpeunonHble MNP k ctonbuam obbekTa NPUMEHSAOTCS TOMBLKO NPU OTCYTCTBUMN SIBHOTO
paspeLLeHnst Ha OOCTyn K camon Tabnuue. Takum o6pa3om, NnpaBa JOCTyna K 0ObEKTY SABNAKOTCA
AOMUHMpPYOWUMK. Mpn 9TOM Npm OTCYTCTBUMN ABHO 3aJaHHbIX NpaB Ha OObEKT Henb3s ckasaTb
ornpegeneHHo o npegocTtaBneHun OocTyna 4o Tex nop, noka He ByayT npoBepeHbl npasa Ha
cTonOubl oObekTa.

B CYB[ PostgreSQL napameTp KOH(urypaumm ac_enable_trusted_owner NO3BO-
naeT agMUHUCTpaTopy 3anpeTuTb BnagenbLlam o0beKkToB nepeaasaTth nNpasa Ha JOCTYN K HAM

Apyrum nonb3osatenam CYB[. B cnyvae ycTaHOBKM 3Ha4YeHMs 3TON NepeMeHHON KoHurypawumm
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B FALSE pacnpeaeneHnue npaB goctyna k oobektam B[] paspelueHo Tonbko agMuHMcTpaTtopam
CybA.

MapameTp koHurypauum ac_allow_grant_options MNO3BONSAET agMUHUCTPATOPY
3anpeTuTb nepegadvy yxe MMEKLMXCa npaB AocTyna Ha o6bekT apyrmm ponsm. Ecnu
ac_allow_grant_options ycTaHOBMeH B FALSE, TO 3anpeljaeTca Mcnonb3oBaTb KoMaHay
GRANT c npuBunerved WITH GRANT OPTION. Ecnuy ponu ectb npuBunerna GRANT OPTIONS
M ac_allow_grant_options = false, TO Nepegadya npaeB OOCTyna APYrMM poriaMm TakKxke
3anpewyaerca. M3batne (REVOKE) npuBunernn GRANT OPTIONS paspeluaeTcs Bcerga.

MapameTp KOH(uUrypaumm ac_allow_admin_options NO3BOMSET agMUHUCTPATOpPY 3a-
npeTuTb Nepegadvy npas YfeHCcTBa ponu Apyrum ponsMm. Ecnm ac_allow_admin_ options ycTa-
HoBneH B FALSE, TO 3anpeLjaeTcs ncnornb3oBatb GRANT ¢ npusunerner WITH ADMIN OPTION.
Ecnu y ponn ectb npusunerna ADMIN OPTIONS M ac_allow_admin_options = false, TO
nepegadva npae YeHCTBaA APYrMM ponsM Takke 3anpeldaetca. N3batne (REVOKE) npuBuniernm
ADMIN OPTIONS paspeluaeTcs Bcerga.

MapameTp KoOH(pUrypaumm ac_enable_truncate NO3BONAET agMUHUCTPATOPY 3arpe-
TUTb BNagenbuamMm o6bLeKToB M NobbiM Nonb3oBartensam, obnagaroLwmnmM COOTBETCTBYHOLWMM NPaBoOM
TRUNCATE, BbINOSMHATb yaaneHne Bcex 3anucen na tabnuy. B cnyvyae yctaHOBKM 3HaYeHUS
3TON NepeMeHHON KoHdUurypauum B FALSE BbINOSIHEHME KOMaHAbl TRUNCATE 3anpeLeHo BCeEM

nosib3oBaTeENAM.

3.4.1. CpeactBa ynpaBneHus pauckpeuuoHHbiMu [P0 k obbektam B CYB[
PostgreSQL

Onsa ynpaenenuna guckpeumoHHbimu MNP k o6bektam B CYB[ PostgreSQL ucnonbsyetcs
rpadouyeckas ytunuta pgadmin3.

[na genernpoBaHnsa ANCKPELIMOHHBIX NMpaB JOCTYyNa K 00bekTaM UCMOornb3yeTcsl KoMaHaa
SQL GRANT, a gns OTMeHbl — KOMaHAa REVOKE. Hanpumep, ecnv B cucteme cyLlecTByeT
nonb3oBaTenb ivanov, TO eMy MOXeT ObITb NPefoCTaBNeHo NpaBoO Ha U3MEHEHWe OaHHbIX B
Tabnuue Cuera C NOMOLLBIO CreayroLlen KoMmaHabl:
GRANT UPDATE ON "Cuera" TO ivanov

[ns npepoctaBneHns npaB JOCTyna K 06bekTy cpa3y BCEM MONb30BaTeENAM CUCTEMDI
CYLLECTBYET creunanbHoe «MMsa nonb3oBartensay» PUBLIC, a Anda npegocTaBneHnst BCcex npaB —
cneunanbHoe «npaso» ALL. Hanpumep, 4ToGbl AaTb BCEM MOMb30BaTENSAM MOMHbIN JOCTYN K
Tabnuue Cuera, cnegyeT UCMNOMb30BaTh CreayoLLYy0 KOMaHAy:
GRANT ALL ON "Cueta" TO PUBLIC

Mpn HeoBXxoaMMOCTU NPaBO AOCTYNa MOXET ObiTb NPefoCTaBeHO Nonb3oBaTento (HO He
rpynne) ¢ BO3MOXHOCTbIO AenernpoBaHnsa 4aHHOro npasa apyrum ponsam. [Ina atoro ucnonb3syercs
kntoyeBasi (ppasa WITH GRANT OPTION:
GRANT UPDATE ON "Cuera" TO ivanov WITH GRANT OPTION
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Bnapgeneu o6bekTa MOXXeT OTMEHUTb COOCTBEHHbIE AenerMpyemMble npasa, Hanpumep,
nepeBeas OObLEKT B PEXUM «TOMbKO ANS YTEeHUsA» Ans cebs, Tak e Kak U ANA BCexX ocTanbHbIX

nonb3oBaTeneun.
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4. MAHOATHbIE YNPABJIEHUE OOCTYMNOM U KOHTPOJIb LUEJIOCTHOCTH

4.1. O6wune cBegeHus

MaHgatHoe ynpaBneHne AOCTYNoOM BKItoYaeTca aBToMaTtuyeckum npu yctaHoBke OC.
[MopsiAoK BKMAOYEHMST MaHL4aTHOro KoHTpons uenoctHocty (MKL) onuncaH B (4.31

MexaHn3mbl MaHOaTHOroO yrnpasfieHNs AOCTYNOM U MaHOATHOrO KOHTPOSIS LEeSTOCTHOCTH
peanusoBaHbl B aape OC. [Npn 3TOM NPUHATME pPELLEHUs O 3anpeTe U paspeLlleHnn goctyna
cybbekTa K 0ObekTy NMPUHUMAETCS Ha OCHOBe Tuna onepaunn (4TeHue/3anucb/UCrnonHeHue),
MaHAaTHOro KoHTeKkcTa 6e3onacHocTM cybbekTa u MaHA4aTHOM METKN OObekTa.

MexaHn3Mbl MaHOaTHOroO ynpasieHUs AOCTYNOM U MaHOATHOrO KOHTPOSIS LEeSTOCTHOCTH
3aTparmBaloT crnegyroume nogcucTeMb:
MexaHu3msbl IPC;
ctek TCP/IP (IPv4);
®C Ext2/Ext3/Ext4;
ceteBble PC CIFS;
@C proc, tmpfs.

MaHngaTHaa MeTka onpefensercs ypoBHEM LIeNOCTHOCTU (KaTeropuamm LerTIOCTHOCTU)
N KknaccudurKkaLuMoOHHON METKOW (onpeaensercs ypoBHEM U Kateropusimn). Npasmna NnpuHATMS
peLleHnst 0 NpefoCTaBMNeHNN AOCTYNa Ha OCHOBE MaHAATHOW MeTku onvcaHbl B [4.2]

OC nosBonsieT ncnonb3oBatb 256 3HaYEHUN AN Mepapxm4ecknx ypoBHEN KOHpUaeHUmM-
anbHocTh (uenble Yncna ot 0 ao 255) n 64 pasnuyHbIX HENMEPaPXMYECKUX KaTeropui (Nnpeacras-
NEHHbIX B BUAE pa3psigoB OGUTOBOW Mackm).

MpumeyvyaHune. B M"HPOPMALMOHHBIX CUCTEMAX C MaHAATHLIM YNpaBneHneM 4OCTYNOM
Kak NpaBuno NPUMEHSIIOTCA METKM KOH(UAEHLNANBbHOCTU, B KOTOPbIX UCMONb3YeTCsl TONbKO 4
YPOBHS KOHMAaeHumansHocTn ot 0 go 3 n 64-6utoBas macka C pasnnyHbIMKU COYETAHUAMM
KaTeropum.

B OC ucnonbayetcsa pelueTka ypOBHEW LIENTOCTHOCTU (aHanor peLeTkn Hemepapxmyeckmx
KaTteropui) B gnanasoHe 3HadeHun ot 0 go 255. 3ToT gmManas3oH cogepxmt Habop HecpaBHUMbIX
mexay cobon ypoBHen LenoctHoctn (Hanpumep, 1=0b00000001, 2=0b00000010, 4=0b00000100,
8=0b00001000,16=0b00010000,32=0b00100000,64=0b01000000,128=0b10000000), KOTOpPLIE
MOryT ObiTb 3a4€NCTBOBaHbI AJ151 CUCTEMHbIX CEPBUCOB (HanpMMep, YpoBeHb LIeNoCTHOCTM 8 3ape-
3epBupoBaH Ansa rpaduyeckoro cepeepa Xorg). Mpu yctaHoBke OC no ymonyaHuio npegnaraeTcs
MaKCUMarnbHbIA YPOBEHb LenocTHocTn 63 (B aBomnyHon cucteme 0b00111111), MMHUManNbHbIA ypo-
BeHb Bcerga 0. MakcMmanbHbIMU YPOBHSAMM LIENOCTHOCTM B CUCTEME MOTYT ObITh YMCNA, Y KOTOPbIX
OGuToBas Macka BKIHOYaET OMTOBbIE MACKM BCEX OCTalbHbIX MCMOMb3yeMbIX YPOBHEWN LLENOCTHOCTH
B cucteme (Hanpumep, 63=0b00111111, 127=0b01111111, 191=0b10111111 n 255=0b11111111).
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BHUMAHME! YctaHaesnmBaTh Ans nonb3oBaTesisi O4HOBPEMEHHO BbICOKMN YPOBEHb KOH-
duaeHUManbHOCTH (KnaccurKaumoHHY METKY) N BbICOKUA YPOBEHb LIENOCTHOCTU HE peKoMeH-

ayetcs.
4.2. NpaBnna npumeHeHUs

[MycTb KOHTEKCT 6e30nacHOCTN cybbekTa COAEpPXUT YPOBEHb KOHMAEHUMANbLHOCTH LO,
YpOBEHb LEeNnocTHOCTM 1iL0 n kateropum CO, a MaHAaTHasi MeTKa oObeKTa COaepPXUT YPOBEHb
KOHmaeHUumnanbHoCTK L1, ypoBeHb LeNnoCTHOCTN 1Ll n kateropmm C1. Onepaunmn cpaBHEHUSA
YPOBHEN N KaTeropmn 1 AocTyna cyObeKkToB K o6bekTaM onpeaensaiTcsa cnegyowmm obpasom:

1) ypoBeHb L0 MeHblle ypoBHS L1 (LO<L1), €crim YnCrneHHoe 3HadeHne LO MeHbLue

YNCMEHHOrO 3Ha4YyeHus L1;

2) ypoBeHb L0 paBeH ypoBHt L1 (LO==L1), eCnu YncrieHHble 3Ha4yeHmsa LO un L1 coBna-

Aator;

3) ypoBeHb LenocTHOCTM 110 MeHblie ypoBHS 1Ll (1L0<iL1), ecnu Bce Gutbl Habopa

iL0 gBRAKOTCA NOAMHOXECTBOM Habopa 6ut iLl;

4) ypoBeHb LEeNOCTHOCTM 1L0 paBeH YPOBHIO LENOCTHOCTM iL1l (1L0==1iL1), ecnv 3Ha-

yeHnda iLO M iL1 coBnagaoT,;

5) kateropuun CO MeHbLUe KaTteropumn C1 (C0<C1), ecnu Bce 6uTbl Habopa CO aBnATCA

NogMHOXeCTBOM Habopa 6ut C1;

6) kaTeropumn CO paBHbl kaTteropusim C1 (C0==C1), ecnu 3Ha4yeHus CO n C1 coBnagator;

7) onepauus 3anucu paspelleHa, ecnm LO==L1, iL0>=iL1l n C0==C1;

8) onepaumna YTeHus paspelleHa, ecnu LO>=L1, CO>=C1, ViLO0, ViL1;

9) onepauus ucnosHeHus paspelleHa, ecnm LO>=L1 n C0>=C1, ViLO0, ViLl.

B oTHoWweHnn atpnbyToB AoCTyna AENCTBYIOT creayolmne npasunia HacneaoBaHus:

- €CIn B CEeCCMU NOPOXAATCH ApYrMe nNpoLecchl, TO OHU HacneaytT METKY LenoCTHOCTH

N KOHPUOAEHUNANBHOCTY;

- npouecc Ha nNboM ypoBHE LIENOCTHOCTU co3aeT OObEKT TOMbKO C HYNEBbIM ypOB-

HeM LenioCTHOCTU. [oBbICUTE YPOBEHb LENOCTHOCTU MOXET TOSNbKO CYyOBHEKT C BbICOKUM

YPOBHEM LIENTOCTHOCTU U C Hanuynem npmsunernn PARSEC_CAP_CHMAC;

- npouecc co3gaeTr 06beKTbl TONLKO NOSTHOCTLIO HAcreayst CBOK METKY KOHuAeHumM-

anbHOCTU. I3MEHUTb ee MOXET TONbKO NPUBUIIEMMPOBAaHHbINA NPOLECC C NpuBuniernen

PARSEC_CAP_CHMAC.

B OC npenycmMoTpeHo cyLLeCcTBOBaHNE CTPYKTYPMPOBAHHBLIX 06BbEKTOB AOCTYNa — KOHTEN-
HepoB (Hanpumep, katanoros ®C), T.e. 06bEKTOB JOCTYNA, KOTOPble MOryT cogepXaTb Apyrue
06bekTbl focTyna (katanorn unu anel). MeTka KoHTenHepa onpeaenseT MakCuMmaribHy METKY

BITOXXEHHbIX 00bekToB AocTyna. KoHTenHepbl N 06bEeKTbI UMEIT AOMONHUTENbHbLIE aTpUbyThI
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ynpaBneHnsa JOCTYNOM — TUMN METKM.

Tvn MeTKn MOXeT UCNonb30BaTbCA ANS U3MEHEeHUs npaBuna 4ocTyna K KoHTenHepam 1
obbekTam Mo cregyrLwmm npasunam:

- TUN METKM ccnr NPUMEHSIETCH K KOHTENHepaM 1 onpeaensieT, YTO KOHTENHEP MOXeT

cogepxaTtb 06beKkTbl C Pa3NNYHbIMU KNacCUOUKaALNOHHBIMU METKaMM, HO He BOoNbLUNMMU,

yeM ero cobcTBeHHas knaccudukaumoHHas MeTka. MaHaaTHble NpaBunia ans YTeHus

KOHTENHepa UrHOPUPYIOTCS, HO NPU YTEHUN KOHTENHEPa CyObeKTY BUAHbI NN OGbEKTbI

C KnaccmndmrkaumMoHHOM MeTKon He BonbLuen, Yem ero cobCTBEHHAsA KrnaccudunkaunoHHas

MeTKa;

- TMN MEeTKM ehole MPUMEHSIETCA K NPOCTbIM Oob6bekTaMm (thannam) ¢ MUHUMArbHOMN

MaHAaTHOM METKOW U NPUBOAUT K UTHOPMPOBAHUIO MaHAATHbIX MpaBuni pasrpaHn4eHns

Aoctyna K HUM. NpegHa3HayeHa 4ns 06beKTOB, U3 KOTOPbIX CYyObEKT He MOXET NpoynTaTh

AaHHble, 3annMcaHHble B HUX cybGbekTamu ¢ 6onee BbICOKOW KnaccuduKauMoOHHOW METKON,

4yem ero cobCTBeHHas knaccmdukaunoHHas metka (Hanpumep, /dev/null);

- TUN METKM whole NPUMEHSIETCA K NPOCTbIM 0ObekTam (pannam) ¢ MaHOaTHON METKOM

N paspeLlaeT 3anucb B HUX CyObekTaM ¢ Bonee HM3KOro YpoBHSA KOH(PUMAEHLNANBHOCTMW.

Tun MeTKn MOXET ObITb YCTAHOBMEH TONBLKO NPUBUIENMPOBAHHbIM Npoueccom. K cammm
npoueccam atpubyT TUN MeTKN HenpumeHnm. MNMpocton obbekT (dhansn) MoXKeT MMeTb TUn NnMdo
ehole, Nnbo whole.

[ns co3gaHns B KOHTENHEpe, MMEIOLEM TUM ccnr, BIOXKEHHONO 06bekTa C YpOBHEM U Ka-
TErOPUAMN MEHbLLUMU, YEM Y KOHTENHEpa, Heobxoanmo obnagaTtb cneumanbHbIMU NPUBUSIErMSMI
PARSEC_CAP_IGNMACCAT 1 PARSEC_CAP_IGNMACLVL (cm.4.5).

BHUMAHUE! Ecnn B 3arpysumke OC ykasaTb 3HayeHMe napametpa sapa
parsec.ccnr_relax=1, HENPUBUIIENMPOBAHHbLIN NOSIb30BaTENb CMOXET NPOM3BOAUTL 3annchb
drannos ¢ pasHblM YPOBHEM KOH(OMOEHUNANBHOCTU B KOHTENHEpP (KaTanor) C yCTaHOBEHHbIM
dnarom cenr.

BHUMAHUWE! MaHgaTtHble aTpubyThl Ha KOpPHE hansioBon CUCTEMbI ONPEAENsIOT MaKCcu-
MasbHbI MaHAATHbIN KOHTEKCT 6e3onacHoCcTn 06bekToB. MaHaaTHble aTpubyThl, yCTaHaBnMBae-
Mble N0 YMOMYaHUIO Ha KOpeHb PanoBON CUCTEMbI U PSiZ BIOXEHHbBIX OOBEKTOB, onpeaeneHsl B

cueHapum pdp-init-£fs, KOTOPbIN pacnosioXXeH B Katanore /usr/sbin.
4.3. MaHOaTHbIA KOHTPOJb LLEeNIOCTHOCTU

4.3.1. Bkno4yeHne MaHAATHOro KOHTponA uernoctHoctn Ha OC
Mocne yctaHosku OC pexum MKL, ansa OC no ymMon4aHuio BbIKIMIOYEH.
BkntoueHne MKL] BbINOMHAETCSA C NOMOLLLIO KOMaHAbI:

astra-mic-control enable
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Unn ncnonb3aysi rpaduyeckyto yTunuty £ly-admin-smc (CM. S3NEKTPOHHYHO CNpaBkKy).

Mocne BkntoveHns MKL Heobxoanmo nepesarpysnts OC.

4.3.2. Bkno4vyeHMe MaHOATHOrO KOHTPOSA LIeNOCTHOCTU Ha channoBon cucteme

Onsa npasunbHoro gyHkumoHnposaHus MKL, npu pabote OC Heobxoaumo yCTaHOBUTL
aTpubyTbl MKL| Ha KopHeBoW dhannoBon cucteme (nNogaepxuBaroTca gannosble cuctembl EXT2,
EXT3, EXT4, XFS). Cpasy nocne yctaHoBkun OC atpnbytbl MKL] Ha KopHeBown (hanoBon cucteme
HyrneBble N JOSMKHbI ObITh BKIHOYEHbI a4MUHUCTPATOPOM MOche 3aBepLueHnst Bcex HacTpoek OC n
yctaHoBku [10. MNMepeg BkntoveHnem pexnma MKL, Ha dparinoson cucteme Heob6xoanmo NpoBEPUTD,
470 pexxum MKL| BkntoyeH B OC. [Insa aTOro BbINONHUTL KOMaHAy:
cat /proc/cmdline | grep "parsec.max_ilev"
B BbiBOOAe pesynbrata BbIMNOMIHEHUST KOMaHAbl HEHyrneBoe 3HadeHue napameTtpa
parsec.max_ilev O3HaAYaeT, YTO PEXNM BKITHOYEH.

BkntoueHne MKL Ha dannoBon cucteme BoinosnHsietcss Ha OC nyTem BbINOMIHEHWUST KOMaH-
apl:
set-fs-ilev
Unu ncnonbays rpaguyeckyto ytunuty £ly-admin-smc (CM. 3NIEKTPOHHYIO CNPaBKY).

Mocne BkntodeHna MKL|, Ha dhannoBon cucteme nosiBNseTcd BO3MOXHOCTb 3ajaBaTb

YPOBHU LENOCTHOCTU OJ1A OTAESIbHbIX NMpoueccoB 1 d)aIZJ'IOB B COOTBETCTBUUA C@.

4.3.3. BeiknroyeHne MKL

BeikntodeHne MKL| Ha dhannoBor cucteme BbINOMHAETCA NyTEM BbIMOMHEHUS KOMaHAbI:
astra-mic-control disable
Unn ncnosnbays rpaguyeckyto ytunuty £ly-admin-smc (CM. 3NIEKTPOHHYIO CMPaBKY).

Mepen BbikntodeHnem pexunma MKLL pekomeHayeTcs CHATb aTpubyThl LENOCTHOCTU C
00bekToB (hannoBown CUCTEMbI KOMaHAOMN:

unset-fs-ilev
UM ncnosnbays rpagouyeckyto ytunuty £ly-admin-smc (CM. 3NIEKTPOHHYIO CPaBKY).

Mocne BbikntoyeHns MKLL nepesarpyauts OC.

BHUMAHMUE! BeoikntovyeHne MKL kpaniHe He pekomeHayeTcs, T.K. MHOrMe MexaHu3mbl
3aWmTbl CBSA3aHbl C BKOYEHHbIM pexumoM MKL, a nmeHHOo: 6noknpoBka MHTEpPNpEeTaTopos,

nochmodx, 6nokMpoBKa 4OCTyna ¢ KOHpMAeHUMansHON MHopMaLmmn 1 T.4.

4.3.4. AamuHuctpupoBaHue OC npu BkrovYeHHOM pexume MKL

HenpueunernpoBaHHbIN NOSib30BaTeNlb MOXET BbINOSHATL BXOA4 B CUCTEMY TOSBbKO Ha
HW3KOM YPOBHE LIeNTOCTHOCTU (COOTBETCTBYET MUHUMANbHOMY YPOBHIO LleNocTHOCTH). Mpusunern-
pOBaHHbIV NONb30BaTeNb, NPU HaNM4YMM COOTBETCTBYHOLLErO NpaBa, MOXET BXOAUTb B CUCTEMY
Ha BbICOKOM YPOBHE LIETOCTHOCTU (COOTBETCTBYET MakCUMarbHOMY ypoBHIO LieriocTHocTn OC) n

TONbKO ANS BbINONHEHNS 3aaay No KoHdurypmposaHuto OC.



36
PYCB.10265-01 97 01-1

JTrobas HacTporika OC npu BkntoveHHoMm pexunme MKLL BbinonHseTcsa npu BXoae B cUCTEMY
Ha BbICOKOM YpPOBHe LenoCTHOCTU. OBbIYHbIM pexnm paboTbl OCYLLECTBNAETCA HA HU3KOM YPOBHE
LIeNOCTHOCTW.

AOMUHUCTpaTOpP, CO3AaHHbIN Npu yctaHoBke OC, MOXET BbINOMNHATL BXO B CUCTEMY C
BbICOKMM YPOBHEM LIENOCTHOCTM (MO YMOMYaHUIo 63) UMK C HU3KUM YPOBHEM LIENOCTHOCTH.

Mpu rpadhnyeckom Bxoae B CUCTEMY AN TaKoro agMUHUCTpaTopa no yMonyaHuio BblibpaH
BbICOKUI YpOBEHb LIeNOCTHOCTU. padmyeckmin paboynin CToN Ha BbICOKOM YPOBHE LIENIOCTHOCTM
UMeET KpacCHbIN (OOH.

[Mpu KOHCONMBLHOM BXOAE B CUCTEMY aMUHUCTPATOP AOSMKEH BPYYHYIO BbICTaBMATb YpO-
BEHb KOHTPOSISl LLENOCTHOCTU (41151 BbICOKOro YpoBHSA — 63, Ans Hu3koro — 0 nnu nponyctntb

AaHHbIN Lwar).
4.4. 3anyck cnyx6 systemd ¢ ypoBHEM LLeNIOCTHOCTU U KOH(PUAEHLMANbLHOCTU

[na 3anycka cnyx6bl systemd nog ypoBHEM KOHMAEHLMANBHOCTU HEOBXOAMMO B KOHMU-
rypaunmoHHoMm cpaiine (1oHUTe) COOTBETCTBYOLLEN CnyXbbl (<umsi_toHuTa> . service) B pasgene
[Service] fobaBuTb cnegyowmin napameTp:

[Service]
PDPLabel=<YpoBeHb>:<YpPOBEHBb lEJIOCTHOCTU>:<KaTeropuu>

dopmat meTkn PDPLabel aHanornyeH npuHatomy B cucteme PARSEC 3a ncknioveHmem
nons Tuna MeTkn — MeTKa CryX0bbl HEe MOXET uMmeTb bnaros (Hanuyue cdnara ehole/whole
HegonycTumo). bonee nogpobHasa nHgopmaumna o popmate METKM AOCTYMHA B BbIBOAE KOMaHAbI:
pdpl-file --help

[na MeTkn pekoMeHAYeTCa MCMOoNb30BaTh YNCOBblE 0603HA4YEHMS, TaK Kak Npu paspeLue-
HUM UMEH MOTYT OKasaTbCs 3aeNCTBOBaHbI ceTeBble pecypcbl, Hanpumep, LDAP-kaTtanoru, 4Tto
MOXET NPUBECTU K owmbkam KoHUrypauum, KOTopble CROXHO ANarHOCTUPOBaTb.

[nsa HasHaveHus cnyxbe PARSEC-npusunerui, npuseaeHHbIx B 4.5, B COOTBETCTBYIOLLEM
IOHUTE (<uMsi_toHUTA>.service) B pasgene [Service] fobasuTtb napameTp:

[Service]
CapabilityParsec=PARSEC_CAP PRIV_SOCK, ...
rae JYepes 3andatyro moryT 6biTb nepeuncnensl PARSEC-npusunernn.

Mocne penakTnpoBaHus KOHUrypaunoHHoro anna cnyxbesl HeobxogmMmo nepesany-
CTUTb systemd 1 COOTBETCTBYIOLLYIO CIy>K0y, BbIMNOMHMB KOMaHAb!:
systemctl daemon-reload
systemctl restart <umsa_cnyx6w>.service

[ns npocmMoTpa MeTkM cny>0bl BbINOSTHUTL KOMaHAY:
pdpl-ps <pid>
rae <pid> — maeHTudukaTop cnyxobi.
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[ns npocmMoTpa ycTaHOBMNEHHbIX Ha cnyk6e PARSEC-npuBunernii BeiNnonHUTL KOMaHAY:

pscaps <pid>

[ns onpegeneHns <pid> cnyx06bl MCNONb3yeTcs kKoMaHaa:

systemctl status <umsi_crnyx6bw>.service

4.5. PARSEC-npuBunerum

PARSEC-npusuneruun Takxke, kak u Linux-npusuneruu (cm. [3.2), HacnegyoTcs npouecca-

MU OT CBOUX «pOﬂ,VITGJ'IGVI». |_|pOLI,eCCbI, 3anyueHHble OT UMEHW cynepnosb3oBaTend, MMetoLlero

MakcuMMarbHbIN («BbICOKMI» ) ypOBEHb LIENTOCTHOCTM MO YMOMYaHWUIO, HE3AaBUCUMO OT SIBHOIO Ha3Ha-

YeHunda nm I'IpMBI/IJ'IGFMVI, MMEKT BOSMOXXHOCTb OCYLLECTBIIATb BOMbLUMHCTBO npuBuUnernpoBaHHbIX

JEencTBun.

PARSEC-npusuneruu npusefeHsl B Tabnuue [7]

Tabnuua 7

MpuBnneruns

ATpunbyT

ButoBas
mMacka

OnucaHue

PARSEC_CAP_AUDIT

pcapaudit

0x00002

Mo3BonsieT ynpaensTb NONMTUKON ayau
Ta

PARSEC_CAP_BYPASS_KIOSK

pcapbypasskiosk

0x08000

Mo3BonsieT MTHOPUPOBATL OrpaHNYEHUs:
Knocka

PARSEC_CAP_CAP

pcapcap

0x00400

[No3BonseT ycraHaenueaTb obown
HeNpoTUBOPEYMBLIA HAOOP NPUBMMIErI
1119 Apyroro npowecca n Yyntatb NpuBK;
neruun, NPUCBOEHHbIE nNpoueccaMm. [ng
M3MeHeHNa MaHa4aTHbIX METOK NpoLec;
COB CM. PARSEC_CAP_SETMAC. [1ns 131
MEeHeHUA MaHOATHbIX METOK (hannoBbIX
00bekToB CM. PARSEC_CAP_CHMAC

PARSEC_CAP_CHMAC

pcapchmac

0x00008

[Mo3BonseT M3MeHsATb MaHOaTHbIE METH
kn hannoBbix 00bekToB. Ons uname;
HEHMS MaHOaTHbIX METOK MPOLEeCCOoB
CM. PARSEC_CAP SETMAC. [Onsa wn3;
MEHEHNS NPUBUMErnin NMpPoLLEeCCOB CM
PARSEC_CAP_CAP

PARSEC_CAP_FILE_CAP

pcapfilecap

0x00001

He ncnonbayetcs. [nsg nameHeHNs MaH+
\NaTHbIX MEeTOK (annoBbiX OOBLEKTOB
CcM. npusunernto PARSEC_CAP_CHMAC
[ns mnameHeHMa MaHOaTHbIX METOK
npoueccoB cM. PARSEC_CAP_SETMAC
1N N3MeHeHUs1 NPUBUNENNIA MPOLIECCOB
CM. PARSEC_CAP_CAP

PARSEC_CAP_IGNMACCAT

pcapignmaccat

0x00020

Mo3BONSIET UTHOPUPOBATb MaHAATHYHO
NONUTUKY MO KaTeropusm AocTyna
CM. Takke PARSEC_CAP_IGNMACLVL
M PARSEC_CAP_IGNMACINT
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Mpuennerus

ATpubyT

BuTtoBas
Macka

OnucaHne

PARSEC_CAP_IGNMACINT

pcapignmacint

0x02000

Mo3BonsieT UrHopupoBaTb MaHAATHYHO
NONMUTUKY MO YPOBHSM LENOCTHOCTU
CM. Takke PARSEC_CAP_IGNMACCAT
M PARSEC_CAP_IGNMACLVL

PARSEC_CAP_IPC_OWNER

pcapipcowner

0x10000

OTMeHsieT MaHOaTHble OorpaHuyYeHus
npu padote ¢ obbektamm IPC, Takumum
Kak shared memory, message queue u
T.4. (Parsec-aHanor Linux-npusuneruu
CAP_IPC_OWNER)

PARSEC_CAP_IGNMACLVL

pcapignmaclvl

0x00010

Mo3sonser UrHopupoBaTh MaH;
NaTHYO  MOMUTUKY MO  YPOBHSAM
KOHpuaeHumansHocTh. CM.  Takq
bKe  PARSEC_CAP_IGNMACCAT #

PARSEC_CAP_IGNMACINT

PARSEC_CAP MAC_SOCK

pcapmacsock

0x00800

Mo3BonseTr wu3MeHATb MaHAaTHble
MeTkn Toyek coeauHeHus  (UNIX;
cokeToB). [INs ceTeBbIX COKETOB CM
PARSEC_CAP_PRIV_SOCK

PARSEC_CAP_PRIV_SOCK

pcapprivsock

0x00100

[Mo3BonseTr cosgaBaTh HOBLIE CETEBbLIE
COKETbI npouecca B NPUBUIErNMpPOBaH-
HOM pexume (MeTka ehole). MpuBw;
nerMpoBaHHbIA COKET MO3BONSAET OCY+
LLIeCTBNATbL CETEBOE B3anMOOeNcTBue
MIHOPMPYS MaHOATHYO NOnMTUKY. [ns
Toyek coeanHeHms (UNIX-cokeToB) cm
PARSEC_CAP_MAC_SOCK

PARSEC_CAP_READSEARCH

pcapreadsearch

0x00200

[Mo3BonsgeT urHopMposaTb MaHAATHYHO
NONUTUKY MPU YTEHUW U Noucke hannos
BblX OObEKTOB (HO He Npw 3anucu)

PARSEC_CAP_SETMAC

pcapsetmac

0x00004

No3BonseT M3MeHATb MaHOAaTHYO MeTH
Ky npoueccoB. [lMpuBuneruss He Mo3;
BOSISIET MNpoLeccy MNoBbIlWaTh YPOBEHb
LLenoCTHOCTM Apyroro npouecca, a
TONbKO NOHWXaTb. [N naMeHeHusi
MaHOATHbIX METOK (PansioBbIX OOBLEK;
TOB CM. PARSEC_CAP_CHMAC. [Ins us;
MEHEHUS NpUBUIErnin rNpoLeccoB CM
PARSEC_CAP_CAP

PARSEC_CAP_SIG

pcapsig

0x00040

[Mo3BonsieT nocbinartb cUrHasnbl npouecs
caM, UrTHOpupyAa MmaHgaTHbIe rnpaBa

PARSEC_CAP_SUMAC

pcapsumac

0x04000

MNo3BonseT 3anyckarb NpoLuecchl C ApY;
ron KrnaccuumkaumMoHHON MeTKOWM (C ApY+
MM YPOBHEM KOHMUAEHUMANBHOCTU U
ApYrMMy KateropusiMy goctyna)
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OkoHyaHue mabnuusi 7

Butoas
Mpuennerus ATpunbyT OnucaHue
Macka

[Mo3BonseT ycTaHaBnuBaTb MaHOATH
Hble aTpubyTbl 00bLEKTOB hannoBon
cuctembl 6e3  yyeTa MaHAaTHbIX
aTpnbyTOB POAUTENBLCKOrO ObObekTas
KoHTenHepa. [lpmBunerna ncnonb3y-
eTCa ANnA BOCCTaHOBMNEHUA OOBLEKTOB
bansioBON CUCTEMbI U3 pPe3epBHbLIX
KONMUW WM TOMbKO MOCre YCTaHOB;
KW 3HadeHusi «1» Ona napametpa
/parsecfs/unsecure_setxattr

PARSEC_CAP_UNSAFE_ SETXATTR pcapunsafesetxat |0x01000

[Mo3BONsIET U3MEHATL BpemMA AO0CTyna K

PARSEC_CAP_UPDATE_ATIME pcapupdateatime |0x00080, .
dannoBbiM 06beKTaM

Ona Hactponkn KC3 moryT ucnonb3oBatbes kak PARSEC-, Tak u Linux-npusunernu.

Mopsipok ynpaeneHus npusunernamm onncax B 4.9
4.6. CeTeBoe B3anmogencrTeme

B ka4ecTtBe ocHoBHOM ceTeBon PC mncnonbsyetca CIFS, koTopas siBnsietca paclumpeHmem
SMB u nogaepxumBaet atpndytel @C UNIX n nmeeT orpaHnUyeHHyo noaaepXkKy paclumpeHHbIX
aTpunbyToB. [JaHHaa ®C WmMpoKo pacnpocTpaHeHa n paboTaeT B reTeporeHHbIX ceTax (noaaepxu-
BaeTcsa mHorummn OC), a Takke nogaepxmBaeT ayteHTudpumkauuio cpegctsamm PAM n Kerberos.

B3anmogencrtaune npm nomoLum ceteBoro npotokona IPv4 ocyuwiectBnsaeTca yepes npo-
rPaMMHbIN MHTEpenc 06bEKTOB AOCTYNA, ABMSIOLWMXCS AfIEeMEeHTaMN MEXMNPOLECCHOro U ceTe-
BOr0 B3aMMOOEeNCTBUS (HanpmMmep, CETEBbLIX COKETOB), KOTOpble obecneymBaroT 0OMeEH LaHHbIMN

Mexay npoueccamn B paMmkax ogHon unu Heckornbknx OC, 06 beanHEHHbIX B NIOKarnbHY BblYMC-

NNTENBHYIO CETb.

[Onsa nogoepXkn MaHgaTHOro KOHTPONSA OCTyna B CeTeBble MakeTbl npotokona IPv4
BHELPAIOTCA KnaccudukaumoHHble MeTKU. [opsaoK NPUCBOEHNST KNacCUPUKALMOHHBIX METOK U UX
dopmat cooTBeTCcTBYET HaumoHaneHomy ctaHgapty F'OCT P «3awmra uHgopmauun. YnpasneHue
noTokamMm MHopMaLmn B MHGOpMaLMoHHON cucteme. Popmat KnaccndmkaumMoHHbIX METOKY.
lMprem ceTeBbIX NakeToB NoguMHseTcss maHaatHeiMm MNP, Cnegyet oTMETUTb, YTO METKa CokeTa
MOXET UMETb TUM, NO3BOSISAOLLNA CO30aBaTb CETEBbLIE CEPBUCHI, MPUHUMAIOLLME COEANHEHNS C
NoBbIMM YPOBHAMM CEKPETHOCTH.

Mpn HeobxoammocTn ans obecneveHnsa LenocTHOCTK 3aronoBka |IP-nakeTos, cogepate-
ro KnaccmuukaumMoHHyo METKY, OMYyCKaeTca NpMMmeHeHne nporpammHoro cpegcrea OpenVPN.
Onucanune ncnonb3oBaHua OpenVPN npueeneHo B aokymeHte PYCBE.10265-01 95 01-1.

OTcyTCcTBME METKM Ha 0ObeKkTe JOCTYNa SKBUBANEHTHO HyNeBOW MaHA4aTHON MeTKe. Takum

obpasom, aapo OC, B kKoTOpon Bce 06beKTbl U CyObeKTbl 4OCTYyNa MMEKT YPOBEHb CEKPETHOCTU
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«HECEKPETHO», YHKLMOHNPYET aHanormyHo craHgaptHomy sagpy OC Linux.

[nsa psga ceteBbix cepsucoB (cepBepa LDAP, DNS, Kerberos u 1. 4.) Heobxoanmo obec-
NeYnTb BO3MOXHOCTb MX paboThbl C KIIMEHTAMN, UMEIOLLMMN Pa3HbIi MaHAATHbIN KOHTEKCT 6e3onac-
HoCTW, 6e3 BHECEHUS U3MEHEHUI B UCXOOHbIE TEKCTbI cepBuca. [Ans npegocTaBneHnss HasBaHHOM
BO3MOXHOCTM B nogcucteme 6esonacHoctn PARSEC peanu3oBaH mexaHn3m 3anycka CEeTEBbIX
CEepBUCOB C UCNOMb30BAHWEM MPUBUNEMMPOBAHHOIO COKETa AN OXMUAAHUSA BXOASALWMX COEANHEHNI

(MexaHu3m privsock), onucaHHbIn B |4.6.1]

4.6.1. MexaHunam privsock

MexaHunam privsock npegHasHadeH ansa obecnevyeHms QYHKUMOHMPOBAHUSA CUCTEMHbIX
CeTEBbIX CEPBUCOB, HE OCYLLECTBASIOLWMNX 06paboTKy MHOpMauuKn ¢ NCNonb3oBaHMEM MaHOaTHO-
rO KOHTEKCTa, HO B3auMOAENCTBYOLWMX C Npoueccamn, paboTaownumMm B MaHOATHOM KOHTEKCTE
cybbekTa gocrtyna.

[na ero ncnonb3oBaHus nNpyn PyHKLULNOHMPOBAHUM CETEBOrO CEpBMUCA HEODXOAUMO OT-
pegaktTupoBaTtb pann /etc/parsec/privsock.conf, 4o6aBMB B HErO CTPOKY, CoAepXalLLlyto
NOSIHbIN MyTb K UCnonHsemMmomy hanny cepsuca. [lanee npmvBeaeH npumep CTpokuM u3 cavna
/etc/parsec/privsock.conf gnga 3anycka DNS-cepBepa ¢ ncnonb3oBaHMeM MexaHU3Ma

privsock.

Mpumep

/usr/sbin/named

[ns ncnonb3oBaHna MexaHu3Ma privsock HeobxoguMmo, 4YToObl nepemeHHass PATH,
ncnonb3yemas npuv 3anycke cepsuca, Cogepxana crnegyowmn nyTb:
/usr/lib/parsec/bin

[anee npuBegeH npumep 3agaHust TpebyeMoro Nyt B NEPEMEHHON OKPY>XeHUsT ANis
3anycka DNS-cepBepa.

Mpumep

YcTaHoBKa 3Ha4YeHUs nepeMeHHOn OKpy>XeHust PATH MOXET ObITb BbiNofnHeHa obasneHu-
eM B pann /etc/default/bind9 cnegyowen CTPOKK:
PATH=/usr/lib/parsec/bin:$PATH

MogpobHoe onucaHne MexaHnama privsock NpuBeAeHo B man privsock.
4.7. llnHa mexnpoueccHoro B3aumopeuncteus D-Bus

D-Bus no3sonseTt opraHn3oBaTb B3aMMOAENCTBUE NPOLIECCOB C UCMONb30BaHMEM COO0b-
LWEeHU 1 obwux WuH. [na nepegayn coobLeHns Mexay npoLeccoM M LLUMHOW UCNoNb3yeTcs
MeXaHW3M COKeTOB. BbloensoT ABa TUna LWWH: CECCUOHHbIE LWKHBI (Session bus) n cuctemHas

lWnHa (system bus).
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CeccunoHHas WnHa co3gaeTcs AN Kaxaon norib3oBaTesibCKoM ceccum npu ee 3anyc-
ke. OHa paboTaeT ¢ MaHAaTHON METKOM MOSib30BaTens CUCTEMbl U BCe B3aMMOOENCTBYHOLLNE
yepes Hee NpPoLeCChl Takke MMET AaHHYK MaHAaTHY MeTKy. Baanmogencrteme npoleccos
C MHOW MaHOaTHOM METKOW He npoucxoauT. JononHUTENbHbIE CECCUOHHbIE LNHBLI MOTYT ObITb
Co3daHbl C UCnosib3oBaHMEM YTUNUTbl dbus-launch, KOTOpasa NO3BOSISIET 3aNyCTUTb NpoLecc
OOHOBPEMEHHO C CO31aHUEM HOBOW CECCUOHHOM LWNHBL. [1pn 3TOM nmeeTcst BO3MOXHOCTb yKa3aTb,
MCcnonb3ys NnepeMeHHyto DBUS_SESSION_BUS_ADDRESS, KaKyl M3 CECCUOHHbIX LLUWH AaHHbIN

npouecc 6yaet BOCNPUHMMATL Kak CECCUOHHYHO LLMHY.

Mpnumep
user@astra:~$ echo $DBUS_SESSION_BUS_ADDRESS
unix:abstract=/tmp/dbus-FMSYkkteW0, guid=2£f874cb94£fd70c984eff1d8857d24781

AHanorMyHo (PyHKUMOHUPYET CUCTEMHas WKHA. [laHHasa WwuHa co3faeTcs TONbKO B O4HOM
ak3emnnspe npu ctapte gemoHa D-Bus n yepes Hee B3aMMOOeNCTBYIOT NPOLECChl pasfiyHbIX
YPOBHEWN.

Mogynb dbus-daemon peanuayeT U CECCUOHHbIE, U CUCTEMHYIO LUNHBLI, NO3TOMY Mexa-

H13Mm MPL ncnonb3yeTcs BO BCEX LUMHAX.

4.7.1. Bunagbl coobLeHun

D-Bus nogaepxuBaet crneayrowme BUabl COOBLLEHNIA:

- method call — BbI30B MeToaa. [1pouecc TpebyeT Bbi3oBa METOAA, peanm3oBaHHOIo

Apyrum npoueccom. [JaHHoe cooOlieHne MMeEeT KOHKPETHOro agpecarta WU COAEpPXUT

NHpopMaLno 06 NCTOYHMKE COOODLLIEHNS;

- method_return — Bo3Bpart. Kak npaBumno nocre Bbi30Ba MeTOAA AaHHOE coobLieHme

ncnonb3yeTcsl Ansi Bo3Bparta 3Ha4dyeHud. AgpecaTtoM COOOLLEHUS ABMSETCA UCTOYHUK

NCXOAHOro coo0LLEeHNS;

- error — owmnbka. Ecnn npu Bbi3oBe npousoLuna owmnbka, BMECTO BO3BpaTa MOXET

ObITb OTNpaBneHo cooblieHne 06 owmnbke. AgpecaTtomMm COOBLLEHUS ABNAETCA MCTOUHUK

NCXOAHOro coobLLeHNs;

- signal — curHan. [laHHoe cooOLeHNne MMEET UCTOYHMK, HO Kak NPaBuio He UMEET KOH-

KPEeTHOro agpecara 1 paccbinnaeTcs LWMHOWM BCEM, KTO NOANNCAH Ha JaHHoe coobuieHne

(c ncnonb3oBaHnem match-counsrpa). Ecnu ykazaHo umsa cepsuca, To coobLleHne Ha-

NpaBnsieTca TONbKO ONpeAenieHHOMY COeAMHEHWIO (T. €. NepBMYHOMY BnagenbLy AaHHOrO

cepsuca).

Bce coobuieHnsa aBnaTcs ogHOHanNpaBneHHbIMU, MOTYT UMETb Ha3Ha4YeHne, a Takke
MOryT nogpasymeBaTb (HO He TpeboBaTb) OTBET, Hanpumep, nocrne method_call MOXHO He

nocbinatb method_return. (DyHKLI,VIOHaJ'I oTnpaBsuUTeNna 1 nonyyarena OormKeH ObITb cornacoBaH.
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4.7.2. NMpouecc B3aumogencTB1A C LUMHOMN
[na ngeHTndmrkaumm coeanHeHmsa Ha LWMHE NCNOMb3YTCA NapameTpbl, NPUBEAEHHbIE B
Tabnuue (8]

Tabnuua 8

MapameTp OnucaHue

unique connection name (UCN) YHUKanbHoe Nms coeanHeHns — VIJJ,eHTVI(*)VIKaTOp coeanHeHunsa

org.share.server O6wenssecTHoe nma (cepBuc) coegnHeHuns. [laHHoe nms mc-
nonb3yeTcsa Ansi npuema coobLLEHMS OT OPYTUX KITMEHTOB (T. e.
MO 3TOMY UMEHW KNUEHTbI MOTYT HaNTWN AaHHbIN NpoLecc)

/org/share/server/object HaHHbIn NyTb sBnsieTcs nmeHem obbekTa. Kaxabin cepBuc
MOXET co3gaBaTb HECKOMNbKO 06HEKTOB

com.share.interface Nma nutepderica. CooTBETCTBYET HEKOTOPOMY Habopy MeTo-
AoB (B TOM 4Mcne cTaHOapTHbIM MeTofaMm, obwmmM anst oobek-
TOB), KOTOPbIE AOIMKHbI KOPPEKTHO 0OpabaTbiBaTbCA O6BHLEKTOM

GetMyName Mma meToga obbekTa nnu nHtepdgenca, KoTopbii MOXHO Bbl-
3BaTb

[1ns BbI3oBa mMeToga HeobxoaMMmo:

- yKaszaTb 06Llen3BecTHOe UMA CoeuHEHUs, UMA obbekTa, UM nHTepdenca n nms

MeToaa;

- chopmumpoBaTb HAbOP apryMeHTOB;

- BbIMOMHUTb BbI3OB.

[ns o6paboTkn pesynsrata HEOBXOANMO MPUHATL OTBETHOE COOBLLIEHNE (KOTOPOE MOXET
ObITb Kak coobLLEHNEM TUNA BO3BPAT, Tak U OWNMOKON). Takke CyLecTBYHOT LUMPOKOBELLATENbHbIE
COo00LEHMS-CUTHATbI, KOTOPbLIE OTMPAaBMSTCA NPOLIECCOM Ha LUMHY, rOe nepeanpecoBbIBAOTCS
BCEM COEOMHEHUSIM, KOTOPbIE Ha HEro NoAnMMCcaHbl.

Kaxgbin npouecc ans pabotbl yepe3 D-Bus noakntoyaeTcsa K 3agaHHOW LwuvHe (npu
3TOM CO34aeTCs YHMKanbHOEe COeANHEHME C MMEHEM Buaa : 1. 8) ¢ ncnonb3oBaHNeM OyHKLNN
dbus_bus_get (). [lpyn aTOM Npu NOAKNHOYEHUN OCYLLECTBNSAETCA MeXaHU3M ayTeHTUdukaumm
KNMeHTa C UCnonb3oBaHMEM AaHHbIX cokeTa. locne aToro KNMeHT MoXeT paboTaTb C LUMHOW C

MCMonb30BaHNEM COODLLEHUN.

4.7.3. NMpouecc coeANHEHUA C CUCTEMHOMN LLMHOMN

MNocne ayteHTUdMKaunmn KNMeHT oTnpasndeT cooblleHne Tuna method_call Hello
cepsepy D-Bus. [lanee npoBepsieTca BO3MOXHOCTb AOCTaBKM JAHHOMO COOBLWEHMS C UCNOSb-
30BaHMe pdp M selinux QyHKunn. Ona toro 4tobbl D-Bus mor obpaboTtatb AaHHbIA BbI30B
C HEHyINneBbIX YPOBHEN HEOOXOAMMO LN HEro yCTaHOBUTb COOTBETCTBYyOLIME NpuBunerun. B
4YaCTHOCTW, 9TO peann3oBaHo 3a cyeT ycTaHoBku npusunernn 0x30 (Ignore Lev & Cat) Ha cepsuc

org.freedesktop.Dbus. [laHHble NpMBUNErMM NO3BOMSAIOT NpoLieccam (coeanHeHnsiM) ¢ Gonee
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BbICOKMM YPOBHEM BbINOSHATL (PYHKLMKM NPOLECCOB C HU3KMM ypoBHeM (dbus), 4to He npeny-
cmaTpvBaeT MaHAaTHOe yrnpaBneHue SOCTYNOM, HO paspeluaeTtcs npusunernamm 0x30, KoTopble
no3BonstT cybbekTy (dbus) urHopmposaTb METKY COEANHEHMUS, NbITAKOLLErOCS BbIMNOMHUTL €ro
MeTOoA.

Mocne atoro gopmMmpyeTcst OTBETHOE COoObLeHNe Tuna method_return, KOTOPOE BO3-
BpallaeT OTBETHbIN cTaTyC 00 yCrnewHOM CO3daHuu coeduHeHus ¢ wuHon. OgHOBpPEMEHHO
NPOUCXOAUT yCTaHOBKa Bnaenbua cepsuca. og cepBncomMm NnoHMMaeTcs UMsi Ha LWMHE, KOTopoe
COOTBETCTBYET HEKOTOPOMY coeanHeHuto. [pu aTom Bnagenbuamm yHuKanbHbIX UMeH (Buga : 1. 6)
MOryT ObITb TONBKO caMu coeguHeHus. Ecnn ncnonb3yetca nonb3oBaTenbckoe UMsi, Harnpumep,
org.share.linux, TO €ro Bnagensuem MoxeT bbiTb COeJMHEHNE C HEKOTOPbIM YHUKASTbHbIM
nmeHeM. [lpyrne npouecchl (COOTBETCTBEHHO C APYIMMU YHUKAlNbHBIMU UMEHaAMU COeqUHEHUI)
TaKXe MOryT 3anpocuUTb AOCTYN BriafieHnss AaHHbIM UMeHeM. B 3aBMCUMOCTM OT HAcCTpPoOeK MOXeT
NPOU3ONTN KaK 3aMeHa BrajenbLa, Tak U ycTaHoBKa ero B odepedb Ha BnageHue. Npu atom
Korga TeKywmin Bragernew, ocBoboauT JaHHOE UMS (OTKHOYMTCS OT LWKHbLI), TO BNagenbLemM cTaHeT
cnegytoLlee no CnucKy coeguHeHne (ecnuv Takue ectb). BaxHo, 4TO UMEHHO Bnageneu, T. e. coeu-
HeHVe 1 COOTBETCTBYIOLLMI eMy npouecc, byaet obpabaTtbiBaTb agpecoBaHHOE AAHHOMY MMEHU
(cepsucy) coobueHne. B gononHeHne K OTBETY UCTOYHUKY coobuieHna method _call Hello
npoucxoanT hopmmpoBaHue curHana signal. D-Bus dpopmupyeT curHan NameAquired (T.e.
ncTodHnKom siensietca D-Bus), koTopbin coobuaeTt, yto nmsa (B gaHHoM criydae UCN) nony4deHo.

Hanee ana nonyyeHuns BnageHusa HEKOTOPbIM NMeHeM (pyHKUMS
dbus_bus_request_name) dopmMmupyetrca coobuweHne method_call RequestName
cepsepy D-Bus. Npu aTom MoryT ncrnonb3oBaTtbeca crnegyouime dnaru:

- paspewnTb 3amMeHy Briagensua. OTHOCUTCH K AaHHOMY CEpBUCY — eCnn Apyroe coeau-

HeHne noTpebyeT 3aMeHUTb Bnagenbua, To 3TOT dhnar paspeLumT BbINOAHUTL CMEHY C

Y4E€TOM METOK U LLeSTOCTHOCTMU;

- 3ameHuUTb Bnagensua. Ecnu paspelleHa 3ameHa, To oH ByaeT 3aMeHeH y paHee co3faH-

HOro cepBuCa;

- He CTaBuUTb B o4yepedb, ecrnv Bnagensua Hemnb3sa cenvac 3ameHuTb. VIHade gaHHoe

coeuHeHue BCTaHET B KOHeL, odepeau, 1 Koraa dyayT ocBoboxaeHbl Bce Bnagenblbl —

OHO CTaHeT Bnagenbuem.

Ecnn 3ameHa Bo3aMOXHa, TO Bbl3blBaeTcs ApanBep-PyHKUMS RequestName. [locne cme-
Hbl Bnagensua cepsuca gopmupyetca curHan NameOwnerChanged. Nocne ocBoboxaeHus

UMeHn popmmupyeTtcsi curHan NameLost.

4.7.4. O6beKTbl U CYyOBHEKTblI CUCTEMDI
B pamkax D-Bus obbektammn n cybbektamm ABNAKOTCA CYLLHOCTW, COMOCTaBEHHbIE C

UMeHaMn coeguHEHNN U cepBucoB (T. €. YHUKaJribHbIMN NMEeHaMN U o6LLEeN3BECTHBIMU I/IMeHaMI/I).
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CoOTBETCTBEHHO, KaXkgoe coeqMHeEHNE NMEET CBOK MeTKy. Kpome aToro, npu co3gaHumn cepeuca
(nonyyeHust nMeHn Yepes dbus_request_name), a Takke CO3gaHUN YHUKASTbHOTO MMEHW NpPo-
ncxoauT HasHayeHue nm MeTku. CBefeHnss 0 MeTKax coaepXKaTcs B Xal-Tabnuue, rae Kaxgomy
MMEHWN COOTBETCTBYET MeTKa. Npn ocBoOOXAEHUN NMEHN, KOrAa NocnegHUn Brnagenewy yxogut
N3 oYepean NN KNUEHT OTCOEOMHSETCA OT LUMHBI, BbINMOMHAETCSA yaaneHne COOTBETCTBYOLLEN
3anucuy Tabnuubl (Npy cnonb3oBaHUN LOCKED-HACTPOMKM MeTKa OCTaeTcs).

lMpoBepka pdp AOCTyNa OCYLECTBASETCA NPU CreayoLWwmnx cobbITUsX:

- NMPUHATUE PELLEHMS O JOCTaBKE COOOLLEHMSI B 3aBMCUMOCTIN OT €ro Tvna;

- MonyyeHve BnageHusi CepBMUCcoM,;

- BbINOMHeHUsa metoaoB AemoHa D-Bus.

Kaxxgoe coeanHeHne npu cBOEM co3faHun (NONyYEHUN YHUKANbHOro MMEHN) NonyyaeT

COOTBETCTBYHKOLLYHO METKY UCXOOA U3 METKM COKETAa.

4.7.5. ANropuTtM NpoBEpPKNU METOK OIS Pa3fIn4HbIX COOOLLEHN U PEXUMOB paboTbl

Baanmopencteume no wmHe D-Bus MoxHO pasgenuntb Ha ABa Tuna:

- COObLEeHNa Mexay cepBmcamMmm U COEANHEHNAMM;

- coobueHus, agpecoBaHHble aemoHy D-Bus. 3aecb npeacraBneHbl cepBUCHbIE coobLLe-

HWS, KOTOPblE NO3BONSAIOT Nonyvatb MHpoOpMaLUNIO O OPYrnX cepBUCax U COEANHEHUAX Ha

wuHe. T.e. B napameTpax CoobLEHNA MOXET OblTb YKa3aH 3afaHHbIN CepBUC, UHOPMa-

LMK O KOTOPOM HEODXOAMMO MOMYYUTb.

Ona coobuweHnn mexagy cepBMCcaMnM M COEAUHEHUAMM UCMNONb3yeTcss yHKUMA
bus_pdplinux_allows_send(). [1pu wmnpokoBeLaTesibHOMW paccblyike CUrHanoB Takxke npo-
NCXOOUT NPOBEpPKA KaXXgoro coobLLeHus.

Onsa coobLeHnn, agpecoBaHHbIX  OEMOHY D-Bus, ncnonb3yeTca CHa-
yana yHKUNSA bus_pdplinux_allows_send(). OHna onpegensaer BO3-
MOXHOCTb  OTMpaBKM  COOOLLUEHUS Ha D-Bus. 3aTtem BbI3blBAaeTCA  PYHKUUS
bus_pdplinux service_allows_connection_to_service € 3agaHHbIMXW NapameT-
pamu, KoTopada onpeaensier BO3MOXHOCTb BbINOSTHEHNSA TEX UIMN UHbIX METOA0B.

Ons meToooB service exists, get service owner, list queued_ owners,

get_connection unix_user, get_connection unix process_id,
get_adt_audit session data, get connection selinux_ security_ context,
get _connection pdplinux_ security context helper, introspect,

bus_driver_handle_get_id ”n gOp. B 3aBUCUMOCTW OT HaCTpPOEK MNpoBepdAeTcd BO3MOX-
HOCTb AocTyna READ (TOS_READ) K 3aJaHHOMY CEpPBUCY.

[na metoga 1list queued owners BbIBOAATCS TOSMbKO T€ Bragesblbl, METKA COeANHe-
HUS KOTOPbIX MEHbLLUE, YEM Y COEAUHEHUS, CO3aaBLUEro AaHHOoe coobLieHme (T. €. BbI3BaBLLENO

MeTO,EI,). Hanunuune I'IpVIBVIJ'IeFMVI MOXET pa3peLllaTrb AaHHbIN BbI30B B Clliy4dae HeBbINOJIHEHUA MO~
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criegHero ycrioBus.

[na metoga list_services BbIBOOMTCA MHApOPMAUUSA TOMBKO MO TEM cepBucaM, MeTKa
KOTOPbIX MEHbLLE, YeM Yy COeANHEHWSs], CO3AaBLLEero JaHHoe coobLleHne (T. e. Bbi3BaBLLEE METOLA).
Hanwnyune npueBunernin moryT paspeluatb AaHHbIA BbI30B B Crlydyae HEBbLINOSHEHNA NOocneaHero
yCnoBus.

[Onsa nonyvyeHus BnageHuss CepBMCOM B MeTodax acquire_service, add_owner,
swap_owner  (QYHKUMA bus_pdplinux_service_allows_connection_to_service
BbI3bIBAETCA C YyKasaHuMeM nceBaogocTyna ETOS_ADDOWNER (Ons acquire_service
nucrnonb3dyercd ETOS_ADDOWNER ACQUIRE SERVICE), KoTopas B  3aBUCUMOCTM  OT
HacTpoeK napametpa KOHoUrypaumm <pdplinux_allow_different_ owners>
(BUS_CONTEXT PDPLINUX_GET_ pdplinux_allow_different_owners) NpoBepsieT Hanu-
yme noTeHuMnanbHbIX BnagesnbLeB B odepean ¢ METKOW, OTIIMYHOW OT METKU cepsuca. Ecnu
napametp pdplinux_allow_different owners yCTaHOBMieH, TO BO3MOXHO MoryyeHne
BNaleHNs1 CepBUCOM.

[1ns HenocpeacTBEHHOW NPOBEPKN BO3MOXHOCTWN 3aM€EHbI BnagernbLa cepsuca moguduum-
poBaHa (PpyHKUMS bus_service_get_allow_replacement (), KOTOpas BbINOMHAET NPOBEPKY
LEenoCTHOCTU M He MO3BONSAET NPOBOAMTL COOTBETCTBYIOLLYIO 3aMeHy B Criydae, ecrnv LUenocTHOCTb
cepsuca BbllLe LIeNOCTHOCTU HOBOIO BragernbLa.

Mpn nepecbinke coobLieHnn Hapagy ¢ nonyvatenem CoobLEHNSs MOXET NPUCYTCTBOBATb
coeanHeHne eavesdroping. Npn aTom coobLueHne agpecyeTcs He TONbKO MCTUHHOMY Nosnyya-
Tent, HO 1 NepeHanpaBnaeTcsa Ha JONONHUTENBHOE COeAUHEHNE, KOTOPOE MOXET BbITb CO34aHo,
Hanpumep, nporpammon dbus-monitor.

Ona kaxgoro Tmna coobueHna dopmMmnpyeTca COOTBETCTBYHOWMIA BUA OOCTyna.
Onsa method_call npumeHsieTca OOCTyn exec. [nNa 3TOro CpaBHUBAKOTCA METKM WUCTOY-
HUKa cooblWeHnss N COOTBETCTBYIOLLErO CcepBUCa, coBnagawowero C ero TeKywum Bna-
penbuem. Ecnu MmeTkM paBHbl, TO [OCTyn paspelsaetrcd. MHaye Bbi3blBaeTcAa QYHKUUSA
bus_pdplinux_allows_execution (), KOTOpasa paspeLlaeT HU3KOYPOBHEBbIM OObeKTaM 3a-
nyck dyHKuMi obbekTa 6onee BbICOKOro ypoBHSA. Ecnn 3anyck 3anpelleH, TO nNpoBepstoTCs
npusunerun. Hanpumep, ecnun cepeBuc, METO KOTOPOro 3anyckaeTcs, MMeeT npusunerum 0x30,
TO 3anyck paspellaetcs. Takke CyLlecTByeT BO3MOXHOCTb 3anycka MeTofa, ecnu coeguHeHne
nonyyarenb UMeeT MeTKy ehole B OyHKUMN bus_pdplinux_allows_execution_helper().

[Ons method_return, error, signal nonyyatens COOBLEHUS CYUTBIBAET AaHHbIE U3
NCTOYHUKA. Takum 06pas3oM OHM MEHSIIOTCA MecTaMu (nony4dartenb sIBNAeTCs CyObekTOM, MCTOYHMK

— 0O6bEKTOM) 1 JOCTYN Ha3HavyaeTcsa paBHbIM read. MNpoBepka pdpl_permission().
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4.7.6. NMpuBunerun npouecca dbus-daemon

YctaHoBKa npusunernin npouecca dbus-daemon 3aBUCUT OT YCTAHOBKM NapamMeTpa cbop-
KW ——enable-audit/--disable-audit. 310 BneyeT 3a cobon define: HAVE LIBAUDIT
(--enable-libaudit).

B cnyyae, ecnu HAVE_LIBAUDIT onpegeneH, To BcrneacrBne [opaboTkm yHk-
umm dbus_change_to_daemon_user B daunne audit.c B TOYKY CHUTbIBAHUS MPUBU-
nermm CAP_AUDIT WRITE pobaBrneH KoA CYuTbiBaHMS PERMITTED (CAPNG_PERMITTED)
npuBUMernn npouecca B nepemMeHHble draroB have cap_override, have_cap_ptrace,
have_cap_admin (4na COOTBETCTBYIOLNX NpuBunerui). Ecnv sHadyeHne gaHHbIX NepeMeHHbIX
true, TO NPOU3BOANTCH yCTaHOBKA CAP_DAC_OVERRIDE, CAP_SYS PTRACE, CAP_SYS ADMIN
npvsuneryn ans npouecca dbus-daemon. BeinonHsaerca ana obecnedeHns BO3MOXHOCTM OOCTY-
na dbus-daemon K MMéHaM NpOLIeCCOB.

B cnyyae, ecnu HAVE LIBAUDIT He onpegeneH (--disable-audit), TO
npounssoantca  obpabotka  dyHkuMm  dbus_change_to_daemon_user B  (panne
dbus-sysdeps-util-unix.c. [lpn atom pobaBneH yHKUMOHAN, MO3BONSAIOWMUNA CKOMU-
poBaTb BCE NpuBUIErMU npouecca U3 CAP_INHERITABLE B CAP_EFFECTIVE (Npu yCrioBuw,
41O dbus 3anyuleH oT UMeHU nonb3oBaTens root). [NpeanonaraeTcs nonyyeHve NpuBUNErnn
CAP_SYS_ADMIN CAP DAC_OVERRIDE CAP_SYS PTRACE AN CYMTbIBAHUS UMEHM NpoLiecca.
[aHHble npuBunernn npeaBapuTENbHO YCTaHaBMBAKOTCA C WUCMOMNb30BaHMEM systemd B
KOH(purypaumoHHom canne dbus . service:

# AmbientCapabilities=CAP_SYS_ADMIN CAP_DAC_OVERRIDE CAP_SYS_PTRACE
# SecureBits=keep-caps

B HacTtosawmn mMomMeHT napameTpbl AmbientCapabilities W SecureBits B
dbus.service 3aKOMMEHTUPOBAHbLI U UCnonb3yeTca HAVE_LIBAUDIT. Takke npu ucnonb-
30BaHUM HOBOro systemd BO3MOXHO ucnonb3oBaHne PARSEC npusunernn gns npouecca
dbus.socket:

CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK PARSEC_CAP_IGNMACCAT PARSEC_CAP_IGNMACLVL

4.7.7. PaclumpeHHoe ynpasrieHMe nofiMTuKkamu
4.7.7.1. KoHdurypaumoHHbIn chann
OCHOBHbIMU CeEKUMAMU KOHPpUrypaunoHHoro ¢amna D-Bus system.conf aABNAKOTCA

<busconfig> (KOpHeBas cekuus), <type> n <policy>.

Mpumep
KoHurypaunoHHbii dpann wunHbl accessibility

<!DOCTYPE busconfig PUBLIC "-//freedesktop//DTD D-Bus Bus Configuration 1.0//EN"
"http://www.freedesktop.org/standards/dbus/1.0/busconfig.dtd">
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<busconfig>
<type>accessibility</type>
<servicedir>/usr/share/dbus-1/accessibility-services</servicedir>
<auth>EXTERNAL</auth>

<listen>unix:tmpdir=/tmp</listen>

<policy context="default">

<!-- Allow root to connect -->

<allow user="root"/>

<!-- Allow everything to be sent -->

<allow send_destination="*" eavesdrop="true"/>

<!-- Allow everything to be received -->

<allow eavesdrop="true"/>

<!-- Allow anyone to own anything -->

<allow own="*"/>

<deny send interface="org.ally.atspi.Text" send member="GetStringAtOffset"/>

<deny send interface="org.ally.atspi.Text" send member="GetText"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetTextBeforeOffset"/>

<deny send_interface="org.ally.atspi.Text" send_member="GetTextAtOffset"/>

<deny send interface="org.ally.atspi.Text" send member=
"GetTextAfterOffset"/>

<deny send interface="org.ally.atspi.Text" send member=
"GetCharacterAtOffset"/>

<deny send interface="org.ally.atspi.EditableText" send member=
"SetTextContents" />

<deny send interface="org.ally.atspi.EditableText" send member=
"InsertText"/>

<deny send interface="org.ally.atspi.DeviceEventListener" send member=
"NotifyEvent"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=
"RegisterKeystrokeListener"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=
"RegisterDeviceEventListener"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=
"GenerateKeyboardEvent" />

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=

"GenerateMouseEvent" />
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<deny send interface="org.ally.atspi.Document" send member=
"GetAttributevalue"/>

</policy>

Cekuma <policy> onpegensier nonuTuky 6e3onacHocTun, KoTopasi AOMMKHA NPUMEHSTLCA
K KOHKPETHOMY Habopy NoakoYeHun K wuHe. MNMonutuka coctomT n3 npasun <allow> (pas-
peweHne) n <deny> (3anpert). Nonntuka, Kak npaBumo, 3agaetca And CUCTEMHOWN LUMHbI U
ncnonb3yeTcs Ansa paspewenuns nmbo 3anpeta nepegadn coobLLEHNI.

CuctemMHas WwmHa MMmeeT NonUTUKY NO YMOSYaHUIo, KOTopas 3anpeLltaeT OTnpaBky Co-
obuweHun Tvna method_call u nonyyeHue BnageHus cepencamu Ha WwuHe (own). OcTanbHble
AEeNCTBUS, B YAaCTHOCTU, OTBETbI Ha co0bLeHns (reply), NonyyYeHne oWmnBoK (error) U CUrHanNoB
(signal) NO yMONYaHUIO B NONNTUKE pa3peLUeHbI.

Taknm obpas3om, NpeanodTUTENbHEE peanun3oBbiBaTb CUCTEMHbIE CyXObl B BUAe Hebonb-
LUMX, LUeneBbIX NporpamMMm, KoTopble paboTatoT B 0gHOM npoLecce u TpebyroT ogHoro obLiensBecT-
HOro MMeHN (MMeHUn cepBuca) Ha WMHe. B pesynetaTte Ans onpeaeneHns NofMTUKM JOCTaTouHO
Oyget cosgatb <allow>-nNpaBuna Ang paspeleHnin Tuna own, YTo0bl NO3BONUTL NpPoLECCaM Co-
30aBaTbh COOCTBEHHbIE CEPBUCHI, U [06aBUTL NapameTp send_destination, YTobbl pa3pewnTb
TpaduK OT HEKOTOPLIX UM BCEX NOMb3oBaTeNen K JaHHbIM CepBUCaM.

Cekummn <policy> HasHa4yaeTCcs OAMH U3 YeTbipex NapaMeTpoB:

context — BO3MOXHble 3HayeHUd: default, mandatory;

at_console — BO3MOXHble 3Ha4YeHUdA: true, false;

- user — UM4 Nosb3oBaTeNs UNu ero naeHTUdUKaTop;

- group — UMS Fpynnbl NNu ee naeHTudunkaTop.

MonnTNKN NPUMEHSIIOTCH K COeAMHEHNSAM B CcnefyoLlem nopsake:

1) all context="default";

2) all group="connection’s user’s group";

3) all user="connection’s auth user";

4) all at_console="true";

5) all at_console="false";

6) all context="mandatory".

[MopsiAoK NpMMEHEHNS NOMNTUK UBMEHSETCH B TOM Cryyae, Koraa nonnTUKK nepecekatoTcs
MO YCMOBUSIM NMpUMeEHeHUs. HeCKONbKO NOMNTUK C TEM XXe NMonb3oBaTeneM/rpynnon/KOHTEKCTOM
NPUMEHSIOTCA B NOPsiAKe UX MOSABMEHUSA B KOHpUrypaumMoHHOM dhaunne.

Bo3moxHble napameTpbl NpaBun NONUTUK NpuBeaeHsl B Tabnuue [9) MapameTpel npasun

<deny> onpegenarTt HeobxoanUMoCTb 3arnpeTta yka3aHHOro B napamertpax coobLeHus.
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MNapameTp

OnucaHue

send_interface

Nmsa nHtepdgenca otnpaBuTens coodLeHus

send_member

Mma metoga unu curHana oTnpasuTend coobLeHuns

send_error

ima owmnodkm

send_destination

B kayecTBe 3Ha4YeHUs yKa3blBaeTCs UMSI.

[ns npaBuna <deny> napameTp O3HA4aeT, YTO COOOLLEHUS HE MOTYT
ObITb OTNPaBneHb! BriagenbLleM JaHHOTO MMEHU, a He AaHHOMY CEPBUCY.
To ecTb, ecnun coeauHeHne Brnageet cepsucamu A, B, C, n otnpaeka K
A 3anpelleHa, To oTnpaeka k B nnu C tarke OyageT 3anpelleHa

send_type BoamoxHble 3HayeHusa: method_call, method return, signal u
error.
3apaet TmMn ncxogsuero coobuieHns

send_path MyTb BMAa /path/name oTnpaBuTensa coobLieHns

receive_interface

Nma nHtepdenca nonyyatenst coobLueHns

receive_member

Mmsa metoga unu curHana nony4yarens coobLeHus

receive_error

Nmsa ownbku

receive_sender

B kayecTBe 3Ha4YeHUs YKa3blBaeTCA UMA.
Ons npasuna <deny> napamMeTp O3Ha4aeT, yYTo coobLLEHNA He MOryT
ObITb nony4eHbl BnagenbuemM gaHHOro MMeHu, a He JaHHbIM CepPBUCOM

receive_ type

Bo3moxHble 3HayeHusa: method_call, method_ return, signal u
error.
3agaet TMn nonyyYyaemoro coodLeHus

receive_path

MyTb BMga /path/name nonydarens coodweHus

send_requested_reply

BoamoxHble 3HadyeHus: true, false.

MapameTp paboTaeT aHanorM4yHo napameTpy eavesdrop: paspeLlaeT
unu 3anpewaeTt (<allow> unm <deny>) coobLleHne, NonyyYyeHHoe B
KayecTBe oXxungaemoro oteeTa (requested_reply), COOTBETCTBEHHO,
npegLlecTByeT aToMy coobLieHne BbizoBa MeToda (method_call).
[aHHbIN napameTp akTyaneH TONMbKO Afsi OTBETHbIX COOOLEHU (error
U method_return) 1 urHopupyetca onst Apyrmx TUNoB COOBLLEHMIA.
Ons npasuna <allow> 3Ha4yeHne napameTpa
send_requested_reply="true" 4dBN4eTcA 3HayYeHWMEeM 1o
YMOMYaHUIO UM YyKasblBaeT Ha TO, 4TO TOMbKO 3arnpoLueH-
Hble OTBETbl paspelleHbl MpaBunNoM. 3HadeHwe napameTpa
send_requested_reply="false" O3Ha4aeT, YTO NMpaBuIo MO3BO-
ngaet nobon OTBET, AaXe ecrnv OH He oXunaarncs.

Ona npaesuna <deny> 3HadeHwune napameTpa
send_requested_reply="false" dBnNgeTca 3Ha4yeHuem 1o
YMOMYaHUIO M YyKasblBaeT Ha TO, 4TO npaBuio paboTaer Torb-
KO Korga oTBeT He Obin 3anpoweH. 3HadeHve napameTpa
send_requested_reply="true" yKasblBaeT Ha TO, 4YTO Tnpa-
Buno pabotaeTr Bcerga, He3aBUCMMO OT COCTOSIHUS  OXUOaHUSA
oTBeTa

receive_ requested reply

AHanornyHo napameTpy send_requested_reply
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OkoHyaHue mabnuusi 9

MNapameTp Onuncanune

eavesdrop Bo3amMoXHble 3HaveHus: true, false.

MpocnywwmeaHne (Eavesdropping) BO3HUKAET, Koraa npunoXxeHue no-
ny4aet coobLleHne, agpecoBaHHOE CEpPBUCY, KOTOPbIM He Bnageet
NPUNOXeHNe, UM OTBET Ha Takoe coolLLeHMne.

[na npaBmn <allow> 3HayeHWe napameTpa eavesdrop="true" yKa-
3bIBAET Ha TO, YTO NPaBUIIO OyOEeT NPUMEHATLCS aXe Korda OCyLlecTB-
naetcsa npocnywmueaHne. 3HayeHve napameTpa eavesdrop="false"
3a4aHOo MO YMOMYaHM0 U O3HAYaET, YTO NpaBMMo paspeLlaeT Te coob-
LLIeHUS, KOTOpble JOCTaBNSATCA TOMNBbKO yKazaHHOMY nory4aTernto.
Ona npaeBun <deny> 3HadyeHue napameTpa eavesdrop="true"
yKasblBaeT Ha TO, 4YTO npaBurnio OyaeT MNPUMEHSATbCS TOMbKO TO-
raa, Korga BbINOMHSAETCA npocnyluBaHue. 3HaveHWe napameTpa
eavesdrop="false" 3a4aHO MO YMOJIMAHMIO N O3HAYAET, 4YTO Npa-
BUNO NPUMEHSIETCS BCeraa, Aaxe Korga He ocyLecTBnsAeTcs Npocny-
LUMBaHMe.

MapameTp eavesdrop MOXHO KOMOUHMPOBATL TOMBKO C NpaBuiamMm
TMna npuema v nepefayvn (send_* u receive_*)

own Nmsa

own_prefix B kauecTtBe 3Ha4eHUs YKa3blBaeTCA UMA.

MpaBuno <allow own_prefix="a.b"/> no3Bonser BrageTb
MMEeHeM a.b unu nobbiIM MMEHeM, HaduHawwmMMmca ¢ a.b, Ha-
npuMmep, 9TO BbINONHAETCA And a.b.c unm a.b.c.d, HO He
BbINOSHAETCA ANA a.bc WM a.c. AKTyanbHO, KOrga CepBUCHI,
Hanpumep, Telepathy U ReserveDevice, onpegensaiT 3Haye-
HUS CepBUCOB AN nopaepeBbeB OOLLEN3BECTHbIX WMEH, Hanpwu-
Mep: org.freedesktop.Telepathy.ConnectionManager.
<OPOU3BOJILHOE INIPOOOJIKEeHUue> 7 org.freedesktop.
ReserveDevicel .<npou3BOJILHOE MNPOLOOJIKEHUED>

user B kayecTBe 3Ha4YeHUs ykasbiBaeTCs MMS Nosib3oBaTens.
lNpaBuna <deny> 0O3Ha4aloT, YTO AaHHbLIA NOMb30BaTENlb HE MOXET
NOAKIMIOYNTBLCSA K LLUMHE COOBLLIEHNI

group B kayecTBe 3Ha4YeHUs ykasbiBaeTCs MMS rpynnbl.
[encrtemne napameTpa aHanorMyHo napameTpy user

He nmeet cmbicna 3anpeluarb norb3oBaTens unn rpynny BHYTPU cekuuun <policy>
— 3anpeT nonb3oBaTensa/rpynnbl MOXeT ObiTb TONbKO B NONUTUKE context="default" mnnu
context="mandatory".

OTtaoensbHoe npasuno <deny> MOXeT coaepxaTtb KoMBUHaumnu na-
pamMeTpoB. B JaHHOM cnyyae 3anpet BbIMOSTHAETCA TOJTbKO Torga, KO-
roa BCE napameTpsbl COOTBETCTBYHOT COO0LLEHNIO. Hanpumep, npasuno
<deny send_interface="foo.bar" send destination="foo.blah"/> 3anpeLla-
eT COO6LU,eHI/1$I C I/IHTepC*)eI;ICOM foo.bar n ykazaHHbIM nMeHeM cepBuca foo.blah.

Henb3ga BKoyaTb OAHOBPEMEHHO NapameTpbl send_* U receive_* B OAHO NpasBuIio.

HeobxoanMMo C OCTOpPOXHOCTbIO WMCMNONb30BaTb nNapameTpbl send_interface wn
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receive_interface, T.K. none uHtepgenca B coobLieHnax He sBnsetca obasarenbHbiM. B
YaCTHOCTU, HeNb3sA yKasbiBaTh <deny send_interface="org.foo.Bar" /> — gaHHoe npasu-
N0 NpMBEAET K TOMY, YTO coobueHnsa 6e3 nHtepdenica byayT 3abnokMpoBaHbl Ans BCEX CEPBUCOB.
Bcerga Heobxoaumo ncnonb3oBaTtb NpaBuIio B cneayrowen dopme:

<deny send_interface="org.foo.Bar" send_destination="org.foo.Service"/>

Mpumepsl:

1. <deny send_destination="org.freedesktop.Service"
send_interface="org.freedesktop.System" send member="Reboot"/>
2. <deny send_destination="org.freedesktop.System"/>

3. <deny receive_sender="org.freedesktop.System"/>

4. <deny user="john"/>
5

<deny group="enemies"/>

4.7.7.2. DopMupoBaHUe KIMEHTCKUX MOSINTUK U3 NOSIUTUK LUUHbI
O6paboTtka hanna koHdurypaumm n cantbiBaHme annoB HaCTpoeK, B TOM Yucrie no-
NUTUK B parent. Ecnu B 06paboTymke BO3HMKAET owmnbKa, TO PyHKUMS BOo3BpaliaeT NULL u,

COOTBETCTBEHHO, HNYEro He CHUTbIBAETCA.

Mpumep
get_correct_parser ->
bus_context_new ->
bus_context_reload_config ->

include_file ->

bus_config load (const DBusString *file,
dbus_bool_t is_toplevel,
const BusConfigParser *parent,

DBusError *error)

MHnumnanumsauma obpabotyunka B pyHKUMN XML, _SetElementHandler:

expat_StartElementHandler -> bus_config parser start _element ->
start_policy child -> append _rule from element

Mpn aHanmse BbI30BOB (hOPMMPOBAHME MOMUTUK MPOUCXOANT crieaytowmm obpasom:
bus_driver handle_hello ? bus_connection_complete
process_config every time ? Dbus_connections reload policy
bus_connections reload policy umnu bus_connection_ complete ->
bus_context_create_client_policy -> bus_policy_create_client policy

OyHKUMA bus_policy_ create_client_policy pasbupaeT MONUTUKA  LUKHbBI

BusPolicy * M co3gaeT BusClientPolicy* ncxoga n3 coeanmHeHna DBusConnection *.
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Takum ob6pasom BusPolicy * Ha ocHoBe DBusConnection *  COOTBETCTBYET

BusClientPolicy*.
4.8. CpeacrtBa ynpaBneHusa maHaatHbimu MNP

[na ynpaBneHus maHgaTtHeiMu [P ncnone3sytoTca cnegyowmne rpadouyeckne yTunnTbl:
- fly-fm («MeHemxep dannoB») — ynpaBneHme MmaHgaTHbIMM aTpnbytamm annos;

- fly-admin-smc («YnpaBneHne nonuvtukon 6e3onacHoCcTu») — ynpasneHne npoTo-
KonupoBaHWeMm, NpuBUnerusMn u MaHgaTHbiMn atpmbytamu nons3oBarenen, pabora ¢
nonb3oBaTensamMu 1 rpynnamu.

Bonee nogpobHoe onucaHne yTUNnT CM. B 3NEKTPOHHOWN CrpaBkKe.

[nsa ynpaeneHust maHgaTtHeiMu MNP B pexrme KoMaHOHOW CTPOKM UCMNOSNb3YTCA crneay-

owne ytTunnTbl:

pdpl-£file — ynpaBneHue MaHaaTHbIMU aTpubyTamu daiinos (cm. [4.8.1);
- pdp-id — oToBpaxeHne MaHAaTHbIX aTpnbyToB ceccun nonbaosatens OC (cwm. 4.8.2);
- pdp-init-£fs — CKpUNT MHMUMANU3aLMN MaHgaTHbIX atpudyToB OC (cm. [4.8.3);
- pdp-1s — BbIBOJ aHanornMyHo cTaHg4apTHOM KomaHAe ls uHgopmauumn o dannax c
oToGpaxxeHnem mMaHgaTHbIX aTpmbyToB (cm. (4.8.4);
- pdpl-ps — ynpaeneHve MaHgaTHelMK aTpubytamm npoueccos (cum. 4.8.5);
- pdpl-user — ynpasreHue AONyCTUMbIMA MaHAATHbIMU YPOBHAMMU U KaTeropusiMu
nonb3oBateneit OC (cm. [4.8.6);
- sumac — 3anyck npouecca ¢ 3agaHHbiIMM MaHAaTHbIMW YPOBHEM U KaTeropmemn B OT-
AenbHol rpacuyeckon ceccum (cm. [4.8.7);
- userlev — uameHeHne b[] maHgaTHbIX ypoBHen (cm. 4.8.8));
- usercat — n3MeHeHue B[] MaHaaTHbIX kaTeropuii (cm. [4.8.9).
[na coBmectumocTu ¢ npeablaywmnmm sepcnamm OC coxpaHeHbl cnegyowime yTunuThbl

KOMaHAHOW CTPOKM Ans ynpaBneHna maHgatHeivu MNPO:
- chmac — ynpaeneHve MaHaaTHbIMK atpubytamu daiinos (cm. 4.8.10.1);
- 1sm — BbIBOA aHaNoOrnM4yHo cTaHaapTHOM KoMaHae 1s uHdopmaumm o hannax ¢ otob-
paxeHneM mMaHaaTHbIx atpubytos (cMm. [4.8.10.3);
- macid — oTobpaxeHVe MaHAaTHbIX aTpubyToB ceccum nonbaosatens OC (cm. [4.8.10.2);
- psmac — ynpaBsneHne MaHgaTHbIMU atpubyTtamu npoueccos (cm. [4.8.10.4);
- usermac — ynpasfeHne ONyCTUMbIMU MaHAATHBIMU YPOBHAMU MU KaTeropmusiMu Mosib-
3oBatenen OC (cwm. [4.8.10.5);
- getfmac — nonyyeHne MaHOaTHbIX METOK (panroBbix 06bekToB (cMm. 4.8.10.6);
- setfmac — M3MeHeHVe MaHAATHbIX MeToK daiinoBbix obbekToB (cMm. [4.8.10.7).
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4.8.1. pdpl-file
CuHTakcuc:
pdpl-file [omnuu]...[ypoBeHb] [ :ypoBeHb lenocTHOCTHU[ :kaTeropus|:@marul]] [damnn]
KomaHaa pdpl-file nameHseT mangaTtHele atpubyThl cpannos OC, KoTopble BKOYaoT
MaHAaTHY0 METKY U cneunanbHble MaHaaTHble aTpubyThl dhanna.

Onumn npuseaeHsl B Tabnuue [10]

Taobnuuya 10
Onuusa OnucaHne
-f, --silent, -—quiet | He BbiBOANTb cooOLLeHM 06 oLmnbkax
-v, ——verbose BbiBOAUTb AMarHocTudeckue cooblleHns ans kaxanoro darnna
-c, --changes To Xe, YTo U ——verbose, HO coobLaTh TONbKO 00 N3MEHEHUAX
-u, -—unite O6beanHNTb TekyLLyo METKY dhanna ¢ 3agaHHOM B KadecTBe aprymeHTa
-s, ——-subtract BbluecTb 13 TekyLlen MeTKK charna 3agaHHyo B Ka4eCTBE apryMeHTa
-R, -—recursive MpuMeHNTb pekypcmBHO
-r, ——reverse Cravana danrnbl B AMpekTopun, NOTOM OUPEKTOPULO
-h, --help BbiBeCTM cnpaBkKy 1 BbINTU
--version BbiBeCTM MHPOPMALINIO O BEPCUN U BBINTU

ypOBeHb N Kateropunda MmoryTt ObITb 3a4aHbl UMEHEM UMK wectHaguatepnyHbiM 3Ha4YEHNEM.

Mpumep
pdpl-file -Rv Cekperno:0:KaTeropus_ A /tmp

[aHHas KkomaHOa pekypcuMBHO AN Bcex bannos KaTanora /tmp M3MEHUT YPOBEHb Ha
CeKpeTHO M KaTteroputo Ha KaTeropus_A (YPOBEHb U KaTeropmnsa OOMKHbI ObIiTb ONpeaeneHsb! B
cucrteme).

®narn cenr, ehole n whole (CMm. MOryT BbITb 3afaHbl 3HaYEHNEM UM UMEHAMM

yepes 3anaTylo.

Mpumep
pdpl-file 2:0:0:ccnr /tmp

4.8.2. pdp-id
CwnHTakcuc:
pdp-id [onuuu]
KomaHaa pdp-id BbIBOAUT MaHAaTHble aTpubyThl ceccum nonb3osatens OC.

Onuuu npusegeHbl B Tabnuue [11]
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Tabnuuya 11
Onums OnucaHue
-1,--level BbIBECTM TOMNBKO MaHAATHbIA YPOBEHb KOHUAEHUNANBHOCTH
-i,—-ilevel BbiBECTM TONLKO MaHOaTHbIV YPOBEHb LLENOCTHOCTU

-c,——-categories BblBECTM TOMBKO MaHOaTHYH KaTteropmmn

-r,-—categories | BbiBecTn TONbKo ponu

-n,--name Onsa onuuin -1c BLIBOAUTL UMEHA BMECTO YNCITOBbIX 3HAYEHUN
-h,--help BbiBECTM CnpaBKy 1 BbINTH
--version BbiBeCTV MHpopmaLmio o BEpCUKN U BbINTH

|_|pl/l OTCYTCTBUM onuunn BbIBOAUT CTPOKY TeKyLnX MaHOAaTHbIX CBOWCTB.

Mpumep
pdp-id
YpoBeHb KOHP: CexpeTHO YpoBeHb LejsyiocTHoCcTu: 0 KarTeropum: Kareropus_ A
B aTomM nprmepe TekyLiaa ceccusi norb3oBaTtenil UMeeT YPOBEHb CEKPETHOCTU CeXpeTHO,

MWHUMAaIbHbIA YPOBEHb LIENTOCTHOCTU U KaTeropuio KaTeropus_A.

4.8.3. pdp-init-fs

CuHTakcuc:
pdp-init-f£fs

CKpunT uHMUmManmsaumm maHgatHbix aTpubytoB ®C pdp-init-fs Bbi3blBAeTCA Npu
MHULManmM3auumn 1 nepesanycke CUCTEMbI AN YCTAHOBKM KOPPEKTHbLIX MaHAATHbIX aTpnbyToB Ha
cucTeMHble (hbannoBble 06beKTbl (annbl U kKaTanorun), HadmHa ¢ KopHsa OC.

CkpuvnT pacnonaraetcs B Katanore /usr/sbin 1 JOCTyNeH AN npasBku TONbKO agMUHU-
cTpaTtopy.

BHUMAHUE! HacTtossiTenbHO He pekoMeHOyeTCs BHOCUTb M3MEHEHUS! B yKa3aHHbIN
ckpunTt 6e3 HeobxoaNMoCTU. MI3ameHeHNs1 TPeBYHTCA TONMLKO B ClyYae M3MEHEHNST MakCUMarnbHOro

YPOBHA KOH(bI/I}J,eHLI,I/IaJ'IbHOCTI/I nnn UernocTHOCTN B CUCTEME.

4.8.4. pdp-Is

CuHTakcuc:
pdp-1ls [onuuu] [umsa Qarnnal

KomaHga pdp-1s BbIBOAUT aHaNoOrmM4yHo ctaHgapTHOW KOMaHAe 1s MHgopmauuio o dhan-
nax (No ymon4yaHumio — O TeKyLleM Kartarore).

Mcnonb3oBaHne gaHHOM KOMaHAbl B LLIENOM He OTNMYaeTcst OT MCMNosib30BaHUs pdp-1s,
3a VICKIIOYEHNEM CrieayroLmnX 0COBeHHOCTEN:

- ecnu Ha channe yctaHoeneHbl ACL, TO K HUM go6aBnseTCs CUMBOI «+;
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- ecnu Ha danne yctaHOBMNeHa HeHyneBasi MaHgaTHast MeTka, To K ACL gobaensetcs
CUMBON «M;
- ecnv Ha (panne ycTaHOBMEHbl CUCKM NpoTokonnpoBaHus, To K ACL gobasnsetcs
CUMBON «ay;
- 0OCTyMNHa onums -M, KoTopasa MOXeT BbITb MCNONb30BaHa ANd NPoCMOTpa MaHA4ATHbIX

METOK Ha dhannoBbIX OObeKkTax.

4.8.5. pdpl-ps

CwuHTakcuc:
pdpl-ps [-nzhv] <upgeHTHUPUKATOP HpOolecca>

KomaHga pdpl-ps NO3BONSIET cYMTATb MaHAATHbIA KOHTEKCT 6e30nacHOCTM C Npouecca,
3aJaHHOro napaMmeTpom (naeHTudmkaTop npouecca).

Tonbko aOMUHUCTPATOP MOXET yCTaHaBiMBaTb U CHUTbIBATb MaHﬂaTHbIVI KOHTEKCT 6e3-
OonacHoOCTK NpPOn3BOJIbHOIO Nnpouecca, 0ObIYHbIV NONb30BaTENb MOXET TONbKO CYMUTbIBATb KOHTEKCT
C COBCTBEHHOrO npouecca, a4 3Toro napameTp AoimkeH MMeTb HyJ1ieBOE 3Ha4YeHune.

Onuuun npusegeHbl B Tabnuue [12]

Tabnunua 12

Onuusa Onucanwune

-n, ——numeric BbiBecTu |/|H¢)opmau,mo O KOHTEKCTEe B YNCIieHHOM BUae

Ecnn meTka GesonacHOCTM HyrneBasi, TO 3aBepLUMTLCS C
-z, --iszero koZoM 0, MHaye 1, ecrnv He yaanochk nonyYnTb MeTky 6e3-
onacHocTV npouecca, To 74

-h, —-help BbiBeCTM cnpaBKy v BbIATH

--version BbiBeCTM MHOpPMaLINIO O BEPCUN U BBINTU

4.8.6. pdpl-user
CwnHTakcuc:
pdpl-user [-dzhv [-m MHHHMAJIBHHMN :MakKCHUMaJIbHHN YPOBEHB KOHPUOEHIIMAJIbHOCTH ]
[-i MakcuUMalNbHHEE YPOBEHB II€JIOCTHOCTH ]
[-c MuHMMarNIbHAs KaTeropusd:MakCHMaJlbHas kareropus]] <noynb3oBaTeslb>
KomaHpa pdpl-user otobpaxaeT n yctaHaBnmBaeT JONYCTUMbIE MaHAATHbIE YPOBHU U
KaTeropum nosnb3oBatenen OC.

Onuuu npuBeneHbl B Tabnuue .

Tad6bnuua 13

Onuwus Onucanune

—-d, ——delete YpanuTb CTPOKY nonb3oBaTtens us ganna
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OkoHyaHue mabnuuei 13

Onuwms OnucaHue
-z, ——Zero O6HYNNTb 3Ha4YeHMs YPOBHEN U KaTeropun
-1, —-levels YCcTaHoBUTbL AOMYCTUMbIE YPOBHM KOH(PMAEHUNANBHOCTH
-i, --ilevel YCTaHOBUTb MakCMManbHbIN YPOBEHb LIENOCTHOCTH

-m, --maclabels TO Xe, yTon -1 (MCHOJ’Ib3yeTCF| and COBMeCTVIMOCTVI)

-c, ——category YCTaHOBUTb JONYCTUMbIE KaTeropmm
-h, —-help BbiBecTu cnpaBky 1 BbIATH
-v, -—version BbiBeCTM MH(pOpMaLNO O BEPCUN U BbIATU

Ecnu B kayecTBe napameTpa KIo4el —-m UMM —c yka3aHO OOHO 3HA4YeHWe UMM OfHO
3Ha4YeHne ¢ NpeaLecTBYOLWMUM ABOETOMMEM, 3TO 3HAYEHNE NHTEPNPETUPYETCS Kak MakcMarnbHoe
3Ha4eHue, ecrim OHO 3HaYeHue ¢ NocneayLWnM ABOETOMNEM — KaK MUHUMATbHOE.

KomaHpa pdpl-user Npu yCcnewHoM BbINONTHEHMWN BCErAa BbIBOAWUT 3HAYEHUS YCTaHOB-
NEeHHbIX JOMYCTUMbIX MaHAATHbIX METOK.

YT106bl NPOCMOTPETL TEKYLLME AONYCTUMbIE METKW, BbINOMHUTL KOMaHAy 6e3 kntoyen:

pdpl-user nonb3oOBaTEIb

Mpumep

pdpl-user -m YpoBeHb_0:YpoBeHb 3 -i 0 -c O:Kareropus 2 userl

[aHHasa komaHga anga nonb3oBaTens userl YCTAHOBUT:

- MUHMMarbHbIN YpOBEHb — YpoeeHb_0(0);

- MakcumarsbHbI YypOBEHb — YpoBeHb_3(3);

- MakcuMarsbHbI/ YPOBEHb LENOCTHOCTU — MuHuManbHHH (0) ;

- MUHUManbHY KaTeropmto — 0x0 (0) (6e3 kateropui);

- MakcumarnbHYlo KaTteropuo — 0x2(2).

YpoBHU YposeHnb_0, YpoBeHb_ 3, KaTteropust Kareropus_2 AO0MKHbI OblTb onpeaenexbl

B cuctemMe. 3Ha4yeHns ypoBHEN 1 KaTteropmin MoryT ObiTb 3agaHbl B YMCOBOW hopMe.

4.8.7. sumac

CuHTakcuc:
sumac [-h, --help] [-v, --version] [-1l, --level=] [-c, --category=]
[-1, --stdin=] [-o0, --stdout=] [-e, --stderr=] [-x, --xauth] [command]

KomaHga sumac ncnonb3yeTtcs Ans 3anycka npowuecca ¢ 3agaHHbiMM MaHOaTHbIMU YPOB-
HEM U KaTeropuen B OTAENbHOM rpadmyeckon ceccum C UCNofib30BaHMEM BUPTYarnbHOro rpa-
domyeckoro cepsepa Xephyr. Nonb3oBaTenib MOXET 3anyckaTb Mpouecc TOMbKO B npegenax
paspeLUeHHbIX eMy YPOBHEW N KaTeropum.

BHUMAHMUE! [1ns 3anycka nporpamMm Ha ypOBHE, OTSIMYHOM OT YPOBHSA TeEKyLleun cec-
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CUN, He OOMKHa CTOATb BNOKMPOBKA UCMONb30BaHNA KOMaHAbl sumac B rpacuyeckon ytunute
fly-admin-smc (CM. 3NEKTPOHHYIO CNpaBKy) 1 NOMb3oBaTento JoMKHa ObITb Ha3Ha4YeHa NpuBK-
nervusi PARSEC_CAP_SUMAC (cm. 4.5).

Ecnn ykasaHHbIN MaHOaTHbIN YPOBEHb Bbllle TEKYLLUEro, T.e. MPOUCXOAUT YBernmyeHne
YPOBHSI, TO NEPEMEHHbIE OKPYXXEHUA HacneayrTCcs OT TeKyllero npouecca. Ecnu nponcxogut
YMeHbLUEHWe MaHOaTHOro YPOBHS, TO TEKYLLME NepeMeHHbIe OKpYXXeHUs copacbiBatoTcs, YTOObI
n3bexarb yTeukn nHopmMmaumm. AHanorM4Ho Npy NOPOXAEHNN HOBOIO NpoLecca 3aKpbIiBalOTCA BCE
dhannoBble OECKPMNTOPbI, MaHAAaTHasA MeTKa KOTOPbIX He COBMagaeT C yKa3aHHOM B KOMaHAHOM
cTpoke. B ToM 4yncne 3akpbiBaloTCca stdin, stdout, stderr. [lepeHanpaBuTb CTaHOAPTHLIN
BBOJ M BbIBOZ, AN HOBOMO NpoLecca MOXHO C NMOMOLLbIO onuun —i, —o, —e And stdin, stdout
N stderr, COOTBETCTBEHHO.

BHUMAHMUE! 3anyck npouecca C NOHWXEHNEM MaHAATHOIO YPOBHS UM C COKpaLLEHNEM
Habopa MaHOaTHbIX KaTeropui 3anpeLleH ansa NnpeaoTspalleHns yTeukn nHpopmaumm Ha 6onee

HU3KNEe ypOBHU CEKPETHOCTMU.

Mpumep
3anyck rpaduyeckoro npuioXKeHust xterm C MaHAaTHbIM YPOBHEM 2 U KaTeropmen
Oxffff

$ sumac -1 2 -c Oxffff xterm

Onuuun npuseaeHsbl B Tabnuue [14]

Tabnuuya 14
Onuwms Onucanue
-1 , --level= 3anyctuTb Npouecc ¢ ykasaHHbIM MaHAaTHbIM YPOBHEM
-c , --category= 3anycTntb NpoLecc ¢ ykasaHHOM MaHOAaTHOW KaTeropuen
-i , --stdin= MepeHanpaBuTb stdin 3anyLleHHOro rnpouecca B ykasaHHbI hainn
-o , --stdout= MepeHanpaBuTb stdout 3anyLEeHHOro npouecca B ykasaHHbI dhann
-e , --stderr= MepeHanpaBuTb stderr 3anyLWEeHHOro NpoLecca B yKasaHHbINn cain
%, —-xauth MonbiTaTbca co3gaTth 3annck B . Xauthority. B cnyyae Heyaaum npepsaTtb
BbINOMTHEHWe npouecca
-h, --help BbiBecTu cnpaBky 1 BbIATH
-v, --version BbiBeCTM MH(pOpMaLNO O BEPCUN U BbIATH

4.8.8. userlev

CuHTaKkcuc:
userlev [-d, —--delete] [-a, —--add<sauaueHue>] [-r, --rename<ums>]
[-m, —--modify<sunauenue>] [-h, --help] [--version] <ypoBeHBL>

KomaHga userlev cryxuT ans npocMoTpa n nsmeHeHuss B b maHgatHbIX ypoBHen. [Ans
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nNpocMOTpa BCEX YPOBHEN KOMaHAy criefyeT 3anyckatb 6e3 napameTpoB. BHOCUTbL n3mMeHeHus B
Bl ypoBHEN MOXET TONbKO aMUHUCTPATOP.

Onuuun npuBeaeHbl B Tabnuue [15]

Tabnwunua 15
Onuusa OnucaHve
-d, -—delete YnanuTe ypoBeHb n3 B[
-a, ——add<sHaueHue> [o6aBnTb HOBbIM ypoBeHb B Bl
-r, ——-rename<HOBOE UMs> MepenmeHoBaTb CyLECTBYIOLNA YPOBEHD

-m, —-modify<HoBoe 3HaueHUe> N3MeHUTb 3Ha4YeHne ypoBHS

-h, --help BbiBeCTM cnpaBky 1 BbINTH

--version BbiBeCTV MHpopmaLnio 0 BEpCUUN U BINTH

4.8.9. usercat

CuHTtakcuc:
usercat [-d, --delete] [-a, —--add<s3HaueHue>] [-r, --rename<ums> ]
[-m, --modify<3uauenue>] [-h, --help] [--version] [xaTeropwus]

KomaHga usercat cnyXuT gng npocMmoTpa n nsmeHenus bl kateropun. ina npocmort-
pa BCEX KaTeropui komaHay crnenyet 3anyckatb 6e3 napametpoB. BHocuTb nameHeHnsa B B[
KaTeropum MOXeT TOINMbKO aiMUHUCTPATOP.

Onuuun npuBeaeHbl B Tabnuue [16]

Tabnuua 16
Onuus Onucanune
—-d, ——delete Yoanutb kaTeroputo u3 b
-a, -—add<sHaueHue> [o6GaBuTb HOBYtO KaTeroputo B B[]
-r, -—rename<HOBOE HMI> lMepenmeHoBaTb CyLLECTBYIOLLYHO KaTEroputo

-m, —-modify<HoBoe 3HaueHUue> M3MeHUTb 3Ha4YeHne kateropum

-h, --help BbiBECTM cnpaBky v BbINTK

--version BbiBECTM MHOPMaLINIO O BEPCUN U BbIATH

4.8.10. YcTtapeBLIMe YTUNUTbI yNpaBneHna masHaaTtHbimu MNMPL

[ns coBmectumocTu ¢ npeablaywmmmn Bepcnamm OC coxpaHeH psag yTUIIMT KOMaHaHOW
CTPOKW ANig ynpasneHna maHgatHeimu MPO.

BHUMAHMUE! HactoaTenbHO He pekoMeHayeTCsa NPpUMEHATb ycTapesLune yTunutel. [an-
Hble YTUANTbI HE NO3BONSAT paboTaTb C YPOBHAMM LIENOCTHOCTU U OTOGpaxalT MaHAaTHbIe

aTpubyTbl B (hopmaTte npegbiayimx sepcuin OC.
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4.8.10.1. chmac
CuHTakcuc:
chmac [onuuu] [ypoBeHb][:kaTeropus|:crneuuanbHee aTpubyrTu]] [uma dara]
KomaHga chmac nameHsieT maHgatHble atpubyTbl dpannos OC, KoTopble BKAKOYAOT
MaHAaTHY0 METKY U cneunanbHble MaHaaTHble aTpubyThl dhanna.

Onumn npuseaeHsl B Tabnuue [17]

Tabnuuya 17
Onuusa OnucaHne
-f, --silent, -—quiet | He BbiBOANTb cooOLLeHM 06 oLmnbkax
-v, ——verbose BbiBOAUTb AMarHocTudeckue cooblleHns ans kaxanoro darnna
-c, --changes To Xe, YTo U ——verbose, HO coobLaTh TONbKO 00 N3MEHEHUAX
-R, -—recursive MpyMeHNTb pekypcnBHO
-h, —-help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBeCTM MH(popMaLnio 0 BEPCUN U BbIATU

ypOBeHb n Kateropmna MmoryTt ObITb 3agaHbl UMEHEM UITN LLeCTHaauaTepnyHbIM 3Ha4YEeHNEM.

Mpumep

chmac -Rv CekperHo:KaTeropusi A /tmp

[aHHasa komaHaa pekypcuBHO ONA BCex (pannos katanora /tmp M3MEHUT YpPOBEHb Ha
CekpeTHO M KaTteroputo Ha KaTeropusi_A (YpOBEHb U KaTeropnsa SOMKHbI ObITb ornpeaeneHs! B
cucteme).

CneuuanbHble atpubyTbl MOryT ObITb 3a4aHbl 3HAYEHWEM UNN CTPOKOWM CUMBOSIOB rWwXIrwX,
B KOTOPOWN NoBOMN 13 CUMBOSMOB MOXET ObiTb 3aMEHEH Ha «-» AN CHATUA COOTBETCTBYHIOLLIErO

aTpubyTa.

Mpumep

chmac 0:0:rwxrwx /tmp

[daHHaa komaHga ons kaTtanora /tmp YCTaHOBUT UTHOPUPOBaHWE MaHOaTHbIX YPOBHEN U
KaTteropui nNpu BbINOSIHEHUM OnepaLymi YTEHNUS, 3anMcy 1 UCNONHEHNS.

Mpun 3agaHum cneumanbHbiX aTpubyTOB BMECTO rwx MOryT ObiTb MCNOMb30BaHbI Cneayto-
LMe COoKpaLLeHUs:

- equ — UrHOPUpPOBaHWE MaHAATHbIX YPOBHEWN N KaTEropuin Npu BbINOSTHEHUM OnepaLnn

YTEHMS, 3anNnUCK U UCMNOMHEHMS,

- equ_w — UrHOpUpoBaHMe MaHOaTHbIX YPOBHEN 1 KaTeropuim npu BbINOMHEHUM onepaunm

3anucu;

- low — UrHOpPUpPOBaHNE MaHAATHbLIX YPOBHEWN N KaTEropuin Npu BbINOSTHEHUM OnepaLnn
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YTEHMS U UCTONHEHMS.

BHUMAHUE! B HacTosiLee BpeMsa UCNOMb3yeTca Apyron Habop cheuuvanbHbIX aTpu-
OyToB. [laHHas yTunuTbl He No3BonseT pabotatb ¢ HUMU. CyLLecTBYeT COOTBETCTBME MeEXAY
cTapbiM aTpubyToM equ (rwxrwx) U HOBbIM ehole. Takum ob6pa3om, pasgensHoe ynpasreHmne

cneumanbHbIMM aTpubyTaMn BUAaa rwxrwx He npeaycMOoTpeHo.

Mpnumep
chmac 0:0:equ /tmp

4.8.10.2. macid
CuHTakcuc:
macid [omiuu]
KomaHga macid BbIBOAUT MaHaaTHble atpmbyTbl ceccum nonb3oBatensa OC.

Onuuun npueeaeHsbl B Tabnuue [18]

Taobnuuya 18
Onuus OnuncaHue
-1,--level BbIBECTM TONBKO MaHAATHbIA YPOBEHb

-c,--categories | BblBECTM TONbKO MaHAATHYHO KaTeropumio

-n,--name Onsa onuuin —-1c BLIBOAUTL UMEHA BMECTO YNCIIOBbIX 3HAYEHWUN
-h,--help BbiBeCTM cnpaBky 1 BbINTH
--version BbiBeCTV MHpOpMaLNIO O BEPCUUN U BBINTU

|_|pl/l OTCYTCTBUN onuunin BbIBOAUT CTPOKY TEeKYLLUNX MaHOaTHbIX CBOWCTB.

Mpumep
macid

YpoBeHb=2 (CekpeTHO) Kareropus=1(Kareropus_A) IllpuBunerun=0

B aTom npumepe TekyLas ceccusa nonb3oBartens UMeeT YPOBEHb CEKPETHOCTU CeKpeTHO
N Kateroputo KarTeropus_A.

4.8.10.3. Ism

CuHTakcuc:
lsm [onuuu] [umsa dawna]

KomaHaa 1sm BbIBOOUT aHanorMyHo ctaHgapTHOM KoMaHae 1s nHgopmaumo o hannax
(MO ymOnyaHuio — O TeKyLeM KaTtanore).

Vcnonb3oBaHne JaHHOW KOMaHAbl B LIENIOM He OTNuyaeTcs OT UCMornb3oBaHuA 1s, 3a
UCKIOYEHMEM crneayoLwmx 0CobeHHOCTEN:

- ecnu Ha channe yctaHosneHsl ACL, TO K HUM go6aBnsieTcst CUMBOI «+;

- ecnu Ha danne yctaHoOBMneHa HeHyneBasi MaHgaTHas MeTka, To K ACL gobaensetcs
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CUMBOM «MY;

- ecnu Ha hanne ycTaHOBMEHbI CANCKN NpoTOKonupoBaHuda, To K ACL gobaensietcs

CUMBOI «ay;

- OOCTYyMHa onuusa —M, KoTopasi MOXET ObITb MCNONb30BaHa A4S MPOCMOTPa MaH4aTHbIX

METOK Ha dhannoBbiX OObeEKTax.

4.8.10.4. psmac

CuHTakcuc:
psmac [-d, --delete] [-n, --numeric] [-h, --help] [--version]

<UOeHTHPUKATOp Ipolecca> [MaHOaTHas MeTKa... ]

KomaHaa psmac No3BonsieT MUBMEHATb UMM cYMTaTb MaHLATHbIN KOHTEKCT 6e30nacHOCTH
BbIGpaHHOro npouecca. Ecnn B kayecTBe aprymeHTa He yka3aHa MeTka, TO KoMaH4a CYMTbIiBaeT
MaHAaTHbIN KOHTEKCT C npoLlecca, 3agaHHoro napameTpom (ngeHtudukaTop npouecca).

Ecnn aprymeHT-meTKa NpucyTCTBYET, TO KOMaHAaa yCTaHaBnMBaeT 3aaHHY0 MaHOaTHYHo
MeTKy Ha npouecc. MaHgaTHas meTka 3agaeTcs B BUAE:
<YpoBeHb> [ : <KaTeropuu> ]
roe <ypoBeHb> U <KaTeropuu> MOryT ObiTb 3afaHbl Kak B YACIIEHHOM, TaK U1 B CUMBOSIbHOM
Bnge. CnoxHole <KaTeropuu> MOryT ObiTb 3afaHbl B BUAE CMMCKa CBOMX COCTaBNSAIOLLNX.

Tonbko agMMHUCTPATOP MOXKET YCTaHaBMMBATL M CYNTbLIBATb MaHAATHbIN KOHTEKCT 6e3-
ONacHOCTU NPON3BOSIBLHOIO Npouecca, 0bbIYHbINA NOMb30BaTENb MOXET TOMbKO CYMTbIBATb KOHTEKCT
€ coBCTBEHHOrO Npouecca, AN 9TOro napaMeTp AOMKEH UMETb HyfeBoe 3Ha4YeHue.

Onuuun npuseaeHsbl B Tabnuue [19]

Tabnuuya 19
Onuwms OnucaHue
-d, —-delete OOGHYNUTL MaHAATHLIN KOHTEKCT 6e30MacHOCTM npoLecca

-n, ——numeric BbiBecTu I/IH(*)OpMaLI,I/I}O O KOHTEeKCTe B YNCIlieHHOM BUae

-h, —-help BbiBECTM cnpaBKy U BbIATH

--version BbiBecTu nHopmaunio o Bepcun 1 BbITU

4.8.10.5. usermac
CuHTakcuc:
usermac [-dzhv [-m MHHUMAJIBHHMP YPOBEHDL:MaKCHMAaJlbHHNE YPOBEHD ]
[—C MHHHMMAaJIbHaA KaTeropud:MaKCHMaJIbHadA Ka'I‘el"OpHFI] ] II0JIL30BATETIb
KomaHga usermac U3MeEHSET JONYCTUMble MaHA4ATHbIE YPOBHU U KaTeropmm nonb3oBare-
nen OC.
Onuuun npuBeaeHsbl B Tabnuue [20]
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Taobnuuya 20
Onuwms OnucaHue
-d, —-delete Ynanutb CTPOKY nonb3oBaTtens u3 canna
-2, ——Zero OBHYNUTL 3HaYeHWNs1 YyPOBHEN U KaTeropum
-1, --levels YCcTaHOBUTL JONYCTUMblEe MaHOATHbIE YPOBHU KOHUAEHUNANLHOCTH
-i, ——-ilevel YCTaHOBUTbL MakCUManbHbIA YPOBEHb LIeNIOCTHOCTU

-m, —-maclabels TO Xe, yTon -1 (I/lCI'IOJ'Ib3yeTCF| and COBMGCTVIMOCTVI)

-c, -—category YCTaHOBUTbL JONYCTUMbIE KaTeropmm
-h, --help BbiBecTu cnpaBky v BbIATH
-v, —-version BbiBECTM MH(pOpMaLMO O BEPCUN U BbIATU

Ecnu B kayecTBe napameTpa KIo4el —-m UM —c yka3aHO OOHO 3HA4YeHWe WM OfHO
3HaYeHne ¢ NpeaLecTBYOLWMUM ABOETOMMEM, 3TO 3HAYEHNE NHTEPNPETUPYETCS Kak MakcManbHoe
3Ha4yeHue, ecnv o4HO 3Ha4YeHNe ¢ NocneayLnM JBOETOYMEM — KakK MUHUMATbHOE.

KomaHaa usermac npu ycrnewHoOM BbIMOSNIHEHUW BCEraa BbIBOAUT 3HAYEHWUSI YCTAHOBIEH-
HbIX AOMYCTUMbIX MaHAATHbIX METOK.

YT106bl NPOCMOTPETL TEKYLLME AONYCTUMbIE METKW, BbINOMHUTL KOMaHAy 6e3 kntoyei:

usermac IIOJIb30OBaTeEJIb

Mpumep

usermac - HECEKPEeTHO:CEeKPeTHO -C KaTeropus A:kaTeropus_B userl

[aHHasa komaHga ansa nonb3oBaTens userl YCTAHOBUT:

- MUHUMarbHbIA YPOBEHb — HECEKPETHO;

- MakcuMarnbHbI/ YPOBEHb — CEKPETHO;

- MUHUMAarnbHYIO KaTeropuio — xaTeropusi_A,;

- MaKCUMarnbHYH KaTeropuio — kareropusi_B.

YPOBHU HECEKPETHO, CEKPETHO U KaTeropum xareropusi_A, kaTeropusi_B AOIKHbI
ObITb onpegerneHsbl B cucteMme. 3Ha4yeHus1 YpoOBHEN U KaTeropuin MoryT ObiTb 3aaHbl B YACITOBOM
dopme.

4.8.10.6. getfmac

CuHTakeuc:
getfmac [-R, --recursive] [-L, --logical] [-P, --physycal] [-n, --numeric]
[-p, —-—-absolute-names] [-c, --omit-header] [-s, --skip-empty]
[-h, --help] [-v, —--version] Qamne u/uiu KaTajioru

KomaHgoa getfmac CnyXuT AN NONyYeHUs MaHAaTHbIX METOK (panrnoBbiX OOBHLEKTOB.

MHdopmauma o MeTKax MoCbiNaeTcs Ha CTaHA4apTHbIN BbIBOO U MOXET SABNATLCA BXOAHbLIMU
AaHHbIMK An1s KoMaHabl setfmac (cm. |4.8.10.7)).
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Onuuun npueeaeHsbl B Tabnuue [21]

Tabnuuya 21
Onums OnucaHwune
-R, —-recursive [ns nogkatanoroB pekypcuBHO
-L, --logical CnepnoBaTb NO CUMBOSIMYECKMM CCbISIKaM
-P, —-phisical He cnepoBaTb MO CMMBOMMYECKUM CCbIfIKam
-n, ——numeric BbiBoanTb MHOpMaLMO O KOMAOHEHTaxX METKN B Lndposon dopme

-p, ——absolute-names | ABCOMOTHbIE UMEHa

-c, ——omit-header He nokasbiBaTb 3aronoBok (MMs charna)
-s, ——skip-empty MponyckaTtb thannsl ¢ NycTbiMu aTpnbyTamm
-h, --help BbiBECTM cnpaBKy 1 BbINTH

-v, --version BbiBeCTV MHOpMaLINIO O BEPCUN U BBINTY

4.8.10.7. setfmac
CuHTakcuc:
setfmac [-s, --set] [-m, --modify] [-S, --set-file] [-B, --restore]
[-R, --recursive] [-L, --logical] [-P, --physical] [-h, --help]
[-v, —--version] [MaHOaTHas MeTKa] Pamsie M/UIM KaTaJIoOT'H
KomaHga setfmac ycTaHaBnuBaeT MaHOaTHble METKM Ha haunbl. MeTku 3agatoTca
U B KOMaHOHOW CTpoke (napameTpbl -s, -m), Unun B hanne (napameTtpbl -S, -B). [Npu aToMm,
Gannbl MOryT 6bITb ChOpMUPOBaHbLI C MOMOLLIBIO NMepeHanpaBneHns BbiBO4a KOMaHabl get fmac

(4.8.10.6).

MaHpaTHaa meTka 3agaeTcs B BUAeE:
<YpoBeHB>|[ : <KaTeropuu>|[ :<Tum>] ]
roe <ypoBeHb> U <KaTeropuu> MOryT ObiTb 3a4aHbl Kak B YACIIEHHOM, TaK U1 B CUMBOJSIbHOM
Buae. CrioxkHble <KaTeropuu> MOryT ObITb 3aaHbl B BUAE CMMCKa CBOMX COCTaBNAKOLWMX, Ha-
npumep: Tauku, CaMoOJIETHL.
Tonbko agMUHUCTPATOP MOXET yCTaHaBnMBaTb MaHAaTHbIE METKN Ha haunrbl.
BHUMAHMUE! C nomoulbto JaHHOM KOMaHAbl HEBO3MOXHO YCTAHOBUTb MaHOATHYO METKY
Ha bannoBbl 0OBHLEKT-COKET.

Onuuun npuBegeHbl B Tabnuue [22]

Tabnunua 22
Onuwms OnucaHue
-s, —-set YCTaHOBUTb MaHAATHYIO METKY U3 KOMaHAHOW CTPOKU
-m, ——-modify M3MeHUTb MaHOaTHY0 METKY M3 KOMaHAHOW CTPOKM
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OkoHyaHue mabnuuei 22

Onuwms OnucaHue
-S, —-set-file YcTaHoBUTL MeTKM 13 harina
-B, —--restore BocctaHoBUTL METKU 13 (haina

-R, --recursive | [Ins nogkaTtanoros pekypcuBHO

-L, --logical CnepoBatb N0 CUMBOSIMYECKUM CCbIfNIKam
-P, —-physical He cnepoBaTb MO CMMBONMUYECKUM CCbINKam
-h, —-help BbiBecTu cnpaBky 1 BbIATH

-v, -—version BbiBeCTM MH(pOpMaLNO O BEPCUN U BbIATU

4.9. CpeacTtBa ynpaBreHUs NpMBUIerMsiMm nonb3oBaTtesien U NpoLeccos

[na ynpaBneHns npMBunernamun nonb3oBarenen n NnpoLeccoB NCNOoNb3yeTca rpaduye-
ckast ytunuta fly-admin-smc («YnpaBneHne nonutnkon 6esonacHoctn»). bonee nogpobHoe
onucaHune yTUnuTbl CM. B 3NIEKTPOHHON CrnpaBkKe.

Takke Ona ynpasneHus npuBunerMsMyn norb3oBaTtenen U npoLeccoB UCMNOMb3YTCA
WHCTPYMEHTblI KOMaHAHOM CTPOKN usercaps, execaps U pscaps, ONMcaHHble, COOTBETCTBEHHO,
B(4.9.1,4.9.2n[4.9.3

BHUMAHMUE! YnpasneHue npusunernsamun rnonb3oBartenen BbiMONMHAETCH TOSbKO cynep-

nornb3oBaresieM ¢ MakCMmalsibHbiM YPOBHEM LENNOCTHOCTH, YCTAHOBJIEHHbIM B OC.

4.9.1. usercaps
CwnHTakcuc:
usercaps [-d, --delete] [-z, --zero] [-f, --full] [-1l, --linux] [-m, --parsec]
[-1, --Linux] [-M, --PARSEC] [-n, --numeric] [-h, --help] [-v, --version]
II0JIbL3OBATETIb
KOMaHﬂ,a usercaps MNo3BOoJNAET npocMmatTpmnBatb U yCTaHaBIIMBaTb NpuBuiiermmn nosib3oBa-
Tene|7|, JOImKHa UCcnonb3oBaTbCA TONbKO agMUHUCTPATOPOM Yepesd MexaHU3M sudo.
usercaps [-[1l cTpoka MomuduUUPOBaHUA linux-NIPUBUIIEIHH ]
[-[m cTpoxa momuduuupoBaHusa PARSEC-npuBunerui] [dzLMnfhv]] nonbzoBaTenb
CTpOKa MOﬂ,I/I(bI/ILWIpOBaHI/IFI I'IpI/IBI/IJ'IeFI/IIZ COCTOUT U3 CIIOB, pa3desiEHHbIX «,» UIMN «»,
Kaxxgoe CroBO MOXET ObITb CTpOKOI7I B BEpXHEM WUITM HUXHEM perncTtpe min 4Yncriom, nepen
KOTOPbIM CTOUT 3HaK «+» UNN «-». Cnucok BO3MOXHbIX I'IpMBI/IJ'IGFI/II7I C COKpalweHHbIMN nmMeHaMn 1
YyyucnamMmm MOXHO yBUAETb, BBEOA OJ1A LinUX-I'IpI/IBMJ'IeFI/IIZZ
usercaps -L
ansa PARSEC-npusunerui:
usercaps -M
BepxHun pernctp anga crioB 1 3Hak «+» AN Ynucen yctaHasnmBaeT dnar ans cooTseT-

CTBYIOLLEN NPUBUMErnn, HUXKHUIN PErUCTP U 3HAK «-» CHUMAET €ero.
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usercaps <IMOJIb3OBaATEJNIbL> BbIBOOUT BCe npmBunernn nornb30BaTernd;
usercaps -L <nomse3oBaTenb> WIN usercaps -M <nosme3oBaTernib> BbIBOOAT TOIb-

Ko Linux- unu toneko PARSEC-npusunermm.

Onuuun npuBegeHbl B Tabnuue 23]

Tabnuuya 23
Onuusa OnucaHne
-d, -—delete Ynanute CTPOKY nonb3oBaTens u3 canna npvsunernm
-z, -—Zero CO6pocuTb BCe NpMBUIETrAM MOMb30BaTENS
-f, -——full MpucBoUTL BCE BO3MOXHbIE NPUBUIIErMM NonNb3oBaTento
-1, --linux M3meHunTb Linux-npueunernn nonb3oBaTens
-m, —-parsec NameHnTe PARSEC-nprBMnerum nonb3oBaTtens
-L, --Linux BbiBECTN CNWUCOK BO3MOXHbIN Linux-npnBunernn
-M, —-—PARSEC BbiBeCTM cnncok Bo3amoxHbIX PARSEC-npusunerni
-n, -—numeric BbiBecTu npmBuneruun B WecTHaguaTepmyHom dopmare
-h, --help BbiBecTu cnpaBky 1 BbIATH
-v, --version | BbiBeCTn MHGOpMaLUIO O BEPCUM U BBINTH

4.9.2. execaps

CuHTaKcuc:
execaps [-v, --version] [-h, --help] [-c,--capability (npuBunerumu)] [--]
KoMaHga

KomaHaa execaps MOXET ObITb MCNONb30BaHa aAMUHUCTPATOPOM AN 3anycka npouecca
C 0OQHOBPEMEHHOM ycTaHOoBKOM BbibpaHHbix PARSEC-npusunerni.

execaps -c <BEeKTOp MNPUBUJIETUN> —--— <IporpaMMa X €e apryMeHTs>
rlpl/IBI/lJ'IeFI/IVI 3a4alTcdA B Buage 4Yucna — outoBOM Macku (KaK npasumno, B

wecTtHaguaTepmnyHom BI/I,Ele). CooTtBeTcTBME OTAEMbHBLIX OUT MNOSTHOMOYMAM npmneBegeHo B

man parsec_capset(2).
Mpumep

execaps -c¢ 0x100 -- /etc/init.d/dbus restart

Byp,eT BbIlMOJIHEH TrMepe3anyck cepBuca dbus cC yCTaHOBJ'IeHHOI7I I'IpVIBI/IJ'IGFI/IGVI
PARSEC_CAP_PRIV_SOCK.

Onuuun npuBegeHbl B Tabnuue [24]
Tabnuuya 24

Onuwms OnucaHue

-c, —--capability YcTaHOoBUTL NpuBUnernm




66
PYCB.10265-01 97 01-1

OkoHyaHue mabnuubi 24

Onuusa Onwucanune
-f, --force Bbi3BaTb nporpammy, gaxke ecriv He yaanocb yCTaHOBUTL NpUBUNErnn
-h, --help BbiBECTM cnpaBKy U BbIATH
-v, --version BbiBeCTM MHOpMaLNIO O BEPCUN U BBINTYH
4.9.3. pscaps
CuHTakcuc:
pscaps [--version] [-h, --help] [gencTByomUe MIOJITHOMOUMNS

[pa3pemeHHEEe NOJIHOMOUMS [HaCJlegyeMHe IIOJIHOMOUUsS] ] ]
KomaHp,a pscaps MOXeT ObITb UCMoNb3oBaHa Onda npocMoTpa n sSMeHeHunsa (B YACNEHHOM
snge) PARSEC-nonHomounin npouecca.

pscaps [effective caps [permitted caps [inheritable caps]l]]

Ecnn B kayecTBe aprymeHTa ykasaH TOMbKO MOEHTUUKaTop npouecca, To KoMaHaa
MOKa3blBaeT Ha60p NOMHOMOYNIA 3aaHHOrO rnpouecca, B NPOTUBHOM Clly4ae MnblTaeTCcqd YCTaHOBUTb
3adaHHble B KOMaHLlHOIZ CTpOKe B Bnae wectHaauartepmvHbiX Yncesl NoJIHOMOYUA.

Onuuun npuBegeHbl B Tabnuue [25]

Tabnuuya 25
Onuwms OnucaHue
-h, --help BbiBecTu cnpaBky v BbIATU
-v, --version | BbiBeCTn MHdopMaLuio 0 BEPCUM U BbINTH

4.10. MangaTtHoe ynpaBneHue goctynom B CYB[l PostgreSQL

B kauvectBe 3awumuieHHon CYB[] B coctaBe OC ucnonbayetca CYB[ PostgreSQL Bep-
cumn 9.6, popaboTaHHasi B COOTBETCTBUM C TpeboBaHmeM nHTerpauum ¢ OC B 4actm MaHgaTHOro
ynpaBreHnsa gocTynom K nHdopmMauum u cogepxawias peanmsauuto [lN-mogenun ynpaesneHums
AOCTYNOM 1 MHPOPMaLMOHHbIMKU NoTokamu. [aHHasa [1-mMofens onucbiBaeT BCe acnekTbl ANCKpe-
LMOHHOro, MaHA4aTHOro 1 poneBoro ynpasneHns JOCTYNoM ¢ y4eTom 6e30nacHOCTU MHdopMaLum-
OHHbIX MOTOKOB.

B ocHoBe mMexaHM3Ma MaHAaTHOro yrnpasreHus AOCTYNOM NEXNUT yrnpaBneHne 4oCTynom
K 3awmaemMbim pecypcam bl Ha OCHOBE nepapxnuyecknx n Hemepapxmieckmx MeTok AocTyna.
OTO NO3BOMSET peann3oBaTb MHOTOYPOBHEBYIO 3alLMTy ¢ obecnedeHneM pasrpaHudeHnst gocTyna
nosib3oBartenen K sawuiaemoiMm pecypcam Bl n ynpaeneHne notokamu nHgopmauuun. B ka-
4YeCTBE MepapxXnYEcKnX U Hemepapxmdeckmx METOK gocTtyna npu ncrnons3osaHun CYBL B OC
NCMonb3yTca METKN KOHpUaeHUManNbHOCTU nnn MeTkn 6esonacHoctn OC.

CYB[ PostgreSQL He nmeeT cOBCTBEHHOIO MeXaHMU3Ma Ha3Ha4YeHus1, XpaHeHUs U MOau-
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duKaumMm METOK Nonb3oBaTeNnen U NCNonb3yeT Anst 3Toro mexaHnambl OC.

CornacHo [lM-mogenu B 4acTn peanuaauun MaH4aTHOrO yrnpasneHnsa JOCTYNOM JOMNOMHU-
TenbHO K MaHOaTHOM MeTKe KOHMAEeHUMANbHOCTU BBOAUTCS MOHATUE OO BEKTOB-KOHTENHEPOB
(obbekToB, KOTOpbIE MOrYT cogepxatb Apyrnme obbekThl). [na 3agaHus cnocoba goctyna K
obbekTaM BHYTpPM KOHTEMHEPOB Mcnonb3dyeTcss MaHaaTHbi npudHak CCR (Container Clearance
Required). B cnyyae korga oH yCTaHOBIEH, AOCTYN K KOHTENHEPY M €ro coaepXXuMomy onpegens-
eTCHa ero MaH4aTHOW METKON KOH(MAEHLUMANbHOCTH, B MPOTUBHOM Cllydae JOCTYN K COAEPXKMMOMY
paspeLleH 6e3 yyeTta ypoBHS KOHPUAEHLNANTBHOCTM KOHTENHEpPA.

B kauyecTtBe rmaBHOro KoHTenHepa BblIbpaHo TabnmyHoe NPOCTPaHCTBO pg_global, KOTO-
poe co3gaeTcs O4HO Ha knacTtep 6a3bl JaHHbIX. Takum obpa3om, Knactep SABAsSeTCA COBOKYMHO-
CTbto ponen, 6a3 gaHHbIX N TabnMYHbIX NPOCTPAHCTB.

BHUMAHMUE! [il1-mogenb HaknagblBaeT OorpaHMYeHne Ha MaHOaTHYO METKY KOHUAEH-
LUnanbHOCTM ob6bekTa: MeTka 06bekTa He MOXET NpeBbIWaTb METKY KOHTENHEpPA, B KOTOPOM OH
cogepxutca. Takmm obpasom Ans HazHayeHUss METOK JaHHbIM, CHayana AoSMKHbl ObITb nocne-
AoBaTteribHO 3afaHbl MakCuMaribHble METKUM COOTBETCTBYIOLLNX KOHTEMHEPOB: Knactepa, 6as3bl
AaHHbIX, TabrMYHOro NPOCTPaHCTBA, CXeMbl 1 Tabnuubl.

B pensumoHHOM Moaenu B KadecTBe CTPYKTypbl, obnagarowen MeTKON, eCTeCTBEHHO
BbIOGpaTb KOPTEX, NOCKONbKY MMEHHO Ha 3TOM YPOBHE AeTanu3aumm OCyLLeCTBSTCS onepaumm
yTeHusa/3anncn nHgopmauum B CYB[. NMpn 3TOM, MECTOM XpaHEHUS METKN MOXET ObiTb BbiOpaH
TONbKO CaM KOPTEX, TONbKO Tak MeTKa ByaeT Hepa3pbiBHO CBsid3aHa C AaHHbIMU, CoaepX)allnummncs
B KOpTeXe.

B kauyecTtBe MHOXecTBa cyLiHocTeN (06 HEKTOB U KOHTEMHEPOB) C 3afjaHHON Ha HEM nepap-
XNYECKON CTPYKTYPON paccMaTpmBatoTCA HocsLWwme NogobHbIn xapakTep 06bekTbl peNnALMOHHBbIX
6a3 gaHHbIX, npumeHsemble B CYB[] PostgreSQL. MNpu aToM, NOCKONbKY 3anmucun 6a3bl AaHHbIX
cofepxaT B CBOEM COCTaBe MaHAATHbIN YpOBEHb KOH(PMAEHLUMANBbHOCTU — OHW paccMaTpuUBaroTCS
B MOAenun B KadyecTBe 0OBLEKTOB, a cogepalme nx Tabnuubl, COOTBETCTBEHHO, — B KayecTBe
KOHTEMNHEPOB.

CuctemMHbIN KaTanor (MeTagaHHble) paccMaTpuBaeTcd Kak camoctoaTensHas bll, pea-
nun3oBaHHas ¢ nomMmoLubto cpeacts CYB[. MNpu aTom Bce onepauumn ¢ aton Bl ocywecTBnaoTCS
nmMbo € NOMOLLLIO cneunarbHbIX KOHCTPYKUUIM s3blka 3anpocoB SQL unv npvBmMnernpoBaHHbIM
nonb3oBaTenem B cneunanbHOM pexume. Takum obpa3om MaHaaTHOe ynpasreHne 4oCTYnoM
npuMeHsieTcs Ko BceM obbekTam Bl. MeTkn cucTteMHbIX 06 bEeKTOB pacnosiararoTcs B 3anncsx
Tabnuvu cMcTemMHOro KaTtanora, HenocpeacTBEHHO OMUCHIBAKOLLMX 3aLlMLLaeMbli OOBEKT.

Tak Kak MaHOaTHbIA KOHTPOrb JOCTyNa MOXET ObITb onpeaeneH ToNbKo A4S BUAOB OOCTY-
na Ha YTeHWe 1 Ha 3anucb MHOPMaLUKN, BCE MHOXECTBO onepaLui C JaHHbIMW B 3aliMLLaeMblX

obbekTax npnBoanUTCA K HUM crnegyroLinm o6pasoM:
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- INSERT — JOCTYynN Ha 3anunch;

- UPDATE, DELETE — nocriegoBaTefibHOe BbIMOfIHEHME OCTyna Ha YTeHne U 3anucb

MHdopMaLnK;

- SELECT — OOCTYynNn Ha YTeHue.

Mpu obpalweHnmn nonb3oBatens Kk bl onpegensoTca ero 4oNyCTUMbIA AMana3oH METOK
N Habop cneumarnbHbIX MaHAATHbLIX aTpubyToB. ECnn nonb3oBaTtento He NPUCBOEHa MeTKa, TO
OH MONy4YaeT Mo YMOSIHaHUIO HYNEBYHO METKY, COOTBETCTBYIOLLYIO MUHMMArbHOMY YPOBHIO A0-
ctyna. MakcnmanbHaa MeTka onpenenserca no 3agaHHOM rnpu perucTpaunm nosib3oBaTens B
OC. lNMockonbky cepBep Bl Tak xe MOXeT UMeTb METKY, MpW NPeBbILLEHNN METKM Nonb3oBaTens
MEeTKM cepBepa emy ByayT paspeLleHbl TOMNbKO onepaumm YTeHus. Tekywas MeTka nosb3oBaTens
onpegernsieTcs no ycraHOBEHHOMY COeANHEHUNIO U MOXET BbITb yCTaHOBIEHA B Npedenax ero
AOMyCTUMOro AmanasoHa MaHAaTHbIX aTpubyToOB NPy HaNM4MM COOTBETCTBYIOLLEN NPUBUIETNN.

MpumeHeHne maHgaTHbIx MNP ocywecTBnsaeTca Ha ypoBHe gocTtyna Kk o6bektam B[ 1 Ha
YpOBHE JOCTyna HeNnoCpeacTBEHHO K AaHHbIM (Ha YpOBHE 3anucen).

lMpoBepka MaHAaTHbIX NpaB AOCTyna K o6bekTam OCyLLUeCTBNAETCA OOHOBPEMEHHO C
NpPOBEPKOV ANCKPELIMOHHbIX NpaB AOCTyNa K HUM, nocne pasbopa n NOCTPOeHNs NiaHa 3anpoca,
HenocpeaCcTBEHHO nepen ero BbliNONIHEHUEM, Korfda onpeaeneHbl Bce Heobxoaumble Ans npoBep-
KN JaHHble N NpoBepsieMble 06beKTbI. Takum ob6pa3om, 4OCTYN NpefoCTaBsSeTCsa TOMNbKO Npu
OLHOBPEMEHHOM CaHKLMOHUPOBaHUU aUCKpeLMOoHHbIMU MNP/,

lMpoBepka MaHAaTHbIX NpaB 4OCTyNa K 3anucsm Tabnuu, ocyLecTBRAsieTcs B npoLecce
BbIMOMHEHNS 3anpoca npv nocregoBaTeNlbHOM U MHAEKCHOM CKaHMPOBAaHUW AAHHbIX.

Bce 3anucu, nomewaemoble B Tabnumubl, A5 KOTOPbIX YCTAaHOBMEHA 3alumMTa Ha YPOBHE
3anucen, HacnegywT TeKyLwy MeTKy nornb3oartens. OGHOBNSEMbIE 3annUcy COXPaHSAIT CBOKO
METKY nNpu nameHeHun. [1ocTyn K CyLeCTBYIOLMM 3annucsMm N BO3MOXHOCTb MX OGHOBIEHMUS U
yaaneHus onpeaensitoTcsa ycTaHOBEHHbIMU MaHA4aTHBIMU NpaBuiamu.

Ona agmuHucTtpatopa bl npegycMoTpeHbl CUCTEMHbIE MPUBUIIErMU UTHOPUPOBAHUA MaH-
AaTHOro ynpasneHus OOCTYNOM, TOMbKO TakuM obpa3omM MOXHO NPOU3BOAUTL pernameHTHbIe
paboTbl ¢ B[] (HanpMmep, BOCCTAHOBIIEHNE Pe3EePBHON KOMUM), T. K. 9TO TpebyeT yCTaHOBKN METOK
AaHHbIX, COXpPaHEHHbIX paHee.

[nsa HacTponkn paboTbl cepBepa C MaHOATHbIM YynpasBrneHnem LOCTYNOM Cylle-
CTBYET pPsf KOHUIypauMOHHbLIX NapamMeTpoB, yKasblBaeMblX B KOHurypaunmoHHoMm dansne

postgresqgl.conf KOHKPETHOrO KnacTepa AaHHbIX (Tabnuua [26).
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MapameTp

OnucaHwune

ac_ignore_socket maclabel

Onpegensiet, 6yaet nu cepsep CYB[ ncnonb3oBatb MeTKYy BXOASA-
LLero coeanHeHns. Ecnu aToT napameTp ycTaHoBNeH B FALSE, TO
MeTKa BXoAgdLlero coeanHeHust byaeT yumThiBaTbCA Npu onpeae-
NeHnn MakcMMarnbHOW SOCTYNHOW METKM CECCUM U MOCe NOAKMo-
YyeHusa BygeT AOCTYMNHa TONbKO MHAPOPMAaLMS C METKOWN He BbiLLe
METKWN BXogsLero coeguHenms. MNpu yctaHOBKe 3TOro napamert-
pa B TRUE MeTKM ceaHca ByayT onpeaensaTbCa MakCUMarnbHOW
MEeTKOWM nonb3oBaTens, nonyvyeHHon na OC.

ac_ignore_server_maclabel

Onpegensert, oyaet nu cepeep CYBL AONONHUTENBHO NCMNOSb-
30BaTb CBOK METKY (MeTKy nonb3oBaTens postgres) Npu onpe-
AeneHun npas Nonb3oBaTend Ha 3aHeceHue, yaaneHme n Moau-
dukaunio gaHHbIX UnNu HeT. Ecnn aToT napameTp ycTaHOBMEH
B FALSE, TO MeTKa cepBepa ucnonb3yetcs ang 6rnokmposaHus
3aHeceHua B b1 nHdopmaumm ¢ METKON, NpeBbILIaoLLEN METKY
cepBepa. Ecnu atoT napameTp yctaHoBneH B TRUE, TO MeTKa
cepBepa He y4YuUTbiBaeTCs.

ac_enable trusted owner

OnpegenseT, MoryT nu Bnagenblbl 06bEKTOB Ha3Ha4aTh Npaea
Ha JOCTYN K HUM Apyrum nonb3oBatenam. Ecnun atot napameTtp
yCTaHoBMNeH B 3HayeHne FALSE, TO NpaBO Ha3HayaTb NpaBa Ha
AoCTyn K NnobbiM o6bekTam B[] MMeloT Tonbko cynepnonsb3oBaTe-
nn. OT0 NpeaoTBpaLlaeT HEKOHTPONIMPYEMOE pacnpocTpaHeHme
npae Ha gocTyn K nHdopmMauuun. Ecnm aToT napameTp ycTaHoOB-
neH B TRUE, TO, KpOMe cyneprnonb3oBaTenen, Kaxabln BnageneL,
obbekTa MOXET HasHadaTb NpaBa Ha AOCTYN Mosfb3oBaTeNnen K
«CBOEMY» ODObEKTY.

ac_enable_grant_options

Onpegenset, MoryT nu ponu nepefaesaTb NpaBa Ha [Ado-
CTyn ¢ onumen WITH GRANT OPTIONS Apyrum ponam. Ec-
M ac_allow _grant_options YycTaHoBneH B FALSE, TO
3anpellaeTca Ucnonb3oBaTb KomMaHAy GRANT C npuBuneru-
e WITH GRANT OPTION. Ecnu y ponu ectb npusunerna
GRANT OPTIONS M ac_allow _grant options = false, TO
nepegada npas goctyna ApYrMM ponsaM Takke 3anpeliaeTtcs.
N3baTtne (REVOKE) npmBunermn GRANT OPTIONS paspeluaercs
Bceraa.

ac_enable admin options

OnpegenseT, MOryT nNn ponu nepegasaTtb NpaBo YeHCTBA po-
nv gpyrmm ponam. Ecnn ac_allow_admin_options YCTaHOB-
neH B FALSE, TO 3arnpeLlaeTca Ucnornb3oBatb GRANT ¢ NpuBuU-
nerven WITH ADMIN OPTION. Ecnu y ponu ecTb npusunerus
ADMIN OPTIONS U ac_allow_admin_options = false, TO
nepegaya npas YNEHCTBA APYrMM ponisiM Takke 3anpeLlaercs.
N3baTue (REVOKE) npusunerum ADMIN OPTION paspeluaetcs
Bcerga.

ac_enable_ truncate

Brnokupyet (FALSE) unu pasbnokupyeT (TRUE) BO3MOXHOCTb Bbl-
NOSfTHeHNs1 KomaHabl TRUNCATE.
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OkoHyaHue mabnuuei 26

MapameTp Onuncanve

Mpwn ycTaHoBKe 3TOr0 NapameTtpa B TRUE paspeLuaeTcsi Mnosb3o-
BaHue npu3Haka CCR gna nocnegoBaTenibHOCTEN aHaNornM4yHo
Tabnmuam 1 Bugam, B NpOTMBHOM criydyae npusHak CCR ans
nocrieqoBaTeNbHOCTEN CYUTAETCH BCEraa YCTaHOBIEHHbIM.

ac_enable_ sequence_ccr

Ecnuv napametp koHdurypaumm yctaHosrneH B TRUE, paspeluaeT-
ac_enable dblink mac cs ucnornb3oBaHue dblink 1 BHEWHUX Tabnuy, FOREIGN TABLE
B YCINOBUSAX MaHOaTHOro yrnpasneHUa OOCTYMNOM.

Ecnn napametp koHdurypaumm yctaHosneH B TRUE, paspeLua-
eTCs aBToMaTnyeckas yCTaHOBKa METOK KOHTenHepoB. lNpume-
HAETCA NpU BOCCTAHOBMNEHUS pe3epBHbIX KOMWIA, CO3AaHHbIX B
npeablaywmx sepcuax CYB[,.

ac_auto_adjust_macs

BnokupyeT (FALSE) unm pasdnoknpyeT (TRUE) BO3MOXHOCTb Bbl-
ac_enable_copy_to_file nonHeHns KoMmaHabl COPY € BbIBOAOM pe3ynbratoB B dhann, oo-
cTynHbI cepepy CYB[.

Bpemsi Xun3Hn nHdopmaLmm B CEKyHAax O NPUBUIIENMSAX MOMb30-
BaTens nogcuctembl 6esonacHoctn PARSEC (onpegensiet Bpems
XU3HU KIWMpOBaHHOM MHGopmaumm o PARSEC-npusunermsix
ac_caps_ttl Nonb30BaTensi; YMeHbLUEHNE 3HAYEHUS NPUBOOUT K YBENTNYEHUIO
yucna obpalleHun cepeepa CYB[ k nogcncteme 6e3onacHOCTU
PARSEC un kak cnefgcreme — K CHMXEHUO NPON3BOaUTESNbHOCTH
cepsepa CYB/L).

Ecnu yctaHoBneH B TRUE, Ao6aBnsieT B XXypHan cepepa oTna-
AOYHY0 MHGOPMaLMO 0 paboTe MEXaHWM3MOB 3aLUUThI.

ac_debug print

[nsa 6onee rmbkon HacTpovikn cepeepa CYB[] paclumpeH cnMHTakcmMc KOHUrypaumoHHOro
danna pg_hba.conf onuuen ignore_socket _maclabel. [laHHbIN napameTp MOXeET ObITb
yKasaH nocrne metoa ayTeHTudukaumn.

MapameTp ignore_socket_maclabel=1 NO3BONSET NOMb30BaTENSAM MOAKNKOYATHCS K
0a3aM gaHHbIX C UTHOPUPOBAHMEM METKU COKEeTa coeauHeHus. Ecnun aToT napameTp He yKkasblBa-
eTCH B KOHpUrypaumoHHoM hanne pg_hba.conf unm yctaHoBrieH B 0, TO UTHOPUPOBAHNE METKM
cokeTa ans 3Toro NOAKNIYEHUs He NPOUCXOOUT.

B OC kaxabln nonb3oBaTesib MOXET UMEeTb MHOXECTBO METOK, KOTOpOe 3aJaeTcs Mu-
HUMaribHOM N MakcMMaribHOW MeTkamu gumanasoHa. Ytobbl nogaepxats 3Ty mogens B CYB[]
PostgreSQL kaxgon ceccum nNonb3oBaTensa HasHa4arTCa TPU METKU: MakCuMarnbHasi, MUHUMarb-
Has 1 Tekywasa. Nx HavanbHas nHMumnanmsaumsi OCyLecTBAAEeTCS Mo cregyowemMy anroputmy:

1) nocne npoxoxaeHus nonb3oBaTenemM CTaHA4apTHOW nNpoueaypbl ayTeHTUMUKaLmMm cep-

Bep cuntbiBaeT 3 OC 3Ha4YeHus1 MakcMmanbHOM U MUHUMASbHOWM METOK Nofib3oBaTens n

NPUHUMAET UX KaK MakCUMarbHY0 U MUHUMarbHYO MeTKu ceccun. lNpu aTtom, ecnu 3a-

MNCb O METKax ANns nonb3oBaTtens He HangeHa, TO MakcMmaribHas U1 MUHUMarnbHas MeTKN

NMPUHNMAKOTCA paBHbIMA HYJTHO. CnepoBaTtenbHO, Norb3oBaTenu, 3apermcTpmpoBaHHbie
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Tonbko B cepepe CYB[ PostgreSQL n He umetowme yvetHom 3anmncm B OC cepsepa,

BCerga UMerT MUHMMarbHbBIA YPOBEHb JOCTYNa K MHopmaLmu;

2) ecnu napameTp KoHdurypaumm ac_ignore_socket_maclabel ycTaHOBMNeH B

FALSE, CHATbIBAEeTCs MeTKa BXOASALEro COeAMHEHUs, 1, ecrnin OHa nornagaeTt B Aua-

Na3oH METOK, cuMTaHHbiX U3 OC, TO MakcMmarbHas MeTKa ceccun yCTaHaBNMBaeTCsH

paBHOM MeTKe BXOAsLlero coeguHeHus. MNpu aTom, ecrnm MUHUManbHas MeTka Takoro

nonb3oBaTtens B OC cepBepa Bbllle HyNeBOW, TO OH BOOOLe He ByaeT aonylleH K pabote

c bA;

3) ecnn napameTp KoHdurypaumm ac_ignore_server_maclabel YyCTaHOBMNEH B

FALSE, TO CYMTbIBAaeTCsA MeTKa CepBEepHOro npolecca W, ecrimn oHa He coBMecTuMma

C MakcuMmarbHOW METKOW ceccuu, TO npouecc ayTeHTUdumKaumm npepbiBaeTcs;

4) TeKkyllen METKON CECCUM CTAHOBUTCA MakcMMarnbHasi MeTka COOPMUPOBAHHOIO TakuM

o6pasom gmanasoHa.

Ecnu Ha ntobom n3 aTnx atanos BO3HUKAET CUTyauUUs C HECOBMECTUMOCTbIO METOK Ui
BbIXOOOM 3a Nnpeaernbl Auana3oHa, To NPoLecc ayTeHTUMUKALMM KIMeHTa nNpepbiBaeTcs u 4oCTyn
k B[] 6nokunpyertcs.

Ecnu nonb3oBatenb MMmeeT MaHOaTHbIN aTpubyT ac_capable_setmac, TO OH MOXET
N3MEHSITb CBOIO TEKYLLYIO MaHAATHYH METKY B AMana3oHe OT MUHMMAabHOW 4O MakCUManbHOMN.

CYB[ PostgreSQL npegocTtaBnsaeT nonb3oBaTesisiM BO3MOXHOCTb CO34aBaTb (OYHKLMK
(v, cnepoBartenbHO, TpUrrepbl), ykasbiBasi Npy 3TOM, OyayT N OHW BbINOMNHATLECA C YPOBHEM
AoCTyna nonb3oBaTens, NPSAMO UM KOCBEHHO Bbl3BaBLLero oyHKUui (SECURITY INVOKER), unu
C YPOBHEM [0CTYyNa nonb3oBaTens, co3fasLuero aTy yHkumo (SECURITY DEFINER). [1pu aToM
B MOHSATME «YPOBHSA JOCTYNa» BXOAAT Kak ANCKPELMOHHBIN YPOBEHb AOCTYNa, Tak U MaHAAaTHbIN,
KOTOpbIM B AAHHOM Crlyyae onpegensieTcs TekywmMmn MaHgaaTtHbiMn aTpubytaMmm nonb3oBatens
CYB[, Bbi3BaBLUErO UNKU co3gaBluero yHKUMI0, COOTBETCTBEHHO. [1py 3TOM METKM TeKyLuen
ceccuun nonb3oBaTtens, Bbl3BaBLUEro PYHKLMIO, HE UBMEHSIOTCS.

[Mpu aTOM cneayeT yunTbiBaTb, YTO:

1) npw onpegeneHnn oyHKUUN Kak SECURITY DEFINER oHa GydeT Bceraa Bbi3biBaTbCSA

C NnepeycTaHOBKOW MaHOaTHbIX aTpubyToB Ha aTpubyThl CO3aaBLLEro ee Nnofnb3oBaTens;

2) npv onpegeneHnn pyHKuumM kak SECURITY INVOKER OHa Bcerga b6yaeT BbIMOMHATLCA

6e3 n3aMeHeHns1 TekyLero 3Ha4yeHnss MaHaaTHbIX aTpubyToB;

3) nNpu Bbi30Be (PYHKUUN B Ka4eCTBe Tpurrepa BbINOSHATCSA creayrowime npasvna B

OOMNOSNHEHNe K yKa3aHHbIM:

- nepea BbI30BOM B KayecTBe Tpurrepa BctpoeHHon B CYB[ hyHKUMN K TEKyLUM
MaHOaTHbIM aTpubyTam Bcerga gobaensatoTtca narm ac_capable _ignmaclvl un

ac_capable_ignmaccat, YTOGbl 06ECNeYnTb NOMHOLIEHHYO NPOBEPKY CCbINOYHOM
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uenoctHocTn BJ;

- nepe BbI30OBOM B Ka4eCTBe Tpurrepa He BCTPOEHHON PYHKLUMM B Ka4eCTBe TeKyLUnX
MaHOaTHbIX aTpMbyTOB BCerga ycTaHaBnmMBalTCs MaHAaTHble aTpmbyThl NONb30Ba-
Tens, 3anycTMBLUEro JaHHYK Ceccuio (coeamnHeHune) (T. e. Nonb3oBaTens ¢ MMEHEM
SESSION_USER). OT0 Heobxoanumo, 4Tobbl NpeaoTBpatuTh nonyyeHne yHKumMen-
TPUIrepoM MNofb30BaTeNS C HA3KUM YPOBHEM J0CTYrNa BbICOKMX NPUBUNETNA B Criyvae
KackagHOro Bbl30Ba TPUITEpPOB.

lMocne Bo3BpaTta ynpaBneHns n3s PyHKUUM 3HaYEHNA TEKYLUMX MaHOaTHbIX aTpubyToB
BCerga BOCCTaHaBMMBAKOTCH B UCXOAHbIE (40 Bbl30Ba (DYHKUNN) 3HAYEHUS.

@OYHKUUKM, HAaNNCaHHbIE Ha A3blKax HU3KOro YPOBHS, NOCME UX NOOKITOYEHUS UMEKOT Mos-
HbI JOCTYN KO BCEM BHYTPEHHUM CTpyKTypam cepBepa CYB[ PostgreSQL 1 moryT npon3BonbHO
nx moandurumposatb. Kpome aToro, moCKorbKy OHU BbINOMHAKOTCS B paMKax npolecca cepsepa,
OHM MMEIOT COOTBETCTBYIOLME NpaBa gocTtyna Kk oobektam OC B cpeae (OyHKUMOHUPOBAHUA
cepepa. MIMeHHO NO3TOMY NpaBa Nosfb30BaTens postgres, NoA4 KOTOPbIM 3anyckaeTcs cepsep,
HeobXxoaMMO CBECTU K He0BXOOMMOMY MUHUMYMY, MUHYS KakOW-NMBO KOHTPOSb C ero CTOPOHbI
(BKIOYasa Tekywme maHgaTHble atpubyThl).

lMockonbky B npouecce paboTbl ¢ AaHHbIMU B CYB[] BO3MOXHO M3MEHEHNE opraHu3aumnm
UX XpaHeHUsi NyTeEM U3MeHeHNs cxeMbl 06beKTOB Bl (MeTagaHHbIX), K NO4OOHBLIM onepauusm Tak
Xe npumeHstotca MNPL.

Mopgudumkaums mMeTagaHHbIX BO3HUKAET Kaxabl pa3 npyu u3aMeHeHun cTpykTypbl B, 4To
BKINtoYaeT B cebda cosgaHne, moandumkauuio n yganeHne oobektos bBl.

Tak Kak HeKoTopble O4eNCTBUA Hag obbekTamu B MoryT BRMsATb Ha XpaHALWMXCS B HUX
AaHHbIX (Kak NpaBuio, Mogudurkauusa unu yaaneHme obbekta unm ero 4acTtu), npy UCNonb3oBaHuUm
MaHOATHOro ynpaBfeHnsa AOCTYNOM K AaHHbIM o6bekTa Heobxoaumo pasrpaHmymBaTth M 4OCTYN K
N3MEHEHNI0 MeTafaHHbIX B YaCTU, OTHOCALLIENCS K 3TOMY OOBEKTY.

AHanorn4yHo onepauusim ¢ AaHHbIMWU: AeUCcTBMA ¢ obbekTtamun B oomkHbI ObITb NprBe-
AeHbl K Buaam OOCTyna Ha YTeHue 1 Ha 3anncb MHopMaLMn ON9 BO3MOXHOCTU NMPUMEHEHUS
K HUM MaHgaTHbIx MPO. Bce MHOXecCTBO onepaumi ¢ MeTagaHHbIMU MOXET ObiTb NpuBEeAeHO
cnegyowmm obpasom:

- CREATE, ADD — AOCTYN Ha 3anuchb;

- ALTER, DROP — nocriegoBaTeribHOe BbIMOSIHEHWE AOCTYNa Ha YTEHWE U 3anucb NHAOP-

Maumu;

- ucnonb3oBaHue nnu obpatleHne Kk obvekty B apyrux SQL-komaHgax — OOCTyn Ha

yTeHue.

lMpoBepka MaHOaTHbIX NpaB AOCTYNa K MeTadaHHbIM OCYLLECTBNAETCS O4HOBPEMEHHO C

I'IpOBepKOI7I ONCKPeUMOHHbIX npaB A0CTyna K HAUM Mnocre paa6opa M NOCTPOEHNA MNJlaHa 3aripoca
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HenocpeaCcTBEHHO Nepen ero BbINOMIHEHMEM, KOrda onpeaeneHbl Bce Heobxoaumble Ans NpoBep-
K1 JaHHble N npoBepsieMble 06bekTbl. Takum obpasom, 4OCTYN NpefoCTaBsSeTCa TOMNbKO Mpu
OOHOBPEMEHHOM CaHKLUMOHUPOBAHUN ANCKpeunoHHbimu MNP,

HekoTopble onepauumn Hag o6bekTaMn, Takme kak DROP Bcero oobekta unu ero cronbua
n TRUNCATE BReKyT 3a cobon yaaneHue aaHHbix. B cnydae 3awuTbl MeTkaMu 3anmncen obbekTa
CYLLECTBYIOT OrpaHNYeHunsi Ha BbIMOMHEHNE 3TUX onepaLun.

Onepauun yaaneHnst HEBO3MOXHbI MPU HANN4YMK pasHbiX METOK Ha 3anucsx, T. K. onepaums
NPUMEHSETCS KO MHOXECTBY CTPOK. OTO CBA3AHO C TEM, YTO onepauus yaaneHus MHTepnpeTmnpy-
€TC4d KaK nocnegoBaTefibHOEe NpeaocTaBieHne AoCTyna Ha YTEHWE U Ha 3anucb, YTO BO3MOXHO
TONBLKO NPU paBeHCTBE METOK CybbekTa u obbekTa. B crnyvae, Korga CTPOKM MMEIOT pasHble METKH,
AaHHOE yCrioBMe BbINOSTHUTLCA HE MOXET.

Onepaums yaaneHus gOCTynHa TONbKO ANs agMUHUCTpaTopa M nonb3oBartenen, obnaaa-

wnx npunsnnernaMmmn UrHOPNpoBaHNA MaHgaTHOro yripasJieHUA JOCTYMNOM.

4.10.1. CpeactBa ynpaBneHna maHaaTHbimu MPL kK o6bektam B

Ons ynpaenenus mangatHbimu MNP k o6bektam B CYB[ PostgreSQL ncnonbayetca
rpadpudeckasn ytunurta pgadmin3.

Mpun co3gaHmn maHgaTHas meTka obbekTa bl yctaHaBnuBaeTcsi paBHOW TEKYLLEN MaH-
AaTHOW MeTKe cOo3daBLUero ero nonb3oBaTensd, MaHaaTHbIn npu3Hak CCR npu aToM BbiCTaBnsieTcs
B 3Ha4eHue ON.

Ecnu nonb3oBaTtens MMeetr maHaaTHbIN aTpubyT ac_capable_chmac, TO OH MOXET
MEHATb MaHOATHY0 METKY NpuHagnexawmnx eMy o6bLekToB B npeaernax CBoero agnanasoHa MaH-
AaTHbIX METOK C MOMOLLbIO creyolen KomaHabl:

MAC LABEL ON Tumn_obbekTa uMa_obbekTa IS HOBOE 3HAUEHWE MaHIATHOW MEeTKH;

B kayecTtBe TMna obbekTa ykasbiBaeTca Tvn obbekta BJl, Hanpuvep DATABASE, TABLE,
FUNCTION.

AHanormyHbiM 06pasom AN 00bEKTOB-KOHTEMHEPOB MOXET OblTb M3MEHEH MaHAATHbIN
npusHak CCR:

MAC CCR ON Tun_ obwekTa umsaA_obwerkra IS { ON | OFF };

[ononHutensHO BBeAEH HOBbIM TUM 06bekTa — knactep CLUSTER. [Jns1 yCTAHOBKU METKM

Ha KnacTtep MUCNosib3yeTcH crnegyroLmmn 3anpoc:

MAC LABEL ON CLUSTER IS HOBOE_3HaueHHe_ MaHOATHON MEeTKH;

4YTO ABNSETCA CUHOHMMOM K KOMaHae

MAC LABEL ON TABLESPACE pg_global IS HOBOe_ 3HaueHMHE MaHOATHONW METKU;

[na nameHeHua maHgatHoro npusHaka CCR knactepa ucnonb3yeTcs cregyowas KoMaH-
aa:

MAC CCR ON CLUSTER IS { ON | OFF };
4YTO ABNSIETCA CUHOHMMOM K KOMaHae
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MAC CCR ON TABLESPACE pg global IS { ON | OFF };

3HayeHus MaHgaTHbIX METOK OOBbEKTOB codeprkaTcs B Nonsx maclabel Tabnuy cuctem-
HOro KaTtanora, OTKyaa MOryT ObiTb BbiOpaHbl COOTBETCTBYIOLLMM 3aMpPOCOM.

3Ha4veHuna maHgaTtHoro npudHaka CCR 06beKTOB-KOHTEMHEPOB COAEPXKATCA B CreayoLLMX
nonsax Tabnuu, cMcTeMHoOro Kartanora:

Ans 6a3 gaHHbIX - datmacccr CUCTEMHOM Tabnuubl pg_database;

AJ151 CXeM - nspmacccr CUCTEMHOWN Tabnuubl pg_namespace;

AnNa TabnmyHbIX NPOCTPAHCTB - spcmacccr CUCTEMHOM Tabnuubl pg_tablespace;

- ANS OTHOLUEHWUN - relmacccr CUCTEMHOM Tabnuubl pg _class.

[na npocmoTpa MmaHgaTHoro npu3Haka CCR knactepa MoOXeT ObiTb MCNONb30oBaHa cneay-
oad KoMmaHaa:

SELECT cluster_macccr;

Mo YMOJTHaHNIKO 3alfncn co3gaBaeMbiX Ta6J'II/ILI1 He 3alunueHbl MaHOaTHbIMX METKaMW.
ﬂ,J'IFl TOro 4YTo0bI co30aTb Ta6J'II/IL|,bI C 3alimueHHbIMKU MEeTKaMK 3anncqamMmu, cregyet ncnosrnb3oBaTb
cnegyoLwmin BapnaHT kKomaHabl CREATE TABLE:

CREATE TABLE wums_Tabmnuuer (

-- coucox_cTonbuos
) WITH ( MACS = true, ... );
|_|pl/l 9TOM BC€ BCTaBlideMble 3arnnMcu rno ymMord4aHuio HacneaywT TeKkywme MaHOaTHble MET-
KW cosgaBlmx MxX nonb3oBaTenien. [lonb3oBatenu, UMerowmne YCTaHOBMEHHbIM MaHOaTHbIN
aTpubyT ac_capable_chmac, MOryT $IBHO 3ajaTb 3HA4YeHWe MaHOaTHOW METKM BCTaBhnse-
MOW 3arnucu. Sap,aBaemaﬂ MeTKa OOJ1KHa OblTb B npegenax agmanasoHa MeTOK Morib30Ba-
TEen4d, nmbo nonb3oBaTesnb OOIMKeH NMEeTb anVI6yTbI UrHOpMpoBaHNA MaHOATHOIO KOHTPOINA
ac_capable ignmaclvl W ac_capable ignmaccat C MNOMOLLbK BapuaHTa KoMaHAbl
INSERT:

INSERT INTO umsa_oTHomeHus (maclabel, ... CHOHUCOK cToJbIOB)
VALUES (3HaueHWe MaHOATHOW METKH, ... 3HAUEHUA CTOJOIOB)

[na 3awuTbl 3anncen yxxe cosaaHHblx Tabnuy, 6e3 maHaaTHbIX METOK CrieQyeT UCMNosb30-

BaTb criegyowun BapnaHT KomaHabl ALTER TABLE:

ALTER TABLE ums_Tabrnuus SET WITH MACS;

Nocne ncnonHeHnsa aTon KOMaHAbl BCe 3arncu Ta6J'II/ILI,bI aBToMaTn4eCckn nosny4dat TeKyLYy METKY
Tabnuupl.

ﬂ,]’lﬂ TOro, YTOOBbI y6paTb 3auunTy 3anncen MaHOaTHbIMWA METKaMu, crnenyeT Ucnosrb3oBaTb
cnegyowmin BapnaHT kKomaHabl ALTER TABLE:
ALTER TABLE wmsi_tTabnuum SET WITHOUT MACS;

,D,J'IFI M3MEeHEHUA MaHOaTHbIX METOK CYLLECTBYHOLLUNX 3anucen nornb3oBaTesnun ¢ anI/I6yTOM
ac_capable_chmac MOryt ucnonb3osaTtb KomaHay CHMAC:

CHMAC ums_orHomeHuss SET maclabel = HOBOe_ 3HaueHUWe MaHOATHON MeTku WHERE
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CoBokynHasa meTka 3anucen Tabnuubl (MakcumarbHasi N0 MaHAAaTHOMY YPOBHIO U Hau-
©onee nonHasa No MaHO4ATHbLIM KaTeropusiM) MOXeT ObITb NONy4YeHa C MOMOLLbIO arpervpyoLen
dyHKUMU supmaclabel:

SELECT supmaclabel (maclabel) FROM uMs_OTHONEHHUS;

[MpocMoTpeTb 3Ha4YeHUss MaHOATHbIX METOK OOCTYMHbIX 3arnnce MOXHO C MOMOLLbIO
KoMaHgbl SELECT:

SELECT maclabel FROM uMs_OTHONEHUS

B komaHgax INSERT 1 CHMAC 3Ha4eHUss MaHAaTHbIX METOK He 00s13aTenbHO AOMKHbI ObITb
3agaHbl B ABHOM Buae. [1na 3agaHus MEeTKM AONYCKaeTCHa UCnonb3oBaHue noboro ckansipHoro
BblpaXXeHWs1, BO3BpaLLatoLero pesynsrat, NPMBOANMbINA K TUMY MaHLATHON METKN.

[ns Toro 4Tobbl COXpaHUTL 3anMcK BMECTE C UX METKAMU B apX1BE W B AanbHENLWeM 3arpy-
3UTb X 06paTHO, NPeayCMOTPEH cneuunanbHbii donar MACS komaHabl COPY. BbiBECTUM OOCTYMHbIE
nonb3oBaTento JaHHble BMECTe C MeTKaMu MOXET ntobon nonb3oBaTenb, 3arpy3nTb ke 06paTHO
— TONbKO NOMb30BaTerb C YCTAHOBMNEHHbIM MaHOaTHbIM aTpubyToM ac_capabel_ chmac. [Npwu
3TOM METKM 3arpykaemMblx 3anucen OOrMKHblI HAXOOAUTLCS B npeadenax Aguana3oHa MeToK Nonb30-
BaTens, NMbo nonb3oBaTeNb AOMKEH UMETb aTpMbyTbl MTHOPMPOBaHMUS MaHAATHOrO KOHTPOSS
ac_capable_ignmaclvl U ac_capable_ignmaccat. Hanpumep, Bbirpy3ka n obpatHas 3a-
rpy3ka AaHHbIX U3/B Tabnuubl test MOXET BbIMMSAAeTb Tak:

COPY mumsa_oTHomeHus1 TO stdout WITH MACS
COPY wumsa_oTHomeHusi FROM stdin WITH MACS

Mcnonb3oBaTtb KoMaHgy COPY 6e3 ykazaHusa MeTOK MOXeT fitobon nonb3oBatesb. 3arpy-
XEHHbI€ TakuM 06pa3omM AaHHble ByayT MMETb METKU, paBHbIE TEKYLLIE METKE CECCUM MONb30Ba-
Tens.

[MapameTtp KOoHuUrypaumm cepeepa ac_enable_copy_to_file paspellaeT BbINOMHATL
KomaHy COPY C BbIBOAOM pe3ynbratoB B hann, 4ocTynHbln cepsepy CYB/. [Ins aToro oH JOMKeH

ObITb yCTaHOBMEH B TRUE.

4.10.2. LlenocTHOCTbL MaHAaTHbIX aTPMOYTOB Knactepa 6a3 AaHHbIX

B CYBL PostgreSQL [lM-mogenb HaknagbiBaeT OorpaHUYeHuMe Ha MaHOaTHYH METKY
KOHGmaeHUmnanbHOCTU obbekTa: MeTka o6bekTa He MOXET MpeBbILLATb METKY KOHTenHepa, B
KoTopoM oH cogepxutcs (4.10).

[ns BbiBOOa MHopmaumm o cobnrogeHun ArN-mooenu mexay o6bekTaMmn-koHTENHeEpaMm
N HaxogsAWMMKUCS B HUX obbekTammn peanmsoBaHa SQL-pyHKuMs check _mac_integrity, KOTO-
pasi BbIBOAUT MHpOPMaLMO B cnegyolem Buae:

- objid — NaeHTndumkarop obbekTa;

- classid — VpgeHTndukaTtop knacca obbekTa;

- cobjid — MaeHTudumkaTtop KOHTenHepa, CoaepKaLlero oobeKT;

- cclassid — VigeHTudumKkaTop Knacca KOHTENHepa, coaepallero o6beKT;
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- status — Pesynkrat npoepkn. MoxeT NnpMHMMaTh crneayrowmne 3HadyeHus: OK(mogenb

cobniogaetca Ans obbekTa n KoHTenHepa) u FAIL(moaens He cobnopaetcs Ana obbekra

N KOHTENHepa).

MpunmevyaHune. MHdopmauma o cobniogeHnn Mogenu BbiBOOUTCS TOMbKO ANs OT-
HoweHun (Tabnuy, npeacTaBneHnn, NnocnegoBaTenbHOCTEN), cxeM, 6a3 gaHHbIX U TabnMYHbIX
NPOCTPaHCTB.

[Ona mncnpaBneHnss HEKOPPEKTHO YCTAaHOBNEHHOW MaHOATHOW METKUM OTHOLLEHUs, Ha-
npumep, Mpu BOCCTAHOBIMEHUW pPEe3epBHOM KOMUWU KnacTepa paHHUX BEpPCUN, UCMONb3yeT-
ca SQL dyHkuma fix mac_integrity. [JaHHas yHKUMS MOXET ObiTb MCMOMHEHa TOslb-
KO nonb3oBaTtenieM C npaBaMn agMUHUCTpaTopa, a Takke Npu yCTaHOBNEHHOM MapamMeTpe

ac_auto_adjust_macs = true B KOHpUrypaunmoHHoMm anne postgresql.conf.

4.10.3. Ccbino4yHas LenoCTHOCTb MaHAAaTHbIX aTpMOyTOB
CpeacrtBa obecrnevyeHus LenocTHOCTU B pensiuMoHHbIX B npeactaBnsaoT cobon mexaHns-
Mbl aBTOMaTU4eCKOM NoAAEPKKN CUCTEMBI NPaBUI, ONPeaenaoLWLmnX 4oNyCTUMOCTb U KOPPEKTHOCTb
obpabatbiBaeMbIX JAaHHbIX, U MOTYT ObiTb Pa3buTbl HA HECKOSTbKO BUOOB:
- OrpaHn4YeHne LENOCTHOCTM NONen OaHHbIX — OrpaHUYEeHMsl, HaKNaabiBaeMblE Ha UCMOSb-
3yemMble B OTHOLUEHMN OOMEHbI (3agaHne paspeLlleHHbIX AnanasoHoB 3HA4YEHUI, 3anpeT
Hannumna HeonpegeneHHblx 3HadyeHnn NULL, 3agaHne 3HayeHun No yMOmYaHuio) unm
OorpaHMyeHust HenocpeacTBEHHO Tabnuubl (YHUKaNbHOCTb KaXaon 3anmcu, orpaHmyeHmne
YHUKaNbHOCTKN NO BblIOpPaHHbIM CTON6GLAaM, BblYMCASIEMbIE 3HAYEHUSA CTONBLOB 1 YCNOBUSA
AONYCTUMbIX COMETaHUM 3HA4YeHU B cTonbuax);
- [eKnapaTuBHas CCbINOYHasi LLENOCTHOCTb — OMMUCaHne 3aBUCUMOCTEN MeXay pasHbiMu
OTHoWeHuAMN B B[l (Hanuunsa B 04HOM OTHOLLEHMM BTOPUYHOIO Krto4a, CCbinaroLierocs
Ha NepBUYHbIA KNoY B apyrom). NogobHble 3aBUCUMOCTU MOTYT ObiTb BbISIBIIEHbI MpU
aHanuae npegMeTHOM obnacTn Mexay ee CyLWHOCTAMM UM Npu npoekTnposaHuu b B
npouecce Hopmanusaumm (B 3TOM criydae ogHa CyLLUHOCTb NpeaMeTHON obrnactun MoxeT
COCTOATb U3 Habopa oTHoweHun). CcbinoYyHas LENOCTHOCTb peanuayeTca nyTeM onuca-
HUS OrPaHNYEHNIN Ha 3HAYEHNS BTOPUYHBIX KITHOYEN B OOHOM OTHOLLUEHUM U NpaBui Ux
00paboTkM B criydae namMeHeHusi NePBUYHbIX KINOYen B OPYroMm;
- ANHaMKn4ecKasi CCbINNOYHasi LeNnoCTHOCTb — TpUrrepa, HasHa4yaemble s BbINOSTHEHUS
npv peanus3aumm 3a4aHHoro Buaa A0CTyna K KOHKpeTHon Tabnuue. Tpurrep npeacraBnsaeT
cob0MN MCMNOMNHAEMbIN KOA, KOTOPbIN MOXET ANHAMUYECKM NPOBEPUTL 3aaHHbIE YCIOBUSA
KOPPEKTHOCTU BLINOSHSAEMON onepaunun, n npu HeobxogMmMoCcTn BHECTU U3MEHEHMUS B
apyrve tTabnuupl.
B npuBegeHHOM onpegeneHnn oTCyTCTBYIOT MaHAaTHble aTpubyThbl, Tak Kak B obwem

cnyvyae Mexay KJ'IaCCVI(bI/IKaLI,I/IOHHbIMI/I MeTKaMu 3anucem Pa3HbIX Tabnuy MoXeT He ObITb 3aBUCK-
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mocTu. C Apyron CTOPOHbI, CYLLLECTBYET YACTHbIN Crly4an CCbINTIOYHON LIENOCTHOCTU, 06pa3oBaHHbIN
mMexay Tabnvuamu, SBhsWLMMUCS YacTAMU OOHOW CYLHOCTU nNpegMeTHoM obnacTu, YTo MoXeT
BO3HUKHYTb B NnpoLiecce HopManusauum.

[ns obecnevyeHnsa LenoCTHOCTM MaHAaTHbIX aTpMbyTOB CNUCOK COBLITUIN AN orpaHuye-
HWI LLeNOCTHOCTU Hapsagy C CyLeCTBYOLWMMN COObITUSMN ON SELECT, ON INSERT, ON UPDATE,
ON DELETE pacwmpeH cobbiTueM M3MeHeHus MaHaaTHbIX aTtpnbyTtoB ON CHMAC. Takum obpa-
30M, BO3MOXHO CO3aHne orpaHnyeHne CCblfI0O4HOM LIENOCTHOCTU crieaytowmm obpasom:

ALTER TABLE wumsa_Tabmnuieil ADD CONSTRAINT uMsa_ OrpaHUUEHUS
FOREIGN KEY (cnucox_mnoJseitl) REFERENCES wumsa_ Tabiuuu2 (CHOMCOK_IOJen2)
ON CHMAC {NO ACTION | RESTRICT | CASCADE }

MexaHn3am genCcTBUA TaKoro orpaHMyYeHust LeNnoCTHOCTU aHanornyeH MexaHnsmy 4encTauns
nogo6bHOro orpaHnyeHnsa ans cobbiTna ON UPDATE ANS AaHHbIX: MPU U3MEHEHUN MaHOATHbIX
aTpnbyToB 3an1cy B 04HON Tabnuue MOXHO yKkasaTb KackagHoe U3aMeHeHne MaHaaTHbIX aTpubyToB
CBSAI3aHHbIX 3anMcen BTOpon Tabnumubl, NMOO0 3anpeT BO3MOXHOCTb TAKOro MU3MEHEHNS.

AHanNOrM4yHoO CyLLLECTBYET BO3MOXHOCTb CO3[4aHUSA TPUITEPOB A1 YKa3aHHOro cobbiTms
N3MeHeHnsa MaHgaTHbIX atpubyToB (CHMAC), Hanpumep:

CREATE TRIGGER umsa_Tpurrepa

BEFORE CHMAC ON wums_Tabiuis

FOR EACH ROW

EXECURE PROCEDURE wumsa_mnpouenyps ()
Takum xe obpazom MoryT ObITb 3a4aHbl U Npasuna Ans BUOOB:
CREATE RULE wums_mnpaBuia

AS ON CHMAC TO umMmsa_BHOa

DO ALSO
CREATE RULE ums_mnpaBuia

AS ON CHMAC TO umMms_BHOa

DO INSTEAD

B aTom cnyyae npu nameHeHnn maHaatHbIX aTpubyToB 3anmcu 6yayT Bbi3biBaTbCSA COOT-
BETCTBYHOLLME DYHKLUM N NpaBuna, YTo AaeT BO3MOXHOCTb 3anporpaMmMmmnpoBaTb NPOU3BOSIbHYHO

nornky obecrnevyeHns LenoCTHOCTM MaHAaTHbIX aTpubyToB BHyTpu B.

4.10.4. OcobeHHOCTM co3QaHUA NpaBuUil U TPUrrepos

B CYB[] PostgreSQL npasuna (RULE) un Tpurrepbl (TRIGGER) HacnegyT MeTKy Tabnuubl,
ANsi KOTOPOW OHM co3daHbl. TN 00BLEKTLI MOryT ObITb CO34aHbl NOb30oBaTeNeM-BnagenbLemM
Tabnuubl (MeTKa koToporo byaet coBnagatb ¢ MeTKon Tabnuupl), NGO nonb3oBaTensamMm ¢ Npu-
BUNEMMAMN UTHOPMPOBaHUA MaHAATHOro g4ocTyna. B npoTMBHOM criyvae reHepupyeTcst ombka

aoctyna.
Ecnu Tpurrep ncnosnb3yeTt TpUrrepHyo yHKUMI0, MeTKa KOTOpoW OTnKnyHa ot {0, 0}, TO
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npv UCMONTHEHUN TpuUrrepa Anga Tabnuupbl co cOpoLLEeHHbIM MaHaaTHbIM NpuaHakoM CCR BO3MOXHbI
HapyLleHusi B paboTe TpurrepoB. 3TO 06YCNOBNEHO TEM, YTO 3aMUCb TPUITEPHOWN PYHKLNN MOXET
ObITb HE OOCTynHa Ana nomnb3oBatens B cea3u ¢ MIMPL. B Takux cnydasx Oyget BbiBeOEHO
coobLieHue:

cache lookup failed: BHyTpeHHsAs omubKa WM OTCYTCTBYIT HEOOXOOUMEHE MaHLOATHHE
aTpubyTH

Bo nsbexxaHum aToro HacToATENbHO PEKOMEHOYETCA YCTaHaBNMBaTb MaHO4ATHYIO METKY
TpUrrepHon pyHKUMN B 3Ha4veHne {0, 0}.

4.10.4.1. OCOGEHHOCTM MUCNONb30BaHMUA MpeACTaBNeHUNn U MaTepuanm3oBaHHbIX
npeacraBneHun

MpenctaBneHns (VIEW) U MaTepuanu3oBaHHble npeacrtaBnenHns (MATERIALIZED VIEW)
He MOryT MMETb METKM Ha CTPOKaX, MOCKONbKY BbIMNOMHAKT arperaumio AaHHbIX U3 OPYrMX UCTOY-
HUKOB AaHHbIX (Tabnuuy n npencraBneHni).

MpnmedaHue. NpeacraBneHnss co3aaroTcs ¢ ycTaHoBreHHbIM donarom CCR, noatomy
npu NONbITKE AOCTYNa K HEMY OT MMEHW Nonb3oBaTesns, MaHaaTHas MeTka KOTOpPOro He NpPeBOCXO-
ANT METKMN NpeacTaBneHns, 3To NnpeacTaBneHne He ByoeT «BuaHo» nonb3osaTento B cuny MIPL.
[nsa Toro, 4ToGbI NONbL30oBaTENb MMEN AOCTYN K TAKOMY NpeacTaBreHnto, Heobxoanmo cobpocnTb

MaHgaTHbIM npudHak CCR npeacraBneHus.

4.10.5. PyHKUMM cpaBHeHUA ANs TMna maclabel

B CYB[] PostgreSQL n3ameHeHo noBegeHne crneayrowmx yHKUMA Ansa Tuna maclabel:
eq, ne, 1t, le, gt, ge. B ykaszaHHbIX (PyHKUMSX BMECTO MHAEKCHOIO CpaBHEHUSI NCMOSb3YeTCs
CpaBHeHMe MaHOaTHbIX METOK COOTBETCTBYIOLLMMU onepaTopamu =, <>, <, <=, >, >=,

[lnsa npoBepkn Ha HECPaBHMMOCTb MaHOATHbIX METOK UCMNONb3yeTcs (PYHKUMA nc.

OnepaTopbl MHOEKCHOMO CpaBHEHUS MEpPEeUMMEHOBaHbl B maclabel idx_eq,
maclabel idx_ ne, maclabel idx 1t, maclabel idx le, maclabel idx gt,

maclabel idx_ge.

4.10.6. Cucrema npuBunerun CYB[l n ynpasneHve mmm

Cuctema npusunernn CYB[ PostgreSQL npegHasHayeHa ans nepegayun OTAaernbHbIM
nonb3oBaTeENAM MpaB BbINOMHEHUS OnpeAeneHHbIX aAMUHUCTPATUBHbLIX AeNCTBUA. OBblYHbIN
nonb3oBaTenb CUCTEMbI HE UMEET LONONMHUTENbHbIX NPUBUIEMNNA.

MpuBunernn sensaTCa nogknaccom atpmbytoB nonb3oBatens CYB[ PostgreSQL.

MpuBunerumn OC, wucnonb3yemble B CYB[ PostgreSQL, «kpome atpubyta
ac_session_maclabel, He MOryT GbITb M3MEHEHBbI ¢ NnoMoLbio cpeacTs CYB[] HM nonb3oBaTe-
namu, H1 agMmmnHmnctpatopamu CYB[:

- ac_session_maclabel — Tekyuwass MaHgaTHaa MeTka ceccum nonb3oBatens CYB/.

OTa meTKa onpeaensieT 4OCTYMNHble nonb3oBaTtento 06bekTol B n aBnserca meTkon no
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YMOS4YaH1Io Ans co3gaBaeMbix nonb3oBartenem oobekToB. [pu coeanHeHnn nonb3oBare-

na ¢ CYB[] 3HaveHune aToro atpmbyTta yctaHaBNMBaETCS paBHbIM METKM COEQUHEHUS Unu

ac_user_max_maclabel;

- ac_user _max_maclabel —  MaKcumanbHO BO3MOXHO€  3HadyeHue  gngd

ac_session maclabel;

- ac_user _min maclabel — MUHUMaNbHO BO3MOXXHO€E 3Ha4yeHne  Ong

ac_session_maclabel;

- ac_capable_ignmaclvl — nNO3BOSSET Monb30BaTento UrHopupoBaTb MaHOATHbIN

KOHTPOJSIb MO YPOBHAM;

- ac_capable_ignmaccat — NO3BONSAET MONb3oBaTEN0 UrHOPMPOBATL MaHOATHLIN

KOHTPOJSIb MO KaTeropusm,

- ac_capable_mac_readsearch — no3BondeT nonb3oBaTento nrHopmposaTtb MaHgaT-

HbIN KOHTPOSIb MO YPOBHSIM U KaTeropusiMm rnpu YTEHUM OaHHbIX;

- ac_capable_setmac — no3BONseET Nonb3oBaTesito USMEHATb TEKYLLYIO METKY CBOEN

ceccun B npegenax, 3agaHHbIX ee MUHUMarbHbIM U MakCUMaribHbIM 3Ha4YeHNEM;

- ac_capable_chmac — N03BONSAET NOMb30BaTENO N3MEHATbL METKM 0ObekToB B/.

B cnyvae, ecnu nonb3oBatens CYB[ He 3apernctpuposan B OC Ha CTOpoHe cepBepa
CYB[, Bce ero maHgaTHble aTpubyTbl UMEIOT HyrneBoe 3HavyeHne. AgmuHuctpatopam CYB[ go-
nonHuUTEnNbLHO K nx atpubytam n3 OC Bceraa gobasnsitoTca aTpubyTbl ac_capable _ignmaclvl,
ac_capable ignmaccat U ac_capable chmac.

Ons ynpasnenus npusunernamm CYB[ PostgreSQL moxeT 6bITb ncnonb3oBaHa rpadou-
yeckasa ytunmta pgadmin3.

[MpoCMOTpETL TEKYLUME 3HAYEeHNS NpuBunierun (aTpnbyToB Nonb3oBaTensi) MOXHO C NOMO-
b0 KOMaHAab!:
SHOW attr_ name

YCTaHOBUTb HOBOE 3HadeHue atpubyTa ac_session_maclabel MOXHO C MOMOLLbLO
KomaHA:
SET ac_session maclabel = HOBOe_ 3HaueHUE MeTKHU
SELECT set_config (’ac_session _maclabel’, HoBas_ meTka, false);

B nepson hopme B kKa4yeCcTBE HOBOrO 3HAYEHUSI METKN MOXXHO MCMOSMb30BaTb TOSTbKO SIBHO
3aJaHHble 3Ha4YeHUss METKN, BO BTOPON— 3HAYEHME METKU MOXET ObiTb NOObIM BblpaXKeHneMm,

BO3BpallarwmMm cKkandapHoe 3Ha4yeHune, npuBoanMoe K Tuny MaHOaTHOMN METKM.

4.11. ManpaTtHoe ynpaBneHue AOCTYNoMm B KOMMJieKcax nporpamm

rMnepTekCcToBOM 06paboTKM AAHHbLIX U 3NeKTPOHHOWN MOYTbI

Ob6ecneveHne maHgaTHOrO ynpaeneHna JoCTyrnomM B KOMIMJ1eKCax nporpamMmm runepTekcro-

BOM 06pa6OTKI/I OaHHbIX N SJ'IeKTpOHHOI‘/‘I NnoYThbl pearim3oBaHO Ha OCHOBE NpPorpaMmMmHOro MHTep-
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denca 6ubnmotek nogcnctemol 6e3onacHoctn PARSEC.

Ha cepBepax KOMMMeKcoB nporpamMmm rmnepTekcToBon o6paboTkn AaHHbIX N SNEKTPOHHOMN
noyTbl Npy 06paboTKe 3anpoCcoB Ha COeAMHEHUE BbINOSTHAETCSA NOyYeHne MaH4aTHOro KOHTEKCTa
COefVHEeHus, yHacnegoBaHHOro ot cybbekTa (npouecca). CokeT cepBepa, OXnaatoLmii BXOAALLNX
3anpocoB Ha coeauHeHne, paboTaeT B KOHTEKCTE MpoLecca, UMEHLLEro NPUBMUNENNIO ANs npuema
COEeAVHEHUN C NIObIMU YPOBHAMMN CEKPETHOCTW.

lMocne ycTaHOBKM COEaANHEHMST U YCNELLHOMO NPOXOXAEHUs npoueaypbl naoeHTumnKkaumm
N ayTeHTUdmnKauumn nonb3oBaTens npouecc cepsepa, obpabaTbiBatowmn 3anpockl Nofib3oBaTens,
NnepeknyaeTcst B KOHTEKCT Ge3onacHOCTM nonb3oBaTtensi, copacbiBaeT npmsunerum, obpabartbia-
€T 3anpocbl NoNb3oBaTeNS U 3aBepLIaeTCs.

B komnnekce nporpamm rmnepTekcToBon 06paboTkm AaHHbIX NONb3oBaTernb nonyyaeT
AOCTYN K pecypcam, apnsawwmxcsa obbektammn ®C. Komnnekc nporpaMm 351EKTPOHHOM NOYTbI
NCMOnNb3yeT TEXHOMNOrM maildir, o6ecneynBaroLlyo XpaHEHME NOYTOBLIX COOOLLEHNIA B BUAE
otaenbHbix o6bektoB PC. CoszgaBaeMble hannbl NOYTOBLIX COOBLLEHNA MAPKMPYIOTCS MaHA4aTHbI-
MW METKaMW, yHacrnegoBaHHbIMU OT npoLecca-co3gatens. Takum obpa3om, B 060Mx KoMmnekcax
NporpaMmm pecypchbl, K KOTOPbIM OCYLLECTBNASETCA OCTYN OT MMEHM CEPBEPHbIX NMPOLIECCOB, 06-
pabaTbiBaloLLMX 3arnpockl norb3oBarernen, anaTtca obbektammn PC. CnegosarternibHO, JOCTYN
K 3awmwiaemblM pecypcam npu npyeme n obpaboTke 3anpocoB Monb3oBaTenen B npolecce
YHKLUMOHNPOBaHUS CEPBEPOB KOMMMEKCOB NPOrpaMmm rmnepTekcToBOM 06paboTkn AaHHbIX U

3NIEKTPOHHOWM NOYThl NoAgYnHAETCS MaHaaTHbIM P/,
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5. PETUCTPALISA COBbITUA BE3OMNMACHOCTH

B OC peanusoBaHa pacluMpeHHas nogcmcrema npoTOKONMpOBaHUS, OCyLLEeCTBNALAN
pernctpaumio cobbITUn B ABONYHbIE (hannbl C UCNONb30BaHWEM cepBuca parlogd. B npu-
BEAEHO ONnucaHne HaCcTPOMKM NapamMeTpoB NPOTOKONMpoBaHus ans obbektoB ®C (dannosbin
ayaouT) 1 ansa nonb3oBatenen (ayaut npoueccos). NMpMMeHeHne HacTPOEHHbIX NapamMeTpoB ayau-
Ta npoueccoB ocyuwectenaerca PAM-mogynem pam_parsec_aud. 1o ymonyaHuio perucrpa-
LM HACTPOEHHbIX ANs Nonb3oBaTens cobbITU ayauTa NpoueccoB BkNodeHa B PAM-cueHapuu:
fly-dm, fly-dm-np, login, su, sumac, sumac.xauth. [Jna npoTokonMpoBaHus cobbiTui
ayauTa npoLeccoB NOnb3oBaTens, NPOXoasLlero ayteHTudukaumio Yyepes apyrne PAM-cueHapun,
Heo6X0AMMO BKIOYUTL B COOTBETCTBYHOLLME CLIEHapMM CTPOKY CriefytoLwero suaa:
session required pam parsec_aud.so

Takke B coctaB OC BxoguT nporpammMmHoe cpeacTtBo Zabbix, obecneumnBatoiee MOHUTO-
PWHT, LLeHTpanM3oBaHHbIN ayguT 1 NPOTOKONMPOBaHWE COBLITUI CETEBLIX PECYPCOB.

B 6mnbnunotekax nogcmuctemsl 6esonacHoctn PARSEC peann3oBaH nporpaMmHbIN MHTEP-
denc Ans NnpoToKONMPOBaHUA COBLITUM C UCNOSb30BaHWEM pPaCLUMPEHHOW NOACUCTEMBI NPOTO-
KONMMpPOBaHUS, NpuMeHsaeMbln ans pernctpaumm codbitnn B CYB[] PostgreSQL 1 komnnekce

nporpamMMm 3MeKTPOHHON MOYTbI.
5.1. CpeacTBa ynpaBrieHusi NPOTOKONMpPOBaHMEM

[ns paboTbl ¢ NOACMCTEMOM NPOTOKONUPOBAHNEM MMEETCA psa rpaniecknx yTunur,
KOTOpble MOryT ObiTb MCNONb30BaHbI 4151 HACTPOWKM NapaMeTpPOB perncrTpaumm cobbiTui 1 Npo-
CMOTpa NPOTOKOSI0B:

- fly-admin-smc («YnpaBneHne nonuvtukon 6esonacHoCcTn») — ynpasneHne npoTo-

KonupoBaHneM, NpUBUNErMaSM1M N MaHaaTtHeiMn aTpubyTtamu nonb3oBarenemn, paboTa c

nonb3oBaTensiMn 1 rpynnamu;

- fly-admin-viewaudit («XKypHan 6e3onacHOCTN») — BbIBOPOYHbIN NPOCMOTP NPOTO-

KOMNoB ayguTa.

Bonee nogpobHoe onucaHne yTUnnT CM. B 3NEKTPOHHOM CrpaBke.

[anee paccMoTpeHbl cpeacTBa ynpaBneHns NpoTOKONMPOBaHMEM B PEXMME KOMaHAHOM

CTPOKM.

5.1.1. getfaud

CwnHTakcuc:
getfaud [-d, --default] [-R, --recursive] [-L, --logical] [-P, --physycall]
[-n, —--numeric] [-1, --long] [-p, --absolute-names] [-c, --omit-header]
[-s, --skip-empty] [-h, --help] [-v, --version] Qadnu u/unu KaTajoru

KomaHga getfaud cnyXxut ansa nony4vyeHusa CNUCKOB NpaBWui NMPOTOKONUpOBaHUA Haf
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dannosbiMn obbekTamun. CrnegytoLme cobbiTUS 4OCTYNHbI 4SS TPOTOKONNPOBAHUS:

- 0, open — OTKpbITUE (hanna;

- ¢, create — co3gaHue hanna;

- X, exec — UCMNonHeHne danna;

- u, delete — yganeHue anna (B kartanore);

- r, acl — cmeHa ACL;

- n, chown — cMeHa BnagenbLa;

- m, mac — U3SMEHEHNE METKN;

- y, modify — naMmeHeHune danna;

- a, audit — M3MEHeHMe cnmcka perucTpupyemMblx cobbITun amna;
- d, chmod — n3amMeHeHue npas JocTyna K anny.

MH(bOpMaLI,I/Iﬂ O CMcKax nocblilaeTcd Ha CTaH,D,apTHbIVI BbIBOO N MOXET ABIMATbCA BXOAHbI-

MW AaHHbIMK ANg KomaHabl setfaud (5.1.2)).

Onuuun npuBeaeHbl B Tabnuue [27]

Tabnwunua 27

Onuusa

OnucaHue

-d, -—default

Pa6oTaTb CO cnnuckom npasu1 NPOTOKONMMpPpOBaHNA MO yMONM4aHUKO

-R, ——-recursive

[ns noganpekTopuin pekypcmnBHO

-1, --logical

CnepoBaTtb NO CUMBOSIMYECKMM CCbISNIKaM

-P, ——phisical

He cnepoBaTb MO CMMBOMMYECKUM CCbIfIKam

-n, ——numeric

BriBOAUTb MHGOpMaUMto o dnarax permctpaumm cobbITuUn B LMdpOBOWN
tdopme

-1, --long

BbiBOOMTL chnarm perncrpauumn cobbiTuin B ANNHHOW hopme

-p, ——absolute-names

ADCONIOTHbLIE MMeHa

-c, ——omit-header

He nokasbiBaTb 3arorioBok (MMsa dpanna)

-s, ——skip-empty

MponyckaTtb dannbl ¢ NycTbiMu aTpnbyTamm

-h, --help

BbiBecTun cnpaBky n BbINTK

-v, —--version

BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH

5.1.2. setfaud

CwnHTakcuc:
setfaud [-s, --set] [-b, --remove] [-m, --modify] [-d, --default]
[-S, —--set-file] [-X, --remove-all] [-M, --modify-file] [-B, --restore]
[-R, —--recursive] [-L, --logical] [-P, --physical] [-h, --help]
[-v, —--version] [npaBusia HPOTOKOJIUPOBaHUA] Qawni. . .

KomaHpaa setfaud ycTaHaBnNMBaeT CIMCKU NpaBun NpoToOKONMpoBaHus Ha dannsl. Mpa-
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BuJ1a NPOTOKOJIMPOBAHNA 3a4al0TCA B BUAE:
[u:<nomne3oBaTenk>:<@ryaru NpPOTOKOJIMPOBAHUI> ]
[,g:<rpynna>:<dmnarm OpoTOKOJIUPOBAHUA>] [, o0:<Pjaru npoToxonmupoBaHUs>], ... ,

rae <nomnwb3oBaTeJsib> U <rpynrna> — CUMMBONN4YecKkmne nnn YncrieHHble I/I,D,eHTI/I(*)VIKaTOpr nonb-

30Batend v rpynnbl, u: O3Ha4YaeT rnpasuno A4 nonb3oBaTtesid, g: — O514 rpynnbsl, o: — AOJ14

OCTallbHbIX.

<$maru NpoTOKONMPOBAHUA> := <@yaru ycCHnemHex onepauui>|[[:<@rnaru HeyCIemHHX
onepauuin>], ...]

Mpn aTom chnarn onepaumin MOryT UMeTb BUA:
<+|-><uMsa IPOTOKOJIIUPYEMOr'O COOHTUSI>, ...
(Hanpumep, +exec, -open) Unu:
[+]-]1<umcrno>
nnu:
<COKpaleHHOEe UMs NPOTOKOJIMPYEMOrOo COOHTUA#1><COKpaLeHHOE WMs NPOTOKOJIMPYEMOIO
cobuTua#2>. . .
(Hanpumep, ou — +open, +delete).
YToObl NOCMOTPETL CMMCOK NPOTOKONMPYEMbIX COBbITUIA, HAbpaTb:
setfaud -h
lMpaBuna 3agatoTcsa UM B KOMaHOHOW CTpoke (napamMeTpbl —s, —m), Unn B dpannax (napa-
MeTpbl -S, -M, —-B). [pun aTOM, (hannbl MOryT ObITb CHOPMUPOBAHLI C MOMOLLLIO MepeHanpaBnieHus
BblBOAa koMaHAbl get faud (cm. [5.1.9).
TonbKo aAMUHUCTPATOP MOXET U3MEHSTb CMIUCKU NPaBui NPOTOKONNMPOBaHUSA y hannos.

Onuuun npuseaeHsbl B Tabnuue [28]

Tabnunua 28
Onums Onucanune
-s, -—set YCTaHOBUTL CMUCOK NPOTOKONMPOBAHNSA N3 KOMaHOHOW CTPOKN
-b, --remove YaanuTb BCe afeMEHTbI CrUcKa NPOTOKONMPYEMbIX COObITUN
-m, -—-modify N3mMeHuTb nnm gobaBuTb 3NEMEHTbI CNCcKa N3 KOMaHOHOW CTPOKU
-d, --default Pa6oTtaTb CO CMMCKOM NPOTOKONMPOBAHMS NO YMOSYaHUIO
-3, ——-set-file YCTaHOBUTbL CMUCOK NPOTOKONMPYEMbIX CODbITUN U3 dhanna
-X, --remove-all YoanuTb BCe CNUCKN NPOTOKONTMPYEMbIX COObITUI

, , M3meHnTb nnn 0o6aBuTb 3NIEMEHTbLI CMIUCKA MPOTOKONMPYEMbIX COBLITUI U3
-M, --modify-file

danna
-B, —-restore BoccTtaHoBUTb aTpubyThl U3 danna
-R, -—-recursive [ns noganpekTopuin pekypcmBHO
-L, --logical CnepoBatb N0 CUMBOSIMYECKNM CCbIfNIKaM

-P, —-physical He cnepoBaTb MO CMMBONMUYECKUM CCbIfNIKam




84
PYCB.10265-01 97 01-1

OkoHyaHue mabnuuei 28

Onuusa Onucanune
-h, --help BbiBeCTM cnpaBky 1 BbIATH
-v, --version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH

5.1.3. useraud

CuHTakcuc:
useraud [-d, —--delete] [-n, —--numeric] [-1, --long] [-g, —--group]
[-0, —-other] [-m, —-—-modify] [-h,--help] [-v, —--version]

[mone30BaTeNnb/rpymna ]
KomaHga useraud no3BoOMsieT NnpocMaTpmBaTth U M3MEHATb NpaBuna NpoTOKONMPOBaHNSA
Orns nonb3oBaTenen.
useraud [-dnghvolm] [uMsa nomnb3oBaTensa(rpynmns) ] [rmaru DpoTOKOIIUPOBAHUA ]
rge <¢maru OpOTOKONUMPOBAHUA>: = <@jlarv yCIEeMmMHHX OIlepalui>
[[:<dmmaru HeyCHemHHX oIepanuu>], ...]
Mpwn aTom cpnarm onepaunn Moryt UMeTb BUA;:
<+ | -><UMSA MNPOTOKOJIMPYEMOI'O COOHTHUS>, ...
(Hanpumep, +exec, —open) Unu:
[+]-]<uucio>
unu:
<COKpalleHHOE WMsl MIPOTOKOJIMPYEMOIro COOHTHA#1><COKpaleHHOE WMs NPOTOKOJIMPYEMOI'O
cobuTUuA#2>. . .
(Hanpumep, ou — +open,+delete).
CnncoK COBLITUIA MOXHO NOMYYNTb U3 MOMOLLM KOMaHAbl (NapameTp —h, —-help).

Onuuun npuBeaeHbl B Tabnuue [29]

Tabnuuya 29
Onuwms OnucaHue
-d, --delete C6pocuTb Npasuna NpoTOKONMPOBaHNS

-n, ——numeric BbiBecTu chnaru B WwectHaguatepuydHom popmate

-1, --long AOnvHHBIN bopmaT BbIBOoAa draros

-g, ——group Ana rpynnbl (N0 yMonyaHuio — ANg Nonb3oBaTens)
-0, -—other [nsa octanbHbIX (No6on nonb3oBaTtenb)

-m, -—modify M3meHnTb cyllecTBytoLLEE NpaBuno

-h, --help BbiBECTM cnpaBKy U BbIATH

-v, --version | BbiBeCTN UH(OPMALUIO O BEPCUM U BLINTH
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5.1.4. parselog
CwnHTakcuc:
parselog [-v, --version] [-h, --help] [-c, --count] [-f, --follow]
[-1, --syslog] [-s, --silent] [-b, --binary] [-a, --facility] [-e, --events]
[-t, --time] [-u, --status] [-x, --uids] [-y, --gids] [-z, --euids]
[-0..F, --arg0 ... --argF] [Qamnn-xypHai]
KOMaHﬂ,a parselog MOXeT ObITb UCMONb30BaHa anda aHann3a gBOUYHbIX Cb&VIJ'IOB ayauTa,
3anucaHHbIX ¢ NoMoLblo parlogd.
parselog [mapameTprl] [OBOWUHHN Qany ayguTa]
Ecnu B kKauecTBe aprymeHTta He yKa3aH CbaIZJ'I C AaHHbIMW XypHalia, TO AaHHble OXNOaloTCA
M3 CTaHAapTHOro BBOAA, TaAKUM 06pa30|v|, COBMECTHO C onu,meﬁ -b, no3Bonaa opraHM3oBbIBaTb
KOHBeWepbl.

Onuuun npuBeaeHsbl B Tabnuue [30]

Tabnuua 30
Onuusa Onucanune
-c, ——count BbiBECTM CTATUCTUKY
-f, ——-follow OxunpaTtb NosiBNEeHUs HOBLIX 3anncen B anne
-1, --syslog 3anucbiBaTb BbIXOAHbIE AaHHbIE B CUCTEMY syslog (Kak cnyxb6a LOG_LOCALO)
-s, --silent He BbIBOANTbL HUYErO Ha KOHCOIb
-b, --binary BbiBOg, B ABOUYHOM chopmaTe (4ns KOHBeWepusaumm)
-h, --help BbiBECTM cnpaBKy v BbIATH
-v, --version | BbiBeCTU MHGOPMALUIO O BEPCUM U BBINTH

MapameTpbl-punsTpbl NprBeaeHsl B Tabnuue [31]

Tabnuuya 31

MapameTp-hunsTp OnucaHue

Cnucok cnyx6. [locTynHble cnyxbbl: user, proc, file, custom

-a, ——facilit
oty nnn aecatndHoe 4ymcno ot 0 go 15

Cnucok cobbituin. [na npocmoTpa cnvcka MMeH cobbiTui (3aBncuT

-e, ——events
OT NfarnHoB) Ncnonb3oBatb —e help

BpemeHHON ananasoH B chopmare:
-t, -—time <oT pmaTH>[-0O0 OaTh]
roe popmart gathl — $y [$m[$dA[$H[$M[%S]1111]

-u, --status Cratyc. [locTynHble cTaTychl: success, failed

-x, ——uids Cnucok nonb3oBaTenen (B CUMBOILHOM UM AeCATUYHOM dhopmarte)

-y, —-—gids Cnmncok rpynn (B CUMBOMbHOM UN OEeCATUYHOM dhopmaTe)
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OkoHyaHue mabnuuei 31

MapameTp-punestp OnucaHue

Cnucok ahhekTUBHbBIX MOAEHTUPUKATOPOB NOfb30BaTENEN B CUM-

-z, ——euids
BOJIbHOM UMM OecATNYHOM q)opmaTe

Mownck aprymeHTa (oT 1 oo 15) ¢ noMoLb PerynsipHbIX Bblpaxe-
HUIA. arg0 Bcerga COOTBETCTBYET NPOrpaMmMe-KOHTEKCTY COBbITUS.
Mpennonaraetcs, 4ToO BO3BpaLLaeMoe 3HayeHne — 310 NocneaHuin
aprymeHT cobbITns

-0..F, --arg0 ... --argF

5.1.5. kernlog, userlog

KomaHgbl kernlog 1 userlog npegHasHavyeHbl An4g aHanmsa ABOUYHbIX hannos Xyp-
Hana peructpauum cobbITin aapa U CodbITUA, NPUXOAALLMX OT NONb30BaTessl, COOTBETCTBEHHO.
O6e komaHAabl UCMONb3YHT parselog (CM. N ABNAKOTCA HaaCTpoMKamu Hag Hen. KomaH-
Aa parselog npuvHuMmaeT ums obpabaTbiBaeMoro ABOUYHOroO panna B KadecTse napameTpa.
[ns komaHa-HagCcTpoek nMs aHanusnpyemoro dpavna npegonpeneneHo. [ns kernlog aHanu-
3upyembiM hannom aensaetca /var/log/parsec/kernel.mlog. B aTom danne peructpum-
pytoTca cobbiTna sgpa (cepBuc parlogd). ng userlog aHanuampyembiM hanmnom sBnseTcs
/var/log/parsec/user.mlog. B aTom danne pernctpmpyrorca cobbiTus, npuxogdawime ot
nonb3oBaTerbCKUX Npoueccos (cepBuc parlogd). B octanbHOM kOMaHabl kernlog N userlog

aHanorn4yHbl parselog ¥ NPUHMMAIOT TE XKE aprymMeHTbl KOMaHaHoW cTpoku (cm. [5.1.4).

5.1.6. psaud
CwuHTakcuc:
psaud [-d, --delete] [-n, --numeric] [-1, --long] [-h, --help] [--version]
[mpaBuna NpOTOKONMPOBAHUA |
KomaHp,a psaud NO3BONIAET U3MEHUTb UINMN CYUTATb npaBuia NpoToKOJINpoOBaHUA Bbl-
6paHHOFO rpouecca. Ecnun npasuiia NpoToKosriMpoBaHUA He YKa3aHbl B Ka4eCTBe aprymeHTa, 1o
KOMaHda BbINOJIHAET X CHUTbIBaHME C npouecca, 3agaHHOro napamMmeTpom (I/I)J,eHTI/I(bI/IKaTOp
npouecca).
Ecnu aprymeHT npasuna npoToKkonMpoBaHUs NPUCYTCTBYET, TO KOMaHA4a ycTaHaBnmBaeT
npaeuna Ha npouecc. NpaBuna 3agatoTcs B BUAE:
<draru NpOTOKONUPOBAHUA> := <@jaru yCHIEmHHX
onepauuy>|[ [ :<pyaru HeyCHemHHX onepauun>], ...]
Mpwn aTom chnaru onepaunn Moryt UMeTb BUA;
<+|-><uMSA IPOTOKOJIUPYEMOr'O COOHTHUS>, ...
(Hanpumep, +exec, —open) Unu:
[+]-]1<umcrio>
nnw:

<COKpalleHHOE UMs [IPOTOKOJIMPYEMOrOo COOHTUA#1><COKpalleHHOE UMs IPOTOKOJIUPYEMOIO
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coburua#2>. ..
(Hanpumep, ou — +open,+delete).
Cnncok coBbITUN MOXKHO MOMYYUTb N3 NOMOLLM KOMaHAbl (napaMeTp —-h, —-—help).
Tonbko agMUHUCTPATOP MOXET yCTaHaBNMBaTb U CYATbIBATbL NpaBuia NpOTOKONMPOBAHWUS
npoueccos. [paBmna NpoOTOKONMPOBaHNS HacneayTcs NOPOXAEHHBIMU NPOLIECCaMM.

Onuuu npuBegeHsl B Tabnuue .

Tabnunua 32
Onumsa Onucanune
-d, -—delete CHaTb Bce npaBmna NpoTOKONMPOBaHUS ¢ Npolecca

-n, —-numeric | BblBOgUTb MHOPMaLMIO O NpaBuiax NPOTOKONMPOBAHUS B YNCITIEHHOM BUAE

-1, --long BbiBOOUTL MH(pOpMaLMO 0 NpaBunax NPOTOKONUPOBaHUS B ANUHHOW bopme
-h, --help BbiBECTM cnpaBKy U BbIATH
--version BbiBeCcTV MHopMaLmio 0 BEpCUN U BbINTU

5.1.7. JononHuTenbHble NapamMeTpbl CUCTEMbI NPOTOKONMPOBaHUSA COOLITUM

Ons TectnpoBaHus OC Ha HOBbIX annapaTHbIX KOHUIypaumusax MOXHO OTKMOYUTL NPOTO-
KonvpoBaHue Habopa CUCTEMHbIX BbI30BOB OQHUM M3 ABYX CreaytoLmnx cnocobos.:

1) OTKINO4YEeHne nNpoTOKOIIMPOBaHNA CUCTEMHbBIX Bbl3OBOB, HE UCMNOJ1Ib3yEMbIX A4 MaHOaT-

HOro ynpaslieHUA OOCTYMNOM. D,J'IFI 9TOro HeO6XO,D,VIMO BbIMOJIHUTb KOMaHOY:

echo 1 > /parsecfs/disable-non-mac-audit

Ecnu BbiBOO KOMaHAb!:

cat /parsecfs/disable-non-mac-audit

paBeH 1,710 NpoOTOKONMMpoBaHNeE CUCTEMHbLIX BbISOBOB, HE UCMNOJMb3yEMbIX OJ1A MaHOAAaTHOIo

ynpaslieHnA AOCTYNOM, OTKITHOYEHO.

2) OTKITHO4EHME MNMPOTOKOITMPOBAHNA BCEX CUCTEMHbIX BbI3OBOB. ,D,J'IFI 3TOro HeOGXOD,VIMO

BbIMOJIHUTb KOMaHAY:

echo 1 > /parsecfs/disable-all-audit

Ecnu BbiBOO KOMaHAb!:

cat /parsecfs/disable-all-audit
paBeH 1, 10 NPOTOKONIMpOBaHNE BCEX CUCTEMHbIX BbIS3OBOB OTKJTHO4EHO.
M punmMmedyaHme. Ecnn HeO6XO,E|,|/|MO, YTOObI OTKMOYEHNE nponcxogunno npun 3arpys3ke

OC, TO yKasaHHble Bbllle KOMaHAbl Heo6XxoauMo NoMecTuTb B hann /etc/rc.local.
5.2. CpeacTBa LeHTpanM3oBaHHOIO ayauTa U NPOTOKONMPOBaHUA

MporpammHoe peweHnne Zabbix npegocTtaBnseT yHKUMOHAN Ans HaACcTPowku, cbopa
AaHHbLIX 1 MOHUTOPUHIa COCTOAHNSA CETU, a TakkKe XXU3HECNOCOBHOCTU 1 LLeNTOCTHOCTU pecypcoB

cetn. OnncaHune yctaHoBKKU 1 HacTporkn Zabbix npusegeHo B gokymeHTe PYCB.10265-01 95 01-1.
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5.3. Perncrpauusa co6bitin B CYB[l PostgreSQL

B CYB[ PostgreSQL ans HacTporikn pexmnma paboTbl NOACUCTEMbI perncTpauumn cobbl-
TUM UCMOMNb3YTCA KOHPUIrypaUMOHHbIN NapaMeTp ac_audit_mode ¢pavna postgresqgl.conf
(5.3.2). 1ot NnapameTp MOXET GblTb U3MEHEH TONbBKO Nepe3anyckom cepepa. MNapameTp MoxXeT
NpUHUMAaThL CreayLlmne 3HaYeHNS:

- internal — ANsa HAaCTPOWKK permctpaumm cobbiTMIN UCNOMb3YIOTCA COOTBETCTBYHOLMNE

komaHabl SQL, a HacTporku xpaHaTca B Tabnmue pg_db_role_settings;

- external — AN1sl HACTPOMKM UCMOSb3yeTCsl BHELHWIA hain pg_audit.conf (5.3.9);

- external, internal — CcMeLaHHbIN pexnm. HacTponkun 6epyTcs cHavana u3 BHeL-

Hero ¢havna pg_audit.conf, Nnocne 4Yero OOMOSHAKTCA HacTponkamun M3 Tabnuubl

pg_db role_ settings;

- internal, external — CMeELLUAHHbIN pexum. HacTpoinku GepyTcsa cHadana ns Tab-

nmubl pg_db_role_settings, Nocne 4yero AOMNOMHAKTCA HACTPONKAMN U3 BHELLHErO

danna pg_audit.conf;

- none — NPOTOKOJInpoBaHne B AaHHOM peXnme OTKITHOHEHO.

5.3.1. Hactpownka cpanna pg_audit.conf gna perncrpaums coobIiTUn

HacTporika noacuctemsl coobuennn ayanta B CYB[ PostgreSQL obecneunBaetcs KoH-
durypaumoHHbiM pannom pg_audit.conf KOHKPETHOro Knacrtepa AaHHbIX, KOTOPbIA UMeeT
cnegywowmn gopmar:

- ayauTt gencteun agMunHuctpartopa CYB[:

success events mask = FOOE7 failure events mask = 0 user = postgres

- OS5 nonb3oBaTens sny BbINOMHATb PErMCTPaLMIO TONbKO HEeYCNEeLHbIX JENCTBUN:

success events mask = 0 failure events mask = FFFFF user = sny

- [OJ19 BCEX OCTasbHbIX NOMNb30BaTesien BbIMOMHATE PErMCTPaLUnIo BCEX HEYCMNELLHbIX AeN-

CTBUWN 1 BCEX YCMNELIHbIX EeNCTBUI, KpOMe A0CTyNna K AaHHbIM:

success events mask = F0707 failure events mask = FFFFF

B aTom KoHUrypaunoHHoM channe 3agatoTcst CNMCKKU yeneLwHbiX (success events mask) u
HeycnelwHbIX (failure events mask) TMNoB 3anpocoB Ha AOCTYM, KOTOpble ByayT perncTpmMpoBaThCs
B )XypHane CYB[ n noacucteme ayanta OC ansa otaenbHbIX NOAb30BaTeen U no yMosiHaHuio.
Cnuckn TMNOB 3anpoCcoB Ha AOCTYN 3a4aloTCcs B BUAE LLUECTHAALATEPUYHBIX YMCES, B KOTOPbIX
KaxgoMmy Tuny 3anpoca COOTBETCTBYET YCTAaHOBIEHHbIV (4115 perucTpupyemMbix 3anpocoB) unm

COpPOLLEHHBIV (A5 HE perncTpupyembix 3anpocoB) 6ut (Tabnuua [33).
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Tabnunuya 33
Tvn 3anpoca OnucaHune but meCTZaHgIJZLiquHoe
SUBJECT Tﬂ;6:ﬁm;er:3ﬁf1msmeHeHMe/ynaneHme nonb3oBa- 0 1
MN3meHeHne KoHurypauum, Bnnaowen Ha go-
CONFIGURATION | CTyn K AaHHbIM (3anpoc Ha U3MEeHeHue 3Haye- 1 2
HUA NepeMeHHON ac_session_maclabel)
RIGHTS M3meHeHve npaB goctyna k oobektam B[ 2 4
CHECK_RIGHTS Moandumkaumsi npae goctyna k obbektam B[] 3 8
SELECT Bbibopka nHdpopmaumm ns b 4 10
INSERT Hob6asneHne nHdpopmauumn B B 5 20
UPDATE N3meHeHne nHdopmauuu B B 6 40
DELETE Ynanenue nHgpopmauuun ns b 7 80
TRUNCATE OuncTKka AaHHbIX 8 100
REFERENCES f::g)ar;zqc;on6ua Tabnuupbl B Ka4eCTBe BHELL- 10 400
TRIGGER [obaBrneHne Tpurrepa kK Tabnuue 11 800
EXECUTE 3anyck xpaHMMou npoueaypel Unu Tpurrepa 12 1000
USAGE VMcnonb3oBaHne obbekTa B[] 13 2000
CREATE CospaHue obbekToB B B[] 16 10000
CREATE_TEMP Cos3naHue BpeMeHHbIX 06bekToB B B[] 17 20000
DROP YpaneHue obbektoB B[] 18 40000
ALTER M3meHeHne obbekTa B 19 80000
CONNECT CoegunHeHne nonb3oBaTensa ¢ B/ 30 40000000
DISCONNECT PasbeauHeHune nonb3osartens ¢ b1 31 80000000

MHdopmaumsa o coegmHeHnmn nonb3oBatenen ¢ Bl (CONNECT) 1 pasbeanHEHUN C HEWN

(DISCONNECT) pernctpupyertcs Bcerga, npu ycnoBum, YTo CMCOK COBbITUI He yCTaHOBMEH B 0.

5.3.2. HacTtpoika macku peructpauum cobbiTum

B CYBL PostgreSQL Bepcun 9.6 macka pernctpauyum cobbiTU yCTaHaBnMBaeTCs B

npouecce aBTOpM3aLMM MOMb30BaTeNsi COrMacHO BbIbGpaHHOMY pexuMmy paboTbl NOACUCTEMBI

perncTpauumn cobblTUn N HaXo4UTCs B aTpubyTe ceccum ac_session_audit.

Mpw 3TOM peanv3oBaH crieayrLLmMin NopsAoK NPUMEHEHNUSI HACTPOEK perncTpaumm cobbl-

1) HacTPOMKM ONA KOHKPETHOM PONN U KOHKPETHOW 0a3bl A4aHHbIX;

2) HACTPOWKWM ONS KOHKPETHOW ponu;

3) HacCTPOWKM ON1s1 KOHKPETHOW Ba3bl AaHHbIX;
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4) pns Bcex ocTanbHbIX.

Macka perncrtpauunmn cobbITnin MMeeT BUA {YCIIEX: OTKA3}, rae YCIEX — CAUCOK ycnewl-

HbIX COBbITUI, OTKA3 — CMUCOK HeycneLHbIX cobbITun. OHa MOXET ObiTb 3a4aHa C MOMOLLbLO

OyKBEHHbIX KOOOB UMM C NMOMOLLbIO LLIECTHAAUAaTepPUYHOro Yncna. BeiBog Macku NnpovsBoanTCs B

TECTOBOM BUAe.

B tabnuue npnBeaeHo COOTBETCTBUE MeXAY cobbITUAMM, 6yKBeHHbIM N wecTtHaaguate-

PUYHbIM 3HAYEHMEM MACKN perncrpaumm cobbITUA.

Tabnuuya 34
CobbiTne Cumson | WecTtHaguatepuyHoe OnucaHune
3HayeHve

SUBJECT S 1 [obaeneHne/nameHeHne/yganenne nonb3opare-
new v rpynn

CONFIGURATION s 2 MN3ameHeHne KoHurypauum, BnusoLlen Ha ao-
CTYN K A@HHbIM (3anpocC Ha M3MEHEHWEe 3HaYeHUs
nepemMeHHon ac_session_maclabel)

RIGHTS R 4 3anpoc Ha mogudmkaumio npae goctyna K o6b-
ektam b/l

CHECK_RIGHTS \ 8 MpoBepka npaB gocTyna

SELECT r 10 Beibopka nHdpopmauun ns b

INSERT a 20 [ob6aesneHue nHdopmaumm B B

UPDATE w 40 N3meHeHne nHcdopmaunm B b

DELETE d 80 Ypanenue nHdopmaumm ns bl

TRUNCATE D 100 OuncTka gaHHbIX

REFERENCES X 400 3agaHue ctonbua Tabnuubl B Ka4ecTBe BHELL-
Hero knova

TRIGGER t 800 [obaeneHne Tpurrepa K Tabnuue

EXECUTE X 1000 3anyck xpaHuMou npoueaypel Unu Tpurrepa

USAGE U 2000 Mcnonb3oBaHne obbekta b

CREATE C 10000 CosnaHue obbekToB B B/1

CREATE TEMP T 20000 Co3gaHne BpeMeHHoro obbekTa

DROP E 40000 Ypanenue obbekToB B[

ALTER M 80000 MN3ameHeHne obbekTa B[]

CONNECT c 40000000 3anpoc Ha Ha4yano ceccum

DISCONNECT e 80000000 3anpoc Ha OKOH4YaHue ceccum

3ape3epBNPOBaHHbLIN | * COOF3DFF lMonHaa macka NpoTOKONMPOBaHUS

cMMBON

3ape3epBnpoOBaHHbIv | O 0 MpoTokonMpoBaHNe OTKITHOYEHO

CUMBOIJ1
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ATpuBYT ceccum ac_session_audit MOXET OblTb U3MEHEH TONBbKO agMUHUCTPATOPOM

C NMOMOLLIbIO KOMaHAb! SET:

SET ac_session_audit TO ’'HoBOe_3HaueHue'’;
N NMPOCMOTPEH C NOMOLLIbIO KOMaHAbI:

SHOW ac_session_audit;

ﬂ,J'IFI MPOCMOTpPa MacCKn ceCCum UCnoJib3yeTcd crieayrowlad KomaHaa:
SELECT session_audit;

ﬂ,J'IFI npocMoTpa TeKyLLl,eIZ MaCKM UCMNOJNb3YyETCA crnefyrulad KoMmaHaa:
SELECT current_audit;

[ns KoHBepTaumm mMackum NPOTOKONMPOBAHUA U3 TEKCTOBOro (OyKBEHHOro) B LUECTHa-
auatepuyHoe 3HavyeHne N M3 LWecTHaauaTepuyHoro B TeKCToBoe (OyKBEHHOE) UCMOMb3YyHTCs
SQL-pyHKUMM text_to_auditmask (TEXT) M auditmask_to_text (TEXT) COOTBETCTBEHHO.
Hanpumep:

Mpumep
SELECT text to auditmask(’ {ace:ce}’);
text to auditmask
{0xC0000020:0xC0000000}

(1 crTpoxka)

SELECT auditmask to text(’ {0xC0000020:0xC0000000}");
auditmask_to_ text
{ace:ce}

(1 crTpoxka)

5.3.2.1. HaszHayeHue CNMUCKOB perncTpauum cobbITUN B pexume internal

ﬂ,J'IFI HasHa4YeHUss Mackm cobbiTu B pexunme internal ncnosrnb3dyetcd KoMaHAa
ALTER ROLE:
ALTER ROLE { ALL | uma_pomnu } [ IN DATABASE uma_6a3w_pgaHuHux | SET
ac_session_audit TO HOBOe_3HAUEHUE;
ﬂ,J'IFI yaarneHna Crimcka peFI/ICTpaLI,I/Iﬁ cobbITNN ncnonb3dyeTcqd crnegyroulad KomaHaa:
ALTER ROLE { ALL | uma_pomu } [ IN DATABASE wuma_6a3e_paHHHX | RESET
ac_session_audit;

Mpn mMogudmkaumm Mackm npoucXoamT aBToMatnyeckoe OO6HoBreHne atpubyTta

ac_session audit.

M punmMmedyaHuMe. [1na BbINONHEHUS npmBegeHHbIX KOMaH Tp86yIOTCFI npasa agMumMHN-
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cTparopa.
MpumeyaHwune. MNpn nHMumManusayumn knactepa 6as gaHHbIX aBToMaTnyeckn gobaens-
loTCA cnegyowme npasuna:
ALTER ROLE postgres SET ac_session_audit TO ' {SsRawdCTEMce:ce}’;
ALTER ROLE ALL SET ac_session_audit TO ’ {SsRDxCTEMce:SsRVrawdDxtXUCTEMce}’ ;
5.3.2.2. HazHayeHue CNMCKOB perncTpauum codbbITUN B pexnme external
[nsa HazHayeHWs Mackn cobbITUI B peXxnuMe external UCNOMNb3YETCA KOHPUNYPALMOHHbIN
dann pg_audit.conf cnegywouiero Bnaa:

success events mask = value failure events mask value user

UMsi_Tiojnib3oBaTensa database = umsa_6a3H_OaHHHX

success events mask value failure events mask value user

HMsA_I10JIb30BaTeEJIA

value

success events mask value failure events mask

MpumeyaHue. Jllobble nameHeHns aToro carna 6yayT NpMMEHEHbI TOMBKO Npu nepe-
3anycke cepsepa.

5.3.2.3. HazHayeHue CNUCKOB perucTpauum coobbITUW B pexummax external,
internal u internal, external

3arpyska Macku permctpaumm cobbiTui B pexxmMme external, internal AByx3TanHas:
CHayana BbINOMHAETCS 3arpy3ka Macku perucrpaumumn cobblTnii n3 darina, nocne 4ero onorHAeTcs
HacTponkamn n3 pg_db_role settings, ecnmBpg_db role_ settings ectb 6onee TouHbIE
HacTponku. [Ina namMeHeHns Macku permcTpaumm cobbITUn ceccnm MoryT BbiTb MCMNOMb30BaHbI
komaHabl n3[5.3.2.1]

AHanorn4yHo n onga pexmma internal, external.

5.3.2.4. HazHayeHue CNMCKOB perucTpauum cobbITUA B peXxXnume none

B pexvme none peructpaumsa cobbITUW OTKMKOYEHa, O4HAKOo, agMUHUCTPaToOp MOXET

NM3MEHSTb MacKy pernctpaumm cobbITuin ¢ NoOMoLb0 KoMaHa 13 (5.3.2.1]
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6. UI30NALUNA NMPOLIECCOB

Anpo OC obecneymBaeT 4ns Kaxaoro npouecca B cucteMe cobcTBEHHOE M30NMPOBAHHOE
agpecHoe NpPoCTPaHCTBO. [laHHbIM MeXaHM3M MU30MSLUUM OCHOBAH Ha CTPaHUYHOM MexXaHu3me
3alWnTbl NAaMATH, a TakKe MeXaHN3Me TPaHCnALMM BUPTyanbHOro agpeca B unsnyeckui, nogaep-
XUBaeMbln Mmogynem ynpaeneHusi namstbto. OgHM 1 Te e BUpTyanbHble agpeca (C KOoTopbIMuU
n paboTtaeT npoueccop) npeodbpasyoTca B pasHble hunandeckme ans pasHbiX agpecHbIX Mpo-
cTpaHcTB. lNpouecc He MOXET HeCaHKUMOHMPOBaHHLIM 0Opa3oM NoNyyYnTb AOCTYN K MPOCTPaHCTBY
Apyroro npowecca, T. K. HENPUBUENMPOBaHHbIVA NOMb30BaTENBCKUI NPOLECC NIULIEH BO3MOXHOCTHU
paboTaTb C M3MYECKON NAMATLIO HANPSAMYIO.

MexaHnam pasgensdemMon namsaTu ABASETCA CaHKLMOHUPOBAHHLIM CNOCOBOM MOnyyYnTb
HECKONbKMUM npoLeccamM AOCTYN K O4HOMY Y TOMY e y4acTKy NaMsiTu U HaXoAUTCA Nog, KOHTPONeM
OUCKPELUMOHHbIX 1 MaHaaTHbIx [MPL.

AppecHoe NpOCTPaHCTBO siapa 3alMLLEHO OT NPAMOro BO34ENCTBUSA NOSMb30BATENbCKUX
NPOLLECCOB C UCMOSIb30BaHMEM MEXaHM3Ma CTPaHUYHOW 3alnTbl. CTpaHuUbl NPOCTPaHCTBa aapa
ABNAIOTCA NPUBUIENMPOBAHHBIMU, N OOCTYN K HAM M3 HEMNPUBUNENMPOBAHHOIO KOAa Bbl3biBaeT
NCKNIOYEHNE npoLlieccopa, KoTopoe obpabaTbiBaeTcst KOPPEKTHbIM 0bpasom sagpom OC. Egnn-
CTBEHHbIM CaHKLUMOHMPOBaHHbLIM cnocobom goctyna k aapy OC 13 nonb3oBaTenbCKoW NporpamMmmbi
ABNSAETCA MEXaHU3M CUCTEMHbIX BbI30BOB, KOTOPbIA rapaHTUpyeT BO3MOXHOCTb BbIMNOSIHEHUSA

nonb3oBaTesieM TOSIbKO CaHKLMOHMPOBAHHbLIX ENCTBUMN.
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7. BALLATA NMAMATU

7.1. OyucTtka namaTu

Anpo OC rapaHTupyeT, 4TO 06bIYHbIA HEMNPUBUEMMPOBAHHbLIN NPOLIECC HE NOMYyYnT AaH-
Hble Yy>XOro npouecca, ecnm 31o 9BHO He paspelueHo NMPL. 3T1o o3HayaeT, 4To cpeactea IPC
KOHTponupytotca ¢ nomolubto MNP, n npouecc He MOXET NONYyYNTb HEOUYULLEHHYIO NaMATb (Kak
onepaTuBHYH, TaK N OUCKOBYHO).

[lononHuTenbHble BO3MOXHOCTM MO OYUCTKE OCTaTOMHOW MHpopmMaumm npenocTaBns-
eT sApo C ycuneHHon camosawmuTton Hardened. Habop nameHeHun n onumn sgpa Hardened
obecneymnBaer:

- OYUCTKY ocTaToyHOM NHopmaumm B agepHom cteke (STACKLEAK);

- O4YMCTKY ocTaTtodHou nHdopmaumm B saepHon kyde (PAGE_POISONING).

B OC peanusoBaH MexaHU3M, KOTOPbIN o4nLLaeT Hencnonbdyemble 6rnokn ®C Henocpen-
CTBEHHO Mpwu nx ocBoboxaeHnn. Pabota 4aHHOrO MexaHM3Ma CHUXXAET CKOPOCTb BbIMOMHEHUS
onepauun yganeHus n ycedeHusa pasmepa ¢avna. JaHHble nobbix yaansembix/ype3aeMbix
hannoB B nNpeagenax 3agaHHon ®C npeaBapuTesnibHO o4MLLAOTCA NpegonpeaeneHHon unm nces-
[0CnyYyanHoOM MacKupyroLLen nocnenoBaTenbHOCTLI0. MexaHn3am sBnaeTcs HacTpanBaeMbiM U
no3sonsieT obecneuntb padoty PC OC (Ext2/Ext3/Ext4) B 0o4HOM 13 CneayoLwmx peXMMOB:

1) o4MCTKa OCYLLECTBSAETCS NOCPEACTBOM nepesanuncy Kaxxagoro banta B ocBOOOXaaeMom

obnacTn nocpeacTBOM YeTbIpeEX cuUrHatyp cregywowero suga: 11111111, 01010101,

10101010, 00000000. Ncnonb3oBaHWe pexuma BKIloYaeTcs napamMeTpoMm secdel B

KOH(purypaumoHHom camnne /etc/fstab gnsa pasgena ®C, Ha koTopom Tpebyetcs

oynwate BrokuM namsaTh npyu nx ocsoboxgeHun (Hanpumep, /dev/sdal). B cnvcok

napamMeTpoB MOHTUPOBaHUA AobaBnsaeTca napameTp secdel.

Mpumep
/dev/sdal /home ext4 acl,defaults,secdel 0 2

2) o4YmnCTKa OCYLLECTBMNSAETCA NOCPeaCTBOM nepesanncu Kaxxgoro 6anTta B ocBoboxaae-
Mon obrnacTu nocpeacTBOM YeTbIpex CUrHaTyp cnegywouwero syga: 11111111, 01010101,
10101010, 00000000. KonuyecTtso nepesanuncen onpegenderca agMnMHncTpatopom. Vc-
Nonb30BaHME peXxrMa BKINOYaeTCa YCTaHOBKOW 3HaYeHnsa napameTtpa secdel B KOH(pU-
rypaumoHHom cdanne /etc/fstab ana pasgena ®C, Ha kKOTopoM TpebyeTca ounwatb
6rokn namaT npu nx ocsoboxaeHuu (Hanpumep, /dev/sdal). lNpu yctaHoBKe Ynucna
nepesanucen 6osnblle YeTbipex CUrHaTypbl MCMONb3YKTCA NOBTOPHO. Hanpumep, npu
yCTaHOBKe 4ucna nepesanncen, paBHOMY 6, NOCreAoBaTeNbHOCTb CUrHATYp, UCMOMb-
3yeMblx Ang nepesanucu, UMeeT cnegywowmin sua: 11111111, 01010101, 10101010,
00000000,11111111, 01010101. B cnncok napameTpoB MOHTUpOBaHNA JobaBnseTca
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napameTp secdel=6.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdel=6 0 2

3) o4uMcTKa oCyLLeCcTBNAETCS MOCPEACTBOM Nepe3anucu Kaxaoro 6anTta B ocBoboxgaemon
obrnactn nocpeaCcTBOM YeTblpex NceBaocryvarHblx curHaTyp. Micnonb3oBaHue pexvma
BKNtoYaeTca napameTpoMm secdelrnd B KOHUrypaumoHHom cainne /etc/fstab ana
pasgena ®C, Ha kKoTopom TpebyeTca oumwatb BroKM NamMATU Npu UX 0CBOBOXAEHUMU
(Hanpumep, /dev/sdal). B cnucok napameTpoB MOHTMPOBaHUA JobaBnseTca napameTp

secdelrnd.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd 0 2

4) o4ncTKa OCyLLECTBNSETCA NOCPeaCTBOM nepesanucu kaxaoro 6anta B ocsoboxaa-
emMoun obnactu nocpeacTBoM nceBaocnyyarHblx curHatyp. Konndectso nepesanucen
onpenensieTcs aAMMHUCTPATOPOM. Vicnonb3oBaHue pexrma BKII0YaeTcs YCTaHOBKOW 3Ha-
YyeHus napameTpa secdelrnd B KOH(UrypaumoHHom cpanne /etc/fstab anga pasgena
®C, Ha koTopoM TpebyeTcst ounwatb 6ok NamaTn Npym nx ocsoboXxaeHUn (Hanpumep,
/dev/sdal). Hanpumep, npu ycTaHOBKe 4ucra nepesanncen, paBHOMYy 6, B CAUCOK

napameTpoB MOHTMpOBaHUSA AobaBnsieTcsa napameTp secdelrnd=6.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd=6 0 2

YcTaHoBKa napameTpa MOHTMPOBAHUSA ANt OYMCTKM BrIOKOB NMaMsATU Npu X OCBOBOX-
OeHUN MOXeT ObITb BbINOSIHEHA C UCMONb30BaHUEM rpaduyeckon yTunutbl £ly-admin-smc,
3anyweHHon agMuHucTpatopom. bonee nogpobHoe onucaHue yTUnnTbl CM. B 3NEKTPOHHON
crnpaBke.

[1nsa BKIOMEHMS OUYUCTKM aKTUBHbLIX pa3gernoB CTpaHM4YHOro ooMeHa Heobxoanmo ycTa-
HOBUTb B KOH(UrypaumoHHoM dpanne /etc/parsec/swap_wiper.conf Ona napametpa

ENABLED 3Ha4yeHue Y.

Mpumep
ENABLED=Y

[Ons 3agaHus cnucka pasgenoB CTpaHNYHOIO obmeHa, onsa KOTOPbIX HE BbINOJTHAETCA
O4YMCTKA, MOXKET BbITb MCMONb30BaH napameTp IGNORE, 3Ha4eHUe KOTOpOro ABNAeTCsH CrMCKOM

nepeyncrieHHbIX Yepes npoben UrHopupyembix pasaernos CTpaHUYHOro obmeHa.

Mpumep
IGNORE="/dev/sdz1l0 /dev/sdzll"
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HacTpoiika o4nMcTkM pa3genoB CTpaHMYHOro obMeHa npu BbIKITFOYEHUM CUCTEMbI MOXKET
ObITb BbINOMHEHA C UCMNOSb30BaHNEM rpaddMyeckon yTunuTbl £ly-admin-smc, 3anyLleHHON

agMuHucTpaTopoM. bonee nogpo6Hoe onucaHue yTUnnUTbl CM. B 3NEKTPOHHOW CripaBKe.
7.2. CpepcTBa orpaHM4YeHust NpaB AOCTYyna K CTpaHULaM NnaMAaTU

CpencTtea orpaHu4eHnsa npas AOCTyna K CTpaHULam namaTtn peanns3oBaHbl HA OCHOBE
CTaHAapTHbIX BO3MOXHOCTEN A4pa, a Takke Habopa M3MeHeHUn n ocobbix NnapameTpoB sapa
OC (hardened). BkntodeHHble napameTpbl gapa OC npegoctaBnaoT 3alunTy 3agadam sgpa m

npoueccamM nonb3oBaTenen Npu AOCTyne K CTpaHuuam onepaTMBHOM NaMsiTU:

3anpet 3anncu B obnacTtb namsaTu, NOMEYEHHYI0 KaK UCMOoJTHAEeMasd,

3aripetT co3gaHnAa UCTNoNHAEeMbIX obnacten namsTu;

3arnpeTt co3gaHnda UCrnoriHAEMOro CTeka,

paHaoMU3auunio agpecHOro NPoCcTpaHCcTBa npolecca.

BbinonHeHne nNpoun3BonbHOro koga obecnednBaeTcsl Ha OCHOBE KOHTPONS AocTyna K
CTpaHuLaM NamaTy No TUnam: YTeHune, 3anucb, UCMOMHEHME MU NX KOMOMHaLMK.

MprMmeHsTCA pasnUyHbie MeXaHNU3Mbl 3aLMTbl NAMSTH, KOTOPblE OCHOBaHbI HA aMYns-
LUuM unm annapatHon peanudaummn NX-6uta (6uta ncnonHeHust Ha ctpaHuuax namsatn) n PCID
(Processor-Context ID — ngeHTUdmkaTop KOHTEKCTA BbINOSIHEHUS), @ Takke TexHonormm ASLR
(panHooMU3aUUsa pacnonoXeHnsa BUpTyanbHOro agpecHoro npoctpaHctea) nu KASLR (paHgomu-
3aumst agpecHoro npoctpaHcTBa aapa). Npu Hanndmm annapaTtHon nogaepxkn NX-6uta n PCID
Ha HOBbLIX Npoueccopax Anbbpyc-1C+ 1 Bnbbpyc-8C npon3BoanUTENBHOCTL BbIYNCINTESNBHOM
CUCTEMbI HE yXyaLLaeTCs.

Apnpo OC umeeTt apxmtekTypy, obecneymBatoLLyto HEBO3MOXHOCTb ero nepemeLleHns B
dhun3nyeckomM agpecHoM NpocTpaHcTBe, Npu aToM TexHonorms KASLR 3ageT cnyyanHoe cMmelleHue
HayanbHOro agpeca BbINOMHEHNS SApa NPU KaXaom ero 3arpyske.

TexHonorna ASLR obecneumBaeTt cnyyanHbin xapakTep (paHAOMU3aALMIO) CMELLEHNI
CErMeHTOB KoAa M aHHbIX (B TOM YMCre CTeKa 1 Kydn) Npu UCrosib30BaHUN CUCTEMHOIO Bbl30Ba
oTOoOpakeHna B NamsaTb mmap ().

apaHTUa TOro, 4YTO agpeca C NPOU3BOSIbHBIM JOCTYNOM He ByayT OOHOBPEMEHHO AOCTYM-
Hbl Ha 3annCb W BbINOSIHEHWE, peann3yeTcst MCNoSIb30BaHNEM BO3MOXHOCTEN CUCTEMHbIX BbI30BOB

mmap () MWmprotect ().
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8. KOHTPOIJ1b LIEJTIOCTHOCTHU

[na obecnevyeHns KOHTPONS LENOCTHOCTU (B T.4. KOHTpons uenoctHoctu KC3) B OC

pearnin3oBaHbl:

CpencTBO NnofcHeTa KOHTPOrbHbIX CyMM (hannos 1 onTudecknx anckos (8.1));

CPEeACTBO NnoAcyeTa KOHTPOMbHbLIX CyMM cbainnos B deb-naketax (8.2}

CpencTBO KOHTPONsi COOTBETCTBMA AUcTpmbyTumay (8.3);

cpeacTBa pernameHTHOro KoHTpons uenoctHocTu (8.4);

cpenctBa co3jaHus 3aMKHYToW nporpammHon cpenbl (15.1)).

[ns pelieHns 3agad KOHTPONS LENOCTHOCTY nNpeaHasHavyeHa 6ubnuoTteka 1ibgost, B
KOTOPOWN ANS1 BbIYUCNIEHNSA KOHTPOSbHBIX CYMM peanv3oBaHbl YHKLUN X3LWMPOBAHNSA B COOTBET-
ctBumn ¢ FOCT P 34.11-94, TOCT P 34.11-2012 ¢ anuHon x3w-koaa 256 out u NOCT P 34.11-2012
C ANvHOM x3aw-koda 512 6ut. HassaHHaa 6ubnuoTteka ncnomnb3yeTcs B CpeAcTBax noacyeta
KOHTPOSbHbIX CyMM QannoB M ONTUYECKUX OUCKOB, KOHTPOMS COOTBETCTBUSA OUCTPUOYTUBY U
pernameHTHOro KOHTPOMS LEeNOCTHOCTU, MOAYNSX ayTeHTUdMKauun.

B OC peanunsoBaH mexaHun3m, obecrnednsatonin NnpoBEPKY HEM3MEHHOCTU U NOASNTNHHO-
CTU 3arpyxaemblx ucnosnHaemblix pannos gpopmarta ELF. lNpoBepka nponssoanTca Ha ocHoBe
KOHTPOMbHbIX CyMM, Bbliucrisiembix B cootBeTctBum ¢ [OCT P 34.11-94 n TOCT P 34.11-2012
C OnvHoun xaw-koga 256 6uT, n 3L, peannsosaHHon B cootBeTcTBUM ¢ TOCT P 34.10-2001 un
MOCT P 34.10-2012, koTopble BHegpeHbl B ucnonHaemble ¢annel oopmata ELF B npouecce
cbopku OC. [laHHbI MexaHn3M nNpeaHasHavyeH AN BbiABEHUS hakTOB HECAHKLUMOHMPOBAHHOMO
n3MeHeHus ucnorHsembix annos popmara ELF (B T. 4. oTHocsawmxca k KC3) u npegoTtepalleHus
NX 3arpysKku.

B OC peanusoBaH MexaHn3am, obecneymsaroLL i NPoOBEPKY HEM3MEHHOCTU U NOASIMHHOCTH
darinos. MpoBepka NPOM3BOANTCA HAa OCHOBE KOHTPOIbHbLIX CYMM, BblYMCISIEMbIX B COOTBETCTBUN
c MOCT P 34.11-94 n TOCT P 34.11-2012 ¢ annHown xaw-koga 256 6ut, n 3L, peanusoBaHHON B
cootBetcTBUM ¢ FOCT P 34.10-2001 n NOCT P 34.10-2012, KoTOpble BHEAPSAIOTCSA B PACLUNPEHHbIE
aTpmbyTbl hannoBon cuctemMbl. [JaHHbIM MexaHu3M npefHasHavyeH AN BbiABNEHUs (pakToB

HECaHKLMOHNPOBAHHOIO N3MEHEHUS UCMONHAEMbIX (hannoB 1 NPeaoTBPaLLEHUS UX OTKPbITUSI.
8.1. CpeacTBO noAacyeTa KOHTPOSIbHbIX CYMM hanoB U ONTUYECKUX OAUCKOB

[na nogcyeTa KOHTPOSbHLIX CyMM bannoB U onTuyeckux anckos B coctaB OC BKIto-
yeHa yTunmTa KOMaHgHOW CTPOKM gostsum. [N BbiIBOA4A MHPOPMALUKM O CUHTAKCUCE YTUNUTbI
gostsum Heob6Xo4MMO BbINOMHUTL KOMaHAY:
gostsum -h

CuHTakcuc:
gostsum [KJIOU] ... [PAWI]
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Onuuun npuBeaeHsbl B Tabnuue [35]

Taobnuuya 35
Onuws OnucaHue
-—-gost-94 YcTtaHaenumBaert, 4to 6yget ncnone3osaH anroput™ MOCT P 34.11-94
——gost-2012 YcTtaHaenuBaer, uto 6yget ucnonb3oBaH anroputm FOCT P 34.11-2012 ¢

ONIMHON X3L-Koda 256 6uT (Mo ymon4yaHuio)

YctaHaBnuBaer, 4to 6yaet ucnonb3oBaH anroputm FOCT P 34.11-2012 ¢

- -2012-512 -
gost-2012-5 ANVIHOW X3Lw-koda 512 6wt

-b YcTtaHaBnmBaeT pasmep 6rokoB, KOTOpbiMM ByaeT cumTbiBaTbCA hawn
° 3apgaet vmsa havina ons BbIBOAA KOHTPOMBHOW CYMMBbI (MO YMONYaHUIO —
CTaHOapTHbIN NOTOK BbIBOAA)
d 3apgaet umsa darina ycTponcTea YTeHUs onTUYecknx AnckoB (dainna c obpa-
30M OMTMYECKOrO ANCKA) AN1s NogcyYeTa KOHTPONBbHOW CyMMbI
-t TecTupoBaHWe anropuTMoB MoACYETa KOHTPOSbHbLIX CYMM
TecTnpoBaHue anropuTMoB nogcyeTa KOHTPOMbHbLIX CYMM B MHOMOMOTOYHOM
P cpene
-h [--help] nokasaTb 3Ty CrnpaBKy U BbINTU

[anee npmuBeaeH npuMep nogcyeTa KOHTpOJ'IbHOI7I CYMMbI ONTUYECKOro AnckKa:

gostsum -d /dev/cdrom
8.2. CpeacTBO noacyeTa KOHTPOribHbIX cyMM channoB B deb-nakeTtax

[nsa nogcyeta KOHTPOsibHbIX cyMM hbansioB B deb-naketax B coctas OC Bkno4veHa
yTunmTa KOMaHgHOW CTpokM gostsum_from_deb. [ng BbiBoga UHOpPMaLUM O CUHTAKcuce
YyTUNUTBLl gostsum_from_ deb HEOOXOAMMO BbINOMHUTL KOMaHAY:
gostsum_from deb -h

CuHTaKcuc:
gostsum_from deb [gostsum aprymenTr] [-d pupekTopusa] [-p deb-maker]

Onuuun npuBegeHbl B Tabnuue [36]

Tabnunua 36
Onuws Onucanue
--gost-94 YctaHaBnuBaer, yTo 6yaet ucnonb3osaH anroputm NOCT P 34.11-94
——gost-2012 YcTtaHaenuBaer, uto 6yget ucnonb3oBaH anroputm FOCT P 34.11-2012 ¢

AJNIMHON X3L-Koga 256 6uT (Mo ymon4yaHuio)

YcTtaHaBnuBaer, 4to 6yget ucnone3oBaH anroputm FOCT P 34.11-2012 ¢

~-gost-2012-512 ASIMHOW XaL-kogda 512 6uT

gostsum arguments | aprymeHTbl YyTUIINTbl gostsum

3apaet umsa katanora, cogepxatlero deb-naketbl, 4na ¢annoB B KOTOPbIX

-d mgupekTOpUSA
BbIHYMCNAKTCA KOHTPOJIbHbIE CYyMMbI
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OkoH4yaHue mabnuubl 36

Onuusa Onucanune

3agaet umsa deb-naketa, onst gannoB KOTOPOro BbIYUCIATCS KOHTPOSbHbIE

-p deb-naxker
CYyMMbI

8.3. CpeacTBO KOHTPOMA COOTBETCTBUSA AUCTPUOYTUBY

CpenctBo KOHTPONS COOTBETCTBUA ANCTPMOYTUBY NpenocTaBnseT BO3MOXHOCTb Ans
KOHTpons cooteeTcTBus 06bekToB PC OC anctpmbyTtumey. [1ns obecnevyeHnss KOHTPOrs LenocT-
HocTn 06bekToB PC OC (B T.4. C3M) B cocTtaB anctpubytnea BXoanUT hann gostsums. txt CO
CNUCKOM KOHTpPOMbHbIX cymm no NOCT P 34.11-2012 ¢ annHon xaw-koga 256 6ut gnsa Bcex
dannos, BXOOAWMX B MaKeTbl nporpamm AnctpmbyTtmea. Mcnonb3dys rpaduyeckyro yTUnmTy
fly-admin-int-check, MOXHO NPOBECTU BbIYUCIEHME KOHTPOSbHbLIX CyMM hbannoB cucrte-
Mbl U MPOBEPKY COOTBETCTBUS MONTYYEHHbBIX KOHTPOSbHbIX CYMM 0anfioB CUCTEMbI 3TANIOHHBbIM

KOHTpONbHbIM cymmaMm. bonee nogpobHoe onnucaHue yTunnTbl CM. B 9NEKTPOHHOW CripaBke.
8.4. CpencTBa pernaMmeHTHOro KOHTPOSA LefIOCTHOCTH

OpraHunsauns pernameHTHoOro KoHTpons uenoctHoctn OC, npuknaaHoro MO n C3U obec-
neymBaeTca HabopoM nporpamMmHbIX cpeacTB Ha ocHoBe «Another File Integrity Checker». B
yKka3aHHOM Habope peanu3oBaHa BO3MOXHOCTb AN NPOBEAEHNsI NePUOLAMYECKOro (C NCNonb3oBa-
HWEM CUCTEMHOrO NMaHMPOBLUMKA 3afaHWU cron) BblYNCEHNSA KOHTPOMbHbBIX CyMM ¢0ainos u
COOTBETCTBYIOLLMX UM aTpubyTOB pacLumpeHHon nogcnctemol 6esonacHoctn PARSEC (MaHaaTHbIX
aTpmnbyToB 1 aTpMbyTOB pacLUMPEHHON NOACUCTEMbI MPOTOKONMPOBAHUSA) C NOCHEaYOLWMM CpaB-
HEHWEM BbIYUCNEHHbIX 3HAYEHWI C 3TanoHHbIMU. B ykazaHHOM Habope nporpaMmHbIX CpeacTB
peann3oBaHO MCMNonb3oBaHne 6nbnmnoTtekn libgost, obecnednBatoLiern NoACYET KOHTPOMbHbIX
cymm B cootBetcTBUM ¢ TOCT P 34.11-94.

OTanoHHbIe 3HAYEHNSA KOHTPOSbHbBIX CyMM M aTpnbyToB ¢hanoB xpaHsTtca B B[. basa
KOHTPOJbHbBIX CYMM M aTpubyToB MOXET ObITb CO34aHa npu NOMOLLU KOMaHAb!:
afick -1i

[ns BblYMCNEHNSA KOHTPOMbHBLIX CYMM MOTYT ucrnons3oBatbca anroputmbl: MD5-Digest,
SHA1 n FOCT P 34.11-2012 ¢ anvHon x3aw-koaa 256 6urT.

8.4.1. Hactpouka

[1na HacTponKM JOCTAaTOMHO NapaMeTPOB, KOTOpble YKa3aHbl B KOHUrypaunoHHOM dpanne
no ymonyaHuio (etc/afick.conf). Kpome pasnuyHbix nyTen, Hanpumep, kK dpannam b:
database:=/var/lib/afick/afick
rae COOAEPXUTCH yKasaHne o TOM, Kakme dannbl/katanorn nogBepraTcs KOHTPOMKO LIENTOCTHOCTH
N C KaKnMK1 NpaBuriamu.

MpaBuno PARSEC BbIMSANT creayowmm obpasom:
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PARSEC = p+d+i+n+u+g+s+b+md5+m+e+t
roe p+d+i+n+u+g+s+b+md5+m 03Ha4YaeT cnexeHne 3a BCeMU CTaHAAPTHbIMU aTpnbyTamun dan-
na v ucnonb3oBaHune xaw-gpyHkumm MD5-Digest ons cnexeHna 3a LEeNOCTHOCTLIO COAEPXKUMOTO
dannoB. +e+t 03Ha4YaEeT KOHTPOIb PacCLUMPEHHbIX aTPUBYTOB: MaHA4aTHOW METKWU 1 donaroB ayamTa,
cooTBeTCcTBEHHO. KoHTponb ACL ocyliecTBnsieTcs npu yctaHoBke donara +g.

MpaBnno GOST BbIMAANT Creaywmm obpasom:
GOST = p+d+i+n+u+g+s+b+gost+mtet+t
roe p+d+i+n+u+g+s+b+gost+m O3HA4YaeT crexeHne 3a BCeMU CTaHOapTHbIMU aTpubytamu
danna n ncnonb3osaHne xaw-gyHkunm NOCT P 34.11-2012 ¢ anuHom xaw-koga 256 out ans
CINEXEHUs 3a LENOCTHOCTbIO coaepXXnMmMoro annoB. +e+t 03Ha4YaeT KOHTPOSb pacLUMPEHHbIX
aTpmnbyToB: MaHOaTHOM METKM K donaroB ayauta, cootBeTcTBeHHO. KoHTponb ACL ocyuiecTBnsieTcs
npuv yctaHoBke donara +g.

MpaBuno ansa kaTanoros:
DIR = p+i+n+u+g

[MpaBuno o3Ha4yaeT cnexeHune 3a npaBammn JOCTyna, MeTagaHHbIMWN, KONMMYECTBOM CCbINOK
W OpyrumMun cTaHgapTHeIMK aTpubytamn (nogpobHee cMm. /etc/afick. conf).

B channe koHdurypauum 3agarTcs nyTn K pannam u katanoram, KOHTponupyembix afick,

Hanpumep:
/boot GOST
/bin GOST
/etc/security PARSEC
/etc/pam.d PARSEC
/etc/fstab PARSEC
/lib/modules PARSEC

/1ib64/security PARSEC
/lib/security PARSEC
/sbin PARSEC
/usr/bin PARSEC
/usr/lib PARSEC
/usr/sbin PARSEC
Kpome ToOro, Ha Bblbop agMuHUCTpaTopa NPEeAcTaBfeH psg OOMOMHUTENbHbIX NYyTEN
¢ npasunamu. COOTBETCTBYHOLLME CTPOKM MOMEYEHbLI 3HAKOM KOMMEHTapusi # M MoryT ObiTb
aKTUBUPOBAHbI CHATUEM 3TOro 3Haka.
Mpun 3anycke afick c napameTpom -i:
afick -1
Oynet co3naH chann /var/lib/afick/afick. 31o n ectb B[] popmara ndbm. Ecnn nocmoTpeTb

ee coAepXnMoe, ToO MOXHO OBHapyXunTb HAaBop CTPOK, Kaxadas U3 KOTopbiX — MMS dpaiina u ganee
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yepes npoben ero atpmbyTbl U CUTHATYPBI.

B[] 3awmiaeTcs cMCTeMon pasrpaHMyeHus gocTtyna.

Mpun 3anycke AFICK aBTOMaTUYECKN YCTaHOBUT exXeaHeBHOe 3afaHue ansg CRON. dann ¢
3agjaHmeM Haxoautca B /etc/cron.daily/afick _cron.

MapameTp report_url:=stdout 3agaetr mecTononoxeHue anna-oryera.

B KOoH(urypaunoHHoMm gansie ectb NPOCTON SA3blK MaKpOCOB, KOTOPbIA UCMNOMb3yeTcs npu
onpeneneHum NnepeMeHHbIX Ans 3a4aHnui CUCTEMHOTO NMIAaHMPOBLUMKA 3a4aHUN cron.

Mpn ncnonb3oBaHUM annapaTtHO-NPOrpaMMHOro MOAyNA JOBEPEHHOW 3arpy3ku pekoMeH-
AYeTCsa COBMECTHO C yTUnuTon afick o6ecneyntb KOHTPOSb LEeNOCTHOCTU Creayowmnx 06beKkToB:

1) dpannel obpaszos agpa OC:

/boot/vmlinuz-*

2) dannbl 06pas3oB BpeMeHHOW ¢hannoBon cuctemMbl, ucnonbdyemon sapom OC npwm

HayanbHOM 3arpyske (4o06aBnATCA B CNMCOK KOHTPOSS LeNOCTHOCTU Nocne co3aaHns no-

crne BbINOMHEHUsT BCEX HEOBX0AMMbIX onepauun no HacTponke, Tpebyrowmx obHOBNEHNS

00pa3oB BpeMeHHOW hanrioBon CUCTEMBI):

/boot/initrd.img-*

3) KOHUrypauMOHHbIN hansm MeHKo 3arpy3ymka:

/boot/boot.conf

4) kothurypaumoHHbIn chans, onpegensowmin NCNosb3yemblin Mo yMon4aHuio rpacdude-

CKUW OMcnnenHbln MeHeoxep:

/etc/X1l/default-display-manager

5) KOH(UrypaumnoHHbI hann HacTporkn annoBbIX CUCTEMbI, AOCTYMHbLIX 411 MOHTUPO-

BaHuns yepe3 NFS:

/etc/exports

6) kOoHpUrypauunoHHbin chann, cogepxawmmn nHpopmMmaumio 0 pasnnyHbIX YCTPOMUCTBAX

XpaHeHusa U pannoBbIX cMCTEMAX:

/etc/fstab

7) dawnn, cogepxalumii nepeyeHb nokanbHblX rpynn OC (nobaBnsaeTcsa B CNMCOK KOHTPONS

LleNOCTHOCTM Nocre Co3AaHnsa BceX HeobxoauMbIX rpymnn):

/etc/group

8) ckpunTbl ANgA 3anycka cCepBUCOB B KaTanore

/etc/init.d/

9) koHUrypaumoHHbIn thann, onpegensowmn napameTpbl paboTsbl NEpBOro npouecca

Nnonb3oBaTesIbCKOro pexunma init:

/etc/inittab

10) koHdUrypauunoHHble dannel, onpegensowme nopsgok padorsl PAM-moaynen:

/etc/pam.conf

/etc/pam.d/chfn
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/etc/pam.d/chsh

/etc/pam.d/common-account

/etc/pam.d/common-account.pam-old

/etc/pam.d/common-auth

/etc/pam.d/common-auth.pam-old

/etc/pam.d/common-password

/etc/pam.d/common-password.pam-old

/etc/pam.d/common-session

/etc/pam.d/common-session.pam-old

/etc/pam.d/cron

/etc/pam.d/cups

/etc/pam.d/cvs

/etc/pam.d/dovecot

/etc/pam.d/fly-dm

/etc/pam.d/fly-dm-np

/etc/pam.d/login

/etc/pam.d/other

/etc/pam.d/passwd

/etc/pam.d/polkit

/etc/pam.d/samba

/etc/pam.d/sshd

/etc/pam.d/su

/etc/pam.d/sumac.xauth

11) chann, cogepxawuim nepeveHb NokanbHbIX nonb3oBaTtenen OC (nobaensercs B
CMMCOK KOHTPONSA LENOCTHOCTU Nocrne co3aaHns BcexX HeobxoaMMblx nonb3oBaTenen):
/etc/passwd

12) cMMBONMYECKME CChISTKU Ha CKPUNTbI AN1S 3anycka CEPBUCOB B KaTanorax:
/etc/rc*

13) KoHUrypaumoHHbIn dains, onpeaensiowmn nepevyeHb TepMmMHanoB, C KOTOPbIX Cy-
nepnonb3oBaTernb root MOXET PerMcTpupoBaTbCs B CUCTEME:

/etc/securetty

14) KOHUrypaunoHHbIn doansn, onpeaensiowmi nepedyeHb perucTpmpyemMbix 060no4vex B
OC:

/etc/shells

15) kOHUrypaunoHHbIn drann, cogepXxaliun 3HadyeHna napaMmeTpoB sapa:
/etc/sysctl.conf

16) moaynu sapa, Bxoasuwme B nogcucteMmy 6esonacHoctn PARSEC:
/lib/modules/*/misc/digsig verif.ko
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/lib/modules/*/misc/parsec.ko
/lib/modules/*/misc/parsec-cifs.ko

C nomoubto KoMaHg 1smod U modinfo MOXHO onpefenuTb nepedeHb Mmoayneun aapa,
nognexawmx KOHTPOso LUenocTtHocTu cpeactesammn ArNMISE.
17) PAM-mogynu B KaTtanore:

/lib/security/pam

18) cuctemHble ucnonHsiemble dannbl B Katanore:

/sbin/

19) ncnonHsiemble channbl B KaTanorax:

/bin/

/sbin/

/usr/bin/

/usr/sbin/
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9. HAOEXHOE ®YHKUNWOHUPOBAHUE

9.1. BoccTtaHoBneHue OC nocne c6oeB 1 OTKa3oB

OCHOBHbIMU MpUYMHaMK HapyLeHna npouecca yHkumnoHunposaHua C3W OC aenstoTcs
cbon obopynoBaHus, npueBealumne K pasnuyHbim nospexgeHnam OC. K TakoBbiIM OTHOCATCS:
cbou aneKkTponuTaHus, NOBPEXAEHUA HOCUTENEN MHAOPMaLUN (KECTKUX OUCKOB), NOBPEXAEHUSA
coeavHUTENbHbIX Kabenen.

B npouecce nepesarpy3ku nocrne c6osa OC aBTomaTUYeCKM BbINOMHUT NporpamMmmy npo-
Bepku n BocctaHoBneHns ®C — fsck. Ecnun nospexaeHns ®C okaxyTcs He3HaYUTENbHbIMU, TO
ee BbIMOSTHEeHUsA JOCTaTOYHO Ans obecneveHuns LenoctHoctn OC.

B cny4ae obHapyxeHus cepbesHbix nospexaeHnn ®C gaHHas nporpaMmma MOXeT npea-
NOXUTb Nepes3arpy3nTb KOMNbIOTEP B O4HOMOMb30BaTENBCKUN PEXUM U MPOU3BECTU 3aMycK Npo-
rpammbl £sck Bpy4YHY0. ADMUHUCTPATOP, KOHTponupyowmin npouecc 3arpyskm OC, nocne cbos
AOMKeH crefoBaTh MHCTPYKUMAM, BbldaBaeMblM nporpammon £sck. OnucaHue nporpaMmmbl npu-
BegeHo B man fsck.

Mocne 3aBepLieHus 3arpyskn OC cnegyeT NpoBepuTb LENOCTHOCTb PanoB C NOMOLLbIO
nporpamMmmbl KOHTPONSA LENOCTHOCTU. Ecnu B pesynbraTte NpoBepKN HauayTCs NOBPEXAEHHbIE UMK
n3MeHeHHble (annbl, 0COBEHHO B kaTanore /etc n ero nogkartanorax, To cnegyer BOCCTAaHOBUTb
noBpexaeHHble dpannbl C pe3epBHON KOMUMU.

Ecnu cboi npuBen K BbIXoQy M3 CTPOS XXECTKUX AUCKOB, TO CrieayeT 3aMeHUTb BbllleLlee
n3 ctposi obopygosaHue n nepeycraHosutb OC ¢ DVD-gucka ¢ guctpmbyTmBom, a Nonb3oBaTerb-
CKMe AaHHble BOCCTAHOBUTb C pe3epPBHOM KOMUU.

Mocne cepbesHoro nospexaeHus ®C, koraa KOMMbOTEP HEBO3MOXXHO MNepesarpysuTb,
CyLLEeCTBYET BO3MOXHOCTb BocCTaHoBneHust 6e3 nepeyctaHoBkn OC. [1na atoro crnegyet ycTaHo-
BuTb DVD-guck ¢ auctpmbytnsom OC B ycTponcTtso YteHna DVD-anckoB 1 HayaTb npoueaypy
nepeyctaHoBkW. [loxaaTbCa NOSBNEHNSA Ha 3KpaHe MoHuTopa: «/Hdopmauma o JoKyMeHTaunmny»
N 0QHOBPEMEHHO HaxaTb knasuwn <Alt+F2>. [Tponsonger nepexoq B pexxnumM KOMaHOHOW CTPOKM
nog ynpaerneHnem siapa, 3arpyxeHHoro ¢ DVD-aguncka. 3atem BBeCTM KOMaHAY:
fdisk \-1

Ha akpaHe MOHWTOpa OOrmKHa NOABUTLCSA MHGPOPMAaUMA O pasgenax XeCTKoro Aucka.
(Ecnu B pesynbtaTe BBOAA KOMaHAbl HA 3KpaHe MOHUTOpPA HET MHAhOpMaUUKM O pasgenax gucka, To
NOBPEXAEHUS CIULLKOM Cepbe3Hbl N HeobxoamMma norHas nepeycraHoBka cuctemMel.) OnpegenuTb
UMs pasgena, B KoTopbin 6bina yctaHoeneHa OC, 1 BBECTU CrieaytoLLyo nocnenoBaTesibHOCTb
KOMaHA:
cd /mnt/
mkdir hard

mount /dev/umsa_paspena /mnt/hard
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B pesynbrate ykasaHHbIN pa3gen XXeCcTKoro aguncka byaet CMOHTUMPOBaH BO BHOBb CO34aH-
Hon ®C. 3aTeM BBECTU KOMaAHAY:
chroot /mnt/hard

lMocne aToro MoXHO GyaeT ncnonb3oBaTb KOMaHAHy 060no4ky OC 1 BbINONHUTL HEOG-
XoOuMble OENCTBUSA MO BOCCTAHOBNEHUIO (Hanpumep, peaaktnposaHue ganna fstab), nocne
Yyero BBECTU KOMaHAbI.
exit
umount /mnt/hard

MMepesarpy3ntb KoMnblOTEP.
9.2. CpeacTBa pe3epBHOro KOonMpoBaHUA U BoccTtaHoBneHua OC

PesepBHOe konupoBaHWe BbINOMHAETCS C LIeNbo NOMyYeHUst KOMUM AaHHbIX, COXpaHAeMbIX
Ha cry4an nx notepu nnu paspyLieHms. NogobHble KoNMM AoMKHbI CO3a4aBaTbCA NEPUOANYECKH,
B COOTBETCTBUWN C 3apaHee yCTaHOBMNEHHbIM rpacmnkomMm. Cxembl pe3epBHOro KONMpoBaHUs U3-
MEHSIOTCH B 3aBUCMMOCTM OT pa3MepoB U CTENeHU oxBaTa pe3epBHbIM konnposaHnem OC, a
Takxke OT BblABMraemMbIX TpeboBaHU N0 HAOAEXHOCTU COXPAHEHUS KN3HECTIOCOBHOCTM CUCTEMDI.
OneMeHTbl CUCTEMbI PE3EPBHOIO KOMMPOBAHUS AOMKHbI BKNOYaTb Heobxogmmoe obopynoBaHue,
HocuTenn pesepBHbIX konun n ClMNO. B kayectBe 0bopyaoBaHUs Afist pe3epBHOIO KONMPOBaHUS
B OC MOXeT 1Ucnonb3oBaTbCA AOCTATOYHO LWMPOKMA HAabop annapaTHbIX CPeAcTB, HaYnuHas ot
USB-Hakonutens n 3akaH4ymBas GMGNMOTEKON NTEHTOYHbLIX YCTPOUCTB. TUM N KONMMYECTBO HOCU-
Tenewn onpenensTca ncrnonb3yeMmsliM obopygosaHmeM, obbemammn obpabaTtbiBaeMbiX AaHHbIX
N BbIBPAHHOW CXEMOWN pe3epBMpoBaHUS AaHHbIX. MO pe3epBHOroO KONMPOBaHUSA, BKITHOYEHHOE B
coctaB OC, aBngeTcs o4eHb pa3HOPOAHbIM, HAa4YMHAsA OT NPOCTbIX KOMaHA Tuna tar, cpio, gzip
N 3aKaH4MBas pacnpeaerneHHbIMU CUcCTeMamMmn ynpaBneHnsa XpaHunuwamm AaHHbIX.

PesepBHOe konupoBaHue nHpopmaLmm Ncnosb3yeTcs ans:

- BOCCTaHOBMEHUs annoB, Cny4yamHo yaaneHHbIX nosfib3oBaTensaMm UM yTepsiHHbIX

N3-3a OTKa30B YCTPOMNCTB XpPaHEHMS;

- NONyYeHus nepuoguyeckn cosgaBaeMblXx MOMEHTarbHbIX CHUMKOB (snapshots) coctos-

HUA OaHHbIX;

- NONyYeHUs: AaHHbIX ANS BOCCTAHOBIIEHUS NOCIE aBapuii.

Cunctema pe3epBHOro KONMpoBaHUS SBMASIETCSH COCTAaBHOW YaCTbIO MiaHa BOCCTaHOBMEHUSA
CUCTEMBbI.

OcHoOBHas naest pe3epBHOro KONMPOBaHUSA — CO34aHMe KOMUIN KPUTUYECKOW YacTn coaep-
XaHna pesepsupyemon cucteMbl. OCHOBHbIMU UCKITIOYEHUAMU, KakK NPaBuio, He BXOASLLMMA B
npoueaypy pe3epBHOro kKonnpoeaHua dyHKumoHupytowen OC, aBnsaTCca KaTanorn, cogepxa-
LWne cnyxebHble AaHHble, MeHALWMecsa B npouecce PyHKUNOHUpoBaHus (/dev, /media, /mnt,

/parsecfts, /proc, /run, /sys, /tmp), a Takke ceTeBble KaTanorn (CMoHTMpoBaHHas NFS,
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Samba n npouyme BMAbl CETEBbLIX AAHHbIX).

B coctaB OC BxOguT MHOXECTBO cpecTB, 0becnevmBaoLLnxX peleHne pasnnyHbIX 3agaya
pe3epBHOro KOMMPOBaHUSA OaHHbIX. YTUNUTHLI tar, cpio, gzip NpeacrtaBnaloT cobon Tpaguum-
OHHble MHCTPYMEHTbI CO3AaHNs pe3epBHbIX Konun n apxmsuposaHma ®C. MNpun cozgaHumn apxmsa
KOMaHOamu tar U gzip nepegaeTcs CnMCOK hansioB U KaTarnoros, yKa3biBaeMblX Kak napameTpbl
KoMaHOHOM CTpoKu. JTiobon ykasaHHbIN KaTasnor npocMaTtpuBaeTca pekypcueHo. MNpu cosgaHnn
apxuBa C NOMOLLbIO KOMaHAbl cpio el NpeaocTaBnaeTcs CNUCoK O6beKTOB (MMeHa hansioB U
KaTanoroe, CUMBOSIMYECKME UMEHA NOObIX YCTPOUCTB, rHe3na aomeHoB UNIX, noMmeHoBaHHble
KaHanb! 1 T.n.). OnucaHne KoMaHa nNpuBefeHO B PYKOBOACTBE man AN KOMaHA tar, rsync,
cpion gzip.

YTunurta rsync npegocrasnser BO3MOXHOCTU ANS NIOKanbHOro 1 yaaneHHoro Konmposa-
HWUA (Pe3epBHOr0 KOMMPOBAHUS) NN CUHXPOHU3aLMK hansioB 1 KaTanoros, C MUHMMAasbHbIMU
3aTpaTtamu Tpaduka.

Kpome Toro B coctaB OC BxoguT KoMmnnekc nporpamm Bacula, npegHasHa4yeHHbIX gna
peLlleHnsa pasnuyHbIX 3a4a4y pe3epBHOro KONUPOBAHUA U BOCCTAHOBMNEHUSA OaHHbIX.

[ns BbINONHEHUSA onepauumii pe3epBHOrO KONMPOBAHNA N BOCCTaHOBIEHMST 06bekToB PC
C COXpaHeHneM 1 BOCCTaHOBMNEHMEM MaHAaTHbIX aTpubyToB n atpmbytos ayauta B OC MOXHO
ncnonb3oBaTtb KOMMEKC nporpamm Bacula, yTunuty rsync unm ytunuTy tar.

BHUMAHMUE! Pa6oTta ¢ maHaaTHbIMK1 aTpubytammn n atpubytammn ayamta npm Mcnosnb3o-
BaHUM PasfnUYHbIX YTUNNT CO34aHNS pe3epBHbIX KONuM TpebyeT onumin coxXxpaHeHns paclUMPEHHbIX
aTpubyToB (Kak npaBusio Buaa —xattrs).

BHUMAHMUE! [1na BoccTaHOBMEHUA MaHOaTHbIX aTpubyToB hansioB U3 pesepBHbIX KOMUI
HeobXo4MMO OT MMEHWN YYETHOW 3anMcn agMUHUCTPATOpa BbINOSTHUTL KOMaHAY:
sudo echo 1 > /parsecfs/unsecure setxattr

BHUMAHMUE! [1na BoccTaHOBNEHUS MaHOaTHbIX aTpubyToB hannioB U3 pesepBHbIX KOMU
npouecc gormkeH nmetb PRASEC-npusunernio 0x1000. MNpueunerns MoxeT ObITb Nony4vyeHa ¢
NCMonb30BaHNEM YTUINUTLI execaps:
sudo execaps -c¢ 0x1000 tar .......

lMocne BoccTaHOBNEHUSA U3 pe3epBHbIX KONuI hannoB ¢ MaHgaTHbIMK aTpubyTammn Heob-
XOAMMO OT UMEHU YYETHOM 3anncu agMuMHUCTpaTopa BbIMOMHUTL KOMaHA4Y:
sudo echo 0 > /parsecfs/unsecure_setxattr

PaccmoTpum npumep co3gaHnst 1 BOCCTAHOBMEHUST pe3epBHOM KOMUK C UCMOMb30BaHUEM
YTUNUTBLI tar.

BHUMAHMUE! lNpegnonaraetcs, 4To yxe co3gaH norb3oBaTtesib userl, Ang KOTOPOro
3agaHbl MaH4aTHble aTpubyThbl U NONb30BaTESNb YXXe BbINOMHSAMN BXOA4 B CUCTEMY.

Cos3gaHve agMUMHUCTPaTOPOM apxmBa AOMALLHEro Katanora nonb3oBartesili MOXeT ObiTb

BbIMNOJIHEHO C MOMOLLbKO KOMaHAbI:
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sudo tar --xattrs --acls -cvzf /opt/home.tgz /home/.pdp/userl

Onuma --xattrs O3Ha4YaeT BKMOYEHME MNOoAAEpPXKKM paclumMpeHHbiX aTtpubyTtoB. On-
umMsa --acls osHadaet BknoveHne nogaepxkm POSIX ACL. Onuun -cvzf Heobxoanmbl Ans
co3gaHna apxuBa (create), BKMNHOYEHUS pexmma oTobpakeHus obpabaTbiBaeMblix dhannos
(verboze), npumeHeHna metoda cxatnsa (gzip), ykasaHua davna (file) cOOTBETCTBEHHO.
MyTb /opt/home.tgz 3agaeT MeCTO PacrnofOXEHUs CO34aHHOro apxveBa U ero ums, nyTb
/home/ .pdp/userl onpegensier, YTO UMEHHO ByaeT BMOXEHO B apXmB.

BoccTtaHoBneHne BbIMOMHAETCH C MOMOLLbIO KOMaHAbI:
sudo execaps -c¢ 0x1000 -- tar --xattrs

—--xattrs-include=security. {PDPL,AUDIT, DEF AUDIT}
--acls -xvf /opt/home.tgz -C /opt/home2/

Onuma --xattrs-include=security.{PDPL,AUDIT,DEF_AUDIT} onpegenser
nogknoYyaemMblii WabnoH BOCCTAHOBIIEHNSA pacLUMPEHHbIX aTpubyToB (MaHAaTHbIX aTpubyTos,
aTpubyToB ayamTa n aTpubyToB ayamTa no yMonyaHu) ans knova xattrs. Onymm —-xvE Heob-
XOAMMbI N5l U3BNeYeHns n3 apxmea (extract), BKIHOYEHUS pexmnma oTtobpaxeHns obpabarsia-

eMbIX pannoB (verboze), ykasaHus ¢anna (£ile) COOTBETCTBEHHO.

9.2.1. Komnnekc nporpamm Bacula

Bacula npeacrtasnsaet cobon Habop nporpamm, NO3BOMSKOWMIA CUCTEMHOMY agMUHN-
cTpaTopy ynpasnATb fnpoueccamu pe3epBHOro KONMPOBaHUS M BOCCTAHOBINEHNA OaHHbIX, a TaKxe
NPOBEpPSITb pe3epBHbIE KOMUK, B T. Y. B FTETEPOreHHbIX CEeTHX.

Bacula — 9TO ceTeBas KINMEHT-CepBepHasa cucteMa pesepBHOro konnposaHus. lNporpam-
Ma obrnagaet MHOXEeCTBOM BO3MOXHOCTEN, MO3BONAOLWNX NErKO HaXoauTb U BOCCTaHaBNMBaTb
yTpayeHHble unu nospexaeHHble annbl. M3-3a cBoe MogyrnbHOM apXMTEKTYpbl Bacula MOXeT
mMacwTabnpoBaTbCs OT HEGOMbLUMX aBTOHOMHbIX CUCTEM [0 BOMbLIMX CeTen, COCTOALLMX U3 COTEH
KOMMNbIOTEPOB.

Bacula COCTOUT U3 crnegyoLwwmx COCTaBHbIX YacTen:

- Bacula Director service — UeHTpanbHasa nporpamma, KOopaWHUpPYKOLWas Bce

BbIMOSIHsAEMble onepauumn (PYHKUMOHNPYET B (POHE);

- Bacula Console services — nporpamma, no3sondioLwas agMuHUCTpaTopy B3au-

MOZENCTBOBATL C LIEHTparbHOW NporpamMmmon;

- Bacula File services — KNUEHTCKasa nporpamMmma, yctaHaBnmBaemas Ha Kaxxgom

obcnyXnBaemMomM KOMMbIOTEPE;

- Bacula Storage services — nporpamma, O6blMHO (PYHKUMOHMPYHOLLAA Ha KOM-

nbloTEPE, K KOTOPOMY NMPUCOEOVNHEHbI BHELLHME YCTPOMUCTBA AN XPaHEHUS pe3epBHbIX

Konuu;

- Catalog services — nporpamMmma, oTBeyarLlasa 3a MHOEKCUpoBaHME U opraHn3auuto
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6a3bl pe3epBHbIX AAHHbIX.

Mporpamma Bacula obecrneynBaeT Nogaepx Ky COXpaHeHUs pacluMpeHHbIX aTpubyTos
KaTanoroB n ¢annos K, Npu HeO6GXoANMOCTH, UX NocreaytoLee BOCCTaHOBNEHME.

BHUMAHUWE! [1ns BocctaHoBrneHns obbektoB ®C C yCTaHOBNEHHLIMU MaHOAaTHbIMU
aTtpmbytamn HeobBXxoaMMO 3anyCcTUTb KOHCOSMb ynpaeneHus Bacula ¢ PARSEC-npuBunernen
0x1000, BbINONHMB KOMaHAy:
sudo execaps -c 0x1000 -- bconsole

BHUMAHMUE! lNocne BocctaHoBneHusi 06bektoB PC ¢ yCTaHOBMNEHHBIMM MaHOATHLIMN
aTpubytamm Heobxo4MMO BbINOMHUTE NepeMoHTUpoBaHne PC, B KOTOPOW BOCCTaHABIMBANUCh
00bekTbl, nnu nepesarpysntb OC.

OnncaHne yctaHOBKM M HacTpoukm Bacula npuBeaeHo B OOKyMeHTe
PYCB.10265-01 95 01-1.

9.3. BoccTtaHoBneHue CYB[l PostgreSQL nocne c60eB u oTKa3oB

Bo nsbexaHne notepb AaHHbIX B[] PostgreSQL gomkHbl perynsipHo apxmBmpoBaThCS.

B cnyyae BO3HMKHOBEHMSI OLUMOOK B XPaHALLUXCS AAHHbIX, HAPYLUEHUIO LEeNOCTHOCTU
Unn B Criydae nNporpamMmmMHoOro n/wnu annapartHoro cbosi cepsepa B[] Heobxoaumo npoBeaeHne
npouenypbl BocctaHoBneHus B, MNpu 3ToM, B 3aBUCMMOCTM OT TSXKECTU NOBPEXKAEHUA MOXET
OCYLLIECTBNATLCA KaK COXpaHeHme cyliecTBytoLlero knactepa b1, ¢ nocnegyowmnm ero BoccTa-
HOBMEHNEM, TaK U BOCCTAHOBMEHNE U3 pe3epBHbIX KOMUIN, CO3aaHHbIX B NPOLECCe PerynspHoro
NPOBEAEHUSA pernamMeHTHbIX paborT.

B PostgreSQL cyuiectBytoT Tpu hyHAAMEHTANbHO OTNINYAIOLLMXCS NOAXOAA K pe3epBHOMY
KOMMpPOBaHMIO AaHHbIX:

- SQL-pamn;

- pesepBHOe KonnpoBaHue Ha ypoBHe OC;

- HenpepbiBHOE apXUBMPOBaHME.

Bonee nogpobHoe onnMcaHme 3TUX METOAOB U Npoueayp KONMpoBaHUSA N BOCCTAHOBIEHUS
npuBeaeHo B gokymeHTaumm Ha CYB[] PostgreSQL B nakete postgresgl-doc-x. Xx.

CYB[ PostgreSQL copoepxuT pag ctaHOapTHbIX CPedCcTB pe3epBHOr0 KOMMpPOBaHUSA
n BocctaHoeneHuss BA. K Hum otHocsites ytunutbl pg_dump (9.3.2), pg_dumpall (9.3.3),
pg_restore N, B TOM YnCre, NHTEPAKTUBHbLIN TepMMHan psgl, C MOMOLLbIO KOTOPO-

ro MoryT 6biTb BOCCTAHOBIEHbI pe3epBHbIE KOMUKU, COXpaHeHHbIe B Buae ckpunta SQL.

9.3.1. Co3pgaHune un BOCCTaHOBIEHUE pe3epBHbIX KONUM 6a3 AaHHbIX C MaHAATHbIMU
aTpubytamu
[na co3gaHma M BOCCTaAHOBMNEHUSA pe3epBHbIX Konuin 6a3 AaHHbIX C MaHOaTHbIMU

aTpubytammn Heobxoaumo, 4TobbI Norb3oBaTerlb MMeN MpUBUMErMn parsec_cap_setmac,
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parsec_cap_chmac.
B cnyyae co3gaHnsa pesepBHOM KOMUM HEOBXOANMMO Ha3HauYNTb MakCMManbHyH METKY Ha
KaTanor, B KOTopbI BygeT BbirpyxeHa 6a3bl JaHHbIX (ANS Ha3Ha4YeHUs METKM Ha dhann Konun).
B cny4ae BoccTaHOBMEHNA NOMUMO YKa3aHHbIX NpuBuniernn Tpebyetca npasa agMUHK-
cTpaTtopa B 6a3e gaHHbIX (AN co3gaHnsa 06bEKTOB M HA3HAYeHUs MaHOAaTHbIX aTpmubyToB).
[nsa BoccTtaHOBNEHUA konuu 6asbl AaHHbIX C MaHA4aTHbIMK aTpubyTamun B gpyron 6ase
JaHHbIX, HEOOXOANUMO:
1) Ha3Ha4MTb MaKCUMarbHYHO METKY Ha KaTtanor, B KOTopbl ByaeT npoBoaAUTLCA BbIrpy3ka
pe3epBHON KON,
2) co3gaTtb pe3epBHYO KOMUK MCXogHOM 6a3bl AaHHbIX OT MMEHW Nonb3oBaTerns ¢ NpuBK-
nervsiMn parsec_cap_setmac U parsec_cap_chmac.
3) Ha UeneBOM KfacTepe Ha3Ha4yMTb MaHgaTHble aTpubyThl Ha KnacTep;
4) BOCCTaAHOBUTb pe3epBHYI0 KOMUO Gasbl AaHHbIX C MOMOLLbK KNueHTa psgl (ecnu
pe3epBHasi KONus caenaHa B TEKCTOBOM BMAE) UM C MOMOLbIO pg_restore (ecnu
pe3epBHada Konusi caenaHa B GuHapHOM BMAE) OT MMEHM Nonb3oBaTensa agMuMHMcTpaTopa
6a3bl AaHHbIX C NPUBUIENMSIMU parsec_cap_setmac W parsec_cap_chmac.
MpumeyvyaHuns:
1. YTunuta pg_dump, noctasnsemas BMecte ¢ CYB[] Bepcumn 9.6 BbIrpyxaeT KomaHabl
MO yCTaHOBKE KOMMeHTapueB, METOK 6e30MacHOCTN N Ha3Ha4YeHUI0 MaHAaTHbIX aTpubyToB
B crnegylowem Buge:
COMMENT ON DATABASE CURRENT_DATABASE IS ’xoMmMeHTapui’ ;
SECURITY LABEL ON DATABASE CURRENT_DATABASE IS ’'...’;
MAC LABEL ON DATABASE CURRENT DATABASE IS ’...’;
MAC CCR ON DATABASE CURRENT DATABASE IS ’...';
Takas pesepBHasi Konusi MOXET ObITb BOCCTAHOBMNEHA C YCTAHOBKON KOMMEHTapUEB, METOK
6Ge3onacHOCTN U MaHOaTHbIX aTpMOyTOB B XXenaemyto 6a3y gaHHbIX.
2. [Ina BOCCTAQHOBMEHUS pe3epBHbIX Konuh 6a3 [aHHbIX, CAEeflaHHbIX B Mnpenbl-
aywmx Bepcusax, B CYB[ Bepcum 9.6 HeobxogMmo YCTaHOBUTb MNapameTrp
ac_auto _adjust_macs = true;
3. [nsa nepeHoca knacTtepa ¢ npegbiaywmx sepcuin CYB[ Ha 9.6 Heobxoanmo Bocnonb-
30BaTbCs yTUNUTamMm pg_upgradecluster unn pg_upgrade (CM. AOKYMeHT «Onepa-
LIMOHHas cuctema cneumanbHoro HasHadyeHus «Astra Linux Special Edition» PykoBogcteo

agMuHucTparopa. Yactb 2»).

9.3.2. pg_dump
[ns cospaHus pesepsHoun konun B B BUAe canna B TEKCTOBOM Unu apyrnx oopmatax

ncnonb3yetcs yTunuta pg_dump, KOTOpas co3faeT COorfacoBaHHYyo konuio, aaxe ecnu b nc-
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nonb3yeTcs, NpM 3TOM AOCTYN K HEN APYrMx nonb3oBaTenen (Kak YnTatoLwwmx, Tak U NULWYLLINX) He
bnokunpyertcs.

Pe3epBHasi KONusi MOXET cO34aBaTbCHA B BUAE CKpUNTa UK oopmaTtax yrnakoBaHHOMO
danna. CkpunT pe3epBHOM KONUKN NpeacTaBnseT cobon TEKCT, COAepKaLlMin NocrnenoBaTenbHOCTb
SQL-komaHg, HeobxoguMblx Ansi Bocco3ganns bl 4o cocTosHUS, B KOTOPOM OHa Obinia coxpaHeHa.
[ns BOoCCTaHOBNEHNA U3 CKpunTa OH NodaeTcs Ha BXo4 yTunutbl psgl. CKpunT MOXeT ObITb
ncnonb3oBaH Ans Bocco3aaHuna bl aaxe Ha gpyrom cepBepe Unu apxmtekType U ¢ HeBOomnbLWMMN

nameHeHnsiMmn Ha apyrmux CYBU.
CwuHTakcuc:
pg_dump [OPTION]... [DBNAME]

Onuwuu obLero xapakTepa npueeneHbl B Tabnuue [37]

Tabnuua 37
Onuus Onuncaxune
-f, --file=FILENAME Mms BbixogHoro danna
_F, ——format=c|t|p CBD:;;VIaT BbIxogHoro danna (nonbL3oBaTenbCKnin, tar, TEKCTO-
-v, —--verbose Pexxvm BbiBoga Bcex coobLieHumn
-Z, —--compress=0-9 YpoBeHb cxkaTtusa anst popmaToB cxatus

3aBepLueHre owmnbkon nocne oxmnaaHma TIMEOUT gns 6noku-

—--lock-wait-timeout=TIMEOUT
pOBKM Tabnuubl

--help BbiBECTM CnpaBKy U BbINTH

--version BblBECTM MHOPMALMIO O BEPCUM U BbINTH

Ecnu He ucnonbsyetca -f/--file, SQL-ckpunT Oyaer HanpaBneH B CTaHO4ApPTHbIN
BbIBOZ,

Onuumn ycTaHOBKM coeaMHEeHWs NpuBeaeHsl B Tabnuue [38]

Taobnuuya 38
Onuwms Onucanue
-h, --host=HOSTNAME Mmsa cepsepa B unu katanor COKeETOB

-1, --database=DBNAME | YkasaTb anbrepHaTuBHyto B[l — wabnoH

-p, —--port=PORT Homep nopta cepeepa B[]
-U, --username=NAME CoeanHnNTbCs Kak ykasaHHbIW nonb3oBaTenb
-w, —--no-password He 3anpawwuBaTb naponb

MpuHyanUTENbHbLIN 3anpoc napons (4oMmKeH NPoUcXoanTb aBToMaTnye-

-W, —--password
’ P CKM)

[nsa nonyyeHust nonHOM MHgopMaumn 0 cnocobax MCNosb30BaHMA YTUNUTLI pg_dump
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CM. PYKOBOACTBO man And yTUNnT pg_dump U psqgl.

9.3.3. pg_dumpall

YTunuta pg_dumpall UCnonb3yeTca Ansi CO30aHnsa pe3epBHOM KONUKM BCEro KnacTtepa B
BMOe ckpunra.

Ckpunt cogepxuTt SQL-komaHabl 1 MOXET ObiTb NOAaH B AarlbHENLIEM Ha BXO4 YTUMUThI
psqgl Ans BocctaHoBreHnda. Onepauuns OCyLLECTBSETCS NocneaoBaTenbHbIM BbI3OBOM YTUMNTDI
pg_dump Anga kaxgoun Bl knactepa. Kpome atoro, pg_dumpall coxpaHsaeT rnobanbHble 00b-
eKkTbl, eanHble ansa Bcex bl (pg_dump nogobHble 06bEKTHI HE COXpaHSEeT). [JaHHble 0OBLEKThI
BKNIOYaKOT B cebsa MHopmaumio O Nonb3oBaTensx U rpynnax v Takme CBOWCTBA, Kak: npasa
Aoctyna, npumeHsemble anga scex bl B uenom.

CuHTakcuc:
pg_dumpall [OPTION]...

Onuum obLero xapakTepa npusefeHbl B Tabnuue [39

Tabnuuya 39

Onuwms OnucaHue

-f, --file=FILENAME Mms BbixogHoro dhanna

3aBepLueHne owmnbKkon nocne oxmnagaHna TIMEOUT ans Ornoku-

--lock-wait-timeout=TIMEOUT
POBKM Tabnuupl

--help BbiBeCTM cnpaBky 1 BbINTH

--version BbiBeCTM MHpOpMaLNIO O BEPCUUN U BBINTU

OnumMKn yCTaHOBKN COEAMHEHUSI aHaNorM4Hbl komaHae pg_dump (cM. Tabnuuy [38).
[N nonyyeHns nonHom nHgpopmauum o cnocobax UCnonb3oBaHMs YyTUNUTLI pg_dumpall

CM. PyKOBOACTBO man And yTUnuT pg_dumpall U psql.

9.3.4. pg_restore

[1na BocCTaHOBMEHUSI apXMBOB pe3epBHbIX konun B1, NonyYeHHbIX C NOMOLLLIO YTUNUTLI
pg_dump, UcnosnbayeTcs yTunuta pg_restore. OHa BbINOMNHAET KOMaHabl, HeobxoamMmble Ans
Bocco3gaHusa bl o cocTosiHMS Ha MOMEHT BPEMEHW CO34aHUs pe3epBHON KOMUU. ApXMBHbIE
dannbl Tak e No3BoNsHT BblIGMpaTh C MOMOLLBIO YTUNUTBI pg_restore, YTO MMEHHO BOCCTaHaB-
nuBaTtb, U Jaxe MeHATb NOPSAA0K BOCCTaHaBNMBaeMbIX 3reMeHTOB. Pannbl apxnBos paspaboTaHbl
NepeHoOCMMbIMU MEXAY PasHbIMU apXUTEKTYpaMU.

YTunuta pg_restore MOXeET (PYHKUMOHMPOBATb B ABYX pexumax. [Npu ykaszaHuu B[
apxuB BOCCTaHaBIIMBAETCA HENOCpeaCTBEHHO B Hee. B apyrom criydae, ckpunT, cogepkallmnn
Heobxoaumble ans nepeco3ganma bl SQL-komaHabl, co3gaeTca M BbiBOAUTCA B hann unm
CTaHOapPTHbIN MOTOK BblBOAA. Pe3ynsTUpyoLmMin CKpUNT 3KBMBANeHTeH doopmMmaTty TEeKCTOBOro

BblBOAA YTUNUTbI pg_dump. BcneactBne aToro HekoTopble OMNUUK, YNpPaBrsiioLne BbIBOAOM,
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aHanornyHbl onumam pg_dump (cMm. [9.3.2)).
CuHTakcuc:

pg_restore [ONIUA]... [PAWI]

Onuwuu obLero xapakTepa npueefeHsl B Tabnuue 40|

Tabnuua 40
Onumsa Onucanune
-d, --dbname=KMs MoacoeanHUTbCA K yKasaHHon B/
-f, --file=FILENAME Mmsa BxogHoro danna
-F, --format=c|t dopmat danna pesepBHOM KONUKU (JOMKHO OblTb aBTOMAaTUYECKM)
-1, --list HanevaTtaTb UTOroBoe ornaeneHne apxmea
-v, —--verbose Pexxnm BbiBOAa Bcex coobLueHumn
--help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBeCTM MH(popmMaLnio 0 BEpPCUN U BbIATU

[nsa nonyyeHusa nonHon nHgpopmaumm o cnocobax MCNonb3oBaHUs YTUNUTLI pg_restore

CM. PYKOBOACTBO man ANl yTUNUTbI pg_restore.
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10. PUNTBTPALINA CETEBOIO NMOTOKA

10.1. BknroyeHue chunbTpaumm ceTeBOoro noToka

Mpn nomowm punsTpa ceTeBbiX NAKETOB MOXHO OCYLUECTBMAATbL KOHTPOSb CETeBOro
TpadomKa, NpPoXoasiLero Yyepes AaHHbIN KOMMbIOTEP.

3anyck unbTpaunmn naketoB obecnevmBaeTcs MexceTeBbiM 3kpaHoMm ufw. Mexceteson
3KpaH NO3BONSAET co3gaBaTb nNpasuna unbTpaunm UCNosb3yst TEXHOMNOMIO iptables.

YnpasneHne MexceTeBblM 3KpaHOM OCYLLECTBASAETCS C NOMOLLbIO rpapnyeckon yTunnTbl
gufw UM ¢ NOMOLLLI0 MHCTPYMEHTa KOMaHOHOW CTPOKN astra-ufw-control.

[na BKMHOYEHUS MEXCEeTeBOro akpaHa C NOMOLLbD MHCTPYMEHTa KOMaHOHOW CTPOKMU
BbINONHUTb KOMaHAy:
astra-ufw-control enable

[N BbIKMIOYEHNA MEXCETEBOro 3KpaHa C NOMOLLb MHCTPYMEHTa KOMaH4HOW CTPOKMU
BbINOMNMHUTb KOMaHAay:
astra-ufw-control disable

lMpoBepKka COCTOAHUS MEXCETEBOIo 3KpaHa BbIMOMHAETCH C MOMOLLbIO KOMaHAbI:
ufw status

Pe3ynbraT BbINOMHEHUS KOMaHAbI:

- active — MEXCETEBOW 3KPaH BKIHOYEH;

- inactive — MeXCeTeBOM 3KpaH BbIKIHOYEH.
10.2. dunbTp ceTeBbIX NakeToB iptables

dunbTpaunto NakeToB BbINOSHAET (PUNBLTP NAaKeTOB Ha OCHOBE TEXHOSOMU iptables.
[aHHbIN PUNBTP NO3BONSET BLIMOMHATL Crneayowne 3agayu:

1) cbmnbTpaumio NakeToB — 3TO MEXAHU3M, KOTOPbIA, OCHOBbLIBasiCb Ha HEKOTOpPLIX Mpa-
BUNax, paspeLlaeT unu 3anpeLlaert nepegady MHdopmaumm, NPOXoasLLEN Yepes Hero,
C LENbo orpaxkgeHmsa HEKOTOPOW NOACETU OT BHELLHEro AOCTyna, Unn, HaobopoT, Ans
HeJonyLeHns Bbixoga HapyXy. PUnsTp naketoB MOXET onpeaensaTbs NPaBOMEpPHOCTL ne-
peaayn nHopmMaumnm Ha OCHOBE TOMbKO 3arosioBkoB |IP-nakeToB, a MOXeT aHannanpoBaTb
N UX COAEPXKUMOE, T. €. UCNOSb30BaTb AaHHbIE MPOTOKOOB 60Mnee BbICOKOro YPOBHS;

2) TpaHCnAumMi ceTeBbIX agpecos (T.H. «MackapaiuHry) — 9To NoAMeHa HEKOTOpbIX Na-
pameTpoB B 3arofioBkax |P-nakeToB. cnonb3yetca Ans CokpblTUS pearnbHbix IP-agpecos
KOoMnbloTepoB 3alumiaemon JIBC, a Takke gnsa opraHmsaumm goctyna us JIBC ¢ komnbto-
Tepamu, He nmerLwmMn peanbHbiX IP-agpecos, k rmobanbHon ceTu;

3) Npo3payYyHOe NPOKCUpOBaHME — ITO Nepeagpecauns naketoB Ha OPYron nopt KOM-
netotepa. O6bIMHO ncnonb3yeTcs Ans Toro, YTobbl 3acTaBuTb nornb3oBatenen ns JIBC

Monb30BaTbCS Proxy-cepBepom MaplLupyTusatopa 6e3 4oMNOoNHMTENBHOTO KOHGUIyprpoBa-
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HUA X KIMTMEHTCKUX NPOorpamm.
HaCTpOVIKa PacCMOTPEHHbIX MEXaHN3MOB (CbVIJ'IpraLI,I/IFI nakeToB, TPaHCIALUNA CETEBbIX

aZlpecoB M Npo3payHoe NPOKCUPOBaHME) BbINOSHAETCA KOMaHAoON iptables.
10.3. ®opmupoBaHue npaBus

Kaxxgoe npaBuino — 3710 CTpoka, cogepxawlasn B cebe kputepum, onpegensiowme, nogna-
AaeT N1 NakeT nog 3agaHHoe nNpaBuIio, N OENCTBME, KOTOPOEe HEOBXOOMMO BbIMOSHUTL B Criy4yae
BbINOSTHEHNSA KPUTEPUA.

lMpaBuna 3anuckiBaloTCA cnegyowmm obpasom:
iptables [-t table] command [match] [target/jump]

Ecnu B npaBuno He BknNioyaeTca cneuudukaTop [-t table], TO NO ymMonyaHuo npea-
nonaraeTcs ucnornb3oBaHue Tabnuupl £ilter, €Cnu xe NpeanonaraeTcsl UCNofb30BaHME OPYrown
Tabnuupl, To 3TO TpebyeTcs ykasaTtb ABHO. CrneundukaTop Tabnuubl Takke MOXHO yKa3blBaTb B
nobom mMecTe CTPOKM npasuna, ogHako bonee unm MeHee ctaHgapTHbIM CHMTAETCS yKasaHue
Tabnvubl B Hayane npasuna.

[anee, HenocpeACTBEHHO 3a MMEHEM Tabnuubl, AOMKHA CTOATb KOMaHaa. Ecnu cne-
umcukatopa Tabnuubl HET, TO KOMaH4a Bcerga AOMmKHa CTosATb nepBon. KomaHga onpenenser
Aenctene iptables, HanpuMmep, BCTaBUTb, 406aBUTb B KOHEL, LLENOYKN UMW yOanuTb NpaBumo u
T.N.

Pasgen matches 3agaeTt KpUTEPUM NPOBEPKU, NO KOTOPbLIM onpeaensieTcs, nognagaet
N NakeT nopg, AenCcTBMe 3TOro npasuia unm Het. 34eCb MOXHO yKasaTb CaMmble pasHble KpuTepum
— 1 IP-agpec UCTOYHMKA NakeTa Unu CeTn, U CETEBON MHTepdeNc, 1 T. 4.

MapameTp target ykasblBa€eT, kKakoe OENCTBME OOMKHO ObiTb BbIMOIHEHO NPU YCOBUN
BbINOSTHEHMA KpUTEPUEB B NpaBune. 34eCb MOXHO 3acTaBUTb AP0 nNepeaaTtb NakeT B APYryto
LenoYyKy npasun, «COpPOCUTbY NakeT M 3abbITb NPO HEro, BblAaTb Ha UCTOYHUK coobLeHne 06

oLnodKe un T.n.
10.4. MNopsapok npoxoxaeHna Tabnuu 1 Lenoyek

Korga naket npuxoaut Ha ceTeBon UIbTP, TO OH CHavyana nonagaeTt Ha ceTeBoe YCTPOou-
CTBO, NepexBaTbiBaeTCA COOTBETCTBYIOLLMM ApaiBEPOM U Aaree nepegaercs B 94p0. 3artem
nakeT NPOXoAMT HECKONbKO Tabnuy 1 nocne nepegaetcs Mo NnokanbHOMY NPUITOXEHUI0, NMMb6o

nepenpaensieTcst Ha Apyroin komnbtoTep. MNopsaok cnegoBaHus naketa npusoauTcs B Tabnuue (4 1]

Tabnuuya 41
War | Tabnuua Llenoyka OnucaHue
1 = = KabGenb

2 = = CeteBol uHTepdenc (Hanpumep, eth0)
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LWar

Tabnuua

Llenoyka

OnucaHune

mangle

PREROUTING

Wcnonb3yetcst Ans BHECEHMS1 UBMEHEHMWIN B 3arofoBokK NakeTa, Ha-
npumep, Ans n3MeHeHust BUToB TOS U np.

nat

PREROUTING

McnonbayeTca anga TpaHcnsumMm ceTeBbiX aapecoB DNAT. SNAT Bbl-
NOSHSETCA No3aHee, B Apyron uenodke. Jltoboro poga dpunsrpauns
B 9TOM LIENOYKE MOXET NPON3BOAMTLCH TOSMbKO B UCKIIOYUTENBHbIX
cnyyasx

MpuHATME pelleHns O AarnbHenwen MapLipyTnsaumm, T.e. B 9TOM
TOYKe peluaeTcs, Kyoa nonaet naketT — foKanbHOMY NPUOXEHUIo
Wnn Ha Apyron ysen ceTu

filter

FORWARD

MonagaloT TONbKO Te MakeTbl, KOTOpble NAYT Ha APYrov KOMMbLo-
Tep. Bes domnbTpauna TpaH3MTHOrO Tpaduka JOMKHA BbINONMHATLCS
34ecb. Yepes 3Ty LenoyKky npoxoamnT Tpaduk B 06oMx Hanpaene-
HUAX, NO3TOMY 06513aTENBbHO YYNTbIBATL 3TO OOCTOATENBCTBO NpU
HanncaHum npasun puneTpaumm

nat

POSTROUTING

MpegHasHaveHa B NepByo ovepenb Ana SNAT. He ucnonb3oBaTb
ans unerpaumm 6e3 ocobon HeobxoanMocTU. 34€eChb Ke BbINOSHS-
eTCcs U MackapaguHr

BbixogHon ceTeBon nHTepdenc (Hanpumep, ethl)

Kabenb

MakeT NPOXoAMUT HEeCKOSbKO 3TanoB, Npexae Yem oH byaeT nepenaH aanee. Ha kaxaoom

N3 HMX MaKeT MOXET OblTb OCTAHOBIIEH. Ll,enquy FORWARD npoxoaAaT BCe MaKeTbl, KOTOpble

ABUXYTCS Yyepe3 ceTeBoit punstp. B Tabnuue npeacTaBneH NopsiAoK OBMXKEHUS MakeTa,

npegHasHa4YeHHOro fokanbHOMY MpoLUeCCy/NMPUIOXKEHUIO.

Tabnuuya 42
War | Tabnuuya Llenoyka Onucanue
1 = = KabGenb
2 = = BxogHon ceteBou nHTepdenc (Hanpumep, eth0)
OO6bIYHO MCnoMnb3yeTcsa AN BHECEHMS U3MEHEHWUIA B 3arofloBOK Nnake-
3 | mangle | PREROUTING
Ta, Hanpumep, Angd ycTaHoBkM 6UToB TOS 1 np.
MpeobpasoBaHne agpecoB DNAT. ®dunsTpaunsa nakeToB 3gecb A0-
4 | nat PREROUTING peobp Ap pau A A
nycKaeTCs TONMbKO B UCKIIOUUTENbHBIX CRy4Yasx
5 = = MpuHATNE peLleHns 0 MapLupyTusauum
dunbTpauusa BxogsLlero Tpaduka. Bce Bxogdawme naketbl, agpeco-
6 filter | INPUT BaHHbIE NoKanbHOMY NPUOXKEHUIO, NMPOXOAAT Yepes 3Ty LEenouKYy,
He3aBMCKMMO OT TOro, C Kakoro nHtepdernca oHM NoCTynunu
7 = = JlokanbHbIN NpoLecc/npunoxeHue

Ba)xHO MOMHUTD,

4YTO MakeTbl MAyT Yepeld uenodky INPUT, a He 4Yyepe3 FORWARD. B

Tabnuue (43| npeactaBneH Nopsiaok ABMXKEHUS NaKeToB, CO3A4aHHbIX NoKanbHbIMU NPOoLiEeCcCamu.
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Taobnuuya 43
War | Tabnuua Llenoyka OnucaHue
1 = = JlokanbHbIN npouecc
2 mangle OUTPUT BHeceHne naMeHeHui B 3arofnoBok naketa. dunsrpauus, BeliNonHse-
filter Mas B 3TON LienoYvke, MOXeT UMEeTb HeraTuBHbIE NOCNeacTBUs
4 | = _ MpuHATHE pelueHna o0 MapLupyTusaumn. 30echb peluaeTcs — Kyaa
nowaeT nakeT ganblue
3aechb BbiNonHAeTca SNAT. He cnegyet B 9ToW Lenodke Npon3BoanTb
UNbTPaLUIo NakeToB BO n3bexaHue HexenatenbHbIX No6oYHbIX ad-
5 nat POSTROUTING ® pall ®
dekToB. OgHaKo 1 34eCb MOXHO OCTaHaBNUBATb NaKETbI, MPUMEHAS
NONUTUKY NO YMONYaHmio — DROP
6 | = = CeteBown uHTepdeiic (Hanpumep, eth0)
7 = = KabGenb
mangle

B aton Tabnuue He cnegyeT npomsBoanTb NOOro poga omneTpauuo, MackKMpoOBKY Mn

npeobpasoBaHune agpecos (DNAT, SNAT), B HEW JOMNYCKAETCH BbINOMHATL AEWCTBUS, MPUBEAEHHbIE

B Tabnuue (44|
Tabnuuya 44
HenctBne Onuncanue
T0S BbinonHseT yctaHoBKY 6MTOB nons TOS. OTO none Ucnonb3yeTcst 4ns HazHaYeHus CETEBON
NONUTUKM OOCNYXMBAHUSA NAKeTa, T. €. 3a4a€ET XenaeMbli BapuaHT MapLipyTusaumum
TTL Wcnonb3yeTtcst Anst yCTaHOBKM 3HaYeHMs nonst TTL nakeTa
YcTaHaBnuBaeT creumanbHylo METKY Ha MakeT, KoTopas 3aTeM MOXET ObiTb NpoBepeHa
MARK OpyrMMin npaennamMmu B iptables unm gpyrummu nporpaMmmamu, Hanpumep, iproute2. C

NOMOLLbKO METOK MOXHO ynpaBndTb MapmpmisaumeVl nakeToB, OorpaHN4YnBaThb Tpad)I/IK n
T. M.

Tabnuua nmeeT aBe LenoYvKu:

- PREROUTING — UCMONb3yeTca Ons BHeCeHUd N3MEHEHUIN Ha BXOAE B CETEBOM CbI/IJ'Ipr

nepen npuHATUEM peLlleHnAa O MapLipyTm3aunm;

- OUTPUT — Ansi BHECEHUS UBMEHEHMWI B NAKETbI, NOCTYNatoLLMe OT NPUMOXEHUA BHYTPU

ceTeBon uUnbeTp.

nat

Tonbko I'IGpBbII7I nakeT U3 NOTOKa NpoxoanT Yepes Leno4kun 3TOM Tabnumubl. TpaHCJ'IFILI,MFI an-

pecoB Ui MaCckKMpoBKa NMPUMEHAKOTCA KO BCEM NnocneayrLinM naketam B NoOTOKE aBTOMATUYECKN.

Ans atoi Tabnuubl xapakTepHbl AeACTBUS, NpuBedeHHble B Tabnuue [45]




117
PYCB.10265-01 97 01-1

Taobnuuya 45

HenicTtBue OnucaHune

MpownsBoauT nNpeobpasoBaHe aapecoB Ha3Ha4YeHNs B 3arofloBkax naketos. Opyrumm
DNAT crnoBamu, 3TUM OENCTBMEM NepeHanpaBnsTCs NakeTbl Ha Apyrne agpeca, OTNnYHbIe
OT YyKa3aHHbIX B 3arofioBKax NakeTtos

MCI‘IOJ’Ib3yeTCFI OnAa NSMeHeHNA NCXOOHbIX agpecoB NMakeToB. C nomoLubto 3TOro aen-

SNAT .
CTBUSI MOXXHO CKPbITb CTPYKTYPY JNTOKasnbHOW CEeTU
IMpuMeHsieTcst B TEX XKe Lensix, 4To U SNAT, HO B OTNIMYME OT NocregHen gaet bonee
CUIMbHYIO Harpysky Ha cuctemy. lNponcxoguT aTo NOTOMY, YTO KaXAbl pas, koraa Tpeby-
eTCcs BbINOMHEHNe 3TOro AencTBusa, nponssoauTtca 3anpoc IP-agpeca anga ykasaHHoOro
MASQUERADE A P A P AP Ana'y

B 0ENCTBUM CETEBOro UHTepdenca, B TO BpeMsd Kak ans SNAT |IP-agpec ykasbiBaeTcs
HenocpeAcTBeHHO. OgHako Gnarogaps Takomy oTnmymio, MASQUERADE MOXeET pabotaTb
B Cny4vasix ¢ guHamunyecknm IP-agpecom

Tabnuua nmeet ABe LENOYKN:

- PREROUTING — MUCMNOMb3yeTcs AN BHECEHUS U3MEHEHWUI B NaKeTbl HA BXOAE B CETEBOM

ouneTp;

- OUTPUT — 1cnonb3yeTca Ansa npeobpasoBaHnsi NAKeETOB, CO3A4aHHbIX NPUMNOXKXEHNAMMN

BHYTPWU CeTeBOro ounbstpa, nepeq NpUHATUEM peLLEHUST O MapLUpyTU3aLUuu.

filter

B aTon Tabnuue cogepxatca Habopbl NpaBus 4N BbINOMHEHUS hunbTpauum nakeTos.
[MakeTbl MOryT nponyckaTtbca ganee nMbo oTBepraTbCs B 3aBUCMMOCTU OT UX COOAEPXKUMOTO.

B tabnunue filter MOXHO BbINONHUTL DROP, L.OG, ACCEPT unn REJECT 6e3 kaknx-nmbo
CNOXHOCTEN, Kak B Apyrnx Tabnuuax. Imeetca Tpu BCTPOEHHbIX LENOYKM:

- FORWARD — mcnonb3yetcsa Ang punstpaumm naketos, MayLmx TPaH3MTOM Yyepes ceTe-

BOV (punbTp;

- INPUT — NpOXOASAT NakeTbl, KOTOpble NpeAHa3HayvyeHbl NoKanbHbIM MPUoXeHuam (ceTe-

BOMY huneTpy);

- OUTPUT — ucnonb3yeTcs ansa punbstpaumm Ncxogsawmx naketoB, CreHepMpoBaHHbIX

NPUNOXEHUSIMW HA CaMOM CETEBOM (PUnbTpe.
10.5. MexaHM3M TpacCUPOBKU cOeaUHEHUN

MexaHn3m TpaccupOoBKN COEANHEHNIN ABNSIETCA YaCTb CETEBOro ounbtTpa iptables u
YCTPOEH Tak, YToObl net filter MOr NONYYNTb MHOPMALMIO O COCTOSHUM KOHKPETHOIO COeanHe-
HUSA. Hanuume 3Toro mexaHmama no3BosseT co3gaBatb 6onee HagexHble HAbopbI NpaBun.

B npegenax iptables coeguHeHMe MOXET UMETb OQHO U3 YeTbIpeX 6a30BbIX COCTOSHUMN:
NEW, ESTABLISHED, RELATED 1 INVALID. [Ina ynpaBneHus nakeTamm Ha OCHOBE UX COCTOSAHMS
NCNosb3yeTcs KpUTeEPUn —-state. TpacCcMpoBLUKMK onpeaensaeT YeTblipe OCHOBHbIX COCTOSIHUS

kaxxgoro TCP- unn UDP-nakeTa n HekoTopble AONOSHUTENbHbIE XapakTtepucTuku. na TCP- n
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UDP-naketoB — aT0 |IP-agpeca otnpaButens u nonyvarend, NopTbl OTApaBUTENS U Nosiyvatens.

TpaccupoBka npomsBoauTca B Lenodyke PREROUTING. OTO O3HavaerT, YTo iptables
NpPOM3BOANT BCE BbIMUCIEHUS, CBA3AHHbIE C ONpPeaerieHneM COCTOSIHUS, B Npedenax 3Ton LienoYku.
Korga oTnpaBnsaeTcst UHNLMUPYOLLMIA NAKET B NOTOKE, TO EMY NpUCBanBaAETCS COCTOsIHME NEW, a
Koraa BO3BpallaeTcs naket oTBeTa, TO COCTOSAHNE COeANHEHUSA N3MEHSIETCS Ha ESTABLISHED un
T. 0.

Tabnuua TpaccmpoBku

Tabnuuy TpaccupoBLLMKa MOXHO HanTu B hanne /proc/net/ip_conntrack. 3gecb
COOEPXKUTCA CMNCOK BCEX aKTUBHbIX coeanHeHnin. Ecnn moaynb ip_conntrack 3arpyxeH, TO
KoMaHga cat /proc/net/ip_conntrack AOMKHaA BbIBECTU:
tcp 6 117 SYN_SENT src=192.168.1.6 dst=192.168.1.9 sport=32775 dport=22

[UNREPLIED] src=192.168.1.9 dst=192.168.1.6 sport=22 dport=32775 use=2

B atom npumepe coaepxutcs Bca MHGOpPMaLmMs, KOTopas 3BECTHA TPACCUPOBLUMKY MO
KOHKpEeTHOMY coefuHeHuto. [lepBoe, YTO MOXHO YBUAETbL — 3TO Ha3BaHWE NPOTOKOMa, B JaHHOM
cnyvyae — tcp. [anee cnegyet HEKOTOpOE YUCNO B OObIMHOM [ECATMYHOM MNpencTaBfieHUN.
Mocne Hero criegyeT Yncno, onpeaensowee «KBPEMS XU3HNY 3anucun B Tabnumue (T. e. KoNMYecTBo
CeKyHf, Yepes KoTopoe uHdopmaums o coeanHeHnn ByaeT yaaneHa us tabnuubl). B npuBeaeHHOM
npumMmepe 3anucb B Tabnuue byaet xpaHuTbed ewe 117 ¢, ecnu Yyepes aTo coeanHeHne bornee
He npocreayeT HU OQHOro nakeTa, B NPOTMBHOM Crlydae 3TO 3HavyeHue OyaeT yCTaHOBIEHO B
3Ha4YeHMe Mo YMOSHaHUO Ans 3a4aHHOr0 COCTOSIHMA. OTO YUCMO YMeHbLUAaeTcs Ha 1 Kaxayto
CEeKyHy.

[anee cnenyeT (hakTnyeckoe COCToAHNE coegmHeHns. B npumepe aTo COCToAHUE nme-
€T 3Ha4yeHne SYN_SENT. BHyTpeHHee npeacrtaBneHuMe COCTOSAHUS HECKONbKO OTNn4aeTcst oT
BHeLUHero. 3Ha4yeHne SYN SENT roBOpuT O TOM, YTO Yepes JaHHOe coeaMHEHNe npocrenoBan
eauHcTBeHHbIN nakeT TCP SYN. [lanee pacnonoxeHbl agpeca oTnpasuTens v nornyyartens, nopThbl
oTnpasuTens n nonydarens. 34ecCb e BUOHO KNYeBoe COBO, KOTOPOe COObLLaeT 0 TOM, YTO
OTBETHOro Tpadurka 4Yepes 310 COeaAnHEHNe elle He BbIno.

MpuBogunTCca gononHuTenNbHas MHoOpMaLUnsa No oxmagaemomy nakety, ato IP-agpeca oT-
npasuTens/nonyyartens (Te e camble, TONbKO MOMEHSABLUMECS MECTaMMU, T. K. OKMOAETCS OTBETHbLIN
nakeT), TO XXe KacaeTcsi 1 NopTOB.

lMocne nonyyeHus nakeTtom OTBETA TPACCUPOBLLMK CHUMET donar [unreplied] 1 3ame-
HWUT ero ¢narom [assured]. OTOT dnar coobLlaeT, YTO COeaUHEHNE YCTAHOBIEHO YBEPEHHO, U
aTa 3anncb He ByadeT cTepTa No JOCTUXKEHUM MaKCMMaribHO BO3MOXHOIO KOfiMyecTBa Tpaccupye-
MbIX COeAMHEHUN. MakcMmManbHoe KONMYeCcTBO 3anncen, KOTopoe MOXET coaepxaTbca B Tabnuue,
3aBMCUT OT 3HAYEHUSA MO YMOSYaHUIO, KOTOPOE MOXET ObiTb YCTAHOBMEHO BbI3OBOM (OYHKLINK

ipsysctl.
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[nsa o6bema O3Y 256 Mb 3HayeHue cooTBeTcTBYET 16376 3anncam. MOXXHO NOCMOTPETb
N U3MEHUTb 3TO 3HAYEHME Yepes:
/proc/sys/net/ipv4/ip_conntrack max

CocTrosiHuA

CeTteBble nakeTbl MOTYT MMETb HECKOMNbKO Pasfn4yHbIX COCTOAHUIN B nNpeaenax sapa B
3aBUCMMOCTM OT Tuna npotokona. OgHako BHe Aapa UMEETCH TOSMbKO YeTblpe COCTOSIHUSA, Kak
ObINo0 ckasaHo Bbiwwe. [MapameTpbl, ONUCHIBaKOLWME COCTOSHME NaKeTa, UCMOMb3YIOTCS B KPUTEPUN
--state. [lonycTumMbiMn aBNSAOTCA: NEW, ESTABLISHED, RELATED n INVALID.

B Tabnuue {46/ nogpobHO pacCMOTPEHbI KaXgoe U3 BO3MOXHbIX COCTOSIHUIA 1 NpuBeaeHbl

Heobxogumble KOMMEHTapun.

Tabnuuya 46
CocTtosiHne Onucanune
CoobuaeT 0 TOM, YTO MaKeT SIBMSiIeTCS NepBbIM ANt AaHHOrO CoeduMHeHud. JTo
NEW O3Ha4yaeT, YTO 3TO NEepPBbIN NakeT B AAHHOM COEAMHEHNN, KOTOPbLIN YBUOEN MOgyrb
TpaccupoBLLMKa
[oBOPUT O TOM, YTO 3TO HE MEPBLIN NAKET B coeaAnHeHUN. [1ns nepexoda B COCTOsIHUE
ESTABLISHED HeoGX0auMMO, YTOObI O4MH KOMMbBIOTEP nNepenarn naket u nostyyun Ha
ESTABLISHED

Hero OTBET OT ApYroro koMnbtoTepa. [locne nonyyeHnsa oTBeTa NpuU3Hak coeanHeHns
NEW 6yaeTt 3amMeHeH Ha ESTABLISHED

MosBnseTcs, ecnv aHHoe coeauHeHNe CBA3aHO C APYIMM COEAMHEHNEM, UMEIOLLIUM
RELATED npusHak ESTABLISHED, T.e. cOeAUHEHME VUHULMNPOBAHO U3 YXKe YCTaHOBIEHHOIo
coeguHeHud, nMmetrowero npusHak ESTABLISHED

[OBOPUT O TOM, YTO NakeT He MOXET ObITb MAEHTUMDULNPOBAH U NOITOMY HE MOXET
UMeTb onpedeneHHoro cratyca. 3To0 MOXET NPOUCXOAUTb MO pasHbIM MpUYUHaM,
INVALID HanpuMep, NP1 HexBaTke NamMsaTyu unu npu nonyveHnn ICMP-coobuleHusi, koTopoe
He COOTBETCTBYET KakoMy-nmbo N3BECTHOMY COeAMHEHMIO. Hanny4dwmm BapnaHTom
ObIr1o 6bl NpMMeHeHne gencTenst DROP K Taknm naketam

Tabnuubl

MapameTp -t ykasbiBaeT Ha ucrnonb3dyemyo Tabnuuy. Mo ymonyaHuio mMcnonb3yerca
Tabnuua filter.

KomaHabl

B Tabnuue NPUBOOMTCA CMMCOK KOMaHA, KOTOpble UCMOMb3YyHTCA B iptables, 1
npaBuna ux ncnonb3oBaHus. NocpeacTBoM AaHHbIX KOMaHL iptables y3HaeT, YTo Heobxoammo
BbINONHUTL. OBbIMHO NpeanonaraeTcs O4HO U3 ABYX AEWCTBUN — 3TO fobaBneHne HOBOro npasuna

B LIEMOYKY MNN yaaneHue CyLLecTBYHOLLIEro npasuna u3 Ton Unm MHon Tabnuubl.
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Taobnuuya 47
KomaHpa Mcnonb3oBaHue

[lobaBnsetr HOBOe NpaBuIo B KOHeL, 3aaHHON LIEMOYKMN.

-A, --append Mpumep
iptables -A INPUT
YanansieT npasuno u3 uenoyvkn. KomaHga nmeet asa oopmara 3anmcu: nepsbii
— KOrga 3aJaeTcsl KpUTEPUIA CpaBHEHUS C onuMen —D, BTOPON — NOPSAKOBbI
HoMep npaBuna. Ecnun 3agaetcs KpUTepuin CpaBHEHUS, TO yaanseTca npasu-
no, KoTopoe NMEeET B cebe 3TOT KpUTepui, ecnu 3agaeTca HoMep npaBuna,

-D, --delete To BygeT yaaneHo npaBuio ¢ 3agaHHbIM HoMepoM. CYeT npaBuI B LenoYKax
Ha4YMHaEeTCAa C eANHULbI.
Mpumep
iptables -D INPUT --dport 80 -j DROP, iptables -D
INPUT 1
BbinonHaeT nepenMmeHoBaHME Nob30BaTENbCKONW Lenodkn. B npumepe ue-
noyka allowed BygeT nepenmeHoBaHa B Uenoyky disallowed. OTU nepe-
MMEHOBaHWSI HE N3MEHSIIOT NopsiaoK paboThl.

-E, —--rename-chain

Mpumep
iptables -E allowed disallowed

KomaHaa gomkHa 6bITb ykasaHa Bceraa

—-—flush

C6poc (yaaneHue) Bcex nNpaBun U3 3agaHHou LenoYku (tabnuupl). Ecnu nvsa
LenoYkn u Tabnuupbl He yKka3sbliBaeTCd, TO yoansoTCca BCce npasusia BO BCEX
LienoYkax.

Mpumep
iptables -F INPUT

-—-insert

BcraBnsietT HoBoe npaBumno B Lenoyky. Yucno, criegytolee 3a MMeHeM Lie-
MOYKK, YKasblBaeT HOMep npasuna, neped KOTopbiM CreayeT BCTaBUTb HOBOE
npaBuno. B npumMepe Bhbille yKka3biBaeTCsl, YTO AAHHOE NPaBUIO AOMKHO ObiTh
nepBebiM B Lienoyke INPUT.

Mpumep
iptables -I INPUT 1 --dport 80 -j ACCEPT

--list

BbiBOA cnvcka npaBun B 3aAaHHON LiEnoyke. B HxenpuBeaeHHOM npumMepe
npeanonaraeTcsa BbIBOA NpaBun U3 LieNnoYkn INPUT. Ecnmn nms LenoYkun He
yKa3blBaeTCs, TO BbIBOAUTCA CMMCOK MpaBun Ans Bcex Lenodek. dopmar
BbIBOAA 3aBUCUT OT HanM4mnsa JOMNONHUTENbHBIX KINoYel B KoMaHae, HanpuMep
-n, -v 1 np.

Mpumep
iptables -L INPUT

--new-chain

Cos3pgaeTcsa HoBas Lenoyka ¢ 3agaHHbIM MMEHeM B 3adaHHou Tabnuue. B
HUXXenpmuBegeHHOM npumepe co3fgaeTcd HoBas Lenoyka ¢ umMeHemM allowed.
NmMsa uenoykm omkHO BbITb YHUKaNbHBIM U HE JOMKHO CcoBnNaaaTh C 3apesep-
BMPOBaHHLIMW UMEHaMK LienoYdek 1 agenctsnin (DROP, REJECT u T.1.).

Mpumep
iptables -N allowed
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KomaHga Mcnonb3oBaHue

Onpepensert NOMUTKKY MO YMOMYaHWio Ans 3aaaHHoN Lenodku. Monutuka no
yMOMUYaHWUI0 onpeaensieT AeiCTBMe, MPUMEHAEMOe K NakeTam, He NonasLmnmm
. noa AeViCTBME HU OOHOMO M3 NpaBurn B Liernovke. B kayecTse NonuTukm no
-P, --policy yMOM4aHuIo AonyckaeTcs ucrnonb3oBaTb DROP, ACCEPT M REJECT.

Mpumep
iptables -P INPUT DROP

[aHHasa komaHga 3aMeHsieT OgHO npasuIiio gpyrnuM. B ocHOBHOM OHa Mcnonb-

3yeTcs BO BpeMs OTnafKku HOBbIX npasun.
-R, --replace
Mpumep

iptables -R INPUT 1 -s 192.168.0.1 -j

YnaneHue 3agaHHOM LENOYKN U3 3a4aHHON Tabnuubl. Yoansemas Lenodka
He JOIMKHa UMETb NPaBum 1 He JOMKHO BbITb CCbINOK U3 APYrMX LienoYek Ha
yaansemyto Lenoyky. Ecnv ums uenodku He ykasaHo, To 6yayT yaaneHs! Bce
-X, --delete-chain| UeNoYku, onpeaeneHHble koMaHaoi N B 3aAaHHomn Tabnuue.

Mpumeptsbl:
1. iptables -X allowed
2. iptables -P INPUT DROP

OG6GHyneHne BceX CHETYMKOB B 3agaHHOM uenodke. Ecnu nms uenodkn He
yKasblBaeTCs, TO Nogpa3yMeBaoTcs Bce Lenoyku. Mpu ncnonb3oBaHmMm Knoya
-V COBMECTHO C KOMaHAoW -1 Ha BbiBOA OyaAyT NodaHbl U COCTOSIHUS CYET-
-%Z, --zero YMKOB MAKETOB, MOMAaBLUMX MOA4 AENCTBUE Kaxkaoro npasuna. [onyckaeTtcs
COBMECTHOE UCMOoNb30BaHMe koMaHa -L u -Z. B aTom cnyyae 6Gyget BblaaH
CHayana Cnucok nNpasBuSl CO cYeTYMKaMK, a 3aTem npomnsonget obHyrneHne
CYETYNKOB

Knrouu
HekoTopble KOMaHAbl MOTyT UCMOSb30BaTbLCS COBMECTHO C AOMOMHUTENBHLIMU KINOYaMu.

MepeyeHb KnoYen 1 nx onucaHue npveeaeHsl B Tabnuue 48

Tabnuuya 48
Knitou Onucanune
Mcnonb3yeTcsa BMecTe ¢ kKOMaHaaMn —--insert, -—append U —-replace
npy co3gaHUM HOBOIO NMpaBuna Ansg yCTaHOBKM CYETUYMKOB NakeToB U 6anT B
c, —-—-set-counters

3afjaHHoe 3Ha4veHue. Hanpumep, Koy -—set-counters 20 4000 ycTaHo-
BUT cYeT4YMK naketoB B 20, a cyetymk 6ant B 4000

Mcnonb3yeTca BMecTe ¢ KOMaHaon —-1ist, BKMAOYaAET PeXUM BbiBOAA HO-
—--line-numbers MEpPOB CTPOK MpY OTOOpaXeHUn cnmcka npasust komaHgon —-1ist. Homep
CTPOKM COOTBETCTBYET NO3MLMK MpaBuna B Lienoyke

MoxeT ucnonb3oBaTbCs ¢ MO0 KOMaHA4OoN, onpeaensieT KomaHay 3arpys-
--modprobe KM mMoadyns sigpa. [aHHblA KoY MCMonb3yeTcs B criyvyae, ecnv KomaHaa
modprobe HaxoAMTCst BHE MyTW Noucka

Mcnonb3yeTcst BMecTe ¢ koMaHaon —-1ist. 3acTaenser iptables BbIBO-
n, --numeric AnTb IP-agpeca n Homepa NopToB B YMACNOBOM BUAE, NPeaoTBpaLLas NonbITKMI
npeobpa3oBaTb NX B CUMBONMYECKME MMEHA
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Krnirou

OnucaHwne

-V,

—--verbose

Mcnonb3yeTcs BMecTe C kOMaHgamMnm --list, --append, --insert,
-—delete U -—replace ANs NOBbILEHMA NHPOPMATUBHOCTK BbiBoAaA. B cny-
Yyae MCMNonb30BaHMs C KOMaHAOMW ——1ist B BbIBOO 3TOW KOMaHAbl BKIHOYaOT-
csl Takke UMs MHTepdenica, CHETYMKN NAKETOB M OalT AN Ka)4oro npasuna.
dopmart BbIBOAA CHETYMKOB NpeanonaraeT BbIBOA, Kpome Lmdp Yncna, ewle un
cumBOnbHblE MHOXMTENM K (x1000), M (x1,000,000) n G (x1,000,000,000). Onsa
TOro YTobbl 3aCTaBUTbL KOMaHAy --1ist BbIBOAUTL NoOfHoe vucno (6e3 yno-
TpebneHnsa MHoOXUTENEN), TpebyeTcs NPUMEHNATL KIoY —x, KOTOPbIA OnMcaH
Hwxe. Mpn ncnonb3oBaHUU ¢ 4pyrMMyM KOMaHgamu Ha BbiBog 6yaeT BbiaaH
NnoAapoOHLIA OTYET O NMPOM3BEAEHHOM Onepauun

_X,

-—exact

VMcnonb3yeTcs BMecTe ¢ kKoMaHgon ——1ist. [Ina Bcex ynMcen B BbIXOOHbIX
OaHHbIX BbIBOOSATCA MX TOUHbIE 3Ha4YeHWs 6e3 okpyrneHus n 6e3 npumeHeHns
MHOXUTENen K, M, G. BaxHO TO, YTO AaHHbLIN KITHOY NUCMOSMb3YyeTCs TOSMbKO C
KOMaHOoON —-1ist U He NPUMEHSIETCS C APYIMMW KOMaHOaMu

10.6. Kputepuun BbliaeneHusi nakeTtos

BbloenswoTtca crieayowme Kputepum:

1) obwue — KpuTEpPUN, KOTOPbIE JOMYCTMMO YyNoTpebnsaTh B Ntobbix npaBunax. OHU He

3aBMCST OT TuNa NpoTOKofa U He TpebylT NoAarpy3ku Moayren paclumpeHusi. B aty

rpynny nobaeneH KpI/ITepI/Iﬁ --protocol, HECMOTPA Ha TO, YTO OH UCMOJSIb3YETCH B

HEKOTOPbIX cneundUYHbIX OT NPOTOKONa paclmnpeHnsx. Hanpumep, npu ncnonb3oBa-

Hun TCP-kpuTtepmsa HeobxoaMmMo UCNOoNb30BaTb U KPUTEPUA ——protocol, KOTOPOMY B

Ka4decTBe OOMOJIHUTESNIbHOIO Krto4va nepegaetcd Ha3BaHune npoTtokosia — TCP. OgHako

—-—-protocol cam no cebe asnsietcsa KPpUTEPUEM, KOTOprI‘/II NCcnofib3yeTca Ana ykasaHusa

TUNa npoToKoa;

2) HEeABHbIE — 3TO KPUTEPUN, KOTOPbIE NOArPyXarTCA HEABHO N CTAHOBATCA OOCTYIMHbI,

Hanpumep, Npu ykaszaHuu Kputepusi ——protocol. CywwecTByeT Tpu aBTOMaTU4ECK/ NOA-

rpykaembix pacmpenus: TCP-, UDP- n ICMP-kputepun. 3arpyska aTux paclumpeHumn

MOXXET NPOM3BOANTLCS U IBHbIM 0O6pa3oM C MOMOLLBIO KNtoya —m, ——match, Hanpumep:

-m tcp

3) nepen ncnosrib3oBaHMeEM BbllLEONMUCaHHbIX pacmmpeHMVl OHW OOIMKHbI ObITb 3arpyxeHbl

SIBHO, C MOMOLLbIO Kntova —m unn ——-match. Tak, Hanpumep, ecrin NCnonb3oBaTb KPUTEPUN

—--state, TO criegyeT sABHO yKa3aTb 3TO B CTPOKe MNMpaBuiia —-m state nesee UCMNOJ1b3y-

€MOro Kpnutepu4. Bce otnnuune Mexay ABHbIMU U HEABHBLIMU KPUTEPUAMU 3aKitoHaeTCcdA

TOJIbKO B TOM, 4YTO NnepBble HeobxoaMmo noarpyxartb 4BHO, a BTOpPbIE MOArpy>xarTcA

aBTOMaTU4eCKN.
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10.7. AencTBnA u nepexoabl

[denctBnsa n nepexoabl coobLLAT NpaBuny, YTO HEOOXOANUMO BbINOMHUTL, ECINU NaKeT
COOTBETCTBYET 3alaHHOMY KpuTeputo. Yalle Bcero ynotpebnsawTtca aencTenst ACCEPT 1 DROP.

OnncaHve nNepexoaoB B NpaBunax BbIMMSAAUT TOYHO TakK e, Kak U onncaHue OencTBui, T. e.
CTaBUTCS KIMOY —3 U yKa3biBAETCS Ha3BaHWe LIenoYku NpaBus, Ha KOTOPYH BhIMOMHSETCA Nepexom.
Ha nepexoapbl HaknaabiBaeTcs psa orpaHUYeHnin, nepBoe — Lienoyka, Ha KOTOPYH BbINOMHAETCS
nepexon, AOIKHA HaxoaAUTLCA B TOW e Tabnuue, YTo M Lerno4vka, U3 KOTOPOoW 3TOT nepexop
BbIMOSHAETCS; BTOPOE — LIENoYKa, SABNSLIascs Lenbio nepexoaa, AomkHa ObiTb co3gaHa Ao Toro,

Kak Ha Hee ByayT BbINOMHATLCS NEPexoabl.

Mpumep
Cospatb Uenoyky tcp_packets B Tabnuue filter ¢ NOMOLWbLIO KOMaHAbI:
iptables -N tcp_packets
BbINONHATL Nepexobl Ha 3Ty LIEeMNOYKY:
iptables -A INPUT -p tcp -j tcp_packets
T.e., BCTpeTMB nakeT npoTtokona TCP, iptables Npou3BeAET Nepexos Ha LEeNoYKy tcp_packets

N NPOOOIMKUT OABMXXEHNE NakeTa MNno 3TOM LIeMNoYKe.

Ecnu naket gocTtur KoHUa LEenoYkn, To OH OyaeT BO3BpaALLEH B BbI3bIBAOLLYIO LIEMNOYKY
(B npumepe — 310 yenovka INPUT) 1 ABUXEHWE nakeTa NPOLOIMKUTCS C npasuna, cnegyroLero
3a NpaBuIioM, Bbi3BaBLLEM nepexon. Ecnu k nakeTy Bo BroXXeHHOW Lenoyke 6yaeTt npuMeHeHo
aenctene ACCEPT, TO aBTOMaTMYeCKM NakeT OyaeT cuMTaTbCd MPUHATLIM M B Bbi3blBAlOLLEN
Leno4dke n yxxe He ByoeT npogosmkaTtb ABUXKEHWE MO Bbi3biBalOWMM Lenovkam. OgHako naket
nongeT no Apyrum Lenoyvkam B Apyrnx tabnuuax.

[encTBne — 310 NpegonpeneneHHas KomaHaa, onucbiBatoLLas 4eNcTBme, KOTopoe Heob-
XOOAUMO BbIMNOSIHUTb, €CIM MNaKeT coBnan ¢ 3afgaHHbIM KpuTepmneM. Hanpumep, MOXXHO NMPUMEHUTb
aencteme DROP unn ACCEPT K nakeTy. B pesynbrate BbINOMHEHUS O4HUX OEACTBUA NAKET npekpa-
LLIaeT cBOe NpOoXOXAeHne no Lenodvke, Hanpumep DROP n ACCEPT; B pesynbrate apyrux, nocne
BbIMNOSNIHEHMS HEKUX OMnepaunin, NPoAoIKaeT NpoBePKY, Hanpumep LOG; B pe3dynbrate paboTbl
TPETbUX — faxe BUOAOU3MEHSIETCS, Hanpumep DNAT 1 SNAT, TTL 1 TOS, HO TakK e npogosnkaeT
NpoaBMXEHME NO LienoykKe.

ACCEPT

Ecnn Hag nakeTom BbINOMNHAETCH AencTene ACCEPT, TO NakeT npekpawlaeTt ABUKEHNE No
uenoyke (M BCeM Bbi3BABLUMM LiEMOYKaM, ECIM TEKYLLAs Lienoyka Obinia BIOXKEHHOW) U cUMTaeTcs
NPUHATBLIM, TEM HE MeHee, NaKeT NPOAOIKUT ABMXKEHME MO LUenodykam B Apyrnx Tabnumuax n Moxet
ObITb OTBEPrHyT Tam. [lencTBue 3agaeTcs C NOMOLLbIO Kntoya —j ACCEPT. [JONONHUTENbHbIX

KIoYen He umeer.
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DNAT

DNAT ucnosb3yeTcs Ans npeobpasoBaHust agpeca MecTta HasHadeHus B |IP-3aronoske
naketa. Ecnun nakeTt nognagaet nog KpUTepuid NpaBunia, BbiNomHAKLWEro DNAT, TO 3TOT NaKeT U
BCe nocregyoLlme nakeTbl U3 3TOro e noToka 6yayT nofBeprHyTbl NpeobpasoBaHnio agpeca
HasHa4yeHusi 1 nepedaHbl Ha Tpebyemoe YCTPOMCTBO, KOMMLIOTEP UIN CETb.

MoXeT BbINOMHATLCA TOMbKO B Lienovykax PREROUTING M OQUTPUT Tabnuupbl nat U BO
BIOXEHHbIX NoALIenoYKax.

Kntou ans penctBust DNAT — --to-destination.

Mpumep
iptables -t nat -A PREROUTING -p tcp -d 15.45.23.67
--dport 80 -j DNAT --to-destination 192.168.1.1-192.168.1.10

OTOT KIoY yKasbIBaeT, kakon |IP-agpec gomkeH 6bITb NoagcTaBneH B kKa4yecTBe agpeca
MecTa HasHadyeHus. B BbilwenpmBegeHHOM npuMepe BO BCEX MakeTax, nNpulleilmx Ha agpec
14.45.23.67, agpec HazHa4YeHnsa 6yneT M3MEHEH Ha OO4MH U3 AMana3oHa oT 192.168.1.1 go
192.168.1.10. Bce nakeTbl 3 ogHoro notoka 6yayT HanpaenNATbLCA HA OOWH M TOT XXe agpec, a
ANs Kagoro HoBOro notoka 6yaert BbIbMpaTbCs OANH U3 aApecoB B YkadaHHOM AnanasoHe Cny-
YanHbIM obpasoM. MOXHO Takke onpenenuTb eauHCTBEHHbIN IP-agpec. MOXHO 4OMONHUTENBHO
yKasaTb NopT uUiv ananasoH NOpPTOB, Ha KOTOpbIV (KoTopble) ByaeT nepeHanpasneH Tpaduk. Ons
atoro nocre IP-agpeca 4yepes ABoeTouMe yKkasaTb NOpT, Hanpumep:
—--to-destination 192.168.1.1:80
A8 yKasaHua guanasoHa nopTos:
—--to-destination 192.168.1.1:80-100

CuHTakcuc genctemim DNAT M SNAT BO MHOMOM CXOX. YKaszaHue MOpToOB LOMycKaeTcs
TONbKO Npu paboTe ¢ NPOTOKONOM TCP unu UDP, Npy HanNuynmn onumm ——protocol B KpUTEPUMN.

DROP

DROP cbpacbiBaeT nakeT n iptables 3abbiBaeT 0 ero cywecrsoBaHnn. COpOLLEHHbIE
nakeTbl NpeKkpaLLaT CBOE ABMXEHME MNOMHOCTLIO, T. €. OHWU HE NepefarTcsa B Apyrme tabnuupl,
KaK 3TO NpoucxoauT B crnyvae ¢ gencremem ACCEPT. CrieqyeT NOMHUTb, YTO AaHHOE AeNCTBue
MOXeT UMETb HeraTMBHblEe MOCIEACTBUS, MOCKOMbKY MOXET OCTaBMATb HE3aKpbITble COKEThI
Kak Ha CTOpOHe cepBepa, Tak U Ha CTOPOHE KMWeHTa, Haumyywum cnocobom 3awmTtel Oyaet
ncnonb3oBaHne genctend REJECT, 0COGEHHO Nnpu 3aLUmMTe OT CKaHMPOBAHMUS MOPTOB.

LOG

LOG CnyXuT ANS XXypHanMpoBaHUs OTAErNbHbIX MNakeToB N cobbiTU. B XXypHan moryT
3aHoCcUTbCA 3arosnioBku IP-naketoB n gpyras nHtepecyowas nHpopmaums. MHpopmauyus ms
XypHarna MoxeT ObiTb NpoYnTaHa ¢ NMOMOLLbI dmesg UK syslogd, NMBO C NOMOLLbLIO APYrnX

KOoMaHA.
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Kntoun gencteusa LOG npuBedeHbl B Tabnuue 49

Taobnuuya 49

Krito4 OnucaHne

Wcnonb3yeTca Ans 3afgaHvns ypoBHS XypHanuposaHus. MoxHo 3agaTe cneay-
owme ypoBHu: debug, info, notice, warning, warn, err, error, crit
alert, emerg N panic. KniouyeBoe CrioBo error O3Ha4yaeT TO Xe caMoe,
YTO N err, warn — warning U panic — emergqg. [lpnoputeT onpenendaer
pasnuuusa B TOM, Kak ByayT 3aHOCUMTbCA coobLeHnsa B XXypHan. Bce coob-
LLeHNA 3aHOCATCHA B XypHarn cpeacteamu agpa. Ecnn yctaHOBUTL CTPOKY
--log-level kern.=info /var/log/iptables B hainne syslog.conf, T0o Bce C006-
leHus u3 iptables, ncnonbeaywuwme ypoeeHb info, 6yayT 3aHOCUTLCS B
dann /var/log/iptables. OgHako B 3TOT hann nonagyT v Apyrue coob-
LeHnsa, nocTynatmoLwime 13 apyrux nogcnucTem, Kotopble UCNonb3yT YPOBEHb
info.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-level debug

3apaeT npeduKc, KoTopbii OydeT CTOATb nepen BCEMWU COOOLLEHUSMU
iptables. CoobuweHunsa co cneundudHbiM NpedrnKcom 3aTtemM Nerko Mox-
HO HaWTW, K NpuUMepy, ¢ NomoLlblo grep. lNpeduKkc MOXeT cogepxaTb A0

--log-prefix 29 cumBOnOB, BKIOYas npobensbi.
Mpumep
iptables -A INPUT -p tcp -j LOG --log-prefix "INPUT
packets"

Mo3BonsieT 3aHocUTb B XXypHan Homep TCP Sequence-naketa. Homep TCP
Sequence naeHTNMOUUNPYET KaXKabl NakeT B NOTOKe M onpeaenseT nopsi-
AOK COOpKM NOTOKa. ATOT KNoY NoTeHumnarnbHO onaceH ans 6esonacHocTn
CUCTEMbI, €CITN CUCTEMHbIN XXypHan paspeluaeT AOCTYN «Ha YTeHME» BCEM
--log-tcp-sequence K Goi Y Y 6

nons3oBartensam. Kak n ntobon apyron xypHan, cogepxawum coobLleHus ot
iptables.

Mpumep
iptables -A INPUT -p tcp -j LOG --log-tcp-sequence

[Mo3BONSIET 3aHOCUTL B CUCTEMHbIV XXypHan pasnuyHble CBEAEHUS U3 3arofioB-
ka TCP-naketa. Takasg BO3MOXHOCTb MOXET ObITb NonesHa npu otnagke. 10T
--log-tcp-options | KIMOY HE UMEET AOMONHNTENbHbIX NapaMeTpoB.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-tcp-options

[Mo3BONSIET 3aHOCUTL B CUCTEMHbIV XXypHan pasnuyHble CBEAEHUS U3 3arofnoB-
ka IP-naketa. Bo MHOrom cxox ¢ knto4oM -—log-tcp-options, Ho paboTtaeT
-—log-ip-options TOnbKO C |P-3aromnoskom.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-ip-options

MARK
MARK MCMomnb3yeTcs AN yCTAaHOBKN METOK AS15 OnpeAeneHHbIX NakeTos. 3TO AelcTB1e Mo-

XKET BbINOJTHATBLCA TOJIbKO B npeaenax Tabnuubl mangle. YcTaHOBKa METOK 0ObIYHO ncnorb3yeTcd
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ANSA HY>XXO MapLUpyTM3auumn NakeToB MO pasnNnyYHbIM MapLupyTam, Ans orpaHn4eHns Tpadumka u T.n.
MeTka nakeTa cyLlecTByeT TOMNbKO B Nepuoa BpeMeHU, NoKa NakeT He MNOKMHYN GpaHamayap, T.e.
MeTKa He nepeaaetcs no cetn. Ecnv HeobxoanMMo Kak-To MOMETUTb NaKeTbl, YTOObI NCMONbL30BaTb
MapKUPOBKY Ha APYroM KOMMbKTEPE, TO MOXHO MaHUNynMpoBaTb Gutamm nonsa TOS.

Kntoy anga gencreust MARK — —-—set- — yCTaHaBNMBAET METKY Ha nakeT. [Nocne knto4a

--set-mark OOMXKHO cnegoBaTh Lienoe Yucro.

Mpumep
iptables -t mangle -A PREROUTING -p tcp --dport 22 -j MARK --set-mark 2

MASQUERADE

MackapagunHr nogpasymeBaeT nonyyveHue |IP-agpeca ot 3agaHHOro ceTeBoro MHTepgenca,
BMECTO NMPSIMOro ero ykasaHusi, Kak 370 AenaeTca C MOMOLLbIO Kroya —-to-source B AENCTBUN
SNAT.

Henctene MASQUERADE MOXET OblTb MCNONb30BaHO BMECTO SNAT, JaXe eCnn MMeeTCs
NocToSAHHbIN IP-agpec.

MASQUERADE Ao0nycKaeTcs yKa3sblBaTb TOMbKO B Lenoyke POSTROUTING Tabnuubl nat,
Tak e Kak U gencrteme SNAT. MASQUERADE MMEET KIo4, MCNOMb30BaHWe KOTOPOro HeobszaTenb-
HO.

Kntou ansa gencreua MASQUERADE — —--to-ports — UCMNONb3yeTcs AN ykasaHuda nopra
WCTOYHMKA MUy guanasoHa nopToB ucxogsuwero nakera. MoXHo ykasaTb O4uH MOpPT, HanpuMep:
--to-ports 1025
UM guanasoH nopToB:

--to-ports 1024-3100
OTOT KI104 MOXKHO MCMNOSb30BaTh TOMLKO B NpaBunax, rae KpUTepun cogepXuT siBHoe

ykasaHune Ha npotokon TCP nnn UDP ¢ nomoLybio Kntoya —-protocol.

Mpumep
iptables -t nat -A POSTROUTING -p TCP -j MASQUERADE --to-ports 1024-31000

REDIRECT

REDIRECT BbIMNOMHSAET NepeHanpasneHne naketoB 1 NOTOKOB Ha APYron nopT TOro e
camoro KomMmnbloTepa. K npumepy, MOXXHO nakeTbl, noctynatowme Ha HTTP-nopT, nepeHanpaBuTb
Ha nopT HTTP-npokcu. [enctBne REDIRECT OYeHb yOOOHO ANsi BbINOMHEHUS MPO3payvyHOro
npokcupoBaHua (transparent proxying), korga komnbetoTepbl B JIBC gaxe He nogospeBaloT O
CYyLLEeCTBOBaHUN NPOKCMU.

REDIRECT MOXET MCMOMb30BaTbhCs TOMbKO B Lienoykax PREROUTING un OUTPUT Tabnuubl
nat, a TaKkke BbINOMHATLCA B NOALENOYKaX.

Kntou ans geinctBus REDIRECT — —--to-ports — onpegensiet nopt uUnu auanasoH
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MOpTOB Ha3HayeHusi. bes ykasaHus kroda ——to-ports NnepeHanpasreHnsl He MPOUCXOAWT, T. €.
nakeT MOeT Ha TOT NopT, Ky4a W Obln Ha3HaYeH.

,D,J'IFI YKa3aHnAa oAHOro nopta HasHa4eHud BBECTU:
iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports 8080

Ecnu HeobGxoanmo yKa3aTb Anana3oH NnopToB:
iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports /
8080-8090

OTOT KMNKY MOXHO MCMOMb30BaTb TOMbKO B NpaBunax, rae Kputepun coaepXkuTt siBHoe
ykasaHune Ha npoTtokon TCP nnn UDP ¢ nomoLybio kntoya —-protocol.

REJECT

REJECT mMCnonb3yeTcs, Kak NpaBuso, B TEX e CaMbiX CUTyauusix, 4To n DROP, HO B
oTnnyme oT DROP, KoMaHAa REJECT BbigaeT cooblieHne 06 owmbke Ha KoMnbloTep, nepenas-
lWwnin nakeT. [lenctBne REJECT paboTaeT ToNbKo B Lenovkax INPUT, FORWARD n OUTPUT (M BO
BMOXEHHbIX B HMUX Lienoykax). [loka cyLlecTByeT TONbKO €AWNHCTBEHHbIN KikO4, yrnpaBnisaoLwmnini
nosegeHnemMm KomaHabl REJECT.

Knou ana gencteus REJECT — --reject-with — ykasbiBaeT, Kakoe coobuieHune
HeoOXxoauMMO nepenaTtb B OTBET, €CMM NMAKET CcoBMan C 3agaHHbiM Kputepuem. Npu npumeHe-
HUM OgencTBus REJECT K nakeTy cHadana Ha KOMMblTep-oTnpaBuTens OyaeTr oTocnaH yka-
3aHHbIN OTBET, a 3aTeM NakeT GygeT coOpoweH. [lonyckaeTca ncnonb3oBaTtb Creayrowme TUnbl
OTBETOB: icmp-net-unreachable, icmp-host-unreachable, icmp-port-unreachable,
icmp-proto-unreachable, icmp-net-prohibited n icmp-host-prohibited. Mo ymon-
YaHuo nepepaeTcsa coobuleHne port—-unreachable. Bce BblleykaszaHHble TUMbI OTBETOB SABS-
toTca ICMP error messages (coobweHuamm o6 owmnbkax). Tun oTBeTa tcp-reset UCNONb3Y-
eTcs Tonbko Anga npotokona TCP. Ecnu yka3aHo 3HadYeHue tcp-reset, TO gencTBne REJECT

nepegact B oTBeT naket TCP RST, KOTOpbIM UCnonb3yetcsa Ang 3akpbltnsa TCP-coeanHeHus.

Mpnumep
iptables -A FORWARD -p TCP --dport 22 -j REJECT --reject-with tcp-reset

RETURN

RETURN MpekpallaeT ABMXKEHWE nakeTa Mo TeKyllelh Lenoyke npaBun 1 npoussoauT
BO3BpaT B BbI3blBAIOLLYIO LIEMOYKY, ECMN TeKyLLas Lenoyka Obina BNOXEeHHON, U1, ecnu Tekyluas
Lernoyka NexuT Ha caMOM BEpPXHEM YpPOBHe (Hanpumep, INPUT), Kk nakeTy 6yaeT npMMeHeHa
NoNMTUKa Mo yMon4daHui. B kayecTBe NONUTUKM NO YMONYaHUIO HasHa4aT AeACTBUS ACCEPT
nnu DROP.

SNAT

SNAT ucnonb3yeTcs Ans npeobpasoBaHusi CETEBbLIX aAPECOB, T. €. UBMEHEHWNE NCXOASILLETO

IP-agpeca B IP-3aronoBke naketa. SNAT JONYCKAeTCS BbINOMHATL TONbKO B Tabnuue nat, B Lenoy-
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ke POSTROUTING. [lpyrumu crioBamu, TONMbKO 3[€Cb JOMNYyCKaeTca npeobpasoBaHne UCXOOALLNX
agpecoB. Ecnu nepsbiii nakeT B coeANUHEHUN NoaBeprcs npeobpasoBaHnio NCXOASALEro agpeca,
TO BCe MocreayoLmne nakeTbl U3 3TOro e coeanHeHust ByayT npeobpasoBaHbl aBTOMATUYECKU U
He NovayT Yepes 3Ty LIernoyKy npasun.

Kntou ons genctens SNAT — --to-source — WUCMNONb3yeTcs ANSA yKasaHUs agpeca,

npnceamBaeMoro rnakery.

Mpumep
iptables -t nat -A POSTROUTING -o ethO -j SNAT --to-source
194.236.50.155-194.236.50.160:1024-32000

YkasbiBaeTcs IP-agpec, KoTopbi ByaeT nofcTaBneH B 3arofioBOK MakeTa B KadecTBe
ncxogswero. Ecnn Heobxoanmo nepepacnpeaennTb Harpy3Ky Mexay Heckosnbkumu bpaHamaya-
pamMn, TO MOXXHO YKasaTb AManas3oH afpecoB, rae HavasnbHbIM U KOHEYHbI agpeca ananasoHa
pasgensiTca geducom, Hanpumep:
194.236.50.155-194.236.50.160

Torga KoHKpeTHbI IP-agpec 6yaeT BbibupaTtbcsa M3 ananasoHa crny4davHbiM obpasom
AN KaXgoro HOBOro notoka. [ononHUTENbHO MOXHO YKa3aTb Anana3oH NopToB, KOTopble byayT
NCNoNb30BaTbLCA TONbKO ANSA Hy>Xa4 SNAT.

TOS

TOS Mcnonb3yeTca AN ycTaHOBKM 6uT B none TOS IP-3aronoeka. None TOS coaepXut
BOCEMb OUT, KOTOPbIE UCMOMb3YOTCA AN MapLpyTU3auumn NaketToB. ATO O4HO M3 HECKOMbKUX
nonewn, ncnomne3yemblx iproute2. [laHHOe nosne mMoxeT obpabaTbiBaTbCA Pa3fIMYHbIMU MapLLpY-
TM3aTopamu C Lenbio Bbibopa MapLipyTa ABmKeHUs nakeTa. Kak yxe ykasbliBarnoch Bbllle, 3TO
none, B OTnM4mMe oT MARK, COXpPaHAET CBOE 3HAYEeHWe Npu OBUKEHUN NO CETU, a NOITOMY MOXET
NCNonb30BaTbCA ANs MapLipyTM3aumm naketa. [laHHoe AeCTBNE A0MyCKaeTCsi BbINOMHATD TOSbKO
B npegenax Tabnuubl mangle.

Kntou ans gencreusa TOS — —-—set-tos — onpeaenseT YNCNOBOE 3HaYeHNE B ECATUYHOM

nnn wecTtHaguatepmn4Hom suae.

Mpumep
iptables -t mangle -A PREROUTING -p TCP --dport 22 -j TOS --set-tos 0x10

Mockonbky none TOS siBNseTcs 8-6UTHBLIM, TO MOXHO yKasaTb Yncno B AnanasoHe ot 0 go
255 (0x00—0xFF). BonbLIMHCTBO 3HAY€HWI 3TOrO NOMS HUKaK He ncnonb3yetcs. Jlyyie ncnons3so-
BaTb MHeMOHMN4Yeckne obo3HayeHms: Minimize-Delay (16 nnn 0x10), Maximize-Throughput (8 nnu
0x08), Maximize-Reliability (4 nnn 0x04), Minimize-Cost (2 nnn 0x02) unn Normal-Service (0
nnn 0x00). Mo ymonyaHuo 6ornbWNMHCTBO NakeToB nmetoT npusHak Normal-Service unu 0. Crnimcok
MHEMOHUK MOXXHO NOMNYYNUTb, BLINOMHUB KOMaHAy:
iptables -j TOS -h
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TTL

TTL UCNonb3yeTcs Ans naMeHeHus cogepxumoro nons TTL B IP-3aronoske. OanH n3 Ba-
PUaHTOB NPUMEHEHNSA 3TOr0 AENCTBUS — yCTaHaBNMBaTb 3HavyeHue nons TTL BO BCEX UCXOQALLMX
nakeTax B O4HO U TO e 3HaYeHue.

[encteme TTL MOXHO yKa3blBaTb TONbKO B Tabnuue mangle.

Kntoun ona genctena TTL npuBeaeHsbl B Tabnuue .

Tad6nuua 50

Krnirou OnucaHune

YcTtaHaBnuBaeT nosie TTL B 3agaHHOE 3HAYeHMe. OnTuMmanbHbIM CYUMTAETCA 3HAYEHne

okono 64.
-—-ttl-set
Mpnumep

iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-set 64

YMeHbLuaeT 3HavyeHne nons TTL Ha 3agaHHoe Yncno. Hanpumep, NycTb BXOOALWMIA NakeT
nMmeet 3Ha4vyeHne TTL, paBHoe 53, BbINOMNHAETCS KoMaHaa —-ttl-dec 3. Torga naket
NOKUHET KOMMbIOTEP C nonem TTL, paBHbiM 49. CeTeBON KOf aBTOMaTUYECKN YMEHLLUNT

--ttl-dec| 3yayenne TTL Ha 1, NoaTOMy dhakTUuecku nomyyaetcs: 53 - 3 - 1 = 49,

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-dec 1

YBennumBaeT 3HadyeHue nonsa TTL Ha 3agaHHoe vncno. [ycTb noctynaeT nakeT ¢ TTL,
paBHbIM 53, Toraa nocne BbIMNOSIHEHUA KOMaHAbl —-ttl-inc 4 Ha BbIXOA4E C KOMMbO-
Tepa naket 6yger umetb TTL, paBHbIN 56, He CTOMT 3abbiBaTb 06 aBTOMaTUYECKOM
——ttl-inc | YMeHbLUeHUM nons TTL ceTeBbIM KOAOM SApa, T. €. (akTUYeCcKn rnorny4aeTcs BbipaxeHue:
53 + 4 - 1 = 56

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-inc 1

ULOG

ULOG NpefocTaBnsieT BO3MOXHOCTb XXypHanMpoBaHMs NakeToB B NOMb30BaTENbCKOE Mpo-
cTpaHcTBO. OHO 3aMeHSIET TpaaMLUMOHHOE AecTBNE LOG, 6asmpyoLieecs Ha CUCTEMHOM XXypHane.
Mpn ncnonb3oBaHMM 3TOrO OENCTBUSA MAKET Yepe3 COKETbl netlink nepegaercsa cneunanbHOMY
AEMOHY, KOTOPbIN MOXET BbINOMHATL OYEHb AeTarlbHOE XXYpPHanNMpoBaHWE B pa3fnnyHbIX hopmarax
(Hanprmep, OObIYHbIN TEKCTOBbLIN halsl) U K TOMY Xe NoAAepPXKMBaeT BO3MOXHOCTb Aobasne-
HUSA HaACTPOEK (NNarnHOB) Asst POPMUPOBaHMS Pa3fNUYHbIX BbIXOAHbBIX dhopMaToB U 06paboTkm
CeTeBbIX MPOTOKOOB.

Kntoun ans geiicteust ULOG npusefeHbl B Tabnuue 51]
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Krito4

OnucaHne

--ulog-nlgroup

CoobuaeT ULOG, B Kakyt rpynny netlink gormkeH ObiTb nepedaH Naker.
Bcero cywectsyet 32 rpynnbl (0T 1 go 32). Ecnn Heobxoaumo nepedartb NakeT
B MATYIO rpynmny, TO MOXHO yKa3aTb:

--ulog-nlgroup 5

Mo ymonyaHuio ncnonb3yeTcs nepeas rpynna.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-nlgroup 2

--ulog-prefix

MmeeT TOT XKe CMbICM, YTO M aHanornyHasi onuus B aencreum LOG. OnunHa
CTPOKM npedinKca He AOSMKHaA npeBbiwaTh 32 cMmBona.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-prefix "SSH connection attempt: "

--ulog-cprange

Onpepenset Kakyto onto naketa B 6antax Hago nepegasaTtb AeMOHY ULOG.
Ecnn ykasatb uncrnio 100, kak nokasaHo B Npumepe, To AeMOHY ByaeT nepe-
AaHo Tonbko 100 b 13 naketa, 3T0 O3HA4aeT, YTo AeMOoHy ByaeT nepeaaH
3arofnioBOK NakeTa M HekoTopas YacTb obnacTu gaHHbIX naketa. Ecnu yka-
3atb 0, To ByaeT nepenaH BeCb NakeT, HE3ABMCMMO OT ero pasmepa. 3HavyeHune
no ymon4yaxuio pasHo O.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-cprange 100

--ulog-gthreshold

YctaHaBnuBaeT BenuunHy Bydepa B obnactu agpa. Hanpumep, ecnu 3agatb
BenuyuHy bydepa, pasHon 10, Kak B npumepe, TO 54po Byaer HakannueaTtb
XypHanupyemble nakeTbl BO BHyTpeHHeM Bydepe v nepeaasatb B Nonb30Ba-
TenbCKoe NpOoCTpaHCTBO rpynnamu no 10 nakeTos.

Mpumep
iptables -A INPUT -p TCP --dport 22 -j ULOG
--ulog-gqthreshold 10
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11. MAPKMPOBKA IOKYMEHTOB

3almLLeHHbI KOMMMEKC NporpaMmM nevyaTtm 1 MapkMpoBKM JOKYMEHTOB obecneymBaet
MapKUPOBKY BbIBOAUMbIX Ha NevyaTb JOKYMEHTOB.

[OonONHUTENBbHO K OUCKPELMOHHOMY KOHTPOSM 4OCTYNna Ha OCHOBE MOSIMTUK cepBepa
CUPS uncnonb3yeTtcst MaHOaTHbIN KOHTPONb goctyna. MaHaaTHble atpmbyThl NopoXxaaemMblx 00b-
ektoB B CUPS HacnegytoT MaHaaTHbIM KOHTEKCT, NofyYaeMbli C CETEBOINO COeAUHEHUS.

Bce cybbekTbl focTyna (nonb3oBaTenn) cepeepa nevyaTn 4enstca Ha 2 rpynnbl: agMUHK-
CTpaTopOB 1 OBbIYHbIX NOMb30BaTENEN.

ALOMUHUCTpaTOpaM paspeLleHO BbINOMHATbL psd AeNCTBUMA N0 Mogudukaumm cepsepa
neyatu (gobasneHve/yaaneHne NpMHTEPOB, MOAUMUKALNS NX NAapaMeTPOB U T.4.).

BHUMAHMUE! [JaHHble onepaumn OOMKHbI NPOBOANTLCA TOMNLKO Mo HyreBbIM MaHaaT-
HbIM KOHTEKCTOM.

[Monb3oBaTensm paspellaeTcs BbIBOOUTb JOKYMEHTbI Ha rnevatb, BbINONHATL Mogudvka-
LU0 M NPOCMOTP 3aaHni COrfacHo X MaH4aTHOMY KOHTEKCTY AaocTyna. B Tabnuue [52 npusegeHo

pasgerneHve onepauuii no rpynnam AocTyna U Tunam onepauuin gocTtyna.

Tabnunua 52

YTteHne 3anucb

Pause-Printer
Resume-Printer
Set-Printer-Attributes
Enable-Printer
Disable-Printer
Hold-New-Jobs
Release-New-Jobs
CUPS-Add-Modify-Printer
CUPS-Delete-Printer
CUPS-Add-Modify-Class
CUPS-Delete-Class
CUPS-Set-Default
CUPS-Create-Local-Printer

CUPS-Get-Devices
AOMuHUCTpaTUBHbIE | CUPS-Get-PPDs
onepauun CUPS-Get-PPD
CUPS-Get-Policies
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OkoHyaHue mabnuuei 52

YTteHne 3anucb

Purge-Jobs

Print-Job

Cancel-Jobs
Create-Job-Subscription
Create-Printer-Subscriptions
Renew-Subscription
Cancel-Subscription

CUPS-Get-Printers
Get-Printer-Supported-Values
Get-Printer-Attributes

Create-Job
CUPS-Get-Default
. . . Send-Document
Get-Subscription-Attributes
HeagMuUHUCTpaTUBHbIE T Cancel-Job
Get-Subscriptions
onepaumu Hold-Job

Get-Notifications
Get-Jobs
Validate-Job
Get-Job-Attributes
CUPS-Get-Document

Release-Job
Restart-Job
Set-Job-Attributes
Cancel-My-Jobs
Close-Job
Cups—-Authenticate-Job
CUPS-Move-Jobs
MAC-Set-Job-Attributes
MAC-Mark-Document

MpuHTEpbl M Knaccbl 4ABNAOTCA OObEKTaMU-KOHTEMHEpPaMKu, B KOTOpble Mo-
mMewatrotcsa  3agaHmd. Olm  obnapatT  atpubytamm mac-printer-maclabel u
pmac-printer-lower—-maclabel.

ATpnbyT mac-printer-maclabel onpegensieT MakCUManbHbIN MaHOATHBIA KOHTEKCT
3aJaHuN, KOTOpble MOTYT HaXOAUTLCS B HEM.

ATpnbyT mac-printer-lower-maclabel onpegenser MMHUMAIbHbIA MaHAATHbBIN KOH-
TEeKCT 3aJjaHuK, KOTOpble MOTYT HaXoAUTLCS B HEM.

Bce 3agaHusa, npuobpeTtarolme HeHyneBon MaHaaTHbIN KOHTEKCT, 3a4epXXnBatoTcs cep-
BEPOM [0 NpoBeAeHNs NPUBUNErMPOBaHHbIM MOSb3oBaTeNieM MapKMpOBKU AOKyMeHTa. dansbl
3agaHun (B katanore /var/spoo/cups) MapKkUpyKTCA COrMacHo MX MaHAaTHOMY KOHTEKCTY.

KoHurypauuoHHele  napametpbl  cepBepa CUPS onpegeneHsl B haune
/etc/cups/cupsd.conf. [Ansa ynpaBneHuss KOHUrypaumMoHHLIMX MapamMeTpamu cepsepa
CUPS wncnonbayetca yTunuta KOMaHOHOW CTPOKM cupsctl, 3anyckaemas OT UMEHU agMUHUCTpa-
Topa 4yepe3 MmexaHusMm sudo. OnncaHne JaHHOW yTUNUTLI NPUBEAEHO B man cupsctl.

[ns paspewenuns cepsepy CUPS yaaneHHO npuHumaTth 3agaHus 1 KoMaHabl He06Xxoanmo
OT MMEHWN YYETHOW 3anucun agMmHUCTpaTopa BbINOMNHUTL cregyowme KoMmaHabl:
sudo cupsctl --remote-admin --share-printers --remote-any
sudo cupsctl ServerAlias=*

[Ona paspewenus cepepy CUPS obpabatbiBaTb 3agaHua neyatn, popMupyembie B
HEeHyneBoM MaHOAaTHOM KOHTEKCTe, HeoBXOAUMO OT MMEHWU YYETHOM 3annucu agMuHucTpaTtopa
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BbINOSMHUTE CreayoLwmne KoMaHabl:
sudo cupsctl MarkerUser=ipp
sudo cupsctl DefaultPolicy=parsec

[ns paspelleHnsa nevyatn Ha nNpuvHTEpPe LOKYMEHTOB nonb3oBaTtenen, paboTtarowmx B
HEHyNeBOM MaHOATHOM KOHTEKCTe, He0BXOAUMO BbINOMHUTL OT UMEHWN YYETHON 3anncu agMmnHn-
cTpaTtopa criegylolme KoMaHbl:
sudo lpadmin -p <ums_npuHTepa> -0 printer-op-policy=parsec
sudo lpadmin -p <umsa_npuHTepa> -0 mac-printer-lower-maclabel=LLabel
sudo lpadmin -p <umsa_npuHTepa> -0 mac-printer-maclabel=MLabel
rae LLabel — MUHUMArbHbIM KOHTEKCT 3aaHui, KOTopble pa3peLleHo rneyaTatb, a MLabel —
MaKCUMaribHbI KOHTEKCT 3a4aHun.

Ecnn ElMN He ncnonb3yeTcs, To KOMaHAbl BbIMOMHAKTCS OT UMEHW agMUHUCTPaTopa Yepes
mMexaHu3M sudo. Ecnu ElMMM ncnonb3yetca, To KoMaHabl BbIMOSHAKTCS OT MMEHU Nnorib3oBaTens,
BXOASLLEro B crneumnanbHylo rpynny agMuHucTpaTopoB nevatn B B cnyx6bl katanoros LDAP
(cm. gpokymeHT PYCB.10265-01 95 01-1).

Mapk1poBKa OCyLLEeCTBNAETCS Ha OCHOBE MoaMduumpyemMbix aninos wWabnoHoB:

- /usr/share/cups/marker.template — onucaHue arieMeHTOB MapKepa, NpocTaBs-

nsemMblX Ha NepBON, KaXXaown, NocneaHen cTpaHuue n Ha obopoTe nocnegHen cTpaHuub;

- /usr/share/cups/psmarker/marker.defs — onucaHne NONoXeHNs 3rIeMEHTOB

MapKepa Ha CTpaHuue;

- /usr/share/cups/fonarik/fonarik.defs — onucaHme NONOXEHUS ANEMEHTOB

Mapkepa Ha obopoTe nocnenen CTpaHuubl.

[ns1 ycTaHOBKM 3Ha4YeHuin aTpubyTOoB, ONpeaeneHHbIX B MEPEYMCIIEHHbIX BbIlLe dannax
LWabnoHoB, UCNONb3yeTcs YTUNMTa KOMaHgHOW CTPOKU lpattr. [na npuMeHeHus ytunutel 6e3
EMM Heobxogmmo Hanuume nokansHow rpynnbl 1pmac B OC. [ns npyumeHeHns ytunutel B ENMMM
HeobxoanmMo Hanuyume rpynnbl 1pmac B B cny6bl katanoros LDAP. 3anyck yTunuTbl 4OMmMKeH
OCYLLECTBMATLCA OT MMEHM NOSb30BaTeNs, BXOASALWEro B rpynny lpmac.

OnuncaHne ytvmnutT lpadmin M lpattr npmBeAeHO B man lpadmin M man lpattr,
COOTBETCTBEHHO.

Ons ynpaesneHusa npuHTEPaMMn ncnosb3yeTcs rpacmnyeckas yTunuta

fly-admin-printer. NogpobHoe onucaHne yTUnuTbl CM. B 3NIEKTPOHHON CrpaBKe.
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12. KOHTPOIb NOJKINOYEHUA CHEMHbIX MALUUHHbBIX HOCUTENEUW MHOOPMALIUU

CbeMHble MalNHHbIE HOCUTENU MHAOPMALIMN MOTYT pacCMaTpMBaTbLCA OTHOCUTENbHO
OC c aByx TOYEK 3peHus:

- Kak BrioyHble UM CMMBOSbHbIE YCTPOMCTBA BBOAA-BbIBOAA;

- Kak Brio4Hoe YCTPOMCTBO, KOTOPOE MOXET OblTb CMOHTUPOBAHO.

B nepBom cnyyae ycTponcTBO NpeacraBnsaetr cobon cneumanbHbin hannoBbii 0OLEKT,
AOCTYN K KOTOPOMY KOHTPONMPYETCS MaHAaTHbIMU U ANCKPeUMOHHbIMU [P 06bl4HBIM 06pasom u,
cnepoBaTternbHO, BBOA-BbIBO OCTAETCH B paMKax KOHTPOSS 3TUX NpaBun.

Bo BTOpOM cnyyae CbeMHbIV MaLLMHHbIA HOCUTENb MHAOPMaLUKn cogepxuT B cebe obpas
®C, koTopasa n xpaHuT gaHHble. [JaHHbIN HOCUTENb MOXET ObiTb CMOHTUPOBAH B 3adaHHbLIN
kaTanor, u npu atom ®C HocuTenNs CTaHOBUTCS YacTblo (NpeacTaBneHHOW B BUAE noagepesa)
kopHeBon ®C. [locTtyn k ob6bektam gaHHon PC nogvnHAETCss MaHAaTHbIM N OUCKPELIMOHHBLIM
MPO obblvHbIM 06pa3om u, crnegoBaTenbHO, BBOA-BbIBOA HA CbEMHbLIA MALUWHHBIA HOCUTENb
MHOPMaLMKN OCTAETCH B paMKax KOHTPONS 3TUX NpaBus.

Ana OC BO3MOXHOCTb CaHKLUMOHMPOBAHHOMO MOHTUPOBAHUS KOHKPETHLIM Mofb3oBaTenem
KOHKPETHbIX HOCUTENEN C KOHKPEeTHbIMU PC onpenendeTca agMmHUCTpaTtopom cuctembl. B OC
peann3oBaHbl CpeacTBa pasrpaHMyYeHns OOCTyna K NOAKIYaeMbIM YCTPOMCTBAM Ha OCHOBE
reHepauuu npasun gns MeHegxepa yCTPONCTB udev.

Y4yeT HocuTenen n ynpaeneHne nx npuHaaIeXXHocTbio, NPOTOKONMPOBAHNEM M MaHAATHbI-
MU aTpubyTam OCyLLECTBNAETCSA C MOMOLbIO YyTUNNTLI £1y—admin-smc («YnpaBneHne nonnmTnKom
6e3onacHocTu»), B TOM Yucne un npu pabote B ENMMM.

PekomeHgauum no MUCNONb30BaHUKD YKa3aHHbIX CPEeACTB npuBedeHbl B [LOKYMEHTe
PYCB.10265-01 95 01-1.
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13. COMOCTABJIEHME MNOJIb3OBATENIA C YCTPOUCTBOM

OC obecneuynBaeT BBOA-BbIBOA MH(OPMALMM Ha 3anpoLlEeHHOE MOorb30BaTeNeM yCTpom-
CTBO Kak Ansi MPOU3BOSIbHO MCMOSb3YEMbIX UM YCTPOWUCTB, Tak U ANa MAEHTUMMULMPOBAHHbLIX (Npu
COBMageHNN MapKUPOBKMN).

OC BkntoyaeT B cebsa mexaHn3m, obecnevnBaroLLMA HaaeXXHoe conocTaBrneHne maHgar-
HOrO KOHTEKCTa Nosib3oBaTtensl ¢ MaHAaTHbIM YPOBHEM U KaTeropusiMmn, yCTaHOBIEHHbIMWU A5
ycTponcTBa. Kpome Toro, MmexaHnam conocTaBrieHns Nonb3oBaTesisi ¢ yCTPOMCTBOM, peanv3oBaH-
Hboln B OC, obecnevnBaeT Npu NpoBepke coBnageHUsi MapkUMpOBOK HOCUTENS M NOSib3oBaTesns

npUMeHeHne anckpeunoHHbix MNPL.
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14. TEHEPALIUA KC3

leHepauus KC3 ocywecTBnaeTcs B 04HOM U3 BYX CleayroLnX PeXMMOB:

- pexum EIIT;

- NOKanbHbIA PEXUM.

[Onsa ncnonb3oBaHna pexuma ENMNIM Heobxoanmo HanuMymMe B CETU YCTAHOBIIEHHOMO U
HacTpoeHHoro cepeepa ALD. Ha pabouynx mectax nonb3oBatenen B OC gomkeH ObiTb yCTaHOBMNEH
naketT ald-client WM BbINOMIHEHbI COOTBETCTBYIOLINE OENCTBUA MO HACTPOMKE (CM. JOKYMEHT
PYCB.10265-01 95 01-1).

Mocne onpepenenus pexnma pabotel KC3 OC ans 3aBepLueHMsi Npoueaypbl reHepaumnm
KC3 HeobxoanmMo BbIMOMHUTL cneayolmne 4encTBus:

1) cosgaTb Habop MaHOATHLIX YPOBHEN;

2) cospatb Habop MaHAaTHbLIX KaTeropui;

3) cospgatb Habop cnyxebHbIX NoNb3oBaTenen, Hann4ne KOTopbiXx HEOBX0AMMO ANt PYHK-

LMOHUPOBAHUS 3alUMLLEHHbIX KoMmnsiekcoB nporpamm CYB[, runeprekctoBon o6paboTku

AaHHbIX, 3NEKTPOHHOM NOYThI M NPOrpaMm MapKMPOBKM U ydeTa nevyaTHbIX JOKYMEHTOB U3

coctaBa OC;

4) yCcTaHOBUTb NPUBUIIENMM ONS CIY>KeOHbIX NONb30oBaTenNen;

5) ycTtaHoBUTb NapameTpbl ayauTa (npoTtokonnposaHus cobbituin) B OC.

BHUMAHMUE! [1na nameHeHMs MakCcMManbHOrO MaHAaTHOMO KOHTEKCTa 06bekToB (CM. 4.1))
HeobXxoOMMO BHECTM M3MEHEeHUs B cueHapun pdp-init-fs, pasMelleHHbI B KaTarnore
/usr/sbin, nepeonpenenns 3Ha4YE€HUS NEePEMEHHbIX:

- sysmaxlev — MakCMManbHbI MaHAATHbIA YPOBHb;

- sysmaxilev — MakCUMarsibHbIA YPOBHb LENOCTHOCTY;

- sysmaxcat — MakCcMMarbHbIn HA6OP MaHO4aTHbIX KaTeropui.

Mocne BbINONHEHUSA NepeYncrneHHoro Habopa AeNCTBUIN OCYLLECTBNSAETCA CO3AaHne Nosib-
30BaTesfien, yctaHoBKa ANA HUX paspeLlleHHbIX MaHOaTHbIX YPOBHEN W KaTeropum, a B criyvae
Heo6XxoaAMMOoCTH, NnapamMeTpoB NPOTOKONIMPOBAHMS.

B pexume EIlN ykasaHHble OENCTBUSA BbLIMOMHAKTCA MNpU NOMOLWM rpaduyeckomn
yTunntbl fly-admin-smc UM NpU NOMOLUN YTUNUTbI KOMaHOHOW CTPOKM ald-admin (CM.
man ald-admin).

B nokanbHOM pexume ykasaHHble 4eNCTBUA BbINOMHANTCA NPy NOMOLLM rpaddnyecKon yTu-
nntbl £ly-admin-smc Unu Nnpu NOMOLM COOTBETCTBYIOLLNX YTUMNT KOMaHAHOW CTPOKK (CcM. 4.8)
OT UMEHM YYEeTHOW 3anucu agmuHucTpartopa (cMm. pasgen |1) Yepe3 mexaHusm sudo. bonee

nogpobHoe onncaHue rpanyecknx yTUNUT CM. B 3NIEKTPOHHOM CnpaBke.
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15. OTPAHUWYEHUE NPOMPAMMHOW CPE[bI

15.1. 3aMKHyTaa nporpamMmmMmHas cpeaa

MHCTpyMeHTbI 3aMKHYyTOW nporpammHon cpeabl (3MC) npegoctaBnsaoT BO3MOXHOCTb
BHeZpeHMa undpoBon nognucu B ucnonHsaemble cannel opmata ELF, Bxoasuwme B coctas
yctraHasnvaemoro ClMO (15.1.2), u B paclunpeHHble aTpubyThl (haitnoBoi CUCTEMbI.

MexaHn3M KOHTPOSIS LLeNOCTHOCTU UCMNONHAEMbIX hannoB 1 pasgensembix Gubnuotek
dopmata ELF npu 3anycke nporpammbl Ha BbINOfMHEHWE peanu3oBaH B moayne agpa OC
digsig_verif, KOTOpbIN ABNSETCS HEe BbIrpyXaeMbiM Moaynem sgpa Linux n mMoxet doyHK-
LMOHMPOBaTb B OOHOM U3 Cnefytowmnx pexmMoB:

1) ucnonHsembiM darinam n pasgensieMbim 6ubnuotekam ¢ HesepHon JLUIT, a Takke 6e3

OUTI 3arpyska Ha ucnonHeHune 3anpeltaeTcs (LWTaTHbIN PeXnM PYHKLUMOHUPOBAHUS);

2) ucnonHsiembiM cannam n pasgensieMbiM 6ubnuotekam ¢ HesepHon AUIM, a Takke 6e3

OUIT 3arpy3ka Ha UCnofnHeHne paspeLuaeTcd, Npu 3ToM BblgaeTcst coobleHne o6 owmnbke

nposepkn LM (pexum ana nposepkn AUIM B CI10);

3) 9UI npwm 3arpyske ncnonHsemMblx hannos 1 pasgensembix 6ubnnotek He npoBepsieTcs

(oTnapoyHbIn pexnm ansa TectupoBanus Cl0O).

MexaHn3M KOHTpOMA LEenoCTHOCTM hannoB Npu UX OTKpbITUK Ha ocHoBe AL B pacluu-
PeHHbIX aTpubyTax hannoBon cUCTeMbl Takke peanusosaH B moayre sapa OC digsig_verif
N MOXET (PYHKLUMOHMPOBaTb B OAHOM U3 CrEAYHLLMX PEXMMOB:

1) 3anpewaeTcsa OTKpbITUE (hannoB, NOCTABIEHHbLIX HA KOHTPOSb, C HEBepHoN JLUIM nnun

6e3 OU[T;

2) OTKpbITME hansioB, NOCTABNEHHbIX Ha KOHTPOSb, ¢ HeBepHon AU wunn 6e3 SLI

paspeLuaeTcd, Npu 3aToMm BblgaeTcs coobuieHne 0b owmnbke nposepkun LI (pexxum ana

npoBepkn LM B pacwmpeHHbix atpmbytax ¢annoBon CUCTEMbI);

3) U npu oTkpbITUN hannoB He NPOBEPSETCS.

15.1.1. HacTtpouka moayns digsig_verif

HacTpowka pexuma yHKUNoHMpoBaHna Mmoayna digsig verif ocyulectnsieTcd no-
cpeacTBoM rpaduyeckon ytunutbl £ly-admin-smc («lMaHenb ynpaeneHms — besonacHocTb —
Monutnka 6e3onacHocTn — 3aMKHyTasi NporpamMmmHasi cpea») Unv nyTeMm peaakTupoBaHust KOHU-
rypaunoHHoro gavna /etc/digsig/digsig_initramfs.conf. OnMcaHue Ucnosib3oBaHus
YTUNUTbI NPUBEAEHO B 3NEKTPOHHOWN CripaBKe.

PepaktnpoBaHue KoHurypaumoHHoro panna /etc/digsig/digsig_initramfs.conf

OCYLLECTBIAETCA cnegyowmm obpasom:
1) AnNs Mcnonb30BaHMsA OTNagoYHOro pexuma ansa tectupoBaHus CIMO Heobxoanmo
YyCTaHOBUTb Anda napameTpa DIGSIG_ELF MODE 3Ha4deHue 0:
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DIGSIG_ELF MODE=0

2) ans ucnonb3oBaHus pexnma ans nposepkm UM B CMNO Heobxoommo yCTaHOBUTL

anda napameTtpa DIGSIG_ELF_MODE 3Ha4yeHue 2:

DIGSIG_ELF MODE=2

3) 4ns Ucnonb3oBaHMA LUTATHOMO pexuma yHKUNOHMPOBaHMUS HEOBXOANMO YCTAaHOBUTb

Ans napametpa DIGSIG_ELF_ MODE 3Ha4deHue 1:

DIGSIG_ELF MODE=1

B mogynb digsig_verify BcTpoeHbl oTKpbIThle Kntoun AO «HIMO PycBENTex», koTopble
NCNONb3YITCH:

- A5 NpOBEPKU MOAMNUCU UCMONHAEMbIX (hannos;

- ONs1 NPOBEPKM NOANUCK OTKpbIBaEMbIX (DalSioB B pacLUMPEHHbIX aTpubyTax;

- ONS  NPOBEepKM MOAMUCUM Ha  OOMOMHUTESNbHLIX  KMkoYax, 3arpyxaemblx U3

/etc/digsig/keys.

B kaxgbln MOMEHT BPpEMEHN MOAYIb MCMNOMb3YET ABa Habopa Kroyen:

- OCHOBHOW Habop (M3Ha4anbHO Tpy BCTPOeHHbIX kntoda AO «HIMO PycbUTex») — ans

NpoBepKM NOBLIX Noanncen;

- 0ONOSMHUTENbHBIN HAbop (M3Ha4YanbHO MYCTON) — TONbKO ANS NPOBEPKM NOANUCH OTKPbI-

BaeMblx (paninoB B paclUMpeHHbIX aTpmubyTax.

Ecnu gononHuTtenbHbI Habop He COQEPXUT Krtoya, KOTOpbIN UCNonb3oBancs Ans Noanu-
cu parina B pacluMpeHHbIX aTpnbyTax, Moayrb ULWET NOAXOASLMI KIToY B OCHOBHOM Habope.

Katanor /etc/digsig/keys coOepXuT  OTKpbITble Koy B dopmarte
gnupg --export, KOTOPbIMW pacLUMPSETCA OCHOBHOM Habop KnYen npwu 3arpyske cu-
cTembl. Kaxablii Kntod, ucnonb3oBaHHbIM Ans nognuckiBaHus CMO (15.1.2), Heobxogumo
cKonupoBaTb B KaTanor /etc/digsig/keys/, Hanpumep, C UCMOMNb30BaHNEM KOMaHbI:
cp /<karanor>/<dann kmmoua> /etc/digsig/keys/

B katanore /etc/digsig/keys/ MOXeT pacnonaratbCs nepapxumyeckas CTpykTypa
Krtoven. Kaxxabin KoY JOSMKEH ObITb MOAMMUCAH YXe 3arpy>KeHHbIM KITto4OM OCHOBHOro Habopa
B MOMEHT ero gobaeneHusi B oCHoOBHoW Habop. Mepapxua nogkatanoroB /etc/digsig/keys
obpabatbiBaeTca cBepXy BHU3 Takum obpasom, 4To:

- dhannbl kntoyen B /etc/digsig/keys OOMKHbI ObITb NOANMCaAHbI BCTPOEHHLIMU B

mMoaynb digsig_verify knodamu AO «HIMO PycBUATex»;

- dhannbl knoyen B /etc/digsig/keys/subdirectory MOryT 6bITb NOANUCaAHbI U

BCTpOeHHbIMM Krntodammn AO «HIMO PycbUTex», n knoyamm n3 /etc/digsig/keys;

- B UeSioM, Kaxabln KIod U3 nogkaTtanora BHyTpU /etc/digsig/keys OOMmMKeH ObITb

nognucaH nmMbo KIlo4OM U3 BbleNexallero karanora, fnMbo BCTPOEHHbIM KITHYOM

AO «HIMNO PycbATex».
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Mpumep
/etc/digsig/keys/keyl.gpg - nybsMuHHE KiHod 1, MOOONUCAHHHHN
Ha InepBUUYHOM Kinmoue AO <<HIIO PycBUTex>>
/etc/digsig/keys/key2.gpg - nyOJIMUHEE KJOU 2, MNOOMIHUCAHHHMN
Ha nepBUUYHOM Kinoue AO <<HIIO PycBUTex>>
/etc/digsig/keys/keyl/keyl-1.gpg - nyOIMUHHE KJIOU, [OOLMNMCAHHHN Ha Kimoue 1
/etc/digsig/keys/keyl/keyl-2.gpg - nyOIMUHEE KJIOU, [OOLMNMCAHHHN Ha Kimoue 1
/etc/digsig/keys/key2/key2-1.gpg - nyOIMUHHEE KJIOU, [OOLMNMCAHHHN Ha Kiloue 2
/etc/digsig/keys/key2/key2-2.gpg - nyOIMUHEE KJIOU, [OOLNMCAHHHN Ha Kioue 2
[nsa npoBepkn NCrnonb30BaHUA OOMOMHUTESbHBLIX KNHOYEn ONA KOHTPONsS LEenoCTHOCTH
ncnornHsieMblx hannoBs n pasgensembix 6ubnuotek popmata ELF (go nepesarpysku OC) MOXHO
OT MMEHWN YYETHOWN 3anucun agMuHUCTpaTopa Yyepes3 MexaHnam sudo BbIMOMAHUTb KOMaHAb!:
cat /etc/digsig/key_ for signing.gpg > /sys/digsig/keys
cat /etc/digsig/keys/keyl.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/keyl/keyl-1.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/keyl/keyl-2.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2/key2-1.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2/key2-2.gpg >> /sys/digsig/keys
BHUMAHMUE! lNpwn npoeepke SUIT B paclumpeHHbIx aTpubytax dannoBon CUCTEMbI yCTa-
HOBKa And napameTpa DIGSIG_XATTR_MODE 3HayeHus 1 3anpeLuaeT OTKpbITUEe NocTaBreHHbIX
Ha KOHTposb dpannos ¢ HesepHor 3LIM nnun 6e3 SLI.
HacTponka pexnma yHKLUMOHNPOBaHUS MeXaHU3Ma KOHTPOMSA LEenNoCTHOCTU ¢hannos npu
NX OTKPbITUM Ha ocHoBe JLII B paclumpeHHbIx aTpubyTax dannoBon CUCTEMbI OCYLLIECTBNSETCA
C nomoubio rpagmyeckon ytunutbl £ly-admin-smc («lMaHenb ynpaBneHns — besonacHocTb
— MonuTtuka 6e3onacHoCTM — 3aMKHyTasi NporpaMMHas cpefa») unu nytem pegaktmpoBaHus
KOHoUrypaumoHHoro panna /etc/digsig/digsig_initramfs.conf.
PepakTtnpoBaHue KoHpUrypaumoHHoro panna /etc/digsig/digsig_initramfs.conf
ocyLlecTBnsieTca cnegyowmm obpasom:
1) ANs BKKOYEHUSA NPOBEPKM NOAMNUCEN B peXnMe 3anpeTa OTKPbITUA NOCTaBNEHHbIX Ha
KOHTponb pannos ¢ HeBepHon LM nnu 6e3 SUIT B paclumpeHHbIx atpubyTax ¢annosomn
cucTteMbl HEOHXOOUMO YCTaHOBUTL ANns napametpa DIGSIG_XATTR_MODE 3HayeHue 1:
DIGSIG_XATTR MODE=1
2) Ons BKIIOYEHUSA MPOBEPKU Noanucen B pexmme BbiBoga npeaynpexaeHunm od ot-
KPbITMWN NOCTaBNEHHbIX Ha KOHTPonb dannoB ¢ HeBepHon JAUIM nnn 6e3 3UIMN B pac-
LUMPEHHbIX aTpubyTax ¢annoBon cucTeMbl HEOBXOAMMO YCTAaHOBUTL A4S NapamMeTpa
DIGSIG_XATTR_ MODE 3HayeHue 2:
DIGSIG_XATTR_MODE=2
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3) 4ns UrHopMpOBaHWS AOMNONHUTENBHbIX KITHOYEN, UCMOMNb3yEMbIX TOMNBbKO NPU NpoBepKe
9UI B pacwumpeHHbIx atpmbyTax dannoBon, HEO6XoOMMO YCTaHOBUTL ANS NapameTpa
DIGSIG _IGNORE XATTR KEYS 3HayeHue 1:

DIGSIG_IGNORE_XATTR_KEYS=1

4) ona HacTpourku WabnoHOB MMEH, ncnonb3yembix Npu nposepke 3L B pacwunper-

HbIX aTpmbyTtax ®C, Heobxoaumo B dpanne /etc/digsig/xattr_control 3agatb Ux

cnmcok. Kaxkgasa ctpoka 3agaeT cBou WwabnoH B BUAe Macku nosHoro nytu. Hanpumep,

cneayowmi WabnoH onpeaensiet, 4To dyaet nposepsTbes AL Bcex hannos B kaTanore

/bin, NMS KOTOPbLIX Ha4YMHaeTcsa Ha lo:

\bin\lo

Katanor /etc/digsig/xattr_keys COOEPXUT OTKPbITble KNHOYM B dopmaTte
gnupg --export, KOTOPbIMWU paclUMpseTcs AONONHUTENbHbIA Habop Kknoyen moayns (M3Ha-
YanbHO NyCcTON HAbop, MCNOMb3yeMbI TOMBKO ANA MPOBEPKM NOANUCK B pacCLLUMPEHHbIX aTpmubyTax
danna). NMognucu Ha KnYax SOMONHUTENBbHOro Habopa He NPOBEPAIOTCA.

Kaxxabl 4ONOSTHUTESbHBIN KITHOY, UCMOMb30BaHHbIN ANA NognucbiBaHNA hannoB B pacLuu-
PeHHbIX aTpubyTax, HeobxoanMMOo cKkonMpoBaTh B Katanor /etc/digsig/xattr_keys/, Hanpu-
Mep, C UCMONb30BaHNEM KOMaHAbI:
cp /<xkaramnor>/<dann xkmoua> /etc/digsig/xattr_ keys/

B katanore /etc/digsig/xattr_keys/ MOXET pacnonaraTbCa nepapxudeckasi CTpyk-
Typa OONOSMHUTESbHBIX KtoYen AN KOHTPONs LenocTHOCTM hannoB. B ykazaHHOW CTPYKType
OOHW OOMOSTHUTENbHbIE KITH4YM MOTYT BbITb NOANUCaHbI Ha APYTMX AONOMHUTENbHLIX KntoYvax. [Npn
3TOM AOMNOSTHUTESbHbIE KMO4YM OOIMKHbI pacnonaratbCAa B nogKartanorax Takum obpasom, YTobbl

npu ux 3arpy3ke He HapyLuanach Lenovka npoBepKu Noanmncen.

Mpnumep
/etc/digsig/xattr_keys/keyl.gpg - nybmuusss kimou 1
/etc/digsig/xattr_keys/key2.gpg - nyOnuuHHE Kiuou 2

/etc/digsig/xattr_keys/keyl/keyl-1.gpg - nyOJMUHHE KJlOU, OOANMCAHHEN Ha KJloue

/etc/digsig/xattr_keys/keyl/keyl-2.gpg nyb6JsIMUHLM KJIOU, NOONMCAHHHN Ha KJloue

1

1

/etc/digsig/xattr_keys/key2/key2-1.gpg nNyONUUHLE KIIOU, OONNUWCAHHHIYE Ha Kiloue 2

/etc/digsig/xattr_keys/key2/key2-2.gpg - nyOJsIMUHHEE KJIOU, [OANMCAHHHE Ha Kinoue 2
D,J'IFI npoBepKn UcCnosib3oBaHUA AOMOJTHUTENIbHbIX Knto4yen Onsa KOHTPOnA UesioCTHOCTU

dannos (go nepesarpy3kn OC) MOXXHO OT UMEHU YYETHOM 3annucu agMuMHUCTpaTopa Yepes mexa-

HU3M sudo BbINONMHUTL KOMaHAbI:

cat /etc/digsig/xattr keys/keyl.gpg >> /sys/digsig/xattr_keys

cat /etc/digsig/xattr keys/key2.gpg >> /sys/digsig/xattr_keys

cat /etc/digsig/xattr keys/keyl/keyl-1.gpg >> /sys/digsig/xattr_keys

cat /etc/digsig/xattr keys/keyl/keyl-2.gpg >> /sys/digsig/xattr_keys
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cat /etc/digsig/xattr keys/key2/key2-1.gpg >> /sys/digsig/xattr keys
cat /etc/digsig/xattr_ keys/key2/key2-2.gpg >> /sys/digsig/xattr_keys
YnpaeneHne mogyrnem digsig_verif ocywecTtBnaercs vyepes nHTepgenc sysfs ¢
ncnonb3oBaHnemM ¢ansos:
- /sys/digsig/elf_mode — NPOCMOTP 1 NEPEKIOYEHME pexmMa paboTbl Npy NpoBep-
ke QU ncnonHaembix pannos n pasgendemblx 6ubnuotek opmata ELF;
- /sys/digsig/xattr_mode — NPOCMOTP U NEpPEKYeHe pexuma paboTsl Npu npo-
Bepke 3L B pacwumpeHHbIx atpmbyTax ¢annoBon CUCTEMBI,
- /sys/digsig/keys — (hann 3arpy3ku ONONHUTENbHbIX Kroden ansa nposepku LI
ncnonHsembix gannos popmara ELF n SUIM B pacwmpeHHbix atpnbytax dC;
- /sys/digsig/ignore_gost2001 — oTkntodeHune nposepkn LM no MOCT P 34.10-
2001;
- /sys/digsig/ignore xattr_keys —1;
- /sys/digsig/xattr_control — CNUCOK LIABGNOHOB NMEH, UCMOSb3YEMbIX MPU NPOo-
Bepke 3L B pacwmpeHHbIx atpmubytax OC;
- /sys/digsig/xattr_keys — hann 3arpy3ku OONOMNHUTESNbHbIX KITOYEN, NCNosib3ye-
MbIX TOfbKO Npu npoBepke LM B pacwmpeHHbix atpmubyTtax ©C.
lMpoBepka pexnmoB paboTbl BbINOMHAETCS KOMaHAAMM:
cat /sys/digsig/elf_mode
cat /sys/digsig/xattr_mode
BHUMAHUE! [na otkntodeHna nposepkn AUIM no MOCT P 34.10-2001 Heobxoanmo
B KOHUrypaumoHHoMm danne /etc/digsig/digsig_initramfs.conf ycTtaHOBUTH criegyto-
LLlee 3HavYeHue napameTpa:
DIGSIG_IGNORE_GOST2001=1
BHUMAHUE! [locrne BHeceHMA W3MEHEHUWW B  KOHMUrypauuoHHbIM  hann
/etc/digsig/digsig_initramfs.conf u gnga sarpyskum mogynem digsig_verif knwodeun
nocrnie nx pasmMelleHuda B Katanorax /etc/digsig/keys/ u /etc/digsig/xattr_keys/
HeobXxoQMMO OT MMEHM YYETHOM 3anucu agMUHUCTPaATopa Yyepe3 MexaHnam sudo BbIMNOMAHUTb
KomaHay:

sudo update-initramfs -u -k all

15.1.2. NoanucebiBaHue

B mogyne sgpa digsig_verif peanusoBaH MexaHWU3M, NO3BOSISAOLWNN NCMOMNb30BaTb
HEeCKOJbKO KItoden npu nognuceiBaHnn dpannos popmata ELF.

Mopsagok ncnonb3oBaHna knoden ona digsig verif: 4OMNONHUTENbHLIE KIHOYN 3aMUChI-
BalTCA B /sys/digsig/keys unn /sys/digsig/xattr_keys B nepapxmyeckom nocnenosa-

TEeNbHOCTU Lenovek nognmcen.
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Bce gononHuTenbHbIE KNHOYN OOMKHBI ObITb NOANMCaHbI FMaBHbLIM KITKOYOM U OpYrum
AOMOMHUTENBHBLIM KITHOYOM, NOAMUCH KOTOPOro MOXET ObITb NpoBepeHa (3a UCKIYeHMeM NepBoro
Kntoda B KaTanore /sys/digsig/xattr_keys).

[na co3gaHus gononHuTenbHbIX Knoven ncnonobsyetcs GNU Privacy Guard. Moguduum-
poBaHHbIN GNUPG BbiBOanT NOCT P 34.11-94 B cnncke AOCTYNHbIX anroputMoB. [nga nonyyvyeHus

CNncKa OOCTYMHbIX ariroputMmoB HeO6XO,D,I/IMO BbIMOJIHUTb KOMaHAY:

# gpg --version

gpg (GnuPG) 1.4.18

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Home: ~/.gnupg
[NopOepXUBAOTCS CIIEAYIOMUE aJIOPUTME :
C oTkpHTEHM KJnmouoM: RSA, RSA-E, RSA-S, ELG-E, DSA,
GOST_R 34.10-2001,GOST_R 34.10-2012
CummeTpuunsie : 3DES, CASTS5, BLOWFISH,
AES, AES192, AES256, TWOFISH,
CAMELLIA128, CAMELLIA192, CAMELLIA256
Xom-¢yuxnuu: MD5, SHA1l, RIPEMD160, SHA256, SHA384, SHA512,
SHA224, GOST_R34.11-2012, GOST_R34.11-94
AnropuTMel cxaTuss: Besd cxarusa, ZIP, ZLIB,

BZIP2
Hanee npuBegeH npumep co3gaHna AOMNMOJIHUTESNTbHOIO Krtoda U €ro Mcnosrb3oBaHUA O5A

nognucbiBanma Cl10.

Mpumep
1) cosgaetca knwodeBas napa GOST R 34.10-2001 u coxpaHsieTca B KaTtarnore
~/ .gnupg. [1na co3naHusa Kno4yeBon napbl HEO6XOAMMO BLINOMHUTL NPUBEOEHHYIO fanee

KOMaHZy € nocriegyowmm BelbopomM B MeHto gpg anroputma FOCT P 34.10-2001:
keys@debian:~$ gpg —--gen-key

gpg (GnuPG) 1.4.18; Copyright (C) 2014 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

gpg: cospmaH karasor ‘/home/keys/.gnupg’

gpg: co3paH HOBHEM Qann HacToek ‘/home/keys/.gnupg/gpg.conf’

gpg: BHUMAHHE: napamerpsl B ‘/home/keys/.gnupg/gpg.conf’ eme He akTHUBHH npu /
DTOM 3amnycke

gpg: cos3paHa Tabmnuua kmmouen ‘/home/keys/.gnupg/secring.gpg’

gpg: cos3paHa Tabmnuua kimouenn ‘/home/keys/.gnupg/pubring.gpg’
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BubepuTe THII KIIOUA:

(1) RSA u RSA (o yMOJIUAHHUIO)

(2) DSA u Elgamal

(3) DSA (TOJNILKO OJIA IIOOIMCH)

(4) RSA (TOJNILKO OJIS MOOIIMCH)

(10) GOST R 34.10-2001 (TombKO OJyiA HOOIMCH) yCTapeBIUHN
(12) GOST R 34.10-2012 (TOmMBKO OJi MOLINCH)
Bam Bmb6op? 12

GOST keypair will have 256 bits.

BubopuTe CpOK IOEHCTBUSA KJloUa.

0 = 6e3 orpaHHuUeHHs CpOKa LOENCTBUSA

<n> = CpOK HOeHCTBUA - N OHEeH

<n>wW = CpOK HOEeHNCTBUSA - N HeIeJb
<n>m = CpPOK OEHCTBUS — N MECSLEB
<n>y = CpOK HOeHCTBHUA — N JIeT

Cpox gmemicTBusi kmoua? (0) O
CpoOX OeHCTBHUSA KJIoua He OI'PaHHUEeH

Bce BepHo? (y/N) y

Ina upenTudukauuu Bamero ximoua Heobxomum ID momb3oBaTerns. [lporpamaa cosgjact /
ero
u3 Bamero uMMeHH, KOMMEHTapHs M ajpeca 3JIEKTPOHHOM IOUTH B BHULOE:

"Baba Yaga (pensioner) <yaga@deepforest.ru>"

Bame HacTosmee mMsa: Test GOST R 34.10-2012 Secondary Key
Anpec BJIEKTPOHHOM mnouTH: test@gost.secondary.key
KoMmMeHTapui :

Bu BH6paHH criegyomuyi ID monb3oBaTeNIA:

"Test GOST R 34.10-2001 Secondary Key <test@gost.secondary.key>"

CmenuTbt (N)Ums, (C)Kommenrapu#i, (E)agpec unu (O)Ipuusars/ (Q)Buxom? O
07T 3amuTH 3aKPHITOrO KJoua HeOOXOOWM [apoilb.

BeepguTe napoinb: [IAPOJIb

[loBTOopuTe napoinsb: I[IAPOJIb

2) 3KCnopT Kritoya B dpann oCyLLeCTBNAeTCA KOMaHaom:

keys@debian:$ gpg --export "Test GOST R 34.10-2012 Secondary Key
<test@gost.secondary.key>" > /tmp/secondary_gost_key.gpg

3) KITo4 norib3oBaTesisi MOXET ObiTb 3aBepeH C Ucnosib3oBaHMeEM KoMaHAa.
gpg --import /tmp/secondary_gost_key.gpg

gpg --sign-key "Test GOST R 34.10-2012 Secondary Key

<test@gost.secondary.key>"
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gpg —--export "Test GOST R 34.10-2001 Secondary Key
<test@gost.secondary.key>" > /tmp/secondary_gost_key signed.gpg

4) nonb3oBaTternb NOANUCLIBAET Ha JAaHHOM Krtode HekoTopbii hann dopmarta ELF ¢
MCNONb30BaHNEM YTUNNTLI bsign (N0 YMOMYaHUIO NOANUCL BHEAPSIETCA B TOM YMCIE U B

paclwmpeHHble atpubyTbl dpanna):
keys@debian:~$ bsign --sign test_elf

5) nonb3oBatenb NOANUCLIBAET YTUNUTOM bsign HA JAHHOM KIHOYe NPOU3BOSIbHbLIA ddans

C BHeapeHnem noanncun ToJibko B pacCLUNpEHHbIe anl/I6yTbIZ
keys@debian:~$ bsign --sign --xattr test_elf

[ononHuTtensHasa nHopMaunsa NnpueBeaeHa B cnpaBke no ytunute bsign;
6) ana nposepku npasunbHocTn JUIM danna dopmara ELF mncnonbsyetca ytunuta

bsign:
keys@debian:~$ bsign -w test_elf

7) AONOMHUTENbHbIV KoY NOMb30BaTens, NOANMCaHHbIA Ha rMaBHOM KIlHoYe, KONMMpyeTcs

B kaTanor /etc/digsig/ (cm.[15.1.1));

8) nognucaHHbIn hann oopmata ELF MOXeT BbINOMHATLCS:
keys@debian:~$ ./test_elf

hello world!

keys@debian:~$

15.2. Pexxnm Knocka

15.2.1. O6wme cBeaeHus

Pexunm knocka crny>xut ans orpaHu4eHns npas nosib3oBarenen B cucteme. [ns ncnonb-
30BaHMs PYHKUMOHASbHbLIX BO3MOXHOCTEN OAHHOIo pexmma HeobxooMmOo YCTaHOBUTb NakeT
parsec-cups.

CTteneHb 3TNX OrpaHMYeHn NpaB Nonb3oBaTenen 3agaeTca Mackon kmocka. Ee gencrene
aHanorM4yHo OEencTBUO Mackm umask C TEM OTNIMYMEM, YTO €Cnn umask HaknagbliBaeTcsa npu
co30aHuKn HoBbIx 06bekToB PC, TO Macka KMoCcKa HaknagbliBaeTcsa Ha nNpaBa JocTyna K dhanny npu
nobon nonbiTke nonb3oBaTens Nony4nTb AocTyn. Macka Knocka 3agaetcs B KOHpUrypaunoHHOM
anne /etc/parsec/kiosk_mask 1 No ymonyaHuio pasHa 0000 (pPeXmnm KMOCKa BbIKITHOYEH).
Ecnu macka paBHa 0003 (TUNUYHOE 3HAYEHME NPU BKIKOYEHHOM pPEXMME KMocKa), 4SS Nonb3oBa-
Tens Gnokupyetcsa 4OCTYN NO 3anncu 1 UCMOSTHEHUIO KO BCEM dhainiaM, He NpuHagniexawmm emy,
nnbo rpynne, B KOTOPYHO OH BXxoauT. [Mpn macke, pasHon 0000, noBegeHME CUCTEMbI OCTaeTcA
CTaHA4apTHbLIM N Ha NpaBa 4OCTyna Nofb3oBaTens He HaknaabiBaeTcs HUKaKuxX orpaHnyeHun. MNo-
NyYnTb TEKYLLYIO MacKy KMOCKa MOXHO, NpounTaB cogepxumoe panna /parsecfs/mode_mask.

Macka Knocka npMMeHsieTCsa TONbKO K 00bl4HbIM dhannam. K kaTtanoram, CoOketTam 1 T. 4. Macka He



145
PYCB.10265-01 97 01-1

NPUMEHAETCA.
B peXnmMe KMOCKa (MaCKa no yMOJ'I‘-IaHI/II-O) nonb3oBartesib HEe MeeT BO3MOXHOCTHU 3ary-

CTUTb HN OOHY CUCTEMHYIO NporpamMmmy, T. K. 3Th nencTema 3aMacCKMpoBaHbl.

15.2.2. mkiosk

KomaHoa mkiosk nosBonsieT 3agaBaTb npaBa JOCTyMNa Morb3oBaTeris K KOHKPETHbIM
hannam. OTu npaBa OOCTyna He NoaBepXXeHbl 4eNCTBUI0 Macku 1 peanu3oBaHbl B Buge ACL Ha
crneumanbHble BupTyasnbHble hannel PC parsec, ABNAOLWMECS CCbIFIKAMU Ha pearibHble hansbl.
Mocne nepesarpy3ku Bce ycTaHoBneHHble ACL ByayT yTepsiHbl.

lMpaBa gocTtyna K panny 3agatTca B BUAE:
<abCcomoTHHE_NyTh_K_Janny>

Tak, Hanpumep, NpaBa TOMbKO Ha YTeHue Ona gpanna /etc/hosts MOXHO 3agaTtb B
Buae:

/etc/hosts r--

lMpaBa Ha YTeHue, 3anncb 1 UcrnonHeHre ansa anna /usr/bin/example. sh 3agatTca
B BUAe:

/usr/bin/example.sh rwx

Tak Kak 3agaBaTb BCe npaBa AoCTyna B KOMaHOHOW cTpoke 6bino 6bl kpanHe Heyao6bHo,
CyLLleCTBYET cuctema npocmnen. 310 dannsl ¢ rotToBbiIMM HAbopamu Npas AOCTyNa Ans 3anycka
Kaknx-nmbo nporpamm. Hanpumep, ectb npodunb Ansa 3anycka bash, npocduns Ana 3anycka
1s n 1.4. ATM Npodnnn XpaHATCA B Katarnore /etc/parsec/kiosk-profiles. BmecTo npas
A0CTyna K KOHKpeTHbIM pbarnam, B KOMaHOHOW CTPOKe KOMaHAbl mkiosk MOXHO yKa3aTb roTOBbIV
npodpunb. OHa oTnnyaeT 3agaHue dannoB oT 3agaHus Npoduns No Hann4M NepBoro cuveona /
B MMeHu dpanna. meHa npodmnen 3agatotca 6e3 ykazaHus NOfHOro nyTu K HAM. B obuiem cniyyae
npochunb MOXET coaepxaTb B cebe npaBa AocTyna Ha Bornee CrnoxHble 4eNCTBUA, YEM 3anycK
oaHon nporpammbl. CyuiecTByeT Takke npodusib ¢ MeHeM default, KOTOPLIN NCMOMb3YETCS
aBTOMaTU4ecKkn Npu Kaxgom 3anycke mkiosk. B Hem copepxkartca npasa gocTyna, KoTopble
HeobxoguMmbl Bcerga. OTo, HanpMmep, NPaBo Ha UCMNOSb30BaHWE AMHAMUYECKOrO JIMHKOBLUMKA.
Ansa co3paHust npocunein MoOXHO Ucnonb3oBaTb komaHay otrace (15.3).

[nsa aBTomMaTtMsauum npouecca yCTaHOBKM NpaB AOCTyna ANs KaX4oro nonb3oBartens
CyLLleCTBYEeT KOH(UrypaunoHHbIN dpans, XpaHawminca B katanore /etc/parsec/kiosk u co-
aepxawmn Bce Heobxoagumble npaea goctyna. o cyTn 310 Takon e npodunb, Kak 1 B cnyyae
npodunen NporpamMmm, HO OTHOCSALLMIACS K KOHKPETHOMY MOorb3oBaTento. ATOT dpani MOXET COo-
AepxaTtb Kak gdBHOe 3aZlaHue npaB JOCTYNa K KOHKPETHbIM dhannam, Tak U CCbIfiK1n Ha npodunm
nporpamm. [Npn BXxoae nornb3oBaTesis B CUCTEMY NpaBa A0CTyna nu3 KOHMuUrypaumoHHoro dganna
OyayT yCTaHOBMEHbI aBTOMAaTUYeCK/ Npy noMoLum cneumnansHoro PAM-mogyns.

MapameTpbl kOMaHAbl NpuBeAeHs! B Tabnuue 53|
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Taobnuuya 53
MapameTp Onuncanune
-h, --help BbiBeCTU cnpaBKy U BbIATH
-u , --user= YcTaHoBUTbL NpaBa A4OoCTyna Ans Nonb3oBaTens

He ncnonb3oBaTh Npodunb yKka3aHHOro nonb3oBaTens A5is YCTaHOBKM
-w, --without-profile| npaB goctyna. byayT ncnonb3oBaHbl TONLKO Npaea 4ocTyna U3 KoMaHAHOM
CTPOKM

YkasaTb mMacky kuocka. lNpaBa goctyna Ha dansnbl Ans nonb3oBaTens
OyayT ycTaHaBnuBaTbCA TOMBbKO B TOM Criydae, Korga Heobxogumble 6uThbl
MacCKMUpPYHTCH yKa3aHHOW Mackow. o ymonyaHmio ncnonb3yeTca TekyLas
Macka Kuocka u3 pavna /parsecfs/mode_mask

-e, —-mask

Mpumepbl:

1. YctaHoBUTL NpaBa JocTyna Ans nonb3oBaTens ttt, B3ATble M3 ero npoduns
/etc/parsec/kiosk/ttt

mkiosk -u ttt

2. YctaHOBUTbL NpaBa Ha vTeHne pavna /etc/passwd Ansa nonb3osatens ttt. MNpu
9TOM He yyuTbiBaTb Npodusib nonb3oBartens. [Npegnonaraetcs, YTO CUCTEMHAs Macka
Knocka paBHa 0003 1, COOTBETCTBEHHO, 3aMaCKMpOBaHbl NpaBa Ha 3anucb U BbINOJTHEHUE
dannos

mkiosk -u ttt --mask=3 --without-profile "/etc/passwd r--"

15.3. otrace

KomaHaa otrace npegHasHayeHa ans TpacCUpOBKU MPOLLECCOB OTHOCUTESTbHO CUCTEM-

HbIX BbI3OBOB open () U execve().

CuHTakKcuc:

otrace [-h, --help] [-s, --silent] [-o, —--output=] [-k, --kiosk-dir=]
[-p, —--pid=] [-u, --user=] [-t, --trace] [-a, --audit-trace]
[-m, —--merge] [-f, --trace-failed] [-e, —--mask=] [command]

KomaHga otrace vcnonb3yetcs B npouecce KOHMUrypupoBaHUS pexumma Kuocka n
CNnyxnTt ond asToMmatnsaunm cosgaHund I'IpOd)I/IJ'IGI?I npae gocTyna.

B pexume knocka (CTaHOapTHblE HACTPOMKM) NONb3oBaTeNto 3anpeLleHbl 3annuch 1 Bbl-
nonHeHne annos, He NpuHagnexawmnx emy, nnbo rpynne, B KOTOPY OH BXoauT. YTobbl Nonb3o-
BaTenb MMes BO3MOXHOCTb XOTSl Obl BONTU B CUCTEMY, HeOGXO,D,I/IMO ABHO YKa3aThb MnpaBa A0CTyna
KO BCEM cba|7|naM, npAmMo Ui KOCBeHHO y4acCTBYyHOLLMUM MNpn 3ToMn onepauunn. I'IpaBa AOoCTyna K
hannam 3agaroTtcs ¢ noMmoLubto yctaHoBkn ACL Ha cneumnanbHble dannbl-cebinkm B @C parsec.

Mpn aToM nNpaBa QOCTyna Ha pearnbHble hannbl He n3MeHaTcA. [pu nepesarpyske CUCTEMbI BCe

ACL Ha cneumanbHble dhansbl-CCbINKn ByayT yTepsHbl.
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Yto6bl o0bOnerynTb 3agady YCTaAHOBKM  Mofb3oBaTensm npaB  AocTyna, UC-
nonb3ytTcs npodunu npaB goctyna. CucTeMHble Npodunn  XpaHAaTCs B KaTanore
/etc/parsec/kiosk-profiles. [anee npuBegeH npumep npoduns, NO3BOSISIOLLNNA
3anyCTtnuTb KOMaHOy 1s:

/bin/ls r-x

/etc/group r--

/etc/1ld.so.cache r--

/etc/ld.so.preload r--

/etc/localtime r--

/etc/nsswitch.conf r--

/etc/passwd r--

/etc/selinux/config r—-

/lib/libacl.so.l r—-

/lib/libattr.so.l r--

/1lib/libc.so.6 r—-

/1lib/libdl.so0.2 r—-

/1lib/libnsl.so.l r--

/1lib/libnss compat.so.2 r--

/1lib/libnss_files.s0.2 r—-

/1lib/libnss_nis.so0.2 r--

/1lib/libpthread.so.0 r--

/lib/librt.so.l r--

/lib/libselinux.so.l r--

/proc/mounts r—-

/usr/lib/gconv/gconv-modules.cache r—-
/usr/lib/gconv/KOI8-R.so r--
/usr/lib/locale/locale-archive r--
/usr/share/locale/locale.alias r--
/usr/share/locale/ru/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru/LC_TIME/coreutils.mo r--
/usr/share/locale/ru_RU/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru_RU/LC_TIME/coreutils.mo r--
/usr/share/locale/ru_RU.utf8/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru_RU.UTF-8/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru_RU.utf8/LC_TIME/coreutils.mo r—-
/usr/share/locale/ru_RU.UTF-8/LC_TIME/coreutils.mo r--
/usr/share/locale/ru.utf8/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru.UTF-8/LC_MESSAGES/coreutils.mo r--
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/usr/share/locale/ru.utf8/LC_TIME/coreutils.mo r--
/usr/share/locale/ru.UTF-8/LC_TIME/coreutils.mo r--

Ona npuMeHeHust Npouns K KOHKPETHOMY MOSb30BaTesl0 UCMONb3yeTcss KoMaHaa
mkiosk (cm.[15.2.2).

Ecnv npodunbe cnyxut gns s3anycka nporpamMmmbl, Kak aTo Obirio B npyMepe, OH LOIKeH
coaepaTb npaBa QOCTyMNa He TOMbKO K UCNonHAeMomy dbanny, HO U KO BCEM UCMNOSMb3yeMbIM
bubnmoTtekam n Bcem harinam, KOTopble OTKPbIBAET NporpamMmma B rnpoLecce UCNOMHEHNd. Takke
HeobxoauMMbl NpaBa 4OCTYNa Ha QUHAMUYECKUIA NUHKOBLUMK, KOTOPbIE HE NnonagyT aBToMaTU4Yecku
B Npodunb, CO3AaHHbI KOMaHAoM otrace. MuHMManeHble NpaBa 4ocTyna, KoTopble TpebyroTca
BCcerga, cogepxatca B cneumanbHoM npodune /etc/parsec/kiosk-profile/default u
AobaBnaATCca Tyaa BPY4YHYIHO.

Mpodunum moryT onuceiBaTh NpaBa JOCTyna Ans bonee CNoXHbIX 3agay, Yem 3anyck of-
HOW nporpaMmmbl. YTobbl 06NerynTe agMMHUCTPUPOBAHME, MOXHO MCMONb30BaTh NPO(UIM BHYTPU
apyrux npodunen. Ecnn BHyTpu npocmna BCcTpevaeTcst CTpoka C UMEHeM Apyroro npoguns, To
COAEPXKUMOE yKa3aHHOro Npounsa NOSTHOCTLIO 06beanHAETCA C COAEPXKUMbIM TEKyLLEero npodgu-
na. O6beanHeHne npounen ocyLecTBnaeTCcs pekypcuBHO. Ecnn cTtpoka B danne npodouns
HayMHaeTCcs He C cMmBona /, TO OHa paccmaTpuBaeTcsa Kak uma npodunda. KomaHga otrace
Takke 3aHnmaeTcs obbeguHeHneM npodunen (CM. onunt —-merge).

HakoHeu, cyLecTBYOT Npogunn, OTHOCALLMECS K OTAeNbHbIM Nosfb3oBaTensam. OHu xpa-
HATCA B KaTanore /etc/parsec/kiosk 1 3anonHAITCA BPYYHYH Ha OCHOBE rOTOBbIX Npodunen
nmnbo CTaHOapTHbLIX CTPOK, OMMCbIBAKOLWMX NpaBa AOCTyna K KOHKpeTHomy dhanny. Mpu Bknto-
YEHHOM peXume KMocka npocunm nosib3oBaTernien aBToMaTn4eckn NPUMEHSIKOTCA Npu BXoae
nornb3oBaTens B CUCTEMY. ITO peanus3oBaHoO Npu nomoLum cneunansHoro PAM-mogynsa n komaHapl
mkiosk (cm.[15.2.2).

KomaHaa otrace MOXeT UCNONb30BaTh ABa PasfIMYHbIX MeXaHU3Ma AN TPacCUPOBKU
npoueccos. lNepBbIi — 3TO Nporpamma strace (onuusa —--trace). Bropon — nogcuctema aygura
PARSEC (onuusi —-audit-trace). [porpamma strace MMEET HEKOTOPbIE OrpaHUYEHUs Nno
NCNOMb30BaHMIO, MO3TOMY MPUMEHATb MEXaHU3M —— criefyeT TONbKO ANs TPAaCCUPOBKM AOBOMbHO
npocTbiX, He SUID-nporpamm.

B pexnme —-trace uenb TpacCMpPOBKM MOXET ObITb 3agaHa fMbo B KOMaHOHOW CTPOKe
KOMaHabl otrace B Ka4eCcTBe aprymeHTa (Toraa ykasaHHas nporpamma byget 3anyuwieHa), nnbo
moxeT 6bITb 3agaH PID yxe cyuiecTBytowero npouecca (onums —-pid).

B pexume --audit-trace uUenb TPAacCUPOBKU 3a0aETCHA TaK Xe, Kak U B pexume
-—trace. HoO KpoMe onucaHHbIX, eCTb eLe AONOMHUTENbHbIA CNOCOo6 3a4aHus Lenu TpacCupoBKM
— onuusa —-user. [1py 3TOM BCEM CyLLECTBYHOLLMM npoLeccaM, NpuHaanexawmm ykasaHHoMYy

nonb3oBaTento, OyayT BbiCTaBneHbl COOTBETCTBYOWME donarm ayauta (cm. |5.1.6). Takum obpa-
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30M, OyayT TpaccupoBaTbCsa BCE OEMCTBUSA Nonb3oBaTens. Pexxum noneseH, korga Heobxoammo
cosgaTb Npodunb, paspeLuaroLwmni NonNb3oBaTemNto BbINOHATb LENbI HAbop CROXHbIX 4ENCTBUI
N TpaccumpoBaTb KaXayto NporpaMmmy B OTAENbHOCTU 3aTPYAHUTENBHO.

Ecnu ncnonbayetca pexum —--audit-trace, TO B CUCTEME HE OOMKHO ObITb CTOPOH-
HUX MPOLECCOB, Ha KOTOPbIX YCTaHOBMEHbI hnaru ayanta. MIHade B Npodunb MOXET nonacTb
MHGOPMaLINA, NOPOXKAEHHAs CTOPOHHUMMK npoueccamu. B pexnme TpaccMpoBKM Bcex npouec-
COB YKa3aHHOro nonb3oBaTens 4OCTaTOYHO, YTOObl B cMcTeMe He BbIno gpyrMx NpoLeccoB C
YyCTaHOBMNEHHbIMK braramun ayamta n npuHagnexawmnx 3ToMy nosib3oBaTento.

KomaHaa otrace no ymonyaHuio sanucbiBaeT B Npodusib MHPOPMaLMIO TOMNBKO O Tex
AencTBmax npouecca (open (), execve () ), KoTopble npowwnu ycnewHo. OgHako ans 6onbLuen
YHUBEPCANbHOCTN MOXHO UCMNOSb30BaTh ONUMI0 —-trace-failed, KOTOpasi NO3BONUT 3anuncaTb
B Npodhunb Takke MHAPOPMALMIO U O HeyAauyHbIX NOMbITKax. OTO NOME3HO, Hanpumep, ecrnu
npoLecc MblTaeTcsl OTKPbIBaTb KOH(PUTYpaUNOHHbIE hainbl. B MOMEHT TpaccupoBku hann MoxeT
He cyLlecTBoBaTb, HO BMOCEACTBUN OH MOXET NOABUTBLCS.

MapameTpbl kOMaHAbl NpUBeAeHbI B Tabnuue [54]

Tabnuuya 54
MapameTp Onwucaxve
-h, --help BbiBecTu cnpaBky 1 BbIMTK
-s, --silent He BbIBOANTb MHOPMaLNOHHbIE COOBLLIEHNS
~o , --output= 3anucaTtb pesynbraTbl TPACCUPOBKN B yKadaHHbIN dann. o ymonyaHuto —

stdout

YKkasaTb NyTb K Katanory ¢ npopunsammn kmocka. Micnonbsyetca B onepauum

-k —--kiosk-dir=
/ iosk-dir --. Mo ymonyaHuto — /etc/parsec/kiosk-profiles

TpaCCI/IpOBaTb npouecc C yka3daHHbIM M,L'l,eHTVICbVIKaTopOM, a TakKxe BCe MNo-

-p , --pid=
pOXOEHHbIE UM npoLecchl
a user— YkasaTtb uMs nonb3osarens. Micrnornb3yerca COBMeCTHO ¢ —-audit-trace
! NN --merge
N trace Mcnonb3oBaTth AMs TpacCUpoBKM NPOLLECCOB KOMaHAy strace. He MoxeT
! ObITb MCMONb30BaHa COBMECTHO C ——audit-trace
, Mcnonb3oBaTb 4nga TpaccupoBKM NpoueccoB noacuctemy ayanta PARSEC.
-a, --audit-trace

He moxeT ObITb Ucnorib3oBaHa COBMECTHO C —-trace

O6beaomHAaTb BCe npaBa [[OCTyna, YKasaHHble Kakum-nnbo cnocobom
B €OWHbIA MOTOK C YHUKanbHbIMKM 3anucamu. [MpaBa poctyna Mo-
-m, --merge rytT ObiTb ykasaHbl B $SIBHOM Buae, B Buge npodwunen, B Buae
npodunsa nonb3oBatens M nNpoduns, MUCMNONb3yeMoro Mo YMONYaHUIo
(/etc/parsec/kiosk-profiles/default)

YunTbiBaTh Heyaa4Hble NomnbITKM Bbi3oBa open () U execve (). lMpaBa go-
-f, --trace-failed | cTyna k 3Tum cbainam GyayT 3agaHbl COrfacHoO napameTpam, ¢ KOTOPbIMM
NpoLecc MNblTaeTcs NOny4YnTb AOCTYN K HUM
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OkoHyaHue mabnuusi 54

MapameTp OnuncaHue

YKkazaTb MacKy Knocka. ITo nosponsietr obpabaTbiBaTbk gaHHbIE COrMacHo
-e , --mask= 3TOV Macke M y4uTbIBaThb TOMbKO Te channbl, NpaBa 4OCTyna K KOTopbiM OyayT
OEeNCTBUTENBbHO 3amMackMpoBaHbl. 10 ymonyaHuio Macka pasHa 7

Mpumepbl:

1. 3anyctuTb 1 TpaccupoBaTtb Npouecc 1s / C NOMOLLbI KOMaHabl strace. 3anucaTtb
pesynetar B pann /tmp/ls_trace

otrace --trace -o /tmp/ls_trace ls /

2. TpaccupoBaTb 3anyLleHHble NPoLecChl NonNb3oBaTensa ttt 1 BCe BHOBb NOPOXAEHHbIE
MMM Npouecchl ¢ nomoLbio nogenctemol ayanta PARSEC. OTtcnexuBaTtb Takke MHGOP-
MaLuMIo O HeyadHbIX NONbITKaX OTKPbITUS dansioB N 3anycka npoueccoB. PesynsraTbl
TpacCUpOBKN BbIBECTU B stdout

otrace --audit-trace -u ttt -£f

3. O6beanHnTb cogepxmnmoe npodunga nonb3oBatena ttt, NPoduns ¢ UMeHeM 1s n3
KaTanora /etc/parsec/kiosk-profiles n gnobaBuTtb NpaBa Ha YTEHME U BbIMOSIHE-
HWe (parvna /usr/bin/example. [lpegnonaraTb, YTO CUCTEMHASA MacKa KMOCKa paBHa 3
N, COOTBETCTBEHHO, YYNTbIBaTb TOMBKO Te (hanrnbl, 4515 KOTOPbLIX NpaBa AOCTyna AOSMKHbI
BKIMOYaTb NpaBa Ha 3anucb UNU BbINONIHEHUE

otrace --merge --mask=3 -u ttt ls "/usr/bin/example r-x"

15.3.1. fly-admin-kiosk

Kpome cpenctB ans paboTbl B peXnme KoMaHOHOW CTPOKK, B pacnopsiKeHnn agMUHUCTpa-
Topa umeetcs rpadudeckas ytunuta £ly-admin-kiosk, KoTopas MOXeT ObiTb MCNOMNb30BaHa
ANs HACTPOWKKM N YNpaBnNeHNs: PEXMMOM KMOCKA.

OnucaHune yTunuTbl CM. B 3NEKTPOHHOWN CrpaBkKe.

BHUMAHMUE! NMepeg ncnonb3oBaHNEM YTUAUTLI HEOBXOANMO cAenaTh PE3EPBHYO KOMUIO
BCEX CUCTEMHbIX Npodunen, Haxogawmxca B Kkatanore /etc/parsec/kiosk-profiles, u
cuctemHoro npocunsa £ly-dm B kKatanore /etc/parsec/kiosk. CucteMHole npodunu, ycra-
HaBNMBaeMble N0 YMOSYaHUIO, HAXOOATCS B NakeTe parsec-kiosk.

MepemecTuUTb CUCTEMHBLIN Npochunb £1y-dm U3 KaTanora /etc/parsec/kiosk B KaTa-
nor /etc/parsec/kiosk-profiles, BbIMNOMHMB KOMaHAY:
mv /etc/parsec/kiosk/fly-dm /etc/parsec/kiosk-profiles/fly-dm

Cospgatb nonb3oBartenbckmin Npodunb £ly-dm B Katanore /etc/parsec/kiosk, Bbl-
NOSIHMB KOMaHAay:
echo fly-dm > /etc/parsec/kiosk/fly-dm

OTpepakTupoBaTh cogepxumoe davna /etc/parsec/kiosk-profiles, 3aknOymnB B
KaBbl4YKN MMeHa (pannos:
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"/1ib64/1d-1inux-x86-64.s50.2" r-x
"/1lib/x86_64-linux-gnu/ld-1inux-x86-64.s0.2" r-x

[danee MoxHo ucnonb3oBaTb yTUNuTy fly-admin-kiosk.

15.3.2. HacTpouka pexuma Knocka ans nonb3oBaTens

[nsa paspeweHns Bxoga nonb3oBaTensa B peXmmMe TEKCTOBbIA KOHCONMM Heobxoaumo,
Mcnonb3ys MexaHusm sudo, OT MMEeHM Nonb3oBaTend root co3gatb hann npodunsa ans
nonb3oBaTens uMms_rnonb3oBaTersia B Katanore /etc/parsec/kiosk n gobasuntb B hann
UMs_TIOJIb30BaTersiss nepevyeHb npodunen, Heobxoammblix AN paspeLleHnsa Bxoda nonb3oBarte-
ns, BbINOSTHUB KOMaHAObI:
echo default > /etc/parsec/kiosk/umMsa_rnonb3oBaTesns
echo bash >> /etc/parsec/kiosk/uma_mnomnbzoBaTens

[ns pobaBneHnsa paspeLlleHHbIX Ansa nonb3oBaTens kKoMaHg Heobxoanmo:

1) BOMTWN B CUCTEMY OT MMEHW YYETHOM 3anncu Nonb3oBaTens Ha OgHOW KOHCONU (Hanpwu-

mep, ttyl);

2) BOWTU B CUCTEMY OT MMEHWN YYETHOW 3anucu agMMHUCTpaTopa Ha OPYron KOHCOMU

(Hanpumep, tty2), MCNonb3ysa KOMaHAy sudo -s, NEPEKYNTBCS B CECCUIO CYNepnosb-

3oBaTtens root M 3anycTuTb NPOTOKONMPOBAHUE OENCTBUM NOfb30BaTesis, BbINOMHUB

KoMaHay:

otrace -a -o /etc/parsec/kiosk-profile/uoemii_amn_npoduna -f —--mask=3

—Uu HMsA_IIOJIB30BaATEJIA

3) ooxgatbca nepesarnycka cepsuca parlogd;

4) nepenTn Ha KOHCOIMb NMOb30BaTess U BbINOMHUTL BCE KOMaHAbl, KOTOPbIE AOSMKHbI

ObITb paspelleHbl B AanbHENLLEM;

5) 3aBepLUNTb CeaHC NOfb30BaTENs;

6) B KOHCOMNW Nosib3oBaTens root OCTAHOBUTb TPACCUPOBKY, HaXxaB Knasuwwy <Enter>;

7) NOAKNKOYUTL NMOMYyYEeHHbIN HOBbIN NMPOMUIIb K NONb30BaTENO, BbIMOMHUB KOMaHAY:

echo HoBu#_(ann_npoduna >> /etc/parsec/kiosk/umsa_nonbzoBaTerns

8) B KOHCONM Nonb3oBaTens root BKIKYNTL PEXUM KMOocKa 1 nepesarpysunte OC, BbInos-

HUB KOMaHAbl:

echo 0003 > /etc/parsec/kiosk_mask

reboot

[lnsa paspelueHnsa Bxoga nonb3oBatens B rpadoMyeckomM pexmme Heobxoanumo:

1) npoBepuTb Hannume npocpuna £ly-dm B chanine /etc/parsec/kiosk/fly-dm;

2) noakntoymTb Npochmnb £1y K Npoduno Nonb3oBaTeNsa uMsi_nojbL30BaTess, BbINos-

HUB OT MMEHW NOoSib30BaTeNs root KOMaHAy:

echo fly >> /etc/parsec/kiosk/uma_nomnb3oBaTersns

[ns cospaHus npoduns £1y He0GXoAMMO:
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1) BOWTW B CUCTEMY B PEXMME TEKCTOBOW KOHCOMNM OT MMEHM agMUHUCTPaTopa, UCMOob3ys

KOMaHgy sudo -s, MEPEKIIYMTBCS B CECCUI0 CyNepnorib3oBaTens root U OCTaHOBUTL

paboTy f1y-dm, BbINOSHNB KOMaHAY:

service fly-dm stop

2) NpoBeEPUTL HanMMyune fIorm4Yeckom CChlflkn /usr/bin/x-session-manager, BbINOs-

HUB KOMaHAy:

ls -1 /usr/bin/x-session-manager

3) yganuTb yKasaHHY JIOTMYECKYIO CCbIfIKY U co3aaTb APYryt ¢ cydpdUKCOM .orig,

BbINOSTHUB KOMaHb:

rm /usr/bin/x-session-manager

ln -s /etc/alternatives/x-session-manager
/usr/bin/x-session-manager.orig

4) cosgaTb TeKCToBbI (pann /usr/bin/x-session-manager CO CreayoLWMM cogep-

XUMbIM:

#!/bin/bash

/usr/sbin/otrace -t -f -o /test/fly --mask=3
/usr/bin/x-session-manager.orig $Q@ &

sleep 20

/usr/bin/fly-wmfunc FLYWM EXIT

5) n3aMeHUTb NpaBa Ha co3haHHbIN hann, BbINOMHUB KOMaHAy:

chmod 777 /usr/bin/x-session-manager

6) yCTaHOBWUTb MAKeT strace, BbIMOMHUB KOMaHAY:

apt-get install starce

7) cosgatb kaTanor /test ¢ npaBamu 777, BbINOSIHUB KOMaHAY:

mkdir -m 777 /test

8) 3anyctutb £1y-dm, BbINOMHUB KOMaHAY:

service fly-dm start

9) BbINOMHUTL BXOA NoNnb3oBaTens B rpadnuyeckom pexunme n nogoxaats 20 ¢ 4o aBTOMa-

TMYECKOrO 3aBepLUEHNST CECCMM NONb3oBaTeNst (MOXHO OTKPbITb CTAPTOBYO MEHHO-NAaHEsb

Fly, TepmuHan fly-term);

10) B ceccum cynepnonb3oBaTend root NPoBepuUTb Hanuume npoduns £ly B katanore

/test, BbINONHUB KOMaHAY:

1ls -1 /test/fly

11) yonanutb pann /usr/bin/x-session-manager, BbIMOSHUB KOMaHAY:

rm /usr/bin/x-session-manager

12) cos3gaTb NOrMYECcKyro CCbINKY /usr/bin/x-session-manager, BbIMOMHMB KOMaH-

ay:

ln -s /etc/alternatives/x-session-manager /usr/bin/x-session-manager
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13) OTKpPbITb NOMYyYeHHbIN Npodunb /test/£1y B TEKCTOBOM pefakTope, yaanuTb CTPOKK

BMOA ... resumed ..., CTPOKM ANA /proc U CTPOKK, cogepxalume nyTu, Ha4nHaroLm-

ecsac ./;

14) nepeHecTn Npodurb B Katanor npodusen, BoliMOSTHUB KOMaHAY:

cp /test/fly /etc/parsec/kiosk-profiles/fly

15) nogkntounTb Npodunb £1ly K Npoduno Nonb3oBaTens, BbIMOHNB KOMaHAY:

echo fly >> /etc/parsec/kiosk/umsa_nomnbzoBaTerns

16) BKMOUYUTBL PEXMM KMocka n nepesarpy3ntbs OC, BbINOSHMB KOMaHAbI:

echo 0003 > /etc/parsec/kiosk_mask

reboot

17) BbINONHUTL B rpaddMyeCKOM pexmme BXof B CUCTEMY OT UMEHU NONb30oBaTens;

18) ecnu ceccus He OTKpbIBAeTCH, TO MPOBEPUTL B KOHCOMMW NOMb30BaTeNs root coaepxu-

Moe panna /home/umsa_nonb3oBaTerns/ .xsession-errors, cogepxawero dannel,

npaBa Ha KOTOpble He BbICTaBMNeHbI B Npodune fly, n o6aBuTb paspeLlleHne Bpy4HYto.

Mpumep cTpokn u3 carna /home/umsa_nonb3oBaTesns/ .Xxsession-errors:

/etc/X11/fly-dm/Xsession : line 55 /bin/df: oTkazaHo B mocTyle

Mpumep pobasneHna cTpoku B npodunb £ly:

echo '"/bin/df" r-x’ >> /etc/parsec/kiosk-profiles/fly

19) nocne n3aMeHeHUn NPUMMEHUTb NPOMUIIbL K NOMb30BaTENO, BLINOMIHUB KOMaHAY:

mkiosk -u user

20) npu Hanuuuu B (panne /home/umsi_nonb3oBaTesnsi/ .xsession-errors CTPOKYU,

coaepXxawlen:

unable to create error file

npoBepuTb Hanuume B npodune fly komaHg chmod, rm, cp U ¢dpannoB XErrorDB,

/usr/lib/parsec/bin/x-session-manager W, Npu HeobxoanmocTn, 4O6aBUTL B

NpouNb NOMHLIE NYTU K HUM.

[Onsa nobaBneHns nonb3oBaTesito paspeLleHns Ha BbINOSTHEHNE KOHKPETHbIX NporpamMm
(Hanpumep, firefox) HeOBGXOOMMO:

1) BBIKITOUYNTb PEXUM KMOCKA, BbINOMTHUB KOMaHAbI:

echo 0000 > /etc/parsec/kiosk_mask

reboot

2) BbIMOMHUTL B rpanyeckoM pexmme BXoq B CUCTEMY OT MMEHW MOSb30BaTens;

3) BOWTM B CUCTEMY B pEXMME TEKCTOBOM KOHCOMNN OT UMEHU aAMUHUCTpaTopa, UCNOSb3Ys

KOMaHgy sudo -s, NEepeKkniounTbLCS B CECCUI0 root M 3anyCTUTb MPOTOKONUpOBaHME

AEencTBur Nonb3oBaTens, BbIMOSTHUB KOMaHAy:

otrace -a -o /etc/parsec/kiosk-profile/firefox -f --mask=3

—Uu HMsdA_IIOJIBE3O0OBaTEIIA

4) poxaaTbcs nepesanycka cepBuca parlogd;
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5) nepentn B rpadmyecknii MHTEpPdENC NoNb3oBaTens 1 3anycTutb/3aBepwntb firefox;
6) 3aBepLNTb CeaHC Nonb3oBaTens;

7) B KOHCOMW Nonb3oBaTenst root OCTaHOBUTbL TPACCUPOBKY, HaxaB knasuwy <Enter>;
8) nogknounTb Nony4veHHbIn npocdunb firefox ANA NONb30BaTENS, BbINOMHMB KOMaHAY:
echo firefox >> /etc/parsec/kiosk/umsa_nonb3oBaTens

9) B KOHCONW Nonb3oBaTensd root BKOYUTL PEXMM Knocka n nepesarpy3nts OC, BbINo-
HWB KOMaHAbl:

echo 0003 > /etc/parsec/kiosk_mask

reboot

15.3.3. Knock Fly

[nsa orpaHn4yeHnsa BO3MOXHOCTM 3anycka nporpamm fokanbHbIM Norb3oBaTensiM agMuHK-
CTpaTop MOXET UCMONb30BaTh rpadundeckyto ytunuty £fly-admin-smc. [na atoro Heobxogmmo
B HAcCTpomKax NonNnTUKn 6esonacHoCTM nonb3oBatens rpadpuyeckon ytmnutel £ly-admin-smc
BO Bknagke «lpadmyeckmin kmock Fly» yctaHoBuTb dpnar «Pexunm rpacudeckoro kmocka Fly».
®dnar BKNOYaeT pexum KMocka npu pabote ¢ npunoxeHnamm u3 cnucka. Ecnu B cnnucke ogHo
NpUIIOXKEHNE, TO PEXMM KMOCKa BKoYaeTcda npu paboTe ¢ aTuMm npunoxeHnem. Ecnun B cnucke
HECKOSNbKO NPUIOXEHUI, TO 3anyckaeTca Pabounn cton ¢ aTumm npunoxeHnamun. Bce goctynHble
Katanoru, spnblkv1 U T. . yCTaHaBMMBalOTCA B COOTBETCTBMM C NPEAOCTABIIEHHbIM LOCTYMNOM.

HacTtponka pexnma kmocka ¢ nomoLbio rpacdmndeckon ytunnutel £ly-admin-smc ocy-
LLIeCTBNSETCA agMUHUCTPATOPOM Ha MakCMMasnbHOM YPOBHE MaHAATHOrO KOHTPOMS LENOCTHOCTH,

ycTaHoBneHHoro B OC.
15.4. YcTaHOBKa CUCTEMHbIX OrpaHUYeHnn

MapameTpsbl CUCTEMHBbIX orpaHuyeHumn 3agaHsbl B danne
/etc/security/limits.conf. YnpaBneHne CUCTEMHbIMU OrpaHUYEHUAMU OCYLLECTB-
naeTca ¢ nomMmoulblo rpadpuyeckon ytunntbl fly-admin-smc UMW UHCTPYMEHTa KOMaHOHOM
CTPOKM astra-ulimits-control.

[1ns BKIOYEHUS] CUCTEMHBIX OrpaHUYEHNN UCNOSb3YETCA KOMaHaa:
astra-ulimits-control enable

[1ns BbIKNOYEHUS] CUCTEMHBIX OrPaHUYEHNN UCNOSb3YETCA KOMaHaa:
astra-ulimits-control disable

[1ns npoBepKn COCTOSAHUS UCMONb3yeTcs KoMaHaa:
systemctl is-enabled astra-ulimits-control

PesynbraT BbIMNONMHEHUS KOMaHAb!:

- enabled — CUCTEMHbIE OrPaHNUYEHNSA BKIHOYEHDI;

- disabled — CUCTEMHbIE OrPpaHNYEHNA BbIKIMIOYEHbI;

- Failed to get unit file state — cepBUC HE aKTUBMUPOBAH.
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15.5. OrpaHu4yeHne gencTBMN nonb3oBaTens

15.5.1. Pexxum 3anpeta ycTaHOBKM GUTa MCNONHEHUs

B OC peanusoBaH pexum 3anpeTta yCTaHOBKM OuTa UCMOMHeHus, obecnedynsaroLimmn
npenoTBpaLleHMe HeCaHKLMOHMPOBAHHOIO CO34aHNA Nosib3oBaTeNnsaMu NN HenpegHamMmepeHHoro
CO34aHNsA agMUHUCTPATOPOM UCMOSHSAEMbIX CLEHapueB Ans KOMaHAHON 000MoYKu.

BkntoveHne pexunma 3anpeta ycTaHOBKM BMTa NCNONMHEHMS OCYLLECTBNAETCS OT MMEHN
YYETHOW 3anucu agMuHUCTpaTopa Yyepes MexaHnsm sudo C UCMOrb30oBaHNEM CrneayoLmMx KOMaHAa:
sudo echo 1 > /parsecfs/nochmodx
sudo echo 1 > /etc/parsec/nochmodx

NN KOMaHgbl:
astra-nochmodx-lock enable

OTKMNoYEHME pexrmMa 3anpeTta yCTaHOBKM BUuTa MCNOMHEHNSA OCYLLECTBIISAETCA OT MMEHU
YYEeTHOW 3anucy agMuHUCTpaTopa Yyepes MexaHnsm sudo C UCMOMb3oBaHNEM CnefyoLwwmx KOMaHAa:
sudo echo 0 > /parsecfs/nochmodx
sudo echo 0 > /etc/parsec/nochmodx

NN KOMaHabl:
astra-nochmodx-lock disable

BHUMAHMUE! B pexume 3anpeta ycTaHOBKM OBuTa UCNONHEHNA JaHHAA onepauns 3a-
npelleHa ans Bcex nonb3osatenen OC, BkYaa agMUHUCTpaTopa 1 cynepnonb3oBaTend root.
YcTaHoBKa nakeToB nporpamm, cosgatowmnx B dC dpainbl ¢ GBUTOM ucnonHeHuns, byaeT 3aBepLiatb-
Csl C OLLIMOKON.

lMpoBepka COCTOSHUA peXnmMa 3anpeTta yCTaHOBKM BUTa MCMOMNHEHUS BbINOMHAETCA KO-
MaHOon:
cat /parsecfs/nochmodx

Pe3ynbraT BbINOMHEHUS KOMaHAbI:

- 1 — peXxum BKIHOYEH;

- 0 — peXuMm BbIKITHOYEH.

[ns ynpaeBneHns pexxmMomMm 3anpeTta yCTaHOBKM BUTa MCNONHEHUS B rpacouyeckoM pexmnme

ncnonbayetcs yTunuta £ly-admin-smc (CM. S3NEKTPOHHYIO CrpaBKy).

15.5.2. BnokMpoBKa KOHCOMNMU ANA nosfib3oBaTeneun

BrioknpoBka KOHCONMM Ans nosib3oBaTenemn oCyLLEeCcTBNSETCA C MOMOLLbLIO rpaduyeckomn
yTmnutbl £ly-admin-smc UMM MHCTPYMEHTa KOMaHOHOW CTPOKN astra-console-lock.

[ns BkoYeHUs BrIOKMPOBKN KOHCONWU ANS Nnonb3oBaTenen Ucnonb3lyeTca KomaHaa:
astra-console-lock enable

[ns BbIKITOYEHUSA BITOKMPOBKN KOHCONW ANSA Nonb3oBaTenen Ucnonb3yeTca KomaHaa:

astra-console-lock disable
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[1lns npoBepKkn COCTOAHUS UCMONb3yeTcs KoMaHaa:
systemctl is-enabled astra-console-lock
Pe3yanaT BbINOJIHEHNA KOMaHAbI:
- enabled — 6J‘IOKI/IDOBKa KOHCONMM Ansi Nonb3oBaTerien BKIYEHA;
- disabled — 6J'IOKI/IpOBKa KOHCOINMM Aan4d nonb3oBaTeneun BbIKJTHO4EHA;

- Failed to get unit file state — cepBUC HE aKTUBUPOBAH.

15.5.3. BnoknpoBKa UHTepnpeTaTopoB

B OC peanusoBaHa dyHKUMS BNOKMPOBKM CreayrLmMX UHTEPNPEeTaTopoB:
Python;

- Perl;

Expect;

- Ruby;

- Dash.

Mpwn BKNOYEHMN BGNOKMPOBKM MHTEPNPETATOPOB GIIOKMPYETCS HECAHKLMOHUPOBAHHOE
Ncrnonb3oBaHne MHTepnperaropa A BbINOSIHEHUS KO4A HanNpAMY U3 KOMaHLHOW CTPOKU UNn 13
HenmmeHoBaHHOro KaHana (pipe). lNMpu 3aToM cueHapumn U3 Katanora /usr/bin/, HaNUCaHHbIE AN
3TUX UHTEPNPETATOPOB, BbINOMHAKTCA B LUTATHOM peXxume.

BrioknpoBka MHTEpNpeTaTtopoB OCYLLECTBAAETCH C MOMOLLbI rpaddU4eCcKOn YyTUNUTbI
fly-admin-smc UnNn MHCTPYMEHTa KOMaHOHOW CTPOKN astra-interpreters-lock.

[ns BknoYeHUs BrOKMPOBKN MHTEPNPETATOPOB UCNOSb3yeTcs KoMaHaa:
astra-interpreters-lock enable

[ns BbIKIOYEHNSA BITOKMPOBKN MHTEPNPETATOPOB UCMNOMNb3YEeTCA KOMaHaa:
astra-interpreters-lock disable

[nsa npoBepkn COCTOAHUS UCMONb3yeTcs KoMaHaa:
systemctl is-enabled astra-interpreters-lock

Pe3ynbraT BbINOMHEHUS KOMaHAbI:

- enabled — GrNOKMpPOBKa NHTEPNPETATOPOB BKIKOYEHA;

- disabled — GNOKMPOBKA NUHTEPMNPETATOPOB BbIKIOYEHA;

- Failed to get unit file state — cepBUC HE aKTUBUPOBAH.

15.5.4. BnoknpoBKka MmakpocoB

BJ'IOKVIpOBKa MaKpOoCOB oOcyulecTBideTcda C [MOMOLLUbIO Fpa(*)MHeCKOVI YTUJITUTDbI
fly—admin—smc NI MHCTPYMEHTA KOMaHD,HOVI CTPOKU astra-macros-lock.

ﬂ,J'IFI BKINO4YeHunA 6J'IOKI/IpOBKl/I MaKpOCOB UCMOJIb3YyETCA KOMaHOa.
astra-macros-lock enable

,D,J'IFI BbIKIMKO4YEeHNA 6J'IOKI/1pOBKI/I MaKpOCOB UCMNOJ1b3yETCA KOMaHOa.

astra-macros-lock disable
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[1lns npoBepKkn COCTOAHUS UCMONb3yeTcs KoMaHaa:
systemctl is-enabled astra-macros-lock

Pe3yanaT BbINOJIHEHNA KOMaHAbI:

- enabled — 6J‘IOKI/IDOBKa MaKpOCOB BKITHOH4EHA;

- disabled — GNOKMPOBKA MaKPOCOB BbIKINKOYEHA;

- Failed to get unit file state — cepBUC HE aKTUBUPOBAH.

15.5.5. bnoknpoBka TpaccupoBKu ptrace

BrioknpoBka TpaccmpoBku ptrace ocyLLeCTBAAETCH C NOMOLLbIO rpadouyeckon yTUNUTbI
fly-admin-smc UM MHCTPYMEHTa KOMaHOHOW CTPOKN astra-ptrace-lock

[ns BknoyeHus BroKMpOBKM TPacCMpPOBKKU ptrace ncnonb3yercs koMmaHaa:
astra-ptrace-lock enable

[nsa BbIKNOYEHNA BNOKMPOBKN TPACCUPOBKM ptrace ncnonb3yetca KomaHaa:
astra-ptrace-lock disable

[lnsa npoBepKkn COCTOAHUS UCMONb3yeTcs KoMaHaa:
systemctl is-enabled astra-ptrace-lock

Pe3yanaT BbINOJTIHEHNA KOMaHAbI:

- enabled — GNOKMpPOBKa TPAacCUPOBKKN ptrace BKMOYEHA;

- disabled — GnOKMpOBKa TPACCMPOBKWN ptrace BbIKMOYEHA;

- Failed to get unit file state — cepBUC HE aKTUBMUPOBAH.

15.5.6. bBnokupoBka knaBuw SysRq

BnokmnpoBka knaBuw SysRqQ ocyLlecTBRsieTCs C MOMOLLbI rpaduyeckon yTunmTbl
fly-admin-smc UM MHCTPYMEHTa KOMaHLHOW CTPOKM.

[nsa BknoyeHus 6rnokmpoBku knaeuw SysRqg ncnonb3yerca kKomaHaa:
sysctl -w kernel.sysrg=0

[ns BbIKNO4eHUA GrokMpoBKK kKnaeuw SysRqg ncnonb3yetca kKomaHaa:
sysctl -w kernel.sysrg=l1l

[lns npoBepKkn COCTOAHUS UCMONb3yeTcs KoMaHaa:
cat /proc/sys/kernel/sysrq

PesynbtaT BbINOMHEHUS KOMaHAbI:

- 0 — 6rnokmpoBka knasuw SysRq BkNoYeHa;

- 1 — 6nokmpoBka knaeuw SysRq BblkoYeHa.
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16. 3AMYCK OC

16.1. 3anyck

Mpw 3anycke OC nosiBnsieTcs OKHO, BUA KOTOPOTo NpeAcTaBneH Ha puc. [1]

GHU GRUE wersion 2

"y mode)
with
ith Li recovery mode)

efore hooting or &' for a command-line.

Puc. 1 — OkHo 3anycka OC

B okHe npuBeneH nepeyeHb pexumos 3arpy3ku OC. [1ng 3arpyskn B LUTATHOM pexume
HeobXxoauUMO B nepevHe BblbpaTb pexum generic. [nNsa 3arpy3kn B LensiX BOCCTAHOBNEHMUS
pabotocnocobHocTn OC MOXET UCNONb30BaTLCA PEXUM generic (single-user mode).

B npouecce 3arpyskm OC ocyLiecTBNSeTCsS MHULManMsauma mogynsa sapa u 3anyck
cepBucoB cuctembl 6esonacHocTn nHgopmaumm PARSEC.

Mo 3aBeplueHumn 3arpy3kmn OC nosiBnsieTcs OKHO, codepallee npurnalieHme ans ssoga
UMEHN 1 Naporns nonb3oBatens. B criyyae ycnewHoro NpoxoxaeHusa naeHTuukaumm n ayTeHTn-
dmkaummn nonb3oBaTento dyaet NpeanoxeHo BbibpaTb MaHAATHBIN YPOBEHb U KaTeropun, KOTopble
OyayT ucnosnb3oBaHbl NpU co3gaHuu ceaHca nonb3osatens B OC. Bbibop maHOaTHON MeTKU
OCYLLEeCTBNSETCA B COOTBETCTBMM C TEKYLLMMUN HACTPOMKaAMM MakCUMasibHOro 1 MMHUMarnbHOMo

YPOBHEW 1 MakCUMarbHOro 1 MMHMManbHOro HAbopoB KaTeropuii, YCTaHOBMNEHHbLIX ANS JAHHOIO
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nonib3oBaTend.

Bup okHa ans Beibopa MaHAATHON METKM (YPOBHSI U KaTeropwi) NpeacTaeneH Ha puc. 2

BeiGop arprByTos GesonacHocTH (test)

YpoBeHb KOHGUAEHUMANEHOCT: | YPOBEEHE Aa

¥YpOBeHb LENOCTHOCTH: BeicokMA  ~

Kateropua: Her

Puc. 2 — OkHo BbIGOpa MaHOaTHON METKU

16.2. HacTtpounka napameTpoB, Heob6xoaumbIx Ansa akcnnyartauun OC

Mepen Havanom akcnnyataumm OC agmuHucTpaTop 6e3onacHOCTU AoMmKeH obecneunTb
BbINOSIHEHWNE CreayoLWMX YCNOBUIA:

1) MexaHn3M 3aMKHYTOW MNpOorpaMMHON cpeabl AOSKEH BbiTb HAacTpoeH Anga paboTsl B

wratHoM pexume (cm. [15.1));

2) ¢ ucnonb3oBaHWEM cpeacTB ynpaeneHus auckpeunonHsiMm MNP (cm. [3.3) nonb3osarte-

nsM JormkeH ObiTb 3anpeLleH JocTyn K 6ubnuoTteke libpcprofile. so;

3) ¢ ncnonb3oBaHWEM CpeacTB ynpasneHus mangatHeimu MNP (cm. BCEM OTYYyXaae-

MbIM HOCUTENSAM, UCNOSMb3YyeMbIM Ha 0ObEKTe IKCnIyaTtauuu, A0mKHbl 6bITb NPUCBOEHDI

MaHOaTHble METKW, COOTBETCTBYHOLWME rpudy obpabaTtsiBaemon nHgopmaummn. Bece otuyx-

AaeMble HOCUTENN OOMKHbI ObITh YYTEHbI PEXUMHO-CEKPETHBIM OTAENOM OpraHM3aumm,

3KCNyaTupyoLen aBToMaTU3MpoBaHHyO cuctemy. Micnonb3oBaHMe HEeyYTEHHbIX OTHYX-

AaeMbIX HocuTenen JOMKHO ObiTb 3anpeLleHo;

4) ¢ ucnonb3oBaHWEM CPEeACTB ynpaBneHmsa guckpeumoHHbivn MNP (cm. nonb3oBarte-

nsam, He obnagarowmmM NpuBMNerMsSMmn agMMHUCTpaTopa, AOMmKeH ObITb 3anpeLleH 3anyck

(ncnonb3oBaHMe) CpeacTB CO3A4aHUA CUMBOSTMYECKNX CChISNOK,;

5) cncnonb3oBaHUEM CpeacTB YrpaBneHns 3anyckoM CepBUCOB AOMKHa BblTb OTKIHOYEHa

cnyx6a gpm 418 NOaAEPXKKN MbILLIW B KOHCOSIbHOM PEXUME;

6) B criyyae paspelleHus MHTePaKTMBHOIO BXOAa Cyneprnonb3oBaTens root Ana NpeaoT-

BpalleHnsa nogbopa ero napons Heobxoanmo 3abnoknmpoBaTb BO3MOXHOCTb €ro yaa-

neHHoro Bxoga B OC nocpeacteom BktodeHUss PAM-moayns pam_securetty B chann

cueHapua /etc/pam.d/common-auth. [Insa satoro Heobxoanmo B «Primary block» B

yKasaHHOM (paine nepBon CTpoKon 4o6aBUTb:

auth required pam_securetty.so

7) ncnonb3ysa rpaduyeckyto ytunuty fly-admin-smc («YnpaBneHne nonuvtukon 6es-

OMNacHOCTU»), 3anyLLEeHHYI0 OT UMEHW aAMUHUCTPaTopa Yepe3 MexaHu3m sudo (CM. anek-

TPOHHYIO CnpaBky), B kateropuun «MonnuTnkmn y4eTHon 3anncu» 3agaTb crnegyolme 3Hade-

HWA ON9 HAaCTPOMKM MNOMUTUKM Naponen:

a) «CnoxHocTb»:
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- «MuHumaneHaga gnuHa napons» — 8;

- ycTaHoBUTb bnar «MMHMMansHOe KOfIM4eCTBO CTPOYHbIX OYKB B HOBOM Mapo-
ney;

- ycTtaHoBUTb dnar « MMHUMarnbHOe KONMYecTBO 3arfnaBHbIX OykB B HOBOM Mapo-
ney;

- ycTaHoBUTb (pnar «MuHMMansHoe KonmyecTso LUMcp B HOBOM Naporey;

6) «Cpok gencreus»:

- ycTtaHoBuTb (hnar « MMHMManbHoOe KONM4eCcTBO AHEN MeXAy CMeHaMu Naposis»
1 B norne 3agatb 3HadyeHne «0 gHeny;
- ycTaHoBUTb hrar «MakcMmanbHoe KonNM4eCcTBO AHEN Mexay CMeHaMu naposns»
1 B none 3agatb 3HayeHmne «90 gHen»;

nnbo 3agatb HACTPOMKM NONIUTUKN NapOoren NyTeM KOPPEKTUPOBKM (hannos CLEHaPUEB:

a) B danne /etc/pam.d/common-password B CTpoke

password requisite pam cracklib.so yCTaHOBUTb 3HayeHMEe minlen=8 K

nobasuTb NnapameTpbl dcredit=-1, ucredit=-1 un lcredit=-1;

6) B hanvne /etc/login.defs Ans nepemMeHHon PASS MAX DAYS YyCTaHOBWUTb

3HaveHue 90.

[ononHuTenbHO HeobxoaMMOo 3anpeTnTb NOBTOPHOE UCMONb30BaHUE NOCNeqHUX YETbI-
pex naponemn, oTkoppekTuposas hann /etc/pam.d/common-password. [5s 9TOro B
yKaszaHHOM banrne B CTPOKE «. . .pam_unix.so» 4obaButb napameTp remember=4;
8) ucnonbays rpadudeckyto ytunuty fly-admin-smc («YnpasrneHue nonvtukon 6es-
ONacHOCTM»), 3anyLEeHHY OT UMEHN agMUHUCTpaTopa Yepe3 MexaHn3am sudo (CM. anek-
TPOHHYIO CnpaBky), B kaTteropun «MonuTnkM y4eTHON 3anucu» 3agatb criegyroline 3Have-
HUS1 ANS HAaCTPOWNKM BGNOKMPOBKMY:

- yCTaHoBUTb hnar «HeycnewHbIX NOMNbITOK» M B Norne 3agaTb 3Ha4YeHue 6;

- yctaHoBuTb chnar «lepnog 6nokMpoBKkM» K B none 3agatb 3HadeHne « 1800 cekyHay;
nmbéo  HacTpouTb  ONOKMPOBKY  YYETHOM  3anmMcK, OTKOppekTMpoBaB  hann
/etc/login.defs. [Ina aToro B ykasaHHOM danne ang nepemMeHHon LOGIN_RETRIES
YCTaHOBUTb 3Ha4YeHWe 6 U Ans nepeMeHHon LOGIN_TIMEOUT yCTaHOBWUTb 3HA4YeHue
1800;

9) ucnonb3ys rpaguyeckyto ytunuty £ly-admin-theme («lMporpamma «Tembl paboyero
cTonar), 3anyLeHHy OT UMEeHN agMUHUCTpaTopa Yepe3 MexaHn3M sudo (CM. 3NEeKTPOH-
HYH0 CnpaBKy), B pasaene «brnokmpoBka» ycTaHOBUTE cnar « bnokupoBatb akpaH vyepes»

N B nosne 3aaatb 3HaYeHne «15 MuH».
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16.3. YcnoBusa npumeHeHus MO

MO, obpasytoiee COBMECTHO C U3L4ENMEM AOBEPEHHYO NPOrpaMMHYL0 cpeay, AOMKHO
NPUMEHSTLCS NpY COBNAEHUN CneayLwmnx YyCrnoBun:

1) ansa MO, yHKUMOHUPYIOWEro OT MMEHWN Cynepnonb3oBaTens root, AOMMKHA ObITb

ob6ocHoBaHa HEOBXOANMOCTb Y KOPPEKTHOCTb UCMNONb30BaHMSA NPUBUIIErMIA Cynepnosnb30-

BaTens;

2) MO, ncnonbaytowee nutepnpetatopel PHP, Perl, Python, TCL na coctasa nsgenus,

AOIMKHO NPONTU CepTUDMKALMOHHbIE UCCNEeAoBaHMA COBMECTHO C HUMW. [1pn npoBeaeHum

Taknx cepTUUKALMOHHBIX UCCneaoBaHMM AOMmKeH BbiTb onpeaeneH nepeyeHb cueHapu-

eB 10, ncnosnHsembIX UHTeprpeTaTopamu, 3aUKCUPOBaHbI UX KOHTPOSbHbIE CYMMbI U

onpegerneH pernameHT KOHTPOMs X LLEeNOCTHOCTY;

3) MO npu obpaboTke 3anpoCOB MONb30BaTENEN HE AOSMKHO B3aMMOOEenCTBOBaTb C

3awmwieHHon CYB[Ll n3 cocrtaBa usgenua oT UMeHW Nofb3oBaTenst ¢ NpuUBUIIErnsaMu

PARSEC_CAP_SETMAC U PARSEC_CAP_CHMAC, NO3BOSIAOLWNMN U3MEHATb MaHAATHbIE

aTpubyThl 3awmiiaembix obbektoB B CYB[;

4) MO, cogepxallee ceTeBble cepBUCHI (NporpaMmbl, o6pabaTbiBatoLLme 3anpochl NOsib-

3oBaTteneu ¢ npuMmeHeHnem npotokonos cteka TCP/IP), koTopble NCMonb3yoT NpuBmunernm

(PARSEC_CAP_SETMAC n PARSEC_CAP_PRIV_SOCK) 1 NpUKnagHon nporpamMmMHbIA UH-

Tepdenc nogcuctembl 6esonacHoctn PARSEC n3 coctaBa nsgenusi, 4OIMKHO NPONTU

cepTUdUKaLMOHHbBIE NCCreLOoBaHNA, NOATBEPXKAAOLWMNE KOPPEKTHOCTb peanu3aumm yka-

3aHHbIX CEPBUCOB;

5) nporpamMmmHbIN KOMNOHEHT RabbitMQ He npumeHaTb Npu ogHoBpemMeHHOM 06paboT-

Ke JaHHbIX C pasfUyHbIMU YPOBHAMMU KOHpmaeHUMansHoCcTU nnbo ans obecneveHns

B3aMMOLENCTBUSA NPOLECCOB C PasfMYHbIMU YPOBHAMW JOCTYNA;

6) moaynb wsgi_mod Ana Apache He NpyMeHATb Npy BKNoYeHHOM pexume AstraMode

(cm. PYCB.10265-01 95 01-1);

7) MO, obpabaTbiBatoLlee OQHOBPEMEHHO AaHHbIE C Pa3NNYHbIMU YPOBHAMU KOHUAEH-

LManbHOCTW, HE OOMKHO UCMONb30BaTh NporpamMHble nakeTol Erlang.

MO, obpasytoLlee COBMECTHO C U3LenmMeM JOBEPEHHYIO NPOrpaMMHYI0 cpefy, He OOMKHO
N3MEHATb anropuTM MPUHATUA peLleHns O NpefoCcTaBneHnn 4oCTyna CyObekToB (nonb3oBaTenem)
kK o6bekTam OC 1 cogepxaTb CKPbITbIX UM SIBHbIX BO3MOXHOCTEMN, MO3BONSOLMNX:

1) nogMeHATb 06pa3sbl aapa u3genus vmlinuz-*, HaxogswMecsa B katanore /boot

KOpHEBOW (pannoBon CUCTEMBI,

2) cTaTnyecku unum AMHaMmMyeckn U3MeHATb Tabnuuy CUCTEMHbIX BbI3OBOB M MONSA CTPYK-

Typbl TUNAa security_operations W UHLIX CTPYKTYpP TUNA *security?*;

3) nepeonpenensTtb OCHOBHOW npouecc OoC B KOHUrypaumoH-
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HOM danne 3arpysyuka nsgenus nytem YCTaHOBKM napameTpa

init=<noJyHHM_NyTb_K_HCIOJHAEMOMY §aniy>;

4) N3MeHsTb NapameTpbl ayTEHTUdMKALUN NONb30oBaTENEN B KOHPUIYpaLMOHHBIX hannax

PAM-cLeHapueB, Haxoadawmxca B Katanore /etc/pam.d;

5) yctaHaBnuBaTb nogrpyxaemble mogynun ayteHtudgpukaumm (PAM-moaynn), onpegens-

lowme MaHaaTHble aTpubyThl ceccumn nonb3oBatens ¢ ucnonb3oBaHnem yHkunn API

onbnmotekn libparsec-mac noacuctembl 6e3onacHoctn PARSEC, nmeHa KOTopbIX

Ha4yMHaloTCsA ¢ NpedUKCoB mac_set_, parsec_ unu pdp_;

6) yctaHaBnusatb PAM-mogynu, onpegensiowme npusunernn PARSEC ceccum nonb-

3oBaTens ¢ ucnonb3oBaHnem yHkumm APl 6ubnmotekn libparsec-cap NOACUCTEMbI

6esonacHocTn PARSEC, nmeHa KoTopbixX Ha4YMHalTCa ¢ NpedunKCcoB mcap UMK parsec_

7) ycTaHaBnuBaTb CepBepbl NeyaTtu, NO3BONALMNE OCYLLECTBUTL BbIBOA, HA NeYaTtb JOKY-

MEHTOB B 00Xx0p, 3aLUULLIEHHOIO cepBepa nevyatu u3 coctaBa U3genus;

8) ycTtaHaBnvBaTb MHTEpPRpPeTaToOpbl KOMaH, 3aMeHsoLLMe NHTeppeTaTopbl, BXOAsLWMe

B coctaB mnsgenusa (bash, dash, PHP, Perl, Python, TCL);

9) nonyyaTb A4OCTYN K namatu apyrux npoueccos MO ¢ ncnonb3oBaHMEM MpuBUErnn

CAP_SYS_PTRACE U CUCTEMHOIO BbI30Ba ptrace;

10) M3MeHsATb CMCTEMHOE BpeMsi (eCnv Hannyme BO3MOXHOCTEN MO N3MEHEHUNIO BPEMEHU

He NpedyCMOTPEHO (PYHKUMOHAaNbHbIM Ha3HayeHnem [10);

11) oMHaMmn4eckn n3MeHaTb cerMeHT koga agpa OC 1 ncnonb3oBaTb HEIKCNOPTUPYEMbBIE

cumBonbl sgpa OC;

12) ocywecTBnATb AOCTYN K hanny ctl dannoBon cucteMbl parsects NocpencTtsom

CUCTEMHOrO Bbl30Ba ioctl, MUHYSA cucTeMHble oyHKunn API-6nbnuoTtek libparsec-*.

[ns ynpaBneHus aBTopusaumen nonb3osatenen n obecnedeHnsa paboTbl cpeacTs pas-
rpaHMyYeHnsa gOCTyna B cepBepe rmneptekcTtoBon obpaboTkm gaHHbIX Apache2 mncnonb3yet-
cA napameTp AstraMode B KOHUrypauMoHHOM pannie /etc/apache2/apache2.conf. o
YMOIYaHMIO PEXMM BKIIOYEH, a napameTp AstraMode OTCYTCTBYET, YTO COOTBETCTBYET 3Ha4e-
HUIO AstraMode on. [Na OTKNIOYEHUS pexmnma aBTopu3auum B KOHUrypaumoHHOM chawnrne
/etc/apache2/apache2.conf cneayetr 0o6aBUTL/M3MEHUTL NapaMeTp Ha AstraMode off.

BHUMAHMUE! lNpun oTkntoyeHHoOM aBTopusaumn nosnb3oBartenen Apache2 ocyliectens-
€T BCe 3anpocCbl K CBOMM pecypcamM NoCcpeacTBOM TOSIbKO O4HOW CUCTEMHOW YYETHOW 3anucu
(mo ymonyaHuio www-data), KOTOpas B Criydae HaCTPOEHHOM NOSIMTUKN MaHOATHOIO KOHTPOSS
LleNOCTHOCTN MMEET YPOBEHb LLIENOCTHOCTU paBHbIN 1.

[Ona HacTtponknm 6e3onacHom KoHdurypaumm cpegcte 3awmtel OC CH  pe-
KOMeHOyeTcsl yyuTbiBaTb MaTepuman cTpaHuubl  Astra Linux Red-Book no agpecy

https://wiki.astralinux.ru/display/doc/Astra+Linux+Red-Book.


https://wiki.astralinux.ru/display/doc/Astra+Linux+Red-Book

163
PYCB.10265-01 97 01-1

16.4. NpoBepka NnpaBUNBLHOCTU 3anyckKa

B Cny4dae ycneuwHoro Bxoga nojib3oBarena B CUCTEMY NMpn HaBegeHNN MbIlLK HA NHON-
KaTop MaHOaTHbIX anI/I6yTOB B obnactu yBe,EI,OMJ'IeHVII7I Ha naHenum 3agad (pI/IC. B[) OTKPbIBAETCA

BCMJibiBawLlee OKHO, KOTOpPOE OoTpaXaeT TeKylwmne maHgaTHble anM6yTbI CceaHcCa nosrnb3oBaTtersis.

W

WMma: root

) j&\* MeTka! YpoBeHs_1:HW3KWAKaTerapua_1,KaTeropua_2:0x0!HaT:Hat

Sawmra 11 OAeMHaA

Pwuc. 3

Mpun npaBunbHoM 3anycke C3U gaHHble aTpmbyThl OMKHBLI cCOBNagaTh C BBEAEHHbIMU
nonb3oBaTtenem npu Bxoge B OC.
Kpome Toro, ansa nony4eHnst TEKYLLMX MaHAATHbIX aTpMOyTOB NONb30BaTenst MOXET ObITb

ucrnonb3oBaHa KOHCOmNbHaga yTunuTta pdp-id, onucaHme KOTOpOl7| npuBefeHo B man pdp-id.
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NMEPEYEHb COKPALLEHUA

B — 6a3a AaHHbIX

EMM — eguMHoe npocTpaHCTBO Nonb3oBaTenemn

KC3 — komnnekc cpeacts 3awmTbl

MKL|, — mMaHgaTHbIA KOHTPOMb LEefTOCTHOCTU

HCl — HeCaHKUMOHWPOBAHHbLIN OOCTYnN

OoC — onepauuoHHasa cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition»
no — nporpamMmmHoe obecneveHne

MPO — npaBuna pasrpaHuyeHust JocTyna

C3MN — cpeacTBa 3aWwmuThbl MHGOpPMaLUK

C39C — ceTteBas 3awumuieHHasa dannosasi cuctema
CMNO — cneunanbHoOe nNporpaMmMHOe obecneveHne

CYB — cucrtema ynpaeneHus 6azamm gaHHbIX

oC — dhannosas cuctema

Ul  — anekTpoHHasa umndpoBasi noanucCh

ACL — Access Control List (cnncok KoHTpona gocrtyna)

ALD — Astra Linux Directory (eaMHoe npocTpaHCTBO norb3oBaTenem)

BIND — Berkley Internet Name Domain (cnyx6a JOMEHHbIX UMeH B ceTu NIHTepHeET)

CCR — Container Clearance Required (aTpnbyT cnocoba goctyna K cogep>XumMomMy KOHTenHepa

B pamMKax MaHAaTHOro ynpaereHust 4OCTynom)

CIFS — Common Internet File System (o6wwnin npotokon goctyna K pavnam VHTepHeT)
DAC — Discretionary Access Control (qucKkpeunoHHoe ynpasneHne SOCTYNoM)

DNS — Domain Name System (cuctema gOMEHHbIX UMEH)

FTP  — File Transfer Protocol (npoTtokon nepenayu ¢annos)

GID  — Group ldentifier (ngeHTUrkaTOp rpynnbl)

IP — Internet Protocol (mexceTeBon npoTokon)

IPC  — InterProcess Communication (MexnpoueccHoe B3auMO4ENCTBUE)

LDAP — Lightweight Directory Access Protocol (nerkoBecHbIn NpoTOKON AOCTyrNa K cepBucam

KaTanoros)
MAC — Mandatory Access Control (MaHgaTHoOe ynpaBneHne AoCTyrnom)
NFS — Network File System (ceteBas cannosaga cucrema)
NIS  — Network Information Service (ceTeBast nHpopmaLmoHHas cnyxba)
NSS — Name Service Switch (cnyx6a gnsa opraHnsaumm yHUMGULNMPOBAHHOMO AOCTYNa K UH-

dopmaumm o nosnb3oBaTensx, rpynmnax, CeTeBbIX MMeHax, cnyxbax u T.n. Ha ocHoBe



PAM
PID

RSA
SMB
SQL
TCP
UDP
uiD
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KOHMrypaumm pasnuyHbiX MCTOYHMKOB, TakUX Kak: flokanbHble chainbl, pasnuyHblie
cpencrtea ceteBon ngeHtudukauum (DNS, NIS), a Takke LDAP)

— Pluggable Authentication Modules (nogkntovyaemble MOAyNM ayTeHTUUKaLMI)

— Process ldentifier (ngeHTudmkatop npouecca)

— Rivest Shamir Adelman (anropuTm no cxeme OTKPbITOro Kro4a)

— Server Message Block (6nok coobuieHun cepsepa)

— Structured Query Language (s3blK CTPYKTYPUPOBaHHbIX 3arnpoCcoB)

— Transmission Control Protocol (npoTokon nepegayun gaHHbIX)

— User Datagram Protocol (npotokon ynpaeneHusa nepegaden JaHHbIX)

— User Identifier (ngeHTudrkaTop nons3osarens)
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/lucm pezucmpayuy U3MeHeHul
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