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AHHOTALUA

HacTtoawmin JOKYMEHT sIBNSIETCS NEPBOM YacTbio PYKOBOACTBA MO aKcnnyaTaumMm obHoB-
nenun 6esonacHoctn Ne 20200429SE81 onepauyuoHHON CUCTEMbI CneumanbHOro Ha3HavYeHus
«Astra Linux Special Edition» PYCB.10265-01 (ganee no tekcty — OC).

[oKyMeHT npegHasHa4veH ansi agMUHUCTPaTOpPOB CUCTEMbI U CETW.

PykoBogcTBO Mo aKkcnfyaTauum COCTOMT U3 ABYX YacTen:

- «OnepaunoHHas cuctema creymanbHoro HasHadyeHus «Astra Linux Special Editiony.

O6HoBneHusa 6esonacHocTn Ne 20200429SE81. PykoBoacTBo no akcnnyartauuu. Yacts 1.

PykoBogcTBO agMuHUCTpaTopay;

- «OnepaunoHHasa cuctema crneuymanbHOro HasHadeHus «Astra Linux Special Edition».

O6HoeneHusa 6esonacHocTn Ne 20200429SE81. PykoBoacTBO MO aKcnnyataumun. Yacts 2.

Pykosogcteo no KC3».

B nepBow 4Yactn pykoBoacTBa npmBegeHO Ha3HavyeHue, yctaHoBka u Hactporika OC. Pac-
CMOTPEHbI CUCTEMHbIE KOMMOHEHTbI, CEPBUCHI U KOMaHAbl, 6a30Bble ceTeBbIE Cry»0Obl, cpeacTea
opraHusaumm ElMMN, sawuweHHas rpadpuyeckas nogcmcrema, ynpasneHme nporpaMmMHbIMU NakeTa-
MU, pe3epBHOE KOMMPOBaHME N BOCCTAHOBIIEHNE AAHHbIX, CUCTeMa nevartu, 3awmieHHas CYB/,
3aLUULLEHHbIE KOMMNIIEKCHI MPOrpamMm rmnepTekcToBon 06paboTkM AaHHbBIX U ANIEKTPOHHON MOYTHI,
cpencTtBa KOHTPONSA LENOCTHOCTU, LEHTPANM30BaHHOIO NPOTOKONMPOBAHUS U pa3rpaHnYeHus
AocTyna K nogkroyaemMbliM ycTponcTeaM. NpuBeaeH cnmcok coobLeHnin ona agMnMHucTpaTopa.

Bo BTOpOM Yactu pykoBoacTBa npueeaeHbl obime ceegeHns o KC3, paccMOTpeHbl naeH-
TMdUKaUNA 1 ayTeHTUMKaums, UCKPELMOHHOE 1 MaHAaTHOe ynpaBneHme OCTYMnoMm, 3almTa na-
MSATU, N30M9LMSA NPOLLECCOB, 3alumMTa cpedbl BUpTyanu3aunm, MapkMpoBKa JOKYMEHTOB, KOHTPOSb
NOAKMNIOYEHUS CbEMHbBIX MALUMHHBIX HOCUTENEeNn NHopMaLuK, ConocTaBneHmne nonb3oBaTens ¢
YCTPOMCTBOM, permcrpaumsa cobbitun 6e30nacHoOCTH, HagexHoe PyHKUMOHMPOBaHWE, unbTpaumns
CETEBOro NOTOKa, KOHTPOSb LENOCTHOCTU, reHepauunsa KC3, pexxnm Kmocka 1 nopsiaok 3anycka u

npumeHeHnsa OC.
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1. ADAMMHACTPUPOBAHUE OC

AgmuHucTpaTtuBHoe ynpaeneHme B OC otgeneHo ot obLiero goctyna nosnb3oBaTtenen.

BonbLMHCTBO onepauuni No HacTporke n agMmuHuctpupoaHuto OC TpebytoT npuBunernin
cynepnonb3oBaTens root, Hanpuvep:

- MOHTMpPOBaHME N pasMoHTUpoBaHne ®C;

- M3MEHEHNE KOPHEBOrO KaTanora npouecca KoMaHgon chroot;

- cosfaHune hannoB YyCTPOWUCTB;

- YCTaHOBKa CUCTEMHbIX YaCoB;

- U3MEHEHWe NpUHaLaNexXHoCTn pannos;

- 3agaHue host-umeHn cnctemsi;

- KOHUrypmpoBaHue ceTeBblX UHTePdENCOB.

BHUMAHMUE! Mocne yctaHoBkn OC MHTEPaAKTMBHbLIA BXOA B CUCTEMY Cyneprnofib3oBartens
root No ymon4yaHuio 3abnokmpoBaH. Co3gaBaemMbii NpU yCTaHOBKE OnepauyMOHHON CUCTEMbI
nonb3oBaTenb BKNOYaeTcs B rpynny astra-admin. [lonb3oBatensm, BXOAAWMUM B JaHHYHO
rpynny, 4yepes mexaHusm sudo (CMm. npeaocTaBnaTCs Npasa Afs BbINOMHEHUS AeNCTBUN
no Hactponke OC, Tpebyowmnx NnpuBmnernin cynepnonb3oBaTtens root. [lanee no TekcTy Takomn
nonb3oBaTenb UMEHYETCA agMUHUCTPATOPOM.

BHUMAHMUE! K naponto nonb3oBatenen, obnagarLwmx agMMHUCTPATUBHBLIM AOCTYMNOM,
NPeabsBNSIOTCS NOBbILLEHHble TPeboBaHuUs K kKadecTBy U HagexHocTu (cM. [3.3.1.2).

BHUMAHMUE! [dencteua no agMnHuctpmpoBanuto OC npu BKNIOYEHHOM peXxnme maHaaTt-
Horo KoHTpons uenoctHoctn (MKLL) Heo6xoanmMo BbINOMHATL B NPUBUIIENMPOBAHHOM PEXMME Ha

BbICOKOM YPOBHE LIENOCTHOCTW.
1.1. JlocTyn K y4eTHOM 3anucu cyneprnornb3oBaTens

CyLecTByeT HECKOIMbKO CNOCOBO0B AOCTYyNa K y4eTHOM 3anvcy Cynepronb3oBaTens:
- BXO[J B CMCTEMY OT UMEHM Cynepnonb3oBaTens root (N0 yMOnyaHuio 3abrokupoBaH);
- UCnonb30BaHWe KOMaHAbl su (M0 YMONYaHuio 3abnoknpoBaH);

- Ucnonb3oBaHMe KoMaHabl sudo (pekoMmeHayeTcsl).

1.1.1.su

KomaHga su ucnonb3yeTcd nosib3oBatenem Ans 3anycka KoMaHng OT MMEHU ApYroro
nonb3oBatens. B Tom yncne moryt 6bITh 3anyLleHbl KOMaHabl OT MMEHWN Cyneprnonb3oBaTens
root.

Mpwn 3anycke komaHabl su 6e3 napaMeTpoB NogpasyMeBaeTCH, YTO NOMb30BaTeNb XO4eT
3anycTuTb KOMaHAHbIN MHTepnpeTaTtop shell OT MeHU cynepnonb3oBaTtens. [pn aTom cuctema

NPOCUT BBECTU MapOJib Cyrneprnosib3oBaTersis. I'IpM BBOAE MpaBUIIbHOINo napond SaHyCKaeMbIVI
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WHTepnpeTaTop KOMaHA Nofy4YyaeT npaea U NpUBUErMn Cynepnonb3oBaTens, KOTOpble COXpaHs-
I0TCA 4O 3aBepLueHus ero pabotbl. [Ins nonyyeHus npae cynepnonb3oBaTens nosib3oBaTesnto He
TpebyeTca 3aBepLuaTb CBOK CECCUI0 U BHOBb BXOAUTb B CUCTEMY.

C nNoMmoLLbI0 KOMaHAbl su, BBOAMMOW C NapamMeTpoM —c, Nonb30BaTeNb MOXET UCMONHATb
oTAenbHble KOMaHabl OT MMEHU cynepnonb3oBaTtens 6e3 3anycka KOMaHOHOro MHTepnpeTaTopa
shell. MNpeumyLecTBo Takoro cnocoba CoCToOMT B TOM, YTO NOSib30BaTENb MOMy4aeT npasa u
NpVBUNErMM Cynepnonb3oBaTensa Ha CTPOro orpaHNYeHHoOe BPEMS, @ UMEHHO, Ha BPEMSI UCMOSHE-
HWS 3ag4aHHON KoMaHAbl. Hanpumep, npn HEO6XOAMMOCTN NOMEHSTL aTpMbyThbl hanna oT UMeHU
cynepnonb3oBaTens BBECTU KOMaHAy:
su -c ’‘chmod 0777 /tmp/test.txt’

B atom cnydae (nocne BBoga naposns cynepnonb3oBaTens) komaHga chmod nonyynT
npaea n NpPUBUIErMMU Cynepnonb30BaTens, HO NO ee 3aBepLUEHNN NONb30oBaTENb OCTAHETCA B
cBoen ceccumn n He ByaeT obnagatb NpaBamMu U NPUBUNETMSIMIN Cynepnonb3oBaTens.

Kpome BbINOMHEHNSA KOMaHA OT UMEHM Cynepnosb3oBaTens, KoMaHaa su NO3BONSAET Bbl-
NOMHATbL KOMaHAbl OT UMeHU NBOro Apyroro nonb3oBartens. [Ansa atoro HeobxoaMMo 3HaTb Naposb
3TOro nonb3oBartens. Ecnu nonb3oBaTens Bowen B CUCTEMY NO4 MMEHEM root W BbIMOMNHAET
KOMaHAy su, TO 3HaHME Naposns nonb3oBaTtens He TpebyeTca — B 4aHHOM criyvyae Bce KOMaHabl
OT MMeHn NMboro nonb3oBaTensa NCNONHAKTCA CBOOOOHO.

HepocTtatok KOMaHObl su COCTOUT B TOM, YTO OHAa HE PernamMmeHTUpyeT KOMaHabl, paspe-
LLIEHHbIE KOHKPETHOMY MONb30BaTENI0 Ha 3anyck OT UMEHW cynepnonb3oBaTtens. Takum obpasom,
€Cnun y nonb3oBaTens ecTb NpaBa Ha 3anyck KOMaHAbl su, TO OH MOXET BbIMOMHUTb OT UMEHN
cynepnonb3oBartens niodble komaHabl. [Mo3ToOMy ee 3anyck OOMmKeH ObITb paspelleH TONbKO
AOBEPEHHbIM NoNnb3oBaTensaM. Takke pekoMeHAYeTCs Npu BBOAE KOMaHAbl UCMOMb30BaTh MNOMHOE
nyteesoe UM /bin/su, a He NPOCTO su.

OnucaHue KoMaHabl NPUBEAEHO B man su.

1.1.2. sudo

KomaHaa sudo ucnonb3yetcs obbl4HbIM NoNb3oBaTenem Ans 3anycka KoMaHa OT MMEHU
cynepnonb3oBatens. [na pabotel KoMaHga sudo NpocMaTpuBaeT KOHUTrypaLMOHHbIN dhann
/etc/sudoers, KOTOPbIN COAEPXKUT CMNCOK NMonb3oBaTesnen, MeELWMX NOSTHOMOYMNA Ha ee Npu-
MEeHeHne 1 nepevyeHb KOMaHA, KOTOpble OHW UMEIOT NPaBo BbINOMHATL. B KayecTBe aprymeHToB
KoMaHaa sudo NPUHUMAaET KOMaHOHYI0 CTPOKY, KOTOPYIO cregyeT BbiNoSHUTL C NpaBamMu cynep-
nonb3oBartend. Ecnv gaHHOMy nonb3oBaTento paspeLleHo BbIMNOMNHATL YKa3aHHY UM KOMaHAy,
TO sudo NPOCUT Nonb3oBaTensi BBECTU ero COBCTBEHHbIN Naporb. Taknm obpasom, Ans Kaxaoro
nonb30oBaTenst yCTaHOBMEH Habop KOMaHA, KOTOPbIE OH MOXET MUCMOSMHATL OT UMEHW Cynepnosb30-
BaTens, n HeT HeobxoaMMOCTM NepefaBaTh NONb30BATENAM NapPOoNb Cynepnonb3oBaTens.

Kpome BbIMOJTHEHNA yKa3aHHOI7I koMaHabl, sudo Beaetr C*)aIZJ'I pernctpaunn BbiNOMHEHHbIX
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KOMaH[, BbI3BaBLUMX MUX UL, KaTtaroros, U3 KOTOPbIX BbI3blBallMCb KOMaHAbl, 1 BPEMEHUN WX
Bbl30Ba. OTa MHOpPMaLMS PErMCTPUPYETCS C MOMOLLLI CUCTEMbI syslog.

[na nameHeHusa anna /etc/sudoers agMMHUCTPATOPY crneayeT UCNonb30BaTh crneLm-
anbHy KoMaHay visudo.

MpenmyLecTBo MexaHnaMa sudo B TOM, YTO OBblYHbIE NOMb30BATENN MOTYT BbINOMHATL
onpeferneHHble 3aga4m oT UMEHN Cynepnosib3oBaTens, He UMest MPU 3TOM HEOrpaHMYEHHbIX NpaB
n NpuBUErnin.

OnuncaHne komaHabl npuBeaeHo B man sudo.
1.2. MexaHM3Mbl pa3geneHns NOSIHOMOYNMN

K MexaHu3mMam pasgeneHusi NoSTHOMOYMA Mexay CUCTEMHbIMU agMUHUCTpaTopamn OC
MOryT OblTb OTHECEHDI:

- MEexaHu3m npuBUNErni;

- MEXaHW3M MOBbILLEHUSA NOMIHOMOYUI Ha BPEMS BbIMOSTHEHUSA KOMaHAb! (MporpamMmbl);

- MexaHu3Mm aBToMartuyeckon yctaHoBkun ACL Ha dhaunnbl.

OnucaHne MexaHU3MOB pasferneHns MNOMIHOMOYMK MpuMBEAEHO B AOKYMEHTe
PYCB.10265-01 97 01-1 «OnepauMoHHasa cuctema crneumanbHOro HasHaveHus «Astra Linux
Special Edition». PykoBoacTtso no KC3. Yactb 1».

1.2.1. MexaHn3M npuBuUnerum

MexaHunam npusunernn OC npegHasHayeH onga nepegayv otaesibHbIM Nosib30BaTeNisam
NpaB BbINOMHEHWS OnpeferieHHbIX, CTPOro OroBOPEHHbIX, aAMUHUCTPATUBHbIX AecTBUA. OBbIY-
HbI NONb30BaTeNb CUCTEMbI HE UMEET OOMNOMHUTENbHbBIX NPUBUIIETNIA.

MpuBmnerun HacneayTCs NpoLeccamm oT CBOMX «poauTenen» n He mMoryTt 6biTb nepeaa-
Hbl CTOPOHHMM npoueccaM. lNpouecchl, 3anyLeHHbIe OT UMEHM Cynepnonb3oBaTtess, He3aBUCUMO
OT Hann4uns y HUX NPUBUMErNin, UMelT BO3MOXHOCTb OCYLLECTBNATL BCE MPUBUNENMPOBaHHbIE
JencTeus.

PacnpegeneHune (nepBoHa4anbHas HaCTpowka) NpuBUMErni BbliNOSTHAETCHA TOMNbKO cynep-

nomnb3oBaresrieM ¢ MakCMmalsibHbiM YpOBHEM LENNOCTHOCTHU, YCTAHOBJIEHHbIM B OC.

1.2.2. MexaHu3M NoBbILIEHUA NOFIHOMOYUH
MexaHV3M MoBbILEHUA MONMHOMOYMI NMO3BONAET NOBbICUTL NOSTHOMOYMA NOSib30BaTENd Ha
BPEMS BbINONIHEHNS ONpeaeneHHoN nporpamMmmbl. HacTpoika MexaHnama MOXeT ObiTb BbIMONTHEHA

TOJIbKO Cynepnonb3oBarterniemMm ¢ MmakCuMalribHbIM YpOBHEM LEeNOCTHOCTU, YCTaHOBJ1IEHHBbIM B OC.

1.2.3. MexaHn3am aBTomaTu4yeckoun yctaHoBkun ACL Ha channbl
MexaHunam aBTomaTudeckon yctaHoBkn ACL Ha dannbl obnerdaeTt 3agady agMMHUCTPU-

poBaHUA, npun KOTOpOVI norib3oBaTesto npeaocrtaBriAeTcAa AOCTymn K TeM d)aﬁﬂOBblM obbekTam,
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K KOTOpPbIM HEOoOXoAMM LOCTYN B COOTBETCTBMM C €ro poribio. TaKyt HacTPOWKY BbIMOMHSAET

cynepnornb3oBaTesib C MakCMMaribHbIM ypOBHEM LEMOCTHOCTHN, YCTAaHOBJ1IEHHbIM B OcC.
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2. YCTAHOBKA U HACTPOMKA OC

2.1. O6wme nonoxeHun

DVD-anck ¢ guctpmnbytnsom OC cogepxut Bce Heobxoanmblie doannbl ANs BbINONIHEHUSA
ee MOMHON WM YaCTUYHOW YCTAHOBKM Ha XXECTKUA OUCK LEerieBOro KOMMbTepa, MMEKLero
ycTponctBo YTeHns DVD-gucko. OC MOXHO Takke ycTaHoBUTL ¢ USB-Hakonutens.

MogpobHoe onucaHne nocnegoBaTenbHOCTM AencTBMA npu yctaHoBke OC kak ¢ DVD-
aucka, Tak n ¢ USB-Hakonutens, a Takke Nno ee NepBUYHON HACTPOMKE CM. B PyKOBOACTBE MO

yCTaHOBKe, pa3MeLleHHOM B KaTanore /install-doc Ha DVD-gucke ¢ auctpmubyTtneom.
2.2. YcraHoBka ¢ DVD-gucka

Mepen yctaHoskon OC ¢ DVD-gncka HeobxoaMMO BbINOSTHUTL COOTBETCTBYHOLLME Ha-

ctpouikn B NHC ueneBoro komnbtoTepa.

2.2.1. 3anycK nporpamMmmMmbl YCTaHOBKMU

Mpw 3arpyske KoMMblOTEpa NporpaMmMma yCTaHOBKM 3anyckaeTcs aBToMatuyecku. 3atem,
nocrne Bblibopa B OKHe NPUBETCTBUA KOHKPETHbBIX NapamMeTpoB NOMb30BaTENbCKOro NHTepdenca,
HauynHaeTcs paboTa NporpamMmbl YCTaHOBKM B MHTEPAKTUBHOM PEXMME.

B okHe npuBeTCcTBMA NporpaMmmbl ycTaHOBKM oTobpaxaetcs norotun OC n meHto Bbibopa
TMNa YCTaHOBKMU:

1) «[padhunyeckasn yctaHoBKay;

2) «KoHcornbHas yctaHoBKa».

B HWXHen YyacTu akpaHa npuBedeH CNUCOK PYHKUMOHANbHbIX KaBuLL, NOAKITHYaoLWnMX
AOMNONHUTENbHbBIE BO3MOXHOCTU NPOrpamMmMbl YCTaHOBKM:

- [F2] — «CMeHUTb A3bIK»;

- [F10] — «3aBepLueHune paboTbi».

[ns yctaHoskn OC cneayet BbibpaTh NyHKT «[paduyeckasn ycraHoBkay unm «KoHconbHas
yCTaHOBKa» C MOMOLLbIO KMaBuLL CO CTperikaMmn Ha knasuaType n Haxartb <Enter> ansa 3anycka
nporpaMmmbl yCTaHOBKU. ByaeT BbINONHEH nNepexos K nporpaMmMme yCTaHOBKM B rpadpyuyeckoM unu B
TEKCTOBOM PEeXMME COOTBETCTBEHHO.

padryecknin u TEKCTOBLIN PEXUMBI MPOrpamMmMbl YCTAHOBKN UMEKOT OANHAKOBYH (OYHK-
LMOHANbHOCTb M OTNNYAIOTCSH TOMbKO Ha YPOBHE NOMb30BaTeNbCKOro MHTEpdenca, T. K. B 060mx

pexnmMmax ncnosib3yroTca OaHU U Te Xe MoAayIn.

2.2.2. N'pachnuyeckan yctaHOBKa U nNepBUYHAs HacTpomka
Ons rpacdmyeckon yctaHoBkm OC Heobxoammo:
1) 3arpy3uTb nporpammy yctaHoBkn OC ¢ HocuTens;

2) BbIOpaTb PEXMUM YCTAHOBKMU;
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3) npuHATL cornaweHne o6 ncnonb3osaHum OC;

4) yctaHOoBUTb 3Ha4veHus napametpoB OC:

pernoHarnbHblE HaCTpOﬁKM;

HaCTPOWKN aBTOpU3aLMN;

BbI6op komnoHeHToB OC;

aononHuTenbHble HacTponkn OC;
- pedakTMpoBaHMe pasMeTku OUCKa;

5) 3arpy3uTtb ycTtaHoBneHHyto OC B nepBbIn pas.

2.2.3. lononHuTtenbHble HacTpoukn OC

B okHe «[JononHuTenbHble HAacTponkn OC» MOXHO OTKIHOYMTb aBTOMaTUYECKY0 HAaCTPOWn-
Ky CETU M BKIHOYUTb LONONHUTENbHbIE HAacTporikn 6esonacHocTn OC.

BHUMAHMUE! lNocne yctaHoBkn OC maHOaTHbIN KOHTPOrb uenoctHocth (MKLL) Bbiknto-
yeH. PekomeHgyetca Bkntountb MKL, Ha OC n yctaHoButb MKL, Ha ®C B cooTBeTCTBUMN C
onucaHnem B PYCB.10265-01 97 01-1.

[lononHuTensHble HacTponkn 6esonacHocTn OC:

1) «BkniounTb pexmnm 3amMKHyTON NPOrpamMMHON cpenbi»

Mpun BbIGOpPE AaHHOro nNyHKTa GyaeT BKIOYEH MEXaHM3M, obecnevnBatoLmii NPOBEPKY

HEeU3MEeHHOCTU N NOANMHHOCTU 3arpyXaembiX UCMonHaemMblx ¢annos gopmata ELF

(cm. PYCB.10265-01 97 01-1);

2) «3anpeTnTb YyCTAaHOBKY GuTa UCNOMHEHNSA»

Mpun BbIGOPE AaHHOro NyHKTa ByaeT BKMAOYEH pexXuMm 3anpeta yCTaHOBKM Buta ncnonHe-

HMs, obecnednBatoLLMin NPeaoTBPaLLEHME HECAHKLMOHNPOBAHHOIO CO34aHNSA NoNnb3oBaTe-

NSMN UNK HenpeaHaMepPeHHOro co3aaHnst aAMUHUCTPATOPOM UCMOSNHAEMbIX CLieHap1eB

Ans komangHon obonoykm (cm. PYCB.10265-01 97 01-1);

3) «BkntounTb 04MCTKY pa3genosB CTPaHUYHOro obmMeHa»

Mpw BbIGOPE AaHHOrO NyHKTa OyaeT BKIOYEH PEXUM OYUCTKM NamMATU pa3aenoB NogKayvku

swap (cm. PYCB.10265-01 97 01-1);

4) «Bkniountb ounctky ocBoboxgaembix obnacren gnsa EXT-pasgenos»

Mpu BbIGOPE AaHHOTO NyHKTa ByaeT BKMOYEH peXuM ouncTtkm 6nokoB PC HenocpeacTBeH-

HO npu nx ocsoboxageHun (cm. PYCB.10265-01 97 01-1);

5) «BknounTb BGIIOKMPOBKY KOHCOMM»

Mpn BbIGOpe gaHHOro nyHkta Oyaet GrnoKMpoBaH KOHCOSMbHbBIA BXO4 B CUCTEMY Ons

nonb3oBaTens 1 3anyck KOHCONWU M3 rpadmyeckoro nHTepderica ceccmm nNonb3oBaTens

(cm. PYCB.10265-01 97 01-1);

6) «BkntounTb BrIOKMPOBKY MHTEPNPETATOPOBY

Mpwu BbIGOPE AaHHOrO NyHKTa ByaeT GroKMPOBaHO MHTEPAKTMBHOE MCMONb30BaHNE MHTEp-
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npetaTtopos (cMm. PYCBE.10265-01 97 01-1);

7) «BknounTtb MexceTeBoun akpaH ufw»

Mpwn BbIBOpPE AaHHOrO NyHKTa OyAeT BKIOYEH MeXCeTEBOW aKpaH ufw n 3anyweHa dunb-
Tpaumsa CceTeBbIX MNAKETOB B  COOTBETCTBUM C  3aaHHbIMKM  HACTpPOMKamu
(cm. PYCB.10265-01 97 01-1);

8) «BknounTb cUCTeMHbIe orpaHudeHns ulimits»

Mpun BbIGOPE AAHHOrO NyHKTa ByayT BKMAOYEHbI CUCTEMHbBIE OrpaHUYEHUs!, YCTaHOBMEHHbIE
B (hanne /etc/security/limits.conf (cMm. PYCB.10265-01 97 01-1);

9) «OTKNIYNTL BO3MOXHOCTb TPACCUPOBKM ptrace»

Mpu BbIGOPE AaHHOro nNyHKTa ByaeT OTKMAYeHa BO3MOXHOCTb TPAaCCUPOBKM U OTNaaKu
BbINOMNHEHWs nporpammHoro koga (cm. PYCB.10265-01 97 01-1);

10) «OTKNIOYNTL aBTOMATUYECKYIO HACTPOWNKY CETU»

Mpn BbIOOpPE AaHHOrO nMyHKTa OyaeT OTKMYeHa aBTOMaTU4ecKas HacTponka CeTu B

npouecce yctaHosku OC.
2.3. YctaHoBKa ¢ USB-Hakonutens

[ns ycraHoBkn OC ¢ USB-Hakonutensa HeobxoaumMo MMeTb LeneBor KOMMbITEP C BO3-
MOXHOCTbIO 3arpy3ku ¢ USB-ycTponcTs.

[nsa nogrotoBkn yctaHoBovHoro USB-HakonuTtensa notpebyetca DVD-guck ¢ anctpubyTu-
BoMm OC n USB-HakonuTenb eMKoCcTbio He MeHee 8 Ib.

MogroToBka yctaHoBOYHOro USB-HakonuTens gormkHa npovM3BOAUTLCSA HA UHCTPYMEH-
TanbHOM KOMMbloTEpE ¢ ycTaHoBneHHon OC nubo apyror onepaunoHHOM CUCTEMOM CEMENCTBA
Linux, B coctaB KoTopon BXoauT yTunuta f£disk TOW ke Bepcun unu Bbilwe, B crnegyouen
nocnenoBaTenbHOCTHU:

1) BOWTWN B CUCTEMY MHCTPYMEHTANbHOIMO KOMMbKOTEPA NOA YYETHOWN 3aNNCb0 agMUHN-

cTpartopal/cynepnonb3oBarens;

2) nogkntounte USB-Hakonuternb K MIHCTPYMEHTanNbHOMY KOMMbIOTEPY U pa3METUTb ero C

nomoLubo ytunutel £disk, co3gas oguH pasgen FAT32 unun ext2;

3) cosgatb dannosyto cuctemy (PC):

- ana ®C FAT32 ¢ nomMoLblo KOMaHAbl:
mkfs.vfat /dev/sdXl

- ana ¢C ext2 ¢ nomoLLbio KOMaHAbI:
mkfs.ext2 /dev/sdXl

roe sdX1 — nepBbi pasgen B yctponctBe USB-HakonuTtens B cucteme (ero MOXHO

onpefenuTb C NOMOLLbI KOMaHAbl dmesg);

4) CMOHTMpPOBAaTb CO34aHHbIN pasaen:

mount /dev/sdX1l /media
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5) BcTtaBuTb B ycTponcTtBo YteHns CD/DVD-auckos DVD-guck ¢ guctpmbytmeom OC u
CMOHTMpPOBATb €ro, eCrnv OH He CMOHTMPOBAsiCA aBTOMaTUYECKMU;

6) nepenTtn B KOpHeBoun katanor DVD-gncka un ckonupoBaTtb Ha USB-HakonuTenbs Bce
cogepxunmoe DVD-aucka, Bknodaqa karanor .disk.

3anyck nporpammbl ycTaHoBkn ¢ USB-HakonuTens cootBeTcTBYET ycTaHoBke ¢ DVD-gucka

(cm. 2.2).
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3. CUCTEMHbIE KOMIMOHEHTbI

3.1. YnpaBneHune ycTponcTtBamm

3.1.1. Tunbl ycTponucTs

B OC cyuwectByeT gBa Tvna yCTPOUCTB: BIOYHbIE C NPSMbIM AOCTYNOM (Hanpumep,
XXECTKMe ONCKM) N CUMBOSbHbIE, NocneaoBaTterbHble Uy ¢ NpSAMbIM JOCTYNoM (Hanpumep, nocne-
poBaTenbHble NopThl). Kaxkaoe nogaepxuBaemoe ycTponcTBo npeactaesnsetca B PC hannom
ycTponcTsa. [Npu BbINOMHEHUN Onepaunin YTEHUS UK 3anncu ¢ pannom yCTponcTaa NPONCXOaUT
obmeH JaHHbIMU C YCTPONCTBOM, Ha KOTOPOE yKasbiBaeT 3TOT dpann. JaHHbI cnocob gocTtyna
K YCTpOMCTBaM NO3BOJISIET HE UCMOMb30BaTh crieumarnbHble NporpaMMbl (a Takke cneyunarbHble
MeToAbl NPOrpamMMMpPOBaHUs, Takne Kak paboTa ¢ npepbiBaHUSMM).

Tak kak ycTponcTBa oTobpaxatTcsa kak annbl B ®C (B Katanore /dev), UX MOXHO
NPOCMOTPETL C NOMOLLbIO KOMaHAbl 1s. [locrne BbINONHEHUS KOMaHObl C NnapaMeTpoM —1:
1s -1
Ha 3KpaH MOHUTOpPA BbIBOAUTCS CMUCOK (pannoB C ykazaHWeM B NepBoOUn KOSIOHKe Tuna channa
M NpaB goctyna K Hemy. Hanpumep, ana npocmoTtpa danna, COOTBETCTBYHOLLENO 3BYKOBOMY
YCTPOWCTBY, UCMOSb3yeTcs cnegyoliaa komaHaa:
ls -1 /dev/dsp
crw-rw—--T+ 1 root audio 14, 3 Wwn 1 13:05 /dev/dsp

[MepBbI CMMBOM ¢ B NEpBOW KOMOHKE yKasbiBaeT Ha Tun panna — B JaHHOM Crydyae CUM-
BOIbHOE YCTPOMCTBO. [ANns 06bI4HbIX hannoB MCNOMb3yeTCa CUMMBON «-» (Aedunc), Ansa Katanoros
— d, Ans 6rnoYHbIX YCTPOMCTB — b (OnMcaHne KoMaHabl NPMBEAEHO B man 1s).

Hanuuue annoB ycTpONCTB He O3HaYaeT, YTO JaHHble YCTPONCTBA YCTAHOBMEHbI B CU-
cteme. Hanpumep, Hanunume panna /dev/sda He 03Ha4yaeT, YTO HA KOMNbIOTEpPE YCTaHOBMNEH
xecTkm auck SCSI. 3To npeaycmMoTpeHo ans obneryeHms yCTaHOBKM NporpamMmm 1 HOBOro obopy-
AO0BaHUs, T. K. UCKMNOYaeT HEOBXOAMMOCTb MOMCKA HYXXHbIX MapaMeTpbl 1 co3gaHusa dannos ans

HOBbIX yCTpOﬁCTB.

3.1.2. XXecTKkne gucku

[Mpn agMUHUCTPMPOBAHMM OUCKOB MOTYT BO3HUKHYTb BOMPOCHI, CBA3aHHbIE C pa3geneHnem
XKECTKOro Aucka Ha pasgenbl, co3gaHmeM n MoHTMpoBaHnem OC, dopmatmpoBaHMem gmcka u ap.

OpaHa 13 NpuYKrH pasgeneHns XeCcTkoro Ancka — 3To XpaHeHue pasHbix OC Ha ogHoM
XecTkoMm aucke. [lpyrasi npyymHa — XxpaHeHne nonb30BaTeNbCKNX U CUCTEMHbIX (hannoB B pas-
HbIX pasgenax, YTo ynpouwaeT pe3epBHOE KOMMPOBAHME MU BOCCTAHOBIEHNE, a TaKXKe 3aluuTy
CUCTEMHbIX hansioB OT MOBPEXAEHUN.

[1nsa ncnonb3oBaHUsa Ancka unun pasgena Heobxoanmo cosgaHue PC.

Takke npu pabote ¢ ANCKOM HEOOXOOMMO BbIMOMNHAETCA MOHTMpoBaHMe PC, kak aB-
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TOMaTUYeCKN, Tak 1 Bpy4YHYyto (PC, MOHTMPYEMbIE BPYYHYIO, OOKHbI ObITb Pa3MOHTUPOBAHbLI
BPYYHYI0) ANna hopMUpoBaHUS €4MHON CTPYKTYpbI Katanoros, 6ydepusauunsa guckos n pabota ¢
BUPTYarbHON NamATbHO.

LleHTpanbHbIN NPOLIECCOP U XKXECTKUI ANCK 0OMEHMBAOTCS MHOpPMaLUnen Yepes ANCKOBbIN
KOHTponnep. OTo ynpowaeT cxemy obpallieHns n paboTbl C AUCKOM, T.K. KOHTponnepbl Ans
pasHbIX TUMOB ANCKOB MOTYT ObITb MOCTPOEHbI C UCMONb30BaHMEM OOHOro UHTEpderca aAns ceasn
C KOMMbIOTEPOM.

KaxgbIn XXeCcTKU OUCK NpeacTaBrieH oTAenbHbIM (hansiom ycTponcTea B katanore /dev:
/dev/hda n /dev/hdb Ona nepBoro v BTOPOro AMcKa, nogknw4veHHoro no IDE wwvHe, u

/dev/sda, /dev/sdb 1 T. 4. Ans aguckos, ncnonb3yowmnx SCSI nnn SATA-nHTepdeic.

3.1.3. Pazgenbl XXeCcTKOro gucka

Becb xeCTkni ANCcK MOXeT ObiTb pa3buT Ha HECKONBKO pa3aenoB, NpMyYeM Kaxabin pasgen
NpeacTaBreH Tak, Kak ecnv 6bl 3To ObIN OTAENbHLIN AUCK. PasgeneHne ncnonb3yeTcs, Hanpumep,
npu pabote ¢ asyma OC Ha ogHom >xecTkoM aucke. Npu atom kaxgas OC ucnonb3yeTt aAns
paboTbl OTAENbHLIN pa3fen N He B3anMOLENCTBYET C ApyrMMu. Taknm obpasom, ABe pasfnyHble
CUCTEMbI MOTyT BbITb YCTAaHOBIEHbI HA OAHOM XXECTKOM OMUCKE.

MaBHaga 3arpy3oyHas 3anmce MBR (Master Boot Record) ancka cogepxut mecto gn4
YeTblpex OCHOBHbIX pa3aenos, NPoHyMepoBaHHbIX OT 1 oo 4. Ecnu Heobxogmmo gobaBuTts elle
pasgenbl Ha AWCK, To cnegyeT npeobpa3oBaTb OCHOBHOW pasfen B AONOnHUTENbHbIN (extended).
[anee gononHUTENbHLINM pasgen pasnenseTcs Ha OauH NN HECKOMNBbKO JTOrMYECKNX pasaenos ¢
HoMepamu oT 5 go 15.

3.1.3.1. PacwumpeHHbIe n niornyeckue pasgenbl

B OC swap-obnactb ans noBbllEHNA CKOPOCTM OOMeHa Yalle BCEro pasmMeLLaeTcs B
OCHOBHOM OTAENbHOM pasferne.

Cxema, ucnonb3ytoLasi pacluMpeHHbIe pa3gensl, MO3BONSET pa3drBaTb OCHOBHOW pasgern
Ha nogpasaenbl. OCHOBHOM pasgen, pa3dunTbi TakuMm 06pa3oM, Ha3biBAETCS «PaCLUMPEHHbIM
pasgenomy, a nogpasaenbl Ha3blBatoTCs «rormdeckummn pasgenamm». OHM PYHKUMOHMPYIOT Tak
e, KaK U OCHOBHbIE pa3saensbl, pa3nuyne COCTOUT B CXEME UX CO3OaHus.

3.1.3.2. Pa3buneHune xxecTkoro gucka

[ns pa3breHns xecTkoro Ancka Ha pasgensl ucnonb3yetcs nporpamma f£disk.

Kaxabi pasgen AomKeH cogepXatb YeTHOE KONMYEeCTBO CEeKTOpoB, T.K. B OC ncnonbay-
toTcst 6nokm pasmepom B 1 Kb, T.e. ABa cektopa. HeueTtHOe KOnNM4eCcTBO CEKTOPOB NPMBEAET K
TOMY, YTO NOCNEAHUN U3 HUX ByaeT He NCMOoNb30BaH. OTO HU Ha YTO He BMNAET, HO NpU 3anycke
fdisk 6yaeT BblgaHoO npegynpexaeHue.

Mpn n3ameHeHun pasmepa pasgena obbl4HO TpebyeTcs cHayana caenatb pe3epBHYIO

Konuio Bcen HeobxogmMmon mHdopmaumu, yoanutb pasgen, co3aatbh HOBLbIWM pasgern, a 3aTtemM
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BOCCTaAHOBUTb BCIO COXPaHEHHYO MHGOpPMaLMIo B HOBOM pasfene.

OnucaHue nporpammbl npmueegeHo B man fdisk.

3.1.3.3. ®annbl ycTponucTB U pasgenbl

Kaxxgomy OCHOBHOMY M pacCLUMPEHHOMY pasfeny COOTBETCTBYET OTAENbHbIN dhans yCcTpon-
ctBa. CyliecTByeT cornawleHvne ansa nmeH nogobHbIX hannos, KOTOpoe 3akrntovaeTcsa B Jobasne-
HUW HOMepa pa3gena K MMeHu hanna camoro gucka. Pasgensl ¢ 1 no 4 ABNATCA OCHOBHbIMU
(BHE 3aBMCMMOCTU OT TOrO, CKOSbKO CYLLECTBYET OCHOBHbIX pasfenos), a pasgensl ¢ 5 no 15 — no-
rMYecknMn (BHe 3aBMCMMOCTM OT TOrO, K KAKOMY OCHOBHOMY pasfeny OHW oTHocaTcs). Hanpumep,
/dev/hdal coOTBETCTBYET NepBOMYy OCHOBHOMY pasaeny nepsoro IDE-gucka, a /dev/sdb7 —

TpeTbeMy FIOrm4yeckomy pasgeny BToporo amcka ¢ uHtepgencom SCSI unmn SATA.

3.1.4. ®opmaTupoBaHue

dopmaTupoBaHne — 3TO NPOLECC 3anucu crneuynarnbHbIX OTMETOK Ha MarHUTHYI Mo-
BEPXHOCTb, KOTOpblE MUCMOSb3YTCA ONA pa3feneHus OJOPOXeK U CeKTopoB. [AUCK He MoxeT
Ncnonb3oBaTbCa A0 TeX Nop, Noka OH He ByaeT oThopMaTUpOBaH.

Onsa IDE- n HekoTopbix SCSI-anckos hopmatnpoBaHue Npon3BOAUTCHA NpU UX U3rOTOBIE-

HWUM 1, 0BbIYHO, He TpebyeTcs NOBTOPEHUSI 3TOW MpoLeaypbl.

3.1.5. NporpammHas opraHusauua guckoBbix pasaenoB B RAID n toma LVM

B agpo OC BcTpoeHa nporpammHas peanudauust texHonormn RAID (ypoBHuM: RAID 0,
RAID 1, RAID 5 u ux codetaHus). KomaHga mdadm npegoctaBnsetr agMUHUCTPATUBHBLIN UHTEP-
doenc nonb3oBartens ANA co3gaHuAa U ynpasrieHNna MaccuBamMmu.

lMocne cosgaHna maccuBa ero yCTpoMCTBO, Hanpumep, /dev/md0, UCNOMb3YeTCA TOYHO
Takke, Kak /dev/hdal unn /dev/sdb7.

LVM, ¢ TOYKM 3peHnsa aapa CUCTEMBI, UCMONb3YET YHUMULMPOBaHHbIE MexaHu3Mbl VFS n
He Hy>XgaeTcs B cneumanbHbiX KoHdurypaumsx sapa. B OC obecnevnBaeTcst NONHOMYHKUMOHAMb-
Hoe ynpasneHne Tomamu LVM, KOTOpoe ocyLlecTBnseTcs CTEKOM KoMaHA ynpasrneHus (okono 30
nporpamMmm).

LVM o6ecneuymBaeT 6onee BbICOKMA YpOBEHb abCTpakuumn, 4eM TpaguunUoHHbIE OUCKN
n pasgensl Linux. 3T1o no3sondet obutbca 6onbluen rmbkocTr Npu BblAENEHUN NPOCTPAHCTBA
ANa XpaHeHus1 gaHHbIX. Jlormyeckne Toma MOXHO ferko nepemMelatb C O4HOro (pu3m4eckoro
YCTPOWCTBA Ha Apyroe, a ux pasmep n3MeHsiTb. Pusmyeckme ycTpomcTea MOXXHO OTHOCUTESTbHO
npocTto gobaenaTb M yaansatb. Tomam, ynpasnsgemMmbiM nocpeactsom LVM, MOXHO HasHavaTb
nobble TEKCTOBbIE HAa3BaHUS, Hanpumep, database unn home, a He cnyXebHble sda unn hda,

KaK y YCTPOWCTB.
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3.2. YnpaBneHue ®C

dannosas cuctema — 3T0 METOAbI U CTPYKTYPbI AaHHbIX, KOTopble ucnonb3ytotca OC ana
XpaHeHnsa hannoB Ha OUCKe unu ero pasgene.

Mepen Tem, Kak pasgen unm AUck MoryT 6biTb MCNONb30BaHbI ANst XpaHeHUs HdopMaLmn
(dpannos), oH JormKkeH BbiTb MHULMANM3MPOBaH, a Tpebyemble faHHble NEPEHECEHDBI HA 3TOT AUCK.
OTOT npouecc HasblBaeTca «cosgaHnem OCx.

@®C OC no ymonyaHuio cooTBeTcTBYeT TUNy Ext4, obecneunBaet nogaepxky OANHHbIX
UMEH, cuMBornMyeckux ceasen, a Takke PC ISO9660, FAT (MS-DOS), NTFS u ap. Takke npegy-
CMOTpEHa BO3MOXHOCTb NpeAcTaBneHnsa nmeH annos pycckumm byksamu.

Bce gaHHble OC cocToAT M3 MHOXeCTBa pannos (Mporpammbl, 6UBNMOTEKN, CUCTEMHbIE
N nonb3oBaTesibCkne gannsl) n Bce oHM pacnonaratotca B PC. Ctpyktypa ®C umeeT BUA
«MNepeBepHYTOro AepeBar», BEPXHIOK BEPLUMHY KOTOPOro Ha3blBaloT KOPHEM (/root — KOPHEBOW
Katanor).

B 3aBucmnmocTn oT BbibOpa, caenaHHOro B Npouecce YCTaHOBKM, Katanorn MoryT OTHO-
CUTbCA K pasnuyHbiv OC.

lMocne HavyanbHouM yctaHoBkM PC OC MOXET COCTOATb, HAaNPUMeEp, U3 CNeAYIOLNX YacTen:

- root:

- /bin — HaxoOAaTCs BbINOMHAEMbIE NporpamMMbl (TOYHee, X ABOUYHbIE hannbl). OHK
Heobxoanmbl onst padoTbl cuctembl. MHorne komaHabl OC aBnalTCA NporpammamMm
13 3TOro KaTanora;

- /dev — pacnonoXeHbl ocobble dannbl, HasbiBaemMble «dannamm yCTPOUCTBY»
(device files). C nx nomoLLbo OCyLLEeCTBSAETCA OCTYN KO BCeEM (PU3NYECKUM YCTPOM-
CTBaM, YCTaHOBIEHHbIM B CUCTEME;

- /boot — cogepXuT HeobxooMMy0 MHOPMaLMIO AN 3arpy3ku cuctemMbl (S4po
(sapa), obpas initrd, dannbl 3arpysdnka);

- /root — AOMaLLHMIA KaTanor cynepnosib3oBaTtens;

- /tmp — UCNOMb3yeTcsa ANA XpaHeHUs BPEMEHHbIX (hanrnoB, co3gaBaeMblX Nporpam-
Mamu B npouecce cBoen paboTbl. PaboTtas ¢ nporpammamu, co3garowmmMmm MHOMO
GonbLUMX BpeMEHHbIX hannos, ny4we nmeTb otaenbHyto PC, yem NpocTon KaTanor
KopHeBon ®C;

- /etc — cogepXnT KoHurypaumoHHble annel OC. 3aecb HaxoguTea ann napo-
nen passwd, a Takke cnucok ®C, noagknoyaembix NPy HavanbHoOM 3arpyske fstab.
B aToMm ke kaTanore xpaHATCcs cueHapun 3arpy3sku (startup scripts), cnncok yanos
(hosts) ¢ nx IP-agpecamun 1 MHOXeECTBO ApPYrnX AaHHbIX O KOHUrypauuu;

- /1ib — cogepxaTtca pasgensemble 6UbnuoTeku, Mcnonb3yemble MHOMMMU Nporpam-

MaMu BO Bpemsi cBoer paboTbl. MpumeHsasa pasgensemblie 6MbnmoTekun, XxpaHawmecs
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B 06LLe0CTYNHOM MecTe, MOXHO YMEHbLUUTbL pa3Mep MporpaMmm 3a cHeT NOBTOPHOMO
NCNoNb30BaHWs O4HOMO U TOTrO Xe KoAa;
- /proc — saBnseTcs BupTyansHon ®C n ncnonb3yercs ANs YTeHUs U3 NamsaTn
MHopmMaunm 0 CUCTEME;
- /sbin — XpaHATCS cUCTEMHbIE ABOWYHbIE dhansbl (BONbLUMHCTBO U3 HUX UCNOMb3Y-
eTcsa Ansa HyX4 CUCTEMHOrO agMUHUCTPUPOBAHUS);
- /usr — XpaHATCA pasnuyHble NPorpaMMbl U AaHHbIE, He nognexalwue naMmeHeHuo. Ka-
Tanor /usr u ero nogkartanoru Heobxoammbl Ans yHKUMoHUpoBaHua OC, T.K. cogepXxar
Hanbonee BaxHble Nporpammebl. [JaHHbIN KaTanor noYTn Bcerga asnsietca otaensHon OC;
- /var — coaepxarca nsMeHsemble annsl (Takne kak log-cbannsl 1 ap.);
- /home — COCTOUT U3 NUYHbIX KaTanoroB nonb3oBaTtenen. OBLENPUHATO NMETb 30eCb
otaenbHyto PC, yTobbl 06ECNeUnTb NONbL30BATENSIM 4OCTAaTOMHOE NMPOCTPAHCTBO ANd pas-
MeLLeHns ceonx dhannos. Ecnn nonb3oBaTenen B CUCTEME MHOMO, BO3MOXHO, NpuaeTca
pasgenuTb 3TOT KaTanor Ha Heckornbko ®C. Torga, HanpuMmep, MOXHO co3daTth nogkaraso-
M /home/staff n /home/admin AnNg nepcoHana n agMUHUCTPaLUN, COOTBETCTBEHHO,
YCTaHOBUTb Kaxapbli Kak camoctoaTenbHyto @C 1 yxe B HUX co3faBaTb paboyune katanoru
nonb3oBaTenen.
B nnuHbIX KaTtanorax Kaxgoro nonb3oBaTensa Hapsgy ¢ Apyrumu dpanniamm MMerTcd
HECKONbKO KOH(UIypaLMOHHbIX (hannoB, KOTopble Af1s NpakTUYeCcKuX Lienen saBnsoTca
CKpbITbiIMU. OHM MoaudUUMpYOTCa peako. dann CTaHOBUTCHA CKPbITbIM, €CIiv NOCTaBUTb
TOYKY B Havane nmeHu canna. YBMaeTb CKpbiTble dpansbl MOXHO BBeAS KOMaHAy:
ls -a
3.2.1. YctaHOBKa
®C ycTaHaBnmMBaeTcs, T. €. MHULManNn3npyeTcs, Npu NoMoLLmM KoMmanabl mkfs. KomaHga
3anyckaet Tpebyemyto nporpaMmmy B 3aBUCUMOCTU OT TUna ycTaHaBnuBaemon cuctemol. Tun ®C

yKas3blBaeTcsd npu nomMmoLm onumm -t f£stype (OI'II/IcaHI/Ie KOMaHAbl NpunBegeHOo B man mkfs).

3.2.2. MoHTUpPOBaHue

Mepea Havyanom padoTbl ¢ PC oHa gomkHa 6bITb cMOHTUpoBaHa. [Npu aTom OC BbinonHaeT
aencteus, obecneunsarowme yHKUNoHMpoBaHue moHTupyemon ®C. Tak kak Bce dannbl B OC
NpuHagnexaT OAHOW CTPYKTYpe KaTtanoros, TO 3Ta onepauuns obecneumsaet paboty ¢ OC Kak ¢
KaTanorom, HasblBaeMbIM TOHMKOW MOAKMOYEHNS (MOHTMPOBAHKS).

[ns moHTMpoBaHua (nogkntodvenunst) PC k gepey katanoros OC Heobxogumo yb6eanThb-
CHl, YTO KaTanor, K KoTopoMy crenyet noakntoumnte PC (Touka NoaknoveHus), 4eUCTBUTENbHO
CyLLIeCTBYeT.

Ecnn ncnonb3oBaTb Anst TOYKM MOHTUPOBaHUA (NOOKITOYEHUS) HENYCTOW KaTanor, To

ero CoAepXxumMoe cTaHeT HeOCTYNHO A0 Pa3MOHTMPOBaHUSA. [1oaToMy pekoMeHayeTcss UMeTb
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crneumanbHO Co3daHHble Katanorn Anst MOHTUpoBaHusa pasgenos/ycTponcTB. OBbIYHO OHK pacho-
naratlTcs B /mnt M /media.

[Mpegnonoxum, 4To TpebyeTca MOHTUpoBaTb hann IS09660 K TOUKE NOAKNIOYEHUS /mnt.
Kartanor /mnt OOMKeH yxe CylwecTBoBaTb, MHA4Ye MNoAKMtoYeHne OKOHUMTCA Heyaaden. [ocne
NOAKIIOYEHNS K KaTanory B HemM nosiBaTcsa Bce channbl u nogkatanorn ®C. B npoTMBHOM crny4yae
katanor /mnt ©yaeT nycTbiM.

[nsa Toro 4To6bI Y3HaTb, kKakon ®C NpuHaOQNeXnT TEKYLLUI KaTarnor, creqyeT BOCNonb30-
BaTbCSl KOMaHOOM:
df -h
B BbiBOAE KomaHabl 6yaet otobpaxeHa PC n o6bem cBobGO4HOro NpOCTpaHCTBa.

3.2.2.1. mount

B OC gns nogkntoveHns ®C ncnonbayetcst komanga mount. CUMHTAKCUC KOMaHAbI:
mount device mountpoint
roe device — mU3NYeCKoe YyCTPOMNCTBO, KOTOPOE HEODBXOANMO MOAKMNKYNTL, @ mountpoint —
TOYKa NOAOKITHYEHUS.

B uenax cuctemHon 6e3onacHOCTM UCMONb30BaTb KOMaHAy mount MOXET TOMbKO cynep-
nonb3oBaTernb.

Kpome napameTpoB, yKasaHHbIX Bbille, KOMaHA4a mount MOXET MMETb B KOMaHOHOM

CTpOKe NMapaMeTpbl, npuBeaeHHbIE B Tabnuue .

Tabnunua 1
MapameTp OnuncaHue
£ UmuTtupyeT nogkntodeHne ®C. BuiNnonHATCA BCe AEUCTBUSA, KOOME CUCTEM-
HOro Bbl30Ba AN HACTOSLLLEro NoAKNoYeHns
v MoapobHein oT4yeT. MNpenocTaBnseT 4ONONHUTENBHYO NHOPMALMIO O CBOUX
JencTBUax
-w Moakntoyaet ®C ¢ 4OCTYNOM AN YTEHUSA U 3anncu
-r Moakntodaet ®C ¢ 4OCTYNOM TOSMbKO ANSA YTEHUSA
-n BuinonHsiet nogkntoveHue 6e3 3anncu B hann /etc/mtab
-t type YkasblBaeT Tvn nogkrntodaemon ¢C
-a Moagkntountb Bce OC, nepeyncneHHble B /etc/fstab
MpumMeHnTb cnmncok onumn K nogkrtodaemon ®C. Onumm B cnmvcke nepe-
-0 list_of_options| YncneHbl Yepes 3anaTyo. 3a NOMHbLIM CMMCKOM BO3MOXHbIX ONUUIA cneayeT
00paTuTbCA K pyKOBOACTBY man

Ecnu HeobBxoaumas onuus He ykasaHa, mount MNOMbITAaeTcs onpeaennTb ee no ganny
/etc/fstab.
PacnpoctpaHeHHble (hopMbl KOMaHAbl mount:

1) mount /dev/hdb3 /mnt — NOAKNKOYAET pasgen XecTkoro ancka /dev/hdb3 K Ka-
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Tanory /mnt;

2) mount -vat nfs — nogknioyaer Bce PC NFS, nepeuucrneHHble B danne

/etc/fstab.

Ecnn npasunbHo nogkrntounts @C He yaaetcsl, To BOCMNOMb30BaTbCA KOMaHAOM:
mount -vf device mountpoint
A8 nonyvyeHnsa otyeTa o pesynbratax BbIMOMHEHUS KOMaHAbl mount. B JaHHOM crnyyae komaHaa
BbIMOJSTHAET BCE AENCTBUS, KPOME MOAKMOYEHUS, U BbIBOAMTCS NOAPOOHLIN OTYET O KaXaoM Luare
BbIMOMHEHNA KOMaHAbI.

OnucaHne KoMaHabl NPUBEAEHO B man mount.

3.2.2.2. fstab

Ecnu cnucok ncnonbsyembix ®C nameHsaeTcs pegko, 1o ans yaobcrtea MOXHO ykasaTb
OC nogknitovatb ®C npwu 3arpy3ke 1 oTKNOYaTb Npu 3aBeplueHun paboTtbl. PC aAna NnogknoyeHus
nepeyunucrnsaiTca B cneunanbHOM KOHUrypaunoHHomMm danne /etc/fstab no ogHOM B CTPOKe.
Mons B cTpokax pasaensitoTcs npobenamu unu cumeonamm Tabynsuum. B Tabnuue [2] npyseaeHsi

nona gavina /etc/fstab.

Tabnuuya 2
Mone Onucanune
®C Moaknovaemoe 6rovYHOE YCTPOMCTBO unu yaaneHHas dC
MecTto nogkntodeHumsa C. YTobbl coenatb cucteMy HEBMAMMOW B Aepe-
Toyka nogkno4YeHus BE KaTanoros (Hanpumep, Ans annos NoAKaykn), MCMNonNb3yeTcsl CNoBO
none
Tun YkasbiBaeT TMn nogkntodaemon ®C

Cnuncok pasgeneHHbIX 3anaTbiMU NapameTpoB Ang nogkntovaemon OC.
Onuun noakno4YeHns [ormkeH cogepxaTtb, NO KpanHen mepe, TN NoaknyeHna. bonee no-
APO6HYH0 MHGOPMALMIO CM. B PYKOBOACTBE man KOMaHAbl mount

YKasbIBaeT, Kak 4acTo crieqyeT BbIMOMHATL Pe3epBHOE KOMMPOBaHME C
nomMmowbio komaHabl dump. Ecnn B none ctout 3HavyeHune 0, To dump
cuutaet, 4to OC He HyxxgaeTcs B pe3epBHOM KOMUPOBaHUMU

lNepnoanYHOCTb pe3epBHOIro
KonMpoBaHns

3agaet nopsgok Npoeepkn LenoctHocTn GC npwm 3arpyske ¢ NOMOLLbIO
kKoMaHabl fsck. [Ana kopHeBon PC cnepyeT ykasbiBaTb 3HayeHue 1,
ANns octanbHbIX — 2. Ecnn 3HayeHne He ykasaHo, uenoctHocTe OC npu
3arpyske npoBepsTbCcA He byaeT

Homep npoxona

PekomeHayetcsa nogkniodate PC Bo BpeMs 3arpysku yepes /etc/fstab BMeCcTo KomaH-

Abl mount. [lanee npusegeH npumep danna fstab.



Mpumep

/etc/fstab: static file system information.

Use ’'blkid’ to print the universally unique identifier for a
device; this may be used with UUID= as a more robust way to name devices

that works even if disks are added and removed. See fstab(5).

#
#
#
#
#
#
# <file system> <mount point> <type> <options> <dump> <pass>

# / was on /dev/sdall during installation

UUID=a50cefb7-a198-4240-b198-581200027898 / ext4 usrquota,errors=remount-ro,secdel=2 0 1
# /home was on /dev/sdalO during installation

UUID=c94bba8d-95d4-467b-b3e0-2cd7£92c3355 /home ext4 usrquota,secdelrnd 0 2

# swap was on /dev/sda5 during installation

UUID=ce71b251-2405-4eed-8130-5f£92a56b67ac none swap SW 0 O

6¢

/dev/sr0 /media/cdrom0 udf, is09660 user, noauto 0 0

# /etc/fstab.d/PDAC: parsec devices access control mount instructions

#

#<file system><mount point><type><options><dump><pass>

### usb flash

/dev/*fat /*home/*/media/* auto owner,group,noauto,nodev,noexec,iocharset=utf8,defaults 0 0
/dev/*ntfs* /*home/*/media/* auto owner,group,noauto,nodev,noexec,iocharset=utf8,defaults 0 0
/dev/sd*ext* /*home/*/media/* auto owner,group,nodev,noexec,noauto,defaults 00
### [cd|dvd|bd]rom

/dev/s*udf /*home/*/media/* udf owner, group, nodev, noexec,noauto,defaults 0 0

/dev/s*is09660 /*home/*/media/* 1s09660 owner,group,nodev,noexec,noauto,defaults 0 0

### other

/dev/sd* /*home/*/media/* auto owner,group,nodev,noexec,noauto,iocharset=utf8,defaults 0 0



30

KommeHTapuu B dpanne HaymHaTCcs ¢ cumBona #.

CnoBo defaults B none options yKkasblBaeT, YTO npu nogknoyeHun ®C cneayet npu-
MEeHUTb Habop onumin No ymonyaHuio, a umeHHo — ®C cnegyeT NOAKNIOYNTL C pa3peLleHHbIM
AOCTYNOM A5 YTEHMS U 3anncu; OHa AO0MKHa paccmaTpmBaTbCs Kak oTaenbHoe 6rodHoe ycTpon-
CTBO; BECb (halfoBbI BBOA-BbIBOA OOSMKEH BbINOMHATHCA aCUHXPOHHO; pa3peLleHO BbINONTHEHNE
nporpamMmmMHbiX pannos; PC MOXeT NOAKNIYATLCA C MOMOLLLI KOMaHAb!:
mount -a
6utbl UID 1 GID dannos B aton ®C nHTEpnpeTupyroTcs; 00bl4HBbIM NOMb30BaTENAM HEe pa3peLLeHo
nogkntoyatb aty ©C.

Pasgen nogkadkn /dev/sda3 ucnonbsyetca sgpom OC anga opraHusaumm BUpTyarnbHOM
namsatu. OH OomkeH NpucyTcTBoBaTh B panne /etc/fstab Ana nHpopMupoBaHUS CUCTEMBI O
ero MectoHaxoxgeHuun. Ytobbl OH He oTobpaxarncs B AepeBe KaTanoroB, TOYKa NOAKNIOYEHUS
yKasaHa Kak none. Kpome Toro, pasgens! NoAKayky NOAKMYaATCH C ONUNENR sw.

BuptyanbHas ®C /proc ykasbiBaeT Ha MHGPOPMaALNOHHOE NPOCTPaHCTBO NPOLIECCOB B
namsaTn. COOTBETCTBYIOLNN PU3NYECKUIA pasaen ONna Hee OTCYTCTBYET.

®C VFAT Takke MOXHO nogkntodatb aBToMaTunyecku. Pasgen /dev/sdbl — 37O nep-
BbIl pasgen BToporo ecTtkoro aucka SCSI. OH noakntovaetcsa kak pasgen VFAT, roe vfat
yKkasbiBaeTcs B kadyectBe Tuna ®C n /win — B KQ4eCTBE TOYKM NOAKIMOYEHNS.

[na nony4yeHns nonHon nHgopmaumm o JonycTuMbIX B channe /etc/fstab onumsx cum.

pykoBoAcCTBO man Ansd fstab.

3.2.3. PaamoHTUpOBaHue
[ns pasmoHTupoBaHua (oTkntodeHus) ®C ncnonb3yerca komaHaa umount. OTKNoYe-
HMe MOXET NOHagobuTbCsa Ana NpoBepkn U BoccTaHoBreHnss PC ¢ nomoLlblo KoMaHabl fsck.
YnaneHHble ®C oTKNoYaTCA B Crydae Henosnagok B CeTu.
KomaHga umount nmeert cnegyowmmn CUHTaKCUC:
umount device : mountpoint
umount -a
umount -t fstype
roe device — u3nMyecKkoe YyCTPOMUCTBO, KOTOpOe HEOBXOAMMO OTKMIOUYUTL, mountpoint
— NMSA KaTanora TOYKM nogkrtodeHns (ykasbiBaTb TONbKO device Wnn mountpoint), napameTp
-a oTkntovaet Bce PC, napameTp -t fstype oTkAYaeT ToNbko PC ykazaHHOro Tuna.
KomaHga umount He oTkntovaetT ®C, ecnn OHWM UCNOSb3YOTCSA B TEKYLLMA MOMEHT. Ha-
npumep, ecnu kaky-nmoo ®C nogknounTb K /mnt U BbIMOMHUTL KOMaHAbI:
cd /mnt
umount /mnt
TO nosaABuUTCA cooblueHne 06 owmnbke, 1.k. PC 3aHaTa. Nepen oTkNOYEeHNEM /mnt HeobxogMmo

nepentun B katanor gpyron ®C.



31

[ns NpuHygMTENbHOro pasMoOHTUPOBAHUSA YCTPOUCTBA, BHE 3aBUCUMOCTW OT TOrO UCMOSb-
3yeTCd OHO UM HET, MO>XHO BOCMNOJ1Ib30BATbCA OI'ILI,VIGVI —-f KomaHgbl umount:
umount -f /cdrom

ﬂ,]‘lﬂ pPa3MOHTUPOBaAHUA U OCBOGO)K,D,GHVIFI yCTpOVICTBa OT CMEHHbIX HOcUTenemn I/IH(bOpMa-
LUMn NCnoJib3yeTcda KoMaHaa eject.

CnyxebHas nporpamma fuser oTobpaxaeT cBefeHus o npoueccax, ucnonbayrowmx eC.
Hanpumep:
fuser -v ToOuka_ MOHTHPOBAHUS

,D,J'IFI 3aBeplieHnAa Bcex npoueccos, NCnosb3yrwmnx (DC, MOXXHO BOCMNOJ1b30BATbCA KOMaH-
Jale]7K
fuser -km TOuxka MOHTHPOBaHUS

OnucaHne KkoMaHabl NPUBEAEHO B man umount.
3.3. YnpaBneHue nonb3oBatensimu

3.3.1. PaboTa c nonb3oBaTensiMmu
YnpaBneHne nonb3oBaTensiMm 3aknodaeTcs B fobaBneHnn 1 yaaneHnn nonb3oBaTenen,

a Takke B onpeaeneHun ux NnpuBunernii U npegycMaTpvBaer:

nobaBneHne UMeH nonb3oBaTtenel Ans BO3MOXHOCTU UX paboTbl B CUCTEME;

onpeaeneHne nx I'IpMBI/IJ'IGFI/IVI;

co3gaHne n HasHa4vyeHune pa6oqv|x KaTtaroros;

onpeaenexHve rpynn nonb3oBaTtenen;

yaaneHue MMeH rnorb3oBarerien.

Kaxgbl nonb3oBaTeNb AOSMKEH UMETb YHUKANbHOE pernMcTpaunmoHHOe MMS, fatoulee
BO3MOXHOCTb MAEHTMULMPOBATL NOMb30oBaTeENs U U3bexaTb CuTyauumn, Korga oguH nosnb3oBaTtesb
MOXET cTepeTb hannbl gpyroro. Kpome Toro, Kaxaplin nosfib3oBaTtesib 4OMMKEH MMETb CBOW Naposib
A8 BXOA4a B CUCTEMY.

3.3.1.1. Jo6aBneHue

Mpu pobasneHun nonb3osaTtens B pann /etc/passwd BHOCUTCA y4YeTHasi 3anuchb B
dopwme:
login_name: encrypted_password: user_ ID: group_ ID: user_information:
login_directory: login_shell

B aaHHoOM 3anucn nons pasgeneHbl ABOETOMUSMMU, @ 3HAYEHNSA STUX MNONEN NpUBELEHbI B
Tabnuue [3]

Tabnunua 3

MNone Ha3na4yeHnune

login_name PeructpaunoHHoe nms nonb3oBaTtens
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OkoHyaHue mabnuus! 3

Mone HasHauyeHue

encrypted_password YkasaTenb Ha TeHeBOW dainn naponen (shadow)

YHuKanbHbI HOMep, ncnonb3yemoli OC ans ngeHtndrkaumm nonb3osare-

user_1ID N
- nsa. [na nokanbHbIX Nonb3oBaTenen He OOMKEH npeBblwaTtb 2499
YHUKanbHbIN HOMEP UNKn UMS, cnonb3yemble ANg naeHTudmukauumn nepBmy-
ro D HOW rpynnbl nonb3oBatens. Ecnv nonb3oBaTtenb sSIBNAETCS YNeHOM HECKOb-
u
g P KWUX rpynm, OH MOXET (eCnn 3TO pa3peLLeHO CUCTEMHbIM aaMUHUCTPaTOPOM)
B npouecce paboTbl MEHATb rpynny
user_information OnuncaHuve nonb3oBaTens, HanNnpUMep, ero UM U OOMKHOCTb

Pabounin kaTanor nonb3oBaTesns (B KOTOPOM OH OKa3blBaeTCs Nocre Bxoaa

login_directory B cucTemy)

O6onoyka, ucrnonb3yemas nonb3oBaTenieM, nocre BXxofa B cMcTeMy (Ha-

logi hell
ogin_she npumep, /bin/bash)

Takxe onucaHve anna /etc/passwd npvBegeHo B man 5 passwd.

[ns npobaeneHus nonb3oBaTensa NpUMeHseTca komaHga adduser ¢ UMeHeM gobaense-
MOro Nofb3oBaTens B Ka4eCcTBe napameTpa, Hanpumep:
adduser Userl

KomaHga adduser gobaBnsieT nonb3oBaTend, co3gaeT AOMalUHUIA KaTanor, co3gaet
NOYTOBbLIM ALLKK, @ TakkKe KonupyeT dpansibl, UMEHa KOTOPbIX HAYMHAIOTCA C TOYKU, U3 KaTano-
ra /etc/skel B pabounn katanor nonb3oBartend. Katanor /etc/skel QOrmKeH cogepxaTb
Bce dhannbl-LIabnoHbl, KOTOpbIE UMEET Kaxabl nonb3oBaTenb. OObIYHO 3TO NepcoHanbHbIe
KOHpUrypaunoHHble doanrnbl, Takne Kak .profile, .cshrc U . login, ANs HAacTPOMKM 060504-
kn. Komanga adduser npeacraBnsietT cobon dann cueHapusi bash, HaxogsLwWMNCs B KaTanore
/usr/sbin. MoxHO go6aBuTb 3anpoc AOMNONMHUTENBHOM MHAOPMaLUKMK O nonb3oBarerne. YTobbl
370 caenaTb, HEOOGXOAMMO BOCMONb30BaTbCA KOMaHAOW chfn ANs M3MEeHEeHUsS CTaHOApPTHbIX
3anucen o nonb3oBarterne.

OnucaHune komaHg npuBeaeHo B man adduser Mman chfn.

BHUMAHMUE! [Ina o6ecneyeHnss HopMmarnbHOM paboTbl NoNb3oBaTeNsa ¢ CETEBLIMU Cep-
BMCaMn B cucTeMe JOSMKHbl BbITh IBHO 3aaHbl MaHAaTHble aTpubyThl ero KraccuduKkaumoHHON
MeTKM (gManasoH ypoBHEN KOHMOUAEHUNANBHOCTU N KaTeropuin KoHuaeHUunanLHOCTN) Npyu Nomo-
LKW yTUNNTBI usermac Unn £ly-admin-smc, Jaxe ecrnv eMy HeQOCTYMHbI YPOBHU U KaTeropun
Bbiwe 0.

3.3.1.2. YcTtaHOBKa napons

[ns ycTaHOBKM Napons nonb3oBaTens npegHasHayeHa komaHaa passwd. Heobxogmmo
onpeaenuTb Naposiv Anga Kaxgoro nonb3osatens. Bonas B cuctemy, nosrib3oBaTesib CMOXET cam
M3MEHUTb CBOW naponb. [ns ycTaHOBKM naponda nosib3oBaTens BbiMOAHUTL cnegyloulee:

1) BBECTM KOMaHAY U pernctpaumoHHOe MMS Nonb3oBaTens, Hanpumep:
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passwd Userl

N HaxaTb krnasuwy <Enter>;

2) nocne nosiBNeHUs npurnaweHns:

New password:

BBECTW Naposnb (OH He ByaeT oTobpaxaTbCa Ha 3KpaHe MOHUTOpPA);

3) nocne nosiBreHns coobLLeHns NOBTOPUTL BBOA Naporis elle pas, BBECTM ero CHoBa.

Maponb Gyaet 3awmndpoBaH n BHeCeH B hann /etc/shadow. [Npu BoiGOope napons
HeobxoauMO y4ecTb crieaytowme npaeuna: naposnb JOSMKEH UMETb HE MeHee LLeCT CMMBOJIOB
(NpegnoyTUTENBLHO — BOCEMb CUMBOJSIOB) M XXenaTenbHOo, YTOObI Maporb cogepKasn Kak NponucHole,
Tak U CTPOYHble ByKBbI, 3HAKN NPenMHaHns U UMdpbI.

BHUMAHMUE! lNMaponb pekomeHayeTcs co3gaBaTb COCOOOM, MakCMMarnbHO 3aTpyaHs-
owiem ero nogbop. Hanbonee 6e3onacHbIN Naposib COCTOUT U3 cryyanHon (ncesaocy4amHom)
nocnegoBaTtenibHOCTM BYKB, 3HAKOB NpenMHaHNS, creumanbHbIX CUMBOSOB U LINGP.

HeobxogmMmo neprmognyeckn 3amMeHaTb Naporb.

Mocne BbINOMHEHMS BCEX AEUCTBUIN 3anuck B hanne OyaeT BbirmMsaaeTb NPUMEPHO Tak:
anna:x:123:121:Anna_ M. :/home/anna:/bin/bash

BTopoe none 3anucu cogepXxuT naporib B 3aiMdpoBaHHOM BuAe.

OnucaHne KkoMaHabl NPUBEAEHO B man passwd.

MpnmeyaHune. Ecnm nonb3oBartens 3abbin CBOW Naporb, TO aAMUHUCTPATOP CUCTE-
Mbl HE MOXET HarNnOMHUTb €ro Nonb30BaTento, T.K. B ABHOM BUAE Naposlb HUTAE HEe XPaHUTCS.
MoaToMy AencTBMS MO BOCCTAHOBMNEHUIO JOCTYNa Nonb3oBaTens B CUCTEMY CBOOATCS K 3aMeHe
aZiMUHUCTPATOPOM Naposis NOb3oBaTeNsl Ha HOBbIM MApPOSb C MOMOLLBIO KOMaHAbI:
passwd user_name

3.3.1.3. YpaneHue

EcTb HecKkonbKo cTeneHen yaaneHus nonb3oBaTens:

- NVLWeHne nonb3oBaTensd BO3MOXHOCTN BXOAA B CUCTEMY;

- ygoaneHue y4eTHOW 3anucu;

- yaaneHue nonb3oBaTend u Bcex ero ghannos.

JIvweHve nonb3oBaTtensi BO3MOXHOCTU BXO4a B CUCTEMY MOME3HO B Cryyae ero AnuTerib-
HOro nepepsiBa B paboTe.

Ha Bpems oTcyTCTBUSA nonb3oBaTenss MOXHO 3abnokMpoBaTb €ro 3anucb C NOMOLLbIO
KomMaHAabl:
usermod -L user_name

Mpwn aTom BCe nonb3oBaTenbckMe dhanrbl U KaTtanorn OCTaTCA HETPOHYTbIMU, HO BOUTH
B CUCTEMY N0 €ro MMEHEM CTaHOBUTCH HEBO3MOXHO.

[nsa pa3bnokmpoBkM 3anmucy Heobxo4MMO BbINOMHUTE KOMaHAy:

usermod -U user_name
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OaHVM 13 BapuaHTOB NULLEHUSA NMONb3oBaTenst BO3MOXHOCTU BXOA4A B CUCTEMY MOXET
ObITb CMeHa MMeHu nonb3oBatens. [pyn aTom BXxopf nog ctapbiM UMEHEM CTAaHOBUTCS HEBO3MOX-
HbIM. [1ns1 3TOro Heo6XxoANMO BbINOMHUTL KOMaHAY:
usermod -1 new_user name o0ld_user_ name

MpumeyvyaHwue. MMeHa gomaluHero katanora n NOYTOBOrO ALMKa MNP TakOM U3MeHe-
HUW MMEHU NOSb30BATESNS HE MEHSATCA. OTU NapameTpbl JOSKHbI ObITb U3MEHEHbI BPYYHYHO.

YaaneHue y4yeTHOM 3anncu norb3oBaTens Npon3BoguTcs Mbo nyTemM HENOCPEACTBEHHOMO
penakTupoBaHusa danna /etc/passwd, MO0 C NOMOLLBIO KOMaHAbI:
deluser user_ name

Mo ymonuaHmtio y4yeTHas 3anucb yaansietca 6e3 yganeHnsa gomallHero katanora n dan-
NOB CUCTEMBbI, NMpUHagnNexawmx ygandeMmomy nosib3osatento. [inga yganeHus gomaluHero Karta-
nora MOXeT MCMOonb30BaTbCA OOMOMNHUTESNbHbLIA NapaMeTp --remove-home, a A5 NOUCKa U
yaaneHusa Bcex hannoB CUCTEMbI, MPUHAANEeXaLlnx yganaeMomy norb3osaTento, — napameTp
—--remove-all-files.

Takke yganeHve nonb3oBaTtens, ero JOMallHero karanora u gannos CUCTEMbl MOTYT
ObITb BbIMNOMHEHbI BPYYHYH C MOMOLLIbIO CreayroLmx KOMaHAa:

1) Ans NonHOro yganeHunsa nonb3oBaTtens U Bcex ero hannoB N3 CUCTEMbIl BbINOSTHUTb

KOMaHAy:

find / -user user name -exec rm -r {} \;

2) ansa yganeHus paboyero katanora nosib3oBatesisi BbINOMHUTL KOMaHAy:

rmdir user_home dir

3) ygoanuTb 3anucb O nornb3oBaTterne u3 anna /etc/passwd,

4) ans yoaneHus dannos, He NpuMHagnexawmx H1 OgHOMY MONb30BaTENo B CUCTEME,

BbIMOSTHUTL KOMaHAy:

find / -nouser -exec rm -r {} \;

OnuncaHne komaHa npuBefeHo B man usermod, man deluser Mman find.

3.3.1.4. HeypauHbi BXxoa B cuctemy

KomaHga faillog nokasbliBaeT COOEPXKUMOE XXypHarna HeyaaudHbIX NonbIToK (dann
/var/log/faillog) Bxoga B cuctemy. Takke oHa MOXET ObITb MCNONb30BaHa ANg ynpasneHus
CYETUYMKOM HeyAauyHbIX MOmnbITOK U UX orpaHudeHuem. Npu 3anycke faillog 6e3 napameTpos
BbIBOOATCA 3anvcn faillog TOMbKO TeX Mornb3oBaTernemn, y KOTOpbIX MMeeTcs XoTsa 6bl ogHa
HeygadHasa nonbiTka BXoaa.

lMpenenbHoOe YNCno NONbITOK BXOAA AN Kaaon ydeTtHon 3anncu pasHo 10. [nga c6poca
HeyAaudHbIX NONbITOK BXoAa HeoBXoaAMMO Monb30BaTbCA NapameTpoM —r.

OnuncaHue komaHAabl, a Takke anna /var/log/faillog npmBegeHo B man faillog

Mman 5 faillog.
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3.3.2. Pa6oTta ¢ rpynnamu

Kaxxablvi nonb3oBatesib ABAsSeTCs YeHOM rpynnbl. PasnuyHbiM rpynnamM MOXHO Ha3Ha4YnTb
pasnnyHble BO3MOXXHOCTU 1 NPUBUIIETNMN.

MHpopmaums o rpynnax cogepxutcsa B panne /etc/group B criegyowem opmare:
Admin :: 21: userl, user2, user3

rge Admin — vmMms rpynnbl, 21 — uaeHTUdukaTop, userl, user2, user3 — YfneHbl
rpynnol. [Nonb3oBaTterib MOXET COCTOATb B HECKOMbKUX rpynnax u nepexoantb U3 ogHOM B ApYryro
B npouecce paboThl.

Onucanune danna /etc/group NpMBeaeHo Bman 5 group.

3.3.2.1. lo6aBneHue

[oGaBneHune rpynnbl NPON3BOAMUTCA C MOMOLLbIO KOMaHAbI:
addgroup users

[aHHas komaHaa nobaenser rpynny users.

Takke HOBYIO rpynny MOXHO cO34aTb NyTEM HEMOCPEeLACTBEHHOrO pefakTupoBaHus anna
/etc/group n BBoAa Heobxoanmomn nHgopmaumm o rpynne.

BHUMAHMUE! Kaxxgown rpynne npucBanBaeTca YHUKanbHbI NOEHTUMOUKALNOHHBIN HOMEpP
n OC npu paboTe yunTbiBaeT HOMEp rpynnbl, a He UMs. [1o3ToMy, ecnm NPUCBOUTL ABYM rpynnam
oguHakoBbIn HoMmep, OC Byget BoCcnpuUHMMAaThL ABEe rpynmbl Kak OgHY U Ty Xe.

OnuncaHne komaHabl NnpuBeaeHo B man addgroup.

3.3.2.2. YpaneHue

YnaneHue rpynnbl NPON3BogMTCA C NOMOLLbIO KOMaHAb!:
delgroup users

[aHHasa komaHda yaanseT rpynny users.

Takke yganeHwe rpynnbl NPoOU3BOAUTCA NMyTeM yaarneHus 3anucu O Hew B dpanne
/etc/group.

OnuncaHne KkomaHabl npuBegeHo B man delgroup.

3.3.3. PaGouue kaTanoru nonb3oBartesneun

Paboune katanorn nonb3oBaTenen Ha ogHOM KOMMbIOTepe crieqyeT pa3mMellaTtb B OT-
OEeNbHOM KaTarore BepXHero ypoBHs (Mo ymonyaHmio — /home). Ecnn nonb3oBatenen MHoOro,
TO ONTUManbHO pas3nennTb NX AOMAaLLHME KaTanorn no rpynnam (nogpasgenenunsm), Hanpumep,
/home/hr (oTgen nepcoHana) /home/admins, /home/buhg n T.4.).

Taknm obpasom, paboumne katanoru 6ygyT NOrMYecKn CrpynnmMpoBaHbl, YTO B AaNbHENLeM

obneryMT agMMHUCTPUPOBAHUE CUCTEMBI.
3.4. MNepe3arpy3ka n ocTaHoOB

lMepesarpy3ka HeobxoavMma B CriefyoLmx criyqyasnx:
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1) npw NOAKMOYEHMN HOBOMO YCTPOMCTBA UK ecnn paboTatoLLee YCTPOMCTBO «3aBUCaET»

N ero HEBO3MOXHO COpOCUTb;

2) npu mogudmkaumm pamna KoHUrypaumm, KOTopbli UCMONb3YETCS TONBKO NP HaYanb-

HOW 3arpyske, T.K. Ans Toro 4tobbl USMEHEHUS BCTYNUMX B CUNY, HEOBXOAUMO 3arpy3unTb

CUCTEMY 3aHOBO;

3) ecnn cucteMa «He OTBEYaeT» U HEBO3MOXHO 3apernctpupoBaTbCs U onpeaenuTb

MPUYUHY OLUNGKN.

[Mepesarpy3ky MOXHO BbIMOMHUTL HECKONbKUMUK crocobamu:

1) patb kOMaHay shutdown,;

2) ucnonb3oBaTtb KOMaH4y reboot;

3) ucnonb3oBaTb KOMaHQy init 6.

BbikntovyeHue cuctembl npegnonaraet KOPpPeKTHOE BbIKITIOYEHNE CUCTEMbI, MO3BOMSIOLLEE
nsbexaTb notepb MHdopmaumm n céoes PC.

BbIkntoveHne cnuctemMbl MOXHO BbINOMTHUTL HECKOMBbKUMU crnocobamu:

1) BbIKMOYUTb NUTAHKE;

2) patb koMaHgy shutdown,;

3) ucnonb3oBaTb KOMaHAy halt;

4) wcnonb3oBaTb KOMaHay init O.

Pabotas ¢ OC, cneayet cobntogaTtb akKypaTHOCTb NMpu Bbixoae U3 cuctembl. Henb3sa
NPOCTO BbIKMOYNTE KOMMNbIOTEP, T. K. OC XpaHnT nHdpopmaumo PC B onepaTMBHON NamMaTN 1 Npu
OTKIIOYEHUN NNTaHMSA MHAOPMaLMA MOXET ObITb NoTepsiHa, a PC nospexaeHa.

BbiknoveHne nnuTaHuUst MOXET NPUBECTU He TOMbKO K NoTepe AaHHbIX U NOBPEXOEHUIO
CUCTEMHbIX ()annoB, eCTb PUCK NOBPEAUTb XXECTKUN OUCK, €CNN OH OTHOCUTCS K YMCIy Tex, Ha
KOTOpbIX Nepea OTKIOYEHNEM NMUTaHUA HEOBXOOUMO YCTAaHOBUTbL B COOTBETCTBYIOLLEE NOMNOXEHNE

3aLMTHbIN nepekn4yarersnb nmbo NpPoBECTN NAPKOBKY roJfioBOK.

3.4.1. shutdown

KomaHaa shutdown — cambii 6e30onacHbIn U Hanbonee KOPPEKTHLINM CNOCO0 MHULMNPO-
BaHWA OCTaHOBa, Nepesarpys3ku Unn Bo3BpaTta B OAHOMOMNb30BATENBCKUN PEXMM.

MoxxHo aaTb ykasaHue shutdown genartb naysy nepeg 0OCTaHOBOM cucTteMbl. Bo Bpems
OXWnaaHWsi OHa NOCbINaeT 3aperMcTPUPOBaHHLIM MONb30BAaTENSIM Yepe3 MNOCTENEHHO YKOPaYnBato-
LLMECH NPOMEXYTKM BpEMEHM COOobLLEHNS, Npeaynpexaas ux o npubnmxatoiemcsa octaHose. Mo
YMOJITYaHUIO B COOBLLEHMSX TOBOPUTCS O TOM, YTO CUCTEMA 3aKaHYMBaET paboTy, 1 ykasbiBaeTcs
BpeMSs, OCTaBLUeecs OO ocTaHoBa. [pu xenaHnm agMUHUCTPaToOpP MOXET 000aBUTb COBGCTBEHHOE
KOpOTKOe coobLeHne, B KOTOPOM COAEPXKMTCA MHCpOPMaLMst O TOM, MOYEMY CUCTEMA OCTaHaBMNn-
BaETCSA, U CKOSIbKO NPUMEPHO BPEMEHM NOTpebyeTcsa oxumaaTb, Npexae Yem nosrb3oBaTeny BHOBb

CMOryT BOMUTU B CUCTEMY.
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KOMaHﬂ,a shutdown nosBonaer yKa3aTtb, YTO KOHKPETHO AOJPKeH caenaTtb KOMMNbTep:
OCTaHOBUTbLCS, NEPENTU B OOHOMOMNb30BATENBbCKUA PEXUM UNKU nepesarpy3nTtbes. Horga MoxHo
TaKXe yKasaTb, crieflyeT N nepen nepesarpy3|<0|7| npoBepnTb ANCKNA C NOMOLLUBbIO KOMaHAbl fsck.

CuHTakcuc KOMaHAabl:
shutdown [flags] time [warning-message]
roe [warning-message] — cooOLleHMe, NocbilaeMoe BCEM MOMNb30BaTENAM, B HACTOSLLNN
MOMEHT 3aperncTpnpoBaHHbIM B CUCTEME, a time — BpeMA BbINMOJTHEHUA OTKITHOYEHUA CUCTEMDbI.
3Ha4yeHne MOXeT ObITb Takke 3a4aHo B (bopmaTe +m, rAe m — KONnmM4yecTtBo MUHYT OXXUAaHUA 00
OCTaHOBKWN cucTeMbl. 3Ha4YeHne +0 MOXET ObITb 3aMEHEHO CNOBOM now.

B tabnuue [4] nepeuncneHbl OCHOBHbIE NapameTpbl KOMaHabl shutdown.

Tabnuua 4

MapameTp HasHauyeHune

-k MocnaTte npegynpexaeHne 6e3 peanbHOro 3aesepLueHns paboTbl CUCTEMBI

-r Mepesarpy3ka komnbloTepa nocre 3aBepLueHnst paboTbl

-h OTKIoYEHNE KOMMbIOTEPA NOCHe 3aBepLUeHns paboTbl

He cvHxpoHu3upoBaTb AUCKWU. DTOT NapameTp CriefyeT UCMonb3oBaTh KpaiHe OCTOPOXHO,
T. K. MOTYT ObITb NOTEPSIHBI U MNOBPEXAEHLI AaHHbIE

«bbicTpasa» nepesarpyska. Cosgaetcs ¢ann /etc/fastboot, NpU HANMYUKU KOTOPOro BO
Bpems 3arpy3km OC He 3anyckaeTtcst nporpamma fsck

OTkasaTtbCsi OT Y)Ke 3anyLLeHHOro npolecca 3aBepLueHust paboTbl. MapameTp time npu
3TOM He MOXET ObITb MCMNOMb30BaH

OnucaHne KkomaHabl npuBeaeHo B man shutdown.

KomaHaa shutdown nocbinaet BceM nonb3oBaTenaM npeaynpexaarollee cooblieHune,
3aTeM OXuaaeT onpeaeneHHoe B KOMaHAHOW CTPOKE BPeMsi U MOChINaeT BCeM npoLeccam curHarn
SIGTERM. 3aTeM Bbi3biBaeTca KOMaHAa halt uUnM reboot — B 3aBUCUMOCTU OT NapameTpoB

KOMaHOHoOm CTPOKMW.

3.4.2. halt u reboot

KomaHga halt BbINOMHAET BCE OCHOBHbIE Onepauuu, HeobxoanmMble 4NA OCTaHOBa CU-
ctembl. [1n4 BbI3oBa 3TON KOMaHAbl MOXXHO B KOMaHOHOW CTPOKe yKasaTb:
shutdown -h

NN HENOCPEACTBEHHO halt, KOTOpasi PEMMCTPUPYET OCTAHOB, YHUUTOXAET HECYLLECTBEHHbIE
MpoLEeCChl, OCYLLECTBISAET CUCTEMHbIV BbI3OB sync, JOXNOAETCS 3aBepLUEHNsT onepaunin 3anmcu
®C, a 3atem npekpawjaet paboty agpa.

Mpu ykazaHum halt -n BbI3OB sync NogaBnsdeTcd. 9Ta KoMaH4a UCronb3yeTcda nocne
ncnpasreHnsl KOPHEBOro pasaena nporpammon fsck ans Toro, YTodbl AP0 HE MOTTIO 3aTepPETb

ncnpaeneHna ctapbiMmn BEPCUAMA Cynep6r|0Ka. KomaHpa halt —q MHULUUMNPYET NOYTUN HemMea-
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NEHHbIN OCTaHOB, 6e3 CUHXPOHM3ALUKN, YHUYTOXEHUSA MPOLECCOB U 3annucu B hannbsl pernctpaumu.
OTOT dpnar ncnonb3yeTcs peako.
KomaHga reboot NoyTu naeHTUYHa kKomaHae halt. Pasnuyuve 3akniovaeTcs B TOM, YTO

KOMMNbLKOTEP Nepesarpy>kaetcsl C Hyns, a He ocTaHaBnmBaeTcd. KomaHga reboot Bbi3biBaeTcs
KOMaHOoMm:

shutdown -r

OnuncaHne KkomaHAa npuBegeHo B man halt Mman reboot.
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4. CUCTEMHbBIE CEPBUCbI, COCTOAHUA U KOMAHAObI

4.1. CucteMHble cepBUCHI

CepBucbl — 3TO crneynarnbHble NPOrpaMMbl, BbINOMHAKOWME pasnnyHble cnyKebHble dyHK-
unun. OBbIYHO CepBMCHI 3anMycKarTCAa aBTOMATUYECKU NPU HacTynfeHUn onpeaeneHHoro codbiTus
(Hanpumep, npu 3arpyske OC) u BbinonHsTCA B oHOBOM pexume. B cpege OC ans ynpasne-
HWA cepBMCaMu, TOYKaMN MOHTUPOBAHUSA U T. M. NPUMEHSAETCH CUCTEMHbIN MeHekep systemd.
MeHepxep systemd obecnevnBaeT napannenbHbIn 3anyck cepBncoB B npoLecce 3arpy3skm OC,
ncnornb3yeT CoKeThbl U akTueaumio D-Bus anga 3anyckaembix cepBUCOB, NpeanaraeT 3anyck 4eMo-
HOB MO HEOBXOAMMOCTU, OTCHEXMBAET 3anyCK CEPBUCOB, NOAAEPKNBAET MTHOBEHHbLIE CHUMKU U
BOCCTa@HOBIIEHNE COCTOSHUSA CUCTEMbI, MOHTUPOBaHUE N TOMKM MOHTUPOBAHWUS, a Takke BHeapsieT
OCHOBaHHY0 Ha 3aBMCUMOCTAX FTOMMKY KOHTPOMS NPOLECCOB CMOXHbIX TPaH3aKLUMUN.

MeHemxep systemd onepupyet cneumanbHO 0POPMITEHHBIMU ddannammn KoHurypawumm
— toHMTamMm (unit). Kaxxgbln IOHUT OTBEYaeT 3a KOHKPETHbLIN cepBUC (* . service), TOYKY MOH-
TUpOBaHWA (* .mount), yCTPOMUCTBO (* . device), ann nogkadku (* . swap), COKeT (* . socket)
nT.A.

OTnnunTtenbHon ocobeHHOCTLIO systemd sABNAETCA UCNONb30BaHNUE KOHTPOMbHbLIX FPYMn
Linux, ob6ecneunBatoLLnX nepapxmyeckyto CTpYKTypm3aL Mo CepBNCOB: NtoO0I 3anyLLEHHbIN CEPBUC
noMeLlaeTcs B OTAENbHY KOHTPOMbHYIO rpynny ¢ YHUKanbHbIM naeHTudmkatopom. Korga cepsuc
3anyckaeT Opyrov 3aBUCUMbIA CEPBUC, TO OHa aBTOMATM4YeCKW BKIIHOYAETCHA B rpynny Cc Tem
Xe ngeHtudukatopoM. NMpn 3TOM HeENpUBUNENMPOBaHHbIE CEPBUCHI HE MOTYT U3MEHUTbL CBOE
nonoxexHwe B nepapxuu. Npu wtatHom 3aBepLueHnn paboTbl cepBrca OyayT 3aBepLUEHbl U BCe
3aBUCKMbIE OT HEro CEPBUCHI.

OnucaHune ncnonb3oBaHUA MeHeaxepa systemd anga ynpasneHus A4OCTYNoM npuveBegeHo
B PYCB.10265-01 97 01-1.

4.1.1. O6wue cBeaeHnn

CyuwlecTByeT OBa MexaHuM3Ma ynpasreHua cepsucamu: systemV (cueHapuun, He sB-
nalwmecs HUTamMu, B KaTtanorax /etc/init.d, /etc/rc{0-6,S}.d) — ycTapeBLuUn,
HO COXpaHEHHbIN Ona obecrneyeHUss COBMECTUMOCTU, M systemd (lOHUTBI B KaTanorax
/etc/systemd/system, /run/systemd/system, /lib/systemd/system, a Takke B
Nnonb30BaTENbCKNX KaTarorax) — COBPEMEHHbIN MEXaHU3M.

Taknmm obpasom, agmmnHuctTpaTopam OC OOCTYNHbI ABa MHCTPYMEHTa N4 ynpaBneHus
cepBuCcaMMm:

1) /usr/sbin/service (KOMaHOa service) — ycCTapeBLUWA MHCTPYMEHT, paboTa-

IOLWMIA TOMBbKO C CepBMCaMU, CLEHapun ynpasrieHUs KOTOpPbIX HaxogsaTca B KaTanore

/etc/init.d;
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2) /bin/systemctl (komMaHAa systemctl) — COBPEMEHHbBIN UHCTPYMEHT A4 yrnpaBs-

NeHns BCEMU CEPBUCAMM.

O6a aTn MHCTpyMeHTa obecnevmBaloT MHTEPdENC NONb3oBaTens ¢ oHUTaMu (CueHapus-
mMun). KOHUTBI (cueHapun) B CBOKO odepenb obecneymBaoT UHTEPKENC yrnpaBrneHus cepemcamm,
npenocTaBnsas Nonb3oBaTento onuMn Ans 3anycka, OCTaHOBKM, Nepesarnycka, 3anpoca COCTOSHUS,
a Takke ons Apyrux 4eWCTBUN C CEPBUCOM.

CueHapum systemV MoryT nmeTb NPoM3BOSbHBIN HAbOp NapamMeTpoB ynpasreHus:, no-
3TOMY NpeaycMoTpeHa BO3MOXHOCTb MPOBEPUTL AOCTYMNHbIE NAapamMeTpbl C MOMOLLbI KOMaHAbI

service. Hanpumep, ans cepuca syslog komMaHaa v pesynbsraT eé paboTbl 6yayT BbIrMsaaeTb
Tak:

/usr/sbin/service syslog
[info] Usage: /etc/init.d/syslog {start|stop|status|restart|reload|force-reload}.
FOHUTBI systemd nmeroT pukcnpoBaHHbIM Habop napameTpoB, OPOPMIIEHHbIX B BUAE
napamMeTpoB KOMaHAbl systemctl (start, stop, reload, restart uT.p4.). Pasmewatorca
FOHUTbI B O4HOM M3 KaTasioros:
- /usr/lib/systemd/system/ — IOHUTbI N3 YCTAHOBMEHHbIX NaKETOB,
- /run/systemd/system/ — IOHUTbI, CO34aHHbIE B pEXUME paHTanuM. [1aHHble HOHUTbI
UMEIT NPUOPUTET BbILLE, YEM HOHUTLI N3 YCTAHOBIEHHbIX MAKEeTOB;
- /etc/systemd/system/ — IOHUTbI, CO30aHHbIE U ypaBnsaeMble agMUHUCTPATOPOM.
[laHHble OHUTBI UMEKOT NPUOPUTET BbIlLE, YEM HOHUTLI, CO34aHHbIE B peXnUMe paHTanMm.
KomaHaa service BbIBOAUT MHOPMALMIO TOMBKO O CepBMCaX, CLEHapUn KOTOPbIX Haxo-
OATCA B KaTtarnore /etc/init.d. HDOBepMTb TeKyllee CoOCTodHne cepBmMcoB MOXHO C NMOMOLLbIO
napameTpa —-status-all KOMaHgbl service:

usr/sbin/service --status-all

[ + 1 acpi-support
[ + ] acpid
[ = ] anacron

[nsi nonyyYeHns NONHOM MHOPMAaLIMK, OTCREXUBAHUS U KOHTPOMS COCTOSIHUS FOHUTOB U
MeHeakepa systemd mMcnonb3yetcst yTUnuTa KOMaHOHOM CTPOKN systemctl:

systemctl -t service -a

UNIT LOAD ACTIVE SUB DESCRIPTION
acpi-support.service loaded active exited LSB: Start some power...
? apache2.service masked inactive dead apache2.service

? apparmor.service not-found inactive dead apparmor.service

assistant.service loaded active running Assistant remote control..
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,D,J'Iﬂ NnpoCcMOoTpa Crncka yCTaHOBJIEHHbIX IOHATOB BbIMOJTHUTb KOMaHOY:
systemctl list-unit-files
,D,J'IFI NpPoCMOTpa Crncka 3anyLeHHbIX HHUTOB BbINOJTHUTb KOMaHAY:
systemctl list-units
nnn ana npocMoTpa Crnncka 3anyleHHbIX KOHUTOB onpeaeneHHoro Tuna nenorb3oBatb AaHHYIO
KOMaHAy C napamMeTpoM -t <THI_IOHUTAa>.
systemctl list-units -t service
OcCHOBHblE napamMeTpbl AOnd uUcnosib3oBaHnNA C UHCTPYMEHTOM KOMaH,D,HOVI CTPOKU

systemctl npuBefeHbl B Tabnuue bl

Tabnunua 5
MapameTp Onuncanve

systemctl start <woHHT> HesamennutensHo 3anycTuTb IOHUT

systemctl stop <woHUT> HeszameanuntenbHO OCTaHOBUTb HOHUT

systemctl restart <woHHT> lMepesanycTuTb IOHUT

try-restart <woHUT> MepesanyctuTb (He 3anyckaTb HepaboTarlLwme) HUTDI

systemctl reload <wooHUT> MNepes3arpy3anTb HACTPOWMKN HOHUTA

systemctl status BbiBecTu 06LLyt0 MHpOPMALMIO O COCTOSIHUN CUCTEMbI U CMINCOK
IOHUTOB, KOTOPbIM COOTBETCTBYIOT 3anyLUeHHble npouecchl. Mpu
3anycke KOMaHAbl C UMeHeM toHuTa ByaeT BbiBegeHa nHdopma-
uusa o cTaTyce JaHHOrO oHUTa

systemctl cat <woHHT> lNokasaTb cogepXuMoe 1HUTa

systemctl is-enabled <wouuT> [1pOBEpPUTL BKIIOYEHWE HOHMTA B aBTO3aMyCcK Npwu 3arpyske cucte-

Mbl
systemctl enable <woHHT> [o6aBnTb IOHUT B aBTO3anyck Npu 3arpy3ke cucTembl
systemctl disable <woHuT> YOoanuTb IOHUT 13 aBTo3anycka npu 3arpyske CUCTeMbI
systemctl mask <iooHHT> MackupoBaTb HOHUT OIS UCKIIOYEHNS BO3SMOXHOCTW €ro 3anycka
systemctl unmask <ioHHUT> CHATb Macky 1oHUTa
systemctl help <woHHT> lMokasaTb CTpaHWLy PyKOBOACTBA man OHUTA (MPpW HanuyYum nog-

OEpPXKWU AaHHOW (OYHKUMKW AN YKa3aHHOMo HOHUTA)
systemctl daemon-reload Mepesarpy3auTb systemd ans noucka HOBbIX UMW U3MEHEHHbIX

IOHWUTOB
systemctl --failed lMokasaTb CMMCOK IOHUTOB, KOTOPble He Obinn 3anyLleHbl 13-3a

ownbKn
isolate <iOHHT HNM LEJb> Ecnu ykaszaHo ums toHMTa, TO 3anyckaeT 3TOT HOHUT U BCe ero

3aBMCMMOCTM, OCTAaHOBMB BCE OCTarbHble cepBuchl. Ecnu ykazaHo
MMS LLENeBOro COCTOSIHUS BbIMOSTHEHWS!, TO NEPEBOANT CUCTEMY B
yKa3aHHOe COCTOsIHME BbIMOSHEHNS (MMS1 COCTOSIHUSI YKa3blBaeTCS
6e3 pacwmpeHus . target)
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4.1.2. KoHdurypauumoHHbie ¢annbl systemd

Mpu ucnonb3oBaHn MeHegxkepa systemd BO3MOXHO Kak KOppeKkTUpoBaTh CyLLECTBYOLINE
IOHUTBI, TaK U CO34aBaTb HOBbLIE.

KOHnT npeactaBnsieT cobon ini-nogobGHbIN ansn, MMs KOTOPOro COCTOUT U3 UMEHWU
IOHUTa 1 cydodpmkca, onpeaenstowero Tun H1Ta. B obliem crnyyae oHUT-hann BKNKYaET CeKLun
[Unit] ¥ [Install], a Takke OOMNOMHUTENbHbIE CEKLUN, COOTBETCTBYHOLLNE KOHKPETHOMY TUMNY
lOHUTA.

Cekums [Unit] cogepXuT onucaHue IHNUTA, a Takke MHPOPMaLMIO O 3aBUCUMOCTSAX Npu
3anycke oHUTa:

- Description= — onucaHwe HUTA;

- Wants= — 3aBUCMMOCTb TpeboBaHus 3anycka. TpeboBaHMe NCXOQHOTO FOHUTA 3anyCTUTb

IOHUT, YKa3aHHbIM B napameTpe. [1py 3aTOM pesynbraT 3anycka loHWTa, YKa3aHHOro B

napameTpe, He BIMSEeT Ha 3anyCcK MCXOOQHOro toHUTa. [pu oTcyTCTBUKM NapameTpoB After=

N Before= OHUTbI ByayT 3anyLieHbl OAHOBPEMEHHO;

- Requires= — 3aBUCUMOCTb TpeboBaHUsA 3anycka. TpeboBaHMe UCXOQHOIO HOHUTA 3any-

CTUTb IOHWT, YKa3aHHbI B napametpe. Mpu aTom owmnbka 3anycka oHUTa, NpUBEEHHOrO B

napameTpe, NpMBEAET K owmnbke 3anycka MCXO4HOrO oHUTa. [pn OTCYTCTBUM NapameTpoB

After= n Before= IOHUTbI ByayT 3anyLleHbl OOQHOBPEMEHHO;

- After= — 3aBUCMMOCTb Nnopsagka 3anycka. [JononHUTenbHbIA, HO HEe 0Bs3aTernbHbIN

napamMeTp K napametrpam Wants= U Requires=, yKasblBalOWmi Ha HeOOXOANMOCTb

3arnycka UCXOOHOro HUTAa TOMbKO MOCre 3anycka lHWTa, YKa3aHHOro B napameTtpe.

Mpn aTOM ecnu AaHHbLIN NapamMeTp UCMOMb3YETCHA C NapaMeTpPoOM Wants=, TO UCXOAHbLIN

IOHUT ByOeT 3anylleH BHe 3aBMCMMOCTM OT pesyribraTa 3anycka loHUTa, YKa3aHHOro B

napamerpe;

- Before= — aHanornyeH napameTpy After=, TONbKO onpeaensaeT 3anyck NCXOQHOro

IOHUTa 4O 3anycka lHUTa, YKa3aHHOro B napameTpe.

Cekumsa [Install] cogepXuT nHpopmaumo 06 ycTtaHOBKe toHUTA. Mcnonb3yeTcs Ko-
MaHgaMun systemctl enable <wouuT> M systemctl disable <wouut>. MOXET cogepxaTb
cnegyowme napameTpbl:

- Alias= — CMWUCOK anbTepHaTUBHLIX UMEH KOHWUTA, pasgeneHHbix npobenom. NmeHa

OOIMKHbI UMETbL TOT Xe CyddUKC, 4To U uM4A hanna toHuTa. [Npu ncnonb3oBaHUM KOMaHAbI

systemctl enable OyayT co3gaHbl CUMBOMNNYECKME CCbINIKM N3 NEPEYUCIIEHHBIX UMEH

Ha OaHHbIW FOHUT.

BHUMAHMUE! He Bce Tunbl IOHATOB MOTYT UMETb anbTepHaTUBHbIE MMeHa. s TMNoB

* .mount, *.slice, *.swap M *.automount AaHHbIA NapaMeTp He NOJAEPXKMBAETCH;

- WantedBy= — yKa3blBaeT Ha LieneBoe coctosiHue (cM. [4.2)), npy KOTopoM 3anyckaeTcst
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AaHHbIA OHUT. pK Mcnonb3oBaHMM KOMaHAdbl systemctl enable Oyaet gobasneHa
CMMBOITMYECKAsa CCblJIKa B <uMs__COCTOAHUSA> . target;
- Also= — onpegensieT CN1CcoK KHUTOB, KOTOpble Takke ByayT AobaBneHbl B aBTo3anyck
UNn yoaneHbl N3 aBTo3anycka BMecTe C LaHHbIM IOHUTOM.
CeKkumsa [Service] B HOHUTE CEPBUCHI COOEPXKMUT CriegyroLme napameTpbi:
1) Type= — onpegensaeTt Tun 3anycka cepBuca:
a) simple — ucnonb3yeTtcs no ymonyaxuio. Cepsuc byaet 3anyLleH HesameanuTenb-
Ho. [1poLecc npu 9TOM He OOMMKeH pa3BeTBNATbLCA. He pekomeHayeTcsa ucnonb3oBaTb
AaHHbIA TUN, eCnn Opyrme cepBUCHl 3aBUCAT OT OMEPEHOCTM NpU 3anycke AaHHOro
cepBuca. VIcknioyeHme — akTnBaumsi COKeTa;
0) forking — cepBuUC 3anyckaeTcs OQHOKPATHO 1 NPOLECC pa3BeTBNSETCA C 3aBep-
LEeHMeM poanTeribCKoro npouecca. PekomeHayeTcsa MCcnosb3oBaTh AaHHbLIM TUN AN
3anycka kKrnaccumyeckux geMoHoB. NoTpebyeTcs Takke onpeaenntb PIDFile, YTOObI
MeHemkep systemd mMor oTcnexmsaTb OCHOBHOW MpoLecc;
B) oneshot — MCNonb3yercsa A8 CKPUMNTOB, KOTOPbIE 3aBepLUAOTCA NOCMe BbIMOSHe-
HWUS OHOro 3aJaHus;
r notify — aHanormyeH Tuny simple, HO AONOSIHATENBHO AEMOH OTNPaBUT MeHe-
mxkepy systemd curHan o cBoen roToBHOCTY;
A) dbus — cepBUC HaxoguTCA B COCTOSIHUM FOTOBHOCTW, KOrga onpenerneHHoe
BusName nosiBNsieTca B cuctemHon wnHe DBus;
e) idle — MeHemxep systemd OTNOXUT BbINOMTHEHME CEpPBUCA O MOMEHTA OTNPaBKX
BCEX 3aJaHuN;
2) PIDFile= — pacnonoxeHue pid-canna;
3) WorkingDirectory= — pabo4ymi KaTtanor NpUNOXeHus;
4) User= — nonb3oBaTenb, OT UMEHM KOTOPOro ByaeT 3anyLleH CepBuC;
5) Group= — rpynna, OT UMEHWN KOTOPOW ByaeT 3anyLleH cepBucC;
6) OOMScoreAdjust= — NPUOPUTET 3aBEPLLEHMS NMpOLIECCa NpU HEXBATKE NaMATH, rae
1000 — makcMmanbHOe 3HavyeHue, 0O3Ha4valoLLee NosHbIW 3anpeT Ha 3aBepLUeHne npolec-
ca;
7) ExecStop= — yKasblBaeT Ha CKPUNT, KOTOPbIN AOSKEH ObITb BLINOMHEH Nepes ocTa-
HOBKOW CepBuCa;
8) ExecStart — yKkasbiBaeT Ha KOMaHAy, KoTopas AoSmKHa ObiTb BbIMNOMHEHA nocne
3anycka cepBuca;
9) RemainAfterExit — npeanucbiBaeT systemd cuntaTb NpoLEecc akTUBHbBIM NOCHE ero
3aBepLUeHus.

Cekumsi [ Socket] B lOHUTE COKETa ONpeaensieT creayolme napaMeTpbl Ans yrpasneHus
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COKETOM:

ExecStart= — NpaBumno 3anycka;

ExecReload= — npaBuio nepesanycka;

KillMode= — npasuiio 3aBepLieHud;

Restart= — nNpaBuno nepesanycka Npn BO3HUKHOBEHUUN OLUNGKMN.
4.2. CucteMHble (UeneBble) COCTOSAHUA

B systemd ypoBHM 3anycka pannos peanu3oBaHbl B BUAEe CrpynnuMpoBaHHbIX OHUTOB,
npeacTaBnAWMX LeneBoe coctodHne (uenb). Pannbl, onpegensiowmne Lenesble COCTOAHUS,
XpaHATCcA B Katanore /lib/systemd/system/ U UMEOT paclumpeHne uMmeHn . target. ns
COBMECTUMOCTHK ¢ 6onee paHHUMK Bepcrsimn OC coXpaHEHO MOHATUE «YPOBHEW BbIMOMHEHUSAY.
B cTtaHgapTHO ycTaHOBNEHHOM cucteme NpegyCMOTPEeHO Hanmyme LeCcTn CUCTEMHBIX YPOBHEN
BbIMOMHEHUS, KaXXOOMY M3 KOTOPbIX COOTBETCTBYET LiefleBOe COCTOSIHUE.

OpHa 13 uenen HasHa4YaeTCcs B Ka4eCTBE COCTOSIHUSA MO YMOSIYaHMo, B KOTOPOE NepexoauT
cucTema nocrie BkrodeHus. B ctaHgapTtHo yctaHoBrieHHon OC COCTOSAHMEM MO YMOMYaHWUo ABMS-
eTcd graphical.target (YpoBeHb BbIMNOSIHEHNSA 5) — MHOIOMOSbL30BATENLCKUA PEXNM C rpadu-
4Yeckom 0B0MOYKON. YPOBHSM BbINOSNTHEHUS 2, 3 N 4 COOTBETCTBYET Lenb multi-user.target
(MHOrononb3oBaTenNbCKMN pexxum 6e3 rpadpuyeckorn obonoykn), a uensm powerof . target (ypo-
BeHb BbINonHeHust 0) n reboot .target (YPOBEHb BbINOMHEHMS 6) COOTBETCTBYIOT BbIKIHOYEHNE
N nepesarpyska CUCTEMbl COOTBETCTBEHHO.

npOBepVITb CMNUCOK COOTBETCTBUA COCTOSIHUN U ypOBHeI‘;I BbINOSIHEHNA MOXHO KOMaHOWN:

ls -la /lib/systemd/system/runlevel*

lrwxrwxrwx 1 /lib/systemd/system/runlevel0.target -> poweroff.target
lrwxrwxrwx 1 /lib/systemd/system/runlevell.target -> rescue.target
lrwxrwxrwx 1 /lib/systemd/system/runlevel2.target -> multi-user.target
lrwxrwxrwx 1 /lib/systemd/system/runlevel3.target -> multi-user.target
lrwxrwxrwx 1 /lib/systemd/system/runleveld.target -> multi-user.target
lrwxrwxrwx 1 /lib/systemd/system/runlevel5.target -> graphical.target
lrwxrwxrwx 1 ... /lib/systemd/system/runlevel6.target -> reboot.target

Kaxxgasa uenb umeeTt coOCTBEHHOE UMS BUAA <uUMsI_COCTOSAHUA> . target U npegHasHa-
YeHa ANnda KOHKPETHbIX 3aga4y. OgHOBPEMEHHO MOryT BbITb aKTMBHbI HECKOMNBLKO Lienen. Llenn moryT
HacnegoBaTb BCe Cny0bl Apyrux ueneun, aobaensasa K HAM cBon. B systemd Takke nmetotcs uenw,
NMUTUPYoLWKME obLLmne ypoBHM BbINOMHEHUA SystemVinit, nosTomMy Ans nepeknioyeHns mexay
uenesbiMN OHUTAMWN MOXXHO UCMNOJ1b30BAaTb KOMaHAY:
telinit RUNLEVEL

ﬂ,J'IFI onpeaeneHna OOCTYMNHbIX LerneBbIX COCTOSAHUN ncnonb3yeTcAa KoMmaHaa:
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systemctl list-unit-files --type=target

,D,J'IFI onpeaeneHna akTuBHbIX LerneBbIX COCTOSIHUN nCcnonb3yeTcAd KoMmaHaa:
systemctl list-units --type=target

[lnsa nepexofa B LeneBoe COCTOSAHME UCMONb3yeTcss KoMaHaa:
systemctl isolate <ums_cocTosHus>.target
ﬂ,aHHaFI KOMaHOa U3AMEeHAT TOJ1bKO TeKyLLl,M17I YPOBEHb BbIlNOJIHEHUA N €€ ,EI,GI7ICTBI/I€ He noBrnudaeT
Ha nocrneanyvumne 3arpy3km CUCTeMbl.

D,J'IFI npocMoTpa ueneBsoro CoOCToAHnA no ymosrn4yaHuio, Kotopoe systemd nCcnosib3yeT cpasy
nocrne 3arpy3km CUCtembl, UCMNOJ1b3yeTCA KOMaHOa:
systemctl get-default

LleneBoe coctosiHMe NO  YMOM4YaHUKO  3a4aeTcs  CUMBOSIBHOW  CCbISTKOMN
/etc/systemd/system/default.target. [Na CMEHbl LENeBOro COCTOSAHUS MO YMOrSl-

YaHUo Tpe6yeTc;| nepesanuncaTtb aHHYH CCbIJIKY.

Mpumepbl:

1. 1n -sf /lib/systemd/system/multi-user.target
/etc/systemd/system/default.target

2. 1n -sf /lib/systemd/system/graphical.target
/etc/systemd/system/default.target

,D,J'Iﬂ NnpoCMOTpPa AepeBa 3aBMCMMOCTEN KOHUTOB OT uenn BbINOJIHUTb KOMaHAy:
systemctl list-dependencies <ums_cocTosaHus>.target

,D,J'Iﬂ NnpoBepPKN 3adaHHOIO Mo yMOJTHaHNKO COCTOAHUA CUCTEMbI BbIMONMTHNTL KOMaHOY:
systemctl get-default
graphical.target

[lnsa npoBepKkn COOTBETCTBYIOLLErO YPOBHS BbIMOMHEHUS BbIMOMHUTL KOMaHAY:
sudo runlevel
N 5

ﬂ,J'IFI M3MEHEHNA COCTOAHNA CUCTEMDbI, 3a0aHHOIo No ymon4aHuio, BbINOMHNTb KOMaHAY:
sudo systemctl set-default multi-user.target
Created symlink /etc/systemd/system/default.target ->
/lib/systemd/system/multi-user.target.

lNocne nameHeHus COCTOAHMA, 3aJaHHOIo No yMOIr4aHuto, cuctemMa 6y/:|,eT nepesegeHa B
HEro nocrie nepe3arpys3kn. ,D,J'IFI NPUHYONTENBbHOIO nepesoga CUCTEMbI B HY>KHOE COCTOAHNE oes
nepesarpysku ucrnornb3yetcd komaHga systemctl ¢ napaMeTpoMm isolate N UMEHEM LeneBoro
cocTosiHMA (MM$A ykasbiBaeTca 6e3 paclumpeHus . target):
sudo systemctl isolate multi-user
UnNu KoMaHaa init:

sudo init 3
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O6e kKomaHabl NnepeBeayT CUCTEMY B COCTOSIHME multi-user (MHOrONONb30BaTENBCKUA PEXMUM
6e3 rpachmyeckorn 060M0YKM), YTO COOTBETCTBYET TPETHEMY YPOBHIO BbINONHEHUS. [Mpu aTom GyayT
3anyLLeHbl/0CTaHOBMEHbI BCE CEPBUCHI, YKa3aHHble B COOTBETCTBYHOLLEM ONMUCAHUN COCTOSHUS.

Onsa obecneyeHnss coBmecTUMOCTM C ©Oonee paHHUMKU peanu3aumsamu NOMUMO
3anycka/oCTaHOBKW IOHUTOB, onpefenéHHblX B (hannax .target, Npu nepeBoge CUCTEMbl B
Apyroe coctosiHue UcnonHeHus systemd nposepsieT Bce pansnbl ynpasneHns cepBnucamu, nme-
IoLMeca B COOTBETCTBYIOLLEM LiefiIeBOMY YPOBHIO BbINOSIHEHUA KaTanore /etc/rc{0-6}.d/,
N 3anyckaeT/ocTaHaBnMBaeT COOTBETCTBYIOLLNE 3TUM hansiaM cCOBCTBEHHbIE IOHUTBI UNKX, €CNK
COOTBETCTBYIOLLMIN OHUT HE OBHApYXXeH, aBTOMATUYECKM reHepupyeT IOHUT 13 dhaina ynpasneHus
1 BbIMNOSHAET €ro.

MogpobHoe onucaHne AaHHbIX KOMaHA U CEPBUCOB NPUBELEHO Ha CTpaHMLUax pyKkoBoa-

CTBa man.
4.3. CuUCTeMHble KOMaHAbl

OcHoBHble cucTeMHble komaHabl OC npuBeaeHsbl B Tabnuue @]

Tabnuua 6
KomaHpa HasHnaueHue
addgroup Co3gaHne HOBOWM YYETHOM 3anucuy rpynmbl
adduser Cos3gaHve HOBOW YyYeTHOM 3anucuy nornb3oBaTenst
ar Co3gaHue n pabota ¢ GUBNMOTEYHBIMK apXuBamm
at dopMnpoBaHUE unu yaaneHne oTnoXeHHOro 3agaHus
awk A3blk 06paboTKM CTPOKOBLIX LWAGNOHOB
bec CTpOKOBbIV KanbKynsaTop
chfn YnpasneHue nHdopmalmen y4eTHom 3anmcu nonb3oBartend (MM, onvcaHme)
chsh YnpaBneHne BbIGOPOM KOMaHOHOro UHTeprpeTaTopa (Mo ymMonyaHuio — Anst y4eTHON
3anucm)
cut Pa3buBka danna Ha cekuun, 3agaBaemble KOHTEKCTHLIMW pasnernmTensimm
delgroup YnoaneHue y4eTHOM 3anucu rpynnbl
deluser YaaneHue y4eTHOM 3anucum norb30oBaTensi U COOTBETCTBYOLLMX DaNIOB OKPY>KEHUS
df BbiBoa otyeTa 06 ncnonb3oBaHMM UCKOBOIO NPOCTPAHCTBA
dmesg BbiBOg, cogepxunmoro cuctemHoro oydepa coobLueHuin
du BblumcneHne konmyecTsa UCNONb30BaAHHOMO NPOCTpaHCTBa anemeHToB ®C
echo BbiBOA coaepXMMOro apryMeHToB Ha CTaHOApPTHbIV BbIBOA
egrep Mowuck B charnax cogepXMMoro CorracHo perynspHbIX BblpaxXeHnn
fgrep Mouck B channax coaep>XMmMoro cornacHo OUKCUMpPOBaHHbIX LWabnoHoB
file Onpenenenne Tvna canna
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KomaHpa HasHaueHue
find Mowuck darna no pasnnyHbIM NpU3Hakam B MEpapxun Katanoros
gettext MonyyeHne CTPOKM MHTEPHALUMOHaNM3aLUmumn n3 Katanoros nepesona
grep BbiBoa cTpoku, cogepxalien wabnoH nomcka
groupadd CospgaHve HOBOM YYETHOW 3anucu rpynnbl
groupdel YaaneHwe y4yeTHOW 3anucu rpynnbl
groupmod M3meHeHne y4eTHOM 3anucu rpynnbl
groups BobiBOA, cnvcka rpynn
gunzip PacnakoBka thanna
gzip YnakoBka danna
hostname BbiBOA M 3a4aHMe NMEHN XocTa
install KonupoBaHue anna ¢ ycTtaHOBKOW aTpmbyToB
ipcrm YnaneHwue pecypca IPC
ipcs BbiBog xapaktepuctuk pecypca IPC
kill MpekpalleHre BbINONHEHNS npoLecca
killall YaaneHwe npoueccosB No MUMeHu
lpr Cuctema nevyatu

1s

BbiBOg coaepXmnmoro Kartasnora

1sb_release

BbiBog, MHGopMaL MM 0 ancTpubytuse

mknod CospaHue dhanna cneyunanbHOro Tmna

mktemp leHepaums yHMKanbHOro nMeHu anna

more MocTpaHnyHbIN BbIBOA coaepmmoro carnna

mount MoHTupoBaHue ®C

msgfmt CosnaHue obbekTHOro darna coobLeHun n3 ganna coobLieHni
newgrp CmeHa ngeHTudukatopa rpynnbl

nice M3meHeHne npuopuTeTa npouecca nepes ero 3anyckom

nohup PaboTa npouecca nocrne BbiIxoga U3 CUCTEMBI

od BbiBOA coaepxmMmoro dpanna B BOCbMEPUYHOM U ApYrux BUaax
passwd CmeHa napons y4eTHon 3anuncu

patch MpumeHeHne danna onnucaHust UAMEHEHU K OpuUrMHanbHOMY dhanny
pidof BbiBOA naeHTUmnkaTopa npoLecca no ero UMeHu

pPs BbiBOA, MHOpMAaLLMKM O NpoLeccax

renice M3ameHeHne ypoBHS NpuoputeTa npouecca

sed CTpokoBbIl pegaktop

sendmail TpaHCcnopT CUCTEMBI 3NTEKTPOHHBLIX COOBLLEHNI
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OkoHYyaHue mabnuusi 6

Komanpa Ha3Hna4yeHune
sh KomaHaHbIM MHTepnpeTatop
shutdown Komanga octaHoBa cuCTEMbI
su M3meHeHre nageHtndmrkaTopa 3anyckaemoro npouecca
sync Cb6poc cnctemHbix OydepoB Ha HoCUTENN
tar dannoBbLIN apxmBaTop
umount Pa3amoHTupoBaHue ®C
useradd CospgaHve HOBOM YY4ETHOW 3anucuy nonb3oBaTens unu o6HOBNEHNE CyLLEeCTBYOLLEN
userdel YaaneHwe y4yeTHOW 3anucu norb3oBaTens U COOTBETCTBYOLLMX hannoB OKPY>KEHUS
usermod Moandumkaums nidopmaumm 06 y4eTHOM 3anncuK Norb3oBaTens
. Cnucok nonb3oBaTtenen, paboTalolmx B HACTOALWNA MOMEHT B CUCTEME, U PECYPCOB, C
KOTOpbIM OCyLLlecTBnAseTca paboTa
who BbiBoA cnncka nornb3oBaTenem CUcTeMbl

OnucaHne KomaH NPUBEAEHO HA CTpaHMLAX PyKOBOACTBA man.

4.3.1. MnaHnpoBaHue 3anycka KomaHpg
4.3.1.1. at

[ns 3anycka ogHow unu 6onee KomaHa B 3apaHee onpeaeneHHoe Bpemsi UCMonb3yeTcs

KoMaHga at. B Hel MOXHO onpegenuTb Bpems U/wunu gaty 3anycka ToW UM MHOW KOMaHabl.

KomaHnaa at TpebyeT AByx (Mnu Gonbluero Yucna) napameTpoB. Kak MUHUMYM, crieayeT ykasaTb

BpeMA 3anycKka 1N Kakad KoMaHAa OO0JmKHa ObITb 3anyuleHa.

KomaHabl Ans 3anycka ¢ NoMOLLbI0 KOMaHObl at BBOASATCS Kak CMMCOK B CTpOKax, creay-

IoWMX 3a HeN. BBoa Kakgom CTpoku 3aBepLiaeTca HaxaTuem knasuwm <Enter>. 1o okoH4YaHUK

BBOAA BCEW KOMaHAbl HaxaTb knasuwmn <Ctrl+D> ons ee 3aBepLueHus.

Mpumepbl:

1. 3anyctutb KOMaHabl 1pr /usr/sales/reports/. necho "Files printed" B
8:00

at 8:00

lpr /usr/sales/reports/.

echo "Files printed"

lMocne BBOOA Bcen koMaHabl 0TOBpa3nTCs criegyowas 3anuch:

job 756603300.a at Tue Jul 8 08:00:00 2014

O3HavarLLasi, YTo yKasaHHble kKoMmaHabl OyayT 3anyweHbl B 8:00, naeHTudukatop 3agaHns
756603300.a (MOXeT noHagobuTcs, ecnu HeobxoANMMO OTMEHUTL 3aaHNe KOMaHAoN
at -d)

B pesynbrate BbinonHeHnsa komaHgbl B 8:00 6yayT pacneyaTaHbl Bce dhannbl KaTano-
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ra /usr/sales/reports, n nonb3oBartento OyoeT BbIBEAEHO COOOLLUEHNE HA SKpaH
MOHUTOPA.

2. [Ina 3anycka Bcex KOMaHA, rnepeyucrieHHbiX B ¢anne getdone, B 17:30 cnegyet
BOCMONb30BaTbCS OAHOM U3 ABYX (hOPM KOMaHAbl at:

at 17:30 < getdone

nnn

at 10:30 -f getdone

O6e npvBegeHHbIE KOMaHAbl 3KBMBANEHTHbI. PasHuua 3akntoyaeTcs B TOM, YTO B NepBOW
KOMaHAe MCnonb3yeTcsa MexaHu3M nepeHanpasneHns NOTOKOB BBOAA-BbIBOAA, BO BTOPOW

KOMaHAe — ANCKOBbIN dhansi.
Kpome BpemeHu B KOMaHAe at MOXeET bbITb onpeaeneHa garta.

Mpumep
at 10:00 Jul 14
lp /usr/sales/reports/

echo "Files printed"

3apgaHus, onpeaensemMble agMUHUCTPATOPOM CUCTEMBI, MOMELLAIOTCA B 0Mepeab, KOTOPYH
oC nepnoamnyeckn npocMaTpumBaet. A,ElMVIHI/lCTpaTOpy HeobsA3aTernbHO HaxoaAUTbCA B CUCTEME A4
TOro, 4YtTobbl at oTpaboTtana 3agaHus. B gaHHoMm crnyyae komaHaa paboTaeT B GOHOBOM pexume.
[ns npocmoTpa oyepeaun 3agaHnn BBECTU:
at -1
Ecnn npegbigylume npumepbl 6b1nun 3anyLleHbl, To 6yaeT BbiBEAEHO:
job 756603300.a at Sat Jul 8 08:00:00 2014 job 756604200.a at Sat Jul 14
17:00:00 2014
AOMVHUCTPATOP CUCTEMbI BUAUT TONbKO CBOWM 3aaHns MO KOMaHae at.
[ns ynaneHusa 3agaHuns U3 odyepeam crnegyet 3anycTuTb at ¢ napameTpom —d 1 HOMEPOM
yaansemMoro 3agaHus:
at -d 756604200.a

B Tabnuue |7| nokasaHsbl BapuaHTbl UICNONb30BaHNUA KOMaHObl at.

Tabnuua 7
dopmat komaHAbl HasHaueHune
at hh:mm BbInonHWTL 3agaHne Bo BpeMsi hh :mm B 24-4acoBom copmaTte

BbinonHUTL 3agaHne Bo BpeMsa hh:mm B 24-4yacoBom dopmare B

at hh:mm mecsn meHs ropg .
COOTBETCTBYOLNU AEHb

at -1 BbiBECTM CNUCOK 3agaHui B oyepenu, ncesgoHUM KOMaHabl — atg
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dopmat komaHAbl HasHaueHune

BbinonHWTb 3agaHune yepeas onpeneneHHoe BpemMsd, Kotopoe 3aaaHo
at now+count time-units napameTpomM count B COOTBETCTBYHOLLUNX egnHNLIAX — Headensax, OHAX,
Yacax unnm MMUHyTax

Ypanutb 3agaHue ¢ ngeHTugukatopomM job_ID U3 ovepeau; nces-

at -d job_ID
OOHUM KOMaHdbl — atrm

AOMWHUCTPATOP CUCTEMbI MOXET NPUMEHSTb BCE 3TN KOMaHAbl. [1ns Apyrux nonb3oBaTte-
new npasa OCTyna K KomaHae at onpegenstoTca pamnamm /etc/at.allow n /etc/at.deny.
Ecnu cywectByeT pann /etc/at.allow, TO NPUMEHATbL KOMaHAY at MOryT TONbLKO nepeymc-
neHHble B HEM nonb3oBaTenn. Ecnu ke Takoro hamna HeT, NpoBepsieTcs Hanuyue danna
/etc/at.deny, B KOTOPOM OTpa)XeHO, KOMY 3arpeLleHo nonb3oBaTtbCcs KoMaHaon at. Ecnu
HW ogHOro chamna HeT, 3Ha4uT, KOMaH4a at JOCTYNHa TOSMbKO Cynepnonb30BaTento.

MoapobHoe onucaHne KoMaHabl NPUBEAEHO B man at.

4.3.1.2. cron

Onsa perynsapHoro 3anycka komaHg B OC cyuwlecTtByeT kKomaHga cron. AOMUHUCTPATOP
cucTeMbl onpeaensieT ans Kaxaon nporpamMmmMbl BpeMa U gaTty 3anycka B MUHYTax, Yacax, OHAX
Mecsua, Mecsiax roga u aHax Hegenw.

KomaHga cron 3anyckaeTcst O4AnH pa3 npu 3arpyske cuctembl. OTaenbHble Nonb3oBaTenu
He OOMMKHbI UMETb K HEM HenocpeacTBEHHOro aoctyna. Kpome Toro, 3anyck cron HUKorga He
OCYLLIECTBIISIETCA BPYYHYIO NyTEM BBOAA MMEHM NPOrpamMmMbl B KOMaHAHOW CTPOKE, a TONMbKO U3
cueHapus 3arpy3ku OC.

Mpwn 3anycke cron NpoBepsIET ovepeadb 3a4aHUN KOMaHObl at U 3agaHnsa nonb3oBaTenemn
B (hamnax crontab. Ecnn komaHa 4ns 3anycka HeT, cron «3acbiNaeT» Ha OAHY MUHYTY 1 3aTeM
BHOBb MPUCTYMNaeT K NOMCKaM KOMaHAbl, KOTOPYHO crieayeTt 3anyCTuUTb B 3TOT MOMEHT. bonbLuyto
YacTb BPEMEHM KOMaHAa cron NPOBOAUT B «CMSALEM» COCTOSAHUN, U ANsi ee paboTbl MCMONb3yeTCs
MUHMMYM CUCTEMHbIX PECYpPCOB.

UTobbl onpenenuTb CNMCOK 3a4aHui Ons cron UCMOMb3yeTcs KoMmaHaa crontab. [Ans
Kak4oro nosib3oBaTtens ¢ NOMOLLbIO JaHHOW KOMaHAbl co3faeTcsa pann crontab €O CIMCKOM
3a4aHumn, HaxoasaLWKncs B katanore /var/spool/cron/crontabs 1 UMEKOLWMA TO XKe UMS, YTO
N NMs Nonb3oBaTensd.

MpumeyaHune. lNonb3oBaTenn, KOTOPbIM pa3peLLEHO yCTaHaBNMBaTb 3a4aHna KOMaH-
OON cron, nepeyncneHol B gpanne /etc/cron.allow. ®ann 3agaHun Ansa KOMaHObl cron
MOXHO cOo34aTb C MOMOLLbI OBbIYHOINO TEKCTOBOIO pedakTtopa, HO Mpu 3TOM Henb3s NPOCTO
3aMeHUTb UM CyLlecTBYOLWMI hann 3agaHus B katanore /var/spool/cron/crontabs. [Ans

nepenayn cron CBEAEHUI O HOBbIX 3afaHUsX 00A3aTenbHO A0MKHA UCMNOMb30BaTbCA KOMaHaa
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crontab.

Kaxxpasa ctpoka B dhanne crontab cogepXut wabnoH BpemeHn u komaHay. MoxHo
cosgartb nboe KonnyecTso KoMaHa ans cron. KomaHaa BbINONHAETCA Toraa, Korga Tekyllee
BPEMSI COOTBETCTBYET NpMBeAeHHOMY WabnoHry. LLabnoH cocTonT U3 NATHM YacTen, pasaeneHHbIX
npobenamu unm cumeonammn Tadbynsumn.

CuHTakcuc KomaHa B panne crontab:

MMHYTE UacCH JeHb_Mecsdlla Mecsdl] roma OeHb Henesynu 3alaHue

MepBble NATbL Nonen NpeacTaBnaT WabnoH BpeMeHn 1 06a3aTernbHO AOMKHbI MPUCYT-
cTBOBaTb B harne. [ina Toro 4tobbl cron UrHOPMpPOBana To Unu nHoe none wabnoHa BpeMeHMU,
cnenyeT NocTaBvTb B HEM CMMBON * (3BE3404Ka).

MpnmedaHune. C TOYKN 3pEeHNSA NPOrpaMmbl CUMBOST * O3HAYaET CKOPEE HE «UTHOpU-
poBaTb nonex», a «nboe KOPPEKTHOE 3HAYEHUEY, T. €. COOTBETCTBME YEMY YrOAHO.

Hanpumep, wabnoH
02 00 01 * =
rOBOPUT O TOM, YTO KOMaHAa OrmkHa ObITh 3anyLeHa B ABe MUHYTbI NONOsTlyHo4u (none yacos
HyneBoe) KaXxaoro nepBoro Yncna noboro (nepeasa 3Be3qoydka) mecsiua, Kakmm 6bl gHEM Heaenm
OHO He 6bINo (BTOpas 3Be3404Ka).

B tabnuue [8| npuBeaeHbl AonycTuMble 3Ha4YeHUs nonen 3anncen crontab.

Tabnunua 8
MNone [nana3soH

MUHYTbI 00-59

yachbl 00-23 (nonHo4b — 00)

AeHb_Mecsua 01-31

OeHb_roaa 01-12

AeHb_Henenu 01-07 (noHegenbHuk — 01, BockpeceHbe — 07)

Mpumep

3anncb KoMaHabl B hannie crontab, BbINOMHAKOWAA COPTUPOBKY U OTNPaBKy MNosib3oBa-
Tenk pav panna /usr/sales/weekly Kaxabln noHeaenbHuK B 7:30
30 07 * * 01 sort /usr/sales/weekly | mail -s"Weekly Sales" pav

Mone kKomaHg MOXET coaepKaTb BCE, YTO MOXET OblTb B KOMaHAe, BBOOUMOW B KOMaHOHOW
cTpoke 060omno4kn. B Hy)xHOe Bpemsi cron ANsl BbINOSIHEHUSA KOMaHA 3anyCTUT CTaHAApPTHYHO
obonouyky (bash) 1 nepegacT e KomaHay AN BbINOMHEHUS.

[nsa Toro 4Tobbl onpegenuTb HECKONBKO 3HAaYEHU B NOfe UCNOoNb3yeTecs 3ansTas B Kadye-
CTBE pasgensiowiero cumeona. Hanpumep, ecnmn nporpamma chkquotes A0MKHA BbINOMHATLCA B
9, 11, 14 n 16 yacoB nNo NoHeaenbHMKam, BTopHukam n yetsepram 10 mapta n 10 ceHTAOpSA, TO
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3anncb BbIMAANT Tak:
09,11,14,16 10 03,09 01,02,04 chkquotes

I'Iapameprl KOMaHabl crontab npueBeaeHbl B Tabnuue E]

Taobnuua 9

MapameTp Onucanue

Mo3BonseT pegakTMpoBaTb KOMMNOHEHTbI hanna (Npy 3TOM BbI3bIBAETCSA peaakTop, onpe-
OEeneHHbI B NnepeMeHHoN EDITOR 060M04KkK)

-r Ynanset Tekywimin chann crontab n3 katanora

-1 V|CI'IOJ'Ib3yeTCFI AO5n4a BblBOAA CrNMCKa TEKYLLNX 3adaHun cron

KomaHga crontab paboTtaeTt ¢ hannom cornacHo pernctpaumMoHHOMY UMEHM.

3a KOppPEKTHOE 1CMONb30BaHWe KOMaHAbl cron OTBETCTBEHHOCTb HECYT Kak aAMUHUCTpa-
TOP CUCTEMbI, TaK U NONb30BaTENN, HANPUMEP, UCMNOSb30BaHMEe NPOrpaMmMbl HE JOJMKHO Bbl3BaTb
neperpysky CUcCTembl.

MogpobHoe onucaHne komaHg W danna crontab NpPMBEAEHO B man cron,

man crontab Mman 5 crontab.

4.3.2. ADMUHUCTPUPOBAHNE MHOIOMNONIb30BaTEeNbCKON U MHOro3agavyHoun cpeabl

4.3.2.1. who

[nsa nony4eHus cnucka nonb3osatenen, pabdotatowmx B OC, ncnonb3yetcs KomaHaa who:
who
root console May 19 07:00

Pe3ynbTaTtom BbINOSTHEHNA KOMaHAb! SBSIETCA CNUCOK, COAepKaLlLmMn naeHTugukaTopsl
aKTUBHbIX MOMb30BaTenen, TepMUHanbl 1 BpEMS BXO4A B CUCTEMY.

KomaHga who nmeeT HECKONbKO NapaMeTpoB, OQHAKO Aaree pacCMOTPEHbI TOMNbKO ABa
N3 HUX:

1) —u — nepeuyncngaeT nonb3oBaTenen ¢ ykasaHnem BpeMeHn 6e3nenctens (Toyka . O3Ha-

YaeT, YTo Nonb3oBaTeslb akTUBHO paboTan B NOCNEHIO MUHYTY, old — 4YTO NOCnegHuin

pa3 OH Haxkuman knasuwu 6onee cyTok Hasan);

2) -H — 3acTaBnsieT KoMaHay BbIBOAUTb NOAPOOHYI0 MHOPMaLMIO O Nofnb3oBaTensx; npu

3TOM BbIBOAMT CTPOKY 3arofioBka Tabnuupbl nonb3oBaTenen, cTonbubl KOTOPOW NokasaHbl

B Tabnuue
Tabnwunua 10
Mone Onuncanue
NAME MmeHa nonb3oBaTenen
LINE Mcnonb3oBaHHbIE NMMHUKN U TEPMUHATbI
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Mone Onucanve
TIME Bpewmsi, npoluegllee nocrne perucrpaumm nonb3oBaTens B cucteme
IDLE Bpewms, npoluegLlee co BpeMeHu NocnegHen akTMBHoOM paboTbl Nonb3oBaTens
PID MoeHTudurkaTop npouecca BXxogHon 060104k nonb3oBarens
COMMENT KommeHTapuin

C nomouybto napamMmeTpoB —u N —H MOXHO yBUOETb:

who -uH
NAME LINE TIME IDLE PID COMMENT
root console Dec 12 08:00 . 10340

B cnvcok BkntoYeH naeHTudmkaTop npouecca 0605104kM Nonb3oBaTerns.

MogpobHoe onncaHne kKoOMaHabl NpMBEAEHO B man who.

4.3.2.2. ps

Ans nonyyeHus MHpopMaL MM O COCTOSIHUM 3anyLLEHHbIX NPOLIECCOB UCMNONb3YyeTCsi KO-

MaHZa ps. KomaHaa BbiIBOAUT criegytoLlyo MHGopMaLmio 0 npoLeccax:

BbIMOSIHEHHbIE MPOLIECChl;
npoLecchl, Bbi3BaBLUME NPOGNEMbl B CUCTEME;
KaK [0oMnro BbIMOMNHAETCSA NPOLIECC;

KaKue CUCTEMHbIE pecypchl 3aTpeboBan NpoLecc;

naeHTUdUKaTop npouecca (KoTopbi ByaeT HeobxoauM, HanpUMep, AN NpekpaLeHus

paboTbl Npouecca ¢ NOMOLLbIO KOMaHabl kill) u T. 4.

[aHHas nHdopMaums nornesHa Kak Ans nonb3oBartens, Tak U ANs CUCTEMHOrO aamu-

HUCTpaTopa. 3anyleHHas 6e3 napaMeTpoB KOMaHAHONM CTPOKM ps BblAAeT CUCOK NPOLIECCOB,

nopoXaeHHbIX agMUHNCTPAaTOPOM.

HanGonee pacnpocTpaHeHHoe NpYMeHeHe KOMaHabl ps — OTCIEXnBaHne paboTbl do-

HOBBIX W ApYyrnx npoueccoB B cucteme. Nockonbky B 60NbLUMHCTBE Ccry4aeB (OOHOBbIE NMPOLECChI

HE BS&MMO,D,GIZCTByPOT C 3KpaHOM un C KnasmaTypOVl, KOMaHOa ps OCTaeTCcd OCHOBHbIM CpeaiCTBOM

HabnOeHNsa 3a HUMMN.

B

Tabnuue [11) npvBeaeHb! YeTbipe OCHOBHBIX NOMS UHAOPMaLMK ANs KaXAoro npolecca,

BbIBOAUMbIE KOMaHAOM ps.

Tabnunua 11
Mone OnwucaHve
PID MoeHTudurkaTop npouecca
TTY TepmuHan, ¢ KOToporo 6bin 3anyLLeH NpoLuece
TIME Bpemsa paboTsl npouecca
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Mone OnucaHwne

COMMAND ms BbINONHEHHOW KOMaHAbl

MogpobHoe onucaHne KoMaHAbl NPUBEAEHO B man ps.

4.3.2.3. nohup

O6bI4HO AoYEepHUI NPOLECC 3aBEPLUAETCS NOCIE 3aBEpPLUEHUSI POAUTENBCKOro. Takmum
o6pa3som, ecnu 3anyLieH OHOBbIN NpoLEecc, OH ByaeT 3aBepLUeH Npu Bbixode U3 cuctembl. [Ans
TOro YTOObI npouecc npoaorXan BbiNONMHATLCA NOCIe BbIXoAaa N3 CUCTEMbI, MPUMEHAETCA KOMaHOa
nohup, ykazaHHas B Ha4yane KoOMaHOHON CTPOKU:
nohup sort sales.dat &

KomaHnga nohup 3actaenser OC urHopmpoBaTh BbIXO4 U3 HEE U NMPOAOIKATb BbINOSHE-
HWe rnpouecca B (bOHOBOM pexmnmMme, nNnoka oOH He 3aKOHYNTCA. Taknum o6pa30M, 6y,qu 3anyuweH
npouecc, KOTOprIZ 6y/:|,eT BbIMOJNTHATBLCA ANMNTESIbHOE BpPEMA, HE Tpe6y$| KOHTpPOJA CO CTOPOHbI
agMUHUCTpaTopa CUCTEMBI.

MogpobHoe onucaHne KoMaHabl NPUBEAEHO B man nohup.

4.3.2.4. nice

KomaHaa nice no3BonsieT 3anyCcTuTb ApYryo KOMaHgy ¢ npegonpeneneHHsbIM npuopuTe-
TOM BbINOJTHEHUA, NpeaocTaBnAad agMUHUCTPATOPY CUCTEMbI BO3SMOXHOCTb OMnpeaenAaTb NpuopuTeT
npwn BbINMOJNTHEHNN CBOUX 3a4ad. |_|pl/l 0b6bI4YHOM 3arnycke Bce 3agadn MMeKT OONH U TOT XKe Npu-
oputeT, 1 OC paBHOMEpPHO pacnpeaensaeT Mexay HUMK npoueccopHoe Bpemsi. C NOMOLLbIO
KOMaHbl nice MOXHO MOHU3UTb NPUOPUTET KaKOM-NMBO «HeCneLwHon» 3agadn, NpegocTaBus
Apyrum 3agadam 6onblLie NpoLecCopHOro BpeMeHU. [NoBbICUTbL NPUOPUTET TOM UK MHOW 3agayun
MMEET NpaBO TOJIbKO Cyneprnosib3oBaTelb.

CuHTakecuc KoMaHObl nice:
nice -number command

YpoBeHb NpuopuTeTa onpeaenseTcs napameTpomMm number, Npyn 3TomM BornbLlee ero 3Ha-
YyeHne O3Ha4YaeT MEHbLUNN npuopuTeT KoMaHAabl, 3Ha4eHne rno yMmoJsiHaHni paBHO 10. I'IapameTp
number NpeacTaBnseT cobon YNCIOo, Ha KOTOPOe 3HaYeHUe AOMKHO ObiTb YMeHbLUIEHO. Hanpumep,
€Cnu 3anyLeH npoLecc COpTUPOBKU:
sort sales.dat > sales.srt &
n emy cnenyet Aartb npemMmyuwlecTtso Hag apyrum npoueccom, HanpumMmep, npoueccom nedartu,
HeO6XO}J,I/1MO 3anyCTnTb BTOpOIZ npouecc C yMeHbLUEHHbIM NMPUOPUTETOM.
nice -5 1lp mail list &

,D,J'IFI TOro 4YToObl Ha3HaAYUTb npoueccy nedyatu caMbll HU3KUN BO3MOXHbIN NPUOPUTET,
BBECTMU:

nice -10 lp mail list &
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MpumMmeyaHue. B cnyyae Komangbl nice TUpe O3HAYaET 3HaAK onuuu.

Tonbko cynepnonb3oBaTefb MOXET MOBbICUTb NPUOPUTET TOrO UITM MHOMO MnpoLiecca,
NPUMEHss ANg 3TOro oTpuuaTtenbHoe 3HaYyeHne aprymeHta. MakcMmanbHO BO3MOXHbIWN NpUopuTeT
— 20; npucBOMUTbL €ro npoleccy cynepnonb3oBaTeflb MOXET C NOMOLLbI KOMaHAb!:
nice --10 job &

Hannuue & B npumepe 4OCTaTOMHO YCNOBHO, MOXHO U3MEHSATb NPUOPUTETLI KaK (DOHOBbIX
npoLeccoB, Tak U NPOLIECCOB NepeaHero nnaxa.

MogpobHoe onucaHne KoOMaHAbl NPUBEAEHO B man nice.

4.3.2.5. renice

KomaHaa renice no3Bonsietr nsmMeHuTb npuoputet paboTatowero npouecca. Popmar
3TOM KOMaHabl NnogobeH hopmaTy KOMaHabl nice:
renice -number PID

[nsa nameHeHmsa npuoputeTa paboTarowero npouecca HeobxoaNMo 3HaTb ero MAeHTUGU-
KaTop, NONYyYUTb KOTOPbI MOXHO C MOMOLLbIO KOMaHAbl ps, Hanpumep:
pPsS —-e : grep name

rae name — UMS1 MHTEPECYHOLLEro npoLecca.

KomaHaa grep oT(hunbTpyeT TONbKO Te 3anucu, B KOTOPbIX ByaeT BCTpedaTbCs UMs
HY>XHOW KOMaHAbl, 1 MOXHO ByaeT y3HaTb naeHtudukatop ee npouecca. Ecnn Heobxoanmo
N3MEHUTb NPUOPUTET BCEX MPOLIECCOB NOSb3oBaTeNs UMK rpynnbl Nonb3oBaTenen, B KoMaHae

renice MCnonb3yeTcs AeHTUMKaAToOpP Nonb3oBaTenNst Un rpynnbl.

Mpumep
Mcnonb3oBaHne KoMaHabl renice Ans Npouecca nonb3oBaTtens pav
ps -ef : grep S$SLOGNAME
pav 11805 11804 0 Dec 22 ttysb 0:01 sort sales.dat > sales srt
pav 19955 19938 4 16:13:02 ttypo 0:00 grep pav
pav 19938 1 0 16:11:04 ttypo 0-00 bash
pav 19940 19938 42 16:13:02 ttypo 0:33 find . —-name core -exec nn {};
UTo6bl NOHM3UTL NPUOPUTET Npouecca £ind ¢ ngeHTndrkatopom 19940, BBECTH:
renice -5 19940

B crnyyae komaHabl renice paboTaloT Te e npasura, YTo 1 B criy4ae KOMaHabl nice, a
NMEHHO:

- ee MOXHO MCnonb30oBaTb TOMbKO CO CBOMMM MPOLECCaMU;

- cyneprnonb3oBaTeslb MOXET NPUMEHUTL ee K NtoboMy npoLeccy;

- TONbKO cynepronb3oBaTerib MOXET MOBbICUTb NPUOPUTET NpoLecca.

MoppobHoe onuncaHne KomaHabl MPUBEAEHO B man renice.
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4.3.2.6. kill

NHorga HeobxoamMmo npekpaTuTb BbIMOMIHEHME NpoLecca, He OXNAASCh ero HopManbHOro
3aBepLueHnda. MoxeT noTpeboBaTbCH B CreayoLwmx cnyyasx:

1) npouecc ucnomnb3yeT CAULKOM MHOIMO BPEMEHU NpoLieccopa 1 pecypcoB KOMMbIOTEPA;

2) npouecc paboTaeT CrULIKOM JONro, He JaBasi OXMAAeMblX pe3ynbTaTos;

3) npouecc Npom3BoANT CRIMLLKOM GONbLUON BbIBOA MHpOpMaLMM Ha aKpaH unu B ann;

4) npouecc npmeen Kk 6rnoknpoBke TepMuHana unv gpyrom ceccuu;

5) n3-3a owmbkM onepaTopa uUnm NporpaMmmbl UCMONb3YHOTCA HE Te hansbl UM NapameT-

pbl KOMAHAHOW CTPOKMU;

6) OQanbHeWnLwee BbiNOMHEHWe npouecca 6ecnonesHo.

Ecnu npouecc paboTtaet He B (pOHOBOM pexume, Haxatne knasuw <Ctrl+C> gosmkHo
npepeaTb ero BbiNorHeHne. POHOBbLIV NPoLeCcC NpepBaTb BO3MOXHO TOMbKO C MOMOLLbI0 KOMaHAb!
kill, nocbinarLLen Npoueccy curHan, Tpebyrowmin ero 3aBepLUeHms.

McnonbsytoTcs ase oopMbl KOMaHAb!:
kill PID(s)
kill -signal PID(s)

[nsa 3aBepleHus npouecca ¢ uaeHTudukatopom 127 BBeCTH:
kill 127

[ns 3aBepleHns npoueccos ¢ naeHTudukatopammn 115, 225 n 325 BBECTU:
kill 115 225 325

C nomoLublo NapameTpa -signal MOXHO, HaNpuMep, JaTb yKaszaHue npoleccy nepe-
YyuTaTb KOHUrypaumoHHble annbl 6e3 npekpalleHus pabdotbl. CIMCOK JOCTYMNHbLIX CUrHaNoB
MOXHO MOMYYNTb C MOMOLLBIO KOMaHAbI:
kill -1

Mpun ycnewHom 3aBepLueHnmn npouecca cooblieHne He BbiBoguTcs. CooblyeHne nosisutcs
Npy NONbITKE 3aBepLUeHnd npouecca 6e3 Hannums COOTBETCTBYIOLLMX NpaB AoCTyna unm npu
NnonbITKE 3aBEPLUMTb HECYLLECTBYIOLLMIA Npouecc.

3aBepLleHne poauTenbCKoro npouecca MHoraa NpUMBOAUT K 3aBEpLUEHUIO OOYEPHUX,
OHaKO ONS MOSIHOW YBEPEHHOCTU B 3aBEPLUEHMM BCEX NPOLIECCOB, CBA3aHHbIX C AaHHbIM, cregyeT
yKa3sblBaTb X B KOMaHge kill.

Ecnu TepmuHan okasancst 3a6nokMpoBaHHbIM, MOXXHO BOWTM B CUCTEMY C APYroro TepMu-
Hana:
ps -ef: grep $LOGNAME
1 3aBepwnTb paboTy 060N04KM Ha 3aBNOKMPOBAHHOM TEpMUHAre.

Mpwn BbINONHEHUN KOMaHAbl kill npoueccy NocbliaeTcs COOTBETCTBYOLWMIA curHan. po-
rpammbl OC MoryT nocbinatb 1 npuHuMmath 6onee 20 cMrHanoB, Kaxabli U3 KOTOPbLIX MMEET CBOW

Homep. Hanpumep, npu Bbixoae aamuHucTpaTtopa OC nocbinaeT BcemM ero npoueccam curHan 1,
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KOTOPbIV 3aCTaBrsieT BCe NpoLecchl (KpoMe 3anyLleHHbIX C MOMOLLBbI nohup) NpekpaTuTbL paboTy.
Kpome TOro, cyLiecTByoT NporpamMmbl, HanNnUcaHHble Taknm obpasom, 4YTo ByayT urHopupoBaTtb
nocbinaemMble UM CUrHanbl, BKIOYasa curHan 15, KOTopbi BO3HMKAET Npw 3anycke komanabl kill
6e3 yKkasaHWs KOHKPETHOro curHana.

OpHako curHan 9 He MOXeT BbITb MPOUTHOPUPOBaAH — Npouecc ByaeT 3aBepLueH. Takum
obpasom, ecnu kKomaHaa:
kill PID
He cmorna 3aBeplunTb npouecc (OH BUAEH NPU UCMNOMb30BaHMM KOMaHAbl ps), HeO6Xxoanmo
BOCMOMb30BaTbCA KOMaHOOM:
kill -9 PID

Komanpa:
kill -9
npekpaLlaeT npoLuecc, He AaBas BO3MOXHOCTU, Harnpumep, KOPPEKTHO 3aKpbITb hannbl, YTO MOXET
NPUBECTU K NoTepe AaHHbIX. VIcnonb3oBaTh 3Ty BO3MOXHOCTbL CrieayeT TOMbKO B CliyYae KpanHewn
HeobXoaAnUMOCTMW.

[nsa 3aBepLleHns Bcex POHOBLIX NPOLIECCOB BBECTY:
kill 0

lMpenmyLlecTBEHHOE NPaBO KOHTPONSA HaA NpoLeccoM NpuHaAnexuT Brnagensuy. Npasa
Bnagenbua MoryT OTMEHATBCA TOMbKO Cyneprnonb3oBaTenem.

Anpo HasHayaeT KaxaoMy npoLeccy YeTbipe naeHTudukaTopa: peanbHbi U 3PEKTUB-
HbIh UID, peanbHbin n addekTnBHbin GID. PeanbHble ID ncnonb3ytoTcsa Anst ydeta Ncrnonb3oBaHus
CUCTEMHbIX pecypcoB, a adeKkTUBHbIE — ANA onpeaerneHus npas goctyna. Kak npasuno, peanb-
Hble 1 acppekTmBHbIe ID coBnagatoT. Bnagenew npouecca MoXeT nocblfiaTtbe B NPOLEecc curHansl,
a Takke NOHWXaTb NPUOPUTET npoLiecca.

Mpouecc, NnpucTynarLLmi K BbINOMTHEHMIO APYroro NporpamMmMHoOro danna, ocywecTenser
OOVH U3 CUCTEMHBIX BbI30BOB cemencTBa exec. Korga Takoe cny4vaetcs, adpdpektuBHblie UID u
GID npouecca moryT 6bITb ycTaHoBneHbl paBHbiMmn UID u GID danna, cogepallero obpas HoBow
nporpaMmel, €crv y aToro pavina yctaHoBneHbl OUTbl CMeHbI naeHTUdMKaTopa Nonb3oBaTens u
naeHtudukaTopa rpynmnbl. CUCTEMHBIN BbI3OB exec — 3TO MEXaHM3M, C MOMOLLIbIO KOTOPOro Takune
KOMaHAbl, Kak passwd, BPEMEHHO NOSy4yatoT rnpaea cyrnepnorb3oBarterns (KoMaHae passwd OHU
HY>XHbl 451 TOro, YTOObl U3MEHUTb /etc/passwd).

MoppobHoe onncaHne komaHabl NpuBeaeHo B man kill.
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5. YMIPABJIEHUE NMPOrPAMMHBIMU NAKETAMU

B OC ucnonb3ytloTca nporpamMMHble NakeTbl (ganee no TEKCTYy — MakeTbl) B popmaTte
«.deb». [Ing ynpaBneHna naketamu B pexume KOMaHOHOW CTPOKWU (Ui B aMynsaTope TepMu-
Hana B rpauyeckoM pexunme) npegHasHaydyeHbl Habop KoOMaHL HMKHEro YpoBHS dpkg U KOM-
naexkc nporpamMmm BbICOKOIO YPOBHS apt-get, apt-cache 1 aptitude. B rpaduyeckom pexnme
ynpaBnATb NakeTamu MOXHO C MOMOLLbIO NMporpamMMbl synaptic (yHMBepcanbHas rpadudeckas
obonoyka Ang apt).

Mo ymonyaHuto 0BbIYHbIN NOMb30BaTeNb HE MMEET NpaBa UCNOMNb30BaTb 3TN MHCTPYMEHTbI.
[nsa Bcex onepaunii ¢ nakeTamm (3a UCKITIOYEHNEM HEKOTOPbIX CIlydaeB NnonyyYeHms nHpopmMaumm
0 nakeTtax) HeobxoauMbI NpaBa Cynepnonb3oBaTens, KOTOpble aAMUHUCTPATOP MOXET MOMy4YnTb
Yyepe3 MexaHn3m sudo.

MpumeyaHune. NpaBa gocTyna K UCNONMHAEMbIM haniam no3BosisgT BCEM NOSb30Ba-
Tensm 3anyckaTb UX Ha BbINOMHEHWE, HO yaansaTb Unv MoamuumnpoBaTtb Takue gannbl MOXeT
TONbKO cynepnonb3oBaTenb. OBbIYHO MPUNOXEHUS YCTaHaABNMBAKOTCA B KaTanor ¢ npaBammu
YTeHNa BceMu nonb3oBaTensamu, Ho 6e3 npasa 3anucu B Hero.

CpencTtea ynpasrneHus naketamu obecnevmBaloT BO3MOXHOCTb aBTOMaTU3MPOBaHHOM

ycTaHoBKkM o6HoBneHun OC.

5.1. Habop komaHg dpkg

Habop komaHg dpkg npegHa3HayeH, B OCHOBHOM, ANS onepaunin ¢ naketammn Ha nokarb-
HOM ypoBHe. C NOMOLLbI0 KOMaHabl dpkg U APYrMx KOMaH4 3TOro Habopa MOXXHO yCTaHaBNMBaTb
N yaansaTb NakeTbl, cObMpaTb NX N3 UCXOAHbIX TEKCTOB, NONy4YaTb MHpOPMALMO O KOHKPETHOM
nakeTte n o6 yCTaHOBMEHHbIX B CUCTEME MaKeTax:
dpkg -i <nomnHHE _nyTb>/<MNOJIHOE WMSA_IakeTa>

Ecnn naket (Hanpumep, iptables_1.4.21-2_amd64.deb), KOTOpbIN HEOOXOANMO
YyCTaHOBWUTb, NOMeLLeH B paboyunn katanor (Hanpumep, /home/userl) NnNu HaxoauTcs Ha CMOH-
TUPOBAHHOM BHELLHEM HOCUTeNe, crieayeT BbINOMHUTL CreayroLyo KoMaHay:
dpkg -i /home/userl/iptables_1.4.21-2_amd64.deb

B cnyyae, ecnn HeyQoOBNEeTBOPEHHbIE 3aBUCMMOCTU NakeTa OTCYTCTBYIOT, OH ByaeT ycTa-
HoBrneH. B cnyyae HapylweHunsa 3aBucnmocTten dpkg BblgacT coobueHne 06 owmnbke, B KOTOPOM
OyayT nepeyncneHbl Bce Heobxoanmble NakeTbl, KOTOPbIE CreayeT yCTaHOBUTb, YTOObI pa3peLunTb
obs3aTenbHble 3aBUCUMOCTH.

[nsa yganeHus HEHY)XHOro naketa, HO COXpaHeHUs BCEX ero (pannoB HACTPOWKM, crenyet
BbIMOMHUTb KOMaHAy:
dpkg -r <3HauuMas_uacCTb_MMEHH lakeTa>

[nsa naketa iptables_1.4.21-2_amd64.deb komaHaa OyaeT BbImMageTb Creayowmm
obpasom:
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dpkg -r iptables

,D,J'Iﬂ yoaneHna naketa n O4YNCTKn CUCTEMbI OT BCEX €ro KOMMNOHEHTOB (B cny4yae, ecnu
ILI,aHHbIl‘/'I naketT He CcBA3aH 3aBUCUMOCTAMU C OPYrMMU YCTaHOBJ1€HHbIMU I'IaKeTaMVI) cnengyetr
BbIMOJIHNTb KOMaHOY:
dpkg -P <3HauuMmasl_uacCTb_MHMEHU lakeTa>

Ecnn xe ypansiembln NakeT 3aBUCUT OT APYrMx NakeToB, nocregyet coobueHne o6
ownbke ¢ nepevyHem 3aBUCUMOCTEN.

Cne,u,yeT OTMETUTb, YTO UCMNOJ1Ib30OBaHME NOJNTHOINoO MMEeHN NakeTa perynmpyetca and Bcex
KomMaHa cemenctBa dpkg NPOCTbIM MpaBUioM: Ans nobbiX 4ENCTBUN C yKe YCTAHOBIEHHbIM
nakeTomMm B KOMaH,EI,HOIZ CTpOKe npuMmeHdaeTcAa 3Had4nmaa 4actb MMEHU, a BO BCEX OCTAJIbHbIX
cny4dyaax — rnoJiHoe nms.

MogpobHoe onucaHne KoMaHAbl NpuBeAeHO B man dpkg.
5.2. Komnnekc nporpamm apt

Komnnekc nporpamMm apt npegHa3HayYeH, B OCHOBHOM, AN ynpasrieHns BceMmun onepauu-
AMU C NaKeTaMu (B T.4. aBTOMaTU4E€CKMUM pa3peLlieHnem 3aBVICI/IMOCTeIZ) npn Hann4nm ocrtyna K

ceTeBbiM UM NOKaribHbIM apXmnBam (VICTOL{HVIKaM) NakeToB.

5.2.1. HacTtpomnka goctyna K apxuBamMm NakeToB

MHopmauus o ceTeBbIX U fIOKarbHbIX apxXuBax NnakeToB A4S KOMMfeKca nporpaMmm apt
cogepXxntca B panne /etc/apt/sources.list. B hanne Haxognutcss CNUCOK MCTOYHUKOB
NnakeToB, KOTOPbIN NCMNOSb3YeTCH NporpamMmmamMn gnsa onpegeneHns MecTornosioKeHNs apXmBoB.
CnnCcoK MCTOYHMKOB pa3pabaTtbiBaeTcsa Anis Noaaep kv noboro Konmyectsa akTUBHbBIX MCTOYHUKOB
N pasnnyHbIX BUOOB 3TUX MCTOYHUKOB. VICTOYHUKM NepevmncnsaoTcs No ogHOMY B CTPOKe B nopsake
ybbIBaHNA UX NpuopuTeTa.

Onucanune ganna /etc/apt/sources.list NpMBeaeHoO B man sources.list.

Mpumep
®ann sources.list
deb cdrom: [0S Astra Linux 1.3.39 smolensk - amdé64 DVD]/ smolensk contrib
main non-free
deb ftp://192.168.32.1/astra/unstable/smolensk/mounted-iso-main smolensk
main contrib non-free
deb ftp://192.168.32.1/astra/unstable/smolensk/mounted-iso-devel smolensk devel

contrib non-free

|_|pl/l yCTaHOBKe OCc ,D,I/ICTpI/I6yTVIBa CTpoka deb cdrom. .. aBTOMaTU4YeCKU 3anucbiBa-

eTcqa B (pann sources.list.

BkntounTtb OaHHYI CTPOKY B CMMCOK NUCTOYHMUKOB TakKXe MOXXHO Nnpu nomMoLlin KoMaHObl:
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apt-cdrom add

DVD-aunck ¢ guctpnbytmeom OC npu 3TOM SOMKEH HAXOOUTLCA B YCTPONCTBE YTEHUS
DVD-guckoB (MOHTMpOBAaTL €ro He 0b6A3aTensLHO).

CTpoKuK, COOTBETCTBYIOLLME UCTOYHUKAM OCTalbHbIX TUNOB, BHOCATCA B ddainsn npu nomMoLLu

noboro pegakropa.

5.2.2. YcTaHOBKa U yaaneHue nakeTtos

Mocne yctaHoBkn OC cosgaeTtcsa nokanbHasa bl o Bcex naketax, KOTopble Haxoaunucb
Ha DVD-gucke ¢ auctpnbyTMBOM N apXmMB YCTAHOBIMEHHbLIX MAKeTOB. OTa MHGOpMaUNa MOXeT
BbIBOAUTLCS B pasnnyHon oopme npu nomMoLum KoMaHabl apt-cache. Hanpumep, komaHga:
apt-cache show iptables
BbIBEET BCO MHGOPMALMIO, COAEPKaLLLYOCA B ONUCAaHUKN NakeTa iptables.

O6HOoBUTL coaepkmmoe nokanbHon b MOXHO Npy NOMOLLM KOMaHAb!:
apt-get install update

9Ty onepaumo Heo6X0AMMO BbIMOSHATL NPU KaXX40M M3MEHEHUN KaK CMIUCKA MCTOYHUKOB
NakeToB, TaK N COOAEPXUMOro 3TUX UCTOYHUKOB (Hanpumep, Npu nepexone K UCronb3oBaHUIO
obHoeneHHou Bepcumn OC).

lMonHoe obHOBNEHNE BCEX YCTAHOBMNEHHbLIX B CUCTEME MAKeTOB NPOU3BOAMTCS NPU NOMO-
LLIN KOMaHAbI:
apt-get install upgrade

O6HoBneHne ctapon Bepcun OC o HoBow (6e3 nepeycTtaHOBKWM) NPOU3BOAUTCS MpuU
NMOMOLLIN KOMaHAbI:
apt-get install dist-upgrade

YcTaHoBKa OTAENbHOro naketa (ecnu oH OTCYTCTBOBar B CUCTEME) NPOU3BOANTCS NpuU
NOMOLLIXN KOMaHAbI:
apt-get install <3HauwMmas uyacTb_HMEHU IakeTa>

Mpwn aTom ByayT nccnenoBaHbl U pa3peLleHbl Bce 0bsa3aTenbHble 3aBUCMMOCTU W, Npn
HeobXxo4MMOCTM, YCTaHOBIEHbLI HEOOXOANMbIE AOMONMHUTENBbHbLIE MNAKETHI.

YnaneHue naketa (C coxpaHeHnem ero annos HaCTPOMKK) MPOU3BOAUTCH NPU NOMOLLM
KOMaHAbl:
apt-get remove <3HauuMas_ uyacCTb_MHMEeHM_IlakeTa>

Ecnn npu aTom Heo6XxoAMMO NOSMHOCTLI OYUCTUTL CUCTEMY OT BCEX KOMMOHEHT yaanse-
MOro naketa, TO MPUMEHSETCA KoMaHaa:
apt-get remove --purge <3HauuMas_udacTb_MHMEHH IlakeTa>

OnuncaHne KkomaHAa npuBedeHo B man apt-cache Mman apt-get.
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6. BASOBbIE CETEBbBIE CNTYXbBbI

6.1. Cetb TCP/IP

6.1.1. NMakeTbl N cermeHTauus

[aHHble nepenatoTcs no cetn B GOpMe CETEBbLIX MAKETOB, KaXAbl U3 KOTOPbIX COCTOUT
N3 3arofiloBKa W MOe3HOoM Harpy3ku. 3arofioBOK COAEPXKUT CBEAEHUS O TOM, OTKyda npubbin
MakeT 1 Kyda OH HanpaBnsieTcsa. 3arofioBOK, KPOME TOro, MOXET BKMOYATb KOHTPOSBbHYHO CYMMY,
MHOPMAaLMIO, XapakTEPHYHO ANt KOHKPETHOro NPOTOKONa, U Apyrme MHCTPyKuum no obpaboTke.

lMNonesHas Harpy3ka — 3TO AaHHble, noanexauwne nepecbisike.

6.1.2. Agpecauua nakeTos

CeTeBble NakeTbl MOryT OOCTUYb MyHKTA Ha3Ha4YeHUs TOMbKO MPU HanMyuuM npasusib-
Horo ceteBoro agpeca. lNpotokon TCP/IP ncnonbsyer coyetaHne HECKOSbKUX CXEM CETEBOW
agpecauuu.

Cambln HWKHUIA YypOBEHb afpecaunn 3agaeTcs ceTeBbIMU annapaTHbIMU cpeacTBamMu.

Ha cnepytowem, 6onee BbICOKOM, YPOBHE UCMNONb3yeTcs agpecaumst IHTepHeT (KoTopyto
Yalle HasbiBaloT «IP-agpecaumen»). Kaxgomy BKIHOYEHHOMY B CETb YCTPOWCTBY NprYCBanBaeTCs
oavH YeTblipexbanToBbin IP-agpec (B cooTBeTcTBUM C npoTokosriom IPv4). IP-agpeca rmob6ansHo
YHUKarbHbI U HE 3aBUCAT OT annapaTHbIX CpeacTsB.

IP-agpeca ngeHTMnumnpyoT KOMNbIOTEP, HO HE 0BecneunBaoT agpecaumo OTAENbHbIX
npoueccoB n cnyx6. MNMpotokonbl TCP 1 UDP pacwupsioT IP-agpeca, ncnonb3ysa noptbl. [MopT
B AaHHOM cnydyae npeactaBndetr cobon aByxbanToBoe yucro, ngobaesnsemoe k |IP-agpecy u
yKasblBaloLLlee KOHKPETHOIO aagpecara Ton Unm MHon ceteBon cnyxobl. Bce ctangaptHele UNIX-
cnyx6bl CBA3LIBAIOTCA C U3BECTHLIMU NOPTaMu, KOTOPbIE onpeaeneHbl B panne /etc/services.
Ans Toro 4tobbl NpeaoTBpaTUTL NOMNbLITKU HeXenaTesibHbIX NPOoLEeCcCOB 3aMacKMpoBaTbCA Nof
3TN cnyX6bl, yCTAHOBMNEHO, YTO NOPTblI C HOMepamu A0 1024 MoryT MCNonb30BaTbCS TOSIbKO

cynepnonb3oBaTterneM. OnnucaHue danna /etc/services NpMBeAeHO B man services.

6.1.3. MapwpyTtusauymsa

6.1.3.1. Tabnuua

MapLpyTusaumsa — 3To npouecc HanpaBneHus naketa no psiay ceten, Haxoasimxcsa
MeXay MCTOYHUKOM M aipecaToM.

[aHHble MapLpyTU3auumn xpaHaTca B Tabnvue mapLlipytmsaummn. Kaxabii aneMeHT aTon
Tabnuvubl coaepXUT HECKONbKO NapamMeTpoB, BKNOYAaA nofe HageXHOCTU, KOTopoe paccTaBnsieT
MapLpyTbl MO nNpuopuTeTam, ecnu Tabnvua cogepXxut NpPoTUBOPEYUBY0 MHopMauuo. Ons
HanpaBneHnsa nakeTa no KOHKPETHOMY agpecy noabupaercs Hambonee NOAXOAALLMA MapLUPYT.

Ecnun HeT HK Takoro MapuwpyTa, HW MapLwipyTa no ymoJsiHaHuio, TO OTNnpaBUTENTIO BO3BpaLLlaeTCA
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owmnbka: «network unreachable» (ceTb HegocTynHa).

Tabnuuy mapLpyTnsaumm KOMNbOTEPA MOXHO BbIBECTM HA 3KpPaH MOHMTOPA C MOMOLLIbHO
KOMaHabl route.

6.1.3.2. OpraHmsauusa nogceten

OpraHunsauus nogceTten 3agaeTcss Mackom NoaceTn, B KOTOPOM BUTbLI CETU BKIKOYEHDI, a
OuMTbI KOMMNbIOTEPa BbIKNOYEHbI. Macka noaceTy 3agaeTcsa BO BpeMsi HavanbHOW 3arpys3ku, korga
KoHUrypupyetcsa ceteBon uHtepdgenc komaHgon ifconfig. Agpo, kak npasuno, ncrnonbayet
cam knacc IP-agpecoB ans Toro, YTobbl BbIACHUTb, KakMe BUTbl OTHOCATCHA K CETEBOW YacTu
aZipeca; ecnu 3agatb MacKy SIBHO, TO 3Ta (PyHKLUUSA NPOCTO OTMEHSAETCS.

Mpu opraHusauun nogceter HEOOGXOAMMO YYECTb, YTO €CNN BblYUCIUTESNbHASA CETb UMEET
bonee ogHOro coeanHEHNs ¢ ceTbio IHTEPHET, TO Apyrne ceTn SOMKHbl yMEeTb OTniMyaTh NoaceTu

ceTu nonb3oBaTens, YTobbl oNpeaenvTb B KaKo MapLupyTu3aTop criedyeT nocnaTb Naker.

6.1.4. CospnaHune cetu TCP/IP

Mpouecc co3gaHus cetn TCP/IP cocTtouT n3 cnegytowmx atanos:

nnaHnpoBaHMe CeTu;

HasHaveHue IP-agpecos;

HacTpounKa ceTeBblX MHTEP(ENCOB;

HaCTpoOMKa CTaTUYECKUX MapLUPyTOB.

6.1.4.1. NnaHmpoBaHue cetn

lMnaHnpoBaHWe ceTn BKNOYAET:

- onpegerneHne CerMeHToB CETU;

- onpegeneHne TeEXHNYECKMUX U NPOrpamMMHbIX CPeACTB, C MOMOLLbI KOTOPbIX CEMMEHTDI

o6beanHAITCSA B CETb;

- onpegeneHne cepBepoB M pabounx CTaHUMN, KOTopble OyayT YCTaHOBMEHbI B KaXXO0M

CermMeHTe;

- onpegerneHve Tuna cpedbl (BUTasa napa u ap.).

6.1.4.2. HazHa4yeHune IP-agpecoB

ALpeca HasHayaloT ceTeBbIM UHTEPdENCaM, a He KoMnbloTepaM. Ecnn y komnbloTepa
€CTb HECKONbKO MHTepdencoB, y Hero ByaeT HECKONbKO CeTeBbIX aipeCcoB.

HasHavasa komnbloTepy IP-agpec, crnegyet ykasaTb COOTBETCTBME MEXAY 3TUM aapecom
N MMEHeM KoMnbtoTepa B hanne /etc/hosts. OTO COOTBETCTBME NO3BONUT obpalwlaTbCs K
KoMMbloTEPaM Mo UX UMEHaM.

6.1.4.3. HacTpouka ceTeBbIX UHTepcencos

KomaHaa ifconfig ncnonb3yeTcs Ans BKIOYEHUSA U BbIKIHOYEHUS CETEBOIO MHTEPdEN-
ca, 3agaHua IP-agpeca, wimpokoBeLlaTenbHOro agpeca u CBA3aHHOW C HAM MacKu NogceTu, a

Takke Oana yCTaHOBKU OpPYrnx onumn un napamMmeTpoB. OHa 06bI4HO BLINOMHAETCS BO BpemMsd nepeo-
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HavasibHOM HACTPOWKK, HO MOXET NMPUMEHATBLCA U ONA BHECEHUS N3MEHEHUN B JaNbHeuLeM.
B G6onblumHcTBE cnyvaeB KomaHaa ifconfig nmeet cnegyowmmn opmar:

ifconfig unTepderic [cemercTBO] amgpec up ONuUuUs

Mpnumep
ifconfig eth0 128.138.240.1 up netmask 255.255.255.0 broadcast 128.138.240.255

3pecb nHTepdenc obo3HayaeT annapaTHbIi MHTEPdENC, K KOTOPOMY NMPUMEHSETCS KO-
maHga. Kak npaBuno, aTo ABYX-TPEXCMMBOSIbHOE UMSA YCTPOMCTBA, 3a KOTOPbIM CreayeT YMCIo.
Mpumepbl pacnpocTpaHeHHbIX UMeH ethl, 100, ppp0 00pas3ytoTCca U3 UMEHN ApanBepa YCTPOn-
CTBa, UCMNOMb3yeMoro Ans ynpaeneHns um. [Ons Toro 4tobbl BbIACHUTb, KakMe MHTepdencol
UMEIOTCH B CUCTEME, MOXHO BOCIMOb30BaTbCA KOMaHAOM:
netstat-i

KroueBoe cnoBo up BKIKOYAET MHTepPeNC, a KnveBoe CrioBo down BbIKMAKOYAET €ro.

OnucaHune komaHabl npuBeaeHo B man ifconfig.

6.1.4.4. HacTponka cTaTU4eCKMX MapLUpyTOB

KomaHga route onpegensieT ctaTuyeckne MapLupyTbl — SIBHO 3a[aHHble 9fieMEHTbI
Tabnuupbl MapLpyTn3aumm, KOTopble 00bIYHO HE MEHSAIOTCA aXe B TEX Cryvasix, Korga 3anyckaeTcs
CepBepHbIN NpoLecc MapLIpyTU3aUmu.

MapLpyTusaums BbinonHsaeTca Ha yposHe |IP. Korga noctynaet naket, npefHasHavyeHHbIn
Ans gpyroro komnbtoTepa, IP-agpec nyHkTa HasHa4yeHs naketa cpaBHUBAETCSA C MapLUupyTamu,
yKasaHHbIMW B Tabrvue MapLupytusauum sapa. Ecnm Homep ceTu nyHKTa HasHayeHust coBnagaet
C HOMEepPOM CeTU Kakoro-nnbo mMapLupyTta, TO nakeT Hanpasnserca no |IP-agpecy cnegytouwlero
LUt03a, CBA3aHHOIO C AaHHbIM MapLUpyTOM.

CywecTByloLine MapLLpyTbhl MOXHO BbIBECTM Ha 9KpaH KOMaHOOM route.

OnucaHue KOMaHabl NPUBEAEHO B man route.

6.1.5. lNpoBepka n oTnagka cetn

6.1.5.1. ping

KomaHga ping CRy>XuT OS1s NPpOBEpKn coeanHeHun B ceTsix Ha ocHoe TCP/IP.

OHa paboTtaeT B 6€CKOHEYHOM LMKNe, ecnu He 3agaH napamMmeTp —c, onpeaensaoLwmnn
KONMYeCTBO NakeToB, Nocrie nepeaayn KOToporo KOMaHaa 3aBepLuaeT CBOe BbiNonHeHue. YTobbl
npekpaTntb paboTy kKOMaHabl ping, Heobxoaumo HaxaTb <Ctrl+C>.

OnucaHune KoMaHabl NPUBEAEHO B man ping.

6.1.5.2. netstat

KomaHga netstat BblgaeT MHOPMaUUIo O COCTOAHUN, OTHOCSLLYIOCS K CETSM:

- NpoBepKa COCTOSAHUSA CETEBbIX COeOUHEHUN;

- aHanus nHgopmaumnmn o KoHgUrypaumm MHTepdencos;

- M3yyeHue Tabnumubl MapLIpyTU3aLuu;
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- MoslyYeHne CTaTUCTMYECKMX OaHHbIX O Pa3fiMYHbIX CETEBbLIX NPOTOKOMaXx.

KomaHpa netstat 6e3 napameTpoB BblaaeT MHPOPMALMIO O COCTOSIHUM aKTUBHbIX MOPTOB
TCP n UDP. HeakTtuBHblEe CepBepbl, OXunaarolme yCTaHOBIEHNA COEAUHEHMS, KaK NpaBunio, He
nokasbIBaloTCs (MX MOXXHO NPOCMOTPETb KOMAHAOM netstat -a).

OcHoBHbIE NapamMeTpbl KOMaHabl netstat:

- —1 — NoKasblBaeT COCTOSIHNE CETEBbLIX MHTEPENCOB;

- —r — BblgaeT Tabnuuy MapwpyTmMsaunmn a4pa;

- —s — BblaeT coaep>XMMoe CHETYMKOB, pa3bpoCcaHHbIX MO CETEBLIM NporpamMmmam.

OnuncaHune koMaHabl NPUBEAEHO B man netstat.

6.1.5.3. arp

KomaHga arp obpaliaetcs k Tabnuue sapa, B KOTOpoOW 3agaHo cooTBeTcTBue |IP-agpecos
annapatHbiM agpecam. B cpene Ethernet Tabnuubl Beaytca ¢ nomouwbio npoTtokona ARP u He
TpebyoT agMUHUCTPUPOBAHMS.

KomaHga arp -a pacnedatbiBaeT COAepXXMMoe Tabnuubl COOTBETCTBUMN.

OnucaHue KoMaHAbl NPUBEAEHO B man arp.
6.2. Cnyx6a FTP

B OC nepepayva dannos obecneunBaeTcsi C NOMOLLbIO MHTEPAKTUBHOM KOMaHabl 1ftp,
Bbl3bIBAEMOW Ha KITMEHTCKOW CTOPOHE, U cepBepa vsftpd, KOTOPbLI 3anyckaeTcs Ha KOMMbIOTepE,
BbINomnHsoLWeM dyHKUMo cepepa cnyxbbl FTP. O6e komaHabl peanusytoT NPOTOKON nepegaydn
dannos FTP. [insa konnpoBaHus ¢annoB KNMEHTY 0ObIYHO (XOTS CyLLeCTBYET U BapnaHT aHOHUM-
HOro gocTyna) HeobxoAMMO 3HaHME UMEHU 1 Napons Nosib3oBaTeris, KOTOPOMY NpuHaanexar

drannbl Ha cepeepe crnyxobl FTP.

6.2.1. KnneHrckasa yactb

Bbi30oB kKOMaHAbl 1 ftp OCyLLEeCTBNAETCA KOMaHAoM:
1ftp umsa_cepsepa

MHTepaKkTUBHbIN OCTYyN K cepBepy cnyx6bl FTP obecneynBaeTcs crnegyrowmmm OCHOB-
HbIMU BHYTPEHHUMM KOMaH4amun 1ftp:

- open, user, close — CBA3b C yaaneHHbIM KOMMbIOTEPOM;

- lcd, dir, mkdir, 1pwd — pabota ¢ katanoramu B FTP-cepBepe;

- get, put, ftpcopy — nonyyeHve u nepegada oansos;

- ascii, binary, status — ycTaHoBKa napameTpoB nepegayu.

Bbixog 13 komaHabl Lftp OCywWwecTBNSeTCa No KOMaHae exit.

OnucaHue KoMaHabl NpuBeaeHo B man 1ftp.

6.2.2. CepBep VSFTPD
B OC nporpammHbIn nakeT vsftpd ycTaHaBNMBaAETCA KOMaHOOM:



65

apt-get install vsftpd

MakeT Takke MOXeT BbiTb YCTaHOBMNEH B npouecce yctaHoBkn OC. [ns atoro cneayet B
OKHe nporpamMmmsbl yCTaHOBKM «BbiBbop nporpammHoOro obecnevyeHuns» oTMeTUTb rpynny nakeTos
«CeTeBble CepBUCbI».

lMocne yctaHoBKM criegyeT obpaTuTb BHUMaHWE Ha hannbl AOKyMeHTaumm B KaTaro-
re /usr/share/doc/vsftpd, rae katanor EXAMPLE COAEPXUT pasfnunyHble npumMepbl KOHMN-
rypaunoHHoro canna cepsepa vsftpd.conf. B pykoBoacTtBe man nogpobHO onucaHbl Bce
BO3MOXHOCTW NporpamMmeil.

KomaHga pacnonaraetca B katanore /usr/sbin/vsftpd.

6.2.2.1. KoHdurypaumoHHbIn chann

lMocne yctaHoBKM cepBepa vsftpd OH cpa3sy rotos Kk pabote ¢ napameTpamu rno ymonya-
Huto. Ecnn anga paboTtbl cepBepa HeobxoaMMbl Apyrne 3HaYeHUst NnapaMeTpoB, cnegyeTt oTpeaak-
TUPOBaTb KOH(UrypaLumoHHbIA hann /etc/vsftpd.conf.

B danne vsftpd.conf npeacrasneHsbl Tpy Buaa napameTpos:

- BOOLEAN — napameTpbl, KOTOpble MOryT cogepXaTb 3HayeHust YES u NO;

- NUMERIC — napameTpsbl, coaepalime pasnuyHble unudpoBble 3Ha4YeHnsa (Hanpumep,

BpeMS B CEKyHOAX UM HOMep nopTta coeuHEHUs);

- STRING — napameTpbl, cogepkalime TeKCTOBYIO CTPOKY (Hanpumep, NyTb K Katanory

Ha gucke).

CneayeTt 3aMeTUTb, YTO HEKOTOPbIE NapameTpbl MOrYT SIBHO OTCYTCTBOBaTb B KOH(Urypa-
LMOHHOM (banne. OTO O3HAYaET, YTO ANA HUX UCMNONb3YeTCs 3Ha4YeHne, 3agaHHoe Mo YMOYaHuIo
n obo3Hayaemoe Kak Default: B pyKOBOACTBE man.

He Bce napameTpbl cnegyeT ykasbiBaTb HANpPsiMylo, MHa4Ye KOHMUrypauuoHHbIM hann
MOXET JOCTUYb OYeHb BonbLuMX pa3mepoB. B 6onblUMHCTBE cnyyYaeB AOCTATOYHO 3anucaTb B
hann HeCKosibKO CTPOK, a AN OCTalNbHbIX HACTPOEK UCMOMNb30BaTh 3HAYEHUS MO YMOMYaHUIO.

MHorvne HacTporKu 3aBUCAT OT ApYyrnx napamMeTpoB. Ecnn napameTpbl, OT KOTOPbIX OHK
3aBUCAT, OTKIMKOYEHbI, TO U JaHHble HAaCTPOMKM ByaoyT OTKMOYeHbl. HekoTopble napameTpbl ABNSAOT-
CS1 B3aUMOWCKIoYaoLWnMKn 1, cnegoBaTtenbHo, He ByayT pabotaTe B nape C TakMMm BKIKOYEHHbIMU
napamMmeTpamu.

OnucaHue cnyx6bl vsftpd n panna vsftpd. conf NpUBeAEHO Ha CTpaHULax pyKoBOA-

CTBa man.
6.3. Cnyx6a DHCP

Ha komnbloTepe, BbIMOMHAKOLWEM pOSib cepBepa AUHAMUYECKON KOHUrypaumm cetu,
AOIMKHa ObITb ycTaHoBneHa cnyxba dhcpd. HacTtponku atonm cnyxbbl XxpaHaTcs B dhanne

/etc/dhcpd.conf. ®ann HaCTPOWKM COAEPXKUT UHCTPYKLMN, KOTOPbIE ONpeaensoT, Kakue noa-
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CeTu 1 y3nbl 06CnyXMBaeT cepBep M Kakyto MHOpMaLMO HACTPONKM OH UM NPeAOCTaBIsET.

CepBep anHamunyeckn HasHadvaeT IP-agpeca DHCP-knueHTam obenx nogcetemn n ocy-

LecTBNSAET noaaepXky Heckonbknx knneHtoB BOOTP. NepBble HECKOMBKO akTUBHbBIX CTPOK (harna

onpeaensitoT psg NapamMeTpoB U PEXMMOB, ENCTBYOLWMX AN BCEX 00CNYKMBAaeMbIX CEPBEPOM

noaceTen n KNMEHTOB. KOHCTPYKUMSA KaXKaown CTPOKM €CTb peanu3auus wabnoHa «napameTp —

3Ha4YeHune». «I'IapameTp» MOXeT ObITb OBLUUM MNK CTOATb nepen Krnw4yeBbiM CNOBOM option.

MapameTpbl, cneayolme 3a CroBOM option, — 3TO KIHOYM HACTPONKN. OHM TakkKe COCTOAT U3

MMEeHUN KIto4da 1 ero 3Ha4v4eHu4.

Kpome o6Lumx napameTpoB, CYLLECTBYIOT T. H. «OMnepaTopbl TONOMOrMN CeTU» Unn «obbaB-

JIeHnA».

OnuncaHne HEKOTOPbIX MapamMeTPoB HACTPoOWKM cepeepa dhcpd, cogepxawmxcs B danne

dhcpd. conf, npuBeaeHo B Tabnuue [12]

Tabnuuya 12

MapameTp

OnucaHne

max—-lease-time

OnpegensieT MakcumarnbHO JoNyCcTUMOe BpeMsi apeHapbl. HesaBucrumo
OT ONMTENBbHOCTM apeHapbl, UrypmpytoLen B 3anpoce KnneHTa, aToT
CPOK HE MOXET MPEBbILLATL 3HAYEHWE, 3aJ4aHHOE AaHHBbIM NapaMeTpoM

get-lease-hostnames

MpegnucbiBaeT dhcpd NpefocTaBnAaTb KaXKOoMY KMUEHTY Hapsay ¢ au-
HaMU4ecknm agpecom ums yana. Mims ysna gomkHO 6biTb NONYyYEHO OT
DNS. [laHHbI napameTp — norndeckuin. Npu 3Ha4yeHnn FALSE HasHa-
yaeTcs agpec, HO He ums yana. 3HavyeHne TRUE UCNOMb3yeTcst TONbKO
B CETAX C HEBOMbLUMM KONIMYECTBOM XOCTOB, KOTOPbIM BbIOENATCH
UMeHa, T. K. nomck nmeH B DNS 3ameanset sanyck gemMoHa

hardware type address

MapameTp onpeaensieT annapaTtHbIi agpec KnueHTa. 3HavyeHne type
MOXET ObITb ethernet uUnM token-ring. address OOMKeH ObITb CO-
OTBETCTBYIOLLMM YCTPOWUCTBY (bmanyeckum agpecom. lNapameTp gormkeH
ObITb CBA3aH C onepaTopoM host. OH HeobOxoaMm Ans pacno3HaBaHus
knneHta BOOTP

filename file

YkasbiBaeT dpann 3arpy3ku gnst 6e3guckoBbIX KNMEHTOB. file — 3TO
ASCII-cTpoka, 3akrnodeHHas B KaBblYku

range [dynamic-bootp]

[aHHbI NapameTp ykasbiBaeT AnanasoH agpecos. [locne Hero ve-
pes3 npoben ykasbiBaeTCs HWXKHUA agpec AManasoHa U onumoHasnbHO
BepxHUn agpec. Ecnun BepxHnin agpec He ykasaH, 3aHMMaeTCcsl BECb
TEOpPETMYECKM BO3MOXHbBIN AnanasoH OT HUXHEro agpeca. JTOT na-
pameTp Bcerga cBs3aH C onepaTtopoM subnet. Bce agpeca AomxHbl
npuHagnexatb 3Ton nogcetn. dnar dynamic-bootp yKkasblBaeT, UTo
agpeca MoryT aBToMatMyeckn HasHadatbes knmeHtam BOOTP Takke,
Kak u knueHtam DHCP. Ecnu onepaTop subnet He cogepXuT napa-
MeTpa range, A4S19 TaKOW MOACETU AMHAMUYECKOe pacnpenereHme
agpecoB He AencTByeT

server—-name name

NUmsa cepsepa DHCP, nepepnaBaemoe KnueHTy. name — 310 ASCII-
CTPOKa, 3aKroYeHHasi B KaBbIYKK




OkoHyaHue mabnuue! 12

67

MapameTp

OnucaHune

next-server name

Mms yana nnu agpec cepeepa, C KOTOPOro CrieayeT NoslyynTb 3arpy-
304HbIN hann

fixed-address

HasHavaeT y3ny oguMH nnun HeCKosbko oMKCUMpoBaHHbIX agpecos. [en-
CTBUTENEH TONbKO B COMETAHUM C NapameTpoM host. Ecnu ykasaHo
HECKONbKO aapecoB, BblOnpaeTcsi agpec, KOPPEKTHbIA ANs AaHHOW
CeTn, U3 KOTOPOW BLINOSTHAET 3arpy3ky knueHT. Ecnn Takoro agpeca
HET, HMKaKne napameTpbl He NepeaarTcs

dynamic-bootp-lease-
cuttof date

YcTtaHaBnuBaeT AaTy 3aBeplUeHust AEACTBUS aapecoB, Ha3HAYEHHbIX
knneHtam BOOTP. Knuentol BOOTP He obnagatoT cnocoOHOCTbIO 00-
HOBMSATb @apeHay W He 3HAaKOT, YTO CPOK apeHAbl MOXET UCTeYb. OTOT
napamMeTp MeHSIET NoBedeHMe cepBepa N UCMONb3yeTCs TONbKO B OCO-
ObIx criyyasnx

dynamic-bootp-lease-
length

[OnuTenbHOCTb apeHbl B CeKyHAax Ans afpecoB, aBTOMaTUYeCKu
HasHa4aembix knueHtam BOOTP. JaHHbii napamMeTp Mcrnonb3yeTcs
B OCOObIX CUTyauusiX, Korga KIMeHTbl UCMonb3yT obpas 3arpysku
BOOTP PROM. B xoae 3arpy3ku KNueHT OenNCTBYET B KAYeCTBe KIUEH-
Ta BOOTP, a nocne 3arpy3ku pabotaet ¢ npotokoriom DHCP u ymeer
0BHOBNATL apeHay

use-host-decl-names

MpeanvcbiBaeT NnepeaaBaTb MMs y3na, ykasaHHoe B onepaTtope host,
KNMWMEHTY B Ka4ecTBe ero MMeHu. Jlornyeckuin napameTp, MOXeT UMETb
3HayeHuss TRUE unum FALSE

server-identifier
hostname

OnpependeT 3HayeHWe, NnepegaBaemMoe B kayecTBe naeHTudukaTo-
pa cepsepa. o ymonyaHuio nepegaetca nepsoin IP-agpec cetesoro
uHTepdenca

authoritative not
authoritative

YkasbiBaeT, sBnserca num  cepeep DHCP  KOMNeTeHTHbIM.
not authoritative wucnonb3yeTcd, Korga B KOMMETEHUUIO
cepBepa He BXOOWUT pacnpegeneHne agpecos KrMeHTam

use-lease—-addr-for-
default-route

Jlornyeckuin napameTp (TRUE nnu FALSE). [peanucbiBaeT nepegasaTb
KNMeHTY apeHAoBaHHbIN agpec B Ka4ecTBe MapLupyTa no yMONYaHuIo.
MapameTp ncnonb3yeTcs TONbKO TOrAa, Koraa NokKanbHbI MapLipyTu-
3aTop ABndeTcs cepBepom-nocpegHukoMm ARP. OnepaTop HacTpoliku
routers umeet 6onee BbICOKU NpuopuUTET

always-replay-rfcl048

Jlornyeckun napametp. MNpegnuceiBaeT nocbinate knveHty BOOTP
oTtBeThbl B cootBeTcTBUM ¢ RFC 1048

allow keyword deny
keyword

OnpegensieT HeOOXOAMMOCTb OTBEYATb Ha 3anpoChl Pa3fNINYHbIX TUMOB.
KritoueBoe cnoBo keyword ykasbiBaeT TUM paspeLleHHbIX U 3anpeLleH-
HbIX 3anpocoB. CyLLEeCTBYIOT criefytoLimne KrnoYeBble CroBa:

— unknown-clients — onpegensetr BO3MOXHOCTb AUHAMUYECKOrO
Ha3Ha4YeHNsa agpecoB HEM3BECTHbLIM KITMEHTaM;

— bootp — onpegensieT HeobXxoANMOCTL 0TBeYaTb Ha 3anpockl BOOTP
(mo ymonuaHuio obcnyxmearTcs);

— booting — ncnonb3yetcsa BHYTpM 06bsABNEHNS host ANSA ykasaHus
HeoOXOAMMOCTN OTBEYaTb TOMY UITM MHOMY KNUeHTY. o ymonyaHuio
cepBep OTBEYaAET BCEM KIIMEHTaM

Kaxxabln 13 onepaTopoB TOMOMOMM MOXET MHOFOKpPATHO BCTpeYaThes B doaiinie HacTPOVKM.
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Onepatopbl ONpeaensitoT nepapxuyeckyto cTpyktypy. Onepatopbl Tononorum, BCTpevatomnecs B

caine dhcp. conf, npueeaeHsl B Tabnuue [13]

Taobnuuya 13

Oneparop OnucaHune

lpynnupyeT onepatopbl shared-network, subnet, host n gpyrue one-
patopbl group. [Mo3BonaeT NpyMeHATb Habopbl NapameTpoB N OMUMIA KO
BCEM 3JieMeHTaMm rpynnbl

group {[parameters]
[options]}

Mcnonb3yeTcst TOMNbKO B criyvae, Korda HeCKOMbKO NoAceTeln HaxoaaTcs B oa-
HOM (pm3anyeckom cermeHTe. B BonbLUMHCTBE CriyvaeB pasnuyHble NoAceTH
HaxXo4ATCA B pasnuyHbIX pranyeckux cetsx. B kayecTBe MMEHM name MOXET
shared-network name | ncnonb3oBartbcs noboe onucarensHoe nmsa. OHO MCMONb3yeTCH TOMbKO B
{ [parameters] OTNafouHbIX coobLLeHnsx. [NapameTpbl 1 onuun, cBA3aHHbIE C 06LLEN CEThIO,
[options]} 06bABNAKTCS BHYTPU UTYPHBIX CKOOOK 1 AENCTBYIOT Ha BCe nodceTh obLen
cetn. Kaxxabln onepatop shared-network COAEPXUT HE MeHee ABYX ore-
paTtopoB subnet, B MPOTUBHOM CIly4ae HET HEOOXOAMMOCTU NCMONb30BaTb
rpynnupoBaHve

O6uweynoTpebuTensHblie onuun, cnedyrolue 3a Kni4YeBbiM CITOBOM option B dainne

dhcp. conf, npuBeneHbl B Tabnuue [14]

Tabnunua 14

Onumnsa

OnucaHue

subnet-mask

OnpegensieT macky noacetn B hopmare OECATUYHON 3anncy Yepes TOUKY.
Ecnun subnet-mask otcyTcTBYeT, dhcpd MCNOMbL3YET MacKy NoaceTn u3
onepartopa subnet

time-offset

YKasblBaeT pasHuLy AaHHOIO YacoBoro nosica ¢ spemeHem UTC B cekyH-
aax

routers

ﬂepeqvlcnﬂeT agpeca OOCTYMNHbIX KINMeHTaM MapLipyTnU3aTopoB B Nopsaake
npeanoyvTeHns

domain-name-servers

Mepeuncnsaer agpeca JOCTYMNHbIX KnNneHTam cepBepoB DNS B nopsigke
npeanoyTeHus

lpr-servers

MNepeuncnaer agpeca OOCTYMHbIX KNMeHTaM cepsepoB nedatun LPR B
nopsiaike npeanovTeHus

host-name

YKasblBaeT nmsi y3na aona KnmeHta

domain-name

OnpepnenseT uvms AoMeHa

interface-mtu

Onpepensiet 3HavyeHne MTU gna knueHTa B 6antax. MnHumansHo gony-
CTUMoOe 3HayeHne — 68

broadcast-address

Onpep,enﬂeT UJI/IpOKOBeUJ,aTeJ'IbeIIZ agpec and noaceTun KrneHta

static-routes
destination gateway

MepeyncnsieT OOCTYMNHbIE KIMUMEHTY cTaTUdeckme MappyTbl. MapLupyT no
YMOIYaHUo He MOXeT BbITb yKka3aH TakuM cnocobom. [ns ero ykasaHus
ncrnonb3yeTcs onuus routers
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OkoHyaHue mabnuusi 14

Onuwms Onucanve

Onpegenser, cnegyert N KNUEHTY BbIMONHATb MHKAMNCYsALUUo 3aBepLunte-
nen (onTMmMmsauusi, OCHoOBaHHasa Ha N3MEHEHUM nopsaaka AaHHbIX). 3Ha-
YeHue 0 o3HavaeT, YTO MHKaMNCYNsUMo BbINOMHATL He criegyeT, 1 nmeet
NPOTMBOMOOXHbLIA CMbICIT

trailer-encapsulation

nis-domain string Ctpoka cumBoroB, onpegenstoLwas nmsa gomeHa NIS

Wcnonbayetcsa B onepaTtope host gns onpegeneHnst ngeHtudukaropa
knneHta DHCP. dhcpd MoXeT ncnonb3oBaTtb AaHHOE 3Ha4YeHue Ansi UOeH-
Tndmkauum KnneHTa BMECTO annapaTHoOro agpeca

dhcp-client-
identifier string

3anyC|< CJ'Iy>K6bI dhcpd MOXHO OCYLLECTBUTb C NOMOLLbIO KOMaHAbI:

systemctl start isc-dhcp-server
U BKINIOYMTb B CNIMCOK CNyx6, 3anyckaemblx Npu cTapTe CUCTEMBI.
Onucanwne cnyx6bl dhcpd n panna dhcp. conf npuBedeHo Ha CTpaHULax pykoBOACTBA

man.
6.4. Cnyx6a NFS

Cnyx6a ceteoro goctyna k dC NFS nossonsiet ncnonbsoate PC yganeHHbIX cepBepoB
N KOMMbIOTEPOB.

Hoctyn k ®C yaaneHHbIX KOMMNbIOTEPOB 06ecnednBaeTcsl C MOMOLLbIO HECKOSTbKUX MPOo-
rpamMmm Ha CTOpOHax cepBepa U KNneHTa.

Ha cTopoHe cepBepa CyLeCcTBYHOT crieayrowme nporpaMmmbl, Ucnosnb3yemble ansa obecne-
yeHunsa cnyxbbl NFS:

- rpc.idmapd — nepeHanpaBnseT obpalleHns, caenaHHble ¢ ApYrnx KOMMbITEPOB K

cnyxbam NFS;

- rpc.nfsd — nepeBoanT 3anpocskl k cnyx6e NFS B gencreuTenbHble 3anpockl K J10-

kansHon ®C;

- rpc.svcgssd — NoAAepXnBaeT co3gaHne 3allnLLEeHHOro COeaUHEHNS;

- rpc.statd — noaaepXxnBaeT BOCCTAHOBIEHMNE COEANHEHUS NPU Nepe3arpys3ke cepee-

pa;

- rpc.mountd — 3anpawmBaeTcs 41 MOHTUPOBaHMA U pa3MoHTUpoBaHma PC.

OnucaHue nporpamm NpMBEAEHO Ha CTPaHMLLAX PYKOBOACTBA man.

Ha cTtopoHe cepBepa BbinonHAeTcs akcnopTupoBaHme ®C. OTo 03HaAYaEeT, 4YTo onpeae-
NEeHHbIE NOALEPEBbS, 3a4aBaeMble KaTtanoramu, o6baBNATCA AOCTYMHbIMU ANS1 KNUEHTCKNX
komMmnbtoTepoB. VIHdopmaums 06 akcnopTnpoBaHHbix PC 3aHocuTca B hann /etc/exports, B
KOTOPOM YyKa3sblBaeTCsl, Kakme Katanoru JOCTYMNHbI AN5 YKa3aHHbIX KIMEHTCKUX KOMMNbIOTEPOB U
KakuMm npasamun goctyna obnagaroT KIMEHTCKME KOMMbIOTEPLI NPU BbINOSTHEHUX Onepauui Ha

cepBepe. 3anpocbl MOHTUPOBAHMSA MOCTYNAOT OT KIIMEHTCKUX KOMMbIOTEPOB K CEPBEPY MOHTUPO-
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BaHWs mountd, KOTOPbIA NPOBEPSAET NPaBUIbHOCTb KITMEHTCKOro 3anpoca Ha MOHTUPOBAaHWE U
paspewlaet cepaepy cnyxbbl NFS (nfsd) obcnyxumBaTb 3anpochl KNNMEHTA, BbINOMHMUBLUETO MOH-
TUpoBaHue. KnneHTy paspeluaeTcs BbINOSHATbL pasfnyHble onepauumm ¢ akcnoptuposaHHon ¢C
B Npeaenax cBoux NOMHOMo4YMi. [1na nonyyeHns xopoLlero kayectBa 0bCnyXMBaHs KNMEHTOB
pekomeHayeTcsa Ha cepBepe cnyx6bl NFS ogHOBpeMEHHO 3anyckaTb HECKONBbKO KOMUI npoLecca
nfsd.

Ha cTopoHe knueHTa gnga nogaepxku cnyxbol NFS4 ncnonb3yetca mogmduumpoBaH-
Has KoMaHga mount (ecnu ykasbiBaetca @C NFS4, To aBTOMatnyeckn Bbi3biBaeTCs KoMaHaa
mount .nfs4). [lononHUTENbHO KOMaHaa MoanduumMpoBaHa Takmm obpasom, 4TOobbI OHa Morna
NOHUMAaTb 3anuchb:
HMsI__KOMIIBIOTEpAa: KaTaJsor
roe umsa_komnbioTepa — UMs cepBepa NFS, xaTanor — 3KCNnOpTUPOBaHHbLIN KaTanor cepeepa
cnyx6bl NFS. [Insa yaaneHHbix ®C, KOTOpble ABNAKTCA YaCTbio MOCTOAHHOW KOHGMrypauum
KnueHTa, 3anucn o MoHTUpyembix ®C cnyxbbl NFS gomkHbl ObiTb nepevncneHbl B danne
/etc/fstab ons aBTOMaTtM4eckoro MOHTUPOBaHWS BO BPEMSA HavarbHOMW 3arpy3kn KIMEHTCKOro
KoMmnbloTepa.

Kpome Toro, ons noaaepXku 3alimeHHbIX COeAMHEHNI Ha KITMEHTCKOM CTOPOHE A0MmKHa
3anyckaTbcs koMmaHga rpc.gssd.

Mpn pabote c ceteBon ®C nobblie onepaunn Hag dannamMmm, NPOM3BOANMbIE HA fOKarb-

HOM KOMMbOTEPE, NepeaaTcsa Yepes CETb Ha yAaneHHbI KOMMNbIOTEP.
6.5. Cnyx6a DNS

Cuctema gomeHHbix meH DNS (Domain Name System) npegctasnsaet cobon nepapxu-
YeCKylo pacnpeerieHHy cuctemy Ansa noryyYeHus Hopmaumm o KOMMboTepax, cepamcax u
pecypcax, BXoasawmux B rnobanbHyo nm NpuBaTHYO KOMMbIOTEPHYO CeTb. Yalle Bcero ncnornb3y-
eTcsa onsg nonyveHus IP-agpeca no UMeHn KOMNbloTEPa UM YCTPOMUCTBA, NONyYeHna nHgpopmawmm
0 MapLupyTU3aLumm nNoyTbl U T.N.

OcHoBon DNS gaensietcs npeacrtasneHme 06 nepapxmyeckon CTpykType JOMEHHOrO UMEHM
n 3oHax. PacnpegeneHHasa 6a3a gaHHbix DNS nogaepxmBaetca ¢ nomoubio nepapxmm DNS-
cepBepoB, B3aMMOLENCTBYIOLLNX NO ONpeaeneHHOMY NpoTokony. Kaxabin cepeep, OTBEYatoLWLniA 3a
NUMS1, MOXET enernposaTtb OTBETCTBEHHOCTb 3a AallbHENLLY YacTb IOMEHa ApYroMy CepBepy, YTo
NO3BOSISIET BO3MNOXUTb OTBETCTBEHHOCTb 3a aKTyanbHOCTb MH(pOopMaL MM Ha cepBepbl pasnnUYHbIX
opraHu3auumi (nogen), oTBevatoLLmnX TONbKO 3a «CBOKO» YacTb AOMEHHOIO MMEHW.

OcCHOBHbIMU BaXkHbIMU NoHATUSIMM DNS aBnstoTcs:

- OoMeH (obnacTb) — UMeHOBaHHasi BETBb U nogaepeso B Aepese nmeH. CTpykTypa

OOMEHHOIro MUMEHWN OTpaXkaeT NopSAAOK CreqoBaHuUs Y3roB B Mepapxuun; JOMEeHHOE UMs

YNTaETCA CrpaBa HaleBo OT Miaalnx JOMEeHOB K AJOMEeHaM BbICLLUEro ypoBH4A (B nopdaake
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NOBbILUEHUST 3HAYNMOCTN);

- nonHoe nma gomeHa (FQDN) — nonHocTblo onpegeneHHoe nMs JomeHa. BknioyaeTt B

cebsi mMeHa Bcex poauTenbckux JOMeHoB nepapxmm DNS;

- 30Ha — YacTb AepeBa LJOMEHHbIX MMEH (BKMOYasi peCypcHble 3anucu), pasMellaemast

Kak equHoe LIernoe Ha HEKOTOPOM CepBeEPE AOMEHHbIX NMEH;

- DNS-3anpoc — 3anpoc oT KnueHTa (Unv cepBepa) cepBepy 4N nonyyeHuss tHgopma-

L.

Cnyxba OOMEHHbIX MMeH named NpegHasHadyeHa NS reHepauum otBeTtoB Ha DNS-
3anpocbl. CywecTtBytoT aBa Tmna DNS-3anpocos:

- NpsiIMON — 3anpoc Ha npeobpasoBaHne nMeHn komnbtoTepa B IP-agpec;

- 06paTHbI — 3anpoc Ha npeobpa3soBaHue IP-agpeca B MMSA KOMMbIOTEPA.

6.5.1. Hactpouka cepBepa cnyx0bl OMEHHbIX UMeH named
KoHdurypaunoHHble napamMmeTpbl CNyX0bl named XpaHATCA B dannax kartanora

/etc/bind/, B nepByto ovepenb, B hanne /etc/bind/named.conf (cMm. Tabnuuy [15).

Tabnunuya 15 — KoHdurypaunoHHbie dansnbl cnyxObl AOMEHHbIX UMEH named

dann OnucaHune

OCHOBHOM KOHUIYpaLMOHHbIN dhann. CoaepKUT 3HAa4YEHMS KOH-
/etc/bind/named.conf UrypaumoHHbIX napaMmeTpoB AN BCero cepaepa 1 BKITHOYEeHUN
APYrUX KOHPUrypaunoHHbIX dhannos

KoHdurypaumoHHbIn dpann 30H no ymondaHuo. B 6onblinHcTee

named.conf.default-zones
crny4aeB He TpebyeT npaBku

KoHdurypaumnoHHbI haiin 0CHOBHbLIX NapameTpoB cepBepa, Bax-
HbIM U3 KOTOPbIX ABMSEeTCHa napaMeTp directory, cogepKalini
KaTanor KoHUrypaumoHHblx dannoB 30H. 3Ha4yeHne no ymorn4ya-
HWO /var/cache/bind

named.conf.options

KoHpurypaumoHHbIn thann onvcaHma nokarnbHbIX 30H cepBepa.
[nsa Kaxgomn 30Hbl yKasbliBaOTCA MYTU K KOHAUIYpaLNOHHBIM chai-
nam gns npsiMoro n obpatHoro pasbiMeHoOBaHUS (Kak npaBuno, B
yKa3aHHOM paHee kaTtanore /var/cache/bind)

/etc/bind/named.conf.local

HacTpownka cepBepa OMEHHbIX UMEH SIBAISIETCS CrOXHOW 3agadven. [Nepen ucnonb3o-
BaHneMm DNS cnefyet 03HaKOMUTLCA C CyLLECTBYHOLLEN JOKYMeHTaumen, oansamm noMoLm m
CTpaHuuaMn pyKOBOACTBA man cepBUCa named, KOHPUrypaumMoHHoOro gamna named.conf u
COMyTCTBYOLMX YTUNUT.

[anee npuBegeH TMNOBOW NPUMEP HACTPOWMKM Cry>KObl AOMEHHbIX MMEH named, 06cny-
XuBatoLwen ogHy JOMEHHYH 30HY. [Mpumep goctatodeH Ang AeMOHCTpauumn yHKLMOHMPYOLEro
pomeHa EINM OC.

Mpumep
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Hactporika cepBepa DNS gomeHa my . dom noacetn 192.168.1.
B KoHurypaumoHHbei pain /etc/bind/named. conf.local Heobxogumo fobaBuTb
crneayoLmne CTPOKu:
zone "my.dom" {
type master;
file "/var/cache/bind/db.my.dom";
}i

zone "1.168.192.in-addr.arpa" {
type master;
file "/var/cache/bind/db.192.168.1";
bi
MpumeyvyaHune. WmeHa KoHdUrypaunoHHbix pannoB cnegyetr BblibupaTb
Tak, 4TObObl ObIIO MOHATHO ANA KakoW KOHUrypauuu OHM ucnonb3yltcsa. B npuse-
OEHHOM MpUMeEpe UMS KOHUrypauuoHHOro dawna ans 30Hbl obpaTHOro mnpocmoTpa
MOXeT ©ObITb, Hanpumep: /var/cache/bind/1.168.192.in-addr.arpa.zone WX
/var/cache/bind/db.my.dom. inv.
KoHdurypaumoHHbin pann /var/cache/bind/db.my.dom COa4epXuT MHOpMaLMIo
30HbI NPAMOro NpocmoTpa:
; BIND data file for my.dom zone

STTL 604800

@ IN SOA my.dom. root.my.dom. (
2014031301 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL
Q IN NS server.my.dom.
@ IN A 192.168.1.100
@ IN MX 1 server.my.dom.
server IN A 192.168.1.100
clientl IN A 192.168.1.101
client? IN A 192.168.1.102
client3 IN A 192.168.1.103
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ns IN CNAME server

;gw CNAMEs

ftp IN CNAME server

repo IN CNAME server

ntp IN CNAME server

_https._tcp IN SRV 10 10 443 server.my.com.
clientl IN TXT "MAKS"

KoHdurypauunoHHbin pann /var/cache/bind/db.192.168.1 cogepXut nHopma-
LinI0 30HbI 06paTHOro NnpocmMoTpa:
; BIND reverse data file for my.dom zone

STTL 86400

@ IN SOA my.dom. root.my.dom. (
2014031301 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
86400 ) ; Negative Cache TTL
@ IN NS server.my.dom.
100 IN PTR server.my.dom.
101 IN PTR clientl.my.dom.
102 IN PTR client2.my.dom.
103 IN PTR client3.my.dom.

OnuncaHune 30H MOXET coaepkaTb CreayrLlmMe OCHOBHbIE TUMbI 3anNnUCeN:
- NS — nms DNS cepsepa;
- A — cBs3b UMeHu ¢ IP-agpecom;

- CNAME — CBSi3b NCEBAOHUMA C APYIMM MMeHEM (BO3MOXXHO NCEBAOHUMOM);

PTR — obpaTHas cBa3b |IP-agpeca ¢ umeHew;

SRV — 3anncb 0 CETEBOM CepBUCE,

TXT — TekcToBasd 3arnuchb.
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BHUMAHMUE! NepeBoa CTPOKM B KOHLIE KOH(PUTrYpaLMOHHbIX harioB 30H obsi3aTeneH.
B GonblwnHCTBE NPUMEHEHNIN HEOBXOAMMO yKa3aHMe TOYKM B KOHLIE MMEH KOMMbIOTEPOB AJ1S
npegoTBpalLLleHnst BblBoga KOPHEBOrO cydpdukca meHn Buaa «1.168.192.in-addr.arpa».

MoryT okasatbca nonesHbiMu cregywowme DNS ytunntbl (M3 cocTtaBa nakeToB
bind9utils 1 dnsutils):

- named-checkconf — npoBepKa CUHTaKCKCa, HO HE CEMaHTUKN KOHApUrypauum cnyxobl

OOMEHHbIX UMeH named,;

- nslookup — MHTEPAKTUBHbIN TEPMUHAS 3aNpPOCOB K Cry>K6e AOMEHHbIX UMEH;

- rndc — yTUnuTa ynpasneHns cryx06bl JOMEHHbIX UMeH named.

MpnumevaHune. O6HOBNEHNE KOHUIYpPaLUKN cepBepa MOXET BbINONHATLCA 6e3 nepe-
3anycka camou crny>k0bl 4JOMEHHbIX UMeH named BbI30BOM:

rndc reload

6.5.2. HacTponka knueHTOB ANA paboTbl CO CNy>X60W AOMEHHbIX UMEH

[nsa paboTbl co cnyx60om JOMEHHbIX UMEH Ha KOMMbITEPax HeobxoaMMOo Hanmnyne KoHu-
rypauuoHHoro ganna /etc/resolv.conf, cogepxatwiero MHPopMaLnio 0 JOMEHaX U MMeHax
cepBepoB DNS, Hanpumep:
domain my.dom
search my.dom
nameserver 192.168.1.100

Takke MOXeT ObITb pacCMOTpPeHa ycTaHOBKA CUCTEMbI NOAAEPKKN paboTbl co cnyx6on
OOMEHHbIX UMEH, coaepKallencs B nakete resolvconft.

BHUMAHMUE! [1ns B3aumogencteusa DNS-cepBepa ¢ knmeHTamu, yHKLUNOHNPYOLWNMU B
pasHbIX MaHOATHbIX KOHTEKCTaX, TpebyeTca ONONMHUTENbHAA HAacCTpPOrKa MexaHuamMa privsock.
OnucaHne HacTPOMKN CETEBbLIX CEPBUCOB ANS paboThl C UCNONb30BAaHNEM MeXaHM3Ma privsock
npuseaeHo B gokymeHTe PYCB.10265-01 97 01-1.

6.6. Hactponka SSH

SSH — 3710 KnNneHT-cepBepHasa cucteMa Ansi opraHn3aumm 3allmLLEHHbIX TYHHeNen mexay
ABYMS 1 Bonee KomnbloTepamu. B TyHHensx 3awuwatroTcs Bce nepegaBaeMble aHHbIE, B T. Y.
naponu.

B nocTtaensiemyto B coctaBe ANCTpUOYTUBA BEPCUIO NaKeTa ssh BCTPOEHbI anropuTMebl
3awmtHoro npeobpasoBaHnsa NOCT grasshopper-ctr (B cootBetcTBUM ¢ [OCT P 34.13-2015)
N UMUTOBCTaBKN hmac-gost2012-256-etm (Ha ocHoBe TOCT P 34.11-2012). 31K anroputmbl
NCMONb3YTCH MO YMOMYaHMIO, UX UCNOMNb30BaHWe He TpebyeT cneunanbHON HaCTPOWKN.

Mpn 3TOM B CNUCOK anropuTMoOB 3aLlMTHOrO npeobpasoBaHus (MapamMeTp KoHdurypa-
umm Ciphers) n BbIpaboOTKM UMUTOBCTABKM (MapaMeTp KoHdurypaumm MACs), OMNYCTUMbIX K
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MCNorib30BaHMto, Mo ymMmorn4aHuto BKJ1HOYEHbI crieayoLlimne ariroputMbl 3aLLMTHOIO I'Ip606pa3OBaHVIﬂ
(nepevncneHbl B nopsiake yobiBaHWUsSi MPUOPUTETOB NPUMEHEHNS):
grasshopper-ctr,aesl28-ctr,aesl92-ctr,aes256-ctr,arcfour256,arcfourl2s§,
aesl28-cbc, 3des-cbc
N anropuTMbl BbIpabOTKNM MMUTOBCTABKM (MEpeYnCrieHbl B nopsake yobiBaHNA NPUOPUTETOB Npu-
MEHEHUS):
hmac-gost2012-256-etm, hmac-md5, hmac-shal, umac-64@openssh.com, hmac-ripemdl60

B KOHMUrypaumoHHbIx annax knveHta (dpann /etc/ssh/ssh_config) U cepBepa
(dbann /etc/ssh/sshd_config) UMeKOTCSH 3aKOMMEHTUPOBAHHbIE CTPOYKM Ciphers U MACs),
CNpaBOYHO OTpakaroLMe CNUCOK anropuTMOB, MPUHATLIX N0 YyMonyaHuto. Ecnun Tpebyetcs name-
HUTb Ha6op OOonyCTUMbIX anilropuTMoB U NPUOPUTETbI X NPUMEHEHUA, crneayeT paCKOMMEHTU-
poBaTb AaHHYHK CTPOYKY U YKa3aTb HYXHblE alilfOPUTMbI B NMopdake rnprnoputeTa nx BbliMOJTHEHUA.

Hanpumep, ans npuoputeTHoro Bblbopa Gonee NpocTbiX, a 3Ha4YuUT, bonee BbICTPbIX
anropuTtMoB MOXXHO MUCNOSMb30BaThb clefyruine napamMmeTpbl KOH(*)I/IpraLl,I/II/IZ
Ciphers aesl28-ctr,aesl92-ctr,aes256-ctr,arcfour256,arcfourl28,aesl28-cbc
MACs hmac-md5, hmac-shal,umac-64Q@openssh.com, hmac-ripemdl 60

npOBepVITb CMNUCKKU nogaep>XmBaembixX ariroputMoB MOXXKHO crneayrowmMmm KomaHgamun:
# CHOMCOK asnropuTMOB 3amMUTHOIO Npeobpa3oBaHUA:
ssh -Q cipher
# CHOMCOK anropuTMOB BHPAabOTKM HMUTOBCTABKU:
ssh -Q mac

HononHuTtenbHas uHdopmMaumsa no npuMeHeHWto ssh JOCTynHa Ha canTe wikil

astralinux.ru no ccolfike https://wiki.astralinux.ru/display/doc/SSH.

6.6.1. Cnyx6a sshd

CepBuc 6epeT cBOM KOHGUrypaumm cHadana m3 KoOMaHgHOW CTPOKKU, 3aTeM u3 danna
/etc/ssh/sshd_config.

CuHTakcuc:
sshd [-deigtD46] [-b bits] [-f config file] [-g login_grace_time]
[-h host_key file] [-k key gen_time] [-o0 option] [-p port] [-u len]

[MapameTpsbl, KOTOpbIE MOTYT NPUCYTCTBOBATL B (panne /etc/ssh/sshd_config, onuca-
Hbl B Tabnuue [16] MycTble cTpoku, a Takke CTPOKM, HAUYMHAOLWMECS C #, UrHOpUpYytoTcs. HassaHus

napameTpoOB He YyBCTBUTENbHbI K PErncTpy CMMBOJIOB.

Tabnuuya 16
MapameTp OnuncaHue
ALlowGrouns 3apgaeT cnucok rpynn, pasgeneHHbin npobenamu, KoTopble
up OyayT oonyLleHbl B cUCTEMY
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MapameTp

OnucaHune

DenyGroups

Jencrtene, npoTMBOMNOSIOXKHOE OENCTBUIO MapameTpa
AllowGroups: 3anncaHHble B OaHHbIM NapamMeTp rpynnbl
He OyayT OonyLleHbl B CUCTEMY

AllowUsers

3apaeT pasgerneHHbin npobenammn CNNCoK Nnonb3oBaTternen,
KOTOopble norny4aT AocTyn B cuctemy. 1o ymonyaHuio 4ocTtyn
paspeLLeH BCeEM Mornb30oBaTensiM

DenyUsers

Jencrtene, npoTUBOMNOSIOXKHOE OENCTBUIO MapameTpa
AllowUsers: 3anvcCaHHble B AaHHbIN NapameTp nonb3oBa-
Tenu He nosy4ar 4ocTyn B CUCTEMY

AFSTokenPassing

YkasblBaeT Ha TO, MOXET 11 Mapkep AFS nepecbinatbcsi Ha
cepBep. 3HaYeHMe Mo yMonyaHuo yes

AllowTCPForwarding

YkasblBaeT Ha TO, paspeLleHbl N1 3anpockl Ha nepeaapeca-
LMI0 NOPTOB. 3HaYEHWE MO YMONYaHUIo yes

Banner

OTobpaxaeT NonHbIv NyTb K hanny coobLleHns, BbIBOAUMO-
ro nepen ayteHTudukaumen nonb3oBarens

ChallengeResponseAuthentication

YKa3biBaeT Ha TO, pa3peLleHa Nu ayTeHTudukaums no MeTo-
Ay «OKIMK — OTBET». 3Ha4YeHWe Mo YMOMYaHUo yes

3apaeT pasgeneHHbli 3ansTbiMU CIMCOK METOAOB 3aLUThI

Ciphers
coenHeHud, pa3peLlleHHbIX Ona ncnosib3oBaHuA
YkasbiBaeT Ha TO, AOJTKHa 1N cny>|<6a sshd npoBepsATb No-
CheckMail YTy B MHTEPAKTUBHLIX CeaHCcax perncrpauun. 3Ha4eHue no

yMOIn4aHM no

ClientAlivelInterval

3apaert MHTEepBan oXxunaaHuda B CekyHaax, no ncredeHum
KOTOPOrO KITMEeHTY nocblslaeTcqa 3anpoc Ha BBOA AAHHbIX

ClientAliveCountMax

3agaeT unMcno HaNnoMMHaKLWKX 3anpPOCOB, NOCHINTAEMbIX KN~
eHTy. Ecnun no gocTmkeHMn ykasaHHOro npeaena ot KnueHTa
He NMOCTYNWUT AaHHbIX, CEaHC 3aBepLUaeTcsa U cepBep npe-
KpawaeT paboTty. 3HayeHne no ymondaHuo 3

MonHbIn  nNyTb K dhanny, cogepxawemy  Jnn4YHbIN

HostKey KIlO4  KOMMblOTEpA. 3HayeHMe No  yMOJYaHuIo
/etc/ssh/ssh_host_key
YKasbIBaeT Ha TO, MOryT N yaaneHHble KOMMbTepbl Nog-
GatewayPorts Kno4aTbCA K MopTam, AN KOTOPbIX KITMEHT 3anpocun nepe-

agpecaumio. 3Ha4yeHne Nno YMOmn4aHuio no

HostbasedAuthentication

YKkasblBaeT Ha TO, paspelwleHa v ayTeHTudumkaums
nonb3oBaTtenien ¢ npoBepkon annoB .rhosts WU
/etc/hosts.equiv 1 OTKPbLITOrO Knto4a KoMmnbioTepa. 3Ha-
YeHune No YyMOSYaHUIo no

IgnoreRhosts

YKasblBaeT Ha TO, MWrHopupylTca v paunbl
SHOME/.rhosts M S$HOME/.shosts. 3HaveHuMe no
YMOIMYaHuIo yes
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IgnoreUserKnownHosts

YKasblBaeT Ha TO, UrHopupyetcsa n dann
SHOME/ . ssh/known_hosts B pexumax  ayTeH-
Tudumkauum RhostsRSAAuthentication "
HostbasedAuthentication. 3HayeHne no ymorua-
HWIO no

KeepAlive

Ecnu ycTtaHOBReHO 3HavyeHue yes (MO YMONYaHuIo), 4EMOH
sshd 6yaeT nepvogMyeckn NpoBepsiTb HanuMune CBA3U C
KnMeHToM. B cnyyae HeycnewHOro 3aBepLUeHuUss NpoBep-
Kn coeguHeHue paspbiBaeTcs. [nsa OTKNHYEHUs JaHHOro
MexaHuM3Ma 3afaTb 3HadeHne napameTpa no B (panne KoH-
durypauumn cepeepa 1 KnmeHTa

KerberosAuthentication

YKasblBaeT Ha TO, paspelleHa N ayTeHTudumkaums ¢ uc-
nonb3oBaHnem Kerberos. 3HayeHMe NO YMONYaHUIO no

KerberosOrLocalPasswd

YKasblBaeT Ha TO, AOMKHA N UCMOMb30BaTbhCH NoKanbHas
naponbHas ayTeHTudmKaums B cryvyae HeyCcrneLwHon ayTeH-
Tudmkauum Ha ocHoBe Kerberos

KerberosTgtPassing

YKkasblBaeT Ha TO, MOXeT N CTpykTypa TGT CUCTEMbI
Kerberos nepeckbinarbcsi Ha cepBep. 3Ha4yeHWe Mo yMmor-
YaHWIO no)

KerberosTicketCleanup

YKasblBaeT Ha TO, JOIKEH N NpU BbIXxode nonb3oBaTens
yaanaTbcs Kaw-dann ero nponycka Kerberos

ListenAddress

3apaet vHTepdenc, K KOTOpPOMYy nogkrntodaeTcs cnyxba
sshd. 3HadeHune no ymonyaHuio 0.0.0.0, T. e. NO6GON MH-
Tepdenc

LoginGraceTime

3apaet vHTEepBan BpeMEHW B CEeKyHOaX, B Te4YeHMe KOTO-
poro AosmkHa NPoOU30oNTM ayTeHTUdMKaLua nonb3oBaTens.
Ecnu npouecc ayteHTMdMKaLmMn He ycneBaeT 3aBepLUnNTb-
CSl BOBPEMS, CepBep pa3pbliBaeT coeguHeHne 1 3aBepLuaeT
paboty. 3HauyeHne no ymon4yaxuto 600 ¢

LogLevel

3apaeT cteneHb NoApPOGHOCTU XKypPHarnbHbBIX COOBLLEHNNA.
Bo3MoXHble 3HadeHnda: QUIET, FATAL, ERROR, INFO (no
yMOn4yaHuio), VERBOSE, DEBAG (He pekoMeHayeTcs)

MACs

3apaet pasgeneHHbIv 3anaTbiIMU CIMCOK AOCTYMHbIX anro-
putmoB MAC (koA ayTeHTudumkaumm coobLleHuin), ncnonb-
3yeMblx Ans obecneyeHns LenoCTHOCTU AaHHbIX

MaxStartups

3agaeT MakcumaribHOe YMCNo OOHOBPEMEHHbIX HeayTeHTU-
d1UMPOBaAHHBLIX COEANHEHUN C AEMOHOM sshd

PAMAuthenticationViaKbdInt

YKasbIBaeT Ha TO, paspeLleHa nu naponbHasa ayTeHTUdu-
Kauma c ucnosnb3oBaHmem PAM. 3HadyeHMe No yMOn4yaHuio
no)
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PasswordAuthentication

Ecnu yctaHoBneHO 3HayeHne yes (MO YMOMYaHWUIO) N HU
OOVH MexaHu3M 6ecnapornbHON ayTeHTUdMKauum He npu-
HOCUT MONOXMUTENbLHOIO pesynesrara, Torga Nonb3oBaTernto
BblJaeTCsa npurnalleHve Ha BBOA Napors, KOTopbln npose-
psieTcst caMyMm AemoHoM sshd. Ecnu 3HadeHne napametpa
no, NaponbHasa ayTeHTudmKauns sanpeLleHa

PermitEmptyPasswords

Ecnu yctaHoBneHO 3HayeHune yes, nonb3oBaTtenu, He ume-
Iowne naponsd, MoryT 6biTb ayTeHTUdUUMpoBaHbl cnyxb6own
sshd. Ecnn yctaHoBneHo 3HadeHne no (MO YMOSYaHUIO),
nycTble Naponu 3anpeLyeHbl

PermitRootLogin

YKkasblBaeT Ha TO, MOXeT 1M nonb3oBarterb
root BOWTM B CUCTEMY C MNOMOLLBIO KOMaHAbl
ssh. Bo3aMOXHble 3HayeHUsi: no (MO YMOSYaHWUIO),
without-password, forced-command-only U yes

PidFile

3apgaeTr nyTb Kk dpanny, cogepxallemy uaeHTuduka-
TOp [naBHOro npouecca. 3HadyeHne Mo yMONYaHuIo
/var/run/sshd.pid

Port

3agaet Homep MopTa, K KOTOPOMY nogkrntovaeTcst sshd. 3Ha-
YeHue no ymoryaHuto 22

PrintLastLog

YKasblBaeT Ha TO, JOMmKHa nn cnyxba sshd oTobpaxaTtb
coo0LLeHne 0 BpeMEHN NocnegHero 4octyna. 3HavyeHue no
YMOMYaHUIo yes

PrintMotd

YKkasblBaeT Ha TO, CneayeT N nocne perncrpaumm B cUcTeme
oTobpaxaTtb cogepxumoe hanna /etc/motd. 3HadyeHne
MO YMOMNYaHWIo yes

Protocol

3apaet pasaeneHHbl 3anaTbiMK CIMCOK BEPCUI NMPOTOKoNa,
nogaepXxmBaemblx crnyo6om sshd

PubKeyAuthentication

YKkasbiBaeT Ha TO, paspelieHa Jn ayTeHTVI(*)I/IKaLI,VIﬂ C nc-
nonb3oBaHMEM OTKPbITOIo Kriko4a. 3HayeHue no yMOJT4aHUIo
yes

ReverseMappingCheck

YKa3blBa€eT Ha TO, AOMMKEH SN BbIMONHATLCA 06paTHbIl7I NOUCK
UMeH. 3Ha4yeHune no yMOn4aHUKO no

StrictModes

Ecnu paBeH yes (no ymonyaHuio), sshd byaet 3anpewatb
AocTyn nobomy nonb3oBaTento, Yen HayvanbHbIA KaTanor
nvnu chann . rhosts npuHagnexar gpyromy nosnb3oBaTe-
no Nnbo OTKPbIThI ANs 3anncu

Subsystem

MpenHasHavaeTcs ANs KOHOUIypMpoBaHUA BHELLHeWN noacu-
cTeMbl. ApryMeHTaMu SIBNsieTCA MMS NOACUCTEMbI U KOMaH-
[, BbINOMHsieMas Npu NOCTynneHun 3anpoca K nogcucteme

SyslogFacility

3apgaet Ha3BaHWe cpeacTea, OT UMEHM KOTOPOro PerncTpu-
pytoTcs cobbITust B cucteme Syslog. Bo3aMOXHbI 3HaYeHUs:
DAEMON, USER, AUTH (No ymonyaHuto), LOCALO-7

UselLogin

YKasblBaeT Ha TO, AOSMKHA N NPUMeEHATbCA KOMaHA4a login
ana opraHn3aunm MHTepakKTUBHbLIX CeaHCOB perncrtpauunin.
3HayeHune no yMOJ4aHno no
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YKa3biBaeT Ha To, paspelleHa Ny nepeaapecaLms 3anpocos

X11lForwardin .
g k cucteme X Window. 3HayeHne no ymonyaHuio no

3apaetr Homep nepBoro Aaucnnesa (cepeBepa) CUCTEMbI
X11DisplayOffset XWindow, goctynHoro gemoHy sshd Ans nepeagpecauuu
3anpocoB. 3Ha4yeHne no ymondanuto 10

3apaert nyTb K KOMaHae xauth. 3HaveHune no YMOJ1HaHuUto

XAuthL i
uthLocation /usr/X11R6/bin/xauth

6.6.2. KnneHT ssh
KnnenTtom siBnsietca komanga ssh. CMHTakcuUc KOMaHOHOW CTPOKMU:

ssh [-afgkngstvxACNTX1246] [-b bind address] [-c cipher spec] [-e escape_char]
[-1i identity file] [-login _name] [-m mac_spec] [-o option] [-p port]
[-F configfile] [-L port:host:hostport] [-R port:host:hostport]

[-D port] hostname | user@hostname [command]

MogpobHOo co 3HavYeHnsaAMK hriaroB MOXXHO O3HAKOMUTLCS B PYKOBOACTBE man. B npoctom
BapuaHTe UHMLMNPOBATb COeAMHEHNE C CEPBEPOM sshd MOXHO KOMaHLOWN:
ssh 10.1.1.170
rge 10.1.1.170 — IP-agpec komnbloTepa ¢ 3anyLieHHon cnyxbomn sshd. Mpu atom sshd byget
cyMTaThb, YTO NMOsb30BaTeNb, 3anpallMBaOLWLNN CoeqUHEHNE, UMEET Takoe Xe UMS, No4 KakuM OH
ayTeHTUMUMPOBaH Ha KOMMbOTEpPe-KNueHTe. TeopeTndeckn KIMeHT ssh MOXeT 3axoauTb Ha
cepBep sshd nog nobbiM MMeHeM, ucnonb3ys dnar:
-1 <umsa_knueHTa>

OpHako cepBep ByaeT cornacoBbiBaTb KW ceaHca (Hanpumep, npyu 6ecnaponbHON
ayTeHTUUKaLMM NO OTKPLITOMY KItoYy Monb3oBaTens), NPoBeEPsist OTKPbITbIE KIHYM B JOMALUHEM
KaTanore nosib30BaTesns MMEHHO C 3TUM MMEHEM Ha KOMMbOTepe-KnneHTe. Ecnn xe ncnonbay-
eTCs naposfibHas ayTeHTUduUKaLms, Ha KoMMNbloTepe-cepBepe JOMKHa CyLLlecTBOBaTb yyYeTHas
3anucb ¢ Takum nmeHeMm. Vicnonb3oBatb GecnaponbHy0 ayTEHTUGMKALUIO MO OTKPbITLIM Kilto-
YaM KOMMNbIOTEPA HACTOATENBHO HE PEKOMEHAOYETCS, T. K. MPU 3TOM crnocobe B CUCTEME AOSMKHbI
CyLLecTBOBaTb MNOTEHLMANbHO onacHble dpansbl: /etc/hosts.equiv, /etc/shosts.equiv,
SHOME/ .rhosts, $SHOME/ . shosts.

KomaHga ssh 6epeT cBOM KOH(pUrypaLMOHHbIE YCTAHOBKM CHavana u3 KoMaHgHOW CTpo-
KW, 3aTeM M3 Nosib3oBaTeNbLCKoro darnna $HOME/ . ssh/config n us obwecncremHoro ganna
/etc/ssh/ssh_config. Ecnu nageHTnyHble napameTpbl 3agaHbl No-pa3HoMy, BblbupaeTcs ca-
MO€ nepBoe 3Ha4YeHue.

B Tabnuue onncaHbl napamMeTpbl, KOTOpble MOryT npucyTcTBOBaTb B dhanne

SHOME/ .ssh/config nnu /etc/ssh/ssh_config. [NycTble CTPOKM U KOMMEHTapuUM WUrHO-
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YKasblBa€eT Ha TO, AOMKHa N KoMaHaa ssh npoBepATh IP-agpeca B
CheckHostIP N A A P P Ap
anne known_hosts. 3HadeHne N0 yMOn4aHuIo yes
3agaeTt pasgeneHHbid  3ansaTbiMUM CMUCOK  METOAO0B  3alLUUThI
Ciohers CceaHcCa, paspelleHHbIX Ana ucnonb3oBaHuda. [lo  ymonyaHuio
P aesl22b-cbc, 3des-cbc, blowfish-cbc, castl28-cbc,
arcfour, aesl1l92-cbc, aes256-cbc
YKasblBa€T Ha TO, OOSMKHbI S AAHHbIE CKUMATbCS C MOMOLLbIO KO-
Compression MaHAbl gzip. 3HaYeHWEe NO yMOMYaHMIo no. ATa yCTaHOBKA MOXET

ObITb nepeonpenerneHa ¢ NoMoLbo onunn KOMaHaHowm CTpoKku -C

ConnectionAttempts

3apaeT unMcno HeydayHbIX MOMbITOK NOAKITOYEHUs1 (0gHa B CEKYH-
4y), nocne 4ero npov3onaeT 3aBeplueHne paboTbl. 3HaYeHne no
ymorn4yaHuio 4

EscapeChar

3apaert escape-CnMmMBOIl, MCHOHb3yeMbIVI ansa OTMeHbIl crneuunaribHoro
Ha3Ha4YyeHund cneayrulero CMMBona B ceaHcax C ncesgoTepMnHarom.
3Ha4yeHune no YMOJTHaHUIO ~. 3HayeHne none 3anpewaeT ncnosb3o-
BaHWe escape-cnmBora

ForwardAgent

YkasblBaeT Ha To, ByAeT v 3anpoc K komaHae ssh-agent nepeag-
pecoBaH Ha yaarneHHbIi cepBep. 3Ha4YeHre Mo yMOnYaHuio no

ForwardX1l1l

YkasblBaeT Ha To, 6yayT nm 3anpocsl k cucteme X Window asromatu-
Yeckn nepeagpecoBbiBaTbCs Yeped SSH-TyHHENb ¢ 0QHOBPEMEHHOMN
yCTaHOBKOW nepemMeHHoun cpeabl DISPLAY. 3Ha4yeHue no yMOn4aHuio
no

GatewayPorts

YKkasblBaeT Ha TO, MOTyT N1 yAaneHHble KOMMboTePbl NOAKMIYaTLCA
K NTOKanbHbIM NopTaMm, AN KOTOPbIX BKMOYEH PeXUM nepeaapecaumm.
3HayeHne No yMOon4aHu no

GlobalKnownHostsFile

3apaet dhanrn, B KOTOPOM XpaHUTCA rnmobanbHas 6asa knyern KoM-
nbtoTepa. 3HayeHre No ymonyaHuto /etc/ssh/ssh_known_hosts

HostbasedAuthentication

Yka3blBaeT Ha TO, paspeLleHa nu ayTeHTudunkaums nonb3oBaTenemn
C npoBepkon dannos .rhosts, /etc/hosts.equiv 1 OTKPLITOro
Kntoya KomnbtoTepa. ATOT NapaMeTp peKOMeHAyeTCs1 yCTaHOBUTL B
3Ha4yeHne no

3apaeT anroputMbl NOMyYeHUs1 KItoYel KOMMbIOTEPOB B MOpsiaKe

HostKeyAlgorithm
npuopuTteTa. 3Ha4yeHue Nno yMonyaHui ssh-rsa, ssh-dss
. 3apaeTt nceBOOHMM, KOTOPLIN OOMKEH NCMONb30BaTbCA MPU NOUCKE U
HostKeyAlias A A . pem A P
COXpaHeHUn Knioyen KoMmnbroTepa
3agaet uma unn IP-agpec komnbloTepa, Ha KOTOPOM CrieayeT pe-
HostName rmctpupoBatbcs. 1o ymonyaHuio BblIbUpaeTcs MM4, ykasaHHOe B

KOMaHOHOWM CTpoKe
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IdentityFile

3agaert hann, cogepkallern NUYHLIN KoY Nonb3oBartens. 3HaveHne
Nno yMof4yaHuio SHOME/ . ssh/identity. BMecto umMeHn HayanbHo-
ro Katanora nosib3oBaTesnisl MoOXeT CTOATb CMMBON ~. Paspeluaetcs
MMETb HECKOJSTbKO Takmx dpannoB. Bce oHn 6yayT npoBepeHbl B yKa-
3aHHOM nopsgke

KeepAlive

Ecnn paBeH yes (Mo ymonyaHuio), komaHaa ssh 6yget nepuogunye-
CKV1 NPOBEPATb Hanuumne cBA3N ¢ cepeepom. B criyyae HeycnelwHoro
3aBepLUeHUs NPoBepPKN (B T. 4. U3-3a BPEMEHHbIX Npobnem ¢ mapLu-
pyTusaumen) coeanHeHne paspbiBaetcs. YToObl OTKMIOUNTD 3TOT Me-
XaHW3M, cneayeT 3a4aTbh JaHHbIW NapaMeTp, paBHbIM no, B dannax
/etc/ssh/sshd_configu /etc/ssh/ssh_config nubo B cdan-
ne $HOME/ .ssh/config

KerberosAuthentication

YKka3sblBaeT Ha TO, pa3pelleHa N ayTeHTudnkaumsi ¢ npUMeHeHnem
Kerberos

KerberosTgtPassing

YKasblBaeT Ha To, byaeT nu cTpykTypa TGT cuctembl Kerberos nepe-
cblnaTbCs Ha cepeep

LocalForward

TpebyeT 3HayeHns B hopmMaTe nopT : y3er: yOajleHHEN nopT.YKasbl
Ha TO, YTO 3anpOoChl K COOTBETCTBYHOLLEMY JIOKaNbHOMY NMOpTY nepe-
HanpaBnATCA HA 3a4aHHbIA NOPT yAaneHHOoro yana

BaeT

LogLevel

3apaeT cTeneHb NOgPOBHOCTU XKypHanbHbIX COOBLLEHNI KOMaHAbI
ssh. Bo3amMoxHble 3HayeHusi: QUIET, FATAL, ERROR, INFO (noymon-
YaHuo), VERBOSE, DEBAG

MACs

3apaeT pasgeneHHbln  3ansaTbiIMW - CMIMCOK  AOCTYMHbIX — anro-
pUTMOB  ayTeHTudukaumm cooblweHnn agna  obecneyeHus
LEenocCTHOCTM  AaHHbiX. CTaHgapTHbIM  BblIOOpP: hmac-md5,
hmac-shal, hmac-ripemdl60Q@openssh.com, hmac-shal-96,
hmac-md5-96

NumberOfPasswordPrompts

3apaeT yMcno JonycTuMbIX NOMbITOK BBOAA Napons. 3HadeHne no
ymornyaHuio 3

PasswordAuthentication

Ecnun paBeH yes (MO ymonyaHuio), TO B criydae HeobxoaumocTu
KOMaHAa ssh NbITaeTcsi NPOBECTU NAPOSIbHYO ayTeHTUMKaLno

Port

3apaeT HoMep nopTa cepBepa. 3HaYeHne No yMonyaHuo 22

PreferredAuthentications

3anaeT nopAangokK NPUMEHEHUA MeToaoB
ayTeHTuUmkaumn. 3Ha4veHune no yMOn4aHuio:
publickey, password, keyboard-interactive

Protocol

3apaeT B nopsiake npuoputeTa Bepcum npotokona SSH

ProxyCommand

3agaeT kKomaHay, KOTOpYHO crieQyeT MCMnorb3oBaTh BMECTO ssh Ans
NoAKNIYEHUS K cepBepy. OTa KOMaHAa BbINOSHAETCA UHTepnpeTaTo-
poM /bin/sh. Cneundurkaums $p COOTBETCTBYET HOMEPY MOpPTa, a
%$h — MMeHM yganeHHoro yana

PubkeyAuthentication

YKkasblBaeT Ha To, paspelleHa N ayTeHTUUKaLNS C UCTOoNb30BaHM-
€M OTKPbITOro Kroya. 3HayeHne Nno yMOornyaHuio yes
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TpebyeT 3HauyeHus B hopMaTe yaoasieHHHM_[OPT : y3eIl: HopT. YKa-
3bIBAET Ha TO, YTO 3aNpPOChl K COOTBETCTBYHOLLEMY YAANIEHHOMY NOPTY
nepeHanpasnAlTCA Ha 3aaHHbIN NOPT 3ag4aHHoro y3na. lNepeagpe-
RemoteForward cauus 3anpocoB K NPMBUNErMPOBaHHBIM NOPTaM paspeLueHa TONbKO
nocne nonyYyeHns npas cynepnonb3oBaTens Ha yaaneHHon cucTeme.
OTa ycTaHoBKa MOXeT ObITb nepeonpegerneHa ¢ NOMOLLbIO Onumn
KOMaHOHOWM CTPOKKU -R

Ecnu paBeH yes, KomaHaa He ByaeT aBTomatmyeckn 0obaBnsATb Knto-
4YM KomnbloTepa B pann SHOME/ . ssh/known_hosts W OTKaxeTtcs
yCTaHaBnMBaTb COEAMHEHNE C KOMMbIOTEPAMMU, KIMOYN KOTOPbIX N3Me-
StrictHostKeyCheking Hunuck. Ecnu paBeH no, komaHaa 6yaet 0obaBnaTb HENPOBEPEHHbIE
KNio4uM cepBepa B ykasaHHble dhannbl. Ecnn paBeH ask (Mo ymonya-
HUI0), KOMaHAa ByaeT cnpalwmBaTh Nonb3oBaTens 0 TOM, cnegyeT fun
no06aBnNATb OTKPbLITLIN KMNOY cepBepa B yKadaHHble dhanrbl

YkasbIBaeT Ha TO, MOXHO N1 UCMOMb30BaTh NPUBUNErMPOBaHHbIN NOPT
UsePrivilegedPort ANsi YCTaHOBMNEHUS UCXOOALWMNX coeanHeHNA. 3Ha4YeHne no yMmonya-
HWIO no

3agaeT nonb3oBaTens, OT UMEHU KOTOPOro CreayeT perncTpupoBaThb-
User csl B yAaneHHomn cucteme. 31a ycTaHOBKa MOXET ObiTb nepeonpesne-
NeHa ¢ NOMOLLbIO OMUUM KOMaHAHOW CTPOKK —1

3apaert cba|7|n, KOTOprIZ ncnonb3yeTca Onda aBTomaTtn4eckoro obHoB-

UserKnownHostsFile .
JTIeHUS OTKPbITbIX Kroven

3apaet nyTe K KomaHae xauth. 3HadeHue no yMOJ4aHuo

XAuthL i
uthLocation /usr/X11R6/bin/xauth

KnneHTckne KoHdUrypaumoHHble dannbl 6biBatoT rnobasibHbIMU, Ha YPOBHE CUCTEMBI
(/etc/ssh/ssh_config), n NokanbHbIMW, HA YPOBHE Nonb3oBaTtens (SHOME/ . ssh/config).
CnepoBarterbHO, Nob3oBaTeNb MOXET NOSTHOCTBLI KOHTPONMPOBaTb KOHMUIypauuio KInMeHTCKOn
yactn SSH.

KoHdurypauunoHHble cannbl pas3dutbl Ha pasgesbl, YCTAaHOBKM KOTOPbIX OTHOCATCA K
OTAEeNbHOMY KOMIMbIOTEPY, rpynne KOMMbIOTEPOB UITM KO BCEM KOMMNbIOTEPAM. YCTAHOBKN pasHbIX
pasgenoB MOryT nepekpbiBaTb Apyr Apyra.

BHUMAHMUE! Ecnu cnyx6a sshd, C KOTOpbIM yCTaHaBNUBaeTCs coeguHeHne, passep-
HyTa Ha KomnbloTepe noa ynpaeneHnem OC ¢ BkAwYeHHbIM pexnmom MKL, (cM. gOKymeHT
PYCB.10265-01 97 01-1), BXOL4 Ha BbICOKOM YPOBHE LI€STOCTHOCTUN BO3MOXEH TONbKO OT MMEHM
YYETHOW 3anucu, BXoasLlen B rpynny astra—-admin Ha KOMMAbOTEPE CO CNyX6om sshd, nHaye

Bxop, OyaeT ocyLLeCcTBNEeH Ha HA3KOM YPOBHE LIENOCTHOCTW.
6.7. HacTtponka cepBepa eaMHOro ceTeBoro BpeMeHu

CepBep eanHOro ceTeBoro BpeMeHu npeaHasHadeH Anst CMHXPOHU3auumn BpeMeHn KoM-

notoTepa B JIBC. B ocHoBe nexut npotokosnn NTP. Anropntm KoppekumMn BpeMEHHOW LKanbl
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BKINOYaET BHECEHME 3a[EPXKEK, KOPPEKLMIO YACTOTbl HYacOB N PS4 MEXAHM3MOB, MO3BOMAOLLMX
AOCTMYb TOYHOCTM NopsiaKa HECKONbKUX MUNITUCEKYHA Aaxe nocne ANuTenbHbIX NepnogoB noTepu
CBSI3M C CUHXPOHU3MPYIOLMMUN UCTOUHUKaMU. [Na HagexXHOoW 3alnTbl nepegaBaemMoro curHana
ncrnonb3yeTca ayTeHTUmKaumnsa npy noMoLmn Kpuntorpadudecknx knoven. LlenocTHoCTb faHHbIX

obecneunBaetca ¢ nomoubto IP- 1 UDP-KOHTPOSbHBIX CyMM.

6.7.1. Pexxumbl paboTbl
CyLiecTByeT YeTblpe pexuma paboTbl cepBepa eAUHOro CeTeBoro BpemeHu. Kaxabin
pexum onpegensieT cnocob B3aMMOAENCTBMSA paboumx CTaHUUIN B CETU CUHXPOHM3aLMK:

1) pexunm KNneHT-cepBep — B 3TOM pPeXMMe KIMMEHT NOCbINaeT 3anpoc cepBepy, KOTOPbIN

obpabaTbiBaeT ero 1 HemeaIeHHO NOChINAaeT OTBET. Takon pexum paboTbl obecneunBaeTt

CUHXPOHM3aLMI0 BPEMEHM KNMEHTA CO BPEMEHEM CepBepa, HO caM cepBep NMpu 3TOM C

KIMEHTOM He CUHXPOHU3NPYETCS. PexnM «KnmeHT-cepBep» UCMNOMb3yeTcs B TEX CryyasXx,

Korga Hy>XHa MakcMmarnbHasi TOHHOCTb CUHXPOHU3aLMM BPEMEHN U HAAeXHada 3awmTta

nepegaBaemMoun MHopmaLmu;

2) CMMMETPUYHBIV pexnm — obecnevmBaeT BbICOKYH HAOEXKHOCTb CUHXPOHM3ALMN, T. K.

NpuW BbIXOAE U3 CTPOS OOHOrO U3 UCTOYHUKOB BPEMEHU CUCTEMA aBTOMaTUYECKN NEPEKOH-

urypmpyeTtcsa Takum obpasom, YToObl UCKITOUYNTDL €r0 N3 CETU CUHXPOHM3aumn. MoxeT

ObITb aKTUBHBIM UM NACCUBHbLIM:
- B aKTMBHOM pEXMME KaXabl KOMMNbIOTEP B CETU NEPUOANYECKM NOCbINaeT coobLue-
HUS OpYroMy KOMMNbIOTEPY BHE 3aBUCMMOCTU OT €€ AOCTUXUMOCTU 1 cno4. Npu atom
KOMMbOTEP OMOBELLAET O CBOEM HaMEPEHUN CUHXPOHU3NPOBATb U OblTb CUHXPOHU3N-
pOBaHHbIM CBOMM NapTHepoM. Agpeca NapTHEPOB M3BECTHbI 3apaHee. ATOT PeXum
00bI4HO MCnonb3yeTcs cepBepamm ¢ 60MbLLIMM HOMEPOM Cros;
- B MACCMBHOM pexuMme agpec napTHepa 3apaHee He u3BecTeH. Baanmogencrsue B
3TOM pexmmMme HauymHaeTcs no NpmbbiTn coobLueHnst OT napTHepa (C HEN3BECTHbIM
agpecom), paboTatoLLero B CMMMETPUYHO aKTUBHOM PEXMME, N COXPaHAEeTCsa 0 Tex
nop, Noka napTHep AOCTMXUM U OYHKUMOHUPYET B CIOE HUXE UMW PpaBHOM CIIO0
AaHHOro koMmnbloTepa. MNaccBHbIN pexxMM 06bIMHO MCNONBb3YETCS NEPBUYHBIMU UK
BTOPUYHLIMU CEPBEPAMMU;

3) WwmnpokoBeLlaTenbHbI — B 3TOM peXumMe oavH unm donee cepBepoB BpEMEHU pac-

CbiNaT LMpoKoBeLlaTenbHble COOBLLEHNS, KITMEHTbl onpeaensoT BpeMsa UCXoas U3

NpeanonoXeHus, YTO 3afepXKka COCTaBNAET HECKONbKO MunnucekyHa. Cepeep npu 3ToM

He NPMHMMAaET OTBETHbIX NtP-COOBLLEHMIA.

Takon pexxMm Ucnonb3yeTcsi B ObICTPbIX JIOKalbHbIX CETAX C BONbLUMM YnCnioM paboymx

cTaHumm n 6e3 HeobXoAUMOCTU B BbICOKOM TOYHOCTHU;

4) MexceTeBOM — aHarnorMyeH LMpoKoBellaTesibHOMY, HO B OT/MYME OT Hero ntp-
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coobLleHns nepedarTcs He B pamkax OgHOW NOACETU, OrPaHUYEHHON NOKarnbHbIM LLMPO-

KOBeLLaTenbHbIM aApecoM, a pacnpoCcTpaHATCA 1 B Apyrne cetu. [Ana pabotbl cnyxo6bl

€VHOro BpEMEHU B MEXCETEBOM peXuMe BblAeneH cneumansHbiv rpynnoson IP-agpec

(224.0.1.1), KOTOpbIA UCMONbL3YETCA KaK ANs CEPBEPOB, TaK U A5l KNMEHTOB.

MexceTeBon pexmnm MUCrorb3yeTcs B CETAX, pa3geneHHblX Ha NOACETU C MOMOLLbIO MapLu-

pyTN3aToOpPOB N MOCTOB, KOTOPbIE HE CMOCOOHLI pETpaHCNNMPOBaTh LUMPOKOBELLATENbHbIE

IP-pentarpammel.

Mpn peanusauuun cnyx0bl €ANHOIO CETEBOIO BPEMEHU Ha CETU CUCTEMbI MOTYT Urpatb
YeTblpe BO3MOXHbIE PONnu:

1) cepBepbl — NPeoCTaBnsT CePBUC BPEMEHUN APYTUM CUCTEMAM;

2) paBHOMpaBHbIE Y3Ibl — MHOIMME CepBepbl €AMHOINO BpeMeHU BCTYNatoT B paBHOMpPaBHbIE

OTHOLLEHNA C APYrMMKN cepBepamMmn TOro e YpoBHS (stratum level). Ecnun cepsep

BTOPOro YPOBHSA TepPSIET CBSA3b CO CBOUM UCTOYHUKOM BPEMEHM NEePBOro YPOBHS, OH MOXET

BPEMEHHO UCMONb30BaTb CEPBUC BPEMEHU, NPEeAOCTaBMsieMbI PaBHOMPABHLIM Y3/10M

BTOPOro YPOBHS;

3) OMpPOCHbIE KIMUEHTbI — peryrnspHoO onpalumBatoT, Kak MUHUMYM, O4MH CepBep e4uUHOro

BPEMEHU, CMYatoT OTBETbI CEPBEPOB Y CUHXPOHU3MPYIOT CUCTEMHbIE Yackl No Hanbonee

TOYHOMY UCTOYHUKY BPEMEHMU;

4) BeliaTenbHble KNNWEHTbl — NAaCCUBHO MPUHMMAIOT BellaTtenbHble NakeTbl OT CepBepPOB

Ha JIBC. BelwlatenbHble KNMEHTbI NOPOXAat0T MEHbLLMIA CETEBON TpadUK, YEM ONPOCHbLIE

KNMEeHTbl, HO 06ecneYnBaloT MEHbLLYK TOYHOCTb.

CepBepbl BTOPOro YpOBHSA onpaluvMBaloT cepBepbl NEpBOro, nosiydas oT HUX Tekyllee
cuctemMHoe BpeMd. PekomeHnayeTcs, 4ToObl Kaxabli cepBep eQuHOro BpeMeHU BTOPOro YpOBHS
CBEepAncs, Kak MUHUMYM, C TPEMS CepBepaMy NepBoro ypoBHsA Anga obecneyeHns HagexHoCTu.

[emoH ntpd aBTOMaTu4eckn onpailumeaet oba cepsepa NepBOro YpoBHA U CUHXPOHU3NPY-
€TCS N0 UCTOYHUKY, KOTOPbIN OH cYMTAeT Hanbonee ToYHbIM. [na 4OMNOMHUTENBHOMO NOBbILLEHUS
HaOeXHOCTU, KaXabl cepBep BTOPOro YPOBHS OOSMKEH YCTAHOBUTL paBHOMPaBHbIE OTHOLLEHUS,

Kak MUHMMYM, €eLle C OQHUM CEPBEPOM BTOPOrO YPOBHSI.

6.7.2. YcTaHOBKa

[encteus, KOTopble HEOBXOANMO BbINOSHUTL A9 YCTAHOBKM cepBepa:

1) yctaHoBuTb cepBep NTP n3 cooteetcTBytowiero deb-naketa (npu ctTaHgapTHOM ycTa-
HoBke OC cepBep BKNIOYAETCS B COCTAB MAKETOB MO YMOSTYAHWUIO);

2) U3MEeHUTb KOH(pUrypaumoHHbii hann ntp.conf Ha cepepe. BmecTo cTpok:

server 0.debian.pool.ntp.org iburst

server l.debian.pool.ntp.org iburst

server 2.debian.pool.ntp.org iburst
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server 3.debian.pool.ntp.org iburst

HeobxoaQMMO ykasaTb crnegylowme CTPOKU:

server 127.127.1.0

fudge 127.127.1.0 stratum 10

N UBMEHUTb MYHKT:

# Clients from this (example!) subnet have unlimited access, but only if
# cryptographically authenticated.

3aaB CBOI MOACETh:

restrict 10.0.0.0 mask 255.255.255.0 nomodify notrap

3) onga asTomatmnyeckoro 3anycka NTP BbINOSHUTL KOMaHAY:

systemctl enable ntp

4) HacTpouTb NPUBNN3UTENBHOE BPEMS YAacOB BPY4YHY. TOYHOCTb HACTPOMKM HE AOMMKHA
6bITb Xy>ke 1000 ¢ OT peanbHOro BPEMEHMU;

5) nepesanyctutb OC;

6) ONng KNMeHToB co3gaTtb hann /etc/cron.d/ntpdate CO cnegyowumM CoaepXnUMbIM:
*/10 * * * * root /usr/sbin/ntpdate <ntp-cepsep>

roe <ntp-cepsep> — OOMeHHOe UMsA unn IP-agpec mawuvHbl, Ha KOTOPOW HacTpoeH

cepep NTP. ObpalieHune k cepBepy BbINOfHAETCA oauH pa3 B 10 MuH.

6.7.3. Hactpownka n koHdurypaums

HacTtponka n ynpasneHue cepBepoM ocyLlecTBNseTcs nmbo nytem 3agaHus onunn B
KOMaHAHOW CTpoKe, NMBOo NyTeM peaakTupoBaHust KOHurypaunoHHoro darna. MNepsbii cnocob
npenocTaBnseT orpaHUYeHHbIE BO3MOXHOCTN HAaCTPOWKK, BTOPOM — Hanbornee nosHble.

Bo Bpems cBoero 3anycka cepBep ntpd YnTaeT KOHUrypaunoHHbi dparn ntp. conf,
KOTOpbIN OBbIYMHO HAaxXoAUTCHA B Katanore /etc, HO MOXeT BbITb NepemelleH B nbon apyromn
katanor (CM. Onuuo KOMaHAHOM CTPOKN —c conffile).

dopmar harina aHanormdeH popmarty Apyrnx KOHUrypaumoHHbix dannos OC: KOMMEH-
Tapun Ha4YMHaKTCH C CUMMBOMa # U AENCTBYIOT 4O KOHUA CTPOKU, MYCTble CTPOKU UTHOPUPYIOTCS.
KoHgurypaunoHHble KoMaHAbl COCTOSIT U3 KITHOMEeBOro CroBa U crieqytowmnx 3a HAM aprymeHTos,
pasaeneHHbix npobenamu. Jliobas KomaHaa 4OMmKHa 3aHMMaTb CTPOro OAHY CTPOKY. AprymMeHTamm
MOryT ObITb MMeHa 1 agpeca XocToB (B hopme IP-agpecoB n 4OMEHHbLIX UMEH), Lenble n apob-
Hble YyMcna, TEKCTOBbIE CTPOKN. HeobsizaTenbHble apryMeHTbl 3aKkmntoYeHbl B KBagpaTHble CKOOKM
[ 1, anbTepHaTUBHbIE apryMeHTbl OTAENEHbl CMMBOMOM |. HoTaums Buaa [ ... ] O3Ha4aeT, YTo
CTOSALWMI Nepen Hen HeobsizaTenbHbI apryMeHT MOXET MOBTOPATLCA HECKOSbKO pas.

6.7.3.1. KoHdumrypaumoHHbin chann ntp.conf

KoHurypaumnoHHbein hann ntp . conf MMeeT crieayroLwmm CUHTaKCUC:
server address [key key | autokey] [version version] [prefer]

[minpoll minpoll] [maxpoll maxpoll]



peer address [key key |
[minpoll minpoll]
broadcast address [key key |
[minpoll minpoll]
manycastclient address [key key |

[maxpoll maxpoll]
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autokey] [version version] [prefer]

[maxpoll maxpoll]
autokey] [version version]

[ttl ttl]

[minpoll minpoll

autokey] [version version]

[ttl ttl]

OnvcaHne komMaHA KoHdMrypaumoHHoro daina npusefeHo B Tabnuue [18

Taobnuuya 18

Komanpa

OnuncaHue

server

Mo3BoNseT yCTaHOBUTL MOCTOSIHHOE coeauHEeHne (OpraHn3oBaTb MNOCTOSIHHYHO
accouuaumio) KnMeHTa ¢ yganeHHbIM cepBepoM. [pu 3TOM nokanbHoe BpeMst
MOXET ObITb CUHXPOHMU3NPOBAHO C YAANEHHbIM CEPBEPOM, HO YAANEHHbI cepBep
He MOXXET CMHXPOHM3MPOBaTbL CBOE BPEMs! C floKasnbHbIM

peer

YcTaHaBnMBaeTCA MOCTOSIHHOE CoeduHEeHue (accoumauusi) B CUMMETPUYHO-
aKTUBHOM peXmnme C yKasaHHbIM yoaneHHOM cepBepoM (peer — CUMMETPUY-
HbIM). B AaHHOM pexume nokarnbHble Yacbl MOTYT OblTb CUHXPOHM3NPOBAHbI C
yOoaneHHbIM CUMMETPUYHBIM CEPBEPOM UMW YAANEHHbIA CEPBEP MOXET CUHXPO-
HM3NPOBATLCA C NOKaNbHLIMWU Yacamu

broadcast

OpraHmsyeTm NOCTOAHHAA LUMpOKoBeLlaTellbHaa accounaumna

manycastclient

OpraHunsyeTcsi MEXCETEBOWN PEXUM CUHXPOHM3ALMM C yKa3aHHbIM TpynnoBbIiM
agpecom

vmanycast

YKkasblBaeT, YTo NoKasbHbI cepBep AOKEH paboTaTb B KITMEHTCKOM pexunme ¢
yOaneHHbIMU cepBepamMu, KOTopble 0bHapyXmnBalTcs B npoLecce paboTsl Npu
MOMOLLM LUMPOKOBELLATENbHbLIX/MEXCETEBbLIX NakeToB

OnuncaHune napamMmeTpoB KOMaHA npmuBeneHoO B Tabnuue .

Tabnuua 19
MapameTp Onwncanune
sutoke Bce oTcbinaemble nakeTbl BKOYAOT ayTEHTUDUKALMOHHbBIE NMONS, 3alMLLEHHbIE
Y B aBTOMaTU4YECKOM pexnme
Bce otnpaensieMble U NpMHUMaEMble NakeTbl BKMOYAOT NONs ayTeHTudukaumm,
key key 3aluLLEeHHbIE MPY NOMOLLM KpynTorpadhn4ecKoro Krnwya ¢ 3agaHHbIM naeHTudu-

KaToOpoM, 3Ha4YEeHNSA KOTOPOro coctaenstoT oT 1 4o 65534. Mo ymonyaHuio nons
ayTeHTUdMKaLnm He NCNoNb3YTCS

maxpoll maxpoll

minpoll minpoll,

YKasaHue BpeMeHHbIX 3aJepXeK

noselect YKasbIBaET, 4To cepBep NCnonb3yeTcd TONMbKO B AEMOHCTPATUBHbLIX Lenax
prefer OTtmevaer, 4To cepBep ABndeTCcA npeanovYTUTENbHbIM
ttl ttl YkasbiBaeT BpeEMA XN3HN NaKkeTa. MCI'IOJ'IbSyeTCﬂ TOJIbKO B LLUMPOKOBELLATENTIbHOM

N MexceTeBoOM pexnmax
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OkoHyaHue mabnuus! 19

MNapameTp OnuncaHune

YKasblBaeT BEPCUIO NPOTOKOMAa OTNpaBnseMblX NakeToB. 3Ha4YeHne no ymorn4a-

version version
Huto 4

6.7.3.2. KoHdurypupoBaHue npouecca ayteHTUumkaumm
Mopaepxka ayTeHTUMUKALNN NO3BOSISAET KMNEHTY CnyXObl €ANHOro BpeMeHu yaocTo-
BEPUTBLCS, YTO CEpBEP SABMHAETCA MMEHHO TEM, 3a KOro OH cebs Bbigaet. KoHdurypmpoBaHme
npon3BoaMTCs B dpansie ntp.conf € UCMONb30OBaHMEM OONOMHUTENBHbIX ONUMWA KOMaHA peer,
server, broadcast Mmulticast:
- autokey [logsec] — yKa3sblBaeT UHTepBarbl B CEKyHAax Mexay reHepaunamm HoOBOro
KIo4a;
- controlkey key — yKasblBaeT MAEHTUMUKATOP KItoYa 45151 UCMONb30BaHNA KOMaHO0W
ntpq;
- keys keyfile — yKasblBaeT MeCTOHaxXOXAeHWe dpanna, XpaHaLwWwero KIodm n ux naeH-
TUUKaTopbl, UCNONb3yeMble KOMaHgaMu ntpd, ntpg U ntpdc. [laHHaa KomaHaa 3KBU-
BarieHTHa UCMNOMb30BaHUIO ONuUMN —k KOMaHOHOW CTPOKW;
- keysdir nyTe_k_mOupekTopuu — YKasdblBaeT MyTb K Katarory, XpaHALeMy Kroudu.
3HayeHue no ymonyaHuw /usr/local/etc/;
- trustedkey key [...] — yKasblBaeT UOAEHTUUKATOPbLI KNHOYEN, KOTOPbIE SBIISAIOTCS
AOBEPEHHbIMU ANa ayTEHTUUKALUM C CUMMETPUYHBIM KIHOYOM.
[na co3ganuna Knoden ncnonbadyeTcs koMaHaa ntp-keygen. [1na 3anycka Heobxogmmo
WMETb Nnpasa cynepnosnb3oBartens. [pun 3anycke oHa reHepupyeT HOBbIE KIoYM U 3anucbiBaeT nx
B COOTBETCTBYHOLLME dhannbl.
6.7.3.3. KoHdurypauusa cepsepa ypoBHen 1 u 2
[nsa HacTpomkn KoHdurypauum cepsepa ypoBHA 1 Heobxoaumo fobaButb B dhaunn
/etc/ntp.conf cneayowme CTPOKM:
server CHUMBOJIMUeckuyu_IP_agpec
peer DNS_umMsa_cocepnHero_cepsepa_ 1l
peer DNS_umMsa_cocemHero_cepsepa_2
CumBonuyeckuin IP-agpec B nepBon CTPOKe UCMonb3yeTca crny>Kbom ntpd Ana onpegene-
HUS TUNa paguoyacoBs, NOACOEeANHEHHbIX K cucteme. KoHdurypauusa cepeepa ypoBHS 2:
server DNS_umMsa_cepBepa_ypoBHs 1
server DNS_umMsa_ cepBepa_ypoBHs 1
peer DNS_uMsi_COCegHEero_cepBepa_ypOBHSA 2
driftfile /etc/ntp.drift

broadcast _IP_agpec
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rae server — cepBepbl YPOBHA 1, KOTOpble OOMKEH onpaluMBaTh JaHHbLIA CepBep YPOBHSA 2,
4TOObI BOCNONb30BaTLCA CEPBNUCOM BPEMEHM;

peer — onpefenseT paBHOMNPaBHbIE OTHOLEHUS C APYrMM CEPBEPOM YPOBHS 2;

driftfile — 3agaet nmsa darnna, KoTopbii ByaeT MCNoNb30BaThCA AN OTCMEXMBAHMUS
[OSITOCPOYHOro cABUra NoKasnbHbIX YacoB;

broadcast — yka3blBaeT AEMOHY ntpd perynsipHo coobwaTb BewaTenbHbIM KITMEHTaM

ceTn 06 oduLMansHOM BpEMEHM.

6.7.4. MeToabl CUHXPOHU3ALUN CUCTEMHBbIX YacoB

Cuctema eanHOro BpeMeHn npegycmaTpuBaeT ABa MexaHu3Ma AN CUHXPOHU3auumu
CUCTEMHbIX YacoB C APYrMMU y3riaMn B CETMU.

KomaHga ntpdate, BbINOMHsAEMasi C onumen —b, onpalumBaeT, Kak MUHUMYM, OOUH CepBep
€MHOro BpeMeHU, 3aTeM CUHXPOHU3UPYET CUCTEMHbIE Yacbl C Hanbonee TOYHbIM CepBEPOM
€0WHOro CeTeBOoro BpeMeHu. BbiNnonHsaeTca ToNbKo Npuy 3anycke CUCTEMbI O TOro, Kak 3arnycKarTcs
NPUITOXEHNS.

lMocne nepBoOHa4YanbHON CUHXPOHM3ALMM CUCTEMHBIX YaCOB KOMaHAOW ntpdate BO Bpems
3arpyskuM AemMoH ntpd NOCTOSIHHO paboTaeT B (POHOBOM pexume, nepuognyeckn ornpawimsas
cepBepbl cny6bl eAnHOro BpeMeHu, 3agaHHble B /etc/ntp.conf, n N0 Mepe HeOBXOAMMOCTH
KOPPEKTUPYS CUCTEMHbIE Yacbl, YTOObI NoAAepXMBaTb CUHXPOHU3aLMIO. [laHHble HE3HAYUTENbHbIE
NnocTeneHHble KOPPEKTUPOBKN BO BPEMEHU OOSMKHbI ObiTb NPO3payvyHbIMK 4515 NpUnoXxeHun. damn
casura, onpegensieMmblin B 3anucn driftfile, Mcnonb3yetca OnA OTCEXUBaAHUA pasnnyunn
MeXxay BpEMEHEM KIMEHTa 1 BpeMeHeM cepeepa. o mepe ctabunusauun danna casura cepeep
OyaeT onpalwmBaTbCH BCE pexe.

6.7.4.1. ntpd

KomaHaa ntpd umeeT cregyrowmin CUHTaKCUC:
ntpd [-nmapamMmeTph]

KomaHga ntpd sBnsierca gemoHoMm OC, KOTOpbIM yCTaHaBNMBaET U NOAAEPKMBAET CU-
CTEMHOE BpPEeMS, CUHXPOHU3NPYS ero ¢ ocTanbHbIMW cepBepamMu eanHoro BpeMmeHn. lemoH ntpd

obmeHMBaeTcs cCoObLLEHMSAMM C OOQHUM Unn bonee cepBepamMum C yCTaHOBJ'IeHHOIZ nepnoan4Ho-

CTblO.
MapameTpbl KOMaHAHON CTPOKW NpuBedeHbl B Tabnuue [20]
Taobnuuya 20
MapameTp OnucaHune
_4 CDODCVIpOBaHVIe paspeweHna JOMEHHbIX UMEH B NMPOCTPAaHCTBO

nMeH npotokona IP Bepcuun 4

-6 Mcnonb3oBaHue npocTpaHcTBa umMeH npotokona IP sepcun 6
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MapameTp OnucaHune
-A He ncnonb3oBaTtb KpynTorpaduyeckne anroputmbl
b PaspewnTb KNMMEHTY CUHXPOHM3MPOBATb CUCTEMHOE BPEMS C

BellaTteribHbIMU KInneHTamm

—C KOHQUI'YypPaLIMOHHHN Qamn

Ykasatb Ums 1 NyTb KOHUrypaumoHHoro ganna. 3HadyeHme no
yMonyaHuio /etc/ntp.conf

OTnago4yHbIN pexmm

-D ypoBeHB

YKkasaTtb YpPOBEHb OTNagKku

-f driftfile

YkasaTb nmsa pavina casura 4actoTbl JIOKabHbIX CUCTEMHbIX
YyacoB. 3HayeHue No ymonyaHuw /etc/ntp.drift. apa-
MEeTp aHanornyeH komaHge driftfile B /etc/ntp.conf

O6bI4HO Mpouecc ntpd 3aBepLUaeTcsi ¢ COOTBETCTBYHOLLMM
coobueHneM B dainne XypHanMpoBaHUs, €Cnun JoKanbHoe
BpPEMS OTNIMYAETCA OT pearnbHOro BpeMeHu Gonee, 4Yem Ha
1000 c. JaHHbIN napaMeTp NO3BOMSAET yCTaHaBNMBaTbh Bpems
0e3 KakMx-nMbo orpaHNYEHUn, OgHAKO, 3TO MOXET ObITb cae-
naHo TonbKo oamH pas. Ecnu nopor 6ygeT npesbilleH u nocrne
3TOW onepaumm, AeMOH ntpd OyaeT 3aBepLUeH C COOTBETCTBY-
IoWwmm cooblieHnem B chann XypHana. OToT napameTp MOXET
ncnonb3oBaTbCHd ¢ NapamMeTpamn —q U -x

-1 pUpeKkTOpHUS

[MoMeHATb KOpHEBOW KaTanor Ha Katarnor, yKasaHHbIN B KOMaH-
ne. [laHHbIN napameTp nogpasymeBaeT, YTO cepBep MbiTaeTcs
npwv 3anycke NOHW3UTb NPUBUMErMM Cynepnonb3oBaTens, MHa-
Ye MOryT BO3HUKHYTb HEKOTOpPbIE NpobremMbl ¢ 6€30MacHOCThIO.
9710 BO3MOXHO, ecnu OC nogaepxmnBaeT paboTty cepBepa 6e3
NOMHbIX NPUBUIErMN root

-k keyfile

YkasaTb UMs 1 NyTb K hanny CUMMETPUYHOTO Kro4va. 3HaveHne
no ymonyaHuio /etc/ntp.keys. OTOT napameTp aHanorn4eH
KomaHae keyfile B dpanne /etc/ntp.conf

-1 nyre_u umsa_danna

YkasaTb nma 1 nyTb K panny rormdeckoro xypHana. o ymon-
YaHWIO UCMONb3YeTCs CUCTEMHBIN danr NMOrM4ecKoro XxypHana.
[aHHbIn NnapameTp 3KkBMBaneHTeH kKoMaHae logfile B KOH(U-
rypaunoHHom danrne /etc/ntp.conf

He npocnywmsatb BupTyanbeHble IP-agpeca. Mo ymonyaHuio

-k npocnyLumMBatTCs

“m PaspelumnTb KMMEHTY CUHXPOHM3NPOBATbL MEXCETEBbIE CepBepa
IP Bepcun 4 ¢ rpynnoBbiM agpecom 224.0.1.1

-n He ncnonb3oBaTb CUCTEMHbLIN BbI30B fork

-N 3anyckatb ntpd ¢ MakCMMarnbHbIM MPUOPUTETOM

p ®ann_npoiliecca

YkasaTb UMs U NyTb K panny, xpaHawemy maeHTudukaTop
npouecca ntpd B cucteme. [laHHbIN napameTp aKBMBareHTEeH
KomaHae pidfile B KOH(pUrypaumoHHoOM daine

-P npuopureT

YkasaTb NpyopUTET 3aryckaeMoro cepBepHOro npouecca
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OkoHyaHue mabnuus! 20

MNapameTp OnucaHune

3aBepLunTb NpoLecc ntpd cpasdy nocrne CUMHXpoHU3aLumn Bpe-
MEHM

-r 3afepXKa_pacrnpoCTpaHeHus_ | Bepa KnuMeHTy. [JaHHbI napameTp HeobOXOAMM TOMbKO eCcnu
BemaTesIbHOrO_IakeTa 3agepkka He MOXeT ObITb BblYMCIIEHA aBTOMATUYECKM NPOTO-

3anep>i<|<a pacnpocTpaHeHnA BellaTesibHOro rnaketa OoT cep-

kornom NTP

-S OUPEKTOpUS

YkasaTb nyTb K Katanory ¢ pannamm, cosgaBaeMbiMn KOMaH-
OoW nogcyeTa cTaTUCTUKK

-Uu MOJIL30OBATENb [ :rpymmnal npouecc. [1aHHbI napameTp Bo3MoxXeH Torbko B OC, B KOTOpPOW

YKasaTtb nonb3oBaTtens (rpynny), OT Ybero MMeHn 3anyckKkaeTcH

npouecc ntpd MoXeT GbITb 3anyLueH 6e3 npaB root

3anycTuTb npouecc B 06bI4HOM pexunme. JlokanbHoe CUCTEM-
HOE BPeMsi KOPPEKTUPYETCS NPOLIECCOM TONMbBKO ECIN «OLLIMBKa»

-X COCTaBMAET MeHee, YeM YCTaHOBIIEHHAs BenMYnHa nopora (no
ymonyaHuio — 128 mc). [laHHbI napaMeTp ycTaHaBNMBaET Be-
nuynnHy nopora B 600 ¢

6.7.4.2. ntpq
KomaHga ntpg nmeet cnegyowmin CUHTaKCUC:
ntpqg [-ip] [-c komanpma] [xocT] [...]

KomaHpga ntpg Ucnonb3yeTcsa And MOHUTOPUHIa AedATernbHOCTU AeMoHa ntpd U onpe-

AerneHnda npon3BognTesibHOCTA. MoxeT 6bITb 3anyuwieHa Kak B UHTEPAaKTUBHOM peXnme, Tak 1

C MCnonb3oBaHMEM ONUMA KOMaHOHOM CTPOKWN. OHa moxeT nosiydaTtb U BbIBOOUTb Ha TepMU-

Hall CrMINCOK cepBepoB TOrO >Ke ypOBHA CUHXPOHU3aL NN B 0BbI4YHOM Q)opmaTe, 3anpawinBasa Bce

cepsepa.

MapameTpbl KOMaHAHOWM CTPOKW NpuBedeHbl B Tabnuue 21]

Tabnuuya 21
MNapameTp OnucaHune
-4 dopcupoBaHme paspeLleHns JOMEHHbLIX MMEH B MPOCTPAHCTBO MMeH npoTtokona IP Bepcum 4

-6 Vcnonb3oBaHne NpocTpaHcTBa MMeH npoTokona |IP Bepcumn 6

-d OTnagoyHbI peXxmnm

-i dopcupoBaHme MHTepakTUBHOMO pexunma. KomaHabl NpyHMMaloTca co CTaHZapTHOro Bbixoaa
-p BbiBOA BCeX M3BECTHbIX COCEQHUX CEPBEPOB

UHTe PakKTUBHbI€ KOMaHAbI

MHTepaKTI/IBHaFI KOMaHga COCTOUT N3 KOMaHOHOro CnoBa U crieqyruimnx 3a HUM aprymeH-

TOB (BO3MOXHO Mcnonb3oBaHune oT 0 Ao 4 apryMmeHTOB). BbiBog pesynbraTa BbIMONHEHMS KOMaHAbI

HanpaBnsieTcs Ha CTaHO4AapPTHbIN BbiBOA (stdout). [pyrmmn crioBaMmy, MOXHO nepeHanpaensiTb
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BbIBOZ KOMaHzbl B chaiin, Mcnonb3ys «> umsa_gdatinay. CNMCOK MHTEPAKTUBHbLIX KOMaHA NpUBEAEH
B Tabnuue 22|

Tabnuuya 22
KomaHnga OnmcaHune
? [KOMaHOHOE CJIOBO] Ecnu 3apgana onumsa ?, Ha TepMyHan OygeT BblgaHa nHgopmauns
helpl [xoMmaHOHOE CJIOBO] 0 BO3MOXXHOM MCMOMb30BaHNUN OaHHOW KOMaHAbI
JaHHble, nepenaBaemsble npoTtokosiom NTP, cogepxaTt psg cyL-
addvars uMsaA_IepeMeHHOH HOCTEeW BMAa umsi_nepeMmeHHon=3Hauenue. KomaHga ntpg noa-
[ = 3Hauenue] [...] rmvars | AepXUBaAeT BHYTPEHHUN CMNCOK, B KOTOPOM AaHHbIE BCTPanMBatoTCH
UMsI_IIepeMeHHOU [...] B KOHTpOIbHble coobueHnsi. Komanga addvars gobaensiet ne-
clearvars peMeHHble B CMUCOK, rmvars yaanaeT nepemMeHHble N3 Cnmcka,
clearvars NOSTHOCTbIO OYMLLAET CrMNCOK
cooked Mo3eonseT npeobpasoBaTtb BbIBOA NEPEMEHHLIX N UX 3HAYEHUS B
yao6HbIN Ans nonb3oBaTtens B
debug more | less | off [Mo3BoNAET BKIOUNTL/BLIKMOYNTE BHYTPEHHIOK KOMaHAy 3anpocoB

YKasblBaeT BPEMEHHbIN MHTepBan aAns obasneHnst K BDEMEHHOM
OTMeTKe (timestamp), KOTOpas BKMAOYAETCS B 3anpockl, Tpeby-
owme ayteHTMdnKaummn. 3To NCNONb3yeTcs ANA BO3MOXHOCTU
nepekoHduUrypaummn cepeepa

delay MUIITIMCEKYHIOH

YcTaHaBnuBaeT nMs XocTa, K KOTopomy ByayT oTcbinarecsa nocne-

host uma xocTa
- aywLimne 3arnpochbl

Ecnn ykasbiBaeTca yes, JOMEHHbIE MMEHA XOCTOB BbIBOAATCS Ha
hostnames [yes | no] TepMuHan. MIHaye BbIBOOATCA Ha TEpMUHAN YMCcrieHHble agpeca.
3HayeHune No yMon4aHuo yes

lNosBonsieT yKa3aTb HOMep Krnto4a and ncnojib3oBaHMA ero B 3a-

keyid umpmenTuduraTop Ximoua
Y A ® P_ npocax, TpedyoLwmx ayTeHTudmKaLmo

YcTtaHasnmeaeT Homep Bepcun NTP. o ymonyaHuio ncnonbayeTtcs

ntpversion 1 | 2 | 3 | 4
npoToKon Bepcun 6
asswd 3anpau_||ABaeT napornb, KOTOprVI 6y/:|,eT MCnoJsib30oBaTbCA B 3anpo-
P cax, TpebyrLwwmnx ayTeHTudmnKaumum
quit Bbixog U3 MHTEPAKTMBHOIO pexmnma ntpg
raw 3acTaBnsieT BbIBOAUTL pe3ynbTaThbl 3anpocoB KOMaHAabl, Kak ByaTo

OHU Npulnn OoT yaarneHHoro cepesepa

YcTaHaBnMBaeT BpeMeHHOW MHTEPBar 3anpocoB cepBepam. 3Ha-

timeout MuMIINIMCEeKYHOH
YA YeHue no ymonyanuo 5000 mc

KomaHAbl KOHTPOMbHbLIX COOOLEeHNN

Kaxxpasa accoumaums, nasectHas NTP-cepBepy, nmeeT nnyHbIn 16-6MTHBIN LienoYmcnex-
HbIN naeHTudukatop. Accoumnaums ¢ nageHtudmkaropom 0 urpaet ocobyto pornb — onpegensiet
CUCTEMHbIE MEPEMEHHbIE, YbM UMEHA NeXaT BHE JIOKanbHOro NpocTpaHcTBa umeH. KomaHgbl

KOHTPOJIbHbLIX COObLLEeHUI NpuBeaeHbl B Tabnuue 23]
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Tabnuuya 23
KomaHpa OnucaHne
MonyyeHune 1 BbIBOA Cnucka naeHTUgUKaTopoB accoumaumm un
associations TekyLlee CoCTosiHue cocegHux cepeepoB. CNMCOK BbIBOOUTCS

B BMAE KOJIOHOK

cv [assocID] [variable name

3anpoc Ha nepeMeHHble cepBepHbIX YacoB. Ha gaHHbI 3anpoc
OTBEYaloT CepBepbl, UMEILLME BHELLHNE UCTOYHUKA CUHXPOHU-

= value [... e
[ [ It ] 3aLMM BpEMEHM
.. Mony4aeT u BbIBOAWT CNUCOK MOEHTUUKATOPOB accouuauni n
lassociations y A A ® P Hhau
coceHNX CepBEPOB (peer), C KOTOPbIMK ObGLLAETCS cepBep
L BbiBOOUT cBEAEHUS O BCEX accoLMaLUmnsaxX U3 K3LIMPOBAHHOMO
lpassociations
cnucka
peers [Mony4eHne TekyLero cnucka cocegHux cepBepoB (peer)

6.7.4.3. ntpdate

KomaHga ntpdate umeet cnegyrowmin CUHTaKCUC:

ntpdate [ -nmapameTph]

KomaHpa ntpdate ycTaHaBnvBaeT fnokanbHoe cucteMHoe Bpems, ncnonbdysa NTP. Jornx-

Ha ObITb 3anyLleHa ¢ npaBaMu root. Bo3aMoxeH 3anyck kak U3 KOMaHAHOW CTPOKU (BPY4YHYIO),

TaK U U3 CTApTOBOIO CKpUMTa, BbinonHsemoro npu 3arpyske OC. ECTb BO3MOXHOCTb BbINOSTHEHUS

ntpdate 13 cueHapusa gemMoHa cron.

[aHHas komaHaa 3aBepLuaeTcd, ecnm 06Hapy)KMBaeTCFI, YTO Ha TOM Xe XOCTe 3anyLleH

cepBep ntpd.

MapameTpbl KOMaHAHON CTPOKW NpuBeAeHbl B Tabnuue [24]

Tabnuuya 24
MapameTp Onncanune

4 dopcrpoBaHue paspelleHns AOMEHHbIX UMEH B MPOCTPaHCTBO MMEH Mpo-
Tokona IP Bepcun 4

-6 VMcnonb3oBaHue npocTpaHcTBa MMeH npoTokona IP Bepcun 6

“a xomou PaspelueHne ayTeHTUdUKALMM U YKa3aHWe Krova Ans ucnonb3oBaHug. Mo
YMOMYaHUIo ayTeHTUMUKaLNS OTKIIoYeHa

-d OTnagoyHbIf pexum

-q Tonbko 3anpoc. Hukaknx naMeHeHun nokanbHbIX YacoB He NPOU3BOAMUTCS

-t BpeMs_B_cekyHOax | YCTaHOBKA MakCMMarnbHOIMO BPEMEHW OXWOAHUA OTBETa cepBepa

6.7.4.4. ntptrace

KomaHga ntptrace nMeet cnegyowmim CUHTaKCUC:

ntptrace [ -vdn ] [ -r retries ] [ -t timeout ] [ server ]

lMporpamma ntptrace onpenensert, rae cepsepa NTP nonyyatoT Bpems, 1 npoxoauT no
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Leno4ke cepBepoB OO NCTOYHMKA TOHYHOIO BpEeMEHMN.
Ecnun Ha Bxoa KoMaHae He NOCTYyNnaeT HUKaKnNX apryMmeHToB, TO Ha4arioM Nouncka 6y,qu
nokarsibHbI XOCT.

MapameTpbl KOMaHAHON CTPOKM NpuBeAeHbl B Tabnuue 25,

Tabnwunua 25
MapameTp OnmcaHune
-d OTnagoyHbIv pexnm
n B pesynbratax 3anpoca BMeCTO AOMEHHbIX UMEH XOCTOB BblAatoTCs MX

IP-agpeca. [aHHbIn napameTp yaobeH, korga B cetn otcytcTByeT DNS

-r retries YcTaHoBKa KONU4ecTBa NonbITOK nepefayn. 3Ha4eHne no ymonyaHmo 5
YcTaHOBKa BPEMEHHOW 3a4epKKM nepefayn gaHHbIX B cekyHaax. 3Hade-

-t BpeMeHHas_3alepxka
HMe Mo yMon4aHuio 2

-v Bblgaya MHorocrnoBHom uHgopmauum o NTP-cepBepax

6.7.4.5. fly-admin-ntp
B coctaB OC BxoauT rpaduyeckas ytunmta £ly-admin-ntp, KOTOpasa Nno3BosiseT aa-
MUHUCTPATOpPy NpomsBecT 6oMbLIMHCTBO HacTpoek cuctembl NTP B rpadudeckom pexunme

(CM. BNEeKTPOHHYH CnpaBky).
6.8. CeTeBasn 3awmweHHan ¢pannoBasa cuctema

6.8.1. HasHayeHne U BO3MOXHOCTHU

[ns opraHmnsauuun 3alumiieHHbIX oannoBbiX CEpBEPOB NpeaHa3HavYeHa ceTeBas 3alm-
weHHas OC (C3dPC), B ocHoBy koTopon nonoxeHa CIFS, paboTatowasa no npotokony SMB/CIFS.
Mpotokon C3dC conepxunt B cebe coobLueHns, KoTopble nepeaarnT MHPOPMaLUM0 O CTaHAAPTHbIX
N pacluMpeHHbIX aTpmnbyTtax (aTpnbyTtax 6e3onacHoCcTu), a Takke CoOOLWEHNa ansa nepegadm MeTKu
BesonacHocTn cybbekTa gocTyna.

Ycnosuem KoppekTHOro dyHkumoHmpoBaHunst C3®PC sBnseTcs ncnonb3oBaHNe MexaHu3ma
EMM, obecneunBatowee B pamkax gaHHon JIBC ogHO3Ha4YHOE COOTBETCTBME MEXAY NOrMYECKUM
UMeHeM Nonb3oBaTens N ero NAeHTUUKaTOpoOM (a Takke MMEeHeM rpynnbl U ee naeHTUduKaTo-
pOM) Ha Bcex KomnbloTepax (paboumnx CTaHumusAX u cepBepax), Ha KOTOPbIX AaHHbIN Nonb3oBaTeNb
MoXeT paboTtaTtb. [na koppekTHon pabotbl C3PC Heobxoanma cnHxpoHusaumsa UID/GID B cu-
cTeMax KnueHTa u cepeepa, T. K. MHopMaunsa 0 nonb3oBaTensx U rpynnax nepegaercs B CETb B
YNCIIEHHbIX 3HAYEHUSAX.

C3dC coctouT 13 cepsepa n knneHta. Cepsep npencrasnser cobon paclUMpPeHHbIN
cepBep Samba v BbINOMHAET cnegyowme 3agaqu:

1) ynpaBneHue pasgensemMbiMu pecypcamu;

2) KOHTpONb AOCTyNa K pasgensieMbiM pecypcaM. Mpy NoaknioYeHnn KnneHTa cepeep
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yCTaHaBnMBaeT MeTKy 6e3onacHOCTM npouecca, 06Cny>XmMBatoLLEero 3anpochl KNMeHTa, B
COOTBETCTBUMN C METKOM 6E30NacHOCTM 3TOro KNneHTa. 3Tnm obecneymBaeTcsa MaHAaTHbIN
KOHTPOMb JOCTyna K pasgensemMbiM dpannam Ha CTOPoOHe cepBepa.

KnneHT npencraensiet cobon ceteByto PC B cocTaBe cMCTEMbl ynpaBneHust dannamm
sapa OC n peanusyeTt uHtepdenc mexay smuptyansHon ®C sapa n cepsepom C3PC. KnneHt
C3dC BbinonHsaeT cnegyowme 3agadn:

1) oToGpaxeHwne KaTanoros 1 annoB CMOHTUPOBAHHOIO CETEBOrO pecypca;

2) nepefadva Ha cepBep AOMNOMHUTENBHON MHopMaLMK O KNnacCUPUKaunoHHON METKe

nonb3oBaTtens (npouecca), paboTtaroLero ¢ pasgensaeMbiM pecypcom.

C Toukm 3peHunsa nonb3oBatend, C3PC BbIrmMaauT Kak ctaHgapTHaa OC, nogaepxmnsa-
owas Bce mexaHuambl 3awmtel OC 1 nossonstowaa padorate ¢ yganeHHon ®C ¢ nomoLbto
CTaHAapPTHbIX KOMaHA,.

C3dC npepocraenset cneaytowme 6a30Bble BO3MOXHOCTH:

- pasgeneHue ®C OC «Astra Linux Special Edition» OC tnna Windows 1 Hao6oporT;

- COBMECTHOE UCMOSb30BaHMEe NPUHTEPOB, NoakmtoveHHbIX K OC «Astra Linux Special

Edition», OC tTnuna Windows 1 Hao60poT.

6.8.2. CocTtaB

C3dC cocTouT 13 HECKONbKUX KOMMNOHEHTOB:

- smbd — cepBuUcHaga cnyxba, kotopasa obecnevnBaeT paboTy cnyxbbl nevyatn n pas-

penexHna annos ans knmentoB Tuna OC Windows. KoHdurypaumoHHble napameTpsbl

cepBUCHON cnyxbbl smbd onuckiBatoTcs B panne smb. conf;

- nmbd — cepBuUcHas cnyxba, kotopast obecneunBaet paboty cnyxbsl umeH NetBIOS, a

TaKKe MOXET MCMNONb30BaThCA A5 3anpoca ApYrMx CEPBUCHbLIX CNYX0 MMeEH;

- smbclient — cepBuUcHaga cnyba, koTopas peanusyeT KIMEHT, UCNOoNb3yeMbl Ans

A0CTyna K ApyrMMm cepBepam U Ang nevaTtn Ha NpuHTepax, NOAKMIOYEHHbIX K cepBepam;

- testparm — KOMaHga, No3sondaLlas NPoOTeCTUpPoBaTb KOHAPUIypauMOHHbLIA ainn

smb.conf;

- smbstatus — KOMaHAa, coobLiatoLLas, KTo B HacTosiLee BpeMs Nosb3yeTcs cepBepoMm

smbd.

B coctaB OC BxoguT rpadumyeckasn ytmnuta £ly-admin-samba, KOTOpasi ycTaHaBnvBa-
eTcs Npu yCTaHOBKe smbd M NO3BOMNSAET HACTPOUTb MOSb30BATENBCKMI AOCTYN K pecypcam C3PC

(CM. 9NEeKTPOHHYIO CrpaBKy).

6.8.3. HacTtpouka
C3dC ycraHaBnuBaetca B npouecce yctaHoBku OC.

Hactporika C3®dC B OC ocyLiecTBnseTcss NOCPEACTBOM HAaCTPOMKN NapameTpOoB rMaBHOIO
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KOHoMrypaumoHHoro hanna.

MaBHbIN KOHUIypaUNOHHbIA hann HasbiBaeTca smb.conf U HaxoouTCa B KaTanore
/etc/samba.

®ann smb.conf COCTOUT N3 UMEHOBAHHbIX Pa3fenoB, HaYMHAKLWNXCA C UIMEHU pasaena
B KBagpaTHbIX ckobkax, Hanpumep, [global]l. BHyTpn kaxgoro pasgena HaxoguTcs psg na-
pamMeTpoB B BuAe key = value. ®ann KOHpUrypaumm cogepxuT Tpu cneumanbHbiX pasgena:
[global], [homes] M [printers], — N HECKOSbKO NMOSIb30BATENbLCKUX pa3denos.

B pasgene [global] onuncaHbl napamMeTpsbl, yrpasnsawwue cepsepomM smb B LieroMm, a

TaKKe HaxoAsTCs 3HAYEHMs1 MapameTpOB MO YMOMYaHWIO ANs APYrMX pasaernos.

Mpumephbl:

1. ®parmMeHT KoOHGUrypaumoHHoro dpanna, onpegensitowmi paboyyto rpynny WORKGR1, K
KOTOPOW OTHOCUTCS KOMMNbIOTEP, @ TaKKe OMNUCLIBAOLLNK CaMy CUCTEMY.

[globall;

;workgroup = NT-Domain-Name wunu Workgroup-Name

workgroup = WORKGR1

;comment sxBuBasieHTeH noino onucaHus NT (Description field)

comment = CepBep C33C

2. ®parmMeHT KoHJUrypaumoHHoro carna, onnucbiBatrLLmMn TUN CUCTEMbI NevaTun, A0CTymn-
HOW Ha cepBepe agMWHUCTPaATOpa, a Takke MeCTOHaxoXAeHue KOHMUrypauMoHHOro
danna npuHTepa. NocnegHss cTpoka roBOpUT O TOM, YTO BCE MPUHTEPLI, ONpeaeneHHble
B channe printcap, 4OMKHbI ObITb JOCTYMNHbI B CETMU.

;printing = BSD wunm SYSV unm AlX (u T.41.)

printing = bsd

printcap name /etc/printcap

load printers yes

3. ®parmMeHT KoHJUrypaumoHHoro anna, onpegensowmm NoaaepX Ky cepBepom rocre-
BOro Bxoga. Cnegyiwolime aBa napameTpa onpeaensoTt paboTy ¢ KypHanbHbIMK dharinamu.
MapameTp m coobuaet cnyxbe Samba, 4TO AN KaXXAoro KnNneHTa BegeTcs CBOW dhann,
a nocrnefHAsa cTpoka roBopuT 0 TOM, YTO MakCUMaribHbIM pasMep CO34aBaeMoro XypHanb-
Horo ¢panna — 50 KbB.

; PACKOMMEHTHUPYHTE B3TO IIOJIe, €CJIM BaM HYXEeH ['OCTEeBON BXO[

;guest = pcguest

log file = /var/log/samba-log.%m

max log size = 50

Pasgen [homes] No3BONSAET NOAKMOYATLCS K p860‘-IVIM KaTanoram nonb3oBaTenen 6e3 nx

SIBHOrO onucaHus. Mpu 3anpoce KNMEHTOM onpeaernieHHon cnyobl ULLETCA COOTBETCTBYHOLLEE el
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onucaHue B hanse n, ecrnv TakoBOro HeT, NpocMmaTtpmBaeTcs pasgen [homes]. Ecnu aToT pasgen
cyllecTByeT, npocMmaTpmuBaeTcs hann naponen gns nomcka paboyero katanora nonb3oBartens,
caenasLuero 3anpoc, 1, Hangsa ero, OH CTaHOBUTCS AOCTYMHbBIM MO CETMU.

MapameTp comment BbIBOAUTCA ANSA KNMEHTa Npu 3anpoce O LOCTYMHbIX pecypcax;
napameTp browseable onpegenseT, Kak BbIBOAUTbL pecypc B cnvcke rnpocmotpa. [Napametp
read only onpegensieT, MOXeT N1 Nonb3oBaTenb co3daBaTb U U3MEHATb pansibl B CBOEM
paboyem kKaTanore npu NoAKMYeHUN no cetu. NapameTp create mask onpegensieT npaea

AOCTyna Ans BHOBb co3daBaeMblx halinoB B paboyeM kaTarore nonb3oBaTtensi.

Mpumep
[homes]
comment = Home Directories
browseable = no
case sensitive = yes
read only = yes
create mask = 0700
directory mask = 0700

ea support = yes

B pasgene [printers] onucaHbl NnapamMeTpbl yNpasrieHus nevatbio Npu oTCyTCTBUN
MHOro ABHOrO onucaHus. icnonb3yetcs gna npegocTaBneHms 4octyna K NpuHTepam, onpeae-
NeHHbIM B hanne /etc/ (gaHHas Bo3aMoXHOCTb B OC 3abrnokupoBaHa no ymMonyaHuio, ans 4ero
3aKOMMEHTUPOBaHbI BCe CTPOKM pasfgena [printers]).

[MapameTpbl comment, browseable, create mode aHanorn4Hbl NapameTpam pasgena
[homes]. [NapameTp path onpegenseTr MecToHaxoXaeHue danna crynepa rnpu neyaTm Yepes
SMB. MNMapameTp printable onpegensier, MOXeT M UCMONb30BaTbCA AaHHbIN pecypc Ans neyaru,

napameTp guest ok — MOXET NN BOCMNONb30BaTbCA NPUHTEPOM rocTeBou Nosib3oBaTerb.

Mpumep
[printers]
; comment = All Printers
; browseable = no
; path = /var/spool/samba
; printable = no
; guest ok = no
; read only = yes

; create mask = 0700

Mocne HacTpoiiky NapaMeTpoB cepBepa Mo YMON4aHUio MOXHO CO3[aTh pasaensemble Ka-

Tanoru, goCTtyn K KOTopbIM MOTYT nojiydaTb onpeaeneHHble Nofib3oBaTeN N, rpynnbl nonb3oBaTenemn
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NI BCe Nnonb3oBaTesin.

Mpumep

CospgaHue pasgensieMoro Kkatanora ¢ JOCTYNoOM TOMbKO ANA O4HOro nosnb3oBartend. [Ans
3TOro Heobxo4MMo co3aatb OTAENbHLIN pa3aen ganna smb. conf 1M 3anNONHUTL ero He06XoaUMOM
nHpopmaumen (06bl4HO 3TO NOMb30BaTENb, KaTanor u KOHUrypaumoHHas MHopmaLms)
[Userl]
comment = Userl’ s remote source code directory
path = /usr/local/src
valid users = victor
browseable = yes
public = no
writeable = yes
create mode = 0700
B naHHOM pasgene cosgaetca pasgenseMblin katanor ¢ uMeHeM Userl. Ha nokaneHOM cepBepe
ero nytb — /usr/local/src, browseable = yes, NO3TOMY pecypc byaer BuaeH B Crnckax
pecypcoB CeTU, HO T.K. public = no, NOAY4YUTb AOCTYN K HEMY CMOXET TOSIbKO MOSib30Ba-
Tenb victor. lNpegocraBuTb JOCTYN APYrMM Norb3oBaTesiiM MOXHO, MOMECTUB UX B 3anuchb

valid users.

lMocne co3gaHms KOHUrypaumMoHHOro ganna HeobxoanmMo NPoOTECTUPOBATL Ero KOPPEKT-
HOCTb NPW NOMOLLUY KOMaHAbl testparm, KOTOpasi NpoBepsaeT Hannyue B panne /etc/smb.conf
BHYTPEHHUX NPOTUBOPEYNIA U HECOOTBETCTBUMN.
MpnmevyaHune. NpumeHeHne testparm He JaeT rapaHTUK, YTO BCE CEPBUCHI N pecyp-
Cbl, ONUCaHHble B KOHGUrypaummn, 4OCTYMNHbI 1 ByayT KOppeKkTHO paboTaThb.
KomaHga testparm MMeET crneayowmin CUHTaKCUC:
testparm [configfile [hostname hostip]]
MapameTp configfile onpegenseTr MeCTONONOXeHWEe KOH(UrypaunoHHoro damvna
(ecnn ato He hann /etc/smb.conf). NapameTp hostname hostip ykasblBaeT KOMaHae
testparm NpoBepuTb SOCTYMN K CepBUCaM CO CTOPOHbLI y3na, ornpeaensemMoro napaMmeTpom.
Ecnn ownbkn He ByoyT oGHapyXeHbl, Ha 3KpaHe NOSIBUTCS MPUMMEPHO creaytouiee coob-
LLeHne (B criydae obHapyXeHus ownbok o HUX ByaeT npeaocTaBneHa nonHasi uHpopmaums):
it testparm
Load smb config files from /etc/smb.conf
Processing section "[homes]"
Processing section "[printers]"
Loaded services file OK.
Press enter to see a dump of your service definitions

MNpu HaxaTum <Enter> testparm NpoTeCTUpPYeT Kaxabl pas3geri, onpeaerieHHbIn B
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KOHoMrypaumoHHom canne.

6.8.4. 3anyck cepBepa

CepBep cOCTOUT U3 OBYX CEPBUCHBIX KOMaHO — smbd M nmbd. smbd obecneynBaeT
paboTy cnyx6bl pasgeneHus gannos 1 NPUHTEPOB, a nmbd nogaepxmeaeT nmeHa NetBIOS.

CepBep 3anyckaetcs nMbo 13 MHNUManmnanpyoLwmx cueHapmes, NMbo M3 inetd B kKave-
CTBE CUCTEMHOrO cepBuca.

Ecnu cepBep 3anyckaeTcs U3 cLeHapueB UHMUManu3auum, To MOXHO BOCMNOSIb30BaTbLCA
AnNs 3anycka u OCTaHOBKM paboTbl cepBepa crneayrowen KoMaHaom:
systemctl {start|stop} smbd

Hoctyn nonb3oBatenen OC k pecypcamMm cepBepa OCYLLECTBAAETCS C MOMOLLbO MOH-
TnpoBaHus C3PC. [Opyron BO3MOXHOCTbIO SBISIETCA MCMNOSIb30BaHME rpadnuyeckon yTUnnThbl
fly-admin-samba (CM. 3MEKTPOHHYHO CMPaBKy).

Onumn KoMaHOHOM CTPOKM smbclient MNO3BOMSAKT cAenath 3anpoc O pasgenisieMblX
pecypcax unm nepeHectu dpaunnsol.

Hanpumep, ona 3anpoca cnvcka AOCTYMHbIX PECYypcoB Ha yaaneHHOM cepBepe
win.netwhart.com UCNOMNb3YeTCs KOMaHAHas CTpokKa:
smbclient -L -I win.netwhart.com

3pecb napameTp —L yKasbIBa€eT, YTo TpebyeTcsi BLIBECTU CMUCOK pa3gensemblX pecypcos,
a napameTp -I — 4YTO yKasaHHoOe Janee nmda cnegyet paccMmatpuBatbh kak umsa DNS, a He
NetBIOS.

[nsa nepecbinkn ana HeobxoanmMo cHadana NoaKNiYUTLCA K cepBepy € UCMNOMb30BaHM-
€M KOMaHAabl:
smbclient ’\\WORKGR1\PUBLIC’ -I win.netwhart.com -U tackett

MapameTp \ \WORKGR1\ PUBLIC onpegensieT yaaneHHbIn CepBUC Ha ApYroM KoMnbloTepe
(06bI4HO 31O KaTanor ®C nnu npuHTep). NapameTp -U NO3BONSET ONPeAenUTb NMSA NONb30BaTeNs
OIS NOAKMYEHMS K pecypcy (Npu 3ToM, ecnn Heobxoaumo, C3PC 3anpocuT COOTBETCTBYHOLLMI
napons). lNMocne Noaknto4YeHnst NOSIBUTCS NpUrnalleHune:
Smb: \
rae \ — Tekywmn pabounin Katanor.

B aTOM KOMaHOHOW CTPOKe MOXHO yKa3aTb KOMaHAbl Ans nepegayun dannos n pabotsl ¢

HUMK (CM. pyKOBOACTBO man).
6.9. CpeacTBO cO34aHUA 3alMLLEHHBbIX KAHANoB

[na cospgaHns 3alMLLEHHbIX KaHanoB TUNa TOYKa-TOYKa UNKU CepBep-KMUEHT Mexay
KOMMblOTEPaMM CETU UCNONb3yeTcs cBOBOAHAs peanu3auus TEXHONOMMN BUPTYyarbHON YacTHOW
cetn (VPN) c oTkpbITbIM ncxogHbiM kogoM OpenVPN. [laHHaa TexHornorus no3BonseT ycTaHas-

nMBaTb COeANHEHUsI Mexay KoMnbloTepamm, Haxogsawmmmucs 3a NAT 1 ceTeBbIM 3KpaHOM, 6e3
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Heob6X0ANMOCTN U3MEHEHUS UX HACTPOEK.

[ns obecnevyeHna 6e3onacHOCTX ynpaBnaloLWeEro kaHana u notoka gaHHbeix OpenVPN
ncnonb3yet 6ubnuoTeky OpenSSL (ycTaHaBnmMBaeTcs asTomaTudecku npu ycraHoske OC). MNpu
atom OpenVPN ucnonb3yeTt anroputMbl 3aLLMTHOIO Npeobpa3oBaHusl, KOTOpble 3anpalumBaeT U
nony4aet oT OpenSSL.

MocTaBnaembin B cocTtaBe anctpubytmea BapmaHt OpenVPN nogaepxmBaeT paboty ¢
ANHaMU4Yeckn nogkniovaemon 6mbnmortekonm OpenSSL anropuTMoB 3aLUMTHOMO NpeobpasoBaHns B
cootBeTcTBUKN C TpeboBaHuamu MOCT (nakeT 6ubnmnotekun anroputmoB NOCT 1libgost-astra).

[ononHutensHasa nHpopmauus no npumeHeHunto OpenVPN n 6nbnuoTtekn anroputmos
MOCT libgost-astra AOCTynNHa Ha canTe wiki.astralinux.ru No CCbifike https://wiki.

astralinux.ru/display/doc/OpenVPN.

6.9.1. YcTtaHOBKa

YctaHoBka nporpammHoro npogykta OpenVPN BbinonHseTtcsa nmbo n3 rpadpuyeckoro
MeHemKepa naketoB Synaptic, nnbo n3 TepmuHana.

Ons yctaHoskn OpenVPN 13 TepmuHana Heobxogmumo:

1) Ha KomnbloTEpPE, NpeaHa3HayeHHOM Ha porb cepBepa OpenVPN, n Ha KIMEeHTCKUX

KOMMbOTEPaxX YCTAHOBUTbL NaKeT openvpn:

apt-get install openvpn

2) Ha KomnbloTepe, NpeaHasHa4YeHHOM Ha porib cepBepa, ANs ynpaBrneHns CepBUCOM

openvpn YCTaHOBUTbL rpaduyeckyto ytunuty fly-admin-openvpn-server WU mH-

CTPYMEHT KOMaHAHOW CTPOKU astra-openvpn-server, BbINOHUB COOTBETCTBYIOLLYIO

KOMaHAay:

apt-get install fly-admin-openvpn-server

apt-get install astra-openvpn-server

MpumeyaHunsa:

1. lNMpwn ycTaHoBKe rpanyeckon yTunnTbl aBToMaTuyeckn byaet yCTaHOBIEH MHCTPYMEHT

KOMaHOHOW CTPOKN astra-openvpn-server.

2. MNpun ycTaHOBKE MHCTPYMEHTa KOMaHOHOW CTPOKM astra-openvpn-server byaer

aBTOMAaTUYECKN YCTAHOBIEH M HACTPOEH NakeT anropuTMOB 3aLMTHOrO npeobpasoBaHus

OCT libgost-astra;

3) Ha KINMEHTCKNX KOMMbTEpPax YCTaHOBUTb rpauyeckyro yTunuTy gnga ynpasneHus

ceTeBbIMU MNOAKITIOYEHNAMU network-manager—-openvpn:

apt-get install network-manager-openvpn network-manager-openvpn-gnome


wiki.astralinux.ru
https://wiki.astralinux.ru/display/doc/OpenVPN
https://wiki.astralinux.ru/display/doc/OpenVPN
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6.9.2. MHCTPYMEHT KOMaHOHOW CTPOKMU
6.9.2.1. MapameTpbl MHCTPYMEHTa KOMaHAHON CTPOKMU
KomaHabl, ncnonb3yemble C KOMaHgHOM

MHCTPYMEHTOM CTPOKU

astra-openvpn-server, NpuBeAeHbI B Tabnuue [26]

Tabnunua 26

MapameTp

OnucaHune

MHdpopMaLnMOoHHbIE KOMaHAbI

-h, --help

BbiBOA crnipaBku

-V, ——version

BbiBOg Bepcun

--show-ciphers

BblBOA cnvcka nogaepKmBaeMblx Kroyen

YHpaBneHme BbIBOOOM

He BbiBOAMTL coobLeHus u npegynpexaeHnsa. MoxeT ObiTb yka-
3aHa B ntobdom mecte. OTMEHSIET BbIBOA4 KOMMEHTapPMEB O Xoae
BbIMOSNTHEHNSA, NPeaynpeXaeHnii, coobLeHnn o6 owmnbkax

YnpageneHue cepeepom

start

3anyctutb cepBuUC openvpn. [1py BbLINONHEHUUM 3TOW KOMaH-
Obl 6e3 ykasaHus OOMOMNHUTENbHbBIX NapaMeTpoB cepBUC Oy-
OEeT 3anyweH Co CTaHOapTHOM KOHdurypaumen us danna
/etc/openvpn/server.conf. Ecnu dann koHdurypauuu,
KNio4um 1 ceptudukatbl cepBepa He CyLLeCTBYIOT, TO OHW ByayT
co3faHbl ¢ napameTpamu nNo ymonyanuo. C gaHHoW KomaHaom go-
NONHUTENBHO MOrYT ObITb 3aAaHbl NapameTpbl cepBepa, yKasaHbl
Gannsl 4ns ayTeHTMduKauumn n napameTpbl ayTeHTUdmKaumm

stop

OctaHoBuTb cepBuc. Nocne BbINONMHEHNS AaHHOW KOMaHAbl ApY-
rme KomaHabl He BbIMOJTHAKOTCA

status

MpoBepuTb cepauc. MNocne BbINONHeHWs AaHHOW KOMaHAbl Apyrue
KOMaHAbl He BbINOMHAKTCS

rebuild-server-certs

OcTaHOoBUTL CepBUC, yoanuTb BCe cepTudumkaTbl cepepa n Knu-
€HTOB, MOBTOPHO CreHepupoBaThb BCe cepTudmKaTbl cepeepa 1 3a-
nyctutb cepBep. meHa cannos ceptndukatoB cepepa bepyTcs
13 ¢panna koHpurypaumm cepsepa. Ecnu dann koHpurypaumm
OTCYTCTBYET, TO OCTarnbHble AENCTBUSA HE BbINONHAKTCA. [locne
BbIMNOSNIHEHWNSI AaHHOW KOMaHAbl Apyrne KOMaH4bl He BbIMOMHAKTCA

MapameTpbl cepBepa

server <IP-agpec> <macka>

IP-agpec n macka cosgaBaemon cet VPN (no ymon4danHuto

IP=10.8.0.0 n MASK=255.255.255.0), Hanpumep:

astra-openvpn-server server "10.0.0.8
255.255.255.0"

port <nopT>

MopT (no ymonyaHuio 1194)
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MapameTp

OnucaHne

cipher <meTom>

MeTog 3awmTHOro NpeobpasoBaHUS AaHHbIX (MO YMOMYaHMUIo
grasshopper-cbc). lNogaepxusaroTca crnegyrolime MeToabl 3a-
LLMTHOro Npeobpa3oBaHUs:

- grasshopper-cbc — anroput™ «KysHeunk» NOCT P 34.13-
2015;

- AES-256-GCM — peKkoMeHOOBaH Ans NpUMEHEHUs B cUCTEMaXx
obLero HasHa4YeHus;

- AES-256-CBC — OONyCTUM Af1s IPUMEHEHMUS B cucTemax ob-
LLero HasHa4vyeHus;

- AES-128-CBC — UCnonb3yeTcs Ang COBMECTUMOCTU CO CTapbl-
MU CUCTEMaMW, K NPUMEHEHUIO HE peKoMeHayeTCs

Ykasa

Hue dhannos ons ayTeHTudukauum

cert <umsa_Qanma>.crt

dann ceptudukara nonb3osaTens

ca <umsa_Qamnmna>.crt

dann ceptncmkaTa ygocToBEPSIOLLENO LEHTPa

key <umsa_danmna>.key

JTNYHbIN KNtoY

dh <umsa_gamnmna>.pem

®ann Ondpdun-XennmaHa

tls-auth <umsa_dawnmna>.key

dann ayteHTndmkaumm TLS

MapameTpbl ayTeHTUMMKaL MK

KEY_COUNTRY RU

HassaHue CTpaHbl

KEY_PROVINCE MO

HasBaHue obnacTtu

KEY_CITY Moscow

HassaHune ropoga

KEY_ORG none

HasBaHue opraHnsaumm

KEY_EMAIL none

Aapec anekTpOHHOW NOoYThI

KEY_OU none

HassaHuve nogpasneneHus opraHusaumm

KEY_ NAME noname

Nmsa nonb3oBaTtens

leHepauna n OT3bIB KIHOYEN KINEHTOB

client <umsa_xnueHTa>

CospaTb KNoun u CepTMq)VIKaTbI AnA yKa3aHHOIo KrimeHTta

revoke <umsa_xkjueHTa>

Oto3Batb CepTI/I(bI/IKaT YKa3aHHOIo KrimeHTta

MapameTpbl MHAMBUAYaANbHON HACTPOWKN cepBepa

get <mapameTp>

Mpountath 3Ha4YeHWe napameTpa M3 danna KoHduUrypauum
/etc/openvpn/server.conf. Ecnu cann koHpurypaumm He
CyLLECTBYET, TO OH ByJeT co3aaH ¢ napaMmeTpaMu No YMOMYaHMIo

del <napameTp>

Ypanutb 3HadyeHne napameTpa u3 danna KoHdurypaumu
/etc/openvpn/server.conf. Ecnu cann koHpurypaumm He
CyLLEeCTBYET, TO OH ByaeT co3faH ¢ napaMeTpamu no yMon4aHuo
nocre 4yero ykasaHHbln napameTpa byaeT yaanH

’

set <mnapameTp> <3HaueHUue>

3anuncatb 3HadyeHMe napameTpa B dann  KoHdurypaumm
/etc/openvpn/server.conf. Ecnu dann koHpurypaumm He
CyLLEeCTBYET, TO OH ByaeT co3aaH ¢ napaMmeTpamm Nno yMonyaHuio,
nocre yero B parin 6yaeTt 3anMcaHo ykazaHHOe 3HavYeHue
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MpumeyaHunsa:

1. Ecnu B kOMaHAHOWM CTpoOKe 3aaHbl MHPOPMaLMOHHbIE KOMaHAbl, TO OyAeT BbINOMHEHA

nepeasi U3 HUX. [lanbHenwee BbINONHEHUE cueHapus ByaeT npekpaLleHo.

2. KomaHabl ynpasrneHnsa cepBepoM HECOBMECTMMbI C KOMaHA4aMu reHepauum n oT3biBa

Knto4ven Ansa KIMEeHTOB.

3. MNonHbIn cNcoK NnapaMeTpoB UHAMBUAYANbHOW HACTPOMKU cepBepa OOCTYMNEH B JOKY-

MeHTauum Ha OpenVPN.

6.9.2.2. 3anyck cepBuca

[lna 3anycka cepBuca openvpn U3 TepMUHANAa BBECTU KOMaHAY:
astra-openvpn-server start

Mpwn 3anycke cepsuca ByayT co3gaHbl criegyrome cTaHgapTHble dhannbl U KaTanoru:

- hann KoHurypaumm cepemca openvpn:

/etc/openvpn/server.conf

- NOKanbHbIN YOOCTOBEPSOLWMI LEHTP, pa3MeLLaeTcs B Katanore:

/etc/openvpn/openvpn-certificates

- cepTUMKaT OTKPLITOrO Krito4a YAOCTOBEPSIOLLEro LieHTpa:

/etc/openvpn/keys/ca.crt

- cepTudmKaT OTKPLITOrO Knro4a:

/etc/openvpn/keys/server.crt

- 3aKpbITbIN KIOY cepBepa:

/etc/openvpn/keys/server. key

- (pann napametpoB Oudrcun-XennmaHa ansi asTopmsaumm nosib3oBaTenen:

/etc/openvpn/keys/dh2048.pem

- dhann gononHuTenbHon ayteHTudmkauyum TLS:

/etc/openvpn/keys/ta.key

- OOMOSTHUTENbHO, NPW BbINOSTHEHMM OT3biBa cepTudumkaTos, OyaeT co3gaH CTaHOAPTHbIN

dhann cnucka oT3biBa CepPTUEUKATOB:

/etc/openvpn/keys/crl.pem

Takke npy NnepBoM 3anycke cepsuca 6yayT BbINOMHEHbl HACTPOMKM MEXCETEBOIO 3Kpa-
Ha u apyrme HacTtporkn OC ans paboTbl openvpn Kak CTaHOAPTHONO CUCTEMHOIO cepBuca ¢
aBTOMaTU4YECKMM 3aryCcKOM MpU BKITKOYEHUN KOMMNbIOTEPa.

3anyck KoMaHAbl astra-openvpn-server start C ykazaHuem annoB AN ayteHTu-
cukaumm (cm. Tabnuuy [26) no3sonsieT npy co3aaHum daiina koHdurypauum 1 3anycke cepauca
openvpn 3afaTtb PacronoXeHne paHee YyCTaHOBMEHHbIX hannoB Krn4ven n cepTuukaTos.

BHUMAHMUE! YTto6bl n3bexaTb 3anpoca napons npu aBToMaTu4eckoM 3anycke cepauca

openvpn Heobxoanmo dannel co3gaBaTtb 6€3 NpMMEHEHMS 3aLUTHOrO Npeobpa3oBaHUS.

Mpumep
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3anyck cepBepa C yKkazaHMeM paHee YCTaHOBMEHHbIX 0anroB KN4Yen n ceptndgumnkaTon
sudo astra-openvpn-server start cert /root/secrets/server.crt
ca /root/secrets/ca.crt key /root/secrets/server.key

dh /root/secrets/dh2048.pem tls-auth /root/secrets/ta.key

YkasaHue ¢pannos ang ayTeHTUumKaLmm HeCOBMECTUMO C YKa3aHueM napaMmeTpoB naeH-
Tudpmkaumm (cm. Tabnuuy [26).

BHUMAHMUE! B cnyyae ecnu ykasaH xoTa Obl 0aunH dhann ansa ayteHtudukaumm, 1o Bce
dannbl 6yayT NnpoBepeHbl Ha cyLlecTBoBaHME. [pn OTCYyTCTBMM O4HOrO 13 hannos cueHapun
OyaeT 3aBepllH ¢ ownbkon 6e3 BbINONHeHUs Kakmx-nmbo aencteui. [Nposepka dannoB Ha
KOPPEKTHOCTb HE BbINOSTHAETCS.

BHUMAHUE! Ecnu 3agaHbl hannel ans ayteHTMdumKkauum, To co3gaHne cobCTBEHHOMO
YOOCTOBEPSIOLLIErO LeHTpa He BbINONHAETCS.

6.9.2.3. N'eHepauusa cepTUdUKATOB U KNKOYEN

Mpn ncnonb3oBaHUM COBCTBEHHOIO YAOCTOBEPSIOLLErO LIEHTPa CO34aHne KIYen u cep-
TUUKaATOB ONA KIMEHTOB ocyulecTBnsaetrca Ha cepeepe OpenVPN ¢ NOMOLLBIO UHCTPYMEHTa
KOMaHOHOW CTPOKN astra-openvpn-server. [N co3qaHns KNMEHTCKOro KOMMsiekTa annos
ncnonb3yeTcs KoMaHga client:
sudo astra-openvpn-server client <umsa_xjueHTa>

Mpw reHepaumm MoryT GbITb 3aaHbl MApamMeTpbl ayTeHTUdMKaLMK (CM. Tabnuuy [26).

KomaHga reHepaumn Knioven KnueHTa HecoBMecTnuma ¢ napamMmeTpamMu cepeepa 1 KomaH-
AaMu yripaBrieHust cepBepoM (cm. Tabnuuy [26)).

Mpn BbLINOMHEHUM OaHHOW KOMaHAbl ONs yKasaHHOro knueHta Oyaer cosgaH Ho-
BbI dpanin 3aKpbITOro Kno4va <umsi_KjaueHTa>.key U pann ceptudukata OTKpbITOro Krwo4a
<uMsi_KJIMeHTa>.crt, NOANUCaHHbIA yOOCTOBEPSAOLWMM LEHTPOM.

Onsa ynobctBa nocnegyoulen nepegaydm annos Knoven KNMeHTy, cosgaHHble dhannbl
OyayT ckonupoBaHbl B Katanor /etc/openvpn/clients-keys/<umsi_xknuenra>. [JONOMNHK-
TenbHO B KaTanor 6yayT cKkonupoBaHbl U Apyrue, Heobxoanmble Ans paboTbl KNneHTa, dannbi:
hann cepTudmkaTa yaocToBepsaroLwero LeHTpa (Mo yMonyaHuio ca . crt) n dpann gOnorHUTENb-
HoW ayTeHTUduKaumm TLS (ta. key).

[ononHuTensLHO Npu Cco3gaHuK Nosib30BaTENbCKUX KIYen MOryT OblTb YKa3aHbl Takme
napameTpbl ayTeHTUdMKaLMK, Kak CTpaHa, ropog, opraHusauus u ap. (cMm. Tabnuuy [26). B Tabnu-
Lie [26] npuBeaeHbl 3Ha4YeHns napameTpoB ayTeHTUMKALNM, UCNIONb3yeMble MO YMOMYaHWIO Npu
reHepauum cepTngukaTos.

BHUMAHMUE! Ecnu 3agaH nobor n3 napametTpoB ayTeHTMdMKauumn, To byaet npomsse-

[leHa aBToOMaTM4eckasi reHepauus cepTugmrKaTos.

Mpumep
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3apaHne OononHUTENbHbLIX NapaMeTPOB ayTEHTUGMKALMM NPU BbINOSTHEHNUN KOMaHAbI
CcOo3gaHna cepTUdUKaToB AS1s KNueHTa
sudo astra-openvpn-server client ivanov \
KEY_COUNTRY RU \
KEY_ PROVINCE MO \
KEY CITY MOSCOW \
KEY ORG IVANOVCOMPANY\

KEY EMATIL ivanov@ivanovcompany.ru

BHUMAHMUE! KnneHTckue Kroum reHepupyrotcs 6e3 npuMmeHeHust 3amnTHbIX npeobpaso-
BaHW, YTOObI n3bexaTb BBOAA NApOns Npu NOLKMYEHUM KIMEHTA K cepBepy.

MapameTpbl ayTeHTUMUKALNUM HECOBMECTUMbI C YKasdaHneMm pannos onga ayteHTudunka-
uum (cm. Tabnuuy [26)).

6.9.2.4. OT3bIB cepTUchukaToB

OT3bIB cepTUmnKaToB NPUMEHSETCA N4 3anpeTa NOAKMNIYEHUA KNMeHTa gaxe B Tex
crny4vasix, Korga B pacrnopsiKeHUn KnneHTa MMEKTCS KONMUKU BCeX CEPTUMUKATOB U KITHOYEN.

[nsa oT3biBa cepTudukara ucnonb3dyeTcsd KoMaHga revoke MHCTPyYMeHTa KOMaHOHOWM
CTPOKU astra-openvpn-server:
sudo astra-openvpn-server revoke <uMs_KJIHMEeHTa>

KomaHga oT3biBa Kroyen KnneHTa HecoBMeCcTMMa C napaMeTpamMm cepepa 1 KoMaHaamm
ynpaBrieHus cepeepom (cM. Tabnuuy [26).

Mpw BbINOMHEHUM JAHHOW KOMaHAbI:

- cepTudmKaT knueHTa B 6ase JaHHbIX yOOCTOBEpPSIOLLEro LeHTpa ByaeT noMmeveH Kak

«OTO3BaAHHbINY;

- ©yget cosgaH (UM OB6HOBIH paHee COo34aHHbIN) CMMCOK OTO3BaHHbLIX CEPTUAUKATOB;

- HOBbI CMUCOK OTO3BaHHbIX cepTudukaTtoB OygeT ckonupoBaH B Kartanor

/etc/openvpn/keys, cepBep OpenVPN 6yger aBToMatMyecku nepesanyLueH

Ans npyMMeHeHns OBHOBEHUI.

6.9.2.5. 3ameHa cepTtudmkaToB

MonHas 3ameHa cepTUurKaToB cepBepa BbIMOMHAETCA C MOMOLLBI0 MHCTPYMEHTa KOMaHAa-
HOM CTPOKN astra-openvpn-server:

sudo astra-openvpn-server rebuild-server-certs

Mpw BbINOAHEHUM JAHHOW KOMaHAbI:

OCTaHaBMUBAETCs CEPBUC openvpn;

yoandarTca BCe doannbl yaoocToBepdoLlero LeHTpa,

yOoansTcst BCe KOMuMu cepTudrKaToB cepBepa U KIMEHTOB;

CO3aeTCs HOBbIV YAOCTOBEPSIOLLNIA LEHTP;
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- €03[aloTCs HOBble cepTUdUKaThl cepBepa;

- NOBTOPHO 3anyckaeTcHa cepsep.

MmeHa dannos cepTudumkaToB cepepa bepyTca ns danna koHurypaumm cepeepa. Ecnm
drann KoHurypawumm oTCyTCTBYET, TO HUKaKUe OeNCTBUS He BbINONHATCA. [ocne BbiNonHeHus
AaHHOW KOMaHAbl Apyrne KoMaH4bl He BbINOMHAKTCS.

6.9.2.6. HacTponka knueHTa

Ha komnbloTep KnneHTa JOMKHbI BbiTb NepeHeceHbl hansbl Koven nu cepTndunKaTos,
co3faHHble Ha cepBepe, NMMBO C NOMOLLLIO OTHY>KAaeMOoro Hocutens nHgopmauum, NMbo nyTem
nepegayv no 3alimeHHOMY CoeauHeHuo (Hanpumep, ssh).

[na HacTpoKrKkn KoMnbloTEpPa KNMEHTa cnegyeT yCTaHOBUTb NporpaMmHoe obecneveHme
OpenVPN. YcTaHoBKa BbINOMHAETCHA NMG0 13 rpacdmyeckoro MeHemxkepa naketoe Synaptic, nnbo
N3 TepMmHana KomaHgom:
sudo apt-get install openvpn

[nsa ncnonb3oBaHWs KITMEHTOM anropuTMOB 3alUTHOro Npeobpas3oBaHnst AaHHbIX B COOT-
BeTcTBUM C TpeboaHuaMM MOCT Ha KOMMNBIOTEP KNMEeHTa HeoBXoaUMO AOMNOMNHUTENBHO YCTaHO-
BUTb NakeT 1libgost_astra:
sudo apt-get install libgost_astra

Mocne yctaHoBkM nporpammHoro obecnevyeHnss OpenVPN cnegyeT BbINOMHUTE criegyto-
Lwme OencTBums:

1) cosgatb dann  KoHdurypaumm knveHta. B kayectBe umcxogHoro  dham-

na BO3MOXHO WCMNOMb30BaTb BXOAAWMKA B KOMMAMEKT yctaHoBknm OpenVPN

CTaHgapTHbIM  WwabnoH danna KoHdurypaumm, npenocTaBnseMblini  paspa-

6otumkamm  OpenVPN. UWabnoH danna koHdurypauum  pacnonoxeH B

/usr/share/doc/openvpn/examples/sample-config-files/client.conf.

WabnoH darna cnegyeT ckonnpoBaTb B kaTanor /etc/openvpn/client, BbIMOMHMB

KOMaHAy:

sudo cp /usr/share/doc/openvpn/examples/sample-config-files/client.conf

/etc/openvpn/client

2) B CKOMMPOBaHHOM dhaunrne KOHUrypaumm BHECTU crieqytolmne ncnpasneHns:

a) Onsa napameTpa remote yKasaTb B KadecTBe ero 3HadyeHus |IP-agpec cepsepa
OpenVPN. Ecnu 6bin naMeHeH NopT, TO TakkKe ykasaTb AaHHOE 3Ha4YeHNEe BMECTO
CTaHO4apTHOrO;

6) B cTpokax:

;user nobody

;group nogroup

yoanuTb HavasnbHble CUMBOSIbI «; »:

user nobody
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group nogroup
B) ANS napamMeTpoB ca, cert M key yKasaTb pacnorioXeHne COOTBETCTBYHOLLMX
drannos cepTUdUKATOB U KNkoYa ANns asTopusaummn, Harnpumep:
ca /etc/openvpn/keys/ca.crt
cert /etc/openvpn/keys/home-pc.crt
key /etc/openvpn/keys/home-pc.key
r) ona napametpa tls-auth ykasaTb pacnonoxeHue davna LOMONMHUTENbHON
ayTeHTudukauum TLS, Hanpumep:
tls-auth /etc/openvpn/keys/ta.key
A) ona  napameTtpa cipher ykasaTb MeTOA4 — 3awWMTHOro npeobpasoBa-
HUS  OaHHbIX, WUcCMNofib3yeMbli cepBucoM. Mcrnonb3yemblin MeTod — 3alluT-
HOoro npeobpa3oBaHMsi MOXHO Y3HaTb Ha cepBepe OpenVPN ¢ nomo-
Wb WHCTPYMEHTa KOMaHOHOW CTPOKUM astra-openvpn-server (KOMaHZa
sudo astra-openvpn-server get cipher), IM60 C NOMOLLbLIO rpadpuyeckoro
WHCTPyMeHTa fly-admin-openvpn-server. 3awMTHOMY npeobpas3oBaHUiO B
cootBeTrctBUM ¢ anroputmammn FOCT P 34.12-2015 «Ky3Heumk» cooTBeTCTByeT
3HavyeHune grasshopper-cbc;
€) COXpaHUTb UcnpaBneHHbIn hann.
Onsa npoepkn pabotbl knneHta OpenVPN 13 koMaHaHOW CTPOKM MCNOMb30BaTb KOMaHAY:
sudo /usr/sbin/openvpn --config /etc/openvpn/client/client.conf
roe client.conf — KOHUrypaUMOHHbBIA dhans KnueHTa.
[nsa 3anycka knneHta OpenVPN B kadecTBe cepBuca BbINONHUTL KOMaHAY:
sudo systemctl start openvpn-client@<ums_¢amnna_ xoHPurypauuu>
roe <umsi_damna_kKoHUrypauuu> — UMSA dpanna KoHgurypaumm 6e3 pacumpeHnd, pacnorso-

XX€HHOro B Kartarnore /etc/openvpn/client.

6.9.3. Npachnyeckasn ytunura ynpaBneHUs CepBUCOM

lMocne yctaHoBKkK rpaduyeckon ytunutbl £ly-admin-openvpn-server Ans ee 3anyc-
Ka nepentun meH «llyck — Hactpouku — lNaHenb ynpaesneHus — lNpoyeer.

B rpaduyeckon ytunmte OOCTYNHbI:

- BKNnagka «HacTponku» — B HEW pacnonaratoTcs afieMeHTbl ynpaBreHns asisi HacTpou-

kn cepepa OpenVPN. No ymonyaHuio AoCTynHbl 6a30Bble HACTPOWKK, pacLUMPEHHbIE

HaCTPOWKN CTAHOBSATCA OOCTYMHbI nocne Haxatusa kHorku [Moka3aTb paclwimMpeHHble

HacTpoitku]. OnncaHve HacTpoek npuseneHo B [6.9.3.2

- BKnagka «KnuneHtckue cepTudmkaTbl» — B HEW pacnofiaratoTca areMeHTbl ynpasne-

HUA KITMEHTCKUMU CepTI/I(pI/IKaTaMI/I. OnuncaHune ynpaslieHnA CepTVIC*)I/IKaTaMI/I npmneBeageHo

8[.9.3.3



107

- KHomMku [3anycTtuTtb] 1 [OcTaHOBUTBL] — CriyXxaTt A4ns ynpaBneHnsa cCepBnMcoOM openvpn.

6.9.3.1. YnpaBneHue cepB1McCOM

[nsa 3anycka cepBuca openvpn UCMNOMb3ys rpadnyeckyto yTUnmTy Heobxoammo:

1) 3anyctutb rpadmyeckyto ytunuty cornacHo [6.9.3 Mpu nepeom 3anycke rpaduye-

ckomn yTunutbl ByaeT co3gaHa KoHurypaums cepuca openvpn No yMonyaHuio u éyayt

BbINyLLEHbI cepTudmrKaTbl cepBepa;

2) npy HeOBXOAMMOCTU OTPEAAKTMPOBATb KOHMMIypaumo n ceptudmkaThl;

3) HaxaTb KHOMKy [3anycTuTb].

BHUMAHMUE! padunyeckas ytunuta npu ee 3anycke He NpoM3BOaUT aBTOMaTUYECKUIN

3anyck cepsuca openvpn.

Mpwn 3anycke cepeuca ByayT co3gaHbl criegyome cTaHgapTHble dhannbl U KaTanoru:

- (pbann KoHdurypaumm cepeuca openvpn:

/etc/openvpn/server.conf

- NoKanbHbIN YOOCTOBEPSOLWNN LEHTP, pasMeLLaeTcs B KaTanore:

/etc/openvpn/openvpn-certificates

- cepTUUKaT OTKPbITOro Krntoya yaoCTOBEPSIOLLEro LeHTpa:

/etc/openvpn/keys/ca.crt

- cepTUuKaT OTKPbITOro Kntoya:

/etc/openvpn/keys/server.crt

- 3aKpbITbIN KIOY cepBepa:

/etc/openvpn/keys/server.key

- pbann napameTtpoB Oudpdu-XennmaHa ans asropmsanmm norb3oBaTenen:

/etc/openvpn/keys/dh2048.pem

- dhann gononHuTensHon ayteHTudmnkauyum TLS:

/etc/openvpn/keys/ta.key

- [OONOSMHUTENBHO, NPW BbINOSIHEHMM OT3biBa cepTuduKaToB, byaeT co3gaH CTaH4apPTHLIN

dhann cnucka oT3biBa CepTUUKATOB:

/etc/openvpn/keys/crl.pem

B cnyyae, ecnu Ha komMnblOTEPE YCTAHOBMNEHbLI M HACTPOEHbI BMBNMoTeKNn, NoaaepKMBato-
Lne meToa 3awmTHoro npeobpasoBaHus no anroputmy NOCT P 34.12-2015 («Ky3Heunky»), ons
3aWmMTbl KaHana gaHHbix 6yaeT BbiOpaH gaHHbIM MeTod. B npotmBHOM cnyyvae 6yaet BbibpaH
MeTop 3amnTHOro npeobpasoBaHusa AES-256-GCM.

Takke npy NepBoM 3anycke cepsuca OyayT BbINOMHEHbl HACTPOMKM MEXCETEBOIO 3Kpa-
Ha n apyrme Hactporkn OC ans paboTbl openvpn Kak CTaH4ApPTHONO CUCTEMHOrO cepBuca c
aBTOMAaTUYECKMM 3arnyCKOM Mpu BKIKOYEHMN KOMMNbOTEPA.

[Ins ocTaHOBKM cepBUCa openvpn UCNOMNb3ysa rpadUYeckyto yTUnnTy Heobxogmmo HaxaTtb

KHonky [OcTaHOBUTL].
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6.9.3.2. HacTpouka cepBuca

HacTtpownka cepBuca BbINOMHAETCA BO BKNagke «HacTponkm» rpadomuyeckon yTUnnThbl.

ba3oBble HAaCTPOMKKN BKITHOYAIOT:

1) «IP-agpec» — no3sonseT 3agatb |IP-agpec cosgasaemon cetn VPN. o ymonyaHuio

yctaHoBneHo 3HadyeHue 10.8.0.0. MNogaepxmBaeTcs ToNbKO oopmaT agpecos nNpoTokona

IPv4;

2) «Macka» — nossonset 3agaTb macky cosgaBaemon cetu VPN. No ymonyaHuio ycTa-

HOBIEHO 3HayeHune 255.255.255.0. MNogaepxmBaetcs Tonbko oopmaT MacoK npoTokona

IPv4;

3) «[lMopT» — ceTeBON NOPT cepBepa, KOTOpbIK ByayT NCNONb30BaTh KNNEHTbI AN Noa-

KntoyeHus. o ymonyaHmio yctaHoBrneHo 3HadeHne 1194. lNMogaepxuBatoTca Homepa

cBoboaHbIX nopToB oT 1 4o 65535;

4) «MeTtog 3awmTHOro npeobpasoBaHNA» — MO YMOSYaHMIO YCTAHOBIIEHO 3HaYeHue

grasshopper-cbc («Ky3sHeuunk»). MogaepxmeatoTcs cregyrowme MeToabl:

a) grasshopper-cbc — anroputm «KyasHeunk» FTOCT P 34.13-2015;

0) AES-256-GCM — peKkoOMeHA0BaH Afsi MPUMEHEHUs B cucTeMax obLLero HasHaye-
HUS;

B) AES-256-CBC — JOMYyCTUM N5l MPUMEHEHUS B cucteMax obLero HasHayeHus;
r) AES-128-CBC — MUCMoOmnb3yeTcs Afisi COBMECTUMOCTM CO CTapbiMX CUCTEMAMMU, K
NPUMEHEHUIO HE PEKOMeHyeTCs.

PacluvpeHHble HacTponku NO3BONSAIOT 3a4aTb pacronoXeHne paHee npeaycrtaHoBMNeH-
HbIX (pannoB Ko4Yen U cepTUPUKaToOB BHELLHEro yaOCTOBEPAIOLLEro LeHTpa, a Takke 3aHOBO
BbIMYCTUTb CepTUUKATbI NTOKaNbHOMO y4OCTOBEPSIOLLEro LieHTpa.

[na ykasaHna pacrnonoXeHnsa paHee npeayCcTaHOBNEHHbIX (hannoB KIYen n ceptndguka-

TOB BHELLUHEro yaocrtoBep4dtowero ueHTpa Ucnosib3yroTcd crieyroline nona:

«CepTudukat nonb3osaTtens» — cepTUdmUKaT OTKPbITOroO Kroya;

«Ceptudumkar LIC» — cepTtudumkat oTKpbITOro Kritoda ya4OCTOBEPSIOLLErO LIEHTPA;

«JINYHBIN KNOY» — 3aKPbITbIN KIKOY cepBepa;

«®ann Judpdu-Xennmana» — dann napametpoB Ouddpu-Xennvana,

- «®ann ayteHTudmkaummn TLS» — dpann aononHUTeNbHOM ayTeHTudukaumm TLS.

lMpoBepka hannoB Ha KOPPEKTHOCTb HE NPOBOAUTCA.

KHonka [COopocuTb cepTudmkaTbl] npeaHasHavyeHa onsa yaaneHus Bcex ceptudumkaTon
noKanbHOro yaoCTOBEPSIOLLErO LeHTpa 1 NOBTOPHOIO BbiNycka cepTudukaToB cepepa. locne
BbINOMIHEHUSA 3TOrO AENCTBUS CepTUMUKaTLI KITIMEHTOB CTAHYT HEAEUCTBUTESbHBIMU, U KIUEHTbI
NnoTepsoT BO3MOXHOCTb noakntoveHns k cepsepy OpenVPN. Npu BbINONHEHU AAHHOTO AENCTBUS:

- OCTaHaBNMBaeTCs CepBUC openvpn;
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yaansoTca Bce dpannbl yaOCTOBEPAIOLLEro LIEHTPa;

yOoansoTcs Bce KOnuu cepTudurKaToB cepBepa U KIMEHTOB;

CO3[1aEeTCs HOBbIN YOOCTOBEPSIOLLNIA LEHTP;

cO30aloTCs HOBble cepTudmKaTbl cepBepa;

NMOBTOPHO 3arnycKaeTcs cepsep.
6.9.3.3. YnpaBneHue ceptucpukatamm
YnpasneHne cepTudurkaTamu BbINOMHAETCS BO BKNagke «KnueHTckue ceptudumkatbiy
rpadomnyeckomn yTUnuThbl.
B maHHOW BKnagke pacnonoXeHbl Tabnuua ¢ AaHHbIMU O KITMEHTCKUX cepTudukarax m
KHOMKX ynpaBneHus:
1) [Co3paTb cepTudukat] — cosgaHue knw4ya u ceptudumkara nonb3osatens. pu
HaXkaTuM Ha KHOMKY ByaeT OTKPbITO ANanoroBoe OKHO C NONSMMU:
a) «Mmsa nonb3oBatena» — umMsa ceptudukara. Mma ceptudumkata gomkHO ObiTb
YHUKaNbHbIM, HE MOXET ObITb NYCTbIM U HE MOXET cogepXaTtb npobensl;
6) «CtpaHa» — OBYyXOYKBEHHbIN KOA CcTpaHbl. Ecnn none nyctoe, TO N0 yMOn4aHuio
Oynet yctaHoBneHO 3HadeHne «RUy;
B) «Obnactb» — Ha3BaHue obnacTtu. Ecnn none nyctoe, 10 no ymonyaxuio dyaet
yCTaHOBMNEHO 3HaveHne «MOvy;
r) «lopog» — Ha3BaHue ropoga. Ecnu none nycroe, To no ymonyanuto 6yaer ycra-
HoBIeHo 3HavyeHue «Moscow;
) «OpraHusauusa» — HasBaHWe opraHusauuun. Ecnu none nycroe, TO N0 yMON4YaHUIO
Oy4eT yCTaHOBMNEHO 3Ha4YeHne «noney;
e) «Emaily — agpec anekTpoHHoM NoyTkl. ECnv none nycroe, To N0 ymonyaHuto byaet
YCTaHOBMNEHO 3Ha4YeHNe «noney;
X) «OToen» — Ha3BaHWe nogpasgeneHus opraHmsauun. Ecnn none nyctoe, To nNo
ymMonyaHuto ByaeT yCTaHOBMNEHO 3Ha4YeHne «noney;
3) «Mmsa» — umsa nonb3oBatens. Ecnn none nycroe, To No ymonyaHuio Byaet ycTa-
HOBMEHO 3Ha4YeHne «nonamey;
Mpn Haxatum Ha kHonky [Oa] Oyaer co3gaH HOBbIM (pann 3aKpbITOro Kikoua
<uMsa_KJueHTa> . key N pann ceptuukara oTKpbITOro Krnya <uMmsi_KJIueHTa>.crt,
NOAMNCaHHBLIN YAOCTOBEPSIOLLNM LIEHTPOM.
[na ynobcTBa nocneayrowen nepegaydn annoB KOYEN KNUEHTY, co3gaHHble dhan-
nbl ByayT CKONUPOBaHbI B Katanor /etc/openvpn/clients-keys/<umsi_xnueHTa>.
[dononHutensHo B KaTanor OygyT cKkonvpoBaHbl 1 Apyrue, Heobxoaumble Ans paboTbl KNn-
eHTa, (pannbl: hann cepTudukaTa yaoCcToBepsIoLLEro LeHTpa (Mo YMOnYaHuo ca.crt) un

drann gononHuTenbHon ayteHTudukaumm TLS (ta. key).
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BHUMAHMUE! KnneHTckue Knoum reHepupytoTca 6e3 npuMmeHeHnst 3amnTHbIX npeobpaso-
BaHUN, 4TOObI n3bexaTb BBOAA NApPONs Npu NOAKNIOYEHUN KITMEHTA K CepBepy;
2) [YaanuTtb ceptudunkaTt] — 0T3bIB KNUEHTCKMUX cepTudumkatoB. OT3bIB cepTUmKaToB
NPUMeEHsieTCA AN 3anpeTta NOoAKIIYEeHUN KIMeHTa Jaxe B TeX criydasx, Koraa B pacnops-
XEHUN KNUeHTa MMETCA Konmnn Bcex cepTudmkaToB M Knroden. [1ns oT3biBa cepTudmnkara
BblOpaTb B Tabnuue KNMeHTOB CTPOKY C OT3bIBAEMbIM CEPTUIUKATOM U HaXKaTb AAHHYHO
KHOMKY. Mpn HaXxaTum Ha JaHHYK KHOMKY OyayT BbINOMIHEHbI cneayowmne 4eNCTBUA:
- cepTuduKaT KnueHTa B 6a3e AaHHbIX YAOCTOBEPSOLLEro LeHTpa byaeT nomeyeH
KaK «OTO3BaHHbINY;
- Oyget co3gaH (M O6HOBIH paHee COo34aHHbIN) CMUCOK OTO3BaHHbIX cepTudu-
KaToB;
- HOBbI CMWCOK OTO3BaHHbIX cepTudukaToB OyaeT ckonuMpoBaH B Katanor
/etc/openvpn/keys, n ceppep OpenVPN 6ygetr aBTomatuyecku nepesany-
LLEeH Ans npuMeHeHnsi O6HOBEHNN;
3) [OTKpbITb AupeKToputo cepTumkatoB] —  OTKpbITME  OUpPEKTOPUMU
/etc/openvpn/keys B pannoBOM MeHeOXepe.
6.9.3.4. HacTpownka knueHTa
HacTponka ceTeBbIX NOAKITIOYEHUIN KITMEHTCKUX KOMMNBIOTEPOB OCYLLECTBIISIETCH C MOMO-
LK rpadoMyeckon yTUnuTbl network-manager—-openvpn. YCTaHOBKA YTUNUTbI BbINOSTHAETCS
KOoMaHaom:
sudo apt-get install network-manager-openvpn network-manager-openvpn-gno
[N HacTPOMKM KNMEHTCKOro NOAKIIOYEHNSA HaXaTb JIEBOM KHOMKOW MbILIM Ha 3HAYOK
CeTeBbIX CoeAVHEeHN B 0bnacTn yBeqOMIIEHNA NaHenu 3afay 1 B packpblBLLUEMCS MEHI0 BbliOpaThb
«CoeguHenunsa VPN — [1o6aButb VPN coeanHeHune».
[nsa cosgaHus HOBOro coenHeHue B OTKPbIBLUEMCH OKHe U3 BbiNagaroulero crnucka
BblbpaTb «OpenVPN» n HaxaTb [Co3aaTb].
B nosiBuBLLENCA 3KpaHHOW hopme HeOBXOaUMO:
1) B none «LWnto3» ykasatb IP-agpec paHee 3anyuweHHoro cepeepa OpenVPN;
2) B none «Tuny» ocTaBuUTb 3Ha4YeHne no ymondaHuo «Ceptudukat TLS»;
3) B none «Ceptudpukat CA» ykasaTb NyTb K CKOMMPOBaAHHOMY dhanny ceptudukara
yaocToBepsitoLLero LeHTpa ca.crt (6.9.2.3);
4) B none «CepTudmkaT nonb3oBaTens» ykasaTb NyTb K CKONMPOBAHHOMY hainny ceptu-
cbvkaTa OTKPbITOro Kroda nonb3oBaTtens <umsi_knueHra>.crt (6.9.2.3);
5) B none «[lNpuBaTHbIN KNtoY MNMonb3oBaTens» ykasatb NyTb K danny 3akpbITOro Krya

<uMms_KinueHTa> . key (6.9.2.3));

6) HaxaTtb KHOMKy [lononHuTenbHO];
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7) B OTKpbIBLUENCS 3KpPaAHHOW hopMe nepenTun Bo BKNagky «AyTeHTudunkaums TLS»;

8) oTMeTuTb NYHKT «/cnonb3oBaTb JOMNONHUTENBLHYIO ayTeHTUdMKaumo TLSy, ykasaTtb

paHee CKOMMPOBaHHLIN Ha KOMMbIOTEP Nonb3oBaTtens dann 4ONoNHUTENbHOW ayTeHTUMK-

kaumm TLS n obs3arenbHO BbIOpaTb HanpaBneHue Krya «1».

Bce ocTanbHble HAaCTPOMKU MOXHO OCTaBUTb 3aJaHHbIMKU MO ymMonyaHuto. [locne HaxaTtus
kHonkun [OK] cosgaHHoe VPN-coeauHeHne 6yaet coxpaHeHo.

[nsa BKNHOYEHNS COXPAHHHOIO COEAUHEHUST HY>XHO NMOBTOPHO HaXaTb N1IEBOM KHOMKOW MbILIN
Ha 3HA4YOK CeTeBbIX MOAKMNIYEHUn B 0bnacTn ysegoMeHU nNaHenu 3agad, B packpbIiBLLUEMCS
MeHto BblbpaTb «CoegnHeHnst VPN» 1 0TMETUTL BKIlO4aeMOe COeANHEHNE.

[insa skcrnopTa napaMeTpoB CO34aHHOMO KIMEHTCKOro COeQMHEHNS C Lenbio UX MOBTOPHOIO
NCMONb30BaHNA Ha APYrnX KNnMeHTax BbIMOSHUTL cnegyowmne 4encTBus:

1) HaxkaTb NEeBOM KHOMKOW MbILLM HA 3HAYOK CETEBbLIX COEANHEHUI B 0BnacTn ysegomne-

HW NaHenu 3agay 1 B packpbiBLeMCcsl MeHo BblbpaTe «CoeguHeHuns VPN — Configure

VPN»;

2) 13 NOSIBUBLLIErOCs CNMCcKa CoeaUHEHUN BbIbpaTb HY>KHOE COeAUHEHWNE, HaXXaTb KHOIMKY

[U3meHUTb], 3aTemM HaxaTb [Export];

3) ykasaTb haunr, B KOTOPbIA COXPaHUTb NapameTpbl COeANHEHNS.

Mpu cosganunn coegmHeHunsa VPN ncnonb3ys paHee CoXxpaHeHHble napaMeTpbl COeAnHEHUS
Heobxoanmo:

1) HaxkaTb NEBOM KHOMKOW MbILLM HA 3HAYOK CETEBbLIX COEANHEHUI B 0OnacTn ysegomne-

HW NaHenu 3agay 1 B packpbiBeMcs MeHto BbibpaTb «CoeanHenns VPN — [JobaButb

VPN coeguHeHuey;

2) B OTKPbIBLLUEMCH OKHE U3 BbiNagatoLLero cnucka Bolbpatb «/iMnopTupoBaTb COXpaHeH-

Hyto koHdurypauuio VPN» 1 HaxaTtb [Co3aaTth];

3) ykasaTb nyTb K ¢panny ¢ napameTpamn CoeanHEeHUs.

6.9.4. [lnarHocTuKa paboTbl cepBuUca U KINMeHTa

B npouecce pabotbl cepBuca n knmeHta OpenVPN nHgopmauus o cobbITusax 3anucbiBa-
€TCa B CUCTEMHbIV XXYpHan cepBepa U KnneHTa, COOTBETCTBEHHO.

[lns npocMOTpa CUCTEMHOIO >XypHarna nosTHOCTbI UCMONb3YeTCsl KOMaHAa:
journalctl

[ns npocmoTpa nocnegHux cobbITUn U BbIBOAA HOBLIX COOLITUIN MO Mepe X NOSIBNEHUN
ncnonb3yeTcst KoMmaHaa:
journalctl -f

[nsa BbIBOAA TOMNbKO HOBbIX COOOLLEHMI OT cepBuca openvpn No Mepe nx gobasneHns B
XXypHan ucnonb3yeTcsl KomaHaa:

tail -f /var/log/syslog | grep ovpn-server
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Mpu KaXxxaoM NOAKMYEHUN KIMEHTA B XKypHarn cepBepa 3anucbiBaeTcsl MHopMaums o
napameTpax nogkry4eHnd, B TOM 4YnUcrne o Bbl6paHHOM MeTode 3allnTHOro npeo6pasoBaHV|$|
nepegaBaeMblX JaHHbIX ONA BXoAALwero n ncxogAawero KaHanos.

D,J'IFI NpPOBEPKN yCTaHOBIIEHHOIo MeToda 3alluTHOro npeo6pasosaH|/|$| NCNOoJIb3yeTCA KO-
MaHaa:
grep "Data Channel: Cipher" /var/log/syslog

6.9.5. Ucnonb3oBaHne wuHcTpymeHta XCA Aana co3gaHuss COGCTBEHHOro
YAOCTOBEpPAIOLEro LeHTpa

6.9.5.1. YcTtaHoBKa nHctpymeHta XCA

[nsa 6esonacHoro n ahPEKTUBHOIO yrnpasneHnsa annamm Knoden n ceptndukaTos,
HeobxoaMMbiMK Ans paboTbl cepBUCa openvpn, PEKOMEHOYETCH UCMOMNb30BaTh rpadnyeckun
WHCTPYMEHT ynpasrneHunsa yaoctoBepsowmm LeHTpom XCA.

NHcTpymeHT XCA npumeHsaeTca Ans co3fgaHus npocTenLero yaocToBepSAoLWLEro LeHTpa
(Certification Authority, CA) n nHdppactpyktypbl OTKpbITbIX Krntoden (Public Key Infrastructure, PKI),
npegHasHaveHHbIX aAnga obecneyeHns paboTbl cepBepa U KNIMEHTOB CepBUCa openvpn.

MHctpymeHT XCA BxoanT B coctaB OC. YcTaHOBKa BbINOHAETCA NMO0 13 rpacdmyeckoro
MeHeKepa naketoB Synaptic, nnbo U3 TepmMuHana KomaHaom:
apt-get install xca

Mocne yctaHoBkn MHCTpymMeHT XCA goCTyneH ans 3anycka u3 MeHto «lyck — YTUnutbi»
(Mpn ncnonb3oBaHMKM Knaccuyeckoro meHt «INyck — MNporpammbl — YTunutbel»). Mo ymonyaHuto
MHcTpymeHT XCA 3anyckaeTcs Ha s3blke OnepaunoHHON cUCTeMbIl. BblIGop si3bika BO3MOXHO
N3MEeHUTb BPYYHYIO Yepes MeHo «Pannsl — Languagey.

lMocne nepsoro 3anycka nHctpymeHta XCA Heobxoanmo cosgaTb HoByto B. [1ns aToro:

1) BbIGpaTb B MeH0 NyHKT «Pann — HoBasi 6a3a gaHHbIX»;

2) ykasaTb Ha3BaHue 1 NyTb pasmelyeHus b[;

3) HaxaTb [CoxpaHuUTb].

Mepen co3gannem B[ 6yoeTt 3anpolleHa yctaHoBKa napons ans goctyna k BI. Mpwu
HaxxaTum [Aa] B[] 6yaet cosnaHa 6e3 napons.

BHUMAHMUE! YTepsa B[l moxeT npuBecTy K KOMnpomeTauum nunu nornHon Hepabotocno-
COBHOCTM CUCTEM, UCMONb3YIOLLMX BblOAaHHbIE LLEHTPOM cepTudukaTel. PekomeHnayetcst passopa-
YnmBaTb YyOOCTOBEPSIOLLMI LIEHTP Ha OTAENbHOM (OU3NYECKOM KOMMbIOTEPE, HE MOLKITHOYEHHOM K
ceTu, nepegady cepTMduKaToB OCYLLECTBIATb C NOMOLLbIO CbEMHbIX HOCUTENENn MHoOpMaLnn 1
NPUHATL BCE BO3MOXHbIE Mepbl AN orpaHudeHnsa goctyna K b[.

6.9.5.2. NoaroTtoBka WabnoHoB

lMepen cosgaHnem cepTMdUKaTOB ANA YyNpPOLLEHUs AanbHenwen paboTbl pekoMmeHayeTcs

3anoJiHNTb N COXPaHUTb TUMOBbIE 3HA4YE€HUA nonen, KOTOpblE 6y,u,yT NPUMEHATBLCA B AanbHenwem
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npu co3gaHum ceptudukatoB. [ns aton uenu B MHCTpymeHTe XCA npegycMoTpeH MexaHu3m
LWwabnoHoB..

[ns co3gaHns HoBoro wabnoHa nepentn Bo BkNagky «LabnoHbl» n HaxaTb KHOMKY
[HoBbIn wabnoH]. N3 nossusLLerocst cnucka Bolbpatb TMNOBOW WabnoH. HoBbin wabnoH byaet
co34aH Kak Konusi BbIbpaHHOro npeayctaHoBneHHOro wabnoHa. B nHctpymente XCA npeaycmort-
pPeHO Tpu NpeayCTaHOBIEHHbIX WabnoHa:

- CA — npegycTaHoBMEeHHbIN WabnoH cepTudurkata yaoCTOBEPSAIOLWErO LEeHTPa;

- HTTPS_client — npegycraHoBneHHbIM WabnoH cepTudumkaTa KnmeHTa;

- HTTPS_server — npeayctaHOBNEHHbIN WAabnoH cepTudukaTa cepaepa.

MpenycTtaHoBNeHHble WabnoHbl OpueHTUpoBaHbl Ha cepeuc HTTPS, nostoMmy pekomen-
AyeTca co3gaTh Ha MX OCHOBE CBOWM LWABMOHbI, MONHOCTLIO HAacTpoeHHble Ha cepBuc OpenVPN.

[ns Bcex WwWabnoHoB Bo Bknaake «Bnageneu» cnegyet 3anonHUTL cneayoLume nons:

«BHyTpeHHee nmsa» — noboe nvs;

«countryName» — ABYXOYKBEHHbIN KO CTpaHbI;

- «stateOrProvinceName» — gByxbyKBEHHbIN KOA4 PErMOHa;

- «localityName» — Ha3BaHwue ropoaa;

- «organizationName» — Ha3BaHWe opraHusauuu;

- «organizationalUnitName» — Ha3BaHWe CTPYKTYPHOW eAMHM1LblI BHYTPU OpraHu3aumu,;

- «commonName» — obLefoCcTynHoe NMS;

- «emailAddress» — agpec afeKTPOHHOW NOYThI.

Mpun 3anonHeHnn nHOPMaLNOHHBIX Nofnen wabnoHa He pekoMeHayeTCs UCNoMNb30BaTh
knpunnuuy. Bce nons aenaioTca HeobasaTernbHbIMU, O4HaKo, B WabnoHe, Kak MUHUMYM, 0b53a-
TenbHO AOMKHO ObITb 3anosiHeHo Nnbo none «BHyTpeHHee umsi», NMBo none «commonNamey.

[ononHuTtenbHO HeOBX0AMMO BHECTU crieaylolime N3MeHeHUs B NpeaycTaHOBIEHHbIE
LWabnoHbI:

1) wabnoH CA. Bo Bknaagke «PaclumpeHns» npoBepuTb KOPPEKTHOCTb AaHHbIX:

a) Tun ceptudukarta «LleHTp ceptudmkaumnny;
6) Hanunune dnara «Critical»;
B) Hanunume cnara «Subject Key ldentifier». Mpn HeobxogMMocTn yTO4HUTL AaTthbl U
CPOK OencTBusa ceptudmkara;
2) wabnoH cepeepa. Bo Bknagke «PaclumpeHnsi» NpoBepuUTb KOPPEKTHOCTb AaHHbIX:
a) Tmn ceptudmkata «KoHeYHbIM NoNb3oBaTenby;
0) Hanuune dnara «Critical»;
B) Hanuuue cnara «Subject Key ldentifier». MNpn HeobxogMMocTn yTOMHUTL AaTtbl
CpOK OeNCTBUSA cepTudukaTa.

Bo Bknagke «O6nactb NpMMEHEHMUS KItoday:



114

a) B NIEBOM CrMCKe OMKHO ObiTb BbibpaHo 3HaveHne «Digital Signaturey;
6) B NNIeBOM cnmcke AOMKHO BbITb BbibpaHo 3HadeHne «Key Enciphermenty;
B) B neBoM cnucke cHATb donar «Non Repudiationy;
r) B npaBom cnucke BbibpaTb «TLS Web Server Authentication».
Bo Bknagke «Netscape» cHATb cpnar «Netscape SSL Servery;
3) wabnoH knueHTa. Bo Bknagke «PacwmpeHunsa» npoBepuTb KOPPEKTHOCTb AAHHbIX:
a) Tun ceptudukara «KoHevHbI Nonb3oBaTenby;
6) Hanuune cpnara «Critical»;
B) Hanuuue cnara «Subject Key ldentifier». MNpn HeobxogMmMocTn yTOUHUTL AaTtbl K
CPOK AencTeusa ceptudukara.
Bo Bknagke «O6nactb NpMMEHEHMUS KITto4ay:
a) B neBoM cnucke cHaTb donar «Data Enciphermenty;
6) B neBom cnucke cHATb donar «Key Enciphermenty;
B) B NIeBOM Crnucke yctaHoBuUTb donar «Key Agreementy;
r) B npaBom cnucke yctaHoBuTb pnar « TLS Web Client Authentication».
Bo Bknagke «Netscape» cHaTb donar «Netscape SSL Client and S/MIME».
[Mocne KOppeKTMPOBKM LLABNOHOB COXPaHUTb UX, HaXkaB kKHonky [Aa].
6.9.5.3. TunoBasa cxema npumeHeHUs1 MHCTpymeHTa XCA
Tunoas ynpolieHHas cxeMma npumeHeHus nHetpymeHTta XCA BkntovaeT B cebsi criefyto-
wme OencTBus:
1) cosgaHue KOpHEBOro cepTudurkaTa yaqoCcToBepsoLWero LeHTpa;
2) cosgaHue 3aKpbITOro Kn4va u ceptudmkata OTKpPbLITOro Kfoda cepeepa;

3) aKcnopT Ans UCNONb30BaHUS CEPBEPOM:

a) ceptudumkarta ygoctoBepstoLllero ueHTpa (6.9.5.7));
0) 3akpbITOro kntoda cepsepa (6.9.5.8);
B) cepTudpmkaTa oTKpbITOro kntoya cepsepa (6.9.5.8));

r) dpanna napametpoB OQudpdu-Xennmana (6.9.5.8);
A) danna napameTpoB AOMNONHUTENBHOW ayTeHTUduKaumm npotokona TLS (6.9.5.8));

4) cosgaHue 3aKpbITOro Kroya 1 cepTudukata OTKpbITOroO Kioya KIMeHTa;
5) aKCnopT ANs UCMOMb30BaHMS KIIMEHTOM:

a) cepTtudukata ygoctosepsitollero ueHTpa (6.9.5.7);

6) 3akpbiTOro Kntoya knmexta (6.9.5.9);

B) cepTudMkaTa OTKPbITOro Kntoya knmeHTa (6.9.5.9);

r) dhaiina napameTpoB AOMOIHUTENbHOW ayTeHTudMKaumm npotokona TLS (6.9.5.9);
6) noBTOpHasA reHepauuns cepTudmKaToB N0 MeEPE UCTEYEHUS UX CPOKa OENCTBUSI.

nyHKTbI n nepevyncrneHnsa BbIMOJTHAKTCA OJ1A KaXOAoro HoBoro nogkrirn4aemMmoro KrimeHTta.



115

MyHKT [6)] noBTOPSiETCS ANA YOOCTOBEPSIIOLLETO LIEHTPA, CepBEPA U KIMEHTOB MO MEPe UCTEYEHMS
CpoOKa OeNCTBUA UX cepTudunkaTos.

Mpouenypa akcnopTta nogpasymMmeBaeT KonMpoBaHMe HeoBXoANMBbIX AaHHbIX B hannibl n
NepeHoOC COOTBETCTBYIOLLMX (DanfnoB Ha KOMMbIOTEPLI cepBepa M KIMEHTOB C UCMNOSIb30BaHNEM
npoueayp, NnpegoTepaLlaowLmMx HeCaHKUMOHMPOBAHHbIN SOCTYN K NnepegaBaemMoun nHopmauum
(CMeHHble HocuTenu, 3almLeHHbIe KaHarnbl CBA3WU U ap.).

6.9.5.4. CozpaHune KopHeBOro ceptudukarta yaoctoBepsroLwero LeHTpa

KopHeBown cepTudumkat MOXET ObiTb MONyYeH U3 BHELUHEro yaOCTOBEPSIOLLErO LeHTpa
UIM co34aH Kak CaMOMOANMCaHHbIN COBCTBEHHbIN KOPHEBOW cepTudmKar.

[nsa cosgaHus camonognuMcaHHOro KOpHEBOro ceptudukata HeobxoauMmo 3anycTuTb
NMHCTpyMeHT XCA 1 BbINOMHUTL CreayoLlmne oencTBus:

1) nepentn BO BKnagky «CepTtudukarbl», Haxatb [HoBbIn cepTudukar];

2) B OTKpbIBLUEMCSI OKHE ByaeT yctaHoeneH cdnar «Co3gartb camonognmcaHHbii cepTu-

dukat» 1 B none «LWabnoH ana HoBoro ceptudukata» BblOpaTb NpenycTaHOBNEHHbIN

wabnoH «[default] CA». Ecnun 6b1n co3gaH cobcTBEHHbIN WabnoH, To BeIGpaTh ero, 3atem

Ha)kaTb KHOMKY [MpumMmeHuTb BC];

3) nepentn BO BKNaaky «Bnageneu». Ecnn 6bin npuMeHeH COBCTBEHHbLIN WABMOH, TO

nons dopmbl ByayT aBTOMaTU4eCKU 3arnofiHeHbl JaHHbIMU M3 BblOpaHHOro wabroHa

(kpome nonga «BHyTpeHHee nmsa», KoTopoe AOMKHO ObITb YKa3aHO MHAMBMAYANbHO ANS

Kaxkgoro ceptudumkaTa). 3anonH1Tb cneayolme He3anosiHEHHbIE NoNs:

a) «BHyTpeHHee nmsa» — ykasaTb nma ceptudmkaTa, Hanpumep, «rootCAy;
6) «commonName» — yka3aTb TO e UMs — «rootCA»;
B) HaxaTb kHOMKy [Co3aaTb HOBbIN Kitou];

bynet npeanoxeHo co3fgaTtb HOBbIN 3aKPbIThIV KNOY C 3a4aHHbIM MMeHeM. [MpoBepuTb na-

pameTpsbl kntova: « Tun Kntova: RSA», «[nvHHa kntoya: 2048». HaxaTb kHonky [Co3paThb],

3artem HaxaTb [Aa];

4) nepenTn BO BKNagky «PacumpeHunsy:

a) ybegutbcs, uto B none «Tun» BblbpaH «LeHTp CepTudmkaumny;

6) npoBepuTb ycTaHoBKy ¢prnaros «Critical» n «Subject Key Identifiery;

B) onpenenuTb Nepuog AenUCTBUS cepTudukara, 3anonHme nong «lMepuon AencTemsa»

n «Cpok goencTesunsay;
5) nepenTtun Bo Bknagky «O6nactb NnpUMeHeHus Krnova», ydeamTbes, YTO BbiOpaHbl 3Ha-
YeHus:

a) «Certificate Sign»;

6) «CRL Signy;

6) nepenTtn Bo BKkNagky «Netscape», ydoeantbcs, YTO BbiOpaHbl 3HAYEHUS:
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a) «SSL CAvy;
6) «S/MIME CAvy;
B) «Object signing CA»;
7) nocne npoBepok HaxaTb [[a] ona co3gaHus cepTudukara.
[Mocne BbINONMHEHUS AaHHbIX EUCTBUN B CNIUCKE CEPTUAMKATOB MNOSIBUTCA KOPHEBOW Cep-
TMdUKaT, KOTOPbIN B AanbHenwemM byaeTt ncnonb3oBaTb A48 NognMcaHns apyrnx cepTudnKkaTos.
6.9.5.5. Co3zpgaHue ceptucmkara cepsepa
[na cos3nanusa ceptudmkaTa cepsepa BbIMONHUTL CrieayroLlne 4encTBuA:
1) nepewntn BO BKnagky «CepTtudukarbl», Haxatb [HoBbIn cepTudukar];
2) B OTKpPbIBLLEMCS OKHE BO BKragke «VICTOYHUKY:
3) cHaTtb dnar «Co3gatb camonognucaHHbl cepTudunkaTy;
4) yctaHoBuTb donar «Use this certificate for signing»;
5) B COOTBETCTBYIOLLEM CMUCKe BblibpaTh co3aaHHbIN B cooTBeTcTBUM C[6.9.5.4] KOpHEBOIA
cepTudmkar;
6) B none «LWabnoH ans HoBoro cepTudukaTay BblibpaTb NpeayCTaHOBNEHHbIN LWaboH
«[default] Server». Ecnn 6bin co3gaH cob6CTBEHHbIN WABNOH, TO BbIOpaTh ero, 3arem
HaxxaTb KHOMKy [[pumeHunTb BC];
7) nepentun BO BKNaaky «Bnageneu». Ecnv 6bin npymMeHeH COOCTBEHHbIN WAaboH, TO
nonsa ¢opmbl ByayT aBTOMaTUYECKU 3anOfHEHbl AaHHbIMU U3 BblbpaHHOro wabnoHa
(kpome nonga «BHyTpeHHee nmsa», KOTopoe AOMKHO ObiTb YKa3aHO MHAMBMAYANbHO ANS
Kaxxgoro ceptudukara). 3anonHUTb cnegyowime He3anornHeHHbIe Nons:
a) «BHyTpeHHee nmsa» — ykasaTb nMms cepTudukara;
6) «commonName» — ykasaTb TO e UMS;
B) HaxaTb kHOmMkKy [Co3paaTb HOBbIN Khtou];
8) nepewnTtn Bo BKNagky «PacumpeHns»:
a) ybeautbcs, 4To B nosne « Tun» BblbpaH «KOHEYHbIN Nnonb3oBaTenby;
6) npoBepuTb ycTaHoBKy donaroB «Critical» n «Subject Key Identifiery;
B) onpegenuTb nepuog Aencteus ceptudukara, 3anonHme nons «lMepunoa gencreng»
n «Cpok OencTemsy;
9) nepenTtn Bo BkNagky «O6nactb NpMMeHeHus Knoda», yéeanTbes, 4To BblibpaHbl 3Ha-
YeHus:
a) B neBom cnucke «Digital Signature» n «Key Enciphermenty;
0) B npasom cnucke «TLS Web Server Authenticationy;
10) Haxatb [Aa] ons co3gaHusa cepTudumkara.
Mocne cospgaHua cepTudukaTa cepeepa OH oTobpasnTcs B obiem cnucke ceptudumka-

ToB. HCTpymMeHT XCA npeacraBnser CnMcok ceptudukaToB B BUae AepeBa, KOPHEM KOTOPOro
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SBISETCA KOPHEBOW cepTUdUKaT yaoCTOBEPSIOLLEro LeHTpa.
6.9.5.6. Co3paHune ceptucpukara KnmeHTa
[nsa co3gaHusa cepTudpmkaTta KnNMeHTa BbINONHUTL CneayroLmne 4enNcTBus:
1) nepentn BO BKknagky «Ceptudukatbl», Haxate [HoBbIn cepTudumkar];
2) B OTKpbIBLUEMCSI OKHE BO BKNagake «/CTOYHUKY:
3) cHaTtb donar «Co3gatb camonognucaHHbl cepTudukaTy;
4) yctaHoBuTb cnar «Use this certificate for signing»;
5) B COOTBETCTBYIOLLEM CMUCKe BbIOpaTh co3aaHHbIN B cooTBeTcTBUM C[6.9.5.4] KOpHEBOIA
cepTudukar;
6) B none «WabnoH ana HoBoro ceptudmkaTay BolbpaTb NpeayCcTaHOBMNEHHbIN WabnoH
«[default] client». Ecnn 66111 cozgaH coGCTBEHHbBIN WabroH, To BbIbpaTh ero, 3ateM HaxaTb
KHOMKy [MpumeHuTb BCJ;
7) nepentun BO BKNaaky «Bnageneu». Ecnn 6bin npMeHeH COBCTBEHHbIN WABGMOH, TO
nonsa ¢opmbl 6yayT aBTOMATUYECKU 3aMOfiHEHbI AAHHBbIMM U3 BbiOpaHHOro wabnoHa
(kpome nonga «BHyTpeHHee nmsa», KoTopoe AOMKHO ObITb YKasaHo MHAMBMAYANbHO ANS
Kaxkgoro ceptudmkaTa). 3anonH1Tb creayolime He3anosiHEHHbIE Nons:
a) «BHyTpeHHee nmsa» — ykasaTb nma ceptudukaTta;
6) «commonName» — ykasaTb TO e UMS;
B) HaxaTb kHOMKy [Co3aaTb HOBbIN Khtou];
8) nepenTtn BO BKNagky «PaclumpeHnsay»:
a) ybeautbes, 4To B none « Tun» BblbpaH « KOHEYHbIN Nonb3oBaTenby;
6) npoBepuTb ycTaHoBKy dnaroB «Critical» n «Subject Key Identifiery;
B) onpenenuTb nepuog AenCTBUSA cepTudukara, 3anonHme nons «lepuon AencTema»
n «CpoK OencTemay;
9) nepenTtn Bo BkNnagky «Obnactb npMMeHeHus Knodvay», yéeanTtses, 4To BblibpaHbl 3Ha-
YeHus:
a) B neBom cnucke «Key Agreementy;
6) B npaBom cnucke «TLS Web Client Authentication;
10) Haxatb [Aa] ons co3gaHusa cepTudukara.
Mocne co3naHusa cepTudmkata KnmeHTa oH otobpasnTcs B o0LEeM crnmcke cepTudmKaToB.
6.9.5.7. QkcnopT KOpHEBOro cepTudmkaTa yaoCcTtoBepAaroLero LeHTpa
[na paboTbl CepBEPOB U KITMEHTOB HYXXEH TONMbKO CepTUdUKAT YAOCTOBEPSIOLLErO LIEH-
Tpa. 3aKkpbITbI KOPHEBOW CepTUdMKAT yOOCTOBEPSIOLLErO LeHTPa He AOSMKEH nepeaaBaTbCs B
apyrue cuctemMbl, OAHAKO, €ro Konuu criefyeT XpaHnTb B CUCTEMAaxX Pe3epBHOrO KOMMpPOBaHUS U
BOCCTaHOBJIEHUS.

[ns aKkcrnopTa KOpHEBOro ceptudukaTa:
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- B OCHOBHOM OKHE nporpammbl nepenTn Bo BkNagky «Ceptudumkatbly;

- B cnucke BbIGpaTb KOPHEBOW CEPTUdUKAT U HaxaTb KHOMKY [kcnopT];

- B OTKPbIBLLENCS OKHE yKa3aTb MMs hanna KoHTernHepa cepTudmkara, MecTo COXpaHeHUs

n BblbpaTb popmat akcnopta «PEM (*.crt)»;

- HaxaTb KHonky [Aa].

6.9.5.8. AkcnopT hpannoB cepTuchuKaToB U KIOUYen cepBepa

[nsa akcnopTa ceptudurkarta cepsepa He0OXoANMO:

1) B OCHOBHOM OKHE Mporpammbl NepenTn Bo Bknagky «Ceptudukarbi»;

2) B cnucke BblbpaTb cepTudmKaT U HaxaTb KHOMKY [QkcnopT];

3) B OTKPbIBLLENCS OKHE yKa3aTb MeCTO COXpaHeHus 1 BbibpaTb popmaT akcnopta «PEM

(*.crt)»;

4) HaxaTtb kHonky [Aa].

[nsa akcnopTa 3akpbITOro Krtoya cepBepa HeobXxoamMMo:

1) B OCHOBHOM OKHE MporpamMmmbl NepenTn BO BKNAOKy «3akpbiTble KITuny;

2) B cnucke BbIBpaTb KMHOY U HaXxaTb KHOMKY [QkcnopT];

3) B OTKpbIBLUENCS OKHE BblbpaTb dpopmat akcnopTta «PEM private (*.crt)y;

4) HaxaTtb kHonky [Aa].

3aKpbITbIM K04 cepBepa SKCNOPTUPYETCH B OTKPLITOM Buae 6e3 NpMMeHeHUs 3aluTHOro
npeobpas3oBaHus AaHHbIX.

3akpbITbIV KoY cepBepa AOMKEH HaXoOUTbCA Ha cepBepe U He OOMKeH nepeaaBaTbCs
KnMeHTam.

[nsa cosganusa darna ¢ napameTpamu Quddpu-XennmvaHa Heobxoanmo:

1) B OCHOBHOM OKHE nporpamMmmbl BblbpaTb B MeHI0 NyHKT «Extra — Cospgatb DH napa-

METPY;

2) B OTKpbIBLUENCA OKHE yKa3aTb 3HaveHne «2048 (2048 6uT)»;

3) HaxaTb KHonky [Aal].

MpumevyaHue. NeHepaums 3aHMMaeT MHOMO BpeMeHW, 06 akTMBHOCTM MporpamMmmbl

CBMAETENbCTBYET MHANKATOP B NPABOM HWXXHEM YIIly OKHa Nporpammbl;

4) B OTKPbIBLLENCA OKHE YKa3aTb MeCTO ANA COXpaHeHUs nosiydeHHoro camna;

5) HaxaTb KHOMKy [da] Ans coxpaHeHus.

CosgaHue gann AononHUTENbHON ayTeHTUdmkaumm npotokona TLS B nHcTpymeHTe XCA
He npeaycMmoTpeHo. [aHHbIn dharn JomkeH ObiTb co3aaH otaensHo cpeacteammn OpenVPN npu
NMOMOLLM KOMaHApb:
openvpn --genkey --secret <umsa_damnna>

6.9.5.9. JkcnopT hannoB cepTnPUKaToB U KITHOYEN KITMEHTA

[nsa akcnopTa ceptudurkarta kKnneHTa HeodxoaAnMo:
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1) B OCHOBHOM OKHE Nporpammbl NepenTn Bo Bknagky «Ceptudukarbi»;

2) B cnucke BbIbpaTb cepTudumkaT n HaxaTb KHONKY [QkcnopT];

3) B OTKPbIBLLENCS OKHE yKa3aTb MeCTO COXpaHeHus 1 BbibpaTb popmaTt akcnopta «PEM

(*.crt)»;

4) HaxaTtb kHonky [Aa].

[nsa akcnopTa 3akpbITOro Krtya KnneHTa Heobxoammo:

1) B OCHOBHOM OKHE MporpamMmmbl NepenTn BO BKNAOKy «3akpbiTble KITuny;

2) B cnucke BbIbpaTb KNHOY U HaXxaTb KHOMKY [QkcnopT];

3) B OTKpbIBLUENCS OKHE BbibpaTb doopmat akcnopta «PEM private (*.crt)»;

4) HaxaTtb kHonky [Aa].

3aKpbITbIV KMNOY KMEHTa 3KCMOPTMPYETCS B OTKPLITOM Buae 6e3 npuMeHeHus 3aLmnTHOro
npeobpasoBaHns LaHHbIX.

6.9.5.10. OT3bIB cepTUchMkaToB. CNUCKM OT3biBa cepTuduKaToB

[nsa oT3biBa cepTudmkata Heobxoanmo:

1) B OCHOBHOM OKHE Mporpammbl Nepentn Bo Bknagky «Ceptudukartbi»;

2) HaNTU B CNIMCKE OT3blBaEMbI CEPTUdDMKAT, HaXaTb NPaBON KHOMKOW MbILIN N B pac-

KpblBLLEMCH MEHI0 BblbpaTb «OTO3BaTHY.

AHanormyHbIM cNOcoboM MOXHO OTMEHUTL OT3bIB cepTUdumKara.

BHUMAHMUE! lNocne oTMeHbl 0T3biBa cepTudukaTa HeobxoamMmo BEPHYTL AOBEpUE cep-
TMdMKaTy, HaXKaB NPaBoN KHOMKOW MbILLM N pacKpbIBLLEMCS MEHIO BbiOpaB «[loBepuey.

Cnnckun oTo3BaHHbIX CEPTUUKATOB NPUBA3LIBAIOTCS K KOPHEBOMY cepTuUdukaTy yaocTo-
BEpSIOLLEro LieHTpa, nognucasLlero aTu ceptudukaTol.

[na npocmoTpa crnvcka oTO3BaHHbIX CEPTUMUKATOB, OTHOCSALLUXCHA K KOPHEBOMY CEPTU-
dukaTy, Heob6xoauMo:

1) B OCHOBHOM OKHE nporpammbl nepentn Bo Bknagky «Ceptudukarbl»;

2) B cnvcke BblbpaTb KOPHEBOW cepTUdMKaT, HaxkaTb NPaBON KHOMKOW MbILIM U B pac-

KpbiBLIEMCHA MeHI0 BbibpaTth «L|C — Manage revocationsy.

OTKpoeTCsa CNUCOK OTO3BaHHbIX CEPTUPUKATOB.

[na co3gaHns cnucka O0To3BaHHbIX cepTudukaTtos B hopmaTe, NPUrOAHOM ANd aKcrnopTa
B Apyrne cuctembl, He06XoanMO:

1) B OCHOBHOM OKHE Mporpammbl NepenTn Bo Bknagky «Ceptudukarbiy»;

2) B cnucke BblbpaTb KOPHEBOW CepTUUKAT, HaXaTb NPaBON KHOMKOW MbILK U B pac-

KpbiBwemMca MeHto BblbpaTtb «L|C — Cosgate CRL»;

3) B OTKpbIBLUENCS, NPU HEOBXOAMMOCTH, YTOHYHUTE NapamMeTpbl CNNCKa;

4) HaxaTtb kHonky [Aa].

CosgaHHble CNUCKN OT3blBa MOXHO NMPOCMOTpPETL BO BKI1adKe «Cnunckn oTo3BaHHbIX cep-
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TndukatoBy». 3 3TON XKe BKIagKu CrUCKM OTO3BaAHHbIX CEPTUIMKATOB MOXHO 3KCNOPTUPOBATD,

HaxxaB KHoNKy [QkcnopT], popmart akcrnopta «PEM».
6.10. CpeacTBO yaaneHHoro agMuMHucTpupoBaHua Ansible

Ansible saBnaeTca nporpaMMHbIM peLlleHneM Ansg HaCTPOMKN U LIeHTpann3oBaHHOro yrnpas-
NeHUs KOHUrypaumsammn yaaneHHbIX MallnH, B TOM YUCe OAHOBPEMEHHO rpynnon mawuH. ans
paboTbl Ansible ncnonbayetcsa cyuwectBytoLlas nHppacTpyktypa SSH.

B Ansible ans npumeHeHus KoHpUrypauumn Ha yaaneHHon MallnHe UCNOoNb3YeTCs PEXUM
push mode, KOTOpLIN 3aknO4aeTCa B pacnpocTpaHeHNN KOHMUrypaumm ¢ ynpasnsaoLwen MallimHbl

Ha yoaneHHy.

6.10.1. CocTaB
B coctae Ansible BxogaT moaynu, obecneunBatoime pasBpTbiBaHNE, KOHTPOMb U ynpasrne-

HUE KOMMOHEHTaMW yaarneHHbIX MallunH. I'Iepequb OCHOBHbIX MO)J,yJ'IeIZ npmBeOeEH B Tabnuue .

Tabnwunua 27
Mogaynb OnuncaHue
shell Mo3sonsier 3anyckatb  shell-komaHgbl Ha  ydaneHHOM  y3ne,  Harnpumep:

ansible -i step-02/hosts -m shell -a ‘uname -a’ host0.example.org

copy lNosBonser konupoBaTb hpann M3 ynpaBnsloWen MallMHbI Ha YyOaneHHbl Yy3en:
ansible -i step-02/hosts -m copy -a ’sSrc=<uCXOLHHI_KaTajyor>
dest=<karanor_HasHaueHus>' host0.example.org

setup MpenHasHayveH anga cbopa pakTUYECKMX JaHHbBIX C Y3I0B:
ansible -i step-02/hosts -m setup host0.example.org

6.10.2. YcTaHOBKa 1 HacTpouka Ansible

Ha ynpasnstoLien mawmnHe gormkeH 6biTb ycTaHoBneH Python Bepcun 2.6 nnu Beiwe. Ha
ynpaBnsieMbIX MalnHax AormkeH bbiTb ycTaHoBneH Python Bepcun 2.4 nnu Bbliwwe.

HononHutenbHo anga pabotbl Ansible Heobxoanmel crnegyowme Python-mogynm Ha ynpas-

nawouwen MaluvHe:

python-yaml;

paramiko;

python-jinja2.
YcTtaHoBKa Mogynen ocyLecTBNsAeTcs NyTeM BbINONHEHUS KOMaHAb!:

apt-get install python-yaml python-jinja2 python-paramiko python-crypto
[nsa yctaHoBku Ansible BbINONHUTL KOMaHAY:

apt-get install ansible
MNepeyeHb MaLLWH, KOTOPbLIMU HYXHO YNpaBnsTh, 3afaeTcs AByMs cnocobamu:

- B TekctoBoM dhanne (Mo ymomnyaHuio wucnomnb3yetrcsa ini-dann) B kKaranore
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/etc/ansible/hosts

- C NOMOLLBIO CKpUNTa, nory4varLlero nepevyeHb MalH N3 CTOPOHHUX NPOrpamMMHbIX

NPOAYKTOB, Hanpumep, ot Zabbix.

Kpome cnucka ynpasnsemblx MalmvH B ini-channe MOXeT yKkasblBaTbCA AOMONHUTENbHANA
MHopMaLNAa: HoMepa NOPTOB ANs noakntoveHns no SSH, cnocob nogknoyeHns, naponbe Ans

NOAKITOYEHNS, UMS Nonb3oBaTens, 06beanHEHUN rpynn m T.M.

Mpumepsl:

1. KoHdurypaumoHHbIn ini-hbann, B KBagpaTHbIX CKODOKaxX yKasaHbl UMeHa rpynn ynpas-
naemMbIX MaLlnH

[dbservers]

nudel.example.ru

nude?2.example.ru

[webservers]
srvl.example.ru ansible_ssh_port=8877 ansible ssh_host=192.168.1.1
srv2.example.ru
srv[3:20] .example.ru
2. KoHdurypaumoHHbin YAML-cgann
all:
hosts:
mail.example.ru:
children:
webservers:
hosts:
srvl.example.ru:
jumper:
ansible port: 8877
ansible host: 192.168.1.1
srv2.example.ru:
dbservers:
hosts:
nudel.example.ru:

nude2.example.ru:

B nononHeHne k KoHburypaumoHHoMy dainy npu onpeaeneHnun 1 ynpasneHun rpynnamm
yAaneHHbIX MalnH UCNorb3yeTcsi MepeMeHHble napamMeTpsbl. lNepemMeHHble napameTpbl MoryT
6bITb 06beAMHEHBI B rpynnbl. [laHHbIe 0 NePeMEHHbIX NPeANnOYTUTENBHO XPaHUTb B OTAENbHbIX

YAML-chbannax B COOTBETCTBYIOLMX KaTanorax:
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- /etc/ansible/group_vars/<ums_rpyHne> — A9 NepeMeHHbIX rpynnbl MaLlvH ;

- /etc/ansible/host_vars/<umsa_mamuHe> — ONS NEePEMEHHbIX OTAENbHbIX Ma-

LLUWH.

6.10.3. CueHapum Ansible

Ansible nossongaeTt ucnonb3oBaTb CUEHapuUn, npegHasHaydeHHble A5 BbINOSIHEHNA Ha

ynpasnsembix MalmHax. CueHapum nuwyTcs Ha s3blke YAML.

[nsa BbINOMHEHMSA CLueHapua NCNonb3yeTcs KomaHaa ansible-playbook co cneayto-

LWMM CUHTaKCNCOM.

ansible-playbook <umsa_Qarna_cleHapus.yml> ... [Opyrue HapaMeTpH ]

OnuncaHne OCHOBHbIX napameTpoB cueHapues npmnBeaeHo B Tabnuue .

Tabnunua 28
MapameTp Onuncanune
hosts YkasblBaloTcs yrnpasnsieMble y3rbl Uin Fpynnbl Y3roB, K KOTOPbIM HYXXHO MPUMEHUTb
N3MeHeHns
tasks OnucbiBaeTcsl COCTOSAAHME, B KOTOPOE HeoBXoauMO NMpUBECTU ynpaBnseMbli y3en,

ansTepHaTMBON MOTyT BbITb PONK

gather_facts

YkasblBaeT cobmpatb Unun HeT MHdopMauuio 06 y3nax nepes BbiNOMHEHMEM 3a4au.
3HayeHve no ymonyaHuio — «da»

vars YKka3blBalTCS NepeMeHHble, KoTopble ByayT MCNonb3oBaHbl NPY BbINOSIHEHUW CLEHa-
pus

connection Mcnonb3yeTcs ans ykasaHusa meTtofa coeuHeHna C y3namu: pure ssh, paramiko,
fireball, chroot, jail, local, accelerate

sudo Mocne ycTaHoBNEeHUs coeduMHEHNd BLINONHATL 3adady C npyMBUMAerndamMu gpyroro

nonb3oBatens. 3Ha4yeHne no YMOM4YaHUto — root

sudo_user

B coyeTaHum ¢ napameTpoM sudo MOXHO yKasaTb Nonb3oBaTensl, C NPUBUIErMSMM
KOTOporo GyaeT BbiNoSiHeHa 3agaya

vars_prompt

lMepen BbinonHeHnMeM cueHapust Ansible B MIHTEPaAKTUBHOM PeXUME MOXET YTOUYHUTb
yKasaHHble B 9TOM pa3gesne napamerpbl

remote_user
(user)

Mmsa nonb3osartens ans aBTopus3aunn Ha yganHHOM y3ne

6.11. Cuctema ynpasneHusi KoHcdurypauusammu Puppet

CucTtema ynpaeneHusi KoHgurypaumsimm Puppet SBnsieTcs KnueHT-cepBepHbIM NpUoxe-

HMeM, KOTOpOe CMYXWUT ANS LeHTPanmn3oBaHHOIO yrpaBneHnst KOHUrypaumsmMmm onepawmoHHbIX

CUCTEM U MpOrpamm.

6.11.1. YcTaHOBKa

Ha komMnbloTepe, BbINOMHAWLLIEM Pofb CEpBEpPa, HEOGXOANMO YCTAaHOBUTL CEPBEPHYHO

YacCTb MPUITOXKEHNA. [1lna 3TOro BbINOMHUTL KOMaHAay:
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apt install puppet-master

Mpn ycTaHOBKe CepBEPHOro naketa puppet-master aBTOMaTU4eCKM yCTaHaBNMBaAETCA
KITMEHTCKUIM NakeT puppet.

lMocne yctaHOBKM cepBUC puppet-master AOMMKEH 3anyCTUTbCA aBToMaTnyecku. [Npo-
BEpKa YCTaHOBKN CEPBEPHON N KITMEHTCKOM YacTeun BbIMNOMHAETCS C MOMOLLBIO CrieyoLWmnX KoMaHz,
COOTBETCTBEHHO!:
sudo service puppet-master status
puppet status

Ha knmneHTckom KOMMNbrOTEPE HGOGXODMMO YCTaHOBUTb KITMEHTCKYIO 4acCTb (aFeHT) npuno-

XXeHuA, BbINOJIHUB KOMaHAy:

apt install puppet

6.11.2. HacTpouka cepBepa
KoHurypaunoHHble hannbl cepBepHOW 4acTu pacrnonaralTcs B KaTanore
/etc/puppet/ Ha cepBepe. [1ns nogKMYEeHUS U HACTPONKN areHTOB CepPBUC puppet-master
roToB Cpasy nocrne yCTaHOBKMU.
BHUMAHMUE! Cepsuc puppet YyBCTBUTENEH K CUHXPOHU3ALMU BPEMEHU MeXY cepBe-
pOM 1N areHTaMmun. PaccuHxpoHmn3aums gaxe B HECKOMbKO MUHYT MOXET NpUBOAUTb K OTKa3sy B
obcnyXxuneaHun.
lNpu ycTaHOBKE cepBepHOro NakeTa cepBuUC NO nepeaadvye annoB Ha KITIMEHTCKNUE KOM-
NblOTEPbI MO YMOMYaHMIO OTKNIOYEH. [1Nga ero BKoYeHns HeobxXxoanMo Ha cepBepe B KaTarnore
KOH(pMrypaumnoHHbIX hannos co3aatb oann ¢ UMeHeM fileserver.conf, B KOTOPOM yKa3sblBa-
toTCA doansibl U UX pacrnonoXxeHue, Hanpumep:
[kiosk]
path /etc/puppet/kiosk
allow *
roe  kiosk — TOYKa MOHTUPOBAHMWSA: UMS, MO KOTOPOMY cueHapumn byayT BbIGMpaTh HYy>XHbIE NyIbl
dannos;
path /etc/puppet/kiosk — nyTb B JiOKarnbHOW (pannoBon cUCTeMe, yKasblBatoLLUn
KaTtarnor, KoTopblin 6ygeT NPYMMOHTUPOBAH B TOMKY MOHTMPOBAHUS;
allow * — paspelleHue Ha YTeHue A5l BCEX areHToB.
3atem TpebyeTcs Ha co3paTtb KaTanor /etc/puppet/kiosk/ U pasmMecTuTb B HEM
drannbl 4na nepegadn areHTam.
MpumevyaHune. MNogpobHble HACTPOMKM MpaBun AOCTyna Haxodatcsa B hanne

/etc/puppet/auth.conf.
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6.11.3. HacTpoika KNMeHTCKOro KomnbioTepa

KoHdurypaumoHHble dpanrnbl areHTa pacnonararloTcs B katanore /etc/puppet/ Ha Knu-
€HTCKOM KOMMbloTEepe.

MpnmeyvyaHwme. AreHt, yCTaHOBIEHHbIN Ha cepBepe, UMeeT obLLNn C cepBeEpPOM KOHGU-
rypaunoHHbIn doann.

Mpn ycTaHOBKe areHT aBTOMaTUYECKN YCTaHaBNUBAETCA Kak CepBUC, HO aBTOMAaTUYECKN
He 3anyckaetcs, T.K. He yKa3aH agpec cepaepa.

Ecnn B cetn HacTpoeH DNS, ymetowwmin npaBunbHO paspeLuatb MMs cepeepa, To 4oMNorsi-
HUTENbHbLIX HACTPOEK ANA aBTOMaTUYECKOro 3arnycka cepsuca He noHagoobutcs — gocTaTtovyHO
nepesarpy3nTb KOMMbIOTEP U areHT aBToOMaTuU4eckn 3anyCTUTCS Kak cepBuc.

[ns ykasaHus cepBepa BpyYHY0 HEOBXOANMMO OTKOppeKTUpoBaTh hann /etc/hosts,
nobaBmB agpec U Mmsa cepeepa, Hanpumep:
192.168.32.96 puppet

Mpun  aTom nms cepBepa  3ajaetcs B KOHdUrypaumoHHOM danne
/etc/puppet/puppet.conf 1 NO yMON4YaHuo puppet:
dns_alt_names = puppet

Mocne ycTtaHOBKM areHTa HEO6X04MMO 3aperMcTpmMpoBaTh ero Ha cepBepe 1 NonyyYnTb
cepTudukatel. [1na 9TOro Ha KNMeHTCKOM KOMMbKOTEPE BbINOSTHUTL KOMaHAY:
sudo puppet agent --test --waitforcert 60

Mpn nepBoM 3anycke areHT NOMbITaeTCA CBA3aTbCHA C CEpBEpPOM, MOMyyYuT OTKas Mo
NpUYMHE OTCYTCTBUA Yy areHTa cepTudukata 4ocTyna u CaMoCTOATENbHO BbIMYCTUT U OTNPaBUT Ha
cepBep 3anpoc Ha nornyyeHne ceptTudukara.

HeobasaTtenbHbin kntov --waitforcert ykasbiBaeT MHTEpPBan BPEMEHU, B TeYeHue
KOTOPOro areHTy XxaaTb NoAnucaHHbIN cepTudumkat (B npusegeHHoM npumepe 60 cekyHa). Ecnn
KS1l0M He yKasaTb, TO areHT NomnbITaeTcs NonyyYnTb NOANUCaHHBIA cepTUMUKAT Npu cnegyowem

3anycke.

6.11.4. NMoanucaHne ceptucpukaTa areHTa

AreHTbl I/ILI,eHTI/I(bI/ILI,I/IpleTCFI no noJiHoMy MMEeHN OOMeEHa. I'Iop,nmcaHme CepTI/I(bI/IKa-
Ta areHTa OCYLUEeCTBNAETCA Ha cepBepe. KomaHp,a noanmcaHud CepTI/I(bMKaTa aOna areHta
astra.domain.ru UMeEET BUA.
puppet cert sign astra.domain.ru

[Mpn 3TOM Norny4YeHHble OT areHTOB 3arpocChkl Ha cepTUdUKaTbl aBTOMaTUYECKN COXpaHSs-
KOTCA Ha cepBepe N MOryT ObITb nognmncaHbl B noboe yﬂ,06H0€ BpeEMA.

[nsa npoBepku cnucka rnonyyeHHbIX 3anpocoB 1 CepTUAUKATOB BbIMOMHUTL KOMaHAY:

puppet cert list --all
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6.11.5. NMpumep cueHapusn
[anee npuBeneH npumep cueHapusa (MaHugecTa) asToMmaTU4eCKON OTMPaBKN Ha KITUEHT-
CKMe KOMNboTepbl MHANBUAYANbHbBIX KOHUrYpaunoHHbIX dpannos. Mpun aTom:
- MMeHa panrnoB COCTOAT U3 JOMEHHOINO0 UMEHW KITMEHTCKOro KOMMbIOTEPA;
- nogroTtoBrieHHble AN nepegadn  dannbl 6yayT pasmMewiartbcs B KaTanore
/etc/puppet/kiosk/ Ha cepBepe;
- Npv nonyyeHun dannsl 6yayT pasmeLllartbcsa B Katanore /tmp/ Ha KIIMEHTCKOM KOM-
netoTepe B dpanne ¢ ogMHaKoBbIM A5 BCEX KOMMbIOTEPOB MMeHeM kiosk.conf, T.e.
/tmp/kiosk.conf;
- hannbl Ha KNMEHTCKOM KoMMnbioTepe OyayT nmeTb BnagenbLueB root: root M npaea
poctyna 600.
Hactponka dannoBoro cepBepa /etc/puppet/fileserver.conf npuBegeHa
Bl6.11.2
CopepxaHue maHudecTa:
class passwd {
file { "/tmp/kiosk.conf":
owner => root,
group => root,
mode => "600",
source => "puppet:///kiosk/${fqgdn}"
}
}
node default {
include passwd

}
rae /tmp/kiosk.conf — ueneson ann Ha KOMMbIOTEPE KITUEHTA;

owner, group, mode — aTpubyTbl LeneBoro ganna;
puppet:///kiosk/${fqgdn} — nyTb K panny-MCTOHHUKY, Npu 3TOM kiosk — TOYKa MOH-
TMpoBaHus (cm. [6.11.2), a $ {£qdn} — npeponpenenéHHas nepemMmeHHasi, BMECTO KOTOPOM
6ynet nogcraBneHo FQDN knueHTCKoro komnbloTepa, NpMUcnaBLero 3anpoc.
MaHudoecT NOMECTUTb B KaTtanor Ha cepBepe
/etc/puppet/code/environments/production/manifests/site.pp, rae:
- KaTanor /etc/puppet/code — obwWwmin KaTanor ons pasMeLweHns aHHbIX ANs KIUeH-
TOB;
- Katanor /etc/puppet/code/environments — Katanor Ansi pa3mMeLLleHns AaHHbIX
B 3aBMCUMOCTU OT BbIGpaHHOro napameTpa environment;

- KaTanor /etc/puppet/code/environments/production — Karanor gnga pasme-
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LLIEHNS1 OAHHbIX AN 3Ha4YeHUs1 NapamMeTpa environment paBHOro production (3Haye-
HWe NO YMOSTHaHWI);
- KaTanor /etc/puppet/code/environments/production/manifests — karanor
OnNs pasMeLleHns MaHUgecToB;
- pann /etc/puppet/code/environments/production/manifests/site.pp—
MaHNMECT NO YMOMNYaHWUIO.
[anee HeobxogMmo co3gaTb B Katanore Ha cepBepe /etc/puppet/kiosk danmn ¢
COOTBETCTBYHOLMM UMEHEM (Hanpumep, astra.domain. ru).
Ha knneHTCKOM KOMMbOTEPE 3anyCTUTb areHTa Ans NpoBepKu (onumn —-verbose n
--debug BKMOYAOT OTMAA0YHY OMArHOCTUKY):
puppet agent --test --verbose --debug
Ecnn owumnbkn OTCYTCTBYIOT — 3anyCTUTb areHTa Ans UCMOMHEHNS (onuna ——onetime —
pa3oBbili BbI30OB):
puppet agent --onetime
Nocne BbINOMHEHNA KOMaHObl HA KITMEHTCKOM KOMMbIOTEPE /tmp OOMMKEH MOSABUTLCA
ann /tmp/kiosk.conf.
[lna co3gaHus apXnMBHOM KOMUKM CKOMMPOBAHHOIO (harna ¢ NoMoLlblo puppet BbINOMHUTL
Ha KNWEHTCKOM KOMMbIOTEPE KOMaHAY:
tar cf /tmp/kiosk.conf.‘date +%s‘.tar /tmp/kiosk.conf
KomaHAabl BbINOSTHAKTCSA areHTOM Ha KIMEHTCKOM KOMMbOTEPE C MOMOLLbIO KITMEHTCKOMO
shell, cooTBeTCTBEHHO, B KOMaHAax paboTatoT BCe NOACTAHOBKM.
CopepxaHme maHudecTa:
class passwd {
file { "/tmp/kiosk.conf":
owner => root,
group => root,
mode => "600",
source => "puppet:///kiosk/${fgdn}"
}

exec { 'tar cf /tmp/kiosk.conf.‘date +%s‘'.tar /tmp/kiosk.conf’:
cwd => ' /tmp’,

path => [’/ /bin’,’ /usr/bin’],

}
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node default {
include passwd

}



128
7. CPEACTBA OBECIMEYEHUA OTKA3OYCTOUYUBOCTU U BbICOKOW [OCTYMHOCTHU

7.1. Pacemaker un Corosync

B coctas OC BxoguT Habop nporpammHoro obecneyeHns Pacemaker n Corosync, ncnorb-
3yeMoro Ans NoCTpOeHUs KnacTepHbIX CUCTEM BbICOKOM AOCTYNHOCTU. OCHOBHbIE OCOBEHHOCTU
Pacemaker n Corosync:

- obHapyxeHune n BoccTaHOBIEHME nocrne cO0eB y3oB U CEPBUCOB;

- HEe3aBMCMMOCTb OT MOACUCTEMbI XpaHEHNs — He TpebyeTcs obuiee xpaHunuule;

- HE3aBMCUMMOCTb OT TUMOB PECYPCOB — BCE YTO MOXET OblTb 3aCKPUNTOBAHO, MOXET

ObITb KNAacTEPU3OBaHO;

NnoAAepXKa KnacTtepoB Nno6oro pasmepa;

nogaepxKka KBOPyMHbIX N peCypCcO3aBUCUMBbIX KITaCTEepPOB,

nogaepxka n3bbITOYHON KOHGUrypauuu;

aBToOMaTtu4deckas pennukaumst KoHurypauumn, MoxeT O6biTb 0B6HOBNEHa ¢ noboro yana
KnacTepa;
- BO3MOXHOCTb 3aaHusa nopsifika 3arnycka pecypcoB HE3aBUCUMO OT TOrO, Ha KakoMm yarne
OHM HaxogATcs;
- noagepkka pecypcoB, 3arnyckaeMblX HA MHOXECTBE Y3M0B, — KIOHOB;
- noagepkka pecypcoB C MynbTu-pexxumamu pabotbl (master/slave, primary/secondary).
C TOuYKM 3peHnsa KnacTtepa BCe UCMNONb3yeMble CYLLHOCTU — CEPBUCHI, CYXObl, TOYKK
MOHTUPOBAHWSA, TOMa U pasgernbl — 3TO Pecypchbl, MO3TOMY B JAHHOM PYKOBOACTBE Nof, CII0BOM

«pecypc» NoHNMMaeTCcAa BCe, YHTO HaxoanTCA nog ynpasiieHneM Kractepa.

7.1.1. YcTtaHOBKa

[ns yctaHoBkn Pacemaker n Corosync Heob6xogMmo BbINOMHUTL crieayoLee:

1) Ha KaXgoM cepBepe 0TKas3oyCTOMYMBOIO KracTepa YCTaHOBUTL MaKeT:

sudo apt-get install pacemaker pcs

2) Ha KaxaoMm cepBepe paspelumTb asTo3anyck Corosync. [151s1 3Toro B KOHpUrypawmoH-
HOM panne /etc/default/corosync yKkasaTb napamerp:

START=yes

3) Ha Kaxgom cepBepe crefyeT Npom3BecTn 3anyck HeobxoauMblx cnyxb hacluster:
sudo systemctl start corosync

sudo systemctl start pacemaker

sudo systemctl restart pacemaker

7.1.2. Npnmep HaCTPOMKM KnacTepa
Hactponka Pacemaker n Corosync Ha npumepe aByx cepBepoB ¢ OC: server-1 un

server-2. O6a cepBepa OOMKHbI «BUOETb» APYr ApYyra NO MMEHU, AN 3TOro AOMKeH BblTh Ha-
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ctpoeH DNS unu B chanine /etc/hosts coaepXarbCs COOTBETCTBYOLLME 3annch. [1ns HacTponKK
HeobXxo4MMO BbINOMHUTL CNEeAyHLWMIA NOPSAOK AENCTBUN:
1) Ha KaXXgoM cepBepe HACTPOUTb CUHXPOHM3aLUMI0 BpeMeHu no cetu (cnyxba ntp);
2) Ha KaXgoMm cepBepe yaanunTb BO3MOXHO COXPaHUBLUYOCS NpeablayLuyro KOHpurypa-
Luto KnacTepa:
pcs cluster destroy
3) Ha KaXXoM cepBepe yCTaHOBUTb OLWIHaKOBbIﬁ naponb nonb3oBartento hacluster:
passwd hacluster
4) Ha nepsoM (FflaBHOM) cepBepe HAaCTPOUTbL aBTopM3auuto, co3gaTb U 3anyCcTUTb Kna-
cTep:
pcs cluster auth server-1 server-2 -u hacluster
pcs cluster setup --force --start --name CLUSTERNAME server-1 server-2
5) Ha obownx cepBepax nepesanycTuTb Cryxoy:
systemctl restart pcsd
6) Ha NnepBOM cepBepe pa3peLLnTb aBTO3anyck Krnacrepa:
pcs cluster enable --all
7) ONs TEKyLUero Knacrepa, COCTOSILEro U3 AByX y3roB, BbiICTaBUTb 6a30Bble HACTPONKN,
BbINMOJTHUB KOMaHAbI:
pcs property set stonith-enabled=false
pcs property set symmetric-cluster=false
pcs property set no-quorum-policy=ignore
[nsa ynpaeneHus krnactepom Pacemaker ncnonb3ytorca yTunutel pcs U crm. Hanpumep,
rMpoBepKa cTaTyca KracTepa BbIMOMHAETCA C NOMOLLbIO KOMaHAdbl pcs status, NPOCMOTP
TeKywen KoHdurypaumm — c nomoLLblo KoMaHabl crm configure show. Pesynerar
NPOBEPKN CTaTycCa Kractepa U3 npumMmepa:

Cluster name: CLUSTERNAME

Last updated: Wed Oct 25 12:11:08 2017

Last change: Wed Oct 25 12:11:06 2017

Stack: corosync

Current DC: server-1 (1) - partition with quorum
Version: 1.1.12-561c4cf

2 Nodes configured

0 Resources configured

Online: [ server-1 server-2 ]
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Full list of resources:

PCSD Status:
server-1: Online

server-2: Online

HacTtponka knactepa 3aBepLUeHa. YnpaBrneHne KnactepoM OCyLLECTBSAETCH KakK U3 KOH-
conu, Tak u yepes Beb-nHTepdec:
https://server-1:2224/

7.2. Keepalived

Keepalived ncnoneayetca B kadecTtse ynpasnstowiero MO ansg opraHnsaumm MOHUTOPUHra
n obecneyeHns BbICOKOM AOCTYMHOCTM Y3r0B U CEPBUCOB.

HemoH Keepalived obecneunBaeT aBTOMaTn4eCKMUin Nepexoq Ha pe3epBHbIN pecypc B
pexuMme OXuaaHua B criydae BO3HUKHOBEHMS OLLIMBKM nnu c6os OCHOBHOIO pecypca.

[nsa obecnevyeHns aBTomaTnyeckoro nepexoga ncnonbsayercsa npotokon VRRP (Virtual
Redundancy Routing Protocol). [JaHHbI NpOTOKOST NO3BONSIET UCMOMb30BaTb BUPTYyarbHbIn |P-

agpec VIP (virtual IP), koTopbIi aBNaeTcsa nnasarowmm (pacwapeHHbiM) MexXay y3namu.

7.2.1. YcTtaHOBKa

Maket Keepalived Heob6xoaMMO yCTaHOBUTbL Ha KaXdoM Yy3re, AOCTYNHOCTb KOTOPbIX
TpebyeTcsa obecneunTb, U Ha KaXOoOM pe3epBHOM y3ne. [Ing yCTaHOBKM BbINOMHUTL CreayHoLLYyo
KoMaHay:

apt-get install keepalived -y

7.2.2. NMpumep HaACTPOUKM

HacTtponka Keepalived Ha npumepe aByx cepBepoB ¢ OC: server-1 (OCHOBHOWN) n
server-2 (pe3epBHbIN). Ha cepBepax gomkeH ObITb HACTPOEH peXnM pennukaumm ans obec-
neyeHnsa ropsiyero pesepBupoBaHns. Takke Ha obomx cepBepax OOMKHO ObITb ABa CETEBbIX
nHTepdenca. OgHoOMy 13 ceTeBbIX MHTEPGENCOB OCHOBHOIO cepBepa npuceounts VIP.

Ha kaxxgom cepBepe B KOHUrypaunoHHbin dpann /etc/sysctl.conf Aob6aBuTb CTPOKY:
net.ipvé4.ip forward =1
net.ipv4.ip nonlocal bind =1
N BbINOMHUTL NS NPOBEPKM KOMaHAY:
sysctl -p

Ha ocHoBHOM cepBepe OTKOppeKkTMpoBaTb KoHdurypaumoHHblin dann Keepalived
/etc/keepalived/keepalived.conf, ykazaB HeobXxogMMble 3HAYEHUS 49 OCHOBHbIX napa-
METPOB:

- interface — MHTEpMENC NOKNIOUYEHNS;
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- state — cTaTtyc cepBepa, A4S OCHOBHOIO yKa3blBaeTCs 3HavyeHne MASTER;
- virtual_router_id — uaeHTUdmKaTop BUPTYarbHOro mMapLipytusaTtopa (QOormKeH
ObITb OOUMHaKOBLIM ANs 06omx cepBepoB);

- priority — NpUoOpMUTET OCHOBHOIO cepBepa. [lormkeH GbiTh Gomnblie, YeM PE3EPBHOIO;

auth_type — 3HayeHWe PASS 3agaeT NaposbHy ayTeHTUUKALMIO AN CEPBEPOB;

- auth_pass — obwwii Naponb Ansa BCex y3noB knacrepa;

virtual_ ipaddress — BupTyanbHbin IP-agpec.

Mpumep
KoHdurypauunoHHbi pann /etc/keepalived/keepalived.conf OCHOBHOIO cepse-

pa

global_defs {
notification_email {
username@domain.ru
}
notification_email from servers@domain.ru
smtp_server 1.1.1.1
smtp_connect_timeout 30

router_id main

vrrp_instance server-1 ({

interface ethO

state MASTER

virtual router_id 200

priority 100

advert_int 1

authentication {
auth_type PASS
auth_pass password

}

virtual ipaddress {
10.1.9.190/32 dev ethO
}
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[nsa npumeHeHnsa HacTpoek u 3anycka gemoHa Keepalived BbINONMHUTL KOMaHAY:
systemctl start keepalived

[anee HeobxoOuMMO OTKOPPEKTUPOBaTb KOHUrypaumoHHoeln ann Keepalived
/etc/keepalived/keepalived.conf pe3epBHOro cepeepa, ykasaB Heobxoaumble 3Ha4YeHUs
AN OCHOBHbIX NapaMeTpoB:

- interface — MHTEpPMENC NOLKNIOUYEHNS;

- state — cTaTyc cepBepa, ANnsa pe3epBHOro ykasblBaeTcs 3Ha4yeHne BACKUP;

- virtual_router_id — uaeHTUdMKaTOp BUPTYaribHOro MapLipytusaTtopa (4OormKeH

ObITb OQMHAKOBbLIM ANt 060X cepBeEPOB);

- priority — npuopuTeT pe3epBHOro cepsepa. [omkeH GbiTb MEeHbLLE, YeM OCHOBHOTO;

auth_type — 3HayeHue PASS 3afaeT NaporibHy0 ayTeHTUdMKaLUIO ANs CEPBEPOB;
- auth_pass — 06U Naponb A5 BCEX Y3MoB Knacrepa;
- virtual_ ipaddress — BupTyanbHbi IP-agpec

Keepalived

Mpumep
KoHpurypaumoHHbin pann /etc/keepalived/keepalived.conf pe3epBHOro cepse-
pa
global _defs {
notification_email ({
username@domain.ru
}
notification_email from servers@domain.ru
smtp_server 1.1.1.1
smtp_connect_timeout 30

router_id reserve

vrrp_instance server-2 {
interface ethO
state BACKUP
virtual router_ id 200
priority 50
advert_int 1
authentication {

auth_type PASS

auth pass password
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virtual ipaddress {

10.4.1.190/32 dev ethO

[ns npyumeHeHUsa HacTpoek 1 3anycka gemoHa Keepalived BbINONHUTL KOMaHAy:

systemctl start keepalived
7.3. PacnpepeneHHasn c¢hannoBas cucrtema Ceph

7.3.1. O6wme nonoxeHusA

PacnpepgeneHHble hannoBblie CUCTEMbI UCMOMb3YHOTCHA B BbICOKOCKOPOCTHBIX BbIYNCIIEHNAX
N POKyCUPYIOTCS Ha BbICOKOW OOCTYMHOCTU, MPOU3BOAUTENBHOCTM U MacwTabupyemocTtun. OC
nogaepXxmnBaeT pacnpeneneHHyto dannosyto cuctemy Ceph.

Ceph — pacnpeneneHHass o6bekTHasa ceTb XpaHeHus, obecneuymBatowas annoBbIn
n GnoYvHbIn MHTEpencol goctyna. MoxeT Mcnonb3oBaTbCA Ha CUCTEMAX, COCTOALLMX Kak M3
HECKOJNbKNX CEPBEPOB, TaK U U3 TbiCAY Y3noB. BCTpoeHHble MexaHn3mMbl NnpoayonMpoBaHHOM
pennvkaunmn gaHHblx o6ecnevmBatoT BbICOKYH OTKa30yCTOMYMBOCTL cucteMsl. Mpun gobasneHnn
UNKN yaaneHum HOBbIX Y3N0B MacCuB AaHHbIX aBTOMaTU4eCKM GanaHcuMpyeTcs ¢ y4eTOM UBMEHEHUN.
B Ceph obpaboTtka gaHHbIX 1 MeTadaHHbIX pa3geneHa Ha pasnuyHble rpynnbl Y3noB B KnacTepe.

Knactep xpaHeHns JaHHbIX COCTOUT U3 HECKOSMbKUX PasfiMYHbIX 4EMOHOB NPOrpamMMHOro
obecnevyeHuns. Kaxablnh U3 aTux 4eMOHOB OTAENEH OT APYrMX U OTBEYaeT 3a onpenerieHHYyHo

cyHkumio Ceph. Cxema Ha puc. [1] onpenensiet dyHkumm kaxgoro komrnoHeHTa Ceph.



dainoean
CUCTEMA
Ceph

Puc. 1

BesoTkaszHoe aBTOHOMHOE pacnpeaerneHHoe xpaHunuile obbektoB (RADOS) asnsietcs
OCHOBOW XpaHeHus AaHHbIX knactepa Ceph. Beé B Ceph xpaHuTcs B BMae 06beKkToB, a XpaHunuuie
o6bekToB RADOS oTBe4YaeT 3a XxpaHeHne 3TUX 06bEKTOB HE3ABMCUMO OT UX TUna AaHHbIX. Cnon
RADOS rapaHTupyeT, 4TO AaHHble BCcerga OCTalTCs B COrNacoBaHHOM COCTOSHUM U HAOEXHbI.
[ns cornacoBaHHOCTM AaHHbIX OH BbIMOHAET pennukaumio aHHbIX, OOHapy>XeHne 0TKa3oB U
BOCCTaHOBIIEHME OaHHbIX, a Takke MUrpauuio AaHHbIX U nameHeHne banaHca B y3nax knacrepa.

Korga npunoxeHune BbINOMHAET onepaunto 3annucn Ha knactep Ceph, gaHHble coxpa-
HAOTCA B Buae 06bekToB B yCTponcTBe XpaHeHnsa obbekToB (OSD) Ceph. 310 egmMHCTBEHHAs
cocTasnsowasa knacrtepa Ceph, B KOTOpOMN XpaHATCA pakTUYecKne gaHHble nonb3oBartens, u
3TU XXe AaHHble MOosly4yaeT KNMEeHT, Koraa BbINOMHAET onepauunto YteHus. Kak npasuno, oanH OSD
AEMOH CBSI3aH C OAHUM (pn3NYECKMM ANCKOM KracTtepa.

MonuTtop (MON) Ceph oTcnexmBaeT COCTOSHME BCEro Knactepa nyteM XpaHeHust KapTbl
COCTOSHUSA KnacTepa, koTopas BkrnodvaeT B cebs kaptel OSD, MON, PG n CRUSH. Bce y3anbl
KracTtepa coolLiatoT yanam MOHUTOpa K genarT obuwenoCcTynHON MHGopMaunio o060 BCex ns-
MEHEHUNAX B CBOUX COCTOSIHUAX. MOHMTOp noaaepXnBaeT oTAENbHY KapTy nHdopmMauumn ans
KaXgoro KOMnoHeHTa. MOHUTOp He XpaHUT haKkTUYeckue gaHHble.

Bubnunoteka librados obecneunsaet goctyn kK RADOS ¢ nogaepXkoun A3bIKOB nporpam-
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mupoBaHus PHP, Ruby, Python, C n C++. OHa npegocTtaBnsieT co6CTBEHHbIN MHTEPdENC Ans
knactepa xpaHeHunsa gaHHbix Ceph, RADOS u aBnseTcs ocHoBaHWEM ANSA OPYruX Ciyx6, Takmx
kak RBD, RGW, a Takxe nHtepdgenca POSIX ana CephFS. librados APl nogaepxmeaeTt npsimon
poctyn kK RADOS 1 no3sonsieT co3gaTtb CBOM COOCTBEHHbIN MHTEPAIENC K XpaHUIMLLY KnacTepa
Ceph.

BnoyHoe yctponcteo Ceph (Ceph Block Device, nssectHoe takke kak RADOS block
device (RBD)) npegnoctasnsieT 6no4Hoe xpaHunuuie, KOTopoe MoXeT oTobpaxaTtbed, dhopma-
TMPOBATLCSA U MOHTUPOBATLCSA Kak ntodon apyron guck B cepeepe. brnoyHoe yctponcteo Ceph
obnagaeT PyHKLMOHANBbHOCTBIO KOPNOPaTUBHBIX XPaHUNLL, TaKOW Kak: AMHAMUYHOE BblaeneHue,
MOMEHTasbHbIE CHUMKMW.

Cepsep meTtagaHHbix (MDS) Ceph otcnexusaet metagaHHble hannoBon nepapxum u
coxpaHseT nx tonbko ans CephFS. bnoyHoe yctponcteo Ceph n wnto3 RADOS He TpebytoT
MeTaJaHHbIX, crieqoBaTernbHO, OHM He HyxaatoTcsa B geMoHe Ceph MDS. MDS He npepoctaBnsieT
AaHHble HeNnoCcpeaCTBEHHO KNMEHTaM, TEM CaMbiM YCTPaHAS €AMHYI0 TOYKY OTKasa B cucteme.

dannosas cuctema Ceph (CephFS) npegnaraet POSIX-coBmecTMMyto pacnpeneneHHyto
dannosyto cuctemy niroboro pasmepa. CephFS onupaetca Ha CephFS MDS, T.e. MeTagaHHble

ANst XpaHEeHUsi nepapxum.

7.3.2. PasBepTtbiBaHue Ceph ¢ nomowbto cpeactea ceph-deploy

[anee onncaH BO3MOXHbIN BapuaHT HACTPOWKN pacnpeaeneHHoro xpaHunuiia Ha 6ase
Ceph Ha npumepe knactepa 13 3 y3rnoB: astra-cephl, astra-ceph2, astra-ceph3 n agmu-
HUCTpaTUBHOM paboyen cTaHuun astra-ceph-admin. Ha y3anax astra-cephl, astra-ceph?2
N astra-ceph3 3anyweHbl MoHUTOP U OSD, Ha auckax sda yctaHoBrneHa OC, Ha auckax sdb
OyayT vHuumanuampoBaHbl OSD. Ha y3ne astra-cephl Takke 3anyuweH ceph-mgr (Ceph
Manager Daemon).

BHUMAHMUE! PassepTbiBaHMe Ceph Ha Bcex y3nax OOMKHO BbINONMHATLCA NP BbIKIO-
YeHHOM Ha Hux pexume MKL (cm. PYCB.10265-01 97 01-1).

BHUMAHMUE! [aHHas KoHdurypauma npegHasHadeHa TOMbKO AN O3HAKOMSIEHUS n
TectupoBaHunsa Ceph. Npu pasBepTbiBaHUN paboyern cuctemMbl Ha O6bEKTE HE peKOMeHOYyeTCs
pasmeLwatb MoHUTOP M OSD Ha ogHOM yane.

Mpu pasBepTbiBaHUM C NMOMOLLbIO cpeacTBa ceph-deploy agMUHUCTPMPOBaHKE KnacTe-
pa ocyllecTBnseTca ¢ paboyen cTaHUMM astra-ceph-admin. [1pu passepTbiBaHUM B PyHHOM
pexunme HacTpomrKa KaXKAoro y3na BbINOMHAETCA HeNOCPeACTBEHHO Ha HEM.

CpeactBo ceph-deploy obecneumBaeT ObICcTpbi cnocob passepTbiBaHMsa Ceph 6e3
TOHKOW HacTpowuku, ncnonsdys ssh, sudo n Python.

Mepen Havanom passepTbiBaHMsA Ceph ¢ nomoLbto cpeacTBa ceph-deploy He0b6XoaAMMO

BbINOMHUTL Crneaylme npegsapuTenbHble AeNCTBUS:
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- Ha BCex y3nax Krnacrtepa co3gaTtb YYETHYIO 3anuncb norb3oBaTterns ¢ npusunernamm sudo

6e3 3anpoca napons, Hanpumep, ceph-adm:

echo "ceph-adm ALL = (root) NOPASSWD:ALL" > /etc/sudoers.d/ceph

sudo chmod 0440 /etc/sudoers.d/<username>

- ceph-deploy ncnonb3yeTt ssh, N0O3TOMy Ha BCex y3nax Knactepa Heo6XoanMo yCTaHo-

BUTb openssh-server. Ha paboyen ctaHuum astra-ceph-admin HacTpouTb Becna-

POSibHbINM SSh-A0CTYN Ha BCe y3nbl Knactepa;

- Ha BCexX y3nax Krnacrepa HaCTpOoUTb CUHXPOHU3aLUMI0 BPeMEHU Mo NpoToKosny ntp.

PasBepTbiBaHWe BbINOMHAETCA OT MMEHU Nornb3oBaTtens ceph-adm B criegyroLlen nocre-
[0BaTeNbHOCTY:

1) ycTtaHOBUTb ceph-deploy C KOMNAKT-AUCKa C AUCTPUBYTUBOM:

sudo apt-get install ceph-deploy

2) cosgaTtb cnyebHbIn katanor gnst ceph-deploy M NepPenTn B HErO:

mkdir ~/ceph

cd ~/ceph

B Tekywem pabodem katanore ceph-deploy co3aacT nor-gais, a Tak e cnyxebHble

grannbl KnacTtepa;

3) yctaHoBuTb Ceph Ha y3nax knactepa astra-cephl, astra-ceph?2, astra-ceph3:

ceph-deploy install --mon --osd ftp://server/mounted-iso-main astra-cephl

astra-ceph2 astra-ceph3

MapameTpbl --mon U --osd onpefenstoT KoMnoHeHTbl Ceph, Heobxoanmble Anga ycra-

HoBKW. B npoTnBHOM crniyyae ByayT ycTaHOBNEHbl Bce KOMMNOHeHTbl Ceph;

4) ycTaHOBUTb Ha y3ne astra-cephl KOMMNOHEHT ceph-mgr:

ceph-deploy install --mgr astra-cephl

5) cosgaTb HOBbIM Knactep Ceph npu 3TOM yKasaTb B KOMaHAe Yy3rbl Kractepa, Ha

KOTOPbIX B AanbHenweM 6yayT nHMLManm3mpoBaHbl NepBoHavanbHble MOHUTOPbI:

ceph-deploy new astra-cephl astra-ceph2 astra-ceph3

lMocne BbINONHEHWs kKoMaHabl 6yayT co3aaHbl KOHPUIYPALMOHHBIM hann (Mo yMonyaHuo

ceph.conf) n keyring-ann MOHUTOPOB;

6) MHULManNn3npoBaTb MOHUTOPLI HA paHee yKasaHHbIX y3nax Knacrtepa BbIMOMHUB KO-

MaHAay:

ceph-deploy mon create-initial

7) co3gaTtb mgr Ha y3ne astra-cephl UCNONb3ysi KOMaHAy:

ceph-deploy mgr create astra-cephl

8) cospate OSD Ha pguckax sdb y3noB knactepa astra-cephl, astra-ceph2,

astra-ceph3 n obutb Nx B KNacTep UCMNonb3ys KOMaHabl:

ceph-deploy osd create --data /dev/sdb astra-cephl
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ceph-deploy osd create --data /dev/sdb astra-ceph2
ceph-deploy osd create --data /dev/sdb astra-ceph3
9) ycTaHOBUTbL OCHOBHbIE KOMMNOHEHTbI Ceph Ha paboyyto CTaHUMO astra-ceph-admin
MCnonb3ys KoMaHay:
ceph-deploy install --cli astra-ceph-admin
10) ckonuMpoBaTb KOHMUIypaunoHHbI pann n keyring-gann nonb3oBaTtens admin Ha
pabouyyto cTaHUMo astra-ceph-admin MCNONb3ya KOMaHAY:
ceph-deploy admin astra-ceph-admin
MNocne 3aBepLlieHna pa3BepTbiBaHUA KiacTtepa Ceph npoBepunTb €ro COCToAHNE MOXHO
NCnonb3ysi KOMaHay:
sudo ceph -s
B cnyyae koppekTHon paboTbl knactepa napameTp health npuvHMMaeT 3HayeHue

HEALTH OK.
7.4. CpepctBo 3acphekTuBHOro macwrtabmposaHma HAProxy

Onsa apekTrBHOro macwtabmpoBaHus UCNonb3yeTcst NporpammHoe cpeactso HAProxy.
HAProxy obecneymBaeT BbICOKYO JOCTYMHOCTb, OTKA30yCTONYMBOCTb U pacnpeneneHne Harpyskm
ana TCP- n HTTP-npunoxeHuin nocpeacTBOM pacnpeneneHuns BXogsawmnx 3anpocoB Ha HECKOIbKO
obcnyXunearLmnx cepBepos.

HAProxy npegocrasnseT crnegytoLine BO3MOXHOCTMU:

- nepuoguveckas npoeepka AOCTYNHOCTM 0BCNyXmnBatoLWmMX CEpBEPOB, Ha KOTOPbIE Nepe-

HanpaBnsaTCA 3anpockl Norib3oBaTeneu;

- HECKOJIbKO anropuTtMoB onpeaeneHns AoCTYNHOCTU cepBepa: tcp-check, http-check,

mysql-check;

- pacnpegenenne HTTP/HTTPS/TCP-3anpocoB mexay OOCTYNMHbLIMU CepBepamMu;

- BO3MOXHOCTb 3aKpensieHns onpeaeneHHbIX KMMEHTOB 3a KOHKPETHbIMU 06CyXMBatoLLm-

Mu cepsepam (stick-tables);

- nogaepxkka IPv6 wn UNIX sockets, HTTP/1.1 cxatna (deflate, gzip, libslz),

SSL, nonHasa nogaepxka noctosHHoro HTTP-coeanHeHus;

- nogaepxka nepemMeHHbIx 6riokoB 1 Lua-ckpunTtoB B KOH(pUrypaumm cepeepa;

- web-uHTepdeiic ¢ akTyanbHbIM COCTOSIHUEM U CTAaTUCTUKOW paboTbl MPorpammbl.

7.4.1. YcTaHOBKa
Ha ocHoBHOM cepBepe, KoTopbIv ByaeT NpuHMUMaThL 3anpochkl U pacnpenensTb UX, Heobxo-
AUMO ycTaHOBUTb naket HAProxy:

apt install haproxy
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7.4.2. Hactpouka

HacTtpovika BbINonHseTCca B KOHpUrypaumoHHoM pavne /etc/haproxy/haproxy.cfg,
BKMIOYaloLLLEM crneytolne pasgenbi:

- global — onpegensert o6y KoHdurypaumo anga scero HAProxy;

- defaults — aBnseTcs oba3aTenbHbIM 1 ONpeaensaeT HAaCTPOMKN NMO-YMOSTYaHUIO Ans

oCTarnbHbIX pa3genos;

- frontend — ncnonbe3yetca Ans onnucaHna Habopa NHTepdencoB s NPUHATUS coean-

HEHWI OT KIMMEHTOB, a TakXke NpaBwusl pacnpegeneHnst Harpysku;

- backend — ncnonb3yeTcsa Ansa onucaHna Habopa cepBepoB, K KOTOpbIM OyAeT BbINoOs-

HATbCA NOAKNIOYEHME NepeaapecoBaHHbIX BXOAALWNX COEQUHEHUI, a TaKKe onpeaeneHuns

anropuTma pacnpegeneHns Harpysku;

- listen — obBbeanHeHHbIM pasgen gnga onucaHma frontend u backend. Mcnonb-

3yeTcsa Ansl onucaHusl NPOKCU-cepBepa B OQHOM pasferne, Kak npaBuio, TONbKo Ans

TCP-Tpaduika.

B Tabnuue [29 npeacTtaBneHbl OCHOBHbIE NPUMEPLI 3HAYEHWIN NapamMeTPoB KOHurypaum-

OHHOro harna u ux onucaHue.

Tabnuua 29 — NapameTpbl KOHUrypaumoHHoro danna /etc/haproxy/haproxy.cfg

Pasgen MapameTp Onuncanune
global log <address> <facility> | [JoGaensieT cepBep CUCTEMHOIO XypHana.
[max level [min level]] <facility> — pgomkeH OblTb ogHUM K3 24
Hanpumep, log 127.0.0.1 | cTaHOapTHbIX  TUMOB  peructpauun  cobbITUN:
local0 notice kern user mail daemon auth syslog lpr

news uucp cron auth2 ftp ntp audit
alert cron2 localO locall local2 local3
locald4 localb5 local6 local?

maxconn <number> YcTaHaBnMBaeT MakcumaribHOe YNCro OAHOBPEMEH-

Hanpumep, maxconn 10000 HbIX NOAKMIOYEHUN ANS KaXaoro npouecca haproxy

nbproc <number> 3apaeT KonmyecTBo npoueccoB haproxy. Mo ymon-

Hanpumep, nbproc 2 YaHUIo co34aeTcd TONbKO OAWH npouecc haproxy

daemon YcTaHaBnNuBaeT Npoueccy haproxy pexum paboTbl
«daemon»

user lMonb3oBaTenb, OT UMEHU KOTOPOro paboTaeT npouecc
haproxy

group lpynna, oT uMMeHu KoToponm paboTaeT npouecc
haproxy

chroot /var/lib/haproxy | YcTaHaBnMBaEeT OKpyXeHue npouecca haproxy

defaults log global BkntoyaeT B pernctpaumto cobbiTu MHpopMauuto o
Tpaduke
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Pasgen MapameTp OnwucaHve

mode http Pexxum pabotel HAProxy. Bo3amoxHbI ABa pexuma:
- http — BbINONHAETCA aHanua Layer 7, nogxogut
ans pacnpegenexns http-tpaduka;
- tcp — pacnpegenexue noboro Tpadurka

option dontlognull OTknoyaeT permcTpaumio NycTbiX NOOKNHOYEHUI

retries 3 KonnyecTtBo nonbITOK onpeaenvTb COCTosHMe obeny-
XuBatoLero cepsepa nocne c6osi NOAKMYEHNs

option redispatch Pacnpepenset 3anpockl nocrne c60s NOAKMIOYEHNS K
0OHOMY U3 06CMY>KMBaOLLIMX CEPBEPOB

option httpclose 3akpblBaeT NaccMBHbIE COEQMHEHUS

option forwardfor Bkntovaet X-Forwarded-For ansa nepegaym IP-agpeca
KnueHTa obcnyxuBarowemy cepsepy

frontend frontend http 3apaeT umsa frontend

bind *:80

3apaet IP-agpec v nopT Ang npocnywmBaHns 3anpo-
coB
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Paspen

MapameTp

Onucanve

backend

backend sitecluster

3agaet nvg obecnykuaroLero cepeepa

balance
(roundrobin/leastconn/
static-rr/uri/source)

HacTtpoinka anroputma pacnpegenerus. Nogaoepxu-
BalOTCS cnegytowme anropuTmbl:

- Round Robin — HanpaBnseT HOBble NOAKNIOYEHNS
K cnegylowemMy cepBepy B LIMKINYECKOM CrncKe, KO-
TOpPLIN BUOOU3MEHAETCS MpU NOMOLLM Beca cepBepa,
Ha OCHOBaHWUKM KOTOPOro MAET pacnpegeneHue 3anpo-
coB. Bec cepBepa MOXHO U3MeHUTb «Ha neTy». Napa-
METp BKNOYAeTCHa Npy NOMOLUM KOMaHabl balance
roundrobin;

- Least Connected — HanpasndeT HOBble MOOKIMHO-
YeHUs K cepBepy C HAUMEHbBLUMM YMCITIOM coefuHe-
HuK. MapameTp BKIOYaeTca Npu NOMOLLN KOMaHAbI
balance leastconn;

- Static Round Robin — HanpasngeT HOBble NOA-
KIOYEeHUs K cregyowemMy cepBepy B LUKIIUMYECKOM
crucke, KOTOpbIN BUOOU3MEHSAETCA Npy MOMOLLW Beca
cepBepa, Ha OCHOBaHWM KOTOPOro naet pacnpenene-
HMe 3anpocoB. B oTnnumne oT cTaHgapTHOW peanu-
3aumm Round Robin, B J@HHOM anroputMe Henb3s
N3MEHNTb BEC cepBepa «Ha neTy». MiameHeHune Be-
ca cepBepa TpebyeTt nepesarpy3kun HAProxy. Napa-
MEeTp BKOYaeTcsa npu noMmowm komaHgbl balance
static-rr;

- Source — BblIOMpaeT cepBep MCxoada U3 xelua, no-
CTpPOEHHOro Ha ocHoBe |IP-agpeca nonb3oBartend. Ta-
kKnum obGpa3om, nonb3oBaTternb Bcerga obpalyaercs K
OOHOMY U TOMY Xe cepBepy

server srv-1.3.my.com
21.86.21.20:80 cookie
sitell3ha check inter
2000 fall 3 minconn 30
maxconn 70 weight 100

Onmncanne obcnyxusatowero cepeepa, rge:

- srv-1.3.my.com — Mg CepBepa;

- 21.86.21.20:80 — IP-agpec: nopr;

- cookie sitell3ha — 3agaHue cookie, Heobxo-
OMMOro Ansi NpaBUNbHOIO pacnpeneneHnsa ceccum
KITMEHTOB;

- check inter 2000 fall 3 — npoBepka [Oo-
CTYMHOCTW cepBepa Kaxable 2 ¢, Mpy Hann4unm Tpex
owmnboK cumTaTb cepBep HEQOCTYMHbIM;

- minconn 30 maxconn 70 — opraHusaunsa odyepe-
A1 3anpocoB, orpaHnyeHne He 6onee 70 ogHoBpe-
MEHHO 0OpabaTbiBaKOLLNXCS 3aNpPOCOB;

- weight 100 — Bec cepBepa, BO3MOXHbIE 3HA4e-
Husa ot 1 go 100

stats enable

BkntovaeT ctaTUCTuky

fullconn 200

3agaet MakcMmanbHoe 3HadeHue OOHOBPEMEHHbIX
MOAKMOYeHNn
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Pazgen MapameTp Onuncanune
listen listen OnuceiBaeT IP-agpec n nopTt AocTyna K cTaTUcTuke

stats-srv-3.my.com

*:8180

stats uri /stats URL gocTyna K ctaTUCTUKe

stats realm Haproxy 3aronoBok (title) cTpaHuubl CTaTUCTUKK

Statistics

stats show-legends OTobpaxaeT B CTAaTUCTUKE OOMNOSHUTENbHYI0 MHAOP-
Mauuo 0 napamertpax

stats refresh 5s YkasblBaeT MHTepBasn aBToOMaTU4eckoro 0bHOBNeHns
CTpaHuLbl CTaTUCTUKN

stats auth test:test YcTaHaBnmMBaeT MOrvH 1 Napoinb JOCTyna K CTpaHuLue
CTaTUCTUKN

Mpumep

KoHdurypaunoHHbeii dpann ana pacnpegeneHus Harpyskm cepsepa Apache
global

log /dev/log localO

log /dev/log locall notice

maxconn 40000

chroot /var/lib/haproxy

stats socket /run/haproxy/admin.sock mode 660 level admin

stats timeout 30s

user haproxy

group haproxy

daemon # Pasmemenue cepruduxaTor SSL

ca-base /etc/ssl/certs

crt-base /etc/ssl/private # ANropuTMH 3amMUTHOIO Ipeobpas3oBaHUs,

# npumeHsieMmele 019 SSL-MIOOKJIOUEHUN

# M[ompobHee CM. IO CCHIJIKE:

# https://hynek.me/articles/hardening-your-web-servers-ssl-ciphers/

ssl-default-bind-ciphers ECDH+AESGCM:DH+AESGCM:ECDH+AES256:DH+AES256:
ECDH+AES128:DH+AES:ECDH+3DES : DH+3DES : RSA+AESGCM: RSA+AES : RSA+3DES::
!'aNULL: !MD5: !DSS

ssl-default-bind-options no-sslv3

defaults
log global
mode http
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option httplog

option dontlognull

retries 3

option redispatch

maxconn 2000

timeout connect 5000

timeout client 50000

timeout server 50000

errorfile 400 /etc/haproxy/errors/400.http
errorfile 403 /etc/haproxy/errors/403.http
errorfile 408 /etc/haproxy/errors/408.http
errorfile 500 /etc/haproxy/errors/500.http
errorfile 502 /etc/haproxy/errors/502.http
errorfile 503 /etc/haproxy/errors/503.http
errorfile 504 /etc/haproxy/errors/504.http

frontend localnodes
bind *:80
mode http
default_backend nodes

backend nodes
mode http
balance roundrobin
server webserverl 192.168.13.150:80 cookie servl check

server webserver2 192.168.13.151:80 cookie serv2 check
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8. CPEAOCTBA OPTAHU3ALUM EMNN

8.1. ApxuTtektypa EIM

EonHoe npocTpaHCTBO Nonb3oBaTternen npencraenser cobon cpeacrsa opraHusaumm
paboTbl Nnonb3oBaTensa B CETU KOMMNbOTEPOB, pabotawwmx nog ynpasneHnem OC. B ocHoBy
NOMnoXeH JOMEHHbIN NPUHLMM MOCTPOEHMS CETU, NogpasymesBaroLwmin obbegnHeHne B O4HY CeTb
NOrMYeCcKn CBSA3aHHbIX KOMMbIOTEPOB, HAaNpUMep, NpUHaanexawmnx ogHon opraHnsaumu. MNMpu atom
nonb3oBaTenb nonyyYyaeT BO3MOXHOCTb paboThl C CEeTEBbIMU pecypcaMu CETU U B3aUMOAENCTBUSA
C ApYyrumu rnosib3oBaTernsMu.

Opranusaumsa ElMM obecne4ymBaer:

- CKBO3HYIO ayTeHTUdUKaLUIO B CETY;

- UeHTpanusaumio XxpaHeHns MHdopmaumm 06 OKpyXeHun nonb3oBaTtenen;

- LUeHTpanusaumio XpaHeHnsa HacTPOeK CUCTEeMbI 3alnTbl MHOpPMaLMK Ha cepBepe.

CkBO3Has [JOBepeHHas ayTEHTU(MKaLMUS peanuayetcst TexHonormen Kerberos (8.1.4).

CeTteBas ayTeHTU(MKAUUA M LEeHTpanM3aumsa XxpaHeHns nHgpopmMaumm ob OKpy>KeHum
nonb3oBarens OCHOoBaHa Ha NCMONb30BaHMM ABYX OCHOBHbLIX MexaHn3moB: NSS n PAM
(8.1.2).

LleHTpanusauusa xpaHeHus nHgpopmaumm 06 okpy>xeHun nonb3oBartenen nogpasymeBaeT
N LEHTpanM3oBaHHOE XpaHeHne JOMAaLUHMX KaTanoroB nornb3oBartenen. [1ns aToro ucnonb3yercs
C3®C CIFS (cm. [6.8).

B kayecTBe MCTOYHMKA OaHHbIX ANA 6a30BbIX CUCTEMHBIX CEPBUCOB Ha 6ase MexaHn3MoB
NSS n PAM ncnonbayetcs cnyx6a katanoros LDAP (8.1.3).

8.1.1. MexaHu3m NSS

MexaHnam NSS npegocrtaBnser BcemMm nporpammam u cnyxotam, PyHKLMOHUPYOLWUM
Ha NoKasibHOM KOMMbIOTEPE, CUCTEMHYH MH(POPMaLINIO Yepe3 COOTBETCTBYHOLLME NPOrpaMMHbIE
BbI30Bbl. OH obpallaeTca K KOHpurypaumoHHomy canny /etc/nsswitch.conf, B KOTOPOM
yKa3aHbl UICTOYHUKWN JaHHbIX A8 KaX40n n3 cucteMHbix cnyx6. Kpatkoe onncaHne cucteMHbIX

cnyx6 npueegeHo B Tabnuvue .

Ta6bnuuya 30
Cepsuc MCTOYHMK OaHHbIX MO YMOMNYaHuIo Onuncanue
OkpyxeHne nonb3oBaTend (AoMalUHWMIA KaTtarnor,
passwd /etc/passwd
noeHTudmkKaTop nonb3oBartens u np.)
shadow /etc/shadow Maponu nonb3oBartenemn
group /etc/group MpuHagnexHoCTb Nonb3oBaTenen rpynnam
hosts /etc/hosts CooTBeTCTBME MMEH XOCTOB agpecam
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Cepsuc MCTOYHMK AaHHbIX MO YMOMYaHuIo Onucanue

XapakTepuUCTUKN CeTeBbIX CEpPBUCOB (MOPT, TUN

services | /etc/services
TPaHCMOPTHOrO MPOTOKONa)

Kaxgbih n3 6a3oBbiX CUCTEMHbLIX CEPBUCOB MNOAAEPXKMBAET psAn OMGNMOTEYHbIX Npo-
rPaMMHbIX BbI3OBOB, TaKMX KaK getpwent, getspent, getgrent, getservent. [lpu
BbIMOMMHEHUN [aHHbIX MPOrpaMMHbIX BbI3OBOB MNPOU3BOAUTCHA MOUCK B KOHUrypaumoH-
HOM cpanne /etc/nsswitch.conf WMCTOMHMKA AOaHHbIX COOTBETCTBYHOLLEro cepBuca (Ha-
npumep, passwd ONA MOfyyYeHUs OOMaLUHero katarnora nosib3oBatens). [1lo ymonyaHuto
B KayeCTBe MWCTOYHMKA [aHHbIX CUCTEMHbIX CEPBUCOB WCMOMb3YITCA COOTBETCTBYOLLME
KOHUrypaumoHHble daunnel B kKatanore /etc (UCTOMHMK files). NSS npu nonyyeHun
MMEHN WCTOMHMKA [aHHbIX U3 KOHUrypaumoHHoro anna /etc/nsswitch.conf ocy-
LecTBNASEeT MOUCK NporpaMMmHON pasgensemon 6mubnuotekn B katanore /lib € MMeHeM
libnss_<uMs_MCTOUHMKA_MaHHHX>-<BepcHUsl 6bubnuoTexu>.so, [de B Ka4eCcTBe UMEHU UC-
TOYHMKA OaHHbIX BbICTYMaeT CTpoKa, nosiydeHHas n3 /etc/nsswitch.conf. Hanpumep, npu
Bbl30BE getpwent, Npu yCnoBuu, 4tTo B /etc/nsswitch.conf HaxoauTcs cTpoka:
passwd : files

OyaeT Bbi3aBaHa cooTBeTCTBYHOLW AN YHKUMS N3 bubnuotekn /1ib/libnss_files.so.

8.1.2. MexaHuam PAM

MexaHunam PAM (Pluggable Authentication Modules — nogkntodaemble Moaynu ayTeH-
TUMKaLnKn) NO3BONAET MHTENPUPOBATL PasfnyHble HU3KOYPOBHEBbBIE METOAbI ayTeHTUMKaunm
N NPefoCTaBuUTb €AUHbIE MeXaHW3Mbl A9 UCMONb30BaHUA NMPUKNaAHbIX NporpaMmm B npoLecce
ayTeHTUrkauun. MexaHuam coctout ns Habopa pasgensieMbix 6MBNNOTEK U KOHPUIypaLNOHHbBIX
hannoB — cueHapueB npoueayp ayTeHTUduKaummn.

B karanore /etc/pam.d pacnosnoxeHbl KOHpUrypaunoHHole dpannsl PAM ans cooteert-
CTBYIOLLMX CEPBMUCOB, B T.4. U ANa login (aBTOPM3OBaHHbLIV BXOA B cMCTEMY). B koHurypaumoHr-
HOM dhanne cepsuca AaHa MHGOPMaLMA NO NPOBEAEHUIO ayTEHTUAIMKALNMN.

Mogynn PAM BbI3bIBalOTCSA MPU BbINOSTHEHUM CieQYyHOLWNX (PYHKUWA:

1) auth — ayTeHTUdMKauums;

2) account — Nony4YeHne NpuBUIErMi JocTyna;

3) password — ynpasneHue naponsmu,

4) session — COMPOBOXAEHNE CECCUMN.

[N BbINOMHEHMSA KaXA0M (PYHKLUN MOXET ObITb NepevncrieHo Heckornbko mogynen PAM,
KoTopble ByayT Bbi3blBaTbCA NocrnegoBatensHo, o6pasysa ctek PAM gns agaHHow 3agayn. Kaxagbin
Bbl3blBaeMbIi MOAYNb BO3BpALLAET B CTEK pe3ynbraT cBoewn paboTbl: ycnelwHbii (PAM_SUCCESS),
HeycnewHbi (PAM_AUTH_ERR), UrHopupyowmi (PAM_IGNORE) unun uHown. [ina kaxagoro BbI3oBa
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MOXeT ObITb ykasaH Habop ynpaensowmux draros B BUAe COOTBETCTBUS koga BO3BpaTa M Toro,
Kak pesynstaT paboTbl MOAyns ckaxeTcsi Ha 06paboTke BCEW CEPBUCHOWM 3aadn, Hanpumep,
ignore, ok, die. [Ins ynpaBneHus ayTeHTudmkaumen ncnonb3yTcs criegyowme donaru:
- requisite — HemeaneHHoOe NpekpalleHne AanbHenwWero BbINONTHEHUS] CEPBUCHOM
3afaym ¢ oOLMM HeyCneLHbIM pe3ynbTaToM B Cllydae HeyCneLwHoro pesyrksrarta BbInos-
HEeHWUsi 4aHHOro Moayns;
- required — TpebGoBaHMe yaa4YHOro BbINOSHEHMS 3TOrO MOAYNS OAHOBPEMEHHO C Bbl-
NOSIHEHNEM BCEX OCTallbHbIX, MePEeYNCNEHHbIX B JaHHOW CEPBUCHON 3afayve;
- sufficient — B crny4yae NO3WTUBHbLIX PE3yNbTAaTOB BbIMNONIHEHMS JaHHOMO MOAYNs U
BCEX npeablaylwmx ¢ raroM required B CTEKE 3a4a4M HEMEANEHHO MpekpallaeTcs
AanbHellee BbINOMHEHWE CEPBUCHON 3aa4yu B LIENoM C 06LUM NO3UTUBHBIM pesyrbTa-
ToM. Ecnun xe Moaynb BepHyn HeraTUBHbIN pe3ynbTart, TO ero 3Ha4yeHe UrHOPUPYeETCS;
- optional — BbINOMHEHNE AAHHOIO MOAYNS HUKaK He CKa3blBaeTCsl Ha pesyrbraTe Bcew

3agadun, HO urpaet AONOSNTHUTESNbHYIO I/IHC*)OpMaLl,I/IOHHyIO ponb.

8.1.3. Cnyx6a katanoros LDAP

Cnyx6a katanoroB LDAP — obLuee Ha3BaHMe KITMEHT-CEPBEPHOM TEXHONOMMK AOCTyna
kK cnyx6e katanoroB X.500 ¢ nomouwbto npotokona LDAP. Cnyx6a katanoros X.500 asnset-
CSl CPeACTBOM MepapXmyeckoro npeacraBreHms UHPOPMaLMOHHBIX PeCYpCOoB, NpuHaaexatimnx
HEKOTOPOW OTAENbHO B3ATOW OpraHmnsaumm, u nH B otnuyme ot mexaHmama NSS mexaHnam PAM
NO3BOMAET UCKITIOYUTENBHO NMPOBOAUTL ayTEeHTUdUKALMIO, T. €. NOATBEPXAaTb UMW ornpoBepraTb
BBELEHHYI0 ayTeHTUMUKALMOHHY MHopMaumio.cbopmauum 06 aTux pecypcax. Npu aTom cnyx-
0a katanoroB obecneymBaeT LEHTpPannM3oBaHHOE yrpaBreHne Kak caMmmmu pecypcamu, Tak U
WMHpOpMaLMEN O HUX, a TakkKe NO3BONSET KOHTPONMPOBATbL UX UCMNOSb30BaAHNE TPETBUMU NULLAMMN.
Kaxxabi pecypc MOXET npuHagnexarb ogHoMy mnm 6onee knaccam. Kaxabin knacc nokasbiBaer,
YTO pecypc ABMSETCs onpeaenéHHbIM TUNOM CYLLHOCTU, U UMEET OnpeaenéHHbIi Habop CBONCTB.
COBOKYMHOCTM KNaccoB MOryT 00beguMHATLCA B CXeMbl, KOTOpPblEe ONUCLIBAlOT TUMbI PECYPCOB,
NpPUMeHsieMble B OTAENbHO B3ATOW NpeaMeTHon obnacTtu.

MHdopmaums, xpaHswasca B Katanore, HasblBaeTcs « MHOpMaLMOHHOM Ba3on kaTanoray»
(DIB). MNonb3oBaTtenb kaTanora, KOTOPbI MOXET OblTb Kak YenoBEKOM, TaK U KOMMbIOTEPOM,
nonyyaeT AOCTYnN K KaTanory nocpeacTBoM KnveHTa. KnneHT OT meHu nonb3oBaTens katanora
B3aMMOLENCTBYET C ogHMM unn 6onee cepsepamun. Cepaep xpaHuT cdparmeHT DIB.

DIB cogepxuTt gBa Tmna nHopmauuu:

- nonb3oBaTternbckas — MHopmauus, npegocTaBnsemas nonb3oBarensam u, 6bITb MOXET,

n3mMeHseMasa UMU;

- agMUHUCTpaTUBHAA U PYHKUMOHANbHaa — MHopMauna, ucrnons3dyemas ans agMmHu-

CTPUpPOBaHNS U/Unn PYHKLMOHMPOBAHMS KaTanora.
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MHoxecTBO 3anucen, npeacTtasneHHblx B DIB, opraHM3oBaHO nepapxmyeckn B CTPYKTYpY
AepeBa, U3BECTHYIO Kak «MHopmaunoHHoe aepeso kaTtanora» (DIT). MNpn aTom 3anuckb B Katano-
re LDAP cocTtonT n3 ogHoOro nnu Heckonbkux atpubytoBs, obnagaeT yHukanbHbiM nmeHem (DN
— Distinguished Name) n MoOXeT COCTOATb TONbKO N3 TeX aTpubyToB, KOTOpblE OnpenerneHbl B
onucaHum Knacca sanucu. B cxeme onpeaeneHo, kakne atpubyTbl ABASIOTCA ANG AaHHOMO Knacca
obsa3aTenbHbIMKY, a Kakne — HeobsasaTenbHbiMU. Kaxxabin atpmbyT, XpaHsawuincsa B katanore LDAP,
nmMeeT onpeaeneHHbl CUHTaKCUC (Hanpumep, TUN AaHHbIX), KOTOPbIM HaknaabiBaeT orpaHuyeHus
Ha CTPYKTYpy u dpopmart ero 3HadeHun. CpaBHEHNE 3HaYEHUIN He ABMSIETCH YaCTblo OnpeaeneHns
CMHTaKcuCa, a 3afjaeTcsi oTAenbHO onpeaenseMbiMy Nnpasunamm cootTBeTcTeus. pasuna cooTBeT-
CTBUSA CreumdUUMpYOT apryMeHT, 3Ha4yeHne YTBEePXAEeHUS, KOTOPOe Takke UMeeT onpeaeneHHbIN
CUHTaKCUC.

lMpegnonaraetcs, 4TO MHOPMALUA KaTanora 4OCTaTOYHO CTaTUYHa, T.€. Yalle YnTaeTcs,
yeM moanduumpyetca. Nprumepom nogobHOro karanora ABnsAeTcsa cneumanuanposaHHas bl,
HanpumMmep, TenedoHHasa KHUra, 6asa gaHHbIx cepBuca DNS.

Cnyx6bl kaTanoros LDAP MoryT 6bITb MCNOMb30BaHbI B KAYECTBE MCTOMHUKA OaHHbIX 4115
0a30BbIX CUCTEMHbIX cepBMCOB Ha 6a3e mexaHnamoB NSS 1 PAM.

B pesynerate BCa cnyxebHasi nHopmaLmsa nonb3oBaTenen cetm MOXeT pacnonaraTbCa
Ha BblAeNeHHOM cepBepe B pacrnpeneneHHon reteporeHHon ceteBon cpefe. [lobaBneHne HOBbIX
ceTeBbIX NoNb3oBaTenen B 3TOM Criyyae Npou3BoAnTCS LIEeHTPanM3oBaHHO Ha cepBepe CnyXobl
KaTanoros.

Bnarogaps npegoctasneHuto nHgopmauuun LDAP B nepapxuydeckon gpesosmaHon hopme
pasrpaHudeHue gocTyna B pamkax cryxbbl katanoros LDAP MoxeT 6bITb OCHOBaHO Ha BBeOEHUN
AoMeHoB. B kadecTBe JoMeHa B faHHOM crnyyae Byaet BbiCTynaTtb nogaepeso criybbl kaTanoros
LDAP.

8.1.4. loBepeHHasa ayteHTUdunkaumsa Kerberos

Kerberos aBnsietca npotokonom, obecnevmBaroLnM LEHTPaNn3oBaHHYO ayTeHTU(nKa-
LU0 nonb3oBaTenen u NPUMEHSIIOLLMM TEXHUYECKOE MacKUpoBaHWe AaHHbIX 4115 NPOTUBOAENCTBUS
pasnnyHbiM BMOaM aTak.

OCHOBHbIM KOMMOHEHTOM CUCTEMbI Kerberos SBnseTcs LeHTp pacrnpeaeneHust Knoyen
(KDC). MNporpammsbl, HACTpOeHHble Ha B3anmoaencTaune ¢ Kerberos, Ha3biBaloTCs «kepbepu3so-
BaHHbIMW npunoxeHnsmny. KDC oTBevaeT 3a ayTeHTUdUKaumo B HekoTtopon obnactn Kerberos.
B npouecce pabotbl cuctema Kerberos Bbigaet 6unethi (tickets) Ha ncnonb3oBaHne pasnnyHbIX
cnyx6.

CepBepom Kerberos Ha3sblBaeTCsl KOMMNbIOTEP, HA KOTOPOM BbINOSHAETCS CepBepHas
nporpamma Kerberos, unu cama nporpamma KDC. KnueHT Kerberos — aTo KomnbloTep unm npo-
rpamma, KoTopble nony4yarT 6unet ot cepBepa Kerberos. ObbI4HO aenctBus cuctemsl Kerberos
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MHULMMPYET NoSib3oBaTtesib, OTMNPAaBSLWMA 3anpoc Ha NoryYeHne ycrnyr OT HEKOTOPOro cepeepa
npunoxeHusa (Hanpumep, cepeepa noytbl). Kerberos npegocrtasnsaet 6unetol npuHumnnanam, B
pOnn KOTOPbIX BbICTYNatT NOSIb30BaTENUN UMK CepBEpPHble NporpaMmmbl. [na onncaHna npuH-
yunana npMMeHsieTca MAEHTUAUKATOP, COCTOSALLMA U3 TPEX KOMMOHEHTOB: OCHOBbI (primary),
ak3emnnspa (instance) n obnactu (realm). JaHHbIN MAEHTMUKATOP UMEET BUA;
ocHoBa/3k3eMrApRobacTe
Cuctema Kerberos BbInonHaeT crneayrowme 3agaym:
1) obecnedeHune ayteHTUdMKauum B cetu. [Ans npegortspawenns HCL k cnyx6am cep-
Bep OOSMKEH MMETb BO3MOXHOCTb MAEHTUMpUUMpoBaTh nonb3osarenen. Kpome Toro, B
HEKOTOPbIX cpedax BaXHO, YTOObI KIMMEHT MOTr MAEHTUMUMPOBATb CepBEPbLI. ATO UCKIHO-
4nT paboTy nonb3oBaTtenen ¢ hanblUnMBbLIMU CEPBEPAMU, CO3AAHHBIMU ANA HE3AaKOHHOIO
cbopa KoHMAeHUManbHOM MHOPMaLNK;
2) 3awmTty naponen. OTKPbITOCTb NApPOnen, NCNOMb3yeEMbIX B paae CETEBbIX CNyX0, co-
3gaeT yrpo3dy 6e30nacHOCTU CUCTEMBI, T. K. OHU MOTYT ObITb NepexBavYeHbl U NCMOMb30BaHbI
ANsl He3aKOHHOro JOCTyna K cucteme. [Ans peweHns gaHHom npobnembl UCNosb3yeTcA
TexHn4Yeckoe mackmpoBaHue 6unetoB Kerberos.
TexHonorus Kerberos npeacraBnsaet cobor MexaHn3m ayTeHTUMKauum nonb3oBaTenemn
N CepBUCOB, OCHOBHbIM OCTOMHCTBOM KOTOPOW SIBNSIETCA NOBbILWEHHAS 3alUULLEHHOCTb
NpU UCNOSMb30BAHUN B CETU, KOTOpPasi 4OCTUrAeTCs MeXaHM3MOM 3aLMLLEHHOrOo obMeHa
Bunetamu mexay nonb3oBaTensiM1, CEpPBUCAMMN U CEPBEPOM YYETHbIX 3anucen Kerberos.
Mpn gaHHOM MexaHM3Me Napony Nonb3oBaTenen No CETU HE NepeaaroTcs, YTo obecneym-
BaeT MOBbILLEHHYH 3alUMLLEHHOCTb OT ceTeBbIX atak. C NOMOLLbI0 MexaHU3Ma OTKPbITbIX U
3aKpbITbIX KITHOYEN, a TaKkKe CUHXPOHM3ALMN YacoB KITMEHTCKMX KOMMbIOTEPOB C CEPBEPOM
Kerberos obecneunBaeTcs yHMKanbHOCTb BUNETOB U X 3aLMLLEHHOCTb OT NOAAENKN.
B OC wncnonbayetca peanusauua MIT Kerberos;
3) obecnedyeHne ogHokpaTHOU pernctpauumn B cetu. Cuctema Kerberos gaet Bo3mMox-
HOCTb MOnb30BaTeNto paboTaTb C CETEBLIMU CEPBMCAMMI, MPONAS NULLb €OUHOXAbl ayTeH-
Tnmkaumo Ha cBoem komnbroTepe. Npu aTom ans obmeHa ¢ NpUNOXeHNAMM LOMOMHN-
TenbHO BBOAWUTL Naposnb He TpebyeTcs.
JlokanbHble cucTeMbl y4eTHbIX 3anncen nonb3osBaTernen u cuctema ElNMN cywectytoT
B OC napannenbHo. Pasnuune mexay HUMM NpoBOAUTCHA C NMOMOLLbIO pasrpaHnyeHns
ananasoHoB UID (3HaveHus UID meHblune, 4yem 2500, OTHOCATCA K NIOKanbHbIM Nofb30Ba-
Tensam, a 6onbline unu paesHele 2500 — k nonb3oBatensam ENMMM).
BHUMAHMUE! Ob6s3atenbHbiM TpeboBaHnem ans yHKUMOHUPOBAHNA ayTeHTUduMKaumm
no Kerberos siBNaeTcsi CUHXPOHM3aUMst BPEMEHN Ha KnneHTe n cepBepe. CUHXPOHM3aLMS MOXET

6bITb 06ecnedeHa ncnone3oBaHmem cepsepa NTP (cm. [6.7)).
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8.1.5. LleHTpanu3auna xpaHeHua aTtpumbytoB C3U B pacnpegeneHHon ceTeBOM
cpene
B cpege OC nonb3oBatento NocTaBrieH B COOTBETCTBUE psd aTpubyToB, CBA3AHHbIX C

mexaHnamamm C31 OC, Hanpumep:

npuBmunernn agMMHNCTpNpoBaHusA, BXOXOEHNE B rpynnbl;

pa3peLlleHHble NapaMeTpbl BXOA4a (CI'II/ICOK pa3peLlleHHbIX KOMMbTEPOB p,omeHa);

NOMMMTUKN Naposien N YYETHbIX 3anucen;

- MaHgaTHble aTpubyTbl (AManasoH AOCTYMNHbIX YPOBHEN AOCTyNa 1 KaTeropuin, npusune-

rn);

- paspeLlleHHble YPOBHU LEenoCcTHOCTY;

- napameTpbl pernctpaumm codbliTUn (Mackm permcTpupyemMblix yCrneLwHbIX U HeyCneLHbIX

cobbITUR).

YacTtb 13 atpubyToB xapakTepHa Tonbko ansa EMM, gpyras — aBnsetcs oTpakeHnem
obwux atpudytos C3M OC. [locTyn K MaHAaTHbIM aTpubyTamM nornb3oBaTenen OCcyLwecTBNAeTCs C
NCnonb3oBaHWEM NporpaMmMHon 6ubnmnotekn parsec. [laHHas 6Gubnuorteka nonyyaeTt n3 COOTBET-
CTBYHOLLErO KOHUrypaumoHHoro cdanna nHgpopmaunio 06 NCTOUYHUKE AaHHbIX ANS MaHAATHbIX
C3W cuctemsl. o ymonyaHuo UCMonb3yOTCA foKarnbHble TekcToBble hannbl. KoHuenums ENMMM
nogpasymMmeBaeT XpaHeHne CMCTEMHON MHopMaLmm o nonb3oeartene (B T.4. U ero MaHgaTtHble
aTpunbyThbl) LEeHTpann3oBaHHO. B aToM cnyyae BCA MHOpMaLMa XpaHUTCA B Criy>kbe kaTanoros
LDAP.

8.2. Cnyx6a Astra Linux Directory

Cnyx6a ALD npeactasnset cobown cuctemy ynpasnexus EMMT.

OHa aBnsietca HagcTpounkon Hag TexHonoruamun LDAP, Kerberos 5, CIFS n obecneunBaet
aBTOMAaTMYECKYI0 HaCTPOKMKY BCeX Heobxoammbix hannoB koHdUrypaumm cnyxo, peannayowmx
nepevncrieHHble TEXHOMOMMK, a Tak e nNpeaocTaBnaeT UHTepdenc ynpasneHns n agqMUHUCTPUPO-
BaHUA.

HacTtponka okpyeHusi nonb3oBatensa npu Bxoge B cuctemy obecneymBaetcs PAM-
moayrnem ALD, KOTopbIv BbINOSHSAET crieaytowme OyHKUMN:

- nosiyyeHve napamMeTpoB OKPYXXEeHUS Nonb3oBaTens c cepeepa AOMEHa;

- NpoBepKa BO3MOXHOCTW BXoAa Nofb3oBaTtesis Ha AaHHbIM KOMMbITEP MO CMUCKY paspe-

LLIEHHbIX NONb30BaTENO KOMMbIOTEPOB;

- NpoBepKa BO3MOXHOCTW UCMONb30BaHUA nonb3oBatenem tuna ®C ero gomallHero

Katanora;

- HacCTpoWKa napamMeTpOB OKPYXXEeHUS Nnosib3oBaTens;

- MOHTUpPOBaAHME OOMaLLUHero Karanora noJib30BaTenA,
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- BKJ1tOMeHMe JOMEHHOro nosib3oBatend B 3adaHHble J1oKalibHbl€ rpynnbl.

nepe‘-II/ICJ'IeHHbIe napamMeTpbl N orpaHNM4eHN4d BXoga noJjib3oBaTesid 3agaroTcAa C NoMo-

LLIbIO COOTBETCTBYHOLLMX KOMaHA YyTUNUTbI agMUHUCTPUPOBaHUSA ald-admin U napamMeTpamu
KOHdMrypaumoHHoro canna /etc/ald/ald.conf (8.2.3).

B coctae OC BxoauT rpacuyeckas ytunuta £1ly-admin-smc, KOTopasi NO3BONSET agmu-

HUcTpaTopy npoussectu ynpasneHue EMNM B rpadguyeckoMm pexume (CM. 3NEKTPOHHYIO CNpaBKy).

8.2.1. CocTaB
Bce Heobxoammble KOMNOHEHTBI Cny6bl ALD BXogaT B cOCTaB NakeToB, NPUBEAEHHbIX B
Tabnuue [31]
Tabnunua 31
HanmeHoBaHue Onucanune
KnneHtckas yacte ALD.
ConepXnT yTUnnTy KOHUryprupoBaHUst KNMEHTCKOro KoMmnbloTepa ald-client,
ald-client PAM-mogynb ALD, cnyx0y obpaboTku 3agaHun ALD aldd u ytunuty aBtomaTu-
Yeckoro 06HOBNEHUS NoNb30oBaTeENbCKNX BuneToB ald-renew-tickets. Maket
[AOIMKEH YCTaHaBNUBATbLCS HA BCE KIMMEHTCKME KOMMbIOTEPbI, BXOASLLME B JOMEH
MakeT agMmunHucTpupoBanus ALD.
, Copepxut yTunuty agMmnHnctpupoBaHus ALD ald-admin. MakeT gomkeH yctaHaB-
ald-admin Acp y yaa pvp a Yy

JINBATbCA Ha KOMMbKOTEPbI, C KOTOPbIX 6yp,eT ocyullecTBNnATbCA agMUHUCTPUpPOBaHUeE
ALD. ﬂpM YCTaHOBKE OaHHOIO NnakeTa TakkKe yCTaHaBJIMBaAaETCA KITMEeHTCKaA 4YacTb

ald-client-fs

PacwupeHne gns opraHnsauum cdann-cepsepa ALD.

Coaepxut HeobxogMMble MOArpyXaemble MOAYNN ANA KOHUrypupoBaHus dans-
cepBepa ALD wn paclumpeHne komaHg ald-client M ald-client-f£s. lNakeT
MOXET yCTaHaBNMBATLCS Ha KIIMEHTCKME KOMMbIOTEPDI, BbICTYNatoLWmne B ponu cann-
cepBepa

ald-server-dc

CepsepHas 4yacTtb ALD.

CoaepXuT yTunuTy KoHurypmpoBaHusa cepeepa ald-init. [NakeT gormkeH ycrta-
HaBnuBaTbCs Ha cepBep AomeHa. Npn ycTaHOBKe JaHHOrO nakeTa Takke ycTaHaB-
nuBaeTcd cpeAcTBO agMUHUCTPUPOBaHNA ald-admin U KNWEHTCKasa 4acTb

ald-server

MeTtanakeT ans yctaHoBKu nosiHoro cepsepa ALD.
MakeT gomkeH ycTaHaBnuBaTbCA Ha cepBep AomeHa. lNpn ycTaHOBKe OaHHOro
nakeTta yctaHaBnmBaeTcs nakeT cepBepa gomeHa ALD ald-server-dc

Cnyx6a ALD obnagaet paclumpseMon apxXuTeKTypon, COCTOSLLEN U3 sapa, OTBEYalLLEro

3a OCHOBHOW (pyHKUMOHanN cuctemsbl, paga nHtepgencos (LDAP, Kerberos, Config, RPC) u

MO,D,yﬂeVI pacwmnpeHund, npegHa3dHa4YyeHHbIX Ana pacmpeHna KomaHaHoro MHTepcbeVlca YTUITUT K

HaCTp0I‘/’IKI/I HeobxoanMbIX CJ'Iy)K6 M NogcncTem, 4To No3BoNndeT pacllUnpAaTb beHKLlI/IOHaﬂbHOCTb

ALD, yctaHaBnuBasi ONoOSNHUTENbHbIE NakeTbl. HaMmeHoBaHMe nakeTa pacluMpeHus oTpaxaeT

ero HasHa4deHune:

- ald-client-... — pacwupeHune, Heobxoanmoe KnmeHTckom Yactn ALD;

- ald-admin-. .. — paclumpeHue yTunuTbl agMnHucTpuposaHms ALD;




- ald-server-... — paclupeHune, HeOOXOAMMOE AN OpraHn3aunm XpaHeHus aTpmby-

TOB Ha cepsepe ALD.
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PeanunsoBaHbl cnegywuwmne paclmpeHna ond nogaepXkun ueHTpannm3aunm XpaHeHud

aTpubyto C3W B pacnpeneneHHoOn ceTeBon cpege:

- ald-client-parsec — KOH(pUrypmpoBaHue nogcmucTemMbl xpaHeHms atpmnbytos C3U;

- ald-admin-parsec

ald-admin;

- ald-server-parsec — paclumpeHme yHKLMOHanNbHoOCcTN cepeepa ALD ans xpaHe-

— pacwumpeHne KomaHg yTunntbl aaMUHUCTPUPOBAHUA

Hna atpnbytoB C3U (Heobxoammble cxembl 1 npasuna LDAP).

BHUMAHMUE! be3 ycTaHOBKM NakeToB pacLUMPEHUs COBMECTHO C COOTBETCTBYHOLLUMN

OCHOBHbIMU NakeTaMn HeBO3MOXHa LleHTpanmn3auna XxpaHeHnA anI/I6yTOB C3nsB pacnpe,qeneHHoPl

ceTeBou cpefe, 4To MOXET NPuBECTU K HEBO3MOXXHOCTU BXoA4a nonb3oBaTtenen B CUCTEMY.

[Onsa cHwxkeHns Harpy3km Ha cepeep ALD 1 noBbllEHNS NPOM3BOANTENBHOCTN Cryba

0b6paboTkn 3agaHut ALD aldd BbINOSHAET K3WWMPOBaHUE peako naMeHsemMblx gaHHbIX ALD B

nokanbHom kawe. Paclwmperusa ALD moryT o6pabaTbiBaTb COGbITMS CNYX0Obl KILUMPOBAHUS Ans

BbINOMHEHNss HeOBXOAMMbIX onepauuii Ans OGHOBMNEHUS NOKanbHOro Kalla.

BHUMAHUE! WN3meHeHHaa Ha cepBepe WHGOpMaUUA MOXET nonacTb B JlOKallb-

HbIK K3Wl C 3a,u,ep>|<|<0|7|. |_|epI/I0,£l, OOHOBMNEHUSA roKarnbHOro Kalla 3a4aeTcAa napamMeTpom
CACHE_REFRESH_ PERIOD B KOH(urypaumoHHom carine /etc/ald/ald.conf (8.2.3).

OnncaHne NakeToB U BO3MOXHOCTEN YKa3aHHbIX YTUIUT NPUBEAEHO B PYKOBOACTBE man

(cnucok cTaTelt cM. B Tabnuue [32)).

Tabnuuya 32

HanmeHoBaHune

OnucaHne

ald 7

ALD

ald-client 8

KnueHtckast yacte ALD 1 KomaHabl YyTUAUTLI ynpaBieHnst KNMeHTOM
ALD ald-client

ald-admin 1

KomaHab! yTunutel agMuHucTpupoBaHus ALD ald-admin

ald-init 8 KomaHgbl yTUnuThbl ynpasneHus cepBepomM goMeHa ald-init
aldd 8 Cnyxb6a obpaboTkm 3agaHmi ALD aldd
pam_ald 8 PAM-mogynb ALD

ald-renew-tickets 1

YTunnta aBToMaTM4yeckoro oOHoBNeHMa Nonb30BaTENbCKUX OUNETOB
ald-renew-tickets

ald.conf 5

dopmaT KoHGUrypauunoHHoro ¢garna ald.conf

ald-client-fs 8

PacwupeHue ans opraHnsauum cann-cepsepa ALD

ald-parsec-cfg 7

PaclumpeHmne KoHuMrypmpoBaHms nogcucTeMbl XpaHeHus atpnbyToB
C3K
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OkoHyaHue mabnuue! 32

HanmeHoBaHue OnucaHne

ald-parsec-aud 7

. PaclinpeHne ueHTpanusaumm HacTpoek paclUMpPEHHOro aygmTta
ald-admin-parsec-aud 1 P 4 P 4 P P P yA

ald-parsec-devac 7 PacwupeHne ansa noacucteMbl KOHTPOMSA AOCTYNa K NOAKIIYaeMbIM
ald-admin-parsec-devac 1 | HOCUTENAM

ald-parsec-mac 7
ald-admin-parsec-mac 1 PacwupeHue ueHTpanusaumm xpaHeHus atpubytos C3U
pam_ald mac 8

8.2.2. YcTtaHOBKa

YctaHoBka cnyx6bl ALD MOXeT OCyLLeCcTBNATLCA Kak Npu HayanbHowm yctaHoBke OC
nyTem Bbibopa COOTBETCTBYHOLUMX MYHKTOB B NpOrpaMMe YyCTaHOBKU, TaK U B PY4YHOM pexnme yxe
B paboTatLien cucteme.

BHUMAHMUE! B cny4yae yctaHoBku cepsepa ALD B py4HOM pexxume BO3MOXHO MOryYvYeHus
cnegyoLlen ownbKn yCTaHOBKM:
insserv: Service nfs-common has to be enabled to start service nfs-kernel-server
insserv: exiting now!
update-rc.d: error: insserv rejected the script header

[aHHas owmnbka BbI3BaHA TEM, YTO B COOTBETCTBUM C nonutnkon OC nNo MMHMMMU3auuu
ceTeBbIX Y3BMMOCTEN, BOMbLUMHCTBO CETEBbLIX CEPBUCOB U CITY>KO MO YMOMYaHUIO BbIKITHOYEHbI.
[nsa ycnewHon yctaHoBku cepBepa ALD Heob6xoanmMo BpyYHYHO BKAKOUYUTL HEOBXOANMYIO CryxOy:
systemctl enable nfs-common

[na HacTponKM aBTOMATUYECKOro 3anycka Cryb Takke MOXHO MCMonb3oBaTh rpadude-
CKYI YyTUNUTY systemdgenie.

BHUMAHMUE! be3 ycTtaHOBKM NakeToB pacLUMpeHNs COBMECTHO C COOTBETCTBYIOLLMMU
OCHOBHbIMW NakeTaMy HEBO3MOXHaA LieHTpanu3auusa xpaHeHus atpnbytos C3U B pacnpeneneHHon
CEeTeBOW cpefe, YTO MOXET NMPMBECTUN K HEBO3MOXHOCTW BXOAa Morb3oBaTternen B CUCTEMY.

Onsa obneryeHust yctaHoBkM crny6bbl ALD Ha KOHKPETHbIN KOMMbIOTEP NpeaHasHaye-
Hbl MeTanakeTbl, obecrnednBaroLLne YCTaHOBKY BCEX HEOOXOANMbIX NAKeETOB B 3aBUCUMOCTU OT
Ha3Ha4yeHus JaHHOro KoMnbloTepa:

- ald-client-common — yCTaHOBKa KnMeHTckon Yactu ALD;

- ald-admin-common — ycTaHOBKa yTUNnTbl agMuHuctTpuposaHus bl ALD;

- ald-server-common — yCTaHOBKa cepBepa goMmeHa ALD.

Mpun pasgenbHon ycTaHoBKe pacwmpeHnin ALD Ha cepBepe He06X04MMO nocre yCTaHOBKM
BbIMOMHUTL Onepauun nHMumanuaaumm paclumpeHnin KoMaHOom:

ald-init install-ext

KOTopasi npousseaeT HeobXoaAnMble HaCTPONKM N n3MeHeHus cyllectaytowwen B ALD. MNpu nHnum-
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anusauun b1 ALD npn ycTaHOBNEHHbIX NakeTax paclUMpeHNs AaHHble AENCTBUSA OCYLLECTBASOTCH

aBTOMaTU4ECKU.

8.2.3. HacTtpouka

HacTponka Bcex komnoHeHToB ALD ocyulecTsnseTcs aBToMaTUyYeckn yTunmtamm KoHdu-

rypupoBaHus. [Jnst HopManbHOro yHkUMoHMpoBaHma ALD HeoBXxoanmo BbINONTHEHUE CreayLnNX

YCIOBUM:

1) paspelueHne UMeH JOSMKHO BbITb HACTPOEHO Taknm 0b6pasoM, YTobbl MMsI CUCTEMBI Pas3-
peluanock, B NEPBYO o4epedb, Kak NOfHOe UMs (HanpuMmep, myserver .example. ru).
YTunuta hostname [JOrKHa BO3BpallaTb KOPOTKOE UMSA KOMMbiOTepa, Harnpumep,

myserver.
Mpumep
dann /etc/hosts (paspeweHne MMeH MOXeT BbITb HACTPOEHO U C MOMOLLBIO cepBepa

DNS (cm. [6.5))

127.0.0.1 localhost

192.168.1.1 myserver.example.ru myserver

2) pomkHa 6biTb BbIMOMIHEHA CUHXPOHM3auus BpemeHn B OC cepBepoOB M KIMEHTOB

ALD pgnsa ayteHTudoumkaumm no Kerberos. Hanpumep, ¢ ncnonososaHnem cepsepa NTP

(cm. [6.7).

HacTponku cepepa un knmeHtoB ALD cogepxatca B dpanne /etc/ald/ald.conf. ®op-

mMaT dpamna:

UMs1 [IAPAMETPA=3HaueHUe # KoMMeHTapui

OnucaHne napameTpoB KOHPUrypaumoHHoro anna /etc/ald/ald. conf npuBegeHo

B Tabnuue [33]
Tabnuuya 33

MNapameTp OnucaHue

VERSION «1.7». 3HaueHus Bepcun «1.5», «1.4» moxeT OblTb yCTaHOBME-

Ans Tekywen Bepcum A0MKHO BbiTb YCTAHOBMNEHO 3HaYeHue

HO And coBMeCTUMOCTU C npeablaywnmm sepcmnamm

DOMAIN cepBep KoMaHOoM:

Mma pgomeHa. [HomkHo ObiTb 3agaHo B dopmarte
.example.ru gnsa cepsepa ALD. Ecnu paHHbIN napa-
METP MeHSIeTCH, TO HEOOXOAMMO 3aHOBO MHULMANM3MPOBaTb

ald-init init

MoxxHO Takke BOCMOMbL30BaTbCA KOMaH4aMu pe3epBHOro Konu-
poBaHNA N BOCCTAHOBNEHUA ONA NnepenMmeHoBaHnAa JOMEHAa.

SERVER

lNonHoe nmsa cepsepHoro komnstotepa ALD. Hanpumep:
my-server.example.ru




lNpodomxkeHue mabnuubs! 33
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MapameTp

OnucaHne

MINIMUM UID

MuHuManbHbIN HOMep rnobanbHoro nonb3oBatend. Nonb3o-
BaTenn C HOMEPOM MeHblUe AAHHOro CYMTAKTCH NOKarb-
HbIMU W ayTEeHTUMULUPYIOTCA 4Yepe3 nokarnbHble ¢annbl
/etc/passwd n /etc/shadow.

MpumevyaHune. [Ina HopMmanbHOM paboTbl JOMEHA HE pPeKo-
MEeHLYEeTCS nepeceyeHne no Homepam foKasnbHbIX U rnodanb-
HbIX nonb3oBaTtenen n rpynn. He pekomeHayeTcs 3agaBaTtb
MINIMUM UID meHblie 1000

DEFAULT_LOGIN_SHELL

KomaHgHas obonoyka, kKoTopas ycTaHaBnmMBaeTcs nNpu cosna-
HWMM HOBOrO nonb3oBatens. [pumeHsaeTca Npu agMUHUCTPUPO-
BaHWM C JAHHOIO KOMMbloTepa.

Mo ymonyaHuto ncnonb3yetcsa /bin/bash

DEFAULT_LOCAL_GROUPS

MepeyeHb NokanbHbIX rPYMM, YEHCTBO B KOTOPbIX YCTaHaB-
nuBaeTcs Npu co3aaHun HOBOro rnonb3osaTtens. MNpumeHseTcs
npu agMUHUCTPUPOBAHMUM C AI@HHOTO KOMMbOTEPA.

Mpu Bxoae B AOoMeH nonb3oBaTento byaet 4o6aBnATbCS YneH-
CTBO B YKa3aHHbIX rpynnax ans UCrnonb3oBaHus TeX UM UHbIX
BO3MOXXHOCTEN KOMMbIOTEPA, HaANpuMep, BOCNpousBeaeHme
3ByKa

ALLOWED_LOCAL_GROUPS

I'Iepequb pa3pelleHHbIX NToKalibHbIX rpynn, YJ1eHCTBO B KOTO-
pbIX yCTaHaBnmMBaeTCa Npu BXxoAe nonb3oBaTtens. anMeHﬂeT-
CA AnA aHHOro KoMrbloTepa.

ﬂpw BXoAde B AOMEH MNoJib3oBaTternto 6y/:|,eT no6aBnATLCA YneHx-
CTBO B YCTAHOBJ1IEHHbIX ON1A HEro yioKasribHbIX rpynnax B npene-
ax pa3peleHHbIX Ha AJaHHOM KOMIMboTEepe

TICKET_MAX LIFE=10h

MakcumanbsHoe Bpems u3Hu duneta Kerberos (ecrnu ero He
0bHoBnATL). Popmart napameTpa: NNd (gHu), nnm NNh (4achl),
Unn NNm (MUHYTbI).

Mpun BXoAe B AOMEH nonb3oBaTternb nonyyvaet 6unet. MNpu Bbl-
Xxo4e M3 goMeHa buneT yHudToxaeTcs. Ecnn 6unet He 06-
HOBMSATL, TO NOCIE UCTEYEHMSI CPOKa OENCTBMSA OmneTta nosnb-
30BaTenb NotepsieT 4OCTYN K CBOEMY AOMALLHEMY KaTtanory.
UTo0bl BOCCTAHOBUTL OOCTYMN, EMY NPUAETCH BbINOMHUTDL KO-
MaHay kinit wnm 3antu B cuctemy 3aHoBO. YToObI 4OCTYN He
Obin noTepsiH, GuneT cnegyeT nepmoanveckn obHoOBNATL (40
ncTedeHnsa cpoka gencrtems). HactponTtb aBTomaTnyeckoe 06-
HOBIEHNE MOXXHO C MOMOLLLIO YTUNUTLI ald-renew-ticket.
[nsa yoobcTBa MOXHO HACTPOUTL AaHHLIN NapamMeTp Ha 6onb-
LIOoE KONMM4ecTBO BpemeHu, Hanpumep, 30d. Ho ato meHee
6e3onacHo
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MapameTp

OnucaHne

TICKET_MAX RENEWABLE_ LIFE=7d

MakcrmanbHoe obHoBNsemMoe BpeMs xun3Hn buneta Kerberos.
dopmaT napamertpa: NNd (gHu), unm NNh (4acbl), nnim NNm
(MUHYTBI).

Mo nctedeHnn gaHHOro cpoka duneT He MOXET ObITb OOHOB-
neH. [laHHbIN napamMeTp AormkeH ObiTb 6onblue, Yem napameTp
TICKET _MAX_ LIFE.

MpumevyaHune. ANa KNNEHTCKMX KOMMbIOTEPOB NnapameT-
pbl TICKET MAX LIFE u TICKET MAX RENEWABLE LIFE
onpefensaTcsa Kak HaMMeHbLUNE 3Ha4YeHNs ATUX NapameTpoB,
3aflaHHbIX B (harnax ald.conf Ha cepBepe N Ha KITMEHTCKOM
KoMnbtoTepe

NETWORK_FS_TYPE

Onpepenser, kakas ceteBass C OyaeT ncnonb3oBaTbCcs AN
rnobanbHbIX NONb30BaTENbCKUX AOMALLHMX KaTanoros. Bos-
MOXHbl€ 3HaYEeHWS:

— none — ceteBas OC He ucnonb3yetcd. PaboTaeT Tonbko
ayTeHTudumKaums rnobanbHbIX nonb3oBaTenen. VicnonbayTcs
nokanbHble JOMaLUHME KaTanoru nonb3oBartenen (cnepyrowime
napameTphbl, OTHocsLWmMecs Kk ceteBon PC, urHopupyrotcs);

— cifs — ucnonbayetca Samba/CIFS

SERVER_EXPORT_DIR

Tonbko onsa cepBepa. 3agaeT abConNtTHLIN NyTb K KaTtanory
Ha cepBepe, rge byaet pacnonaratbCsl XpaHunuile gomMall-
HUX KaTanoros. [aHHbI KaTtanor GygeT 3KCNopTUPOBaH Mo
Samba/CIFS

CLIENT_MOUNT_ DIR

3agaet abcontoTHbIN NyTb K TOYKE MOHTUPOBaHMS XpaHUnmLa
[AOMaLLUHUX KaTanoroB Ha KIIMEHTCKUX KOMMNbHTEpPax

SERVER_FS_KRB_MODES

Tonbko Ansa cepsBepa. 3ajaeT pexumbl KCrnopTa cepsepa
Samba/CIFS (nepeuncneHHble Yepes 3anaTyto). Bo3amoxHble
PEXMMbI:

- krb5 — TonbKko Kerberos-ayTeHTupmnkauus;

- krb5i — (integrity) ayTeHTMduMKaumna n npoBepka Le-
NOCTHOCTM (NOAMNWCH) NAKETOB.

HomxeH BbITb Yka3aH XoTa Obl OAMH pexunm

CLIENT FS_KRB_MODE

3apaet Kerberos-pexxmum MOHTUPOBAHUSA Ha KITMEHTCKOM KOM-
nbtotepe. [JormkeH ObITb YkasaH OguH U3 PEXMMOB: krb5 nnm
krb5i1i

SERVER_POLLING_PERIOD

Tonbko onga cepBepa. 3agaet nepuog (B cekyHaax) onpoca
3agaHun cnyxbon aldd. Mo ymonyaHmio coctaenset 60 ¢

SERVER_PROPAGATE_PERIOD

Tonbko onsi cepeepa. 3agaet nepuvop (B cekyHaax) pensimka-
uuun B} ALD Ha pesepBHble cepBepa. 1o ymonyaHuio coctas-
ngaet 600 ¢

CACHE_REFRESH_ PERIOD

3apaet nepuog (B cekyHaax) 0OHOBIEHMS NTOKalbHOMO Kalla
cnyx6on aldcd. o ymonuyaHuio coctasnset 600 ¢

UTF8_GECOS

Tonbko ans cepeepa. 3agaeTt npusHak moaMdukaumm cxembl
LDAP onsa BO3MOXHOCTWN UCMONb30BaHUSA KUPUASWLbI B None
onucaHusa GECOS nonb3oBaTens. 1o ymonyaHuio ycTaHoBMEH
paBHbIM 1
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MNapameTp OnucaHue
USE RPC Paspeluaet agmmHuctpupoBanme ¢ nomoubto RPC nHtepden-
- ca. [1o ymonyaHuio ycTaHOBNEH paBHbIM 1
RPC PORT Mopt RPC nHtepdeiica. No ymonyaHuio ycTaHOBIEH paBHbLIM
- 17302

RPC_RESTRICTED Cnuncok 3anpeLLeHHbIX K ucrnonHeHutio RPC komaHg
OTtobpaxaet coctosiHne cepsepa ALD (yctapesLuee). Boamox-
Hble 3HayYeHns O n 1.
Ecnn SERVER_ON=0, TO:
- AOMaLLHME KaTanorn He 3KCNopTMPYHOTCS;
- paspeweHne wumeH no LDAP  Bbikntovaetca B
nsswitch.conf;
- BCe npuvHUMNanol Kerberos AeaKTMBUPYHOTCA

SERVER_ON (allow_tickets=0);
- cnyx6bl LDAP, Samba, Kerberos, nss-ldapd octaHaenmBa-
I0TCH;
- cnyxba nscd nepesanyckaercs.
B HacTosiwee Bpema coctosiHue ALD moxeT ObiTb nonydye-
HO KOMaHAOW status yTMNUT ald-client, ald-init u
ald-admin
OTobpaxaeTt cocTosiHne KnueHTckon Yactu ALD (ycTtapesLuee).
BoamoxHble 3HayeHns 0 n 1.
Ecnn CLIENT ON=0, TO:
- JOMalLHMe KaTanorn He MOHTUPYHOTCS;
- paspeweHne wunmeH no LDAP  Bbikntovaetca B

CLIENT ON .

- nsswitch.conf;

- cnyxba nscd nepesanyckaercs.
B HacTosiwee Bpemsa coctosHMe ALD moxeT ObiTb nonyde-
HO KOMaHOOW status yTMNUT ald-client, ald-init u
ald-admin

Mo 3aBepLUeHMM NEPBUYHON HACTPOMKM KOHIUIYpPaLVOHHOIO harna cepsepa Ass MHULM-
anusauun gomeHa HeobxoauUMO BbIMOMTHUTE KOMaHAY:
ald-init init
Moopo6Hee o co3aaHum gomeHa oM. [8.2.6.1]

[lnsa BBOOA HOBOro KoMmnbkoTepa B JOMEH Mocrie NepBUYHOM HACTPOUKM KOHUrypaLoH-
HOro dpanna Ha KnmeHTe Heo6XxoanMMO BbINMOSTHUTL KOMaHAY:
ald-client start

MpumedaHune. [Ina ygobcTea BBOA HOBOro KOMMbIOTEPA B AOMEH MOXET ObITb BbINOSI-
HEeH KoMaHOou ald-client join <umsa cepBepa noMeHa>. B 9TOM cnyyae KoHurypaum-
OHHbIN dhann BygeT HaCTPOEH aBTOMATUYECKN.

B cnyyae nameHeHust KOHpUrypauymoHHoro pamna /etc/ald/ald. conf Heob6xooumo
BbIMNOMHUTb KOMaHAy commit-config ANga TOro, YToObl U3AMEHEHMWSI BCTYNUIU B CUY:

ald-init commit-config
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Ha cepBepe "
ald-client commit-config

Ha KInMeHTax.

Mpumep

®ann /etc/ald/ald.conf
VERSION=1.7
DOMAIN=.example.ru
SERVER=my-server.example.ru
MINIMUM UID=2500
DEFAULT LOGIN_SHELL=/bin/bash
DEFAULT_LOCAL_GROUPS=users,audio,video, scanner
ALLOWED_LOCAL_GROUPS=users, audio, video, scanner
TICKET MAX_ LIFE=10h
TICKET_MAX RENEWABLE LIFE=7d
NETWORK_FS_TYPE=cifs
SERVER_EXPORT_DIR=/ald_export_home
CLIENT MOUNT_DIR=/ald_home
SERVER_FS_KRB_MODES=krb5, krb5i
CLIENT FS_ KRB MODE=krb5i
SERVER POLLING_ PERIOD=60
SERVER PROPAGATE PERIOD=600
CACHE_REFRESH PERIOD=600
UTF8_GECOS=1
SERVER_ON=1
CLIENT_ON=1

8.2.4. lLlabnoHbl KOHMUrypaumoHHbIX ¢hannos

Cnyx6a ALD B npouecce cBoei paboTbl OCYyLLECTBASAET KOHPUrypupoBaHme HeobXxoaMMbIX
ceTeBbIX cnyx6 (Samba, Kerberos, LDAP 1 T.n.) ¢ NOMOLLbI0 X KOHGUIYpaLNOHHbIX hannos. [ns
yaobcTBa CyLecTBYHOT WabnoHbl Moanduumpyembix cnyx6om ALD koHMrypaumoHHbix dannos,
pacnonoxeHHole B kaTanore /etc/ald/config-templates.

BHUMAHMWE! NMpu ycTaHoBKe, MHUUManNu3aumun, yoaneHnn unm 3anycke/ocTaHOBKe CIyX-
6bl ALD OCHOBHble KOHGUIypaLMOHHbIE hannbl pasnnyHbIX cnyx6 MoryT 6biTb Nepe3anucaHbl Ha
OCHOBE LLIABOHOB, YTO MOXET MOBMeYb NOTEPI0 BHECEHHbLIX BPYYHYHO N3MEHEHWI.

MpumeyvaHue. Npn HeoBXoaMMOCTN OOMNONHUTENBHOW HACTPOMKK CNyX0 BHeceHue
N3MEHEHUN OOIMKHO OCYLLECTBNATLCS HE TONMbKO B OCHOBHbIE KOHAUIypaLMOHHbIE dhaisbl, HO U B

UX LWaONOHbI.
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MepeyeHb WabnoHOB KOHMUIypaLMOHHbIX halnoB npuseneH B Tabnuue [34]

Tabnuuya 34

M8 wabnoHa

Cnyxb6a

OnucaHune/ pasmeLleHne KoHUrypaumoHHoro
danna

ald-pam-profile

pam-auth-update

LLabnoH PAM

ald*.1dif OpenLDAP LDAP cxembl ALD

base-init.1dif OpenLDAP LDAP ckpunt Ha4yanbHon nHuumanusaumm b ALD
exim-mail.ldif OpenLDAP LDAP cxema gns Exim

idmapd.conf NFS /etc/idmapd.conf

kadm5.acl

Kerberos admin server

/etc/krb5kdc/kadmb5.acl

kdc.conf

Kerberos KDC

/etc/krb5kdc/kdc.conf

kpropd.conf

Kerberos

/etc/krb5kdc/kpropd. conf

krb5.conf Kerberos knveHThbl /etc/krb5.conf

ldap.conf LDAP knueHTbI /etc/ldap/ldap.conf

mldap.conf PARSEC /etc/parsec/mldap.conf

nslcd.conf NSLCD /etc/nslcd.conf

sasl2_slapd.conf OpenLDAP Onuncanue ana SASL2

slapd.dl7.1dif OpenLDAP I;EF;BI;Ich:pMHT Ha4vanbHOW nHMumanmaaumm LDAP
smb.conf Samba /etc/samba/smb.conf

BHUMAHMUE! lNpu py4yHor npaBke WabnoHOB KOHUIrypauUMOHHbIX hannioB HE pEKOMEH-
AYeTCs yaansatb UM MEHSITb CTPOKU, N3HaYarbHO COAEpXKaLLMECs B LWAbNOHe v coaepxalume
napameTpu3oBaHHbIE 3HAYEHUS.

BHMMAHMUE! ALD

install-config wabnoHbl B /etc/ald/config-templates OyayT nepesanucaHbl K3

Mpu nepeycrtaHoOBKe nnn  BbINONHeHUM kKomaHg ALD
/usr/lib/ald/config-templates.

8.2.4.1. KoHdurypaumoHHsblie cpaunsi LDAP

K koHurypauunoHHsiM dpannam LDAP oTHocaTtes cxembl LDAP v ckpunTel nHMyuanusaumm
cepsepa LDAP v B[] ALD.

MpnmeyvaHune. CkpUNTbl MHULMANM3ALUN UCNONBL3YIOTCS TONBKO B NpoLecce co3faHus
B0 ALD.

Mpn HeobxoanmocTn peructpaumm gononHutenbHbix LDAP cxem, Heobxoamumo nome-
CTUTb TpebyeMyto cxeMy B KaTanor /etc/ldap/schema n 0o6aBUTb ee BKOYEHWE B LWIAGNOH
slapd.dl7.1dif no aHanormy ¢ octanbHbIMU.

MNpn HeobBxoaMMOCTM AOMOMNHUTENBHOrO HadvanbHoro 3anonHeHna b ALD Bo3amoxHa

npaeka wabnoHa base-init.1dif.
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8.2.4.2. KoHdurypaumoHHblie cannbl Kerberos

K koHdurypauunoHHsim channam Kerberos oTHoOCATCS cneumanbHble KOHPUIypaunoHHbIe
Gannbl cnyx6 cepeepa Kerberos un koHduUrypaumoHHbei ann /etc/krb5. conf, cogepxawmn
OCHOBHbIE HACTPOMKN AOMEHaA.

BaxxHOM xapaKTepnCTUKON ABMISIETCSA afirOPUTM 3aWmTbl ayTEHTUGMKALMOHHON NHGOpP-
Mauun (supported enctypes B /etc/krb5kdc/kdc.conf n default_tgs_enctypes,
default_tkt_enctypes, permitted_enctypes B /etc/krb5.conf).

Cnncok ucnonb3yemMbiX anropuTMOB 3aLUnTbl ayTEHTUMKALMOHHON NHOpMaLnn npusee-
JeH B Tabnvue

Tabnuuya 35
Twun anroputma HasHauyeHune
OTtevecTBeHHble anroputmbl no MOCT 28147-89 n TOCT P 34.11-2012, npu-
gost-cts
MeHsItoTCA No ymonyanuio B ALD
aes256-cts MpumeHsieTcs no ymonyanuio B Kerberos

Cnabbin 1 ycTapeBLUWIA anropuTMm, npumensietca ans nogaepxkn NFS, He
pekoMeHayeTCs K MCNonb30BaHMIO

des-cbc-crc

MpumeHsieTca ansa noaaepXkm paboTbl knMeHToB Samba, Tak kak siBnsancs

rcd4d-hmac .
ocHoBHbIM B Windows

B cnyyae otcytctBuMs HeobxogumocTu ucnonb3oBaHus NFS wnu ytunut Samba
(smbclient) — Tunbl anropuTMoB des-cbc-crc U rc4-hmac MOryT He yKasblBaTbCS.

Mpumevanune. Ona pabotel ¢ NFS Tak xe Heobxoamma ycTaHOBKa MapameTtpa
allow_weak crypto B (hanne /etc/krb5.conf, YTO CHMKAET HAaOEXHOCTb ayTeHTUduKa-
LN,

BHUMAHMWE! Vicnonb3oBaHne NFS He pekomeHayeTtcs!

8.2.4.3. KoHdurypaumoHHblie cpannbl Samba

KoHdurypaumoHHbein ann /etc/smb.conf coaepxuT onucaHme rnobanbHbIX HacTpoek
N pasgensieMblX pecypcos.

Cpeactea Samba ucnonbaytotcst B pamkax ALD Tonbko AN ueHTpanM3oBaHHOIO XpaHe-
HUA OMaLUHMX KaTanoros nornb3oBaTtenen. CylecTByeT BO3MOXHOCTb MCMOMNb30BaHUA ApYrnX
ceTeBbIX pasgensdemMblX pansioBbliX pecypcoB NyTeM ONMcaHuUs NX B KOHUrypaumMoHHoMm danne
smb . conf COrMacHO PyKOBOACTBY man Ha smb.conf.

BHUMAHMUE! Bo3MOXHOCTM NO CO30aHUI0 pasfernseMbiX pecypcoB 415 CETEBOWN nevartm
He UCNonb3yTCs, Tak Kak He obecneynBaoT HEOBXOAUMON 3aLLUTbI BbIBOAMMOW MHpopMaunu.

CyuiecTByeT BO3MOXHOCTb paboThbl C pasaenseMbiMy pecypcamm ¢ NOMOLLbIO CTaHA4apT-
HbIX yTUNUT Samba (net, smbclient), B TOM YuiCre C MOfb30BaTENbCKUMU pasgensemMbiMum

pecypcamu (usershare). [1ns atoro Heobxoguma nogaepxka cepsepom Kerberos tvna anroput-
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Ma rc4-hmac (cm. |8.2.4.2).

MpumevyaHune. B cnyyae HeobxoaAMMOCTN NpeaoCTaBneHns OOCTyna K pasgensie-
MbIM hannoBbIM pecypcam nosib3oBaTensamM gpyroro JoMeHa (CMm. cnefyet yCTaHOBUTb
3Ha4deHue napameTpa allow trusted domains = yes.

8.2.4.4. PacnpocTtpaHeHMe KOHUrypaumoHHbix pannoB B AOMEHe

CyLiecTByeT BO3MOXHOCTb pacrnpoCTpaHeHUsi KOHPUrypaunoHHbIX pannos B JOMEHeE.
[nsa atoro npegHasHayYeHbl KOMaHabl Buga ald-admin doc-* (onucaHue KoMaHA nNpuBeLeHO B
pykoBoAcTBe man ald-admin).

C nomowibto KoMaHabl ald-admin doc-add NOArOTOBMAEHHbBIN KOHMUrypaLnOHHbLIN
dann nepenaeTca Ha cepBep, raAe coxpaHsieTcs B katanore /var/lib/ald/documents. B
KOMaHae € NOMOLLbI0 NnapaMeTpoB —-location N ——-file yKasblBalOTCA NyTb LENEBOro pasme-
LLleHNs bania Ha KoMMNbTepax AOMeHa M NyTb K 3arpy>kaemMomMy panny CoOOTBETCTBEHHO.

Cnyx6bl 06paboTkM 3agaHnn aldd KOMMNbIOTEPOB CETU BbINOMHAOT OOHOBMNEHME YKa3aH-
HOro KOH(UrypaumoHHoro cainsa no ykazaHHOMY Npu co3gaHum nNyTu (JOSmKeH ObITb AOCTYNeH
Ha 3anuce). Npu aToM NpoBepsieTcs Bpems mogndukaumm danna. Ecnn sBpema mogudmkaumm
uenesoro hanna HoBee, Nepes3anucb JOMEHHOW BEpPCUEN He NPOn3BOAUTCA.

BHUMAHUWE! MexaHn3am AormkeH Mcnonb3oBaTbCsi C 0CO60M OCTOPOXKHOCTBIO, MOCKOMbKY
BbINOMHAET Nnepes3anunchb NokasnbHbIX KOHUrypaunoHHbIX hannos Bepcusamu ¢ cepeepa. Mpu atom

co3[atoTcsa pesepBHble KONUK NpeablayLLIMX BePCUil.

8.2.5. CueHapum ceccum nonb3oBarens

Astra Linux Directory coaepXxnt cpeacrtsa BbINOSTHEHNSA AONONHUTENBbHbLIX AENCTBUN NPU
CO3aHnM HOBOW Ceccun Nonb30BaTersi UNu ee 3aBepLUeHnn B criydae paboThbl Nonb3oBaTens B
EMT.

Ona atnx uenen PAM mogyns ALD npu cosgaHum v 3aBepLleHun ceccumn nonb3oBaTtens
EMM ncnonHseT cnegytowmne cueHapuu:

- /etc/ald/ald.session — CKPUNT, UCMOMHSOWWIA OT UMEHU Cynepnorb3oBaTens Ao-

NMONHUTENbHbIE CKPUNTbLI U3 KaTanora /etc/ald/ald.session.d BO BpeMs co3gaHuUs

ceccumn nonb3oBaTens nocsrie MOHTUPOBaHUS JOMAaLLHEro Karanora;

- /etc/ald/ald.reset — CKPUNT, UCNOSTHAKOLWNM OT UMEHM Cyneprnonb3oBaTensa ao-

NMOMNHUTENbHbIE CKPUMTLI U3 Katanora /etc/ald/ald.reset.d Bo BpeMs 3aBepLUeHUA

ceccumn nonb3oBaTtend 40 pa3MOHTMPOBaHNA AOMALLHEro KaTarnora.

MpnumeyvyaHue. MoryT cywecTBoBaTb 1 Apyrve Katanorn 4onosIHUTENbHbBIX CKPUMTOB,
Hanpumep, /etc/ald/ald.mac.session.d U /etc/ald/ald.mac.reset.d, Ansa 4ONOSHU-
TenbHbIX 3TanoB paboTbl ceccun Nonb3oBaTens.

PaccmaTtpuBaembiin MexaHn3am ygobeH Ans opraHmM3aumm BbINOHEHNSA LOMOSTHUTENbHbIX

AENCTBUA NpU CO3AaHUM U 3aBepLUEHMM ceccum nonb3oBartens. Hanpumep, ogHum ns obssa-
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TenbHbIX YCroBun paboTkbl C AOMaLLHUMK KaTanoramu Ha ceTteBbiX PC aBnsieTca obecneveHne
KOPPEKTHOIO X pa3sMOHTMpOBaHUA. [MoMewwaTb 3TOMY MOryT MPOLECCHI, 3anyLweHHbIE U He 3a-
BepLUMBLUMECS BO BpeMs paboTbl ceccum Nonb3oBaterns N yaepXKuBarLwme oTKpbITble dpannbl B
AoMallHeM KaTarnore.

B cnyyae BO3HMKHOBEHMSA NOAOOHOW CUTyauun crieqyeT onpeaenuTb Takue npoLecchl
C nomMoLbio yTunuT fuser nmnm lsof, B Ka4eCTBe apryMeHTOB KOTOPbIM NepefaeTcsa NyTb K
JoMallHeMy Kartanory nosnb3oBaTtens Buga /ald_home/ums_nomnb3oBaTens U MYyTb K TOYKE
MOHTMPOBaHMA BMAa /run/ald.mounts/uMsa_nonb3oBaTerns, HANpUMep:
fuser /ald_home/userl
fuser /run/ald.mounts/userl
lsof /ald_home/userl
lsof /run/ald.mounts/userl

lMocne aToro HeobxooMMO 3aBePLUMTL ONpeaeneHHble Takum 06pa3om npoueccsl. [laHHas
nocrnegoBaTenbHOCTb AENCTBUN OOMKHA BbiTb 0hOpMIIeHa B BUAE CKPUMNTA, pacnofioKEHHOro
B KaTanore /etc/ald/ald.reset.d, 4TO NO3BONUT 0BECNEYNTL €r0 BbINOSTHEHME BO BPEMS
3aBepLUeHNsa ceccumn nonb3oBaTteng.

MpnmedvaHune. HacToawmMn CKpMNT MOXET ObITb Bonee MHTENNeKTyanbHbIM ANg ydeTa
pPasnn4yHbIX CBONCTB NPOLIECCOB UMW MPUYMH X NOSIBIIEHUS.

BHUMAHMUE! lMockornbKky eACTBUS BbIMOMHAKTCA OT MMEHW Cyrnepnonb3oBaTerns, K pas-

paboTke NogoOHbIX cLueHapneB HEOBXOAMMO NOAXOANTb C 0COBONM OCTOPOXKHOCTLIO.

8.2.6. ADMUHMCTpPUpPOBaHME AOMEHa
C nomoLpbto yTnnuT agMmHuctpmposaHus ALD cyulecTByeT BO3MOXHOCTb BbIMOSNHEHUS

cnegyrowmx agMMHUCTPATUBHBIX OENCTBUN:

co3aHne HOBOro JJOMEHa;

pe3epBrpoBaHMe/BOCCTAHOBMNEHNE KOH(UIypaLum 4OMEHa;

KOHTpPOIJ1b LEeNMOCTHOCTH KOH(*)I/IpraLI,I/WI OOMEHaQa;

nobaeBneHune/yganeHne KOMNbIOTEPOB B LOMEH;

ynpaslieHne y4eTHbIMN 3anncamm nonb3oBaTenen JOMeHa;

ynpaslieHne y4eTHbIMUN 3anncamMmm CceTeBbiX CJ'Iy)K6 OOMEHa;

ynpasneHue atpubytamm C3U.

MpnmeyvaHwue. Pacwmpenmsa ALD MoryT nsmeHaTb coctaB agMUHUCTPATUBHbBIX OeN-
CTBMM N KOMaHZ YTUNUT aAMUHUCTPUPOBAHNA.

YTUnuTbl agMUHUCTPUPOBAHNSA MOTYT OblTb 3anyLUeHbl B NAKETHOM peXume 41151 MacCOBO-
ro BbINOMHeHWs onepauun. Npun aTom, Kak npasBuio, ncnonb3yeTcs napameTp —--force.

MpnumeyvaHue. Npu ncnonb3oBaHnn napameTpa --force HeobxoamMMble ANS BbINOM-

HEeHNA naponn agMmMHUCTpaTopa 1 nonb3oBaTenen OOMKHbI ObITb nepegaHbl ytunnte ¢ nomMmoLlbio
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dranna naponemn.

Onepauun No agMUHUCTPUPOBAHMIO AOMKHbI BbINONHATLCS NOnb3oBaTensiMu, obnagato-
LWMMK onpeaeneHHbIMU agMUHUCTPATUBHBIMU NOMIHOMOYNAMU. B 3aBUCMMOCTN OT Ha3HaYeHHbIX
npusunernn nonb3osarenen ALD MOXHO pasgennTb Ha crieytowune rpynnbl Mo NoSIHOMOYUAM:

- KOpHEeBOW agMUHUCTpaTop admin/admin — KOPHEBOW agMuUHUCTpaTop goMeHa. Obna-

AaeT BceMu NOfTHOMOYUAMM MO YNpaBneHnto JOMEHOM,;

- aAMUHUCTpAaTOpbl — Nonb3oBaTenu ¢ npusunernen admin. O6nagaroT NOTHOMOYUAMMU

Mo yrnpasrieHno KOHurypawumen JOMeHa U y4eTHbIMU 3anncamu;

- OrpaHWYeHHble agMUHUCTPATOPbl — Nonb3oBaTeny ¢ npusunernamMmm hosts-add nnum

all-hosts-add. O6nagatT NOTHOMOYMSIMU NO JOBABNEHMIO KOMMBIOTEPOB B JOMEH;

- nonb3oBaTenu yTunnT agMMHUCTPUPOBAHNSA — MOMb30BaTeNM C NpuBuUnernen adm-user.

O6nagatoT NONHOMOYUAMU MO 3anycKy YyTUNNT aAMUHUCTPUPOBaHUSA (MCMONb3yeTcHa nake-

TaMu pacluMpeHns ons getanusauum norHOMOYNA yripaBreHus);

- 0ObIYHbIE NoONb30BaTENM.

BHUMAHMUE! PacwupeHus ALD moryT npmBHOCUTL CBOe AereHue nonHomoumn. Ha-
npumep, NakeT ald-admin-parsec cogepXuT Habop KoOMaHA ynpasfeHuss MaH4aTHbIMU aT-
pubytamu. Mpn aToM NpegycMoTpeHa COOTBETCTBYOLWAas rpynna agMmuHuctpatopos MAC. [ns
BO3MOXHOCTW YrpasrieHnst MaH4aTHbIMU aTpubyTaMmn KOHKPETHBIM Nofb3oBaTenemM emy SOrmkHa
ObITb NpegocTaBneHa npueMnerns adm-user M OH JOIMKEH ObiTb Jo6GaBNeH B rpynny KOMaHOomn
macadmin-add.

8.2.6.1. YnpaBneHue koHcuUrypaumen aoMmeHa

CosgaHne HOBOro IOMEHa, a Tak e ero pesepBnpoBaHMe/BOCCTaHOBNEHNE OCYLLECTBNSA-
IOTCA C MOMOLLbLIO YTUNUTLI YpaBreHuss cepBepomM JoMeHa ald-init.

lMepen co3gaHneM OMeHa Ha KOHTposnepe AoMeHa OOSMKHbI ObiTb YCTAHOBMEHbI BCE
TpebyeMble nakeTbl CepBepHbIX paclUMPEHNn, B 3TOM crlydae KoHurypauus HOBOro JoOMeHa
OyaeT aBToOMaTUYECKM CO3jaHa C UX NOOAEPXKKON. Takke KOpPEeKTHbIM 06pa3oM AOSMKHbI ObITb
HaCTPOEHbI CUCTEMA pPa3peLLEHNS UMEH U KOHPUTypaLMOHHbIN daiin ald. conf (cm.[8.2.3).

B cnyvae ykasaHus HeobxoammocTtu cepepa ElMM npun HawanbHom yctaHoBke OC c
Ancka KOHUrypaumoHHbin dpann ald. conf, Kak NpaBumo, yXXe CoaepXXUT KOPPEKTHbIE 3HAYEHNS
AOMeHa 1 UMeHN cepaepa.

CosgaHve nnu nepecosaHne JOMeHa OCYLLECTBNAETCA KOMaHAoM init yTunuTel ynpas-
neHusa cepsepom goMeHa ald-init.

Mpy HEOBXOANMOCTM MOXKET BbINOSTHATLCA COXPAHEHUE Pe3epPBHON KON KOHUrypaumm
AoMeHa KoMaHgamu ¢ npedUKCoM backup yTUNUTBLI ynpasrneHns cepBepoM AomMeHa ald-init.
BoccTaHoBneHne paHee CoXxpaHeHHbIX pe3epBHbIX KOMUN OCYLLIECTBNAETCA COOTBETCTBYOLWLNMU

KOMaHO4amMu C I'Ipe(bl/IKCOM restore-backup yTUnuThl ynpaBneHnsa cepsepoM AoMeHa ald-init
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(cm.[8.2.6.7).

Mpun nosiBneHumn B npouecce paboTbl cooblieHnn 06 owmbKax nunm HeKOppekTHon paboTte
mexaHuamoB Ell cnegyet Bocnonb3oBaTbCs KOMaHOOM test-integrity yTUNUTLI agMUHN-
CTpMpoBaHUSA ald-admin ANs NPOBEPKN BHYTPEHHEN LIEeNOCTHOCTU KOHUrypauumn JOMeHa, Y4To
BKINIOYaeT B cebs NpoOBEPKY COCTOAHUSA M cornacoBaHHOCTU Becex cywHocTen ALD. B xoge npo-
BEPKM MOXET ObITb floKanu3oBaHa npuymMHa owmnbok n cboes, YTO OBNerynT mux ycTpaHeHue
(cm. [8.2.7)).

8.2.6.2. Ucnonb3oBaHue RPC uHTedenca

LWtaTtHbiM pexxumom paboTbl ALD aBnsieTcs ynpaBneHMe JOMEHOM C MOMOLLbIO CryX0bl
o6paboTkm 3apgaHmi ALD aldd cepsepa ¢ nomoubio RPC nHtepdenca.

YTunuta ald-admin no ymonyaHuo paboTaeT B UHTEPAKTUBHOM peXnUMe C 3anpocom na-
pons agMuUHUCTpaTopa. Takke naponu agMmHUCTpaTopa u nonb3oBartenen MoryT ObiTb NepefaHbl
C nomMoLbto channa naposnen.

[Onsa gomMeHHbIX nonb3oBaTenen BO3MOXHO BbIMNOMIHEHWE YTUIUTBI C UCMOSIb30BaHNEM
CyLlecTByOLLEN ayTEHTUMKALMOHHON NHOopMaL MK nosb3oBaTesns (Mpy Hann4nmn y Hero npu-
BUNErnn agMUHUCTpPUpoBaHUSa aoMeHa). [Npu 3Tom ykasbiBaeTcs napameTp KOMaHAHOW CTPOKU
—-C.

BHUMAHMUE! [1ns koppekTHOoM paboTbl RPC nHTepderica bunetol Kerberos nonb3oBare-
nen aomkHbl obnagaTtb cBOMCTBOM forwardable. [Ina gomeHa ALD cBonctBo forwardable
ncnonb3yeTcs No ymonvanuio. Mpu nonyyeHun 6uneTtoB yTunuton kinit cnegyeT Mcnonb3oBaTb
napametp -£f. B npoTMBHOM crny4yae BbiaaeTcs ownbka Buaa: «Owmbka NOAroToBKM COOOLEHNS
KRB-CRED».

CywectByeT psg crneumanbHblx RPC komaHa, npyuMeHsieMbIX K nMtoBoMy KOMNboTepY
AomeHa ALD (B kadecTBe aprymeHTa KOMaHabl MOXET yKa3blBaTbCA UMSi KOMMbOTEPA):

- rpc-status — nonyyeHme MHopmMaumm o poru KomnboTepa B JOMEHE;

- rpc-statistics — nonyyeHue cratucTndeckomn nHgopmaumm o RPC cepeepe aldd

YKa3aHHOro KoMnbloTepa;

- rpc-execute — BbINOSIHEHME YKA3aHHOW KOMaHAbl Ha yAaneHHoOM KomnbioTepe (Ko-

MaHAa BbIMOMHAETCS OT MUMEHU MHULMUMPOBABLLEro 3anpoc nonb3oBaTtens JOMeHa).

OnuncaHne komaHa MOXeET BbITb NOMyYeHO C MOMOLLbIO BCTPOEHHOW KOMaHAbl MOMOLLN
help.

MpumevyaHune. Cnucok RPC komaHg cepBepa MOXET ObiTb NOSy4YeH C NMOMOLLbHO
KOMaHObl rpc-statistics ¢ napameTpom —-commands.

BHUMAHMUE! CyLiecTByeT BO3MOXHOCTb 3anpeTa ncnonHeHus BbibpaHHbix RPC ykasaHu-
eM napameTtpa RPC_RESTRICTED B KOH(pUrypaunmoHHoM danne /etc/ald.conf KOHKPETHOrO

KOMMblOTEPA.



163

8.2.6.3. YnpaBneHune y4yeTHbIMM 3anucammn

B EIIM pasnunyatotca yyeTHble 3anncu nonb3oBartenen JOMeHa, yYeTHbIe 3arnmMcu KOMMbHo-
TepoB AOMEHA U yYeTHble 3anncu ceTeBbiX cryxb, paboTatowmx B cpeae ENMM.

YyeTHada 3anncb Nosib3oBaTtens AoOMeHa CoaepXnT BCO HeobxoaumMyro nHopmaumio o
nons3oatene EMMM n BkntovaeT B cebsi: cooTBeTCTBYOLWErO npuHumnana Kerberos, nonutuky
naponewn, CBONCTBa, Heobxoanmble A4S BXOA4A NOnb30BaTensi B CUCTEMY, HACTPONKM NOAKIMIOYEHUS
AoMaluHero kaTarnora, npvsunernn nonb3osatens ENMM v ero atpnbytsl C3U.

MpuBunernn ALD n ykaszaHHble orpaHMyYeHnss MoryT ObiTb YCTAHOBMEHbI AN Y4ETHOMN
3anncu ¢ NOMOLLIbIO KOMaHAbl user-ald-cap YTUNUTbl aAMUHUCTPUPOBaHNA ald-admin.

Takke yyeTHasi 3anUcCb Nonb3oBaTeNa MOXET coaepKaTb OrpaHU4YeHns No BXxody B AOMEH.
B ka4ecTBe orpaHUYeHnin UCNOnb3yeTCcs CIMCOK KOMMbIOTEPOB, HA KOTOPbIX OH MOXET OCYLLIECTB-
NATb BXOA, U NPU3HaK BpeMEeHHON BIOKNPOBKN.

BHUMAHME! Nocne co3gaHnst HOBOW YY4ETHOW 3anmMcu CNIMCOK paspeLLeHHbIX A48 BXxoaa
KOMMbIOTEPOB NYCT: Nofb3oBaTesib He UMEET npaBa BxoAda B cuctemy. Cnmcok KOMNbTEPOB, C
KOTOpbIX eMy ByaeT paspelueH BXxoq, A0MMKeH ObiTb ABHO YKa3aH nocrie Co3faHus y4eTHON 3anuncu.

YyeTHaa 3anncb nonb3oBaTtens MoXeT obnagate agMUHUCTPATUBHBIMU MPUBUIEMNAMU
UNn BXOAUTb B rpynnbl agMUHUCTPATOPOB, 3adaHHble paclumpennammn ALD.

BHUMAHWE! YpaneHue y4eTHOM 3anvcy nonb3oBaTterns MOXeT ObiTb BbINOMIHEHO TOfMb-
KO agMuHMUCTpaTtopoM, obnagarowmm JOCTYNOM KO BCeM ero aTpubyTtam (Bxoaswum BO BCe
HeobxoaMMble rpynnbl aAMUHUCTPATOPOB).

BHUMAHMUE! CylwiecTtByeT HeKOTOpoe BpeMsi AN pacnpocTpaHeHns nHdopmaummn o
CO3aHUKN UNn yganeHus nosib3oBaresnis. 3To CBSA3aHO C MexaHM3Mamu KewmpoBaHus NSS. MNpu
nepecosgaHun nosnb3oBaTens C TEM Xe MMEHEM MOTyT BO3HWKATb OWNOKKU (Hanpumep, Bxoda B
CUCTEMY, MOHTMPOBAHMSA OOMALLHEro KaTanora u T.M.) n3-3a Bblgavn Ha yaaneHHbIX cuctemMax
ycTapeBLUero ngeHtugukaTopa nonb3oBarens.

YyeTHas 3anucb KoMmnbikoTepa gOoMeHa npeactaeBndetr cobon Habop npuHUMnanos
Kerberos ona gyHKUMOHMPOBaHUS KOMMbIOTEPA B LOMEHE.

BBoa HOBOro KomnbloTEPa B JOMEH OCYLLECTBNSAETCA C MOMOLLbIO 3anyLLEHHOW HA HEM
yTnnTbl ald-client kOMaHaon commit-config (BO3MOXHO ¢ napameTpamu). [Npu aTomM nonb-
3oBarernb AormkeH obnagatb NOMHOMOYMSMU MO A06aBNEHNIO KOMMbIOTEPA B AOMEH.

MpumeyaHune. na ygobctea BBOA HOBOrO KOMMbOTEPA B JOMEH MOXET ObITb BbINOM-
HEeH KoMaHOon ald-client join <uma cepBepa noMeHa>. B aTOM cnyyae KoHurypaum-
OHHbIN dhann ByaeT HaCTPOeH aBToMaTUYeckn. Takke aBToMaTnudeckm byaeT co3gaHa yyeTHas
3anncb KOMMblOTepa B AOMEHE.

C nomMoupblo yTMnuTbl ald-admin y4eTHOM 3anncu KOMMNboTePa MOXET ObITb f06aBreHo

onucaHne unm oHa MoXeT bbITb yaaneHa.
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YyeTHasa 3anuck cnyxbbl JoMeHa npefcrasnset cobon npuHumnana Kerberos ans gyHk-
LIMOHNPOBaHNA Cry>X0bl B JOMEHE.

BHUMAHMUE! Kaxgas cnyx6a, nogaepxuBatoLLiasi CKBO3HY ayTeHTudukauuio Kerberos,
AormkHa obnagatb npuHuunanom Kerberos, T.e. ObiTb 3apernctpupoBaHHom B gomMmeHe. Nocne
perncTpaunm B JoMeHe Habop knro4ven cnyxbbl 4omKeH ObITb BbIFPYXXEH B (halin, yKka3aHHbIN B ee
KOHpUrypaumm.

B ALD ans npegoctaBneHus cnyxk6am onpegenieHHbIX MOfIHOMOYMI NO MOMYyYEeHUO UH-
dhopmaLmm U3 gJomeHa ucnonb3yetcs obbeanHeHue cnyx6 B rpynnel ceperucoB. Hanpumep, ans
nony4yeHMs MaHaaTHbIX aTpubyToB Nonb3oBaTenen cnyxba JomkHa BXOAUTb B rpynny CepBUCOB
mac.

[na obneryeHuns KoHUrypmpoBaHusi ceTeBblx crnyx6, pabotatowmx B cpege ENMM, npeay-
CMOTpPEeHbl KOMaHAbl yNpaBreHnst Y4eTHbIMU 3annucamm cryx6 ytmnutel ald-admin 1 KOMaHb!
BbIFPY3KM KNoYen yTunutel ald-client.

YKa3aHHble KoMaHabl UMEKOT npedurKebl service— U svc-.

BHUMAHMUE! B cnyyae gobasneHusi KOMNbloTepa B AOMEH, Nepeco3faHnst JoOMeHa Unm
nNpyHUKMNanoB cnyx6 MoxeT notpeboBaTbCs yaaneHne gannos Tuna krb5 . keytab, cogepxaLimx
BbIFPY>KEHHbIE paHee KNHo4N.

[eTanbHoe onncaHne KomMaHg NpuBegeHO B PyKOBOACTBE man. HacTporka HEKOTOpbIX
ceTeBbIx cny6 npmBegeHa B (8.5]

8.2.6.4. OrpaHnyeHus no BbiI6opKe AaHHbIX 3 LDAP

CyLLeCTBYIOT OrpaHMYeHns Mo MofyyYeHno AaHHbIX OT cnyXx6bl katanoroe LDAP. lNo
yMosn4aHuio paspeluaetca nonyyaTtb He 6onee 500 3anucen.

BHUMAHMUWE! Bo3moxHbl HapyLieHust pabotel EMNM B cnyyae npesblleHnst Yucna nonb-
3oBarerien UM KOMMbTEPOB 3TOr0 3HAYEHUS.

Ona rmmbkoro ynpaBneHusa oOrpaHUYeHNaMU MpeayCMOTPEHbl KOMaHAbl YTUNUTHI
ald-admin: l1dap-limits gns npocMmoTtpa n ldap-setlimit AN YCTaHOBKM.

Cnyx6bl kaTanoros LDAP nogaepXxvmBatoT orpaHMyeHns onsi pasnuyHbiX Nonb3oBartenen
WK rpynn nonb3oBaTernen no pasMmepy 1 BpeMeHU BbINONHEHUs BbIGOpKK. Mpu 3TOM CyLlecTByOT
MSArKMe orpaHnyeHuns, npuMeHsieMble Mo YMOSYaHUI0, KOTopble MOryT BbiTb MPeBbILLEHbI 3a4aHneM
napameTpoB BbIGOpkK B npuknagHom MO, n xecTkue, KoTopble He MOTryT ObITb MPEBbLILEHbI.

KomaHaa ycTaHOBKM OrpaHUYeHnn UMeeET CrieayoLwmnin CUHTaKCUC:
ald-admin ldap-setlimit <xkomy> <BUI Or'paHUUEHUS>
rae BMaaMm orpaHnyeHns MoryT ObiThb:

- size=uwucrno — eanHoe 3aJaHne MArKoro 1 XXeCTKOro orpaHnyYeHnr no pasmepy Bblbop-

KW;

- size.soft=uucno — 3aQaHNE MSArKOro orpaHMYeHns No pasmepy BbIOOPKY;
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- size.hard=uucno — 3agaHune XeCTKOro orpaHM4YeHns No pasmepy BbIGOPKY;

- time=cekyHOH — €ANHOE 3aJaHNe MATKOro M XXeCTKOro OorpaHuyeHun no BpemeHu
BbIMOSTHEHWSI BbIOOPKMY;

- time.soft=cexyHOr — 3aaHNEe MATKOro OrpaHMYeHus No BPeMEHWU BbIMOMHEeHUs
BbIOOpPKMY;

- time.hard=cexyHnr — 3aaHnNe XXeCTKOro orpaHnU4YeHus no BpeMeHu BbIMONHEHNS
BbIOOpPKM.

B kayecTBe aprymeHTa KOMaHbl <komMy> MOTYT BbICTynaTb CreayroLwme 3Ha4YeHus:

- * — BCe, BKN0Yast aHOHNUMHbIX N ayTeHTUPULNPOBaAHHBIX NoNb3oBaTenen;

- anonymous — aHOHUWMHbIE MOoJ1Ib30BaTEelN,

users — ayTEHTUPUUMPOBaHHbIE NONb30BaTENY;

- self — accoUMMpPOBaHHbLIN C LENbIo NOSb30BaTeNb;
- dn. .. — BapmaHTbl cuHTakcuca DN;

- group... — BapmaHTbl CUHTaKcuca rpynmn.

MpumeyvaHune. lNepen ycraHoskon orpaHnyeHmnt LDAP pekomeHnayeTcs 03HakKOMUTLCA

C JOCTYnNHOW AOKyMeHTaumen no pabote cnyx6 katanoros LDAP.

MoapobHoe onncaHue koMmaHa paboTel ¢ orpaHudeHnamun LDAP npuBeneHbl B pyKoBOA-

cTBeé man ald-admin.

8.2.6.5. Peructpauusa gencTtBun agMmHUCTpaTopa U NpoTOKONMpoBaHue

Mpun pabote komnoHeHTbl ALD BegyT XXypHanbl cBoen paboTbl. B xXypHanax gukcupyrotcs

MHd)OpMaLlVIFI O BbIMNOMHAEMbIX AENCTBUSAX U oLInbKax. an/I 3TOM (*)I/IKCVIpyeTCFl Aata 1 BpemMsa BO3-

HUKHOBEHMUSI COObITUS, TUM COBLITUSE N UMSI UCMOSTHAEMOTO MoAynAa C yKa3daHuem I/I,El,eHTI/I(bVIKaTOpa

npouecca.

[ocTynHbl cnegyowme xypHanbsl paboThbl:

- ~./ald/ald-admin.log, ~./ald/ald-init.log, ~./ald/ald-client.log —
XypHanbl paboTtbl yTUnNuT ald-admin, ald-init, ald-client COOTBETCTBEHHO. Pac-
nonaratTcs B JOMAaLUHEM KaTarnore nosfb3oBaTens, KOTOPbIN 3anyckarn UX Ha UCNOMHEHME;
- /var/log/ald/aldd.log — XypHan pabotbl cnyxbbl obpabotkm 3agaHun ALD
aldd.

Cnoco6 BbIBOAA XXypHarnoB, UX pasMeLleHne 1 getanusauus MoryT OblTb 3aaHbl Ans

KaXXgow 13 yTUnuT unm cnyo6 npu nx 3anycke ¢ NOMOLLbIO Criedytowmnx napameTpoB KOMaHAHON

CTPOKM:
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Tabnuuya 36

MapameTp OnucaHune

3apaeT cnocob XypHanusauun, rae apryMeHT NpUHUMAaeTcsl Kak
Habop pas3psaoB:

- 1(0x1) — stderr;

--log-dest=cnocobu - 2 (0x2) — syslog;

- 3(0x4) — csvlog.

Mo ymon4yaHuio gnsa ytunut ncnonb3yetca stderr+csvlog, a ang
cnyx6 — syslog+csvlog

3apgaet nyThb K dhaniny XxypHana (B cnyyae ucnonb3oBaHusi cnocoba

--log-file=
og-file=nyTsb csvlog)

3agaet getanusaumio XypHana:
- 0 — oWwmnbKY;

1 — npegynpexaeHns;

2 — yBe4OMIIEHNS;

3 — nHdopmauus;

4 — otnagka

--log-level=ypOBEHb

Peructpauua genctenun agMuHucTpaTopa no yrnpasreHuo JOMEHOM OCYLLECTBNAETCH
LieHTpanu3oBaHo Ha cepBepe goMeHa. [1py aToM No ymonyaHuo BbIBOA MHGOPMAaLMKN OCYLLECTB-
ngaetcsa B crneayowme annoi:

- /var/log/ald/aldlog.log — XypHan permctpauum nameHeHuin wabnoHoB NpoTo-

KONMpOBaHu4;

- /var/log/ald/audit.log — XypHan permctpaumm CcorfnacHo HacTPOEHHbIM Lwabno-

HaM NPOTOKONMPOBAHUS.

MpumeyvyaHue. B cnyyae Heob6xoaMMOCTU MOXET BbITb HACTpOEeHa nepeagpecauns
XypHaroB perucrpauuu emcTBum agMuHUCTpaTopa B CUCTEMHBIN XypHar syslog C MOMOLLBIO
KOHpUrypaumoHHoro danna crnegytowlero sMaa, pasMmellaemMoro B karanore /etc/rsyslog.d/:
$ModLoad imfile
$InputFileName /var/log/ald/audit.log
SInputFileTag ald audit
SInputFileStateFile stat_ald audit
SInputFileSeverity notice
SInputFilePollInterval 1
$InputRunFileMonitor

YnpaeneHne peructpaumen 4enMcTBnin agMmHucTpaTopa npon3BoaAnTCA C MOMOLLIbIO KO-
MaHA Buga ' ald-admin logging-*’, KOTOpbl€ NO3BOMSAT U3MEHATb NyTb K panny perncrpa-
LuKn cobbITuin ()KypHan permctpaumm n3aMeHeH WwabnoHOB NPOTOKONIMPOBAHUSA UMEET (PUKCUPO-
BaHHOE pacrnonoXeHue), co3gaBaTb UMM N3MEHATb LWABNOHbI NPOTOKONMPOBAHUS.

LabrnoH NpoToKONMpOBaHMS COCTOUT U3 UMeHW, |dap-cyddunkca n pexrma npoToKonmMpo-
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BaHWA:

- all — perncTpaumsi Bcex cobbITui;

- succ — peructpaums ycnewwHblx cobbITui;

- fail — peructpaumsa HeycneLHbIX COBbITUN;

- none — OTKIOYEHNE perncTpaunin cobbiTun.

BHUMAHMUE! He pekomeHayetca 6e3 ocobon Heobxoanmoctn Ao6aBnsaTh N N3MEHATb
cypuKchl L1abnoHOB NPOTOKONNPOBAHUS.

8.2.6.6. [lomalwiHue KaTanorn 1 0CoO6eHHOCTU MOHTUPOBaHUA ceTeBbiXx ®C

LleHTpanusauusa xpaHeHns nHgpopmaumm 06 okpy>xeHun nonb3oBartenen nogpasymeBaeT
N LeHTpanM3oBaHHOEe XpaHeHe JOMAaLLHUX KaTanoros norib3oBartenen. [Ing aToro ucnonb3yercs
C3®C CIFS (cm. [6.8).

[nsa xpaHeHnsa gOMaLLHMX KaTanoros, CoaepXalumnx HesalmweHHble AaHHble, MOryT ObiTb
ncnonb3oaHbl U apyrue ceteBble PC (Hanpumep, NFS4). ALD B HacTosiLee BpeMs nogaepXusaet
aBToMartnyeckoe MoHTupoBaHue Toribko C3PC CIFS n NFS4. Takke ans xpaHeHUs OMaLLHNX
KaTanoroB nonb3oBaTens MOXeT ObITb MCnonb3oBaHa u nokansHaa ®C komnbloTepa.

YyeTHas 3anuncbk nonb3oBatens ALD copepxnt nngopmaumio o tmne ®C gomaluHero
KaTanora nonb3oBaTens N ero pacrosioXeHun (cepeep JOMaLLHUX KaTanoroB Ans ceteBbix C n
nyTb K KaTanory ans nokaneHeix ®C). o ymonyaHuto B kayectse Tuna ®C ncnonssyerca C3PC
CIFS, a B kauecTBe pacnonoXeHus — KOHTPOsiep AOMeHa.

MpnumevyaHune. OcobeHHOCTb OpraHM3auumn JOMaLLHNX KaTarloroB Nofib3oBaTens BKIHO-
yaeT B cebs obecneyeHne BO3MOXHOCTM Nepexoaa norb3oBaTtesis K CBOMM Katanoram ¢ apyrown
KraccmdmKaLuMoHHON METKOWM C MOMOLLbIO CCbIfKM mac. Micnonb3oBaHne Taknx CCbifiok B samba
No yMosn4aHuio 3anpeLleHo. [ns paspeLlleHus 3Ton BO3MOXHOCTU UCMONb3yeTcs rnobanbHbin
napameTp allow insecure wide links B wabnoHe koHdUrypaunoHHoro damnna samba
(cm. [B243).

MakeT pacwupeHnsa ald-client-£fs No3BoONAeT Ha NtO6OM KOMMNbIOTEPE JOMEHA pas-
BEPHYTb CepBepP AOMALLHNX KaTanoros, KOTOPbIA BNOCNEACTBMN MOXHO ByaeT ykasaTb Kak pac-
NnonoXxeHue goOMallLHMX KaTanoroB. Permctpauus, 3anyck n oCTaHOB cepBepa OCYLLECTBISETCS C
NMOMOLLIbIO pacLUMPEHNsT KOMaHOHOTO MHTepdenca yTUnuThbl ynpasneHus KnmeHToMm ald-client.

BHUMAHMUE! CyuwecTtByeT BO3MOXHOCTb UBMEHEHUS CepBepa pPacnosioXkeHust Jomall-
Hero Katanora nonb3oBartensd. B aTom cnyyae gomaluHWin Katanor nonb3oBaTens AomKeH bbiTb
p13nyeckm nepemMeLLeH co CTaporo cepeepa Ha HOBbIW, B MPOTUBHOM Cly4yae nornb3oBaTerb He
CMOXET BONTW B CMCTEMY. Takasd e CUTyauns MOXET NPOM3ONTHN NpU 3ameHe OCHOBHOIO cepeepa
pe3epBHbIM.

MoHTMpoOBaHMe gomallHuX KaTanoroB BblnonHaetcs PAM-moaynem ALD aBTomatmnyeckm

npun Bxode rnosib3oBaTern4d. I'Ip|/| 3TOM MOrYT NMPOBEPATLCA OrpaHN4YeHndA Ha TUn ®C gomaluHero
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KaTanora nonb3oBaTens.

BHUMAHUE! CyuwecTtByeT HEKOTOPOe BpeMs Ars pacnpocTpaHeHnsa uHdopmMauum o
CO3aHUKN UNn yaaneHus nosib3oBaresnis. 3To CBA3aHO C MexaHM3Mmamu kewwmpoBaHus NSS. Npu
nepecosgaHuun nosib3oBaTens ¢ TEM Xe MMEeHeM MOryT BO3HUKaTb OWMOKK (Hanpumep, owmnoku
BXO4a B CMCTEMY, MOHTUPOBaHMUS OOMALLUHEro Katanora v T.M.) U3-3a BblAa4yM Ha yAaneHHbIX
cucTemMax ycrtapesluero naeHtudpukaropa nonb3osartens. [MpyM BO3HUKHOBEHUN TakMX OLUMBOK
cnegyeTt nepesanycTuTb Ha MCNONb3yeMbIX KOMMNbOTEPax CIyX0bl nscd U nslcd u obecneunTtb
KOpPEeKTHble 3HaYeHWs NpaB JOCTyNa K Katarnory nonb3oBartens Ha cepBepe AOMaLUHUX KaTanoros.

BHUMAHMUE! [1ns koppekTHOW paboTbl C MOHTMPOBAHMEM OOMALLHNX KaTanoroB Heobxo-
Anmo obecneunTb 0CBOBOXAEHME TOYEK MOHTMPOBAHMSA NPU 3aBEPLUEHNN CECCUM NONb30BaTeNs
(cm. [8.2.5).

CyLuecTByeT BO3MOXHOCTb Ha cepBepax AOMallHUX KaTtanoros (dann-cepeepax) 3aBo-
AVTb obLwme nankn, AOCTyrnHble Ans nonb3oBaTenen. [Ans KoHgurypupoBaHua cann-cepeepa
cnegyeTt pyKoBOACTBOBATLCA JOKYMEHTaUMEN U cnpaBkon no ucnonsdyemon ®C. MoHTMpOBaHue
TaKUX KatarioroB MOXeT ObITb BbIMNOMHEHO MPY NOMOLLM KOMaHAbl mount MW pegakTupoBaHNEM
KOHdUrypaumnoHHoro cdanna fstab. ABTOMatn4yeckoe MOHTUPOBaHUE MOXET ObITb obecrneyeHo
PAM-mogynem pam_mount.

MpnumevaHune. [Npu HeobxogmumocTn paboThl C pasgensemMbiMu pecypcamm ¢ MOMOLLbIO
cTaHAapTHbIX yTunuT Samba (net, smbclient), B TOM YMcrie C NOMb30BaTENbCKMMN pasgense-
MbIMW pecypcamu (usershare), MOryT noTpe6oBaTLCS AONONHUTENBHbIE HAaCTPOIikK (cM. [8.2.4.3).

8.2.6.7. Co3zpaHue pe3epBHbIX KOMUA U BOCCTaHOBIIEHUE

B uensax ymeHbleHUss BpEMEHU HA BOCCTaHOBIEHWe paboTocnocobHOCTU cepBepa B
cnyyae BO3HUMKHOBEHMWS MporpaMMHo-annapaTHbix c6oeB npefyCcMOTPEeHO Co3AaHne pe3epBHOMN
konuu 6a3 gaHHbIX cepBepa AOMEHa.

PesepBurpoBaHne/BoCcCTaHOBMNEHME JOMEHA OCYLLECTBSAIOTCA C MOMOLLLIO YTUINUTLI ynpas-
neHnsa cepBepoM JOMeHa ald-init.

BHUMAHMUE! NMporpammHas koHdurypaumsa ALD cepBepa, Ha KoTopom ByaeT BbINONHATb-
Csl BOCCTAHOBMEHME, A0MKHa TOYHO COOTBETCTBOBATbL TOW, NPU KOTOPOW BbIMOMHANOCH CO3aaHune
pesepBHOM Konuu. [LomkHbl ObITb yCTaHOBNEHbI BCe TpebyeMble nakeTbl CepBepHbIX pacLumpe-
HUM ALD. Takke KoppeKkTHbIM 06pa3om ormkHa OblTb HAaCTpOeHa cuctema paspeLleHns MMeH
(cm. [8.2.3).

CyLuecTByeT HECKOIMbKO BApMaHTOB CO3[1aHWUs pe3epBHOM KONUK cneayrowmumMm KomaHgamm
yTUnNuThl ynpaeneHus cepsepomMm ALD ald-init:

- backup — co3gaHue (OU3NYECKOW KOMUW KOHTposnsiepa AOMeHa: B 3TOM clyyae B

nogkaranore .ald gOMalUHeEro kartarnora nosib3oBaTesisi, BbIMOMHSAOLWEro onepauuio,

co3garTcd ABa apxuBa ald-base.tar.gz M ald-keys.tar.gz, cogepxawme apxvs
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dparmeHToB PC cepBepa ¢ MHpopmaumoHHbiMn B v Bl kntodeBon mHpopmauum

COOTBETCTBEHHO. [1aHHbIN BapUaHT SABMSIETCH €QUHCTBEHHbBIM, MNP KOTOPOM COXPaHSeTCs

KrntoyeBasi MHpopMaums 1 naponu nosnb3oBaTenen;

- backup-1dif — cosgaHue norndeckon konum LDAP B[l koHTponnepa gomMeHa: B 3TOM

crny4vae B nogkatanore .ald goMallHero karanora nofib3oBaTens, BbIMOMHAKOLLENO one-

pauwnto, cosgaetca LDIF cann B LDAP koHTponnepa 4oMeHa C UMEHEM NO YMOMYaHUIo

BMAa ald.<ums_pgomenHa>.1ldif,

- backup-portable — co3gaHue norndyeckon konuu bl koOHTponnepa gomeHa B nepe-

HOCMMOM TEKCTOBOM bopmaTe: B 3TOM Clnyyae B nogkatanore .ald goOMalLHero katanora

Nnosfib30BaTensi, BbIMOMNHALWEro onepauunto, Co3gaeTcsl TEKCTOBbIN (hann ¢ MUMeHeM Mo

ymMon4yaHuio Buga ald. {ums pnoMmeHa} .pbk.gz.

[na BOCCTAaHOBNEHUA MEPEYUCIIEHHbIX BapWaHTOB pPe3epBHbIX KOMUA  UCMONb3y-
IOTCA  KOMaHAbl YTuUnuTbl YynpaseneHusa cepsBepoM ALD ald-init restore-backup,
restore-backup-1dif U restore-backup-portable coOTBETCTBEHHO. [1pn aTOM nepe-
cos3aatoTca 6a3bl gaHHbIX LDAP n Kerberos.

BHUMAHMUE! [Mpn ncnonb3oBaHnn BapuaHTOB CO34aHUSA NIOMMYECKON KONuM KoMmaHgamm
backup-1dif 1 backup-portable knoveBad MHGOPMaLUA U Naponu norb3oBaTenen He
coxpaHsitoTcs. [Nocne BoccTaHoBNeHUs TpebyeTca Ha3Ha4YeHe HOBbLIX Maporen nosnb3oBaTenen,
NOBTOPHbLIN BBOA paboymx CTaHUMN B AOMEH M nepeco3naHne nokanbHbIX hannoB Kro4ven Bcex
3aperncTpmpoBaHHbIX cry6. Mpu 3ToM B Npouecce BOCCTAHOBNEHNA HEOOXoANMMO 3aaaThb Naponb
Nno ymMomn4yaHuio Ans nonb3oBaTenen. BaxxHo obecneuntb BBeOeHME TakOro napons, KOTopbii
OyaeTt yaoBneTBopsaTb TpeboBaHMAM BCEX MapOfbHbIX NOSIMTUK AOMeHa. B npoTuBHOM criyvae
BOCCTaHOBIIEHNE HE MOXET ObITb BbIMOSIHEHO.

MpumeyvaHwue. lNocne BbINOSTHEHUS BOCCTAHOBNEHUA cnyxb6a 3agaHun ALD aldd
BbIMOSHAET HACTPOWVKY NPUBUAErNA Nonb3oBaTenen n apyrme Heobxogmmole gencteus. Npu aTom
MOXET BbIMOMHATCSA nepe3anyck pasnnyHbiX cnyXo cepsepa, B TOM YUcne n cnyxobl agMuHn-
ctpupoBaHuna Kerberos. Cnegyet goxaatbCs 3aBepLUEHMSI BCEX HACTPOeEK neper BbiMOoSTHEHNEM
ApYrnx agMUHUCTPAaTUBHbLIX AENCTBUN.

Mocne BbINOMHEHNA  BOCCTAHOBIIEHUA  crieqyeT  BOCMONb30BaTbCA  KOMaHOOW
test-integrity YTUNUTbI aAMUHUCTPUPOBAHUS ald-admin ANS NPOBEPKU BHYTPEH-
HEeM UEeNOCTHOCTU KOHdUrypaumm AOMEHa, 4TO BKIOYaeT B cebs MpOBEPKY COCTOSIHUA U
COrfacoBaHHOCTU Bcex cyLHocten ALD.

8.2.6.8. [loBepuTesnbHble OTHOLUEHUSA MeXAy AOMEeHaMu

B cnyyae Hannuusa Heckonbknx gomeHoB ALD nogaepxmBaeTcsi BO3MOXHOCTb obpalleHus
KIMMEHTOB OAHOro AOMEHa K pecypcam gpyroro JomMeHa. [Ins aToro mexay AoMeHamMu OOIKHbI

ObITb yCTaHOBJ1EHbI AOBEPUTESIbHbIE OTHOLLUEHUA.
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B ALD mncnosnb3ytoTca CMMMETPUYHbIE OBEPUTESIbHbIE OTHOLLEHUS MeXay AOMeHaMN.
B cnyyae HeobGxoaMMOCTM OrpaHUYeHNsa AOCTyna KIIMEHTAM Yy>KOro OMeHa K TOMY UIiM MHO-
MYy CepBUCY, COOTBETCTBYIOLLME HACTPONKU OrpaHUYeHuss 4OCTyna OOMKHbl ObiTb BbINOTHEHbI
cpencTBaMu KOHUTYpUpoOBaHUSA caMoro cepBuca.

Mpn paboTe ¢ nonb3oBaTensaMu Apyrmx AOMEHOB AOSMKHbI UCMOMb30BaTbCA MMEHa UX
y4yeTHbIX 3anncen Kerberos Buaa <umsi_nonb3oBaTensa>@<REALM>.

[nsa ycTaHOBKM JOBEPUTENBHBLIX OTHOLIEHUI MeXay AOMeHaMN HeoBXoAUMO B KaXXAOM U3
HUX NpousBecTu gobasneHne opyroro AoOMeHa KoMaHaon ald-admin trusted-add. [letansb-
HOe onncaHne KoMaHg NpUBeLEeHO B PYKOBOACTBE man ANS YTUNnTbl ald-admin.

BHUMAHMWE! BeeneHve noBeputenbHbIX OTHOLWEHWI TpebyeT nameHeHns KoHdurypaum-
OHHbIX (PanoB Ha KaXXAOM KOMMbloTepe JoMeHa. MiameHeHus ByayT BHeCeHbI MOCne nepesarpysku
KOMMbIOTEPOB. [ANa onepaTUBHOIO U3MEHEHNSA KOHUrypaunn Ha oTaenbHOM KoMmnbtoTepe 6e3
nepesarpyskm MoOXeT ObITb UCMOMNb30BaHa KOMaHAa ald-client restart.

BHUMAHMUE! [loBeputenbHble OTHOLLEHNA HE COXPaHSATCS NpU CO34aHNN PeE3ePBHOMN
Konun goMeHa koMaHgamn backup-1dif n backup-portable U JOMKHbI ObITb YCTAHOBMEHDI
3aHOBO MNocre nepecosfaHnsa gomeHa (cm. [8.2.6.7).

MpumevyaHune. B cnyyae HeobxoaMMOCTN NpedoCTaBneHns OOCTyna K pasgensie-
MbIM (pannoBbIM pecypcam Mnosib3oBaTensaM MoryT TpeboBaTbCa AOMOMHUTENbHbIE HACTPOMKK
(cm.[8.2.4.3).

8.2.6.9. Co3paHune pesepBHoro cepsepa ALD

Mon pesepBHbLIM cepBepoM ALD nogpasymeBaeTcsa cepBep, KOTOPbIA MOXET 3aMEHUTb
cobor OCHOBHOWM KOHTPOMep JOMEHa B criydae HeobxogMMoCTu (Hanpumep, B cryvyae Bbixoda U3
CTPOSi OCHOBHOIO KOHTpOrfepa AomMeHa) 6e3 notepu cnyxebHon nHopMaLmmn: y4ETHbIX 3annucen
nosib3oBaTeneun, naposien, NOANTUK Naponen 1 pyron LeHTpann3oBaHHOM MHGOPMaLN.

MpumeyvaHue. PesepBHbin cepBep ALD nossongdet obpalwiaTtbcs 3a MHpopmaumen
kK cnyxbe katanoroe LDAP u cnyx6e ayteHTudukaumm Kerberos, 4to obecnevnsaet paboty
nonb3oBaTternen gaxe npu cboe 0OCHOBHOIO KOHTposnnepa goMeHa. [1ns aToro pesepBHbIN cepBep
DOIKeH ObITb yKaszaH B COOTBETCTBYHLLNX KOHPUTYPaLMOHHbIX hannax. AOMUHUCTPUPOBAHNE
BbIMOMHSETCS TONbKO HA OCHOBHOM KOHTpoOsfiepe AoOMeHa.

BHUMAHMWE! Pe3epBHbI cepBep 3aMeHSET UMEHHO KOHTPOMep AOMEHa 1 He obecrneyn-
BaeT NepeHoC OMAaLUHUX OUPEKTOPUI rnonb3oBaTenen. [Ans coxpaHeHns JoMalLHUX ONPEeKTopui
PEKOMEHYeTCS UCNONb30BaTh BbiAENEHHbI cepBep AOMALLHUX ANpeKTopuii (cM. [8.2.6.6)).

BHUMAHUE! MexaHuam pesepBHbIx cepBepoB ALD He aBnsetcsa “ropsaynm pesepsom”.
3ameHa OCHOBHOro KOHTporfepa AOMeHa pe3epBHbIM npegnosiaraer AeNCTBUS CUCTEMHOIO
agMVHMCTpaTopa Mo 3ameHe OCHOBHOTO cepBepa pesepBHbIM (cM. [8.2.6.10).

[nsa BbINoONHEHUA beHKLl,I/II/I pe3epBnpoBaHNA UCMNOJIb3YIOTCA pa3iinyHble MEeXaHU3MbI
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pensikaumm, B TOM 4mcrie n cob6CTBEHHbIE MexaHu3Mbl pennukaumm cnyxo LDAP n Kerberos.

MpumeyvyaHue. Pennukauna nponsBoguTca OoT UMEHU CUCTEMHOM yYEeTHOMW 3anucu
cnyx6bl 06paboTku 3agaHmn ALD aldd, 3anyLieHHoOn Ha pe3epBHOM cepBepe. YkaszaHHasa yyeTHas
3anncb BXOAMUT B rpynny aaMUHUCTPATOPOB, YTO NO3BONSAET €M pennmMuMpoBaTh JaHHbIEe JOMEHa.

BHUMAHMUE! Pacwupenuns ALD moryT npuMBHOCUTL CBOE AeneHne NOSTHOMOYUI, YTO
MOXEeT noTpeboBaTb OOMOSHUTENbHBLIX HACTpPoeK Ans obecneyeHuss NONHOW pennukauun 6a3
AaHHbIX ALD.

CosagaHune 1 ynpasneHue pesepBHbIM cepepoM ALD ocyulectensieTca yTunuTon ynpas-
nexHna cepsepoM ALD ald-init.

BHUMAHMUE! CoctaB ycTtaHoBrneHHbIX naketoB ALD Ha pesepBHOM cepBepe OOMKeEH
ObITb MAEHTNYEH cocTaBy naketoB ALD, ycTaHOBMEHHbLIX HA OCHOBHOM CepBepe.

CosnaHune pe3epBHOro cepeepa 3akniovaeTcs B BbIMOSIHEHUN KOMaHAbl MHULManM3aumm
cepBepa ald-init init ¢ ykasaHuem napametpa --slave. B xoge cosgaHus 6yaet BbiBege-
Ha MHopmauna o6 obHapy>XeHHOM NepBUYHOM cepBepe AOMeHa U NpomnsseaeHbl HaCTPOMKK
pe3epBHOro cepsepa.

lMocne npoBeaeHNs ykasaHHbIX AEUCTBUA Ha pe3epBHLIN cepBep ByaeT ocyLecTBNATLCA
pennukaums Bcen Heobxoanmon nHgopmaumm ¢ OCHOBHOro cepsepa. B cnyvyae Heobxoaumo-
CTU pe3epBHbIN cepBep MOXET OblTb NepeBedeH B onepaTuBHbIA PeXuM paboTbl KOMaHAON
ald-init promote.

MpumevaHune. Pennukauna 6a3 gaHHbIX BbINOMHAETCA B OnpeaeneHHble npomMe-
XyTkn BpemeHu. Hanpumep, 6asbl Kerberos no ymonuaHuio obHoBngawtca pa3 B 10 mu-
HYT, YTO 3agaeTcs napameTpomM SERVER_PROPAGATE_PERIOD B KOH(UrypaunmoHHOM chawnne
/etc/ald/ald.conf ocHoBHOro cepBepa (cM.[8.2.3).

YpaneHve  ak3emnnsipa  cepBepa  MOXeT  OblTb  BbINOMIHEHO  KOMaHOOW
ald-init destroy.

8.2.6.10. 3ameHa OCHOBHOIO cepBepa pe3epBHbIM

B cnyyae Bbixoga U3 CTPosi OCHOBHOIO KOHTpossiepa AJOMeHa afMUHUCTPATOpP AOSMKEH
Npou3BeCcTn crneayroLine 4eNCTBUSA No 3ameHe OCHOBHOIO cepBepa JOMeHa pe3epBHbIM:

1) nepeBecTn OguH N3 pe3epBHbIX CEPBEPOB B ONepaTUBHbLIA PEXMUM paboTbl KOMaHOOM

ald-init promote.

BHUMAHMUE! lpun nepeBoae pesepBHOro cepBepa B onepaTuBHbIA PEXUM OCHOBHOMN

cepBep NPUHYOUTENbHO UCKMOYaeTCa U3 AoMeHa BO udbexaHue koHdnukToB. Nocne

BOCCTaHOBSIEHUS OH MOXET ObITb BO3BpaLLEH B JOMEH B Ka4eCTBe pe3epBHOro;

2) Ha BCEX KITIMEHTCKMX MaLUMHaX, BKMNoYasi cepBep AOMALLHUX OUPEKTOPUIA (ECNKn eCcTb),

B KOHUrypaumoHHoM panne /etc/ald/ald.conf B KayecTBe napamerpa SERVER

yKasaTb HOBbI KOHTpOMnep AomeHa (ObiBLINA pe3epBHbI cepBep). [ocne atoro AomkHa
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ObITb BbIMOMHEHA kOMaHAa ald-client commit-config.

8.2.6.11. CoBMmecTUMOCTb C NpeabiayLwmMMn Bepcusimm

CyLwiecTtByeT BO3MOXHOCTb COBMECTHOIO UCMNOMb30BaHNA B OAHOM AOMEHEe KOMMbITEPOB
C pasHbiMu Bepcuamun ALD.

Mpwn aTOoM BO3MOXHA kak paboTa HoBbIX knueHToB ALD co cTtapbim cepBepoM gomMeHa
ALD, Tak n pabota cTapbiX KNIMEHTOB C HOBbIM CEPBEPOM AOMEHA.

BHUMAHMUE! B cBsA3n c oTnnumMem popmarta XxpaHeHUs paclumpeHHbIx aTpnbytos B Astra
Linux ctapee Bepcun 1.4 oTCyTCTBYET COBMECTUMOCTb Ha YPOBHE A0CTYyNa K CETEBbIM (PannoBbIM
pecypcam. COBMECTMMOCTb AOCTyna K HedannoBbiM CeTEBbIM pecypcam (noyta, CYB[ v 1.n.)
COXpaHsieTcs.

BHUMAHMUE! B cnyyae otnvymnsa Bepcun KrveHTa OT BEpCUM cepBepa HEKOTOPble HOBbLIE
Bo3MoxxHoCcTu ALD OyayT HegocTynHbl. [Mpn Bepcum OC 1.2 K TakKMM BO3MOXHOCTSIM OTHOCATCS:
pasMelleHne AoMallHero Kartarnora Ha OoTAerflbHOM cepBepe, NpoBepKa BO3MOXHOCTWU Bxoda
nonb3oBaTensa Ha AaHHbIM KOMMbKOTEP MO CMUCKY pa3peLleHHbIX Nosib30BaTesto KOMMNbITEPOB,
BKINHOYEHNE JOMEHHOIO NMonb30oBaTessl B 3afaHHble floKanbHble rpynmbl U HEKOTOPbLIE CBONCTBA
nonMTuK naponen Kerberos.

MpnmeyvyaHwue. Vicnonb3oBaHve B OAHOM JOMEHE KOMMbIOTEPOB C pa3HbIMU BEPCUAMN
ALD He pekomeHayeTcs, T.K. B 9TOM crnyyae He obecneymBaeTcsa paboTa Bcex 3asBNeHHbIX
mexaHuamos ETMM.

Pa6ota cTapbix KNIMEHTOB C HOBbIM cepBepomMm aomeHa ALD

[ns pabotbl cTapbix knneHToB (Bepcun OC 1.2) ¢ HOBbIM cepBepoM Heobxoaumo no-
cne BBeAEHUS KITMEHTOB B JOMEH BbIMOMHUTL Ha cepBepe KomaHay ald-admin host-renew.
KomaHga BbINONHAETCHA OAUH pa3 Ans BCeX CTapbiX KNMEeHTOB Nocre ux BBeAeHWUs B JOMEH.

Takke AnNgd MOHTMPOBaHMA [OOMALLUHMX KaTanoroB Heobxogmmo B  hanne
/etc/request-keys.conf 3aMeHNTb CTPOKY:
create cifs.spnego * * /usr/sbin/cifs.upcall %k
Ha:
create cifs.spnego * * /usr/sbin/cifs.upcall -c %k

MpumeyaHwue. Nockonbky hann /etc/request-keys.conf nepenucoiBaeTcsa npu
O0BHOBMNEHUM KOH(pUrypaumm koMaHagamm ald-client commit-config pekoMeHOyeTCa BHECTU
N3MeHEHNE B COOTBETCTBYIOLNN WAbNoH /etc/ald/request_key.conf.pl.

PaboTa HOBbIX KNMEHTOB CO CTapbiM cepBepoM aomeHa ALD

PaboTta HOBbIX KNMEHTOB CO cTapbiM cepBepom gomeHa ALD (Bepcumn OC 1.2) obecneum-
BaeTCs B peXXMMe COBMECTUMOCTU, KOTOPbIN 3a4aeTcs ykazaHneM B KOHUrypaumoHHoM doanne
/etc/ald/ald.conf Bepcun 1.4:

VERSION=1.4



173

Kpome TOro, Angd p860TbI MEXaHN3MOB MOHTUPOBaAHNA AOMALLUHUX KaTaJioroB HGOGXOD,VIMO
Ha cepBepe AOMeHa co3faTb npuHuuMnana cnyxbbl cifs 1 COXpaHUTb €ro Kru:
ald-admin service-add cifs/server.my_domain.org

ald-client update-svc-keytab cifs/server.my_domain.org

8.2.7. NpoBepkKka LEeNOCTHOCTU U YyCTpaHeHUe OWnO6OoK

B ALD BcTpoeHbl cpeacTBa NPOBEPKM BHYTPEHHEN LIENOCTHOCTN KOHUrypaLmm JOMeHa,
4YTO BKIIOYAET B ceBSA NPOBEPKY COCTOSIHMSA M COrNacoBaHHOCTU Bcex cyliHocTen ALD.

Mpwn BO3HMKHOBEHMM B Npouecce paboTbl coobLueHnr 06 owmbkax nnm HEKOPPEKTHOMN
pabote mexaHuamoB EllM crneayeTr Bocnonb3oBaTbCs KOMaHOOM test-integrity YyTUNUTBI
agMNHUCTPUPOBaHNA ald-admin.

B xooe npoBepkn MOXET ObITb JTOKanu3oBaHa npuymMHa owmnbok n cboes, YTo obnerymT nx
yCTpaHeHue.

Mpw BbINOAHEHUN KOMaHAbl NPOM3BOAUTCA MPOBEPKA COCTOSHMSA U COrNacoOBaHHOCTU CyLLU-
HOCTeN AOMeHa, Npy 3TOM oTobpaXaeTcs TekyLlas npoBepsiemasi rpynna CyLHOCTEN 1 pesynbraTt
NpoBepKn (Mpu ykazaHum napameTpa --verbose JONOMHUTENbHO BbIBOAUTHCA TEKyLLas NpoBe-
psiemas CyLwHOCTb). B pe3synsraTe BbINONHEHUS NPOBEPKN MOryT ObiTh BbiBEAEHbI CrieaytoLwme
AnarHocTnyeckne coobLeHuns:

[lpoBepka uenocTHocTu 6a3H naHHEX ALD cdopMupoBana OUACHOCTHUUECKUX coobmenusi: N

1: <guar=gocTuuyeckoe coobmeHue 1>

[Mpn oBHapyXeHUn KpUTUYHBIX OLLIMOOK KOMaH4a 3aBepLuaeTcs ¢ Bblgaden coobuieHnsa ob

owmnbke:

[lpoBepka uenocTHOoCTH 6a3n OaHHEX ALD BHsaBuna omuboxk: N.

[lpu HOpManbHOM QYHKLHOHMpPOBaHMM ALD Takux omubOK BO3HUKATH HE HOOJIKHO.
[ompobyiiTe yOoanuTb ommMbOUHLHE CYMHOCTHM M CO30AaTh HMX 3aHOBO. Eciu »TO

HE IIOMOXEeT, WJIM €CJNM [OSABATCS HOBHEe omubku - obparurech K paspaboTumkam.

[dunarHocTnyeckme coobLeHna MOryT cogepaTb peKoMeHAaunn no yCTpaHeHUIo BbISB-
NEeHHOro HapyweHus. CNMCoK BO3MOXHbIX ANArHOCTUYECKNX COOBLLEHNI NPUBEOEH HUXKE.

BHUMAHUE! PekomeHayeTca ncnonb3oBaTthb npeanaraeMbini BapuaHT yCTpaHeHUs Ha-
pyweHus cpeacteamu ALD, Tak Kak ans py4yHoOro yctpaHeHust HapyweHun TpebytoTcs rnybokme
3HaHNA TEXHOMNOIMM, MeXaHN3MoB PYHKLNOHUPOBAHUA U UHCTPYMEHTOB afMUHUCTPUPOBAHUSA
LDAP u Kerberos.

BHUMAHMUE! lNepen KpUTUYHBIMU UCNpaBRNeHnaMu, Tpebyrowmnmmn nepecosgaHns 4JOMeHa,
pekoMeHayeTCs, N0 BO3MOXXHOCTU, COXPaHUTb pe3epBHYIO KOMuo AoMeHa. [locre BocCcTaHOBEHUA
N3 pe3epBHON KOMUM HEKOTOPbIE OLUMOKM MOTYT UCHE3HYTb.

YacTb owmnbok MOXET ObITb YCTpaHeHa aBTomMaTudecku. [na atoro Heobxoanmo ykasa-

Hue napameTpa —--fix npu BbI30Be KOMaHAbl ald-admin test-integrity. ABTOMarndecku
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BbINOMNHATCA cnegyowmne 4enCTBUS:

- co3gaHune HegoCcTalLwWmnX MHAEKCOB U OrpaHnyeHun yHnkaneHocTn B LDAP;

- yOaneHue HecyLecTBYHLINX YIIEHOB rpynn nofib3oBartesnien, KOMMnbLITEPOB, CEPBUCOB U

aAMWHNCTPATOPOB;

- nepecos3gaHue nonMTUK naponen no cyuwecteywowen wnHdopmaumm (LDAP wnn

Kerberos);

- CUMHXPOHM3aUMsa KOMNbIOTEPOB MO MHopMaunn ns Kerberos (host-renew);

- CMHXPOHM3auma napametpos nonutuk naponeun n3 LDAP B Kerberos;

- HacTpowKa rnybuHbl ICTOpUN 3a4aHNA U UX poTauus;

- KOPPEKTMPOBKa CNM1cKa paspeLleHHbIX KOMMNbITEPOB U rPpyrn KOMMbOTEPOB;

- OTOOpP agMUHUCTPATUBHBIX NPaB Npu NOOOM HapyLLEeHMM CBOWCTB Nosib3oBaTesemn.

Cnuncok BO3MOXHbIX OLUMGOK M CnocoGoB UX YCTpaHeHUs npusefeH B Tabnuue [37].

BHUMAHMUE! lpu BbizoBe kOMaHAbl ald-admin test-integrity C napameTpom
—-—fix BbINOMHAKTCA AENCTBUS MO UCMPaBIeHnIo cpa3dy Bcex owmnbok. Bo nsbexaHne HeBepHbIX
“CnpaBneHui criefyeT yuuTbIBaTh XapakTep aBToMaTUYeckux AeNCTBUIA, onMcaHHbIX B Tabnuue [37]

MpumeyvyaHue. B3aBMCUMOCTI OT YCTAHOBIEHHbIX PaCLLUMPEHNIA COCTaB NPOBEPOK N AN-
ArHOCTMYECKMX COOBLLIEHNI MOXET oTnnyaTbes. lNoaxon K ycTpaHeHuto owmnbok, He NpUBEAEHHbIX

B Tabnuue, MOXET ObITb BbINOSTHEH MO aHaNoOrmm ¢ ONMCaHHbIMMU.

Taobnuuya 37

Ownbkn Cnocobbl ycTpaHeHus

Owwnbku obLuero Bunaa

CywHocTb MOXeT ObITb NMOO NepecosgaHa 3aHOBO, K-
Kakasi-nnbo cywHoctb ALD He HangeHa nnu | 60 yganeHa KomaHgaMy yTuUnnTbl ald-admin.

HapyLleH CUHTaKCUC UMEHU CYLLHOCTU HekoTopble CyLHOCTU MOryT BbITb CO34aHbl Unu yaane-
Hbl cpeacTBamMun agMmuHuctTpmupoBanusa LDAP n Kerberos

CyLHOCTb MOXET ObiTb MOAUMULMPOBaHa KOMaH4aMM
HapyLueH CMHTaKCUC Unu 3Ha4yeHne CBOWUCTB | YTUNnUTbl ald-admin.

N napameTpoB cyliHocTen ALD HekoTopble CyLwHOCTU MOIyT ObiTb MOANMULNPOBAHDI
cpeacteBamu agmuHuctpuposaHus LDAP n Kerberos

lMpoBepka KoHduUrypaumm gomeHa

Mma gomeHa oTnmvyaeTca OT 3HaveHus B

ald.conf Ncnpaenenue danna ald.conf, ecnu nmsa gomeHa BepHO

Bepcusa gpomeHa otnuyaetcs ot 3HadeHus B | Vicnpaenenue danna ald.conf, ecnn He ncnonb3syetcs
ald.conf pexum COBMECTUMOCTH

Mposepkn LDAP
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Moaynbs LDAP He 3apeructpupoBaH

HesepHo 3agaH wabnoH gomeHa slapd.l16.1dif.
HeobxogmMmo ykasaTb 3arpysky ykasaHHOro moayns v
nepecosgartb JOMEH.

CyliecTtByeT BO3MOXHOCTb pelleHus cpegcTBamu ag-
MUHUCTpupoBaHusa LDAP, Ho B aTom cnyyae 6e3 moau-
dukauum wabnoHa owmnbka MOXET NOBTOPUTLCH Nocre
nepecosgaHvs goMeHa

UHpekc LDAP He 3apernctpupoBaH.
OrpaHunyeHue yHukanoHoct LDAP He 3ape-
rMMCTPUPOBaHO

Mpu ykasaHum napameTtpa —-£ix aBTOMaTMYeCKU co3aa-
eTcs

ﬂpOBepKa CUCTEMHbIX NpuHUMnanoB

He HampgeH cucTeMHbin npuHumnan B B[
Kerberos

HeobxogmMmo ero cosgatb C MNOMOLLBID  KOMaHAbl
kadmin(1) n creHepupoBaTb ANSA Hero ko4 B dan-
ne knioyen. Inu npovHWunanusanpoBaTb cepBep 3a-
HOBO C MNOMOWbBK KOMaHL ald-init init wnm
restore-backup(-1dif)

MpoBepka KOMMNbIOTEPOB

host\ ... NpuMHUMNanbl He HangeHbl Ons
creayroLnx KOMMbIOTEPOB. ..

Ypanutb 1 nepecosgatb C NOMOLLbI KOMaHg host-*
WK1 co3aaTb C NOMoLb koMaHabl kadmin(1) u creHepu-
poBaTb ANl HEero KN4 B doanne Knoyen

Cnepytolime KoMNblOTEPbl HE HaWAeHbl B
LDAP, xoTa ux npuvHumnansl NPUCYTCTBYIOT B
Kerberos:...

O6HoBUTL  WHGopMauuto B LDAP  komaHgon
host-renew wunu ypanutb ux mn3 B[] Kerberos c
nomMoLlbo kKoMaHasl kadmin(1).
Mpu ykaszaHuM napameTpa
KoMaHaa host-renew

--fix BbINnonHaeTcs

M poBepKa rpynn KOMnNbOTEPOB

KomnbtoTep B rpynne KOMMbOTEPOB HEBEPEH
unu He HanaeH B LDAP

MoaunduumposaTs cocTtaB rpynnbl KOMMALKOTEPOB UMK
BBECTU YKa3aHHbIN KOMMbIOTEP B AOMEH.

Mpu ykasaHuu napameTtpa —--£ix KOMMNbIOTEP yaAanaeTcs
13 rpynnbl

Mposepka cepeepoB ALD

KomnbtoTep anga cepsepa ALD He HangeH

KputnyHas owmnbka koHdurypauuu. Npn HeobxognumocTu
crnegyet nepecosgartb AOMEH

CepBep C MOEHTUUKATOPOM YXKe CYLLECTBY-
er

N3meHnTb ngeHTndukaTtop 0gHOro U3 cepBepoB NyTem
MoamduKauumn cooTBeTcTByoLero anna ald. cont

OcHoBHoI KoHTponep gomeHa ALD yxe 6bin
HanaeH

KpntnyHas owmnbka koHurypaumm. BeiaBuTb HEBEPHbIN
cepBep ALD. Ecnu owwnbka BO dorarax KomnbioTepa,
cnegyet ucnpaeuTb drarn ¢ NnomMoLbio host-mod, B
NPOTUBHOM Crlyvae BbIBECTM HEBEPHbIV CEPBEP U3 AOMeE-
Ha

[MpoBepka NONUTKK Naponemn

Cniegywouime nonuTUKK Naponen He Hange-
Hbl B LDAP/Kerberos (HO NpucyTCTBYHOT B
Kerberos/LDAP)....

Yoanutb UX U co3gaTb 3aHOBO.
Mpu ykasaHun napameTpa --fix nepecosgarTcs Mo
OCTaBLLENCA YacTu NHopMaunm
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Monutuka naponen default He HangeHa B
Kerberos

CospgaTtb Bpy4Hyto KomaHgoun kadmin(1).
MNpw yka3aHun napameTpa --£f£ix cosgaercs

Monutnka naponen
Kerberos/LDAP

He HanmgeHa B

YoanuTb ee 1 co3gaTb 3aHOBO.
Mpn ykasaHuM napametpa --fix nepecosgaeTcd Mo
OCTaBLLENCA YacTu NHopMaLmnm

Monuntnka naponen B LDAP He coBnagaet ¢
aHanorn4yHom B Kerberos

YcTaHoBUTbL NapaMeTpbl NOMUTUKMA 3aHOBO.
Mpu ykasaHum napameTpa —-£ix o6HoBnsetca ns LDAP

lNpoBepka nonb3oBartenen

[ns npuHuMnana oTcyTCTBYET COOTBETCTRY-
towmn nonb3osatens B b1 LDAP

Ecnu npyvHuunan He co3gaH BpyYHyo ANst ApYIrvX Lenen,
cnegyeT yganutb ero ytunuton kadmin(1) n cosgartb
nornb3oBarens 3aHOBO

OtcytcTtByeT npuHuunan Kerberos gns nonb-
3oBarens

Cosgatb npuHUmMnan Bpy4YHy ¢ nomolbio kadmin(1)
WnNu yganutb 1 co3gatb NoNb3oBaTens 3aHOBO

MNonuTtmka naponen nonb3osatens 8 LDAP
He coBnapgaet ¢ Kerberos

YCcTaHOBUTbL NOMAUTUKY NOMb30BaTeNS 3aHOBO.
Mpn ykasaHun napameTpa —-£ix Nonb30BaTento HasHa-
YyaeTtcsa nonuTtuka naponen ns LDAP

Monb3oBaTenb nmeet UID, KOTOpbI MeHbLLE,
yem MINIMUM_UID

Ownbka co3gaHma nonb3oBaTens. YaanuTb Norb3oBa-
Tenda n cosgaTb ero 3aHoBO C npaBusibHbIM UID unn
W3MEHWUTb C NMOMOLLIbIO KOMaHAbl user-mod.

Monb3oBaTenb CChbINAaeTcsl Ha HECYLLEeCTBYO-
LY NONUTUKY

N3MeHUTb HenpaBunbHblE NapaMeTpbl NoMb30BaTens.
Mpu ykasaHum napameTtpa —-£ix nonb3osaTtesnto HasHa-
yaeTcs MonmuTuKa naponei no ymonyaxuio «default»

Monb3oBaTenb CChbINAeTcsl Ha HECYLLECTBYO-
Liyto rpynny

N3MeHUTb HenpaBunbHblE NapaMeTpbl Nonb30BaTens.
Mpu ykasaHum napametpa --£ix nonb3osaTtesnto HasHa-
yaeTcs rpynna rno ymornyaHuioo «Domain Users»

HenpaBunbHbI CUHTAKCMC AOMALLHEro KaTa-
nora nonb3oBaTtens.

HenpaBunbHbIM CUHTaKCUC KOMaHAHOW 060-
NOYKM nonb3oBaTtens.

HenpasunbHbin cuHtakcnc GECOS nonb3o-
BaTens.

N3mMeHUTb HenpaBuiibHble NapaMeTpbl NoNb3oBaTenA

Crnegyiowie KOMMNbIOTEPBLI, YKa3aHHblE B
CcrnncKe NpuBUNEriin NonbL3oBaTensi, HEBEPHbI
unu He HangeHbl B b1 LDAP

[o6aBuTb NX B LOMEH WU U3MEHWUTb MPUBUIIETNI MOSb-
30BaTenst KoOMaHaon user-ald-cap.

Mpu ykasaHum napameTpa —-fix KOMMNbOTEPLI yaans-
tOTCS M3 Crncka NPUBUNETNMIA NONb3oBaTenNs

Cnepytowime rpynmnbl KOMMAbIOTEPOB, yKa3aH-
Hble B CNMCKe NpuBUIernin nonb3oBaTend,
HeBepHbl Uy He HanaeHsbl B B[] LDAP

[o6aBuTb X B JOMEH UIN N3MEHUTb NPUBUIETMM NOMb-
3oBartend KomaHaon user—-ald-cap.

Mpun ykasaHun napameTtpa ——£ix rpynnbl KOMMbLIOTEPOB
yaansoTCs U3 cnucka NpUBMErnii nonb3oBaTens

MpoBepka rpynn

pynna nmeet GID, kOTOpbIN MeHbLUE, YEM
MINIMUM_GID

Owwnbka cosganHuns rpynnbl. YoanuTb rpynny u cosgatb
ee 3aHOBO C npaBunbHbIM GID Unn N3MeHUTb ¢ NOMO-
Wbk KOMaHAbl group-mod.
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lpynna coaepxuT HecyLLEeCTBYOLLEro Mosb-
3oBaTens

N3meHnTb cocTas rpynnbl
group-mod.

Mpwn ykaszaHum napameTpa --£ix nonb3oBartens yaans-
eTcs U3 rpynnol

C noMouWbd KOMaHAabl

lNMpoBepka agMUHUCTPATOPOB

‘pynna agMnHUCTpaTopoB He HanaeHa

Kputnyeckas owmnbka. Heobxogumo nepecosgarb JOMEH

Cneaytowume bind-DN He HangeHbl B rpynne
agMUHUCTPAaTOPOB:...

[o6aBnTb ¢ NOMOLLbIO KOMaHA ald-admin HegocTato-
LLMX YIIEHOB B rpynny unv nepecosaaTb JOMEH.

Mpwn ykasaHun napameTpa --£ix nobaBnsTcs aBToMa-
TUYECKM

CepBWc NpucyTCTBYET B rpynne agMUHUCTpa-
TOPOB, HO He HaWaeH B 6a3e JaHHbIX

MoaudmumpoBaTb rpynny aaMMHUCTPATOPOB UMK CO-
30aTb yKasaHHbI CEpPBUC 3aHOBO.

Mpw ykasaHuu napameTtpa —-fix cepBuC yaansietcs us
rpynnbl aQMUHUCTPATOPOB

Monb3oBaTenb NPUCYTCTBYET B rpynne agmu-
HUCTPAaTOpPOB, HO He obnadaeT nNnpuBUNernen
agMuHuUCTpaTopa.
Monb3oBaTtenb obnagaet npuBunervnen ag-
MUHWUCTpaTopa, HO He NPUCYTCTBYET B rpynne
aAMUHNCTPaTOpPOB

YCTaHOBUTbL NpaBusbHbIE NPUBUIIErMM NONb3oBaTeENs Ko-
MaHOon user-ald-cap.

Mpun ykaszaHum napameTpa --fix nonb3oBartenb ygans-
€TCs U3 rpynnsbl agMUHUCTPATOPOB UMK NULLIAETCA NpU-
BUNEernn

MNpoBepka cepBuCoB

KomnbloTep cepBuca He HangeH B LDAP

Ecnv npyHumMnan He co3gaH Bpy4YHyl Ans Apyrux Le-
nen, crnenyeT yaanuTb CEPBUC UM BBECTU YKa3aHHbIN
KOMMbOTEP B JOMEH

MpoBepka rpynn cepeBncos

lpynna cepBMCOB COOEPXKNT CEPBUC C HEBEP-
HbIM UMEHEM.

pynna cepBMCOB COQEPXKUT HECYLLECTBYHO-
L1 cepBuc

NameHuTb cocTtaB rpynnbi
Sgroup-svc-rm.

Mpw ykasaHuu napameTtpa —-£fix cepBuC ygansiercs ns
rpynnbl

C noMmouwbd KOomMaHAabl

MpoBepka AOMEHHbIX JOKYMEHTOB

HeBepHaga Bepcus AOKyMeHTa.
HeBepHbI NyTb K dhanny

McnpaBuTb CBOMCTBA JOKYMEHTA

dann He cylwiecTByeT

Yoanutb JOKYMEHT M co3aaTb 3aHOBO

MpoBepka

AOBEepEHHbIX AOMEHOB

[loBepeHHbI JOMEH 0bnacT He HaMadeH.
Inbound/Outbound TGT npuHuunan He Han-
neH

YoanuTtb AoBEPEHHbIN AOMEH M co34aTb 3aHOBO

He ypanock pasbimeHoBatb KDC gomeHa

MpoBepPUTL HACTPONKY CUCTEMbI paspeLLeHnss UMEH U
Hanu4yne cBsi3n C ykasaHHbIM cepBepoM. Mpu Heobxoaw-
MOCTW yAanuTb AOBEPEHHbI JOMEH

lMpoBepka cepBepHbIX 3agaHnn
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YcTaHOBUTE KOPPEKTHOE 3HAYeHMe.
Mpwn ykasaHun napameTpa —-fix ycTaHaBNMBAETCs 3Ha-
yeHue no ymondaxumo 100

MapameTp task-history AomkeH ObiTb
ymncnom ot 2 go 2000

YaanuTb 3agaHns BpPyYHYHO.
Mpun ykasaHun napameTtpa —-£ix BbINOHAETCA poTaLms
3agaHumn

KonnyecTBo 3aBepLUEHHbIX 3a4aHnin NpeBbl-
waet napameTp task-history

8.3. Cnyx6a FreelPA

FreelPA npegHasHadeHa gnga peanusaumn LLEeHTPanmM3oBaHHOIO yrpaBneHnsa ceTeBbIMn
cnyx6amu, naeHTudmkaumen n ayTeHTudukaumen, a takke ansi yCTaHOBKU OOBEPUTENbHbIX
OTHOLLEeHUN n obecneveHuns B3anmoaencTeums Linux-cuctem ¢ gomeHom Active Directory (AD).

B FreelPA ncnonbayetcs cuctemHbin geMoH SSSD (System Security Services Daemon),
yNpaBnsoLwmn 4OCTYNOM K yaaneHHbIM AUPEKTOPUAM U MEXaHU3MaM ayTeHTUUKALMKN, BXOOALLUM
B cocTaB FreelPA.

FreelPA ocHoBbiBaeTcs Ha TexHonormax LDAP n Kerberos n nogaepxmeaet murpaumio
y4yeTHbIX 3anucen n3 LDAP u NIS. FreelPA npegocTtaBnseT cnegyowmnin gyHKUMoHan:

- DNS cepsep;

- cepsep BpemeHu NTP;

- ynpasreHne JOCTYNOM Ha OCHOBE MOSUTHUK.

YnpasneHune FreelPA 0ocTynHO Kak Yyepes TepMuHarn, Tak n yepes web-nHtepdeinc.

FreelPA nossonsieT cosgaBaTb LEeHTpanM3oBaHHbIe CUCTEMbI MO YyNpaBreHno naeHTudu-
Kauuen nonb3oBaTtenen, 3agaHuio NONUTUK AOCTyNa 1 ayauTa ansa ceten Ha 6ase Astra Linux. B
cocTtaB FreelPA BxogaTt cnefyrouime KOMNOHEHTbI:

- cepep 389 Directory Server — ncnonb3yetcs B kayecTtse cepsepa LDAP;

- MIT Kerberos 5 — ncnonbayetca gna ayteHTUdUKaUnUM N eANHON TOYKU BXOAa;

- Apache n Python — ucnonbaytotca ansa ynpasnexua MO, Bxogawmm B coctas ALD

FreelPA;

- BIND n DHCP — ucnonb3ytotcsa ang ynpasneHus cnyxoom DNS B ceTw.

B cooTtBeTCcTBMM C Mogenbio MaHaaTHoro goctyna cnyxba FreelPA peanuayet ans 3ape-
MMCTPUPOBAHHbIX C MOMOLLBIO CryX6bbl Nonb3oBaTenen:

- 3ajaHue ypoBHeWN KOHMpUOEeHUMansHOCTY;

- 3aJaHune ypOBHS LIENOCTHOCTY;

- 3agaHne PARSEC-npusunernn.
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8.3.1. CtpykTypa

OcHoBy fomeHHon cTpykTypbl FreelPA coctaenset gomeH IPA, B KOTOpPbIA MOXET BXOAUTb
MHOXXecTBo DNS gomeHoB. [JomeH IPA BocnpuHumaeTcs BHEWHUM goMeHOM AD Kak oTaesbHbIN
nec gpomeHoB AD, npu atom gomeH Primary DNS gomeHa IPA BbICTynaeT B posiv KOPHEBOIO
JomeHa neca gomeHoB FreelPA.

MHTerpaumnsa gomena IPA ¢ gpomeHom AD Bo3MOXHa ABYMS cnocobamu:

- CUMHXPOHM3aUNa yYeTHbIX 3anucen nonb3oBaTenen n nx napornen (He pekomeHayeTcs);

- CO3[aHne OOoBEpUTESbHbIX OTHOLLEHUN MeXay necaMmun JOMEHOB (PEKOMeHOYETCS).

[anee npmMBoanTCA ONUCaHWe TONbKO PEKOMEHAOBAHHOIO cnocoba MHTerpauumn Ha OCHoOBe
[oBepuTENbHbIX OTHOLWWEHUN Mexay aomeHom AD n gomeHom IPA.

B uenax obecneyeHnsa otkasoyctonumsoctn FreelPA nogaepxmnBaet paboTy B pexume
«BeOyLUNN—BegOMbIN», MPU 3TOM PEKOMEHAYETCs MCNoSb3oBaTb ABE unn Tpu (HO He Gonee

yeTblpex) pennukun FreelPA.

8.3.2. CocTaB

Bce HeoBXoauMble KOMMOHEHTHI Cry6bl FreelPA BXOOAT B cOCTaB NakeToB, NPUBEAEHHbIX
B Tabnuue [38|

Tabnuuya 38

HanmeHoBaHue OnucaHne

MakeT agMuHuctpmpoBaHus FreelPA, cogepXxut Habop yTunut no

f ipa-admintool
reelpa-admintools ynpaeneHuio cepepom FreelPA

KnueHTckas 4YacTb FreelPA. MNakeT gomkeH ycTaHaBnmMBaTbCsa Ha BCe

freeipa-client
KITMEHTCKME KOMMbIOTEPLI, BXOOALLNE B JOMEH

CepBepHas yacTb FreelPA. MNakeT JomMKeH yCcTaHaBnNMBaTbCA Ha
KOHTponnepe agomeHa. Npn ycTaHOBKE JaHHOINO naketa Takke ycTa-
HaBMMBaeTCHa CPeAcTBO aAMUHUCTPUPOBAHUSA ipa W KNMEHTCKas
YyacTb

freeipa-server

MakeT, NpegHasHavyeHHbIM ANs YCTaHOBKM U nHterpauum ¢ DNS

freeipa-server-dns
cepBepom

MakeT ansa unterpauum ¢ Active Directory ot Microsoft nytém ycra-

freeipa-server-trust-ad o
HOBKM 0OBEPUTESNIbHbIX OTHOLLEHUN

fly-admin-freeipa-server | pacdumyeckasa ytunuta ynpaesneHuna FreelPA

astra-freeipa-server MHCTpyMEeHT koMaHOHOM CTpoku ynpasneHus FreelPA

padmnyeckasa ytunuta ynpasneHus FreelPA ¢ KNMEHTCKOro KOMMbHo-

fly-admin-freeipa-client
Tepa

MHCTpPYMEHT KOMaHOHOW CTpoKK yrnpaeneHns FreelPA ¢ knneHTckoro

astra-freeipa-client
KoMMbloTepa

Cnyx6a FreelPA cocTouT n3 sigpa, oTBevaroLero 3a OCHOBHOW OyHKLMOHAS CUCTEMBI,

psna nHtepgencos (LDAP, Kerberos, Config, RPC) n mogynen pacwmnpeHusi, npegHasHa4vyeHHbIX
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ANs pacLUMpeHns KOMaH4HOro MHTepdenca yTunuT n HacTPonKn HeobxoanMbIx cnyx6 n nogcu-
CTeM, 4YTO MO3BONSET NOBbIWATL PYHKUNOHANLHOCTL FreelPA, ycTaHaBnnBas AONOMAHUTESbHbIE
NnakeThbl.

B FreelPA BO3MOXHO mMcCrnonb3oBaHWE Crieaylwmx Moayrnen paclimpeHud, npu 3Tom

HanMeHoBaHMe nakeTa paclunpeHna oTpaxaet ero HasHa4eHune:

- freeipa-client-... — paclwmpeHne, Heobxoammoe KnneHTckon Yactu FreelPA;
- freeipa-admintools-... — pacwmpeHue yTunntsl agMmmHucTpuposaHus FreelPA;
- freeipa-server-... — paclumpeHune, Heobxoanmoe nsa opraHn3aunmn XpaHeHus

aTpubyToB Ha cepBepe FreelPA.

OnucaHne NakeToB NPUMBEAEHO B PYKOBOACTBE man (CAUCOK cTaTel cM. B Tabnuue [39).

Tabnwuuya 39
HavmeHoBaHue OnwucaHve
ipa 1 FreelPA
default.conf 5 O6pasey, koHUrypaumnoHHoro ¢ganna default.conf
ipa-client-install 1 HacTtpoika knueHtckon yactu FreelPA
ipa-server-install 1 Hactpolika cepsepHomn Yactu FreelPA
ipa-server-upgrade 1 O6HoBneHne cepeepa FreelPA

TUNNUT BneHna DNS kak cnyxbbl H BEpPHOW YacTu
ipa-dns-install 1 Y a pobaene S kak cnyx6 a cepBepHOM 4ac

FreelPA
ipa-backup 1 PesepBHoe konupoBaHus macTtep-cepsepa FreelPA
ipactl 1 WHTepdenc ynpaeneHuns cepsepHon Yactbto FreelPA

npeﬂ,OCTaBJ'IFIeT pekomeHaaunm no KOH(bVIpraLI,VIFIM ana pasfimyHbIX

ipa-advise 1
BapunaHTOB MCMOMNbL30BaHUSA

ipa-cacert-manage 1 YnpaeneHue ceptucukatamm CA Ha FreelPA

O6HoBneHue nokanbHbIX B[] ceptudmkatos FreelPA BmecTe ¢ cep-

ipa-certupdate 1
P P Tudukatamm ot cepeepa

ipa-client-automount 1 HacTtpowka aBTomoHTUpoBaHua u ®C NFS gns FreelPA
ipa-compat-manage 1 BkntoyeHve 1 oTKMYeHne nnarMHa COBMECTUMOCTU CXEMbI
ipa-csreplica-manage 1 YnpaeneHue pennukon FreelPA CS

MHCTpyMeHT ipa-getcert BblAAET 3anpockl cryxbe certmonger

ipa-getcert 1
OT MMEHMU BbI3bIBaIOLLErO Nonb3oBaTens

MonyyeHue keytab-¢anna. Keytab — 3T10 havn ¢ ogHUM Unu
HECKONbKUMN CEKPETHbIMMK Krodamun gns npuvHuunana Kerberos.
Keytab-hannbl ncnoneaytorca cnyxbamm, Hanpumep, sshd, npwm
ayTeHTudukaumm Kerberos

ipa-getkeytab 1

MogkrntodeHne xocta k obnactn FreelPA n nonyveHne keytab-

ipa-join 1 .
hanna ansa pasmelleHus cnyx6bl xocta npuHumnana Kerberos

ipa-kra-install 1 YctaHoBka KRA Ha cepepHon yactn FreelPA




OkoHyaHue mabnuub! 39

181

HanmeHoBaHue

OnucaHne

ipa-ldap-updater 1

O6HoBneHne HacTpoek FreelPA LDAP

ipa-managed-entries 1

BKroYeHMs 1 OTKMIOYEHME MIarvMHOB CXeMbl YNpaBnsemMbIX Moayne
BBOAA

ipa-nis-manage 1

BkrnitoueHue n otkniodeHne nnarnHa npocnywmnearens NIS

ipa-otptoken-import 1

Mmnopt OTP-TokeHoB 13 RFC 6030 XML darinos

ipa-replica-conncheck 1

[NpoBepka ceTeBOro NOAKMYEHUS PENSTKN U MacTep-cepBepa ne-
pen yCcTaHOBKOW

ipa-replica-install 1

CospgaHue pennukn FreelPA

ipa-replica-manage 1

YnpasneHue pennukon FreelPA

ipa-replica-prepare 1

CospgaHue danna pennukn FreelPA

ipa-restore 1

BoccraHoBneHne mactep-cepsepa FreelPA

ipa-rmkeytab 1

Ynanenue npuHumnana Kerberos n3 keytab-panna

ipa-server-certinstall 1

YcTtaHoBKka HOBbIX SSL-cepTundmkaToB cepeepa

ipa-winsync-migrate 1

MonHbin nepexoq oT nonb3oBatenen AD, cosgaHHbIX winsync, K
06bl4HbIM nonb3oBaTtenam AD

ipa-upgradeconfig 8

O6HoBneHue koHpurypauum Apache FreelPA

8.3.3. YcTtaHOBKa u yaaneHue

lMporpammHble komnoHeHTbl FreelPA BxogaT B coctaB OC 1 MOryT ObiTb YCTaHOBIEHbI

C NMOMOLLbIO CTaHOapTHOro rpaduyeckor yTunuTbl Ans pabotbl ¢ naketamu Synaptic nnbo 13

TepMuHana.

BHUMAHMUE! be3 ycTaHOBKM NakeToB pacLUMpeHns COBMECTHO C COOTBETCTBYIOLLMMU

OCHOBHbIMU NakeTaMn HeBO3MOXHa LieHTpanmn3auna XxpaHeHnA anl/I6yTOB C3ns pacnpe,qeneHHoPl

ceTeBou cpene, 4To MOXeT NpmBeCcTn K HEBO3IMOXHOCTU BXOOa nonb3oBartenen B CUCTEMY.

[ns pa3sépTbiBaHus FreelPA Heobxoanmo:

1) Ha KoOMrbloTEpPE, NnpegHadHa4eHHOM Ha pPOoJib KOHTpOsiepa AoOMeHa, YCTaHOBUTb Clie-

aywuine nporpaMMHbI€ KOMMOHEHTbI:

a) astra-freeipa-server, ong YCTaHOBKU U3 TepMMnHalria BBECTU KOMaHAy:

apt-get install astra-freeipa-server

6) fly-admin-freeipa-server, Ang yCTaHOBKU U3 TEpMUHANa BBECTU KOMaHAy:

apt-get install fly-admin-freeipa-server

Mpwn yctaHoBke rpadunyeckon ytunutel £ly-admin-freeipa-server aBToMatmye-

ckv ByneT ycTaHOBMEH UHCTPYMEHT KOMaHAHOW CTPOKM astra-freeipa-server;

2) Ha KIMTMEHTCKMX KOMMbOTEPaAX YCTAaHOBUTb criefqyruine nporpaMmMHbi€ KOMIMOHEHTbI:

a) astra-freeipa-client, ANsl yCTaHOBKM U3 TEPMUHANa BBECTU KOMaHAY:

apt-get install astra-freeipa-client
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0) fly-admin-freeipa-client, 4N yCTaHOBKN U3 TEpMMHANa BBECTU KOMaHAY:
apt-get install fly-admin-freeipa-client
[Mpun ycTaHoBke rpadpuyeckon ytunutel £ly-admin-freeipa-client aBTomatuye-
Cku ByaeTt ycTaHOBMEH UHCTPYMEHT KOMaHOHOW CTPOKN astra-freeipa-client.
Mpn ycTaHOBKe AaHHbLIX KOMMNOHEHTOB 0becneynBaeTcsa yCTaHOBKa BCeX HEOBXOAUMbIX
NMakeToB B 3aBUCMMOCTW OT Ha3Ha4YeHUs KOMMNboTepa.
[Onsa yoaneHus KoOHTpornnepa gOMeHa C MOMOLLBb WHCTPYMEHTa KOMaHOHOW CTPOKU
astra-freeipa-server UCNOMb3yeTca KOMaHaa:

astra-freeipa-server -U

8.3.4. HacTtpouka KOHTponnepa goMeHa

Mpu pasBepTbiBaHuK FreelPA B kauecTBe KOHTposinepa JOMeHa crieqyeT Ucnosnb3oBaTb
OTAENbHbIA KOMNbIOTEP C (PUKCUpPOBaAHHbLIM IP-agpecom, KOTOpbIN B AaribHEWLLEM He O0STKeH
N3MEHSTbLCS.

BHUMAHUE! Pa6ota FreelPA ocyliecTBNSeTCA TOMbKO NPU OTKMKOYEHHOM peXume
AstraMode web-cepBepa Apache2. OnucaHue pexvma npusegeHo B [9.2] Mporpammel ycTa-
HOBKU astra-freeipa-server N fly-admin-freeipa-server aBTOMaTtu4eCcKn OTKNKOYaOT
OaHHbIN PEXNM.

HacTpoiika Bcex komnoHeHToB FreelPA ocyliecTBnaeTca aBToMaTUYECKN YyTUIIUTAMN KOH-
durypnpoBaHus astra-freeipa-server n fly-admin-freeipa-server. [Ing HopmansHo-
ro pyHKumMoHmpoBaHusa FreelPA Heob6xoauMo BbINOMHEHNE CreayoLwmxX YCOBUM:

1) ncnonb3oBaTb JOMEHHOE UMS BTOPOrO YPOBHS M HWXe, Hanpumep, domain.net,

testdomain.test.lan;

2) paspelueHne MMeH OOMKHO BbITb HACTPOEHO TakuM 06pa3om, YTOObl UMSA CUCTEMbI pas-

peluanock, B NepByo ovyepedb, Kak MNOMHOe UMs, HanpuMep, myserver .example. ru.

YTunuta hostname AofmkHa BO3BpallaTb MOMIHOE MMSA KOMMbKOTEpa, Hanpumep,

myserver.example.ru.

Mpumep
dann /etc/hosts (pa3pelleHme MMeH MOXET ObITb HACTPOEHO U C MOMOLLIbIO cepBepa

DNS (cm. [6.5)):

127.0.0.1 localhost

192.168.1.1 myserver.example.ru myserver

3) oomkHa 6bITb BbIMOMHEHA CUHXPOHM3aUus BpemeHn B OC cepBepoB M KIMEHTOB

FreelPA ons aytentudpukayum no Kerberos. Hanpumep, ¢ ncnonbsoBaHnemM cepsepa

NTP (cm.[6.7).
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8.3.5. 3anyck cnyx6bl FreelPA

8.3.5.1. 3anyck ¢ ucnonb3oBaHueM rpacpu4eckon yTUnIuThbI

[na 3anycka cnyx6bl FreelPA Ha koHTponnepe goMeHa C NOMOLLbIO rpadduyecKon yTunm-
Tbl fly-admin-freeipa-server HeOOXOAMMO N3 TEpMUHANA 3anNyCTUTb rpaUYECKy0 YTUIUTY
KOMaHOoMn:
fly-admin-freeipa-server
N 3aTeM B OTKpbIBLLUENCA DOPMe YKa3aTb crefyolime gaHHble:

- B none «[JoMeH» — nmsa JOMEHa;

- B none «Mmsa komnbloTepa» — UM KOMNbOTEPA, ONpeaensieTcs aBToOMaTUYeCKu;

- B none «[laponb» — naponb agMuHUCTpaTopa AomMeHa. YKasaHHbl naponb byaer

ncrnonb3oBaTbCcs Ansi Bxoga B web-nHtepdenc FreelPA n npu paboTte ¢ MHCTpYMEHTOM

KOMaHLHOW CTPOKM.

[anee 3anyck cnyx6bl FreelPA ocywecTtensietca HaxaTtuem kHonku [Co3aaTtk]. MNMocne
yCrewlHoro 3anycka nossutcs web-ccbinka gna nepexona B web-uHtepdgenc FreelPA. Tenepb
MOXHO BONTW B Web-nHTepdenc n npogormknuTe HAaCTPOMKY Yyepes Hero. MNopsigok pabothbl ¢ FreelPA
ncnonb3ysi web-uHTepdeiic npuseaeH B [8.3.14]

8.3.5.2. 3anyck ¢ ucnonb3oBaHMEM MHCTPYMEHTA KOMaHOHOW CTPOKMU

[nsa 3anycka cnyx6bl FreelPA Ha KOHTponnepe AomMeHa C NOMOLLbI MHCTPYMEHTa KO-
MaHAHOW CTPOKM astra-freeipa-server BbINOMHUTL KOMaHAY:
astra-freeipa-server -d <umsa_jpgoMeHa> -n <uUMs_KOMIbIOTEepa> -0

lMocne BbInonHeHNa komaHabl 6yaeT onpeneneH agpec KoMmnblotepa 1 6yayT BbiBEOEHbI

Ha 3KpaH BCe€ UCXOAHblE AaHHbIE.

Mpumep
compname= astraipa
domain= astradomain.ad
OymeTr ucnonb3oBaH ip address = 192.168.32.97 unu yxkaxuTe ip agpec KimoueMm -ip

npomoryxkaTte ? (y\n)

[nsa nogTeepXaeHnsa AaHHbIX BBECTU vy U HaxaTb <Enter>. Nocne nogresepxgeHus no-
SIBUTCS 3anpoC Ha YCTaHOBKY Naposia agMuMHUCTpaTopa JOMeHa. YKasaHHbI naposb OyaeT mc-
nonb3oBaTbCa Ansi Bxoga B web-nHtepdenc FreelPA n npu pabote ¢ UHCTPYMEHTOM KOMaHOHOW
CTPOKM.

MapameTpbl MHCTPYMEHTa KOMaHOHOM CTPOKM astra-freeipa-server NPUBEAEHDI B
Tabnuue [40]
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Taobnuuya 40
MapameTp OnwucaHve

-h, --help BbiBeCTM cnpaBKy Mo kKoOMaHaam

-d 3agaTtb UMSA AomeHa

-n 3apaTb MMsa KomnbloTEpa

-ip 3apatb IP-agpec web-nHTepdpenca. Ecnu agpec He 3afaH, TO UHCTPYMEHT NblTaeT-
Csl onpefenuTb ero aBTomaTn4ecku

-y OTkNtoUYNTE 3anpoc NOATBEPXKAEHMS NOCHE BbIBOAA 3a4aHHbLIX NapaMeTpoB 3anycka

-i BbiBECTM MH(bOpMaLMIO O CyLLECTBYIOLLEM AOMEHE

-px MonyunTb Naponb agMuHUCTpaTopa AoOMeHa u3 stdin

-p Mony4nTb Naponb agMUHUCTPaTopa JOMEHa U3 KOMaHAHOW CTpoku (HebesonacHo)

-s BkntounTb ycTaHOBKY K 3anyck nogaepxku AD SMB

-c 3anpetntb U3MeHsTb pann /etc/hosts

-0 3anpeTuTb NpoBEPKY peructpaumu goMmeHa. NpumeHseTca npu yCcTaHOBKE B U30MNn-
pOBaHHOWN ceTu

-e OTKMOUNTL YCTAHOBKY M 3anyck cOGCTBEHHOM cry»0bl DNS

-U Ynanutb BCe HacTPOMKK

-1 YkasaTtb cepTudukar (MmMmsa KoMnbloTepa 1 AOMeHa AOIMKHbI COBMNagaTh)

-1p YkasaTb naponb ceptudukara

lMocne BBOga naponsi asToMmatmyeckn 6yaeT BbIMOSIHEH NPOLIECC MHULMaNM3aunm Bxoas-
wnx B FreelPA nogcuctem, xon BbINOMHEHUSA KOToporo Byaet otobpaxatbcsa Ha akpaHe. Nocne
YCMNELLUHOro 3aBepLUeHNs NHMUnanm3aumm Ha akpaH 6yayT BbiBeAeHbl COOBLEHNSA O nepesanycke

CUCTEMHDbIX cny>|<6, a TaKkkKe AaHHble KOHTpOoiepa goOMeHa 1 CCblJ1Ka and web-MHTepcbe|7|ca.

Mpumep
Restarting Directory Service
Restarting krb5kdc Service
Restarting kadmin Service
Restarting named Service
Restarting ipa_memcached Service
Restarting httpd Service
Restarting ipa-custodia Service
Restarting ipa-otpd Service
Restarting ipa-dnskeysyncd Service
Starting ntpd Service
ipa: INFO: The ipactl command was successful
CymecTByeT HAaCTPOEHHHMN IOMEeH

host = astraipa.astradomain.ad
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basedn dc=astradomain, dc=ad

domain = astradomain.ad

xmlrpc_uri = https://astraipa.astradomain.ad/ipa/xml

WEB: https://astraipa.astradomain.ad

Mocne 3aBepLlueHnsa paboTel Mactepa Tpebyetcs yoeamTbCs B HANUYMKN OTKPbITbIX NOPTOB
Ha cepBepe:
1) TCP Ports:
80, 443: HTTP/HTTPS;
389, 636: LDAP/LDAPS;
88, 464: kerberos;
53: bind;
2) UDP Ports:
- 88, 464: kerberos;
- 53: bind;
- 123: ntp.
HacTtponkn cepBepa FreelPA copepxatca B KOH(UrypaunmoHHoMm  dhanne

/etc/ipa/default.conf. ®opmar canna:

UMsI_apaMeTpa=3HaueHue # KoMMmeHTapuu

OnvcaHne napaMeTpoB KOHGUrypaLumoHHoro aiina npmeegeHo B Tabnuue [41]

Taobnuuya 41

MapameTp Onuncanune

3apaer 6asoByto 3anucb DN, ucnonb3yemyto npu BbINOMHe-
basedn <base> Hum onepaumn LDAP. 3anucb pgomkHa ObiTb B dopmate DN
(dc=example,dc=com)

3agaeTt KOHTEKCT, B KoTopom BbinonHsietcs IPA. IPA moxet
paboTtaTb MNO-pa3HOMY B 3aBMCUMOCTM OT KOHTEKCTa. Tekylime
onpefeneHHble KOHTEKCTbl — cli WU server (KNWMEHT U cep-
Bep). Kpome TOro, 3HauyeHue mcnonb3yercs ans 3arpyskum danna
context <context> /etc/ipa/<context>.conf ANA NPUMEHEHNS KOHTEKCTHOW KOH-
durypaummn. Hanpmmep, ecnvm Heobxoanmo Bcerga BbINOMHATL Kin-
€HTCKMe 3anpockl B NOAPOBHOM pexume, HO NPy STOM He UCNONb30-
BaTb NOAPOGHLIN pexnm Ha cepBepe, To criegyeT obaBuTh Nnapa-
MeTp verbose B /etc/ipa/cli.conf

Mpu 3Ha4yeHNn True NpegocTaBnseT NogpobHy HdopMauuio. B
debug <boolean> YaCTHOCTU, 3Ha4yeHne debug ycTaHaBnMBaeTcs Ans rnobanbHOro
YpoBHS log-KypHana. 3HayeHue no ymonyaHuio False

domain <domain> [omeH cepBepa FreelPA, Hanpumep, example.com
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MapameTp

OnucaHne

enable_ra <boolean>

3HayeHne True onpeaensiet, 4To ByaeT MCNonb3oBaTbCA YAANEH-
Has cnyxba yooCTOBepSOLWEro LeHTpa, Hanpumep, korga cnyxba
Dogtag ncnonb3yetca B KayecTBe yAOCTOBEPSAOLErO LeHTpa. JTa
HacTpOWNKa NPUMEHSETCS UCKMIYNTENBHO B KOH(UIypauumn cepeepa
IPA

fallback <boolean>

3HadeHue True onpeaenseT, YTo KNMeHT IPA gomkeH BbINONHATb
BO3BpaT 1 obpalwlatbecs Kk gpyrum crnyxbam B cnyyae c6osi nepBoro
noaKntoYeHus

host <hostname>

3ajaeT MMa XocTa NoKarnbHOW CUCTEMBI

in_server <boolean>

Onpepensiet, OyayT nu 3anpockl HanpaenaTbcs Ha cepeep [PA
(True) nnun obpabaTbiBaTbCA NOKanbHO (False). BHyTpu IPA oHM
ncnonb3ytTest NogobHO KOHTEKCTY. Ta e camas |PA-KOHCTpyKums
ucnoneayetcs IPA-MHCTpyMeHTamMu KOMaHAHOW CTPOKK 1 cepBepa.
OTOT NnapameTp yKasbiBaeT KOHCTPYKUUK, BbIMOMHUTL NN KOMaHay
Tak, Kak ecnu 6bl oHa Gbina Ha cepBepe Uy nepecnaTtb ee Yyepes
XML-RPC Ha yganeHHbI cepBep

in tree <boolean>

WcnonbayeTca npu paspabotke. MNapameTp ykasbiBaetcst Npu Heob-
XOAUMOCTY BbIMOMHUTL KO, B UCXOAHOM [epeBe

interactive <boolean>

Onpe,qen;leT, cnenyet nn 3anpawmBaTtb 3Ha4YEeHUA. 3Ha4veHune no
yMon4yaHuto True

ldap_uri <URI>

YkasbiBaer URI cepBepa IPA LDAP pans noaKnto-
yeHunsa. Cxema URI wmoxer ©ObiTb Idap wnm  Idapi.
Mo YMOSYaHUIO Mcnosnb3yeTcs Idapi, Hanpumep,
ldapi://%2fvar%2frun%2fslapd-EXAMPLE-COM. socket
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MapameTp

OnucaHne

log_logger_ XXX <comma
separated list of
regexps>

MepeyeHb perynsapHbIX BbIpaXEHUN regexp, pasgeneHHbIX 3ans-
TbiMW. JlornpoBaHusim (loggers), COOTBETCTBYOLWMM regexp, OyaeT
npucBoeH ypoBeHb XXX.

YpoBHu nornposaHus (logger levels) moryT GbiTh SIBHO 3agaHbl AN
KOHKPETHbIX NOrMpOBaHNi B OTNINYMNE OT rnobanbHOro YpoBHS XXypHa-
nupoBaHus (global logging level). KoHkpeTHble nornpoBaHus 0603Ha-
YaloTCA CMUCKOM PErYmsipHbIX BblpaXXeHW, NPUBA3AHHbIX K YPOBHIO.
Ecnn umst normpoBaHnsa COOTBETCTBYET PEryNSPHOMY BbIPaXXEHUIO,
TO eMy NpUCBaNBAETCS COOTBETCTBYIOLLMIN YPOBEHb. OTOT ANEMEHT
KOHdUrypaumm gormkeH HaunmHaTtees ¢ log_logger_level , a 3a-
TeM JOSMKeH cneaoBaTb CMMBOSIMYECKUA UMM YMCIIOBOM YPOBEHb
xypHana (log level), Hanpumep:

log logger level debug = ipalib\.dn\..*

log logger_ level 35 = ipalib\.plugins\.dogtag

B nepBow cTpoke ckasaHo, 4To noboe normposaHve, OTHoCcsLEeecs
K Mmoaynto ipalib.dn, 6ygetr UMeTb CBOM YPOBEHb, HACTPOEHHbIV
ANs oTNnagku.

Bo BTOpPOW CcTpoke CKasaHo, yTO nornpoBaHue
ipa.plugins.dogtag OyaeTr HacTpoeHa Ha ypoBeHb 35.

OTOT aneMeHT KOoHurypaumm noneseH, ecnun TpebyeTcst NpoCcMoT-
peTb BbIBOZ, XXypHasna TONbKO 4151 OOHOMO UMW HECKONbKNX BblOpaH-
HbIX norvpoBaHui. BkrntoueHue dnara rmobanbHOM oTnagku npu-
BedeT K OrpOMHOMY Konu4yecTBy BbiBoga. HacTponka nossonsdet
OTKIMOYMTb MobanbHbIN dnar oTrnagky 1 BbIGOPOYHO BKNIOYNTL OIS
KOHKpeTHOro normposaHunsa. O6bI4HO NOrMpoBaHns NpUBsS3aHbl K Knac-
caM 1 nnaruHam.

MpumedaHue. MmeHna norposaHui (logger names) — cnmMcok
C pasgenswoLen Toukon, obpasyroLwmi NyTb B 4aHHOM epeBe fo-
rmpoBaHusa (logger tree). CMMBOS TOUKM Takke SABMSIETCA MeTacuM-
BOSIOM PErynsipHOro BblpaXeHns (COOTBETCTBYET NMtoboMy cMMBOIY),
NnoaTomy, 4Tobbl n3bexarb To4eK B UMEeHax NormpoBaHusl, o6bIYHO
TpebyeTca nepen HUMKN CTaBUTb OBPaTHYIO KOCYIO YepTy «\.».

mode <mode>

OnpepensieT pexum paboTbl cepBepa. B HacTosiLee Bpems nogaep-
XMBaeMbIMU 3HAYEHNSIMUN ABNSIOTCA aKcnyaTaums (production) un
paspaboTtka (development). IMpn paboTte B pexnme production
HEeKOTOpble CaMOMNPOBEPKM MPOMYCKaTCA AN NOBbILLEHNS NPON3BO-
AVUTENBHOCTU

mount_ipa <URI>

3agaeT TO4KYy MOHTMPOBaHUA AN perucTpaummn cepeepa paspaboTku.
Mo ymonuaHuo /ipa/

prompt_all <boolean>

Onpenenset, oomkHbl N ana knueHTta IPA 3anpawmBaTtbcsa Bce
napameTpsl, B T.4. HeobsizaTenbHble 3Ha4YeHus. 10 ymonyaHuio ycTa-
HaBnmMBaeTcd False

ra_plugin <name>

3agaet nmsa HasHa4vyeHHoro ans ucnonb3oBaHns CA. Tekywmmn na-
pameTpamu sensaTca dogtag U selfsign. HacTpoika Ha CTOpoHe
cepsepa. IaMeHATb 3HavyeHne He pekoMeHAYeTCs, T.K. Ha3HayYeHHbIN
CA HacTpaunBaeTCs TOSbKO BO BpeMsi MepBOHaYaribHOM YCTaHOBKU

realm <realm>

YkasbiBaeT obnactb Kerberos
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MapameTp

OnucaHne

session_auth_duration
<time duration spec>

3agaet 4onNyCcTUMbIA MHTEpBan AN BPpEMEHMU KILUMPOBAHUS YYETHbIX
OaHHbIX NMPOBEPKM MOANMHHOCTM B ceaHce. Mo ucreyeHumn cpoka
OelCTBUA yyeTHble AaHHble ByayT aBToMaTUYeCcKu nepeonpeneneHs.
Hanpumep, 2 hours, 1h:30m, 10 minutes, 5min, 30sec

session _duration type
<inactivity_ timeout|
from start>

Onpegenset cnocob BblIMUCIIEHNSA CPOKa AENCTBUSA ceaHca. Boamox-
Hble 3HaJYeHus:

- inactivity_timeout — CpPOK OENCTBUSA YBENNYMBAETCH Ha 3Ha-
yeHne session_auth_duration Kaxgbli pas, korga nonb3oBa-
Tenb obpallaeTcs K cepBuUcy;

- from_start CpOKOM OENCTBUSA CeaHca SBNSAETCS Ha4yano ceaHca
nonb3oBaTtens nNnioc 3HadeHne session_auth duration

server <hostname>

3apnaet nmv4a cepsepa IPA

skip version_check
<boolean>

MponyctuTb NpoBepkn Bepcumn API knneHTa u cepsepa. MoxeT npu-
BECTU K olmnbkam/cbosm, korga HoBble KMEHTbl obpalarTcs K
NpexHUM cepBepam. Mcnonb3oBaTb C OCTOPOXKHOCTLIO

startup_timeout
<time in seconds>

OnpepenseT BpeMsa oxXuaaHusa B CEKyHAax A0 Hadana 3anycka cep-
Bepa. 3HauyeHue no ymonyaHuto 120 cekyHA

startup_traceback
<boolean>

Ecnu cepsep IPA He 3anyckaeTcs npu 3agaHHOM 3Ha4YeHUn True,
TO cepBep OydeT nbiTaTbCA creHepupoBaTb obGpartHoe python-
oTcnexuBaHue, YTobbl 06nerynMTb onpeaeneHne NpPUYnHLI cbos

validate_api <boolean>

Mcnonbayetcs BHYTpU ncxogHoro naketa |IPA ons npoBepkn HeM3meH-
HocTu API. MpumeHsieTcs onga npegoTBpalleHus perpeccun. Ecnn
YCTaHOBIMEHO 3HaYeHne True, TO HEKOTOPbIE OLLIMOKN UTHOPUPYHOTCA,
4YTOOLI 06ecneunTb 3arpy3ky MHdpacTpykTypbl IPA, goctatodHom
ansa nposepkn API, paxe ecnun 4ononHUTENbHbIE KOMMOHEHTbI HE
YCTaHOBIIEHbI. 3Ha4YeHMe MO yMonyaHuio False

verbose <boolean>

Mpwn ycTaHOBKe 3Ha4YeHus True NPeAoCTaBnseT AOMNOMHUTENbHbIE
cBeeHNsa — ycTaHaBnmBaeT rnobanbHbIn YypoBeHb XXypHana (global
log level) Ha cobbiThe info
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MNapameTp OnucaHue

KoHTponupyet CUHXPOHHOCTb paboThbl IPA KOMaH[,
dnsrecord-{add,mod,del}. KomaHabi DNS O6ygyt noBToO-
pATe DNS-3anpocbl ykazaHHOEe KONUYecTBO MOMbITOK 4O TeX nop,
noka DNS-cepBep Bo3BpaLLlaeT oTBeT up-to-date Ha 3anpoc 0o
N3MEHEHHbIX 3anucsx. 3agepxxka Mexay NoOBTOPHbIMU NMOMNbITKaMu
oOHa cekyHaa.

Komangbl DNS 6yayT nopoxaaTtb ncknioyeHne DNSDataMismatch,
ecnv OTBET He COBMafaeT C OXXMAaeMbIM 3HaYeHNeM, Jaxe nocne
YyKa3aHHOro ymcna nombITok.

wait_for_dns <boolean> DNS-3anpocbl 6yayT oTnpasneHbl B o4epenb Ansi pa3peLLeHnst peLua-
Tenem, KOTopbIn CKOHUIrypupoBaH B dpanne /etc/resolv.conf
Ha cepsepe IPA.

BHUMAHME! He BkntoyaTtb napameTp B pexunme production! 310
MOXET Bbl3BaTb Npobnemsbl, ecnu pelatens (resolver) Ha cepBepe
IPA ncnonb3yeT kawnMpoBaHne cepBepa, a He flokanbHOro cepeepa
aBTopusauun unu, Hanpumep, ecnu DNS-oTBeTbl 6yayT N3MEHeEHbI
wnto3om DNS64.

3HayeHne no ymonyaHuio disable (OTKIOYEHO), NapaMeTp OTCYyT-
cTByeT

3apaetr URI cepeepa XML-RPC agns knueHTta. Moxet wuc-
nonb3oBatbcss IPA  ©n uncnonb3yercss HEKOTOPbIMU  BHELLHU-
MW cpeacTBaMmn, TakKMMUM Kak ipa-getcert. Hanpuwmep,
https://ipa.example.com/ipa/xml

xmlrpc_uri <URI>

3apaet URI cepeepa JSON gns knueHTa. Vicnonbayetca IPA. Ecnu
jsonrpc_uri <URI> napameTp He 3aJaH, OH HacrnegyeTcs oT xmlrpc_uri. Hanpumep
https://ipa.example.com/ipa/json

3apaet Tvn RPC-BbI3oBoB IPA makes: jsonrpc unm xmlrpc. Mo

rpc_protocol <URI> )
yMON4YaH1Io0 UCNomnb3yeTcsa jsonrpc

Bonee nogpobHoe onncaHne KoHUIypaunoHHOro anna npMBe4eHO B PyKOBOACTBE

man.

Mpumep

KoHdurypaunoHHbein pann /etc/ipa/default.conf
[globall

host = server.example.ru

basedn = dc=example,dc=ru

realm = EXAMPLE.RU

domain = example.ru

xmlrpc_uri = https://server.example.ru/ipa/xml

ldap_uri = ldapi://%2fvar%$2frun%$2fslapd-EXAMPLE-RU.socket

enable_ ra False

ra plugin none

mode = production
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[ns panbHenwero KOHMOUrypupoBaHna 1 agMUHUCTPUPOBAHNSA criedyeT UCMorb3oBaTb
web-uHtepdenc FreelPA. Mopsipok pabotbl ¢ FreelPA ¢ ucnone3oBaHnem web-nHtepdenca
npuseneH B[8.3.14]

8.3.5.3. YnpaBneHue cnyx6amu FreelPA

[ns nposepku paboTkl 1 ynpaeneHus cnyxbamu FreelPA ncnonb3yerca komanaa ipactl:

- ipactl start — 3anyck cnyx6 FreelPA;

- ipactl status — oTOBpaxeHue TeKyLlero CocTosiHus Bcex cnyxb FreelPA;

- ipactl restart — nepesanyck cnyx6 FreelPA;

- ipactl stop — ocTtaHoBKa cnyx6 FreelPA.

[ononHMTenbHO ¢ KOMaHAOW ipactl MOXHO MCNOMb30BaTh NapameTp —d ANs BbiNOSHe-
HUSA KOMaHAbl B peXnme OTrnaKu:

ipactl start -d

8.3.6. HacTtpo#ka KNMeHTCKUX KOMNbIOTEPOB

[1ns BBoga HOBOro KoMmnbloTepa B AOMEH HEOBX0ANMO:

- Hanu4yme yctaHoOBMNeHHOro naketa astra-freeipa-client;

- paspeLLeHne NMEH OOMKHO ObiTb HACTPOEHO TakMM 06pa3om, YToObl MMS CUCTEMBI pas-
peluanock, B NepByo ovepedb, Kak MNOofHOe UMs, Hanpumep, myclient.example. ru;
- yTunuta hostname AOSMKHA BO3BpawWaTb MOMHOE MMSA KOMMblOTEPA, Hanpumep,

myclient.example.ru.

Mpumep
dann /etc/hosts (pa3pelleHne MMeH MOXET BbITb HACTPOEHO U C MOMOLLIbIO cepBepa

DNS (cm. [6.5))

127.0.0.1 localhost
192.168.1.2 myclient.example.ru myclient

192.168.1.1 myserver.example.ru myserver

[anee Heobxoammo HacTpouTb DNS-aapec cepBepa FreelPA Ha KNMMEHTCKOM KoMMNbloTeEpPEe
OAHMM 13 CnocoboB:

1) ykasaTb B KOH(pUrypauMoHHOM hainne resolv. conf;

2) ykasaTtb B (panne interfaces;

3) ucnonbays ytunuty NetworkManager.

BHUMAHMUE! B HekoTOopbIx cnyyasix, ecnv agpec cepsepa FreelPA ctont B DNS He
nepBbIM, KITMEHTCKNIN KOMMbIOTEP MOXET HE HAXOAUTb AOMEH.

BBog  knueHTCKOro  KoMmmnbioTepa B [AOMEH  OCYLUEeCTBMSIETCA  KOMaHOowm
astra-freeipa-client, Hanpumep:

astra-freeipa-client -d <xouTposmnep_ pomeHa> -u admin -px
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MpocMOTpeTb MNepeveHb AOMNOSHUTENbHbLIX NapamMeTpoB Afs 3anycka C KOMaHOoWn

astra-freeipa-client MOXHO BbINOMNHUB:

astra-freeipa-client --help

8.3.7. LHlabnoHbl KOHMUrypaumoHHbIX ¢hannos

Cnyx6a FreelPA B npouecce paboTbl OCyLLECTBNSET KOH(PUIYpUpOBaHUE CETEBBIX CIY>XO

(Samba, Kerberos, LDAP 1 T.n.) ¢ NOMOLLbIO MX KOHpUIYpaUMOHHbLIX dhannos. [Anga yaobcrea cyle-

CTBYIOT LWIABNOHbI KOHPUIypaLMOHHbIX harnos, mogmduumpyemblx cnyxobon FreelPA. LLIabnoHbl

pacrnonoXxeHbl B Katanorax /usr/share/ipa n /usr/share/ipa/advise/legacy/.

MepeyeHb WabnoHOB KOHMUIypaLMOHHbLIX alnoB npueeneH B Tabnuue 42]

Tabnunua 42
Nwms wabnoHa Cnyxb6a OnuncaHue, pasmelleHne
KOHbUrypaumoHHoro darnna

*,1dif 389-BASE LDAP cxemsbl

default.conf IPA /etc/ipa/default.conf

ipa-httpd.conf.template IPA /etc/systemd/system/
apache2.service.d/ipa.conf

ipa-kdc-proxy.conf.template | IPA /etc/ipa/kdcproxy/
ipa-kdc-proxy.conf

sssd.conf.template SSSD /etc/sssd/sssd.conf

ldap.conf

LDAP knueHTbl

/etc/ldap/ldap.conf

krb5.conf.template

Kerberos knueHTbl

/etc/krb5.conf

kdc.conf.template

Kerberos KDC

/etc/krb5kdc/kdc.conf

certmap.conf.template 389-BASE /etc/dirsrv/config/certmap.conf
bind.named.conf.template BIND9 /etc/bind/named.conf
custodia.conf.template IPA /etc/ipa/custodia/custodia.conf
smb.conf.template Samba /etc/samba/smb.conf
opendnssec_conf.template Opendnssec /etc/opendnssec/conf.xml
pam.conf.sssd.template SSSD /etc/pam.d/

mldap.conf PARSEC /etc/parsec/mldap.conf
mswitch.conf PARSEC /etc/parsec/mswitch.conf
krb.con.template IPA /usr/share/ipa/html
krbrealm.con.template IPA /usr/share/ipa/html
krb5.1ini.template IPA /usr/share/ipa/html
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8.3.8. AoMuUHUCTpPUpOBaHUE AOMeHa

8.3.8.1. Co3zpaHune pe3epBHOM KOMUUN U BOCCTaHOBIIEHUE

MopaepxkmBaeTca co3gaHue pesepBHbIX KONUK ABYX TUMOB: NOMHas pesepBHasa Konus
BCEW CUCTEMbI U pe3epBHas KOMUs TOMNbKO AaHHbIX. YCTaHOBKa Napons Ha pe3epBHble KOMuUu He
nogaepXxnBaeTcs.

Pe3sepBHble Konuu XxpaHAaTca B KaTtanore /var/lib/ipa/backup. [ns nonHoro pe-
3epBHOMO KOMMPOBaHUS N Pe3epBHOr0 KOMMPOBaHUS AaHHbIX UCMOMNb3YHTCHA, COOTBETCTBEHHO,
0603HaveHnsa ipa-full-YEAR-MM-DD-HH-MM-SS 1 ipa-data-YEAR-MM-DD-HH-MM-SS, rae
YEAR-MM-DD-HH-MM-SS — rof, Mecsil, AeHb, Yac, MUHYTbI U CeKyHAbl B YacoBoMm nosice GMT
co3faHuna pesepBHoOM konun, Hanpumep, 2018-03-05-10-30-22.

B katanore /var/lib/ipa/backup pa3smellaeTtcs pann, B KOTOPOM npueegeHa uH-
dropmMaumsa 0 pesepBHbIX KOMUAX: TUM, CUCTEMa, AaTbl pe3epBHOro KonmposaHus, sepcua FreelPA,
BEpCUSA pe3epBHOro KONMpoBaHUA 1 ap.

BHUMAHUE! Pe3epBHyo KOMUIO HEBO3MOXHO BOCCTAHOBUTb Ha APYroM KOMMbloTeEpe
unn Ha gpyron sBepcumn FreelPA.

Pe3epBHOe konnpoBaHue BbINOMHAETCA C NOMOLLbIO KOMaHAbl ipa-backup. [JononHu-

TenbHO C KOMaHOOM BO3MOXHO MCMNOSb30BaTb napamMeTpbl, NnpuBeaeHHbIE B Tabnuue

Tabnunua 43
MapameTp Onmcanune

--data PesepBHOe KonvpoBaHWe TONbKO AaHHbIX. [10 yMonyaHuio BbINONHA-
eTcs pe3epBHOe konnpoBaHue Bcex FreelPA-cdainoB 1 gaHHbIX

--logs BkniounTb B pe3epBHYH0 konuto nor-cpannel cnyxobl FreelPA

--online BbinonHuTb pesepBHOE KonvpoBaHue 6e3 ocTaHOBKK cepBepa. Tpe-
ByeTcs Mcnonb3oBaHUA NapameTpa --data

-v, ——verbose BbiBoanTh cBeaeHust 06 otnaake

-d, --debug Wcnonbayetca ¢ napameTpom --verbose Ang BbiBOAa bonee ge-
TanbHbIX CcBeAeHMn 06 oTnagke

-g, -—quiet BbiBOAMTbL TONbKO CBeAEeHMS O owmnbKax

--log-file=FILE BbINONHUTL XXypHanupoBHMe B hann FILE

8.3.8.2. Co3zpaHue pesepBHoro cepsepa FreelPA

HoBbin FreelPA-cepBep BO3MOXHO HAacTpOUTb Ha BbIMOSTHEHME PONN PE3EPBHOINO cepeepa
(pennukn). CosgaHHasa pennuka byaert aBnNATbLCA TOYHOW Konuen ncxogHoro FreelPA-cepsepa u
npupaBHUBAETCH K MacTep-cepBepy. MIameHeHnsi, BHECEHHbIE B Nto6on macTep-cepBep, aBToMaTu-
4YecKn pennuuUMpyloTCa Ha apyrme macrtep-cepsepa.

[ns co3gaHns pennvkn B AOMeHe Ha ypoBHe AoMeHa 0 Heobxoammo npeaocTaBuTb hann
pennukn replica_file, KOTOPbIA CO3A4AETCA C NMOMOLLBI KOMaHAabl:
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ipa-replica-prepare

[na cospaHna pensivkn B JOMEHe Ha ypoBHe JoMeHa 1 npefoctaBndaTb dpann pensimkm
He TpebyeTcsa. Heobxoanumo 3apernctpmpoBaTb KoMnbtoTep B gomeHe FreelPA. [anee, ecnu
cosfaHune pensimkn BbIMOMNHAETCHA Ha AencTeyoweM KnneHte FreelPA, ona aktmeauumm pennuvkm
AOCTaTOYHO BbINOMHUTE KOMaHAY:
ipa-replica-install

[lnsa akTMBaumMmn pensnnknu Ha HOBOM KOMMbOTEPE MPUMEHSAETCA OANH U3 CNOCOOOB:

1) BbINOMHUTL KOMaHAQyY ipa-client-install ANS perucTpaumn KnueHta B JOMEHe

FreelPA, 3aTtem BbINONHUTL KOMaHA4y ipa-replica-install ANa akTMBaUUM PENNKK;

2) BbINONHUTb KOMaHAy ipa-replica-install C ykazaHMeMm napameTpoB, Heobxoau-

MbIX ON51 peructpauumn knueHta B gomeHe FreelPA. B gaHHOM crnyvyae koMaHAa BbINOMHUT

nogknoyeHne komnototepa K FreelPA n aktnBaumio pennmku.

B cnyyae owmbke npn ycTtaHOBKE pEKOMEHAYETCH BbIMNOMHUTD KOMaHAY:
ipa-server-install --uninstall
3aTtem nocnegoBaTesibHO BbIMOMHUTL KOMaHAbI AN MOBTOPHOW akTUBALMN PENNUKK:
ipa-client-install
ipa-replica-install

Ecnn komnbioTep, Ha KOTOPOM YCTaHaBMBAETCS perniuka, SBMSeTcs OEeUCTBYHOLLUM
knmeHToM FreelPA unu cylwiecTByeT cornaweHve AencTByloLen pennukayum, Hanpumep, npm
paHee Heyaa4yHOW YCTaHOBKE PEensvKK, TO YCTaHOBKa Pensnkn He ByaeT BbiNosiHeEHa.

BHUMAHUE! Pennuka pgomkHa ObiTb YCTaHOBMEHA TOMbKO Ha yAarieHHOW cucTeme
FreelPA Ton xxe Bepcumn nnmn 6onee no3gHen.

[lononHuTenbHO ¢ KOMaHOOW ipa-replica-install BO3MOXHO MCMOMbL30BaTh Napa-
METpbI, NpUBeAeHHbIe B Tabnuue [44]

Tabnuuya 44

MapameTp OnuncaHue

OcHoBHble napameTpbl

--ip-address=<IP_ampec> 3apatb |IP-agpec paHHoro cepsepa. Ecnu a10T agpec
He COBMagaeT C aapecoMm, paspellaeMbliM XOCTOM, U He
BblOpaH napameTp --setup-dns, TO yCTaHOBKa 3aBep-
wuTcs owmnbkon. Ecnm nma cepsepa He MoOXeT ObITb
paspelleHo, TO 3anucb MmMeHu xocta u IP-agpec po-
6aBnsaoTca B /etc/hosts. [laHHbIN napamMeTp MOXHO
NCcnonb3oBaTh HECKOMbKO pa3 Ans ykasaHus 6onbLuero
KonuyecTsa |IP-agpecoB cepBepa, HanpumMmep, MHoroce-
TEBOro n/vnn ABYXCTEKOBOrO cepeepa

--mkhomedir CosfaBaTb AoMallHWE KaTanoru Ans rnornb3oBaTtenen
npu nepBoM Bxoae

-N, ——no-ntp He HacTpanBatb npoTtokon NTP
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Mapametp

OnucaHue

—--no-ui-redirect

He nepeHanpaenaTtb aBTomaTtndeckn Ha Web Ul

—-—ssh-trust-dns

HactpouTb knmeHT OpenSSH poBepaTb 3anncn DNS
SSHFP

—-no-ssh

He HacTpanBatb knneHT OpenSSH

—-no-sshd

He HacTtpanBaTtb cepBep OpenSSH

—--skip-conncheck

MponycTuTb MPOBEPKY MOAKMIYEHUS K yAaneHHOMY
macTep-cepBepy

-d, -—debug

BbiBOOUTL OeTanbHble cBeaeHnsa o6 otnagke

-U, -—unattended

YcTaHoBUTL ©e3 3anpalumMBaHms BBOAA AaHHbIX NOMb30-
BaTernem

—-—dirsrv-config-file=<umsa_danna>

3agatb nyTb 1 ums LDIF-canna, koTopbin 6yaet ncnonb-
3oBaTbCd ANA U3MEHEHUA napamMmeTpoB dse.ldif BO
BpeMs YCTaHOBKM 3K3eMnnsapa cepBepa Katanoros

MapameTpbl gomMeHa ypoBHS 1

-P, ——principal=<npunnunaimr>

3apatb nonb3oBaTtens npunHUuMnana, KOTOprVI 6y/:|,eT nc-
NnoJib30BaTbCA AJ14 akKTuBauUn penimkm n permctpaumm
CaMOoro KrneHTa, ecnm ato Heobxoanmo

-w, ——admin-password

YCcTaHoBUTb naporsib Kerberos ans gaHHoro npuHUMnana

I'Iapameprl perncrtpaunmn KnmeHTta goMeHa ypoBHA 1

-p <mnapo’nb>, ——-password=<napoib>

YCTaHOBUTbL OQHOPA30BLIM NAponb ANS MNOAKMNIOYEHUS
KomnbtoTepa k obnactu FreelPA. [Ins ycTaHOBKM KITMEHTA
W aKTMBaLUUM pensinku ¢ NOMOLLbK O4HOPA30BOro Napors
XOCT JOIMKEH BXOAMTb B rpynny ipaservers. [ing atoro
HeobxoaMmo cos3faThb 3anucb xocta U AobaBuTb ee B
rpynny xocta 40 YCTaHOBKU PenmvKn

-k, ——keytab=<umsa_@arnna>

YkasaTb nyTb 1 M4 canna keytab xocTta. [1ns ycTraHOB-
KN KNWEeHTa N akTMBaLuMu pennki ¢ noMoLLlbo darnna
keytab xoCT gormkeH BXxoOUTb B Ipynny ipaservers.
[nsa sToro HeobxoanmMo co3aaTh 3anuck xocta u aoba-
BUTb €€ B rpynny xocTta 4O YCTaHOBKU pensivuku

-—server=<uMms_cepBepa>

YKkasaTtb nofnHoe gomeHHoe nmsi cepeepa FreelPA gna
pernctpauun. MapameTp obHapyxnBaeTca asTomaTuye-
ckn 13 DNS-3anucein no ymonyaHuto

-n, -——domain=<uMms_nomeHa>

YkasaTb gomeHHoe umd. [Napametp obHapyXmnBaetcs
aBTomatmyeckn nsz DNS-3anucen no ymonyaHuio

-r, ——realm=<umsa_realm>

Ykasatb obnactb FreelPA <umsa_realm>. [Napametp
oOHapyxunBaeTcsi aBTomaTtuyeckn 3 DNS-3anucei no
yMOnYaHu1to

--hostname=<umsa_xocra>

YkasaTb umsa xocta gaHHoro komnbetotepa (FQDN). Ecnn
yKa3aHo, To umsi xocTa byaeT yCTaHOBINEHO, Y HACTPOMKM
cucTeMbl ByayT OGHOBNEHbI AN COXpaHEHUs Npu nepe-
3arpyske
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Mapametp

OnucaHue

MapameTpbl fomeHa ypoBHS 0

-p <maponb>, ——password=<mnapoib>

3agatb naponb gucnetyepa kKatanoroB Directory
Manager (gencTtsyoLmnin MacTep-cepeep)

-w, ——admin-password=<napoinb>

3agartb naponb agmuHucTpaTtopa Kerberos, ncnoneaye-
MbI AN NPOBEPKM COEANHEHNS

HacTpolika cuctembl cepTudunkaumm

-—-setup-ca

YCTaHOBUTL U HAcCTpouTb LeHTp cepTudukaumm CA Ha
naHHon pennuke. Ecnn CA He HacTpoeH, To onepaunm
c cepTudmkatammn 6yayT nepeHanpaBneHbl Ha MacTep-
cepBep C YCTAHOBMEHHbLIM LIEHTPOM cepTudmkaumm

--no-pkinit

OTknounTb HacTpoiky pkinit

--dirsrv-cert-file=<umsa_gdanna>

Ykaszatb ums 1 nyTb K danny, cogepxaiwlemy SSL-
cepTudukaTt cepBepa KaTanoroB U 3aKpbITbIV KoY

--http-cert-file=<ums_Jamna>

Ykaszatb nma 1 nytb K danny, cogepxawemy SSL-
ceptudukat cepaepa Apache 1 3akpbITbI KIToY

—--pkinit-cert-file=<umsa_d@arna>

YkasaTtb UMsi U NyTb K panny, cogepxawemy SSL-
ceptuchukat Kerberos KDC 1 3aKpbITbI K4

--dirsrv-pin=<naponb>

3agaTb naponb AN pasbrnokMpoBKM 3aKPbITOro Kro4a
cepBepa kaTanoros

--http-pin=<naposnb>

3apaTtb naponb Anst pa3bnokMpOoBKN 3aKPbLITOrO Krto4a
cepBepa Apache

--pkinit-pin=<naponb>

3apaTtb naponb Ansi pa3bnokMpoBKN 3aKPLITOrO Kro4ya
Kerberos KDC

--dirsrv-cert-name=<ums_cepTuduraTa’

+ YkasaTb MMs ycTaHaBnmBaemoro SSL-ceptudukara cep-
Bepa Katanoros

--http-cert-name=<umsa_cepTudurara>

YkasaTb uMs ycTaHaBnmBaemoro SSL-ceptudumkara cep-
Bepa Apache

--pkinit-cert-name=<umsa_cepruduxraTa3

> YkazaTb MMA ycTaHaBnuBaemoro SSL-cepTtudukarta
Kerberos KDC

—--skip-schema-check

MponycTuTb NpoBepKy 0OHoBreHHOM cxembl CA DS Ha
yOoarneHHOM macTep-cepsepe

MapameTtpbl DNS

--setup-dns

Cosgatb 30Hy DNS, ecnu oHa elle He cyLlecTByeT, u
HacTpouTb DNS-cepBep. [1ns gaHHOro napametpa Tpe-
OyeTcs 3agath, KAk MUHUMYM, OAMH NepeHanpaBniaioLLmi
DNS-cepBep ¢ nomoLbto napametpa --forwarders
WUnm ncnornb3oBaTb NapameTp —-no-forwarders
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MapameTp

OnucaHne

—-—-forwarder=<IP_agpec>

[obaeutb nepeHanpasnswowmi DNS-cepeep B HacTpon-
kn DNS. [aHHbIn napameTp [OmkKeH ObiTb 3adaH
Kak MWUHUMYM OAWMH pa3, ecnu He ykasaH napameTp
--no-forwarders. [lapameTp MOXHO MCMONbL30BaTb
HEeCKONnbKO pa3 aAnsa fobaBneHust HECKOMbKNX nepeHa-
NpaBnsoLLnX cepBepos

--no-forwarders

He pobGaenatb nepeHanpasnswowmx DNS-cepsepos.
BmecTo aToro 6yayT ncnonb3oBaTtbcsl KopHeBble DNS-
cepsepbl

-—auto-forwarders

[o6Gaentb nepeHanpasnaowme DNS-cepBepbl, yka3aH-
Hble B HacTponkax (panna /etc/resolv.conf, K crnmc-
Ky nepeHanpaBnsiloLnX CepBEpPOB, UCMNOMb3YyEMbIX B
FreelPA DNS

-—forward-policy=first|only

Ykasatb nonutuky DNS-nepeHanpaenexus ons rnobarnb-
HbIX NepeHanpaBnsaLNX CEPBEPOB, 3a4aHHYO C NOMO-
Wb Apyrmx napameTpoB. 1o ymonyaHuio ucnonb3yeTcs
nepBbIvi cepBep, eCnn Ha NokanbHbIX UHTepdencax He
oOHapyxeH IP-agpec, npuHagnexalunin 4acTHOMY UK
3ape3epBMpPOBaHHOMY AuanasoHam. [1o ymonyaHuio mc-
Nnornb3yeTcsl TONMbKO eCcnn oGHapy»xeH YacTHbin IP-agpec

——reverse—zone=<o6paTHaH_30Ha>

3agaTtb obpatHyto 3oHY DNS ans ncnonb3oBaHus. [aH-
HbI MapaMeTp MOXHO MCMONb30BaTb HECKOMNBKO pa3 Ans
yKa3aHWUsi HECKOINbKNX 0OpaTHbIX 30H

——no—-reverse

He cospgaBatb HoBYy obpaTtHyto 3oHy DNS. Ecnin ans
noaceTu yxe cyliecTeyeT obpaTHasa 3oHa DNS, oHa 6y-
AeT Mcnonb3oBaTbCs

—-—auto-reverse

Cospgatb HeobxoanMble 06paTHbIE 30HbI

-—-allow-zone-overlap

CospaTtb DNS-30HyY, gaxke ecnuv oHa yxe CyLecTByeT

—-—no-host-dns

He ucnonb3oate DNS ans 3anpoca nmeHn xocTta BO
BPEMS YCTaHOBKM

--no-dns-sshfp

He cospaBatb aBTomatudecku 3anmcum DNS SSHFP

—--no-dnssec-validation

Otkntountb npoBepky DNSSEC Ha gaHHoM cepBepe

8.3.9. loBepuTenbHble OTHOLIEHUSI MeXAy AOMeHaMu

8.3.9.1. O6bwume cBepgeHus

[na cosgaHua gosepuTenbHbIX OTHoWweHUW cepBepa FreelPA ¢ pomeHom AD cnyxut

nakeTt freeipa-server-trust-ad.

lMepen HacTpoOnKon AOBEPUTENBHBLIX OTHOLLEHWNI KOHTponnep aomeHa AD gomkeH ObiTb

HacTpoeH n pabortocnocobeH, a cnyx6bl FreelPA 3anyLieHbl B cooTBeTcTBMM C(8.3.5]

BHUMAHUE! He yoacTtca yctaHOBUTL AOBEPUTESNbHbIE OTHOLLEHUSA C¢ JomMeHOoM Active

Directory, ecnn ums obnactu FreelPA-cepBepa He coBnagaeT ¢ ero AOMEHHbIM UMEHEM.

B cnyyae Heo6xoaMMOCTN NepeycTaHOBKM yaarneHHbIX paHee 06bekToB UK NOBPEXOEH-
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HbIX panfioB KoHuUrypaumm komaHay ipa-adtrust-install MOXHO 3anyCTUTb HECKOSMbLKO
pa3. Takum obpas3om mMoryT ObiTb CO3aaHbl HOBasi KOHurypaumss Samba (pann smb. conf) u
KOHUrypaumsi, Ha Kotopol 6asupyerca permctpauus. Hekotopble anemeHTbl, Hanpumep, KOHU-
rypaumsi nokarnbHOro guManasoHa, He MoryT 6biTb M3MEHEHbI B pe3ynbTaTe NOBTOPHOrO 3anycka
KOMaHabl ipa-adtrust-install, T.K. B JAHHOM Criy4ae U3MEHEHUs MOryT 3aTPOHYTb U Apyrne
OObEKTbI.

K 6paHgmayapy FreelPA-cepsepa AonosHUTENBHO NpeabaBnsaTcsa TpeboBaHus pas-
pewntb gomeHy FreelPA n gpomeHy AD obMeHuBaTbCS MHOpMaLMeEN, T.€. NPU BbIMNOHEHUN
KOMaHapbl ipa-adtrust-install npegnonaraeTcs, YToO criegytoLlime nopTbl OTKPbITHI:
135/tcp EPMAP
138/tcp NetBIOS-DGM
139/tcp NetBIOS-SSN
445/tcp Microsoft-DS
1024/tcp
3268/tcp Microsoft-GC
138/udp NetBIOS-DGM
- 139/udp NetBIOS-SSN
- 389/udp LDAP

JlononHunTenbHO ¢ KOMaHAOM ipa-adtrust-install BO3MOXHO MUCMONbL30BaTL Napa-

MeTpbl, NpuBeaeHHbIe B Tabnuue [45]

Tabnuuya 45

MapameTp OnuncaHue
-d, —-—debug BbiBOoOMTb OeTanbHble cBeageHNa 00 oTnagke
--netbios-name=NETBIOS_ NAME 3apatb uma NetBIOS ana nomena FreelPA. Ec-

N He yKasaHo, TO OHO onpeaenseTca Ha OCHOBe
BegyLLen KomnoHeHTbl DNS-nmeHn gomeHa. Ecnm
3anycTnTb KOMaHAOy ipa-adtrust-install BO
BTOpOW pa3 ¢ apyrum nmeHem NetBIOS, T1o ato
UMS U3MEHUTCS.

BHUMAHUE! VameHeHne nvenun NetBIOS moxer
HapyLWWUTb CYLLECTBYOLLME AOBEPUTENbHbBIE OTHO-
LEeHWs C gpyrMMmm JoMeHamum
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lNpodomkeHue mabnuub! 45

MapameTp

OnucaHue

—-—add-sids

Hobaeute SIDs pgns  cywecTBYOWNX MOMb-
3oBaTenen W Trpynn Kak akTMBHble Ha 3a-
KMOYMUTENbHbIX  Larax  3anycka  KomaHAabl
ipa-adtrust-install. Ecnn B cpege cyule-
CTBYET MHOXECTBO AENCTBYIOLMNX NoNb3oBaTenen
M rpynn MU HECKONbKO PEensnk, TO BbIMNONIHEHNE
JaHHOro OENCTBUS MOXET MPUBECTU K BbICOKOM
CKOPOCTU pennukauum Tpaduka u CHUKEHUIO
npon3soanTenbHOCTM Bcex cepBepoB FreelPA B
cpene. Ytobbl n3bexarb 3TOro pekoMeHAYETCs re-
Hepauuto SIDs 3anyckaTb nocre BbINOMHEHWS
KOMaHObl ipa-adtrust-install, gna 9aTo-
ro 3arpysntb OTPedaKTUPOBAHHYKD  BEpPCUI0
ipa-sidgen-task-run.ldif ¢ nNoOMOLbIO
KomaHAabl 1dapmodify Ha cepBepe gomeHa AD

-—-add-agents

[ob6aentb macTtep-cepep FreelPA B cnncok, 4to
NO3BOSISIET NPEAOCTaBNATb MHpOpPMaLUIO O Nosb-
30BaTeNnsax AoBepeHHbIX necoB. OBbIYHbIN MacTep-
cepBep FreelPA moxeT npegoctaBndATb 3Ty WH-
dopmaumio knueHtam SSSD. Mactep-cepBepbl
FreelPA He pobaBnsaioTcsa B CNMCOK aBTOMaTUYe-
CKW, T.K. Ansa atoro TpebyeTtcs nepesanyck cryxobl
LDAP Ha kaxxgom 13 Hux. KomnbioTep, Ha KOTOPOM
BbIMOMHEHa KoMaHga ipa-adtrust-install,
nobaensieTcs aBTOMaTUYeCcKMm.

BHUMAHMUE! Mactep-cepBepbl FreelPA, Ha Ko-
TOpbIX KOMaHAa ipa-adtrust-install He Gbl-
na 3anyuieHa, MoryT paboTtaTb ¢ MHdopmaumen
O Nonb3oBaTeNaX JOBEPEHHbIX NECOB TOMNbKO ec-
NN OHW aKTMBUPOBAHbLI NyTEM BbINOSIHEHUS KOMaH-
Obl ipa-adtrust-install Ha nobom gpyrom
macTtep-cepBepe FreelPA

-U, ——unattended

Yoanutb 6e3 noareepxaeHns. Beog aaHHbIX Nosb-
3oBaTtenem He ByaeT 3anpalumBaTbCs

--rid-base=RID_BASE

3apatb nepBoe 3HadeHne RID nokanbHoro gome-
Ha. [MepBbint Posix ID nokaneHoro gomeHa 6yaoet
npuceoeH gaHHomMy RID, BTopon 6yaeT npucBoeH
RID+1 n . 4.

—--secondary-rid-base=SECONDARY RID BASE

3agaTb HavanbHoe 3HaveHue BTopuyHoro RID gua-
nasoHa, KoTopoe MCMONb3yeTcsl TONbKO B TOM CNy-
Yyae, ecnu nonb3oBaTeNb W rpynna UCrnonb3yoT
OAnH 1 TOT Xe Posix ID

-A, ——admin-name=ADMIN_NAME

3apaTtb MMA nonb3oBaTend ¢ npaBaMn agMuHU-
cTpaTtopa ansa aaHHoro cepsepa FreelPA. Mo ymorn-
YaHuio admin
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OkoH4yaHue mabnuubi 45

MapameTp OnuncaHue

-a, ——admin-password=password 3apaTb naponb 414 nonb3oBaTens ¢ npaBamMun aa-
MUHUCTpaTopa Ansa gaHHoro cepeepa FreelPA. by-
OET 3anpawmnBaTbCs B MHTEPAKTUBHOM PeEXNME
ecnu napameTp -U He yKasaH. Y4YeTHble AaHHble
agMuHMCTpaTopa 6yayT Mcrnornb3oBaHbl Ansl Mosy-
yeHnsa buneta Kerberos nepen HacTponkon noa-
OEPXKN OOBEPUTENbHbIE OTHOLLEHUSI NepeKkpecT-
Hom obracTu, a Takke B AanbHewneM, 4Tobbl ybe-
aunTbes, uto bunet cogepxunt MS-PAC ceegeHus,
Heobxoammble ans dpakTnyeckoro gobaeneHus oT-
HoLWleHMn goBepusi ¢ gomeHomMm AD npu nomoLum
KOMaHabl ipa trust-add -type=ad

8.3.9.2. penBapuTenbHaa HacTpouka
CepBepbl gomeHa AD n gpomeHa FreelPA gormkHbl HAXoQMTbCA B OQHOW CETU U Ha 0bounx
cepBepax OOSMKHA YCNeLWHOo BbIMOMHATLCA KoMaHaa:
ping <IP-agmpec>
rae <IP-ampec> — IP-agpec cepBepa gomeHa AD rnpu BbINONHEHUN KOMaHObl Ha cepBepe
nomeHa FreelPA vnu IP-agpec cepBepa gomeHa FreelPA npu BbINOSIHEHUM KOMaHAbl Ha

cepsepe gomeHa AD.

8.3.9.3. HacTponka CMHXpPOHM3aLUnA BpeMeHMU

Mpwn yctaHoBke n nHnuynanmsaummn FreelPA koHdurypaumsa cnyxbbl CMHXpOHU3auun Bpe-
MEHW HacTpauBaeTCs aBToMaTUYeCKM AN UCMONb30BaHNA 00LLEeAO0CTYNHbLIX CEPBEPOB TOYHOIO
BPEMEHM.

Mpun passepTbiBaHun FreelPA B cetn 6e3 gocTtyna K obLenocTynHbiM cepBepam TOu-
HOro BpeMeHN HeoBX0ANMO UCNPaBUTb HACTPONKN CyXObl CUHXPOHU3aUUKM BpeEMeEHN B dhanne
/etc/ntp.conf, BbINOHWUB KOMaHAbI:
sudo sed -i -e "s/~\([[:space:]]*.*debian\.pool\.ntp\.org.*\)/#&/" /etc/ntp.conf
echo server <IP-agpec> | sudo tee -a /etc/ntp.conf > /dev/null
rae  <IP-agpec> — IP-agpec cepBepa BpeMeHu

3aTteM BbINONHUTL NpoLeaypy nepesanycka aBToMaTtuyeckon CUHXPOHU3aunn BpeMeHu
KoMaHaamu:
sudo service ntp stop
sudo ntpdate -bv <IP-agpec>
sudo service ntp start
rne <IP-appec> — IP-agpec cepsepa BpeMeHH

BHUMAHMUE! Mpn ncnonb3oBaHuu BUpTYarbHbIX MaLllWH Npouenypa rnepesanycka aBTo-

MaTU4EeCKON CUHXPOHN3aLUnn 065a3aTenbHO A0MKHA ObiTh BbIMOMTHEHA NOCNE KaXaoro nepes3arnycka
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n/vunu otTkata BMpTYyarnbHbIX MaLLUMH.
8.3.9.4. UHnumanunsaumsa noBepuUTesibHbIX OTHOLUEHUN
[0na nHymanmsaumm goBepuTeribHbIX OTHOLLEHMN HeOBXOAMMO Ha cepBepe AoMeHa
FreelPA BbINnonHUTL criegytowine AencTBus:
1) Nony4YnTb NOFTHOMOYUS agMUHUCTPATOpPa JOMEHA U NPOBEPUTbL paboToCNOCOBHOCTL
cnyx6 FreelPA, BbINOMHMB KOMaHAbI:
kinit <agmMunHHCcTpaTop_ noMmeHa FreeIPA>
id <apgumuHuCTpaTop_nomMeHa FreeIPA>
getent passwd <aguMuHHCTpPpaTOpP_ noMeHa FreeIPA>
B pesynsraTe BbINOMHEHNSA KOMaHA HE AOMMKHbI OblTb BbISIBIIEHbI OLLUMOKM;
2) 3anycTuTb cnyxby aoBepuTenbHbiX oTHoweHun FreelPA komaHaon:
sudo ipa-adtrust-install
Ha Bce Bonpocbl oTBeTUTb «[a» («y») n 3aTemM BECTU Naposib aAMUHUCTpaTopa JOMeEHa
FreelPA. lNpoBepnTb NpaBuUNbLHOCTL aBTOMATUYECKOrO ornpeaesieHna MMeHn JOMeHa un
oTBeTUTb «[da» («y»);
3) HacTpouTb 1 npoBepuTb nepeHanpasneHe DNS. [JobaBneHne 30HbI NepeHanpaene-
HWS1 OCYLLIECTBIISIETCA KOMaHLOM:
ipa dnsforwardzone-add <pomeH_ AD> --forwarder=WIN_ TP ?forward-policy=only
[MpoBepkn ycneLwHoro BbINOMHEHNA KOMaHAbI:
a) npoBepka OOCTYMHOCTU cepBep AoMeHa AD:
ping -c 3 <cepBep_nomeHa_ AD>.<gomeH AD>
0) npoBepka AOCTYNHOCTU cnyx6bl FreelPA:
dig SRV _ldap._tcp.<pomeH FreeIPA>
B) MpoBepka JOCTYNHOCTU cny»6bl fomeHa AD:
dig SRV _ldap._ tcp.<pmomeH AD>
4) coxpaHuTb kKoHGUrypauuio Samba, BbINOMHUB KOMaHAY:
cp /etc/samba/smb.conf /etc/samba/smb.conf && sudo testparm | sudo tee
/etc/samba/smb.conf > /dev/null
5) npoBepuTb paboTocnocobHOCTL CNyX6bl Samba KoMaHaow:
smbclient -k -L <cepBep_pomeHa_ FreeIPA>.<pomeH_FreeIPA>
6) ycTaHOBUTb AOBEPUTESIbHbIE OTHOLLEHUS MeXay JOMEHaMMU:
a) OOHOCTOPOHHEee LOBepUTENbHOE OTHOLLEHME — OOHOCTOPOHHEE JOBEPUE K JOMEHY
AD, npu koTopom obnactb FreelPA gosepsieT necy nomeHoB AD ncnonb3ys MexaHu3m
AOBEPUTESbHbIX OTHOLLEHU Mexay AepeBbaMn goMmeHoB AD, HO gepeBO JOMEHOB
AD He poBepsieT obnacTtu FreelPA. MNonb3oBaTtenu aepesa gomeHoB AD nonyvatot
AocTyn K pecypcam obnactn FreelPA. YcTaHaBnnBaeTcss KOMaHOOW:
ipa trust-add --type=ad <pmomeH AD> --admin <agMuHUCpPaTOp_noMmeHa AD>

--password



201

0) ABYCTOPOHHEE AOBEPUTENbHOE OTHOLUEHWE YCTaHaBNMBAETCHA KOMaHAOWN:
ipa trust-add --type=ad <gomeH AD> --admin <agMHHHCPATOP_ LnoMeHa AD>
--password --two-way=true
B) BHELLUHEE JOBEPUTENBHOE OTHOLLUEHNE — OTHOLLEHME OOBEPUS MEXAY AOMEHaMM
AD, Haxogawmmmcs B pasHblx necax gomeHoB AD. YcTaHOBMEHME JOBEPUTENbHbIX
OTHOLLEHUIN MexXay necamv JOMEHOB Bcerga TpebyeT yCTaHOBMNEHMSA AOBEPUTENBHbIX
OTHOLLUEHNN MeXaY KOPHEBbIMU JOMEHAMW 3TUX NIeCOB, O4HAKO, BHELLHEE O0BepuU-
TENbHOE OTHOLUEHNE MOXET ObITb YCTAHOBMEHO MeXAy NobbIMN JOMEHAMU B NECY.
MpumeHsieTcs Ans ycTaHOBEHUS [OBEPUTESbHBIX OTHOLLEHUI C KOHKPETHLIMW JOMe-
HaMW U He NepexoauT rpaHnLbl JOBEPEHHOIO JOMEHa. YCTaHaBNMBaeTCsl KOMaHOOM:
ipa trust-add --type=ad <pmomeH AD> --admin <agMuHUCpPaTOp_HoMmeHa AD>
--password --two-way=true --external

7) nocne yCTaHOBMEHUs1 OBEPUTENbBHbIX OTHOLLEHWI CriedyeT BbIMOSIHUTL KOMaHAdy Ans

nony4yeHnsa cnncka JOBepPEeHHbIX JOMEHOB:

ipa trust-fetch-domains <powmen_ AD>

[lomeH gormkeH 6bITb HAaWAEH NMpU BbINOSTHEHUN KOMaHAbI:

ipa trustdomain-find <gomen_ AD>

8) ansa pabotbl nonb3oBatenen gomeHa AD B gomeHe FreelPA cnegyet 3apeructpupo-

BaTb AaHHbIX norb3oBartenen, 4obaBmB COOTBETCTBYIOLME IPYMMbl U NONb30oBaTenen B

HUX:

ipa group-add --desc=’ad domain external map’ ad_admins_external

-—-external
ipa group-add --desc='"ad domain users’ ad_admins
ipa group-add-member ad admins external --external ’<pgomen AD>\Domain
Admins’

ipa group-add-member ad admins --groups ad _admins_external

Ha 3anpockl «kmember_user» n «member_group» HaxaTb knasuwy <Enter>.

9) ansa npegocTaBneHusl Nonb3oBaTendaM Npae Ha AOCTYN K pasgenseMbiM pecypcam

TpebyeTcs ykasaTb UX ngeHTudukaTopbl 6€3onacHoCcTu.

[nsa nonydeHne naeHtudukatopa 6esonacHocT nonb3oBatenen gomeHa AD Ha cepBepe

AD n3 ob6onoukun CMD (Ho He n3 obonodkn PowerShell) BbINONHUTE KOMaHAY:

c:\> wmic useraccount get name,sid

[nsa nonyyeHne ngeHTudukaropa 6esonacHocTn nonb3oBatenen gomeHa FreelPA Ha

cepsepe FreelPA BbINONHUTL KOMaHAY:

ipa group-show ad_admins_external --raw
Mpumep

[ob6aBneHue pasgensiemoro karanora /share_dir, 4OCTYNHOro AnNs norib3oBaTtenemn
aomeHa AD nog MeHeM share name:
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sudo mkdir /share_dir

sudo net conf setparm ’'share name’ ’'comment’ ’'Trust test share’

sudo net conf setparm ’'share name’ ’'read only’ ’'no’

sudo net conf setparm ’share name’ ’valid users’ "$d _admins_sid"

sudo net conf setparm ’share_name’ ’path’ ’/share_dir’

MpoBepuTb, 4TO pecypc AobaBnNeH, BLINOMHMB KOMaHAY:

smbclient -k -L <cepBep_pomeHa FreeIPA>.<pnomeH_ FreeIPA>

Mocne pobaeneHns katanora npu nomowm Internet Explorer npoBepuTtb, YTO pecypc JOCTYMNEH C

cepsepa AD.

8.3.9.5. MNpoBepka ycTaHOBKU AOBepUTENIbHbIX OTHOLUEHUN

Mpn ycnewHon ycTaHOBKE AOBEPUTENbHbBIX OTHOLLEHMI nosb3oBatenu gomeHa AD gomnx-
Hbl NONYYUTb BO3MOXHOCTb BXO4a B CUCTEMY C UCMOMb30BaHNEM CBOErO MMEHU N Napons:

- Yyepes TepMuHan;

- Yyepes rpadomyecKknin MHTepdenc;

- Yyepe3 SSH (ecnu ycTtaHoBnNeHa COOTBETCTBYIOLWANA ceTeBas cnyxoba)
Takxke nonb3osatensam AD npegoctaBnseTca BO3MOXHOCTb A0CTYyNa K pasgensieMbiM pecypcam.

BHUMAHME! [Ona Bxoma HeobxoAuMMO WCMoONbL30BaTb MOMHOE WUMS  MOSb30-
BaTtend C yKkasaHMeM [OOMeHa, K KOTOpOMY norb3oBaTesfib  OTHOCUTCH, Hanpumep,
Administrator@windomain.ad, Npy 3TO MMA AOMEHa MNULLIETCA CTPOYHbIMKM OyKBamu,
a B VIMEHU Morb3oBaTerisi C COXpaHEHMEM CTPOYHbIX U 3arnaBHbIX OyKB.

MpoBepka HacTporkn DNS Ha cepBepe gomeHa AD BbINOMHAETCSA U3 KOMaHAHOW CTPOKM.
[ns npocmMoTpa 3anucen BbINONMHUTL KOMaHAY:
c:\>nslookup.exe

B BbIBOAE BbINONHEHUs KOMaHAbl ByayT npuBeaeHbl 3annucu o paboTe CepBUCOB U CrYXO
AomMeHa.

3anucu, oTBevatLwwme 3a paboty cepucos Kerberos yepes UDP n LDAP yepe3 TCP:
> set type=SRV

> _kerberos._udp.<pomeH_ FreeIPA>.

_kerberos._udp.<pomen_ FreeIPA>. SRV service location:
priority =0

weight = 100

port = 88

svr hostname = <cepBep_pomMmeHa_FreeIPA>.<pgomeH_FreeIPA>.

> ldap._tcp.<pnomeH FreeIPA>.

_ldap._tcp.<pomeH FreeIPA> SRV service location:
priority =0

weight = 100
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port = 389
svr hostname = <cepBep_pomMmeHa_FreeIPA>.<gomMmeH_FreeIPA>.

3anucu, oTBevarowme 3a umsa Kerberos realm IPA gomeHna:
> set type=TXT
_kerberos.<gomen FreeIPA>.
_kerberos.<pomeH_FreeIPA>. Text =

"<gomeH_FreeIPA>"

Nocne BbINONHEHMA KOMaHAbl ipa—adtrust—install OOJTKHbI NOABUTCA 3anncu, otee-
vatowue 3a paboty cepsucos MS DC Kerberos yepes UDP un LDAP yepes TCP:
> set type=SRV

> _kerberos._udp.dc._msdcs.<pgomeH_FreeIPA>.

_kerberos._udp.dc._msdcs.<poMmeH_ FreeIPA>. SRV service location:
priority =0

weight = 100

port = 88

svr hostname = <cepreep_ pgoMmeHa_FreeIPA>.<pgoMmeH_FreeIPA>.

> ldap._tcp.dc._msdcs.<pgomeH_ FreeIPA>.

_ldap._tcp.dc._msdcs.<pomeH_FreeIPA>. SRV service location:
priority =0

weight = 100

port = 389

svr hostname = <ceppep_pomeHa_ FreelIPA>.<pomMeH_FreeIPA>.

MpoBepka Hannuuna 3anucen gna pabotbl ceperucoB AD Ha DNS-cepsepe AD BbInonHsieT-
CA U3 KOMaH,D,HOIZ CTPOKMN. E,J'IFI npocMoTpa 3anncen BbINONHUTb KOMaHAay:
c:\>nslookup.exe
3anuncb, oTBevarwan 3a paboty cepeuco Kerberos yepe3s UDP n LDAP vyepes TCP:
> set type=SRV
> _kerberos._udp.dc._msdcs.<pomeH_AD>.
_kerberos._udp.dc._msdcs.<pomen_AD>. SRV service location:
priority = 0
weight = 100
port = 88
svr hostname = <cepeep_pomeHa_ AD>.<pgoMeH_AD>.
> ldap._tcp.dc._msdcs.<pomeH AD>.
_ldap._tcp.dc._msdcs.<momeH_AD>. SRV service location:
priority = 0
weight = 100
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port = 389
svr hostname = <cepBep_pomeHa AD>.<pgomeH_ AD>.
lMpoBepka HacTporikn DNS Ha cepBepe gomeHa FreelPA n Hannuma 3anucen ans pabortsbl
cepsuco FreelPA Ha DNS-cepeepe FreelPA BbINOMHAETCA U3 KOMaH4HOW CTPOKM.
3anuck, oTBevarLwas 3a paboty cepsucos Kerberos vyepes UDP n LDAP vepes TCP:
# dig +short -t SRV _kerberos. udp.<pnomeH FreeIPA>.
0 100 88 <cepBep_pomeHa_ FreelPA>.<pgomeH_FreeIPA>.
# dig +short -t SRV _ldap. tcp.<pnomeH FreeIlPA>.
0 100 389 <cepBep_pomeHa FreelIPA>.<pgomeH_ FreelIPA>.
3anucb, oTBevatwas 3a nma Kerberos realm IPA pomeHa:
dig +short -t TXT _kerberos.<pomeH_FreeIPA>.
"<nomeH_ FreeIPA>"
lMocne BbINONHEHUA KOMaHAbl ipa-adtrust-install AOMKHbLI NOSABUTCA 3anucu, oTee-
vatowme 3a paboty cepsucos MS DC Kerberos yepes UDP n LDAP yepes TCP:
# dig +short -t SRV _kerberos._udp.dc._msdcs.<gomeH_ FreelPA>.

0 100 88 <cepBep_pomeHa_ FreelIPA>.<pomeH_FreeIPA>.

# dig +short -t SRV _ldap. tcp.dc. msdcs.<gomeH FreelIPA>.
0 100 389 <cepBep_pomeHa FreeIPA>.<pnomeH_ FreeIPA>.
MpoBepka Hannuns 3anucen anga padotel cepsucoB AD Ha DNS-cepsepe FreelPA Bbinon-
HAeTCA N3 KOMaHOHOW CTPOKMU.
3anucu, oTBevatome 3a paboty cepsucoB Kerberos yepes UDP 1 LDAP yepes TCP:
# dig +short -t SRV _kerberos. udp.dc. msdcs.<gomeH AD>.
0 100 88 <cepBep_ pomeHa AD>.<pomeH AD>.

# dig +short -t SRV _ldap._tcp.dc._msdcs.<pomeH_ AD>.
0 100 389 <cepBep_ pomeHa AD>.<pomeH AD>.
Ecnu 3anuck _kerberos._udp.dc._msdcs.source-<gomeH_ AD>. HedOCTYyMHa, TO

Heobxogumo npoBepuTb _kerberos. tcp.dc. _msdcs.source-<pmomeH_ AD>.

8.3.10. YnpaBneHue ypocrtoBepsiowmMm uUeHTpom XCA ana  cos3gaHus
MHMPaACTPYKTYPbI OTKPbLITbIX KIoYen

MHCTpyMeHT ynpaeneHnsa ygoctoBepaowmm LueHTpoMm XCA (nHcTpymeHT XCA) npume-
HAeTCa ONna co3faHus npocTenwero ygoctosepsitoulero ueHTtpa (Certification Authority, CA) u
MHGPaCTPYKTYpbl OTKpbITbIX Krtoven (Public Key Infrastructure, PKI), npegHasHayeHHbIX ans
obecneyeHusn paboTbl cepBepa u knneHToB cnyx6bl OpenVPN.

MHctpymeHT XCA BxoanT B coctaB OC. YcTaHOBKa BbINOMHAETCA NMO0 13 rpacdmyeckoro

MeHekepa naketoB Synaptic, nnbo U3 TepmMuHana KomaHaom:
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apt-get install xca

lMocne yctaHoBkn nHcTpymeHT XCA gocTyneH ans 3anycka u3 MeHto «l1yck — YTUnutbli»
(Mpy ncnonb3oBaHMK Knaccuyeckoro MeHr «Iyck — MNporpamMmmbl — YTunutel»). o ymonyaHuio
MHCTpyMeHT XCA 3anyckaeTcs Ha si3blke onepauMoHHON cucTeMbl. BbIOOp si3blka BO3MOXHO
N3MEHUTb BPYYHYHO Yepes MeHto «Pannbl — Languagey.

lMocne nep.oro 3anycka nHcTtpymeHta XCA Heobxoanmo co3gaTb HoByto B[. [Ins aToro:

1) BbIOpaTb B MeHI0 NyHKT «dann — Hosasi 6a3a gaHHbIX»;

2) ykasaTb Ha3BaHue 1 NyTb pasmelleHuns b/;

3) HaxaTb [CoxpaHuTb].

Mpumevanue. MNepen cosgaHnem Bl OyneTt 3anpoweHa yctaHoBKa naponsa Ans
poctyna k b. Mpn HaxaTtuum [Aa] B[ 6ynet cosgaHa 6e3 napons.

BHUMAHMUE! YTtepsa B[l MmoxeT npuBecTy K KoMnpomeTauum nnu nosnHon Hepabotocno-
COBHOCTM cUCTEM, UCMOMb3YIOLWNX BblAaHHbIE LEHTPOM cepTudmkaTol. PekomeHgyeTcsa passopa-
YMBaTb YAOCTOBEPSAIOLLMIA LEHTP HA OTAENBbHOM (PU3NYECKOM KOMMbIOTEPE, HE MOAKMIOYEHHOM K
ceTu, nepegayy cepTUdunKaToB OCYLLECTBATbL C MOMOLLbIO CbEMHbIX HOCUTENEN MHAOPMaLIUA U

NPUHSITb BCE BO3MOXHbIE MepbI AN orpaHM4eHnst goctyna k b[.

8.3.11. Co3paHume camonoanucaHHoro ceptucpukata B XCA
CosgaHue uenoykn cepTudmrKaToB BbINOMHAETCA C UCNOSb3oBaHNeEM MHCTpyMeHTa XCA.
[nsa cospgaHns cepTugmkaTtoB HeobxoanmMo 3anycTuTb MHCTPYMeHT XCA 1 BbINOAHUTL criegytoLme
JencTBus:
1) cosgaTb KOpHEBOMW cepTudukar:
a) BO Bknagke «3akpbITble Koum» HaxaTb KHorky [HoBbin Knto4]. B oTkpbiBLIEMCSA
OkHe B nore «Mms kntoda» ykasatb umMs «rootKey» n HaxaTb [Co3paThb];
6) nepentn BO Bknagky «Ceptudukarbl», Haxatb [HoBbIn cepTudumkari;
B) B OTKpbIBWEMCS OkHe «CosaaHne x509 cepTudukata» nepenTtn Bo Bknagky «Bna-
aeneuy:
1) B none «BHyTpeHHee ums» ykasaTb ums ceptudukara «rootCAy»;
2) B none «commonName» ykasaTtb TO e UM — «rootCAv;
3) B Grioke «3aKpbITbI KNOY» BblIOpaTb paHee co3aaHHbIN Koy «rootKeyy;
r) B okHe «CosgaHue x509 ceptudumkata» nepenTn BO BKNagky «PacumpeHusy:
1) B none «Tun» BbibpaTb «LleHTp CepTudurkaummny;
2) onpegenuTtb Nepuog AencTBusa ceptudukara, ykasas B 6rioke «BpemeHHbIn
AavanasoH» 3HadeHue «10y;
3) HaxaTb KHomMKy [MpumeHuTb], 3aTemM HaxaTb [Aa].
2) cospgaTtb cepTudukaTt ons cepeepa:
a) B OCHOBHOM OKHe MporpamMMbl NEPENTU BO BKNAAKY «3aKpbiTble KMOUN» N HaXaTb
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KHOMKY «HoBbIN KNto4»;
6) B OTKpbIBLLEMCSI OKHE B nosne «MmMs kntoya» ykasaTb UMs «serverKey» n Haxatb
[Co3paTh];
B) nepentn BO BkNnagky «Ceptudukartbl», Haxate [HoBbIn cepTtudumkar];
r) B OTKpbiBLEMCA okHe «CosaaHune x509 ceptmudmkata» Bo Bkragke «MCTOUHUKY:
1) npoBepuTb ycTaHOBKY (prnara «Use this Certificate for signing» co 3Ha4eHumem
«rootCA» (Mmsa kopHeBoro ceptudukara);
2) B none «Anroput™m noanucu» ykasatb «SHA 256»;
A) B okHe «CosgaHune x509 ceptudmkata» nepentn Bo Bknagky «Bnageneuy:
1) B none «BHyTpeHHee nma» ykasatb FQDN cepBepa, ana kotoporo oopmupy-
eTca ceptTudumkart, Hanpumep, dc01.example. ru;
2) B none «commonName» Takke ykaszate FQDN cepepa, ans kotoporo ¢op-
MupyeTcs cepTudukar;
3) B BGrioke «3akpbITbI KNOY» BblOpaTh paHee co3daHHbIN KoY «serverkKeyy;
e) B okHe «CospgaHue x509 cepTudpumkara» nepentn Bo BkNagky «PaclumpeHus»:
1) B none «Tun» BbiopaTb «KOHEYHbI NONb30BaTeNbY;
2) onpepenuTb Nnepuog Aencteusa ceptudurkara, ykasas B 6noke «BpemeHHbIn
ananasoH» 3HadeHne «10»;
3) HaxaTb KHomMKy [[pumeHuTb], 3aTem HaxaTb [Aa].
3) akcnopTMpoBaTb cepTudmKaT cepeepa:
a) B OCHOBHOM OKHe rnporpammbl nepenTtn Bo BkNagky «Ceptudukatbly;
0) BbIOpaTb TpebyeMbl cepTudmKaT cepBepa U HaxaTb KHOMKY [AkcnopT];
B) B OTKPbIBLUEMCSI OKHE YKa3aTb UMs daina KoHTenHepa ceptudumkaTa n ero pacno-
NOXeHWe;
r) B 6bnoke «d®opmat akcnopT» BblbpaTh hopmaT «PKCS12 chain» n HaxaTb KHOMKY
[Aa];
A) 3agaTb Naposfib Ha AKCNOPTUPYEMBIA KOHTEMHEP U HaXaTb kHonky [Aa].
Ha koHTponnepe nomeHa FreelPA onsa ykasaHusa KOHTeHepa ¢ CepTUdUKaTOM BbINONHUTL
KomMaHay astra-freeipa-server c napamerpamu -1 v -1p:
astra-freeipa-server -1 <nyTb_K_KOHTeHNHepy> -1lp <napojb_K_KOHTEHNHEpY>
MpocMoTpeTb NepeyeHb OOMNOSMHUTESbHBLIX NapaMeTpoB ANA 3anycka C KOMaHOOoW
astra-freeipa-server MOXHO BbIMOJIHUB:

astra-freeipa-server --help

8.3.12. CkBo3Hasa ayTeHTUdUKauma Ha web-cepsepe Apache2
[nsa obecneveHns coBmectHon paboTtbl web-cepBepa Apache2 ¢ FreelPA Heobxogmmo:

1) Hanuuune B cucTeME, Ha KOTOPOW OYHKLMOHNPYET web-cepBep, YCTaHOBNEHHOIO NakeTa
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KnneHTtckon Yactu FreelPA freeipa-client;

2) paspeLueHne MMeH OOMKHO BbiTb HACTPOEHO TakMM 06pa3oM, YTOObI UMS CUCTEMBI pas-

pellanock, B NepBy0 o4yepeab, Kak NorHoe UMs (HanpumMmep, myserver .example. ru);

3) knueHTtckas YacTb FreelPA gomkHa 6biTb HacTpoeHa Ha ucnonb3yemol FreelPA gomeH

(8.3.6));

4) B cucteme OOMKeH ObITb YCTaHOBIEH Moayrb web-cepBepa Apache2 auth_kerb u3

naketa libapache2-mod-auth-kerb.

Hannune moayns web-cepsepa Apache2 auth_ kerb npegoctaBnsieT BO3MOXHOCTb
opraHusauumn coBMecTHon paboTbl Apache2 n FreelPA ¢ ncnonb3oBaHnem ans ayTeHTudukaumm
nonb3oBaTenen nocpeactsom Kerberos metoga GSSAPI.

8.3.12.1. HacTtpowka cepBepHoun 4yactu FreelPA

Ha cepBepHomn Yactu cnyx6bl FreelPA Heobxogmmo co3patb B Bl FreelPA ¢ nomoubto
yTUnnTbl agMuHucTpupoBaHna FreelPA npuHumMnana, cOOTBETCTBYOLEro HacTpansaemMomy web-
cepBepy Apache2. lNMpuHuMnan cosgaeTca ¢ aBTOMATUYECKU CreHepUpPOBaHHbLIM CryYarHbIM

KIMtO4OM.

Mpumep
kinit admin

ipa service-add HTTP/apache2.example.ru

8.3.12.2. HacTtpownka knueHTckon 4yactu FreelPA ¢ yctaHoBneHHbIM web-cepBepom
Apache2

Ha knuneHnTckon 4actn cnyxobl FreelPA ¢ yctaHoBneHHbiM web-cepBepom Apache2
HeobxoanMmo:

1) NnpoBepUTb OTKIOYEH N MOAyNb ayTeHTMdUKaunm Yyepe3d PAM web-cepBepa Apache2

auth_kerb, BbINOMHNB KOMaHAy:

a2dismod authnz_pam

2) yCTaHOBUTb M aKTMBUpOBaTb MoAyrb web-cepBepa Apache2 auth_kerb BbINOMHUB

KOMaHAbl:

apt install libapache2-mod-auth-kerb

a2enmod auth_kerb

3) B KOHMUrypaumoHHbIX dpannax BMpTyarnbHbIX XOCTOB web-cepBepa Apache2 ans

obnacrten, Tpebyowmx asTopmnsauumn, 4ob6aBnTb CrieayroLme CTPOKN:

<Directory /var/www/html/>

AuthType Kerberos

KrbAuthRealms EXAMPLE.RU

KrbServiceName HTTP/apache2.example.ru

Krb5Keytab /etc/apache2/http.keytab
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KrbMethodNegotiate on

KrbMethodK5Passwd off

require valid-user

</Directory>

Mpun HeobxogmMmocTn obecnevyeHns CKBO3HOM ayTeEHTUUKaALMN U3 CKPUNTOB C APYrMMun
cnyx6amu, Hanpumep, cepeepoM Postgresql, B KOHUrypaLmMoHHoM dainne BUpTyanbHOro
XOCTa cnenyeT AononHUTENbHO J06aBUTb CTPOKY KrbSaveCredentials on;

4) cospatb ann knova Kerberos ana web-cepsepa Apache2 ¢ nomouibto yTUnuTbl

agMuHuctpupoBaHus FreelPA.

Mpumep

kinit admin

ipa-getkeytab -s $( awk ’/“server/ { print $3 }’ /etc/ipa/default.conf )
-k /etc/apache2/keytab -p HTTP/apache2.example.ru

MonyyeHHbln cpann p[omkeH ObITb [ocTyneH web-cepsepy Apache2 no nyTw,
yKasaHHOMY B KOHMIypaumoHHOM napameTpe Krb5Keytab (B AaHHOM criyvae
/etc/apache2/keytab). [Nlonb3oBaTento, OT MUMEHN KOTOPOro pabotaet web-cepsep
Apache2 (no ymonyaHuio www-data), AOMmKHbl B6bITb NpegoCcTaBreHbl NpaBa Ha YTeHne
AaHHoro danna;

5) HasHauuTb BnagenbLeM anna keytab nonb3oBatensd www—data, BbINOMHMB KOMaH-

ay:

chown www-data /etc/apache2/keytab

6) npegoctaBUTb NpaBa Ha YTeHue anna /etc/apache2/keytab ocTarnbHbIM MOSib-

30BaTensiM, BbIMNOSHNB KOMaHAY:

chmod 644 /etc/apache2/keytab

7) nepesanyctutb web-cepsep Apache2, BbINOMHUB KOMaHAY:

systemctl restart apache2

Bpay3sep nonb3oBaTtens OMKeH NoaaepXuBatb ayTeHTUugukaumo negotiate. B 6paysepe
Mozilla Firefox B HacTporkax, 4OCTYMHbIX N0 agpecy about : config, HEOBX0AMMO yKa3aTb NS
Kakmx cepBepoB OOCTynHa ayTeHTudukaumns negotiate. [na BbINONHEHUS JAaHHOM HACTPOWKK
Heobxoanmo 3adaTb Mackm JOMEHOB MM B obwem crniyyae http- u hitps-coegmHerus, ykasas ans
napameTpa «network.negotiate-auth.trusted-uris» B kayectBe 3Ha4yeHun «http://, https://».

Mpun HeobxogmMmocTn obecnevyeHns CKBO3HOM ayTeHTUUKaLMN U3 CKPUNTOB C APYrMMKn
cnyx6amu, Hanpumep, cepeepom Postgresql, B 6paysepe Mozilla Firefox B kayecTBe 3Ha4eHUN
napametpa «network.negotiate-auth.delegation-uris» 3agatb Mackv JOMEHOB, KOTOPbIM MOXHO
nepefaBaTtb JaHHble N1 CKBO3HOW ayTeHTUdUKaummn. A B 3anyckaemMbliX CKpUnTax BbICTaBUTb
nepemMeHHyI OKpyxXeHuss KRB5CCNAME. Hanpumep, ona php:
putenv ("KRB5CCNAME=""._ S$SERVER[’KRB5CCNAME’]);
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8.3.13. CkBo3Hasa ayteHTuc¢pukauum B CYB[]
Ansa pabotel CYB[ PostgreSQL ¢ FreelPA Heobxoanmo BbINOMHEHME Cneayowmx ycno-

1) HanuMume B cucTeMax, Ha KOTOpPbIX (YHKUMOHMPYHOT cepBep U knueHTol CYB[

PostgreSQL, yctaHoBneHHOro naketa knmeHTckon Yactn FreelPA freeipa-client;

2) paspelueHne MMeH OMKHO BbITb HACTPOEHO TakuM 06pa3om, YTOObl UMSA CUCTEMbI pas-

pellanochk, B NepBylo ovepeab, Kak NofHoe nMs (Hanpumep, postgres.example. ru);

3) knueHTtckas YacTb FreelPA gomkHa 6biTb HacTpoeHa Ha ucnonb3yemol FreelPA gomeH

(8.3.6).

MogpobHoe onuncaHne paboThl ¢ 3awmwieHHon CYB[ PostgreSQL nprBeaeHo B 4OKyMEH-
Te PYCB.10265-01 95 01-2.

[ns obecneyeHns coBmecTHon paboThl cepsepa CYB[ PostgreSQL c FreelPA Heobxo-
anmo, 4Tobbl cepsep CYB[ PostgreSQL dyHkumoHupoBan kak cepBuc Kerberos. BbinonHeHue
AaHHoro ycnosus Tpebyet Hanuuns B B1 Kerberos npuHumnana gns cepsepa CYB[ PostgreSQL,
NMS KOTOPOro 3agaeTcd B oopmare:

servicename/hostname@realm

rie servicename — MMS Y4ETHOM 3anuUCK Nosib3oBaTeNs, OT KOTOPOW OCYLLECTBSAETCA PYHK-
umoHnpoBaHue cepBepa CYB[] PostgreSQL (no ymonyaHmio postgres) U KOTOpoe yka-
3blBaeTCs B KOHGUrypaumoHHom danne cepsepa PostgreSQL kak 3HavyeHne napameTpa
krb srvname;
hostname — nonHoe AOMEHHOE UMSI CUCTEMBI, HAa KOTopon doyHKUMOHMpYyeT cepaep CYB[
PostgreSQL;

realm — umsi gomeHa FreelPA.

[nsa obecneyeHnsa comectHon paboTbl cepBepa CYB[ PostgreSQL ¢ FreelPA Heobxogu-
MO:

1) cospatb B B[] FreelPA ¢ nomowbio yTunutbl agMmHucTpmupoBanus FreelPA npuHuuvna-

na, COOTBETCTBYIOLLEro ycTaHaBnnsaemomMy cepsepy PostgreSQL. MpuHumnan co3gaetcs

C aBTOMaTn4eCKkn creHepmnpoBaHHbIM Cﬂy‘-IaIZHbIM KIHO4oM,

Mpumep

ipa service-add postgres/postgres.example.ru

2) co3patb chann kntova Kerberos gnsi cepeepa CYB[ PostgreSQL ¢ nomoLbo yTunuTbl

agMmunHuctpupoBaHus FreelPA ipa service-add.

Mpumep
ipa-getkeytab -s $( awk ’/“server/ { print $3 }’ /etc/ipa/default.conf )
-k "/etc/postgresqgl/x.x/main/krb5.keytab"
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-p postgres/postgres.example.ru

Mony4eHHbIn hann gormkeH 6biTb goctyneH cepeepy CYB[ PostgreSQL no nytn, yka-
3aHHOMY B KOHpUrypaLMOHHOM napameTpe krb_server keyfile (B 4aHHOM cny4yae
/etc/postgresqgl/x.x/main/krb5.keytab). [Nonb3oBarento, OT UMEHN KOTOPOro
pabotaet cepeep CYB[ PostgreSQL (no ymonyaHuio postgres), AOMKHbI 6bITb Npeao-
CTaBlneHbl NpaBa Ha YTeHne JaHHoro danna;

3) HasHauyuTb Bnagenbuem danna krb5 . keytab nonb3oBatensa posgtres, BbIMOHUB
KoMaHAay:

chown postgres /etc/postgresql/x.x/main/krb5.keytab

4) 3apaTb B KOH(wurypaumoHHoMm  cpanne cepeepa CYB[l  PostgreSQL
/etc/postgreslqg/x.x/main/postgresqgl.conf cnegywwune 3HadeHus Ons

napameTpoB:
krb_server keyfile = ’/etc/postgresqgl/x.x/main/krb5.keytab’
krb_srvname = ’postgres’

5) ykasaTb ONs BHELLUHUX COeOUMHEHUN B KOHdMrypaumoHHom channe cepsepa CYB[
PostgreSQL /etc/postgreslq/x.x/main/pg_hba.conf MeToa ayTeHTudmkaumm
gss.

Mpumep
host all all 192.168.32.0/24 gss

8.3.14. Web-unntepdcenc

WNcnonb3oBaHne web-nHTepderica Bo3MoxHo nocne 3anycka FreelPA cornacHo [8.3.5.1]
nnn8.3.5.21

[ns Bxoga B web-nHTepdenc BBectu B agpecHom cTpoke bpaysepa CCbifiKy, npegoctas-
neHHyto npu 3anycke FreelPA.

B cnyyae ecnu npu nepsBom Bxoae B web-nHTepenc noaBmutca coodLieHmne o ToM, YTo
coefiMHEeHWe He 3aluLLeHo, cnegyet obaBuTb JaHHbIV aapec B UCKOYEHNS.

[Onsa Bxoga B web-nHTepdenc ncnonb3yerca MMs y4eTHOM 3anncu admin U naporsb,
3agaHHbIi Npu 3anycke FreelPA (cm. [8.3.5.111[8.3.5.2).

8.3.14.1. YcTaHOBKa MaHAaTHbIX aTpubyTOB (User mac)

[nsa yctaHOBKM MaHAaTHbIX aTpubyToB Nonb3oBaTensd Heo6xoammo:

1) BbIOpaTb Nonb3oBaTeNsa U NepenTn BO BKNagky «lMapametpbl»;

2) ucnonb3ya packpbiBatowmecs cnmckn «Min MAC», «Max MAC» 1 «YpoBeHb LeNOCTHO-
CTU» 3afaTb MaHOaTHble aTpubyThl;

3) Onsa ycTaHOBKM MaHAATHbIX aTpubyToB HaxkaTb [CoOXpaHUTb].

None «MaHaaTHbIN an|/|6yT» OOIMKHO NPUHATL 3aJaHHOEe 3Ha4YeHune B COOTBETCTBUU
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c puc. 2
AKTUEHEIE NoNb3oEaTen » userdl
v [lonb3oBaTenb: userQ1
userll cogepkTeA B
NapameTpbl ¥poBHW PARSEC-npuBmnernia [pynnbl nonb3oeatensi (1) CeTeBble rpynnbl Ponn Mpasuna HBAC
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Knace

Mpusunerna

MangaTHbIA aTprbyT

Min MAC

Max MAC

YpOEIEHh LWenocTHOCTH

Vasya

Pupkin

Vasya Pupkin

Vasya Pupkin

WP

Vasya Pupkin

1:0x0:2:0x0
0 ~ | OTmeHuUTB
2 v

Puc. 2

8.3.14.2. YctaHoBka npuBunerun PARSEC (parsec cap)

[nsa yctaHoskn npusunermin PARSEC Heobxoanmo:

1) BbIOpaTb Nonb3oBaTensa n nepenTn Bo BkNagky «YposHn PARSEC-npusenerniny;

2) HaxaTb [JobaBUTBL];

3) B OTKpbIBLLUEMCS OKHE B Ornoke «[ocTyneH» oTMeTUTb TpebyemMble NpuBMnernu;

4) nepeMecTUTb OTMEYEHHbIE NpuBunernn B 6mnok «Oxmnagaemblny, HaXxaB KHOMKY [>],

3aTeM HaxaTb [[lo6aBuTh] (cMm. puc. [3).

Mone «MaHaaTHbIM aTpmubyT» OOMKHO NPUHATL 3aaHHOE 3HaYeHue.
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fobaeuTe Monk3zoBaTtent userld1 YpoeHW PARSEC-npyBMNerui

JoctyneH Oxugaemblia

PARSEC-npueunerin [C]  PARSEC-npuewnerun
pcapchmac
pcapfilecap
pcapignmaccat
pcapignmaclyl
pcapmacsock
pcapprivsock
pcapreadsearch
pcapsetmac
pcapsig
pcapupdateatime
pcapaudit

pcapcap

[oBaBuTE OTMEHWTE

Puc. 3

Onucanne PARSEC-npusenermi npuBeaeHo B gokymeHTe PYCB.10265-01 97 01-1.
8.4. Samba

B coctaB OC BxoguT nakeT nporpamm Samba, npegHasHavyeHHbIN AN peweHnsa 3agad
coBmecTMmocTu co cpenon Microsoft Active Directory.

Samba nos3sonsietr OC BbICTYNaTb Kak B ponu KOHTponnepa gomeHa AD, Tak 1 B ponu
KNueHTa gomeHa.

Bo3moxkHocTn Samba:

cnyxba ayteHTudumkaumm Ha 6ase Kerberos v5;

LDAP-coBmecTumMas cnyxba katanoroB C NOAAEPXKKON pennmnKaumm;

nogaepxxKa rpynnoBbiX NOJINTUK;

noaaep)Kka JoBepUTENbHbIX OTHOLLEHWUN;

DNS-cepBep Ha 6a3e BIND unun cobcTBeHHON peanusauum.

B coctaB OC BXOAAT KOHCOMbHbIE U rpadnyeckme CpeacTsa, NO3BONSALWMNE MHULMANN3N-
poBaTb AD JOMEH UInu NOAKMNIOYNTBCSA K YXKe CYLLECTBYHOLLEMY.

AKTyanbHble NHCTPYKLMN A58 pasHbIX CLeHapueB NpUMeEHeHUs npmeedeHbl Ha oduumarnb-

HOM camTe wiki.astralinux.ru/docsl


wiki.astralinux.ru/docs
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8.4.1. CepBep

B coctaB OC BXOAUT UHCTPYMEHT KOMaHAHOW CTPOKN astra-sambadc, BKNKOYAOLWMN
cueHapum aBToOMaTU3NMPOBAHHOM HACTPOMKN U MOCTPOEHNSI HOBOFO KOHTponfnepa AOMEHa unu
BKJTHOMEHMUS B CYLLECTBYIOLLMA JOMEH B PO KOHTpOsiepa AoMeHa.

[lnsa co3gaHus HOBOro AOMeHa MUCNosib3yeTca KoMaHaa:
astra-sambadc -d <ums_nomeHa>

[aHHble, Heobxoanmble ANst CO3A4aHNA JOMEHA U He YKa3aHHble NPU BbINONTHEHUN KOMaH-
Abl, OyoyT 3anpoLlleHbl B UHTEPAKTUBHOM peEXUME.

[ononHuTtenbHaa nHgopmauus no NCNosib3oBaHMID KOMaHAbl OCTYMHA NPy BbIMOMHEHUN
KOMaHAbl C napaMeTpom -h:
astra-sambadc -h

[nsa HacTpOMKM 1 NOCTPOEHNA HOBOIO KOHTpOSSiepa AOMEHa UMK BKAKOYEHUS B Cylle-
CTBYIOLLMI JOMEH B POSIN KOHTpoOsepa JOMeHa B rpapnyeckom pexmme ucnonb3yeTcs ytunura

fly-admin-ad-server.

8.4.2. KnueHt

B coctaB OC BXOOUT MHCTPYMEHT KOMaHOHOW CTPOKN astra-winbind, BKNHOYaKOLWMA
CLEeHapun aBTOMaTU3MPOBAHHOW HAaCTPONKN KOMMbIOTEPA AN BBOAA B CYLLECTBYHOLUIA JOMEH.

[ns BBoga koMnbloTepa B AOMEH UCNOSb3yeTca KoMaHaa:
astra-winbind -dc <ums_pomeHa>

HaHHble, Heobxoaumble AnNsa BBoAA B AOMEH N HE yKa3aHHbIe MPU BbIMOMIHEHUM KOMaHAbI,
OyayT 3anpoLleHbl B UHTEPAKTUBHOM peXnme.

HononHutensHas nHopMaums rno UCMorb30BaHUIO KOMaHAbl AOCTYNHA NPW BbIMONHEHUN
KOMaHabl C napamMeTpom -h:
astra-winbind -h

[ns BBOO4A KOMMbIOTEPA B CYLLECTBYIOLWNA JOMEH B rpaddUHeCcKOM pexxmmMme UCnosnb3yeTcs

ytunuta fly-admin-ad-client.
8.5. Hactpouka ceTeBbIX CnyX6

Pan ceteBbix cnyx6, Takmx kak CYB[ PostgreSQL, anekTtpoHHas noyta, obpaboTka
rMNepTeKCTOBbIX AOKYMEHTOB (web), cuctema nevatu u ap. ansa pabotel B EMNM gomkHbl 6b1Tb
COOTBETCTBYIOLLMM 06pa3oM HacTpoeHbl. Kak npaBuro, HacTporka 3aknoyaeTca B obecrnevye-
HUN BO3MOXXHOCTM UCMOMb30BaHUs 3TUMK cnyXbamn cKBO3HOM ayTeHTUduKauumn no Kerberos un
nonyyeHus Heobxoanmon nHgpopmaumm ns 6 LDAP.

MpumeyvaHwne. MNMpn BoINONHEHNN HACTPOMKK CETEBBIX CrYy>X6 noTpebyeTcs Mcnonb3o-
BaHWe y4eTHOM 3anMcu NpuBUNErMpPOBaHHOIO Nonb3oBaTens Yepe3 MexaHnsm sudo. [pu cHATUK

6J'IOKVIpOBKVI Ha MHTepaKTMBHbIVI BXO4 B CUCTEMY ANS cynepnornb3oBaTtens root HE peKkomMeHay-
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€TCs OCYLLECTBNATb NEPEKNIOYEHNE B PEXMM Cynepnosib3oBaTens komaHaon su. Heobxoaumo
NCnonb30BaTb KOMaHAOy:
# su -

BHUMAHMUE! [na obecnevyeHnss HopmanbHOM paboTbl NONb30BaTENS C CETEBLIMU CEPBU-
camu B ElIN gormkHbl 6bITb ABHO 3agaHbl MaHAaTHbIE aTpubyThl €ro KnaccnuguKaunoHHON METKM
(OnanasoH ypoBHen KoHMAEeHUMarbHOCTU U KaTeropum KoHuaeHUnanbHOCTU) C NOMOLLbIO
COOTBETCTBYHOLUMX YTUNUT (CM. [8.2)), Aaxke ecrnin eMy He [OCTYMHbl YPOBHUW U KaTeropum Boie 0.

OnncaHne HaCcTpPOMKM crnefylowmx CeTeBbIX CNyX6 npuBedeHbl B COOTBETCTBYHOLLNX
nogpasgenax:

- cuctema obmeHa coOBLEHNAMN SNEKTPOHHOM NoYTbl (CMm. (13.4);

- 3alMLLEHHbIN KOMMMEKC NporpamMmm rmnepTekcToBorn 0b6paboTkn gaHHbIX (cMm. [9.4));

- 3alUWLLEHHbI KOMMNIIEKC NPOrpamMM rnevat 1 MapkupoBkM okymeHToB (cMm. [11.3),

a Takke B gokymeHte PYCB.10265-01 95 01-2.
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9. 3ALUULLEHHBIA KOMMIEKC NMPOrPAMM MIMEPTEKCTOBOW OBEPABOTKU OAHHbIX

3alUMLLEHHBIN KOMMIIEKC NpOorpamMm rmnepTekcToBon obpaboTkm gaHHbIX — 310 MO, ocy-
wecTengaoLulee B3ammogenctane no HTTP-npoTokony mexay cepsepom un bpaysepamu: npnem
3arnpocoB, MOUCK YKasaHHbIX (hannoB M nepegadya MX COAEPXMMOrO, BbIMNOfIHEHME MPUIIOXe-
HWUA Ha cepBepe U nepedaya KNMEeHTY pes3ynbTaToB UX BbINONHeHUs. Komnnekc npeacraBneH
web-cepsepom Apache2 n 6paysepom Firefox.

BHUMAHMUE! [1na obecneyeHnss HopMmaribHOM paboTbl NoNb3oBaTensa ¢ CeTEBbLIMU Cep-
BMCaMW AOSMKHbl ObITb ABHO 3adaHbl MaHOaTHble aTpuOyTbl ero knaccugukauMoHHOM METKU
(AwanasoH ypoBHen KOHMAEHUMANbHOCTU U KaTeropum KoHPMAeHUNanbHOCTM) C NOMOLLIbIO
COOTBETCTBYIOLLMX YTUIUT, JaXKe eCnn eMy He AOCTYMNHbl yPOBHM U KaTeropum Bbiwe 0. [JononHu-

TenbHasa MHopMauusa npusedeHa B gokymeHte PYCB.10265-01 97 01-1.
9.1. Hactpownka cepBepa

Mocne YCTaHOBKM cepsepa HeobxoanMmo YCTaHOBUTb naket
libapache2-mod-authnz-pam. Tenepb cepBep HacTpoeH U rOTOB K MpuemMy 3anpocoB
Ha BCex ceTeBbIx MHTepdencax Ha 80 nopTy. Ecnmn no Kaknm-Tto npuymMHam oH He paboTocnocobeH,
cnegyeT NpoBepuUTb MUHMMAarbHO HEOBXoanMbIE HACTPOWKKN cepBepa:

1) B (banine /etc/apache2/ports.conf AOMKHbI ObiTb YKa3aHbl NapameTpsbl:

NameVirtualHost *:80

Listen 80

2) B katanore /etc/apache2/sites-available OOMKHbI HAXOANTLCA Pansibl C Ha-

CTPOMKaMu BUPTYyasibHbIX XOCTOB U KaK MUHUMYM OAMH U3 HUX JOSMKEH ObiTb pa3peLueH K

MCMNosfib30BaHUIO KOMaHOOW:

a2ensite config_filename

BHUMAHMUE! B komaHge HeobxogMmo ncnornb3oBaTh TOMNbKO MMA danna (6e3 ykasaHus

MOSTHOro NyTH).

MwuHumanbHoOe cogepXnumMoe Takux (pannoB C KOHUrypaumusmmn BupTyasibHbIX XOCTOB
BbIrMSANT cnegyowmm obpasom:
<VirtualHost *:80>

ServerAdmin webmaster@localhost

ServerName server.domain.name

DocumentRoot /path/to/root/dir/

<Directory /path/to/root/dir/>
Options Indexes FollowSymLinks MultiViews
AllowOverride None

</Directory>

ErrorlLog /var/log/apache2/error.log
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LogLevel warn
CustomLog /var/log/apache2/access.log combined
</VirtualHost>
B cny4yae korga web-cepBep 0omkeH NpegocTaBnsATb NOMb30BaTeNsAM OOCTYN K o6bekTam
hannoBon CUCTEMBI C PasfUYHBIMW MaHAATHbIMU aTpubyTammn, TO HA KOPHEBOW KaTtarnor BUpTyarb-
HOro xocTa (no ymonyaHuo /var/www/html) n BCe ero poauTenbCkue katanorn SOMKHbI ObiTb
YCTaHOBIIEHbI 3HAYEHUS MaHAATHbLIX aTPMOYTOB HE MEHbLUE MakCMMarbHbIX aTpubyToB OOBHEKTOB,
K KOTOpbIM OyaeT pasrpaHnymBaTtbca OocTyn. Kpome Toro, Ha KOPHEBOW KaTarnor BUPTyanbHOro
XocTa (Mo yMmonyaHuto /var/www/html) gomkeH 6bITb yCTaHOBMAEH TN MeTKM ccnr. Onepauns
MOXET ObITb BbINOMIHEHA C UCNONb30BaHNEM YTUNUTLI pdpl-file OT UMEHM YYETHON 3anucuK aa-
MUHMCTpATOpa Yyepe3 MexaHuam sudo. [lononHuTenbsHasa nHopMaunsa NnpuBeaeHa B JOKYMEHTE
PYCB.10265-01 97 01-1.
lMocne okoHYaHus nNpaBkM KOHMUIypauUoHHbIX hannoB HeobxoanMo nepesanycTuTb
cepBep KOMaHOOW:

systemctl restart apache2
9.2. Pexxum pabotbl AstraMode

CepBep runeptekctoBon o6paboTkmn gaHHbIx Apache2, Bxogdawmin B coctaB OC, B ycrno-
BUSIX MPUMEHEHNSI MaHOATHOIO yrpasreHnust AOCTYNOM He A0MycKaeT BO3MOXHOCTU aHOHUMHOIO
NCMonb30BaHNA pecypcoB 1 TpebyeT obs3aTenbHOM HAaCTPOMKN aBTopu3aumm nonb3oBaTenen.

Ecnu He TpebyeTcs ncnonb3oBaHne NONUTUK yrpaBreHuss JOCTYNOM Mofib3oBaTenen,
NOAKNIYaeMbIX K JaHHOMY cepBepy, aBTOpM3auuio BO3MOXHO OTKIOYUTbL, A06aBMB CTPOKY
AstraMode off B KOH(UrypaumoHHom panne /etc/apache2/apache?2.conf. Mo ymon-
YaHUIO PEXMUM BKIIOYEH, a napamMeTp AstraMode OTCYTCTBYET, YTO COOTBETCTBYET 3HAYEHUIO
AstraMode on.

BHUMAHMUE! [Mpwn oTknoyeHHON aBTOpM3aumm nosnb3oBatenen Apache2 ocywecrtensaer
BCe 3anpocChkl K CBOMM pecypcamM NocpeacTBOM TONbKO O4HOWM CUCTEMHOM yYeTHOM 3anucu (no

ymonyaHuio www-data).
9.3. HacTtpowka aBTopusauum

HacTponky CKBO3HOW ayTeHTUdMKaUUM U aBTopu3auuu Ans cepBepa U KNveHTa, pa-
Gotatowmx B pamkax EMM, cm. B [9.4] Ecnu He HacTpoeHa ayTeHTudukaums yepes Kerberos,
TO A1 BCEX pecypCcoB OOSMKHA MCMNOSb30BaTbCH ayTeHTUUKaums n astopmsaunsa yepes PAM,
npun aTom ByaeT ncnonb3oBaTbCs nonb3oBaTensckasa b, nponucaHHas B HacTponkax OC. [ns
BbINONHEHNS ayTeHTuduKaumm n aBtopusauum Yepe3 PAM gormkeH ObiTb YCTaHOBMEH MakeT
libapache2-mod-authnz-pam 1 BbiNonMHeHa criegyoLliad KomaHaa:

#a2enmod authnz_pam

B kKOH(urypauunoHHbIX hannax BupTyanbHbIX XOCTOB web-cepBepa Apache2 ykasaTb:
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AuthType Basic
AuthName "PAM authentication”
AuthBasicProvider PAM
AuthPAMService apache?2
Require valid-user

JlormH 1 naponb nonb3oBaTens OyayT nepegaBaTbCs OT MOMb30BaTENs K CEpBeEpY B
OTKPbITOM BUAE C UCMOMb30BaHNEM MeToda ayTeHTudumkaumm Basic. [Jna KOppeKTHOro goyHk-
LMOHMPOBaHUS aBTopu3aunn yepes PAM nonb3oBartento, oT KoToporo pabotaet web-cepsep
(no ymonyaHmio — www-data), HeobxoanmMo BblgaTb nNpaBa Ha vTeHue mHdopmauum 3 B[
nonb3oBaTenen n ceegeHnin o MeTkax 6e3onacHoCTu:
#usermod -a -G shadow www-data
#setfacl -d -m u:www-data:r /etc/parsec/macdb
#setfacl -R -m u:www-data:r /etc/parsec/macdb
#setfacl -m u:www-data:rx /etc/parsec/macdb

Ecnu ycrtaHoBneH wmogynb web-cepBepa Apache2 auth _kerb w#n3 naketa
libapache2-mod-auth-kerb ans ayteHTudukauum yepes Kerberos (cm. B [9.4)), oTknountb
€ro Ncnosb3oBaHMe Npu NOMOLLN KOMaHAbI:
a2dismod auth_ kerb

Ona nepepayun TekyLwero nepapxmyeckoro YpoBHS KOHPUOEHUMATbHOCTU N TEKYLUX
Henepapxm4eckmx Kateropuin KoHpmaeHumansHOCTM nonb3oBaTens B http-3aronoske MoXeT ObiTb
CKOHurypupoBaH moaynb Apache2 mod_headers. [1na atoro Heo6xoaAnMo:

1) B KOHUrypaunoHHoM hanne /etc/apache2/apache2.conf 00aBUTb CTPOKY:

Header set MyHeader "%m %c"

roe $m — MecTO NOACTaHOBKM TEKYLLErO MepapxXnuyeckoro ypoBHS KOH(UOEHUNANBHOCTH,

a $c — TeKyLUMX HenepapxmyecKknx Kateropum KOHPUAEHUMaNbLHOCTN;

2) BKNIOYUTbL MOAYrb, BbINOSTHMB KOMaHAY:

a2enmod headers

3) nepesanyctutb cepsep Apache2:

systemctl restart apache2

Cepsep ana PAM-ayTeHTudMKauum ncnonbayeT cueHapui PAM, cogepxalmmncs B KOH-
durypaumoHHom canne /etc/pam.d/apache2. PAM-cueHapuin BkntovaeT common-auth U
common-account. [1o ymonyaxHuio B OC ansa ukcaumm 4Ymcrna HeBepHbIX MOMbITOK BXoAa Nosib-
3oBaTenen npumeHsietca PAM-mogynb pam_tally. Mcnonb3oBaHne pam_tally B cekumm auth
B (havine /etc/pam.d/common-auth obecneynBaeT yBenumyeHne cHeT4YMKa HEBEPHbIX NOMbITOK
BX0oJa nonb3oBaTterns Npu Havane npouecca ayTeHTudukauun. [ns KoppektHon paboTbl 4aHHOro
MexaHu3ma HeobxoauMo paspeLlnTb Nonb3oBaTento www—data 3anucb B /var/log/faillog,
BbIMOMHNB KOMaHAY:

setfacl -m u:www-data:rw /var/log/faillog
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BbinonHuTb Nepesanyck cepeepa:

systemctl restart apache?2
9.4. Hactpownka ansa pa6otbl B ENMM

[ns obecneyeHns coBMecTHOM paboTkl web-cepepa Apache2 ¢ ALD Heobxoaumo:

1) Hanuuune B cucTeMe, Ha KOTOPon PYHKLNOHUPYET web-cepBep, YCTaHOBNEHHOIO NakeTa

knueHta ALD — ald-client;

2) paspeLueHne MMeH OOMKHO BbiTb HACTPOEHO TakMM 06pa3oM, YTOOLI UMS CUCTEMBI pas-

pellanock, B NepByo o4yepedb, Kak NorHoe uMs (HanpumMmep, myserver .example. ru);

3) knueHT ALD fomkeH ObiTb HACTPOEH Ha ucnonb3yembin ALD goMeH (cm. ;

4) B cucteme OMKeH ObITb YCTaHOBIEH Moayrb web-cepBepa Apache2 auth_kerb u3

naketa libapache2-mod-auth-kerb.

Hanuune moayns web-cepsepa Apache2 auth_kerb npegoctaBnsieT BO3MOXHOCTb Op-
raHmsaumm coBmectHomn pabotbl ¢ ALD ¢ ncnonb3oBaHnem anga ayTeHTUmKkaumm nonb3oBaTtenemn
nocpeacteom Kerberos metoga GSSAPI.

[nsa npoBegeHust onepaumn no Hactponke ALD n agMmuHucTpmpoBaHuio Kerberos Heobxo-
OMMO 3HaHue naponen agMmuHuctpatopos ALD u Kerberos.

[nsa obecneveHns BO3MOXXHOCTK paboThl web-cepBepa Apache2 ¢ ALD HeobGxoanmo:

1) oTknUNTL MOAynb ayTeHTudukaumm dvepes PAM web-cepBepa Apache2

auth_kerb npu NOMOLLM KOMaHAbI:

a2dismod authnz_ pam

2) akTuBMpoOBaTb Moayrb web-cepBepa Apache2 auth_kerb npu noMOLLM KOMaHAbI:

a2enmod auth kerb

3) B KOH(hMrypaumnoHHbix dannax BMpTyasnbHbIX XOCTOB web-cepepa Apache2 B cekuum

<Directory>, ANs KOTOPOW HacTpamBaeTca 4ocTyn nonb3osarenen ENMM, ykasarb:

AuthType Kerberos

KrbAuthRealms REALM

KrbServiceName HTTP/server.my domain.org

Krb5Keytab /etc/apache2/keytab

KrbMethodNegotiate on

KrbMethodK5Passwd off

require valid-user

4) cosgatb B B[] ALD ¢ nomowbio yTunutel agMmmHuctTpmposaHus ALD npuHuunana,

COOTBETCTBYHOLLEro HacTpansaemomy web-cepsepy Apache2. lNpuHumnnan co3gaetca ¢

aBTOMaTUYECKN CreHepPUPOBaHHbLIM CryYanHbIM KIHOYOM:

ald-admin service-add HTTP/server.my_domain.org

5) BBeCTM CcO34aHHOro NpuHUMnana B rpynny cCepBUCOB mac, UCMOMb3ysa crneaytoLyro

KOMaHAy:
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ald-admin sgroup-svc-add HTTP/server.my_domain.org

—-—sgroup=mac

6) cospatb hann knoya Kerberos ana web-cepsepa Apache2 ¢ nomoLblo YTUNUTLI

agmuHuctpupoBaHus ALD ald-client, ncnonb3ysa cnegyowlyro KOMaHay:

ald-client update-svc-keytab HTTP/server.my_domain.org

--ktfile="/etc/apache2/keytab"

MonyyeHHbIn cpann pomkeH ObITb JocTyneH web-cepsepy Apache2 no nyTw,

yKasaHHOMY B KOHMUrypaumoHHOM napameTpe Krb5Keytab (B AaHHOM criyvae

/etc/apache2/keytab). [paBa goctyna kK atomy danny AoSMKHbI NO3BOMATL YnTaTb

€ro nonb3oBaTento, OT MMeHM KoToporo pabortaeT web-cepeep Apache2 (kak npasuno,

Bnagensuem panna HazHavdaeTcs nonb3oBaTenb www-data);

7) CMeHUTb BnagenbLa, NoNy4YeHHOro Ha npeaplaylem ware, panna keytab Ha nonb3o-

BaTens www-data, BbIMOSHMB CreayoLLy0 KOMaHAay:

chown www-data /etc/apache2/keytab

8) caenatb (pann /etc/apache2/keytab AOCTYNHbIM Ha YTEHWE AN OCTaNbHbIX NOSb-

3oBaTenemu:

chmod 644 /etc/apache2/keytab

9) nepesanyctntb web-cepsep Apache2, BbINOMHMB KOMaHAY:

systemctl restart apache?2

Bpaysep nonb3oBartensa AomkeH nogaepxmeartb ayTeHTMdukaunio negotiate. B nocnea-
HUX Bepcusix 6pay3epa Konqueror faHHasi nogaepxka npucyTcTByeT aBToMaTnyeckun. B 6paysepe
Mozilla Firefox B HacTporkax, AOCTYMHbIX N0 agpecy about : config, HEOOXOAMMO yKa3aTb Ans
Kakux cepBepoB OCTYNHa ayTeHTUduKauus negotiate. [1Na BbINONHEHUSA JAHHOW HACTPOWKK
3agaTb Macku JOMEHOB unum B obuiem cniyyae http- u https-coeanHeHns B kayecTBe 3HavyeHUn napa-
MeTpa network.negotiate-auth.trusted-uris, BCTaBUB, HanpmMmep, 3Ha4eHnsa http://,
https://.

Mpun HeobxogmMmocTn obecnevyeHns CKBO3HOM ayTeEHTUMUKaLMN U3 CKPUNTOB C APYrMMN
cnyx6amu, Hanpumep, cepepy postgresql, B KOHUrypaumoHHomMm hanne BupTyanbHOro xocTa
cnenyet OOMOMNHUTENBHO yKasaThb:

KrbSaveCredentials on

A B 6pay3epe Mozilla Firefox B HacTporkax 3agaTb 3Ha4eHUs!, B Ka4eCTBe 3HaYEeHU napameTpa
napameTtpa network.negotiate-auth.delegation-uris, Mackv JOMEHOB KOTOPbIM MOXHO
nepefasaTb OaHHble N9 CKBO3HOW ayTeHTUdUKaumn. A B 3anyckaeMblX CKpUnTax BbICTaBUTb
nepeMeHHyl OKpyXeHns KRB5CCNAME. Hanpumep, ans php a1o 6ygeT BuIrnsageTb Tak:
putenv ("KRB5CCNAME=".$_SERVER[’KRB5CCNAME’ ]);
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10. SALLMLLEHHAA TPAOUYECKAA NOACUCTEMA

3awumuieHHas rpaduyeckas nogemcrema B coctaBe OC yHKLUNMOHUPYET C UCNONb30BaHU-
eM rpacudeckoro cepsepa Xorg.

Mo ymonyaHuio B rpamnyeckyto NoAcCUCTEMY BCTPOEHa MaHgaTHasa 3awuTa.

[nsa ycTaHOBKKM NakeToB rpadmnyeckon NoaCcUCTEMBI CneayeT B npouecce paboTbl nporpam-
Mbl ycTaHoBkn OC oTMeTuTb B OkHe «BbiGop nporpammHoro obecneveHmsa» cTpoky «Pabounin cton
Fly». B aTom cnyyae pabouumi cton Fly ycTaHOBUTCSA C HACTponKamu no ymMon4aHuio, 1 B npouecce
3arpy3ku yCTaHOBIIEHHOW CUCTEMbI NOCIe OKOHYaHUSA paboTbl CUCTEMHOrO 3arpy3vvka Npon3onaeT
nepexoq K OKHy rpaduyeckoro Bxoga B cuctemMy: naketbl £ly-dm (3anyck cepBepHOM 4acTu
cuctembl) n £1y—-qgdm (nogaepxka rpaduyeckoro nHTepenca). lNMocne 3aBepLueHns npouenypsbl

ayTeHTUMKaLMN Ha 3KpaHe MOHUTOpA NOABUTCA rpadouyeckuin paboymi cTon.

10.1. KoHcdurypupoBaHue MeHemxepa OKOH U paboyero crofia B 3aBUCMMOCTU OT

TUNa ceccumun

Bbibop pexmma pabouyero ctona Fly BeinonHAETCA B MeHIO « TN ceccum» B OKHe rpadmye-
CKoro Bxoga B cuctemy (ytunuta £1ly-dm). 1o ymonyaHuio npegycMoOTpeHO HECKONbKO PEXMMOB,
HO agMUHUCTPATOP CUCTEMbI MOXET J06aBUTL HOBbIE PEXUMBI, HANpUMep, AN «CrabbiX» CUCTEM
UNW yaaneHHbIX TEPMUHANoOB MOXHO co3faBaTb pexum £ly-light u T.4.

[lns cosgaHmst HOBOro pexxuma Heobxoanmo gobaeuTb dann (hannsl) ceccum ¢ pacLum-
peHnem desktop B /usr/share/fly-dm/sessions 1 co3gaTb COOTBETCTBYIOLINE KOHUTY-
paunoHHble hannbl ona £1y-wm.

Mpwn BXoae Yyepes fly-dm BbICTaBNAeTCH nepemMeHHas
DESKTOP_SESSION=umMa_pexumMa, Hanpumep, fly, fly-desktop, fly-tablet,
fly-mobile wn T1.4.). [JaHHaa nepemeHHas £BNSeTCA WMEHEeM sprblka ceccun U3
/usr/share/fly-dm/sessions (HO 6e3 pacwupeHus .desktop), KOTOpasa ykasbiBaeT
Ha Tnn ceccuun. Hanpumep:

DESKTOP_SESSION=fly — OEeCKTOMHbIN

DESKTOP_SESSION=fly-tablet — nnaHLWeTHbLIN

DESKTOP_SESSION=fly-mobile — MOOUNbHbLIN

[aHHoe nmsa ceccnmn gobaenseTcsa kak cydpduKke « . SDESKTOP_SESSION» k 6azoBomy
UMEHN KOH(UIrypaunoHHOro danna ncnosb3yeTcs 1 Ucnonb3dyetcs Anga Boibopa KOHPUrypaunoH-
HbIX (bannoB MeHeaepa OKOH £1y-wm B COOTBETCTBUN C TUMOM CECCUMN.

Ecnn Tmn ceccum npocTo AeCKTOMHbIW, T.e. DESKTOP_SESSION=fly, TO KOH(UrypaunoH-
Hble channbl ocTatoTes 6e3 cyddumkca ana obpaTHOM COBMECTUMOCTU C NPeabIAYLLMMN BEPCUAMN
OC.

CywecTByloT criegytoime KoHUrypaunoHHsle gannbl B /usr/share/fly-wm/:
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apprc
apprc.fly-mini
apprc.fly-mobile
apprc.fly-tablet
en.fly-wmrc
en.fly-wmrc.fly-mini
en.fly-wmrc.fly-mobile
en.fly-wmrc.fly-tablet
en.miscrc
en.miscrc.fly-mini
en.miscrc.fly-mobile
en.miscrc.fly-tablet
keyshortcutrc
keyshortcutrc.fly-mini
keyshortcutrc.fly-mobile
keyshortcutrc.fly-tablet
ru_RU.UTF-8.fly-wmrc
ru RU.UTF-8.fly-wmrc.fly-mini
ru_RU.UTF-8.fly-wmrc.fly-mobile
ru_RU.UTF-8.fly-wmrc.fly-tablet
ru_RU.UTF-8.miscrc
ru_RU.UTF-8.miscrc.fly-mini
ru RU.UTF-8.miscrc.fly-mobile
ru RU.UTF-8.miscrc.fly-tablet
sessrc
sessrc.fly-mini
sessrc.fly-mobile
sessrc.fly-tablet
theme/default.themerc
theme/default.themerc.fly-mini
theme/default.themerc.fly-tablet
theme/default.themerc.fly-mobile
Takke eCTb KOHPUIypaUNOHHbIN (hann fly-wmrc.mini, KOTOPbIN CAYXUT ONA COBME-
CTUMOCTW M BKNtoYaeT Bce * . fly-mini. I3 Ha3BaHUW 3TUX (pansioB n KOMMeHTapueB B (pannax
MO>XHO MOHATb UX Ha3Ha4YyeHne N 0CoBEeHHOCTN NCMONb30BaHUS.
Ecnu ncnonesosanuce annel Tuna:
~/.fly/*rc
~/.fly/theme/*rc
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/usr/share/fly-wm/*rc
/usr/share/fly-wm/theme/*rc
TO Heobxoanmo nepefenatb PopMMpoBaHME MMEHU KOHUrypaumoHHoro darnna. Hanpumep,
31O caenaHo B ytunutax fly-admin-theme, fly-admin-hotkeys, fly-admin-winprops
v ap.

B 4qpnbikax B nongx NotShowIn M OnlyShowIn MOXHO  MCMOSb30-
BaTb WMeHa TunoB ceccun (fly, fly-tablet, fly-mobile w©n T.A4.). PyHKUMSA
FlyDesktopEntry::isDisplayable() M3 libflycore M3MeHeHa C Yy4YeTOM Haxoxge-
HUSA B ceccum Kakoro-nnbo tuna (SDESKTOP_SESSION), Takke B 1ibflycore fobaBneHsi:
const char * flySessionName()

const char * flySessionConfigSuffix()

MCI'IOJ'Ib3yFI MMEHa TMNOB ceccuit B NotShowIn n OnlyShowIn, MOXHO CKprBaTb/I'IOKa-
3blBaTb ornpeaerieHHble Aprblkn N3 MEHHKO ((nyCK», naHenn 3agad unn aBto3arycka (B 3aBNCUMOCTHU
OT TEKYLLEro pexuma).

Ecnn y kakon-nnbo Qt-nporpaMmmbl eCTb COXpaHsieMble/BOCCTaHaBNMBaeMble nNapameT-
pbl, «4yBCTBUTESIbHbIE» K TUMY CECCUN (I'IJ'IaHLIJeT, OecKTon n T.,El,.), TO nporpamMma 6y,qu NMMETb
Takne napameTpbl B OTAOEJIbHbIX 3K3eMnndpax ana KaXXaoro tuna ceccuun, )J,OGGBJ'IFIH, Harnpumep,

cydduKcbl $SDESKTOP_SESSION K MMeHaM napameTpos.
10.2. Paboumn cTon Kak 4acTb 3KpaHa

B dannax *themerc (npexae Bcero B ~/.fly/theme/current.themerc) MOXHO 3a-
JaBaTtb napameTpbl FlyDesktopWidth n FlyDesktopHeight, KOTOpble onpeaensatoT pasmep
(B NMKkcensax) paboyero ctona Ha akpaHe. ATO MOXET ObITb NOME3HO, Hanpumep, Ans:

- [erneHus LWmpokoopMaTHOro MOHMTOpPa Ha ABe YacTu: ¢ pabounm ctonom n ceoboaHom

obnacTbto, Kyaa MOXXHO NepeTackmBaTb OKHA;

- Ona 3agaHunst obnacTtn paboyero ctona TonbKO Ha IEBOM MOHUTOPE B ABYXMOHUTOPHOWN

KOHurypaumm ¢ Xinerama.
10.3. YaaneHHbIn Bxoa no npotokony XDMCP

Mo ymonyaHuto B cucteme yaarneHHbin Bxoq no npotokony XDMCP 3anpeueH. Ytobbl
ero paspewnTb Heobxoanmo:

1) B cpanine /etc/X11/fly-dm/Xaccess 3aMeHUTb localhost Ha CMMBON *;

2) B (havine /etc/X11/fly-dm/fly-dmrc ybeauTbcs, YTo Enable=true:

[Xdmcp ]

Enable=true
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10.4. ABTOMaTM3auus Bxoga B cuctemy

[ns BKNOYEHMS aBTOMaTM3aunn BXo4a nonb3oBaTens B CUCTEMY Ha pasHbIX paspeLleH-
HbIX eMY YPOBHSX CEKPETHOCTM C MOCNEAYIOWNM NErkKUM NepekiodeHneM Mexay Takummn Bxogamm
HeobxoamMmo B cekummn [Service] danna /lib/systemd/system/fly-dm.service 3agatb

NepeMeHHYH:

Environment=DM LOGIN_AUTOMATION=value

3aTteMm Ha pa6oqu CTOJ1aX noJjib3oBaTesid co3gatb, HanpuMmep, crnenyrwmne AprbikKn:
- ApNbIK AN4 3anycka unu nepexoaga B ceccuto ¢ Metkom 0:0: 0x0: 0x0:

[Desktop Entryl

Name = session 0

Name[ru] = Ceccus 0

Type = Application

NoDisplay = false

Exec = fly-dmctl maclogin user password 0:0:0x0:0x0

Icon ledgreen
X-FLY-IconContext = Actions
Hidden = false

Terminal = false
StartupNotify = false

- ApnbIK 4N4 3anycka unm nepexoaa B ceccuto ¢ MeTkonm 1:0:0x0: 0x0:
[Desktop Entry]

Name = session 1

Name[ru] = Ceccus 1

Type = Application
NoDisplay = false

Exec /usr/bin/fly-dmctl maclogin user password 1:0:0x0:0x0

Icon ledyellow

X-FLY-IconContext = Actions

Hidden = false

Terminal = false

StartupNotify = false

- ApNbIK ANS 3anycka unu nepexoga B ceccuto ¢ MeTkom 2: 0: 0x0: 0x0:
[Desktop Entryl

Name = session 2

Name[ru] = Ceccust 2

Type = Application
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NoDisplay = false

Exec =

fly-dmctl maclogin user password 2:0:0x0:0x0

Icon = ledred

X-FLY-IconContext = Actions
Hidden = false
Terminal = false
StartupNotify = false

C NOMOLLIbIO APJIbIKOB AAaHHOIO ThMna noJyib3oBaTtesib CMOXET MaKCUMaJlbHO J1Erko NepekKsito-
HaTtbCA Mexay cecCnAaMn C pa3HbIMU METKaMU 6630I‘|aCHOCTI/I, npeaBapuTeribHO pa3pelleHHbIMA

nonb30BaTento aAMMHUCTPATOPOM CUCTEMBbI.
10.5. Pa6ouunu cton Fly

B coctaB paboyero ctona Fly BXOOUT OKOHHbIN MeHemxep 1 rpaduyeckme yTunuTbl,
KOTOpble MOryT BbITb UCMOMb30BaHbl ANa agMuHUcTpupoBaHust OC. BOnNbLIWMHCTBO YyTUNUT Npea-
ctasnsieT cobon rpagmyeckme 060n04KM COOTBETCTBYIOLNX YTUITUT KOMAHLHOW CTPOKM.

OCHOBHble rpachmyeckne yTunuTbl Ans HACTPOWKN U aAMUHUCTPUPOBAHUS CUCTEMbI NPU-

BefeHbl B Tabnuue [46]
Tabnuuya 46

YTunuta

OnuncaHue

fly-admin-autostart
«ABTOCTapT»

YCTaHOBKW NPUIOXEHWIA, 3anycKaeMblX aBTOMATUYECKN NpU 3arpys-
Ke pabouyero ctona

fly-admin-dm
«Bxoa B cuctemy»

HacTtpolika rpacdndeckoro Bxoga B CUCTEMY

fly-admin-hotkeys
«lopsune knaesmwm Fly»

3any0|< penaKkTopa ropadnx Knasuwl and HaCTpOI;IKI/I COOTBETCTBUA
Mexay codyeTaHnAaMn Knasuil 1 AencTBmMsaMun

fly-admin-date
«[ata n Bpems»

MpocMOTp YCTAHOBINEHHOTO BPEMEHM, aThl, YaCOBOIO MNosica, KaneH-
Aaps, u3aMmeHeHve popmarta oTobpaKeHUss BpeMEHN Ha CUCTEMHbIX
Yyacax, AaTbl ¥ BpEMEHM Ha BCNIblBaloLLEM COOGLLEHMM Npy HaBeae-
HUN Kypcopa MbILIM HA CUCTEMHbIE Yacbl B 06racTv yBeaoMreHni
Ha naHenu 3agay

systemdgenie
«MHnumannsaums cuctembl»

padmnyeckas ytunuta ynpaeneHms cnyxbon Systemd

«MeHepxep naketoB Synapticy»

padmyeckasa yTunuta yCTaHOBKM NaKeToOB

fly-admin-mouse
«MbiWwby

HacTtpolika KHOMOK MbILUKN 1 CKOPOCTM NepeMeLLeHmnst Kypcopa

«HacTpoiika mexceTeBoro skpa-
Ha»

padnyeckas ytunuta Gufw HaCTPONKN MexceTeBoro akpaHa UFW
(Uncomplicated Firewall). NogpobHasn nHdopmauus o nporpamme
AOCTYNHa HernocpeacTBEHHO N3 rpadouyeckon yTUnnTbl

fly-admin-screen
«HacTtpoiika moHuTOpa»

HacTpowka pasmepa nsobpaxeHusi, paspeLlueHust, 4YactoTbl 06HOB-
NEHNs N opyrux napaMeTpoB MOHUTOpa
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fly-brightness
«Hactpowika apkoctu Fly»

Mporpamma Anst HaCTPOMKN SPKOCTU B MIAHLETHOM pexume

fly-admin-reflex
«OB6paboTka «ropsi4ero» noakrto-
YeHUs»

HacTtpoika peakuunin npu nogknoyeHnn yCTPOMUCTB B nNpoLiecce pa-
0oThI

fly-orientation
«OpueHTauns akpaHa»

HacTtpolika opneHTaummn akpaHa

fly-admin-theme
«Odbopmnenme Fly»

HacTtpoiika o6oeB, TeMm, LIPUGTOB, 3KpaHa BGNOKMPOBKM M OPYrUX
anemMeHToB pabo4ero crona

fly-menuedit
«MaHenb GbICTpOro 3anycka»

[lo6aBneHve 1 yaaneHue nporpaMm 13 naHenu GbICTPOro 3anycka

fly-admin-center
«lMaHenb ynpaBneHus»

LleHTpannaoBaHHbIA OOCTYN K rpadoMyecknm yTunnTam HacTporKN 1
aAMUHNCTPUPOBAHUS CUCTEMBI

fly-admin-winprops
«lMNapameTpbl OKOH»

HaCTpOVIKa nopeneHnAa n BHewHero snga OKOH pa60qero cTtona

fly-admin-env
«lMepeMeHHble OKpYXeHUSA»

[lo6aBneHune, nsMeHeHue 1 yganeHme nepemMeHHbIX OKPYXeHUs

fly-admin-cron
«lMnaHnpoBLMK 3aaa4»

YcTaHoBKa pacnucaHusi 3aay Ansi BbINonHEHNs B (OOHOBOM PeXu-
Me, HacTpolika cpeabl BbINOMHEHNS 3a4a4m (NePEMEHHbIX OKpYKe-
HUS1), pa3peLLleHne Unu 3anpeT Ha BbINONHEHWE YXKe YCTaHOBIEHHOM
3agaun

fly-admin-smc
«[Monutnka 6ezonacHoOCTN»

YnpasneHue nokanbHOW NonmMTukon 6e30nacHoOCTM 1 ynpaBneHme
EMM. MNMo3sonser ynpaBnaTb: Nofb3oBaTensmu, rpynnamMmm M Ha-
cTponkamn n atpubytamu (MaHOaTHbIM ynpaBreHMeM AOCTYMNOM
nonb3oBaTesns, napaMmeTpamu NPOTOKONMPOBaHWS, NPUBUMErMSMMU,
NONNTUKON CPOKa AENCTBMSA Napons, NONUTUKON BoKknpoBKn); 6asa-
MM OaHHbIX Parsec (ayantom, ManHgaTHbIMKM aTpmbyTamu n npusm-
nernsamu); NONUTUKON CO34aHNS Nonb3oBaTtenen; HacTponkamm 6es-
onacHocTtu (ycTaHaBnuBaTb NapamMeTpbl MOHTUPOBAHWS AN OYUCT-
Kn BriokoB namsiTv npu nx ocBoboXaeHnn, HacTpamBaTb OYUCTKY
pasaenoB CTpaHMYHOrO 0OMeHa Npu BbIKMIOYEHUN CUCTEMBI); Napa-
MeTpamMu NOAKITHOYEHNST BHELLHWX YCTPOWCTB (y4MTbiBaTb HOCUTENN
N yNpaenaTb X NPUHALMNEXHOCTbIO, NPOTOKONUPOBAHUEM U MaH-
AaTHbIMK aTpubyTam

fly-mimeapps
«[punoxeHus
dannos»

anda TUNoB

MpoCMOTP AOCTYMHbIX NMPUITOXEHUA N YCTAaHOBKA MPUIOXKEHUS MO
yMOn4aHuio Ans TUNoB ¢pairnos, ycTaHOBKA KOMaHabl ANs 3anycka
obo3peBaTtens v Ans co3haHns BITOXKEHWI MOYTOBOTO KIMEHTA.

MpuMeyaHue. YTUnuTa 3anyckaetcsl TONbKO C apryMmeHToM —d

fly-admin-printer
«lMpuHTEpBLI»

MNporpamma «MeHemxkep nedatn Fly» ona HacTpomkm nedatn B
rpadynyeckomM pexmme

fly-xkbmap
«Packnagka knasmnatypbi»

HacTpolika packnagok knasmaTypbl

fly-admin-policykit-1
«CaHkuum PolicyKit»

YnpasneHue caHkumamn Policykit

fly-admin-session
«Ceccum Fly»

HacTpoiikn ons ceccun paboyero ctona
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nm-connection-editor
«CeTeBble coeanHeHuna»

fly-admin-alternatives
«CucteMHble anstepHaTUBbI»

HacTpolikn ceTeBbix coeguHeHui (Mo yMOSYaHuIo NMpu 3arpyske
CUCTEMBI BbINOMHAETCS aBTO3anyCcK nporpamMmeil)

YnpaBneHne cMCTEMON anskTepHaTMB AUCTPUOYTUBOB, OCHOBAHHbIX
Ha Debian

fly-admin-kiosk
«CUCTEMHBIN KMOCK»

YnpaBneHue orpaHn4eHnemM cpeapl

fly-start-panel
«CTtapToBO€ MeHIO»

HacTpolika cTpyKTypbl MeH0 «[1yck»

«YcTaHoBKa NpuMHTEPOB, hakcoB
n ckaHepos HP»

padmyeckas yTunuta yCcTaHOBKM HOBbIX ycTpouncts HP

fly-admin-fonts
«Wpudbtbi»

MpoCMOTP U UMMNOPT CUCTEMHBIX LLIPUGTOB

fly-admin-power
«OneKkTponuTaHne»

HacTpoika v ynpaBneHue napameTpamm 3neKTPOnUTaHns U SHepro-
cbepexeHus

fly-admin-service
«CepBUchI»

Cratyc n KoHdurypauusa cnyxb, nx 3anyck U octaHoBKa, aBTomaTu-
3MpoOBaHHas HacTponka cny6 aAng pyHKLUMOHMPOBAHMSA C ayTEHTU-
dukaunen B pexume ENMM n PAM

fly-admin-viewaudit
«KypHan 6e3onacHoCcTu»

MpocMOTp KypHana paclUMpEHHON CUCTEMbI MPOTOKOSIMPOBAHMUS

fly-run
« 3aI'IyCK NPUNOXXeHnaA»

3anyck nporpammbl Uy ocyLLecTBReHe AOCTyna K pecypcy w3
KOMaHOHOWN CTPOKM

«KoHTponb uenocTHocTn dhan-
noB»

Ipaduyeckasn ytunuta nporpammel afick MoHUTOpa nameHeHun han-
OB CUCTEMBI

fly-admin-device-manager
«MeHemxep ycTponcTe»

Mony4yeHne nHgpopmaummn o6 ycTpocTBax, 4OCTYMHbIX B CUCTEME,
a TaKkke ONsi HACTPOMKM HEKOTOPbIX U3 HUX

fly-fm
«MeHepxep dannos»

lNpocmoTp nanok paboyero ctona u anemeHtToB PC, BbINONHEHNE
OCHOBHbIX (PYHKUMIA yripaBneHusa dannamm, Noakno4yeHne n oTKMo-
yeHne ®C HocuTenem OOCTYMHbIX YCTPOWCTB XpPaHEHUS OaHHbIX,
obpalleHune k ceTeBbiIM Samba-pecypcam, paboTa ¢ apxvBamu, Bbi-
nofnHeHue KogupytoLero/packoanpytoLlero npeobpasoBaHus

gbat
«MoHnuTop 6atapen QBat»

Mporpamma QBat ans MoHUTOpUHra 6atapen aneKkTponuTaHus

fly-print-monitor
«MoHuTop nevyatn»

O630p 1 ynpasrneHme cUCTEMON nevaTn n3 obrnacTv yBegoMreHui
Ha naHenu 3agay

fly-find
«lMowuck cannos»

Mowuck dpanos 1 Katanoros

fly-admin-int-check
«lNpoBepka LEerocTHOCTUN cucTe-
MbI»

MpoBepka LenocTHoOCTM cncTemsbl Ansi padodero ctona Fly

fly-admin-marker
«PepakTop mapkepoB»

HacTtpolika MapKknupoBKM neyaT ConpoBoAMTENIbHON HaaMUCK LOKY-
MEHTOB

«PepakTop pasgenos Gparted»

CosgaHue, nepepacnpegenenne unu yaganeHne cCUCTeMHbIX pasge-
nos OC




lNpodomkeHue mabnuub! 46

227

ksysguard
«CUNCTEMHBIN MOHUTOPY

OT1cnexnBaHme CUCTEMHbIX napameTpoB

fly-term
«TepmuHan Fly»

OMynNATOp KOHCOMBHOMO pexnma

«MeHepxep dannos MC»

lNpocmoTp nanok u anemeHToB PC, BbINOIHEHWE OCHOBHbIX (PYHK-
UMK ynpaeneHus dannamu, nogkrodeHune n otknodeHme dC Ho-
cuTenemn AOCTYMHbIX YCTPOMCTB XpaHEHUs OaHHbIX, obpalleHune K
ceTeBbIM pecypcaMm, paboTa ¢ apxuBamu, BbINOMTHEHNE KOOUPYIOLLIE-
ro/packoaupytoLlero npeobpasoBaHns

ark
«Pabota ¢ apxusamu Ark»

Mporpamma ans paboTel ¢ apxnBamu dannos

kgpg
«KGpg»

Mporpamma ynpaeneHus knodamm GPG

fly-admin-ald
«Hactpowka Active Directory»

Mporpamma HacTponkn Active Directory

fly-admin-ald-client
«HacTtpoiika Active Directory»

Mporpamma BBoAa B AomeH Active Directory

fly-admin-ad
«YnpaeneHne OOMEHHOWN
nunTnkon 6esonacHoOCTM»

no-

YnpasneHue nonutukon 6esonacHoctu ENMMM (gomeHa). Pabotaet
Kak n nporpammMma fly-admin-smc B pexume ElMM. BeinonHseT Te
Xe [eNCTBUSA, YTO N KOHCONbHasa yTunuta ald-admin

fly-admin-dhcp
«Hactpornika DHCP-cepsepay»

HacTtpoiika cepsepa DHCP

fly-admin-openvpn-server
«KoHdurypauna VPN-cepeepa»

HacTtpolika cepsepa VPN

fly-admin-freeipa-server
«HacTpoiika cepBepHON 4acTu
FreelPA»

padmyeckas yTunuta ynpasneHus cepBepHon Yyactbto FreelPA

fly-admin-freeipa-client
«HacTpoika KIMeHTCKON 4YacTu
FreelPA»

padmyeckasa yTunuta ynpaBneHnsa KIMeHTCKom YacTtbio FreelPA

fly-admin-ftp
«FTP»

Hactpovika cepsepa FTP

fly-admin-ntp
«Hactponka NTP»

HacTtpowika cepsepa BpemeHn NTP

fly-admin-samba
«O0LWwue nankn Samba»

YnpaeneHue obwumm nankamm Samba

fly-passwd
«M3meHnTb naponb»

CwmeHa napons

fly-scan YcTaHOBKa CkaHepa U CKaHMpOoBaHWEe C COXpaHeHUeM n3obpaxeHuns
«CkaHupoBaHue» (3anyckaetcs ¢ apryMeHToM —-noautoselect)
fly-su

«[MogmeHa nonb3oBaTensa»

BbinonHeHne KoMaHabl OT MMEHN Apyroro nonb3oBartensa

fly-hexedit
«[dBOUYHbBIV pegakTop»

PenakTop gaHHbIX B ABOMYHbLIX hannax
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Ytunurta OnucaHue

fly-jobviewer

NMpocmoTp 1 ynpaBneHue o4yepenbio 3agaHnuin Ha nevartb
«Oyepenb nevatm» P pnynp pea A

OnuncaHwne YTUNIMT AOCTYMNHO B SHeKTpOHHOVI crnpaBke Ui nNo HaXxaturo KrnasBuLn <F1>B

aKTUBHOM OKHEe rpau4eckon yTUnuThbI.
10.6. MaHpaTHOe ynpaBrneHne OCTYNOM

MaHpgaTtHas 3awmTa, BCTpoeHHasi B paboumnn cton Fly n yctaHaBnmBaemas no yMONMYaHuUio
BMecTte ¢ OC, nossonder agMMHUCTpATOPY 3agaBaTb OTAENbHO AN KaXXOO0ro norib3oBaTesnsi
paspeLUeHHbIN Anana3oH nepapxnuyecknx ypoBHen KoHMAeHUNANnbHOCTU N HenepapxXn4eckmx
KaTeropun KkoHuaeHumanbHocTU. [1na aTon uenu cregyet Ucnonb3oBaTh rpadouyecKyro yTUnuTy
fly-admin-smc.

lMocne Toro Kak nosnb3oBaTenb, AN KOTOPOro YCTaHOBMEHbI BO3MOXHbIE Mepapxmuyeckmne
YPOBHU KOHUAEHUMANBHOCTU U HeMmepapxmyeckme Kkateropmm KOHpUaeHUNansHOCTU, OTNINYHbIE
OT Hyn4, BOMAET B CUCTEMY, eMy OyaeT NpeasiokeHO YCTaHOBUTb KOHKPETHLIN NepapxXmyeckni
ypOBEHb KOH(OUNOEHLMANTBHOCTN U KOHKPETHYO HENEpPapXMYECKYIO KaTeropmio KoHduageHumarnb-
HOCTM ONsl 4aHHOW ceccuu B Npeaenax paspeLleHHbIX AMana3oHoB. BeibpaHHble 3Ha4YEeHNS 3TUX
napameTpoB OTOBpaXKarTCsA Ha LBETHOM UHOMKATOPE C YUCIIOM BHYTPU, pacnonoXeHHOM B obna-
CTW YBEAOMSIEHMI Ha NaHenu 3agad. [Ansa nonyvyeHns nHpopmMmaumMoHHOro coobLeHns crneayeT

HaBECTW Kypcop Ha uHamkaTop (puc. [4).

Mmna: user

MeTka: ¥poeeHs_T:HuzkwiA:KaTteropma_1:0x0/Hem:Het
JawnTa X11: O8kl4yHanA
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11. SALLMLLEHHbLIA KOMIMJIEKC MPOrPAMM NEYATU U MAPKUPOBKU JOKYMEHTOB

OpnHMM 13 OCHOBHBbIX cepBuCcOB, Npegoctaensembix OC, ABnseTca cepBUc nevartu, no3eo-
NSLWWA OCYLLIECTBINATL NevaTb JOKYMEHTOB B COOTBETCTBUM C TPeOOBaAHNSAMN, NPeabABSeMbIMU
K 3awyuieHHsbIm OC.

3alUMLLEHHbIA KOMMNSIEKC NpOrpamMM nevyat U MapkUpOBKN LOKYMEHTOB 0becneynBaert:

- ynpasreHue 3agaHusiMu, BblaBaeMbIMU Ha nevaTb;

- BbIMOSIHEHNE KOMaH agMUHUCTpaTopa neyaTu;

- npegocTaBrneHne MHAPOPMaLUNMN O COCTOSTHUN MPUHTEPOB NOKasnbHbIM U yAaneHHbIM

nporpamMmmMam;

- Bblgavy MHEOOPMAaLMOHHbLIX COOBLLIEHNI NONb30BaTENSAM.

Hactponka 3sawuuweHHOro Komnnekca nporpaMmm nedyatm M MapKUPOBKU [OOKYMEH-
TOB BbIMOMHAETCSA NYTEM KOPPEKTUPOBKM COOTBETCTBYIOLMX KOHAUIYpaLUMOHHbIX hannos. Ko-
nun darnoB kKoHdurypaumm CUPS, ycTtaHaBnnBaemMble BMECTE C MAKETOM, pa3MeLlaroTcs B
/usr/share/cups (annbl cupsd.conf.default n cups-files.conf.default). [laH-
Hble dhansibl MOryT MCMNOMb30BaTbLCS MPU HEOBXOANMOCTUN BEPHYTb KOMMSIEKC NporpamMm neyatu u
MapKMPOBKN JOKYMEHTOB B MUICXOOQHOE COCTOSIHME.

lMNpenBapuTenbHas HacTpoWKa 3alUMLLEHHOro KOMMSieKkca nporpamm neyatm v map-
KUPOBKN [OOKYMEHTOB [OSMPKHA BbIMOMHATLCA OT MMEHW YYEeTHOW 3anucu agMuHucTpartopa
C ucnosib3oBaHMEM MexaHu3ma sudo. B panbHenwem, nocne pepaktmpoBaHua davna
/etc/cups/cups-files.conf B cootBetcTBuM c[11.3.1] paag aencremmn no agmMnHuCTpupoBa-
HUt0 CUPS MoxeT BbINOMHATLCA OT UMEHW NOMb30BaTersi, BXOASLEro B rpynny agMMHUCTPaTOPOB

neyatu.
11.1. YcTponCcTBO CUCTEMbBI NevyaTun

B OC ucnonbayetca cuctema nedyatn CUPS, koTopas:

- ynpasngeT 3ajaHUAMKN Ha neyaTb;

- UCMONHSAET aAMUHUCTPATUBHbIE KOMaHAbI;

- NpegocTaBnsieT MHAOPMaUUK O COCTOSIHAM MPUHTEPOB fOKalNbHbIM M yaaneHHbIM

nporpaMmmanm;

- MHdOopMUpYyeT Nonb3oBaTenen, ecnu ato Tpebyertcs.

MnaHnpoBLUNK — 3TO cepBep, KOTOPbIN yNpaBnseT CMUCKOM AOCTYMHbIX MPUHTEPOB
N HanpaensieT 3ajaHnsa Ha nedaTtb, UCNonb3ys noaxoaswmne ounbTpbl U BbIXOAHbIE Bydephl
(backends).

dannamm KoHUrypawumm aBnstoTcA:

- (pann KoHurypaumm cepsepa;

- (baIZJ'IbI onpeaeneHna npuHTepoB U KIiacCoB,
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- Tunbl MIME v dannbl npasun npeobpasoBaHus;

- (pannbl onncanusa PostScript-npuHtepos (PPD).

KoHdurypauunoHHbin chansn cepsepa Noxox Ha cansibl KoHdurypaumm web-cepeepa un
onpeaensieT Bce CBONCTBA ynpasreHus 4OCTYMNOM.

dannbl onMcaHnsa NPUHTEPOB M KNACCOB NepedncnsoT AOCTYMHbIE odepean neyvatn m
knaccobl. Knaccel npuHTepoB — Habopbl NpUHTEPOB. 3afaHusi, NOCNaHHbIE Knaccy NpPUHTEPOB,
HanpaBnAlTCA K NepBOMY LOCTYMHOMY MPUHTEPY AaHHOrOo Kracca.

Oyepenb NevaTn — MexaHu3Mm, KOTopblv No3BonseT bydepnsoBaTtb U opraHM3oBaTh 3aja-
HWA, Nocblnaemble Ha NpuHTEpP. HeobxoaAnMMOCTb opraHM3aumnmn Takoro MexaHnsama obycnaenusa-
eTCs TeM, YTO NPUHTEP ABNAETCA MeafIeHHO AEeNCTBYHOLWMM YCTPONUCTBOM, U 3a4aHNA HE MOryT
ObITb pacneyaTaHbl MIHOBEHHO. OYeBMAHO, YTO B MHOMONOSb30BaTENbCKON Cpefe BO3HUKAET KOH-
KYpeHLMS CO CTOPOHbI Norfb3oBaTtenen npu 4oCTyne K NpuHTepam, No3ToOMy 3aiaHusa Heobxoanmo
pacnonaraTtb B odepeaun. [1na atoro ucnonb3yetca OydepHbln katanor /var/spool/cups/.

®annel Tunos MIME nepeuvcnsot nogaepxusaemble MIME-Tunbl (text/plain,
application/postscript 1 T.4.) U NpaBuna Ans asToMaTndeckoro obHapyxeHus gopmaTta
danna. OHM Mcnonb3yTcs cepBepoM Ans onpeneneHuns nonsa Content-Type ana GET- u
HEAD-3anpocoB n obpabotynkom 3anpocos IPP, 4tobbl onpeaenuts TN danna.

MpaBuna npeobpasosaHns MIME nepeyncnaoT JocTynHble punsTpbl. PUnbTPLl MCNOMb-
3yloTCA, KOrga 3afiaHue HanpasrnseTca Ha nevatb, TakuMm ob6pasoM, NpUoXeHue MOXET nocnatb
dann ygobHoro (onsa Hero) doopmarta cMcTemMe nevartu, Kotopas 3ateM npeobpasyer JOKYMEHT B
Tpebyembin nevaTHbIn hopmat. Kaxabin (ounsTp MMeeT OTHOCUTENBbHYHO «CTOMMOCTbY», CBA3AHHYHO
C HUM, U anropuT™M unsTPoBaHNA BbIBMpPaeT Habop punbTPOB, KOTOPLIN NpeobpasyeT dann B
Tpebyembin popmaTt C HaMMEHbLLEN 0BLEN « CTOUMOCTBIOY.

®annbl PPD onucekiBaloT BO3MOXXHOCTM BCEX TUMOB NPUHTEPOB. [1N4a KaXgoro npuHTepa
nmeetca oanH PPD-gann. ®annel PPD anga He-PostScript-npuHTepoB onpeaensitoT 4ONONHUTENb-
Hble UNLTPbLI NOCPeacTBOM atpubyTa cupsFilter ANs NOAAEPXKKN ApanBepPOB NPUHTEPOB.

B OC ctaHgapTHbIM S13bIKOM ONUCaHUSA CTpaHuL, aBnseTca a3blk PostScript. BonblwmMHCTBO
npvKnagHbIX nporpamm (peaaktopbl, 6paysepbl) reHepupyoT NporpamMmmbl NeYaT Ha 3TOM A3bIKeE.
Korgoa Heobxogmumo HanevaTtatb ASCII-TekcT, nporpamma nedaTtn moxeT ObiTb ASCII-TekcTom.
MmeeTca BO3MOXHOCTbL ynpasreHns pasmepom wpudgTosB npu nevatn ASCII-tekcTa. Ynpasnsa-
oLasa MHpopmaLms Ucnonb3yeTcs ANa KOHTPONSA AOCTyna nonb3oBaTens K NpUHTepY U ayauTta
neyatn. Takke MMeEETCsl BO3BMOXHOCTb nevatu nsobpaxenunn B popmatax GIF, JPEG, PNG, TIFF
n gokymeHToB B coopmate PDF.

®dunbTp — NporpaMmma, KoTopas YMTaeT U3 CTaHO4apPTHOro BXOAHOMO MNOTOKa Mnv 13 dawna,
€CIn yKasaHo ero ums. Bce dounstpbl noagaepxunsatoT odwmn Habop onumnin, BKAOYAKOLWNN NMS

NPpUHTEPAa, I/Iﬂ,eHTI/I(*)VIKaTOp 3afaHus, UMA Nonb3oBaTensd, UMs 3agaHuns, YMCo KOMUK 1 onuumn
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3agaHus. Becb BbIBOA HanpaBnaeTcs B CTaHAAPTHLIN BbIXOOHOM MOTOK.

dunbTpbl NpegocTaBneHbl AN MHOMMX popMaToB (PanroB U BKITOYAKOT, B YAaCTHOCTH,
GuneTpbl harnoB nsobpaxeHna n pactposble puneTpbl PostScript, koTopble nogaepxusatoT
NpUHTEPbI, He oTHocsWwMecs K Tuny PostScript. MHorga Heckonbko ounbTpoB 3anyckarTca napan-
nenbHO Ansi nonyveHnsa Tpebyemoro popmaTa Ha BbIXOAeE.

lMporpamma backend — 3TO cneumarnbHbIN OUNLTP, KOTOPbLIA OTAPABNAET NnevyaTtaemble
AaHHble YCTPOMCTBY UIN Yepe3 ceTeBoe coeanHeHue. B coctaB cuctemMbl nevatu BKITHOYEHbI
UNbLTPLI 4N NOAAEPKKN YCTPOUCTB, NOAKNIOYAEMbIX C MOMOLLbIO NapansenbHOro 1n nocrneaosa-
TenbHOro MHTepdeNcoB, a Takke WnHbl USB.

KnueHTcKkne nporpaMmbl MCNOMb3YOTCA ANS yNpaBrieHns 3agaHusamMu 1 cepBepomM nevaTu.

YnpaeneHue 3agaHusiMn BKIHOYAET:

- (bopmMnpoBaHuUe;

- nepepgady cepBepy nevaru;

- MOHWUTOPWHT U ynpaBneHne 3agaHnsMn B odepeaun Ha neyatb.

YnpaeneHne cepBepoM BKIHOYAET:

- 3anyck/oCTaHOBKY cepBepa neyarty;

- 3anpeLyeHue/paspeLleHne nocTaHOBKM 3aaHUn B odepenb;

- 3anpeuleHune/paspelleHne BbiBoda 3agaHunin Ha NpuHTep.

OcHoBHble MONb30BaTENbCKME HACTPOWMKM coaepxatcsa B dannax KoHdurypaumm
client.conf n ~/.cups/lpoptions.

B ob6uem cnyyae BbIBOA OaHHbBIX HA NPUHTEP MPOUCXOAUT criegyowmm obpasom:

1) nporpamma hbopmupyeT 3anpoc Ha nevaTb 3agaHnd K cepeepy neyatu;

2) cepBep nevyaTu NpMHUMAaET nognexawime nevyatm gaHHbole, dopMmupyet B 6ydepHom

KaTanore pannbl C CoaepXumMbiM 3adaHna U annbl onucaHna 3agaHus, npu 3Tom

3aflaHve nonagaeT B COOTBETCTBYHOLLYIO ovepeab neyartu;

3) cepBep neyaTn NpocMaTpUBaET o4epean neyaTu 458 He3aHATbIX MPUHTEPOB, HAXOOUT

B HMX 3aJaHusA M 3anyckaeT KoOHBenep NpoLeccoB, COCTOAWMN U3 (PUNbTPOB N 3aKaH-

YMBaKOLLMNCSA BbIXOAHbIM Bydepom, nHdopMauus 13 KOTOPOro NocTynaeT B NPUHTEP

nocpeacteom apaneepoB OC;

4) KOHTPOSb M MOHUTOPMHI NpoLecca nevyaTu BbINOMHAETCA C MOMOLLbLIO NporpaMmm 1pg,

lpc, lprm, lpstat, lpmove, cancel, a TaKkKe C NMOMOLLBIO rpapruyeckon yTunuTbl

fly-admin-printer.

Cuctema neyatn OC pellaeT crnegyrowme 3agaqm:

1) MOHONoNbHAA NOCTaHOBKA 3aJaHus B odepeab Ha nevatb. [laHHas yHKUMs npeano-

naraeTt HEBO3MOXXHOCTb BbIBOAA AOKYMEHTA Ha nevaTtb B 00X04 CUCTEMbI Nevaty;

2) MapKMpoOBKa KaxXgoro Hare4vyataHHoro sicTra. Kaxgbin nuct conpoBoxXaaetcqa aBToMa-
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TUYECKON MapKMPOBKOWN (YYETHbIMU aTpubyTamu AOKYyMEHTA).

BHUMAHMUE! [ns o6ecnevyeHna HopmanbHOM paboTbl NoNb3oBaTeNs ¢ CeTEBbIMU Cep-
BUCaMU OOSMKHbI ObITb SIBHO 3adaHbl MaHAaTHble aTpubyTbl ero KnaccuukaumMoOHHON METKU
(AwanasoH ypoBHen KOHMAEHUMArbHOCTU U KaTeropum KoHMaeHUNanbHOCTM) C NOMOLLIbIO
COOTBETCTBYIOLUNX YTUIUT, AaXe ecnun eMy He OOCTYMHbl YPOBHWU U KaTeropun Bolwe 0. [JononHu-
TernbHas MHopMauusa npusegeHa B gokymeHte PYCB.10265-01 97 01-1.

BHUMAHMUE! lNpu neyatn JOKYMEHTOB C HYNEBOM KnaccumnkaumMoHHON MeTKOW (Hyne-
BOW Mepapxnyeckui ypoBeHb KOH(PUOEHUMansHOCTN U HYNeBble Henepapxmyeckune Kkateropum

KOH(pMAEHUManNbHOCTUN) MapKUPOBKa LOKYMEHTOB HE BbIMOSIHSETCS.
11.2. Hactponka ansa pabotbl ¢ nokanbHon 6a3on 6e3onacHoOCTH

ﬂﬂﬂ yoaneHHoro ncnosib3oBaHMA cepBepa nevyatn ot MMeHn agMunuHucCTpartopa 4depes
MexaHn3M sudo H606XQﬂMMOZ

1) BbLINONHUTL CreayoLme KoMaHabl:

cupsctl --remote-admin --share-printers --remote-any

cupsctl ServerAlias=*

cupsctl DefaultPolicy=authenticated

cupsctl DefaultAuthType=Basic

2) oCyLWecTBUTb Nepesanyck cepBepa CUCTEMbI NeYaTn, BbINOMHNB KOMaHAbI:

systemctl stop cups

systemctl start cups

B danne koHdurypaumm knmeHta client.conf aomkeH 6bITb 3a4aH OAWH NnapamMmeTp
ServerName, onpegensowmi UMs cepeepa nedvaTu, Harnpumep:

ServerName computer.domain
11.3. HacTtpounka ansa pa6otbl B EMM

[nsa pabotbl cuctemsbl nevyatn B ENMM Heob6xoauMo BbINOMHEHME CreAYOLWMX YCITOBUM:
1) Hanuumne B cucTeMax, Ha KOTOPbIX (PYHKLMOHUPYHOT CEPBEP U KITMEHTLI CUCTEMBI MEYaTH,
yCTaHOBMNeHHoro naketa knneHta ALD — ald-client;

2) paspelueHne MMeH OOMKHO BbITb HACTPOEHO TakuM 06pa3om, YTOObl UMSA CUCTEMbI pas-
peluanock, B NepBYy0 ovyepeab, Kak NorHoe UMs (HanpuMmep, myserver .example. ru);
3) knueHT ALD porxeH 6biTb HACTPOEH Ha ucnorb3yembli ALD gomeH (cm. [8.2.3).

[na npoBegeHusa onepaumi no Hactporike ALD 1 agmuHnctpupoBaHuto Kerberos Heobxo-

AVUMO 3HaHune naponen agMmuHucTpatopoB ALD n Kerberos.

11.3.1. HacTpouka cepBepa nevyatu
[Ona obecneyeHns coBmecTHon paboTbl cepBepa nedvatn ¢ ALD Heobxoaumo, 4ToObl
cepBep nevatu (pyHKUNMOHUpoBan kak cepsuc Kerberos. BeinonHeHne JaHHOro ycrnosus Tpedyet
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Hannuna B Bl Kerberos npuHumnana gnsa cepsepa neyatun, MMsi KOTOPOro 3agaetcs B popmare:
servicename/hostname@realm

[nsa BbINONHEHUA OENCTBUI MO YNPaBEHUIO NPUHTEPAMU U odepeasiMn neyaT Heobxo-
Aanmo cosgatb B ALD y4eTHyto 3anuch rpynnsl agMUHUCTPATOPOB nevaTtu, Hanpumep, BbIMOSTHUB
KomMaHay:
ald-admin group-add print_admins

BHUMAHUE! Vima yyeTHOM 3anucu ans rpynrbsl agMUHUCTPATOPOB NeYaTn He A0MKHO
coBnagartb C MMeHaMU NoKanbHbIX rPyrn Ha cepBepe neyaTu.

Pag pencreuin no agmmnHuctpuposaHmio CUPS (gobasneHune u yganeHue npuHTepos,
N3MEHeHMEe MONMUTUKM AN NpUHTEpa, yCTaHOBKa MaHOATHbIX aTpubyTOB AN npuHTEpa) MO-
XeT BbIMOMHATLCA OT MMEHW MoNb3oBaTens, BXogsLwero B rpynny agMUHUCTPATOPOB nevyaTu
print_admins. [1ns atoro Tpebyetca B panne /etc/cups/cups-files.conf ykasatb rpyn-
Ny aAMUHUCTPATOPOB NeyaTn B Ka4eCTBe 3HaYeHUs napameTpa SystemGroup (MO YMOMYaHUIO
3HayeHne napameTpa lpadmin). PegaktnpoBaTtb ykasaHHbIM hain HeobxoaMMo OT UMEHU y4eT-
HOM 3anucun agMuMHUCTpaTopa C UCMNosib3oBaHMEM MexaHn3mMa sudo.

Cospatb B ALD y4eTHylo 3anncb agMuHUCTpaTopa nedatm n nobasutb ee B rpynny
agMuHucTpartopos nevat ALD, Hanpumep, BbINOMHUB KOMaHAbI:
ald-admin user-add ald_print_admin
ald-admin group-mod print admins --add-users --user=ald print_ admin

[ns obecneveHnst coBmecTHoM paboTkl cepBepa nevatn ¢ ALD Heobxoanmo:

1) cosgatb B B[] ALD ¢ nomowpbio yTunuTbl agMmmHucTpmpoBanus ALD npuHuunana,

COOTBETCTBYIOLLIEro cepsepy neyatu. MNpuHumnan co3gaeTcs ¢ aBToMaTUYeckn creHepupo-

BaHHbIM CIyYanHbIM KIHOYOM:

ald-admin service-add ipp/server.my_domain

2) BBECTWM CO34aHHOro npuHuMnana B rpynny cepBUCOB mac, UCMOMb3ya crnegyoLlyto

KOMaHAy:

ald-admin sgroup-svc-add ipp/server.my_domain --sgroup=mac

3) cosgaTb dpann knova Kerberos ana cepeepa neyaty € NOMOLLBIO YTUNUTBI agMUHU-

ctpupoBaHns ALD ald-client, ncnonb3ysa cnegyowlyo KOMaHay:

ald-client update-svc-keytab ipp/server.my_domain

4) OT UMEHW Y4EeTHOM 3anucu agMuHUCTpaTopa C UCMNONb30BaHNEM MexaHu3Ma sudo

BbIMOSTHUTL cregyolmne KoMaHab!:

cupsctl --remote-admin --share-printers --remote-any

cupsctl ServerAlias=*

cupsctl DefaultPolicy=authenticated

cupsctl MarkerUser=ipp

cupsctl ServerName=server.my_domain

cupsctl MacEnable=0n
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cupsctl DefaultAuthType=Negotiate

5) OT MMEeHM y4eTHON 3anncu agMMHUCTpaTopa C UCMNOoNb30BaHNEM MEXaHu3Ma sudo B

KOH(purypaumoHHom dpamne /etc/cups/cupsd. conf pekomeHayeTca yoanutb creay-

tOLLLYIO CTPOKY:

Port 631

N BCTaBUTb CTPOKY:

Listen 0.0.0.0:631

6) ocyLlecTBUTb Nepesanyck cepBepa CUCTEMbl NevaTun, BbINOSTHMB KOMaHAY:

systemctl restart cups

BHUMAHUE! B koHdurypaumMoHHoOM dhansne 3almLLeHHOro cepeepa neyatn ua cocra-
Ba nsgenusa /etc/cups/cupsd.conf He gonyckaeTcd ycTaHOBKa 3Ha4eHUs None napamerpa
DefaultAuthType (OTKNHOYEHME ayTEHTUDUKALMN) N BHECEHNE M3MEHEHUI B NapamMeTpbl NOu-
Tkn PARSEC, He cOOTBETCTBYIOLMX SKCMyaTaUMOHHON JOKYMEHTaALUMN.

[anee BbLINOMHUTL BXOL4 Ha cepBepe nevyaTtn OT MMEHU yYeTHOM 3anncu, BXOASLLEN B
rpynny ALD print_admins, n HaCTpouTb NpUHTEPbLI. HacTponka NpuHTEPOB MOXET ObITb BbINOS-
HEeHa C MCNosib30BaHMEM YTUNUTbl £ly-admin-printer (CM. 3NEKTPOHHYIO cnpasky). [locne
3anycka yTunuTbl HeoBXogMMO yKasaTb, YTO AN BbINOMHEHNSA NPUBUNENMPOBAHHLIX AENCTBUN He
NCronb3yeTcs y4eTHas 3anucb root, U 3aTeM BbIMOSHATbL AENCTBUSA NO HACTPOWMKE.

MonpobHas MHbopmMaLms No MapkMpoBKe AokymeHToB npuseseHa B [11.5) MHdopmauus
O neyaTn HECKOSTbKMUX KOMNIN AOKYMEHTOB C HEHYIEBbIM MepapxXmyeckum ypoBHEM KOHMPUAEHUMN-

anbHocTu npueeaeHa B[11.6]

11.3.2. HacTtpouka KnueHTa cucTeMbl NnevyaTm

O6wue ycnosusi, Npu KOTOpbIX obecrneynBaeTcsi COBMeCTHOe (PYHKLMOHNPOBAHMWE KIn-
€HTOB cuctembl neyatn ¢ ALD, npuBeaeHbl B . Kpome Toro, cepsep neyaTtu OOMmKeEH ObITb
HaCTPOEH COOTBETCTBYHOLUMM o6pasom (cMm. [11.3.1). Ans HacTporku knueHTa cuctTeMbl NevaTu
HeobxoanMmo:

1) cosgatb KOHUrypaumoHHein bann /etc/cups/client.conf;

2) 3apgaTtb B KOH(purypauuoHHbiM danne /etc/cups/client.conf ana napamer-

pa ServerName B KayeCTBe 3HayeHUs MMS cepBepa CUCTEMbl nevatu, Hanpumep,

server.my_ domain.
11.4. HacTtpowka npuHTepa 1 ynpaBneHue nevyartbHo

11.4.1. O6wine nonoxeHun

YCTaHOBKY M HACTPOWKY NpUHTEpa criegyet Npon3BoANTb NOCIe 3aBepLleHnst YCTaHOBKM
1 nepBoHa4vansHom HacTporikn OC.

lNpu neyaTn Yepes NokanbHbIK cepBep neyaT gaHHble cCHavyana popMupyoTCs Ha No-

KanbHOM cepBepe, Kak ans nobon Apyron 3agady neyaTu, Nocrne Yero nochbinatTcs Ha NPUHTEP,
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NOAKIOYEHHBIN K JaHHOMY KOMMbHOTEPY.

CucTtemHble katanoru, onpegensowme paboty cuctemol nevatn OC, cogepxat dannsl,

KOTOpble HE ABNAKTCA UCMONMHAEMbIMU N coOepXXat HeO6XOLI,I/IMyI-O an4 /J,paﬁBepa NnpuUHTEpPAa

MHdopMauuio (ucnonb3yemoe omM3nyecKoe YCTPONCTBO, YAaleHHbIN KOMMbIOTEP U NPUHTEP AN

yaaneHHou nevartu):

- /etc/cups/printers.conf — cogepXut onncaHmna npuHtepos B OC;

- /etc/cups/ppd/<ums_ouepenun>.ppd — COAEPXKUT ONUCAHMUS BO3MOXHOCTEN NPUH-

Tepa, KOTopble NCMOMb3YTCA NPY NeYyaT 3afaHnin U NPy HacTponke NPUHTEPOB;

- /var/log/cups/error_log — NOCTynaeT NPOTOKon paboTkl NpuHTepa. B aTom chan-

ne MoryT HaxoamTbcs coobLeHns 06 owmnbkax cepeepa neyatv Unm Apyrux nporpaMmm

CUCTEMbI MNMevaTu,

- /var/log/cups/access_log — PErMCTPUPYIOTCA BCe 3arnpochbl K CepBepy nevarty,

- /var/log/cups/page_log — NOCTynawT COOOLLEHMS, NOATBEPXKAAOLLNE YCNELLHYHO

06paboTKy CTpaHUL, 3aAaHnst PUNLTPaMK U MPUHTEPOM.

[lanee TepMuH «NpPUHTEP» B HACTOSILLEM noapasaene ncnonb3yeTca ans ob6o3Ha4yeHus

npuHTEpPa, COOTBETCTBYHOLLEro OA4HOM 3anucn B panne /etc/cups/printers.conf. lNog Tep-

MWHOM «pM3NYECKMUin MPUHTEP» Noapa3yMeBaeTCsl YCTPOMCTBO, C MOMOLLIbIO KOTOPOro Npou3BoanT-

Cs1 BbIBOA UH(popMaumn Ha BymaxHbI HocuTenb. B hanne /etc/cups/printers.conf MOXeT

ObITb HECKOMLKO 3amnmncei, On1CbIBaOLLMX OANH PU3NYECKUIA MPUHTEP pa3fnyHbIMK crocobamu.

11.4.2. KomaHAabl ynpaBneHus ne4vyaTtbio

B cuctemy neyatn OC BkntoveHb! hannbl, NpegoctaBnaoLme KOMaHgHbIN MHTepdenc

nonb3osatens B ctune BSD u System V (tabnuua (47).

Tabnuuya 47
dann Onucanune
, lMNocTtaHoBKka 3agaHuii B ovepeab. CoBMecTMma C KOMaHaon lpr
/usr/bin/lpr
cuctembl nedatn BSD UNIX
, lMNocTtaHoBKka 3agaHu B ovepedb. CoBMeCcTMMa ¢ KOMaHaon 1p
1
/usr/bin/lp cuctembl nevatn System V UNIX
/usr/bin/lpqg MpocmoTp ovepenen nevatu
, YnpaeneHue NpuHTEPOM. ABNSETCA YaCTUYHON peanu3aumen Ko-
b 1
/asr/sbin/lpc MaHabl 1pc cuctembl nedatn BSD UNIX
/usr/bin/lprm OTmeHa 3agaHui, NOCTaBNEHHbIX B 04epedb Ha neyaTb
/usr/sbin/cupsd CepBep neuatu
/usr/sbin/lpadmin HacTtponka npuHTEPOB U KTacCcoB NPUHTEPOB
/usr/sbin/lpmove MepemelleHne 3agaHnsa B Apyryto ovepenpb
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OkoHyaHue mabnuusbi 47

dann OnucaHne

HacTponka cuctembl neyatn, yCcTaHOBKa U HAacTpoKrKa NPUHTEPOB,

/usr/bin/fly-admin-printer
ynpasrneHne 3agaHnamm

OnucaHue gaHHbIX KOMaHA NPUMBEAEHO Ha CTpaHWLUAaxX PyKOBOACTBA man.

CUPS npepoctaBnsier yTunuTbl KOMaH4HOW CTPOKM ANsi OTNpaBneHnsa 3agaHnin u npo-
BEPKN COCTOsIHMA NpuHTepa. KomaHabl lpstat n 1lpc status Takke NOKa3blBalOT CETEBbIE
npuHTEpbI (npunTep@ceprsep), Korga paspeLleH 0630p NPUHTEPOB.

KomaHabl agMuHucTpupoBaHna System V npeaHasHadeHbl 4ns ynpaBneHus npuHTepaMmum
n knaccamn. CpeacTBo agMUHUCTPUPOBaAHUSA 1pc NOAAEPKUBAETCA TONMbKO B PEXMME YTEHUSA NS
NPOBEPKN TEKYLLETO COCTOSAHWUSI odepeaen nevaTn 1 NNaHMpOBLLMKA.

OcTaHoBUTb paboTy cepBMca NevaT MOXHO C MOMOLLbIO KOMaHAbI:

systemctl stop cups
3aI'IyCTVITb cepBucC ne4yaTt MOXXHO C MOMOLLIbIO KOMaHAbI:

systemctl start cups

11.4.21. Ip

C nomoLbto KOMaHAb! 1p BbINOSHAETCS Nepefada 3agavv NnpuHTepy, T. €. 3agadya cTaBuTCS
B ovepeab Ha neyatb. B pesynsrarte BbINOMHEHNA 3TOW KOMaHAbl hann nepenaetcs cepBepy
neyartu, KOTOpbIM NOMELLAET ero B Katanor /var/spool/cups/.

11.4.2.2. Ipq

Komanga lpg npegHasHadeHa Ond npoBepku odyepenu nedatu, mcrnonbdyemon LPD,
N BblBOAA COCTOSAAHUSA 3a4aHWM Ha neyaTtb, yKadaHHbIX NpW MOMOLLM HOMepa 3adaHus nnbo
CUCTEMHOro naeHTudumnkaTtopa nosib3oBaTesisd, KOTOPOMY NPUHAANEXUT 3adaHue (Bnagenbua
3agaHus). KomaHga BbIBOOUT N4 KaXaoro 3agaHnsa MMms ero Bnagensua, TeKyLWmin npnopuTteT
3aaHus, HoMep 3agdaHusa 1 pasmep 3agaHus B 6anTtax, 6e3 napameTpoB BbIBOOUT COCTOSIHUE
BCEX 3aZlaHuK B ovepeau.

11.4.2.3. Iprm

KomaHnga lprm npegHasHadeHa ans yaaneHust 3agaHust n3 odepeau nedatu. inga onpe-
AeneHvst Homepa 3agaHnsa HeobxoauMo MCNoNb3oBaTh KOMaHAY lpg. YaanuTb 3agaHne MOXET
TOMbKO ero Briagenew unn agMMHUCTpaTop nedartu.

11.4.2.4. Ipadmin

KomaHga lpadmin Takke ncnonb3yetca ons Hactporku npuHtepa B OC.

Ee 3anyck ¢ napameTpom —p ncnonb3yeTca ang godasneHns unu moamdukaumm npuHTe-
pa:
/usr/sbin/lpadmin -p printer [onuwuwu]

OcHoBHble NapameTpbl koMaHabl 1padmin npuBedeHsl B Tabnuue (48
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Tabnuuya 48
MapameTp OnuncaHue
c class [lo6aBnseT Ha3BaHHbIV NPUHTEP K Knaccy NpuHTepoB class. Ecnu knacc He cyule-

CTBYET, TO OH co3aaeTca

3apaeTt ctaHOoapTHbLIA ApanBep NpuHTepa, obbivHO darn PPD. Pairnbl PPD 0b6bIY-
-m model HO XpaHATCA B kaTanore /usr/share/cups/model/. CnnCOK BCeX AOCTYMHbIX
Moaenen MOXHO BbIBECTU KOMaHAoM lpinfo ¢ napaMeTpoMm -m

Ypansaet ykasaHHbIM NpUHTEP U3 Knacca class. Ecnun B pesynkraTte knacc cTaHo-
BMTCS NyCTbIM, OH yAansieTcs

-r class

-v device-uri | YKasblBaeT agpec yCTponCcTBa AN CBA3N C NPUHTEPOM

-D info BblgaeT TekcTOBOE onncaHne npuHTepa

-E PaspeluaeT ncnonb3oBaHne NpuUHTEPA W BKAOYAET NpyveM 3agaHui
-L location BbiBOOMT pacnonoxeHne npuHTepa

-P ppd-file YKasblBaeT nokanbHbIN thann PPD Ansa aparisepa npuHTepa

[na paHHoOM kKoMaHAgbl CYLLECTBYIOT TaKXe MnapamMeTpbl Mo perynmpoBaHMIO NMOJIMTUKU
JIMMUTOB U orpaqueHmVl no NCnosib30BaHMKO NPUHTEPOB N NOJNIUTUKK OOCTYMNa K NpUHTEpPaMm.
3any0|< KOMaHObl lpadmin C NapaMeTpoM —x UCNONb3yeTcd AN yaaneHusa npuHTepa:

/usr/sbin/lpadmin -x printer

11.4.3. N'pachnyeckasn ytunura ynpaBneHusa nevyaTtbro

Ytunuta fly-admin-printer npegHasHaveHa a5 HACTPOWKM nevaTtu B rpadomyeckomM
pexume. [o3BoNseT B pexMMme agMMHMCTpaTopa neyatu ycTaHaBnmBaTtbh, HacTpanBaTb U yoansTb
NPUHTEPBLI 1 Knaccbl NPUHTEPOB, a Takke HacTpavMBaTb CepBep nNeyaTn u ynpasnaTb 3agaHUsaMn
Ha nevaTtb. B pexnme obbl4HOro nonb3oBaTens NO3BONSET yCTaHaBNMBATbL HACTPOMKM nevyaTu
M oNuuKW NPUHTEpPa, a Takke ynpaeBnaTb 3agaHNaAMKM Ha nevatb (yaansTb, NPUOCTaHaBNMBaTb,
BO30OHOBNATL NeYaTb U yCTaHaBNMBaTb OTIIOXKEHHYH0 nevath). [1n1a Bbi3oBa NpMBUIErMpOBaHHbIX
AEeNCTBUI 3anpalumBaeTcs asTopmsaums. NogpobHyo nHpopmauuio No UCNONb30BaHUID YTUNUTLI
fly-admin-printer CM. B 9NIEKTPOHHOW CripaBke.

[ns yctaHoBKM gpanBepoB NpuHTEpOoB rnpomnssoacTea Hewlett Packard pekomeHngyetca

ncnonb3oBaTtb yTUNUTY hp-setup.
11.5. MapkupoBKa OKYMeHTa

MapKVIDOBKa neYvyaTHbIX JIMCTOB OCYLUECTBIIAETCA «HaJ10OXEeHNEM» MapKepoB C YH4ETHbIMU

aTpMbyTammn OOKYMEHTA, BKMOYaOLNMM:

YPOBEHb KOHd)I/I,D,eHLI,I/IaJ'IbHOCTI/I OOKYMEHTAQ;

HOMeEep 3K3eMMnAapa,

KOInn4ecTtBO JINCTOB B 3K3eMIiAape,

[AaTy BbiBOAA AOKYMEHTA Ha nevathb;
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- HOMEp KaXKaoro BXOASLLEro JOKYMEHTA;

- MIMS UCMOJSTHUTENS;

- UMS Nonb3oBaTens, NPON3BOAMBLLEIO NeYaTb Ha CTaHUMK nevaTu.

Cuctema nevatn sBNsI€TCA UHBAPMAHTHOM MO OTHOLLEHWUIO K NPUMOXEHNAM, KOTOpble
obpaLllatTecs K CepBUCY NevaTn. ATO 03HAYAET, YTO NPUIOXKEHWS, BbIBOASLLME HA NeYvaTb, AOMKHbI
Yy4MTbIBaTb MapKMPOBKY JIMCTOB M OCTaBNATb ANS 3Toro cBo6ogHoe Mecto. B npoTuBHOM cnyvae
MapKepbl MOTyT HANOXUTbCA Ha parMeHTbl neYataemMon nHopmauun.

B katanorax /usr/share/cups/psmarker n /usr/share/cups/fonarik XpaHaTcs
dhansibl C HacToMKamMn MapkepoB nevyatn. HacTtponka arneMeHTOB MapKUPOBKN OCYLLIECTBNSETCS
pegakTupoBaHueM criegyrowmx ansos:

- /usr/share/cups/marker.template — onucaHue arNeMeHTOB MapKepa, NpocTaB-

naemMblX Ha NepBON CTpaHuue, NocreayrLlmx cTpaHmuax u Ha obopoTe nocnegHen

CTpaHuUpbl;

- /usr/share/cups/psmarker/marker.defs — onMcaHne NONOXEHUS ANIEMEHTOB

MapKepa Ha CTpaHuue;

- /usr/share/cups/fonarik/fonarik.defs — onncaHne NONOXeHUs ANIEMEHTOB

Mapkepa Ha obopoTe nocnegHen CTpaHuLbl.

[na nameHeHMs NonoXeHns Mapkepa, NPOCTaBseMOoro Ha Kaxaon cTpaHuue, Heobxoau-

MO B (panne /usr/share/cups/psmarker/marker.defs N3MEHUTb 3HAYEHNE NapameTpa:

MarkerTopShift — ona BepxHEro anemMeHTa mMapkepa;

MarkerBottomShift — Anga HWXKHEro anemMeHTa Mapkepa,;

MarkerLeftShift — ana neBoro aneMeHTa Mapkepa;

- MarkerRightShift — gng npaBoro anemMeHTa Mmapkepa.

[na nameHeHnsa NONOXeHMA Mapkepa, NPOCTaBnseMoro Ha obopoTe NocneaHen CTpaHn-
Ubl, Heobxoaumo B panne /usr/share/cups/fonarik/fonarik.defs U3MEHNTb 3HAYEHNE
napamertpa:

- FonarikTopShift — ong BepXxHero afieMeHTa Mapkepa,

FonarikBottomShift — ana HMXHEro anemMeHTa Mapkepa;

FonarikLeftShift — Aona neBsoro anemMeHTa Mapkepa,

FonarikRightShift — Ansa npaBoro anemeHTa Mapkepa.

JTiobble M3MeHeHUa cogepXaHna u dopmMarta Mapkepa CTpaHuL, MOXET Mpou3BOAUTb
TONbKO aiMMHUCTPATOpP Yepe3 MexaHn3Mm sudo. [lJaHHaa HacTporka MOXET OCYLEeCTBNATLCS C
ncnonb3oBaHnem rpacuyeckon ytunutel £ly-admin-marker.

[nsa BbINONHEHNA MapKMPOBKM JOSMKHA ObiTb co3aaHa rpynna lpmac.

BbINONHATE MapKNpoBKY HEOBXOAMMO B CECCUM C HYNEBOM KnacCUUKaLNOHHON METKON.

lMonb3oBaTtenb, OT UMEHU KOTOpOro 6ynyT BbIMOJTHATBCA KOMaHAb! MO MapKUpoOBKe, OOJTXKEH
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BXOOUTb B rpynny lpmac.

BbInonHATE MapkMpoBKy HEOHBXOANMO B CECCUM C HYNEBON KacCurKaLMOHHON METKOM
(HyneBbIM YpOBHEM KOHMAEHUMANLHOCTN 1 6e3 KaTeropnin KOHPUAEHUMaNnbHOCTH).

[ns neyatn OKYMEHTOB C HEHYNEBOW KnaccuduKaumoHHONW METKON HeobXxoamMmo CoOT-
BETCTBYIOLWMUM 0Opa3om HacTpouUTb NpuUHTEP. [JaHHas HacTpoKrKa OCyLLEeCTBASETCS C UCMONb30Ba-
HMem yTunutbl £ly-admin-printer. B 3aknagke «MAC» Heo6XogMMO YCTaHOBUTL NMOSIUTUKY
parsec, a TaKkke JONYyCTUMbIA Anana3oH YPOBHEN KOH(PUAEHUNaNbLHOCTU U KaTeropnum KoHpum-
AeHumanbHocTu. [lononHutenbHasa nHgopmaumsa ob ytnnute fly-admin-printer npuBegeHa
B 9N1EKTPOHHON CnpaBke.

[Mocne oTnpaBkM Nonb3oBaTeneM Ha nevyaTb AOKYMEHTa C HEHYNEeBOW KraccudumkaynoH-
HOM METKOM B odepeam cepBepa nevatn opmmpyeTcsa 3agaHue.

lMepen nevatblo OOKYMEHTa BbINOSIHAETCA €ro MapKMpoBKa MyTeM Bbl30Ba CKpunTa
markjob. CkpunT markjob TpebyeTr Hanuuma yTunutbl lpqg, BXOASLLUEW B COCTaB MakeTa
cups-bsd.

B npouecce BbINOMHEHUS CKpunTa markjob Y NoNb3oBaTeNd 3anpalumBatoTca cnegyto-
Lmne aTpubyThl Mapkepa:

- mac-inv-num — MHBEHTaPHbIA HOMEP;

- mac-owner-phone — Tene{oH UCMONHUTENS;

mac-workplace-id — ngeHtudukatop paboyero mMecTa;

- mac-distribution — CANCOK paccChbInku.
Mpn BBOAE CNMUCKa paccChINKn agpeca pasgensaTcs CMMBOMOM «~». Ecnun B 3HavyeHuu
crnmncKka paccbiiku UCnorb3yeTcda npobern, To 3HadeHne aTpnbyta HeoBXoANMO B3SITb B KaBblYKU

LIENUKOM.

Mpumep
BbI,D,aeTCFI 3anpoc Ha BBOA CrNCKa pacCCbIJiKU:
Enter mac-distribution - Distribution 1list, addresses separated by ’'*’:
BBecTn cnncok pacchbisku:

"B peno”B apgpec"

Mocne BbINOMTHEHUS MAPKUPOBKK B odepean hopMUpYyTCs ABa OOMOMNHUTENbHbIX 3a-
AaHus, nepBoe (C MeHbLUMM HOMEPOM) NpeacTaBnsieT cobor NPOMapPKMPOBAHHbIN LJOKYMEHT, a
BTOpOe (C 60NbLINM HOMEPOM) — MAPKMPOBKY, pa3MeLlaemyto Ha obopoTe nocnegHero nucta
AoKymMeHTa. Heobxoammo Bo30OHOBUTL BbINOMHEHME NEPBOro 3a4aHust, YTO NPUBEAET K nevaTu
NPOMapKNMpOBaHHOIO JOKYMeHTa. 3aTeM Ha 060poTe NOCNeaHEro NMcTa JOKyMeHTa nevataercs
MapKMpOBKa NOCPeACTBOM BO30OHOBIEHMS BbINOMHEHUSI BTOPOrO AOMOSTHUTENbHOMO 3a4aHus.

Mpy BbINONMTHEHMN MAPKUPOBKM OT MMEHM MONb30BaTenNs, BXOASLLEro B rpynny lpmac,

BO3MOXHO noJiy4yeHune coolLeHns:
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HeBO3MOXHO BHIIOJIHUTEL 3alpOoC: 3alpemeHo
B naHHoM crniyvae HeobxoanMO BbINOMHUTL KomaHAy id oT MMeHW nonb3oBaTtens, BbINosi-

HSIIOLLLErO MapKMPOBKY, 1 MOBTOPHO 3amnyCTUTb CKPUNT MapKUPOBKM markjob.
11.6. MapKknpoBKa HECKONbKUX 3K3eMNNSIPOB OOKYyMEHTa

[na neyaT HECKOSTbKMUX 3K3EMMMAPOB JOKYMEHTA C HEHYNIEBOW KrnaccuukauMoHHOMN
METKOW Nonb3oBaTeNb AOMMKEH OTNPaBUTb Ha NeYaTb TONbKO OAHY KOMUKO OOKYMEHTA.

3atem nosnb3oBarerib, OCYLLEeCTBASOLWNA MAPKUPOBKY, LOMMKEH BbINOMHUTL CReayoLLyro
rnocrnegoBaTesibHOCTb JEeUCTBUN:

1) nonyuYnTb HOMEp 3adaHnst ANs MapkKMPOBKK, BbIMOSTHUB KOMaHAY:

lpg -a

2) 3agaTtb YUCNO KONUK 4SS nevaTtu, BbIMNOSHMB KOMaHAY:

lpattr -j <HoMep_ 3alaHus> -s Ccopies=<uyucCiio_KOIIUM>

3) NpPon3BECTM MaPKUPOBKY, BbINOMHUB CKPUNT markjob.

lMocne BLINOMHEHUS MAPKMPOBKM B ovepean hopMmnpyroTcst No ABa AOMNOSTHUTENbHbIX
3aaHus Ons KaXXgoro aK3emnnsapa AoKyMeHTa, pacnonaraeMblx B o4epeaun nocrnenoBaTenbHoO.
lMepBoe (C MEHBLUMM HOMEPOM) NpeacTaBnsieT cobor NPOMaPKUPOBAHHbLIN 3K3EMMNIISAP JOKYMEH-
Ta, a BTopoe (C 60MbWMM HOMEPOM) — MApPKUPOBKY, pa3Mellaemyo Ha obopoTe nocrnegHero
nuncTa ak3emnnsipa gokymeHta. [ns neyaty akaemnnspa JOKyMeHTa HeobxoamMmo BO306HOBUTL
BbIMNOSIHEHME MEPBOr0 COOTBETCTBYIOLWEro eMy 3aaHus, YTO NpUBELET K NeyaTyu NpoMapKMpo-
BaHHOIO 3K3eMmnnsipa AoKyMmeHTa. 3atem Ha 06opoTe NocrnegHero nncTa aK3emnnsipa AoKyMeHTa
neyaTtaeTcs MapkMpoBKa NOCPELCTBOM BO30OHOBNEHNS BbIMOSTHEHUS BTOPOro COOTBETCTBYHOLLEIO

3K3eMNnIsapy JOKYMEeHTa AOMOMHUTENBHOIO 3a4aHns.
11.7. CtaHuMA NnevyaTu AOKYMEHTOB C MapKUPOBKOW

[na neyatn JOKYMEHTOB C MapKMPOBKOMW UCMONb3yeTcs web-npunoxeHue «YnpasneHue
neyaTblo», pacrnonoxeHHoe B deb-nakete printcontrol-web. [MpunoxeHve npegHasHavyeHo
ANSA ynpaeneHnsa 3agaHusMm Ha nevaTb 1 4115 MapKMpOBKN JOKYMEHTOB, OTMPAaBMEHHbIX Ha NevaTb.
Ha kaxabln JOKYMEHT, OTNpaBneHHbIM Ha nevyaTb, MOXET ObITb «HaANOXEeH» MapKkep C yYeTHbI-
MU aTpubyTamum 1 Nocre 3Toro BbIMOMHEHA NeYaTb HECKOSbKUX 3K3eMMNSISpOB MapKMpOBaHHOIO
AOKYMeHTa.

BHUMAHMUE! [1ns ne4atn HECKOMbKNX 3K3EMMASIPOB LOKYMEHTa C HEHYNeBOW Knaccudu-
KauWOHHOW METKOM MOMb3oBaTesNlb JOMMKEH OTMPaBUTb Ha NevaTb TONbKO OAHY KOMUIO AOKYMEHTa.

[nsa yctaHoBKM web-npunoxeHunsa «YnpasneHne neyatbio» Heo6XoaAMMOo BbINOSHUTL Crie-
ayowune oencTeuns:

1) HacTpouTb cucTemy neyatu cornacHo pasaeny [11}

2) HacTpouTb web-cepeep Apache cornacHo pasgeny [9
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3) MapKkupoBKka OOKYMEHTOB OCYLLECTBNAETCS OT MMEHW NOSib30BaTenNsl, BXOASALWEro B

rpynny lpmac (rpynna lpmac co3gaétcs npu yctaHoBke CUPS), noatomy Tpebyetcs

BHECTM B JaHHYO rpynny nonb3oBaTtens, OT MUMEHU KOTOPOro ByaeT npoxoanTb MapKnpoBka

OOKYMEHTOB.

MapkunpoBka gokymeHToB B ElNl1 ocyuwlecTBnserca oT MMeHN nosnb3oBaTens, BXOAALEro B

rpynny lpmac_ald. [Ing co3gaHus rpynnbl BbIMOAHUTL KOMaHAY:

ald-admin group-add lpmac_ald --gid=2900 --user="user"

roe user — UMS JOMEHHOIO Nosib3oBaTens;

4) ycTaHOBUTb NakeT printcontrol-web KOMaHOOM:

apt-get install printcontrol-web

5) npu HeobxooMMOCTU NoAKMYNTL Moayb web-cepepa Apache php7.0 1 nepesany-

CTUTb CepBep:

a2enmod php7.0

systemctl restart apache2

6) OTKpbITb OKHO Bpaysepa n nepenTun no agpecy:
server/printcontrol/prog/printcontrol.php

roe server — oOMeHHoe umsa web-cepsepa Apache.

11.7.1. 3anyck Web-npunoxeHusa «YnpasneHue ne4yatbio»
lMocne 3anycka NpunoXeHns 3anpalnBaeTca ayTeHTUdunKauusa agMMHUCTpaTopa nevaru.
[MaBHOe OKHO NporpamMmel (pyc. [5) coaepXnT naHenb «YnpasneHne nevyatblo JOKYMEHTOBY

C pa6oqe|?1 naHenbio BHU3Y U CCbISIKOW «ﬂpOCMOTp perncrtpauun BbiBOAa AOKYMEHTOB Ha nevartb»

(11.7.6) BBEpxy cnpasa.

@ YNPABAEHVE MEYATHIO - Mozilla Firefox @astra 9=
®afn Opaeka Bug  MypHan 3aknagkv WHCTpYMEHTH  CNpaBka
| i ¥MPABMEHKWE MEYATEIO [E

& ‘ localhost/printcontrol/grintcontral php v o ﬁ' Google =]

I*I@-

nQOCMOTE perucTpauunun
BEblBOAa AOKYMEHTOB Ha NeYaTb

YMPABIEHUE NEYATBIO JOKYMEHTOB

1-i1 war: BeiGepute U3 cnvcka 3agaHue Ans nevaty unv o6HoBUTE cTpaHUuy

Cnucok 3agaHuiA Ha NeYaTb Mo cocTOAHUIO Ha 23.04.2013 14:58:14

test 15:52:21 . ipp:/Mlocalhost:631/printers
BbI6paTh 512 e o 1308 20 BesbiMAHHLIAT JLOCAL Ad Ypanute

test 15:54:51 _ ipp:Mocalhost:631/printers I
BbI6paTh 513 tost Tem now.  15.03.2013 BesbIMAHHLIA'T JLOCAL Ad Ypanute

test 16:03:27 . ipp:/llocalhost:631/printers
Bbi6paTh 516 L T 15032013 BesbimaAHHbIA1 JLOCAL A4 Ypanutb

Pwuc. 5
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Ha naHenu «YnpasrneHue nevyaTbio JOKYMEHTOB» CXeMaTUyYecku B BUAe OTAernbHbIX 3Ta-
noB (LaroB) oTobpaxkaeTca NOpAa0K YNpaBreHnss NeYaTblo JOKYMEHTOB. OTarbl BbINOHAKTCS
nocnegoBaTenbHo, HaunHas ¢ nepsoro (11.7.2). Tekywuii aTan BbINONHEHUS BbiAENsSeTCs LBe-
TOM, a noj cxemaTtuyeckum nsobpaxeHnem atanoB oTobpaxaeTcs NOPSAKOBbIN HOMEP TeKyLLero
aTana v ConyTCTBYHOLLUMN KpaTKUA KOMMeHTapun. [lepexoq Ha crnefyrowwmnm atan ynpasneHua
OCYLLECTBIISeTCA aBTOMaTUYECKU.

Ha pabodyen naHenu BHM3Y oToBpaXkaloTCs COOTBETCTBYIOLUME 3Tarny COMyTCTBYOLLAsN

NHdopMaLns, NnapameTpbl AN YCTAHOBKM M KHOMKWU ynpaBneHus.

11.7.2. 3tan 1: BbIOOP 3ag4aHUsA U3 cnUCKa

Ha nepBom aTane BbINOSHAETCA YCTaHOBKA 3feMeHTa U3 Cnucka 3afjaHum Ha nedvaTu.

Ha paboyen naHenn (cm. puc. [B) B TabnuyHoM Buae oTobpaXkaeTcsa CnMCOK 3agaHumn
Ha neyaTb MO COCTOSIHMIO HAa YKa3aHHYIo B 3aroroBke Tabnuubl gaty un Bpemsi. CnMcok 3agaHun
obHoBnseTCa Kaxable NaTb cekyHA. Ecnn 3agaHnin Ha nevaTtb HET, TO NoaBnsieTcs cooblieHne
«3agaHni Ha nevaTtb HET» U MPOU3BOAMTCH aBTOMATUYECKMI 3anpoc CnMcka 3afaHnin Ha nevatb.

[ns kaxxgoro anemeHTa cnucka (3agaHuna) B ctonbuax tabnuubl otobpaxarTcsa ceefe-
HWA 0 3afaHuuK: naeHTUdUKaTop 3agaHus, MHPoOpMauna o nonb3oBaTene, BpemMs Bbigavn, UMs
danna ¢ JOKyMEHTOM, yKasaTesb pecypca NpuHTepa, YpOBEHb CEKPETHOCTH, hopmaTt Bymaru.
YnpangoLmne KHOMKM ANt KaXa4oro 3agaHnsa otobpaxkatotes crtonduax tTabnuvubi:

- «Bblbop 3agaHus» — [BbiOpaTb], ycTaHaBnNMBaeTcs 3agaHne Ha nevyaTb M NPOUCXOAUT

nepexof Ko BTopomy atany (11.7.3));
- «YpanuTtb» — [YAanuUTb], aneMeHT cnucka yaansieTcs.

11.7.3. Jtan 2: 3anofHeHne PpeKBU3UTOB AOKYMEHTa

Ha BTOpOM 3aTane ycTaHaBNUBaKOTCA PEKBU3UTLI M9 MapKUMPOBaHWUS OOKYMEHTa npu
rneyaTn U OH OTNpaBNAeTCsA Ha nevaTtb. PekBM3NTbI JOKYMEHTa yCTaHaBNMBaKOTCHA B COOTBETCTBUU
¢ TpeboBaHNAMN CEKPETHOIO AEeNoNpPoOn3BoACTBa.

Pabouasi naHenb (puc. [B) conepxuT:
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@ YMPABJIEHVE MEYATHIO - Mozilla Firefox @astra e

©3in_ Opaska BuA MypHan 3aKnankd MHGTRYMSHTHl Cnpaska
1 YTIPABIEHME MEHATLIO &

& [ @ tocalhost/printcontral/printcantral. php QO [} Google @

nEOCMOTE perucTpaumn
BblBOJa AOKYMEHTOB Ha nevatb

YNPABNEHWE NEYATBIO JOKYMEHTOB

3anonHeHue
PEeKBU3IUTOB
AOKYMeHTa
2-14 war: 3anonHute PEeKBU3UTbI AOKyMeHTa 411 €ro MapKnpoBKU NpU nevyatu

Bbl6paH0 3agaHne Ha nevyartb

test 15:52:21 " F. . :
OTNpaBnTh e, T T 15030013 ipp:/llocalhost:631/printers/LOCAL - OTMEHHUTb

PekBM31TbI AOKYMeHTa And ne4yatm

YueTHbIit HDMEPZ‘MG

Konnuectso skaemnnnpos:‘l

Homep nomemet—ms:‘

Agpeca paccbinkm - 1:\3K3.1 - B agpec
- 2:\31(3.2 - B geno

WenonHutens: ‘test
TenedoH: \
OTtnevaTan: ‘root

OTnpasenTb OTMEHUTBb
Puc. 6

- «BbibpaHo 3agaHue Ha neyaTb» — B TabnnyHoM Buae otobpakatoTcs cBegeHnsa ob
YCTaHOBMEHHOM 3a4aHuu (CMm. N ynpaengoLwmne KHOMk1 B ctonbuax:
- «OTnpaBuTtb Ha NevaTb» — [OTNPaBUTL], YCTAHOBMNEHHbIN JOKYMEHT U YCTaHOBMEH-
Hble PEKBU3WNTbI OTMPAaBMSIOTCA Ha nevaTb U NPOUCXOAUT NEepPeEXOA K TPeTbeMy aTany
(11.7.4);
- «OTMeHUTb» — [OTMEHUTBb], YCTaHOBIEHHbIE PEKBU3UTLI OTMNPAaBSATCH Ha nevaTb
W npoucxoauT nepexop k Tpetbemy atany (11.7.4);
- «PekBn3anTbl goKyMeHTa Anga nevyaTuy»:
- hopma ¢ nonsimu BBOAA, B KOTOPbIX YCTaHABNNBAETCS:
- «YYeTHbI HOMep» — YYETHbIN HOMEP OOKYMEHTa;
- «KonnyecTtBo 3K3eMNNApoB» — KOSIMYECTBO IK3EMMNNAPOB AOKYMEHTA;
- «Homep nomeleHnsi» — HoMepa NoMeLLEeHNS;
- «Agpeca paccbifiku» — 0o NATU agpecoB PacChIfKy,
- «McnonHutenb» — MMA MCNONHUTENST AOKYMEHTA;
- «TenegoH» — HoMep TenedoHa;
- «OTneyatan» — UMsi UICNONHUTENSA NeYaTu;
- ynpasnstoLLme KHOMKK:
- «OTnpaBuTb Ha neyatb» — [OTNPaBUTL], YCTAHOBMNEHHbIN LOKYMEHT U YCTAHOB-

JIEHHble PEKBU3NTbLI OTMNPABIIAIOTCA Ha neYvaTtb U NPOUCXoOUT nepexon K TpeTbemMy

aTany :
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- «OTmMeHa nevaTn» — [YaanuTb], yCTaHOBMNEHHbIN JOKYMEHT OTNpaBnsieTcs Ha

neyaTb M NpoucxoauT nepexop K Tpetbemy atany (11.7.4)).

11.7.4. Otan 3: neyaTb AOKYMEHTa U PeKBM3UTOB

Ha TPpeTbeM 3Tare BbINOJNIHAETCA BblAa4Ya Ha ne4vyatb yCTaHOBJIEHHOIO KONM4yecTBa 3K3eM-

NAsSPOB JOKYMEHTa M ero pekB13MTOB Ha 06OPOTHON CTOPOHE NOCNEAHErO NnCTa.

Pa6ouas naHenb (puc. [7) conepxur:

@ YMNPABAEHVE NEYATBIO - Mozilla Firefox @astra g@

©afin_Mpaska Bua ypHan 3aknamku MHCTpYMEHTH Crpaska

1 YNPABIIEHUE NMEYATHIO o

& [ @ Iocalhost/printcontrol printcontrol. php - O [~ coogle @ €

nQOCMOTE perucrpayum
BblBOJa AOKYMEHTOB Ha rnevarb

YNPABJIEHUE NMEYATBIO JOKYMEHTOB

Mevatb
AOKYMeHTa
N PeKBU3UTOB
3-11 war: Hanevaranre 3ajaHHOe KONnM4ecKBO 3K3eMNnApoB 40oKymMeHTa
W ero peKBM3UToOB Ha OGOPOTHOVI CTOpPOHE nocrnegHero nnucta

Bb|6paHo 3aaHne Ha ne4vyaTtb

test 15:52:21 " (- . 5

CHNUCOK 3K3eMMNnspoB ACKYMeHTa 1 peKBU3UTOB AMA nevyatn

root .03 i
Me4yaTtb 519 e 15:03:39  1-i 3k3. COAEP>XUMOIO JOKYMEHTA Yaanutb
MedaTb 520 mot"};‘?‘tnm 15:03:39  1-ii ak3s. PEKBU3MUTOB Ha o6opoTHOI cTOpoHe nocnegHero nucra Ypanutb
Puc. 7

- «BblbpaHo 3agaHue Ha nevyaTb» — B TabrnMyHOM BMae oTobpakaeTcs CNUCOK CBEAEHUN

06 ycTaHoBrneHHoM 3agaHuu (cm. [11.7.2));

- «Cnuncok 3K3eMNn4apoB AOKYyMEHTa U peKBU3UTOB A4 nedatn» — B TabnmyHom Buae

0T06pa>|<aeTcsq CMUCOK 3K3EMITITIAPOB AOKYMEHTa N PEKBU3NTOB AJ14 NevaTu. [nsa kaxpno-

ro anNemMeHTa cnmcka B ctonbuax Tabnuubl oTobpaxatoTcs cBegeHUs: ngeHTudukaTop,

I/IHCbOpMaLI,I/IFI O norsnb3oBartesie, BpeMA Bblaa4vyn N cogepXmmMoe nevyatu (Homep 9K3eM-

nnapa AoKymeHTa Uin ero peKBI/I3MTOB). YHpaBnmou_wle KHOMKWN O5nA KaXXgoro anemMeHTa

oTobpaxatotca ctonbuax Tabnuubl:

- «[evatb 3agaHus» — [lMeyaTtb], Bblga4ya Ha NeYaTb COOTBETCTBYHOLLErO aK3eMnnisapa
AOKYMEHTa U ero pekBM3nToB, ANieMeHT yaansieTcs U3 Cnucka;

- «OTmeHa neyatn» — [yn,a.ﬂMTb], AreMeHT yaanaetca n3 Ccnucka.

Mocne 3aBeplUeHNs 06paboTKM BCeX aNeMEHTOB CNMCcKa NMPOUCXOAUT Nepexod Ha YyeTBep-

Tbin 3Tan

(.9).
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11.7.5. 3tan 4: 3anonHeHne y4eTHON KapTOYKMU
Ha yetBepTOM aTane B COOTBETCTBUMN C TPeOOBAHNSAMUN CEKPETHOIO 4ENONPOM3BOACTBA
3aMNONHAKTCS MO YY4ETHOM KapTOYKM JOKYMEHTa.

Pa6ouvas naHens (puc. [8) conepxur:

@ YMPABMEHVE NEYATLIO - Mozilla Firefox @astra [B=]<]
©afin_Mpaska Bva KypHan 3aknagkn MHCTRYMeHTsl Crpaska

{7} ¥MPABNEHVE MEYATBIO w

& [@ 1ocainost/printcontrolprintcontrol.php O [~ coogle w &

nEDCMDTE perncTtpauvun
BblBOJla NOKYMEHTOB Ha nevarb

3anonHenue
y4eTHon
KapTo4Ku

YMNPABINEHWE MNEYATHHO AOKYMEHTOB

414 Wwar: 3anonHUTE Monsa yY4eTHOWN KapToUKKU AOKYMEHTa

O6paboraHo 3agaHUe Ha nevarb

test 15:52:21 M [ . ;

BBenute 3Ha4yeHUs nonen VHETHOVI KapTO4YK1 AOKYyMeHTa

HaTta Beigaun:|15.03.2013
Bpewms Beigaum:|15:52:21
YeTpoiicTgo Beigaum:|ipp://localhost:631/printer
YueTHsIit Homep:|M6

KpaTkoe co,qepmaﬂwe:‘

YposeHb KOHdJI/I,quL(I/IaJ‘IbHOCTVIZ‘

NaerTucrkaTop cybbekTa gocTyna: ‘test
Qammnua nonb3oBaTens: \test
KonuuecTtso nmc‘ros:\
Konuuectso KDIWII?II‘I
PesynbTaT Bblgaum: ‘ndeLLI HO
BPEKZ‘

3anoMHUTb He 3anoMuWHaTb
Pwuc. 8

- «ObpaboTaHo 3agaHue Ha nevyaTb» — B TabnNn4yHOM Buae otobpaxarTcsa ceegeHus ob
yCTaHOBNEHHOM 3agaHum (cm. (11.7.2);
- «BBeguTe 3Ha4yeHns nonen y4eTHOM KapTOYKN AOKYMEHTOBY:

- (bopma C nondamMmun BBoAa, B KOTOPbIX YCTaHaBIIMBAETCA!

«[aTta Bblga4yn» — garta Bblaauu;

«Bpems Bblgaum» — BpeMsi Bblgauu;

- «YCTPOWCTBO Bblgaun» — yKasaTenb pecypca NpuHTepa;

- «Y4YeTHbI HOMEP» — YYETHbIN HOMEP AOKYMEHTA;

- «KpaTkoe cogepxxaHne» — KpaTKum KOMMeHTapui;

- «YpoBeHb KOH(PUAEHUMANBHOCTNY — CTENeHb CEKPETHOCTH;

- «MpeHTndmkaTtop cybbekta goctyna» — naeHtudmkaTop cybbekrta gocTyna;
- «®amununs nonb3oBaTens» — hbaMunna nonb3oBaTens;

- «KonnyecTtBo NNCTOB» — KOMMYECTBO NIUCTOB B JOKYMEHTE;

- «KonnmyecTtBO KONUN» — KONUYECTBO 3K3EMMSAPOB;

- «Pesynbrart Bblgaum» — pesynsraTt BblAadyn Ha neyarsb;

- «bpak» — oTmeTka o bpake;
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- ynpaensoLwme KHOMKK:
- [3anomMHuUTBL] — yyeTHas KapTo4ka CoxpaHsieTca B (panne permcrpalmm BolBoga
AOKYMEHTOB Ha nevyaTb, MPOMCXOANT nepexopn Ha nepsbiv atan (11.7.2);

- [He 3anoMuHaTb] — nponcxoauT nepexon Ha nepsbiit atan 6e3 coxpa-

HEHWUsI Y4ETHOM KapTOUKM.

11.7.6. MNMpocmoTp peructpaumm BbiBoAa AOKYMEHTOB Ha nevyaTtb
LLlenykom neBon KHOMKU MbIlWK Ha ccbifike «lpocMoTp pernctpauun BbiBoga 4OKYMEHTOB
Ha neyaTb» OTKPbIBAETCH BKNagka, B KOTOPOW 0TODpaxarTcs 3anvcu U3 xxypHana permctpaumm

BbIBOAA JOKYMEHTOB Ha neyatb (puc. [9).

@ PEMMCTPALIMA BEIBOAA AOKYMEHTOB HA MNEYATE - Mozilla Firefox @astra E]@]
®afn Mpaeka Brg AypHan 3aknagkr  WHCTpyMeHTol Cnpaeka
|-r"*:ynPABr|EHv1E MEYATEHD £ | LI PEMACTPALMA BLIBOAA AOK.. &3 d L |
localhost/printcontrol/protocol.php -0 ‘-‘" Google C Y
PEM’MCTPALIMA BbIBOOA OOKYMEHTOB HA MNMEYATE no coctosaHuio Ha 15:13:14 23.04.2013
[lata v Bpema Bbigaqn: 15.03.2013 16:03:27 T[ons3cpaTent: test CTpaHnL; PesynsTaT Bolgadl: YenewHo
YYeTHeIA HoMep: MB bamunna; test  SkemnnApoe: 1 Epak
KpaTkoe cogepxanue; [MNpuHTep: ipp:lllocalhost:631IprintersiLOCAL
[lata v Bpema Bbinaun: 15.03.2013 15:52:21 T[lons3cBaTent: test CTpaHnL; Pe3ynsTaT Belgaun: YenewHo
YYeTHeIA HoMep: MB GamunvA; test  Sk3emnnApoe: 1 Epak
KpaTkoe cofepxaHue: MpuHTep: ipp:lllocalhost:631/printersiLOCAL
[ata v Bpemda Boigaqn. 05.03.2013 15:52:42 T[lonw3oearent. test CTpaHny; PesynsTaT Bolgaqu: YenewHo
YYeTHsIA HoMep: MB ®amunna; test  Sk3semnnApos: 1 Bpak
KpaTkoe cofepanune: [NpuHTep: ipp:lllocalhost:631/printersiLOCAL
[ata v Bpema Bbigaqn: 05.03.2013 15:37:48 T[lons3cpaTent: test CTpaHnL; PesynsTaT Belgadu: YenewHo
YYeTHeIA Homep: 1 Gamunua; test  SkemnnApoe: 1 Epak
KpaTkoe cogepadue MNpuHTep: ipp:lllocalhost:631/printersiLOCAL
[lata v Bpema ebigaqn: 01.01.1970 00:00:00 [lonsb3ceaTens: 1234 CTpanny, 1234 Pe3ynsTaT Beldadv. YenewHo
YYeTHeIA HoMep: 1234 Gamunna: 1234 Sk3emnnApos: 1234 BEpak. 0
KpaTkoe cogepxanue: 1234 MpuHTeR: 123
Puc. 9

ﬂ,ﬂﬂ KaxKgoro AOKyMeHTa yKa3blBa€TCA ata U BpemMd Bbla4yn Ha nevartb, yquan?l HOMeEpP
N KpaTKoe copeprkaHune, Korn4ecTtBO CTpaHUL U SK3EMMITAPOB AJ1A neYaTtun, pedyrnbraT BblAa4vYn Ha

neyaTtb, a Takke y4eTHoe UMs 1 hamunms nonb3oBaTtensi U ykasaTenb pecypcoB NpuHTepa.
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12. SAlLLMLLEHHASA CUCTEMA YMNPABJIEHUA BA3SAMU OAHHbIX

B kauecTBe 3awmweHHon CYB[ B coctaBe OC ncnonbayetcs PostgreSQL, nopabotaHHas
B COOTBETCTBUMN C TpeboBaHnem uHTerpauum ¢ OC B YacTM MaHOATHOrO ynpasrneHnsa OCTYNoMm
K nHgopmauumn. OnucaHne peanusaumm MaHaaTHOroO ynpaeneHust JOCTYNoM K MHdopmaumm B
sawmweHHon CYB[ PostgreSQL npuseaeHo B PYCB.10265-01 97 01-1.

CYB[ PostgreSQL npegHasHayeHa anga co3gaHvs v ynpasneHus pensumoHHbiMn b n
NpeaoCTaBnseT MHOMOMOMb30BaTENbCKUA JOCTYN K PacrnonoXeHHbIM B HAX OAHHbBIM.

[aHHble B penaunoHHon B xpaHaTca B OTHOWeHUsAX (Tabnuuax), COCTOSALWMX N3 CTPOK U
cTon6uos. MNpu 3TOM eanMHULEN XpaHeHMa U JOCTyNa K AaHHbIM SIBMSIETCS CTPOKA, COCTOsLLas U3
nonewn, MaeHTMdnLUnpyemMbix uMeHamm ctonbuos. Kpome Tabnuu cywecTBytoT gpyrme oobekTol B
(Buabl, Npoueaypbl 1 T.M.), KOTOpble NPEAOCTABNAST JOCTYN K AAHHBIM, XpaHALWMMCA B Tabnuuax.

MogpobHoe onucaHne pabotbl ¢ 3awmuweHHon CYBL npuBegeHo B [OKYMEHTe
PYCB.10265-01 95 01-2.
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13. SALLULLEHHBLIA KOMMNEKC NPOrPAMM 3JIEKTPOHHOW NOYThI

B kayecTBe 3alUMLLEHHOro KOMMSieKca NporpamMm areKTPOHHOW MOYTbl UCNONb3yeTcs cep-
BEP 3NEeKTPOHHOW MOYTbl, COCTOSLLNIA U3 areHTa nepeagadn arnekTpoHHOM noyTbl Exim4, areHTa
AOCTaBKM aneKTpoHHoM no4vtbl Dovecot n knneHTa anekTpoHHoW noyTbl Thunderbird, gopaboTak-
HbIX ONA peanu3aunun creayowmnx JONONHUTENbHbIX OYHKLNOHANbHbIX BO3SMOXHOCTEN:

- mHTerpaumm ¢ agpom OC un 6a3oBbiMK GubNuoTekamm ana obecnedeHnst pasrpaHUYeHns

[ocTyna;

- peanusauun MaHOaTHOro yrnpasreHuUst 4OCTYNOM K MOYTOBbIM COOBLLEHUSAM;

- aBTOMaTU4YECKON MapKMPOBKN CO34aBaEMbIX NOYTOBLIX COOOLLEHUIN, OTPaXatoLwmx ypo-

BEHb X KOH(OUAEHLMANBbHOCTY;

- perucTpauum norbITOK JOCTyrNa K NOYTOBbIM COOBLLEHUAM.

AreHT nepegaym 9neKTPOHHOW MNOoYTbl ucnonb3yeT npotokonn SMTP n obecnevnBaet
pelleHve cnegyroLwmx 3agauq:

1) [ocTaBKy Mcxogdawen nodTbl OT aBTOPU3OBAHHLIX KIMEHTOB 0 cepBepa, KOTOPbIn

ABnsaeTca uenesbiM Ans 06paboTkm NOYTOBOrO JOMEHa nonyyaTens;

2) npyemMm n obpaboTKy MOYTOBbLIX COOBLLEHNA OOMEHOB, ANA KOTOPbLIX OH SABMSETCS

LeneBbiM;

3) nepenavy BXogsiLMX NOYTOBLIX COOOLLEHUN Ans 06paboTkn areHTOM 4OCTaBKM 3reK-

TPOHHOM MOYTbI.

AreHT AOCTaBKM 9NEKTPOHHON NOYThl NpefHasHa4vYeH ANns pelleHns 3agad no obenyxm-
BaHMIO MOYTOBOrO Karasiora n nNpeaocTaBneHus yaaneHHoro 4octyna K nodYToBoMy SILLMKY MO
npotokony IMAP.

KrnneHT anekTpoHHOM noyTbl — 3TO npuknagHoe MO, yctaHaBnMBaemoe Ha paboyem
MecCTe nonb3oBaTtens n npegHasHadyeHHoe AN NonyyYeHus, HanmcaHus, oTrnpaBkuU U XpaHEHUS

COODBLLEHNIN 3NEKTPOHHON NOYTbI NOMb30BaTENS.

13.1. CocTaB

3alnLLEeHHbIN KOMMNEKC NPOrpaMm 3NEeKTPOHHOM MNOYTbl COCTOUT N3 CNeayoLmx NakeTos:
- exim4-daemon-heavy — areHT nepegayn coobweHun C3IIT (MTA) Exim4.
exim4-daemon-1ligth He nogaepxmBaeT paboTy c KnaccuduKauMoHHbIMU METKAMMU,
OTNMUYHbIMK OT 0:0;

- dovecot-imapd — areHT goctasku coobieHnn C3IN (MDA) Dovecot. PaboTaeT Tonbko
no npotokony IMAP, npotokon POP3 oTkntoyeH. CepBepHas Yactb C3l1 B 3awumileH-
HOM WMCMOSTHEHMN UCMNOSL3YET B KayecTBe noytoBoro xpaHmnuuwa MailDir (mailbox He
nogaepxmeaet paboTy ¢ KnaccMUKaunoHHbIMU METKaMM, OTAMYHbIMKU OT 0 : 0);

- thunderbird — knueHt C3I (MUA) Mozilla Thunderbird.
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13.2. HacTponka cepBepHOM 4YacTu

HacTponkun no ymonyaHuio:

1) npuem noytbl No npotokony SMTP, Tonsko oT MUA 13 gomMeHoB relay-domens U U3

noaceTw;

2) oTtnpaska no4tbl No npotokony SMTP B cootBeTcTBMM C DNS;

3) xpaHeHue nokanbHon noyTbl B MailDir B /var/mail/%u, rge $u — nokanbHaga 4acTb

agpecara;

4) Bblaaya nokanbHOW NoyTbl No npotokony IMAP.

BHUMAHMUE! [1na obecneyeHnst HopMmarnbHOM paboTbl NoNb3oBaTeENA C CETEBLIMU Cep-
BMCaMW AOOMMKHbl ObITb ABHO 3adaHbl MaHAaTHble aTtpubyTbl ero KnaccugukaumMoHHOM METKU
(AwanasoH ypoBHen KoHMAeHUMarbHOCTU U KaTeropum KoHuaeHUNanbHOCTU) C NOMOLLbIO
COOTBETCTBYIOLLMX YTUIUT, JaXe eCnn eMy He OOCTYMNHbI YPOBHU U KaTeropum Boeiwe 0. [lononHu-
TenbHasa nHopMauusa npueedeHa B gokymeHte PYCB.10265-01 97 01-1.

BHUMAHMUE! PepaktupoBaHue KOHUrypauMoHHbIX dannoB 1 BbINOMHEHWE KOMaHA no
HaCTpowke HeoBXx0aMMO BbINOMHATL OT UMEHWN YYETHOW 3anncu agMMHUCTpaTopa C UCMOSb30BaHK-

eM MexaHu3ima sudo.

13.2.1. HacTtpounka areHTa JOCTaBKU COOOLLEeHUN

HacTponka areHTta goctaeku coobweHnn C3IN (MDA) Dovecot ocywectenserca nytem
npaBkM KOHUrypaunoHHoro danna /etc/dovecot/dovecot.conf U KOHMUrypaunoHHbIX
dannos B kaTanore /etc/dovecot/conf.d.

B danine /etc/dovecot/dovecot.conf Heobxoanmo 3agaTb CNMCOK MHTEPKENCoB, C
KOTOpbIX ByayT NPUHMMATLCH COeaMHEHUS, U ycTaHoBUTL npoTtokon IMAP, Hanpumep:
protocols = imap
listen = 192.168.2.55

[ns HacTponkn ayTteHTUpmnkaumm ¢ ncnonb3osaHnem PAM B KOHpUrypaumoHHom anne
/etc/dovecot/conf.d/10-auth.conf HEOOXOANUMO YCTAHOBUTB:
disable_plaintext_auth = no
auth_mechanisms = plain

AreHT gocTtaBku coobieHnn CIIN (MDA) Dovecot ansa PAM-ayTeHTMdUKauumn ncnonb3syet
cueHapun PAM, cogepxawumncsa B KOHpUrypaumoHHomM panne /etc/pam.d/dovecot. PAM-
cueHapun ona Dovecot BkntoyaeT common-auth U common-account. o ymonyanuio 8 OC
Ans dukcaumm Ynmcna HeBepHbIX MOMbITOK BXoAda norb3oBaternien npumeHsietca PAM-moaynb
pam_tally. Micnonb3oBaHne pam_tally B CeKumm auth B panne /etc/pam.d/common-auth
obecneymBaeT yBennyeHMe CYETUYMKA HEBEPHbIX MOMbITOK BXOA4A MONb3oBaTensd npu Hadvane
npouecca ayTeHTUdukauuun. na cbpoca cyeTynka HEBEPHbIX MOMbITOK BXOA4a Morb3oBaTens
nocne ycnewHon ayteHTudpukaumm B Dovecot Heobxoaumo B cueHapuin PAM, cogepxawimics B
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KOHGMrypaumoHHom camnne /etc/pam.d/dovecot, O6aBUTb UCNOMb30OBaHME pam_tally B
cekumn account.PAM-cueHapuin ona Dovecot 6ygeTt nmeTtb crnegyowmn Bua:
@include common-auth
@include common-account
@include common-session
account required pam_ tally.so

B cnyyae korga SSL He 6ygeT umcnonb3oBaTbCA B KOHUrypaumMoHHOM danne
/etc/dovecot/conf.d/10-ssl.conf, HEOOXOANMO YCTAHOBUTb:
ssl = no

[na HacTtporikn BcTpoeHHoro B MDA Dovecot cepsepa SASL, k koTopomy 6yaet o6-
pawaTtbca MTA Exim4 gna ayteHTudukaumm nonb3oBateneun, B KOHPUrypaumoHHOM chawnrne
/etc/dovecot/conf.d/10-master.conf B cekUUO service auth HeobxoaMmo Ao06aBUTbL:
unix listener auth-client {
mode = 0600
user = Debian-exim
}

lMepesanyctute MDA Dovecot, BbINONHMB KOMaHAy:

systemctl restart dovecot

13.2.2. HacTtpouka areHTa nepegaym coobweHunmn

[nsa HacTpounku areHTa nepegaym coobueHnn CIIN (MTA) Exim4 TpebyeTtca nHMumnm-
poBaTb NepekoHUrypmpoBaHne naketa eximd-config, ANa 3TOro BbINOSHUTL B SMyNnATOpe
TepMmnHana KomaHay:
sudo dpkg-reconfigure eximd4-config

B nosiBMBLLEMCS OKHE HACTPOWKM ANS yKa3aHHbIX HKEe napameTpoB HEOOXOANMO YyCTaHo-
BUTb CreayloLmne 3HaYeHus:

- 0OLWMIA TMM NOYTOBOM KOHpMIypaummn: HTEPHET-CaNT; NPUEM U OTMPaBKa NOYTbl HANps-

Myto, ncnonb3ysa SMTP;

- MOYTOBOE UMSI CUCTEMbI: UMSA_[OMEHA,;

- IP-agpeca, ¢ KOTOpbIX CneayeT oXxuaaTb BXOAALWME COEANHEHNs: IP-anpec_cepeepa

(Hanpumep, 192.168.32.1);

- Apyrme mecrta Ha3HavyeHud, anAa KOTopbiX AOJDKHa NPUHNMAaTbCA NoYTa: uMsa_ OOMEHA,

OOMeEHbI, A5 KOTOPbIX OOCTYMHa pene|7|Ha;| nepepgaya rnoYTbl: OCTaBUTb MYCTbIM;

KOMMbKOTEPDbI, AIA KOTOPbIX OOCTYyMNHa pene|7|Haﬂ nepenada noYTbl. OCTaBUTb MYCTbIM;

cokpawatb konmyectso DNS-3anpocoB A0 MUHUMYMa: Her;

MeTo AOCTaBKM JIOKanbHOM NoYThl: Maildir — cpopmaTt B JOMALUHEM KaTarore;
- pasgenuTb KOHUrypaumio Ha maneHbkue dpannbl: Ja.
Ecnu BO3HUKIA HeobxoauMoCTb N3MEHUTb pacnonoxeHune KaTanora
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/var/spool/exim4, ybegutbcs, 4TO KaTtanor exim4, nogkatanorn db input, msglog,
dannbl db/retry, db/retry.lockfile numeroT MeTkm 6esonacHocTh 0: : : EHOLE. Ecnu 310
He TaK, YCTaHOBUTb COOTBETCTBYIOLLUNE METKN HA YKa3aHHble KaTtanorn u cgansibl KoMaHgamu:
sudo cd new_dir
sudo pdpl-file 0:::EHOLE . db input msglog db/retry db/retry.lockfile
Ecnun Bo3HUKNa HEOOXOAMMOCTb U3MEHUTL PaCMOSIOXKEHME KaTarnora XpaHunuiia fokarb-
HOWM NoYThbl /var/mail, y6eauTbCcs, YTO Ha HOBbIM KaTanor yCTaHOBMNEHbI NpaBa 1777, ecnn 3T0
He TaK, YCTaHOBUTb KOMaHAOM:
sudo chmod 1777 new_dir
[na HopmanbHoM paboTbl exim4-daemon-heavy Heobxoanmo B kaTanore /var/mail
yaanntb dpann ¢ UMeHeM Mnorb3oBaTesisi, CO34aHHOro Npu yCTaHOBKE CUCTEMBI.
B katanore /etc/exim4/conf.d/auth Heobxogumo co3gatb dann C UMEHEM
05_dovecot_login 1 crnegyolum cogepXuMbIM:
dovecot_plain:
driver = dovecot
public _name = plain

/var/run/dovecot/auth-client

server_socket

server_set_ id $authl
Onsa 3anpeta otnpaBkn nucem ©0e3 ayTeHTUdUKaumnm B KOHUrypaLMOHHOM
anne /etc/eximé4/conf.d/acl/30_eximd-config check rcpt B Hayano cekuuu
acl_check_rcpt gobaBuTb CTPOKMU:
deny
message = "Auth required"
hosts = *:+relay from hosts
lauthenticated = *
HacTtpoliky cKBO3HOW aBTOpM3aLMn s cepepa u KnueHTa, paboTtatowmx B pamkax EMM,
cm. B[13.4]
HactpouTtb aBTOMatudeckui 3anyck cnyx6osl MTA Exim4, BbINONHMB KOMaHAy:
sudo systemctl enable eximé
Mepesanyctute MTA Exim4, BbINOMHMB KOMaHAy:

systemctl restart dovecot
13.3. HacTponka KNMeHTCKUn 4actu

MepBuyHOE co3gaHue gna nonb3oBatens ydetHoum 3anmcu C3AMN B MUA Mozilla
Thunderbird gomKkHO NPOM3BOAUTBLCA C HYNEBOW KrlacCUUKaLMOHHON METKOM (3HA4YEHME YPOBHS
— 0, kateropun — ue). [lanee AN KaXxaon KOHKPETHOW KrnaccuukaunoHHOM METKN (3HavyeHne
YPOBHSI 1 HABOP KaTeropuin) co3gaHne y4eTHoOn 3anmucu HeobxoamMmMo NOBTOPUTD.

Mpwn cosgaHnm yyetHom 3anucu nonb3osatend C3MN B MUA Mozilla Thunderbird Heobxo-
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AuMo BbIbpaTb TUN Ucnonb3yemoro cepeepa Bxoasdiien noytel IMAP. MNpu HacTporke y4yeTHOM
3anucun yctaHoOBUTb B NapameTpax cepBepa 1 napameTpax cepBepa UCXoasLlen noyThbl:
- 3awuTa coeguHeHus: Her;,

- MCNOorb30BaHWe MeToaa ayTeHTUMKaLUMN: OBEUHEE [1apOoJlb.
13.4. HacTpounka gna pa6otbi B ElNMM

[nsa obecnevenuns coemectHom pabotbl COIN ¢ ALD npegnaraetcs ncnonb3oBath €€ B
cnegyroLlem cocTtaBe:

- areHT nepegadn coobuweHnn CIAI (MTA) — Exim4, yCTaHOBMEHHbLIM M3 nakeTa

exim4-daemon-heavy;

- areHT goctaBkm coobuweHunn CIIN (MDA) — Dovecot, yCTaHOBMEHHbIM M3 MakeTa

dovecot-imapd;

- naket dovecot-gssapi nogaepxkn GSSAPI-ayteHTudpmkaumm ansa MDA Dovecot;

- knneHT C3IN (MUA) — Mozilla Thunderbird, ycTaHOBNEHHbIN U3 nakeTta thunderbird.

MpennoxeHHas koHdurypauma C3Il npegoctaBnaeT BO3MOXHOCTbL OpraHM3aumm coB-
MecTHon paboTbl ¢ ALD ¢ ncnonb3oBaHnem ans ayteHTudukaumm nonb3oBartenen nocpeacTsomM
Kerberos metopa GSSAPI Ha ocHoBe BCcTpoeHHoro B Dovecot cepeepa SASL.

[Onsa obecneyeHns coBmecTHoM paboTbl CIOl1, cocTosAwEen M3 NEPEYMCIIEHHbBIX BbilUE
cpencts, ¢ ALD Heo6xoammo BbINONTHEHNE CREaYOLWNX YCNOBUNA:

1) Hanuuue B cuctemax, Ha Kotopbix pyHKumnoHmpyoT MTA, MDA 1 MUA, ycTaHOBREHHOro

naketa knneHta ALD — ald-client;

2) paspeLueHne MMeH OOMKHO BbiTb HACTPOEHO TakMM 06pa3oM, YTOObI UMS CUCTEMBI pas-

peluanock, B NepBy0 o4yepedb, Kak NorHoe uMs (Hanpumep, myserver .example. ru);

3) knueHT ALD pomxeH 6GbiTb HACTPOeH Ha ucnorb3yemblt ALD gomeH (cm. [8.2.3);

4) B npouecce yctaHoBkn MTA Exim4 HeobOxoauMO yKkasaTb, UTO ANs1 XpaHEeHUsA COo0b-

LLIEHMI 3NEKTPOHHOM MOYThI AOMKEH ObiTb MCNOMNb30BaH popmaT Maildir B JOMALLHEM

Katanore u KoHdUrypauunsa pasgeneHa Ha HebonbLume gansbl.

[na npoBegeHusa onepaumi no Hactporike ALD 1 agMuHucTpupoBaHuto Kerberos Heobxo-

AVMO 3HaHue naponeun agmuHucTpatopoB ALD n Kerberos.

13.4.1. CepBep

[na obecnedeHns pabotbl cepeepa CII1, Bkntovatowero MDA Dovecot, yCcTaHOBIEHHbIN
n3 naketa dovecot-imapd 1 HacTpoeHHbin (13.2.1)), 1 MTA Exim4, ycTaHOBMNEHHbIN 13 NakeTa
exim4-daemon-heavy ¥ HacTpoeHHsblii (13.2.2)), Heobxoanmo:

1) cosgatb B B[ ALD ¢ nomowbto ytunutbl agMmHucTpmpoBanna ALD npuHuunana, coot-

BeTcTBYtoLWero ycraHosneHHoMmy MDA Dovecot. [NpuHUunan co3gaeTcs ¢ asToMaTnyecku

CreHeppOBaHHbIM CIy4YalHbIM KITHYOM:
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ald-admin service-add imap/server.my_domain.org

2) BBECTWM CO34aHHOrO MpuHUMNana B rpynny CEpPBUCOB mac, UCMOMb3ysa cneayroLLyro

KomMaHAay:

ald-admin sgroup-svc-add imap/server.my domain.org --sgroup=mac

3) BBECTM CO34aHHOIO NpUHUMNana B rpynny CEpPBMCOB mail, UCNOMb3ys cneayoLyro

KoMaHAay:

ald-admin sgroup-svc-add imap/server.my_domain.org --sgroup=mail

4) cospatb ¢hann knoda Kerberos ans MDA Dovecot ¢ nomMowbio yTUInTbl agMUHUCTPU-

poBaHus ALD ald-client, ncnonb3ysa cnegyoLllyo KOMaHay:

ald-client update-svc-keytab imap/server.my domain.org

-—-ktfile="/var/lib/dovecot/dovecot.keytab"

5) cospatb B B[l Kerberos npuHumnana, cooteetcTBytoLero yctaHosneHHomy MTA Exim4.

MpuHUKMNan cosgaeTcs ¢ aBTOMATUYECKN CreHEepPUPOBaHHBLIM CITy4anHbIM KITHOYOM:

ald-admin service-add smtp/server.my_domain.org

6) BBECTM CO34aHHOro NpuHUMnana B rpynny cepBUCOB mac, UCMOMb3ysa crneayroLlyro

KoMaHay:

ald-admin sgroup-svc-add smtp/server.my domain.org --sgroup=mac

7) BBECTM CO34aHHOrO NpuHUMnana B rpynny cepBMCOB mail, UCNOSb3YS cneayoLyro

KoMaHay:

ald-admin sgroup-svc-add smtp/server.my domain.org --sgroup=mail

8) cosgatb dpann knoya Kerberos gns MTA Exim4 ¢ noMoLbio yTUNNTbl agMUHUCTPUPO-

BaHus ALD ald-client, ncnonbsysa cnegymoLlyro KOMaHay:

sudo ald-client update-svc-keytab smtp/server.my domain.org
--ktfile="/var/lib/dovecot/dovecot.keytab"

9) npepoctaBuTb nonb3oBaTtento dovecot nNpaBa Ha YTeHue dann knoya Kerberos,

BbINOSTHNB KOMaHblI:

sudo setfacl -m u:dovecot:x /var/lib/dovecot

sudo setfacl -m u:dovecot:r /var/lib/dovecot/dovecot.keytab

10) B KOHUrypaumoHHoMm painne /etc/dovecot/dovecot.conf OTKNIOYMUTL UCNOSb-

3oBaHue npotokonos POP3, yctaHOBMUB:

protocols = imap

11) B KOHUrypaunmoHHoM cpanne /etc/dovecot/conf.d/10-auth.conf ycTaHo-

BUTb:

auth_krb5 keytab = /var/lib/dovecot/dovecot.keytab

12) onsa oTKNYeHna nepegadun npu ayTeHTuuKkaumm napons oTKpbITbIM TEKCTOM B

KOHdourypaumoHHoM dhamnne /etc/dovecot/conf.d/10-auth.conf yCTaHOBUTb:

disable_plaintext_auth = yes

13) Ans HacTponku ayTeHTuUdumkaumm nocpenctsom Kerberos ¢ ncrnonssoBaHnem me-
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Tona GSSAPI B koHuUrypaumoHHom ganne /etc/dovecot/conf.d/10-auth.conf
YCTaHOBUTb:

auth mechanisms = gssapi

auth gssapi hostname = server.my domain.org

14) ans Hactponku BcTpoeHHoro B MDA Dovecot cepepa SASL, k kotopomy 6yaet
obpawatbca MTA Exim4 ona ayTeHTUdUKaunmn nonb3oBaTtenemn, B KOHPUrypaumoHHOM
davine /etc/dovecot/conf.d/10-master.conf B CekUMO service auth Heobxo-
anmmo gobaBuThb:

unix listener auth-client ({

0600

mode

user Debian-exim

}
15) nepesanyctute MDA Dovecote, BbINONHUB KOMaHAY:
systemctl restart dovecot
16) ona  HacTpomku ayTeHTudwukaumm nonb3oBatenen B MTA Exim4 no-
cpeactBom Kerberos ¢ wucnonb3oBaHnem wMmetoga GSSAPI n BCTpoeH-
Horo B Dovecot cepBepa SASL cosgatb  KOH(UrypauuoHHbIN  dhaurn
/etc/exim4/conf.d/auth/33_exim4-dovecot-kerberos-ald cO cnegylowum
COOEPXKUMBIM:
dovecot_gssapi:
driver = dovecot
public name = GSSAPI
server_socket = /var/run/dovecot/auth-client

server_set id = $authl
Ecnu paHHee MTA Exmin4 6bin HacTpoeH anga ucnonb3oBaHns PAM-ayTeHTUdMKauuuy,
TO Heobxoaumo B KaTanore /etc/eximd/conf.d/auth yganutb ann ¢ UMEHeMm
05_dovecot_login
17) ans 3anpeta oTnpaBku nucem 6e3 ayTeHTUdMKaLMM B KOHUrypaumoHHOM dan-
ne /etc/eximé4/conf.d/acl/30_eximd-config check rcpt B Havano cekuuu
acl_check_rcpt Aob6aBUTb CTPOKMU:
deny

message = "Auth required"

hosts = *:+relay_ from hosts

lauthenticated = *
18) nepesanyctute MTA Exim4, BbINOMHMB KOMaHAY:

systemctl reload eximé
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13.4.2. KnueHt

[Ons ob6ecnedyenuns BoamoxHoctn pabotsl MUA Mozilla Thunderbird ¢ ElMM Heobxogmmo
co3gaTb YYETHYH 3anuck nonb3oBatend B ALD, Hanpumep, npy NOMOLLM KOMaHAbI:
ald-admin user-add userl

lMepBuYHOE co3gaHue onga nonb3oBatens userl ydyetHoun 3anvcu C3AI B MUA Mozilla
Thunderbird gomkHO Npon3BoaANTCS C HyNeBoOW KrnaccuukaumoHHOM METKON (3Ha4YeHNe YPOBHS
KoHdmaeHumanosHocTn 0, KaTeropnin KOHPUAEHUMaANbLHOCTN HET). [lanee Ans Kaxxaon KOHKpeT-
HOWM KnaccuduKaLuNoOHHON METKM (3HaAYEHNE YPOBHA KOHMOEHUMANbHOCTU 1 HAabop KaTeropun
KOH(pMOeHUMansHOCTN) co3haHne y4eTHON 3annucyu HeobxoamMmMo NoOBTOPUTb.

Mpu cospaHum ydeTHoM 3anucu nonb3osartend C3M B MUA Mozilla Thunderbird Heobxo-
AuMo BbiBpaTb TUN Ucnonb3yemoro cepeepa Bxoasdiien noytel IMAP. MNpu HacTporke y4yeTHOM
3anucu:

1) ycTaHOBUTb B NapameTtpe «3alinta coeanHeHus» Ons cepBepa u cepeepa ncxogsiuen

NoYTbl 3Ha4YeHne «Het»;

2) yCcTaHOBUTb B NapameTpax cepeepa v napamerpax cepBepa UcxogsLlen noytbl Uc-

nonb3oBaHue metoga ayteHTudukaunm «Kerberos/GSSAPI».
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14. CPEACTBA LEHTPAJIN3OBAHHOIO NMPOTOKOJIMPOBAHUA U AYOUTA

14.1. Ayaut

Ona ayanta OC MoryT ncnonb3oBaTbCA CUCTEMHbIE NOr-goannbl pasnuUyHbIX Criyxo n
nporpamm. OCHOBHOE pacnosioXeHue aTnx annoB — CUCTEMHbIN KaTanor /var/log.

AyanTt coBbITUN NOCTAHOBKU/CHATUA C KOHTPONSA LENOCTHOCTU UCMOSTHAEMbIX MOAYNen 1
dannoB gaHHbIX, @ Takke COObITUIN HEYAAYHOrO 3arnycka HEMOANUCAaHHbIX PanioB OCYLLECTBNSAET-
CHA B CUCTEMHOM XypHarne /var/log/kern.logwn fly-admin-viewaudit.

AyauTt cobbITnin cosgaHus/yganeHnsa/m3ameHeHnst HaCTpOeK YYeTHbIX 3anucein nonb3oBare-
nen 1 Ha4ana/okoH4YaHMs ceaHCOB paboThbl YY4ETHbIX 3anncen nornb3oBaTenemn OCyLeCTBNAETCS B
CUCTEMHOM XypHane /var/log/auth. log.

AyanT cobbITUIN M3BMEHEHUSA NONTHOMOYUIM ANS YYETHbIX 3anMcen no AocTtyny K MHdpopma-
LUK OCYLLIECTBNSIETCS B CUCTEMHOM XypHane /var/log/auth.logun fly-admin-viewaudit.

AyanTt coObITUI CMEHbI ayTEHTUMLMpPYIOLLEN MHGOPMaLMM YYETHBIX 3anncen oCyLecTB-
nsieTca B CUCTEMHOM XypHane /var/log/auth. log.

AyouT coOblTUM Bbldayn nevatHbix (rpadudecknx) AOKYMEHTOB Ha OyMaKHbIN
HOCUTEmNb OCYLLEeCTBNAETCA B CUCTEMHbIX XypHanax /var/log/cups/page_log W
/var/spool/cups/parsec.

AyaouT OTCnexuBaHus yoaneHus XXypHanoB ayanta parsec otobpaxaerca nepBow 3anu-

Cbl0 B TOM Xe (hanne xypHana fly-admin-viewaudit.
14.2. CpeagcTtBa LeHTPanNu30BaHHOIO NMPOTOKONMPOBaHUA

[ng pelweHnsa 3agay LeHTpannM3oBaHHOIMO NPOTOKONIMPOBAHUSA U aHann3a XXypHarnos ayau-
Ta, a TakKe opraHnsaumm pacnpegeneHHoro MOHUTOPUHra CeTu, X13HecnoCobHOCTU U LeNOCTHO-
CTWN CepBepPOB UCMONb3yeTcs nNporpammHoe pelleHne Zabbix, peanusosaHHoOe Ha web-cepBepe
Apache, CYB[] (MySQL, Oracle, PostgreSQL, SQLite) n a3bike cueHapnes PHP.

Zabbix npepoctaBnsieT rmbkuin mexaHmam cbopa gaHHbIX. Bce oTyeTbl U cTtatucTuka
Zabbix, a Takke napameTpbl HACTPOMKN KOMMNOHEHTOB Zabbix JOCTYNHLI Yepe3 web-uHtepgenc.
B web-nHTtepdeince peanusosaH cnegyowmi pyHKUNOHan:

- BbIBOJ OTYETHOCTW U BU3yanuaaunsa coOOpaHHbIX AaHHbIX;

- co3gaHuve npasun 1 WabrnoHOB MOHUTOPUHIA COCTOSIHUS CETU U Y30B;

- onpeaeneHve AonyCTUMbIX rPaHnL, 3Ha4YeHUN 3afaHHbIX NapamMeTpoB;

- HacCTpoMKa ONoBELLEHUN;

- HacTpoVika aBTOMaTUYECKOro pearmpoBaHnsa Ha cobbiTa 6e30nMacHOCTU.

14.2.1. ApxuteKktypa

Zabbix cocTouT 13 crneayoLwmx OCHOBHbIX MPOrpaMMHbIX KOMMOHEHTOB:
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1) cepBep — ABNSAETCA OCHOBHbIM KOMMNOHEHTOM, KOTOPbIA BbINOSIHAET MOHUTOPWHT, B3a-
MMOENCTBYET C NPOKCU U areHTaMu, BbIYUCNAET TpUrrepbl, OTNPaBrsieT OrnoBeLLeHNS.
fBngaeTcsa rmaBHbIM XpaHUULLEM AaHHbIX KOHGUrypauumn, CTaTUCTUKK, a Takke onepaTums-
HbIX AaHHbIX;

2) areHTbl — pa3BopayMBaloTCa Ha HabnogaeMblx cucteMax Anst akTUBHOrO MOHUTOPUHTA
3a NnoKasnbHbIMM pecypcamu 1 MPUNOXKEHUAMU U ONs OTNPaBKn COBPaHHbIX AaHHbIX
cepBepy Unu Npokew;

3) NpOKCKM — MOXeT cobupaTtb JaHHbIE O MPOU3BOAUTENBHOCTU U AOCTYNHOCTU OT UMEHU
cepBepa. Npokcu asnseTca onumoHanbHON YyacTbio Zabbix 1 MOXET MCnonb3oBaTbCs A1
CHWXXEHUS Harpysku Ha cepBep;

4) 6a3a fgaHHbIX — BCS MHopMauumst 0 KOHurypauum, a takke cobpaHHble Zabbix
AaHHble, XpaHATCA B 6a3e OaHHbIX;

5) web-nHTepdenc — ncnonblyetcs ans goctyna k Zabbix n3 noboro mecta u ¢ nobon

nnaTgopmbl.

14.2.2. CepBep
Ons yctaHoBku cepBepa ¢ CYB[ PostgreSQL BbINONHUTL KOMaHAy:
apt-get install zabbix-server-pgsql zabbix-frontend-php
[nsa co3gaHns 6a3bl aHHbIX cepBepa UCMONb3YTCS CKPUNTbI MO CO34aHuI0 6asbl AaHHbIX
ansa PostgreSQL, Hanpumep:
psql -U <username>
create database zabbix;
\q
cd database/postgresql
psgl -U <username> zabbix < schema.sql
psgl -U <username> zabbix < images.sqgl
psgl -U <username> zabbix < data.sql
[anee Heobxo4MMO MMNOPTMPOBATL MCXOOHYH CXEMY U AaHHblEe cepBepa Ha PostgreSQL:
zcat /usr/share/doc/zabbix-server-pgsqgl/create.sql.gz | psgl -U <username> zabbix
[ns HacTponkn 6a3bl AaHHbIX cepBepa OTKOPPEKTUPOBATb KOHUTNYPaLMOHHbIN hann

zabbix_server.conf.

Mpumep
vi /etc/zabbix/zabbix_server.conf
DBHost=localhost
DBName=zabbix
DBUser=zabbix

DBPassword=<mnapoib>



258

B napameTpe DBPassword ykasblBaeTcs naposnb nonb3oBatens PosgreSQL.

OcHoBHble NapameTpbl KOHUrypaLmoHHoro caina cepsepa npveeaeHsl B Tabnuue 49|

Taobnuuya 49
MapameTp Onucanune

AllowRoot PaspeLlueHne cepBepy 3anyckatbCsl OT MMEHU nonb3oBatens root. Ecnu
He paspelueHo (3HadveHue «0») u cepBep 3anyckaeTcs OoT UMEHU root,
cepBep NonpobyeT NepekntoYnMTbCA Ha nonb3oBaTens zabbix. He Bnuser,
€Cnu cepBep 3anyckaeTcsi OT UMeHM 0ObIYHOrO Nonb3oBaTtensi. 3HavyeHne
no ymonyaHuo — 0

CacheSize Paamep kawa koHdurypauum B 6anTtax gns XpaHeHUs LaHHbIX y3roB CETH,

3MIEMEHTOB AaHHbIX N TpUrrepoB. Bo3amoxHble 3HaveHus ot 128 Kb ao
8 I'b, 3Ha4eHne no ymonyaHuwo — 8 Mb

CacheUpdateFrequency | Yactora BbiNnonHeHMs npoueaypbl 0GHOBNEHUS Kalla KoHdUrypauum, B ce-
KyHOax. BosmoxHble 3HayeHus oT 1 go 3600 cek, 3Ha4YeHne rno yMmonyaHuio

— 60 cek

DBHost Mms xocTa 6asbl AaHHbIX. B criyvyae nycton ctpokn PostgreSQL Gyaet
ncnonb3oBaTbh COKET. 3HadyeHne No ymonyaHumio — localhost

DBName O6sa3aTtenbHbli napameTp. Mimsa 6asbl AaHHbIX

DBPassword Maponb k 6a3e gaHHbIX

DBPort MopT 6asbl AaHHbIX, KOrga He ncnosnb3yetcs localhost. 3HavyeHme no
ymonyanuto — 3306

DBSchema Nma cxembl

DBUser Monb3oBaTenb 6a3bl JaHHbIX

HousekeepingFrequency| YacToTa BbINOMHEHUS aBTOMATMYECKOM NpoLueaypbl OYUCTKN Gasbl JaHHbIX
OT ycTapeBLlen nigopmaumm, B Yacax. BoamoxHble 3HayeHns ot 0 go 24 v,
3HayeHne no ymonyaHuwo — 1

CepBep paboTaeT Kak 4eMoH. [1nga 3anycka cepeepa BbINOSIHUTbL KOMaHAY:
systemctl start zabbix-server

CoO0TBETCTBEHHO ANsl OCTAaHOBKK, nepesarnycka U NpoCMOTpa COCTOSIHUSA cepBepa UCMNonb-
3yl0TCS crieyrolme KoMaHabl:
systemctl stop zabbix-server
systemctl restart zabbix-server
systemctl status zabbix-server

BHUMAHMUE! [Insa paboTtbl cepepa Heobxogmma UTF-8 nokanb nHade HeKoTopble Tek-
CTOBbl€ 3NEeMEHTbI JaHHbIX MOrMK BblTb UHTEPNPETUPOBAHbI KOPPEKTHO.

B Tabnuue [50| npuBeaeHbl OCHOBHbIE NapameTpbl, UCNOMb3yeMble NMpu yNpaBrieHun cep-

BEPOM.
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MNapameTp

OnucaHne

-c --config <panm>

Myt k dpanmny koHdurypauumn. 3HayeHMe No  YMOSYaHUK
/usr/local/etc/zabbix_server.conf

-R —--runtime-control
<omnuus>

BbinonHeHne agMUHUCTPaTUBHLIX OYHKLMWI

config cache reload

MNepesarpyska KaLla KoHdurypauuu. UrHopupyeT-

cq, ecnu KoL 3arpyxaetcsa B OaHHbIN MOMEHT:

zabbix_server -c /usr/local/etc/zabbix_server.conf -R
config_cache_reload

housekeeper_execute

3anyck npouenypbl  ouucTkMm  6a3bl  AaHHbIX.  UrHopupyetcs,

ecnuM npoueaypa OYMUCTKA  BbINOMHAETCA B [AaHHbIA  MOMEHT

zabbix_server -c /usr/local/etc/zabbix_ server.conf -R
housekeeper_execute

log level increase[=
<uenp>]

YBenunyeHne ypoBHS XypHanvpoBaHus, OeWACTBYET Ha BCe MpoLecchl,

ecnu uenb He ykasaHa. B kayectBe uenn MoOXeT 6bITb yKasaH MAeH-

TUUkaTop npouecca, TMMN npouecca UnNnM TN U HOMep npoLlecca:

zabbix_server -c /usr/local/etc/zabbix_ server.conf -R
log level increase

zabbix_server -c /usr/local/etc/zabbix_server.conf -R
log level increase=1234

zabbix_server -c /usr/local/etc/zabbix_server.conf -R
log level_increase=poller, 2

log_level_ decreasel[=
<iyesnb>]

YMeHbLIeHEe YPOBHA >XYpHanupoBaHWd, OEWCTBYeT Ha Bce mnpoLec-
Cbl, ecnn uUenb He ykasaHa. B kadectBe uenu MoxeT ObiTb yKasaH
naeHTudumkaTop npouecca, TMn npolecca unu TMn n HoMmep npouecca:
zabbix_server -c /usr/local/etc/zabbix_server.conf -R
log_level_decrease="http poller"

14.2.3. AreHTbl

AreHTbl MOTYT BbIMNMOJTHATb NAaCCUBHbIE N aKTUBHbIE MPOBEPKN.

Mpu naccuBHO NPOBEPKE areHT OTBEeYaeT Ha 3anpoc OT cepBepa WU MPOKCU.

I'Ip|/| aKTUBHOWM NpoBepPKe areHT nosty4aeT OoT cepBepa nepeyveHb AaHHbIX ANA MOHUTOPWUHIA,

3aTeM OCyLlleCTBIdEeT 060p AaHHbIX COrMacHO nony4YeHHoOMY nepeyHto n nepmnoandeckn oTnpasndeTt

cobpaHHble faHHbIE CEpBEpY.

Bbibop mexay nacCuBHOM M aKTUBHOW NMPOBEPKOWN OCYLLIECTBIISIETCA BbIGOPOM COOTBET-

CTBYHOLLEro TMNa anemMeHTa gaHHbIX. AreHT obpabaTtbiBaeT anemMeHTbl AaHHbIX TUNoB «Zabbix

areHT» n «Zabbix areHT (aKTUBHbIN)».

[na yctaHoBku areHTa B UNIX-cuctemax BbINOMHUTL KOMaHAY:

apt-get install zabbix-agent

OcHoBHble NapamMeTpbl KOHUrypaunoHHoro danna areHta UNIX npuBeaeHsl B Tabnm-

ue 511
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Tabnuuya 51
MapameTp Onucanune
AllowRoot PaspelueHne cepBepy 3anyckaTbCsl OT MMEeHU nonb3oBatens root. Ecnu

He paspelueHo (3HayeHue «0») u cepBep 3anyckaeTcsl OT UMEHU root,
cepsep nonpobyeT NepekniounTbCa Ha nonb3oBaTens zabbix. He Bnvser,
€Cnv cepBep 3anyckaeTcsi OT UMeHM 0ObIYHOrO Nonb3oBaTtens. 3HavyeHne
no ymonyaHuio — 0

EnableRemoteCommands

YKasblBaeT pa3pelleHbl N1 yaaneHHble KoMaHbl ¢ cepBepa:
- 0 — He pa3speLueHbl;
- 1 — paspeLueHsbl

Hostname

YHUKanbHoe, PerMcTpo3aBUCUMOE Msi MaluMHbl. TpebyeTcs Ans akTme-
HbIX NPOBEPOK U OOMKHO CoBMNaaaTb C UMEHeM MalLUHbI, yKasdaHHbIM Ha
cepBepe

ListenIP

Cnuncok |P-aﬂ,peCOB, pasaeneHHbIX 3ansToun, KOTOpPbIE areHT OOJIKEH Ciy-
aTb

ListenPort

MopT, KOoTOpLIN HEOOXOANMO CnyLlaTh AN NOAKMAYEHN C cepBepa

LogFile

Nma danna xypHana. ObsizaTenbHbIi NapaMeTp, eCnv TUM XXypHarna yka-
3aH file (cM. napameTp LogType)

LogType

Tun BbiIBOAA XypHana:

- file — 3anucb XXypHana B ¢hann, ykasaHHbI B napameTpe LogFile;
- system— 3anucb XypHana B syslog;

- console — BbIBOA XypHana B CTaHOapTHbIV BbIBOA

Server

Cnucok IP-agpecoB unv nMeH cepBepoB, pasaeneHHbIX 3ansaToin. Bxoas-
Wre coeanHeHus ByayT NPUHUMATBLCS TONbKO C aApecoB, yKasaHHbIX B
napameTpe

TLSAccept

O6sa3aTtenkbHbI NapameTp ecnuv 3agaHsl TLS-cepTudmkat nnvu napameTtpbl
PSK, B NpOTUBHOM crly4ae — HeT. YKa3blBaeT Kakne BXOAsiLMe NogKIio-
YeHus npuHUMatoTes. Mcnonb3yetcs naccMBHbIMU nposepkamu. MoxHO
yKa3sblBaTb HECKOJSIbKO 3HAYEHWI, pasferieHHbIX 3ansdToMu:

- unencrypted — NPUHUMATL NOAKMIOYEHNS, HE NCMOMb3YHOLLNE KPUMTO-
rpaduyveckue Knym (No yMonyaHuio);

- psk — nNpuHMMaTh nogknioveHus ¢ TLS n pre-shared kntouom (PSK);

- cert — nNpuHUMaTh nogkntodeHns ¢ TLS n ceptudmkatom

TLSConnect

O6s3aTenbHbIN NapaMeTp ecnu 3agaHbl TLS-cepTudukat nnm napameTpsbl
PSK, B npoTMBHOM criydae — HeT. Kak areHT OOrmKeH COeAnHATHCA C
CepBepoM mnu npokcu. NicnonbsyeTcs akTUBHbIMKU NpoBepkaMmn. MoXxHO
yKasaTb TOMbKO OOQHO 3HAYeHMe:

- unencrypted — nogknoyaTbcsa 6e3 ncnonb3oBaHUsa KpunTorpaduye-
CKMX Kntoyen (no ymonyaHuio);

- psk — nogknoyartbces, ncnonbdys TLS u pre-shared kntou (PSK);

- cert — nogkniovaTtbes, ucnonb3ysa TLS u ceptudmkat




261

OkoHyaHue mabnuusi 51

MapameTp Onuncanue

User Mcnonb3oBaHWe NpUBUNErnii ykasaHHOTO (CyLLECTBYIOLLIEr0) Nosib3oBaTens
cUCTeMbl. 3HaYeHNe No YyMonYaHuio — zabbix. AKTyanbHO TONbKO ecnu
3arnyckaeTcsi OT UMHU Mnornb3oBaTtens root U napametp AllowRoot He
paspeLueH

AreHT UNIX paboTaeT kak 4eMOH, A5 3anycka BbIMOSIHUTL KOMaHAY:
systemctl start zabbix-agent

CooTBETCTBEHHO AN1s1 OCTAHOBKM, Nepesanycka U npocmoTpa coctosHusa areHta UNIX
MCNOMb3YyKTCA criegyrolne KomaHab!:
systemctl stop zabbix-agent
systemctl restart zabbix-agent
systemctl status zabbix-agent

B cpene Windows areHT paboTtaet kak cnyxba. AreHT Windows pacnpocTpaHseT-
cqd B Buae zip-apxuBa. AreHT bin\win64\zabbix agentd.exe u rann KoHdUrypaumu
conf\zabbix agentd.win.conf 13 zip-apxmBa HEOOXOAMMO CKOMMPOBATL B OOWH KaTanor,
Hanpumep, C: \zabbix.

Mpn HeobxoanumMocTun OTKOPPEKTUPOBATb KOH(UrypaLumoHHbIN davn
c:\zabbix\zabbix agentd.win.conf.

OcHoBHble napameTpbl KOHUrypaunoHHoro ¢anna areHta Windows npuBegeHbl B Tab-
nuue 52|
Tabnuuya 52

MapameTp OnmcaHune

EnableRemoteCommands | YkasblBaeT paspeLleHbl NN yaaneHHble KoMaHabl C cepBepa:
- 0 — He paspeLueHbl;
- 1 — paspeLueHsl

Hostname YHUKanbHoe, permcTpo3aBncuMoe MMsa MallnHbl. TpebyeTca onga akTme-
HbIX MPOBEPOK U AOIMKHO coBnagaTb C UMEHEM MalUWHbI, YKa3aHHbIM Ha
cepsepe

ListenIP Cnuncok IP-agpecoB, pasgeneHHbiX 3ansiToON, KOTOpble areHT JOIMKEH Cry-
watb

ListenPort MopT, KOTOPbLI HEOBXOAMMO CNnyLIaTh ANA NOAKNIOYEHUI C cepBepa

LogFile Nmsa danina xypHana. ObasaTenbHbIn napaMeTp, ecnv TUN XXypHana yka-

3aH file (cM. napameTp LogType)

LogType Twun BbIBOA4A XypHana:

- file — 3anucb XXypHana B ¢hain, ykasaHHbll B napameTpe LogFile;
- system— 3anucb XypHana B XypHan cobbitnin Windows;

- console — BbIBOA XypHana B cTaHAapTHbI BbIBOA
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MapameTp Onuncanue
Server Cnuncok IP-agpecoB nnn uMeH cepBepoB, pasferneHHbIX 3ansaTon. Bxoas-
e coegmHeHnsa 6yayT NpUHMMAaTBLCH TONbKO C aApecoB, yYKka3aHHbIX B
napamerpe
TLSAccept Obsa3aTtenbHbl NapameTp ecnuv 3agaHsl TLS-cepTudmkat nnvu napameTpsbl

PSK, B NpOTUBHOM crlydae — HeT. YKa3blBaeT Kakne BXOAsiLme nogkIio-
YeHus npuHUMmatoTesd. Micnonb3yetcs naccMeHbIMU npoBepkamu. MoxHO
yKasblBaTb HECKOSbKO 3HAYEHWI, pasferneHHbIX 3andTom:

- unencrypted — NPUHUMATL NOAKMIOYEHNS, HE NCMOMb3YHOLLNE KPUMTO-
rpadpmyeckme Knoum (Mo ymonyaHuio);

- psk — nNpyHMMaThL nogkntoveHns ¢ TLS n pre-shared kntovom (PSK);

- cert — npuHUMaTh nogkntodeHns ¢ TLS n ceptudmkatom

TLSConnect O6s3artenbHbl NapameTp ecnv 3agaHbl TLS-cepTudmkar nnm napameTpbl
PSK, B npoTMBHOM criydae — HeT. Kak areHT OOMmKeH COeAnHATHCH C
cepBepoM unu Npokcu. Micnonbayetcsa akTMBHbIMK nNpoBepkamn. MoxHO
yKasaTb TOMbKO OOHO 3HayeHue:

- unencrypted — nogkntoyaTbcsa 6e3 ncnonb3oBaHUsa KpunTorpadguye-
CKMX Krto4en (Mo yMmonyaHuio);

- psk — nogknoyaTtbes, ncnoneadysa TLS u pre-shared kntovom (PSK);

- cert — nogknio4aTbes, ucnonb3ysa TLS u ceptudmkar

User Wcnonb3oBaHve NpyBMnernii ykasaHHoro (CyLLecTByoLLEero) nonb3osatens
cuctemMbl. 3HavyeHre No yMoMnYaHuio — zabbix. AKTyarnbHO TOMbLKO ecnn
3anyckaetcsa OoT UMHWM nonb3oBaTtens root WM napamMmeTp AllowRoot He
paspelueH

[nsa yctaHoBku areHTa Windows kak cnyx6bl ncnonb3dyetca cregytowas komaHaa:
C:\> c:\zabbix\zabbix_agentd.exe -c c:\zabbix\zabbix agentd.win.conf -i

B tabnuue npmneegeHbl OCHOBHbIE NMapaMeTpPbl, UCMNOJNb3yeMble MNMPpn ynpasrneHnn areH-

TOM.
Tabnuuya 53
MapameTp Onuncanve
AreHT UNIX 1 Windows
-c --config MNyTe K dhanny KoHdwurypaumu, pasmelleHHOMY B KaTarnore, OT-
<Pann_xouPurypanuu> NUYHOM OT 3agaHHoro no ymoryaHutio. B UNIX nyte no ywmon-
YyaHmwo /usr/local/etc/zabbix_agentd.conf. B Windows —
c:\zabbix_agentd.conf
-p --print BbIBOA, M3BECTHbIX AaHHbIX U BbIXOS,
-t --test TecTnpoBaHMe yKa3aHHOIo anemMeHTa AaHHbIX U BbIXO4
<KHIOQ_3HeMeHTa_J1aHHbIX>
AreHT UNIX
-R --runtime-control BbinonHeHne agMUHUCTPATMBHBIX OYHKUUIA ONs1 UIBMEHEHUS YPOBHS
<omuus> XypHanupoBaHusi y NPOLLECCOB areHTa
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MapameTp OnuncaHue
log_level_increasel[= YBenunyeHne ypoBHS XXypHanupoBaHUS, AeNCTBYeT Ha Bce npouec-
<uenb>] Cbl, €CNniM Lernb He ykasaHa. B kayectBe uenu moxeTt ObiTb ykasaH

noeHTMdurkaTop npouecca, Tun npouecca Uinn TMn 1 Homep npolecca:
zabbix agentd -R log_level increase

zabbix agentd -R log level increase=1234

zabbix agentd -R log_level increase=listener, 2

log_level_decreasel[= YMeHbLIEeHMEe YPOBHS XypHanupoBaHUs, OeNCTBYET Ha BCce npouec-
<pens> ] Cbl, €CNM Lenb He ykasaHa. B kauecTBe uenu MoxeT ObiTb ykasaH
naeHTudukaTop npolecca, TMn npouecca unm Tun U Homep npotecca:
zabbix agentd -R log level decrease="active checks"

AreHT Windows

-m --multiple-agents Mcnonb3oBaHWe HEeCKOmnbKUX 3K3eMnnspoB areHTta (¢ -i, -d, -s, -x
hyHKUMSMK). NS OTAENEHNS UMEHW 3K3EMMNIIAPOB CIYX0 kaxaoe nmsi
cnyx6bl 6yaeT B 3HayeHUMn Hostvalue M3 yka3aHHOro gainna KoHgpu-

rypaumm
-i --install YcTtaHoBKa areHTa Kak Crnyxobl
-d --uninstall Ynanenue cny0Obl areHTa
-s --start 3anyck cny0bl areHTa
x --stop OctaHoBKa cnyxbbl areHTa

14.2.4. NMpokcun
[ns npokcu TpebyeTca otaenbHas 6a3a gaHHbIX. [Ans yctaHoBkM Npokeu ¢ PostgreSQL
BbIMOMHUTL KOMaHAy:
apt-get install zabbix-proxy-pgsqgl
[na co3paHns 6a3bl AaHHBIX NPOKCU MCNOMb3YHTCS CKPUNThLI MO CO3A4aHnto 6a3bl JaHHbIX
ansa PostgreSQL, Hanpumep:
psql -U <username>
create database zabbix;
\q
cd database/postgresql
psqgl -U <username> zabbix < schema.sql
[anee HeobxoaMMO MMMNOPTMPOBATL MCXOOHYIO CXEMY U JaHHble Npokcu Ha PostgreSQL:
zcat /usr/share/doc/zabbix-proxy-pgsql/create.sql.gz | psgl -U <username> zabbix
Ona HacTtponka 6asbl OaHHbIX MNPOKCU WU3MEHUTb KOHMUrypauuoHHbIn  dann

zabbix_proxy.conf.

Mpumep
vi /etc/zabbix/zabbix proxy.conf
DBHost=localhost



DBName=zabbix
DBUser=zabbix

DBPassword=<mnapoib>
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B napameTpe DBPassword ykasaTb Naposib nonb3oBartens PosgreSQL.

OcHoBHble NapameTpbl KOHUrypaLmMoHHOro dhaina npokcy npueeaeHsl B Tabnuue [54]

Tabnuua 54
MapameTp Onuncanue

AllowRoot PaspelueHne npokcn 3anyckaTbCs OT MMEHU nonb3oBaTtens root. Ecnu
He paspelleHo (3HadyeHue «0») U NPOKCcKU 3anyckaeTcs OT UMEHU root,
NPOKcK NonpobyeT NepekrniounTbCs Ha nonb3oBaTens zabbix. He Bnuser,
€CNnn NPOKCK 3anyckaeTcs OT UMeHM 0BbI4HOrO Norb3oBaTtens. 3HadeHne
no ymon4yanuio — 0

CacheSize Pa3mep kawa koHdurypaumm B 6antax Ans XxpaHeHust 4aHHbIX Y310B CETH,
3AMeMEeHTOB JaHHbIX N TpurreposB. Bo3amMoxHble 3HadyeHuns ot 128 Kb go
8 I'b, sHa4eHne no ymonyaHuio — 8 Mb

ConfigFrequency YacTo nonyyeHusa aaHHbIX KOHUrypauumn ot cepeepa, B cekyHaax. Napa-
METP aKTUBHOIO Npokcu. IrHopupyeTcst mnaccMBHbIMKU MPOKCK (CM. napa-
MeTp ProxyMode). Bo3aMoxHble 3HavyeHuns oT 1 go 604800 cek, 3HavyeHue
no ymonyanuo — 3600 cek

DBHost Mmsa xocTa 6a3sbl AaHHbIX. B cniyvyae nycton ctpokn PostgreSQL Oyaet
nucnonb3oBaTb COKET. 3Ha4YeHne No ymonyaHuio — localhost

DBName Ob6ssatenbHbln napameTp. Nma 6asbl gaHHbIX. [JormkHa oTnnyaTtbes OT
0a3bl JaHHbIX cepBepa

DBPassword Mapornb k 6ase gaHHbIX

DBPort MopT 6asbl AaHHbIX, Korga He ncnonb3yetcs localhost. 3HavyeHme no
ymonyaHuio — 3306

DBSchema Nmsa cxembl

DBUser Monb3oBaTenb 6a3bl JaHHbIX

DataSenderFrequency

YacTtoTa oTnpaBkmn cobpaHHbIX 3HAa4YEHUIN cepBepy, B cekyHaax. Mapamertp
aKTMBHOIO npokcu. rHopupyeTtcsa naccuBHbIMU MPOKCKU (CM. napameTp
ProxyMode). Bo3amoxHble 3HadeHus ot 1 go 3600 cek, 3HayeHue no
yMonyaHuto — 1 cek

Hostname

YHuKkanbHoe perncTpo3asnmcnMMmoe NmMms rnpokcu

HousekeepingFrequency

YacToTa BbINOMHEHNS aBTOMaTUYeCKOW npoLeaypbl 04UCTKM 6a3bl AaHHbIX
OT ycTapeBLlen nHcgopmaumm, B Yacax. BoamoxHble 3HayeHns ot 0 0o 24 v,
3Ha4YeHne no ymonyaHumo — 1

ProxyMode Pexum paboTbl NpoKcu:
- 0 — NpoKCcK B aKTUBHOM peXnMme;
- 1 — NpOKCK B NACCUBHOM peXnme
Server IP-agpec unu uma cepBepa onsa gocTyna K gaHHbIM KoHdurypauum ¢

cepsepa. [NapameTp aKTMBHOIO NPOKCU, UTHOPUPYETCS NACCUBHBLIMU NMPOKCH
(cMm. ProxyMode)




OkoHyaHue mabnuusi 54

265

MapameTp

OnucaHwne

TLSAccept

O6s3aTenbHbIN NapaMeTp ecnu 3agaHbl TLS-cepTudukat nnm napameTpsbl
PSK, B NpOTUBHOM crlydae — HeT. YKa3blBaeT Kakne BXOAsiLme nogkIio-
YeHUsa NPUHUMAatOTCA OT cepBepa. Micnonb3yeTcs NacCUMBHBLIM MPOKCU, Ur-
HOPUPYETCS aKTUBHbLIM MPOKCU. MOXHO yKa3biBaTb HECKOMbKO 3HAYEHUN,
pasgeneHHbIX 3anaToun:

- unencrypted — NpUHUMATL NOAKMIOYEHNS, HE UCMOMb3YHOLLNE KPUMTO-
rpacpmyeckme Kroum (Mo ymonyaHui);

- psk — nNpuHUMaThb nogkntoveHus ¢ TLS n pre-shared kntovom (PSK);

- cert — NpuHUMAaTL nogkmnodeHnst ¢ TLS n ceptudmkatom

TLSConnect

O6sa3artenkbHbl NapameTp ecnu 3agaHsl TLS-cepTudmkat nnvm napameTtpbl
PSK, B NnpoTnBHOM crny4yae — HeT. Kak NpoKcu OOIMKEH COeAUNHATLCA C
cepBepoM. cnonb3yeTca akTUBHBIM NPOKCU, UTHOPUPYETCS NaCCUBHbIM
npokcn. MoXxHO ykasaTb TOSbKO OAHO 3HaYeHue:

- unencrypted — nogkntoyaTtbca 6e3 ncnonb3oBaHUga Kpuntorpadude-
CKMX Kntoyen (no ymondaHumio);

- psk — nogknwyaTtbes, ucnonbaysa TLS u pre-shared kniovom (PSK);

- cert — nogkntovartbes, ucnonb3ys TLS n ceptudmkar

npOKCVI p860TaeT Kak geMoH. [Ins 3allycKa npokKcu BbIMNOJIHATb KOMaHAY.

systemctl start zabbix-proxy

CoOTBETCTBEHHO A1 OCTAHOBKMY, nepesarycka n rnpocmMmoTpa COCTOAHUA NMPOKCKU UCNOJib-

3yHTCS cneayoume KomaHabi:

systemctl stop zabbix-proxy

systemctl restart zabbix-proxy

systemctl status zabbix-proxy

B tabnuue [55 npvBeaeHbl OCHOBHbIE MapameTpbl KOMaHOHOW CTPOKN zabbix-proxy.

Tabnuuya 55

MapameTp

OnucaHve

-c —--config <panm>

Myt Kk danny koHdurypauun. 3HaA4YeHue Mo  YMOSTHYaHUIo
/etc/zabbix/zabbix_proxy.conf

-R —--runtime-control
<omnuus>

BbinonHeHne agMMHNCTPaATUBHbLIX (PYHKLUI

config cache reload

Mepesarpyska  kawa  KoHdurypaumn.  UrHopupyetcd, ecnu

KoLl 3arpyxaetcs B [JaHHbIl MOMEHT. AKTMBHbIA NPOKCU Noa-

KNIOYNTCA K CcepBepy UM 3anpocuT [aHHble KOHurypaumm:

zabbix_proxy -c /usr/local/etc/zabbix_proxy.conf -R
config cache reload

housekeeper execute

3anyck npoueaypbl ouucTkM 6asbl  gaHHbIX.  UrHopupyertcs,

ecnn npouenypa OYUCTKM BbINONMHAETCA B D,aHHbIIZ MOMEHT:

zabbix_proxy -c /usr/local/etc/zabbix_proxy.conf -R
housekeeper_execute
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OkoH4yaHue mabnuubl 55

MapameTp OnuncaHue
log_level_increasel[= YBenunyeHne ypoBHS XXypHannpoBaHud, 4eACTBYET Ha BCe MpoLecchl,
<uenb>] ecnu uenb He ykasaHa. B kadectBe uenu moxeT OblTb ykasaH

naeHTudukaTop npouecca, TUM npowecca unm Tun 1 Homepa npouecca:

zabbix_proxy -c /usr/local/etc/zabbix_proxy.conf -R
log level increase

zabbix_proxy -c /usr/local/etc/zabbix_proxy.conf -R
log level increase=1234

zabbix_proxy -c /usr/local/etc/zabbix_proxy.conf -R
log level increase=poller, 2

log_level_decreasel[= YMeHbLUeHWe YPOBHS XypHanvpoBaHuda, 0eNCTBYET Ha BCe NPoLeccehl,

<uens>] ecnu uenb He ykasaHa. B kadectBe uenu MoxeT OblTb YyKasaH

naeHTudukaTop npouecca, TUM npolecca unm Tun 1 Homepa npouecca:

zabbix_proxy -c /usr/local/etc/zabbix_proxy.conf -R
log level decrease="http poller"

14.2.5. Web-nHtepdenc

Hactponka wn ynpaBneHue paboton Zabbix ocywecTtBnaercsa nocpeactesoM web-
UHTepdenca.

YcTtaHoBKa web-nHTepgenca npomsBoanTCs NyTeM KONMpoBaHUS php-hannos B nanky
HTML web-cepBepa. [lanee Heob6xoanumo:

1) BBectn URL Zabbix http://<ip_unu_umsa_cepeepa>/zabbix B Opaysepe — OT-

KpoeTcs nepBasi CTpaHuLa NOMOLLHUKA YCTaHOBKM web-nHTepderica;

2) ykasaTb JaHHble Ons nogknoyeHus K 6ase gaHHbIX. basa gaHHbIX OOmKHa ObiTb

co3faHa;

3) yKkasaTb OaHHble cepBepa;

4) noaTBepauTb AaHHbIe NS HACTPOKKY;

5) ckayaTb KOHMUrypaunoHHbIA hann n NOMecTUTb ero B katanor conf/ (ecnu web-

cepBep UMeeT NpaBo Ha 3anuch B katanor conf/, dpann ByaeTt coxpaHeH aBTOMaTNYeCKM);

6) 3aBepLNTb YCTaHOBKY.

[na Bxoga no yMONn4yaHuo ncnonb3dyeTcs ms nonb3oBaTens Admin UM naponb zabbix.
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15. PESEPBHOE KONMMPOBAHUE U BOCCTAHOBJIEHUE OAHHbIX

CuncTtema pe3epBHOro KOMMpoBaHUS SIBNSIETCS COCTABHOW YaCTbiO NilaHa BOCCTAHOBMNEHMS
CUCTEMBI.

PesepBHOe KonnpoBaHWe BbINOSTHAETCA C Lenbio obecnevyeHnsi BO3MOXHOCTU BOCCTaHOB-
neHus otaenbHbIX dannos nnu ®C B LENOM C MUHMMAarbHbIMKU 3aTpaTtamMu Tpyaa U BpEMEHU B
cny4vae yTepu pabouen konum nHdopmaumm. Pe3epBHble KONMK A0MKHbI CO34aBaTbCs nepunognye-
CKW, B COOTBETCTBUW C 3apaHee YCTaHOBMEHHbIM rpacukom (cm. [15.2).

Mpouecc pe3epBHOro KOMMPOBaHUA OOMMKEH OblTb MakCMManbHO aBTOMaTU3NPOBaH U
TpeboBaTb HAMMEHBbLLENO Y4aCTUSA CO CTOPOHbI aAMUHUCTPATOPa CUCTEMBI.

Pe3epBHOE KONMpPOBaHME — 3TO NPOLIECC, BNUAKOLWMA HA paboTOCNOCOOHOCTL CUCTEMBI.
Pe3epBHOe konMpoBaHWe 1 BOCCTaHOBIIEHNE YBENUYNBAET TEKYLLYHO Harpy3Ky Ha CUCTEMY, YTO
MOXET BbI3blBaTb 3aMeaneHne paboTbl cuctemsl. Kpome TOro, B 3aBUCMMOCTHY OT BUAA PE3EPBHOMO
KONUPOBaHMS N BOCCTAHOBIIEHNSA, MOXET NOTPEBOBAaTLCS MOHOMOMBbHbLIA AOCTYN K CUCTEME UM
nornHasi OCTaHOBKa ee paboThbl.

OcHoOBHas naest pe3epBHOro KONMMPOBaHUSA — CO3[aHMe KOMUIN KPUTUYECKOW YacTn coaep-
XaHusa pesepBupyemon cuctembl. OCHOBHBIMU UCKNKOYEHUSMU, KaK NpaBuIio, He BXOOALWMMN B
npoueaypy pe3epBHOro KonnpoeaHua dyHKUMoHupytowen OC, aBnsaTCca KaTanoru, cogepxa-
LMe cnyxebHble AaHHble, MeHsLMecsa B npouecce PyHKUNMOHUpoBaHus (/dev, /media, /mnt,
/parsecfs, /proc, /run, /sys, /tmp), a Takke ceTeBble KaTanorn (CMoHTMpoBaHHas NFS,
Samba n npoyme BMAbI CETEBbLIX AAHHbIX).

OnemMeHTbl CUCTEMbI PE3EPBHOIO KOMMPOBaHMSA AOSMKHbI BKNOYaTb Heobxoanmoe o060-
pyooBaHune, HocuTenu pesepBHbIX Konun 1 MO, [na xpaHeHus pe3epBHbIX KONUM MoryT BbITb
NCNOSb30BaHbl PasfMyHble HOCUTENN MHPOPMaLMK: ANCKOBbIE HAKONUTENW, OTYYXXAAaeMble HOCU-
Tenu nHpopmMaumm unu cneumanbHo BblAeNeHHbIe pa3aerbl XXeCcTKoro gncka. Tun u KonmyecTBo
HOCUTENEN ONpeaensaTCa MCnonb3yembiM 06opyaoBaHnem, oobemamm obpabaTbiBaeMbiX JAHHbIX
1 BbIOpaHHOW cxeMou pe3epBupoBaHns AaHHbIX. 1O pe3epBHOro KONMpPoBaHUsS U BOCCTAHOBIIEHUS
n3 coctasa OC BKMOYaeT yTUNUTbI KOMaHOHOW CTPOKN U pacnpenesieHHble CUCTEMbIl YNpaBreHus
XpaHUMLWaMn OaHHbIX:

1) komnnekc nporpamm Bacula (15.3));

2) ytunuta konupoBaHnusi rsync (15.4));

3) yTUNuTbLI apxMBUpOBaHKS tar, cpio, gzip (15.5).

BHUMAHMUE! [1na BoccTaHOBNEHUA MaHOATHLIX aTpubyToB hannoB U3 pe3epBHbIX KOMU
npouecc gormkeH nmetb PARSEC-npuBunernio 0x1000 (PARSEC_CAP_UNSAFE_SETXATTR).
MpuBnnerna MoxeT GbITb NOMyYeHa C UCMONb30BAHNEM YTUNUTLI execaps:
sudo execaps -c 0x1000 tar .......

BHUMAHMUE! BoccTtaHoBneHne paclumpeHHbIX aTpnbyToB hannoeB ¢ NCNofb30BaHNEM
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unsecure_setxattr BO3MOXHO TOSMbKO B crny4yae, ecnv atpubyTbl BOCCTaHaBNNBAKOTCA C No-
MOLLbIO CUCTEMHOTO BbI30Ba setxattr NyTemM yCcTaHOBKM aTpubyTta security.PDPL. Mcnonb-
30BaHMe unsecure_setxattr He BAUSET HA BO3MOXHOCTb M3MEHEHUS MaHO4AaTHbIX aTpnubyToB
¢annoB CUCTEMHbIMU Bbl3oBaMUu pdpl_set path, pdpl set fd.

Komnnekc nporpamm Bacula no3songetr cucteMHoOMy agMUHUCTpATOpPY ynpaBnaTb Npo-
LeccaMmun pes3epBHOro KONMMpPOBaHUSA U BOCCTAHOBIIEHNSA JaHHbIX, HAXOAUTb U BOCCTaHaBNUBaTb
yTpayeHHble N1 NoBpexaeHHble hannbl, a Takke NPoBeEPATb pe3epBHbIE KoMK, B TOM YuCrie B
reTeporeHHbIX ceTax.

YTunurta rsync npegocTtasriieT BO3MOXHOCTU AN NOKanbHOro U yaaneHHoro Konmpo-
BaHWA (pe3epBHOro KOMMPOBAHNA) NN CUHXPOHU3aUMK (hannos 1 KaTanoros ¢ MMHUMaNbHbIMN
3aTpatamu Tpaduka.

YTUNUTbl KOMaHOHOW CTPOKU tar, cpio, gzip NpeacrtaBnsalT cobon TpaguuNOHHbIE
WHCTPYMEHTbI CO34aHNsA pe3epBHbIX KONuin U apxmBnpoBaHus ©C.

[Mopagok BbINOMHEHMS onepauumn pe3epBHOro KONMPOBaHUS U BOCCTAHOBIIEHNS OOBLEKTOB
®C c coxpaHeHMeM 1 BOCCTAaHOBMEHNEM MaHOATHbIX aTpubyToB 1 aTpubyToB ayamTa OnucaH B
PYCB.10265-01 97 01-1.

15.1. Buabl pe3epBHOro KONMpoBaHUA

CyLlecTByIOT crieytoLlme BUAbl pe3epBHOro KONMPOBaHUS:

- MONHOoEe pe3epBHOE KONMPOBaHNE — COXPaHEHUE pe3epBHOM KONUK Bcex dpannosB cuUcTe-
Mbl. [Mpoueaypa 3aHMMaeT MHOrO BpeMeHU 1 TpebyeT MecTo Ans XpaHeHust 60nbLIoro
obbema. Kak npaBuno, BbINOMHAETCA B TeX Cry4yasX, Korda He BIMSIET Ha OCHOBHYHO
paboTy cucTtembl, UNn Ons cosgaHns 6a3oBon pesepBHOM KoMK AaHHbIX. B ganbHenwem
MOXET BbINONMHATLCA AnddepeHLmanbHoe U MHKPEMEHTHOE pe3epBHOE KOMMPOBaHUE;
- andpdepeHumnanbHoe pe3epBHOE KOMMPOBaHNE — COXpaHEHME KONUNA N3MEHUBLLUXCS C
nocnegHero NosiHOro pe3epBHOro KonvpoBaHust annos. TpeboBaHMs K 00beMy XpaHeHus
N BPEMEHU CO3[aHuUsl MeHbLUe, YeM Npu MNOfHOM KONMpoBaHUW. Bpems BocCTaHOBNEHUSA
He3Ha4YMTENbLHO 3a CYET NPAMON Nepesannucu annos;

- MHKPEMEHTHOE pe3epBHOE KOMMPOBaHWE — COXPaHEHNE N3MeHeHM bannoB ¢ MOMeHTa
nocnegHero MHKPEMEHTHOrO KonmpoBaHus. TpebyeT MMHUManNbHOIO KONMYeCcTBa BpeMEHU
N MecTa AN co3gaHus Konuu, HO YCIOXHSIET nocregytoliee BOCCTaHOBNEHNE, MOCKOMbKY
HeobXxoAnMOo nocnefoBaTenbHOE BOCCTAHOBIIEHWE BCEX UHKPEMEHTHBIX KOMWUA C MOMEHTa

nocnegHero nosIHOro pe3epBHOro KONMPOBAHUS.
15.2. MnaHupoBaHue pe3epBHOro KONMPOBaHUA

nﬂaHI/IpOBaHI/Ie pe3epBHOro KonnpoBaHMA 3akrto4aeTcd B paCcCMOTpPEeHUN U onpeaesieHnn

creflyloLLmMX BONPOCOB:
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YTO MMEHHO U KaK 4YaCTO AOOJTKHO apXBUPOBATbCA;

Kakne Bumabl pe3epBHONo KOnnmpoBaHMA U Ha Kakne HOCUTENN OOJTKHbl MPUMEHATLCA,

KaK 4acCToO U Kaknm o6pa30M 6y/:|,yT BOCCTaHaBJINBaTbCA q)aVIJ'IbI npu HeobxoaumocTy;

Kakum obpa3om Nornb3oBaTeNn MOryT 3anpoCUTb paHee COXpaHeHHbIe dhansbl.
MnaH pe3epBHOro KOMMPOBaHMWS OOMMKEH NEPUOAMYECKN NepecMaTpmBaThbCs Arst oTpaxe-
HUS1 TEKYLLIMX U3MEHEHUI B CUCTEME, UCMOMNb3YEMbIX TEXHOMNOMMUSIX UMK YCMOBUSIX PYHKLIMOHMPOBa-

HUA.

15.2.1. CocTaBneHne pacnucaH1msa pe3epBHOro KONMpoBaHUA

Mpn cocTaBrneHun pacnucaHus pe3epBHOro KOMMPOBaHUA onpeaensercsa 4YTo, Korga n Ha
KakoM HocuTene AO0MKHO COXPaHSATbLCS.

[omkHa cywecTBoBaTb BO3MOXHOCTb BOCCTaHOBMEHUS noboro avna B nobon MOMEHT
BpeMeHn. Hanpumep, TpebyeTtcs BoccTaHOBUTL hann He 6onee, 4eM OgqHOAHEBHOM LABHOCTU.
[nga 3T0ro MOXeT UCMNOoNb30BaTbCA KOMOMHaUNS NONHOro 1 o6HoBNsieMoro (AMddepeHunansHoro
NN NHKPEMEHTHOIO) pe3epBHOro KonvpoBaHus. [NonHoe pesepBHOE KOMMpoOBaHWE NO3BONSAET
COXPaHUTb KOMUKM BCex (hannosB cuctemMbl, OBHOBISIEMOE — TOMNbKO M3MEHUBLUNECHA CO BpeMe-
HW nocnegHero apxuenpoBaHnsa. OBHOBNSEMOE MOXET MMETb HECKOSTbKO YPOBHEW, Hanpumep,
0OHOBIEHME MO OTHOLLEHUIO K NOCreaHeNn 0OHOBNSIEMON PE3EPBHON KOMUM.

[nsa BoccTaHoBNeHUs oTAenbHbIX hannoB Npu TakoM MHOrOYpOBHEBOM pacrnvcaHum
MOXET MOHa00MTbCA NONHasa pesepBHast KOMus, ecrnn dann He U3MEHSSICA B TeYeHne MecsLa;
KONus NepBoro ypoBHHA, ecrnn hansn He U3MEeHSANCH B Te4eHne Hedernu; Konmsa BTOPOro YpoBHSA
npu exxegHeBHOW paboTe ¢ 3TUM dpannom. Takas cxema HEeCKONbKO CIoXHee, ogHako Tpebyet
MEHbLUNX eXeAHEBHbIX 3aTpaT BPEMEHM.

MpnmeyvyaHue. PacnncaHne pe3epBHOro KONMpPOBaHUA AOSMKHO BbiTb A0BEAEHO A0

rnorib3oBaTenemn.

15.2.2. NMnaHMpoBaHue BOCCTaHOBIIEHUSI CUCTEMbI

lMpu coctaBneHun nnaHa pes3epBHOro KOMMPOBaHUS OOSHKeH ObITb onpefeneH nnaH
AENCTBUI Ha Criy4yan aBapuiHOM CUTyauun, Kak npy HeEOBXO4MMOCTN MOXET BbITb BOCCTAaHOBMNEHA
cucTema unu oTAenbHble hannbl, rae XPaHATCA U HACKOMbKO AOCTYMHbI HOCUTENWN C PE3EPBHBLIMU
KOMMUSIMM N HE MOTYT SN OHW NOTEPATb PAaboOTOCNOCOBHOCTL NPY HEMONaZAKax Ha KOMMbloTepe.

MpumeyaHune. Heobxogmmo nepnoanyeckn BbliMOMHATL NPOBEPKY UCNPABHOCTU HOCK-
Tenen ¢ apxmBamun pe3epBHbIX Konui. NpoBepka MOXET BKMtoYaTh B cebsa YTeHne coaepXMmMoro

KON Nocne CoxpaHeHus Unn BbIGOPOUHYIO NPOBEPKY (hannoB pe3epBHON KONMUM.
15.3. Komnnekc nporpamm Bacula

Bacula — aTo ceTeBasi KnNneHT-cepBepHasi cucTeMa pe3epBHOro konuposaHusi. bnarogaps

MOD,yﬂbHOI‘;I ApXUTEKTYpE Bacula moxert MaCLLITa6I/IDOBaTbCFI OT HeBONbLUNX aBTOHOMHbIX CUCTEM



270

00 B6onbLUMX ceTern, COCTOALLMX U3 COTEH KOMMbIOTEPOB.

Bacula coctouT 13 cnegyroLmx OCHOBHbIX KOMMNOHEHTOB:

- Bacula Director — ueHTpanbHaga nporpamMmma, KOOpavHUpYHOLLLAa BCe BbINOSTHAEMbIE

onepaumn (PyHKUNOHUPYET B POHE);

- Bacula Console — koHconb Bacula, no3sonstowas agMmmH1cTpaTopy B3anMoaencTBo-

BaTb C LEHTpasribHOW NporpamMmmonu;

- Bacula File — knueHTckas nporpaMmma, yctaHaBnuBaemas Ha Kaxabli 06cnyxnsaemblii

KOMNbIOTED;

- Bacula Storage — nporpamma, 06bI4HO OYHKLMOHMPYIOLLIAsi HA KOMMbIOTEPE, K KOTOPOMY

npucoeavHeHbl BHELLHME YCTPOMCTBA OS5 XPaHEeHUS pe3epBHbIX KOMUM;

- Catalog — nporpamma, oTBevatoLas 3a MHAEKCUPOBaHNE U opraHnsaumo 6asbl peseps-

HbIX AaHHbIX.

Mporpamma Bacula obecneunBaeT noodepXKy COXPaHEHUSI pPaCLUMPEHHbIX aTpuby-
TOB Katanoros v awnnos U, Npum HeobxogMMOCTW, MX Mocreaylollee BOCCTaHOBMEHUE
(cm. PYCB.10265-01 97 01-1).

Bce gencteus BbINOMHAKTCA OT UMEHU YYETHOW 3anucn agMUHUCTpaTopa ¢ UCnonb3oBa-
HMeMm MmexaHmama sudo.

Mopsagok ncnonb3oBaHus Bacula onvcaH Ha npumMmepe cuctemsl Co cnegyrowen nHgpa-
CTPYKTYPOMN:

- BblOeneHHbIn cepBep bakulal.my.dom c IP-agpecom 11.11.11.21 Ans OYHKUNOHU-

poBaHust Bacula Director — rnmaBHbIN cepBep, OCYLLECTBASOLWMIA pe3epBHOE KONUMPOBAHUE;

- BblaerneHHbIn cepBep bakula2.my.dom c IP-agpecom 11.11.11.22 ang yHKUu-

oHuMpoBaHus Bacula Storage — mawwuHa, Ha koTopon ByayT pasmMellaTbCs pe3epBHbIe

KOMUWN OaHHbIX;

- nepcoHarnbHbIM KoMnbloTep bakula3.my.dom ¢ IP-agpecom 11.11.11.23 ansa dyHk-

umoHmnpoBaHus Bacula File — mawmHa, ¢ koTopon 6yayT KOnMpoBaTbCsA AaHHbIE U Ha

kOTOpyto ByayT BOCCTaHaBNMBATLCS PE3epPBHbIE KONUW AaHHbIX.

15.3.1. NoAaroToBKa UHPaACTPYKTYpbI

[na noarotoBkM MHPPACTPYKTYPbI K yNpaBneHNo CUCTEMON pe3epBHOIO KONMpoBaHMA
HeobXxo4MMO BbINOMHUTL CrieayroLme AencTBus:

1) ycTtaHOBUTb Postgresql-9. 6 Ha cepBep, rae Oyaet paboratb Bacula Director:

aptitude install postgresgl-9.6

2) yctaHoBUTb pgadmin3 Ha cepBep, rae dyaet paboratb Bacula Director:

aptitude install pgadmin3

3) npeanonaraeTcsi, YTO Ha BCEX MaLUMHAX M3Ha4yanbHO YCTaHOBMNEHbI BCE NAKETbI, Kacato-

wnecsa Bacula, ns coctasa OC. Yepes meHepkep naketoB Synaptic no kno4yeBomMy CnoBy
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«bacula» HeobxoanMo ycTaHOBUTL BCE MAKETLI, KPOME TeX, [4e B Ha3BaHUM purypmpyet
«-sqlite3».
Mpwn HacTponke Bacula B nosiBuBLLIEMcS MHTepdence HacTpPonkn coeMmectumoctu ¢ Bl B
kayecTtBe nmeHun Bl Heobxoanmo ykasaTb bacula 1 naponb bacula.
B cnyyae BO3HMKHOBEHUS OLWIMOKM UTHOPMPOBATbL ee Ha AaHHOM 3Tane, bl 6yaet HacTpo-
eHa nosgHee;
4) nogrotoBuTb B[] Ansa Bacula BbINnonHMB criegyowne AencTBus:
- B danne /etc/postgresqgl/9.6/main/postgresql.conf yKasaTtb
listen addresses = ’'*/;
- B hanne /etc/postgresql/9.6/main/pg_hba.conf BHECTM HeOOXoauMble
N3MEHeHUs, ANs NpoCTOTbl MOXHO yKasaTb METOA trust AN BCEX COegUMHEHUMN,
yaanuTb Nobyo AONONHUTENBHYIO KOHGUIypauuio nocne Metoga Tuna mod=;
- obsasaTtenbHO fobaBuTb host ¢ IP-agpecom, rae 6yaet paboratb bacula-dir. B
cnyyae ecnu Bce geMoHbl Bacula 6yayT yctaHoOBMEHbl Ha O4HY MalUWHY, yKa3blBaTb

IP-agpec He obsasaTtenbHo, T.K. paboTta 6byaet natm yepes localhost.

Mpumep

®ainn pg_hba.conf

local all postgres trust

local all all trust

host all all 127.0.0.1/32 trust
host all all 11.11.11.21/24 trust

- BbINOMHUTL 3anyck B/:

pg_ctlcluster 9.6 main restart

- NPUCBOUTb Naporib postgres:

passwd postgres

- npuceouTb aAnsa Bacula naponb bacula:

passwd bacula

- cospgaTtb nonb3oBatens b ansa pabotel ¢ Bacula (BbINOMHATL HE OT UMEHU YYETHOMN

3anucu agMuHucTparopa):

# psqgl templatel postgres

postgres=# CREATE ROLE bacula;

postgres=# ALTER USER bacula PASSWORD ’'bacula’;

postgres=# ALTER USER bacula LOGIN SUPERUSER CREATEDB CREATEROLE;
5) cosgatb B[l bacula (BbINOMAHATE HE OT UMEHM YYETHOW 3anncu agMUHUCTpaTopa):

- BbIMOSIHUTb pgadmin3;

- yKasaTb Mg templatel, nonb3oBaTtensa postgres, Napofb postgres;
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- B CeKkumn Ponu Bxogma AobaBuTb ponb Bxoga bacula. Co3gate B[l bacula, Bna-
AaenbuemM HasHaduTb bacula;
6) Ha cepBepe bakulal.my.dom HEOOXOANMMO 3aMyCTUTb CKPUMTbI, KOTOpPblE cO34aayT
BCe Heobxoanmble Tabnuubl U NPUBUErMX, NPeaBapUTENbHO OTPELAaKTMPOBAB UX:
- B ckpunte /usr/share/bacula-director/make_postgresql_tables BHe-
CTW crnegyrowme N3MeHeHNs:
- B CTpOKe db_name yKa3aTb UMsl -bacula;
- B CTPOKe psqgl nocne psql BnNucatb -U bacula;
- B cKkpunrte /usr/share/bacula-director/grant_postgresql

_privileges BHECTU crneayloLine naMeHeHunsa:

B cTpoke db_user ykasaTb UM -bacula;

B CTPOKe db_name yKa3aTb UMSA -bacula;

B CcTpoke db_password ykasatb naponb bacula;

B CTpoKe $bindir/psqgl nocne psql Bnucatb -U bacula;
- COXPaHUTb M3MEHEHUS N BbINONMHUTL CKPUMTLI:
make postgresqgl_ tables
grant_postgresql_privileges
7) Ha mawumHe, roe 6ynet pabotaTb Bacula Storage, Heobxoammo co3gaTh Katanor /back,
B KOTOPOM OyayT XpaHUTbCA pe3epBHbIE KONUKU AaHHbIX, U MPUCBOUTL KaTanory Bnagensua
bacula:
mkdir /back
chown -R bacula /back
8) Ha mawmHe, rge 6yaet pabotate Bacula File, HeobxogmMmo co3gaTh katanor /etc2, B
KOTOopbIn B6yayT BOCCTaHaBNUBATLCA AAHHbIE U3 PE3EPBHOMN KOMUMU:
mkdir /etc2
Ecnn nogrotoButenbHblE HACTPOMKU BbINOMHEHBLI KOPPEKTHO, B[l cTapTyeT 6e3 ownbok n

CKpUNTbIl BbINOTHUITNUCb 6e3 ownbokK, TO MOXHO NPUCTYMNUTb K HaCTpOVIKe Bacula.

15.3.2. Hactpouka Bacula

MogrotoBka Bacula k paboTe 3akntoyaeTcss B HACTPOMKE KaXKaoro KOMMNOHeHTa B OTAerb-
HOCTW M NocnefylLen HacTponke NX B3aMOLENCTBUA.

15.3.2.1. Hactpouka Bacula Director

Hactponka Bacula Director ocyliectenserca nyteM KOppekTUPOBKU KOHPUIypaLMOHHOIo
ganna /etc/bacula/bacula-dir cepBepa bakulal.my.dom.

B nepByto odepeab HeobxoamMmMo onpeaennTb OCHOBHbIE NapaMeTpbl B CeKUMM Director.
Ha HayanbHOM 3Tane BaXkHO YCTAHOBUTb NapameTpbl Name U Password. Name 3aJaeT yHU-

kanbHoe nms Bacula Director, a Password — naposib, KOTopbln ByaeT ncnonb3oBaTtbCcsa npu
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coegnHeHunax BC ¢ DD. OcTanbHble napameTpbl MOXHO OCTaBUTb CO 3HA4YEHUAMU MO YMOJTHaHUIO!
Director { # define myself

Name = bacula-dir

DIRport = 9101 # where we listen for UA connections

QueryFile = "/etc/bacula/scripts/query.sql"

WorkingDirectory = "/var/lib/bacula"

PidDirectory = "/var/run/bacula"

Maximum Concurrent Jobs = 1

Password = "1" # Console password

Messages Daemon

DirAddress = 11.11.11.21
}

Cnepgytowen rpynnon napaMmeTpoB, KOTOpble HEOBXOAUMO onpenenuTb, ABMASETCA CeKLMS
Catalog. B Heln Heobxoammo ykasaTb pekBu3nTbl goctyna K b[l, a Takke Ha3HaunTb YHUKanbHoe
nms gaHHoro Bacula Catalog ¢ nomoLublo napametpa Name:

Catalog {
Name = MyCatalog

# Uncomment the following line if you want the dbi

PS. driver
# dbdriver = "dbi:sglite3"; dbaddress = 127.0.0.1; dbport =
dbname = "bacula"; dbuser = "bacula"; dbpassword = "bacula"
DB Address = 11.11.11.21
}
Hanee Heobxoanmo onpenennuTb SD, Ha KOTopbIn ByAeT NPOM3BOAMTLCS Nepefaya AaHHbIX
ANs ganbHEnLWen 3annucn Ha yCTPOMUCTBO XpaHeHus. Koraa Bacula Storage HacTpoeH n rotos
K pabote, He0OOXO0AMMO onpeaenuTb PEKBU3UTLI JOCTYyNa K HEMY B CEKUMM Storage damna
bacula-dir.conf. OCHOBHbIE NapaMeTpbl:
1) Name — yHUKanbHOe UM4, UCMNONb3yloLleecs ANa agpecauun cekumm Storage B
pamkax danna bacula-dir.conf;
2) Device W MediaType — AyonupyloT OOHOMMEHHblE napaMeTpbl danna
bacula-sd.conf;
3) Password — COAEPXUT Naporib, KOTOPbIN ByAEeT MCMONb30BaTLCH MPU NOAKMYEHUN K
Bacula Storage:
Storage {
Name = File

# Do not use "localhost" here
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Address = 11.11.11.22 # N.B. Use a fully qualified name here

SDPort = 9103

Password = "1"

Device = FileStorage

Media Type = File

}

Cekums Pool onpegensieT Habop HocuTenen nHopMauun U napameTpbl, UCNonbaye-
Mble SD npu ux obpaboTke. Kaxxabih Pool B3aMMOLENCTBYET C YCTPOMCTBOM XPaHEHUS AaHHbIX,
NoaToMy HeobBXoauMO Co3faTb CTOMbKO NYSOB, CKOSIbKO ONPEeAEneHo YCTPOUCTB XpaHeHus. PakTu-
yeckun ecnu onsa kaxgoro Bacula File onpegeneHo otaenbHoe yCTPOWUCTBO, TO AN KaXAoro FD
HeobxogMmo onpefenutb U Pool. OCHOBHbIE NapamMeTpsbl:

1) Name — onpefgenser yHUKanbHoe umsi nyna;

2) Pool Type — onpegensert Tun, Ang pe3epBHbIX KON JOMMKEH ObITb YCTAaHOBMEH B

3Ha4yeHue Backup;

3) Maximum Volume Jobs — pekOMeHAyeTCsl yCTaHOBUTb B 3Ha4YeHue 1. [laHHoe 3Ha-

YeHue yKasblBaeT, YTO B pamMKax OfHOro HOCUTENs AaHHbIX MOryT ObiTb pasmeLleHbl

pe3epBHbIE JaHHble, MONYyYEHHbIE B XOA4€ BbIMNOMIHEHMSA TONbKO O4HOro 3agaHua. Ecnn

pasMep CO34aHHOW pe3epBHOM KOMUM MHOIO MeHbLUEe padMepa HOCUTENS, TO UMEET CMbICH

COXpaHATb Ha Hero Konuu, KoTopble ByayT co3gaBaTbes B Oyayuwiem. Ho ecnv roBoputcs

0 (pannax, To XenatenbHO NPUaepPKMBaTbCA NpaBuia «OAnH hann — ogHa Konus», T.e.

B ogHOM dhanne Bacula gomkHbl XpaHUTbCA pe3epBHbIe AaHHbIE, KOTOpble Obinn cdop-

MUPOBaHbl B paMKax BbIMOSTHEHNS OOHOro 3agaHnd. [Jns kaxagoro nocreaywowero dyayT

co3gaBaTbCs HOBble hannbl;

4) Volume Retention — Bpems, MO NPOLLIECTBMM KOTOPOro AaHHbIE O PE3EPBHON KOMuu,

XpaHsaLWenca Ha HocuTene, byayT yaaneHbl n3 katanora. [lna obecneveHnsa pabdortocno-

cobHocTn Bacula npu ykasaHuu 3Ha4yeHus AaHHOro napamMmeTpa HeobxoauMo yYnTbIBaTb,

4YTO MHpopMaLms 060 Bcex 3ape3epBMPOBaHHbIX harnax xpaHutcs B b, no 3anncu Ha

Kaxabl cpann. Ecnu pesepBupyoTca TbiCa4M hansos, TO 3a HENPOLOIMKUTENBHOE BPEMS

B[] cTaHeT orpoOMHON, YTO MOXET 3aTpyaHUTb paboTy Bacula. lNMoaTtomMy BaxxHO cBoeBpe-

MeHHOo ounwate Bl ot yctapesLien nHpopmarmu. [Npn aToM cam HocuTensb MHopMaLnm

He ByaeT ounieH aBTomatmdeckn. OH Byget NpoMapkMpoBaH Kak yCTapeBLUMiA, HO Bceraa

MOXHO ByaeT ncnonb3oBaTh €ro A1 BOCCTAHOBMEHNSA AaHHbLIX B PYYHOM PEXUME;

5) Maximum Volumes — MakCuMaribHOE€ KOMMYeCTBO HOCUTenen (B 4aHHOM criyyae

hannos), AOCTYMHbLIX B Nyre;

6) Recycle — ykasblBaeT Ha HEOHXO4MMOCTb NOBTOPHOIO MCMOMNb30BaHUSA HOCUTENEN,

NMOMeYeHHbIX Kak ycTapesLume. [pu 3ToM pearnbHasi nepesanvcb HOCUTENs NPou3onaeT
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nuWwb B crniyvae, korga cBob6ogHbIX HOocuTenen He ocTaHeTcs. CBoboAHblIE HOCUTENKU
onpefensTcs U3 napaMmeTpa Maximum Volumes;

7) AutoPrune — yKa3blBaeT Ha HeO6XOLI,I/IMOCTb yoaneHna ycrtapesLinx 3anucen u3
Bacula Catalog aBTomaTtnyeckn nocrne 3aBepLUEHUS BbIMOSTHEHUSI OMepeHOro 3agaHns;
8) Label Format — onpegensietT npedukc, KoTopbli byaeT ncnonb3osaH Bacula ans
MapKMpoBaHUA HocuTenen VIH(bOpMaLI,VII/I, B AaHHOM CJly4ae — ana nmeHoBaHUA (*)aIZJ'IOB;
9) Storage — yKasblBaeT Ha MMS YCTPOMUCTBA XpPaHEHUS AaHHbIX, yKa3aHHOro B napa-
MeTpe Name cekumMn Storage gpanmna bacula-dir.conf.

Pool {

Name = Default

Pool Type = Backup

Recycle = yes # Bacula can automatically recycle Volumes

AutoPrune = yes # Prune expired volumes

Volume Retention = 1 month # one year

Maximum Volume Jobs = 1

Maximum Volumes = 32

Storage = File

Label Format = "volume-"

}

Cekums FileSet no3sonseT npegonpeaenuTb HECKOSbKo HabopoB pesepBupyeMblX
dannos. Hanpumep, oguH Habop ana Windows, apyron — ans Linux unym oauH ang cepeepos, a
apyron — ons pabo4dnx ctaHuun. Napametp Name onpegenseT yHUKanbHoe ums Habopa.

Cekumnsa Include cogepXuT Nyt K pesepsupyemMbiM dpannam/katanoram, a Exclude —
nyTV K dpannam u Katanoram, KOTopble HEOOXOAUMO UCKITIOYUTL U3 CNucKa pe3epBupyembix. B
cekumn Include BO3MOXHa Cekuus Options, B KOTOPOW onpeaensaoTcs napaMeTpbl pesepBupo-
BaHMs. OCHOBHbIE NapameTpbl:

1) signature — yKasblBaeT afifOPUTM BblYUCIEHNSA KOHTPOSbHbBIX CyMM (hanros;

2) compression — yKa3blBaeT aniropuTM KOMNpeccun oannos;

3) recurse — yKasblBaeT Ha HEOBXOANMOCTb PEKYPCUBHOIO pe3epBMPOBaHUS, BKIOYas

nogkatanorn n daunneil;

4) File — yKasblBaeT KONMpyeMbli KaTanor;

5) xattrsupport — ykasbiBaeT Ha BO3MOXHOCTb BKMOYEHUSI MOAAEPXKKN PaACLUMPEHHbIX

aTpubyTOoB, 3TO 06A3aTENbHLIN NapamMeTp Ans paboTbl ¢ MeTkamn 6e30NacHOCTH:

FileSet {

Name = "Catalog"

Include {

Options {
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signature = MD5
compression = GZIP
# recurse = yes
aclsupport = yes
xattrsupport = yes

}

File = /etc

}

}

Bce HacTponku CBSA3bIBAOTCA BOEOMHO C MOMOLLbIO cekumn Job, B KOTOPOW faeTcs
3agaHue NnaHUpOBLLMKY MO BbINOMHEHUIO pe3epBMpoBaHns AaHHbIX. OCHOBHbIE NapaMeTpbl:

1) Type — yKa3bIlBaeT Ha TUN 3afaHns. TUNOB CyLLeCTBYET HECKONbKO. 34eCb 4OCTAaTOYHO

yKasaTtb Backup;

2) Schedule — yKasblBaeT Ha npegonpeaeneHHoe pacnucaHue, corfnacHo KoTopomy

OyaeT BbINOMHATLCA pe3epBupoBaHue AaHHbIX. Bce pacnmncaHms onpegenetdsl B hanne

bacula-dir.conf;

3) Where — yKa3sblBaeT Ha KaTarnor, B KOTOpoM OyayT BOCCTaHaBNUBATLCSA AaHHbIE U3

pe3epBHON Konuu;

4) Write Bootstrap — yKasbiBaeT NyTb K danny, B KOTOpbin ByaeT 3anncbiBaTbCs

MHopMaUUsl, C NOMOLLIbIO KOTOPOW AaHHbIE MOTYT ObiTb BOCCTAHOBIEHLI U3 PE3EPBHOMN

konuu 6e3 Hanuumna nogknodeHus Kk Bacula Catalog. BmecTto $n 6yget nogcrasneHo

3HaveHne napameTpa Name:

Schedule {

Name = "DailyCycle"

Run = Full daily at 16:10

# Run = Differential 2nd-5th sun at 23:05

Run = Incremental mon-sat at 23:05
}

Job {

Name = "RestoreFiles"

Type = Restore
Client= bacula-fd
FileSet="Catalog"

Storage = File
Pool = Default
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Messages = Standard
Where = /etc2
}

Job {

Name = "BackupCilentl"
Type = Backup

Client = bacula-fd
FileSet = "Catalog"
Schedule = "DailyCycle"
Standard

Messages
Pool = Default

Write Bootstrap = "/var/lib/bacula/Clientl.bsr"
Priority =1

}

3ateM HeobXxo4MMO yKasaTb NapaMeTpbl €ANHCTBEHHOMO AreHTa:
Client {
Name = bacula-fd
Address = 11.11.11.23
FDPort = 9102
Catalog = MyCatalog
Password = "1" # password for FileDaemon
File Retention = 30 days # 30 days
Job Retention = 6 months # six months
AutoPrune = yes # Prune expired Jobs/Files
}
OcTtanbHble cekumn (Job, JobDefs, Client U Console) HEOB6XOOMMO 3aKOMMEHTUPO-
BaTb. Tpacpvn( AaHHbIX 6y/:|,eT MATK No noptam, yKka3aHHbIM B KOHd)I/IpraLI,I/IOHHbIX cpalhnax Kaxxgoro
13 KomnoHeHToB Bacula.
Hactponte pgoctyn Kk DD co ctopoHbl Bacula Console B dhanne
/etc/bacula/bconsole.conf cepepa bakulal.my.dom:
Director ({
Name = bacula-dir
DIRport = 9101
11.11.11.21

address
Password = "1"

}
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Ha mawwuHe, roe 6yaet dyHkumoHupoBaTb Bacula Director, cnegyet yaanutb naketbl
bacula-sd n bacula-£fd:
apt-get remove bacula-sd
apt-get remove bacula-fd

KoHdurypaumoHHble gpannbl bacula-sd M bacula-£fd B /etc/bacula cnegyer nepe-
nMeHoBaTb NGO yaanuThb.

CepBucbl bacula-sd n bacula-£fd OCTaHOBUTb:
systemctl stop bacula-sd
systemctl stop bacula-fd

15.3.2.2. Hactpouka Bacula Storage

Bacula Storage otBevaet 3a HenocpeaCTBEHHYIO paboTy C YCTPOMCTBOM XpaHEHUs OaH-
HbIX. Bacula nogaepxuBaeT LWMPOKNIA CNEKTP YCTPOMCTB OT OMTUYECKUX ANCKOB A0 NONMHOMYHKLM-
OHasbHbIX JIEHTOYHbIX 6MBNMoTEK. B onncbiBaeMon CUCTEMbI UCNONb3YETCS CaMbli pacnpocTpa-
HEHHbIN BapuaHT — XeCTKMUI OUCK C cyllecTBytowen hannoson cuctemon (Hanpumep, ext3).

[na HacTpownkn Bacula Storage Heobxoammo Ha cepBepe bakula2.my.dom OTpegakTu-
poBaTb KOHUrypaumnoHHbin pann /etc/bacula/bacula-sd. conf.

B cekumn oCHOBHbIX NapamMeTpoB Storage onpeaennTb napaMeTp Name, KOTOPbIN 3a4aeT
yHUKanbHoe ums Bacula Storage. [Inga octanbHbIX NapameTpoB BO3MOXHO OCTaBUTb 3HAYEHUsI MO
YMOSTHaHuIo.

Cekuuna Director Heobxoguma ANs yKa3aHWUs YHUKaNbHOMO MMeHn DD 1 napons, ¢ KOTo-
pbIM AaHHbIM DD MOXeT noakntoyatbes K SD. Cekuun Director B (panne MOXeT OblTb HECKOSLKO,
4YTO AaeT BO3MOXHOCTb UCMONb30BaTh €4MHbIN CepBep XpaHEeHUs! aHHbIX A9 HECKOSTbKUX CU-
CTeM pesepBupoBaHus. Bce octanbHble cekumn Director, HangeHHble B channe, Heobxoammo
3aKOMMEHTUPOBAaTh:

Storage { # definition of myself
Name = bacula-sd

SDPort = 9103 # Director’s port
WorkingDirectory = "/var/lib/bacula"
Pid Directory = "/var/run/bacula"
Maximum Concurrent Jobs = 20
SDAddress = 11.11.11.22

}

Director {
Name = bacula-dir
Password = "1"

}
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OcCHOBHbIE HaCTpPOViKK, onpeaenstoLline B3anMoaencTBne ¢ yCTpomcTBaMm XpaHeHus,
HaxogaTcs B cekuumn Device. [NapameTpbl, HeobGXxoaMMble AN XpaHEHUS] pe3epPBHbIX KOMUA B
pamkax cywectsytowen PC, nogknoyeHHon B kaTtanor /back:

1) Name — onpeaensieT yHuKanbHoe NMs NOAKIHYEHHOro ycTponcTea. Ecnn nnaHupyetca

co3gaBaTb U30MMpOBaHHbIE APYr OT Apyra pe3epBHble Konuu Ans Kaxgoro u3 Bacula

File, To Heob6xoanuMo co3gaTb HECKOMNbKO CeKLMi Device C YHUKaNbHbIMU MeHamn. B

NPOTMBHOM Ciyyae pesepBupyemMble dansbl co Bcex FD OyayT pa3MmeLlaTtbcs B OQHOM U

TOM e hbanne, 4TO MOXET 3aTPyAHUTb AanbHenwee o0bCnyXMBaHne CUCTEMBI;

2) Media Type — onpeaensieT Npou3BosfibHOE YHUKarbHOEe UMS, KoTopoe ByaeT ncnonb-

3oBaTbcd Bacula npy BocctaHoBneHuu aaHHbIX. CornacHo emy onpeaenserca yCTpoucTBo

XpaHeHusi, ¢ KoToporo byaeT NpomM3BoOANTLCA BOCCTaHOBNEHMe. Ecnun pesepBHbie konun

XpaHATCA B pannax, To ANs Kaxaon cekunm Device JoOrmkeH ObiTb 3a4aH YHUKaNbHbIN

Media Type;

3) Archive Device — ykasblBaeT MyTb K dhanny yCTpOMCTBa B Karanore /dev Unm nyTb

K Katanory, B KOTOpOM ByayT pa3MeLLaTbCs pe3epBHbIe KONuu;

4) Device Type — onpegenseTt TUN yCTpOMUCTBa. [ns pa3mMeLLeHns B CyLLEeCTBYHOLLEN

®C ykasblBaeTca File;

5) Random Access — yKa3sblBaeT Ha BO3MOXHOCTb Cry4anHon (HenocnegoBaTenbHOM)

agpecauuun. [Ina gannos ykasblBaeTcs Yes;

6) RemovableMedia — yKa3blBaeT, BO3MOXHO S U3BeYEeHNE YCTPOMNCTBA XPaHEHUS.

HeobxoamMmMo ang NeHTOYHbIX YCTPONCTB, NPUBOAOB ONTUYECKMX OUCKOB M T.4. [nsa dannos

yCTaHaBnNuBaeTcs B 3Ha4yeHue No;

7) LabelMedia — yKasblBaeT Ha HEOH6XOANMMOCTb aBTOMATUYECKOro MapKUpOBaHUSA HO-

cutenen nHopmaunu:

Device {

Name = FileStorage

Media Type = File

Archive Device = /back

LabelMedia = yes; # lets Bacula label unlabeled media

Random Access = Yes;

AutomaticMount yes; # when device opened, read it

RemovableMedia no;

AlwaysOpen = no;

}

Ha mawwuHe, rge 6ygetr dyHkumoHmpoBatb Bacula Storage, cnegyet yganutb naket
bacula-£fd:

apt-get remove bacula-fd
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KoHdurypaumoHHbin dann bacula-£d B /etc/bacula cnegyeT nepemmeHoBaTtb nnbo
yaanntb.

CepBuc bacula-fd OCTaHOBUTb:
systemctl stop bacula-fd

15.3.2.3. HacTtpowuka Bacula File

[nsa Hactporku Bacula File Ha paboyer cTaHuun bakula3.my.dom UCMOMb3yeTCHA KOH-
durypaumoHHeln ann /etc/bacula/bacula-£d. [1na 6a30Bon HACTPONKM AOCTATOYHO Onpe-
OenuTb napamMmeTpbl cekunn Director U FileDaemon.

B cekumn Director ykasbiBaeTcs nNaposb, KOTOpbI ByaeT ncnonb3oBaTtb DD npu noa-
krtoyeHun K FD. Cekuun Director B dpanne MOXeT ObiTb HECKONBbKO, BCE OCTalibHble CEKLMN
Director, HangeHHole B dhanne, HeobxoaMMO 3aKOMMEHTUPOBATb:

Director {

Name = bacula-dir
Password = "1"

}

B cekuumn FileDaemon yKa3sblBalOTCA HACTPOWKM FD, B HEN HEOOXOOMMO onpeaenuTb
napameTp Name, B KOTOPOM YyKasblBaeTcs yHUKanoHoe ums Bacula File:
FileDaemon { # this is me
Name = bacula-fd
FDport = 9102 # where we listen for the director
WorkingDirectory = /var/lib/bacula
Pid Directory = /var/run/bacula
Maximum Concurrent Jobs = 20
FDAddress = 11.11.11.23
}

Ha mawwuHe, roe Oygetr dyHkumoHmpoBaTb Bacula File, cnegyer yganuTb naket
bacula-sd:
apt-get remove bacula-sd

KoHdurypauuoHHbii dain bacula-sd B /etc/bacula cnegyer nepenmeHoBaTb nMbo
yaanuTb.

CepBuc bacula-sd cnegyeTt OCTaHOBUTD:
systemctl stop bacula-sd

[anee HeobGXxoaAMMO 3anyCTUTb BCE KOMMOHEHTbI COOTBETCTBYHOLMMM KOMaHAaMM, BbIMOs-
HEHHbIMW Ha COOTBETCTBYHOLLUNX cepBepax:
systemctl restart bacula-director
systemctl restart bacula-sd

systemctl restart bacula-fd
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15.3.2.4. MpoBepka Bacula

Mocne HacTpownkn Bacula Director, Bacula Storage n Bacula File nporpamma Bacula
rotosa Kk pabote. YnpasneHune Bacula ocywecTtensieTcs 4yepes bconsole. HacTpomnku kaTanoros,
3ajaHui, pacnucaHnin n npodne 3afatoTca B KOHPUrypaunoHHbIX doannax.

[1ns TecToBOM NpoBEPKM HEOBXOOUMO:

- BbINONHUTbL bconsole;

- BbIMNOMNHUTb run;

- Bblbpatb job 1;

- BOWNTU B MeHI0, HabpaB mod;

- Bblbpatb 1 (Level);

- Bblbpatb 1 (Full);

- NnoaTBepAUTb BbINOMHEHNE, HAabpaB yes.

B pesynbrate 6yaet co3gaHa pesepBHas KONUSA OaHHbIX B Katanore /back Ha MallvHe ¢
Bacula Storage.

[nsa BoccTtaHoBneHus o6bektoB ®C ¢ ycTaHOBAEHHbIMU MaHAATHLIMU aTpubyTammn Heob-
X0OMMO 3anycTuTb KoHcosb ynpasneHus Bacula ¢ PARSEC-npusunermnen 0x1000, BbINoNHMB
KomaHay:
sudo execaps -c¢ 0x1000 -- bconsole

[Ins BOCCTAHOBMNEHUS AaHHbIX U3 PE3epPBHON KONUN HEOBXOAMMO:

BbIMOJTHUTb restore;

Bbl6paTb NYHKT 12;

BBECTW HOMep job id;

yKasaTb napameTp MapkUpOBKM mark *;

noaTBepPaANTb BbINONIHEHWE KOMaHL4OW done.

[aHHble 13 pesepBHON KonNuu ByayT BOCCTAHOBMEHbI B KaTtanore /etc2 Ha mMaluHe C
Bacula File.

Takke ynpasneHve Bacula BO3MOXHO C MOMOLLBIO rpaduyeckon  yTUNnUTLI

bacula-console-gt.
15.4. YTunuta konnpoBaHusi rsync

Bce gencteust Npu MCnonb3oBaHUN KOMaHAbl rsync BbINOMHAKTCS OT MMEHU YYETHOM
3anucu agMmMHUcTpaTopa C UCMonb3oBaHNeM MexaHu3ama sudo.
B Tabnuue [56| npuBeaeHbl HekoTopble Hanbonee YacTo UCMNONb3yeMble NapameTpbl KO-

MaHAbl rsync.
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Tabnuuya 56
MapameTp HasHauyeHue
-v, —--verbose Moapo6GHLIN BbIBOA
-z, —-compress Cxxumatb Tpaduk
-r, --recursive | BbINONHATb KONUPOBaHWE PEKYPCUBHO
-p, —-perms CoxpaHaTb ANCKPETHbIE NpaBa gocTyna
-t, --times CoxpaHaTb Bpemsi 4oCTyna K dannam
-g, —--group CoxpaHaTtb rpynny
-0, —--owner CoxpaHATb Bnagenbsua
-A, --acls CoxpaHaTb cnuckn koHTpons goctyna ACL (BkntoyaeT -p)
-X, --xattrs CoxpaHaTb pacluupeHHble aTpubyThl (B TOM Ynicne MaHaaTHble aTpubyTol)

MogpobHoe onucaHne KoMaHabl NPUBEAEHO B man AfS rsync.

Mpumep

Cnepytowasa komaHaa caenaet Konumo gomalluHen gupektopmm Ha 192.168.0.1
sudo rsync -vzrptgoAX /home/ admin@192.168.0.1:/home_bak

B maHHOM npumepe gormkHa ObiTb co3gaHa OuMpekTopusi /home _bak Ha cepBepe wn
YCTaHOBMEHbI HA HEE MaKCcMMasibHble METKU C ccnr.

BHUMAHMUE! He pekomeHayeTcs ucnonb3osaTb napameTp -1 A5fs KonMpoBaHUA CUMBO-

NINYECKUX CChISTOK NPW CO30aHUN pe3epBHON KOMUM AOMALLHUX KaTanoros nofb3oBaTenen.
15.5. YTunutbl apxmBupoBaHuA

Mpn co3gaHmMm apxuBa KOMaH4aMu tar U gzip nepegaeTcs CNMCoK hanioB U KaTanoros,
yKa3blBaeMbIX Kak napameTpbl KOMaH4HOW CTPOKU. JTlobON ykasaHHbIN KaTanor npocMaTtpuBaeTcs
pekypcusHo. [pun co3gaHnm apxmea ¢ NOMOLLbIO KOMaHAbl cpio en NpeaocTaBnsaeTca CNMcok 06b-
€KTOB (MMeHa hannoB M KaTanoroB, CUMBOSIMYECKME MMEHA NMOObIX YCTPONCTB, rHeE34a AOMEHOB
UNIX, noumeHoBaHHbIe KaHarnb! U T.1.).

Bce gencrteus npm Mcnonb3oBaHUM KOMaHA tar, cpio U gzip BbIMOMAHAKTCA OT MMEHN
YYETHOM 3anMcu agMuUHUCTpaTopa C UCNONb30BaHMEM MexaHu3ama sudo.

Moapo6Hoe onuncaHne KomaH NPUBEOEHO B PYKOBOACTBE man ANA tar, cpio M gzip.

15.5.1. tar
KomaHnga tar mMoxeT pabotaTb C paaoM AMCKOBbLIX HAKONUTENeKn, No3BoNsSeT npocMaTpu-
BaTb apxmBbl B OC.

B tabnuue [57| npuBeaeHbl OCHOBHbLIE NMapaMeTpbl KOMaHAbl tar.
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Tabnwunua 57
Onuws HasHaueHue
——acls CoxpaHsieT (BoccTaHaBnMBaET) cnnckn KoHTponsa goctyna (ACL) katanoros u

¢hannos, BNOXEHHbIX B apXmB

-Cc, ——-Create

Cospaet apxmB

-xX, ——extract,
--get

BoccTaHaBnuBaeT ainbl U3 apxvMBa Ha YCTPOUCTBE, 3a4aHHOM MO YMOMYaHUIo
Unn onpegeneHHoM napameTpom £

—--xXattrs

CoxpaHsieT (BocCTaHaBMMBAET) paclUMpPEHHbIE aTpMOyThl KaTanoroe v ¢annos,
BITOXXEHHbIX B apXuB

-f, ——-file name

Cospgaet (UnNu YMTaeT) apxuB C name, rAe name — UMS danna UnNn yCTpomncTea,
onpeaeneHHoro B /dev, Hanpumep, /dev/rmt0

-%Z, ——-compress,
——uncompress

Cxunmaet unm pacnakoBbIBAa€T apxXxmB C NOMOLLbIO compress

-z, -—-gzip,
--gunzip

CxumaeT unu pacnakoBbIBaeT apXmB C MOMOLLBIO gzip

-M,
—-multi-volume

Co3aaeT MHOTOTOMHbIV apXuB

-t, --1list

BbIBOAUT CNMCOK COXpaHEHHbIX B apxuBe ¢hannos

-v, ——-verbose

BbiBOOMT NnogpobHyto nHdopmMaumio o npouecce

MonpobHoe onncaHve KomaHabl NPUBEAEHO B man ANS tar.

B npumMmepax rnpuBedeHbl BapuaHTbl UCMONMb30BaHUA KOMaHAbI tar.

Mpumepsbl:

1. KonnpoBaHue KaTtanora /home Ha cneumnanbHbIi pasgen XecTtkoro aucka /dev/hda4
tar -cf /dev/hdad4 /home

MapameTp £ onpegensieT cosgaHve apxusa Ha ycTpoucTese /dev/hdad.

2. lpuMmeHeHne cxaTusi Npu apxXMBMpoBaHNN

tar -cvfz /dev/hda4 /home | tee home.index

MapameTp v 3acTaBnsieT tar BbIBOAUTb NOAPOOHY MHOpMaUMIO, NapaMeTp z yKasbl-
BaeT Ha cxXaTue apxmBa C NMOMOLUbIO YTUINTLI gzip. CNUCOK CKONMPOBaHHLIX (hannos
HanpaensieTcd B home . index.

3. Wcnonb3oBaHne komanabl £ind Ans NoMcka U3MEHEHHbIX B TEYEHWEe OOHOro AHS
dannos B KaTanore /home 1 co3gaHne apxmea home.new. tar ¢ 3TUMKU hannamu:
find /home -mtime 1 -type f -exec tar -rf home.new.tar {} \;

4. Ecnu Hago NoCMOTPETb COAEPXKUMOE apXmBa, TO MOXHO BOCIMOMb30BaTbLCS NapaMmeTpomM
-t KOMaHAabl tar:

tar -tf home.new.tar

5. [nsa nseneveHus dannos n3 apxmea HeobxoauMo ykasaTb NyTb K apxXuBy NiMbo yCTpomn-
CTBY M NyTb K MECTY n3BnedeHunsa. Ecnn apxume (katanora /home) 6bin co3gaH KOMaHOOMN:
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tar -czf /tmp/home.tar /home

TO U3BNeKaTb ero Hago KOMaHAoWN:

tar -xzf /tmp/home.tar /

6. Mcnonb3oBaHne komaHabl tar gna cos3ganus apxmeoB B PC OC, a He TONbKO Ha
YCTPOWCTBAX ANs apxXmBMpoBaHus (MOXHO apXmBMpOBaTb rpynny bannoB ¢ X CTPYKTypoWn
KaTanoroB B oguH dhann, Ans 4Yyero nepefatb MMs co3gaBaemMoro dgamna ¢ nNoMoLLbko
napameTtpa £ BMECTO UMEHWN YCTPOWNCTBA)

tar cvf /home/backup.tar /home/dave

C nomMoLLblo tar apxmBUpyeTCsa KaTanor ¢ BIOXEHHbIMW nogkaTanoraMmu.

lNpn atom cospaetca gann /home/backup.tar, cogepXalwmn apxus Karanora

/home/dave 1 Bcex hannos B €ro nogkaranorax.

O6bIYHO MpW MCNONb30BaHUN KOMaHAbl tar CTOMT AenaTb BXOAOM BEPXHErO YPOBHS
kaTanor. B Takom cny4dae dannsl npu BocCTaHOBNeHUM ByayT pacnonaratbCa B nogkaranore
pabouyero karanora.

Mpeanonoxum, B paboyem katanore nmeetcs nogkatanor data, cogepXallnin HECKOMbKO
coTeH dannos. CyLlecTByeT ABa OCHOBHbIX MYTW CO34aHWst apxmBa 3Toro karanora. MoXHo BOMTK
B noakartanor n co3gaTtb B HEM apXmB, Hanpumep:
pwd
/home/dave
cd data
pwd
/home/dave/data
tar cvf .. /data.tar *

ByneT co3gaH apxuB B katanore /home/dave, cogepxawmn dannsl 6e3 ykasaHmsa nx
pacnonoXeHusi B CTPYKType Katanoros. [1pn NonbITke BOCCTaHOBUTL (hbanrnbl U3 apxmBa data. tar
nogkartanor He 6yaert co3aaH, n Bce hannbl OyqyT BOCCTAHOBIEHBLI B TEKYLLIEM KaTarnore.

[pyron nyTb COCTOUT B CO34aHNN apXMBa KaTtanora, Hanpumep:
pwd
/home/dave
tar cvf data.tar data

Bynet co3gaH apxmB katanora, B KOTOpOM nepBou 6yaeT crneaoBaTth CCbIfika Ha KaTanor.
Mpu BOCCTaHOBRNEHUM (hainoB 13 Takoro apxuea byaet co3gaH nogkatanor B TeKyLlem KaTarnore,
n dannbl 6yayT BOCCTaHaBNMBATLCA B HEM.

Mo>XHO aBTOMaTU3MPOBAaTb BbINOMIHEHNE AAHHbIX KOMaH, NOMECTUB UX B (pansl crontab
cynepnonb3oBatens. Hanpumep, cnegytouwias 3anuck B panne crontab BbINOMHAET pe3epBHOe
KonupoBaHue katanora /home exegHesHo B 01:30:

30 01 *** tar -cvfz /dev/hda4 /home > home index
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Mpu HeobxoaMMocTn Gonee CroXHOIO apXMBUPOBaHUS UCMONb3YETCS A3bIK CLleHapueB
060noYkK, KoTopble Takke MOryT ObiTb 3anyLleHbl ¢ MoMoLLblo cron (cM. [4.3.1.2).

MopsiAoK MCMONb30BaHUS KOMaHObl tar ANA COXPaHEHUst U BOCCTAHOBINEHNA MaHaaTHbIX
aTpubyTtos c¢annos onucaH B PYCBE.10265-01 97 01-1.

15.5.2. cpio

[nsa konvpoBaHua hannoB ncnonb3yeTca komaHaa obLiero HasHavyeHus cpio.

KomaHga ncnonb3yeTca ¢ napameTpoM —o A5 CO34aHus pe3epBHbIX apXMBOB U C napa-
MEeTpoOM —-i — OngA BoCcCTaHOBNeHUs dannos. KomaHaa nony4vaeTt nHgpopmMaumnio OT CTaH4apTHOro
YCTPOMCTBA BBOAA W MOCLINIAeT BbIBOANMYH MHG)OPMaLMIO HA CTaHO4apTHOE YCTPONUCTBO BbiBOAA.

KomaHaa cpio MOXET Mcnonb3oBaTbCs Ans apXxvMBMpoBaHus nodoro Habopa dannos
N cneunanbHbiX oannoB. KomaHaa cpio coxpaHaeT uHgopmauno addekTneHee, YeM tar,
nponyckaeT cborHble cekTopa Unu 6rnokn Npu BOCCTAHOBMEHUM AAHHbIX, apXMBbl MOryT BbITb
BoccTaHoBrneHbl B OC.

HepocTtaTkom kOMaHAbl cpio SBNAETCA He06X0AMMOCTb UCNOMBb30BaTh A3blK NPOrpaMMum-
poBaHNA 060S0YKM AN CO34aHUsl COOTBETCTBYIOLLENO CLueHapusi, YToObl OBHOBUTL apXmB.

B Tabnuue [58 npuBeneHbl OCHOBHbIE NapaMeTpbl KOMaHAbl cpio.

Tabnuuya 58

MapameTp HasHauyeHune

-0 CosgaHve apxvBa B CTaHOapTHOE YCTPOCTBO BbiBOAA

-1 BoccTtaHoBneHue (baVIHOB 13 apxumea, nepegaBaemMoro Ha ctaHgapTHoe yCTpOI7ICTBO BBOAa

-t CosgaHune crnucka coaepXXMMoro CTaHaapTHOro YCTPoWCTBa BBOAA

MoapobHoe onncaHue KoMaHabl NPUBEAEHO B man cpio.

Mpumepbl:

1. KonupoBaHue ¢annoB u3 katarnora /home B apxuB home.cpio

find /home/* | cpio -o > /tmp/home.cpio

2. BoccraHoBneHve gannos U3 apxuea home . cpio € COXpaHeHWEM AepeBa KaTanoros
N cosgaHne cnucka B oamne bkup . index

cpio -id < /tmp/home.cpio > bkup.index

3. Wcnonb3oBaHue komaHabl £ind ANS NoMcka N3MeHEHHbIX 3a NocrneaHne CyTku annos
N COXPaHEeHMEe UX B apxXmB home .new.cpio

find /home -mtime 1 -type f | cpio -o > /tmp/home.new.cpio

4. BocctaHoBrneHne ganna /home/dave/notes. txt U3 apxmea home.cpio

cpio -id /home/dave/notes.txt < home.cpio

[lnsa BoccTaHoBeHNA gparna ¢ NOMOLLbIO cpio crefyeT ykasbiBaTb ero NofiHoe NMS.

MoxxHO aBTOMATNU3NPOBATb BbIMNONIHEHWE OaHHbIX KOMaHAd, MOMeCTUB UX B (baﬁﬂ crontab
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cynepnonb3oBatens. Hanpumep, cnegyouias sanuck B panne crontab BbINOMHAET pe3epBHOe
KonupoBaHue katanora /home exenHesHo B 01:30:
30 01 *** 1s /home : cpio -o > /tmp/home.cpio

[Mpn HeobxoaumocTn 6onee CroXHOro pe3epBHOrO KOMMPOBAHNSA MOXHO CO34aTb COOTBET-
CTBYIOLLMI cLeHapuii 060no4vkn. 3anyck NogobHbIX cueHapueB Takke MOXET ObiTb OCyLLEeCTBIEH
nocpeacTBoOM cron.

Co3agaHne pe3epBHbIX KOMUI 03Ha4YaeT onpeaeneHme NonUTUKM Co3aaHnsa pe3epBHbIX KO-

MU ONS CHUXKEHUS noTepb N BOCCTaHOBJIEHUA I/lH(bOpMaLI,I/II/I nocrie BO3MOXHOW aBapun CUCTEMBbI.
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16. CPECTBA PA3rPAHUYEHUA OOCTYNA K NOAKIIOYAEMbIM YCTPOUCTBAM

B OC c ncnonb3oBaHMeM reHepawmm NpaBuin MeHeaKepa yCTPOMUCTB udev OCYLLECTBISA-
eTCsl pa3rpaHnyeHne gocTyna K CUMBOSbHBIM U BNI0YHBIM YCTPONCTBAM, OS5 KOTOPbIX B Katanore
/dev co3gatoTcs hannbl yCTPOUCTB. [Npu pasrpaHu4eHmMmn JocTyna K yCTpoMcTBaM Tuna BMAEOKapT,
CEeTEBbIX KapT U T.4. AaHHbIA METO HE NCMNONb3YETCA.

[nsa pewenus 3agayn pasrpaHUYeHns OOCTyna K yCTPOMCTBaM Ha OCHOBE reHepaumm
npasun MeHegxepa yctponctB udev B OC peann3oBaHb!:

- CPeAcTBa pa3rpaHUyeHust 4oCcTyna K ycTpoicTBam Ha ocHose npasun udev (16.7);

- cpencTsa pernctpauum yctpouncts (16.2).

Cpenctea pasrpaHudeHust 4OCTyna K yCTPOMCTBaM Ha OCHOBE reHepaumn npasus udev
obecnevnBaloT UCKPELMOHHOE U MaHAaTHoe ynpasneHve OCTYNOM nornb3oBaTenemn K ycTpon-
CTBaM, NoAKN4YaembIM, B NepPBYO ovepenb, Yepes uHtepgenc USB: ckaHepam, CbeMHbIM HaKo-
nuTenam, BMaeokamepam u T.n.

CpencTtea perncrpaumm yctponcts obecnevmBatoT ydeT NoAKNYaeMblX YCTPOUCTB U
CbEMHbIX HOCUTENEN B CUCTEME, YCTAHOBKY ANUCKPELMOHHBLIX U MaHAaTHbIX aTpMbyToB gocTyna
nonb3oBaTenen K yCTporucTBamMm U co3gaHne AONOSTHUTENbHbIX NpaBun 4OCTyna K YCTPONCTBY

(Hanpumep, orpaHMyeHne Ha NoAKNKYEHNE YCTPONCTBA TONMbKO B onpeaeneHHbin USB-nopT).
16.1. PasrpaHnyeHune goctyna K ycTpoucTtBaMm Ha OCHOBe reHepauum npasun udev

PasrpaHnyeHne goctyna K yCTpOMCTBaM Ha OCHOBE reHepauum npasun MeHeoxepa
YCTPOWNCTB udev OCYLLECTBNAETCA AN CUMBOSIbHbLIX U 6NOYHbIX YCTPONCTB NOCPECTBOM aBTO-
MaTU4ecKkon reHepauumn npasun. NeHepaums ocyLLeCcTBNAETCA C MCNonb3oBaHMeM H6a3bl ydeTa
YyCTPOWCTB, BeayLLencs B nnokansHon cucteme (dpann /etc/parsec/devices.cfqg) unu B ALD
(cm. pasgen [3).

PasrpaHnyeHne pgoctyna K YCTPOWCTBY OCYLIECTBMNSAETCS Ha OCHOBE COOTBETCTBYO-
lero npasuna OnNa MeHemkepa YCTPOMUCTB udev, KOTOPOE XpaHUTCA B (pawrne B katarnore
/etc/udev/rules.d. iNa ycTPONCTB, yunTbiBaeMbIx B nokanbHol 6ase (cm.[16.2), reHepauus
npaBuna ocyLwecTBNAeTCs Npu coxpaHeHnn nHgopmauum ob yCcTponucTee C UCMONb30BaHNEM
yTunuTbl £ly-admin-smc. [nsi yCTpOWCTB, yunTtbiBaembix B 6ase ALD (cm. [16.2), reHepauus
npasun ocyuwectensetrcd PAM-mogynem pam_ald_mac npu Bxofe norb3osaTterns B cuctemy. [Npu
3TOM MNpaBua reHepupyoTcs Asis BCeX YCTPONCTB, YYTeHHbIX B 6a3ze ALD, BHe 3aBMCMMOCTM OT
UMEHM Nonb30oBaTenNs, OCYLLECTBNSAIOLWEro BX0 B CUCTEMY, U HAUMEHOBAHUS XOCTa, Ha KOTOPOM

BbIMNOJTHAETCA BXOA.

Mpumep
MpaBuno ansa cbemHoro USB-Hakonntens
ENV{ID SERIAL}=="JetFlash TS256MJF120 OYLIXNA6-0:0", OWNER="user",
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GROUP="users" PDPL="3:0:£:0!:" AUDIT="0:0x0:0x0"

B npumepe pgna cbemHoro USB-Hakonutenss € CEPUMHbIM  HOMEPOM
JetFlash TS256MJF120_OYLIXNA6-0:0 paspelleHO ero ucnonb3oBaHue Bnagenbuy
yCTpoMCTBa (Monb3oBaTemnto user) W MOMb30OBaTenNsM, BXOAAWMM B rpynny users. [Ons

YCTPOWCTBA YCTAHOBIEHbI MaHAaATHbIE aTpubyThbI:

YypOBEHb KOH(pMAeHUManNbLHOCTN — 3;

YpPOBEHb LernocTtHoctTn — 0;

kateropun — f;

ponu 1 agMMHUCTPATUBHbBIE PONN OTCYTCTBYHOT,
a (pbnarn ayguta He yCTaHOBMEHbI.

Mpn MOHTMPOBaAHUM BNOYHBIX YCTPONCTB UCMNONb3YETCA YTUNUTA mount, MOANULINPO-
BaHHaa Ansi MOHTMPOBAHUSA YCTPOMCTBA BNagenbLueM Unu nonb3oBaTternieM, BXOASWMM B rpynny, ¢
NCnorib3oBaHMEM perynsipHbIX BblpaxeHnn. B npouecce MOHTUPOBaHUS OT MMEHU Nnosib3oBaTens
oXuaaetcda ABa napamMmeTpa: KOHKpeTHOe HauMeHoBaHue hanna yCTPoOMCTBa N KOHKPETHOE Haume-
HOBaHME TOYKN MOHTMPOBaHUSA. [pu 3ToM MOHTUpoBaHME PC CbeMHbIX HAaKONUTENEN OT UMEHMU
nonb3oBaTtens (B T.4. C UCNOSb30BaHMEM rpadundeckon yTunntel £1ly-£fm) ocylecTBnseTcsa B
KaTanor /run/user/$uid/media. [Ina npegoctaBneHns nokasnbHbIM Nofib30BaTENAM BO3MOX-
HOCTU MOHTUpoBaHUs PC cbeMHbIX HakonuTenen HeobxoaMmo Hanunvmne B canne /etc/fstab
cneayroLlen 3anucu:
/dev/s* /home/*/media/* auto owner,group,noauto,noexec,iocharset=utfs,
defaults 0 0

[na npegocraenenus nonb3osatenam ALD (cm. pasgen (8) BO3MOXHOCTU MOHTUPOBaHUSA
®C cbeMHbIX HakonuTenen HeobxogMmo Hannuue B hanne /etc/fstab cneayrowen 3anucu:
/dev/s* /ald_home/*/media/* auto owner,group,noauto,noexec,iocharset=utfs,
defaults 0 0O

[1na ogHOBpPEeMEHHOro NpeaoCTaBneHust NnokanbHbIM NONb30BaTENSAM W MOfb30BaTeNsam
ALD (cm. pasgen BO3MOXHOCTU MOHTUpoBaHNA PC CbEMHbIX HakonuTenem Heobxogmmo
Hanun4yne B hanne /etc/fstab cnegyowen sanncum:
/dev/s* /*home/*/media/* auto owner, group,noauto,noexec,iocharset=utfs,
defaults 0 0O

Mo ymonuaHuo 4ns MOHTMpoBaHMsA pasnnyHbix OC, cogepkalmxcs B yYTEHHbIX pasgenax
Ha 6noyHbIx ycTponcteax USB-Hakonutenewn, B ann /etc/fstab . pdac BKMAOYEHbI cnegyoLwne
3anucu:
/dev/*fat /run/user/*/media/* auto owner,group,noauto,nodev,noexec,

iocharset=utf8,defaults 0 O

/dev/*ntfs* /run/user/*/media/* auto owner,group,noauto,nodev,noexec,
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iocharset=utf8,defaults 0 0

/dev/sd*ext* /run/user/*/media/* auto owner,group,noauto,nodev, noexec,
defaults 0 O

Mo ymonyaHuio Anst MOHTMPOBaHMSA pasnunyHbix ®C, cogepKallmxcsl Ha YY4TeHHbIX KOMMaKT-
n DVD-guckax, B pann /etc/fstab.pdac BKAYEHbI criegyoLwme 3anucu:
/dev/s*udf /run/user/*/media/* udf owner,group,nodev,noexec,noauto,

defaults 0 O

/dev/s*is09660 /run/user/*/media/* 1s09660 owner,group,nodev,noexec,noauto,
defaults 0 O

Mo ymon4yaHuio MoHTUpoBaHme PC, coaepKalmnxca B HEYYTEHHbIX pasaenax Ha GroYHbIX
yctponcteax USB-HakonuTenen, paspelleHo nosb3oBaTensam, Bxoasawmum B rpynny floppy. B
AaHHOM crnyyae MOHTMpoBaHWe ByaeT oCcyLecTBNATLCA B COOTBETCTBUM CO CriefytoLlen 3anmcbto
n3 panna /etc/fstab.pdac:

/dev/sd* /run/user/*/media/* auto owner,group,noauto,nodev,noexec,
iocharset=utf8,defaults 0 0

Mcnonb3oBaHne ykaszaHHOW 3anucu HeBO3MOXHO ana ®C Ext*, nockonbKy Anst HAX He
nogaepXumBaeTca onuua MOHTUPOBaHUA iocharset=utf8.

[ns MmoHTMpoBaHuA nonb3oBatensamn ®C, cogepkaLlmxcs Ha HeYYTEeHHbIX KOMMNaKT- U
DVD-aunckax, B KoHey, danna /etc/fstab HE06X0ANMO BKOYMTL CNEQYHOLLYHO 3aMuCh:
/dev/sr* /*home/*/media/* udf,is09660 wuser,nocauto 0 0

BHUMAHMUE! lNpu moHTnpoBaHum ®C, nogaepxmeatowen atpudytel UNIX n pacumpen-
Hble aTpubyThl, NpaBa 4OCTyNa Ha ans y4TeHHOro YCTpoOMCTBa He ByayT coBnagaTtb C npaBaMu
poctyna B ®C. Vicnonb3oBaHne MaHaaTHbIX aTpubyToB OyaeT orpaHMyeHo atpnbytamum, yCTaHOB-
NeHHbIMKU Ans anna ycTponcTea.

BHUMAHMUE! Vicnonb3oBaHue yd4teHHoro USB-Hocutens ¢ ®C VFAT BO3MOXHO TONbKO
npv BXode B CUCTEMY Ha TOM YPOBHE KOHPUAEHUNANbHOCTU, KOTOPbIN Ha3HaYeH agMUHUCTpaTo-
pOM NS 3TOro yCTPOMCTBA.

BHUMAHMUE! Mpu BkntoveHUn pexnma paboTbl C OTHY>KAAEMbIMUA HOCUTENAMWN C KOHU-
AeHunanbHOM MHpopmaunen Bce HeNnpuUBUIErMpoBaHHbIE Nosb30BaTeNy AOMKHbI ObITb UCKITHOYe-
Hbl U3 rpynnbl £1loppy.

BHUMAHMUE! lNpwu BkntoueHuun pexmnma pabotsel ¢ CD/DVD-guckamm ¢ koHdMaeHUnanb-
HOW MHOpMaLMen BCe HeENpPUBUIIErMPOBaHHbIE NOMNb30BaTENU AOSMKHbI ObITb UCKMIOYEHbI U3
rpynnbl cdrom.

BHUMAHMUE! Vcnonb3oBaHne yyteHHoro USB-HocuTtens ¢ ®C EXT4 (EXT3) BO3MOXHO
Nonb3oBaTeNAMN Ha pasHbIX AOCTYMHbIX UM YPOBHAX KOHmaeHunaneHocTu. Npn aTom agmum-
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HUCTpaTOp AO/MKEH 3aperncTpupoBaTb HOCUTENb AN AaHHOrO MNonb3oBaTens Ha TpebyeMbix
YPOBHSIX 1 co3aaTtb Ha ®C HocuTens cuctemy KatanoroB ¢ HEOOXOAMMbBIMU YPOBHSAMU KOHMU-
AeHumnanbHocTu. Hanpumep, ana paboTbl Ha HECKOMNbKNX YpoBHAX Ha USB-Hocutene ¢ ®C EXT4
aAMUHUCTPATOP MOXET UCMONb30BaTh CNEAYOLLY0 NporpaMMy, 3aaB HE0OX0AMMbIE NePEMEHHbIE
USERNAME 1 DEVICE):

#!/bin/bash

USERNAME="user"

DEVICE="/dev/sdcl"

mkfs.ext4 $DEVICE

mkdir -p /media/usb

mount $DEVICE /media/usb

fmultilevel

pdpl-file 3:0:-1l:ccnr /media/usb/

mkdir /media/usb/{0,1,2,3}

pdpl-file 0:0:0:0 /media/usb/0

pdpl-file 1:0:0:0 /media/usb/1

pdpl-file 2:0:0:0 /media/usb/2

pdpl-file 3:0:0:0 /media/usb/3

chown -R ${USERNAME}:${USERNAME} /media/usb/{0,1,2,3}

ls -la /media/usb/

pdp-1s -M /media/usb/

umount /media/usb
16.2. Perncrtpaums ycTpoucTB

PerncTtpauus yCcTponcTB B flokanbHom 6a3e yyeta yCTPOMUCTB OCYLLECTBMASETCS C UCMOfb-
30BaHMeM rpadomyecKkon yTUnuTbl ynpasrneHust nonutukon 6esonacHoct fly-admin-smc.

Peructpauus yctponcTs B 6a3e yyeta yctponcts ALD (cm. pasgen |8) ocyliecTBnsaeTcs ¢
NCNonb3oBaHWEM rpadnveCcKon YTUNMTbI ynpaBneHnsa nonnTnkon 6esonacHoctn £ly-admin-smc
(fly-admin-ald) unm yTunntbl KOMaHAHOW CTPOKM ald-admin.

YcTponcTBa naeHTUnumnpyoTca Ha OCHoBe aTpubyTOB MeHeXepa yCTpoUCTB udev. B
BONbLUMHCTBE CNyYaeB OCTAaTOMHO MCMONb30BaTh CepUNHLIM HoMep ID_SERIAL. B cnyyae, korga
ncnonb3oBaHne ans naeHTMduKaumm ycTpomcTea CEPUMHOrO HoMepa HEBO3MOXHO, HEOOX0AMMO
BblOpaTb OOMH UIM HECKONbBKO APYrMx aTpubyToB, obecnevmBaoLmMx naeHTndmKaLmo yCTponucTea.

[na npegoctaBneHnsa nonb3oBartensam goctyna K yctponcrteam (USB-HakonuTenu, ckaHe-
pbl, ONTUYECKME HOCUTENN) MO KNnaccuukaumoHHON MeTKE HEOBXOAMMO BbINOSTHUTL CreaylLlee
JencTBus:

1) 3anycTnTb OT UMEHU agMUHUCTpaTopa Yepe3 MexaHM3M sudo YTUNUTY ynpasneHus

nonuTukon 6esonacHocTn fly-admin-smc (CM. SNEKTPOHHYIO CNpaBKy) U BbibpaTb B
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aepese 06bEKTOB B 6OKOBOM NaHenn «YCTpONCTBa M NpaBuna — YCTPONCTBay;
2) HaxaTb kHorky [Co3aaTb HOBbLIW 3fIeMEHT] Ha NaHenun MHCTPYMeHTOoB. [loxaaTbes no-
SABNEHUs rpadoU4eCcKoro OkHa 1 NOAKNHYUTL YCTPOMUCTBO O4HUM U3 CriefyoLwmx cnocobos
B 3aBMCUMOCTU OT TuMa yCcTpoucCTBa:

- nogkntounTtb USB-Hakonutens k USB-nopTy koMmnbloTepa;

- nogkntounTb kabenb USB-ckaHepa k USB-nopTty koMmnbloTepa;

- BCTaBUTb ONTUYECKUIN HOCUTENb B YCTPONCTBO YTeHns CD/DVD-amckos.
3) B nosiBUBLLEMCS NepedHe BblbpaTb YCTPOMCTBO U OTKPbITh ero « CBOMNCTBa;
4) B crnvcke CBOMCTB YCTPOWCTBA AOMKHbI BbITb OTMEYEHbI CTPOKM criefytoLero suaa:

- ana USB-Hakonutenen (0TMEYEHO N0 YMOSYaHUKO):

ID_SERIAL 3HaueHUue

- 0115 cKaHepoB (OTMEYEHO MO YMOSYaHuIo):

ID_SERIAL 3HaueHUue

PRODUCT 3HaueHUue

- AN oNTUYeCcKnX Hocutenen (0TMe4YeHo No YMONYaHUIo):

ID_SERIAL 3HaueHue

Mo3Bonser naeHTMUUMpoBaTh YCTPONCTBA, HA KOTOPbIX BydeT oCcyLeCTBNATbLCSA

paboTa ¢ ONTUY4ECKUMMU HOCUTENSMM.

ID FS_LABEL 3HaueHUe

Mo3BonsaeT naeHTUMUNpoBaTb ONTUYECKUIA HOCUTEND.
Mpn HeoBXxo4MMOCTM MOXHO BblOpaTh Apyrne CBOMCTBA;
5) nobaBunTb YCTPONCTBO, HaXkaB KHomnky [Aal;
6) B none «HanmeHoBaHWe» yka3aTb HaMMeHOBaHWE YCTPOWNCTBA;
7) Bo Bknagke «O6wue» Heobxoaumo BbibpaTb nonb3oBaTens, rpynny (Brnagenbua
YCTPOWCTBA) M 3a4aTb NpaBa AocTyna And nonb3oBaTens, rpynnbl U BCEX OCTalbHbIX;
8) ykasaTb KnaccugukaumoHHY0 MEeTKY, Ansa aToro Bo Bknagke «MPL» BbiGpaTb nepapxm-
YECKNN YPOBEHb KOHMAEHUMANBHOCTU N YKa3aTb HAabop HeMepapxmyecknux Kateropumn
KOH(pnaeHumMansHoCTy;
9) HasHauMTb NapamMeTpbl pernctTpaunm cobbiTUi, CBA3AHHbLIX C YCTPONCTBOM. [1n1s aToro
BO BKIlagke «Ayaut» Heobxoammo BbiOpaTb cobbiTue n peaynerar («Ycnexy», «OTkasy),
noanexatime permcrpaumu;
10) Ha3Ha4nTb JoNoSHUTENbHbIE HAbOopPblI NpaBun AN YCTPOMCTBA U3 crivcka npasun,
CO3[aHHbIX BO BKraake 60koBov naHenu «YcTtponctea u npasuna — lNMpasuna» (B 4aHHOM
BKnagke cosgaetcsi Habop npaBun Ans MeHemxepa ycTponcts udev (cm. [16.1);
11) NPUMEHUTb U3MEHEHNS, HaXKaB KHOMKY [[TpuMeHnTb U3MeHeHus] Ha NaHenn NHCTPY-

MEHTOB.
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lMocne nepenogknoyeHnst yCTpoMCTBa Bnageney, yCTporucTea unm nofnb3oBaTenu us rpyn-
Mbl CMOTYT MOHTUPOBATb YCTPONCTBO, MPU 3TOM Ha TOYKY MOHTMPOBaHUA ByayT yCTaHaBNMBaTbLCA
yKasaHHble MaHAaTHble aTpubyThbl KNacCUUKaLMOHHON METKN (MepapXmnyecknii ypoBeHb KOHMU-
AEHUNanNbHOCTU N Henepapxmyeckune Kateropum KoHaeHUManbHoCTh).

BHUMAHMUE! B cnyyae ecnu BKIOYEH MaHOATHbLIA KOHTPOMb LENOCTHOCTU, TO OEWn-
CTBUSA NO NPeaoCTaBMeHUIO Norb30BaTeNsiM JOCTYNa K yCTPOUCTBAM AOMKHbI OCYLLEeCTBNATLCS OT
afiMUHUCTPATOpPa Ha BbICOKOM YPOBHE LIESTOCTHOCTM (MO yMonyaHuio 63).

BHUMAHMUE! Yuet pasgenoB CbeMHbIX HakonuTernen, cogepxalinx gannoByto cucte-
My NTFS v gpyrue cannosble cuctemMbl, MOHTUPYEMbIE C UCMONb30BaHNeM TexHonorunm FUSE
(Filesystem in Userspace — dannoasi cucteMa B nosib30BaTefIbCKOM MPOCTPaHCTBE), JOSHKEH OCY-
LLIECTBIISAIETCA TONLKO C HYNEeBOW KnaccudukaunoHHON MeTKON. [onb3oBaTens, KOTopbIA JOMKeH
paboTaTb ¢ NnogobHbIM pa3genom, HeobXOAMMO BKITHOUMUTL B NIOKanbHyo rpynny fuse.
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17. NOAOEPXKA CPEACTB ABYX®AKTOPHOWU AYTEHTU®UKALIMU

MoBbileHne HageXHOCTU ayTeHTUdUKALMM BO3MOXHO NyTEM NPUMEHEHUA MHOrOaKTOp-
HOW ayTeHTUdMKaLnn, T. e. ayTeHTUduKaLumm, B Nnpouecce KOTOPOW UCMOSb3YTCH ayTeHTUdUKa-
LIMOHHbIE (DaKTOPbl HECKOSbKUX TUMOB.

K dakTopam, KoTopble MOryT OblTb MCNOMb30BaHbI, OTHOCATCSA:

- BBog napons unu PIN-koga;

- BBOJ, OHOPAa30BbIX Naporien (CKpaT4-KapThl);

- npegocTaBneHne U3n4eckoro YCTpoMCTBa UM HOCUTENS, CoAepXKaLlero ayteHTudmka-

LIMOHHYIO0 MHopMaumto (cmapTt-kapTta, USB-TOoKeH 1 T.1.);

- npegocTaBneHne GUomeTpuyeckon nHopmaumm (oTneyaTkn nanbueB, n3obpaxeHne

ceTyaTku rnasa v T.n.).

Ha npakTuke B 60nbLUMHCTBE CryyYaeB UCNONb3yeTca AByx(akTopHasa ayTeHTudmKaumns
Ha OCHOBe BBOAA Napons ¢ OAHOBPEMEHHbIM NpefoCcTaBneHneM nosnb3oBaTtenemM omsanyeckoro
YCTPOWMCTBA UM HOCUTENS, cofepKaLlero JONONHUTENbHYIO ayTEeHTUMUKALNOHHYIO MHGOpMa-
yuto. [lononHUTenbHOM ayTeHTUMOUKALNOHHOM MHApOpMauuen B 3TOM criydae 0bbl4HO aBRsieTcs
pasMeLleHHbIN Ha YCTPOUCTBE cepTudmkaT nonb3oBaTerns.

[nsa obecneveHuns aByxakTopHOM ayTEHTUDMKALUK C MOMOLLbIO BHELUHETO HOCUTENS
NCMonb3yTCA creayrowme cpeacTsa U TEXHOSOIMMK:

- PKCS (Public Key Cryptography Standard) — rpynna ctaHgapToB kpuntorpadpum ¢ oT-

KPbITbIM KMHO4YOM, B YacTHOCTU, cTaHaapTbl PKCS-11, PKCS-12, PKCS-15, oTHocsawmecs

K paboTe ¢ KkpunTorpacmyecknmm ToKeHamu;

- X.509 — craHaapTt, onpegenaowunm popmMatbl 4aHHbLIX U npoueaypbl pacnpegeneHms

OTKPbITbIX KINOYEN C NOMOLLbI0 cepTUdUKATOB C LMGPOBLIMU MNOLAMUCAMU, KOTOPbIE NPEeAo-

CTaBMnATCA yaocToeepsowmmMmn LeHTpamm ceptudukaumm (Certification Authority (CA));

- OpenSC — Habop nporpaMMHbIX YyTUNUT U Bnbnuotek gna paboTbl ¢ HOCUTENAMM

ayTeHTMdUKaLMOHHOM NHpopmaLmm nonb3osBartens (cmapTt-kapTol, USB-TokeHbl), cogep-

Xaiume pyHKUMKM ayTeHTumnkauumn, kpuntorpadpumn n undgposon nognucu. Nogaepxusaet

ctaHgaptel PKCS-11, PKCS-15;

- OpenCT — Habop ApanBepoB YCTPOUCTB ANis paboTbl C HOCUTENSMN ayTeHTUduKaun-

OHHOW MHpopMauun (yctapesLuni);

- OpenSSL — nporpammMmHoe cpeacTBo Ans padoTbl ¢ Kpuntorpauyeckmm NpoToKOSIOM

SSL/TLS. lMNossonset co3gaBathb kntoun RSA, DH, DSA n ceptudmkatel X.509, nognucol-

BaTb UX, popmmpoBaTtb hannel ceptudmkatoB CSR n CRT. Takke nmeeTtcsi BO3MOXHOCTb

TectmpoBaHus SSL/TLS coeanHeHui. MNogaepxneaet MexaHU3M QMHAMUYECKN NOAKITHO-

YyaembIx bnbnmoTtek anropmnTmMoB 3aLlmTHOIo I'Ip806pa3OBaHVIF| OaHHbIX, T.e. MeXaHU3Mm
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NOOKNIOYEHNS BHELIHUX MOAYen, cogepxalwmnx AononHUTeNbHble anroputmel. C ncnosnb-
30BaHMEM yKa3aHHOro MexaHuama obecneumBaeT paboTy ¢ anropyutMamMm 3aLuTHOrO
npeobpasoBaHusa gaHHbIX B cooTBeTcTBMU ¢ TpeboaHnamum FOCT (nakeT 6Gubnmnotekn
anroputmoB NOCT libgost-astra);

- PC/SC — Habop cneundmkaumn gna goctyna K cMapT-KapTaw;

- PKINIT (Public Key Cryptography for Initial Authentication in Kerberos) — ctangapt uc-
NOMb30BaHMA KPUNTOrpadun ¢ OTKPLITHIM KINKOYOM B KayecTBe hakTopa ayTeHTudunkaumnm
B npoTokone ayTeHTudukauum Kerberos (cm. [8.1.4).

[ByxdakTopHas ayTeHTUdUKALUNSA MOXET NPUMEHATLCA KaK B Criydae MUCMNonb30BaHUS

nokanbHOW ayTeHTUdMKaumm, Tak U B cny4vyae ucnonb3osanus EMM.

17.1. AyTeHTU(MKaumMa C OTKPbITbIM KIOYOM (MHpaACTPyKTypa OTKPbITbIX

KIHo4en)

lMpu gocTyne K pecypcamM MHPOPMALMOHHBLIX CUCTEM YACTO MUCMONb3YTCHA KpunTtorpa-
domyeckne MexaHuU3Mbl, OCHOBAHHbIE HAa aCCUMETPUYHBLIX KpunTorpaduyecknx anropyutMmax u
cepTudUKatax oTKpbITOro Knwoya. NpumMeHeHne ykasaHHbIX MeXaHU3MOB B MH(OPMaUMOHHbIX
cuctemax obecnevmBaeTcsa MHPACTPYKTOPOM OTKpbITbIX Kntoden PKI, koTopasa BKMoyaeT B ce-
651 Habop annapaTHbIX U NPOrpaMMHbIX CPeACTB, NOMUTUK U Npoueayp Co3aaHus, yrnpaBneHus,
pacrnpocTpaHeHus1, UCMOMNb30BaHUA U OT3biBa LMPOBbLIX CEPTUIUKATOB.

B ocHoBe PKI nexut ncnonb3oBaHue Kkpuntorpagouyeckon CUCTEMbI C OTKPLITHIM KIHOYOM
N HECKOIbKO OCHOBHbIX MPUHLMMOB:

- 3aKpbITbI KMOY N3BECTEH TOSLKO €ro BnagenbLy;

- YOOCTOBEPSAIOLNIA LIEHTP co3aeT cepTUduKaT OTKPbITOro Krkya, Takum obpasom yao-

CTOBEPAA 3TOT KIHOY;

- HUKTO He JoBepsieT Apyr Apyry, HO BCe LOBEPSIOT YAOCTOBEPSIOLWEMY LIEHTPY;

- YOOCTOBEPSIOLMIA LEHTP NOATBEPXKOAET UM ONpoBepraeT NPUHaANeXHOCTb OTKPbITOro

KInoya 3agaHHOMY nuuy, KOTopoe BnageeT COOTBETCTBYIOLLMM 3aKPbITbIM KIHOYOM.

AyTeHTUdUKaLmMs Ha OCHOBE KroYer UCnonb3yeT ABa Krya, OOUH «OTKPbITbIN (My6-
NINYHBIN KMOY), KOTOPbIM AOCTYNEH KaXX40My, 1 BTOPON «3aKPbITbIN» (CEKPETHLIN KIOY), KOTOPLIN
AOCTYyNeH ToNbKO Bnagensuy. B npouecce ayteHTUdMKaLUN UCMONb3YOTCH KpunTorpadguyeckme
anropuTMbl C OTKPbITLIM KIKOYOM 41151 TPOBEPKM NOANMHHOCTM Nonb3oBatens. [1pn 3ToM CeKpeTHbIN
KN4 HaxoauTCs HENOCPEACTBEHHO Y NOSb30BaTeNs, @ OTKPbITLIN KITHOY MO 3aLUMLLEHHbIM KaHanam
CBA3M NepefaeTcs B Te CUCTEMbI, KOTOPblE LOMKHbI C €ro NOMOLLbIO NPOBEPATL NOANIMHHOCTb
nosib3oBaTens.

B kauecTBe 31eKTpoOHHOro NpeacTaBieHns KnioYen NCnonb3yrTea LMgpoBblie cepTudum-

kaTbl. CepTudukaTt aBnseTca yaocToBepeHMEM NPUHAANIEXHOCTM OTKPbLITOro Kntoya. Lindpposon
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cepTuduKkaT ycTaHaBNMBaET U rapaHTUPYET COOTBETCTBME MEXAY OTKPbITbIM KITHOHOM M ero Bna-
aensbueM. CepTudukatbl BblAaloTCa cneumanbHbIMU YNOTHOMOYEHHbIMU opraHu3aumnamm — CA.
CepTudukatbl MOryT ObITb UCMOMB30BaHbl HE TONBLKO AS1S ayTeHTUdmKaumm, Ho 1 ons npegocTas-
neHus nsbuparternbHbIX NpaB AOCTyna, B TOM YXCHe 1 npasa noanucu Apyrux ceptngukaTos.

B pamkax nsonmpoBaHHOM MHOPMALMOHHOW CUCTEMbI CPEACTBOM BbIpabOTKM U NOAMMUCHI-
BaHUSA LMPPOBLIX CEPTUPIUNKATOB MOTYT ObITb UCNOMb30BaHbI PasfnMyHble NPOrpaMmHble CpeacTBa,
HanpumMmep, openssl. B aTOM cnyyae Takoe CpedCcTBO MOXET BbICTyNaTb B POMW FIOKanbHOro
YOOCTOBEPSIOLLErNO LieHTpa A5 CO34aHusA KNoYeBbIX Nap U cepTudUKaToB KITMEHTOB U CepBEPOB

CUCTEMBI.
17.2. CocTaB cpeAcTB noaaepXku AByxcakTtopHon ayTeHTUMKaumm

B coctaB OC BxogaT HeobxoauMble NporpaMMHbIe MHCTPYMEHTbLI 1 B1ubnunoTteku, peanu-
3yloLLMne nepeymncrieHHble cpeacTaa n TexHonornn. CeegeHns o cogepawmx ux nporpamMmmMHbIX

nakeTax npveeaeHsbl B Tabnuue 59

Tabnuuya 59
HavmeHoBaHue OnucaHue

opensc Habop nporpaMmmHbIx ytunut n 6ubnmnotek OpenSC

pcscd Cnyx6a goctyna k cmapT-kaptam Yepe3 PC/SC

libpcsclitel Bubnnoteka goctyna Kk cmapT-kaptam yepes PC/SC
Habop apaliBepoB yCTPONCTB paboThl C HOCUTENAMU ayTEHTUGU-

openct .
KauunoHHon nHdgpopmauum (OpenCT)

libopenctl Bubnunoteka ApanBepoB yCTPOMCTE paboTbl C HOCUTENSIMK ayTeH-
TndukaunoHHom nHgpopmauumn (OpenCT)

libocid PC/SC gpaieep gnsa CCID coBmecTMbix USB ycTponcTB paboTbl
C HOCUTENSMU ayTEeHTUUKaLMOHHOM MHopMaLnu
- -

openssl porpaMMHOE CpefcTBO reHepauuu Kroden n ceptudukaTos

OpenSSL

libengine-pkcsll-openssl

Pacwupenne OpenSSL ons nogaepxkn mogynen PKCS-11

1libpll

Bubnuoteka nogaepxkn PKCS-11

libpam-pll

Moarpyxaembin Moaynb ayTeHTUMKaLUMM C NOMOLLBbIO CMapT-
kapT PKCS-11

libpam-pkcsll

MNonHodyHKUMOHaNbHbIN NOArpyXaemMbli MOAYIb ayTeHTUdMKa-
LUK ¢ nomoLLblo cmapT-kapT PKCS-11

krb5-pkinit

Pacwupenne MIT Kerberos V5 gna nogaepxkn PKINIT

Bonee nogpobHoe onucaHne cM. B pyKOBOACTBE man.
BHUMAHMUE! lNepen ucnonb3oBaHnem CpeacTB ABYX(AKTOPHOW ayTeHTUdUKaLnm SO5xK-
Hbl ObITb YCTAHOBMNEHbI NepeYncrieHHble nakeTbl. I3 nocneaHnx Tpex nakeToB OOMMKHbI BbiTb

BblIGpaHbl MMEHHO Te, KOTopble ByAyT NPUMEHSATLCSA AN OpraHM3aunn NokanbHOro Bxoaa Mnosib-
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3oBaTens (libpam-pll unu libpam-pkcsll) UM AOMEHHOrO BXoAa Nornb3oBaTtens B cryyae

ncronb3doBaHuna EMM (krb5-pkinit).
17.3. YnpaBneHue ceptucpukaramm

[ns obecnevyeHnsa ayTeHTUMKALUN C OTKPbITBIM KITHO4OM B MHPOPMAaLIMOHHOW cucteme
Heob6xoaMMO UMeTb HAabop KIYEBLIX Nap U CEPTUANKATOB PECYPCOB CETU (CEPBEPOB MK CIyX0)
N ee KNMeHToB (nonb3oBaTtenen). PopmupoBaHne 1 NognucbiBaHne cepTMdMKaTOB BbIMOSTHAETCA
C MOMOLLbIK YOOCTOBEPSAOLWEro UeHTpa MHgpopMaumMoHHon cuctemsbl. [poueaypa nosnyyeHus
Heobxo4MMoro Habopa cepTUdUKaATOB 3aKNYAETCH B CeayoLeM:

1) cbopMUpYLOTCS KNOYM N KOPHEBOW CepPTUdMKAT YAOCTOBEPSAIOLLENO LEHTPA;

2) Ons KaXgoro cepBepa Uiy KIMeHTa reHepupyeTcs KroyeBas napa;

3) Ha OCHOBe MONyYeHHOWN KrYeBOW napbl opMUpyeTcs 3asiBka (3anpoc) Ha cepTudu-

Kar;

4) Cc NOMOLLIbIO yOOCTOBEPSIOLLErO LIEHTPa MO 3asBKe BbiNUCbIBAETCA cepTudumkar;

5) nonyyeHHas KrodeBas napa n cepTudunkaT COXpaHATCA B COOTBETCTBYOLLME MecTa

CUCTEMBI.

MpnmeyvyaHue. [eHepaunsa KNOYEBBLIX Nap U PopMUpoBaHME 3asIBOK MOXET BbIMONHAT-
CH Kak NporpamMMHbIMU CpecTBaMn, Tak U C MOMOLLbIO annapaTHO-NPOrpaMMHbIX BO3MOXHOCTEN
YCTPOWMCTB ayTeHTUUKaLNN.

BHUMAHME! B otnnumne ot reHepauum KnoyeBbiX Nap u OpMUpPoBaHNS 3asiBOK, KOTO-
pble, KaK npaBuno, BbIMOMHAITCSA Ha paboyeM MecTe KIMEHTa, BbiNUCbIBaHNE cepTudumKaToB

[AOIMKHO NPOM3BOANTCS MO MECTY PacronoXeHUs1 yA0CTOBEPSIOLLETO LEHTpa.

17.3.1. Co3paHune kopHeBoro ceptudukata CA

KopHeBown cepTudmkaT aBngeTca cepTuduKkaTtom camoro yaocToBepstowero LueHTpa n
ncnosb3yeTcs Ans nognucun n yaoctoBepeHus NoaSIMHHOCTU OPpYrMx cepTudukaToB. ABnsercs
camMonoAnucaHHbIM.

leHepaums Kno4YeBOW Napbl YAOCTOBEPSIOLLErO LIEHTPa N CO34aHNSa ero caMmonoanncaHHo-
ro ceptTudmkara ¢ NoMoLLbI openssl BbINOMHAETCA cregyowmm o6pa3omM (MCnonb3yeTcs KIou
RSA anuHon 2048 6uT):
openssl genrsa -out cakey.pem 2048
openssl req -key cakey.pem -new -x509 -out cacert.pem

BHUMAHMUE! KopHeBown cepTudukaT asnaetcs Hambonee CeKpeTHbIM 3fIEMEHTOM WH-

pacTpyKTypbl OTKPbITbIX KIMOYEN U A0MKEH ObiTb HAAEXKHO 3aLUULLEH.

17.3.2. NeHepauunsa Kn4YeBbIX Nap
eHepauus KIo4eBOM napbl MOXET BbIMNOMHATCA C MOMOLLbIO openssl (MCNOMb3yeTcA
kntod RSA anuHon 2048 6uT):
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openssl genrsa -out key.pem 2048
[Mpy HanNU4MM COOTBETCTBYIOLLETO YCTPONCTBA UIM HOCUTENSA reHepauns KnioveBon napsbl
AormkHa 6bITb BbINOMHEHA € Ucnonb3oBaHneM PKCS ytunut:
pkcsl5-init --generate-key rsa/2048 --auth-id 02 --id 45
Mpu aTOM yKasblBaeTCsA yYHUKarbHbIM naeHTudunkarop ceptudgukarta id n sanpawmsaetca PIN-koa

nosib3oBaTtenada-eiiagernbLa TOKeHa.

17.3.3. Co3paHue 3asBKM Ha cepTtudmkar

[na nonyyeHHbIX ¢ NOMOLWbLI0 openssl KNOYEN 3adBKa Ha cepTudukaT cosgaercs crne-
ayowmm obpasom:
openssl req -new -out client.req -key key.pem
[Mpn aTOM yKa3bIBaeTCH NOMNyYeHHbIN paHee ann Kroyen key . pem.

B cny4yae ncnonb3oanus yctponcte PKCS-11 cosgaHue 3asaBku Ha ceptudukart Tpebyet
AOMNONHUTENBHOrO B3aMMoaencTBus openssl ¢ yCTponCTBOM. [Nocrne 3anycka openssl:
openssl
HeobxoQMMo noarpy3nTb Moaynb nogaepxkn PKCS-11:

OpenSSL> engine dynamic -pre SO_PATH:/usr/lib/ssl/engines/engine_pkcsll.so
-pre ID:pkcsll -pre LIST_ADD:1 -pre LOAD -pre MODULE_PATH:opensc-pkcsll.so

(dynamic) Dynamic engine loading support
[Success]: SO_PATH:/usr/lib/ssl/engines/engine_pkcsll.so
[Success]: ID:pkcsll
[Success]: LIST ADD:1
[Success]: LOAD

Loaded: (pkcsll) pkcsll engine

3aTeM BbINOMHUTL KOMaHAY CO34aHnsA 3asiBKM Ha cepTudumKar:

OpenSSL> req -engine pkcsll -new -key 1:45 -keyform engine -out client.reg
-subj "/C=RU/ST=Moscow/L=Moscow/0O=Aktiv/OU=dev/CN=testuser/
emailAddress=testuser@mail.com"

engine "pkcsll" set.

PKCS#11 token PIN:

OpenSSL>

Mpun 3TOM yKa3bIBaeTCA YHUKArbHbIN UAeHTUUKaTop ceptudmkaTa n sanpawmsaetca PIN-kog

Bnagenbua TokeHa. [ns npuBA3KN K CyObekTy MHAPOPMAaLMOHHOM CUCTEMBI YKa3blBaeTCcs ero

nosfiHoe nUms.

MpumeyvyaHune. NMapametp -key 1:45 ABNseTCa ykasaHMeM cnota cMapT-KapTbl U
naeHTudgukatopa B Buae <slot>:<id>.

MpumeyvyaHue. Cnocob hopmmnpoBaHus 1 3agaHns NOHOMO UMEHWU KNWeHTa 3aBUCUT

OT peanun3auunm KOHerTHOIZ I/lHd)OpMaLlMOHHOIZ CUCTEMBDbI. 3aHaCTle Ona 3Toro Ncnosb3yeTcA DN
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(Distinguish Name) nonb3oBaTtensi B cucteme.

[Mony4yeHHbIN 3anpoc cCoOXpaHAeTcs B (panne client. req.

17.3.4. BoinucbiBaHne ceptudumkara

lMonyyeHHasa paHee 3asBKa Ha cepTudmkaTt JormkHa bbITe nepedaHa B CA ang BbinucbiBa-
HUS cepTudurKara.

Mpun BbINUCbIBaHUK cepTudmnkaTa MoOryT ObiTb MCMNONb30BaHblI CrieunanbHbii dannbl
paclmpeHun OpenSSL, B KOTOPbLIX YKa3blBalOTCA AOMNOSTHUTESNbHbIE UCMONb3yeMble Nons cep-
Tndukatos. Hanpumep, B crniyyae ucnonb3oBaHusa PKINIT, koHQurypauma sagaetca dpannom
pkinit_extensions (cMm.[17.5.5), B KOTOpOM yka3aHbl AONONHUTENbHbIE NONSi CEPTUAUKATOB,
ncronb3dyemblx B Kerberos:

- Extended Key Usage (EKU) — ngeHtudmkatop (OID), ykasbiBaloLwwmii Ha TO, Kak nraHu-

pyeTcsa ucnornb3oBaTb cepTudukar;

- otherName — none, 3agatowiee npuHumnana Kerberos, a4ns KOTOPoOro BbIMUCbIBAETCS

cepTuduKar.

BHUMAHMUE! [Mepepn BbinucbiBaHMEM cepTUUKaTa MoXeT notpeboBaTbCcs ykasaHue
cybbekTa, Ansa KOTOPOro BbINOMHAETCS MOANMUCH C NOMOLLLIO NapaMeTPOB OKPYXKEHUS, Hanpumep:
export REALM=AKTIV-TEST.RU
export CLIENT=testuser

BbinuceiBaHne cepTudmrkaTta BbINOMHAETCA cregyowen KomaHaon openssl:
openssl x509 -req -in client.req -CAkey cakey.pem -CA cacert.pem

-out client.pem -CAcreateserial
Mpu aTom gnsa bopmmpoBaHMs NOANUCKU 3a4aeTcsl KOPHEBOW cepTuUdmKar.

MpumevaHwue. NapameTp -CAcreateserial CNyXuT ANa Co3gaHUS CEPUNHOIO HO-
Mepa HOBOro cepTtudukara. Vicnonbsyetcsa Tonbko Npu oopMMpoBaHNK NepBoro ceptudukaTa,
3ateM ucnosnb3dyeTcd napameTp —-CAserial cacert.srl Ang yBenvyeHUa JaHHOMO Homepa.

Mpn ncnonb3oBaHnn annoB paclUMpeHNn yKa3blBalOTCA LOMOMHUTENbHbIE NapaMeTpbl,
Hanpumep:
openssl x509 -req -in client.req -CAkey cakey.pem -CA cacert.pem -CAcreateserial

-extensions client cert -extfile pkinit extensions -out client.pem

NcnonbsosaHne PKINIT n dopmmposaHune ceptudmkatos B ElNI paccmatpuBaetca
B[7.5

lMocne nony4vyeHns rotoBoro cepTudukaTa OH COXpaHAETCs Ha TOKEHE U B AarbHenLwem

MOXET ObITb CYUTAH C HEro Ans pa3mMeLlleHna B CMNCKax OBEPEHHbIX CepTVI(bVIKaTOB.

17.3.5. NMpoBepka cepTudunkara
MpoBepka cepTudmkaTa MOXeT ObiTb BbINONHEHA KOMaHAOW verify YTUNUTbI openssl:

openssl verify -CAfile cacert.pem client.pem
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Mpn aTOM HEOBXOAMMO YKa3aTb KOPHEBOW cepTudmKaT.

17.3.6. CoxpaHeHue cepTucpukata Ha TOKeHe

CoxpaHeHue cepTudumkaTa Ha cmapT-kapTe PKCS-11 BbinonHseTca ¢ nomolubo PKCS
YTUIUT:
pkcsl5-init --store-certificate client.pem --auth-id 02 --id 45 --format pem
[Mpn 9TOM TakKe yKasblBaeTCs YHUKANbHbIN MAeHTUMKaTop cepTudmkara id n 3anpalinBaeTcs

PIN-kog nonb3oBaTens-snagensua.
17.4. HacTtpounka nokanbHoro Bxoga

[lna opraHmnsaumm nokanbHOro BXoga norb3oBartenen ¢ nomoubio cmapT-kapT PKCS-11
MOryT ObITb MCNOMNb30BaHbLI CreayroLune noarpy>kaemMmble MOAyNn ayTeHTUMKaLmK:

- Pam_p11 (libpam-pll) — nogrpyaembli Mogyrnb ayTeHTUUKaumMm ¢ NOMOLLbLIO

cmapT-kapt PKCS-11;

- PKCS#11 (1ibpam-pkcsl1l) — NOMHOYHKUMOHAMNBHbLIV NOArpYyXaeMblii MO4Yrb ayTeH-

TudmKaumm ¢ nomoubio cmapT-kapt PKCS-11.

17.4.1. Ucnonb3oBaHue moaynsa ayteHTudgpukauumm Pam_p11

MMakeT nogrpyxaemoro moaynsa ayteHTudukaumm Pam_p11 libpam-pll cogepxuTt B
CBOEM CcOCTaBe ABa MoAynda ayTeHTUdUKaLNK:

- pam_pll_ openssh — nogrpyxaembii Mogynb ayTeHTUdUKALUKN NOMb30oBaTess ¢ no-

MOLLLIO dhanna KIven openssh, pacnosioKeHHOro B ~/ . ssh/authorized keys;

- pam_pll_opensc — MOArpy>Xaembll MOAYMb ayTeHTUukaumum nonb3oBatens c

NMOMOLLIBIO CMUCKA [OOBEPEHHbIX CepTUPUKATOB MNOSib3oBaTesis, PacrofioXXeHHOro B

~/.eid/authorized certificates.

[na ncnonb3oBaHus ayTeHTUMKaLMM ¢ nomoLlblo cMmapT-kapT PKCS-11 B cekumm auth
COOTBETCTBYIOLLEro CLueHapus ayTeHTUrKaumm B katanore /etc/pam.d HeO6XoANMMO yKkasaTb
ncnonb3oBaHne Moaynsa n ero napameTpbl. Hanpumep, B obwem cueHapun ayTeHTUdmKaumm
/etc/pam.d/common_auth BO3MOXHO crieqyloLlee ykasaHue:

# here are the per-package modules (the "Primary" block)
auth [success=ignore default=die] pam tally.so per_user deny=10
auth [success=2 default=ignore] pam_pll opensc.so

/usr/1lib/x86_ 64-linux-gnu/opensc-pkcsll.so
auth [success=1 default=ignore] pam_unix.so nullok secure try first pass
30ecb B NepBY0 o4yepeab YKkasaHO MCMNONb30BaHME MOLYNsA ayTeHTUukaumm pam_pll opensc.
B kauecTtBe napameTtpa 3agaetcs NyTb kK Gubnuoteke opensc-pkcsll. so. Ecnun ayteHTUduKa-
umns ¢ nomolbio yctponctea PKCS-11 He Gbina ycnewHo npovssegeHa nunm ycTpomcTeo He BbIno

NOAKMIOYEHO, YKa3aHO NpUMEHeHe cTaHgapTHOM npouenypbl ayTeHTudukauum Linux.
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BHUMAHMUE! [ins 3agaHus NpuHygMTENbHOIMO UCNOoNb30BaHNA ayTeHTUMKaumm ¢ nomo-
b0 CMapT-KapT B CUeHapun ayTeHTUUKaAUUN He AOMKHO ObiTb YKa3aHO UHbIX MOAYEN ayTeH-
Tudmkauum, Kpome pam_pll opensc.so. B aTom cnyyae, ecnv ayteHTMdMKALNA C MOMOLLbIO
yctponctBa PKCS-11 He Gbina ycnewHo npov3BeaeHa nnu ycTponcTeo He BbIsio NogKo4eHO,
BXOA B cucteMy OyoeT HEBO3MOXEH.

[ormkHbl BbITb chopMMpoBaHbl BCe HEOBXOAMMbIE cepTUdMKaTbl U NOATOTOBMEHbI NEPCO-
HarbHble HOCUTENN ayTEHTUAUKALMOHHON MHAOPMaLUW.

[na BO3MOXHOCTM BXxOA4a Norib3oBaTens HeobXoauMO COXpaHUTb cepTuduKaT ¢ ero nep-
COHanNbHOro HocuTens (CMapT-KapTbl) B CNUCKe JOBEPEHHbIX cepTudmnkatoB. CNMCoK JOBEPEHHbIX
cepTMuKaToB nonb3oBaTens ykasbiBaeTcs B dpanne authorized certificates, pacnoso-

»XEHHOM B nogkaranore ~/ .eid ero gomallHero karanora.

Mpumep
mkdir ~/.eid
chmod 0755 ~/.eid
pkcsl5-tool -r 45 > ~/.eid/authorized certificates

chmod 0644 ~/.eid/authorized certificates

Mpun aTOM yKa3bIiBaeTCS YHUKaNbHbIV naeHTndukaTop ceptudukara (B npyumepe — 45) n
3anpawwmBaetcs PIN-koa Bnagensua TokeHa.
lMocne BbINOMHEHHbIX AENCTBUIA AaHHBIN NOMb30BaTENb MOXET OCYLLECTBIIATh fIOKanbHbIN

BXOZ C NMOMOLLIbIO CMapT-KapTbl, COAEepKaLLen COXPaHEHHbIN cepTudukar.

17.4.2. Ucnonb3oBaHue moaynsa ayteHTudgpukauumn PKCS#11

MakeT nogrpyxkaemoro mogyna ayteHTudgukaumm PKCS#11 libpam-pkcsll cogepXxuT
B CBOEM COCTaBe MoAynb ayTeHTUduKauumn pam_pkcsll n Habop Mogynen otobpaxeHus nonewn
ceptudurKarta B MMS Nosib3oBaTens CUCTEMbI:

- subject — oTobpaxeHne nons Subject cepTudukata B MMA Nonb3oBaTens;

- pwent — oToBpaxeHune nons CN B nond login unm gecos pesynbrata getpwent () ;

- 1ldap — oTobpaxeHue nongd Subject cepTudumKkaTa B y4eTHYI0 3annucbk LDAP;

- opensc — C MOMOLLbIO CrMcKa JOBEPEHHbIX cCepTUUKaToB norb3oBaTerns, pacnosno-

XEHHOro B ~/ .eid/authorized certificates;

- openssh — C nomMmowpbio danna Kwden openssh, pPacnosioKEeHHOro B

~/.ssh/authorized keys;

- mail — cpaBHeHue nonen email cepTudukara;

- ms — ucrnornb3oBaHune paclumpenns Microsoft Universal Principal Name;

krb — cpaBHeHMe ¢ nMmeHeM npuHuunana Kerberos;

- cn — cpaBHeHue nonsd CN;
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- uid — cpaBHEHME YHUKanbHbIX NOAEHTUHUKATOPOB;

digest — oTobpaxeHue umcpoBon NoANMCK cepTudmkaTa B MMs Nonb3oBaTens;

- generic — HacTpauBaemMoe O0TobpaxeHue coaepXXMmoro ceptudukara;

- null — o6paboTka HeayTEHTUDULMPOBAHHLIX Nofnb3oBaTenen (NULL, nobody).

Moaynb oToGpaxeHus OTBEeYaEeT 3a U3BMEYEHNe COOTBETCTBYIOLLErO Nong ceptudumkara u
CpaBHEeHMe NOoSTy4eHHOro 3Ha4YeHUs C pasnUYHbIMU BUAAMU NOEHTUPUKALNOHHOW NHopMaLn.
Mpun atom gnga 6onbIMHCTBA MOAYen MOryT BbiTb UCNONb30BaHbI COOTBETCTBYHOLME (hannbl
oToOpaXkeHus.

[ns npoBegeHus npouenypbl ayTeHTUdMKaUnM MOXeT BbITb ykazaHa Lenoyvka Ucnonbaye-
MbIX Moaynen otobpaxeHus. Npn aTom Mmoaynb null AOMKEH ObITb yKazaH NOCneaHnM.

[na HacTporkn mogyns Ucnonb3yeTca KOHPUrypaunoHHsin dann pam_pkcsll.conf,
KOTOpbI MO YMOMYaHuo JOmKeH BbiTb pacnosioXeH B katanore /etc/pam_pkcsll. B aTom
e Kartarnore no ymonyaHuio AOSMKHbI pacnonaratbCa U cannbl 0ToOpaXxeHna Ans moaynen
oTOoOpaxeHus.

KoHurypaumoHHein cpann pam_pkcsll.conf no3BonseT 3agatb napameTpbl MoAynA
ayTeHTMdurkaumm, cnocob pabotkl ¢ yctponctesom PKCS-11, cnocobbl npoBepkn ceptudumkaTa u
ncnonb3yemMble MOAynu otobpaxeHus. [na kaxgoro n3 moaynen otobpaxeHus nnu pabotbl ¢
ycTponctesom PKCS-11 B KOHbUrypaumoHHom danne npeaycMoTpeHbl CBOM CEKLUN napamMeTpoB.

BHUMAHUE! [Mepen wcnonb3oBaHMEM MOAYNs ayTeHTUduKaumMm OOmKeH ObiTb Co-
30aH katanor /etc/pam_pkcsll, B KOTOPOM JOSmKeH ObITb CO34aH U COOTBETCTBYHOLLMM
obpa3om HacTpoeH hanmn pam pkcsll.conf u3 wabnoHa /usr/share/doc/libpam -
pkcsll/examples/pam _pkcsll.conf.example.

[na ncnonb3oBaHus ayTeHTUMMKaLMM ¢ nomoLlbio cmapT-kapt PKCS-11 B cekumm auth
COOTBETCTBYIOLLErO CLeHapus ayTeHTUrKaumm B katanore /etc/pam.d Heo6XxoaAnMMO ykasaTb
ncnonb3oBaHne Moaynsa n ero napameTpbl. Hanpumep, B obwem cueHapuu ayTeHTUdmkaumm
/etc/pam.d/common_auth BO3MOXHO criegytoLlee ykasaHue:
# here are the per-package modules (the "Primary" block)
auth [success=ignore default=die] pam tally.so per_user deny=10
auth [success=2 default=ignore] pam_pkcsll.so
auth [success=1 default=ignore] pam_unix.so nullok secure try first pass
34ech B rnepByto ovepeb yKkazaHo MCMorb3oBaHWe Moayrnsa ayTeHTudukaumm pam_pkcsll. Ecnun
ayTeHTUrKaums ¢ nomoLbto yctponctesa PKCS-11 He Obina ycnewHo npon3segeHa unm ycTpou-
CTBO He BObIf10 NOAKMNIYEHO, YKa3aHOo NpUMEHEHNe CTaHAAapPTHOM nNpoueaypbl ayTeHTUdUKaLummn
Linux.

BHUMAHMUE! [1ns 3agaHnsa NnpuHyaOUTENbHOMO UCNoMb30BaHUA ayTeHTudunkaumm ¢ no-

MOLWbKO CMapT-KapT B CUeHapum ayTeHTI/I(bI/IKaLI,VII/I He OOMKHO OblTb YKa3aHO MHbIX Mo,u,yneﬁ
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ayTeHTUduKauumn, Kpome pam_pkcsll.so. B aTom cnyyae, ecnu ayteHTUdMKaLMS C MOMOLLbIO
yctponctBa PKCS-11 He Gbina ycnewHo npovssegeHa nnn yCTponcTBO He BbIf1o NOAKNIOYEHO,
BX0[, B cucteMmy byaet HEBO3MOXKEH.

[omkHbl BbITb chopMMpoBaHbl BCce HeOBXoaMMble cepTudmKaTbl U NOATOTOBIEHbI NepPCo-
HanbHble HOCUTENU ayTEHTUMPUKALMOHHON NHGOPMaLINN.

17.4.2.1. Hactpouka poctyna K yctpouctesy PKCS-11

[Ona wucnonb3oBaHUs pasnuMyHbIX BapuvaHTOB peanusauum Moayrnen B3anMopen-
ctBua ¢ yctponcrBamm PKCS-11 B kOH(purypaumoHHoM dharnne npenycMoTpeH napamerp
use_pkcsll module, 3Ha4eHMEM KOTOPOro AOMKHO ABMATLCA UMS pa3sgena KoOHUrypaumoHHo-
ro panna, onucbiBaloLLEro NapaMeTpbl KOHKPETHOrO MOAYIISi B3aMOLENCTBUS C YCTpoMUCTBaMu
PKCS-11.

OpfHMM 13 BapuaHTOB SBMSIETCA CTaHAAPTHbLIN MOAYINb opensc. [Ansa ero ncnosnb3oBaHus
HeobXxo4MMO 3a4aTh crnegylowme napameTpbl:
use_pkcsll module = opensc
pkcsll module opensc {

module = /usr/lib/x86_64-linux-gnu/opensc-pkcsll.so;

description = "OpenSC PKCS#1l1l module";

slot_description = "none";

ca_dir = /etc/pam pkcsll/cacerts/cacert.pem;

cert_policy = ca,signature;

token type = "Smart card";
}
B kauecTtBe napameTpoB 3agaetca nyTb kK 6ubnmoteke PKCS-11, nyTb K KOpHEBOMY cepTUdUKaTy
1 cnocob NpoBepkn cepTugmnkata nonb3osaTeng.

OnucaHne napamMeTpoB U NX BO3MOXHbIX 3Ha4YeHUn NpuBeaeHo B WabrnoHe KoHurypa-
LMoHHoro channa. Takke B WabnoHe NpUcyTCTBYOT NPUMEPbLI UCNONb30BaHNA OPYrMX MOAyNen
B3anmopgencTeums ¢ yctpormcreamm PKCS-11.

17.4.2.2. Hactpomnka ayTeHTUdUKALMM MO CNUCKY AOBEPEHHbIX cepTucdunkaToB

AyTeHTUMKaLKNA NO CAUCKY AOBEPEHHBLIX CEPTUGDUNKATOB, aHaNorM4yHasa NpUMeHsIeMon B
moayne ayteHTudpmkaumm Pam_p11 (cm. [17.4.1)), peanusyetcs mogynem otobpaxeHns opensc.
[nsa ero ncnonb3oBaHMs HeobXoAUMO 3a4aTh criefyoLlme napameTps:
use_mappers = opensc
mapper opensc {

debug = false;
module = /lib/pam_pkcsll/opensc_mapper.so

[lnsi BO3MOXXHOCTM BXoAa Nnorb3oBaTenst HeobxoanMo COXpaHUTb cepTUdUKaT Cc ero nep-
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COHanNbHOro HocuTens (CMapT-KapTbl) B CNUCKe JOBEPEHHbIX cepTudmnkatoB. CNnMCok JoBEPEHHbIX
cepTudUKaToB Nonb3oBaTens ykasbiBaeTcs B panne authorized certificates, pacnono-

»XEHHOM B nogkararnore ~/ .eid ero gomallHero karanora.

Mpumep
mkdir ~/.eid
chmod 0755 ~/.eid
pkcsl5-tool -r 45 > ~/.eid/authorized certificates

chmod 0644 ~/.eid/authorized certificates

Mpn 9TOM yKa3bIBaeTCA YHUKAnNbHbIN naeHTMduKaTop ceptudumkaTa (B npumepe — 45) n
3anpawwmBaetca PIN-koag Bnagenbua TOKEHa.

Mocne BbINOMHEHHbLIX AENCTBUIA AaHHbIN NOMb30BaTENb MOXET OCYLLECTBIIATh fIOKanbHbIN
BXO/, C MOMOLLbLI CMapT-KapThl, coaepKalllen coXpaHeHHbIN cepTudumkar.

17.4.2.3. HacTtponka ayTeHTUdMKaLMK No nonsam ceptudumkara

[Mopsagok HaCTPOMKKM ayTeHTUdUKaLUM No Nonsam ceptudukara onnucaH ganee Ha npumepe
ncnonb3oBaHnd nonsa Subject.

AyTeHTndumKauma no nonto Subject cepTudukata peannsyetca mogynem otobpaxeHuns
subject. [1pu npoBegeHun ayTeHTUdUKaLMM N3 ceptTudukaTa nssnekaercs none subject, no
3Ha4YeHNo KOTOporo 13 parna otobpaxeHus /etc/pam_pkcsll/subject_mapping Bblibupa-
eTcsa MMA nonb3oBaTens.

[ns ncnonb3oBaHns Moayrnsi otobpaxeHnsa subject HeobxoauMo 3agaTtb creaytowme
napameTpbl:
use_mappers = subject
mapper subject {

debug = false;
module = internal;
ignorecase = false;

mapfile = file:///etc/pam_pkcsll/subject_mapping;

dann otobpaxeHns /etc/pam_pkcsll/subject_mapping MMEET creayroLmnm BUA:
# Mapping file for Certificate Subject
# format: Certificate Subject -> login
#

/C=RU/ST=Moscow/L=Moscow/O=RBT/CN=testuser -> testuser
AHanornyHsiM o6pa3omM HacTpamBaeTCca UCNonNb3oBaHWe APYrux Moaynen oTobpaxeHus

(mail, cn u ap.).
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17.5. HacTtponka pomeHHoro Bxona (EMM)

Mpw ncnonbsoBanun ENMMM gna ayteHTUmnkaumm nonb3oBatenen NpUMMeHSeTCs JoBEPEH-
Has ayTeHTudmkaums Kerberos (cm. [8.1.4). Mo ymonuaHuio ayTeHTUdMKaLumM NnponsBoanuTcs no
napornto nonb3oBaTtens. B Toxe BpemMs CyleCcTByeT CTaH4apT UCNOMb30BaHMsA Kpuntorpagpum ¢ oT-
KpbITbIM KIMHOYOM B KayecTBe (pakTopa ayTeHTUukaumm B NpoTokone ayteHTnugukaumm Kerberos
PKINIT (Public Key Cryptography for Initial Authentication in Kerberos). 310 no3sonaet npuMeHsiTb
cepTudukatbl U, cregoBaTensHo, yctponctsa PKCS-11 gna ayteHTudukaumm no Kerberos.

[Ons ncnonb3yemoro BapuaHta Kerberos (MIT Kerberos V5) BoamoxHocTn PKINIT pea-
NN3YITCA NakeToM pacwmpeHus krb5-pkinit. Mpun aTOoM ONga npoBeaeHnsa ayTeHTudmkaumm
NCnornb3yeTcs NoArpy>Kaembli MOaynb ayTeHTudukaumm libpam-krb5.

BHUMAHMUE! [lepen HacTponkon AOMEHHOro BXxoda C MOMOLLBbIO CepTUdUKATOB C
ycTponctB PKCS-11 4omkHbl ObiTb BbINOMHEHbI CeAyoLmMe YyCroBUS:

1) ycTaHOBReHa n cooTBETCTBYIOLWMM 06pa3om HacTpoeHa cnyba ALD (cwm. [8.2);

2) HacTtpoeH gomeH ENIM n co3gaHbl HeobxoanMble NOMNb30BaTENN;

3) Ha KOMMbOTEPLI AOMEHA YCTAHOBIEH NakeT paclumpeHns krb5-pkinit;

4) nonyyeH unu cosgaH kopHeBoi ceptucmkat CA (cm. [17.3.1).

17.5.1. Co3paHue knwo4a un ceptudmkara kKoHtponepa gomeHa KDC

CosgaHune kntoyva n ceptudukara KoHTposnepa gomeHa KDC BbINOMHAETCS COrnacHo

anropuTtmy, onncaHHomy B(17.3.2}|17.3.3|n (17.3.4] cnegyowmm obpasom:
1) cosgaHue knoyeson napsl KDC:

openssl genrsa -out kdckey.pem 2048
2) cosgaHue 3asiBKM Ha cepTudmkar:
openssl req -new -out kdc.reqg -key kdckey.pem
I'Ipm 9TOM B none CN yKa3bliBaeTCca MM OMEHa3;
3) BbINMUCbIBaHWE cepTudmKaTa:
export REALM=<pgoMeH>
export CLIENT=<umMsA cepBepa>
openssl x509 -req -in kdc.req -CAkey cakey.pem -CA cacert.pem
-out kdc.pem -extfile pkinit_extensions -extensions kdc_cert
-CAcreateserial
[nsa BbinucbiBaHUsA cepTudurkata HeobxogmMmo Hannume danna pkinit_extensions
(cm. 1 3aaHHbIX 3apaHee 3HaYEHWIN NepPeMeHHbIX OKPY>XeHWst REALM 1 CLIENT.
B kauyecTBe KnneHTa B 3TOM crny4yae BbICTynaeT nMs cepsepa LOMeHa.
MpumevaHue. NapameTp ~-CAcreateserial CNyXuT ANa Co3gaHUS CEPUNHOIO HO-
Mepa HOBOro cepTtudukara. Micnonb3yetcs Tonbko Npu ooOpMMpoOBaHNK NepBOro ceptudukaTa,

3aTeM ucnonb3yetcd napameTp -CAserial cacert.srl Anga yBenuyeHusa gaHHoro Homepa.
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17.5.2. Co3paHue knio4ven n ceptucdukatoB nonb3oBartenen ENMM

CospgaHue knioden n ceptudmkartos nonb3osatenen ENMM BeinonHaeTca cornacHo anro-

putmy, onucaHHomy B([17.3.2, [17.3.3n[17.3.4]

BHUMAHME! Bce onepaunun no reHepaumn knroden n doopMmMpoBaHMio 3asBOK Ha CepTU-

donkaTbl LOMKHbI BbIMOMHATLCS C UCNOMNb30BaHMEM NEePCOHarnbHbIX HOCUTENEN ayTeHTUMUKALNOH-
HOW MHGOpMaLuMKM nornb3oBaTenen.
BbinucebiBaHne ceptudurkaTta BhINOMHAETCA cnegylowmm obpasom:
export REALM=<pgomMeH>
export CLIENT=<umsa NOOJIb3OBaTEJISA>
openssl x509 -req -in client.req -CAkey cakey.pem -CA cacert.pem
-extensions client_cert -extfile pkinit_extensions -out client.pem
[nsa BbinucbiBaHusA ceptudurkara Heobxogmumo Hannume danna pkinit _extensions
(cm. N 3afaHHbIX 3apaHee 3Ha4YeHWU NepemMeHHbIX OKpy)XeHust REALM n CLIENT. B

KayecCTBe KIiMeHTa B 3TOM Clly4ae BbICTyNnaetT nMmd nosrb3oBaTtesid AJOMEHa.

17.5.3. Hactpouka cepBepa EIM
Mony4yeHHble paHee Knoun N ceptudukatbl KOHTporiepa gomeHa KDC aomkHbl 6biTb
nomeLleHbl B Katanor /var/lib/krb5kdc/:
- kdckey.pem — cekpeTHbIn Kntod KDC;
- kdc.pem — ceptudpukat KDC;
- cacert.pem — KOPHEBOW cepTUMKAT.
B koHurypaumoHHom dgoamne cepsepa Kerberos /etc/krb5kdc/kdc.conf OOMKHbI
ObITb YKa3aHbl MyTU K UCNOSMb3YyEMbIM KIto4aM 1 cepTudukatam:
[kdcdefaults]
kdc_tcp ports = 88
pkinit_identity = FILE:/var/lib/krb5kdc/kdc.pem, /var/lib/krb5kdc/kdckey.pem
pkinit_anchors = FILE:/var/lib/krb5kdc/cacert.pem
Takke Anst BHOBb co34aBaeMbIX NMorb3oBaTenen goMeHa HeobxoaMmo BKOYNTL donar
preauth B COOTBETCTBYIOLLEN CEKLUUN KOHUrypaumoHHoro panna /etc/krb5kdc/kdc. conf,
Hanpumenp:
[realms]

TEST.RU = {
default_principal flags = +preauth

BHUMAHMUE! Kerberos npuHumnanbsl nonb3oBaTenen goMeHa OOSMKHbl MMeTb donar
requires_preauth.

lMocne 3aBepLueHns HacTpoek cnyxbbl Kerberos aomkHbl ObiTb NepesanyLeHsbi.
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BHUMAHUE! [ns coxpaHeHWs HacTpoeKk npu nepevHuumanmnsauum OOMeHa YKa-
3aHHble W3MEHEHUA [OSMKHbl OblTb BHECeHbl M B LWAbMoOH KOHGUrypauuoHHOro danna

/etc/ald/config-templates/kdc.conf.

17.5.4. Hactpounka pabo4ux mect

Ha komMmnbloTepax gomeHa, rae npegnonaraeTcs Ucnonb3oBaTh ayTeHTUMKAUUIO C MOMO-
wto yctporcte PKCS-11, pomkeH 6bITb co3gaH katanor /etc/krb5/, B KOTOPpOM HEO6X0OMMO
pasMecTUTb KOPHEBOW cepTudmKaT cacert . pem U NPy HEOOXOOUMOCTU cepTUdmKaThl NOSb30Ba-
Tenemn.

Takke B KOH(UrypauynoHHom anne /etc/krb5.conf AOMKHbI ObiTb YKa3aHbl NyTH K
KopHeBomy ceptudukaty CA n mogynto B3anmogenctena PKCS-11:

[libdefaults]
default_realm = TEST.RU
pkinit_anchors = FILE:/etc/krb5/cacert.pem
pkinit_identities = PKCS11l:/usr/lib/x86_64-1linux-gnu/opensc-pkcsll.so

BHUMAHUE! [ns coxpaHeHus HacTpoeKk npu nepevHuuuanun3aumm OoMeHa Yka-
3aHHble W3MeHeHUs [OOIKHbl OblTb BHeCceHbl M B WabrnoH KoHdurypaunoHHoro davna
/etc/ald/config-templates/krb5.conf.

[Ona peanusaumn ayteHTUdukaumm Kerberos ncnonb3syetcsa Mogysnb ayTeHTUduKkaumm
pam_krb5. so, pacnonoXeHHbIN B NakeTe 1libpam-krb5.

Mpu ncnonssosaHnn PKINIT cywectByeT BO3MOXHOCTb yKa3daHUsA AOMOMNHUTENbHbLIX Na-
pamMeTpoB Moaynsa ayTeHTudukaumm pam_krb5.so B (panne /etc/pam.d/common-auth B
CTpOKe, OTHOCSALENCS K pam_krb5. so:

- try_pkinit — pexum, Nnpy KOTOPOM OCYLLECTBNAETCS NOMNbITKA ayTeHTUudmkaumm ¢ no-

moLbto yctponTtes PKCS-11. B cnyyae npoBana nonbITkKU NpegoCcTaBnseTcsi BO3MOXHOCTb

BXoa C nomMoLLblo Kerberos napons nonb3oBarerns;

- use_pkinit — pexum, npu KOTopom TpebyeTcst ayTeHTUdmKaLms ¢ NOMOLLbI YCTPONT-

cB PKCS-11. B cnyyae npoBana npouecc Bxoda npepbIBaeTcs;

- pkinit_prompt — BbIBOA NpurnawieHna ons nogkntodeHus yctponctesa PKCS-11

neper BbINOMIHEHMEM MONbITKN BXOAA.

Bonee nogpo6Hoe onvcaHne cM. B pyKOBOACTBE man.

17.5.5. Npumep pkinit_extensions

Mpun BbINUCBIBAHUN cepTUUKaTa, Kak NpaBmno, UCNOoSb3YyTCS cheuuanbHblie dannbl
pacwmnpeHnint OpenSSL, B KOTOPbIX YKa3blBaAlOTCS OOMONHUTENbHbIE UCNOSb3yeMble Mosis cep-
TndukatoB. Hanpumep, B cnydae ucnonb3oBaHmsa PKINIT koHdurypaumns sagaetca doannom
pkinit_extensions, B KOTOPOM yKa3daHbl AOMNOMHUTESbHbIE NMOMS cepTUdMKaToOB, NCNOSb3ye-

MbiX B Kerberos:
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- Extended Key Usage (EKU) — naeHtndukatop (OID), ykasbiBatoLmii Ha TO, Kak niaHu-
pyeTcsi uCnonb3oBaTb cepTudmKarT;
- otherName — none, 3agatuwee npuHumnana Kerberos, ana KOToporo BbiNUCbIBaeTcA

cepTugukar.

Mpumep

®ann pkinit_extensions
[ kdc_cert ]
basicConstraints=CA:FALSE

# Here are some examples of the usage of nsCertType. If it is omitted

keyUsage = nonRepudiation, digitalSignature, keyEncipherment, keyAgreement

#Pkinit EKU
extendedKeyUsage = 1.3.6.1.5.2.3.5

subjectKeyIdentifier=hash

authorityKeyIdentifier=keyid, issuer
# Copy subject details
issuerAltName=issuer:copy

# Add id-pkinit-san (pkinit subjectAlternativeName)
subjectAltName=otherName:1.3.6.1.5.2.2;SEQUENCE: kdc_princ_name

[kdc_princ_name]

realm = EXP:0, GeneralString:${ENV::REALM}
principal name = EXP:1, SEQUENCE:kdc_principal_ seq
[kdc_principal_seq]

name_type = EXP:0, INTEGER:1

name_string = EXP:1, SEQUENCE:kdc_principals
[kdc_principals]

princl = GeneralString:krbtgt

princ2 = GeneralString:${ENV::REALM}

[ client_cert ]

# These extensions are added when ’‘ca’ signs a request.

basicConstraints=CA:FALSE
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keyUsage = digitalSignature, keyEncipherment, keyAgreement

extendedKeyUsage = 1.3.6.1.5.2.3.4
subjectKeyIdentifier=hash

authorityKeyIdentifier=keyid, issuer

subjectAltName=otherName:1.3.6.1.5.2.2; SEQUENCE:princ_name

# Copy subject details
issuerAltName=issuer:copy

[princ_name]
realm = EXP:0, GeneralString:${ENV::REALM}
principal name = EXP:1, SEQUENCE:principal_seq

[principal_ seq]
name_type = EXP:0, INTEGER:1
name_string = EXP:1, SEQUENCE:principals

[principals]

princl = GeneralString:${ENV::CLIENT}

17.6. NMpumeHeHne Rutoken ECP

OneKTpoHHbIN naeHtTudukatop Rutoken — ato komnakTHoe ycTponcteo B Buge USB-
Openoka, KOTopoe CryXWUT AN aBTopu3aunm NonNb3oBaTens B CETU UK Ha fIoKanbHOM KOMMboTe-
pe, 3alnTbl ANEKTPOHHON nepennucky, 6esonacHoro yaaneHHoro 4octyna K MHopMaLMOHHbIM
pecypcam, a TakkKe HaJeXHOro XpaHeHNsa NepcoHanbHbIX SaHHbIX.

Onepaunn ¢ TOKEHOM OCYLLECTBAAKTCA NyTeM BbiNonHeHna komaHg PKCS yTunut ko-
MaHAHOW cTpoku (Buga pkcsl5-* n pkcsll-*).

BHUMAHMUE! [1na dyHKumoHmposaHusa Rutoken ECP Heobxoanmbl nporpamMmHble nake-

Tbl: 1ibccid, pcscd, libpcsclitel.

17.6.1. "HMUManM3aumua ToKeHa

[Onsa nHnumanmsaymm TokeHa HeobxoaMMo nocrneaoBaTernbHO BbIMOMHUTL Crieayrolime
KOMaHAb!:
pkcsl5-init --erase-card

pkcsl5-init --create-pkcsl5 --so-pin "87654321" --so-puk ""
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pkcsl5-init --store-pin --label "User PIN" --auth-id 02 --pin "12345678"
—-—puk "" —--so-pin "87654321" --finalize
lMNepBas KOMaHOa BbINOMHAET MOSIHOE CTUpaHMe HocuTend. Btopasa doopmatnpyet Hocu-
Tenb B cootBeTcTBUN ¢ PKCS-15 ¢ 3agaHuem PIN-koga agMunHucTpatopa, a nocnegHsas oopmMmupy-
et PIN-kog nonb3oBarens-BrnagenbLa HocuTens, Kotopbin ByaeT ncnonb3oBaTbCsl BNOCNEACTBUN

ANs noaTBepXXaeHst onepauunii ¢ HocUTenem.

17.6.2. Co3paHue cepTucmkata Ha TOKEHe

MonyyeHve roToBoro TokeHa Nonb3oBaTesnsi NPOU3BOANTCS B COOTBETCTBUMN C OMUCAHHBIM
paHee anropMTMoM ¢ nomoLupio yTunut PKCS n ytunntbl openssl:

1) reHepauus kntoyeBol napbl nonb3osatens (17.3.2);

2) cosnaHue 3asBku Ha cepTtudukar (17.3.3);

3) BbinuceiBaHne ceptudukarta (17.3.4);

4) coxpaHeHue nomny4yeHHoro cepTtudukata Ha TokeHe (17.3.6).

BHUMAHMUE! lNpn paboTe Cc TOKEHOM crneayeTt yuntbiBaTb CIOT, K KOTOPOMY MOAKMHOYEHO

yCTpOIZCTBO, " I/I,El,eHTM(bVIKaTOp noJib30BaTeEs1AdA, KOTOPOMY MNMPUHaOSIEXUT TOKEH.
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18. COOBLUEHNA AOMUHUCTPATOPY

18.1. lnarHocTU4yeckmne cooodLLeHus

Mpn BO3HMKHOBEHWUM Npobnem B npouecce pyHKunoHnposaHns OC nosBnawTca guarHo-
CTUYeCKMe coobLleHns Tpex TUMOB: MHAPOPMAaLMOHHbIE, Npeaynpexaatowme n coobleHna ob
owmnbkax (npumepbl NpuBeaeHbl B Tabnuuax 62 cooTBETCTBEHHO). AOMUHUCTPATOP OOIKEH
npoaHanM3MpoBaTb ANArHOCTUYECKME COOBLLEHNS N NPUHATL MEPbI MO YCTPAHEHMIO NOSIBMBLLMXCS

npobnem.

Tabnunya 60 — MHdopmaumoHHble coobLueHuns

Coobuenne OC OnucaHwune dann
Setting hostname to <> YcTtaHoBKa MMEHM xocTa <> hostname
Setting domainname to <> YcTaHoBKa MMeHN AOMEHa Kak <> hostname
Statistics dump initiated BblBOO CTaTUCTUKM 3anyLUeH named
Query logging is now on Peructpauna ovepenen BkroyeHa named
Query logging is now off Peructpauna oyepenein BbiknoyeHa named
Unknown host HensBecCTHbIN XOCT dnsquery
Non reloadable zone He nepesarpyxxaemasi 30Ha named
Reconfig initiated lMepeKkoHpurypmpoBaHme 3anyLeHo named
Zone not found 30Ha He HangeHa named
Tabnuua 61— lNpegynpexgatowime coobLueHns
€MCTBMS MO YCTPaHEHUIO .
CoobueHne OC OnucaHue a yerp dann
npo6nemsbl
<>: You can’t change the
) , ) HeBepHoe ncnonb3oBa- | icnonb3oBatb COOTBET-
DNS domain name with this hostname
HWe KoMaHAbl CTBYIOLLYYIO KOMaHay
command
Could not find any active | AKTUBHbIE CeTEBbLIE NUH- | AKTUBUPOBATbL CETEBOW sendmail
network interfaces Tepdencobl He HangeHsbl | MHTepdenc
HepocTtatoyHo  npaB
You must be root to A P O6patntbcss K agMUHKU- | dnsdo-
ONa U3SMEHEHNA UMEHMN .
change the host name cTpaTopy mainname
X0ocCTa
Tabnuuya 62 — CoobueHnsa ob owmbkax
€MNCTBMSA MO YCTPaHEHNIO o
Coobuenne OC OnucaHue A yerp dann
npo6nemsl
HenssectHas owmnbka
Unknown server error cepBepa M3meHUTb NpaBa AocTyna | dnsquery
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OkoHyaHue mabnuue! 62

[encteunsa no yctpaHeHuto

dann
npo6nemsbl

Coobuenne OC OnucaHue

BHyTpeHHAs owwubka

pesonbBepa N3menuTb npasa goctyna | dnsquery

Resolver internal error

Superblock last mount
time (3HaueHWEe BpPEMeHU)
is in the future

HeBepHasi ycTaHoBKa
BPEMEHU

Cm.|[18.2 Cm.|[18.2

18.2. Llmknuyeckaa nepesarpy3ka KoMnbrTEpa no npuynHe HeBepHOW YCTaHOBKMU

BpemMeHu

Mpn BO3HMKHOBEHUM CHOS, CBA3AHHOIO C LIMKIIMYECKOMW nepesarpy3kon KomnbioTepa,
Heobxoammo Bo BpeMs 3arpy3kn OC npu NosiBNEHUN Ha 3KPaHE 3acTaBKM C MEPLAIOLLEN HALMUCHIO
«Astra Linux Special Edition» HaxaTb knasuwy <Esc>. Ecnu cpean otobpasmnsLumnxca coobLieHni
ecTb cooblleHne Buaa:

/dev/sdal: Superblock last mount time (Wed Feb 15 12:41:05 2017,
now = Mon Feb 15 12:45:37 2016) is in the future.
TO cboK cBsi3aH C HEBEPHOW YCTAaHOBKOW BPEMEHN.

[na yctpaHeHna c6oa HeobxoamMmo BoMTM B MeH HacTpouku NMHC n npoBepuTb Bbli-
CTaBreHHoe cucTemHoe BpeMs. Ecnn cuctemHoe Bpems oTCTaeT OT peasibHOro, To, BO3MOXHO,
3TO CBA3A@HO C OTKA30M 3fIEMEHTA NUTAHUS CUCTEMHOW NnaTtbl. B aTom cnyyae HeobGxogmMmo
3aMEHUTb 3NEeMEHT NUTaHUSA Ha CUCTEMHOM NaTte B COOTBETCTBUMN C yKa3aHUAMUN UHCTPYKLUN K
TEXHUYECKOMY CPEACTBY U YCTAHOBUTb KOPPEKTHOE CUCTEMHOE BPEMS.

Ecnn cnctemHoe Bpems B MeHto HacTpoek NMHC ycTaHOBNEHO BEPHO, HO LMKIIMYeckas
nepesarpyska npogorkaeTcsi, To coon MoxeT BbiTb CBSA3aH C HEBEPHbLIM NEPEBOAOM BPEMEHN HA
Oyaywyto gaty n obpartHo. [JaHHbIN cOOM NPOUCXOAUT €Crnn YCTaHOBUTb CUCTEMHOE BPeEMS Ha
OyayLwyto aaty, 3atem 3arpy3utb OC 1 yCcTaHOBUTb BEPHOE TEKYLLEE BPEMSA UMK Cpa3y YCTaHOBUTb
CUCTEMHOE BpeMs Ha npowleaLwyto aaty. [Ana yctpaHeHnsa gaHHoro c6osa Heobxoammo:

1) B MeHIo HacTpoek NMHC yctaHoBUTL CUCTEMHOE BpeMs Ha byayuyto aaTty, npu 3TomMm

AaTta JormkHa ObiTb No3Xe Aatbl, ykasdaHHOW B coobLeHun 06 owmnbke npu 3arpyske;

2) 3arpysutb OC;

3) co3gatb pann /etc/ef2fsck.conf ¢ cogepXUMbIM:

[options]

broken_system clock = true

4) co3gatb pann /etc/initramfs-tools/hooks/e2fsck-conf.sh C cogepxu-

MbIM:

#!/bin/sh
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PREREQ=""
prereqgs()
{

echo "S$PREREQ"

case $1 in

prereqgs)
preredgs
exit O

esac

/usr/share/initramfs-tools/hook-functions
CONFFILE=/etc/e2fsck.conf
CONFDIR=‘dirname "S$SCONFFILE"‘
if [ -f "SCONFFILE" ]
then
mkdir -p ${DESTDIR}${CONFDIR}
cp S$CONFFILE ${DESTDIR}S${CONFDIR}
fi
5) B TepMUMHare BbIMNOJTHUTb KOMaHAOY:

sudo update-initramfs -u

6) nepesarpy3ntb OC 1 yCTaHOBUTb TEKYLLEE BPEMSI B KQYECTBE CUCTEMHOIO.
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NMEPEYEHb COKPALLEEHUA

— 0as3a gaHHbIX

— eNHOoe NPOCTPAHCTBO MNosfib3oBaTenen

— KOMMJIEKC CPEaCTB 3alUnTbI

— nokanbHaga BblYUCIUTENbHAs CeTb

— MaHAaTHbIA KOHTPOSb LENOCTHOCTH

— HECaHKLUMOHUPOBaHHbIA JOCTYN

— onepauunoHHasa cuctema crneumnanbHoro HasHadeHust «Astra Linux Special Edition»
— nporpaMmma HavanbHOro crtapTa

— nporpaMmmHoe obecneyeHne

— cpefcTea 3awmTbl tHGOpMaLUK

— ceTeBas 3awuuleHHasa dannosas cuctema

— cucTema ynpasneHus 6aszamm gaHHbIX

— cuctema obmeHa coobLEHMAMN SNEKTPOHHOM MOYThI

— dhannosas cuctema

— Active Directory (cnyx6a katanoros)

— Access Control List (cnucok koHTponsa goctyna)

— Astra Linux Directory (eguHoe npocTpaHCTBO Norib3oBaTenemn)

— Application Programming Interface (nporpaMmHbIn MHTEPGENC NPUITOXEHNS)

— Address Resolution Protocol (npoTokon pa3spelueHns agpecos)

BOOTP — Bootstrap Protocol (npocto NnpoTokon AUHaMU4ecKon KoHUrypaumm xocra)

BSD

CA

— Berkeley Software Distribution (nporpammHoe nsgenve KanmgopHUNCKOro yHMBepcu-
TeTa)

— Certification Authority (ygoctoBepsitoLmin LLEHTP)

CephFS — Ceph File System (dannosas cuctema Ceph)

CIFS
DHCP
DIB
DIT
DN
DNS
FTP
FQDN
GID

— Common Internet File System (o6wwnin npoTokon goctyna K hannam HTepHeT)

— Dynamic Host Configuration Protocol (npoTokon anHammnyeckon KoHdurypawmm xocrta)
— Directory Information Base (MHdopmaumoHHasa 6a3a katanora)

— Directory Information Tree (MHdOpMaUnOHHOE AepeBO KaTanora)

— Distinguished Name (yHukanbHoe nms)

— Domain Name System (cuctema gOMEHHbIX UMEH)

— File Transfer Protocol (npotokon nepegayu ¢annos)

— Fully Qualified Domain Name (nonHocTbio onpegeneHHoe uMsi JOMeHa)

— Group ldentifier (ngeHTndmkatop rpynnbl)
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— HyperText Transfer Protocol (npoTokon nepegayn runeprekcra)

— Integrated Drive Electronics (BCTPO€HHbIN MHTEpdENC HaKonuTenen)

— Internet Message Access Protocol (npoTokon goctyna k coobueHnam B cetn NHTep-
HeT)

— Internet Protocol (mexceTteBor NpoToKon)

— ldentity, Policy, and Audit (cuctema no ynpaeneHuto ngeHtTudmkaumen nonb3oBartenen,
3agaHunda NoNUTUK JOCTyna n ayguTta ans ceten Ha 6ase Linux un Unix)

— InterProcess Communication (mMexnpoLeccHoe B3aMmogencrame)

— Key Distribution Center (LeHTp pacnpegeneHus Knoyen)

— Key Recovery Authority (cnyx6a BocCTaHOBNEHUSA Knto4ven)

— Lightweight Directory Access Protocol (nerkosecHbI IpOTOKON AOCTYyNa K cepBucam
KaTtanoros)

— Line Printer Remote (yaaneHHbIn NMMHENHbIN NPUHTEP)

— Logical Volume Manager (MeHemxep norn4ecknx ToMoB)

— Mandatory Access Control (MaHgaTHOe ynpasneHue 4oCTYnoMm)

— Mail Delivery Agent (areHT fOCTaBKM 3N1EKTPOHHOM MOYTbI)

— Metadata Server (cepBep MmeTagaHHbIX)

— Monitor (MoHuTOP)

— Mail Transfer Agent (areHT nepechbIfiku CoobLLEHNI)

— Maximum Transfer Unit (MakcumanbHas egnHuua nepegaydn)

— Mail User Agent (KnneHT anNeKTPOHHOW NOYThbl)

— Network Address Translation (npeobpa3oBaHue ceTeBbIX agpecoB)

— Network File System (ceTeBas ¢annosas cucrema)

— Network Information Service (ceTeBast HpopmaumoHHasa crnyxba)

— Name Service Switch (aucnetyep cnyx6bl UMeH)

— Network Time Protocol (npoTokon ceTteBoro BpeMeHn)

— Object Storage Device (yCTponcTBO XpaHEHNS 0OBHEKTOB)

— Pluggable Authentication Modules (nogkntodaemble Mogynun ayTeHTUdMKaLMn)

— Public Key Infrastructure (MHdpacTpyKTypa OTKPbITbIX KITHO4EN)

— Post Office Protocol Version 3 (no4toBbIn NpoTokon, Bepcust 3)

RADOS — Reliable Autonomic Distributed Object Store (6e3oTkazHoe aBTOHOMHOE pacnpeae-

RBD
RFC
RPC
SASL

NeHHoe XpaHunuie 06BbEKTOB)
— RADOS block device (bno4Hoe ycTponcTBo)
— Request For Comments (06wee Ha3BaHMe TEXHUYECKUX CTaHOAPTOB CeTU NHTEPHET)
— Remote Procedure Call (yaanéHHbin BbI30B Npoueayp)

— Simple Authentication and Security Layer (npoctasa ayteHTudpumnkaumsa n cnon 6es-
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OMNacHoCTK)
SATA  — Serial ATA (nocnegoBaTenbHbI NHTEPENC oOMeHa OaHHBIMU C HAKONUTENAMMU

MHdopMaumn, aBnaeTca passutnem nHtepdenca IDE)

SCSI — Small Computer System Interface (cuctemHbIn nHTEpPdENC ManbIX KOMMNBIOTEPOB)
SMB — Server Message Block (6nok coobueHun cepsepa)

SQL — Structured Query Language (s13blk CTPYKTYPUPOBaHHbIX 3anpocoB)

SSH — Secure Shell Protocol (npoTtokon 3alumiieHHon nepegadm nHopmMaumnm)

SSL — Secure Sockets Layer (npoTokon 3alunLLEeHHbIX COKETOB)

SSSD  — System Security Services Daemon (CUCTEMHbLIN AEMOH, YNpaBnAoLWMNIA AOCTYNOM K

yoaneHHbIM ANpPEeKTopuamMm n MmexaHmnimawm ayTeHTM(bVIKaLI,VII/I)

TCP — Transmission Control Protocol (npotokon ynpaBneHnsa nepegaden aHHbIX)
TLS — Transport Layer Security (NpoTokon 3almTbl TPAHCMOPTHOIO YPOBHS)

TTL — Time To Live (Bpems xun3Hu |IP-naketa)

UDP — User Datagram Protocol (npoTokon nonb3oBaTenbCKUX gentarpamm)

uiD — User Ildentifier (ngeHTndmkaTop nonb3oBarens)

URI — Uniform Resource Identifier (yHuduumpoBaHHbIN MaeHTUMUKaTop pecypca)
uTC — Universal Time Coordinated (yHuBepcanbHoe cKkoopaMHUPOBaHHOE BpeMS)
VFS — Virtual File System (BupTyanbHasa dannosas cucrema)

VIP — Virtual IP-adress (BupTyanbHbin IP-agpec)

VPN — Virtual Private Network (BMpTyanbHasa 4acTHas CceTb)

VRRP  — Virtual Redundancy Routing Protocol (ceTeBon NpoToKosn BUPTyanbHOro pe3epBupo-

BaHA MapLipyTmn3aTtopos, I'IpeD,Ha3Ha‘-IeHHbIIZ Ond ysennyeHud ,D,OCTyI'IHOCTVI)
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