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AHHOTALUA

HacTosiwuin OoKyMeHT SBnsieTcs onncaHnemM NpUMeHeHUs onepaunoHHOM CUCTEMbI Cre-
uManbHoro HasHadyeHus «Astra Linux Special Edition» PYCB.10265-01 (ganee no Tekcty —
0C).

B nokymeHTe onucaHbl HazHayeHne OC, ycnoBus ee NPUMEHEHUS, onNncaHve 3agadun, npu-
BeOeHbl BXOOHbIE U BbIXOAHbIE AaHHble. Takke NpuBeaeHbl CBeAEHMS NO NONyYeHUto 0GHOBEHNI
OC.
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1. HASHAYEHUE MNMPOIrPAMMbBI

1.1. HasHauyeHuUe

OC npegHa3Ha4yeHa AJia nocrtpoeHna aBtoMatun3dnpoBaHHbIX cucrtemMm B 3alneHHOM

UCMonHeHnn, obpabaTbiBatoLLMX MHGOPMALMIO, COAEPKaLLy0 CBEAEHUS, COCTaBNsAoLWMe rocyaap-

CTBEHHYI0 TalHy C rpupoM He Bbllle «COBEPLLUEHHO CEKPETHOY.

1.2. OCHOBHbIEe XapaKTePUCTUKMU

B coctaB OC BxogaT cnegytowime KOMMNOHEHTbI:

sapo OC;

cpeacTBa yctaHoBkM U HacTporikn OC;

CUCTEMHbIE N CEPBUCHbBIE YTUMNTBI;

6a3oBble ceTeBble CYXObl;

CpeacTBa opraHu3auum eanHoro NnpoctpaHcTea nons3osatenen (EMM);
nporpamMmmsbl 3aLLULLEHHON rpadnyeckon NOACUCTEMBI;

CpeacTBa ynpasrieHnsi NPorpaMmMHbIMKU NakeTamu;

cpencTBa pe3epBHOro KONMpoBaHUS U BOCCTAHOBEHUS AaHHbIX;
3aLlMLLEHHbIN KOMMMEKC NporpamMm neyaTn u yyeta 4OKYMEHTOB;
3alMLLEHHbIN KOMMMEKC NpOorpamMm rmnepTekcTtoBor 06paboTkn AaHHbIX;
3almueHHas cuctema ynpaeneHus 6asammn gaHHbIX;

3aLUNLLEHHbIA KOMMMEKC NporpamMmm 31eKTPOHHOW MoYThI;

nakeT 0OUCHbIX NporpamMm.

1.3. Bo3amoxHocTu

OC npenocTaBndeT creayome BO3MOXHOCTHU:

YCTaQHOBKY " d)yHKHMOHMpOBaHMe Ha cpeacTBax BbIYUCIIUTENBHOWN TEXHUKN C npouec-

COPHOWN apXUTEKTYpon «AnNbbpycy», a Takke NogaepXkky nepmndepnnHoro obopynosaHus;

noaaep’kKy OCHOBHbIX ceTeBbix npotokonos (TCP/IP, DHCP, DNS, FTP, TFTP, SMTP,

IMAP, HTTP, NTP, SSH, NFS, SMB);

OpraHvM3aLmio CETEBOr0 AOMEHA C LIEHTPAnM30BaHHbIM XPaHEHUEM YYETHbIX 3anucen;
Nnoaaep KKy 0TKa3oyCTOMYMBOrO pexuma paboTbi;

paboTy ¢ MynbTUMEOUNHBIMU OaHHbIMU;

paboTy C pensiuMoHHbIMM 6a3amMmn OaHHbIX;

paboTy C 3NEeKTPOHHOW MOYTON;

paboTy C rMnNepTeKCTOBbIMU AaHHbIMMU;

06paboTKy TEKCTOBbIX AOKYMEHTOB M 3MEeKTPOHHbIX Tabnuy pas3nmyHbIXx opmaTos.
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2. ycnosumda nPUMEHEHUA

2.1. TpeboBaHMA K TEXHUYECKUM CpeacTBam

Onsa dpyHkumoHnpoBaHna OC Heobxoguma cnefgyowasi MUHMManbHaa KoHUrypaumsa
obopyaoBaHus:

- annapaTHas nnatgopmMa — npoLueccop ¢ apxutektypon Anbbpyc-1C+, Onbbpyc-8C;

- onepaTuBHas namsaTb — He meHee 1 ['b;

- 06bem cBOOGOAHOIO ANCKOBOro NpocTpaHcTBa — He MeHee 10 Ib.

[ns yctaHoBkn OC Tpebyetcs:

- CTaHO4apTHbIN MOHUTOP;

- ycTponcteo YTeHus DVD-guckos nnu USB-uHTepdeinc.

[na dyHKUunoHMpoBaHua cuctembl nog ynpaeneHnem OC Hannyne ykasaHHbIX YCTPOWCTB

He obsa3aTenbHo.
2.2. CoBmecTMMOCTb C 060pyaOBaHNEM

LWTaTHOE, NpeaycMoTpeHHOE AOKYyMeHTaumen, gyHkunoHmposaHne OC obecneumBaet-
CH TONMbKO Ha pekoMeHgoBaHHOM mnarotosutenem OC coBmecTmom obopynoBaHuu. [NepeyeHb
pekoMeHOyeMOoro K NnpuMeHeHuto 0bopyaoBaHus, a Takke pernaMmeHT ceptTudurkauum Ha coBme-

CTUMOCTb ONybGnMKoBaHbl Ha canTe astralinux.ru.
2.3. Nopspok akcnnyatauum

Mopsgok ycTaHOBKK, HACTPOMKKU 1 akcnnyataumm OC ocyLecTBnsieTcs B COOTBETCTBUN
C 9KCnsyataunmoHHon gokymeHTaumen cornacHo PYCB.10265-01 20 01 «OnepaumoHHasa cucte-
Ma cneumansHoro HasHadyeHus «Astra Linux Special Edition». BegomMocTb akcnnyaTtaumoHHbIX
AOKYMEHTOBY.

[ononHuTtensHasa nHopmaumsa o nopsaake akcnyaTauumn, a Takke BapMaHThbl peanusaunm
oTAenbHbIX pewweHnn ¢ ncnons3osaHnem OC npmBeaeHbl B pyKOBOACTBAX man, 3NEKTPOHHON

cnpaBke 13 coctaBa OC n Ha opuumanbHOM canTe wiki.astralinux. ru.


astralinux.ru
wiki.astralinux.ru
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3. MOPAAOK OBHOBJIEHUA OC

B uensax obecneveHns cooTBETCTBUA n3gennsa TpedoBaHnsam 6e3onacHOCTN HpopmaLun
B 4aCTW YCTpaHEeHUs HEAOCTaTKOB U YA3BMMOCTEN N3OenNusa OCYLLEeCTBSETCH ero TeXHn4eckas
nogaepxka, npegycmarpuaroLLas BbiMyck odepeaHbiX (NNaHoBbIX) 0OHOBEHUI (HOBbIX BEPCUIA)

N BbINYyCK BHEOYEPEOHbIX (OnepaTUBHbLIX) OGHOBNEHWIA.
3.1. OuepegHoe (NnnaHoBoe) OOHOBIEHME

OuepegHoe (nnaHosoe) obHoBneHne OC npeactaenser cobon HoByto Bepcuto OC un
peLuaeT crneayLwmn KOMNNekc 3agav:

- obecneyeHne NoaaEPXKKN COBPEMEHHOIO 060pyaoBaHNS;

- peanusaumsi HOBbIX (PYHKLMOHAabHbIX BO3MOXHOCTEN NPOrpaMMHbIX cpeacTs (KOMMo-

HeHT) n3 coctasa OC;

- ycTpaHeHue oWwnbOoK 1 NOBbILEHNE YPOBHS 3aLLULLIEHHOCTH;

- noBblleHNe ygobcTBa UCNonbL3oBaHNAa U ynpaeneHmnss kKomnoHeHTamm OC.

JnueHsnatbl (NnoTpebuTtenn) onoBeLLaTCa 0 BO3MOXHOCTU U NOpsiAKE MOMyYeHUs oye-
peaHoro o6HoBneHns OC Kak C MCNonNb3oBaHMEM KOHTAKTHON MHAOpMaLMK, yKa3aHHON B 3aKrto-
YeHHbIX paHee NULEH3MOHHbIX AoroBopax (4OMOMHEHNSX K JIMLEH3VOHHBbIM JOroBOpaMm), Tak u
nyTem pasmeLlleHnsi COOTBETCTBYOLLEN MHOPMaLmMM Ha cante paspaboTumka astralinux. ru.

Mony4yeHne ovepenHoro obHoBneHns OC ocyLecTBNAETCA YCTaHOBMEHHbBIM NOPAAKOM
NPy 3aKNiOYEHNN COOTBETCTBYIOLLIENO NMMLEH3NOHHOIO JOroBopa (4OMNOMHEHNS K MMeoLeMycs
NULEH3MOHHOMY OOroBOpY).

KoHTponb LenocTHocTn notpebutenammn odepeaHoro obHoeneHnsa OC (BXOQHOW KOHTPOIb)
OCYLLIECTBNSAETCS NOCPeaCcTBOM noacyeTa KOHTPOrbHbIX cyMm DVD-guckoB. 3HavyeHMs KOHTPOrb-
HbIX CYMM U NMOpsigoK MX BblMMCNeHna onpeaeneHsl B JokyMmeHTe PYCB.10265-01 30 01 «Onepa-
LIMOHHasA cuctema creumanbHoro HasHadeHus «Astra Linux Special Edition». ®opmynsap».

[ononHnTenNbHbIN KOHTPOSb LIENOCTHOCTU hansfioB, BXOASALWMX B COCTaB ovYepenHoro
obHoeneHus OC, ocylecTBnaeTcs:

- pernameHTHO — cpeacTBaMm KOHTPOSS LLeNOCTHOCTU NyTEM BbIYMCIEHUSI U CPaBHEHUS

KOHTpOmbHbIX cymM ¢annoB OC ¢ 3TanoOHHbIMM 3HAYEHUSIMU, YKa3aHHbIMW B dhanne

gostsums. txt, pasMeLeHHOM Ha ycTaHoBoYHOM gucke OC, B COOTBETCTBUM C Onuca-

Huem, npuBegeHHoMm B aokymeHTe PYCB.10265-01 97 01-1 «OnepaumoHHas cuctema

cneumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBogcteo no KC3. YacTtb 1»;

- aBTOMaTU4ECKN — CpeaCcTBaMmn OrpaHMYeHns NPorpaMMHON cpebl B COOTBETCTBUM C

onucaHunem, npveeneHHbIM B JokymeHTe PYCB.10265-01 97 01-1.

[oBeneHne oyepegHoro obHoBneHmsa OC 0O aBTOMaTU3MPOBAHHLIX CUCTEM B 3aliu-

LLIEHHOM MCMNofNHeHn MuHucTepcTBa 060poHbl Poccuiickon defepaunm ocyLecTBnseTca Yepes


astralinux.ru
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YMOITHOMOYEHHbLIN OpraH BOeHHOro ynpaenenna MuHmucrtepctea o6opoHbl Poccuinckon ®egepaumn.
3.2. BHeouyepegHoe (onepaTuBHOE) OGHOBNEHME

Mpn nonyyeHnn ceeaeHnn o Hanuumm B kKomnoHeHte OC ysi3BMMOCTM UNK HegocTaTtka,
KoTopasi MOXeT ObITb MCMONb30BaHa 4SS HApYLLUEHUS YCTAHOBMNEHHbIX NpaBus pasrpaHnyeHns
aocTtyna K nHgopmauum, paspabotymk OC Bbinyckaet BHeoyepeaHoe obHosneHune OC.

BHeouepeaHoe obHoBneHne OC MoxeT ObITb 4OCTYNHO B BUAE:

1) oTAenbHbIX UHCTPYKUUIA, coaepXamnx ceeaeHmns 06 obasatenbHbIX K MpoBeaeHUIo npu

akcnnyataumm OC opraHM3aunoHHO-TEXHUYECKUX MEPONPUATUSX;

2) oTAenbHbIX hannos Nporpamm, MHCTPYKLUMI NO X YCTAHOBKE M HACTPOMKE, a TakkKe WH-

opmauuu, cogepxallen cBeaeHNst 0 KOHTPOSbHbLIX CyMMax BCex pansioB BHeoYepeaHoro

obHosneHus OC;

3) nakeToB NpOrpamMm, MHCTPYKLMI MO UX YCTAHOBKE M HACTPONKe, a Takke MHdopmaumm,

coepkallen cBefeHnst 0 KOHTPOSbHbIX CyMMax Bcex hannos BHeovepeaHoro obHoBne-

Hua OC;

4) MeToou4ecKMX yKasaHUn no HacTponke un ocobeHHocTaMm akcnnyatauumn OC ¢ ycTaHoB-

NEeHHbIM BHeovepeaHbimM obHoBneHnem OC.

JnueHsnatbl (noTpebuTtenn) onoBeLLaTcs 0 BO3MOXHOCTU 1 NOpsAaKe NOSTyYeHUs BHe-
oyepeaHoro obHoBneHnss OC kKak C UCMNonb30BaHNMEM KOHTaKTHOW MHOpMauuKU, yKasaHHOW
B 3aKMOYEHHbIX paHee NUUEH3MOHHbIX 4OroBopax (AOMNOMHEHUAX K NULEH3NOHHBLIM OO0roBO-
paMm), Tak U NyTeM pasMeLLEeHUs1 COOTBETCTBYHOLLEN MHAOPMALMN Ha canTe paspaboTyunka
astralinux.ru.

Pa3paboTumk ycTaHOBMEHHLIM NOPAAKOM OpraHuayeT goBefeHne MHdopMauumn O Bbl-
nycke BHeoyepenHoro (onepaTtusHoro) obHoBneHus go PAY «THUNN MT3N ¢CTIK Poccumy»,
sABnsAKLWerocs onepartopom baHka gaHHbIX yrpo3 6esonacHocTn nHgopmauum ®CTIK Poccum B
yCTaHOBNEHHOM UM chopmare.

KoHTponb LenocTHOCTM BHeovepeaHbix oOHoBneHun OC ocyLecTBASETCA C NOMOLLbIO
KOHTPOSIbHbBIX CYMM, pacCYMTaHHbIX C UCMOSb30BaHNEM NPOrpamMm nogcyeTa KOHTPOSbHbIX CyMM
gostsum (ans dannoB) n gostsum_from deb (ana deb-naketoB) n3 coctaBa OC, a Takke
ytunutbl vimdiff n3 cocrtasa OC.

[lononHUTENBbHBIN KOHTPOSb LESTOCTHOCTU (pannos, BXOASLWMX B COCTaB BHEOYEPEOHOrO
obHoeneHus OC, ocywecTenaeTcs:

- pernameHTHO — cpeacTBaMM KOHTPOSS LLeNOCTHOCTU NyTEM BbIMUCIEHUSI U CPABHEHUSA

KOHTpOMbHbIX cyMM ¢ansioB OC ¢ 3TanOHHbIMK 3HAYEeHUSIMU, YKa3aHHbIMW B haunne

gostsums. txt, BXOASALEM B cOCTaB BHeo4depeaHoro obHoBneHna OC, B COOTBETCTBUM

C onucaHuem, npueegeHHoM B gokymeHTte PYCB.10265-01 97 01-1;
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- aBTOMaTU4eCKM — CpeacTBaMM OrpaHNYEHUs MPorpaMMHON cpeabl B COOTBETCTBUMN C

onucaHuem, npueeaeHHbIM B gokymeHTe PYCB.10265-01 97 01-1.

NcToyHnkom BHeodepenHoro obHoBneHms OC ansa nHgpopMaumoHHbIX (aBTOMaTM3MpoBaH-
HbIX) cUCTEM, Haxogsawmxcsa B KomneteHuun GCTIK Poccun, aBnsieTca COOTBETCTBYIOLWLMIA pa3gen
Ha omumanbHoM cante paspabortumnka OC (astralinux.ru/update).

BHeo4vepenHoe obHoBneHne OC, cogepxallee B TOM Ynucne nHdopmaumo ob yctpaHeH-
HbIX HeoCcTaTKkax u ys3BMMOCTAX, MOANUCLIBAETCH YCUNEHHOW KBannuLnpoBaHHOW 3reKTPOHHOMU
NoaNUCLI0 N3roTOBUTENS.

Mpwn pacnpocTpaHeHn OGHOBMNEHUSI MO CETAM CBA3U €ro NoANMMHHOCTL M LENOCTHOCTb
NoATBEPXKAAKTCHA MyTEM NPOBEPKM YCUMEHHOW KBANUMULMPOBAHHOW 3NIEKTPOHHOW NOAMUCU U3ro-
TOBUTENS.

[oBeaeHune nHdopmaumm 0 BO3MOXHOCTM N Nopsake nosyvyeHns BHeo4epegHoro o6HoB-
nexns OC go nuueHanatoB (NoTpebuTenei) oOCyLEeCTBNSETCH Kak C MCMONb30BaHNEM KOHTAKTHOM
MHOPMaLINK, YKa3aHHOW B 3aKIOYEHHbIX paHee NULEH3NOHHbIX AoroBopax (OOMOMHEHUAX K
NULUEH3NOHHBLIM OroBopam), Tak U NyTeM pasMeLLeHns COOTBETCTBYHOLLEN MHGOPMALNKN Ha
odmuymnansHom cante paspabotunka OC astralinux. ru.

[oBeneHne BHeo4depeaHoro obHoBrneHnss OC o aBTOMaTU3MpOBaHHbBIX CUCTEM B 3a-
LWMLWEHHOM ncnonHeHn MuHuctepctea obopoHbl Poccuinckon defepaumm ocyliecTenseTcs
YNONTHOMOYEHHbBIM OpraHOM BOEHHOrO ynpasneHust MuHuctepcTea o6opoHbl Poccuiickon ®eanepa-
Lun.

NHpopmupoBaHue notpebutenen 06 okoHYaHUM NPon3BoACTBa U (Unn) Noaaep>ku bes-
OMacHOCTU CpeacTBa OCYLLECTBIISETCH C UCMOMb30BaHMEM KOHTAKTHOW MHOpMaLnK, yKasaHHOM
B 3aKITHOMEHHbIX paHee NUUEH3MOHHbIX 4OroBopax (4ONOSTHEHMSX K NMNLEH3NOHHBLIM LOroBopam),
Tak U NyTeM pas3MeLLEHMA COOTBETCTBYOLWEN MHOPMaLMK Ha cante paspaboTtynka, MHpopMmnpo-
BaHne ®CTIK Poccum — odpmumanbHbIM NOYTOBBIM COODLLIEHMEM HE MO3AHEeEe YeM 3a OAUH rog

A0 OKOHYaHUsA NPou3BoACTBa M (Mnn) Nnogaepkn 6e3onacHoOCTU cpeacTea.


astralinux.ru/update
astralinux.ru
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4. ONUCAHUE 3AO0AYU

OcHoBHas 3agaya, pewaemas OC B npouecce cBoero yHKLUNOHMPOBaHUS, — obecne-
YyeHue nHTepdenca ana goctyna MO K yCTponCTBaM BbIMUCINTENBHOM CUCTEMbI NOCPEACTBOM
ynpaBreHns YCTPONCTBaMM U BblYUCAUTENbHBIMU NpoLeccamm n 3deKTUBHOIO pacnpeaeneHns
BbIYUCITUTENBHbIX PECYPCOB MEXAY BbIYUCIIUTENBHBIMU NPOLIECCaMM B COOTBETCTBUM C TpebOBaHK-
MU PYKOBOASALLMX JOKYMEHTOB N0 06ecneveHmto 3amTbl MHGPOPMaumMm orpaHMYeHHOro AocTyna,

B TOM YuCIe cogepxallen cBeeHUs, COCTaBnsaoLmne rocygapCTBEHHYO TanHy.
4.1. Knaccbl pewaembix 3aaad

[nsa peweHnss ocHOBHOM 3agayn pyHKumMoHupoBaHna OC oHa OEKOMMO3MpyeTcsa Ha
cnegyoLime Knaccol 3agav:

- 3arpyska nporpamm B Ol n ynpasneHue nx BbINONIHEHNEM;

- obecneyeHne MHOro3aga4vyHoro pexmma yHKLMOHMPOBaHUSA (OAHOBPEMEHHOMO BbIMOS-

HEHNA MHOXXeCTBa NpPOLEeCCOoB);

- pacnpegeneHne pecypcoB BblMUCIUTENBHOW CUCTEMbI MEXAY npoueccamu;

- ynpasneHue pacnpegeneHnem Ol mexay npoueccamu 1 opraHM3auuns BUpPTyasribHOM

namsTu;

- obecneyeHne gocTyna K AaHHbIM Ha 3HeproHezaBncuUMbIX HocuTenax (HXMU, ontuye-

CKne ONCKM W Mnp.), OpraHn3oBaHHbIM B Buae Hekotopon OC;

- BbIMOSIHEHWE NO 3anpocy NporpaMm HU3KOYPOBHEBbLIX onepaunin (BBOL-BbIBOS, AAHHbIX,

BblAeneHne n ocBoboXaeHne namsaTi, 3anyck U 3aBepLleHne nporpaMm 1 T. 4.);

- npegocTaBrieHne CTaH4apTM30BaHHOIO AOCTyNa nNporpamMm K nepudepuHbiM yCcTpou-

cTBaM (ycTponcTBam BBOAA-BbIBOAA);

- nogaepkka CTeKOB CETEBbIX MPOTOKOSOB,

- obecneyeHne MHOrononb30BaTENbCKOro pexnma paboTbl;

- obecneyeHue nonb3oBatenbckoro nHTepderica (@.1.1);

- ngeHTuukauunsa n ayteHtudukaums (4.1.2);

- OpraHu3auusi eanHoro npocTtpaHcTea nonb3oBatenen (EMMM) (4.1.3);

- ANCKPEeUUMOHHOe ynpasneHue goctynom (4.1.4);

- MaHgaTHoe ynpasrneHue goctyrnom (4.1.5);

- OpraHu3auust HagexHbIX BblducneHnn (nsonauyusa npoueccos) (4.1.6);

- obecneyeHune B3ammoaencTemsa mexay npoueccamu (4.1.6);

- peructpauusa cobbiTun 6esonacHocTn (NpotokonupoBanue) (4.1.7));

- O4YMCTKa onepaTuBHOM N BHewHen namatu (4.1.8);

- KOHTpOSb uenoctHoct (4.1.9);
- orpaHun4yeHue nporpammHon cpegbl (4.1.10);
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MapknpoBka gokymeHTtoB (4.1.11));

obecneyeHne paboTbl B 0TKasoyctonymsom pexume (4.1.12);

obecneyeHne HagexHoro yHkumMoHnpoBanus (4.1.13));

obecneyeHne goctyna k B[] B cooTBeTCTBUMM C TpeboBaHUAMU AN pasrpaHUYeHns
AocTyna K nHopMaumm orpaHMYeHHOro JOCTyna, B TOM YUCne coaepallen ceegeHuns,
cocTaensioLme rocyaapcTeeHHyto TanHy (@4.1.14);

- obecneyeHne goctyna K nHopmaLmm Yepes cepBep rmnepTekcToBon ob6paboTkn gaH-
HbIX B COOTBETCTBMM C TpeboBaHUAMM ANA pasrpaHuYeHnsa aoctyna K uHdpopmaumm
OrpaHMYeHHOro AoCcTyna, B TOM YMCre CoaepXallen ceeaeHnsi, CocTaBnstoLwmne rocygap-
cTBeHHyto TanHy (4.1.15);

- obecneyeHne obmeHa coobLLEHNAMM INEKTPOHHON NOYTLI B COOTBETCTBUN C TpeboBaHu-
AMU ANgA pasrpaHu4eHns 4ocTyna K MHpopMaunm orpaHMyYeHHoro 4ocTyna, B TOM Yucne

cofepallen cBeleHNs, cocTaBnAawLLmne rocyaapcTBeHHyo TanHy (4.1.16)).

4.1.1. ObecneyeHne Nonb3oBaTeNbLCKOro nHTepdenca

PelweHune 3agaun obecneveHmst rpadnyeckoro nonbL3o0BaTeNbCKOro MHTepdenca 0OCHOBaHO
Ha ucnonb3oBaHun cuctemol X Window, KoTopasi UMeeT apXUTEKTYPY «KITMeHT-cepBep». X-cepBep
OTBeYaeT 3a B3auMOAENCTBME C AUCMNEEM N YCTporucTBaMn BBoAa. KnNneHTbl coeanHATCS C
X-cepBepom rokarnbHo (C Ucrnorb3oBaHneM CokeToB) unu yaaneHHo (TCP/IP).

[ns npepoTtBpalleHns peanusauun yrpos HapyLeHUst KOHPUAEHUNANbHOCTU U LLEeNOCTHO-
CTU MHdpopmaumn B 06xoa MaHaaTHoro ynpaeneHust goctynom (4.1.5), B T.4. c ncnonb3osaHnem
MEXaHN3MOB «KOMUPOBaHUSA-BCTaBKU» U «nepeTackmBaHus» (copy-paste n drag-and-drop), ons
nepeHoca nHpopMauum U3 CEKPEeTHOro AokymMeHTa (OKHa) B HECEKPETHbIN B rpadduyecKon cu-
cteme OC peanunsoBaH Noaxo4 Ha OCHOBE MOJSTHOMo pasfeneHns B COOTBETCTBMM C MaHOATHbBIM
KOHTEKCTOM (CoYeTaHMeM YpOBHS 1 KaTeropuit). NogobHbIn nogxon 03Ha4aeT, YTo AN KaX4oro
MaHOaTHOro KOHTEKCTa 3anyckaeTcsi COOCTBEHHbIN X-CepBep U, COOTBETCTBEHHO, rpadpnyeckum
ceaHc. NMpwu rpadmyeckomM Bxoge B CUCTEMY NOSb30OBATENO NpeanaraeTcs B cneyyansHOM ana-
nore BblbpaTb MaHAATHbIA KOHTEKCT M3 AOCTYMNHbIX NOSIb30BAaTENO YPOBHEN N/UNN KaTeropun.
Hanee rpaduyeckasn ceccusa ByaeT BbINOMHATLCA B BbiIOpaHHOM MaHO4aTHOM KoHTekcTe. OgHo-
BPEMEHHO Nnosib3oBaTenemM MoXeT ObiTb BbINONIHEHO HECKOSBbKO BXOA4OB C pa3HbIMU MaHAATHbIMN
KoHTekcTamu. Ceccum n3onnpoBaHbl, N nepegada MHopMaunum Mexay HUIMU HEeBO3MOXHA.

padumueckas nogcmuctema OC Bce ke NO3BONSET BHYTPU rpadpnyeckon ceccuu, BbINors-
HAeMoW B ornpedenieHHOM MaHAaTHOM KOHTEKCTe, 3anyckaTb NPUIIOXKEHUs1 C MHbIM MaHAATHbIM
KOHTeKkcToM. [Mpn aToM Ansa npeaoTBpaLleHnsa peanu3aumm yrpo3 HapyLeHnsa KoHduaeHumans-
HOCTU M LIeNTOCTHOCTU MHopMaumm B 06xo4 MaHA4aTHOro yrnpasneHus JOCTYNoOM UCMNONb3yeTcs
cneumanbHbIn MOAyIb-paclunpeHne X-cepeepa — XPARSEC. B moayne mncnonb3yetrca Habop

«nepexsaTymkoBy» («hooks»), NpeaocTaBnsieMblii BCTPOEHHbIM pacluMpeHmem X-cepepa — XACE.
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Mpn nony4eHnmn 3anNpoCcoB OT KIMEHTa «nepexBaTymkny XACE nepegatoTt ynpaBneHve 1 napamer-
pbl B XPARSEC, KOTOPbI aHanu3npyeT apryMeHTbl 3anpocoB U B COOTBETCTBUN C YCTAHOBIIEHHbIMMN
npaBunaMmy pasrpaHu4eHns OCTyna paspeLlaeT unu 3anpeLlaeT BbIMOfTHEHNE 3anpOoCOB KIMeHTa.
B OC maHaaTHbIN KOHTEKCT CYMTBLIBAETCS NPU KaXaoM 3anpoce KrnuveHTa.

[ns obecnevyeHnss BO3MOXHOCTM paboTbl NPUBUNETMPOBAHHOIO KriMeHTa (MeHemkepa
OKOH), KOTOPOMY HEOOXOAMMO BbIMOSTHATL HEKOTOPbLIE 3anpockl K X-cepBepy He3aBUCMMO OT MaH-
AAaTHOro KOHTEKCTa CBoen MeTkn 6e3onacHoCcTu, B cneumansHom canne (/etc/X11/trusted)
pasmeLlaeTca MHpopmaLms ¢ ykazaHMeM NOofHOro Nyt 3anycka. MNpu nokanbHOM coeguHeHUN
X-cepep nony4aet PID (ngeHTudmnkaTop npouecca) KnueHTa, onpeaenseTt nyTb 3anycka n npu-
BUNernn knmeHTa. MeHegxep OKOH MOXET nosiydatb MeTKM 6e30rnacHOCTM OKOH U Ha OCHOBEe
peanusoBaHHoro B OC crieyunanbHOro paclumpeHus X-npoTokosa BbIMNONHATb NPUBMIErnpoBaHHbIe
onepauun.

B cocrtaB rpadunyeckon nogenctemol OC Bxoaut paboumn cton nonb3osatens Fly, unte-
rPUPOBaHHbLIN C BHEAPEHHbIMU B X-CepBEpP MexaHn3Mmamm 3amTbl MHopMaLmm n obecneymsato-
LM oTobpakeHue:

- MaHOATHOINo KOHTeKCTa ceCcCn Ha nNaHernun 3agav,

MaHOAaTHOIo YpPOBHA KaXOoro OKHa;

MaHOAaTHOIo ypoBHA BO BCEX MPUITOXEHUAX pa60qero cTona,

3anycka npuiioxeHmna ¢ padHbiIMM MaHOaTHbIMU KOHTEKCTaAMU;

YPOBHS1 JOBEPEHHOCTWN OKHA AN NTOKamNbHbIX U YAANEeHHbIX NPUNOXEHU (B yaaneHHOM
pexnme GyayT LBETHasi paMka, COOTBETCTBYIOLLast MeTke 6e30MacHOCTU, N NyHKTUPHas).
padmyeckasn nogcuctema OC rotoBa k paboTte ¢ cobnogeHeM maHaaTHOro ynpasneHus

AOCTYNOM HenocpeacTBeHHO nocrne yctaHoBkn OC 6e3 npoBeaeHWst AOMONHUTENbHbIX HACTPOEK.

4.1.2. UpeHTndmkauma n ayteHTudukauma

PelwweHne 3agaun naoeHtudukauum n ayteHtudpmkaumm nons3osarenen B OC ocHoBbIBa-
eTCcs Ha ucnonb3oBaHun MexaHmama PAM, koTopbi npefcTtaBnsetr cobon Habop pasgensemMblx
onbnuotek (Mogynen), C NOMOLLbI KOTOPbLIX aAMUHUCTPATOP MOXET OpraHM3oBaTb npouenypy
ayTeHTUrKaumm (NoATBEPXKAEHME NOASIMHHOCTIN) NONb3oBaTeNen NpMKNagHbIMM NporpaMmMamMm.
Kaxabii mogynb peanuayeT COBCTBEHHbIN MexaHn3M ayTeHTudukaunn. MameHas Habop n nops-
AOK CriegoBaHus Mogyrnemn, MOXXHO NOCTPOUTb CLeHapui ayTeHTudmrkauumn. NMogobHein noaxon
NO3BOMSET N3MEHATbL Npoueaypy ayTeHTudukaunm 6e3 naMeHeHnsa MCXogHOro Koga U noBTop-
Horo komnunupoBaHna PAM. CueHapuun ayTeHTUdMKaLUM ONUCLIBAKOTCH B KOHPUTYPaUUOHHbIX
dannax.

Ecnu OC He HacTpoeHa ansi pabotsl B EMM (4.1.3), To ayTeHTMdUKaLuus ocyluecTsns-
eTca ¢ nomMmoulbto nokanbHon B nonb3oBaTenen. Npu ncnone3osanun ENMM ayteHTUukayms

nonb3oBaTenemn OoCyulwleCTBNndeTCA UeHTparim3oBaHHO NO NMPOTOKOJY Kerberos.
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B OC peanusoBaHa BO3MOXHOCTb XpaHEHUST ayTEHTUUKALMOHHON MHGOPMAaLMK NONb30-
BaTenen, nosiydeHHoM C wucnonb3oBaHnem xaw-pyHkumm no [OCTP34.11-94 u no
MOCT P 34.11-2012.

4.1.3. OpraHusauusa eQUHOro NpPoCTpaHCTBa Nonb3oBaTesneun

PeweHune 3agayn opranmnsauum ElMMM (co3gaHne gomeHa) obecneynBaert:

CKBO3HYIO ayTeHTI/I(*)I/IKaLl,I/IIO B CETU,

LeHTpann3auno XpaHeHnA I/IH(*)OpMaU,I/II/I 00 OKpPYy>XEeHunn nosib3oBartenemu;

LieHTpanu3aumio XpaHeHNsl HaCTPOEK CUCTEMbI 3aLLUTbl MHPOPMAaLMN Ha CEpPBEPE;

MHTErpaumio B JOMeH 3alumiieHHbix cepsepoB CYB[ (4.1.14), anekTpoHHOM nouThl

(4.1.16), runepTekcToBO 06PabOTKM AAHHBLIX n neyatn (4.1.11);

- LeHTpanu3oBaHHY HACTPOWKY npaBun permctpaumm cobbiTuin 6e3onacHOCTN B pamMKax

AOMEHa;

- LEeHTpanu3oBaHHbIA y4ET NOAKNIOYaEMbIX YCTPONCTB.

CeTteBasa ayTeHTUdMKALMA U LEeHTpanu3auma XpaHeHuss nHopmaunmn o6 OKpy>XeHUK
nonb3oBaTensa nogpasymMeBaeT NCNOSb30BaHME OBYX OCHOBHbLIX MEXaHU3MOB: NOAAEPKKN KPOCC-
NnaTtOpPMEHHbIX CEPBEPHbIX MNpUNOXeHun ana obecnedeHma 6e3onacHoctn NSS n PAM
(cm. [4.1.2).

[na peanusaumu yganeHHon ayteHTudukaumm ncnonedyetcsa cnyxba karanoros LDAP
B KQ4YeCTBE UCTOYHMKA AaHHbIX Ansi 6a30BbIX CUCTEMHBIX CIY>K0 Ha ocHoBe MexaHn3moB NSS un
PAM. B peaynbrarte Bcs cnyxebHast nHdopmaumsa nonb3oBaTenen CETM MOXET pacnonaratbcs
Ha BblJENeHHOM cepBepe B pacnpegeneHHon reteporeHHon ceteBon cpege. [lobaBneHne HOBbIX
CeTeBbIX NOSib3oBaTenen B 3TOM criydae npou3BoguTCA LeHTPannM3oBaHHO Ha cepBepe CryXobl
katanoroB. CeTeBble Cny0bl, NOAAEPKNBAIOLLNE BO3MOXHOCTb ayTEHTMdUKALUN NONb3oBaTeENEN,
MOryT BMECTO JTOKasbHbIX YYETHbIX 3anncen ncnonb3oBaTtb katanor LDAP. AoMuHUCTpaTop MOXET
LEeHTpann3oBaHHO yNpaBnaTb KOHUrypaumnen cetu, BKNoYas pasrpaHuydeHe 4ocTyna K ceTeBbIM
cnyxbam.

Bbnarogaps npepoctasnenunto nHdpopmaummn LDAP B nepapxumyeckon gpesosugHon oopme
pasrpaHuyeHme focTyna B pamkax cnyxbbl katanoros LDAP mMoxeT GbITb OCHOBAHO Ha BBeAEHWUU
AomeHoB. B kayecTBe goMeHa B JaHHOM cryvae ByaeT BbICTynaTb nogaepeso cnyxbbl katanoros
LDAP. Cnyx6a katanoros LDAP no3sonseT pasrpaHmynBatb JOCTYN NONb3oBaTesien K pasHbiM
nogaepeBbsaM Katanora, Xxotd no ymonyaxdmo B OC peanuayetcs cxema ogHoro AoMeHa.

CKkBO3Has goBepeHHasi ayTeHTUMUKauna peanmayetca TexHonormen Kerberos.

LleHTpanuaauma xpaHeHus MHpopmMaumm 06 OKpy>XeHUn nornb3oBaTenen nogpasymena-
€T TakkKe W LeHTpanM3oBaHHOEe XpaHeHue AOMalLHUX KaTanoroB nonb3oBartenen. [na aToro
ncnonb3yetcs ceteBas 3awmweHHas C CIFS.

B cpege OC nonb3oBaTtento NocTaBrieH B COOTBETCTBUE psif aTpubyTOB, XapakTepusyo-
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LWMx ero MaHgatHole npaea. KoHuenuusa ENMN nogpasymeBaeT XxpaHeHWe CUCTEMHOW MHGOpMaLmnm
0 nonb3oBartene (BKroYyas JOCTYMNHblIEe MaHA4ATHbIE YPOBHU U KaTeropun) LeHTpanm3oBaHHo. B
AaHHOM criyvae Bcs MHopMauus xpaHutcsa B cnyxbe katanoros LDAP.

MHdopmauma o maHgaTtHbIix aTpmbyTax nonb3oBaTenen XpPaHUTCA NOKanbHO B
COOTBETCTBYHOLUNX KOHUIYPaALMOHHLIX doannax. Npu nsmeHeHnn KOHgpUrypaumm cuctemsl ansi
NCNONb30BaHWs B CETEBOM KOHTEKCTE MaHAaTHbIE Npasa norb3oBaTenen AOMKHbI NepemMecTUTbCs
BCrea 3a OKpyXXeHuMeM nonb3oBatens (MaeHTudukaTopbl Nonb3oBatenen, rpynn, goMallHue
KaTanoru un np.) B cnyxb6y katanoros LDAP. [loctyn kK maHgaTHbIM aTpubyTam nonb3oBaTtenemn
OCYLLECTBIISETCA C UCMONb30BaHNEM NPOrpaMMHOro MHTepdenca nogcmcteMbl 6e3onacHoOCTH
PARSEC. [JaHHbI nHTepdenc No3BonseT nonyy4nTb N3 COOTBETCTBYIOLLEro KOHUIrypaLMoHHOro
danna nHgopmaumo 06 NCTOYHUKE AaHHbIX Ana MaHgatHbix C3U cuctemsl. No ymonyaHuio
NCNOMb3yHTCHA NoKanbHble TekcToBble dannbl. MNpu pabote OC B CeTEBOM KOHTEKCTE B KayecTBe
NCTOYHMKA AaHHbIX BbiCTynaeT cnyxba katanoros LDAP. NepekntoyeHne KOHTEKCTa NpomM3BoanTCS
nyTeM npaBkM COOTBETCTBYIOLLLErO KOH(pUrypaumoHHoro danna.

Ona ynpaesnenus ENMM B OC Bknto4veHbl cnyx6bl ALD n FreelPA, koTopblie oTnnyatoT-
CH YyPOBHSIMM pa3BepTbiBaHMA N MacwTabmupoBaHus. OHu 6asmpytotca Ha TexHonorusx LDAP,
Kerberos n Samba, npegoctaensaioT rpaduyeckme nHTepgencsl ynpasneHnss 1 agMMHUCTPUpOBa-
HUSA U aBTOMATU3MPOBAHHYO HACTPOWNKY BCeX HeOBXoanMbIX harnnoB KOHGUrypaumm BXxogsimx B

HUX cnyx6.

4.1.4. InckpeumoHHoe ynpaBrieHue AOCTYNnom

B OC mexaHu3mMm gMCcKpeLMOoHHOro ynpasneHnsa OCTyrnoM obecnevmBaeT npoBepKy Auc-
KpeumoHHbix MNP, dhopmupyembix B Buge 6asosbix MNP OC cemenctsa Linux n npeacrtaBnieHHbIX
B BUAe naeHtudunkatopos cydbektoB (naeHTndukatop nonbsosatens (UID) n naeHtndmkarop
rpynnel (GID)), nmetowmnx OCTyN K CyLHOCTAM (4TeHMe, 3anuck, ucnonHeHue). Kpome toro, ons
dopmnpoBaHna auckpeunoHHsix MNMPO B OC ncnonb3ytotcsa cnvckn KoHTponsa goctyna (ACL) n
MexaHn3M cuctemHbix npusunerun OC cemenctea Linux.

B coctaB OC BxogAaT 3awmLLeHHbIe kKoMnnekebl nporpamm: CYB[], aneKTpoHHOM NoYThI 1
rmnepTekcToBon 06paboTkn AaHHBbIX.

B 3aLymLieHHbIX KoMnnekcax nporpamMm 3eKTPOHHOW MOYThbl U rTMNepTeKCTOBON 06paboTku
AaHHbIX 3allMLLaeMbIMU CYLLLHOCTAMM ABRATCS cywHoctn ®C. Taknum obpasoM, ANCKpEeLMOHHOe

ynpaeneHue OCTYNoM K HUM obecrneynBaeTcs Takke, Kak U K MpoynmM cylHocTsm OC.

4.1.5. MaHpgaTHble ynpaBrnieHue AOCTYNOM U KOHTPOJSib LLefIOCTHOCTU
PelweHve 3aga4y MaHgaTHOrO ynpasnieHns 40CTYNOM NpoLLeCcCoB K pecypcaM U MaHOaTHOro
KOHTPOISA LLeNOCTHOCTM OCHOBaHO Ha peanu3auun COOTBETCTBYHOLMNX MexaHu3moB B sape OC.

MpuHATUE peLLeHnst O 3anpeTe UM paspeLleHnn AocTyna cybbekTa K CyLIHOCTU NPUHK-
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MaeTCsl Ha OCHOBE Tuna onepauun (YTeHne/3anmcb/MCNonHeHNe), MaH4aTHOrO KOHTekcTa 6esonac-
HOCTU cybGbekTa n MeTKM 6€e30NacHOCTM CYLLHOCTH.
MexaHn3Mm MaHOaTHOro ynpaBneHus JOCTYNOM 3aTparMBaeT crneayroLimne noacuctemMsi:
- mexaHunsmsbl IPC;
ctek TCP/IP (IPv4);
OC Ext2/Ext3/Ext4;
ceteBble PC CIFS;
®C proc, tmpfs.

MeTka 6e30MacHOCTU COCTOUT U3 KnaccumKaumoHHON METKN (onpeaenseTca nepapxmye-
CKUM YPOBHEM KOH(pMAEHUMANBbHOCTN U HEMEPAPXNYECKON KaTeropmen KoHnaeHUMansHocT) n
METKWN LIeNOCTHOCTU (Hemepapxu4eckon Kateropumn LenoctHoctn). OnucaHne npuMeHeHns MeTku
6esonacHocTu npueegeHo B PYCB.10265-01 97 01-1.

OC nosBonsieT Ucnornb3oBaTtb 256 3HaYEeHUN ANS nepapxmn4ecknx ypoBHen KoOHpuaeHUm-
anbHocTH (uenble Yncna ot 0 Ao 255) n 64 pasnuyHbIX HeEnepapxmyeckmx kateropun (Nnpegcras-
NEHHbIX B BUAE paspsigoB BUTOBOW Mackn).

B OC ncnonbayercsa pelueTka YpOBHEN LENOCTHOCTM (aHanor peLweTkn Hemepapxmyeckmnx
KaTteropui) B AnanasoHe 3HadeHun ot 0 go 255. 3ToT gmManasoH cogepxmt Habop HecpaBHUMbIX
mexay cobon ypoBHen LenocTtHoctu (Hanpumep, 1=0b00000001, 2=0b00000010, 4=0b00000100,
8=0b00001000,16=0b00010000,32=0b00100000,64=0b01000000,128=0b10000000), KOTOPHLIE
MoryT 6biTb 3a4€NCTBOBaHbI 41151 CUCTEMHbIX CEPBUCOB (HanpuMMep, YpoBeHb LIeNOCTHOCTM 8 3ape-
3epBupoBaH Ansa rpaduyeckoro cepeepa Xorg). Mpu yctaHoBke OC no ymonyaHuio npegnaraercs
MaKCUMarnbHbIA YPOBEHb LienocTHocTn 63 (B aoBomnyHon cucteme 0b00111111), MUMHUManNbHbIA ypo-
BeHb Bcerga 0. MakcMmanbHbIMU YPOBHAMM LIENIOCTHOCTM B CUCTEME MOTYT ObITb YMCIIA, Y KOTOPbIX
BGuToBas macka BKHOYaeT OMTOBbIE MACKM BCEX OCTasbHbIX MCMOMb3yeMbIX YPOBHEWN LLENOCTHOCTH
B cucteme (Hanpumep, 63=0b00111111, 127=0b01111111, 191=0b10111111 1 255=0b11111111).

Cuctema Linux-npusunerunin OC, npegHasHayeHHasa 4nsa nepegadn otaenbHbIM Nosfb30Ba-
TensiMm nNpae BbINOSIHEHUS ONpeaeneHHbIX aAMUHUCTPaTUBHbBIX AeNCTBUIA, paclumpeHa PARSEC-
npusunernamu. [laHHble npuBunerun otHocATca kK cucteme PARSEC n obecneumsatot paboTy ¢
MeXaHW3MOM MaHAATHOro ynpaesrneHne AOCTYMNOM.

PARSEC-npuBunernn HacnegyrTca npoueccamm oT CBOMX «poguteneny. lNMpouecchl,
3anyLleHHble OT MMEHM Cynepnonb3oBaTens, HE3aBMCMMO OT HaNMYNS Y HUX NPUBUNETMIA, UMEIOT
BO3MOXXHOCTb OCYLLECTBNATH BCE NEPEYNCIIEHHbIE NPUBUIErMPOBaHHbIE AeNcTBUSA. MNepeyeHb n
onucaHne PARSEC-npusunernin npueegeHsl B PYCB.10265-01 97 01-1.

B kauyecTtBe ocHoBHoOM ceteBon PC ncnonbayetcs CIFS, koTopas siBNSETCs pacluMpeHnem
SMB n nogaepxmBaet atpndytel @C UNIX n nmeeT orpaHMyeHHy0 NoaaepKKy pacluMpeHHbIX

aTpunbyToB. [JaHHaa ®C WMpPoKo pacnpocTpaHeHa n paboTaeT B reTeporeHHbIX ceTax (nogaepxu-
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BaeTca MHorumn OC), a Takke nogaepxmBaeT ayTeHTudukauuio cpeacteamm PAM n Kerberos
(cm.[4.1.2).

B3anmopgencrteue npu nomoLum ceteBoro npotokona IPv4 ocylwiectenaerca yepes npo-
rPaMMHbIN MHTEPENC CYLLIHOCTEN OOCTYNa, ABMASAIOLWNXCA drIeMeHTaMn MEeXNPOLIECCHOro 1 cete-
BOro B3aMMOOENCTBUSA (Hanpmmep, CETEBbLIX COKETOB), KOTOpble 0becneymBaroT 0OMEH JaHHbIMK
Mexay npoueccamu B pamkax ogHon nnun Heckonbkux OC, 06beanHEHHbIX B NOKarbHY BbIYMC-
NNTENBHYIO CETb.

[na nogoep>xknm maHgaTHOro ypasneHus 4oCTYNoM B ceTeBble nakeTbl npoTokona IPv4
BHELPSAITCA KnaccudukaumoHHble MeTKU. [1opsaoK NPUCBOEHNS KNacCUPUKaLMOHHBIX METOK U UX
dopmaT cooTBeTCTBYET HaunoHansHomy ctaHgapty FOCT P 58256-2018 «3awuTa nHgpopmauuu.
YnpaBneHue notokamm nHdopmaumm B MHPopmaunoHHon cucteme. dopmat knaccmukaumoH-
HbIX METOK». [1pnem ceTeBbIX NAaKeToB NoagvnHaeTca maHgatHeim [NPL. Cnegyet oTMETUTD, YTO
MeTKa COKeTa MOXEeT UMETb TWM, NO3BONALWMIA co30aBaTb CETEBbIE CEPBUCHI, MPUHUMatOLLLMe
CoeaNHEeHUs C NobbIMU YPOBHSIMU CEKPETHOCTN.

Mpn HeobxoammocTn ans obecneveHnsa LenocTHOCTK 3aronoBka |IP-nakeTos, cogepxate-
ro KnaccmukaumoHHy0 METKY, OMYyCKaeTCsa NpMMmeHeHne nporpammHoro cpegcrea OpenVPN.
OnuncaHune ucnonb3oBaHua OpenVPN npueseageHo B aokymeHTe PYCB.10265-01 95 01-1 «One-
pauMoHHas cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBoactso
agMuHucTparopa. Hactb 1».

OTCcyTCTBME METKM Ha CYLLIHOCTM OOCTyNa 3KBUBANEHTHO HyNeBOW MeTKe 6e30nacHOCTM.
Taknm obpasom, aapo OC, B KOTOPOW BCe CYLLUHOCTU N CyObeKkTbl JOCTyna UMeEKT ypOBEHb
CEKPETHOCTU «HECEKPETHOY, PYHKLUMOHUPYET aHanormyHo ctangaptHomy saapy OC Linux.

[nsa psga ceteBbix cepBucoB (cepBepa LDAP, DNS, Kerberos u 1. 4.) Heobxoanmo obec-
NeYNTb BO3MOXHOCTb UX paboTbl C KNMEHTAMN, UMEIOLLNUMU PasHbI MaHOATHbIN KOHTEKCT 6e3-
onacHocTK, 6e3 BHECEHNA U3MEHEHNIN B UCXOOHbIE TEKCTbI CepBUCa.

ObecnevyeHne MaH4aTHOrO ynpaBneHns AOCTYNOM B 3alUMLLEHHbIX KOMMSeKCax Nporpamm
rMNepTeKCTOBOM 06paboTKM AaHHbIX (CM. 1 3NEKTPOHHOIN NOYTbI (CM. peanu3oBaHo
Ha OCHOBEe NporpamMmmMHoOro nHtepdgenca 6mubnmortek nogcmctemol 6esonacHoctn PARSEC. Ha
cepBepax KOMMSIEKCOB MporpaMmm rmnepTekcToBOM o6paboTkn AaHHbLIX U INEKTPOHHOW MOYThI
npn obpaboTke 3anpoCcoB Ha COEAMHEHME BbIMNOMHAETCS MOofyyYeHne MaHOaTHOrO KOHTEeKcTa
COedVHEeHUs, yHacnegoBaHHOro ot cybbekTa (npouecca). CokeT cepBepa, 0XnaatoLLmii BXOAALLNX
3anpocoB Ha coeaguHeHne, paboTaeT B KOHTEKCTE npoLecca, UMEerLLEero NpuBmUNernio Ans npuema
COeaNHEHUN C NMBbIMU YPOBHSIMU CEKPETHOCTN.

[Mocne yCcTaHOBKM COEANHEHNS N YCNELLHOrO NPOXOXAEHMS NpoLeaypbl naeHTudmKkaumm
N ayTeHTUdmnKauum nonb3oBaTens npouecc cepsepa, obpabaTbiBaloWwmm 3anpockl Nonb3oBaTens,

nepekn4yaeTcqa B KOHTEKCT ©e3onacHOCTK nonb3oBaTens, C6paCbIBaeT npmBunernu, o6pa6aTb|Ba-
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€T 3anpocbl NONb30BaTENs N 3aBEPLLAETCS.

B komnnekce nporpamm runeptekcTtoBon o6paboTkm AaHHbIX Norib3oBaTesib nonyyvyaet
AOCTYN K pecypcam, asnatowmmcs cyHoctamm @C. Komnnekc nporpamMmm 3reKTPOHHOM NOYThI
ncnonb3yeT TexHosnorno maildir, obecnevnBaroLyto XpaHEHNE NOYTOBbLIX COOOLLEHUN B BUAE
oTaenbHbIX cywHocTen ®C. Co3gaBaemble dansibl NOYTOBbLIX COOOLEHNN MapPKUPYHOTCA METKaMK
6e3onacHOCTH, yHacneagoBaHHbIMKU OT nNpouecca-co3gartens. Takum obpasoM, B 060mx Komnnekcax
nNporpamMmM pecypcbl, K KOTOPbIM OCYLLECTBNSAETCSA AOCTYN OT MMEHU CEepPBEPHbIX NPOLIECCOB,
obpabaTbiBatoLLMX 3anpockl Nonb3oBaTtenen, aBnaTca cywHoctamm OC. CnegoBaTenbHO, AOCTYN
K 3almaemblM pecypcam npu npmeme n obpaboTke 3anpocoB Monb3oBaTenen B npolecce
YHKLUMOHNPOBAHUS CepBEPOB KOMMMEKCOB NPOrpaMmm rmnepTekCcToBOM 00paboTkn AaHHbIX U

AMEKTPOHHOM NOYTLI Nog4YMHAETCs MaHgaTHbIM [P,

4.1.6. U3onaumsa npoueccoB

PelwweHne 3agaum msonsumm agpecHblX NPOCTPaHCTB MPOLECCOB OCHOBAHO Ha apXu-
TekType sgpa OC, koTopoe obecneumBaeT AN KaXOoro npouecca B cucteme cobCTBEHHOE
N305IMPOBAHHOE afpecHOE NPOCTPaAHCTBO. [laHHbIN MeXaHM3M U30MSLUNMN OCHOBaH Ha CTpaHWUY-
HOM MexXaHM3Me 3aluTbl NaMATU, a TakkKe MEeXaHu3Me TpaHCNALMW BUPTYyanbHOro agpeca B
pun3nyeckni, NoagaepXXmBaeMbli Mogynem ynpasneHus namateto. OgHu 1 Te ke BUpTyarnbHble
agpeca (c KoTopbIMKU KU paboTaeT npoueccop) NpeobpasytoTca B pasHble unsnyeckme Ans pasHbixX
afpecHbIX NPocTpaHCTB. NMpouecc He MOXET HECaHKLMOHMPOBaHHBLIM 06pa3oM Nony4YnTb AOCTYN K
NPOCTPAHCTBY APYroro Npouecca, T. K. HEMPUBUNENMPOBAHHbIV MOb30BaTENbCKNA NPOLIECC NULLEH
BO3MOXHOCTM paboTaTb C hU3NYECKON NaMATLIO HANPAMYHO.

MexaHun3m pasgensieMon NnamsaTu sIBMSeTCs CaHKLMOHMPOBaHHbIM CNOCOO0OM Nony4nTb
HECKOSbKMM npoLeccam 4OCTYN K OOHOMY M TOMY e y4acTKy namsaTh U HaxoanTbCHa Nog KOHTPO-
nem AMCKPELMOHHBIX U MaHaaTHbix MNP (cwm. nfd.1.5).

AJpecHoe NpoCTPaHCTBO A4pa 3alMLEHO OT NPSIMOro BO3AENCTBUSA NOMNb30BaTENbCKNX
NPOLIECCOB C MUCMONb30BaHWEM MeXaHn3Ma CTpaHUYHOM 3awmTbl. CTpaHuLbl NPOCTPaHCTBa Sapa
SABMSAOTCA NPUBUMNENMPOBAHHBIMU U AOCTYM K HAM U3 HEMPUBUNETMPOBAHHOIO KOAA Bbi3biBAET
NCKIOYEeHne npoueccopa, Kotopoe obpabaTtbiBaeTca KoppekTHbIM obpasom sgpom OC. EguH-
CTBEHHbIM CaHKLMOHMPOBaHHbIM cnocobom goctyna k sapy OC u3 nonb3oBaTenbCKOM NporpamMmmbl
SABMSETCA MEXaHU3M CUCTEMHbIX BbI30OBOB, KOTOPbIA rapaHTUPYET BO3MOXXHOCTb BbIMOSTHEHUS

nornb3oBaTtesieM TOJIbKO CaHKUMOHUPOBAHHbIX DENCTBUN.

4.1.7. Peructpaumnsa cobbiTun 6e3onacHocTun
B OC peanusoBaHa paclumpeHHas nogcuctema npoTOKONMPOBaHNSA, OCYLLEeCTBASoLWas
permcTpaunio cobbiTin B ABOUYHbIE (hansbl C UCMONb30BaHMEM cepBuca parlogd.

B 6ubnnotekax nogcmctembl 6esonacHoctn PARSEC peann3oBaH nporpaMmHbIN MHTEP-
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denc ans npoToKONMpoBaHMsS COBBLITUIN C NCNONb30BAaHNMEM PACLUMPEHHOW NOACUCTEMbI NPOTOKO-

nupoBaHus. [1aHHbIM NPOrpaMMHbIN MHTEPdENC NPUMEHEH AN pernctpauumn codbitun B CYB[
PostgreSQL (4.1.14.3).

4.1.8. Ounctka onepatTMBHON U BHELUHEN NAMATHU

PeweHne 3agaun ounctkm Ol ocHoBaHO Ha apxuTekType sapa OC, KoTopoe rapaHTupyer,
YTO OObIYHbIA HENPUBUIEMNMPOBAHHbINA MPOLECC HE MONYYMT AaHHbIE YY>KOro npolecca, ecnm 310
SIBHO He paspelleHo MPL. 3T1o o3HayvaeT, YTo cpeacTBa B3aMMOLENCTBUA MeXay npoLleccamm
KOHTponupytotcst ¢ nomolubto MNP, 1 npouecc He MOXET MOMyYUTb HEOUULLIEHHYHO NaMATb (Kak
onepaTtuBHYH, Tak U OUCKOBYHO).

PelueHne 3agaym Oo4YNCTKM NAMATU Ha BHELLHMX HOCUTENSAX OCHOBAHO Ha peanu3auuu
MexaHn3ma, KOTOpbI ovMwaeT Hencnonbdyemble 6nokn ®C HenocpeacTBEHHO NPU UX OCBOOOX-
AeHun. PaboTa Ha3BaHHOIO MexaHu3ama CHUXAeT CKOPOCTb BbIMOSTHEHMSI onepauui yaaneHus
N yceveHus pasamepa danna. MexaHmsm siBnseTcs HacTpamBaeMbiM M NO3BONSET obecneynTb
paboty ®C OC (Ext2/Ext3/Ext4) B 0O4HOM M3 CeayrLmX PEXMMOB:

- daHHble NobbIX yaansembix/ypesaembix ¢annos B npeaenax 3agaHHon ®C npegsapu-

TeNbHO OYULLIAKOTCS MACKMUpPYIOLLIEN NOCNeaoBaTENbHOCTLIO;

- gaHHble PC ocBoboxaarTcsa 0Obl4HBIM 06pa3om (6e3 NnpeaBapuTENbHOIO MacKMpoBa-

HKS).

Pexxum pabotbl PC moxeT 6biTb BbibpaH agMmuHucTpatopom OC n 3agaH B Buae napa-
MeTpa MoHTupoBaHus PC.

Kpome Toro, B OC peanu3oBaH MexaHW3M BKITHOYEHUSA OYMCTKM aKTMBHbIX pa3gerioB

CTpPaHM4YHOro obmeHa.

4.1.9. KoHTponb LEenoCcTHOCTHU

PelleHne 3agay KOHTPOSS LENOCTHOCTM OCHOBAHO Ha MCMONb30BaHUM GUONMOTEKM
libgost, B KOTOpOW peanu3oBaHbl PyHKUMN XawmpoBaHusa B cootBeTcTBum ¢ FOCT P 34.11-94,
OCT P 34.11-2012 ¢ pnuHon xaw-koga 256 out n NOCT P 34.11-2012 ¢ anuHoM xaw-koaa
512 6uT. [JaHHasa 6ubnmnoTeka Ncnonb3yeTcs B CpeacTBax KOHTPOMS LEeNoCTHOCTM AUCTpmnbyTrea u
cpencrTBax KOHTpossi uenoctHoctn OC.

KoHTponb uenoctHocTh anctpmbytmea obecnevmBaeTca METOAOM pacyeTa ero KOHTPOsib-
HOW CYMMbIl 1 CPaBHEHUS NOMYYEHHOrO 3HAaYEHUS C 3TarlOHHbIM 3HAYE€HNEM KOHTPOSTbHOW CYMMbI.

KoHTponb uenoctHoctn OC, npuknagHoro MO n C3UM obecnevnBaetca Habopom npo-
rPamMMHbIX CPeACTB, KOTOPLIN NPegoCcTaBNsAeT BO3MOXHOCTbL NEPUoANYECcKoro (C NCNorb30BaHNEM
CUCTEMHOIO MNMAHMPOBLUMKA 3aaHUN cron) BbIYUCIEHNSA KOHTPOSTbHBIX CYyMM hannoB U COOT-
BETCTBYHOLLMX UM aTpUByTOB C NocneayoLwmMm CpaBHEHNEM BbIYMUCIIEHHbIX 3HAYEHUIN C 3TASIOH-

HbiMW. B ykazaHHOM Habope nporpaMMHbIX CPEACTB peanv3oBaHO MCnorb3oBaHue 6ubnmotekn
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libgost 1 KOHTPOrb LIENOCTHOCTM CBSA3aHHbIX C hannamm aTpubyToB pacluMpeHHON NoacucTe-
Mbl 6esonacHocTn PARSEC (maHaaTHbIX aTpubyToB 1 atpubyToB paclUMPEHHON NOACUCTEMbI

MPOTOKONMMPOBaHMS).

4.1.10. OrpaHu4yeHue NporpamMmmMHON cpeabl

4.1.10.1. 3amKkHyTaAa nporpamMMHas cpega

MHCTpyMeHTbI 3amMKHYyTOW nporpammHon cpeabl (3MC) npegoctaBnsaioT BO3MOXHOCTb
BHeZpeHua undpoBon nognucu B ucnonHsaemble dannel gopmata ELF, Bxogsuwme B coctas
yctaHasnueaemoro Cl10, n B paclumpeHHbie atpubyThl (hannioBon CUCTEMBI.

MexaHn3mMm KOHTPOMS LENOCTHOCTU MCMOSTHAEMbIX dannioB n pasgensiembix 6mbnmo-
Tek popmaTa ELF npu 3anycke nporpaMmmbl Ha BbINofHEHWE peann3oBaH B mogyne sgpa OC
digsig_verif, KOTOpbIN SBNAETCA HEBbIrPYXaemMbiM Moaynem sgpa Linux u MoxeT OyHKLUNOHK-
poBaTb B OAHOM W3 CreaYLWNX PEXNUMOB:

1) ncnonHsembiM barinam u pasgensembim 6ubnuotekam ¢ HeBepHon A, a Takke 6e3

Ol 3arpyska Ha UcnonHeHune 3anpeLltaeTcs (LTaTHbIN PeXnM PYHKLUMOHNPOBAHUS);

2) ucnonHaemMbiM hannam u pasgendemoiM 6udnuotekam ¢ HeBepHoun A, a Takke 6e3

Ol 3arpy3ka Ha UCNOMHEHNe paspeLuaeTcs, Npy 3TOM BblgaeTcs coobuleHne o6 owmnbdke

nposepku 31 (pexxum anga nposepku 3l B Cl10O);

3) Ol npwu 3arpy3ke ucnosnHsemMblx pannos n pasgensembix 6ubnnotek He NpoBepseTcs

(oTnapoyHbIn pexnm ansa TectupoBanus Cl0O).

MexaHn3M KOHTPOrs LIEeNTOCTHOCTM (haninoB Npu NX OTKPbITUKM Ha ocHoBe Ol B paclumpes-
HbIX aTpubyTax pannoBon cucTemMbl Takke peanunsoBaH B mogyne aapa OC digsig_verif u
MOXET PYHKLMOHNPOBATL B O4HOM U3 CrieayoLWmnX pexxumMoB:

1) 3anpeLyaeTcs OTKpbITUE PannoB, NOCTABEHHbIX HA KOHTPOrb, C HeBepHoun 3l nnu

oe3 3lT;

2) oTKpbITUEe hannos, NOCTaBMAEHHbIX HA KOHTPOMb, ¢ HeBepHon Al unn 6e3 3l paspe-

LIaeTcd, Npu 3ToM BbigaeTcst coobuieHne o6 owmnbke nposepkun Il (pexunm onsi NpPoBEPKN

Ol B paclumpeHHbIX aTpubyTax annoBon CUCTEMBI);

3) 3l npun oTKpLITUN PanNoB He NPOBEPSETCS.

4.1.10.2. CucteMHble OrpaHM4YeHUs1 1 GITOKUPOBKMU

HononHutensHo B OC peanv3oBaHbl MEXaHW3MbI, MO3BONSAOLLME YCTaHABNUBATbL Cneayto-
LMe orpaHmyeHnst 1 GroKMPOBKK:

1) cucTeMHble orpaHUYeHun, 3agaHHble B hanne /etc/security/limits.conf;

2) 3anpeT ycTaHOBKMN BUTa UCNONHEHNS;

3) GnokupoBKa KOHCONWU ANS nonb3oBaTenen;

4) GrnoKMpoBKa MHTEPNPETATOPOB;

5) BGnokupoBKa MakpoCoB;
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6) GrnokMpoBka TpaccupoBku ptrace;

7) 6nokupoBska knaeuw SysRq.

OnucaHue ynpaBneHUss CUCTEMHbIMU OrpaHUYeHMsIMM U BGNOKMpPOBKaMU NPUBELAEHO
B PYCB.10265-01 95 01-1

4.1.11. MapkupoBKa AOKYMEHTOB

PelieHne 3agayun mMapKkupoBKM LOKYMEHTOB MpuW BbIBOA4E Ha nevYatb OCHOBAHO Ha WUC-
nonb3oBaHum B OC 3alumieHHoro cepeepa nedatn CUPS, koTopbii ob6ecneunBaeT MapKkMpoBKYy
BbIBOOMMbIX Ha neyaTtb JOKYMeHTOB. MaHaaTHble aTpubyThl aBTOMaTUYECKN CBA3LIBAOTCS C 3aja-
HMeM Onis neyaty Ha OCHOBE MaHAATHOrO KOHTEKCTa Nofly4aeMoro ceTeBoro coeamHenns. Boisog
Ha nevatb AOKYMeHTOB 6e3 MapkMpoBKM cybbekTtamu JocTyna, paboTalowmMm B HEHYNEBOM
MaHOATHOM KOHTEKCTE, HEBO3MOXKEH.

[Onsa paspewenus cepepy CUPS obpabatbiBaTb 3agaHusa nedatn, oopMupyembie B
HEHyrneBoOM MaHAaTHOM KOHTEKCTe, HEOBXOAMMO OT MMEHU afMMHMUCTPATOPa BbIMNOMHUTL onpeae-
NeHHble OEeNCTBUS, ONpeaenstowmne BO3MOXHbIN MaHAATHbIA KOHTEKCT, B KOTOPOM MOryT oopMu-
poBaTbCA 3aJaHns AN nevyaTn Ha KOHKPETHOM MNpUHTEpe.

MapkupoBka LJOKYMEHTOB OCYLLECTBIISIETCA Ha OCHOBE CrnefyoLwwmnx MoanuumpyemMblx
dannoB LWabrnoHoB:

- (pann wabnoHa, cogepxawmmn nHgopmaumo 06 aTpnbyTax MapKMpoOBKU 1 UX NOSIOXKEHNUN

Ha CTpaHuue Npy nevyatn AOKYMEHTa;

- dhann wabnoHa, cogepxawmn nHdopmaunto 06 atpmbytax MapknpoBku obopoTa no-

cnegHero nNUcTa AOKYMEHTa M UX MOSNIOXKEHUN Ha CTpaHuLEe Npu nevyaTn Natm u MeHee

9K3EeMMMsipoOB JOKYMEHTA;

- ¢hann wabnoHa, cogepxawmn nHdopmaunto 06 atpmbytax MapkmpoBku obopoTa no-

cnegHero nucta AOKYMEHTa M UX MOSIOKEHUN Ha CTpaHuue npu nedyatn Gonee natm

AK3EMIMIIAPOB OOKYMEHTa.

4.1.12. O6ecne4vyeHne paboTbl B OTKA30yCTONYUBOM peXuUMe

dyHkumoHan OC nogaepXuBaeT co3gaHne KnactepHon hannoBon cuctemMsl ¢ obecneve-
HMEM ee OTKa30yCTOMYMBOCTM (OTKA30yCTONYMBLIM KnacTep). [Ans co3gaHust 0TKa3oyCTOMYMBOIo
knactepa ucnonbe3ytotca naketel Pacemaker, Corosync n Keepalived, a Takke Ceph ansa cosna-
HUS OTKa30yCTONYMBOW pacrnpeneneHHon annosBon cuctemMol. B oTka3oycToM4mMBOM Kractepe
N OTKa30yCTOMYMBOW pacrnpeneneHHon (hannoBon cUcTeEME NPU BbIXOLE U3 CTPOS OLHOrMo n3
CepBeEPOB COXPAHAETCS AOCTYNHOCTb CEPBUCOB U MHhOpMaLUW.

Bonee nogpobHasa nHdopmaunsa npuseaeHa B gokymeHte PYCB.10265-01 95 01-1.
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4.1.13. O6ecnevyeHne HageXHoOro hyHKLMOHUPOBaAHUSA

[nsa peweHnsa 3agaym obecneyeHnsa HagexxHoro yHkunoHnposaHmsa B OC peann3oBaHbl
CpeacTBa pe3epBHOro KONMpoBaHUst M BOCCTaHOBIEHMS Nocre cboeB 1 0Tka3oB 06opyaoBaHUA.

CpenctBa obecnevyeHnsa HageXxHoro yHKLMOHNPOBaHNA NPeaocTaBnaT crneayowmne
BO3MOXHOCTU:

- aBTOMaTU4eCcKoe BbINOMHEHNE B Npouecce nepesarpyskun nocne cbos nporpammbl Npo-

BEpPKM n BoccTtaHoBreHust OC;

- pesepBHOE KonNupoBaHue n BocctaHoBneHune OC;

- pesepBHOe KonnpoBaHue n BocctaHoBneHne CYB/.

Bonee nogpobHas nHgopmaumsa npueegeHa B gokymeHtax PYCB.10265-01 95 01-1 n
PYCB.10265-01 97 01-1.

4.1.14. O6ecne4vyeHue poctyna k B[]

PelwweHune 3apgayn obecneyeHus goctyna Kk B[l peannsoBaHo C MCNONb30BaHMEM 3aLLm-
LeHHoro komnnekca nporpamm CYB[] Ha ocHoBe ob6bekTHO-pendunoHHon CYB[] PostgreSQL,
AopaboTaHHOM B COOTBETCTBMM C TpeboBaHuem nHterpaumm ¢ OC B 4acTu MaHaaTHOro ynpasne-
HUS OOCTYNOM K MHbopMaLmn 1 cogepxallen peanusaumio [N-monenu ynpasneHna 4octynom
N MHOPMaLUMOHHBLIMU NoTokamu. JaHHaa [-moaens onucbiBaeT BCe acneKTbl AUCKPELMOHHO-
ro, MaHgaTHOro M POSIEBOro yrnpasBneHust 4OCTYNOM € y4eToM 6e30nacHOCTM MHPOPMALMOHHBIX
NMOTOKOB.

4.1.14.1. AnckpeunoHHoe yrnpaBrneHme AOoCcTynom B 3awuweHHon CYB[]

B CYB[ Ha HM3KOM ypOBHE [aHHble XPaHATCA B OTHOLIEHMSAX (Tabnuuax), COCTOALWMX U3
CTPOK 1 cTonoduos. [loCcTyn K JaHHbIM pasrpaHMymnBaeTca B NOHATUAX pensunoHHon CYB[. EanHu-
Len XpaHeHust 1 4oCTyna K AaHHbIM SBISETCA CTPOKa, COCTOALasn U3 nonen, naeHTuuumpyembIx
MMeHamMu cTonoLuoB.

Kpome Tabnuu, cyliecTtByoT gpyrne Tunsl o6bekToB bl (Buabl, npoueaypbl U Np.), KOTo-
pble NPeaoCTaBnsT AOCTYN K AaHHbIM, XpaHswWwmMmcs B Tabnuuax.

Takum obpasom, B 3almieHHOM Komnnekce nporpamm CYB[] onpegeneHsl Tunbl 00bek-
TOB, C KaXXAblM N3 KOTOPbIX accouMmMpyeTcst onpeaeneHHbii Habop TMNOB JOCTyna (BO3MOXHbIX
onepauun). nga kaxxgoro o6bekTa ABHO 3a4aeTCH CMUCOK paspeLleHHbIX A8 KaXaoro n3 nonme-
HOBaHHbIX cybbekToB B[l (Monb3oBartenen, rpynn unu ponen) tunos goctyna (T.e. ACL). U B
AanbHeriwem npu pasbope 3anpoca K bl ocylecTBnseTca npoBepka BO3MOXHOCTU NpeaocTasne-
HWA JocTyna cybbekTa K 0O0beKTy Tuna, COOTBETCTBYHOLLENO 3anpocy.

B obwem cnyyae otgensHas CTpoka Tabnuubl He SBAsSieTCA OQHO3HAYHO naeHTuduumpye-
MbIM OOBEKTOM (Kaxkgas CTpoKa MOEHTUULMPYETCS TONbKO HAaBopoM COOoepXMMOro CBOMX Monen,
HO 6e3 cneuuwanbHbIX OEACTBUA, HAanpuMMep, CO3A4aHUs NEPBUYHOMO Kritoya unn uamyeckoro

YHUKaIbHOIo naeHTudukaTopa ctpoku B b1, Takas naeHTugukauma He SBNSETCS YHUKarnbHOM),
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N COOTBETCTBEHHO ANCKpeLUnoHHbie MNP K Hel NpuMeHeHbI ObiTb He MoryT. CTonbubl MOryT siB-
naTbes o6bekTaMu ANCKPELMOHHOIOo ynpasieHns 40CTYNOM, NOCKOSIbKY MOryT OblTb OQHO3HAYHO
NMOEHTUUUMPOBaHbI NO COCTaBHOMY MMeHU obbekTa n ctonbua (Mma ctonbua BHYTpU obbekTa
ABNAETCA YHUKamNbHbIM).

Mopsigok npumeHeHus auckpeumoHHblx PO npu pgoctyne k B npuBeaeH B
PYCB.10265-01 97 01-1.

4.1.14.2. MaHgaTHoe ynpaBneHue A0CcTynom B 3awuweHHon CYB[]

B ocHoOBe MexaHM3ma MaHOAaTHOro ynpasrneHust LOCTYNOM NEXUT ynpasrneHme JOCTYNOM K
3awmiaembiM pecypcam Bl Ha OCHOBe nepapxu4eckux n He nepapxmyeckmx atpnbyTos gocTyna.
OTO NO3BOMSET peann3oBaTb MHOTOYPOBHEBYIO 3alLMTy ¢ obecnedeHneM pasrpaHudeHust gocTyna
nonb3oBaTenen K 3awmaemolm pecypcam Bl n ynpasneHue notokamu nHdopmaumn. B kayectse
nepapxuyecknx M He mepapxmyeckux atpubyToB goctyna npu mcnonb3osaHum CYB[ B OC
ncnonb3yotcst MeTkn 6esonacHoctn OC.

CYB[ PostgreSQL He nmeeT cOBCTBEHHOIO MeXaHM3Ma Ha3Ha4YeHUs1, XpaHeHUs U MOau-
dukaumm MeTok 6e3onacHOCTM Nonb3oBaTeENen U NCNonNb3yeT Ans 3Toro mexaHnamsl OC.

B pensumoHHOM Mogenu B KadecTBe CTPYKTypbl, obnagatrouwen MeTkon, Heobxoammo
BbI6paTb KOPTEX, NOCKObKY MMEHHO Ha 3TOM YPOBHE AeTanu3auumm OCyLLEeCTBSTCS onepaunm
yTeHunsa-3anmcun nHopmaumm B CYB[. INpu 3TOM MECTOM XpaHEHUS METKU MOXET ObiTb BblOpaH
TONMbKO CaM KOpTeX, Tak MeTka byaeT HepaspblBHO CBA3aHa C AaHHbIMUW, cofepXalnumMucs B
kopTexe. Kpome aToro, MeTka Takke MOXeT ObITb onpegeneHa ans Takmx o6bektos B[], K KOTOpbIM
NPUMEHNMbI BUAbI AOCTYNa Ha YTEHMe-3anucb AaHHbIX, 8 UMEeHHO Tabnuupl 1 BUAbl. B aToM cnyyae
MeTKM 06BbEKTOB pacnonaratoTcs B 3anncu CMCTeMHON Tabnuubl, HENOCPEACTBEHHO OMUCHIBAOLLIEN
3alwmiaemMblii OObEKT.

B cBsA3u ¢ Tem, 4to B PostgreSQL obbekTamu 3awmnTbl ABASOTCS CTON6OUbI, BbIMOMHEHA
peanunsauma maHgaTtHeix MNMPO gnga ctonbuos o6bekToB. B aToMm cnyvae meTku 6e3onacHoCTum
cToNnbuoB OOGBLEKTOB Takke pacnonaraloTca B 3anncy COOTBETCTBYIOLEN CUCTEMHOM Tabnuubl,
HenocpenCcTBEHHO ONMCbIBatOLLEN 3alumLiaembln ctonbel. MaHaatHele MNP ctonbuoB n camoro
obbekTa He MOryT OblTb MPUMEHEHbI OOHOBPEMEHHO. Pexnm npumeHeHnss maHaatHeix MNP
TOSbKO K caMOMy O6BEKTY MK TOMbKO K ero ctonbuam MoOXeT ObiTb 3a4aH AN KaXxaoro oobekta
B OTAENbHOCTW. 3aluTa Ha YpoBHE 3anvcert MOXeT NCMNOoMNb30BaTbCsA B NIOOOM criyyae.

Mpn Hannuum meTok 6e3onacHOCTM Ha cam O6beKT, ero ctonbew, U HENOCPEACTBEHHO
CTPOKY BO3MOXHbI criegytouime BapuaHTbl ucnonb3oBaHns MaHaatHbix [P (Ha npumepe Tabnuu):

- MeTKn 6e30nacHOCTU OTCYTCTBYIOT — MaHAaaTHble [P He npumeHsitoTca. B aTom cnyyvae

MeTKa 6e3onacHoOCTN o6beKkTa He yCTaHOBIEHA, MeTKM 6e3onacHoCTM CTonbL OB He yCcTa-

HOBNEHbI, a cam 06beKT co3aaH 6e3 3awuTbl cTpok. CYB[] dyHKUMOHMPYET B LUTATHOM

pexume 3anTbl C UCMONb30BaHNEM TOJIbKO ANCKPEeLUUNOHHbIX MPL;
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- MeTKkaMu 6e3onacHOCTM 3almLlaloTcs Tonbko 3anucn. MeTtka 6e3onacHocTn obbekTa He
yCTaHOBfeHa, MeTkn 6e3onacHOCTU CTONBLOB He yCTaHOBIEHbI, a caM O6beKT co3aaH ¢
3awmTon cTpok. AuckpeunoHHsle MNMPL npumeHsaoTCa nepep, BbinofHeHneM 3anpoca. MaH-
naTtHble MNMPL npumeHsatoTcs Tonbko Ha ypoBHe 3anucen. Co3agaHne 3anucen paspeLleHo
BCEM cyObekTam, Npu 3TOM 3anucu HacneayrT MeTky 6esonacHocTn cyobekta. Onepauun
4YTeHUsA N MoaucMKaL MmN oCyLLECTBASOTCA Ha4 MHOXECTBaMM 3anncen, JOCTYMNHbIX CyOb-
ekTy no maHgatHeiM [NPA. MNposepka maHaaTHbIX [P ocylecTBNAeTcs nocne ycnewHoro
npuMeHeHns anckpeumoHHbix MNP, HapyweHne 6e30nacHOCTM HE BO3HMKAET;

- MeTKamy 6e30MacHOCTU 3almuaeTca Tornbko 0obekT. MeTka 6e3onacHoCTM obbekTa
yCTaHOBMNeHa, MeTKM Be30nacHOCTU CTONBLOB He yCTaHOBIMEHbI, @ caM OObEKT co3aaH
6e3 3awnTbl cTpok. MaHaaTtHble MNP npuMeHATCs TONbKO Ha ypoBHe obbekTa, Bce
OaHHble, cogepXalmecs B 00bekTe, pacCMaTpuBaroTCAa Kak MMetoLmne MeTky besonac-
HocTn obbekTa. Co3gaHue 3anucen paspelleHo cybbektam ¢ MeTkamm 6e30MacHOCTH,
HaZ KOTOpbIMU JOMUHUPYET MeTKa 6e30nacHOCTN ob6bekTa, MpM 3TOM 3anucu HacneayoT
MeTKy 6e3onacHocTu cybbekta. Onepauumn 4TeHns n mogmdurKaLmMm oCyLLEeCTBIIAKTCA NO
maHgaTtHbIM MNP k 06bekTy. ManaaTtHble NP npyuMeHsATCA TONbKO B Cnydae yCrneLwHon
npoBepkn anckpeunoHHbix MNP, koTopble kK cTonbuam o6bekTa NPUMEHSOTCS TOMNbKO Npu
OTCYTCTBUM SIBHOTO pa3peLleHns Ha SOCTYn K caMon Tabnuue;

- MeTKkaMu be3onacHOCTU 3almLaeTcs oobekT 1 ero 3anucu. Metka 6e3onacHoOCTM 0Obek-
Ta yCTaHOBMeHa, MeTkn 6e30nacHOCTU CTONOLIOB HE YCTAHOBMEHLI, @ caM 06bEeKT co3aaH
C 3alUMTON CTPOK. AHANOIrMYHO npeablaywemMy BapuaHTy co3fgaHue 3anncen paspeLleHo
cybbekTam ¢ MeTkammn 6e30nacHOCTU, Hag KOTOPbIMU JOMUHUPYET MeTKa 6e3onacHoCTum
oObekTa, Npy 3TOM 3anucu HacneayT MeTKy 6esonacHocTn cybbekTa. MangaTHble MNP
NPUMEHSIOTCA KaK Ha ypoBHE 0ObeKkTa, Tak U Ha ypoBHe 3anucen. Onepaumm mogmduka-
LM BO3MOXHbI TOMbKO HaA4 AaHHbIMW, UMEKLWMMN METKY 6€30MacHOCTU, paBHY METKe
©e3onacHocTn Tabnuubl;

- MeTKkaMu 6e3onacHOCTM 3awmilatotcs ctonbubl oobekTa. MeTka 6e3onacHoCcTM oObekTa
He yCTaHoBIeHa, MeTkM 6e30nacHOCTI CTONOLOB YCTAHOBIEHDI, @ caM 00bEKT co3aaH 6e3
3almTbl CTpoK. Mpu aTom MaHaaTHble MNP npumeHstoTcs Ha ypoBHe cTonouoB. CyobekT
MOXET YMTaTb M3 CTONOLIOB, Hag MeTkaMy 6e30NacHOCTU KOTOPbLIX AOMUHUPYET €ro MeTka
Ge3onacHOCTK, BCTaBNATb AaHHbIE B CTONOUbI, YbM METKM BE30MAaCHOCTU JOMUHUPYIOT
Hag ero, n mogMdunumMpoBaTb Te, YbM METKM 6GE30MacHOCTM paBHbI ero MeTke GesonacHo-
ctn. Onepaunn yaganeHust HEBO3MOXHbI NPU HanNM4MmM pasHbiX METOK 6e30MacHOCTM Ha
cTonbubl, T. K. onepauns NpUMMEHSETCH KO BCEN CTPOKe. JTO CBA3AHO C TEM, YTO onepaums
yAaneHus UHTEPNPETMPYETCA Kak nocrnegoBaTenbHOe NpeaocTaBneHne goctyna Ha yTe-

H1UE N Ha 3arncb, YTO BO3MOXHO TOJIbKO MNMpU paBeHCTBE METOK ©esonacHoCcTK cy61>eKTa n
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obbekTa. B cnyyae, koraa ctonbubl UMEIT pa3Hble METKM 6e30MacHOCTH, AaHHOE YCroBMe

BbINOMHUTLCA HE MOXeT. Onepaunsa yaaneHnsa JOCTynHa TONbKO ANA agMuHUCTpaTopa u

nonb3oBaTenen, obnagarLwmx NpuBMUNErMaMmM NrHOPMPOBaHNSA MaHAATHOro ynpaBneHus

AOCTYNoMm;

- MeTkamu 6e30nacHOCTU 3amLLaoTes cTonbupbl U 3anMcn obbekTa. B aTom crnyyae meTka

B6esonacHocTn obbekTa He yCTaHOBMNEHa, MeTKN 6e30nacHOCTU CTONOLIOB YCTaHOBMEHbI,

a cam 00bEeKT co3aaH ¢ 3awmTon cTpok. NMpu aTtom mangatHble MNP npumeHaoTca Kak

Ha ypoBHEe CTON6LOB, Tak U Ha ypoBHe 3anucen. CyobEeKT MOXET BCTaBMNATb AaHHbIE B

cTonbubl, YbM MeTKM 6e30NacHOCTM AOMUHUPYIOT HaA ero, Npu 3TOM 3anncu HacneaywT

MeTKy 6e3onacHocTu cybbekta. Onepaumm 4TeHMs u Mogmdukaumm ocyLecTBNSATCA Hag

MHOXECTBOM 3anuncein, OCTYNHbIX cy6bekTy no MaHaaTtHbIM P Ha 3anucn, n Tonbko no

cronbuam, OOCTYNHbIX N0 MaHaaTtHbIM MNP Ha cTonbubl.

OnucaHue npMMeHeHUs MaHgaTHoro pasrpaHudenuns goctyna B CYB[ PostgreSQL npu-
BefeHo B fokymeHTe PYCB.10265-01 97 01-1.

4.1.14.3. Perncrtpaumusa cobbiTun B 3awuweHHon CYb

PeweHuve 3agaun peructpaumm cobbituii B 3awmweHHon CYB[ obecneumBaeTca Ha
OCHOBE MCMNosib30BaHus peannsoBaHHon B OC pacluMpeHHOW NoACUCTEMbI NMPOTOKONIMPOBAHUS
(cm. [4.1.7). HacTpoitka noacmcTembl peructpaummn cobbituin B 3awmieHHon CYB[ obecneunBaet-
€A KOHUrypaunoHHbIM dpannomMm pg_audit.conf KOHKPETHOro Knacrtepa AaHHbIX.

B aTOM KOHUrypaumoHHoM danne MoXHO 3agaTb CNUCKKU yCneLHbIX (success events
mask) n HeycnewHbIX (failure events mask) TMNoB 3anpocoB Ha AOCTynN, KOTopble ByayT peru-
cTpupoBaTbca B xypHane CYB[ n nogcucteme ayguta OC ansa otaenbHbIX Nofnb3oBaTenemn n no
ymon4daHuio. Cnmcku TMNOB 3anpocoB Ha AOCTYN 3a4alTcsa B BUAE WeCcTHagUaTepuyHbIX Yncen, B
KOTOPbIX KaXXgoMy TUMy 3anpoca COOTBETCTBYET YCTaHOBMNEHHbIN (ANA perMcTpmpyemMblx 3anpocoBs)
UM COPOLLEHHbIN (ONS HE perMcTpupyeMblix 3anpocoB) OuUT:

- Ha gobaBneHne/uameHeHue/yganeHue nonb3osartenen n rpynn (SUBJECT) COOTBETCTBY-

€T HyneBon 6uT (LuecTHagUuaTepmyHoe 3HadeHne — 1);

- Ha U3MeHeHMe KoOHUrypauuu, BNNKAOLLEN Ha AOCTYN K AaHHbIM (3anpoc Ha U3MeHeHue

3Ha4yeHnss NepeMeHHon ac_session_maclabel) (CONFIGURATION), COOTBETCTBYET

nepBbii GUT (LLECTHagUaTEPUYHOE 3HAYEHNe — 2);

- Ha M3MeHeHue npaB gocTtyna K obbektam B[l (RIGHTS) COOTBETCTBYET BTOpPOMN OUT

(wecTtHaguaTepuyHoe 3HavyeHne — 4);

- Ha BbI6OpKY UHopmauun n3 Bl (SELECT) COOTBETCTBYET YeTBEPTLIN OUT (LecTHaaua-

TepuyHoe 3HadyeHune — 10);

- Ha pobasneHune nHdopmauum B B} (INSERT) COOTBETCTBYET NATbIN OUT (LecTHaguare-

pu4Hoe 3HadyeHne — 20);
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- Ha nameHeHue nHgopmaumm B bl (UPDATE) COOTBETCTBYET LIeCTON 6UT (LecTHaaua-
TepuyHoe 3HadyeHune — 40);

- Ha yganeHue uHgpopmaumm n3 B[l (DELETE) COOTBETCTBYET ceabMon 6UT (LecTHagua-
TepuyHoe 3HadyeHune — 80);

- Ha OYMCTKY AaHHbIX (TRUNCATE) COOTBETCTBYET BOCbMOW OUT (LecTHaguaTepuyHoe
3HaveHne — 100);

- Ha 3agaHune KONMOHKM Tabnuubl B Ka4eCcTBe BHELLHEro Kntova (REFERENCES) COOTBET-
CTBYET AecATbIN OUT (LecTHaguaTepuyHoe 3HadyeHmne — 400);

- Ha pobaBneHne Tpurrepa K Tabnuue (TRIGGER) COOTBETCTBYET OAMHHAAUATbLIN 6UT
(wectHaguaTepuyHoe 3HavyeHne — 800);

- Ha 3anyck XxpaHumow npouenypbl unu Tpurrepa (EXECUTE) COOTBETCTBYET ABeHaauaTbIn
6uT (WecTHaguaTtepunyHoe 3HadveHne — 1000);

- Ha ucnonb3oBaHne obbekTa B[l (USAGE) cCOOTBETCTBYET TpUHaAUAThIN OMT (LuecTHaaua-
TepuyHoe 3HadyeHune — 2000);

- Ha co3gaHue obbekToB B B[] (CREATE) COOTBETCTBYET LUECTHaaUaTbin OMT (LuecTHaaua-
TepuyHoe 3HadeHne — 10000);

- Ha co3faHuve BpeMeHHbIX 06bekToB B B[] (CREATE) COOTBETCTBYET ceMHaauatbii 6ut
(wectHaguaTepudHoe 3HavyeHne — 20000);

- Ha yaaneHue obbekToB B[] (DROP) COOTBETCTBYET BOCEMHAaALATbI BUT (LuecTHaguaTe-
puyHoe 3HavyeHne — 40000);

- Ha uameHeHue obbekta B/l (ALTER) COOTBETCTBYET AeBATHaAUATLIN OUT (LwecTHaaua-
Tepu4Hoe 3HaveHne — 80000).

WHpopmaums o coegmHeHnn nonb3osatenen ¢ b1 (CONNECT) u pasbe4uHEHUN C HEW

(DISCONNECT) perncrpupyercs Bcerga.

4.1.15. N'mnepTtekcToBas o6paboTka AaHHbIX

PelwweHve 3agaum runepTekcToBon 06pabOTKM JaHHbLIX OCHOBAHO Ha MCMNOMNb30BaHUU
3alMLLEHHOro KOMMJsieKkca NporpaMmm rmnepTekcToBon o6paboTkm AaHHbIX, KOTOPbIN BKIIOYaeT
web-cepBep Apache2 n 6paysep Mozilla Firefox, gopaboTaHHble Onsa MHTerpauun ¢ S4pom
OC wu 6asoBbiMn BUbNMoTEeKkaMu € Uenblo obecnevyeHnss MaHgaTHOrO ynpaeneHus OOCTYNoM
Npyn opraHu3auuu yganeHHoro focTyna K MUHPOPMaUMOHHBIM pecypcaM B MHAOPMAaLNOHHbIX
N ynpaBnsaloLWKUX cUcTeMax, B KOTOPbIX OCYLLEeCTBNAeTCA xpaHeHue, obpaboTka n nepegaya
KOHMAeHUnansHON NHgopmaumm n nHpopmaumm, cogepxallen csefeHnd, cocTasnsrowme
roCyAapCTBEHHYIO TanHy.

Web-cepBep 3aLlMLeHHOro KOMMekca NnporpaMm rmnepTekcToBon obpaboTkn 3anyckaeT-
cs kak cepsuc OC. NMpu o6cnyxmBaHMKM 3anpoCcoB NOSb30BaTENEN OCYLLECTBNAETCSA NEPEKNIOYEHNE

B MaHAATHbIA KOHTEKCT 6e30nacHOCTM Nnosb3oBaTensi. MH(*)OpMaLI,I/IOHHbIe pecypcChbl, K KOTOPbIM
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OCYLLECTBIIAETCA OOCTYN, XpaHATCSA Kak 06bekTbl PC. Takmm obpasom, 4OCTYN K 3aLLmLLLAEMON
MHOpMaLMKN pa3rpaHMYnBaETCA CpeacTBa paclumpeHHon nogcuctemsl 6esonacHoctn PARSEC.
B 3awmiieHHoM KoMnfekce NporpaMmm runepTekctoBon obpaboTkm obecnedeHo (pyHKLMO-

Huposanue B ElMN (cm. 4.1.3).

4.1.16. O6MeH cooOLWEeHNAMN INEKTPOHHOMN NOYTbI

PelweHune 3apgaym obmeHa coobLLEHNAMN SNEKTPOHHOM NOYTbI OCHOBAHO Ha MCMONb30Ba-
HUM 3aLMLLEHHOIO KOMMJSIEKCa NPOrpaMm 3MEKTPOHHOM NOYTbI, KOTOPbIA BKIKOYaET cepBep arek-
TPOHHOW MOYThl, COCTOALLNM N3 areHTa nepenaym aNekKTPoHHOM NodTbl Exim4, areHTa goctaBku
3NeKTpOoHHOM no4Thbl Dovecot n knueHTa anekTpoHHon nouthl Mozilla Thunderbird, gopaboTaHHbIx
AnNa peanusauuu criegyrowmnx JONoSTHUTESNbHBIX (PYHKUMOHANbHBIX BO3MOXHOCTEN:

- nuterpaummn ¢ agpom OC un 6asoBbiMM Bubnmnotekamn ans obecneveHms MaHOaTHO-

ro ynpasneHms OCTYNOM K MOYTOBbIM COOBLLEHNAM, XPAHALMMCS C UCMNONb30BaHNEM

dopmata Maildir;

- aBTOMaTU4YeCKOW MapKMPOBKM CO34aBaeMblX MNofb30BaTeNeM NoOYTOBbIX COOOLLEHUN, C

MCNOSib30BaHMEM TEKYLLIEr0 MaHL4aTHOro KOHTEKCTa Nonb3oBaTensi.

AreHT nepegaym SneKTPOHHOW MNoYTbl ucnonb3yeT npotokonn SMTP n obecnednBaet
pelleHne cnegyroLwmx 3agauq:

- OOCTaBKy UCXOAsLLEN NOYTbl OT aBTOPU3OBaHHbIX KIMEHTOB OO cepBepa, KOTOpbIn

ABNSAeTCA uenesbiM Ans 06paboTkm NOYTOBOro JOMEHA nonyyaTens;

- npuem n 06paboTKy NOYTOBbLIX COOBLLEHNA JOMEHOB, ANSA KOTOPbIX OH SABMSIETCS Lene-

BbIM;

- nepefadvy BXogsLmMx NOYTOBbIX COOOLLEHNN ANt 00paboTKM areHTOM LOCTaBKWU 3rek-

TPOHHOM MOYThI.

AreHT JOCTaBKM AneKTPOHHOW noyThl Dovecot npegHasHaveH ans peweHns 3agad no
0obCny>XMBaHMIO MOYTOBOrO Katanora u NpeaocTaBreHns yaaneHHoro 4oCcTyna K NoYTOBOMY SLLUKY
no npotokony IMAP.

CepBep 3alUMLLEHHOrO KOMMEeKca NporpamMM 3NEKTPOHHON NOYTbI UCNOSb3YET B Ka4ecTBe
dopmarta nodtoBoro xpaHunuwa MailDir, T.k. popmaTt mailbox He nogaepxmsaeTr paboTy C
MaHAATHbIMWU YPOBHSAMU N KaTErOPUAMMU, OTIIMYHBIMU OT HyIS.

KnneHT anekTpoHHOM noYvTbl — npuknagHoe N0, yctaHaBnuBaeMmoe Ha pabodyem mecTe
nonb3oBaTens U npegHasHa4YeHHoe ANns NonyyYeHust, HanMcaHus, OTNPaBKU U XpaHEHNSA COOOLLEeHNN
3IEKTPOHHOW NOYTbI NONb30BaTenN4.

B 3awmiieHHoOM KoMMfekce NporpaMmm afeKTPOHHOW NoYThbl obecrnevyeHo PyHKLUOHNPOBa-
Hue B EMM (cm. 4.1.3).
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5. BXOOHbIE U BbIXOAHbIE OAHHbLIE

5.1. BxogHbiMu gaHHbiMu ang OC asnatoTcs:

- obpaweHue cybbekToB goctyna (npoueccoB n komaHa CYB/) k 3awmuwaeMbiM UMEHO-

BaHHbIM CYyLLHOCTSM — hbannam (nporpammam, 6ubnuotekam, cannam c nonb3oBaTtenb-

CKon 1 cnyxebHon nHopmaumen), katanoram, cneunanbHbim dannam (yCTponcTeam,

ccbinikam, kaHanam FIFO v 1.n.), B n nx anemeHTam (Tabnuuam, 3anncam, nonsim

3anucen, Tpurrepam u T.1.), a Takke cpeacteam IPC (noptam, coketam, cemacdopam);

- atpubyTbl, onpeaensoLmne NoNHOMoUNS CyGbEKTOB AOCTYNa U NpasBuna pasrpaHuyeHns

AOCTYna K CYLLHOCTSM.

5.2. BbixogHbiMn aaHHbiMK ana OC aBnaetca pesynbraT MCMNoNb30BaHUSA CyObekToM
A0CTyna 3alumLLIaeMON CyLHOCTU, NPeaoCTaBNEHHOro eMy B COOTBETCTBUMN C YCTAHOBNEHHbIMU
MPO. K Taknm pesynstatamM MOryT OTHOCUTLCS: 3anyck nporpamMmbl, pefaktupoBaHue danna,

co3gaHue cokeToB, JobaBneHne gaHHbIX B B v 1. n.
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NEPEYEHb COKPALLEHUN
B — 06a3a gaHHbIX

EMM  — egmHoe npoCTpaHCTBO Mosb3oBaTenemn

HXMI — HakonuTenb Ha Xe€CTKOM MarHUTHOM AuCKe

on — onepatmBHas NamsaTb

oC — onepauuoHHas cuctema creumanbHoro HasHadyeHus «Astra Linux Special Edition»
rno — nporpammMmHoe obecneveHune

NMPO  — npasuna pasrpaHnyeHnss JOCTYNoM

C3n — cpeacTea 3aluTbl MHopMaLuum

CMNO — cneumanbHoe nporpammHoe obecneveHne

CYBA — cuctema ynpasneHus 6azamun gaHHbIX

oC — dhannoBasi cuctema

QU  — anekTpoHHasa undposasi NoANUCh

ACL  — Access Control List (cnnucok koHTponst goctyna)

ALD — Astra Linux Directory (egmMHoe npoCTpaHCTBO Nnonb3oBaTenemn)

CIFS — Common Internet File System (o6wwnin npotokon goctyna k hannam VIHTepHeT)

DHCP — Dynamic Host Configuration Protocol (npoTtokon gnHamnyeckon KoHUrypaumm xocTa)

DNS — Domain Name System (cuctema JOMEHHbIX UMEH)

FIFO — First-In, First-Out (nepBbiM npuwen — nepebiM 06CNYyXeH — gUCUUNIIMHA odepean)

FTP — File Transfer Protocol (npotokon nepegayv gannos)

GID — Group ldentifier (ngeHTUdMKaTOp rpynnbl)

HTTP — HyperText Transfer Protocol (npoTokon nepegayn runeprekcra)

IP — Internet Protocol (mexceTeBor npoTokon)

IPC — InterProcess Communication (MexnpoLeccHoe B3auMoaencTeume)

IMAP  — Internet Message Access Protocol (npoTtokon goctyna k coobLeHnsam B cetu VIHTepHeT)

LDAP — Lightweight Directory Access Protocol (nnerkoBecHbIn NpoTOKON AOCTynNa K cepBmMcam
KaTarnoros)

NFS  — Network File System (ceTeBasa annosas cucrema)

NSS — Name Service Switch (gucnetyep cnyx6bl UMeH)

NTP  — Network Time Protocol (npoTokon ceTeBoro BpeMeHM)

PAM  — Pluggable Authentication Modules (nogknto4aemble Moaynn ayTeHTUdMKaLUK)

PID — Process Identifier (ngeHTudumkatop npouecca)

SMB  — Server Message Block (6rnok coobuieHunin cepeepa)

SMTP — Simple Mail Transfer Protocol (npocTon NnpoTOKOS 3N1EKTPOHHOW MOYTbI)
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SSH  — Secure Shell Protocol (npoTokon 3awuweHHon nepegayn nHoopmaumm)
TCP  — Transmission Control Protocol (npoTokon ynpasneHusa nepegaden AaHHbIX)
TFTP — Trivial File Transfer Protocol (npocTtenwwnin npotokon nepegayv gansnos)

uiD — User Ildentifier (ngeHTudukaTop nonb3oBartens)
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