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AHHOTALUA

HacTosiwuin OoKyMeHT SBnsieTcs onncaHnemM NpUMeHeHUs onepaunoHHOM CUCTEMbI Cre-
uManbHoro HasHadyeHus «Astra Linux Special Edition» PYCB.10265-01 (ganee no Tekcty —
0C).

B nokymeHTe onucaHbl HazHayeHne OC, ycnoBus ee NPUMEHEHUS, onNncaHve 3agadun, npu-
BeOeHbl BXOOHbIE U BbIXOAHbIE AaHHble. Takke NpuBeaeHbl CBeAEHMS NO NONyYeHUto 0GHOBEHNI
OC.
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1. HASHAYEHUE MNMPOIrPAMMbBI

1.1. HasHauyeHuUe

OC npegHa3Ha4yeHa AJia nocrtpoeHna aBtoMatun3dnpoBaHHbIX cucrtemMm B 3alneHHOM

UCMonHeHnn, obpabaTbiBatoLLMX MHGOPMALMIO, COAEPKaLLy0 CBEAEHUS, COCTaBNsAoLWMe rocyaap-

CTBEHHYI0 TalHy C rpupoM He Bbllle «COBEPLLUEHHO CEKPETHOY.

1.2. OCHOBHbIEe XapaKTePUCTUKMU

B coctaB OC BxogaT cnegytowime KOMMNOHEHTbI:

sapo OC;

cpeacTBa yctaHoBkM U HacTporikn OC;

CUCTEMHbIE N CEPBUCHbBIE YTUMNTBI;

6a3oBble ceTeBble CYXObl;

CpeacTBa opraHu3auum eanHoro NnpoctpaHcTea nons3osatenen (EMM);
nporpamMmmsbl 3aLLULLEHHON rpadnyeckon NOACUCTEMBI;

CpeacTBa ynpasrieHnsi NPorpaMmMHbIMKU NakeTamu;

cpencTBa pe3epBHOro KONMpoBaHUS U BOCCTAHOBEHUS AaHHbIX;
3aLlMLLEHHbIN KOMMMEKC NporpamMm neyaTn u yyeta 4OKYMEHTOB;
3alMLLEHHbIN KOMMMEKC NpOorpamMm rmnepTekcTtoBor 06paboTkn AaHHbIX;
3almueHHas cuctema ynpaeneHus 6asammn gaHHbIX;

3aLUNLLEHHbIA KOMMMEKC NporpamMmm 31eKTPOHHOW MoYThI;

nakeT 0OUCHbIX NporpamMm.

1.3. Bo3amoxHocTu

OC npenocTaBndeT creayome BO3MOXHOCTHU:

YCTaQHOBKY " d)yHKHMOHMpOBaHMe Ha cpeacTBax BbIYUCIIUTENBHOWN TEXHUKN C npouec-

COPHOWN apXUTEKTYpon «AnNbbpycy», a Takke NogaepXkky nepmndepnnHoro obopynosaHus;

noaaep’kKy OCHOBHbIX ceTeBbix npotokonos (TCP/IP, DHCP, DNS, FTP, TFTP, SMTP,

IMAP, HTTP, NTP, SSH, NFS, SMB);

opraHu3aumio ceTeBoro JoMeHa C LLeHTPanu3oBaHHbIM XpaHEHNEM YYETHbIX 3anuncen;
noaaepXKy 0TKasoyCTOMYMBOroO pexnma paboTbl;

paboTy ¢ MynbTUMEOUNHBIMU LaHHbIMY;

paboTy ¢ pensiuMoHHbiMn B/;

paboTy C 3NEeKTPOHHOW MOYTON;

paboTy C rMnNepTeKCTOBbIMU AaHHbIMMU;

06paboTKy TEKCTOBbIX AOKYMEHTOB M 3MEeKTPOHHbIX Tabnuy pas3nmyHbIXx opmaTos.
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2. ycnosumda nPUMEHEHUA

2.1. TpeboBaHMA K TEXHUYECKUM CpeacTBam

Onsa dpyHkumoHnpoBaHna OC Heobxoguma cnefgyowasi MUHMManbHaa KoHUrypaumsa

obopyaoBaHus:

annapaTtHas nnatgopmMa — NpPoLEeccop ¢ apxntektypon Anbbpyc-1C+, Onbbpyc-8C;

onepatnBHasa namsaTb — Hee meHee 1 ['b;

ob6bem cBO6OQHOrO AMCKOBOro NpocTpaHcTBa — He MeHee 10 IMb;

ycTponcteo YteHna DVD-anckos;

cTaHaapTHbI MmoHMTOop SVGA.
2.2. CoBMecTMMOCTb C 060pyaOBaHNEM

LLtaTHOe, NpegycMoTpeHHoe AoKyMeHTaumen, yHkumMoHnposaHne OC obecneunBaeT-
CS1 TONbKO Ha pekoMeHaoBaHHOM uarotoButeriem OC coBmecTumom obopynoBaHuu. MNMepedeHb
pPEKOMEHAYEMOrO K NMPMMEHEHWI0 060pya0BaHMs, a TakKe pernameHT cepTudmnKkauum Ha CoBMe-

CTUMOCTb OnybGnNMKOBaHbl Ha canTe astralinux.ru.
2.3. NMopspok akcnnyatauum

Mopsagok ycTaHOBKM, HAacTponku u akcnsyatauyum OC ocyLLecTBSETCS B COOTBETCTBUN
C 9KCcnsyaTtaunoHHon gokymeHTaumen cornacHo PYCB.10265-01 20 01 «OnepaumoHHasa cucte-
Ma cneumanbHoro HasHauyeHus «Astra Linux Special Edition». BegomocTb akcnnyaTtaumoHHbIX
OOKYMEHTOBY.

[ononHuTensHas nHopMaums o NopsAKe aKcnyaTauun, a Takke BapuaHTbl peanuasauum
oTAenbHbIX pelweHnn ¢ ncnonob3osaHnem OC npmBeaeHbl B pyKOBOACTBAX man, INEKTPOHHON

cnpaske n3 coctaBa OC 1 Ha oduumanbHOM canTe wiki.astralinux.ru.


astralinux.ru
wiki.astralinux.ru
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3. MOPAAOK OBHOBJIEHUA OC

B uensx peanusaunmn dyHKUmMIA 6€30MacHOCTM NO ynpaBneHnto 06HOBNEHNAMU OYHKLNIA
C3U1 ona OC npenycMOTpeEH BbINYCK o4epefHbIX (NfiaHoBbIX) OOHOBIEHU (HOBLIX BEPCUin) U

BbINYCK BHeoYepeaHbIX (onepaTuBHbIX) OOGHOBNEHWUI.
3.1. OuyepegHoe (nnaHoBoe) OOHOBMEHME

OuepegHoe (nnaHoBoe) o6HoBneHne OC npeactaensieTr cobon HoByko Bepcuto OC u
pellaeT criegyroLwmnmnm KOMNNeKke 3agay:

- obecneyeHne NogaepX KU CoBpeMeHHOro obopyaoBaHns;

- peanusaums HoBbIX (PYHKLMNOHAarbHbIX BO3MOXHOCTEN NPOrpaMMHbIX CpeacTB (KoMmno-

HeHT) n3 coctasa OC;

- yCTpaHeHue oWMBOoK N NOBbILLEHNE YPOBHSA 3aLUULLEHHOCTMU;

- noBbllWeHne ygobcTBa UCnonb3oBaHNAa 1 ynpasneHnst KomnoHeHTamu OC.

JInueHamnatbl (NnoTpebuTtenn) onoBeLLalTCs 0 BO3MOXHOCTU U NOpSAAKE MNONyYEeHUS ove-
pegHoro obHoeneHna OC kak ¢ UCNonb30BaHMEM KOHTAKTHOM MHOpMaLUK, yKa3aHHOW B 3aKmto-
YEHHbIX paHee NULEH3MOHHbLIX AoroBopax (4OMOMHEHUSX K JIMLEH3UOHHBIM JOroBOpam), Tak m
nyTemMm pasmeLleHns COOTBETCTBYIOLEN MHGOPMaLUKN Ha canTe pa3paboTymka astralinux. ru.

MonyyeHne oyepenHoro obHoBneHnst OC ocyLLECTBNSIETCA YCTAaHOBIEHHBbIM MOPAAKOM
NpwU 3aKNiOYEHNUN COOTBETCTBYHOLLErO NULEH3NOHHOIO AoroBopa (4OMOMHEHUS K UMEIOLLLEMYCS
NNUEH3NOHHOMY 0roBOpY).

KoHTponb LenocTHocTM notpedbutenammn odepeaHoro obHoeneHnsa OC (BXOQHOW KOHTPOIb)
OCYLLEeCTBNSAETCSA NOCPeACcTBOM nogcyeTa KOHTPOSbHbIX cyMmM DVD-guckoB. 3Ha4eHUS KOHTPOSb-
HbIX CYMM U NMopsgoK UX BblducneHnsa onpegeneHsl B fokyMmeHTe PYCB.10265-01 30 01 «Onepa-
LMOHHasa cuctema creumanbHoro HasHadyeHus «Astra Linux Special Edition». ®opmynsap».

JononHNTENbHbIN KOHTPOSb LIEeNOCTHOCTU hansioB, BXOAALWMX B COCTaB OYepeHoro
obHoBneHust OC, ocywecTenseTcs:

- pernameHTHO — cpeacTBaMmM KOHTPOSS LLeNOCTHOCTU NYyTEM BbIMMCIEHUSI U CPABHEHUS

KOHTPOnbHbIX cyMMm dhanrnos OC c 3TanoHHbIMK 3HAYEHUSIMW, YKaszaHHbIMK B channe

gostsums. txt, pa3MeLieHHOM Ha ycTaHoBOoYHOM Aucke OC, B COOTBETCTBMM C onnca-

Huewm, npmeegeHHoMm B aokymeHTe PYCB.10265-01 97 01-1 «OnepaunoHHas cuctema

cneumanbHoro HasHadeHus «Astra Linux Special Edition». Pykosogcteo no KC3. YacTtb 1»;

- aBTOMaTU4eCKM — cpenCcTBaMM OrpaHNYEHUs NporpaMMHON cpeabl B COOTBETCTBUMN C

onucaHnem, npmeeaeHHbIM B JokymeHTe PYCB.10265-01 97 01-1.

HoseneHne odepeaHoro o6HoBneHns OC oo aBTOMAaTM3MPOBaHHbLIX CUCTEM B 3aLUULLEH-
HOM mcnonHeHun MuHucTepcTBa 060pOHbI Poccunckon degepaummn ocyLlecTBsieTcs Yyepes

[MaBHbIN BblYMCNNTENBHLINM LEeHTP MuHucTepcTBa 06opoHbl Poccuinckon degepaunn.


astralinux.ru
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3.2. BHeo4yepegHoe (onepaTtMBHOE) OOHOBIEHME

Mpun nonyyeHnn ceegeHnin 0 Hanu4Yuu B KoMnoHeHTe OC yA3BUMMOCTU, KOTOpas MOXET
ObITb UCMONb30BaHa 4S5 HapyLEeHWs1 YCTAaHOBMEHHbIX NPaBusl pasrpaHuyeHnsa ocTtyna K MHgop-
Maummn, paspaboTtumnk OC BbinyckaeT BHeovepeaHoe obHoreHne OC.

BHeouepeaHoe obHoBneHne OC mMoxeT BbITb 4OCTYNHO B BUAE:

1) oTAenbHbIX UHCTPYKUUIA, coaepXalmnx ceeaeHns o6 obasatenbHbIX K MPOBEEHMIO MpK

akcnnyataumm OC opraHM3aumMoOHHO-TEXHUYECKUX MEPONPUATUSAX;

2) oTAenbHbIX harnos Nporpamm, MHCTPYKLUMI NO X YCTAHOBKE M HACTPOMKE, a TakkKe WH-

dopmauun, cogepxallen cBefeHns1 0 KOHTPOSbHbIX CyMMaXx BCceX hannoB BHEOYEPELHOro

obHosneHus OC;

3) nakeToB NporpaMm, MHCTPYKLMI MO UX YCTAHOBKE M HACTPOWNKe, a Takke MHopmaumn,

cofeprkallen cBefeHnst 0 KOHTPOSbHbIX CyMMax Bcex hannos BHeovyepenHoro obHoBne-

Hua OC;

4) MeToOou4eCcKMX yKasaHWn no HacTponke n ocobeHHocTaMm akcnnyatauumn OC ¢ ycTaHoB-

NEeHHbIM BHeoYepeaHbiM obHosneHnem OC.

JTnueHsnatel (noTpebuTtenn) onoBeLLaTcs 0 BO3MOXHOCTU N NopsaaKe NoslyvyeHusi BHe-
ovepegHoro o6HoBneHnss OC Kak C MCMNONb30BaHMEM KOHTAKTHOW WMHAOpMauuK, yKasaHHOW
B 3aKMOYEHHbIX paHee NMUUEH3MOHHbIX OOoroBopax (OOMOSHEHUAX K FNULUEH3UNOHHbLIM OO0roBO-
paMm), Tak U NyTem pasMeLLleHUsi COOTBETCTBYHOLLEN MHOPMALMM Ha canTe paspaboTyumka
astralinux.ru.

BHeouepeaHoe ob6HOBNEHME NOANNCAHO YCUITEHHOWN KBannULMPOBAHHOW 311IEKTPOHHOM
nognuceto AO «HIMO PycbUTex» ¢ ncnonb3oBaHMEM KIHOYEBOro KOMMMEKTa, Bbl4aHHOIMO YAOCTO-
Bepsitowmm LeHTpom MuHmctepctea O6opoHbl Poccuinckon ®enepaumn.

[ononHUTENbHBIN KOHTPOSb LENOCTHOCTU BHeoYepeaHblix obHoeneHnn OC ocywecTens-
€TCS C NOMOLLbIK KOHTPOSbHbBIX CYMM, PpacCYUTaHHbLIX C UCNOSIb30BaHMEM NporpamMm rnoacyeTta
KOHTPOSbHbIX CYMM gostsum (a5 pannoB) u gostsum_from_deb (ans deb-nakeTtos) 13 co-
crtaBa OC, a Takke ytunutbl vimdiff n3 coctasa OC.

[ononHUTENbHbIA KOHTPOSb LENOCTHOCTU hannos, BXOAALLMX B COCTaB BHEOYEPEOHOrO
obHoeneHus OC, ocylwecTBnaeTcs:

- pernameHTHO — cpeacTBaMm KOHTPOSIS LLeNOCTHOCTU NyTeM BbIMUCIEHUS U CPaBHEHUSA

KOHTpOmbHbIX cyMM ¢annoB OC ¢ 3TanoOHHbIMM 3HAYEHUsIMU, YKa3aHHbIMW B dhanne

gostsums. txt, BXOASALWEM B cOCTaB BHeovepeaHoro obHosneHns OC, B COOTBETCTBUM

C onucaHuem, npueegeHHoM B gokymeHTe PYCB.10265-01 97 01-1;

- aBTOMaTU4YeCKN — cpeacTBaMmn orpaHMYeHns NporpaMMHON cpebl B COOTBETCTBUM C

onucaHnem, npmeeaeHHbIM B 4okymeHTe PYCB.10265-01 97 01-1.

McTouyHnkom BHeodepenHoro obHoBneHns OC ana nHgpopmMaumoHHbIX (aBTOMaTM3npoBaH-
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HbIX) cuCTeM, Haxogsawmxcsa B komneteHuun GCTIK Poccun, sBnsieTca COOTBETCTBYOLWMIA pa3gen
Ha odmumansHom cante paspabotunka OC (astralinux.ru/update).

[loBegeHne BHeouwepeaHoro obHoBneHns OC o aBTOMaTU3MPOBAHHbLIX CUCTEM B 3aLUu-
LLIEHHOM MCcnonHeHnn MuHucTepcTBa 060poHbl Poccuiickon defepaunm ocywecTBnseTca Yyepes

[MaBHbIN BblMMCTIMTENBHBIN LeHTP MunHnctepctea o6opoHbl Poccuinckon degepaumm.


astralinux.ru/update
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4. ONUCAHUE 3AO0AYU

OcHoBHas 3agaya, pewaemas OC B npouecce cBoero yHKLUNOHMPOBaHUS, — obecne-
YyeHue nHTepdenca ana goctyna MO K yCTponCTBaM BbIMUCINTENBHOM CUCTEMbI NOCPEACTBOM
ynpaBreHns YCTPONCTBaMM U BblYUCAUTENbHBIMU NpoLeccamm n 3deKTUBHOIO pacnpeaeneHns
BbIYUCITUTENBHbIX PECYPCOB MEXAY BbIYUCIIUTENBHBIMU NPOLIECCaMM B COOTBETCTBUM C TpebOBaHK-
MU PYKOBOASALLMX AOKYMEHTOB MO obecnevyeHunto 3awmTbl MHOpMaL MK, CoaepKaLlen cBeaeHus,

COCTaBnALNe rocygapCTBEHHYI TalHy C rpucOM He Bbille «COBEPLUEHHO CEKPETHOY.
4.1. Knaccbl pewaembix 3aaad

[nsa peweHnss ocHOBHOM 3agayn pyHKumMoHupoBaHna OC oHa OEKOMMO3MpyeTcsa Ha
cnegyoLime Knaccol 3agav:

- 3arpyska nporpamm B Ol n ynpasneHue nx BbINONIHEHNEM;

- obecneyeHne MHOro3aga4vyHoro pexmma yHKLMOHMPOBaHUSA (OAHOBPEMEHHOMO BbIMOS-

HEHNA MHOXXeCTBa NpPOLEeCCOoB);

- pacnpegeneHne pecypcoB BblMUCIUTENBHOW CUCTEMbI MEXAY npoueccamu;

- ynpasneHue pacnpegeneHnem Ol mexay npoueccamu 1 opraHM3auuns BUpPTyasribHOM

namsTu;

- obecneyeHne gocTyna K AaHHbIM Ha 3HeproHezaBncuUMbIX HocuTenax (HXMU, ontuye-

CKne ONCKM W Mnp.), OpraHn3oBaHHbIM B Buae Hekotopon OC;

- BbIMOSIHEHWE NO 3anpocy NporpaMm HU3KOYPOBHEBbLIX onepaunin (BBOL-BbIBOS, AAHHbIX,

BblAeneHne n ocBoboXaeHne namsaTi, 3anyck U 3aBepLleHne nporpaMm 1 T. 4.);

- npegocTaBrieHne CTaH4apTM30BaHHOIO AOCTyNa nNporpamMm K nepudepuHbiM yCcTpou-

cTBaM (ycTponcTBam BBOAA-BbIBOAA);

- nogaepkka CTeKOB CETEBbIX MPOTOKOSOB,

- obecneyeHne MHOrononb30BaTENbCKOro pexnma paboTbl;

- obecneyeHue nonb3oBatenbckoro nHTepderica (@.1.1);

- ngeHTuukauunsa n ayteHtudukaums (4.1.2);

- OpraHu3auusi eanHoro npocTtpaHcTea nonb3oBatenen (EMMM) (4.1.3);

- ANCKpPeUUnOoHHOe ynpasneHune goctynom(4.1.4);

- MaHgaTHoe ynpasrneHune goctynom(4.1.5);

- OpraHu3auust HagexHbIX BblducneHnn (nsonauyusa npoueccos) (4.1.6);

- obecneyeHune B3ammoaencTemsa mexay npoueccamu (4.1.6);

- peructpauusa cobbiTun 6esonacHocTn (NpotokonupoBanue) (4.1.7));

- O4YMCTKa onepaTuBHOM N BHewHen namatu (4.1.8);

- KOHTpOSb uenoctHoct (4.1.9);
- orpaHun4yeHue nporpammHon cpegbl (4.1.10);
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MapknpoBka gokymeHTtoB (4.1.11));

obecneyeHne paboTbl B 0TKasoyctonymsom pexume (4.1.12);

obecneyeHne HagexHoro yHkumMoHnpoBanus (4.1.13));

obecneyeHne goctyna k B[] B cooTBeTCTBUMM C TpeboBaHUAMU AN pasrpaHUYeHns
Aoctyna K uHdgopmauumn, cogepkalen cBefeHusi, CoOCTaBnALne rocyqapCTBEHHYHO
TanHy C rpucom He Bblle «COBEPLUEHHO cekpeTHo» (4.1.14));

- obecneyeHne goctyna K nHopmaLmm Yepes cepBep rmnepTekcToBon ob6paboTkn gaH-
HbIX B COOTBETCTBUM C TpeboBaHUAMU ANSA pasrpaHuyYeHuss SOoCcTyna K MHgpopmaumm,
cogepxallen cBefeHusi, CoOCTaBnsaLmne rocygapCTBEHHYIO TanHy € rpudoM He Bbille
«COBepLUEHHO cekpeTHO» (4.1.15));

- obecneyeHne obmeHa COOOLLIEHMSIMUN INEKTPOHHOW MOYTbLI B COOTBETCTBUM C TpeboBa-
HUAMUW ONS pasrpaHnyeHnss 4OCTyna K MHopmauun, CoaepXallen CBeaeHnsl, COCTaBIso-

LLMe roCcyaapCTBEHHYIO TarHy C rpud)OM He Bblle «COBepLUEHHO cekpeTHoy (4.1.16)).

4.1.1. ObecneyeHne Nonb3oBaTeNbLCKOro nHTepdenca

PelweHune 3agaun obecneveHmst rpadnyeckoro nonbL3o0BaTeNbCKOro MHTepdenca 0OCHOBaHO
Ha ucnonb3oBaHun cuctemol X Window, KoTopasi UMeeT apXUTEKTYPY «KITMeHT-cepBep». X-cepBep
OTBeYaeT 3a B3auMOAENCTBME C AUCMNEEM N YCTporucTBaMn BBoAa. KnNneHTbl coeanHATCS C
X-cepBepom rokarnbHo (C Ucrnorb3oBaHneM CokeToB) unu yaaneHHo (TCP/IP).

[ns npepoTtBpalleHns peanusauun yrpos HapyLeHUst KOHPUAEHUNANbHOCTU U LLEeNOCTHO-
CTU MHdpopmaumn B 06xoa MaHaaTHoro ynpaeneHust goctynom (4.1.5), B T.4. c ncnonb3osaHnem
MexaHU3MOB «KOMUPOBaHUA-BCTaBKN» U «ByKkcnpoBKku» (copy-paste n drag-and-drop), ons nepe-
Hoca MH(bopMauum U3 CEKPETHOrO AOKYMEHTa (OKHA) B HECEKPETHbIN B rpadpnuyeckon cucteme
OC peanunsoBaH NoaxoA Ha OCHOBE MOSIHOMO pasfeneHns B COOTBETCTBMM C MaHAATHbIM KOH-
TEKCTOM (COYETaHMEM YPOBHSA M KaTeropuin). NogobHbIM Nogxod O3Ha4YaeT, YTo ANsl Kaxgoro
MaHOaTHOro KOHTEKCTa 3anyckaeTcsi COOCTBEHHbIN X-CepBep U, COOTBETCTBEHHO, rpadpnyeckum
ceaHc. NMpwu rpadmyeckomM Bxoge B CUCTEMY NOSb30OBATENO NpeanaraeTcs B cneyyansHOM ana-
nore BblbpaTb MaHAATHbIA KOHTEKCT M3 AOCTYMNHbIX NOSIb30BAaTENO YPOBHEN N/UNN KaTeropun.
Hanee rpaduyeckasn ceccusa ByaeT BbINOMHATLCA B BbiIOpaHHOM MaHO4aTHOM KoHTekcTe. OgHo-
BPEMEHHO Nnosib3oBaTenemM MoXeT ObiTb BbINONIHEHO HECKOSBbKO BXOA4OB C pa3HbIMU MaHAATHbIMN
KoHTekcTamu. Ceccum n3onnpoBaHbl, N nepegada MHopMaunum Mexay HUIMU HEeBO3MOXHA.

padumueckas nogcmuctema OC Bce ke NO3BONSET BHYTPU rpadpnyeckon ceccuu, BbINors-
HAeMoW B ornpedenieHHOM MaHAaTHOM KOHTEKCTe, 3anyckaTb NPUIIOXKEHUs1 C MHbIM MaHAATHbIM
KOHTeKkcToM. [Mpn aToM Ansa npeaoTBpaLleHnsa peanu3aumm yrpo3 HapyLeHnsa KoHduaeHumans-
HOCTU M LIeNTOCTHOCTU MHopMaumm B 06xo4 MaHA4aTHOro yrnpasneHus JOCTYNoOM UCMNONb3yeTcs
cneumanbHbIn MOAyIb-paclunpeHne X-cepeepa — XPARSEC. B moayne mncnonb3yetrca Habop

«nepexsaTymkoBy» («hooks»), NpeaocTaBnsieMblii BCTPOEHHbIM pacluMpeHmem X-cepepa — XACE.
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Mpn nony4eHnmn 3anNpoCcoB OT KIMEHTa «nepexBaTymkny XACE nepegatoTt ynpaBneHve 1 napamer-
pbl B XPARSEC, KOTOPbI aHanu3npyeT apryMeHTbl 3anpocoB U B COOTBETCTBUN C YCTAHOBIIEHHbIMMN
npaBunaMmy pasrpaHu4eHns OCTyna paspeLlaeT unu 3anpeLlaeT BbIMOfTHEHNE 3anpOoCOB KIMeHTa.
B OC maHaaTHbIN KOHTEKCT CYMTBLIBAETCS NPU KaXaoM 3anpoce KrnuveHTa.

[ns obecnevyeHnss BO3MOXHOCTM paboTbl NPUBUNETMPOBAHHOIO KriMeHTa (MeHemkepa
OKOH), KOTOPOMY HeoBXxoauMO BbIMOMHATL HEKOTOpPbIE 3anpockl K X-cepBepy, He3aBUCUMO OT
MaHOaTHOrO KOHTEKCTa CBOEN MEeTKM B cneunansHom ganne (/etc/X11/trusted) pasmeLLaeT-
ca MHopMaLma C ykaszaHMeM MNOSTHOro NyTu 3anycka. [Mpu fiokanbHOM coeguHeHnn X-cepBep
nonyyaet PID (ngeHTudukatop npouecca) KnneHTa, onpeaenseT nyTb 3anycka U npusunerum
KnveHTa. MeHegkep OKOH MOXET MnonyyaTb METKM OKOH U Ha OCHoBe peanu3oBaHHoro B OC
creumanbHOro paclwmpeHuns X-npoToKomna BbINOMHATbL NPUBUIErNMPOBaHHbIE onepauun.

B coctae rpadumueckon nogcuctemol OC BxoauT pabouunn cton nonb3osartens Fly, nHre-
rPUPOBaHHbIN C BHEAPEHHBIMWN B X-CEPBEP MexaHu3MaMu 3anTbl MHopmaumm n obecnevmsato-

LLMIA OTODpaXxeHue:

MaHAaTHOro KOHTEKCTa CECCMM B CUCTEMHOM NOTKE (Tpen);

MaHOATHOrO YPOBHS KaXKOO0ro OKHa;

MaHOaTHOIo ypoBHA BO BCEX MPUITOXEHUAX pa60qero cTona,

3anycka npuiioxeHma ¢ padHbiMi MaHOaTHbIMU KOHTEKCTaMU;

YPOBHSI JOBEPEHHOCTM OKHAa ANS NOKanbHbIX U yAaneHHbIX NPUNOXEeHU (B yaaneHHOM
pexunme OyaoyT LBEeTHasl paMka, COOTBETCTBYIOLLAs MaHOATHOW METKe, U NYHKTUPHAas).
Npadunyeckaa nogcuctema OC rotoBa Kk paboTe ¢ cobnogeHnem maHgaTHOro pasrpa-

HU4YeHNs OOCTyna HenocpeacTBeHHO nocne yctaHoBkn OC 6e3 npoBeaeHUss OOMONMHUTENbHbIX

HaCTpOex.

4.1.2. UpeHTndmkauma n ayteHTudukauma

PelwweHne 3agaun naoeHtudukauum n ayteHtudpmkaumm nons3osarenen B OC ocHoBbIBa-
eTCcs Ha ucnonb3oBaHun MexaHmama PAM, koTopbi npefcTtaBnsetr cobon Habop pasgensemMblx
onbnuotek (Mogynen), C NOMOLLbI KOTOPbLIX aAMUHUCTPATOP MOXET OpraHM3oBaTb npouenypy
ayTeHTUrKaumm (NoATBEPXKAEHME NOASIMHHOCTIN) NONb3oBaTeNen NpMKNagHbIMM NporpaMmMamMm.
Kaxabii mogynb peanuayeT COBCTBEHHbIN MexaHn3M ayTeHTudukaunn. MameHas Habop n nops-
AOK CriegoBaHus Mogyrnemn, MOXXHO NOCTPOUTb CLeHapui ayTeHTudmrkauumn. NMogobHein noaxon
NO3BOMSET N3MEHATbL Npoueaypy ayTeHTudukaunm 6e3 naMeHeHnsa MCXogHOro Koga U noBTop-
Horo komnunupoBaHna PAM. CueHapuun ayTeHTUdMKaLUM ONUCLIBAKOTCH B KOHPUTYPaUUOHHbIX
dannax.

Ecnu OC He HacTpoeHa ansi pabotsl B EMM (4.1.3), To ayTeHTMdUKaLuus ocyluecTsns-
eTca ¢ nomMmoulbto nokanbHon B nonb3oBaTenen. Npu ncnone3osanun ENMM ayteHTUukayms

nonb3oBaTenemn OoCyulwleCTBNndeTCA UeHTparim3oBaHHO NO NMPOTOKOJY Kerberos.
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B OC peanusoBaHa BO3MOXHOCTb XpaHEHUST ayTEHTUUKALMOHHON MHGOPMAaLMK NONb30-
BaTenen, nosiydeHHoM C wucnonb3oBaHnem xaw-pyHkumm no [OCTP34.11-94 u no
MOCT P 34.11-2012.

4.1.3. OpraHusauusa eQUHOro NpPoCTpaHCTBa Nonb3oBaTesneun

PeweHune 3agayn opranmnsauum ElMMM (co3gaHne gomeHa) obecneynBaert:

CKBO3HYIO ayTeHTI/I(*)I/IKaLl,I/IIO B CETU,

LeHTpann3auno XpaHeHnA I/IH(*)OpMaU,I/II/I 00 OKpPYy>XEeHunn nosib3oBartenemu;

LieHTpanu3aumio XpaHeHNsl HaCTPOEK CUCTEMbI 3aLLUTbl MHPOPMAaLMN Ha CEpPBEPE;

MHTErpaumio B JOMeH 3alumiieHHbix cepsepoB CYB[ (4.1.14), anekTpoHHOM nouThl

(4.1.16), runepTekcToBO 06PabOTKM AAHHBLIX n neyatn (4.1.11);

- LeHTpanu3oBaHHY HACTPOWKY npaBun permctpaumm cobbiTuin 6e3onacHOCTN B pamMKax

AOMEHa;

- LEeHTpanu3oBaHHbIA y4ET NOAKNIOYaEMbIX YCTPONCTB.

CeTteBasa ayTeHTUdMKALMA U LEeHTpanu3auma XpaHeHuss nHopmaunmn o6 OKpy>XeHUK
nonb3oBaTensa nogpasymMeBaeT NCNOSb30BaHME OBYX OCHOBHbLIX MEXaHU3MOB: NOAAEPKKN KPOCC-
NnaTtOpPMEHHbIX CEPBEPHbIX MNpUNOXeHun ana obecnedeHma 6e3onacHoctn NSS n PAM
(cm. [4.1.2).

[na peanusaumu yganeHHon ayteHTudukaumm ncnonedyetcsa cnyxba karanoros LDAP
B KQ4YeCTBE UCTOYHMKA AaHHbIX Ansi 6a30BbIX CUCTEMHBIX CIY>K0 Ha ocHoBe MexaHn3moB NSS un
PAM. B peaynbrarte Bcs cnyxebHast nHdopmaumsa nonb3oBaTenen CETM MOXET pacnonaratbcs
Ha BblJENeHHOM cepBepe B pacnpegeneHHon reteporeHHon ceteBon cpege. [lobaBneHne HOBbIX
CeTeBbIX NOSib3oBaTenen B 3TOM criydae npou3BoguTCA LeHTPannM3oBaHHO Ha cepBepe CryXobl
katanoroB. CeTeBble Cny0bl, NOAAEPKNBAIOLLNE BO3MOXHOCTb ayTEHTMdUKALUN NONb3oBaTeENEN,
MOryT BMECTO JTOKasbHbIX YYETHbIX 3anncen ncnonb3oBaTtb katanor LDAP. AoMuHUCTpaTop MOXET
LEeHTpann3oBaHHO yNpaBnaTb KOHUrypaumnen cetu, BKNoYas pasrpaHuydeHe 4ocTyna K ceTeBbIM
cnyxbam.

Bbnarogaps npepoctasnenunto nHdpopmaummn LDAP B nepapxumyeckon gpesosugHon oopme
pasrpaHuyeHme focTyna B pamkax cnyxbbl katanoros LDAP mMoxeT GbITb OCHOBAHO Ha BBeAEHWUU
AomeHoB. B kayecTBe goMeHa B JaHHOM cryvae ByaeT BbICTynaTb nogaepeso cnyxbbl katanoros
LDAP. Cnyx6a katanoros LDAP no3sonseT pasrpaHmynBatb JOCTYN NONb3oBaTesien K pasHbiM
nogaepeBbsaM Katanora, Xxotd no ymonyaxdmo B OC peanuayetcs cxema ogHoro AoMeHa.

CKkBO3Has goBepeHHasi ayTeHTUMUKauna peanmayetca TexHonormen Kerberos.

LleHTpanuaauma xpaHeHus MHpopmMaumm 06 OKpy>XeHUn nornb3oBaTenen nogpasymena-
€T TakkKe W LeHTpanM3oBaHHOEe XpaHeHue AOMalLHUX KaTanoroB nonb3oBartenen. [na aToro
ncnonb3yetcs ceteBas 3awmweHHas C CIFS.

B cpege OC nonb3oBaTtento NocTaBrieH B COOTBETCTBUE psif aTpubyTOB, XapakTepusyo-
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LWMx ero MaHgatHole npaea. KoHuenuusa ENMN nogpasymeBaeT XxpaHeHWe CUCTEMHOW MHGOpMaLmnm
0 nonb3oBartene (BKroYyas JOCTYMNHblIEe MaHA4ATHbIE YPOBHU U KaTeropun) LeHTpanm3oBaHHo. B
AaHHOM criyvae Bcs MHopMauus xpaHutcsa B cnyxbe katanoros LDAP.

MHdopmauma o maHgaTtHbIix aTpmbyTax nonb3oBaTenen XpPaHUTCA NOKanbHO B
COOTBETCTBYHOLUNX KOHUIYPaALMOHHLIX doannax. Npu nsmeHeHnn KOHgpUrypaumm cuctemsl ansi
NCNONb30BaHWs B CETEBOM KOHTEKCTE MaHAaTHbIE Npasa norb3oBaTenen AOMKHbI NepemMecTUTbCs
BCrea 3a OKpyXXeHuMeM nonb3oBatens (MaeHTudukaTopbl Nonb3oBatenen, rpynn, goMallHue
KaTanoru un np.) B cnyxb6y katanoros LDAP. [loctyn kK maHgaTHbIM aTpubyTam nonb3oBaTtenemn
OCYLLECTBIISETCA C UCMONb30BaHNEM NPOrpaMMHOro MHTepdenca nogcmcteMbl 6e3onacHoOCTH
PARSEC. [JaHHbI nHTepdenc No3BonseT nonyy4nTb N3 COOTBETCTBYIOLLEro KOHUIrypaLMoHHOro
danna nHgopmaumo 06 NCTOYHUKE AaHHbIX Ana MaHgatHbix C3U cuctemsl. No ymonyaHuio
NCNOMb3yHTCHA NoKanbHble TekcToBble dannbl. MNpu pabote OC B CeTEBOM KOHTEKCTE B KayecTBe
NCTOYHMKA AaHHbIX BbiCTynaeT cnyxba katanoros LDAP. NepekntoyeHne KOHTEKCTa NpomM3BoanTCS
nyTeM npaBkM COOTBETCTBYIOLLLErO KOH(pUrypaumoHHoro danna.

Ona ynpaesnenus ENMM B OC Bknto4veHbl cnyx6bl ALD n FreelPA, koTopblie oTnnyatoT-
CH YyPOBHSIMM pa3BepTbiBaHMA N MacwTabmupoBaHus. OHu 6asmpytotca Ha TexHonorusx LDAP,
Kerberos n Samba, npegoctaensaioT rpaduyeckme nHTepgencsl ynpasneHnss 1 agMMHUCTPUpOBa-
HUSA U aBTOMATU3MPOBAHHYO HACTPOWNKY BCeX HeOBXoanMbIX harnnoB KOHGUrypaumm BXxogsimx B

HUX cnyx6.

4.1.4. InckpeumoHHoe ynpaBrieHue AOCTYNnom

B OC mexaHu3mMm gMCcKpeLMOoHHOro ynpasneHnsa OCTyrnoM obecnevmBaeT npoBepKy Auc-
KpeumoHHbIx MNP, dbopmmpyembix B Buae 6asosbix MNP OC cemenctaa Linux, dhopMmupyembix
B BUAe naeHtudunkatopos cydbektoB (naeHTndukatop nonbsosatens (UID) n naeHtndmkarop
rpynnbl (GID), nmerowmx gocTyn K o6bekTy (4TeHme, 3anucb, ucnonHeHme). Kpome toro, ans
dopmnpoBaHna auckpeunoHHsix MNMPO B OC ncnonb3ytotcsa cnvckn KoHTponsa goctyna (ACL) n
MexaHn3M cuctemHbix npusunerun OC cemenctea Linux.

B coctaB OC BxogAaT 3awmLLeHHbIe kKoMnnekebl nporpamm: CYB[], aneKTpoHHOM NoYThI 1
rmnepTekcToBon 06paboTkn AaHHBbIX.

B 3aLymLieHHbIX KoMnnekcax nporpamMm 3eKTPOHHOW MOYThbl U rTMNepTeKCTOBON 06paboTku
AaHHbIX 3almwaemMbiMm obobektamm aBnaTCcA 06bekTbl PC. Takum 0bpa3om, ANCKPELIMOHHOE

ynpaBneHne OOCTYNOM K HUM obecrnednBaeTcs Tak Xe, Kak 1 K npounm obvektam dC.

4.1.5. MaHpgaTHble ynpaBrnieHue AOCTYNOM U KOHTPOJSib LLefIOCTHOCTU
PelweHve 3aga4y MaHgaTHOrO ynpasnieHns 40CTYNOM NpoLLeCcCoB K pecypcaM U MaHOaTHOro
KOHTPOISA LLeNOCTHOCTM OCHOBaHO Ha peanu3auun COOTBETCTBYHOLMNX MexaHu3moB B sape OC.

MpUHSTUE peLLeHns 0 3anpeTe UNu paspeLLeHun goctyna cybbekta k 06bekTy npuHumaeT-
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Cs1 Ha OCHOBE TuNa onepaunn (YTeHne/3anmcb/MCnoNHeHNE), MaH4aTHOrO KOHTEKCTa 6e3onacHoOCTM
cybbekTa n maHgaTHOM MeTKn obbekTa.
MexaHn3Mm MaHOaTHOro ynpaBneHus JOCTYNOM 3aTparMBaeT crneayroLimne noacuctemMsi:
MexaHuamsbl IPC;
ctek TCP/IP (IPv4);
OC Ext2/Ext3/Ext4;
ceteBble PC CIFS;
®C proc, tmpfs.

MaHgaTHass MeTka COCTOUT U3 KnaccudukaumMoHHON METKOM (onpedensercs ypoBHEM U
KaTeropusimm) n ypoBHS LLeNOCTHOCTU (KaTeropui LuenoctHoctn). OnucaHne npuMeHeHnsa MeTku
npueegeHo B PYCBE.10265-01 97 01-1.

OC nosBonsieT ncnonb3oBatb 256 3HaYEHUIN ANS MEPaPXNYECKNX YPOBHEN KOHPUOEHLM-
anbHocTn (uenble Yncna ot 0 4o 255) n 64 pasnnyHbIX HEMEpapXMYeCKNX Kateropum (npegcras-
NEeHHbIX B BUAE pa3psaoB GMTOBON Mackm).

B OC ncnonbayerca pelueTka YpOBHEN LENOCTHOCTM (aHanor peLeTkn HemepapXmyeckmnx
KaTteropui) B ananasoHe 3HadeHun ot 0 go 255. 31oT gmanas3oH coaepxmTt Habop HeCpaBHUMbIX
mMexay cobomn ypoBHen LenoctHoctu (Hanpumep, 1=0b00000001, 2=0b00000010, 4=0b00000100,
8=0b00001000,16=0b00010000,32=0b00100000,64=0b01000000,128=0b10000000), KOTOPHLIE
MoryT 6biTb 3a4eMCTBOBaHbI A4S CUCTEMHbIX CEPBUCOB (HanpMMep, YpoBeHb LIeNOCTHOCTU 8 3ape-
3epBuUpoBaH Ans rpadguyeckoro cepeepa Xorg). lNpu yctaHoBke OC no ymonyaHuio npeanaraetcs
MaKcuMarbHbIA YPOBEHb LienocTHocTn 63 (B aoBonyHon cucteme 0b00111111), MUHUManNbHbLIA ypo-
BeHb Bcerga 0. MakcMmanbHbIMU YPOBHSAMW LIENOCTHOCTM B CUCTEME MOTYT ObITh YMCNA, Y KOTOPbIX
BuToBas mMacka BKNOYaeT BUTOBbIE MACKM BCEX OCTasbHbIX MCMOSb3yeMbIX YPOBHEN LLENOCTHOCTH
B cucteme (Hanpumep, 63=0b00111111, 127=0b01111111, 191=0b10111111 1 255=0b11111111).

Cuctema Linux-npusunernn OC, npegHasHavyeHHasa ons nepegayvv otaenbHbIM Nofb30Ba-
Tensam npaB BbIMNOIHEHUSA ONpeaerieHHbIX aaMUHUCTPaTUBHbLIX AencTeBun, pacumpeHa PARSEC-
npusunernaMmn. [laHHole npuBmunernn otHocAatcsa k cucteme PARSEC u o6ecneumBatot paboty ¢
MeXaHWU3MOM MaHAATHOro ynpasrneHue AOCTYMNOM.

PARSEC-npuBunernn HacnegyroTca npoueccaMmm oT CBOUX «poauteneny». lNMpouecchl,
3anyLleHHble OT MMEHM Cynepnonb3oBaTens, HE3aBMCMMO OT HamNMYnUS Y HUX NPUBUMETMI, UMEIOT
BO3MOXXHOCTb OCYLLECTBNATb BCE NEPEeYNCIIEHHbIE NPUBUIErMPOBaHHbIE AeNcTBUSA. NepeyeHb n
onucaHne PARSEC-npusunernn npueegeHsl B PYCB.10265-01 97 01-1.

B kayectBe ocHoBHOM ceteBon OC mcnonbayetcs CIFS, koTopas siBNSeTcs paclunpeHnem
SMB 1 nopgaepxmBaet atpndytel PC UNIX n nmeet orpaHMYeHHy0 NoaaepKKy pacluMpeHHbIX
aTpubyToB. [JaHHas ®C WmMpoKo pacnpocTpaHeHa n paboTaeT B reTeporeHHbIX cetax (noaaepxu-

BaeTca mHorumn OC), a Takke nogaepXxueaeT ayTeHTUdUKauuio cpeactsamm PAM n Kerberos



16
PYCB.10265-01 31 01

(cm.@4.1.2).

B3anmogencrtane npm nomoLum ceteBoro npotokona IPv4 ocyuwiectBnsaeTca yepes npo-
rpaMMHbIN MHTepdenc 06 bEKTOB AOCTYNA, ABMSKOLWMXCS fIEMEeHTaM MEXMNPOLECCHOro 1 ceTe-
BOro B3aMMOOEeNCTBUS (HanpmMmep, CETEBbLIX COKETOB), KOTOpble obecneymBatoT 0OMeEH LaHHbIMN
MeXxay npoueccamu B pamkax ogHon nnun Heckonbkmx OC, 06beanHEHHbIX B NOKarbHY BbIYMC-
NNTENBHYIO CETb.

[Ona nogoaep)Xknm MaHOaTHOro KOHTponsa OOCTyna B ceTeBble NnakeTbl npotokona |Pv4
BHELPAIOTCA KnaccudukaumoHHble METKU. [opsaoK NPUCBOEHNST KNacCUPUKALMOHHBIX METOK U UX
dopmat cooTBeTCcTBYET HaumoHaneHoMmy ctaHgapty FOCT P «3awmra uHgopmauun. YnpasneHue
noTokaMmn MHgopmaumm B HPOPMaLNOHHON cucteme. dopmaTt KnaccumKauMOHHBIX METOKY.
Mprem ceTeBbIX NakeToB NogumHseTcs maHaatHeiMm MNP, Cnegyet oTMETUTb, YTO METKa CokeTa
MOXET UMETb TUM, NO3BOSISAOLLNA CO30aBaTb CETEBbLIE CEPBUCHI, MPUHUMAIOLLME COEANHEHNS C
nto6bIMN YPOBHSIMU CEKPETHOCTM.

Mpn HeobxoammocTn ans obecneveHnsa LenocTHOCTK 3aronoBka |IP-nakeTos, cogepalue-
ro KnaccmukaumMoHHyo METKY, [OMyCKaeTca NpMMmeHeHne nporpammHoro cpegcrea OpenVPN.
Onucanune ncnonb3oBaHua OpenVPN npueeneHo B gokymeHte PYCBE.10265-01 95 01-1.

OTcyTcTBME METKM Ha 0ObeKkTe JOCTYNa SKBUBANEHTHO HyNeBOW MaHA4aTHON MeTKe. Takum
obpasom, aapo OC, B kKoTOpon Bce 06beKTbl U CyObeKTbl A4OCTyNa MMEKT YPOBEHb CEKPETHOCTU
«HECEKPETHO», YHKLMOHNPYET aHanormyHo craHgaptHomy sagpy OC Linux.

[nsa psga ceteBbix cepBucoB (cepeepa LDAP, DNS, Kerberos u 1. 4.) Heobxoanmo obec-
NeynTb BO3MOXHOCTb UX paboTbl C KIIMEHTaMN, UMEKLLMMN pa3HbI MaHO4ATHbLIA KOHTEKCT 6e3-
onacHocTu, 6e3 BHECEHNSA UBMEHEHNI B UCXOOHbIE TEKCThLI CEPBUCA.

ObecnevyeHne MaHAaTHOrO ynpaBneHns AOCTYNOM B 3alUMLLEHHbIX KOMMEeKcax Nporpamm
rmnepTekcToBon 06paboTkM AaHHbIX (CM. N 3NEKTPOHHOW NOYTbI (CM. peann3oBaHo
Ha OCHOBe MporpaMmmHoOro nHTepdgenca 6udnmotek nogcuctemsl 6esonacHoctn PARSEC. Ha
cepBepax KOMMSIEKCOB MporpaMmm rmnepTekcToBOM 06paboTKM AaHHbLIX U ANEKTPOHHOW MOYThI
npn obpaboTke 3anpoCcoB Ha COEAMHEHMWE BbIMOSHAETCA MOofyyYeHne MaHOaTHOrO KOHTEeKcTa
coeauHeHusl, yHacneaoBaHHoOro oT cybbekTa (npouecca). CokeT cepBepa, OXMOALWMIN BXOASLLNX
3anpocoB Ha coefuHeHne, paboTaeT B KOHTEKCTE npoLecca, UMetoLWero npMBunernio Ans npuemMa
COeaANHEHUN C NMBbIMU YPOBHSIMN CEKPETHOCTN.

[Mocne yCcTaHOBKN COEANHEHNS N YCNELLHOrO NPOXOXAEHMS NpoLeaypbl naeHTudmKkaumm
1 ayTeHTUdMKauumn nonb3oBaTtens npowuecc cepsepa, obpabaTbiBatoWwnin 3anpockl Nosib3oBaTens,
nepeknyaeTcsi B KOHTEKCT Be3onacHOCTM nonb3oBaTtensi, copacbiBaeT npmsunerum, obpabartoisa-
€T 3anpocbl NOMb30BaTENs N 3aBEPLLAETCS.

B komnnekce nporpamm runepTekcToBon 06paboTkm AaHHbLIX NONb30BaTerNb MonyyaeT

AOCTYN K pecypcam, asnsaowmmcs odobektamn dC. Komnnekc nporpamMmm areKTPOHHOW NOoYThl
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ncnonb3yeT TexHonorno maildir, o6ecneymBaroLLyto XpaHEHNE MOYTOBbLIX COOOLEHNIN B BUAE OT-
AenbHbIX 06bekToB ®C. Co3gaBaeMble dhansbl MOYTOBLIX COOBLLEHNIN MapKUPYHOTCA MaHOAaTHbIMU
MeTKaMu, yHacnegoBaHHbIMU OT npouecca-co3gartens. Takum obpa3om, B 060MX KOMMNeKcax
NporpamMmm pecypchbl, K KOTOPbIM OCYLLECTBASETCA LOCTYN OT MMEHU CEpPBEPHbIX NpoLeccoB, 06-
pabaTbiBalOLLMX 3anpockl nonb3oBarenen, aenaTtca oobektammn PC. CnegoBartensHO, OCTYN
K 3awmaemMbslM pecypcam npu npyeme n obpaboTke 3anpocoB nonb3oBaTenen B npolecce
YHKLUMOHNPOBaHUS CEPBEPOB KOMMMEKCOB NPOrpaMm rmnepTekcToBOM 00paboTKM AaHHbIX U

3IEKTPOHHOM NOYThl NoAYnHAETCS MaHaaTHbIM P/,

4.1.6. U3onsaumua npoueccoB

PelwweHne 3agaum msonsumm agpecHbiX NPOCTPaHCTB MPOLECCOB OCHOBAHO Ha apXu-
TekType agpa OC, koTtopoe obecneymBaeT AN KaXOoro npouecca B cucteme cobCTBeHHoe
N30SIMPOBAHHOE afpeCHOE NPOCTPAHCTBO. [1aHHbIN MEXaHM3M U30NSALUNN OCHOBaH Ha CTpaHWUY-
HOM MeXaHM3Me 3aluTbl NaMATU, a TakKe MEeXaHu3Me TpaHCNAUMW BUPTYyarnbHOro agpeca B
ur3nyecknii, NogaepXxmBaemMbli Mogynem ynpasneHus namatobto. OgHu 1 Te e BUpTyarnbHble
agpeca (c KotTopbiMKn KU paboTaeT npoueccop) npeobpasytoTcs B pasHble pusnyeckne Ansi pasHbixX
afpecHbIX NpocTpaHcTB. Mpouecc He MOXET HECaHKLMOHMPOBaHHBLIM 06pa3oM Nony4nTb AOCTYN K
NPOCTPaHCTBY APYroro npouecca, T. K. HeNpMBUNErMPOBaHHbIN NOMb30BaTENbCKUIN NPOLECC NULLEH
BO3MOXHOCTM paboTaTb C hU3NYECKON NaMATbIO HANPAMYHO.

MexaHnam pasgendemMon namsaTu ABASETCA CaHKLMOHUPOBAHHBIM CNOCOBOM MOnyyYnTb
HECKOJSTbKMM npoLeccamM 4OCTYN K OOHOMY M TOMY e y4acTKy namsaTh U HaxoanTbCa Nog KOHTPO-
nem AMCKPELMOHHBIX U MaHadaTHbix MNP (cwm. n4.1.5).

AOpecHoe NpoCTPaHCTBO A4pa 3aLMLEHO OT NPSIMOro BO3A4ENCTBUSA NONb30BaTENbCKNX
NPOLECCOB C UCMOfb30BaHNEM MEXaHU3Ma CTPaHUYHOM 3almTbl. CTpaHuMLbl NPOCTpaHCTBa a4pa
SABNSATCA NPUBUMNENMPOBAHHBIMU U AOCTYM K HAM U3 HEMPUBUINETMPOBAHHOIO KOA4A Bbi3biBAET
NCKITIOYEHME npoLeccopa, KoTopoe obpabaTtbiBaeTcs KoppekTHbiM obpasom sapom OC. EanH-
CTBEHHbIM CaHKLMOHMPOBaHHbIM cnocobom goctyna k sapy OC n3 nonb3oBaTenbCKOM NporpamMmmbl
SIBMSIETCA MEXaHN3M CUCTEMHbIX BbI3OBOB, KOTOPbIAN rapaHTUPYeT BO3MOXXHOCTb BbIMOSHEHUS

nonb3oBaTtesieM TOJIbKO CaHKUMOHUPOBAHHbIX OEeNCTBUMN.

4.1.7. Peructpaumusa cobbiTun 6e3onacHocTun

B OC peanusoBaHa pacluMpeHHas nogcmcrema npoToKONMpoBaHus, OCyLLeCcTBNALWas
pernctpaunio cobbITUn B ABOMYHbIE ddalrbl C UCNONb30BaHMEM cepBuca parlogd.

B 6ubnuotekax nogcmnctembl 6e3onacHoctn PARSEC peanu3oBaH nporpaMmMHbIN MHTEP-
denc 4ns npoToKONMpPOBaHMS COBLITUIA C UCNONb30BaHNEM PaCLUMPEHHOW NOACUCTEMbI NPOTOKO-

nupoBaHusi. [JaHHbIN NpOorpamMMHbIA MHTEPdENC NnpuMeHeH ansa pernctpaunmn coboituin B CYB[

PostgreSQL (4.1.14.3).
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4.1.8. OunctKka onepaTMBHON M BHELLHEN NaMATH

PeweHne 3agaqm ounctkm Ol ocHoBaHO Ha apxutekType aapa OC, KoTopoe rapaHTUpyerT,
YTO OObIYHbIA HENPUBUIETMPOBAHHbLINA MPOLECC HE MOMYYMT AaHHbIE YYXKOro npolecca, ecnm 310
SIBHO He paspelueHo PL. 3To o3HavaeT, YTO cpeacTBa B3auMOOENCTBUA MeXay npoueccamm
KOHTponupytotTcs ¢ nomowbio MNP, n npouecc He MOXET NONYy4YNTb HEOUULLEHHYIO NaMATb (Kak
onepaTuBHYH, Tak U OUCKOBYHO).

PelueHne 3agaym o4YNCTKM NaMATU Ha BHELLHMX HOCUTENSX OCHOBAHO Ha peanusauuu
MexaHu3ma, KOTOpbIn oumaeT Hencnonbdyemble 6nokn ®C HenocpeacTBEHHO NPU UX 0CBOBOX-
AeHun. PaboTta Ha3BaHHOro MexaHn3ama CHUXaeT CKOPOCTb BbINOSIHEHMS onepauui yaaneHus
N yceveHust pasamepa danna. MexaHmsm siBnsieTca HacTpamBaeMbiM M NO3BONSET obecneunTb
paboty ®C OC (Ext2/Ext3/Ext4) B 0OAHOM M3 CreayLmMX PEXMMOB:

- OaHHble NbbIX yaansembix/ypesaemblix dannos B npeaenax 3agaHHon ®C npegsapu-

TENbHO OYULLIAKOTCS MaCKUpYIoLLIE NOCNea0BaTENbHOCTLIO;

- gaHHble ®C ocBoboxaarTcs 00bl4HLIM 06pa3om (6e3 NnpeaBapuTENbHOrO MackMpoBa-

HKS).

Pexxum pabotbl C moxeT 6biThb BoiOpaH agmuHuctpatopom OC n 3agaH B Buae napa-
mMeTpa MoHTUpoBaHus OC.

Kpome Toro, B OC peanum3oBaH MexaHW3M BKITHOYEHUS OYMCTKM aKTMBHbIX pa3nerioB

CTpaHn4yHoro obmeHa.

4.1.9. KoHTpOsb LEenocTHOCTHU

PelwweHne 3agay KOHTPONS LENOCTHOCTU OCHOBAHO Ha MCMNONb30BaHUM OMbnmnotekm
libgost, B KOTOpOM peanu3oBaHbl PyHKUMKN xawmpoBaHus B cootseTcTBum ¢ FTOCT P 34.11-94,
OCT P 34.11-2012 ¢ panuHom xaw-koga 256 out n NOCT P 34.11-2012 ¢ anuHoOM xaw-koaa
512 6uT. [JaHHasa 6ubnmnoTteka ncnonb3yeTcs B CpeacTBax KOHTPOMS LEeNOoCTHOCTM ANCTpmnbyTrea u
cpencTBax KOHTposs uenoctHoctn OC.

KoHTponb uenoctHocTh anctpmbyTtmea obecneumBaeTcsa METOAOM pacyeTa ero KOHTPOsib-
HOW CYyMMbIl 1 CPaBHEHUS NOSTYYEHHOMO 3HAYEHUS C ATANIOHHLIM 3HAYEHMEM KOHTPOMBbHOM CyMMbI.

KoHTponb uyenoctHoctn OC, npuknagHoro MO n C3U obecneynBaetca Habopom npo-
rPaMMHbIX CPEACTB, KOTOPbIA NPegoCTaBnAeT BO3MOXHOCTb NEPMOANYECKOro (C MCMOMNb30BaHNEM
CUCTEMHOrO NfaHNPOBLLMKA 3a4aHWU cron) BblYUCIIEHNSA KOHTPOSIbHbLIX CyMM hannoB N COOT-
BETCTBYHOLLMX UM aTpuByTOB C NocneayoLmMm CpaBHEHNEM BbIYMCIEHHbIX 3HAYEHUIN C 3TArOH-
HbIMW. B ykazaHHOM Habope nporpaMMHbIX CPeACTB peann3oBaHO UCNonb3oBaHMe GUbNnoTeku
libgost 1 KOHTPOMb LIENOCTHOCTM CBSI3aHHbIX C hannamm aTpubyToB paclUMPEHHON NoacucTe-
Mbl 6e3onacHocTn PARSEC (MaHaaTHbIX aTpubyToB 1 atpubyToB pacLUMPEHHON NOACUCTEMbI

NPOTOKONMPOBAHMS).
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4.1.10. OrpaHuyeHMe NporpamMMHoON cpeabl
4.1.10.1. 3amKkHyTasa nporpamMMHas cpega

MHCTpYMeHTbI 3aMKHyTOW nporpammMmHon cpeabl (3MC) npegoctaBnsaoT BO3MOXHOCTb

BHeZpeHMa undpoBon nognucn B ncnonHsemole dannel dopmata ELF, Bxogsuwme B coctas

yctaHaenueaemoro Cl10, n B paclumpeHHble atpubyThl hannoBon CUCTEMBI.

MexaHn3mM KOHTPOMSA LEeNIOCTHOCTU MCROSTHAEMbIX dansioB 1 pasgensemMbix 6ubnmorek

dopmata ELF npu 3anycke nporpammbl Ha BbINOfHEHME peanu3oBaH B moayne sgpa OC

digsig_verif, KOTOpbLIN ABNAETCH He BbIrpyXaembiM Mmogynem sgpa Linux n moxeTt dyHK-

UnoHunpoBaTtb B 0.4HOM U3 CriegyrLwmnx pexmumMoB:

1) vucnonHsemblM harnam u pasgensembiM 6ubnuotekam ¢ HesepHon JLI, a Takke 6e3
OUI1 3arpyska Ha ucnonHeHne 3anpeltaetcs (LUTaTHbIN peXnm YHKLUMOHNPOBAHUS);

2) ucnonHsembiM dannam n pasgensieMbiM 6ubnmnotekam ¢ HesepHomn AUIM, a Takke 6e3
QUM 3arpyska Ha ucnonHeHne paspeLuaeTcs, Npu 3ToM BblgaeTca coobuieHne 06 owmnbke
nposepkn LM (pexum ana nposepkn AUIM B CI10);

3) 9UIM npwm 3arpy3ske ncnonHsemMbix annos 1 pasgensembix 6ubnnotek He npoBepsieTcs
(oTnapoyHbIn pexum ansa TectupoBanus ClO).

MexaHn3M KOHTPOMA LenoCTHOCTM hannoB Npu UX OTKpbITUKM Ha ocHoee O B pacluu-

PEHHbIX aTpubyTax annoBoi cUCTEMbI Takxke peanuaoBaH B moayne sapa OC digsig _verif

N MOXET (PYHKLMOHMPOBATbL B OAHOM U3 CNEAYOLNX PEXUMOB:

1) 3anpeLwyaeTcs OTKpbITUE hbannoB, NOCTABEHHbIX HA KOHTPOrMb, ¢ HeBepHon JLIM nnu
6e3 JUIT;

2) OTKpbITME hansioB, NOCTABMNEHHbIX HAa KOHTPOSb, ¢ HeBepHon JUIMT unn 6e3 SLI
paspeluaeTcs, Npu 3ToM BblgaeTcs cooblueHne o6 owmnbke npoeepkun LI (pexxum ana
npoeepkn LI B pacumpeHHbIX aTpubyTax bannoBon CUCTEMBI);

3) UMM npu oTKpbITUN hannoB He NPOBEPSIETCS.

4.1.10.2. CuctemMHble orpaHu4eHus n 6GNOKUPOBKU

[lononHuTensHo B oC peanni3oBaHbl MEXaHN3Mbl, NO3BONIAKOLLME YCTaHaABIIMBATL Cl1eayto-

wine orpaHmn4eHnAa n 6]'IOKI/IpOBKVIZ

1) cucTeMHble orpaHUYeHnin, 3agaHHble B (hanne /etc/security/limits. conf;
2) 3anpeT yCTaHOBKM BUTa MCNOMHEHNS;

3) GnokupoBKa KOHCONWU ANs nonb3oBaTenen;

4) 6rnokMpoBKa MHTEPNPETATOPOB;

5) GnokmpoBKa MakpoCoB;

6) GrnokmMpoBka TpaccupoBkm ptrace;

7) 6nokupoBka knaesuw SysRq.

OnucaHne ynpaBneHna CUCTeéMHbIMU OrpaHndYeHnAMn un 6J'IOKI/IpOBKaMVI npmeegeHoO
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B PYCB.10265-01 95 01-1

4.1.11. MapkupoBKa JOKYMEHTOB

PelieHne 3agayun mMapKkupoBKM LOKYMEHTOB Mpu BbIBOAE Ha nevYaTtb OCHOBAHO Ha WUC-
nonb3oBaHum B OC 3awumilieHHoro cepeepa nedatn CUPS, koTopbin o6ecneumBaeT MapKNpoBKY
BbIBOAMMBIX Ha nevaTb JOKyMeHToB. MaHaaTHble aTpnbyTbl aBTOMaTUYECKM CBA3bLIBAKOTCA C 3aa-
HMeM Ofis neyat Ha OCHOBE MaHAATHOrO KOHTEKCTa Nofly4aeMoro CeTeBoro coeamHenns. Boisog
Ha nevatb AOKYMeHTOB 6e3 MapkMpoBKM cybbekTtamu gocTyna, paboTalowumMm B HEHYNEBOM
MaHAAaTHOM KOHTEKCTE, HEBO3MOXKEH.

[Ona paspewenus cepepy CUPS obpabatbiBaTb 3agaHua nedatn, popMUpyembie B
HEHyrNeBOM MaHAaTHOM KOHTEKCTe, HEOOXO4MMO OT MMEHU afMMHUCTpPATOopa BbIMNONHUTL onpeae-
NeHHble OEeNCTBUS, onpeaenstowmne BO3MOXHbIN MaHAATHbIA KOHTEKCT, B KOTOPOM MOryT (oopMu-
poBaTbCs 3a4aHusa Ansa nevyatu Ha KOHKPETHOM NPUHTEpPeE.

MapkupoBKka JOKYMEHTOB OCYLLECTBIISETCA Ha OCHOBE CneayoLwmnx MoanuumpyemMblx
dannos WabnoHoB.:

- (pann wabnoHa, cogepxawmmn nHgopmanmo 06 atpnbyTax MapKMpoOBKM N UX NOSIOXKEHUN

Ha CTpaHuLE NP nevatn JOKYMEHTA;

- chann wabnoHa, cogepxalmnin tHgdopmMmauuio 06 atpnbytax Mmapknposkm obopoTa no-

cnegHero nUcta AOKYMEHTa M UX MOSIOXKEHUN Ha CTpaHuLEe Npu nedyaTn Natm u MeHee

9K3eMNSIAPOB AOKYMEHTA;

- dhann wabnoHa, cogepxawmn nHdopmaunto 06 atpmbytax MapknpoBku obopoTa no-

cnegHero nucta AOKYMEHTa M UX MOSIOKEHUW Ha CTpaHuue npu nedvatn Gonee natm

AK3EMMIIAPOB AOKYMEHTAa.

4.1.12. O6ecne4yeHne paboTbl B OTKA30yCTONYUBOM peXume

dyHkumoHan OC nogaepXunBaeT co3gaHne KnactepHon hannoBon cuctemMsl ¢ obecneve-
HMEeM ee OTKa30yCTOMYMBOCTU (OTKaA30yCTOMYMBLIN KnacTep). [na co3gaHnsa oTKasoycTOMYMBOro
knactepa ucnonbe3ytotca naketel Pacemaker, Corosync n Keepalived, a Takke Ceph ansa cospa-
HUSI OTKa30yCTONYMBOW pacrnpeneneHHon annoBon cuctemMol. B oTkasoycToM4ymMBoM Kractepe
N OTKa30yCTOMYMBOM pacrnpeneneHHon (hannoBon CUCTEME NPU BbIXOLE U3 CTPOS O4HOrMo U3
cepBepOB COXpaHSETCs AOCTYMNHOCTb CEPBMCOB U MHGOpMaLUK.

Bonee nogpobHas nHgpopmauma npusegeHa B gokymeHte PYCB.10265-01 95 01-1 «One-
pauMoHHas cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBoacteo

agMuHucTpartopa. Yactb 1».

4.1.13. ObecneyeHune HapexHoro hyHKLUMOHUPOBaHUSA
[nsa peweHnsa 3agadm obecneyeHnsa HagexxHoro yHkUnoHnposaHmsa B OC peann3oBaHbl

cpencTBa pe3epBHOMO KOMMPOBAHUSA U BOCCTaHOBMEHUS nocre c60eB M 0Tka3oB 060pyaoBaHuS.
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CpencrBa obecnevyeHns HagexXHoro pyHKLUMOHNPOBaHNA NPeaocTaBnaAlT crneayowmne
BO3MOXXHOCTH:

- aBTOMaTU4eCcKoe BbINOMHEHNE B Npouecce nepesarpy3kun nocne cbost nporpammbl Npo-

BEPKM 1 BoccTaHoBreHust OC;

- pesepBHOe KonnpoBaHue n BocctaHoBneHne OC;

- pes3epBHOe KonnpoBaHue n BocctaHoBneHne CYB/.

Bonee nogpobHas nHgopmaunsa npueegeHa B gokymeHtax PYCB.10265-01 95 01-1 n
PYCB.10265-01 97 01-1 «OnepauyunoHHasa cuctema cneumanbHOro HasHadeHus «Astra Linux

Special Edition». PykoBoactso no KC3. Yactb 1».

4.1.14. O6ecne4yeHue poctyna k bl

PeweHne 3agaym obecneyeHuns goctyna k b[] ocHoBaHO Ha MCMOMb30BaHUN 3aLLMLLEHHOIO
komnnekca nporpamm CYB/[l Ha ocHoBe 06bekTHO-pensaunoHHon CYB[ PostgreSQL, B koTopom
Ha HM3KOM YPOBHE [aHHble XPaHATCA B OTHOLIEHUNAX (Tabnuuax, Buaax), U AOCTYN K AaHHbIM
pasrpaHn4nBaeTcs B NOHATUAX pensumoHHon CYB[.

[aHHble B pensiumoHHon B1 xpaHaTcs B OTHOLWEHMSX (Tabnuuax), COCTOSALWMX U3 CTPOK M
cTon6buos. [pn aTOM eguMHMLEN XPaHEHUS U OOCTYNa K AaHHbIM SABMSETCSA CTPOKa, COCTOosLLas
13 nonewn, MAEHTUUUNPYEMbIX UMeHamMK cTonoduoB. Kpome Tabnuu, cywecTByoT gpyrne Tvnbl
o6bekToB B[] (BMAbI, Npoueaypbl U Np.), KOTOpble NPEAOCTaBNAST AOCTYN K AaHHbLIM, XPaHSLLMMCS
B Tabnuuax.

Takum obpasom, B 3amLeHHOM Komnnekce nporpamm CYB[] onpegeneHsl Tunbl 06bek-
TOB, C KaXAbIM U3 KOTOPbIX accouumpyeTcs onpegeneHHbln Habop TMNOB A0CTyna (BO3MOXHbIX
onepauun). nga kaxxgoro odbekTa ABHO 3a4aeTCA CMUCOK paspeLLeHHbIX A8 KaXaoro n3 nonme-
HOBaHHbIX cybbekToB B[] (nonb3oBatenen, rpynn nnm ponen) ACL. N B ganbHenwem npu pasdope
3anpoca k b[] ocywecTBnsaeTca npoBepka BO3MOXXHOCTU NpeaocTaBneHnst 4ocTyna cyobekTa K
00bEKTY TMMa, COOTBETCTBYIOLLErO 3anpocy.

4.1.14.1. AnckpeunoHHoe yrnpaBneHne AoCTynom B 3awuweHHon CYB[]

B o6wem cnyyae otgenbHas CTpoka Tabnuubl He ABASIETCA OQHO3HAYHO naeHTuduumpye-
MbIM 06bEKTOM (Kaxkgas CTpoka naeHTumumMpyeTcs Tornbko Habopom COAEPKMMOro CBOMX Moren,
HO 6e3 cneumanbHbIX OENCTBUIA, HAaNpuMep, Co34aHnsa NEePBUYHONO Kroda unu omsandeckoro
YHUKaNbHOIo naeHTudukaTopa cTpokun B b1, Takas naeHTudukauma He SBNSeTCs YHUKanbHom),
N COOTBETCTBEHHO ANCKpeLUnoHHbie MNMPL K Hel NpuMeHeHb! ObiTb He MoryT. CTonbubl MOryT siB-
naTtbesl o6bekTaMy ANCKPELMOHHOIO YNpaBeHnst A0CTYNOM, NOCKOSIbKY MOryT ObiTb OQHO3HAYHO
NOEHTUPUUMPOBaHbI NO COCTaBHOMY MMeHU obbekTa 1 ctonbua (Mma ctonbua BHYTpU obbekTa
ABNSAETCHA YHUKANbHbIM).

B pamkax guckpeumoHHbix NP onpegeneHsl criegyrowme onepaunm Hag Tabnuuamm m

XpaHAWMNMUNCA B HAX OaHHbIMU:
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- SELECT — YTeHue AaHHbIX U3 Tabnuupi;

- INSERT — BCTaBKa HOBbIX AaHHbIX B Tabnuuy;

- DELETE — yAaneHue HeKOTOpbIX/BCEX AaHHbIX B Tabnuue;

- UPDATE — U3MEHeHne JaHHbIX B Tabnuue;

- REFERENCES — MCMNOfb30BaHMe AaHHbIX Tabnuubl ANsi BHELHMX KINoYen;

- TRIGGER — co3aHue 1 Ha3HavyeHue Ans 1abnuubl TpUrrepos;

- TRUNCATE — oyucTka Tabnuupl (yaaneHue Bcex AaHHbIX).

[nsa o6bekToB «BUA» (CNocob opraHn3aumm npegsapuUTeNbHO NOArOTOBMEHHBLIX 3anNpoCcoB)

onpeaerneHsl criegyowmne onepaunin.

SELECT — 4TeHune gaHHbIX U3 BMaa,

INSERT — BCTaBKa HOBbIX AaHHbIX B BUA;

DELETE — yAaneHue HeKOTOpbIX/BCEX AaHHbIX B BUAE;

UPDATE — M3MEHEHNe JaHHbIX B BUAe.

[nsa obbekToB «nocnegoBaTesibHOCTbY (CNOCO6 NOMyYeHUst YHUKamNbHbIX 3HAYeHUn —
CYETYUK) onpeeneHbl cnegyowme onepauun:

- SELECT — YTEeHUe 3HaYeHUs CHETUUKA;

- UPDATE — yCTaHOBKa 3HA4Ye€HMUs1 CHETYUKA;

- USAGE — BbINofHeHne QYHKUUIN MaHUMYNMPOBAHNSA CHETYMKOM.

[ns o6bekToB «6a3a AaHHbIX» (CNocob opraHmM3aumm obnacTn gaHHbIX, CoAepXaLlmx Bce
ocTanbHble 06bekThI, onpeaeneHHble B CYB[]) onpeaeneHbl criegyowme onepaunmn:

- CREATE — co3gaHue b[;

- CONNECT — ycTaHoBKa coeanHeHus ¢ b[;

- TEMPORARY/TEMP — co3aaHne BpeMeHHbIX Tabnuy, B B/1.

[na 06beKToB «PyHKLUMAY (MPOrpaMMHbIA KOO MaHUNyNMPOBaHNSA AaHHLIMU Ha CepBepe)
onpegeneHa onepaunsa EXECUTE (BbINOMHEHWE (DYHKLMM).

[nst 06bEeKTOB «A3bIKY» (A3bIK HANUCAHUA OYHKLUI Ha cepBepe) onpeaerneHa onepaums
USAGE (Ucnonb3oBaHue a3blka ANs HanmucaHus yHKUUR).

[Ons obbekToB «cxema» (cnocob opraHM3aumm o6bekTOB B npefenax otaensHon bBl)
onpegerneHsl cregyoLlmne onepaunmn:

- CREATE — co3gaHue o6bekToB B yKa3aHHOW CXeMme;

- USAGE — 1CNonb3oBaHNe 0ObEKTOB YKa3aHHOW CXEMbI.

[nsa o6bekToB «TabnmnyHoe npoctpaHcTBO» (cnocob opraHunsaumm B 8 C OC) onpene-
neHa onepaumst CREATE (co3gaHne o6bekToB B YKa3aHHOM TabrMyHOM NpOCTPaHCTBE).

[ns KOHTPONS BbLINONHEHUS BCEX NMEPEYNCTIEHHbIX onepauumn auckpeunoHHsix MNMPL cyue-
CTBYIOT COOTBETCTBYHOLLME NpaBa Agoctyna. [1paBo Ha npegocTaBneHne npae 4ocTyna Kk obbektam

He MOXET ObITb npeagocTtasrieHO ApyruM nosrb3oBartendmM U OOCTYMNMHO TOSMIbKO aAMUWUHUCTPAaTOPy
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CYB/[] (npn cOOTBETCTBYHOLLMX HACTPOMKaxX cepBepa MOXET ObITb NpeaoCcTaBreHo 1 BnagernbLly
obbekTa).

Kpome paccMOTpeHHbIX (genermpyemMbix) npaB AocTyna, CyLWeCcTBYET psid npas, KOToOpble
BCerada npuHagnexar Bragenbuam o6bekToB 1 agMmuHnctpatopam CYB[. 3Ty npasa He MoryT
ObITb AenernpoBaHbl UM oTMeHeHbl cpeacteamu CYB[1. K Takum npaBam OTHOCATCA: yganeHue u
mMoaudukaumnsa obbekTa n HaszHayYeHne Nonb3oBaTenam gernermpyemMblx Npas 4ocTyna K oGbekTam.

Cpasy e nocrne co3gaHusa obbekTa TONbKO ero Brnageney u agmmHnctpatopsl CYB[
MOryT UCNONb30BaTb €ro Kaknum-nmbo obpasom. [1ns Toro 4Tobbl ¢ 3TMM 0OBLEKTOM MOrnM paboTaTb
Apyrve nonb3oBaTtenu, Bnagenew obbekta unu agmmiuctpartop CYB[] aomkeH aBHO NpegocTaButb
UM COOTBETCTBYIOLLME OANCKPELNOHHbIE NpaBa AoCTyna.

Mopgudumkaumsa metTagaHHbIX BO3HUKAET Kaxabli pa3 npyu u3aMeHeHuu cTpykTypbl B, 4To
BKNtOYaET B cebsa cosgaHmne, moamndumkauuio n yganeHne oobektos BlI.

PasrpaHunyeHue goctyna K nepedncrieHHbIM onepaumam Ha yposHe CYB[] Tak xe peanu-
3yeTcs npuMeHeHneM guckpeunoHHblx MPL. [Ons aToro ucnonb3yeTcs Nnpaso BnageHnsa o6bLekToMm,
npaBo Ha co3faHne 0bbekToB. NpaBo BnageHnsa obbekToM npegocTaBnseT Bnagenoly obbekTa
BO3MOXHOCTb MOAMULMPOBaTh 1 yaanaTb o6bekT. Kak npaBuno, BnagenbLemM SBnseTcs cos3aa-
Tenb obbekta unu agmmHnctpatop OC (agmuHucTpaTtop CYB[). Npaso Ha co3gaHue (CREATE)
cyuwecTtByeT kK obbektam B[], aBnsoWNXCAa KOHTENHEpaMX ANsS ApYrnX O6bekToB, a UMEHHO:
HenocpeacTBeHHO cama Bb[l, cxema, TabnnyHoe NpOCTPaHCTBO.

Mpwn BbINONHEHMM Ntob6oro 3anpoca nonb3oBartens (cyébekra B) k 3awuwaemomy pecyp-
cy (o6bekTy B[1) BbINONHAETCS ANCKPELMOHHOE ynpaBieHne JOCTYNOM Ha OCHOBE YCTaHOBMEHHbIX
nonb3oBaTtento npas. [na Kaxaon BbINONHAEMOW onepaummn NpoOu3BOANTCH NPOBEpPKa Hanmyms
npaea y nonb3oBaTens Ha BbINOMHEHWE AAaHHOW KOHKPETHOW onepauun.

IOuckpeunonHble MNP npumeHstoTca nocne pasdopa 3anpoca nonb3oBaTens U NocTpoe-
HUSA nfiaHa ero BbIMOSTHEHWS.

OunckpeunonHbie MNP k ctonbuam obbekTa NPUMEHSAIOTCS TOMBLKO NPU OTCYTCTBUMN SIBHOTO
paspeLLeHnst Ha OOCTyn K camon Tabnuue. Takum o6pa3om, NnpaBa JOCTyNa K 0ObEKTY SBNAKOTCA
AOMUHMpPYOLWUMK. Mpyn 3TOM Npm OTCYTCTBUM ABHO 3aJaHHbIX NpaB Ha OObEKT HeMb3s ckasaTb
onpeaeneHHo o npegocTtaBneHun JocTyna Ao TexX nop, noka He ByayT npoBepeHbl npasa Ha
cTonOubl 0ObekTa.

B CYB[ PostgreSQL napameTp KOH(urypaumm ac_enable_trusted_owner NO3BO-
naetT agMMHUCTPATOpPY 3anpeTuTb Bragensuam o6bekToB nepegasaTtb Npasa Ha JOCTYN K HAM
Apyrum nonb3osatenam CYB[. B cnyvae ycTaHOBKM 3Ha4YeHMs 3TON NepeMeHHON KOHurypaumm
B FALSE pacnpefeneHue npae goctyna k obbektam B[] paspelueHo Tonbko agMUHUCTpaTopam
CYBL.

MapameTp KoHPUrypauum ac_enable_truncate NO3BONSAET agMUHUCTpATOPY 3anpe-
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TUTb BNagenbuamMm o6bLeKToB M NobbIM Nonb3oBartensam, obnagarownmM COOTBETCTBYHOLWMM NPaBoOM
TRUNCATE, BbINOSMHATb yaaneHne Bcex 3anucen na tabnuy. B cnyvyae yctaHOBKM 3HaYeHUS
3TOM NepeMeHHON KoHdurypaumm B FALSE, BbINOfHEHWE KOMaHAbl TRUNCATE 3anpeLLeHo BCEM
nonb3oBaTensm.

4.1.14.2. MaHpaTHOe ynpaBreHMe focTynom B 3awmweHHon CYB[]

B ocHoBe MexaHM3Ma MaHOaTHOro yrnpasfeHus 4OCTYNOM NEXUT ynpasneHue 4oCTyrnoMm
K 3awmuiaembiM pecypcam B[] Ha OCHOBE MepapXMYeCcKnX N He nepapxmyecknx MeTok goctyna.
OTO NO3BOMSET peann3oBaTb MHOTOYPOBHEBYHO 3aLLMTYy C 06ecnedYeHMeM pasrpaHMyeHnst 4ocTyna
nonb3oBaTteneun K 3awuuaemMolM pecypcam B[l n ynpaBneHue notokamun nHpopmauuun. B ka-
YecTBe MepapXm4eckux 1 He nepapxmyecknx MeTok goctyna npu ncrnons3osaHun CYB[ B OC
NCNonb3yTCA METKN KOHuaeHUMansHoCTn nnn metkn 6esonacHoctn OC.

CYB[, PostgreSQL He umeet cOBCTBEHHOrO MexaHn3Ma Ha3HayYeHus, XpaHeHst 1 Moau-
douKaLumMm METOK nosnb3oBaTenen U UCnonb3yeT Ars 3Toro mexaHusmel OC.

B pensumoHHOM Mogenu B KadecTBe CTPYKTypbl, obnagatrouwien MeTkon, Heobxoanumo
BblOGpaTb KOPTEX, NOCKONbKY MMEHHO Ha 3TOM YPOBHE AeTanuaaumm OCyLLEeCTBSIOTCS onepaunm
yTeHusa-3anmcun nHgopmaumm B CYB[. Npu 3TOM MECTOM XpaHEHUA METKM MOXET ObiTb BblIOpaH
TOMNbKO CaM KopTeX, Tak MeTka byaeT HepaspblBHO CBS3aHa C AaHHbIMW, cofepXallMMmucs B
KopTexe. Kpome aToro, MeTka Takke MOXeET ObITb onpeaeneHa Ans takmx oobektoB b/, kK KOTOpbIM
NPUMEHNMbI BUAbI AOCTYNa Ha YTEHMEe-3anucb AaHHbIX, @ UMEHHO Tabnuupbl 1 BUAbl. B aToM cniyyae
MEeTKM 06BbEKTOB pacnonaratTcs B 3anncu CUCTEMHOM Tabnuubl, HENOCPEACTBEHHO OMNUCHIBAKOLLIEN
3awmiaemMbln 00beKT. Tak Kak MaHOaTHbIA KOHTPOMb JOCTYNa MOXeT ObITb onpeaesieH ToNbKo
ANs BUOOB OOCTYNa Ha YTEHME U Ha 3anncb MHopMauuKn, Bce MHOXECTBO onepauui ¢ AaHHbIMU
B 3alimulaeMbiXx 0ObeKTax NPMBOOUTCS K HAM criegyowmnm obpasom:

- INSERT — JOCTYN Ha 3anuce;

- UPDATE, DELETE — nocriegoBaTefibHOe BbINOfIHEHME OCTyMna Ha YTeHne U 3anucb

nHopMaunu;

- SELECT — [OCTYyN Ha YTeHue.

Mpwn obpawieHnn nonb3oBaTens k B[ onpeaenstoTca ero 4onNyCTUMbIN AMana3oH METOK U
Habop crneunanbHbIX MaHAaTHbIX aTpnbyToB. Ecnn nonb3oBaTento He NpucBoeHa MeTKa, TO OH
Nony4yaeT No yMOMYaHMIO HYNEBYH METKY, COOTBETCTBYHOLLYHO MUHMMANbHOMY YPOBHIO AOCTYyNA.
MakcumanbsHas MeTka onpegenseTca no MeTke, 3agaHHOM Npu perucTpaummn nonb3oBatens B
OC. CepBep Bl Takke moxeT paboTtaTb Ha pasHbIX YPOBHSX JocTyna. B cnyvyae ecnu meTtka
nonb3oBaTens Bbllle METKM cepBepa, TO nonb3oBaTtento ByayT paspelleHbl TONbKo onepauum
yTeHus. TekyLasa MeTka nonb3oBaTens onpenenseTcs N0 yCTaHOBIEHHOMY COEOUHEHUIO U MOXET
ObITb 3agQaHa B npegenax ero AonycTUMOro gnana3oHa MaHOaTHbIX aTpMbyToB Npu HanNn4Yum

COOTBETCTBYIOLLEV MPUBUNEMNN.
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MpnmeHeHne mangaTtHbix MNMPL ocywecTBnsieTca Ha YpoBHe gocTyna K obbektam Bl n Ha
YPOBHE JOCTyna HeNnocpeacTBEHHO K AaHHbIM (Ha YpOBHE 3anncen).

MpoBepka MaHgaTHbIX NpaB g4ocTyna K Tabnuuam n BMaam OCyLLEeCTBSIETCA O4HOBpe-
MEHHO C NPOBEPKOWN AUCKPELMOHHbIX NpaB AOCTyna K HUM, nocrne pasbopa 1 NOCTPOeHUs nnaHa
3anpoca, HenocpeacTBEHHO Nepen ero BbIMONTHEHNEM, KOraa ONpeaerneHbl Bce Heobxoanmble Ons
NPOBEPKM AaHHble U rnpoBepsieMble 06beKkThbl. Takum 0b6pa3oM, 4OCTYN NPeoCTaBseTCs TONbKO
npv 0QHOBPEMEHHOM CaHKLMOHUPOBAHUN ONCKPELUNOHHbIM [P,

lMpoBepka MaHgaTHbIX NpaB AOCTynNa K 3annucsam Tabnuu, OCyLLECTBRASETCA B nNpoLecce
BbINOSIHEHNA 3anpoca Npu nocregoBaTernibHOM UM UHAEKCHOM CKaHMPOBAHUM OaHHbIX.

Bce 3anucu, nomewaemsble B Tabnuvubl, 45151 KOTOPbIX YCTAHOBMEHA 3alumMTa Ha YPOBHe
3anucen, HacneaylT TekyLLy MeTKy nonb3oBatensd. OBHOBNAEMbIE 3anMCU COXPaHSOT CBOIO
METKY Npu n3aMeHeHun. [JoCcTyn K CyLEeCTBYOLWNM 3anNncsM U BO3MOXHOCTb MX OOHOBNEHUS 1
yaaneHus onpenenstoTca YCTaHOBAEHHbIMU MaH4AaTHbIMU NpaBuiamu.

Ons agmuHuctpaTtopa CYBL npegyCcMOTpeHbl CUCTEMHbIE MPUBUNETMN UTHOPUPOBAHNSA
MaHOATHOro ynpasneHust 40CTYNoOM. TONbKO TakMm 06pa3omM MOXHO NPOU3BOAMTL perfnamMmeHTHble
pabotbl ¢ B[] (Hanpumep, BOCCTAHOBIEHME PE3EPBHOM KOMMM), T. K. 3TO TPeOYET YCTAHOBKM METOK
AaHHbIX, COXpPaHEHHbIX paHee.

B cBsi3m ¢ Tem, yto B PostgreSQL ob6bekTamun 3aumTbl ABNAOTCA CTONOLbI, BbIMNOMHEHA
peanusaunsa maHgatHbix [P ana ctonbuoB 06bekToB. B aTOM crnydae meTku ctonbuoB 06bHEKTOB
TaKkKe pacrnonaralTca B 3arnncu COOTBETCTBYHOLLEN CUCTEMHOWM Tabnuubl, HENOCpeaCTBEHHO
onucbiBalLwen 3awmuiaemolt ctondeud. MangatHele MNP ctonbuoB 1 camoro obbekta He MoryT
ObITb NPUMEHEHBLI OAHOBPEMEHHO. Pexnm npumeHeHuns maHaatHbIxX MNP Tonbko K camomy 06bekTy
WM TONbKO K ero ctonbuamM MOXeT ObiTb 3a4aH AN KaXKaoro oobekta B OTAeNnbHOCTU. 3awmTta Ha
YPOBHE 3anncern MoXeT UCNonb30oBaTbCA B NloOoM crnyyae.

B OC kaxablin nonb3oBaTerib MOXET UMeTb MHOXECTBO METOK, KOTOpOe 3adaeTcs Mu-
HUMarbHOM N MakKcMMarbHOWM MeTkamu guManasoHa. Ytobbl nogaepxatb aTy mogens B CYB[]
PostgreSQL, kaxxgown ceccum nonb3oBaTens Ha3Ha4YaeTcst TpU METKU: MakCcuMarnbHasi, MUHUMarb-
Has 1 Tekylwas. X HavanbHas nHMumnanmsaumsi OCyLecTBAAeTCs Mo cregyowemMy anroputmy:

- nocne npoxoXxaeHusi Nonb3oBaTenemM CTaH4apTHOM Npouenypbl ayTeHTUduKaumm cep-

Bep cumTbiBaeT n3 OC 3Ha4yeHMss MakCuMarnbHOW 1 MUHUMarnbHOW METOK NMosib3oBaTens m

NPMHMMAET NX KaK MaKCUMarbHY 1 MUHUMAaIbHYIO METKM ceccun. NMpu aTom ecnm 3anucb

O MeTKax Ans nornb3oBaTenss He HangeHa, TO MakcMManbHasg U MUHUManbHas MEeTKU

NPUHMMALOTCA paBHbiMKU Hyno. CrnegoBaTenibHO, NONb3oBaTeNN, 3aperMcTpUpoBaHHbIE

Tonbko Ha cepeepe CYB[ PostgreSQL n He nmetowme y4eTHom 3anucn Ha cepeepe OC,

BCEraa UMEKT MUHMMAarbHbBIA YPOBEHb OOCTYNa K MHopmaumm;

- ecnv napameTp KoHurypaumm ac_ignore_socket_maclabel ycTaHoBMNeH B FALSE,
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CUMTbIBAETCA METKa BXOOALLEro COeaUHEHMS, N, eCNn OHa NnonagaeT B AnanasoH METOK,
cumTaHHbIX 13 OC, TO MakcumMmarnbHasi MeTka CeCcCun yCTaHaBMMBAETCH paBHOW MeTKe
BXogsLero coeguHeHus. lNpu aToM ecnu MMHUMarnbHas MeTka Takoro nonb3oBaTens B
OC cepBepa Bbile METKN BXOASLLErO COeANHEHUS, TO OH BOObLLe He ByoeT AonyLLEH K
pabote ¢ b[;

- ecnv napameTp KoHpurypaumm ac_ignore_server_maclabel ycTaHOBMNeH B FALSE,

TO CYUMTbLIBAETCA METKA CEPBEPHOrO nNpoLuecca 1, ecrnv oHa He COBMeCTUMa C Makcumarsib-

HOW METKOW Ceccumn, To NpoLecc ayTeHTUMUKaLNN npepbiBaeTcs;

- TekyLlen METKOW CecCun CTaHOBUTCA MakcuMmaribHas MeTka cOPMUPOBAHHOIO Takum

obpasom gunanasoHa.

Ecnu Ha ntobom 13 aTnx atanoB BO3HUKAET CUTyauUusl C HECOBMECTUMOCTbLIO METOK Ui
BbIXOAOM 3a npeaenbl guanasoHa, TO NPoLecc ayTeHTUdUKaLUN KNMeHTa NpepbiBaeTca 1 OCTynN
k B[] 6nokupyeTtcs.

Ecnu nonb3oBatenb MMeeT MaHOaTHbIN aTpuUbyT ac_capable_setmac, TO OH MOXET
N3MEHSTb CBOIO TEKYLLYIO MaHAATHYH METKY B AMana3oHe OT MUHMMAanbHOW 4O MakCUManbHOM.

CYB[ PostgreSQL npegocTtaBnseT nonb3oBaTesnisiM BO3MOXHOCTb CO3A4aBaTb (OYHKLMK
(n, cnepoBaTtenbHO, TpUITepbl), yKasbiBas Npy 3ToM, OyAyT fIM OHU BbINOSTHATLCSA C YPOBHEM
AoCTyna nonb3oBaTens, NPSAMO UK KOCBEHHO Bbl3BaBLLEero yHKUMIO (SECURITY INVOKER), Unu
C YPOBHEM [OCTYyNa Nnonb30BaTensi, Co3aaBLuero 3Ty yHkumo (SECURITY DEFINER). Mpu aTOM
B NMOHATUE «YPOBHS OOCTyNa» BXOAAT KakK AUCKPELMOHHLINM YPOBEHb AOCTYNA, Tak U MaHAATHbIN,
KOTOpbIN B J@HHOM cny4yae onpenensaeTca TekyLwWmnMm MaHgaTHeIM1 aTpubyTaMmum nosnb3oBatens
CYB[, Bbi3BaBLUErO MNK co3adaBLlUEro OyHKLMIO, COOTBETCTBEHHO. [1pyn 3TOM METKM TeKyLuen
Ceccun Nonb3oBaTeNs, BbI3BaBLUETO PYHKLUIO, HE U3MEHSIHOTCS.

CnepyeTt yuntbiBaTb, YTO:

- Npu onpegeneHMn OyHKUMKM Kak SECURITY DEFINER oOHa 6yaeT Bcerga Bbl3blBaTbCs C

nepeycTaHOBKON MaHOaTHbIX aTpMbyToB Ha aTpubyThl CO3aaBLLErO ee Nofb3oBaTens;

- npu onpegeneHnn yHKUMM Kak SECURITY INVOKER OHa Bcerga OyaeT BbINONHATHCA

6e3 N3MeHeHNs1 TeKyLero 3Ha4yeHnss MaHaaTHbIX aTpubyToB;

- NMpu BbI30Be (PYHKUMM B KaydecTBe Tpurrepa BbINOSHAKTCA crefyloume npasuna B

AOMNONHEHNE K yKa3aHHbIM:

- rnepen BbI30BOM B KadyecTBe Tpurrepa BcTpoeHHon B CYB[] byHKUMM K TEKyLLMM
MaHOaTHbIM aTpubyTam Bcerga gobasnsatoTca pnarm ac_capable _ignmaclvl un
ac_capable_ignmaccat, 4ToObl 06ecneynTb NOSTHOLEHHYO NPOBEPKY CCbISTOYHOWN
LenoctHocTn B[;

- nepea BbI30OBOM B Ka4eCTBE TpUIrepa He BCTPOEHHON PYHKLUMM B Ka4eCTBE TEKYLLUX

MaHOaTHbIX anI/l6yTOB BCerga yCcrtaHaBlimMBarOTCA MaHOaTHbIE anI/I6yTbI noJib3oBa-
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Tens, 3anycTMBLUEro AaHHYK Ceccuio (coeamHeHune) (T. e. Nonb3oBaTens ¢ MMEHEM
SESSION_USER). 3TO Heobxoanmmo, 4Tobbl NpegoTBpaTuTb nonyyeHne oyHKumen-
TPUIrepOM MNosb30BaTeNs C HA3KUM YPOBHEM A0CTYNa BbICOKMX MPUBUNETAA B Criyvae
KackaZHOro Bbl30Ba TPUITepoB.
lMocne Bo3BpaTta ynpaBneHns n3s PyHKUUM 3HAYEHNSA TEKYLUMX MaHOATHbIX aTpubyToB
BCerga BOCCTaHaBMMBAOTCH B UCXOAHbIE (40 Bbl30Ba (DYHKLUNN) 3HAYEHUS.
@DYHKUUKM, HANUCaHHbIE Ha A3blKaxX HU3KOro YPOBHS, NOCME UX NOAKIOYEHUS UMEKOT Mos-
HbI JOCTYN KO BCEM BHYTPEHHUM CTpyKTypam cepsepa CYB[] PostgreSQL 1 moryT npon3BonbHO
nx mogmdvumpoBaTtb. Kpome 3TOro, NOCKOrbKY OHW BbIMOMHAKTCA B paMKax rnpouecca cepsepa,
OHM MMEKT COOTBETCTBYKOLWME nNpaBa gocTtyna k obbektam OC B cpefe yHKLNMOHMPOBAHUS
cepBepa. ImeHHO No3TOMY NpaBa nornb3oBartens postgres, NoA KOTOPbIM 3anyckaeTcs cepBep,
HeobXxoaMMO CBECTU K He0BX0OMMOMY MUHUMYMY, MUHYS KaKOW-NIMBO KOHTPOIb C €ro CTOPOHbI
(BkNtOYasa TekyLne MaHgaTHble aTpulbyThl).
[Mpy HaNMYUKU MaHAaTHBLIX METOK Ha caM O6BLEKT, ero ctonbdeL, 1 HEMNOCPEACTBEHHO CTPOKY
BO3MOXHbI CrneayloLne BapmaHTbl UCnonb3oBaHus MaHaatHbix MNP (Ha npumepe Tabnuu):
- METKM OTCYTCTBYHOT — MaHaaTHble [P He npumeHsitoTcs. B atom cnyyae meTka o6bekta
He yCTaHOBIieHa, METKM CTONOLIOB He YCTaHOBIEHbI, @ caM 06beKT co3aH 6e3 3alnTbl
ctpok. CYB[l (byHKUMOHUPYET B LUTATHOM peXUMe 3alLnTbl C UCMOMb30BaHNEM TOSTbKO
anckpeumoHHbix MPL;
- MeTKaMu 3alumLaroTcs Tonbko 3anmcn. Metka o6bekTa He yCTaHOBMNEHa, METKMN CTONG-
LLOB HE YCTaHOBMEHbl, a caM 00BbEKT co3faH C 3awmTon cTpok. duckpeunoHHbele MPO
NPUMEHAITCA Nepeq BbinorHeHeM 3anpoca. MaHgaTtHble MNP npuMeHaTcs TonbKo
Ha ypoBHe 3anucen. CosgaHune 3anvcein paspeLlleHo BceM cybbekTam, Npu 3ToM 3anucu
HacnegytT MeTKy cybbekTa. Onepauun 4TeHnss n mogmdurKaLmMm oCcyLecTBAITCA Hag
MHOXeCTBaMu 3anucen, AOCTYNHbIX cybbekTy no maHgatHeiM MNPL. MNMpoBepka maHaaTHbIX
MPL ocyuwlecTtenseTcs nocrie ycnewHoro npuMmeHeHna guckpeumnoHHblx MNPO, HapyweHne
©e30nacHOCTM He BO3HMKAET;
- MeTKaMu 3almLLaeTcs Tonbko 0ObekT. MeTka 06bekTa ycTaHOBNeHa, METKM CTONOLIOB He
yCTaHOBMEHbl, a caM 06bekT co3aaH 6e3 3awmnTbl cTpok. MaHgaTHble MNP npumeHstoTca
TONbKO Ha ypoBHE 00beKTa, BCe [aHHble, coaepxalumnecs B obbekTe, paccMaTpuBaroTcs
Kak nmetowme meTky obbekta. CosgaHue 3anuncen paspelleHo cybbektam ¢ MeTkamu, Hag
KOTOPbIMYU OOMUHUPYET MeTKa obbekTa, Npyn 3TOM 3anucu HacrneayT MeTKy cybbekTa.
Onepauun YyTeHnss n moanrkaLmm ocyLLecTBNATCS No MaHaaTHbIM NP k 06bekTy. MaH-
AaTHble [PL npuMeHATCA TOMNbKO B Crlyyae ycrneLwHOW NpoBepKkn aAncKpeumnoHHbIx NP,
KOTOpble K cTOn6uam o6bekTa NPUMEHSIIOTCA TONbKO NPU OTCYTCTBUM SIBHOTO paspeLueHns

Ha JOCTyn K camon Tabnuue;
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- MeTKaMn 3awmuaetca obbekT n ero 3anmcu. Metka obbekta ycTaHOBMEHa, METKM

CTONBLOB He YyCTaHOBMEHDI, a caM OObEKT CO3AaH C 3alMTOM CTPOK. AHANOMMYHO Npeabl-

aywemMy BapuaHTy co3faHue 3anvcen paspeLleHo CyObekTaM ¢ MeTKaMu, Hag, KOTOPbIMM

AOMMHMPYET MeTKka obbekTa, Npu 3TOM 3anucK HacneayrT MeTKy cybbekTa. MaHaaTHble

MPL npumeHs0TCA Kak Ha ypoBHE 0ObEKTa, Tak 1 Ha ypoBHe 3anuncen. Onepauum mogu-

drKaLumMM BO3MOXHbI TOSNTbKO Ha4 AaHHLIMU, UMEKOLLMMU METKY, PaBHY MeTKe Tabnuubl;

- MeTKamn 3awumwiarotca ctonbubl obbekta. MeTka obbekTa He ycTaHOBMNEeHa, METKM

CTONOLOB YCTAHOBIEHbI, @ caM 0ObeKT co3aaH 6e3 3awmTbl CTpokK. [pn aToM MaHgaTHbIE

MPO npumeHsoTcs Ha ypoBHe cTonbuoB. CyGbekT MOXET untatb M3 cTonbuoBs, Hag

MeTKaMUn KOTOpPbIX JOMUHUPYET ero MeTka, BCTaBMsATb AaHHble B CTONOLUbI, YbM METKU

AOMUWHUPYIOT Haf ero, n MoanduLmMpoBaThb Te, YbM METKM paBHbl ero. Onepauum yganeHus

HEBO3MOXXHbI NPU HaNMM4YMM pasHbIX METOK Ha CTonOubI, T. K. onepauus NpUMEHSIETCA KO

BCEN CTPOKe. BTO CBA3AHO C TEM, YTO onepaums yaaneHnsa nHTepnpeTnpyeTcs Kak nocrne-

AoBaTernbHOe nNpefocTaBneHne JoCTyna Ha YTEHUE U Ha 3amnucb, YTO BO3MOXHO TOSTbKO

npwu paBeHCTBE METOK cybbekTa n obbekta. B cnyyae, korga ctonbubl MMET pasHble

METKW, aHHOE YCITOBUE BbINOMHUTBLCA HE MOXET. Onepaumns yaaneHms AoCTyMnHa TOMbKO

Ana agMUHMUCTpaTopa u nonb3oBaTtenen, obnagarowmx NpuBMNErmMaMmn UrHOPMpPoBaHUA

MaHAaTHOro ynpasneHnsa SOCTYNoMm;

- MeTKaMu 3awmiiatotcsa ctondubl 1 3annucu obbekTa. B aTom cnyyae meTka obbekTta He

yCTaHOBIMEHa, METKM CTONOLIOB YCTAHOBIEHbI, @ CaM OObEKT co3daH C 3alUUTON CTPOK.

Mpun atom mangatHble MNMPL NnpuMeHATCS Kak Ha ypoBHE CTONOLOB, Tak U Ha YPOBHE

3anucen. CybbekT MOXET BCTaBNATb AaHHbIE B CTONOLbI, YbM METKM JOMUHMPYIOT Hag

€ro, Npy 3TOM 3anucu HacneayT MeTKy cybbekTa. Onepaumm YteHna n mogmdukaumm

OCYLLIECTBATCA Ha4 MHOXECTBOM 3anncen, OCTYMNHbIX cy6bekTy no maHaatHbiM [P

Ha 3anucu, n ToNbKo No ctonbuam, 4OCTYNHbIX N0 MaHaaTHbIM MNP Ha cTonbubl.

lMockonbky B npouecce paboTbl ¢ AaHHbIMK B CYB[] BO3MOXHO M3MEHEHWE OpraHn3aLmnm
NX XpaHEeHUs1 NyTEM U3MeHeHus1 cxeMbl 06bekToB B[l (MeTagaHHbIX), K N0A0OHBIM onepaunam
Takke npumenstoTca MNPO.

Mogudumkaumsa metagaHHbIX BO3HUKAET Kax bl pa3 npu uaMeHeHuu cTpykTypbl B, 4To
BKNtOYaET B cebsa cosgaHne, moamndumkauuio n yganeHne obbektos Bl.

Tak Kak HekoTopble AencTBUS Hag obbekTamu B MOryT BMnATL Ha XpaHALWMECS B HUX
AaHHbIX (Kak NpaBunio, MoaMdukauusa unu yaaneHme obbekta unm ero 4actu), Npy UCnonb3oBaHUm
MaHLAaTHOro ynpasneHnsa OCTYNOM K AaHHbIM 06bekTa HeOBXOAMMO pasrpaHuYmMBaTh M OOCTYN K
N3MEHEHNI0 METALaHHbIX B YaCTK, OTHOCALLIENCS K 3TOMY OOBEKTY.

AHanorn4yHo onepauunsim ¢ AaHHbIMU OencTBus ¢ oobektamm b AomkHbI GbITh NPUBEOEHDI

K Bugam AOoCTyrna Ha YTeHne 1 Ha 3anncb I/IH(bOpMaLI,I/II/I Ona BOSMOXHOCTU NpUMEHEHUA K HUM
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mangaTtHbix MPL. Bce MHOXeCTBO onepaumii ¢ MeTagaHHbIMU MOXET ObITb MPUBEAEHO CrieayoLWwMM
obpasom:

- CREATE, ADD — OOCTYn Ha 3anuch;

- ALTER, DROP — nocrnegoBartefibHOe BbINOMIHEHNE OOCTYNa Ha YTEHME U 3anncb UHMOpP-

Mauuy;

- MCNosib3oBaHue unn obpatleHne K oobekTy B Apyrnx SQL-komaHgax — OOCTyn Ha

YyTeHue.

lMpoBepka MaHAaTHbIX NpaB AOCTyNa K MeTafgaHHbIM OCYLLECTBIIAETCA OAHOBPEMEHHO C
NPOBEPKON ANCKPELIMOHHLIX NpaB AOCTyna K HUM, nocre pasbopa u NOCTPOEeHMs NnaHa 3anpoca,
HenocpeacTBEHHO Nepea ero BbINOSTHEHNEM, Korda onpeaeneHbl Bce Heobxoaumble ans npoeep-
K1 faHHble N npoBepsieMble 06beKTbI. Takum 06pa3om, 4OCTYN NpefoCTaBnsEeTCHA TOMNbKO Npu
OAHOBPEMEHHOM CaHKLMOHMPOBaHUM OUCKpeLMOHHbIM MNP/,

HekoTopble onepauun Hag o6bekTaMn, Takme kak DROP Bcero oobekta nnu ero cronbua
n TRUNCATE, BreKkyT 3a cobou yganeHue aaHHbix. B cnyyae 3awuTbl MeTKkamm 3anucen obbekTa
CYLLECTBYIOT OrpaHNYeHmnst Ha BbIMOMHEHNE 3TUX OnepaLymin.

Onepauun yaaneHnsi HEBO3MOXHbI MPU HANNYMM pasHbIX METOK Ha 3anucsx, T. K. onepaums
NPUMEHSETCS KO MHOXECTBY CTPOK. OTO CBA3AHO C TEM, YTO onepauus yaaneHus nHTepnpetTmupy-
eTCs Kak nocnegoBaTenbHoe npeaoctaBneHne 4ocTyna Ha YTeHWe U Ha 3anucb, YTO BO3MOXHO
TONbKO NPW paBeHCTBE METOK CybObekTa n obbekTa. B cnyyae, Korga CTPOKM MMEIOT pasHble METKH,
AaHHOE YCrioBME BbIMONTHUTLCS HE MOXKET.

Onepauusa yaaneHus OCTyNHa TONbKO A5 agMUHUCTpaTopa M nonb3oBartenen, obnaga-
IOLLMX NPUBUNEMMAMM UTHOPUPOBAHUS MaHAATHOIO yrnpaBrneHnsa OCTYNOM.

[nsa HacTponkn paboTbl cepBepa C MaHOATHbLIM yrpaBneHMeM AOCTYNOM CyLecTByeT
psg KOHUrypaumoHHbIX NapaMeTpoB, YKa3blBaeMbIX B KOHGUIypaLMOHHOM dhanne KOHKPETHOro
KrnacTtepa QaHHbIX:

- ac_ignore_socket_maclabel — onpegenserT, 6yaet nu cepsep CYB[ ncnonb3so-

BaTb METKY BXOASALLEro coeanHeHnsi. Ecnmn aToT napameTp ycTaHOBMNEH B FALSE, TO MeTKa

BXOOSALLEro coegmHeHnsa byoeT yunTbiBaTbCs Npy onpeaeneHnn MakcMmarbHOW AOCTyn-

HOM METKM Ceccum 1 nocne noaknoyeHns byaet A0CTynHa TONbKo MHhOpMaLnsa ¢ METKON

He BbllLEe METKM BXoAasLLero coeamHenus. lNMpu yctaHoBKe 3TOro napameTpa B TRUE METKM

ceaHca byayT onpegenaTbCa MakcMmaribHOM METKOW nonb3oBaTens, nonydeHHom na OC;

- ac_ignore_server_maclabel — onpegenseT, 6yget nu cepeep CYBM gononHu-

TerbHO MCMNONb30BaTb CBOK METKY (METKY Nosib3oBaTesnis postgres) Npu onpegeneHmm

npae Nonb3oBaTensa Ha BHECEHWE, yaaneHne n Moandukauuo gaHHbIX Unu Het. Ecnn

STOT NapameTp YCTaHOBMEH B FALSE, TO METKa cepBepa Mcnonb3yercsa ans drnokmposa-

HWA BHeceHus B B[] nHgopmaunm ¢ meTkon, npesbiwaroLlen MetTky cepsepa. Ecnn atot
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napameTp yCTaHOBMeH B TRUE, TO MeTKa cepBepa He y4YUTbIBaAETCS;

- ac_enable_trusted owner — onpegensieT, MOryT N Brnagernblbl 00bEKTOB Ha3Ha-

YyaTb NpaBa Ha AOCTYN K HUM ApPYrnM nonb3oBaTtenam. Ecnv aToT napameTp yCTaHOBMEH B

3HayeHue FALSE, TO NpaBO Ha3Ha4yaTb Npaea Ha 4OCTyn K Nntobbim o6bektam B[ nmeet

TONLKO agMWHUCTPATOpP. ATO NpefoTBpaLlaeT HEKOHTPONMpyeMoe pacrnpocTpaHeHue

npaB Ha OOCTyn K UHdopmauumn. Ecnu aToT napameTp yctaHoBneH B TRUE, TO, Kpo-

Me agMUMHUCTPAaTopa, KaXabln Bnagerney obbekta MOXET Ha3dHavyaTb nNpaBa Ha 4OCTyn

Nnonb3oBaTemnen K «CBOEMY» OOBEKTY;

- ac_enable_truncate — 6nokupyet (3HayeHne FALSE) unu pa3bnoknpyeT (3HadyeHne

TRUE) BO3MOXHOCTb BbINOSIHEHUSI KOMaHAbl TRUNCATE;

- ac_enable_sequence_mac — €Cfnn napameTp KoHdurypaumm yctaHoOBMeH B FALSE,

TO MaHOATHbIA NPUHLMN KOHTPONA AOCTYNa Ha NocnefoBaTenibHOCTU He NMPUMEHSIETCS;

- ac_enable_copy_to_file — ©OnokupyeT (3HauyeHMe FALSE) unu pasbrnokupyet

(TRUE) BO3MOXHOCTb BbIMOSHEHUS KOMaHAbl COPY C BbIBOAOM pe3ynbraTtoB B dhaun,

aocTtynHbin cepepy CYB[;

- ac_debug_print — ecnu yctaHoBrneH B TRUE, Ao6aBnsaeT B XKypHan cepBepa oTna-

AO0YHYI0 MHGOpMaumo 0 paboTe MeXaHN3MOB 3aLUMUTHI.

Cuctema npusunernn CYB[ PostgreSQL npegHasHayeHa ans nepegayun otgernbHbIM
Nnonb3oBaTeNnsaM nNpaeB BbIMOMHEHUS ONpeaeneHHbIX agMUHUCTPATMBHbBIX AencTBuin. OObIYHbIN
nosib3oBaTeNb CUCTEMbI HE UMEET AOMNONHUTENBHbLIX MPUBUNETUN.

MpuBunerun aensTca nogknaccom atpnbytos nons3osatena CYB[ PostgreSQL.

Mpusunermn OC, wucnonb3dyemble B CYB[] PostgreSQL, «kpome atpubyTta
ac_session_maclabel, He MOryT GbITb N3MEHEHBbI C noMoLwbio cpeacTs CYB[] HM nonb3oBaTe-
namu, HU agMuHucTpaTtopamu CYB[:

- ac_session_maclabel — Tekyuwass MaHgaTHaa MeTka ceccum nonb3oBatens CYB/.

OTa MmeTKa onpeaensieT 4OCTYMNHble nosnb3oBaTento 06bekTol B n aBnserca meTkon no

YMOS4YaHu1Io Ons co3gaBaeMblx nonb3oBatenem obbekToB. [Npu coeanHeHnn nonb3oBare-

na ¢ CYB[] 3HaveHune aToro atpmbyTta yctaHaBNMBAETCS PaBHbIM METKM COEOUHEHUS U

ac_user_max_maclabel;

- ac_user_max_maclabel —  MaKcumanbHO BO3MOXHO€  3HadyeHue  gngd

ac_session maclabel;

- ac_user _min maclabel — MUHUManNbHO BO3MOXXHO€E 3Ha4yeHne  Ong

ac_session_maclabel;

- ac_capable_ignmaclvl — NO3BOMSET MOMb30OBaTENO UIHOPUPOBATL MaHOATHbLIN

KOHTPOIb MO YPOBHAM;

- ac_capable_ignmaccat — MO3BOMSIET NOfb30BaTENO UFHOPUPOBATb MaHAATHbIV
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KOHTPOSb MO KaTeropusim;

- ac_capable_mac_readsearch — no3BongeT Nonb3oBaTento MrHopmposaTb MaHaaT-

HbIA KOHTPOSb MO YPOBHSAM U KaTeropusiMm nNpu YTEHUN LaHHbIX;

- ac_capable_setmac — MO3BOMSAET MOMb30BATENO USMEHATb TEKYLLYIO METKY CBOEWN

ceccuun B npeaenax, 3agaHHblX ee MUHUMarbHbIM U MakCUMarbHbIM 3HAYEHUEM;

- ac_capable_chmac — N03BOMSAET NOSb30BaTENO N3MEHATbL METKM 0O6bekToB B/I.

B cnyyae, ecnu nonb3oBatens CYB[ He 3aperncTtpupoBaH B OC Ha cTOpoHe cepBepa
CYB[l, Bce ero maHgaTtHble aTpmbyThl MMEKOT HyneBoe 3HadeHne. AgmuHucTtpaTtopam CYB[ po-
nonHuUTEnNBLHO K nx atpubytam n3 OC Bceraa gobaeBnstoTca aTpubyTbl ac_capable ignmaclvl,
ac_capable ignmaccat U ac_capable_ chmac.

4.1.14.3. Perncrtpaumusa cobbiTun B 3awuweHHon CYb

PeweHnuve 3agayn peructpaumm cobbituii B 3awmweHHon CYB[ obecneymBaeTca Ha
OCHOBE MCMNosib30BaHus peannsoBaHHon B OC pacluMpeHHOW NoAcUCTEMbI NMPOTOKONMPOBAHUS
(cm. [4.1.7). HacTpoiika noacucTembl peructpaumm cobbituin B 3awmieHHon CYB[ obecneunBaet-
€A KOHUrypaumoHHbIM dpannomMm pg_audit.conf KOHKPETHOro Knacrtepa AaHHbIX.

B aTom KoHGMrypaumoHHom canne MOXXHO 3a4aTtb CMUCKM YCneLHbIX (success events
mask) n HeycnewHbIx (failure events mask) TMNoB 3anpocoB Ha AOCTYnN, KOTopble ByayT peru-
cTpupoBaTbca B xypHane CYB[ n nogcucteme ayguta OC ansa otaenbHbIX Nofnb3oBaTenemn n no
ymon4daHuio. Cnmcku TMNOB 3anpocoB Ha AOCTYN 3a4alTcsa B BUAE WeCcTHaAUaTepuyHbIX Yncen, B
KOTOpbIX KaXgoMy Turny 3anpoca COOTBETCTBYET YCTAHOBMNEHHbIV (4118 permcTpupyeMbIX 3anpocoB)
U cOPOLLEHHbIN (ONS HE perncTpupyemMblix 3anpocoB) OuUT:

- Ha pobaBneHune/nsameHeHune/yganeHne nonb3osaternen u rpynn (SUBJECT) COOTBETCTBY-

eT HyneBon 6uT (LecTHagUuaTepmyHoe 3HayeHne — 1);

- Ha U3MeHeHMe KoOHUrypauuu, BNNKAOLLEN Ha AOCTYN K AaHHbIM (3anpoc Ha U3MeHeHue

3Ha4yeHuss NepeMeHHon ac_session_maclabel) (CONFIGURATION), COOTBETCTBYET

nepBbi GUT (LLeCTHagUaTeEPUYHOE 3HaYEHNe — 2);

- Ha M3MeHeHue npaB gocTtyna K obbektam B[l (RIGHTS) COOTBETCTBYET BTOpPON OUT

(wecTtHaguaTepuyHoe 3HavyeHne — 4);

- Ha BbI6OpPKY UHopmauun n3 b1 (SELECT) COOTBETCTBYET YeTBEPTLIN OUT (LecTHaaua-

TepuyHoe 3HadyeHune — 10);

- Ha pobasneHune nHdopmauum B B} (INSERT) COOTBETCTBYET NATbLIN OUT (LecTHaguare-

pu4Hoe 3HadyeHne — 20);

- Ha nameHeHne nHgopmauum B B[] (UPDATE) COOTBETCTBYET LLECTON OUT (WecTHagua-

TepuyHoe 3HadyeHune — 40);

- Ha yaaneHue nHdopmauumn n3 B[] (DELETE) COOTBETCTBYET ceabMown 6uT (LecTHagua-

TepuyHoe 3HayeHune — 80);
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- Ha OYMCTKY AaHHbIX (TRUNCATE) COOTBETCTBYET BOCbMOWN OUT (LWecTHaguaTepuyHoe

3HaveHne — 100);

- Ha 3aJaHune KONOHKM Tabnuubl B Ka4ecTBe BHELLHero kntoya (REFERENCES) cOOTBET-

CTBYET AecATbIN OUT (LecTHaguaTepuyHoe 3HadyeHmne — 400);

- Ha pobaBneHue Tpurrepa Kk Tabnuue (TRIGGER) COOTBETCTBYET oAMHHaAUATbIA 6UT

(wectHaguaTepuyHoe 3HaveHne — 800);

- Ha 3anyck XxpaHUmow npoueaypbl unu Tpurrepa (EXECUTE) COOTBETCTBYET ABEHAALATLIN

6uT (WecTHaguatepnyHoe 3HayveHne — 1000);

- Ha ucnonb3oBaHne obbekTa B[l (USAGE) COOTBETCTBYET TPUHAALUATLIN OUT (LuecTHaaua-

TepuyHoe 3HadyeHune — 2000);

- Ha co3gaHue obbekToB B B[] (CREATE) COOTBETCTBYET LUECTHaauaTbin OMT (LuecTHaaua-

TepuyHoe 3HadeHne — 10000);

- Ha co3faHue BpeMeHHbIX 06bekToB B B[] (CREATE) COOTBETCTBYET CEMHaauaTbii 6ut

(wectHaguaTepudHoe 3HavyeHne — 20000);

- Ha yaaneHue obbekToB B[] (DROP) COOTBETCTBYET BOCEMHAaALATbI BUT (LuecTHaguaTe-

pu4Hoe 3Ha4vyeHne — 40000);

- Ha nameHeHue obbekta B/l (ALTER) COOTBETCTBYET AeBATHaAUATbIN OUT (LuecTHaaua-

Tepu4Hoe 3HaveHne — 80000).

MHdopmaumsa o coegmHeHumn nonb3oBatenen ¢ Bl (CONNECT) 1 pasbeanHEHUN C HEWN
(DISCONNECT) perncrpupyercs Bcerga.

4.1.15. T'mnepTtekcTtoBass o6paboTKka AaHHbIX

PelwieHne 3agaym runepTekcToBon 06pabOTKM OaHHbLIX OCHOBAHO Ha MCMOMb30BaHWMMK
3alMLLEHHOro KoMMsiekca NporpaMmm rmnepTekcToBo obpaboTkm AaHHbIX, KOTOPbIN BKITOYaeT
web-cepBep Apache2 n 6paysep Mozilla Firefox, gopaboTaHHble onsa uHTerpauuu ¢ S4pom
OC wu 6asoBbiMn BUbNMOTEKaMK C Lenblo obecnevyeHnss MaH4aTHOrO ynpaeneHus OOCTYNoM
Npyv opraHn3auMm yganeHHoro gocTyna K MHPOPMaLUMOHHBIM pecypcaM B MHAOPMAaLMOHHbIX
N ynpaBnsaloLWKUX cUcCTeMax, B KOTOPbIX OCYLLEeCTBNAeTCA xpaHeHue, obpaboTka n nepegaya
KOHMaeHUnansHON NHgopmaumm n nHpopmaumm, cogepxallen cseeHnd, cocTasnsrowme
rocyAapCTBEHHYIO TanHy.

Web-cepBep 3aLmLeHHOro KoMmnmekca nporpaMmm rmnepTekctoBon obpaboTkn 3anyckaeT-
cs1 kak cepsuc OC. NMpu o6cnyxnuBaHMKM 3anpocoB NOMb30BaTENEN OCYLLECTBNAETCSA NEPEKNoYEeHne
B MaHOATHbIN KOHTEKCT 6e3onacHOCTM nonb3oBaTtend. MIHhopmaumoHHbIe pecypcehbl, K KOTOPbIM
OCYLLECTBISAETCA AOCTYN, XpaHATCSA kak 06bekTbl PC. Takum o6pasom, 4OCTYN K 3aLMLLAEMON
nHdopMaunn pasrpaHMYMBaETCs CpeacTBa paclumpeHHon nogcncrtemsl 6e3onacHoct PARSEC.

B 3awmiieHHOM KoMnfekce NporpaMmm runepTekctoBon obpaboTkm obecnedeHo pyHKLMO-

HuposaHue B EIMM (cm. 4.1.3).
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4.1.16. O6MeH cooOLWEeHNAMN INEKTPOHHOMU NOYThI

PelwweHne 3apgayn obmeHa coobLeHNSMN SNEKTPOHHOM NOYTLI OCHOBAHO Ha MCMONb30Ba-
HUW 3aLLMLLEHHOrO KOMMeKca NporpamMMm 3MeKTPOHHOM NOYThl, KOTOPLIN BKITOYAET cepBep aek-
TPOHHOWM MOYThI, COCTOALLNM N3 areHTa nepenaym aNeKTPoHHOM NodTbl Exim4, areHTa goctaBku
3NeKTpOoHHOM no4Tthbl Dovecot n knueHTa anekTpoHHon noutel Mozilla Thunderbird, gopaboTaHHbIx
ANa peanusauuu criegyrowmnx JoNoSTHUTESNbHBIX (PYHKLUMOHANbHBIX BO3MOXHOCTEN:

- nuterpaummn ¢ agpom OC un 6asoBbiMM Bubnmnotekamn ans obecnedeHmsa MaHOaTHO-

ro ynpasneHms OCTYNOM K MOYTOBbIM COOBLLEHNAM, XPaHALMMCS C UCMNOfNIb30BaHNEM

dopmata Maildir;

- aBTOMaTU4eCKOM MapKUPOBKM CO34aBaeMbIX MOb3oBaTerieM NoYTOBbIX COOBLLEHNI, C

MCNOSib30BaHMEM TEKYLLIEr0 MaHL4aTHOrMoO KOHTEKCTa Nonb3oBaTensi.

AreHT nepegaym SneKTPOHHOW MNoYTbl ucnonb3yeT npotokonn SMTP n obecnednBaet
pelleHne crnegyowmx 3agay:

- OOCTaBKy UCXOASLLEN NOYTbl OT aBTOPU3OBaHHbIX KIMEHTOB A0 cepBepa, KOTopbIn

ABNSAeTCA uenesbiM Ans 06paboTkm NOYTOBOro JOMEHA nonyyaTens;

- npuem n 06paboTKy NOYTOBbLIX COOBLLEHNA JOMEHOB, ANSA KOTOPbLIX OH SABMSIETCA Lene-

BbIM;

- nepefadvy BXogsLmMxX NOYTOBbLIX COOOLLEHNN ANnst 00paboTKM areHTOM LOCTaBKU 3rek-

TPOHHOM MOYThI.

AreHT JOCTaBKM AneKTPOHHOM noyTbl Dovecot npegHasHaveH ans peweHns 3agad no
obCny>XMBaHMIO MOYTOBOrO Katanora u NpeaocTaBneHns yaaneHHoro 4ocTyna K NoYTOBOMY SLLUKY
no npotokony IMAP.

CepBep 3alUMLLEHHOrO KOMMEeKca NporpamMM 3NEKTPOHHON NOYTbI MCNOSb3YEeT B Ka4ecTBe
dopmarta nodtoBoro xpaHunuwa MailDir, T.k. popmaTt mailbox He nogaepxmsaer paboTy C
MaHAATHbIMWU YPOBHSAMU N KaTErOPUAMMU, OTIIMYHBIMU OT HyIS.

KnneHT anekTpoHHOM noYvTbl — npuknagHoe MO, yctaHaBnuBaeMoe Ha pabodyem mecTe
nonb3oBaTens U npegHasHa4YeHHoe ANns NonyyYeHnst, HanMcaHus, OTNPaBKU U XpaHEHNSA COOOLLEeHNN
3ANEeKTPOHHOW NMoYThl NONb30BaTens.

B 3awmiieHHoM KoMnfekce NporpamMmm af1eKTPOHHOW NoYThbl obecnevyeHo PyHKLUOHNPOBa-
Hue B EMM (cm. 4.1.3).
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5. BXOOHbIE U BbIXOAHbIE OAHHbLIE

5.1. BxogHbiMu gaHHbiMu ang OC asnatoTcs:

- obpaweHue cybbekToB goctyna (npoueccoB n komaHa CYB/) k 3awmuwaeMbiM UMEHO-

BaHHbIM 06bekTam JocTyna — hannam (nporpammam, bubnuortekam, dannam ¢ Nonb3o-

BaTENbCKOW N Cry>kebHOoM MHdopmaLmen), katanoram, cneunanbHbiM annam (ycTtpon-

cTBaM, ccbifikaM, kaHanam FIFO n T.n.), B n nx anemeHtam (tTabnuuam, 3annucam, nonsm

3anucen, Tpurrepam u T.1.), a Takke cpeacteam IPC (noptam, coketam, cemacdopam);

- atpubyTbl, onpeaensoLmne NoNHOMoUNS CyGbEKTOB AOCTYNa U NpasBuna pasrpaHuyeHns

AocTyna kK o6bektam goctyna.

5.2. BbixogHbiMn aaHHbiMK ana OC aBnaetca pesynbraT MCMNoNb30BaHUSA CyObekToM
AocTyna 3awmuaemoro obbekTa, NpegoCcTaBeHHOro eMy B COOTBETCTBUMN C YCTAHOBIEHHBIMU
MPO. K Taknm pesynstatamM MOryT OTHOCUTLCS: 3anyck nporpamMmbl, pefaktupoBaHue danna,

co3gaHue cokeToB, JobaBneHne gaHHbIX B B v 1. n.
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NEPEYEHb COKPALLEHUN
B — 06a3a gaHHbIX

EMM  — egmHoe npoCTpaHCTBO Mosb3oBaTenemn

HXMI — HakonuTenb Ha Xe€CTKOM MarHUTHOM AuCKe

on — onepatmBHas NamsaTb

oC — onepauuoHHas cuctema creumanbHoro HasHadyeHus «Astra Linux Special Edition»
rno — nporpammMmHoe obecneveHune

NMPO  — npasuna pasrpaHnyeHnss JOCTYNoM

C3n — cpeacTea 3aluTbl MHopMaLuum

CMNO — cneumanbHoe nporpammHoe obecneveHne

CYBA — cuctema ynpasneHus 6azamun gaHHbIX

oC — dhannoBasi cuctema

QU  — anekTpoHHasa undposasi NoANUCh

ACL  — Access Control List (cnnucok koHTponst goctyna)

ALD — Astra Linux Directory (egmMHoe npoCTpaHCTBO Nnonb3oBaTenemn)

CIFS — Common Internet File System (o6wwnin npotokon goctyna k hannam VIHTepHeT)

DHCP — Dynamic Host Configuration Protocol (npoTtokon gnHamnyeckon KoHUrypaumm xocTa)

DNS — Domain Name System (cuctema JOMEHHbIX UMEH)

FIFO — First-In, First-Out (nepBbiM npuwen — nepebiM 06CNYyXeH — gUCUUNIIMHA odepean)

FTP — File Transfer Protocol (npotokon nepegayv gannos)

GID — Group ldentifier (ngeHTUdMKaTOp rpynnbl)

HTTP — HyperText Transfer Protocol (npoTokon nepegayn runeprekcra)

IP — Internet Protocol (mexceTeBor npoTokon)

IPC — InterProcess Communication (MexnpoLeccHoe B3auMoaencTeume)

IMAP  — Internet Message Access Protocol (npoTtokon goctyna k coobLeHnsam B cetu VIHTepHeT)

LDAP — Lightweight Directory Access Protocol (nnerkoBecHbIn NpoTOKON AOCTynNa K cepBmMcam
KaTarnoros)

NFS  — Network File System (ceTeBasa annosas cucrema)

NSS — Name Service Switch (gucnetyep cnyx6bl UMeH)

NTP  — Network Time Protocol (npoTokon ceTeBoro BpeMeHM)

PAM  — Pluggable Authentication Modules (nogknto4aemble Moaynn ayTeHTUdMKaLUK)

PID — Process Identifier (ngeHTudumkatop npouecca)

SMB  — Server Message Block (6rnok coobuieHunin cepeepa)

SMTP — Simple Mail Transfer Protocol (npocTon NnpoTOKOS 3N1EKTPOHHOW MOYTbI)



36
PYCB.10265-01 31 01

SSH  — Secure Shell Protocol (npoTokon 3awuweHHon nepegayn nHoopmaumm)
TCP  — Transmission Control Protocol (npoTokon ynpasneHusa nepegaden AaHHbIX)
TFTP — Trivial File Transfer Protocol (npocTtenwwnin npotokon nepegayv gansnos)

uiD — User Ildentifier (ngeHTudukaTop nonb3oBartens)
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