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AHHOTALUA

HacToswmn gOKyMeHT aBnsieTca NepBoOM YacTblo PYKOBOLCTBA MO KOMMSEKCY CPeacTs
3awmThl (KC3) onepauynoHHOM cucTembl cneuunanbHoro HasHadeHus «Astra Linux Special Edition»
PYCB.10015-16 (ganee no tekcty — OC).

PykoBogctBo no KC3 cocTtouT 13 gByx YacTten:

- PYCB.10015-16 97 02-1 «OnepaumoHHasa cuctema crneymnanbHoro HasHavyeHnsa «Astra

Linux Special Edition». PykoBoacTteo no KC3. Yactb 1»;

- PYCB.10015-16 97 02-2 «OnepaunoHHas cmctema cneumanbHoro HasHadyeHuns «Astra

Linux Special Edition». PykoBoactso no KC3. YacTtb 2».

B nepBon yactu pykoBoacTBa npueegeHsl obwme ceegeHus o KC3, paccMoTpeHbl naex-
TMdmKauma n ayTeHTudunKkaums, ANCKpeLMoHHOEe U MaHgaTHoe yrnpasneHMe AOCTYMNoM, 3alu-
Ta NamMsATU, M30NALMA NPOLIECCOB, 3alumTa cpeabl BupTyanuaaummn') | MmapkupoBka JOKYMEHTOB,
KOHTPOSb MNOAKMIOYEHUSI CbEMHBIX MALLUMHHBLIX HOCUTENen MHdopMaumm, CornocTaBreHme nosb3o-
BaTens C yCTPOMCTBOM, permcrpaumns cobbiTnin 6€3o0nacHOCTU, HagexHoe PyHKUMOHMPOBaHME,
dunbTpaums CETEBOro NOTOKA, KOHTPOIb LENOCTHOCTH, reHepaumsa KC3, pexxum kmocka u nopsiaok
3anycka u npumeHeHus OC.

Bo BTOpOW YacTu pykoBoacTBa npueedeHo onvcaHune tectos KC3.

) [Ins NpoL,eccopoB ¢ apXMTEKTYpOit X86-64.
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1. OBLLME CBEOAEHUA

LUuKn cpeacTts ynpasneHnsa yHkumoHmposaHuem KC3.

BHUMAHMUE! Mocne yctaHoBkn OC MHTEPAKTMBHBIVA BXO4 B CUCTEMY Cyneprnonib3oBarTens
root MO ymonyaHuto 3abnoknposaH. Co3agaBaemblin NpU YyCTaHOBKE ONepaLmoOHHON CUCTEMBI
nonb3oBaTerb BKAYAETCA B rpynny astra-admin. [onb3oBaTensam, BXOASALWNM B Ha3BaHHYHO
rpynny, yepes MexaHu3m sudo NpeaoCcTaBnaTCAa Npasa As BbIMONHEHWS AENCTBUMA NO HACTPONKe

OC, Tpebytounx npmusunernn cynepnonb3oBaTens root. [lanee no TEKCTy Takow Nonb3oBaTesb

MMeHYyeTCA agMUHUCTPAaTOPOM.

1.1. CocTtaB KC3

B coctaB KC3 BxogaT cnegytowmne 0CHOBHbIE MOACUCTEMBI:

mMoaynu nogcuctemol 6e3onacHoctn PARSEC, Bxogsawume B coctas sigpa OC;
onobnmoTteku;

yTUNUTBLI 6e30NacHOCTY;

noacucTema npoTOKONMPOBaHUA (pernctpaummn);

Moaynun ayTeHTudmkauuu;

rpadoumyeckas noacmcrema,;

KOHCOMbHbIN BXO4 B CUCTEMY;

cpeacTBa KOHTPONS LENOCTHOCTMU;

CpeacTBa BOCCTAHOBIEHWS;

cpefcTBa pasrpaHNyeHnst ocTyna K BUpTyanbHbIM MatnHam’) ;

cpeacTea pasrpaHndeHnda aoctyna K nogkno4vyaemMblM yCTpOIZCTBaM.

1.2. KoHTponupyembie hyHKLUMN

KC3 obecneunBaet peanusaumio cnegyowmx dpyHkunn OC no 3awmrte nHgpopmMaumm ot

HCA:

naeHTMdurKaumo n aytTeHTumkauuio;
ANCKPELIMOHHOE yrpaBrieHne 4OCTYMNOM;
MaHaaTHOe ynpaBneHne A0CTYNowMm;
MaHOAaTHbIA KOHTPOMb A0oBepUs (LENOCTHOCTN);
permcTpaunio cobbiTnin 6e3o0nacHoOCTH;
orpaHu4eHne NporpamMmMHoONn cpeabi;

N30MALMIO NMPOLIECCOB;

) [Ins NpoL,eccopoB ¢ apXMTEKTYpOit X86-64.



10
PYCB.10015-16 97 02-1

- 3aWuTy namaTu;

- KOHTPOSib LefTOCTHOCTHU;

- obecneyeHne HageXHOro yHKUMOHNPOBAHWS;

- unbTpaLMIO CETEBOrO NOTOKA;

- MapKupoOBKY JOKYMEHTOB;

- 3almTy cpeabl BupTyanusauum® ;

- COmMnocTaBneHne nonb3oBarternsi ¢ YCTPONCTBOM;

- KOHTPOSb NOAKMOYEHMS CbEMHbIX MaLUUHHBIX HOCUTENen nHdopmaumm (3awmuTy BBOAa-

BbIBOJA Ha OTYYXAaeMblii PU3NHECKUN HOCUTENDb MHOpMaLnN).

Peanunsauunsa nepeyncneHHbix Bblle (OYHKLMIA OCHOBAHA Ha CrneayrLwmx OCHOBHbIX NOSo-
XEHUAX:

1) € KaxgblM NONb30BaTENEM CUCTEMbI CBA3AH YHUKAIbHbIA YUCNEHHbIN MAEHTUMKATOP

— ngeHtudukatop nonb3osarens (UID), koTopbi ABMSETCA KITHOHOM K COOTBETCTBYIOLLEN

3anucu B Bl nonb3oBartenen, cogepxawien MHpopmMaumo O rnonb3oBaTensax, BK4Yas

NX peanbHble U cUCTeMHble UMeHa. B[] nonb3oBaTenen nogaepXuBaeTcs N ynpaBnsaeT-

cqa cucteMHbiM agMmuHucTpatopom. UID aBnsaetcsa sipnbikom cybbekta (HOMUHarbHbIN

CcybbeKT), KOTOpPbIM CUCTEMA NONb3yeTcs Ang onpeaeneHus npae gocrtyna. b nonb3o-

BaTenen B OC MoxeT ObITb Kak NokanbHOM AN CUCTEMBbI, Tak U ABNATbCsA YacTtbio ENMM,

dyHKUMOHMpYOLLEro Ha ocHose npoTtokosna LDAP;

2) Kaxabl Nonb3oBaTenb BXOAMUT B O4HY unu 6onee rpynn. pynna — 3To CNMCOK NOMb30-

BaTenen cuctemsl, umeroLwmnn cobcteeHHbIn naeHtndgukarop (GID). MNMockonbky rpynna

obbeamHsEeT HECKONbKO NoNnb3oBaTesien CUCTEMbI, B TEPMUHAX NONUTUKN 6e30nacHOCTH

OHa COOTBETCTBYET MOHATUIO K MHOXECTBEHHbIN CyObekT». GID aBnserca aprnbikoM MHO-

XECTBEHHOro cyObeKkTa, KOTOpPbIX Y HOMUHAIbHOIO CyObekTa MOXeT ObiTb 6onee ogHoro.

Takum obpasom, ogHomy UID cootBeTcTByeT cnncok GID;

3) ponb gencteuTenbHOro (paboTtarowero ¢ CyWHoOCTAMM) cybbekTa nrpaeT npouecc.

Kaxxgomy npoueccy npucsansaetca eanHcTBeHHbI UID, asnaowmnncs naeHTngunkatopom

3anycTMBLUErO NpoLEecc HOMUHaNbLHOro cybbekTa, T. €. nonb3oBartens. [pouecc, NOpox-

OEHHbIN HEKOTOPLIM NpoueccoM nonb3oBatens, Hacnegyet UID poguTtenbckoro npolecca.

Takum obpasom, BCe NpoLecchl, 3anyckaeMble Nonb3oBaTenem, UMEKT ero naeHTudnka-

Top. Bce npoueccol, npuHagnexawiue nonb3oBartento, o6pa3yoT ceaHC nonb3oBaTens.

MepBbIN Npouecc ceaHca NoNb3oBaTensa NOPOXAAeTCs Nocrie NPOXOXAEHUs npoueayp

noeHTudukauum n ayteHtudukaummn. MNpn obpalleHnn npouecca K CyLHOCTU SOCTynN

npenocTaBnsieTcs No pesynsratam npoueaypbl asTopmsaumu, T.e. 06paboTkn 3anpoca Ha

OCHOBEe MaHAaTHbIX N ANcKpeunoHHblx MNPL;

) [Ins NpoL,eccopoB ¢ apXMTEKTYpOit X86-64.
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4) mexannam NP peanusosaH B agpe OC, uto obecneunBaet ero npaBunbHoe QyHKLMNO-
HUpOBaHME NpU UCMOSb30BaHWUM NOObLIX KOMNOHEHTOB, nNpegocTasndembix OC. Peanusa-
LUMs MaHOaTHOroO ynpaeneHne AOCTYNoM 3aTparMeBaeTt Bce NogcucTeMbl 94pa, B KOTOPbIX
peann3oBaHO AMCKPELUMOHHOE yrnpasreHne goctynom. Npu atom oba Bnaa ynpasneHns
AO0CTYNOM PYHKLUMOHUPYIOT NapannensHo, He BUSS Ha NPUHATUE peLleHnn apyr gpyra
(HenpoTuBOpeYnBOCTL). [1oCTYN pa3peluaeTcs B TOM Cryyae, eCcfiv OH BO3MOXEH OTHO-
CUTENbHO AUCKPEUMOHHbIX 1 MaHaaTHbIX MPL. 3anpelwaetca B cnyvae, ecnv goctyn

3anpeLeH OTHOCUTENBbHO NBOro N3 MexXaHM3MOB.
1.3. CpeactBa opranHusauum EIM

OpraHusaumsa EIlNM obecneunBaer:

- CKBO3HYIO ayTEeHTUdUKALMIO B CETH;

- LUeHTpanusaumio xpaHeHnsa nHpopmaunm ob okpy>xeHun nonb3oBaTtenemn;

- LeHTpanusaumio XpaHeHNsa HaCTPOEK CUCTEMbI 3alnTbl MHOPMaLMK Ha cepBepe.

CeTteBaga ayTeHTUdMKAUMA U LEeHTpanu3auma XpaHeHuss nHgopmaumm o6 OKpy>XeHUK
nonb3oBaTensa nogpasymMeBaeT NCNOSb30BaHME OBYX OCHOBHbIX MEXaHU3MOB: NOAAEPKKN KPOCC-
nnaToOpMeEHHbIX CEPBEPHbLIX NpUoXxeHnn onsa obecnevyeHms 6esonacHoctn (NSS) n nogrpyxae-
MbIX ayTeHTUmKaunoHHblx moayrnen (PAM). CkBo3Has ayTeHTUdUKALMA B CETU peanusyeTcsa Ha
ocHoBe npotokona Kerberos ¢ ncnonb3osaHvem cnyx6bl katanoros LDAP B kayecTBe MCTOYHUKA
AaHHbIX AN 6a30BbIX CUCTEMHbIX CEpBMCOB Ha H6a3e mexaHnamoB NSS n PAM. NMoao6Hbin noaxon
obecneynBaeT LeHTpanM3aumio XxpaHeHnsa nHopmMaunm o6 OKpy>KeHUM nonb3oBaTenemn (B TOM
yucne npegHasHadeHHyo ans obecnevyeHms MaHaaTHOro ynpasneHus 4OCTYNOM):

- CyllecTBylLME B CUCTEME MaHOATHbIE YPOBHU N KaTeropuu;

- MUHUMarbHbIE N MaKCUMaribHble MaHAaTHbIE YPOBHUW, AOCTYMNHbIE NONb30BaTENAM Npu

BXOle B CUCTEMY;

- MUHUMarsbHbIE N MaKCUManbHble HAabopbl MaHOATHbIX KAaTeropuin, 4OCTYNHbIE NOMNb30Ba-

Tensm nNpu BXxode B CUCTEMY;

- YrieHbl NPUBUIIErMPOBAHHBIX FPYNM, KOTopble MOryT nony4yatb u3 B cnyx6bl katanoros

LDAP onpegeneHHyto MHpopMaLmio o nonb3oBaTensx.

Kpome Toro, ¢ ncnonb3osaHnem C3dC CIFS obecnevyeHo LeHTpann3oBaHHOE XpaHeHune
AOMaLLHMX KaTanoros nofibaoBaTtenen.

[na cHWKeHWa Harpysku Ha ceTb U NoBbIWeHUs npounssoanTenibHocTn B ENMM moxeT
NPUMEHATLCS KILLUMPOBaHME PeaKo M3MEHSAEMON MHAOPMALMK B FTOKarNbHOM KaLLe.

BHUMAHUE! WN3meHeHHaa Ha cepBepe WHGOpMaUMA MOXET nonacTb B JiOKasib-
HbIM K3W C 3agepxkon. lNNepuon OOHOBNEHMs JIOKANbHOrO Kawa 3ajaetcs napamMeTpom

CACHE_REFRESH_PERIOD B KOH(UrypaunoHHomMm panre /etc/ald/ald.conf.
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Bonee nogpobHoe onucanue ENMM npusegeHo B PYCB.10015-16 95 02-1 «OnepaunoHHas
cucTema creumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBogcTtso agMuHucTparopa.

YacTtb 1».
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2. VDEHTU®UKALUA U AYTEHTUDOUKALIUA

OyHKUMA naeHTupukaumm n ayteHtTudpumnkaumm nonb3osarenen B OC ocHOBbIBaeTCs Ha
ncnonb3oBaHnn MexaHnama PAM.

PAM npegctaBnatoT cobon Habop pasgensiembix 6ubnuotek (T.H. Moaynewn), ¢ nNomo-
LLIbIO KOTOPbIX CUCTEMHBIV aAMUHUCTPATOP MOXET OpraHM3oBaTb npouenypy ayTeHTudmnkauum
(noaTBepxgeHue NOANUHHOCTM) Nonb3oBaTenen NpuUkNagHbIMUM NporpammamMu. Kaxasin moayrib
peanu3yet CO6CTBEHHbIN MexaHU3M ayTeHTudukaumm. IameHsist Habop 1 nopagok cregoBaHus
MOAYIeNn, MOXHO NOCTPOUTbL CLEHapUn ayTeHTUdUKaLmu.

Mopo6HbIN Nogxoa NO3BONAET N3MEHATL NpoLenypy ayTeHTudukaumm 6e3 nameHeHns
NCXOOHOro Koda u NOBTOPHOro kKoMmnunuposaHna PAM.

CueHapum ayTeHTUMKaUuMK (T. e. paboTa 3aTUX (PYHKLMI) ONMUChIBAKOTCS B KOHAUIYpaLMOH-
HOM panne /etc/pam.conf 1 B page KOHPUrypauMOHHbIX hannos, pacroroXeHHbIX B KaTarnore
/etc/pam.d/. Cama ayTeHTUdMKaUmns BbinonHaeTcs ¢ nomowsio PAM. Moaynu pacnonaratoTcs
B KaTanore /lib/security B BUae AUHaMN4eCKn 3arpyxaemMblX 0ObeKTHbIX hansioB.

Ecnn ETMN He ncnonbsyetcs, ayTeHTUPUKALMA OCYLLECTBAAETCHA C MOMOLLLIO NoKanb-
Hou B[l nonb3oBaTenen /etc/passwd. MHGopmauma, kotopas xpaHuTtcsa B /etc/shadow U
ncnosnb3yetca ans nonb3oBatenien B nokanbHon BI. B OC peanusoBaHa BO3MOXHOCTb Xpa-
HeHUs1 ayTeHTUMPUKaLUNOHHON MHOPMaLUUK nonb3oBaTenen, NoNy4eHHON C UCMONb30BaHNEM
xewl-cpyHkummr no NOCT P 34.11-94 n no NOCT P 34.11-2012.

Mpw ncnonbsoBanun ENMM ayTeHTUMKaLmMs nonb3oBaTenen ocywecTBASeTCAa LeHTpanu-
30BaHHoO o npotokony Kerberos. [1ns 3awuTbl ayTEHTUOMKALNOHHON MH OPMALUK NO YMOMYaHUIO
NCcnonb3yTcs oTevecTBeHHble anropuTMbl No NOCT 28147-89 n TOCT P 34.11-2012.

B EINlN B kayecTBe UCTOYHMKA JaHHbBIX OS89 naeHTUuKaumm n ayteHTuukalmm nosb3o-
BaTenen npumeHsaTcs cnyxobbl katanoros LDAP. B pesynksraTte Bca cnyxebHas nHgpopmaums
nonb3oBaTenen cetTm MOXET pacnosfaratbCa Ha BblAeNeHHOM cepBepe B pacnpenerieHHon retepo-
reHHoun ceTeBon cpeae. [lobaBneHne HOBbIX CETEBbLIX MONb30BaTENEN B 3TOM Criydae npounsBo-
ANTCH LleHTpanu3oBaHHO Ha cepBepe cryxbbl katanoroB. CeTeBble CEPBUCHI, NOAAEPXKMBatOLLME
BO3MOXHOCTb ayTeHTudukaunm nonb3osartenen (web, FTP, noyta), MorytT BMeCTO JfloKanbHbIX
YYETHbIX 3anMcen ncnonb3oBaTb TOT e kaTtanor LDAP nposepku ayTeHTUMKaLNMOHHON MHGOP-
Maumn. ADQMUHUCTPATOP CETU MOXET LeHTPann3oBaHHO ynpaBnaTb KOHUrypaumnen cetu, B T. 4.
pasrpaHmymBaTb AOCTYM K CETEBbIM CEPBUCAM.

bnarogaps npenoctasnenunto nHdopmaunmn LDAP B nepapxumyeckon apesosuaHon oopme
pasrpaHudeHue gocTyna B pamkax cryxbbl katanoros LDAP MoxeT 6bITb OCHOBaAHO Ha BBeOEHUN
AOMeHOB. B kayecTBe gomeHa B JaHHOM criydae OyaeTt BbiCTynaTb NoA4epeBO ChyXObl kaTa-

noroe LDAP. Cepsucbl LDAP nosBonstoT pasrpaHnymBatb AOCTYN NOSib30oBaTenen K pasHbiv
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nogaepeBbsAM Kartanora, Xxotd no ymonyaxdmo B OC peanuayetca cxema ogHOro AoOMeHa.

[nsa ynpaesneHnsa nonb3oBatensamu, rpynnaMm n HacTporkaMmm nx aTpnbyToB ncnonb3yeTcs
rpadpudeckast ytunuta £ly-admin-smc. OnncaHume rpadpuyeckon yTunnTbl CM. B NEKTPOHHOM
crnpaske.

Ona ynpaenenna B[l ALD B pexmme KOMaHOHOW CTPOKU MUCMONb3yeTcs yTunuta
ald-admin, nogpobHoe onncaHue KOTOpoWn npmeBeaeHo B man ald-admin.

MpumeyvaHue. lNpn cosgaHnmn nokanbHbIX Nonb3oBaTenen nnu nons3osarenen ENMM
Heobxoammo obs3aTenbHO yCTaHaBNMBaTh AN HUX AMana3oHbl A0NYCTUMbIX MaHAATHbIX YPOBHEN
N KaTeropun: MUHUManbHbIN U MaKCUMarbHbIM MaHOAaTHble YPOBHWU, MUHUMASbHBIN N MaKcu-
MarbHbIi Habopbl MaHAATHBIX kaTeropuii (pasgen ). OTcyTcTBMUE YCTaHOBNEHHBIX AOMYCTUMbIX
AnanasoHoOB MaHOaTHbIX aTpubyToB NPUBOAMT K 3anpeLleHnto oCcTyna npu obpalieHnn K ce-
TEBbIM CEPBMCAM 3alLULLEHHbBIX KOMIMIEKCOB NporpaMm rmnepTekcTtoBon 06paboTkM OaHHbIX,
AneKkTpoHHoW noytel, CYB[] n nevatn.

Mo ymonyaHuio B cueHapun /etc/pam.d/common-auth, coaepxallem obLime ansa sBcex
cnyx6 HacTPOWKM 1 NPeaoCTaBnALWEM CEPBUC A8 BXoAa B cuctemy, ucnonbadyetcs PAM-moaynb
pam_tally.so. JaHHbin PAM-Mogynb npu Havane npouenypbl ayTeHTudunkauum nonb3osaTterns
yBeNUYMBaET CHETUMK HEYCMNELLHbIX MONbITOK ayTeHTUdMKaumm nonb3oBartens Ha eguHuuy. Ymcno
HeycCneLHbIX NOMbITOK ayTEHTU(UKALMN NONb3oBaTeNnst MOXET ObITb MPOCMOTPEHO crieayroLLemn
KOMaHOOoMW:
$faillog -u user_name

lNocne ycnewHoro 3aBepLUeHUs MNOMbITKM ayTeHTUUKauumM nonb3oBaTensa CYeTyYuK
HeyCneLUHbIX NONbITOK ayTeHTMdMKaumMm nonb3oBartensa copacbiBaeTcs B HoMb. MakcumanbHoe
4YUCIIO HEeYCMNELLHbIX MONbITOK ayTeHTUduKaumnm nonb3oBartens onpeagenserca ytunuton faillog
N 3Ha4YEeHNAMM NapameTpoB deny U per_user:
auth [success=ignore default=die] pam tally.so per_user deny=10

Mcnonb3oBaHue napaMmeTpa per_user O3HAYyaeT, YTo Npu yctaHoBke yTunuton faillog
MaKCMMarnbHOIo 3Ha4eHUs1 HeycneLlHbIX MOMbITOK ayTeHTUUKaunm gnga nonb3oBartens, He paBs-
HOro 0, NPMMEHSIETCA yKa3aHHOe 3HadeHue. MIHade npuMeHsieTcs 3HayeHue, onpegensemoe
napameTpom deny. [1py OTCYTCTBMM YCTAHOBIIEHHOIO NapamMeTpa per_user UCMNOSb3yeTCH 3Ha-
YyeHue napametpa deny.

[nsa cbpoca cyeTUmKa HeyCneLLHbIX NONbITOK ayTeHTUMKaumMm HeobxoaMMo BbINOMHUTb
cnegyoLyro KoMaHay:
faillog -r -u user_name

Bbonee nogpobHoe onucaHne cMm. B pykoBoACTBE man Ha faillog M pam_tally.
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3. ACKPELUMOHHOE YNPABJIEHUE OOCTYINOM

3.1. Obwme cBegeHun

B OC peanusoBaH mexaHun3m anckpeunoHHblx MPL nmeHoBaHHbIX Cy6beKTOB (Mosib3oBa-
Tenemn) K UIMEHOBaHHbIM CYLLHOCTAM. Peanmsauunsa mexaHnama guckpeumoHHbix MNP o6ecneunBaet
Hanuune 4Ns Kaxgown napbl (Cy6beKT-CyLLHOCTb) SBHOE U HeBYCMbICIIEHHOE NepeyncrneHmne pas-
peLLEeHHbIX TMNOB AOCTyNa.

[vckpeunoHHoe yrpaBrneHne OCTYNOM NPUMEHSETCH K KaXXOO0W CYLLHOCTU U KaXXaoMy
CyObeKTY 1 3aKntoyaeTcs B TOM, YTO Ha 3aliuLiaemMble MMEHOBAHHbIE CYLLHOCTW YyCTaHaBNMBAOTCS
(aBTOMaTUYECKM Npu ux cosgaHum) 6asosbie P B BMae MaeHTMOMKATOPOB HOMUHAMNbHbLIX
cybwekToB (UID n GID), koTopble BNpaBe pacnopsiatbCa JOCTYNOM K JaHHOW CYLLHOCTU 1 Npas
AocTtyna K cywHoctn. Onpegensotca Tpyu BUaa goctyna: yYteHue (read, r), 3anuck (write, w)
n ncnonHeHne (execution, x). NMpaBa [ocTyna BKMOYAKOT CNUCOK (BUTOBYO MacKy) U3 OeBATU
MyHKTOB: MO TPy BMAA AOCTyNa A8 Tpex KrnaccoB — Nornb3oBaTtens-srnagensua, rpynnbl-snagensua
N Bcex ocTanbHbiX. Kaxabin MyHKT B 3TOM Cnncke MoXeT bbITb b0 paspelueH, nnbo 3anpeLleH
(paBeH 1 unu 0).

Mpn obpalleHnn npoLecca K CyLWHOCTM (C 3anpocoM [OCTyna onpefeneHHoro suaa,
T.€. Ha YTeHWe, 3anuUcb NN UCMNOSIHEHNE) CUCTEMA NPOBEPSIET CoBNageHNe NaeHTMPNKaToOpOB
BnagenbLeB npouecca u Bnagenbues dganna B onpegeneHHoM nopsake, u B 3aBUCUMOCTU OT
pesynbrata, NPUMEHSIET TY UM UHYIO rPYnny npas.

lMpaBa goctyna CywHOCTH, ABNAOLWENCa annoBbiM 0OGbEKTOM, MOTYT ObITb N3MEHEHDI,
€CNnn 3TO paspeLleHo (CaHKUMOHMPOBAHO) TEKYLLMMM NpaBunamMmn pasrpaHnyeHns octyna.

CyLecTByIOT Takke creumanbHble BUTbl, Takne Kak:

- SUID (Set User ID) — 61T cMeHbl naeHTudukaTopa nosb3oBarens;

- SGID (Set Group ID) — 6MT cmeHbl naeHTUMKaTopa rpynnbl;

- Sticky — onpegensert Bnagernbua CyLHOCTEN B KaTanore.

Korga nonb3oBarternb Unun npouecc 3anyckaeT UCNOoNHAeMbl hann ¢ ogHUM U3 yCTaHOoB-
NEeHHbIX 6UTOB SUID unu SGID, TO hanny BpeEMEHHO Ha3Ha4yarTCcA npasa ero (dawvna) snagenoLa
Unu rpynnsl (B 3aBMCUMOCTM OT TOro, Kakon 6uT 3agaH). Takmm ob6pasom, nonb3oBaTenb MOXET
Aaxe 3anyckaTb pansibl OT MUMEHU cynepnosib3oBaTens.

KaTanor ¢ yctaHOBMeHHbIM Sticky-OUTOM O3HAYaeT, YTo yaanuTb ann U3 3Toro KaTa-
niora MOXeT TOfbKO Briagenew canna unu cynepnonb3oBatens. [Jpyrne nonb3oBaTeny nuwarTcs
npaBa yoanaTte dannbl. YCTaHOBUTb Sticky-OUT B KaTanore MOXHO TOSMbKO OT MMEHW cynep-
nonb3oBaTens ¢ UCMNorib3oBaHNWEM MexaHn3aMma sudo. Sticky-bUT kaTanora ocraeTcs 4o Tex nop,
noka Brageney, katanora unm cynepnornb3oBaTtesib He yaanuT Katanor SBHO UK HE U3MEHUT

npaBa goctyna. Bnageney MoxeT yaanutb Sticky-6UT, HO HE MOXET €ro yCTaHOBUTb.
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HononHutenbHo B OC mexaHn3mMoM guckpeunoHHblx MNP nogaepxmBatoTcst CNUCKU KOH-
Tpons poctyna ACL (Access Control List), peannsoBaHHble Ha OCHOBE pacLlUMpPEHHbIX aTpubyToB
dannosbix cuctem. C ncnonbzoaHnem ACL MOXHO OOMOMHUTESNBHO AN KaXOoW CYLHOCTU
3agaBatb NpaBa Ha AOCTYN CyObEeKTOB K HEN.

ACL coctouT M3 Habopa 3anucen. lNpaBa goctyna K CyWHOCTU ANs Nonb3oBaTens-
BnagenbLa, rpynnbl-Bnagensya u BceX ocTasibHbIX MMEKT COOTBETCTBYIOLLIEE NpeacTaBneHme
B ACL B Buge otgenbHbix 3anucen. ACL cootBeTcTBytowmin 6aszosbim MNP Ha3biBaeTcs MUHK-
manbHbiM ACL. Takum o6pas3om, Kakgon CyLHOCTM BCerga conoctaBnsaeTcs MmHumManbHbin ACL,
BKIOMaOLLNA TpU 3annucun: AN nonb3oBartensa-snagensua, rpynnbl-BnagensLa n Bcex oCTarbHbIX.
MpaBa goctyna onsa AONOSTHUTENbHbBIX CYyObLEKTOB OonpeaensoTcs B JOMNOMHUTENbHbIX 3anncsx
ACL.

ACL skntovatowmm 6onee Tpex 3anucen HasbiBaeTcsa pacumpeHHbiM ACL. OH gononHu-
TENbHO COAEPXUT 3anucb ANs Macku AOCTyna u Habop 3anucen AN UMeHOBaHHbIX MoNb3oBaTenen
N UMEHOBAaHHbIX rpymnn.

B obwem cnyyae ACL BknoYaeT 3anucu crnegyowmx TUnos:

- nonb3oBatenb-Briageney (TEKCTOBOE NPeACTaBIIEHNE: USer : : TWX);

- MMEHOBaHHbIM Nonb3oBaTernb (TEKCTOBOE NpeACTaBleHMe: user :user_name: rwx);

- rpynna-snagesnbua (TeKCTOBOE NpeaCcTaBleHne: group: : rwx);

- MMEeHOBaHHas rpynna (TEKCTOBOE NpeACTaBfIEHME: user : group_name : rwx);

- Macka goctyna (TeKCToBoe npeacTaBneHue: mask: : rwx);

- BCe OcCTarbHble (TEKCTOBOE NpeAcTaBfneHune: other: : rwx).

3anucb Mackn JocTyna UCNonb3yeTcst ANs orpaHNYeHnsa pacnpocTpaHeHns npae gocTtyna
MMEHOBaHHbIX Monb3oBaTernen u rpynn.

B mexaHmame auckpeumoHHbix MNP peanu3oBaHo oTobpakeHne npaB AOCTyna K CyL-
HOCTW, yKa3aHHbIX B OMTOBOW Macke ANs Tpex KnaccoB (nosib3oBaTens-snagensua, rpynnbl-
BnajenbLa 1 BCeX ocTanbHbIX) B cooTBeTCTBYOWME 3anmcn ACL.

Mpn ncnons3oBaHnn MmHnmansHoro ACL:

- nNpaBa gocTtyna n3 6GUToBOM Macku Ans Knacca nonb3oBaTtenb-enagenew (Hanpumep,

rwx) oToOpaXkalTcsa B MAEHTUYHbIE NpaBa goctyna 3anucn ACL Tuna nonb3oBaTesib-

Bnageney, (HanpMMep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku ANs Krnacca rpynna-snagenbsua (Hanpumep, rw-)

oTobpaxarTca B naeHTu4Hble npasa goctyna 3anucu ACL Tuna rpynna-snagensua

(Hanpumep, group: : rw-);

- npaBa gocTyna n3 6UTOBON MacKku Ans Krnacca Bce ocTasnbHble (Hanpumep, r—--) oTob-

paxatTcs B MAEHTUYHbIE NpaBa gocTtyna 3anucn ACL Trna Bce ocTarnbHble (Hanpumep,

other::r--).
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Mpun ncnonesoBaHun pacwmpeHHoro ACL:

- npasa gocTtyna u3 6UToBOM Macku ONA Knacca nosib3oBaTenb-Brnageney (Hanpumep,

rwx) oToOpaXkalTcsa B MAEHTUYHbIE NpaBa goctyna 3anucn ACL Tuna nonb3oBaTesib-

Bnageney (HanpMMmep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku Ans Krnacca rpynna-snagensua (Hanpumep, rw-)

oTobpaxaloTcs B naeHTUYHble npasa goctyna 3anucy ACL Tuna macka goctyna (Hanpu-

mMep, mask: : rw-);

- npaBa gocTyna n3 6MTOBON MacKu Ans Kracca Bce ocTarnbHble (Hanpumep, r—--) oTob-

paxaloTcs B uaeHTUYHbIe npasa goctyna 3anucy ACL Tvna Bce ocTanbHble (Hanpumep,

other::r--).

PeanunsoBaHHasa B MexaHu3me guckpeumoHHbix MNMPL npoeepka npas focTyna cybbekTa K
CYLLLHOCTW BbINOMHAETCA B ABa 3Tana. Ha nepsom atane Bbibupaerca 3anucs ACL, COOTBETCTBYHO-
wag cywHoctun. 3anucm ACL ansa cywHoctMa npocMaTpuyBaloTCs B criedytoLleM nopsiake:

1) 3anucb ons nonb3oBaTens-sBnagensua;

2) 3anuMcm UMEHOBaHHbLIX NONb30BaTeENEN;

3) 3anucb rpynnbl-Bnagenbua;

4) 3anMcu MMeHOBaHHbIX rpynm;

5) 3anuck ans Bcex ocTanbHbIX.

PelleHne o goctyne npMHMMaeTcs TONbKO HA OCHOBE ogHoW Bbl6paHHon 3anuncu ACL. Ha
BTOpPOM 3Tane nposepsietcs, 4To 3anuck ACL cogepXut Heobxoammble npaea gOCTyna.

AnropuT™M NpoBepKU NpaB AOCTyNa UMeET crieayoLWnin BUA:

1) npoBepsieTcs, ABNAETCS N CyObeKT AOCTyna nonb3oBaTenem-BrnagenbLeM CyLLHOCTN.

Ecnu cybbekT gocTyna He ABMSETCA Nonb3oBaTenemM-snagenbuem CyLHOCTU, TO NpoBepKa

npogomkaerca. Ecnu cybbekT goctyna siBNsieTcs nonb3oBartenem-snagensLeM CyLHOCTH,

TO NPOBEPSETCS paspeLleH NN B COOTBETCTBUU C BblbpaHHOM 3anncbio ACL 3anpoLUeHHbIn

cybbekTom Bua goctyna. o pesynsratam NpoBepkn JocTyn nmbo paspeluaetca nmbo

3anpeLyaercs;

2) npoBepsieTcs ABNAETCA N cyObekT AoCcTyna OgHUM U3 UMEHOBAHHbLIX MONb30BaTenewn,

ykasaHHbIX B 3anucsx ACL. Ecnun cybbekT gocTyna He SBRsieTca MMeHOBaHHbIM MOfb30Ba-

Tenem, ykasaHHbiM B 3anucax ACL, To npoBepka npogomkaetca. Ecnn cybbekT goctyna

ABMNSETCA MMEHOBAHHbLIM NOfb30BaTeNeM, TO NPOBEPSETCH pa3peLleH v B COOTBETCTBUM

¢ BblbpaHHon 3anucbio ACL 1 3annckio mackm goctyna ACL 3anpolleHHbI CyObekTomM

BMA goctyna. Mo pesynstatam NpoBepku AocTyn nnbo paspelwaetcsa nubo 3anpewaercs;

3) npoBepsieTcs, ABNSETCA N1 ogHa M3 rpynn cybbekTa AocTyna rpynnon-enagensuem

cywHocTtu. Ecnu HM ogHa u3 rpynn cybbekTa AoCTyna He siBNSeTcs rpynnon-snagenbuem

CYyWHOCTHU, TO NMpoBEpPKa NpoaoIKaeTCA. Ecnu ogHa u3 rpynn Cy6'beKT AOCTyna ABnd-
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eTcsa rpynnon-enagensuemM CyLHOCTU, TO NPOBEPSAETCA pa3peLleH fiv B COOTBETCTBUN

C BblbpaHHOM 3anucbio ACL 3anpolueHHbIn cybbekToM Bua goctyna. o pesynsratam

nposepku goctyn nnbo paspellaetcs Nnbo 3anpeLLaercs;

4) npoBepseTcH, ABNAETCA M 0gHa U3 rpynn cybbekTa JoCcTyna OgHOW N3 MMEHOBAHHbIX

rpynn, ykasaHHbix B 3anucax ACL. Ecnu Hu ogHa 13 rpynn cy6bekta gocTyna He saBnsieTcs

MMEHOBaHHOM rpynnown, ykasaHHoun B 3anucax ACL, To npoBepka npogosrmkaetcs. Ecrnn

ofHa u3 rpynn cybbekT gocTyna ABNsSeTcss MMEHOBAHHOW rpynmnoun, TO npoBepsieTcs

paspeLleH N1 B COOTBETCTBUKN C BbibpaHHoW 3anucbto ACL 1 3anmcbio Mmacku gocTtyna

ACL 3anpolleHHbI cybbekTom BuA goctyna. o pesynstatam npoBepku JOCTyn nnbo

paspellaetcs nnbo 3anpeLlaercs;

5) npoBepsieTcs, paspeLleH nn B COOTBETCTBMU C 3anucbio ACL ans Bcex ocTanbHbIX

3anpoLLeHHbI cybbekToM BUA aoctyna. o pesynsratam npoBepku 4OCTyn nMbo paspe-

LwaeTcsa nmMbo 3anpeLlaeTcs;

6) ecnu goctyn He Bbin paspeLlleH Npu NposeaeHUn NpeablayLmMx NpoBepok, To 40CTynN

3anpeLiaercs.

PeanunsoBaHHbin B OC mMexaHnam guckpeumoHHbix NP npegycmatpuBaeT Hanmume y
cywHocTen-koHTenHepoB ACL, ncnonsdyemoro no ymonyanuio. HassaHHbin ACL Hacneayetca
CYLHOCTSIMW, CO34aBaeMbIMUN B CYLLLHOCTU-KOHTENHEpE.

CyLHOCTAMM OocTyna SBMSOTCS:

dannsl;

coeanHeHuns (CokeTbl);

ceTeBble NMakeThl;

mexaHn3mbl IPC (pasgensemasi namsaTb, odepeam coobLueHnn n ap.).

MexaHunam, peanuayowwmin JUCKPELMOHHOE ynpaBneHme JoCcTynom, obecneumBaeTt BO3-
MOXHOCTb CaHKLMOHMPOBAHHOIO M3MEHEHUsT CMCKa Nosib3oBaTeniern U Crnvcka sawuuaemMbix
CyLIHOCTEN, aBnsowmxca dannoBbiMm obbekTamum.

MpaBo nameHenus MNPL npegoctaBneHo BblAeNEHHOMY CyObEKTY - cyneprnonb30BaTento
root (nonb3oaTtento ¢ UID, umerownm 3HadveHne 0). ADMUHUCTPATOP MOXET U3MEHATb Npasa C
ncnonb3oBaHneM mexaHnama sudo. Kpome Toro, npaBa JOCTyna K CyLLHOCTU, KaK yKa3aHHble
B GUTOBOM Macke Ansi Tpex KnaccoB (Mornb3oBartens-Brnagensua, rpynnbl-Bnagensua n Beex
OoCTarnbHbIX), Tak ykadaHHble B 3anmcsax ACL moryT ObiTb M3MeHEHbI CyObEKTOM SBMSAOLLNMCS
nonb3oBaTenemM-snagenbuemM CyLLHOCTH.

Peanusauma B OC mexaHuama guckpeunoHHbix MNP o6ecneymBaeT HENPOTUBOPEYNBOCTb
npasun U3MeHeHNa OnckpeunoHHbix MPL.

Mpn ncnonb3oBaHuM ons cywHocTn MmHMMmansHoro ACL npsimoe n obpaTtHoe oTobpake-

Hue MNP obecneynBaeTca cnegyowmm obpasom:
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1) npu n3meHeHnn nNpae AocTyna B GBUTOBOM Macke Ans nonb3oBaTensi-Bnagenbua naex-

TUYHLIM 06pPa3oM U3MEHAKTCA NpaBa AoCTyna AN nosb3oBartens-enagernsLua B 3annucu

ACL;

2) npu U3MEHEHUN NpaB 4OCTyna Ans nonb3oBaTens-enagensua B 3anncu ACL naeH-

TU4YHbIM 06pa3oM M3MEHAKTCA NpaBa AOCTyna B GMTOBOM Macke Ans nonb3oBaTens-

BnagenbLa;

3) npw nameHeHun npas JoCTyna B GUTOBON Macke AN rpynnbl-Bnagensua NaeHTUYHbIM

0bpa3om M3MeHsTCA nNpaBa AocTyna Ansa rpynnel-enagensua B 3anucn ACL;

4) npun nsameHeHUW Npae gocTyna Ang rpynnbl-Bragensua B 3annucu ACL naeHTUYHbIM

00pa3omM U3MeHsTCA nNpaBa JocTyna B GUToOBOM Macke Ans rpynnbl-BnagensLua;

5) npu nameHeHun nNpas goctyna B GUTOBOM Macke Afisi BCEX OCTalnbHbIX NOEHTUYHbBIM

06pa3om M3MeHsTCA NpaBa JoCcTyna Ansa Bcex octanbHbiX B 3anmcn ACL;

6) Npu M3MEeHeHUN nNpaB AOCTyna ANs BceX ocTasnbHbIX B 3anmcn ACL MOeHTUYHbIM

00pa3omM U3MeHsTCA NpaBa JoCcTyna Ans BCceX ocTalnbHbIX B GBUTOBOM Macke.

Mpn ncnonb3oBaHun ons cywHocTn pacwmpeHHoro ACL npsimoe n obpatHoe oTobpake-
Hue NP obecneunBaeTca cnegyowmm obpasom:

1) npu n3meHeHnn npae JoCTyna B BUTOBOM Macke ANs nonb3oBaTtens-snagenbua naex-

TUYHLIM 06Pa3oM U3MEHSAKTCA NpaBa AoCTyna AN nosfib3oBartens-snagensua B 3annucu

ACL,;

2) Npu U3MeHeHMn NpaB gocTyna Ana nosib3oBarens-snagensua B 3anmcu ACL naeH-

TUYHBbIM 06pPa3oM M3MEHAITCA NpaBa JOCTyna B BGUTOBOM Macke Ans nonb3oBaTens-

BnagenbLua;

3) npu nameHeHun npas AoCTyna B GUTOBON Macke AN rpynnbl-Bnagensua naeHTUYHbIM

obpa3om nameHsieTcs macka goctyna B 3anucn ACL;

4) npun n3ameHeHun macku goctyna B 3anmcu ACL naeHTnYHbIM 06pas3om M3MeHsATCS

npaBa goctyna B OMTOBOM Macke Ans rpynnbl-Bnagensua;

5) npu nameHeHun Npae gocTtyna B GUTOBOM Macke Afsi BCEX OCTalNbHbIX NOEHTUYHbBIM

00pa3omM M3MeHsTCA NpaBa gocTyna Ansa Bcex octanbHbiX B 3anmcn ACL;

6) Npyn n3aMeHeHUn npas JocTyna Ansa BceX ocTanbHbiX B 3annucy ACL naeHTUYHbIM

006pa3om M3MeHsTCA NpaBa JOCTyna Ansa BCeX OCTalnbHbIX B GBUTOBOM Macke.

Takum obpasom, peannsoBaHHbii B OC MexaHn3M, perynmpyrowmnn NpUHLUN GUCKPELNOH-
HOro ynpasrieHnsa JOCTYNnoMm, NnpeaycMaTpuBaeT CaHKLMOHUPOBaAHHOE U3MEHEHNE OUCKPELMOHHbIX
MPLO, BkMOYasa CaHKLMOHMPOBAHHOE M3MEHEHME CrMcKa CYyObEeKTOB M CNMCKa 3allmuiaeMblX CyLL-

HOCTEWN.
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3.2. Linux-npuBuneruu

Linux-npmBunernn npegHasHadveHbl Ans nepefadn oTAenbHbIM MONb30BaTensiM npas
BbIMOSTHEHUST ONpeaeneHHbIX agMUHUCTPATMBHbLIX OEACTBUN U ABMASIOTCA CTaHAAPTHbIMU ONS
cuctemsl Linux.

K Linux-npusunernam OTHOCATCS: CAP_CHOWN, CAP_DAC_OVERRIDE,
CAP_DAC_READ_SEARCH, CAP_FOWNER, CAP_FSETID, CAP_KILL, CAP_SETGID,
CAP_SETUID, CAP_SETPCAP, CAP_LINUX_IMMUTABLE, CAP_NET_BIND_ SERVICE,
CAP_NET_ BROADCAST, CAP_NET ADMIN, CAP_NET RAW, CAP_IPC_LOCK, CAP_IPC_OWNER,
CAP_SYS_MODULE, CAP_SYS_RAWIO, CAP_SYS_CHROOT, CAP_SYS_PTRACE,
CAP_SYS_PACCT, CAP_SYS_ ADMIN, CAP_SYS BOOT, CAP_SYS NICE, CAP_SYS RESOURCE,
CAP_SYS_TIME, CAP_SYS_ TTY CONFIG, CAP_MKNOD, CAP_ LEASE.

Linux-npmBunernn HacnenywTcsa npoueccamu OT CBOUX «poautenen». lNpouecchl, 3a-
NyLWEeHHble OT UMEHM CYNnepnonb3oBaTesis, HE3aBUCMMO OT HaNMYUSA Y HUX NPUBUMETNA, UMEIOT
BO3MOXXHOCTb OCYLLECTBIATb BCE NEPEYNCIIEHHbIE NPUBUIErMPOBaHHbIE ENCTBUS.

Cuctema npusunermn OC pacwmpeHa MNpuBUNErnsaMmn, OTHOCALLIMMUCA K CUCTEME
PARSEC. PARSEC-npuBunernmn, onmcaHHble B obecneumBatoT paboTy ¢ MEXAHU3MOM MaH-
AAaTHOro ynpasneHue A0CTYMNOM.

Bce npuBunerun nonb3oBartens HacneayTcsa 3anyLeHHbIMU OT UMEHW ero y4eTHOW 3anu-
cu npoueccamu. Npu 3anycke npouecca ¢ yCTaHOBNEHHLIMU MPUBUIIEMMAMUN 3arpy3vymK guHaMmmnye-
CKMX BUBNMoTEK ocyLlecTBNAET COPOC NEPEMEHHBIX Cpeabl OKPY>KEHMS, NO3BONSOLWMX OCYLLECTB-
NATb 3arpy3ky AMHaMn4ecknx 6GubnmoTtek n3 HecTaH4apTHbIX KaTanoros LD _LIBRARY PATH u
LD_PRELOAD. Takum o6pa3om, ycTaHOBKa Linux-npuBuneruin gns nonb3oBaTens MOXET NPUBECTU
K HEBO3MOXHOCTM 3anycka NpUoXeHUA, NCMOMb3YOLWMX ANHAMUYECKYIO 3arpy3Ky 6ubnmoTek ua
HecTaHOapTHbIX KaTtanorosB (Hanpumep, Firefox, Thunderbird, LibreOffice, £1y-scan).

Ona Hactponkn KC3 moryT ucnonb3oBatbcs Kak Linux-, Tak 1 PARSEC-npusunernn.

Mopsigok ynpaeneHuns npusunernsimm onucax B [4.9]
3.3. CpeacTBa ynpaBneHus auckpeunoHHbivu MPL

[na ynpaeneHus auckpeunoHHbiMu MNP ncnonbayetca rpadpuyeckas ytmnuta £1ly-£fm
(«MeHnepxep dannos»). bonee nogpobHoe onucaHne yTUnnTbl CM. B 3N1EKTPOHHOW CrpaBKe.

[na ynpaenenus Linux-npuBmnnervsamm nonb3oBaTenen CUCTEMbl UCNONb3yeTcs rpaduye-
ckaqa ytunuta fly-admin-smc («YnpaBneHme nonmtmkon 6esonacHoctny). bonee nogpobHoe
ONUCaHne YyTUNUTbl CM. B 3NEKTPOHHOW CrnpaBke.

[anee paccMoTpeHbl cpeacTea ynpasneHusa anckpeunoHHsimu MNP B pexxume KomaHgHON

CTPOKM.
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3.3.1. chown

CwnHTakcuc:
chown [OPTION]... OWNER[:[GROUP]] FILE...
chown [OPTION]... :GROUP FILE...
chown [OPTION]... --reference=RFILE FILE...

KomaHaa chown namMeHsieT BrnagenbLa u/vnu rpynny, BnageroLLyto KaxabiM U3 yKazaHHbIX
dannos, cornacHo 3agaHHbIM apryMeHTam, KOTopble UHTEPNPETMPYIOTCA B NOCNeA0BaTENbHOM
nopsgke. Ecnv 3agaHo Tonbko MMsi nonb3oBaTtens (UK ero YMCroBOW MAEHTUdUKATOP), TO
AaHHbIN NoNb3oBaTeNb CTAHOBUTCA BNaferbLeM KaXaoro u3 ykasaHHbIX ¢hannos, a rpynna
aTnx hannos He nameHsieTcs. Ecnm 3a umeHem nonb3oBartensi Yepes ABOETOUME crneayeT nvs
rpynnbl (UAN YNCNOBOW naeHTUdmMKaTop rpynnbl) 6e3 npobenoB Mexay HUMKU, TO U3MEHSETCS
Takke u rpynna dannos. Ecnv gBoetoune nnm Touka cnegyet 3a UMEHEM MOSb30BaTenNsi, HO
rpynna He 3agaHa, TO AaHHbIA NoNb30BaTeNb CTAHOBUTCA BNnagenbLeM ykaszaHHbIX dannos, a
rpynna ykasaHHbIX pannoB N3MEHSETCS HA OCHOBHYIO rpynny nonb3oBaTens. Ecnv onyweHo nvs
nonb3oBaTensi, a ABOETOUME UNN TOYKA BMECTE C rpynnon 3agaHbl, To 6yaeT naMeHeHa TONbKO
rpynna ykasaHHbIX 0anroB; B 3TOM criydae chown BbINOMHAET Ty Xe (PyHKUMIO, YTO U chgrp
(3.3.2). KomaHpa chown u3MeHsieT BnagenbLua u/unu rpynny Kaxaoro FILE Ha OWNER w/vnu
GROUP.

Onuumn npuseaeHbl B Tabnuue [1]

Taobnuuya 1

Onuusa OnucaHwne

To xe, YTO N ——verbose. NogpobGHO onucbiBaTb TONbKO hannbl, Yen

-c, -—changes .
BnageneL AencTBUTENbHO U3MEHAETCS

MNameHuTb Bnagensua darnna, Ha KOTopbI YKasbliBaeT CUMBOSbHas

—-—-dereference . .
CCblJ1IKa, BMeECTO CaMOUN CMMBOJIbHOU CCbIJTKAN

PabotaTb ¢ camMMMn CUMBOJTbHBIMW CCbINKamu, a He ¢ dbarnamu, Ha Ko-
-h, --no-dereference TOpble OHM yKa3bIBalOT. [laHHas onuusa OOCTyMnHa, TOMbKO eCNn MMEETCS
CUCTEMHbIN BbI30B 1lchown

M3meHnTb Bragenbua w/vnn rpynny Kaxgoro danna, Tonb-
KO ecnv Tekywui Bnageney wwnu rpynna coBnagaetr c
CURRENT_OWNER :CURRENT_GROUP. Kak rpynna, Tak v Bnage-
nevw, MoryT BbITb ONyLLEHbI, B 3TOM Cly4Yae coBnageHue ansi aHHOro
aTpubyTa He o6si3aTenbHO

——from=CURRENT_OWNER:
CURRENT_GROUP

He BbiBOANTb coobLLeHNs 06 owmnbkax Ha hannbl, Yen Bnageney He

-f, --silent, -—quiet
MOXET ObITb U3MEHEH

BmecTo 3agaHHbIX 3Ha4eHMn OWNER : GROUP ncnornb3oBaTh BriagenbLa

--reference=RFILE N
n rpynny danna, Kotopble UMeT RFILE

-R, -—-recursive PeKkypcuBHO M3MEHSTb BriagenbLia KatanoroB 1 BCEro NX COAEPXMMOro

--help BbiBecTu cnpaBky 1 BbINTH
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OkoHyaHue mabnuusi 1

Onumsa Onucanune

--version BbiBeCTM MHpOpMaLINIO O BEPCUN U BBINTY

Bnageneu He N3MeHSIETCSH, eCnN OH He CyLlecCTBYyeT. prnna TaKkKe He UBMEHAETCA, eCrn

OTCYTCTBYET, HO USMEHAETCA Ha rpynny no ymon4aHuto, eciin He 3aaH rnoJib3oBaTeslb.

3.3.2. chgrp
CuHTakeuc:
chgrp [OPTION]... GROUP FILE...
chgrp [OPTION]... --reference=RFILE FILE...

KomaHga chgrp U3MeHsieT rpynny, BagetoLLyto KaxabiM U3 ykazaHHbIX dainos FILE, Ha
rpynny GROUP, KoTopasi MOXeET ObITb 3a4aHa UMEHeM rpynrbl UM YACTNOBLIM MAEHTUDMKATOPOM
rpynnbi.

Onuumn npuseaeHbl B Tabnuue [2]

Tabnuuya 2

Onums OnucaHwune

To xe, 4To U ——-verbose, HO BbIBOAUTb COOBLLEHNE TONLKO TOrAa, Koraa

-c, -—changes . .
AencTBUTENbHO Oblna n3aMeHeHa rpynna danna

M3meHuTb Bnagensua canna, Ha KOTOpbIN YKasbiBaeT CUMBOSIbHAs CCbif-

—-—dereference . .
Ka, BMECTO CaMOW CMMBOJIbHOWN CCbINKU

MN3meHnTb BragenbLa CMMBOSIbHOW CCbINIKM, @ He Bnagensbua ganna, Ha
-h, -—no-dereference | KOTOPbI yKa3biBAET 3Ta CCbIfKa (4OCTYMHA TOMbKO HA CUCTEMAX, MMEIOLLNX
CUCTEMHBbIN BbI30B 1chown)

-f, --silent, -—quiet | He BbIBOANTb cooOLLIEHNS 06 OLLIMOKax

--reference=RFILE M3meHnTb rpynny cganna FILE Ha Ty, YTO BrageeT dannom RFILE

-R, -—recursive PeKprVIBHO N3MEHATb BJlaferibla KaTtajioroB " nx coaepxmmoro

BbiBOOUTb AMarHocTuyeckoe cooblieHne 06 n3aMeHeHUn Bragenbsla ans

-v, ——verbose .
Kaxgoro ¢pavna

--help BbiBecTu cnpaBky ¥ BbINTU
--version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH
3.3.3. chmod
CwuHTakcuc:
chmod [OPTION]... MODE[,MODE]... FILE...
chmod [OPTION]... OCTAL-MODE... FILE...
chmod [OPTION]... —--reference=RFILE FILE...

KomaHaa chmod M3MeHsiIeT npaBa AOCTyna ykasaHHoro dainna FILE B COOTBETCTBUM

C NnpaBaMun O0OCTyNa, yKasdaHHbIMU B NapameTpe MODE, KOTOprIZ MOXET ObITb npencTtaBnieH Kak
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B CMMBOSIbHOM BUAeE, Tak U B BUAe BOCbMEPUYHOrO Yncna, npeacrasnstowero GutoByo Mmacky
HOBbIX NpaB gocTyna.

dopmaT CMMBOSBHOIO pexuma:
[ugoa...][[+-=][rwxXstugo...]...1[,...]

Kaxkabih apryMeHT — 3TO CMMCOK CUMBOSIbHbIX KOMaHA U3MEHEHUS NpaB AOoCTyna, pas-
AeneHHbIX 3ansaTbiMn. Kaxgasa Takas koMmaHga HadnmHaeTcsa ¢ Hyns unm 6onee 6ykB ugoa, KOM-
OvHauMa KOTOpbIX YKasbliBaeT, YbW NpaBa gocTyna K cdanny 6yayT nameHeHbl: nonb3oBartens,
Bnagetowero gpamnom (u); nonb3oBartenen B JaHHOW rpynne (g); ocTanbHbIX NOofb3oBaTenen, He
BXOOSALMX B AaHHYO rpynny (o), nnu xe Bcex nonb3oBartenen (a). bykea a akBMBaneHTHa ugo.
Ecnu He 3agaHa HM ogHa BykBa, TO aBTOMaTuyeckn dyaeT ncnonb3oBatbeda OykBa a, HO GUTHI,
yCTaHOBSEHHbIE B umask, He ByayT 3aTPOHYTHI.

OnepaTtop «+» gobaBndeT BbiOpaHHbIE NpaBa AOCTyMNa K y)Ke UMEHLLMMCH Yy Kaxgoro
danna; «-» ygansier 3Tu npasa; a «=» NpucBaMBaeT TOSbKO 3TW MpaBa KaXgoMy yKazaHHOMY
danny.

BykBbl rwxXstugo BbIOMpalOT HOBbIE NpaBa 4OCTyna Ansa nonb3oBaTensd, 3a4aHHOro oa-
HoW 13 ByKB ugoa: YTeHue (r); 3anncb (w); UCNONHEHNE (UK JOCTYN K KaTtanory) (x); BbINOSIHEHWE,
ecnun dann ABNAeTCHa KaTtanoroMm Unun yxe MMeeT NpaBo Ha BbINOSMIHEHUE AN Kakoro-HMbyab
nonb3osarens (X); setuid- nnn setgid-6uThbl (s); sticky-6uT (t); ycTaHoBKa AN ocTarnbHbIX Taknx
Xe npas AoCTyna, KOTopble MMEET Morb3oBaTenb, Bnageowmmn aTum gansiom (u); yctaHoBKa ans
OCTanbHbIX TAKKX Xe NpaB 4OCTyna, KoTopble UMeET rpynna darna (g); ycTaHoBKa Ans octarnb-
HbIX TaKUX XXe nNpaB 4OCTYyNa, KOTOpble MMEIT OCTasrbHble NoMNb3oBaTeNu (He BXxoadalme B rpynny
danna) (o). (Tak, chmod g-s file cHUMaeT GUT set-group-ID (sgid), chmod ug+s file
ycTaHaBnuBaeT 6uTbl suid M sgid, B TO BpeMsi Kak chmod o+s file HMYero He Aenaer.)

UncnoBomn pexmmM COCToUT 13 He Bornee YeTbipex BOCbMEPUYHbIX LUdp (OT Hyns Ao cemu),
KOTOpble CKnaabiBatoTcst N3 6UTOBbLIX Macok 4, 2 n 1. Jltobble NnponyLLeHHbIE pa3psiabl 4ONOMHAKTCA
nnaupytowmmmn Hynsmu. MNepeas undpa BolbnpaeT ycTaHOBKY MaeHTUdmKaTopa nonb3oBartens
(setuid) (4) nnu nageHTtudumkaTopa rpynnel (setgid) (2) nnu sticky-6uta (1). Bropas umdpa
BbIOMpaeT npaBa AOCTyna Ans nonb3oBaTtens, BnagetoLwero AaHHbIM hannom: yteHune (4), 3annce
(2) n ncnonHexmne (1); Tpetbsa undpa BbibMpaeT npaea 4ocTyna Ans Nonb3oBaTenen, BXoAALWmnNX
B J@HHYHO rpynny, C TeM e CMbICIIOM, YTO U Yy BTOPOM Undpbl; N YeTBEPTLIN pa3ps BbiOMpaeT
npaea 4OCTyna 415 ocTanbHbIX NOfb3oBaTeNnen (He BXOOALWMX B JAHHYIO rpynny), onNaTb C TEM Xe
CMbICIIOM.

KomaHaa chmod HUKOrAa He N3MEHSET NpaBa Ha CUMBOJSIbHbIE CChISKK, T. K. 3TOro He gena-
€T CUCTEMHbIV Bbl30B chmod. JTO He sBnsieTca Nnpobrnemoin: npaBa CUMBOJSIbHbIX CCbIIOK HUKOrAa
He ncnonb3ytoTcsa. OgHako ANA KaKA0W CUMBOSIbHOW CCbISKK, 3aaHHOM B KOMaHAHOW CTPOKe,

chmod UrHOPUPYET CUMBOJSIbHbIE CCbINIKM, BCTPEYatoLLMecs BO BpeMsi peKypcuBHON 0b6paboTku
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KaTanoros.
KomaHga chmod M3MeHsIeT npaBa AocTyna kaxaoro gpavna FILE Ha MODE.

Onuumn npuseneHbl B Tabnuue 3|

Tabnunua 3
Onumsa Onucanune
o changes To Xe, 4YTO U ——verbose, HO BbIBOAUTb COOOLLEHMEe TONbKO Toraa, Koraa
! 9 ObInn Npon3eeaeHbl U3MEHEHUS
-f, --silent, He BblgaBatb cooblieHnsa o6 owmnbkax Ha Te ansnbl, Ybu Npasa He MOryT
-—quiet ObITb U3BMEHEHBI
-v, --verbose Moapo6Ho onuckiBaTh M3MEHEHHbIE NpaBa AocTyna

--reference=RFILE | VIamMeHUTb NpaBa AocTyna K (anny Ha Te npaea, YTo umeeT RFILE

-R, --recursive PekypcuBHOE M3MeHeHMe npaB 4OCTyna A5 KaTanoroB U UX COAepXMMoro
--help BbiBeCTu cnpaBky 1 BbIATH
--version BbiBECTM MH(pOpMaLNIO O BEPCUN U BbIATH

Kaxxgbin MODE npeacTaBnsieT cobon KombuHaumio 13 ogHoro nnmn 6onee CMMBOMOB ugoa
B Hayane v OfuH U3 CUMBOJMOB «+», «-», «=», 3aTeM OfHa NN HECKombKo OYKB N3 rwxXstugo.

CvmBonbHas chopma npveeaeHa B Tabnuue (4]

Tabnuua 4
Onuusa Onucanue
u Monb3oBaTens (BNageney daina) — ot user (nonb3oBaTterb)
g lpynna — ot group (rpynna)
OcrtanbHble nonb3oBartenu — ot other (octanbHble)
a Bce nonb3oeatenu — ot all (Bce)
+ [o6aBnTb paspelueHns K TekyLmnm npasam gocryna

- YoanuTb paspelueHunst U3 TeKyLwux npae gocTtyna

= YcTaHoBUTb pas3peleHnda BHe 3aBUCMMOCTU OT TEKYLLUX npaB AocTtyna

r Pa3spelueHne Ha 4yTeHne — oT read (4Yntath)

w PaspelueHne Ha nameHeHve — ot write (nmucaTtb)

X PaspelueHne Ha ucnonHeHne — ot execute (BbIMNOMHATL)

1 BnokupoBka danna ana gpyrux nonb3osaTtenen npu Joctyne
3.3.4. umask
CwuHTakcuc:

umask [-p] [-S] [macka]

lMonb3oBaTenbckaa Macka co3gaHus d)a|7|na yCTaHaBJINBaAETCA paBHOVI aprymMmeHTy macka.
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Ecnn macka HaumMHaeTcsa ¢ undpbl, OHa MHTEPNPETUPYETCHA Kak BOCbMEPUYHOE YUCIIO, NHaYe —
Kak Macka B CMMBOSIbHOM dpopmate, aHarorMyHoM Mcrnornb3yemMomy B KomaHae chmod (cm. [3.3.3).
Ecnn macka He ykasaHa unu 3agaHa onuusa -S, Bbl4aeTcs Tekyllee 3HadyeHne macku. Onums -S
BbI3blBaET Bbl4ayy Macku B CUMBOSIbHOM bopmaTe; N0 YMOMYaHUIO BblJAeTCs BOCbMEPUYHOE
yucno. Ecnu ykasaHa onuusa -p, a Macka He 3agaHa, pe3ynbraTt BblAaeTca B BuAe, KOTOPbIN
MOXHO MCMonb30BaTh BO BXogHoM komaHae. Ctatyc Bbixoga — 0, ecnn macka 6bina ycnewHo
N3MeHeHa Unun He ykasaHa, n 1 — B NPOTUBHOM Clyyae.

KomaHga umask pacno3HaeTcs 1 BbINOnHAETCst 060no4kon shell.

KomaHgy umask uenecoobpasHo BKNIOYMTE B NOb30BaTENbCKUI pro-chann. Torga oHa
OygeT aBTOMaTMYeCKU Bbi3bIBaTbCHA MPU BXOAE B CUCTEMY U YCTAHOBUT HYXXHbIA pEXUM AOCTyna K

co3gaBaeMbiM doannam 1 Katanoram.

3.3.5. getfacl
CwuHTakcuc:
getfacl [-dRLP] odann
[na kaxpgoro cdanna getfacl BbIBOAUT UMS hanna, Bnagensua, rpynny-srnagensua n
ACL. Ecnu katanor nmeet ACL-no ymon4yaHuio, 7o getfacl BbiBOgMT Takke ACL-no ymonyaHuio.
dannbl He moryT umetb ACL-no ymonyaHuio.
dopmart BbIBOAA:
# file: somedir/
# owner: lisa

# group: staff

1
2
3
4: user::rwx
5 user:joe:rwx #teffective:r-x

6 group: : rwx #teffective:r-x

7 group:cool:r-x

8 mask:r-x

9: other:r-x

10: default:user::rwx

11: default:user:joe:rwx feffective:r-x

12: default:group::r-x

13: default:mask:r-x

14: default:other:---

Ctpokn 4, 6 n 9 oTHOCATCS K TpaguuMoHHbIM BuTam npae goctyna K danny, cooTBeT-
CTBEHHO, AnA Bnagenbua, rpynnbl-Biiagernbla U BCEX OCTallbHbIX. TN TPpWU ANemMeHTa ABJIAI0TCA
6a3oBbiMU. CTPOKM 5 1 7 aBNSOTCS aneMeHTaMn Ans oTAeNbHbIX Nonb3oBaTens u rpynnbl. CTpoka
8 — Macka appeKTUBHbIX NpaB. TOT ANEeMEHT orpaHnYnBaeT aPeKTMBHbLIE NpaBa, NpegocTas-

ideMble BCEM rpynnam n otaenbHbIM MOJ1b30BaTENAM. Macka He BnusieT Ha npasa And snagernbLa
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danna n scex gpyrux. Ctpokn 10-14 nokasbiBatoT ACL-no ymonyaHmio, accounmpoBaHHbIN C
AaHHbIM KaTarnorom.

KomaHga getfacl BbiBognT ACL dhaninoB n katanoroB no yMOnyYaHuio.

[Ona 6onbworo konuyectBa gannoB getfacl BbiBOAUT ACL, pasgeneHHblie nycTbiMn
cTpokamu. Pesyneratbl KOMaHObl getfacl MOryT UCNOSb30BaTbCH KaK BXOAHbIE AAHHblE AN

komaHabl setfacl (3.3.6).
Onuuun npuseneHbl B Tabnuue Bl

Tabnunua 5
Onuwms OnucaHue
--access BbiBecTn Tonbko ACL dhanna
-d, -—-default BbiBecTn Tonbko ACL-no ymonyaHuio
--omit-header He nokasbiBaTb 3aronoBokK (Mms danna)
-—all-effective MokasaTb BCce ahPeKTMBHbIE NpaBa
--no-effective He nokasbiBaTb ahheKkTnBHbLIE NpaBa
--skip-base MponyckaTb dannbl, UMetoLne TONbKO OCHOBHbIE 3anncu
-R, --recursive [ns nogkatanoroB pekypCuBHO

CrnegoBaTb MO CUMBOJSIMYECKMM CCbINKaMm, Mo yMon4yaHno cMmMBoJ1In4eCKNE

-L, ——logical .
CCblIJ1KK, HE YKa3aHHble B KOMaHOHOWU CTPOKE, NTHOPUPYHTCA

He cnepoBaTtb MO CUMBOSIMYECKUM CChIflkaMm, Aaxke ecrin OHU YKa3aHbl B

-P, —-physical .
KOMaHOHOW CTpPOKe

--tabular Mcnonb3oBaTtb TabynnpoBaHHbIN hopmaT BbiBOAA

—-—-numeric Moka3sbiBaTb YNCIIOBbIE 3HAYEHUS I'IOJ'Ib3OBaTeJ'IFI/prI'II'IbI

--absolute-names He ynanaTe Beagywime «/» u3 nytu canna

--help BbiBeCcTy cnpaBky 1 BbIATH
--version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH
3.3.6. setfacl
CwuHTakcuc:
setfacl [-bkndRLP] { -m|-M|-x|-X ... } Qawnn

OTa komaHaa usmeHsiet ACL k dparnam nnu katanoram. B komaHOHOW CTpOKe 3a rno-
cnepoBaTeribHOCTbIO KOMaHA naeT nocrnegoBaTenbHOCTbL hansioB (3a KOTOPOK, B CBOK ovepeab,
Takke MOXEeT UaTu nocrnefoBaTenbHOCTb KOMaHa U T. 4.).

Onuumn npueeaeHbl B Tabnuue [6]

Tabnunua 6

Onuwms Onucanue

-m, —-modify=acl MameHnTb Tekywmun ACL gna daina
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Onumsa

OnucaHwune

-M, -—-modify-file=file

Mpountatb 3anucmn ACL ana mogudukaumm ns danna

-xX, ——remove=acl

Yoanute 3anucn ns ACL danna

-X, ——-remove-file=file

Mpountatb 3anncu ACL ana yganeHusa us danna

-b, -——remove-all

Ypanutb Bce paclumpeHHble 3anuncu ACL

-k, ——remove-default

Yaanute ACL-no ymon4yaHuio

-—-set=acl

YctaHouTtb ACL ans danna, 3ameHus Tekywmn ACL

—--set-file=datei

Mpountatb 3anncu ACL gns yctaHoBneHus M3 danna

--mask

Mepecuntatb Macky acpeKTUBHLIX NpaB

-n, -—no-mask

He nepecuntbiBaTh Macky addeKkTUBHbIX npas, 0bbIYHO setfacl ne-
pecynTbIBaeT MacKy (Kpome criyyas ABHOro 3afjaHusa Macku) Ans Toro,
YTOObI BKMOUYMTL €€ B MaKkcMMarbHbIn Habop npas JocTyna anemMeH-
TOB, Ha KOTOpble BO34eNCTBYET Macka (AN BCex rpynn v oTaerbHbIX
nonb3oBarenen)

-d, -——default

MpumennTe ACL-N0 ymonyaHuio

-R, ——recursive

[lns noakaTtanoroe pekypcuBHO

-L, --logical

CnepoBatb MO CUMBOSIMYECKUM CCbISIKaM, MO YMOSYaHMUIO CCbINKU, He
ykasaHHble B KOMaHLHOW CTPOKe, UTHOPUPYHOTCS

-P, —-physical

He cneposaTb N0 CUMBOSIMYECKUM CChIfIKaM, AaXXe eCrii OHU yKa3aHhbl
B KOMaHAHOW CTpoKe

—--restore=file

BoccTtaHoBUTL pe3epBHYIO KOMUIO NpaB AOCTYyna, CO34aHHY KOMaHAon
getfacl -R unu e nogobHon. Bce npaea goctyna gepesa kartano-
roB BOCCTaHaBMBAOTCS, UCMOMNb3Ysl 3TOT MexaHn3m. Ecnn BBogmmble
AaHHble coaepXaTt aneMeHTbl Ana Bnagenbua unuv rpynnbl-enagensua
N komaHaa setfacl BbINOMHAETCH NONb30BaTeNeM C UMEHEM root,
TO Bragernew u rpynna-snagenel Bcex annos Takke BOCCTaHaBMU-
BalOTCA. JTa OMNUMS HE MOXET UCNONb30BaTbCA COBMECTHO C ApYrumMu
ONuMSMU, 3a UCKITKOYEHNEM oNumMmn —-test

--test Pexum TectnposaHusa (ACL He nameHsoTcs)
--help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBeCTM MH(popMaLnio 0 BEPCUN U BbIATU

Mpn ncnonb3oBaHMM oNUMN —-set, -m U —x AOMKHbI ObITb NepeyncrneHbl 3anucn ACL B

KomMaHaHowm cTtpoke. AnemeHTbl ACL pasgensaTca oguHapHbIMU KaBblYKaMu.

Mpu yteHnn ACL n3 parina npu nomowm onumm —--set-file, -Mu -X KOmMaHga setfacl

NPUHNMaET MHOXECTBO 3J1IEMEHTOB B q)opmaTe BbiBoga getfacl. B CTpOKe 00blyHO coaepXunTcA

He 6onblue ogHoro anemeHTa ACL.
3.3.6.1. AnemeHTLI ACL

KomaHga setfacl ucnonb3yeTt criegyowmne opmatbl arniemeHToB ACL:

1) [dlefault]:]

[u[ser]:]Juid [:[+|"]perms]
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lMpaBa gocTtyna oTgenbHoro nomnb3oBartens. Ecnu He 3agaH uid, TO npaea goctyna

Bnagenbua dganna.

2) [dlefault]:] glroupl:gid [:[+|~]perms]

MpaBa goctyna oTaenbHOM rpynnbl. Ecnn He 3agaH gid, To npaBa gocTtyna rpynnbl-

Bragenbua.

3) [dlefault]:] m[ask]:[+|"] perms

Macka adppeKkTUBHbIX Npas.

4) [d[efault]:] o[ther]:[+|"] perms

lMpaBa goctyna Bcex ocTanbHbIX.

AnemeHT ACL aBnsietcs abcontoTHbIM, eCnn OH COAEPXKUT NoNe perms U ABMSETCS OTHO-
CUTENbHbIM, €CIN OH BKNIOYAET OAMH M3 MOAMMUKATOPOB: «+» UK «*». ABCOMIOTHbIE 3NEMEHTbI
MOryT MCMNOMb30BaTbCA B onepauusax yctaHoskn unn mogudukauumn ACL. OTHocuTenbHble ane-
MEHTbl MOTYT MCMNONb30BaTbCA TONbKO B onepauun mogndukauum ACL. NMpaBa goctyna aons
OTAerNbHbIX Norb3oBaTenen, rpynnbl, He CoaepXaLlue HUKaKMX Noren nocne 3HavYeHun uid, gid
(none perms nNpu 3TOM OTCYTCTBYET), UCNOMb3YIOTCA TONBKO ANSA yOaneHUs 3NeMeHTOB.

3HaveHus uid un gid 3agaroTcsa UMeHeM unu Ynucnom. lNone perms MoxeT ObITb Npea-
CTaBneHo kombuHaumen CMMBONOB r, w, X, — Unu undp (0-7).

3.3.6.2. ABTOMaTU4eCKM co3faHHble NnpaBa AocTyna

M3HavanbHO dhannbl 1 Katanorn cogepaT Tonbko Tpy 6a3oBbix anemeHta ACL: gns
BnagenbLa, rpynnbl-Bnagensua u Bcex ocTanbHbIX Nonb3oBatenen. CyliecTByeT pag npasun,
KOTOpble criefyeT BbIMOSHATD:

1) He MoryT 6bITb yaaneHsl cpasy Tpy 6a30BbIX anemeHTa. [JomkeH NpucyTCcTBOBaTb XOTA

Obl OOWH;

2) ecnu ACL cogepxuT npaBa gocTtyna ansa otTaenbHOro nosib3oBatens unm rpynnsl, To

ACL Takke gormkeH cogepxaTb Macky adhdeKTUBHbIX Npas;

3) ecnn ACL cogepxunt kakne-nmbo anemeHTbl ACL-no ymonyaHuo, To B NocnegHem

OOMMKHbI TaKKe NpUCyTCTBOBaTb TpU 6a30BbIX anemeHTa (1. e. NpaBa AocTyna no ymonya-

HWIO ANSA Bnagenbua, rpynnbl-Bnagensua n Bcex ocTasbHbIX);

4) ecnn ACL-no ymonyaHuio cogepXXuT npaea AocTyna Ans otaenbHbIX Nosfib3oBartenem

unu rpynn, To B ACL Takke gomkHa NpMcyTCTBOBaTb Macka a(OEKTUBHbIX NpaB.

[Onsa Toro 4To6bl NOMOYb MONbL30BaATENIO BbLIMOMHATL 3TU Npasuna, setfacl co3gaer
npaBa JOCTyna, UCMNOSMb3yH YXKe CYLLEeCTBYHOLME, COMMAcHO cneayowmm YCroBUSIM:

1) ecnu npaea gocTyna Ans oT4enbHOro nonb3oBartens unu rpynnesl gobasnexsl B ACL, a
MacKu npaB He CyLLecTBYyeT, TO CO31aeTca Macka C npasBamu JOCTyna rpynnbl-Bragensua;
2) ecnu co3gaH anemeHT ACL-no ymonyaHuio, a Tpex 6a3oBbiX 3f1IEMEHTOB He 6bIno,

Torga Aenaetcs ux konust u oHn gobaenstotcs B ACL-No ymon4yaHuio;
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3) ecnn ACL-no ymon4yaHuio coaepXuT Kakme-nmbo npasa gOCTyna Afst KOHKPETHbIX
nonb3oBaTesis UNu rpynnbl U He COAEPXKUT MacKy npaB JOCTyna o yMON4aHuto, To Npu

co3gaHuMM aTa Macka OyaeT MMeTb Te XKe npaea, YTo 1 rpynna no ymMosryaHuio.
3.4. AnuckpeuunoHHoe ynpaBneHue goctynom B CYB PostgreSQL

B kauectBe 3awmweHHon CYB[ B coctaBe OC ncnonbayetcs PostgreSQL, gopabotaHHas
B COOTBETCTBUU C TpeboBaHneM nHrerpauumn ¢ OC B YaCcTU MaHAaTHOroO ynpaBneHust AOCTYNOM K
UHdopmMaLunu.

CYB[] PostgreSQL siBnsieTcss 06beKTHO-pENSALMOHHON. Ha HM3KOM ypOBHE faHHble Xpa-
HATCA B OTHOLWeEHMAX (Tabnuuax, Bugax), U 4oCTyn K AaHHbIM pa3rpaHUYnMBaETCA B MOHATUAX
pensunoHHon CYB[.

CyLlHOCTM (OaHHbIe) B pensaumoHHon B[] xpaHAaTca B OTHOLWeHMAX (Tabnmuax), COCTOALLMX
N3 CTPOK 1 cTonoduos. [pn aTOM eanHNLENn XpaHeHNa U 40CTyNna K AaHHbIM SABMSETCS CTPOKa,
cocTosilasn n3 nonen, naeHTuuLmMpyemMblx MMeHamu ctonbuos. Kpome tabnuu, cyliecTByoT
apyrve obbvekTol Bl (BUAbI, Npoueaypbl U T.M.), KOTOpble NPeaoCTaBnAT AOCTYN K AaHHbIM,
XpaHAWwmMmea B Tabnuuax.

C kaxabim Tnom obbvekToB B accounnpyetca onpeaeneHHbin Habop TUNOB AocTyna
(BO3MOXHbIX onepauuin). [1ns kaxgoro ooGbekTa S\BHO 3a4aeTCs CNMCOK pa3peLLEHHbIX ANs KaXaoro
N3 NOMMeHOoBaHHbIX cybbekToB B[l (monb3oBaTtenen, rpynn unu ponen) TmnoB goctyna (T.e.
ACL). N B panbHenwem npu pasbope 3anpoca k B[] ocywecTBnaeTcs npoBepka BO3MOXHOCTU
npegocTaBreHnsa goctyna cybbekrta K 06beKTy Tuna, COOTBETCTBYIOLLEIO 3anpocy.

B PostgreSQL o6bektamm ANCKPELMOHHOIO yrnpaBneHns JOCTYNoM MOryT 6biTb cTon6ubl
Tabnuubl, NOCKONbKY OHWM O4HO3HAYHO MOEHTUMPULMPYIOTCA MO COCTaBHOMY MMEHW Tabnuubl 1
ctonbua, T.K. uMsa cTonbua BHYTpU Tabnuubl ABASETCA YHUKAIbHbIM.

B T0 xe Bpems, oTaenbHasa cTpoka Tabnuubl He ABNSETCA OOHO3HAYHO naeHTuduumnpye-
MbIM 06BLEKTOM 1 B 06LLEM CnyyYae ANCKPELNOHHbIE U Ntobble ApyrMe npasuna pasrpaHnyeHuns
A0CTyna K Hen NpMMeHeHb! BbITb He MOryT. [1OCKONbKY Kaxaasi CTpoka MAEHTUULNPYETCS TONBKO
HabopoOM coOepXMMOro CBOMX Mornen, To paspaboTynky notpebyercs BblIGpaTb Ty UMAN UHYLO
npoueaypy naeHtudukaumm ctpok B b1, Takyto, Hanpumep, Kak co3gaHne NepBUYHOrO Kroya unm
co3faHne U3n4ecKoro YHMKanbHoro ngeHtudukatopa ctpoku B b/.

[ononHutensHo Ans orpaHudeHnst Habopa AaHHbIX, BblAaBaeMblX MOb30BaTEND, MOXHO
npuMeHaTb Bxoaswyto B PostgreSQL cuctemy cpunerpaumm ctpok (POLICY) nog HasBaHWeM
ROW LEVEL SECURITY, cdunerpoBaTtb CTPOKK, BblgaBaeMble N3 Tabnuubl ykazaHHOMY MOSib30Ba-
Tent (Nonb3oBaTtesiiM) Ha OCHOBAHUWN BbIYUCIIEHUS 3a4aHHOMO FTOMMYECKOro BblpaXKeHus.

B pamkax guckpeumoHHbix MNP onpegeneHsl crneaytowme onepaunm Hag Tabnuuamm mn

XpaHAWMMUNCA B HUX JaHHbIMU!
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- SELECT — YTEHME OaHHbIX 13 Tabnuubl;

- INSERT — BCTaBKa HOBbIX JaHHbIX B Tabnuuy;

- DELETE — yganeHue HeKoTopbIX/BCcexX AaHHbIX B Tabnuue;

- UPDATE — U3MEHEHWE aHHbIX B Tabnuue;

- REFERENCES — MCMNOfb30BaHNe AaHHbIX Tabnuubl ANs BHELUHUX KIHOYEN;

- TRIGGER — CcO3aHue 1 Ha3Ha4yeHue Ans Tabnvubl TpUrrepos;

- TRUNCATE — oyucTka Tabnuupl (yaaneHue Bcex AaHHbIX).

[nsa 6onee rmbkon paboTtbl ¢ gaHHbIMKM B CYB[] BBeaeHb! crnegytolme o6bekTbl, K KaXaomy
N3 KOTOPbIX TaK e CyllecTByeT Habop onepauuni:

1) BMO — cnocob opraHuMsauuu npegBapuTesibHO NOArOTOBMEHHbIX 3anpocoB. Habop

ornepauun coBnagaeT ¢ Habopom onepaunn ansa Tabnuuy, 3a UCKNIOYEHNEM CO3aaHus

TPUITEPOB U BHELUHMX KITHOYEN:

SELECT — YTeHne gaHHbIX U3 BUaa,

INSERT — BCTaBKa HOBbIX AaHHbIX B BUA,;

DELETE — yAarieHMe HEKOTOPbIX/BCEX AAHHbIX B BUAE;

UPDATE — U3MEHEeHNe OaHHbIX B BUAE;
2) nocnepfoBaTtenbHOCTb — CNOCcob NoNyyYeHUst YHUKanbHbIX 3HavyeHun (cveTtuumk). Onpeae-
NeHbl creayloume onepauuu:

- SELECT — YTeHWe 3Ha4YeHUs CHETUUKa;

- UPDATE — yCTaHOBKa 3Ha4YeHUs1 CHETUMKA,;

- USAGE — BbINOMHEHMEe YHKLUUIN MaHUNYNMPOBAHNS CHETYUKOM;
3) B[l — cnocob opraHunsauum obnactu AaHHbIX, cogepXallmnx Bce ocTarnbHble 0ObEKThI
CYB[. OnpeaeneHbl cneayrowme onepauum:

- CREATE — co3ganue b[;

- CONNECT — ycTaHOBKa coeauHeHus ¢ b[;

- TEMPORARY/TEMP — co3gaHune BpeMeHHbIX Tabnuy, B B[;
4) yHKLMA — NpOrpaMmHbIN KO4 MaHUNyNUMpoBaHUa AaHHbIMU Ha cepeepe. OnpegeneHa
onepaunsa EXECUTE — BbINOSIHEHNE (PYHKLNY;
5) A3bIK — A3blKk HanNUcaHusa yHKUMn Ha cepBepe. OnpegeneHa onepauus USAGE —
MCNONb30BaHWE A3blKa A5 HanucaHusa yHKUNIA;
6) cxema — cnocob opraHm3aumm o6bLEKTOB B nNpeaenax otaensHon BI. OnpegeneHbl
cnegyowine onepawmu:

- CREATE — co3faHne OObeKTOB B yKa3aHHOW CXeMe;

- USAGE — 1CNOnb30BaHNe 0ObEKTOB YKa3aHHOW CXEMb;
7) TabnuyHoe npocTpaHCcTBO — cnocob opraHm3aumm B B C OC. OnpegeneHa onepa-

umst CREATE — co3gaHne o6bekToB B YKa3aHHOM TabnnyHom NpPoCTpaHCTBE.
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8) BuHapHbIN 06bEKT — cnocob XpaHeHUs BoNbLUMX OBONYHBLIX O6BLEKTOB (dhannos, 4OKY-
MeHTOB, dpoTorpadmn, u 1.n.) B . OnpeaeneHsl criegyowme onepaunn:

- SELECT — 4YTeHue buHapHoro oobekTa;

- UPDATE — u3MeHeHne buHapHoro obbekTa;

9) B B[ moryT npucyTCcTBOBaTb AOMNOMHUTENbHbLIE 0OBbEKTDI, AN UCMOMb30BaHNS KOTOPbIX

onpegereHa onepauuns USAGE.

[ns KOHTpONS BbLINONHEHUS BCEX NMEPEUYNCNEHHbIX onepauumn auckpeunoHHsix MNP cyuwe-
CTBYIOT COOTBETCTBYHOLUME NpaBa focTyna. [1paBo Ha npegocTaBneHne npas 4OCTYNa K CYLLHOCTAM
He MOXeT ObITb NpegoCTaBneHo APYrMM NONb30BaTENAM U OCTYMHO TONbKO agMUHUCTPATOpPY
B (Nnpu COOTBETCTBYIOLWMX HACTPOMKax cepBepa MOXeT ObiTb NpedoCTaBreHo 1 BragesnbLy
CYLLHOCTM).

Kpome paccMoTpeHHbIX (aenermpyemMblix) npaB AOCTyNa, CyLLecTBYeT psag npas, KOTopble
BCerga npuHagnexar Brajernbluam cylwHocTemB 1 agMmuHuctpatopam CYBM. OTn npasa He
MOryT ObITb AernernpoBaHbl UM oTMeHeHbl cpegcteamm CYB. K Takmm npaBam OTHOCATCS:
yoaneHue n Mmoamdukalms CyLHOCTU U Ha3HaYeHre Nonb3oBaTenam Aenernpyemolx npas 4ocTyna
K CYLLLHOCTSIM.

Cpaasy ke nocne cosgaHus CyLWHOCTU TONbKO ero Bnagenew n agmmHuctpartopbl CYB[
MOFyT MCMNOSb30BaTb €ro Kakum-nndo obpasom. [Ana Toro 4Tobbl C 9TOM CLLHOCTLH MOIMK pa-
boTaTb Apyrne nonb3oBaTenu, Brageney cywHocTn unu agMmmHnctpatop CYB[ gomkeH ABHO
NpeaocTaBuUTb UM COOTBETCTBYHOLLME AMCKPELIMOHHbIE NpaBa A4oCTyna.

Mogudukaums MmeTagaHHbIX BO3HUKAET KaXabl pa3 npu nameHeHumn cTpyktypbl B, 4to
BKNtOYaEeT B cebsa cosgaHne, moandmkauuio n yganeHne oobektos Bl.

PasrpaHnyeHune gocrtyna K nepeyncrieHHbIM onepaumam Ha yposHe CYB[] Tak xe peanu-
3yeTca npuMeHeHneM anckpeumnoHHbix MPL. [na aToro ncnonb3yeTca npaBo BrageHusi 00bekToMm,
npaBo Ha co3aHne 00bekToB. MpaBo BnageHus oObLEKTOM npefocTaBndaeT Bragensly obbekTa
BO3MOXHOCTb MoauduumposaTb M yaansate o6bekT. Kak npasuno, BrnagensLem sBNseTca co-
3patenb o6bekTa unu cynepnonb3oBartens (agmuHucTpatop BA). NpaBo Ha co3gaHne (CREATE)
cywecTtByeT K obbektam B[l, aBnsowmxcsa KOHTENHepamMu Ona ApYrMx OObEKTOB, @ MMEHHO:
HenocpencTBeHHo cama b[l, cxema, TabnmMyHoe NPOCTPaHCTBO.

Mpu BbINONHEHMKM Ntob6oro 3anpoca nonb3oBartens (cyébekra B) k 3awuwaemomy pecyp-
cy (o6bekTy B[]) BbinOnHAETCA ANCKPELUMOHHOE yrnpaBreHme OCTYNOM Ha OCHOBE YCTaHOBMEHHbIX
nonb3oBaTtento npas. [na Kaxgon BbINONHAEMOW onepaummn Npou3BOANTCH NpoBepKa Hanmyms
npaea y nonb3oBaTternsi Ha BbIMNOMHEHWE JaHHOW KOHKPETHOW onepauunn.

IOuckpeunoHHble MNP npumeHstoTca nocne pasdopa 3anpoca nonb3oBaTens u nocTpoe-
HWA NNaHa ero BbINOMHEHMS.

AunckpeunorHble MNP k ctonbuam obbekTa NPUMEHSAKTCS TOMbKO NPU OTCYTCTBUMN SBHOIO
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paspeLLeHnst Ha OOCTyn K camon Tabnuue. Takum o6pa3om, NnpaBa JOCTyna K 0ObEKTY SBNAKOTCA
AOMUHMPYOLWMMK. [Tpyn 3TOM Mpm OTCYTCTBUM SIBHO 3aaHHbIX NpaB Ha 0ObeKT HeNb34 ckasaTtb
onpeaeneHHo o npeaocTtaBneHnMn JocTyna A0 TexX nop, noka He ByayT npoBepeHbl npaea Ha
cTonOubl 0ObekTa.

B CYBL PostgreSQL napameTp KoHdurypaumm ac_enable_ trusted_owner NO3BO-
naetT agMUHUCTPATOpy 3anpeTuTb Bragensuam o6bekToB nepegasaTtb Npasa Ha JOCTYN K HAM
Apyrum none3osatenam CYB[. B cnyyae ycTaHOBKM 3Ha4YeHUs 3TON NepeMeHHON KOHurypawumm
B FALSE pacnpefeneHue npae goctyna Kk oobektam B[] paspelleHo Tonbko agMUHUCTpaTopam
CybA.

MapameTp koHurypauum ac_allow_grant_options MNO3BONSAET agMUHUCTPATOPY
3anpeTnTb nepefady yxe WMMELWMXCa NpaB [ocTyna Ha oObekT apyrum ponsm. Ecnn
ac_allow_grant_options ycTaHOBMeH B FALSE, TO 3anpeljaeTca Mcnonb3oBaTb KoMaHay
GRANT c npuBunerved WITH GRANT OPTION. Ecnuy ponu ectb npuBunerna GRANT OPTIONS
M ac_allow_grant_options = false, TO nepegadya npaB AOCTyna APYrMM ponaM Takxe
3anpewaercs. N3bsatme (REVOKE) npueuniernm GRANT OPTIONS paspeluaeTcs Bcerga.

[MapameTp koHUrypaumm ac_allow_admin_options No3BoNAeT agMUHUCTpPATOPY 3a-
npeTuTb Nepegadvy npas YreHcTBa ponu Apyrum ponsam. Ecnm ac_allow _admin_ options ycTa-
HOBMeH B FALSE, TO 3anpeLyaeTcs ucnonb3oBatb GRANT ¢ npusunernen WITH ADMIN OPTION.
Ecnu y ponn ectb npusunerna ADMIN OPTIONS M ac_allow_admin_options = false, TO
nepegaya npas YrieHCTBa APYrMM ponsMm Takke 3anpelaercs. N3batue (REVOKE) npusunerum
ADMIN OPTIONS paspeluaeTcs Bcerga.

MapameTp KoHGUrypaumm ac_enable_truncate NO3BOMSET agMUHUCTPATOPY 3anpe-
TUTb Bnagenbuam o6bekToB 1 NobbiM Nonb3oBaTensM, obnagatwL MM COOTBETCTBYHOLLMM NPaBoM
TRUNCATE, BbINOMHATb yAaneHne BCcex 3anucen M3 Tabnuu. B cnyyae yCTaHOBKM 3HaYeHUA
3TOM NepeMeHHON KoHUrypaumm B FALSE BbINOfIHEHME KOMaHAbl TRUNCATE 3anpeLeHo BCeEM

noJsib30BaTENAM.

3.5. CpeacTtBa ynpaBneHua pauckpeumoHHbiMu TP k o6bektam B CYB[
PostgreSQL

[nsa ynpasnenunsa guckpeumoHHbiMu MNP k o6bektam B CYB[ PostgreSQL ucnonbsyetcs
rpacmyeckasn ytunmta pgadmin3.

[nsa npenernpoBaHnsa ANCKPELMOHHBIX NMpaB AOCTYyNa kK 00bekTamM MCNomnb3yeTcsi KoMaHaa
SQL GRANT, a gns OoTMeHbl — KOMaHAa REVOKE. Hanpumep, ecnv B cucteme cyLlecTByeT
nonb3oBaTenb ivanov, TO eMy MOXeT ObITb NPefoCTaBNeHo NpaBoO Ha U3MEHEHWe OaHHbIX B
Tabnuue CueTa C NOMOLLbLIO CreayroLen KoMmanabl:
GRANT UPDATE ON "Cuera" TO ivanov

[ns npepoctaeneHns npas JOCTyna K 06bekTy cpady BCeM Monb3oBaTeNsaM CUCTEMbI
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CYLLECTBYeT crneLmanbHoe «MMsa nonb3oBaTena» PUBLIC, a ANSA NpeaocTaBneHus Bcex npas —
crneumanbHoe «npaBo» ALL. Hanpumep, 4ToObl aTb BCeM MONb30BaTensiM MOSHbIA AOCTYN K
Tabnuue CuetTa, crieqyeT UCMONb30BaTb CNeayLyo KoMaHay
GRANT ALL ON "CueTa" TO PUBLIC

Mpu HeObXOAMMOCTM NPaBO AOCTYNa MOXET ObiTb NPeAOCTaBNeHO Nonb3oBaTento (HO He
rpynne) ¢ BO3MOXHOCTbIO IeNerMpoBaHus JaHHOro npasa Apyrum ponsam. [ns 3Toro ncnonb3yeTcs
Krno4yeBasd cbpasa WITH GRANT OPTION:
GRANT UPDATE ON "Cuera" TO ivanov WITH GRANT OPTION

Bnageney o6bekta MOXXeT OTMEHUTb COBCTBEHHbIE AenernpyemMble npasa, Hanpumep,
nepeBeas OOBLEKT B PEXUM «TOMbKO ANs YTEeHUS» Ans cebsl, Tak e Kak U ANs BCexX oCTalnbHbIX

rnorib3oBaTenemn.
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4. MAHOATHbIE YNPABJIEHUE OOCTYMNOM U KOHTPOJIb LUEJIOCTHOCTH

4.1. O6wune cBegeHus

MaHpgaTHoe ynpaBrieHne OOCTYNOM BKOYaeTcs aBTomatudecku npum yctaHoske OC.
MopsiaoK BKIOYEHUst MaHOaTHOro KoHTpons uenoctHoctv (MKL,) onvcaH B 4.3]

MexaHn3mbl MaHOaTHOro ynpasneHUst 4OCTYNOM M MaHOAaTHOrO KOHTPOMS LEenoCTHOCTH
peanusoBaHbl B aape OC. [Npn 3TOM NPUHATME pPELLEHUs O 3anpeTe U paspeLlleHnn goctyna
cybbekTa K CYLWHOCTN NPUHMMAETCS Ha OCHOBE Tuna onepaunn (4TeHune/3annucb/ucrnonHeHne),
MaHAaTHOro KoHTekcTa 6e3onacHoCcTu cybbekTa u MeTkn 6e30MacHOCTU CYLLIHOCTH.

MexaHn3mbl MaHOATHOroO ynpasneHnss 4OCTYNOM M MaHOATHOMO KOHTPOMS LEeNoCTHOCTH
3aTparusaroT criegyrowime noacucTembl:

MexaHu3msbl IPC;
ctek TCP/IP (IPv4);
®C Ext2/Ext3/Ext4;
cetesBble ®C CIFS;
@C proc, tmpfs.

MeTka 6e3onacHOCTU onpeaensieTcsa KnaccndukalmMoHHON MEeTKOW (onpeaensieTcs nepap-
XMYECKMUM YPOBHEM KOHMOUOEHUMANBHOCTU N HENEPAPXMYECKON KaTeropmen KoHpuaeHunanb-
HOCTU) N METKOM LEeNOCTHOCTU (Henepapxm4eckum ypoBHEM LIeNocTHOCTK). [pasuna npuHAaTUS
peLlleHns o npegocTaBneHnn JOCTyna Ha OCHOBE MeTKM 6e30nacHOCTU onucaHbl B 4.2,

OC nosBonsieT ncnonb3oBaTtb 256 3HaYEHUIN ANS MepapxXnM4ecknx ypoBHEN KOHPpUOEHLUM-
anbHocTU (uenble yncna ot 0 fo 255) n 64 pasnnMyHbiX HENEpPapXMYECKNX KaTteropnun KOHpuaeH-
LUnanbHOCTU (NpeaAcTaBneHHbIX B BUAe paspsgoB OMTOBOW Macku).

MpnmevyaHune. B MIHPOPMALMOHHBIX CUCTEMAX C MaHAATHLIM ynpaBneHneMm JOCTYNOM
Kak npaBuIio NPUMEHSIIOTCA KNacCUUKaLMOHHbIE METKWU, B KOTOPbIX UCMONb3yeTcs TOMbKo 4
YPOBHSI KOHuaeHumanbHoctn ot 0 o 3 n 64-6utoBas mMacka C pasfiMyHbIMU COMETAHUAMMU
KaTeropum.

B OC ncnonbayercs pelueTka YpOBHEN LIeNOCTHOCTY (aHanor peLleTkn Hemepapxmyecknx
KaTteropui) B ananasoHe 3HadeHun ot 0 go 255. 3ToT gmManasoH cogepxmTt Habop HeCcpaBHUMbIX
mexay cobor ypoBHen LenoctHoctu (Hanpumep, 1=0b00000001, 2=0b00000010, 4=0b00000100,
8=0b00001000,16=0b00010000,32=0b00100000,64=0b01000000,128=0b10000000), KOTOPLIE
MoryT 6biTb 3a1eMCTBOBaHbI A4S CUCTEMHbIX CEPBUCOB (HanpuMMep, YpoBeHb LIeNOCTHOCTU 8 3ape-
3epBMpoBaH Ansa rpadmyeckoro cepeepa Xorg). Mpu yctaHoBke OC no ymonyaHuio npegnaraeTcs
MaKcuMarbHbIA YPOBEHb LenocTtHocTn 63 (B agBonyHon cucteme 0b00111111), MUHUManNbHbLIA ypo-
BeHb Bcerga 0. MakcumManbHbIMU YPOBHAMM LENOCTHOCTU B CUCTEME MOTYT ObITh YNCA, Y KOTOPbIX

OuTOBas Macka BKIO4HaeT OMTOBbIE MAcKmn BCEX OCTalbHbIX MNCMNoJ1b3yeMbIX ypOBHeVI LLeNTOCTHOCTU
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B cucteme (Hanpumep, 63=0000111111, 127=0b01111111, 191=0b10111111 n 255=0b11111111).
BHUMAHME! YctaHaBnmBath Ans Nonb3oBaTesisi O4HOBPEMEHHO BbICOKMIN YPOBEHb KOH-
duaeHuUmanbHOCTH (KnaccurKaumoHHy METKY) 1 BbICOKUA YPOBEHb LIENOCTHOCTU HE pEKOMEH-

ayeTcs.
4.2. NpaBna npMMeHeHUA

[MycTb KOHTEKCT 6e30nacHOCTN CybbekTa COAEPXKUT YPOBEHb KOHMAEHUMANBHOCTN LO,
YpOBEHb LIeNoCTHOCTM 1L0 un KaTeropum CO, a MeTka 6e30nacHOCTU CYLHOCTU COAEPXUT nepap-
XNYECKNUN YyPOBEHb KOH(UMAEHUMANbHOCTN L1, HemepapxXxniyecknin ypoBeHb LIeNTOCTHOCTM iL1
N HEnepapxmyeckyto Kateropmio KoHpuaeHumansHocTn C1. Onepaumm cpaBHEHUS YPOBHEN U
KaTteropmn n goctyna cybbekToB K CYLLHOCTSAM ONpeaensitoTca crneayowmm obpasom:

1) ypoBeHb L0 MeHbLle ypoBHS L1 (LO<L1), ecnu YncrneHHoe 3HavyeHne LO MeHblue

YNCIIEHHOTO 3HaYeHns L1;

2) ypoBeHb L0 paBeH ypoBHIO L1 (LO==L1), ecriv YucneHHble 3Ha4yeHms LO n L1 coBna-

Aaror;

3) ypoBeHb LenocTHOCTM iL0 MeHblle ypoBHA iLl (1L0<iLl), ecnu Bce 6Butbl Habopa

iL0 sABNAKTCSA NOAMHOXECTBOM Habopa 6uT iLl;

4) ypoBeHb LenoCTHOCTU 1L0 paBeH YpOBHIO UenocTHocT iLl (1LO0==1iL1), ecrnv 3Ha-

YyeHmna iL0 un iL1 coBnagawT;

5) kaTeropumn CO MeHbLle kaTeropumn C1 (C0<C1), ecnu Bce 6uTbl Habopa CO ABNATCA

NoAMHOXeCTBOM Habopa 6uT C1;

6) kateropumn CO paBHbl kKateropusim C1 (C0==C1), ecnm 3Ha4eHus CO n C1 coBnagator;

7) onepauus 3anucu paspelleHa, ecnm LO==L1, iL0>=iLl n C0==C1,;

8) onepauus 4teHus paspelleHa, ecnm LO>=L1, C0>=C1, ViL0, ViL1;

9) onepauus ncnonHeHus paspelleHa, ecnm LO>=L1 n C0>=C1, ViLO0, ViL1l.

B oTHOWweHUn atpnbyToB AOCTyNa AENCTBYIOT CreayoLlme npasuna HacneaoBaHus:

- €Cnn B ceccum NopoXaatoTcsa Apyrve npouecchbl, TO OHU HacnegyT METKY LIeNTOCTHOCTH

N KNnaccuUKaLMOHHYO METKY;

- npouecc Ha Nnbom ypoBHE LIENTOCTHOCTM CO34aeT CYLLHOCTb TONMbKO C HYNEBbIM YPOBHEM

LenioCTHOCTU. [1OBbICUTL YPOBEHb LIENOCTHOCTU CYLLHOCTU MOXET TOSIbKO CyObekT C

BbICOKMM YPOBHEM LIEMNOCTHOCTU U C HanuMynem npusunermm PARSEC_CAP_CHMAC;

- npouecc co3faeT CYLIHOCTM TOMbKO MOSTHOCTbIO Hacnegys CBOK KraccuduKaLunoH-

HYIO MEeTKy. MI3MEeHUTb ee MOXET TOSNbKO NPUBUIIErMPOBAHHbLIN NPOLIECC C NpUBUIIErnen

PARSEC_CAP_CHMAC.

B OC npenycMoOTpeHO cyLecTBOBaHME CTPYKTYPUPOBAHHbIX CYLLHOCTEN LOCTYNa — KOH-

TenHepoB (Hanpumep, katanoroB ®C), T.e. CyLIHOCTEN, KOTOPbIE MOMYT COAEPXKaTb APYrne CyLu-
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HOCTM gocTtyna (katanorn unm dannbl). MeTka 6e30nacHOCTU KOHTeMHepa onpenensieT Mak-
CUManbHYy MeTKy 6e30nacHOCTU BNOXEHHbIX CyLWHOCTeN. KOHTENHEpPBI N CYLLHOCTU UMEKT
AONONHUTENbHbIE aTpnbyThl YNpaBrieHust 4OCTYNOM — TUM METKM.

Tun MeTKn MOXeT MCMNONb30BaTbCA ANA U3MEHEeHUs npasBuna JOocTyna K KOHTenHepam m
CYLLHOCTSIM MO CriefyoLwmm npasmnam:

- TMN METKMU ccnr NPUMEHSIETCS K KOHTEMHepaM U onpeaesnsieT, YTO KOHTEMHEP MOXET

coaepXaTtb CYLHOCTW C pasfMyHbIMU KracCUUKaLMOHHBIMU METKaMK, HO He BonbLUMMK,

yeMm ero cobCcTBeHHasa knaccudukaunoHHaa meTka. MangaTHble npaBuna ons YTeHns

KOHTerHepa UrHOPUPYHOTCH, HO NPU YTEHUUN KOHTENHepa CyObekTy BUAHbI NNLb CYLLHOCTU

C KnaccuukaumMoHHON MeTKon He Bonbluen, Yem ero cobCcTBeHHas KraccudunkaunoHHas

MeTKa;

- TUN MeTKM ehole NPUMEHSETCS K MPOCTbIM CyLHOCTAM (hannam) ¢ MUHUManNbLHOWN

MeTKoW 6e30MacHOCTM M NPUBOANT K UTHOPUPOBAHMIO MaHOATHbIX NPaBUIT pasrpaHuYeHns

aocTtyna K HMM. [pegHasHadeHa ans CywHOCTEN, U3 KOTOPbIX CYObeKT He MOXET Npoyu-

TaTb AaHHble, 3anucaHHble B HUX CyObekTamu ¢ 6onee BbICOKOW KraccurKaLunoHHON

METKOM, YeM ero cobCcTBeHHas KnaccudmkaLlmoHHaa meTka (Hanpumep, /dev/null);

- TUN MeTKM whole NPUMEHSETCA K MPOCTbIM CYLLHOCTAM (dpannam) ¢ meTkon 6esonacHo-

CTW N paspeLuaeT 3anncb B HUX cybbekTtam ¢ 6ornee HU3KOro YpoBHS KOHpUAeHUMANbHO-

CTW.

Tun MeTKn MOXET ObITb YCTAHOBMEH TONbKO NPUBUIENMPOBAHHbIM Npoueccom. K cammm
npoueccam atpubyT TMN METKN HenpumeHum. NpocTas cywHocTb (hann) MoxeT umetb TMnN Nnbo
ehole, Nnbo whole.

[na cosgaHvs B KOHTENHepe, UMeoLEM TUM ccnr, BIOXEHHOW CYLLLHOCTU C YPOBHEM U Ka-
TErOPUAMN MEHBbLLUMU, YEM Y KOHTENHEepa, Heobxoanmo obnagaTtb cneumanbHbIMU NPUBUIIErMSMI
PARSEC_CAP_IGNMACCAT u PARSEC_CAP_IGNMACLVL (cm. 4.5).

BHUMAHUE! Ecnn B 3arpy3umke OC ykasaTb 3HayeHMe napameTpa sgpa
parsec.ccnr_relax=1, HENPUBUIIErMPOBAHHbLIV NOMb30BaTEllb CMOXET NPOU3BOAUTL 3aNUCh
dannoB ¢ pasHbIM YPOBHEM KOH(OUMOEHLMANBHOCTU B KOHTENHEP (KaTanor) ¢ ycTaHOBMNEHHbIM
donarom ccnr.

BHUMAHUE! MaHgaTtHble aTpubyThl Ha KOpHE hansioBon CUCTEMbI ONPEAEnsitoT MaKcu-
MarnbHbI MaHAATHbLIN KOHTEKCT 6e3onacHOCTM cylHocTen. MaHgaTHble aTpubyThl, yCTaHaBnMBa-
eMble MO YMOSIYaHUIo0 Ha KopeHb (panroBon CUCTEMbI N PSA BIIOXKEHHbIX dannoBbiX 06bEKTOB,

onpeneneHbl B ceHapun pdp-init-£fs, KOTOPbIA pacrnonoXeH B kaTtanore /usr/sbin.
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4.3. MaHOaTHbIA KOHTPOJb LLEeNIOCTHOCTU

4.3.1. Bkno4yeHne MaHAATHOro KOHTponA uenoctHoctn Ha OC

4.3.1.1. ina npoLeccopHOU apxXUTeKTypbl x86-64

B npouecce yctaHoBkn OC pexum MKL, ana OC Bkntovaetcs no ymonyaHuio. na cu-
CTeMHOro napameTpa sgpa B 3arpysdmke OC Grub yctaHaBnmBaeTcsl 3Ha4YeHMe max_ilev=63 —
MakcuMarsibHbl YPOBEHb LEfIOCTHOCTM No ymMonyaHuto. Bce npoueccol, HauMHada oT init go
yTUnnTbl rpadpnyeckoro Bxoga B cuctemy f£ly-dm, 6yayT 3anyckaTbCsl Ha AaHHOM YPOBHE Le-
NOCTHOCTW.

BHUMAHMUE! Mpadurueckui cepeep Xorg no ymonyaHuo pabotaeT oT nonb3oBaTens Ha
BblAENEeHHOM YPOBHE LefIoOCTHOCTM 8.

Ecnu pexum MKL, 6b1n BbikntodeH (cMm. [4.3.3)), To ero NoBTOpHOE BKIIOYEHKE BbINOMHSAETCS
C NOMOLLbIO KOMaHAb!:
astra-mic-control enable
UnNn ncnonb3ya rpaduyeckyto ytmnuty £ly-admin-smc (CM. SNEKTPOHHYHO ClpaBky).

Mocne BkntoyeHns MKL Heobxoanmo nepesarpysnts OC.

4.3.1.2. [1nA npoLecCoOpHON apXUTEKTYpPbl «ANbOpyc»

Mocne yctaHosku OC pexum MKL, ansa OC no ymon4aHuio BbIKIMOYEH.

BkntoueHne MKLl BbINONHAETCA C NOMOLLLIO KOMaHAb!:
astra-mic-control enable35
UnNn ncnonb3ya rpaduyeckyto ytmnuty £ly-admin-smc (CM. SNEKTPOHHYHO CNpaBky).

Mocne BkntoyeHna MKLL Heobxoanmo nepesarpysutb OC.

4.3.2. BknovyeHMe MaHOATHOroO KOHTPOSA LIeNOCTHOCTU Ha hannoBon cucteme
Ona npasunbHoro dyHkumnoHnposaHust MKL, npu pabote OC HeobxoaumMo yCTaHOBUTL
aTpubyTbl MKL| Ha kopHeBoW dhannioBon cucteme (nogaepXxuBaroTca gannosble cuctembl EXT2,
EXT3, EXT4, XFS). Cpasy nocne yctaHoBkun OC atpnbytbl MKL] Ha KopHeBoW (hannoBon cucteme
HyneBble N JOSMKHbI ObITb BKHOYEHbI aA4MUHUCTPATOPOM Moche 3aBeplueHnst Bcex HacTpoek OC n
yctaHoBku [10. MNMepeg BkntoveHnem pexkuma MKL, Ha parinoson cucteme Heob6xoanMo NpoBEPUTD,
410 pexxum MKL| BkntoyeH B OC. [Insa aTOro BbINOMHUTL KOMaHAY:
cat /proc/cmdline | grep "parsec.max ilev"
B BbiBOOe pesynbrata  BbIMOMHEHUS  KOMaHAbl  HeHyneBoe 3HadeHue rnapameTpa
parsec.max_1ilev O3HaAYaeT, YTO PEXNM BKITHOYEH.
BkntoueHne MKL Ha dannoson cucteme BoinosnHsietcss Ha OC nyTem BbINOSIHEHWUST KOMaH-
abl:
set-fs-ilev
Unm ncnosnbays rpaguyeckyto ytunuty f£ly-admin-smc (CM. 3NIEKTPOHHYIO CMPaBKY).

MNocne BkntoveHnss MKLL Ha dhannoBon cucteme nNosiBNsIETCA BO3MOXHOCTb 3aJaBaTb
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YPOBHM LIeNOCTHOCTM ANS OTAerbHbIX MpoLeccoB 1 cdainos B cootseTcTBum ¢ [4.4]

4.3.3. BbiknroyeHne MKL

BoikntoyeHne MKL Ha dhainoBon cuctemMe BbINOSTHAETCHA NYTEM BbIMOAHEHUS KOMaHAb!:
astra-mic-control disable
Unu ncnosnbays rpaguyeckyto yTunuty £ly-admin-smc (CM. 3NIEKTPOHHYIO CMPaBKY).

Mepen BbikntodeHnem pexuma MKLL pekomeHayeTcst CHATb aTpubyThl LENOCTHOCTU C
006bekToB (hannoBom CUCTEMbI KOMaHAOMN:
unset-fs-ilev
UM ncnonbaysa rpaguyeckyto ytunuty £fly-admin-smc (CM. 3NIEKTPOHHYIO CNPaBKY).

Mocne BbiknoyeHna MKLL nepesarpyauts OC.

BHUMAHMUE! BuiknoveHne MKL, kpanHe He pekomeHayeTcs, T.K. MHOrne AoMonHUTE b-
Hble dpyHKLMM 6e30nacHOCTU, Takue kak BrokMpoBKa MHTEPNPEeTaTopoB, nochmodx, BIOKMPOBKa

AO0CTyna K KoHdmaeHumnansHom nHopmMauum n ap., CBs3aHbl € BKIOYEHHBIM pexxumom MKLL.

4.3.4. AamuHuctpupoBaHue OC npu BkIovYeHHOM pexume MKL

HenpueunernpoBaHHbIN NOSib30BaTeNb MOXET BbINOMHATL BXOA4 B CUCTEMY TOSBbKO Ha
HW3KOM YPOBHE LIefTOCTHOCTU (COOTBETCTBYET MUHUMANbHOMY YPOBHIO LIeNocTHOCTH). Mpusunern-
pPOBaHHbIN NOSib3oBaTeNb, MNP HaNMYNMM COOTBETCTBYIOLLEro NpaBa, MOXET BXOAUTb B CUCTEMY
Ha BbICOKOM YPOBHE LIENTOCTHOCTU (COOTBETCTBYET MakCcuMaribHOMY ypoBHIO LernoctHocTn OC) u
TONMbKO ANSA BbINOMHEHNA 3ag4a4d no KoHgurypmuposanuio OC.

AOMUHUCTpaTOpP, CO3AaHHbIN Npu yctaHoBke OC, MOXET BbINOMNHATL BXO B CUCTEMY C
BbICOKMM YPOBHEM LE€NOCTHOCTU (MO yMOn4aHuto 63) v ¢ HU3KMM YPOBHEM LIENTOCTHOCTMU.

Mpu rpadonyeckom Bxoae B CUCTEMY AN TaKoro agMUHUCTpaTopa no yMonyaHuo BblibpaH
BbICOKUIN YpOBEHb LIeNoCTHOCTU. [padmyeckmin pabounin CTON Ha BbICOKOM YPOBHE LIENIOCTHOCTH
UMeEeT KpacCHbIN GOOH.

[Mpu KOHCONMBLHOM BXOAE B CUCTEMY aMUHUCTPATOP AOIMKEH BPYYHYIO BbICTaBMATb Ypo-
BEHb KOHTPOSIS LLENOCTHOCTU (A5 BbICOKOro YpoBHSA — 63, Ansa Hu3koro — 0 vnu nponyctntb
AaHHbIN Wwar).

Bxog B cuctemy npvsunerMpoBaHHbIM nonb3oBarenem (agMMHUCTPATOpPoOM) Heobxoanum
TONbKO ANA BbINOSIHEHNS HACTPOEK CUCTEMBI U TONBKO C BLICOKMM YPOBHEM LIeNOCTHOCTW. [ns
0ObIYHOrO (LUTATHOrO) pexnma paboTbl peKoMeHAYETCH OCYLLECTBIATbL BXOA B CUCTEMY OT UMEHU

HenpuBUIIErMPOBaHHOIO NOSMb30BaTENSA HA HU3KOM YPOBHE LIENOCTHOCTW.
4.4. 3anyck cnyx6 systemd ¢ ypoBHEM LLeNIOCTHOCTU U KOH(PMAEHUMANbLHOCTU

[nsa 3anycka cnyx6bl systemd nog ypoBHEM KOHMAEHLMANBHOCTU HEOBXOAMMO B KOHMU-
rypaunmoHHoMm parine (IoHUTe) COOTBETCTBYOLLEN CNyXbbl (<umsi_toHuTa> . service) B pasgene

[Service] Ao6aBuTb crieqyoLLMiA NapameTp:
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[Service]
PDPLabel=<YpoBeHb>:<YpPOBEHbL leJIOCTHOCTU>:<KaTeropuu>

dopmart meTkn PDPLabel aHanornyeH npuHatomy B cucteme PARSEC 3a ncknioveHnem
nonga TMna MeTKM — MeTKa CnyX0bl He MOXET UMeTb pnaroB (Hanuyue dnara ehole/whole
Hegonyctumo). bonee nogpobHasa nHdopmaunsa o bopmate METKM AOCTYMNHA B BbIBOAE KOMaHAbI:
pdpl-file --help

[na MeTkn pekoMeHAYyeTCs MCMoNb30BaTh YNCIOBbIE 0603Ha4YeHWs, Tak Kak Npu paspeLue-
HUM UMH MOTYT OKa3aTbCs 3aeNCTBOBaHbI CeTeBble pecypchl, Hanpumep, LDAP-katanoru, 4yto
MOXET NPMBECTU K OLIMBKaM KOHUrypaumm, KOTopble CIIOXHO AMarHoCTMpoBaThb.

[nsa HasHaveHus cnyxbe PARSEC-npuBuneruii, npuBeaeHHbIx B 4.5, B COOTBETCTBYOLLIEM
lOHUTE (<umsi_toHuUTa>.service) B pa3gene [Service] gobaBuTb napameTp:
[Service]
CapabilitiesParsec=PARSEC_CAP_ PRIV_SOCK, ...
rae JYepes 3andatyro MoryT 6biTb nepedncnensl PARSEC-npusunernn.

Mocne penakTnpoBaHust KOHUrypaunoHHoro anna cnyxbesl HeobxogmMmo nepesany-
CTUTb systemd 1 cooTBETCTBYIOLLYHO CNYXOY, BbINONHUB KOMaHAbI:
systemctl daemon-reload
systemctl restart <umsa_cnyx6w>.service

[na npocmoTpa MeTKM CryX0Obl BbINOMHUTE KOMaHAy:
pdpl-ps <pid>
rae <pid> — vaeHTudukaTop crnyxobi.

[na npocmoTpa ycTtaHoBMNeHHbIX Ha cnyx6e PARSEC-npusunernin BbINONMHUTL KOMaHAy:
pscaps <pid>

[ns onpegeneHna <pid> cnyx6bl UCNonb3yeTcs KoMaHaa:

systemctl status <umsa_crnyx6bw>.service

4.5. PARSEC-npuBuneruu

PARSEC-npuBunernmn Takxe, kak u Linux-npusunerum (cM. [3.2)), Hacnegytotcsi npouecca-
MW OT CBOMX «poguTeneny. MNMpouecchl, 3anylweHHble OT UMEHM Cynepnonb3oBaTens, MMeKLLEro
MaKCUMarnbHbIN («BbICOKMINY ) ypOBEHb LLENOCTHOCTU MO YMOSYaHWI0, HE3aBMCMMO OT ABHOIO Ha3Ha-
YeHUs UM NPUBUNErUi, UMET BO3MOXHOCTb OCYLLECTBNATL 60MbLUMHCTBO NPUBUNENMPOBAHHbIX
JEenCcTBUN.

PARSEC-npuBunernm n nx onncaHve npuBeaeHsl B Tabnuue .



Tabnuua 7

40
PYCB.10015-16 97 02-1

MpuBnnerus
ATpnbyt
BbuTtoBaga macka

OnuncaHue

PARSEC_CAP_AUDIT
pcapaudit
0x00002

Mo3BonsieT ynpasnsTb NONUTUKON ayauTa

PARSEC_CAP_BYPASS KIOSK
pcapbypasskiosk
0x08000

Mo3BonsieT UrHopumpoBaTb orpaHn4YeHnAa KMocKa

PARSEC_CAP_CAP

pcapcap
0x00400

Mo3BonsieT ycTaHaBNMBaTh 060 HEMPOTUBOPEYMBLIA Habop nNpu-
BUNErnn Ansa apyroro npowecca v Yutatb NpuBUNernn, NPUCBOEH-
Hble npoueccam

PARSEC_CAP_CHMAC
pcapchmac
0x00008

[Mo3BonsieT M3MeHATb METKN Be3onacHoCTU hannoBbiX 06 LEKTOB

PARSEC_CAP_FILE CAP
pcapfilecap
0x00001

He ncnonbsyetca.

0na nameHeHmsa meTok 6e30nacHOCTU annoBbiX OOBHLEKTOB CM.
npusunernto PARSEC_CAP_CHMAC.

Ons  un3aMmeHeHusi MeTok ©6esonacHocTu
PARSEC_CAP_ SETMAC.

[ns nameHeHns npuBMnNernin NpoueccoB cM. PARSEC_CAP_CAP

npoueccos CMm.

PARSEC_CAP_IGNMACCAT
pcapignmaccat
0x00020

MNosBongseTt UrHopumpoeatb MaHAATHYHO nNOJIMTUKY NO KaTte-
ropussm goctyna. Cm. Takke PARSEC_CAP_IGNMACLVL W
PARSEC_CAP_IGNMACINT

PARSEC_CAP_IGNMACINT
pcapignmacint
0x02000

MNo3Bonser UrHopumpoBatb MaHOaTHYH nornu-
TUKY rno YPOBHSIM LIeNOCTHOCTM. Cwm. Takke
PARSEC_CAP_IGNMACCAT, PARSEC_CAP_IGNMACLVL,
PARSEC_CAP_INHERIT INTEGRITY

PARSEC_CAP_IGNMACLVL
pcapignmaclvl
0x00010

lMo3BonseT urHopvpoBaTb MaHAATHYK MNOMUTUKY MO YPOBHAM
KoHuaeHumnanbHocTn. CM. Takke PARSEC_CAP_IGNMACCAT u
PARSEC_CAP_IGNMACINT

PARSEC_CAP_INHERIT_ INTEGRITY
pcapinheritintegrity
0x20000

Mpn cosgaHun darnoBbix OOLEKTOB HA HMX aBTOMAaTUYECKM
yCTaHaBMMBAETCS MakCUMasibHO BO3MOXHasA LENOCTHOCTb, Of-
HaKoO He Bblile, YeM LEenocTHOCTb npouecca-co3gaTtens U ue-
NOCTHOCTb KOHTEWMHepa, B KOTOPOM co3aaTtcs (pannoBbii 00b-
ekT. Micnonbayetca ons ycraHoBwuka naketoB (dpkg). Cm. Takke
PARSEC_CAP_IGNMACINT

PARSEC_CAP_IPC_OWNER

OTmeHsaeT MaHaaTHbIe orpaHmn4eHund npu pa60Te C CylHOCTAMMU

0x00800

pcapipcowner IPC, Takummn kak shared memory, message queue u 1.4. (Parsec-
0x10000 aHanor Linux-npusunerun CAP_IPC_OWNER)

PARSEC_CAP_MAC_SOCK Mo3BonseT wu3MeHATb MeTKM 6e30nacHOCTM  To4Yek  Co-

pcapmacsock eanHeHna  (UNIX-coketoB). [nsi ceTeBbIX COKETOB CM.

PARSEC_CAP_PRIV_SOCK
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MpuBnnerus
ATpnbyT
butoBasa macka

OnucaHue

PARSEC_CAP_PRIV_SOCK
pcapprivsock
0x00100

lMo3BonseT co3gaBaTb HOBble CETEBbIE COKETbl Mpouecca B
NPUBUNErMPOBaHHOM pexume (MeTka ehole). MNpuBunernposaHx-
HbIi COKET NO3BOSISIET OCYLLECTBNSATbL CETEBOE B3aMMOAENCTBUE,
UrHOPUPYS MaHOATHYHO NOSIUTUKY.
Ons TOueK coeavHeHus
PARSEC_CAP_MAC_SOCK

(UNIX-cokeTtoB) CM.

PARSEC_CAP_READSEARCH
pcapreadsearch
0x00200

Mo3BonseT urHopmpoBaTb MaHOATHYKO MONUTUKY MPU YTEHUN U
novcke annoBbIX 06LEKTOB (HO HE Mpu 3anuncu)

PARSEC_CAP_SETMAC
pcapsetmac
0x00004

lMo3BonsieT M3MeHATb MeTKy BesonacHoCcTu npoueccos. [pueu-
nervs He NO3BONSET NPOLECCY NOBbIWATb YPOBEHb LIENTOCTHOCTH
Apyroro npouecca, a TOfnbKO MOHWXaTb.

[na nameHeHns metok 6e3onacHoCTU hannoBbiXx OOBHEKTOB CM.
PARSEC_CAP_CHMAC.

[nsa nameHeHns npuBMnernin NpoLeccos cM. PARSEC_CAP_CAP

PARSEC_CAP_SIG

pcapsig
0x00040

Mo3BonsieT nocbinaTb CUrHanbLI Npoueccam, UrHOPUpPYst MaHaaT-
Hble NpaBa

PARSEC_CAP_SUMAC
pcapsumac
0x04000

Mo3BonsieT 3anyckatb NPOLECChl C APYron KraccnugpukaumoHHOM
METKON (C ApYyruM nepapxmyeckum ypoBHeM KOHMAEHLMANBbHO-
CTW 1 APYTMMU HENEPaPXNYECKUMMN KaTeropmsamm gocTyna)

PARSEC_CAP_UNSAFE_SETXATTR
pcapunsafesetxat
0x01000

Mo3BonsieT ycTaHaBnmMBaTb MaHgaTHble aTpnbyTbl 0O6BHEKTOB dhawi-
NoBOW cUCTEMbI Be3 yyeTa MaHAaTHbIX aTpubyToB POaMTENBCKO-
ro obbekTa-koHTenHepa. lMpuBunervsa mncnonb3yerca AN BOC-
CTaHOBMNEHNA OOBbEKTOB (hannoBON CUCTEMbI N3 PE3EPBHbBIX KO-
MU 1 TOINbKO NOcne YCTaHOBKM 3HayeHus «1» ans napametpa
/parsecfs/unsecure_setxattr

PARSEC_CAP_UPDATE_ATIME
pcapupdateatime
0x00080

Mo3BonsieT U3MeHATb BpeMs 4ocTyna k hainoBbiM 0GbekTam

Ona Hactponkn KC3 moryT ucnonb3oBatbes kak PARSEC-, Tak u Linux-npusunernn.

Mopsipok ynpaeneHus npusunernamm onncax B 4.9

4.6. CeTeBoe B3anmogencrTeme

B ka4ecTtBe ocHoBHOM ceTeBon PC mncnonbsyetca CIFS, koTopas sBnsieTca paclumpeHmem

SMB u nogaepxumBaet atpndytel PC UNIX n nmeeT orpaHnyeHHyo noaaepXky paclumpeHHbIX

aTpunbyToB. [JaHHaa ®C WMpoKo pacnpocTpaHeHa n paboTaeT B reTeporeHHbIX ceTax (nogaepxu-

BaeTcs mHorummn OC), a Takke nogaepxmBaeT ayteHTudumkauuio cpegctsamm PAM n Kerberos.

B3anmogencrtaune npm nomoLum ceteBoro npotokona IPv4 ocyuwiectBnsaerca yepes npo-

rpaMMHbI HTepdEC 06BEKTOB AOCTYNA, SBMNSOLLMXCS deMeHTaMM MEXMNPOLECCHOMo U ceTe-
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BOro B3aMMOOENCTBUSA (Hanpmumep, CETEBbLIX COKETOB), KOTOpblE 0becneymBatoT 0OMEH AaHHbIMN
Mexay npoueccamu B pamkax ogHon nnun Heckonbkux OC, o6beanHEHHbIX B NOKarbHY BbIYMC-
NNTENBHYIO CETb.

[na nogaepXXkn MaHgaTHOro yrnpaeneHus 4OCTYNOM B ceTeBble NakeTbl npoTokosa IPv4
BHEOPSOTCA KrnaccuuKaumMoHHble MeTKU. Mopsaok NpUCBOEHNs KNnaccuUKaLMoHHbIX METOK U NX
dopmaT cooTBeTCTBYET HaunoHansHomy ctaHgapty FOCT P 58256-2018 «3awuta nHgpopmauuu.
YnpasneHve notokamu MHopmMmauum B MHopMaumoHHon cucteme. dopmat knaccnuukaumoH-
HbIX METOK». [1pnem ceTeBbIX NAKeToOB NoavnHaeTca maHgatHeim [NPL. Cnegyet oTMETUTD, YTO
MeTKa 6e30nMacHOCTN COKeTa MOXET MMETb T, NO3BONSAIOWMIA CO34aBaTbh CETEBbIE CEPBUCHI,
NPUHUMAtOLLNE COEANHEHNS C NIOOLIMN YPOBHAMU CEKPETHOCTM.

Mpn HeobxoammocTn ans obecneveHnsa LenocTHOCTK 3aronoBka |IP-nakeTos, cogepxatue-
ro KnaccmukaumMoHHy0 METKY, OMYyCKaeTCca NpMMeHeHne nporpammHoro cpegcrea OpenVPN.
Onucanune ncnons3osaHus OpenVPN npusegeHo B gokymeHte PYCB.10015-16 95 02-1.

OTcyTCcTBME Y CYLLLHOCTU METKM 6e30MacHOCTN 3KBMBASIEHTHO HYNeBon MeTke 6e3onacHo-
ctn. Takum obpasom, sapo OC, B KOTOPOM BCE CyLLHOCTU U CyObEKTbI 4OCTYNa UMEIKOT YPOBEHb
CEKPETHOCTU «HECEKPETHOY, YHKLUMOHNPYET aHanornyHo ctaHgaptHomy saapy OC Linux.

[nsa psga ceteBbix cepaucoB (cepBepa LDAP, DNS, Kerberos u 1. 4.) Heobxoanmo obec-
NneYnTb BO3MOXHOCTb X paboThl C KIIMEHTAMN, UMEIOLLMMN Pa3HbIi MaHAATHbIN KOHTEKCT 6e3onac-
HoCTK, 6e3 BHECEHUS U3MEHEHUI B UCXOOHbIe TEKCTbI cepBuca. [Ans npegocTaBneHnss HasBaHHOM
BO3MOXHOCTM B nogcucteme 6esonacHoctn PARSEC peanu3oBaH mexaHn3m 3anycka CeTEBbIX
CEepPBUCOB C UCNOMb30BAHWEM MPUBUNEMMPOBAHHOIO COKETa ANSA OXUAAHUSA BXOASALWMX COEANHEHNI

(MexaHu3Mm privsock), onucaHHbIn B |4.6.1]

4.6.1. MexaHunam privsock

MexaHunam privsock npegHasHadeH ansa obecnevyeHms QYHKUMOHMPOBAHUSA CUCTEMHbIX
CeTeBbIX CEPBUCOB, HE OCYLLECTBASIOLWMNX 06paboTKy MHOopMauuKn ¢ NCNonb3oBaHMEM MaHOaTHO-
rO KOHTEKCTa, HO B3auMOAENCTBYOLMX C Npoueccamn, paboTaownumMm B MaHOATHOM KOHTEKCTe
cybbekTa gocrtyna.

[ns ero ncnonb3oBaHusa Npu QYHKLUMOHNPOBAHNN CETEBOrO cepBuca Heobxoaumo oT-
pegaktTupoBaTtb pann /etc/parsec/privsock.conf, 4o06aBMB B HErO CTPOKY, COAEpXalLLlyto
NOSIHBIN MyTb K UCnonHasemMomMy hanny cepsuca. [lanee npmvBeaeH npumep CTpokM u3 avna
/etc/parsec/privsock.conf gnga 3anycka DNS-cepBepa ¢ ncnonb3oBaHMeM MexaHU3Ma

privsock.

Mpumep

/usr/sbin/named

[na ncnonb3oBaHUs MexaHu3ma privsock Heobxoanumo, 4ToObI nepemMeHHaa PATH,
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ncnonb3yemas npu 3anycke cepsuca, Coaepxana creayowmin nyTb:
/usr/lib/parsec/bin
D,anee npmeengeH npumMmep 3agaHumsa Tpe6yeM0ro nyTtn B nepemeHHon OKPYy>XXeHuna and

3anycka DNS-cepBepa.

Mpumep

YcTaHOBKa 3HaYeHNss NEPEMEHHON OKPY>XeHUS1 PATH MOXET ObITb BbINofnHeHa AobaBneHu-
eMm B hann /etc/default/bind9 crneayowen CTPOKK:
PATH=/usr/lib/parsec/bin:$PATH

MogpobHoe onucaHne mexaHmama privsock NnpMBeaeHo B man privsock.
4.7. llluHa mexnpoueccHoro B3aumogeucteusi D-Bus

D-Bus nossongeTt opraHn3oBaTb B3aMMOAENCTBME NPOLIECCOB C UCMONb30BaHMEM COO0b-
LWEeHU 1 obwmx WuH. [na nepegayn coobLLeHns Mexay npoLeccoM M LLUMHOW UCNonb3yeTcs
MEXaHN3M COKeTOB. BbloensoT ABa Tuna LUMH: CECCUMOHHbIE LWMHBI (Session bus) n cuctemHas
lWwnHa (system bus).

CeccuoHHas WurHa cosgaeTcs OS5 KaKaon nonb30BaTeNbCKON ceccum nNpu ee 3anycke.
OHa paboTaeT ¢ MmeTKon 6e30nacHOCTM Nob30BaTeNsi CUCTEMbI U BCE B3aMMOAENCTBYHOLLME
Yyepes Hee MPOoLECChl TaKKe NMEKT JaHHYK MeTKy 6e3zonacHocTn. Baanmogencrene npoueccos ¢
NHOW MeTKon 6e3onacHOCTM He nponcxoauT. JononHUTENbHbIE CECCUOHHbLIE LLUNHBI MOTYT BbITb
co3gaHbl C ucnonb3oBaHneM yTunuTbl dbus-launch, KOTopas NO3BONSAET 3anyCTUTb NPOLIECC
O[HOBPEMEHHO C CO31aHNEM HOBOW CECCUOHHOM LUMHbI. [1pn 3TOM nmMeeTcs BO3MOXHOCTb yKasaThb,
Ncnonb3ys NepeMeHHyto DBUS_SESSION_BUS_ADDRESS, KaKyk M3 CECCUMOHHbIX LUWH AaHHbIN

npouecc 6yneT BOCNPUHMUMATb KaK CECCUOHHYH LLNHY.

Mpumep
user@astra:~$ echo $DBUS_SESSION_BUS_ADDRESS
unix:abstract=/tmp/dbus-FMSYkkteW0,guid=2£874cb94fd70c984ef£f1d8857d24781

AHanNornm4yHo (PyHKUMOHMPYET CUCTEMHAd WNHA. [laHHas WnHa co3gaeTcs TONbKO B O4HOM
aksemnnape npu ctapte gemoHa D-Bus v yepes3 Hee B3anMogencTBYHOT NPOLECChl pasfnuyHbIX
YPOBHEWN.

Mogynb dbus-daemon peanuayeT U CECCUOHHbIE, U CUCTEMHYIO LUNHbI, NO3TOMY Mexa-

H1M3M MPL ncnonb3yeTcst BO BCeX LUMHAX.

4.7.1. Bnagbl coobLweHun
D-Bus nogaepxuBaeT crneayrowme BUabl COOOLLIEHNI;
- method_call — BbI30B MeToga. [lpouecc TpebyeT Bbi3oBa MeToaa, peannu3oBaHHOro

ApYyrMM npoueccoM. [lJaHHoe cooblieHne MMeeT KOHKPETHOro agpecarta U CoOepXuT
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NHpopMaumto 06 NCTOYHMKE COOOLLEHNS;

- method_return — Bo3BpaT. Kak npaBuno nocne Bbi3oBa MeToAda AaHHOe coobLieHne
ncnonb3yeTcs OnA Bo3BpaTa 3Ha4veHusi. AgpecaTtoM COOOLLEHMsT SBNSIETCA UCTOYHUK
NCXOQHOro COObLLEeHNS;

- error — owwmbka. Ecnu npu Bbi3oBe npousowuna owmnbka, BMECTO BO3BpaTa MOXET
ObITb OTNpaBneHo cooblleHne o6 owmnbke. AgpecaTtom coobLleHNsa ABASIETCA MCTOYHUK
NCXOQHOro coobLEeHNS;

- signal — curHan. [laHHoe coofLeHNne MMEET UCTOYHMK, HO KaK NPaBuio HE UMEET KOH-
KPETHOro agpecara 1 pacchbifiaeTcs LWMHOW BCEM, KTO MOANMCAH Ha AaHHOe coobLuleHmne
(c ncnonb3oBaHnemMm match-counsrpa). Ecnu ykazaHo uma cepsuca, 1o coobLleHne Ha-
NpaBnsieTCcsa TONbKO onpeaerneHHOMY CoeaUHEHMIO (T. €. NepBUYHOMY BnagenbLy AaHHOro
cepsuca).

Bce coobuweHns asnawTcs oAHOHamnpaBJ/1IEHHbIMA, MOIYT UME€Tb Ha3Ha4YeHune, a TakxKe

MOryT nogpasymeBaTtb (HO He TpeboBaTb) OTBET, Hanpumep, nocre method call MOXHO He

nocbinatb method return. q)yHKLI,VIOHaﬂ oTnpaBuUTena 1 nony4dyarena gormkeH ObITb COrnacoBaH.

4.7.2. NMpouecc B3aumMogencTB1A C LUNHOMN

Ons Vlﬂ,eHTI/I(bVIKaLl,VII/I coelMHEHUA Ha LWMHE NCNOJb3YTCA NMapaMeTpbl, NpuBeaeHHbIE B

Tabnuue (8]

Tabnuua 8

MapameTp OnucaHue

unique connection name (UCN) | YHUKanbHOE UMS COEAVMHEHUS — UAEHTUUKATOP coeanHEHUs

org.share.server O6wenssecTHoe nma (cepBuc) coegnHeHuns. [laHHoe nms mc-

nonb3yeTcs Ans npMema coobLeHUs OT APYrnX KIMEHTOB (T. e.
Mo 3TOMY UMEHW KIMEHTbI MOTYT HalTW AaHHbIN NpoLecc)

/org/share/server/object [aHHbIN NyTb ABNSeTCA MMeHeM obbekTa. Kaxabin cepBuc

MOXET co3aaBaTb HECKONbKO OObEKTOB

com.share.interface Nma nutepdperica. CooTBETCTBYET HEKOTOPOMY Habopy MeTo-

O0B (B TOM YMcCne cTaHOapTHbIM MeTogaM, obwmmM anst oobek-
TOB), KOTOPbIE€ AOMKHbI KOPPEKTHO 0bpabaTbiBaTbCA O6BHLEKTOM

GetMyName Mma metoga obbekTa nnu nHtepdgenca, KoTopbii MOXHO Bbl-

3BaTb

[ns Bbi3oBa MeToAa HEOOXOANMO:

- yKkasaTb 0OLEen3BecTHOE UMS COeaANHEHUS, UM 0ObekTa, UMs nHTepdelica nu nvs
mMeTona;

- cchopmmpoBaTbh HAbOpP apryMeHTOB;

- BbIMNOMHUTL BbI3OB.

na O6pa6OTKI/1 pesyrnbrata HeobxoQMmo NPUHATL OTBETHOE coobuieHne (KOTOpOG MOXeT
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ObITb Kak COObLLEHNEM TUMNA BO3BPAT, TaK U OWMOKON). Takke CyLeCcTBYHOT LUMPOKOBELLATENbHbIE
Co0bLEeHNS-CUrHArbIl, KOTOPbIE OTMNPAaBSTCA NPOLECCOM Ha LWWHY, rae nepeagpecoBbiBalOTCA
BCEM COEAMHEHNAM, KOTOPbIE Ha HEro NOAMUCaHbI.

Kaxagbin npouecc ans pabotbl Yyepe3 D-Bus noakntoyaeTcsa K 3agaHHOW LwuHe (npu
3TOM CO3aeTcd YHUKarbHOe coeAnHeEHne ¢ UMeHeM Buaa : 1. 8) ¢ ucnosib3oBaHMEM (PYHKLMN
dbus_bus_get (). [Npn aTOM Npu NOAKNHOYEHUN OCYLLECTBNSETCA MeXaHU3M ayTeHTUduKaumm
KfIMEHTa C MCNOSIb30BaHMEM JaHHbIX cokeTa. [ocne 3Toro KNMeHT MOXET paboTaTh C LUMHOW C

MCMonb30BaHNEM COODLLEHWUN.

4.7.3. Npouecc coeANHEHUA C CUCTEMHOMN LLMHOMN

Mocne ayTeHTUMUKaAUNKN KNUEHT oTrnpaBndaeT coobueHne Tuna method_call Hello
cepepy D-Bus. [lanee npoBepsieTca BO3MOXHOCTb AOCTaBKM JAHHOMO COOBLWEHMS C UCNOSb-
30BaHMe pdp U selinux yHKunn. [na toro 4tobbl D-Bus mor obpaboTtaTte AaHHbIN BbI3OB
C HEHyneBbIX YpOBHEN HeOBXoAMMO AONst HEro yCTaHOBUTb COOTBETCTBYHOLWME NpuBunernn. B
4YaCTHOCTW, 9TO peanu3oBaHo 3a cyeT ycTaHoBkM npusunernn 0x30 (Ignore Lev & Cat) Ha cepsuc
org.freedesktop.Dbus. [laHHble NpMBUIIErMN NO3BONSAIOT NpoLeccam (CoeanHeHusm) ¢ bonee
BbICOKMM YPOBHEM BbINOSHATL (PYHKLMM NPOLECCOB C HU3KMM ypoBHeM (dbus), 4to He npeny-
cMaTpuBaeT MaHAaTHoe ynpasrieHne AOCTYNOM, HO pa3pellaeTcs npyusunernsmm 0x30, KOTopble
no3BonsAT cybbekTy (dbus) urHopmpoBaTb METKY 6E30MacHOCTU COegMHEHUS, MblTatoLerocs
BbINOMHUTbL €ro MeTo[,.

Mocne atoro gopmMmpyeTcst OTBETHOE CoobLeHne Tuna method_return, KOTOPOE BO3-
BpallaeT OTBETHbIA cTaTyc 06 ycnewHOM co3gaHum coeguvHeHnsa ¢ WwnHon. OgHOBpEMEHHO
NpoMCXoAnT yCTaHOBKa BnagernbLua cepsuca. log cepBMCOM NOHMMAETCHA UMSA Ha LLUMHE, KOTOpoe
COOTBETCTBYET HEKOTOPOMY coeanHeHuto. [Npu aTom Bnagenbuamm yHuKanbHbIX UMeH (Buga : 1. 6)
MOryT BbITb TONBKO cCaMu coeauHeHus. Ecnn ncnonb3yetca nonb3oBaTenbckoe UMs, Harnpumep,
org.share.linux, TO €ro BnagenbLemM MOXeT ObiTb COEAUHEHNE C HEKOTOPbIM YHUKANbHbLIM
nmeHeM. [lpyrne npouecchl (COOTBETCTBEHHO C APYIMMU YHUKANbHBIMW UMEHaMWU COeqMHEHWIA)
Takke MOryT 3anpocuTb A4OCTYN BrageHns aHHbIM UMeHeM. B 3aBMCUMOCTM OT HAacCTPOEK MOXET
NPOM30NTN KaK 3amMeHa BnagernbLa, Tak U yCTaHOBKa ero B ovyepedb Ha Bnagexue. Npu atom
Korga Tekylmi Bnagernew, ocBoboauT AaHHoe UMa (OTKITHYMTCS OT LWKHbI), TO BNagenbLemM cTaHeT
cnegytoLlee no Cnvcky coeguHeHne (ecnuv Takue ectb). BaxHo, 4TO UMeHHO Brnageneu, T. e. coeau-
HEeHVe 1 COOTBETCTBYIOLLMI eMy npouecc, byaet obpabaTtbiBaTbe agpecoBaHHOE AAHHOMY UMEHU
(cepBucy) coobuieHme. B gononHeHne K OTBETY MCTOYHUKY coobuieHna method call Hello
npoucxoanT hopMmmnpoBaHue curHana signal. D-Bus dpopmupyeT curHan NameAquired (T.e.
ncTodHnKom siensietca D-Bus), koTopbin coobuiaeTt, yto nmsa (B gaHHoM crydae UCN) nony4deHo.

Hanee Aans nonyyeHus BnageHus HEKOTOpbIM nMeHeMm (cpbyHKUMA

dbus_bus_request_name) dopmMmupyetrca coobuweHne method_call RequestName
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cepsepy D-Bus. Npu aTom MoryT ncnonb3oBatbca crnegyowme dnaru:
- paspewmnTb 3ameHy Briagenoua. OTHOCUTCS K JaHHOMY CEpPBUCY — eCnun Apyroe coeau-
HeHue noTpebyeT 3amMeHnTb BriagesnbLa, To 3TOT doniar paspeLlunT BbIMNOMHUTL CMEHY C
y4eTOM METOK U LeNOCTHOCTY;
- 3ameHuTb Bnagensua. Ecnu pa3spelleHa 3ameHa, To oH Byaet 3aMeHeH y paHee co3faH-
HOro cepBuCa;
- He CTaBuUTb B o4epenb, ecnu Bnagernbla Henb3s cendac 3ameHuTb. VIHaye aaHHoe
coeaiHeHWe BCTaHEeT B KOHEeL, oyepean, u koraa byayt ocBoboxaeHbl BCce Bragenblbl —
OHO CTaHeT Bnagenbuem.
Ecnn 3ameHa BO3MOXHa, TO BbI3blBaeTcs ApanBep-dpyHKUMS RequestName. [locne cme-
Hbl Briagenbua cepBuca opmupyeTtcs curHan NameOwnerChanged. [locne ocBoboxaeHus

UMeHn popmupyeTtcsi curHan NameLost.

4.7.4. O6beKTbl U CYyOBLEKTbl CUCTEMbI

B pamkax D-Bus obbektamun n cybbektamu ABNAOTCA CYLLHOCTU, COMOCTaBMEHHbIE C
UMEHaMWN COEANHEHUIN U CEPBUCOB (T. €. YHUKANbHbIMWU UMEHAMU U OBLLEN3BECTHBIMU UMEHAMM).
COOTBETCTBEHHO, KaXgoe coeanHeEHNE MMEET CBOKO MeTKy 6e3onacHocTun. Kpome atoro, npu co3na-
HUK cepBuca (NonyyvyeHnst UMeHn Yepes dbus_request_name), a TakKe CO34AHUN YHUKANbHOro
MMEHM NPOUCXOOUT HasHa4YeHne nm MeTkn BesonacHocTu. CBeageHns o MeTkax 6es3onacHocTH
coaepxarcsa B xawW-Tabnuue, rae Kaxaomy MMeHN COOTBETCTBYET MeTka 6eszonacHocTu. Npu ocso-
00XOeHUM UMeHN, Korga nocnegHuin Bnageney, yxoauTt n3 odepeaun Unu KnnmeHT OTCoeauHsaeTcs
OT LUMHBI, BbIMOMHAETCSA yaarneHue COOTBETCTBYHOLLEN 3anvcu Tabnuubl (Npy Mcrnons3oBaHnm
LOCKED-HacTponku1 MmeTka 6e30nacHOCTU OcTaeTcs).

lMpoBepka pdp AOCTyNa OCYLIECTBASETCA NPU CreayoLmnx cobbITUsX:

- NMPUHATUE PELLEHMS O OOCTaBKE COOOLLEHMS B 3aBUCUMOCTUN OT €ro Tuna;

- nosyvyeHue BnageHusi CeEpBUCOM;

- BbINONHeHna metoaoB aemoHa D-Bus.

Kaxxgoe coeanHeHne npu CBOEM co3faHun (NONYyYEHUN YHUKANbHOrO MMEHN) NonyyaeT

COOTBETCTBYHOLLYHO METKY Ge3onacHoCT ncxoasa n3 MeTkm 6e30nacHOCTM cokeTa.

4.7.5. ANroputM NpoBepPKU METOK OISl pa3fIndHbIX COOOLLEHUN U PEXUMOB paboTbl
Baanmopgeuncteune no wnHe D-Bus MOXHO pa3genuTb Ha gBa Tuna:

- COObLEeHNA Mexay cepBmcamMmm N COEANHEHNAMM;

- coobueHus, agpecoBaHHble aemoHy D-Bus. 3aecb npeacraBneHbl CepBUCHbBIE COObLLIE-
HWUS, KOTOPble NO3BOSIAIOT NOMyYaTb MHAPOPMAaLMIO O OPYrUX CEPBUCAX U COEANHEHUSIX Ha
wuHe. T. e. B napameTpax CoobLLEHNA MOXET OblTb YKa3aH 3afaHHbIN CepBUC, UHOPMa-

LM O KOTOPOM HEOBXOAMMO MOMNYYnTb.
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Ona coobweHnn mexagy cepBMCaMM M COEAUHEHUAMM UCMONb3yeTcs yHKUMA
bus_pdplinux_allows_send(). [1pu wmnpokoBeLaTeribHOM paccbiyike CUrHanoB Takke npo-
NCXoOUT NpoBeEpPKa Kaxaoro coobLLeHns.

Onsa coobLeHnn, agpecoBaHHbIX  OEMOHY D-Bus, ncnonb3yeTca CHa-
yana yHKUMSA bus_pdplinux_allows_send(). OHna onpegensaer BO3-
MOXHOCTb  OTnpaBkum  coobweHnsas Ha  D-Bus. 3atem  Bbi3blBaeTcs  (QyHKUMS
bus_pdplinux service_allows_connection_to_service € 3agaHHbIMXM NapameT-
pamu, KoTopada onpeaensier BO3MOXHOCTb BbINOSTHEHNSA TEX UIN UHbIX METOA0B.

Ons meToooB service exists, get service owner, list queued_ owners,

get_connection unix_user, get_connection unix process_id,
get_adt_audit session data, get _connection selinux_ security_ context,
get _connection pdplinux_ security context helper, introspect,

bus_driver_handle _get_id un Op. B 3aBUCUMOCTW OT HaCTPOEK NpoBepdAeTcd BO3MOX-
HOCTb AocTyna READ (TOS_READ) K 3aJaHHOMY CEPBUCY.

[na metoga list_queued_owners BbIBOAATCS TOMbKO Te BnagenbLbl, MeTka 6esonac-
HOCTU COEAWHEHUSA KOTOPbIX MEHbLUE, YEM Y COEANHEHUSA, CO3OdaBLLUEro0 AaHHOe coobuieHne
(T.e. BbI3BaBLWEro Metoq). Hannume npusunernn MoxeT paspeluatb AaHHbIA BbI3OB B Criyvae
HEeBbIMNOSTHEHUS NOCIeAHEero ycrnoBus.

[na metoga 1list_services BbIBOOUTCA MHpOpMaLMA TOSBKO MO TEM cepBucaM, MeT-
ka 6e30MacHOCTM KOTOPbIX MEHbLLIE, YEM Y COEANHEHNS, CO3aaBLUEro AaHHOe coobuieHne (T.e.
Bbl3BaBLLee MeTod). Hannumne npmBmnernn MoryT paspellatb AaHHbIA BbI30B B Clly4ae HeBbIMNOJ-
HEeHUA nocnegHero ycrosus.

[Ona nony4vyeHuss BnageHWa cepBMCOM B MeTogax acquire_service, add_owner,
swap_owner  (QYHKUMA bus_pdplinux_service_allows_connection_to_service
BbI3blBAETCA C YyKasaHumeM nceBaogocTyna ETOS_ADDOWNER (4N acquire_service
ucnonb3yetcss ETOS_ADDOWNER _ACQUIRE_SERVICE), KoTopas B 3aBUMCMMOCTU  OT
HacTpoeK napameTtpa KoHurypaumm <pdplinux_allow_different_ owners>
(BUS_CONTEXT_ PDPLINUX GET pdplinux_allow _different_ owners) NpoBepsieT Hanu-
yme noTeHuManbHbIX BnagenbLeB B odepean ¢ MeTKonm 6e30macHOCTU, OTMIMYHOM OT METKU
6esonacHocTu cepBuca. Ecnm napameTp pdplinux_allow_different_owners yCTaHOBIIEH,
TO BO3MOXHO nonyvyeHne BnageHusa cepBUCOM.

[1ns HenocpeaCTBEHHOM NPOBEPKN BO3MOXHOCTM 3aMeHbI BriagenbLa cepsuca moanuum-
poBaHa (PYHKUMA bus_service get_allow_replacement (), KOTOpas BbINOMNHAET NPOBEPKY
LLernoCTHOCTU N He NO3BONAET NPOBOAUTL COOTBETCTBYIOLLYIO 3aMeHY B crny4ae, ecnu LenioCTHOCTb
cepBuca BblLLE LIeSTOCTHOCTU HOBOro Bnagensua.

rlpl/l nepecblyike coobLEeHNN Hap44y C nonyyarenem COO0LEHNST MOXET NPUCYTCTBOBATb
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coegvHeHue eavesdroping. [pn aToM coobLieHne agpecyeTcsi He TONbKO UCTUHHOMY nosnyya-
Tento, HO 1 NepeHarnpaBnNAeTca Ha JONONHUTENBbHOE COeAUHEHNE, KOTOPOE MOXET BbITb CO34aHo,
Hanpumep, nporpammon dbus-monitor.

[Onsa kaxgoro Tuna coobLueHns opmMupyeTcs COOTBETCTBYHOLWNMIN BMA AocTyna. [Ona
method_call npumeHseTca OOCTYyn exec. [AnNs 3TOro cpaBHMBAKOTCA MeTKM ©6e30nacHoCTu
MCTOYHMKA COObLIEHNA N COOTBETCTBYHIOLLLErO CepBUCa, COBMajalolero ¢ ero Tekywmm Bna-
penbuem. Ecnn meTkm 6Ge3onacHOCTU paBHbl, TO AOCTyn paspewaercs. Havye BbI3blBaeT-
ca PyHKUMA bus_pdplinux_allows_execution (), KOTopas paspellaeT HU3KOYPOBHEBbLIM
obbekTam 3anyck pyHKuun obbekta Gonee BbICOKOro ypoBHs. Ecnn 3anyck 3anpelieH, T0
npoBepstTCa npuBuniernn. Hanpumep, ecnv cepBuUC, METOL KOTOPOro 3arnyckaetcs, ume-
eT npusunermn 0x30, TO 3anyck paspellaeTcd. Takke CywecTBYeT BO3MOXHOCTb 3aryc-
Ka meToda, ecnu coefvHeHue nosnydvartenb MMeeT MeTKy Ge3onacHocTn ehole B oyHKLMMK
bus pdplinux allows_execution helper().

[Ons method_return, error, signal nonyyatenb COOOLEHUA CUUTBIBAET AaHHbIE U3
NCTOYHMKA. TakuM 06pa3oM OHU MEHSIIOTCA MecTamMu (nony4yarenb ABRSeTcs CyObeKkTOM, NCTOUYHUK

— 06BbEeKTOM) 1 OOCTYN Ha3HavaeTcs paBHbiM read. [NpoBepka pdpl permission().

4.7.6. NMpusuneruu npouecca dbus-daemon

YcTtaHoBKa npusunernin npouecca dbus-daemon 3aBUCUT OT YCTAHOBKM NapamMeTpa cbop-
KW -—enable-audit/--disable-audit. 310 BneyeT 3a cobon define: HAVE LIBAUDIT
(--—enable-libaudit).

B cnyyae, ecnu HAVE_LIBAUDIT onpegerneH, To Bcrneacrene [opaboTkm pyHk-
umMn dbus_change_to_daemon_user B aunie audit.c B TOYKY CHUTbIBAHUA MPUBU-
nermn CAP_AUDIT WRITE pgobaBneH Ko cyuTbiBaHMA PERMITTED (CAPNG_PERMITTED)
npuBUMernn npouecca B nepeMeHHble draroB have cap_override, have_cap_ptrace,
have_cap_admin (4na COOTBETCTBYIOLNX NpuBunerui). Ecnv sHadyeHne gaHHbIX NepeMeHHbIX
true, TO NPOU3BOAUTCH yCTaHOBKa CAP_DAC_OVERRIDE, CAP_SYS_ PTRACE, CAP_SYS ADMIN
npueunerun anga npouecca dbus—-daemon. BeinonHserca gns obecnevyeHns BO3MOXHOCTU LOCTY-
na dbus-daemon K MMeHaM NpOLIeCCOB.

B cnyyae, ecnn HAVE LIBAUDIT He onpegeneH (--disable-audit), TO
npoussoautcss  obpabotka  QyHKuuM  dbus_change to_daemon user B  hanne
dbus-sysdeps-util-unix.c. lNpn aTom pobGaeneH yHKUMOHAN, MNO3BONSAKOLWMA CKOMU-
poBaTb BCe MpuBunernn npouecca n3 CAP_INHERITABLE B CAP_EFFECTIVE (npu ycrosuu,
yT1o dbus 3anyuieH oT UMeHU nonb3oBaTesnis root). NpeanonaraeTcs nonyyeHMe NpuBUNErnn
CAP_SYS ADMIN CAP_DAC_OVERRIDE CAP_SYS_PTRACE 4SS CYATbIBAHUS UMEHW npoLlecca.
[aHHble npuBunernn npeaBapuTENbHO YCTaHaBAMBAKOTCSA C WUCMNOMNb30BaHMEM systemd B
KOH(purypaumoHHom canne dbus . service:
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# AmbientCapabilities=CAP_SYS_ADMIN CAP_DAC_OVERRIDE CAP_SYS_PTRACE
# SecureBits=keep-caps

B Hactoswmin MomMeHT napameTpbl AmbientCapabilities M SecureBits B
dbus.service 3aKOMMEHTMPOBAHbI U MUCMONb3yeTcs HAVE_LIBAUDIT. Takke npu UCMNOMb-
30BaHMM HOBOro systemd BO3MOXHO ucnonb3oBaHne PARSEC npuBunernn gns npouecca

dbus. socket:
CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK PARSEC_CAP_IGNMACCAT PARSEC_CAP_IGNMACLVL

4.7.7. PaclunpeHHoe yrnpasrieHne nosiMTukamm
4.7.7.1. KoHcdurypaumoHHbIn chann
OCHOBHbIMU CeKLUMsAMU KOHpurypaumoHHoro ganna D-Bus system.conf gasnsioTtcs

<busconfig> (kopHeBada cekuus), <type> U <policy>.

Mpumep
KoHgurypaumoHHbIn chann wuHbl accessibility

<!DOCTYPE busconfig PUBLIC "-//freedesktop//DTD D-Bus Bus Configuration 1.0//EN"
"http://www.freedesktop.org/standards/dbus/1.0/busconfig.dtd">
<busconfig>
<type>accessibility</type>
<servicedir>/usr/share/dbus-1/accessibility-services</servicedir>
<auth>EXTERNAL</auth>

<listen>unix:tmpdir=/tmp</listen>

<policy context="default">
<!-- Allow root to connect -->
<allow user="root"/>
<!-- Allow everything to be sent -->
<allow send_destination="*" eavesdrop="true"/>
<!-- Allow everything to be received -->
<allow eavesdrop="true"/>
<!-- Allow anyone to own anything -->
<allow own="*"/>
<deny send interface="org.ally.atspi.Text" send member="GetStringAtOffset"/>
<deny send_interface="org.ally.atspi.Text" send member="GetText"/>
<deny send_interface="org.ally.atspi.Text" send member=
"GetTextBeforeOffset"/>
<deny send_interface="org.ally.atspi.Text" send member="GetTextAtOffset"/>

<deny send_interface="org.ally.atspi.Text" send member=
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"GetTextAfterOffset"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetCharacterAtOffset"/>

<deny send_interface="org.ally.atspi.EditableText" send member=
"SetTextContents"/>

<deny send_interface="org.ally.atspi.EditableText" send member=
"InsertText"/>

<deny send_interface="org.ally.atspi.DeviceEventListener" send_member=
"NotifyEvent"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=
"RegisterKeystrokeListener"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=
"RegisterDeviceEventListener"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send member=
"GenerateKeyboardEvent" />

<deny send_interface="org.ally.atspi.DeviceEventController" send member=
"GenerateMouseEvent" />

<deny send_interface="org.ally.atspi.Document”" send_member=
"GetAttributevValue"/>

</policy>

Cekuua <policy> onpegenset Nnonutuky 6e3onacHocTu, KOTopasi AOMKHA NPUMEHSTLCA
K KOHKpPETHOMY Habopy NoAKmYeHUn K wuHe. MNMonutuka coctomT n3 npasun <allow> (pas-
peweHne) n <deny> (3anpert). [NonuTuka, Kak NnpaBumno, 3agaetca Ansi CUCTEMHOW LUMHbI U
ncnonb3yeTcsa Ansa paspeweHuns nmbo 3anpeta nepegadm coobLLEHNI.

CuctemHas WwmMHa MMeeT NONUTUKY NO YMOSYaHuIo, KOTopas 3anpeLlaet OTnpaBky Co-
obuweHun Tmna method_call u nonyyYyeHne BnageHusi cepencamm Ha wmHe (own). OcTtanbHble
OENCTBUS, B YaCTHOCTU, OTBETLI Ha coobLleHuns (reply), NONyYeHNe OWKNOOK (error) U CUTHANOB
(signal) N0 yMONMYaHUIO B MNOMUTUKE paspeLLEHbI.

Taknm obpasom, NnpegnoyTuTeNnbHeEe peanun3oBbiBaTb CUCTEMHbIE CYXObl B BUae Hebonb-
LWIKMX, UeneBbIX NporpamMMm, KoTopble paboTatoT B 0gHOM fpouecce u TpebyroT ogHoro obLiensBecT-
HOro MMeHU (UMeHN cepBuca) Ha WnHe. B pesynbsrate gnga onpegeneHns nosIMTUKM OCTaTOYHO
Oyget cosaatb <allow>-nNpaBuna Ang paspelleHnin Tuna own, YTobbl NO3BONUTL NpoLEeccaM Co-
3a0aBaTb CODCTBEHHbIE CepBUCHI, 1 06aBUTE NapameTp send_destination, 4ToObl paspewmnTb
TpaduK OT HEKOTOPLIX UM BCEX NOMNb30BaTeNen K JaHHbIM CepBUCaM.

Cekumm <policy> HazHa4yaeTcs OOMH M3 YeTblpex NapameTpos:

- context — BO3MOXHble 3Ha4yeHUa: default, mandatory
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- at_console — BO3MOXHble 3Ha4YeHUA: true, false;

- user — UMs Nonb3oBaTeNs UNKN ero naeHTUduKaTop;

- group — MUMS rpynnbl UnNn ee naeHTudukaTop.

[MonMTUKN NPUMEHSAKOTCS K COEANHEHUSM B criegytowemM nopsgke:

1) all context="default";

2) all group="connection’s user’s group";

3) all user="connection’s auth user";

4) all at_console="true";

5) all at_console="false";

6) all context="mandatory".

MopsaoK NpUMEHeHUs NONUTUK 3MEHSETCA B TOM Clydae, Korga nonuTuKn nepecekarTcs
no ycnoBmam npuMeHeHusi. HeCKOnbKo NOSIMTUK C TEM Xe MOorb3oBaTeneM/rpynnon/KOHTEKCTOM
NPUMEHSIIOTCH B NOpsiAKe UX NOSABMEHUS B KOH(pUrypaLmMoHHOM dhanne.

Bo3moxHble napameTpbl NpaBun NONUTUK NpvBeaeHsl B Tabnuue [9) MapameTpbl npasun

<deny> onpeaensT HeOGXOAUMOCTb 3anpeTa ykasaHHOro B napaMeTpax CooBLLEHMS.

Tabnunua 9

MNapameTp

OnucaHue

send_interface

Nma nHtepdgenca otnpasutens coobLeHus

send_member

Nma meToga unm curHana otnpasuTens coobLleHns

send_error

imsa omnodkm

send _destination

B kauecTBe 3HaYeHMs yKasbiBaeTCs UMSI.

[ns npaBuna <deny> napamMmeTp 03Ha4aeT, YTO COOOLLEHNS HE MOTyT
ObITb OTNPaBNeHbl BNagenbLeM 4AaHHOTO UMEHN, @ HE JaHHOMY CEPBUCY.
To ecTb, ecnu coegumHeHne Bnageet cepemucamn A, B, C, 1 otnpaska Kk
A 3anpeLueHa, To oTnpaeka k B nnu C Tarke OygeT 3anpelyeHa

send_type Bo3mMokHble 3HadeHud: method call, method return, signal u
error.
3agaeTt TMN ucxogsLlero cooodLeHmns

send_path MyTb BMOa /path/name oTnpaButens coobLueHns

receive_interface

Nmsa nHtepdenca nonyyaTtensi coobLleHnst

receive_member

Mma metoga unu curHana nony4varensa coobueHus

receive_error

Nmsa owmbku

receive_sender

B kayecTBe 3HaA4YEHUs yKa3biBaETCS UMSI.
[na npaBuna <deny> napameTp O3Ha4aeT, YTO COOBLLEHNS He MOTYT
OblTb NOMyYeHbl BNagenbLeM AaHHOrO MMEHU, a He AaHHbIM CEPBUCOM

receive_type

BoamoxHble 3HayeHus: method_call, method_return, signal u
error.
3anaeT T™MnN nostiy4yaemoro COO6LL|,eHI/IFI

receive_path

MyTb BMOa /path/name nonyyarensi coobweHms
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MNapameTp

OnuncaHue

send_requested_ reply

BoaMoXHble 3HavyeHus: true, false.

MapameTp paboTaeT aHaNorM4yHo napameTpy eavesdrop: paspeLlaeT
unu 3anpewaet (<allow> unm <deny>) cooblleHne, NofnyyYyeHHoe B
KayecTBe oXxungaemoro otBeTa (requested_reply), COOTBETCTBEHHO,
npegwecTByeT 3TOMy coobLleHue BbizoBa MeToga (method_call).
[aHHbIN napameTp akTyaneH TONbKO A51s OTBETHbIX COOOLEHUN (error
n method_return) n UrHopupyetcs onst Apyrmx TUNoB COOBLLEHNIA.
Ona npasuna <allow> 3Ha4eHune napameTpa
send_requested reply="true" 4dBNAeTCA 3Ha4YeHMeM 1o
YMOSIaHUKD UM yKasblBaeT Ha TO, 4YTO TONbKO 3anpoLlueH-
Hble OTBETbl paspelleHbl MpaBunoM. 3HadeHne napameTpa
send_requested_reply="false" 0O3HayaeT, YTO NpaBuUo MO3BO-
nsaet nobon OTBET, AaXe ecnv OH He oXugarcs.

Ona npasuna <deny> 3Ha4deHune napameTpa
send_requested_reply="false" 4dBngderca 3Ha4yeHuem 1o
YMOIMYaHUIO M YyKasblBaeT Ha TO, 4YTO MpaBuio paboTaer Torlb-
KO korga oTBeT He Obin  3anpolweH. 3HadyeHve napameTpa
send_requested_reply="true" YyKa3bilBaeT Ha TO, 4YTO nNpa-
BUNo pabotaeTr Bcerga, He3aBUCUMO OT COCTOAHUSA OXuAaHUA
oTBeTa

receive_requested _reply

AHarnornyHo napameTpy send_requested_reply

eavesdrop

Bo3moxHble 3HadyeHns: true, false.

MpocnywwmnsaHue (Eavesdropping) Bo3HMKaeT, korga NnpuiioXxeHue no-
ny4aeT coobLleHne, agpecoBaHHOE CepBUCY, KOTOPbIM He Bnageet
NPUNOXeHne, NN OTBET Ha Takoe coobLueHne.

[na npaBun <allow> 3HayeHWe napameTpa eavesdrop="true" yKa-
3bIBaeT Ha TO, YTO NpaBuno ByaeT NPUMEHSITLCA AaXe Korga OCyLLecTB-
nsieTcs npocnywmnBaHne. 3HadeHe napameTpa eavesdrop="false"
3alaHO MO YMOMYaHUIO U 03HaYaEeT, YTO NPaBUMo paspeLlaeT Te coob-
LLiIeHNA, KOTopble AOCTaBMNANTCA TOMbKO YKa3aHHOMY nosy4varernto.
Ona npaeBun <deny> 3HadyeHWe napameTpa eavesdrop="true"
yKasblBaeT Ha TO, YTO npaBusio OyaeT MNPUMEHSATLCA TOMbKO TO-
rga, Korga BbINOMNHAETCA npocnyluBaHue. 3HaveHWe napamMeTpa
eavesdrop="false" 334aHO NO yMONYaHWIO N O3Ha4YaeT, YTO npa-
BUNO NPUMEHAETCA Bceraa, Ja)ke Koraa He ocyLecTBNAeTCca Npocny-
LUnBaHue.

MapameTp eavesdrop MOXHO KOMBUHUPOBATL TOMBKO C NpaBuiamm
TMNa npuwema u nepefaym (send_* N receive_*)

own

Nmsa
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OkoHyaHue mabnuusi 9

MNapameTp Onuncanune

own_prefix B kayecTBe 3HayeHUs ykasbiBaeTCca UMs.

MpaBuno <allow own_prefix="a.b"/> NO3BONSAET BrageTb
MMEHEM a.b unM nbbiIM MMEHEM, HaYMHAKOWKUMCA C a.b, Ha-
npumep, 3TO BbINONHAETCA And a.b.c WM a.b.c.d, HO He
BbINOSMHAETCA ANA a.bc WM a.c. AKTyanbHO, KOrga CepBUCHI,
Hanpumep, Telepathy U ReserveDevice, onpegensaiT 3Have-
HUS CEPBUCOB ANt NMoaodepeBbeB OOLLEN3BECTHLIX WMMEH, Hanpwu-
mep: org.freedesktop.Telepathy.ConnectionManager.
<IpOU3BOJIbLHOE IIPOOOJIKEHUE> 7] org.freedesktop.
ReserveDevicel .<npou3BOJIBLHOE MNPOLOJIKEHUED>

user B kayecTBe 3HayeHUs ykasbiBaeTCa UMS Nonb3oBaTensl.
MpaBuna <deny> 03Ha4aloT, YTO OaHHbLIA NMOMbL30OBATENL HE MOXET
NOAKMIOYNTLCA K LUMHE COOOLLIEeHUI

group B kayecTBe 3Ha4YeHUs yKasbIBaETCA MMS rpynnbi.
[lecTBre napameTpa aHanorM4yHo napameTpy user

He nmeeT cmbicna 3anpewatb nonb3oBaTensa UM rpynny BHYTPU cekumm <policy>
— 3anpeT nosib3oBaTensa/rpynnbl MOXeET ObiTb TOMBKO B NOMUTUKE context="default" wunu
context="mandatory".

OTpenbHoe npasuso <deny> MOXET cogepxaTtb KOMOUMHaunun na-
pamMeTpoB. B pgaHHOM  cnydae  3anpeT  BbINOSIHSETCA  TOMbKO  ToOraa, KO-
roa BCE napameTpsbl COOTBETCTBYHOT coobLeHno. Hanpumep, npasuso
<deny send interface="foo.bar" send destination="foo.blah"/> 3anpeLia-
eT coobLeHns ¢ nHTepdericom foo.bar 1 ykasaHHbIM UMeHeM cepBuca foo.blah.

Henb3a BkMoYaTb OAHOBPEMEHHO NapaMeTpbl send_* U receive_* B 04HO NpaBusio.

HeobxoauMoO C OCTOPOXHOCTLIO WCMONb30BaTh nNapameTpbl send_interface wn
receive_interface, T.K. none nHtepdenca B coodLLEHUSAX He saBnaeTca obssaTtenbHbiM. B
YaCTHOCTW, Hemnb34 yKasblBaTb <deny send_interface="org.foo.Bar" /> — AaHHoe nNpaBu-
10 NpuBeaET K TOMY, Y4TO coobueHns 6e3 nHTepdenca byayT 3abnokMpoBaHbl AN BCEX CEPBUCOB.
Bcerga Heobxoaumo ncnonb3oBaTth NpaBusio B crneayrowen opme:

<deny send_interface="org.foo.Bar" send_destination="org.foo.Service"/>

Mpumepsl:

1. <deny send_destination="org.freedesktop.Service"
send_interface="org.freedesktop.System" send member="Reboot"/>
2. <deny send destination="org.freedesktop.System"/>

3. <deny receive_sender="org.freedesktop.System"/>

4. <deny user="john"/>

5. <deny group="enemies"/>
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4.7.7.2. DopMmupoBaHUe KITMEHTCKUX MOSINTUK U3 NOSIUTUK LUUHbI
O6paboTtka hanna koHpuUrypauum n cumtbiBaHne pannoB HACTPOEK, B TOM Yucrie no-
NUTUK B parent. Ecnu B 06paboTymke BO3HMKAET owmnbKa, TO PyHKUMS Bo3BpawiaeT NULL u,

COOTBETCTBEHHO, HNYEro He CHNTbIBAETCA.

Mpumep
get_correct_parser ->
bus_context_new ->
bus_context_reload_config ->

include_file ->

bus_config load (const DBusString *file,
dbus_bool_t is_toplevel,
const BusConfigParser *parent,

DBusError *error)

MHnumnanumsauma obpadotynka B pyHKUMN XML,_SetElementHandler:

expat_ StartElementHandler -> bus_config parser start_element ->
start policy child -> append rule from element

Mpn aHanuse BbI30BOB (hOpMMPOBAHME MOMUTUK MPOUCXOANT Crieaytowmm obpasom:
bus_driver handle hello ? bus_connection complete
process_config every time ? Dbus_connections _reload policy
bus_connections_reload_policy unu bus_connection_complete ->
bus_context create client policy -> bus policy create client policy

OyHKUMA bus_policy create_client_policy pa3bupaeT MOMUTUKA  LUUHBI
BusPolicy * M co3gaeT BusClientPolicy* ncxoga n3 coeamHeHna DBusConnection *.
Takmm obpa3om BusPolicy * Ha ocHoBe DBusConnection *  COOTBETCTBYET

BusClientPolicy*.
4.8. CpeacrtBa ynpaBrneHus maHaatHbimu MPO

Onsa ynpaenenna maHaatHeiMun NP ncnonb3yotca cnegyowme rpauyeckne yTunuTbl:

- fly-fm («MeHemxep dannoB») — ynpasneHme MaHgaTHbIMM aTpnbytamu hannos;

- fly-admin-smc(«YnpasneHme nonnTnkon 6e3onacHoCcTu») — ynpasneHne npoToKo-

nMpoBaHWEM, NPUBUIIETMSMN U MaHOATHbIMKM aTpubyTamn nonb3oBaTenen, pabota ¢

nonb3oBaTensaMu 1 rpynnamu.

Bonee nogpobHoe onucaHne yTUnNnT CM. B 3NEKTPOHHOWN CrpaBkKe.

[ns ynpasneHna mangatHeiMu MNP B pexxume koMaHZHOW CTPOKW UCMNOSMb3YTCA cneay-
e yTunuThbl:

- pdpl-file — ynpaBneHve MaHgaTtHbIMu aTpmbytamu garnos (cm. 4.8.1);
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- pdp-id— oTobpaxeHne MaHaaTHbIX aTpubyToB ceccum nonbaosatens OC (cm. 4.8.2));
- pdp-init-£fs — CKpUNT MHMUMANU3aLMN MaHgaTHbIX atpubyToB ®C (cm. [4.8.3);

- pdp-1s— BbIBOA aHanNorn4Ho ctaHgapTHOWM KomaHae ls nHdopmaumm o davnax c
oToGpaxeHnem mMaHOaTHbIX aTpmbyToB (cm. (4.8.4);

- pdpl-ps— ynpasneHve maHgaTHbIMM aTpubyTamu npoueccos (cMm. 4.8.9);

- pdpl-user— ynpasneHue ONyCTUMbIMU MaHOATHLIMU YPOBHAMW N KaTEropusiMy nosb-
3oBatenen OC (cwm. [4.8.6);

- sumac— 3anyck npowecca ¢ 3afaHHbIMM MaHOATHbIMW YPOBHEM W KaTeropuen B oTAeNb-
HoW rpacmnyeckon ceccum (cm. [4.8.7);

- userlev — nameHeHvie B[] maHgaTHbIX ypoBHeli (cm. 4.8.8);

- usercat— n3MeHeHve B[] MmaHaaTHbIX kaTeropuii (cm. [4.8.9).

[ns coBmecTUmMocTn ¢ npeaplaymmm Bepcusamm OC coxpaHeHbl cneayowme yTUnmThbl

KOMaHAHOW CTPOKM Ans ynpaBneHna maHgatHeimu MNPO:

- chmac — ynpaeneHve MaHaaTHbIMK aTpubytamu daiinos (cm. 4.8.10.1);

- 1sm— BbIBOA aHANOrM4YHO CTaHOAPTHOM KOMaHae 1s nHdopmaumm o dannax ¢ otobpa-
)XeHnem MaHAaTHbIx atpubytos (cm. [4.8.10.3);

- macid— oTobpaxeHne MaHAaTHbIX aTpubyToB ceccum nonb3osatens OC (cm. 4.8.10.2);
- psmac— ynpasneHne MaHgaTtHbiMn aTpubytamm npoueccos (cm. 4.8.10.4));

- usermac— ynpasrieHue AoNnyCTUMbIMWU MaHOaTHbIMU YPOBHAMM U KaTteropusmm nosb3o-
Batenei OC (cm. [4.8.10.5));

- getfmac— nonyyeHue metok 6esonacHocTu dainosbix 06bekToB (cMm. [4.8.10.6));

- setfmac— M3MeHeHne MeTok Ge3onacHocTu annoBbix o6bekToB (cm. 4.8.10.7).

4.8.1. pdpl-file
CuHTakcuc:

pdpl-file [omnmuu]...[ypOoBeHb] [ :ypoOBeHb LeJjyioCTHOCTHU| :kKaTeropusl[ :dnaru]]] [dawnin]

KomaHaa pdpl-file nameHsieT mangatHble atpubyThl doarnos OC, KoTopble BKNHOYaKT

MeTKy 6e30nacHOCTU U crieumanbHble MaHaaTHble aTpubyTbl daiina.

Onuuu npuBegeHbl B Tabnuue [10]

Tabnwunua 10
Onuus OnucaHue
-f, —-silent, -—quiet | He BbiBOANTb coobLieHMn 06 olmbkax
-v, ——verbose BbiBOOMTL guarHocTU4eckne coobLleHns ansa kaxgoro danna
-c, -—changes To Xe, 4TO U ——verbose, HO co0bLWATb TONLKO 06 N3MEHEHUSIX

_U,

OObeanHNTL TEKyLLYIO METKY Ge3onacHocTu chaina ¢ 3agaHHON B Ka4ecTBe
aprymeHTta

—--unite
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OkoHyaHue mabnuusi 10

Onuusa Onucanve
BbluecTb 13 TekyLen MeTkn 6e3onacHOCTM harina 3agaHHyo B Ka4ecTBe
-8, ——subtract
aprymeHTta
-R, —-recursive MpUMeHNTb PEKYPCUBHO
-r, -—reverse CHavana dannbl B gMpekTopun, NOTOM OUPEKTOPULO
-h, —-help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBeCTM MH(popMaLnio 0 BEPCUN U BbIATU

ypOBeHb N Kateropna moryTt ObITb 3aa4aHbl UMEHEM UNK wectHaguaTtepnyHbiM 3Ha4YEeHNEM.

Mpumep
pdpl-file -Rv CexkpeTHo:0:KaTeropus A /tmp

[aHHaa komaHOa pekypcuBHO ONA BCcex (pannos katanora /tmp M3MEHUT YPOBEHb Ha
CekpeTHO U KaTeroputo Ha KaTeropusi_A (YpOBEHb U KaTeropmsa OOMKHbI ObITb onpeaeneHs! B
cucteme).

®narn cenr, ehole n whole (cm. MOryT ObITb 3aaHbl 3HAYEHUEM UM UMEHaMK

yepes 3anaTylo.

Mpumep
pdpl-file 2:0:0:ccnr /tmp

4.8.2. pdp-id
CuHTaKcuc:
pdp-id [ommuu]
KomaHga pdp-id BbIBOOUT MaHAaTHble aTpubyThl ceccum nonb3osartens OC.

Onuumn npuseaeHbl B Tabnuue [11]

Tabnuuya 11
Onums OnucaHue
-1,--level BbIBECTM TOMNBKO MaHAATHbIA YPOBEHb KOHUAEHUNANBHOCTH
-i,—-ilevel BbiBECTM TONBLKO MaHAaTHbIV YPOBEHb LLENOCTHOCTU

-c,--categories | BbiBeCcTu Tonbko MaHgaTHYyHO KaTteropmm

-r,-—categories | BbiBecTn TONbKo ponm

-n,--name Onsa onuuin -1c BLIBOAWUTL UMEHA BMECTO YNCIIOBbIX 3HAYEHUN
-h,--help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBeCcTV MHpopmaLmio o BEpCUn 1 BbINTH

|_|pl/l OTCYTCTBUU onuunn BbIBOAUT CTPOKY TeKyLnX MaHOAaTHbIX CBOWCTB.
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Mpnumep
pdp-id
YpoBeHb KOH$: CekxpeTHO YpoBeHb lesiocTHOCTH: 0 Kareropum: Kareropusi A
B atom npuMepe Tekylas ceccusi rnonb3oBaTtensd UMEET YPOBEHb CEKPETHOCTN CeKpeTHO,

MUHUManbHbLIN YPOBEHb LIENTOCTHOCTU U KaTeroputo KarTeropus_A.

4.8.3. pdp-init-fs

CuHTakeuc:
pdp-init-£fs

CKpunT uHMumManuaaumm maHgatHbix atpmbytoB ®C pdp-init-£fs BbI3biBaeTcsa npu
MHUUManu3aunm n nepesanycke CUCTeMbl AN YCTaHOBKM KOPPEKTHBIX MaHOaTHbIX aTpubyToB Ha
CUCTEMHbIe (hbanrnoBble 06beKTbl (Pansbl U KaTanorun), HadmHa ¢ KopHs OC.

CkpunT pacnonaraetcs B katanore /usr/sbin v JOCTyneH AS NPpaBKU TOMbKO agMUHN-
cTpartopy.

BHUMAHUE! HactosaATenbHO He pekoMeHOYeTCH BHOCUTb U3MEHEHUS B YKasaHHbIV
cKpunT 6e3 HeobxoamMMOoCTU. MIaMeHeHns TpebytoTCs TONbKO B Criydae U3MEHEHMs MakcumarnbHOro

YPOBHA KOH(*)VI,D,GHLI,I/IaJ'IbHOCTVI nnn UenocTtHOCTN B CUCTEME.

4.8.4. pdp-Is

CuHTakcuc:
pdp-1ls [onuuu] [umsa Qarnnal

KomaHaa pdp-1s BbIBOOMT aHanormyHo CtaHaapTHOM KoMaHae 1s nHdpopmaumio o an-
nax (No ymon4aHumito — O TeKyLleM Kartarore).

Vcnonb3oBaHne gaHHOM KOMaHAbl B LESIOM He OTNn4aeTcs OT UCMNoSib30oBaHUs pdp-1s,
3a UCKIMOYEHNEM CreayoLwmx ocobeHHoCTeN:

- ecnu Ha panne yctaHosneHbl ACL, TO K HUM go6aBnsieTcst CUMBOS «+;

- eCcnu Ha ghanne ycTaHoBreHa HeHynesast metka 6e3sonacHocTi, To K ACL gobaensietca

CUMBOI «My;

- ecnv Ha (panne ycTaHOBMEHbl CUCKU NpoTokonupoBaHus, To K ACL pobasnsetcs

CUMBON «ay;

- OOCTYyMHa onums -M, KoTopast MoXeT BbITb MCNonb3oBaHa Afis NpocMoTpa MeTok 6es-

OnacHOCTK Ha (hannoBbIX OO6bEKTAX.

4.8.5. pdpl-ps
CuHTakcuc:
pdpl-ps [-nzhv] <ugeHTHdHMKATOP mOpolecca>
KomaHaa pdpl-ps NO3BOMSIET cYMTATb MaHAATHbIA KOHTEKCT 6e30nacHOCTM € npoLlecca,

3aZlaHHOro napameTpom (MaeHTudukatop npouecca).
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Tonbko adMUHUCTpAaTOpP MOXET yCTaHaBJIMBaTb N CHNTbIBATb MaHOaTHbIN KOHTEKCT 6e3-
OnacHOCTK NMPOn3BOJIbHOIO Nnpouecca, 0ObIYHbIN NOMb30BaTENb MOXET TONbKO CYMUTLIBATL KOHTEKCT
C COBCTBEHHOIO npouecca, Aan4a atoro napameTp AO0JMKeH MMETb HyINeBOE 3HaA4YeHUe.

Onuuun npuBegeHbl B Tabnuue [12]

Tabnuuya 12

Onuusa OnucaHne

-n, ——numeric BbiBECTN MHOPMALINIO O KOHTEKCTE B YNCNEHHOM BUae

Ecnn metka 6e30nacHOCTM HyreBasi, TO 3aBEPLUMTLCS C
-z, —-—-iszero Kogom 0, MHade 1, ecnv He ygarnocb Nony4mTb MeTky 6es-
ornacHocTuM npouecca, To 74

-h, —-help BbiBecTu cnpaBky v BbIATH

--version BbiBeCTM MH(pOpMaLnio 0 BEPCUN U BbIATU

4.8.6. pdpl-user
CwuHTakcuc:
pdpl-user [-dzhv [-m MHHMMAJIBHHY:MaKCHMAaJIbHHMN YPOBEHbL KOHQUIOEHLIMAJILHOCTH ]
[-i MakcuUManbHHE YPOBEHBb LI€JIOCTHOCTH ]
[-c MuHUMalIbHas KaTeropwus:MaKCHUMallbHas kareropusi]] <mnonb3oBaTeslb>
KomaHaa pdpl-user otobpaxaeTt n ycTaHaBnMBaeT AONYCTUMbIE MaHAATHbIE YPOBHU U
kaTteropuu nons3osaTtenen OC.

Onuuun npuBegeHbl B Tabnuue [13]

Tabnuuya 13
Onuwms OnucaHue
-d, --delete Ynanutb CTpPoOKy nonb3oBaTtend ua dganna
-z, ——zero OOGHYNNTb 3HA4YeHMS1 YPOBHEN U KaTeropumn
-1, --levels YCTaHOBUTbL AOMYCTUMbIE YPOBHU KOH(PMAEHLMANBHOCTH
-i, ——ilevel YCTaHOBUTb MakCUManbHbIA YPOBEHb LIENTOCTHOCTMU

-m, —-maclabels TO Xe, 4YTo 1 —1 (Ucnonb3yeTcst AN COBMECTUMOCTH)

-c, —-—category YCTaHOBUTbL JONYCTUMbIE KaTeropum
-h, —-help BbiBECTM cnpaBKy v BbIATH
-v, -—version BbiBeCcTM nHpopmaunio o BEpcun U BbITU

Ecnun B kayecTtBe napameTpa KMoYen -m unu -c YKa3aHO OAHO 3Ha4eHue unm oaHo
3Ha4yeHune C npealwecTeyrowimMm BoOeTO4YNEM, 3TO 3HAYEHNE NHTEPNPETUPYETCA KaK MakCMalribHoOe
3Ha4veHue, ecrnim ogHoO 3Ha4YeHune C nocneayrmnmMm aBoeTodmemM — Kak MMHUMaribHoe.

KomaHaa pdpl-user npu ycrnewHOM BbINONIHEHUX BCerga BbIBOAUT 3HAYEHUSA yCTaHOB-
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NEeHHbIX A0MNYCTUMbIX METOK 6e30MacHOCTM.
YToObl NPOCMOTPETL TEKYLLME AONYCTUMbIE METKM BGE30MaCHOCTM, BbINMOMHUTL KOMaHAy
0e3 kno4ven:

pdpl-user nmonb3OBaTEIb

Mpumep

pdpl-user -m YpoBeHb_0:YpoBeHb 3 -i 0 -c O:Kareropus 2 userl

[aHHasa komaHga onga nonb3oBaTens userl YyCTaHOBUT:

- MUHMMarnbHbIN YpOBEHb — YpoeeHb_0(0);

- MakcuMmarsbHbIA YpOBEHb — YpoBeHb_3(3);

- MakcuMarnbHbI/ YPOBEHb LENOCTHOCTU — MuHuManbHuH (0) ]

- MUHUManbHY KaTeropmto — 0x0 (0) (6e3 kateropun);

- MakcumarnbHYlo KaTteropuo — 0x2(2).

YpoBHU YpoBeHb_0, YpoBeHb_ 3, KaTteropust Kareropus_ 2 AOMKHbI OblTb onpeaenexsbl

B cucTeMe. 3Ha4YeHNsa ypoOBHEN U KaTeropui MoryT BbiTb 3aaHbl B YUCNOBOW hopMe.

4.8.7. sumac

CuHTakcuc:
sumac [-h, --help] [-v, --version] [-1, --level=] [-c, --category=]
[-i, --stdin=] [-o0, --stdout=] [-e, --stderr=] [-x, —--xauth] [command]

KomaHnga sumac ncnonb3yerca Ansa 3anycka npouecca ¢ 3agaHHbIMY MaHAAaTHbIMU YPOB-
HEeM W KaTeropven B OTAenbHOW rpadonveckon Ceccun ¢ UCMonb30BaHNEM BUPTYaribHOro rpa-
domyeckoro cepsepa Xephyr. Nonb3oBaTenib MOXET 3anyckatb Mpouecc TOMbKO B npegenax
paspeLUeHHbIX eMYy YPOBHEWN N KaTeropum.

BHUMAHMUE! [1ns 3anycka nporpamMmm Ha ypOBHE, OTSIMYHOM OT YPOBHS TEKYyLLEen cec-
CUKN, He OOIMKHA CTOATb BITIOKMPOBKA MCMNOSb30BaHUS KOMaHAbl sumac B rpadouyeckon ytunmte
fly-admin-smc (CM. 3NEKTPOHHYIO CNpPaBKY) 1 NOMb30oBaTento JoSMKHa BbITb Ha3HavYeHa NpuBK-
nervsi PARSEC_CAP_SUMAC (cm. 4.5).

Ecnn ykasaHHbI MaHOaTHbIN YPOBEHb BbllE TEKYLLEro, T. €. MPOUCXOAUT YBEnMYeHne
YPOBHS1, TO NepeMeHHble OKPYXXEHUSI HacneayrTca OT Tekywero npouecca. Ecnu npomncxogut
YMEHbLUEHNEe MaHOATHOMO YPOBHS, TO TEKYLLME NEPEMEHHbIE OKPYXXEeHUS copacbkiBatoTcs, YTOObI
nsbexartb yTeukn nHpopmauun. AHanornMyHoO Npy NOPOXAEHNM HOBOTO NpoLecca 3akpblBalTCA BCe
darinoBble 4eCKPUNTOPbI, MeTKa 6e30NacHOCTM KOTOPbIX HE COBMaAaeT C yKa3aHHOW B KOMaHA4HON
cTpoke. B ToM uncne 3akpbiBatoTca stdin, stdout, stderr. [lepeHanpaBuTb CTaHAAPTHLIN
BBOJ M BbIBO, AN HOBOMO NpoLiecca MOXHO C MOMOLLbIO onuun —i, —o, —e And stdin, stdout
N stderr, COOTBETCTBEHHO.

BHUMAHME! 3anyck npouecca ¢ NOHMKEHNEM MaHAATHOIO YPOBHS NN C COKpaLLeHUEM
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Habopa MaHAaTHbIX KaTeropuii 3anpeLleH Ans npegoTepalleHns yTedkn nHdopmaumm Ha bonee

HU3KNe ypoBHU CEKPETHOCTMU.

Mpumep
3anyck rpacunyeckoro NpunoXeHnsa xterm C MaHAaTHbIM YPOBHEM 2 U KaTeropuen
Oxffff

$ sumac -1 2 -c Oxffff xterm

Onuumn npuBegeHbl B Tabnuue [14]

Tabnuuya 14
Onuwms OnucaHue
-1, --level= 3anyctuTb Npouecc ¢ ykasdaHHbIM MaHAaTHbIM YPOBHEM
-c , —--category= 3anycTntb npoLecc ¢ ykasaHHON MaHOaTHOW KaTeropuen
-i , --stdin= MepeHanpaBuTb stdin 3anyLleHHOro npowuecca B ykasaHHbI hann
-o , --stdout= MepeHanpaBnTb stdout 3anyLleHHOro npouecca B ykasaHHbIN dhans
-e , --stderr= lMepeHanpaBuTb stderr 3anyLWeHHOro NpoLecca B yKasaHHbIN ¢ann
_x, --xauth MonbiTaTbeca co3gaTth 3annck B . Xauthority. B cnyyae Heygaum npepsaTtb
BbIMOMHEHNe npoLecca
-h, --help BbiBECTUM cnpaBKy U BbIATH
-v, --version BbiBeCcTM nHpopmaLunio o BEpCUnN U BbITU

4.8.8. userlev

CuHTakcuc:
userlev [-d, --delete] [-a, --add<sHaueHue>] [-r, --rename<umMmsa> ]
[-m, --modify<smauenue>] [-h, --help] [--version] <ypoBeHL>

KomaHga userlev cryxuT ona npocMoTpa n nameHeHuns B b maHgatHbIx ypoBHen. [Ans
NpocMOTpa BCEX YPOBHEN KOMaHAY crnefyeT 3anyckatb 6e3 napameTpoB. BHOCUTbL n3aMeHeHus B
B[l ypoBHEN MOXET TOMbKO afMUHUCTPAaTOP.

Onuuun npuBegeHbl B Tabnuue [15

Tabnuuya 15
Onuwms OnucaHuve
-d, —-delete Yoanutb ypoBeHb 13 b[j
-a, ——add<sHaueHue> [ob6aBnTb HOBbI ypoBeHb B Bl
-r, -—rename<HOBOE HMI> [MepervmeHoBaTb CyLLECTBYIOLLNA YPOBEHDb

-m, --modify<HoBoe 3HaueHue> | MI3BMEHUTb 3HaYeHME YPOBHS

-h, --help BbiBECTM CnpaBKy 1 BbINTH

--version BbiBeCTV MHpopMaLnio 0 BEpCUN U BINTH
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4.8.9. usercat

CuHTakcuc:
usercat [-d, --delete] [-a, —--add<auaueHue>] [-r, --rename<umsa>]
[-m, —--modify<suauenue>] [-h, --help] [--version] [xaTeropus]

KomaHga usercat cnyxut gna npocmoTpa n nuameHenus bl kateropuin. [na npocmoT-
pa BCex KaTeropuni komaHay crnenyet 3anyckatb 6e3 napametpoB. BHocuTb nameHeHnsa B B[
KaTeropmm MOXET TONbKO aAMUHUCTPATOP.

Onuuun npuseaeHsbl B Tabnuue [16]

Tabnuua 16
Onuus Onucanune
-d, --delete Ypanutb kateropuio n3 b
-a, -—add<snaueHue> [o6asuTb HOBYtO KaTeroputio B B[]
-r, -—rename<HOBOE HUMS> lMepenmeHoBaTb CyLLECTBYIOLLYH KAaTEroputo

-m, —-modify<HoBOe 3HaueHUuE> N3MeHUTb 3HadYeHne kaTeropuu

-h, --help BbiBeCTr cnpaBky 1 BbIATU

--version BbiBECTM MHOPMaLINIO O BEPCUN U BbIATH

4.8.10. YcTtapeBLIMe YTUNUTbI yNpaBneHnsa maHaaTtHbimu MNMPL

[ns coBmectumocTu ¢ npeabigywmmmn Bepcnamm OC coxpaHeH psg yTUIMT KOMaHaHOW
CTPOKM Ans ynpasneHna maHgatHeivu MNP,

BHUMAHMUE! HacToaTenbHO He pekoMeHayeTcsa NpUMEHATb ycTapesLune yTunutbl. [dax-
Hble YTUNNTbI He NO3BONSAT paboTaTb C YPOBHAMM LIENOCTHOCTU U OTOGpaxalT MaHAaTHbIe
aTpmnbyTbl B bopmate npeablayinx sepcun OC.

4.8.10.1. chmac

CuHTaKcuc:
chmac [onumu] [ypoBeHb][:kaTeropus|:cnenuanbHee aTpubytTe]] [uMa $amnnal

KomaHga chmac nameHseT maHgaTHble aTpuby Tl hannos OC, KOTOpble BKAOYAKOT METKY
6e3onacHOCTM 1 cneyunanbHble MaHaaTHble aTpubyTel hanna.

Onuuu npuBegeHsl B Tabnuue .

Tad6bnuua 17

Onuusa Onucanune

-f, --silent, -—quiet | He BbIBOAUTb cooOLLEHMIN 00 oLLmnbkax

-v, -—verbose BbiBOAUTBL AMarHocTudeckue coobuleHns ans kaxagoro danna

-c, -—changes To xe, 4To U ——verbose, HO coobLlaTb TONbKO 00 N3MEHEHUAX

-R, —-recursive MpUMeHNTb PeEKYPCMBHO
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OkoHyaHue mabnuusi 17

Onuusa Onwucanune
-h, --help BbiBecTu cnpaBky ¥ BbINTU
--version BbiBECTM MH(OPMaLNIO O BEPCUN U BbIATH

ypOBeHb N Kateropmna moryrt ObITb 3a4aHbl UMEHEM UMK wectHaaguatepn4HbiM 3Ha4E€HNEM.

Mpumep

chmac -Rv CekperHo:KaTeropusi A /tmp

[aHHaga komaHaa pekypCcuBHO NS Bcex (hannos katanora /tmp M3MEHUT YpPOBEHb Ha
CekpeTHO M KaTteroputo Ha KaTeropusi_A (YPOBEHb U KaTeropmsa SOMKHbI ObITb OnpeaeneHs! B
cucteme).

CneuuanbHble aTpubyTbl MOryT ObITb 3aA4aHbl 3HAYEHWEM UNN CTPOKOW CUMBOSIOB XWX WX,
B KOTOPOW N060ON U3 CUMBOSIOB MOXET ObITb 3aMEHEH Ha «-» AS11 CHATUS COOTBETCTBYHOLLIENO

aTpubyTa.

Mpumep

chmac 0:0:rwxrwx /tmp

[aHHaa komaHOa ans katanora /tmp yCTaHOBUT UFHOPUPOBaHWE MaHOAATHbLIX YPOBHEN U
KaTeropun npu BbINOMHEHUN onepauni YTeHUs, 3anncu U UCMOSTHEHWS.

Mpwn 3agaHuKn cneumnanbHbIX aTPUBYTOB BMECTO rwx MOryT ObITb MCNOMNb30BaHbI Creayto-
LLMe COKpaLLeHUs:

- equ — UrHOpMpPOBaHWE MaHOAaTHbLIX YPOBHEW U KaTeropuin Npu BbINOSTHEHWUW onepawuin

YTEHUS, 3annUcu N UCNONHEHNS;

- equ_w — UrHopMpoBaHUe MaHAaTHbIX YPOBHEN 1 KaTeropmin npu BbINOMHEHUW onepauun

3anucy;

- low — UrHOpMPOBaHNE MaHOATHbLIX YPOBHEW U KaTeropuin Npu BbINOSTHEHWUW onepalui

YTEHUSA U UCMNONHEHUS.

BHUMAHUE! B HacTosiLee BpeMsa MUCNOSMb3yeTCca ApYyron Habop cheuuanbHbIX aTpu-
oytoB. [laHHas yTunuTbl He no3sonseT pabotatb ¢ HUMK. CyllecTByeT COOTBETCTBUE MeEXAY
CcTapbliM aTpubyToM equ (rwxrwx) U HOBbIM ehole. Takum obpasom, pasgensHoe ynpasreHue

cneunanbHbIMA anI/l6yTaMI/I BMAaa rwxrwx He npegycMoTpeHo.

Mpumep
chmac 0:0:equ /tmp

4.8.10.2. macid

CuHTakcuc:

macid [omumu]
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KomaHaa macid BbIBOAUT MaHOaTHble aTpubyThl ceccun nonb3oBatens OC.

Onuuun npuBegeHbl B Tabnuue .

Tabnwuua 18
Onuus Onucanue
-1,--level BbIBECTM TONBKO MaHAATHbLIA YPOBEHb

-c,--categories | BblBECTM TONBbKO MaHAATHYH KaTEropumio

-n,--name [nsa onuuin -1c BLIBOAUTL UMEHA BMECTO YNCITOBbIX 3HAYEHUN
-h,--help BblBECTM CnpaBKy U BbINTH
--version BbiBeCTr MHpopmaLmio o Bepcun 1 BbINTH

|_|pl/l OTCYTCTBUU onuumn BbIBOOUT CTPOKY TeKyLinX MaHOAaTHbIX CBOWUCTB.

Mpumep
macid

YpoBeHb=2 (CekpeTHO) KaTeropusi=1(Kareropus_ A) IIpusuneruu=0

B aToM npumepe TekyLuas ceccusi nonb3oBaTensa MMeeT ypoBEHb CEKPETHOCTU CeKpeTHO
N Kateroputo Kareropus_A.
4.8.10.3. Ism
CuHTakcuc:
lsm [onuuu] [umsa darina]
KomaHnga 1sm BbIBOAUT aHANorM4yHo ctaHaapTHOWM KoMaHae 1s nHdopmMaumio o dannax
(MO ymMmOnyaHuio — O TEKyLLEM KaTanore).
Vcnonb3oBaHne JaHHOW KOMaHAbl B LIENIOM He OTNuyaeTcs OT UCNonb3oBaHuA 1s, 3a
UCKIOYEHMEM crneayoLwmx 0CobeHHOCTEN:
- ecnu Ha channe yctaHoneHbl ACL, TO K HUM go6aBnsieTcst CUMBOI «+;
- ecnu Ha ghanne ycTaHoBreHa HeHynesast metka 6esonacHoctn, To K ACL gobaensietca
CUMBOI «M;
- ecnv Ha (panne ycTaHOBMEHbl CMUCKM NpoToKonupoBaHus, To K ACL pobasnsetcs
CUMBON «a;
- 0OCTyrnHa onums -M, KoTopas MoXeT BbITb MCNoNb3oBaHa Asis NPocMoTpa METOK 6es-
OMacHOCTU Ha dhannoBbIX OObEKTaX.
4.8.10.4. psmac
CuHTaKcuc:
psmac [-d, --delete] [-n, —--numeric] [-h, --help] [--version]
<upgeHTUPUKATOP Mpolecca> [MeTka 6e30macHOCTH.. . ]
KomaHaa psmac No3BONseT NU3MEHATb UM CYMTaTb MaHAATHbIA KOHTEKCT 6e30nacHOCTH

Bbl6paHHOFO npouecca. Ecnun B kayecTBe apryMmeHTa He yKa3aHa MeTKa ©e3onacHoOCTU, TO KO-
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MaH4a CYMTbIBAET MaHAATHbIA KOHTEKCT C npouecca, 3a4aHHOro napameTpom (naeHTudukarop
npouecca).
Ecnu aprymeHT-MeTka 6e3onacHOCTU NPUCYTCTBYET, TO KOMaH4a ycTaHaBnMBaeT 3ajaH-
HYl0 MeTKy 6e3onacHocTu Ha npouecc. MeTka 6esonacHOCTU 3ajaeTcs B BUAe:
<YpoBeHb> [ : <KaTeropuun> ]
roe <yposeHb> U <KaTeropuu> MOryT ObiTb 3a4aHbl Kak B YACNIEHHOM, Tak U B CUMBOSIbHOM
Buae. CnoxHole <KarTeropuu> MOryT 6bITb 3afaHbl B BUAE CNUCKA CBOMX COCTaBMSAIOLLMX.
Tonbko agMMHUCTPATOP MOXET YyCTaHaBNMBAaTb U CYMTbIBATb MaHOATHbIA KOHTEKCT 6e3-
ONacHOCTU NPOM3BOSIBHOMO NpoLecca, 00bIYHBIN NOMb30BaTENb MOXET TOSNIbKO CYNTLIBATL KOHTEKCT
€ coBCTBEHHOrO npouecca, ANa 3Toro napameTp AOMKEeH UMETb HYNEBOE 3HaYeHue.

Onuuun npuseaeHsbl B Tabnuue [19]

Tabnuuya 19
Onuwms OnucaHue
-d, --delete OGHYNMTL MaHOAaTHLIN KOHTEKCT 6e30MacHOCTM NpoLecca

-n, ——numeric BbiBecTu I/IHCbOpMaLl,I/IlO O KOHTEeKCTe B YNCIrieHHOM Buae

-h, —-help BbiBECTM cnpaBKy U BbIATH

--version BbiBecTu nHopmaunio o Bepcun 1 BbITU

4.8.10.5. usermac
CwuHTakcuc:
usermac [-dzhv [-m MHHUMAJIBEHHMP YPOBEHDL:MaKCHMAaJlbHHNE YPOBEHD ]
[—C MHHHMAJIbHAasA KaTeropusd:MaKCHMaJIbHAaA Ka'I‘el"OpPIH] ] II0JIb30BATEJIb
KomaHga usermac U3MeEHSET JONYCTUMble MaHA4ATHbIE YPOBHU U KaTeropmn nonb3oBare-
nen OC.
Onuuun npuBegeHsbl B Tabnuue [20]

Tabnwunua 20
Onuwms OnucaHue
-d, --delete YaanuTb CTPOKY nonb3oBartens us ganna
-z, ——Zero OOHYNUTb 3HA4YEeHMS YPOBHEN U KaTEropumn
-1, --levels YCTaHOBUTbL A0MYCTMMblE MaHAATHbIE YPOBHU KOH(PUAEHUMANBHOCTH
-i, —-ilevel YCTaHOBUTb MakCUMarbHbIA YPOBEHb LLENOCTHOCTU

-m, —-maclabels TO Xe, 4To M —1 (Ucnonb3yeTcs ANd COBMECTUMOCTH)

-c, ——category YCTaHoBUTL A0onyCcTumMmble KaTteropmu

-h, --help BbiBeCTM cnpaBKy v BbIATH

-v, ——version BbiBeCTM MHPOPMALINIO O BEPCUN U BBINTU
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Ecnu B kayecTBe napameTpa Kro4eln —-m UM —c ykazaHo OOHO 3HA4YeHWe WM OfHO
3Ha4YeHne C NpeaLecTBYOLWUM ABOETOUMNEM, 3TO 3HAYEHNE UHTEPNPETUPYETCS Kak MakcManbHoe
3Ha4yeHue, ecnv O4HO 3Ha4YeHUe ¢ NocneayLnM ABOETOYMEM — Kak MUHUMATbHOE.

KomaHaa usermac npu ycrnewHOM BbIMOSNIHEHUW BCEraa BbIBOAUT 3HAYEHWUSI YCTAHOBIEH-
HbIX AOMYCTUMbIX METOK 6€30MacHOCT!.

YToOblI NPOCMOTPETL TEKYLLME AONYCTUMbIE METKM 6GE30MaCHOCTM, BbINMOMHUTL KOMaHAy
0e3 kno4ven:

usermac II0JIb30OBaATeEJIb

Mpumep

usermac - HECEKPEeTHO:CEeKPeTHO -C KaTeropus A:kaTeropus_B userl

[aHHasa komaHga ansa nonb3oBaTtens userl YCTAHOBUT:

- MWUHUMarbHbIN YPOBEHb — HECEKPETHO;

- MakCuUMarnbHbI YPOBEHb — CEKPETHO;

- MUHUMAarnbHYIO KaTeropuio — xareropusi_A;

- MaKkcumMaribHYyt KaTeroputo — xkareropusi_B.

YPOBHU HECEKpPEeTHO, CEKPEeTHO U KaTeropum xareropusi_A, kaTeropusi_B AOIKHbI
ObITb onpegenexbl B cucteme. 3Ha4YeHNS YPOBHEN U KaTeropui MoryT ObiTb 3a4aHbl B YACITOBOW
dopme.

4.8.10.6. getfmac

CuHTakecuc:
getfmac [-R, —--recursive] [-L, --logical] [-P, --physycal] [-n, —--numeric]
[-p, —-—-absolute-names] [-c, --omit-header] [-s, --skip-empty]
[-h, --help] [-v, --version] Qaumu u/umM KaTajoru

KomaHpa getfmac cnyXuT ong nonyyYyeHna MeTokK 6esonacHocTn CbaVIHOBbIX 00BbEKTOB.
MHd)OpMaLIMFI 0 MeTkax 6e30nacHOCTK NoCbINnaeTca Ha CTaH}J,apTHbII7I BbIBOO U MOXET ABNATbCA

BXOOHbIMU OaHHbIMK N5t KOMaHabl setfmac (cm. |4.8.10.7)).
Onuuun npueeaeHsbl B Tabnuue [21]

Tabnuuya 21
Onums OnucaHwune
-R, --recursive [na nogkatanoros pekypcuMBHO
-L, --logical CnepoBatb N0 CMMBOJIMYECKUM CCbINKaMm
-P, ——phisical He crnegoBatb N0 CMMBOSIMYECKUM CCbISIKaM

BbiBOAMTL MHCpOPMALMIO O KOMMOHEHTaX METKM 6e30nacHOCTM B LMpOBOM
dopme

-p, ——absolute-names | ADCONIOTHbIE MMEHA

-n, ——numeric
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OkoHyaHue mabnuusi 21

Onuusa Onucanve
-c, ——omit-header He nokasbiBaTb 3aronoBokK (Mms canna)
-s, ——-skip-empty MponyckaTtb dannbl ¢ NycTbiMu aTpnbyTamm
-h, --help BbiBecTu cnpaBky v BbINTU
-v, --version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH

4.8.10.7. setfmac
CuHTakcuc:
setfmac [-s, --set] [-m, --modify] [-S, --set-file] [-B, --restore]
[-R, —--recursive] [-L, --logical] [-P, --physical] [-h, --help]
[-v, —--version] [MeTka 6ezonacHocTu] Pamsne u/UNK KaTajylor'u
KomaHga setfmac yctaHaBnmBaeT MeTKM B6e3onacHoCTM Ha hannbl. MeTkn 6e3onacHoCTH
3a4alTcsa UNuM B KOMaHOHOW CTPOKe (mapamMeTpbl —s, —m), unn B channe (napametpbl -S, -B).
Mpwn aTom, dannbl MOryT 6bITb CHOPMUPOBAHLI C MOMOLLIbKO NEepeHanpaBneHnst BbIBO4A KOMaHAbI

getfmac (4.8.10.6).

MeTka 6e3onacHoOCTM 3agaeTca B BUAE:
<YpoBeHb> [ :<KaTeropum>|[ : <Tum>] ]
roe <ypoBeHb> U <KaTeropuu> MOryT ObiTb 3afaHbl Kak B YACIIEHHOM, TaK U1 B CUMBOSIbHOM
Bnae. CrnoxHole <KaTeropuu> MOryT ObiTb 3a4aHbl B BUAE CMMCKa CBOMX COCTaBNAKOLWMX, Ha-
npumep: Tauku, CaMoOJIeTHL.
TonbKo aAMUHUCTPATOP MOXET YCTaHaBNMBaTb METKU 6e30nacHOCTU Ha channsbl.
BHUMAHUE! C nomoLbio JaHHON KOMaHAbl HEBO3MOXHO YCTaHOBUTbL METKY 6e3onacHo-
CTW Ha hannoBbii OO bEKT-COKET.

Onuuun npuBegeHbl B Tabnuue .

Tabnwnya 22
Onuus Onucaxune
s, ——set YcTaHoBUTL METKY 6e30nacHOCTU U3 KOMaH4HOWN CTPO-
Kn
-m, ——-modify N3MeHUTb MeTKy 6e30MacHOCTM U3 KOMaHOHOW CTPOKM
-S, ——set-file YcTtaHoBUTb MeTKM 6esonacHOCTM 13 darina
-B, —-restore BoccTtaHoBUTH MeTkn Be3onacHoCTU 13 danna

-R, --recursive | [Ins nogkaTtanoroB pekypcuBHO

-L, --logical CnepoBaTb NO CUMBOSIMYECKUM CCbINKaMm

-P, —-physical He cnepoBaTb N0 CMMBONMUYECKUM CCbINKam

-h, —-help BbiBECTM cnpaBKy v BbIATH
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OkoHyaHue mabnuuei 22

Onuwms OnucaHue

-v, ——version BbiBeCTM MHPOPMALINIO O BEPCUN U BBINTU

4.9. CpeacTtBa ynpaBrieHMA NpUBUIIErMMu nonb3oBaTesien U npoLeccos

[na ynpaBneHns NpMBMnernamMmn nonb3oBartenen 1 NpoLeccoB NCNONb3yeTca rpadpuye-
ckasa ytunuta fly-admin-smc («YnpaBneHue nonmtmkon 6esonacHoctny). bonee nogpobHoe
onncaHue yTUInTbl CM. B 3NIEKTPOHHOM CrpaBkKe.

Takke ana ynpasneHus nNpuBunerMsMyn nonb3oBaTenen n npoLeccoB UCMNOMb3YTCA
WHCTPYMEHTbI KOMaHOHOW CTPOKM usercaps, execaps W pscaps, ON1CcaHHble, COOTBETCTBEHHO,
8(4.9.1,4.9.2n{4.9.3.

BHUMAHMUE! YnpasneHune npusunernsmun nonb3oBaTenen BbiMNOMHAETCH TOSbKO cynep-

nosrnb3oBarterieMm ¢ MakCMmMarsibHbIM ypOBHEM LIENTOCTHOCTHU, YCTAHOBJTIEHHbBIM B OC.

4.9.1. usercaps

CwnHTakcuc:
usercaps [-d, --delete] [-z, --zero] [-f, --full] [-1l, --linux] [-m, --parsec]
[-1, --Linux] [-M, --PARSEC] [-n, --numeric] [-h, --help] [-v, --version]
MIOJIL30BATETb

KomaHp,a usercaps NO3BONAET NpocMaTpmBaTb U yCTaHaBnnBaTb NMpuBuUnermn norb3oBa-
Tene17|, JOITKHa UCNoSb30BaTbCA TOSIbKO aAMUHUCTPATOPOM Yepe3 MexaHu3M sudo.
usercaps [-[1l cTpoka momuduuMpoBaHUSA linux-IPUBUIIETUH ]
[-[m cTpoxa mMmomuduiupoBaHus PARSEC-npuBuneruii] [dzLMnfhv]] nonbzoBaTenb
CTpoka MmoanuumpoBaHus NPMBUNErMA COCTOUT U3 CIIOB, PasgefieHHbIX «,» UM «:»,
Kaxgoe CnoBO MOXET ObiTb CTPOKOM B BEPXHEM WU HUXKHEM PErUCTPE UMM YMCIIOM, nepea
KOTOPbIM CTOUT 3HAK «+» UIMN «-». Cnuncok BO3MOXHbIX I'IpVIBVIJ'IGI'I/IVI C COKpall€HHbIMN nMeHaMn
4yncnammn MOXHO yBuaeTb, BBeas Ans Linux-npueunernn:
usercaps -L
ans PARSEC-npusunerum:
usercaps -M
BerHMIZ perncTp Ons cnoB U 3HaK «+» And 4Yncen yctaHaBnuBaeT cbnar O5Aa CoOOoTBEeT-
CTByPOLLl,eIZ npuBunerunn, HVXKHUI perncTp n 3Hak «-» CHUMaeET ero.
usercaps <IMIOJIb3OBaTeJIbL> BbIBOOUT BCe npmBunernn Nnonb30BaTENA;
usercaps -L <nomnb3oBaTesib> WIN usercaps -M <nombz3oBaTenk> BbIBOOAT TOJb-
Ko Linux- unu toneko PARSEC-npusunermm.

Onuuun npuBegeHbl B Tabnuue 23]
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Taobnuuya 23
Onuwms OnucaHue
-d, —-delete Yoanute CTPOKY Nonb3oBaTens u3 canna npusunerni
-z, -—Zero C6pocuTb BCEe NpyBMMErMm nonb3oBaTtens
-f, —-full MpuceouTb BCE BO3MOXHbIE NPUBUIIErMN NONb30BaTENHO
-1, --linux MN3ameHuTb Linux-npuBunernun nosib3oBaTens
-m, ——parsec N3ameHnTe PARSEC-npusunermm nonb3oBaTtens
-1, --Linux BbIBECTM CNNCOK BO3MOXHbLIN Linux-npusunerum
-M, -—-PARSEC BbiBecTu cnucok Bo3amoxHbix PARSEC-npusunerni
-n, —-numeric | BbIBecTn npusunerum B WecTHaguarepnyHom cdopmare
-h, --help BbiBecTu cnpaBky v BbIATK
-v, --version | BbiBeCTn MHGOpMaLNIO O BEPCUM U BBINTH

4.9.2. execaps

CuHTakcuc:
execaps [-v, --version] [-h, --help] [-c,--capability (npusBunerumu)] [--]
KOMaHLOa

KomaHOa execaps MOXeT 6bITb UCMONb30BaHa aAMUHUCTPATOPOM A1 3anycka npouecca
C OAHOBPEMEHHON yCcTaHOBKOW BbiGpaHHbIXx PARSEC-npusunermn.
execaps —-C <BEKTOp OpuBUIIErun> -- <OporpaMMa U €e apryMeHTHD>

MpuBunernn 3agaroTcs B BuAe ymcna — 6MtoBon Macku (Kak npaBuno, B LWecTHaguaTepuy-

Hom Buae). CooTBETCTBME OTAEMNBHbIX OBUT NOTHOMOYMAM NPUBEAEHO B manparsec_capset (2).

Mpumep
echo 1 | sudo tee /parsecfs/unsecure setxattr
sudo execaps -c 0x1000 ? tar --xattrs --xattrs-include=security.
{PDPL, AUDIT, DEF_AUDIT} --acls -xzf backup.tar.gz -C /

echo 0 | sudo tee /parsecfs/unsecure_setxattr

echo 1 | sudo tee /parsecfs/unsecure_setxattr
sudo execaps -c 0x1000 ? sudo rsync -a —--xattrs --acls /backup/ /

echo 0 | sudo tee /parsecfs/unsecure_ setxattr

By,u,eT BbIMNOJIHEH Tepe3anyCck cepBuca dbus C yCTaHOBJ'IeHHOI7I I'Ipl/lBI/IJ'IGFI/IGVI
PARSEC_CAP_PRIV_SOCK.

Onuuun npuseaeHsbl B Tabnuue [24]
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Taobnuuya 24
Onuwms OnucaHue
-c, --capability YcTaHoBUTbL NpuBUNernm
-f, --force Bbi3BaTb nporpammy, gaxe ecrnv He yaanocb YCTaHOBUTb NPUBUIIEru
-h, --help BbiBECTM cnpaBKy U BbIATH
-v, --version BbiBeCTM MHpopmaLnio o BEpcUn U BbIATU
4.9.3. pscaps
CuHTakcuc:
pscaps [--version] [-h, --help] [mewcTByomie IIOJIHOMOUUS

[pa3pemeHHEEe NOJIHOMOUMS [HAcCJlegyeMbe IIOJIHOMOUUsS] ] ]
KomaHaa pscaps MOXET 6bITb MCNOMb30BaHa Ansd NPOCMOTpa U U3MEHEHNS (B YACNIEHHOM
Bnae) PARSEC-nonHomounin npouecca.
pscaps [effective caps [permitted caps [inheritable caps]]]
Ecnn B kayecTBe aprymeHTa ykasaH TOMbKO MOEHTUUKaTop npouecca, To KoMaHaa
NMOKa3blBaeT Ha6op NOSTHOMOYNIA 3a[laHHOro npouecca, B rNPOTMBHOM Clly4ae NblTaeTCAd YyCTaHOBUTb
3ajaHHble B KOMaHLlHOI;I CTpOKe B Bunae wectHaaguatepmyHbiX Yncest NoJIHOMO4YUA.

Onuuun npuBegeHbl B Tabnuue [25]

Tabnuuya 25
Onuusa OnucaHne
-h, --help BbiBeCTM cnpaBKy v BbIATU
-v, —--version | BblBECTU UHOPMALUIO O BEPCUM U BLINTH

4.10. ManpgaTtHoe ynpaBneHue goctynom B CYB[l PostgreSQL

B kauvectBe 3awuuieHHon CYB[] B coctaBe OC ucnonbayetca CYB[ PostgreSQL Bep-
cumn 9.6, popaboTaHHasi B COOTBETCTBUM C TpeboBaHmem nHterpauum ¢ OC B 4actm MaHgaTHOro
ynpaBreHnsa gocTynom K nHdopmauum n cogepxawias peanusauuto [AlN-mogenun ynpaeneHums
AOCTYNoM 1 MHPOPMaLUMOHHbIMK noTokamu. [aHHas [AlN-mogens onucbiBaeT BCe acnekTbl ANCKpe-
LIMOHHOIO, MaHAaTHOro M POneBoro ynpaBneHnss 4oCTynom ¢ y4yetom 6e3onacHocTn nHpopmaum-
OHHbIX MOTOKOB.

B ocHoBe mMexaHM3Ma MaHZaTHOro yrnpasreHus 4OCTYNOM NEXNUT ynpaBneHne 4oCTynom
K 3awmaemMbiMm pecypcam bl Ha OCHOBE nepapxnuyecknx n Hemepapxmieckmux MeTok AocTyna.
OTO NO3BOMSET peann3oBaTb MHOTOYPOBHEBYIO 3alLMTy ¢ obecnedeHnemM pasrpaHudeHnst 4ocTyna
nosib3oBartenen K sawuiiaemoiM pecypcam Bl n ynpaBneHne notokamu nHpopmauuun. B ka-

YeCTBE MepapXnYECKNX U HENEepapXn4ecknx METOK gocTtyna npu ncrnons3osaHun CYBL B OC
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ncnonbayTca MeTkn 6esonacHoctn OC.

CYB[ PostgreSQL He nmeeT coBCTBEHHOIO MexaHU3Ma Ha3Ha4YeHus1, XpaHeHUs U MOau-
duKaLumMm MEeTOK nonb3oBaTenen U NCNonNb3yeT Anst aToro mexaHuamol OC.

CornacHo [lNM-mogenu B 4acTu peanuaauumn MaHgaTHOroO ynpaeneHus 4OCTynoM OOMNOSHU-
TenbHO K KnaccudukaLlMOHHOW MEeTKe BBOAUTCA NOHATUE CYLLHOCTEN-KOHTENHEPOB (CYLLHOCTEWN,
KOoTopble MOryT cogepxatb gpyrue cywHocTtu). [Ans 3agaHna cnocoba gocTtyna K CyLHOCTAM
BHYTPU KOHTENHEPOB Mcnonb3yetca MaHgaTtHbin npmusHak CCR (Container Clearance Required).
B cny4ae korga oH yCTaHOBIEH, OCTYN K KOHTEMHEPY M €ro COAEPKMMOMY ONnpeaensaercs ero
KnaccuukaumoHHON METKOM, B NPOTUBHOM Clydae AO0CTYN K COAEPXXMMOMY pa3spelueH 6e3 ydeTa
YPOBHSI KOH(bMAEHUManbHOCTN KOHTENHepa.

B kayecTBe rmaBHOro KoHTenHepa BblIbpaHo TabrnmMyHoe NPOCTPaAHCTBO pg_global, KOTO-
poe co3gaeTcs 04HO Ha knactep 6a3bl AaHHbIX. Takum obpa3om, knactep ABASETCA COBOKYMHO-
CTbi0 ponen, 6a3 gaHHbIX U TabNNYHBbIX NPOCTPAHCTB.

BHUMAHMUE! [i[1-monoenb HaknaabiBaeT orpaHnyYeHne Ha KracCcuUKaunoHHY0 METKY
CYLLHOCTU: METKa CYLLHOCTN HE MOXET NPeBbILLAaTb METKY KOHTENHEPA, B KOTOPOM OH COAEPKUT-
cq. Takum o6pa3om Ons Ha3HaYeHUs1 KnacCuUKauMOHHbIX METOK AaHHbLIM, CHa4yana OSKHbI
ObITb NOcrnegoBaTeNbHO 3a4aHbl MakCUMaribHble KracCUUKauMoHHbIE METKU COOTBETCTBYHOLLNX
KOHTENHEPOB: Kractepa, 6a3bl 4aHHbIX, TabNNMYHOro NPOCTPaAHCTBA, CXEMbl U Tabnuubl.

B pensunoHHOM Moaenun B Ka4yecTBe CTPYKTYpbl, obnagarowen metkorn 6e3onacHoCcTy,
€CTEeCTBEHHO BbIOpaTb KOPTEX, NMOCKONbKY MMEHHO Ha 3TOM YPOBHE AeTanm3aumm OCyLLeCcTB-
nalTCcs onepauumn YteHus/3anncu nHgopmauum B CYB. MNpn 3TOM, MECTOM XpaHEHUS METKU
©e3onacHOCTN MOXET BbITb BbIOpaH TONbKO CaM KOPTEX, TONbKO Tak MeTka 6esonacHocTn byget
HepaspbIBHO CBA3aHa C AaHHbIMU, COAEPXKALLMMUCS B KOPTEXE.

B kayecTBe MHOXeCTBa CyLLHOCTEN (MPOCTLIX CYLLHOCTEN U KOHTEMHEPOB) C 3a4aHHOMN
Ha HEM MepapxXn4eckon CTPYKTYpOr paccMaTpumBatoTCAa Hocswme NogoOHbIM Xxapaktep 06beKTbl
pensumMoHHbIX 6a3 gaHHbIX, NpuMmeHaemble B CYB[] PostgreSQL. MNpu aToM, NOCKONbKY 3anncu
0a3bl JaHHbIX cogepXaT B CBOEM COCTaBe MaHOATHbIN YPOBEHb KOH(PUAEHLMANTBHOCTU — OHU
paccmMaTpuBaloTCA B MOAENN B KadecTBe 0OBHEKTOB, a coaepxalume nx tabnuubl, COOTBETCTBEHHO,
— B Ka4yeCcTBe KOHTENHEPOB.

CuctemMHbIn KaTanor (MeTagaHHble) paccMaTpMBaEeTCAa Kak camoctoaTensHas bll, pea-
nunsosaHHas ¢ nomoLubto cpeacts CYB[. MNpu atom BCe onepauunun ¢ aton B[l ocylwecTensatoTcA
nmMbBo ¢ NOMOLLbIO ChelnarnbHbIX KOHCTPYKUUI s3blka 3anpocoB SQL unv npmBmMnernpoBaHHbIM
nonb3oBaTeneM B crieynanbHOM pexnme. Takmm obpa3omMm MaHOaTHOe ynpasreHue OCTYnoMm
npumeHsaeTcsa ko BceM obbekTam BLl. MeTkn 6e30nacHOCTN CUCTEMHBIX 06BbEKTOB pacnonararTcs
B 3anucsax Tabnmu cMCTEMHOrO Katanora, HenocpeaCcTBEHHO OMMCHIBAKOLLMX 3alLMLLaeMbI OObEKT.

Tak Kak MaHgaTtHoe ynpaeneHne goCTyrnoMm MOXeT ObITb oripeaneneHo TornbKo An4d Bu-
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AOB OOCTyMna Ha YTEHWE M Ha 3anucb MHOpPMaLMN, BCE MHOXECTBO onepaumin ¢ gaHHbIMU B
3awmaeMblx 06beKkTax NPUBOAUTCA K HAM CrieayoLwwmnm odpasom:

- INSERT — [OCTYN Ha 3anuce;

- UPDATE, DELETE — nocriegoBaTefibHoe BbINOfIHEHME OCTYyNa Ha YTeHWe M 3anucb

MHdOpMaLnK;

- SELECT — OOCTYyn Ha YTeHue.

Mpu obpawieHnmn nonb3osatens Kk b onpegenstoTca ero 4oNyCTUMbIA AMana3oH METOK
n Habop cneumanbHbIX MaH4aTHbIX aTpnbyToB. ECcnu nonb3oBaTtento He NPUCBOEHA MeTKa 6e3-
OMacHOCTU, TO OH MOSy4YaET MO YMOSTYaHUIO HYNEBYHO METKY 6€30MacHOCTN, COOTBETCTBYHIOLLYIO
MUHUManNbLHOMY YPOBHIO gocTyna. MakcumanbHaa meTka 6e3onacHOCTM onpefensieTca no 3a-
AaHHon npu permucTpaunn nonb3oatend B OC. Nockonbky cepBep Bl Tak ke MOXeT uMeTb
MeTKy 6e3o0nacHOCTU, Npu NpeBbILLEHNN METKM 6e30MacHOCTU nonb3oBaTens MeTkn 6esonacHo-
CTW cepBepa emy OyayT paspeLleHbl TONbKO onepaumn YTeHus. Tekyllaa MeTka 6e3onacHoCTu
nonb3oBaTens onpegenseTcs nNo yCTaHOBIEHHOMY COEAMHEHUIO N MOXET ObITb yCTaHOBNEHA B
npegenax ero 4OonycTMMOro guManasoHa MaHAaaTHbIX aTpubyTOB Npy HaNMMYMM COOTBETCTBYIOLLIEN
NPUBUIIETNMN.

MpumeHeHne mangaTHbix MNP ocywecTBnsieTcs Ha ypoBHe focTyna K obbektam B n Ha
YPOBHE OOCTyna HENOCPeACTBEHHO K AaHHbIM (Ha YypOoBHE 3anucen).

lMpoBepka MaHOaTHbIX NpaB 4OCTyna kK o6bekTaM OCyLLeCTBNAETCS OOHOBPEMEHHO C
NPOBEPKON ANCKPELIMOHHLIX NMpaB AOCTyna K HUM, nocre pasbopa u NOCTPOEeHMs NnaHa 3anpoca,
HenocpeacTBEHHO Nepes ero BbINOSTHEHNEM, Korda onpeaeneHbl Bce Heobxoaumble ans npoeep-
K1 faHHble N NpoBepsieMble 06beKTbI. Takum 0b6pasom, 4OCTYN NPefoCTaBsSeTCHA TOMNbKO Mpu
O4HOBPEMEHHOM CaHKLMOHMPOBaHUM AnCKpeLMoHHbIMuU MNP/,

MpoBepka MaHOaTHbIX NpaB AOCTyMNa K 3annucsam Tabnuu OCyLLECTBNSETCA B nNpoLecce
BbINOSTHEHNSA 3anpoca Npu nocreaoBaTenbHOM UM UHAEKCHOM CKaHMPOBAHUM OaHHbIX.

Bce 3anncu, nomewaemble B Tabnumubl, 4151 KOTOPbIX YCTAaHOBMEHA 3al4mMTa Ha YPOBHE
3anucen, HacnegyT TEKYLLY0 MeTKy 6e3onacHocTu nonb3oBatens. O6HoBNseMble 3anmcu co-
XPaHSAT CBOK MeETKy ©6e30macHOCTU NMpu naMeHeHun. [JOCTyn K CYLUECTBYHOLIUM 3anucam u
BO3MOXXHOCTb X OOHOBNEHNA N yOaneHust onpeaenstTca YCTaHOBNEHHbIMW MaHAATHLIMUY NpaBu-
namu.

Ona agmuHnctpatopa bl npenycMoTpeHbl CUCTEMHbBIE MPUBUIIETMN UTHOPUPOBAHNSA MaH-
AaTHOro ynpasrieHnsa OOCTYMNOM, TOfIbKO TakuM o6pasomM MOXHO MPOn3BOAMTb perfiaMeHTHble
paboTtbl ¢ B[] (Hanpumep, BOCCTAHOBIEHME PE3EPBHOM KOMUM), T. K. 3TO TpebyeT yCTaHOBKM METOK
AaHHbIX, COXpPaHEHHbIX paHee.

[Ona HacTponkn paboTbl cepBepa C MaHOaTHbIM YyNpaBnNeHMEM AOCTYMOM Cylle-

CTBYET psd KOH(UIypaUMOHHbIX NapaMeTpoB, ykasblBaeMblX B KOHUrypauuoHHOM daine
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postgresql.conf KOHKPETHOrO KnacTepa AaHHbIX (Tabnuua [26).

Tabnuuya 26

MapameTp

OnucaHne

ac_ignore_socket_maclabel

Onpepengert, 6ynet nu cepeep CYB[ ucnonb3oBatb MeTKy 6e3-
OonacHOCTK Bxoasiero coegmHeHns. Ecnn aTtoT napameTp ycta-
HoBMNeH B FALSE, TO MeTka 6e30nacHOCTM BXOAsLLEero coeam-
HEeHus OydeT yumTbiBaTbCA NpU onpeneneHnn MakCumanbHOM
AOCTYNHOWN MeTKM 6e30MacHOCTMN ceccum 1 nocne NOAKMYeHNs
OyZoeT gocTynHa TonbKo MHAdopMaunsa ¢ MeTkon 6e3onacHoCTH
He npeBblwatoLLlen MeTky 6e30NacHOCTY BXOOALEro COEANHEHMS.
Mpun ycTaHoBKe 3aTOro napameTpa B TRUE MeTkn 6e30nacHOCTM ce-
aHca ByayT onpedenaTbCa MakCMMarbHON MeTKon 6e30nacHoCTu
none3osarend, nony4yeHHon n3 OC.

ac_ignore_server_maclabel

Onpepengert, 6yanet nu cepsep CYB[ AONONHUTENBHO UCNOSb-
30BaTb CBOK MeTKy 6e3onacHocTu (MeTky 6e3onacHOCTM Norb-
30Bartens postgres) Npu onpegeneHnn npae nonb3oBaTens Ha
3aHeceHue, yaaneHne n Mmogmdukauunio AaHHbIX Unn Het. Ecnu
3TOT NapameTp yCcTaHoBneH B FALSE, TO MeTka 6e3onacHocTu
cepBepa ncnonb3yeTcst 4sis 0rokmpoBaHna 3aHeceHus B B uH-
dopmaummn ¢ MeTKoM 6e3onacHOCTU, NpeBbILIaoLLE METKY 6es-
onacHocTtu cepeepa. Ecnn aToT napameTp yctaHoBneH B TRUE,
TO MeTka 6e3onacHOCTU cepBepa He y4MTbIBaeTCS.

ac_enable trusted_owner

OnpepengeT, MoryT nu Bnagenblbl 06bEKTOB Ha3Ha4aTh Npasa
Ha JOCTYyN K HUM Apyrum nons3oBatenam. Ecnun atot napameTp
yCTaHOBMNeEH B 3HayeHue FALSE, TO NpaBO Ha3HayaTb npasa Ha
AocTyn K nobeiM obbekTam B[] MMetloT TonbKo cynepnonb3oBare-
nun. 3To NpegoTBpaLlaeT HEKOHTPONMpyeMoe pacnpocTpaHeHme
npas Ha JocTyn K nHopmMauuu. Ecnu aToT napameTp ycTaHoB-
neH B TRUE, TO, KpOMe cyneprornb3oBaTtenei, Kaxabli BnageneL,
obbekTa MOXeT Ha3Ha4vaTb nNpaBa Ha OOCTYM nonb3oBaTtenen K
«CBOEMY» OOBEKTY.

ac_enable grant_options

Onpepgenset, MoryT nu ponu nepefasaTb NpaBa Ha [Ado-
CTyn Cc onuuer WITH GRANT OPTIONS apyrum pornsm. Ec-
M ac_allow_grant_options yctaHoBneH B FALSE, TO
3anpeLllaeTca MCnorb3oBaTtb KoMaHAy GRANT C npuBuneru-
e WITH GRANT OPTION. Ecnu y ponu ectb npusuneruns
GRANT OPTIONS M ac_allow_grant_options = false, TO
nepefada npas gocTyna APYrMM ponsaM Takke 3anpeLiaeTtcs.
U3baTtne (REVOKE) npuBunerun GRANT OPTIONS paspellaercs
Bceraa.

ac_enable admin_options

OnpepgenseT, MOryT N1 ponu nepegasaTb NpPaBoO YfeHCTBa po-
nu gpyrum ponam. Ecnv ac_allow_admin_options yCTaHOB-
neH B FALSE, TO 3anpeLjaeTcsa ncrnonb3oBatbs GRANT C NpuBu-
nerven WITH ADMIN OPTION. Ecnu y ponu ecTb npuBmunerus
ADMIN OPTIONS U ac_allow_admin options = false, TO
nepegava npas YreHCTBa OPYrMM PorsaM Takxke 3arnpeljaeTcs.
N3bsaTue (REVOKE) npusBunern ADMIN OPTION paspellaeTrcs
Bcerga.
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OkoHyaHue mabnuuei 26

MapameTp Onuncanve

BnokupyeT (FALSE) unu pasonoknpyeT (TRUE) BO3MOXHOCTb Bbl-

ac_enable truncate
- - nofiHeHna KomaHabl TRUNCATE.

Mpu ycTaHoBKe aTOr0 NapameTtpa B TRUE paspeLlaeTcsi MNonb3o-
BaHue npusHaka CCR ans nocnegoBaTeribHOCTEN aHaNOrMM4YHO
Tabnvuam 1 Bugam, B NpoTMBHOM crniydae npusHak CCR ans
nocrenoBaTeNibHOCTEN CYUTAETCH BCErga YCTAHOBIIEHHbIM.

ac_enable_sequence_ccr

Ecnn napameTp KoHdUrypaumm yctaHoBneH B TRUE, paspeLuaeT-
ac_enable_dblink_mac cs ucnonb3oBaHue dblink v BHeELWHMX Tabnuy FOREIGN TABLE
B YCNOBWSX MaHAATHOro ynpasreHnst 4OCTYMNOM.

Ecnu napameTp koHdurypauum yctaHoBsneH B TRUE, paspelua-
eTca aBToMaTuyeckasl yCTaHOBKa METOK KOHTenHepoB. [pume-
HAETCA NpW BOCCTAHOBMEHUS pe3epBHbIX KOMWIA, CO3AaHHbIX B
npegbiaywmnx sepcunax CYBL.

ac_auto_adjust_macs

Brnokupyet (FALSE) unu pasbnokupyeT (TRUE) BO3MOXHOCTb Bbl-
ac_enable copy_to file NOSTHEHUS KOMaHAdbl COPY C BbIBOAOM pe3yrnbraTtoB B hann, Jo-
CTynHbIN cepBepy CYB[.

Bpemsi XunsHn nHdopmaLmm B cekyHaax o NpuBuniernsx nonb3o-
BaTensa nogcuctemMbl 6e3onacHoctn PARSEC (onpegensiet Bpems
XKU3HU KaWmMpoBaHHOM uHdopmauum o PARSEC-npusmnerusax
ac_caps_ttl nonb30BaTensi; yMeHbLUEHNe 3Ha4YeHNs NPUBOAUT K yBENNYEHUIO
yucna obpauleHun cepeepa CYB[ k nogcncteme 6e3onacHoOCTU
PARSEC un kak cnegctBne — K CHUXEHUO Npon3BoauUTENbHOCTH
cepsepa CYB[).

Ecnu yctaHoeneH B TRUE, Ao0aBnseT B XXypHan cepsepa oTna-
OO0YHY0 nHdopMaumo o paboTe MEXaHN3MOB 3aLLMUThI.

ac_debug_print

[nsa 6onee rmbkon HacTpovikn cepeepa CYB[] paclumpeH cnHTakcmc KOHMUrypaumoHHoro
danna pg_hba.conf onumen ignore_socket_maclabel. [laHHbIN NapameTp MOXET ObiTb
yKasaH nocne mMetoga ayTeHTuukauyuu.

NapameTp ignore_socket _maclabel=1 no3BonseT Nofb30BaTENSM NOAKIHOYATLCS
K 6a3amM gaHHbIX C UITHOPUPOBaHMEM METKM 6e30nacHOCTM cokeTa coeanHeHus. Ecnn aToT na-
paMeTp He yKasblBaeTcs B KOHUrypaunoHHoM hanne pg_hba.conf unu yctaHosreH B 0, TO
UrHopmMpoBaHue MeTKM 6e30nacHOCTM COKeTa Afs 3TOro NOAKMOYEHNS HE NPOUCXOANT.

B OC kaxabin nonb3oBaTenb MOXET MMETb MHOXECTBO MeTOK 6e30nacHOCTH, KOTopoe
3agaeTcs MMHMMAarbHOM N MakcMMarbHOM MeTKaMu 6e3onacHocTn ananasoHa. Ytobbl nogaep-
XaTb 3Ty mogenb B CYB[] PostgreSQL kaxxgon ceccum nonb3oBaTtensd HasHavyarTCca TPU METKU
©e30nacHOCTUN: MakcMMarnbHasi, MUHUManbHasa u Tekywas. Mx HadanbHas nHuymManusaumsa ocy-
LLIECTBNSAETCA NO crnegyoLwemy anroputmy:

1) nocne nNpoxoXaeHus nonb3oBaTenem CTaHAAPTHOW npoueaypbl ayTeHTMdMKaLMK cep-

Bep cuntbiBaeT n3 OC 3Ha4YeHMss MakcMmMasribHOM U MUHUMarbHOW METOK 6e3onacHoCTr

nonb3oBatena n NpuHMMaeT X Kak MakCumMalribHYy0O U MUHUMaribHYHO METKN 6esonacHocTu
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ceccun. Npn aTom, ecnu 3anncb 0 MeTkax 6Ge3onacHoOCTM Ans Nonb3oBaTtens He Hange-

Ha, TO MakcumarnbHasi U MMHUManbHass MeTkM 6e30MNacHOCTM NPUHMMAKTCS PaBHbIMMU

Hynto. CnegoBaTtenbHO, NOMb30BaTENN, 3aperncTpmpoBaHHble Tornbko B cepeepe CYB[

PostgreSQL u He umetowwme ydeTtHom 3anucm B OC cepBepa, Bcerga MerT MUHUMAanbHbIV

YPOBEHb A0CTyna K MHpopmauuu;

2) ecnn napameTp KoHdurypaummnm ac_ignore_socket_maclabel ycTaHOBMNeH B

FALSE, cYMTbiBaeTcs MeTka 6e30nacHOCTM BXOOSLLEro COegMHEHUS, N, eCrin OHa no-

nagaet B gnanasoH MeTok 6e3onacHocTu, cunTaHHbiX U3 OC, To MakcumarnbHasa MeTka

6e3onacHOCTM ceccum yCTaHaBNMBAETCS PaBHOM MeTKe 6e30MacHOCTM BXO4sALLEro coeau-

HeHus. [pn aTOM, ecnn MMHMMarnbHas MeTka 6esonacHocTy Takoro nonb3oBatensi B OC

cepBepa Bbille HyneBown, To OH BooOLLe He ByaeT gonyuleH Kk padote ¢ bB[;

3) ecnn napameTp KOHUrypaumm ac_ignore_ server maclabel YCTaHOBMEH B

FALSE, TO cyMTbiBaeTca MeTka 6e30nacHOCTM CepBEPHOro npouecca U, ecrnm oHa He

COBMECTMMA C MaKkcMmMmaribHONn MeTkon 6e30nacHOCTU ceccum, To NpoLecc ayTeHTudurka-

LK1 NpepbiBaeTCs;

4) Tekywen MeTkon 6e30MacHOCTN CECCUN CTaHOBUTCA MakcMmarnbHasi MeTka 6e3onacHo-

CTN cPOPMUPOBAHHOIO TakMm 0Bpasom amanasoHa.

Ecnu Ha ntobom n3 aTnx atanoB BO3HUKAET CUTYyaLUs C HECOBMECTUMOCTbLIO METOK bes-
OMNacHOCTW UNK BbIXO4OM 3a npeaensl AvanasoHa, TO NpoLecc ayTeHTUdUKaLUM KNeHTa npepbl-
BaeTcsa n goctyn k B 6rnokmpyeTtcs.

Ecnu nonb3oBatenb MMeeT MaHOaTHbIN aTpuUbyT ac_capable_setmac, TO OH MOXET
N3MEHATb CBOK TEKYLLYIO METKY 6€30nacHOCTU B Ananas3oHe OT MUHMMAanbHOW 40 MaKCUManbHOW.

CYB[ PostgreSQL npegocTtaBnsgeT nonb3oBaTesnisiM BO3MOXHOCTb CO34aBaTb (OYHKLMU
(v, cnegoBartenbHO, TpUrrepbl), ykasbiBasi Npyn 3ToM, OyayT N OHW BbINOMHATLCA C YPOBHEM
AOCTyna nosnb3oBaTtens, NPsSIMO UIM KOCBEHHO BbI3BaBLUErO PYHKUMIO (SECURITY INVOKER), Unu
C YPOBHEM [0CTyna nonb3oBaTens, co3fasLuero aTy yHKkumo (SECURITY DEFINER). [1pu aToM
B MOHSATME «YPOBHSA JOCTYNa» BXOAAT Kak ANCKPELMOHHBIN YPOBEHb AOCTYNa, Tak U MaHAaTHbIN,
KOTOpbIM B AAHHOM Clly4ae onpegensieTcs TekywmMMmmn MaHgaTHeiMn aTpubytamm nonb3oBaTens
CYB[, Bbi3BaBLLErO MM CO3AaBLUErO (PYHKLMIO, COOTBETCTBEHHO. [1pn 3TOM MeTkM Ge3onacHoCTu
TeKyLlen ceccumn nonb3oBaTens, Bbl3BaBLUEro (OYHKLMIO, HE UBMEHSIOTCS.

[Mpu aTOM cneayeT yunTbiBaTb, YTO:

1) npu onpegeneHun oyHKLMM Kak SECURITY DEFINER oHa OyaeT Bcerga Bbi3blBaTbCH

C NnepeycTaHOBKOM MaHOaTHbIX aTpubyToB Ha aTpubyThl CO3aaBLLEro ee Nnonb3oBaTens;

2) npv onpegeneHnn pyHKuumM kak SECURITY INVOKER OHa Bcerga b6yaeT BbINONHATLCA

6e3 N3aMeHeHNs1 TekyLero 3Ha4yeHnss MaHaaTHbIX aTpubyToB;

3) npu Bbl30OBE (byHKU,I/Il/I B Ka4yecCTBe Tpurrepa BbIMNONMHAKTCA clieqyrlime npasuna B
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AOMNOMHEHNe K YKa3aHHbIM:

- nepen BbI3OBOM B KadyecTBe Tpurrepa BctpoeHHon B CYB[ hyHKUMN K TekyLum
MaHOaTHbIM aTpubyTam Bcerga gobasnsatoTca narm ac_capable _ignmaclvl un
ac_capable_ignmaccat, 4ToObl 06ecneynTb NOMTHOLEHHY0 NPOBEPKY CCbISTOYHOWN
uenoctHocTn BJ;

- nepes BbI30OBOM B Ka4eCTBe Tpurrepa He BCTPOEHHON PYHKLUMM B Ka4eCTBe TeKyLUnX
MaHOaTHbIX aTpMbyTOB BCerga ycTaHaBnmMBaloTCs MaHAaTHble aTpmbyThl NONb30Ba-
Tens, 3anycTMBLUEro AaHHYK Ceccuio (coeamnHeHune) (T. e. Nonb3oBaTens ¢ MMEHEM
SESSION_USER). OT0 Heobxoanumo, 4Tobbl NpeaoTBpatuTb nonyyvyeHne yHKumMemn-
TPUIrepoM MNosib30BaTeNs ¢ HA3KUM YPOBHEM J0CTYrNa BbICOKMX MPUBUNETAA B Criyvae
KackagHoro Bbl30Ba TPUITepOB.

lMocne Bo3BpaTta ynpaBneHus n3 pyHKUUM 3HAYEHNA TEKYLUMX MaHOaTHbIX aTpubyToB
BCerga BOCCTaHaBMMBAKOTCH B UCXOAHbIE (40 Bbl30Ba (DYHKLUNN) 3HAYEHUS.

@OYHKUUKM, HaNUCaHHbIE Ha A3blKaxX HU3KOro YPOBHS, NOCME UX NOOKITOYEHUS UMEKOT Mos-
HbI JOCTYN KO BCEM BHYTPEHHUM CTpyKTypam cepBepa CYB[ PostgreSQL 1 moryT npon3BonbHO
nx moamncumumposatb. Kpome aToro, moCKorbKy OHU BbINOMHAKTCS B paMKax rnpolecca cepsepa,
OHV MMEKT COOTBETCTBYIOLWME nNpasa gocTtyna Kk obbektam OC B cpefe yHKLMOHMPOBAHUS
cepsepa. MIMeHHO No3TOMY NpaBa Nosfb3oBaTens postgres, NoA4 KOTOPbIM 3anyckaeTcs cepsep,
HeobXxoaMMO CBECTU K He0BXOOMMOMY MUHUMYMY, MUHYS KaKOW-NMBO KOHTPOSTb C ero CTOPOHbI
(BKIOYasa TekywmMe maHaaTHble atpubyThl).

Mockonbky B npouecce paboTbl ¢ AaHHbIMU B CYB[] BO3MOXHO M3MEHEHE opraHn3aumnm
NX XpaHEHUsI NyTEM U3MeHeHNs cxeMbl 06beKTOB B[] (MeTagaHHbIX), K NO4OOHbLIM onepauusm Tak
Xe npumeHstotca MNP,

Mogudukaums metagaHHbIX BO3HUKAET KaXabl pa3 npu nameHeHumn cTpyktypbl B, 4to
BKNtOYaeT B cebsa cosgaHne, moandumkauuio n yganeHne oobektos bBL.

Tak Kak HekoTopble O4eNCTBUA Hag obbekTamun B MoryT BRMsATb Ha XpaHALLMXCS B HUX
AaHHbIX (Kak npaBuio, Mogudurkauusa unm yaaneHme obbekta unm ero 4actu), npy UCNonb30BaHuUm
MaHOATHOro ynpaBfeHnsa AOCTYNOM K AaHHbIM o6bekTa Heobxoaumo pasrpaHmymMBaTth M 4OCTYN K
N3MEHEHNI0 MeTafaHHbIX B YaCTU, OTHOCALLIENCS K 3TOMY OOBEKTY.

AHanorn4yHo onepauusim ¢ AaHHbIMWU: AeNCTBMA ¢ obobekTtamun B oomkHbI ObITh NpMBe-
AEeHbl K Buaam OOCTyna Ha YTeHUe 1 Ha 3anncb MHOpPMaLMK ONA BO3MOXHOCTU NMPUMEHEHUS
K HUM maHgaTHbix MMPO. Bce MHOXeCTBO onepauunn ¢ MeTagaHHbIMU MOXET BbiTb NpuBeaeHo
cnegyowmm obpasom:

- CREATE, ADD — AOCTYN Ha 3anuchb;

- ALTER, DROP — nocrieoBaTernibHOe BbIMOSIHEHNE AOCTYNa Ha YTEeHWE U 3anucb NHAOP-

MaLuuun;
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- MCnonb3oBaHMe Unn obpalleHne kK oobekTy B apyrnx SQL-komaHgax — OOCTyn Ha

YTeHue.

lMpoBepka MaHAaTHbIX NpaB 4OCTYNa K MeTadaHHbIM OCYLLECTBNAETCS O4HOBPEMEHHO C
NPOBEPKON ANCKPELMOHHBIX NpaB AocTyna K HAM nocne pas3bdopa u NoCTPoeHus nnaHa 3anpoca
HenocpeaCcTBEHHO Nepen ero BbINONIHEHMEM, KOrga onpeaeneHbl Bce Heobxoaumble Anisi NpoBep-
KN OaHHble 1 npoBepsieMble 00bekTbl. Takum obpas3om, 4OCTYyN NpeaoCcTaBnsieTcsl TONbKO Nnpu
OOHOBPEMEHHOM CaHKLUMOHUPOBAHUM ANCKpeunoHHbimu MNPL.

HekoTopble onepauumn Hag o6bekTaMu, Takne kak DROP Bcero oobekta nnu ero cronbua
n TRUNCATE BnekyT 3a cobor yganeHue gaHHbiX. B cnyyae 3awmTbl MeTkamm 6e3onacHoCTum
3anuncen o6bekTa CyLLECTBYOT OrpaHNYEHMSA Ha BbINOMTHEHNE 3TUX onepauuin.

Onepauun yaaneHnst HEBO3MOXHbI MPU HANU4YMK pasHbiX METOK 6€30MacHOCTM Ha 3anucsix,
T. K. onepaumsi (PUMEHSETCA KO MHOXECTBY CTPOK. OTO CBA3aHO C TEM, YTO onepauus yaaneHus
NHTEPNpPEeTMpPYyeTCs Kak nocrnegoBaTenbHoOe NpegoCcTaBneHne AoCTyna Ha YTEHNE N Ha 3anuch,
YTO BO3MOXHO TOSbKO NPV paBeHCTBE MeTOK 6e3onacHocTn cybbekta n obbekta. B cnyyae, korga
CTPOKM MMEIOT pasHble MeTKn 6e30nacHOCTU, JaHHOE YCIOBUE BbIMOMHUTBCA HE MOXET.

Onepauus yaaneHus OCTynHa TONbKO ANsi agMUHUCTPaTopa M nonb3oBartenen, obnaga-

WUX npusunernaMmm UrHopnpoBaHnAa MmaHgaTHoOro ynpasreHnAa 4OCTYNOM.

4.10.1. CpeactBa ynpaBneHusa maHaaTHbimu MPL kK o6bektam Bl

Onsa ynpaenenus mangatHeiMu MNP k o6bektam B CYB[ PostgreSQL ncnonbayetca
rpadpudeckas ytunurta pgadmin3.

Mpun cosgaHnn metka 6e3onacHocTn obbekTa Bl ycTtaHaBnuMBaeTcss paBHOM TeKyLUEWN
MeTKe 6e30nacHOCTM co3aaBLIEro ero nonb3oBaTtens, MaHaaTHbIn npndHak CCR npu 3TOM Bbi-
CTaBnsieTcsl B 3Ha4yeHune ON.

Ecnu nonb3oBaTtens MMeeT mMaHaaTHbIN aTpubyT ac_capable_chmac, TO OH MOXET
MEHATb MeTKy 6e30nacHOCTM npuHagnexawmx emy o6beKkToB B npedenax CBOero gnanasoHa
METOK 6e30MacHOCTM C MOMOLLbIO CreayLwen KOMaHabl:

MAC LABEL ON Tumn_obbekTa umsa_obbekTalSHOBOe 3HaueHHE METKH 0Oe30MacCHOCTH;

B kayecTtBe TMna obbekTa ykasbiBaeTcs Tvn obbekta BJl, Hanpuvep DATABASE, TABLE,
FUNCTION.

AHanormyHbiM 06pasom Ans 0O0bLEKTOB-KOHTEMHEPOB MOXET OblTb M3MEHEH MaHAATHbIN
npusHak CCR:

MAC CCR ON Tun_ obwekra uMms_obwerkTralS{ ON | OFF };

[ononHutensHO BBeAEH HOBbIM TN 06bekTa — knactep CLUSTER. [1ns1 yCTAHOBKN METKM
©e30nacHOCTM Ha KnacTep MCMNONb3yeTCs CreayrLwmi 3anpoc:

MAC LABEL ON CLUSTERISHOBOe 3HaueHHEe MEeTKH Oe30MacHOCTH;

4YTO ABNdeTcA CMHOHMMOM K KOMaHAae
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MAC LABEL ON TABLESPACE pg globallSHOBOe 3HaueHUE METKU 6He30NacHOCTH;

[ns nameHeHns mangatHoro npusHaka CCR knactepa ucnonb3dyeTcs criegytowas KoMaH-
aa:
MAC CCR ON CLUSTERIS{ ON | OFF };
4YTO SABMSIETCA CUHOHMMOM K KOMaHae
MAC CCR ON TABLESPACE pg globalIS{ ON | OFF };

3HauyeHns MeTok B6e3onacHOCTM O6BbEKTOB cogepKaTcs B Nonsix maclabel Tabnuy cu-
CTEMHOrO KaTanora, oTkyga MoryT 6bITb BblOpaHbl COOTBETCTBYHOLLMM 3arpOCOM.

3HadeHnst maHaaTtHoro npu3Haka CCR 06beKTOB-KOHTEMHEPOB COAEPXKATCA B CreayLLMX

nonsx Tabnuy, CMCTEMHOrO KaTarnora:

Ans 6a3 gaHHbIX - datmacccr CUCTEMHOM Tabnuubl pg_database;

ANs1 CXeM - nspmacccr CUCTEMHON Tabnuubl pg_namespace;

AnNs TabnMyHbIX NPOCTPAHCTB - spcmacccr CUCTEMHOM Tabnuubl pg_tablespace;

- ANS OTHOLUEHUN - relmacccr CUCTEMHOM Tabnuubl pg_class.

[na npocmoTpa maHgaTHoro npu3Haka CCR knactepa MoOXeT ObITb MCNoMb3oBaHa cneay-
lowasi KomaHaa:
SELECTcluster macccr;

Mo ymonyaHuto 3anncu cosgaBaembix Tabnuuy He 3awmuieHbl MeTkaMmmn 6e3onacHoCTu.
[nsa Toro 4to6bl co3gaTh Tabnuubl € 3anncamMu, 3alULLEHHBIMU MeTKamMn B6e3onacHoOCTH, cneayet
NCnonb3oBaTth CreayLwnin BapuaHT koMaHabl CREATE TABLE:
CREATETABLEuMA _TabIuiH (

...-—CHOHCOK_CTONO10B
)WITH ( MACS = true, ... );
Mpn oTOM BCe BCcTaBnsgemble 3anucu MO YMOMYaHUIO HacnegywT Tekywme MeT-
kKn ©6e3onmacHOCTM co3gaBlWMX WX nonb3oBaTenen. [lonb3oBatenu, uMmelowune ycrta-
HOBMEHHbIN MaHAaTHbIM  aTpubyT ac_capable chmac, MOryT $BHO 3agaTb 3Hade-
HMe MeTKM ©Oe3onacHOCTU BcTaBnsdgemon 3anucu. 3agaBaemasi MeTka ©6e3onacHoCcTU
JormkHa OblITb B npegenax AuanasoHa MeTok 6e3onacHocTM nonb3oBatens, nmbo
nonb3oBaTenb [OOMMKEH WMETb aTpubyTbl WUFHOPMPOBAHUS  MaHAATHOrO  ynpaBneHusi
ac_capable ignmaclvl W ac_capable_ignmaccat C MNOMOLLbIO BapuaHTa KoMaHAbl
INSERT:
INSERTINTOuMsA_oTHomeHUs (maclabel, . ..cnucok_cTomnbios)
VALUES (3HaueHue_MeTKU_6e30IMacCHOCTH, . . . 3BHAUEHUS_CTOJIOLOB)

[nsa 3awnTbl 3anMcen yxxe co3gaHHbix Tabnuy 6e3 meTok 6e3onacHOCTM cneayeT UCnorb-
30BaTb cneayrowmn BapuaHt KomaHabl ALTER TABLE:
ALTERTABLEumMs_TabnuuuSETWITHMACS;
[Mocne ucnonHeHns 3ToM KoMaHAbl BCe 3anvcu Tabnuubl aBToMaTUYeckn nonyyart TeKyLLy MeTKy

©e3onacHocTn Tabnuubl.
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[ns Toro, 4tobbl yOpaTh 3alwmTy 3anmucen MeTkamm 6e3onacHoCTH, CneayeT UCNonb3oBaThb
cnegyrowmin BapuaHt KomaHgbl ALTER TABLE:
ALTERTABLEumMsa_TabnuuuSETWITHOUTMACS ;

[na nameHeHna meTok 6e30NacHOCTM CyLLECTBYIOLLMX 3anncen nonb3oBartenu ¢ atpmby-
TOM ac_capable_chmac MoryTt ucnonb3oBatb kKomaHay CHMAC:
CHMACumsa_oTHomeHUusSETmaclabel=HoBoOe 3HaueHue MeTKU OezonacHocTu WHERE

CoBokynHasa meTka 6e3onacHOCTU 3anuncen Tabnuubl (MakcMmarnbHas no MaH4aTHOMY
YPOBHIO U Hanbornee nonHasa No MaHA4aTHbIM KaTeropmsm) MOXeT OblTb NoslydeHa C NOMOLLbIO
arperuvpytowien pyHKUMM supmaclabel:

SELECTsupmaclabel (maclabel) FROMuMS_ OTHONEHHUSA;

MpocMoTpeTb 3Ha4YeHNA METOK Be30MNacHOCTU AOCTYMHbIX 3anncert MOXXHO C NMOMOLLIbIO
KomaHabl SELECT:

SELECTmaclabel FROMUMSA_OTHOMEHUS

B komaHgax INSERT M CHMAC 3Ha4YyeHUsi MeTOK 6e30nacHOCTN He 065a3aTernibHO AOMMKHbI
ObITb 3ag4aHbl B ABHOM Buae. [Ansa 3agaHmsa MeTkm 6e3onacHOCTM OOoMNyCcKaeTcsl UCMonb30BaHmNe
nbOro cKkansapHOro BblpaXXeHns, BO3BpaLLatoLLero pesynsrat, NPUBOANUMbIN K TUNY MeTKn bes-
ONacHOCTH.

[nsa Toro 4To6bl COXPaHUTL 3anMCcK BMECTe C UX MeTKaMn 6e30MacHOCTM B apxuBe 1 B
AanbHenLwemMm 3arpy3nTb Ux obpaTtHo, NnpeaycMoTpeH cneumanbHbln doriar MACS KoMaHgbl COPY.
BbiBeCTN AOCTynHbIE NOMb30BaTESNO AAHHbIE BMECTE C MeTKaMu 6e30nacHOCTN MOXET Nobon
Nnonb3oBaTernb, 3arpy3nTb XXe 00paTHO — TOMNbKO NOSIb30BaTeSNlb C YCTAHOBSIEHHBbIM MaHAATHbIM
aTpnbyTom ac_capabel_chmac. [pn aTOM MeTKM 6€30NMacCHOCTU 3arpykaemblX 3anmcemn 4OMKHbI
HaxoAUTbCS B Npeaenax gvanasoHa MeTok 6e3onacHOCTM nonb3oBaTens, nMbo nonb3oBaTenb
AOSTKEH MMETb aTpubyTbl MTHOPUPOBaHMS MaHAATHOIO ynpaBneHnsa ac_capable_ignmaclvl
W ac_capable_ignmaccat. Hanpumep, Bbirpy3ka n obpatHas 3arpyska gaHHbIX n3/B Tabnuupl
test MOXeT BbIMSAETb TakK:

COPYumsa_oTHomeHUATOstdoutWITHMACS
COPYumsa_oTHomeHUusasFROMstdinWITHMACS

Mcnonb3oBaTtb KOMaHay COPY 6e3 ykaszaHus METOK MOXeET Nobon nonb3oBartenb. 3arpy-
XEHHble TakMM 00pa3oM AaHHble ByayT MeTb MeTkM 6e30MacHOCTU, paBHble TEKyLLen MeTKe
©e3onacHOCTK ceccun Nonb3oBaTens.

[MapameTp KOHUrypaumm cepsepa ac_enable_ copy_to_file pa3peluaeT BbINONHATb
KomaHgy COPY C BbIBOAOM pe3ynbraToB B haun, 4ocTynHbln cepsepy CYB/. [ins 3Toro oH JoMmKeH

ObITb yCcTaHoBrneH B TRUE.

4.10.2. LlenocTHOCTb MaHAATHbLIX aTPUOYTOB KnacTtepa 6a3 AaHHbIX
B CYB[ PostgreSQL [lM-mogenb HaknaabiBaeT orpaHNYeHme Ha KnaccuukaumnoHHyo

METKY obbekTa: KJ'IaCCI/IdJVIKaLI,VIOHHaFI MeTKa 0ObekTa He MOXET npesblillaTb KJ'IaCCI/I(.*)VIKaLI,I/IOHHy}O
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METKY KOHTeNHepa, B KOTOpoM OH coaepxutcs (4.10).

[ns BbiBOAa nHgopmaumm o codntogeHnn Ar-mogenn mexay odbekTamu-KOHTENHEpaMin
N HaxogsAWMMKUCs B HUX obbekTammn peanmsoBaHa SQL-pyHKUMs check _mac_integrity, KOTO-
pasi BbIBOAUT MHpOPMaLMO B cnegyolem Buae:

- objid — NaeHTndumkarop obbekTa;

- classid — VpeHTndukaTtop knacca o6bekTa;

- cobjid — MaeHTudumkaTtop KOHTEeNHepa, CoaepKaLllero oobeKT;

- cclassid — VigeHTrudumkaTop Knacca KOHTENHepa, CoaepKallero 06beKT;

- status — Pesynbrat npoBepkn. MoxXeT npuHuMaTh cnegyowme 3HadeHna: OK(Mmoaenb

cobnitogaetca ansa obbekTa n KoHTenHepa) n FAIL(Moaenb He cobniogaetcs ang obbekta

N KOHTENHepa).

MpunmeyaHune. MHdopmauma o cobniogeHnn Mogenu BbiBOOAUTCS TOMbKO ANs OT-
HoweHun (Tabnuy, npeacTaBneHnn, nocnegoBaTenbHOCTEN), cxeM, 6a3 gaHHbIX U TabnMYHbIX
NPOCTPaHCTB.

[nsa wvcnpaBneHns HEKOPPEKTHO YCTAHOBMEHHOW METKM Ge30MacHOCTU OTHOLUEHUS,
Hanpumep, NPy BOCCTaAHOBIIEHUN PE3EPBHOM KOMUM Kractepa paHHUX BEPCUN, UCMONb3yeT-
ca SQL dyHkuma fix mac_integrity. [aHHas yHKUMS MOXET ObITb MCNOMHEHa Toslb-
KO nonb3oBaTtenieM C npaBaMn agMUHUCTpaTopa, a Takke MNpu yCTaHOBNEHHOM MapamMeTpe

ac_auto_adjust_macs = true B KOHpUrypaunmoHHoMm cansne postgresql.conf.

4.10.3. Ccbino4yHas LenoCTHOCTb MaHAATHbIX aTPpMOyTOB
CpeactBa obecnevyeHus LenocTHOCTU B pensiuMOHHbIX B[ npeactaensaoT cobon mexaHns-
Mbl aBTOMaTU4eCKOM NoAaEPKKN CUCTEMbI NPaBUI, ONPEeAEnALLNX 40NYCTUMOCTb U KOPPEKTHOCTb
obpabatbiBaeMbIX JaHHbIX, U MOTYT ObiTb Pa3buTbl HA HECKOSBLKO BUOOB:
- OrpaHuyeHune LerfoCTHOCTM Nosien aHHbIX — OrpaHNYeHus], HaknaablBaeMble Ha UCMNOofb-
3yemble B OTHOLLEHUN JOMEHbI (3adaHne pa3peLleHHbIX Anana3oHoB 3Ha4YeHUn, 3anpeT
Hannuna HeonpegeneHHblx 3HadyeHnn NULL, 3agaHne 3HayeHuMn No yMOMYaHuio) unm
OrpaHMyeHust HeNoCpeaCTBEHHO Tabnumubl (YHUKaNbHOCTb KaXaon 3anmcu, orpaHnyeHmne
YHUKaNbHOCTU MO BblIOpaHHbIM CTON6LAM, BbIYMCASIEMbIE 3HAYEHUS CTONOLOB 1 YCNOBUSA
AONYCTUMbIX COMETAHUI 3HAYEeHU B cTonbuax);
- [AeKrnapartMBHas CCbINNOYHasA LIeNOCTHOCTb — ONMcaHue 3aBUCUMOCTEN MeXay pasHbIMU
OTHoWweHuAMN B B[l (Hanuunsa B 04HOM OTHOLLEHMM BTOPUYHOIO Krko4a, CCbinaroLerocs
Ha NepBUYHbIA KN4 B Apyrom). NogobHble 3aBUCUMOCTU MOTYT ObiTb BbISIBIIEHbLI MPpU
aHanuae npeagMeTHOM obnacTn Mexay ee CyWHOCTAMU UM Npu npoekTnposaHuu b B
npouecce Hopmanusauum (B 3TOM criydae ogHa CyLLUHOCTb NpeaMeTHON obrnactyn MoXeT
COCTOATb U3 Habopa oTHoweHun). CcbinoYyHas LENOCTHOCTb peanuayeTca nyTeM onuca-

HUA OrpaHVI‘-IeHI/II7| Ha 3Ha4YeHA BTOPUYHbLIX Krtoven B 04HOM OTHOLLEHUN U npasui nx
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006paboTkM B criyyae n3aMeHeHMs1 NEPBUYHbIX KINOYEN B OPYroM;

- AMHaMpnyeckasd CCblfioMHas LerioCTHOCTbL — Tpurrepa, HasHavyaemble 4n4 BbINOSIHEHUS

npv peanusauum 3afaHHoro Buaa AoCTyna K KOHKpeTHon Tabnuue. Tpurrep npegcraBnsaet

cob0IN MCNONHAEMbIN KoL, KOTOPbIN MOXET AUHAMUYECKM NPOBEPUTL 3a4aHHbIE YCIOBUS

KOPPEKTHOCTM BbIMOMIHAEMOWN onepauun, u npu HeobxoaMMOCTU BHECTU U3MEHEHUSNA B

apyrve tTabnuupl.

B npuBegeHHOM onpeaeneHun oTCyTCTBYIOT MaHAaTHble aTpubyThbl, Tak Kak B obwem
crny4vae mexay KnaccudukaumMoHHbIMU METKaMM 3anmcen pasHbiX Tabnuy MoXeT He ObITb 3aBUCK-
mocTu. C Apyron CTOPOHbI, CYLLLECTBYET YACTHbIN Cry4ain CCbINTIOYHON LIENOCTHOCTM, 06pa3oBaHHbIN
mMexay Tabnvuamu, aBnsoWLMMUCS YacTAMU OOHOW CYLHOCTM NpegMeTHOM obnacTu, YTo MoXeT
BO3HUKHYTb B npoLiecce HopManusauuu.

[ns obecnevyeHnsa LEenoCTHOCTU MaHAaTHbIX aTpMbyTOB CNUCOK COBLITUIN ANSA orpaHnye-
HWI LLENOCTHOCTM Hapsagy C CyLEeCTBYOLWMMN COObITUSMN ON SELECT, ON INSERT, ON UPDATE,
ON DELETE pacwmpeH cobbiTeM N3MEHEHUs1 MaHAaTHbIX aTpnbyToB ON CHMAC. Takum obpa-
30M, BO3MOXHO CO3aHne orpaHMyeHmne CCblfI0OYHOM LIENOCTHOCTU creayowmm obpasom:

ALTER TABLE wums_Tabmnuierl ADD CONSTRAINT uMsa_ OrpaHUUEHUS
FOREIGN KEY (cnucox_mnoJieitl) REFERENCES wumsa_ Tabiuiu2 (CHOMCOK_IOJen2)
ON CHMAC {NO ACTION | RESTRICT | CASCADE }

MexaHn3am SeNCTBUA TaKoro orpaHMyYeHust LeNoCTHOCTU aHanornyeH MexaHn3amy 4encTans
nogo6bHOro orpaHnyeHns ans cobbiTns ON UPDATE ANS AaHHbLIX: MPU U3MEHEHUN MaHOATHbIX
aTpmnbyToB 3an1cy B 04HON Tabnuue MOXHO yka3aTb KackagHoe M3MeHeHNe MaHaaTHbIX aTpubyToB
CBSI3aHHbIX 3anuncen BTOpon Tabnumubl, NMOG0 3anpeT BO3MOXHOCTb TAKOr0 U3MEHEHNS.

AHanNoOrM4yHo CyLLECTBYET BO3MOXHOCTb CO34aHUSA TPUITEPOB A YKa3aHHOro cobbiTms
N3MeHeHnsa MaHgaTHbIX atpubyToB (CHMAC), Hanpumep:

CREATE TRIGGER wums_Tpurrepa

BEFORE CHMAC ON ums_Tabmiuis

FOR EACH ROW

EXECURE PROCEDURE umMs_mnpouenyps ()
Taknm ke obpasom MoryT ObITb 3agaHbl U NpaBuna Anst BUOOB:
CREATE RULE ums_mnpaBuia

AS ON CHMAC TO umMms_BuHOa

DO ALSO
CREATE RULE wumsa_1npaBuia

AS ON CHMAC TO wumMmsa_Buga

DO INSTEAD

B atom cnyyae npu nameHeHnn maHaatHblIX aTpubyToB 3anmcu 6yayT Bbi3biBaTbCHA COOT-

BETCTBYHOLME PYHKLMM M NpaBuna, YTo AaeT BO3MOXHOCTb 3anporpaMMMpoOBaTh NPOV3BOSbHYHO
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nornky obecrnevyeHns LenoCcTHOCTM MaHAaTHbIX aTpubyToB BHyTpu B.

4.10.4. OcobeHHOCTM co3aaHuA NpaBum, cucTtembl unsTpaLUnM U TPUITepoB

B CYB[ PostgreSQL npasuna (RULE), cuctembl ounstpaumnmn (POLICY) U TpuUrrepsbl
(TRIGGER) HacnegyT MeTKy Tabnuubl, Ansi KOTOPOW OHM co3aaHbl. OTU 00bEKTbl MOTyT ObITb
co3gaHbl nornb3oBaTteneM-enagensuem Tabnuubl (MeTka KoToporo 6yaeTr coBnagaTb C METKON
Tabnuubl), NMBGO Nonb3oBaTENAMM C NPUBUNETMSAMU UTHOPMPOBaAHUS MaHaaTtHOro gocrtyna. B
NPOTUBHOM Cnyyae reHepupyeTcs owmnbka gocTyna.

Ecnu Tpurrep ncnonb3yeT TpUIrepHyro (PyHKUUIO, MeTKa KOTOpOoKr oTinyHa ot {0, 0}, TO
Npy UCMOSNTHEHUN TpUrrepa Anga Tabnuubl co cbpoLLeHHbIM MaHaaTHbIM NpuaHakoM CCR BO3MOXHbI
HapyLweHus B paboTe TpurrepoB. 3To 00YCNOBAEHO TEM, YTO 3aMUCb TPUITEPHON (PYHKLIUN MOXET
ObITb HE OOCTynHa Anga nonb3oBatens B cea3n ¢ MIMPL. B Takux cnyyasx ©yaer BbiBe4eHO
coobLLeHune:
cache lookup failed: BHyTpeHHAs omubka WM OTCYTCTBYIOT HEOOXOOUMHE MaHIOaTHHE
aTpub yThH

Bo nsbexxaHmm aToro HacToATENbHO PEKOMEHOYETCA YCTaHABNMBAaTb MaHO4ATHYIO METKY
TpurrepHon pyHKUMKM B 3Ha4YeHne {0, 0}.

Cuctembl ounetpaumm (POLICY), Takne kak ROW LEVEL SECURITY, MoryT AONOMHATb
BCTPOEHHbIE MEXaHU3Mbl pa3rpaHUYeHns JocTyna nytem gobaBneHust Noruku, peanuayoLlen
npasuna Bblgauyn CTPOK nonb3oBartento. Punsrpaumst MOXXET OCHOBbLIBATLCA Kak Ha JAaHHbIX CTPOKM,
TaK U Ha BHELIHUX dpakTopax (Hanpumep, TeKyLLEM BPEMEHMW).

4.10.4.1. Oco6eHHOCTM MUCNONb30BaHUA MNpPeAcTaBNeHMW U MaTepuanmsoBaHHbIX
npeacTaBreHnn

lMpenctaeneHns (VIEW) U MaTepuanu3oBaHHble npeacrtaBneHns (MATERIALIZED VIEW)
He MOryT UMeTb MeTkM 6e30NacHOCTU Ha CTPoKaX, MOCKOSbKY BbIMOMHAKT arperaumio 4aHHbIX U3
APYrMX UCTOMHUKOB AaHHbIX (Tabnuu u npeacTaBneHni).

MpnmeyvaHwue. lNpeacraBneHna cosgatoTcs ¢ yctaHoBneHHbIM ¢onarom CCR, noaTto-
My NpuW NONbITKE AOCTYNa K HEMY OT MMEHW Mnonb3oBaTens, MeTka 6e30MacHOCTM KOTOPOro He
NpeBOCXOANT MeTKM 6e3onacHOCTM NpeacTaBneHnsd, aTo npeacraBneHe He byaet «BMAHO» MOSb-
3oatento B cuny MIMPLO. [nsa Toro, 4tobbl Nonb3oBaTenb MMEN AOCTYN K TakOMy NpeacTaBrnEeHMIO,

HeobxogmMmo cbpocuTb MangaTHbIN NnpudHak CCR npeacraeneHus.

4.10.5. PyHKUMM cpaBHEeHUA ANS TMna maclabel

B CYB[ PostgreSQL n3ameHeHo noBegeHue crnegyrowmx yHKUMA Onga Tuna maclabel:
eq, ne, 1t, le, gt, ge. B ykazaHHbIX YHKUNAX BMECTO MHOEKCHOIO CPaBHEHUSA UCMNOSb3YeTCA
CpaBHEHME METOK 6e30MacHOCTM COOTBETCTBYIOLMMM OnepaTtopamm =, <>, <, <=, >, >=,

[ns npoBepkn Ha HECPABHUMOCTb METOK 6e30MacHOCTU UCMonb3yeTcs (PYHKUNA nc.

OnepaTopbl MHOEKCHOro cpaBHEHUA nepenMMeHoBaHbl B maclabel idx eq,
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maclabel idx ne, maclabel idx 1t, maclabel idx le, maclabel idx gt,

maclabel idx_ge.

4.10.6. Cucrema npusunerun CYBJ

Cuctema npusunernn CYB[ PostgreSQL npegHasHayeHa ans nepefayuv othernbHbIM
Nnonb3oBaTeNsaM NpaB BbIMOMHEHUST ONpeaeneHHbIX agMUHUCTPATMBHbIX AencTBuin. OBbIYHbIN
nosib3oBaTeNb CUCTEMbI HE UMEET AOMNONHUTENBHbLIX MPUBUNETNN.

MpuBunerun aensTca nogknaccom atpnbytos nons3osatena CYB[ PostgreSQL.

MpuBnnerumn OC, wucnonb3yemble B CYB[ PostgreSQL, «kpome atpubyta
ac_session_maclabel, He MOryT GbITb N3MEHEHBbI C NnoMoLbio cpeacTs CYB[] HM nonb3oBaTe-
namu, HU agMuHucTpaTtopamu CYB[:

- ac_session_maclabel — TeKkywass mMeTka 6e30MacHOCTU ceccuu norb3oBaTens

CYB[. OTta meTka 6e30nacHOCTM onpeaenseT JOCTYMNHbIE Nosib3oBaTtento 0b6bekTbl B n

ABNSAETCA METKOM 6e30MacHOCTM NO YMOMYaHUIO AN1S co34aBaeMbiX Nonb3oBatenemM oobek-

ToB. [Mpn coeanHeHumn nonb3osatensa ¢ CYB[] 3HavyeHne aToro atpubyTta yctaHaBnMBaeTca

paBHbIM METKe 6E30NacHOCTN COeAMHEHUS NN ac_user_max_maclabel;

- ac_user max_maclabel — MaKkCcumManbHO BO3MOXHO€E 3Ha4yeHne Onga

ac_session _maclabel;

- ac_user_min maclabel —  MMHMUMaNbHO  BO3MOXHOE€  3Ha4dyeHue  AOns

ac_session_maclabel;

- ac_capable ignmaclvl — No3BONdAeT MNOMb3oOBaTeriio UrHOpMpoBaTb MaHgaTHoe

ynpaBfieHne no ypoBHSM,;

- ac_capable_ignmaccat — No3BoOndeT NONbL30BaTeNto UrHopupoBaTb MaHOaTHoe

ynpasfieHne Nno Kateropusim;

- ac_capable_mac_readsearch — no3BondeT nonb3oBaTento MrHopmposaTtb MaHaaT-

HOe yrnpasrieHne No YPOBHSAM N KaTErOPUSM NpU YTEHUU AaHHbIX;

- ac_capable_setmac — MO3BOMSAET NOSIb30BATENO U3MEHATb TEKYLLYHO METKy 6es-

OMacHOCTU CBOEW ceccun B Npeaenax, 3afaHHbIX €e MUHUMarbHbIM U MakCUMasibHbIM

3HayYeHuewM;

- ac_capable_chmac — N03BONSAET NOfb30BaTENO N3MEHATbL METKM 0O6bekToB B/I.

B cnyyae, ecnu nonb3oatenb CYB[] He 3aperncTtpupoBaH B OC Ha cTOpoHe cepBepa
CYB[, Bce ero maHgaTHble aTpubyTbl UMEIOT HyrnieBoe 3HayeHne. AamuHuctpatopam CYB[ go-
nonHuUTenbHO K nx atpubytam n3 OC Bceraa gobaeBnstoTca aTpubyTbl ac_capable ignmaclvl,
ac_capable ignmaccat U ac_capable_ chmac.

[Ons ynpasnenus npusunernamm CYB[ PostgreSQL moxeT 6bITb ncnonb3oBaHa rpadu-
yeckaqa ytunumta pgadmin3.

[MpoCMOTpETL TEKYLUME 3HAYEHNS NpuBunerun (aTpnbyToB Nonb3oBaTensi) MOXHO C NOMO-
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Wb KOMaHAbI:
SHOWattr_name

YCcTaHOBUTb HOBOE 3HaveHWe aTpubyTa ac_session_maclabel MOXHO C MOMOLLbIO
KOMaHA;:
SETac_session _maclabel=HoBOe_ 3HaueHHEe METKU_ 6E30NAaCHOCTHU
SELECTset_config(’ac_session_maclabel’,h HoBasa_merka_beszomacHoctu, false);

B nepBoﬁ cpopme B KQ4eCTBEe HOBOro 3Ha4YeHNSA MeTKN 6e30nacHOCTM MOXHO UCMNONb30BaTb
TOJIbKO ABHO 3agaHHble 3Ha4YeHnd MEeTKU, BO BTOpOVI— 3Ha4YeHne MeTku 6e30nacHOCTU MOXET
ObITb NMOOLIM BbipaXXeHnewm, Bo3BpallalollnM CKaldpHoe 3Ha4yeHne, npuBognMoe K Tuny MeTkun

6e3onacHoCTHU.

4.11. MaHpaTHoOe ynpaBrieHue AocTtynom B KoMmnJsiekcax nporpamMmm

rMNepTeKCToBOoN 06paboTKn AaHHbLIX U INEKTPOHHOW NOYThI

ObecneyeHe MaHaaTHOrO yrnpasneHus JOCTYNOM B KOMMeKcax NporpaMm rmnepTekcTo-
BOV 06paboTKM AaHHbBIX M ANEKTPOHHOW NOYThl peannM3oBaHO Ha OCHOBE NPOrPaMMHOro MHTEp-
denca budnmotek nogecnctemsl 6esonacHoctn PARSEC.

Ha cepBepax KOMMNneKkcoB nNporpamMmm rmnepTekcToBon o6paboTky AaHHbIX U SNEKTPOHHOWN
no4yThbl Npy 06paboTke 3aNPOCOB HA COeANHEHUE BbINONMHAETCA NOfyYeHne MaH4aTHOrO KOHTEKCTa
coeauHeHusl, yHacneaoBaHHOro oT cybbekTa (npouecca). CokeT cepBepa, OXMOALWMIN BXOASLLNX
3anpocoB Ha coeanHeHne, paboTaeT B KOHTEKCTE MpoLecca, UMELWEero NpuBMnerno 4ns npuema
COeQIMHEHUN C NIOOBLIMU YPOBHAMU CEKPETHOCTW.

[Mocne ycTaHOBKM COEANHEHMUS U YCNELLHOMO NPOXOXAEHUS npoueaypbl naeHTudmnkaumm
n ayTeHTMdMKaLMm Nonb3oBaTens npouecc cepeepa, obpabaTtbiBalowmin 3anpockl Nonb3oBaTens,
nepeksntoyaeTcs B KOHTEKCT 6e3onacHOCTK nonb3oBarensi, copacbiBaeT npmBunerum, obpabarbia-
eT 3anpockbl NONb30BaTens 1 3aBepLuaeTcs.

B komnnekce nporpamm runepTekCcToBon 06paboTKu AaHHbIX NOMb3oBaTeNb nonyvaet
AOCTYN K pecypcam, apnsawwmxca obbektammn ®C. Komnnekc nporpaMm 351EKTPOHHOM NOYThI
MCNonb3yeT TeXHOmNorm maildir, obecneymBaroLLyo XpaHeHNe NOYTOBbLIX COOOLLEHNI B BUAE
oTaenbHbix 06bekToB PC. CosgaBaemMbie hansbl NOYTOBLIX COOBLLEHNA MAPKUPYIOTCA METKaMU
6e3onacHOCTH, yHacnegoBaHHbIMU OT npouecca-cosaatens. Takum obpasom, B 060mMx koMmnnekcax
nporpamMmMm pecypchbl, K KOTOPbIM OCYLLIECTBNSETCA LOCTYN OT MMEHW CepBEepHbIX MPOLECCOB,
obpabaTbiBatoLmnx 3anpockl nonb3oBartenen, aenaTcsa obbektamm OC. CnegosaTenbHO, AOCTYN
K 3awWuuwaemMbliM pecypcam npu npveme n obpaboTtke 3anpocoB Norb3oBaTernen B npolecce
PYHKLMOHNPOBAHNS CEPBEPOB KOMIMIEKCOB NPOrpaMmm rmnepTekcToBor 06paboTkm AaHHbIX U

AMEKTPOHHOM NOYThLI NogYMHAETCS MaHaaTHbIM [P,
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4.12. HacTtpo#nka 3arpy3umka Grub'

Mocne yctaHoBku OC npu He06X0ONMMOCTU U3MEHEHME HacTpoek 3arpysdmka Grub ocy-

LecTBnAaeTca C ncnosfib3oBaHnem rpa(bmquKon yTUnnTbl £ly-admin-grub?2 (CM. SNEKTPOHHYIO

crnpaeky).
B 3arpyauuke Grub

ue 27|
Tabnuuya 27

BO3MOXHO 3aaatb napametpbl aapa PARSEC, npuBeaeHHbie B Tabnu-

max_ilev
(Maximal Integrity Level)

3agaeT MakcumarnbHbI YPOBEHb LLEENMOCTHOCTU B CUCTEME HA MOMEHT CTapTa
(BOCNPUHUMAEMBIN MOOYNSIMMN).

Honyctumble 3HadeHusa ot 0 go 255. Mpn yctaHoBke OC 3agaetcd no
YMOISYaHUIo 3HayeHune 63.

BHUMAHME! Ecnn B cucteMe NpucyTCTBYHOT hannbl ¢ MeTkamu 6esonac-
HOCTW, UMEKLLMMN YPOBEHb LIENOCTHOCTY BbilLe 3a4aBaeMoro B AaHHbIN
MOMEHT, 3TO MOXET BbI3BaTb OTKA3 JOCTYNa K AaHHbIM (harinam (cokeTtam,
Karanoram v 1.4.)

parsec.ccnr_relax

Mpn 3agaHHOM 3HaYeHUn 1 NO3BONSAET HENPUBUNENMPOBAHHOMY MOMb30Ba-
TEer BbINOMNHATL 3anuUcb (hansioB ¢ pasHbIM YPOBHEM KOHUAEHLNANBHO-
CTW B KOHTEWHep (KaTanor) ¢ yCTaHOBMNEHHbIM prnarom ccnr (3HavyeHune no
ymon4danuio 0)

reset_ilev_on_chroot
(Reset Label on chroot)

C6poc (0bHyneHne) ypoBHS LLENTIOCTHOCTN METKM Be30NacHOCTU Y A0YEPHUX
NpPOLEeCcCoB MpW UCMNOMb30BaHUW POAUTENBCKMM NPOLIECCOM CUCTEMHBbIX
BbI30BOB chroot (2) U pivot_root(2).

Tekylne 3HayeHne LenoCTHOCTU HUKaK He BIUSIET Ha NoBeAeHNe.
Jonyctumele 3Havenus 0/1, y/n n 1.4. 3HaveHne no ymonyaHuio true (o6Hy-
nger)

noload_files
(Reject load at low integrity
level)

3anpet 3arpy3ku moaynen sigpa, firmware, obpasoB kexec, KIO4eEn u
ceptucpumkatos X.509 npmBmnnernpoBaHHbIM nonb3oBaTensam (root, uid=0)
C HU3KMM YPOBHEM LENOCTHOCTH.

Honyctumele 3HadeHus 0/1, y/n n T.4. 3HavyeHue no ymonyaHuio true (3anpe-
LLIEHO)

ccnr_reject
(Disallow root
CCNR* flags)

to set

3anpert yctaHoBKM chnara ccnr MPUMBUIIErMPOBaHHLIM MNONb30BaTENAM
(root, uid=0).

Honyctnmble 3HadeHns 0/1, y/n n T.4. 3HadeHne no ymonyaxumio 0 (paspe-
LLIEHO)

) [Ins NpoL,eccopoB ¢ apXMTEKTYpOit X86-64.
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5. 3BALLUNTA CPEAbLI BUPTYATNTU3ALIUUA

Pa6ota B cpene BupTyanusauun') ocyLLeCcTBNAETCA Npyu 06a3aTenbHOM NPOXOXOEHUM
npouenypbl ayTeHTUduKaumMm Ha cepeepe BupTyanusaumm libvirt n B ycnoBusix npyumeHeHus
ANCKPELMOHHBIX N MaHOATHbIX NpaBui pasrpaHn4yeHns ocTyna.

HacTtpoiika cepsepa BupTyanusaumm libvirt gna pabotel B EMNM OC, a Takke ngeHtndpmka-
Unsa 1 ayTeHTuduKaums npu JOCTyne K CepBepy BUPTyanu3aumm n kK pabovemy ctony BUpTyanbHbIX

MaLUMH BbinonHaeTca B cootBeTcTBUM ¢ PYCB.10015-16 95 02-1.
5.1. InckpeunoHHOe ynpaBrieHMe [OCTYNOM K BUPTyarlbHOW MalUuuHe

Mpun B3anmogencTenmn ¢ cepsepom BUpTyanuasaumm libvirt ocywectenseTcs UCKpPeLnoH-
HOe yrpaBneHne JOCTYMNOM K YNpaBrieHUIo BUPTYyarnbHbIMU MaliMHaMn. PasrpaHmnyeHne BbINonHsA-
eTcq ApanBepoM A0CTyna parsec, crneumanbHO pa3paboTaHHbIM C UCMOMb30BaHUEM NPUKIAAHOro
nporpamMMHOro nHtepdgenca agpareepoB goctyna libvirt. OcHoBaHMeEM ANs NPUHATUS peLleHns
O NpefocTaBreHnn O0CTyna SBMSETCS CpaBHEHWE ANCKPELMOHHbIX aTpubyToB BUPTYyanbHOWM
MaLUVHbl U ANCKPELIMOHHBIX aTpubyTOB NONb30BaTeENs C YY4ETOM BbINOMHAEMOWN onepaumu.

Bce onepaunn ¢ BupTyanbHOW MalLUMHOW pas3fensaltoTcs Ha HenpuBuierMpoBaHHbIE Y
NnpyBUIerMpoBaHHbIe, Hanpumep, onepauny Nony4YeHns Cnmcka BUpTyarbHbIX MawnH UM nHAop-
MaLMn O KOHUrypaunm KOHKPETHOM BUPTYyaribHOW MalLVHbI SBIISIOTCH onepaunamMm Henpusune-
rMPOBaHHbLIMK, a onepaLun co3aHus, yaaneHnsa unn n3aMeHeHuUst KOHUrypauum BUpTyanbHbIX
MaLUWH — NPUBUNENMPOBAHHBIMMA.

Onepaunn No N3amMeHeHuto cocTaBa UM KOHUrypaumm BUpTyarbHbIX MalnH TpebytoT
BXOXOEHUA Nonb3oBaTtens B crieumarnbHyo NoKarbHY0 aAMUHUCTPATUBHYO rpynny. Ma agMuHm-
CTpaTUBHOWM rpynnbl 3agaeTcs B KOHUrypaunoHHom cdanne /etc/libvirt/libvirtd.conf
napameTpomMm admin_group = "libvirt-admin".

[na kaxgon BupTyanbHOW MaLlWHBI 3a0aeTcsa CMCOK KOHTPOMNs 4OCTyna, B KOTOPOM yKa-
3bIBalOTCH CyObekTbl oCcTyna (Nonb3oBartenu u rpynnel), obnagatomne JOCTYNOM K BUPTyarbHON
MawunHe. PasnuyatoTcs Tpy Tuna SOCTyna K BUPTyanbHOW MalUvHE:

- «[MpocMoTp CBONCTB» — BUOMMOCTb BUPTYasibHOM MaLUWHbI B CMIUCKE U NPOCMOTP ee

CBOWCTB;

- «Mcnonb3oBaHMe» — NPOCMOTP CBOWCTB, 3anyck n paboTta ¢ BUPTyarilbHON MaLUNHOW;

- «AOMWHUCTPUPOBaHME» — MOMHbIA OCTYN K BUPTYanbHOW MalluHe, BKOYasa 3anyck,

N3MEHeHMe ee CBOUCTB U ynpasrieHne rnpasamu JOCTyna K Hew.

[Monb3oBaTenu BUAST B CNUCKE BUPTYarbHbIX MaLLVH TOSbKO Te BUPTYyarbHble MaLUWHbI, K
KOTOPbIM UM SIBHO NpeaocTaBrieH A0CTyn.

lNocne cospaHus BI/IpTyaJ'IbHOI7I MaLlUHbl CNMMCOK KOHTPOMNA OOCTyMa NyCct U OOCTyn K

) [Ins NpoL,eccopoB ¢ apXMTEKTYpOit X86-64.
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BMPTYarbHON MalLMHE pa3peLLEH TOMbKO YnieHaMm aaMUHUCTPaTMBHOW rpynnbl. [Mpy Hann4mMm npaea
NCMNonb30BaHMA NOMb30BaTENSM NO3BOSISETCS 3anycKaTb BUPTYyaribHYHO MalVHY U paboTtatb C HEW.
Mpwn aTom 3aBepwNTb PaboTy MM NPOM3BECTU UHbIE Pa3peLLEeHHbIE OENCTBUS C BUPTyalibHON
MaLUMHON MOXET TONbKO MOfb30BaTerb, KOTOPLIN €€ 3anyCTusl.

UneHbl agMUHUCTPATMBHOW rpynnbl MOryT 3aBepLlatb paboTy BUPTyanbHbIX MaLUMH OPYTrMX
nosib3oBaTeneun.

B MoMeHT 3anycka BUpTYyarbHOW MalLMHbI MOAYb NoaaepKKM ANCKPELMOHHOMO yrnpaene-
HUS OOCTYNOM dac Ha3HavaeT BrnagernbleM BUPTYanbHOW MaLLMHbI 3anycKatoLwero ee nonb3o-
BaTens, a rpynnon — rpynny libvirt-gemu. 3TO OTpakaeTcs B BUAE Hannunsa oMHaMnUyeckomn
MeTKn 6e3onacHoCTn Mogenu dac U ngeHTudukaTopa BnagenbsLa Kak npouecca BUpTyanbHON
mMawmHbl B OC, Tak N HeobXxoaMMbIX YCTPOUCTB U dhann-ob6pasoBs, NpuHaanexalwmx BUpTyansHom
MawmHe. Mpn nocneayrWwmMx onepaumnax gaHHaa nHdpopmMaums ncnonb3lyeTcs nsa npoBepKU

ONCKPELMOHHOIo AoCTtyna K BI/IpTyaJ'IbHOIZ MaLllnHe.
5.2. MaHpaTHoOe ynpaBlieHune AOoCTynoMm K BMpTyaﬂbHOﬁ MalluunHe

[Npu B3aumogencTsum ¢ cepeepoM BupTyanusaumm libvirt ocyliecTenaerca maHgaTHoe
yrnpasrieHe AOCTYMNOM K YrpaBneHuio BUpTyarnbHbIMM MalnHaMn. PasrpaHnyeHne BbiNoNHAETCH
ApanBepoM AOCTyna parsec, cneuuanbHO pa3paboTaHHbIM C UCMONb30BaHWE MPUKNALHOro
nporpaMmmMHoOro uHTepdenca gpareepos goctyna libvirt. OcHoBaHMeM NSt NPUHATUSA peLleHns o
npenocTaBneHnn JocTyna ABngeTca cpaBHEHNE METKM B6e30nacHOCTN BUPTYanbHON MaLlUHbI U
MaHAaTHOro YpoBHS JOCTYyna nosib3oBartesis ¢ y4eTOM BbINONHAEMON onepauuu.

Bce onepauyuu ¢ BMpTyanbHOW MalUMHOW pasgensoTcsa Ha onepaunmn YTeHUs 1 3anucuy,
HanpuMep, onepaunm NoNyYeHnst Cnucka BUPTYanbHbIX MaLIMH UK MHopMaLmMm 0 KOHUrypauum
KOHKPETHOM MalUWHbI SBMISAIOTCA onepauusaMu YTEHUSA, a onepauun co3faHusd, yoaneHus unm
N3MeHEeHNs KOHUrypaumm BUpTYyanbHbIX MallMH — 3arnucu.

MaHgaTHoe ynpaBneHne OCTYNOM OCYLLECTBIISAETCS crieayowmm obpasom:

- OCTaHOBMEHHas BMpTyarnbHas MalnHa He obnagaeTt MmaHgaTHbIMKU aTpubyTamu (ecnu

Ans Hee He 3ajaHa ctaTudeckas meTtka 6esonacHoctn mogenu PARSEC);

- 3anyweHHas BUpTyanbHas MallnHa HacnegyeT MeTky 6e30macHOCTM 3anycKaroLero

nonb3oBaTens;

- OOCTYN K (PYHKUMOHUPYOLLEN BUPTYanbHOW MallWHe NpegoCTaBnsieTcsl TONbKOo Npu pa-

BEHCTBE MaHOATHOro YpOBHS AOCTyna nonb3oBaTtensd metke 6e30nacHOCTU BUPTYaribHOM

MaLUUHBbI;

- OOCTYN K NOMAyYeHUI0 MHGOPMaLMK O BUPTyanbHOW MalLMHE U ee KOHgUrypauumn npeao-

CTaBnsieTCs B COOTBETCTBMM C MaHOATHbIM YPOBHEM MOSb30BaTENS.

B MOMeHT 3anycka BUpTyanbHOW MaluMHbl MOAYMNb NOAAEPXKKM MaHOATHOIO yrnpaBreHus
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AOCTYNOM parsec yCTaHaBMMBaET BMPTYyarbHON MallMHe MaHAATHbIA YPOBEHb, OnpeaeneHHbIN
Nno COeAMHEHMUIO 3anycKaroLwero nofb3oBartens. ATo OTpaXaeTca B BUAe Hannyms AMHaMu4ecKomn
meTkn 6esonacHoctn mogenn PARSEC n meTkn 6e3onacHOCTM Kak npolecca BUpTyasibHOM
mawmHbl B OC, Tak 1 HeobxoaMMbIX YCTPOUCTB U dhann-o6pasos, NpuHaanexalmx BUpTyanbHom
mMawuHe. Mpu nocneayrowmx onepaumsx gaHHas MHopMaunsa UCnonb3yeTcs Afs NPOBEPKU
MaHOATHOro A40CTyna K BUPTYarlbHON MalluHe.

CyulecTByeT BO3MOXHOCTb 3afaHus ctaTudeckon metkm 6esonacHoctn mogenn PARSEC.
B aTOM cnyyae BupTyanbHasa mallimHa MOXET ObITb 3anyLleHa TonbKO nog 3agaHHbIM MaH4aTHbIM
YypOBHEM AocTyna.

BHUMAHMUE! CywecTtBylOT OrpaHnyeHus no KOHUrypmpoBaHUIO BUPTyasribHOM MaLUWHbI:
B KayeCcTBe CeTeBOro agantepa He MOXeT OblTb BblIOpaHO YCTPOMUCTBO virtio.

MpumeyaHunsa:

1. B cnyvae ucnonb3oBaHus B kayecTtBe roctesoun cuctembl OC BMpTyarnbHas MaluvHa

He JOSPKHa 3anyckaTbCs B MaH4aTHOM KOHTeKCcTe. BMecTo aToro HeobxogmMmMo BbINOMHATL

yAaneHHbIn Bxo4 ¢ TpebyembiM MaHAaTHLIM ypoBHEM gocTtyna cpeactesamm OC.

2. HactoaTenbHO pekoMeHAyeTCa UCNOoNb30BaTh PEXMM « TONbKO YTEHME» MPU 3anycke

BUPTYyaribHbIX MalIVH B HEHYNEBOM MaHAAaTHOM KOHTEKCTe.
5.3. Pexxum 3anpeta moaudumkaumm dannoB-ob6pa3oB BUPTyaribHOM MaLUHbI

B HekoTopbIX cnyyasix Tpebyetca obecnevyeHne HeM3aMeHHOCTH hbannos-obpas3os BUp-
TyarnbHOM MallWHbI B Npouecce ee PyHKLUMOHNPOBAHUS, YTO MO3BOSISIET BbINOSTHATL MOBTOPHbLIN
3arnyck 3apaHee MNoAroTOBfIEHHOW BUPTYyarbHOM MaluuHbl U3 PUKCUPOBAHHOIO COCTOSHUA. B
9TOM cnyyae Bce pesynbraTbl paboThl Nofib3oBaTeNs nocne 3aBepLlleHnss PYHKLNOHMPOBAHUS
BUPTYyarbHOW MalUWHbI yOansoTCA.

[aHHbIn pexnm paboTbl HasbiBaeTca «Pexnm TOMNbKO YTEHUE» U peannuadyeTca Tpems
cnocobamu:

- BPEMEHHbIN CHUMOK — Crnocob (PyHKLMOHMPOBaHWS CpeaCcTBa aMyNALUK annapaTtHoro

obecneyeHna QEMU, npmn KOTOPOM OCHOBHOW harn-o6pas 3alumiiaeTca oT 3anucu, a Bce

pe3ynbsrathl paboThbl NonbL30BaTeNs PUKCUPYIOTCH BO BPEMEHHOM CHUMKE, CYLLECTBYIOLLIEM

TONMbKO B npouecce (PYyHKLUNOHUPOBAHNSA BUPTYyaribHON MalUWHbI;

- CHMMOK — BO BpeMsi 3arnycka BUpTyarbHOM MalLMHbl B 3a4aHHOM KaTarore co3gaeTcs

CHUMOK, yaansieMbii nocrne 3aBeplieHns QyHKUMOHNPOBaHNS BUPTYaribHON MalLVHbI;

- MonHas Konus — BO BPEMS 3anycka BUPTyanbHOM MalUWHbI B 3aaHHOM KaTanore cosaa-

eTcsa nonHasa konua danna-obpasa, ygansemas nocre 3aseplieHns yHKUMOHUPOBaHNS

BUPTYyasibHON MalUVHbI.

Co3sfaHue NomHoM KonmMm MOXeT 3aMeaNIsiTb NPoLEece 3anycka BUPTyarbHON MaLUUHBI MO
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NpuYnHEe KonupoBaHus anna-odpasa 6onbLoro pasmepa. Ho gaHHbI BapnaHT NO3BOSSET UC-
Nnonb30BaTb BO3MOXHOCTM MO COXPAHEHWNIO COCTOSHUSA BUPTYarbHON MaLUUHbI 4519 NOCneayoLero
ero BOCCTaHOBIIEHUS.

Mpn ncnonb3oBaHUN CHUMKOB B criyyae nboro BbIKMIOYEHUS BUPTyasibHONW MalUWHbI

BCMEACTBUE BbIKMOYEHUS MM annapaTtHoro cbosi cepBepa BUpTyanMsauumn Bce pesynbraTbl

paboTbl BUPTyanbHOW MalUuHbl ByaoyT NOTEPSiHbLI.
KaTtanor pasmelleHus BpeMeHHbIX hanroB 3agaeTcs B KOHUrypaunoHHOM dpawnne
/etc/libvirt/gemu.conf cnegylowmm KOHPUIypaunoHHbLIM NapamMeTpoM:

run_images_dir = "/var/lib/libvirt/runimages"
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6. PETUCTPALISA COBbITUA BE3OMNMACHOCTH

B OC peanusoBaHa pacluMpeHHas nogcmcrema npoTOKONMpOBaHUS, OCyLLEeCTBNALAN
perncTpaumio cobbITuii B ABOUYHbIE halinbl ¢ Mcrnonb3oBaHnem cepsuca parlogd. B[6.1] npu-
BEAEHO ONnucaHne HaCcTPOMKM NapamMeTpoB NPOTOKONMpoBaHus ans obbektoB ®C (dannosbin
ayaouT) 1 ansa nonb3oBatenen (ayaut npoueccos). NMpMMeHeHne HacTPOEHHbIX NapamMeTpoB ayau-
Ta npoueccoB ocyuwectenaerca PAM-mogynem pam_parsec_aud. 1o ymonyaHuio perucrpa-
LM HACTPOEHHbIX ANs Nonb3oBaTens cobbITU ayauTa NpoueccoB BkNodeHa B PAM-cueHapuu:
fly-dm, fly-dm-np, login, su, sumac, sumac.xauth. [Jna npoTokonMpoBaHus cobbiTui
ayauTa npoLeccoB NOnb3oBaTens, NPOXoasLlero ayteHTudukaumio Yyepes apyrne PAM-cueHapun,
Heo6X0AMMO BKIOYUTL B COOTBETCTBYHOLLME CLIEHapMM CTPOKY CriefytoLwero suaa:
session required pam parsec_aud.so

Takke B coctaB OC BxoguT nporpammMmHoe cpeacTtBo Zabbix, obecneumnBatoiee MOHUTO-
PWHT, LLeHTpanM3oBaHHbIN ayguT 1 NPOTOKONMPOBaHWE COBLITUI CETEBLIX PECYPCOB.

B 6mnbnunotekax nogcmuctemsl 6esonacHoctn PARSEC peann3oBaH nporpaMmHbIN MHTEP-
denc Ans NnpoToKONMPOBaHUA COBLITUM C UCNOSb30BaHWEM pPaCLUMPEHHOW NOACUCTEMBI NPOTO-
KONMMpPOBaHUS, NpuMeHsaeMbln ans pernctpaumm codbitnn B CYB[] PostgreSQL 1 komnnekce

nporpaMmm 3MneKTPOHHOW MOYThI.
6.1. CpeacTBa ynpaBreHusi MPOTOKONMpPOBaHNEM

[ns paboTbl ¢ NOACMCTEMOM NPOTOKONUPOBAHNEM MMEETCA psa rpaniecknx yTunur,
KOTOpble MOryT ObiTb MCNONb30BaHbI 4151 HACTPOWKM NapaMeTpPOB perncrTpaumm cobbiTui 1 Npo-
CMOTpa NPOTOKOSI0B:

- fly-admin-smc («YnpaBneHne nonuvtukon 6esonacHoCcTn») — ynpasneHne npoTo-

KonupoBaHneM, NpUBUNErMaSM1M N MaHaaTtHeiMn aTpubyTtamu nonb3oBarenemn, paboTa c

nonb3oBaTensiMn 1 rpynnamu;

- fly-admin-viewaudit («XKypHan 6e3onacHOCTN») — BbIBOPOYHbIN NPOCMOTP NPOTO-

KOMNoB ayguTa.

Bonee nogpobHoe onucaHne yTUnnT CM. B 3NEKTPOHHOM CrpaBke.

[anee paccMoTpeHbl cpeacTBa ynpaBneHns NpoTOKONMPOBaHMEM B PEXMME KOMaHAHOM

CTPOKM.

6.1.1. getfaud

CwnHTakcuc:
getfaud [-d, --default] [-R, --recursive] [-L, --logical] [-P, --physycall]
[-n, —--numeric] [-1, --long] [-p, --absolute-names] [-c, --omit-header]
[-s, --skip-empty] [-h, --help] [-v, --version] Qadnu u/unu KaTajoru

KomaHga getfaud cnyXxut ansa nony4vyeHusa CNUCKOB NpaBWui NMPOTOKONUpOBaHUA Haf
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dannosbiMn obbekTamun. CrnegytoLme cobbiTUS 4OCTYNHbI 4SS TPOTOKONNPOBAHUS:

- 0, open — OTKpbITUE (hanna;

- ¢, create — co3gaHue hanna;

- X, exec — UCMNonHeHne danna;

- u, delete — yganeHue anna (B kartanore);

- r, acl — cmeHa ACL;

- n, chown — cMeHa BnagenbLa;

- m, mac — U3SMEHEHNE METKN;

- y, modify — naMmeHeHune danna;

- a, audit — M3MEHeHMe cnmcka perucTpupyemMblx cobbITun amna;
- d, chmod — n3amMeHeHue npas JocTyna K anny.

MH(bOpMaLI,I/Iﬂ O CMcKax nocblilaeTcd Ha CTaH,D,apTHbIVI BbIBOO N MOXET ABIMATbCA BXOAHbI-

MW JaHHbIMK ANg KomaHabl setfaud (6.1.2)).

Onuuun npuBeaeHbl B Tabnuue [28]

Tabnunua 28

Onuusa

OnucaHue

-d, -—default

Pa6oTaTb CO cnnuckom npasu1 NPOTOKONMMpPpOBaHNA MO yMONM4aHUKO

-R, ——-recursive

[ns noganpekTopuin pekypcmnBHO

-1, --logical

CnepoBaTtb NO CUMBOSIMYECKMM CCbISNIKaM

-P, ——phisical

He cnepoBaTb MO CMMBOMMYECKUM CCbIfIKam

-n, ——numeric

BriBOAUTb MHGOpMaUMto o dnarax permctpaumm cobbITuUn B LMdpOBOWN
tdopme

-1, --long

BbiBOOMTL chnarm perncrpauumn cobbiTuin B ANNHHOW hopme

-p, ——absolute-names

ADCONIOTHbLIE MMeHa

-c, ——omit-header

He nokasbiBaTb 3arorioBok (MMsa dpanna)

-s, ——skip-empty

MponyckaTtb dannbl ¢ NycTbiMu aTpnbyTamm

-h, --help

BbiBecTun cnpaBky n BbINTK

-v, —--version

BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH

6.1.2. setfaud

CwnHTakcuc:
setfaud [-s, --set] [-b, --remove] [-m, --modify] [-d, --default]
[-S, —--set-file] [-X, --remove-all] [-M, --modify-file] [-B, --restore]
[-R, —--recursive] [-L, --logical] [-P, --physical] [-h, --help]
[-v, —--version] [npaBusia HPOTOKOJIUPOBaHUA] Qawni. . .

KomaHpaa setfaud ycTaHaBnNMBaeT CIMCKU NpaBun NpoToOKONMpoBaHus Ha dannsl. Mpa-
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BuJ1a NPOTOKOJIMPOBAHNA 3a4al0TCA B BUAE:
[u:<nomne3oBaTenk>:<@ryaru NpPOTOKOJIMPOBAHUI> ]
[,g:<rpynna>:<dmnarm OpoTOKOJIUPOBAHUA>] [, o0:<Pjaru npoToxonmupoBaHUs>], ... ,

rae <nomnwb3oBaTeJsib> U <rpynrna> — CUMMBONN4YecKkmne nnn YncrieHHble I/I,D,eHTI/I(*)VIKaTOpr nonb-

30Batend v rpynnbl, u: O3Ha4YaeT rnpasuno A4 nonb3oBaTtesid, g: — O514 rpynnbsl, o: — AOJ14

OCTallbHbIX.

<$maru NpoTOKONMPOBAHUA> := <@yaru ycCHnemHex onepauui>|[[:<@rnaru HeyCIemHHX
onepauuin>], ...]

Mpn aTom chnarn onepaumin MOryT UMeTb BUA:
<+|-><uMsa IPOTOKOJIIUPYEMOr'O COOHTUSI>, ...
(Hanpumep, +exec, -open) Unu:
[+]-]1<umcrno>
nnu:
<COKpaleHHOEe UMs NPOTOKOJIMPYEMOrOo COOHTUA#1><COKpaLeHHOE WMs NPOTOKOJIMPYEMOIO
cobuTua#2>. . .
(Hanpumep, ou — +open, +delete).
YToObl NOCMOTPETL CMMCOK NPOTOKONMPYEMbIX COBbITUIA, HAbpaTb:
setfaud -h
lMpaBuna 3agatoTcsa UM B KOMaHOHOW CTpoke (napamMeTpbl —s, —m), Unn B dpannax (napa-
MeTpbl -S, -M, —-B). [pun aTOM, (hannbl MOryT ObITb CHOPMUPOBAHLI C MOMOLLLIO MepeHanpaBnieHus
BblBOAa koMaHAbl get faud (cm. [6.1.1).
TonbKo aAMUHUCTPATOP MOXET U3MEHSTb CMIUCKU NPaBui NPOTOKONNMPOBaHUSA y hannos.

Onuuun npuseaeHsbl B Tabnuue [29]

Tabnunua 29
Onums Onucanune
-s, -—set YCTaHOBUTL CMUCOK NPOTOKONMPOBAHNSA N3 KOMaHOHOW CTPOKN
-b, --remove YaanuTb BCe afeMEHTbI CrUcKa NPOTOKONMPYEMbIX COObITUN
-m, -—-modify N3mMeHuTb nnm gobaBuTb 3NEMEHTbI CNCcKa N3 KOMaHOHOW CTPOKU
-d, --default Pa6oTtaTb CO CMMCKOM NPOTOKONMPOBAHMS NO YMOSYaHUIO
-3, ——-set-file YCTaHOBUTbL CMUCOK NPOTOKONMPYEMbIX CODbITUN U3 dhanna
-X, --remove-all YoanuTb BCe CNUCKN NPOTOKONTMPYEMbIX COObITUI

, , M3meHnTb nnn 0o6aBuTb 3NIEMEHTbLI CMIUCKA MPOTOKONMPYEMbIX COBLITUI U3
-M, --modify-file

danna
-B, —-restore BoccTtaHoBUTb aTpubyThl U3 danna
-R, -—-recursive [ns noganpekTopuin pekypcmBHO
-L, --logical CnepoBatb N0 CUMBOSIMYECKNM CCbIfNIKaM

-P, —-physical He cnepoBaTb MO CMMBONMUYECKUM CCbIfNIKam
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OkoHyaHue mabnuusi 29

Onuusa Onucanune
-h, --help BbiBeCTM cnpaBky 1 BbIATH
-v, --version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH

6.1.3. useraud

CuHTakcuc:
useraud [-d, —--delete] [-n, —--numeric] [-1, --long] [-g, —--group]
[-0, —-other] [-m, —-—-modify] [-h,--help] [-v, —--version]

[mone30BaTeNnb/rpymna ]
KomaHga useraud no3BoOMsieT NnpocMaTpmBaTth U M3MEHATb NpaBuna NpoTOKONMPOBaHNSA
Orns nonb3oBaTenen.
useraud [-dnghvolm] [uMsa nomnb3oBaTensa(rpynmns) ] [rmaru DpoTOKOIIUPOBAHUA ]
rge <¢maru OpOTOKONUMPOBAHUA>: = <@jlarv yCIEeMmMHHX OIlepalui>
[[:<dmmaru HeyCHemHHX oIepanuu>], ...]
Mpwn aTom cpnarm onepaunn Moryt UMeTb BUA;:
<+ | -><UMSA MNPOTOKOJIMPYEMOI'O COOHTHUS>, ...
(Hanpumep, +exec, —open) Unu:
[+]-]<uucio>
unu:
<COKpalleHHOE WMsl MIPOTOKOJIMPYEMOIro COOHTHA#1><COKpaleHHOE WMs NPOTOKOJIMPYEMOI'O
cobuTUuA#2>. . .
(Hanpumep, ou — +open,+delete).
CnncoK COBLITUIA MOXHO NOMYYNTb U3 MOMOLLM KOMaHAbl (NapameTp —h, —-help).

Onuuun npuBegeHbl B Tabnuue [30]

Tabnuuya 30
Onuwms OnucaHue
-d, --delete C6pocuTb Npasuna NpoTOKONMPOBaHNS

-n, ——numeric BbiBecTu chnaru B WwectHaguatepuydHom popmate

-1, --long AOnvHHBIN bopmaT BbIBOoAa draros

-g, ——group Ana rpynnbl (N0 yMonyaHuio — ANg Nonb3oBaTens)
-0, -—other [nsa octanbHbIX (No6on nonb3oBaTtenb)

-m, -—modify M3meHnTb cyllecTBytoLLEE NpaBuno

-h, --help BbiBECTM cnpaBKy U BbIATH

-v, --version | BbiBeCTN UH(OPMALUIO O BEPCUM U BLINTH
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6.1.4. parselog
CwnHTakcuc:
parselog [-v, --version] [-h, --help] [-c, --count] [-f, --follow]
[-1, --syslog] [-s, --silent] [-b, --binary] [-a, --facility] [-e, --events]
[-t, --time] [-u, --status] [-x, --uids] [-y, --gids] [-z, --euids]
[-0..F, --arg0 ... --argF] [Qamnn-xypHai]
KOMaHﬂ,a parselog MOXeT ObITb UCMONb30BaHa anda aHann3a gBOUYHbIX Cb&VIJ'IOB ayauTa,
3anucaHHbIX ¢ NoMoLblo parlogd.
parselog [mapameTprl] [OBOWUHHN Qany ayguTa]
Ecnu B kKauecTBe aprymeHTta He yKa3aH CbaIZJ'I C AaHHbIMW XypHalia, TO AaHHble OXNOaloTCA
M3 CTaHAapTHOro BBOAA, TaAKUM 06pa30|v|, COBMECTHO C onu,meﬁ -b, no3Bonaa opraHM3oBbIBaTb
KOHBeWepbl.

Onuuun npusegeHbl B Tabnuue [31]

Tabnuua 31
Onuusa Onucanune
-c, ——count BbiBECTM CTATUCTUKY
-f, ——-follow OxunpaTtb NosiBNEeHUs HOBLIX 3anncen B anne
-1, --syslog 3anucbiBaTb BbIXOAHbIE AaHHbIE B CUCTEMY syslog (Kak cnyxb6a LOG_LOCALO)
-s, --silent He BbIBOANTbL HUYErO Ha KOHCOIb
-b, --binary BbiBOg, B ABOUYHOM chopmaTe (4ns KOHBeWepusaumm)
-h, --help BbiBECTM cnpaBKy v BbIATH
-v, --version | BbiBeCTU MHGOPMALUIO O BEPCUM U BBINTH

MapameTpbl-punsTpbl NprBeAeHbI B Tabnuue [32]
Tabnuuya 32

MapameTp-hunsTp OnucaHue

Cnucok cnyx6. [locTynHble cnyxbbl: user, proc, file, custom

-a, ——facilit
oty nnn aecatndHoe 4ymcno ot 0 go 15

Cnucok cobbituin. [na npocmoTpa cnvcka MMeH cobbiTui (3aBncuT

-e, ——events
OT NfarnHoB) Ncnonb3oBatb —e help

BpemeHHON ananasoH B chopmare:
-t, -—time <oT pmaTH>[-0O0 OaTh]
roe popmart gathl — $y [$m[$dA[$H[$M[%S]1111]

-u, --status Cratyc. [locTynHble cTaTychl: success, failed

-x, ——uids Cnucok nonb3oBaTenen (B CUMBOILHOM UM AeCATUYHOM dhopmarte)

-y, —-—gids Cnmncok rpynn (B CUMBOMbHOM UN OEeCATUYHOM dhopmaTe)
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OkoHyaHue mabnuuei 32

MapameTp-punestp OnucaHue

Cnucok ahhekTUBHbBIX MOAEHTUPUKATOPOB NOfb30BaTENEN B CUM-

-z, ——euids
BOJIbHOM UMM OecATNYHOM q)opmaTe

Mownck aprymeHTa (oT 1 oo 15) ¢ noMoLb PerynsipHbIX Bblpaxe-
HUIA. arg0 Bcerga COOTBETCTBYET NPOrpaMmMe-KOHTEKCTY COBbITUS.
Mpennonaraetcs, 4ToO BO3BpaLLaeMoe 3HayeHne — 310 NocneaHuin
aprymeHT cobbITns

-0..F, --arg0 ... --argF

6.1.5. kernlog, userlog

KomaHgbl kernlog 1 userlog npegHasHavyeHbl An4g aHanmsa ABOUYHbIX hannos Xyp-
Hana pernctpauumn codblTu agpa n cobbITU, NPUXOLALLMX OT Nonb3oBaTeNs, COOTBETCTBEHHO.
O6e komaHAabl UCMONb3YHT parselog (CM. N ABNAKOTCA HaaCTpoMKamu Hag Hen. KomaH-
Aa parselog npuvHuMmaeT ums obpabaTbiBaeMoro ABOUYHOroO panna B KadecTse napameTpa.
[ns komaHa-HagCcTpoek nMs aHanusnpyemoro dpavna npegonpeneneHo. [ns kernlog aHanu-
3upyembiM hannom aensaetca /var/log/parsec/kernel.mlog. B aTom danne peructpum-
pytoTca cobbiTna sgpa (cepBuc parlogd). ng userlog aHanuampyembiM hanmnom sBnseTcs
/var/log/parsec/user.mlog. B aTom danne pernctpmpyrorca cobbiTus, npuxogdawime ot
nonb3oBaTerbCKUX Npoueccos (cepBuc parlogd). B octanbHOM kOMaHabl kernlog N userlog

aHanorn4yHbl parselog ¥ NPUHMMAIOT TE XKE apryMeHTbl KOMaHAHoW CTpoku (cm. [6.1.4).

6.1.6. psaud
CwuHTakcuc:
psaud [-d, --delete] [-n, --numeric] [-1, --long] [-h, --help] [--version]
[mpaBuna NpOTOKONMPOBAHUA |
KomaHp,a psaud NO3BONIAET U3MEHUTb UINMN CYUTATb npaBuia NpoToKOJINpoOBaHUA Bbl-
6paHHOFO rpouecca. Ecnun npasuiia NpoToKosriMpoBaHUA He YKa3aHbl B Ka4eCTBe aprymeHTa, 1o
KOMaHda BbINOJIHAET X CHUTbIBaHME C npouecca, 3agaHHOro napamMmeTpom (I/I)J,eHTI/I(bI/IKaTOp
npouecca).
Ecnu aprymeHT npasuna npoToKkonMpoBaHUs NPUCYTCTBYET, TO KOMaHA4a ycTaHaBnmBaeT
npaeuna Ha npouecc. NpaBuna 3agatoTcs B BUAE:
<draru NpOTOKONUPOBAHUA> := <@jaru yCHIEmHHX
onepauuy>|[ [ :<pyaru HeyCHemHHX onepauun>], ...]
Mpwn aTom chnaru onepaunn Moryt UMeTb BUA;
<+|-><uMSA IPOTOKOJIUPYEMOr'O COOHTHUS>, ...
(Hanpumep, +exec, —open) Unu:
[+]-]1<umcrio>
nnw:

<COKpalleHHOE UMs [IPOTOKOJIMPYEMOrOo COOHTUA#1><COKpalleHHOE UMs IPOTOKOJIUPYEMOIO
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coburua#2>. ..
(Hanpumep, ou — +open,+delete).
Cnncok coBbITUN MOXKHO MOMYYUTb N3 NOMOLLM KOMaHAbl (napaMeTp —-h, —-—help).
Tonbko agMUHUCTPATOP MOXET yCTaHaBNMBaTb U CYATbIBATbL NpaBuia NpOTOKONMPOBAHWUS
npoueccos. [paBmna NpoOTOKONMPOBaHNS HacneayTcs NOPOXAEHHBIMU NPOLIECCaMM.

Onuuu npuBegeHsl B Tabnuue .

Tabnunua 33
Onumsa Onucanune
-d, —-delete CHaTb Bce npaBmna NpoTOKONMPOBaHUS ¢ Npolecca

-n, —-numeric | BblBOgUTb MHOPMaLMIO O NpaBuiax NPOTOKONMPOBAHUS B YNCITIEHHOM BUAE

-1, --long BbiBOOUTL MH(pOpMaLMO 0 NpaBunax NPOTOKONUPOBaHUS B ANUHHOW bopme
-h, --help BbiBECTM cnpaBKy U BbIATH
--version BbiBeCcTV MHopMaLmio 0 BEpCUN U BbINTU

6.1.7. JlononHuTenbHble NapamMeTpbl CUCTEMbI NPOTOKONIMPOBAHUA COObLITUMN

[na tectupoBaHma OC Ha HOBbIX annapaTHbIX KOHPUIypauUUsaX MOXHO OTKITHOYUTL NPOTO-
KonnpoBaHne Habopa CMCTEMHbIX BbI3OBOB OOHUM M3 ABYX CreayLmx cnocobos:

1) OTKMOYEHNE NPOTOKONUPOBAHNS CUCTEMHBIX BbI3OBOB, HE UCMOMb3yeMbIX AN MaHAaT-

HOro ynpasneHnsa Joctynom. [1na atoro Heo6xoaAnMo BbINOMHUTL KOMaHAY:

echo 1 > /parsecfs/disable-non-mac-audit

Ecnun BbiBOO KOMaHAbI:

cat /parsecfs/disable-non-mac-audit

paBeH 1, TO MPOTOKONMPOBAHME CUCTEMHbIX BbI3OBOB, HE UCMOMb3yeMbIX ANS MaHOATHOro

ynpasneHns OCTYNoM, OTKINHOYEHO.

2) OTKNIoYeHMe NPOTOKONIMPOBAHUSA BCEX CUCTEMHbIX BbI3OBOB. [1na aTOro HeobxoamMmo

BbIMOSTHUTL KOMaHAy:

echo 1 > /parsecfs/disable-all-audit

Ecnn BbiBOO KOMaHAbI:

cat /parsecfs/disable-all-audit
paBeH 1, 10 NPOTOKONIMpOBaHNE BCEX CUCTEMHbIX BbIS3OBOB OTKJTHO4EHO.
M punmMmedyaHme. Ecnn HeO6XO,E|,|/|MO, YTOObI OTKMOYEHNE nponcxogunno npun 3arpys3ke

OC, TO yKasaHHble Bbllle KOMaHAbl Heo6XxoauMo NoMecTuTb B hann /etc/rc.local.
6.2. CpeacTBa LLeHTPanu3oBaHHOIO ayauTa U NPOTOKONUPOBaHUs

MporpammHoe peweHnne Zabbix npegocTtaBnseT yHKUMOHAN Ans HaACcTPowku, cbopa
AaHHbLIX 1 MOHUTOPUHIa COCTOAHNSA CETU, a TakkKe XXU3HECNOCOBHOCTU 1 LLeNTOCTHOCTU pecypcoB

cetn. OnncaHune yctaHoBKKU 1 HacTporkn Zabbix npusegeHo B gokymeHte PYCB.10015-16 95 02-1.
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6.3. Pernctpauusa co6bitun B CYB[] PostgreSQL

B CYB[ PostgreSQL ans HacTporikn pexmnma paboTbl NOACUCTEMbI perncTpauumn cobbl-
TUM UCMOMNb3YTCA KOHPUIrypaUMOHHbIN NapaMeTp ac_audit_mode ¢pavna postgresqgl.conf
(6.3.2). 3ToT NnapameTp MOXeET GblTb U3MEHEH TONBKO Nepe3anyckom cepepa. MNapameTp MoxXeT
NpUHUMAaThL CreayLlmne 3HaYeHNS:

- internal — ANsa HAaCTPOWKK permctpaumm cobbiTMIN UCNOMb3YIOTCA COOTBETCTBYHOLMNE

komaHabl SQL, a HacTporku xpaHaTca B Tabnmue pg_db_role_settings;

- external — AN1sl HACTPOMKU UCMOSb3yeTCsl BHELIHWIA hain pg_audit.conf (6.3.1);

- external, internal — CcMeLaHHbIN pexnm. HacTponkun 6epyTcs cHavana u3 BHeL-

Hero ¢havna pg_audit.conf, Nnocne 4Yero OOMOSHAKTCA HacTponkamun M3 Tabnuubl

pg_db role_ settings;

- internal, external — CMeELLUAHHbIN pexum. HacTpoinku GepyTcsa cHadana ns Tab-

nmubl pg_db_role_settings, Nocne 4yero AOMNOMHAKTCA HACTPONKAMN U3 BHELLHErO

danna pg_audit.conf;

- none — NPOTOKOJInpoBaHne B AaHHOM peXnme OTKITHOHEHO.

6.3.1. Hactpouka channa pg_audit.conf gna perncrpaumsa coobIiTUN

HacTporika noacuctemsl coobuennn ayanta B CYB[ PostgreSQL obecneunBaetcs KoH-
durypaumoHHbiM pannom pg_audit.conf KOHKPETHOro Knacrtepa AaHHbIX, KOTOPbIA UMeeT
cnegywowmn gopmar:

- ayauTt gencteun agMunHuctpartopa CYB[:

success events mask = FOOE7 failure events mask = 0 user = postgres

- OS5 nonb3oBaTens sny BbINOMHATb PErMCTPaLMIO TONbKO HEeYCNEeLHbIX JENCTBUN:

success events mask = 0 failure events mask = FFFFF user = sny

- [OJ19 BCEX OCTasbHbIX NOMNb30BaTesien BbIMOMHATE PErMCTPaLUnIo BCEX HEYCMNELLHbIX AeN-

CTBUWN 1 BCEX YCMNELIHbIX EeNCTBUI, KpOMe A0CTyNna K AaHHbIM:

success events mask = F0707 failure events mask = FFFFF

B aTom KoHUrypaunoHHoM channe 3agatoTcst CNMCKKU yeneLwHbiX (success events mask) u
HeycnelwHbIX (failure events mask) TMNoB 3anpocoB Ha AOCTYM, KOTOpble ByayT perncTpmMpoBaThCs
B )XypHane CYB[ n noacucteme ayanta OC ansa otaenbHbIX NOAb30BaTeen U no yMosiHaHuio.
Cnuckn TMNOB 3anpoCcoB Ha AOCTYN 3a4aloTCcs B BUAE LLUECTHAALATEPUYHBIX YMCES, B KOTOPbIX
KaxgoMmy Tuny 3anpoca COOTBETCTBYET YCTAaHOBIEHHbIV (4115 perucTpupyemMbix 3anpocoB) unm

COPOLLEHHBIV (A5 HE perucTpupyembix 3anpocoB) 6ut (Tabnuua [34).



97
PYCB.10015-16 97 02-1

Tabnunua 34
Tvn 3anpoca OnucaHune but meCTZaHgIJZLiquHoe
SUBJECT Tﬂ;6:ﬁm;er:3ﬁf1msmeHeHMe/ynaneHme nonb3oBa- 0 1
MN3meHeHne KoHurypauum, Bnnaowen Ha go-
CONFIGURATION | CTyn K AaHHbIM (3anpoc Ha U3MEeHeHue 3Haye- 1 2
HUA NepeMeHHON ac_session_maclabel)
RIGHTS M3meHeHve npaB goctyna k oobektam B[ 2 4
CHECK_RIGHTS Moandumkaumsi npae goctyna k obbektam B[] 3 8
SELECT Bbibopka nHdpopmaumm ns b 4 10
INSERT Hob6asneHne nHdpopmauumn B B 5 20
UPDATE N3meHeHne nHdopmauuu B B 6 40
DELETE Ynanenue nHgpopmauuun ns b 7 80
TRUNCATE OuncTKka AaHHbIX 8 100
REFERENCES f::g)ar;zqc;on6ua Tabnuupbl B Ka4eCTBe BHELL- 10 400
TRIGGER [obaBrneHne Tpurrepa kK Tabnuue 11 800
EXECUTE 3anyck xpaHMMou npoueaypel Unu Tpurrepa 12 1000
USAGE VMcnonb3oBaHne obbekTa B[] 13 2000
CREATE CospaHue obbekToB B B[] 16 10000
CREATE_TEMP Cos3naHue BpeMeHHbIX 06bekToB B B[] 17 20000
DROP YpaneHue obbektoB B[] 18 40000
ALTER M3meHeHne obbekTa B 19 80000
CONNECT CoegunHeHne nonb3oBaTensa ¢ B/ 30 40000000
DISCONNECT PasbeauHeHune nonb3osartens ¢ b1 31 80000000

MHdopmaumsa o coegmHeHnmn nonb3oBatenen ¢ Bl (CONNECT) 1 pasbeanHEHUN C HEWN

(DISCONNECT) pernctpupyertcs Bcerga, npu ycnoBum, YTo CMCOK COBbITUI He yCTaHOBMEH B 0.

6.3.2. HacTpomnka Mackum permcrpaumm coobITUN

B CYBL PostgreSQL Bepcun 9.6 macka pernctpauyum cobbiTU yCTaHaBnMBaeTCs B

npouecce aBTOpM3aLMM MOMb30BaTeNsi COrMacHO BbIbGpaHHOMY pexuMmy paboTbl NOACUCTEMBI

perncTpauumn cobblTUn N HaXo4UTCs B aTpubyTe ceccum ac_session_audit.

Mpw 3TOM peanv3oBaH crieayrLLmMin NopsAoK NPUMEHEHNUSI HACTPOEK perncTpaumm cobbl-

1) HacTPOMKM ONA KOHKPETHOM PONN U KOHKPETHOW 0a3bl A4aHHbIX;

2) HACTPOWKWM ONS KOHKPETHOW ponu;

3) HacCTPOWKM ON1s1 KOHKPETHOW Ba3bl AaHHbIX;
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4) pns Bcex ocTanbHbIX.

Macka perncrtpauunmn cobbITnin MMeeT BUA {YCIIEX: OTKA3}, rae YCIEX — CAUCOK ycnewl-

HbIX COBbITUI, OTKA3 — CMUCOK HeycneLHbIX cobbITun. OHa MOXET ObiTb 3a4aHa C MOMOLLbLO

OyKBEHHbIX KOOOB UMM C NMOMOLLbIO LLIECTHAAUAaTepPUYHOro Yncna. BeiBog Macku NnpovsBoanTCs B

TECTOBOM BUAe.

B tabnuue npnBeaeHo COOTBETCTBUE MeXAY cobbITUAMM, 6yKBeHHbIM N wecTtHaaguate-

PUYHbIM 3HAYEHMEM MACKN perncrpaumm cobbITUA.

Tabnuuya 35
CobbiTne Cumson | WecTtHaguatepuyHoe OnucaHune
3HayeHve

SUBJECT S 1 [obaeneHne/nameHeHne/yganenne nonb3opare-
new v rpynn

CONFIGURATION s 2 MN3ameHeHne KoHurypauum, BnusoLlen Ha ao-
CTYN K A@HHbIM (3anpocC Ha M3MEHEHWEe 3HaYeHUs
nepemMeHHon ac_session_maclabel)

RIGHTS R 4 3anpoc Ha mogudmkaumio npae goctyna K o6b-
ektam b/l

CHECK_RIGHTS \ 8 MpoBepka npaB gocTyna

SELECT r 10 Beibopka nHdpopmauun ns b

INSERT a 20 [ob6aesneHue nHdopmaumm B B

UPDATE w 40 N3meHeHne nHcdopmaunm B b

DELETE d 80 Ypanenue nHdopmaumm ns bl

TRUNCATE D 100 OuncTka gaHHbIX

REFERENCES X 400 3agaHue ctonbua Tabnuubl B Ka4ecTBe BHELL-
Hero knova

TRIGGER t 800 [obaeneHne Tpurrepa K Tabnuue

EXECUTE X 1000 3anyck xpaHuMou npoueaypel Unu Tpurrepa

USAGE U 2000 Mcnonb3oBaHne obbekta b

CREATE C 10000 CosnaHue obbekToB B B/1

CREATE TEMP T 20000 Co3gaHne BpeMeHHoro obbekTa

DROP E 40000 Ypanenue obbekToB B[

ALTER M 80000 MN3ameHeHne obbekTa B[]

CONNECT c 40000000 3anpoc Ha Ha4yano ceccum

DISCONNECT e 80000000 3anpoc Ha OKOH4YaHue ceccum

3ape3epBNPOBaHHbLIN | * COOF3DFF lMonHaa macka NpoTOKONMPOBaHUS

cMMBON

3ape3epBnpoOBaHHbIv | O 0 MpoTokonMpoBaHNe OTKITHOYEHO

CUMBOIJ1
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ATpuBYT ceccum ac_session_audit MOXET OblTb U3MEHEH TONBbKO agMUHUCTPATOPOM

C NMOMOLLIbIO KOMaHAb! SET:

SET ac_session_audit TO ’'HoBOe_3HaueHue'’;
N NMPOCMOTPEH C NOMOLLIbIO KOMaHAbI:

SHOW ac_session_audit;

ﬂ,J'IFI MPOCMOTpPa MacCKn ceCCum UCnoJib3yeTcd crieayrowlad KomaHaa:
SELECT session_audit;

ﬂ,J'IFI npocMoTpa TeKyLLl,eIZ MaCKM UCMNOJNb3YyETCA crnefyrulad KoMmaHaa:
SELECT current_audit;

[ns KoHBepTaumm mMackum NPOTOKONMPOBAHUA U3 TEKCTOBOro (OyKBEHHOro) B LUECTHa-
auatepuyHoe 3HavyeHne N M3 LWecTHaauaTepuyHoro B TeKCToBoe (OyKBEHHOE) UCMOMb3YyHTCs
SQL-pyHKUMM text_to_auditmask (TEXT) M auditmask_to_text (TEXT) COOTBETCTBEHHO.
Hanpumep:

Mpumep
SELECT text to auditmask(’ {ace:ce}’);
text to auditmask
{0xC0000020:0xC0000000}

(1 crTpoxka)

SELECT auditmask to text(’ {0xC0000020:0xC0000000}");
auditmask_to_ text
{ace:ce}

(1 crTpoxka)

6.3.2.1. HazHa4yeHMe CNUCKOB perncrTpauum coobITM B pexxume internal

ﬂ,J'IFI HasHa4YeHUss Mackm cobbiTu B pexunme internal ncnosrnb3dyetcd KoMaHAa
ALTER ROLE:
ALTER ROLE { ALL | uma_pomnu } [ IN DATABASE uma_6a3w_pgaHuHux | SET
ac_session_audit TO HOBOe_3HAUEHUE;
ﬂ,J'IFI yaarneHna Crimcka peFI/ICTpaLI,I/Iﬁ cobbITNN ncnonb3dyeTcqd crnegyroulad KomaHaa:
ALTER ROLE { ALL | uma_pomu } [ IN DATABASE wuma_6a3e_paHHHX | RESET
ac_session_audit;

Mpn mMogudmkaumm Mackm npoucXoamT aBToMatnyeckoe OO6HoBreHne atpubyTta

ac_session audit.

M punmMmedyaHuMe. [1na BbINONHEHUS npmBegeHHbIX KOMaH Tp86yIOTCFI npasa agMumMHN-
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cTparopa.
MpumeyaHwune. MNpn nHMumManusayumn knactepa 6as gaHHbIX aBToMaTnyeckn gobaens-
loTCA cnegyowme npasuna:
ALTER ROLE postgres SET ac_session_audit TO ' {SsRawdCTEMce:ce}’;
ALTER ROLE ALL SET ac_session_audit TO ’ {SsRDxCTEMce:SsRVrawdDxtXUCTEMce}’ ;
6.3.2.2. HazHayeHMe CNUCKOB perncrTpauum coobITM B pexnme external
[nsa HazHayeHWs Mackn cobbITUI B peXxnuMe external UCNOMNb3YETCA KOHPUNYPALMOHHbIN
dann pg_audit.conf cnegywouiero Bnaa:

success events mask = value failure events mask value user

UMsi_Tiojnib3oBaTensa database = umsa_6a3H_OaHHHX

success events mask value failure events mask value user

HMsA_I10JIb30BaTeEJIA

value

success events mask value failure events mask

MpumeyaHue. Jllobble nameHeHns aToro carna 6yayT NpMMEHEHbI TOMBKO Npu nepe-
3anycke cepsepa.

6.3.2.3. HazHayeHMe CMUCKOB perucTpauum coobITUW B pexummax external,
internal u internal, external

3arpyska Macku permctpaumm cobbiTui B pexxmMme external, internal AByx3TanHas:
CHayana BbINOMHAETCS 3arpy3ka Macku perucrpaumumn cobblTnii n3 darina, nocne 4ero onorHAeTcs
HacTponkamn n3 pg_db_role settings, ecnmBpg_db role_ settings ectb 6onee TouHbIE
HacTponku. [Ina namMeHeHns Macku permcTpaumm cobbITUn ceccnm MoryT BbiTb MCMNOMb30BaHbI
koMaHabl 13[6.3.2.1]

AHanorn4yHo n onga pexmma internal, external.

6.3.2.4. HazHa4yeHMe CNUCKOB perncrTpaumm coobITUN B peXXume none

B pexvme none peructpaumsa cobbITUW OTKMKOYEHa, O4HAKOo, agMUHUCTPaToOp MOXET

N3MEHSTb MacKy pernctpaumm cobbITUin ¢ MOMOLLbLIO KOMaHa 13 (6.3.2.1]



101
PYCB.10015-16 97 02-1

7. 130NAUNA NMPOLIECCOB

Anpo OC obecneymBaeT 4ns Kaxaoro npouecca B cucteMe cobcTBEHHOE M30NMPOBAHHOE
agpecHoe NpPoCTPaHCTBO. [laHHbIM MeXaHM3M MU30MSLUUM OCHOBAH Ha CTPaHUYHOM MexXaHu3me
3alWnTbl NAaMATH, a TakKe MeXaHN3Me TPaHCnALMM BUPTyanbHOro agpeca B unsnyeckui, nogaep-
XUBaeMbln Mmogynem ynpaeneHusi namstbto. OgHM 1 Te e BUpTyanbHble agpeca (C KOoTopbIMuU
n paboTtaeT npoueccop) npeodbpasyoTca B pasHble hunandeckme ans pasHbiX agpecHbIX Mpo-
cTpaHcTB. lNpouecc He MOXET HeCaHKUMOHMPOBaHHLIM 0Opa3oM NoNyyYnTb AOCTYN K MPOCTPaHCTBY
Apyroro npowecca, T. K. HENPUBUENMPOBaHHbIVA NOMb30BaTENBCKUI NPOLECC NIULIEH BO3MOXHOCTHU
paboTaTb C M3MYECKON NAMATLIO HANPSAMYIO.

MexaHnam pasgensdemMon namsaTu ABASETCA CaHKLMOHUPOBAHHLIM CNOCOBOM MOnyyYnTb
HECKONbKMUM npoLeccamM AOCTYN K O4HOMY Y TOMY e y4acTKy NaMsiTu U HaXoAUTCA Nog, KOHTPONeM
OUCKPELUMOHHbIX 1 MaHaaTHbIx [MPL.

AppecHoe NpOCTPaHCTBO siapa 3alMLLEHO OT NPAMOro BO34ENCTBUSA NOSMb30BATENbCKUX
NPOLLECCOB C UCMOSIb30BaHMEM MEXaHM3Ma CTPaHUYHOW 3alnTbl. CTpaHuUbl NPOCTPaHCTBa aapa
ABNAIOTCA NPUBUIENMPOBAHHBIMU, N OOCTYN K HAM M3 HEMNPUBUNENMPOBAHHOIO KOAa Bbl3biBaeT
NCKNIOYEHNE npoLlieccopa, KoTopoe obpabaTbiBaeTcst KOPPEKTHbIM 0bpasom sagpom OC. Egnn-
CTBEHHbIM CaHKLUMOHMPOBaHHbLIM cnocobom goctyna k aapy OC 13 nonb3oBaTenbCKoW NporpamMmmbi
ABNSAETCA MEXaHU3M CUCTEMHbIX BbI30BOB, KOTOPbIA rapaHTUpyeT BO3MOXHOCTb BbIMNOSIHEHUSA

nonb3oBaTesieM TOSIbKO CaHKLMOHMPOBAHHbLIX ENCTBUMN.
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8. SALLUNTA NAMATU

8.1. OyucTtka namaTtu

Anpo OC rapaHTupyeT, 4TO 06bIYHbIA HEMNPUBUEMMPOBAHHbLIN NPOLIECC HE NOMYyYnT AaH-
Hble Yy>XOro npouecca, ecnm 31o 9BHO He paspelueHo NMPL. 3T1o o3HayaeT, 4To cpeactea IPC
KOHTponupytotca ¢ nomolubto MNP, n npouecc He MOXET NONYyYNTb HEOUYULLEHHYIO NaMATb (Kak
onepaTuBHYH, TaK N OUCKOBYHO).

[lononHuTenbHble BO3MOXHOCTM MO OYMCTKE OCTAaTOMHOW MHGOpPMaLUK NpegocTaBnsieT
A0pO ¢ ycuneHHon camosawmton Hardened’ . Ha6op uameHeHunin n onuun aapa Hardened
obecneymnBaer:

- OYUCTKY ocTaToyHOM NHopmaumm B agepHom cteke (STACKLEAK);

- O4YMCTKY ocTaTtodHou nHdopmaumm B saepHon kyde (PAGE_POISONING).

B OC peanusoBaH MexaHU3M, KOTOPbIN o4nLLaeT Hencnonbdyemble 6rnokn ®C Henocpen-
CTBEHHO Mpwu nx ocBoboxaeHnn. Pabota 4aHHOrO MexaHM3Ma CHUXXAET CKOPOCTb BbIMOMHEHUS
onepauun yganeHus n ycedeHusa pasmepa ¢avna. JaHHble nobbix yaansembix/ype3aeMbix
hannoB B nNpeagenax 3agaHHon ®C npeaBapuTesnibHO o4MLLAOTCA NpegonpeaeneHHon unm nces-
[0CnyYyanHoOM MacKupyroLLen nocnenoBaTenbHOCTLI0. MexaHn3am sBnaeTcs HacTpanBaeMbiM U
no3sonsieT obecneuntb padoty PC OC (Ext2/Ext3/Ext4) B 0o4HOM 13 CneayoLwmx peXMMOB:

1) o4MCTKa OCYLLECTBSAETCS NOCPEACTBOM nepesanuncy Kaxxagoro banta B ocBOOOXaaeMom

obnacTn nocpeacTBOM YeTbIpeEX cuUrHatyp cregywowero suga: 11111111, 01010101,

10101010, 00000000. Ncnonb3oBaHWe pexuma BKIloYaeTcs napamMeTpoMm secdel B

KOH(purypaumoHHom camnne /etc/fstab gnsa pasgena ®C, Ha koTopom Tpebyetcs

oynwate BrokuM namsaTh npyu nx ocsoboxgeHun (Hanpumep, /dev/sdal). B cnvcok

napamMeTpoB MOHTUPOBaHUA AobaBnsaeTca napameTp secdel.

Mpumep
/dev/sdal /home ext4 acl,defaults,secdel 0 2

2) o4YmnCTKa OCYLLECTBMNSAETCA NOCPeaCTBOM nepesanncu Kaxxgoro 6anTta B ocBoboxaae-
Mon obrnacTu nocpeacTBOM YeTbIpex CUrHaTyp cnegywouwero syga: 11111111, 01010101,
10101010, 00000000. KonuyecTtso nepesanuncen onpegenderca agMnMHncTpatopom. Vc-
Nonb30BaHME peXxrMa BKINOYaeTCa YCTaHOBKOW 3HaYeHnsa napameTtpa secdel B KOH(pU-
rypaumoHHom cdanne /etc/fstab ana pasgena ®C, Ha kKOTopoM TpebyeTca ounwatb
6rokn namaT npu nx ocsoboxaeHuu (Hanpumep, /dev/sdal). lNpu yctaHoBKe Ynucna
nepesanucen 6osnblle YeTbipex CUrHaTypbl MCMONb3YKTCA NOBTOPHO. Hanpumep, npu

yCTaHOBKe 4ucna nepesanucei, paBHOMY 6, NMOCNeAOBaTENIbHOCTb CUrHaTYp, UCMOMb-

) [Ins NpoL,eccopoB ¢ apXMTEKTYpOit X86-64.
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3yeMbIX 414 nepesannucun, uMeeT crneayowmn Bug: 11111111, 01010101, 10101010,
00000000,11111111, 01010101. B cnncok napameTpoB MOHTUpOBaHNA JobaBnseTca

napameTp secdel=6.

Mpumep
/dev/sdal /home extd4 acl,defaults,secdel=6 0 2

3) ouMcCTKa OCyLLEeCTBNAETCA NOCPEACTBOM Nepesanncu kaxaoro 6anta B o0cBob6oxgaemMon
obnacTty nocpeacTBOM YeTbIpeX NceBAOCNyYarHbIX CUrHaTyp. Vicnonb3oBaHne pexnma
BKIloMaeTcsa napameTpoM secdelrnd B KOHPUrypaunoHHoM gpanne /etc/fstab gna
pasgena ®C, Ha kOoTopoMm TpebyeTca ounwaTtb Brokn namaTu Npu Ux ocBoboXaeHUn
(Hanpumep, /dev/sdal). B cnucok napameTpoB MOHTMPOBaHUA JobaBnseTca napameTp

secdelrnd.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd 0 2

4) o4yMCTKa OCyLLeCTBSIETCS NOCPEACTBOM nepesannucn kaxagoro 6anta B ocsoboxaa-
emon obnacTtu nocpeacTBoM MNceBaocnyYarHbix curHatyp. Konndectso nepesanucen
onpenensieTcs aaMMHUCTPaToOpPOM. Vicnonb3oBaHne pexrma BKI0YaeTCs YCTAaHOBKOW 3Ha-
YyeHUsa napameTtpa secdelrnd B KOHUrypaunmoHHom cpaine /etc/fstab ana pasgena
®C, Ha koTopoM TpebyeTca ounwaTb 6GNOKKM NamMaTK NpyU nx oceBoboxaeHnn (Hanpumep,
/dev/sdal). Hanpumep, npu yCcTaHOBKe 4yucna nepesanuncen, paBHOMY 6, B CMIMCOK

napamMeTpoB MOHTMPOBaHMs AobaenseTca napameTp secdelrnd=6.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd=6 0 2

YcTaHoBKa napameTpa MOHTUPOBAHUSA 4SS OYUCTKM BfIOKOB NaMsATU Npu X 0CBOBOX-
AeHUN MoXeT BbITb BbINOMHEHA C UCNOSb30BaHNEM rpadumyeckon ytunutbl £ly-admin-sme,
3anyLweHHon agmumHucTpaTopoM. bonee nogpobHoe onucaHwe yTunuTbl CM. B 9NEKTPOHHOWN
crnpaBke.

[ns BKMOYEHUS OYUCTKM aKTUBHbIX pasgenos cTpaHn4yHoro obmeHa Heobxoaumo ycrta-
HOBUTb B KOH(UrypaumoHHoOM panne /etc/parsec/swap_wiper.conf Ona napametpa
ENABLED 3Ha4yeHue Y.

Mpumep
ENABLED=Y

[Ons 3agaHus cnncka pas3genoB CTPpaHN4YHOIO obmeHa, gnsa KOTOpPbIX HE BbINOJIHAETCA
O4YMCTKA, MOXET ObITb MCMONb30BaH napameTp IGNORE, 3Ha4eHNUe KOTOPOro ABMAETCA CMUCKOM

nepeyncrieHHbIX Yepes npoben NrHopupyembix pas3faernoB CTpaHMYHoro obmeHa.
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Mpumep
IGNORE="/dev/sdz1l0 /dev/sdzll"

HaCTpOVIKa O4YUCTKU pa3gernioB CTpaHNYHOIoO obmeHa Npn BbIKIMKOYEHNN CUCTEMbI MOXET
ObITb BbIMNOSIHEHA C MCMONb30BaHNEM rpacbvlquKon yTunutbl f£ly-admin-smc, 3aI'IyLLl,eHHOI71

agMuHUcTpaTopoM. bonee nogpo6GHoe onucaHne yTUNUTbI CM. B 3NIEKTPOHHOW cripaBke.
8.2. CpepncTBa orpaHM4YeHust NpaB A4OCTyna K CTpaHuLaM namMmsaTu

CpencTtea orpaHU4eHns npae AocTyna K CTpaHuuam namsaTn peann3oBaHbl HA OCHOBE
CTaHOapTHbIX BO3MOXHOCTEN aapa, a Takke Habopa n3MeHeHMn n ocobbix NapamMeTpoB sapa
OC (hardened). BkntodeHHble napameTpbl gapa OC npegoctaBnaoT 3alunTy 3agadam sapa m

npoueccamM nosb3oBaTtenen npu JocTyne K CTpaHuuam onepaTuBHON NaMsTH:

3aripet 3arincu B obnactb namaTy, NMOMEYEeHHYI0 KakK UCIMOoJTHAEMasn,;

3anpeT co3aaHusa UCMONMHAEMbIX obriacten NnaMmaTy;

3arnpet co3gaHnda UNCnoriHAEeMOro Cteka,

paHAoOMU3auunio agpecHOro NPoCcTpaHCcTBa npoLecca.

BbinonHeHne nNpoun3BonbHOro koga obecnedYnmBaeTcsl Ha OCHOBE KOHTPONSA AocTyna K
CcTpaHuuamM namsTu no TUnam: YTeHue, 3anucb, UCNOSTHEHME UNKN UX KOMBUHaUUWK.

MpumeHsaTCa pasnuyHble MeXaHU3Mbl 3aLlnTbl NaMATU, KOTOPblE OCHOBaHbl Ha 3aMYy-
naumMm unum annapatHon peanu3auum NX-6uta (6uta MCNOMHEHUA Ha CTpaHMUax namsaTn)
n PCID" (Processor-Context ID — naeHTUUKATOP KOHTEKCTa BbIMOMHEHUs), onuuu sapa
CONFIG_ARCH MMAP_RND_BITS?, a Takke TexHonorumm ASLR (pangoomusaums pacnonoxeHus
BUPTYarbHOro agpecHoro npocTtpaHcTea) u KASLR® (paHmomusaumst aapecHoro npocTpaHcTea
saapa). bnarogaps Hanunuuio annapatHon nogaepxku NX-6uta n PCID Ha npoueccopax npon3so-
ANTENBHOCTb BbIYUCNUTENBHOW CUCTEMbI HE YXYALIAETCA.

Anpo OC nmeet apxutekTypy, obecrnednsaroLlyto HEBO3MOXHOCTb €ro nepemMeLleHns B
dunsnyeckom agpecHoM NpocTpaHcTBe, Npu aToM TexHonormst KASLR 3ageT cnyyanHoe cMmelleHune
HayanbHOro agpeca BbINOSIHEHUS SApa NPU Kaxaown ero 3arpyske.

TexHonorna ASLR obecnednBaeTt criydamHbI XapakTep (paHOOMU3aunio) CMeLLEeHUn
CEerMeHTOB KoAa M JaHHbIX (B TOM YMChe CTeka 1 Kydn) Npu UCrosib30BaHUN CUCTEMHOIO Bbl30Ba
oTobpaxeHusi B NaMsiTb mmap ().

lapaHTUa TOro, 4YTO agpeca ¢ NPOU3BOSIbHBIM JOCTYNOM He ByayT OQHOBPEMEHHO AOCTYM-
Hbl Ha 3anNUCb U BbINOSIHEHWE, peann3yeTcs UCNoNb30BaHNEM BO3MOXHOCTEN CUCTEMHbIX BbI30BOB

mmap () Wmprotect ().

") Inst NpoLLeccopoB C apXMTEKTYpPOit X86-64.
2) AN NpoLIeCCOPOB C apXUTEKTYpol AnbBpYyC.
3) Ins NpoLLeccopoB ¢ apXUTEKTYpoit x86-64.



105
PYCB.10015-16 97 02-1

9. KOHTPOIJ1b LIEJTOCTHOCTHU

[na obecnevyeHns KOHTPONS LENOCTHOCTU (B T.4. KOHTpons uenoctHoctu KC3) B OC
peanu3oBaHbl:

- CpenCTBO noacyeTa KOHTPOSbHbIX CYyMM ddannos 1 ontuyecknx amckos (9.1));

- CPEeACTBO nofcyeTa KOHTPOSbHbIX CyMM dhainos B deb-naketax (9.2]

- CPEeACTBO KOHTPOMs cooTBETCTBUS ANcTpudyTtrsy (9.3);

- CcpeacTBa perfiamMeHTHOro KOHTpons uernoctHoctu (9.4);

- cpeacTBa cosganus v nposepku 3N (9.5);

- cpefcTBa co3gaHnda 3aMKHYTOM nporpammHon cpeabl (16.1)).

[ns pelweHns 3agaq KOHTPONS LEeNoCTHOCTM NpeaHasHavyeHa 6ubnuoTteka libgost, B
KOTOPOW ANS BbIMUCIIEHUS KOHTPOSTbHBIX CYMM peann3oBaHbl (PYHKLUKN X3LLMPOBAHUSA B COOTBET-
ctBum ¢ FTOCT P 34.11-94, TOCT P 34.11-2012 ¢ anuHon xaw-koga 256 out n NOCT P 34.11-2012
C ANMHOM x3w-koda 512 6ut. HassaHHaa 6ubnmoTteka ncnonb3yeTcs B CPeAcTBax noacyeta
KOHTPOMbHbLIX CYyMM hanfnoB U ONTUYECKNX OUCKOB, KOHTPOMS COOTBETCTBUS OUCTPUBYTUBY Y
pernaMmeHTHOro KOHTPONA LEeNoCTHOCTU, MOAYNsSX ayTeHTUMKaunu.

B OC peanunsoBaH mexaHun3m, obecrnednBatonin NnpoBEPKY HEM3MEHHOCTU U NOASTNHHO-
CTW 3arpyxaemblx ucnosnHaemolx annos popmarta ELF. NpoBepka nponsBoanTcs Ha oCHoBe
KOHTPOMbHbLIX CyMM, Bbliucrnisembix B cootBeTctBum ¢ FOCT P 34.11-94 n TOCT P 34.11-2012
C AnuHowm xaw-koga 256 6ut, n Jl1, peannsosaHHon B cootBeTcTBUM ¢ TOCT P 34.10-2001 un
MOCT P 34.10-2012, koTopble BHeapeHbl B ucnonHaemble annbl dopmarta ELF B npouecce
cbopku OC. [laHHbI MexaHn3M NpeaHasHavyeH Ans BbISBNEHUA hakTOB HECAHKLMOHMPOBAHHOMO
N3MeHeHus ucnornHsiembix annos popmata ELF (B T. 4. oTHocsAwmxcsa k KC3) u npegoTtspalLeHus
NX 3arpysKku.

B OC peanusoBaH MexaHu3am, obecneymsaroLLmMii NPOBEPKY HEM3MEHHOCTU U NOASIMHHOCTH
annos. Nposepka NpPoM3BOANTCA HA OCHOBE KOHTPOSIbHbLIX CYMM, BblYUCIISIEMbIX B COOTBETCTBUM
c NOCT P 34.11-94 n TOCT P 34.11-2012 ¢ gnuHon xaw-koaa 256 out, n 31, peann3oBaHHON B
cootBetcTBUM ¢ FOCT P 34.10-2001 n NOCT P 34.10-2012, koTOpble BHEAPSAIOTCA B PACLUNPEHHbIE
atpmbyTbl hbannoBon cucTeMbl. [aHHbIM MeXxaHu3M npefHasHavyeH AN BbISBNEHMS (hakToB

HECAaHKUMOHNPOBAHHOIO N3AMEHEHUA UCTIONTHAEMbIX cbaﬁnos N npenorBpalleHnda NX OTKpPbITUA.

9.1. CpeACTBO noac4yeTa KOHTPOJIbHbIX CyMM Q)aﬁﬂOB n onTn4eCKnNX ANCKoB

,D,J'IFI nogcyeTa KOHTPOJIbHbIX CYMM (baIZJ'IOB n onNnTn4eCcKnx AMNCKoB B COCTaB OC Bknto-
YeHa yTunuTa KOMaH,D,HOIZ CTPOKU gostsum. ,D,J'IFI BbIBO4a |/|chopmau,|/||/| O CUHTaKCUce yTurnThbl
gostsum HeO6XO,D,I/1MO BbIMOJTHUTb KOMaHAOY:
gostsum -h

CuHTakcuc:
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gostsum [KJIIOU] ... [®AWI]

Onuuun npuBeneHbl B Tabnuue .

Tabnuua 36
Onuws OnucaHune
-—gost-94 YctaHaBnuBaer, uTo 6yaet ucnonb3osaH anroputm NOCT P 34.11-94
——gost-2012 YcTtaHaenuBaer, 4Yto 6yaet ucnonb3oeaH anroputm FOCT P 34.11-2012 ¢

OJIMHON X3LW-Koda 256 6uT (Mo ymon4yaHuio)

YcTtaHaenuBaer, uto 6yget ucnonb3oBaH anroputm FOCT P 34.11-2012 ¢

--gost-2012-512 ANVHOW X3aLw-koaa 512 6ut

-b YcTaHaBnvBeaeT pasmep GrokoB, KOTOpbIMK ByaeT cumTbiBaTbCA hann

3apaeT uma darna gnsa BbiBO4a KOHTPOSIbHOW CyMMbl (MO YMOJSTYaHUIO —

-0 .
CTaHOapTHbIN NOTOK BbIBOAA)
q 3apaet ums barna ycTponcTea YTeHUs onTUYeckux AnckoB (danna c obpa-
30M OMTMYECKOrO ANCKA) AN1s NogcYeTa KOHTPONbHOMW CyMMbI
-t TecTupoBaHue anropnuTMOB MOACHETa KOHTPOMBbHbLIX CYMM
TecTupoBaHVe anropuTMoB noacyeTa KOHTPOSTbHbLIX CYMM B MHOFOMOTOYHOW
P cpene
-h [--help] nokasatb 3Ty CNpaBkKy W BbINTU

Hanee npmuBeaeH npnmMep nogcyeTa KOHTpOJ'IbHOI‘III CYMMbI ONTUYECKOro AncCKa.:

gostsum -d /dev/cdrom
9.2. CpencTBO noacyeTa KOHTPONbHbIX cyMMm channoB B deb-nakeTtax

[nsa nogcyeta KOHTpOribHbIX cyMMm hannoB B deb-naketax B coctaB OC Bknto4veHa
yTUnuTa KOMaHOHOM CTPOKU gostsum_from deb. [ng BbiBOAA MHMOPMAaLKUM O CUHTaKCUCE
YyTUNUTbLl gostsum_from deb HEOOGXO4MMO BbINOMHUTL KOMaHAY:
gostsum_from deb -h

CuHTakKcuc:
gostsum_from deb [gostsum aprymentr] [-d pgupekTopusi] [-p deb-naker]

Onuuun npuseaeHsbl B Tabnuue [37]

Tabnwunua 37
Onuws Onucaxue
--gost-94 YctaHaenueaer, 4To 6yaert ncnonb3osaH anroputm MOCT P 34.11-94
——gost-2012 YcTtaHaenuBaer, 4to 6yget ucnonb3oraH anroputm FOCT P 34.11-2012 ¢

OJNIMHON X3LwW-Koda 256 6uT (Mo ymon4yaHuio)

YctaHaenuBaer, 4to 6yget ucnone3oBaH anroputm FOCT P 34.11-2012 ¢

__ -2012-512 -
gost-2012-5 ANUHOM XaLw-koaa 512 6uT

gostsum arguments | aprymMeHTbl YTUIINTbl gostsum




107
PYCB.10015-16 97 02-1

OkoHyaHue mabnuusl 37

Onuusa Onucanune

3apaeT um4a katanora, cogepxatlero deb-nakeTbl, Ang annoB B KOTOPbIX

-d pupexTOopusa
BbIHUCNAKOTCA KOHTPOJ1bHbIE CYyMMbI

3apnaet nma deb-naketa, Ana ¢annos KOTOPOro BbIMUCNAKTCA KOHTPOIbHbIE

-p deb-naxker
CYMMbl

9.3. CpeAcTBO KOHTPONSA COOTBETCTBUA AUCTPUOYTUBY

CpenctBo KOHTPONS COOTBETCTBUA ANCTPMOYTUBY NpeaocTaBnser BO3MOXHOCTb Ans
KoHTpons cooteeTcTBus 06bekToB PC OC anctpmbyTtusy. [1ns obecnevyeHnss KOHTPOssS LEenocT-
HocTh o6bekToB PC OC (B T.4. C3W) B cocTtaB anctpmbyTtmea BXxoanUT pann gostsums. txt CO
CMNCKOM KOHTpornbHbIX cymm no NOCT P 34.11-2012 ¢ anuHom xaw-koga 256 6ut gnsa Bcex
dannos, BXogsWMX B NakeTbl nporpaMmm Anctpubytmea. Mcnonb3dys rpadpuyeckyo yTUnmTy
fly-admin-int-check, MOXHO NPOBECTU BblYUCEHMNE KOHTPOSbHLIX CyMM (pansioB cucrte-
Mbl 1 NPOBEPKY COOTBETCTBUS MOMYYEHHbIX KOHTPOSMbHbBIX CYMM (pannoB CUCTEMbI STarlOHHbIM

KOHTpOrbHbIM cymmaM. bonee nogpobHoe onucaHne yTunnuTbl CM. B 3NIEKTPOHHOW CrpaBkKe.
9.4. CpeacTBa perfniaMmeHTHOro KOHTPOns LesIoCTHOCTHU

Opranunsaumsa pernameHTHoro koHTpons uenoctHoctn OC, npuknagHoro MO n C3U obec-
neymBaeTca HabopoM nporpamMmHbIX cpeacTB Ha ocHoBe «Another File Integrity Checker». B
yKka3aHHOM Habope peanu3oBaHa BO3MOXHOCTb AN NPOBeAEHNS NepuoaMYecKoro (C NCnonbL3oBa-
HMWEM CUCTEMHOro NIIaHNPOBLUMKA 3aaHUN cron) BbIYUCIIEHUS KOHTPOSIbHbLIX CyMM (hanrnos 1
COOTBETCTBYIOLLMX UM aTpubyTOoB pacLumpeHHomn nogcuctemsl 6esonacHoctn PARSEC (MaHaaTHbIX
aTpubyToB M aTpnbyTOB pacCLLUMPEHHON NOACUCTEMbI MPOTOKONMPOBAHUS) C NOCNeayoLWUM cpas-
HEHWEM BbIYUCIIEHHbIX 3HAYEHUI C 3TanoHHbIMU. B ykazaHHOM Habope nporpaMmHbIX CpeacTB
peanu3oBaHO Mcnonb3oBaHne 6ubnmnoTtekn libgost, obecnednBatoLen NOACHET KOHTPOMbHbIX
cymm B cootBetcTBuM ¢ NOCT P 34.11-94.

OTarnoHHble 3HaYEeHNSA KOHTPOSbHbBIX CyMM M aTpubyToB hanoB xpaHsaTtca B B[. basa
KOHTPOSbHbLIX CyMM U aTpMByTOB MOXET ObITb CO34aHa Npu NOMOLLM KOMaHAbI:
afick -1

[Nnsa BblMMCNEHUSA KOHTPOSTbHBIX CYMM MOTYT Ucnosb3oBatbes anroputmbl: MD5-Digest,
SHA1 n OCT P 34.11-2012 ¢ anuHon xaw-koga 256 ouT.

[1ns HacTpoOMKM AOCTAaTOYHO NapaMeTPOB, KOTOPbIEe YKa3aHbl B KOHUIrypaunoHHOM dhanne
no ymon4yaHuio (etc/afick.conf). Kpome pasnuyHbix nyten, Hanpumep, K pannamv b/:
database:=/var/lib/afick/afick
rae COO4EPXUTCH yKasaHue O TOM, Kakme dpannbl/kaTanorn nogsepraoTcs KOHTPOSIO LEeSTOCTHOCTH

N C KaKuMu npasunamu.
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MpaBuno PARSEC BbIrMA4WT cnegyowmum obpasom:
PARSEC = p+d+i+n+u+g+s+b+md5+m+e+t
roe p+d+i+n+u+g+s+b+md5+m 03Ha4YaeT cnexeHne 3a BCeMU CTaHAAPTHbIMU aTpnbyTamun dan-
na u ucnonb3oBaHune xaw-gpyHkumm MD5-Digest ons cnexeHna 3a LENOCTHOCTLIO COAEPXKUMOTO
dannos. +e+t 03HA4YaET KOHTPOSIb PACLUMPEHHbIX aTpMbyTOB: METKM Be3onacHOCTU n cnaros
ayauTa, cootBeTcTBeHHO. KoHTpornb ACL ocyliecTBnsieTcs npu yctaHoBke ¢nara +g.

MpaBuno GOST BbIMSAMT cnegytowmm obpasom:
GOST = p+d+i+n+u+g+t+s+b+gost+mtet+t
roe p+d+i+n+u+g+s+b+gost+m O3HA4YaeT crexeHne 3a BCeMU CTaHOapTHbIMU aTpubytamu
danna n ncnonb3oBaHne xaw-gyHkuum NOCT P 34.11-2012 ¢ anuHon xaww-koga 256 out ans
CINEXEHUN 3a LENOCTHOCTLIO CoAepXXMMoro bansnoB. +e+t 03Ha4YaeT KOHTPOSb PaCLUMPEHHbIX
aTpmbyTOoB: MeTkM Be3onacHoCcTu u chnaros ayamuta, cootBeTcTBeHHO. KoHTponb ACL ocyuwiecTtBns-
eTcsa npu ycTaHoBke dnara +g.

[NpaBnno ans katanoros:
DIR = p+i+ntu+g

lMpaBnno 03Ha4aeT cnexeHve 3a npaBamMu 4OCTyNa, MeTagaHHbIMU, KONMYECTBOM CCbISTOK
W OpyrMMn ctangapTHbeiMu atpubytamu (nogpobHee cM. /etc/afick.conf).

B channe koHdurypauum 3agarTtcs nyTn K pannam u katanoram, KOHTponupyembix afick,

Hanpumep:
/boot GOST

/bin GOST

/etc/security PARSEC
/etc/pam.d PARSEC
/etc/fstab PARSEC
/lib/modules PARSEC

/1ib64/security PARSEC

/lib/security PARSEC
/sbin PARSEC
/usr/bin PARSEC
/usr/1lib PARSEC
/usr/sbin PARSEC

Kpome Toro, Ha BbIGOp agMUHWUCTpaTopa NpeAcTaBrneH psia AOMNOSHUTENbHbIX NyTen
c npaesunamu. CooTBETCTBYIOLLME CTPOKM MOMEYEHbl 3HAKOM KOMMEHTapusi # U MoryT ObiTb

aKTUBUPOBAHbI CHATUEM 3TOro 3Haka.
Mpun 3anycke afick c napameTpom -i:
afick -1

Oynet co3naH chann /var/lib/afick/afick. 3to n ectb B[ popmara ndbm. Ecnn nocmoTpeTb
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ee COAEPXMMOE, TO MOXHO OBHapyXunTb Habop CTPOK, Kaxkaas M3 KOTopbIX — UMsa arna n ganee
Yyepes npoben ero atpubyTbl U CUTHATYPBI.

B[] sawuLiaeTca cuctemMon pasrpaHU4eHns 4ocTtyna.

Mpwn 3anycke AFICK aBTOMaTU4eCKU YCTAaHOBUT exedHeBHOe 3aaHue ans CRON. dann ¢
3afaHMeM HaxoauTtcsa B /etc/cron.daily/afick cron.

MapameTp report_url:=stdout 3agaeT MecTonosnoxeHne dganna-oryera.

B koHdurypaumoHHOM dhanne ecTtb NpOCTOM A3blK MAKpPOCOB, KOTOPbIA NUCMOMNb3YeTcs npu
onpeaeneHun nepemMeHHbIX Ans 3agaHnin CUCTEMHOIO NIaHMPOBLLUKWKA 3a4aHNN cron.

Mpn ncnonb3oBaHMM annapaTHO-NPOrpaMMHOro MOAyNsa JOBEPEHHOW 3arpy3ku peKkoMeH-
AyeTcs COBMECTHO € yTUnNuTom afick obecneyntb KOHTPOSb LIENTOCTHOCTU criegyowmx o6 beKkToB:

1) cannel obpasos agpa OC:

/boot/vmlinuz-*

2) dannbl obpas3oB BpeMeHHOM hansioBon cuctembl, ucnonbdyemon agpom OC npu

HayanbHOM 3arpyske (4o06aBnATCA B CMMCOK KOHTPOSSA LeNOCTHOCTK Nocne co3aaHus no-

cne BbIMNOMHEHUST BCEX HEOBXOAMMbIX onepauun no HacTponke, Tpebyrowmx o6bHOBNEHNS

006pa3oB BpeMeHHOWN hannoBon CUCTEMBI):

/boot/initrd.img-*

3) KOHUrypaUmMoHHbIN daiin MeHIo 3arpysdmka grub?) :

/boot/grub/menu.lst

4) kohurypaumoHHbIn chans, onpegensowmin NCNosib3yemMbln Mo yMon4aHuio rpadude-

CKU gUCnnenHblin MeEHeoXep:

/etc/X11l/default-display-manager

5) KOH(UrypaunoHHbI pann HacTporku annoBbIX CUCTEMbBI, AOCTYMHbIX 4S11 MOHTUPO-

BaHus Yyepe3 NFS:

/etc/exports

6) KOHpUrypaunoHHbIn cans, cogepxawmm nHpopmMmaumno 0 pasfnyHbIX YCTPOMUCTBaX

XpaHeHusa U pannoBbIX cMcTeEMaXx:

/etc/fstab

7) dhann, cogepxalumi nepedeHb nokanbHblX rpynn OC (aobaBnsaeTcs B CNMCOK KOHTPOSS

LleNOCTHOCTM NocCrie Co3AaHnsa BceX HeobXoauMbIX rpymnn):

/etc/group

8) ckpunTbl AN 3anycka cepBMCOB B KaTasnore

/etc/init.d/

9) koHMUrypaunoHHbIn hansn, onpegensowmn napameTpbl paboTsbl NepBOro npouecca

Nnornb30BaTeNbCKoro pexmma init:

/etc/inittab

) [Ins NpoL,eccopoB ¢ apXMTEKTYpOit X86-64.
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10) koHGUrypaumnoHHble dannel, onpeaensowme nopsagok padorsl PAM-moaynen:
conf

d/chfn

d/chsh

/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.d/common-account
/etc/pam.d/common-account.pam-old
/etc/pam.d/common-auth
/etc/pam.d/common-auth.pam-old
/etc/pam.d/common-password
/etc/pam.d/common-password.pam-old
/etc/pam.d/common-session
/etc/pam.d/common-session.pam-old
/etc/pam.d/cron
/etc/pam.d/cups
/etc/pam.d/cvs
d/dovecot
d/fly-dm

d/fly-dm-np

/etc/pam.
/etc/pam.
/etc/pam.

/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.

d/login
d/other
d/passwd
d/polkit
d/samba

d/sshd
d/su

/etc/pam.
/etc/pam.
/etc/pam.d/sumac.xauth

11) chann, cogepxawuim nepeveHb NokanbHbiX nonb3oBaTtenen OC (nobaensercs B
CMMCOK KOHTPONSA LENOCTHOCTU NOCne co3aaHnst BceX HeobxoaMMbix nonb3oBaTenen):
/etc/passwd

12) cMMmBOMYECKME CChISIKM Ha CKPUMTbI 4N 3anycka CEPBUCOB B KaTanorax:

/etc/rc*

13) KOH(pUrypaunoHHbIi dann, onpegensaowmn nepedeHb TepMUHaNnoB, C KOTOPbIX Cy-
nepnonb3oBaTernb root MOXEeT PerMcTpupoBaTbCs B CUCTEME:

/etc/securetty

14) KOHUrypaunoHHbIn doansn, onpeaensiowmi nepedyeHb perucTpmpyemMbix 060no4vex B
OC:

/etc/shells

15) kKOHUrypaunoHHbIn dhann, cogepXaliuin 3HadyeHna napaMmeTpoB sapa:
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/etc/sysctl.conf

16) mogynu agpa, Bxogdwme B nogcmuctemy 6esonacHoctn PARSEC:
/lib/modules/*/misc/digsig verif.ko
/lib/modules/*/misc/parsec.ko
/lib/modules/*/misc/parsec-cifs.ko

C nomouybto KoMaHg 1smod U modinfo MOXHO onpefenuTb nepedeHb Mmoaynen aapa,
nognexawmx KOHTPOSo LenocTHocTu cpeactesammn ArNMISE.

17) PAM-mogynu B katanore:

/lib/security/pam

18) cuctemHble ucnonHsiemble dannbl B Katanore:

/sbin/

19) ncnonHsiemble channbl B KaTanorax:

/bin/

/sbin/

/usr/bin/

/usr/sbin/

9.5. CepBuc anekTpoHHon nognucu’

Bo3MOXHOCTb CO34aHMs N NPOBEPKU YCUIEHHOW KBanuuUMPOBaAHHOW 3reKTPOHHOM
nognucu (cepeuc anekTpoHHon nognucm (C3IM)) obecneymBaeTcs NCNOMIb30BAHMEM KOMMNEeKca
nporpaMmm 3aLlmLeHHON rpadonyeckon NoACUCTEMbI U NakeTa OPUCHBIX MPOorpamMmm, NHTErpnpo-
BaHHbIX C JONONHUTENbBHO YCTaHaBnNneaeMbiMu cepTuduumposanHeiMn ®CB Poccumn cpeacteamm
Kpuntorpadgudeckon sawmntsl nHpopmaumm (CK3W), npegHasHavyeHHbIMU Ang 3awmTbl MHpopma-
LK, He coaepxallen ceeeHns, CoCTaBNALLMe rocyAapCTBEHHYIO TalHy.

BHUMAHUE! C3I1 npegocraBnseTcsa nporpaMmmamMmm, dyHKLUMOHNPYOLLMMU B YCIOBUAX
NONUTUKN pasrpaHuYeHus OCTyna, He gonyckawuen ux npumeHeHne cosmectHo ¢ CK3U B
pexume obpaboTkn CBeAEHWUIN, COCTABNSAOLMNX rOCY4AaPCTBEHHYHO TalrHYy.

BHUMAHMUE! Skcnnyatauna CK3U B coctaBe MHOPMALMOHHbLIX CUCTEM AOSMKHA OCY-
LLIeCTBIATLCA B COOTBETCTBUN C Npasunamu nonb3oBaHus CK3W n ykasaHnamu, onpegeneHHbIMu
B hopmynaipe (MnNun UHbIX SKCMyaTauMoHHbIX AoKyMeHTax) Ha CK3U.

CO3Tl1 obecneumBaet cos3gaHme un npoeepky Il aneKTPOHHbLIX JOKYMEHTOB B COOTBETCTBUM
c NOCT P 34.10-2012. lNpenocTtasneHune nonb3oartento CII1 ocyllecTBngeTca nyTeM Bbi3oBa
COOTBETCTBYHOLLMX MYHKTOB OCHOBHOIO MeH paboyero crtona, MeHio ¢annoBoro MeHegxepa
fly-fm 1 naketa odpucHbix nporpamm LibreOffice ¢ nocnegyowmm hopmmpoBaHMemM 3anpocoB K

CK3W ansa cosgaHunsa n nposepku 3l1.

) [Ins NpoL,eccopoB ¢ apXMTEKTYpOit X86-64.
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9.5.1. NMpnHUMN PyHKLNOHUPOBaAHUSA

C3I1 obecnevnBaeTcs COBOKYMHOCTbO COBMECTHO (PYHKLMOHUPYIOLWNX NPOrpamMMHbIX
KOMMOHEHTOB:

- fly-csp-cryptopro — NporpamMHbI MOAYIb, peanuayowmnin OyHKUUIO co3gaHna u

nposepku 3;"

- libreoffice-astracsp-plugin — paclumpeHne naketa OMUCHbIX MNporpamMmm

LibreOffice;

- MeHemxep pannoB £ly-£fm;

- naket oducHblx nporpamm LibreOffice.

HenocpeacteeHHoe B3anmogencteme ¢ CK3U (bopmmpoBaHmne ynpaBnsatoLwmx KoMaHz,
nony4veHne n otobpaxeHne pesynsrata pabotel CK3U ¢ ncnonb3oBaHMem nporpammbl cryptcp)
OCYLLEeCTBNSAET nNporpaMmHbI Moaynb £ly-csp-cryptopro.

MeHemxep pannoB fly-fm u pacwumpeHne naketa OQUCHbIX nNporpamMmm
LibreOffice libreoffice-astracsp-plugin B3auMOOEWCTBYKOT C MPOrpaMMHbIM MoAy-
nem fly-csp-cryptopro 1 He B3anMOAENCTBYIOT HenocpeacTBeHHo ¢ CK3.

MakeT odmcHbIx nporpamm LibreOffice B3anmogencTByeT ¢ paclumpeHmem naketa oguc-
HbIX nporpamm LibreOffice 1ibreoffice-astracsp-plugin U He B3anMOAENCTBYET Heno-
cpeactBeHHo ¢ CK3U.

O6palyeHne kK nporpaMMHOMY Mogynto fly-csp-cryptopro OCYLLUECTBISIETCA MeHe-
oxepom hannoB £1y-£m (C NCMONb30BaHMEM COOTBETCTBYHOLLENO MYHKTA KOHTEKCTHOMO MEHIO)
nnbo nonb3oBaTtenemM NyTeM MHTEPAKTUBHOIO 3anycka NpuUnoXeHns ¢ NCNonb3oBaHWEM OCHOBHOIO
MeHo OC («YTunutel — Co3gaHune n NpoBepka arNeKTPOHHOW Noanucny ), Nnbo pacwmnpeHmnem
nakeTta oucHblx nporpamm LibreOffice, 3anyck KOTOPOro MHNLMNPYETCA NyTEM Bbl30Ba MOSb30Ba-
Tenem COOTBETCTBYIOLLErO MyHKTa MEHI0 rpadouyeckoro nHTepdgenca naketa ouUCHbIX Nporpamm
LibreOffice.

9.5.2. YctaHoBKa

MeHepxep annoB £1y-£fm n naket oucHbix nporpamm LibreOffice yctanaBnusatotca
npu yctaHoBke OC. CK3W ycTtaHaBnuBaeTcs B COOTBETCTBUM C MNpaBuriaMmy nofib3oBaHUs U
yKasaHusMu, onpegeneHHbiMn B popmynsape (UM UHbIX SKCnyaTauMOHHbIX JOKYMEHTax) Ha
CK3MW.

Anga ncnonb3oBaHusa COI AONONHUTENBHO B CUCTEME OOMKHbI ObITb YCTAHOBMEHbI Creay-
oLLMe NporpaMmHble KOMMOHeHThI 3 coctaBa OC:

- nporpaMmmMmHbI Moaynb fly-csp-cryptopro;

- pacwupeHue libreoffice-astracsp-plugin.

) 3peck 1 Janee B kayecTse Npumepa NpuBeeHo onncaHne B3anmogenctans ¢ CK3M «Kpuntolpo CSP».
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[1ns 3TOro NOAKNIYNTE PENO3UTOPUI, 3anyCTUTb TepMmnHan Fly 1 BeinonHUTL cnegytowme
KOMaHabl OT UMEHU agMUHUCTpaTopa:
sudo apt update
sudo apt install fly-csp-cryptopro
sudo apt install libreoffice-astracsp-plugin
MporpammHbIn Moaynb £ly-csp-cryptopro obecneumsaet npegocrasneHne CIl ns

OCHOBHOIO MEHI0 U rpachmnyeckoro nHTepgenca MmeHegpkepa pannoB £1y-£m n BKOYaeT B CBOM

COCTaB:
- OCHOBHOWM hann nporpammsl /usr/bin/fly-csp-cryptopro;
- OONOSTHUTENbHbIE dannbl n onbnunoTekn B KaTanora
/usr/lib/python3/dist-packages/astra_csp_cryptopro "

/usr/lib/python3/dist-packages/astra_csp_cryptopro-0.1.0.egg-info;

- KOH(pUrypauunoHHbln pann /etc/astra-csp-cryptopro/fly-csp-cryptopro.conf

- ApnblK And 3anycka /usr/share/flyfm/actions/fly-csp-cryptopro.deskto.

KoHgUrypaumoHHbli bann /etc/astra-csp-cryptopro/fly-csp-cryptopro.conf CO-
OEepXUT creayoLime napameTpsbi:

1) MakcumarbHO JonyCcTUMbIA Ansg npegoctasneHns C3M1 ypoBeHb KOHUAeHUMaNnsHo-

CTU:

MaxMacLevel=1

2) agpec UCTOYHMKA NOMyYeHnsa JOBEPEHHOMO BPEMEHN:

TimeAddress=http://testca2012.cryptopro.ru/tsp/tsp.srf

3) MakcumanbHOe BpeMsi OXuaaHus BbINONHeHNs 3anpocoB k CK3U:

MaxCspTimeWaiting=30000

4) nepeyveHb paclumpeHni annoB ANEKTPOHHbIX AOKYMEHTOB, A5 KOTOPbIX pa3peLleHo

npenoctaeneHne COrl:

FileExtensionsEnabledForSigning=.pdf, .png, .jpg, .html, .xml, .txt,

.odt, .ods, .odp, .odg, .doc, .xls, .ppt, .docx, .xlsx, .pptx

5) oTknoyeHne (off) nnu BkNYEHME (on) 4ENCTBUS NEPEYHS, 3a4aHHOIO B NYHKTE

nepeyuncrieHns:

EnableFileExtensionFilterForSigning=off

6) nepeyeHb mime-TUNOB PaANOB ANEKTPOHHbLIX AOKYMEHTOB, ANA NPOCMOTPa KOTOPbIX

OyneT npoBegeHa npenBapuTenbHaa KOHBepTaUmst BO BpeMeHHbINn dhann popmaTa pdf:

PdfConversionMimeTypes=application/vnd.oasis.opendocument.text, \

application/vnd.oasis.opendocument.spreadsheet, \

application/vnd.oasis.opendocument.presentation, \

application/vnd.oasis.opendocument.graphics, \

application/msword, \

application/vnd.ms-word, \
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application/vnd.ms-excel, \

application/vnd.ms-powerpoint, \
application/vnd.openxmlformats-officedocument.wordprocessingml.document, \
application/vnd.openxmlformats-officedocument.spreadsheetml.sheet, \
application/vnd.openxmlformats-officedocument.presentationml.presentation, \

text/plain

YKkasaHHble napameTpbl KOHUrypaunMoHHOro carna MoryT 6biTb UIBMEHEHbI aAMUHUCTPa-
TOPOM Npwu ycTaHoBKe f£ly-csp-cryptopro B COOTBETCTBMM C TpebBOBaHMAMM K MHPOPMALIMOH-
HOW cucteme, B KoTopown Byaet dyHkunoHnposatb CII.

Mpwn ycTaHoBKe fly-csp-cryptopro NPOBOAUTCA NPOBEPKA Hann4yms B MHOOPMAaLMOH-
HOW CMCTEME YCTaHOBIEHHOro nporpammHoro obecnevyeHns CK3UM n oducHoro nakerta LibreOffice.

PacwupeHne libreoffice-astracsp-plugin obecneunBaet npegocrasneHne CIrll
n3 rpaduyeckoro nHTepdgernca naketa ocducHoix nporpamm LibreOffice B npouecce paboTbl ¢
3NEKTPOHHbIMU AOKYMEHTaMM.

[Mocne yctaHoBKM pacwmpenus libreoffice-astracsp-plugin NPOBOANTCH NPOBEP-

Ka Hannuns B HPOPMaLMOHHOWM CcUCTeME YCTaHOBIEHHOro £l1y-csp-cryptopro.

9.5.3. lpoBepka ypoBHA KOHMAEHLUMANbLHOCTU ceaHca

B uenax ncknioveHms ncnonbsoBaHnss CK3U npu o6paboTke nHopmaumm, cogepallen
CcBeJeHNd, COCTaBNALLME rOCYAAaPCTBEHHYIO TalHy, nepen Havdanom paboTbl BbINOMHAETCA Npo-
Bepka gonyctumoro ansa npegoctasneHnsa COIM ypoBHA KOHUAEHUMANBbHOCTN NyTEM CpaBHEHUS
YPOBHSI KOH(PUAEHLMANBHOCTM CeaHca TEKYLLEero nonb3oBartensi C MakCMMasnbHO AOMYCTUMbIM
3HayeHueM, 3aaHHbIM B KOHUIypaLMOHHOM doanne.

MakcumansHo AO0MNyCTUMbIN ansa npegocTaBreHus carn ypo-
BEHb KOHpmnaeHUManbHOCTH 3agaetcs B KOHpUrypaLmMoHHOM danne
/etc/astra-csp-cryptopro/fly-csp-cryptopro.conf napamMeTrpoMm MaxMacLevel.
MpenBapuTenbHO YCTaAHOBMEHHOE 3HayeHMe MaxMacLevel=1 U MOXET OblTb WM3MEHEHO
agMuHucTpaTtopom 6GesonacHocTu. lMonuTukon ynpaeneHuss AOCTYNOM M OpraHM3aumMoOHHO-
pacnopsguTenbHbIMM  JOKYMEHTaMM MO 3awmTe WHdopMauun obbekTa uHGopmaTusauum
(obbekTa BbIMMCIINTENBHOWM TEXHWUKW) OOSMKEH ObiTb NPEeayCMOTPEH SABHbIN 3anpeT BHECEHUS
N3MEHEHUI B KOH(UIypaunoHHbIA darn nobbiMu Nonb3oBaTensamMm, 3a UCKIIOYEHNEM OTBET-
CTBEHHOIO 3a 3alMTy MHOpMaLmMn agMMHUCTpaTopa 6esonacHocTn, 3apernctpmpoBaHHoro B8 OC
Kak NpMBUINErMPOBaHHbIN NOfb30BaTENb.

B cnyyae, ecnv ypoBeHb KOHUAEHUMANBHOCTM TEKYLLLEro ceaHca nonb3oBaTtens npeBbl-
LaeT MakCuManbHO JONYCTUMbIN, NPOrpaMMHbIN MOAyNb £ly-csp-cryptopro BblAaeT coob-

LeHne o6 owmnbke 1 3aBepLUaeT CBOK paboTy.
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10. HAODEXXHOE ®YHKUMOHUPOBAHUE

10.1. BoccTtaHoBneHue OC nocne c6oeB 1 OTKa3oB

OCHOBHbIMU MpUYMHaMK HapyLeHna npouecca yHkumnoHunposaHua C3W OC aenstoTcs
cbon obopynoBaHus, npueBealumne K pasnuyHbim nospexgeHnam OC. K TakoBbiIM OTHOCATCS:
cbou aneKkTponuTaHus, NOBPEXAEHUA HOCUTENEN MHAOPMaLUN (KECTKUX OUCKOB), NOBPEXAEHUSA
coeavHUTENbHbIX Kabenen.

B npouecce nepesarpy3ku nocrne c6osa OC aBTomaTUYeCKM BbINOMHUT NporpamMmmy npo-
Bepku n BocctaHoBneHns ®C — fsck. Ecnun nospexaeHns ®C okaxyTcs He3HaYUTENbHbIMU, TO
ee BbIMOSTHEeHUsA JOCTaTOYHO Ans obecneveHuns LenoctHoctn OC.

B cny4ae obHapyxeHus cepbesHbix nospexaeHnn ®C gaHHas nporpaMmma MOXeT npea-
NOXUTb Nepes3arpy3nTb KOMNbIOTEP B O4HOMOMb30BaTENBCKUN PEXUM U MPOU3BECTU 3aMycK Npo-
rpammbl £sck Bpy4YHY0. ADMUHUCTPATOP, KOHTponupyowmin npouecc 3arpyskm OC, nocne cbos
AOMKeH crefoBaTh MHCTPYKUMAM, BbldaBaeMblM nporpammon £sck. OnucaHue nporpaMmmbl npu-
BegeHo B man fsck.

Mocne 3aBepLieHus 3arpyskn OC cnegyeT NpoBepuTb LENOCTHOCTb PanoB C NOMOLLbIO
nporpamMmmbl KOHTPONSA LENOCTHOCTU. Ecnu B pesynbraTte NpoBepKN HauayTCs NOBPEXAEHHbIE UMK
n3MeHeHHble (annbl, 0COBEHHO B kaTanore /etc n ero nogkartanorax, To cnegyer BOCCTAaHOBUTb
noBpexaeHHble dpannbl C pe3epBHON KOMUMU.

Ecnu cboi npuBen K BbIXoQy M3 CTPOS XXECTKUX AUCKOB, TO CrieayeT 3aMeHUTb BbllleLlee
n3 ctposi obopygosaHue n nepeycraHosutb OC ¢ DVD-gucka ¢ guctpmbyTmBom, a Nonb3oBaTerb-
CKMe AaHHble BOCCTAHOBUTb C pe3epPBHOM KOMUU.

Mocne cepbesHoro nospexaeHus ®C, koraa KOMMbOTEP HEBO3MOXXHO MNepesarpysuTb,
CyLLEeCTBYET BO3MOXHOCTb BocCTaHoBneHust 6e3 nepeyctaHoBkn OC. [1na atoro crnegyet ycTaHo-
BuTb DVD-guck ¢ auctpmbytnsom OC B ycTponcTtso YteHna DVD-anckoB 1 HayaTb npoueaypy
nepeyctaHoBkW. [loxaaTbCa NOSBNEHNSA Ha 3KpaHe MoHuTopa: «/Hdopmauma o JoKyMeHTaunmny»
N 0QHOBPEMEHHO HaxaTb knasuwn <Alt+F2>. [Tponsonger nepexoq B pexxnumM KOMaHOHOW CTPOKM
nog ynpaerneHnem siapa, 3arpyxeHHoro ¢ DVD-aguncka. 3atem BBeCTM KOMaHAY:
fdisk \-1

Ha akpaHe MOHWTOpa OOrmKHa NOABUTLCSA MHGPOPMAaUMA O pasgenax XeCTKoro Aucka.
(Ecnu B pesynbtaTe BBOAA KOMaHAbl HA 3KpaHe MOHUTOpPA HET MHAhOpMaUUKM O pasgenax gucka, To
NOBPEXAEHUS CIULLKOM Cepbe3Hbl N HeobxoamMma norHas nepeycraHoBka cuctemMel.) OnpegenuTb
UMs pasgena, B KoTopbin 6bina yctaHoeneHa OC, 1 BBECTU CrieaytoLLyo nocnenoBaTesibHOCTb
KOMaHA:
cd /mnt/
mkdir hard

mount /dev/umsa_paspena /mnt/hard
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B pesynbrate ykasaHHbIN pa3gen XXeCcTKoro aguncka byaet CMOHTUMPOBaH BO BHOBb CO34aH-
Hon ®C. 3aTeM BBECTU KOMaAHAY:
chroot /mnt/hard

lMocne aToro MoXHO GyaeT ncnonb3oBaTb KOMaHAHy 060no4ky OC 1 BbINONHUTL HEOG-
XoOuMble OENCTBUSA MO BOCCTAHOBNEHUIO (Hanpumep, peaaktnposaHue ganna fstab), nocne
Yyero BBECTU KOMaHAbI.
exit
umount /mnt/hard

MMepesarpy3ntb KoMnblOTEP.
10.2. CpeacTtBa pe3epBHOro KonupoBaHusa n BocctaHoBneHusa OC

[ns BbINONHEHUA onepavlmii pe3epBHOIO KONMPOBaHNA N BOCCTaHOBIEHMS 06bekToB PC
C COXpaHEeHMEM 1 BOCCTaHOBMEHNeEM MaHaaTHbIX atpubyToB 1 atpnbytoB ayauta B OC moryT

MCMOJ1b30BaTbCA:

1) komnnekc nporpamm Bacula (10.2.1));
2) ytunuta apxmsupoBaHus tar (10.2.2)).

10.2.1. Komnnekc nporpamm Bacula

OnucaHnue komnnekca nporpamm Bacula, a Takke ero yctaHOBKM Y HAaCTPOWKK NpUBEAEHO
B fgokymeHTe PYCB.10015-16 95 02-1.

Bacula obecneunBaeT nogaepxky CoOXpaHeHust pacluMpeHHbIX aTpubyToB KaTanoros u
dannos u, npn HeOH6XOANMOCTU, UX NOcneayoLee BOCCTAHOBIEHME.

BHUMAHMWE! [ns BocctaHoBneHusa oobektoB ®C ¢ ycTaHOBNEHHLIMWM MaHAATHbIMW aT-
pnbyTamu HeobxoaMmo 3anycTuTb KOHCOsb ynpasneHus Bacula ¢ PARSEC-npusunernen 0x1000
(PARSEC_CAP_UNSAFE_SETXATTR). [MpuBunerna moxeT b6biTb nornyyeHa C UCMNOSb30BaHMEM
YTUNUTBI execaps:
sudo execaps -c¢ 0x1000 -- bconsole

BHUMAHMUE! lNocne BocctaHoBneHusi 06bektoB PC ¢ yCTaHOBMEHHBIMWM MaHOATHLIMN
aTpubytamm Heobxo4MMO BbINOMHUTE NepeMoHTUpoBaHne PC, B KOTOPOW BOCCTaHABMBANUCh

o6bekTbI, unu nepesarpysntb OC.

10.2.2. YTunuta apxmBupoBaHusa tar

BHUMAHUE! Pa6oTta ¢ maHgaTtHbiMK aTpubyTamun n atpubytamm ayguta npu UCnosib-
30BaHMM PasnUYHbIX YTUIUT CO30aHUSA pe3epBHbIX KOnui TpebyeT NCnonb30BaHNA napameTpoB
COXpaHeHMs pacLUMpeHHbIX aTpubyToB (Kak npaBuno Buga —xattrs).

BHUMAHMWE! [Ina BoccTaHOBNEeHM MaHAaTHbIX aTpnbyToB hannoB M3 pe3epBHbIX KON
Heo6X0AMMO OT UMEHWN YYETHOM 3annUcy agMUHUCTPATOpPa BbINOMHUTL KOMaHAY:
sudo echo 1 > /parsecfs/unsecure_setxattr

BHUMAHMUE! [1na BoccTaHOBNEHUA MaHOaTHbIX aTpubyToB (hansioB 13 pesepBHbIX KOMUI
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npouecc gormkeH nmetb PARSEC-npusunernto 0x1000 (PARSEC_CAP_UNSAFE_SETXATTR).
MpuBunerna moxet GbITb NONyYEHa C UCNONb30BaHNEM YTUNUTLI execaps:
sudo execaps -c 0x1000 tar .......

BHUMAHMUE! BoccTtaHoBrneHne paclumpeHHbIX atpnbyToB pannos ¢ NCNofnb30BaHNEM
unsecure_setxattr BO3MOXHO TOMNbLKO B Cyyae, ecrnv atpnbyTbl BOCCTaHaABNMBAKOTCA C MNO-
MOLLbIO CUCTEMHOIO BbI30Ba setxattr NyTeM yCcTaHOBKM aTpubyTta security.PDPL. Mcnonb-
30BaHMe unsecure_setxattr He BMMSET HA BO3MOXHOCTb M3BMEHEHUS MaHAATHbIX aTpubyToB
(rannoB CUCTEMHbIMM Bbl3oBamMu pdpl_set_path, pdpl_set_fd.

lMocne BoccTaHOBNEHUSA U3 pe3epBHbIX KONuK hannoB ¢ MaHgaTHbIMK aTpubyTammn Heob-
XOAUMO OT MMEHM YHETHOM 3anncu agMMHUCTpaTopa BbIMOMHUTE KOMaHAY:

sudo echo 0 > /parsecfs/unsecure setxattr

Mpumep
Mcnonb3oBaHne tar, npu KOTOpoM OyayT BOCCTAHOBMEHbI paclUMpeHHble aTpubyTbl
KaTanoroB u ¢ansnoB, BNOXEHHbIX B apXmB
[lo ncnonb3oBaHNa yTUNUTLI JOMKEH ObITb CO34aH nornb3oBaTtenb userl, ANs KOTOPOro
3afaHbl MaH4aTHble aTtpubyThl, N NONb30BaTENb AOMMKEH BbIMOMHUTDL BXOA4 B CUCTEMY.
CospaTtb OT MMEHW YY4ETHOM 3anucn agMMHUCTPaTopa apxuB AOMAaLLHEro KaTanora nosib-
3oBarerisi C NOMOLLbI KOMaHAb!:
sudo tar --xattrs --acls -cvzf /opt/home.tgz /home/.pdp/userl
roe —--xattrs — BKNIOYAET NOAAEPKKY paCLUMPEHHbIX aTpubyTOB;
—-—acls — BknoyaeT nogaepxky POSIX ACL,;
-cvzf — obecneynBatoT, COOTBETCTBEHHO, CO3A4aHME apxmBa (create), BKIIOYEHNE pexnma
oTobpaxeHna obpabaTbiBaembix hannos (verboze), NpUMeHeHne MeToaa cxatna (gzip),
yKasaHune danna (file);
/opt/home. tgz — 3a4aeT MeCcTo pacnosioXKeHUs Co34aHHOro apxmea U ero ums;
/home/ .pdp/userl — onpegensieT Katanorn unu dannsl ons gobaBneHnsa B apxms.
Mepen BoccTaHOBNEHMEM HEOOXOAMMO BbIMONHUTL CREAYHOLLYIO KOMaHAy, yCTaHaBnMBato-
LLYIO AN napameTpa 3almTbl hannoBon cuctemsl /parsecfs/unsecure_setxattr 3Ha4YeHue
«1», paspeluatoLiee NpMMeHsTb Npusunernio PARSEC_CAP_UNSAFE_SETXATTR:
echo 1 > /parsecfs/unsecure_setxattr
BbINONHUTL BOCCTAHOBIIEHME C MOMOLLIbIO KOMaHAbI:
sudo execaps -c¢ 0x1000 -- tar --xattrs
--xattrs-include=security. {PDPL,AUDIT, DEF AUDIT}
--acls -xvf /opt/home.tgz -C /opt/home2/
rge —-xattrs-include=security. { PDPL, AUDIT, DEF_AUDIT} — onpegendeT nogknioyae-

MbI WabnoH BOCCTAHOBMEHMS pacLUMPEHHbIX aTpubyToB (MaHA4aTHbIX aTpnbyToB, aTpnbyToB
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ayauta v aTpnbyToB ayauTa no yMOon4yaHuio) Ans Knoya xattrs;
-xvf — obecneymBaeT, COOTBETCTBEHHO, U3BMNeYeHne 13 apxmea (extract), BKNOYEHNE
pexnma otobpaxeHust obpabaTbiBaemMbix hannos (verboze), ykazaHue danna (£ile).
Mocne BoccTaHOBMNEHNA HEOHXOAMMO BbINOMHUTL KOMaHAy, yCTaHaBNMBaroLLyo 3anpeT Ha
npumMmeHeHne npusunermm PARSEC_CAP_UNSAFE_SETXATTR (HacTporika OC no ymonyaHui):

echo 0 > /parsecfs/unsecure_setxattr
[ononHuTtensHasa nHopMauusa no komaHge tar npueegeHa B PYCB.10015-16 95 02-1.
10.3. BoccraHoBneHue CYB[l PostgreSQL nocne c6oeB u oTka3oB

Bo nsbexarne notepb aaHHbix B[ PostgreSQL aomkHbl perynsipHoO apxmBMpoBaTbCS.

B cnyyae BO3HWKHOBEHMSI OLLUMOOK B XPaHALUMXCA OAHHbIX, HAPYLUEHWUIO LLeNTOCTHOCTH
Unn B criydae NporpamMmMHoOro u/mnu annapartHoro cbosi cepsepa B[] Heobxoaumo npoBeaeHne
npouenypbl BocctaHoneHust b. Npu aTom, B 3aBUCUMOCTU OT TSHXKECTU NOBPEXAEHUN MOXET
OCYLLIECTBNATLCA KaK COXpaHeHme cyliecTBytoLlero knactepa b[l, ¢ nocnegyoowmnm ero BoccTa-
HOBMEHMEM, TaK N BOCCTaHOBNEHNE M3 pe3epBHbIX KOMUI, CO34aHHbIX B NpoLecce perynsapHoro
npoBeaeHnsa pernameHTHbIX paborT.

B PostgreSQL cyuiectBytoT Tpu hyHAaMEHTaNbHO OTNINYAKOLLMXCS NOAXOAA K pe3epBHOMY
KOMMpPOBaHMIO AAHHbIX:

- SQL-pamn;

- pesepBHOe KonvpoBaHue Ha ypoBHe OC;

- HenpepbIBHOE apXUBMPOBAHME.

Bonee nogpobHoe onnMcaHme aTUX METOAOB U Npoueayp KONMPOBaHUSA N BOCCTAHOBEHUS
npuBeaeHo B gokymeHTaumm Ha CYB[] PostgreSQL B nakete postgresgl-doc-x. Xx.

CYB[ PostgreSQL cogepXuT pag CTaHOapTHbIX CPEeACTB pPe3epBHOr0 KOMMpOBaHUSA
n BocctaHoBnenns BM. K Hum oTHocates ytunutel pg_dump (10.3.2), pg_dumpall (10.3.3),
pg_restore W, B TOM YUCIe, UHTEPAKTUBHbIN TepMUHAI psgl, C MOMOLLbI KOTOPOro

MOryT ObiTb BOCCTAHOBIEHbI pe3epBHbIE KOMUKU, COXpaHeHHble B Buae ckpunta SQL.

10.3.1. Co3paHMe w BOCCTAHOBIEHME pe3epBHbIX KOMUA ©6a3 p[aHHbIX C
MaHAAaTHbIMU aTpubyTamm

[nsa co3gaHMss U BOCCTAHOBMNEHMS pe3epBHbIX KOnMu a3 gaHHbIX C MaHAaTHbIMU
atpmbytammn Heobxoaumo, 4ToObl nomnb3oBaTenb UMEN MPUBUIIENMN parsec_cap_setmac,
parsec_cap_chmac.

B cnyyae co3paHunsa pe3epBHOM KOMMM HEOOXOANMMO Ha3HauYNTb MaKCMMarnbHYH METKY Ha
Katanor, B KOTOpbI ByaeT BbirpyxeHa 6a3bl JaHHbIX (4115 HA3HAYEeHUss METKN Ha doanst Konum).

B cnyyae BoccTaHOBRNEHMs MOMUMO yKa3aHHbIX NpuBUneruii Tpebyetca npasa agMuHU-

cTpaTtopa B 6a3e faHHbIX (Anst co3aaHUs 0GbEKTOB M HA3HAYeHUs MaHAaTHbIX aTpubyToB).
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[ns BoccTaHOBNEHMS Konum 6a3bl AaHHbIX C MaHOaTHbIMK aTpubyTamn B apyron 6ase
AaHHbIX, Heo6XoanMO:

1) Ha3Ha4UTb MaKCUMarbHYH METKY Ha KaTtarnor, B KOTopbl ByaeT NpoBOAUTLCA BbIrpy3ka

pe3epBHOM Konuu;

2) co3gaTtb pe3epBHYH KOMUKO MCXO4HOM 6a3bl AaHHbLIX OT MMEHW NONb30BaTens ¢ NPUBK-

nernamMmu parsec_cap_setmac U parsec_cap_chmac.

3) Ha ueneBOM KfacTepe Ha3Ha4yMTb MaHgaTHble aTpubyThbl Ha KnacTep;

4) BOCCTaAHOBUTb pe3epBHYI0 KOMUo Gasbl AaHHbIX C NOMOLLbBK KNueHTa psgl (ecnu

pesepBHasi KONUs caenaHa B TEKCTOBOM BMAE) UMM C MOMOLLbIO pg_restore (ecnu

pesepBHaga Konus caenaHa B GBMHapHOM BMAE) OT UMeHM Nornb3oBaTensa agMuMHUcTpaTopa

0asbl AaHHbIX C NPUBUNErMSIMU parsec_cap_setmac U parsec_cap_chmac.

MpumeyaHunsa:

1. YTunuta pg_dump, noctaBngaemasa smecte ¢ CYB[] Bepcun 9.6 BbIrpy>kaet KomaHgbl

MO YCTaHOBKE KOMMEHTap1eB, METOK 6e30NacHOCTM M Ha3HAYeHWMI0 MaHA4aTHbIX aTpubyToB

B criegyloLwiemM Buae:

COMMENT ON DATABASE CURRENT_DATABASE IS ’koMMeHTapuil’ ;

SECURITY LABEL ON DATABASE CURRENT DATABASE IS ’'...’;

MAC LABEL ON DATABASE CURRENT DATABASE IS ’...’;

MAC CCR ON DATABASE CURRENT DATABASE IS ’'...’;

Takas pesepBHas Konvsi MOXeT BbITb BOCCTAHOBMEHA C YCTAHOBKON KOMMEHTapmeB, METOK

6e3onacHOCTN U MaHOaTHbIX aTpMbyToB B Xenaemyto 6a3y faHHbIX.

2. [Ina BOCCTaHOBMEHUS pPE3EpPBHbLIX KOMUMA ©0a3 [aHHbIX, CAEenaHHbIX B npenbl-

aywmx Bepcuax, B CYB[ Bepcum 9.6 HeobxogMmo YCTaHOBUTbL MNapameTrp

ac_auto_adjust_macs = true;

3. [nsa nepeHoca knacTtepa ¢ npegbiaywmx sepcun CYB[] Ha 9.6 Heobxoanmo Bocnonb-

30BaTbCA YTUNUTaMu pg_upgradecluster Unn pg_upgrade (CM. JOKYMeHT «Onepa-

LMOHHas cuctema creumanbHoro HasHadyeHus «Astra Linux Special Edition» PykoBogcteo

agMuHUcTpartopa. Yactb 2»).

10.3.2. pg_dump

[na cosgaHus pesepsHon konuu B B BUAe danna B TEKCTOBOM UIn ApyrMx doopmaTtax
ncrnonb3yeTcs yTunuTta pg_dump, KOTOpas Co34aeT CornacoBaHHyo Konuo, aaxe ecnu b uc-
Nnonb3yeTcsl, Npy 3TOM OOCTYN K HEW ApYrnx Nonb3oBartenen (Kak YnTarolmx, Tak 1 NULWYLLNX) He
onokupyeTcs.

Pe3epBHas konust MOXeT co3fgaBaTbCHA B BUAE CKpUNTa Unn goopmaTtax yrnakoBaHHOMo
danna. CkpunT pe3epBHOM KONUK NpeacTaBnseT cobon TEKCT, Coaep)aLlmin nocrnenoBaTenbHOCTb

SQL-komang, Heobxoammblx Anst Bocco3ganna B oo coctosaHms, B KOTOPOM OHa Bbina coxpaHeHa.



120
PYCB.10015-16 97 02-1

[ns BOCCTaAHOBMNEHNSA M3 CKPUMNTa OH NOLAETCs Ha BXO4 yTunutbl psgl. CKpunT MOXET ObiTb
ncrnonb3oBaH Ans BoccosfgaHuns bl faxe Ha Apyrom cepBepe U apxutektType u ¢ Hebonbwmmm
nameHeHnsiMmn Ha apyrmux CYBU.

CuHTakKcuc:
pg_dump [OPTION]... [DBNAME]

Onumun obLero xapakTepa npueeaeHsl B Tabnuue [38]

Tabnuuya 38

Onuusa OnucaHne

-f, --file=FILENAME Mms BbixogHoro danna

dopmar BbiIxogHoro danna (Nonb3oBaTeNbCKUN, tar, TEKCTO-
-F, —--format=c|t|p

BblIi1)
-v, --verbose Pexum BbiIBOga Bcex cooOLLEeHU
-Z, —--compress=0-9 YpoBeHb cxatus anst hopmaTtoB cxxaTus

3aBepLueHne owmnbkon nocne oxmnagaHna TIMEOUT ans Ornoku-

—-lock-wait-timeout=TIMEOUT
pPOBKM Tabnuupl

--help BbiBecTu cnpaBky 1 BbINTH

--version BbiBeCTM MHpOpMaLNIO O BEPCUUN U BBINTH

Ecnn He ucnonbayetcs -f/--file, SQL-ckpunt GygeT HanpaBneH B CTaHAAPTHbIV
BbIBOA.

Onuumn ycTaHOBKWU COeMHEHWS NMpuUBEAEHbI B Tabnuue [39]

Tabnuuya 39
Onuwms OnucaHue
-h, --host=HOSTNAME Wmsa cepsepa B[] nnn katanor cokeToB

-1, --database=DBNAME | YkasaTb ansTtepHaTuBHyt0 B[] — wabnoH

-p, --port=PORT Homep nopta cepsepa b/l
-U, --username=NAME CoeamHnTbCA Kak yYKkasaHHbI Nonb3oBaTenb
-w, --no-password He 3anpawwusaTte naponb

MpuHyanTEnNbHbLIN 3anpoc naporns (4oMmKeH NPoOUCXoanTb aBToMaThye-

-W, —--password
! P CKM)

[ns nony4YeHunss NonHom MHopMauumn o crnocobax Ucnonb3oBaHUs YTUNUTLI pg_dump

CM. PYKOBOACTBO man And yTUNUT pg_dump M psqgl.

10.3.3. pg_dumpall
YTunuta pg_dumpall ucnonb3yetca Ans co3gaHnsa pe3epBHOM KONUKM BCEro KracTtepa B
BMae ckpunra.

CkpunT cogepxuT SQL-komaHabl U MOXET ObITb NOAAH B AanbHeNLeM Ha BXog, YTUNUTbI
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psql ansa BoccrtaHoBneHus. Onepauns ocyLeCTBNSAETCS NOCneaoBaTesibHbIM BbI30BOM YTUNUTI
pg_dump Anga kaxgoun B[l knactepa. Kpome atoro, pg_dumpall coxpaHsaeT rnobanbHble 06b-
eKkTbl, eanHble ansa Bcex bl (pg_dump nogobHble 06beKTbI HE coxpaHsieT). [JaHHble 00BLEeKThI
BKNOYalOT B cebsa MHopmaumio O Nonb3oBaTensx U rpynnax U Takme CBOWCTBA, Kak: npasa
[ocTyna, npuMmeHsieMmble ans Bcex bl B uenom.

CuHTakcuc:
pg_dumpall [OPTION]...

Onuum obLero xapaktepa npusefeHbl B Tabnuue [40]

Tabnuuya 40

Onuus OnucaHwue

-f, --file=FILENAME Mms BbixogHoro dhanna

3aBepLueHne owmnbKon nocne oxnagaHna TIMEOUT ans 6rnoku-

--lock-wait-timeout=TIMEOUT
POBKM Tabnuubl

--help BbiBeCcTy cnpaBky 1 BbIATU

—--version BbiBECTM MHOPMaLINIO O BEPCUN U BbIATH

Onuumn yCTaHOBKMN COeQMHEHUS aHanorm4Hbl KomaHae pg_dump (cM. Tabnuuy [39).
[ns nony4eHns nonHom nHdopmaumm o cnocobax NCNonNb3oBaHUSA YTUNUTbl pg_dumpall

CM. PyKOBOACTBO man And yTUNnuT pg_dumpall U psql.

10.3.4. pg_restore

[1ns BOCCTaHOBNEHUs1 apXMBOB pe3epBHbIX Konun B, Nofy4eHHbIX C MOMOLLLIO YTUNTDI
pg_dump, ncnonb3dyeTcs yTunuta pg_restore. OHa BbINOMNHAET KOMaHAbl, HeobxoaMmble Ans
Bocco3daHuna B[l 4O COCTOsAHUS HA MOMEHT BPEMEHWN CO34aHUs pe3epBHON KOnun. ApXMBHbIE
dhannbl Tak e No3BONAT BblOMpaTh C MOMOLLBIO YTUNUTEI pg_restore, YTO UMEHHO BOCCTaHaB-
nuBaTb, U Oaxe MEHATb NOPSA0K BOCCTaHaABNMBAEMbIX 31EMEHTOB. Pannbl apxnBoB paspaboTaHbi
nepeHoOCUMbIMU MeXAY pasHbIMU apXUTEKTYpaMu.

YTunuta pg_restore MOXeET (PyHKUMOHMPOBATbL B ABYX pexumax. [Npu ykaszaHuu B[
apxvB BOCCTaHaBNMBAETCS HEMNOCPEACTBEHHO B Hee. B gpyrom criydae, CKpunT, cogepkallunm
Heobxogumble ona nepecosganmsa Bl SQL-komangbl, co3gaeTca M BbiBOAUTCA B dhann unm
CTaHOapTHbIN NOTOK BbIBOAA. Pe3ynbTupylowmin CKpUNT SKBUBAreHTeH hopMaTty TEKCTOBOrO
BblBOOA yTUNUTbI pg_dump. Bcrneacrene atoro HekoTopble onuuu, yrnpasnsowme BbIBOLOM,
aHanornyHbl onumam pg_dump (cm. [10.3.2).

CwuHTakcuc:
pg_restore [ONIUA]... [PANI]

Onuwu obLero xapakTepa npueefeHsl B Tabnuue (4 1]
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Tabnuuya 41
Onuwms Onucanue
-d, --dbname=KNMs MopcoeauHnTbCA K ykasaHHou B[]
-f, --file=FILENAME Nmsa BxogHoro channa
-F, --format=c|t dopmar danna pe3epBHOM KONUKN (JOIMKHO ObiTb aBTOMaTUYECKM)
-1, --list Hane4ataTb uToroBoe ornaefeHne apxmea
-v, —--verbose Pexxuvm BbiBoga Bcex coobLueHum
--help BbiBECTM cnpaBKy 1 BbINTU
--version BbiBeCTM MHPOPMaLINIO O BEPCUN U BBINTY

ﬂ,J'IFI nony4yeHund NOsHOM MH(bOpMaLl,I/II/I 0 crnocobax MCnonb3oBaHUS YyTUNNTbl pg_restore

CM. PYKOBOACTBO man AN YTUNUTbl pg_restore.
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11. PUNBLTPALINA CETEBOIO NMNOTOKA

11.1. BknroyeHune unsTpaumum ceteBoro NoToka

Mpn nomowm punsTpa ceTeBbiX NAKETOB MOXHO OCYLUECTBMAATbL KOHTPOSb CETeBOro
TpadomKa, NpPoXoasiLero Yyepes AaHHbIN KOMMbIOTEP.

3anyck unbTpaunmn naketoB obecnevmBaeTcs MexceTeBbiM 3kpaHoMm ufw. Mexceteson
3KpaH NO3BONSAET co3gaBaTb nNpasuna unbTpaunm UCNosb3yst TEXHOMNOMIO iptables.

YnpasneHne MexceTeBblM 3KpaHOM OCYLLECTBASAETCS C NOMOLLbIO rpapnyeckon yTunnTbl
gufw UM ¢ NOMOLLLI0 MHCTPYMEHTa KOMaHOHOW CTPOKN astra-ufw-control.

[na BKMHOYEHUS MEXCEeTeBOro akpaHa C NOMOLLbD MHCTPYMEHTa KOMaHOHOW CTPOKMU
BbINONHUTb KOMaHAy:
astra-ufw-control enable

[N BbIKMIOYEHNA MEXCETEBOro 3KpaHa C NOMOLLb MHCTPYMEHTa KOMaH4HOW CTPOKMU
BbINOMNMHUTb KOMaHAay:
astra-ufw-control disable

lMpoBepKka COCTOAHUS MEXCETEBOIo 3KpaHa BbIMOMHAETCH C MOMOLLbIO KOMaHAbI:
ufw status

Pe3ynbraT BbINOMHEHUS KOMaHAbI:

- active — MEXCETEBOW 3KPaH BKIHOYEH;

- inactive — MeXCeTeBOM 3KpaH BbIKIHOYEH.
11.2. dunbTp ceTeBbIX NakeToB iptables

dunbTpaunto NakeToB BbINOSHAET (PUNBLTP NAaKeTOB Ha OCHOBE TEXHOSOMU iptables.
[aHHbIN PUNBTP NO3BONSET BLIMOMHATL Crneayowne 3agayu:

1) cbmnbTpaumio NakeToB — 3TO MEXAHU3M, KOTOPbIA, OCHOBbLIBasiCb Ha HEKOTOpPLIX Mpa-
BUNax, paspeLlaeT unu 3anpeLlaert nepegady MHdopmaumm, NPOXoasLLEN Yepes Hero,
C LENbo orpaxkgeHmsa HEKOTOPOW NOACETU OT BHELLHEro AOCTyna, Unn, HaobopoT, Ans
HeJonyLeHns Bbixoga HapyXy. PUnsTp naketoB MOXET onpeaensaTbs NPaBOMEpPHOCTL ne-
peaayn nHopmMaumnm Ha OCHOBE TOMbKO 3arosioBkoB |IP-nakeToB, a MOXeT aHannanpoBaTb
N UX COAEPXKUMOE, T. €. UCNOSb30BaTb AaHHbIE MPOTOKOOB 60Mnee BbICOKOro YPOBHS;

2) TpaHCnAumMi ceTeBbIX agpecos (T.H. «MackapaiuHry) — 9To NoAMeHa HEKOTOpbIX Na-
pameTpoB B 3arofioBkax |P-nakeToB. cnonb3yetca Ans CokpblTUS pearnbHbix IP-agpecos
KOoMnbloTepoB 3alumiaemon JIBC, a Takke gnsa opraHmsaumm goctyna us JIBC ¢ komnbto-
Tepamu, He nmerLwmMn peanbHbiX IP-agpecos, k rmobanbHon ceTu;

3) Npo3payYyHOe NPOKCUpOBaHME — ITO Nepeagpecauns naketoB Ha OPYron nopt KOM-
netotepa. O6bIMHO ncnonb3yeTcs Ans Toro, YTobbl 3acTaBuTb nornb3oBatenen ns JIBC

Monb30BaTbCS Proxy-cepBepom MaplLupyTusatopa 6e3 4oMNOoNHMTENBHOTO KOHGUIyprpoBa-
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HUA X KIMTMEHTCKUX NPOorpamm.
HaCTpOVIKa PacCMOTPEHHbIX MEXaHN3MOB (CbVIJ'IpraLI,I/IFI nakeToB, TPaHCIALUNA CETEBbIX

aZlpecoB M Npo3payHoe NPOKCUPOBaHME) BbINOSHAETCA KOMaHAoON iptables.
11.3. PopMmupoBaHue npaBun

Kaxxgoe npaBuino — 3710 CTpoka, cogepxawlasn B cebe kputepum, onpegensiowme, nogna-
AaeT N1 NakeT nog 3agaHHoe nNpaBuIio, N OENCTBME, KOTOPOEe HEOBXOOMMO BbIMOSHUTL B Criy4yae
BbINOSTHEHNSA KPUTEPUA.

lMpaBuna 3anuckiBaloTCA cnegyowmm obpasom:
iptables [-t table] command [match] [target/jump]

Ecnu B npaBuno He BknNioyaeTca cneuudukaTop [-t table], TO NO ymMonyaHuo npea-
nonaraeTcs ucnornb3oBaHue Tabnuupl £ilter, €Cnu xe NpeanonaraeTcsl UCNofb30BaHME OPYrown
Tabnuupl, To 3TO TpebyeTcs ykasaTtb ABHO. CrneundukaTop Tabnuubl Takke MOXHO yKa3blBaTb B
nobom mMecTe CTPOKM npasuna, ogHako bonee unm MeHee ctaHgapTHbIM CHMTAETCS yKasaHue
Tabnvubl B Hayane npasuna.

[anee, HenocpeACTBEHHO 3a MMEHEM Tabnuubl, AOMKHA CTOATb KOMaHaa. Ecnu cne-
umcukatopa Tabnuubl HET, TO KOMaH4a Bcerga AOMmKHa CTosATb nepBon. KomaHga onpenenser
Aenctene iptables, HanpuMmep, BCTaBUTb, 406aBUTb B KOHEL, LLENOYKN UMW yOanuTb NpaBumo u
T.N.

Pasgen matches 3agaeTt KpUTEPUM NPOBEPKU, NO KOTOPbLIM onpeaensieTcs, nognagaet
N NakeT nopg, AenCcTBMe 3TOro npasuia unm Het. 34eCb MOXHO yKasaTb CaMmble pasHble KpuTepum
— 1 IP-agpec UCTOYHMKA NakeTa Unu CeTn, U CETEBON MHTepdeNc, 1 T. 4.

MapameTp target ykasblBa€eT, kKakoe OENCTBME OOMKHO ObiTb BbIMOIHEHO NPU YCOBUN
BbINOSTHEHMA KpUTEPUEB B NpaBune. 34eCb MOXHO 3acTaBUTb AP0 nNepeaaTtb NakeT B APYryto
LenoYyKy npasun, «COpPOCUTbY NakeT M 3abbITb NPO HEro, BblAaTb Ha UCTOYHUK coobLeHne 06

oLnodKe un T.n.
11.4. NMopAAoOK NpoxoXAaeHUsa Tabnuy U Leno4vek

Korga naket npuxoaut Ha ceTeBon UIbTP, TO OH CHavyana nonagaeTt Ha ceTeBoe YCTPOou-
CTBO, NepexBaTbiBaeTCA COOTBETCTBYIOLLMM ApaiBEPOM U Aaree nepegaercs B 94p0. 3artem
nakeT NPOXoAMT HECKONbKO Tabnuy 1 nocne nepegaetcs Mo NnokanbHOMY NPUITOXEHUI0, NMMb6o

nepenpaensieTcst Ha Apyroin kKomnbtoTep. MNopsaok cnepoBaHus naketa npuesoauTcs B Tabnuue [42]

Tabnuuya 42
War | Tabnuua Llenoyka OnucaHue
1 = = KabGenb

2 = = CeteBol uHTepdenc (Hanpumep, eth0)
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LWar

Tabnuua

Llenoyka

OnucaHune

mangle

PREROUTING

Wcnonb3yetcst Ans BHECEHMS1 UBMEHEHMWIN B 3arofoBokK NakeTa, Ha-
npumep, Ans n3MeHeHust BUToB TOS U np.

nat

PREROUTING

McnonbayeTca anga TpaHcnsumMm ceTeBbiX aapecoB DNAT. SNAT Bbl-
NOSHSETCA No3aHee, B Apyron uenodke. Jltoboro poga dpunsrpauns
B 9TOM LIENOYKE MOXET NPON3BOAMTLCH TOSMbKO B UCKIIOYUTENBHbIX
cnyyasx

MpuHATME pelleHns O AarnbHenwen MapLipyTnsaumm, T.e. B 9TOM
TOYKe peluaeTcs, Kyoa nonaet naketT — foKanbHOMY NPUOXEHUIo
Wnn Ha Apyron ysen ceTu

filter

FORWARD

MonagaloT TONbKO Te MakeTbl, KOTOpble NAYT Ha APYrov KOMMbLo-
Tep. Bes domnbTpauna TpaH3MTHOrO Tpaduka JOMKHA BbINONMHATLCS
34ecb. Yepes 3Ty LenoyKky npoxoamnT Tpaduk B 06oMx Hanpaene-
HUAX, NO3TOMY 06513aTENBbHO YYNTbIBATL 3TO OOCTOATENBCTBO NpU
HanncaHum npasun puneTpaumm

nat

POSTROUTING

MpegHasHaveHa B NepByo ovepenb Ana SNAT. He ucnonb3oBaTb
ans unerpaumm 6e3 ocobon HeobxoanMocTU. 34€eChb Ke BbINOSHS-
eTCcs U MackapaguHr

BbixogHon ceTeBon nHTepdenc (Hanpumep, ethl)

Kabenb

MakeT NPOXoAMUT HEeCKOSbKO 3TanoB, Npexae Yem oH byaeT nepenaH aanee. Ha kaxaoom

N3 HMX MaKeT MOXET OblTb OCTAHOBIIEH. Ll,enquy FORWARD npoxoaAaT BCe MaKeTbl, KOTOpble

OBNXYTCA 4epes ceTeBOw CbMJ'Ipr. B tabnuue npencTtaBneH nopAaoK ABUMXEeHUA NnakeTa,

npegHasHa4YeHHOro fokanbHOMY MpoLUeCCy/NMPUIOXKEHUIO.

Tabnuuya 43
War | Tabnuuya Llenoyka Onucanue
1 = = KabGenb
2 = = BxogHon ceteBou nHTepdenc (Hanpumep, eth0)
OO6bIYHO MCnoMnb3yeTcsa AN BHECEHMS U3MEHEHWUIA B 3arofloBOK Nnake-
3 | mangle | PREROUTING
Ta, Hanpumep, Angd ycTaHoBkM 6UToB TOS 1 np.
MpeobpasoBaHne agpecoB DNAT. ®dunsTpaunsa nakeToB 3gecb A0-
4 | nat PREROUTING peobp Ap pau A A
nycKaeTCs TONMbKO B UCKIIOUUTENbHBIX CRy4Yasx
5 = = MpuHATNE peLleHns 0 MapLupyTusauum
dunbTpauusa BxogsLlero Tpaduka. Bce Bxogdawme naketbl, agpeco-
6 filter | INPUT BaHHbIE NoKanbHOMY NPUOXKEHUIO, NMPOXOAAT Yepes 3Ty LEenouKYy,
He3aBMCKMMO OT TOro, C Kakoro nHtepdernca oHM NoCTynunu
7 = = JlokanbHbIN NpoLecc/npunoxeHue

Ba)xHO MOMHUTD,

4YTO MakeTbl MAyT Yepeld uenodky INPUT, a He 4Yyepe3 FORWARD. B

Tabnuue (44| npegctaBneH Nopsiook ABMXXEHUS NaKeToB, CO3A4aHHbIX NoKanbHbIMU NpoLeccamu.
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Tabnuuya 44
War | Tabnuua Llenoyka OnucaHue
1 = = JlokanbHbIN npouecc
2 mangle OUTPUT BHeceHne naMeHeHui B 3arofnoBok naketa. dunsrpauus, BeliNonHse-
filter Mas B 3TON LienoYvke, MOXeT UMEeTb HeraTuBHbIE NOCNeacTBUs
4 | = _ MpuHATHE pelueHna o0 MapLupyTusaumn. 30echb peluaeTcs — Kyaa
nowaeT nakeT ganblue
3aechb BbiNonHAeTca SNAT. He cnegyet B 9ToW Lenodke Npon3BoanTb
UNbTPaLUIo NakeToB BO n3bexaHue HexenatenbHbIX No6oYHbIX ad-
5 nat POSTROUTING ® pall ®
dekToB. OgHaKo 1 34eCb MOXHO OCTaHaBNUBATb NaKETbI, MPUMEHAS
NONUTUKY NO YMONYaHmio — DROP
6 | = = CeteBown uHTepdeiic (Hanpumep, eth0)
7 = = KabGenb
mangle

B aton Tabnuue He cnegyeT npomsBoanTb NOOro poga omneTpauuo, MackKMpoOBKY Mn

npeobpasoBaHune agpecos (DNAT, SNAT), B HEW JOMNYCKAETCH BbINOMHATL AEWCTBUS, MPUBEAEHHbIE

B Tabnuue (45|
Tabnuuya 45
HenctBne Onuncanue
T0S BbinonHseT yctaHoBKY 6MTOB nons TOS. OTO none Ucnonb3yeTcst 4ns HazHaYeHus CETEBON
NONUTUKM OOCNYXMBAHUSA NAKeTa, T. €. 3a4a€ET XenaeMbli BapuaHT MapLipyTusaumum
TTL Wcnonb3yeTtcst Anst yCTaHOBKM 3HaYeHMs nonst TTL nakeTa
YcTaHaBnuBaeT creumanbHylo METKY Ha MakeT, KoTopas 3aTeM MOXET ObiTb NpoBepeHa
MARK OpyrMMin npaennamMmu B iptables unm gpyrummu nporpaMmmamu, Hanpumep, iproute2. C

NOMOLLbKO METOK MOXHO ynpaBndTb MapmpmisaumeVl nakeToB, OorpaHN4YnBaThb Tpad)I/IK n
T. M.

Tabnuua nmeeT aBe LenoYvKu:

- PREROUTING — UCMONb3yeTca Ons BHeCeHUd N3MEHEHUIN Ha BXOAE B CETEBOM CbI/IJ'Ipr

nepen npuHATUEM peLlleHnAa O MapLipyTm3aunm;

- OUTPUT — Ansi BHECEHUS UBMEHEHMWI B NAKETbI, NOCTYNatoLLMe OT NPUMOXEHUA BHYTPU

ceTeBon uUnbeTp.

nat

Tonbko I'IGpBbII7I nakeT U3 NOTOKa NpoxoanT Yepes Leno4kun 3TOM Tabnumubl. TpaHCJ'IFILI,MFI an-

pecoB Ui MaCckKMpoBKa NMPUMEHAKOTCA KO BCEM NnocneayrLinM naketam B NoOTOKE aBTOMATUYECKN.

Ans atoi Tabnuubl xapakTepHbl AeACTBUS, NpuBedeHHble B Tabnuue [46]
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Tabnuuya 46

HenicTtBue OnucaHune

MpownsBoauT nNpeobpasoBaHe aapecoB Ha3Ha4YeHNs B 3arofloBkax naketos. Opyrumm
DNAT crnoBamu, 3TUM OENCTBMEM NepeHanpaBnsTCs NakeTbl Ha Apyrne agpeca, OTNnYHbIe
OT YyKa3aHHbIX B 3arofioBKax NakeTtos

MCI‘IOJ’Ib3yeTCFI OnAa NSMeHeHNA NCXOOHbIX agpecoB NMakeToB. C nomoLubto 3TOro aen-

SNAT .
CTBUSI MOXXHO CKPbITb CTPYKTYPY JNTOKasnbHOW CEeTU
IMpuMeHsieTcst B TEX XKe Lensix, 4To U SNAT, HO B OTNIMYME OT NocregHen gaet bonee
CUIMbHYIO Harpysky Ha cuctemy. lNponcxoguT aTo NOTOMY, YTO KaXAbl pas, koraa Tpeby-
eTCcs BbINOMHEHNe 3TOro AencTBusa, nponssoauTtca 3anpoc IP-agpeca anga ykasaHHoOro
MASQUERADE A P A P AP Ana'y

B 0ENCTBUM CETEBOro UHTepdenca, B TO BpeMsd Kak ans SNAT |IP-agpec ykasbiBaeTcs
HenocpeAcTBeHHO. OgHako Gnarogaps Takomy oTnmymio, MASQUERADE MOXeET pabotaTb
B Cny4vasix ¢ guHamunyecknm IP-agpecom

Tabnuua nmeet ABe LENOYKN:

- PREROUTING — MUCMNOMb3yeTcs AN BHECEHUS U3MEHEHWUI B NaKeTbl HA BXOAE B CETEBOM

ouneTp;

- OUTPUT — 1cnonb3yeTca Ansa npeobpasoBaHnsi NAKeETOB, CO3A4aHHbIX NPUMNOXKXEHNAMMN

BHYTPWU CeTeBOro ounbstpa, nepeq NpUHATUEM peLLEHUST O MapLUpyTU3aLUuu.

filter

B aTon Tabnuue cogepxatca Habopbl NpaBus 4N BbINOMHEHUS hunbTpauum nakeTos.
[MakeTbl MOryT nponyckaTtbca ganee nMbo oTBepraTbCs B 3aBUCMMOCTU OT UX COOAEPXKUMOTO.

B tabnunue filter MOXHO BbINONHUTL DROP, L.OG, ACCEPT unn REJECT 6e3 kaknx-nmbo
CNOXHOCTEN, Kak B Apyrnx Tabnuuax. Imeetca Tpu BCTPOEHHbIX LENOYKM:

- FORWARD — mcnonb3yetcsa Ang punstpaumm naketos, MayLmx TPaH3MTOM Yyepes ceTe-

BOV (punbTp;

- INPUT — NpOXOASAT NakeTbl, KOTOpble NpeAHa3HayvyeHbl NoKanbHbIM MPUoXeHuam (ceTe-

BOMY huneTpy);

- OUTPUT — ucnonb3yeTcs ansa punbstpaumm Ncxogsawmx naketoB, CreHepMpoBaHHbIX

NPUNOXEHUSIMW HA CaMOM CETEBOM (PUnbTpe.
11.5. MexaHu3m TpaccUpPOBKU coeaUHEHUN

MexaHn3m TpaccupOoBKN COEANHEHNIN ABNSIETCA YaCTb CETEBOro ounbtTpa iptables u
YCTPOEH Tak, YToObl net filter MOr NONYYNTb MHOPMALMIO O COCTOSHUM KOHKPETHOIO COeanHe-
HUSA. Hanuume 3Toro mexaHmama no3BosseT co3gaBatb 6onee HagexHble HAbopbI NpaBun.

B npegenax iptables coeguHeHMe MOXET UMETb OQHO U3 YeTbIpeX 6a30BbIX COCTOSHUMN:
NEW, ESTABLISHED, RELATED 1 INVALID. [Ina ynpaBneHus nakeTamm Ha OCHOBE UX COCTOSAHMS
NCNosb3yeTcs KpUTeEPUn —-state. TpacCcMpoBLUKMK onpeaensaeT YeTblipe OCHOBHbIX COCTOSIHUS

kaxxgoro TCP- unn UDP-nakeTa n HekoTopble AONOSHUTENbHbIE XapakTtepucTuku. na TCP- n
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UDP-naketoB — aT0 |IP-agpeca otnpaButens u nonyvarend, NopTbl OTApaBUTENS U Nosiyvatens.

TpaccupoBka npomsBoauTca B Lenodyke PREROUTING. OTO O3HavaerT, YTo iptables
NpPOM3BOANT BCE BbIMUCIEHUS, CBA3AHHbIE C ONpPeaerieHneM COCTOSIHUS, B Npedenax 3Ton LienoYku.
Korga oTnpaBnsaeTcst UHNLMUPYOLLMIA NAKET B NOTOKE, TO EMY NpUCBanBaAETCS COCTOsIHME NEW, a
Koraa BO3BpallaeTcs naket oTBeTa, TO COCTOSAHNE COeANHEHUSA N3MEHSIETCS Ha ESTABLISHED un
T. 0.

Tabnuua TpaccmpoBku

Tabnuuy TpaccupoBLLMKa MOXHO HanTu B hanne /proc/net/ip_conntrack. 3gecb
COOEPXKUTCA CMNCOK BCEX aKTUBHbIX coeanHeHnin. Ecnn moaynb ip_conntrack 3arpyxeH, TO
KoMaHga cat /proc/net/ip_conntrack AOMKHaA BbIBECTU:
tcp 6 117 SYN_SENT src=192.168.1.6 dst=192.168.1.9 sport=32775 dport=22

[UNREPLIED] src=192.168.1.9 dst=192.168.1.6 sport=22 dport=32775 use=2

B atom npumepe coaepxutcs Bca MHGOpPMaLmMs, KOTopas 3BECTHA TPACCUPOBLUMKY MO
KOHKpEeTHOMY coefuHeHuto. [lepBoe, YTO MOXHO YBUAETbL — 3TO Ha3BaHWE NPOTOKOMa, B JaHHOM
cnyvyae — tcp. [anee cnegyet HEKOTOpOE YUCNO B OObIMHOM [ECATMYHOM MNpencTaBfieHUN.
Mocne Hero criegyeT Yncno, onpeaensowee «KBPEMS XU3HNY 3anucun B Tabnumue (T. e. KoNMYecTBo
CeKyHf, Yepes KoTopoe uHdopmaums o coeanHeHnn ByaeT yaaneHa us tabnuubl). B npuBeaeHHOM
npumMmepe 3anucb B Tabnuue byaet xpaHuTbed ewe 117 ¢, ecnu Yyepes aTo coeanHeHne bornee
He npocreayeT HU OQHOro nakeTa, B NPOTMBHOM Crlydae 3TO 3HavyeHue OyaeT yCTaHOBIEHO B
3Ha4YeHMe Mo YMOSHaHUO Ans 3a4aHHOr0 COCTOSIHMA. OTO YUCMO YMeHbLUAaeTcs Ha 1 Kaxayto
CEeKyHy.

[anee cnenyeT (hakTnyeckoe COCToAHNE coegmHeHns. B npumepe aTo COCToAHUE nme-
€T 3Ha4yeHne SYN_SENT. BHyTpeHHee npeacrtaBneHuMe COCTOSAHUS HECKONbKO OTNn4aeTcst oT
BHeLUHero. 3Ha4yeHne SYN SENT roBOpuT O TOM, YTO Yepes JaHHOe coeaMHEHNe npocrenoBan
eauHcTBeHHbIN nakeT TCP SYN. [lanee pacnonoxeHbl agpeca oTnpasuTens v nornyyartens, nopThbl
oTnpasuTens n nonydarens. 34ecCb e BUOHO KNYeBoe COBO, KOTOPOe COObLLaeT 0 TOM, YTO
OTBETHOro Tpadurka 4Yepes 310 COeaAnHEHNe elle He BbIno.

MpuBogunTCca gononHuTenNbHas MHoOpMaLUnsa No oxmagaemomy nakety, ato IP-agpeca oT-
npasuTens/nonyyartens (Te e camble, TONbKO MOMEHSABLUMECS MECTaMMU, T. K. OKMOAETCS OTBETHbLIN
nakeT), TO XXe KacaeTcsi 1 NopTOB.

lMocne nonyyeHus nakeTtom OTBETA TPACCUPOBLLMK CHUMET donar [unreplied] 1 3ame-
HWUT ero ¢narom [assured]. OTOT dnar coobLlaeT, YTO COeaUHEHNE YCTAHOBIEHO YBEPEHHO, U
aTa 3anncb He ByadeT cTepTa No JOCTUXKEHUM MaKCMMaribHO BO3MOXHOIO KOfiMyecTBa Tpaccupye-
MbIX COeAMHEHUN. MakcMmManbHoe KONMYeCcTBO 3anncen, KOTopoe MOXET coaepxaTbca B Tabnuue,
3aBMCUT OT 3HAYEHUSA MO YMOSYaHUIO, KOTOPOE MOXET ObiTb YCTAHOBMEHO BbI3OBOM (OYHKLINK

ipsysctl.
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[nsa o6bema O3Y 256 Mb 3HayeHue cooTBeTcTBYET 16376 3anncam. MOXXHO NOCMOTPETb
N U3MEHUTb 3TO 3HAYEHME Yepes:
/proc/sys/net/ipv4/ip_conntrack max

CocTrosiHuA

CeTteBble nakeTbl MOTYT MMETb HECKOMNbKO Pasfn4yHbIX COCTOAHUIN B nNpeaenax sapa B
3aBUCMMOCTM OT Tuna npotokona. OgHako BHe Aapa UMEETCH TOSMbKO YeTblpe COCTOSIHUSA, Kak
ObINo0 ckasaHo Bbiwwe. [MapameTpbl, ONUCHIBaKOLWME COCTOSHME NaKeTa, UCMOMb3YIOTCS B KPUTEPUN
--state. [lonycTumMbiMn aBNSAOTCA: NEW, ESTABLISHED, RELATED n INVALID.

B Tabnuue (47| nogpobHO pacCMOTPEHbI KaXgoe U3 BO3MOXHbIX COCTOSIHUIA 1 NpuBeaeHbl

Heobxogumble KOMMEHTapun.

Tabnuuya 47
CocTtosiHne Onucanune
CoobuaeT 0 TOM, YTO MaKeT SIBMSiIeTCS NepBbIM ANt AaHHOrO CoeduMHeHud. JTo
NEW O3Ha4yaeT, YTO 3TO NEepPBbIN NakeT B AAHHOM COEAMHEHNN, KOTOPbLIN YBUOEN MOgyrb
TpaccupoBLLMKa
[oBOPUT O TOM, YTO 3TO HE MEPBLIN NAKET B coeaAnHeHUN. [1ns nepexoda B COCTOsIHUE
ESTABLISHED HeoGX0auMMO, YTOObI O4MH KOMMbBIOTEP nNepenarn naket u nostyyun Ha
ESTABLISHED

Hero OTBET OT ApYroro koMnbtoTepa. [locne nonyyeHnsa oTBeTa NpuU3Hak coeanHeHns
NEW 6yaeTt 3amMeHeH Ha ESTABLISHED

MosBnseTcs, ecnv aHHoe coeauHeHNe CBA3aHO C APYIMM COEAMHEHNEM, UMEIOLLIUM
RELATED npusHak ESTABLISHED, T.e. cOeAUHEHME VUHULMNPOBAHO U3 YXKe YCTaHOBIEHHOIo
coeguHeHud, nMmetrowero npusHak ESTABLISHED

[OBOPUT O TOM, YTO NakeT He MOXET ObITb MAEHTUMDULNPOBAH U NOITOMY HE MOXET
UMeTb onpedeneHHoro cratyca. 3To0 MOXET NPOUCXOAUTb MO pasHbIM MpUYUHaM,
INVALID HanpuMep, NP1 HexBaTke NamMsaTyu unu npu nonyveHnn ICMP-coobuleHusi, koTopoe
He COOTBETCTBYET KakoMy-nmbo N3BECTHOMY COeAMHEHMIO. Hanny4dwmm BapnaHTom
ObIr1o 6bl NpMMeHeHne gencTenst DROP K Taknm naketam

Tabnuubl

MapameTp -t ykasbiBaeT Ha ucrnonb3dyemyo Tabnuuy. Mo ymonyaHuio mMcnonb3yerca
Tabnuua filter.

KomaHabl

B Tabnuue NPUBOOMTCA CMMCOK KOMaHA, KOTOpble UCMOMb3YyHTCA B iptables, 1
npaBuna ux ncnonb3oBaHus. NocpeacTBoM AaHHbIX KOMaHL iptables y3HaeT, YTo Heobxoammo
BbINONHUTL. OBbIMHO NpeanonaraeTcs O4HO U3 ABYX AEWCTBUN — 3TO fobaBneHne HOBOro npasuna

B LIEMOYKY MNN yaaneHue CyLLecTBYHOLLIEro npasuna u3 Ton Unm MHon Tabnuubl.
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Taobnuuya 48
KomaHpa Mcnonb3oBaHue

[lobaBnsetr HOBOe NpaBuIo B KOHeL, 3aaHHON LIEMOYKMN.

-A, --append Mpumep
iptables -A INPUT
YanansieT npasuno u3 uenoyvkn. KomaHga nmeet asa oopmara 3anmcu: nepsbii
— KOrga 3aJaeTcsl KpUTEPUIA CpaBHEHUS C onuMen —D, BTOPON — NOPSAKOBbI
HoMep npaBuna. Ecnun 3agaetcs KpUTepuin CpaBHEHUS, TO yaanseTca npasu-
no, KoTopoe NMEeET B cebe 3TOT KpUTepui, ecnu 3agaeTca HoMep npaBuna,

-D, --delete To BygeT yaaneHo npaBuio ¢ 3agaHHbIM HoMepoM. CYeT npaBuI B LenoYKax
Ha4YMHaEeTCAa C eANHULbI.
Mpumep
iptables -D INPUT --dport 80 -j DROP, iptables -D
INPUT 1
BbinonHaeT nepenMmeHoBaHME Nob30BaTENbCKONW Lenodkn. B npumepe ue-
noyka allowed BygeT nepenmeHoBaHa B Uenoyky disallowed. OTU nepe-
MMEHOBaHWSI HE N3MEHSIIOT NopsiaoK paboThl.

-E, —--rename-chain

Mpumep
iptables -E allowed disallowed

KomaHaa gomkHa 6bITb ykasaHa Bceraa

—-—flush

C6poc (yaaneHue) Bcex nNpaBun U3 3agaHHou LenoYku (tabnuupl). Ecnu nvsa
LenoYkn u Tabnuupbl He yKka3sbliBaeTCd, TO yoansoTCca BCce npasusia BO BCEX
LienoYkax.

Mpumep
iptables -F INPUT

-—-insert

BcraBnsietT HoBoe npaBumno B Lenoyky. Yucno, criegytolee 3a MMeHeM Lie-
MOYKK, YKasblBaeT HOMep npasuna, neped KOTopbiM CreayeT BCTaBUTb HOBOE
npaBuno. B npumMepe Bhbille yKka3biBaeTCsl, YTO AAHHOE NPaBUIO AOMKHO ObiTh
nepBebiM B Lienoyke INPUT.

Mpumep
iptables -I INPUT 1 --dport 80 -j ACCEPT

--list

BbiBOA cnvcka npaBun B 3aAaHHON LiEnoyke. B HxenpuBeaeHHOM npumMepe
npeanonaraeTcsa BbIBOA NpaBun U3 LieNnoYkn INPUT. Ecnmn nms LenoYkun He
yKa3blBaeTCs, TO BbIBOAUTCA CMMCOK MpaBun Ans Bcex Lenodek. dopmar
BbIBOAA 3aBUCUT OT HanM4mnsa JOMNONHUTENbHBIX KINoYel B KoMaHae, HanpuMep
-n, -v 1 np.

Mpumep
iptables -L INPUT

--new-chain

Cos3pgaeTcsa HoBas Lenoyka ¢ 3agaHHbIM MMEHeM B 3adaHHou Tabnuue. B
HUXXenpmuBegeHHOM npumepe co3fgaeTcd HoBas Lenoyka ¢ umMeHemM allowed.
NmMsa uenoykm omkHO BbITb YHUKaNbHBIM U HE JOMKHO CcoBnNaaaTh C 3apesep-
BMPOBaHHLIMW UMEHaMK LienoYdek 1 agenctsnin (DROP, REJECT u T.1.).

Mpumep
iptables -N allowed
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OkoHyaHue mabnuubi 48

KomaHga Mcnonb3oBaHue

Onpepensert NOMUTKKY MO YMOMYaHWio Ans 3aaaHHoN Lenodku. Monutuka no
yMOMUYaHWUI0 onpeaensieT AeiCTBMe, MPUMEHAEMOe K NakeTam, He NonasLmnmm
. noa AeViCTBME HU OOHOMO M3 NpaBurn B Liernovke. B kayecTse NonuTukm no
-P, --policy yMOM4aHuIo AonyckaeTcs ucrnonb3oBaTb DROP, ACCEPT M REJECT.

Mpumep
iptables -P INPUT DROP

[aHHasa komaHga 3aMeHsieT OgHO npasuIiio gpyrnuM. B ocHOBHOM OHa Mcnonb-

3yeTcs BO BpeMs OTnafKku HOBbIX npasun.
-R, --replace
Mpumep

iptables -R INPUT 1 -s 192.168.0.1 -j

YnaneHue 3agaHHOM LENOYKN U3 3a4aHHON Tabnuubl. Yoansemas Lenodka
He JOIMKHa UMETb NPaBum 1 He JOMKHO BbITb CCbINOK U3 APYrMX LienoYek Ha
yaansemyto Lenoyky. Ecnv ums uenodku He ykasaHo, To 6yayT yaaneHs! Bce
-X, --delete-chain| UeNoYku, onpeaeneHHble koMaHaoi N B 3aAaHHomn Tabnuue.

Mpumeptsbl:
1. iptables -X allowed
2. iptables -P INPUT DROP

OG6GHyneHne BceX CHETYMKOB B 3agaHHOM uenodke. Ecnu nms uenodkn He
yKasblBaeTCs, TO Nogpa3yMeBaoTcs Bce Lenoyku. Mpu ncnonb3oBaHmMm Knoya
-V COBMECTHO C KOMaHAoW -1 Ha BbiBOA OyaAyT NodaHbl U COCTOSIHUS CYET-
-%Z, --zero YMKOB MAKETOB, MOMAaBLUMX MOA4 AENCTBUE Kaxkaoro npasuna. [onyckaeTtcs
COBMECTHOE UCMOoNb30BaHMe koMaHa -L u -Z. B aTom cnyyae 6Gyget BblaaH
CHayana Cnucok nNpasBuSl CO cYeTYMKaMK, a 3aTem npomnsonget obHyrneHne
CYETYNKOB

Knrouu
HekoTopble KOMaHAbl MOTyT UCMOSb30BaTbLCS COBMECTHO C AOMOMHUTENBHLIMU KINOYaMu.

MepeyeHb KnoYen 1 1x onucaHue npveegeHsl B Tabnuue 49

Tabnuuya 49
Knitou Onucanune
Mcnonb3yeTcsa BMecTe ¢ kKOMaHaaMn —--insert, -—append U —-replace
npy co3gaHUM HOBOIO NMpaBuna Ansg yCTaHOBKM CYETUYMKOB NakeToB U 6anT B
c, —-—-set-counters

3afjaHHoe 3Ha4veHue. Hanpumep, Koy -—set-counters 20 4000 ycTaHo-
BUT cYeT4YMK naketoB B 20, a cyetymk 6ant B 4000

Mcnonb3yeTca BMecTe ¢ KOMaHaon —-1ist, BKMAOYaAET PeXUM BbiBOAA HO-
—--line-numbers MEpPOB CTPOK MpY OTOOpaXeHUn cnmcka npasust komaHgon —-1ist. Homep
CTPOKM COOTBETCTBYET NO3MLMK MpaBuna B Lienoyke

MoxeT ucnonb3oBaTbCs ¢ MO0 KOMaHA4OoN, onpeaensieT KomaHay 3arpys-
--modprobe KM mMoadyns sigpa. [aHHblA KoY MCMonb3yeTcs B criyvyae, ecnv KomaHaa
modprobe HaxoAMTCst BHE MyTW Noucka

Mcnonb3yeTcst BMecTe ¢ koMaHaon —-1ist. 3acTaenser iptables BbIBO-
n, --numeric AnTb IP-agpeca n Homepa NopToB B YMACNOBOM BUAE, NPeaoTBpaLLas NonbITKMI
npeobpa3oBaTb NX B CUMBONMYECKME MMEHA
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OkoHyaHue mabnuusb! 49

Krnirou

OnucaHwne

-V,

—--verbose

Mcnonb3yeTcs BMecTe C kOMaHgamMnm --list, --append, --insert,
-—delete U -—replace ANs NOBbILEHMA NHPOPMATUBHOCTK BbiBoAaA. B cny-
Yyae MCMNonb30BaHMs C KOMaHAOMW ——1ist B BbIBOO 3TOW KOMaHAbl BKIHOYaOT-
csl Takke UMs MHTepdenica, CHETYMKN NAKETOB M OalT AN Ka)4oro npasuna.
dopmart BbIBOAA CHETYMKOB NpeanonaraeT BbIBOA, Kpome Lmdp Yncna, ewle un
cumBOnbHblE MHOXMTENM K (x1000), M (x1,000,000) n G (x1,000,000,000). Onsa
TOro YTobbl 3aCTaBUTbL KOMaHAy --1ist BbIBOAUTL NoOfHoe vucno (6e3 yno-
TpebneHnsa MHoOXUTENEN), TpebyeTcs NPUMEHNATL KIoY —x, KOTOPbIA OnMcaH
Hwxe. Mpn ncnonb3oBaHUU ¢ 4pyrMMyM KOMaHgamu Ha BbiBog 6yaeT BbiaaH
NnoAapoOHLIA OTYET O NMPOM3BEAEHHOM Onepauun

_X,

-—exact

VMcnonb3yeTcs BMecTe ¢ kKoMaHgon ——1ist. [Ina Bcex ynMcen B BbIXOOHbIX
OaHHbIX BbIBOOSATCA MX TOUHbIE 3Ha4YeHWs 6e3 okpyrneHus n 6e3 npumeHeHns
MHOXUTENen K, M, G. BaxHO TO, YTO AaHHbLIN KITHOY NUCMOSMb3YyeTCs TOSMbKO C
KOMaHOoON —-1ist U He NPUMEHSIETCS C APYIMMW KOMaHOaMu

11.6. Kputepum BbiaeneHnsa nakeToB

BbloenswoTtca crieayowme Kputepum:

1) obwue — KpuTEpPUN, KOTOPbIE JOMYCTMMO YyNoTpebnsaTh B Ntobbix npaBunax. OHU He

3aBMCST OT TuNa NpoTOKofa U He TpebylT NoAarpy3ku Moayren paclumpeHusi. B aty

rpynny nobaeneH KpI/ITepI/Iﬁ --protocol, HECMOTPA Ha TO, YTO OH UCMOJSIb3YETCH B

HEKOTOPbIX cneundUYHbIX OT NPOTOKONa paclmnpeHnsx. Hanpumep, npu ncnonb3oBa-

Hun TCP-kpuTtepmsa HeobxoaMmMo UCNOoNb30BaTb U KPUTEPUA ——protocol, KOTOPOMY B

Ka4decTBe OOMOJIHUTESNIbHOIO Krto4va nepegaetcd Ha3BaHune npoTtokosia — TCP. OgHako

—-—-protocol cam no cebe asnsietcsa KPpUTEPUEM, KOTOprI‘/II NCcnofib3yeTca Ana ykasaHusa

TUNa npoToKoa;

2) HEeABHbIE — 3TO KPUTEPUN, KOTOPbIE NOArPyXarTCA HEABHO N CTAHOBATCA OOCTYIMHbI,

Hanpumep, Npu ykaszaHuu Kputepusi ——protocol. CywwecTByeT Tpu aBTOMaTU4ECK/ NOA-

rpykaembix pacmpenus: TCP-, UDP- n ICMP-kputepun. 3arpyska aTux paclumpeHumn

MOXXET NPOM3BOANTLCS U IBHbIM 0O6pa3oM C MOMOLLBIO KNtoya —m, ——match, Hanpumep:

-m tcp

3) nepen ncnosrib3oBaHMeEM BbllLEONMUCaHHbIX pacmmpeHMVl OHW OOIMKHbI ObITb 3arpyxeHbl

SIBHO, C MOMOLLbIO Kntova —m unn ——-match. Tak, Hanpumep, ecrin NCnonb3oBaTb KPUTEPUN

—--state, TO criegyeT sABHO yKa3aTb 3TO B CTPOKe MNMpaBuiia —-m state nesee UCMNOJ1b3y-

€MOro Kpnutepu4. Bce otnnuune Mexay ABHbIMU U HEABHBLIMU KPUTEPUAMU 3aKitoHaeTCcdA

TOJIbKO B TOM, 4YTO NnepBble HeobxoaMmo noarpyxartb 4BHO, a BTOpPbIE MOArpy>xarTcA

aBTOMaTU4eCKN.
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11.7. JenctBuA 1 nepexoabl

[denctBnsa n nepexoabl coobLLAT NpaBuny, YTO HEOOXOANUMO BbINOMHUTL, ECINU NaKeT
COOTBETCTBYET 3alaHHOMY KpuTeputo. Yalle Bcero ynotpebnsawTtca aencTenst ACCEPT 1 DROP.

OnncaHve nNepexoaoB B NpaBunax BbIMMSAAUT TOYHO TakK e, Kak U onncaHue OencTBui, T. e.
CTaBUTCS KIMOY —3 U yKa3biBAETCS Ha3BaHWe LIenoYku NpaBus, Ha KOTOPYH BhIMOMHSETCA Nepexom.
Ha nepexoapbl HaknaabiBaeTcs psa orpaHUYeHnin, nepBoe — Lienoyka, Ha KOTOPYH BbINOMHAETCS
nepexon, AOIKHA HaxoaAUTLCA B TOW e Tabnuue, YTo M Lerno4vka, U3 KOTOPOoW 3TOT nepexop
BbIMOSHAETCS; BTOPOE — LIENoYKa, SABNSLIascs Lenbio nepexoaa, AomkHa ObiTb co3gaHa Ao Toro,

Kak Ha Hee ByayT BbINOMHATLCS NEPexoabl.

Mpumep
Cospatb Uenoyky tcp_packets B Tabnuue filter ¢ NOMOLWbLIO KOMaHAbI:
iptables -N tcp_packets
BbINONHATL Nepexobl Ha 3Ty LIEeMNOYKY:
iptables -A INPUT -p tcp -j tcp_packets
T.e., BCTpeTMB nakeT npoTtokona TCP, iptables Npou3BeAET Nepexos Ha LEeNoYKy tcp_packets

N NPOOOIMKUT OABMXXEHNE NakeTa MNno 3TOM LIeMNoYKe.

Ecnu naket gocTtur KoHUa LEenoYkn, To OH OyaeT BO3BpaALLEH B BbI3bIBAOLLYIO LIEMNOYKY
(B npumepe — 310 yenovka INPUT) 1 ABUXEHWE nakeTa NPOLOIMKUTCS C npasuna, cnegyroLero
3a NpaBuIioM, Bbi3BaBLLEM nepexon. Ecnu k nakeTy Bo BroXXeHHOW Lenoyke 6yaeTt npuMeHeHo
aenctene ACCEPT, TO aBTOMaTMYeCKM NakeT OyaeT cuMTaTbCd MPUHATLIM M B Bbi3blBAlOLLEN
Leno4dke n yxxe He ByoeT npogosmkaTtb ABUXKEHWE MO Bbi3biBalOWMM Lenovkam. OgHako naket
nongeT no Apyrum Lenoyvkam B Apyrnx tabnuuax.

[encTBne — 310 NpegonpeneneHHas KomaHaa, onucbiBatoLLas 4eNcTBme, KOTopoe Heob-
XOOAUMO BbIMNOSIHUTb, €CIM MNaKeT coBnan ¢ 3afgaHHbIM KpuTepmneM. Hanpumep, MOXXHO NMPUMEHUTb
aencteme DROP unn ACCEPT K nakeTy. B pesynbrate BbINOMHEHUS O4HUX OEACTBUA NAKET npekpa-
LLIaeT cBOe NpOoXOXAeHne no Lenodvke, Hanpumep DROP n ACCEPT; B pesynbrate apyrux, nocne
BbIMNOSNIHEHMS HEKUX OMnepaunin, NPoAoIKaeT NpoBePKY, Hanpumep LOG; B pe3dynbrate paboTbl
TPETbUX — faxe BUOAOU3MEHSIETCS, Hanpumep DNAT 1 SNAT, TTL 1 TOS, HO TakK e npogosnkaeT
NpoaBMXEHME NO LienoykKe.

ACCEPT

Ecnn Hag nakeTom BbINOMNHAETCH AencTene ACCEPT, TO NakeT npekpawlaeTt ABUKEHNE No
uenoyke (M BCeM Bbi3BABLUMM LiEMOYKaM, ECIM TEKYLLAs Lienoyka Obinia BIOXKEHHOW) U cUMTaeTcs
NPUHATBLIM, TEM HE MeHee, NaKeT NPOAOIKUT ABMXKEHME MO LUenodykam B Apyrnx Tabnumuax n Moxet
ObITb OTBEPrHyT Tam. [lencTBue 3agaeTcs C NOMOLLbIO Kntoya —j ACCEPT. [JONONHUTENbHbIX

KIoYen He umeer.
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DNAT

DNAT ucnosb3yeTcs Ans npeobpasoBaHust agpeca MecTta HasHadeHus B |IP-3aronoske
naketa. Ecnun nakeTt nognagaet nog KpUTepuid NpaBunia, BbiNomHAKLWEro DNAT, TO 3TOT NaKeT U
BCe nocregyoLlme nakeTbl U3 3TOro e noToka 6yayT nofBeprHyTbl NpeobpasoBaHnio agpeca
HasHa4yeHusi 1 nepedaHbl Ha Tpebyemoe YCTPOMCTBO, KOMMLIOTEP UIN CETb.

MoXeT BbINOMHATLCA TOMbKO B Lienovykax PREROUTING M OQUTPUT Tabnuupbl nat U BO
BIOXEHHbIX NoALIenoYKax.

Kntou ans penctBust DNAT — --to-destination.

Mpumep
iptables -t nat -A PREROUTING -p tcp -d 15.45.23.67
--dport 80 -j DNAT --to-destination 192.168.1.1-192.168.1.10

OTOT KIoY yKasbIBaeT, kakon |IP-agpec gomkeH 6bITb NoagcTaBneH B kKa4yecTBe agpeca
MecTa HasHadyeHus. B BbilwenpmBegeHHOM npuMepe BO BCEX MakeTax, nNpulleilmx Ha agpec
14.45.23.67, agpec HazHa4YeHnsa 6yneT M3MEHEH Ha OO4MH U3 AMana3oHa oT 192.168.1.1 go
192.168.1.10. Bce nakeTbl 3 ogHoro notoka 6yayT HanpaenNATbLCA HA OOWH M TOT XXe agpec, a
ANs Kagoro HoBOro notoka 6yaert BbIbMpaTbCs OANH U3 aApecoB B YkadaHHOM AnanasoHe Cny-
YanHbIM obpasoM. MOXHO Takke onpenenuTb eauHCTBEHHbIN IP-agpec. MOXHO 4OMONHUTENBHO
yKasaTb NopT uUiv ananasoH NOpPTOB, Ha KOTOpbIV (KoTopble) ByaeT nepeHanpasneH Tpaduk. Ons
atoro nocre IP-agpeca 4yepes ABoeTouMe yKkasaTb NOpT, Hanpumep:
—--to-destination 192.168.1.1:80
A8 yKasaHua guanasoHa nopTos:
—--to-destination 192.168.1.1:80-100

CuHTakcuc genctemim DNAT M SNAT BO MHOMOM CXOX. YKaszaHue MOpToOB LOMycKaeTcs
TONbKO Npu paboTe ¢ NPOTOKONOM TCP unu UDP, Npy HanNuynmn onumm ——protocol B KpUTEPUMN.

DROP

DROP cbpacbiBaeT nakeT n iptables 3abbiBaeT 0 ero cywecrsoBaHnn. COpOLLEHHbIE
nakeTbl NpeKkpaLLaT CBOE ABMXEHME MNOMHOCTLIO, T. €. OHWU HE NepefarTcsa B Apyrme tabnuupl,
KaK 3TO NpoucxoauT B crnyvae ¢ gencremem ACCEPT. CrieqyeT NOMHUTb, YTO AaHHOE AeNCTBue
MOXeT UMETb HeraTMBHblEe MOCIEACTBUS, MOCKOMbKY MOXET OCTaBMATb HE3aKpbITble COKEThI
Kak Ha CTOpOHe cepBepa, Tak U Ha CTOPOHE KMWeHTa, Haumyywum cnocobom 3awmTtel Oyaet
ncnonb3oBaHne genctend REJECT, 0COGEHHO Nnpu 3aLUmMTe OT CKaHMPOBAHMUS MOPTOB.

LOG

LOG CnyXuT ANS XXypHanMpoBaHUs OTAErNbHbIX MNakeToB N cobbiTU. B XXypHan moryT
3aHoCcUTbCA 3arosnioBku IP-naketoB n gpyras nHtepecyowas nHpopmaums. MHpopmauyus ms
XypHarna MoxeT ObiTb NpoYnTaHa ¢ NMOMOLLbI dmesg UK syslogd, NMBO C NOMOLLbLIO APYrnX

KOoMaHA.
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Kntoun gencteusa LOG npuBedeHsl B Tabnuue (50

Taobnuuya 50

Krito4 OnucaHne

Wcnonb3yeTca Ans 3afgaHvns ypoBHS XypHanuposaHus. MoxHo 3agaTe cneay-
owme ypoBHu: debug, info, notice, warning, warn, err, error, crit
alert, emerg N panic. KniouyeBoe CrioBo error O3Ha4yaeT TO Xe caMoe,
YTO N err, warn — warning U panic — emergqg. [lpnoputeT onpenendaer
pasnuuusa B TOM, Kak ByayT 3aHOCUMTbCA coobLeHnsa B XXypHan. Bce coob-
LLeHNA 3aHOCATCHA B XypHarn cpeacteamu agpa. Ecnn yctaHOBUTL CTPOKY
--log-level kern.=info /var/log/iptables B hainne syslog.conf, T0o Bce C006-
leHus u3 iptables, ncnonbeaywuwme ypoeeHb info, 6yayT 3aHOCUTLCS B
dann /var/log/iptables. OgHako B 3TOT hann nonagyT v Apyrue coob-
LeHnsa, nocTynatmoLwime 13 apyrux nogcnucTem, Kotopble UCNonb3yT YPOBEHb
info.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-level debug

3apaeT npeduKc, KoTopbii OydeT CTOATb nepen BCEMWU COOOLLEHUSMU
iptables. CoobuweHunsa co cneundudHbiM NpedrnKcom 3aTtemM Nerko Mox-
HO HaWTW, K NpuUMepy, ¢ NomoLlblo grep. lNpeduKkc MOXeT cogepxaTb A0

--log-prefix 29 cumBOnOB, BKIOYas npobensbi.
Mpumep
iptables -A INPUT -p tcp -j LOG --log-prefix "INPUT
packets"

Mo3BonsieT 3aHocUTb B XXypHan Homep TCP Sequence-naketa. Homep TCP
Sequence naeHTNMOUUNPYET KaXKabl NakeT B NOTOKe M onpeaenseT nopsi-
AOK COOpKM NOTOKa. ATOT KNoY NoTeHumnarnbHO onaceH ans 6esonacHocTn
CUCTEMbI, €CITN CUCTEMHbIN XXypHan paspeluaeT AOCTYN «Ha YTeHME» BCEM
--log-tcp-sequence K Goi Y Y 6

nons3oBartensam. Kak n ntobon apyron xypHan, cogepxawum coobLleHus ot
iptables.

Mpumep
iptables -A INPUT -p tcp -j LOG --log-tcp-sequence

[Mo3BONSIET 3aHOCUTL B CUCTEMHbIV XXypHan pasnuyHble CBEAEHUS U3 3arofioB-
ka TCP-naketa. Takasg BO3MOXHOCTb MOXET ObITb NonesHa npu otnagke. 10T
--log-tcp-options | KIMOY HE UMEET AOMONHNTENbHbIX NapaMeTpoB.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-tcp-options

[Mo3BONSIET 3aHOCUTL B CUCTEMHbIV XXypHan pasnuyHble CBEAEHUS U3 3arofnoB-
ka IP-naketa. Bo MHOrom cxox ¢ knto4oM -—log-tcp-options, Ho paboTtaeT
-—log-ip-options TOnbKO C |P-3aromnoskom.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-ip-options

MARK
MARK MCMomnb3yeTcs AN yCTAaHOBKN METOK AS15 OnpeAeneHHbIX NakeTos. 3TO AelcTB1e Mo-

XKET BbINOJTHATBLCA TOJIbKO B npeaenax Tabnuubl mangle. YcTaHOBKa METOK 0ObIYHO ncnorb3yeTcd
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ANSA HY>XXO MapLUpyTM3auumn NakeToB MO pasnNnyYHbIM MapLupyTam, Ans orpaHn4eHns Tpadumka u T.n.
MeTka nakeTa cyLlecTByeT TOMNbKO B Nepuoa BpeMeHU, NoKa NakeT He MNOKMHYN GpaHamayap, T.e.
MeTKa He nepeaaetcs no cetn. Ecnv HeobxoanMMo Kak-To MOMETUTb NaKeTbl, YTOObI NCMONbL30BaTb
MapKUPOBKY Ha APYroM KOMMbKTEPE, TO MOXHO MaHUNynMpoBaTb Gutamm nonsa TOS.

Kntoy anga gencreust MARK — —-—set- — yCTaHaBNMBAET METKY Ha nakeT. [Nocne knto4a

--set-mark OOMXKHO cnegoBaTh Lienoe Yucro.

Mpumep
iptables -t mangle -A PREROUTING -p tcp --dport 22 -j MARK --set-mark 2

MASQUERADE

MackapagunHr nogpasymeBaeT nonyyveHue |IP-agpeca ot 3agaHHOro ceTeBoro MHTepgenca,
BMECTO NMPSIMOro ero ykasaHusi, Kak 370 AenaeTca C MOMOLLbIO Kroya —-to-source B AENCTBUN
SNAT.

Henctene MASQUERADE MOXET OblTb MCNONb30BaHO BMECTO SNAT, JaXe eCnn MMeeTCs
NocToSAHHbIN IP-agpec.

MASQUERADE Ao0nycKaeTcs yKa3sblBaTb TOMbKO B Lenoyke POSTROUTING Tabnuubl nat,
Tak e Kak U gencrteme SNAT. MASQUERADE MMEET KIo4, MCNOMb30BaHWe KOTOPOro HeobszaTenb-
HO.

Kntou ansa gencreua MASQUERADE — —--to-ports — UCMNONb3yeTcs AN ykasaHuda nopra
WCTOYHMKA MUy guanasoHa nopToB ucxogsuwero nakera. MoXHo ykasaTb O4uH MOpPT, HanpuMep:
--to-ports 1025
UM guanasoH nopToB:

--to-ports 1024-3100
OTOT KI104 MOXKHO MCMNOSb30BaTh TOMLKO B NpaBunax, rae KpUTepun cogepXuT siBHoe

ykasaHune Ha npotokon TCP nnn UDP ¢ nomoLybio Kntoya —-protocol.

Mpumep
iptables -t nat -A POSTROUTING -p TCP -j MASQUERADE --to-ports 1024-31000

REDIRECT

REDIRECT BbIMNOMHSAET NepeHanpasneHne naketoB 1 NOTOKOB Ha APYron nopT TOro e
camoro KomMmnbloTepa. K npumepy, MOXXHO nakeTbl, noctynatowme Ha HTTP-nopT, nepeHanpaBuTb
Ha nopT HTTP-npokcu. [enctBne REDIRECT OYeHb yOOOHO ANsi BbINOMHEHUS MPO3payvyHOro
npokcupoBaHua (transparent proxying), korga komnbetoTepbl B JIBC gaxe He nogospeBaloT O
CYyLLEeCTBOBaHUN NPOKCMU.

REDIRECT MOXET MCMOMb30BaTbhCs TOMbKO B Lienoykax PREROUTING un OUTPUT Tabnuubl
nat, a TaKkke BbINOMHATLCA B NOALENOYKaX.

Kntou ans geinctBus REDIRECT — —--to-ports — onpegensiet nopt uUnu auanasoH
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MOpTOB Ha3HayeHusi. bes ykasaHus kroda ——to-ports NnepeHanpasreHnsl He MPOUCXOAWT, T. €.
nakeT MOeT Ha TOT NopT, Ky4a W Obln Ha3HaYeH.

,D,J'IFI YKa3aHnAa oAHOro nopta HasHa4eHud BBECTU:
iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports 8080

Ecnu HeobGxoanmo yKa3aTb Anana3oH NnopToB:
iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports /
8080-8090

OTOT KMNKY MOXHO MCMOMb30BaTb TOMbKO B NpaBunax, rae Kputepun coaepXkuTt siBHoe
ykasaHune Ha npoTtokon TCP nnn UDP ¢ nomoLybio kntoya —-protocol.

REJECT

REJECT mMCnonb3yeTcs, Kak NpaBuso, B TEX e CaMbiX CUTyauusix, 4To n DROP, HO B
oTnnyme oT DROP, KoMaHAa REJECT BbigaeT cooblieHne 06 owmbke Ha KoMnbloTep, nepenas-
lWwnin nakeT. [lenctBne REJECT paboTaeT ToNbKo B Lenovkax INPUT, FORWARD n OUTPUT (M BO
BMOXEHHbIX B HMUX Lienoykax). [loka cyLlecTByeT TONbKO €AWNHCTBEHHbIN KikO4, yrnpaBnisaoLwmnini
nosegeHnemMm KomaHabl REJECT.

Knou ana gencteus REJECT — --reject-with — ykasbiBaeT, Kakoe coobuieHune
HeoOXxoauMMO nepenaTtb B OTBET, €CMM NMAKET CcoBMan C 3agaHHbiM Kputepuem. Npu npumeHe-
HUM OgencTBus REJECT K nakeTy cHadana Ha KOMMblTep-oTnpaBuTens OyaeTr oTocnaH yka-
3aHHbIN OTBET, a 3aTeM NakeT GygeT coOpoweH. [lonyckaeTca ncnonb3oBaTtb Creayrowme TUnbl
OTBETOB: icmp-net-unreachable, icmp-host-unreachable, icmp-port-unreachable,
icmp-proto-unreachable, icmp-net-prohibited n icmp-host-prohibited. Mo ymon-
YaHuo nepepaeTcsa coobuleHne port—-unreachable. Bce BblleykaszaHHble TUMbI OTBETOB SABS-
toTca ICMP error messages (coobweHuamm o6 owmnbkax). Tun oTBeTa tcp-reset UCNONb3Y-
eTcs Tonbko Anga npotokona TCP. Ecnu yka3aHo 3HadYeHue tcp-reset, TO gencTBne REJECT

nepegact B oTBeT naket TCP RST, KOTOpbIM UCnonb3yetcsa Ang 3akpbltnsa TCP-coeanHeHus.

Mpnumep
iptables -A FORWARD -p TCP --dport 22 -j REJECT --reject-with tcp-reset

RETURN

RETURN MpekpallaeT ABMXKEHWE nakeTa Mo TeKyllelh Lenoyke npaBun 1 npoussoauT
BO3BpaT B BbI3blBAIOLLYIO LIEMOYKY, ECMN TeKyLLas Lenoyka Obina BNOXEeHHON, U1, ecnu Tekyluas
Lernoyka NexuT Ha caMOM BEpPXHEM YpPOBHe (Hanpumep, INPUT), Kk nakeTy 6yaeT npMMeHeHa
NoNMTUKa Mo yMon4daHui. B kayecTBe NONUTUKM NO YMONYaHUIO HasHa4aT AeACTBUS ACCEPT
nnu DROP.

SNAT

SNAT ucnonb3yeTcs Ans npeobpasoBaHusi CETEBbLIX aAPECOB, T. €. UBMEHEHWNE NCXOASILLETO

IP-agpeca B IP-3aronoBke naketa. SNAT JONYCKAeTCS BbINOMHATL TONbKO B Tabnuue nat, B Lenoy-
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ke POSTROUTING. [lpyrumu crioBamu, TONMbKO 3[€Cb JOMNYyCKaeTca npeobpasoBaHne UCXOOALLNX
agpecoB. Ecnu nepsbiii nakeT B coeANUHEHUN NoaBeprcs npeobpasoBaHnio NCXOASALEro agpeca,
TO BCe MocreayoLmne nakeTbl U3 3TOro e coeanHeHust ByayT npeobpasoBaHbl aBTOMATUYECKU U
He NovayT Yepes 3Ty LIernoyKy npasun.

Kntou ons genctens SNAT — --to-source — WUCMNONb3yeTcs ANSA yKasaHUs agpeca,

npnceamBaeMoro rnakery.

Mpumep
iptables -t nat -A POSTROUTING -o ethO -j SNAT --to-source
194.236.50.155-194.236.50.160:1024-32000

YkasbiBaeTcs IP-agpec, KoTopbi ByaeT nofcTaBneH B 3arofioBOK MakeTa B KadecTBe
ncxogswero. Ecnn Heobxoanmo nepepacnpeaennTb Harpy3Ky Mexay Heckosnbkumu bpaHamaya-
pamMn, TO MOXXHO YKasaTb AManas3oH afpecoB, rae HavasnbHbIM U KOHEYHbI agpeca ananasoHa
pasgensiTca geducom, Hanpumep:
194.236.50.155-194.236.50.160

Torga KoHKpeTHbI IP-agpec 6yaeT BbibupaTtbcsa M3 ananasoHa crny4davHbiM obpasom
AN KaXgoro HOBOro notoka. [ononHUTENbHO MOXHO YKa3aTb Anana3oH NopToB, KOTopble byayT
NCNoNb30BaTbLCA TONbKO ANSA Hy>Xa4 SNAT.

TOS

TOS Mcnonb3yeTca AN ycTaHOBKM 6uT B none TOS IP-3aronoeka. None TOS coaepXut
BOCEMb OUT, KOTOPbIE UCMOMb3YOTCA AN MapLpyTU3auumn NaketToB. ATO O4HO M3 HECKOMbKUX
nonewn, ncnomne3yemblx iproute2. [laHHOe nosne mMoxeT obpabaTbiBaTbCA Pa3fIMYHbIMU MapLLpY-
TM3aTopamu C Lenbio Bbibopa MapLipyTa ABmKeHUs nakeTa. Kak yxe ykasbliBarnoch Bbllle, 3TO
none, B OTnM4mMe oT MARK, COXpPaHAET CBOE 3HAYEeHWe Npu OBUKEHUN NO CETU, a NOITOMY MOXET
NCNonb30BaTbCA ANs MapLipyTM3aumm naketa. [laHHoe AeCTBNE A0MyCKaeTCsi BbINOMHATD TOSbKO
B npegenax Tabnuubl mangle.

Kntou ans gencreusa TOS — —-—set-tos — onpeaenseT YNCNOBOE 3HaYeHNE B ECATUYHOM

nnn wecTtHaguatepmn4Hom suae.

Mpumep
iptables -t mangle -A PREROUTING -p TCP --dport 22 -j TOS --set-tos 0x10

Mockonbky none TOS siBNseTcs 8-6UTHBLIM, TO MOXHO yKasaTb Yncno B AnanasoHe ot 0 go
255 (0x00—0xFF). BonbLIMHCTBO 3HAY€HWI 3TOrO NOMS HUKaK He ncnonb3yetcs. Jlyyie ncnons3so-
BaTb MHeMOHMN4Yeckne obo3HayeHms: Minimize-Delay (16 nnn 0x10), Maximize-Throughput (8 nnu
0x08), Maximize-Reliability (4 nnn 0x04), Minimize-Cost (2 nnn 0x02) unn Normal-Service (0
nnn 0x00). Mo ymonyaHuo 6ornbWNMHCTBO NakeToB nmetoT npusHak Normal-Service unu 0. Crnimcok
MHEMOHUK MOXXHO NOMNYYNUTb, BLINOMHUB KOMaHAy:
iptables -j TOS -h
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TTL

TTL UCNonb3yeTcs Ans naMeHeHus cogepxumoro nons TTL B IP-3aronoske. OanH n3 Ba-
PUaHTOB NPUMEHEHNSA 3TOr0 AENCTBUS — yCTaHaBNMBaTb 3HavyeHue nons TTL BO BCEX UCXOQALLMX
nakeTax B O4HO U TO e 3HaYeHue.

[encteme TTL MOXHO yKa3blBaTb TONbKO B Tabnuue mangle.

Kntoun ona genctena TTL npuBeaeHsbl B Tabnuue .

Tad6bnuua 51

Krnirou OnucaHune

YcTtaHaBnuBaeT nosie TTL B 3agaHHOE 3HAYeHMe. OnTuMmanbHbIM CYUMTAETCA 3HAYEHne

okono 64.
-—-ttl-set
Mpnumep

iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-set 64

YMeHbLuaeT 3HavyeHne nons TTL Ha 3agaHHoe Yncno. Hanpumep, NycTb BXOOALWMIA NakeT
nMmeet 3Ha4vyeHne TTL, paBHoe 53, BbINOMNHAETCS KoMaHaa —-ttl-dec 3. Torga naket
NOKUHET KOMMbIOTEP C nonem TTL, paBHbiM 49. CeTeBON KOf aBTOMaTUYECKN YMEHLLUNT

--ttl-dec| 3yayenne TTL Ha 1, NoaTOMy dhakTUuecku nomyyaetcs: 53 - 3 - 1 = 49,

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-dec 1

YBennumBaeT 3HadyeHue nonsa TTL Ha 3agaHHoe vncno. [ycTb noctynaeT nakeT ¢ TTL,
paBHbIM 53, Toraa nocne BbIMNOSIHEHUA KOMaHAbl —-ttl-inc 4 Ha BbIXOA4E C KOMMbO-
Tepa naket 6yger umetb TTL, paBHbIN 56, He CTOMT 3abbiBaTb 06 aBTOMaTUYECKOM
——ttl-inc | YMeHbLUeHUM nons TTL ceTeBbIM KOAOM SApa, T. €. (akTUYeCcKn rnorny4aeTcs BbipaxeHue:
53 + 4 - 1 = 56

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-inc 1

ULOG

ULOG NpefocTaBnsieT BO3MOXHOCTb XXypHanMpoBaHMs NakeToB B NOMb30BaTENbCKOE Mpo-
cTpaHcTBO. OHO 3aMeHSIET TpaaMLUMOHHOE AecTBNE LOG, 6asmpyoLieecs Ha CUCTEMHOM XXypHane.
Mpn ncnonb3oBaHMM 3TOrO OENCTBUSA MAKET Yepe3 COKETbl netlink nepegaercsa cneunanbHOMY
AEMOHY, KOTOPbIN MOXET BbINOMHATL OYEHb AeTarlbHOE XXYpPHanNMpoBaHWE B pa3fnnyHbIX hopmarax
(Hanprmep, OObIYHbIN TEKCTOBbLIN halsl) U K TOMY Xe NoAAepPXKMBaeT BO3MOXHOCTb Aobasne-
HUSA HaACTPOEK (NNarnHOB) Asst POPMUPOBaHMS Pa3fNUYHbIX BbIXOAHbBIX dhopMaToB U 06paboTkm
CeTeBbIX MPOTOKOOB.

Kntoun ans geiicteust ULOG npuBedeHbl B Tabnuue 62
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Krito4

OnucaHne

--ulog-nlgroup

CoobuaeT ULOG, B Kakyt rpynny netlink gormkeH ObiTb nepedaH Naker.
Bcero cywectsyet 32 rpynnbl (0T 1 go 32). Ecnn Heobxoaumo nepedartb NakeT
B MATYIO rpynmny, TO MOXHO yKa3aTb:

--ulog-nlgroup 5

Mo ymonyaHuio ncnonb3yeTcs nepeas rpynna.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-nlgroup 2

--ulog-prefix

MmeeT TOT XKe CMbICM, YTO M aHanornyHasi onuus B aencreum LOG. OnunHa
CTPOKM npedinKca He AOSMKHaA npeBbiwaTh 32 cMmBona.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-prefix "SSH connection attempt: "

--ulog-cprange

OnpegenseT Kakyto onto naketa B 6antax Hago nepefaBatb AeMOHY ULOG.
Ecnn ykasatb uncrnio 100, kak nokasaHo B Npumepe, To AeMOHY ByaeT nepe-
paHo Tonbko 100 b 13 nakeTa, 3TO O3HA4aEeT, YTO AEMOHY ByadeT nepenaH
3arosfioBOK MakeTa M HekoTopas YacTb obnactu AaHHbIX naketa. Ecnm yka-
3atb 0, TO ByaeT nepenaH Becb NaKeT, HE3ABUCMMO OT ero pasmepa. 3HavyeHune
no ymon4yaxuio pasHo O.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-cprange 100

--ulog-gthreshold

YctaHaBnuBaeT BenuunHy Bydepa B obnactu agpa. Hanpumep, ecnu 3agatb
BenuyuHy bydepa, pasHon 10, Kak B npumepe, TO 54po Byaer HakannueaTtb
XypHanupyemble nakeTbl BO BHyTpeHHeM Bydepe v nepeaasatb B Nonb30Ba-
TenbCKoe NpOoCTpaHCTBO rpynnamu no 10 nakeTos.

Mpumep
iptables -A INPUT -p TCP --dport 22 -j ULOG
--ulog-gqthreshold 10

11.8. NMNoppepxka punbTpaLmum Ha OCHOBe KraccUUKaLuMOHHbIX METOK

11.8.1. Moaynu iptables ansa paboTbl ¢ KnaccupmKkauMoHHbIMU MEeTKaMm

I'Iop,/:lep>|<|<a (bI/IJ'IpraLI,I/IVI Ha OCHOBe KJ'IaCCI/ICbVIKaLI,VIOHHbIX MEeTOK pearim3oBaHa C nomo-

b0 AOMONTHUTENBHOIO MOAYNSA TECTUPOBaHUS astralabel, ob6ecneynBaoEro TECTUPOBaHUe

3Ha4YeHWIn MaHOaTHbIX aTpMbYTOB C MOMOLLbIO MapaMeTpoB —-maclev U —-maccat.

Onsa paboTbl C KnaccuUKaUMOHHBIMU MeTKaMy HeobxoouMMo YCTaHOBUTb MakeTbl

iptables (M0 yMON4yaHuWiO NakeTbl HE yCTaHaBNMBAKOTCS):

- iptables-astralabel-generic — Moaynu AN UCMNONbL30OBaHUSA C AAPOM generic;

- iptables-astralabel-hardened — Ans ucnonb3oBaHus ¢ aapom hardened;

- iptables-astralabel-common — obLine Moaynu.
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Ons YCTaHOBKM NAKETOB BbIMNMOJIHUTbL!

- Ansa agpa generic

sudo apt install iptables-astralabel-common iptables-astralabel-generic

- ansa agpa hardened

sudo apt install iptables-astralabel-common iptables-astralabel-hardened

Mpun HeobBxoanmocTn Moaynu Anga generic n hardened mMoryT ObITb YCTaHOBMNEHbLI OAHO-

BPEMEHHO.

Mopaynb astralabel nogaepXvmBaeT cTaHAAPTHBIN CUHTAKCUC KOMaHOHOW CTPOKMU, UC-

I'IOJ'Ib3yeMbII7I B iptables, a TakkKe OononHUTENbHbIE NapaMeTpbl ANA KOHTPONA MaHOaTHbIX

anI/I6yTOB ceTeBbIX NakeToB, NpmneBeaeHHbIE B Tabnunue

Tabnuuya 53

MapameTp

OnucaHune

-m astralabel

YKkasaHue Ha ncnonb3oBaHne moayns astralabel gnst o06paboTkm ceTeBOro
Tpaduka

--maclev <ypoOBeHbL>
[ :<ypoBeHB>]

MNpumeHeHne NpaBuna K naketam, UMeKLUM yKasaHHbIN nepapxmieckunii
YpOBEeHb KOHUMAeHUManbHOCTU. [na 3agaHnsa gnanasoHa ypoBHEN KOH(U-
OEeHUManbHOCTN YPOBHU YKa3bIBaOTCH Yepes CUMBOS «:» BKITHOYUTENBHO.

Mpumep

He npuHMmaTh NakeTbl C MepapxXuyeckuMmmn ypoBHSAMU KOHOUAEHUMANBEHOCTH
otr1p003

iptables -A INPUT -m astralabel --maclev 1:3 -j DROP

MapameTp maclev MOXET MPUMEHATLCS OOHOBPEMEHHO C MapameTpoMm
maccat B ogHOM npasune. Pesynestupytowimin punstp yaet npeactaBnsaTb
cobon obbeguHeHe OUNLTPOB, 3afaHHbIX AaHHBIMU NapaMeTpamu

3HaueHne unbTpa, 3agaBaemMoro napameTpom ——maclev, MOXET ObITb MH-
BEPCUPOBAHO C MOMOLLIbIO MoandurkaTopa «!».

Mpumep

He nponyckaTb ucxogsilmne nakeTbl, MUMEILLME HEHYEBOW NepapxXn4ecknin
YpOBEHb KOHd)VILI,eHLl,I/IaJ'IbHOCTI/I

iptables -A OUTPUT -m astralabel ! --maclev 0 -j DROP

[aHHoe npaBuno byaet nponyckaTb UCXOASALIME NAKETbI, UMEIOLME HYNEBON
nepapxmM4eckuin ypoBeHb KOHOMAEHUNANBHOCTN N HEHYNEBbIE HENepapxuye-
CKue kateropuu goctyna
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OkoHyaHue mabnuubl 53

MapameTp OnuncaHue

MpumeHeHWe NpaBuna K Naketam, MMeLLMM YKasaHHble Herepapxudeckue
KaTteropun KoHpuaeHunansHOCTU. 3ajaHme AnanasoHOB U UHBEPCUPOBaHUE
He nopaepxuBatoTcsa. B ogHOM npaBune MOXeT ObiTb yKa3aHO HECKOJSTbKO
napameTpoB maccat, B TaKOM criyqae npasuno 6yaet npuMeHATbLCSA TOMbKO K
nakeTam ¢ yCTaHOBIEHHbIMW OQHOBPEMEHHO BCEMU YKa3aHHbIMU KaTeropusmm
(butamn).

MpumedaHue. Hymepaums GUTOB KaTEropmn HaYMHAETCS C €ANHULIbI.

Mpumep

He nponyckKkaTtb ncxoasdiline naketbl C yCTaHOBIIEHHbIMU OAHOBPEMEHHO ourta-
MU kateropun 1 1 2

iptables -A OUTPUT -m astralabel --maccat 1 --maccat 2
-3 DROP

—--maccat
<bur_xaTeropumn>

MapameTp maccat MOXET MPUMEHATLCS OQHOBPEMEHHO C MapameTpoMm
maclev B 0gHOM npasune. Pe3ynstupytowmin ounstp OyaeT npeacTaBnsaTb
cobon obbegmHeHne PULTPOB, 3a4aHHbIX JaHHBIMW NapameTpamu.

Mpumep

He npvHumMaTh NakeTbl C YCTaHOBMEHHbIMW BuTamu kateropuin 1 u 2 u ypoBHeMm
KOHuaeHumnanbHocTn 3

iptables -A INPUT -m astralabel -maclev 3 --maccat 1
--maccat 2 -j DROP

BHUMAHUWE! Ecnu napameTtpbl onsa ovnsTpaummn naketoB Ha OCHOBE Kraccudukaum-
OHHOW METKN He yKa3aHbl, TO NPaBUio NPUMEHSAETCS KO BCEM MakeTam, MMEIOLLUM HEHYIEBYIO
KraccunukaumoHHyo MeTky. Hanpumep, npasuno

iptables -A OUTPUT -m astralabel -3j DROP
3anpeTuT BCe UCXOAALLNE NaKeTbl, UMEOLME HEHYMNEBYHO KNacCUUKALNOHHYO METKY (T.e. Meto-
LLMe HeHYNeBOW YpOBEHb KOH(UOESHUNANBHOCTU U/UNN HEHYNEBbIE KaTeropum 4ocTyna).

OnucaHune mogynen iptables Ana ounsTpauumn NakeToB Ha OCHOBE KnaccudukalmoH-

HOW METKM NpMBeaEeHO B PyKOBOACTBE man ANd iptables-astralabel.

11.8.2. Ucnonb3oBaHue ufw ana pabotbl ¢ KnaccMPUKaLMOHHLIMU MeTKaMu

B mexceTeBOoM akpaHe ufw BkntoyeHa nogaepxka paboTbl ¢ KrnaccugukaLMoOHHbIMU MeT-
Kamu No ymonyaHuo. [ing ynpaBneHus ceteBbIMU COEANHEHUAMW C YH4ETOM KNacCUUKaLMOHHbIX
METOK B MeXceTeBon akpaH ufw gobaBneHbl napameTpbl mac, maclev M maccat, N0 4ENCTBUIO
aHanornyHble napametTpam iptables.

[na Toro, 4tobbl AaHHble napamMeTpbl paboTann, B CUCTEME AOSMKEH OblTb YCTaHOB-
neH B cootBetcTBuM c [11.8.1] nakeT iptables-astralabel-common W OAMH W3 NaKeTOB
iptables-astralabel-generic unun iptables-astralabel-hardened, COOTBETCTBYIO-

LKA MCNoNb3yeMoMy SapY.
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Mpumepbl:

1. 3anpet otnpaBku Ha 80-n IP-nopT nakeToB ¢ HEHYNEBOW KIacCU(UKaLMOHHON METKON:
ufw deny out 80/tcp mac

AHanorn4yHo napameTpam iptables:

-A OUTPUT -p tcp —--dport 80 -m astralabel -j DROP

2. 3anpet otnpasku Ha 80 IP-nopt (npoTtokon HTTP) ceTeBbIXx NakeToB, MUMEIOLLNX YPO-
BEHb KOHMAEHUMANLHOCTHU 2:

ufw deny out 80/tcp maclev 2

AHanorn4yHo napameTpam iptables:
-A OUTPUT -p tcp --dport 80 -m astralabel --maclev 2 -j DROP

3. 3anpert otnpasku Ha 80 IP-nopT (npoTtokon HTTP) ceTeBbIXx NAKeTOB, UMEOLLNX KaTe-
ropuio KOHUAEHUManNbHOCTN 3:
ufw deny out 80/tcp maccat 3

AHanormyHo napameTpam iptables:
-A OUTPUT -p tcp --dport 80 -m astralabel --maccat 3 -j DROP
Bo3MoOXHOCTb MHBEPCUN npasuil 1 BO3MOXHOCTb OAHOBPEMEHHOIO YKa3aHUA HECKOJTIbKUX

KaTeFOpMVI B O4HOM npaBure TeKyLLl,eVI peanmsau,mel‘/'l ufw He nogaep>XxXmBaroTCA.
Onuncaxune ufw gns CbI/IJ'IpraU,I/II/I NnakeToB Ha OCHOBE KﬂaCCM(bMKaLlMOHHOﬁ MEeTKU npmee-

JEeHO B pykoBoACTBE man And ufw.
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12. MAPKUPOBKA OKYMEHTOB

3almLLeHHbI KOMMMEKC NporpaMmM nevyaTtm 1 MapkMpoBKM JOKYMEHTOB obecneymBaet
MapKUPOBKY BbIBOAUMbIX Ha NevyaTb JOKYMEHTOB.

[OonONHUTENBbHO K OUCKPELMOHHOMY KOHTPOSM 4OCTYNna Ha OCHOBE MOSIMTUK cepBepa
CUPS uncnonb3yeTtcst MaHOaTHbIN KOHTPONb goctyna. MaHaaTHble atpmbyThl NopoXxaaemMblx 00b-
ektoB B CUPS HacnegytoT MaHaaTHbIM KOHTEKCT, NofyYaeMbli C CETEBOINO COeAUHEHUS.

Bce cybbekTbl focTyna (nonb3oBaTenn) cepeepa nevyaTn 4enstca Ha 2 rpynnbl: agMUHK-
CTpaTopOB 1 OBbIYHbIX NOMb30BaTENEN.

ALOMUHUCTpaTOpaM paspeLleHO BbINOMHATbL psd AeNCTBUMA N0 Mogudukaumm cepsepa
neyatu (gobasneHve/yaaneHne NpMHTEPOB, MOAUMUKALNS NX NAapaMeTPOB U T.4.).

BHUMAHMUE! [JaHHble onepaumn OOMKHbI NPOBOANTLCA TOMNLKO Mo HyreBbIM MaHaaT-
HbIM KOHTEKCTOM.

[Monb3oBaTensm paspellaeTcs BbIBOOUTb JOKYMEHTbI Ha rnevatb, BbINONHATL Mogudvka-
LU0 M NPOCMOTP 3aaHni CornacHo X MaH4aTHOMY KOHTEKCTY AaocTyna. B Tabnuue (54 npusegeHo

pasgerneHve onepauuii no rpynnam AocTyna U Tunam onepauuin gocTtyna.

Tabnuuya 54

YTteHne 3anucb

Pause-Printer
Resume-Printer
Set-Printer-Attributes
Enable-Printer
Disable-Printer
Hold-New-Jobs
Release-New-Jobs
CUPS-Add-Modify-Printer
CUPS-Delete-Printer
CUPS-Add-Modify-Class
CUPS-Delete-Class
CUPS-Set-Default
CUPS-Create-Local-Printer

CUPS-Get-Devices
AOMuHUCTpaTUBHbIE | CUPS-Get-PPDs
onepauun CUPS-Get-PPD
CUPS-Get-Policies
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OkoHyaHue mabnuusi 54

YTteHne 3anucb

Purge-Jobs

Print-Job

Cancel-Jobs
Create-Job-Subscription
Create-Printer-Subscriptions
Renew-Subscription
Cancel-Subscription

CUPS-Get-Printers
Get-Printer-Supported-Values
Get-Printer-Attributes

Create-Job
CUPS-Get-Default
. . . Send-Document
Get-Subscription-Attributes
HeagMuUHUCTpaTUBHbIE T Cancel-Job
Get-Subscriptions
onepaumu Hold-Job

Get-Notifications
Get-Jobs
Validate-Job
Get-Job-Attributes
CUPS-Get-Document

Release-Job
Restart-Job
Set-Job-Attributes
Cancel-My-Jobs
Close-Job
Cups—-Authenticate-Job
CUPS-Move-Jobs
MAC-Set-Job-Attributes
MAC-Mark-Document

MpuHTEpPBLI K KNacchl ABRASATCA 00beKkTaMU-KOHTEMHEpPaMMX, B KOTOpPbIE NOMeLLaloTCA
3agaHusa. OHm obnagatoT atpubyTamMm mac-printer-mac-max M mac-printer-mac-min.

ATpnbyT mac-printer-mac-max onpegensieT MakCcMmarsnbHbIi MaHOATHbIA KOHTEKCT
3aflaHni, KOTOpble MOryT HaxXo4UTbCS B HEM.

ATpUBYT mac-printer-mac-min onpegensieT MUHUManNbHbIW MaHOATHbIA KOHTEKCT
3a0aHUN, KOTOpble MOTYT HaXOAUTLCS B HEM.

Bce 3apaHug, npnobpeTtatolime HeHyneBoM MaHAATHbIN KOHTEKCT, 3a4epXXMBakoTCsa cep-
BEpOM [0 NpoBeaeHUs NpuUBUIerMpoBaHHbIM Nonb3oBaTenemM MapkMpoBKN JOKyMeHTa. dannbl
3agaHun (B Katanore /var/spoo/cups) MapKUpPYTCS COrMacHO MX MaH4aTHOMY KOHTEKCTY.

KoHdurypaunoHHble napametpbl  cepBepa CUPS onpegeneHbl B dhaune
/etc/cups/cupsd.conf. [nsa ynpaBneHuss KOHMUrypaumMoHHbIMW napamMeTpamMmn cepsepa
CUPS wncnonbayetca yTunuta KOMaHOHOW CTPOKN cupsctl, 3anyckaemas OT UMeHU agMUHUCTpa-
Topa 4yepe3 MexaHusM sudo. OnncaHne aHHOW yTUNUTLI NPUBEAEHO B man cupsctl.

[ns paspewenuns cepsepy CUPS yaaneHHO NnpuHnUMaTh 3agaHus n KoMaHabl Heob6xoanmo
OT UMEHWN YYETHOW 3annucy agMUHUCTPATOpa BbINOMHUTL CReayloLne KoMmaHab!:
sudo cupsctl --remote-admin --share-printers --remote-any
sudo cupsctl ServerAlias=*

[Ona paspewenus cepepy CUPS obpabatbiBaTb 3agaHua nedatn, popMupyembie B
HEeHyreBOM MaHOaTHOM KOHTEKCTe, Heo6XoauMO OT MMEHW YyYETHOW 3anvcu agMmuHucTpartopa
BbINOMHUTE CneayoLwmne KoMaHab!:
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sudo cupsctl MarkerUser=ipp
sudo cupsctl DefaultPolicy=parsec

[ns paspelleHnsa nevyatn Ha npuvHTEpe LOKYMEHTOB nonb3oBartenen, paboTtarowmx B
HEHyNeBOM MaHOATHOM KOHTEKCTe, He0OXOAUMO BbINOMHUTL OT UMEHWN YYETHON 3anncu agMmnHn-
cTpaTopa crieqyloline KomaHabl:
sudo lpadmin -p <ums_npuHTepa> -0 printer-op-policy=parsec
sudo lpadmin -p <umsa_npuHTepa> -0 mac-printer-mac-min=LLabel
sudo lpadmin -p <umsa_npuHTepa> -0 mac-printer-mac-max=MLabel
roe LLabel — MUHMMArbHbIN KOHTEKCT 3aaHui, KOTopble paspeLleHo nevaTtaTb, a MLabel —
MaKCUMaribHbI KOHTEKCT 3a4aHun.

Ecnn ElMN He ncnonb3yeTcs, TO KOMaHAbl BbIMOMTHAKTCS OT UMEHW agMUHUCTpaTopa Yepes
mMexaHu3M sudo. Ecnu ElMMM ncnonbsyetca, To KoMaHabl BbIMOSTHAKTCS OT MMEHU Mosib3oBaTens,
BXOASLLEro B cneyunanbHyo rpynny agMmmHucTpaTopoB nevatu B Bl cnyx6bl katanoros LDAP
(cm. gokymeHT PYCB.10015-16 95 02-1).

Mapk1poBKa OCyLLEeCTBNAETCS Ha OCHOBE MoaMduumpyemMbix aninos wWabnoHoB:

- /usr/share/cups/marker.template — onucaHue arneMeHTOB MapKepa, NpocTaB-

nsemMblX Ha NepBON, KaXX4own, NocneaHen cTpaHuue n Ha obopoTe nocnegHen cTpaHuubl;

- /usr/share/cups/psmarker/marker.defs — onucaHne NONoXeHNs 3rIEMEHTOB

MapKepa Ha cTpaHuue;

- /usr/share/cups/fonarik/fonarik.defs — onucaHme NONOXeEHNS ANEMEHTOB

Mapkepa Ha obopoTe nocneaen cTpaHuLbl.

[ns1 ycTaHOBKM 3Ha4YeHWin aTpubyTOB, ONpeaeneHHbIX B MEPEYMCIIEHHbIX BbIlLe dharnax
LWabnoHoB, UCNOoNb3yeTcs YyTUNMTa KOMaHgHOW CTPOKU lpattr. [na npuMeHeHus ytunutel 6e3
EMNM Heobxogmmo Hanuume nokanbHow rpynnbl 1pmac B OC. [ns npyumeHeHus ytunutel B ENMMM
Heobxoanmo Hanuyume rpynnbl 1pmac B B cnyx6bl katanoros LDAP. 3anyck yTunuTbl 4OmKeH
OCYLLECTBNATLCA OT MMEHU NOSib30BaTenNs, BXOASLLEro B rpynny lpmac.

OnuncaHne ytmnutT lpadmin M lpattr npmBeAeHO B man lpadmin M man lpattr,
COOTBETCTBEHHO.

Ons ynpasreHuns npuHTEpamMmm ncrnonb3yeTcs rpagpuyeckas yTunmta

fly-admin-printer. NogpobHoe onucaHne yTUnuTbl CM. B 3NIEKTPOHHON CrpaBKe.
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13. KOHTPOIb NOJKINOYEHUA CHEMHbIX MALUUHHBIX HOCUTENEUW MHOOPMALIUA

CbeMHble MalUMHHbIE HOCUTENW MHGOPMaLMN MOTYT pacCcMaTpuUBaTbCA OTHOCUTENBHO
OC c aByx TOYEK 3peHus:

- Kak BrioyHble UM CMMBOSbHbIE YCTPOMCTBA BBOAA-BbIBOAA;

- Kak Brio4Hoe YCTPOMCTBO, KOTOPOE MOXET OblTb CMOHTUPOBAHO.

B nepBom cnyyae ycTponcTBO NpeacraBnsaetr cobon cneumanbHbin hannoBbii 0OLEKT,
AOCTYN K KOTOPOMY KOHTPONMPYETCS MaHAaTHbIMU U ANCKPeUMOHHbIMU [P 06bl4HBIM 06pasom u,
cnepoBarternbHO, BBOA-BbIBOA OCTAETCA B paMKax KOHTPOSS 9TUX npaBun.

Bo BTOpOM cnyyae CbeMHbIV MaLLMHHbIA HOCUTENb MHAOPMaLUKn cogepxuT B cebe obpas
®C, KoTopasa U XpaHUT AaHHble. [JaHHbIN HOCUTENb MOXET OblTb CMOHTMPOBAH B 3aJaHHbIN
kaTanor, u npu atom ®C HocuTenNs CTaHOBUTCS YacTblo (NpeacTaBneHHOW B BUAE noagepesa)
kopHeBon ®C. [locTtyn k ob6bektam gaHHon PC nogvnHAETCss MaHAaTHbIM N OUCKPELIMOHHBLIM
MPO obblvHbIM 06pa3om u, crnegoBaTenbHO, BBOA-BbIBOA HA CbEMHbLIA MALUWHHBIA HOCUTENb
MHOPMaLIMN OCTAEeTCH B pamMKax KOHTPONS 3TUX NpaBus.

BHUMAHME! B kayectBe pannoBbIX CUCTEM Ha CbEMHbIX MALLUNHHBIX HOCUTENAX MHAOP-
MaLMK OOMKHbI UCNONb30BaTbCA TONbKO dpannoBble cuctembl Ext2/Ext3/Ext4, nopaepxusatoume
paclmpeHHble (B T.4. MaHOaTHble) aTpmubyTbl hannoBbix 06LEKTOB U 0OecneunBaroLLmne rapaHTu-
pPOBaHHOE YHUYTOXEHME (CTUpaHue) nHdopmMauuu.

[na OC BO3MOXHOCTb CaHKLMOHMPOBAHHOIO MOHTUPOBAHUSA KOHKPETHBIM Mofb30oBaTeNnem
KOHKPETHbIX HOCUTENEN C KOHKpeTHbIMU PC onpenendeTca agMMHUCTpaTopom cuctembl. B OC
peann3oBaHbl CpefcTBa pasrpaHMyYeHns OOCTyna K NoAKYaeMblM YCTPOMCTBAM Ha OCHOBE
reHepauuu npasun gns MeHegxepa yCTPONCTB udev.

YyeT HocuTenen n yrnpasneHme nx NpuHaaIexHoCTbo, NPOTOKONMPOBaHMEM U MaHOATHbI-
MU aTpubyTam OCyLLECTBNAETCSA C MOMOLbIO YyTUNNTLI £1y—admin-smc («YnpaBneHne nonnmTuKomn
6e3onacHocTM»), B TOM Yncne un npu pabote B ENMMM.

PekomeHgauum no MCNONb30BAHUKD YKa3aHHbIX CPEACTB npuBedeHbl B [LOKYMEHTe
PYCBE.10015-16 95 02-1.
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14. COMNOCTABJIEHME NOJIb3OBATENIA C YCTPOUCTBOM

OC obecneuynBaeT BBOA-BbIBOA MH(OPMALMM Ha 3anpoLlEeHHOE MOorb30BaTeNeM yCTpom-
CTBO Kak Ansi MPOU3BOSIbHO MCMOSb3YEMbIX UM YCTPOWUCTB, Tak U ANa MAEHTUMMULMPOBAHHbLIX (Npu
COBMageHNN MapKUPOBKMN).

OC BkntoyaeT B cebsa mexaHn3m, obecnevnBaroLLMA HaaeXXHoe conocTaBrneHne maHgar-
HOrO KOHTEKCTa Nosib3oBaTtensl ¢ MaHAaTHbIM YPOBHEM U KaTeropusiMmn, yCTaHOBIEHHbIMWU A5
ycTponcTBa. Kpome Toro, MmexaHnam conocTaBrieHns Nonb3oBaTesisi ¢ yCTPOMCTBOM, peanv3oBaH-
Hboln B OC, obecnevnBaeT Npu NpoBepke coBnageHUsi MapkUMpOBOK HOCUTENS M NOSib3oBaTesns

npUMeHeHne anckpeunoHHbix MNPL.
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15. TEHEPALIUA KC3

leHepauus KC3 ocywecTBnaeTcs B 04HOM U3 BYX CleayroLnX PeXMMOB:

- pexum EIIT;

- NOKanbHbIA PEXUM.

[Onsa ncnonb3oBaHna pexuma ENMNIM Heobxoanmo HanuMymMe B CETU YCTAHOBIIEHHOMO U
HacTpoeHHoro cepeepa ALD. Ha pabouynx mectax nonb3oBatenen B OC gomkeH ObiTb yCTaHOBMNEH
naketT ald-client WM BbINOMIHEHbI COOTBETCTBYIOLINE OENCTBUA MO HACTPOMKE (CM. JOKYMEHT
PYCB.10015-16 95 02-1).

Mocne onpepenenus pexnma pabotel KC3 OC ans 3aBepLueHMsi Npoueaypbl reHepaumnm
KC3 HeobxoanmMo BbIMOMHUTL cneayolmne 4encTBus:

1) cosgaTb Habop MaHOATHLIX YPOBHEN;

2) cospatb Habop MaHAaTHbLIX KaTeropui;

3) cospgatb Habop cnyxebHbIX NoNb3oBaTenen, Hann4ne KOTopbiXx HEOBX0AMMO ANt PYHK-

LMOHUPOBAHUS 3alUMLLEHHbIX KoMmnsiekcoB nporpamm CYB[, runeprekctoBon o6paboTku

AaHHbIX, 3NEKTPOHHOM NOYThI M NPOrpaMm MapKMPOBKM U ydeTa nevyaTHbIX JOKYMEHTOB U3

coctaBa OC;

4) yCcTaHOBUTb NPUBUIIENMM ONS CIY>KeOHbIX NONb30oBaTenNen;

5) ycTtaHoBUTb NapameTpbl ayauTa (npoTtokonnposaHus cobbituin) B OC.

BHUMAHMUE! [1na nameHeHMs MakCcMManbHOrO MaHAaTHOMO KOHTEKCTa 06bekToB (CM. 4.1))
HeobXxoOMMO BHECTM M3MEHEeHUs B cueHapun pdp-init-fs, pasMelleHHbI B KaTarnore
/usr/sbin, nepeonpenenns 3Ha4YE€HUS NEePEMEHHbIX:

- sysmaxlev — MakCMMasnbHbI MaHAATHbIA YPOBEHb;

- sysmaxilev — MakCUMarsbHbIA YPOBEHb LIENOCTHOCTY;

- sysmaxcat — MakCcMMarbHbIn HA6OP MaHO4aTHbIX KaTeropui.

Mocne BbINONHEHUSA NepeYncrneHHoro Habopa AeNCTBUIN OCYLLECTBNSAETCA CO3AaHne Nosib-
30BaTesfien, yctaHoBKa ANA HUX paspeLlleHHbIX MaHOaTHbIX YPOBHEN W KaTeropum, a B criyvae
Heo6XxoaAMMOoCTH, NnapamMeTpoB NPOTOKONIMPOBAHMS.

B pexume EIlN ykasaHHble OENCTBUSA BbLIMOMHAKTCA MNpU NOMOLWM rpaduyeckomn
yTunntbl fly-admin-smc UM NpU NOMOLUN YTUNUTbI KOMaHOHOW CTPOKM ald-admin (CM.
man ald-admin).

B nokanbHOM pexume ykasaHHble 4eNCTBUA BbINOMHANTCA NPy NOMOLLM rpaddnyecKon yTu-
nntbl £ly-admin-smc Unu Nnpu NOMOLM COOTBETCTBYIOLLNX YTUMNT KOMaHAHOW CTPOKK (CcM. 4.8)
OT UMEHM YYEeTHOW 3anucu agmuHucTpartopa (cMm. pasgen |1) Yepe3 mexaHusm sudo. bonee

nogpobHoe onncaHue rpanyecknx yTUNUT CM. B 3NIEKTPOHHOM CnpaBke.
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16. OTPAHUWYEHUE NPOrPAMMHOW CPE[bI

16.1. 3aMmKHyTaa nporpamMmmMmHasn cpeaa

MHCTpyMeHTbI 3aMKHYyTOW nporpammHon cpeabl (3MC) npegoctaBnsaoT BO3MOXHOCTb
BHeZpeHMa undpoBon nognucu B ucnonHsaemble cannel opmata ELF, Bxoasuwme B coctas
yctaHasnvaemoro CIMO (16.1.2), u B paclunpeHHble aTpubyThl (haitnoBoi CUCTEMbI.

MexaHn3M KOHTPOSIS LLeNOCTHOCTU UCMNONHAEMbIX hannoB 1 pasgensembix Gubnuotek
dopmata ELF npu 3anycke nporpammbl Ha BbINOfMHEHWE peanu3oBaH B moayne agpa OC
digsig_verif, KOTOpbIN ABNSETCS HEe BbIrpyXaeMbiM Moaynem sgpa Linux n mMoxet doyHK-
LMOHMPOBaTb B OOHOM U3 Cnefytowmnx pexmMoB:

1) ncnonHsiembiM harinam u pasgensembim 6ubnuotekam ¢ HeBepHon A, a Takke 6e3

Ol 3arpy3ka Ha ucnonHeHue 3anpeLtaeTcs (LWTaTHbIN PeXnM PYHKLUMOHNPOBAHUS);

2) ucnonHaemMbiM hannam u pasgendemoiM 6udnuotekam ¢ HeBepHoun A, a Takke 6e3

Ol 3arpy3ka Ha UCNOMNHEHNE pa3peLuaeTcs, Npy 3TOM BblgaeTcs coobuleHne o6 owmnbke

nposepkun 31 (pexxum anga nposepku 3l B Cl10O);

3) OI1 npwu 3arpy3ke ucnosnHsemMblx pannos n pasgensembix 6ubnnotek He NpoBepseTcs

(oTnapoyHbIn pexnm ansa TectupoBanus Cl0O).

MexaHn3M KOHTPOrs LIeNTOCTHOCTM (hainoB Npu Ux OTKPbITUK Ha ocHoBe 3l B paclumpes-
HbIX aTpubyTax pannoBon cucTembl Takke peanumsoBaH B mogyne aapa OC digsig_verif u
MOXET PYHKLMOHNPOBATbL B O4HOM U3 CriefyoLWmnX pexxmumMoB:

1) 3anpeLyaeTcs OTKpbITUE PannoB, NOCTABEHHbIX HA KOHTPOrb, C HeBepHoun 3l nnu

oe3 3lT;

2) oTKpbITUEe hannos, NOCTaBMAEHHbIX HA KOHTPOMb, ¢ HeBepHon Al unn 6e3 3l paspe-

LIaeTcd, Npu 3ToM BbigaeTcst coobLieHne o6 owmnbke nposepku Il (pexnm onsi NpoBEpPKn

Ol B paclumpeHHbIX aTpubyTax annoBor CUCTEMBI);

3) 3l npun oTKpLITUN PanoB He NPOBEPSETCS.

16.1.1. HacTtpouka moayns digsig_verif

HacTpowka pexuma yHKUNoHMpoBaHna Mmoayna digsig verif ocyulectnsieTcd no-
cpeacTBoM rpaduyeckon ytunutbl £ly-admin-smc («lMaHenb ynpaeneHms — besonacHocTb —
Monutnka 6e3onacHocTn — 3aMKHyTasi NporpamMmmHasi cpea») Unv nyTeMm peaakTupoBaHust KOHU-
rypaunoHHoro gavna /etc/digsig/digsig_initramfs.conf. OnMcaHue Ucnosib3oBaHus
YTUNUTbI NPUBEAEHO B 3NEKTPOHHOWN CripaBKe.

PepaktnpoBaHue KoHurypaumoHHoro panna /etc/digsig/digsig_initramfs.conf
OCYLLIeCTBISAETCA crieqyowmm obpasom:

1) Ana ncnonb3oBaHWS OTMIAA0YMHOrO pexuma ans tectupoBaHus CIMO HeobxogmMmo

yCTaHOBWUTb AN1s1 NnapameTpa DIGSIG_ELF_ MODE 3HadeHue O:
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DIGSIG_ELF MODE=0

2) ansa ucnonb3oBaHus pexuma ansa nposepkn Al B CMNO HeobxognuMo yCcTaHOBUTL A1

napameTtpa DIGSIG_ELF MODE 3HayeHue 2:

DIGSIG_ELF MODE=2

3) 4ns Ucnonb3oBaHMA LUTATHOMO pexuma yHKUNOHMPOBaHMUS HEOBXOANMO YCTAaHOBUTb

Ans napametpa DIGSIG_ELF_ MODE 3Ha4deHue 1:

DIGSIG_ELF MODE=1

BHUMAHUE! [locne BHeceHMA WM3MEHEHUWW B  KOHMUrypauuoHHbIM  hann
/etc/digsig/digsig_initramfs.conf HeoOXOAMMO OT WMMEHW YYETHOM 3anncu apg-
MUHUCTpATOpa Yepe3 MexaHM3M sudo BbINOMIHUTL KOMaHAay:
sudo update-initramfs -u -k all

B moaynb digsig_verify BCTPOEHbI OTKPbITbIE KMHOYM U3rOTOBUTENS, KOTOPbIE UCMOSb-

3yHOTCS:
- OS5 NPOBEPKU MOAMNUCU UCMNONHAEMbIX (hannos;
- ONs NPOBEPKM NOANUCK OTKpbIBaeMbIX (DaNSioB B pacLUMPEHHbIX aTpubyTax;
- ONS  NPOBEpKM MOAMUCUA Ha  OOMOMHUTENbHLIX  KMoYax, 3arpyxaembix U3
/etc/digsig/keys.

B kaxgbln MOMEHT BpEMEHN MOAYIb MCNOMb3YET ABa Habopa Kroyen:

- OCHOBHOM Habop (M3Ha4YanbHO TPY BCTPOEHHbIX KitoYa U3roToBUTENS) — ANst MPOBEPKU

nobbIX Noanucen;

- OOMONHUTENbHbIN HAbop (M3HaAYanbHO NYCTON) — TONbKO ANSA NPOBEPKM NOAMUCK OTKPbI-

BaeMbIX (bannoB B paclUMpPEHHbIX aTpubyTax.

Ecnu gononHuTenbHbIi HAGOP HE COOQEPXNUT Krtoya, KOTOPbIN MCNOMb30Barncs Ans nognu-
cu harina B paclUMpeHHbIX aTpnbyTax, MOAysb ULWET NOAXOASLMIA KoY B OCHOBHOM Habope.

Kartanor /etc/digsig/keys COAEPXUT  OTKpbITble KNuYM B dopmarte
gnupg --export, KOTOPbIMW pacLUMPSETCA OCHOBHOM Habop KnYen npwu 3arpyske cu-
cTembl. Kaxablii kntod, ucnonb3oBaHHbIM Ans nognuckiBaHus CMO (16.1.2), Heobxoaunmo
ckonupoBsaTb B KaTtanor /etc/digsig/keys/, Hanpumep, ¢ NCNOSIb30BaHNEM KOMaHAbI:
cp /<karamnor>/<dann kmoua> /etc/digsig/keys/

B katanore /etc/digsig/keys/ MOXeT pacrnonaratbCs nepapxumyeckas CTpykTypa
kntoven. Kaxxabiv kntod AormkeH ObiTb NOANUCAH YXKe 3arpy>XeHHbIM KITlo4OM OCHOBHOro Habopa
B MOMEHT ero gobaeneHusi B oCHoBHoW Habop. Mepapxuma nogkatanoroB /etc/digsig/keys
obpabatbiBaeTca cBepXy BHU3 Takum obpasom, YTo:

- dhannbl knoyen B /etc/digsig/keys OOMKHbI ObITb NOANMCaHbl BCTPOEHHLIMU B

Moaynb digsig_verify Kno4yamu M3rotoBUTens;

- dhannbl knoyen B /etc/digsig/keys/subdirectory MOryT 6bITb NoAgNUcaHbl U

BCTPOEHHbIMW KNYaMu U3roToBUTENS, U KNtovamm u3 /etc/digsig/keys;



152
PYCB.10015-16 97 02-1

- B LENIOM, Kaxabl KIod M3 nogkaTtanora BHyTpU /etc/digsig/keys OOMKEH ObITb
noanucaH nnbo KryoM 13 BblLLENeXallero katanora, Mo BCTPOEHHbBIM KITHOMOM U3roTo-

BUTENA.

Mpumep
/etc/digsig/keys/keyl.gpg - nybsuuHHE Kimod 1, NOANMCAHHHHN
Ha [EepPBUUHOM KJIOUE U3[OTOBUTEJIS
/etc/digsig/keys/key2.gpg - nyOJIMUHEE KJOU 2, NOLIHUCAHHHHN
Ha [EepPBUUHOM KJIOUE U3[OTOBUTEJIS

/etc/digsig/keys/keyl/keyl-1.gpg - nyOJIMUHHE KJIOU, NOOMNMCAHHHN Ha KJIoue

1

/etc/digsig/keys/keyl/keyl-2.gpg - NOybJIMUHHE KJIOUY, [IOAMNHMCAHHHN Ha kimoue 1
/etc/digsig/keys/key2/key2-1.gpg nybJIMUHEMN KJIOU, [IOAMNHWCAHHHE Ha Kjuoue 2
/etc/digsig/keys/key2/key2-2.gpg - NOyOJIMUHHE KJIOY, [IOAMNHMCAHHHN Ha Kjnoue 2

[na npoBepKn UCNonb30oBaHNA OOMNOSTHUTESbHbBIX KOYen AN KOHTPONS LEenoCTHOCTH
ncnornHseMblx annos n pasgensembix bubnuotek popmarta ELF (go nepesarpysku OC) MOXHO
OT MMEHW YYETHOWN 3anucn agMuHUCTpaTopa Yyepes MexaHn3amM sudo BbIMOMHUTb KOMaHAb!:
cat /etc/digsig/key for signing.gpg > /sys/digsig/keys
cat /etc/digsig/keys/keyl.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/keyl/keyl-1.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/keyl/keyl-2.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2/key2-1.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2/key2-2.gpg >> /sys/digsig/keys

BHUMAHMUE! lNpu npoBepke 3l B paclumpeHHbIx atpmubyTax hannoson cuctemsl ycTta-
HOBKa Anga napameTpa DIGSIG_XATTR_ MODE 3HadyeHus 1 3anpeluaeTt OoTKpbITUE NOCTaBMEHHbIX
Ha KOHTpornb dannos ¢ HeBepHon 3l nnn 6e3 3.

HacTtpoiika pexunma (pyHKLMOHNPOBAHUSA MEXaHU3Ma KOHTPOSS LLeNoCTHOCTM (banroB npu
NX OTKPbITUK Ha ocHoBe 3l B pacluMpeHHbIX aTpnbytax ansioBon CUCTEMbI OCYLLLECTBIISETCSA
C NoMoLLbIo rpadudeckon yTunutbl £ly-admin-smc («lMaHenb ynpaeneHms — BesonacHocCcTb
— MNonuTtuka 6e3onacHoCcT — 3aMKHyTaa NporpamMHas cpefa») unn nytem pegakTMpoBaHUS
KOH(purypaumoHHoro camna /etc/digsig/digsig_initramfs.conf.

PepnaktnpoBaHue KOHurypaumoHHoro anna /etc/digsig/digsig_initramfs.conf
OCYLLECTBISAETCA cnegyowmm obpasom:

1) ANS BKNKOYEHUsI NPOBEPKN MOAMNUCEN B peXnMe 3anpeTta OTKPbITUA NOCTaBNEHHbIX Ha

KOHTponb hannos ¢ HeepHon Al unu 6e3 3l B pacwmpeHHbIx aTpubyTax dannoBom

CUCTEMbl HEOBXOAMMO YCTaHOBUTL ANS NnapameTpa DIGSIG_XATTR_MODE 3HayeHue 1:

DIGSIG_XATTR MODE=1

2) [ns BKOYEHMS NPOBEPKM NOAMMCEN B PEXMME BbIBOAA NpeaynpexaeHuin 06 oTkpbITUm
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NOCTaBMNEHHbIX Ha KOHTPOIb hannoB ¢ HeBepHon Al unu 6e3 3l B pacluMpeHHbIX aTpuby-

Tax pannoBon cucTemMbl HEOH6XOAMMO YCTAHOBUTL AN napameTpa DIGSIG_XATTR_ MODE

3HaveHue 2:

DIGSIG_XATTR MODE=2

3) ONS UrHOPUPOBAHUS OOMNONMHUTENBHbIX KNKOYEn, NCMOoSb3yeMblX TOMNbKO NPy NpoBepke

Ol B pacwmpeHHbIx atpubyTtax annoson, He06Xxo0AMMO YCTaHOBUTL ANSA NapameTpa

DIGSIG_IGNORE_XATTR_KEYS 3HayeHue 1:

DIGSIG_IGNORE_XATTR_KEYS=1

4) Aanst HacTpoMKM WabnoHOB MMEH, Ucnosb3yembix npu nposepke 31 B paclumpeH-

HbIX aTpmbyTtax ®C, Heobxoaumo B panne /etc/digsig/xattr_control 3agatb UX

cnncok. Kaxkgast cTpoka 3agaeTt cBowm WabsioH B BUAE Macku NofnHoro nytu. Hanpumep,

cnegyowmn wWabnoH onpegensert, Yto byaet nposepsaTbes Il Bcex hannos B katanore

/bin, UMs KOTOPbIX HAYMHaeTCsa Ha lo:

\bin\lo

Katanor /etc/digsig/xattr_keys COOEPXUT OTKPbITbIE KMouM B dopmarte
gnupg --export, KOTOPbIMW pacLUMpseTCs AONONHUTENbHbIA Habop Knoyen moayns (M3Ha-
YanbHO NycTon Habop, NCMONb3yeMbl TOSNbKO ANS NPOBEPKM MOANUCK B pacLUMPEHHBbIX aTpubyTax
danna). NMognucu Ha Kn4vax SOMONHUTENBbHOro Habopa He NPOBEPSAIOTCA.

Kaxxabl 4ONOSTHUTESbHBIN KITHOY, UCMOMNb30BaHHbIN ANA NognucbiBaHNA hannos B pacLuu-
PEeHHbIX aTpubyTax, HeobxoanMo cKkonmMpoBaTb B Katanor /etc/digsig/xattr_keys/, Hanpu-
Mep, C UCMONb30BaHWEM KOMaHAbI:
cp /<kararsor>/<@amn kmoua> /etc/digsig/xattr keys/

B katanore /etc/digsig/xattr_keys/ MOXeET pacnonaratbCa nepapxmyeckas CTpyk-
Typa OOMNOMHUTENBHBIX KIToYen ANns KOHTPOnS LenoCTHOCTU (hannoB. B ykazaHHOW CTpyKType
OOHW AOMOSTHUTENbHbIE KYX MOTYT ObITb NOAMMCAHbI HA APYrMX ONONHUTENBHbIX Krtoyax. [pu
3TOM JONOSMHUTENbHbIE KITHYN OOMKHbI pacnonaraTtbCa B nogkaranorax Takum o6pasom, 4Tobbl

npu ux 3arpyske He HapyLuanach Lenovka npoBepKu Nnoanmncen.

Mpnumep
/etc/digsig/xattr_keys/keyl.gpg - nybmuusns kimou 1
/etc/digsig/xattr_keys/key2.gpg - nyOmnuuHem Kimou 2

/etc/digsig/xattr_ keys/keyl/keyl-1.gpg nybJIMUHEM KJIOU, NOONMCAHHHN Ha KJIoUe

/etc/digsig/xattr_keys/keyl/keyl-2.gpg nybJIMUHEM KJIOU, [NOONMCAHHHN Ha KJIOUe

1

1

/etc/digsig/xattr_keys/key2/key2-1.gpg nyONUUHEE KJIOU, OONNHCAHHHYE Ha Kimoue 2
2

/etc/digsig/xattr keys/key2/key2-2.gpg nybJIMUHEM KJIOU, [NOONMCAHHHN Ha KJIoue
,D,J'IFI npoBepKn UCnosib3oBaHUA OOMOJTHUTENIbHbIX Kro4ven Ona KOHTPOonA UesioCTHOCTU
dannos (0o nepesarpyskm OC) MOXHO OT UMEHU YYETHOWN 3anvcu afiMMHUCTPaTopa Yepes mexa-

HU3M sudo BbINOMHUTb KOMaHAabI:
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cat /etc/digsig/xattr keys/keyl.gpg >> /sys/digsig/xattr_keys
cat /etc/digsig/xattr keys/key2.gpg >> /sys/digsig/xattr_keys
cat /etc/digsig/xattr_keys/keyl/keyl-1.gpg >> /sys/digsig/xattr_keys
cat /etc/digsig/xattr_keys/keyl/keyl-2.gpg >> /sys/digsig/xattr_keys
cat /etc/digsig/xattr_keys/key2/key2-1.gpg >> /sys/digsig/xattr_keys
cat /etc/digsig/xattr_ keys/key2/key2-2.gpg >> /sys/digsig/xattr_keys
YnpaeneHne mogynem digsig_verif ocyulectBnsercd yepes nHtepdenc sysfs c
ncnonb3oBaHMeEM hansoB:
- /sys/digsig/elf_mode — NpOCMOTP U NepeknoyeHne pexmnma paboTbl Npy NposBep-
ke Al ncnonHsemblx dannoB n pasgensemMbolx oubnunotek oopmarta ELF;
- /sys/digsig/xattr_mode — NPOCMOTP U NepeksitdeHne pexunma paboTtbl Npu Npo-
Bepke 3l B pacwumpeHHbIx atpmbyTax ¢annoBon CUCTEMBI;
- /sys/digsig/keys — hann 3arpy3kn OONONHUTENbHbBIX KNtoden ans nposepku 3l
ncnosnHseMblx gpannos popmata ELF n 3l B pacwumpeHHbix atpubytax ©C;
- /sys/digsig/ignore_gost2001 — oTkntodeHme nposepkn Al no NOCT P 34.10-
2001;
- /sys/digsig/ignore_ xattr_keys —1;
- /sys/digsig/xattr_control — CNUCOK LWIABNIOHOB NMEH, UCMOMb3yeMbIX Mpu Npo-
Bepke 3l B pacwmpeHHbix atpmubytax OC;
- /sys/digsig/xattr_keys — dpann 3arpy3kv JONONMHUTENbHbIX KINoYeun, NCnonb3ye-
MbIX TONbKO npu npoBepke 3l B pacwmpeHHbix aTpnbytax ®C.
[MpoBepka pexnmoB paboTbl BbINOSHAETCS KOMaHAAMM:
cat /sys/digsig/elf mode
cat /sys/digsig/xattr_mode
BHUMAHMUE! [ns otkntoveHuns nposepkun 3l no NTOCT P 34.10-2001 HeobxoaMMo B KOH-
durypaumoHHom dpamnne /etc/digsig/digsig_initramfs.conf yCTaHOBUTb criegytoLlee
3HavYeHWe napameTpa:
DIGSIG_IGNORE_GOST2001=1
BHUMAHUE! [locne BHeceHMA WN3MEHEHUW B  KOHMUrypauuoHHbIM  hann
/etc/digsig/digsig_initramfs.conf u gna 3arpys3kum mogynem digsig_verif knwodeun
nocne ux pasmMmelleHusl B katanorax /etc/digsig/keys/ n /etc/digsig/xattr_keys/
HeobX0AUMO OT MMEHM YYEeTHOW 3anncu agMUHUCTpaTopa Yepe3 MexaHM3M sudo BbIMOMHUTb
KomaHay:

sudo update-initramfs -u -k all
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16.1.2. MognucbiBaHue

B mogyne agpa digsig_verif peanu3oBaH MexaHWU3M, MNO3BOSISAOLWNN NCMOMNb30BaTb
HECKONbKO Kro4ven npu nognucebiBaHnuu pannos dopmata ELF.

Mopsimok ncnonb3oBaHWs kntoven ong digsig_verif: 4ONONHUTENbLHbBIE KNKOYM 3anNUChl-
BalTCA B /sys/digsig/keys unu /sys/digsig/xattr_keys B nepapxmyeckom nocrnenoBa-
TENbHOCTU Lenovek nognmcen.

Bce gononHuTenbHbIe KNHYN AOMKHBI ObITb NOAMMCAaHbI FMaBHbLIM KITHOYOM UK OpYrM
AONOSTHUTENbBHBLIM KITHOYOM, NOAMUCH KOTOPOro MOXET ObITb NPOBEPEHA (3a UCKITHOYEHMEM NEPBOrO
Kroya B KaTanore /sys/digsig/xattr_keys).

[na cosgaHus gononHuTenbHbIX Knoven ncnonssyetcs GNU Privacy Guard. Moguduum-
poBaHHbIN GNuPG BbiBOgUT MOCT P 34.11-94 B cnucke AOCTYMHbIX anropMTtMoB. s nonyyYyeHus

CrnnckKa OOCTYMHbIX arnroputMmoB HeO6XO£I,I/IMO BbIMOJTHNTb KOMaHOY:

# gpg --version

gpg (GnuPG) 1.4.18

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Home: ~/.gnupg
[loomepXUBaTCHA CJIEOYINEe aJil' OPUTMEL :
C OTKpHTEM KJnouoM: RSA, RSA-E, RSA-S, ELG-E, DSA,
GOST_R 34.10-2001,GOST_R 34.10-2012
CummeTpuunsie : 3DES, CASTS5, BLOWFISH,
AES, AES192, AES256, TWOFISH,
CAMELLIA128, CAMELLIA192, CAMELLIA256
Xom-$yuxuuu: MD5, SHA1l, RIPEMD160, SHA256, SHA384, SHAS512,
SHA224, GOST_R34.11-2012, GOST_R34.11-94
AnropuTMel cCxaTus: Be3d cxarusa, ZIP, ZLIB,

BZIP2
Hanee npunBeneH npmnmMmep co3gaHna AoNONMHNTENbHOIo Kito4a U ero Ncnornb3oBaHNA A4

nognucbiBanma Cl10.

Mpumep
1) co3pgaeTtca knwo4veBass napa GOST R 34.10-2001 M coxpaHsieTcsl B KaTanore
~/ .gnupg. [Ina co3gaHusa kno4eBor napbl HEOOXOANUMO BbINONMHUTL NPUBEAEHHYIO Aanee

KOmMaHAay ¢ nocneayrowmm Bbibopom B MeHto gpg anroputma NOCT P 34.10-2001:
keys@debian:~$ gpg --full-generate-key
gpg (GnuPG) 1.4.18; Copyright (C) 2014 Free Software Foundation, Inc.

This is free software: you are free to change and redistribute it.
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There is NO WARRANTY, to the extent permitted by law.

gpg: cos3paH kararnor ‘/home/keys/.gnupg’

gpg: co3paH HOBHEM Qann HacToek ‘/home/keys/.gnupg/gpg.conf’

gpg: BHUMAHUE: mapameTpH B ‘/home/keys/.gnupg/gpg.conf’ eme He axkTuBHH Ipu /
3TOM 3anycke

gpg: cos3paHa Tabmnuua kmmouen ‘/home/keys/.gnupg/secring.gpg’

gpg: cos3pmaHa Tabnuua kimouenn ‘/home/keys/.gnupg/pubring.gpg’

BubepuTe THII KIIOUA:

(1) RSA u RSA (o yMOJIUAHHIO)

(2) DSA u Elgamal

(3) DSA (TOJNBLKO OJIA IIOOIIHMCHU)

(4) RSA (TOJNIBLKO OJIS TMOOIIMCH)

(10) GOST R 34.10-2001 (TombKO LNy HOOIMUCH) yCTapeBIUHN

(12) GOST R 34.10-2012 (TOombBKO OJisg MOLMINUCH)

Bam BmHb60Op? 12

GOST keypair will have 256 bits.

BubopuTe CpOK LOENCTBUS KJIOUa.

0 = 6e3 orpaHHUeHUs CpOKa LEHCTBUS

<n> = CpOK HOEeHCTBUA - N OHEH

<n>wW = CPOK HOEeHCTBUS — N HeOeJlb
<n>m = CpOK HOEeNCTBHUA - N MECHLEB
<n>y = CpOK HOeHCTBHUA — N JIeT

Cpox gmemcTBusi kmoua? (0) O
Cpox IOeHCTBUSI KJoua HEe OI'PaHUUEH

Bce Bepuo? (y/N) y

I uoeHTHPUKAUMM Bamero ximoua HeobxonuMm 1D momnb3oBaTesd. [lporpamma coszpacT /
ero
u3 Bamero uMeHH, KOMMEHTapUA U ajpeca DJIEKTPOHHOM IIOUTH B BHUIOE:

"Baba Yaga (pensioner) <yaga@deepforest.ru>"

Bame HacTosmee mMmsa: Test GOST R 34.10-2012 Secondary Key
Ampec BJIeKTPOHHON IouThH: test@gost.secondary.key
KoMMeHTapui :

Bu Bm6panH criegyomuyi ID monb3oBaTesis:

"Test GOST R 34.10-2001 Secondary Key <test@gost.secondary.key>"
Cmenutbt (N)Wmsi, (C)Kommenrapu#i, (E)agpec unu (O)Ipuusars/ (Q)Buxom? O
07T 3amuTH 3aKPHTOO KJloua HeOOXOOWM Napoilb.

BeepguTe naponb: [IAPOJIB

[loBTOopUTe naponb: I[IAPOJIb
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2) 3KCnopT Kritova B dparn OCyLLECTBNAETCA KOMaHAOM:
keys@debian:$ gpg --export "Test GOST R 34.10-2012 Secondary Key
<test@gost.secondary.key>" > /tmp/secondary_gost_key.gpg

3) KoY nonb3oBaTenst MOXeT ObITb 3aBepeH C ncnosib3oBaHMeEM KoOMaHA4.:
gpg --import /tmp/secondary_gost_key.gpg

gpg --sign-key "Test GOST R 34.10-2012 Secondary Key

<test@gost.secondary.key>"

gpg --export "Test GOST R 34.10-2001 Secondary Key
<test@gost.secondary.key>" > /tmp/secondary_gost_key signed.gpg

4) nonb3oBaTternb NOAMNUCLIBAET Ha JaHHOM Krtode HekoTopbii hann dpopmarta ELF ¢
NCNONb30BaHNEM YTUNNTLI bsign (N0 YMOMYaHUIO NOANUCHL BHEAPSIETCA B TOM YMCIE U B

pacLnMpeHHble aTpubyThbl hanna):
keys@debian:~$ bsign --sign test_elf

5) nonb3oBatenb NOANUCLIBAET YTUNNTOM bsign HA JAHHOM KIHOY€E NPOU3BOSbHbLINA dhans

C BHEAPEHNEM NOAMNUCK TONbKO B pacLUMPEHHbIE aTpUBYThI:
keys@debian:~$ bsign --sign --xattr test_elf

[ononHuTenbHas MHopmaums npMeeaeHa B crpasBke Mo yTunute bsign;

6) ans npoBepku npasunbHocTU Al dhanna gpopmara ELF ncnonesyerca ytmnuta bsign:
keys@debian:~$ bsign -w test_elf

7) AOMNONHUTESbHbBIN K4 Nofb30BaTeNs, NOANUCAHHbIAN Ha FMaBHOM Krtove, KonmnpyetcA

B katanor /etc/digsig/ (cm.[16.1.1));

8) nognucaHHbIn hann oopmata ELF MoXeT BbINOMHATLCS:
keys@debian:~$ ./test_elf

hello world!

keys@debian:~$

16.2. Pexxum Knocka

16.2.1. O6wme cBegeHus

Pexum Knocka crny>xut ansi orpaHu4eHns npas nosib3oBarenen B cucteme. [ns ncnonb-
30BaHMA OYHKUMOHASbHbLIX BO3MOXHOCTEN OAHHOIO pexmma HeobxooMmOo YCTaHOBUTb NakeT
parsec-cups.

CTteneHb 3TUX OrpaHMYeHn NpaB Nonb3oBaTenen 3agaeTca Mackon kmocka. Ee gencrene
aHanorM4yHo OEeNCTBUKO Mackm umask C TEM OTNIMYMEM, YTO €Cnn umask HaknagbliBaeTcda npu
co3gaHum HoBbIX 06bekToB PC, TO Macka KMocka HaknaabiBaeTca Ha npasa 4OCTyna K dpanny
npu Nobon nonbITKe Nonb3oBaTens Noy4YMTb AOCTY.

Macka knocka 3agaetcs B KOHUrypaumoHHom danne /etc/parsec/kiosk_mask n

Mo ymosnyaHuto paBHa 0000 (pexum Knocka BblkntodeH). Mpu macke, pasHon 0000, noBegeHne
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CUCTEMbI HE UBMEHSIETCS M Ha NpaBa A0CTyNa Nofb30BaTesis He HaknaablBalTCA OrpaHNYeHns.
Ecnu macka paBHa, Hanpumep, 0003, To A4n4a nonb3oBaTens 6nokupyeTca 4OCTyn rno 3anucu u
NCMOSTHEHMIO KO BCEM dhannam, He npuHagnexawmm emy, nnbo rpynne, B KOTOPYI OH BXOAMWT.
MonyunTb Tekywlyro MacKy KuMOCKa MOXHO, npoyuTaB coaepXxumoe danna
/parsecfs/mode_mask. Macka Kuocka NpUMEHSIETCS TONMbKO K OObl4HbIM dpainam. K
KaTanoram, coKkeTam U1 T. . Macka He NMpUMeEHSAETCA.
B pexume knocka (Macka no ymonyaHuio) nonb3oBaTterb He MMeeT BO3MOXXHOCTU 3any-

CTUTb HWU OOHY CUCTEMHYIO NPOrpaMMmy, T. K. 3TU OENCTBUSI 3aMaCKUPOBaHbI.

16.2.2. mkiosk

KomaHaa mkiosk nosBonsieT 3agaBaTb npasBa JOCTyNa Monb3oBaTesisi K KOHKPETHbIM
Gannam. OTu npaBa JOCTyna He NoaBepPXXeHbl 4ENCTBMIO Macku 1 peannsoBaHbl B Buge ACL Ha
cneuunansHble BupTyanbHble dannsl PC parsec, ABMASIOWMECH CCbINIKAMWU Ha peanbHble ansbl.
Mocne nepesarpyskun Bce yctaHoBneHHble ACL ByayT yTepsHbl.

Mpun 3agaHum npaB gocTyna K danny ykasbiBaetca abCcontoTHbIN NyTb K AaHHOMY dhanny
n Habop NpaB goctyna k Hemy. Hanpumep, npaBa TonNbKo Ha YTeHue ans cdanna /etc/hosts
3agarTca B BUae:

/etc/hosts r--

Mpun aTOM NyTb K Ghanny n Habop npas nepeaarnTca mkiosk Kak eaAMHbIN NapaMeTp 1 3aknoyaeTcs
B KaBblYKK, Hanpumep:

mkiosk -u ttt "/etc/hosts r—-"

Tak Kak 3agaBaTb BCe npaBa 4OCTyna B KOMaHAHOW CTpoke 6birio 6bl KparHe HeynobHo,
cyulecTtsyeT cuctema npodunen. lNpodunbs — aTto darn ¢ rotoBbiIM Habopom npas gocTyna
Ana 3anycka nporpammel. Hanpumep, npodune ans sanycka bash, npopuns ansg 3anycka ls
n 1. A. Npodunn xpaHATca B Katanore /etc/parsec/kiosk-profiles. [inga 3agaHuna npas
AocTyna nyTem Ucnonb30BaHUs Npodunsa HeobxoaMmMo B KOMaHOHOW CTPOKE NPU BbINOMHEHUN
KomaHAbl mkiosk BMeCTO npaB gocTyna K dpanny ykasatb npodpunb. KomaHaa mkiosk oTnuyaer
3agaHue hannos OT 3adaHusa Npoduns No HanNM4YMK NEpBOro cumeona / B UMeHun canna —
nmMeHa npodunen 3agatotca 6e3 ykazaHms abConTHOMO NyTN K HAM.

Mpodunb MOXeT cogepxaTb B cebe npaBa goctyna Ha 6ornee crnoxHble OENCTBUS,
4YyeM 3anyck ogHow nporpammbl. CyllecTByeT Takke npodusie ¢ UMeHeM default, KOTOPbLIN
NCNonb3yeTcs aBToMaTUYeCcKn Npu Kaxkaom 3anycke mkiosk. B Hem cogepxatca Heobxoanmble
BCerga npasa JocTyna, Hanpumep, NpaBo Ha MUCNONb30BaHWE ANHAMUYECKOW KOMMOHOBKMW.

[Onsa cosgaHna npodunen MOXXHO UCMNoNb3oBaTb KOMaHOy otrace B COOTBETCTBUU C
onucaHvem B[16.2.3

[ns aBTOMaTu3auuMu npouecca yCTaHOBKU NpaB JOCTyna AN KaX4oro nosib3oBaresns

CyLLleCTBYET KOH(PUrypaunoHHbIN doans, XxpaHawminca B katanore /etc/parsec/kiosk n co-
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aepxawmn Bce Heobxoagumble npaea goctyna. o cyTn 310 Takon e npodunb, Kak 1 B cnyyae

npodunen NnporpamMmm, HO OTHOCSALLMICS K KOHKPETHOMY Morb3oBaTento. ATOT dpani MOXET COo-

AepxXaTtb KakK dBHOE€ 3aaHune rnpae oCTyna K KOHKPETHbIM cbalhnaM, TaK N CCbIJTIKMN Ha I'IpOCbI/IJ'II/I

nporpamm. [pn BXxoae nornb3oBaTesis B CUCTEMY NpaBa AoCcTyna nu3 KOHMuUrypaumoHHoro dpamna

oyayT

YCTaHOBIEHbI aBTOMaTUYeCKM Npun nomowm crneunanoHoro PAM-moayns.

MapameTpbl KOMaHAbl mkiosk NpuBeaeHbl B Tabnuue

Tabnuua 55
MapameTp Onuncanune
-h, --help BbiBecTu cnpaBky 1 BbIATU
-u , --user= YcTaHoBUTbL NpaBa 4OCTyna Ansl NOofb30BaTens

He ncnonb3oBaTh Npodunb ykazaHHOro nonb3oBaTens Afis YCTaHOBKM

-w, --without-profile| npaB goctyna. byayT ncnonb3oBaHbl TONBLKO NpaBa A4OCTyNa n3 KOMaHAHON
CTPOKM
YKkasaTb Macky kuocka. lNpaBa goctyna Ha dansbl Ans nonb3oBaTens
o mask OyoyT ycTaHaBnMBaTbCS TOMbKO B TOM Crny4vae, koraa Heobxoanmble GUThI
’ MacKupyloTCcs yKkazaHHOW mackow. Mo ymonyaHuio Ucnonb3yeTcs TekyLas
Macka Kuocka u3 pavna /parsecfs/mode_mask
Mpumephol:

1. YcTtaHoBUTb npaBa [oOCTyna Ansa nonb3oBaTtensa ttt, B3dATble U3 ero npoduns
/etc/parsec/kiosk/ttt:

mkiosk -u ttt

2. YctaHoBUTb NpaBa Ha 4YTeHue panna /etc/passwd Ang nonb3osartens ttt. Mpu
3TOM He yuyuTbiBaTb Npodhusib nonb3osatens. [Npegnonaraetcs, YTO CUCTEMHAS Macka
kKnocka paBHa 0003 1, COOTBETCTBEHHO, 3aMacKMpoOBaHbl NpaBa Ha 3anucb U BbiNONMHEHNE
dannos:

mkiosk -u ttt --mask=3 --without-profile "/etc/passwd r--"

16.2.3. otrace

KomaHaa otrace npegHasHadyeHa A5 NPOTOKONMPOBaHMSA (TPacCUpOBKM) NPOLIECCOB

OTHOCUTENIbHO CUCTEMHbIX BbI3OBOB open () U execve().

CuHTakcuc:

otrace [-h, --help] [-s, --silent] [-o0, --output=] [-k, --kiosk-dir=]

[_

p, --pid=] [-u, --user=] [-t, --trace] [-a, --audit-trace]

[-m, --merge] [-f, --trace-failed] [-e, --mask=] [command]

KomaHaa otrace mcnonb3yeTcs B MpoLEcCe KOHUIypupoBaHUS pexmma Kuocka U

CNYXWT Ans aBToMaTv3aumm co3aaHust npoduner npae gocryna.

MpnumevaHune. Ecnm B OC ycTaHoBneH naket parsec-kiosk2, T0 npouenypa Tpac-
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CUPOBKU MpOoLIECCOB OCYLLECTBNAETCA B COOTBETCTBMU C ONMCaHneM, npmBeaeHHbIM B @

B pexmnme KMoCcKa (CTaHﬂ,apTHble HaCTpOﬁKM) nonb3oBaTesto 3anpeLlleHbl 3anmcb U Bbl-
NnoriHeHne C*)aVIHOB, He npuHagnexXxalwunx emy, nnoéo rpynne, B KOTOPyH OH BXOOUT. YT0o6bI NONb30-
BaTernb UMert BO3MOXHOCTb BONTU B cucremy, HGO6XOLI,VIMO ABHO yKa3aTb MnpaBa A0CTyna KO BCEM
dannam, NpssMo UM KOCBEHHO Y4acTBYHOLLUM Mpu 3Ton onepauunun. lNpaBa gocTtyna K dpannam
3agatoTca ¢ nomoLbto yctaHoBku ACL Ha cneunansHble dannbl-cebliikn B PC parsec. [pn aTom
npasa 4OCTyNa Ha peanbHble annbl He nameHsoTca. [Npu nepesarpyske cuctemol Bce ACL Ha
cneumanbHble dannbl-CCbifikn ByayT yTePSIHbI.

Utobbl obnerunTb 3agady  YCTaHOBKM  Nofib3oBaTensM npaB  [OCTyna, Wc-
nonb3ytTca npodunu npaB goctyna. CuctemHble npodunm XxXpaHAaTca B KaTanore
/etc/parsec/kiosk-profiles. [anee npuBegeH npumep npoduns, NO3BOSSIOLLNNA
3anycTuTb KOmaHay 1s:

/bin/ls r-x

/etc/group r--

/etc/1ld.so.cache r--
/etc/ld.so.preload r--
/etc/localtime r--
/etc/nsswitch.conf r--

/etc/passwd r--
/etc/selinux/config r—-
/lib/libacl.so.l r--
/lib/libattr.so.l r—-
/1lib/libc.so.6 r—-

/1lib/libdl.s0.2 r--
/1lib/libnsl.so.l r—-
/lib/libnss_compat.so.2 r--
/lib/libnss files.so0.2 r—-
/lib/libnss nis.so.2 r--
/1lib/libpthread.so.0 r--
/lib/librt.so.l r--
/lib/libselinux.so.l r--
/proc/mounts r—-
/usr/lib/gconv/gconv-modules.cache r-—-
/usr/lib/gconv/KOI8-R.so r—-
/usr/lib/locale/locale-archive r--
/usr/share/locale/locale.alias r--
/usr/share/locale/ru/LC_MESSAGES/coreutils.mo r--

/usr/share/locale/ru/LC_TIME/coreutils.mo r--
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/usr/share/locale/ru RU/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru_RU/LC_TIME/coreutils.mo r--
/usr/share/locale/ru_RU.utf8/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru_RU.UTF-8/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru_RU.utf8/LC_TIME/coreutils.mo r—-
/usr/share/locale/ru_RU.UTF-8/LC_TIME/coreutils.mo r--
/usr/share/locale/ru.utf8/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru.UTF-8/LC_MESSAGES/coreutils.mo r--
/usr/share/locale/ru.utf8/LC_TIME/coreutils.mo r--
/usr/share/locale/ru.UTF-8/LC_TIME/coreutils.mo r--

Onsa npuMeHeHust Npouns K KOHKPETHOMY MONb30BaTENO UCMONb3yeTcss KoMaHaa
mkiosk (cm.[16.2.2).

Ecnun npocunb cnyxXuT Ansa 3anycka nporpaMmmbl, OH JOSMKEH coepaTb npasa gocTtyna
He TONbKO K UCMOMNHAEeMOMY haunry, HO U KO BCEM MUCMonb3yeMbliM Bubnuotekam n dannam,
KOTOpble OTKPbIBAET NporpaMmma B npoLecce ucnonHeHnd. Takke Heobxogmmbl npaBa gocTyna
Ha ANHAMUYECKMA KOMMOHOBLLMK, KOTOPbIE HE NonagyT aBTOMaTUYECKM B NPpodunb, CO3AaHHbIN
komaHgon otrace (cm. [16.2.2).

Mpochunu moryT onuceiBaTh NpaBa gocTyna Ans 6onee CNoXxHbIX 3agadv, Yem 3anyck og-
HOW nNporpaMmmbl. YTo6bl 06nerynTe agMMHUCTPUPOBAHNE, MOXHO MCMONb30BaTh NPOUNIN BHYTPK
apyrmx npodunen. Ecnun BHYTpU Npoduns BCTpeyaeTcsl CTpoKa C UMEHeM Apyroro npouns, 1o
COAEPXUMOE yKa3aHHOro Npounsa NOMHOCTLIO 06begnHAETCA C COOEPXUMbIM TEKyLLEero npodu-
na. O6beanHeHne npodunen ocyLecTBngeTCcs pekypcuBHO. Ecnn cTtpoka B danne npodouns
Ha4yMHaeTCs He C CMMBOSa /, TO OHa paccMmaTpuBaeTca Kak nmsi npocpuns. Komanga otrace
Takke 3aHnmaeTcs obbeanHeHnem npodunen (CM. onuui —--merge).

HakoHel, cywecTBYyOT Npodunun, OTHOCSLWLMECS K OTAeNbHbIM Nonb3oBaTtensam. OHu xpa-
HATCA B KaTanore /etc/parsec/kiosk 1 3anonHATCA BPYYHYH Ha OCHOBE rOTOBbIX Npodunen
nNnBOo cTaHOapTHbIX CTPOK, ONUCHIBAKOLWMX NMpaBa AOCTyna K KOHKpeTHoMy doanny. Npu Bknto-
YEHHOM pEeXMMe KMocka Npodounin nonb3oBaTtenen aBToMaTUYECKU MPUMEHSIIOTCS NpU BXoae
nonb3oBaTensi B cMCTeMy. ATO peanu3oBaHo npu noMmowm crneymanbsHoro PAM-Moaynst 1 KomaHgb!
mkiosk (cm.[16.2.2).

KomaHpa otrace MOXET MCNONb30BaTb ABa PasfMyHbIX MEXaHM3Ma AS1s NPOTOKONMpoBa-
HWSA npoueccos. [NepBbl — 3TO NporpamMmma strace (onuma --trace). Bropon — nogcucrema
ayguta PARSEC (onuusa --audit-trace). lporpamMmma strace MMEET HEKOTOPbLIE OrpaHNYEHMS
Mo NUCNONb30BaHMIO, NOITOMY MPUMEHSATL MEXaHWU3M ——trace CrefyeT TONbKO AN NPOTOKONNPO-
BaHWSA NpocTbix, He SUID-nporpamm.

B pexnme —-trace Lernb NPOTOKONMNPOBAHUA MOXET ObITb 3agaHa NMMOO B KOMaHAHOM
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CTPOKe KOMaHAbl otrace B Ka4yecTBe napameTpa (Torga ykasaHHas nporpamma Oyger 3anyuieHa),
nnbo moxet 6bITb 3agaH PID yxe cywecTsyrowero npouecca (onuus —-pid).

B pexxume --audit-trace uenb NPOTOKONMPOBAHUS 3a0aE€TCA TaKKe, KaKk U B pexume
—-—trace. Ho KpomMe onncaHHbIX, eCTb eLle AONOSTHUTENbHbIN CNoCcob 3ag4aHus Lenn npoToKoNu-
poBaHUs — napameTp —-user. [1pn 3TOM BCEM CYLLECTBYIOLIUM NpoLieccam, NpUHaanexatinm
ykazaHHOMy nonb3oBaTernto, 6yayT BbiCTaBrneHbl cooTBETCTBYOWME drnarv ayauTta (cm. [6.1.6)).
Taknm obpasom, ByayT NpoOTOKONMPOBATLCA BCE AENCTBUS NonNb3oBaTend. Pexxum noneseH, ko-
raa HeobxoauMo cos3daTbh Npodunb, paspeLlarLLmMii NoNb30OBATENIO BbINOSHATL LEenbin Habop
CINOXHbIX OENCTBUM N NPOTOKONMPOBAaTb KaXayk nporpaMmmy B OTAEMNbHOCTU 3aTPYAHUTENBHO.

Ecnu ucnonbayetca pexum --audit-trace, TO B CUCTEME HE OOMMKHO ObITb CTOPOH-
HUX MPOLECCOB, Ha KOTOPbIX YCTaHOBMEHbI bnarn ayanTa. MIHade B npodunb MOXET nonacTb
MHOpMaLMs, MOPOXAEHHAA CTOPOHHUMM Npoueccamun. B pexnme npoToKONMpoBaHUst BCEX NPO-
LleCCOB YKa3aHHOro Nosb30BaTens 4OCTAaTO4HO, YTOObI B CUCTEME He Obino Apyrnx NpoLeccoB C
YyCTaHOBMNEHHbIMU briaramMmun ayamta n npuHagnexawmnx 3ToMy nosib3oBaTento.

KomaHga otrace No ymonyaHuio 3anucbiBaeT B Npouiib MHPOpMaLUO TOMNbKO O TEX
AencTBmax npouecca (open (), execve () ), KoTopble npownu ycnewHo. OgHako ans 6onbluen
YHUBEPCanNbHOCTN MOXHO UCMNOSMb30BaTh ONuuMio —-trace-failed, KOTOpasi MO3BONUT 3anucaTb
B Npounb Takke MHPOPMALMIO U O HeyAa4yHbIX NOMbITKax. OTO NOMe3HO, Hanpumep, ecrnu
npoLecc NbITaeTca OTKPbIBaTb KOHPUrypaunoHHble ansnbl. B MOMEHT NpoTOKONMpOBaHUS ann
MOXET HE CyLLEeCTBOBaTb, HO BNOCMEACTBUM OH MOXET MOSABUTLCS.

MapameTpbl kKOMaHAbl otrace NpvBeAeHbl B Tabnuue [56]

Tabnuua 56
MapameTp Onuncanue
-h, --help BbiBecTu cnpaBky 1 BbIATU
-s, --silent He BbIBOANTbL MHOPMAaLIMOHHbIE COOBLLEHUS
3anncaTtb pesyrnbraTbl NPOTOKONMPOBAHUSA B YKa3aHHbIN doann. Mo ymonya-
-o , —-output=
HUO — stdout
K Kiosk—dire YKkasaTtb nyTb K Katanory ¢ npopunamm kmocka. icnonesyeTtcs B onepauuu
! --. [lo ymonuaHuo — /etc/parsec/kiosk-profiles
id= TpaccupoBaTb NPOLIECC C YKa3aHHbIM MOEHTUMPUKATOPOM, a Takke BCe Mo-
B P POXAEHHbIE UM MPOLECCHI
a user— YKkasatb nma nonb3oBarens. Mcnonb3yetca COBMECTHO C -—audit-trace
! UNn —--merge
e trace Mcnonb3oBaTtb g NpPOTOKONMPOBaHMA NPOLIECCOB KOMaHAy strace. He
! MOXET ObITb UCMOMb30BaHa COBMECTHO ¢ ——audit-trace
, Mcnonb3oBaTb Ansi MPOTOKONMPOBAHUS MPOLECCOB MnoAcucTeMy ayguta
-a, ——audit-trace
PARSEC. He MOXeT GbITb NCMNofb30BaHa COBMECTHO C ——trace
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OkoHyaHue mabnuubl 56

MapameTp OnuncaHue

_m,

--merge ryT ObiTb ykasaHbl B SIBHOM Buae, B Buge npodwunen, B Buae

O6beomHATL BCe NpaBa [[OCTyMa, YKasaHHble KakumM-nnbo cnocobom
B eOWHblA MOTOK C YHMKanbHbIMM 3anucamu. [paBa pgoctyna Mo-

npocunsa nonb3oBaTenss M NPogWUNs, MCNonb3yeMoro no yMOnYaHuto
(/etc/parsec/kiosk-profiles/default)

-f,

--trace-failed | cTyna Kk aTum parinam OyayT 3afaHbl COrnacHo napameTpam, ¢ KOTOpbIMU

YuntbiBaTb HeydadHble NOMbITKM Bbi30Ba open () U execve (). MNpaBa go-

npouecc nbitaeTcd nony4ymnTb AOCTYN K HUM

—-e ’

YKkasaTb MacKy Knocka. 1o nosponsier obpabaTtbiBaTbk gaHHbIE COrMAcHo
--mask= 3TOW Macke M y4MTbIBaTb TOMbKO Te channbl, NpaBa 4OCTyna K KOTopbiM OyayT
OEeNCTBUTENBbHO 3amMackmpoBaHbl. 10 ymonyaHuio Macka pasHa 7

Mpumepbl:

1. 3anyctntb n npoTokonNMpoBaTth Npouecc 1s / € NMOMOLLbI KOMaHabl strace. 3anu-
caTtb pesynetar B pann /tmp/ls_trace

otrace --trace -o /tmp/ls_trace ls /

2. TpaccupoBaTb 3anyLLeHHblE NPOLIECCHI NONb30BaTENSA ttt N BCE BHOBb NOPOXAEHHbIE
MMM Npouecchl ¢ nomoLbio nogenctemol ayanta PARSEC. OTtcnexuBaTtb Takke MHGOpP-
MaLWo O Heyda4yHbIX NOMbITKaxX OTKPbLITUS dannoB K 3anycka npoueccoB. PesynbraTthl
NPOTOKOSIMPOBAHNSA BbIBECTU B stdout

otrace --audit-trace -u ttt -£f

3. O6beamHnTb cogepxmnmoe npoduna nonb3oBatena ttt, NPoduns ¢ UMEHeM 1s n3
KaTtanora /etc/parsec/kiosk-profiles n gobaBuTtb NpaBa Ha YTEHWE U BbIMOSIHE-
HWe (pavna /usr/bin/example. [lpegnonaraTb, YTO CUCTEMHASA MacKa KMOCKa paBHa 3
N, COOTBETCTBEHHO, YYNTbIBATb TOSIbKO Te dhannbl, 4NS KOTOPbIX Npasa AoCcTyna OOMKHbI
BKNIOYaTb NpaBa Ha 3anucb WUn BbINOSTHEHNE

otrace --merge --mask=3 -u ttt ls "/usr/bin/example r-x"

16.2.4. fly-admin-kiosk

Kpome cpencTts onsd pa6OTbI B pexnve KoMaHgHOM CTPOKK, B pacnopaxeHnmn agMmMHUCTpa-

Topa umeeTcs rpadunyeckas ytunuta £ly-admin-kiosk, KoTopas MOXeT ObiTb MCMONb30BaHa

Anst HACTPOWMKN N yNpaBneHnsi PEXMMOM KMocKa.

OnuncaHune YTUINTbI NpuBeaeHoO B SJ'IeKTpOHHOI71 cripaBke.

BHUMAHUE! Ecnun B OC ycraHoBneH nakeTr parsec-kiosk2, TO yTunuta

fly-admin-kiosk cnyxuT Ans ynpaeneHusi Tonbko pexumom Kuock-2 (cwm. [16.3). B atom
cnyyae paborta fly-admin-kiosk onuncaHa B|(16.3.4]

BHUMAHMUE! NMepef ncnonb3oBaHNEM YTUNUTLI HEOBXOANMO caenaTh Pe3epBHYHO KOMUIO

BCEX CUCTEMHbIX Npodunen, HaxoasLwWwmxca B Katanore /etc/parsec/kiosk-profiles, ”
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cuctemHoro npodunsa £ly-dm B katanore /etc/parsec/kiosk. CucrteMHole npodunu, ycra-
HaBNMBaeMble N0 YMOSYaHWUIO, HAXOAATCS B nNakeTe parsec-kiosk.

MepemecTuTb cUCTEMHbIN Npodhunb £1y-dm U3 KaTanora /etc/parsec/kiosk B KaTa-
nor /etc/parsec/kiosk-profiles, BbINOSIHNB KOMaHAY:
mv /etc/parsec/kiosk/fly-dm /etc/parsec/kiosk-profiles/fly-dm

Cospgatb nonb3oBaTtenbckui npocdunb £1ly-dm B Katanore /etc/parsec/kiosk, Bbl-
NOSTHMB KOMaHAy:
echo fly-dm > /etc/parsec/kiosk/fly-dm

OTpepaktnpoBaTtb cogepxmmoe danna /etc/parsec/kiosk-profiles/default,
3aKMNOYMB B KaBblYKM MMeHa hannos:
"/1ib64/1d-1inux-x86-64.50.2" r-x
"/1lib/x86_64-1linux-gnu/ld-1inux-x86-64.s0.2" r-x

[danee MoxHo ucnonb3oBaTb yTUNuTy fly-admin-kiosk.

16.2.5. HacTtpouka pexxuma Knocka ans nonb3oBaTens

[nsa paspeweHns Bxoga nonb3oBaTensa B peXmmMe TEKCTOBbIN KOHCONMM Heobxoaumo,
Mcnosib3ys MexaHusm sudo, OT MMEHU Mnonb3oBaTend root co3gaTtb dhann npoduna ons
Nnonb3oBaTensi uMmsa_Irosib3oBaTesisa B KaTanore /etc/parsec/kiosk n gobasutb B ann
VMs_IIOJIb30BaTe A NepeyeHb npodunen, HeobxoanmbIX Ans paspeLlleHns Bxoga nonb3osare-
N4, BbIMNOMHMB KOMaHAb!:
echo default > /etc/parsec/kiosk/umsa_nonbzoBaTerss
echo bash >> /etc/parsec/kiosk/umMmsa_nomnb3oBaTerss

[ns pobaBneHnsa paspeLleHHbIX Ansa nonb3oBaTens kKoMaHg Heobxoanmo:

1) BOWTK B CMCTEMY OT MUMEHM YY4ETHOWN 3anncy norb3oBaTtens Ha O4HON KOHCOMNW (Hanpu-

mep, ttyl);

2) BOWTU B CUCTEMY OT MMEHWU YYETHOW 3anucu agMuMHUCTpaTopa Ha OPYron KOHCOMu

(Hanpumep, tty2). Micnonbaysa komaHay sudo -s, NEPEKIYUTLCA B CECCUIO CyNeprnosb-

3oBaTenis root M 3anycTUTb NPOTOKONMPOBAHWE AENCTBUIN MOMb30BaTeNs, BbIMNOMHMB

KOMaHAy:

otrace -a -o /etc/parsec/kiosk-profile/uoemii_amn_npoduna -f —--mask=3

—Uu HMsdA_IIOJIB30BaTEJIA

3) ooxgatbca nepesarnycka cepsuca parlogd;

4) nepenTn Ha KOHCOMb MOMb30BaTesNs U BbINOMHUTL BCE KOMaHAbl, KOTOPbIE AOSMKHbI

ObITb pa3peLleHbl JaHHOMY MOMb30BaTEeNHo;

5) 3aBepLUNTb CeaHC NOfb30BaTENS;

6) B KOHCOMM Nofib30BaTesNsi root OCTAaHOBUTL MPOTOKONMPOBAHWE, HaXKaB KraBuLly

<Enter>;

7) NOOKIIYUTL NOMYYEHHbIN HOBLIN NPOGUIIb K MNOMb30BaTEN0, BbIMOMHUB KOMaHAY:
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echo mosmi_ Qaun npoduna >> /etc/parsec/kiosk/umsa_mnonbzoBaTers

8) B KOHCONW nomnb3oBaTtensd root BKIOYUTL PEXMM KMOCKa 1 nepesarpyants OC, BbINor-

HUB KOMaHObl:

echo 0003 > /etc/parsec/kiosk_mask

reboot

ﬂ,ﬂﬂ pa3peleHna BXxoga nosjib3oBaTesid B Fpa(*)I/I‘-IeCKOM pexunmve HeO6XOD,I/IMOZ

1) npoBepuTb Hannuyme npocuna £ly-dm B hanne /etc/parsec/kiosk/fly-dm;

2) nogknoumTb Npocunb £1ly K Npousito NonNb3oBaTeNs uMs_IoJib30BaTesIsA, BbIMOs-

HUB OT MMEHW NOoNb30BaTeNA root KOMaHAY:

echo fly >> /etc/parsec/kiosk/umsa_nomnbzoBaTersns

[nsa co3ganusa npoduns £1y Heobxoanmo:

1) BOWTM B CUCTEMY B PEXMME TEKCTOBOM KOHCOMN OT UMEHN aAMUHUCTPATOpPa, UCMOSb3Yys

KomaHay sudo -s, NEPEKNIYNTLCA B CECCUIO Cynepnonb3oBaTens root U OCTaHOBUTb

paboTy f1y-dm, BbINOHNB KOMaHAY:

service fly-dm stop

2) NpoBepUTb HaNU4Me NOrm4YeCcKom CCbifikn /usr/bin/x-session-manager, BbINos-

HMB KOMaHOY:

ls -1 /usr/bin/x-session-manager

3) yaanuTb ykasaHHyK NOrM4Yeckyto CCbIfKy M co3gaTb ApYryt ¢ cyddukcom .orig,

BbIMNOJIHNB KOMaHAbI:

rm /usr/bin/x-session-manager

ln -s /etc/alternatives/x-session-manager
/usr/bin/x-session-manager.orig

4) cospaTb TEKCTOBbIM (hann /usr/bin/x-session-manager CO CreaylLMM CoOaep-

KUMbIM:

#!/bin/bash

/usr/sbin/otrace -t -f -o /test/fly --mask=3
/usr/bin/x-session-manager.orig $Q &

sleep 20

/usr/bin/fly-wmfunc FLYWM EXIT

5) n3aMeHUTb NpaBa Ha co3faHHbIN hann, BbINOMHUB KOMaHAy:

chmod 777 /usr/bin/x-session-manager

6) YyCTaHOBUTb NaKeT strace, BbINOJIHNB KOMaHAY:

apt-get install starce

7) cosgaTtb KaTanor /test ¢ npaBamu 777, BbINOSIHUB KOMaHAY:

mkdir -m 777 /test

8) 3anyctuTb £1ly-dm, BbINOSTHMB KOMaHAY:

service fly-dm start
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9) BbINOMHUTL BXOA NMONb30oBaTenNs B rpadouyeckom pexunme n nogoxaats 20 ¢ 4O aBTOMa-
TMYECKOro 3aBepLUeHUsi ceccun nornb3oBaTens (MOXHO OTKPbITb CTapTOBYK MEHH-MaHesb
Fly, TepmuHan fly-term);

10) B ceccum cynepnonb3oBaTend root NPOBEpPUTbL Hannume npoduns £1ly B katanore
/test, BbINOMHMB KOMaHAY:

ls -1 /test/fly

11) ypanutb cbann /usr/bin/x-session-manager, BbIMOMHMB KOMaHA4Y:

rm /usr/bin/x-session-manager

12) cospaTb JIOrMYECKYH0 CCbIfIKy /usr/bin/x-session-manager, BbINOMIHUB KOMaH-
ay:

ln -s /etc/alternatives/x-session-manager /usr/bin/x-session-manager

13) OTKpbITb NONyYeHHbIN Npodunb /test/£1y B TEKCTOBOM pefakTope, yaanuTb CTPOKU
BMAa ... resumed ..., CTPOKM ANSA /proc U CTPOKU, cogepxalime nyTu, HaunHaroLm-
ecsac ./;

14) nepeHecTn Npodusb B Katanor npodunen, BoiMOSTHUB KOMaHAY:

cp /test/fly /etc/parsec/kiosk-profiles/fly

15) nogkntounTb Npodunb £1ly K Npoduno Nonb3oBaTens, BbIMOHNB KOMaHAY:

echo fly >> /etc/parsec/kiosk/umsa_nomnbzoBaTersns

16) BKMOUUTBL PEXMM KMocka n nepesarpy3ntbs OC, BbINOSHMB KOMaHAbI:

echo 0003 > /etc/parsec/kiosk_mask

reboot

17) BbINONHUTL B rpaddMyEeCKOM peXnMe BXoL B CUCTEMY OT UMEHU NONb30oBaTens;

18) ecnu ceccus He OTKpbIBaeTCH, TO NPOBEPUTL B KOHCOMMW NOMb30BaTeNs root coaepxu-
Moe panna /home/umsa_nonb3oBaTerns/ .xsession-errors, cogepxawero dannsl,
npaBa Ha KOTopble He BbICTaBneHbl B npodune £ly, n obaBuTb paspeLleHne Bpy4HYto.
Mpumep cTpokn u3 cana /home/umss_nonb3oBaTesnsi/ .Xsession-errors:
/etc/X11/fly-dm/Xsession : line 55 /bin/df: oTkazaHo B mOCTyIe

Mpumep pobaBneHnsa cTpoku B npodunb £ly:

echo '"/bin/df" r-x’ >> /etc/parsec/kiosk-profiles/fly

19) nocne n3aMeHeHUn NPUMMEHUTb NPOMUIIbL K NOSMb30BaTENHO, BbINOSIHUB KOMaHAY:
mkiosk -u user

20) npu Hanuuuu B (panne /home/umsi_nonb3oBaTesnsa/ .xsession-errors CTPOKHU,
coaepXxawien:

unable to create error file

npoBepuTb Hanuumne B npodune fly komaHg chmod, rm, cp U ¢pannoB XErrorDB,
/usr/lib/parsec/bin/x-session-manager W, npu HeobxoanmocTn, 4O6aBUTL B
Npodunb NOMHbIE MYTU K HAM.

[ns nobaBneHns norb3oBaTento paspeLleHnst Ha BbINOMHEHME KOHKPETHbIX NporpaMm
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(Hanpumep, firefox) Heo6xoaAMMO:
1) BBIKITOUYNTb PEXUM KMOCKA, BbINOMTHUB KOMaHAbI:
echo 0000 > /etc/parsec/kiosk_mask
reboot
2) BbINOMHUTBL B rpadpn4eckoM pexnme BXoq B CUCTEMY OT MMEHU Mosib3oBaTens;
3) BOWTM B CUCTEMY B pEXMME TEKCTOBOM KOHCONN OT UMEHU aaMUHUCTpaTOopa, UCNOSb3Ys
KOMaHgy sudo -s, NEePeKnioYnTbLCS B CECCUID root M 3anyCTUTb MPOTOKONUpPOBaHME
AEeNCcTBMI Nonb3oBaTens, BbIMOSTHUB KOMaHAY:
otrace -a -o /etc/parsec/kiosk-profile/firefox -f --mask=3
—Uu HMsdA_IIOJIBE3OBaATEIA
4) poxpaTtbcsa nepesanycka cepBuca parlogd;
5) nepenTtu B rpacmyecknin nHTepdenc nonb3oBaTens u 3anyctTuTb/3aBepwnTb firefox;
6) 3aBepLNTb CeaHC Nonb3oBaTens;
7) B KOHCONM nornb3oBaTenst root OCTAHOBUTb MPOTOKOSIMPOBaHME, HaXaB KnaBuLly
<Enter>;
8) nogkniyMTb Nony4YeHHbIn Npodune firefox ANs NONb30BATENS, BbINOMHUB KOMaHAY:
echo firefox >> /etc/parsec/kiosk/umsi_monb3oBaTerns
9) B KOHCONW NONb30BaTENSA root BKIOUYUTL PEXMM Knocka n nepesarpy3nts OC, BbINos-
HWB KOMaHAbI:
echo 0003 > /etc/parsec/kiosk_mask

reboot

16.2.6. Knock Fly

[nsa orpaHn4yeHns BO3MOXHOCTM 3anycka Nnporpamm fokanbHbIM Nonb3oBaTensiM agMuHK-
CTpaTop MOXET UCMOomb3oBaTh rpadnydeckyto ytunuty £ly-admin-smec. [Jns atoro Heob6xoammo
B HacTpoMKax nonmTukn 6e3onacHoCTK nonb3oBaTens rpacdpmyeckon yTunutel £ly-admin-smc
BO Bknagke «[lpacdunyeckun kmock Fly» yctaHoBuTb donar «Pexum rpaduyeckoro knocka Fly».
dnar BKNIOYaeT pexnM KMocka rnpu paboTte ¢ NnpunoxeHnsamun ns cnucka. Ecnu B cnvcke ogHo
NpUNoOXeHne, TO PEXNM KMOCKa BKIoYaeTcsa npu paboTe ¢ 3TUM npunoxeHnem. Ecnn B cnucke
HECKONbKO NPUNOXeHUIN, TO 3anyckaetcs Pabounn cton ¢ aTumMum npunoxexHuamun. Bce goctynHble
KaTtanoru, sipribiku 1 T. . yCTaHaBMMBAKTCA B COOTBETCTBMM C NPeaoCTaBNeHHbIM 4OCTYMNOM.

HacTponka pexuma Kmocka ¢ NoMoLLbo rpaduyeckon yTunutbl £ly-admin-smc OCy-
LLleCTBNSEeTCA aAMUHUCTPATOPOM Ha MaKCMManibHOM YPOBHE MaHOATHOMO KOHTPOMS LIENTOCTHOCTH,

yctaHoBneHHom B OC.
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16.3. Pexxum Kunock-2

16.3.1. O6wme cBepeHunA

Pexxum Knock-2 (parsec-kiosk2), npu ero yctaHoBke B OC, 3aMeHSAET pexmM Knocka
(cm. [16.2)). He pekomeHayeTcsi COBMECTHOE UCMONb30BaHUE PEXUMOB knocka u Kuock-2. Mpu
yctaHoBneHHoM B OC nakeTe parsec-kiosk2 pekOMeHOYEeTCHA MCMNOMNb30BaTh TOMbKO PEXUM

Knock-2.

16.3.2. Npocdnnu naketa parsec-kiosk2

MNpodomnn  nonb3oBaTenen parsec-kiosk2 pacnonaralwTcd B KaTanore
/etc/parsec/kiosk2 u cnyxar gnsg nNpuUMEHeHuUs OorpaHuYyeHUn OencTBUA nosib3oBaTe-
nen. MNpodunb nonb3oBaTena — 3TO TEKCTOBbIA pansi, UMS KOTOPOro coBnagaeT C MMeHeM
nonb3oBatens. OauH npodunb NoNb3oBaTENSA CNYXUT ANA YCTAHOBKM OrpaHUYEHU TONbKO AN
O HOro norb3oBarens.

Ecnu npwu BkntovyeHHoM pexume Knock-2 B /etc/parsec/kiosk2 oTcyTCTBYET NPOdUnb
nonb3oBaTens, To NpaBa gaHHoro nonb3oBatens B OC He orpaHn4MBatloTCS.

BHUMAHMUE! Ecnn ona nonb3oBatensa cos3gaH nycton npodunes, TO JaHHOMY Morb30Ba-
Tento 3anpeLleHsb! nobble AeCTBUS.

CuctemMHble npodounm parsec-kiosk?2 pacnonararoTcs B KaTanore
/etc/parsec/kiosk2-profiles W Takke cnyxaTr ANS MPUMEHEHUS OrpaHUYeHun aen-
cTBuin nonb3oBaTenen. Cogepxnmoe darna cCUcTemMHOro npoduns npeacraBndetT cobor CnrMcok
dannosB n npodunen NPUNOXKeHNN ¢ abCONOTHLIMN NN OTHOCUTENBHBIMW MYTAMU, @ TaKKe C
MHOPMaLMen o nNpaBax AoCTyna v Briagernbuax 3Tux gannos. CUCTeMHbIN NPOdUb MOXHO
Ao00aBuTb B NpOuUIv HECKONbKMX Monb3oBaTenen, Toraa ans Bcex 3aTnux nonb3oBarenen dyaet
AOCTYMHO UCMOSb30BaHME NPUITOXEHUA B COOTBETCTBUN C OrpaHUYeHNsMU B NpaBax goctyna u
Bnagenbuax, ykasdaHHbIX B CUCTEMHOM Npodune 4aHHOrO NPUNOXEHWS.

Mpodunun, cosgaHHble B pexuMMe KWoCKa W CKOMUPOBaHHbIE U3 KaTa-
nora /etc/parsec/kiosk nnu /etc/parsec/kiosk-profiles B Kartanor
/etc/parsec/kiosk2 wunn /etc/parsec/kiosk2-profiles COOTBETCTBEHHO, OyayT
KOPPEKTHO paboTaTtb B pexume Knock-2.

16.3.2.1. CunTakcuc npocunen pexuma Knock-2

Ona npodunen pexunma KUock-2 ncnonb3yetTcs CUHTaAKCUC, OTINYHLIM OT CUHTaKcuca
pexuma Knocka.

MpumeyaHwue. B cuHtakcuce npodunen pexunma Knock-2 MoxxHO MCronb3oBaTh Ku-
punnuuy.

CuHTaKcuc paspelueHnsa Ha gOoCTyn K channy:

+file rwc u/o: <umsa_danma>
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UNn Ha AOCTYN K CCbISIKe:

+1link rwc uo: <umsa_dania>

rae rwc — 3TO npaea Ha YTeHue (r), 3anucb (W) 1 co3gaHue (C), KoTopble yKa3sblBakoTCA Mnpu
HaNM4YnUM COOTBETCTBYIOLLEIO pa3peLleHus;
u/o — Bnageney (o) unu Heenagenewy, (u) danna;
<umsi_Qanna> — pansn, NnpaBa OCTyna K KOTOpoMy HasHa4daroTcs. [1py aTom uma danna
ANSA CCbINKM SOMKHO COOTBETCTBOBATL CYLLECTBYIOLLEN CUMBOSIBHOM cebifike. Llenesown dhann
ANs CCbINIKN, KOTOPbIA He 06A3aH CyLLecTBOBaTb B MOMEHT 3arpy3ku npoguns, gobasnserca

B CMNCOK OOCTYMHbIX.

B cuHTakcuce Knock-2 takke mMoryT 6biTb MCMONMb30BaHbl METACMMBOJbI, HANPUMEP, B
nmeHn canna (cm. Tabnuuy [57).
BHUMAHMUE! MetacumBonsl B MeHN dparina Ans CCbIfIKU HEe MHTEPNPETUPYOTCS.

Tabnwunua 57
MeTtacumBon OnwncaHune
* ok Honb nnn 6onee Npon3BosibHbIX CUMBOMOB, BKMOYAs CUMBOI «/»
* Honb nnn 6onee Nnpon3BorbHbIX CUMBOSIOB, UCKMOYasi CUMBOS «/»
? OAavH Npoun3BOoMbHbIA CUMBOI, UCKMOYAs CUMBON «/»

OpuH 13 cMmBONOB, NpMHagnexawmn Habopy. B Habope ntobble CMMBOMbI TEPAIOT
[Habop_cumporsios]| CBOe crieumanbHoe 3HavyeHne. CUMBON «]» MOXET BXOAMUTbL B HAOOP TOSMbKO Ha
nepBon NO3nunmn

\d OpHa gecatudHaga umdpa

\D OaHa vnn 6onee gecatnyHas undpa

\h OpgHa wecTHaguaTtepudHasa undpa

\H OpHa vnn bonee wecTHaguaTepyMyHasa undgpa
\ xNN BanT c 3agaHHbIM 3Ha4YeHMeM

MycTtasa cTtpoka unu nogctpoka (deleted), KoTopas gobaenserca K ew, He
CO3[aHHbIM UMW yXXe yaanHHbiM avnam. [JaHHas KOHCTPYKUUSA NCNonNb3yeTcs
npv ynpaesneHun cosgaHnem dainna.

Mpumep
\z +file wc u: /home/*/.config/example/example.conf\z

B atom cnyyae paspeluaeTtcs 4OCTYN Kak K panny example.conf (deleted),
Tak U K example.conf Ecnn ypanutb \z, TO AOCTyn K example.conf
(deleted) 6ygert 3anpeluH. OTKpbITUE cyLlecTBytOLWEro danna Ha 3annce byaet
ycnewHbIM, a8 co3gaHne HOBOro — HeT

\<rmo6oit_npyroit | COOTBETCTBYIOLMI CUMBON 6e3 crneumanbHON WHTepnpeTauun, Hanpumep,
__CUMBOIT> A\, \F)

[nsa sknoyeHus B npodunb Apyroro npoduns ncnonb3yetcd @include:

@include other-profile-name
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16.3.2.2. CuHTaKcuc, COBMeCTUMMbIN ¢ parsec-kiosk

B npodunsax pexuma Knock-2 KoppeKTHO pacno3HaKTCs CTPOKU, HANMMCaHHbIe MO CUHTAK-
CUCY pexuma Knocka.

Mpun ncnonb3oBaHMM CUHTAKCUCa pexnma Knocka B pexnme Kucok-2:

1) B UMeHu chainna crneucmMmBosibl HE MHTEPNPETUPYIOTCS;

2) noboe 13 npas Ha YTeHue (r) unn ncnonHeHune (x) npeobpasyeTcs B NpaBoO Ha YTeHMe

(r), a npaBo Ha 3anuck (W) npeobpasyeTcs B NpaBa Ha 3anuck (W) n cosgaHue (c);

3) NpaBuna oANHAKOBO NPUMEHSIOTCS ANA OCTyNna Kak BnagenbLues, Tak U HeBnagerb-

Lues,

4) cTpoka 0bsi3aTenbHO JOMKHA HAYMHATLCS C CUMBOA «"» Unn «/»;

5) ecnu dann npegcraBnseT CUMBOSIbHYIO CCbISIKY, TO pexum Knock-2 obpabatbiBaeT

Leneson dpann CCbISKu;

6) umsa Npomns OMKHO HAYMHATLCS TOMBbKO C NTAaTUHCKON BYKBbI, @ TaKkKe B HEM AOIMKEH

OTCYTCTBOBaTb CUMBOS «/».

Ecnn npodunb, co3agaHHbIN B peXuMe KMocka, otpeaaktmposatb B fly-admin-kiosk,

TO OH COXPaHUTCHA C UCMONb30BaHNEM CUHTaKcUca pexnma Knock-2.

16.3.3. PaboTta ¢ Knock-2 yepe3 KoHconb

16.3.3.1. BkniouyeHune n BbiknrovyeHmne Kuock-2

Mpn nepsom 3anycke OC pexmm Knock-2 BbikntoveH. YTobbl BKNIOYUTL PEXMM KOHTPONS
poctyna KnMock-2 n NnpuMeHsaTb orpaHnyeHnsa Ha paboTty ¢ hannamu, Tpebyetcs BbINOSHUTD
KomaHay:
echo 1 | sudo tee /sys/module/parsec/parameters/uc_enforce

[nsa BKMOYEHNA NPOTOKONMPOBAHMUS MOMNbITOK HAPYLUEHWA YCTAHOBMEHHbIX OUMBTPOB
A0CTyna BbINOMHUTL KOMaHAY:
echo 1 | sudo tee /sys/module/parsec/parameters/uc_complain

BHUMAHMWE! Pe3ynbraTbl NpUMEHEHUSA OaHHbIX KOMaHa OyayT AeNCcTBUTENbHbI 4O nepe-
3arpy3ku OC.

[ns BbIKNOYEHNA pexxnma KOHTposns goctyna KMock-2 n npoToKoNMpoBaHUSA B COOTBET-
CTBYIOLLMX KOMaHOax Tpebyerca 3ameHnTb 1 Ha 0.

[ns BKNOYEHMA pexmnma KoHTpons goctyna Knock-2 n npoToKkonnmpoBaHUs ¢ COXpaHEHNEM
AAHHOro COCTOSIHUA Nocrne nepesarpy3kn TpebyeTcst BbINOMHUTL KOMaHAbI:
echo 1 | sudo tee /etc/parsec/kiosk2 enforce
echo 1 | sudo tee /etc/parsec/kiosk2_complain
n nepesarpysntb OC.

Pesynbtathl NPUMEHEHUS 3TUX KOMaHA ByayT AencTeuTenbHbl nocrne nepesarpysku OC.

[ns Toro 4ToObl N3bMpaTenbHO BKMYaTh pexnm KMock-2 1 ncknoyatb BbibpaHHbIX Nonb3oBaTte-
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newn, TpebyeTtcs:

1) cosgatb Katanor disabled B /etc/parsec/kiosk2:

cd /etc/parsec/kiosk2

sudo mkdir disabled

2) nepeHecTn B katanor disabled npodunn Tex nosib3oBaTenen, Ans KOTOpbIX He

OOJTKHbI MPUMEHATLCA OrpaHn4YeHnA:

sudo mv <uMsa_noyb30BaTensal> <umsi_nonb3oBaTensa’l> disabled

3) BKNIOYUTb pexnm Knock-2:

echo 1 | sudo tee /sys/module/parsec/parameters/uc_enforce

lNocne BbINOMIHEHUA OaHHbIX D,GIZCTBMIZ, OorpaHun4yeHuna pexmnva Knock-2 6y,D,yT NPpUMEeHeHbI
KO BCEM Monb3oBaTendm, KpoMe <uMs_Iojib30oBaTesisgl>, <uMs_IOoJIb30BaTesisg2> U TeX MOoJib-
3oBarerneun, Ans KoTopbix He 6 co3gaHbl npodunun. Mocne nepesarpy3kn OC pexunm Knock-2
BEPHETCH B COCTOSIHNE, YKa3aHHoe B /etc/parsec/kiosk2_enforce. [1pn NOBTOPHOM BKtO-
YyeHun pexxmma KMOCK-2 UCKIIOYEeHNa ANA <uMms_Ionb3oBaTensdal>, <uMsa_ IoJb30BaTensa2>
N TeX Nonb3oBaTtenen, Anga KOTopbiX He ObinnM co3gaHbl NPOGUN, COXPAHATCA N OrpaHNYEeHns
AOCTyna K HUM He ByayT NPUMEHEHbI.

16.3.3.2. MpoTokonupoBaHue npoueccos

[nsa Toro 4ToObl OorpaHN4YeHns Ha paboTy NPUNOXKEHNA BbINOSTHANUCH KOPPEKTHO 1 6e3
owmnbokK, TpebyeTcst yunTbiBaTh BCE 3aBMCUMOCTU (hansioB AaHHOro NpunoxeHus. Noatomy npu
CcOo340aHUnN CUCTEMHOIO I'IpOCbVIJ'IFI NMPUNOXeHna pekoMmeHayeTCcAd BbINMOJIHUTb MPOTOKOJIMpOBaHME
npoueccoB npu pabote ¢ COOTBETCTBYIOLLNM MpUnoxeHnem. Pesynbstat npoToOKONMpoBaHUA Npo-
LleCCOB MNOKa3bIiBaeT BCe H€06XOD,VIMbIe Cb&VIJ'IbI NPUNOXEHNA N NYyTU K HUM. ,D,J'Iﬂ BbIMOJTHEHUNA
NPOTOKONMPOBaHUSA NPOLIECCOB TpebyeTcs:

1) BbIKNIOYNTL PEXUM KOHTpona goctyna Knock-2:

echo 0 | sudo tee /sys/module/parsec/parameters/uc_enforce

2) BKITOUYUTb PEXUM NPOTOKONMPOBaAHUS NPOLECCOB:

echo 1 | sudo tee /sys/module/parsec/parameters/uc_complain

3) cosgatb Npodurb Nonb3oBaTenNs:

true | sudo tee /etc/parsec/kiosk2/<umsa_nonbzoBaTens>

4) 3anyCTUTb CECCUI0 <uMsi_TIOJIL30BaTEIIS>!

su - <uMsA_IOJIb30OBaTEJIsA>

5) 3anycTnTb NPOTOKONMPYEMOE MPUSIOXKEHME;

6) BbLINTU M3 CECCUMN NMOSb30BATESNSA <HUMS_I1OJIb30BaATETIA>:

exit

7) BBIKINIOYNTE PEXUM MPOTOKONIMPOBAHUSA NPOLECCOB:

echo 0 | sudo tee /sys/module/parsec/parameters/uc_complain

8) nony4nTb CoobLEHMSA O 3anpeLLEHHbIX OnepaLmsix:
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sudo dmesg | grep PARSEC-UC:

16.3.3.3. CozpgaHue npocpuns

[na co3gaHnsa cMCTEMHOrO Npodunsa NPOTOKONMPYEMOro NpunoxeHust TpebyeTcs B KaTta-
nore /etc/parsec/kiosk2-profiles co3gatb ¢pann, 3agaB B Ka4eCTBe €ro MMeHU Ha3BaHue
NPUNOXEeHNd, U BNUcaTb B HEro BCe MyTU C YY4ETOM CUHTAKCMca U3 pe3ynbraToB BbIMOIHEHUS
koMaHabl dmesg | grep PARSEC-UC: B COOTBETCTBMM C nepeuncneHnem [8) Ha ctpanuue [171]

[ns cospgaHusa npoduns nonb3oBatensa Tpebyercsa B katanore /etc/parsec/kiosk2

co3fatb hain ¢ UMeHeM, coBnagaoLLMM C UMEHEM JAaHHOIO NoNnb3oBaTens.

16.3.4. Npacdhuyeckasa yTunurta ynpaBsneHus npocdpunnamu

Ona ynpaeneHus pexmmom Kuock-2 u npodunamu, pacrnosiokeHHbIMU B KaTarorax
/etc/parsec/kiosk2 u /etc/parsec/kiosk2-profiles, Ucnonb3yercs rpadumyeckas ytm-
nuta fly-admin-kiosk (cm.[16.2.4).

BHUMAHUE! Ecnn B OC ucnonb3oBarncs pexuMm Knocka parsec-kiosk, TO npu
yctaHoBneHHoM B OC nakeTe parsec-kiosk2 rpaduyeckas ytunuta fly-admin-kiosk
He OyaoeT pacno3HaBaTb NPOdMNKM, PacnosiokeHHble B KaTanorax /etc/parsec/kiosk
n /etc/parsec/kiosk-profiles. [Ana paboTbl C NpodunsMU pexuma KuMocka C UC-
Nonb3oBaHMEM YTuNnTbl fly-admin-kiosk HeobxoaumMo nepemMecTuTb UX B KaTanoru
/etc/parsec/kiosk2 U /etc/parsec/kiosk2-profiles naketa parsec-kiosk2 cooT-
BETCTBEHHO.

[nsa 3anycka yTunuTbl BbINOMHUTL B KOHCOMW KOMaHAay:
sudo fly-admin-kiosk

nnn nepentn «meH «lyck» — MNaHenb ynpaBneHuss — besonacHocTb — CUCTEMHbIN
KMOCKY.

Ytunuta £ly-admin-kiosk NO3BONSAET:

1) BKMOYaTb U BbIKNOYATb peXmMM Knock-2;

2) BKNtOYaTb M BbIKNOYaTb MPOTOKONMPOBAHME MPOLECCOB B PEXMME «HacTpourKa Tpaccu-

POBKW Npouecca» Unun B «pexum rnobanbHon 3arpy3o4Homn 3anmucu» (Ha3BaHue OTrimyaeT-

Cs1 B 3aBUCUMOCTU OT Bepcun £ly-admin-kiosk);

3) co3gaBaTb U pegakTMpoBaTb NPOUIIM C MOMOLLBIO:

a) BKIOYeHUA B Npodusib Nosb3oBaTens ctaH4apTHbIX Npodunen;
0) reHepauun Habopa dannos NPOTOKONMPOBAHNEM CUCTEMHOMO UMM BbIMNOSHAEMOro
OT UMEHW Nonb3oBaTeNsa NPUITOXEHNS;

4) konupoBaTb NPOuUIM NoNb3oBaTeENen;

5) yoanatb npocmnu nonb3oBareneu;

6) BKMOYaTb U BbIKOYaTb NPOUIIM NOMNb30BaTeNen;

7) 0BHOBMATL COCTOSIHNE Npodunen;
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8) OTMEHSTb MBMEHEHUSA B NPOUNISIX.

Mpu BbIKMOYEHUN Npochuns nonb3oBaTend, Kak U Npu ero yaaneHuu, npasa gaHHOMo
nonb3oBaTens B CUCTEME He OrpaHUYMBalOTCH, HO,B OTNMYME OT yaaneHusi, MHdopmaumsa od
orpaHu4eHunsax coxpaHsetcs. [Npu BKNOYeHUM NPodunsa Bce orpaHNYeHnst NPUMEHSIOTCS MOBTOPHO
C BKIloMeHMEM pexnma Knock-2.

Mocne BbINONMHEHUA onepaunin ¢ npopunsamn B £1ly-admin-kiosk Tpebyercsa coxpaHutb

nameHeHus. OnucaHne nHTepdenca fly-admin-kiosk NnpuBeAeHO B SNIEKTPOHHOW CripaBke.
16.4. YcTaHOBKA CUCTEMHbIX OrpaHU4YeHUN

MapameTpobl CUCTEMHBbIX orpaHn4eHumn 3ajaHbl B danne
/etc/security/limits.conf. YnpasrneHne CUCTEMHbLIMU OFpaHUYEHUSIMU OCYLLECTB-
ndaeTtcda ¢ nomMouwbiro Fp&ld)W—lGCKOI?I YTUINAUTDI fly—admin—smc UM MHCTPyMEHTa KOMaHﬂ,HOﬁ
CTPOKM astra-ulimits-control.

,D,J'Iﬂ BKJTHOMEHUNA CUCTEMHbIX OrpaHVIHeHVIVI NCcnonb3yeTcAd KoMmaHaa:
astra-ulimits-control enable

,D,J'IFI BbIKITIOMEHUNA CUCTEMHbIX OFpaHI/I‘-IeHI/II7I ncnonb3yeTcAa KoMmaHaa:
astra-ulimits-control disable

[1ns npoBepKn COCTOAHUSA MCMNONb3YETCS KOMaHAa:
systemctl is-enabled astra-ulimits-control

PesyanaT BbINOJIHEHNA KOMaHAbI:

- enabled — cUCTEMHbIE OrpaHNYEHUSA BKMHOYEHbI;

- disabled — cucTeMHble orpaHun4eHus BbIKITIOYEHbI;

- Failed to get unit file state — cepBUC HE aKTUBUPOBAH.
16.5. OrpaHnyeHue aencTBUMN Nonb3oBaTens

16.5.1. Pexxum 3anpeTa ycTtaHOBKM 6MTa UCMONHEHUA

B OC peanusoBaH pexum 3anpeTta yCTaHOBKM OuTa UCMOMHeHusi, obecneynsaroLmmn
npenoTBpaLleHne HeCaHKLMOHMPOBAHHOIO CO34aHNA Nosib3oBaTeENAMM UM HeENpegHaMepeHHOro
CO34aHNsA aMUHUCTPATOPOM UCMONMHSAEMbIX CLeHapueB Ans KoMaHAHOW 000MoYKu.

BknoyeHne pexunma 3anpeta ycTaHOBKM BMTa UCMONHEHUS OCYLLEeCTBNAETCS OT MMEHN
YYEeTHOW 3anucy agMuMHUCTpaTopa Yyepes MexaHnsm sudo C UCMONb30BaHNEM CeayoLLmMX KOMaHAa:
sudo echo 1 > /parsecfs/nochmodx
sudo echo 1 > /etc/parsec/nochmodx

NI KOMaHgbl:
astra-nochmodx-lock enable

OTknoYeHre pexuma 3anpeta yCTaHOBKM BuTa UCNOMHEHNSA OCYLLECTBIISETCS OT MMEHU

yquHOVI 3anncu agMunHuUcTpartopa vyepe3 MexaHn3am sudo C UCMosib3oBaHNEM CIieayloLnX KoMaHAa:
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sudo echo 0 > /parsecfs/nochmodx
sudo echo 0 > /etc/parsec/nochmodx

nnMm KOMaHgbl:
astra-nochmodx-lock disable

BHUMAHMUE! B pexume 3anpeTta ycTaHOBKM BuTa UCNONHEHNA JaHHadA onepauns 3a-
npewleHa ans scex nonbsosartenen OC, BKNYag agMUHUCTpATOpa M Cynepnonb30oBaTens root.
YcTaHOBKa NakeToB nporpamMm, cosgarowmx B oC (baIZJ'IbI c 6utom MCNOJTHEeHUA, 6y/:|,eT 3aBepLliaTtb-
Csl C OLLUMOKOMN.

I'IpOBepKa COCTOAHUA peXunmMa 3arnpeTta yCTaHOBKU ouTa UCNONHEHNS BbINOMHAETCHA KO-
MaHOon:
cat /parsecfs/nochmodx

Pe3yanaT BbIMOJIHEHNA KOMaHAbI:

-1— PEXNM BKITHOYEH;

-0— PEXNUM BbIKITIOYEH.

D,J'IFI ynpasJrieHnda pexxmmMmom 3arnperta yCTaHOBKU OuTa ncnonHeHns B FpaCbI/I‘-IGCKOM pexnve

ncnonbdyetcsa ytunuta fly-admin-smc (CM. 3NEKTPOHHYIO CNpaBkKy).

16.5.2. BnoknpoBKa KOHCONU ANA Nofib3oBaTerneun

EJ'IOKl/IpOBKa KOHCOJIN An4d nonb3oBaTtenemn ocyullecTBrideTca ¢ nomMoLbo Fp&(bl/l‘-lGCKOVI
YTUINTbI fly—admin—smc NN UHCTPYMEHTA KOMaHLI,HOIZ CTPOKU astra-console-lock.

[ns BknoYeHUs BroKMPOBKN KOHCONWU ANS nofnb3oBaTenen UCnonb3yeTca KomaHaa:
astra-console-lock enable

ﬂ,ﬂﬂ BbIKITHOMEHNA 6J'IOKVIpOBKVI KOHCON An4d nonb3oBaTteneun MCnosrb3yeTcA KoMaHaa:
astra-console-lock disable

,D,J'Iﬂ NPOBEPKN COCTOAHUA NUCMNOJIb3YyETCA KOMaHOa:
systemctl is-enabled astra-console-lock

PesyanaT BbIMNOINTHEHNA KOMaHAbI:

- enabled — 6MOKMPOBKa KOHCOMNY A1151 NOMb30BaTenen BKNIOYEHa;

- disabled — 6]'IOKI/IpOBKa KOHCOMNM Ans nornb3oBaTterien BbIKNoYeHa;

- Failed to get unit file state — cepBUC HE aKTUBMPOBAH.

16.5.3. bnoknpoBKa UHTepnpeTaTopoB

B OC peanusoBaHa yHKLNsSI GNOKMPOBKM Creayowmx MHTepnpeTaTopoB:

Python;

- Perl;

Expect;
- Ruby;
- Dash.
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Mpn BKMOYEHUM BNOKMPOBKN MHTEPNPETATOPOB BrOKMpYEeTCAa HECaHKLMOHMPOBAHHOE
ncnonb3oBaHWe MHTepnpeTaTopa 4518 BbINOMHEHUS Koda HanpsiMyto U3 KOMaHAHOW CTPOKU U U3
HenmmeHoBaHHOro KaHana (pipe). lNpu 3aToM cueHapumn U3 katanora /usr/bin/, HaNUCaHHbIE NN
3TUX UHTEPNPETATOPOB, BbINOSHAIOTCA B LUTATHOM pPEXUME.

BrioknpoBka MHTEpNpeTaTtopoB OCYLLECTBAAETCH C MOMOLLbI rpaddU4yecKon yTUNUTbI
fly-admin-smc UNN MHCTPYMEHTa KOMaHAHOM CTPOKM astra-interpreters-lock.

[ns BknoYeHUs BroKMPOBKU MHTEPNPETATOPOB NCNOSb3yeTcs KoMaHaa:
astra-interpreters-lock enable

[nsa BbIKOYEHNA BOKUPOBKN MHTEPNPETATOPOB UCMNOMNb3YEeTCA KOMaHaa:
astra-interpreters-lock disable

[ns npoBepKkn COCTOAHUSA UCMONb3yeTcs KoMaHaa:
systemctl is-enabled astra-interpreters-lock

PesynbraT BbINONMHEHUA KOMaHAbI:

- enabled — BnoOKMpoOBKa MHTEPNPETATOPOB BKIIOYEHA;

- disabled — 6NOKMPOBKA UHTEPMNPETATOPOB BbIKIOYEHA;

- Failed to get unit file state — cepBUC HE aKTUBUPOBAH.

16.5.4. BnokupoBKa MakpocoB

BriokmpoBka MaKpOCOB OCYLLUECTBNSETCA C MNOMOLUbIO rpaduyeckon yTuUnuTbl
fly-admin-smc UMW MHCTPYMEHTa KOMaHAHOM CTPOKM astra-macros-lock.

[nsa BkoYeHUs BrIOKMPOBKN MaKpOCOB MCMOMb3YeTCsl KoMaHaa:

astra-macros-lock enable

ﬂ,J‘IFI BbIKINMKO4YEeHNA 6J'IOKI/IpOBKI/I MaKpOCOB UCMNOJ1b3yETCA KOMaHOa.
astra-macros-lock disable

ﬂ,J‘IFI NpoBEPKN COCTOAHUA NCNOJb3YyETCA KOMaHOa:
systemctl is-enabled astra-macros-lock

PesyanaT BbINMOJTHEHNA KOMaHAbI:

- enabled — BrnoOKMpOBKa MaKpOCOB BKITOYEHA;

- disabled — GNOKMPOBKA MaKPOCOB BbIKINIOYEHA;

- Failed to get unit file state — cepBUC HE aKTUBUPOBAH.

16.5.5. BnokupoBKa TpaccupoBKu ptrace

BrioknpoBka TpaccmpoBku ptrace ocyLeCTBAAETCS C NOMOLLbIO rpadonyeckon YyTUNnTbI
fly-admin-smc UNU MHCTPYMEHTa KOMaHAHOW CTPOKM astra-ptrace-lock.

[ns BknoyeHUs BrioKMPOBKU TpaccMpoBKKU ptrace ncnonb3yeTcs KoMaHaa:

astra-ptrace-lock enable

[nsa BbIKNOYEHNS 6J'IOKI/IpOBKI/I TpaccupoBKu ptrace MCNosb3yeTcAa KoOMaHaa:

astra-ptrace-lock disable
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[1lns npoBepKkn COCTOAHUS UCMONb3yeTcs KoMaHaa:
systemctl is-enabled astra-ptrace-lock

Pe3yanaT BbINOJIHEHNA KOMaHAbI:

- enabled — GNOKMpPOBKA TPacCUPOBKKN ptrace BKMOYEHA;

- disabled — GnoOKMpOBKa TPaCcCMpPOBKWN ptrace BbIKMOYEHA;

- Failed to get unit file state — cepBUC HE aKTUBUPOBAH.

16.5.6. bBnokupoBka knaBuw SysRq

BnokmpoBka knaBuw SysRqQ ocyLlecTBRSieTCA C MOMOLLbI rpaduyeckon yTunmTbl
fly-admin-smc UM MHCTPYMEHTa KOMaHL4HOW CTPOKN sysctl.

[nsa BknoyeHus 6rnokmpoBku knaeuw SysRqg ncnonb3yerca kKomaHaa:
sysctl -w kernel.sysrg=0

[ns BbIKNO4EeHNA GrokMpoBKK Knaeuw SysRqg ncnonb3yetca kKomaHaa:
sysctl -w kernel.sysrg=l1l

[1ns npoBepKn COCTOAHUA MCMNONb3YETCS KOMaHAa:
cat /proc/sys/kernel/sysrq

Pe3yanaT BbINOJTIHEHNA KOMaHAbI:

- 0 — 6rnokmpoBka knasuw SysRq Bkno4veHa;

- 1 — 6nokmpoBka knasuw SysRq BblknoYeHa.
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17. 3AMNYCK OC

17.1. 3anyck

Mpw 3anycke OC nosiBnsieTcs OKHO, BUA KOTOPOTo NpeAcTaBneH Ha puc. [1]

GHU GRUE wersion 2

"y mode)
with
ith Li recovery mode)

efore hooting or &' for a command-line.

Puc. 1 — OkHo 3anycka OC

B okHe npuBeneH nepeyeHb pexmmoB 3arpy3kun OC. [Ins 3arpy3ku B LUTATHOM pexmnme
HeobxoQMMO B NepeyHe BbiOpaTb pexum generic. [Ansa 3arpy3km B LENAX BOCCTAHOBMEHUS
pabotocnocobHocTn OC MOXET UCNONb30BaTLCA PEXUM generic (single-user mode).

B npouecce 3arpy3ku OC ocywecTBnseTcs MHuumManusauus mogyns sigpa u 3anyck
cepBucoB cuctembl 6esonacHocTn nHgopmaumm PARSEC.

Mo 3aBepLueHun 3arpy3km OC nosiBNSieTCst OKHO, CoAepallee npurnawenne ana BBoga
UMEHM 1 Napons nonb3oBaresns. B cnyyae ycnewHoro NpoxoXxaeHnsa naeHtTugukaunmm n ayTeHTun-
dukaummn nonb3oBaTtento OyaeT NnpeanoXxeHo BbibpaTe MaHAATHbIV YPOBEHb U KaTEropMm, KOTOpbIe
OyayT ncnonb3oBaHbl Npy co3gaHnn ceaHca nonb3oBatensa B OC. Beibop meTkn 6e3onacHoCTH
OCYLLIECTBNSETCHA B COOTBETCTBMM C TEKYLLMMWN HACTPOMKaMM MaKCMManbHOro 1 MMHUMaribHOro

YPOBHEW 1 MakCUMarbHOro 1 MMHMManbHOro HAbopoB KaTeropuii, YCTaHOBMNEHHbLIX ANS JAHHOIO



178
PYCB.10015-16 97 02-1

nonib3oBaTend.

Bua okHa ans Bbibopa MeTky 6e30nacHOCTU (YPOBHS U KaTeropuid) npeacTaBneH Ha puc. 2]

Buibop atpubyToe GesonacHocTK (test)

YpoBeHb KOHPWAEHUMANBHOCT, | YpoEEHE [ Aa
YpoBeHb LUENOCTHOCTH: BrICOKWMIA o
Kateropuwa: Het

Puc. 2 — OkHo Bbibopa MeTkn 6esonacHoCTH

17.2. HacTtpounka napameTpoB, Heobxoaumbix Ansa akcnnyartaumn OC

Mepen Havyanom akcnnyataumm OC agmumHucTpaTop 6e3onacHOCTU AormKkeH obecneunTb
BbINOSIHEHWNE CreayoLWMX YCNOBUIA:

1) MexaHu3M 3aMKHYTOW NPOrpaMMHON cpeabl AomKeH BbiTb HACTPOEH aAns paboThbl B

wratHoM pexume (cMm. [16.1));

2) € Mcnonb3oBaHMEM CPEACTB ynpaBreHns auckpeunoHHsimu MNP (cm. nonb3oBarte-

nsiM JormkeH ObITb 3anpeLleH JocTyn K 6ubnuoTteke libpcprofile. so;

3) ¢ ucnonb3oBaHWEM cpeacTs ynpasneHns maHgatHoimu MNP (cm. BCEM OTYyXaae-

MbIM HOCUTENSAM, UCNOMb3yeMbIM Ha 0ObEKTe IKCnIyaTtauum, A0mkKHbl 6bITb NPUCBOEHDI

MeTKn 6e3onacHOCTK, cooTBeTCTBYOWME rpudy obpabarbiBaemon nHgpopmaumm. Bee

OTYY>XAaeMble HOCUTENW OOSMKHbI ObITb YYTEHbI PEXXMMHO-CEKPETHBIM OTAENTOM OpraHu-

3auuK, SKCNyaTMpyoLwen aBToOMaTu3npoBaHHyo cnuctemy. Micnonb3oBaHNe HEYUTEHHbIX

OT4yXXOaeMblX HOCUTeNen AOMKHO BbITb 3anpeLLeHo;

4) c ncnonb3oBaHMEM CPeACTB ynpasneHns guckpeunoHHobimm MNP (cm. nonb3oBarte-

nsMm, He obnagawoLwmm NpMBUNErMSMU aaMUHUCTPATOPa, AOMMKEH ObITh 3anpeLleH 3anyck

(ncnonb3oBaHWe) cpeacTB CO30aHUSA CUMBOSTMYECKUX CCbINOK;

5) cncnonb3oBaHWEM CpeacTB YNpaBneHns 3anyCkoM CepBUCOB AOMKHA BblTb OTKIHOYEHa

cnyx6a gpm N8 NoaAEPXKKN MbILIN B KOHCOSIbHOM PEXUME;

6) B criyyae paspelleHus MHTEPaKTMBHOIO BXOAa Cynepronb3oBaTens root Ana NpeaoT-

BpalleHns nogbopa ero napons Heobxoanmo 3abnoknpoBaTb BO3MOXHOCTb €ro yaa-

neHHoro Bxoga B OC nocpeactsoM BkntodeHns PAM-moayns pam_securetty B pann

cueHapua /etc/pam.d/common-auth. [Insa atoro Heobxoanmo B «Primary block» B

yKaszaHHOM cbarine nepBon CTPOKOM J00aBUTL:

auth required pam_securetty.so

7) ncnonb3ysa rpaduyeckyto ytunuty fly-admin-smc («YnpaBneHne nonuvtukon 6es-

OMacHOCTUY), 3anyLLEHHY0 OT UMEHWN agMUHUCTpaTopa Yepe3 MexaHu3aMm sudo (CM. anek-
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TPOHHYIO CnpaBkKy), B kaTteropmun «MonMTrukn y4eTHOM 3anmcuy 3agaTb criegyolime 3Haye-
HUA ONA HACTPOMKM MNOMUTUKM Naponen:
a) «CnoxHocTb»:

- «MuHumaneHasa gnuHa napons» — 8;

- ycTaHoBuUTb cnar « MMHMManbHOEe KONMYECTBO CTPOYHbLIX OYKB B HOBOM Mapo-

ney;

- ycTaHoBuUTb hnar «MMHMManbHOEe KONMYeCTBO 3arnaBHbIX OyKB B HOBOM napo-

ney;

- ycTaHoBUTb (pnar «MuHMMansHoe KonuyecTso UMdp B HOBOM Nnaporiey;

6) «Cpok gencreusy»:

- yctaHoBuUTb (pnar « MMHMMansHoe KOnmM4yecTBo AHEN MeXay CMeHaMu Napossa»
1 B none 3agatb 3HayeHne «0 gHeny;
- ycTaHoBUTb prar «MakcMmansHoe KONM4ecTBO AHeN Mexay CMeHaMu naposs»
1 B norne 3agatb 3HadeHne «90 gHeny;

nnbo 3agatb HACTPOMKN NONIMTUKN Naponen nyTeM KOPPEKTUPOBKM (hannoB CLEHAPUEB:

a) B danine /etc/pam.d/common-password B CTpoke

password requisite pam cracklib.so yCcTaHOBUTb 3Ha4yeHWe minlen=8 "

nobaBntb NapameTpbl dcredit=-1, ucredit=-1 #n lcredit=-1;

0) B dpanine /etc/login.defs gnsa nepemMeHHon PASS MAX DAYS yCTaHOBUTb

3Ha4yeHue 90.

[ononHuTenbHO HeoBxoanUMO 3anpeTnTb NOBTOPHOE UCMONb30BaHUE NOCNegHUX YETbI-
pex naponeun, oTkoppekTuposas ann /etc/pam.d/common-password. [Ing 3Toro B
yKaszaHHOM cbanrne B CTPOKE «. . .pam_unix.so» 4obaButb napameTp remember=4;
8) ucnonbays rpaduydeckyto ytunuty f£ly-admin-smc («YnpaBneHne nonvtmkon 6es-
ONacHOCTMY»), 3anyLEeHHY OT UMEHN agMUHUCTpaTopa Yepe3 MexaHn3m sudo (CM. anek-
TPOHHYIO CNpaBKy), B kaTteropmn «MonMTUKN y4eTHOM 3anmcuy 3agaTb criegyolime 3Hade-
HWSA 0N HACTPOWKM BGNOKNPOBKM:

- yCTaHOBUTb hnar «HeycnewHbIX NOnNbITOK» 1 B Norne 3agaTb 3HavyeHue 8;

- ycTaHoBuTb cnar «leprog 6noknpoBkm» 1 B none 3aaatb 3HadeHne « 1800 cekyHay;
nmMbéo  HacTpouTb  ONOKMPOBKY  YY4ETHOM  3anmucu,  OTKOppekTMpoBaB  hann
/etc/login.defs. [Ina aToro B ykaszaHHOM danne ang nepemMeHHon LOGIN_RETRIES
YCTaHOBUTb 3Ha4YeHue 6 U Ons nepeMeHHon LOGIN_TIMEOUT yCTaHOBWUTb 3HA4YeHue
1800;

9) ucnonb3ys rpaguyeckyto ytunuty £ly-admin-theme («lMporpamma «Tembl paboyero
cTonay), 3anyLeHHy OT MIMEHN agMUHUCTpaTopa Yepe3 MexaHn3mM sudo (CM. 3NEKTPOH-

HylO cnpaeky), B pasaene «bnokupoBkay ycTaHoBUTL dorar «brnokmpoBaTh akpaH Yepes»
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1 B none 3agaTtb 3Ha4yeHne «15 MuH».
17.3. YcnoBusi npumeHeHus

17.3.1. YcnoBusa npumeHeHuns OC

OC MOXeT ncnonb3oBaTbCHA B COCTaBe aBTOMATU3NPOBAHHbIX CUCTEM, 0O6pabaTbiBaOLLNX
MHdOpPMaLMIo, CoaepKaLLyto CBEAEHMS, COCTaBMAKLWME rOCYyAapCTBEHHYO TalHy, Npu cobnoae-
HUM YCNOBUN N OrPaHNYEHUI, U3NOXKEHHBIX B AOKYMeHTauum Ha OC.

lMpoBepka uenoctHocTh agpa OC n gpyrmx KOMNOHEHTOB Npu 3arpy3ke/nepesarpyske, npu
HeobXoANMMOCTM, AOIMKHA OCYLLIECTBATLCA NyTEM MPUMEHEHUS CEPTUULMPOBAHHBIX annapaTHo-
NporpaMMHbIX Mogynen JOBEPEHHOWN 3arpy3kn u/unm cpencTtB JOBEPEHHON 3arpy3Ku.

[na cosgaHus 3awWuLLEHHON cpedbl BUPTyanu3auum nsgenue OOMMKHO NPUMEHATLCA
COBMECTHO C annapartHblM obecnevyeHnem, noaaepKuBatoLLMM COOTBETCTBYHOLLIME TEXHOSOMN
VT/SVM, B TOM Yncne npn HeobxogmmocTu NpeaocTaBneHnst 4OCTyna BUPTyaribHbIM MalluMHaMm K
PM3NYECKUM YCTPOMNCTBAM.

MNpu ncnonb3oBaHun pasgenoB nogkadkm B OC Heobxoaumo akTMBMpoBaThb B dhanne
/etc/parsec/swap_wiper.conf nx o4nctky cornacHo [8.1] B kayecTBe chaninoBbix cucTem
Ha HocuTenax nHgpopmMauumn komnototepoB ¢ OC (B TOM YMCE CbEMHbBIX MALUMHHBIX HOCUTENSX
MHJOpMaLMn) OOMKHbI MCNONb30BaTbCA TONMbKO dhannosble cuctembl Ext2/Ext3/Ext4, nogaepxu-
BaloLLMe paclumpeHHble (B T.4. MaHOaTHble) aTpmnbyTbl hannoBbix 06bekToB U 0becneymBatoLLmne
rapaHTMPOBAHHOE YHUYTOXEHME (CTUPAHNE) NHpOPMaLIUN.

B cnyyae Heo6xo4MMOCTM UCMONb30BaHUA MaHL4ATHOro ynpaBneHus 4oCTyrnoM Ha ceTe-
BbIX ANCKaX, UX MOHTUpoBaHMe B hamnosyto cnctemy OC LOMKHO OCYLLECTBNATLCS TOSMbKO C
ncnonb3oBaHveM dannoson cuctemsl CIFS, nogaepxumBatoLLen paclumpeHHble (B T.4. MaH4aTHbIe)
aTpubyThbl NONb30oBaTeENen.

Mcnonb3oBaHne dannoson cuctembl NFS ans goctyna k ceTeBbiM ANCKaM BO3MOXHO
npwv BbIMNOMIHEHUM CrneayoLWmMX YCIOBUN:

- Ha ceTeBbIX AMCKaxX He UCMOoSb3yeTcs MaHgaTHoe ynpaBreHne SOCTYNoM;

- Bepcus ncnonbdyemoro npotokona NFS He Huxe 3.

B KoHdurypaumoHHoMm channe 3aWMLLIEHHOr0 cepBepa nedatu W3 cocTasa
nsgenus/etc/cups/cupsd.conf He OONyCKaeTCs YCTaHOBKA 3HadeHWss None napamet-
pa DefaultAuthType (OTKMOYEHNE ayTEHTUMKALMN) N BHECEHNE U3MEHEHUI B NapaMeTpbl
NofiMTUKM PARSEC, He COOTBETCTBYHIOLWMX 3KCNIyaTauuoOHHOM AoKymeHTauuu. [Npu uncnosnb-
30BaHuM 3awmiieHHoro cepsepa CYB[ u3 coctaBa OC B pexume mMaHOaTHOroO pasrpaHu-
YyeHus1 JocTyna Heobxooumo B KOHpurypauuoHHOM danne krnactepa postgresqgl.conf
ana napametpa enable_bitmapscan YyCTaHOBUTbL 3HavyeHue off W Ana napametpa

ac_ignore_socket_maclabel ycTaHOBUTb 3Ha4YeHne false.



181
PYCB.10015-16 97 02-1

Mpun ncnonb3oBaHun 3awmieHHoro cepeepa CYB[ n3 coctaa OC B pexume maHgaT-
HOro ynpaBneHus A0CTYNoM He AonycKaeTcs OTKovaTh ayTeHTudmKauuio cybbekToB JoCcTyna
YCTaHOBKOW B KOH(bUrypaumoHHoOM hainne knactepa pg_hba.conf pexuma trust (6e3 ayTeH-
Tudmkauun).

Mpn ncnonb3oBaHMM 3aLULLEHHOIO KOMMJSIEKCa NPorpaMmm 31eKTPOHHOM MNOYTbI U3 CocTaBa
OC B pexvme MaHOATHOro yrnpasieHns 4OCTYNOM KOH(UIypaumnoHHbIe NapaMeTpbl areHTa nepe-
Aa4n 3NEKTPOHHOM NOYTbl EXim M areHTa JOCTaBKW 3MEKTPOHHOM NOYTbl Dovecot He AOSMKHbI
Aonyckatb OTNpPaBKy M NpUeM COOBLLEHMIA ANEKTPOHHOM NOYTbI 6e3 ayTeHTudmKaunmn.

Ons wtatHon pabotel OC He AaonyckaeTcs OTKMOYEeHWEe agMWHUCTPATOPOM CUCTEMBI
paclumpeHust XPARSEC y X-cepBepa (MCcrnornb3oBaHne oTnagoyHon onumm XPARSEC=Disable B
KOH(pUrypaumoHHbIx dannax X-cepsepa (cm. PYCB.10015-16 31 01).

lMpn ncnonb3oBaHUM MaketTa gemu-guest-agent He JOMycKaTb 3arnyck nporpamMmmel
gemu-ga OT NPMBUNErMpOBaHHOIO Nosib3oBaTens (C ypoOBHEM LIENOCTHOCTM Bbille HynH) ¢ na-
paMeTpoM -m unix-listen WU napameTpamun -p U —t, ykasbiBalOLWMMN HA pannbl U COKETHI,
AOCTYMHbIE HENPUBUNEINMPOBaHHBIM CyObekTaM AoCTyna (T.e. npoueccam C YPOBHEM L€NOCTHOCTH,

PaBHbIM HYIHO).

17.3.2. YcnoBusa npumeHeHus MO

MO, obpasyroiee COBMECTHO C U3L4ENMEM AOBEPEHHYO NPOrpaMMHYy0 cpeay, AOMKHO
NPUMEHSATLCS NpY COBNOAEHUN CneayLwmnx YyCrnoBui:

1) HeobxoQMMOCTb U KOPPEKTHOCTb ucnonb3oBaHus B 10O npmBuneruin agMmHmucTpaTopa,

NpuUKNagHoro nporpaMmmHoro nHtepdenca nogcucremol 6esonacHoctn PARSEC, mangat-

HbIX NPUBUNErnn, PYHKLMOHMPOBAHMUS B NPOCTPAHCTBE sApa UMM TONbKO HA BbICOKOM

YPOBHE MEXaHM3Ma MaHOaTHOro KOHTPOMSA LENOCTHOCTU A0SMKHbI ObiTb 000CHOBaHbI B

AOKyMeHTauuun Ha gaHHoe [10;

2) MO, nognexallee ceptTudukaunmn no TpebosaHusam GesonacHOCTU MHOpMaLUn 1

ncnoneaytowee nHtepnpetatopsl PHP, Perl, Python, TCL, Go n Ruby 13 coctasa nagenus,

AOIMKHO NPONTU CePTUDMKALMOHHbIE NCCef0BaHNSi COBMECTHO € HUMW. [pu npoBeaeHun

Takux cepTUdUnKaLMOHHbIX NCCnegoBaHnn OMKEH ObiTb ONpeaeneH nepevyeHb CLueHapu-

eB N0, ncnonHsembix MHTEpNpeTaTopamMmm, 3apnKCUPOBaHbI NX KOHTPOSbHbIE CYMMbI U

onpenerneH pernameHT KOHTPOMs UX LLeNOCTHOCTY;

3) MO npu obpaboTke 3anpoCOB MONb30BATENEN HE AOSMKHO B3aMMOOEeNCTBOBaTb C

3awmuwieHHon CYB[ n3 cocrtaBa usgenua oT UMeHW Nofb3oBaTenst ¢ NpuUBUIIErnsMu

PARSEC_CAP_SETMAC n PARSEC_CAP_CHMAC, NO3BOMSLWMMN UBMEHATbL MaHAATHbIE

aTpubyThl 3awmiLiaembix obbektoB B CYB[;

4) MO, copepxallee ceTeBble cepBUCHI (NporpaMmmbl, o6pabaTbiBatoLLmMe 3anpochl NOsib-

3oBaTenen ¢ npuMmeHeHnem npotokonos cteka TCP/IP), koTopble CMOnb3yoT NpUBMUNernm
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(PARSEC_CAP_SETMAC 1 PARSEC_CAP_ PRIV_SOCK) ¥ NpuKnagHon nporpaMMHbIA UH-

Tepdgenc nogeuctemol 6esonacHoctn PARSEC 13 coctaBa nsgenusi, JOmMKHO NPONTU

cepTUMKaLNOHHbIE UCCeaoBaHNd, NoaTBEPXKAAOLLNE KOPPEKTHOCTb peanuaaumm yka-

3aHHbIX CEPBUCOB;

5) nporpaMmmHbI KOMNOHEHT RabbitMQ He npumeHsaTb Npyn ogHOBpeMeHHON 06paboT-

Ke OaHHbIX C pasfn4YHbIMU YPOBHAMM KOHMAeHUmnanbHocTn nubo ans obecnevyeHns

B3aMMOOENCTBMS NPOLIECCOB C PasfnnYHbIMN YPOBHAMU OOCTYNa;

6) ana MO, ncnonb3yowero moaynb wsgi_mod Ana Apache ua cocrtaBa u3genus, B

AOoKyMeHTaumm paspabotumka MO pgomkeH 6biTb onpegeneH nepeveHb cueHapmes paboThbl

mMoaynsa wsgi_mod. [Npn 3TOM JOMKHbI BbITb UCKMOYEHBbI CLueHapum paboTbl wsgi_mod B

pexumax, npegycmatpmsaromx paboTy BHE KOHTEKCTa NoNb3oBaTens U N3MeHSoLWMX

npouecc ayTeHTUnkaumm;

7) MO, obpabaTbiBatoLLEe OAHOBPEMEHHO OAHHbBIE C PA3NNYHBIMU YPOBHSAMU KOHUOEH-

LManbHOCTU, He AOMMKHO MCMNOMNb30BaTh NporpamMMHble nakeTbl Erlang.

MO, obpasytoLLiee COBMECTHO C U3fennem JOBEPEHHYI0 NPOrpaMMHYI0 cpeay, He OOMKHO
N3MEHATb anropuTM MPUHATUSA peLleHns O NpefoCTaBeHnn AoCTyna CyObekToB (nonb3oBatenem)
K o6bektam OC n cogepkaTb CKPbITbIX UM SBHbIX BO3MOXHOCTEN, NO3BONSAIOLLNX:

1) nogmeHATb dannbl obpasa agpa vmlinuz-*, Haxogswmecs B gupektTopun /boot,

drannbl Mmogynen sapa, Haxogsawmecs B agupektopun /lib/modules, U npoyne daunnbl,

BXo4sLLUME B COCTaB MU3genuns unu ctopoHHero MNoO;

2) cTtatuyeckn Unn OMHaMu4eckn 3MeHsITb Tabnuuy CUCTEMHbIX BbI3OBOB W1 NOMSA CTPYK-

Typbl TUNa security_operations N UHLIX CTPYKTYP TUNA *security*,

3) nepeonpenensTtb OCHOBHOWM npowecc oC B KOHMrypaLumoH-

HOM danne 3arpys4dunka nspenus nytem YyCTaHOBKM napameTpa

init=<noJyHHM_NyTb_K_MCIOJHAEMOMY Qaniy>;

4) N3MeHsATb NapameTpbl ayTEHTUdMKALMM NONb3oBaTeNen B KOHPUrypaumoHHbIX hannax

PAM-cLeHapueB, Haxoadawmxcsa B katanore /etc/pam.d;

5) yctaHaBnuBaTb nogrpyaemble Moaynu ayteHTudgukaumm (PAM-moaynu), onpegens-

lowme MmaHaaTHble aTpubyThl ceccumn nonb3oBatens ¢ ucnonb3oBaHnem dyHkunn API

onbnmotekn libparsec-mac noacuctembl 6e3onacHoctn PARSEC, nmeHa KOTopbIX

HayMHaloTCcsa ¢ NpedUKCoB mac_set_, parsec_ unu pdp_;

6) yctaHaBnusatb PAM-mogynu, onpegensitowme npusunernn PARSEC ceccum nonb-

3oBaTens ¢ ucnonb3oBaHnem yHkumn APl 6ubnmotekn libparsec-cap NOACUCTEMbI

6e3onacHocTn PARSEC, MMeHa KOTOpbIX Ha4YMHaTCsa € NpedmKCoB mcap UK parsec_

7) ycTaHaBnuBaTb CepBepbl NeyaTtu, NO3BONALMNE OCYLLECTBUTL BbIBOA HA NeYaTtb JOKY-

MEHTOB B 00x0/ 3aLUNLLEHHOIO cepBepa nedyatn N3 coctaBa U3gerng,
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8) ycTtaHaBnvBaTb MHTepnpeTaTopbl KOMaHA, 3aMeHSALWNEe NHTEPNPETATOPbI, BXOASLMNE

B cocTaB usgenus (bash, dash, PHP, Perl, Python, TCL, Go, Ruby);

9) nonyyaTb AOCTYN K namaTtu gpyrux npoueccos N0 ¢ ncnonb3oBaHMeM nNpuBunernm

CAP_SYS PTRACE M CUCTEMHOIO Bbl30Ba ptrace;

10) n3MeHsTb CUCTEMHOE BpeMS (eCn Hannyme BO3MOXHOCTEN MO U3MEHEHUIO BPEMEHU

He NpegycMOTPeHO (PYHKUMOHasbHbIM HazHadeHuem M0O);

11) AnHamun4eckn n3ameHsTb cermeHT koga sgpa OC n ncnonb3oBaTb HEIKCMOPTUPYEMbIE

cumBonebl sgpa OC;

12) ocylwlecTBnaTb 4OCTYN K panny ctl pannoBon cuctemsl parsecfs nocpeacTsom

CUCTEMHOrO Bbl30Ba ioctl, MUHYSA cucTeMHble yHKunn API-6nbnuoTtek libparsec—*.

[nsa ynpaBneHus aBTopusaunen nonb3osatenen n obecneyeHms paboTtbl CpeacTB pas-
rpaHMYeHNsa OOCTyna B cCepBepe rmneprekctoBon obpaboTkm gaHHbiXx Apache2 mncnonbilyert-
cq napameTp AstraMode B KOHUrypauMoHHOM hanre /etc/apache2/apache?2.conf. o
YMOSYaHUIO PEXMM BKIOYEH, a NnapameTp AstraMode OTCYTCTBYET, YUTO COOTBETCTBYET 3Ha4e-
HUIO AstraMode on. [Ns OTKNIOYEHUA pexunma aBTopusaunn B KOHUrypaunmoHHoMm cauvne
/etc/apache2/apache2.conf cneayetr 0o6aBUTL/M3MEHUTL NapaMeTp Ha AstraMode off.

BHUMAHMUE! NMpwu oTknioyeHHOM aBTOpU3aumu nonb3oBartenen Apache2 ocyuiectens-
€T BCe 3anpocbl K CBOUM pecypcamM NocpeacTBOM TOSbKO O4HOW CUCTEMHOW YYETHOU 3anucu
(no ymonyaHuto www-data), Kotopas B criyd4ae HaCTPOEHHOW MOMUTUKM MaHAATHOrO KOHTPONs
LLeNTOCTHOCTN MMEET YPOBEHb LIENOCTHOCTUN paBHbIn 1.

Ona HacTponku ©GesonacHoW KoHdurypaumm cpeacts  3awmtel OC  peko-
MeHOyeTca yuyuTbiBaTb MaTepuan cTpaHuubl  Astra  Linux Red-Book no agpecy

wiki.astralinux.ru/display/doc/Astra+Linux+Red-Book.

17.3.3. YcnoBus UCKIIOYEHUA CKPbITbIX KaHarnoB

[nsa ncknioYeHns cKpbiTbiX KaHanoB (MHPOPMAaLVOHHBIX MOTOKOB) MPWU 3alumTe OT Yrpos3bl
LIENOCTHOCTH UH(OPMAaLIMM UCTONb3YeTCsl MaHAATHbI KOHTPOMb LenocTHocTH (cm. [4.3), koTopbii
B YCITOBUSIX YCTAHOBMEHHbIX B KOMMNBIOTEPHOW CUCTEME YPOBHEW LIENTOCTHOCTU (YPOBHEN [OBEPUS)
obecneunBaeT HEBO3MOXHOCTb 3anMCy OTNPaBUTENEM C HU3KMM YPOBHEM A0BEPUS MHOPMaLnn
B 06beKTbl C 6oree BbICOKMM YPOBHEM LOBEPUS.

[na ncknoyeHnsa BO3MOXHOCTU UCNONb30BaHNA OTNpaBuTenem u nonyyarenem obuiero
B6ydepa obmeHa B OC obecneunBaetcsa n3onaumst NpoLeccos (CM. [/]) B COBOKYNHOCTU C O4YMCTKOM
obnacTel onepaTMBHON NamMsTV Npu ocBoboxaeHun unu Bolaenexum (cm. [8.1), a Takke obecne-
YeHue 3anycka NpoLEeCcCcoB B 3aMKHYTON OTHOCUTESNbHO OCTarbHbIX MPOLIECCOB cpeae Nno NamsiTu,
B 4YaCTHOCTMW, UCMNONb30BaHMNE peXxnMma Kuocka (Cm. n Xephyr B rpadpuyeckon nogcucreme,
obecneunBaroLmnx nsonaunto dycdepa obmeHa.

Taknm O6p830M, YyCnoBUAMUN UCKITIOYEHUNA CKPbITbIX KaHalloB ABIAETCA pealindyemMasn oC


wiki.astralinux.ru/display/doc/Astra+Linux+Red-Book
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MonmTUKa AUCKPELIMOHHOrO (cM. [3), MaHOaTHOrO ynpasreHus AOCTYNOM M MaHAATHOTO KOHTPOIS
uenoctHocTu (cm. M), koTopast ABNSIETCS HEOTbEMIIEMOWN YacTblo MOAENM NONUTUKM 6e30nacHoCTU
OC. C y4yeToM yKasaHHbIX YCNOBWUIA 3KCMyaTauumn CKPbITbie KaHarbl No NamMsATU He MOryT ObiTb
peanu3oBaHbl, a N0 BpeMEeHW KpalHe 3aTpyAHEeHb!, T.e. UMEKT HU3KNE NPOMNYCKHY CNOCOBHOCTb

N BEPOATHOCTb BO3HUKHOBEHWS YCNOBUN ANSA peanusauuu.
17.4. NpoBepka NpaBUSILHOCTU 3anycka

B cny4dae ycneluHoro Bxoaa nonb3oBaTtens B CUCTEMY NPY HAaBEAEHUN MbIlUW Ha UHAOW-
KaTop MaHAaTHbIX aTpMbyTOB B 06racTy yBeaoMIeHuin Ha naHenu 3agad (puc. [3) oTkpbiBaeTcs

BCMJibiBawLlee OKHO, KOTOpPO€E OoTpaXaeT TeKylwmne maHgaTHble anl/I6yTbI ceaHcCa nosib3oBarternd.

Mma: user
MeTka: YpoEeHe_T:HW3kWAKaTeropua_1:0x0lHeT:HeT
Jawwuta X11: OBbluHan

NA L BN el 1/.UD

Pwuc. 3

Mpun npaBunbHoM 3anycke C3U gaHHble aTpmbyThl OMKHBLI COBNagaTh C BBEAEHHbLIMA
nonb3oBaTtenem npu Bxoge B OC.
Kpome Toro, ansa nony4eHnst TEKYLLMX MaHAATHbIX aTpMOyTOB NONb30BaTenst MOXET ObITb

nucrnonb3oBaHa KOHCoOmnbHaga ytunuTta pdp-id, onucaHme KOTOpOVI npuBefeHo B man pdp-id.
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NMEPEYEHb COKPALLEHUA

B — 6a3a AaHHbIX

EMM — eguMHoe npocTpaHCTBO Nonb3oBaTenemn

KC3 — komnnekc cpeacts 3awmTbl

MKL|, — mMaHgaTHbIA KOHTPOMb LEefTOCTHOCTU

HCl — HeCaHKUMOHWPOBAHHbLIN OOCTYnN

OoC — onepauuoHHasa cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition»
no — nporpamMmmHoe obecneveHne

MPO — npaBuna pasrpaHuyeHust JocTyna

C3MN — cpeacTBa 3aWwmuThbl MHGOpPMaLUK

C39C — ceTteBas 3awumuieHHasa dannosasi cuctema
CMNO — cneunanbHoOe nNporpaMmMHOe obecneveHne

CYB — cucrtema ynpaeneHus 6azamm gaHHbIX

oC — dhannosas cuctema

Ul  — anekTpoHHasa umndpoBasi noanucCh

ACL — Access Control List (cnncok KoHTpona gocrtyna)

ALD — Astra Linux Directory (eaMHoe npocTpaHCTBO norb3oBaTenem)

BIND — Berkley Internet Name Domain (cnyx6a JOMEHHbIX UMeH B ceTu NIHTepHeET)

CCR — Container Clearance Required (aTpnbyT cnocoba goctyna K cogep>XumMomMy KOHTenHepa

B pamMKax MaHAaTHOro ynpaereHust 4OCTynom)

CIFS — Common Internet File System (o6wwnin npotokon goctyna K pavnam VHTepHeT)
DAC — Discretionary Access Control (qucKkpeunoHHoe ynpasneHne SOCTYNoM)

DNS — Domain Name System (cuctema gOMEHHbIX UMEH)

FTP  — File Transfer Protocol (npoTtokon nepenayu ¢annos)

GID  — Group ldentifier (ngeHTUrkaTOp rpynnbl)

IP — Internet Protocol (mexceTeBon npoTokon)

IPC  — InterProcess Communication (MexnpoueccHoe B3auMO4ENCTBUE)

LDAP — Lightweight Directory Access Protocol (nerkoBecHbIn NpoTOKON AOCTyrNa K cepBucam

KaTanoros)
MAC — Mandatory Access Control (MaHgaTHoOe ynpaBneHne AoCTyrnom)
NFS — Network File System (ceteBas cannosaga cucrema)
NIS  — Network Information Service (ceTeBast nHpopmaLmoHHas cnyxba)
NSS — Name Service Switch (cnyx6a gnsa opraHnsaumm yHUMGULNMPOBAHHOMO AOCTYNa K UH-

dopmaumm o nosnb3oBaTensx, rpynmnax, CeTeBbIX MMeHax, cnyxbax u T.n. Ha ocHoBe
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KOHMrypaumm pasnuyHbiX MCTOYHMKOB, TakUX Kak: flokanbHble chainbl, pasnuyHblie
cpencrtea ceteBon ngeHtudukauum (DNS, NIS), a Takke LDAP)

— Pluggable Authentication Modules (nogkntovyaemble MOAyNM ayTeHTUUKaLMI)

— Process ldentifier (ngeHTudmkatop npouecca)

— Rivest Shamir Adelman (anropuTm no cxeme OTKPbITOro Kro4a)

— Server Message Block (6nok coobuieHun cepsepa)

— Structured Query Language (s3blK CTPYKTYPUPOBaHHbIX 3arnpoCcoB)

— Transmission Control Protocol (npoTokon nepegayun gaHHbIX)

— User Datagram Protocol (npotokon ynpaeneHusa nepegaden JaHHbIX)

— User Identifier (ngeHTudrkaTop nons3osarens)
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