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AHHOTALUA

HacTtosawmn [OOKyMeHT ABMSIeTCA BTOPOM YacTblo PYKOBOACTBA ajMUHUCTpaTopa
ornepauuoHHOW CcuUCTeMbl cneumanbHOro HasHadveHusa «Astra Linux Special Edition»
PYCB.10015-01 (ganee no tekcty — OC).

B gokymeHTe npuBeneHo onucanune s3awmweHHon CYB[, peannsoBaHHoM nyTem gopa-
6oTkn CYB[] PostgreSQL Bepcum 11 B yacTu peanvsaumm MaHgaTHOro yrnpasneHust 4OCTYMNOM.

OcHoBHble cBeleH1s1 N0 CUHTaKCcUCy s3blka 3anpocoB SQL, nogaepXuBaemMbiM TUNam
AaHHbIX, BCTPOEHHbIM (PYyHKUMAM, YCTaHOBKE N HacTponke cepBepa CYB[], a Takke co3gaHuio
OTKa30yCTOMYMBbLIX PELLEHN NPUBEAEHbI B odomumanbHon gokymeHTaumm PostgreSQL, koTopas
AOCTyNHa Ha MHOPMaLMOHHOM pecypce U3rotoButena wiki.astralinux. ru. [lJononHUTENbHO
ocobeHHoCTU ucnonb3oBaHusa PostgreSQL getanbHO onucaHbl B oouumnanibHON AOKYMEHTauuu,
NnocTaBnsieMon B COCTaBe NakeTe postgresgl-doc-x. X.

[loKyMeHT npegHasHayeH Ans agMUHUCTPATOPOB M pa3paboTymkoB 6a3 AaHHbIX.


wiki.astralinux.ru
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1. SALLWLLIEHHAA CUCTEMA YIMNPABJIEHUA BA3AMU OAHHbIX

1.1. HasHauyeHuUe

B kavectBe 3awmuweHHon CYB[ B coctaBe OC ucnonb3yetca CYB[ PostgreSQL, gopa-
OoTaHHasa B COOTBETCTBMM C TpeboBaHueM nHterpauumn ¢ OC B 4YacTM MaHOATHOrO ynpasneHus
AOCTYNOM K MHbopmauum n cogepxailan peanusauuio AlN-mogenn ynpaeneHmss 4OCTYNOM U
MHoOpMaLMOHHbIMKN noTokaMu. [laHHasa [Al-mogenb onucbiBaeT BCe acnekTbl AUCKPELMOHHO-
ro, MaH4aTHOrO U POSIEBOrO ynpaBreHnsa OCTYNoM ¢ y4eTom 6e30nacHOCTU MHPOPMALMOHHbIX
NOTOKOB.

CYB[ PostgreSQL npegHasHayeHa anga co3gaHus v ynpasneHns pensumoHHbiMn B n
npegocTaBnseT MHOronosIb30BaTENbCKUI AOCTYN K PACMONOXEHHbIM B HUX AaHHbLIM.

[aHHble B pensumoHHon B[l xpaHaTcs B OTHOLWEHMSX (Tabnuuax), COCTOAWMX U3 CTPOK U
ctonbuos. NMpy 3TOM eanHULEN XpaHEeHUS U O0CTYNa K JaHHbIM SIBNSIETCA CTPOKa, CocTosILas u3a
noneu, naeHTMnuMpyemMblix MMeHamm ctonbuos. Kpome Tabnuy, cywecTByoT gpyrne o0bekTbl
B[ (Buabl, Nnpoueaypbl U T.M.), KOTOpble NPEaOCTaBMAT AOCTYMN K AAHHbIM, XPaHALWMMCA B
Tabnuuax.

Ona pabotel CYBM Ha gucke Bbigensetcs obnactb ana xpaHeHuna B, HasbiBaemasd
«knactepom Bll». Knactep B[] siBnsetca HaGopom B[], ynpaBnsembix OgHMM 3K3eMMNsapom
cepBepa CYB[l. Hactponka paboTbl oTaensHoro ak3emnnspa cepsepa CYB[] Takke onpeaensaetcs
B pamKax Krnacrtepa COOTBETCTBYHLMMM KOHUTYPaALNOHHBIMI hannamu.

KoppekTHasa pabota ¢ CYB[] npegnonaraet ncnonb3oBaHne mexaHnama EMM.
1.2. CocTaB

CYB[] PostgreSQL cocTtounT 13 cnegyowmx KOMNOHEHTOB:

- postgresqgl — cepBuCHasa cnyxba, peanusyowas HenocpeacTBeHHo cepeep bl;

- libpg — KnuneHTCcKas 6ubnunoteka, npegocrtaensatowas goctyn K cepsepy CYBL;

- Habop cepBeEpPHbIX YTUNUT N4 yrnpasneHna paboTon cepBepa 1 co3gaHus Knactepos

BL;

- Habop KNUEeHTCKMX YTUNUT AN4a co3gaHus n ynpasnenus bBl.

[ns eanHoobpasHoro ynpaesneHna knacrepamu b1, yHKUMOHUPYOLWMMKU Nog ynpasne-
Huem pasHbix Bepcun CYB[], B coctaB OC Bxoant Habop MHCTPYMEHTOB aaMUHUCTPUPOBAHMUS
postgresqgl-common, BKNOYaLWmM B cebsa cneayrowime nakeTbl:

- postgresgl — MeTanakert, ycTaHaBnMBarLwmim OCHOBHY0 Bepcuto CYB[;

- postgresqgl_x.x — METanakert, ycTaHaBMMBalLWMIA KOHKPETHYO Bepcuto CYB[;

- postgresgl-client — MeTanakert, yCTaHaBNMBAKOLLNA OCHOBHYH BEPCUIO KITMEHTCKMX

ytunut CYB[;
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- postgresgl-client_x.x — MeTanakeT, yCTaHaBMMBAOLWNN KOHKPETHYIO BEPCUIO

KnueHTckux ytunut CYB[;

- postgresgl-contrib — MeTanakeT, ycTaHaBNMBaloLWmMn OCHOBHYO BEPCUIO MOAynen

pacwupenus CYB[;

- postgresgl-contrib_x.x — MeTanakert, yCTaHaBNMBaKOLLMA KOHKPETHYO BEPCUIO

mogynen pacwuperHna CYB[;

- postgresgl-doc_x.x — MeTanakeT, yCTaHaBNMUBaKLWMA KOHKPETHYIO BEPCUIO JOKY-

meHTauum CYB[;

- postgresgl-common — UHCTPYMEHTbI yrpaBreHus knactepamu b[;

BHUMAHUE! B panbHenwem HacTosiTenbHO pekomeHayetca ynpasnate CYBL ¢ no-
MOLLbIO MHCTPYMEHTOB ynpasrneHusi knactepamu B[ (cm. [1.5)), npenoctaensiembimmn OC, a He
HenocpeacTBeHHO yTunutamu CYB[.

BHUMAHMUE! B coctas CYB[] Bxoaut Habop moaynen paclumpeHnusi, gobaensarowmx
HOBblE TUNbI AAHHbIX, BUBNMOTEKN OYHKUUIN, MHCTPYMEHTbI aAMUHUCTPUPOBaHNS U pa3paboTKku.
Moaynu, npeaHasHavyeHHble ANs agMUHUCTPUPOBAHKS U pa3paboTkuy, BKNOYas CpeacTBa OTnagku
XpaHUMbIX Npoueayp, UccrnegoBaHna CTpaHuL AaHHbIX, MIBMEHEHNS KOHOUIYpaLMNOHHbBIX dannoB
W OOCTyNa K BHELHWM AaHHbIM, HE OOSMKHbI ObITh YCTAaHOBMEHbI B AENCTBYIOLLMX CUCTEMAX, UM
AOCTYN K HUM HENPUBUIIUIMPOBAHHbLIM NOMb30BaTENsIM AOSMKEH OblTb OrpaHuUyeH.

B coctaB OC BxoguT rpacdmyeckas ytunurta pgadmin3, npeaHasHadeHHasa anst agMuHu-
ctpupoBaHus bl CYB[ PostgreSQL, Bkroyas ynpasneHve MaHgaTHbIM ynpasrneHuem LOCTYnom
K obbekTam b[.

1.2.1. lononHUTeNnbHO NocTaBnsieMble MoAaynu

Cnuncok OononHUTENbHO NOCTaBNsieMbIX MoAyNen NnpMBeaeH B Tabnuue

Tabnuuya 1
Mogynb Onucanne
adminpack DYHKUMM agMUHUCTPUPOBAHMS
auth_delay MNo3BonsieT ycraHaBsnueaTb nay3bl MeXay ayTeHTUdmKaumsamMm norbL3osa-
Tenen
auto_explain DyHKUMM Ana aBToMaTnyeckoro EXPLAIN 3anpocoB
btree_gin OnepatopHbin knacc GIN
btree_gist MHpoekcHbI onepatopHbin knacc GiST
chkpass Twvn gaHHbIX 4N9 XpaHeHUa 3alngpoBaHHbIX napornemn
citext CTpOKOBbIV TN AaHHbIX, HEYYBCTBUTENbHbIW K pEerncTpy
cube Tvn MHoromepHoro ky6a
dblink ®PyKkHUMKM ONA NOAKMYeHNs K ApyrM 6asam JaHHbIX U3 TeKyLLen ceccum
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lNpodomxeHue mabnuup! 1

Mogaynb

OnuncaHue

dict_int

I'Ipwmep peannsaunmn pacmpdaemoro wabnoHa crnoBapd ansd rnosfiHoTekK-
CTOBOIO NMOUCKa

dict_xsyn

MpuMep peanusaumm pacluMpseMoro WabnoHa crnosapst CUHOHMMOB Ans
MOMHOTEKCTOBOTO MoMcKa

earthdistance PyHKUMM Ona pacyeTa pacCTOAHUA MeXay ABYMsS TO4KamMu 3€MHOM Mo-
BEPXHOCTH

file fdw OGepTKa BHELWHUX AaHHbIX (FOREIGN DATA WRAPPER) ans dannos

fuzzystrmatch PyHKUMN NEKCUYECKOTO CPaBHEHUSA CTPOK

hstore Tun gaHHbIX ANS XpaHeHUs nap Knioy-3HavyeHne

intagg Arperupytolime yHkumM ansa uenoro (integer) M nNepeyncnsaemMoro
(enum) TMNOB AaHHbIX

intarray ®PyHKUMM 1 onepaTopbl Ans paboTbl C HENYCTbIMU MaccuBaMu LEenbIX
yncen

isn Tun gaHHbIX ANA XPaHEeHNUs 3HAYEHUI Pa3NNYHbIX MEXAYHAPOAHbIX CTaH-
AapToB

lo dyHKUMM ansa ynpaeneHns 6onbwnmm odobektamm (LARGE OBJECT)

ltree Tvn gaHHbIX, NO3BONAOLLMIA XPaHUTb METKM OOBEKTOB B BUAE Mepapxu-
Yeckom CTPYKTYypbl AaHHbIX Hanogobue aepesa

orafce OyHkumm ana murpaumm ¢ CYB/[ Oracle Ha PostgreSQL

pageinspect dyHKUMM aNsa nonyyYeHus MHopMauumn o cogepkaHum cTpaHul B 6asax
AaHHbIX

passwordcheck lMo3BonsieT NpoBepsiTb NOMb30BaTENbLCKME NApPONK, yCTaHaBNMBaeMble

KomMaHgamun ALTER ROLE u CREATE ROLE Ha MpoOCTOTY

pg_buffercache

DYHKUMM N8 NonyYeHnsa TekyLen MHpopMaunmn o pasgendaemMom Kelle

pg_freespacemap

®yHKUMM 4Ns nonyYeHus MHopmauun o cBo6oaAHOM NPOCTPaHCTBE OT-
HOLLEeHMS

Pg_prewarm

q)yHKLI,VII/I Ona 3arpy3kuy BCero OTHoOWeHUA B NaMATb

pgrowlocks

PyHKUMM aNsa nonyyYeHus MHpopMaummn o GrIOKMPOBKaX OTHOLLEHWI

pg_stat_statements

®yHKUMM ANs NonyyYeHns nHopmauum o CTaTUCTUKE UCTIONTHEHUS 3anpo-
COoB cepBepa

pgstattuple OyHKUMM ANS NONyYeHUs pasnnyHO MHOPMaLIMK O CTaTUCTUKE 3anucen
pg_trgm DYHKUMM ONS cpaBHEHNS TekcTa

pldebugger DyHKUMM ONa oTNagky 3anpocoB, HanucaHHbIX Ha pl/psql

plproxy A3bIk 4N8 yaaneHHoro Bbl3oBa PyHKLMA Ha cepBepax 6a3 gaHHbIX

postgres_fdw

BHewHss obepTka AaHHbIX FOREIGN DATA WRAPPER ans PostgreSQL

seg Tvn gaHHbIX ANS npeacTaBneHns MHTepBanoB TOYeK

smlar OyHKUMM Ansa onpefeneHns UAEHTUYHOCTU MacCUBOB

spi Mpumepbl pyHKLMIA SPI

sslinfo DyHKUMM ansa nonydeHns nHgopmMaumm o SSL cepTudukartax
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OkoHyaHue mabnuusi 1

Mogaynb Onwncanune

tablefunc dyHKUMK, BO3BpaLLatoLne Tabnuubl

tcn TpurrepHble pyHKUMN, BbiCbINaloLLMe aCUHXPOHHbIE COODLLEHUs cryLa-
Tenam

test_decoding Mpumep nNnarvHa NorM4yeckoro AeKoanpoBaHus

test_shm mg Mpumep ncnonb3oBaHNa AUHaAMUYECKN pasfensaeMon naMmsaTu ons CoB-
MECTHOrO MCMONb30BaHUS CEPBEPOB

unaccent DYHKUMM MONMHOTEKCTOBOIO NMOUCKA, yaandolmne Bce ANaKpUTUYECKne
3HaKK

uuid-ossp DYHKUMM AN reHepaunm yHUKarnbHbIX naeHTugukatopos (UUID)

xml2 dyHKUMK ansa pabotel ¢ XPath n XSLT

MpumeyaHunsa:

PacwmpeHne smlar cogepXmnTcs B nakeTe postgresqgl-11.x-smlar.
PacwwnpeHnne orafce cogepxntcsa B nakete postgresqgl-11.x-orafce.
PacwunpeHne pldebugger coaepXuTcs B NakeTe postgresqgl-11.x-pldebugger.
[lononHutensHo noctaensetcs nogaepxka 1C B nakeTe postgresql-contrib-11.x.

PaclwmpeHne plproxy CooepXUTCA B NakeTe postgresqgl-11.x-plproxy.

IZEN N

Bce ocTanbHble paclumMpeHns cogepatcs B nakete postgresqgl-contrib-11.x.
1.3. HacTponka

HacTtpowka cepsepa CYB[] ocyuiecTBnsieTca yCTaHOBKOW napamMeTpoB B KOHpurypauu-
OHHOM dhanne postgresql.conf. B gononHeHue k anny postgresql.conf B PostgreSQL
ncnosb3yeTcs elle ABa KOHMUrypauuoHHbIX doanna, KOTopble KOHTPONMUPYIT ayTeHTuduka-
unio Knuenta. Mo ymonuaHuto Bce 3T Tpu panna HaxogsaTcs B Katanore [aHHbiX Kna-
ctepa B[l wnn B cooTBeTCTByKOWEM KnacTepy KOHMUrypauMoOHHOM KaTanore, Hanpumep
/etc/postgresqgl/x.x/main. 3a pacnonoXeHne ykaszaHHbIX hannioB OTBEYaT KOHMUrypawm-
OHHble NapaMeTpbl, NpMBeaeHHbIe B Tabnuue

MpumeyaHune. Hekotopble cnocobbl ncnonesosaHus CYB[ (Hanpumep, opraHnsauus
cepsepa ans 1C) moryT TpeboBaTb fononHUTeNnbHON HacTponkn cepsepa CYBL n OC.

MpnmeyvyaHmne. OCOBEHHOCTM HACTPOMKM ayTEHTUMKAUMM ONA paboTbl B TEKYLLEN
OC npuBegeHsb B[1.4]

Tabnuua 2

MapameTp OnucaHune

data_directory Onpe,u,enﬂeT Katanor gna XxpaHeHnd gaHHbIX
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MapameTp

OnucaHne

config file

Onpepenset OCHOBHOW KOHPUTYpPaLMOHHbIN dann cepsepa
(postgresql.conf). 3HayeHMe ITOro napameTrpa MOXeT ObiTb 3aga-
HO TONbKO B KOMaHAHOWN CTPOKE postgres

hba_file

OnpepensaeT koHUrypauuoHHbld dann ons ayTeHTudgukaumm no ysnam
(pg_hba.conf)

ident_file

Onpepenset koHMUIypaumoHHbiA dann gna ayTeHTudukaumm no Metogy
ident (pg_ident.conf)

external pid file

OnpegensieT ums gonornHuTenbHoro danna ¢ uaeHTndunKkaTopom npouecca,
KOTOpbIN cCepBep Co3daeT AN UCMOMb30BaHNS NporpaMmamn agMUHUCTPUPO-
BaHMA cepBepa

Ona HacTpouku

pa6OTbI cepBepa C MaHAOaATHbIM YyripaslieHnem [OOCTyrnoMm cyule-

CTBYET pPsf KOHUrypauMOHHbLIX NapamMeTpoB, yKasblBaeMblX B KOHurypaumoHHoM danse

postgresql.conf. OnucaHne napameTpoB npueegeHo B gokymeHTe PYCB.10015-01 97 01-1

«OnepaunoHHasa cuctema cneyunansHoro HasHadeHust «Astra Linux Special Edition». PykoBogcteo

no KC3. Yactb 1».

I'Ile MCMNoJyib30BaHM OTHOCUTESIbHOIO NyTn And 3agaHunda 3HAYEHUN ITUX napameTpoB

nyTb 6y/:|,eT OTCYMTbIBATbCA OT Katasora, B KOTOPOM 3anyLlleH postgres.

3a yCcTaHOBKY COeAMHEHWI 0TBEYatoT KOHPUIypaUNOHHbIE NapaMeTphbl, NPpMBEAEHHbIE B

Tabnuue [3|

Tad6bnuua 3

MapameTp

OnucaHwune

listen_addresses

Onpenensetr TCP/IP-agpeca, no KOTOpbIM cepBep AOf-
KEH OXMOaTb COEAMHEHMS OT KIMEHTCKUX MPUNOXEHUN.
3HadeHne dopmupyeTcsa B BUOE NEPEYHs pasgereH-
HbIX 3ansTOM MMEH Y3NnoB u/unun dncnosbix |IP-agpecos.
CneunanbHbIn 3HaK * COOTBETCTBYET BCEM [OOCTYMHbIM
IP-agpecam. Ecnn cnucok nycT, cepBep He CrylaeT Hu
oavH IP-nHtepdeic. B aTtom crnyyae yctaHOBKa coeguHe-
HUSA C CepBEPOM BO3MOXHa TOSNIbKO C WUCMONb30BaHUEM
OomeHHbIx coketoB UNIX. o ymonyaHuio 3HadeHuem
napameTpa sBnseTca localhost, KOTOpoOe MNO3BOSsI-
€T co3fgaBaTb TOMbKO fokarnbHble loopback-coegnHeHus.

BHUMAHMWE! B HacTosLee BpemMs OTCYTCTBYET nNogaepxka
npotokona IPv6. 3agaBaemble B 3TOM NapaMeTpe agpeca
OOIMKHbI COOTBETCTBOBATL NpoTokony IPv4

port

Onpenensaet TCP-nopT, Ha KOTOPOM CeEpPBEP AOIMKEH OXU-
AaTb coeQMHEHMNS OT KIMEHTCKNX NPUMoXeHnn (no ymonya-
HUO — 5432). Cnegyet oTMeTUTb, 4TO A4ns Beex IP-agpecos,
yKa3aHHbIX B listen_addresses (string), UCNOMNb3y-
€TCsl OAWH U TOT Xe NopT
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OkoHyaHue mabnuusi 3

MapameTp Onuncanue

Onpe/J,enﬂeT MaKCcuMalribHoOe YMCIo OgHOBPEMEHHbIX coean-

max_connections .
- HeHun ¢ cepeepom CYB[]

OnpenensieT YACNo COeANHEHNI, 3ape3epBMPOBaHHbIX OJ1S

superuser_reserved_connections .
noakroYeHnst cynepnornb3oBatenen PostgreSQL

Onpegenset rpynny, Brnagewwy AOMEHHbIM COKETOM
UNIX. Brnagenbuem cokeTa Bcerga ABNSieTCS MOrib30Ba-
Tenb, 3anyckawowmmn cepeep. Vicnonbayetcs B KOMOMHaLMM
C NapaMeTpoM unix_socket_permissions, Kak gonori-
HUTENbHbIN MeXaHWU3M KOHTPOMNs AOoCTyna Ans CoeanHEHUN
B gomeHe UNIX

unix_ socket_group

OnpegensieT npaea gocrtyna ansa gomeHHoro coketa UNIX.
[Ons npomeHHoro coketa UNIX nmeet 3HavyeHne TOnbKo pas-
peELLEHME Ha 3anucb, U cregoBaTerbHO HET HEOOX0OUMOCTH
yCTaHaBnueaTb UMK yaansaTb paspeLlleHne Ha YTEHne nnu
BbiNonHeHne. [JaHHbIN MexaHU3M KOHTPOMS JOCTyna He 3a-
BUCUT OT MEXaHn3ma ayTeHTUPUKaLMM KNneHTa

unix_socket permissions

1.4. HacTtpouku ayteHTUpMKaumm

Mpwn nonbiTke coeanHeHnst ¢ cepeepoM CYB[] KnneHTcKoe NpunoXxeHue ykasblBaeT Norb-
3oBaTensa CYB[] PostgreSQL, oT MMeHM KOTOPOro ocyLlecTBnaeTca nogknoveHne. B npegenax
okpy>xeHusa SQL aktuBHoe nmsa nonb3osartena CYB[ onpegensaet npaea Ha o6bekTbl B/.

PostgreSQL npeanaraeT HECKONbKO pasrfvyHbIX METOAOB ayTEHTUMUKaALUKN KITUEHTA.
MeTog, ncnonb3yembln 4nsi ayTeHTUMUKALMM KOHKPETHOIO KITMEHTCKOrO COEANHEHUS, MOXET ObITb
Bbl6paH Ha OCHOBE afpeca y3na ceTu knneHTa, b n nonb3oBarens.

HecmoTtps Ha TO, 4TOo nmeHa nonb3oBatenen CYB[ PostgreSQL normyeckn otaeneHsbl
OoT umeH none3osatenen OC, B KOTOPON 3anyLleH cepBep, B COOTBETCTBUN ¢ TpeboBaHMAMK MO
3awuTe nHgopmaumm ot HCL Tpebyetcs conoctasnenune nons3osatenen CYB[ nonb3oBatensam
OC. Takum obpasom, Npu HacTporke ayteHTupmkaumm B CYB[] cneayet ncnonb3oBaTb TONbKO
MeToabl ayTEHTUMKaLMN, B KOTOPbIX OCYLLECTBRseTcs nogobHoe conoctasnexHune. Ons apyrmx
nonb3oBaTenen oCyLecTBSeTcs AOCTYN TOMNbKO K He3alwmMLLEeHHOW NHopMaLmnn.

BHUMAHMUE! [1ns obecneyeHns HopmanbHoOM paboThbl NoNb3oBaTens ¢ CeTeBbIMU CEPBU-
caMu JOMKHbl BbiTb ABHO 3a4aHbl Anana3oHbl ero MaH4aTHbIX YPOBHEN M KaTeropuin ¢ NOMOLLbIO
COOTBETCTBYIOLUNX YTUMNT, AaXe eCrnv eMy He A0CTYMHbl YPOBHU U KaTteropumn Bbiwe 0.

[ns KoppeKkTHOro (pyHKLMOHUPOBaAHUA aBTOpmM3aumMnm Heobxoaumo norb3oBaTesio, oT
koToporo pabotaet CYB[ PostgreSQL (no ymonyaHuio — postgres), NpeaocTaBmTb NpaBa Ha
yTeHne nHdopmaumm us b nonb3oBaTenen n ceegeHnin o MeTkax 6e30nacHOCTM U NPUBUNETUAX:
usermod -a -G shadow postgres

setfacl -d -m u:postgres:r /etc/parsec/macdb
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setfacl -R -m u:postgres:r /etc/parsec/macdb
setfacl -m u:postgres:rx /etc/parsec/macdb

setfacl -d -m u:postgres:r /etc/parsec/capdb
setfacl -R -m u:postgres:r /etc/parsec/capdb

setfacl -m u:postgres:rx /etc/parsec/capdb

1.4.1. Ucnonb3oBaHue PAM ayTteHTUdUKaLumnm

Ons Hactponkn PAM B PostgreSQL Heobxoaumo cosgaTh SiokasibHble YYETHbIE 3anucu
nonb3oBartesnien 1 Ha3HauYNTb UM MUHUMAaIbHbIE N MakCUMaribHbIE YPOBHM KOH(OMAEHUNANBHOCTH
n kateropmmn koHdmageHunanbHocTn. B napameTtpe koHduUrypaumm pg_hba.conf Heobxoanmo
yKkasaTb TpebyeMbli MeToq ayTeHTUdmkaumm B nocnegHem cronbue, Hanpumep:
host all all 0.0.0.0/0 pam

1.4.2. U\cnonb3oBaHue CKBO3HOM ayTeHTUdukauum B EMM

[Onsa obecneyeHnss ckBO3HOW ayTeHTUUKaumm nonbdosatenen ENMM (cm. goKymMeHT
PYCB.10015-01 95 01-1«OnepaunoHHas cuctema crneumanbHOro HasHadyeHus «Astra Linux
Special Edition». PykoBoacteso agmunHuctpatopa. Yacts 1») B CYB[ HeobxogmMmo B kKayecTse
MeToda ayTeHTUMKaUnN ykasaTb gss M NPOBECTU COOTBETCTBYIOLLYIO HACTPOWKY cepBepa U
knueHta CYB[] PostgreSQL.

Ona pabotel CYB[ PostgreSQL B ElMIM HeobxoamMMo BbINOAHEHME CNEAYHOLNX YCIOBUIA:

1) HannuMe B cucTeMax, Ha KOTOPbIX (OYHKUMOHUPYHOT cepBep M knueHTbl CYB[

PostgreSQL, yctaHoBneHHoro naketa knveHTa ALD — ald-client;

2) paspeLueHne UMEeH OMKHO BbiTb HACTPOEHO TakMM 06pa3oM, YTOOLI UMS CUCTEMBI pas-

peLuanochk, B NepByto ovyepepb, Kak NosiHoe umsi (Hanpumep, myserver .example. ru);

3) knmeHT ALD gomkeH ObiTb HACTPOEH Ha ucnonb3yembin ALD gomeH.

[nsa npoBegeHusa onepaumi no Hactporike ALD 1 agmuHuctpupoBaHuto Kerberos Heobxo-
AUMO 3HaHuWe naponen agMmuHucTpatopoB ALD n Kerberos.

1.4.2.1. CepBep

[na obecneyeHna cosmecTHom paboTbl cepepa CYB[ PostgreSQL ¢ ALD Heobxoaumo,
4106kl cepBep CYB[ PostgreSQL dyHKkumoHnpoan kak cepsuc Kerberos. BeinonHeHne gaHHOro
ycnosus Tpebyet Hannuna B B[] Kerberos npuHuunana gna cepsepa CYB[ PostgreSQL, nms
KOTOpOro 3agaetcs B popmare:

servicename/hostname@realm

rae NMsi cepBuca servicename COOTBETCTBYET MMEHWM YYETHOWM 3anucu nosib3oBaTens, oT Ko-
Topoun ocyulectendaetrcs pyHKunoHupoBaHue cepBepa CYB[ PostgreSQL (no ymonyanuto —
postgres), K ykasblBaeTCcs B KOHUrypaumoHHomM dpamnne cepsepa PostgreSQL kak 3HavyeHue
napameTpa krb_srvname. B kayecTBe 3Ha4YeHNA hostname yKa3blBaeTCs NOSIHOE JOMEHHOEe

NMSI CUCTEMbI, Ha KOTopon doyHKUMoHupyeT cepBep CYB[ PostgreSQL, a B kayecTBe 3Ha4YeHUs



11
PYCB.10015-01 95 01-2

realm — ums gomeHa ALD.
CywecTtByeT ABa BapuaHTa HacTpounku pabotbl cepsepa CYB[ PostgreSQL ¢ ALD:
1) BCe knactepa ncnonbayT oanH npuHuunan Kerberos;
2) knacTepa Mcnonb3ylT pasHble npuumnansl Kerberos.
[nsa HacTpovikn cepeepa CYB[] nepBbiM cnocobom Heo6XoaMMO BbINMOMHUTL CreayLmne
nencTeus:
1) cosgatb B B[] ALD ¢ nomowbio yTunuTel agMmmHucTpmpoBanus ALD npuHuunana,
COOTBETCTBYOLLEro yctaHasnmeaemomy cepepy PostgreSQL. MNpuHumnan co3gaetca ¢
aBTOMAaTUYECKN CreHePUPOBaHHbLIM CrlyYanHbIM KIHOYOM:
ald-admin service-add postgres/server.my_domain.org
2) BBECTW CO34aHHOro NpuHUMnana B rpynny cepBUCOB mac, UCMOMb3ysa cneayroLyro
KOMaHAy:
ald-admin sgroup-svc-add postgres/server.my domain.org --sgroup=mac
3) cospatb hann knoya Kerberos ansa cepesepa CYB[ PostgreSQL ¢ nomoLybio yTUnnThI
agmuHucTpupoBaHus ALD ald-client, UCNOMb3ys Cnegyowyo KOMaHay:
ald-client update-svc-keytab postgres/server.my domain.org
—-—-ktfile="/etc/postgresgl-common/krb5.keytab"
MpaBa gocTtyna K aTomy danny A0MKHbI MO3BONATL YATATb €ro Nonb3oBaTento, oT Mme-
HW KoToporo paboTtaeT cepsep CYB[ PostgreSQL (kak npasuno, Brnagenbuem ganna
Ha3Ha4yaeTcs nosib3oBateslb postgres);
4) cMeHuTb BnagenbLa, NofyyYeHHOro Ha npegblayliem ware, dpanna krb5. keytab Ha
nonb3oBaTens postgres, BbINOMHUB CeayOLLYH KOMaHAay:
chown postgres /etc/postgresqgl-common/krb5.keytab
5) ykasaTb ANs BHELLUHUX COeOUMHEHUN B KOHdUrypaumoHHom channe cepsepa CYB[
PostgreSQL /etc/postgresql/x.x/main/pg_hba.conf MeToa ayTeHTUdmKaumm
gss.
host all all 192.168.32.0/24 gss
[nsa HacTtpownkn cepeepa CYB[ BTOpbiM cnocob6om HeO6X0AMMO BLINOMHUTL CrieayoLmne
AencTeus:
1) cosgatb B B[] ALD ¢ nomoLubto yTunutel agMmuHucTpuposaHna ALD npuHumnana gns
knactepa CYB[. MNMpuvHumMnan co3gaeTcs ¢ aBToMaTUYeCKn CreHepUpPOBaHHbBIM CITyYanHbIM
KNHOYOM:
ald-admin service-add uma_npuHnunana/server.my_domain.org
2) BBECTW CO34aHHOro NpuHuMnana B rpynny CepBUCOB mac, UCMOMb3ysa cneayroLyro
KOMaHAy:
ald-admin sgroup-svc-add ums_npuHnunana/server.my domain.org —--sgroup=mac
3) cospaTtb hann kntoda Kerberos gna cepsepa CYB[ PostgreSQL ¢ nomoubto ytunum-
Tbl agMuHncTpmpoBaHmna ALD ald-client, MCnonb3ysa cnegyowyo KomaHgy (npumep
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npuBeaeH ans knactepa b no ymonyaHuio):

ald-client update-svc-keytab uma npunnunana/server.my_domain.org

—-—ktfile="/etc/postgresql/l11l/main/krb5.keytab"

MonyyeHHbIN dhann gormkeH ObiTb goctyneH cepsepy CYB[ PostgreSQL no nytwn, yka-

3aHHOMY B KOH(bMrypaumoHHom napametpe krb_server_keyfile (B 4aHHOM cny4vae —

/etc/postgresqgl/11/main/krb5. keytab). lNpaBa goctyna k atomy cdanny OOmK-

Hbl MO3BONATb YATATb €ro nonb3oBaTento, OT UMEHN koToporo pabotaet cepeep CYB[

PostgreSQL (kak npasurno, Brnagensuem ¢anna HazHavyaeTcs nonb3oBaTteslb postgres);

4) cMeHUTb BnagenbLa, Nofy4eHHOro Ha npegpiaylwem ware, danna krb5 . keytab Ha

nonb3oBaTensi postgres, BbINOMHUB CrieayoLLyt0 KOMaHay:

chown postgres /etc/postgresql/ll/main/krb5.keytab

5) 3agatb B  KOH(purypaumoHHom  davne cepBepa CYBL  PostgreSQL

/etc/postgresqgl/ll/main/postgresqgl.conf nyTb K Knwo4vy cepBepa CYB[

PostgreSQL.:

krb_server keyfile = ’/etc/postgresql/ll/main/krb5.keytab’

6) ykasaTb AN BHELUHUX coeguMHEHUN B KOHdurypaunoHHom cpanne cepsepa CYB[

PostgreSQL /etc/postgreslq/x.x/main/pg_hba.conf MeToa ayTeHTudmkaumm

gss.

host all all 192.168.32.0/24 gss

MpumevaHune. Ana nogkniodeHns Kk cepsepy CYB, uma npuHumMnana KoToporo oTnm-
YyaeTcsa OT MMEHM NpuHLMNana no ymonyaHuio (postgres), UCNONb3yeTCs cneayollasl KoMaHaa:
psql "dbname=db user=dbuser password=password host=astra.test.ru port=port
krbsrvname=umsa_npuxHnunana"

1.4.2.2. Knuenr

O6wwue ycnosus, Npu KOTOpbIX obecrneynBaeTcsi COBMeCTHOe (PYHKLMOHNPOBaHMWE KIn-
eHToB CYB/[] PostgreSQL c ALD, cm. B[1.4.2] Kpome Toro, cepsep CYB[] PostgreSQL aorkeH
ObITb TaKKe HAaCTPOEH COOTBETCTBYHOLMM 06pasom (cMm. [1.4.2.1). Ans HacTpoiikn knueHTa CYB
PostgreSQL Heobxoanmo:

1) cospgatb B B[l ALD y4eTHyt0 3anucb nornb3oBaTens, 3apernctpuposaHHoro B CYB[]

PostgreSQL (Hanpumep, pgusername). [lononHuTeneHasa MHopmaums npueeaeHa B

pykosoacTee man Ha ALD;

2) 3agaTb B Ka4yeCcTBe 3Ha4YeHUsi NnapameTpa CoeaAnHeHus krbsrvname MMS cepBuca

servicename, NCNOSb3yeEMOE NpU co3gaHum npmHuunana cepeepa CYB[ PostgreSQL.

Mwmsa npmHumnana cepepa CYB[ PostgreSQL 3agaetcsa B hopmare:

servicename/hostname@realm

roe servicename — 06bIMHO MMA yyeTHoW 3anucu cepsepa CYB[ PostgreSQL, uc-

nonb3yemMoe npu cosgaHuu npuHuyunana cepsepa CYB[ PostgreSQL (no ymonyaHuio —
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postgres), a hostname — NONHOE JOMEHHOE NUMS CUCTEMBI, HA KOTOPOWN (OYHKLIMOHMPY-
eT cepep CYB[ PostgreSQL.

1.5. YnpaBneHue knactepamu CYB[]

HecmoTps Ha BO3MOXHOCTb ynpasneHusi cepepamu CYB[] ¢ NOMOLLbIO WITATHbLIX YyTUUT
PostgreSQL, HacTosiTeNnbHO pekoMeHayeTCs MCnonb3oBaTb Afs 3Toro nocraensemosimm ¢ OC
WHCTPYMeHTbI ynpasneHna knactepamu CYB[ PostgreSQL. [laHHble yTunuThl BXOAAT B COCTaB Na-
KeTa postgresqgl-common W NPeACcTaBnsatoT COOON CKPUMThI, OCYLLECTBSAIOLWME BbI3OB LUTATHLIX
ytunut PostgreSQL, Ho ¢ ydeTom crieundmnkm OC 1 BO3MOXHOCTN OQHOBPEMEHHOIO yrpaBfeHus
knactepamu pasHbix Bepcun CYB[.

[aHHble yTUnuTbl NO3BOMSAT CO34aTb HECKOMNBLKO 3K3eMMSISIPOB KracTepoB pasHbIX Bep-
CUIN C COBCTBEHHbBIMU KOHGUIYpPaUMOHHbIMU hannamu. NpaBkon KOHMUrypauMoHHbIX dhannos
Knactepa MOXHO ykasaTb nopT, IP-agpeca, kotopble 6yaet cnywaTtb Knacrtep U T.A4.

K onucbiBaeMbIM yTUIIMTaM OTHOCATCS:

- pg_createcluster — yTunuTa no cosgaHuio HoBoro knactepa (cm. |1.5.1));

pg_ctlcluster — yTunuTa no ynpasneHuto knactepom (cm. [1.5.2);
- pg_dropcluster — yTunuTa no yaaneHuto knactepa (cm. [1.5.3);
- pg_lsclusters — yTunuTa no NPOCMOTPY COCTOSIHUIA CYLLECTBYHOLLMX KacTepoB
(cm. [1.5.4);
- pg_upgradecluster — yTunuTa no obHoBneHuo knactepa (cm. (1.5.5)).
YTunutel NCNonb3yrOT eAnHbIM hopMat BbI3oBa crnegyroLero suaa:
pg_<uMsa YTUJIUTHD> [ONLMNH] BepCHUs-KJlacTepa HUMsA-KJlacTepa <Jgencraue>
B 3aBMCUMMOCTM OT Ha3Ha4YeHUSA YTUNNTbI HEKOTOPbLIE 3NEMEHTbI KOMaHAHOW CTPOKM Bbi30Ba MOryT
OTCYTCTBOBATb.
O6bwwmn nogxopn 3aknoyaeTca B U3NYEeCKOM pasHeceHn hannoB pasHbiX KNacTepoB B
npegenax annoson cuctembl. Kak npaBusio, NCNonb3ykTca cnegyroliee pacrnofoxXeHune:
- /usr/lib/postgresqgl/Bepcusa-CYB]L/ — 3arpyxaemble mogynu CYB[ onpeneneH-
HOW BEPCUU;
- /usr/share/postgresql/Bepcusa-CYBI/ — pa3gensdemble dannbl CYB[ onpene-
NeHHon Bepcuu;
- /etc/postgresql/Bepcusi-knacrepa/umMsi-kaacrepa — KOH(UrypaunoHHble
dannbl KOHKPETHOIO KracTepa;
- /var/lib/postgresql/Bepcusi-knacrepa/uMs-knacrepa — HENOCPeaCTBEHHO
KaTanor AaHHbIX KOHKPETHOrO KrnacTepa.
[anee npuBegeHO onvMcaHue NCMNob30BaHMS NepevmcneHHblX yTunuT. bonee nogpobHas

NHGOPMaUUs MOXET ObITb HalAeHa B PYKOBOACTBE man AN KaXA0N U3 YTUIUT.
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1.5.1. Co3paHue Knacrtepa - pg_createcluster

IOna co3gaHna knactepa CYBL npumeHsieTca ytunuta pg_createcluster. YTunura
NPUHMMAET B KayecTBe apryMeHTOB Bepcuto U uma Tpebyemoro knactepa. lNpu atom cosga-
€TCs KrnacTep C HacTpomkammn nNo ymon4yaHuto. B koHe4yHOM cyeTe Bbi3biBaeTcs ytunuta CYB[
PostgreSQL initdb, koTopon nepegatotcs npuHaTble B OC pacnonoxeHus pannos n Tekylime
3Ha4yeHus nokanu. CylecTByeT BO3MOXHOCTb N3MEHEHNS NOBEAEHUSA N0 YMOMYaHMIO C MOMOLLbIO
onumn.

dopmar BbI30Ba:
pg_createcluster [onnuu] Bepcusi-KJlacTepa HMsA-KJacTepa [--port PORT]

Hanpumep, ans cosgaHusa knactepa main, pabotatowero Ha nopty 5433, ansa CYB[
PostgreSQL Bepcun 11 He0BX0ANMO BbLINOMHUTD:

pg_createcluster 11 main --port 5433

1.5.2. YnpaBneHue Kknactepom - pg_ctlcluster

Ona ynpaeneHus knactepom CYB[ npumeHsaeTca ytunuta pg_ctlcluster. YTunura
NPUHUMAET B Ka4yecTBe apryMeHTOB Bepcuto, UMsi TpebyemMoro knactepa v 0gHO U3 AeNCTBUMN:

- start — 3anyck aksemnnapa CYB[] ana ykasaHHoOro knacrepa;

- stop — ocTtaHoB ak3emnnspa CYB/[ ons ykasaHHOro knacrepa;

- restart — nepesanyck aksemnnsapa CYB[ ansa ykazaHHoro knacrtepa;

- reload — NOBTOPHOE YTEHME KOHGUIYPaLMOHHBIX (0arifoB yKasdaHHOro KracTtepa cep-

Bepom CYB[;

- promote — creuyuwanbHas KoMaHga rnepeBoja pe3epBHOro cepsBepa U3 COCTOSAHMUSA

BOCCTaHOBSEHUS B COCTOSIHME Nprema 3arnpocoB.

B koHeuyHOM cyeTe Bbi3biBaeTcs ytunuta CYB[] PostgreSQL pg_ctl, KoTopon nepeaatot-
cs npuHaTele B OC pacnonoxeHus ¢annos. CywecTByeT BO3MOXHOCTb U3BMEHEHUSI NOBEAEHUSA
No YMOMN4YaHMIO C MOMOLLLIO OMNLMUNA.

dopmart BbI30OBa:
pg_ctlcluster [onumu] BepcusA-KJacTepa HUMA-KJlacTepa OenucTBHe -- [onnuu pg_ctl]

Hanpumep, onsa nepesanycka knacrtepa main ansa CYB[ PostgreSQL sBepcun 11 Heobxo-
AUMO BbIMOSTHUTD:

pg_ctlcluster 11 main restart

1.5.3. YnaneHune knacrtepa - pg_dropcluster

[nsa ynanenna knactepa CYB[ npumeHserca ytunuta pg_dropcluster. YTunura npu-
HUMaeT B KayeCcTBe apryMeHTOB BepCcuo U nms Tpebyemoro knactepa. Npu aTom yaansawoTcs
BCe (pannbl knacTtepa. YkaszaHue onuumn —--stop NPMBOAUT K OCcTaHOBKe cepBepa CYB/L nepen
yaaneHnem gpannos Knacrtepa.

dopmar BbI30Ba:
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pg_dropcluster [--stop] Bepcus-xkjacTepa HUMA-KJacTepa
Hanpumep, anga yganeHus knactepa main ans CYB[ PostgreSQL Bepcun 11 Heobxoammo
BbIMOJTHNTb:

pg_dropcluster 11 main

1.5.4. NMpocmoTp cocTosiHUe KnacTepoB - pg_lsclusters
[nsa npocmoTpa CoCTosHUSA cyllecTByoWwmx knactepos CYB[ npumeHsieTca ytunmta
pg_lsclusters.
dopmar BbI3oBa:
pg_lsclusters
YTunuta BbIBOAUT CNUCOK CYLLECTBYHOLLMX KNAacTepoB B CrieayoLwem Buae:
# pg_lsclusters
Ver Cluster Port Status Owner Data directory Log file

11 main 5432 online postgres /var/lib/postgresqgl/ll/main /var/log/...

1.5.5. O6HOBMEeHMe Knacrtepa - pg_upgradecluster

pg_upgradecluster 0B6HOBNAET cyllecTByowmmn knactep PostgreSQL Ha HoByto Bep-
CUIO KracTepa, yKa3aHHyH C NMOMOLLbIO NapamMeTpa newversion (MO YMOMYaHUIO: NOCNEOHNAS
nocTtynHaa Bepcns). KoHpurypaunoHHble doannbl KOMMPYKTCA CO CTaporo Kractepa Ha HOBbIN.

dopmar BbI3oBa:
/usr/bin/pg_upgradecluster [onuuu] cTapasi—-BepCHusi HMs-KJacTepa

[HOBHM-KaTaJIOr — JAHHHX ]

BHUMAHUE! [locne 3aBepweHus npouecca OBHOBMEHUST HeobXxoaMmMoO YyCTaHo-

BUTb MapameTp ac_auto_adjust_macs B 3HadyeHue false B KOHMpUrypaunoHHOM cpauvne

postgresqgl.conf «HOBOro» Knacrepa.
1.6. Oco6GeHHOCTU ynpaBneHnAa pasrpaHuyeHuem gocrtyna

MNMoapo6Hoe onvcaHre 1 paclunpeHns s3bika SQL ans ynpaBneHust MaHaaTHbIM yrpasne-

Huem goctynom npmeeaeHsl B JokymeHTe PYCB.10015-01 97 01-1.

1.6.1. MaHpaTHOe ynpaBrieHne OCTYNoOM

B ocHoBe mMexaHM3Ma MaHZaTHOro yrnpasrieHus AOCTYNOM NeXNUT ynpasneHne 4oCTyrnoMm
K 3awmaemMblM pecypcam bl Ha oCcHOBE nepapxuyeckmx n Hemepapxmieckux MeTok JocTyna.
OTO NO3BOMSET peann3oBaTb MHOTOYPOBHEBYIO 3alLMTy ¢ obecnedeHnemM pasrpaHudeHnst 4ocTyna
nosib3oBartenen K sawuiiaemolMm pecypcam Bl n ynpaBneHne notokamu nHgopmauuun. B ka-
YeCcTBe MepapxXMYEeCKMX U Hemepapxmnyeckmx MeTok goctyna npu ncnone3osaHum CYB[ B OC
ncnone3yTtcs MmeTkn 6esonacHoctn OC.

[na xpaHeHua meTkn obbekTa B[] BBeaeHo cnyxebHoe none maclabel. MNpu co3gaHnm

noboro obbekta B/1, oH MapkmMpyeTca meTkon 6e3onacHOCTM Nonb3oBaTtens Tekywen ceccun b[.
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B panbHenwem no aTon MeTke NpoM3BOAUTCA pasrpaHMyeHme LOCTyna K CO30aHHOMY OOBLEKTY.
CYB[ PostgreSQL He nmeeT coBCTBEHHOIO MexaHU3Ma Ha3Ha4YeHus1, XpaHeHUs U MOau-

CbI/IKaLI,I/II/I METOK norb3oBaTenien u NCnonb3yeT aJAa 3ToOro MexXaHm3mbl OC.

1.6.2. OrpaHu4eHnsa Npm NCNoNb30BaHUM PONEBOro ynpaBneHUsa AO0CTYNOM

CYB[ PostgreSQL 6bina gopabotaHa ana obecnedeHna COOTBETCTBUS TpeboBaHUAM
no 3awmrte MHOpPMaUUn OT HECAHKLMOHUPOBAHHOIO AocTtyna. [pu peanusaunn HasBaHHbIX
TpeboBaHui Bbina ycTaHoBNeHa HeobxoaMMoCcTb obecneveHnss COOTBETCTBUS NOSb30BaTemNemn
CYB[ yyeTHbiM 3anucam B OC.

BBeaeHbl AoNONHUTENbHbIE NapamMeTpbl, OrpaHMYMBaloLLMe pacnpocTpaHeHme npae ao-
ctyna (cm. PYCB.10015-01 97 01-1).

1.6.3. Ocob6eHHOCTM OOHOBNEHUA KnacTtepa nNpu UCNosib30BaHMU pg_upgrade

pPg_upgrade — wWTaTtHasa ytunuTa no obHoeneHuo knactepos PostgreSQL, Bxogsiuas B
COCTaB nakeTta postgresgl-contrib-11.x.

M3-3a pasnuuun mogenen MaHgaTHOro ynpasneHus 4oCTynoM npu BbINONHEHUU OOHOB-
NeHns ¢ NOMOLLbI0 pg_upgrade Ha Bepcuto 11 HeobXoaMMO BKIHOYNTL hnar aBToMaTUyeckoro
nogbemMa MeTkn 6e30nacHOCTU KOHTEMHEpPHbIX 06bekToB 6a3 gaHHbIX (MapaMeTp ac_alow_-—
auto_adjust_mac = on). [lpn wratHon akcnnyaTtaumm CYB[ faHHbIN napameTp AOmKeH ObiTb
OTKJTHOYEH.

[na obHoBNeHMS KnacTepa co crnegywmMmmn o6o3HaYeHNSIMN:

- NEW_VERSION — «HOBas» Bepcusa Knacrepa;

- NEW_CLUSTER_NAME — UMSI KHOBOIO» Kractepa;

- OLD_BIN — nyTb K «CTapoMy» Kararnory ¢ ucrioriisemoimun cannamm PostgreSQL;

- NEW_BIN — nNyTb K «KHOBOMY» KaTanory ¢ ucnonHsemsiMmun dpannamm PostgreSQL;

- OLD_CONF — NyTb K KaTanory KOHurypaumnmoHHbIx panmnoB «CTaporo» Kracrepa;

- NEW_CONF — nyTb K KaTanory KOHUrypaumoHHbIx oannoB «HOBOro» Knacrepa;

- OLD_PORT — NoOpT «cTaporo» knactepa PostgreSQL;

- NEW_PORT — nopT «HOBOro» kractepa PostgreSQL

npeaycMoOTpeH Creayowmnn TUNNYHBIN CLEHapUNA:

1) cosgaTtb HOBbIN KnacTep:

$ sudo pg_createcluster PG_NEW_VERSION PG_NEW_CLUSTER NAME

2) B KOHUrypaumoHHOM dhanne postgresqgl . conf HOBOIO KfacTepa ykasaTtb

ac_allow_auto_adjust_mac = on

3) ybeauTbCs, YTO «CTapbIny U «HOBbLINY» KacTepa BbIKIoYeHbl. ECnn 3TO He Tak, BbIKMo-

YNTb UX C MOMOLLbLIO YTUNUTBLI pg_ctlcluster;

4) ncnonb3ysa yTUNuTY pg_upgrade, BbIMOMHUTbL NPOLECC NepeHoca AaHHbIX CO «CTa-

poro» Ha «HOBbIA» KnacTep (koMaHay Heo6XOAMMO BbIMOSTHUTL OT MMEHW Nonb3oBaTeNs
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postgres):

$ /usr/lib/postgresql/l11/bin/pg_upgrade -b PG_OLD_BIN -B

PG_NEW_BIN -d PG_OLD_CONF -D PG_NEW_CONF -p PG_OLD_PORT -P

PG_NEW_PORT}

BHUMAHUE! [locne 3aBeplweHusa npouecca OBOHOBMEHUSs HeobXxoaMMoO YyCTaHo-
BUTb MapameTp ac_auto_adjust_macs B 3HadyeHue false B KOHPpUrypaunoHHOM cpaunne

postgresqgl.conf «HOBOro» Knacrepa.
1.7. CpeactBa agMMHUCTPUPOBAHNA U obecrnevyeHns HageXHOCTH

1.7.1. HacTtpouka pennukauum

Pennukaunsa — MexaHn3m CUMHXPOHM3aLUN COAEPXKMMOro HECKONbKUX KONUN 6a3 AaHHbIX.

PostgreSQL npepocTtaBnser HeCKonbKko cnocoboB pennmkaLlmm KrnacTepos:

- nocparinoBas — OCHOBaHa Ha nokomaHaHom konunposaHun WAL-gannos (1.7.1.1));

- NOTOKOBasi — OCHOBaHa Ha TpaHcnmpoBaHuu notoka WAL-c¢annoB BeayLlero cepsepa

Ha Begombin (1.7.1.2);

- CNOTbl pennukaumm — moandmrkauusa NoTOKOBOW pennnkaumm, No3BonsaoLas pennuum-

poBaTb CoAepXnUmMoe OQHOro BeayLLero cepBepa Ha HeCKOMNbKO BeAOMbIX. B aTom pexnme

BedyLLMI CepBep He yaansaeT XypHarbl TpaH3akuui 4o TeX Nop, Noka BeAOMbIN (Be4OMbIE)

cepBep (cepBepbl) He oTynTaeTcsa (oTymTaroTcs) 06 nx npumeHeHuu; (1.7.1.3)

- riormyeckas — OCHOBaHa Ha Nepecbifike U3MEHEHUN COCTOSIHUSA AaHHbIX BeAyLlero

cepBepa U NPUMEHEHUN UX Ha BEAOMOM;

Kpome Toro, BO3mMoXHa pennukauns Tabnuu, nocpeacTBOM aCUHXPOHHOM CUCTEMBI pensun-
kauum Slony-I (1.7.1.4).

Mpu onncaHum pasnuyHbIX CNOCOBOB HACTPOMKN PENNMKaLUN UCNOMb3YHTCH cneayoLlime
0003Ha4YeHus:

- VERSION — Bepcusi CYB[] PostgreSQL;

- MASTER — UM$ KrnacTtepa, ABnAsoLwerocs BeyLmMm cepBepom;

- MASTER_IP — |IP-agpec BefyLlero cepsepa;

- MASTER_PORT — nopT paboTbl BeAyLLero cepeepa;

- SLAVE — M8 KnacTepa, SBMsitoLLerocsi Be4oMbIM CEPBEPOM;

- SLAVE_IP — IP-agpec Begomoro cepepa;

- SLAVE_PORT — nopT paboTbl BE4OMOro cepBepa;

- REPL — umsa nonb3oBarens, obnagatowero npasamu pennukaumm (REPLICATION), oT

MMEHWN KOTOPOro peanuayeTtcs pennukaums;

- WAL_DIR — kaTtanor gnsa xpaHeHna WAL-c¢annos BegyLiero cepeepa.

- REPL_PASSWORD — naposib NOnb30BaTesns, 0T MMEHN KOTOPOro peanuayeTcst pennuvka-

Luma;
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- MASTER_DB — 6a3a gaHHbIX, U3 KOTOPOW PEnnUUUPYIOTCS AaHHbIE;
- SLAVE_DB — 6a3sa faHHblX, B KOTOPYIO PEMNULMPYIOTCS AaHHbIE;

Ona BbinonHeHus komaHg nepeHoca WAL-annos ¢ Beayllero Ha BeoMbI cepBep

TpebyeTcs yTunuta rsync.

CTBUA:

1.7.1.1. Hactpouka nodannosou (Log Shipping) pennukauumn

[na HacTpounku nochannoBon pennukaumm HeobxoanMo BbIMNOMNHUTL criegyolmne aen-

1) ocTaHOBUTb Be4OMbIN KracTtep 6a3 gaHHbIX:

$ sudo pg _ctlcluster $VERSION $SLAVE stop

2) cospatb katanor gnsa xpaHexnmss WAL dpannos:

$ sudo mkdir $WAL DIR

3) Ha3Ha4YnTb BragernbLemM 3TOro Katariora nosfib3oBaTernd postgres:
$ sudo postgres.postgres S$SWAL DIR

4) ycTaHOBUTb criegytouime napameTpbl B postgresqgl . conf Begyllero cepsepa:
wal level = replica

archive_mod = on

archive_command = ‘cp %p SWAL_DIR/%f < /dev/null’

1

archive_timeout
5) ypanute Bce dhannbl B KaTanore BeOOMOro cepBepa 3a WCKIYEHUEM
pg_audit.conf:
$ sudo cd /var/lib/postgresql/S$SVERSION/S$SSLAVE/ &&

sudo 1ls grep -v pg_audit.conf | xargs rm -rf
6) BbIMOMHMTL OnepaLun No CO34aHU Pe3ePBHON KOMMK BEAYLLENO CEpBEPA M NEPEHECTN
ee Ha Beﬂ,OMblﬁ (BbII'IOJ'IHFII'OTCFI OT UMEeHW Norb3oBaTesiAa postgres):
$ psgl -h SMASTER_IP -p S$SMASTER PORT -U SREPL -d templatel -c "SELECT
pg_start_backup(’initial’);"
$ rsync -a /var/lib/postgresql/$VERSION/$MASTER/ *
postgres@S$SLAVE IP:/var/lib/postgresql/$SVERSION/SSLAVE/
--exclude pg_log/* --exclude pg_xlog/* --exclude postmaster.* --exclude
pg_audit.conf >> /dev/null
$ psql -h $MASTER IP -p $MASTER PORT -U $REPL -d templatel -c "SELECT
pg_stop_backup();"
MpumeyaHune. Ecnu cepBepa HaxoaaTcs Ha O4HOM XOCTe, TO MOXHO UCMNONb30BaTb
crneayrLnin BapmaHT KOMaH4bl rsync:
$ rsync -a /var/lib/postgresql/$VERSION/$MASTER/ *
/var/lib/postgresql/$VERSION/SSLAVE/ --exclude
pg_log/* --exclude pg_xlog/* --exclude postmaster.*

-—-exlude pg_audit.conf >> /dev/null
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7) yCTaHOBUTb CreayloLlme napaMmeTpbl B postgresqgl . conf BEAOMOro cepsepa:
hot_standby = on
8) cospgaTb KOHUrypauuoHHbIM pann recovery.conf Ha BeJOMOM cepBepe (BbINors-
HAETCH OT MMEeHU Nonb3oBaTend postgres):
$ touch /var/lib/postgresql/S$VERSION/$SLAVE/recovery.conf
9) B co3gaHHbIv bann recovery.conf foBaBUTb cnegyroLne CTPOKM:
restore _command = ’/usr/lib/postgresql/$VERSION/bin/pg_standby -d -t
/tmp/trigger.$VERSION.S$SLAVE_ PORT S$WAL DIR %f %p %r 2
recovery_end command = ‘rm -f /tmp/trigger.$VERSION.SSLAVE_PORT'
trigger file = ’/tmp/trigger_ $SLAVE.S$SLAVE_PORT’
10) BbLINONHUTL 3anyCcKk BEAOMOro cepaepa:
$ sudo pg_ctlcluster $VERSION $SLAVE start
1.7.1.2. Hactpounka notokoBomn (Streaming) pennukauuu
[1na HaCTpOWMKM NOTOKOBOW pennmkaumm HeobxoamMmo BbIMOMHUTL creayowme OeNCTBUS:
1) ocTaHOBWUTb BeOOMbIN KracTtep 6a3 AaHHbIX:
$ sudo pg ctlcluster SVERSION S$SLAVE stop
2) yctaHOBWUTbL criegylolme napameTpbl B postgresql . conf BeayLero cepeepa:
listen_addresses = ’*’/
wal_level = replica
max_wal_ senders =1
wal keep segments = 32
3) HacTpouTb ayTeHTUMKaLUUIO Nonb3oBaTend SREPL, pa3peluns eMy NOAKNIo4aTbes K
6a3e gaHHbIX replication c IP-agpeca $SLAVE_IP, foGaBUB cregyoLyo CTPOKY B
pg_hba.conf Beayllero cepsepa:
host replication $REPL S$SLAVE_IP trust
MpnmeyaHue. Bmecto trust gomkeH 6bITb MCNonb3oBaH 6onee HageXHbIM METOA
ayTeHTudmKaumm.
4) ypanuTb BCe (pannbl B KaTanore BeOOMOro cepBepa 3a MWCKIHYEHNEM
pg_audit.conf:
$ sudo -s
ls /var/lib/postgresql/$VERSION/SSLAVE/ | grep -v pg_audit.conf |
xargs rm -rf
5) BbLINONHUTL OMepaunn No CO3A4aHUI0 Pe3epPBHOM KONUK BEAYLLErO cepBepa 1 NepeHecTu
ee Ha BeloOMbIN (BbIMOSMHSAKTCH OT UMEHU Nonb30oBaTens postgres):
$ psgl -h SMASTER_IP -p S$SMASTER PORT -U SREPL -d templatel -c "SELECT
pg_start_backup(’initial’);"
$ rsync -a /var/lib/postgresql/$VERSION/$MASTER/ *
postgres@S$SLAVE IP:/var/lib/postgresql/$SVERSION/SSLAVE/
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--exclude pg_log/* --exclude pg_xlog/* --exclude postmaster.* --exclude
pg_audit.conf >> /dev/null

$ psgl -h SMASTER_IP -p S$SMASTER PORT -U SREPL -d templatel -c "SELECT
pg_stop_backup();"

M pnmedaHmne. Ecnn cepBepa HaxoaAdaTCcA Ha OAHOM XOCTe, TO MOXHO MCMNOJ1b30BaTb
cnegyoLwmin BapnaHT KOMaHabl rsync:

$ rsync -a /var/lib/postgresql/$VERSION/$SMASTER/ *
/var/lib/postgresql/$VERSION/SSLAVE/ --exclude

pg_log/* --exclude pg_xlog/* --exclude postmaster.*

--exlude pg_audit.conf >> /dev/null

6) ycTaHOBWUTb criegyloLme napameTpbl B postgresql . conf BEAOMOro cepaepa:
hot_standby = on

7) co3pgaTb KOHMUIypaunoHHbIi hann recovery.conf Ha BEAOMOM cepBepe (BbIMNos-
HAETCHA OT MMEHM NoNb30oBaTeNd postgres):

$ touch /var/lib/postgresql/S$VERSION/$SLAVE/recovery.conf

8) B co3gaHHbIN hann recovery.conf o6aBUTbL creaylowme CTPOKU:

standby_mode = ’on’
primary conninfo = "host=$MASTER IP port=S$MASTER PORT user=S$REPL’
trigger file = ’/tmp/trigger_ $SLAVE.S$SLAVE_PORT’

9) BbLINONHUTL 3anyck Be4OMOro cepaepa:

$ sudo pg_ctlcluster SVERSION $SLAVE start

1.7.1.3. HacTpo#nka pennmkauum ¢ NOMOLLbIO CIIOTOB pensinkauum

[1na HacTponku pennukaumm ¢ NOMOLLbIO COTOB pensiMkaumm Heobxoamumo BbINOSTHUTb
cnepywowme OeNCTBUS:

1) ocTaHOBWUTb BEOOMbIN KracTtep 6a3 AaHHbIX:

$ sudo pg_ctlcluster SVERSION S$SLAVE stop

2) ycTaHOBWUTb crnegyloume napameTpbl B postgresql .. conf BeayLwero cepeepa:

listen_addresses = ’'*’/

wal_level = replica

max_wal_ senders =1

max_replication_slots = 1

3) HacTpouTb ayTeHTUdMKaUUIo nonb3oBaTena SREPL, pa3peluns eMy NOoAKNio4aTbes K

6a3e gaHHbIX replication c IP-agpeca $SLAVE_IP, foGaBUB crnegyoLyo CTPOKY B

pg_hba.conf Beayliero cepsepa:

host replication $REPL S$SLAVE_IP trust

MpnmeyaHue. Bmecto trust gomkeH bbITb nCnonb3oBaH 6onee HageXHbIM METOA

ayTeHTudmKaumm.

4) ypanuTb BCe (pannbl B KaTanore BeOOMOro cepBepa 3a MWCKIHYEHNEM
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pg_audit.conf:
$ sudo cd /var/lib/postgresql/SVERSION/S$SSLAVE/ &&

sudo 1ls grep -v pg_audit.conf | xargs rm -rf
5) BbINONMHUTL OnNepauuy No CO3aHNI0 PE3EPBHON KOMUM BEAYLLENO cepBepa U NepeHecTun
ee Ha Beﬂ,OMbIVI (BbII'IOJ'IHFIlOTCFI OT UMEeHW NoJib3oBaTesiAa postgres):
$ psgl -h SMASTER_IP -p S$SMASTER PORT -U SREPL -d templatel -c "SELECT
pg_start_backup(’initial’);"
$ rsync -a /var/lib/postgresql/$VERSION/$MASTER/ *
postgres@S$SLAVE IP:/var/lib/postgresql/$SVERSION/SSLAVE/
--exclude pg_log/* --exclude pg_xlog/* --exclude postmaster.* --exclude
pg_audit.conf >> /dev/null
$ psql -h $MASTER IP -p $MASTER PORT -U $REPL -d templatel -c "SELECT
pg_stop_backup();"
MpumeyaHune. Ecnu cepeepa HaxoosaTca Ha OAHOM XOCTe, TO MOXHO UCMONb30BaTh
CrneayrLnin BapmaHT KOMaHAbl rsync:
$ rsync -a /var/lib/postgresql/$VERSION/SMASTER/*
/var/lib/postgresql/$VERSION/SSLAVE/ --exclude
pg_log/* --exclude pg_xlog/* --exclude postmaster.*
-—-exlude pg_audit.conf >> /dev/null
6) cosgaTtb CroT pennukauum Ha BegyLlem cepBeepe:
$ psgl -h SMASTER_IP -p S$SMASTER PORT -U SREPL -d templatel -c "SELECT
pg_create physical replication_slot(’slave’);"
7) yCTaHOBUTbL Crieaylolme napameTpbl B postgresql .. conf BEAOMOro cepsepa:
hot_standby = on
8) cospaTb KOHUrypauuoHHbIA hann recovery.conf Ha BeJOMOM cepBepe (BbINos-
HAETCA OT UMEeHW NoJib30oBaTesiAa postgres):
$ touch /var/lib/postgresql/S$VERSION/S$SLAVE/recovery.conf
9) B co3faHHbIN hann recovery.conf 00aBUTL creayowme CTPOKU:

standby_mode = ’on’

primary conninfo = "host=$MASTER IP port=S$MASTER PORT user=SREPL’
trigger_file = ' /tmp/trigger_ $SLAVE.$SLAVE_PORT’

primary slot_name = ’'slave’

10) BbLINONHUTbL 3anyCcK BEAOMOro cepaepa:

$ sudo pg ctlcluster $VERSION $SLAVE start

1.7.1.4. HacTtpounka pennukauum ¢ nomouibio Slony-I

Slony-I — cucTeMa acuMHXpoHHoW «Bepywumn-segombin» pennukaumm ana CYB[
PostgreSQL. MNopgaepxuBaeT crnegyoLmne BO3MOXHOCTH:

- nogaep>XkKa HECKOJIbKUX BEAOMbIX Y3J10B,;
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- noggepkka 4YacTUYHOW pennmkauumn, To eCTb pennmnkaumm TonbKo onpeaeneHHoro Habo-
pa Tabnuu,;
- noaaepikka pensinkaunn pa3HbliX Ta6J'II/ILl, Ha pa3Hble BEOMbIE Y3Jlbl;
- nogaepxka pennuMkauumn pasHbix Tabnuy ¢ pasHbIX MacTeEpPOB Ha OAWH BEAOMbIN y3en.
[lnsa HacTporkn pennukaumm ¢ NoMoLbo Slony-I HeoOGXoAUM NMpeayCTaHOBIEHHbIN
naket slonyl-2-bin, a TakkKe nakeT postgresqgl-11.x-slonyl-2 Ha Beaywem N BEAOMOM
cepBepax, 3aTeM BbINOMHUTbL AENCTBUSA:

1) Ha BegyLwemM 1 BeOMOM CepBepe co3naTb Nosib3oBaTens, OT UMEHN KOTOPOro byaet
npoucxoauTb pennukaumsa ¢ npaBomMm SUPERUSER,;
2) Ha BeayLlleM U BeAOMOM cepBepam co3faTb 6a3bl JaHHbIX SMASTER_DB, $SLAVE_DB,
a Takke Tabnuubl, U3 KOTOPOW M B KOTOPYO OyayT pennmumupoBaTbCs AaHHbIE.
MpnmevyaHune. Slony-I NogaepXKmnBaeT pennukaumo Tabnmu Npy ycrnoBumn, €CnNmn OHN
coaepxart I'IepBI/I‘-iHbIIZ KInoY (PRIMARY KEY), a TakKxe ecriun Ta6J'II/ILI,bI MMEerT OJNHaKOBYHO
CTPYKTYpPY (O,EI,I/IHaKOBOG Konmn4yecTtBoO CTOJ'I6U,OB 1 coBnagawwine Tunbl AaHHbIX B HI/IX);
3) HasHauMTb MaHOaTHble aTPUBYThl HAa 06bEKTLI 6a3 AaHHbIX (ecnn HeobXoaAMMO);
4) Ha BeayLleM cepBepe 3anycTutb cnyx0y slonik OT MMEHM NONb30OBaTeENs postgres:
slonik << _EOF

cluster name = slony_ example;

node 1 admin conninfo = ’dbname=$MASTER DB host=$MASTER IP

port=SMASTER_PORT user=$REPL password=$REPL_PASSWORD’ ;
node 2 admin conninfo = ’'dbname=$SLAVE_DB host=SLABE_IP
port=$SLAVE_PORT user=SREPL password=S$REPL_PASSWORD’;
init cluster ( id=1, comment = ’'Master Node’);

create set (id=1l, origin=1, comment=’'All tables’);

# 3mech ykaswmBawTCsa TabULEH,
# xoTopHe OYyOyT PelyIMUUPOBATLCS Ha BEOOMHIN CepBep
set add table (set id=1l, origin=1,

fully qualified name = ’'public.test’, comment=’test’);

store node (id=2, comment = ’Slave node’, event node=1l);

store path (server = 1, client = 2, conninfo='dbname=$MASTER DB
host=$MASTER_IP port=$SMASTER_PORT user=$REPL
password=REPL_PASSWORD’ ) ;

store path (server = 2, client = 1, conninfo='dbname=$SLAVE_DB
host=SLABE_ IP port=$SLAVE PORT user=S$REPL
password=REPL_PASSWORD’ ) ;
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2);
1);

store listen ( origin = 1, provider 1, receiver

store listen ( origin 2, provider 2, receiver
_EOF_

5) Ha BegoMoM cepBepe 3anycTutb cnyx0y slonik OT MMEHW NoMb3oBaTeNs postgres:
slonik <<_EOF_

cluster name = slony_example;

node 1 admin conninfo = ’dbname=$MASTER DB host=$MASTER_IP
port=$SMASTER_PORT user=S$REPL password=REPL_PASSWORD’ ;
node 2 admin conninfo = ’dbname=$SLAVE_ DB host=SLABE_IP
port=$SLAVE_PORT user=$REPL password=REPL_PASSWORD’ ;

subscribe set ( id = 1, provider = 1, receiver = 2, forward = no);
_EOF_
6) Ha BefyLleMm cepBepe 3anycTuUTb CNyX0y pennukaumm slon OT UMEHM NoONb3oBaTeNs
postgres:
slon slony example "dbname=$SMASTER DB port=$SMASTER IP
host=$MASTER_IP user=SREPL password=$REPL_PASSWORD"
7) Ha BeOOMOM cepBepe 3anyCcTuTb cryx0y pennvkaumm slon OT MMEHU NMOSb30BaTENS
postgres:
slon slony example "dbname=$SLAVE DB port=$SLAVE_ IP
host=$SLAVE_IP user=$REPL password=$REPL_PASSWORD"
BHUMAHMUE! Ecnu meTka 6e3onacHocTy Tabnuu, 3 KOTOPOW pPenNULMPYIOTCSA U B KOTO-
Py PENNMLMPYIOTCS, HE COBNagaeT, TO NPOoLEeCC pennukaunm gaHHbIX Tabnumubl 6yaeT ocTaHOBIEH.
Mpw aTOM B XypHan cnyx0bl pennunkaummn slon BEAOMOro cepBepa byaet nobasneHo crnegytollee
coobLleHune:
ERROR remoteWorkerThread 1: Table "public"."test" on provider does not match
on subscriber
B atom cnyyae Heobxoanmo:
1) yoanuTtb cxemy knactepa slony-I Ha BeJOMOM CepBepe:
DROP SCHEMA _slony example CASCADE;
2) CKOppeKTMpoBaTb MaHAaTHble aTpubyTbl pennmumnpyemMbix Tabnuu;

3) nepesanycTuTb Cry>0bl pennukauun slon Ha BEAOMOM CepBepe.

1.7.2. Pgpool-II
Pgpool-II npeacraBndetr cobon MPOKCU-NPOCIIONKY MexXay CepBepoOM U KnneHTamu,

npo3padHyto anst 06omx, 1 MOXET OPraHN30BbLIBATbL NyN A8 OrpaHNYeHns coeanHeHnin. Peannayet
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cnegymoLine BO3MOXHOCTH:

- CO3[aHune BbICOKONPOU3BOAUTENBHOM CETEBOW CTPYKTYPbl MEXAY y3namu, Kknactepamu

1 nonb3oBaTensamu,

- CMHXPOHHas pennukauusa JaHHbIX HA MHOXECTBO cepBepoB 6e3 OCTaHOBKY;

- GanaHCMpOBLLUMK Harpy3kn Mexay y3namu Knactepa;

- Failover — oBHapyeHue oTka3sa U NepeknoyeHnsa HarpysKku.

HacTponka Pgpool-II 3aknoyaeTca B U3MEHEHUU KOHUrypaLMoHHbIX NapamMeTpoB
danna /etc/pgpool2/pgpool.conf. ATOT parn No CTPYKType CXOX C KOHPUrYypaLMOHHbBIM
dannom postgresql.conf CYB[] PostreSQL 1 umeet cnHtakcuc:

KJIIOU = 3HAUEeHUEe

Ona HacTpovknm ayTeHTUUKauumM UCNOmnb3yeTcAa  KOHUrypauMoHHbIN  chann
/etc/pgpool2/pool_hba.conf, KOTOPbIN UMEET CreayrLnin CUHTaKCUC:

local DATABASE USER METHOD [OPTION]
host DATABASE USER CIDR-ADDRESS METHOD [OPTION]
OnuncaHne OCHOBHBbIX napamMeTpoB KOHUrypaLumoHHOro danna

/etc/pgpool2/pgpool . conf npuBeaeHo B Tabnuue (]

Tabnuua 4

MapameTp Onucanune

listen_addresses Onpegenset TCP/IP-agpeca, No KOTOpbIM CEPBEP OOIMKEH OXUOATb
COeMHEHNS OT KITMEHTCKUX NpUNoXxeHun. 3HayeHne opmupyeTcs B
BUOE NEepeYHsi pasfereHHbIX 3ansiToh MMEH Y3r0B U/UIN YNCIIOBbIX
IP-agpecoB. CneunanbHbIN 3HaK * COOTBETCTBYET BCEM AOCTYMHbIM
IP-agpecam. Ecnu cnncok nycT, cepBep He crnywaeT HU oauH IP-
nHTepdenc. B aTom cnyyae yctaHoBKa COeAVMHEHUSI C CEPBEPOM
BO3MOXHa TONbKO C Ucnornb3oBaHnemM AoMeHHbIX coketoB UNIX. 3Ha-
YeHue No yMmonyaHuio localhost

port Onpenendaet TCP-nopT, Ha KOTOPOM CepBep OOMKEH OXuaaTb Co-
€OMHEHNS OT KMMEHTCKUX NpunoxeHun. CrniegyeT OTMETUTb, YTO ANd
Bcex |P-agpecoB, yka3aHHbIX B listen_addresses (string),
NCMonb3yeTcst OAMH U TOT Xe MOpPT.

backend hostnameN Onpepenset TCP/IP-agpec cepeepa N PostgreSQL

backend_portN Onpepgensetr TCP-nopt cepeepa N PostgreSQL

backend_weightN OnpepgenseT gonto Harpy3kn Ha N-bii cepep PostgreSQL

backend data_directoryN Onpependet nyTb K KaTanory PGDATA N-ro cepepa PostgreSQL

enable_pool_hba Ecnun aTtoT napameTtp ycTaHoBneH B on, TO Pgpool-II Gyaet uc-
Nonb30BaTbh KOHPUIypauUUOHHbIN hann pool hba.conf Anga ayTex-
TUdUKaLUKN KITMEHTOB

log _destination Onpepenser, Kyaa BbiBOAUTb coobLleHus. Mo ymonyaHuio stderr,
TaKKe NnoaaepXMBaeTca PexXum BbliBoAa B syslog
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MapameTp

OnucaHne

load _balance_mode

Ecnu aToT napameTp ycTaHOBIEH B on, TO Pgpool-I1I paGoTaeT B
pexvme GanaHCMPOBKU Harpy3ku cepeepoB. o ymonyaHuo of £

master_ slave_mode

Ecnun a1OT napameTp ycTaHOBIEH B on, TO Pgpool-11 OyaeT pabo-
TaTb B pexume Begyuwimn-seqomelnt. o ymonyaHuio of £

master_slave_sub_mode

OnpenensieT pexum pennukauun cepeepoB. MoXeT NpuHUMaThb 3Ha-
YeHud slony U stream

replication_mode

Ecnun aToT napameTp ycTtaHOBMNEH B on, TO Pgpool-II OGyaeT oOT-
npaBnNATL KOMMKU 3anpocoB Ha Bce cepBepa. Mo ymonyaHuio of £

replicate_select

Ecnu a10T napameTp ycTaHOBMeEH B on, TO Pgpool-II 6yaeT OT-
npaensiTb KOMaHAbl No BbIGOPY AaHHbLIX (SELECT) Ha Bce yanbl. 1o
ymon4aHuto of £

sr_check _user

OnpegensieT nms NonNb3oBaTens, NPOBEPSOLLErO CTATyC pennmKaumn.
Mo ymonyaHuio nobody

sr_check password

OnpegensieT napornb nosib3oBaTens, NPOBEPSIIOLLErO CTaTyC penuka-
umm. Mo ymonyaHuio Ucronb3yeTcs nycToe 3HadeHue

[Onsa otobpaxeHnsa pasnuyHon nHdopmMauum Pgpool-II MOryT ObiTb MCMNONb30BaHbI

crnepnywoLwmne KoMaHabl:

- SHOW pool_status; — NONy4YMTb MHPOPMALIMIO O KOHpUrypaumm Pgpool-11;

- SHOW pool_nodes; — Nony4YnTb MHdoOpMaLMIo 06 y3nax;

- SHOW pool_processes; — Nosny41Tb MHOpPMaLmMIo O npoueccax Pgpool-IT;

- SHOW pool_pools; — MOMNy4nTb MHAOPMALMIO O Myre NPOLECCOB;

- SHOW pool_version; — Nony4uTb MHOpPMaLMO 0 Bepcum Pgpool-I1I.

1.7.2.1. Hactpounka ayTeHTUdMKaLmmn

Pgpool-II nogaepXxuBaeT crnegyowme metogbl ayteHTudukaumm: trust, reject, md5

M pam.

Ons HaCTpOIZKI/I ayTeHTM(*)I/IKaLI,I/II/I no metoagy md5S Tp86yeTCFI BbINOJTHUTb cneagywuwne

JencTBus:

1) cospatb Naponb Ans Nonb3oBaTens:

sudo pg_md5 --mdS5auth IIAPOJIbE --username HVMS IIOJIB3OBATEJIA

2) yctaHOBUTb MeTod ayTeHTudukaumm md5 B pool_hba.conf;

3) nepesanyctuTb Pgpool-1ITI:

sudo systemctl restart pgpool2

BHUMAHMUE! Ecnun B npouecce paboTbl crnyx6bbl Pgpool-II 6bIS1 CMEHEH Naporb, TO

HeobXo4MMO BbINOMHUTL Nepe3anyck CIyXobl.

[na HacTponkn ayTeHTUmkauumn no metogy pam Tpebyercsa ckonmposaTb dpann-wabnoH

/usr/share/doc/pgpool2/examples/pgpool.pam B Katanor /etc/pam.d, ecnm Heob-

Xxoammo, OOonoJIHUTb CcueHapuamMun, nocrie 4ero yCctaHoBUTb METOA ayTeHTI/I(bI/IKaLI,I/II/I pam B
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pool hba.conf.

1.7.2.2. HacTtpounka npoTOKONMUpPOBaHUA

[ns Toro 4Tobbl HACTPOUTL NPOTOKONMPOBaHME COOLITUI B (hain, HEOBXOANMO BbINOMHUTL
cnepywolwme OeNcTBuS:

1) B KOHoMrypaumoHHoM danne /etc/pgpool2/pgpool.conf 3aaaTb:

log_destination = ’syslog’

2) B KOH(pUrypaumoHHbIn hann /etc/syslog-ng/syslog-ng.conf gobasutb cregy-

toLLMe CTPOKN:

destination pgpool2 { file("/var/log/pgpool.log"); };

filter f pgpool2 { program("pgpool"); };

log { source(s_src); filter(f pgpool2); destination(pgpool2); flags(final);

}i

3) nepesanycTuTb Cry>0y NPOTOKONMpOBaHMS syslog-ng:

sudo systemctl restart syslog-ng

4) nepesanyctutb Pgpool-II:

sudo systemctl restart pgpool2

Mocne nepesanycka cnyx6bl Pgpool-II NpOTOKONMpPOBaHWE COObITUIA ByaeT BbINON-
HATbCA B XypHan /var/log/pgpool. log.

1.7.2.3. Hactpownka Pgpool-II B pexume Begywmn-segombin

BHUMAHUE! Hactponka Pgpool-II B pexume «Begyuwmin-segombinny MOXeET ObiTb
npousBeaeHa TOMbKO NS KnacTepoB 04HOWN BEPCUMN.

[ns HacTponkn Pgpool-I1 B pexume «Beaywmmn-seegombiny Heo6xoanmo:

1) BbLINONHUTL HACTPOWKY NPOTOKONUPOBAHUA cornacHo [1.7.2.2;

2) BbINOMHUTb HACTPOWKY pennukaumm cornacHo (1.7.1.2/vnm (1.7.1.4}

3) B ann /etc/pgppol2/pgpool.conf AobaBuTb AaHHbIE 00 y3nax, Hanpumep:
backend hostname0 = 7192.168.1.101"

backend port0 = 5432

backend weight0 =1

backend_data_directory0 = ’/var/lib/postgresgl/ll/master’

backend hostnamel = ’192.168.1.102"

backend portl = 5433

backend weightl =1

backend_data_directoryl = ’'/var/lib/postgresql/l1l/slave’

4) B channe /etc/pgpool2/pgpool.conf NU3MEHUTb 3HAYEHNE CrEAYHOLMX NapameT-
POB:
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master slave _mode = on

Takxke yCTaHOBUTb NCnonb3yeMbli peXxum pennukaumm (mnapameTp
master_slave_ sub_mode;

5) B danne /etc/pgpool2/pgpool.conf ykasaTb MMS MNONb3oBaTensd, npoBepsi-
IOLLEero akTMBHOCTb pensivkaumu, U ero naposib (napameTpbl sr_check _user u

sr_check_password COOTBETCTBEHHO);
6) HacTpouTb ayTeHTUdUKaumo cornacHo (1.7.2.11
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NMEPEYEHb COKPALLEHUA

B — 06a3a gaHHbIX

EMM — eanHoe npocTpaHCTBO nosib3oBaTenemn

KC3 — komnnekc cpeacTts 3alluThl

HCL — HeCaHKUMOHMPOBAHHbLIN AOCTYN

OC  — onepauuoHHas cuctema creumanbHoOro HasHadyeHus «Astra Linux Special Edition»

CYB — cuctema ynpasneHnsa 6azamu gaHHbIX

ALD — Astra Linux Directory (eguHoe npoCTpaHCTBO nosib3oBaTenen)

HBA — Host-based Authentication (ayTeHTU1Kaumna Ha OCHOBE agpecoB Yy3r0B CEeTH)
IP — Internet Protocol (mexceTteBor NpoToKon)

PAM — Pluggable Authentication Modules (nogkntoyaemblie Mogynn ayTeHTUdMKaLnn)
SQL — Structured Query Language (a3biKk CTPYKTYpMpPOBaHHbIX 3arnpoCcoB)

SSL — Secure Sockets Layer (npoTokon 3awmLuieHHbIX COKETOB)

TCP — Transmission Control Protocol (npoTtokon ynpaeneHus nepegadyen gaHHbIX)

UID — User Identifier (naeHTndmnkatop nonb3osatens)
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Jlnct pernctpaunn nameHeHun

Homepa nnctoB (cTpaHuu) Bxoasawmm
Bcero
HoMep conpo-
N3m nmcros Homep BoguTensHoro |Mognuck| Odata
N3MEHEH- 3aMeHeH- HOBBIX aHHyJ'lMpO- (CTpaHV”J,) B ,D,OKyMeHTa
HbIX HbIX BaHHBIX | nokymenTe AOKyMEHTa
npaara

1 Boe PYCB.14.02-16
ot 17.02.16

PYCB.14.02-18
2 Bee or 11.04.18

] Boe PYCB.14.03-18
ot 19.04.18
PYCE.08-20
4 Bee ot 18.02.20
PYCB.06-21
5 Bee ot 01.04.21
PYCB.12-21
6 Bee ot 30.07.21
; Boe PYCB.03-23

ot 26.04.23
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