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AHHOTALUA

HacTosiwuin OoKyMeHT SBnsieTcs onncaHnemM NpUMeHeHUs onepaunoHHOM CUCTEMbI Cre-
umanbHoro HasHadveHusa «Astra Linux Special Edition» PYCB.10015-01 (nanee no tekcty — OC).

B nokymeHTe onuncaHbl HazHaveHne OC, ycnoBusa ee NpUMEHEHUS, onncaHue 3agadun, npu-
BeOeHbl BXOOHbIE U BbIXOAHbIE AaHHble. Takke npuBeaeHbl CBeAEHMS NO NONyYeHUto 0GHOBEHNIA
OcC.
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1. HASHAYEHUE MNMPOIrPAMMbBI

1.1. HasHauyeHuUe

OC npegHasHa4yeHa Alda rpuMeHeHnda B CcOoCTaBe I/IH(*)OpMaLI,I/IOHHbIX (aBTOMaTI/I3VIpO-

BaHHbIX) CUCTEM B Liensix 06paboTku 1 3awmThl’) nHdopmauum noboi kateropumn gocrtyna? —

00LeoCTYNHOM MHpopMaUnn, a Takke MHpopMaumn, JOCTYN K KOTOPOW OorpaHn4eH denepanb-

HbIMW 3aKOHaMU (MHOpMaL MK OrpaHNYEHHOro 40CTyna).

1.2. OCHOBHbIEe XapaKTepUCTUKH

B coctaB OC BxogaT cnegytowime KOMMNOHEHTbI:

sapo OC;

cpeacTBa yctaHoBkM 1 HacTporikn OC;

CUCTEMHbIE N CEPBUCHbIE YTUMNTBI;

Ba3oBble ceTeBble CryObl;

CpeacTBa opraHu3aumm eaunHoro NnpoctpaHcTea nonb3osatenen (EMM);
nporpamMmmbl 3aLmLLEHHON rpadhnyeckon NOACUCTEMDI;

cpencTtea ynpasneHunst NporpaMMHbIMU NakeTamu;

cpencTtBa ynpasneHnss KoHUrypauusimu;

CpeacTBa pe3epBHOr0 KONMMPOBaHMS N BOCCTAHOBIEHUS AaHHbIX;
cpencTtsa BupTyanusauuu® ;

cpencTBa KOHTenHepmaaumnn® ;

CpeacTBa KOHTPOIS MNOAKMIOYEHUSI CbEMHbIX MaLUMHHBIX HOcUTenen nHdopmaumm;
3alMLLEHHbIN KOMMMEKC NporpamMmm neyaTtn u yyeta 4OKYMEHTOB;
3alMLLEHHbIN KOMMMNEKC NporpamMm rmnepTekcToBon 06paboTkn AaHHbIX;
3almLLeHHasn cucTema ynpaeneHust 6asamum gaHHbIX;

3aLMLLEHHbIN KOMMMEKC NPOrpamMm 3fIEKTPOHHOM NOYTHI;

nakeT oOUCHbIX NporpamMm.

1.3. Bo3amoxHocTu

OC npepocTaBngaeT criegytoLlne BO3MOXHOCTHU:

YCTaHOBKY U (*)yHKLI,I/IOHI/IpOBaHI/le Ha cpeacTBax BbIYMCINUTESTbHON TEXHUKU C npouec-

COpPHOWN apxnTekTypon x86-64, a Takke nogaepky nepndepninHoro obopyaoBaHus;

1) OT HecaHKLMOHMPOBAHHOIO 4OCTYNa.
2B cootBeTcTBUM ¢ PefeparbHbIM 3aKOHOM OT 27.07.2006 Ne 149-d03 «O6 nHdopMaumu, UHPOPMALIMOHHBIX

TEXHOMNOMMSX U 0 3almTe nHdopMauumn» (Ctatbs 5, NyHKT 2).
%) ins npoLeccopoB, NoAAEPXMBaIOLLMX TEXHONOMN BUPTyanusaLmm.
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- YCTaHOBKY N (DYHKLUNOHNPOBaHWE Ha CpeacTBax BbIYUCIIUTENbHOW TEXHUKN, OCHALLEHHbIX
CEHCOPHbLIM YCTPOMCTBOM YKa3aHWsa Ha YyBCTBUTENbHOW 0BrnacTu aKkpaHa gucnnes npu
noMoOLLM NPUKOCHOBEHUSA (Tna «touch-screeny);
- NoAAEpPXKY OCHOBHbIX CETEBbIX NpoTokonioB cteka TCP/IP;
- cOo3faHue 3alu1LeHHON cpeabl BUpTyanusauuu,
- OpraHu3aumo ceTeBOro JoOMeHa C LieHTpanu3oBaHHbIM XpaHEHNEM YYETHbIX 3anncen;
- LleHTpann3oBaHHOE yrnpaBrieHne KoHUrypaumsamm;
- Noaaep KKy OTKa30yCTOMYMBOro pexuma paboTsi;
- paboTy ¢ MynbTUMEAUAHLIMU AAHHBIMU;
- paboTy C pensaunoHHbIMM 6azamun AaHHbIX;
- paboTy C ANeKTPOHHOWM NOYTON;
- paboTy C rmnepTekCToBbIMU AAHHbBIMU;
- MHTEerpauuio BKIMHYEHHOIO B ee COCTaB KOMMJIeKca nporpamMmm ¢ JONOSTHUTENBHO ycTa-
HaBnuBaembIMn cepTudmumnpoBaHHbiMM PCB Poccumn cpegcteamu kpuntorpadguyeckom
3alMTbl KOHUAEHUManbLHoW nHdopmauun® ans:
- CO34aHNA U NPOBEPKN YCUNEHHOM KBaNnULMPOBaHHOWN 3NEKTPOHHOW MNOAMNUCH;
- KpunTorpaduyeckoro npeobpasoBaHus KaHana nepegadm nHgopmMaumm no npoTo-
Konam npuknagHoro ypoBHsi cteka TCP/IP;

- 06paboTKy TEKCTOBbIX AOKYMEHTOB M 3NEKTPOHHbIX Tabnuuy, pa3nuyHbix hopmaTos.
1.4. PyHKUMM Ge3onacHOCTU

Cpegacta 3awmtbl nHdopmaumm (C3M) OC obecneunsator:
- NOEHTUMUKALMIO N ayTEHTUMKALMIO;

- OMCKPEeLMOHHOe ynpaBrneHne AoCTYNoMm;

- MaHaaTHoe ynpaereHue O0CTYMNoM;

- pernctpauuio cobbiTun 6e3onacHoCTy;

- OorpaHumyeHue NporpamMmmMHON cpeabl;

- M30MnSuUMo NPOLIECCOB;

- 3alWmnTy NnamsaTu;

- KOHTPOIb LENTOCTHOCTMU;

- obecneyeHne HageXHoro pyHKLMOHMPOBaHWS;
- unbTPaUMO CETEBOrO NOTOKA;

- MapKUPOBKY JOKYMEHTOB;

- 3allnTy cpeabl BUpTyanm3auunu;

) He ponyckaeTcst npUMeHeHWe AN 3aluThbl MHOpMaLIMK, coaepXallieil CBefeHNs, COCTaBNSALLME roCyJapCTBEH-

HYIO TanHy.
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- KOHTPOJ1b NOAKIMIO4YEHNA CbEMHbIX MAaLUMHHbBLIX HocuTeneun VIH(*)OpMaLI,VIVI.
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2. ycnosumda nPUMEHEHUA

2.1. TpeboBaHMA K TEXHUYECKUM CpeacTBam

Onsa dpyHkumoHnpoBaHna OC Heobxoguma cnefgyowasi MUHMManbHaa KoHUrypaumsa
obopyaoBaHus:

- annapaTHas nnatdgopmMa — npoLeccop ¢ apxutektypon x86-64 (AMD, Intel);

- onepaTuBHas namsaTb — He meHee 1 ['b;

- 06bem cBOOOAHOIO ANCKOBOro NPOCTpaHCTBa — He MeHee 4 b.

[ns yctaHoBkn OC ¢ Hocutens Tpebyetcs:

- CTaHO4apTHbIN MOHUTOP;

- ycTponcteo YTeHus DVD-guckos nnu USB-uHTepdeinc.

[nsa yctaHoskn OC no ceTtn TpebyeTcs:

- ceTeBas KapTa;

- nogaepxka B UEFI/BIOS BO3MOXHOCTM YCTAHOBKM NO CETMU;

- CTaHAapTHbIA MOHUTOP (MPU PYYHOW YCTAHOBKE MO CETH).
2.2. CoBmecTMMOCTb C 060pyaoBaHUEM

LtaTHOe, NpeaycMoTpeHHoe AoKyMeHTaumen, pyHkumoHmposaHme OC obecneunBaeT-
CH TONbKO Ha pekoMeHgoBaHHOM mnarotosutenem OC coBmecTumom obopyanoBaHun. [NepeyeHb
pPEKOMEHOYEMOTO K MPMMEHEHU0 060pyAOBaHMs, a Takke pernaMeHT cepTudmrkaunum Ha CoBMe-

CTUMOCTb ONybBNMKoBaHbl Ha canTe astralinux.ru.
2.3. NMopspok akcnnyaTaumm

Mopsagok ycTaHOBKM, HAacTponkun u akcnnyatauyum OC ocyLLeCTBNSETCS B COOTBETCTBUN
C 9KCnsyaTtaunoHHon gokymeHTtaumen cornacHo PYCB.10015-01 20 01 «OnepaumoHHasa cucre-
Ma cneumanbHoro HasHadyeHus «Astra Linux Special Edition». BegomMocTb akcnnyaTtaunmoHHbIX
OOKYMEHTOBY.

[ononHntenbHaa nHdopmaumsa o0 NOpsAKe SKCnyaTauum, a Takke BapmaHTbl peannaa-
UMM OTAENbHbIX peLweHnin ¢ ncnonb3oBaHnem OC npmBeaeHbl B pyKOBOACTBAX man, 3NEKTPOH-
Hon cnpaBke n3 coctaesa OC 1 Ha odumunanbsHOM MHAPOPMALIMOHHOM pecypce paspaboTyuka

wiki.astralinux.ru.
2.4. NNpaBoBOM acneKkT Ucnosib3oBaHUA (hpyHKLUMN 6e3onacHOCTU

lMpenoctaBnsgemoe npaBo Mcnonb3oBaHusa yHkumn OC, BKNoYas yka3aHHbIE B JyHK-
uumn 6e3onacHOCTK, onpeaensieTcs B 3aknto4aeMblX B COOTBETCTBUM C [pakgaHCKMM KOOEKCOM

Poccuiickoin denepalmm NULEH3MOHHbIX J0roBopax.


astralinux.ru
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B 3aBMCHMOCTM OT NpeaocTaBieHHOro nonb3oBaTesnto npasa ncnonb3osaHus OC Ha ycno-

BUAX I'IpOCTOIZ (HeMCKﬂIOHMTeﬂbHOVI) JIMUEH3N yCTaHOBIIEHO HECKOJIbKO BapnUaHTOB JIMLEeH3NpOoBa-

HUA, npegycMaTpmuBaroLLnX BO3MOXHOCTb KOMIMJ1EKCHOIO UCMOJ1b30BaHUA q.)yHKLI,I/IIZ ©esonacHocTu

OC.

CooTBETCTBUE BapyaHTa NIMLEH3NPOBAHNS U OOCTYMHbIX PYHKUMI Ge3onacHOCTM npuBe-

AeHo B Tabnuue . HanmeHoBaHwue ypOBHeVI 3alMEeHHOCTHN, And ynpoweHund pa6OTbI, coBnagaet

C HanMeHoBaHMeM BapunaHTOB JIMLUEH3NPOBaHNA, yCTaHOBJ1IEHHbLIX B JIMLUEH3MOHHOM OOroBope.

Taobnuuya 1

®PyHKuMs 6esonacHocTH

YpoBeHb 3alUULLEHHOCTU

6a3oBbIN YCUIEHHbIN MaKCMManbHbIN
HocTtynHo HocTtynHo
3amKHyTasi nporpaMmmMmHasi cpega HegoctynHo | (N0 ymon4yaHuio | (MO yMOM4YaHuio
BbIKITOYEHO) BbIKITHOYEHO)
HocTtynHo HocTtynHo
OuncTtka 0cBOGOXAAEMOW BHELLHEN NAMATH HegoctynHo | (N0 ymonuyaHuio | (MO yMOM4YaHuio
BbIKITOYEHO) BbIKITHOYEHO)
HocTtynHo HocTtynHo
MaHaaTHbIN KOHTPOSb LIeNOCTHOCTH HepocTynHo | (MO ymonyaHuio | (N0 yMOMYaHuto
BKIMOYEHO) BKIOYEHO)
HocTtynHo
MaHgaTHoe ynpaBneHue gOCTynom HepocTtynHo | HepoctynHo (no  ymonyaHuio
BKIOYEHO)
WpeHTudmkauma n ayteHTumnkaums HocTtynHo HocTtynHo HocTtynHo
[unckpeunoHHoe ynpasneHne 4oCTynom HocTtynHo HocTtynHo HocTtynHo
Pernctpaumns cobbitnin 6e3onacHoCT HocTtynHo HocTtynHo HocTtynHo
OrpaHuyeHne nporpaMmMHoON cpeapl HocTtynHo HocTtynHo HocTtynHo
M3ondauusa npoueccosB HocTtynHo HocTtynHo HocTtynHo
3awmTa namatm HocTtynHo HocTtynHo HocTtynHo
KOHTpOnb LenocTHOCTH HocTtynHo HoctynHo HocTtynHo
Ob6ecneveHne HagexHoro yHKUMoHUpoBaHusa | [JocTynHo HoctynHo HocTtynHo
dunsTpauusa ceTeBoro NoToka HocTtynHo HocTtynHo HocTtynHo
MapkupoBka JOKYMEHTOB HepoctynHo | HepocTynHO HocTtynHo
3awmTa cpeabl BUpTyanu3sawumm HocTtynHo HocTtynHo HocTtynHo
KoHTpOnb NogkniovYeHns CbeMHbIX MaLLUMHHbIX
. OoctynHo OoctynHo HocTtynHo
HocuTenen nHdopmauum
Wcnonb3oBaHue sapa hardened HoctynHo HoctynHo HoctynHo

Bbl60p BapuvaHTa NMMUeH3npoBaHNA OCYLLECTBIIAETCA MNMoJfib3oBaTerieM, NCxXoaqa U3 akTy-

anbHbIX MoAenen HapyLmMTens 1 yrpo3 U Apyrmx gakTopos.
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O6bem npegocTaBneHHbIX IMLEH3MOHHBIM JOFOBOPOM NpaB Ans UCNOMb30BaHUSA (PYHKLNIA
6esonacHoct OC onpeaenser BO3MOXHOCTb M0 JOCTUXEHUIO TpebyeMbix nokasaTernen 3awuiLeH-
HOCTM aBTOMaTU3NPOBaHHOM (MHAPOPMALIMOHHOM) CUCTEMBI, B COCTaBE KOTOPOWN 3KCnyaTupyercs
OC.

B nporpammHom o6ecneyeHnn OC B 3aBMCMMOCTM OT BbiIOpaHHOro BapnaHTa NULEH3n-
pOBaHUS NOSib30BaTeSO NPeaocTaBNAeTcsl BO3MOXHOCTb YCTAHOBKM U 3KCnnyaTtauun cpeacts
3aWmThl, peanuayrowmx pyHKuMmM 6e3onacHocTu, NyTemM Bbibopa B MEHIO NpOrpamMmMbl YCTaHOBKM

COOTBETCTBYHOLLEro ypoBHA 3allNLLEHHOCTH.
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3. MOPAAOK OBHOBJIEHUA OC

B uensax obecnevenus coorsetctBmsas OC TpeboBaHuamM 6e30nacHOCTU MHpopMaLmn B
4YacTu YCTpaHeHUs HeaeKkrapupoBaHHbIX BO3MOXHOCTeN 1 ysa3sumocten OC ocyLlecTBnsieTca ee
TeXHU4YecKasi nogaepxka, npeaycMmaTpusatowas Belnyck odepeaHoro (NnaHoBOro) U onepaTtmMBHONO
(BHEO4YepeaHoro) o6HOBNEHUN.

Mopsgok Beinycka n goseaeHms obHosneHnn OC oo notpebutenen yCTaHOBMEH:

- ANA UHPOPMAaLMOHHBIX (aBTOMaTU3NPOBAHHBLIX) CUCTEM, HAXOOSALMXCS B KOMMNETEHL MU

OCTIK Poccun, B HacTosILLEM LOKYMEHTE;

- AN UHPOPMALMOHHLIX (aBTOMATU3NPOBAHHBLIX) CUCTEM, HAXOOSALUMNXCS B KOMMNETEHLMN

MwuHucTepcTBa 060poHbl Poccuinckon degepaunn, B AokymeHTe «PernameHT opranHm-

3auumn paboT No ycTpaHEeHUIO0 YySA3BMMOCTEN N BbIMyCKy OOHOBNEHU 6€e30MacHOCTU...»,

yTBEPXOAEHHOM HavanbHMKoM 8 YnpaeneHus eHepanbHoro wraba BoopykeHHbix Cun

Poccuinckon ®egepauum n cornacoBaHHbIM C 3aKasblBalOWMMKM U OOBOMbCTBYOLLMMN

opraHamu BoeHHoro ynpasrneHus'!) (manee no Tekcty — PernameHr).

MHpopmupoBaHue notpebutenen 06 okoHYaHUM NPon3BOACTBa M (UNK) NoAAEepP>KKN bes-
onacHocTn OC ocyLllecTBNAeTCcs C UCMOMb30BaHNEM KOHTaKTHOW MHopMaumm, ykaszaHHOM B
3aKMIOYEHHbIX PaHee JNIMLEH3NOHHbIX JOroBopax (4ONOSTHEHUSX K NMIMLEH3MOHHbBIM AOroBOpam) u
nyTemMm pasmeLleHns COOTBETCTBYIOLLEN NH(POPMaLIMN Ha calnTe U3roToBUTENS.

NHdpopmuposaHme PCTIK Poccun — opmumanbHbIM NOMTOBLIM COOOLLEHNEM HE NO3aHee

4YeM 3a OOWH rog, A0 OKOHYaHWSA NPOu3BOACTBa U (Unn) noaaepxkn 6esonacHocTn OC.
3.1. OuepegHoe (NnnaHoBoe) OOHOBIEHMNE

OuepenHoe obHoOBRNEeHME NpeacTaBnsaeT cobon 3aBoackmne ak3emnnsapbl OC, N3roToBneH-
Hble B COOTBETCTBMU C KOHCTPYKTOPCKOM (NPOrpamMMHON) U TEXHOMNOMMYECKON SJOKYMEHTaumen,
OENCTBYIOLLEN HA MOMEHT WU3rOTOBMEHUS!, C BHECEHHbIMU B HEE MOPSALKOM, YCTaHOBIEHHbIM
MOCT 2.503-2013, nnaHOBbIMA U3MEHEHUAMMN.

OuepenHoe 0GHOBMEHME peLlaeT CreayoLLMii KOMMMEKC 3aaay:

yCTpaHeHne KpUutn4eCknx n HeKpuTn4eCKnx yﬂ3BI/1MOCTeIZ;

obecneyeHne ycoBepLUEHCTBOBAHUS (MOAEPHU3ALMMN) KOHCTPYKLUUK;

nogaep)kka CoBpeMeHHOro 06opyaoBaHus;

peann3auna HOBbIX (byHKLI,I/IOHaJ'IbeIX BO3MOXHOCTEW;

obecneyeHne COOTBETCTBUSA akTyarnbHbIM TpeboBaHuAM 6e30nacHOCTM MHpopMaLumu;

noBbILLEeHNe yaobcTBa NCNonb3oBaHUs, ynpasneHus komnoHeHtamu OC u apyrue.
OyepenHoe 06HOBMEHME NPELOCTaABNSETCS NONb30BaTENAM NPU 3aKMYEHNUN COOTBET-

cTBYyowero JIMmueH3MoHHOro ooroesopa mnm aononHeHna K umeremMycd nMueH3NoOHHOMY 0roBopy,

1) Hactosimit OOKYMEHT COAEepPXXUT OCHOBHbIE NonoxeHns PernameHTa.
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a Takke B COOTBETCTBMM C MOMNOXEHUAMUN «JTMLEH3MOHHOIO cornalleHnss ¢ KOHEYHbIM NOoJIb30-
BaTenem no MCNonb30BaHUIO ONepaLmoOHHON CUCTEMBI CneumanbHOro HasHadyeHusa «Astra Linux
Special Edition».

MHdopmaums o Bbinycke ovepenHoro obHoneHna OC pasmelyaeTca Ha opuumansHOM
canTe astralinux.ru, a Takke OOBOAUTCA A0 NMUEH3MaToB (NoTpebutenen) ¢ UCNosbL3oBa-
HWEM KOHTaKTHOM MHOPMaLUK, YKa3daHHON B 3aKMOYEHHbIX paHee NULEH3MOHHbIX 4OroBopax
(BONONHEHUAX K NMULEH3NOHHBIM JOroBOpamMm).

B uenax nogaoepxaHus MHPOPMaLMOHHBIX (aBTOMATM3NPOBaHHbLIX) cucTem B 6e3onacHoOM
cocTosaHun, obecneyeHns nx paboTocnocobHOCTM COBMECTHO C COBpEMeHHbIM 06opyaoBaHMEM
N yBENMYEHUs CpoKa JKCchnyaTaumm, peKoMeHayeTcs Ha NOCTOSIHHOM OCHOBE MNaHMpoBaTb U

OpraHM3oBbIBaTb NPOBEAEHME MEPONPUATUIA NO NPUMEHEHUIO ovepeaHoro obHoeneHus OC.
3.2. OnepaTtuBHOe (BHeo4yepeaHoe) oGHOBNEHUEe

OnepatmBHoe OBGHOBREHWE pellaeT 3agadvyy onepaTMBHOIO YCTPaHEHUS KPUTUYECKUX
ySI3BUMOCTE 1 YA3BMMOCTEN BbICOKOTO YpoBHs onacHoctn'!) B aksemnnapax OC, HaxoAsLmMXcs B
aKcnnyaTaumm, u npeacTtaensaeT cobown GronneteHb 6e30NacHOCTM, KOTOPLIN MOXET ObiTb 4OCTYNEH
B BMAeE:

1) MHCTPYKUMIA N METOOMYECKUX YKa3aHWUI MO HACTPOMKE M OCOBEHHOCTAM 3KCnnyaTaumm

OC, cogepalumx CBeAEHMS1 O KOMMNEHCUPYIOLLMX Mepax Unmn orpaHnyYeHnsix no npumMeHe-

Huto OC npwu akcnnyaTauumu;

2) oTAenbHbIX NPOrpaMMHbIX KOMMOHEHTOB 13 coctaBa OC, B KOTOpble BHECEHbI U3Me-

HEHWUA C LeNnblo YCTPaHEHNS YS3BUMOCTEN, MHCTPYKLUMA NO UX YCTAaHOBKE U HAaCTPOWKe,

a Takke MHopmaumm, cogepxallen cBegeHnss 0 KOHTPOSbHbBIX CyMMax Bcex ¢hannos

onepaTtMBHOrO OH6HOBIEHUS;

3) obHoBneHmn 6e3onacHOCTX, NPEACTaBnsALWMNX cobon dann ¢ COBOKYMHOCTLIO NpPo-

rPaMMHbIX KOMMOHEHTOB n3 coctaBa OC, B KOTOpble BHECEHbI U3MEHEHUS C LIENbH

YyCTPaHEeHUs yA3BUMOCTEN, a Takke NHOopMaLMK, CoAepKaLlen CBeAeHNSI O KOHTPOSbHbIX

cymmax Bcex hannos o6HOBNEHNN 6e30MacCHOCTM, yKa3aHNs NO YCTaHOBKE, HAaCTPOMKE U

ocobeHHocTsam akcnnyaTtaumm OC ¢ ycTaHOBNEHHbIMU OOHOBIEHMSIMN BE30NACHOCTW.

O6HoBneHnsa 6e3onacHOCTM NpeacTaBnAlT cobor oTAenNbHbIE NPOrpaMMHbIE JOKYMEHTHI,
He nNpeaycMmaTpuBaloLMe BHECEHUSI UBMEHEHWUI B KOMMNIEKT AOKYMEHTauum odepeaHoro o6HoB-
NEeHNs, XapakTeEPUCTUKN KOTOPOro NoaTBepXAeHbl CepTUPUKATOM COOTBETCTBUSA TpeboBaHMSAM
©6e3onacHocTu nHdopmauumn. Takmm obpasom, cepTudukaT COOTBETCTBUSA o4epenHOro o6HOB-
nenna OC, nocTaBnsieMoro noTpedbuTensiM B KOMMNIIEKTHOCTU B COOTBETCTBUN C (POpMYNApom,

ABndeTcd ):lGIZCTByI-OLLl,I/IM BHE 3aBNCMMOCTHU OT BblilMyCKa ornepaTtnBHOro obHoBNEHMA.

) B cootBetcTBMM ¢ TOCT P 56545-2015.


astralinux.ru
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OnepaTtuBHOE OBHOBIEHNE coaepPXUT HdopMauuto 06 YCTPaHEHHbIX YA3BUMOCTSX U
npegocTaBnseTcs nosib3oBarensamMm Ha 6e3Bo3Me3HON OCHOBE.

JInueHsmnatbl (NnoTpedbutenun) onoseLadTCa O BbIMyCKE Y BO3MOXHOCTU MOfyyYeHust 0b-
HOBMEHUS C MCMOMb30BaHMEM KOHTAKTHOM MHbOpMaLuK, ykazaHHOM B NIMLEH3NOHHBIX LOroBopax
N OOMONHEHUSX K HAM, MyTEM pa3MeLLEHNSA COOTBETCTBYOLEN MHOpMaUnn Ha opuLmanbHOM
canTe n Yepes NNYHbIN KabuHeT.

OnepaTuBHOE OOHOBMNEHME HE ABNSIETCS CaAMOCTOATESIbHLIM MPOrpaMMHbIM U3AeSNTUEM.
CepuiiHoe Npon3BOACTBO U NOCTaBKa (B TOM YMCIe Ha MaTepuarnbHbIX HOCUTENSAX) OnepaTMBHOIO
OOHOBIEHMS HE NPEOYCMOTPEHDI.

[loBegeHue onepaTtMBHOro 0OHOBIIEHMST 40 NoTpebuTenen ocyuecTBAsSeTCs:

- ONS MHPOPMALMOHHbBIX (aBTOMaTU3MPOBAHHbIX) CUCTEM, HAXOASALMXCS B KOMMETEH-

umm ®CTIK Poccun, — narotosutenem OC nytem pacnpocTpaHEHNsA NO CETAM CBA3WN.

MCTOYHMKOM nony4eHusi onepaTtuBHOro 06HOBMEHNUS, MOAMNNCAHHOIO YCUIEHHOW KBanu-

dOUUNPOBAHHON 3MEKTPOHHOM NOAMNCLI0 U3rOTOBUTENS, ABNAeTCA odonLmanbHbin CanT

N3roToBUTENS;

- AN UHPOPMALMOHHLIX (aBTOMaTU3NPOBAHHBLIX) CUCTEM, HAXOOSALUMXCS B KOMMNETEHLMN

MwuHucTtepcTtBa obopoHbl Poccuiickon depepaunn, — narotosutenem OC nytem pac-

NPOCTPaHEHNs No ceTsaM CBA3N. ICTOYHMKOM NOSTlydeHusi onepaTtMBHOrO OOHOBMEHUS,

NoAMNNCAHHOIO YCUSIEHHOM KBannuuupoBaHHOW 3M1EKTPOHHOM MOAMNUCHIO N3roToBUTE-

n4, aenserca omunanbHbi canT narotosutens. OnepaTtuBHoe 06HOBNEHME Takke MO-

XeT BbITb pa3MeLLeHo B UHTepaKTUBHOW cucteme (BUTpMHe) MmnHuctepctesa o60poHbI

Poccuinckon ®egepaunn, AOCTyN K KOTOPOW NPEeAOCTaBsSeTCs opraHn3aumnsam, BKoyas

npeanpusaTMst 060POHHO-NMPOMBILLIIEHHOIO KOMIMIEKCA, OCYLLECTBIISAIOLWMM BbIMOMHEHNE

OMbITHO-KOHCTPYKTOPCKNX U UHbIX paboT B nHTepecax MunHucrepctea o60poHbl Poccuin-

ckon depepauum.

KoHTposnb LenocTHOCTM 06HOBMEHNN 6E30NaCcHOCTU B COCTaBe MHPOPMAaLMOHHbIX (aBTo-
MaTU3NPOBAHHbIX) CUCTEM NOTPEOMTENEN OCYLLECTBNAETCA CNeayrLWMM NOPAaKOM:

- [0 YCTaHOBKM OGHOBMNEHMSA — NPOBEAEHNEM NPOBEPKN SMEKTPOHHOM nognucu obHoBne-

HUS;

- nocne ycTaHOBKW OOHOBMNEHNST — NPOBEAEHNEM ANHAMNYECKOTO KOHTPONS LIEeNTOCTHOCTH

¢rannoB C NCNONb30BaHMEM 3SIEKTPOHHOM LM POBON NOAMNUCK U PErNIAaMEHTHOIO KOHTPOSS

LeSTOCTHOCTU C UCMONb30BaHNEM DYHKLMM XILLMPOBAHNSA 1 aBTOMATUYECKON CBEPKM MNO-

Ny4YEHHOro 3Ha4YeHUs1 C 3TaNOHHbIM, YKa3aHHbIM B crieumanbHOM haine ¢ KOHTPOSbHbIMU

CyMMamu, BXoAsLLEM B cocTaB OOGHOBMEHNN 6E30NacHOCTW.

Mopsgok NpUMEHeHUs onepaTtMBHOrO O6HOBNEHUS B COCTaBE aTTECTOBAHHbLIX MO Tpebo-

BaHMsIM 6e30onacHOCTH I/IHd)OpMaU,I/IVI I/IHCbOpMaU,I/IOHHbIX (aBTOMaTVI3I/IpOBaHHbIX) cuctem ycra-
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HaBnuBaeTcs B npegenax csoux nonHomoumn ®CTIK Poccum nnn MuHmnctepctBoMm 060pOHbI

Poccuiickon denepauum.
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4. ONUCAHUE 3AO0AYU

OcHoBHas 3agaya, pewaemas OC B npouecce cBoero yHKLUNOHMPOBaHUS, — obecne-
YyeHue nHTepdenca ana goctyna MO K yCTponCTBaM BbIMUCINTENBHOM CUCTEMbI NOCPEACTBOM
ynpaBreHns YCTPONCTBaMM U BblYUCAUTENbHBIMU NpoLeccamm n 3deKTUBHOIO pacnpeaeneHns
BbIYUCITUTENBHbIX PECYPCOB MEXAY BbIYUCIIUTENBHBIMU NPOLIECCaMM B COOTBETCTBUM C TpebOBaHK-
MU PYKOBOASALLMX JOKYMEHTOB N0 06ecneveHmto 3amTbl MHGPOPMaumMm orpaHMYeHHOro AocTyna,

B TOM YuCIe cogepxallen cBeeHUs, COCTaBnsaoLmne rocygapCTBEHHYO TanHy.
4.1. Knaccbl pewaembix 3aaad

[nsa peweHnss ocHOBHOM 3agayn pyHKumMoHupoBaHna OC oHa OEKOMMO3MpyeTcsa Ha
crnegyowme Knaccbl 3agaud:

- 3arpy3ka nporpamm B Ol 1 ynpaBneHne nx BbINOMHEHNEM;

- obecneyeHne MHOro3aga4vyHoro pexmma yHKLMOHMPOBaHUSA (OAHOBPEMEHHOMO BbIMOS-

HEeHUsi MHOXeCTBa NMpoLecCcoB);

- pacnpefeneHne pecypcoB BbIYMCINTENbHOW CUCTEMbI MEXAyY npoLeccamu;

- ynpasneHue pacnpegeneHnem Ol mexay npoueccamu 1 opraHM3auuns BUpPTyasribHOM

namaTu;

- obecneyeHne gocTyna K AaHHbIM Ha 3HeproHezaBncuUMbIX HocuTenax (HXMU, ontuye-

CKne ONCKM W Mnp.), OpraHn3oBaHHbIM B Buae Hekotopon OC;

- BbIMOSIHEHME MO 3anpocy NPorpaMm HU3KOYPOBHEBLIX onepalmi (BBOA-BbIBOA AAHHbIX,

BblAeneHne n ocsoboxaeHne namaTu, 3anyck U 3aBepLUeHne NporpaMm 1 T. 4.);

- npegocTaBrieHne CTaH4apTM30BaHHOIO AOCTyNa nNporpamMm K nepudepuHbiM yCcTpou-

cTBaM (ycTponcTBam BBOAA-BbIBOAA);

- nogaepxka CTEKOB CETEBbIX NPOTOKOMOB;

- obecneyeHne MHOrononb30BaTENbCKOro pexnma paboTbl;

- obecneyeHne nonb3oBaTenbckoro MHTepdeica B cootsetcteun ¢ 4.1.1}

- naeHTUdUKaums n ayteHTudukauus B cootsetcteum c4.1.2]

- opraHu3aumsi eguHoro npocTpaHcTea nonb3osatenen (EMM) B cootseTcTBuM ¢ [4.1.3}

- AUCKPeLMOHHOe ynpaBneHue goctynomM B cootsetcTBum ¢ 4.1.4}

- MaHAaTHoe ynpaeneHue goctynom B cooteetcTBum ¢ [4.1.5]

- opraHu3aumsi HadexHbIX BbIYMCNEHWIA (M3onsLUmMs npoueccoB) B cooTBeTcTBUM ¢ [4.1.6}

- obecneyeHve B3aMMOLENCTBUSI Mexay npoueccamu B cootBeTcTBUM ¢ [4.1.6}

- perucTtpauus cobbiTuin 6esonacHocTu (npotokonupoBaHue) B cootsetcTBun ¢ 4.1.7}

- 04MCTKa OnepaTVBHON W BHeLLHeW namsiTu B cootBeTcTBuK ¢ [4.1.8]

- KOHTpOnb LenocTHocTu B cootBeTcTBUM c[4.1.9;

- orpaHuyeHune nporpaMmmHoi cpeabl B cootsetcTBum ¢ [4.1.10;
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- duneTpaumsa cetesoro notoka B cootsetcteuu ¢ 4.1.11}
- obecne4veHne paboTbl B cpeae BUpTyanmsaumm (M3onsumst BUPTYyarnbHbIX MaLUWUH, pas-
rpaHuyeHne oCTyna BUPTyarbHbIX MaLUWH K pecypcam U T.A.) B cootBetcTBum c[4.1.12;
- co3faHve u nposepka 3MM B cootBeTcTBUM C[4.1.13]
- MapKkupoBka AokymeHToB B cootBeTcTBUM Cc [4.1.14]
- obecneyeHne paboTbl B OTKA30yCTONUYMBOM pexume B cootBeTcTBUM ¢ [4.1.15]
- obecneyeHne HaaeXHOro PyHKLIMOHUPOBaHUS B cooTBeTCTBUM C [4.1.16]
- obecneyeHue goctyna k B[] B cootBeTCTBUMM C TpeboBaHUAMU AN pasrpaHUYeHns
AocTyna K nHdopMaumm orpaHM4YeHHOro JOCTyna, B TOM Y1Cne coaepKallen ceegeHuns,
COCTaBMAOLLINE rOCY4APCTBEHHYIO TanHy, COrnacHo
- obecneyeHne goctyna K nHopmaLmm Yepes cepBep rmnepTekcToBon ob6paboTkn gaH-
HbIX B COOTBETCTBMM C TpeboBaHUAMM ANA pasrpaHUYeHnsa Aoctyna K uHdpopmaumm
OrpaHMYeHHOro AocTyna, B TOM YuCne CoaepXallen ceeaeHnsi, CocTaBnstoLmne rocygap-
CTBeHHyto TaiiHy, cornacHo 4.1.18}
- obecneyeHne obmeHa coobLLEHNAMM INEKTPOHHON NOYTLI B COOTBETCTBUN C TpeboBaHu-
AMU 4N pasrpaHMyeHnst 4ocTyna K MHpopmaumm orpaHUYeHHOro 4oCTyna, B TOM Yucne
copepxallen cBefeHnsl, COCTaBnsoLLMe rocyaapCcTBeHHyI0 TanHy, cornacHo 4.1.19
Mpn mogenupoBaHun n onucaHun ynpasneHna goctynom B OC Ha ocHoe OCT P
59453.1-2021 ncnonb3yroTca cnegyowime TePpMUHLI:
1) cybbekT goctyna — akTMBHbIN KOMNOHEHT OC (Hanpumep, Npouecc, 3anyLeHHbIA OT
MMEHW YYETHON 3anncy Nonb3oBaTenst), 4OCTYNbl KOTOPOro perfaMeHTUPYTCA NoNUTUKa-
MW ynpaBneHns 4OCTYNoM;
2) cywHocTb (06bekT goctyna) — naccmBHbIM koMnoHeHT OC, [OCTyn K KOTOPOMY perna-
MEHTUPYETCA NONUTUKaAMK yrpaBneHus 4OCTYNOM, NPU 3TOM UCMNONb3YHTCA cregyoLwime
BUAbI CyLHOCTeN (06bEeKTOB AoCTyna):
- CYWHOCTb-06beKT (00bEeKT) — naccuBHbI KomnoHeHT OC (Hanpumep, dann, ceTe-
BOe coeguHeHune (dann-cokeT), ycTponcTBo (hpann-ycTponcTeo), dann-obpas BUpTy-
anbHOM MaLUWHbI NN KOHTENHEpPa, Kak cpeacTsa M3onauumn nporpamMHoOn cpeabl),
AOCTYN K KOTOPOMY perfiameHTMpyeTcs NonmMTMKkamm ynpasneHms 4OCTYNOM, K YacTam
KOTOPOro No OTAeNbHOCTU ynpasreHne AOCTYNOM He OCYLLEeCTBRSETCS;
- CYLLHOCTb-KOHTENHEpP (KOHTEWHEP) — NACCUBHbIM COCTaBHOM KOMMNOHEHT OC (Hanpwu-
Mep, Kartanor, TOM), AOCTYN K KOTOPOMY pernameHTUpyeTcsa NonMTUKamm ynpasreHns
AOCTYMOM, COCTOSALUNM U3 CYLLHOCTEN-OOBEKTOB USIN CYLLIHOCTEN-KOHTENHEPOB, K

KOTOPbIM MO OTAENTIbHOCTU BO3MOXXHO OCYyLLUECTBI1IEeHMNEe yrnpaBlieHUA OOCTYMNOM;
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4.1.1. Obecne4yeHune NONbL30BaTENIbCKOro MHTepcenca

PewweHne 3agaum obecneyeHns rpadpmyeckoro nonb3oBaTeNbCKoro MHTepdenca OCHOBaHO
Ha ucnonb3oBaHum X Window System, KoTopas MeeT apXUTEKTYPY «KMUEHT-cepBep». X-cepeep
OoTBeYaeT 3a B3anMOAEeNCTBMe C AUCnneem n yctpomcrtesamun BeBogda. KnneHTtbl coeanHATC ¢
X-cepBepom nokasnbHO (C Ucnonb3oBaHNMeEM cokeToB) unu yaaneHHo (TCP/IP).

[ns npegoTBpalleHnsa peanusaumm yrpo3 HapyLleHUs KOHpaeHUMansHOCTU 1 LLernocT-
HOCTU MHOopMaLMn B 00xo4 MaHAATHOro yrnpaeBneHus 4OCTYNOM, B T.4Y. C UCMOMb30BaHNEM
MEXaHN3MOB «KOMUPOBaHUS-BCTABKN» U «nNepeTackmBaHus» (copy-paste n drag-and-drop), ons
nepeHoca nHgopMauum U3 CeKpeTHOro AokymeHTa (OKHa) B HECEKPETHbIN B rpadduyecKkon cu-
ctreme OC peanusoBaH NoAxon Ha OCHOBE MOSTHOrO pasfaeneHnsi B COOTBETCTBMM C MaHAATHbBIM
KOHTEKCTOM (codeTaHueM ypoBHS W kateropui). NogobHbIn noaxon 03HavYaeT, YTo OIS Kaxgoro
MaHOaTHOro KOHTEKCTa 3anyckaeTcsi COOCTBEHHbIN X-CepBeEP U, COOTBETCTBEHHO, rpadnyeckumi
ceaHc. [Mpwu rpadmyeckomM Bxoge B CUCTEMY NOSb30BaATENO NpeanaraeTcs B cneyyansHOM gna-
nore BbIOpaTb MaHAATHbLIA KOHTEKCT U3 AOCTYMNHbIX MOMb30BaTENO YPOBHEN U/UIN KaTEropumn.
Hanee rpaduyeckasn ceccusa ByaeT BbINOMHATLCA B BblIOpaHHOM MaH4aTHOM KoHTekcTe. OgHo-
BPEMEHHO NoNnb3oBaTenem MOXeT ObITb BbIMOSIHEHO HECKOIMbKO BXOAOB C pa3HbIMU MaHA4aTHbIMU
KOoHTekcTamu. Ceccun n3onupoBaHsbl, U nepegada MHopmauum Mexagy HUMM HEBO3MOXHA.

padmyeckas nogcmnctema OC no3BonsieT BHyTPU rpadpnyeckon ceccumn, BbiNOSIHAEMON B
onpeaeneHHoM MaHa4aTHOM KOHTEKCTe, 3anyckaTb MPUoXeHUs ¢ ApYrMM MaHO4aTHbIM KOHTEKCTOM.
Mpu aTOoM ONs npefoTBpaLLeHUs peanuaauum yrpo3 HapyLeHnsa KOHUaeHUMansHoCT! U UenocT-
HOCTWN MHOpMaUuK B 06xo4 MaHO4ATHOro yrnpasneHus 4OCTYNOM UCMONb3yeTcs cneunanbHbin
mMoayrnb-paclumpeHme X-cepepa — XPARSEC. B mogyne ucnonbayercs Habop «nepexsBaTynkoB»
(«hooks»), npenocTaBnsieMbii BCTPOEHHbIM paclumpeHmem X-cepBepa — XACE. [pu nonyyeHun
3anpocoB OT KrueHTa «rnepexsaTymkm» XACE nepegatoT yrnpasreHne 1 napameTpbl B XPARSEC,
KOTOPbIN aHanNn3npyeT apryMeHTbl 3anpoCcoB U B COOTBETCTBUM C YCTAHOBIIEHHbIMU MpaBunamMmm
pasrpaHu4yeHnsa JocTyna paspellaeT unu 3anpeLlaeT BbinosiHeHne 3anpocos knveHta. B OC
MaHAaTHbIW KOHTEKCT CHMTBLIBAETCS MPU KaX4oM 3anpoce KInueHTa.

[ns obecnevyeHnss BO3MOXHOCTM paboTbl NPUBUNENMPOBAHHOIO KNMeHTa (MeHeakepa
OKOH), KOTOPOMY HEOOXOAMMO BbIMOSTHATL HEKOTOPbLIE 3anpockl K X-cepBepy HEe3aBUCMMO OT MaH-
AAaTHOro KOHTEKCTa CBoen MeTkn 6esonacHoCcTu, B cneumansHom danne (/etc/X11/trusted)
pasmMeLlaeTca Hopmauma ¢ yKazaHMeM MOnHoro nyTu 3anycka. [Npu nokansHoOM coeanHeHumn
X-cepBep nonyyaet PID (ngeHTudmkatop npouecca) kKnueHTa, onpegensieT nyTb 3anycka u npm-
BUNernn knueHTta. MeHegxep OKOH MOXET nosiydatb MeTKM 6e30nacHOCTM OKOH U Ha OCHOBE
peanusoBaHHoro B OC creyunanbHOro paclumpeHums X-npoTokosa BbIMNONHATb NPUBMIErnpoBaHHbIe

onepauuu.
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B coctae rpadumueckon nogcuctemol OC BxoauT pabouunn cton nonb3oarens Fly, nHre-
rPUPOBaHHbLIN C BHEAPEHHbIMU B X-CepBep MexaHnamamm 3amTbl MHopMaLumm n obecneymsato-

LA OTODpaxeHue:

MaHOaTHOrNo KOHTeKCTa cecCumn Ha naHesnun 3aga-,

YPOBHSI KOH(OUAEHLUMNANBHOCTU KaXKa0ro OKHa;

YPOBHHA KOH(bWJ,eHLI,I/IaJ'IbHOCTI/I BO BCEX MPUITOXEHUAX pa6oqero cTona,

3anycka npuiioxeHma ¢ padHbiIM MaHOaTHbIMU KOHTEKCTaAaMU;

YPOBHS1 JOBEPEHHOCTWN OKHA A1 NTOKanbHbIX U YAANEHHbIX NPUNOXEHU (B yaaneHHOM
pexnme OyayT LBETHasi paMka, COOTBETCTBYIOLAs MeTKke 6e30MacHOCTU, N NyHKTUPHAas).
Ipadpmyeckasn nogcuctema OC rotoBa Kk paboTte ¢ cobnogeHeM MmaHgaTHOro ynpasneHus

AOCTYNOM HenocpeacTBeHHO nocrne yctaHoBku OC 6e3 npoBeaeHNst AONOMHUTENbHbLIX HACTPOEK.

4.1.2. UpeHTndmkauma m ayteHTudukaumsa

PelwweHuve 3agaun noeHtudukauum n ayteHtudmkaumm nonsb3osarenen B OC ocHoBbIBa-
eTcs Ha ucnonb3oBaHnn mexaHmama PAM, koTopbin npeactasnsetr cobor Habop pasgensembix
onbnuotek (Mogynen), C NOMOLLbI KOTOPbLIX aAMUHUCTPATOP MOXET OpraHM3oBaTb npouenypy
ayTeHTUMKaLumm (NoATBEPXKAEHME NOASIMHHOCTIN) Nonb3oBaTenen NpuKnagHbIMM NporpaMmmMamMu.
Kaxgbin Mogynb peanuadyet COGCTBEHHbIN MexaHM3M ayTeHTudukaummn. Mamexss Habop n nopsa-
OOK CriegoBaHus Mogynemn, MOXXHO NOCTPOUTL CLeHapui ayTeHTudukauumn. NMogobHelin noaxon
NO3BOSISET N3MEHATbL Npoueaypy ayTeHTudukaunmm 6e3 naMeHeHns MCXogHOro Koga U noBTop-
Horo komnunmpoBaHna PAM. CueHapun ayTeHTUUKaLUM ONUCLIBAKOTCA B KOHAUIYPaLMOHHbIX
dannax.

Ecnun OC He HacTpoeHa gns pabotsl B ElMM, To ayTeHTUDMKaLMA OCyLLEeCTBASIETCA C NOMO-
Wwto nokaneHon Bl none3osartenen. Mpn ncnonesosanun ENMM ayteHTUMKaumna nonb3oBaTenen
OCYLLECTBNSAETCH LeHTpanu3oBaHHO no npotokony Kerberos.

B OC peanusoBaHa BO3MOXHOCTb XpaHEHUs1 ayTEHTUUKALMOHHON MHGOPMALMK NONb30-
BaTenen, nofyy4yeHHOM C ucnonb3oBaHnem xaw-pyHkumm no [OCT P 34.11-2012
(FTOCT P 34.11-94).

4.1.3. OpraHmsauusa egUHOro NpPoCcTpaHCcTBa NoNb3oBaTenen

PeweHwne 3agauun oprannsaumu ElMMN (cosgaHne npomeHa) obecneynsaert:

CKBO3HYI0 ayTeHTUUKaLUIO B CETH;

LieHTpanu3aumio XxpaHeHns nHdopmaummn ob okpyXeHun nons3oBaTenen;

LieHTpanu3aumio XpaHeHNsl HaCTPOEK CUCTEMbI 3aLLUTbl MHPOPMAaLMN Ha CEPBEPE;
- MHTEerpaumio B JOMeH 3almieHHbIX cepepoB CYB/[, 3neKkTpOHHOWM NoYThI, FTMNepTek-

CTOBOWM 0OpaboTKM AaHHbIX U NevaTu;
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- LEeHTpanu3oBaHHY HACTPOWMKY NpaBun permctpaumm cobbiTuin 6e3onacHOCTN B pamMKax

OOMeHa;

- LleHTpann3oBaHHbIA y4EeT NOAKNIOYAEMbIX YCTPONCTB.

CeteBasa ayTeHTUdMKALMS U LEHTpanu3aumsa XpaHeHuss MHopMaunumn o6 OKpY>XEHUK
nonb3oBaTensa nogpasyMeBaeT NCMOSb30BaHME OBYX OCHOBHbLIX MEXAaHU3MOB: NOAAEPKKN KPOCC-
nnatOpMEHHbIX CeEpBEPHbIX MPUNOXeHUn ana obecneveHns 6esonacHoctn NSS n PAM.

[ns peanusaunn yaaneHHonm ayteHTudmkaumm ncnonbdyetcs cnyxba katanoros LDAP
B KQYEeCTBE UCTOYHMKA AaHHbIX Ansi 6a30BbiX CUCTEMHBIX CIY>KO Ha ocHoBe MexaHn3moB NSS un
PAM. B pesynbraTe Bcsa cnyxebHas nHdopmaums nonb3oBaTenen CeTu MOXeT pacnonararbCs
Ha BblAENeHHOM CepBepe B pacnpeneneHHon reteporeHHon ceteBon cpeae. [lobasneHne HOBbIX
CeTeBbIX NOSb30BaTeNen B 3TOM Criydae Nnpou3BogMTCA LEeHTPanmM3oBaHHO Ha cepBepe CryXobl
katanoroB. CeTeBble Crny0bl, NOAAEPKNBAIOLLNE BO3MOXHOCTb ayTEHTMdUKALUN NONb3oBaTENEN,
MOryT BMECTO JTOKasnbHbIX YY4ETHbIX 3anncen ncnonb3oBaTtb katanor LDAP. AOMUHUCTpaTop MOXET
LEeHTpann3oBaHHO yNpaBnaTh KOHUrypaumen cetu, BKNoYas pasrpaHmyeHne 4ocTyna K ceTeBbIM
cnyx6am.

bnarogaps npegoctasnenunto nHdpopmaunmn LDAP B nepapxmyeckon gpesosuaHon oopme
pasrpaHudeHue gocTyna B pamkax cryx6bl katanoros LDAP MoxeT 6bITb OCHOBaHO Ha BBeOEHUN
AoMeHoB. B kayecTBe gJoMeHa B JaHHOM cryvae ByaeT BbICTynaTb nogaepeso cnyxbbl katanoros
LDAP. Cnyx6a katanoros LDAP no3sonseT pasrpaHmynBaTb JOCTYN NONb30BaTeNemn K pasHbiM
nogaepeBbsAM Kartanora, Xxotd no ymonyaxHmio B OC peanuayetcs cxema ogHOro AoMeHa.

CkBO3Has goBepeHHasi ayTeHTUdukaumsa peanuayetcsa TexHonornen Kerberos.

LieHTpanuaauma xpaHeHus nHpopmMaumm 06 OKpy>XeHUn nonb3oBaTenen nogpasymena-
€T TakkKe W LeHTpanM3oBaHHOE XpaHeHue AOMalLHMX KaTanoroB nonb3oBartenen. [na aTtoro
ncrone3yetcs ceteas 3awmuieHHas OC CIFS.

B cpege OC nonb3oBaTtento NocTaBrieH B COOTBETCTBUE psif aTpubyToOB, XapakTepusyto-
LWMx ero MaHgaTtHole npaea. KoHuenuusa ENMN nogpasymeBaeT XxpaHeHne CMCTEMHOW MHGopMauum
0 nonb3oBartene (Bk4yast 4OCTYMNHblIE MaHAATHbIE YPOBHU U KaTEropun) LEHTpanm3oBaHHo. B
AaHHOM cryvae Bcs MHopMaLumsa XxpaHuTtes B cnyxbe katanoros LDAP.

MHpopmauusa o MaHaaTHbIX aTpubyTax nonb3oBaTenen XpaHUTcs fokanbHO B COOTBET-
CTBYIOLLNX KOH(UIypaLMOoHHbIX dhannax. [Npu nameHeHun KoHpurypaumm cuctemMol 4515 UICNOSb30-
BaHMA B CETEBOM KOHTEKCTE MaHAaTHbIE NpaBa Nonb30oBaTenen OOMKHbI NEPEMECTUTLCS BCre 3a
OKpY>XeHMeM nosnb3oBaTtens (MaeHTUgUKaTopbl Nonb3oBaTenen, rpynn, AomMallHue KaTtanoru u np.)
B cny0y katanoros LDAP. [locTyn K MaHAaTHbLIM aTpubyTam nonb3oBaTenen ocyLecTBAseTcs
C UCnonb30BaHMEM NMPOrpamMMHOro nHTepderica nogcuctemsl 6esonacHoctn PARSEC. [JaHHbIN
NHTepdENC NO3BOMSAET NOSMYYUTb U3 COOTBETCTBYHOLLEro KOHUrypaunoHHoOro garnna nHpop-

Maumo 06 NCTOYHMKE AaHHbIX Ans maHaaTHbix C3U cuctemel. Mo YMOJTHaHNIKO UCMNOJIb3YHOTCA
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nokanbHble TekcToBble dannbl. [pu pabote OC B CETEBOM KOHTEKCTE B Ka4eCTBE MCTOYHUKA
AaHHbIX BbICTynaeT cnyxba katanoros LDAP. [NepekrntoyeHne KOHTEKCTa Npon3sBoguTcsa nytem
npaBKM COOTBETCTBYIOLLIErO KOH(pMrypaumoHHoro danna.

Ona ynpaesnenus ENMM B OC Bknto4veHbl cnyx6bl ALD n FreelPA, koTopbie oTnn4yatoT-
CH YPOBHSIMM pa3BepTbiBaHMA U MacwTabmupoBaHus. OHu 6asmpytotca Ha TexHonorusx LDAP,
Kerberos n Samba, npegocraensaioT rpaduyeckme nHTepgencsl ynpasneHnss 1 agMMHUCTPUpPOBa-
HUSA U aBTOMATU3MPOBAHHYO HACTPOWNKY BCeX Heobxoanmbix harnnoB KOHGUrypaumm BXogsaimx B

HUX cnyx6.

4.1.4. InckpeumoHHoe ynpaBrieHue AoCTYNnom

PeleHne 3agayn OUCKPELMOHHOIO yrnpasneHus JOCTYNOM OCHOBAHO Ha peanu3auun B
OC cooTBETCTBYIOLLEIO MEXaHM3Ma.

B OC mexaHu3m gMCKpeLMOHHOro ynpasneHnsa OoCTyrnom obecnevmBaeT nNpoBEpPKy AnC-
KpeumnoHHbix MNP, dopmupyembix B Buge 6asosbix MNP onepaunoHHbIX cuctem cemenctaa Linux
1 NpeacTaBrieHHbIX B BUAEe naeHTugukaTtopoB cyobekToB (MaeHTudmukarop nons3osarens (UID) n
naeHtudpukartop rpynnel (GID)), umetowmnx JOCTYN K CYLLHOCTAM (Y4TEeHMe, 3anncb, UCMNOSNTHEHME).
Kpome Toro, ans doopmmnpoBanus guckpeumoHHbix MNP B OC ncnonb3yrTcs CAUCKU KOHTPONs
poctyna (ACL) n MexaHn3M CUCTEMHbIX NPUBUMErMIA ONepaunmoHHbIX CUCTEM ceMencTBa Linux.

B coctaB OC BXxogAT 3awmiLeHHble koMnnekebl nporpamm: CYB[, aneKTpoHHOM NoYThI U
rMNepTeKkcToBon 06paboTkM AaHHbIX.

B 3awwmieHHbIX KOMnnekcax nporpamMmm 3reKTPOHHOW NOYTbl U FTMNepTEeKCTOBOM 06paboTku
AaHHbIX 3almLL@aeMbIMK CYLLHOCTAMU aBNaTes cywHoctn ®C. Takum obpasom, AUCKpeLoHHoe

ynpaslnieHne AoOCTYynoM K HUM obecneunBaeTcsa Takke, Kak n K NPOYNM CYLLUIHOCTAM dC.

4.1.5. MaHgaTHoe ynpaBrieHMe AO0CTYNOM U MaHAaTHbLIW KOHTPOSb LeNIOCTHOCTHU

PelweHne 3agay maHgatHoro ynpasneHus 4OCTYNOM U MaHOATHOrO KOHTPOSS LIENOCTHO-
ctn B OC BbINOMHAETCA COOTBETCTBYOLLMMN MEXaHU3MaMW.

MaHgaTHoe ynpasrneHue AOCTYNoM U MaHAaTHbIM KOHTponb uenoctHocTn (MKL) peanu-

3oBaHbl B sgpe OC n 3aTparvealoT crnegyoLlmne noacmcTeMbl:

mMexaHusmsbl IPC;

ctek TCP/IP (IPv4, IPv6);

®C ext2/ext3/extd/XFS;

ceteBble PC CIFS, OCFS2, Ceph;
@C proc, tmpfs.

MaHgaTHOEe ynpaBneHne gocTyrnom obecneumBaet 3alwunTy OT yrpos ©esonacHoCTu, CBsI-

3aHHbIX C BO3MOXXHOCTbIO npegHamMepeHHbIX Ui OLWNBOYHbIX 4ENCTBUIM NOMb3oBaTenemn no ns-
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MEHEHMI0 NpaB AO0CTynNa K CYLWHOCTAM, BnagenbLammn KOTopbiX SBAAIOTCA NONb30BaTeNn, YTo He
3anpeLljaeTcs MeTOLOM ANCKPELVOHHOIo ynpaBneHnsa gocTyna.

[ns peanusauyum maHgaTHOrO yrnpasneHus 4OCTYNOM UCMOMb3YHTCS KnacCuguKaLlnoH-
Hble METKM A0CTYNa, Ha3Ha4YyaeMble AN KaKOoro cyobekTa v CyLHOCTU, — CryxebHble aTpubyThl,
npeacraensaowme cobom KOMOMHaALMIO nepapXUYECKNX ypoBHEN KOHOMAEHLUMANBHOCTU (CTENEHEN
CEKPETHOCTMN) U HEMEPAPXUYECKNX KaTeropun KoHpunaeHumanbHocTn. CyLHOCTSAM Takke MoryT
ObITb MPUCBOEHbI AOMNOMHUTENbHbIE aTPUBYThI AN MaHAATHOrO ynpaBreHus 4OCTYMNOM.

MaHngaTtHoe ynpaBneHne JOCTynoM MO3BOSISeT MUHUMU3NPOBATb UM UCKMKOYUTL BO3-
MOXHOCTb peanusauun MHPOPMaLMOHHO-TEXHNYECKNX BO3OENCTBUA B pe3ynbrate NnonyyvyeHus
HeCaHKLMOHNPOBAHHOMO JOCTyNa K 06bekTam 3aLmTbl pa3nnyHbIX YPOBHEN KOHMAEHUNANbHO-
CTW.

MKL| obecneunBaeT 3amTy NPOLECCOB BbICOKOrO YPOBHS LIENOCTHOCTU (CUCTEMHBIX U
NPVBUNErMPOBAHHbLIX) OT HECAHKLMOHMPOBAHHOMO AOCTYNa U yNpaBrneHusl, YTO NO3BOSSIET UCKIIO-
YUTb BO3MOXHOCTW MOBbILLEHUS MPUBMMErNIA MNONb30BaTENEN 1 YNpaBreHnss TakuMmn npoLeccamm B
crny4ae Mcnornb30BaHUA AedeKkToB/ya3BMMOCTEN B NPOrpaMMHOM obecnevyeHnn MHpopMaLMoHHON
CUCTEMBI.

Ona peanusaunm MKL cybbektam (npoueccam, B T.4. 3anyLeHHbIM OT UMEHW Nofb30Ba-
Tens) u cywHocTsaMm (pannam, katanoram, coketam v T.M.) NPMCBaMBaOTCS YPOBHU LENTOCTHOCTU
(meTkun uenoctHocTn). CyLLHOCTAM Takke MOoryT ObiTb MPUCBOEHbI AOMNOSTHUTENbHbIE aTPUOYThI
ans MKLL.

MpuHATUE pelleHns o 3anpeTe unu paspeleHnn goctyna cybbekTa K CyLHOCTU NPUHN-
MaeTcsa Ha OCHOBE Tuna onepauum (4TeHne/3anmcb/MCcnonHeHne), MeTkn 6esonacHocTn cybbekTa
(knaccudmKauMOHHOM METKM U METKM LeNOCTHOCTU) U METKM 6e30MacHOCTM CyLHOCTU (Knac-
CUMPUNKALNOHHOM METKN U METKM LeNTOCTHOCTM), a Takke Ha OCHOBE MPUCBOEHHbLIX CYLLHOCTMH
AONOMHUTENbHbLIX aTPUBYTOB A1 MaHAATHOro ynpasneHus goctynom un ans MKL,.

Peanunsaunsa maHgaTHOro ynpaeneHust 4OCTYNOM U MaHOATHOro KOHTPOMSA LEenoCTHOCTU
B OC onuncaHa B gokymeHte PYCB.10015-01 97 01-1 «OnepaumoHHasa cnctema cneymanbHOro
HasHayeHus «Astra Linux Special Edition». Pykosogcteo no KC3. Yactb 1»

Cucrtema Linux-npusunernin OC, npeaHasHayeHHasa ans nepegayvn otaenbHbIM Nosib30Ba-
Tenam npaB BbIMNOMIHEHNSA ONpeaerieHHbIX adMUHUCTPaTUBHbIX AencTBun, pacumpeHa PARSEC-
npusunernsaMmn. [laHHole npuBmunernn otHocAatcsa Kk cucteme PARSEC u o6ecneumBatot paboty ¢
MEeXaHW3MOM MaHAATHOro ynpasrneHue AOCTYMNOM.

PARSEC-npuBunernn HacnegyroTca npoueccaMmm oT CBOUX «poguteneny». NMpouecchl,
3anyLleHHble OT MMEHU Cynepnonb3oBaTens, HE3aBMCMMO OT HamNMYNUS Y HUX NPUBUMETMIA, UMEIOT
BO3MOXXHOCTb OCYLLECTBNATL BCE NEPEYNCIIEHHbIE NPUBUIErMPOBaHHbIE AeNcTBUSA. MNepeyeHb n
onucaHne PARSEC-npusunerun npueegeHsl 8 PYCB.10015-01 97 01-1.
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B kavecTtBe ocHoBHOM ceTeBon PC ncnonbsyetca CIFS, koTopas sBnsieTca paclumpeHmem
SMB u nogaepxumBaet atpndytel @C UNIX n nmeet orpaHnyeHHyo noaaepXky paclumpeHHbIX
atpmbyToB. [JaHHass ®C wWnpoko pacnpocTpaHeHa 1 paboTaeT B reTeporeHHbIX ceTsx (nogaepu-
BaeTcs mHorummn OC), a Takke nogaepxmBaeT ayteHTudumkauuio cpegctsamm PAM n Kerberos.

Bsanmopencteme npu nomoLum ceteBoro npotokosna IPv4 (IPv6) ocylwiecTenseTcs Yepes
NporpamMMHbIN MHTEPENC CYLLLHOCTEN OOCTYNa, ABNSAIOLMNXCA dNeMeHTaMn MEXMNPOLIECCHOro
N CETEBOro B3aMMOLENCTBUSA (Hanpumep, CETEBbLIX COKETOB), KOTopble obecnevnBaoT obmeH
AaHHBIMW MeXay npoueccamun B pamkax ogHon unn Heckonbknx OC, 06beguHEHHbIX B NTOKanNbHY0
BbIYUCIIUTENBHYIO CETb.

[ns nogaepXkn MaHOATHOrO ypaBfeHust AOCTYNOM B CETeBble MNakeTbl MpoToKona
IPv4 (IPv6) BHeapstoTCcs KrnaccudukaunmoHHble MeTKU. [opsigok NpUcBoeHnsa knaccudukaum-
OHHbIX METOK M MX popmaT COOTBETCTBYET HauuoHanbHomy ctaHgapty TOCT P 58256-2018.
[Mprem ceTeBbIX NakeToB nogynHsaeTca MaHaatHbiM MNP, CnegyeTr oTMeTUTb, YTO MeTKa cokeTa
MOXET MMETb TUIM, NO3BONSAIOLMNI CO3AaBaTb CETEBbIE CEPBUCHI, NPUHUMAIOLLIME COEANHEHNS C
no6bIMN YPOBHSAMU CEKPETHOCTH.

Mpn HeobxogmmocTn ons obecneveHns LEenoCTHOCTM 3aronoBka IP-naketoB, cogepxalle-
ro KnaccuuKaunoHHyo MeTKy, AonyckaeTcs npuMeHeHne nporpammHoro cpegcresa OpenVPN.
OnuncaHune ucnonb3oBaHus OpenVPN npuseageHo B gokymeHTe PYCB.10015-01 95 01-1 «One-
pauMoHHas cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBoactso
agMuHucTpartopa. Yactb 1».

OTcyTCTBME METKM Ha CYLLIHOCTW OOCTYNa 9KBUBANIEHTHO HyNeBon meTke 6e30nacHOCTU.
Taknm obpasom, aapo OC, B KOTOPON BCE CYLLUHOCTU N CYyObEKTbl JOCTyNna UMEKT YypOBEHb
CEKPETHOCTU «HECEKPETHO», PYHKLMOHNPYET aHaNorm4yHo CTaHgapTHOMY SApy onepaumoHHON
cuctemMbl cemencTaa Linux.

[nsa psga ceteBbix cepsucoB (cepBepa LDAP, DNS, Kerberos u 1. 4.) Heobxoanmo obec-
NeYnTb BO3MOXHOCTb UX paboTbl C KNWEHTaMN, UMEKLINUMU pasHbI MaHOATHbIN KOHTEKCT 6e3-
onacHocTu, 6e3 BHECEHNSA N3MEHEHNI B UCXOOHbIE TEKCTbI CEpPBMICA.

OGecnevyeHne maHaaTHOrO ynpaBneHns JOCTYNOM B 3aLUMLLEHHBLIX KOMMASIEKcax nporpaMmm
rMNepTekCToBOM 06paboTKM AAHHbBIX U 3NEKTPOHHOW NOYTbl peanmM3oBaHO Ha OCHOBE NPorpamm-
Horo nHTepdenca 6udbnunortek nogcnucremol 6esonacHocTn PARSEC. Ha cepBepax kKoMnnekcoB
nporpamMm rmnepTekcToBor 06paboTKn AaHHbBIX U ANEKTPOHHOM NOYThI NpM 06paboTke 3anpocos
Ha coeanHeHne BbINOMHAETCS NoyyYeHne MaH4aTHOrO KOHTEKCTa COeAMHEHNs, YHacneaoBaHHOMo
oT cybbekTa (npouecca). CokeT cepBepa, OXnaarLlwmnn BXogsaLwmx 3anpocoB Ha coeguHeEHNe,
paboTaeT B KOHTEKCTE npouecca, UMeLero NpuBmUNernio 4nsa npyuema CoeanHeHnin ¢ niobsimm

YPOBHSIMU CEKPETHOCTM.
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[Mocne yCcTaHOBKN COEANHEHNS N YCMELUHOrO NPOXOXAEHMS NpoLeaypbl naeHTudmkaumm
N ayTeHTUdUKauumn nonb3osaTtens npouecc cepsepa, obpabaTbiBatoWwnin 3anpockl Nosib3oBaTens,
nepeknyaeTca B KOHTEKCT 6e30nacHOCTK nonb3oBarens, copacbiBaeT npueunernm, obpadarbia-
€T 3anpochbl NOMb30BaTeNs N 3aBepLLAETCS.

B komnnekce nporpamm runepTekcToBon 06paboTkm AaHHbLIX NONb30BaTerb MonyyaeT
AOCTYnM K pecypcam, asnaowmmcs cyHoctamu ®C. Komnnekc nporpamMmm 9reKTPOHHOM NOoYThl
ncnonb3yeT TexHosnorno maildir, obecnevnBaroLyto XpaHEHNE NOYTOBbLIX COOOLLEHUN B BUAE
oTaenbHbIX cywHocTten ®C. Co3gaBaemble dansibl NOYTOBLIX COOOLLEHNN MapPKUPYHOTCA METKaMK
6e3onacHOCTW, yHacnegoBaHHbIMKU OT Npouecca-co3aartens. Takum obpasom, B 060mx Komnnekcax
nNporpamMM pecypcbl, K KOTOPbIM OCYLLEeCTBNSAETCS AOCTYN OT MMEHU CepBepHbIX NPOLIECCOB,
obpabaTbiBatoLLMX 3anpockl Norb3oBaTtenen, asnaTca cywHoctamm OC. CnegosaTenbHO, AOCTYN
K 3almaemblM pecypcam npu npmeme n obpaboTke 3anpocoB MNonb3oBaTenen B npolecce
YHKLUMOHNPOBaHUS CEPBEPOB KOMMMEKCOB NPOrpaMmm rmnepTekcToBoM 06paboTkn AaHHbLIX U

AMEKTPOHHOM NOYThLI NogYMHAETCS MaHaaTHbIM [P,

4.1.6. U3onauma npoueccoB

PelweHne 3agaumn nsonauum npoLeccoB 0CHOBaHO Ha apxutektype sapa OC.

Appo OC obecnevnBaeT s Kaxaoro npouecca B cucteMe cob6CTBEHHOE N30NMPOBAHHOE
agpecHoe NPOCTPaHCTBO. [JaHHbIN MeXaHU3M MU30MAUMM OCHOBaAH Ha CTPAHUYHOM MeXaHu3me
3alWmMTbl NAaMSATH, @ TaKkKe MeXaHn3Me TpaHCnsauun BUPTyanbHOro agpeca B omandecknin, nogaep-
XnBaembln Moaynem ynpasneHus namatbto. OgHM 1 Te XXe BUpTyanbHble agpeca (C KOTopbiMn
n pabotaeT npoueccop) npeobpasyroTcs B pasHble pusndeckne ans pasHbiX agpecHbIX Npo-
cTpaHcTB. lNpouecc He MOXET HeCaHKLMOHMPOBaHHLIM 0Opa3oM NoNyYnTb AOCTYN K MPOCTPaHCTBY
Apyroro npouecca, T. K. HenpuBUNErNMPOBaHHbIM MONb30BaTENLCKUIA MPOLECC NULIEH BO3MOXHOCTM
paboTaTb C M3MYECKOM NAMATLIO HANPSAMYHO.

MexaHunam pasgensieMon NnamsaTu sBMSeTCs CaHKLMOHMPOBaHHbIM CNOCOBOM Nony4nTb
HEeCKOSbKUM npoLieccamM AOCTYN K OOHOMY M TOMY e y4acTKy NamsaTv U HAaXOO4UTCSA NOA4 KOHTPOMeMm
OVCKPELMOHHbIX 1 MaHaaTHbIX [MPL.

AJgpecHoe NpPoCTPaHCTBO A4pa 3alMLEHO OT NPSIMOro BO3AENCTBUSA NOMNb30BaTENbCKNX
NpoLEeCcCoB C UCMNOMb30BaHNEM MeXaHU3Ma CTPaHUYHOM 3almTbl. CTpaHuLbl NPOCTPaHCTBa a4pa
ABNAOTCSA MPUBUNENMPOBAHHBIMU, N AOCTYM K HUM U3 HENPUBUNENMPOBAHHOIO KOA4A Bbl3blBaeT
NCKNIOYEHME npoLleccopa, KoTopoe obpabaTtbiBaeTcst KOPPEKTHbIM 0bpasom sagpom OC. EgnH-
CTBEHHbIM CaHKLUMOHMPOBaHHbIM cnocobom goctyna k sapy OC u3 nonb3oBaTenbCKOM NporpamMmmbl
SABNSETCA MEXaHMU3M CUCTEMHbIX BbI30BOB, KOTOPLIA rapaHTUpyeT BO3MOXHOCTb BbIMNOSIHEHUSA
nonb3oBaTenem TOMNbKO CaHKLMOHMPOBAHHbLIX AENCTBUN.

Takke B OC peanv3oBaH MexaHM3M KOHTEMHEpM3aunn, obecnevmBatoLnmn peXmnm n3ons-

LMK NMPOLLECCOB Ha YPOBHE OMepaLvoHHON CUCTEMBI, onncaHne kotoporo npusegeHo BE4.1.12]
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4.1.7. Peructpaumna cobbiTun 6e3onacHocTun

Pelwenne 3agayn pernctpauunmn cobbitnin 6esonacHoctn B OC peann3oBaHO Ha OCHOBE
pacLUMPEeHHON NOACUCTEMbI NMPOTOKONMPOBAHUS, OCYLLECTBISOLWEN perncTpauntio cobbiTum B
OBOWYHbIE (hbansibl C UCMonb30BaHNEM cepBuca auditd.

B 6ubnunotekax nogcmuctembl 6esonacHoctn PARSEC peannsoBaH nporpaMmHbIN MHTEP-
denc onst NPOTOKONUPOBAHNA COBLITUIA C UCMONBb30BaHMEM PaCLUMPEHHOW NOACUCTEMbI MPOTOKO-
nupoBaHus. [laHHbIN NPOrpaMMHbIN MHTEPdENC NPUMEHEH AN pernctpauumn codbitnn B CYB[
PostgreSQL.

4.1.8. Ounctka onepaTMBHON M BHELLHEN NaMATH

PeweHne 3agaqm ounctkm Ol ocHoBaHO Ha apxutekType aapa OC, KoTopoe rapaHTUpyerT,
YTO OObIYHbLIA HENPUBUMNEINMPOBAHHbLINA NPOLECC He MONMYYMT AaHHbIE YY>KOro npolecca, ecnm 310
SIBHO He paspelueHo MPL. 3To o3HavaerT, YTo cpeacTBa B3auMoOENCTBUS MeXay npoueccamm
KOHTponupytotcs ¢ nomolubto MNP, 1 npouecc He MOXET NOMyYnUTb HEOUULLIEHHYIO NaMATb (Kak
onepaTtuBHYH, Tak U OUCKOBYHO).

PelieHve 3agaym o4NCTKM NAMATU Ha BHELLHUX HOCUTENSX OCHOBAHO Ha peanusauuu
MexaHu3ma, KOTOpbI oumaeT Hencnonbdyemble 6nokn ®C HenocpeacTBEHHO NPU UX 0CBOBOX-
AeHun. PaboTta Ha3BaHHOro MexaHu3ama CHUXaeT CKOPOCTb BbINOSIHEHUS onepauui yaaneHus
N yceveHns pasamepa danna. MexaHnsm siBnsieTcs HacTpaMBaeMbiM M NO3BONSET obecneunTb
paboty ®C OC (ext2/ext3/ext4/xfs) B ogHOM 13 cnegyowmx pexmmoB:

- OaHHble NobbIX yaansembix/ype3aemblix dannoB B npeaenax 3agaHHon ®C npegsapu-

TeNbHO OYULLIAKOTCS MaCKMpYoLLIEN NOCNeaoBaTENbHOCTbLIO;

- gaHHble ®C ocBoboxaatoTcs 00bl4HLIM 06pa3om (6e3 NnpeaBapuTENbHOrO MackMpoBa-

HKS).

Pexxum pabotbl C MoxeT 6biTh BbiOpaH agmuHuctpatopom OC n 3agaH B Buae napa-
mMeTpa MoHTUpoBaHus OC.

Kpome Toro, B OC peanum3oBaH MexaHW3M BKITHOYEHUS OYMCTKM aKTMBHbIX pa3nerioB

CTpaHn4yHOro obmeHa.

4.1.9. KoHTpoOsb LenocTHOCTHU

[nsa pelweHns 3agay KOHTPOs LenocTHOCTU ucnonb3yetca bubnuoteka 1ibgost, B KOTO-
poN ANS BbIYUCIIEHUSI KOHTPOSbHBIX CYMM peann3oBaHbl YHKLUUN XELLMPOBaHNS B COOTBETCTBUN
c NOCT P 34.11-94, TOCT P 34.11-2012 ¢ anuHon xew-koga 256 6ut n NOCT P 34.11-2012 ¢
ANvHON Xeww-koaa 512 6uT. Mo ymonyaHmnio Mcnonb3yTes PYHKLUUN XeLUMPOBaHUS B COOTBETCTBUM
c NOCT P 34.11-2012. Ncnonb3oBaHue yHkuun B cootsetcTBumn ¢ FOCT P 34.11-94 coxpaHeHo

ana coBMeCTUMOCTMW.
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Bubnuoteka 1ibgost Ucnonb3yeTcs B cpeacTBax NOAcHETa KOHTPOMbHbBIX CyMM dhan-
NIOB M ONTUYECKUX OUCKOB, KOHTPOMSA COOTBETCTBUA OUCTPUBYTMBY N perfnaMeHTHOro KOHTpons
LIeNOCTHOCTN, MOAYNSIX ayTEeHTUdMKaUUK.

KoHTponb cooTBeTCcTBUS ANCTPUBYTMBY 0BecneynBaeTcs MeETOAOM noacyera KOHTPOSbHbIX
CYMM 1 X CPaBHEHUSA C 3TanOHHbIMU 3HAYEHUSIMMW.

KoHTponb uenoctHoctn OC, npuknagHoro MO 1 C3U obecnevnBaetcsa Habopom npo-
rPaMMHbIX CPEACTB, KOTOPbIA NPeaoCTaBAeT BO3MOXHOCTb NEPMOaNYECKOro (C MCMONb30BaHNEM
CUCTEMHOIO NMaHMPOBLUMKA 3a4aHUN cron) BbIYUCIIEHNSA KOHTPOSTbHbLIX CYMM hansioB U COOT-
BETCTBYIOLLUMX UM aTpUBYTOB C NOCMeAyOLWMM CPaBHEHNEM BbIYUCIEHHbBIX 3HAYEHWNI C 3TarOH-
HbIMW. B ykazaHHOM Habope nporpaMMHbIX CPEACTB peann3oBaHo MCNonb3oBaHne GUbNnoTeku
libgost 1 KOHTPOSb LIENTOCTHOCTM CBA3aHHbIX C dparnamm atpmbyToB pacluMpeHHOM noacucTe-
Mbl 6e3onacHocTn PARSEC (mMaHgaTHbIX aTpubyToB 1 atpubyToB pacLUMPEHHON NOACUCTEMbI

MPOTOKONMPOBaAHMS).

4.1.10. OrpaHuyeHne NporpaMMHoON cpeabl

4.1.10.1. 3amKHyTasa nporpamMMHas cpena

WHcTpymeHTbl n3 coctaa OC npegocTaBnsitoT BO3MOXHOCTb CO3[aBaTb 3aMKHYTYHO
nporpammHyto cpeay (3IMC). Micnonb3osaHne 3INC obecneumBaeT AMHAMUYECKUIA KOHTPOMb HEN3-
MEHHOCTU (LLeNOCTHOCTN) U NOANMHHOCTU hannoB 1 NpegHasHa4yeHo Af1s BbiSiBNEHUA (0akToB
HEeCaHKLNOHNPOBaAHHOIO U3MeHeHusa dannos dopmata ELF n gpyrux dannos (B T. 4. OTHOCALLMX-
cs k KC3) u npenoTtBpalleHns 3arpy3kn M3MeHeHHbIX doarnnoB popmaTta ELF 1 oTkpbiTusa gpyrmnx
N3MeHEHHbIX (hannos.

KOHTpOmb LIenoCTHOCTM peann3oBaH B HeBbIrpyxaemom mogyrne sapa OC digsig _verif
1 NPoM3BOAMTCS Ha ocHoBe nposepku ALIMNY | BHeapeHHoN B ncnonHaeMble daiinbl 1 pasaensie-
Mble 6nbnmotekn cpopmata ELF, Bxogawume B coctaB OC n yctaHaenueaemoro Cl1O, n B pacwu-
peHHble aTpnbyTbl hannoson cuctemsl. AL peanusosaHa B cootBetcTBumM ¢ FTOCT P 34.10-2012
(256 6uT) 1 TOCT P 34.10-2001 (256 6uT), ncnonb3oaHue MOCT P 34.10-2001 B OC coxpaHeHo
ANs COBMECTUMOCTW.

KOHTponb LenocTHOCTM ncnosnHaemblx annos n pasgensiembix 6ubnmorek popmata ELF
MOXET PYHKLMOHNPOBATL B O4HOM U3 CriefyoLmnX pexxmumMoB:

1) ncnonHsembiM harinam u pasgensembiM 6ubnuotekam ¢ HesepHon JLI, a Takke 6e3

OUI1 3arpy3ka Ha ucnonHeHne 3anpeLwaetcs (LUTaTHbIN PEXUM PYHKLUMOHNPOBAHUS);

) BnekTpoHHas LMdpoBas NoanMch — CTpoka 6UT, NonyyYeHHas B pesynbsraTe npouecca (opMUPOBaHMs NOANMUCH
(npumeHsieTcsa ans nognucu cpeacteammn OC mcnonHsieMblX dairoB ¢ UCrofib3oBaHMEM (OYHKLUUM XELUMPOBaHNS

Ha 6ase aCMMMETPUYHOIO KpUnTorpaduyeckoro anroputMa.
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2) ucnonHsembiM dannam n pasgensieMbiM 6ubnmnotekam ¢ HesepHon AUIM, a Takke 6e3

QU 3arpyska Ha UCNOMNHEHWE pa3peLuaeTcsd, Npy 3TOM BblgaeTcs coobuleHne o6 owmnbdke

nposepkn LM (pexxum ana nposepkn AUIM B CI10);

3) OUI npwm 3arpy3ske ncnonHsemMbix annos 1 pasgensembix 6ubnmotek He npoBepsieTcs

(oTnagoyHbIN pexum ans tectupoBaHus Cl10O).

KoHTponb uenoctHocTn dansnios Ha ocHoBe AL B paclumpeHHbIx aTpubyTax gannosomn
CUCTEMbI MOXET (PYHKLMOHMPOBATL B OAHOM U3 CEAYLNX PEXNUMOB:

1) 3anpewaeTcsa OTKpbITUE (hannoB, NOCTABIEHHbLIX HA KOHTPOSb, C HeBepHON AL nunun

6e3 OU[T;

2) OTKpbITME hansioB, NOCTABNEHHbIX Ha KOHTPOSb, ¢ HeBepHon JUIT unn 6e3 SLI

paspeluaeTcsd, Npu 3ToM BblgaeTcs cooblieHne 06 owmnbke nposepkun LI (pexxum ana

npoBepkn LM B pacwmpeHHbIx atpmbyTax ¢annoBon CUCTEMbI);

3) UMM npu oTkpbITUN hannoB He NPOBEPSIETCS.

4.1.10.2. CucteMHble OrpaHM4YeHUs1 U GITOKUPOBKMU

HononHutensHo B OC peanu3oBaHbl MEXaHM3MbI, MO3BOMSAIOLLNE yCTaHaBNNBaTb CUCTEM-
Hble orpaHnyeHns 1 GNOKMPOBKN AencTBUiA nonb3oBaTtens. OCHOBHbIMU MexaHn3MamMu GrOKUPOBKY

ABMAKOTCA:

3anpeT yCtaHOBKAU OuTa ncnonHeHus;

6J'IOKVIpOBKa KOHCONW AN nornb3oBaTernen;

GroKMpoBKa UHTEPNPETATOPOB;

OrokMpoBKa MakpoCoOB;

GrnoKMpPOBKa TPacCUpOBKK ptrace;

GnokupoBka knaeuw SysRq.
MonHbIM NepeyeHb orpaHnyMBatoLLnMX yHKUMA 6€30MacHOCTU U MX ONUCAHWE NPUBELEHDI
B PYCB.10015-01 97 01-1

4.1.11. dunbTpaumna ceTeBOro NOToka

B OC peanusoBaHa BO3MOXHOCTb (hunbTpaLmm CETEBbLIX NOTOKOB, MO3BONAOLLASN:

- OCYLLECTBNATb (hunbTpauunto BXOASALWNX N/MAN UCXOOAALLNX CETEBLIX NOTOKOB;

- OCYLLECTBMATb PUNbTPaLMIO CETEBbLIX MOTOKOB HAa OCHOBE aTpmbyToB 6e30macHOCTuU

cyObeKTOB JocTyna U MHpopmaumu;

- paspeluaTb/3anpeLLaTb CETEBON NOTOK HA OCHOBE YCTAHOBIEHHLIX MpaBun unsTpaunmn.

CeteBble coegnHeHust naeHTudmumnposaHbl B OC kak 06bekTbl AOCTyMNa, Ha KOTopble
pacrnpocTpaHaTCsa cnegyowme dyHKLMM 6e30nacHOCTU:

- ngeHTumnkauma n ayteHTumnkaums;

- ynpasreHne gOCTYrNoMm;

- peructpaumsi cobbiTun 6esonacHoCTy;
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N30MNALNS NPOLIECCOB;

orpaHmyeHune ﬂpOFpaMMHOVI cpenbl,

3alnta NnamMaTu;

KOHTPOIb UEJI0CTHOCTW.

4.1.12. O6ecne4vyeHue paboTbl B cpeae BUpTyanusauum

OC paspaboTtaHa C y4eTOM NPUMEHEHNSI BCTPOEHHbIX CPEACTB 3alUnThl B BUPTYarbHOM
MHPACTPYKTYype, BKIKOYaET B CBOW COCTaB s4pO0 C NOAOEPKKON TEXHOMormm BupTyanMsauum
N NpefocTaBnaeT BO3MOXHOCTb CO3[aHusS U 3alnThl cpeabl BUpTyanusauumn ¢ obecneveHnem
BbIMOMHEHNA creayrwmx dyHKUM 6e30nacHOCTY:

- JoBepeHHas 3arpyska BUpTyarbHbIX MaLUWH;

- KOHTPOSib L€NTOCTHOCTMU;

- peructpauusa cobbiTun 6e3onacHoCcTy;

- ynpaBsreHue OOCTYroMm;

- pe3epBHOE KOMUPOBAHWUE;

- ynpasneHve noTokamu nHopmauuu;

- 3almTa namsaTu;

- OorpaHuyeHue nporpamMmHoOn cpeasbl;

- MAEHTUMMKaUna 1 ayTeHTudunkaums nonb3oBartenem;

- LUeHTpanu3oBaHHOe yrnpasrieHve obpasamn BUPTYyarnbHbIX MalivH U BUPTYanbHbIMA

MaLUMHaMW.

Anpo OC nogaepxumsaet TexHonoruio KVM (Kernel-based Virtual Machine), obecne4ynsato-
LLYIO co3faHue 1 PyHKUNMOHMPOBaHWe BUPTYanbHom nHpacTpykTypbl. TexHonorua KVM Bkntovaet
B cebsa cneumanbHbii Moaynb agpa KVM un cpeactBo co3gaHus BUPTYyanbHOMO NporpaMmMHoO-
annapaTHoro okpyxeHus QEMU.

KVM ucnonb3yeT TeXHONOrno annapaTtHon BUpTyanusaumm, NoaaepXmsaemMyo npoLecco-
pamu ot Intel u AMD un nssectHyto nog Ha3saHusaMmu Intel-VT n AMD-V. Vcnonb3ys 3arpy>KeHHbIn
B namaTb moaynb sapa, KVM ¢ nomolubio apariBepa nonb30BaTeNbCKOro pexuma (KoTopbin
npeacTtasnaet cobon moandmumnpoBaHHbii agparieep oT QEMU) amynupyeT crnon annapatHoro
obecneyeHus!, B cpefe KOTOpPOro MOryT co3aBaTbCs M 3anyckaTbCs BUPTYarnbHble MaLUUHBbI.

B apxutekType KVM BupTyanbHas MallnHa BbINOMHSETCA Kak 00bl4HbIM npouecc OC, Ha
KOTOPLIN pacnpoCTpaHAETCS AENCTBNE MEP NO naeHTUdUKauumn n ayteHTudmkaumm cybbekToB n
00BbEKTOB 4OCTyNna B NOSTHOM 06beme BO3MOXXHOCTen dyHKumn 6esonacHoctn OC.

YnpasneHue cpefon BupTyanusaumm obecneynBaeTcs yTUnnTon virsh ¢ UCNonb30BaHu-
€M NporpaMmMHoOro nHTepdenca libvirt.

Libvirt — nporpammHoe ob6ecneyeHne cepBepa BUpTyanm3auum, KOTopoe obecnevmBaeT

cnocob ynpasneHnda supTyaribHbIMKU MallMHaMn 1 Opyrumn (byHKLl,I/IFIMVI BMPTYyannm3auunn, TakKumn
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KaK ynpaBneHne XpaHunmem u ceTeBbiM MHTEPENCOM, LOCTYN K KOTOPOMY TakKKe OrpaHu4mBa-
eTCs B COOTBETCTBUM C ycTaHoBneHHon B OC NONUTUKOWN pasrpaHUYeHns gocTyna.

YTunuta virsh npegHasHadyeHa gng ynpaBrneHus rocteBbiIMU CUCTEMaMN U TMNepPBU30-
poM, NCNosnb3yeT NporpaMmMHbIi MHTEpeNC cepeepa BUpTyanu3aumm Libvirt v CiyxuT ansrep-
HaTUBOWN rpadnyecKkoMy MeHeKepy BMPTYyarbHbIX MawnH. HenpusunernpoBaHHble Nonb3oBaTten
MOTYT BbIMOSHATL AOCTYN TOMNbKO B pexume 4yteHusi. C NOMOoLLb0 virsh MOXHO UCMOMHATL Cue-
Hapuu Ans BUPTYyanbHbIX MaLUWUH.

PasrpaHnyeHvne goctyna K runepsu3opy, cpeactBaM ynpasneHUs KOMMNoOHEHTaMn BUpP-
TyanbHOW UHAPACTPYKTYPbI (yTUnnTa virsh ¢ UCNofib3oBaHMEM MPOrpaMMHOro MHTepdgenca
libvirt), K BUPTYyasibHbIM MallMHaM, CIy>XeOHbIM AaHHbIM, NCMONb3yeMbIM A9 obecnevyeHuns
paboTbl BUPTYyanbHbIX pannoBbiX CUCTEM, K BUPTyaribHOMY annapaTtHOMYy obecneyeHuto, AB-
naWnMMca o6bEKTOM A0CTYNa, a Takke KOHTPOSb 3anycka BUPTyaribHbIX MALUWMH Ha OCHOBE
3agaHHbIX Npasun peanuayetcs cpegcrsamu OC ¢ UCMonb3oBaHNEM MEXaHU3MOB ANCKPELIMOHHON
N MaHOATHOW MOSIUTUKK ynpaBneHus 4OCTYnoM.

Mpu goctyne K BUpPTyarbHbIM MallMHaM pasnuyaeTcsa OCTYN K cepBepy BUpTyanusaumm
libvirt ons ynpaBneHus BUpTyanbHbIMWU MallMHaMu 1 4OCTYN NofNb3oBaTens HeENOCPeaCTBEHHO K
pabodemy cTony BUPTyarbHOM MaLUUHBI.

[ocTyn k cepBepy BUpTyanusaumm libvirt Ang ynpaeneHus BUPTYanbHbIMU MallMHaMM
N 0OCTYN HeNocpeacTBEeHHO K pabovyemy CTony BUPTyasribHOW MalUUHbI OCYLLIECTBIISETCA TONbKO
nocne NpoxoXxaeHus naeHTuuKaunum n aytTeHTudmkaumm nonb3osaTenen.

Mopaepkka OUCKPELMOHHOMo U MaHOaTHOro ynpasfeHus 4OCTYNOM K BUPTYyasibHbIM
MaluMHaM B cepBepe BupTyanusaumm peanunadyetca cpeactsamm OC ¢ nomouibio Apareepa
AoCTyna parsec, cneumanbHO pa3paboTaHHOro C MCMoNb30BaHMEM MPUKNAAHOMO NPOrpaMmMHOro
UHTepdenca gpaneepoB goctyna libvirt. [Nogaepxka poneBoro ynpasreHna OOCTYNOM K
cpeacTBam BUpTyanusaunm peanusyeTcsl Ha NPUMEHEeHUN Kak gpanBepa AocTyna parsec, Tak U
ApaviBepa goctyna polkit.

[na xpaHeHust KoHUrypaumm n napameTpoB BUPTYarnbHbIX MallUH UCMOMb3YTCA xml-
hannbl onucaHnsa KoHUrypauum BupTyasnbHblX MalvH. B danne koHdurypaumm sagaetcs coctan
annapaTHbIX CpeacTB, KOTopble HeoBXoAUMO AMYNUPOBaTb AN1S AaHHOW BUPTYanbHOW MalUUHbI, a
Takxe napameTpbl UICNOMb30BaHWS PeCypCoB cepBepa BUpPTyanusaumm (npoueccopa, onepaTtusHon
namMsaTy N gpyrnx uU3nyYeckmx yCTPONCTB).

Mpu co3gaHumn BUPTYanbHOW MaLLVHbI 3a4at0TCs KOH(PUrypaumMoHHbIe NapaMeTpbl U co3fa-
eTcsa pann-obpas 3arpy3o4HOro Ancka BUpTyanbHOM MawwuHbl. dopmat cdanna-obpasa 3aBucuT
OT BblIOpaHHOro cpeacTBa amynsauumn annapaTtHoro obecneyeHusi. B OC ncnonb3yloTcsa cpeacTtea
amynaummn annapaTtHoro obecneyvyeHnsa Ha ocHose QEMU. Kpome Toro, cyLiectByeT BO3MOXHOCTb

KOHBEPTUpPOBaAHUA q)OpMaTOB o6pa305 Apyrnx cpencrts aMynaunm annapaTtHoro obecneyeHus.
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Mpwn 3anycke BUpTyanbHOW MalUMHbI cepBep BUpTyanu3aumm libvirt nogrotaBnvBaeT
HeobXxoaAnMYHo Ans PYHKLUMOHUPOBaHUS BUPTYyanbHOW MalUMHbI MHOPACTPYKTYpY U oopmupyeT
COOTBETCTBYOLLMI HAabOp NapamMeTpoB 3anycka cpeacTsa aMynsauumn annapaTtHoro obecneyeHus
QEMU. MNocne nogrotoBUTENbHbLIX AENCTBUA NPOM3BOANTCS nopoxaeHus npouecca OC, B pamkax
KoToporo 6yaeT (byHKUMOHMPOBATL BUPTyanbHas MawwmHa. Kaxxgas 3anyckaemasi BUpTyanbHas
MalUMHa PYHKUMOHMPYET OT MMEHN YYETHOM 3anucu 3anycTuBLLEro ee nonb3oBaTtensd u ¢ ero
MaHAaTHbIMK aTpnbyTamm 6e30nacHOCTN.

[ns obecneveHns 6e30nacHOCTM (PYHKLUMOHMPOBAHWS BUPTYaribHbIX MallvH cepBep BUPTY-
anusaumm libvirt ucnonb3yeT KoHuenuuo apansepoB 6e3onacHocTu. [laHHasa KoHUenumsa npea-
cTaBndeT cobon creumanbHbIi NPOrpaMMHbIA MHTEPdENC ANnsa co3gaHusa Mogyrnen 6e3onacHocTy,
Mcrnonb3yeMblX A9 HACTPOMKU OKPYXKEHUSA U MHAPPACTPYKTYpPbl 3anycka v yHKLMOHUPOBaHUSA
BUPTYyaribHbIX MaLUWH B YCIOBUAX UX N30MSALUN U MAHOATHOMO yrnpaBrieHUss JOCTYMNOM.

BbinonHeHne TpeboBaHui No 3awmuTe Hpopmaumm npu QyHKLMOHMPOBAHUN BUPTYanb-
HbIX MaLUWH AOCTUraeTcsl COBMECTHbLIM UCMOMb30BaHMEM MOAYNSA OUCKPELMOHHOIO ynpaBneHus
AOCTynom dac v cneumanbHO pa3paboTaHHOro Moayns MaH4aTHOro U AUCKPEeLVOHHOro ynpasre-
HUSA OOCTYNOM parsec, B3aMmogencraytowlero ¢ nogcncrtemon 6esonacHoctn OC.

Mopaepxka OyHKLNMOHMPOBaAHNSA BUPTYarbHOW MaLLMHbI B peXnme 3anpeta Moandguka-
unm ee hannoB-o6pas3oB OCyLWEeCTBNAETCA cneynanbHbiMM cnocobamm 3anycka BUpTyasibHOM
MaLUWUHbI, peanu3oBaHHbiMM B OC, npu KOTOPbIX OCHOBHOW (hans-obpas 3amaeTcs oT 3anucu.
B 3aBncMMOCTM OT BbIGPAHHOIO pexnuma MCnonb3yeTcs co3gaHne ouanydeckom Konmm unn pas-
NNYHbIE BapuaHTbl CO34aHNA CHUMKOB dpann-obpasoB ¢ nocnefyrwmm ux yganeHmem nocne
3aBepLUeHnsa paboTbl BUPTYyanbHOW MaLUUHBbI.

YnpaBneHne JOCTYNOM BHYTPWU rOCTEBOW OMNepaLlnoOHHON CUCTEMbI peannayeTcs BCTPO-
€HHbIMW CpeAcTBaMu 3alunTbl MHOPMaLMM N3 cocTaBa onepaumoHHON CUCTEMbI UK cepTUdu-
LMPOBaHHbIMU HaNOXeHHbIMU CpeacTBaMn 3aLlmTbl MHGOpMaLUuK (B criydae UCnosib30BaHUs B
KayecTBe rocTeBOW OMnepaunoHHON CUCTEMbI HECEPTUAULMPOBAHHYIO No TpeboBaHuaM 6e3onac-
HOCTU MHpOPMaLUKN ONEPALMOHHYIO CUCTEMY).

OC obecneuvmBaeT hyHKLUMOHUPOBAHNE BUPTYarbHbIX MaLWH (BUPTYanbHON MHPaCTPyK-
Typbl) B YCNOBUSIX MaHAATHOMO U OUCKPELMOHHOMO yrnpasneHnst 4OCTYNOM Npu MEXNPOLECCHOM U
CeTeBOM B3aMMOOENCTBUN, BKIOYAsd B3aUMOOENCTBUE MeXAY BUPTyarbHbIMW MallMHaMu no cete-
BoMy npoTokony IPv4 (IPv6) B ycnoBnsax MaHaaTHOro ynpasneHus 4OCTYNOM U AOCTYN CyObEKTOB
K dpannam-obpasam u ak3emnnapam QYHKLNOHUPYOLLMX BUPTYarbHbIX MaLUWH.

YnpasneHne notokamn nHdopmaunm, B TOM Yncne npyu B3anMoaencTBnumn Mexay rocre-
BbIMM ONnepaunoHHbIMU CUCTEMAaMM, OCYLLECTBMNAETCA Ha OCHOBE KIlacCUUKaLNOHHbBIX METOK,

YCTaHOBIEHHbIX B COOTBETCTBUM C HauuoHanbHbIM ctaHgaptom FOCT P 58256-2018.
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OC cogepxuT nporpaMMHble CpeacTBa (CPeAcTBa KOHTEMHEPM3ALMK), peannayoLLne co-
3aaHne N PYHKLMOHNPOBaHME N30NMPOBaHHbIX MPOrpaMMHbIX Cpea, ¢ obecnevyeHnem BbINONTHEHMS
cnegyowmx yHKUMn 6e30nacHOCTH:

- M30NAUMS KOHTENHEPOB;

- BbISIBIIEHNE YS3BUMOCTEN B 0Opa3ax KOHTENHEPOB;

- nNpoBepKa KOPPEKTHOCTU KOHPUIypaLUN KOHTEMHEPOB;

- KOHTPOSb LeNOCTHOCTM KOHTENHEPOB M UX 0O6pa3oB.;

- peructpauusa cobbiTun 6e3onacHoCcTy;

- naeHTuuKaums n ayteHTudukaunsa nonb3oBaTenen.

CpeacTBa KOHTeHepu3aumm peanmayoT pyHKUMOHarbHble BO3MOXHOCTU MO CO34aHMI0
06pa3oB KOHTENHEPOB, POPMUPOBAHUIO CPEbI BbINOMHEHUSA KOHTEMHEPOB U 0becnevyeHns BbINon-
HEHWs1 NX NPOLLECCOB, 3anyCcKy KOHTENHepa 1 yrnpasneHne AaHHbIM KOHTENHEPOM.

B coctas OC BxoguT nporpammHoe obecnedeHme Docker ans aBTomatmsauum pasepTbl-

BaHUA N ynpasBneHna npunoxeHndamm B cpeagax c nop,p,emeon KOHTeVIHepM3aLlMM.

4.1.13. CepBUC 3NEKTPOHHOWN NOANUCHU

Komnnekc nporpamm mn3 coctasa OC npegoctaBnsieT cepBUC INEKTPOHHOW Noanucu
(C3IM), obecneymBatoLLmin MHTErPaALMIO C OMNOMHUTENBHO YCTaHaBNMBAEMbIMU CEPTUPULNPOBAH-
HbIMu ®CB Poccum cpeacteamm Kpuntorpaduyeckoi sawmTbl nHdpopmauun') (CK3W) B uensix
CO34aHuA U NMPOBEPKN YCUNEHHON KBaNnUOULMPOBAHHOW 31EKTPOHHOW MOAMUCK.

BHUMAHUE! C3I1 npegocraBnsieTcsa nporpaMmmamMmm, YHKLUMOHNPYOLLMMU B YCIIOBUAX
NONUTUKN pasrpaHuYeHuss OoCTyna, He gonyckawuwen ux npumeHeHne cosmectHo ¢ CK3U B
pexmme obpaboTkm CBEAEHWUIN, COCTABNSAIOLMNX rOCY4APCTBEHHYHO TalHYy.

BHUMAHMUE! Skcnnyataumna CK3U B coctaBe MHGOPMALMOHHbLIX CUCTEM AOSMKHA OCY-
LLIeCTBIATLCA B COOTBETCTBUM C Npasunamu nonb3oBaHus CK3W n ykasaHnamu, onpegeneHHbIMU
B hopmynaipe (Mnun UHbIX SKCMyaTauMoHHbIX AoOKyMeHTax) Ha CK3U.

C3I obecneunsaet cozgaHue n nposepky M2 aneKTPOHHbIX JOKYMEHTOB B COOTBET-

ctBum ¢ NOCT P 34.10-2012 cpeacteamu ceptudmumpoBaHHbix CK3N.

4.1.14. MapkupoBKa AOKYMEHTOB
PelweHve 3agaym MapkupoBKM OOKYMEHTOB MpU BbIBOAE Ha nevyaTtb OCHOBAHO Ha MUC-

nons3oBaHum B OC 3awmiieHHoro cepeepa nedatn CUPS, koTopbin o6ecnevmBaeT MapKMpoBKY

") He ponyckaeTcsi npUMeHeHne Ans 3aluThl MHPOpMaLIMK, coaepXalliei CBeAeHNs, COCTaBNSAIOLLME rOCYAapCTBEH-

HYIO TaiHy.
2) AnekTpoHHas noanuck (B cooteeTcTanm ¢ Ne 63-d3 ot 06.04.2011) — nHOpMaLMA B 3reKTPOHHON hopMe, KoTopas

npucoeguHeHa K opyrovi MHpopmaLum B anNeKTPOHHON hopme (nognucbiBaeMon MHpopmaLuum) unm nHeiM obpasom
CBsi3aHa C Takon MHdpopmaLumen n koTopast UCnonb3yeTcs AN onpeaeneHus nuua, NognucbiBatoLLero HopmaLmio

(ABNsETCA IOPUAMNYECKN 3HAYMMON).
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BbIBOAMMBIX Ha nevaTb JOKyMeHToB. MaHaaTHble aTpnbyTbl aBTOMaTUYECKM CBA3bIBAKOTCA C 3aja-
HMeM AN neyaTm Ha OCHOBE MaHAATHOIO KOHTEKCTa Mofy4YaemMoro ceteBoro coegmHeHus. BoiBoa
Ha neyaTb AOKYMEHTOB 6e3 MapKMpoBKM cybbekTamu JOCTyna, paboTalowmmMmm B HEHYNEBOM
MaHAAaTHOM KOHTEKCTE, HEBO3MOXKEH.

[Ona paspewenus cepepy CUPS obpabatbiBaTb 3agaHua nedatn, popMupyembie B
HEHyfeBOM MaHOAaTHOM KOHTEKCTe, HeobXoauMO OT MMEeHU aiIMUHUCTpAaTopa BbIMOSTHUTL onpeae-
NeHHble OeNCTBUSA, onpegenstoline BO3MOXHbIA MaHOAaTHbIA KOHTEKCT, B KOTOPOM MOryT dhopMu-
poBaTbCs 3a4aHusa Ansa nevyatyu Ha KOHKPETHOM NPUHTEpPeE.

MapkrMpoBKa JOKYMEHTOB OCYLLIECTBMSETCA Ha OCHOBE crnefyrowmx moamduumpyemMmblx
dannos WabnoHoB.:

- (pann wabnoHa, cogepxawmmn nHgopmarmo 06 aTpnbyTax MapKMpOBKM N UX NOSIOXKEHUN

Ha CTpaHuLe Npu nevatn JOKYMEHTa;

- dhann wabnoHa, cogepxalwmnin tHgopmMmauuio 06 atpnbytax mapknposkm obopoTa no-

crnegHero nuUcTa JOKYMEHTa N UX NMOMOXEHUN Ha CTpaHuue Npu nedyaTn NAatyu U MeHee

9K3EeMNSIAPOB AOKYMEHTA;

- dhann wabnoHa, cogepxawmn nHdopmaunto 06 atpmbytax MmapknpoBku obopoTa no-

crnegHero nucTa QOKYMEHTa M UX MOMOXEHUN Ha cTpaHuue npu nedatu Gonee natu

3K3EMIMIIAPOB AOKYMEHTA.

4.1.15. O6ecne4vyeHune paboTbl B OTKA30yCTONYUBOM peXume

dyHkumoHan OC nogaepXnBaeT co3gaHne KnacTepHon hannoBon cuctemMsl ¢ obecneve-
HMEM ee OTKa30yCTOMYMBOCTU (OTKaA30yCTOMYMBLIN KnacTep). [na co3gaHna oTKasoycTOMYMBOro
knactepa ucnonb3ytotca naketel Pacemaker, Corosync n Keepalived, a Takke Ceph ansa cosna-
HUSI OTKa30yCTONYMBOW pacrnpeneneHHon annosBon cuctemMol. B oTkasoycToM4ymMBoM Knactepe
N OTKa30yCTOMYMBOW pacrnpeneneHHon (hannoBon cUCTEME NPU BbIXOLE U3 CTPOS O4HOro U3
cepBepOB COXpaHSETCs AOCTYMNHOCTbL CEPBMCOB U MHGOpMaLUK.

Bonee nogpobHasa nHdopmaumsa npuseaeHa B gokymeHte PYCB.10015-01 95 01-1.

4.1.16. O6ecne4yeHne HapeXHoOro hyHKLMOHUPOBaHUSA

[nsa peweHnsa 3agaym obecneyeHns HagexHoro yHkunoHnposaHmsa B OC peann3oBaHbl
CpencTBa pe3epBHOrO KOMMPOBaHMS 1 BOCCTAHOBMNEHUA nocrie c6oeB 1 0TKa3oB 060pyaoBaHUS.

CpencTtBa obecnedeHnss HagexxHoro yHKUMOHNMPOBAHNA NPeaoCTaBnsaoT criegyowme
BO3MOXHOCTMU:

- aBTOMaTU4eCKOE BbINOSIHEHNE B NpoLecce nepesarpy3kun nocrne cbos nporpammbl Npo-

BEpPKN 1 BoccTaHoBneHnsa dC;

- pe3epBHOe konnpoBaHue n BocctaHoBneHne OC;

- pe3epBHOE KONupoBaHue n BoccTtaHoBnenne CYB[.
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Bonee nogpobHas nHgopmaumnsa npueegeHa B gokymeHtax PYCBE.10015-01 95 01-1 n
PYCB.10015-01 97 01-1.

4.1.17. ObecneyeHue poctyna Kk b

PelweHuve 3agayum obecneveHuns goctyna Kk b1 peanMs3oBaHoO ¢ UCNOSMb30BaHMEM 3alLu-
LeHHoro komnnekca nporpamm CYB[] Ha ocHoBe ob6bekTHO-penaunoHHon CYB[] PostgreSQL,
aopaboTaHHOM B COOTBETCTBMM C TpeboBaHuem nHterpaumm ¢ OC B 4acTu MaHgaTHOro ynpasne-
HUSA JOCTYMNOM K MHGbOpMaLMK 1 cofgepxawen peanusaumto [iM-mogenv ynpaBneHmst 4OCTYNOM U
MHGOPMaUMOHHBLIMK NoTokamn. [daHHaa Ol-moaens onucbiBaeT BCe acnekTbl AUCKPELMOHHOrO,
MaHAAaTHOro M PONeBOro ynpaeneHus 4oCTynom U MHpOpMaLMOHHBIMU NOTOKaAMM.

OC cosmecTHO ¢ CYB/[] npegocTtasnseTt cnegyowme yHKUMM 3aimTbl MHpopmMaummn:

ayont ©esonacHocTy;

poneBoe, ANCKPELIMOHHOE 1 MaHAATHOe yrpaBreHe JOCTYMNoM;

BOCCTaHOBIEHME NH(opMaLmn (pe3epBHOE KONMpOBaHUe);

onpegerneHve atpmbyToB nonb3oBaTenen;

- ayTeHTUdUKaumnsa cybbLeKToB AOCTyNa A0 paspeLueHns nboro 4encTBus, BbiNOMHAEMO-

ro npu nocpegHuyecTse PyHKLMIN 6€30MacHOCTN OT MMeHU Nboro nonb3oBartens;

- naeHTuuKaums nonb3oBaTtenen 4o paspeLleHns niboro 4encTens;

- CBsi3blBaHME «MOSb30BaTENb-CyObEKT», NpeaycMaTpusaroLee accounnposaHune atpmby-

TOoB Be3onacHOCTU nonb3oBaTens ¢ cybbektamy JOCTyna U ynpaeneHne n3aMeHeHnamu

aTpubyToB 6€30MacHOCTU NOnbL3oBaTENEen;

- ngeHTnumnkauma odbbLEKTOB AOCTyNa 4O pa3pelleHna noboro AencTens;

- KOHTponb goctyna (obpalyeHun) cpegcreamm MoHuTopa obpatieHnn ns coctasa OC,

npoBepKa NpaBOMOYHOCTN oBpaLLeHUiA Ha OCHOBE YCTAHOBIEHHbIX MOMUTUK MaHOAaTHOW,

ANCKPELIMOHHOM 1 pONeBON NONNTUKM yNpaBneHnsa JOCTYNoM;

- OrpaHuyeHue ceaHCcOB MOMb30BaTenNs.

4.1.17.1. NpeHtncpukaumsa n ayteHTUpmkaums

B xoge ayteHTMduKaumm ocyliectenaeTca nposepka cepsepom CYB/[ NOAnnMHHOCTU Knu-
eHTa 1 nocnegyoLwero onpegeneHns Hanuuusa ns KIMeHTCKOro NpunoXeHus (4na nonb3oBaTens,
KOTOPbIN 3anyCcKaeT KNMMEHTCKOe NpUoXeHne) npaesa Ha coegmHeHue ¢ bl oT MeHn ykazaHHOro
nonb3oBartens bll.

PostgreSQL npeanaraet HECKOMbKO pa3fiMyHbIX METOA0B ayTeHTudunkauun. Metog, uc-
nonb3yemblin 4Na ayTeHTUUKaumm KIMeHTCKOro CoeanHeEHNs, MOXeT ObiTb BblOpaH Ha OCHOBE
agpeca ys3na ceTtu knueHta, bl n nonb3oBarens.

MmeHa nonb3oBatenen CYB[ PostgreSQL nornyecku otaeneHbl OT UMEH Nonb3oBaTenemn
OC, B koTopowu 3anyuieH cepsep CYB[. MNMpu peanu3aunn TpeboBaHUIM MO 3aLMTE NHOPMaLNN

OT HECaHKUMOHNPOBAHHOIO AOCTYMa yCTaHOBI1EeHa HeobxoaMMOCTb obecnevyeHns COOTBETCTBUS



33
PYCBE.10015-01 31 01

nonb3oBatenen CYB[ y4deTHbim 3anucam B OC. lNpu HacTponke ayteHTudumkaumm B CYB[L
cnegyeTt UCNoNb30BaTb TOMLKO METOAbl ayTeHTUdMKALMM, B KOTOPbIX OCYLLECTBRsieTCA NogobHoe
cornocTaBneHue.

Mpwn nonbiTke coeanHeHnst ¢ cepeepoM CYB[] KNMeHTCKoe NpUnoXxeHne ykasbliBaeT Nosb-
3oeatenda CYB/[l PostgreSQL, oT MMeHN KOTOPOro OCyLLeCTBSIETCA noaknoveHne. B npegenax
okpyxeHuna SQL aktusHoe ums nonsb3osatena CYB[ onpegensiet npasa Ha o6bekTbl B/.

KoppekTHasa pabota ¢ CYB[] npeanonaraet ucnonb3oBaHne mexaHmama ENMM. Ons obec-
nevyeHnsa CKBO3HOW ayTeHTudmkauum nonb3oBatenen EMM B CYB[ Heobxoaumo B kadectBe
MeToda ayTeHTUdUuKaunmn ykasaTb gss U NPOBECTU COOTBETCTBYIOLLYIO HAaCTPOWKY cepBepa 1
knueHta CYB[] PostgreSQL.

[ns asTopusaumm yepes PAM nonb3oBarernb, OT koToporo pabotaet CYB[] PostgreSQL,
AOIMKEH MMETb NpaBa Ha YTeHue nHgopmMaumm n3 bl nons3oBaTtenen n obnagatb CBEAEHNAMUN O
MaHAAaTHbIX METKaxX 1 NPUBUIETUSX.

4.1.17.2. YnpaBneHue AOCTYNom

[nckpeumoHHoe ynpaereHne AOCTYNoM K AaHHbIM O6bekTHOo-pensiumoHHon CYB[
PostgreSQL 13 coctaBa OC obecneunBaetcsa B NoHATUSX pensumoHHon CYB[. C kaxabiM TUnom
obbekToB B[l accouunpyetcst onpegeneHHbln HAbop TMNOB JOCTYyNa (BO3MOXHbIX onepauun). Ons
KaXxgoro odbekTa 3aaeTcs CNUCOK paspeLLeHHbIX AN Kaxgoro u3 noMMeHoBaHHbIX CyObekToB
B[l (nonb3oBaTenen, rpynn unm ponewn) Tunos goctyna (T.e. ACL). N B ganbHenwem npu pasbope
3anpoca k b[] ocywecTBnsaerca npoBepka BO3MOXXHOCTU NpeaocTaBneHnst 4ocTyna cyobekTa K
o6bekTy Tuna, cooTBeTCTBYOWEro 3anpocy. [Npn BbinosHeEHUU NHG0Oro 3anpoca nosib3oBaTens
(cybbekTa B1) k 3awmaemomy pecypcy (06bekTy B[1) BbINOAHSAETCA ANCKPELIMOHHOE ynpaBreHue
AOCTYNOM Ha OCHOBE YCTaHOBIEHHbIX NOfb30BaTeNto Npas. [nsa Kaxaon BbINONHAEMOWN onepaumm
NPOM3BOAMTCS NPOBEpPKA Hann4ums npaea y nonb3oBaTens Ha BbiNOSIHEHME AAaHHOW KOHKPETHOM
onepauumn.

B CYB[ PostgreSQL ans ynpasneHus npaBamn Ha goctyn K B[ ncnonb3dyercs KOH-
Lenumsi ponen — porieBoe ynpaeneHne goctynom. [log ponbio NoHMMaeTca Nosnb3oBaTenb Unm
rpynna nonb3oBatenen bl. Ponn moryt siBnsatbca Bnagensuamm oobektoB B n moryt HasHa-
YyaTb NPUBUIIErMX Ha ynpaeneHne obbekTamu ansa Opyrux pornen, MMeLmnx 4oCTyn K AaHHbIMN
obbekTam.

Cuctema npusunernn CYB[ PostgreSQL npegHasHayeHa anst nepegayun OTAernbHbIM
nonb30BaTeNsiM NpaB BbINOSIHEHUSA ONpPeaeneHHbIX aAMUHUCTPATUBHBIX AeACTBUA. OBbIYHbIV NOMb-
30Baresflb CUCTEMbI HE MMEET JOMNOMHUTENBHbIX Npusunernin. MNpuemunernn ABnsOTCA NOAKNACCOM
aTpmnbyToB nonb3oBatens CYB[ PostgreSQL.

Ponn CYB[] koHuenTyanbHO oTnuyatoTcsa oT nonb3oBatenen OC. Kaxagoe nogkrioyeHue K

cepepy CYB[] ocyliecTBnaeTca oT UMeHW onpeaeneHHon ponn, KoTopas onpeaensieT nepBuYHbIe
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npaBa 4OCTyna AN KOMaH[, UCMONb3yeMbIX B KOHTEKCTE NOAKIIOYEHNS. VIMa ponu, ncnonb3yemoe
npu nogkntoyeHun kK B, onpegenaeTca KNMeHTOM B 3anpoce Ha coeanHeHue cnocobom. Habop
ponen CYB[, oT MeHM KOTOpPbIX KITMEHT MOXET OCYLLECTBUTb MOAKMNIYEHNE, onpeaensieTcs
3HaYEeHUAMU NapamMeTpoB ayTeHTudmkaumm knneHta. Ponu CYB[ Ha3zHavyaeTca Habop aTpnbyTos,
onpeaensowmnx ee npaesa U B3auMogencTBYOLWMX C CUCTEMON ayTEHTUUKALNN KNNEHTA.

B ocHoBe MexaHM3Ma MaHAaTHOro ynpasseHusa AocTynoM B 3awmieHHon CYB[ ua cocta-
Ba OC nexuT ynpasrneHue 4OCTYyNoM K 3awmaemMbiM pecypcam b Ha oCcHoBe nepapxmyeckmx u
Henepapxmyecknx MeTok JocTyna. B kayecTBe nepapxmyeckmx n Hemepapxmyecknx MeTok JocTyna
npy ncnonb3oBaHmm CYB[ B OC ncnonb3yoTca MeTKM KOHUAEHUMANbHOCTM Unu MeTkn 6e3-
onacHoctn OC. CYB[] PostgreSQL He nmeet COBCTBEHHOrO MexaHM3Ma Ha3Ha4YeHUs1, XpaHeHUS 1
MoauuKaLmMm MeToK nonb3oBaTtenen n cnonb3yeT Ansa atoro mexaHnamsl OC.

CuctemMHbIn KaTanor (MeTagaHHble) paccMmaTpMBaEeTCAa Kak camoctoaTensHas bll, pea-
nun3oBaHHas ¢ nomolbo cpeacts CYB/. MNpu aTom Bce onepauuun ¢ aton Bl ocyuiecTBnaoTCS
Mo ¢ NOMOLLbIO cheLnarnbHbIX KOHCTPYKUUI s3blka 3anpocoB SQL unv npmBmMnernpoBaHHbIM
nonb3oBaTenem B creynanbHOM pexume. Takum obpasomM, MaHAaTHOE ynpasneHue 40CTYnoM
npumeHsieTcs Ko Bcem obbektam B1. MeTkn cuctemMHbIX OOBEKTOB pacnonaratoTcsa B 3anmcsax
Tabnuvu cMcTeMHOro KaTasora, HenocpeacTBEHHO OMUCHIBAKOLLMX 3aLlMLLaeMbll OOBbEKT.

[MpoBepka MaHAaTHbIX NpaB gocTtyna k o6bektam CYB/] ocyuiecTBnseTcs O4HOBPEMEHHO
C NPOBEPKOM ANCKPELMOHHBIX NpaB AOCTyNa K HUM.

B OC kaxabli nonb3oBaTesib MOXET UMeTb MHOXECTBO METOK, KOTOpOe 3aJaeTcs Mu-
HUMasibHOM N MakcMMaribHOW MeTkamu guanasoHa. Ytobbl nogaepxats 3Ty mogens B CYB[]
PostgreSQL kaxgon ceccum nonb3oBaTensa Ha3Ha4arTCa TPU METKU: MakCUMarnbHasi, MUHUMarb-
Hasa 1 TekyLuas.

Mx HayanbHas nHuumanmsauunsa ocyLecTBnaeTca No onpeaeneHHomMy anroputmy. Mpu
BO3HMKHOBEHUN CUTYaLMN C HECOBMECTUMOCTbIO METOK MM BbIXOAOM 3a npeaernbl gnanasoHa,
npouecc ayTeHTUMKaLMn KnmMeHTa npepbiBaeTcsa u goctyn K b 6nokupyertcs.

OnucaHne NpMMeHEeHNsa ANCKPELIMOHHOIO ynpaBrneHus 4OCTYNOM U MaHOAaTHOro ynpasrne-
Husa goctynom B CYB[] PostgreSQL npusegeHo B gokymeHTe PYCB.10015-01 97 01-1.

4.1.17.3. Peructpaumnsa cobbiTumn 6e3onacHocTun

B 6ubnuotekax noacmuctembl 6e3onacHoctn PARSEC peanudoBaH nporpaMMHbINA NHTEpP-
denc ans npoToKONMpoBaHMs COBLITUIN C NCNONb30BAaHNMEM PACLUMPEHHOWN NOACUCTEMbI NPOTOKO-
nMpoBaHns, NpuMeHsieMbln ons pernctpaumm coboitnin B8 CYB[ PostgreSQL.

B CYB[ PostgreSQL anst HacTporikn pexxmma paboTbl NOACUCTEMbI perncTpaumnm cobbl-
TUA UCNOSb3YTCH KOHPUIypauMoHHbIN NapameTp ac_audit_mode panna postgresql.conf.
Hactpoiika nogcuctembl coobuieHnn aygmuTta B CYB[] PostgreSQL obecneunBaeTtcs koHdUrypaum-

OHHbIM palifioM pg_audit.conf KOHKPETHOrO Knactepa AaHHbIX. B 3ToM koHdMrypaumoHHom
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dhanne 3agaroTcsl CNUCKM YCMELLHbIX M HeYCMNELLHbIX TUMOB 3anpocoB Ha OOCTYM, KOTopble OyayT
peructpupoBaTbcs B xypHane CYB n nogcucteme ayguta OC onga oTaenbHbIX NonNb3oBaTenemn
n no ymonyaHuio. lHgopmauma o coeguHeHnn nonb3osBaTenen ¢ bl n pasbeanHeHun ¢ Hen
perucTpupyertcs Bceraa.

B CYB[ PostgreSQL macka pernctpaumm cobbiTuii yCTaHaBnMBaeTCs B NpoLecce aBTopu-
3auuu nonb3oBaTens CornacHo BelbpaHHOMY pexmumy paboTbl NOACUCTEMBI pernctpalmm cobbiTum
N HaxoamuTcsa B aTpubyTe ceccum ac_session_audit.

Mpw 3TOM peanv3oBaH CrieayroLmMin NopsAoK NPUMEHEHNST HACTPOEK perncTpaumm cobbl-

HaCTpOIZKM anda KOHerTHOIZ porin n KOHerTHOIZ 0asbl gaHHbIX;

HaCTPOWMKN NS KOHKPETHOW POnw;

HaCTPOWMKM ON151 KOHKPETHON 6a3bl AaHHbIX;

ANS BCeX OCTanbHbIX.
4.1.17.4. O6ecnevyeHue HaaexHoro hyHKLMOHUPOBaAHUA

B cnyyae BO3HMKHOBEHMS OLUMBOK B XPaHALLMXCH AaHHbIX, HAPYLUEHUS LENOCTHOCTU Unn
B Cny4yae nporpamMmHoro n/unu annapartHoro cbosi cepsepa CYB[] Heobxogmumo npoBeaeHue
npoueaypbl BoccTtaHoBrneHus bL. Npn 3ToM B 3aBUCUMOCTU OT TSXKECTU NOBPEXOEHUN MOXET
OCYLLECTBIIATLCA Kak COXpaHeHue cyuiecTsytoLlero knactepa bl ¢ nocnegytouwm ero Boccra-
HOBIEHMEM, TaK N BOCCTaHOBMNEHNE 13 pe3epBHbIX KOMWUA, CO30aHHbIX B poLuecce perynapHoro
npoBeaeHnsa pernameHTHbIX paborT.

B PostgreSQL cyLiecTBytoT Tpu nogxoaa K pe3epBHOMY KONMMPOBAHUIO OaHHbIX:

- SQL-pamn;

- pesepBHOe KonvpoBaHue Ha yposHe OC;

- HenpepbIBHOE apXMBUPOBaHME.

CYB[ PostgreSQL n3 coctaBa OC cogepXuT psg CTaHAApTHbIX CPeACTB pe3epBHO-
ro KonupoBaHus M BoccTaHoBneHusa Bll. K HuM oTHocAaTcs yTunnTbl pg_dump, pg_dumpall,
pg_restore W, B TOM YUCIE, MHTEPAKTUBHbBIN TEpMUHAN psgl, C MOMOLLBI KOTOPOro MOryT ObITh
BOCCTaHOBJIEHbI pe3epBHbIe KOMUKU, COXpaHeHHble B Buae ckpunta SQL.

[na co3gaHns n BOCCTaHOBMNEHNSA pe3epBHbIX KONUK 6a3 AaHHbIX C MaHOATHbIMKU aTpuby-
TaMmn HeobxoaMmo, 4Tobbl NoNb3oBaTeNb UMeN COOTBETCTBYIOLME npusmunernn. [ina cosaaHuns
pesepBHoM kKonuu Bl B BUae anna B TeKCTOBOM Mnu Apyrnx popmarax Ucnosib3yeTcs yTunura
pg_dump, KOTOpasa co3faeT CorfliacoBaHHy Konuio, Aaxe ecnu B ncnonbsyetcs, npyn aTom
poctyn K B[] opyrnx nonb3oBarenen He Gnokupyertcs.

PesepBHasa konua MOXeT co3gaBaTbCs B BUAE CKpunTa unn popmaTtax ynakoBaHHOro
danna. CkpunT pe3epBHOM KONUKU NpeacTaBnsieT cobon TEKCT, COAepKaLlMi NocrnenoBaTenbHOCTb

SQL-komang, Heobxoammblx Anst Bocco3gaHna b1 oo cocTosHMs, B KOTOPOM OHa Bblna coxpaHeHa.
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[1ns BOCCTaAHOBNEHNA U3 CKpuNTa OH NodaeTcsl Ha BXO4 yTunuTbl psgl. CKpunT MOXET ObITb
ncnonb3oBaH Asis Bocco3gaHusa bl Ha gpyrom cepBepe unn apxuTekType, a Takke Ha OpYyrux
CYB[] npu BHeCeHMM B HEro HEBOMbLUMX U3MEHEHUIA.

Ytunuta pg_dumpall ucnonb3yeTcsa As co3qaHus pe3epBHON KOMUM BCEro Krnactepa B
BUAE ckpunra.

CkpunTt cogepxuTt SQL-koMaHabl 1 MOXeT ObITb NoAaH B AarbHENLWeM Ha BXO4 YTUMUTHI
psqgl onga BoccTaHoBneHnsa. Onepaunsa ocyLecTBSEeTCa nocnegoBaTeribHbiM BbI3OBOM YTUSU-
Tbl pg_dump ana kaxgon b knactepa. Kpome atoro, pg_dumpall coxpaHsaeT rrnobanbHble
00bekTbl, eauHble ans Bcex bl (pg_dump nogobHble 06bEKTbI HE coXpaHsieT). [JaHHble 00bek-
Thl BKIKOYAKOT B cebsa MHpopmaumio o nonb3oBaTensax u rpynnax u Takme CBOMCTBA, Kak npasa
[ocTtyna, npuMmeHsieMmble ans scex bl B uenom.

[1ns BOCCTaHOBNEHUs1 apXMBOB pe3epBHbIX Konun B, Nofy4YeHHbIX C MOMOLLLIO YTUNTDI
pg_dump, ncnonb3dyeTcs yTunuta pg_restore. OHa BbINOMNHAET KOMaHAbl, Heobxoammble Ans
Bocco3aaHuna B[l 4O COCTOsAHUS HA MOMEHT BPEMEHWN CO34aHUst pe3epBHOWN KOnun. ApXMBHbIE
dannbl Tak Xe Mo3BONAT BblIOMpaTb C MOMOLLBI YTUNUTLI pg_restore, YTO MMEHHO BOC-
CTaHaBnNMBaTb, MEHATb NOPSAAO0K BOCCTaHaBMBAEMbIX 3rieMeHTOB. Dannbl apxXnBOB ABMISOTCS
NnepeHoOCMMbIMU MEXAY Pa3HbIMU apXUTEKTYPaMMU.

YTunuta pg_restore MOXeT (PYHKUMOHMPOBATbL B ABYX pexumax. [Npu ykaszaHuu B[
apxvMB BOCCTaHaBIMBaeTCA HENOCpeaCTBEHHO B Hee. B gpyrom crniyyae ckpunT, cogepkaluunm
Heobxogumble ona nepecosgaHusa Bl SQL-komangbl, co3gaeTca n BbiBOAUTCA B dhann unm

CTaHOapTHbI M NOTOK BbiBOAA.

4.1.18. N'MnepTekcToBas o6paboTka AaHHbIX

PelwieHne 3agaum runepTekcToBon 06pabOTKM OaHHbIX OCHOBAHO Ha MCMNOMb30BaHWUU
3aLMLLEHHOro KOMMJSieKkca NporpaMmm rmnepTekcToBor o6paboTkM AaHHbIX, KOTOPbIN BKIIOYaeT
web-cepsep Apache2 n 6paysep Mozilla Firefox, gopaboTaHHble ona uHTerpauuu ¢ S4pom
OC u 6asoBbiMn BUBNMOTEKAMK C Lenblo obecnevyeHnss MaHOaTHOrO ynpaeneHus OOCTYNnom
Npyv opraHu3auum yganeHHoro focTyna K MHAOPMaUNOHHBIM pecypcaM B MHAOPMaLMOHHbIX
N ynNnpaBnsaloLWKUX CUCTEMAX, B KOTOPbIX OCYLLUECTBNAETCA xpaHeHue, obpaboTka n nepepaya
KOHbMaeHUmMansHon nHdopmaumm n nHpopmaunn, cogepxallen cBedeHusi, cocTaBnsioLmne
rocyapCTBEHHYIO TalHYy.

Web-cepBep 3aLMLeHHOro KoMMnekca NnporpaMm rmnepTekctoBo obpaboTkm 3anyckaeT-
cs kak cepsuc OC. MNpwu o6cnyxmnBaHMKM 3anpoCoB Nofb30oBaTene OCyLLEeCTBNAETCS NepeknioyeHne
B MaHAaTHbIN KOHTEKCT B6e3onacHoCTM nonb3oBaTtens. MHpopMaunoHHbIe pecypcebl, K KOTOPbIM
OCYLLECTBIISAETCA JOCTYN, XpaHATCA Kak 06bekTbl PC. Takum obpasom, 4OCTYN K 3alLmLLaeMOn UH-

dopMaunn pasrpaHMYnBaETCs cpeacTBaMm paclumpeHHon nogcncremol 6esonacHoctn PARSEC.
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B 3awmiieHHOM KOMNfekce NporpaMmm rmnepTekctoBon obpaboTkm obecnedeHo pyHKLMO-

HuposaHwue B EI1.

4.1.19. O6MeH coOOLWEHUSAMMU INEKTPOHHOWU NOYTbI

B kavecTBe 3aluuLIEeHHOro KOMMsiekca nporpamMm dreKTPOHHOW MOYTbl UCMOSb3YeTCA
cepBep 3NEKTPOHHOM MOYThI, COCTOALMIN U3 areHTa nepegaym anekTpoHHon noytbl (Mail Transfer
Agent, MTA) Exim4, areHTa gocrtasku anektpoHHon no4tsl (Mail Delivery Agent, MDA) Dovecot n
knueHTa anektpoHHou noytel (Mail User Agent, MUA) Mozilla Thunderbird, ngopaboTaHHbIX Ans
peanusaunn cnegyowmx AONONHUTENbHbLIX PYHKUNOHAMbHbLIX BO3MOXHOCTEMN:

- mHTerpaumm ¢ agpom OC n 6asoBbiMK GubNuoTekamm ana obecnedeHnst pasrpaHUYeHNs

AocTyna;

- peanusauun MaHOaTHOro yrnpasrieHust 4OCTYNOM K MOYMTOBbIM COOBLLEHUAM;

- aBTOMaTU4YeCKOM MapKUPOBKM CO3[aBaeMbIX NOYTOBbLIX COOBLLEHMI, OTpaXatoLmx ypo-

BEHb UX KOH(UAEHLNANbHOCTMY;

- perucTpauum nonbITOK JOCTyNa K NOYTOBbIM COOBLLEHUAM.

AreHT nepegaym 9neKTPOHHOW NoYTbl ucnonb3yeT npotokonn SMTP n obecnevnBaet
pelleHne cnegyowmx 3agaq:

- OOCTaBKy UCXOAsLLEen NouTbl OT aBTOPU3OBaHHbLIX KIMEHTOB OO0 cepBepa, KOTOpbIn

ABNsaeTca uenesbiM Ans 06paboTkm NOYTOBOrO JOMEHA nonyyaTens;

- npuem n 06paboTKy NOYTOBLIX COOOLLEHUN JOMEHOB, AN KOTOPbIX OH ABMSETCS Lene-

BbIM;

- nepegadvy BXOAALLMX MOYTOBbLIX COOBLEHUN Ansa 06paboTkm areHTOM OOCTaBKU 3nek-

TPOHHOM MOYTbI.

AreHT JOCTaBKM 3fIEKTPOHHOM NOYThI NpeAHasHayYeH Ansa peweHns 3agad no obenyxu-
BaHWIO MOYTOBOrO Karanora u npegoctaBreHns yaarneHHoro Aoctyrna K noYToBOMY SLLMKY MO
npotokony IMAP.

KrnneHT anekTpoHHOM nouyTbl — 3TO npuknagHoe O, yctaHaBnMBaemoe Ha paboyem
MecTe nonb3oBaTtensd u npegHasHayeHHoe ANs rnonyyvyeHus, co3gaHus, oTnpaBku N XpaHeHUs
COOOLLEHNIN INEKTPOHHOWN NOYTbI NONb30BaTENS.

B 3awmiieHHoM KoMnnekce NporpaMmm afeKTPOHHOW NoYThl obecrnevyeHo PyHKLUOHNPOBa-
Hue B EIIT.
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5. BXOOHbIE U BbIXOAHbIE OAHHbLIE

5.1. BxogHbiMu gaHHbiMu ang OC asnatoTcs:

- obpaweHue cybbekToB goctyna (npoueccoB n komaHa CYB/) k 3awmuwaeMbiM UMEHO-

BaHHbIM CYyLLHOCTSM — hbannam (nporpammam, 6ubnuotekam, cannam c nonb3oBaTtenb-

CKon 1 cnyxebHon nHopmaumen), katanoram, cneunanbHbim dannam (yCTponcTeam,

ccbinikam, kaHanam FIFO v 1.n.), B n nx anemeHTam (Tabnuuam, 3anncam, nonsim

3anucen, Tpurrepam u T.1.), a Takke cpeacteam IPC (noptam, coketam, cemacdopam);

- atpubyTbl, onpeaensoLmne NoNHOMoUNS CyGbEKTOB AOCTYNa U NpasBuna pasrpaHuyeHns

AOCTYna K CYLLHOCTSM.

5.2. BbixogHbiMn aaHHbiMK ana OC aBnaetca pesynbraT MCMNoNb30BaHUSA CyObekToM
A0CTyna 3alumLLIaeMON CyLHOCTU, NPeaoCTaBNEHHOro eMy B COOTBETCTBUMN C YCTAHOBNEHHbIMU
MPO. K Taknm pesynstatamM MOryT OTHOCUTLCS: 3anyck nporpamMmbl, pefaktupoBaHue danna,

co3gaHue cokeToB, JobaBneHne gaHHbIX B B v 1. n.



39
PYCBE.10015-01 31 01

NEPEYEHb COKPALLEHUN
B — 06a3a gaHHbIX

EMM  — egmHoe npoCTpaHCTBO Mosb3oBaTenemn

HXMI — HakonuTenb Ha Xe€CTKOM MarHUTHOM AuCKe

on — onepatmBHas NamsaTb

oC — onepauuoHHas cuctema creumanbHoro HasHadyeHus «Astra Linux Special Edition»
rno — nporpammMmHoe obecneveHune

MPO  — npasuna pasrpaHnyeHus gocTyna

C3n — cpeacTea 3aluTbl MHopMaLuum

CMNO — cneumanbHoe nporpammHoe obecneveHne

CYBA — cuctema ynpasneHus 6azamun gaHHbIX

C3Oll  — cepBuUC aneKkTPOHHOW Noanucu

oC — (pannosas cuctema

arl — anekTpoHHasa nognucek (B cootBeTcTBum ¢ Ne 63-d3 ot 06.04.2011)

QUM — anekTpoHHas umdposas noanucek (B cootBetcTBum ¢ FTOCT P 34.10-2012)

ACL — Access Control List (cnncok koHTpona goctyna)

ALD — Astra Linux Directory (eanHoe npocTpaHCTBO Nonb3oBartenen)

CIFS — Common Internet File System (o6wwnin npotokon goctyna k pannam VIHTepHeT)

DHCP — Dynamic Host Configuration Protocol (npoTokon guHaMmmMyeckon KoHurypauum xocTa)

DNS — Domain Name System (cuctema JOMEHHbIX UMEH)

FIFO — First-In, First-Out (nepBbiM Npuwen — nepsbiM 06CNyXeH — aucuUUnanHa odepean)

FTP — File Transfer Protocol (npotokon nepeaayun ¢annos)

GID — Group ldentifier (ngeHTMdMKaTOpP rpynnbi)

HTTP — HyperText Transfer Protocol (npoTokon nepegayn runeprekcra)

IP — Internet Protocol (mexceTeBon npoToKon)

IPC — InterProcess Communication (mexnpoLeccHoe B3auMoaencrame)

IMAP — Internet Message Access Protocol (npoTtokon gocrtyna k coobweHunsam B cetn VIHTEpHeET)

LDAP — Lightweight Directory Access Protocol (nerkoBecHbI MPOTOKON JOCTyNa K cepBucam
KaTanoros)

NFS  — Network File System (ceteBas cpannosas cucrema)

NTP  — Network Time Protocol (npoTokon ceTeBoro BpemMeHu)

NSS — Name Service Switch (gucnetyep cnyx6bbl UMeH)

PAM  — Pluggable Authentication Modules (nogkntodaemble Moaynu ayTeHTUdUKaLmm)

PID — Process |dentifier (ngeHTndmkatop npouecca)
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SMB  — Server Message Block (6rnok coobuieHunin cepeepa)
SMTP — Simple Mail Transfer Protocol (npocTon NpoTOKOs 3NEeKTPOHHOW MOYTbI)

SSH  — Secure Shell Protocol (npoTokon 3awuweHHon nepegayun nHgopmaumm)
TCP  — Transmission Control Protocol (npoTokon ynpaBneHnsa nepegaven aHHbIX)
TFTP  — Trivial File Transfer Protocol (npocTtenwmin npotokon nepegayn annos)

uiD — User |dentifier (nageHTudmkatop nons3osarens)
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Jlnct pernctpaunn nameHeHun

Homepa nnctoB (cTpaHuu) Bxoasawmm
Bcero
HOMep conpo-
N3m nmcros Homep BogutensHoro |Mognuce| Oara
N3MEHEH- 3aMeHeH- HOBBIX aHHyJ'lMpO- (CTpaHV”J,) B ,D,OKyMeHTa
HbIX HbIX BaHHBIX | nokymenTe AoKymeHTa
npaara
1 Soe PYCE.14.03-11
ot 20.10.11
PYCE.14.04-13
2 Bee ot 21.03.13
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3 Bce ot 19.11.14
PYCE.14.02-16
4 Bee ot 17.02.16
; Boe PYCE.14.03-17
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12 Bee ot 03.11.22
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