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AHHOTALUA

HacToswmn gOKyMeHT aBnsieTca NepBoOM YacTblo PYKOBOLCTBA MO KOMMSEKCY CPeacTs
3awmThl (KC3) onepauynoHHOM cucTembl cneuunanbHoro HasHadeHus «Astra Linux Special Edition»
PYCB.10015-37 (ganee no tekcty — OC).

[loKyMeHT npegHasHaveH onst agMMHUCTpaTopoB 6e3onacHOCTH.

PykoBoacteo no KC3 cocTouT 13 AByx YacTemu:

- PYCB.10015-37 97 01-1 «OnepaunoHHas cmctema cneumanbHOro HasHadyeHuns «Astra

Linux Special Edition». PykoBoactso no KC3. Yactb 1»;

- PYCB.10015-37 97 01-2 «OnepaumoHHasa cuctema crneumnanbHoro HasHavyeHnsa «Astra

Linux Special Edition». PykoBoacteo no KC3. YacTtb 2».

B nepson yactu pykoBoacTBa npuseaeHbl obwme ceegeHus o KC3, paccMOTpeHbl UAEHTU-
dukaums n ayteHTUduKaums, ANCKpeLMoHHOe N MaHaaTHoe ynpasneHne 4oCcTynoMm, 3awuTa na-
MSATW, N30NSALMS NPOLIECCOB, 3aluMTa cpeabl BUpTyanusaunm, MapkupoBka AOKYMEHTOB, KOHTPOSb
NOAKMIOYEHUS] CbEMHBIX MALUMHHbIX HOCUTENen NHopMaLUuK, conocTaBneHmne nonb3oBaTens ¢
YCTPOMCTBOM, permcrtpaums cobbitnn 6e3onacHoCTu, HagexXHoe PyHKLMOHUPOBaHue, punstpa-
LS CETEBOro MOTOKA, KOHTPOIb LEENOCTHOCTU, reHepaumsa KC3, pexxum orpaHn4eHns 4enctaeum
nonb3oBaTtensa Knock-2, a Takke nopsgok 3anycka n npumeHenus OC.

[ononHuTtenbHaa MHdopMaumsa O HacCTPOMKE KOMMOHEHTOB U yrpaBfieHUM Nporpamm-
HbIMW NakeTamn, a Takke BapuaHTbl peanusaumm OoTAENbHbIX peLleHnit ¢ ucnonb3osaHnem OC
npmBeaeHbl Ha oduumanbHOM cante https://wiki.astralinux. rul

Bo BTOpOWM Yactn pykoBoacTBa npueeneHo onucaHue tectoB KC3.


https://wiki.astralinux.ru
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1. OBLLME CBEOAEHUA

LUuKn cpeacTts ynpasneHnsa yHkumoHmposaHuem KC3.

BHUMAHMUE! Mocne yctaHoBkn OC MHTEPAKTMBHBIVA BXO4 B CUCTEMY Cyneprnonib3oBarTens
root MO ymonyaHuto 3abnoknposaH. Co3agaBaemblin NpU YyCTaHOBKE ONepaLmoOHHON CUCTEMBI
nonb3oBaTerb BKAYAETCA B rpynny astra-admin. [onb3oBaTensam, BXOASALWNM B Ha3BaHHYHO
rpynny, yepes MexaHu3m sudo NpeaoCcTaBnaTCAa Npasa As BbIMONHEHWS AENCTBUMA NO HACTPONKe

OC, Tpebytounx npmusunernn cynepnonb3oBaTens root. [lanee no TEKCTy Takow Nonb3oBaTesb

MMeHYyeTCA agMUHUCTPAaTOPOM.

1.1. CocTtaB KC3

B coctaB KC3 BxogaT cnegytowmne 0CHOBHbIE MOACUCTEMBI:

mMoaynu nogcuctemol 6e3onacHoctn PARSEC, Bxogsawume B coctas sigpa OC;
onobnmoTteku;

yTUNUTBLI 6e30NacHOCTY;

noacucTema npoTOKONMPOBaHUA (pernctpaummn);

Moaynun ayTeHTudmkauuu;

rpadoumyeckas noacmcrema,;

KOHCOMbHbIN BXO4 B CUCTEMY;

cpeacTBa KOHTPONS LENOCTHOCTMU;

CpeacTBa BOCCTAHOBIEHWS;

CpeacTBa pasrpaHUYeHns OOCTyna K BUPTYyanbHbIM MalLvHaM;

cpeacTea pasrpaHndeHnda aoctyna K nogkn4vyaemMblM yCTpOIZCTBaM.

1.2. KoHTponupyembie hyHKLUMN

KC3 obecneunBaet peanusaumio cnegyowmx dpyHkunn OC no 3awmrte nHgpopmMaumm ot

HCA:

NAEHTUUKALMNIO N ayTEHTUDUKALWIO;
[AVCKPELIMOHHOE yrpaBreHne AOCTYMNoM;
MaHaTHoe yrnpaBreHue AOCTYMNoM;
perncTpauuio cobbITuii 6e30NacHOCTY;
orpaHvyeHne nporpaMmMHoN cpeasbl;
N30MALNIO0 NPOLECCOB;

3alunTy NaMaTy;

KOHTPOJ1b LIENMMTOCTHOCTH,
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obecnevyeHne HaaexxHoro OyHKLMOHNPOBAHNS;

mnbTpaunto ceTeBoro NoTokKa;

MapPKMNPOBKY OOKYMEHTOB;

3alWmnTy Ccpeabl BUPTYyanu3aumu;

KOHTPOSTb NOAKIMIOYEHUA ChbeMHbIX MaLLMHHbIX HOCUTENen nHdopmauumn (3awmTy BeBoga-
BbIBOJA Ha OTYYyXAaeMblil PU3NYECKUI HOCUTENDb MHOpMaLN).
Peanusauunsa nepeyncneHHbix Bbile (OYHKLMIA OCHOBAHA Ha CreayroLwmx OCHOBHbIX NOSo-

XEHNAX:
1) € KaxablM Norb3oBaTenem CUCTEMbI CBA3AH YHUKAIbHbIA YUCMNEHHBIN UOEHTUMKATOP
— ngeHtudukatop nonbsosarens (UID), koTopbi ABRASETCSA KITHOHOM K COOTBETCTBYIOLLEN
3anucu B B[] nonb3oBaTtenen, cogepxawen nHpopmMaumio o rnosnb3oBaTensax, BKovas
nX pearbHble N CUCTEMHble MMeHa. B[] nonb3oBatenen nogaepXmnBaeTca 1 ynpasnseT-
Cs cucTeMHbIM agmuHucTpaTtopom. UID aBnaetca apnblkoMm cybbekTa (HOMUHAIbHbIN
cybbeKT), KOTOpbIM CUCTEMA NONb3yeTcs Ang onpeaeneHus npae goctyna. b none3o-
BaTenen B OC MoXeT ObITb Kak NnokanbHOM AN CUCTEMBbI, Tak U ABNATbCsA YacTtbio ENMM,
dyHKUMOHMpYOLLEro Ha ocHoBe npoTokosna LDAP;
2) KaxAblK Nnonb3oBaTeNb BXOAUT B O4HY unu 6onee rpynn. pynna — 3To CAMCOK MNOSb30-
BaTenen cuctemol, uMmeroLwnin cobcTBeHHbIn naeHtudgukarop (GID). MNMockonbky rpynna
00beANHSIET HECKOSbKO MOMb3oBaTeNnen CUCTEMbI, B TEPMUHAX NONUTUKM Be3onacHOCTH
OHa COOTBETCTBYET NOHATUIO «MHOXECTBEHHbIN CyObekT». GID aBnserca AprnbikoM MHO-
XXECTBEHHOro cybbekTa, KOTOpbIX Y HOMUHANBLHOIO CybbekTa MOXeT OblTb Boree ogHOro.
Takum o6pasom, ogHomy UID cootBeTcTByeT cnncok GID;
3) ponb gencTeuTenbHOro (paboTtaroLwero ¢ CyWwHoOCTAMM) cybbekTa nrpaeT npouecc.
Kaxxgomy npoueccy npucsaveaeTtcs eguHcTBeHHbIN UID, asnsowmunca ngeHTngukaTtopom
3anycTuBLUEro NpoLecc HoMMHaNbLHOro cybbekTa, T. e. nonb3osaTens. [pouecc, Nopox-
OEHHbIN HEKOTOPbIM NpoLeccoM nonb3osaTend, Hacneayet UID poguTtensckoro npouecca.
Takum obpasom, BCe nNpoLecchl, 3anyckaeMble Nofnb3oBaTenem, UMEKT ero naeHTudnka-
Top. Bce npouecchl, npuHagnexawiue nonb3oBartento, o6pa3dyoT ceaHC Nonb3oBaTens.
MepBbIN Npouecc ceaHca NoNb3oBaTensa NOPOXAAETCA NOCcre NPOXOXKAEHUS npoueayp
noeHTudukaumm n ayteHtudukaumn. MNpu obpallieHnn npouecca K CyLHOCTU AO0CTyn
NpenocTaBrnseTcs No pesynsratam Npoueaypbl asTopmsaumm, T.e. 06paboTkn 3anpoca Ha
OCHOBE MaHAaTHbIX U AnckpeunoHHbIx MPO;
4) mexanusm NP peanusoBaH B agpe OC, yto obecneunBaet ero npasunbHoe yHKLNO-
HUpPOBaHWe Npu UCNOMNb30BaHUN NIOOBLIX KOMMNOHEHTOB, NpegocTasnsemblx OC. Peanusa-
LUUa MaHOaTHOroO yrnpasneHus A0CTYMNOM 3aTparMBaeTt Bce NnoacucteMbl gapa, B KOTOPbIX

peanni3oBaHO ONCKpeUMOHHOE yrnpaBrieHne AOCTYNnoM. |_|pl/l aTom oba Bnaa yrnpaBrneHund



12
PYCB.10015-37 97 01-1

AOCTYNOM (PYHKLMOHMPYIOT NapannenbHo, He BNMSS Ha NPUHATUE peLueHnid apyr apyra
(HenpoTUBOPEUYNBOCTL). [loCTyn paspeluaeTcs B TOM clydae, ecrii OH BO3MOXEH OTHO-
CUTENbHO AUCKPELMOHHbIX M MaHaaTHbIX MPL. 3anpelwaetcs B cnyyae, ecnv AocTyn

3anpeLleH OTHOCUTENbHO NBoro N3 MexaHn3moB.
1.3. CpeactBa opranusauum ENMM

OpraHusaumsa ElM obecneunBaer:

- CKBO3HYIO ayTeHTUdUKALMIO B CETH;

- LeHTpanusauuio xpaHeHus nHgopmarmm o6 okpyXeHUU nosnb3oBaTenen;

- LeHTpanusauuio XpaHeHus HacTPOeK CUCTEMbI 3aLLMTbl MHbopMaLmMm Ha cepBepe.

CeTteBas ayTeHTU(MKaAUUA M LEeHTpanM3aumsa XxpaHeHns nHpopmMaumm ob OKpy>KeHum
nonb3oBaTensa nogpasymMeBaeT NCNOSMb30BaHME OBYX OCHOBHbIX MEXaHU3MOB: NOAAEPKKN KPOCC-
nnaToOpMeEHHbIX CEPBEPHbLIX NpUoXeHnn onsa obecnevyeHms 6esonacHoctn (NSS) n nogrpyxae-
MbIX ayTeHTUmKaunoHHblx moayrnen (PAM). CkBo3Has ayTeHTUdUKALMA B CETU peanusyeTcsa Ha
ocHoBe npotokona Kerberos ¢ ncnonb3osaHveM cnyx6bl katanoros LDAP B kayecTBe MCTOYHUKA
AaHHbIX Ans 6a30BbIX CUCTEMHBIX Cry>6 Ha 6a3e mexaHnamoB NSS 1 PAM. NMogo6HbIM noaxon
obecneunBaeT LeHTpanmMsaumo XpaHeHnst Hopmaumm o OKpyXeHuUn nosb3oBaTenen (B TOm
yucre npegHasHavyeHHyo ansa obecneyeHns MaHgaTHOrO yrnpaBneHus 4OCTYMNOM):

- CyLlecTBYyKOLLME B CUCTEME YPOBHN U KaTEropun KOHPUAEHLNANTbHOCTY;

- MUHUMasnbHbIE U MakCMMarbHble YPOBHM KOH(PMAEHLMANbHOCTW, AOCTYMNHbIE NOMb30Ba-

TEnsam Npu BXO4e B CUCTEMY;

- MUHUManbHbIE U MakCUMarnbHble HABOPbI KaTeropmmn KOHMUAEHLMANBHOCTN, JOCTYMNHbIE

nonb3oBaTensiM Npu BXOAE B CUCTEMY;

- YfeHbl NPUBUMErMPOBaHHbIX rPYNM, KOTOpble MOryT nonyvatb U3 B[ crnyx6bl kKaTanoros

LDAP onpeneneHHyto nHopmMaumio o nonb3oBaTtensx.

Kpome Toro, ¢ ncnono3oaHnem C3®C CIFS obecneyeHo LeHTpann3oBaHHOE XpaHEeHne
AOMaLLHMX KaTanoros nofnb3oBaTenen.

[na cHWKeHna Harpyskum Ha ceTb M NoBblWeHUs npounssoanTenibHocTn B ENMM moxeT
NPUMEHSTLCS KI3LUMPOBAHNE PeaKo M3MEHAEMON MHpOPpMaLMK B JTOKANbHOM K3LLE.

BHUMAHMUE! 3ameHeHHasa Ha cepBepe MHOPMaLNSa MOXET NonacTb B NOKasbHbIA K3LU
C 3a4€epP>KKON.

Bonee nogpobHoe onucanue ENMM npusegeHo B PYCB.10015-37 95 01-1 «OnepaunoHHas
cucTema creumanbHoro HasHadyeHus «Astra Linux Special Editiony». PykoBoacTtBo agMmuHucTpartopa.

YacTtb 1».
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2. VDEHTU®UKALUA U AYTEHTUDOUKALIUA

OyHKUMA naeHTupukaumm n ayteHtTudpumnkaumm nonb3osarenen B OC ocHOBbIBaeTCs Ha
ncnonb3oBaHnn MexaHnama PAM.

PAM npegctaBnatoT cobon Habop pasgensiembix 6ubnuotek (T.H. Moaynewn), ¢ nNomo-
LLIbKO KOTOPbIX CUCTEMHbBIN aAMUHUCTPATOP MOXET OpraHM3oBaTh npoueaypy ayTeHTudumkaumm
(noaTBepxgeHue NOANUHHOCTM) Nonb3oBaTenen NpuUkNagHbIMUM NporpammamMu. Kaxasin moayrib
peanu3yet CO6CTBEHHbIN MexaHU3M ayTeHTudukaumm. IameHsist Habop 1 nopagok cregoBaHus
MOAYIeNn, MOXHO NOCTPOUTbL CLEHapUn ayTeHTUdUKaLmu.

Mopo6HbIN Nogxoa NO3BONAET N3MEHATL NpoLenypy ayTeHTudukaumm 6e3 nameHeHns
NCXOOHOro Koda u NOBTOPHOro kKoMmnunuposaHna PAM.

CueHapum ayTeHTUMKaUuMK (T. e. paboTa 3aTUX (PYHKLMI) ONMUChIBAKOTCS B KOHAUIYpaLMOH-
HOM panne /etc/pam.conf 1 B page KOHPUrypauMOHHbIX hannos, pacroroXeHHbIX B KaTarnore
/etc/pam.d/. Cama ayTeHTUdMKaUmns BbinonHaeTcs ¢ nomowsio PAM. Moaynu pacnonaratoTcs
B KaTanore /lib/security B BUae AUHaMN4eCKn 3arpyxaemMblX 0ObeKTHbIX hansioB.

Ecnn ETMN He ncnonbsyetcs, ayTeHTUPUKALMA OCYLLECTBAAETCHA C MOMOLLLIO NoKanb-
Hown B[] nonb3oBatenen (dpann /etc/passwd) U nokanbHon B[] nonb3oBaTenbCkMX naponen
(dpann /etc/shadow). [NogpobHy0 MHPOPMALNIO O CTPYKTYpPE 3TUX (hannoB MOXHO NONYYUTb
C NOMOLLbI KOMaHg man 5 passwd M man 5 shadow cooTBeTrcTBeHHO. B OC peanusoBaHa
BO3MOXXHOCTb XpaHeHUs ayTeHTUPUKaLMOHHON MHGOpMaLMK nosib3oBatenemn, nony4YyeHHom ¢
ncnonb3oBaHnem xew-gyHkumi no NOCT P 34.11-2012 (TOCT P 34.11-94).

Mpwn ncnonssosaHuu ENMN ayTeHTUMKaUMs nonb3oBaTenemn ocyLecTBNsaeTca ueHTpanu-
30BaHHO o npotokony Kerberos. [1Ns 3awuTbl ayTEHTUPUKALNOHHON MHPOPMALLMK NO YMOSTHAHWIO
NCnonb3yTcsa oTedecTBeHHble anroputmbl no NOCT 28147-89 n TOCT P 34.11-2012.

B EIMIM B kayecTBe UCTOYHMKA OaHHbBIX AS1S naeHTUmnKaumm n ayteHTuunkawmm nosnb3o-
BaTenen npumeHsaTca cnyxobl katanoros LDAP. B pesynsrate Bca cnyxebHas nHgopmaums
nonb3oBaTenen cetTm MOXET pacnonaratbCa Ha BblAENEeHHOM cepBepe B pacnpenerieHHon retepo-
reHHoun ceTeBon cpeae. [loGaBneHne HOBbIX CETEBbLIX MONb30BaTENEN B 3TOM Criydae npon3Bo-
ANTCA LEHTpann3oBaHHO Ha cepBepe cnyxbbl katanoroB. CeTeBble cnyxObl, NogaepxmsaroLLme
BO3MOXHOCTb ayTeHTudMKauum nonb3osatenen (web, FTP, noyta), MOryT BMeCTO fioKasnbHbIX
y4eTHbIX 3anncemn ncnonb3oBaTtb TOT xe KaTanor LDAP npoBepkun ayTeHTUdMKALMOHHON MHOP-
Maunn. ADMUHUCTPaTOP CETU MOXET LieHTPanun3oBaHHO yNpaenAaTb KOHUrypaunen cetu, B T. 4.
pasrpaHmumMBaTb AOCTYM K CETEBLIM Cry>bam.

Bnarogaps npegoctasneHuto nHgopmauumn LDAP B nepapxuydeckon gpesoBmaHon hopme
pasrpaHudeHne gocTyna B pamkax cryxbbl katanoros LDAP MoxeT 6bITb OCHOBaAHO Ha BBEOEHUN

AOMeHOB. B kayecTBe goMeHa B JaHHOM crlydae OyaeT BbiCTynaTb NOAAEPEBO CMyXXObl KaTa-
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noros LDAP. Cepsucbl LDAP nossonaloT pasrpaHMymBaTb OOCTYN MOSfb3oBaTeNen K pasHbIiM
nogaepeBbaM KaTtanora, Xxotd no ymonyaxHuioo B OC peanuayetcs cxema ogHOro JoMeHa.

[nsa ynpaeneHnsa nonb3oBatensamu, rpynnaMm n HacTporkamm nx aTpnbyToB ncnonb3yeTcs
rpadpudeckast ytunuta £ly-admin-smec. OnncaHme rpadpuyeckon yTunnTbl CM. B 3NEKTPOHHOM
crnpaske.

Ona ynpaeneHus B ALD B pexume KOMaHOHOM CTPOKM WUCMOMb3yeTrcs yTunuta
ald-admin, nogpobHOe onucaHne KoTopon NpuBeaeHo B man ald-admin.

MpnumevaHwune. Npn cosgaHnn nokanbHbIX Nosib3oBaTenen unn nonososarenen ENMM
Heobxoanmo 0bsa3aTenbHO YyCTaHaBNUBATh 4118 HAX AManasoHbl 4ONYCTUMbIX YPOBHEN U KaTeropui
KOHUAEHUMANBHOCTU: MUHMMArbHbIA N MakCUMasibHbIN YPOBHU KOHOMAEHUMANBHOCTU, MUHN-
ManbHbl U MakcUMarbHbI HAaGopbl kKaTeropuii kKoHduaeHUMansHoctu (cM. pasgend). OtcytcTBrE
YCTaHOBMNEHHbIX AOMNYCTUMbIX AMana3oHOB MaHOATHbLIX aTpUOyTOB NPUBOAUT K 3anpeLLeHNo JOCTY-
na npu obpalleHnn K ceTeBbIM CrnyXbam 3aLMLeHHbIX KOMMEKCOB NPOrpaMm rmnepTekCToBON
00paboTKkM AaHHbIX, ANeKTpoHHOW noyThl, CYB[] 1 nevatn.

Mo ymon4yaHuio B cueHapumn /etc/pam.d/common-auth, cogepxatiem obume ans scex
cnyx6 HacTponkM 1 NpegocTasnsoLemM cnyxby anga Bxoga B cuctemy, ncnonbdyetrcad PAM-mogynb
pam_tally.so. [aHHbin PAM-mMoaoynb npu Hayane npouenypbl ayTeHTumkauum nons3osaTens
YyBENUYMBAET CHETUMK HEYCMELLHbIX MOMNbITOK ayTeHTUdMKaLMmM nonb3oBaTens Ha eguHuly. Ymcno
HeyCneLLHbIX NMOMbITOK ayTEHTUMUKALMMN NONb30BaTeNst MOXET ObITb MPOCMOTPEHO CrieaytoLLen
KOMaHOoMn:
faillog -u user_ name

lNocne ycnewHoro 3aBepLUeHUsI MNOMbITKM ayTeHTUUKaummM nonb3oBaTensa CYeTyYuK
HeycneLHbIX MONbITOK ayTeHTUdMKaumm nonb3oBarensa copacbiBaeTcs B HoMb. MakcumaneHoe
YUCIIO HEYCMNELLHbIX MONbITOK ayTeHTUdMKaLmMmn nonb3oBartens onpeagensierca ytunuton faillog
N 3Ha4YeHNAMM napameTpoB deny U per_user:
auth [success=ignore default=die] pam tally.so per_user deny=10

Mcnonb3oBaHue napaMeTpa per_user O3HAYyaeT, YTo Npu ycTaHoBKe yTunuton faillog
MaKCUManbHOro 3Ha4YeHUs HeyCneLHbIX NOMbITOK ayTeHTUdMKauumn Ans nonb3osaTens, He pas-
Horo 0, NPMMEHSAEeTCA yKasaHHOe 3HayeHue. MHadye npumeHdaeTcs 3HadeHue, onpegensemMmoe
napameTpom deny. [1pn OTCYTCTBMM YCTAHOBIIEHHOIO NapamMeTpa per_user UCMNOSb3yeTcH 3Ha-
YyeHue napameTpa deny.

[ns cbpoca cyeTymka HeycneLHbIX NOMnbITOK ayTeHTUMKaLNN HEOOXOANMO BbINOMHUTL
cnenyroLLyro KomaHay:
faillog -r -u user_ name

bonee nogpobHoe onucaHne cMm. B pykoBoACTBE man Ha faillog M pam tally.
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3. ACKPELUMOHHOE YNPABJIEHUE OOCTYINOM

3.1. Obwme cBegeHun

B OC peanusoBaH mexaHun3m anckpeunoHHblx MPL nmeHoBaHHbIX Cy6beKTOB (Mosib3oBa-
Tenemn) K UIMEHOBaHHbIM CYLLHOCTAM. Peanmsauunsa mexaHnama guckpeumoHHbix MNP o6ecneunBaet
Hanuune 4Ns Kaxgown napbl (Cy6beKT-CyLLHOCTb) SBHOE U HeBYCMbICIIEHHOE NepeyncrneHmne pas-
peLLEeHHbIX TMNOB AOCTyNa.

[vckpeunoHHoe yrpaBrneHne OCTYNOM NPUMEHSETCH K KaXXOO0W CYLLHOCTU U KaXXaoMy
CyObeKTY 1 3aKntoyaeTcs B TOM, YTO Ha 3aliuLiaemMble MMEHOBAHHbIE CYLLHOCTW YyCTaHaBNMBAOTCS
(aBTOMaTUYECKM Npu ux cosgaHum) 6asosbie P B BMae MaeHTMOMKATOPOB HOMUHAMNbHbLIX
cybwekToB (UID n GID), koTopble BnpaBe pacnopsKatbCs 4OCTYNOM K AaHHOW CYLLIHOCTU, U NpaB
AocTtyna K cywHoctn. Onpegensotca Tpyu BUaa goctyna: yYteHue (read, r), 3anuck (write, w)
n ncnonHeHne (execution, x). NMpaBa [ocTyna BKMOYAKOT CNUCOK (BUTOBYO MacKy) U3 OeBATU
MyHKTOB: MO TPy BMAA AOCTyNa A8 Tpex KrnaccoB — Nornb3oBaTtens-srnagensua, rpynnbl-snagensua
N Bcex ocTanbHbiX. Kaxabin MyHKT B 3TOM Cnncke MoXeT bbITb b0 paspelueH, nnbo 3anpeLleH
(paBeH 1 unu 0).

Mpn obpalleHnn npoLecca K CyLWHOCTM (C 3anpocoM [OCTyna onpefeneHHoro suaa,
T.€. Ha YTeHWe, 3anuUcb NN UCMNOSIHEHNE) CUCTEMA NPOBEPSIET CoBNageHNe NaeHTMPNKaToOpOB
BnagernbLeB npolecca 1 Bnagernsues danna B onpegerneHHoM nopsiake, v, B 3aBUCUMOCTU OT
pesynbrata, NPUMEHSIET TY UM UHYIO rPYnny npas.

lMpaBa goctyna CywHOCTH, ABNAOLWENCa annoBbiM 0OGbEKTOM, MOTYT ObITb N3MEHEHDI,
€CNnn 3TO paspeLleHo (CaHKUMOHMPOBAHO) TEKYLLMMM NpaBunamMmn pasrpaHnyeHns octyna.

CyLlecTByIOT Takxke crieymanbHble OUTbl, Takne Kak:

- SUID (Set User ID) — 61T cMeHbl naeHTudukaTopa nosb3oBarens;

- SGID (Set Group ID) — 6MT cmeHbl naeHTUMKaTopa rpynnbl;

- Sticky — onpegensert Bnagernbua CyLHOCTEN B KaTanore.

Korga nonb3oBarternb Unun npouecc 3anyckaeT UCNOoNHAeMbl hann ¢ ogHUM U3 yCTaHOoB-
NEeHHbIX 6UTOB SUID unu SGID, TO hanny BpeEMEHHO Ha3Ha4yarTCcA npasa ero (dawvna) snagenoLa
Unu rpynnsl (B 3aBMCUMOCTM OT TOro, Kakon 6uT 3agaH). Takmm ob6pasom, nonb3oBaTenb MOXET
Aaxe 3anyckaTb pansibl OT MUMEHU cynepnosib3oBaTens.

KaTanor ¢ yctaHOBMeHHbIM Sticky-OUTOM O3HAYaeT, YTo yaanuTb ann U3 3Toro KaTa-
niora MOXeT TOfbKO Briagenew canna unu cynepnonb3oBatens. [Jpyrne nonb3oBaTeny nuwarTcs
npaBa yoanaTte dannbl. YCTaHOBUTb Sticky-OUT B KaTanore MOXHO TOSMbKO OT MMEHW cynep-
nonb3oBaTens ¢ UCMNorib3oBaHNWEM MexaHn3aMma sudo. Sticky-bUT kaTanora ocraeTcs 4o Tex nop,
noka Brageney, katanora unm cynepnornb3oBaTtesib He yaanuT Katanor SBHO UK HE U3MEHUT

npaBa goctyna. Bnageney MoxeT yaanutb Sticky-6UT, HO HE MOXET €ro yCTaHOBUTb.
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HononHutenbHo B OC mexaHn3mMoM guckpeunoHHblx MNP nogaepxmBatoTcst CNUCKU KOH-
Tpons poctyna ACL (Access Control List), peannsoBaHHble Ha OCHOBE pacLlUMpPEHHbIX aTpubyToB
dannosbix cuctem. C ncnonbzoaHnem ACL MOXHO OOMOMHUTESNBHO AN KaXOoW CYLHOCTU
3agaBatb NpaBa Ha AOCTYN CyObEeKTOB K HEN.

ACL coctouT M3 Habopa 3anucen. lNpaBa goctyna K CyWHOCTU ANs Nonb3oBaTens-
BnagenbLa, rpynnbl-Bnagensya u BceX ocTasibHbIX MMEKT COOTBETCTBYIOLLIEE NpeacTaBneHme
B ACL B Bnae otgenbHbix 3anucen. ACL, cootBetcTBytowmn 6asosbiM MNPL, HasbiBaeTcs MUHK-
manbHbiM ACL. Takum o6pas3om, Kakgon CyLHOCTM BCerga conoctaBnsaeTcs MmHumManbHbin ACL,
BKIOMaOLLNA TpU 3annucun: AN nonb3oBartensa-snagensua, rpynnbl-BnagensLa n Bcex oCTarbHbIX.
MpaBa goctyna onsa AONOSTHUTENbHbBIX CYyObLEKTOB OonpeaensoTcs B JOMNOMHUTENbHbIX 3anncsx
ACL.

ACL, Bknovatowmn bonee Tpex 3anncen, HasbiBaetcst pacwmpeHHbiM ACL. OH gononHum-
TENbHO COAEPXUT 3anucb ANs Macku AOCTyna u Habop 3anucen AN UMeHOBaHHbIX MoNb3oBaTenen
N UMEHOBAaHHbIX rpymnn.

B obwem cnyyae ACL BknoYaeT 3anucu crnegyowmx TUnos:

- nonb3oBatenb-Briageney (TEKCTOBOE NPeACTaBIIEHNE: USer : : TWX);

- MMEHOBaHHbIM Nonb3oBaTernb (TEKCTOBOE NpeACTaBleHMe: user :user_name: rwx);

- rpynna-snagesnbua (TeKCTOBOE NpeaCcTaBleHne: group: : rwx);

- MMEeHOBaHHas rpynna (TEKCTOBOE NpeACTaBfIEHME: user : group_name : rwx);

- Macka goctyna (TeKCToBoe npeacTaBneHue: mask: : rwx);

- BCe OcCTarbHble (TEKCTOBOE NpeAcTaBfneHune: other: : rwx).

3anucb Mackn JocTyna UCNonb3yeTcst ANs orpaHNYeHnsa pacnpocTpaHeHns npae gocTtyna
MMEHOBaHHbIX Monb3oBaTernen u rpynn.

B mexaHmame auckpeumoHHbix MNP peanu3oBaHo oTobpakeHne npaB AOCTyna K CyL-
HOCTW, yKa3aHHbIX B OMTOBOW Macke ANs Tpex KnaccoB (nosib3oBaTens-snagensua, rpynnbl-
BnajenbLa 1 BCeX ocTanbHbIX) B cooTBeTCTBYOWME 3anmcn ACL.

Mpn ncnons3oBaHnn MmHnmansHoro ACL:

- nNpaBa gocTtyna n3 6GUToBOM Macku Ans Knacca nonb3oBaTtenb-enagenew (Hanpumep,

rwx) oToOpaXkalTcsa B MAEHTUYHbIE NpaBa goctyna 3anucn ACL Tuna nonb3oBaTesib-

Bnageney, (HanpMMep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku ANs Krnacca rpynna-snagenbsua (Hanpumep, rw-)

oTobpaxarTca B naeHTu4Hble npasa goctyna 3anucu ACL Tuna rpynna-snagensua

(Hanpumep, group: : rw-);

- npaBa gocTyna n3 6UTOBON MacKku Ans Krnacca Bce ocTasnbHble (Hanpumep, r—--) oTob-

paxatTcs B MAEHTUYHbIE NpaBa gocTtyna 3anucn ACL Trna Bce ocTarnbHble (Hanpumep,

other::r--).
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Mpun ncnonesoBaHun pacwmpeHHoro ACL:

- npasa gocTtyna u3 6UToBOM Macku ONA Knacca nosib3oBaTenb-Brnageney (Hanpumep,

rwx) oToOpaXkalTcsa B MAEHTUYHbIE NpaBa goctyna 3anucn ACL Tuna nonb3oBaTesib-

Bnageney (HanpMMmep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku Ans Krnacca rpynna-snagensua (Hanpumep, rw-)

oTobpaxaloTcs B naeHTUYHble npasa goctyna 3anucy ACL Tuna macka goctyna (Hanpu-

mMep, mask: : rw-);

- npaBa gocTyna n3 6MTOBON MacKu Ans Kracca Bce ocTarnbHble (Hanpumep, r—--) oTob-

paxaloTcs B uaeHTUYHbIe npasa goctyna 3anucy ACL Tvna Bce ocTanbHble (Hanpumep,

other::r--).

PeanunsoBaHHasa B MexaHu3me guckpeumoHHbix MNMPL npoeepka npas focTyna cybbekTa K
CYLLLHOCTW BbINOMHAETCA B ABa 3Tana. Ha nepsom atane Bbibupaerca 3anucs ACL, COOTBETCTBYHO-
waga cywHoctn. 3anucy ACL anga cywHocT npocMaTpumBaloTCs B criefyoLlem nopsake:

1) 3anucb ons nonb3oBaTens-sBnagensua;

2) 3anuMcm UMEHOBaHHbLIX NONb30BaTeENEN;

3) 3anucb rpynnbl-Bnagenbua;

4) 3anMcu MMeHOBaHHbIX rpynm;

5) 3anuck ans Bcex ocTanbHbIX.

PelleHne o goctyne npMHMMaeTcs TONbKO HA OCHOBE ogHoW Bbl6paHHon 3anuncu ACL. Ha
BTOpPOM 3Tane nposepsietcs, 4To 3anuck ACL cogepXut Heobxoammble npaea gOCTyna.

AnropuT™M NpoBepKU NpaB AOCTyNa UMeET crieayoLWnin BUA:

1) npoBepsieTcs, ABNAETCS N CyObeKT AOCTyna nonb3oBaTenem-BrnagenbLeM CyLLHOCTN.

Ecnu cybbekT gocTyna He ABMSETCA Nonb3oBaTenemM-snagenbuem CyLHOCTU, TO NpoBepKa

npogomkaerca. Ecnu cybbekT goctyna siBNsieTcs nonb3oBartenem-snagensLeM CyLHOCTH,

TO NPOBEPSIETCS, pa3peLLEeH N B COOTBETCTBUM C Bbl6paHHOM 3anucbto ACL 3anpoLueHHbIn

cybbekTtom BMA goctyna. o pesynsratam npoBepku Joctyn nmubo paspeluaetca, nnmbo

3anpeLyaercs;

2) npoBepsieTcs, ABNSETCA N CyObEKT AOCTyNa OOHUM U3 UMEHOBAHHbIX NOMb30BaTeNewu,

ykasaHHbIX B 3anucsx ACL. Ecnun cybbekT gocTyna He SBRsieTca MMeHOBaHHbIM MOfb30Ba-

Tenem, ykasaHHbiM B 3anucax ACL, To npoBepka npogomkaetca. Ecnn cybbekT goctyna

ABNSETCS MMEHOBAHHbLIM MOMb30BaTeNeM, TO NPOBEPSAETCH, pa3peLLEH NN B COOTBETCTBUM

¢ BblbpaHHon 3anucbio ACL 1 3annckio mackm goctyna ACL 3anpolleHHbI CyObekTomM

BMA goctyna. o pesynsratam NpoBepkn JOCTYN NMBo paspeluaercd, NMbo 3anpeLaercs;

3) npoBepsieTcs, ABNSETCA N1 ogHa M3 rpynn cybbekTa AocTyna rpynnon-enagensuem

cywHocTtu. Ecnu HM ogHa u3 rpynn cybbekTa AoCTyna He siBNSeTcs rpynnon-snagenbuem

CYyWHOCTHN, TO NpoBepKa npoaosnKaeTcA. Ecnv ogHa u3 rpynn Cy6'beKTa OOCTynMna 4BliAa-
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eTcsa rpynnon-srnagenbLem CyLHOCTU, TO NPOBEPSETCS, paspeLLeH N B COOTBETCTBUN

C BblbpaHHOM 3anucbio ACL 3anpolueHHbIn cybbekToM Bua goctyna. o pesynsratam

nposepku goctyn nnbo paspellaeTtcs, NnMbo 3anpeLLaercs;

4) npoBepseTcH, ABNAETCA M 0gHa U3 rpynn cybbekTa JoCcTyna OgHOW N3 MMEHOBAHHbIX

rpynn, ykasaHHbix B 3anucax ACL. Ecnu Hu ogHa 13 rpynn cy6bekta gocTyna He saBnsieTcs

MMEHOBaHHOM rpynnown, ykasaHHoun B 3anucax ACL, To npoBepka npogosrmkaetcs. Ecrnn

ofHa 13 rpynn cybbekTa goctyna ABnseTcs MMEHOBAHHOW rpynmnomn, TO NpoBepseTcs,

paspeLleH N1 B COOTBETCTBUKN C BbibpaHHoW 3anucbto ACL 1 3anmcbio Mmacku gocTtyna

ACL 3anpolleHHbI cybbekTom BuA goctyna. o pesynstatam npoBepku JOCTyn nnbo

paspeluaetcs, Nnbo 3anpeLaeTcs;

5) npoBepsieTcs, paspeLleH nn B COOTBETCTBMU C 3anucbio ACL ans Bcex ocTanbHbIX

3anpoLLeHHbI cybbekToM BUA aoctyna. o pesynsratam npoBepku 4OCTyn nMbo paspe-

LwaeTcs, nMbo 3anpeLuaeTcs;

6) ecnu goctyn He Bbin paspeLlleH Npu NposeaeHUn NpeablayLmMx NpoBepok, To 40CTynN

3anpeLiaercs.

PeanunsoBaHHbin B OC mMexaHnam guckpeumoHHbix NP npegycmatpuBaeT Hanmume y
cywHocTen-koHTenHepoB ACL, ncnonsdyemoro no ymonyanuio. HassaHHbin ACL Hacneayetca
CYLHOCTSIMW, CO34aBaeMbIMUN B CYLLLHOCTU-KOHTENHEpE.

CyLHOCTAMM OocTyna SBMSOTCS:

dannsl;

coeanHeHuns (CokeTbl);

ceTeBble NMakeThl;

mexaHn3mbl IPC (pasgensemasi namsaTb, odepeam coobLueHnn n ap.).

MexaHunam, peanuayowwmin JUCKPELMOHHOE ynpaBneHme JoCcTynom, obecneumBaeTt BO3-
MOXHOCTb CaHKLMOHMPOBAHHOIO M3MEHEHUsT CMCKa Nosib3oBaTeniern U Crnvcka sawuuaemMbix
CyLIHOCTEN, aBnsowmxca dannoBbiMm obbekTamum.

MpaBo nameHeHusa MNP npeagocTtaBneHo BbiAENEHHOMY CyObEKTY-Cynepnonb30BaTento
root (nonb3oBatento ¢ UID, nmetowmm 3HadveHne 0). ADMUHUCTPATOP MOXET M3MEHATL NpaBa
C ucnonb3oBaHMeM MexaHmama sudo. Kpome Toro, npaBa JOCTYyMNa K CYLHOCTU, KaK YKa3aHHble
B GUTOBOM Macke Ansi Tpex KnaccoB (Mornb3oBartens-Brnagensua, rpynnbl-Bnagensua n Beex
ocCTanbHbIX), TaK U yKadaHHble B 3anucsx ACL, moryT ObiTb M3MEHEHbI CyObEKTOM, ABMSOLWMMCS
nonb3oBaTenemM-snagenbuemM CyLLHOCTH.

Peanusauma B OC mexaHuama guckpeunoHHbix MNP o6ecneymBaeT HENPOTUBOPEYNBOCTb
npasun U3MeHeHNa OnckpeunoHHbix MPL.

Mpn ncnonb3oBaHuM ons cywHocTn MmHMMmansHoro ACL npsimoe n obpaTtHoe oTobpake-

Hue MNP obecneynBaeTca cnegyowmm obpasom:
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1) npu n3meHeHnn nNpae AocTyna B GBUTOBOM Macke Ans nonb3oBaTensi-Bnagenbua naex-

TUYHLIM 06pPa3oM U3MEHAKTCA NpaBa AoCTyna AN nosb3oBartens-enagernsLua B 3annucu

ACL;

2) npu U3MEHEHUN NpaB 4OCTyna Ans nonb3oBaTens-enagensua B 3anncu ACL naeH-

TU4YHbIM 06pa3oM M3MEHAKTCA NpaBa AOCTyna B GMTOBOM Macke Ans nonb3oBaTens-

BnagenbLa;

3) npw nameHeHun npas JoCTyna B GUTOBON Macke AN rpynnbl-Bnagensua NaeHTUYHbIM

0bpa3om M3MeHsTCA nNpaBa AocTyna Ansa rpynnel-enagensua B 3anucn ACL;

4) npun nsameHeHUW Npae gocTyna Ang rpynnbl-Bragensua B 3annucu ACL naeHTUYHbIM

00pa3omM U3MeHsTCA nNpaBa JocTyna B GUToOBOM Macke Ans rpynnbl-BnagensLua;

5) npu nameHeHun nNpas goctyna B GUTOBOM Macke Afisi BCEX OCTalnbHbIX NOEHTUYHbBIM

06pa3om M3MeHsTCA NpaBa JoCcTyna Ansa Bcex octanbHbiX B 3anmcn ACL;

6) Npu M3MEeHeHUN nNpaB AOCTyna ANs BceX ocTasnbHbIX B 3anmcn ACL MOeHTUYHbIM

00pa3omM U3MeHsTCA NpaBa JoCcTyna Ans BCceX ocTalnbHbIX B GBUTOBOM Macke.

Mpn ncnonb3oBaHun ons cywHocTn pacwmpeHHoro ACL npsimoe n obpatHoe oTobpake-
Hue NP obecneunBaeTca cnegyowmm obpasom:

1) npu n3meHeHnn npae JoCTyna B BUTOBOM Macke ANs nonb3oBaTtens-snagenbua naex-

TUYHLIM 06Pa3oM U3MEHSAKTCA NpaBa AoCTyna AN nosfib3oBartens-snagensua B 3annucu

ACL,;

2) Npu U3MeHeHMn NpaB gocTyna Ana nosib3oBarens-snagensua B 3anmcu ACL naeH-

TUYHBbIM 06pPa3oM M3MEHAITCA NpaBa JOCTyna B BGUTOBOM Macke Ans nonb3oBaTens-

BnagenbLua;

3) npu nameHeHun npas AoCTyna B GUTOBON Macke AN rpynnbl-Bnagensua naeHTUYHbIM

obpa3om nameHsieTcs macka goctyna B 3anucn ACL;

4) npun n3ameHeHun macku goctyna B 3anmcu ACL naeHTnYHbIM 06pas3om M3MeHsATCS

npaBa goctyna B OMTOBOM Macke Ans rpynnbl-Bnagensua;

5) npu nameHeHun Npae gocTtyna B GUTOBOM Macke Afsi BCEX OCTalNbHbIX NOEHTUYHbBIM

00pa3omM M3MeHsTCA NpaBa gocTyna Ansa Bcex octanbHbiX B 3anmcn ACL;

6) Npyn n3aMeHeHUn npas JocTyna Ansa BceX ocTanbHbiX B 3annucy ACL naeHTUYHbIM

006pa3om M3MeHsTCA NpaBa JOCTyna Ansa BCeX OCTalnbHbIX B GBUTOBOM Macke.

Takum obpasom, peannsoBaHHbii B OC MexaHn3M, perynmpyrowmnn NpUHLUN GUCKPELNOH-
HOro ynpasrieHnsa JOCTYNnoMm, NnpeaycMaTpuBaeT CaHKLMOHUPOBaAHHOE U3MEHEHNE OUCKPELMOHHbIX
MPLO, BkMOYasa CaHKLMOHMPOBAHHOE M3MEHEHME CrMcKa CYyObEeKTOB M CNMCKa 3allmuiaeMblX CyLL-

HOCTEWN.
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3.2. Linux-npuBuneruu

Linux-npmBunernn npegHasHadveHbl Ans nepefadn oTAenbHbIM MONb30BaTensiM npas
BbIMOSTHEHUST ONpeaeneHHbIX agMUHUCTPATMBHbLIX OEACTBUN U ABMASIOTCA CTaHAAPTHbIMU ONS
cuctemsl Linux.

K Linux-npusunernam OTHOCATCS: CAP_CHOWN, CAP_DAC_OVERRIDE,
CAP_DAC_READ_SEARCH, CAP_FOWNER, CAP_FSETID, CAP_KILL, CAP_SETGID,
CAP_SETUID, CAP_SETPCAP, CAP_LINUX_IMMUTABLE, CAP_NET_BIND_ SERVICE,
CAP_NET_ BROADCAST, CAP_NET ADMIN, CAP_NET RAW, CAP_IPC_LOCK, CAP_IPC_OWNER,
CAP_SYS_MODULE, CAP_SYS_RAWIO, CAP_SYS_CHROOT, CAP_SYS_PTRACE,
CAP_SYS_PACCT, CAP_SYS_ ADMIN, CAP_SYS BOOT, CAP_SYS NICE, CAP_SYS RESOURCE,
CAP_SYS_TIME, CAP_SYS_ TTY CONFIG, CAP_MKNOD, CAP_ LEASE.

Linux-npmBunernn HacnenywTcsa npoueccamu OT CBOUX «poautenen». lNpouecchl, 3a-
NyLWEeHHble OT UMEHM CYNnepnonb3oBaTesis, HE3aBUCMMO OT HaNMYUSA Y HUX NPUBUMETNA, UMEIOT
BO3MOXXHOCTb OCYLLECTBIATb BCE NEPEYNCIIEHHbIE NPUBUIErMPOBaHHbIE ENCTBUS.

Cuctema npusunermn OC pacwmpeHa MNpuBUNErnsaMmn, OTHOCALLIMMUCA K CUCTEME
PARSEC. PARSEC-npusunernm, onucaHve kotopbix npueaeHo B [4.7], obecneunBatoT pabo-
Ty C MEXaHU3MOM MaHAATHOrO ynpaBneHns 4OCTYMNOM.

Bce npuBunerun nonb3oBartens HacneayTcsa 3anyLeHHbIMU OT UMEHW ero y4eTHOW 3anu-
cu npoueccamu. Npu 3anycke npouecca ¢ yCTaHOBNEHHLIMU MPUBUIIEMMAMUN 3arpy3vymK guHaMmmnye-
CKMX BUBNMoTEK ocyLlecTBNAET COPOC NEPEMEHHBIX Cpeabl OKPY>KEHMS, NO3BONSOLWMX OCYLLECTB-
NATb 3arpy3ky AMHaMn4ecknx 6GubnmoTtek n3 HecTaH4apTHbIX KaTanoros LD _LIBRARY PATH u
LD_PRELOAD. Takum o6pa3om, ycTaHOBKa Linux-npuBuneruin gns nonb3oBaTens MOXET NPUBECTU
K HEBO3MOXHOCTM 3anycka NpUoXeHUA, NCMOMb3YOLWMX ANHAMUYECKYIO 3arpy3Ky 6ubnmoTek ua
HecTaHOapTHbIX KaTtanorosB (Hanpumep, Firefox, Thunderbird, LibreOffice, £1y-scan).

Ona Hactponkn KC3 moryT ucnonb3oBatbcs Kak Linux-, Tak 1 PARSEC-npusunernn.

Mopsinok ynpaeneHusi npmsunernsamu onucaH B [4.16]
3.3. CpeacTBa ynpaBneHus auckpeunoHHbivu MPL

[na ynpaeneHus auckpeunoHHbiMu MNP ncnonbayetca rpadpuyeckas ytmnuta £1ly-£fm
(«MeHnepxep dannos»). bonee nogpobHoe onucaHne yTUnnTbl CM. B 3N1EKTPOHHOW CrpaBKe.

[na ynpaenenus Linux-npuBmnnervsamm nonb3oBaTenen CUCTEMbl UCNONb3yeTcs rpaduye-
ckaqa ytunuta fly-admin-smc («YnpaBneHme nonmtmkon 6esonacHoctny). bonee nogpobHoe
ONUCaHne YyTUNUTbl CM. B 3NEKTPOHHOW CrnpaBke.

[anee paccMoTpeHbl cpeacTea ynpasneHusa anckpeunoHHsimu MNP B pexxume KomaHgHON

CTPOKM.
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3.3.1. chown

KomaHga chown uameHseT Bnagensua u/vnu rpynny, BnagetoLlyo KaxabiM N3 ykasaHHbIX
drannos, COrnacHo 3agaHHbIM apryMeHTam, KOTopble MHTEPNPETUPYIOTCS B NocrneaoBaTernibHOM
nopsigke. Ecnv 3agaHo TOnNbko UMs Nonb3oBaTtens (MNn ero YNCNoBOW MAeHTUdUuKaTop), TO
AaHHbIN Nonb3oBaTeNb CTAHOBUTCA BNagerbLeM KaXaoro u3 ykasaHHbiX ¢hannos, a rpynna
3TUX pannoB He naMeHsieTcs. Ecnu 3a nmeHeM nonb3oBaTensa Yyepes ABoeToune criegyeT UMs
rpynnbl (UAN YNCNOBOW naeHTUdMKaTop rpynnbl) 6e3 npobenoB Mexay HUMKU, TO U3MEHSETCS
Takke u rpynna ¢dannos. Ecnn gBoetoune unm Touka criegyeT 3a UMeHeM Mnonb3oBaTens, Ho
rpynna He 3afiaHa, TO JaHHbIW NoNb3oBaTeNb CTAHOBUTCA BriagerbLeM ykasaHHbIX hannos, a
rpynna ykasaHHbIX pannioB U3MEHSIETCA Ha OCHOBHYIO rpynny nonb3oBaTtend. Ecnv onyweHo nvs
nonb3oBaTens, a ABOeTo4Yne Unn Touka BMecTe C rpynnon 3agaHbl, To 6yaetr namMmeHeHa TOnbKo
rpynna ykasaHHbIX pannos; B 3TOM criydae chown BbINOMHAET Ty Xe PYHKUUIO, YTO U chgrp
(3.3.2). KomaHpa chown usmeHsieT BnagenbLua u/unu rpynny kaxagoro FILE Ha OWNER w/vnu
GROUP.

CuHTaKcuc KomaHabl:

chown [<mapameTp>]... OWNER[:[GROUP]] FILE...
chown [<mapameTp>]... :GROUP FILE...
chown [<mapameTp>]... --reference=RFILE FILE...

OnuncaHne 0CHOBHbIX NapaMeTpoB KOMaHAb! NpuBeaeHo B Tabnuue [1]

Taobnuuya 1

MapameTp Onuncanue

To e, YTo n —-verbose. [MNogpoOHO onuckIBaTh TONLKO ddannbl, Yen

-c, ——changes .
Bnageney 0encrtBuTesibHO UAMEHAETCA

MNameHuTb Bnagenbua darna, Ha KOTopbI YKasblBaeT CUMBOSbHas

—-—-dereference N N
CCblflKa, BMECTO CaMOW CUMBOJIbHOW CCbINKN

PaGoTaTtb ¢ caMMMKn CMMBOJSIbHBIMU CChIfIKaMu, a He ¢ dparnamm, Ha
-h, -—-no-dereference KOTopble OHU yKa3sblBaloT. [laHHbIN napaMeTp JOCTYNeH, TOMNbKO ecrnuv
MMeeTCsl CUCTEMHBIN BbI30B 1chown

MameHnTb Briagenbua w/vnn rpynny Kaxgoro danmna, Tonb-
KO ecnv Tekywui Bnageney wwnu rpynna coenagaetr c
CURRENT_OWNER:CURRENT_GROUP. Kak rpynna, Tak u Brage-
new, MoryT ObITb OMNyLUEHbI, B 3TOM Clny4Yae coBnageHue anst 4aHHOro
aTpubyTa He obsA3aTenbHO

—-—-from=CURRENT_ OWNER:
CURRENT_GROUP

He BbiBOANTL cooOLLeHns 06 owmbkax Ha channbl, Yen Bnageney He

-f, ——silent, ——quiet
MOXET ObITb M3MEHEH

BmecTo 3agaHHbIX 3Ha4YeHMn OWNER : GROUP MCNonNb3oBaTh Bnagensua

--reference=RFILE .
n rpynny darna, Kotopble UMetoT REILE

-R, -—recursive PeKprVIBHO M3MEHATb Bllagersiblua KaTtasioroB  BCero nxX cogep>KnMmoro

--help BbiBecTu cnpaBky 1 BbINTU
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OkoHyaHue mabnuusi 1

MapameTp Onuncanue

--version BbiBeCTV MHOpMaLNO O BEPCUN U BBINTY

Bnageneu He nameHsieTcH, ecrnn OH He CyLlecCTBYyeT. prnna TaKkKe He UBMEeHAETCA, eCrn

OTCYTCTBYET, HO USMEHAETCA Ha rpynny no ymon4aHuto, ecJyin He 3aaH MnoJib3oBaTeslb.

3.3.2. chgrp
KomaHga chgrp U3MeHseT rpynny, BnagetoLlyto KaxablM U3 ykasaHHbIX pannoB FILE, Ha
rpynny GROUP, koTopasd MOXET OblTb 3aaHa MMeHeM rpynnbl AN YACTTOBLIM NOEHTUUKATOPOM

rpynnbl.
CuHTaKkcmnc komaHAapbl:
chgrp [<napameTp>]... GROUP FILE...
chgrp [<mapameTrp>]... --reference=RFILE FILE...

OnuncaHne napaMeTpoB KOMaHAap! NpuBedeHo B Tabnuue [2|

Tabnuuya 2

MapameTp OnucaHune

To e, UTo U ——verbose, HO BbIBOOUTb COOBLLEHWE TONbKO Toraa, Koraa

-c, ——changes . .
AencTBuTEnbHO Gbina uamMeHeHa rpynna dganna

M3meHuTb Bnagensua ¢anna, Ha KOTOpbIN YKa3biBaeT CUMBOSbHAsA CCblf-

—-—-dereference . .
Ka, BMECTO CaMOW CUMBOJSIbHOW CCbIJIKN

M3ameHnTb BNagenbLa CUMBOSIBHOM CCbISIKK, a He Bragenbsua ganna, Ha
-h, -—-no-dereference | KOTOPbIA YKa3blBAET 3Ta CCbINKa (AOCTYNHA TONBKO HA CUCTEMAX, UMEIOLLMX
CUCTEMHBIN BbI30B 1chown)

-f, --silent, -—quiet | He BbIBOAUTb co0OLLIEHNS 00 OLLIMOKax

--reference=RFILE M3meHnTb rpynny cdarna FILE Ha Ty, YTO BrnageeT dpannom RFILE

-R, -—recursive PeKprI/IBHO N3MEHATb Blagerbla KaTtajioroB " nx coaepxmmoro

BbiBOOUTL AMarHocTuyeckoe cooblieHne 06 n3aMeHeHUn BragensLla ans

-v, ——verbose .
Kaxkgoro cpanna

--help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBeCTV MHOPMaLINIO O BEPCUN U BBINTY
3.3.3. chmod

KomaHga chmod npuMeHAeTCd ond nsSMeHeHusA npas AoCcTtyna.
CuHTakcuc KomaHgpbl:

chmod [<nmapameTp>]... MODE[,MODE]... FILE...
chmod [<mapameTrp>]... OCTAL-MODE... FILE...
chmod [<mapameTp>]... --reference=RFILE FILE...

OnuncaHune napaMeTpoB KOMaHAbl chmod npuBeaeHo B Tabnuvue
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Tabnunua 3
MapameTp Onucanune
o changes To e, 4To n —-verbose, HO BbIBOOUTb COOOLLEHNE TONLKO Torga, Koraa
! g Obinn Npon3BeaeHbl U3MEHEHMUS
-f, --silent, He BblgaBaTb coobuieHnst 06 owmnbkax Ha Te dpannbl, YbM NpaBa He MOTyT
-—quiet ObITb U3BMEHEHBI
-v, --verbose MoapobHO onucbiBaTb M3MEHEHHbIE NpaBa AOCTyna

--reference=RFILE | VIaMeHUTb NpaBa AocTyna K (ainy Ha Te npaea, YTo UMeeT RFILE

-R, —--recursive PekypcvBHOE M3MeHeHWe npaB JoCTyna Af1s KaTanoroB U UX CoaepXnmoro
--help BbiBecTy cnpaBky v BbIATH
--version BbiBeCcTM nHpopmaLnio o BEpcun 1 BbITU

KomaHaa chmod na3MeHsieT npaBa AocTyna ykaszaHHoro gavna FILE B COOTBETCTBUU
C NpaBamu A0CTyna, ykazaHHbIMW B napameTpe MODE, KOTOPbIA MOXET ObiTb NpeacTaBneH Kak
B CMMBOSIbHOM BUAE, Tak U B BUAE BOCbMEPUYHOrO Yncna, npeacrasnstowero GutoByto Mmacky
HOBbIX NpaB gocTyna.

Yncnoson pexmm COCTOUT U3 He Boree 4YeTbipex BOCbMepPUYHbIX undgp (ot 0 go 7),
KOTOpble CKnaabiBatoTcst U3 6UTOBbIX Macok 4, 2 n 1. JTltobble NnponyLUeHHbIe pa3psiabl 4ONOMHAKTCA
nnavpytowmmmn Hynsmu. MNepeas undpa BolbnpaeT ycTaHOBKY MaeHTUdmKaTopa nonb3oBartens
(setuid) (4) nnu nageHTtudumkaTopa rpynnel (setgid) (2) nnu sticky-6uta (1). Bropas umdpa
BbIOMpaeT npaBa AOCTyna Ans nonb3oBaTtens, BnagetoLwero AaHHbIM hannom: yteHune (4), 3annco
(2) n ncnonHexmne (1); TpeTbsa undpa BbibUpaeT NnpaBa 4oCTyna Ans Nonb3oBaTenen, BXoAALWNX
B @HHYO rpynny, C TeM e CMbICIIOM, YTO MU Yy BTOPOW LMdPbI; U YeTBEPTLIN pa3psa Boibnpaet
npaBa AOCTyna Ans ocTanbHbIX Nofib3oBaTenen (He BXOAALMX B AAHHYHO rpynmny), onsiTb C TEM Xe
CMbICIIOM.

dopmaT CMMBOIbLHOTO BMAa NapameTpa MODE:
[ugoa...][[+-=][rwxXstugo...]...]1[,...]

Kaxxablhi apryMeHT — 3TO CMUCOK CMMBOJSIbHbBIX KOMaHA U3MEHEeHUs npaB JocTyna, pas-
AeneHHbIX 3ansaTeiMn. Kaxgas Takas komaHga HadnmHaeTcsa ¢ Hyns unm 6onee 6ykB ugoa, KOM-
OvHaumMAa KOTOpbIX YKasblBaeT, YbW nNpaBa gocTyna Kk cdanny 6yayT nameHeHbl: nonb3oBarens,
BnagetoLero dannom (u); nonb3oBartenen B JaHHOW rpynne (g); ocTanbHbIX NOfb3oBaTenemn, He
BXOOALWNX B AaHHYO rpynny (o), nnu xe Bcex nonb3oBartenen (a). byksa a akBMBaneHTHa ugo.
Ecnu He 3agaHa HM ogHa BykBa, TO aBTOMaTuyeckn Byaet ncnonb3oBatbed BykBa a, HO GUTHI,
YyCTaHOBIEHHble B umask, He ByayT 3aTPOHYTHI.

OnepaTtop «+» gobaBndaeT BbiOpaHHbLIE NpaBa AOCTYMNa K YK€ UMEKLMMCH Yy Kaxgoro
danna; «-» ygansieT 3Tu npaea; a «=» NpuUcBanBaeT TOMbKO 3TU NpaBa KaXXaoMy yKa3aHHOMY

danny.
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BykBbl rwxXstugo BbIOMpaloT HOBbIE NpaBa 4OCTyNa AN Nnonb3oBaTens, 3a4aHHoro oa-
HOM 13 ByKB ugoa: YTeHune (r); 3annck (w); UCMONHEeHWe (UK JOCTYN K Katanory) (x); BbINONHeHWe,
ecnu chann ABnsieTca KatanoroM Unn yxe MMeeT NpaBo Ha BbIMOMHEHUE ANsi KaKoro-HMbyab
nonb3oBatens (X); setuid- nnu setgid-6utbl (s); sticky-6ut (t); yctaHoBKa Ans oCTanbHbIX TaKUX
e npaB AocTyrna, KoTopble UMeeT nosfb3oBaTenb, Bnagewmn 3Tum damnnom (u); yctaHoBka
AN ocTanbHbIX TakKMX Xe npaB 4OCTyna, KoTopble MMeEeT rpynna danna (g); yctaHoBKa Ans

ocCTarnbHbIX TakuX e nNpaB 4OCTyna, KOTOpble MMEIOT OCTarnbHble MNONb30BaTeNnu (He BXOAsLINE B
rpynny canna) (o).

Mpumep

KomaHga chmod g-s file cHuMMmaeTr 6uUT set-group-ID (sgid), KomaHaa
chmod ug+s file ycTaHaBnuBaeT OwuTbl suid W sgid, B TO BpeMsi Kak KOMaHOa

chmod o+s file HM4Yero He genaert

OnvcaHve napaMeTpoB CMMBOMNBLHOIO BuAa MODE npusefeHo B Tabnuue [4]

Tabnuua 4
MapameTp OnwucaHve
u Monb3oBaTenb (BNageney ganna) — ot user (Nonb3oBaTtenb)
g lpynna — ot group (rpynna)
OcTtanbHble nonb3oBartenu — oT other (ocTtanbHbIE)
a Bce nonb3osatenu — ot all (Bce)
+ [ob6aBnTb paspeLleHns K TEKYLLMM NpaBam OOCTyna

- Ypoanutb pas3pelleHna n3 TekKywmnx npae AoCcTtyna

= YcTtaHoBUTb pa3pelieHna BHe 3aBUCMMOCTU OT TeKYyLWKX npaB goctyna

r PaspelueHne Ha yTeHue — oT read (YnTatb)
w PaspelueHne Ha nameHenne — ot write (nucatb)
X PaspelueHne Ha ncnonHeHne — ot execute (BbIMOSHATD)

brokmpoBka hanna ana gpyrux nonb3oBaTtenen npu gocryne

KomaHga chmod HUKOraa He N3MEHSIET NpaBa Ha CUMBOJIbHbIE CCbISNKK, T. K. 3TOrO He aena-
€T CUCTEMHbIN BbI30B chmod. 3TO He ABNAETCA NpobnemMon: npaBa CUMMBOJSbHbLIX CCbISTOK HUKOrAa
He ncnonb3ytoTcsa. OgHako ONA KaXKAoW CUMBOSbHOW CCbISKK, 3alaHHOM B KOMaHAHOW CTPOKe,
chmod MrHopMpyeT CUMBOJbHbIE CCbISIKN, BCTPEYaoLWmnecs BO BPEMsSI PEKYPCMBHOM 06paboTkm

KaTtasioros.

3.3.4. umask
KomaHga umask — 910 nonb3oBaTtenbckas macka (user mask), kotopasi ucnonb3yercs ans

NPUCBOEHMS ONpeaeneHHbIX Npaea AocTyna no yMoryYaHuioo Npu co3gaHumn danna unum karanora.
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CunHTakcmc KomaHabl:
umask [-p] [-S] [<macka>]

Monb3oBaTenbckass Macka co3gaHuda awnna ycTaHaBfMBaEeTCA pPaBHOW aprymeHTy
<macka>. Ecnu macka HaunHaeTcs ¢ umdpbl, OHa MHTEPNPETUMPYETCS Kak BOCbMEPUYHOE YNCHO,
MHa4Ye — Kak Macka B CUMBOSIbHOM dpopmare, aHanorm4HoMm Ucnosib3yeMomy B KoMaHge chmod
(cm. [3.3.3). Ecnn macka He ykasaHa wnv 3afgaH napameTp -S, BblaeTcs Tekyllee 3Ha4YeHne mac-
Kn. NapameTp -S BbI3bIBAET Bbldavyy Macku B CUMBOSIbHOM doopMate; Nno YMOS4aHUIo BblgaeTcs
BOCbMepUYHOe Yuncro. Ecnu ykasaH napamMeTp -p, a Macka He 3ajjaHa, pe3ynbraTt BblaaeTcsa B
BMAE, KOTOPbIA MOXHO MCMNONb30BaTb BO BXoAHOM kKomaHae. CtaTtyc Bbixoga — 0, ecnu macka
Oblna ycrnewHo N3MeHeHa Unn He ykasaHa, 1 1 — B NpOTUBHOM CIiy4ae.

KomaHga umask pacno3HaeTcsi 1 BbINOMHAETCA 000Mno4kon shell.

KomaHagy umask uenecoobpasHo BKOYMUTb B NOMb30BaTENLCKUN pro-thann. Torga oHa
OyOoeT aBTOMaTMYECKUN Bbl3biBaTbCA NPU BXOAE B CUCTEMY U YCTAHOBUT HYXXHbIA PEXUM AOCTyna K

cosgaBaeMblM hannam u Kkatanoram.

3.3.5. getfacl
Ona kaxporo hanna getfacl BbIBOOUT UMSA (hanna, Bnagensua, rpynny-snagensua n
ACL. Ecnu katanor umeet ACL-no ymonuanuio, To getfacl BbiBoauT Takke ACL-no ymonuanuio.
®annbl He moryT umetb ACL-no ymonyaHumio.
CuHTakcmc KomaHap:
getfacl [-dRLP] <dani>
dopmar BbIBOAA:
# file: somedir/
# owner: lisa

# group: staff

1
2
3
4: user::rwx
5 user:joe:rwx #effective:r-x
6 group: : rwx #effective:r-x
7 group:cool:r-x
8 mask:r-x
9: other:r-x
10: default:user::rwx
11: default:user:joe:rwx #effective:r-x
12: default:group::r-x
13: default:mask:r-x
14: default:other:---
CTtpokun 4, 6 1 9 OTHOCATCS K TPaAULMOHHBIM BMTam NpaB AocTyna K panny, COoOTBETCTBEH-

HO, ONnd Bnagernbua, rpynnbi-sBriagenbua n BCEX OCTallbHbIX. oK TPW AanemMeHTa ABNATCA 6a3o-
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BbiMW. CTPOKM 5 1 7 ABNSIOTCSA 3nemMeHTaMu ANsi OTAeNbHbIX nonb3oBatens u rpynnbl. CTpoka 8 —

mMacka 3peKTUBHbIX NpaB. ATOT AMEMEHT orpaHnYnBaeT 3dpeKkTUBHbIE NpaBa, NpeaocTaBnse-

Mbl€ BCEM rpynnamMm n otaesibHbIM NOJib30BaTElTAM. Macka He BnusieT Ha npaea aj4a snagernbLua

danna u Bcex gpyrux. Ctpokn 10-14 nokasbiBaotr ACL-No ymonyaHuto, accoumMmpoBaHHbIn C

OaHHbIM KaTaJ10roMm.

KomaHga getfacl BbiBoantT ACL harinoB n katasioroB no yMosryYaHuio.

[Onsa 6onbworo konuyectBa gannoB getfacl BbiBOAUT ACL, pasgeneHHbie nycTbiMn

CTpOKaMW. Pe3yanaTb| koMaHgbl getfacl MOryT MCNonb30BaTbCA KakK BXoAHble AaHHble And

komaHabl setfacl (3.3.6).

OnuncaHune napameTpoB KOMaHAbl NpuBegeHoO B Tabnuue .

Tabnunua 5

MapameTp

OnucaHne

——access

BuiBectn Tonbko ACL danna

-d, -—default

BbiBecTn Tonbko ACL-no ymonyaHuio

—-—-omit-header

He nokasbiBaTb 3aronoBokK (Mms canna)

—-—all-effective

MokasaTtb BCe aphekTMBHLIE NpaBa

—--no-effective

He nokasbiBaTb ahheKkTnBHbIE NpaBa

--skip-base

Mponyckatb dannbl, UMetoLLnEe TOSTbKO OCHOBHbIE 3anncu

-R, ——-recursive

[lns noakartanoroB pekypcuBHO

-1, --logical

CnepoBatb N0 CUMBOSIMYECKUM CChIfIKaM, MO YMOMYAHUIO CUMBOSINYECKNE
CCbIfKW, HEe yKa3aHHble B KOMaHA4HOWN CTPOKE, MTHOPUPYHOTCH

-P, -—-physical

He cnepoBatb MO CUMBOSIMYECKUM CCbIflkaMm, Aaxe ecrin OHU YKa3aHbl B
KOMaHaHowm CTpoOKe

-—tabular

Mcnonb3oBatb TabynupoBaHHbI chopMaT BbiBOAA

——numeric

lMoka3sbiBaTb YNCIOBbLIE 3HAYEHUS I'IOJ'IbSOBaTeJ'IFI/prI'II'IbI

-—-absolute—-names

He ynanaTe Begywime «/» u3 nytu canna

--help BbiBecTu cnpaBky v BbIATU
--version BbiBeCTM MH(pOpMaLNo 0 BEPCUN U BbIATU
3.3.6. setfacl

KomaHga setfacl uamensier ACL k dparinam unm katanoram. B komaHgHoM cTpoke 3a

nocregoBaTenbHOCTLIO KOMaH MAeT nocrnenoBaTenbHOCTL hannos (3a KOTOPOW, B CBOK o4vepesb,

TaKKe MOXET NOTU nocnenoBaTtesibHOCTb KOMaHA U T.,El,.).

CuHTakcuc KomaHgpbl:

setfacl [-bkndRLP]

{

-m|-M|-x]|-X } <damnm>

OnvcaHve napaMeTpoB KOMaHAabl NpuBeaeHo B Tabnuue [6]




Tabnunua 6
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MapameTp

OnucaHue

-m, ——modify=acl

NameHnTb Tekywmun ACL gna daina

-M, ——modify-file=file

MpounTtatb 3anucn ACL ana mogudmkaumm na cdanna

-X, ——remove=acl

Ypanutb 3anucu n3 ACL danna

-X, ——remove-file=file

Mpountatb 3anucn ACL ansa yaaneHus ns danna

-b, ——remove-all

Yoanutb Bce paclumpeHHble 3anmcn ACL

-k, ——remove-default

Yaanute ACL-no ymon4yaHuio

--set=acl

YctaHoeuTtb ACL gns danna, 3ameHnB Tekywmn ACL

—--set-file=datei

Mpountatb 3anncu ACL gns yctaHoBneHus M3 danna

--mask

MepecunTtatb Macky adhdeKTUBHbIX Npas

-n, ——no-mask

He nepecuntbiBaTb Macky addeKTUBHbLIX Npae, 00bIYHO setfacl ne-
pecynTbIBaET Macky (Kpome criydyas ABHOro 3afjaHus Macku) Ans Toro,
4yTO6bl BKMIOYNTL €€ B MakCcumarsibHbli Habop npasB JOCTyna aneMeH-
TOB, Ha KOTOpble BO3OENCTBYET Macka (4nda BceX rpynn n oTaenbHbIX
nonb3oBarenen)

-d, ——default

MpumennTe ACL-N0 ymonyaHuio

-R, ——-recursive

[lns noakartanoroB pekypcuBHO

-1, --logical

CnepoBatb MO CMMBOSIMYECKMM CCbISIKaM, MO YMOSYaHWUIO CCbISKK, HEe
yKa3aHHble B KOMaHOHOW CTPOKe, UTHOPUPYIOTCS

-P, ——physical

He cnepoBaTb N0 CMMBOMUYECKNM CChIfIKaM, AaXKe eClniv OHU YKa3aHbl
B KOMaHOHON CTpOKe

--restore=file

BoccTaHoBUTL pe3epBHYH0 KOMKWIO NpaB A0CTYMNa, CO34aHHYH KOMaHOowM
getfacl -R unu e nogobHon. Bce npaea goctyna gepesa kartarno-
roB BOCCTaHaBNMBAOTCS, UCMNONb3ysi 3TOT MexaHn3Mm. Ecnn BBogmmbie
AaHHble coaepXXaT anemMeHTbl A4S Bnagensua unm rpynnel-srnagensua
n KomaHga setfacl BbINONHAETCS NMOMb30BaTENEM C UMEHEM root,
TO Bnagenew v rpynna-enagernew, Bcex hannos Takke BOCCTaHaBMNMBa-
toTCs. ATOT NapameTp HE MOXET UCMONb30BaTbCS COBMECTHO C APYrMMu
napamMmeTpamu, 3a UCKITIOYEeHMEM napameTpa ——test

--test Pexum TectnposaHusa (ACL He nameHsoTcs)
--help BbiBeCTM cnpaBKy 1 BbINTU
--version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH

Mpun ncnonb3oBaHUM NapamMeTPoB ——set, -m U —x AOMKHbI ObITb NepeYncrneHbl 3anucu

ACL B komaHaHowm cTpoke. ArniemeHTbl ACL pasgensitoTca oguHapHbIMU KaBbl4KaMu.

Mpu yTeHun ACL n3 dpanna npu nomowm napameTpoB --set-file, -M U -X KOMaHaa

setfacl NpMHMMAaET MHOXECTBO aneMeHToB B doopMaTe BbiBoga getfacl. B cTpoke 06bl4HO

cogepxutcs He 6onblle ogHoro anemeHTa ACL.
3.3.6.1. dnemeHTbI ACL

KomaHga setfacl ucnonb3yeTt criegyowme opmatbl anemeHToB ACL:
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1) npaBa gocTtyna oTAernbHOro nonb3oBaTens:

[d[efault]:] [ulser]:Juid [:[+]|"]perms]

Ecnn He 3agaH uid, TO NnpaBa gocTyna Bragenbua ganna;

2) npaBa gocTyna oTAerbHOW rpynmbi:

[d[efault]:] gl[roup]:gid [:[+]|"]perms]

Ecnu He 3agaH gid, TO npaBa gocTtyna rpynnbl-Bragensya;

3) Macka a(hpeKTUBHbIX NpaB:

[d[efault]:] m[ask]:[+|"] perms

4) npaBa AocTyna BCeX OCTallbHbIX:

[d[efault]:] o[ther]:[+|"] perms

OnemeHT ACL siBnsieTca abCconoTHbLIM, ECNIN OH COAEPXKNUT NOJE perms N ABMASIETCA OTHO-
CUTENbHbBIM, €CIIM OH BKITHOYaEeT OAMH N3 MOANGUKATOPOB: «+» UMK «*». ABCOMNIOTHbIE 3NEMEHTbI
MOryT MCMNOSb30BaTbCA B onepauusax yctaHosku nnn mogundgukauumn ACL. OTHocuTenbHble ane-
MEHTbl MOTYT MCMNONb30BaTbCA TONbKO B onepauun mogndukauum ACL. MNMpaea goctyna ans
OTAENbHbIX NoNb3oBaTenen, rpynnbl, He cogepXallune HUKaKMX Nonen nocre 3HavyeHnnm uid, gid
(none perms Npy 9TOM OTCYTCTBYET), UCMOMb3YIOTCA TONLKO AN yaaneHUs 3rIEMEHTOB.

3HaveHna uid n gid 3agarTca MMEHEM UInn Yncrom. lNone perms MOXeT ObITb Npea-
CTaBNEeHO KOMBOUHALMEN CUMBOSIOB «I», «wW», «X», «—» Unun uudp (ot 0 go 7).

3.3.6.2. ABTOMaTU4YeCKM co3faHHble NnpaBa AocTtyna

MN3HauanbHO hannbl 1 KaTanorn cogepxat Tonbko Tpu 6as3oBbix anemeHTa ACL: anga
BnagenbLa, rpynnbl-Brnagensua u Bcex ocTanbHbIX nonb3oBatenen. CyliecTByeT psag npasun,
KOTOpble crieayeT BbIMOMHATD:

1) He MoryT ObITb yaaneHsl cpasy Tpn 6a3oBbIX anemeHTa. [JomkeH NpUCyTCTBOBATb XOTH

Obl 0OQVH;

2) ecnu ACL cogepxnt npaBa gocTtyna ansa otTaenbHOro nosib3oBartens unm rpynnsl, To

ACL Takke gomkeH cogepxatb Macky a(peKkTUBHbIX Npas;

3) ecnu ACL cogepxunt kakne-nmbo anemeHTsl ACL-No ymonyaHuo, To B nocnegHem

OOMMKHbI TaKKe NpUCyTCTBOBAaTL TpU 6a30BbIX anemeHTa (1. €. NpaBa AocTyna no ymosnya-

HWIO AN BNagensua, rpynnbl-Bnagensua n Bcex ocTarnbHbIX);

4) ecnu ACL-no ymonyaHuio CoOaepXXUT npasa 4OCTyna Ans OTAeNbHbIX Nofib3oBaTenemn

unu rpynn, To B ACL Takke JoSmKHa NpUCYTCTBOBaTb Macka a(p(peKkTUBHbIX Npas.

[nsa Toro, 4ToObl NOMOYb NONIb30BATENO BbINOMHATL 3TU nNpaBuna, setfacl co3naer
npasa AoCTyna, UCNoNb3ys YXe CyLeCTBYHLLME, COMfTacHO CreayoLwmnM YCITOBUAM:

1) ecnu npaea gocTyna Ans oT4enbHOro nonb3oBartens unum rpynnbl gobaenexsl B ACL, a

MacCKu MnpaB He CyLLEeCTBYET, TO cO34aeTCA MacCKa C npaBamMun O0CTyMa rpynnbl-BnagenbLa,
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2) ecnu co3gaH anemeHT ACL-no ymonuaHuio, a Tpex 6a3oBbIX 3NIEMEHTOB He 6bIno,
Torga genaetcs ux konua u oHn gobaensatotca B ACL-no ymonyaHuio;

3) ecnun ACL-no yMon4yaHuio coaepXuT Kakme-nmbo npasa JocTyna Af1si KOHKPETHbIX
Nnonb30oBaTesnst UNu rpynnbl U HE COAEPXKMUT MACKy npaB 4OCTyrna No yMON4YaHuio, To Npu

co3gaHumM aTa Macka GyaeT MMEeTb Te e npaea, YTo M rpynna no ymosryaHuio.
3.4. IuckpeunoHHoe ynpasneHue goctynom B CYB[l PostgreSQL

B kavecTBe 3awmweHHon CYB[ B coctaBe OC ncnonbayetcs PostgreSQL, gopaboTtaHHas
B COOTBETCTBUU C TpeboBaHneM nHterpauumn ¢ OC B YacTu MaHAaTHOro yrnpasneHust 4OCTYNOM K
nHdopmauuu.

CYB[] PostgreSQL siBnsieTcss 06beKTHO-peNsALUNOHHON. Ha HM3KOM ypoBHE OaHHble Xpa-
HATCA B OTHOWeEHMAX (Tabnuuax, Bugax), U A4oCTyn K AaHHbIM pa3rpaHMYnMBaETCA B MOHATUAX
pensunoHHon CYB[.

CyLlHOCTM (OaHHbIe) B pensaumoHHon B[] xpaHaTca B OTHOLWEHMAX (Tabnmuax), COCTOALLMX
N3 CTPOK N cTonbuos. Npu 3TOM eanHULEN XpPaHEeHUs U AO0CTyNa K AaHHbIM SIBASETCA CTPOKa,
cocTosLasn nu3 nosnen, noeHTUUUMpyemMbix MMeHamm ctonbuos. Kpome Tabnuu, CywecTBytoT
apyrve obbekTol Bl (BUAbI, npoueaypbl U T.M.), KOTOpble NPeaoCTaBnalT AOCTYN K AaHHbIM,
XpaHsaWwumes B Tabnuuax.

C kaxgbiM TUNom obbekTtoB B[l accouunpyetcs onpegeneHHbin Habop TMNOB AOCTY-
na (BO3MOXHbIX onepaunin). [Ansa kaxgoro obbekta siBHO 3a4aeTcsl CNUCOK paspeLleHHbIX ans
KaXkaoro u3 noMMmeHoBaHHbIX cyobekToB B[] (nonb3oBatenen, rpynn unm ponen) TMnoB goctyna
(T.e. ACL). N B ganbHenwem npu pasbope 3anpoca k b1 ocywectensieTcsi npoBepka BO3MOXHOCTU
npegocTaBneHnst AocTyna cybbekTa K 06bekTy Tuna, COOTBETCTBYHOLLEro 3anpocy.

B PostgreSQL o6bektamu ANCKPELMOHHOIO yrnpaBneHns JOCTYNoM MOryT 6biTb cToN6LbI
Tabnuvubl, NOCKONbKY OHWU OAHO3HAYHO UAEHTUMULMPYIOTCS NO COCTaBHOMY MMEHU Tabnuubl n
cTtonbua, T.K. umMsa ctonbua BHYTPU Tabnuubl ABASETCA YHUKAIbHbBIM.

B 1O e Bpemsa oTaenbHasa cTpoka Tabnuubl He ABNSeTCS O4HO3HAYHO naeHTuduumnpye-
MbIM OOBEKTOM, U B 06LLEM cnyyae AUCKPEeLMOHHbIE U Ntobble apyrve npasuna pasrpaHn4eHus
AOCTyNa K Her NpuMeHeHbl 6biTb He MOoryT. MoCcKonbKy Kaxaasi CTpoka MAeHTUPMLMPYETCA TONMbKO
HabopoM coaepXXMMoro CBoux noren, To paspaboTyuky notpebyercs BbIOpaTb Ty UMAN UHYLO
npoueaypy naeHtndmkaumm ctpok B b1, Hanpumep, co3gaHme NePBUYHOIO Kroya Unu cosgaHue
JoM3n4EeCKOro yHMUKanbLHoOro naeHTudunkatopa ctpokm B b1.

[ononHntensHO ANs orpaHnyeHnst Habopa AaHHbIX, BblAaBaeMbIX NONb30BaTEN0, MOXHO
npuMeHATb Bxogsawyto B PostgreSQL cuctemy dpunstpaumm ctpok (POLICY) nog HassaHnem ROW
LEVEL SECURITY — gunstpoBaTh CTPOKK, BblgaBaeMble U3 Tabnumubl ykazaHHOMY Nofb30BaTento

(I'IOJ'Ib3OBaTeJ'IFIM) Ha OCHOBAHUN BblYNCIIEHNA 3a0aHHOIO JTOrM4YEeCKOro Bblpa>KeHus.
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B pamkax guckpeumoHHbix NP onpegeneHsl crniegyowme onepaunm Hag Tabnuuamm mn
XPaHALWNMUCA B HUX OAHHBIMM:

- SELECT — YTeHMe OaHHbIX U3 Tabnuubl;

- INSERT — BCTaBKa HOBbIX AaHHbIX B Tabnuuy;

- DELETE — yganeHue HeKOTOpbIX/BCEX AaHHbIX B Tabnuue;

- UPDATE — M3M€EHeHMe OaHHbIX B Tabnuue;

- REFERENCES — MCMNOMb30BaHWe AaHHbIX Tabnuubl NS BHELUHUX KIHOYen;

- TRIGGER — CO34aHu1e 1 Ha3Ha4yeHne Ans Tabnvubl TPUrrepos;

- TRUNCATE — o4ncTKa Tabnuubl (yaaneHme BCEX AaHHbIX).

[nsa 6onee rmbkon paboTtbl ¢ gaHHbIMKM B CYB[] BBeAeHb! criegytolme o6bekTbl, K KaXXaoMy
N3 KOTOPbIX TakK Xe CyLlecTByeT Habop onepauunii:

1) BMg — cnocob opraHuM3auum npeaBapuTenibHO NOATOTOBMEHHbBIX 3anpocoB. Habop

ornepauun coBsnagaeT ¢ Habopom onepaunin ans Tadbnuuy, 3a UCKNIOYEHNEM CO34aHMs

TpurrepoB N BHELLWHUX KIo4en:

SELECT — 4YTeHune gaHHbIX U3 Buaa;

INSERT — BCTaBKa HOBbIX JaHHbIX B BUA;

DELETE — yganeHue HeKOTOprX/BCGX OaHHbIX B BUAeE,

UPDATE — U3MEHEHNEe JaHHbIX B BUAE;
2) nocnefoBaTtenibHOCTb — CNOCcob NoNyyYeHnst yHUKanbHbIX 3Ha4yeHun (cueTtumk). Onpeae-
NeHbl creayroume onepauun:

- SELECT — YTeHUe 3Ha4YeHns CHETUMKA;

- UPDATE — yCTaHOBKa 3Ha4Ye€HUs1 CHETUMKA;

- USAGE — BbINOMIHEHNE (DYHKLNA MAHUMYIIMPOBAHUSA CYETUNKOM;
3) B[l — cnocob opraHnsauum obnactu AaHHbIX, CoAepXKalLmnX BCe ocTarnbHble 0ObEKThI
CYB[. OnpeaeneHbl criegyrowme onepauuu:

- CREATE — co3ganue b[;

- CONNECT — ycTaHoBKa coeanHeHus ¢ b[;

- TEMPORARY/TEMP — co3aaHue BpeMeHHbIX Tabnuy B B[;
4) yHKLMA — NpOrpaMmHbIN KOA4 MaHUNyNUMpoBaHMA AaHHbIMU Ha cepBepe. OnpegeneHa
onepaunst EXECUTE — BbINOfHEHNE DYHKLMNW;
5) A3bIK — A3blk HanNucaHus yHKUMn Ha cepBepe. OnpegeneHa onepaums USAGE —
MCNONb30BaHME A3blKa A5 HanMcaHnsa yHKLUNI;
6) cxema — cnocob opraHu3aumm o6bEKTOB B npegenax otaenbHon B. OnpegeneHsbl
cnegyowime onepawmm:

- CREATE — co3aaHne OObEKTOB B yKa3aHHOW CXEME;

- USAGE — 1cnonb3oBaHMe 06beKTOB YKa3aHHOW CXeMb;
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7) TabnuyHoe npocTpaHCcTBO — cnocob opraHm3aumm B B ®C OC. OnpegeneHa onepa-

uns CREATE — co3faHne oObeKTOB B yKazaHHOM Tabnn4yHOM NpOCTpaHCTBeE.

8) BuHapHbIN 06BEKT — cnocob xpaHeHUs BonbLUUX ABOUYHLIX 06BLEKTOB (hbannos, OOKY-

MeHTOB, ooTorpachun, u 1.n.) B b. OnpeaeneHbl crneayowme onepaunmn:

- SELECT — 4TeHne GuHapHoro oobLekTa;
- UPDATE — uamMeHeHune buHapHoro obbLekTa;

9) B B[] moryT npucyTCcTBOBaTh AOMNOMHUTENbHbIE O6BLEKTDI, ANA UCMONb30BaHUSA KOTOPbIX

onpegeneHa onepauunsa USAGE.

[na KOHTPONSA BbIMOSTHEHUSA BCEX MEpPeYnUCIeHHbIX onepauun anckpeunoHHslx MNP cywe-
CTBYHOT COOTBETCTBYHOLLME NpaBa gocTyna. [paBo Ha npegocTasneHne npas 40CTyna K CyLHOCTAM
He MoXeT ObITb NpegoCTaBneHo APYrMM Nonb3oBaTeNnsaM U JOCTYMHO TOMNbKO agMUHUCTPaTopPy
B[l (Npn COOTBETCTBYIOLMX HACTPOMKaxX cepBepa MOXeT ObiTb NPeAoCTaBneHO U BragesnbLy
CYLLHOCTM).

Kpome paccMOTpeHHbIX (genermpyemMbix) npaB AoCTyna, CyLWeCcTBYET psid npas, KOTopble
BCeraa npuHagnexar Bnagensuam cywHocten n agmuHuctpatopam CYB/L. 3tn npasa He MoryT
ObITb AenernpoBaHbl UnNn oTMeHeHbl cpeacteammn CYB[. K Takum npaBam oTHocATCA: yaoane-
HUe 1 MoanduKaumsa CyLHOCTU N Ha3Ha4YeHue Nonb3oBaTendam genermpyemMolx npas gOcTyna K
CYLLHOCTSAM.

Cpaasy ke nocne cosgaHus CyLHOCTU TONbKO ero Bnagenew n agmmHnctpartopbl CYB[
MOFyT MUCMNOSb30BaTb €ro Kakum-nnbo obpasom. [na Toro 4ToObl C 3TOM CLLHOCTLK MOINK pa-
ooTtaTb gpyrve nosb3oBaTenu, Brnagenel cywHoctTn unu agmuHnctpartop CYB[ aosmmkeH 9BHO
npeaocTaBmMTb UM COOTBETCTBYIOLLME ANCKPELMOHHbIE NpaBa AocTyna.

Mopgudumkaums mMeTagaHHbIX BO3HUKAET KaxXabl pa3 npyu u3aMeHeHun cTpykTypbl B, 4T0
BKNIOYaET B cebsa cosgaHne, moandumkauuio n yganeHne obbektos Bl.

PasrpaHnyeHune goctyna kK nepevmcneHHbiM onepaumam Ha yposHe CYB/] Takke peanuay-
eTcsa NpMMeHeHnemM auckpeunoHHblx MNPL. [Ona aToro ncnonb3yeTcda npaBo BnageHus 06bLekTom,
npaBo Ha co3faHne 0bbekToB. MpaBo BnageHnsa o6bekTom npeaocTaBnseT BnagenoLy obbekTa
BO3MOXXHOCTb MoauduumnpoBaTth 1 yaanaTbe 06bekT. B obuwem cnyvae, BnagenbLeM siBRsieTcs
cosgaTenb obbekTa unm cynepnone3oatens (agmuHuctpatop B). NMpaeo Ha co3gaHne (CREATE)
npumeHsieTcs K oobekTam B[], aBnsoWmnMcsa KOHTeNHepaMn Ans Apyrux o6bekToB, a8 UMEHHO:
HenocpeacTBeHHO cama Bb[l, cxema, TabnmyHoe NpOCTPaHCTBO.

Mpu BbINONHEHMM Nb6oro 3anpoca nonb3oBatens (cyébekta B) k 3awuwaemomy pecyp-
cy (06bekTy B[1) BbINONHAETCS ANCKPELMOHHOE ynpaBreHne JOCTYNOM Ha OCHOBE YCTaHOBMEHHbIX
nonb3oBaTento npas. [na KaXaon BbINOMHAEMON onepaumm Npon3BOANTCSA NPOBEpPKa HanMyus

npasa y nosfb3oBaTens Ha BbINOMHEHWE AAaHHOW KOHKPETHOWM onepauun.



32
PYCB.10015-37 97 01-1

[OuckpeunoHHble MNP npumenstoTca nocne pasdopa 3anpoca nonb3oBaTens u nocTpoe-
HUSA nriaHa ero BbIMOSTHEHWS.

OunckpeunonHble MNP k ctonbuam obbekTa NPUMEHSAIOTCS TOMBLKO NPU OTCYTCTBUM SIBHOTO
paspeLLeHnst Ha OOCTyn K camon Tabnuue. Takum o6pa3om, NnpaBa JOCTyna K 0ObEKTY SBNAKOTCA
AoMuHMpyowmMn. Mpu aToM, B cnyyae OTCYTCTBUS SIBHO 3a4aHHbIX NMpaB Ha OO6beKT Hemnb3s
cKasaTb onpeferieHHo O NpefocTaBneHnn JOocTyna 4O TexX nop, Noka He ByayT npoBepeHbl Npasa
Ha cTonOubl 0ObekTa.

B CYB[ PostgreSQL napameTp KOH(urypaumm ac_enable_trusted_owner No3BO-
naeT agMUHUCTpaTopy 3anpeTuTb BnagenbLlam o0beKkToB nepeaasaTth nNpasa Ha JOCTYN K HAM
apyrum none3osatenam CYB[. B cnyyae ycTaHOBKM 3HA4YeHUs1 3TON NepeMEHHON KOHGUrypaumm
B FALSE pacnpefgeneHue npae goctyna k obbektam B[] paspelleHo Tonbko agMUHUCTpaTopam
CYBL.

MapameTp koHurypauum ac_allow_grant_options MNo3BoONAeT agMUHUCTPATOPY
3anpeTnTb nepegadvy yxe MMEKLMUXCa npaB AocTyna Ha o6bekT apyrum ponsm. Ecnu
ac_allow_grant_options ycTaHOBMeH B FALSE, TO 3anpeLljaeTca Ucnornb3oBaTb KoMaHay
GRANT c npusunerned WITH GRANT OPTION. Ecnuy ponu ectb npusunerna GRANT OPTIONS
M ac_allow_grant_options = false, TO nepegaya npaB AOCTyna APYrMM ponsaM Takxe
3anpewaetcs. N3bsatne (REVOKE) npueunernm GRANT OPTIONS paspeluaetcs Bcerga.

MapameTp KOH(uUrypaumm ac_allow_admin_options NO3BONSET agMUHUCTPATOpPY 3a-
npeTuTb Nepegady npae YreHcTBa ponu Apyrum ponsam. Ecnm ac_allow_admin_ options ycTa-
HOBMeH B FALSE, TO 3arnpeLiaeTcs ucnonb3oBatb GRANT ¢ npusunernen WITH ADMIN OPTION.
Ecnu y ponn ectb npusunerna ADMIN OPTIONS M ac_allow_admin_options = false, TO
nepegaya npas YNeHCTBa ApYrMM ponsam Takke 3anpeldaetca. M3batue (REVOKE) npusunerum
ADMIN OPTIONS pa3peluaetca Bcerga.

MapameTp KoHUrypaumm ac_enable_truncate NO3BOMSET agMUHUCTPATOPY 3anpe-
TUTb BNnagensuam ob6bekToB 1 NobbiM Nonb3oBaTensM, obnagarwL MM COOTBETCTBYHOLLUMM NPaBoM
TRUNCATE, BbINOMHATb yaaneHne Bcex 3anucen M3 Tabnuu. B cnyyae yCTaHOBKM 3HaYeHUA
3TON NepeMeHHOn KoHdurypauuu B FALSE BbINOMIHEHME KOMaHAbl TRUNCATE 3anpeLeHo BCeEM

noJsib3oBaTeNnAM.

3.5. CpeactBa ynpaBneHua pauckpeumoHHbiMu TP k o6bektam B CYB[
PostgreSQL

[nsa ynpaenenunsa auckpeumoHHbivn MNP k o6bektam B CYB[ PostgreSQL ucnonbayetcs
rpacmyeckasn ytunmta pgadmin3.

[na gpenernpoBaHnsa ANCKPELMOHHBIX NpaB AOCTyNa K 06bekTamM MCNomnb3yeTcst KoMaHaa
SQL GRANT, a gnsi OTMeHbl — KOMaHga REVOKE. Hanpumep, ecnv B cucteme cyLlecTByeT
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nonb3oBaTtelb ivanov, TO eMy MOXeT ObITb npeagoctaByieHo nNpaBoO Ha M3AMEHEHNE OJaHHbIX B
Tabnuue CueTa C NOMOLLKO CNeayrLWwen KoOMaHabl:
GRANT UPDATE ON "Cuera" TO ivanov

[ns npepoctaBneHns npaB JocTyna K 06bekTy cpa3y BCEM MOMb30BaTENAM CUCTEMDI
CyLLeCTBYeET cneunarnbHoe «MMA nornb3oBaTtena» PUBLIC, a Ana npegoctaBneHna Bcex npaB —
cneunanbHoe «npaso» ALL. Hanpmmep, YyTOObI OaTb BCEM Mosrib3oBarteridaMm MOSHbIN AOCTyn K
Tabnuue CueTa, crieqyeT UCMONb30BaTb CEAYOLLY KOMaHay
GRANT ALL ON "Cuera" TO PUBLIC

I'Ipvl HeO6XO,EI,I/IMOCTl/I npaBo OOCTyMa MOXeT ObITb npeaocrtaBs/ieHOo nosib3oBaTtersito (HO He
rpynne) C BO3MOXXHOCTbK AenermposaHuna gaHHOIo npaea ApPyrumMm poridm. ,D,J'IFI 3TOro NCnosJib3yeTcd
kntodeBasi ppasza WITH GRANT OPTION:
GRANT UPDATE ON "Cuera" TO ivanov WITH GRANT OPTION

Bnapeney ob6bekTa MOXET OTMEHUTb COBCTBEHHbIE Aenernpyemble npasa, Hanpumep,
nepeBensi OOBLEKT B PEXUM «TOSbKO ANS YTeHUs» Ans cebs, Tak e Kak 1 Ansa Bcex ocTarnbHbIX

rnorib3oBaTenemn.
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4. MAHOATHOE YNPABJIEHUE OOCTYNOM U MAHOATHbIA KOHTPOJb LLEENOCTHOCTU

MaHngaTHoe ynpaBneHue OOCTYMOM M MaHOATHbIA KOHTPOMb LEeNOCTHOCTU MOryT BbiThb
BKMIOYeHbI B npouecce yctaHoBkn OC nyTem BbiGopa COOTBETCTBYIOLLMX MYHKTOB MPOrpamMmmbl
yctaHoBku OC.

MopsA0K BKMIOYEHMS 1 BBIKITIOYEHWSI MAHAATHOTO ynpaBreHns 4OCTYNOM Mocre YCTaHOBKM
OC onucaH B " COOTBETCTBEHHO.

MopsSAOK BKIKOYEHUS 1 BLIKIOYEHNS MaHOaTHOro KOHTpons uenoctHocTn (MKLL) nocne

yctaHoBkmn OC onucaH B 4.9,
4.1. O6wume cBegeHus

MexaHn3mbl MaHOaTHOroO ynpasneHnst 4OCTYNOM U MaHOATHOMO KOHTPOMS LENoCTHOCTH
peanusoBaHbl B gape OC u 3aTparmeaioT crnegyolime nogcucTembl:
MexaHun3msbl IPC;
ctek TCP/IP (IPv4, IPv6);
dC ext2/ext3/extd/xfs;
ceteBble PC CIFS, OCFS2, Ceph;
®C proc, tmpfs.

B mMexaHnamax maHgaTHOro ynpaeneHus 4OCTYNOM M MaH4aTHOrO KOHTPONSA LENOCTHOCTH
onpeaeneHbl cnegyowme TepmMmuHbl (B cootBeTcTBumn ¢ FOCT P 59453.1-2021):

- cybbekT goctyna — komrnoHeHT OC (npouecc, B T.4. 3anyLWeHHbIN OT UMEHN NOoSib30Ba-

Tens), 4OCTYMbl KOTOPOro perfiaMeHTUpPYTCS NONUTUKaAMK yNpaBneHnsa OCTYNOM;

- 00bekT goctyna — koMmnoHeHT OC (Hanpumep, dais, COKeT 1 Ap.), 4OCTYN K KOTOPOMY

pernameHTMpyeTca NONUTUKaAMK yrpaBneHnst 4OCTYNOM;

- KOHTEeWHep — cocTtaBHon koMnoHeHT OC (Hanpumep, KaTtanor n gp.), 4OCTyn K KOTO-

POMY perfameHTUpyeTcs NonMTUKamMm ynpasreHnst JOCTYNOM, COCTOSLLMIA U3 0ObLEKTOB

NI KOHTEMHEPOB, K KOTOPbLIM MO OTAENBbHOCTM BO3MOXHO OCYLLIECTBIIEHME YNpaBeHNS

AOCTYMNOM.

[Mpn 3TOM CYLLHOCTbBIO Ha3bIBAETCS KOMMNOHEHT, ABASIOLWNNCA 06bEKTOM NN KOHTENHEPOM.
4.2. MaHgaTHoe ynpaBrieHue A0CTYrNnom

Mpu peanu3aunm NONMTUKA MaHOAATHOMO YNPAaBMEHUst 4OCTYMNOM CyObekTam M CyLLHOCTSAM
3a4alTesl KNnaccMUKaLMoHHbIE METKUN (YPOBHM KOH(PUAEHLMANBHOCTA U KaTeropum KoHpuaeHLm-
anbHOCTW, onMcaHne KoTopbix NpueegeHo B (4.2.1|u COOTBETCTBEHHO). Takke CyLLHOCTAM
MOryT ObITb MPUCBOEHbI AOMOMHUTENBHbIE MaHAaTHbIe aTpnbyThl yNpaBneHus 40CTynoM, onuca-

HWe KoTopbIx npvBeaeHo B [4.2.3]
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Ons aadMUHNCTPUpOBaHNA NoaCNCTeEM MaHOATHOro yrnpasiieHnd AOCTYyrnoM MHOXeCTBO

Linux anvaeerZ pacwmnpeHo cneunarnbHbIMU NMpUBUIIETNAMWN, NOIMTHOE ONMUCaHNE KOTOPbIX Nnpuee-

AeHo B4.7]

4.2.1. YpoBeHb KOH(hMAEHUNaANbLHOCTHN

Mepapxuyecknin ypoBeHb KOHpUAEHLUMANbHOCTH (YPOBEHDb KOH(OMAEHUNANBHOCTM) onpe-
AendeT cTeneHb CEKPETHOCTU CYLLHOCTU Y COOTBETCTBYHOLLMI YPOBEHb AOCTYNa K HEW, Ha3HaYeH-
HbI CyOBbeKTY.

YpoBeHb KOHMAEHLMANbLHOCTM NpeacraBndeT cobon yncnosoe 3HadyeHme ot 0 go 255
(BknounTENBbHO). Kaxkgon knaccnmkaumMoHHOM METKE B KaXKObli MOMEHT BPEMEHMU MOXET ObITb
Ha3Ha4yeH TONbKO OAMH YPOBEHb KOH(UAEHUMANBHOCTH.

Yncnosble 3Ha4YEHNSA YPOBHSA KOHUOAEHLNANBHOCTM CPaBHUMbI MeXAy COOON U TEXHU-
Yeckn peanu3oBaHbl Kak 8-OuTHas Ge33HakoBasi BenuunHa (uint8_t). B nonb3oBaTenbckmx
UHTepdencax NpeacTaBnsaeTcs AeCATUYHbIM 3HAaYEHNEM NN HaMEHOBaHNEM.

Cy6bekT ¢ onpegeneHHbIM YpOBHEM KOHUAEHUNANBHOCTM MOXET MOMy4nTb AOCTYN Ha
YTEeHWe K CYLLHOCTU, eCrin ero ypoBeHb KOHPUAEHUNANbHOCTU HE HUXE YPOBHS KOH(pMAeHUManb-
HOCTW CYLLHOCTW.

CyOGbekT ¢ onpeaeneHHbIM YpOBHEM KOH(UAEHLMANBHOCTM MOXET MOMYyYMTb JOCTYN Ha
3anuncb K CyLLHOCTU, €Crln ero YpoBeHb KOH(pUOEHLMansHOCTN CoBNagaeT C YpOBHEM KOHUOEH-
LManbHOCTU CYLLHOCTH.

Takum o6pas3om, nonb3oBaTenb, €CNM eMy He NPUCBOEHbI crieumanbHble NpUBMUNErnn B
COOTBETCTBUU C n/vnn ecnun pannam He 3agaHbl AOMNONHUTENbHbIE MaHAATHbIE aTpuUbyThI
poctyna B cootBeTcTBuM € [4.2.3] MoxeT untaTh dhaiinsl, ypoBeHb KOHMAEHUMANBHOCTH KOTO-
pbIX HE MPEBOCXOOMUT €ro ypoBHA OOCTynNa, a nepefasatb AaHHble TONbKO HA OOHOM YpOBHE

KOHOMAEHUMANbHOCTH.

4.2.2. Kateropusa KoHduaeHUNaNbLHOCTU

MHOXXeCTBO Henepapxmyeckmx KaTeropun KoHPUAEHUNANbHOCTU (KaTeropmum KoHpunaeH-
LnanbHOCTN) onpeaensieT Habop KaTeropuin, OCTYMHbIX CYyObEKTY UM Ha3HAYEHHbIX CYLLIHOCTH.

KaTteropmn koHdumaeHUnanbHOCTM NpeacTaBnatoT cobor GUTOBYO MacKy, COCTOSLLYIO
n3 Habopa kaTteropum KOHUAEHUMANBbHOCTN, KaXxaasl U3 KOTOPbIX NpeacTaBnsieTcs B BUAe OT-
AenbHoro paspsiga 6utoBon Macku. 3HadyeHue paspsiga OuToBom Macku, paBHoe 1, O3Haua-
€T Hann4ne COOTBETCTBYHLLEN KaTeropum KoHMOAEHUNANBbHOCTM Yy CyWHOCTN (CybObekTa), a
paBHoe 0 — OTCyTCTBME JAaHHOW KaTeropuu.

B OC peanusoBaHo ncnonb3oBaHue o 64 kateropun KoHpuaeHunanbHocTu. Kaxgon
KrnaccnudukaunoHHON MeTKe B KaXKAbIi MOMEHT BPEMEHN MOXET ObiTb NPUCBOEH €AVUHCTBEHHbIN

Habop kaTeropum KoHUAeHLManbHocTU. Habop kateropmin KOHOMAEHUNANBHOCTN MOXET NPUHK-
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maTb 3HadeHnsa ot 0 go OxFFFF FFFF FFFF FFFF (BkntounTenbHO), TEXHNYECKM peann3oBaH Kak
64-6butHas macka, be3sHakoBas BenuumHa (uint64_t).

KaTteropmn KoHuMaeHUManbHOCTU MOryT ObiTb HECPaBHUMbI Mexay cobon. B nonb3ao-
BaTeNbCKUX MHTepdencax NpeactaBnaTCa WecTHaguaTepUdHbIM 3Ha4YeHNEM WU CMIMCKOM
HaMMeHOBaHUIN KaTeropun.

CybbekT ¢ onpegeneHHbIM HabopoM KaTteropun KOHPUAEHUNANTbHOCTU MOXET NOSTy4nTh
AOCTYMN Ha YTEeHME K CYLLIHOCTU, eCfiM B ero Habope KaTeropmm KOHPUAEHUMaNbHOCTU NPUCYTCTBY-
0T KaTeropmm KOHUAEeHUNanbHOCTN, 3a4aHHble AaHHOW CYLLHOCTH.

CyObekT ¢ onpegeneHHbIM Habopom KaTeropmm KOHPUAEHUNANBHOCTU MOXET NONYYUTb
AOCTYM Ha 3anncb K CYLLHOCTU, ecnn ero Habop KaTeropum KOHPUAEHLMaNnbHOCTU COOTBETCTBYET
Habopy KaTeropui KoOHpnaeHLUMansHOCTN, 3ag4aHHOMY LaHHOW CYLLHOCTW.

Takum obpasom, nonb3oBaTenb, €Cfiv eMy He NPUCBOEHbI crieumanbHble NpUBMUNernn B
COOTBETCTBUU C n/wnn ecnun hannam He 3agaHbl AONOMHUTENBbHbIE MaHAATHble aTpubyThl
AocTyna B cootBeTcTBUM C [4.2.3] MoxeT untaThb dhainbl, Habop kaTeropuit KOHPUAEHLMANBHOCTM
KOTOpPbIX BXOOUT B HAOOp AOCTYMNHbIX NOSIb30BaTENIO KaTeropun, a nepegasaTb AaHHbIE TONbLKO

ecnun aTn Habopbl coBnaatoT.

4.2.3. lononHuTenbHble MaHAaTHble aTPpUOyThbl ynpaBneHus JOCTYNnoM
[ononHuTenbHble MaHAaTHble aTpubyThl yNpasneHns OCTYNOM MO3BOMSAT YTOYHATb
NN N3MEHATHL NpaBua MaHOAaTHOro ynpaereHnsa JOCTYNOM A5 TeX UNU UHbIX CyObeKTOB nnu
CYLLHOCTEMN:
- ccnr — MOXET NpucBamBaTbCs TOSNbKO KOHTeMHepaM. OnpegensieT, YTo KOHTenHep
MOXeT cogepXaTb CYLHOCTU C pasfinyHbIMU KnaccuduKauMOHHBIMU METKaMMU, HO He
BonbLuMMK, YeM ero cCoBCTBEHHas KrnaccnudukaunoHHasa MeTka. YteHne cogepxmmoro
TaKoro KOHTEMHEpa paspeLLaeTcsa CyObeKTY BHE 3aBUCUMOCTM OT 3HAYEHUS ero Knaccmgu-
KaLMOHHOM METKW, NpU 3TOM CybbeKTy AOCTyNHA MHOopMauuUsa TONbKO NPO Haxogswmecs
B 9TOM KOHTENHEepe CYLHOCTU C KnaccumnkaumoHHOM METKOM He Borblien, YemM ero
cobcTBeHHas knaccudurkaumMoHHas MeTka, NMMbo NPo CYLHOCTU-KOHTEMHEPDI, TaKkKe ume-
oLLMEe MaHOATHbIN aTpUBYT ynpaBneHns 4OCTYNOM ccnr;
- ehole — MOXeT NpucBamBaTbCA CYLLHOCTSM (harnam), He SBNALLMMCSH KOHTENHepaMu
N UMELLNM MUHUMANbHYIO KNacCUUKaLMOHHYO METKY U HYIEBYIO METKY LIeNOCTHOCTH
(B cooTBeTcTBUM C [4.5). MpUBOANUT K MTHOPMPOBaHUIO MaHAATHbLIX NPaBU yNpaBneHus
AOCTYNOM Mpu NOfy4YeHMn AOCTyna Ha 3anucb K HUM. ATpMOyT npeaHasHavyeH aAns CyLuiHo-
CTen, U3 KOTOPbIX CYyObEKT HEe MOXET NpodnTaTh AaHHble, 3anncaHHble B HUX CyObekTamu ¢
Gornee BbICOKOM KnaccudukaLmMoHHOM METKOW, YeM ero COBCTBEHHas KnaccudukaumoHHas

meTka (Hanpumep, /dev/null);
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- whole — npucBamBaeTCs CyLWHOCTAM (dpannam), He ABMASILWNMCHA KOHTENHepaMun, ¢
MakcumMaribHOM KraccugukaumoHHon meTkon. PaspellaeTr 3anncb B HUX cybbekTam,
nmerLwmnm 6onee HN3KYI KracCUUKaLMOHHYO METKY (B 0ObIYHOM Crlydae 3anucbiBaTb

«CHWU3Yy BBEPX» 3arpeLleHo).

MpumeyaHune. MaHgaTHbIM aTpubyT ynpaBneHus 4OCTYNOM ccnri 6onee He ncnosnb-
3yetca B OC gns ynpaBneHnsa oCTynom, Npyu 3ToM wratHoe yHkumoHnposaHme OC cooTBeT-
CTBYET PYHKLMOHMPOBAHMIO C YCTAHOBIEHHLIM MaHAAaTHbIM aTpubyTOoM ccnri. Bo3aMOXHOCTb
YCT@HOBKM U MONyYeHNA OaHHOro mMaHgaTHoro atpubyta coxpaHeHa B OC gnsa obecneyeHus
coBMecTMMocTh ¢ cuctemamm m MO, koTopble ero ucnonbdyet. MangaTHbln atpmubyT ynpaene-
HMa goctynom ccnra B OC npuvpaBHMBAETCS K ccnr M Takke COXpaHeH Ansi obecneyeHus

COBMECTMMOCTM N HE PEKOMEHOOBAH K MCMONb30BaHUIO.
4.3. MaHOATHbLIN KOHTPOJSb LeNTIOCTHOCTU

Mpy peanusaumm NOMTUKN MaHAATHOMO KOHTPOMS LIENOCTHOCTM CyGbekTam 1 CyLLHOCTSM
3aaloTCst YPOBHM LIENMOCTHOCTU — COBOKYMHOCTb (4EKapTOBO Npon3BeAeHne) HemepapXnyeckux
YPOBHei (kaTeropuit) LLeNnoCTHOCTU U nepapXnyeckux (NMHeHbIX) YPOBHEN LIeNOCTHOCTM, onuca-
HWe koTopbix npuBedeHo B [4.3.1]

Takxke CyLHOCTSIM MOTYT ObITb NPUCBOEHbI AOMONHUTENbHbIE aTPUBYThl AN MaHAATHOMO
KOHTPONS LeNOCTHOCTYH, OnucaHune Kotopbix npuseaeHo B [4.3.2]

Ans agMUHUCTPUPOBAHMS NOACUCTEMbI MaHAATHOTO KOHTPOMS LIENOCTHOCTU MHOXECTBO

Linux npuBunerunii pacluMpeHo crneumanbHbIMU NPUBUMETMSIMUA, NMOSTHOE ONMcaHne KOTOopbIX NpuBe-

AeHo B[4.7]

4.3.1. YpoBeHb LeNIOCTHOCTU

YpoBeHb LEeNOCTHOCTM CYLLHOCTU OTpaXkaeT CTeNeHb YBEPEHHOCTU B LLENOCTHOCTM coaep-
Xawencsa B Henm nHgopmaummn. YpoBeHb LIENOCTHOCTU cybbekTa COOTBETCTBYET €ro NOSIHOMOYUAM
no JOCTYNy K CYLLUHOCTU B 3aBUCMMOCTU OT UX YPOBHEN LENOCTHOCTU, a TaKkKe OTpaxaeT CTerneHb
YBEPEHHOCTU B KOPPEKTHOCTU €ero OyHKLMOHANBHOCTH.

Mpu peanusauun NOUTUKM MaHOATHOIO KOHTPOSS LEMOCTHOCTU CyObekTam 1 CyLLHOCTSIM
3a4al0TCA YPOBHU LIENTOCTHOCTU — COBOKYMHOCTb (4eKapTOBO Npoun3BefeHne) Henepapxmn4eckmnx
YPOBHEWN (KaTeropun) LenoCcTHOCTU U nepapxnu4eckmx (IMHenHbIX) YpOBHEN LiernocTHOCTU. [Npouecc
npu ero HeNnoCcpeacTBEHHOM 3arnycke HacreayeT ypoBeHb LEeNOCTHOCTU npolecca-poguTens.

B cTtaHgapTHOM peanu3aumm nepapxmieckmi (NMMHENHbIN) ypoBeHb LienoctHoctn B OC
3ape3epBUPOBaH M HE NOAAEPXKMBAETCH €ro UCMOSb30BaHNE.

Heunepapxmnyecknin ypoBeHb LEeNoCTHOCTU npeacrasnset cobon 32-6UTHY Macky (TexHu-

YecKkn peann3oBaH Kak 6e33HakoBasi BeniMinHa uint32_t).
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Mpun yctaHoBke OC no ymonyaHuio npeasiaraeTca MakcMmarbHbIM HENEPaPXNYECKUI
YPOBEHb LENoCTHOCTM max_ilev, paBHbIM 63 (butoBas macka 00111111), a MUHUMaArbHbIN
ypoBeHb Bcerga 0.

B OC no ymonyaHuto BblaeneHbl HyfieBON, YeTbipe HEHYIEBLIX N HECPaBHUMbIX MeXay
cobon (ganee — M30NMMPOBaHHLIX) HEMEPAPXMYECKUX YPOBHSA LIEMOCTHOCTM U MakKCUMarnbHbIN
YPOBEHb LIeNTOCTHOCTU, KOTOPbIA HE MEHbLLE BCEX OCTallbHbIX B CUCTEME.

HenpueunernpoBaHHbIM NONb30BATENAM MO YMOMYaHUIO NMPUCBaANBAETCA HYNEBON ypo-
BEHb LIeNOCTHOCTU, aAMUHUCTPATOPYy NpPUCBanBaETCAa MakCMMarnbHbIN YPOBEHb LIENOCTHOCTU 63,
3a CMCTeMHbIMU crnyx6amu, nepedeHb 1 onMcaHue KOTOpbIX NpuBeaeHbl B Tabnuue [7], 3apesepsu-

poBaHbl YeTbIpe N30JTMPOBAHHbLIX YPOBHA LENOCTHOCTW.

Tabnunua 7
YpoBeHb| 3Ha4yeHue Butosas Onwncanune
macka
1 001 0000 0001 YpoBeHb 3a4eNCTBOBAH 4151 CETEBbIX CMyX0
2 002 0000 0010 YpoBeHb 3a0€eMCTBOBaH 4S5 BUpTyanu3aumm
3 004 0000 0100 YpoBeHb 3a4encTBOBaH Ans cneuyunansHoro N0
4 008 0000 1000 YpoBeHb 3a4eMCTBOBaH Ans rpadmnyeckoro cepeepa

MpumevyaHune. B Tekywen peanusaumm, ¢ yd4etom 32-6UTHOM MacCKu, KOSIMYECTBO
N30MIMPOBAHHbBIX YPOBHEN LENOCTHOCTU MOXET ObITb yBENMYEHO 40 32 Npu NOBbLILWEHUN MaKCH-
ManbHoro ypoBHs uenoctHocty no OxFFFF FFFF.

Mocne yctaHoBkn OC makcMmanbHbIN YPOBEHb LENTOCTHOCTM B CUCTEME MOXET ObiTb
noBbiWeH. MakcnmanbHbIMM YPOBHAMM LIENOCTHOCTU B CUCTEME MOTYT ObITb YMCNa, Y KOTOPbIX
BuToBas Macka BKo4aeT BUTOBbIE MAacKM BCEX OCTaslbHbIX UCMOMb3yeMbIX YPOBHEN LIeNOCTHOCTU
B cucteme, Hanpumep, 63 (0x3F, butoBas macka 00111111), 127 (Ox7F, 6utoBas macka 01111111),
191 (OxBF, 6utoBasa macka 10111111) n 1.4.

BHUMAHMUE! lNpu noBbilweHM MakcuManbHOro ypoBHs LernoctHocTn B OC Bbille 3Have-
HKUA 63, 3agaHHoro npu yctaHoske OC, Heobxoammo ybeanTbCst B NOBbILEHUW YPOBHS LIENOCTHO-
ctn agMmuHuctpartopa OC.

[ononHnTenbHO 3ape3epBUPOBaHO crieumanbHOe HaMMEHOBaHNE YPOBHS LIENTOCTHOCTU
Bricoxkuit (High), KOTopoe ncnosnb3syerca ans 0603HadeHns MakCMMarnbHOr YPOBHS LLeNOCTHOCTU
B ycTaHoBneHHon OC, a Takke Huzkui (Low) — AN 0603Ha4YeHMSA HyNEeBOro ypoBHS LEENOCTHOCTH.

Yucnosble 3Ha4YeHUS YPOBHS LIENTOCTHOCTU CYLLHOCTU YaCTUYHO CPaBHUMbI MexXay CO-
0o 1 onpenensTcs Kak CyMMbl 3HAYEHUN Ha3HaYeHHbIX YPOBHEW LEeNOCTHOCTU. Yuncnosble

3Ha4YeHus1 YPOBHA LIEMNOCTHOCTM MOTYyT npuHMMaTb 3HadeHusa ot 0 go 2%2.1 unm ot 0x0 go



39
PYCB.10015-37 97 01-1

OxFFFF FFFF Bknto4YnTENBHO M TEXHUYECKN peann3oBaHbl Kak 32-6uTHasa macka, 6e33HakoBas
BenMumnHa (uint32_t).

B nonb3oBaTenbcknx nHTepencax npeacraBnsaeTca 4eCATUYHbIM N WecTHaguaTepmy-
HbIM YNCNOM UM HAUMEHOBAHNEM.

Cy6bekT ¢ onpeneneHHbIM YPOBHEM LIENOCTHOCTU MOXET NONYYMTb AOCTYN Ha 3anuch K

CYLWHOCTH, eclun ero yposeHb LEJTOCTHOCTU HE HUXXEe YPOBHA LENNOCTHOCTU CYLLHOCTHW.

4.3.2. ATpubyThbI cyLlHOCTEN ANS MaHAATHOrO KOHTPONSA LIeNTIOCTHOCTHU
HononHutenbHble atpmnbyThl ans MKLl no3BonstoT yTOYHATE MM n3ameHsaTb npasuna MKL
ANS TeX UM NHbIX CYLHOCTEMN:
- silev — npuceauBaeTca (pannam. [No3Bonser 3anyckaemomy M3 gaHHoro davna
npoueccy HasHayaTb YpOBEHb LIeNIOCTHOCTU (hbarrna no Macke MakcumasibHOro YpoBHS Le-
NOCTHOCTU CUCTEMBI, T.€. MakCMMarnbHOe 3Ha4yeHne YPOBHS LIeNOCTHOCTU OAHOBPEMEHHO
MeHbLlLEee YPOBHS LIeNTOCTHOCTM AaHHOro dpanra n MakCuMarnbHOro YpOBHS LLENOCTHOCTH
cucTeMbl (3HaYeHne napameTpa KOMaHOHOM CTPOKN fAapa parsec.max_ilev). Hanpu-
Mep, OOMONHUTENbHbLIA aTpUbyT silev HeobXxoaMM ANt KOPPEKTHOro 3anycka danna
/usr/bin/passwd, UMEOLLEro BbICOKMI YPOBEHb LIENOCTHOCTH, NoMb3oBaTenemM C HU3-
KAM YPOBHEM LIESTOCTHOCTMU.
BHUMAHMUE! Vicnonb3oBaTtb aTtpubyT pekoMeHOyeTCs B UCKIIYUTENbHBLIX Cryyasx B
COOTBETCTBUM C MPUHATON NONUTMUKON BE30MacHOCTY;
- irelax — npuceauBaeTtcd katanoram. OnpegenseT, YTo B KaTasor MOXeT OCYLLeCTB-
NATL 3anuck npouecc ¢ NbbiM YpoBHEM LIENOCTHOCTW. [1py 3TOM co3faBaeMble B JaHHOM
kaTanore ¢annbl U Katanoru AoMKHbl UMETb YPOBEHb LIENTOCTHOCTU He Bbille, YeM Yy [aH-
HOro Karanora, U C y4eToM 3TOro HacrieqoBaTb YPOBEHb LIENOCTHOCTWN CO34aroLLero nx
npouecca. Ecnv ypoBeHb LIernoCTHOCTH npoLecca Bbille NN HECPaBHUM C YPOBHEM Lie-
NOCTHOCTU J@aHHOro Karanora, TO YpOBEHb LIefTOCTHOCTW CO3[iaBaeMoro B HeM panna mnm
KaTanora ycTtaHaBnvBaeTcs kak Hanbornbluee 3HadeHue OQHOBPEMEHHO MeEHbLUEee 3Have-
HWUA YPOBHEN LIENOCTHOCTM AAHHOIO Katanora v npouecca. ATpmbyT AOCTYNEH TONbKO Npwm

BKIMHOYEHHOM paclumpeHHoM pexume MKLL.
4.4. PacluMpeHHbIN PEeXUM MaHAATHOIO KOHTPONSA LEeSIOCTHOCTHU

B pexxume MKL| npouecc npu ero HenocpeacTBEHHOM 3arnycke HacnegyeT ypoBeHb Lie-
NOCTHOCTK npouecca-poautens. Mpu atom B pacwmpeHHoM pexnme MKL (strict mode) Henocpea-
CTBEHHbIN 3anycK npouecca 3anpeLleH B TOM crny4vae, ecrim UCMOonHSAeMbln oann, n3 KoToporo
3anyckaeTcsa npouecc, UMeeT ypoBeHb LEefIOCTHOCTU MEHbLUE UMW HECPaBHUMbIA C YPOBHEM
LeSIOCTHOCTU npoLecca-poautens. B gaHHOM crydae npouecc BO3MOXHO 3anyCTUTb TOSbKO C

ncnonb3oBaHMEM MHCTPYMEHTa sumic, onucaHue kotoporo npuseaeHo B [4.15.9]
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AHanornyHbiM ob6pasom co3gaBaemMomy danny u Katanory HasdHadaeTcsl ypoBEHb Lie-
NOCTHOCTW, paBHbIN YPOBHIO LENTOCTHOCTU KaTarnora, B KOTOPOM BbINONHAETCA co3gaHue. Npu
3TOM 3anpeLleHo co3gasaTb hann (kaTanor) ¢ YypoBHEM LIENTOCTHOCTM BbILLE WU HECPABHUMbIM C
YPOBHEM LIENTOCTHOCTM NpoLecca, Co3aatoLLero AaHHbIn dann (katanor).

BkntoyeHune pacwmpeHHoro pexuma MKL, ocywectBnaeTca nyTemM BbINOIHEHNSA OT UMEHN
aZiMUHUCTPpATOpa KOMaHAbl:
astra-strictmode-control enable

B pesynbrate 6yayT BbINOSIHEHLI HEOOXOAMMbIE HACTPOMKU YPOBHEN LIENOCTHOCTU CYLL-
HOCTEW 1 Ana napaMmeTpa KOMaHOHOW CTPOKU aApa parsec.strict_mode YCTAHOBIEHO 3HaYe-
Hue 1. [lna aktnBauumn paclumpeHHoro pexuma MKL, Heo6xoanmo nepesarpy3nts OC

[nsi npoBepKkM TeKyLero CocTosiHus pacumpeHHoro pexxmmva MKLL (aktnBeH/HeakTUBEH)

MO>XHO BOCMOJS1b30BaTbCsl KOMaHAO0M:

astra-strictmode-control status

B cny4yae, ecnun nocne BbINOMHEHUS KOMaHObI BKIOYEHUS paclumpeHHoro pexmnmva MKL
He BbINonHsanack nepesarpyska OC, pesynsrat KOMaHAbl MPOBEPKN COCTOSHUS pexnma dyaet
HEAKTHBHO. [nga nonyyeHus nHgopmaumm 0 COCToAHUN paclumpeHHoro pexnma MKL, koTopoe
oyaet nocne nepesarpy3km OC, BbINONHUTL KOMaHAY:
astra-strictmode-control is-enabled

PacwupeHHbin pexxum MKL, 6yaeTt npumeHaTecs Tonbko npu 3arpyske OC ¢ sgpom 5.4.

Mpw BKto4eHHOM pacwmpeHHoM pexume MKL|, Bo BpeMsi co3aaHusi nonb3oBaTensi BCeMy
coaepXnuMoMy ero JoMallHero Karanora HasHa4yaeTcs ypoBeHb LeNOCTHOCTU, paBHbIA YPOBHIO
LeNOoCTHOCTb AaHHOro nomnb3oBaTtesnis. B ganbHenwemM HasHavyeHne ypoBHEW LIeSTOCTHOCTU CO-
AEPXUMOMY AOMaLLHMX KaTanoros nofnb3oBaTesien OCyLWeCTBNSETCA B COOTBETCTBUM C 0OLLMMM

npasunamMm MaHgaTHOro KOHTPOMs LEefIOCTHOCTM.
4.5. MaHaaTHbLIN KOHTEKCT 6e3onacHoOCTHU

MaHgaTtHble aTpnbyThl cybbekTa (06bekTa) 06begmHATCA B MaHOATHbIN KOHTEKCT 6es-
onacHocTu aToro cybbekTta (o6bekTa).
MaHaaTHbIN KOHTEKCT 6e30MacHOCTM BKIOYaeT B cebst:
- MeTKy 6e3onacHocCTu;
- OONOMHUTENbHbIE MaHOATHbIE aTPUBYThl ynpaBneHnsa OCTYNoM;
- OONONHUTENbHbLIE aTpUOyThl ANt MaH4ATHOINO KOHTPOSIS LIENOCTHOCTU.
MeTka 6e30MacHOCT COCTOUT U3:
1) knaccumkaunoHHON METKM, KOTOpasi onpeaensieTcs:
a) Mepapxm4ecknm ypoBHEM KOH(OMAEHUMNANBHOCTY;
0) HemepapxuyeckumMm KaTteropmsiMm KOHOUAEHUNANbHOCTY;

2) MEeTKN LUEeNMoOCTHOCTWN, KOTOpad onpenendeTca:
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a) Mepapxuvecknm (NMMHENHbIM) YPOBHEM LIENOCTHOCTU (3ape3epBnpOBaH);
0) Hevepapxuyeckum ypoBHeM (KaTeropmen) LenocTHOCTH.

KnaccudgumkauynoHHble METKM BROXKEHHbBIX CYLLHOCTEN HEe MOryT MpeBbIaTh 3Ha4YEeHUS
KraccngukaumoHHOM METKM KOHTeNHepa, UX cogepxaLlero.

MpunmevyaHune. B MTHPOPMALMOHHBIX CUCTEMAX C MaHAATHLIM yNpaBneHUeM OOCTYMNOM
Kak npaBumno NpUMEHSIIOTCSA KNnacCcuuKaLMOHHbIE METKU, B KOTOPbIX UCMOMb3YeTCH TOSbKO YeTblpe
YPOBHS KOHMAeHumanbHocTn ot 0 go 3 n 64-6utoBaa macka C pasnnyHbIMKU COYETAHUAMM
KaTeropum.

MpaBnna NpMHATMA peLleHns 0 NpeaocTaBneHm AOCTyna Ha OCHOBE MEeTKM 6e3onacHoCTu
onucaHbl B[4.6] YnpaeneHue maHgatHbIMM aTpubyTamu ocyLLecTBRSIETCS C NOMOLLbBIO MHCTPYMeHTa
pdpl-file B cooTBeTcTBMU C onncaHuem 4.15.1]

BHUMAHMUE! YctaHasnmBatb Ans nonb3oBaTesisi O4HOBPEMEHHO BbICOKMN YPOBEHb KOH-
duaeHUManbHOCTH (KnaccuuKaumoHHY METKY) N BbICOKUA YPOBEHb LIENOCTHOCTU HE peKOMEH-
ayetcs.

BHUMAHMUE! 3anpelleH Bxoq B ceccuo C BblbpaHHbIMWU OOHOBPEMEHHO HEHYNEBOW
METKOW KOH(PUAEHUMANBHOCTM N HEHYNEBLIM YPOBHEM LIENMOCTHOCTH.

BHUMAHMUE! [Mpun BkntoyeHHOM B cucTeMe paclumpeHHoMm pexunme MKL npu Bxoge
B CECCUI0 YPOBEHb LIENNOCTHOCTU Ha3Ha4YaeTcs aBTOMaTU4eCKM U3 MakCMMarbHO AOCTYMHOro

AJaHHOMY Nnonb30BaTernio.

4.6. NpumeHeHMe npaBun MaHOATHOroO yrnpaBneHUA AOOCTYNOM W MaHAaTHOro

KOHTpOJA LUesIoOCTHOCTU

MpuHATHE pelleHns o 3anpeTe unu paspeleHnn octyna cybbekTa K CyLHOCTU NPUHN-
MaeTCsl Ha OCHOBE Tuna onepauun (YTeHne/3anmcb/MCNonNHeHNe), MaH4aTHOrO KOHTekCcTa 6esonac-
HOCTM cybbekTa n MaHAAaTHOro KOHTEKCTa 6e30MacHOCTM CYLLIHOCTW.

Mcnonb3oBaHmne ypoBHEN N KaTeropuin koHdMaeHUMansHOCTU obecnevmBaeT 3aWwmTy OT
HEeCaHKLMOHMPOBAHHOIoO A40oCTyna K MHcpopmaumn.

Mcnonb3oBaHne ypoBHEN LIENOCTHOCTU obecnevmBaeT LeriocTHOCTbL MHdopMauum ny-
TeM 3anpeTta MoanduKkaunm CyLHOCTEN C BbICOKMM YPOBHEM LIENOCTHOCTM HEAOBEPEHHbLIMU
cybbekTammn ¢ 6onee HU3KMM YPOBHEM LLEENOCTHOCTH.

CyObeKTbl UM CyLYHOCTU, KOTOPbIM SIBHO HE 3adaH MaHAaTHbIA KOHTEKCT 6e3onacHo-
CTW, CYMTAOTCA UMEIOLLMMN MUHUMASTbHBIN (HYNEBOW) MaHAATHbIN KOHTEKCT Be3onacHocTu, T.e.
MeTKa 6e30MacHOCTM 1 BCe MaHOaTHble aTpnbyTbl MUMEKOT MUHMMAarbHbIE AONYCTUMbIE 3HAYEHUS
(Hanpumep, paBHbIEe HYMHO).

Onepaunn YTEHUS N UCMNOMHEHNSA pa3peLleHbl, eCriM YPOBEHb KOHMUAEHLNANTbHOCTM

cybbekTa He HMKe YPOBHSI KOHPUOEHLUMANbHOCTM CYLLHOCTU, BUTLI Habopa KaTeropuin KoHW-
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AeHUManbHOCTM cybbeKkTa BKNOYaoT 6uTbl Habopa kaTteropmi KOHPUAEHUNANBHOCTU CYLLLHOCTMW.
PaspelueHne He 3aBUCUT OT 3HAYEHUIN YPOBHEN LIENTOCTHOCTM.

Onepauus 3an1cu paspeLleHa, ecnm ypoBHU KOHPUOEHLMANbHOCTU U KaTeropmum KOHpu-
AeHumanbHOCTU cybbekTa 1 CyLLIHOCTU COBMaaatoT, a ypOBEHb LeNOCTHOCTUN cybbekTa bonbLue
UNN paBeH YPOBHS LIENTOCTHOCTU CYLLHOCTH.

B oTHoweHun meTkn 6e30nacHOCTV AENCTBYIOT criegyoLlmne npasunia HacrnegoBaHus:

- eCnu B ceccum cyObekT cosgaeT apyroro cybbekra (npouecc co3gaeT npouecc), To

CO30aHHbIN CyObEKT NOMHOCTLIO HacneayeT MeTky 6e3onacHoCTh (YpoBeHb KOHUAEHUU-

anbHOCTW, KaTeropmn KOHUOeHUNaNsLHOCTU, YPOBEHb LIENOCTHOCTN);

- eCcnu cyObekT co3gaeT CyLHOCTb (npouecc co3gaeT hawns), To co3gaHHasi CyLHOCTb

HacnegyeT TOMbKO KNacCUUKaLMOHHY METKY (YpOBEHb KOH(UAEHLUMANbHOCTM U KaTero-

pUN KOHPUOEHLUMANBHOCTN), N, HE3aBMCUMO OT YPOBHS LIENOCTHOCTU cybbekTa, Bcerga

nony4yaet HyreBon YpPOBEHb LIENOCTHOCTN.

BHUMAHUE! N3meHATb MeTKYy KOH(UAEHUNANTbHOCTU CYLLHOCTU (T.€. N3MEHATb Ypo-
BEHb KOH(PMAEHUNANbHOCTN U/MNN KaTeropumn KoOHMpUAeHUNansHOCTN) MOTyT TOMNbKO CyObEKTbI C
Hanuymem npusunern PARSEC_CAP_CHMAC (cM. Tabnuuy [8).

BHUMAHUE! /3meHsTb ypoBeHb LEeNTOCTHOCTU CYLLHOCTU MOTYT TONbKO CYyObeKTbl C
Hanuumem npueBunermn PARSEC_CAP_CHMAC (cMm. Tabnuuy M C MakCUMasibHbIM YPOBHEM
LleNOCTHOCTW.

BHUMAHMUE! [1na nameHeHns meTkn 6e30nacHOCTU NpoLecca UCnonb3yeTcs NpuBunierus
PARSEC_CAP_SETMAC (cM. Tabnuuy [8).

[ononHuTenbHbI MaHaaTHbIA aTpubyT ynpaBneHns OCTYNOM MOXET OblTb YCTaHOBMEH
TONbKO NPUBUIIErMPOBaHHbIM npoueccoM. K cammm npoueccam MaHOaTHbIN aTpubyT ynpaBneHus
AO0CTYNOM HenpuMeHuM. [pocTas CyLWHOCTb (hann) MoOXeT UMEeTb JONONHUTENbHbLIN MaHOATHbLIN
aTpubyT nnbo ehole, NnMb0o whole.

[nsa co3gaHusa B KOHTEMHEpPe, MMEIOLEM AONONMHUTENbHbIN MaH4aTHbIN aTpubyT cenr,
BMOXXEHHOW CYLLLHOCTU C YPOBHEM M KaTeropMsiMn MeHbLUMMU, YEM Y KOHTENHepa, Heobxoanmo o6-
nagatb cneuunanbHbiMU NpuBunernamm PARSEC_CAP_IGNMACCAT n PARSEC_CAP_TIGNMACLVL,
onucaHue KoTopbix npuBeaeHo B [4.7]

BHUMAHUE! Ecnn B 3arpysumke OC ykasaTb 3HayeHMe napametpa sgpa
parsec.ccnr_relax=1, HENPUBUIIENMPOBAHHbLIN NOSIb30BATENb CMOXET NPOM3BOAUTL 3annchb
drannos ¢ pasHbiM YPOBHEM KOHMPMOEHUNANBHOCTU B KOHTENHep (KaTtanor) ¢ yCTaHOBMEHHbIM
AONONHUTENBHBIM MaHAATHbIM aTpUOyTOM ccnr.

BHUMAHUWE! MaHgaTtHble aTpubyThl Ha KOpHE hansioBon CUCTEMbI ONPEAEnsIOT MaKcu-

MarnbHbI MaHAATHbLIN KOHTEKCT 6e3onacHOCTM cyliHocTen. MaHgaTHble aTpubyThl, yCTaHaBnMBa-
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€Mble MO YMOJSTYaHMI0 Ha KopeHb (hannoBon CUCTEMbI N PS4 BIIOXKEHHbLIX DannoBbIX 0O0bHLEKTOB,

onpeaeneHbl B cueHapum pdp-init-£fs, KOTOPbIA PacnonoXeH B Katanore /usr/sbin.

4.7. PARSEC-npuBunerum

PARSEC-npusunerum, Tak e kKak n Linux-npusunerum, npuBegeHHble B, HacnegyrTcs

npoueccamu oT npoueccoB-poauTeneit. Mpoueccsl, 3anyLleHHbIe OT UMEHW Cynepnonb3oBaTens,

MMeKLLLEro MakcMMarbHbIN (BbICOKI/IfI) ypoBeHb LUEeNNI0OCTHOCTU Mo yMOJSI4aHuntio, HeE3aBNCMMO OT

ABHOIO Ha3Ha4YeHuna v I'Ipl/lBVIJ'IGFI/II7I, MMEKT BO3SMOXHOCTb OCYLLECTBNATb BONbLWNHCTBO npusune-

rMpoBaHHbIX OENCTBUN.

PARSEC-npusuneruu n nx onucasue npusegeHsl B Tabnuue (8

Tabnuua 8

MpuBnnerus
ATpunbyT
ButoBasa macka

OnuncaHue

PARSEC_CAP_AUDIT
0x00002

lMo3BonsieT ynpaBndaTb NOANTUKON ayauTa

PARSEC_CAP_ BYPASS_XATTR
0x40000

OTkntovaeT npoBepky nognucu ¢annos B xattr

PARSEC_CAP_CAP
0x00400

Mo3BonseT npoueccy HasHadaTb cebe nbor HENPOTMBOPEYMBLIN
Habop NpuBMNErMin n Yutatb NPUBUNETNA, MPUCBOEHHbBIE NPOLIEC-
cam

PARSEC_CAP_CCNR_RELAX
0x100000

Mo3BonseT ocyLwecTBNATb B Katanore ¢ yCTaHOBMEHHbIM aTpuby-
TOM ccnr AeNCTBUS (co3gaHue, yaaneHue u ap.) Hag BNoXeHHbI-
MK dhannammn n Katanoramm ¢ YpoBHAMM KOHOUAEHUMASTBHOCTH,
He BblLLE YPOBHSA KOH(UAEHUMANbHOCTN AAHHOMO KaTtanora

PARSEC_CAP_CHMAC
0x00008

Mo3BonsaeT M3aMeHATb MeTkM 6e30nacHOCTU hanioBbIX OOBLEKTOB

PARSEC_CAP_FILE_CAP
0x00001

He ncnonbayetcs.

Ona n3ameHeHuss MeToKk 6Ge3onacHOCTU hannoBbiX OOBLEKTOB
ncnonb3oBaTh Npuemunernto PARSEC_CAP_CHMAC.

[0na nameHeHnsa meTok 6e30nacHOCTM NPOLLECCOB UCMONb30BaTb
PARSEC_CAP_ SETMAC.

Ons  un3MeHeHWa npuBUIErMA MNPOLIECCOB  WUCMONb30BaTh
PARSEC_CAP CAP

PARSEC_CAP_IGNMACCAT
0x00020

Mo3BonsieT UrHopMpoBaTb MaHAATHYHO MONIUTUKY MO KaTeropusim
focTyna

PARSEC_CAP_IGNMACINT
0x02000

[na naHHoro npouecca OTKNOYaeT NPOBEPKY NpaBun 4OCTyna Ha
OCHOBE YPOBHEWN LlenocTHOCTU. [Mpn BKITIOYEHHOM pacLUMPEHHOM
pexume MKL npuBunermst He npuMeHsieTcs

PARSEC_CAP_IGNMACLVL
0x00010

Mo3BonseT rHopMpoBaTb MaHAATHYIO MOMUTUKY MO YPOBHSAM KOH-
dumaeHunaneHoOCTH
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MpuBnnerus
ATpnbyT
butoBasa macka

OnucaHue

PARSEC_CAP_INHERIT_INTEGRITY

0x20000

Mpn co3naHmm hannosBbix 0OBLEKTOB Ha HUX aBTOMAaTUYECKN yCTa-
HaBNUBAETCH MaKCMMaribHO BO3MOXHasi LIeNOCTHOCTb, OAHAKO He
BblLLE, YEM LIENOCTHOCTL NpOoLEecca-co3aaTens U LenoCTHOCTb KOH-
TenHepa, B KOTOPOM cosaaetcs hannoBbin 06bekT. McnonbayeTcs
Ans yctaHoBuwMKka naketos (dpkg)

PARSEC_CAP_IPC_OWNER
0x10000

OTMeHseT MaHaaTHble OrpaHUYeHns nNpu paboTe C CyLWHOCTSAMU
IPC, Takmmm kak shared memory, message queue u 1.4. (PARSEC-
npmusunerus, aHanornyHasa Linux-npusunernn CAP_IPC_OWNER)

PARSEC_CAP MAC_SOCK
0x00800

lMo3BonsieT M3MeHsTb METKM 6e30MacHOCTN TOYeK COEANHEHUS
(UNIX-cokeToB). [Ins ceTeBbIX COKETOB MCNOMb30BaTh NPUBUNIETNIO
PARSEC_CAP_PRIV_SOCK

PARSEC_CAP_PRIV_SOCK
0x00100

Mo3BonseT co3gaBaTh HOBbIE CETEBbLIE COKEThI MpoLecca B NpuBU-
NernpoBaHHOM pexume (AOMNONHUTENbHbIA MaHAATHLIA aTpubyT
ehole). MNMpuBNNerMpoBaHHLIN COKET NO3BONSAET OCYLLUECTBNATb
CeTeBOE B3aUMOLENCTBUE, UTHOPUPYS MAHAATHYHO MOSTUTUKY.
Ina Touek coeanHeHuns (UNIX-cokeToB) ncnonb3oBatb npusune-
rMio PARSEC_CAP_MAC_SOCK

PARSEC_CAP_PROCFS
0x80000

Bknioyaet urHopupoBaHme ypoBHeN KOHpUAEHUNanNsHOCTU U ypoB-
Hew LenocTHoCTM npu paboTte ¢ /proc

PARSEC_CAP_READSEARCH
0x00200

Mo3BonseT urHopmpoBaTb MaHOATHYI MONUTUKY MPU YTEHUU U
novcke annoBbIX 06bLEKTOB (HO HE Mpu 3anncu)

PARSEC_CAP_SETMAC
0x00004

Mo3BonsieT M3MeHATb MEeTKy BesonacHocTu npoueccos. [pmBu-
nervs He NO3BONSET NPOLECCY NOBbIWATb YPOBEHb LIENTOCTHOCTH
Apyroro npouecca, a TofnbKO MOHWXaTb

PARSEC_CAP_SIG
0x00040

Mo3BonsieT nockbinatb CUrHanbl NpoleccamM, UrHOpUpPyst MaHaar-
Hble nNpaga

PARSEC_CAP_SUMAC
0x04000

lMo3BonsaeT 3anyckatb NPOLECChl C APpYron KnaccugukaunoHHOM
MeTKOM (C ApYrMM nepapxmyeckum ypoBHEM KOHpmaeHUManbHo-
CTU N OpYyrMMu Hemepapxmyeckumm KkateropusiMm 4ocTyna)

PARSEC_CAP_UNSAFE_SETXATTR

0x01000

[Mo3BonsieT ycTaHaBnMBaTb MaHAaTHble aTpnbyThl 06bEKTOB har-
noson cuctembl 6e3 yyeta MaHaaTHbIX aTpnbyTOB pOaUTENBCKO-
ro obbekTa-koHTenHepa. [puBunerna Mcnonb3lyeTca ANs BOC-
CTaHOBMEHNSA OObEKTOB (hannoBON CUCTEMBI N3 PE3EPBHBIX KO-
MU 1 TOMbKO NOcne YCTaHOBKM 3Ha4yeHus «1» ans napametpa
/parsecfs/unsecure_setxattr

PARSEC_CAP_UPDATE_ATIME
0x00080

Mo3BonsieT U3MeHATb BpeMs AocTyna k hainoBbiM 0GbekTam

Ona Hactponkn KC3 moryT ucnonb3oBatbes kak PARSEC-, Tak u Linux-npusunernn.

Mopsigok ynpaeneHus npusunerusimv onuncaH B [4.16]
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4.8. BKno4yeHue 1 BbIKINKOYEeHUe MaHAaTHOro yrnpaBrneHusa OCTYNoOM

4.8.1. BknoyeHne MaHAATHOrO yrnpaBrieHUs AOCTYNOM

MaHngaTHoe ynpaBneHne 4oCTynoM MOXeT ObiTb BKNHOYEHO B npouecce yctaHoBkn OC
nytTemMm Bblbopa COOTBETCTBYHOLLEIO NyHKTa nporpammbl yctaHoBkn OC.

BkntoyeHne maHgaTHOro ynpaeneHnsa Aoctynom nocne yctaHoBku OC BbINOMHAETCH
C NMOMOLLbIO MHCTPYMEHTa astra-mac-control, onucanHoro B [16.4.31] unu rpaduyeckon
yTmnnTbl £ly-admin-smc (CM. SIEKTPOHHYH CMpaBKy).

Mpun BKNIOYEHUN MaHAATHOrO ynpaBneHns AOCTYNoM And napameTpa KOMaHOHOW CTPOKM
agpa parsec.mac B 3arpy3dnke OC yctaHaBnmBaetcs 3HadeHme 1. [pu aTom Bce gopaboTaHHble
Ans PYHKUMOHNPOBAHMS B YCIOBUSX MaHOATHOrO ynpaBreHuUst AOCTYNOM CeTeBble CryX0Obl,
cuctemsbl IPC n cuctembl HMumanuaaumm 6yagyTt pabotatb B pexxMme MaHOaTHOro ynpasneHus
poctynoM. Takke nporpaMmmam 6yaeT AOCTynHa BO3MOXHOCTb paboTaTh ¢ pannoBbiMy o6bekTamu,

MMEKLLUNMN HEHYNEBYIO METKY KOHCbI/Iﬂ,eHLl,I/IaJ'IbHOCTVI.

4.8.2. BbiknioyeHne MaHAATHOro yrpasreHUs 4OCTYNOM

BblknovyeHne maHgaTHOro ynpasrieHns OCTYNOM LenecoobpasHo NMPUMEHSATb TOMbKO
ANs oTNnagoudHbIX uenen. BoiNoNHATL BbIKIOYEHUE B CUCTEME, BBEAEHHOW B JKCMnyaTtauuio,
He peKkoMeHAOyeTCsl, MOCKONbKY BbIKHOYEHNE MaHOATHOrO yrnpasrieHus JOCTYNOM MOXET Mpu-
BECTM K HECOrnacoBaHHOMY COCTOSIHUIO 0ObEKTOB PanfioBOM CUCTEMbI C Pa3HbIMU YPOBHAMM
KOH(pbnaeHUunanbHOCTH.

BbiknioyeHne MaHgaTHOrO yrnpasneHns 4OCTYNOM BbINOSHAETCS C NOMOLLbIO MHCTPYMEHTa
astra-mac-control, onucaHHoro B [16.4.31] unu rpadumyeckoit ytunutel £ly-admin-smc.

Mpw BbIKAOYEHUN MaHOATHOIO ynNpasnieHns A0CTYNOM A4St CUCTEMHOro napamMeTpa Ko-
MaHOHOW CTPOKM Aapa parsec.mac YyCTaHaBnMBaeTcs 3HavyeHue 0.

BHUMAHMUE! lNpu BbIKNIOYEHHOM MaHOATHOM yrnpaBneHUn OOCTYNOM Cry»0bl, KOTOpbIE
AOJSMKHbI 3anycKaTbCA Ha HEHYNEBOM YPOBHE KOH(pMAEHLManbHOCTU unm B npouecce paboThl
NOBbILLIAKOT CBOW YpOBEHb KOH(bMAeHUMansHOCTK, ByayT 3anyLwieHbl Ha HyNIeBOM YPOBHE KOH(un-
AEeHUManbHOCTU nnn He ByayT 3anyLleHbl C BbIBOAOM MHopMaumm 06 owwmbke.

Mocne BbIKNIOYEHNST MaHOATHOrO yNpaBneHnsa AOCTYNOM Ang nporpaMmm Gyaer oTknoyeHa
BO3MOXHOCTb paboTaTtb ¢ hannoBbiMM 06beKTaMn, UMEKLLNMU HEHYIEBYHO METKY KOH(UAEHLN-
anbHOCTW.

BHUMAHUE! OTkntoueHne BO3MOXHOCTU paboTbl nporpamm ¢ pannoBbiMm ob6bekTa-
MU, UMEIOLUMN HEHYIEBYIO METKY KOH(PUAEHUNANbHOCTU, HE PABHOCUITbHO YAANEHUO Takux
ob6bekToB. dannoBblie 06bEKTLI, UMEIOLLIME HEHYNEBYH METKY KOH(pnaeHUMansHoCcTn, nocne oT-
KIOYEHNA BO3MOXHOCTU paboTbl C HUMU coXpaHsTcd. [OoCcTyn K TakuMm oObekTam He MOXeT

ObITb NONyYeH WTaTHbIMK cpeacTBaMmu OC, HO AOCTYN K HUM MOXET BbITb NMOMy4YeH Npu HanmM4mm
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HEKOTPONMPYEMOro hM3NYECKOro AOCTYNa K KOMMNbIOTEPY M BO3MOXXHOCTU MCMOMb30BaTb Ha HEM

HewTaTHble CcpeacTBa.
4.9. BKno4yeHue 1 BbIKNKOYEHUe MmaHaaTHOro KOHTpPONA UeJsIOCTHOCTHU

BkntoyeHne MKLL moxeT 6bITb BbIMONHEHO B npouecce yctaHoBkn OC nytem BbiOOpa
nyHKTa «MaHaaTHbIN KOHTPOSb LEeNOCTHOCTUY B nporpamme yctaHoBkn OC.

BkntoveHne u BbiknoveHne MKL nocne yctaHoBkn OC BbIMOMHAETCA C MOMOLLBIO
MHCTPYMEHTa astra-mic-control, onucaHHoro B [16.4.27, wunu rpadu4eckon yTunuthbl
fly-admin-smc (CM. 3NeKTPOHHYI0 cnpaBky). Mpu BkntoveHun/BoikntoveHnn MKL|, asTtomatnye-
cku Bkrtodaetcsi/Bbikntovaetcs MKL, Ha darinooii cucteme (cm. [4.10).

Mpu BrkntoveHnn MKL onsa napameTpa KOMaHOHOW CTPOKU siipa parsec.max_ilev B
3arpy3umke OC ycTaHaBNMBaeTCHa 3HAYEeHNEe MakCMMarnbHOro YpOBHS LeNOCTHOCTU B cucteme. Mo
YMOIMYaHMUIO 3HAYEHNE MaKCUMarbHOrO YPOBHS LIENTOCTHOCTU B cUCTEME 63 (ecnuv npu BKIOYEHUM
MKL| He 6bino ykasaHo apyroe 3HayeHue, cM. [16.4.27)).

BHUMAHMUE! 'padnyecknin cepsep Xorg No ymonyaHuo paboTtaet oT UMEHN y4eTHOMN
3anucu nonb3oBaTens Ha BblAENEHHOM YPOBHE LIENOCTHOCTH 8.

Mpu BbikntoyeHnn MKL|, ona napameTpa KOMaHOHOW CTPOKM siapa parsec.max_ilev

yCTaHaBnuBaeTcs 3HayeHue 0.
4.10. MaHAaTHbLIA KOHTPOSb LIENTIOCTHOCTU Ha (panioBon cucteme

Mpu skntoveHnn MKL, cornacHo obbekTam hannoBon CUCTEMbI aBTOMaTUYECKM MpuU-
cBaumBatoTca atpubytel MKL.

Mpuceoenne atpudytoB MKLl o6bektam harnoBon CMCTEMbI OCYLLLECTBIISIETCHA B COOT-
BETCTBUWN C KOHPUrYpauNOHHbIM dpannoM /etc/parsec/fs-ilev.conf. B gaHHOM KOHQwUry-
pauMoHHOM dhansne nepedncneHbl 06bekTbl (hansioBon CUCTEMbI U UX YPOBEHb LESTOCTHOCTU B
dopmare:
<ypOBeHb_LIeJ'IOC'I‘HOC'I‘I/I> <1'IY'I‘1’:>>
rie <ypoBeHb_LIEJIOCTHOCTU> — YPOBEHb LENIOCTHOCTM ANnsi 00bekta annoBon CUCTEMBI,

YKa3aHHOIo B <nyThb>,

<nyTb> — 06beKT/06bEeKTbI PannoBOM CUCTEMbI UMW NYTb K HUM.

3HayeHus, yKasblBaeMble B KOHPUINypaLnMoHHOM (hansie B Ka4eCTBe YPOBHS LIENOCTHOCTU

<level>, npuBeaeHsl B Tabnuue [9

Tad6bnuua 9
3HayeHune OnucaHwne
<4yucIOo> OnpeneneHHbI YpoBEHb LIENOCTHOCTU, 3aaHHbIN YNCNOBLIM 3Ha4YeHnem. MoxeT
ObITb AECATUYHBIM, BOCbMEPUYHbBIM, LLIECTHAALATEPUYHBIM UMW ABOUYHBIM YACIIOM
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OkoHyaHue mabnuusi 9

3HayeHune OnuncaHue

high Tekylwimi max_ilev — MakcMManbHbIM YpoBeHb LenocTtHocTn B OC, 3agaHHbIN B
napameTpe KOMaHAHOW CTPOKM spa parsec.max_ilev

max Tekywmii max_ilev — MakcMMarnbHbIA ypoBeHb LenocTtHocTn B OC, 3agaHHbI B
napameTpe KOMaHOHOW CTPOKM siipa parsec.max_ilev

low To ke YTO 1 HyreBoOW ypoBEHb LIENOCTHOCTHU

min To ke YTO 1 HyreBOW ypoBEHb LIENOCTHOCTU

exc WrHopuposatb hann npu npoBepke LEenocTHocTh. B kayecTBe cumBona nogcrtaHoB-

KN B KOHLUE NYTU MOXHO MUCMOJib30BaTb CUMBOIJ1 «*»

Ecnn B q)a|7|ne YKa3aHbl HeCyllecTByoune 1 HeabCOomnTHbIE nyTn, TO OHN UTHOPUPYHOTCA.

KopHeBomy kaTasnory («/») ypoBeHb LleNOCTHOCTN HEe Ha3Ha4YaeTCA.

Mpnumep
KoHurypaunoHHeii pann /etc/parsec/fs-ilev.conf
exc /etc/xdg/autostart/vboxclient.desktop
exc /etc/X11/Xsession.d/98vboxadd-xclient
exc /etc/ld.so.*
exc /etc/resolv.conf
exc /root/.config/*
exc /root/.gnupg/gpg-agent.conf
max /etc
max /1lib
max /1ib64
max /1ib32
max /bin
max /sbin
max /boot
max /root
max /opt
max /srv
max /usr

Ona ynpasnenus MKL| Ha dannoBon cucrteme ncnosib3yeTca MHCTPYMEHT KOMaHOHOM

CTPOKU set-fs-ilev.
Mpumep
lMocne ycTaHOBKM HOBbIX MAKETOB, a Takke B npouecce pabotsl OC MoryT cosgaBaTtbCs

HoBble (hannbl B kKatanore /etc/, kotopbim atpndytel MKL|, aBTOMatnyeckn He npuceamBatoT-
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cq. Ytobbl npmsectn MKL channoBon cuctembl B COOTBETCTBUE KOHGUIypPaUMOHHOM dhanny
/etc/parsec/fs-ilev.conf, HEOBXOAMMO BbINOMHUTL KOMaHAY:

sudo set-fs-ilev enable

lMogpobHoe onucaHne MHCTpymMeHTa set-fs-ilev NpMBegeHO B man set-fs-ilev.

Takke gna ynpasneHna MKL|, Ha pbannoBon cucteme MOXeET UCNOoNb30BaTbCsA rpaduye-
ckas ytmnuta £ly-admin-smc (CM. 3NEKTPOHHYIO CNpaBkKy).

BeikntoyeHmne MKL| Ha charinoBor cucteme oCyLeCTBNAETCS aBTOMaTUYECKN NPU BbIKIHO-
yeHun MKL| cornacHo 4.9

[nsa obecneveHnsa coBmectumocty B OC coxpaHeH yCcTapeBLUMA UHCTPYMEHT BbIKIHOYEHUS

MKL, Ha dpannoson cucteme unset-fs-ilev.
4.11. AgmnHuctpupoBaHme OC npu BknroyeHHom MKL|

HenpueunernpoBaHHbIN NOSib30BaTeNlb MOXET BbINOSMHATL BXOA4 B CUCTEMY TOSBbKO Ha
HW3KOM YPOBHE LIeNTOCTHOCTU (COOTBETCTBYET MUHUMANbHOMY YPOBHIO LIeNocTHOCTH). Mpusunern-
pOBaHHbIV NONb30BaTeNb, NPU HaNM4YMM COOTBETCTBYHOLLEro NpaBa, MOXEeT BXOAUTb B CUCTEMY
Ha BbICOKOM YPOBHE LIeNTOCTHOCTU (COOTBETCTBYET MakCUMarbHOMY ypoBHIO LieriocTHocTu OC) n
TONMbKO ANS BbINOMHEHNA 3a4a4d no KoHgurypmuposanuio OC.

AOMUHUCTpaTOp, CO3AaHHbIN Npu yctaHoBke OC, MOXET BbINOMNHATL BXO B CUCTEMY C
BbICOKMM YPOBHEM LENTOCTHOCTU (MO YMOMNYaHUIO 63) Unn C HA3KMM YPOBHEM LieriocTHOCTU. [MNpu
rpaduyeckom Bxoge B CMCTEMY A1l TAKOro aaMUHUCTpaTopa No yMonyaHuo BbibpaH BbICOKUI
YPOBEHb LIeNOoCTHOCTU. padunyeckmin pabounin cTon Ha BbICOKOM YPOBHE LIENOCTHOCTU MMEET
KpacHbIN ¢OOH.

Mpn KOHCONBLHOM BXOA4E B CUCTEMY aAMUHUCTPATOP OOSMKEH BPYYHYIO BbICTaBNASATb YpPO-
BEHb KOHTPOSIS LLENOCTHOCTU (41151 BbICOKOro YpoBHSA — 63, Ansa Hu3koro — 0 vnu nponyctntb
AaHHbIN Lwar).

BHUMAHUE! Bxog B cuctemy npmBUIErmpoBaHHbIM nosib3oBaTenem (agMmHUCTpaTo-
pOM) HEOBXOAMM TOMNbKO AN BbIMNOMHEHNA HACTPOEK CUCTEMbI U TONBKO C BbICOKUM YPOBHEM
LenocTHocTu. [1na obbl4HOro (WTAaTHOro) pexxmuma paboTbl peKOMEHOYETCA OCYLLECTBNATL BXOA B
CUCTEMY OT MMEHU HENPUBUNENMPOBAHHOIO MOSb30BaTeNs Ha HU3KOM YPOBHE LIeNOCTHOCTMU.

BHUMAHMUE! lNpwn BknovyeHHOM B cucteme pacwumpeHHom pexnme MKLL npu Bxoge
B CECCU YPOBEHb LIENOCTHOCTU Ha3HavYaeTcs aBTOMaTU4eCKM U3 MakCuMMarbHO AOCTYMHOro

AaHHOMY Nosib30BaTento.
4.12. 3anyck cnyx6 systemd ¢ ypoBHEM LeNIOCTHOCTU U KOH(MAEHUNaNbLHOCTH

[nsa 3anycka cnyx6bl systemd nog ypoBHEM KOHMAEHLMANBHOCTU HEOBXOAMMO B KOH(U-
rypaunoHHoM cparine (1oHUTe) COOTBETCTBYIOLWEN CNYyX0bl (<umMsi_toruTa>. service) B pa3gene

[Service] pobaBuTb cneayloWwmin napameTp (MeTKy):
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[Service]
PDPLabel=<YpoBeHb>:<YpPOBEHbL leJIOCTHOCTU>:<KaTeropuu>

[nsa ynpaBneHnsa loHUTaMn nonb3oBaTtesb JOSMKEH UMETb YPOBEHb LIENMOCTHOCTH, BKIOYa-
OLWKNN B cebsa ypoBEHb LIENOCTHOCTU YNpaBnaeMOoro toHUTa (3agaHHbI napameTpoMm PDPLabel,
no ymonyaHuto 0: 63). MNonbITkKM nonb3oBaTens ynpaenaTb IOHUTaMU, UMEKLIUMU YPOBEHDb Lie-
NOCTHOCTH BbILLE, YEM €ro, PErUCTPUPYIOTCH B CUCTEMHOM XXypHane.

YpoBeHb LIeNOCTHOCTN Ha3Ha4yaeTCcs TONbKO B npedenax max_ilev.

®opmat meTkn PDPLabel aHanornyeH npuHatomy B cucteme PARSEC 3a ucknioveHnem
nons Tuna MeTKU — MeTKa CNyXObl HEe MOXET MMeTb AOMNOSIHUTENbHbLIN MaHAATHbLIN aTpudyT
(Hannume ehole/whole Heponyctumo). bonee nogpobHasa vHpopmaums o popmaTe METKU
AOCTYyMNHa B BbIBOAE KOMaHAbI:
pdpl-file --help

[nsa MeTkn pekomeHayeTcs UCMornb30BaTh YMCOBbIEe 0603HaYeHNS, Tak Kak npu paspeLue-
HUM UMEH MOTYT OKa3aTbCHA 3aeNCTBOBaHbI CETEBbLIE pecypcbl, Hanpumep, LDAP-kaTtanoru, 4yto
MOXET NPUBECTU K owmbkam KOHUrypauum, KOTopble CRoXHO ANarHOCTUPOBaTb.

[nsa HasHadveHus cnyxbe PARSEC-npusunerui, npusegeHHbIx B|4.7], B COOTBETCTBYOLLEM
IOHUTE (<umsi_toHUTA>.service) B pasgene [Service] fobasuTtb napameTp:
[Service]
CapabilitiesParsec=PARSEC CAP PRIV_SOCK, ...
rae JYepes 3andatyro moryT 6biTb nepeuncnensl PARSEC-npusunernn.

Mocne penakTnpoBaHus kKOHUrypaunoHHoro canna cnyxbbsl HeobxogMmo nepesany-
CTUTb systemd 1 COOTBETCTBYIOLLYIO CIy>KOy, BbIMNOMHUB KOMaHAb!:
systemctl daemon-reload
systemctl restart <umsa_cnyxOwr>.service

[ns npocMoTpa MeTkM cry>6bl BbINOSTHUTL KOMaHAY:
pdpl-ps <PID>
roe  <PID> — naeHTuduKaTop Criyxosbl.

[ns npocmMoTpa ycTaHOBMNEHHbIX Ha cnyk6e PARSEC-npuBunernii BeinofHATL KOMaHAY:
pscaps <PID>

[na onpenenenus PID ncnonb3yetca komaHaa:

systemctl status <umsa_cnyxbu>.service
4.13. CeTeBoOe B3aumopgencreme

B ka4yecTBe oCHOBHOro npoTokona gocrtyna k ceteson ®C ncnonbayerca npotokon SMB,
KOTOpbIV NnogAep>XuBaeT nepegadvy pacliMpeHHbIX aTpubyToB, coaepkawmx MHgpopmaumo o
MaHOaTHOM KOHTeKCTe (MeTke 6e30MacHOCTM M MaH4aTHbIX aTpmubyTax ynpaBrneHus 4oCTyrnom).

[aHHbIN MPOTOKOJT LLNPOKO pacripoCTpaHeEH " pa60TaeT B reTeporeHHbIX CeTAX (nop,,u,epx(MBaeTcsq
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pasnuMyHbIMK OMepaunoHHbIMK CUCTEMAaMI), a Takke NoaAepXXMBaEeT COOCTBEHHYIO ayTEHTUdUKA-
LUIO 1 ayTeHTUdUKaLmo ¢ ncnonb3osaHmem Kerberos.

BsaumogencTteue npu nomowmn cetesoro npotokona IPv4 (IPv6) ocywectensieTcs yepes
nporpamMmMHbIN MHTepdenc 06beKTOB OOCTYNa, ABNALWNXCH NeMeHTaMn MEXNPOLLECCHOro U
CETEBOr0 B3aMMOOENCTBUSA (HAanNnpuMep, CETEBbLIX COKETOB), KOTOpble obecneymBatoT obmMeH aax-
HbIMW MeXay npoLeccamMmu B paMkax ogHon nnu Heckornbkmux OC, oO0beaMHEHHbIX B NOKaNbHYO
BbIYMCNUTENBHYIO CEThb.

[ns nogaepXkn mMaHOaTHOro ynpasneHus AOCTYNOM B CeTeBble MakeTbl MpoToKona
IPv4 (IPv6) BHegpstoTCcs KraccudukaunmoHHble MeTkU. [lopsigok NpucBoeHnsa knaccudukaum-
OHHbIX METOK U UX popmaT COOTBETCTBYET HauuoHanbHomy ctaHgapty OCT P 58256-2018.
lMprem ceTeBbIX NakeToB nogvmnHsieTca maHaatHoelm MNP, Cnegyet oTMeTUTb, YTO MeTKa 6e3onac-
HOCTM COKeTa MOXeT MMeTb TUM, NO3BONSAIOLWUI CO34aBaTb ceTeBble Cry>0Obl, NpMHMMaloLWwme
coefvHeHus ¢ NobbIMN YPOBHAMWN CEKPETHOCTMW.

Mpn HeobxoammocTn ans obecneveHnsa LenocTHOCTK 3aronoBka |IP-nakeTos, cogepalue-
ro KnaccmukaumMoHHyo METKY, [OMyCKaeTca NpMMmeHeHne nporpammHoro cpegcrea OpenVPN.
Onucanune ncnonb3oBaHua OpenVPN npueeneHo B gokymeHte PYCBE.10015-37 95 01-1.

OTcyTCcTBME Y CYLLLHOCTU METKN Be30MacHOCTN 3KBMBASIEHTHO HYNeBon MeTke 6esonacHo-
ctn. Takum obpasom, sapo OC, B KOTOPOM BCE CyLLHOCTU U CyObEKTbI 4OCTYNa UMEIT YPOBEHb
CEKPETHOCTUN «HECEKPETHO», PYHKLUMOHUPYET aHaNorm4yHo CTaHgapTHOMY SApy onepaumoHHON
cuctemMbl cemencTaa Linux.

[Ons pspa cetebix cnyx6 (cepsepa LDAP, DNS, Kerberos u T. 4.) Heobxogmmo obecne-
YNTb BO3MOXXHOCTb UX paboTbl C KMMEHTAaMU, UMEIOLLMMM Pa3Hbl MaHOATHbIN KOHTEKCT Be3onac-
HOCTW, 6e3 BHECEHNS NBMEHEHUIN B UCXOOHbIE TEKCTbI CryXbbl. [1na npegocTtaBneHns Ha3BaHHOM
BO3MOXHOCTM B nogcucteme 6esonacHoctn PARSEC peanu3oBaH MexaHM3M 3anycka CeTeBbIX
Ccnyx6 ¢ ncnonb3oBaHMeM NPUBUNETMPOBAHHOIO COKeTa AN OXUOAHUS BXOAALWNX COeANHEHUN
(MexaHuam privsock).

MexaHnam privsock onucaH B 4.13.1]

4.13.1. MexaHu3m privsock

MexaHun3m privsock npegHasHayeH gnsa obecnevyeHms OYHKLMOHUPOBAHUSA CUCTEMHbIX
ceTeBbIX CNYX6, He ocylecTBRsOWmMX 06paboTKy MHpopMaLmMm C UCNONb30BaHNEM MaHAATHOrO
KOHTEKCTa, HO B3aMMOLENCTBYIOLMNX C npoueccamn, paboTarowmmm B MaHOATHOM KOHTEKCTe
cybbekTa goctyna.

[nsa ero ncnonb3oBaHAa Npu PYyHKUMOHMPOBAHUN CcETEBOW Cry>Xbbl HEOBX04MMO OTpe-
AaktmpoBatb ann /etc/parsec/privsock.conf, gob6aBMB B HEr0 CTPOKY, CoaepKalLlyto

NONHLIA NyTb K UcnonHaemomy danny cnyxobl. [lanee npuBeneH npumep CTpokM u3 danna
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/etc/parsec/privsock.conf ana 3anycka DNS-cepBepa c ucnosfib3oBaHMEM MexaHu3ma

privsock.

Mpumep

/usr/sbin/named

,D,J'IFI ncnosfib3oBaHNA MexaHn3ima priVSOCk HeO6XOD,I/IMO, YyTOOBI nepemMeHHaa PATH,
ncnonb3yemas npu 3anycke cryobl, coaepxana crnegyroLwmn nyTb:
/usr/lib/parsec/bin

[anee npuBegeH npumep 3agaHust TpebyeMoro Nyt B NEPEMEHHON OKPYXXeHUsT ANis

3anycka DNS-cepsepa.

Mpumep

YcTaHOBKa 3Ha4YeHUS NepeMEHHON OKPYXeHUst PATH MOXET ObITb BbIMNOIHEHA A0OaBneHu-
eM B chann /etc/default/bind9 cneayowen CTPOKK:
PATH=/usr/lib/parsec/bin:$PATH

MogpobHoe onucaHne MexaHnama privsock NpuBeAeHoO B man privsock.
4.14. lllvHa mexnpoueccHoro B3aumogencteusa D-Bus

D-Bus nos3eonsieT opraHn3oBaTb B3aMMoOeNCTBNE NPOLIECCOB C UCMOSIb30BaHNEM CO06-
LWEeHU 1 obwux WuH. [na nepegayn coobLieHns Mexay npoLeccoM M LLUMHOW UCNOoNb3yeTcs
MeXaHU3M COKeTOB. BbloensoT ABa TUna LWNH: CECCUOHHbIE LWMHBI (Session bus) n cuctemHas
lwmHa (system bus).

CeccuroHHas WwurHa co3gaeTcs AMsl KaXKaon norb30BaTeNbCKON Ceccum nNpu ee 3anycke.
OHa paboTaeT ¢ meTkon 6e3o0nacHOCTM Monb30BaTeNsi CUCTEMbI U BCE B3aMMOAENCTBYHOLLME
Yyepes Hee MPOoLEeCcChl TakKke NMEKT JaHHY MeTKy 6e3sonacHocTu. Baanmogencrane npoueccos ¢
MHOW MeTKon 6e30nacHOCTM He nponcxoauT. JonosHUTENbHbIE CECCUOHHbBIE LLUMHBI MOTYT BbIThb
Co3aHbl C UCNorb3oBaHMEM YTUNUTbI dbus-launch, KOTOpasa NO3BOSISET 3aNyCTUTb NpoLecc
OQHOBPEMEHHO C CO3A4aHNEM HOBOW CECCMOHHOM LUKHLI. [1pn 3TOM nMeeTcs BO3MOXHOCTb yKa3aThb,
Mcnonb3ys NnepeMeHHyto DBUS_SESSION_BUS_ADDRESS, KaKyl M3 CECCUOHHbIX LUWH AaHHbIN

npouecc 6yaet BOCNPUHMMATL Kak CECCUOHHYHO LLMHY.

Mpumep
user@astra:~$ echo $DBUS_SESSION_BUS_ADDRESS
unix:abstract=/tmp/dbus-FMSYkkteW0, guid=2f874cb94fd70c984eff1d8857d24781

AHanorm4yHo (,byHKLl,VIOHI/IpyeT cucTeMHasi WnHa. [laHHasa WnHa co3gaeTcs TONbKo B O4HOM
aK3emMmsiape npun ctapte gemMoHa D-Bus u yepes Hee B3al/IMO,E|,eI7ICTByI-OT npouecchbl pa3fiMyHbIX

YPOBHEWN.
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Mopaynb dbus-daemon peanu3yeT U CECCUOHHbIE, U CUCTEMHYIO LUMHbI, MO3TOMY MeXa-

H3M MaHOAaTHOro ynpaslieHNA OCTYNOM UCMOJIb3yEeTCA BO BCEX LLUNHAX.

4.14.1. Buabl cooOLieHnmn

D-Bus nogaepxuBaet crneayrowme BUabl COOBLLEHNIA:

- method call — BbI30B MeToaa. [1pouecc TpebyeT Bbi3oBa METOAA, pean3oBaHHOIo
apyrum npoueccom. [JaHHoe cooOLleHne MMeeT KOHKPETHOro agpecata U COAEPXUT
NHpopMaLnto 06 NCTOYHMKE COOOLLIEHNS;

- method_return — Bo3Bpat. Kak npaBuno, nocrne Bbi3oBa MeToaa AaHHoe coobLueHne
ncnonb3yeTcs Ansl Bo3Bparta 3Ha4dyeHud. AgpecaTtoM COOOLLEHUS SBMSETCA UCTOYHUK
NCXOAHOro coobLLEeHNS;

- error — owwmbka. Ecnu npu Bbi3oBe npousoLluna owmnbka, BMECTO BO3BpaTa MOXET
ObITb OTNpaBneHo cooblieHne 06 owmnbke. AgpecaTtomM COOBLLEHUNA ABNAETCA MCTOUHUK
MCXOAHOro coobLLEeHNS;

- signal — curHan. [JaHHoe coolLleHne MMeeT UCTOYHMK, HO, Kak NpaBuno, He NMeeT
KOHKPETHOro agpecara 1 paccblfaeTcs LWMHOW BCEM, KTO NoanucaH Ha gaHHoe coobLleHne
(c ucnonb3oBaHnem match-punerpa). Ecnn ykazaHo umsa cnyx6bl, To cooblieHne Ha-
NpaBnsieTcsa TONbKO OnpeaerneHHOMY CoOeaUHEHNIO (T. €. NepBUYHOMY BnagenbLly AaHHOro
cnyx6bl).

Bce coobuieHus sisnaioTca OAHOHanpasJlieHHbIMX, MOTYT UME€Tb Ha3HaA4YeHne, a Takke

MOryT nogpasymeBaTb (HO He TpeboBaTb) OTBET, Hanpumep, nocrne method_call MOXHO He

nocbinatb method_return. (DyHKLI,VIOHaJ'I oTnpaBuTena n nony4vyarena AOoJmKeH ObITb cornacoBaH.

4.14.2. Mpouecc B3aumMoaemncTB1A C LUMHOMN

Ons VILI,eHTVI(pVIKaLWIVI coeAnHEHNA Ha LWWNHEe UCMOJb3YIOTCA NapaMeTpbl, npuBeaeHHbIE B

Tabnuue [10]
Tabnwunua 10

MapameTp

OnucaHne

unique connection name (UCN)

YHUKaneHoe UMsi COeANHEHNSA — M[J,eHTMCbMKaTOp coeanHeHuna

org.share.server

O6wwemnsBecTHOe nms (cnyxba) coeguHeHus. [laHHoe nms uc-
nonb3yeTcsa ANns npMema CoobLEHNS OT APYrnX KIMEHTOB (T. €.
Mo 3TOMY UMEHW KNMEHTbI MOTYT HAaNTWN AaHHbIN NpoLecc)

/org/share/server/object

[aHHbIn NyTb ABNAeTCAa MMeHeM obbekTa. Kaxaas cnyxba
MOXeT co3aBaTb HECKOMNbKO 0OBbEKTOB

com.share.interface

Nma nHtepdelica. CooTBETCTBYET HEKOTOPOMY Habopy MeTo-
O0B (B TOM 4McCne cTaHOapTHbIM MeTo4aMm, obLwmm ans obbek-
TOB), KOTOPbIE OOMKHbI KOPPEKTHO 0bpabaTbiBaTbCA O6BHLEKTOM

GetMyName

Nmsa meToga obbekTa unm nHtepdenca, KoTopblin MOXKHO Bbl-
3BaTb
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[nsa Bbl3oBa meToga HeobxoanMMmo:

- yKasaTb 06Llen3BecTHoe UMA coeuHeHUs, UMA obbekTa, UM UHTepdenca n nms

MeToaa;

- chopmumpoBaTb HAboOp apryMeHTOB;

- BbIMNOMHUTL BbI3OB.

[ns o6paboTkn pesynsrata HeOBXOANMO MPUHATL OTBETHOE COOBLLEHNE (KOTOPOE MOXET
ObITb Kak coobLLeHnem Tuna Bo3Bpar, Tak 1 oWnbBKoM). Takke CyLLeCTBYIOT LUMPOKOBELLATENbHbIE
coobLLeHNs-CUrHanbl, KOTOpble OTNPAaBNATCA NPOLECCOM Ha LUUHY, rae nepeagpecoBbiBalOTCA
BCEM COEOMHEHNAM, KOTOPblE Ha HEro rnoAnucaHsbl.

Kaxgbin npouecc ans pabotbl Yyepe3 D-Bus nogkntioyaeTcsa K 3agaHHOW LwuHe (npu
3TOM CO3[aeTcs YHUKanbHOe COeANHEHNe ¢ MeHeM Buaa : 1. 8) ¢ ncnosnb3oBaHnem yHKLNN
dbus_bus_get (). [lpn aTOM Npu NOAKNIOYEHNUN OCYLLECTBNAETCA MeXaHU3M ayTeHTudukaumm
KNMeHTa C UCMNONb30BaHMEM AaHHbIX COKeTa. [locne 3Toro KNMeHT MoxeT paboTaTb C LWMHOW C

NCMoNb30BaHNEM COOBLLEHWUN.

4.14.3. MNMpouecc coegnHeHUss C CACTEMHOMN LLUMHOMN

Mocne ayTeHTUMUKaAUNKN KNMEHT oTnpaBnsaeT cooblieHne Tuna method _call Hello
cepeepy D-Bus. [lanee npoBepsieTcA BO3MOXHOCTb AOCTaBKM OAHHOIO CcoObLEHNS C UCNOSb-
30BaHMeM pdp U selinux QyHKUnK. Onsa toro, 4tobbl D-Bus mor obpaboTtaTb AaHHbIA BbI30B
C HEHyneBbIX YPOBHEN, HEOOXOANUMO A9 HEro yCTaHOBUTb COOTBETCTBYHOLMNE npusunerun. B
4YaCTHOCTU, 3TO peann3oBaHoO 3a CYeT ycTaHoBKN npuBunernn 0x30 (Ignore Lev & Cat) Ha cnyxby
org.freedesktop.Dbus. [laHHble NpMBUIIErMK NO3BONAIOT NpoLeccam (CoeanHeHusMm) ¢ bonee
BbICOKMM YPOBHEM BbINOSHATL (PYHKLMN NPOLECCOB C HU3KMM ypoBHeM (dbus), 4to He npeny-
cMmaTpvBaeT MaH4aTHOe ynpaBneHne 4OCTYMNOM, HO pa3peluaeTtcs npmsunernamm 0x30, KoTopble
no3BonsatT cybbekTy (dbus) urHopmpoBaTb METKY 6E30MaCHOCTU COEAMHEHUS, MbITAKOLErocs
BbIMOMHUTL €r0 MeToa.

Mocne atoro chopmupyeTca oTBETHOE coobuleHne Tuna method_return, KOTOpoOe BO3-
BpallaeT OTBETHbIN CcTaTyCc 00 yCnewHOM CO34aHuM CoeamHeHust ¢ wuHon. OgHOBPEMEHHO
NpoucxoauT yCTaHOBKa Brnagensyua cnyobl. Mog cnyx6omn NnoHMMaeTca MMs Ha LUMHE, KOTOpOoe
COOTBETCTBYET HEKOTOPOMY coeanHeHuto. [Npu aTom Bnagenbuamm yHuKanbHbIX UMeH (Buga : 1. 6)
MOryT ObITb TONbKO CaMu coeanHeHus. Ecnm ncnonb3yeTcsa nosib3oBaTenbCKoe M4, Hanpumep,
org.share.linux, TO €ro BnagenbLueM MOXeT ObiTb COeQMHEHNE C HEKOTOPbIM YHUKAIbHbLIM
nmeHem. [Jpyrue npouecchl (COOTBETCTBEHHO C APYTMMWN YHUKANbHbIMU MMEHaMN COEANHEHWUIA)
Takke MOryT 3anpocuTb A4OCTYN BNageHus 4aHHbIM UMeHeM. B 3aBUCMMOCTM OT HAaCTPOEK MOXET
NPOU30ONTN Kak 3aMeHa BnagenbLla, Tak U YCTaHOBKa ero B odepenb Ha BrageHue. Npu atom,
Korga TekyLwimn Bnageney, ocBo6oauT AaHHoe Ms (OTKNKYNTCS OT LUKHbI), BfagenbLeM CTaHeT

cnegywLlee rno Crincky coeamHeHne (eCJ'II/I Takne eCTb). BaxxHo, 4TO MMeHHO Bnageneu, T. e. coean-
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HEeHVe 1 COOTBETCTBYIOLLMI eMy npouecc, byaet obpabaTtbiBaTb agpecoBaHHOE AAHHOMY MMEHU
(cnyx6e) coobuweHne. B gononHeHne K OTBETY UCTOYHUKY coobueHns method _call Hello
npoucxoanT hopmmpoBaHue curHana signal. D-Bus dpopmupyeT curHan NameAquired (T.e.
ncTodHnKom siensietca D-Bus), koTopbin coobuaeTt, yto nmsa (B gaHHoM criydae UCN) nony4deHo.

Hanee ana nonyyeHuns BnageHusa HEKOTOPbIM NMeHeM (pyHKUMS
dbus_bus_request_name) dopmupyetrca coobuweHne method_call RequestName
cepsepy D-Bus. Npu aTom MoryT ncrnonb3oBaTtbCca crnegyouime dnaru:

- paspewnTb 3ameHy Bnagernbua. OTHOCUTCA K JaHHOMW cnyxbe — ecnu apyroe coeam-

HeHne noTpebyeT 3aMeHUTb Bnagenbua, To 3TOT donar paspeLumT BbINOHUTD CMEHY C

Y4ETOM METOK U LLeSTOCTHOCTMU;

- 3ameHuTb Bnagensua. Ecnu paspelleHa 3ameHa, To oH ByaeT 3aMeHeH y paHee co3faH-

HOW CNnyX6bl;

- He CTaBuUTb B o4vepenb, ecrnv Bnagensua Hemnb3sa cenvac 3ameHuTb. VIHade gaHHoe

coeuHeHne BCTaHET B KOHeL, odepeau, 1 Koraa dyayT ocBoboxaeHbl Bce Bnagenblbl —

OHO CTaHeT Bnagenbuem.

Ecnn 3ameHa Bo3MOXHa, TO Bbl3blBaeTcH ApanBep-PyHKUMS RequestName. [locne cme-
Hbl BNagenbua cryxobl goopmupyeTcs curHan NameOwnerChanged. [locne ocBoboxaeHusi nme-

HU popMuMpyeTcs curHan NameLost.

4.14.4. O6BbEeKTbl U CYyOBLEKTblI CUCTEMDI

B pamkax D-Bus obbektammn n cybbektamm ABNAKOTCA CYLLHOCTW, COMOCTaBEHHbIE C
MMEeHaMn coeanHeHnn n cnyxo6 (T.e. yHMKanbHbIMW MMEHaMN N OBLLEN3BECTHLIMU UMEHAMMN).
COOTBETCTBEHHO, KaXxgoe CoefMHEHME NMEET CBOK MeTKy 6esonacHocTu. Kpome aToro, npu co3aga-
HUKM CNyX6bl (NonyyYyeHns nMeHn Yepes dbus_request_name), @ TaKKe CO34aHUMN YHUKANBHOIO
MMEHU, NPOUCXOANT Ha3HadeHne um MeTkn 6esonacHocTn. CBegeHns o meTkax 6esonacHoOCTU
cogepxarca B xaWw-tabnuue, rae KaxxgoMy UMeHN COoTBETCTBYET MeTka 6esonacHocTu. Npu ocBo-
OOXaeHUN UMEeHK, Koraa NocrneaHn Bnageney, yXoauT u3 odepeam Unn KImeHT oTcoegmHseTcs
OT LUWHbI, BbINOMHAETCA yaaneHne COOTBETCTBYIOLEN 3anucyn Tabnuubl (MpyM MCNosib30BaHUN
LOCKED-HaCTpOWk/M meTka 6e30nacHOCTU OCTaeTcs).

lMpoBepka pdp AOCTyNa OCyLLECTBSAETCS NpU Cneayowmx cobbITUsIX:

- NPUHATME peLleHNss 0 JOoCTaBKe COObLLEeHWs B 3aBUCUMOCTHM OT €ro Tuna;

- nony4veHue BriageHus cnyxxoou;

- BbINOMHEHUA mMetToaosB AemoHa D-Bus.

Kaxxgoe coegmHeHne nNpy cBoemM co3gaHum (NonyyYeHUn YHUKanbHOro MMeHn) nonyyaet

COOTBETCTBYIOLLYIO METKy 6e30MacHOCTU Ucxoas N3 MeTkn 6e3onacHOCTM CokeTa.
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4.14.5. AnroputM nNpoBepKU METOK AN pPasfMYHbIX COOOLEHMHW U pPEeXuMoB
paboTbl

Baanmopgencteune no wnHe D-Bus MOXHO pa3genuTb Ha gBa Tuna:

- coobLeHna mexay cnyxbamm n coeguHeHnsaMmu;

- coobueHunsa, agpecoBaHHble aemoHy D-Bus. 3geck npeactaeneHbl crnyxebHble coob-

LLIeHNS, KOTOpble MO3BOSISAOT NoslydaTb MHAOPMAaUUIo O ApYrux cnyxbax n coeanHeHnax

Ha wuHe. T.e. B napameTpax CooOLLEHNA MOXET ObITb YKa3aHa 3agaHHasi cnyxba, uH-

dopMaumio 0 KOTOPOM HEOBXOOMMO NOMNYYUTD.

Ona coobweHnn wmexay cnyxbamm n CcOeauHEHMSMU MCNONb3YeTCca  PyHKUMSA
bus_pdplinux_allows_send(). [1pu wmnpokoBewaTesibHOM pacchlyike CUrHanoB Takke npo-
NCXOOUT NPOBEpPKa KaXgoro coobLLeHus.

Onsa coooLeHnn, agpecoBaHHbIX  OEMOHY D-Bus, ncnonb3yeTca CHa-
Yyana dyHKUMS bus pdplinux allows_send(). OHa onpegenaetr BO3-
MOXHOCTb  OThnpaBknm  coobweHns Ha  D-Bus. 3atem  Bbi3biBaetcss  (QyHKUMS
bus_pdplinux service_allows_connection_to service € 3agaHHbIMWM NapameT-
pamu, KoTopada onpegensier BO3MOXHOCTb BbINOSTHEHNSA TEX UMN UHbIX METOA0B.

Ona meTtoooB service_exists, get_service owner, list queued_owners,

get_connection unix user, get_connection unix process_id,
get _adt _audit session data, get connection selinux security context,
get _connection pdplinux_security context helper, introspect,

bus_driver_handle_get_id W Op. B 3aBUCUMOCTW OT HaCTpPOEK MNpoBepsAeTcA BO3MOX-
HOCTb AocTyna READ (TOS_READ) K 3agaHHou cnyxbe. [Ina metoga list_queued_owners
BbIBOAATCS TONbKO Te Brnagerblbl, METKA 6€30NacHOCTU COEANHEHUSI KOTOPbIX MEHbLUE, YEM Y
coeaVHeHus, co3aaBLlero AaHHoe coobuleHne (T. e. Bbi3BaBLLEro Metod). Hannuve npusunerni
MOXET pa3pellaTb JaHHbIN BbI30B B Crlydae HEeBbINOMHEHNS NocneaHero ycnoBus.

[nsa metoga 1list_services BbIBOAUTCA MHGOPMALUSA TOMBKO NO TeM crnyxbam, meT-
kKa 6e30MacHOCTM KOTOPbIX MEHbLLIE, YEM Y COEANHEHNS, CO3aaBLUEro AaHHOe coobuieHne (T.e.
Bbl3BaBLLee MeTo). Hanuune npmBunernin MoxeT paspellaTb JaHHbIA BbI30B B Cry4ae HeBbIMNOJ-
HEeHUs nocnegHero ycroBus.

Onsa nonyyeHna BnageHuna cnyxbom B MeTogax acquire_service, add_owner,
swap_owner  (QYHKUMA bus_pdplinux_service_allows_connection_to_service
BbI3blBAETCA C YyKasaHueM nceBaogocTyna ETOS_ADDOWNER (4N acquire_service
ncnonb3dyercad ETOS_ADDOWNER ACQUIRE_SERVICE), KoTopas B  3aBUCUMMOCTM  OT
HacTpoeK napametpa KOHourypaumm <pdplinux_allow_different_ owners>
(BUS_CONTEXT_ PDPLINUX GET_pdplinux_allow_different_owners) NpoBepsieT Hanu-

ymne noTteHuunasnbHblX BrnagesrnbueB B odepeaun C MeTKon 6e30MacHOCTU, OTSINYHOM OT METKU
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6e3onacHocTn cnyx6bl. Ecnn napameTp pdplinux_allow_different_ owners YCTaHOBIEH,
TO BO3MOXHO MofnyyYeHne BriageHnsa cnyxoon.

[na HenocpeacTBEHHOW NPOBEPKN BO3MOXHOCTM 3aMeHbl BnagenbLua crnyxobl moandum-
poBaHa (PYHKUMNA bus_service_get_allow_replacement (), KOTOpas BbINOMHAET NPOBEPKY
LeNOCTHOCTU M He MO3BONSET NPOBOAMTL COOTBETCTBYIOLLYIO 3aMEHY B Criyvae, ecnv LenocTHOCTb
CNyX6bl BbIlE LEeNOCTHOCTU HOBOMO BnagernbLa.

Mpn nepecbinke coobLieHnn Hapagy ¢ nony4vaTtenem CoobLEHNS MOXET NPUCYTCTBOBATb
coeanHeHne eavesdroping. Npn aTom coobLueHne agpecyeTcs He TONbKO MCTUHHOMY Nosnyya-
Tent, HO N NepeHanpaBnNAeTCa Ha JOMNOMHUTENBHOE COeQUHEHME, KOTOPOe MOXET BbiTb CO34aHo,
Hanpumep, nporpammon dbus-monitor.

[Onsa kaxgoro Tuna coobLeHns opMupyeTcs COOTBETCTBYHOLWNMIN BMA AocTyna. Ona
method_call NpuUMeHSeTCca AOCTyn exec. [1nNa 3TOro cpaBHMBAKOTCA METKM 6e30MacHOCTM Uc-
TOYHMKA COOOLLEHNA U COOTBETCTBYHOLEN CnyXObl, coBNagaroLwen ¢ ee TekylwMm Bnagenb-
ueM. Ecnn meTkn 6e30nacHOCTU paBHbI, TO AOCTYN pa3speluaetcs. MHaye BbI3biBaeTCca OYHK-
ums bus_pdplinux_allows_execution (), KOTOpas paspeliaeT HU3KOYPOBHEBbIM OObLEK-
Tam 3anyck dyHKunnm obbekta 6onee BbICOKOro YpoBHSA. Ecnu 3anyck 3anpelleH, To npose-
patoTcs npusunernn. Hanpumep, ecnn cnyxba, MeToq KOTOpOW 3anyckaeTcsl, UMeeT MnpuBun-
nermm 0x30, TO 3anycK paspellaeTcd. Takke cywecTByeT BO3MOXHOCTb 3anycka meTtoaa, ec-
NN coeanHeHne-nonyyarternb UMeeT AONONMHUTENbHBLIN MaHOAaTHbIA aTpMbyT ehole B OyHKLNK
bus pdplinux allows_execution helper().

[Ons method_return, error, signal nonyyatens COOBLEHUS CYUTBIBAET AaHHbIE U3
NCTOYHUKA. Takum 06pas3oM OHM MEHSIOTCA MecTaMu (nony4dartesnb sIBNAETCS CyObekTOM, MCTOYHMK

— 06BbEKTOM) 1 OOCTYN Ha3HavaeTcs paBHbIM read. [NpoBepka pdpl permission().

4.14.6. NMpuBnnerum npouecca dbus-daemon

YctaHoBKa npusunernin npouecca dbus-daemon 3aBUCUT OT YCTAHOBKM NapameTpa cbop-
KW -—enable-audit/--disable-audit. 310 BneyeT 3a cobon define: HAVE LIBAUDIT
(--enable-libaudit).

B cnyvae, ecnn HAVE_LIBAUDIT onpegeneH, TO BCreacTtBue AopaboTkn OyHK-
umm dbus_change_to_daemon_user B daunne audit.c B TOYKY CHUTbIBAHUS MPUBU-
nermm CAP_AUDIT WRITE pgobaBneH Koa cyMTbiBaHUA PERMITTED (CAPNG_PERMITTED)
npuBuMernn npouecca B nepemMeHHble draroB have cap_override, have_cap_ptrace,
have_cap_admin (N8 COOTBETCTBYIOLNX NpuBunerui). Ecnv sHadyeHne gaHHbIX NepeMeHHbIX
true, TO NPOU3BOANTCH yCTaHOBKaA CAP_DAC_OVERRIDE, CAP_SYS PTRACE, CAP_SYS ADMIN
npvsunervn ans npouecca dbus-daemon. BeinonHsaeTtca ana obecnedeHns BO3MOXHOCTM AOCTY-

na dbus-daemon K MMeHaM NpoLECCOB.
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B cnyyae, ecnu HAVE LIBAUDIT He onpegeneH (--disable-audit), TO
npounssoantca  obpabotka  dyHkuMm  dbus_change_to_daemon_user B  (panne
dbus-sysdeps-util-unix.c. [lpn atom pobaBneH yHKUMOHAM, MO3BONSAIOWMUNA CKOMU-
poBaTb BCe NpuBWUMernu npouecca u3 CAP_INHERITABLE B CAP_EFFECTIVE (Npu ycnosuu,
41O dbus 3anyuleH oT UMeHU nonb3oBaTens root). [NpeanonaraeTcs nonyyeHve NpuBUNErnn
CAP_SYS_ADMIN CAP DAC_OVERRIDE CAP_SYS PTRACE ANl CYUTbIBAHUS UMEHW MpoLecca.
[aHHble npuBunernn npeaBapuTENbHO YCTaHaBMBAKOTCA C WUCMNOMNb30BaHMEM systemd B
KOH(urypaumoHHom canne dbus . service:

# AmbientCapabilities=CAP_SYS_ADMIN CAP_DAC_OVERRIDE CAP_SYS_PTRACE
# SecureBits=keep-caps

B HacTtosawmn mMoMeHT napameTpbl AmbientCapabilities W SecureBits B
dbus.service 3aKOMMEHTUPOBaHbI, U UCNOMb3yeTcAa HAVE_ LIBAUDIT. Takke npu ucnonb-
30BaHUM HOBOMO systemd BO3MOXHO ucrnonb3oBaHne PARSEC-npuBunernn gna npouecca
dbus.socket:

CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK PARSEC_CAP_IGNMACCAT PARSEC_CAP_IGNMACLVL

4.14.7. PaclumpeHHoe ynpaBrieHne nofimtukamm
4.14.7.1. KoHdourypaumoHHbin cann
OCHOBHbIMU CeEKUMAMU KOHPpUrypaunoHHoro ¢anna D-Bus system.conf aABNAKOTCA

<busconfig> (KOpHeBasi cekuus), <type> u <policy>.

Mpumep
KoHurypaunoHHbii dpann wunHbl accessibility

<!DOCTYPE busconfig PUBLIC "-//freedesktop//DTD D-Bus Bus Configuration 1.0//EN"
"http://www.freedesktop.org/standards/dbus/1.0/busconfig.dtd">
<busconfig>
<type>accessibility</type>
<servicedir>/usr/share/dbus-1/accessibility-services</servicedir>
<auth>EXTERNAL</auth>

<listen>unix:tmpdir=/tmp</listen>

<policy context="default">
<!-- Allow root to connect -->
<allow user="root"/>
<!-- Allow everything to be sent -->
<allow send_destination="*" eavesdrop="true"/>
<!-- Allow everything to be received -->

<allow eavesdrop="true"/>



58
PYCB.10015-37 97 01-1

<!-- Allow anyone to own anything -->

<allow own="*"/>

<deny send_interface="org.ally.atspi.Text" send member="GetStringAtOffset"/>

<deny send_interface="org.ally.atspi.Text" send member="GetText"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetTextBeforeOffset"/>

<deny send_interface="org.ally.atspi.Text" send member="GetTextAtOffset"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetTextAfterOffset"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetCharacterAtOffset"/>

<deny send_interface="org.ally.atspi.EditableText" send member=
"SetTextContents"/>

<deny send_interface="org.ally.atspi.EditableText" send member=
"InsertText"/>

<deny send_interface="org.ally.atspi.DeviceEventListener" send member=
"NotifyEvent"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send member=
"RegisterKeystrokeListener"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send member=
"RegisterDeviceEventListener"/>

<deny send_ interface="org.ally.atspi.DeviceEventController" send member=
"GenerateKeyboardEvent"/>

<deny send_ interface="org.ally.atspi.DeviceEventController" send member=
"GenerateMouseEvent" />

<deny send_interface="org.ally.atspi.Document" send member=
"GetAttributevalue"/>

</policy>

Cekumsa <policy> onpegensieT NonNUTUKy 6e3onacHOCTH, KoTopas OOMKHA NPUMEHSITLCS
K KOHKPETHOMY Habopy NOAKIYeHUn K wuHe. MNMonutuka coctomT n3 npasun <allow> (pas-
peweHne) n <deny> (3anpert). [NonnTtuka, Kak npaBumo, 3agaetca And CUCTEMHOWN LUWHbI U
ncnonb3yeTcsa Ansa paspewenuns nmbo 3anpeta nepegadm coobLLEHNI.

CnctemMHas WMHa MMeeT NONUTUKY MO YMONYaHUIo, KoTopas 3anpeLlyaeTt oTrnpaBKy CO-
obuweHnn Tuna method_call u nonyvyeHne BnageHus crnyxbamu Ha wuHe (own). OcTanbHble
AENCTBUS, B YaCTHOCTU, OTBETbI Ha coobLLeHns (reply), NONyYeHNe oWmnboK (error) U CUTHANoOB

(signal) No ymOnyaHuio B MOMUTUKE paspeLLeHbl.
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Takum o6pa3oM, NpeanodTUTeNnbHee peann3oBbiBaTb CUCTEMHbIE CMYXObl B Buae HeEGOsb-

KX, LeNneBbIX Nporpamm, KoTopble paboTatoT B ogHOM npolecce v TpebytoT ogHoro obLensBecT-

HOro MMeHu (I/IMeHI/I CJ'Iy)K6bI) Ha wuHe. B pesynbrate and onpegeneHnd nofimntTukn octatovyHo

Oynet co3gatb <allow>-npaBuna Ans paspeLlleHnin Tuna own, YTobbl NO3BONMTL NpoLeccamM co-

30aBaTb cOOBCTBEHHbIE CryXbbl, N 406aBUTL NapaMeTp send_destination, 4Tobbl paspewmnTb

Tpad)I/IK OT HEKOTOPbIX UJTN BCEeX nosib3oBaTtenen K JaHHbIM cny>|<6aM.

Cekumm <policy> HazHa4yaeTcs OOMH M3 YeTbIpeX NapameTpoB:

- context — BO3MOXHble 3Ha4YeHud: default, mandatory;

at console — BO3MOXHble 3Ha4yeHUd: true, false;

- user — M4 NOoJib30BaTeENIA UJnN ero I/I}J,eHTI/I(bVIKaTOp;

- group — WUMs rpynnbl NN ee naeHTMduKaTop.

MNonutukun NPUMEHATCA K cCoenHeHNAM B crieayrLliem nopdagke:

1) all context="default";

2) all group="connection’s user’s group";

3) all user="connection’s auth user";

4) all at_console="true";

5) all at_console="false";

6) all context="mandatory".

nOpﬂﬂ,OK NPpUMEeHeHNA NONMNTUK NSMEHAETCA B TOM Cllydae, Koraa noJiImTukKn nepecekaroTcA

No YCNoBusiM NpUMeHeHNSA. HeCKonbKO NOMNTUK C TEM XXe NoSib3oBaTenem/rpynnon/KOHTEKCTOM

NMPUMEHAIOTCA B NopsAagke nx nodsrieHUdA B KOHd)I/IpraLI,VIOHHOM q)al7|r|e.

Bo3aMoxHble napameTpbl NpaBun NonuTUK npuseneHsl B Tabnuue (11 Mapametpbl npasun

<deny> onpeaensoT Heo6X0AMMOCTb 3anpeTa ykasaHHOro B NapaMeTpax CooBLLEeHNS.

Tabnuuya 11

MapameTp

OnucaHue

send_interface

Mms nHTepdeinca otnpaBuTens coobLeHus

send_member

Nmsa meToga unm curHana otnpaBuTenst coobLleHns

send_error

imsa omnodkm

send_destination

B kayecTBe 3Ha4YeHUs yKkasblBaeTCs UMSI.

[ns npaBuna <deny> napameTp O3HaA4aeT, YTO COOOLLEHUSA HE MOTYT
ObITb OTNpaBneHbl BNagenbLeM JaHHOIO MMEHW, a He JaHHOW cryxbe.
To ecTb, ecnu coeamHeHne Bnageet cnyxbamn A, B, C, n otnpaeka k A
3anpelleHa, To otnpaska k B unu C Takke byget 3anpelleHa

send_type

Bo3mMoxHble 3HauyeHud: method call, method return, signal u
error.
3agaeTt TMN ucxogsaLlero cooodLeHns

send_path

MyTb BMOa /path/name oTnpaButens coobLueHns
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MNapameTp

OnuncaHue

receive_interface

Nma nHtepdenca nony4yaTtenst coobLleHns

receive_member

Mmsa metoga unu curHana nony4varensa coobLeHus

receive_error

Nmsa ownbku

receive_sender

B kayecTBe 3HaA4YEHUs yKa3biBaETCH UMSI.
[ns npaBuna <deny> napameTp O3Ha4aeT, YTO COOBLLEHNS He MOTyT
ObITb NONy4YeHbl BNagenbLUemM AaHHOrO UMEHU, a He AaHHOW cnyx6oi

receive_type

Bo3moxHble 3HayeHus: method_call, method return, signal u
error.
3apaet Tmn nony4yaemoro coobLeHus

receive_path

MyTb BMAa /path/name nonyyarens coobeHns

send_requested_reply

BoamoxHble 3HayeHud: true, false.

MapameTp paboTaeT aHanorM4HoO napameTpy eavesdrop: pa3peLwiaeT
unu 3anpewaet (<allow> unm <deny>) coobLieHune, nofy4yeHHoe B
KayecTBe oXugaemoro oTeeTa (requested_reply), COOTBETCTBEHHO,
npegllecTsyeT aToMy coobuieHne BbidoBa MeToda (method_call).
[aHHbIV NapamMeTp akTyarneH TONbKO OIS OTBETHbLIX COOOLEHWI (error
W method_return) U urHopupyetca ons Apyrnx TUNoB COOBLLEHNIA.
Ona npasuna <allow> 3Ha4vyeHune napameTpa
send_requested_reply="true" 4dBNdeTcA 3HayYeHWUeM 1o
YMOMYaHUIO M YyKasblBa€T Ha TO, YTO TOMbKO 3arnpoLUeH-
Hble OTBETbl paspelweHbl MpaBurioM. 3HadyeHue napameTpa
send_requested_ reply="false" 0O3HayaeT, YTO NpaBuUIo MO3BO-
nsaet nobon OTBET, AaXKe ecnv OH He oXugarncs.

Onsa npasuna <deny> 3HayeHue napametpa
send_requested reply="false" 4dBndeTcd 3HayYyeHMemM Mo
YMOMYaHUIO M YyKasblBaeT Ha TO, 4TO npasuro paboTaer Tonb-
KO korga OTBeT He Obil  3anpolweH. 3HadyeHMe napamMeTpa
send_requested_reply="true" yKasbiBaeT Ha TO, 4YTO Tnpa-
BUNNo paboTtaeTr Bcerga, He3aBUCUMO OT COCTOSAHUSA OXuAaHUA
oTBeTa

receive_requested_reply

AHanorn4yHo napameTpy send_requested_reply
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OkoHyaHue mabnuusbi 11

MNapameTp Onuncanune

eavesdrop Bo3amMoXHble 3HaveHus: true, false.

MpocnywwueaHne (Eavesdropping) BO3HMKAET, KOrda NpUIIOXeHne nosy-
Yyaet coobuleHre, agpecoBaHHoe crnybe, KOTopon He BnageeT npuso-
XEHWe, Unn oTBeT Ha Takoe coobLueHune.

[na npaBmn <allow> 3HayeHWe napameTpa eavesdrop="true" yKa-
3bIBAET Ha TO, YTO NPaBUIIO OyOEeT NPUMEHATLCS aXe Korda OCyLlecTB-
naetcsa npocnywmueaHne. 3HayeHve napameTpa eavesdrop="false"
3a4aHOo MO YMOMYaHM0 U O3HAYaET, YTO NpaBMMo paspeLlaeT Te coob-
LLIeHUS, KOTOpble JOCTaBNSATCA TOMNBbKO yKazaHHOMY nory4aTernto.
Ona npaeBun <deny> 3HadyeHue napameTpa eavesdrop="true"
yKasblBaeT Ha TO, 4YTO npaBurnio OyaeT MNPUMEHSATbCS TOMbKO TO-
raa, Korga BbINOMHSAETCA npocnyluBaHue. 3HaveHWe napameTpa
eavesdrop="false" 3a4aHO MO YMOJIMAHMIO N O3HAYAET, 4YTO Npa-
BUNO NPUMEHSIETCS BCeraa, Aaxe Korga He ocyLecTBnsAeTcs Npocny-
LUMBaHMe.

MapameTp eavesdrop MOXHO KOMOUHMPOBATL TOMBKO C NpaBuiamMm
TMna npuema v nepefayvn (send_* u receive_*)

own Nmsa

own_prefix B kauecTtBe 3Ha4eHUs YKa3blBaeTCA UMA.

MpaBuno <allow own_prefix="a.b"/> no3Bonser BrageTb
MMEeHeM a.b unu nobbiIM MMEHeM, HaduHawwmMMmca ¢ a.b, Ha-
npuMmep, 9TO BbINONHAETCA And a.b.c unm a.b.c.d, HO He
BbIMNOMHAETCA ANnA a.bc wMnn a.c. AKTyanbHO, Korga cnyxobl,
Hanpumep, Telepathy W ReserveDevice, onpegendiT 3Ha-
YyeHus cnyxb gns nogdepeBbeB OOLLEM3BECTHbIX WMEH, Hanpu-
Mep: org.freedesktop.Telepathy.ConnectionManager.
<OPOU3BOJILHOE INIPOOOJIKEeHUue> 7 org.freedesktop.
ReserveDevicel .<npou3BOJILHOE MNPOLOOJIKEHUED>

user B kayecTBe 3Ha4YeHUs ykasbiBaeTCs MMS Nosib3oBaTens.
lNpaBuna <deny> 0O3Ha4aloT, YTO AaHHbLIA NOMb30BaTENlb HE MOXET
NOAKIMIOYNTBLCSA K LLUMHE COOBLLIEHNI

group B kayecTBe 3Ha4YeHUs ykasbiBaeTCs MMS rpynnbl.
[encrtemne napameTpa aHanorMyHo napameTpy user

He nmeet cmbicna 3anpeluarb norb3oBaTens unn rpynny BHYTPU cekuuun <policy>
— 3anpeT nonb3oBaTensa/rpynnbl MOXeT ObiTb TONbKO B NONUTUKE context="default" mnnu
context="mandatory".

OtoenbHoe npasuIo <deny> MOXeT coaepxaTtb KoMOurHauuu na-
pamMeTpoB. B  paHHOM crniydae  3anpert BbIMOSTHAETCA TONMbKO  TOraa, KO-
roa BCe napameTpsbl COOTBETCTBYIOT coo6LLEeHNIO. Hanpumep, npasuno
<deny send_interface="foo.bar" send destination="foo.blah"/> 3anpeLla-
eT coobLeHns ¢ nHTepderncom foo.bar M ykazaHHbIM UMeHeM cryx0Obl foo.blah.

Henb3si BkNtoYaTh OAHOBPEMEHHO NapameTpbl send_* U receive_* B 04HO NpaBuso.
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HeobxoauMo C OCTOPOXHOCTbIO WCMONb30oBaTb MNapameTpbl send_interface u
receive_interface, T.K. none uHtepgenca B coobLlieHnsax He sBnsetca obasarernbHbiM. B
YaCTHOCTU, Hernb3s yKka3blBaTb <deny send_interface="org.foo.Bar"/> — gaHHoe npa-
BWO NPUBELET K TOMY, YTO coobLleHnsa 6e3 nHtepdenca Oyayt 3abnokMpoBaHbl AN BCeX Criyx6.
Bceraa Heobxoammo nucnonb3oBaTtb NpPaBumo B criegytollen gopme:

<deny send_interface="org.foo.Bar" send _destination="org.foo.Service"/>

Mpumepsl:

1. <deny send_destination="org.freedesktop.Service"

send interface="org.freedesktop.System" send member="Reboot"/>
2. <deny send_destination="org.freedesktop.System"/>

3. <deny receive_sender="org.freedesktop.System"/>

4. <deny user="john"/>
5

<deny group="enemies"/>

4.14.7.2. PopMmupoBaHUE KITMEHTCKUX NOSIUTUK U3 NOSIUTUK LUMHbBI
O6paboTtka hanna koHpuUrypauum n cumtbiBaHne pannos HACTPOEK, B TOM Yucrie no-
NUTUK B parent. Ecnu B o6paboTymke Bo3HMKAET owmnbKa, TO PyHKUMS Bo3BpaliaeT NULL u,

COOTBETCTBEHHO, HNYEro He CHNTbIBAETCA.

Mpumep
get_correct_parser ->
bus_context_new ->
bus_context_reload_config ->

include_file ->

bus_config load (const DBusString *file,
dbus_bool_t is_toplevel,
const BusConfigParser *parent,

DBusError *error)

MHunumnanumsauma obpadotyumnka B yHKUMN XML,_SetElementHandler:
expat_StartElementHandler -> bus_config parser start _element ->
start_policy child -> append rule from element
Mpn aHanm3e BbI30BOB (hOPMMPOBAHME MOMUTUK MPOUCXOANT Crieaytowmm obpasom:
bus_driver handle hello ? bus_connection complete
process_config every time ? Dbus_connections reload policy
bus_connections_reload_policy umnu bus_connection_complete ->

bus_context_create_client_policy -> Dbus_policy_create_client policy
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PyHKUMA bus_policy create_client policy pasbupaer MnoONUTUKA  LUKHbI
BusPolicy * u co3gaeT BusClientPolicy* ncxogda n3 coeguHeHmns DBusConnection *.
Takmm obpasom BusPolicy * Ha ocHoBe DBusConnection *  COOTBETCTBYET

BusClientPolicy*.
4.15. CpeactBa ynpaBneHusa maHaatHbimu MNMPO

[ns ynpaBneHus nokaneHbiMn MaHgaTHeiMuU [P ncnonbayotca cnegyrowme rpadpuye-
CKMe YyTUNUTBI:

- fly-fm («MeHemxep dannoB») — ynpasneHme MaHgaTHbIMM aTpnbytamu pannos;

- fly-admin-smc («YnpaBneHve nonutukon 6esonacHoCTU») — ynpasBneHne npusmu-

nermamMum M MaHgaTHbiMM aTpubyTamu nonb3oBatenen, pabota ¢ nonb3oBaTenaMu u

rpynnamu.

Bonee nogpobHoe onucaHne yTUnuT CM. B 3NEKTPOHHOWN CrpaBKe.

[ns ynpaBneHuns nokaneHbiMKU MaHgaTtHeiMu MNP B pexnme KoMaHgHOM CTPOKN UCMNOSb-
3yl0TCA creayoume NHCTPYMEHTbI:

- pdpl-file — ynpaBneHne maHgaTHbIMK aTpnbyTamu pannos, onvcaHue npmeegeHo

B(4.15.1}

- pdp-id— oTobpaxeHne MaHOaTHbIX aTpubyToB ceccumn nonb3osatens OC, onncaHue

npveepeHo B [4.15.2

- pdp-init-£fs — CKpMNT MHUUMANM3auumn MaHaaTHoix atpnbyToB ®C, onmucaHme npuse-

AeHo B4.15.3

- pdp-1s— BbIBO4 aHaNIOMMYHO CTaHOAPTHOM KOMaHAe ls MHdopmMaumm o dannax ¢

oTobpaxeHnem MmaHgaTHbIX aTpnbyToB, onucaHne npuseneHo B 4.15.4;

- pdpl-ps— ynpasneHne MaHgaTHeIM1 aTpnbyTamm nNpoLeccoB, onucaHme npuBeaeHo

B(4.15.5

- pdpl-user— ynpasneHve JOMyCTUMbIMU YPOBHSMU KOH(PUOEHUNANTbHOCTU U KaTero-

pusimu nonb3osateneit OC, onvcaHwe npvieeaeHo B [4.15.6}

- pdp-exec — 3anyck NpPOLeCccoB B 3afaHHOM OKpYy>eHuu, onncanHune npusegeHo B4.15.7}

- sumac— 3anyck npouecca ¢ 3agaHHbIMWU MaHOATHBIMU YPOBHEM U KaTeropmen B otaenb-

HOW rpadmyeckon ceccum, onucaHve npusegeHo B [4.15.8;

- sumic — 3anyck npouecca Ha NOHMXKEHHOM (3aﬂ,aHHOM) YpoOBHE LEeNToCTHOCTU, onncaHne

npveegeHo B [4.15.9;
- userlev — usMmeHeHne B[] ypoBHen KOH(pMOEHUMANbLHOCTN, onucaHue rnpuBeaeHo
B{4.15.10}

- usercat— nameHeHuwe b[l kateropnn KoHUAEHUMANBHOCTN, ONUCaHNE NPUBELEHO

B4 1511l
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[na obecneyeHuns coBmectumocTn B OC coxpaHeHbl cnegyowme yTunmtbl KOMaHOHON
CTPOKM Ans ynpasneHna maHgatHeivu MNPO:

- chmac — ynpaBneHne MaHgaTHbiMM aTpubyTamu ansoB, onucaHue npuBeaeHo

B[@.15.12.1}

- 1sm — BbIBOA, aHaNorMyHo ctaHgapTHOWM kKomMaHge ls, uHdopmaumm o dannax ¢

oTobpaxeHMeM MaHAaTHbIX aTpubyToB, onucaHue npusegero B 4.15.12.3}

- macid — oTobpaxeHne maHgaTHbIX aTpnbyToB ceccum nonb3osatena OC, onucaHue

npveeaeHo B [4.15.12.2]

- psmac — ynpasrneHne MaHaaTHbIMU aTpubyTamMmmn nNpoLeccoB, OnucaHne NpuUBeAeHo

B14.15.12.4;

- usermac — yrnpasrneHue JONyCTUMbIMU YPOBHAMU KOHPUOEHUMANbHOCTU N KaTeropus-

Mu nonb3oBatenen OC, onucaHne npuseaeHo B 4.15.12.5]

- getfmac — nonyyeHne MeTok 6e3onacHOCTM hannoBbix 06GBLEKTOB, ONMCaHNe nNpuBeae-

Ho B[4.15.12.6]

- setfmac — M3MeHeHVe MeToK 6e3onacHOCTU (hannoBbiXx OOGBLEKTOB, ONUCaHWe npuBe-

neHo B[4.15.12.7

Onsa ynpaenexnus mangatHeimu MNPO B ElNMN ncnone3yotca criegyowme rpaduyeckme
WHCTPYMEHTbI:

- web-untepdenc FreelPA — ecnu passepHyTa cnyxba FreelPA;

- fly-admin-smc («YnpaBneHne nonmTnkon 6e3onacHOCTM» ) — eCnv pa3BepHyTa Cryx-

6a ALD.

Ons ynpasneHna mangatHeimu MNP B ElNIM B pexxnme KoMmaHOAHOW CTPOKU UCNOSb3YTCA
crneaylowme NHCTPYMEHTbI:

- ipa user-mod — ecnu passepHyTa cnyxba FreelPA (nogpobHas nHdopmauusa no

MCMNONb30BAHUID MHCTPYMEHTA KOMaHOHOW CTPOKM OOCTYMHbI B CNPaBOYHOW CTpaHuue

ipa help user-mod);

- ald-admin — ecnu pasBepHyTa cnyxba ALD (nogpobHas wHdopmauus no uc-

NOMb30BaHUID MHCTPYMEHTa KOMaHOHOW CTPOKW OOCTYMHbI B CMPaBOYHOW CTpaHuue

man ald-admin).

4.15.1. pdpl-file

MHCTpyMEeHT KomaHaHOM CTPOokM pdpl-£file npegHasHayvyeH Ang ynpasneHus MaHgaTHbI-
Mu aTpnbyTammn (MeTkonm 6e3onacHOCTU, LONONHUTENbHBIMU MaHAaTHbIMK aTpnbyTamn ynpaene-
HUS 4OCTYNOM M AononHuTensHeiMn atpudytamu ana MKL) cywHocten OC.

CnHTaKcuC MHCTpYMeHTa:
pdpl-file [<napameTrp>[...]]

[<ypOBeHbL_KOHPUOEHIIUATILHOCTU> ] [ : <YPOBEHL_LI€JIOCTHOCTH>
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[ :<kaTeropus_ KOHPUINEHIIHMAJILHOCTU> [ : <OOMNOJIHUTEJILHEN aTpubyTr>]]] [<cymHOCTB>]
ypOBeHb N Kateropuda KOH(bI/ILI,eHLI,VIaJ'IbHOCTM MoryT ObITb 3agaHbl MMeHeM UM WwecTHa-

auaTtepunyHbiM 3Ha4YEeHNeMm.

Mpumep
PekypcuBHO anga Bcex ¢hannoB katanora /tmp U3MEHUTb YPOBEHb HAa CekpeTHO U KaTe-
roputo Ha Kareropusi_A (YpPOBEHb U KaTeropusi OMMKHbI OblTb OnpeaeneHbl B cUcTeme):

pdpl-file -Rv Cexkperno:0:Kareropus A /tmp

Ons NnpucBoeHNA CyLHOCTM OAHOBPEMEHHO BCEX KaTeFOpMI‘/II, KOTOpble onpenerieHbl B

cucTemMe, MOXXHO MCMNOonb3oBaTh 3Ha4YeHWe -1 ANng <xaTeropus_ KOHPUOEHLIMAJILHOCTU>.

Mpumep
pdpl-file 1:0:-1 /tmp

[lononHutenbHble MaHaaTHbIE anI/I6yTbI ccnr, ehole, whole 1 gononHUTENbHbIE aTpU-

oyl ana MKL, silev n irelax MOryT ObiTb 3agaHbl 3HAYEHUSMM UMM UIMEHaMU Yepes 3ansaTyto.

Mpumep
pdpl-file 2:0:0:ccnr /tmp

OnvcaHve napaMeTpoB UHCTPYMeHTa pdpl-£file npuBegeHo B Tabnuue [12]

Tabnuuya 12

Onuusa Onucanue

-f, --silent, -—quiet | He BbiBOANTb cooOLlieHM 06 oLmbkax

-v, —-—-verbose BbiBOAUTBL AMarHocTudeckue coobduleHns ans kaxagoro danna

-c, --changes To Xe, YTo U ——verbose, HO coobLaTh TONbKO 00 U3MEHEHUAX

O6beanHNTb TEKyLLyo METKy 6e30MacHOCTU CYyLHOCTU C yKa3aHHOW B

-u, ——unite
KadecTBe aprymeHTa

BbluecTb 13 TekyLien MeTkn 6e30nacHOCTU CYLLIHOCTM MeTKy 6e3onacHo-
CTW, YKa3aHHYl0 B KayecTBe aprymeHTa. Npn aTom Ons UTOroBOW MeETKU
6Ge30nacHOCTM 3HaYeHNs 3a4al0TCA MO CriefyoLwmMmM npaBmnam:

- YpOBeHb KOH(pMAEHUMaNbHOCTU — MUHMMArbHOE 3HaYeHNe N3 TekyLen
MeTkM 6e30nNacHOCTM U yKa3aHHOW B Ka4eCcTBe aprymMeHTa;

- YPOBEHb LEeNIOCTHOCTU — MUHUMarbHOEe 3Ha4YeHne N3 TeKyLlen MeTKU
-s, ——subtract 6e30nacHOCTU 1 yKa3aHHOW B KayecTBe aprymeHTa (4OMmkHO BbiTb yKasaHo
B JECATUYHOM BUae);

- KaTteropuun KoHMaeHUNanbHOCTU — U3 TEKyLLEeN MeTkM 6e30nacHOCTU
BbIYMTAIOTCH KaTeropuu, ykasaHHble B KQ4eCTBe apryMeHTa;

- OONOMHUTENbHbIE aTpubyThl — U3 TeKyLen MeTkM 6e30nNacHOCTU Bblvm-
TalTCA OONONHUTENbHbIE aTpMOyYThI, YKa3aHHbIe B Ka4ecTBe aprymeHTa

-R, -—recursive MpYMeHUTbL PeKypPCUBHO

-r, —-—reverse CHavana dannbl B Katanore, NnoTomM Katanor




66
PYCB.10015-37 97 01-1

OkoHyaHue mabnuuei 12

Onumsa OnucaHwune
-h, --help BbiBecTy cnpaBky v BbINTU
--version BbiBeCTM MHpopmaLnio o BEpCUN U BbITU
4.15.2. pdp-id
CuHTaKcuc:

pdp-id [napameTpt]
KomaHga pdp-id BbIBOOUT MaHAaTHble aTpubyThl ceccumn nonb3osartens OC.

MapameTpbl NpuBeaeHbl B Tabnuue [13]

Taobnuuya 13

Onuwms OnucaHuve
-1,--level BbIBECTM TOMNBKO YPOBEHb KOHPUAEHUNANBHOCTH
-i,—-ilevel BbIBECTM TONLKO MaHAATHbIA YPOBEHb LIENOCTHOCTU

-c,——categories BblBECTM TOMBKO KaTteropuio

-r,--categories | BbiBecTu Tonbko ponu

,D,J'Iﬂ napameTpoB —1c BblBOAUTb MUMEHa BMECTO YUCIIOBbIX 3Ha-

-n,——name .
YeHun
-h,--help BbiBECTM CnpaBKy 1 BbINTH
--version BbiBeCTM MHpOpMaLNIO O BEPCUUN U BBINTU

I'IpM OTCYTCTBUN NapamMeTpoB BbIBOOAUT CTPOKY TEKYLLUMUX MaHOATHbIX CBOWCTB.

Mpumep
pdp-id
YpoBeHb kOHP: CexpeTHO YpoBeHb LesiocTHOCTH: 0 KarTeropum: Kareropus_ A
B atom npuMmepe Tekyllasa ceccusa nosjib3oBartenad MMeeT YpOBEHb KOH(bI/ILleHLLI/IaJ'IbHOCTI/I

CeKpeTHO, MMHUMarbHbIA YPOBEHb LIENOCTHOCTUN U KaTeropuio Kareropusi_A.

4.15.3. pdp-init-fs

CuHTakcuc:
pdp-init-£fs

CKpvnT MHMUManuaaumm MmaHgatHbix atpmbytoB ®C pdp-init-fs BbI3biBaeTcs npu
MHULManNu3aumm n nepesanycke CUCTeMbl NS YCTaHOBKM KOPPEKTHbIX MaHOATHbIX aTpubyToB Ha
cuctemMHble hannosble 06bEKTbI (Gannbl 1 KaTanorun), HadmHasa ¢ kopHs OC.

CkpunT pacnornaraetcs B kararnore /usr/sbin 1 JOCTYNeH A8 NPaBKU TOMNbKO agMUHU-

cTparopy.
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BHUMAHUE! HacTtosiTenbHO He pekoMeHOyeTCsl BHOCUTb M3MEHEHUSI B yKasaHHbIN
ckpunT 6e3 HeobxoaNMOoCTU. MI3meHeHNs1 TpebyrTCA TOMbKO B Clyyae N3MeHeHUs MakCUMarnbHOro

YPOBHHA KOHCbI/I}J,eHLI,I/IaJ'IbHOCTM nnn UenocTHOCTN B CUCTEME.

4.15.4. pdp-Is

CwuHTakKcuc:
pdp-1ls [napamerpr] [umMmsa ¢auinal

KomaHga pdp-1s BbIBOAUT aHaNoOrmM4yHo ctaHgapTHOW KOMaHAe 1s MHgopmMauuio o dhan-
nax (No ymon4aHumio — O TeKyLleM Kartarore).

Mcnonb3oBaHne OaHHOM KOMaHAbl B LLIENOM He OTNMYaeTcsi OT MCNosib30BaHUs pdp-1s,
3a VCKITIOYEHNEM CrieayroLmnx 0COBEHHOCTEN:

- ecnu Ha channe yctaHoeneHbl ACL, TO kK HUM go6aBNsSeTCS CUMBOI «+;

- ecnun Ha granne yctaHoBrneHa HeHynesas metka 6esonacHocTn, To K ACL gobaensietca

CUMBOM «MY;

- €Cnu Ha dhanne ycTaHOBMEHbI CNNCKK pernctpauum cobbitnin, To Kk ACL gobasnsetcs

CUMBON «a;

- OOCTyneH napamMmeTp -M, KOTOPbIN MOXET ObITb MCNOSIb30BaH A4S NPOCMOTPa METOK

Ge3onacHOCTN Ha hannoBbiX OObeKTax.

4.15.5. pdpl-ps

CuHTakcuc:
pdpl-ps [-nzhv] <ugeHTHdHUKATOP HOpolEecca>

KomaHga pdpl-ps NO3BOMSAET cYMTaTb MaHAATHbIN KOHTEKCT ©Be30nacHOCTM ¢ npouecca,
3aZlaHHOro napameTpom (MaeHTudumkartop npouecca).

Tonbko agMMHUCTPATOP MOXKET YCTaHaBMMBATL M CYNTbLIBATb MaHAATHbIN KOHTEKCT 6e3-
ONacHOCTU NPOWN3BOSIBHOIO Npouecca, 0bbIYHbIN NOMb30BaTENb MOXET TOMbKO CYMTbIBATb KOHTEKCT
€ coBCTBEHHOrO Npouecca, AN 9TOro napaMeTp AOMKEH UMETb HyfeBoe 3Ha4YeHue.

Onuuun npuBegeHbl B Tabnuue [14]
Tabnuuya 14

Onumsa OnucaHune

-n, ——numeric BbiBECTM MH(pOpMaLINIO O KOHTEKCTE B YNCFIEHHOM BUAE

Ecnu metka Ge3onacHocTu HyneBas, TO 3aBepLUNTbCA C
-z, -—-iszero kogom 0, MHa4ve 1, ecnuv He yaanochb Nony4YnuTb METKY bes-
ornacHoOCTU npouecca, To 74

-h, —-help BbiBECTM cnpaBKy v BbIATH

--version BbiBECTM MH(pOPpMaLNIO O BEPCUN U BbIATH
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4.15.6. pdpl-user
CuHTakcuc:
pdpl-user [-dzhv [-m MHHNMAJILHHY:MaKCHMAaJIBEHHN YPOBEHL KOHQUOEHLNAJIEHOCTH ]
[-i MakcuUMalNbHEME YPOBEHB II€JIOCTHOCTH ]
[-c MuMHUMaNIBHas KaTeropus:MakCHMaJibHas kKaTeropus]] <nojib30BaTeJNb>
KomaHga pdpl-user oTobpaxaeT U ycTaHaBNuBaeT JONYCTUMbIE YPOBHU KOHPMAEHUM-
anbHOCTM K kateropun nonb3osatenen OC.

Onuuun npuseaeHsbl B Tabnuue [15]

Taobnuuya 15
Onuwms OnucaHue
-d, —-delete Ynanute CTPOKY nonb3oBaTtens u3 ¢anna
-z, ——Zero OOHYNNTb 3HA4YeHMS YPOBHEN U KaTeropumn
-1, —-levels YCTaHOBUTbL AOMYCTUMbIE YPOBHM KOH(PMAEHUNANBHOCTH
-i, —-ilevel YCTaHOBUTb MakCUMarbHbIA YPOBEHb LENOCTHOCTU

-m, ——-maclabels To xe, 4To U -1 (Mcnonb3yeTcs AN COBMECTUMOCTH)

-c, -—category YCTaHOBUTbL JONYCTUMbIE KaTeropum
-h, --help BbiBecTu cnpaBky v BbIATU
-v, ——version BbiBeCTM NMH(popMaLnio 0 BEPCUN U BbIATU

Ecnn B kayecTBe napameTpa Kr4Yen -m UM -c ykasaHo O4HO 3HavyeHue Unm ogHo
3Ha4yeHWe C NPeALEeCTBYHOLLMM ABOETOYMEM, STO 3HAYEHNE MHTEPNPETUPYETCS Kak MaKcUmarnbHoe
3Ha4eHne, ecnmn ogHO 3HaYeHue ¢ nocneaywmm ABOETOYMEM — KaK MUHMMAarbHOE.

KomaHga pdpl-user Npu yCnewHoM BbINOMTHEHUM BCErga BbIBOAMT 3HAYEHUST YCTaHOB-
NEHHbIX AONYCTUMbIX METOK 6e30MacHOCTM.

YToObl NPOCMOTPETL TEKYLLME AONYCTUMbIE METKM 6Ge30MacHOCTM, BbINOMHUTL KOMaHAy
0e3 knoyen:

pdpl-user nonb3oBaTeElb

Mpumep

pdpl-user -m YpoBeHb_0:YpoBeHb 3 -i 0 -c O:Kareropus 2 userl

[aHHasa komaHga anga nonb3oBaTens userl YCTAHOBUT:

- MUHMMarnbHbIN YpOBEHb — YpoBeHb_0(0);

- MakcumarsbHbIA YypOBEHb — YpoBeHb_3(3);

- MaKkCUManbHbIN YPOBEHb LIENOCTHOCTN — MuHuMasnbHEE (0 )
- MUHUManbHY KaTeropmto — 0x0 (0) (6e3 kateropun);

- MakcumarnbHYlo KaTteropuo — 0x2(2).
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YpoBHU YpoBeHb_0, YpoBeHb_ 3, Kateropust Kareropus_2 AOMKHbI OblTb onpeaenexbl

B cucTeMe. 3Ha4YeHNsa ypoOBHEN U KaTeropui MoryT BbiTb 3aaHbl B YNCNOBOW hopMe.

4.15.7. pdp-exec

MNHCTpyMeHT pdp-exec NO3BONSAET agMUHUCTPATOPY 3anycKaTb NpoLecchl B 3aJaHHOM
OKPY>XEHUN:

- UM4A noJsib3oBarternd, oT UMEeHU KOTOPOIro 3alyCcKaeTca npouecc,;

- MeTka 6e3onacHoCTH npouecca;

- PARSEC-npuBuneruu.

Mpu ncnonb3oBaHUM MHCTPYMEHTa pdp-exec CrneayeT yYUTbliBaTb, YTO BO3MOXEH 3amnycK
npouecca oes3 nMPUMEHeHNA MaHOaTHOINo KOHTEKCTa 6e3OHaCHOCTM,H03TOMy ncnonb3oBaHune
pdp-exec OOMKHO ObITb pernaMmeHTUpPoOBaHO N OrpaHNYEHo.

CWHTaKCUC UHCTPYMEHTA:
pdp-exec [nmapamerp[napamerp...]] [--] [<xomaHma>] [<mapaMeTpH 3alyckKa KOMaHIH> ]

B cnyyae ecnu ¢ komaHOon 3agaHbl NapaMeTpbl €€ 3anycka, TO Yyka3aHne CUMBOSIOB «——»
nepen KomMaHgonm obsisatenbHo.

OnucaHue napameTpoB MHCTPYMeHTa pdp-exec NpUBEAEHO B TabnuLe

Tabnuuya 16
MapameTp Onuncanue
—-C <IOpHUBUJIETHUN>, YCcTaHOBUTL Npoueccy yKkasaHHble NMpuBUIernn B Kadectse ad-
--capability=<npusunerumu> EKTUBHbLIX (TEKYLLMX), HACNEQYEMbBIX U pa3peLLEeHHbIX

-u <UMSA_IOJIbL30BaTEJIA>,

3al'lyCTVITb npouecc oT UMeHN yKa3aHHOro nonb3oBarternd
--user=<uMs_IO0JIb30BaTENa>

-1 <meTka_b6eszomacHoCcTH>,

YCTaHOBUTb NPOLIECCY YKa3aHHY MeTKy 6e30nacHoCTU
—--label=<ueTka_6e3onacHocTu> poueccy 'y y y

-v, ——version BbiBeCcTV MHOpMaLMO 0O BEPCUN U BbINTH

-h, --help BbiBecTu cnpaBky v BbIATK

MpuBnneruun 3agatotcsa B Buage GMTOBON Macku (Kak NpaBuno, B LUECTHaaLaTepPUYHOM
Bnae). CoorBeTcTBME OTAENBHBIX BUTOB NOMHOMOYMAM NPUBESEHO B man parsec_capset, a
Takxe B Tabnuue [8]

MeTka 6e3onacHOCTM 3a4aeTca B BUAE:
[<ypoBeHBb_KOHPUOEHIMNATIBHOCTK>] [ : <yPOBEHBb_LI€JIOCTHOCTH>

[ :<xaTeropus_ XKOHPUIOEHIIMATILHOCTI>] ]
Mpumepbl:

1. Mepesanyctutb cnyxby dbus ¢ PARSEC-npusunermnenn PARSEC_CAP_PRIV_SOCK:
pdp-exec -c 0x100 -- /etc/init.d/dbus restart
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2. 3anyctntb 06onoyky bash OT umMeHun nonb3oBatens secretuser ¢ PARSEC-
npusunernen PARSEC_CAP_SIG u ¢ MeTkon 6esonacHocTn 1:1:

pdp-exec -c 0x40 -u secretuser -1 1:1 -- bash
bonee nogpobHoe onucaHne pdp-exec NpuMBeAeHO B man pdp-exec.

4.15.8. sumac

CuHTakcuc:
sumac [-h, --help] [-v, --version] [-1, --level=] [-c, —--category=]
[-i, --stdin=] [-o0, --stdout=] [-e, --stderr=] [-x, —--xauth] [command]

KomaHga sumac ncnonb3dyercs Ans 3anycka npouecca ¢ 3agaHHbIMU YPOBHEM U KaTero-
puen KoHPUOAEHUMANbHOCTN B OTAENBHON rpadpnyeckon Ceccumn ¢ UCNonb3oBaHUEM BUPTYanbHOIo
rpadgomyeckoro cepsepa Xephyr. lNonb3oBatenb MOXET 3anyckaTb NPOLECC TONbKO B npeaenax
paspeLUeHHbIX eMYy YPOBHEWN N KaTeropun.

BHUMAHMUE! [1ns 3anycka nporpamMm Ha ypoOBHE, OTSIMYHOM OT YPOBHS TEKYyLLEen cec-
CUK, He OOIMKHA CTOATb BITIOKMPOBKA MCMNOSb30BaHUS KOMaHAbl sumac B rpadouyeckon ytunmte
fly-admin-smc (CM. 3NEKTPOHHYIO CNpaBKy) 1 NOMb30BaTenNto AoSMKHA ObITb Ha3Ha4YeHa NpuBK-
nernst PARSEC_CAP_SUMAC (cm. 4.7).

Ecnn ykasaHHbIN ypoBEeHb KOH(PUAEHLNANBHOCTU Bbile TEKYLLEero, T. €. NPOUCXOANT yBe-
NMYeHne YpPOoBHS, TO NePEMEHHbIE OKPY>XEHUS HacnegyTcs OT Tekyulero npouecca. Ecnu npo-
NCXOANT YMEHbLUEHNEe YPOBHSA KOHMPUAEHUMANbLHOCTU, TO TeKyLMe NepeMeHHble OKPYXXeHUS
cbpacbiBatoTcs, YTOObI M3bexaTb yTeukn MHopMaLmmn. AHanorM4Ho Npy NOPOXKAEHUN HOBOIO MpPo-
Lilecca 3akpblBatoTCsl BCe (hannoBble AeCKPUNTOPbI, MeTka 6€30MacHOCTN KOTOPbIX HE coBnagaeT
C YKasaHHOW B KOMaHOHOW cTpoke. B ToM uncne 3akpbiBatoTca stdin, stdout, stderr. lNepe-
HanpaBUTb CTaH4APTHbLIN BBOA M BbIBOA 41151 HOBOMO NpoLecca MOXHO C NMOMOLLbIO NapamMeTpoB
-i, -0, —e AN4d stdin, stdout U stderr, COOTBETCTBEHHO.

BHUMAHUWE! 3anyck npouecca C NOHWKXEHNEM YPOBHSA KOH(PUAEHUMANLHOCTU UNn ¢
COKpaLLleHeM Habopa KaTeropmi KOHUOEHUNaNbLHOCTU 3anpeLleH Ans npeaoTBpaLleHns YyTeYKN
MHpopmaummn Ha 6onee HU3KME YPOBHU CEKPETHOCTW.

OkHO rpadun4eckoro nNpuUnoXeHns, 3anyLeHHOro B OTAeNbHOM CeCCUN Ha OPYroM YpPOBHeE,
OydeT MMeTb LBETHYIO paMKy, LiBET KOTOPOW COOTBETCTBYET YPOBHIO KOH(pMAEHUNANTbHOCTU Npu-
noxeHunsa. OnncaHne LBeTOBON MHAMKauum npueeneHo B aokymeHte PYCB.10015-37 93 01
«OnepaunoHHasa cuctema cneymnanbHoro HasHadeHust «Astra Linux Special Edition». PykoBogcteo

noJsib3oBartena».

Mpumep
3anyck rpadn4eckoro npunoXeHns xterm ¢ ypoBHEM KOH(OMAEHUMANBHOCTU 2 U KaTero-
puen KoHmaeHumanbHoCcTNn OxXf££f £
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$ sumac -1 2 -c Oxffff xterm

Onuuun npuseaeHsbl B Tabnuue [17]

Tabnwunuya 17

Onuwms OnucaHue
-1, --level= 3anyctuTb npouecc ¢ ykasaHHbIM YPOBHEM KOH(MAEHLMANBHOCTU
-c , —--category= 3anycTntb npoLecc ¢ ykazaHHOM KaTeropmen KoHduaeHunansHoCTH
-i , --stdin= MepeHanpaBuTb stdin 3anyLleHHOro NpoLlecca B ykasaHHbIN dainn
-o , --stdout= MepeHanpaBnTb stdout 3anyLleHHOro npouecca B ykasaHHbIN dhann
-e , —-stderr= MNepeHanpaBuTb stderr 3anyLWeHHOro NpoLecca B yKasaHHbIN ¢hann
_x, --xauth MonbiTaTbCcsa co3gaTth 3annck B . Xauthority. B cnyyae Heyaaun npepeatb

BbINOMHEHMe npouecca
-h, --help BbiBeCTu cnpaBky 1 BbIATH
-v, —--version BbiBeCcTV MHOpMaLNIO O BEPCUN U BBINTY
4.15.9. sumic

|/|HCprMeHT sumic no3BondeT 3anycKkaTb npouecchbl Ha YpoBHE LENTOCTHOCTU HUXeE, YEM
YPOBEHb LIENOCTHOCTU npouecca-poautens. Npu aTom 3anyckaemMbln C UCNOSIb30BaHMEM sumic
npouecc 6yaeT MMEeTb YPOBEHb LIENMOCTHOCTU HE BbIlLIE YPOBHS LIENOCTHOCTU MUCMOMHAEMOro
cba|7|na, M3 KOTOPOro OH 3anyLueH. |_|pl/l 3arnycke npouecca € nomMoLibro sumic 3anpeLlaetcsd
HacniegoBaHMe OTKPbLITbIX B MnMpouecce-poanuTerie pecypcoB, MMeLWnxX ypoBeHb LEJTOCTHOCTMN,
NpEeBbILAKLLMIA YPOBEHb LIENOCTHOCTU CO34aBaeMoro npouecca. 3anyck rpamyeckon yTunnutbl ¢
MCnonb3oBaHWEM sumic BbIMOMHAETCA B nM30JIMpoOBaHHOM X-cepBepe.

CuHTakcuc MHCTPYMEHTAa:
sumic [mapameTrp] [--] [<komaHma>] [<mapaMeTpH 3anycka_ KOMaHOED ]

OnvcaHve napaMeTpoB MHCTPYMEHTa sumic npuBedeHo B Tabnuue [18]

Tabnuuya 18

MNapameTp Onuncanune

YpoBeHb LIEeNOCTHOCTU, Ha KOTOPOM OydeT 3anylieH npouecc yka-
-i <ypoBeHBb_LIeJIOCTHOCTH> | 3aHHOW KOMaHAbl. B cnyyae oTcyTcTBMSA napameTpa npouecc byaet
3anylLeH Ha HyNeBoOM YPOBHE LIENOCTHOCTM

-v, -—version BbiBEeCTM MH(pOpMaLNO O BEPCUN U BbIATH

-h, --help BbiBECTM CnpaBKy 1 BbINTH

4.15.10. userlev
CuHTakcuc:

userlev [-d, —--delete] [-a, —--add<sauaueHue>] [-r, --rename<ums>]
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[-m, —--modify<3unauenue>] [-h, —--help] [--version] <ypoBeHBL>
KomaHaa userlev CRyXuT Ans npocmoTpa n usameHeHnsa B b yposHen koHpunaeHUu-
anbHocTW. [1ns npocMoTpa BCeX YPOBHEW KOMaHAy cneyet 3anyckatb 6e3 napameTpoB. BHocuUTb
n3MeHeHus B bl ypoBHEN MOXET TONbLKO agMUHUCTPATOP.

Onuuu npuseaeHsbl B Tabnuue [19]

Taobnuuya 19
Onuwms OnucaHuve
-d, --delete Ypanntb ypoBeHb u3 b1
-a, ——add<sHaueHue> [ob6aBnTb HOBbIV ypoBeHb B Bl
-r, ——-rename<HOBOE UMA> [MepenmeHoBaTb CyLLECTBYIOLLNA YPOBEHb

-m, --modify<HoBoe 3Hauenue> | MI3BMEHUTb 3HaYEHME YPOBHS

-h, --help BbiBeCcTr cnpaBky v BbIATU

--version BbiBeCTM MHpopMaLnio O BEPCUUN U BbITU

4.15.11. usercat

CuHTtakcuc:
usercat [-d, --delete] [-a, --add<sHaueHue>] [-r, --rename<umsa> ]
[-m, --modify<sHauenue>] [-h, --help] [--version] [xaTeropus]

KomaHga usercat cnyxut gna npocmoTpa n nuameHenus B kareropuin. [na npocmort-
pa BCex KaTeropun KomaHay crnefyeT 3anyckatb 6e3 napameTpoB. BHocuTb nameHenus B b
KaTeropum MOXeT TONMbKO aAMUHUCTPATOP.

Onuuun npuBegeHbl B Tabnuue [20]

Tabnuuya 20
Onuusa Onwucanune
-d, --delete Yoanutb kateropuio n3 bJ
-a, -—add<sHaueHue> [o6aBuTb HOBYtO KaTeroputo B B[]
-r, -—rename<HOBOE HMs> lMepermeHoBaTb CyLLECTBYIOLLYO KaTEropuio

-m, —-modify<HoBoe 3HaueHUue> M3MeHUTb 3Ha4YeHne kateropum

-h, —-help BbiBECTM CnpaBKy U BbINTH

--version BbiBeCTV MHpOpMaLNIO O BEPCUUN U BBINTU

4.15.12. YctapeBlwue yTunuThbl ynpasneHus maHaatHeimu MNMPO
[Ons obecnedyeHuns comectumoctn B OC coxpaHeH pag yTUIMT KOMaHAHOW CTPOKKU Ans

ynpasrneHna mangatHeivu MNP,
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BHUMAHMUE! HacTtoaTenbHO He pekoMeHayeTCs NPUMEHATb ycTapeBLune yTunuTel. [dan-
Hble YTUIUTbI HEe NO3BONAT paboTaTb C YPOBHAMWU LIENIOCTHOCTU U OTOBpaXkalT MaHgaTHble
aTpubyTbl B bopmaTte, oTnn4HOM OT onpeaeneHHoro B OC dopmara.

4.15.12.1. chmac

CwuHTakcuc:
chmac [mapameTpr] [ypoBeHb]|[:kKaTeropusl[ :crnenuanbHeae aTpubyTu]] [umsa daiina]

KomaHaa chmac nameHsieT maHaaTHble atpubyTel pannos OC, KOTopble BKOYAOT METKY
©e3onacHOCTU U cneyunarnbHble MaHgaTHble aTpubyThl dhanna.

Onuuun npuBegeHbl B Tabnuue [21]

Tabnuuya 21
Onuus Onucanune
-f, —-silent, -—quiet | He BbiBOANTb coobLieHMn 06 olmbkax
-v, ——verbose BbiBOAUTBL AmMarHocTudeckue coobuieHns ans kaxagoro danna
-c, -—changes To Xe, YTo U ——verbose, HO coobLaTh TOMNbKO 00 N3MEHEHUAX
-R, ——recursive MpUMeHNTb PEKYPCUBHO
-h, —-help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBeCTV MHOPMaLNIO O BEPCUN U BBINTU

ypOBeHb N KaTteropmna moryT ObITb 3ag4aHbl UMEHEM NN wectHaguatepnyHbiM 3Ha4YEeHNEM.

Mpumep

chmac -Rv CexkperHo:KaTeropusi A /tmp

[aHHaa komaHaa pekypCuUBHO NS BCcex (hannos katanora /tmp M3MEHUT YPOBEHb Ha
CekpeTHO W KaTeropmio Ha Kareropusi_A (YPOBEHb U KaTeropus A0mkHbl 6bITb onpeaeneHsl B
cucteme).

CneumnanbHble aTpnbyTbl MOTYT ObITb 3agaHbl 3HAYEHUEM U CTPOKOW CUMBOJSIOB rWXrwX,
B KOTOPOW NoBOMN U3 CUMBOMOB MOXET ObITb 3aMEHEH Ha «-» AN CHATUA COOTBETCTBYIOLLIEro

aTpubyTa.

Mpumep

chmac 0:0:rwxrwx /tmp

[aHHas komaHga onga kaTtanora /tmp YCTaHOBUT UTHOPUPOBAHWE YPOBHEN U KaTeropum
KOHMAEHUMANbHOCTU NPW BbINOSTHEHUX ONepaumi YTEHUSI, 3anNnUCU U NCMONHEHUS.

Mpwn 3agaHuKn cneumnanbHbIX aTPUBYTOB BMECTO rwx MOryT ObITb MCNONb30BaHbI Creayto-
LLIne COKpaLLEeHUs:

- equ — UrHOPUpPOBaHME YPOBHEN U KaTeropum KOHpuaeHUMansHOCTU Npu BbiNOSTHEHWUN

OI'IGpElLI,VIVI YTeHud, 3anncm N NCNOJNMHEHUA;
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- equ_w — UrHOpMpPOBaHWNE YPOBHEW 1 KaTeropumi KOHpUAeHUManbHOCTU NPuU BbINOSTHEHUN

onepauun 3anucu;

- low — UrHOPUPOBaAHME YPOBHEWN U KaTeropuim KOHpUaeHLMansHOCTU Npu BbINOSTHEHWUN

onepaumin YTEHUS U UCMOSTHEHUS.

BHUMAHUE! B HacTosiLee BpeMs MUCNOMb3yeTCa ApyronM Habop cneuuanbHbIX aTpu-
OoytoB. [laHHas yTunuta He no3BoniseT pabotatb ¢ HUMKU. CyLecTByeT COOTBETCTBME MeXAY
cTapbiM aTpubyToM equ (rwxrwx) U HOBbIM ehole. Takum ob6pasom, pasgensHoe ynpasneHune

cneumanbHbIMM aTpubyTaMu BUaa rwxrwx He npeaycMOTPEHO.

Mpumep
chmac 0:0:equ /tmp

4.15.12.2. macid
CuHTakcuc:
macid [mapamMeTpH]
KomaHga macid BbIBOAUT MaHAaaTHble aTpubyTel ceccum nonb3oBatensa OC.

Onumuu npuseaeHsl B Tabnuue 22]

Tabnuuya 22
Onuus Onucanuve
-1,--level BbIBECTM TOMNBKO YPOBEHb KOHUAEHUNANBHOCTH

-c,-—categories | BblBECTM TOMBKO KaTEroputo KOHpUOEHLMaNbLHOCTH

Ons napamMmeTpoB —1c BbIBOAUTb MMEHa BMECTO YMUCIIOBbIX 3Ha-

-n,——-name .
YyeHUn
-h,--help BbiBecTu cnpaBky 1 BbINTH
--version BbiBECTM MH(OPMaLINIO O BEPCUUN U BbIATH

I'Ile OTCYTCTBUM NMapaMeTPOB BbIBOAUT CTPOKY TEKYLLUNX MaHOATHbIX CBOWCTB.

Mpumep
macid

YpoBeHb=2 (CekpeTHo) Kareropus=1(Kareropus_A) IlpuBuneruun=0

B aTom npumepe TekyLaa ceccus nonb3oBaTens UMeeT YPOBEHb CEKPETHOCTU CeKpeTHO
N KaTeroputo KarTeropus_A.

4.15.12.3. Ism

CuHTakcuc:
lsm [mapameTpr] [uma ¢darnnal

KomaHga 1sm BbIBOOUT aHanorMyHo ctTaHgapTHOM KoMaHge 1s nHgopmaumio o hannax

(Mo yMon4aHuio — O TekyLLeM KaTarore).
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Vicnonb3oBaHne gaHHOW KOMaHAbl B LIENIOM He OTNMYaeTcs OT MCMonb30BaHuA 1s, 3a
WCKINIOYEHMEM CrieayoLmnx ocobeHHOCTEMN:

- ecnu Ha panne yctaHosneHsl ACL, TO K HUM go6aBnsieTcst CUMBOS «+»;

- ecnun Ha dhanne ycTaHoBreHa HeHynesast MmeTtka 6esonacHocTi, To K ACL gobaensietca

CUMBON «M;

- €CInv Ha dhanne ycTaHOBMEHbI CNNCKU pernctpauum cobeitnin, To Kk ACL gobasnsetcs

CUMBON «ay;

- OOCTyneH napameTp —M, KOTOpPbIN MOXET ObiTb MCNOSb30BaHa A9 NPOCMOTPa METOK

Ge3onacHoCTM Ha dhannoBbIX 0ObEKTAX.

4.15.12.4. psmac

CuHTakcuc:
psmac [-d, --delete] [-n, --numeric] [-h, --help] [--version]

<upmeHTHdUKATOP Hpolecca> [MeTka 6e30macHOCTH. .. ]

KomaHaa psmac No3BOnsieT MBMEHATb UMM CYMTaTb MaHLATHbIN KOHTEKCT 6e30nacHOCTH
BblIbpaHHOro npouecca. Ecnn B kayecTBe aprymeHTa He ykaszaHa MeTka 6e30nacHoOCTU, TO KO-
MaHAa cYMTbiBaeT MaHOaTHbLIN KOHTEKCT C npouecca, 3a4aHHOro napamMeTpoMm (ngeHTudukaTop
npouecca).

Ecnun aprymeHT-MeTka 6e30nacHOCTU NPUCYTCTBYET, TO KOMaH4a yCcTaHaBnMBaET 3a4aH-
HY0 MeTKy 6e3onacHocTu Ha npouecc. MeTka 6e3onacHOCTW 3ajaeTcs B BUAE:
<YpoBeHB>[ : <KaTeropumn>]
roe <ypoBeHb> U <KaTeropuu> MOryT ObiTb 3afaHbl Kak B YACIIEHHOM, Tak U1 B CUMBOSIbHOM
Buae. CnoxHole <KarTeropuu> MOryT ObITb 3afaHbl B BUAE CNUCKA CBOMX COCTaBNAOLLMX.

Tonbko agMMHUCTPATOP MOXKET YCTaHaBMMBaTb U CYNTbLIBATb MaHAATHLIN KOHTEKCT 6e3-
ONacHOCTU NPOM3BOSILHOMO NpoLecca, 00bIYHbIN NOMb30BaTENb MOXET TOSNIbKO CYMTbIBATL KOHTEKCT
€ cobCTBEHHOrO Npouecca, And 3Toro napaMeTp AOMKEH UMETb HyNeBOE 3HaYeHMe.

Onuuun npuBeneHbl B Tabnuue .

Tabnunua 23
Onuusa OnucaHne
-d, --delete OGHYNUTb MaHAATHLIN KOHTEKCT Ge3onacHOCTM NpoLlecca

-n, ——numeric BbiBecTu I/IH(*)OpMaLI,I/I}O O KOHTEKCTE B YNCI1IEHHOM BUAE

-h, --help BbiBeCcTu cnpaBky v BbIATH

--version BbiBeCcTM nHpopmaumio o Bepcun 1 BbITU

4.15.12.5. usermac
CuHTtakcuc:

usermac [-dzhv [-m MUHUMAaJILHHMN YPOBEHDL:MaKCHMAaJIbLHHN YPOBEHD ]
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[—C MHHHMAaJIbHasd KaTeropusd:MaKCHMaJIbHadA KaTePOpHH]] II10JIBL30BATEJIb
KomaHaa usermac n3amMeHsieT 4ONyCTUMbIE YPOBHU U KaTEropumn KOHpUAEeHUManbHOCTH
none3oBaTtenen OC.

Onuuun npuBegeHbl B Tabnuue [24]

Tabnuuya 24
Onuus Onwucanune
-d, —--delete Ynanute CTpPOKy nonb3oBaTtend ua dgarnna
-2, -—Zero OBHYNUTb 3HaYeHWNs1 YPOBHEN U KaTeropum
-1, —-levels YCTaHOBUTbL 4OMYCTUMbIE YPOBHU KOH(PMAEHLMANBHOCTH
-i, ——ilevel YCTaHOBUTbL MakCUMarnbHbIA YPOBEHb LIeSTOCTHOCTMU

-m, ——-maclabels To Xe, 4TO U -1 (MCnonb3yeTcs AnNs COBMECTUMOCTHN)

-c, -—category YCcTaHOBUTbL JONYCTUMbIE KaTeropum
-h, --help BbiBecTu cnpaBky 1 BbIATH
-v, -—version BbiBecTu nHpopmaLunio o BEpcun 1 BbITU

Ecnn B kauecTBe napameTpa Kn4yen -m UM -c ykasaHo Of4HO 3Ha4yeHue Unm ogHo
3Ha4YeHWe C NPeALeCTBYHOLMM ABOETOYMEM, STO 3HAYEHNE MHTEPNPETUPYETCS Kak MaKcumarnbHoe
3Ha4YeHue, ecn OAHO 3HaYeHue ¢ NocrneayLMM ABOETOYMEM — KaK MUHUMAanbHOE.

KomaHnaa usermac npu ycnewHOM BbINOMHEHUN BCEr4a BbIBOAUT 3HAYEHUST YCTAHOBMNEH-
HbIX JONYCTUMbIX METOK 6€30MacHOCTH.

YToObl NPOCMOTPETL TEKYLLME AONYCTUMbIE METKM 6GE30MaCHOCTM, BbINOMHUTL KOMaHAY
0e3 kntoyen:

usermac II0JIb30OBaTEeJIb

Mpumep

usermac - HECEKPETHO:CEKpPeTHO —-C Kareropus_ A:kareropus_ B userl

[laHHaga komaHga onga nonb3oBaTens userl YCTaHOBUT:

MUHUManbHbIN YPOBEHb — HECEKPETHO,

MaKCUMarnbHbI YPOBEHb — CEKPETHO;

MUHUMAIbHYIO KaTEropuUio — xaTeropus_A,

MaKCUMarbHYIO KaTeropuo — xaTeropus_B.

YPOBHU HECEKPETHO, CEKPETHO U KaTeropum xareropusi_A, karTeropusi_B AOIKHbI
ObITb onpegeneHbl B cucteme. 3HaYeHNS YPOBHEN U KaTeropui MoryT ObiTb 3aaHbl B YACITOBOW
dopwme.

4.15.12.6. getfmac

CwnHTakcuc:

getfmac [-R, --recursive] [-L, --logical] [-P, --physycal] [-n, --numeric]
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--absolute-names] --omit-header] [-s, --skip-empty]

--help]

[_pr [_cl

[-h, [-v, —--version] Qamnme u/unu KaTasyioru

KomaHga getfmac cnyxuT ansa noryydeHns MeTok 6esonacHocTu pansioBbix 0OBHLEKTOB.
MHdopmauus o meTkax 6€30nacHOCTM NOCbINIAaeTCs Ha CTaH4APTHbLIV BbIBOA U MOXET SBNATHCS
BXOOHbIMW JA@HHbIMU N5t KOMaHabl setfmac (cm. 4.15.12.7)).

Onuuun npuseaeHsbl B Tabnuue [25]

Tabnuuya 25

Onuus OnucaHue

-R, ——-recursive

[lns noakartanoroe pekypcuBHO

-1, --logical

CnepoBaTb NO CUMBOSIMYECKMM CCbISIKaM

-P, --phisical

He cnepoBatb N0 CMMBOMNNYECKUM CCbIfNIKamM

BbiBOOUTbL MHDOPMALMIO O KOMMOHEHTAX METKN 6e30nacHOCTU B LMAPOBOM
cdopme
AOCOMIOTHbIE UMEHa

-n, ——numeric

-p, ——absolute-names

-c, ——omit-header He nokasbiBaTb 3arorioBok (MMs channa)

-s, ——skip-empty MponyckaTb hannbl ¢ NycTbiMU aTpubyTamm

-h, --help

BbiBECTM cnpaBKy 1 BbINTH

-v, —--version BbiBeCTM MHOpMaLINIO O BEPCUN U BBINTY

4.15.12.7. setfmac

CwnHTakcuc:
setfmac [-s, --set] [-m, --modify] [-S, --set-file] [-B, --restore]
[-R, —--recursive] [-L, --logical] [-P, --physical] [-h, --help]
[-v, --version] [MeTka 6ezonacHocTu] Pammnel u/UJK KaTaJyor'u

KomaHaa setfmac ycraHaBnmBaeT MeTkm 6e3onacHocTu Ha hannbl. MeTkun 6e3onacHocTu
3ajalTca N B KOMaHOHOW CTPOKe (napameTpbl —s, —m), unun B hanne (napametpbl -S, -B).
Mpun aTom, dhansibl MOryT BbITb COOPMUPOBaHLI C MOMOLLIbIO NepeHanpasneHnst BbIBO4A KOMaHAb!

getfmac (4.15.12.6).

MeTka 6e3onacHOCTM 3afaeTcs B BUAE:
<YpoBeHB>|[ :<KaTeropuu>|[ :<Tum>] ]
roe <ypoeeHb> U <KaTeropuu> MOryT ObiTb 3aaHbl Kak B YACIIEHHOM, Tak U1 B CUMBOJSIbHOM
Bnae. CrioxkHble <KaTeropuu> MOryT ObITb 3aaHbl B BUAE CrMcKa CBOMX COCTaBNAKOLWMX, Ha-
npumep: Tauku, CaMoOJIETHL.
TonbKo aAMUHUCTPATOP MOXET yCTaHaBNMBaTb METKM ©6e30nacHOCTU Ha channbl.
BHUMAHUE! C nomoLwbto JaHHOW KOMaHAbl HEBO3MOXHO YCTaHOBUTbL METKY 6e3onacHo-
CTU Ha pannoBbln O6BLEKT-COKET.

Onuuun npuBeaeHbl B Tabnuue [26]
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Taobnuuya 26
Onuwms OnucaHue
s, —-set YcTaHoBUTL MeTKY 6e30nacHOCTM U3 KOMaHAHON CTPO-
Kn
-m, -—modify N3meHUTb MeTky 6e30nacHOCTM U3 KOMaHAHOW CTPOKM
-3, —-set-file YcTaHoBUTb MeTkM 6e3onacHocTu 13 danna
-B, -—restore BoccTaHoBUTL MeTKK ©e3onacHocTu n3 danna

-R, --recursive | [Ins nogkaTtanoros pekypcuBHO

-L, --logical CnepoBatb N0 CMMBOSIMYECKUM CChISIKam
-P, --physical He cnepoBaTtb NO CMMBONUYECKUM CCbIfTKam
-h, —-help BbiBecTu cnpaBky 1 BbIATH

-v, ——-version BbiBeCTM MHPOPMALINIO O BEPCUN U BBINTU

4.16. CpeactBa ynpaBrieHMA NpUBUNErMsiMy nNosib3oBaTerien u npoueccos

[na ynpaBneHns NpMBunernamMmn nonb3oBartenen 1 NpoLeccoB NCNONb3yeTca rpaduye-
ckaqa ytunuta fly-admin-smc («YnpaBneHue nonmtmukon 6esonacHoctny). bonee nogpobHoe
onncaHue yTUInTbl CM. B 3NIEKTPOHHON CrpaBke.

Takke ana ynpasneHus nNpuBunerMsMyn nonb3oBaTenen u npoLeccoB UCMNOMb3YTCA
WHCTPYMEHTbI KOMaHA4HOWN CTPOKM usercaps, execaps W pscaps, OnMcaHme KOTopbIX NPUBEAEHO,
cooTBeTcTBeHHO, B4.16.1] 4.16.2|n[4.16.3|

BHUMAHMUE! YnpaBsneHne npusunernsamMmm nonb3oBaTenen BbIMOMHAETCS TONbKO agMUHK-

CTpaTtopomM C MakCumMalsibHbIM YPOBHEM LIENTOCTHOCTU, YCTAHOBJIEHHbLIM B OC.

4.16.1. usercaps

MHCTpYMEHT KOMaHAHOW CPOKM usercaps NO3BOSISET NpocMaTpuBaTb U yCTaHaBNMBaTb
npuneBmnnernm nonb3oBarenen u npegHasHa4vyeH and Mcnornb3oBaHA agMUHUCTPATOpPOM 4epes
MexaHn3Mm sudo.

CWHTaKCUC MHCTPYMEHTa usercaps:
usercaps [<nmapameTp>] [<OONB30OBATEIL> ]
usercaps [-1 <linux-npuBunieruun>] [-m <PARSEC-npuBuieruun>] <mnoilb30BaTEJIbL>

B kayecTBe 3HauYeHUN <linux-npusuneruu> U <PARSEC-npuBuneruu> ykasblBaeTcs
CNOBO MW CNoBa, pas3nerieHHbIe 3anaTon «,» U ABOETOUMEM «:». Kaxxgoe crioBo MOXET ObiTb
CTpOKOﬁ B BEPXHEM UINN HWXKHEM PETNUCTPE UIN YNCIIOM, Nepeq KOTOPbIM CTOUT 3HaK MAC «+»
Unn 3HaKk MUHYC «-». BerHI/II7I perucTp Ana CTpok U 3HaK «+» Ana Yncen ycraHaBnmMBatOT COOTBET-
CTBYOLLYIO NpUBUIIETNIO NOJSib30BATENIO, HWXXHUI perncTp n 3HaK «-» CHUMarT COOTBETCTBYHOLLYIO

npuBunernto € Norib3oBaTer4.
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Cnuncok BO3MOXHbIX Linux-npueunernn ¢ HassaHMAMN B CTPOKOBOM U YMCIIOBOM BUae
MOXHO BbIBECTU, BbIMOSTHUB KOMaHAY:
usercaps -L

Cnuncok Bo3aMoxHbIXx PARSEC-npusunierum ¢ HasagaHMs My B CTPOKOBOM M YUCITOBOM BUae
MOXHO BbIBECTU, BbIMOSTHMB KOMaHAY:
usercaps -M

[ns npocmMoTpa BCcex NnpuBuIierMi Nonb3oBaTens BbliMOSIHUTL KOMaHAY:
usercaps <IIOJIL30BaTEJNIbL>

[ns npocmoTpa Linux-npuBuneruii nonb3oBaTens BbIMOMHUTE KOMaHAY:
usercaps -L <nombl3oBaTesb>

Ons npocmoTtpa PARSEC-npusunernin nonb3oBaTtensi BbiNOSIHUTL KOMaHAY:

usercaps -M <nomsb3oBaTenb>

OnvcaHve napameTpoB usercaps NpueefeHo B Tabnuue [27]

Tabnuuya 27
MapameTp Onuncanuve
-d, -—delete YaanuTe CTPOKY Nornb3oBatend ua darna npueunerni
-z, -——Zero CO6pocuTb BCe NpUBUErMM NOrb3oBaTeNs
-f, —-full MpucBonTbL BCE BO3MOXHbIE MPUBUMErMN NOMb30BaTeNto

-1 <linux-npuBuineruu>,

. ) N3meHuTb Linux-npuBunernm nonb3osaTens
--linux <linux-OpuBUIIEIHUH>

-m <PARSEC-mnpuBuiierum>,

NameHnTe PARSEC-npuBuMnerim nonb3oBarters
—--parsec <PARSEC-npuBuserun>

-L, --Linux BblBECTM CNUCOK BO3MOXHbLIX Linux-npmnBmnernn

-M, -—-PARSEC BbiBecTu cnucok BoamoxHbix PARSEC-npmBunernn

-n, ——numeric BbiBeCcTn npmBunerum B WwectHaguaTtepnyHom cpopmare
-h, --help BbiBECTM cnpaBky 1 BbINTH

-v, --version BbiBECTM MHOPMaLINIO O BEPCUUN U BbIATH

OnucaHune usercaps TakKkKe npmBegeHo B man usercaps.

4.16.2. execaps

MHCTPYMEHT KOMaHAHOM CTPOKN execaps MOXET ObITb MCMONb30BaH agMUHUCTPATOPOM
ANa 3anycka npouecca ¢ 0OgHOBPEMEHHON ycTaHOBKOW Bbl6paHHbIX PARSEC-npusunernn.

CWHTaKCUC MHCTPYMEHTa execaps:
execaps [<mapameTp>] [-c <opuBuneruwn>] [--] [<komanpa>]

MpuBnneruun 3agatoTca B BUAe GUTOBON Macku (Kak NpasBuno, B LLeCTHaaLaTepuyHoOM
Buae). CooTBeTCTBUE OTAENMbHBLIX OBUTOB NONHOMOYNAM NPUBEAEHO B man parsec_capset, a

Takke B Tabnuue [8]
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B kayecTBe koMaHAbl MOXeT ObITb 3a4aHa nporpamMmma ¢ napameTpamu ee 3anycka. Ecnu
KOMaHAa 3afaeTcs ¢ napameTpamu 3anycka, TO ykasaHue CUMBOSIOB «—-» Mnepes KOMaHAOoM

oba3aTenbHo.

Mpumep

BbInonHnTL KOMaHAy pscaps ¢ npusunernen 0x00008:
execaps —-c 0x00008 pscaps 0

[Mpouecc pscaps 3anyCcTUTCA C 3aaHHbIMU NPUBUAETNSMAU N OTOBPa3nT MX B BbIBOAE:
00000008 00000008 00000008

OnncaHne OCHOBHbIX napamMmeTpoB execaps npmBeaeHoO B Tabnuue .

Tabnwuuya 28
MapameTp Onuncanue
-C <OpUBUIIETUK>, YcTaHOBUTbL Npoueccy ykasaHHble rnpuBUMernn B kayectse adg-
--capability=<npusuneruu> heKTUBHLIX (TEKYLUMX), HacnegyeMbiX U pa3peLleHHbIX
Bbi3BaTb npouecc, gaxe ecnun He yaanocb YyCTaHOBUTb NpuBUIie-
-f, —-force
rmm
-h, --help BbiBecTu cnpaBky U BbIMTU
-v, —--version BbiBeCTM MHpOpMaLno 0 BEPCUN U BBINTU

Bonee noapo6Hoe onuncaHne execaps NPUBEAEHO B man execaps.

4.16.3. pscaps

MHCTpYyMEHT KOMaHOHOM CTPOKU pscaps MPUMEHHAETCA AN NpocMoTpa M yCTaHOBKU
PARSEC-npusunerui npouecca.

CWHTaKCUC MHCTPYMEHTa pscaps:
pscaps <napameTp>
pscaps <PID> [<Tekymue_ InpuBUJIErun> [<pa3pelleHHHE IPUBUJIETI N>

[<macnepyemrle npusunierun>] ] ]
rae  <PID> — uaeHTudukaTop npoLecca.

Ecnu B kayecTBe napameTrpa ykasaH TONbKO maeHTudukatop npouecca <PID>, TO
pscaps nokasbiBaeT Habop PARSEC-npusunerni (ykazaHHbIx B Buae GUTOBbIX Macok npueune-
rmn) npouecca. Npu ykasaHun B KayecTse <PID> 3HadeHne 0 Byaet nokasaH Habop npusmnerni
npouecca pscaps.

Mpwn ykasaHun B KOMaHge BUTOBbIX MacoK NPUBMNErniA (B AECATUYHOM UMK LWecTHagua-
Tepu4yHoM Buae) byayT nameHeHbl NpuBunernn npouecca pscaps. B aTom cny4ae B kadyectse
3Ha4YeHnsa <PID> OOMKHO ObiTb Yka3aHo «0» unu ngeHtudukaTop npouecca pscaps.

OnvcaHve napaMeTpoB pscaps NpuBeaeHo B Tabnuue 29
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Taobnuuya 29
MapameTp OnucaHune
-h, --help BbiBECTM cnpaBKy U BbIATH
-v, --version | BbiBeCTn MHdopMaLuio 0 BEPCUM U BbINTH

OnucaHue pscaps Takke NPMBEAEHO B man pscaps.
4.17. ManpgatHoe ynpaBneHue goctynom B CYB[1 PostgreSQL

B kavectBe 3awmweHHon CYB[ B coctaBe OC ucnonb3yetca CYB[ PostgreSQL, gopa-
©oTaHHada B COOTBETCTBUM C TpeboBaHneM nHterpaumm ¢ OC B 4acTu MaHAATHOrO ynpaBneHus
AOCTYNoOM K MHopmauum n cogepxaiian peanudauuio AlM-mogenn ynpaeneHmss 4OCTYNoM 1
MHOPMAaLMOHHLIMK noTokamu. [aHHas [l-mogenb onucbiBaeT BCe acnekTbl ANCKPELMOHHO-
ro, MaH4aTHOrO N POSIEBOrO ynpaBneHns OCTYNoM ¢ y4eTom 6e30nacHOCTU MHPOPMALIMOHHbIX
NOTOKOB.

BHUMAHUWE! [I-mopenb B PostgreSQL paboTtaet Tonbko npu HactpoeHHom B OC
MexaHn3mMe MaHAaTHOro ynpaBfeHus 4OCTYMNOM.

B ocHoBe mMexaHM3Ma MaHOATHOro yrnpaeneHust AOCTYNOM NEXUT ynpaBneHne oCTyrnoM
K 3awmiaemMbim pecypcam bl Ha OCHOBE nepapxnuyecknx N Hemepapxmieckmx MeToK JOoCTyna.
OTO NO3BOMSET peann3oBaTb MHOTOYPOBHEBYHO 3aLLMTY C 06ecnedYeHneM pasrpaHMyeHnst 4ocTyna
nonb3oBaTenen K 3awuwaembim pecypcam B[l n ynpaBneHne notokamm nHgpopmaumn. B ka-
YeCcTBE MepapxXnYecKnx U Hemepapxmdecknx MeTOK gocTtyna npu ncrnons3osaHun CYBL B OC
ncnonbayTca MeTkn 6esonacHoctn OC.

CYB[ PostgreSQL He nmeeT co6CTBEHHOIO MeXaHM3Ma Ha3Ha4YeHUs!, XpaHeHUs1 1 MOaV-
duKkaunm MeToK nonb3oBaTenen n NcnonbayeTt Ans 3Toro mexaHnamol OC.

CornacHo [ilM-mogenu B 4acTn peanuaauumn MaHgaTHOroO ynpaeneHus 4OCTYNnoOM OOMNOSHU-
TENbHO K KrnaccngukauMoHHON METKE BBOOAUTCS MOHATUE CYLLIHOCTEN-KOHTENHEPOB (CYLLHOCTEN,
KOTOpble MOryT cogepXaTtb Apyrue cywHoctn). [na 3agaHms cnocoba goctyna K CyLHOCTAM
BHYTPU KOHTENHEPOB ncnonb3yetcs MmaHgaTtHbin npmusHak CCR (Container Clearance Required).
B cny4ae korga oH yCTaHOBIEH, 4OCTYN K KOHTEMHEPY M €ro COAEPKMMOMY Onpeaensaercs ero
KnaccmdmrKaLMoOHHON METKOW, B MPOTMBHOM Crnyyae OOCTYN K COAEPXXMMOMY pa3speLueH 6e3 yyeTa
YPOBHS KOH(PMAEHUMANBHOCTM KOHTENHEPA.

B kayecTBe rmaBHOro KOHTelHepa BblIbpaHo TabnMyHoe NPOCTPaHCTBO pg _global, KOTO-
poe co3gaeTcs O4HO Ha knactep 6a3bl AaHHbIX. Takum obpa3om, knactep ABASIETCA COBOKYMHO-
CTblo ponen, 6a3 AaHHbIX U TabnMYHbIX NPOCTPaHCTB.

BHUMAHUE! [il-mogenb HaknagbiBaeT orpaHN4eHne Ha KnaccuuKauMOHHY0 METKY

CYLWWHOCTU: MEeTKa CYLLHOCTN HE MOXET MnpesBbillaTb METKY KOHTef/’IHepa, B KOTOPOM OHa coaep-
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xutcsa. Takum ob6pasom, Ans HasHavYeHMs KnaccuUuKaumMoHHbIX METOK AaHHbIM CHavana goMmKHbI
ObITb NOCNefoBaTeNbHO 3a4aHbl MakCMMarbHble KnaccuduKaumoHHbIE METKM COOTBETCTBYHOLLNX
KOHTENHepoB: knacTtepa, 6a3bl 4aHHbIX, TAGNUYHOIro NPOCTPAHCTBA, CXeMbl U TabNUUbI.

B pensunoHHOM Moaenun B KayecTBe CTPYKTYpbl, obnagarowien metkorn 6e3onacHoCcTy,
€CTECTBEHHO BblbpaTb KOPTEX, NMOCKOSIbKY MMEHHO Ha 3TOM YpPOBHE AeTanu3auuu OCyLlecTB-
nalTCcs onepauumn YteHus/3anncu nHgopmauum B CYB. MNpn 3TOM, MECTOM XpaHEHUS METKU
6e3onacHOCTM MOXeT BbITb BblIOpaH TONMbKO CaM KOPTEX — TONbKO Tak MeTka 6eszonacHoctu byaet
HepaspbIBHO CBA3aHa C AaHHbIMUW, coaepKawmmMmmncsa B koptexe. Kpome atoro, metka 6esonac-
HOCTM TaKkke MOXeT ObITb onpeaeneHa Anga Takmx o6bekToB B[], K KOTOPbIM NPUMEHVMbI BUAbI
AOCTyNna Ha YTeHune/3anncb AaHHbIX, @ MUMEHHO: Tabnuubl n BUAbl. B aTom cnyyae metkn 6esonac-
HOCTM OOBLEKTOB pacnonaratoTcs B 3anmcu CUCTEMHON Tabnuubl, HENOCPEACTBEHHO ONUChIBaIOLLEN
3alwmiaemMblii OObEKT.

B kayecTBe MHOXeCTBa CyLHOCTEN (MPOCTbIX CYLLHOCTEN N KOHTEMHEPOB) C 3aaHHON Ha
HEM Mepapxn4eckon CTPYKTYpOn paccMaTpuBaloTCs Hocswme nogobHbIN xapaktep 0ObekTbl pens-
LMOHHbIX 6a3 gaHHbIX, npumeHsieMmble B CYB[] PostgreSQL. MNpu atom, nockonbky 3anncu 6asbl
AaHHbIX coaepXXaT B CBOEM COCTaBe YPOBEHb KOH(PUAEHUMANBHOCTM — OHW paccMaTpuBaloTCS
B Mogenn B KadecTBe OOBbEKTOB, a cogepXawme ux tabnuubl, COOTBETCTBEHHO, — B KayecTBe
KOHTENHEPOB.

CuctemMHbI KaTanor (MeTagaHHble) paccMaTpMBaEeTCA Kak camoctoaTensHas bll, pea-
nunsoBaHHaga ¢ nomowbio cpeacts CYB[. Mpu atom, Bce onepauunmn ¢ aton B[] ocywecTensatoTca
nnbo ¢ NOMOLLBLIO creunanbHbIX KOHCTPYKUMA s3blka 3anpocoB SQL, nnbo npusunierMpoBaHHbIM
nonb3oBaTeneM B cneyuanbHOM pexnme. Takum obpa3om, MaHOaTHOE yrnpaBneHue OCTYnom
npumeHsaeTcsa ko BceM obbekTam BLl. MeTkn 6e30nacHOCT CUCTEMHBIX 06BbEKTOB pacnonararTcs

B 3anucsax Tabnmu cMcTeMHOoro karanora, HenocpeacTtBeHHO OonmcbiBatoWnX 3almLLaeMbin OObEKT.

4.17.1. NMopaaoK npMMeHeHMA MaHAATHbIX NpaBun ynpasfieHUA AOCTYNOM

Tak Kak MaHgaTHOe yrnpaBreHne AOCTYNOM MOXET OblTb onpenernieHo ToMbKo ANs BU-
AO0B OOCTyna Ha YTEeHWe U Ha 3anucb MHOpPMaLMK, BCE MHOXECTBO onepauun ¢ AaHHbIMU B
3awmiaemblx obbekTax NPUBOANTCS K HAM criegytowmm obpasom:

- INSERT — [OCTYN Ha 3anuce;

- UPDATE, DELETE — nocriefoBaTenbHOe BbIMOMHEHWEe JOCTyNa Ha YTeHue 1 3anuchb

MHdOpMaLnK;

- SELECT — JOCTYyn Ha YTeHue.

Mpun obpaweHnn nonb3oBatensa k B onpegensatoTcs ero AONyCTUMbIM AMana3oH Me-
TOK 1 Habop cneumanbHbIX MaHAaTHbIX aTpubyToB. Ecnun nonb3oBaTtento He NpUcBoeHa MeTka
©6e30nacHOCTU, TO OH NOMYyYaeT MO YMONMYaHUIO HYNeBYyD METKY 6e30nacHOCTU, COOTBETCTBYIO-

WYy MUHUMaAlribHOMY YPOBHKO OCTYyrMa. MakcumanbHasa meTka 6e3onacHoCTn onpegendercsd no
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3agaHHoun npu pernctpaumm nonb3oartensa B OC. Nockonbky cepep Bl Takke MOXeET MMETb
MeTKy 6e3onacHoOCTU, Npu NpeBbiLeHnn MeTKU 6e30MacHOCTU nonb3oBaTens MeTkn 6esonacHo-
CTW cepBepa emy ByayT paspeLleHbl TONbKO onepaummn YTeHus. Tekyllaa MeTka 6e3onacHoCcTu
nonb3oBaTens onpeaensaeTca no yCTaHOBEHHOMY COeAMHEHNIO U MOXET BbITb yCTaHOBIEHA B
npegenax ero 4oNycTMMOro AnanasoHa MaHaaTHbIX aTpubyToB NPy HANU4YMM COOTBETCTBYHOLLIEN
npuBmueruu.

MpumeHeHne maHaaTHbIX MNP ocywecTBnaeTca Ha ypoBHe gocTtyna k obbektam B 1 Ha
YPOBHE OCTYyMna HEMOCPEACTBEHHO K JAaHHbIM (Ha ypoBHE 3anucen).

lMpoBepka MaHAaTHbIX NpaB AOCTyna K 06bekTam OCyLLeCTBNAETCA OQHOBPEMEHHO C
NPOBEPKON ANCKPELMOHHbIX NpaB 4OCTyna K HUM, nocre pasbopa u NOCTpOeHWs NinaHa 3anpoca,
HenoCpeACTBEHHO neper ero BbiMNONHEHWEM, Korga onpeaeneHsl Bce HeobxoamMmble Ansg npoBep-
KN OaHHble 1 npoBepsieMble 00beKTbl. Takum obpa3om, JOCTYyN NpeoCTaBnsieTcs TONbKO npu
OQHOBPEMEHHOM CaHKLUWOHUPOBaHUU AnckpeumoHHbIMu MNP,

MpoBepka MaHOaTHbIX NpaB AOCTyna K 3annucsam Tabnuu, OCyLLeCTBRASETCA B npoLecce
BbIMOMHEHWS 3anpoca npu nocriegoBaTeNbHOM UM MHAEKCHOM CKaHMPOBaHUW AAHHbIX.

Bce 3anucu, nomewaemble B Tabnuubl, NS KOTOPbIX YCTAHOBMEHA 3allMTa Ha YpOBHE
3anucen, HacnegyT TeKyLy MeTKy 6esonacHocTu nonb3oBatens. OBHoBNseMble 3anmucu co-
XPaHsT CBOK MeTKy 6e30macHOCTU npu naMeHeHuu. [JOoCTyn K CyLUEeCTBYIOLWUM 3anucam u
BO3MOXHOCTb UX OBHOBMNEHWS 1 yaaneHus onpeaensaoTcs YyCTaHOBEHHbIMW MaHAaTHBIMU NpaBu-
namu.

[na agmuHncTpatopa bl npegycMoTpeHbl CUCTEMHbIE MPUBUIIErMU UTHOPUPOBAHNA MaH-
AAaTHOro ynpasfieHnsa OOCTYMNOM, TOfIbKO TakuM 06pasom MOXHO MPOU3BOAMTb perfliaMeHTHbIe
pabotbl ¢ B[] (Hanpumep, BOCCTAHOBIEHME PE3EPBHOM KOMMM), T. K. 3TO TPebyeT yCTAaHOBKM METOK
AaHHbIX, COXpPaHEHHbIX paHee.

Ona HacTponkn paboTbl cepBepa C MaHOaTHbIM YyhnpaBneHMemM [AOCTYNoM cylle-
CTBYET pPsf KOHUrypauMOHHbLIX NnapamMeTpoB, yKasblBaeMblX B KOHurypaumoHHoMm daunsne

postgresql.conf KOHKPETHOrO KnacTepa AaHHbIX (Tabnuua [30).

Taobnuuya 30

MapameTp Onuncanuve

Onpegensert, oyaoet nu cepeep CYBL AONONHUTENBHO NCMOSb-
30BaTb CBOK MeTKy GeszonacHocTu (MeTky 6e3onacHocTM norb-
30BaTens postgres) Npu onpeaeneHny npas Nonb3oBaTens Ha
3aHeceHue, yganeHne u mogmdukaumio gaHHbIX Unn HeT. Ecnu
ac_ignore_server maclabel 3TOT NapameTp yCcTaHoBreH B FALSE, TO MeTka 6e3onacHocTu
cepBepa ncnonb3yeTcst Ans drokmpoBaHnsa 3aHeceHust B B nH-
dopmaummn ¢ meTkon 6esonacHoOCTU, NpeBbILLatoLLen MeTky 6es-
onacHocTtu cepBepa. Ecnn aToT napameTp yctaHoBneH B TRUE,
TO MeTka 6e30nacHOCTU cepBepa He yunTbiBaeTcs
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MapameTp

OnucaHwne

ac_ignore_socket_maclabel

Onpepnensert, 6yaet nu cepeep CYB[ ncnonb3oBatb MeTKy 6e3-
OnacHOCTK Bxoagulero coegmHeHns. Ecnn atoT napameTp ycta-
HoBreH B FALSE, TO MeTka 6e30nacHOCTM BXOASLLEro coeanHe-
HUs ByaeT yuuTbiBaTbCA Npu onpeaeneHnn MakcumarnsHOW Ao-
CTYNMHOM METKM ©e30MacHOCTM CECCUM, U MOCIE NOAKITHYEHUS
OyneTt QocTynHa ToNnbKO MHAOpMaUmMs ¢ MeTkon 6e30nacHoCTMH,
He npeBblwarLen MeTky 6e30NacHOCTM BXOOSLLErO COeANHEHMS.
Mpun ycTaHoBKe 3aToro napameTpa B TRUE MeTkM 6e30nacHOCTM ce-
aHca OygyT onpeaenaTbCsi MakCMMarbHOM MEeTKON 6e30nacHOCTH
nonb3oBarens, nony4eHHomn n3 OC

ac_ignore_maclabel

Ob6ecnevnBaeT BO3MOXHOCTb paboTbl ¢ 6a30M Npu OTKIHOYEH-
HOM MaHZaTHOM ynpasrneHuu goctynom. Ecnv gaHHbIn napa-
METp YCTaHOBMeEeH B 3HayeHue TRUE, TO MaHAaTHble aTpubyTbl
nonb3oBaTens He 3anpalmBaroTcs, MeTka Ge3onacHoCTU cec-
CUN yCTaHaBNUBaeTCA HYNeBoW BHE 3aBUCMMOCTU OT 3HAYEHUN
ac_ignore_socket maclabel. MeTka 6e30nacHOCTU cepBe-
pa NpUHUMaeTCH HyneBoW BHe 3aBUCMMOCTM OT 3Ha4YeHnsa napa-
MeTpa ac_ignore_server_maclabel

ac_enable_ trusted_owner

OnpegenseT, MoryT nu Bnagenblbl 06bEKTOB Ha3Ha4aTh Npaea
Ha JOCTyN K HAM Opyrum nonb3oBatensM. Ecnv atoT napametp
YCTaHOBINEH B 3Ha4yeHne FALSE, TO NpaBO HasHa4yaTb npaBa Ha
AocTyn Kk nobeim o6bektam B[] MMeroT TonbKko cynepnonb3oBare-
nun. OT0 NpeaoTBpaLlaeT HEKOHTPONMPYEMOe pacnpocTpaHeHme
npaB Ha AocTyn K nidopmaumu. Ecnm aToT napameTp yctaHoB-
neH B TRUE, TO, KpOMe cynepnonb3oBaTtenem, Kaxabli Bnagenew,
obbekTa MOXeT HasHadaTb NpaBa Ha 4OCTYN nonb3oBaTtenen K
«CBOEMY» OBBbEKTY

ac_enable_grant_options

Onpegenset, mMoryT nu ponu nepefasatb NpaBa Ha AOCTyn
c napameTpom WITH GRANT OPTIONS pgpyrum ponsam. Ec-
M ac_allow_grant_options YycTaHoBneH B FALSE, TO
3arpeljaeTcs uUcrnonb3oBaTb KomMaHAy GRANT C npuBuneru-
el WITH GRANT OPTION. Ecnn y ponu ectb npuBunerns
GRANT OPTIONS M ac_allow _grant options = false, TO
nepegada npae goctyna ApYruM ponaM Takke 3anpeLiaeTtcs.
N3bsaTue (REVOKE) npuBunernm GRANT OPTIONS paspeluaeTcs
Bceraga

ac_enable_admin_options

OnpepenseT, MOryT nNu ponu nepegasaTtb MpaBo YSieHCTBA po-
nv gpyrum ponsam. Ecnn ac_allow_admin_options YCTaHOB-
neH B FALSE, TO 3anpeLlaeTca nUcnorb3oBatb GRANT € NpuBKU-
nerven WITH ADMIN OPTION. Ecnu y ponu ectb npusunerus
ADMIN OPTIONS M ac_allow _admin options = false, TO
nepegada npas YneHcTsa ApPYrMM ponsaM Takke 3anpeLiaeTtcs.
N3baTue (REVOKE) npusurnernm ADMIN OPTION paspeluaeTcs
Bcerga

ac_enable truncate

Brnokupyet (FALSE) unu pasbnokupyeT (TRUE) BO3MOXHOCTb Bbl-
NONHEHNss KOMaHAbl TRUNCATE
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OkoHyaHue mabnuubl 30

MapameTp Onuncanue

Mpwn yctaHoBKke aTOro napameTtpa B TRUE pa3speLuaeTcs Ucnosib-
3oBaHue npusHaka CCR ansa nocnegoBaTenbHOCTEN aHANOMMYHO
Tabnuuam 1M BMagam, B NpoTUBHOM cnydvae npusHak CCR ans
nocrenoBaTeNibHOCTEN CYMTAETCH BCErga YyCTaHOBMEHHbIM

ac_enable sequence_ccr

Ecnn napameTp KoHdUrypaumm yctaHoBneH B TRUE, pa3peLuaeT-
ac_enable_dblink_mac cs ucnonb3oBaHue dblink v BHeELWHMX Tabnuy FOREIGN TABLE
B YCMOBMSIX MAHOATHOrO yrnpaBreHns SOCTYMNoMm

Ecnu napameTp koHdurypauum yctaHoBsneH B TRUE, paspelua-
eTca aBToMaTuyeckasi yCTaHOBKa METOK KOHTenHeposB. [pume-
HAETCA NpW BOCCTaHOBMEHUW pe3epBHbIX KOMWUWA, CO3AaHHbIX B
npegbiaywmnx sepcunax CYbBL,

ac_auto_adjust_macs

Brnokupyet (FALSE) unu pasbnokupyeT (TRUE) BO3MOXHOCTb Bbl-
ac_enable_copy_to_file NorHeHnst KomaHabl COPY C BbIBOAOM pesyrnbraToB B haun, Ao-
CTynHbIN cepBepy CYB[

Bpemsi xunsHn B cekyHaax nHdopmaumm o npuBmuniernax nonb3o-
BaTensa nogcuctemMbl 6esonacHoctn PARSEC (onpegensiet Bpems
XKU3HU KaWwmpoBaHHOM uHdopmauum o PARSEC-npusunerusax
ac_caps_ttl Nnosnb30BaTeNns; yMeHbLUEHNE 3HAYEHMS NPUBOANT K YBEITMYEHUIO
uyncna obpalueHuii cepeepa CYB[, k nogcncteme 6e30nacHOCTU
PARSEC un kak cnegctBne — K CHUXEHUO NpOon3BoaUTENbHOCTH
cepsepa CYB[)

Ecnu yctaHoeneH B TRUE, Ao0aBndeT B XXypHan cepeepa oTna-
AO0YHY0 MHopMauno 0 paboTe MEXaHN3MOB 3aLUUThI

ac_debug_print

[nsa 6onee rmbkon HacTpovikn cepeepa CYB[] paclumpeH cnHTakcmc KOHUrypaumoHHoro
danna pg_hba.conf napamMeTpoM ignore_socket_maclabel. [JaHHbIN napameTp MOXET
ObITb yKa3aH nocne MeToaa ayTeHTudukauuu.

NapameTp ignore_ socket _maclabel=1 no3BONseT NOfb30BaATENSAM NOAKIHOYATLCS
K 6a3amM gaHHbIX C UTHOPUpPOBaHMEM METKM 6e30nacHOCTM cokeTa coeanHeHua. Ecnn aToT na-
pamMeTp He yKa3blBaeTCs B KOH(pUrypaLuMoHHOM dpanne pg_hba.conf nnu yctaHosneH B 0, TO
UrHOpMpOBaHMe MeTKM 6e30NacHOCTN COKeTa 4151 3TOro NOAKMIOYEHUSA HE NPOUCXOOUT.

B OC kaxabln nonb3oBaTenb MOXET MMETb MHOXECTBO MEeTOK 6e30nacHOCTU, KOTopoe
3agaeTcs MMHMMAarbHOM N MakcMMarbHOM MeTKaMmn 6e3onacHocTn ananasoHa. Ytobbl nogaep-
xaTb 3Ty mogenb B CYB[] PostgreSQL kaxxgon ceccumn nonb3oBaTtensa HasHavyarTca TPU METKU
6e30nacHOCTU: MakcMmarbHas, MMHMMarnbHasa u Tekywas. VX HavanbHas nHuumManmsaumns ocy-
LLIeCTBNSAETCA NO crneayoLwemy anroputmy:

1) nocne nNpoxoXxaeHus nonb3oBaTenem CTaHAApPTHOW npoueaypbl ayTeHTMdUKaLMK cep-

Bep cuntbiBaeT n3 OC 3HaYeHns MakCumMarnbHOM N MUHMMAaNbHON METOK Ge3onacHoCTH

Nonb3oBaTensa U NPUHUMAET UX KaK MakCMMarbHY 1 MUHUMAIbHY0 METKM 6e3onacHoCTH

ceccuun. Mpu aTom, ecnu 3anucb 0 MeTkax 6e3onacHOCTU ANs Nonb3oBaTens He Hanae-
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Ha, TO MakcumarnbHasi U MMHUManbHas MeTkM 6e30MacHOCTM NPUHUMAKOTCS PaBHbIMU

Hynto. CrnegoBartenbHO, NONb3oBaTeNn, 3aperncTpmpoBaHHble Tornbko B cepeepe CYB[

PostgreSQL u He nmetowwme yyetHom 3anmcm B OC cepBepa, Bcerga MMerT MUHUMAarbHbIN

YypOBeHb A0CTyNa K MHopmMauuu;

2) ecnv napameTp KoHdurypaumm ac_ignore_socket_maclabel ycTaHOBMNeH B

FALSE, cYMTbiBaeTCcsa MeTka 6e30nacHOCTU BXOOSLLEro coeguHEHUs, N, ecriv oHa no-

nagaeTt B AmManasoH MeTok 6e3onacHoCTU, cumTaHHbiX n3 OC, To MakcMmMmarnbHasa MeTka

Be3onacHOCTW ceccun yCTaHaBNMBAETCS pPaBHOM MeTke 6e30MacHOCTM BXO4sLEro coeau-

HEeHUS;

3) ecnu napameTp KOHUrypaumm ac_ignore_server_ _maclabel ycTaHOBMNeH B

FALSE, TO c4MTbIBaeTCA MeTka 6e30nacHOCTU cepBepPHOro npouecca 1, eCnm oHa HeCOB-

MeCTMMa C MakCUManbHOM METKOM 6e30nacHOCT Ceccum, To NPoLecc ayTeHTudmKaumm

npepbliBaeTcs;

4) TekyLlen MeTkon 6e30nacHOCTN Ceccum CTaHOBUTCA MakcuMarbHasi MeTka 6esonacHo-

CTU CChOPMMPOBAHHOIO TakumM 06pa3omM AnanasoHa.

Ecnn Ha ntobom 13 aTnx aTanoB BO3HWKAET CUTyaLMsi C HECOBMECTUMOCTbIO METOK 6e3-
ONacHOCTU UK BbIXOAOM 3a npeaensl AnanasoHa, TO npouecc ayTeHTUduKaLmMm KnneHTa npepbl-
BaeTcs n goctyn k b1 6rnokmpyeTtcs.

Ecnn nonb3oBaTenb MMeeT MaHO4aTHbIM aTpUbYT ac_capable_setmac, TO OH MOXeET
N3MEHATb CBOKO TEKYLLYIO METKy 6e30nacHOCTV B Ananas3oHe OT MUHUManbHOW A0 MakCUManbHOW.

CYB[ PostgreSQL npenocTtasnsieT nonb3oBaTensmM BO3MOXHOCTb CO3aaBaTb OYHKLNN
(n, cnepoBaTtenbHO, TPUITEPbI), YKasbiBas Npu 3TOM, OyAyT NN OHU BbINOSTHATLCSA C YPOBHEM
[OCTyna nonb3oBaTtens, NPSIMO UIM KOCBEHHO BbI3BaBLLEro PyHKUMIO (SECURITY INVOKER), Unu
C YPOBHEM [0CTyna nonb3oBaTternsi, co3aaBLuero aTy yHkumo (SECURITY DEFINER). [Mpu aTOoM
B NMOHATUE «YPOBHS OOCTYyNa» BXOAAT KakK OUCKPELVOHHbIN YPOBEHb AOCTYNA, Tak U MaHAATHbIN,
KOTOpbIM B AAHHOM Cllyyae ornpeaensierca TekywmMMmn MaHgaTtHeiMu aTpubytaMmm nonb3osatens
CYB[, Bbi3BaBLUErO UM CO30aBLUErO OYHKLMNIO, COOTBETCTBEHHO. Mpn 3TOM MeTKn 6e3onacHoCcTH
TeKyLLen ceccum nonb3oBaTterns, Bbi3BaBLLEro (OyHKLUNI0, HE N3MEHSAIOTCS.

Mpn aToM cneayeT y4nTbiBaTh, YTO:

1) npw onpegeneHun oyHKUMN Kak SECURITY DEFINER oHa GyaeT Bceraa Bbi3blBaTbCA

C NepeyCcTaHOBKOW MaHAaTHbIX aTpubyToB Ha aTpmbyTbl CO3aaBLUEro ee Nnonb3oBaTens;

2) npw onpegeneHnn pyHkumMm Kak SECURITY INVOKER OHa Bcerga byaet BbIMOfHATLCA

6e3 M3MeHeHNsa TeKyLero 3Ha4eHnsa MaHaaTHbIX aTpubyTos;

3) npwu BbI3oBe PYHKUMN B Ka4yeCTBe Tpurrepa BbIMOMHAKTCA criedylowme npasuna B

OonoriHeHne K yka3aHHbIM:
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- rnepen BbI30BOM B KadyecTBe Tpurrepa BcTpoeHHon B CYB[] byHKUNM K TEKyLLM
MaHOaTHbIM aTpubyTam Bcerga gobasnsatoTca pnarm ac_capable _ignmaclvl un
ac_capable_ignmaccat, 4ToObl 06ecneynTb NOSTHOLEHHYO NPOBEPKY CCbISTOYHOWN
LenoctHocTn B[;

- nepep BbI30BOM B Ka4eCTBe TpuUrrepa He BCTPOEHHON (DYHKLMN B Ka4eCTBE TEKYLLNX
MaHOaTHbIX aTpMbyTOB BCerga ycTaHaBnMBalTCs MaHAaTHble aTpubyThl NONb30Ba-
Tens, 3anycTMBLUEro JaHHY ceccuio (coeanHeHune) (T. e. Nonb3oBaTens ¢ MMEHEM
SESSION_USER). OT0 Heobxoanumo, 4Tobbl NpeaoTBpatuTh nonyyeHne yHKuMen-
TPUIrepoM MNosb3oBaTeNs C HA3KUM YPOBHEM J0CTYrNa BbICOKMX NMPUBUNETNA B Criyvae
KackaHOro Bbl30Ba TPUITepoB.

lMocne Bo3BpaTta ynpaBneHns n3 PyHKUUM 3Ha4YeHNa TeKyLMX MaHOaTHbIX aTpubyToB
BCerga BOCCTaHaBNMBAKOTCA B UCXOAHbIE (40 BbI30BA (PYHKLUMM) 3HAYEHUS.

@OyYHKUUKM, HAaNUCaHHbIE Ha A3blKax HU3KOro YPOBHSA, NOCME UX NOOKITHOYEHUS UMEIKOT Mos-
HbI JOCTYN KO BCEM BHYTPEHHUM CTpyKTypam cepBepa CYB[ PostgreSQL 1 MoryT npon3BonbHO
nx moanduumposatb. Kpome aToro, NOCKOMbKY OHU BbINOMHAKTCS B paMKax rnpolecca cepsepa,
OHM NMEIOT COOTBETCTBYIOLME NpaBa gocTtyna Kk oobektam OC B cpene (OyHKLUMOHUPOBAHUA
cepsepa. IMeHHO No3TOMY NpaBa Nofb3oBaTens postgres, NoA4 KOTOPbIM 3anyckaeTcs cepsep,
HeobXoANUMO CBECTU K HEODXOAUMOMY MUHUMYMY, MUHYSI KAKOW-ITMBO KOHTPOSb C €ro CTOPOHbI
(BKMOYana Tekywme maHaaTHble atpubyThl).

Mockonbky B npouecce paboTbl ¢ AaHHbIMK B CYB[] BO3MOXHO M3MEHEHME OpraHn3aunm
UX XpaHeHUsi NyTeM n3MeHeHns cxeMbl 06bekTOB B[] (MeTagaHHbIX), K MO40OHbLIM onepauusm Tak
Xe npumeHsotea MNPL.

Mopgudumkaums mMeTagaHHbIX BO3HUKAET KaxXabl pa3 npyu u3aMeHeHun cTpykTypbl B, 4T0
BKNIOYaET B cebsa cosgaHne, moandumkauuio n yganeHne obbektos Bl.

Tak Kak HekoTopble AencTBus Hag obbekTamu B MOryT BANATL Ha XpaHALWMECS B HUX
AaHHble (Kak npaBuIo, Mmoaudukaumsa nnu yganeHme obbekta unm ero 4actu), npy UCnonb3oBaHuUm
MaHOATHOro ynpassieHNsa AOCTYNOM K AaHHbIM o6bekTa Heobxoaumo pasrpaHmdmBaTth U 4OCTYN K
N3MEHEHN0 MeTadaHHbIX B YacTW, OTHOCALLIENCS K 3TOMY OOBLEKTY.

AHanorn4yHo onepaumsiMm ¢ JaHHbIMU: encTBus ¢ obbektamu B oomkHbI ObITh NpuBe-
AeHbl K Buaam JOCTyna Ha YTeHue 1 Ha 3anncb MHopMaLMu ONS BO3MOXHOCTU MPUMEHEHUS
K HUM maHgaTHbix MNMPO. Bce MHOXeCTBO onepauunn ¢ MeETagaHHbLIMU MOXET ObiTb NPMBEOEHO
cnegyowmm obpasom:

- CREATE, ADD — OOCTYn Ha 3anuchb;

- ALTER, DROP — nocriegoBaTeribHOe BbIMOSIHEHWE AOCTYNa Ha YTEeHWE U 3anucb NHAOP-

MaLuuu;
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- MCnonb3oBaHMe Unn obpalleHne kK oobekTy B apyrnx SQL-komaHgax — OOCTyn Ha

YTeHue.

lMpoBepka MaHAaTHbIX NpaB 4OCTYNa K MeTadaHHbIM OCYLLECTBNAETCS O4HOBPEMEHHO C
NPOBEPKON ANCKPELMOHHBIX NpaB AocTyna K HAM nocne pas3bdopa u NoCTPoeHus nnaHa 3anpoca
HenocpeaCcTBEHHO Nepen ero BbINONIHEHMEM, KOrga onpeaeneHbl Bce Heobxoaumble Anisi NpoBep-
KN OaHHble 1 npoBepsieMble 00bekTbl. Takum obpas3om, 4OCTYyN NpeaoCcTaBnsieTcsl TONbKO Nnpu
OOHOBPEMEHHOM CaHKLUMOHUPOBAHUM ANCKpeunoHHbimu MNPL.

HekoTopble onepauumn Hag o6bekTaMu, Takne kak DROP Bcero oobekta nnu ero cronbua
n TRUNCATE BnekyT 3a cobor yganeHue gaHHbiX. B cnyyae 3awmTbl MeTkamm 6e3onacHoCTum
3anuncen o6bekTa CyLLECTBYOT OrpaHNYEHMSA Ha BbINOMTHEHNE 3TUX onepauuin.

Onepauun yaaneHnst HEBO3MOXHbI MPU HANU4YMK pasHbiX METOK 6€30MacHOCTM Ha 3anucsix,
T. K. onepaumsi (PUMEHSETCA KO MHOXECTBY CTPOK. OTO CBA3aHO C TEM, YTO onepauus yaaneHus
NHTEPNpPEeTMpPYyeTCs Kak nocrnegoBaTenbHoOe NpegoCcTaBneHne AoCTyna Ha YTEHNE N Ha 3anuch,
YTO BO3MOXHO TOSbKO NPV paBeHCTBE MeTOK 6e3onacHocTn cybbekta n obbekta. B cnyyae, korga
CTPOKM MMEIOT pasHble MeTKn 6e30nacHOCTU, JaHHOE YCIOBUE BbIMOMHUTBCA HE MOXET.

Onepauus yaaneHus OCTynHa TONbKO ANsi agMUHUCTPaTopa M nonb3oBartenen, obnaga-

WUX npusunernaMmm UrHopnpoBaHnAa MmaHgaTHoOro ynpasreHnAa 4OCTYNOM.

4.17.2. CpepnctBa ynpaBneHua maHaaTHbimu MPL kK o6bektam B

Onsa ynpaenenus mangatHeiMu MNP k o6bektam B CYB[ PostgreSQL ncnonbayetca
rpadpudeckas ytunurta pgadmin3.

Mpun cosgaHnn metka 6e3onacHocTn obbekTa Bl ycTtaHaBnuMBaeTcss paBHOM TeKyLUEWN
MeTKe 6e30nacHOCTM co3aaBLIEro ero nonb3oBaTtens, MaHaaTHbIn npndHak CCR npu 3TOM Bbi-
CTaBnsieTcsl B 3Ha4yeHune ON.

Ecnu nonb3oBaTtens MMeeT mMaHaaTHbIN aTpubyT ac_capable_chmac, TO OH MOXET
MEHATb MeTKy 6e30nacHOCTM npuHagnexawmx emy o6beKkToB B npedenax CBOero gnanasoHa
METOK 6e30MacHOCTM C MOMOLLbIO CreayLwen KOMaHabl:

MAC LABEL ON <Tun_ obwekTa uMms_obwekTa> IS <HOBOEe 3HaueHHe MeTKU 6e30IIaCHOCTH>;

B kayecTtBe TMna obbekTa ykasbiBaeTcs Tvn obbekta BJl, Hanpuvep DATABASE, TABLE,
FUNCTION.

AHanormyHbiM 06pasom Ans 0O0bLEKTOB-KOHTEMHEPOB MOXET OblTb M3MEHEH MaHAATHbIN
npusHak CCR:

MAC CCR ON <tun_obwekTa> <uMs_obwexTa> IS { ON | OFF };

[ononHutensHO BBeAEH HOBbIM TN 06bekTa — knactep CLUSTER. [1ns1 yCTAHOBKN METKM
©e30nacHOCTM Ha KnacTep MCMNONb3yeTCs CreayrLwmi 3anpoc:

MAC LABEL ON CLUSTER IS <HOBOe_ 3HaueHHE MeTKH Oe30macHOCTH>;

4YTO ABNdeTcA CMHOHMMOM K KOMaHAae
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MAC LABEL ON TABLESPACE pg_global IS <HOBOe_3HaueHHE_ MeTKH _0e30MacHOCTH>;

[ns nameHeHns mangatHoro npusHaka CCR knactepa ucnonb3dyeTcs criegytowas KoMaH-
aa:
MAC CCR ON CLUSTER IS { ON | OFF };
4YTO SABMSIETCA CUHOHMMOM K KOMaHae
MAC CCR ON TABLESPACE pg global IS { ON | OFF };

3HauyeHns MeTok B6e3onacHOCTM O6BbEKTOB cogepKaTcs B Nonsix maclabel Tabnuy cu-
CTEMHOrO KaTanora, oTkyga MoryT 6bITb BblOpaHbl COOTBETCTBYHOLLMM 3arpOCOM.

3HadeHnst maHaaTtHoro npu3Haka CCR 06beKTOB-KOHTEMHEPOB COAEPXKATCA B CreayLLMX

nonsx Tabnuy, CMCTEMHOrO KaTarnora:

ans 6a3 gaHHbIX — datmacccr cMcTeMHon Tabnuubl pg_database;

OISl CXeM — nspmacccr CUCTEMHOM Tabnuubl pg_namespace;

Ans TabrnmMyHbIX NPOCTPAHCTB - spcmacccr CUCTEMHOM Tabnuubl pg_tablespace;

- ANs OTHOLIEHUN — relmacccr CUCTEMHOM Tabnuupbl pg_class.

[na npocmoTpa maHgaTHoro npu3Haka CCR knactepa MoOXeT ObITb MCNoMb3oBaHa cneay-
lowasi KomaHaa:
SELECT cluster_ macccr;

Mo ymonyaHuto 3anncu cosgaBaembix Tabnuuy He 3awmuieHbl MeTkaMmmn 6e3onacHoCTu.
[nsa Toro 4to6bl co3gaTh Tabnuubl € 3anncamMu, 3alULLEHHBIMU MeTKamMn B6e3onacHoOCTH, cneayet
NCnonb3oBaTth CreayLwnin BapuaHT koMaHabl CREATE TABLE:
CREATE TABLE <umsa_Tabmuue> (...--<cnmcok cronbuos>) WITH (MACS = true, ... );

Mpn 3TOM BCe BCTaBMsiEMbIE 3anUCU MO YMOSYAHUIO HAacCneaylwT Tekywme
MeTKM 6e30nacHOCTU co3daBlMX UMX nonb3oBatenen. [lonb3oBaTtenu, uMmewwme ycrta-
HOBMEHHbIN MaHAaTHbIM  aTpubyT ac_capable chmac, MOryT $BHO 3ajaTb 3Hade-
HMe MeTKn ©Oe3onacHOCTU BcTaBnsdgemon 3anucu. 3agaBaemasi MeTka ©6e3onacHoCcTU
JomkHa OblTb B npegenax AwanasoHa MeTok 6e3onacHocTM nonb3oBatens, nmbo
nonb3oBaTenb [OOMMKEH WMETb aTpubyTbl WUFHOPMPOBAHUS  MaHOATHOrO  ynpaBneHusi

ac_capable ignmaclvl W ac_capable ignmaccat C MNOMOLLbIO BapuaHTa KoMaHObl

INSERT:
INSERT INTO <umMs_oTHomeHHsa> (maclabel, ...<cmoucok_cTonbios>)
VALUES (<3HaueHHe MeTKH 0e30MacHOCTH>, ...<3HaueHUs CTOJOIOB>)

[na 3awnTbl 3anMcen yxxe co3gaHHbIx Tabnuy 6e3 meTok 6e3onacHOCT cneayeT UCnorb-
30BaThb CrneayloLwnin BapuaHT koMaHabl ALTER TABLE:
ALTER TABLE <umsa_Tabnuue> SET WITH MACS;
[Mocne ncnonHeHns 3Ton KoMaHabl BCE 3anncu Tabnuubl aBTOMaTUYECKN NONyyaT TEKYLLYH0 METKY

©e3onacHocTK Tabnuubl.
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[ns Toro 4yTobbl yOpaTh 3aWwnTy 3annucen MeTkamm 6e3onacHoOCTH, criegyeT UCnonb3oBaThb
cnegyowmin BapnaHT kKomaHabl ALTER TABLE:
ALTER TABLE <umsa_tabnuus> SET WITHOUT MACS;

[na nameHeHna meTok 6e30NacHOCTM CyLLECTBYIOLLMX 3anncen nonb3oBartenu ¢ atpmby-
TOM ac_capable_chmac MoryTt ucnonb3oBatb kKomaHay CHMAC:

CHMAC <umsa_oTHomeHus> SET maclabel=<HOBoOe_ 3HaueHue MeTKU_beszonacHocTu> WHERE

CoBokynHasa meTka 6e3onacHocTM 3anucen Tabnuubl (MakcMmarbHas Nno YPOBHIO KOH-
dmaeHUmnanbHOCTU N Hamboriee nNorHasa No KateropusiMm KoHuUaeHUNanbHOCTU) MOXET ObiTb
nonyyeHa ¢ NOMOLLbIO arpernpyrowen yHKUMN supmaclabel:

SELECT supmaclabel (maclabel) FROM <umMsa_OTHOmMEHUS>;

MpocMoTpeTb 3Ha4YeHNA METOK Be30MNacHOCTU AOCTYMHbIX 3anncert MOXXHO C NMOMOLLIbIO
KomaHabl SELECT:

SELECT maclabel FROM <uUMs_OTHOMEHUS>

B komaHgax INSERT M CHMAC 3Ha4YyeHUs MeToK 6e30nacHOCTN He 06A3aTeNnbHO AOMKHbI
ObITb 3afaHbl B sBHOM BuAe. [ina 3agaHna MeTkn 6e30nacHOCTU A0MyCcKaeTcs UCNOoSb3oBaHme
nbOro cKkansapHOro BblpaXXeHns, BO3BpaLLatoLLero pesynsrat, NPUBOANUMbIN K TUNY MeTKn bes-
OrnacHoCTH.

[nsa Toro 4To6bl COXPaHUTL 3anMCcK BMECTe C UX MeTKaMn 6e30MacHOCTM B apxuBe 1 B
AanbHenLwemMm 3arpy3nTb Ux obpaTtHo, NnpeaycMoTpeH cneumanbHbln doriar MACS KoMaHgbl COPY.
BbiBeCTN AOCTynHbIE NOMb30BaTESNO AAHHbIE BMECTE C MeTKaMu 6e30nacHOCTN MOXET Nobon
nonb3oBaTternb, 3arpy3nTb e 06paTHO — TONbKO NoNb3oBaTerNb C YCTAHOBMNEHHbIM MaHOATHbIM
aTpubyToMm ac_capabel_chmac. [pn 3TOM MeTKM 6Ge30NaCHOCTU 3arpyxaeMbixX 3anmcen JOMmKHbI
HaxoguTbCsA B nNpefernax gnanasoHa MeTok 6e3onacHoCTM nonb3oBaTtens, Nnbo nonb3oBaTenb
OOIMKEH NMeTb aTpubyTbl UTHOPUPOBAHUA MaHAATHOIO ynpaeneHnsa ac_capable_ignmaclvl
W ac_capable_ignmaccat. Hanpumep, Bbirpy3ka n obpatHas 3arpyska gaHHbIX n3/B Tabnuupl
test MOXeT BbIMsAeTb Tak:

COPY <umsa_oTHomeHus> TO stdout WITH MACS
COPY <ums_orTHomeHuss> FROM stdin WITH MACS

Mcnonb3oBaTtb KOMaHay COPY 6e3 ykaszaHus METOK MOXeET Nobon nonb3oBartenb. 3arpy-
XEHHble TakMM 00pa3oM AaHHble ByayT MeTb MeTkM 6e30MacHOCTU, paBHble TEKyLLen MeTKe
BesonacHoOCTM ceccun nonb3oBaTens.

[MapameTp KOHUrypaumm cepsepa ac_enable_ copy_to_file pa3peluaeT BbINONHATb
KomaHgy COPY C BbIBOAOM pe3ynbraToB B haun, 4ocTynHbln cepsepy CYB/. [ins 3Toro oH JoMmKeH

ObITb yCcTaHoBrneH B TRUE.
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4.17.3. LlenocTHOCTbL MaHAATHbLIX aTPUOYTOB Knactepa 6a3 AaHHbIX

B CYB[ PostgreSQL AlM-mogens HaknagblBaeT orpaHuyeHne Ha KnacCugUKaLnoHHYHo
MeTKy obbeKkTa: knaccudmkaynoHHasa MeTka obbekta He MOXET NPEBbILLATL KNaccurKaunoHHYo
METKY KOHTeNHepa, B KOTOPOM OH coaepxutcs (4.17)).

[ns BbiBOOa MHopmaumm o cobnogeHun ArN-mooenu mexay o6bekTaMmn-koHTENMHEpPaMm
N HaxogsAWMMKUCS B HUX obbekTammn peanusoBaHa SQL-pyHKUMs check _mac_integrity, KOTO-
pas BbIBOAUT MHOpPMaLMIO B crieqyowemM BUae:

- objid — NaeHTndpumkarop obbekTa;

- classid — VpeHTndumkatop knacca oobeKTa;

- cobjid — MaoeHTudurkaTtop KOHTEeNHepa, CoaepKaLlero oobeKT;

- cclassid — VMaeHTudukaTop Knacca KOHTENHepa, cogepKallero 00bekxT;

- status — Pesynbsrat npoepkn. MoxeT NnpyHMMaTh crieayroLlmne 3HadyeHus: OK(mogenb

cobntogaetca ans obbekTa 1 KoHTenHepa) n FAIL(Moaens He cobniogaetcs ana obbekta

N KOHTENHepa).

MpumevyaHne. NMHdopmauma o cobnogeHnn mogenu BbIBOAMUTCS TONbKO ANS OT-
HoweHun (Tabnuy, npeacTaBneHnin, NocnegoBaTenbHOCTEN), cxeM, 6a3 gaHHbIX U TabnMYHbIX
NPOCTPaHCTB.

[Onsa wvcnpaBneHns HEKOPPEKTHO YCTAHOBMEHHOW METKM 6Ge30MacHOCTU OTHOLUEHUS,
Hanpumep, NPy BOCCTaAHOBIIEHUN PE3EPBHOM KOMUM Kractepa paHHUX BEPCUN, UCMOMb3yeT-
ca SQL dyHkuma fix _mac_integrity. [JaHHas yHKUMA MOXET OblTb UCMNOSIHEHA TOSb-
KO nonb3oBaTtenieM C npaBaMu agMWHUCTpaTopa, a Takke MNpu yCTaHOBNEHHOM MapaMeTpe

ac_auto_adjust_macs = true B KOHpPUrypaunmoHHoM ansne postgresql.conf.

4.17.4. Ccbino4yHas LenoCTHOCTb MaHAAaTHbIX aTPpMOyTOB

CpencrtBa obecrnevyeHus LenocTHOCTU B pensiuMoHHbIX Bl npegctaBnsaoT cobon mexaHns-
Mbl aBTOMaTU4eCKOM Noaaep>KKN CUCTEMbI NPaBUI, ONpeaensaLwmnx 4onyCTUMOCTb U KOPPEKTHOCTb
obpabatbiBaeMbIX JAaHHbIX, U MOTYT ObITb Pa3buTbl HA HECKOSTLKO BUOOB:

- OrpaHn4yeHne LENOCTHOCTM NONEeN OAaHHbIX — OrPpaHUYEHMs1, HaKNaabiBaeMble Ha UCMOSb-

3yemMble B OTHOLUEHMN OOMEHbI (3a4aHne paspeLlleHHbIX AnanasoHoB 3HAa4YeHUI, 3anpeT

Hannuna HeonpegeneHHblx 3HadyeHnn NULL, 3agaHne 3HayeHun No yMOm4YaHuio) unm

OorpaHMyeHust HenocpeacTBEHHO Tabnumubl (YHUKaNbHOCTb KaXaon 3anmcu, orpaHuyeHmne

YHUKaNbHOCTU NO BblIOpaHHbIM CTON6GLAaM, BblYMCASIEMbIE 3HAYEHUSA CTONBLOB 1 YCNOBUSA

AONYCTUMbIX COMETAHMI 3HAYEHUI B cTONbUax);

- [deKnapaTuBHas CCbINIOYHasi LLENOCTHOCTb — OMUCaHne 3aBUCUMOCTEN MexXay pasHbiMU

OTHoWeHuAMN B B[l (Hanuunsa B O4HOM OTHOLLEHMM BTOPUYHOIO Krto4a, CCbinaroLierocs

Ha NepBUYHbINA KNoY B apyrom). NogobHble 3aBMCUMOCTM MOTYT ObiTb BbISIBIIEHbI MpU

aHanuae npegMeTHOM obnacTn Mexay ee CyLWHOCTAMM UM Npu npoekTnposaHuu b B
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npouecce Hopmanusaumm (B 3TOM Criydae ogHa CyLLIHOCTb NpeaMeTHON obnacty MOXeT

COCTOATb U3 Ha6opa OTHOLIJGHI/II7I). Ccbino4vnas LEeNOCTHOCTb pearimdyertcd nytem onuca-

HUA OFpaHMLIeHMI‘fl Ha 3Ha4YeHUA BTOPUYHbLIX Kno4ven B OAHOM OTHOLUEHNN N NpaBUJ1 NX

006paboTkM B criyvae n3aMeHeHUs1 NEPBUYHbIX KINOYEN B OPYroM;

- ANMHaMKn4yecKad CCblyiovdHaaA LEJTOCTHOCTb — TpUrrepbl, Ha3Ha4aeMble A4 BbINMOJIHEHUA

npu peann3aunn 3agaHHOro Buaa A0CTyrna K KOHerTHOVI Ta6n|/1ue. Tpmrrep npencraBnaeTt

cobon ncnonHsaembIn KoAa, KOTOprI7I MOXeT ANHaMU4YeCKM NMpoBepnUTb 3adaHHbl€ YCIOBUA

KOPPEKTHOCTU BbIMNONHAEMOW onepauuun, n npu HGO6XO£I,VIMOCTVI BHECTU U3MEHEHNA B

apyrve tTabnuupl.

B npueegeHHOM onpeaefnieHnn OTCyTCTBYHOT MaHOaTHbIE anI/I6yTbI, TaK KakK B 06LlJ,eM
cniy4vyae Mexay KJ'IGCCVId)VIKGLI,VIOHHbIMVI MeTKaMu 3anucemn Pa3HbIX T86]'IVILI, MOXET He ObITb 3aBUCU-
mocTu. C Apyron CTOPOHbI, CYLLLECTBYET YAaCTHbIN Crly4an CCbINTIOYHON LIENOCTHOCTU, 06pa3oBaHHbIN
mMexay Ta6J'II/ILI,aMVI, ABNALWNMNCA YaCTAMU OE,HOVI CYLLHOCTH I'Ipe,EI,MeTHOIZ O6J'IaCTVI, 4YTO MOXET
BO3HUKHYTb B npouecce HopmManunsauunn.

,D,J'IFI obecnevyeHunsa LenoCTHOCTU MaHOATHbIX anM6yTOB CMNUCOK COBbITUI ana orpaHnye-
HW LLeNOCTHOCTU Hapsagy € CyLeCcTBYOLWMMN COObITUSMN ON SELECT, ON INSERT, ON UPDATE,
ON DELETE pacwupeH CcOObITEM N3MEHEHMUA MaHOaTHbIX anI/I6yTOB ON CHMAC. Takmm o6pa-
30M, BO3MOXHO Cco3aaHune orpaHmnyeHmne CCbINTOYHOW LIeNOCTHOCTH cnegyrowmm o6pa30|v|:

ALTER TABLE <umsa_Tabrmuiel> ADD CONSTRAINT <uMsa_OrpaHUUEHUS>
FOREIGN KEY (<cmucok_mnosieril>) REFERENCES <umsa_ Tabnumm2> (<CIHCOK_IOJein2>)
ON CHMAC {NO ACTION | RESTRICT | CASCADE }

MexaHun3m ﬂeVICTBVIFI TaKoro orpaHn4yeHunsa LenoCTHOCTU aHallorm4eH MexaHnamy ,D,GVICTBVIFI
I'IO,EI,06HOFO orpaHmvyeHunda and cobbITna ON UPDATE OnA OaHHbIX! MPU USMEHEHUNN MaHOAaTHbIX
anI/I6yTOB 3anumcm B O,D,HOIZ Ta6n1/|u,e MOXHO yKa3aTb KaCkaHO€ U3MEeHEHNE MaHOAaTHbIX anI/I6yTOB
CBSI3aHHbIX 3anMcen BTOpPon Tabnuubl, NMG0 3anpeT Ha BO3MOXHOCTb TAaKOro M3MEHEHNS.

AHanNoOrM4yHo CyLLECTBYET BO3MOXHOCTb CO3[4aHUS TPUITEPOB A YKa3aHHOro cobbiTms
N3MEHEHNS1 MaHAaTHbIX aTpnbyToB (CHMAC), HanpuMep:

CREATE TRIGGER <umsa_Tpurrepa>
BEFORE CHMAC ON <umsi_TabJiuier>
FOR EACH ROW
EXECURE PROCEDURE <umsa_npouenyper ()
Takum xe obpaszom MoryT ObITb 3a4aHbl U Npasuna Ans BUOOB:
CREATE RULE <ums_IpaBuia>
AS ON CHMAC TO <ums_Buna>
DO ALSO
CREATE RULE <uwms_IpabBuia>
AS ON CHMAC TO <ums_Bupa>
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DO INSTEAD
B atom cny4yae npu nameHeHnMmn MmaHaaTHbIX anVI6yTOB 3arnuncu 6y,qu BbI3bIBATbCA COOT-
BeTCTBYyKOLLME (*)yHKLl,I/II/I M npasuia, 4To gaet BO3MOXHOCTb 3arnporpaMmmMmnpoBaTb NPoOon3BOSibHYHO

noruky obecnevyeHns LenoCTHOCTM MaHAaTHbIX aTpubyToB BHyTpu B.

4.17.5. OcobeHHOCTM co3aaHuA NpaBui, cucTembl ounsTpaLmum U TPUrrepoB

B CYB[ PostgreSQL npasuna (RULE), cuctembl ounstpauumn (POLICY) U TpuUrrepsbl
(TRIGGER) HacrnegytT MeTKy Tabnuubl, 4NA KOTOPOW OHW CcO3AaHbl. QTN O6BbEKTblI MOryT ObliTb
co3aaHbl nonb3oBaTenem-snagensuemM Tabnuubl (MeTka Kotoporo 6yaet coBnagaTb C METKOW
Tabnuvubl), NMBGO Nonb3oBaTeENAMU C NPUBUNETMSAMU UTHOPUPOBAHUS MaHAaTHOro gocrtyna. B
NPOTUBHOM Cny4ae reHepupyeTcs owmnbka gocTyna.

Ecnu Tpurrep ncnonb3yeT TpUIrepHyr (PyHKUUIO, MeTKa KOTOpoKr oTrinyHa ot {0, 0}, TO
Npv UCMOSNTHEHUN TpuUrrepa Anga Tabnuupbl co copoLLeHHbIM MaHaaTHbIM NpuaHakoM CCR BO3MOXHbI
HapyLeHus B paboTe TpurrepoB. 3TO 00YCNOBAEHO TEM, YTO 3annUCb TPUITEPHON (PYHKLIUN MOXET
ObITb HegocTynHa gnsa nonb3oBatensa B cea3vM ¢ MIMPL. B Takux cnyyasx 6yaeT BbiBe4eHO
coobLLeHune:
cache lookup failed: BHyTpeHHSAs omubKa WM OTCYTCTBYIOT HEOOXOOUMEHE MaHOaTHHE
aTpubyTH

Bo n3bexxaHum 3Toro HacCToATENbHO PEKOMEHOYETCS YCTaHaBNMBaTb MaHAATHYIO METKY
TpurrepHon pyHKUMKM B 3HadeHne {0, 0}.

Cuctemsbl counetpaumm (POLICY), Takne kak ROW LEVEL SECURITY, MoryT AONOMHATb
BCTPOEHHblE MeXaHU3Mbl pasrpaHnyeHnss 4ocTyna nytem JobaBneHus forvku, peanmsyroLen
npasura Bbldayn CTPOK nonb3osartento. Punsrpauns MOXeT OCHOBbLIBATLCA KaK Ha JAaHHbIX CTPOKM,
TaK U Ha BHELLIHUX dpakTopax (Harnpumep, TeKyLLeM BPEMEHMU).

4.17.5.1. Oco6eHHOCTM UCNOSb30BaHMUA MNpeACTaBNeHUN U MaTepuarim3oBaHHbIX
npeacTaBneHun

MpencraeneHns (VIEW) 1 MaTepuanu3oBaHHble NpeacTtaBnenna (MATERIALIZED VIEW)
He MOryT UMeTb MeTKM 6e30NacHOCTU Ha CTPOKaX, MOCKOSbKY BbIMOMHAKT arperaumio JaHHbIX U3
APYrMX UCTOMHUKOB AaHHbIX (Tabnuu u npeacTaBneHni).

MpumeyvaHune. MNpeacraBneHnsa co3garnTcs ¢ yctaHoBneHHbIM conarom CCR, noato-
My Mpu NONbITKE AOCTyNa K HEMY OT MMEHW MNonb3oBaTens, meTka 6e30nacHOCTM KOTOPOro He
NpeBOCXOANT MeTKM 6e30nacHOCTM NpeacTaBneHnd, aTo npeacraBneHe He byaet «BMAHO» MOSb-
3oBarento B cuny MIMPL. [nsa Toro, 4tobbl Nonb3oBaTenb MMen JOCTYN K TakOMy NpeacTaBneHunto,

HeobxoaMmo cbpocnTb ManaaTHbIN NnpudHak CCR npeacraeneHus.
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4.17.6. dyHKUMMN cpaBHEeHUA AnsA Tuna maclabel

B CYB[ PostgreSQL nameHeHo nosBegeHve crieqyowmx MyHKUUn Ans tuna maclabel:
eq, ne, 1t, le, gt, ge. B ykazaHHbIX OYHKUUAX BMECTO MHOEKCHOIO CPaBHEHUS UCMNOSb3YyeTCA
CpaBHEHME METOK 6e30MacHOCTM COOTBETCTBYIOLWMMM onepaTtopamm =, <>, <, <=, >, >=,

[1ns npoBepkn Ha HECPABHUMOCTb METOK 6e3onacHOCTM ucnonb3dyeTcs OyHKUNA nc.

OnepaTopbl MHOEKCHOMO CpaBHEHWS MepeuMMeHoBaHbl B maclabel idx_eq,
maclabel idx_ne, maclabel idx_ 1t, maclabel idx_ le, maclabel idx_gt,

maclabel idx_ge.

4.17.7. Cuctema npuBunerun CYB[]

Cuctema npusunernn CYB[ PostgreSQL npegHasHayeHa ans nepefayuv otaenbHbIM
nonb3oBaTeNnsaM npaeB BbIMOMHEHUS OonpeaeneHHbIX agMUHUCTPaTMBHbBIX AeNcTBUNn. OObIYHbIN
nonb3oBaTernb CUCTEMbI HE UMEET [OMNOSTHUTESNbHbLIX MPUBUMErNNA.

MpuBunerun aensoTca nogknaccom atpmbytos nonb3oBatens CYB[ PostgreSQL.

Mpusunerun OC, wucnonb3dyemble B CYB[] PostgreSQL, «kpome atpubyTta
ac_session_maclabel, He MOryT GbITb N3MEHEHBbI C noMoLbio cpeacTs CYB[] HM nonb3oBaTe-
namu, H1 agMmmnHmncTpatopamu CYB[:

- ac_session_maclabel — TeKkywass MeTka 6e30MacHOCTU ceccuu Mnorb3oBaTens

CYB[. 3T1a meTka 6e3onacHOCTM onpeaenseT JOCTYMNHbIe Nosib3oBaTtento ob6bekTbl B 1

ABMSETCA METKOM 6e30nacHOCTM NO YMONMYaHUo Ans co3gaBaeMblx Nofib3oBatenem oobek-

ToB. [Mpn coeanHeHmmn nonb3osartensa ¢ CYB[] 3HavyeHme 3Toro atpubyTta ycTaHaBnMBaeTca

paBHbIM MeTke 6e30NacHOCTU CoeaUHEHUS UMW ac_user_max_maclabel;

- ac_user_max_maclabel —  MaKkcumanbHO BO3MOXHO€  3HadeHue  Ond

ac_session _maclabel;

- ac_user_min_maclabel —  MWHUMANbHO  BO3MOXHOE  3HayeHue  AOns

ac_session _maclabel;

- ac_capable_ignmaclvl — MO3BONAET Nofnb3oBaTesitlo UrHopupoBaTb MaHOaTHOE

ynpasrneHne no ypoBHSM;

- ac_capable_ignmaccat — No3BONSET Monb30BaTento UrHopupoBaTb MaHAaTHoe

ynpasreHne no Kateropusam;

- ac_capable mac_readsearch — No3BONAET Nonb3oBaTento MrHopnposaTbL MaHgaT-

HOe yrpaBrieHue No YPOBHAM U KaTEropuUsiM Npu YTEHUU OaHHbIX;

- ac_capable_setmac — MO3BOMSAET NOSb30BATENO U3MEHATb TEKYLLYHO METKy 0es-

OMacHOCTU CBOeW ceccun B npeaenax, 3agaHHblX ee MUHUMarnbHbIM U MakCUMarnbHbIM

3HavYeHuewm;

- ac_capable_chmac — N03BONSAET NOMb30BaTENO N3MEHATb METKM 0ObekToB B/I.
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B cnyyae, ecnu nonb3oartenbs CYB[] He 3aperucTtpupoBaH B OC Ha CTOpoHe cepBepa
CYB[, sBce ero maHgaTtHble aTpmbyThbl UMEIOT HyneBoe 3HadvyeHue. AamuHucTpaTtopam CYB[ po-
nonHuTenbHo K nx atpubytam n3 OC Bcerga fobaensioTca aTpubyTel ac_capable ignmaclvl,
ac_capable ignmaccat U ac_capable chmac.

Onsa ynpaenenna npusunernammn CYB[ PostgreSQL moxeT ObiTb ncnonb3oBaHa rpacu-
yeckasi yTunuTta pgadmin3.

[MpocMoTpeTb TeKyLmMe 3HaYeHnsa npmeunierun (aTpnbyToB Nonb3oBaTernsi) MOXXHO C NOMO-
LLIbIO KOMaHAb!:
SHOW attr_name

YCTaHOBUTb HOBOE 3HadeHue aTpubyTa ac_session_maclabel MOXHO C MOMOLLbLO
KoMaHA:
SET ac_session maclabel=<HOBOe_ 3HaueHHE MEeTKH 06e30IacCHOCTH>
SELECT set_config(’ac_session_maclabel’,6 <uoeasi_meTka_beszomacHocTu>, false);

B nepBow oopme B KayecTBe HOBOrO 3HAYEHUSA METKM 6€30MacHOCTN MOXXHO MCMONb30BaTh
TONbKO IBHO 3afaHHble 3HAa4YEeHUS METKU, BO BTOPOWN — 3HAYEHNEe MeTKM 6e30nacHOCTU MOXET
ObITb NOOBIM BblpaXXeHNneM, BO3BpaLLaloLLNM CKandpHoe 3Ha4YeHne, NpMBOAMMOE K TUNY METKU

6e3onacHocTHU.

4.18. ManpaTHoe ynpaBneHue AOCTYyNnom B KOMMJieKcax nporpamm

rMnepTekCcToBOM 06paboTKM AAHHbLIX U 3NeKTPOHHOWN MOYTbI

O6GecneyeHne MaHAaTHOrO ynpaBneHms 4OCTYNOM B KOMMEKcax NporpaMm rmnepTekcTo-
BOV 06pabOoTKM AaHHbIX U SNEKTPOHHOM NOYThl peann3oBaHO Ha OCHOBE NPOrpaMMHOro MHTEpP-
denca 6ubnumotek nogcmnctemol 6esonacHoctn PARSEC.

Ha cepBepax KOMNNEKCOB NporpamMmm runepTekcToBon o6paboTkM AaHHbLIX U SEKTPOHHOWN
no4yThbl Npy 06paboTke 3aNPOCOB Ha COeANHEHNE BbIMOHAETCA NOMyYeHne MaH4aTHOrO KOHTEKCTa
COoefMHeHUs, yHacnegoBaHHOro ot cybbekTa (npouecca). CokeT cepBepa, OXnaatoLmii BXOAALLNX
3anpocoB Ha coeauHeHne, paboTaeT B KOHTEKCTE npoLiecca, MMetoLero NpuBuNernio aAng npuema
COeAMHEHUN C NIOOLIMU YPOBHAMUN CEKPETHOCTW.

lMocne ycTaHOBKM COEAMHEHMST U YCNELLIHOMO NPOXOXAEHUs npoueaypbl naeHTumnKkaumm
N ayTeHTMdMKaLMm nonb3oBaTens npouecc cepsepa, obpabaTtbiBaloWwmnin 3anpockl Nofnb3oBaTens,
NnepeknyaeTcsi B KOHTEKCT 6e3onacHOCTM nonb3oBaTtens, copacbiBaeT npmeunerum, obpabartbia-
€T 3anpocbl NONb30BaTeNs MU 3aBepLuaeTcs.

B komnnekce nporpamm runepTekCcToBon 06paboTkn AaHHbIX NONb3oBaTeNb nonyvaet
AOCTyn K pecypcam, asnsawwmumcs obbektamn ®C. Komnnekc nporpamMmm 31eKTPOHHOW NOYThI
MCNONb3YyeT TEXHONOrmo maildir, obecneymBaroLLyo XpaHeHe NOYTOBbIX COOOLLEHNI B BUAE
oTaenbHbix 06bekToB PC. CosgaBaeMble (hansbl NOYTOBbLIX COOBLLEHNA MAPKUPYIOTCA METKaMu

BesonacHocTw, yHacrneaosaHHbIMK OT npouecca-co3aarens. Taknm o6pa30M, B 060omx KoMnnekcax
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nporpamMm pPecypcbl, K KOTOPbIM OCYLLECTBMSIeTCA AOCTYN OT MMEHM CEPBEPHbIX MPOLECCOB,

obpabaTbiBatoLmnX 3anpockl Nonb3oBarenen, apnaTcsa obbektamu OC. CnegosaTenbHO, AOCTYN

K 3awuuiaemMbiM pecypcamM rnpu npmnemMe m o6pa60T|<e 3anpocoB nonb3oBaTesien B npouecce

YHKLMOHNPOBAHNS CEPBEPOB KOMIMIIEKCOB MPOrpaMm rmnepTekcToBon ob6paboTkm AaHHbIX U

3NIEKTPOHHOW NOYThl NoAYnHAETCS MaHaaTHbIM P/,

4.19. HacTtpowmka 3arpy3umka GRUB 2

Mocne yctaHoBkn OC npu HeOBX0aUMOCTU U3MeHeHMEe HacTpoek 3arpy3dmka GRUB 2 ocy-

LLLeCTBMSAETCSA C UCMONb30BaHWEM rpadmyeckor yTunutbl £ly-admin-grub2 (CM. 3NEKTPOHHYHO

crnpaeky).

B 3arpysunke GRUB 2 Bo3aMOXHO 3aaaTb napaMeTpbl KoMaHaHow cTpoku sapa PARSEC,

npvBegeHHble B Tabnuue [31]

Tabnunua 31

MapameTp

OnucaHne

parsec.max_ilev

3agaeT MakcMMarnbHbIA YPOBEHb LIENOCTHOCTU (BOCNPUHUMAEMbI
moaynsimmn) B OC Ha MOMEHT 3anycka.

Honyctumble 3HayveHnsa ot 0 go 255. MNMpu yctaHoeke OC 3agaetcsa
no yMor4yaHuio 3HadyeHne 63.

BHUMAHME! Ecnn B cucteme NpucyTcTBYOT doainbl C METKAMM
©e30nacHOCTH, MMEILLUMM YPOBEHb LIENTOCTHOCTU BbllLe 3aJaBa-
€MOro B AaHHbIi MOMEHT, 3TO MOXET BbI3BaTb OTKa3 AOCTyna K
AaHHbIM hanvnam (coketam, Katanoram u T. 4.)

parsec.ccnr_relax

Mpw 3apgaHHOM 3HaveHuM 1 No3BONSIET HENPUBUIIErMPOBAHHOMY
NonNb30BaTenNto BbIMOMHATL 3anvcb annoB C pasHbiM YPOBHEM
KOH(PUAEHUNANbLHOCTH B KOHTENHEep (KaTanor) ¢ yCTaHOBMNEHHbIM
AOMNONMHUTENbHBIM MaHAaTHbIM aTpubyToM ccnr. 3HayeHue no
ymonyaHuio 0

parsec.reset_ilev_on_chroot]

C6poc (0bHyneHne) ypoBHSA LEeNOCTHOCTU METKM 6e3onacHoCTU y
A0YEpPHUX NPOLECCOB NpU UCMOMNb30BaHUM POAUTENBCKUM NpoLec-
COM CUCTEMHbIX BbI30BOB chroot U pivot_root.

Tekywime 3Ha4yeHne ypoBHS LENOCTHOCTU HE BNUSAET Ha NpuMeHe-
HWe napameTpa.

fonyctnmble 3HadyeHus 0/1, y/n. 3Ha4yeHne no ymonyaHuio 1
(0BHYNSAET ypoBeHb)

parsec.noload_files

3anpert 3arpy3ku mogynew sapa, BCTPOEHHOro nporpammMHoro obec-
neyeHusi, obpas3oB kexec, kntoven n ceptudpukaror X.509 npusu-
nerMpoBaHHbIM nonb3oBaTenem (root, uid=0) ¢ HU3KUM YPOBHEM
LernoCTHOCTW.

Hdonyctumble 3HayYeHnsa 0/1, y/n. 3Ha4yeHMe no ymonyaHuo 1
(3arpyska 3anpetuleHa)

parsec.ccnr_reject

3anpeT ycTaHOBKM AONOMHUTENBHOrO MaHaaTHoro atpubyta ccenr
npuBMnerMpoBaHHbIM nornb3oBaTtenem (root, uid=0).
[onyctumblie 3HadeHus 0/1, y/n. 3HayeHue no ymonyaHuo 0
(ycTtaHOBKa paspeLueHa)
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OkoHyaHue mabnuuei 31

MapameTp

PaspelueHune 3anycka cLueHapmeB U UCMOMHSEMbIX dannos ¢ dan-
NOBbIX CUCTEM, CMOHTMPOBAHHLIX C NOMOLLLI0 (hannoBOM CUCTEMBI
FUSE.

JonycTumble 3HadeHns 0/1. 3HadeHme no ymondaHuio 0 (3anyck

3anpeLueH)

parsec.enable_exec_on_fuse
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5. 3BALLUNTA CPEAbLI BUPTYATNTU3ALIUUA

Pa6ota B cpene suptyanusauun®) libvirt nogumHsieTca npasunam AMCKPELMOHHOTO Wt
MaHOaTHOro yrnpasfeHus 4OCTYNOM M BO3MOXHA TOSbKO MOCre NpoxoxaeHust obssaTenibHom
npoueaypbl ayTeHTUdUKaLUN.

HacTtpoiika cepsepa BupTyanusaumm libvirt gna pabotel B EMNM OC, a Takke ngeHtndpmka-
umnsa 1 ayTeHTUmKauma Nnpy gOCTYMNe K cepBepy BUpTyanusaumm n K pabovemy cTony BUPTYyanbHbIX

MaLUMH BbinonHaeTca B cootBeTcTBUM ¢ PYCB.10015-37 95 01-1.
5.1. InckpeunoHHOe ynpaBrieHMe [OCTYNOM K BUPTyarlbHOW MalUuuHe

[vckpeunoHHOe ynpaBneHne gocTynom npu paboTe ¢ cepsepoM BupTyanuasaumm libvirt
OCYLLECTBMAETCS ApanBepoOM AOCTyNa parsec, cneynansHo pa3paboTaHHbIM C MCMOMNb30BaHNEM
NPUKIagHoOro NporpamMMHoro nHTepdgenca gpaveepos goctyna libvirt. OcHoBaHnem ans npu-
HATUSA peLLeHnsa O NpeaocTaBneHnn JoCTyna ABNAETCS CpaBHEHNE OUCKPELIMOHHbIX aTpubyToB
BMPTYyasribHON MalUWHbI U ANCKPELMOHHbIX aTpubyToB Norb3oBaTtenst ¢ y4eTOM BbIMOMHAEMOWN
onepauun.

Bce onepaunn ¢ BupTyanbHOW MalLUMHOW pas3fensaltoTcs Ha HenpuBuierMpoBaHHbIE Y
NnpyBUIerMpoBaHHbIe, Hanpumep, onepauny Nony4YeHns Cnmcka BUpTyarbHbIX MawnH UM nHAop-
MaLMn O KOHUrypaunm KOHKPETHOM BUPTYyaribHOW MalLVHbI SBIISIOTCH onepaunamMm Henpusune-
rMPOBaHHbLIMK, a onepaLun co3aHus, yaaneHnsa unn n3aMeHeHuUst KOHUrypauum BUpTyanbHbIX
MaLUWH — NPUBUNENMPOBAHHBIMMA.

[MpuBUNernpoBaHHbIe onepaumm No M3AMEHEHUIO COCTaBa U KOHUIypaumm BUPTYyanbHbIX
MaLnH TpebyloT BXOXOEHMS NOoSib3oBaTeNis B cneuuanbHyo foKanbHY agMUHUCTPATUBHYHO
rpynny, UMst KOTOPOW 3afaeTcs B KOHpUrypaumoHHom anne /etc/libvirt/libvirtd.conf
napameTpoMm admin_group. 3Ha4YeHUe napameTpa (UM NOKanbHON agMUHUCTPATUBHOWM Ipynnbl)
no ymonyaHuw libvirt-admin:
admin group = "libvirt-admin"

[ns kaxgon BupTyanbHOW MalUMHbl MOXET OblTb 3a4aH CAMCOK KOHTPONs AocTyna, B
KOTOPOM yKa3sbIBalOTCA CyObeKkTbl 4OCTyna (Monb3oBaTenu u rpynnbl), obnagatolime OCTYNOM K
BUpPTyarbHOW MalunHe. PasnuyatoT Tpu TMna AocTyna K BUpTyarbHON MalUUNHE:

- «[lMpocmoTp cBONCTBY» — OTOBpPaXKeHWe BUPTyarnbHOM MaLUUHbI B CIUCKE U MPOCMOTP ee

CBOWCTB;

- «Mcnonb3oBaHe» — NPOCMOTP CBOWCTB, 3aryck 1 paboTta ¢ BUPTyaribHOW MaLlnHOW;

- «AOMWHUCTPUPOBAHME» — MOSHbIAN OCTYN K BUPTYyanbHOW MalluHe, BKYasa 3anyck,

N3MEHeHMe ee CBONCTB U ynpaBrieHne rnpasamu JOCTyna K Hew.

) inst npoueccopoBs, NoAAePKMBAIOLLIMX TEXHOMOMVIO BUPTYanu3auum.
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Monb3oBaTenu BUAAT B CMCKE BUPTYarbHbIX MALUWH TOMbKO T BUPTYarbHble MaLUWHbI, K
KOTOPbIM UM SIBHO NpeaocTaBrieH A0CTyn.

Mocne co3gaHus BUPTYarbHOM MalUWHbLI CMIMCOK KOHTPOMA AOocTyna nycT U JOCTyn K
BMPTYyanbHOW MallMHe pa3peLleH TOMbKO YrieHaM agMUHUCTPaTUBHOM rpynnbl. [py Hannyum npasa
NCMNOnb30BaHMS NOMb30BaTeENsIM NO3BOSSETCH 3anycKaTb BUPTYarbHYHO MalMHY U paboTtaTb C HEW.
Mpun aToM 3aBepLwNTb PaboTy UM NPON3BECTU UHbIE paspeLLleHHble JeNCTBUS C BUPTYyasibHOM
MaLUMHON MOXET TONbKO MOfb30BaTerb, KOTOPLIN €€ 3anyCTusl.

YUneHbl agMUHUCTPATUBHOW rpynmbl MOTYT 3aBepLuaTb paboTy BUPTYyanbHbIX MalvH OPYrnx
nonb3oBaTenen.

B MOMeHT 3anycka BupTyanbHOM MallMHbl MOAYNb NOAAEPXKKM OUCKPELNOHHOrO yrnpasre-
HWSA JOCTYNOM HasHavaeT BnajenbLeM BUpTyarbHOM MalUMHbl 3anycKaloLero ee nonb3osaTtens,
a rpynnon — rpynny libvirt-gemu. [1pn 9TOM COOTBETCTBYHOLUNE OUCKPELNOHHbBIE aTpUBbyYThI 1
noeHTudmkaTop BnagernbLa npuceanBaroTcs npoueccy BupTyasnbHon MmawunHel B OC n dannam
0bpasoB 1 yCTPOMCTB, NpUHaAnexalinx BupTyanbHon MawuHe. NMpu nocnegyowmx onepaumnax
AaHHas UHopMaLumsa Ucnonb3yeTcs AN ANCKPELNOHHOIO ynpasrieHns AOCTYNOM K BUPTyasbHOM

MaLuuHe.
5.2. MaHgaTHOe ynpaBneHue [OCTYNOM K BUPTyarbHOW MalUuuHe

MaHpgaTHoe ynpasneHue JocTtynom npu paboTe ¢ cepsepom BupTyanusauum libvirt Bbi-
NONHSEeTCs ApanBepoM AOCTyna parsec, cneyuansHo pa3paboTaHHbIM C UCMONb30BaHMEM MpU-
KriagHoro nporpaMMHoro nHtepdenca gpansepos gocrtyna libvirt. OcHoBaHnem gnga npuHATUA
peLLeHnsa O NpegoCcTaBneHnn 4oCTyna SBNAETCs CpaBHEHME MEeTOK 6e30NacHOCTM BUPTYarbHON
MaLUWHbI U NMOMb30BaTesis C Y4€TOM BbINOSIHAEMOW onepauuu.

Bce onepauun ¢ BUpTyanbHOM MalMHOW pasfensarnTca Ha ornepaunmn YTEHUS 1 3anucw,
Hanpumep, onepauun Noy4YeHnsa cnucka BUpTyarnbHbIX MaLLIMH UM MHGOPMaLMK O KOHpUrypauum
KOHKPETHOM MalUWHbI SBMISIOTCA onepaumsMu YTEHUS, a onepauun cosfiaHus, yaaneHus unm
N3MEHEHNS KOH(pUrypaLumm BUpTyasibHbIX MallMH — onepaunammn 3anucu.

MaHgaTHoe ynpaBneHne JOCTYNOM OCYLLECTBASAETCS MO cnegyowum npasunam:

- co3gaBaemas BUpTyarbHas MaluvHa nonyyaet MeTKy 6e30nacHOCTU co3aaloLlero ee

nonb3oBaTens;

- obpas BupTyanbHOM MalWnHbl He obnagaet MaHAaTHbIMK aTpubyTamu (ecnu ans Hero

He 3aJaHa ctaTnyeckas MeTka 6e3onacHoCTu);

- 3anyweHHas BUpTyanbHas MallnHa HacnegyeT MeTKy 6e30macHOCTM 3anycKaroLero

nonb3oBaTens;

- [OCTYN K OYHKLUNOHMPYIOLLEN BMPTyanbHOW MallMHE NPeAoCTaBnsieTCA TOMbKO Npu

paBeHCTBE METOK ©e3onacHOCTK nonb3oBarTens u BI/IpTyaJ'IbHOI7I MaLUWHbI;
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- 0OCTYN K NOMyYeHM0 MHhopMaL MM O BUPTYyanbHON MalUMHE U ee KoHdUrypauumn npego-

CTaBrsieTcs B COOTBETCTBMM C NpaBuriamMn MaHgaTHOro yrnpasreHust 4OCTYNOM C y4eTOM

MeTOK 6e30MacHOCTM Nonb3oBaTensa U BUPTYyanbHOW MaLUUHBbI.

B MOMeHT 3anycka BMpTyanbHOW MallnHbI MOAYSb NOAAEPXKKM MaHOATHOro yrnpaBneHns
AOCTYMOM parsec yCTaHaBNMBaET BUPTYyarbHON MallmMHe MeTKy 6e30nacHOCTU, onpeaeneHHyto
Nno COeANHEHNIO 3anycKatoLLero nonb3oBaTend. JTO OTpaXaeTcs B BUAE HANMYNA JUHAMNYECKUX
MeTOK 6e30MacHOCTU KakK y npouecca BupTyanbHon MawmnHel B OC, Tak 1 y dannos obpasos
N YCTPOWNCTB, NpMHaanexawmx BupTyansHon mawunHe. [Npu nocnegylowmnx onepaumsax gaHHas
MHdOpMaLNA UCMONb3yeTCcs ANA NPOBEepPKNn MaHOAaTHOro JOCTyNa K BUPTyanbHOW MaLluHe.

CyLiecTtByeT BO3MOXHOCTb 3aaHus cTaTudeckon MeTkn 6esonacHocTn. B aTom cnyyae
BUpTYyarnbHas MalnHa MOXeT BbITb 3anyLleHa TOnbKo ¢ 3a4aHHOM MEeTKON 6e30nacHOCTH.

BHUMAHMUE! CywecTtBylOT OrpaHn4eHns no KOHpUrypmpoBaHuO BUPTyarbHOW MaLUMHbI:
B KayecTBe CEeTeBOro agantepa He MOXeT ObiTb BbiIOpaHO YCTPOMUCTBO virtio.

MpumeyaHusa:

1. B cny4ae ucnonb3oBaHus B kayectBe rocteon cuctembl OC BMpTyanbHasi MaluvHa

He OOMKHa 3anycKkaTbCa B MaHAATHOM KOHTeKcTe. BmecTo 31oro Heobxoanmo BbINOMHATD

yAaneHHbIn Bxog ¢ TpebyeMbiM ypOBHEM KOHMAEHUMANbHOCTU JOCTYyNa cpeacTtBaMmum

OC.

2. HactosTenbHO pekoMeHOyeTCs UCMOMNb30BaTb PEXUM «TOMbKO YTEHUE» MpU 3anycke

BMpTyasibHbIX MallnH B HEHYINNEBOM MaHAATHOM KOHTEKCTE.

5.3. Pexxnm «TONbKO u4TeHMe»: 3anpet mMoaudukauum obpasa BUpPTyaribHOWU

MaLUUHbI

Moppepxka (PyHKUNMOHMPOBaHUSA BUPTYarbHOW MaLUMHbI B peXume 3anpeta Mmoanduka-
UMM ee obpasa ocyLlecTBAAETCA cneynanbHbiMM cnocobamm 3anycka BUPTyaribHONM MalUWHBbI,
Nnpun KOTOPbIX OCHOBHOW 00pa3 3alumiiaeTca oT 3anucu. B 3aBucnmocTn ot BbiIGpaHHOMO pexnma
OCyLLEeCTBSAETCA co3aaHne mM3ny4eckon KOnmm unm NpUMEHSIIOTCS pasnnyHble BapuaHTbl co3aa-
HUSA CHUMKOB oBpasa Cc nocnenywmm Ux yaaneHnem nocne 3aBeplueHnsi paboTbl BUPTyanbHOM
MaLLUVHbI.

[aHHbIN pexxum paboTbl Ha3bIBAETCA «TOMNBbKO YTEHUE» U peannuayeTcsl TpeMs crnocobamu:

- BPEMEHHbIN CHUMOK — crnocob 3anycka BUPTYanibHOM MalUWHbI, MPU KOTOPOM OCHOBHOM

obpas 3awumuaeTca ot 3anucu, a Bce pesynbratbl paboTbl Nonb3oBaTens PUKCUpPYOT-

CA BO BPEMEHHOM CHUMKE, CYLLECTBYHOLLEM TOSbKO B Npouecce (OyHKLMOHUPOBaHMUSA

BUPTYyasibHON MalUVHbI;

- CHMMOK — BO BpeMsi 3anycka BUPTyaribHOM MalUMHbl B 3a4aHHOM KaTarnore co3gaeTcs

CHUMOK, yaansiemblii nocre 3aBepLueHnst PyHKLUMOHNPOBaHNSI BUPTYaribHOM MaLLMWHbI;
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- MOrHas KonuMsi — BO BPeMs 3arycka BUpTyanbHOW MaluvHbl B 3a4aHHOM KaTanore
cosfgaeTcs nonHas konus obpasa, yaansiemas nocne 3aeeplleHust PyHKUNOHUPOBaHUS
BMPTYanbHOW MalUVHBbI.

Co3sfaHue NomHom KonMm MOXeT 3aMeaNIiTb NPoLEece 3anycka BUPTyanbHON MalUUHBI MO
npuyMHe KonMpoBaHus obpasa GonbLIoro pasmepa, HO AaHHbIN BapuaHT NO3BONSIET UCMOSb30-
BaTb BO3MOXHOCTU MO COXPaHEHUIO COCTOSIHUSI BUPTYarbHOM MalUVHbI 4SS NOCNeayoLwWwero ero
BOCCTaHOBMEHNS.

Mpn ncnonb3oBaHNM CHUMKOB B Cllydae foboro BbIKMOYEHMST BUPTYyanbHOW MalUMHbI
BCMEACTBUE BbIKMOYEHUS MM annapaTtHoro cbosi cepBepa BUpTyanMsauumn Bce pesynbraTbl

paboTbl BUPTYanbHOM MaLUMHbI ByoyT NOTEPSIHbI.
Karanor pasmelwieHna BpeMeHHbIX (pannoB 3agaeTca B KOHurypaunmoHHoMm dhanne
/etc/libvirt/gemu.conf cnegyroumm KOHPUrypauuoHHbIM napaMmeTpoM:

run_images_dir = "/var/lib/libvirt/runimages"
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6. PETUCTPALISA COBbITUA BE3OMNMACHOCTH

B OC peructpaumsa cobbituii 6e30nacHOCTM peanuayeTcsl MCNoSib30BaHMEM CITy>KObl
auditd.

Cnyx6a auditd BbINOMAHSAET perncrtpauuio cobbiTuin 00bLEKTOB (hansioBON CUCTEMBDI
(ayauT channos) n nonb3oBaTenen (ayamt NpoLeccoB) CornacHo 3agaHHbiM npasunam. Pabota ¢
npasuniamu ayguta onucaHa B n[6.2] Pernctpaums cobbiTuii OCyLLECTBRSETCS B ABOMYHbIE
chaiinel (onucanune npmeeneHo B [6.3)). OnvcaHne HaCTPOVikM NapameTpoB ayauTa NpUBEAEHO
B[6.4l

lNMpMMeHeHMe HaCTpPOEHHbIX NapamMeTpoB ayauTa npoueccoB ocyuiectenderca PAM-
mMoaynem pam_parsec_aud. [10 ymonyaHuto peructpauns cobbiTuim ayguTa NnpoLeccoB BKNOYEHA
B PAM-cueHapuun: fly-dm, fly-dm-np, login, su, sshd, sumac.xauth. [ina perncrpaumu
cobbITUN ayguTa NpoLEeCccoB Nonb3oBaTens, Npoxoasilero ayteHTudmkaumo Yyepes gpyrne PAM-
cueHapumn, HeobXxoaUMO BKIHOYUTbL B COOTBETCTBYHOLLME CLEHapun CTPOKY cneayroLero BMaa:
session required pam parsec_aud.so

B 6ubnuotekax nogcuctembl 6esonacHoctn PARSEC peanu3oBaH nporpaMMHbINA NHTEpP-
denc ans perncTpaumm cobbiTUn C UCNONb30BaHNEM CYXXObl perncTpaunmn cobbiTuin 6esonac-
HocTn OC, NpuMeHsieMbIvi Ans perucTpaummn cobbituii B CYB[ PostgreSQL (onucaHo B [6.6) 1

KoMMnekce nporpaMmm 35IEKTPOHHOW MOYThI.
6.1. NpaBuna perncrpaumm coobITUN

Pernctpauus cobbITnin ocyLecTBNSEeTCS B COOTBETCTBUM C NpaBunamMu ayauTa, npasuna
Aenatcsa Ha ABa Tuna:

1) BpemMeHHble — OENCTBYKOT A0 Nepes3arpy3km CUCTEMbl. TakMe npaBuna 3agarTcs
nocpencTBOM MHCTpyMeHTa auditctl;

2) NOCTOsSIHHble — OEWCTBYIOT Bcerda, gaxe nocre nepesarpy3ku cuUctembl. Takue
npasuna 3agatTcs B dpannax opmarta *.rules, pacnonaralluxca B Kartanore
/etc/audit/rules.d/.

MogpobHoe onncaHue npasun ayamta, a Takke CUHTaKCUC UCMOSb30BaHUSA MHCTPYMEHTa

auditctl npuBeaeHsbl B CNpaBOYHOM CTpaHULE man auditctl.

Mpumepbl:

1. 3anucbiBaTb BCe CUCTEMHbIE BbI30BbI OT npoLecca ¢ naeHtndgpukaropom (PID) 1005
auditctl -a exit,always -S all -F pid=1005

2. 3anucbiBaTb BCe hainbl, OTKPbITbIE NOb3oBaTenem ¢ naeHTudgukatopom auid 510

auditctl -a exit,always -S open -F auid=510
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Mpu goGaBneHnn NOCTOSIHHLIX NpaBun ayauta B dpannax Ucrnonb3yeTcs CUHTaKCUC UH-

CTPyMeHTa auditctl 6e3 ykaszaHus UMEHU MHCTPYMEHTA.

Mpumep
3anncbiBaTb BCe CUCTEMHbIE BbI30BbI OT npouecca ¢ naeHtudukatopom (PID) 1005

-a exit,always -S all -F pid=1005

MpaBuna, Heobxoaumble Ana paboTbl BCTPOEHHOro ayauTa, 3adaHbl B aune
/etc/audit/rules.d/10-parsec.rules:
- ayauT npoueccoB (OaHHoe npaBurio Heobxoammo Ana paboTbl yTUNMT useraud U
psaud):
-a always,exit -F subj_type=psaud -S all -k parsec-p
rie -a always, exit — 3anucbiBaTb COBbITUSA B XypHan, 4o6aBuTb NpaBuio B CIUCOK
exit (cobbITnsa, NpoucxoasLume nNpu BbIXoge N3 CUCTEMHOIO BbI30BA);
-F subj_type=psaud — obpabaTbiBaTb NpaBuna, 3agaHHble yTunntamm
useraud U psaud;
-S all — nepexBaTbiBaTb COOLITUA NPU NOObLIX CUCTEMHbBIX BbI30BAX;
-k parsec-p — NPUCBOUTDL KIoY PUNbTPaUUN parsec—p COBbITUSM NO JAHHOMY
npaswuny;
- ayauT dannoB (gaHHoe npaBwusio Heobxoaumo ans paboTbl KoMaHL getfaud u
setfaud):
-a always,exit -F obj type=faud -S all -k parsec-f
rpe -a always, exit — 3anucbiBaTb COObITUS B XypHan, 4o6aBuTb NpaBusio B CNMCOK
exit (cobbITna, NnponucxoadLLmne nNpu BbIXoge N3 CUCTEMHOIO BbI30BA);
-F obj_type=faud — obpabaTtbiBaTb NpaBuna, 3agaHHble komaHaon setfaud,
-S all — nepexBaTbiBaTb COOLITUA NPU NOOBLIX CUCTEMHbBIX BbI30BAX;
-k parsec-f — NpUCBOUTL K1Y unbTpaunm parsec—£ cobbITUAM NO JaHHOMY
npasuny.
B pononHeHue K aTMM npaBunam MOXHO 3agaBaTb COOCTBEHHbIE NpaBuna ayamTta.
[MocTosiHHbIE NpaBuna pekomeHayetcsa AobaenaTe B pann audit.rules, pacnonoxeH-
HbIK B KaTanore /etc/audit/rules.d/. [Npn xenaHmm MOXHO co3gaTtb B AaHHOM KaTarnore
HOBbIN (bann popmaTa *.rules C NPOU3BOSIbLHLIM UMEHEM U 3a4aTb B HEM HYXXHble NpaBuna.
dann audit.rules MOXHO pefakTUpOBaTb BPYYHYH WUSIM C MOMOLLbLI rpadouyeckon yTumnm-
Tbl system-config-audit (cM.[6.4). Opyrve dainbl npaBun MOXHO pefakTMpoBaTh TOMbKO

BPYUHY!IO.
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6.2. Pernctpauusa cobbiTuiM Ha OCHOBE MeTOK 6e30MacHoOCTH

B OC nopnepxumBaetcsa perncrpaumsi cCobbiTun Ha OCHOBE MeTOK 6e30nacHOCTU CyObHLEKTOB
n o6bekToB. [1Ns1 3TOro UCNomnb3yTCA NapamMeTpbl subj_type U obj_type U onepauum «=»
(paBHO) 1 «!=» (He paBHO) C HUMW.

MeTka nmeet cnegyowmn sug (npu aTom noboe 13 s3Ha4yeHUn MOXET ObITb NYCTbIM):

<YpoBeHBL>:<YpPOBEHb_LIeJIOCTHOCTHU> : <KaTeropuu>: <Tum>

Mpumep
Pernctpaumsa cobbiTuii goctyna k obbektam kaTanora cyObekramu HyrneBOro YpoBHS
KOHGMAeHUNanbHOCTH

-a always,exit -S all -F dir=/var/levell dir -F perm=rwxa -F subj_ type=0:::

6.3. XKXypHan ayauTa

Cnyxba auditd peructpupyetr cobbiTua 6e3onacHOCTM B >XypHane ayauta
/var/log/audit.

[nsa npocmMoTpa XypHana ayguTta ucnonb3yeTcs rpaduyeckas ytunuta ksystemlog
(«CucCTeMHbIN XXypHan»), onnucaHne yTunuTbl NPUBEAEHO B S5IEKTPOHHOW CripaBKe.

Takke mMHpopmauus o cobbiTuax ayamta MoxeT obpabaTbiBaTbCs MOACUCTEMOWN pe-
rmctpaummn cobbitun (cm. PYCB.10015-37 95 01-1) n 3anucbiBaTbCa B XXypHan CoObITUN
/var/log/astra/events.

Ona npocmoTpa KypHana cobbiTUA  MCnonb3yeTca  rpadudeckas  ytunmta
fly-event-viewer («KypHan CUCTEMHbIX COObITUAY), ONUCaHWE YTUNUTbI NPUBEAEHO
B 9NEKTPOHHOW CripaBke.

[encTteusa ¢ xypHanom ayamTa cnyxbbl auditd (yaaneHue, nepenmMeHoBaHue, nepe-
MeLLEeHne hanna XypHana ayauTa) permcTpupyroTcs nogcuctemMon permctpauum cobbitui m
YKa3bIBalOTCS B XXypHarne coObITUN.

Jencteus ¢ xypHanom cobbiTun (yaaneHue, neperMeHoBaHue, nepemeLLeHne, potaums
hanna xypHana cobbiTU) PpernmcTpUpyrTCA NOACUCTEMOMN perncTpaumm codbITUn U YKa3blBaloTCS
NepBON 3anu1Cblo B XXypHane cobbITuiA, a Takke perncTpupyrotcsa cnyxbom auditd v ykasbiBaloTcs

B XXypHane ayauTa.
6.4. CpeacTBa ynpaBneHus peructpaumen cobbITumn

6.4.1. N'pacpnyeckme ytunurbl
[nsa ynpasneHus permctpaumen cobbiTuii 1 NpoCMOTpa KYpPHANoOB MOryT UCNOMb30BaTbCA

cnegytowme rpacgmyeckne yTunuTbl (onnucaHue yTUnuT JOCTYMHO B 35IEKTPOHHON cnpaBke):
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- fly-admin-smc («YnpaBneHne NonvTmukon 6e3onacHoOCTN») — ynpaeneHne ayauTom,
npuBUIErMAMU U MaHAATHLIMK aTpubyTammn nonb3oBarenen, paborta ¢ Nnonb3oBaTensiMn n
rpynnamu;

- system-config-audit («KoHurypaums ayamta») — BKIOYEHNE U BbIKIHOYEHNE
pernctpaumm cobbiTMiA, HacTponka cnyxbbl auditd, HAcCTpoKrKa XypHana ayguTa, a
Takke gobasneHuwe, yaaneHue n pegakTupoBaHue npasun ayauTa;

- fly-admin-events («HacTporka permctpaunmnm CUCTEMHbIX COBLITUNY) — yTUNUTa U3
cocTaBa nogcuctembl permctpaummn cobbitm (cm. PYCB.10015-37 95 01-1), B KOTOpOM
AOCTYMNHO ynpasreHne pernctpaumen cobbiTuin 3anycka n oCTaHOBKU CNyX0bl auditd,
nobasneHus v yganeHusa npasun auditd, perucrpaumst AEeNCTBUI C XXypHanom aygura,

a Takke BO3MOXHO gobaBneHue npasun ayguTta.

6.4.2. getfaud

KomaHnaa getfaud CnyXuT Ans norlyYyeHus CriMckoB NpaBui pernctpaumm cobbiTuin Hag,

darnoBbiMn o6bekTamu. CrneaytoLme cobbiTUS AOCTYNHbI AN perncTpauum:

- 0, open — OTKpbITUE dhanna;

- ¢, create — co3gaHve anna;

- X, exec — UCNonHeHne ganna;

- u, delete — yganeHue danna (B katanore);

- r, acl — cmeHa ACL;

- n, chown — CMeHa Brnagernbua,;

- m, mac — U3MEHEHNE METKY;

- y, modify — nameHeHue ganna;

- a, audit — M3MEHEHMNE cnncKa perncTpupyemMblx cobbiTuin ganna;
- d, chmod — U3MeHeHue npas gocTtyna K danny.

MHd)OpMaLI,I/IFI O ClMKncKax nocblylaeTcd Ha CTaH,D,apTHbIVI BbIBOO N MOXET ABJTATbCA BXOO4HbI-

MW JaHHbIMW AN KOMaHapel setfaud, onMcaHne koTopoii npuseaeHo B [6.4.3]

CuHTaKkcmnc komaHAapbl:

getfaud [<mapameTp> [<napameTp>...]] <@amme u/unu_KaTanioru>

OnucaHne napameTpoB getfaud npmBeaeHo B Tabnuue 32,

Tabnwnya 32
MapameTp OnucaHue
-d, -—default PaboTtaTb CO CMMCKOM NpaBuIl perMcTpaumm no yMonyaHuo
-R, --recursive [lns nogkatanoroB pekypcuMBHO
-1, --logical CnepoBatb MO CUMBOSIMYECKUM CCbINIKaM
-P, --physical He cnenoBaTtb N0 CUMBONMUMYECKUM CCbIfTKam
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OkoHyaHue mabnuuei 32

MapameTp OnucaHune
, BbiBOAUTb MHGOpMaumio o chrnarax perncrpaumm cobbiTun B umdpoBon
-n, ——numeric
dopme
-1, --long BbiBOOMTL dhnarm perncrpauumn cobbiTui B ANNHHOW hopme

-p, ——absolute-names | ADCONIOTHbIE MMEHA

-c, ——omit-header He nokasbiBaTb 3arofioBok (MMs ¢harna)
-s, ——skip-empty MponyckaTtb thannsl ¢ NycTbiMu aTpnbyTamm
-h, --help BbiBecTn cnpaBky v BbINTU

-v, --version BbiBeCTM MHpopmMaLnio o BEpPCUN U BbIATU

OnuncaHne KkomaHabl NpUBeAEHO B CNPAaBOYHON CTpaHuue man getfaud.

6.4.3. setfaud
KomaHaa setfaud ycTaHaBnuBaeT Ha gannbl CIUCKN NpaBui pernctpaumm coobITUN.
lMpaBuna 3agatoTca UNn B KOMaHOHOW CTpoKe (napameTpbl —s, —m), Unn B dparnax (napameTpbl
-S, =M, -B). [pun atom dhainbl MoryT ObiTb ChOpMMPOBaHbLI C MOMOLLLIO NepeHanpaBneHns BbiBoga
koMaHabl getfaud (cm. [6.4.2).
Tonbko agMUHUCTPATOP MOXET M3MEHATb CMUCKU NpaBun pernctpawumm cobbitnin y dan-
nos.
CuHTakcmnc komaHAapbl:
setfaud [<napamerp> [<mapameTp>...]] [<nopaBuna_perucrpauumn>] <Panmwer>
[MpaBuna peructpauuun 3agaroTca B BUAE:
[u:<momnbz3oBaTeny>:<fyaru_perucTpaluu> ]
[, g:<rpynmna>:<dnaru_perucrpauumn>][,o:<dnaru_perucrpauuu>], ... ,
rie <mnonb3oBaTenb> U <rpymnna> — CUMBOSIMYECKNE UMW YUCTIEHHblE UAEHTUdMKATOpPSLI
nonb3oBaTens v rpynnoi;
u: — npaBuIIo ANA Nonb3oBaTens;
g: — NpaBuno Ans rpynnsol;

O : — MnpasnIio And oCTtalibHbIX.

dnaru perncrtpaunm 3agaroTcAa B BUae:
<$maru_perucTpanuu> := <@jarmu_yCIEmHLHX_ Oolepalunn>
[[:<dmaru_HeycHnemHHX_omnepauuu>], ...]

Mpn aTtom chnarn onepaumin MOryT UMeTb BUA:
<+|-><uMs_perucTpupyeMoro_coburus>, . . .
(Hanpumep, +exec, —open) Unu:
[+]-]1<umcrno>

nnun.
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<CcoOKpalleHHOE_WMs_perucTpupyeMmoro_coburusa#l>
<COKpameHHOe WMs_PEeruCTPUPYEMOro_CObuTua#2>. . .
(Hanpumep, ou — +open, +delete).
Mpumep
AyauT Bcex onepauun (KpoMe n3aMeHeHus danna) — Kak yCrneLuHbIX, Tak U He yCneLHbIX

— ¢ pannom <filename>, NPOM3BEAEHHbIX KEM-TNOO N3 OCTANbHbIX:

setfaud -m o:oxudnarmc:oxudnarmc <filename>

OnvcaHne napaMeTpoB setfaud npuBeaeHo B Tabnuue [33]

Tabnuuya 33
MapameTp OnucaHve
-s, —-set YCTaHOBUTb CMIUCOK PErMCTPUPYEMBIX COOLITUIN U3 KOMAaHLHOW CTPOKK
-b, ——-remove YaanuTb BCe 3N1IEMEHTbI CMMCKa PErmMcTpupyemMbIX COObITUI
-m, -—modify N3mMeHuTb nnn 4obasBuTb 3NeMeEHTbI CNncka M3 KOMaHOgHOW CTPOKU
-d, -—default PaboTaTtb CO CNMCKOM perncTpupyembix COBbITUI NO YMONMYaHMIO
-S, ——set-file YCTaHOBUTb CMUCOK permcTpmpyemMbix cobbiTnin n3 cdanna
-X, -—remove-all YaanuTb BCE CMUCKU PErNCTPUPYEMbIX COObITUIA
M, —-modify-file |/|3|\\/‘IeHVITb unu 0ob6aBnTb ArNEeMeHTbl CNUCKa PerMcTpupyembix cobbliTuin U3
danna
-B, —-restore BoccTtaHoBUTL aTpubyThl U3 danna
-R, -—recursive [na nogkaranora pekypcuBHO
-L, --logical CnepoBatb N0 CUMBOSIMYECKNM CCbIfIKam
-P, -—physical He crnepoBaTtb N0 CMMBOIMYECKUM CChINKam
-h, --help BbiBeCTy cnpaBky 1 BbIATH
-v, --version BbiBeCcTM nHopmaLmnio o BEpcUn 1 BbITU

Cnucok perncTpupyembix CoObITMI, @ Takke onMcaHme KoMaHabl, npmBegeHoO B CripaBoy-

HOM CTpaHuue man setfaud.

6.4.4. useraud

KomaHaa useraud no3BonsieT NpocMaTpmBaTtb U U3MEHSATb NpaBuna pernctpaumum cobbl-
TWUN OnNs nosib3oBaTenen:
useraud [-dnghvolm] [umsa_nomnb3oBaTend(rpynne) ] [draru_perucrpalunu]

dnaru perncrtpaunm 3agaroTcAa B BUae:
<$maru_perucTpauuu> := <fyjarmu_yCIEemHLHX_ OoIlepalunun>

[[:<@maru_HeycCHnemHHX_omnepauuu>], ...]

Mpn aTom chnarn onepaumin MOryT UMeTb BUA:

<+|-><uMs_perucTpupyeMoro_coburus>, . . .

(Hanpumep, +exec, -open) Unu:
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[+]-]1<umcrio>
nnu:
<COKpameHHOe uMsl_pPerucTpupyeMoro_coburus#l>
<COKpalleHHOE_UMs_PEerhCTPUPYEMOrO_COobHTUA#2>.
(Hanpumep, ou — +open,+delete).
CuHTakcuc KOMaHAabl:
useraud [<napameTp> [<napameTp>...]] [nosb3oBaTens/rpymnmnal

OnvcaHve napaMeTpoB useraud NpuBeaeHo B Tabnuue [34]

Tabnuuya 34
MapameTp Onucanue
-d, --delete C6pocuTb Npaeuna perucrTpaumnm codbiTun
-n, ——numeric BbiBecTu chnarn B wectHaguatepmyHom chopmarte
-1, --long OnuHHBI bopmaT BbIBOoAa driaros
-g, ——group Ons rpynnbl (N0 yMOM4YaHUio — A5 Nonb3oBaTensl)
-0, ——other [nsa octanbHbIX (No6on Nonb3oBaTenb)
-m, --modify M3meHuTb cyuiecTBytoLee npaBuno
-h, --help BbiBecTu cnpaBky v BbIATH
-v, —--version | BblBECTU UHOPMALUIO O BEPCUM U BLINTH

OnuncaHne komaHAabl npmBegeHo B cnpaBquoﬁ CTpaHuue man useraud.

6.4.5. psaud

KomaHaa psaud no3BoOMSieT U3MEHUTb UKW cYUTaTb NpaBuna perncrtpauumn cobbiTui
BblOpaHHOro npouecca. Ecnun npaesuna perucrpaumm cobbITUN HE YKa3aHbl B KAYECTBE apryMeHTa,
TO KOMaHAda BbINOJTHAET X CHUTbIBaAHWME C npouecca, 3agaHHOro napamMeTpom (I/I,El,eHTM(bI/IKaTOp
npouecca).

Tonbko agMUHUCTPATOP MOXET YCTaHABNMBATb M CYNTLIBATL NpaBuia perncrpaumm coobbl-
™mn ayaunTa rnpoueccos. I'Ipanma perncrpauunmn cobbITUN HacneayrTcAa NopoXXaeHHbIMW rpouec-
camMu.

CuHTakcuc KOMaHAbl:
psaud [<mapameTp> [<napameTp>...]] [<npaBuna_ perucrpaunuu> ]

Ecnun napameTp npaBuna permctpaumm cobbITUii NPUCYTCTBYET, TO KOMaH4a ycTaHaBnmBa-
€T npaBuna Ha npouecc. [NpaBuna 3agatTcsa B BUAE:
<pmaru_perucrpauun> := <@rjaru_ycCIemHHX oNepalui>

[[:<dmnmaru_HeyCHemHHX onepanuu>], ...]

Mpwn aTom cpnaru onepaunn Moryt UMeTb BUA;

<+|-><uMsa_perucTpupyeMoro_coburus>, . . .

(Hanpumep, +exec, —open) Unu:
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[+]-]1<umcrio>

nnn:

<COKpameHHOe uMsl_pPerucTpupyeMoro_coburus#l>
<COKpaleHHOE UHMs_PEeruCTPUPYEMOT'O_COOHTUa#2>. . .
(Hanpumep, ou — +open,+delete).

OnvcaHve napaMeTpoB psaud npvBeaeHo B Tabnuue [35]

Tabnuuya 35
MapameTp OnuncaHue
-d, —-delete CHaATb BCe npasunia permcrpauum cobbiTui ¢ npouecca

-n, ——numeric BbiBOOMTL MHpOpMaLMo 0 NpaBunax pernctTpalmm cobbITuin B YACNIEHHOM BUAe

-1, --long BbiBOOMTb MHpOpMaLMO 0 NpaBuiax permcTpaumm cobbiTuii B 4SIMHHON dhopme
-h, --help BbiBECTM CnpaBKy U BbIATH
--version BbiBECTM MH(pOPpMaLNIO O BEPCUN U BbIATH

Cnuncok cobbITUIA MOXXHO NMPOCMOTPETb HA CTPaHMLE NOMOLLM KOMaHdbl —h psaud.

OnuncaHne KomaHbl NPUBEOEHO B CMPaBOYHON CTpaHuLe man psaud.

6.4.6. ausearch

KomaHaa ausearch npegHasHadeHa Ans npocMmoTpa ABOUYHBIX (0annos XypHarna peru-
cTpauumn cobbITUN sapa, a Takke cobbITUI NONb3oBaTenNs.

CuHTakcuc KomaHgpbl:
ausearch [<mapamerp> [<napameTp>...]]

OnucaHue napameTpoB ausearch npuseaeHo B Tabnuue [36]

Tabnuua 36

MapameTp OnucaHune

Mownck cobbITUN c 3aaHHbIM naeHTMdnkaTopom Cco0bl-
™. CoobLleHus 00ObIYHO HaYynHatoTcsa c 3anucu BMAaa
-a, ——event msg=audit(1116360555.329:2401771). WpeHtudukatop cobbl-
T™MsE — 4mucno nocne «:». Bce coObiTvsi ayguTa, cBsi3aHHble C OO4HUM
CUCTEMHbIM BbI3OBOM, MMEKOT OAMHAKOBbLIA naeHTudmkaTop

-c, ——comm MckaTb cobbITna ¢ 3agaHHbIM MMEHEM MCMONHAeMoro danna 3agaym

BbiBeCTM MHGOPMaLMIO O HEKOPPEKTHBLIX COObITUSAX, HE NONABLUNX B CTaH-

-—-debug .
OapTHLIN BbIBOA, OLUMBOK
o oxit MckaTb cobbiTs No 3agaHHOMY Koy 3aBEpPLUEHUSI CUCTEMHOIO BbI30Ba UK
-e, ——ex1 .
Koady nocrnegHen owmnoku
-f, --file MckaTb cobbiTnS ¢ 3agaHHBIM MMeHeM doarna

WNckaTb cobbitua ¢ 3agaHHbIM 3EKTUBHBLIM UM 0ObIYHBIM MOEHTUdNKATO-

93, ~-gid-all pOM rpynnbi
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lNpodomxkeHue mabnuubsl 36

MapameTp

OnucaHne

-ge,
--gid-effective

WNckaTb cobbliTus ¢ 3agaHHbIM 3EKTUBHBIM MOEHTUMKATOPOM Fpynmbl
UM UMEHEM Tpynnbl

-gi, --gid

WNckaTb cobbiTusi ¢ 3agaHHbIM MOAEHTUMKATOPOM rpynmbl UM UMEHEM Fpyn-
Mbl

-h,

--help

BriBectun cnpaBky

-hn, --host

MckaTb cobbiTus ¢ 3agaHHbIM UIMEHEM y3na. Nmsa y3na Moxet ObITb UMEHEM
y3na, NofiHbIM JOMEHHbLIM UMEHEM UINn ceTeBbiM apecomM

_L

--interpret

TpaHcnnpoBaTb YNCMOBLIE 3HAYEHUS B TEKCTOBbIE. Hanpumep, ngeHTudguka-
Top nonb3oBatens 6yaeT TpaHCNMpoBaH B UMS Nonb3oBaTtens. TpaHcnsaums
BbINOSTHAETCSA C UCMOMNb30BaHMEM JaHHbIX C TOW MalUWHbI, rae 3anyLueH
ausearch

-if, ——input

Ncnonb3oBaTb ykasaHHbIN (aiin unm katanor BMecTO XypHana ayauTa.
MoxeT ObITb NONE3HO NpY aHanM3e XypHana ayauta ¢ Apyro MawyHbl Uiu
npu aHanmae 4acTUYHO COXPaAHEHHOrOo XypHana

--input-logs

Mcnonb3oBaTb pacrornioxeHue anna KypHana, YykasaHHoe B
auditd.conf, B KayecTBe BXOAHbIX AaHHbIX ANA noucka. JTO Heob-
XOAMMO MPW UCNONb30BaHUN ausearch B 3ajade cron

--just-one

Nckatb go nepBoro coenageHunsa

-k,

--key

MckaTb cobbiTus ¢ 3aAaHHbIM KJ1l04eBbIM CJTOBOM

_l,

——-line-buffered

OuncTuTb BbIBOA KaXxaowm CTPokn. MoxeT ObITb NonesHo, korga ctaHaapT-
Hbli BbIBOA KOHBENEPHO nepeHanpaenseTcs U MCNoNb3oBaHWe cTpaTernm
Oydepusaumnmn 61oKoB MO YMOMYAHUIO HeXenaTenbHo

WNckaTtb cobbiTna ¢ 3agaHHbIM TUNOM. BO3MOXHO ykasaTb CMMCOK 3HAYEHWHN,
pasgeneHHbIX 3anaTbiMy. [ns nonyyYeHus BCeX COOOLLEHMI CMCTEMbI ayauTa

-m, ——message ykasaTb TMn ALL. Ecnu ykasaTtb AaHHbIM napameTp 6e3 3HaveHus, byget
BblBEEH CMUCOK AOMYCTUMbIX TUNOB. TUM COOBLLEHNS MOXET OblTb CTPOKOWN
NN YUCnom
n node BbiBeCcTn cobbITUS C ykazaHHOW MaluMHbl. BO3MOXHO yKa3aTb HECKOMbKO
’ MaLLVWH, Torga BbIBOAATCA COObITMA ANA KaXaoW U3 yKa3aHHbIX MaluuH
-0, ——object WNckaTb cobblTUS ¢ 3aAaHHbIM KOHTEKCTOM (0ObeKkToM)
-p, ——-pid WckaTb cobbiTus ¢ 3agaHHbIM naeHTurkatopom npouecca
-pp, —-ppid WckaTb cobbITus ¢ 3agaHHbIM MOEHTMUKATOPOM POAUTENBCKOrO npoLecca
r raw HeobpaboTaHHbIN BbIBOA,. Mcnonb3yeTcs AN M3BMeYeHus 3anucen gns

JanbHenwero aHanunsa

-sc, ——-syscall

NckaTb cobbITnst ¢ 3a4aHHbIM CUCTEMHBLIM BbI30BOM. MOXHO yka3saTb ero
Homep unn ums. Ecnn ykasaHo nvs, oHo Oyaoet NpoBeEpPEHO Ha MaluvHe, rae
3anyleH ausearch

-se, ——context

NckaTb cobbiTA C 3agaHHbIM KOHTEKCTOM (scontext/subject wunu
tcontext/object)

-su, —-subject

MckaTb cobbiTus ¢ 3agaHHbIM KOHTEKCTOM scontext (subject)

—SV, ——sSucCcess

MckaTb coObITMS ¢ 3adaHHbIM GiaroM yCreLHOro BbiNnofHeHus. [Jonyctu-
Mble 3Ha4YeHUs: yes (YCNELLHO) N no (HeYyCneLuHo)
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OnucaHne

NckaTb cobbITus, KOTOpble MPOU3OLUNN B YKa3aHHOE BpeMs UNu paHbLue.
dopmat aatbl U BpEMEHM 3aBUCUT OT pernoHarnbHblX HacTpoek. Ecnn gata
He ykasaHa, To nogpasymeBaeTcs Tekyluh aeHb (today). Ecnn He yka-
3aHO BpeMms, TO nogpasymMmeBaeTcs TEKYLLUMA MOMEHT (now). Micnonb3yeTtcs
24-yacoBas HoTaumst BpeMeHu. Hanpumep, gata MOXeT ObiTb 3ag4aHa Kak
10/24/2005, aBpema — 18:00:00

MNapameTp
-te, ——end
-ts, ——start

MckaTb cobbITUS, KOTOpblE MPOU3OLLSIN B YKa3aHHOE BPEMSI UM MO3XKeE.
dopmart gatbl U1 BpeMeHU 3aBUCUT OT perMoHanbHbIX HacTpoek. Ecnu gata
He yKasaHa, TO nogpasymeBaeTcs Tekylwmi geHb (today). Ecnn He yka-
3aHO BpeMs, TO nogpasymeBaeTcs nonHovb (midnight). Ucnonbayetcs
24-yacoBas HoTaums BpeMmeHu. Hanpumep, gata MOXeT ObiTb 3adaHa Kak
10/24/2005, aBpema — 18:00:00

-tm, -—terminal

NckaTb cobbiTvs ¢ 3afaHHbIM TepMUHaAnoM. HekoTopble AeMOHbI (Hanpumep,
cron U atd) UCNONb3yT UMSA AEMOHa Kak UMs TepMuHana

-ua, —-—uid-all

MckaTb coObITus, y KOTOPbIX MAEHTUdUKaTop nonb3oBarens, acpdekTns-
HbIN naeHTUdUKaTop Nonb3oBaTend unn loginuid (auid) coBnagaroT C
3agaHHbIM nAeHTUMKATOPOM Nonb3oBaTens

-ue,
—-uid-effective

WNckaTb cobbiTus ¢ 3agaHHbIM 3¢ EKTUBHBIM MOEHTUDOMKATOPOM MOSb30Ba-
Tens

-ui, —-uid

MckaTb cobbiTna ¢ 3agaHHbIM VI[J,eHTVId)VIKaTOpOM nonb3oBartens

-ul, --loginuid

WNckaTb cobbITUA ¢ 3aaaHHbIM MAeHTUdUKaTopoM nornb3osartens. Bce npo-
rpammbl, KOTOPbIE Ero UCMOMb3YHOT, AOMKHbI UCMONb30BaTh pam_loginuid

-uu, —-uuid

MckaTtb cobbiTva ¢ 3a4aHHbIM uuid

-v, ——verbose

lMoka3aTb BEpPCUIO U BbIATK

-vm, ——vm-name

CoBnageHue ¢ nonHbiM crioBoM. NogaepxunBaeTca angd umenun darna, nme-
HW y3ra, TepMMHana n KOHTeKcTa

-w, ——word

Monck No 3agaHHOM CTPOKe C MOrnHbIM coBrnageHueMm. MNogaepxusaeTca agns
nMeHu danna, MUMeHn y3na, TepMuHarna U KOHTeKkcTa

-xX, ——executable

MckaTb cobbiTna ¢ 3agaHHbIM MMEHEM WUCMONHAEMOM nporpamMmmbl

OnuncaHne KkomaHabl npmBegeHoO B cnpaBquoﬁ CTpaHuue man ausearch.

Mpumepbl:

1. OT06pa3nTb cobbITUA NPOLECCOB M Nonb3oBaTenemn

ausearch -i -ts

"11:35:35" -te "11:36:00" -k parsec-p

2. Peructpaumsa cobbitui ¢ hannamm

ausearch -i -ts

"11:35:35" -te "11:36:00" -k parsec-f

3. MpoTokonupoBaHue CobbITUI, CBA3aHHbLIX C MaHAATHLIM yNpaBneHneM JOCTYNOM U

ayauTom

ausearch -i -ts

"11:35:35" -te "11:36:00" -m avc

4. lNMpoTokonupoBaHMe codbITUIA, NPUXOOALLNX OT NOoNb30BaTeENs

ausearch -i -ts

"11:35:35" -te "11:36:00" -m user_avc
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6.4.7. lononHuTenbHbIe NapaMmeTpbl perucTtpayum coobITUn

ﬂ,J'IFI TeCTUnpoBaHUA OC Ha HoBbIX annapartHbIX KOH(*)VIpraLl,VIFIX MOXHO OTKJTHO4UTb perun-
cTpauunto Ha6opa CUCTEMHbIX BbI3OBOB OAHNM U3 Crieayrolwmnx Ccnoco0oB:

1) OTKITHIO4HEeHne perncrtpaumnnn CUCTEMHbIX BbI3OBOB, HE UCMOJb3yeMbIX ONA MaHOAaTHOro

ynpaslieHnA OOCTYMNOM. ,D,J'IFI 3TOro HeOGXOLII/IMO BbIMOJTHNTb KOMaHAOY:

echo 1 > /parsecfs/disable-non-mac-audit

Ecnu BbiBOO KOMaHAb!:

cat /parsecfs/disable-non-mac-audit

paBeH 1, TO permcTtpaumna CUMCTEMHbIX BblI3OBOB, HE UCMOJIb3yeMbIX A4 MaHOaTHOIo

ynpasrneHnAa 4OCTYNOM, OTKITHOYEHa,

2) OTKNMKO4YEeHUEe perncTpaumnm BCeEX CUCTEMHbLIX BbIS3OBOB. ,D,J'IFI 3TOIo HeO6XO,EI,VIMO BbINOJ1-

HUTb KOMaHL4y:

echo 1 > /parsecfs/disable-all-audit

Ecnu BbiBOg, KOMaHAb!:

cat /parsecfs/disable-all-audit

paBeH 1, 1O perncrtpauuna BCcex CUCTEMHbIX BbIS3OBOB OTKITHOYEHA,;

3) oTkn4YeHne permcTpaunm 3anpeToB AOCTyna (Ha OCHOBE MaHAATHOrO ynpaBneHus

AOCTYMNOM):

echo 1 > /parsecfs/disable-denied-audit

Ecnu BbiBOO KOMaHAb!:

cat /parsecfs/disable-denied-audit

paBeH 1, TO perncTpaums 3anpeToB A0CTyna OTKMYEHa.
6.5. CpeacTBa LleHTpanuM3oBaHHOro ayauTa U NPOTOKONMMpPOBaHUS

B coctaB OC BxoguT nporpammHoe cpeactBo Zabbix, obecnevnBatowiee pyHKUNOHAN
AnNsi HACTpPoOWKK, cbopa AaHHbIX 1 MOHUTOPUHIA COCTOAHUSA CETU, a TaKKe XKM3HECNOCOBHOCTU 1
LEeNnocTHOCTK pecypcoB ceTu. OnncaHmne yCTaHOBKM M HAacTponkmn Zabbix npMBeaeHo B JOKYMEHTE
PYCB.10015-37 95 01-1.

6.6. Peructpaumsa co6bitun B CYB1 PostgreSQL

6.6.1. Pexxnmbl pernctpaumm coobIiTumn

B CYB[ PostgreSQL ana HacTporku pexumma permcrpauum cobbiTUN UCNOnb3yeTcs
KOH(pUrypaumnmoHHbIn napameTp ac_audit_mode dpanna postgresqgl.conf. OTOT napameTp
MOXET ObITb M3BMEHEH TONMbKO Nepe3anyckoM cepeepa. lNapameTp MOXeT NnpuHMMaTh cneayoLwime
3HaYeHNS:

- internal — Ons HACTPOWKN permcTpaunmn cobbITUN CMONb3YKTCS COOTBETCTBYHOLLME

komaHabl SQL, a HacTporkn xpaHaTca B Tabnvue pg_db_role_settings;
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- external — Ons HACTPOMKM perncTpaumm cobbiTU UCMONb3yeTCs BHELWHUN dann
pg_audit.conf;

- external, internal — CMeLWaHHbIN pexum. HacTporkn pernctpauum codbbitum 6e-
pyTCs CHayana u3 BHelwHero anna pg_audit.conf, nocne 4yero AOMNOMHAKTCA Ha-
cTpovikamu n3 Tabnuubl pg_db_role_ settings;

- internal, external — CMeLWlaHHbIN peXxumMm. HacTporkn pernctpauum cobbitum 6e-
pyTCca cHayana mn3 Tabnuubl pg_db_role_settings, Nocne 4Yero AONOSHATCA Ha-
CTpoOMKamMu 13 BHelwHero panna pg_audit.conf;

- none — perucrpauua COObITUIN OTKITHOYEHA.

6.6.2. HacTpouka macku peructpaumum coobITUN

B CYB[ PostgreSQL Bepcun 11 macka permctpaumm cobbiTu ycTaHaBnMBaeTcAa B Npo-

Lilecce aBTOpM3aLUKN Nonb3oBaTeNs CornacHo BbIGpaHHOMY peXxuMMy perMcTpauumn coobiTuin u

HaxoauTcsa B atpmbyTe ceccum ac_session_audit.

|_|pl/l 9TOM pearnin3oBaH CJ'Ie,D,yPOLLI,I/Iﬁ nopAanoK npuMeHeHnA HacTpoekK perncrtpaunmn CoOblI-

1) HacTPOMKM ONA KOHKPETHOM PONN U KOHKPETHOW B6a3bl 4aHHbIX;
2) HacCTpOWKM ONst KOHKPETHOW ponu;

3) HacCTpPOWKM ON151 KOHKPETHOW 6a3bl AaHHbIX;

4) ansa Bcex ocTanbHbIX.

Macka pernctpauum cobbiTnii nmeet Bua {YCIEX:OTKA3}, rae YCIEX — CNUCOK yCneLw-

HbIX COBObITUI, OTKA3 — CMUCOK HeycneLwHbIX cobbiTun. OHa MOXET ObITb 3a4aHa C MOMOLLbHO

6yKBeHHbIX KOOoB U C NMOMOLbIO WWeCTHaauaTepnyHoro 4mcna. BbiBog macku npomn3sBognTCA B

TEKCTOBOM Buae.

B tabnuue [37| npuBeaeHo cooTBETCTBUE MeXAY COObITUAMU, OYKBEHHbIM M LLeCcTHaauaTe-

PWYHbIM 3Ha4YeHneM MacCKun permcTtpaunn COObITUN.

Tabnuua 37
CobbITue Cumeon | WecTtHaguaTtepuyHoe OnuncaHue
3Ha4yeHue

SUBJECT S 1 [obaeneHne/nameHeHne/yganeHne nonb3osare-
nen v rpynn

CONFIGURATION S 2 M3meHeHne KoHurypaumm, BnusioLen Ha go-
CTYM K AaHHbLIM (3anpoc Ha U3MEHEHNE 3HaYeHns
nepeMeHHon ac_session_maclabel)

RIGHTS R 4 3anpoc Ha mogudmkaumio npae goctyna K o6b-
ektam b[]

CHECK_RIGHTS Vv 8 lMpoBepka npas gocTtyna

SELECT r 10 Bbibopka nHdopmaumm ns b
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OkoHyaHue mabnuusl 37

CobbITne Cumson | WecTtHaguatepuyHoe OnucaHne
3HayeHve
INSERT a 20 [o6aeneHne nHdopmaumm B B
UPDATE W 40 N3meHeHne nHdopmauumn B B
DELETE d 80 YnaneHne nngpopmauum ns b
TRUNCATE D 100 OuncTka gaHHbIX
REFERENCES X 400 3agaHne ctonbua Tabnuubl B Ka4ecTBe BHeLU-
Hero knoya
TRIGGER t 800 [loGaBneHne Tpurrepa kK Tabnuue
EXECUTE X 1000 3anyck xpaHumow npoueaypbl Unu Tpurrepa
USAGE U 2000 Mcnonb3oBaHue obbekTa B
CREATE C 10000 CosnaHune ob6bekToB B B[]
CREATE TEMP T 20000 CospaHve BpemMeHHOro obbekTa
DROP E 40000 YnaneHne o6bekToB B
ALTER M 80000 MN3meHeHne obbekTa B[]
CONNECT c 40000000 3anpoc Ha Ha4ano ceccuu
DISCONNECT e 80000000 3anpoc Ha OKOH4YaHue ceccum
3ape3epBUpOBaHHbIN | * COOF3DFF lMonHas macka pernctpauumn cobbiTui
CMMBON
3ape3epBuNpOBaHHbIN | O 0 Perncrpauna cobbiTnin oTKNoYeHa
cMMBON

ATpnbyT ceccun ac_session_audit MOXET OblTb UBMEHEH TONBbKO agMUHUCTPATOPOM
C NMOMOLLIbIO KOMaHAab! SET:
SET ac_session_audit TO ’'HoBoOe_3HaueHUue'’;
N MPOCMOTPEH C MOMOLLbIO KOMaHAbI:
SHOW ac_session_audit;

[1na npocmMoTpa Macku ceccum UCNosnb3yeTca crnefyowast KomaHaa:
SELECT session_audit;

[lns npocmMoTpa TekyLlen Mackm Ucnonb3yeTcs cregyowas komaHaa:
SELECT current_audit;

[na KkoHBepTaumMm Mackm pernctpupyemMbix cobbiTUn N3 TEKCTOBOrO (OYKBEHHOrO) B LLECT-
HaguaTepuyHoe 3Ha4YeHe 1 13 WecTHaaUaTepuyHoro B TekctoBoe (byKBEHHOE) MCNOSb3YTCA
SQL-pyHKUMKN text to_auditmask (TEXT) u auditmask_ to_text (TEXT) COOTBETCTBEH-

HO.

Mpumep
SELECT text_to_auditmask(’ {ace:ce}’);

text_to_auditmask
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{0xC0000020:0xC0000000}

(1 crpoxa)

SELECT auditmask_to_text(’ {0xC0000020:0xC0000000}");
auditmask to_text
{ace:ce}

(1 crpoxa)

6.6.3. HasHayeHMne cnUckKkoB perncTpauum cobbiTUn B pexmme internal

,D,J'IFI Ha3Ha4YeHnsa Mackm coObITUA B pexunme internal UCMNOoJIb3yeTCA KOMaHAOa
ALTER ROLE:
ALTER ROLE { ALL | uma_pomnu } [ IN DATABASE uma 6a3w_gaHHux | SET
ac_session audit TO HOBOe_ 3HAUEHUE;
[ns ynaneHus cnucka permctpaumm cobbliTUin UCnonb3yeTcs crneaytolas koMaHaa:
ALTER ROLE { ALL | uma_pomu } [ IN DATABASE umMa_ 6a3H_gaHHHX | RESET
ac_session_audit;

Mpn mMogudmkaumm Mackm npoucxoamT aBToMatTuyeckoe OOHoBeHne atpubyTta
ac_session_audit.

M punMmedyaHuMe. ,D,J'IFI BbIMOJTHEHNA NMPUBEOEHHbLIX KOMaH Tpe6yIOTCﬂ npasa agMu1MHN-
cTparopa.

MpumeyaHune. MNpn nHmumanusauum knactepa 6a3 gaHHbIX aBToMaTtMyeckun gobaens-
HOTCA crieayowimne rnpasuna:
ALTER ROLE postgres SET ac_session_audit TO ' {SsRawdCTEMce:ce}’;
ALTER ROLE ALL SET ac_session_audit TO ’ {SsRDxCTEMce:SsRVrawdDxtXUCTEMce}’ ;

6.6.4. HazaHayeHMe cNUCKOB perncTpauum cobbiTUn B pexmme external
[ns Has3HaYeHnsa Macku coObITUI B peXXMMe external UCNOMNb3YETCA KOH(PUIYpaLUMOHHbIN
drann pg_audit.conf KOHKPETHOro KnacTtepa AaHHbIX, KOTOPbIA UMeET cnegyroLwmmn dopmar:

success events mask = 3HaueHue failure events mask = 3HaueHue user =
UMsa_Tronib3oBaTernia database = umsa_ 6a3H_OaHHHX
success events mask = 3HaueHue failure events mask = 3HaueHue user =

HUMsA_I1O0JIB30BaATETIA

success events mask = sHaueHue failure events mask = 3HaueHue

Mpumep

®ann pg_audit.conf
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- ayaut gencteumn agMmuHuctpatopa CYB[:

success events mask = FOOE7 failure events mask = 0 user = postgres

- AnA nonb3oBaTtesia any BbINONMHATbL PETNCTPaUnio TOJTIbKO HeyCMNeLHbIX )J,eI7ICTBI/II7IZ
success events mask = 0 failure events mask = FFFFF user = any

- AJ14 BCeX OCTalrlbHbIX norb3oBaTenen BbIMOMNHATb perncrtpaunio BCcex HeyCrelHbIX ﬂ,eﬁ-
CTBUIN N BCEX ycnelwHbIX ﬂ,eVlCTBMVI, KpomMe OOoCTyrMa K AaHHbIM:

success events mask = F0707 failure events mask = FFFFF

B KoHdurypaunmoHHoM channe 3agarTcsa CNUCKU yCrewHbiX (success events mask) u
HeycnelwHbIX (failure events mask) TMNoB 3anpocoB Ha AOCTYn, KOTOpble ByayT perncTpmMpoBaThCs
B XypHane CYB[ un xypHane ayauta OC ansa otaenbHbIX NOnb3oBaTenien U no yMosiHaHuio.
Cnvcku TMNOB 3anpocoB Ha AOCTYN 3a4aloTCcH B BUAe LecTHaguaTepUYHbIX YMCEr, B KOTOPbIX
KaxgoMy Tuny 3anpoca COOTBETCTBYET YCTAHOBIEHHbIN (A8 perncTpupyemMbix 3anpocoB) Unm

CcOpOLLEHHbIN (AN HE PErNCTPUPYEMbIX 3anpocoB) OMT. Tunbl 3aNPOCOB 1 UX ONUCaHWE NPUBEAEHDI
B Tabnuvue [38]

Tabnuuya 38
Tum sanpoca Onmcatiue gur | UecTHanuaTepiios
SUBJECT Tﬂ;GeaﬂBJ;erlxﬁll_lmameHeHMe/yp,aneHme nornb3oBa- 0 1
MN3meHeHne KoHurypauuu, sBnnaowen Ha go-
CONFIGURATION | CTYN K AaHHbIM (3anpoc Ha n3MeHeHne 3Haye- 1 2
HUSA NepeMeHHOn ac_session_maclabel)

RIGHTS M3meHeHve npaB goctyna k oobektam b/l 2 4
CHECK_RIGHTS Moaudumkaums npae goctyna Kk obbektam B[] 3 8
SELECT Bbibopka nHdopmaumm ns b 4 10
INSERT Ho6aeneHne nHdopmaumm B B 5 20
UPDATE N3meHeHne nHdopmauumn B B 6 40
DELETE YnaneHne nHgpopmauum ns b 7 80
TRUNCATE OuncTtka gaHHbIX 8 100
REFERENCES ﬁzga:;}iqcamjﬁm Tabnuubl B KAYECTBE BHELLI- 10 400
TRIGGER [obGaBneHve Tpurrepa kK Tabnuue 11 800
EXECUTE 3anyck xpaHMMoWn npoueaypbl unn Tpurrepa 12 1000
USAGE VMcnonb3oBaHne obbekTa B[] 13 2000
CREATE CospaHue obbekToB B B/1 16 10000
CREATE_TEMP Cos3naHue BpeMeHHbIX 06bekToB B B[] 17 20000
DROP YnaneHne oobektoB B 18 40000
ALTER M3meHeHne obbekTa B[ 19 80000
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OkoH4yaHue mabnuubl 38

Tun 3anpoca OnucaHue But WWectHanuarepuyroe
3HaveHne
CONNECT CoeanHeHne nonb3osartens ¢ b/l 30 40000000
DISCONNECT PasbeguHeHnne nonb3osarens ¢ bl 31 80000000

MHdopmaumsa o coegmHeHuun nosnb3oBaTenen ¢ b1 (CONNECT) 1 pasbedNHEHUU C HeEN
(DISCONNECT) pernctpupyetcs Bcerga, npu ycrnoBum, YTo ClMCOK COBLITUN He yCcTaHOoBIEH B 0.

MpumeyaHue. [liobble M3MeHeHMs 3TOro darna byayT NpUMeEHeHbI TONbKO Npu nepe-
3anycke cepBepa.

6.6.5. HasaHayeHMe CNUCKOB perucTpauum cobbiTUM B pexumax external,
internal u internal, external

3arpyska Macku permctpaumm cobbiTui B pexxmme external, internal AByx3aTanHas:
CHavana BbIMOSIHAETCS 3arpy3ka Macku permcrpaumm cobbiTnin 3 parna, nocrne Yero 4onosHAEeTCs
HacTponkamn n3 pg_db_role settings, ecnmBpg_db role_ settings ecTb 6onee TouHbIE
HacTponku. [Ina naMeHeHns Macku permcTpaumm cobbITUn ceccnum MoryT BbiTb MCMOMb30BaHbI

koMaHabl 13[6.6.3]

AHanornyHo u ansa pexmma internal, external.

6.6.6. HasaHayeHMe cnNUCKOB perncTpaumm coobITUM B peXxXume none
B pexume none perucrtpaums cobbiTU OTKMOYEHa, OAHAKO, aAMUHUCTPaTOpP MOXET
N3MEHATb MacKy permctpauum cobbiTMIN C MOMOLLbIO KOMaHA 13 (6.6.3]
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7. 130NAUNA NMPOLIECCOB

7.1. N3onauunsa npoueccoB OC

Anpo OC obecneunBaeT Ans Kaxkaoro npouecca B cucteMme co6CTBEHHOE N30NMPOBAHHOE
agpecHoe NPOCTPaHCTBO. [JaHHbIN MeEXaHM3M M30MSALMM OCHOBaH Ha CTPAHUYHOM MeXaHu3me
3alWnTbl NaMATH, a TakKe MeEXaHN3Me TPaHCnALMM BUPTyanbHOro agpeca B usnyeckui, nogaep-
XUBaeMbIn Mmogynem ynpaeneHusi namstbto. OgHn 1 Te e BUpTyanbHble agpeca (C KOoTopbiMuU
n paboTaeT npoueccop) NpeodbpasyoTca B pasHble husnyeckme ans pasHbiX agpecHbIX Mpo-
cTpaHcTB. NMpouecc He MOXET HECAHKLMOHNPOBAHHBLIM 00pa3oM NOnyyYnTb JOCTYN K MPOCTPAHCTBY
Apyroro npowecca, T. K. HENPUBUNEINMPOBaHHbIVA NOMb30BaTENBCKUI NPOLECC NIULLEH BO3MOXHOCTHU
paboTaTb C PM3MYECKON NAMATLIO HANPSAMYHO.

MexaHun3m pasgenseMon NnamsaTy sIBMsSeTCs CaHKLMOHNMPOBaHHbIM CNOCO60OM Nony4nTb
HECKOIbKNUM npoLieccamM AOCTYN K OOHOMY M TOMY e Y4acTKy NamsaTi U HAaXOO4MTCA NOA4 KOHTPOMeMm
OVCKPELMOHHbIX 1 MaHaaTHbIX [MPL.

AppecHoe NpOoCTPaHCTBO siapa 3alMLEHO OT NPAMOro BO3OeNCTBUSA NOMb30BATENbCKUX
NPOLIECCOB C MUCMOSb30BaHNEM MEXaHU3Ma CTPaHU4YHOWM 3almTbl. CTpaHuLUbl NPOCTPaHCTBa A4pa
ABMSAOTCA NPUBUIETNMPOBAHHLIMWU, N AOCTYMN K HAM N3 HENPUBUIENMPOBAHHOMO KOAA Bbi3biBaET
NCKINIOYEHME npoLlieccopa, KoTopoe obpabaTtbiBaeTcst KOPPEKTHbIM 0bpa3som sapom OC. EgnH-
CTBEHHbIM CaHKLUMOHMPOBaHHbIM cnocobom goctyna kK sapy OC n3 nonb3oBaTenbCKOM Nporpammbl
ABNSAETCA MEXaHU3M CUCTEMHbIX BbI3OBOB, KOTOPLIA rapaHTUpyeT BO3MOXHOCTb BbIMNOSIHEHUSA

nonb3oBaTeneM TONbKO CaHKLMOHNPOBAHHbLIX AENCTBUN.
7.2. N3onsauma cpeabl UICNONTHEHUSA KOHTEMHEepPOB

B OC npegycmoTpeHa BO3MOXHOCTb 3anycka KoHTenHepoB Docker Ha MOHMXEHHOM
YPOBHE LIEeNTOCTHOCTN 2. OTO NO3BONSAET AOMOMHUTENBHO N30nMpoBaTh paboTy NpoueccoB BHYTPU
KOHTENHepa OT NPoLEeCcCoB ApYyrMx KOHTENHepoB u xoctoBon OC, YTO NpefoTBpaLLaeT BO34ENCTBUE
noTeHumnanbHO BPe4OHOCHOrO Koaa, BbIMOSIHAEMOrO B KOHTEMHEPAX.

Mo ymonuaHuio oyHKUMSA 3anycka KOHTEMHEPOB Ha NOHMXeHHOM ypoBHe MKLL Bbiknto-
YyeHa. YnpaBneHue qyHKUWEN NPOU3BOAUTCHA C MOMOLLLI WMHCTPYMEHTa KOMaHOHOW CTPOKU
astra-docker-isolation, onucaHve kotoporo npuseaeHo B[16.4.13

Takke B OC coxpaHeH Ons COBMECTMMOCTU WHCTPYMEHT KOMaHAOW CTPOKM
docker-isolation. [1nsa BkAOYEeHUS PYHKUUN 3anycka KOHTEMHEPOB Ha MOHWXEHHOM YpPOBHE
MKL] ¢ ncnonb3oBaHnemM 3TOro UHCTPYMEHTA crieqyeT BbiNOSHUTD:
sudo /usr/share/docker.io/contrib/parsec/docker-isolation on
sudo systemctl restart containerd

sudo systemctl restart docker
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[ns BbIKNOYEHUS PYHKLUUN CneayeT BbIMOSHUTb:

sudo /usr/share/docker.io/contrib/parsec/docker-isolation off

sudo systemctl restart containerd

sudo systemctl restart docker

PaboTta c koHTerHepamn Docker ocywiecTBnsieTcs B COOTBETCTBMM C OMUCaAHWEM B

PYCB.10015-37 95 01-1.

7.3. Pabota ¢ Docker B HenpunBunermpoBaHHoOM pexumnme C HeHyJneBbIMU MeTKaMu

6e3onacHocTuU

7.3.1. MpnHUMN PYHKLMNOHUPOBaAHUSA

KoHTenHepbl Docker B HenpusunernpoBaHHoM (rootless) pexvnme (onucaHve pexunma

npueeaeHo B PYCB.10015-37 95 01-1) moryT 6bITb 3anyLieHbl OT MMeHU noboro HenpuBMNErnpo-

BaHHOrO NoOfb30BaTens C HEHYNEeBOW MeTKOM 6e30MacHOCTU KOHTEnHepa.

MeTka 6e30nacHOCTM KOHTENHepa Bceraa 3a4aeTcsi YETbIPbMS AeCATUYHBIMU HeoTpuLa-

TeJ1lbHbIMU YNCNaMW, pa3aeneHHbIMU OBOETOHYNEM:
0:63:0:0

roe

nepBOe YNUCII0 — UepapxXn4ecknin ypoBeHb KOHOUAEHUNANbHOCTY;

BTOPOE YMCIIO — Uepapxmyeckmii ypoBeHb LEeNOCTHOCTY;

TpeTbe YNCIIO — Henepapxmyeckue Kateropun KoHpuaeHUnansHOCTu;

4YeTBEPTOE YMCNO — 3ape3epBMpoBaHO Ans 3agaHusa donaros MPL ansa dannoBbix 06bEKTOB,

nB p860Te Cc KOHTeVIHepaMM HE NMPpUMEHAETCA (cne,u,yeT BCeraa 1crosib3oBaTb 3Ha4eHne 0).

[ns koHTenHepa B HENPUBUIIENMPOBAHHOM PEXMME C HEHYNEBOW METKOM 6e30nacHOCTH

NPUMEHATCA crneayrLine orpaHn4eHnA:

1) 3anyck nNpoueccoB BHYTPU KOHTENHepa BO3MOXEH TOMbKO C OOMHaKOBOW AN BCEX
npoLeccoB MeTKon Ge3onacHOCTU, paBHOM MeTke 6e3onacHOCTU KOHTenHepa (3agaeTtcs
Npw 3anycke KOHTENHepa);

2) B MeTke 6e30MacHOCTM KOHTENHEPA HEHYNEBOW MOXET ObiTb NMMOO TONMLKO Knaccmudu-
KaunoHHasa meTka, MMbo TONMbKO MeTKa LerioCTHOCTU (Mpy 9TOM oTpuuaTtensHas MeTka
LIENOCTHOCTU TakXe ABMSAETCH HEHYNEBON METKON);

3) onA cUCTEMHbIX (bannioB BHYTPU KOHTENHEPA (MCNOSTHAEMbIX, KOH(PUTYPALMOHHBIX U
T.[.) BCerga uUcrorb3yeTcsl HeHyreBon YpoBEHb LeNOCTHOCTU (Hanpumep, 0:2:0: 0 unu
0:63:0:0), N, COOTBETCTBEHHO, BCEraa UCNosb3yeTcs Hynesas KrnaccugukaynoHHas
MeTKa;

4) BHYTPW KOHTEWNHEpPA, 3anyLeHHOro B HenpusunernposaHHom pexume, APl PARSEC

He paboTaer;
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5) ecnu BHYyTpM KOHTENHepa Heobxoamma paboTa ¢ hainamm ¢ HEHyneBow Knaccuduka-
LIMOHHOWN METKOW, TO AaHHble harnbl OSMKHbI FPYNNMPOBATLCA B CNeumanbHO CO34aHHbIX
KaTanorax:

/home/ .pdp/<umsa_nonb3oBaTensa>/<ypOoBeHb KOHPUOEHIIMATIBHOCTU> :

<uepapxUUeCKUN_YypPOBEHb_LIeJIOCTHOCTHU> : <KAaTeropuMu KOoHPUuIOeHIHanbHOCTH>: 0

Mpun atom:

a) MeTkn 6e30MacHOCTM TaKMX KaTanoroB MOryT COMEeTaTb HEHyNEeBble Knaccugukaum-
OHHbl€ METKN U HEHYNEBbIE METKM LIENOCTHOCTY;

6) npn pabote B paclumpeHHoMm pexmnme MKL (strict mode) meTkn LenocTHoCcTH
co3gaBaeMbIX BHYTPU 3TUX KaTanoroB (hannoBbiX OObEKTOB HAcneayT 3HavYeHne
METKM LIeNTOCTHOCTU pOAUTENBCKOro KaTtanora.

Ina xoctoBon OC kOHTeNHep, 3anyLeHHbIN B HENPUBUIErMPOBAHHOM PEXMME, ABMAETCS
rpynnon npoLeccos:

1) nmerowmx MeTky 6e3onacHoCcTn cybbekTa, 3anyCTUBLLETO KOHTEMHEP;

2) He nMmerLwmx NpaB agMUHUCTPaTopa;

3) paboTtatowmx ¢ Habopom hannoBbix O6HLEKTOB, PACNONOXEHHbIX B (dansioBon cucteme

KOHTEMHEpPA U MMEKLNX COBCTBEHHbIE METKM 6E30MacHOCTN.

Mpwn aTOM NpoLecchbl BHYTPU KOHTENHEpPA:

1) 3anyLleHbl OT UMEHW aaMUHUCTPATOPA;

2) UMerT HeorpaHn4eHHbI A0CTyn K ob6bekTtaMm (pannoBon cucTeMbl KOHTENHepa (3a

NCKNIOYEHMEM BO3MOXHOCTM U3MEHSATb METKM 6e30nacHOCTH).

dannosble 06bEKTHI B hansioBor cucteme KoHTenHepa (rootFS) cospatotca ¢ meTkom
©e3onacHOCTH, B KOTOPOW:

1) knaccugukaumMoHHasa MeTKa paBHa KnaccuduKkaumoHHONM MeTKe cybbekTa, 3anycTus-

LLIEro KOHTEeNHep;

2) MeTKa LenoCcTHOCTU Bceraa Hynesas.

Mpwn aTom k Npoueccam (cybbektam) BHYTPU KOHTEWHEpPA, 3anyLLeHHOro B HenpuBune-
rMMPOBaHHOM pexume, dyayT npumeHaTbes obwue npasuna MPL n MKL, xoctoBon OC. Hanpu-
Mep, NPOLIeCCbl KOHTENHEPA B HENPUBUIErMPOBAHHOM pEXMME, NMetoLLLero MeTky 6e3onacHocTm
1:0:0:0, cMOryT U3MeHATb hansibl ¢ MeTkon BGesonacHocTn 1:0:0:0, yaTaTb COAEpPXKMMOe
dannos ¢ meTkon 6esonacHoCcT™M 1:0:0:0 unm 0: 0:0: 0).

Mpouecchl (cyObekTbl), paboTatolme BHYTPU KOHTENHEPA B HENPUBUIENMPOBAHHOM pe-
XUMe, HEe MOTYT U3MEHNATb METKM BesonacHoCTu hannoBbix 06bEKTOB B hansioBon cucteme
CBOEro KOHTerHepa, T.K. AN KOHTEMHEePOB B HEMPUBUMENMPOBAHHOM PEXMME HET BO3MOXHOCTH
3anycka c npueunernamm (docker run —--privileged) W, COOTBETCTBEHHO, HET JOCTyNa K

nporpaMmmHomMy nHTepgency Parsec (Parsec API) yepes ParsecFS.
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OnuncaHne paboTtbl ¢ koHTenmHepamu Docker B HenpmBUIIErMPOBaAHHOM pPEXUME C
HeHyneBbIMW MeTKkaMn ©6e30MacHOCTM Takke npuBefeHO B man rootless-helper-astra

man rootlessenv.

7.3.2. YnpaBneHue 3anyCcKoMm KOHTeNHepa ¢ HeHyrieBOu MeTKon 6e3onacHoOCTU
[nsa npegocTtaBneHns BOSMOXHOCTU paboTaTb C KOHTEMHEPaMN B HENPUBUENMPOBAHHOM
pexnumMme OT MMEHW NMONb3oBaTensi C HEHYNEBON METKOM 6e30nacHOCTU cneayeT 3anycTuTb ANs
3TOro nosib3oBaTens HenpuBuernpoBaHHyko cnyxby Docker ¢ ykazaHMeM COOTBETCTBYHOLLEN
MEeTKn 6e3onacHoCTW.
3anyck cnyx06bl ona paboTbl C HEHYNEBOW KNacCUUKaLNOHHON METKOWN BbIMOMHAETCS
KOMaHOOoMW:
sudo systemctl start rootless-docker@$(systemd-escape <umsa_nonb3oBaTens>(@
<meTKa_beszomacHoOCTH>)
3anyck cnyx6bl Ang paboTbl C pasnMYHbIMU KNaccuUKaLMOHHbIMWU METKaMW BbINOSTHAET-
Csl KOMaHOoMn:
sudo systemctl start rootless-docker@$(systemd-escape <ums_mnonb3oBaTessa>Q@
0:0:0:0@privsock)
npuv 3TOM MCnonb3oBaHWe doriara privsock 3anyckaeT HenpueunernpoBaHHyo cnyxoy Docker
C NpuBunernen PARSEC_CAP_PRIV_SOCK, NO3BOMAOLWEN BbINOMHATE KOMaHAbl ANs1 CETEBbIX
noakntodeHnn (Hanpumep, docker pull) UrHOPMPYSA MaHaaTHbIE orpaHn4eHns (cm. (4.7)).
[na HacTporkM aBTOMaTUYECKOro 3anycka Cnybbl nocne nepesarpy3kM MOXHO BbIMNOI-
HUTb KOMaHAay:
sudo systemctl enable rootless-docker@$(systemd-escape <ums_nonb3oBaTesss>(@
<meTka_beszomacHocTu>@privsock)
Mocne 3anycka ons nonb3oBaTenist HenpuBUnNerMpoBaHHom cnyxobl Docker BO3MOXHO
BbINonHeHne komaHg Docker OT nmMeHu faHHOro nonb3oBaTens (HanpuMmep, KonuposaHne obpasos

B MOJib3oBaTefibCKMe peno3nTopnn o6pasoB UIn 3anyck KOHTeVIHepOB).

7.3.3. KonupoBaHue o6pa3sa B peno3ntopumn nonb3oBaTens

[na 3anycka KOHTeuWHepa nonb3oBaTenieM B CECCUU C HEHYNEBOW KriaccuduKaunoH-
HOWM MEeTKOMN TpebyeTca co3aaTb NONb30BaTENbCKNN PENO3NTOPUIA C COOTBETCTBYHOLLIEN METKOW,
cogepxawmm obpassbl.

[lnsa co3gaHus nonb3oBaTenbCckux konum obpasoB Docker HeobxoamMmo:

1) akcnopTupoBaTtb 0bpas:

rootlessenv docker save -o /tmp/<ums_apxuBa>.tar <ums_obpasza>
OKCNopT pekoMeHayeTCs BbINOMHATL B Katanor /tmp/, AOCTYMNHbIM AN YTEHUS BCEM
Nnonb30BaTeENn«dMm,

2) paspellnTb YTeHMe IKCMOoPTUPOBaAHHOIO o6pasa:
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a) BCEM MNoNb30BaTENSAM:

chmod o+r /tmp/<umsa_apxupa>.tar

6) TOJIbKO YKa3aHHbIM MOJ1b30BaTEN1IAM!

setfacl -m u:<umsa_nonb3oBaTens>:r /tmp/<umsa_apxusa>.tar
3) umnopTMpoBaTb 06pa3 C NOMOLLbIO UHCTPYMEHTa pdp-exec, Yka3aB B KOMaHAE NMS
nonb3oBaTesid C HYyXXHbIMMU METKaMU ©e3onacHocTn (I'Ipl/l 3TOM OO0JTKHbI ObITb 3anyLlleHbl
HenpusuriermpoBaHHbIe CJ'Iy)K6bI Docker A5nA YKa3aHHOro nosib3oBateria ¢ COOTBETCTBYHO-
LWMMM MeTKkamn 6esonacHOCTN):
sudo pdp-exec -u <uMs_IoJsib3oBaTesnss> -1 <umeTka 6es3omacHoCcTu>

-- rootlessenv docker load -i /tmp/<umsa_apxuBa>.tar

7.3.4. BbinonHeHMe KOMaHA M 3anyCK KOHTEMHEpPOB B HenpuBUIErMpoBaHHOM
peXxume OoT UMEHU nonb3oBaTens

KomaHabl Docker, BbinonHaeMble nonb3oBartenem (Mnv agMuUHUCTPaTopoM OT MMEHU
nonb3oBaTens) BbINOMHATCS C METKOW 6e30MacHOCTM ceccumn nosib3oBaTens (Mnu ykasaHHOM
aAMWUHUCTPATOPOM):

1) Anga 3anycka KOHTenHepa Nnornb30oBaTenieM U3 CBOEN ceccumn (KOHTenHep byaeT 3anyLleH

n3 penosmtopmnsa ob6pasoB Nonb3oBaTens, UMerLero MeTky 6e3onacHoCTH, paBHYO MeTKe

6Ge3onacHOCTM ceccuu Nonb3oBaTens, U yHacrneayet aHHY MeTKy 6e3onacHoCTu):

rootlessenv docker run <umsa_obpasza>

2) ans 3anyck agMUHUCTPATOPOM O0B0MNOYKM KOMaHAOW CTPOKM KOHTENHEPA, U3 KOTOPOM

MOXHO BbINOMHATE KOMaHAbl Docker OT MeHn ykaszaHHOro nonb3oBaTens, BbIMOMHUTD

KOMaHAy:

sudo pdp-exec -u <uMs_IoJsb3oBaTeNss> -1 <umeTka 6es3omacHoCTu>

-- rootlessenv

3) Onsa 3anycka KOHTeMHepa agMUHUCTPATOPOM OT MMEHW yKa3aHHOro nosib3oBaTens

BbIMOSTHUTL KOMaHAy:

sudo pdp-exec -u <uMs_IoJsib3oBaTens> -1 <umeTka 6es3omacHoCTu>

-- rootlessenv docker run --rm -ti <umsa_obpaza>

Monb3oBartenb (aAMMHUCTPATOP) MOXET CO CTOPOHbI XocToBon OC npucBamBatb METKN
6e3onacHocTu hannosbiM 06bEKTaM B haninioBon cucTemMe KOHTeNHepa (Hanpumep, 1:0:0: 0 ans
KOH(bMAeHLManbHbIX Nonb3oBaTenbCcknx pannnoB n 0:2: 0: 0 4N CUCTEMHBIX (hannoB KOHTENHepa
C BbICOKOW LIENTOCTHOCTBIO).

MecToHaxoxaeHne ansioBon CUCTEMbI KOHTEHepa Ha xocTtoBon OC MOXHO y3HaTb
KoMaHaom:
docker inspect <umsi_koHTerHepa> | egrep " (Lower|Upper)Dir"

Mpu pabote agMUHUCTpaTopa C KOHTEMHEPOM MOrb30oBaTeENs AaHHAs KOMaH4a OOSKHa
BbIMOMHATLCS OT UMEHM NOMb30BaTeNs C yKa3aHUeM HY>XHOW MeTKM 6e30nacHOCTU:
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sudo pdp-exec -u <uMsA_TIoJyb3oBaTens> -1 <uMeTka_ 6e3omacHocTu>

-- rootlessenv docker inspect <ums_xoHTernHepa> | egrep " (Lower|Upper)Dir"
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8. SALLUNTA NAMATU

8.1. OyucTtka namaTtu

Anpo OC rapaHTupyeT, 4TO 06bIYHbIA HEMNPUBUEMMPOBAHHbLIN NPOLIECC HE NOMYyYnT AaH-
Hble Yy>XOro npouecca, ecnm 31o 9BHO He paspelueHo NMPL. 3T1o o3HayaeT, 4To cpeactea IPC
KOHTponupytotcs ¢ nomolubto MNP, 1 npouecc He MOXET NMONy4YnUTb HEOUULLIEHHYIO NaMATb (Kak
onepaTuBHYH, Tak U OUCKOBYIO).

B OC peanunsoBaH MexaHU3M OYUCTKM OCBODOXAAeMON BHeLWHeNn namsatn. MexaHnam
MOXeT ObITb BKNtoYeH npu yctaHoBke OC nytem Bblbopa COOTBETCTBYHOLLErO nyHKTa. [locne
yctaHoBku OC BKIHOYEHME MexaHU3ma ocyluecTensieTcs B cooteeTcTBum ¢ [16.4.29]

[ononHuTernbHble BO3MOXHOCTU MO OYUCTKE OCTAaTOMHOW MHAPOpMaUUM npefocTaBns-
eT 94p0 C ycuneHHon camosawmton hardened. Habop nameHenun un onumn agpa hardened
obecneymnBaer:

- OYUCTKY ocTaTo4yHou nHdopmaumm B sgepHom cteke (STACKLEAK);

- OYUCTKY ocTaToyHOM NHpopmaumm B aaepHom kyde (PAGE_POISONING).

PeanusoBaHHbIn B OC MexaHn3M O4MCTKM 0CBOBOXKAAaeMOM BHELUHEN NaMATU o4YnLaeT
Heucnonb3yemble 6nokn ®C HenocpeaCcTBEHHO MpU X 0CBOBOXAEHUU, @ TakKe ouYnLLaeT pasaens!
cTpaHn4Horo obmeHa. PaboTta gaHHOro MexaHm3ma CHMXaeT CKOPOCTb BbINOSTHEHMS onepauni
yaaneHus u ycedeHusa pasmepa ganna.

[aHHble nobbix yaanaembix/ypesaemblx hannos B npegenax 3agaHHon ®C npensa-
PUTENbHO OYULLIAIOTCA NpeaonpeneneHHon unn ncesgocny4anHon Mackmpyrowen nocregosa-
TeNbHOCTLI0. MexaHM3Mm ABNsieTcsl HacTpamBaeMbiM 1 No3BonsieT obecneuntb paboty ®C OC
(ext2/ext3/extd/xfs) B ogHOM 13 cnegyowmx pexmmvos:

1) ouncTka ocyLLleCTBNAeTCsa nyTeM nepesanncu kaxaoro 6anta B ocBoboxgaemon

obnactn nocpeaCTBOM YETbIPEX CUrHATyp creaytowero eyuga: 11111111, 01010101,

10101010, 00000000. Ncnonb3oBaHMe pexnma BKIOYaeTCs NnapamMeTpoMm secdel B

KOHUrypaumoHHoMm dhanne /etc/fstab ans pasgena ®C, Ha kKoTopom TpebyeTca

oumwatb 6roku namaTn Nnpu nx ocsoboxaeHmn (Hanpumep, /dev/sdal). B cnucok napa-

METPOB MOHTMPOBaHUS AobaBnsieTcs napameTp secdel.

Mpumep

/dev/sdal /home ext4 acl,defaults,secdel 0 2

2) o4ncTKa OcCyllecTBnsieTcs nyteM nepesanncu kaxagoro 6anta B ocBoboxgaemon
obnacTtu nocpeacTBOM YeTbipex curHatyp cregytoulero suga: 11111111, 01010101,
10101010, 00000000. KonnyecTtBO nepesanucen onpenendercsd agMUHUCTPATOPOM.
Mcnonb3oBaHmne pexxuma BKYaeTCa yCTaHOBKOW 3Ha4YeHMs napameTpa secdel B KOH-

durypaumnoHHom aine /etc/fstab gns pasgena ®C, Ha koTopom TpebyeTcs ounaTb
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6nokn namat npu nx oceoboxaeHun (Hanpumep, /dev/sdal). [pu yctaHOBKe Yncna
nepesanncen Gonblue YeTblpex CUrHaTypbl NCMNOMb3YOTCA NOBTOPHO. Hanpumep, npu
yCTaHOBKEe 4Yucna nepesanucen, paBHOro 6, NOcCneaoBaTenbHOCTb CUrHATYp, MCMOSb-
3yeMbIX 4514 nepesanncu, umeet crneayowmi sug: 11111111, 01010101, 10101010,
00000000,11111111, 01010101. B cnncok napamMeTpoB MOHTUPOBaHNA fobaBnsieTcs

napameTp secdel=6.

Mpumep
/dev/sdal /home ext4 acl,defaults,secdel=6 0 2

3) ouncTKa OCyLecTBAAETCA NyTEM nepesannucu Kaxgoro 6arta B ocBoboxxgaemom ob-
nacTu NocpeacTBOM YeTbipex NMCeBAOCHyYamHbIX curHatyp. cnonb3oBaHue pexuma
BKItoMaeTcsa napameTpoM secdelrnd B KOHGUIypaunoHHoOM danne /etc/fstab gnga
pasgena ®C, Ha koTopoMm TpebyeTca ounwaTtb Brokn namaTu Npyu Ux ocBoboXaeHUn
(Hanpumep, /dev/sdal). B cnncok napameTpoB MOHTUPOBaHUA obaBnseTcs napameTp

secdelrnd.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd 0 2

4) o4yMCTKa OCyLLeCTBNSIETCS NOCPEeACTBOM nepesanucu kaxagoro 6anta B ocsoboxaa-
emon obnactu nocpeacTBoM MNceBaocnyyarHblx curHatyp. Konndectso nepesanucen
onpeaensieTca agMMHUCTpaTopoM. Vicnonb3oBaHMe pexxMmMa BKITHYaeTCs YCTaHOBKOW 3Ha-
YyeHust napameTpa secdelrnd B KOH(pUrypaumoHHoMm panne /etc/fstab anga pasgena
®C, Ha KoTopoM TpebyeTca oumwiatb Broknm namsaTn Npu mx ocBoboXaeHun (Hanpu-
mep, /dev/sdal). Hanpumep, npu ycTaHOBKE Yncna nepesannucen, paBHoro 6, B CIUCOK

napameTpoB MOHTUpPOBaHUsS fobaensieTcs napameTp secdelrnd=6.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd=6 0 2

BkntoyeHne mexaHu3ma o4YMCTKM BrIOKOB NamsaTy Npu UxX OCcBOOOXAEHUN B NEPBOM pe-
XNMMe MOXeT ObITb BbIMNOMHEHO C UCMONb30BaHNEM MHCTPyMeHTa astra-secdel-control,
onucaHHoro B[16.4.291

YcTaHoBKa napameTpa MOHTUPOBAHUS AN OYMCTKN BrIOKOB NMaMsATh Npu X 0CBOOOX-
AEHUN MOXeT ObITb BbINOMIHEHA C UCMOSb30BaHNEM rpadmyeckon yTunutbl £ly-admin-sme,
3anyLeHHOM agMUHUCTPaTOPOM.

[nsi BKMOYEHUS1 OYUCTKM aKTUBHbIX pa3denoB cTpaHn4yHoro obmeHa Heobxoanumo ycrta-
HOBUTb B KOH(UrypaumoHHom danne /etc/parsec/swap_wiper.conf Onsg napametpa
ENABLED 3Ha4yeHue Y.
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Mpumep
ENABLED=Y

BkrtoveHne 04YMCTKM aKTMBHBIX PasgenoB CTPAHUYHOrO 06MeHa MOXeT ObiTb BbIMOMIHEHO
C UCMonb30BaHMEM MHCTPYMEeHTa astra-swapwiper-control, onucaHHoro B[16.4.30]

Ans 3apaHus cnucka pasfenoB CTPaHUMYHOTO obMeHa, ANS KOTOpbIX He BbIMOSHAETCA
o4mMcTKa, MOXET ObITb NCMOMNb30BaH NapameTp IGNORE, 3Ha4eH/e KOTOPOro SABMSAETCS CMMCKOM

nepevncrieHHbIX 4epes r|p06en UrHopupyembix pasgenoB CTpaHU4YHOIo obmeHa.

Mpumep
IGNORE="/dev/sdz1l0 /dev/sdzll"

HacTponka o4ncTkn pasgenos CTpaHMYHOro obmMeHa rnpu BbIKITHOYEHUN CUCTEMbI MOXET
OblTb BbINOMIHEHA C UCMNOMb30BaHMEM rpaduyeckon yTunutbl £ly-admin-smc, 3anyLieHHOn

adMUHNCTPAaTOPOM.
8.2. CpeJJ,CTBa orpaHuyeHus npaB AoCTyna K CTpaHMuamMm namMaTu

CpencTBa orpaHMyeHna npae 4OCTyna K cTpaHuuamM namaTu peann3oBaHbl HA OCHOBE
CTaHOapTHbIX BO3MOXHOCTEN s4pa, a Takke Habopa U3MeHeHUn N 0cobbix NapameTpoB sapa
OC (hardened). BkntodeHHble napameTpbl gapa OC npenoctasnalT 3almMTy 3agadam sapa v

npoueccam nosnib3oBaTenemn npn ocTtyne K CTpaHunuam OI'IepaTMBHOIZ namMmaTun:

3arpeTt 3arnncu B obnacTtb namsaTu, NOMEYEHHY0 KaK UCMNoJTHAeMasn;

3anpeT co3aaHn4a UCnoriHAeMbIX obnacrten namaTty;

3aripeT co3gaHn4d UCrnosiHAEMOro CTeka,

paHgoMU3auunio agpecHoro NpPocTpaHcTBa npolecca.

MpenoTBpalleHre BbINOMHEHNA NPOUN3BOSILHONO Kofa obecneynBaeTcs NyTeM KOHTPONs
AOCTyna K cTpaHuuaMm NamaTtu Mo Tunam: YTeHue, 3anucb, UCMOMHEHNE UK NX KOMOMHaUuu.

MpumeHsaTCa pasnuyHble MeXaHU3Mbl 3aLlUTbl NAaMATU, KOTOPble OCHOBaHbI HA AMYIs-
uum unu annapatHon peanusaunmn NX-6uta (6uta ncnonHeHust Ha ctpaHuuax namsatn) n PCID
(Processor-Context ID — ngeHTUdmKkaTop KOHTEKCTa BbINOMHEHMS), a Takke TexHonormm ASLR
(paHooMM3aumMa pacnonoXeHnsa BUpPTYyanbHOro agpecHoro npoctpaHctea) n KASLR (paHoomusa-
Luna agpecHoro npocTtpaHcTea sagpa). MNpu Hanvyauu annapatHon nogaepxkn NX-6uta n PCID Ha
npoueccopax x86-64 npon3BoanTESNbHOCTb BbIYUCINUTESNTIbHOW CUCTEMbI HE YXYALLAETCH.

Apnpo OC nmeet apxmtekTypy, obecneymBaroLLyto HEBO3MOXHOCTb €ro NepemMeLLeHNs B
hM3nM4eCcKoM aipeCHOM NPOCTpaHCTBE, Npu aToM TexHonorna KASLR 3aget cnyyanHoe cmelleHne
HayanbHOro agpeca BbINOSIHEHUS SApa NPU Kaxaon ero 3arpyske.

TexHonorna ASLR obecnevmBaeTt criydamHbI Xapaktep (paHOOMU3aunio) CMELLEHU
CEerMeHTOB KoAa M JaHHbIX (B TOM YMCe CTeKa 1 Kydn) Npu UCMosib30BaHUN CUCTEMHOIO Bbl30Ba

oToGpaxxeHnst B NamsATb mmap () .
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apaHTusa TOro, YTO aapeca C NPOM3BONbHLIM AOCTYNOM He ByayT OgHOBPEMEHHO AOCTYM-
Hbl Ha 3aMMCb W BbINOMTHEHUE, Ppeann3yeTcsl UCNOSIb30BaHWEM BO3MOXHOCTEN CUCTEMHbIX BbI30OBOB

mmap () MWmprotect ().
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9. KOHTPOIJ1b LIEJTOCTHOCTHU

[na obecnevyeHns KOHTPONS LENOCTHOCTU (B T.4. KOHTpons uenoctHoctu KC3) B OC

pearnin3oBaHbl:

CpencTBO NofcHeTa KOHTPOrbHbIX CyMM hannos 1 onTudecknx anckos (9.1));

CPEeACTBO NnoAcyeTa KOHTPONbHbIX CyMM cbainnos B deb-naketax (9.2}

CpencTBO KOHTPOMNsi COOTBETCTBMA AucTpmbyTtumay (9.3);

cpeacTBa pernameHTHoro KoHTpons uenoctHocTu (9.4);

cpenctBa co3jaHus 3aMKHYToW nporpammHon cpenbl (16.1)).

[ns pelieHns 3agad KOHTPONS LENOCTHOCTY nNpeaHasHavyeHa 6ubnuoTteka 1ibgost, B
KOTOPOWN ANS1 BbIYUCNIEHNSA KOHTPOSbHBIX CYMM peanv3oBaHbl YHKLUN X3LWMPOBAHNSA B COOTBET-
ctBumn ¢ FOCT P 34.11-94, TOCT P 34.11-2012 ¢ anuHon xaw-koaa 256 out u NOCT P 34.11-2012
C ANvHOM x3aw-koda 512 6ut. HassaHHaa 6ubnuoTteka ncnomnb3yeTcs B CpeAcTBax noacyeta
KOHTPOSbHbIX CyMM QannoB M ONTUYECKUX OUCKOB, KOHTPOMS COOTBETCTBUSA OUCTPUOYTUBY U
pernameHTHOro KOHTPOMS LEeNOCTHOCTU, MOAYNSX ayTeHTUdMKauun.

B OC peanusoBaH mMexaHu3Mm, obecnevmBatoLmin NpoBepKy HEM3MEHHOCTU N NOLSNH-
HOCTU 3arpy>aemMbiX ncnosiHaemblx pannos cdopmaTta ELF. KoHTponb nponssognTca Ha oc-
HoBe nposepku ALM"Y | peanusosaHHon B cootBetcTBUM ¢ FTOCT P 34.10-2012 (256 61T) 1
OCT P 34.10-2001 (256 6uT), BHegpeHHOM B ucnosHsemsle dannel popmata ELF B npouecce
cbopkn OC. Ucnonb3osaHmne MOCT P 34.10-2001 B OC coxpaHeHo Anst COBMECTUMOCTW. [aHHbI
MEeXaHn3M npefHasHavYeH ANs BbIABNEHUA (pakToB HECAHKLVUOHMPOBAHHOIO M3MEHEHUS UCTONHSe-
MbIX pannos popmata ELF (B T. 4. oTHocawmxca k KC3) n npegoTBpalleHns nx 3arpysku.

B OC peannsoBaH MexaHu3m, obecneunBaoLLmii NPOBEPKY HEM3MEHHOCTU U NOLMMHHOCTU
dannos. KoOHTponb Npon3BoanTCs Ha ocHoBe npoBepkn AL, peanM3oBaHHOM B COOTBETCTBUU C
MOCT P 34.10-2012 (256 6ut) n TOCT P 34.10-2001 (256 6u1T), BHEQPEHHON B paclUMPEHHbIE
aTpubyTbl pannoson cuctemsbl. icnonb3osaHme MOCT P 34.10-2001 B OC coxpaHeHO ansi co.-
MeCTUMOCTW. [laHHbIN MexaHW3M npeaHasHayveH Ans BbissBreHNss akToB HECAHKLVMOHUPOBAHHOTO

N3MEHEHNA NCNOMNHAEMbIX hannoB 1 NpeaoTBpaLLEHNS X OTKPbITUS.
9.1. CpeacTBO noacyeTa KOHTPONbHbIX CyMM ¢halnnoB U ONTUYECKUX AUCKOB

[na nogcyeTta KOHTPONbHbLIX CYMM (hanfnoB 1 ONTUYECKNX AMckoB B coctaB OC BKNOYEH
MHCTPYMEHT KOMaHOHOW CTPOKU gostsum. [Ina BbiBOAa MHpOpMaLMM O CUHTaKCcUCe gostsum
Heo6X0AMMO BbIMONHUTL KOMaHAY:

gostsum -h

) BnekTpoHHas LMdpoBas NoanMch — CTpoka 6UT, NonyyYeHHas B pesynbsraTe npouecca (opMUPOBaHMs NOANMUCH
(npumeHsieTcsa ansa noanucu cpegcteammn OC MCNONHAEMbIX (PASIoB C UCMOMNb30BaHMEM (RYHKLIMU X3LWMPOBaHNS

Ha 6ase acMMmeTpudHOro Kpuntorpaduyeckoro anroputma (B cootrsetctaum ¢ FOCT P 34.11-2012).
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CVHTaKCUC UHCTPYMEHTA:
gostsum [KJIOU] ... [PAWI]

MapameTpbl MHCTPYMeHTa gostsum NpvBeaeHsl B Tabnuue [39]

Tabnunuya 39
MapameTp OnuncaHue
-—gost-94 YctaHaBnuBaer, uyTo 6yaet ucnonb3osaH anropntm NOCT P 34.11-94

YctaHaBnusaer, 4to Byaet ucnons3osaH anroputm NOCT P 34.11-2012 ¢ gnu-
-—gost-2012 HOW x3LW-koda 256 OuT (Mcnonb3yeTcs B Ka4ecTBe anroputmMa no yMONMYaHuto,
€Cnv anropuTM He 3agaH napaMmeTpomMm)

YctaHaBnuBaer, 4to 6yaet ucnone3oBaH anroputm FOCT P 34.11-2012 ¢

~-gost-2012-512 AJIMHOW XaL-kogda 512 6uT

-b YcTaHaBnveaeT pasmep 6rokoB, KOTOpbIMM ByAeT cumTbiBaTbCA hanin
o 3apaeT Mma darna gnsa BbiBoga KOHTPOSIbHOW CyMMbI (MO YMOSTYaHUIO —
CTaHOapTHbIN NOTOK BbIBOAA)
d 3apaet ums barna ycTponcTea YTeHUs onTUYeckux AnckoB (danna c obpa-
30M OMTMYECKOro Aucka) Ans nogcyeTa KOHTPONbHOW CyMMbI
-t TecTupoBaHWe anropuTMoOB MoACcYETa KOHTPOSbHbLIX CYMM
TecTupoBaHne anropuTMoB nogcveTa KOHTPOMbHBIX CYMM B MHOTOMOTOYHOM
P cpege
-h [--help] lMokasaTb 3Ty CnpaBKy U BbINTH

Mpumep
lMogcyeT KOHTPOSTIbHOM CYMMBbI OMTUYECKOro Ancka

gostsum -d /dev/cdrom

9.2. CpencTBO noacyeTa KOHTPOnbHbIX cyMMm channoB B deb-nakeTtax

[nsa nogcyeTta KOHTPONbHbIX cymM hannoB B deb-naketax B coctaB OC BKMOYEH UH-
CTPYMEHT KOMaHAHOW CTPOKN gostsum_from_ deb. [Ing BbiBOga MHpopmauum 0 cuHTakcuce
gostsum_from_deb HeOBXO4MMO BbINOMHUTL KOMaHAY:
gostsum_from deb -h

CWHTaKCUC MHCTPYMeEHTa:
gostsum_from_deb [gostsum aprywmentr] [-d xaranor] [-p deb-naxker]

MapameTpbl MHCTPYMeHTa gostsum_from_deb npueeaeHsl B Tabnuue 40|

Tabnuua 40
MapameTp OnuncaHue
-—gost-94 YcTtaHaBnuBaert, 4to byaet ncnonb3osaH anroput™ MNOCT P 34.11-94
YctaHaBnuBaer, 4to 6yaet ucnone3oBaH anroputm FOCT P 34.11-2012 ¢
--gost-2012 .
OJIMHON X3LW-Koga 256 6uT (Mo ymon4yaHuio)
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OkoHyaHue mabnuubi 40

MapameTp Onuncanue

YctaHaenuBaer, 4to 6yaet ucnone3oBaH anroputm FOCT P 34.11-2012 ¢

- -2012-512 -
gost-2012-5 ANVHOW X3Lw-koaa 512 out

gostsum arguments | ApPrymeHTbl YTUNUTbLI gostsum

3apaet MMmsa Katanora, cogepxallero deb-naketbl, Ans gannoB KOTOPbIX
BbIYUCIISAOTCA KOHTPOMbHbIE CYMMBbI

-d kara’sor

3apgaet umsa deb-naketa, 4ns annoB KOTOPOro BbIYUCAATCS KOHTPOSbHbIE

-p deb-naxker
CYMMbI

9.3. CpeacTBO KOHTPONA COOTBETCTBUA OAUCTPUOYTUBY

CpeacTtBo KOHTPOMSA COOTBETCTBUS AUCTPUOYTUBY NMpenocTaBnseT BO3MOXHOCTb ANs
KOoHTpons cooteeTcTBus 06bekToB PC OC anctpmbyTtumsy. [1ns obecnevyeHnss KOHTPOrs LenocT-
HocTn o6bekToB PC OC (B T.4. C3W) B cocTtaB anctpmbyTtmea BXxoanUT pann gostsums. txt CO
CNNCKOM KOHTpornbHbIX cymm no NOCT P 34.11-2012 ¢ anuHom xaw-koga 256 6ut ansa Bcex
dannos, BxoAsWMX B NakeTbl nporpaMmm AncTpubytmBa. Ncnonbays rpadouyeckyo yTunuTy
fly-admin-int-check, MOXHO NPOBECTU BbIYUCIIEHNE KOHTPOSbHLIX CyMM (hbansioB cucrte-
Mbl U MPOBEPKY COOTBETCTBUS MONYYEHHbIX KOHTPOSbHbIX CYMM 0ansioB CUCTEMbI 3TANIOHHBbIM

KOHTpOnbHbIM cymmaM. bonee nogpobHoe onnucaHne yTunnTbl CM. B SNEKTPOHHOW CripaBke.
9.4. CpeacTBa pernaMmeHTHOro KOHTPOSA LefIOCTHOCTH

OpraHusaums perfnameHTHoro koHtponsa uenoctHoctn OC, npuknagHoro MO n C3U
obecneuymBaeTca Habopom nNporpaMmHbIX cpeacTB Ha ocHoBe Another File Integrity Checker, npega-
CTaBneHHoro naketom afick. B ykazaHHOM Habope peanu3oBaHa BO3MOXHOCTb Afs MPOBEAEHMS
nepunogmyeckoro (C NCNosib30BaHNEM CUCTEMHOIO NIIaHNPOBLLMKA 3a4aHUA cron) BblYUCIIEHUS
KOHTPOSbHbIX CyMM (panfioB U COOTBETCTBYHOLLUMX UM aTpubyTOB paclUMpPEHHOW MOACUCTEMBI
6e3onacHocTn PARSEC (MaHgaTHbIX aTpmbyToB 1 aTpubyToB pacLUMpEeHHOW NOACUCTEMbI NPO-
TOKONMPOBAaHUS) C NOCNEAYOLWUM CPaBHEHNEM BbIYUCIEHHbBIX 3HAYEHUN C 3TAnNoHHbIMKU. B yka-
3aHHOM Habope nNporpamMMHbIX CPeACTB peanu3oBaHO UCMoNb3oBaHue 6ubnuotekn libgost,
obecneymnBatoLlen NogCcHET KOHTPOSbHbIX cyMM B cooTBeTcTBMM ¢ TOCT P 34.11-2012 ¢ anuHon
Xaw-koaa 256 6uT.

OTanoHHbIe 3HAYEHUS KOHTPOSbHLIX CYyMM 1 aTtprbyToB dannoB xpaHatca B b[. JaHHas
Bl KOHTPOMbHLIX CYMM 1 aTpUBYTOB MOXET ObITb CO34aHa Npyv NOMOLLM KOMaHAbI:
afick -1i

CospgaHHbIN B pesynbrate BbINOMHEeHUst Komanabl dpann /var/lib/afick/afick sB-
ndaetca bl popmarta ndbm. B channe cogepxutcs Habop CTPOK, B KaX0W CTPOKE yKa3aHO NUMS
danna n yepes npoben ero atpmbyTbl U curHatypbl. Bl 3awmwaeTcsa cucTemMon pasrpaHmyeHus

Aoctyna.
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[1na BblYMCNEHNA KOHTPOSMbHbLIX CYMM MOryT ncrnonb3oBatbcs anroputmbl MDS-Digest n
FOCT P 34.11-2012.

HacTponka pernameHTHOro KOHTPOsisi LLeNOCTHOCTU BbINOMHAETCS B KOHpUIypauMoHHOM
danne etc/afick.conf, B KOTOPOM yKasbiBaOTCA NyTU K dpannam/katanoram, nogseprae-
MbIM KOHTPOJSTHO LIeNOCTHOCTU, U NpaBuia KOHTPOsIS LEerioCTHOCTU, NPpUMeEHseMble K dpannam u
katanoram (nogpobHee cM. /etc/afick.conf).

Mo ymonyaHuto B dpanne etc/afick.conf MCnonb3yTCa crieqyloline npasusia KOH-
TpOns LUEenocTHOCTH:

1) npaBuno PARSEC:

PARSEC = p+d+i+n+u+g+s+b+md5+m+e+t

roe p+d+i+n+u+g+s+b+md5+m O3HAYaET CNEXeHne 3a BCeMU CTaHAapTHbIMU aTpubyTa-

MU panna n ucnonb3oBaHune xaw-pyHkunn MD5-Digest ana cnexeHusa 3a LENOCTHOCTLIO

COAEePXNMOro pannos, +e+t 03Ha4YaeT KOHTPOSb pacLUMPEHHbIX aTpubyToB: MeTKN Bes-

onacHocTu n ¢pnaroB ayguTta, cootBeTcTBeHHO. KoHTponb ACL ocyliecTBnsieTca npu

ycTaHoBKe donara +g;

2) npaBuno GOST:

GOST = p+d+i+n+tutgt+st+tb+gost+mte+t

roe p+d+i+n+u+g+s+b+gost+m O3Ha4YaeT criexeHme 3a BCEMU CTaHOAPTHbIMKU aTpuby-

Tamu hanna u ncnonb3oBaHne xaw-gpyHkuum MOCT P 34.11-2012 ¢ anvHon xaww-koga

256 6uT ansa cnexeHus 3a LEenoCTHOCTbIO COAEPXKMMOro hannos, +e+t 0O3HaA4YaeT KOH-

TPONb paclUMpPEeHHbIX aTpMbyToB: METKM 6e30nacHOCTM M donaroB ayauTa, COOTBETCTBEHHO.

KoHTponb ACL ocyliecTBnsaeTcs npu yctaHoBke hnara +g;

B danne etc/afick.conf Ha oTAenbHOM CTPOKe 3adaeTcs NyTb K panny unv katanory

N npuMeHaemMoe K HeMy rnpaBuiio KOHTPOJIA.

Mpumep
/boot GOST
/bin GOST
/etc/security PARSEC
/etc/pam.d PARSEC
/etc/fstab PARSEC
/lib/modules PARSEC

/1lib64/security PARSEC

/lib/security PARSEC
/sbin PARSEC
/usr/bin PARSEC
/usr/1lib PARSEC

/usr/sbin PARSEC
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B koHurypaumoHHomM dhanne Takke npeactaBneH psag AONONMHUTENBHBIX NYTEN C NpaBu-
namu koHTponsa. CooTBETCTBYIOLLNE CTPOKM NMOMEYEHbBI 3HAKOM KOMMEHTapusa «#» 1 MoryT ObITb
aKTUBUPOBAHbI yaaneHnem 3Toro 3Haka.

Mpu 3anycke afick aBToMaTnyeckn Bynet yCTaHOBIEHO exeHEBHOe 3aJaHne NS cron.
dawnn ¢ 3agaHnem HaxoguTtcsi B /etc/cron.daily/afick cron.

MapameTp report_url:=stdout 3agaeT MecTonosnoxeHne dganna-oryera.

B KOH(purypavumoHHOM hanne npuMeHeH npocTon 3blKk MakpoOCOB, KOTOPbLIN MCNOSb3yeTCA
npu onpeferneHu nepemMeHHbIX Ans 3agaHun CUCTEMHOrO NaHNPOoBLLUKMKA 3aaHnin cron.

PekomeHnpgyetcs ytunuton afick n/wnu cpegcrtesamu annapaTtHO-NporpaMMHOro Moayns
AOBEPEHHON 3arpy3kn obecnevmTb KOHTPOSb LEeNOCTHOCTU Creayowmx 0ObEKTOB:

1) dannos obpasos sagpa OC:

/boot/vmlinuz-*

2) dannoB obpa3oB BpeMeHHON hannoBon cuctemsbl, ncrnonbdyemon sgpom OC npu

Ha4anbHoM 3arpys3ke (406aBNATCA B CMUCOK KOHTPOSIS LEeSIOCTHOCTU Noche BbIMosHe-

HUS BCeX HeobxoauMbIX onepauur No HacTponke, Tpebyowmx obHoBneHna obpasos

BpeMEHHON (hannoBon cUCTeMbI):

/boot/initrd.img-*

3) KOHdUrypawumoHHoro parna MeHo 3arpy3ynmka GRUB 2:

/boot/grub/grub.cfg

4) koHUrypaunoHHoro ganna, onpegensatoLero Ncnosib3dyemMbli o yMonyaHuio rpadgum-

YeCKUn ANCNNEeNHbIN MEHEDKEP:

/etc/X11l/default-display-manager

5) KOH(purypaunoHHoro pamna HacTporku hansioBbIX CUCTEM, AOCTYMHbIX A4S MOHTUPO-

BaHus Yyepe3 NFS:

/etc/exports

6) KOHUrypaumoHHoro hanna, cogepawero MUHoOpMaLmo O PasfiMyHbIX YCTPONCTBAX

XpaHeHna 1 pannoBbIX cUcTeMax:

/etc/fstab

7) danna, cogepxaliero nepeyeHb nokaneHblx rpynn OC (gobaBnseTcst B CNMCOK KOH-

Tpons LEenocTHOCTU Nocrne co3aaHnsa Bcex HeobxoauMbIX rpynn):

/etc/group

8) ckpunToB Ans 3anycka cnyx6 B katanore

/etc/init.d/

9) KoHMUrypaumnoHHoro carna, onpeaensatoLwero napameTpbl paboTbl NEPBOro npolecca

Nnornb30BaTeNbCKoro pexmma init:

/etc/inittab

10) kOHGUrypaumnoHHbIX hannos, onpegenstowmx nopagok padotsl PAM-mogynen:

/etc/pam.conf
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/etc/pam.d/chfn

/etc/pam.d/chsh
/etc/pam.d/common-account
/etc/pam.d/common-account.pam-old
/etc/pam.d/common-auth
/etc/pam.d/common-auth.pam-old
/etc/pam.d/common-password
/etc/pam.d/common-password.pam-old
/etc/pam.d/common-session
/etc/pam.d/common-session.pam-old
/etc/pam.d/cron

/etc/pam.d/cups

/etc/pam.d/cvs

/etc/pam.d/dovecot

/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.

d/fly-dm

d/fly-dm-np

d/login
d/other

/etc/pam.d/passwd

/etc/pam.d/polkit

/etc/pam.d/samba

/etc/pam.d/sshd

/etc/pam.d/su

/etc/pam.d/sumac.xauth

11) dhanna, cogepxallero nepeveHb nokanbHbIX nonb3oBatenen OC (gobasnseTtcsa B
CMNCOK KOHTPOSSA LIENOCTHOCTM NOCE Co34aHnst BCEX HEOOXO0ANMbIX Nofb3oBaTenen):
/etc/passwd

12) CMMBOSMYECKMX CCbINOK Ha CKpUNTbI AN1s 3anycka cny6 B katanorax:

/etc/rc*

13) KOH(pUrypauMoHHoro avna, onpegensaowero nepedyeHb TepMUHarnoB, C KOTOPbIX
cynepnonb3oBaTenb root MOXET PErMCTPUPOBATLCSA B CUCTEME:

/etc/securetty

14) KoHdUrypaumoHHoro canna, onpegenstoLLero nepeyeHb permctTpupyemolx o6onodex
B OC:

/etc/shells

15) koHdUrypaunoHHoro granna, cogepXxallero 3Ha4eH1si napameTpoB aapa:
/etc/sysctl.conf

16) mogynewn agpa, Bxogdawmx B nogceuctemy 6esonacHoctn PARSEC:
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/lib/modules/*/misc/digsig _verif.ko

/lib/modules/*/misc/parsec.ko

/lib/modules/*/misc/parsec-cifs.ko

C nomouubto KomaHa 1smod M modinfo MOXHO onpenenuTb NnepedeHb Moaynen sapa,
nognexawmx KOHTPOS LuenocTtHocTu cpeactesammn ANMA3;

17) PAM-mopynen B katanore:

/lib/security/pam

18) ncnonHsemblx hannos B katanorax (B cnyyae, ecnn B OC He NCnonb3yeTcst 3aMKHY-
Tasi nporpammHasi cpega (cm. [16.1)):

/bin/

/sbin/

/usr/bin/

/usr/sbin/
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10. HAODEXXHOE ®YHKUMOHUPOBAHUE

10.1. BoccTtaHoBneHue OC nocne c6oeB 1 OTKa3oB

OCHOBHbIMU MpUYMHaMK HapyLeHna npouecca yHkumnoHunposaHua C3W OC aenstoTcs
cbon obopynoBaHus, npueBealumne K pasnuyHbim nospexgeHnam OC. K TakoBbiIM OTHOCATCS:
cbou aneKkTponuTaHus, NOBPEXAEHUA HOCUTENEN MHAOPMaLUN (KECTKUX OUCKOB), NOBPEXAEHUSA
coeavHUTENbHbIX Kabenen.

B npouecce nepesarpy3ku nocrne c6osa OC aBTomaTUYeCKM BbINOMHUT NporpamMmmy npo-
Bepku n BocctaHoBneHns ®C — fsck. Ecnun nospexaeHns ®C okaxyTcs He3HaYUTENbHbIMU, TO
ee BbIMOSTHEeHUsA JOCTaTOYHO Ans obecneveHuns LenoctHoctn OC.

B cny4ae obHapyxeHus cepbesHbix nospexaeHnn ®C gaHHas nporpaMmma MOXeT npea-
NOXUTb Nepes3arpy3nTb KOMNbIOTEP B O4HOMOMb30BaTENBCKUN PEXUM U MPOU3BECTU 3aMycK Npo-
rpammbl £sck Bpy4YHY0. ADMUHUCTPATOP, KOHTponupyowmin npouecc 3arpyskm OC, nocne cbos
AOMKeH crefoBaTh MHCTPYKUMAM, BbldaBaeMblM nporpammon £sck. OnucaHue nporpaMmmbl npu-
BegeHo B man fsck.

Mocne 3aBepLieHus 3arpyskn OC cnegyeT NpoBepuTb LENOCTHOCTb PanoB C NOMOLLbIO
nporpamMmmbl KOHTPONSA LENOCTHOCTU. Ecnu B pesynbraTte NpoBepKN HauayTCs NOBPEXAEHHbIE UMK
n3MeHeHHble (annbl, 0COBEHHO B kaTanore /etc n ero nogkartanorax, To cnegyer BOCCTAaHOBUTb
noBpexaeHHble dpannbl C pe3epBHON KOMUMU.

Ecnu cboi npuBen K BbIXoQy M3 CTPOS XXECTKUX AUCKOB, TO CrieayeT 3aMeHUTb BbllleLlee
n3 ctposi obopygosaHue n nepeycraHosutb OC ¢ DVD-gucka ¢ guctpmbyTmBom, a Nonb3oBaTerb-
CKMe AaHHble BOCCTAHOBUTb C pe3epPBHOM KOMUU.

Mocne cepbesHoro nospexaeHus OC, koraa KOMMNbOTEP HEBO3MOXHO nepesarpy3uThb,
CyLlecTByeT BO3MOXHOCTb BOCCTaHOBNeHUs 6e3 nepeycraHoBkmn OC. [Insa atoro HeobxoanMmo:

1) yctaHoButb DVD-aunck ¢ guctpubytmeom OC B ycTponcTBO YTeHMs DVD-guMcKos;

2) 3arpy3unTtb nporpammy yctaHoskn OC ¢ DVD-gucka;

3) B OKHE NPUBETCTBUSA NPOrpamMmMbl YCTAHOBKWU BbIOpaTh SA3bIK YCTAHOBKM (PYCCKUIN MK

aHITIMACKNN);

4) B OKHe NpMBETCTBMS NPOrpamMmMbl YCTaHOBKM BblOpaTh «PexXumM BOCCTaHOBNEHNS;

5) B okHe «[!! ] JluueH3una» noaTBepamTb corfnacme ¢ JIMUEH3UOHHbIM CorfalleHneMm;

6) B okHe «[ ! ] HacTponka knasuaTypbl» BblbpaTb HACTPOMKM NEPEKIOYEHNS packnaaku

KnaBuaTypbl, NOCre Yero NnporpaMmon ycTaHoOBKM ByaeT BbinonHeHa nposepka obopyao-

BaHUSA U NepBMYHas 3arpyska nporpamm;

7) B OkHe «[!] HacTpowika ceTu» 3agatb MMSA KOMMboTEPA (MOXHO YKa3aTb NPOU3BOSbHOE

NMS KOMMblOTEPA, HAaCTPONKKN BoccTaHaBnmBaemon OC He n3MeHsTcs);

8) B okHe «[ ! ] HacTpoiika BpeMeHu» BbibpaTb YacoBOW MOSC;
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9) B OkHe «[ ! ! ] BonTun B pexxum BOCCTAHOBIEHUNAY NOCHELOBATENbHO BbINOMHUTL Crieay-
oLune waru:
a) BblbpaTb NYHKT «He ncnonb3oBaTb KOPHEBYIO PaNOBYIO CUCTEMYY;
0) BbIOpaTb CreayroLLy0 onepaumio pexnma BOCCTaHOBNEHNS: «3anyck 000MnoYku B
paboyen cpene nporpaMmMbl YCTAHOBKNY;
B) HaxaTb Ha KHONKy [<Mpoaonxkutb>].
BygeT BbINOMHEH Nepexoq B peXnumM KOMaHOHOW CTPOKM Nog ynpasneHvem siapa, 3arpy-
>keHHoro ¢ DVD-gucka;
10) onpegenuTb MMSA pasaena, B koTopbi 6bina yctaHosneHa OC, ans aToro BbIMOMHUTL
KOMaHAy:
blkid
Ha akpaHe MoHWUTOpa AomKHa NOABUTLCA MHpOpMaLmMsa O pasfenax XecTkoro avcka (ecnu
B pe3ynbraTe BBOAA KOMaHAbl Ha 3KpaHe MOHUTOpPA HET MHpopMaLmm O pasgenax aucka,

TO noBpexgeHums CIMMKOM CepPpbe3Hbl U HeobxogumMa nonHas nepeycraHoBKa CI/ICTeMbI).

Mpumep

BbiBOA BbinonHeHUs kKomaHabl blkid

/dev/sdal: UUID="bc485787-ef37-431c-8c8b-401055066c99" TYPE="ext4"
PARTUUID="9492e90e-01"

/dev/sdab: UUID="e8987cad-eel6-427a-a768-a%aa896b048c" TYPE="swap"
PARTUUID="9492e90e-05"

/dev/sr0: UUID="2021-06-11-12-41-04-00" LABEL="Astra Linux"
TYPE="1s09660" PTUUID="66c613b0" PTTYPE="dos"

B npuBegeHHom npumepe OC 6bina yctaHoBneHa B pa3gen /dev/sdal;
11) 3anycTUTb aBTOMaTUYECKYO NPOBEPKY M BoccTaHoBNeHne ®C, BbINOMHMB KOMaHAY:

fsck.extd -p -f -c /dev/<umsa pazgena>

Mpnumep

BbIBO,CI, BbINONHEHUA KomaHabl £sck

/dev/sdal:Updating bad block inode.

/dev/sdal:318177/2297456 files (0.2% non-contiguous), 4157309/9186816
blocks

12) nocne nNpoBepkn HaxaTb KoMOuHauuio knaesuw <Ctrl+D> n nseneys DVD-guck ¢
anctpubytuesom OC un3 yctponcTtea yteHns DVD-guckos;
13) B okHe «[ ! ! ] BonTn B pexmm BOCCTaHOBNEHUs» BblbpaTb NYHKT «llepesarpyska

CUCTEMbI».
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10.1.1. Komnnekc nporpamm Bacula

Bacula obecneunBaeT nogaep)xKy CoOXpaHeHusi pacluMpeHHbIX aTpubyToB KaTanoros n
¢annos n, Npu He0BXoANMOCTH, UX NOCneayrLee BOCCTaHOBMNEHNE.

OnucaHue komnnekca nporpamm Bacula, a Takke ero yctaHOBKM 1 HAaCTPOWKK NPUBEAEHO
B gokymeHTe PYCB.10015-37 95 01-1.

BHUMAHMUE! [1nsa BocctaHoBneHus oobektoB PC ¢ yCTaHOBNEHHBIMW MaHAATHbIMK aT-
pnbytamm Heobxoanmo 3anycTuTb KOHCOSb ynpaeneHus Bacula ¢ PARSEC-npusunernen 0x1000
(PARSEC_CAP_UNSAFE_SETXATTR). NpuBunerns moxet 6biTb NofyyYeHa C UCMNONb30BaHMEM
YTUNUTbI execaps:
sudo execaps -c 0x1000 -- bconsole

BHUMAHMUE! Nocne BoccTtaHoBNeHus o6bektoB PC ¢ yCTaHOBNEHHbIMWU MaHOAATHLIMU
aTpubytamm HeobxoaMMO BbINOMHUTL NepeMoHTUpoBaHne C, B KOTOPOW BOCCTaHABIMBANUCh

06bekTbl, unu nepesarpy3ntb OC.

10.1.2. YTunuta apxmBupoBaHusa tar

BHUMAHUE! Pa6oTta ¢ maHgaTHbIMK aTpubyTamun n atpubytamm aygurta npu UCnosib-
30BaHWM PasnNUYHbIX YTUMUT CO30aHUSA pe3epBHbIX KOMnui TpebyeT NCnonb3oBaHNA napameTpoB
COXpaHeHMs pacLUMpeHHbIX aTpubyToB (Kak npaBuno Buga —xattrs).

BHUMAHMUE! lNepen BoccTaHOBNEHNEM MaHOATHbIX aTpnbyToB (hannoB N3 pe3epBHbIX
Konui HeobxogMMo OT MMEHM YyYETHOW 3anncu agMMHUCTPATopa BbIMOMHUTL KOMaHAY:
echo 1 | sudo tee /parsecfs/unsecure_setxattr

BHUMAHMWE! [1na BoccTaHOBNEHM MaHAaTHbIX aTpnbyToB hannoB M3 pe3epBHbIX KONWI
npouecc gormkeH nmetb PARSEC-npusunernio 0x1000 (PARSEC_CAP_UNSAFE_SETXATTR).
MpuBunerna Moxet BbITb NOMyyYeHa C UCMOSb30BaAHNEM YTUIUTbLI execaps:
sudo execaps -c 0x1000 -- tar

BHUMAHMUE! BoccTtaHoBneHne paclimpeHHbIX atpnbyToB hannos ¢ CNofnb30BaHNEM
unsecure_setxattr BO3MOXHO TOSMbKO B crniy4yae, ecnv atpubyTbl BOCCTaHaBNNBAKOTCA C No-
MOLLbIO CUCTEMHOIO BbI30Ba setxattr NyTemM yCTaHOBKM aTpubyTta security.PDPL. Mcnonb-
30BaHMe unsecure_setxattr He BAUSET HA BO3MOXHOCTb N3MEHEHUS MaHO4aTHbIX aTpnbyToB
¢dannoB CUCTEMHbIMU Bbl3oBaMUu pdpl_set path, pdpl set fd.

lMocne BoccTaHOBNEHUSA U3 pe3epBHbLIX KONu hannoB ¢ MaHgaTHbIMK aTpubyTammn Heob-
XOAWMO BbINOSHUTL KOMaHAy:

echo 0 | sudo tee /parsecfs/unsecure setxattr
Mpumep
Wcnonb3oBaHne tar, npu KOoTopom OyayT BOCCTAHOBMEHbI paclUMpeHHble aTpubyTbl

KaTtasoros u1 cba|7|nos, BITOXXEHHbIX B apXUB.
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[lo ncnonb3oBaHUs yTUNUTbI AOMKEH ObITb CO3AaH Nonb3oBaTenb userl, ANs KOTOPOro
3a4aHbl MaHOaTHbIe aTpubyThl, U NONb30BaTENb AOMKEH BbINOMHUTL BXOL B CUCTEMY.
CosgaTb OT MMEHM YYETHOWN 3anncu agMMHUCTPaTopa apXuB AOMAaLUHEro kaTanora nosb-
3oBaTens ¢ NOMOLLbIO KOMaHAbI:
sudo tar --xattrs --acls -cvzf /opt/home.tgz /home/.pdp/userl
rge —-xattrs — BKIKOYAET NOAAEPXKKY paclUMpeHHbIX aTpubyToB;
—acls — Bkntodaet nogaepxky POSIX ACL;
-cvzf — obecneymBatoT, COOTBETCTBEHHO, CO3[jaHMe apxumBa (create), BKMOYEHNE peXMMa
oTobpaxeHuns obpabaTbiBaeMbIx pannoB (verboze), NpUMEHeHWe MeToda cxatus (gzip),
yKkasaHue panna (file);
/opt/home.tgz — 3agaeT MeCTO PacnosioKeHNs CO30aHHOMO apXmBa 1 ero UMsi;

/home/ .pdp/userl — onpenenseT karanorn unn dannsl Ans 4odaBneHns B apxms.

Mepen BoccTaHOBNEHWEM HEOOXOAMMO BbIMONHUTL CEaYHOLLYI0 KOMaHAy, yCTaHaBnmBat-
LLYIO ANA napameTpa 3almTbl panroBon cuctemsl /parsecfs/unsecure_setxattr 3HaYyeHune
«1», paspellatoLiee nNpUMMeHATb NpuBunernio PARSEC_CAP_UNSAFE_SETXATTR:

echo 1 | sudo tee /parsecfs/unsecure_setxattr
BbINONHUTL BOCCTAHOBIIEHME C MOMOLLIbIO KOMaHAbI:
sudo execaps -c¢ 0x1000 -- tar --xattrs
--xattrs-include=security. {PDPL,AUDIT, DEF_AUDIT}
--acls -xvf /opt/home.tgz -C /opt/home2/
roe -—-xattrs-include=security.PDPL,AUDIT,DEF AUDIT — onpegenser noaknkwoyae-
MbIl LWABMOH BOCCTAHOBNEHUS PaCLUMPEHHbIX aTpubyToB (MaH4aTHbIX aTpubyToB, aTpmby-
TOB ayauTa n atpmbyToB ayguTa no yMOnNYaHuio) Ang Knya xattrs;
-xvf — obecneynBaeT, COOTBETCTBEHHO, N3BMNeYeHne n3 apxmea (extract), BKNOYEHME
pexuma otobpaxeHusi obpabaTbiBaeMbix pannoB (verboze), ykasaHue anna (file).
Mocne BoccTaHOBNEHUA HEOOXOAMMO BbINOMHUTL KOMaHAy, yCTaHaBNMBatoLL YO 3anpeT Ha

npuMeHeHne npmeunermn PARSEC_CAP UNSAFE_SETXATTR (Hactporika OC no ymon4aHuio):

echo 0 | sudo tee /parsecfs/unsecure_setxattr

[lononHuTenbHas nHopmaumsa no komaHae tar npmeegeHa B PYCB.10015-37 95 01-1.
10.2. BocctaHoBneHune CYB]] PostgreSQL nocrne c6oeB n otkasoB

Bo n3bexaHne notepb AaHHbIX B[] PostgreSQL gosmkHbI perynsipHo apxXxmBmpoBaThbCS.

B cnyyae BO3HUKHOBEHUS OWMBOK B XpPaHALMXCA OaHHbIX, HApyLUEeHUs LLernoCTHOCTH,
UnNu B criydae nporpamMmmMHoro n/unu annapatHoro c6osi cepsepa bl HeobxoamMmo nposegeHne
npoueaypbl BocctaHoBneHna B. [Npn aToMm, B 3aBUCUMOCTU OT TSXKECTU NOBPEXAEHUN MOXET

OCYLLIECTBNATLCS Kak COXpaHeHue cyLecTBytoLlero knacrtepa b1, ¢ nocnegyowmm ero BoccTa-
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HOBEHMEM, TaK N BOCCTAHOBMNEHNE M3 pe3epBHbIX KOMWUIA, CO30aHHbIX B MpoLecce perynsapHoro
npoBeaeHns pernameHTHbIX paborT.

B PostgreSQL cyuiecTtBytoT Tpu pbyHAaMEHTanNbHO OTAMYalLWNXCA NOAX0AA K pe3epBHOMY
KOMMpPOBaAHMIO OAHHbIX:

- SQL-pamn;

- pesepBHOe KonupoBaHue Ha ypoBHe ®C;

- HenpepbIiBHOE apXUBMPOBaHUE.

Bonee noapobHoe onvMcaHme 3TUX METOAOB U Npoueayp KONMpoBaHUS U BOCCTAHOBIEHUS
npueeneHo B gokymeHTaummn Ha CYB[] PostgreSQL B nakeTe postgresqgl-doc-x.x.

CYB[] PostgreSQL cogepxuT psag cTaHOapTHbIX CPenCcTB pe3epBHOr0 KOMMpPOBaHUS
n BocctaHoBnenns BM. K Hum oTHocaTes ytunutel pg_dump (10.2.2), pg_dumpall (10.2.3),
pg_restore N, B TOM Yncne, UHTEpPaKTUBHbIA TepMUHaN psgl, C MOMOLLbIO KOTOPOro

MOryT OblTb BOCCTAHOBIEHDI pe3epBHblE KOMNUKN, COXpaHEeHHbIE B BUAE CKpUMNTa SQL.

10.2.1. Co3paHMe M BOCCTaHOBIIEHME pe3epBHbIX KOMuUA ©6a3 p[aHHbIX C
MaHAaTHbIMU aTpubyTtammu

[ns cosgaHus M BOCCTAHOBIIEHUS pe3epBHbIX KOMU 6a3 AaHHbIX C MaHOaTHbIMU
aTpubytammn Heobxoaumo, 4Tobbl nonb3oBaTenb MMen npuBunernn PARSEC_CAP_ SETMAC,
PARSEC_CAP_CHMAC.

B cny4yae cosgaHusa pesepBHOM KONMUU HEOBXOAMMO Ha3HaYUTb MakCUMarbHYK METKY Ha
KaTanor, B KOTOpbI ByaeT Bbirpy>keHa 6a3a gaHHbIX (4189 Ha3HadYeHnsa METKN Ha dbain Konum).

B cnyyae BoccTaHOBNEHNA MOMUMO yKa3aHHbIX NPUBUNErnin TpebyroTca npasBa agMUHU-
cTpaTopa B 6a3e gaHHbIX (4Ns co3A4aHMs OObEKTOB U HA3HAYeHUs MaHOaTHbIX aTpubyToB).

[ns BoccTaHoOBNEHMS Konun 6asbl AaHHbIX C MaHOaTHbIMK aTpnbytamn B apyron 6ase
JaHHbIX HE0OX0AUMO:

1) Ha3Ha4YMTb MakCcMMarbHYK METKY Ha KaTanor, B KOTOpbI ByaeT NpoBOANTLCS BbIrpy3ka

pe3epBHOMN Konuu;

2) cosgaTtb pe3epBHY KOMUIO MCXO4HOW 6asbl JaHHbIX OT MMEHU NONb3oBaTeNs C NpUBU-

nervamm PARSEC CAP SETMAC n PARSEC _CAP CHMAC.

3) Ha ueneBoM KnacTepe Has3Ha4yMTb MaHAaTHble aTpubyTbl Ha KnacTep;

4) BOCCTAHOBWUTb pPe3epBHYD KOMUKO B6a3sbl JaHHbIX C MOMOLLBIO KNneHTa psql (ecnu

pe3epBHasi Konusa caenaHa B TEKCTOBOM BWMAE) UM C MOMOLLBIO pg_restore (ecnu

pe3epBHas Konusa caenaHa B OMHapHOM BMAE) OT MMEHW NONb3oBaTens agMnHucTpaTopa

6a3bl AaHHbLIX C NpuBMIernsMm PARSEC_CAP_SETMAC n PARSEC_CAP_CHMAC.

MpumeyvyaHns:
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1. YTunuta pg_dump, noctaensemas Bmecte ¢ CYB/[l Bepcumn 11, BbIrpy>kaeT KoMaHgbl
MO YCTaHOBKE KOMMEHTapueB, METOK 6e30NacHOCTM U Ha3HAYeHMI0 MaHA4aTHbIX aTpMbyToB
B criegylowemM Buae:

COMMENT ON DATABASE CURRENT_DATABASE IS ’koMMeHTapuii’ ;

SECURITY LABEL ON DATABASE CURRENT DATABASE IS ’'...’;

MAC LABEL ON DATABASE CURRENT DATABASE IS ’'...’;

MAC CCR ON DATABASE CURRENT DATABASE IS ’'...’;

Takas pesepBHas Konusi MOXeT BbITb BOCCTAHOBMEHA C YCTAHOBKON KOMMEHTapueB, METOK
6e3onacHOCTN U MaHOaTHbIX aTpMbyToB B Xenaemyto 6a3y faHHbIX.

2. [Ina BOCCTaHOBMEHUS pPEe3EpPBHbLIX KOMUA ©0a3 [aHHbIX, CAenaHHbIX B npenbl-
aywmx Bepcusix, B CYB[ Bepcum 11 HeobxogMmo YyCTaHOBUTL MNapameTp
ac_auto_adjust_macs = true;

3. [ns nepeHoca knactepa ¢ npeabiaywmnx sepcuin CYB[] Ha Bepcuto 11 Heobxogmmo
BOCMOS1b30BaTbCS YTUNNTaMn pg_upgradecluster UnNu pg_upgrade (CM. JOKYMEHT
«OnepaunoHHas cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition» Pyko-

BOACTBO agMunHUCTpaTopa. HacTb 2»).

10.2.2. pg_dump

[na cosgaHus pesepsHon konuu B B BUAe danna B TEKCTOBOM UK ApYyrMx doopmaTtax

ncnonb3yeTcs yTunuTa pg_dump, KOTOpasi co3aaeT CornacoBaHHyo Konuto, gaxe ecnu B[, uc-

nonb3yeTcs, Npu 3TOM AOCTYN K HEN ApYrux nonb3oBaTtenen (Kak YnTaloLmx, Tak 1 NULyLmX) He

onokupyeTcs.

PGSGDBHaH KOnmsa MOXET Cco3daBaTbCA B BMAE CKpUMNTa UITA (bopmaTax ynakoBaHHOIO

darna. CKpunT pe3epBHOI KONUM NpeacTaBnsaeT coboi TEKCT, coaepKalluii NocnenoBaTenbHOCTb

SQL-komang, HeobxoaMmblx Anst Bocco3gaHnsa B oo coctosaHMs, B KOTOPOM OHa Bbina coxpaHeHa.

[lns BocCTaHOBMEHUA U3 CKpunTa OH nogaeTcd Ha BxXo4 yTunutbl psql. CKpI/II'IT MOXET ObITb

ncnonb3oBaH Ans BoccosfaHus Bl aaxe Ha opyrom cepBepe vUnm apxuTekType u ¢ HebonbLummm

n3ameHeHnsaMn Ha gpyrmux CYb[.

CuHTakcuc:

pg_dump [OPTION]... [DBNAME]

Onuum obLero xapakTepa npusegeHbl B Tabnuue [41]

Tabnuuya 41
Onuus OnucaHwune
-f, --file=FILENAME Mms BbixogHoro danna
dopmar BbiIxogHoro danna (Nonb3oBaTeNbCKUN, tar, TEKCTO-
-F, —--format=c|tlp o
BblIi1)
-v, —--verbose Pexxunm BbiBOAa Bcex coobLueHumn
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OkoHyaHue mabnuusi 41

Onums OnucaHune

-Z, --compress=0-9 YpoBeHb cxatusi 4ns opMaToB CxaTus

3aBepLlueHne owmnbkon nocne oxmnagaHna TIMEOUT ans 6rnoku-

—-lock-wait-timeout=TIMEOUT
pPOBKM Tabnuupl

--help BblBECTM CnpaBKy U BbINTH

--version BbiBeCTM MHpOpMaLINIO O BEPCUUN U BBINTU

Ecnu He ucnonbsyetca -f/--file, SQL-ckpunT OyaeT HanpasneH B CTaHO4apPTHbIN
BbIBO[.

Onuumn ycTaHOBKU COeMHEHWSI NPUBEAEHbI B Tabnuue [42]

Tabnuuya 42

Onuus Onucanune
-h, --host=HOSTNAME Wmsa cepeepa B[] nnn katanor cokeToB
-1, --database=DBNAME | YkasaTb ansrepHaTumBHyto B[l — wabnoH
-p, —--port=PORT Homep nopta cepeepa B[]
-U, --username=NAME CoeaunHnTbCA Kak yKkasaHHbI Nonb3oBaTenb
-w, —--no-password He 3anpawwusatb naporsb

MpuHyanTenbHbIA 3anNpoc napons (4OSMKEH NPoOMCXoanTL aBToMaTnye-

W, --password cx?/.) yA P pons (4 P a

[nsa nonyyeHnst nonHOM MHgopmaummn o0 cnocobax MCNosb30BaHMA YTUNUTLI pg_dump

CM. PYKOBOACTBO man And yTUNUT pg_dump U psqgl.

10.2.3. pg_dumpall

YTunuta pg_dumpall ucnonb3yercs Ans co3gaHusi pe3epBHOM KOMMK BCEro Knacrepa B
BMAe ckpunra.

Ckpunt cogepxuTt SQL-komaHabl 1 MOXET ObiTb NOAaH B AarlbHENLIEM Ha BXO4 YTUUTHI
psql Ans BoccTaHoBneHus. Onepaumsi OCyLWeCTBNAETCS NocneaoBaTefibHbIM BbI30BOM YTUUTbI
pg_dump Anga kaxgoun Bl knactepa. Kpome atoro, pg_dumpall coxpaHseT rnobanbHble 00b-
eKkTbl, eanHble ansa Bcex Bl (pg_dump nogobHble 06bEKTHI HE COXpaHSEeT). [JaHHble 0OBLEKThI
BKINIOYaKOT B cebsa MHopmaumio O Nonb3oBaTensx U rpynnax v Takme CBOWCTBA, Kak: npasa
AocTyna, npumeHsiemble ans Bcex b1 B uenom.

CuHTakcuc:
pg_dumpall [OPTION]...

Onuum obLero xapakTepa npusefeHbl B Tabnuue [43]
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Taobnuuya 43

Onuwms OnucaHue

-f, --file=FILENAME Mms BbixogHoro channa

3aBeplueHre owmnbKoi nocne oxugaHmsa TIMEOUT Ans Grnoku-

--lock-wait-timeout=TIMEOUT
pPOBKM Tabnuubl

--help BbiBECTM cnpaBky 1 BbINTH

--version BbiBECTM MH(OPMaLINIO O BEPCUUN U BbIATH

Onuuun ycTaHOBKN COeQMHEHUs aHanornyHbl komaHae pg_dump (cM. Tabnuuy 42).
[ns nony4eHns nonHom nHdopmaumm o cnocobax NCNonNb3oBaHUSA YTUNUTbl pg_dumpall

CM. PyKOBOACTBO man A YTUNuT pg_dumpall U psql.

10.2.4. pg_restore

[lns BoccTaHOBNEHUs apxXMBOB pe3epBHbIX Konun B, Nofy4eHHbIX C MOMOLLLIO YTUNTBI
pg_dump, UCNonb3yeTcs yTunuTta pg_restore. OHa BbINOMHAET KOMaHAbl, Heobxoaumble Ans
Bocco3gaHnda B[] 0o COCTOSAHMS HA MOMEHT BpPeMEHU CcOo34aHus pe3epBHON Konuu. ApXmBHbIE
annbl Takke NO3BONSAT BbIOMPATh C NOMOLWbLIO YTUMUTLI pg_restore, YTO MMEHHO BOCCTaHaB-
nvBaTh, U Jaxe MeHSTb NOPSA0K BOCCTaHaBNMBaeMbIX arieMeHToB. Painbl apxuBoB pa3paboTaHbl
nepeHoOCUMbIMU MeXAy pasHbIMU apXUTEKTYpaMu.

YTunurta pg_restore MOXeT (PyHKUMOHUPOBATL B ABYX pexumax. [pu ykasaHun B[]
apxvmB BOCCTaHaBNMBAETCH HEMOCPeaCTBEHHO B Hee. B gpyrom cny4vae, ckpunt, cogepxaiinim
Heobxoaumble ona nepecosganus Bl SQL-komangbl, co3gaeTca n BbiBOAUTCA B dhann unm
CTaHOapTHbIN NOTOK BbiBOAA. Pe3ynbTupylowmin CKpUNT SKBUBAreHTeH hopMaTty TEKCTOBOro

BblBOAA YTUNUTbLI pg_dump. Bcnencrteue atoro HEeKOTOpble NapaMeTpbl, yrnpasndlouine BbiIBOAOM,

aHanornyHbl napametpam pg_dump (cMm. [10.2.2).
CwuHTakcuc:

pg_restore [ONIUA]... [DAWI]

Onuum obLero xapaktepa npusefeHbl B Tabnuue [44]

Tabnuuya 44
Onuwms OnucaHue
-d, --dbname=KMMd MogcoeanHUTbLEA K yKasaHHon B/
-f, --file=FILENAME Mmsa BxogHoro dhanna
-F, —--format=c|t dopmart anna pes3epBHON KONUK (AOIMKHO ObITb aBTOMATUYECKM)
-1, --list HanevaTtaTb UTOroBoe OrrnaeneHne apxuea
-v, --verbose Pexxum BbiIBOga Bcex cooOLLeHU
--help BbiBecTu cnpaBky 1 BbINTH
--version BbiBeCTM MHpopMaLnio 0 BEpPCUN U BbIATU
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[ns nony4eHns nonHon nHdgopmaumm o cnocobax UCNonb3o0BaHUS YTUNUTLI pg_restore

CM. PYKOBOACTBO man AN YTUINUTbI pg_restore.
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11. PUNBLTPALINA CETEBOIO NMNOTOKA

11.1. BknroyeHune unsTpaumum ceteBoro NoToka

Mpn nomowm punsTpa ceTeBbiX NAKETOB MOXHO OCYLUECTBMAATbL KOHTPOSb CETeBOro
TpadoumKa, NPOXoasiLLEro Yepes KOMMbIOTEP.

3anyck unbTpaunmn naketoB obecnevmBaeTcs MexceTeBbiM 3kpaHoMm ufw. Mexceteson
3KpaH NO3BONSAET co3gaBaTb nNpasuna unbTpaunm UCNosb3yst TEXHOMNOMIO iptables.

YnpasneHne MexceTeBblM 3KpaHOM OCYLLECTBASAETCS C NOMOLLbIO rpapnyeckon yTunnTbl
gufw UM ¢ NOMOLLLI0 MHCTPYMEHTa KOMaHOHOW CTPOKN astra-ufw-control.

[na BKMHOYEHUS MEXCEeTeBOro akpaHa C NOMOLLbD MHCTPYMEHTa KOMaHOHOW CTPOKMU
BbINONHUTb KOMaHAy:
astra-ufw-control enable

[N BbIKMIOYEHNA MEXCETEBOro 3KpaHa C NOMOLLb MHCTPYMEHTa KOMaH4HOW CTPOKMU
BbINOMNMHUTb KOMaHAay:
astra-ufw-control disable

lMpoBepKka COCTOAHUS MEXCETEBOIo 3KpaHa BbIMOMHAETCH C MOMOLLbIO KOMaHAbI:
ufw status

Pe3ynbraT BbINOMHEHUS KOMaHAbI:

- active — MEXCETEBOW 3KPaH BKIHOYEH;

- inactive — MeXCeTeBOM 3KpaH BbIKIHOYEH.
11.2. dunbTp ceTeBbIX NakeToB iptables

dunbTp ceTeBbIX NAKeTOB peanu3oBaH Ha OCHOBE TEXHOSOMMN iptables 1 No3sBonseT
BbIMOMHATL cnefyoLlne 3agayu:

1) comnbTpaumo NakeToB — 3TO MEXaHU3M, KOTOPbIM Ha OCHOBE 3aJaHHbIX Npasus, pas-
pellaeT nnu sanpewaeT nepegadyy MHopmMaunmn, NPoxoasLlen Yyepes Hero, C Lernbo
orpaxaeHus NoAceTU OT BHELLHEro JocTtyna, unn, HaobopoT, Ans HegonyLeHNs Bbixoaa
Hapy>Xy. PunsTp NakeToB MOXET onpeaensTb NpaBOMEpPHOCTb Nepefayn nHopmaumm
TONbKO Ha OCHOBE 3arofioBKoB |P-nakeToB, a Takke MOXET aHanM3MpoBaTb U UX COOEPXU-
Moe, T. €. UCNOMb30BaTb AAaHHbIE MPOTOKONOB 6oree BbICOKOrO YPOBHS;

2) TpaHCnAumMi ceTeBbIX agpecos (T.H. «MackapaiuHry) — 9To NoAMeHa HEKOTOpbIX Na-
pameTpoB B 3arofioBkax |P-nakeToB. cnonb3yetca Ans CokpblTUS pearnbHbix IP-agpecos
KOMMbIOTEPOB 3alLMLLIaeMON NOACETU, a TakKe ANS opraHu3auumn OocTyna U3 NoaceTu ¢
KOMNblOTEPAMU, HE NMEKLLMMKN pearnbHbiX IP-agpecos, K rmobanbHomn cety;

3) nNpo3payHoe NPOKCMpOBaHWEe — 3TO Nepeagpecaums nNakeToB Ha APYron NOpT KOMMbHO-

Tepa. O6bI4HO ncnonb3yeTcd and Toro, 4YTOObI MONb30BaTENN U3 NOACETM UCMONb30BaNU
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proxy-cepsep MapLipyTusatopa 6e3 4ONONMHUTENBHOMO KOH(UIYPUPOBAHNS NX KITMEHTCKMX
nporpamm.
HacTpoiika paccMOTPEHHbIX MexaHU3MOB (PUNbTPaLNsS NAKeToB, TPAHCMALUUS CETEBbIX

afpecoB 1 Npo3payvyHoe NPOKCUPOBaHME) BbINOMHAETCA KOMaHAoM iptables.
11.3. PopMmupoBaHume npasun

Kaxxgoe npaBuio — aTo CTpoKa, codepKallasa Kputepuu, onpegenstolme npuMeHnMocTb
AAHHOro npaswuna K nakeTy, U JencTeue, KoTopoe HeobXoaUMO BbINOMHUTL B CllydYae BbINOSIHEHNUS
Kputepus.

[MpaBuna umerT creayowmn CUHTaKCUC:
iptables [-t table] command [match] [target/jump]

Ecnu B npaBuno He BkNtoyaeTcsa cneuyudmkatop Tabnuubl [-t table], TO N0 yMONYaHMO
npegnonaraeTcs ucnonb3oBaHue Tabnuubl £ilter. Ecnn HeobxoanMo Mcnonb3oBaTb APYryto
Tabnuuy, To aTo TpebyeTcs ykasaTb ABHO. CneuundmkaTop Tabnumubl MOXHO yKasbiBaTb B Jl0O60M
MecTe CTPOKU npasurna, ogHaKko NPUHATO yKasbiBaTb B Ha4yarne npasuna.

HenocpeacTBeHHO nocne umeHn Tabnuubl JOoMKHA CTOATb KomaHaa. Ecnu cneuudmkaTo-
pa Tabnuubl HET, TO KOMaHAa Bcerga gOrmKHa CTosATb nepBon. Komanga onpenensder gencrame
iptables, Hanpumep, BCTaBUTb, 4OOABUTb B KOHEL, LLEMOYKN UNu yaanuTb Npasumo.

B pasgene match yka3sbiBalOTCS KpUTEPUU NMPOBEPKU, MO KOTOPLIM Orpenenserca npume-
HUMOCTb JaHHOTO NMpaBuna K nakeTy. BoaMoXHO ykasaTb B kadecTBe KpuTepus |IP-agpec uctovHuka
naketa unu cetn, CeTeBON MHTepgenc n T. 1.

MapameTp target ykasblBaeT, Kakoe AeNCTBUE JOMKHO OblTb BbINOSIHEHO NPU YCNOBUK
BbIMOMHEHUS KpUTEpPUEB B NpaBune. Bo3MOXHbI Takne OeNCTBUS KakK: nepedada nakera aapom B
APYryro LUenoyky npasun, «COpocuTby nakeT n 3abbiTb NPO HEro, BblAaTb Ha UCTOYHUK COOBLLEHNe
00 owmnbke n T.N.

Co3sgaHHble npasuna unbTpaLmm COXpPaHATCS U MPUMEHSOTCA TOMNBbKO A0 nepesarpysku
OC, nocne nepesarpy3kn OC TpebyeTtcsi noBTOpHOE (POPMUPOBAHNE NPaBUIT.

[ns obecnevyeHna BO3MOXHOCTU BOCCTAHOBIEHUS NpaBun ounsTpaunm nocre nepesa-
rpy3skm OC Heobxoammo:

1) cosgaTtb hann /etc/iptables.rules ANa COXpaHEHUs NpaBui PUNLTPaLUN:

sudo touch /etc/iptables.rules

2) yCTaHOBUTb AN CO34aHHOrO (hanna orpaHUYeHns Ha YTeHue, Tak Kak U3 Hero MoXHo

NoNyyYnTb MHGOPMaUUo 06 OTKPLITBIX CETEBLIX MOPTax, KOTopas MOXeT BbITb UCMOMb30-

BaHa On1d atak Ha KOMMbloTep:

sudo chmod 640 /etc/iptables.rules

3) coxpaHuTb CyLLeCTBylLMe NpaBuna gpunstpaumm B anne /etc/iptables.rules:

sudo iptables-save | sudo tee /etc/iptables.rules > /dev/null
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4) cospgaTtb cueHapun /etc/network/if-pre-up.d/iptables cO cnegywwmm co-

OepXUMbIM:

iptables-restore < /etc/iptables.rules

exit O

5) cospaTb cueHapun /etc/network/if-post-down.d/iptables CO cnegyrowmm

COLEPXKUMBIM:

touch /etc/iptables.rules

chmod 640 /etc/iptables.rules

iptables-save > /etc/iptables.rules

exit O

6) coenaTb co3fgaHHble CLueHapuM UCNOSTHAEMbIMU:

sudo chmod +x /etc/network/if-post-down.d/iptables

/etc/network/if-pre-up.d/iptables

MpumeyvyaHune. Ina coxpaHeHns npasun unsTpauum pekomeHayeTCs BbIMNOSTHATb
nyHkTbl [T){3) nepeuncnenmns Ha ctp. nocne Kaxmaoro nameHeHus npasun. CueHapuii, npuse-
AEHHbIN B MYHKTE |5)| NepeyncrieHns], COXpaHseT TEeKYLLYK BEPCUIO NMpaBusi aBTOMaTUYeCckn TONbKO
Npw LWUTAaTHOM BbIKMIOYEHUN KOMNboTepa. [1py HeWTaTHOM BbIKITHOMEHMM KOMMbIOTEPA Unu cboe

N3MEHEHNs B Npasunax punsrpaumm MoryT 6biTb yTEPSIHBbI.
11.4. NMopAAoK NpoxoXxAaeHUsa Tabnuy u ueno4vek

Korga nakeT npuxoauTt Ha ceTeBoun (ounbTp, TO OH CHavana nonagaeTt Ha ceTeBoe YCTpon-
CTBO, MepexBaTbiBaeTCA COOTBETCTBYOLWMM ApanlBePOM U Aanee nepefaeTtcs B 94p0. 3aTteM naket
NpoXoauT HEeCKONbKO Tabnuu, npexae Yyem oH ByaeT nepenaH ganee. Ha kaxagom atane naket
MOXeT ObITb OCTaHOBMEH. [locne npoxoxaeHnsa Tabnuu nakeT nepegaetca NMB0 NoKansHOMY
NpUNoXeHuto, NMGO NepeHanpaBnNAeTCs Ha APYro KOMMbIOTEP.

B Tabnuue filter uenoyky FORWARD NPOXOAAT BCe MakeTbl, KOTOpble ABUXYTCS Yepes

ceteBon unbetp. Nopsaok cnegoBaHns naketa npuBedeH B Tabnuue .

Tabnuuya 45
War | Tabnuua Llenouka Onucanue
1 = = Kabenb
2 = = CeteBown uHTepdenc (Hanpumep, eth0)

|/|CI'IOJ'Ib3yeTCFI AnNs BHECEHNSA N3MEHEHUI B 3arofioBOK NakeTa, Ha-

3 mangle | PREROUTING
npuMep, Ana UameHeHust 6UToB TOS U Np.

Mcnonb3yeTtca Ana TpaHCcNsAauMmM ceTeBbiX aapecoB DNAT. SNAT Bbl-
NOSHSAETCA No3aHee, B Apyron uenodke. Jltoboro poga dunsrpauns
B 3TOW LIEMOYKE MOXET MPOM3BOAUTLCS TONBLKO B UCKMOYUTENBHBIX
cnyyasx

4 nat PREROUTING
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LWar | Tabnmua Llenoyka OnuncaHue

MpuHATHE pelueHnda O AanbHenwen MmapLpyTmMsaumm, T.e. B 9TON
5 | = = TOYKe peluaeTcs, Kyaa nonaeT nakeT — foKanbHOMY MPUNOXEHNIO
UNn Ha apyromn ysen cetu

MonagatoT TONbKO Te€ MaKeThbl, KOTOpble MAYT Ha APYron KOMMbO-
Tep. Bea cdovneTpauma TpaH3nMTHOMO Tpaduka A0MKHA BbINONMHATHCA
6 filter | FORWARD 34echb. Yepes aTy Lenoyky npoxoamT Tpaduk B oBoMx Hanpasne-
HUAX, NO3TOMY 00s3aTENBHO YUNTBIBATb 3TO 0O6CTOATENBCTBO MpPU
HanucaHun npasun punsTpaumnm

MpenHa3HayeHa B nepByo ovepenb Ans SNAT. He ucnonb3oBaTtb
7 nat POSTROUTING | ang cpunerpaumm 6e3 ocobon HeobxoanmocTun. 30ecCh e BbINOSHS-
eTCsl U1 MackapaguHr

8 = = BbixogHow ceTeBorn nHTepdenc (Hanpumep, ethl)

9 = = Kabenb

MakeTbl, NpeaHa3HaYeHHbIE NTOKanNbHOMY NPOLIECCY/MPUNOXKEHUIO, NPOXOANAT Yepes Lienoy-

Ky INPUT, a He Yepe3 FORWARD. B Tabnuue 46| npeactaBneH nopsaaok ABMXKEHUS NakeTa.

Tabnuuya 46
War | Tabnuua Llenouka Onucanune
1 = = Kabenb
2 | = = BxoaHow ceteBon nHTepdeinc (Hanpumep, eth0)

OO6bIvHO ncnonb3yeTca And BHeCeHuA N3MEHEHWUI B 3arofioBOK Nake-

3 mangle | PREROUTING
Ta, Hanpumep, ana yCtaHOBKU ouToB TOS ” np.

MpeobpasoBaHne agpecoB DNAT. dunbrpaumsa naketoB 30ecb Oo-
NyCKaeTCs TONbKO B UCKITHOUUTENbHBIX Cry4asix

4 nat PREROUTING

5 | = = MpUHSTUE peLleHns 0 MapLIpyTU3aLmm

dunbTpaumsa Bxoasiuero Tpaduka. Bce Bxogsalme nakertsl, aapeco-
6 | filter | INPUT BaHHble NOKaribHOMY MPUMOXEHWNIO, NMPOXOAAT Yepes 3Ty LIENouKY,
He3aBMCUMO OT TOrO, C KaKoro MHTepdenca oHu NocTynunu

7 = = JlokanbHbIN Npouecc/npunoXxeHne

B Tabnuue npeacrtaBlieH NOpPAOOK ABUMXKEeHUA NakKeToB, CO34aHHbIX JTOKalribHbIMWU MPO-

Leccamu.
Tabnuua 47
LWar | Tabnuua Llenouka OnucaHue
1 = = JlokanbHbIN npouecc
mangle OUTPUT BHeceHmevmameHeHMVl B 3arofioBok naketa. PunsTpaumsi, BblNomnHsie-
filter Masi B 3TON LIENoYKe, MOXET MMETb HEraTUBHbIE MOCNEACTBUS
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LWar | Tabnuua Llenoyka OnucaHne

4 _ _ MpuHAaTHe pelueHna o maplipyTusaumm. 30ecb peluaeTcs — Kyaa
nowaeT nakeT ganblue
3aecb BbiNonHseTcs SNAT. He cnenyet B 3TOW LeNoYke NPON3BOANTb

MNbTPaLMIO NaKeToB BO n3bexaHne HexxenaTerbHbIX MoOoYHbIX -

5 nat POSTROUTING ® pau ®
dekToB. OgHAKO 1 34EeCb MOXXHO OCTaHABMUBATL MaKETbI, MPUMEHSIS
NONUTUKY NO YMOMYaHNo — DROP

6 = = CeteBown uHTepdpenc (Hanpumep, eth0)

7 = = Kabenb

mangle
B Ttabnvue mangle He cnegyeT NpomM3BOAUTb (punbTpaumio, MackMpoBKY Mnn npeodb-

pa3oBaHue agpecoB (DNAT, SNAT), B HEMN OOMNYCKAETCs BbINOMHATL 4ENCTBUS, NPpUBEAEHHbIE B

Tabnuue (48]

Tabnuuya 48
JencTteue Onucanue
T0S BbinonHseT yctaHoBKY 6MTOB nonst TOS. OTO norne Ucnonb3yeTcst Ans HazHa4YeHUs CeTEBON
MONMUTMKM OBCINYXMBaHWUSI NAKeTa, T. €. 3a[a€ET XKenaemblil BapuaHT MapLipyTusaumm
TTL V|CI'IOJ'Ib3yeTC$I 4ana yCtaHOBKM 3Ha4YeHUa nond TTL nakeTa
YCTaHaBnNuBaeT cneumanbHyl0 METKY Ha MakeT, koTopasi 3aTeM MOXeT bbiTb NpoBepeHa
MARK ApYrMMun npaBunaMu B iptables unu gpyrumm nporpammamMu, Hanpumep, iproute2. C

MOMOLLIbIO METOK MOXHO YNpPaBnsTh MapLUpyTM3aLmMeln NakeToB, orpaHnymMBaTh Tpaduk n
T.M.

Tabnuua nmeet ABe LenoyKu:

- PREROUTING — UCMOMnb3yeTcs ANd BHECEHUS U3MEHEHUI Ha BXOAEe B CETEBON ounbTP

nepeq NPUHATUEM peLLeHNa O MapLupyTusauuu,

- OUTPUT — Ons BHECEHUS U3MEHEHUI B NaKeTbI, NOCTynatoLwue oT NPUIIoXeHUn BHYTPU

ceTeBon ouneTp.

nat

TonbKo NepBbIN NakeT U3 NOTOKa NPOXOAUT Yepes Lenodkn Tabnuupsl nat. TpaHcnauns aa-
pecoB MM MackMpoBKa NPUMEHSAKOTCH KO BCEM NOCMeayLWNM naketam B NoToKke aBTOMaTUyecku.

Ans atoi Tabnuubl xapakTepHbl AeWCTBUS, NpuBedeHHble B Tabnuue [49]

Tabnunua 49

JenctBue OnucaHwune

rlpOVI3BO,D,VIT npeo6pasoBaHV|e agpecoB Ha3Ha4YeHUA B 3arojioBkax nakeToB. ,ElperMM
DNAT crnoBamu, 3TUM OENCTBUEM nepeHanpaBnAlTCA NakeTbl HA gpyrme agpeca, otTrinyHble
OT YKa3aHHbIX B 3arofioBkax naketoB




149
PYCB.10015-37 97 01-1

OkoHyaHue mabnuusb! 49

HencTtBue OnucaHune
SNAT Mcnonb3yetca ana MsamMeHeHus UCXOAHbIX agpecoB naketos. C NOMOLLBIO 3TOro aen-
CTBUSI MOXXHO CKPbITb CTPYKTYPY JNOKasNbHOW CEeTH
MpumMeHsieTcst B TEX e Lensix, 4To U SNAT, HO B OTNIMYME OT NnocregHen gaet bonee
CUINbHYIO Harpysky Ha cuctemy. lNpoucxoguT aTo NOTOMY, YTO KaXAbl pas, korda Tpeby-
eTCcs BbINOMHEHNe 3TOro AencTBusa, nponssoauTtca 3anpoc IP-agpeca anga ykasaHHoOro
MASQUERADE A P A P AP Ana'y

B JEWCTBUM CETEBOro UHTepdenca, B TO BpeM4d Kak ans SNAT |IP-agpec ykasbiBaeTcs
HenocpeAcTBeHHO. OgHako Gnarogaps Takomy oTnmymio, MASQUERADE MOXeT pabotaTb
B Cny4vasix ¢ guHamunyecknm IP-agpecom

Tabnunua nmeeT aBe LEenoYKu:

- PREROUTING — UCMNOMb3yeTcs AN BHECEHNS U3MEHEHWUI B NaKeTbl HA BXOAE B CETEBON

ouneTp;

- OUTPUT — ucnonb3yeTcs Ans npeobpasoBaHUs NakeToB, CO30aHHbIX NPUNOXEHUSIMN

BHYTPUM CeTeBOro omnerpa, nepeq NpUHATUEM peLLEeHN O MapLupyTU3aummn.

filter

B Tabnuue filter cogepxatcs Habopbl NpaBu ANs BbINONHEHUS UNBTPaLUK NakeToB.
MakeTbl MOryT NnponyckaTbCcs Aanee nMbo oTBepraTbCsl B 3aBUCMMOCTU OT UX COAEPXKMMOTO.

B Tabnuue filter MOXHO BbIMNOMHUTL DROP, LOG, ACCEPT unm REJECT. ImeeTcs Tpu
BCTPOEHHbIX LIEMOYKN:

- FORWARD — MCMoOnb3yeTcs Ana punsrpaumm NakeTos, MAYLWNX TPAH3NUTOM Yepes ceTe-

BOV (punbTp;

- INPUT — NpoXogsAT NakeTbl, KOTOpble NpeaHa3HayYeHbl IoKanbHbIM NPUIoXeHnaMm (ceTte-

BOMY puneTpy);

- OUTPUT — mucnonb3yeTca aAna punbTpaumm NCXOASALWMX NaKeToB, CreHepUpPOBaHHbIX

NPUNOXEHUSIMW HA CaMOM CETEBOM (pUnbTpe.
11.5. MexaHu3m TpaccUpPOBKU CoeAUHEHUN

MexaHn3m TpaccupoBKN COEAUHEHNIN ABNSIETCA YaCTb CETEBOro ounbstTpa iptables u
YCTPOEH Tak, 4Tobbl netfilter MOr NOAYYUTb MHPOPMALMIO O COCTOSHUU KOHKPETHOroO coeanHe-
H14a. Hannyune atoro mexaHnama no3BonsieT co3gaBaTb 6onee HagexHble Habopbl NpaBun.

B npepenax iptables coeanHeHne MOXET UMETb OAHO M3 YeTblipex 6a30BbIX COCTOAHUMN:
NEW, ESTABLISHED, RELATED 1 INVALID. [Ina ynpaBneHns naketaMy Ha OCHOBE UX COCTOSHUSA
MCrnonb3yeTcs KpuTepun —-state. TpaccupoBLUMK onpeaenseT YeTblpe OCHOBHbIX COCTOSHUSA
kaxxgoro TCP- unn UDP-nakeTa n HekoTopble AONOSHUTENbHbIE XapakTtepuctuku. [na TCP- n
UDP-naketoB — aT1o IP-agpeca otnpasuTtens 1 nonyvarens, NopTbl OTNpaBUTeNs u nony4vartens.

TpaccupoBka npou3BoanTCcsa B Lenodke PREROUTING. OTO O3HayaerT, YTo iptables

npon3BOoaANT BCe BblYUCIIEHUA, CBA3aHHbIE C ornpeneneHnem CoCTtoAaHu4A, B npeaenax 3TOW LENOYKMN.
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Korga oTnpaBnsaeTcss MHNLUUUPYOLWMA NAKET B NOTOKE, TO EMY NPUCBaANBAETCS COCTOsIHME NEW, a
Korga BO3BpaLLaeTcsa nakeT OTBeTa, TO COCTOSIHME COeANHEHMUS] M3MEHSAETCA Ha ESTABLISHED 1
T. 0.

Tabnuua TpaccupoBKM

Tabnuua TpaccupoBLMKa 3anucaHa B anne /proc/net/ip_conntrack. B Hewn co-
OEePXUTCH CMMCOK BCEX aKTUBHbBIX COEAUHEHNIA.

Ecnn mogynb ip_conntrack 3arpyxeH, To KoMaHga cat /proc/net/ip_conntrack
AOIMKHA BbIBECTMU:
tcp 6 117 SYN _SENT src=192.168.1.6 dst=192.168.1.9 sport=32775 dport=22

[UNREPLIED] src=192.168.1.9 dst=192.168.1.6 sport=22 dport=32775 use=2

B npumepe BbiBOAA KOMaHAbl COAEPXUTCS BCA MHGOPMaLMSA, KOTopasi U3BECTHa Tpaccu-
POBLLMKY MO KOHKPETHOMY COEOUHEHMIO.

B Hayane ykasaHo Ha3BaHue NpoTOKona, B JaHHOM criyyae — tcp. [lanee cnegyer HEKOTO-
poe umcno B 06bIMHOM AECATUYHOM NpeacTaBneHmun. [locne Hero cnegyeT Yicno, onpegenstouiee
«BPEMS XNU3HU» 3anucn B Tabnuue (T.e. KONMYecTBO CEKYyHA, Yyepe3 KOTopoe MHgopmMaums o
coegvHeHun byaet yganeHa ua tabnuubl). B npuBegeHHoM npumepe 3anuck B Tabnuue éyaet
XpaHuTbCS elle 117 ¢, ecnu yepes 3To coeanHeHne bonee He npocnenyeT HM O4HOro NakeTa, B
NPOTUBHOM CIlyvae 3TO 3HayYeHue OyaeT yCTaHOBMEHO B 3HAYEHME MO YMOSTYAHUIO ANs 3agaHHo-
r0 COCTOSIHUS. OTO YNCNO YMeHbluaeTcs Ha 1 kaxayl cekyHay. [lanee cnenyet daktndeckoe
COCTOSIHWE coeanHeHus. B npumepe 31O COCTOSAHME UMeeT 3HayeHne SYN_SENT. BHyTpeHHee
npeacTaBrieHNe COCTOAHNA HECKONbKO OTNIMYAEeTCs OT BHELWHero. 3HayeHme SYN SENT roBopuT
O TOM, YTO Yepes AaHHOoe coeauHeHue npocrenoBan eguHCTBEHHbIM nakeT TCP SYN. [lanee
pacnonoXeHbl agpeca oTnpaBuTeNd 1 nonyyarens, nopTel OTNpaBMTENS K nonyyarens. 34ech xe
yKa3aHo KI1H04eBOE CrOBO, KOTOpOe COOobLLaeT 0 TOM, YTO OTBETHOMO TpadurKa Yepes 3T0 coeanHe-
HKMe elle He Gbino. [lanee npuBogMTCs AONONHUTENbHAs MHPOPMaLUMs NO OXNgaeMoMy NakeTy —
aTo IP-agpeca n Homepa NopToB OTNPaBUTENS U NonyyaTensa Ang oXXuaaeMoro OTBETHOro nakeTa
(Te e gaHHble, TONbKO MOMEHSABLUMECA MeCcTamm).

Mocne nony4yeHus oTBeTa TPACCUPOBLUMK CHUMET doriar [UNREPLIED] M 3aMEHUT €ro
dnarom [ASSURED]. 10T donar coobLLaEeT, YTO COEANHEHME YCTAHOBMEHO, K 3Ta 3anncb He ByaeT
cTepTa rno JOCTMXKEHUN MaKCUMarnbHO BO3MOXHOIO KONMYecTBa TpaccupyeMbiX COeANHEHNI.

MakcnmanbHOe KONMYEeCTBO 3anncen, KOTopoe MOXET codepaTbCs B Tabnuue, 3aBUCUT
OT 3HaAYEeHNHA NO YMOMN4YaHUIO, KOTOPOE MOXET ObITb YCTAHOBNEHO BbI30OBOM DYHKLUMU ipsysctl.

[na o6bema O3Y 256 Mb 3HaueHune cooTBeTcTBYET 16376 3anncam. MOXHO NOCMOTPETb
N U3BMEHUTb 3TO 3HAYEHME Yepes:

/proc/sys/net/ipv4/ip_conntrack max
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CocTtosaHuA

CeTteBble nakeTbl MOryT UME€Tb HECKOJIbKO pa3JiNM4HbIX COCTOSIHUIA B npegenax aapa B

3aBMCNMMOCTUN OT TUNa NPOTOKOJ1a. OpgHako BHe A0pa NMeeTcA TOJIbKO YeTblpe COCTOAHUA, KaK

6bIno ckasaHo Bbile. [apameTpbl, onucbiBatoLLMe COCTOsIHME NakeTa, UCMOSb3YTCS B KpUTEPUU

--state. [lonyctumMbiMn ABNSAOTCA: NEW, ESTABLISHED, RELATED 1 INVALID.

B Tabnuue [50| nogpobHO paccMOTpeHO Kaxaoe U3 BO3MOXHbIX COCTOSIHUIA U NpUBeaeHb!

HeobxoanMble KOMMEHTapUN.

Tabnuuya 50

CocTosiHMe

OnucaHune

NEW

CoobuaetT o ToM, YTO NakeT ABNAETCA MepBbiM ANA AAHHOMO COeAMHeHUs. ATo
O3Ha4yaeT, YTo 3TO NepBbI NaAKET B JAHHOM COEAVHEHUN, KOTOPLIN YBUAEN Moayrb
TpaccupoBLLUKa

ESTABLISHED

FOBOPUT O TOM, YTO 3TO He MepBbIi NakeT B coeanHeHun. [Ina nepexoaa B COCTOAHME
ESTABLISHED Heo6XxoaMMo, YTOGbl OAMH KOMMbIOTEP Nnepeaan nakeT v nonyyun Ha
Hero oTBET OT ApPYroro KomnbtoTepa. Mocne nony4yeHus oTBeTa NPU3HaK COEANHEHUS
NEW 6yueT 3aMeHeH Ha ESTABLISHED

RELATED

MosiBNAieTcs, ecnun AaHHoe COeMHEHNE CBSA3aHO C APYIMM COeAVHEHMEM, UMEOLLUM
npusHak ESTABLISHED, T.€. COeQUHEHNE UHULMNPOBAHO U3 YK€ YCTaHOBINEHHOIO
COoeVHEeHs1, UMetoLLIEero NpusHak ESTABLISHED

INVALID

[OBOPUT O TOM, YTO NaKeT HE MOXET ObITb MAEHTUMULNPOBAH U NOITOMY HE MOXET
UMeTb onpedeneHHoro cratyca. 3T0 MOXET NPOUCXOAUTb MO pasHbIM MpUYUHaM,
HanpuMep, Npu HexBaTke NamsTy unu nNpu nonyveHnn ICMP-coobuleHusi, koTopoe
He COOTBETCTBYET KakOMy-nmbo N3BeCTHOMY coeuHeHuo. Hannyywmm BapnaHTom
ObIr10 6bl MpMMeHeHMe aencTBnst DROP K Taknm naketam

Tabnuubl

MapameTp -t ykasbiBaeT Ha ucnonb3yemyt Tabnuuy. o ymonyaHuio ucnonb3yeTcs

Tabnuua filter.

KomaHgbl

B Tabnuue NPUBOAMTCSA CMMCOK KOMaHA, KOTopble MCMOoNb3ylTcs B iptables, U

npasuiia nx ncnosrb3oBaHUA. nOCpe,D,CTBOM JaHHbIX KOMaH iptables y3HaeT, 4To Heobxoanmo

BbINONHUTL. OB6bl4HO npeanonaraetTcda ogHoO 13 AByX Aenctemm — ato gobasneHne HOBOro npasuna

B LIENOYKY UIN yOoaneHue CyLLEeCTBYHOLLIEro npasuna nu3 Tol unn nHom Tadbnuubi.

Tabnuuya 51

KomaHga

Mcnonb3oBaHune

-A, --append

[loGaBnser HOBOE NPaBUIO B KOHEL, 3a4aHHOW LIEMOYKM.

Mpumep
iptables -A INPUT
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KomaHpga Ncnonb3oBaHne
Ynanset npasuno u3 uenoykn. KomaHga nveet gea cdopmara 3anucu: nep-
Bbll — KOrga 3ajaetcs KpuTepuin cpaBHeHUst ¢ napaMmeTpom -D, BTOPOU —
nopsaKkoBbIA HOMep npasuna. Ecnn 3agaeTcsa Kputepun cpaBHeHUs, To yaans-
€TCH NpaBuIio, KOTopoe MMeEeT B cebe aTOT KpUTepuin, ecriv 3agaeTca HoMep
-D, --delete npasuna, To 6yaeT yaaneHo npasBuro ¢ 3agaHHbIM Homepom. CyeT npasun B
Lenoykax HauMHaeTcs ¢ eanHULLbI.
Mpumep
iptables -D INPUT --dport 80 -j DROP, iptables -D
INPUT 1
BbinonHaeT nepenMmeHoBaHMe Nob30BaTENbCKOW Lenodkn. B npumepe ue-
noyka allowed ByoeT nepenmMeHoBaHa B Uenoyky disallowed. ITU nepe-
NMEHOBaHWSI HE N3MEHSIIOT NopsaoK paboThl.
-E, —--rename-chain
Mpumep
iptables -E allowed disallowed
KomaHga gomkHa 6bITb yka3aHa Bcerga
C6poc (yaaneHue) Bcex nNpaBun U3 3agaHHom uenoYku (tabnuupl). Ecnu nvsa
LenoYkn n Tabnuupbl He yKkasblBaeTcs, TO yoansalTCca Bce npasuiia BO BCeX
-F, --flush Leno4kax.
Mpumep
iptables -F INPUT
BcTaBnser HoBoe npaBusio B LieroYyky. Yncno, criegyloliee 3a UMeHeM Le-
MOYKM, YKa3blBaeT HOMep npasuna, nepeg KoTopbiM criedyeT BCTaBUTb HOBOE
. npasuno. B npumepe Bbile yKa3biBaeTCs, YTO JaHHOE NPaBuio AOMKHO BbiTb
-1, --insert nepBbIM B Lienoyke INPUT.
Mpumep
iptables -I INPUT 1 --dport 80 -j ACCEPT
BbiBOA cnvcka npasun B 3agaHHoOM Lienoyvke. B HuxenpueeaeHHOM npumepe
npegnonaraeTcs BbIBOA NPaBum M3 Lenodkn INPUT. ECniv nms LUenoykn He
yKasblBaeTCcs, TO BbIBOOMTCHA CMUCOK MpaBun Ansg Bcex uenodek. dopmat
-L, --list BbIBOAA 3aBUCUT OT HANmM4Ms JOMONMHUTENbHBIX KMOYer B KOMaHAae, Hanpumep
-n, -v 1 np.
Mpumep
iptables -L INPUT
CospaeTcsa HoBas Lenoyka ¢ 3agaHHbIM MMEHeM B 3adaHHou Tabnuue. B
HWXenpuBe4eHHOM NpUMepe co3gaeTcs HOBas Lernoyka ¢ uMeHeM allowed.
Mmsa uenoykn omkHO BbITb YHUKaNbHBIM U HE OOMKHO CoBnNaaaTh C 3apesep-
-N, --new-chain

BMPOBaHHbLIMU MMEHaMM Lienoyek u aencteui (DROP, REJECT M T.1.).

Mpumep
iptables -N allowed
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KomaHpa Vcnonb3oBaHue

Onpepensert NonUTKKY No YMOMYaHWio Ans 3aaaHHoN Lenodku. Monutuka no
yMOMuaHuio onpefensiet AeicTB1e, NpYMeHsieMoe K NakeTam, He NonasLUKM
' noa AEWCTBME HU OQHOMO M3 MpaBwun B Liernoyke. B kayecTBe nonmTmku no
-P, —-policy yMOMnYaHuto JonyckaeTcsl UCrnonb3oBaTb DROP, ACCEPT U REJECT.

Mpumep
iptables -P INPUT DROP

ﬂaHHaﬂ KOMaHOa 3amMeHdaeT OaHO npaBuio Apyrum. B ocHoBHOM OHa ncnonb-

3yeTcHa BO BpeMs OTnagky HOBbIX MpaBun.
-R, —--replace
Mpumep

iptables -R INPUT 1 -s 192.168.0.1 -j

YnaneHue 3agaHHON LENoYKM U3 3aaaHHou Tabnuubl. Yaansemas uenovka
He JOMKHa UMETb NPaBWI U He OOMKHO ObiTb CCbINOK M3 APYrUX LEenoYek Ha
yoansiemyto uenoyky. Ecnm nmsi Lenoyku He ykasaHo, To GyayT yaaneHsl Bce
-X, —-delete-chain| U€MOYKM, onpeaerneHHble koMaHaoln -N B 3aaaHHoN Tabnuue.

Mpumepsbl:
1. iptables -X allowed
2. iptables -P INPUT DROP

OGHyneHne Bcex CYETYMKOB B 3aJaHHOM uenodvke. Ecrnv umsa uenoyvku He
ykasblBaeTcs, TO nogpasyMeBatoTcs Bce Lienoyku. Mpu ncnonb3oBaHum Knoya
-v COBMECTHO C KOMaHaou -L Ha BbiBoA OyayT nogaHbl U COCTOSIHUSI CYET-
-7, --zero YMKOB MaKeToB, MoNaBLUMX Noa AeWcTBUe Kaxaoro npasuna. JonyckaeTcs
COBMECTHOE MCMOoSb3oBaHMe KoMaHa -1 1 -Z. B atom cnyyae 6yaet BblgaH
cHayarna CrnvMcoK npaBus Co cYeTYMKamu, a 3aTem npousonaet obHyneHue
CYETUYMKOB

Knouu
HekoTopble kKoMaHAbl MOTYT UCMOMbL30BATLCS COBMECTHO C AOMOSHUTENBHLIMU KINKOYaMu.

MepeyeHb kntoyelt 1 ux onvcaHne npueeaeHsl B Tabnuue 52

Tabnuuya 52
Kntoy OnucaHue
Mcnonb3yeTcs BMecTe ¢ KoMaHaamMuM ——insert, ——append U —-replace
npy co3gaHUM HOBOIO NpaBuna Ansg yCTaHOBKM CYETUYMKOB NakeToB U 6aiT B
c, —--set-counters

3agaHHoe 3Ha4vyeHue. Hanpumep, Koy —-—set-counters 20 4000 ycTaHo-
BUT cyeT4ynk naketoB B 20, a cdeTymk 6anTt B 4000

Mcnonb3yetcss BMeCcTe ¢ KOMaHAoW —-1ist, BKMOYAET peXuM BbiBoda HO-
--line-numbers MepOB CTPOK Npu oTobpaXkeHUn cnucka npaeun koMaHaon —-1ist. Homep
CTPOKMN COOTBETCTBYET NO3NLIMKN NpaBuia B Lienoyke

MoxeT ucnonb3oBaTbCs ¢ MO0 KOMaHA4OoN, onpeaensieT KoMaHay 3arpys-
--modprobe K1 mMoayns siapa. [aHHblA KoY UCMonb3yeTcs B crlyvyae, ecnv KomaHaa
modprobe HaxoAMTCst BHE MyTW Noucka

McnonbayeTca BMecTe ¢ komaHaon —--1ist. 3actaBnser iptables BbIBO-
n, —--numeric anTb IP-agpeca 1 Homepa nopToB B YMCMNOBOM BUAE, NpefoTBpaLLas nonbITkU
npeobpasoBaTtb UX B CUMBOMNNYECKME UMEHA
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OkoHyaHue mabnuuei 52

Krito4 OnucaHne

Wcnonb3dyetca BMecTe C KomMaHgamu --list, --append, --insert,
--delete U --replace ANS NOBbILEHNA MHPOPMATUBHOCTM BbiBoga. B
crnyvae ucnonb3oBaHNsA ¢ KOMaHOoW ——1ist B BbIBOO 3TOW KOMaHAbl BKIHO-
yarlTcsa Takke UMa uHTepdenica, CYeTYNKN NaKeToB M BanT AN KaXKaoro
npasuna. Popmat BbiBOAa CHETYMKOB Mpeanoraraet BbiBo4, Kpome undp
yucna, ewe M CUMBOIMbHbLIX MHOXUTenen K (x1000), M (x1,000,000) v G
(x1,000,000,000). Ytobbl KOMaHOa --1ist BbIBOAMNA MNOMHOE 4ymcro (bes
ynoTpebneHnst MHoXuTenen), Tpebyetca NPUMEHATb KoY —X, KOTOPbIN ONK-
caH Hmxe. Mpn ncnonb3oBaHWM ¢ gpPYrMMmn kKomaHgammn Ha BbiBog, 6yaeT nogaH
noapoOHbIA OTYET O NPOMN3BEAEHHON onepaummn

-v, —--verbose

Mcnonb3yeTcs BMecTe ¢ KoMaHaon —-1ist. [Anga Bcex Yncen B BbIXOOHbIX
OaHHbIX BbIBOOATCS MX TOUHbIE 3Ha4YeHMs 6e3 okpyrneHnst n 6e3 npumeHeHus
MHOXUTeNen K, M, G. BaxxHO TO, YTO AaHHbLIW KIS0 UCMOMNb3YEeTCH TOSbKO C
KOMaHaon —-1ist N HEe NPUMEHSIETCA C APYrMMM KOMaH4aMU

-X, ——-exact

11.6. Kputepuu BbiaeneHns nakeToB

BbigenstoTca cnegyowme Kputepuu:

1) obwue — KpuTepmmn, KOTopble JOMYCTUMO YNoTpednsaTb B Nobbix npasunax. OHU He
3aBUCAT OT Tuna NpoToKosia U He TpebyroT NoAarpy3kn mogynen pacwumpenus. B aty
rpynny gobaBneH KpuTepun --protocol, HECMOTPA Ha TO, YTO OH MCMNONb3YeTCHa B
HeKOTOopbIX creunduyHbIX OT NMPOTOKOMNa pacwupeHnax. Hanpumep, npu ncnosnb3osa-
Hun TCP-kpntepusi HeobXoAUMO MUCNONb30BaTb U KPUTEPUN —-protocol, KOTOPOMY B
KayecTBe LOMONMHUTENBHOrO Kitova nepefaeTtcs Ha3BaHue npotokona — TCP. OgHako
--protocol cam no cebe ABNSETCA KpUTEPUEM, KOTOPBIN UCMONb3YETCH ANS YKa3aHus
Tvna NpoToKona;

2) HesiBHble — 3TO KpUTEPUU, KOTOPbIE NOArPYXarTCsl HEABHO U CTAHOBATCSA AOCTYMHbI,
HanpumMmep, NpU ykaszaHuu Kputepus —-protocol. CywecTByeT Tpy aBToMaTtuyeckn nog-
rpyaembix pacwmpenus: TCP-, UDP- n ICMP-kputepun. 3arpyska aTux paclumpeHuin
MOXET NPOM3BOAUTLCS U ABHBbIM 06pa3oM C MOMOLLBIO KItoya -m, —-match, Hanpumep:
-m tcp

3) nepen UCNornb30BaHWEM BbILLEONUCAHHbBIX PacLUMPEHUN OHU OOMKHbI ObITb 3arpyXXeHbl
SIBHO, C MOMOLLIbIO KItova —m unu —-match. Tak, Hanpumep, ecnv NCnonb3oBaTb KpUTEPUU
--state, TO cneagyeTt ABHO yKa3aTb 3TO B CTPOKE Mpasuna -m state fnesee UCNonb3y-
€eMoro kputepus. Bce otnnumne mexay siBHbIMU U HESIBHBIMWU KPUTEPUSAMM 3aKTtoMaeTcs
TONMbKO B TOM, YTO nepBble HeobXxoauMO noarpyxatb SABHO, @ BTOpble NoArpyxarTcs

aBTOMaTU4eCKN.
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11.7. JenctBuA 1 nepexoabl

[denctBnsa n nepexoabl coobLLAT NpaBuny, YTO HEOOXOANUMO BbINOMHUTL, ECINU NaKeT
COOTBETCTBYET 3alaHHOMY KpuTeputo. Yalle Bcero ynotpebnsawTtca aencTenst ACCEPT 1 DROP.

OnncaHve nNepexoaoB B NpaBunax BbIMMSAAUT TOYHO TakK e, Kak U onncaHue OencTBui, T. e.
CTaBUTCS KIMOY —3 U yKa3biBAETCS Ha3BaHWe LIenoYku NpaBus, Ha KOTOPYH BhIMOMHSETCA Nepexom.
Ha nepexoapbl HaknaabiBaeTcs psa orpaHUYeHnin, nepBoe — Lienoyka, Ha KOTOPYH BbINOMHAETCS
nepexon, AOIKHA HaxoaAUTLCA B TOW e Tabnuue, YTo M Lerno4vka, U3 KOTOPOoW 3TOT nepexop
BbIMOSHAETCS; BTOPOE — LIENoYKa, SABNSLIascs Lenbio nepexoaa, AomkHa ObiTb co3gaHa Ao Toro,

Kak Ha Hee ByayT BbINOMHATLCS NEPexoabl.

Mpumep
Cospatb Uenoyky tcp_packets B Tabnuue filter ¢ NOMOLWbLIO KOMaHAbI:
iptables -N tcp_packets
BbINONHATL Nepexobl Ha 3Ty LIEeMNOYKY:
iptables -A INPUT -p tcp -j tcp_packets
T.e., BCTpeTMB nakeT npoTtokona TCP, iptables Npou3BeAET Nepexos Ha LEeNoYKy tcp_packets

N NPOOOIMKUT OABMXXEHNE NakeTa MNno 3TOM LIeMNoYKe.

Ecnu naket gocTtur KoHUa LEenoYkn, To OH OyaeT BO3BpaALLEH B BbI3bIBAOLLYIO LIEMNOYKY
(B npumepe — 370 Lenodka INPUT), 1 ABUXEHME NakeTa NPOAOIMKUTCS C NpaBuna, creayroLwero
3a NpaBuIioM, Bbi3BaBLLMM nepexon. Ecnun k nakeTy Bo BNOXeHHOW Lenoyke byaeT npuMeHeHo
aenctene ACCEPT, TO aBTOMaTMYeCKM NakeT OyaeT cuMTaTbCd MPUHATLIM M B Bbi3blBAlOLLEN
Leno4dke n yxxe He ByoeT npogosmkaTtb ABUXKEHWE MO Bbi3biBalOWMM Lenovkam. OgHako naket
nongeT no Apyrum Lenoyvkam B Apyrnx tabnuuax.

[encTBne — 310 NpegonpeneneHHas KomaHaa, onucbiBatoLLas 4eNcTBme, KOTopoe Heob-
XOOAUMO BbIMNOSIHUTb, €CIM MNaKeT coBnan ¢ 3afgaHHbIM KpuTepmneM. Hanpumep, MOXXHO NMPUMEHUTb
aencteme DROP unn ACCEPT K nakeTy. B pesynbrate BbINOMHEHUS O4HUX OEACTBUA NAKET npekpa-
LLIaeT cBOe NpOoXOXAeHne no Lenodvke, Hanpumep DROP n ACCEPT; B pesynbrate apyrux, nocne
BbIMNOSNIHEHMS HEKUX OMnepaunin, NPoAoIKaeT NpoBePKY, Hanpumep LOG; B pe3dynbrate paboTbl
TPETbUX — faxe BUOAOU3MEHSIETCS, Hanpumep DNAT 1 SNAT, TTL 1 TOS, HO TakK e npogosnkaeT
NpoaBMXEHME NO LienoykKe.

ACCEPT

Ecnn Hag nakeTom BbINOMNHAETCH AencTene ACCEPT, TO NakeT npekpawlaeTt ABUKEHNE No
uenoyke (M BCeM Bbi3BABLUMM LiEMOYKaM, ECIM TEKYLLAs Lienoyka Obinia BIOXKEHHOW) U cUMTaeTcs
NPUHATBLIM, TEM HE MeHee, NaKeT NPOAOIKUT ABMXKEHME MO LUenodykam B Apyrnx Tabnumuax n Moxet
ObITb OTBEPrHyT Tam. [lencTBue 3agaeTcs C NOMOLLbIO Kntoya —j ACCEPT. [JONONHUTENbHbIX

KIoYen He umeer.
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DNAT

DNAT ucnosb3yeTcs Ans npeobpasoBaHust agpeca MecTta HasHadeHus B |IP-3aronoske
naketa. Ecnun nakeTt nognagaet nog KpUTepuid NpaBunia, BbiNomHAKLWEro DNAT, TO 3TOT NaKeT U
BCe nocregyoLlme nakeTbl U3 3TOro e noToka 6yayT nofBeprHyTbl NpeobpasoBaHnio agpeca
HasHa4yeHusi 1 nepedaHbl Ha Tpebyemoe YCTPOMCTBO, KOMMLIOTEP UIN CETb.

MoXeT BbINOMHATLCA TOMbKO B Lienovykax PREROUTING M OQUTPUT Tabnuupbl nat U BO
BIOXEHHbIX NoALIenoYKax.

Kntou ans penctBust DNAT — --to-destination.

Mpumep
iptables -t nat -A PREROUTING -p tcp -d 15.45.23.67
--dport 80 -j DNAT --to-destination 192.168.1.1-192.168.1.10

OTOT KIoY yKasbIBaeT, kakon |IP-agpec gomkeH 6bITb NoagcTaBneH B kKa4yecTBe agpeca
MecTa HasHa4yeHusd. B BbilenpnBeaeHHOM NpMMepe BO BCEX MaKeTax, NpULLIEAWnX Ha agpec
14.45.23.67, agpec HazHa4YeHnsa 6yneT M3MEHEH Ha OO4MH U3 AMana3oHa oT 192.168.1.1 go
192.168.1.10. Bce nakeTbl 3 ogHoro notoka 6yayT HanpaenNATbLCA HA OOWH M TOT XXe agpec, a
ANs Kagoro HoBOro notoka 6yaert BbIbMpaTbCs OANH U3 aApecoB B YkadaHHOM AnanasoHe Cny-
YanHbIM obpasoM. MOXHO Takke onpenenuTb eauHCTBEHHbIN IP-agpec. MOXHO 4OMONHUTENBHO
yKasaTb NopT uUiv ananasoH NOpPTOB, Ha KOTOpbIV (KoTopble) ByaeT nepeHanpasneH Tpaduk. Ons
atoro nocre IP-agpeca 4yepes ABoeTouMe yKkasaTb NOpT, Hanpumep:
—--to-destination 192.168.1.1:80
A8 yKasaHua guanasoHa nopTos:
—--to-destination 192.168.1.1:80-100

CuHTakcuc genctemim DNAT M SNAT BO MHOMOM CXOX. YKaszaHue MOpToOB LOMycKaeTcs
TONbKO Npu pabote ¢ NpoTokonom TCP wunu UDP, Npu HanMuMm napametpa —--protocol B
Kputepun.

DROP

DROP cbpacbiBaeT NakeT n iptables 3abbiBaeT 0 ero cywecrsoBaHnn. COpoOLLEHHbIE
nakeTbl NpeKpaLLlaT CBOE ABMXXEHME MOMHOCTLIO, T. €. OHN HE NepefarTcs B Apyrme tabnuupl,
Kak 3TO NpoucxoauT B crnyyae ¢ gencrenemM ACCEPT. CrieayeT NOMHUTb, YTO AaHHOEe AenCTBue
MOXET UMETb HeraTMBHblE MOCIEACTBUS, MOCKOMbKY MOXET OCTaBfATb HE3aKpbITble COKEThI
Kak Ha CTOpPOHe cepBepa, Tak U Ha CTOPOHE KIMeHTa, Haunyywum cnocobom 3awmtbl Oyaet
ncnonb3oBaHne genctend REJECT, 0COGEHHO NMpu 3aLUmMTe OT CKaHMPOBAHMUS MOPTOB.

LOG

LOG CRyXuT AN XXypHanMpoBaHUsa OTAErNbHbIX MNAaKeTOB U cobbITMIA. B XXypHan moryT

3aHOCUTbCA 3arofnioBku IP-naketoB n gpyras nHtepecyowas nHpopmaums. MHpopmauus ms
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XXypHana MoXeT ObITb NpoynTaHa ¢ NOMOLLbIO dmesg UK syslogd, NIMGO ¢ NOMOLLBIO ApPYruX
KOMaHz,.

Kntoun gencteusa LOG npuBedeHbl B Tabnuue 63

Tabnuuya 53

Krito4 OnucaHne

Ucnonb3yeTca ons 3agaHusa ypoBHS XXypHanupoBaHus. MoxHo 3agaTh crieqy-
owme ypoBHu: debug, info, notice, warning, warn, err, error, crit
alert, emerg N panic. KnioueBoe CrioBo error O3HA4yaeT TO Xe camoe,
YTO U err, warn — warning M panic — emergqg. [NpuopuTteT onpegenser
pasnuuusa B TOM, Kak ByayT 3aHOCUMTbCA coobLeHnsa B XXypHan. Bce coob-
LLEeHMs 3aHOCATCA B XypHan cpeactsamu agpa. Ecnn yctaHOBUTL CTPOKY
--log-level kern.=info /var/log/iptables B panne syslog.conf, T0 Bce co0b-
leHus u3 iptables, ncnonbeayowme ypoeeHb info, 6yayT 3aHOCUTLCS B
ann /var/log/iptables. OgHako B 3TOT hann nonagyT v Apyrme coob-
LeHUs, nocTynaroLwme u3 Apyrux nogcucTemM, KotTopble UCNonb3yrT YPOBEHb
info.

Mpumep
iptables -A FORWARD -p tcp -Jj LOG --log-level debug

3apaeT npeduKc, KoTopbii OydeT CTOATb nepen BCEMWU COOOLLEHUSMU
iptables. CoobLleHns co cneundudHbiM npedmnKcoMm 3aTemM Nerko Mox-
HO HaWTW, K NpUMepy, ¢ NoMoLlblo grep. lNpedunKc MOXeT cogepxaTb A0

--log-prefix 29 cMmBoroB, Bkro4as npobensi.
Mpumep
iptables -A INPUT -p tcp -j LOG --log-prefix "INPUT
packets"

Mo3BonsieT 3aHoCUTb B XXypHan Homep TCP Sequence-naketa. Homep TCP
Sequence ngeHTNMOUUNPYET KaXKablA NakeT B NOTOKE M onpeaenseTr nopsi-
AOK COOpKM NOTOKa. ATOT KNIoY NMoTeHumnarnbHO onaceH ans 6e3onacHocTn
CUCTEMbI, €CITN CUCTEMHbBIN XXYpHan paspeluaeT AOCTYN «Ha YTeHME» BCEM
--log-tcp-sequence K Goi > v 6

none3oBatensaMm. Kak u nobon gpyron xxypHan, cogepxalimi coodLieHms ot
iptables.

Mpumep
iptables -A INPUT -p tcp -j LOG --log-tcp-sequence

[Mo3BONSET 3aHOCUTL B CUCTEMHBIV XXypHan pasfnnyHble CBEAEHUS U3 3arofioB-
ka TCP-naketa. Takasg BO3MOXHOCTb MOXET ObITb NonesHa npu otnagke. 10T
--log-tcp-options | KMOY HE MEET AONONHUTENBHBIX NapaMeTPOB.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-tcp-options

[Mo3BONSIET 3aHOCUTL B CUCTEMHbIV XXypHan pasnuyHble CBEAEHUS U3 3arofoB-
ka IP-naketa. Bo MHOrom cxox c knto4oM -—log-tcp-options, Ho paboTtaeT
-—log-ip-options TOnbKO C |P-3aromnoskom.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-ip-options
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MARK

MARK UCMonb3yeTcs sl YCTaHOBKM METOK AN ONpeAeneHHblX MakeToB. ITO A4ENCTBUE MO-
XXET BbINOSMHATLCS TONbKO B Npeaenax 1abnuubl mangle. YCTaHOBKA METOK OObIYHO MCMONb3yeTCs
AN HYXXO MapLUpyTM3auumn NakeToB Mo pas3nnUYHbIM MapLupyTam, Ans orpaHu4eHns Tpaduka u T.n.
MeTka nakeTa cyLlecTByeT TONbKO B NEpMOA BPEMEHM, NMOKA NAKET HE MOKMHYN GpaHamayap, T.e€.
MeTKa He nepegaetcs no cetn. Ecnv HeobxoauMo Kak-To MOMETUTb NaKeTbl, YTOObI UCMOMb30BaTb
MapKUPOBKY Ha OPYroM KOMMbHOTEPE, TO MOXHO MaHUNynmMpoBaTb Gutamm nonsa TOS.

Kntoy ana gencreust MARK — —--set- — yCTaHaBNMBaEeT METKY Ha nakeT. [Nocrne kno4a

—-—-set-mark OOMXHO cnegoBaTh Lienoe Yucro.

Mpumep
iptables -t mangle -A PREROUTING -p tcp --dport 22 -j MARK --set-mark 2

MASQUERADE

MackapaguHr nogpasymeBaeTt rnonyyveHue |IP-agpeca ot 3agaHHOro ceTeBoro MHTepgenca,
BMECTO NMPSIMOro ero ykasaHusi, Kak 370 enaeTcs C MOMOLLbIO Krya —-to-source B AENCTBUN
SNAT.

Hencrtene MASQUERADE MOXET OblTb MCNOMNb30BaHO BMECTO SNAT, JaXe eCrnn UMeeTCA
NoCTOAHHbIN IP-agpec.

MASQUERADE fonycKaeTcs ykasbliBaTb TOMbKO B Lienoyke POSTROUTING Tabnuubl nat,
Tak e Kak 1 gencteme SNAT. MASQUERADE MMeET KITo4, MCNOoMb30BaHWe KOTOPOro Heobs3aTenb-
HO.

Kntou ansa gencreua MASQUERADE — —--to-ports — UCMNOMb3yeTcs ANa ykasdaHusa nopra
WCTOYHMKA Uy JuanasoHa nopToB ucxogsiero nakera. MoXHo ykasaTb o4uH MOpT, Hanpuvep:
-—-to-ports 1025
UM guanasoH NnopToB:

—-—to-ports 1024-3100
OTOT K104 MOXHO MCNOSb30BaTh TOMbKO B NpaBunax, rae KpUuTepumn cogepXuT sBHoe

ykasaHue Ha npoTtokon TCP vnn UDP ¢ nomoLbio knoya —-protocol.

Mpumep
iptables -t nat -A POSTROUTING -p TCP -j MASQUERADE --to-ports 1024-31000

REDIRECT

REDIRECT BbINOSIHSAET NepeHanpasfieHne NakeToB M MOTOKOB Ha ApYron rnopTt TOro xe
camoro KomnbloTepa. K npumepy, MOXXHO nakeTbl, noctynatwowme Ha HTTP-nopt, nepeHanpaBuTb
Ha nopT HTTP-npokcu. [enctBne REDIRECT OYeHb YyOOOHO 4SS BbINOMHEHUS MPO3pavyHOro
npokcunpoBaHus (transparent proxying), korga komnbtotepbl B JIBC gaxe He nogo3peBaroT O

CcyLiecTtBOBaHMM MPOKCH.
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REDIRECT MOXET UCMONb30BaTbCs TONbKO B LienovYkax PREROUTING un OUTPUT Tabnuubl
nat, a TakkKe BbINOMHATLCA B NoALENoYKax.

Kniou gna genctBust REDIRECT — —-to-ports — onpegensietr nopt unu guanasoH
NopToB Ha3HaveHus. bes ykasaHua knova —-to-ports nepeHanpasfieHNs He NPOUCXOOUT, T. €.
nakeT naeTt Ha TOT NopT, Kyaa v ObinT Ha3HaYeH.

Ons YKa3aHnAa o4HOoro rnoprta HasHa4eHud BBECTU:.

iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports 8080

Ecnu HeoGxoanmo YKa3aTb Anana3oH NnopToB:
iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports /
8080-8090

OTOT KI104 MOXKHO MCNOSb30BaTh TOMLKO B NpaBunax, rae KpUTepumn coaepXuT siBHoe
ykasaHue Ha npotokon TCP nnn UDP ¢ nomoLybio kntoya —-protocol.

REJECT

REJECT mcrnonb3yeTcs, Kak npaBuno, B TeX e CaMblX CUTyauusix, 4To n DROP, HO B
oTnnyme oT DROP, KoMaHAa REJECT BblgaeT cooblieHne o6 owmbke Ha KoMnbloTep, nepenas-
lWwnin nakeT. [lenctBne REJECT paboTaeT ToNbKo B Lenovkax INPUT, FORWARD n OUTPUT (M BO
BMOXEHHbIX B HMUX Lienoykax). [loka CcyLlecTByeT TONbKO €AWNHCTBEHHbIN KoY, yrnpaBnisaoLwmnini
nosegeHnemM KomaHabl REJECT.

Knou ana genctBus REJECT — --reject-with — ykasbiBaeT, Kakoe coobuieHune
HeoOxoauMMO nepenaTtb B OTBET, ECMM NaKeT coBnan C 3agaHHbiM Kputepuem. Npu npumeHe-
HUM OgencTBus REJECT K nakeTy cHadana Ha KOMMblTep-oTnpaBuTens OyaeTr oTocnaH yka-
3aHHbIN OTBET, a 3aTteM nakeT byaet cbpowleH. [lonyckaeTcs UCNosib3oBaTb Crieayowmne TUnbl
OTBETOB: icmp-net-unreachable, icmp-host-unreachable, icmp-port-unreachable,
icmp-proto-unreachable, icmp-net-prohibited n icmp-host-prohibited. Mo ymon-
YaHuo nepepaeTcsa coobuleHne port—-unreachable. Bce BblileykaszaHHble TUMbI OTBETOB SABMS-
toTca ICMP error messages (coobweHuamm o6 owmnbkax). Tun oTBeTa tcp-reset NCNONb3Y-
eTcs Tonbko anga npotokona TCP. Ecnu ykazaHo 3HadYeHue tcp-reset, TO gencTBme REJECT

nepegact B oteeT naket TCP RST, KOoTopbIv ncnonedyetcsa Ans 3akpbitusa TCP-coeanHeHus.

Mpumep

iptables -A FORWARD -p TCP --dport 22 -j REJECT --reject-with tcp-reset
RETURN
RETURN npekKkpawaeT gBMXeHne rnaketa no TeKyLLI,eIZ Luerno4yke rnpasuit U npomn3BoanT

BO3BpaT B Bbl3blBalOLL YO LEMOYKY, €CIin TEKYLLaA Lerno4vka Oblna BMNOXEeHHOW, Unu, ecnu TeKyLwas

Liernoyka NexuT Ha caMOM BEpPXHEM YpPOBHe (Hanpumep, INPUT), Kk nakeTy GyaeT npMMeHeHa
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nosiMTUKa Nno ymonyaHuto. B kayecTBe NOMNTUKM NO YMOMYaHUIO HasHa4varT encTBus ACCEPT
nnn DROP.

SNAT

SNAT MCnonb3yeTcs Ans Nnpeobpa3oBaHNs CETEBbLIX a4pecoB, T. €. UBMEHEHMS NCXOOSALLETO
IP-agpeca B IP-3aronoBke nakera. SNAT 4ONYCKAETCA BbINOMHATL TONbKO B Tabnuue nat, B LENOY-
Ke POSTROUTING. [lpyrumn cnoBamu, TOMbKO 34eCb AOMNycKaeTcs npeobpasoBaHne UCXoasmx
agpecoB. Ecnu nepBbii NakeT B COeANHEeHMM noaeeprca npeobpasoBaHMio UCXOASALLEro agpeca,
TO BCE MocrenyLlme nakeTbl U3 3TOro Xe coeanHeHust byayT npeobpasoBaHbl aBTOMAaTUYECKN U
He NonayT Yyepes 3Ty LenoyKky npasus.

Kntou ana gencteus SNAT — --to-source — MCNOSb3YeTCA AN yKasaHus agpeca,

npunceamBaeMoro rnakery.

Mpumep
iptables -t nat -A POSTROUTING -o ethO -j SNAT --to-source
194.236.50.155-194.236.50.160:1024-32000

YkasbiBaeTcs IP-agpec, KoTopbii ByaeT nofgcTaBneH B 3arofiloBOK MakeTa B KaydecTBe
ncxopswero. Ecnv HeobxoamMmo nepepacnpenenvTb Harpy3ky Mexay Heckonbkumm 6paHamaya-
pamMu, TO MOXHO yKasaTb Auana3oH agpecoB, r4e HavarnbHbI U KOHEYHbIN agpeca guana3oHa
pasgensaiTca geduncom, Hanpumep:
194.236.50.155-194.236.50.160

Torga koHkpeTHbIM |IP-agpec 6ygeT BbibupaTbcsa M3 AnanasoHa crny4vyamHbiM obpasom
ANS KaXQoro HOBOro notoka. [JonosHMTeNbHO MOXHO YKa3aTb AMana3oH NopToB, KoTopble 6yayT
NCNoNb30BaTbCA TONbKO ANSA HY>X4 SNAT.

TOS

TOS ucnonb3yeTcs Ans yctaHoBKW 6uT B none TOS IP-3aronoska. [None TOS coaepXut
BOCEMb OUT, KOTOPbIE UCMONbL3YOTCA ANA MapLPyTU3aUnn nakeToB. ATO OQHO M3 HECKOJSTbKUX
noneu, ncnomnb3dyembix iproute?2. [laHHOe none MoXeT obpabaTbiBaTbCA pasfMyHbIMN MapLLpPY-
TM3aTopamu C Lenbio Bbibopa MaplipyTa ABmKeHUs nakeTta. Kak ye ykasbiBanoch Bbllle, 3TO
none, B OTNiM4ne OT MARK, COXpaHSAET CBOE 3Ha4YeHue Npu ABMXEHUN NO CETU, a NOITOMY MOXET
NCNonb30BaTbCA ANs MapLipyTmu3aunm naketa. [laHHoe AercTBne 4onyckaeTcsi BbINOMHATL TOMbKO
B npegenax tabnuubl mangle.

Kntou gnsa genctems TOS — —-set-tos — onpegenseTr YACNOBOe 3HaYeHNe B LECATUYHOM

nnn wecTtHaguatepn4Hom sunae.

Mpumep
iptables -t mangle -A PREROUTING -p TCP --dport 22 -j TOS --set-tos 0x10
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MockonbKy none TOS siBNAeTcs 8-6UTHLIM, TO MOXXHO yKa3aTb YMcno B AnanasoHe ot 0 oo
255 (0x00—0xFF). BonbLUMHCTBO 3HAY€HWI STOrO NOMS HUKaK He ucnonb3yetcs. Jlyyle ncnons3o-
BaTb MHEMOHU4Yeckmne obo3HaveHus: Minimize-Delay (16 nnun 0x10), Maximize-Throughput (8 nnu
0x08), Maximize-Reliability (4 nnu 0x04), Minimize-Cost (2 unn 0x02) nnu Normal-Service (0
nnmn 0x00). Mo ymonuaHuto 60nbWMHCTBO NakeToB nmetoT npuaHak Normal-Service nnu 0. Cnncok
MHEMOHWK MOXXHO MOMNYyYnTb, BbIMOMTHUB KOMaHAY:
iptables -j TOS -h

TTL

TTL MCNONb3yeTcs ANs U3MeHeHus cogepxxmmoro nonst TTL B IP-3aronoske. OanH 13 Ba-
PUaHTOB NPUMEHEHNHA 3TOro AeNCTBUS — yCTaHaBnMBaTb 3Ha4yeHue nons TTL BO BCEX UCXOOALLUX
nakeTax B OQHO M TO Xe 3HayYeHue.

[encteme TTL MOXHO yKasblBaTb TONbKO B Tabnuue mangle.

Kntoun ans gevicteust TTL npvBeAeHsl B Tabnuue [54]

Taobnuuya 54

Krirou OnucaHune

YcTaHaBnuBaert norne TTL B 3agaHHOe 3HayeHue. OnTMMarbHbIM CYMTAETCS 3HaYeHne

okono 64.
-—-ttl-set
Mpnumep

iptables -t mangle -A PREROUTING -o eth0 -j TTL --ttl-set 64

YMeHbLUaeT 3HavyeHne nons TTL Ha 3agaHHoe Yncno. Hanpumep, nycTb BXOAALWMI NakeT
UMeET 3HavyeHne TTL, paBHoe 53, BbINOMHAETCA KOMaHaa —-ttl-dec 3. Torga naket
NOKWMHET KOMMbIOTEP C nonem TTL, paBHbiM 49. CeTeBON kof aBTOMaTUYECKN YMEHLLUNT

--ttl-dec| 3yayenue TTL Ha 1, NoaToMy pakTnyeckm nonyyaercs: 53 - 3 - 1 = 49.

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-dec 1

YBennumeaeT 3HadeHme nongd TTL Ha 3agaHHOE YnUCno. |_|yCTb noctynaet naket ¢ TTL,
paBHbIM 53, Torga nocne BbINOMIHEHNA KOMaHAbl ——ttl-inc 4 Ha BbIXO4E C KOMIMbHO-
Tepa naket 6y,1:|,eT nvetb TTL, paBHbIVI 56, He cTounT 3abbiBaTb 06 aBTOMAaTU4YECKOM
——ttl-inc | YMEHbLUEHUN NONA TTL ceTeBblM KOOOM A4pa, T. €. (baKTVI‘-IeCKVI nony4yaeTcda BblpaXeHune:
53 + 4 - 1 = 56.

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-inc 1

ULOG

ULOG NpeaocTaBnsieT BO3MOXHOCTb XXYpPHanNMpOBaHUsi NakeToB B NOMb30BaTENbCKOE Mpo-
cTpaHcTBO. OHO 3aMeHsieT TPaAULMOHHOE AelcTBUE LOG, 6asmpytolleecsi Ha CUCTEMHOM XKypHare.
Mpw ncnonb3oBaHUM 3TOrO AEeNCTBUS NaKeT Yepe3 CoKeTbl netlink nepenaercs cneumanbHOMY
[IEMOHY, KOTOPbI MOXET BbINOMHSATL O4EHb AETarbHOE XXYpHanNMpoBaHMe B pasnnyHbIX doopmarax

(Hanpumep, OBbIYHbBIN TEKCTOBBIN dal) U K TOMYy Xe nogaepXuBaeT BO3MOXHOCTb Jobasne-
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HUA HaACTPOEK (NNarnHoB) Anst GOPMMPOBAHMS Pa3NUYHbIX BbIXOAHbBIX ddopMaToB U 06paboTkm

ceTeBbIX MPOTOKOJIOB.

Kntoun ansa gericteust ULOG npuBedeHbl B Tabnuue (65

Tabnuuya 55

Krito4

OnucaHne

--ulog-nlgroup

CoobuaeT ULOG, B kakyt rpynny netlink gormkeH ObiTb nepedaH Naker.
Bcero cywectyet 32 rpynnbl (0T 1 go 32). Ecnin Heobxoaumo nepedatb NakeT
B MATYIO rpynmny, TO MOXHO yKa3aTb:

--ulog-nlgroup 5

Mo ymonyaHuio ncnonb3yeTcs nepeas rpynna.

Mpumep

iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-nlgroup 2

--ulog-prefix

MmeeT TOT Xe CMbICH, YTO U aHanornyHbIn napameTp B genctsum LOG. [nvHa
CTPOKM nNpedmkca He JOrmKHa npeBblwaTb 32 cumBona.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-prefix "SSH connection attempt: "

--ulog-cprange

OnpepenseT Kakyto onto naketa B 6antax Hago nepegasaTtb AeMOHY ULOG.
Ecnn ykasatb uncrnio 100, kak nokasaHo B NpuMepe, To AeMOHY ByaeT nepe-
AaHo Tornbko 100 b 13 nakeTta, 3TO 03HaA4aeT, YTO AeMOHY OyaeT nepenaH
3arofnioBOK NakeTa M HekoTopasa YacTb obnacTu gaHHbIX naketa. Ecnu yka-
3atb 0, To ByaeT nepenaH BeCb NakeT, HE3ABMCMMO OT ero pasmepa. 3HavyeHune
no ymon4yaHuio pasHo O.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-cprange 100

--ulog-gthreshold

YctaHaBnuBaeT BenuunHy Bydepa B obnactu agpa. Hanpumep, ecnu 3agatb
BenuyuHy 6ydepa, pasHom 10, Kak B npumepe, TO 54po Byaet HakannueaTtb
XypHanupyemble nakeTbl BO BHyTpeHHeM Bydepe v nepeaaBatb B Nofb30Ba-
TenbCcKoe NpoCTpaHCTBO rpynnamu no 10 nakeTos.

Mpumep
iptables -A INPUT -p TCP --dport 22 -j ULOG
--ulog-gthreshold 10

11.8. NMNoppepxka punbTpaumMm Ha OCHOBE KraccUPUKaLuMOHHbIX METOK

11.8.1. Moaynu iptables ansa paboTtbl ¢ KnaccuprKkauMoHHbIMU MEeTKaMm

I'Iop,/:lep>|<|<a (*)I/IJ'IpraLI,I/IVI Ha OCHOBe KJ'IaCCI/ICbVIKaLI,MOHHbIX MEeTOK pearin3oBaHa C nomo-

LblOo OOMOSTHUTENbHOIoO MoAy A TeCTUpOBaHUA astralabel, obecneunBaroLero TecTnpoBaHue

3Ha4YeHWIn MaHOaTHbIX aTpMbYTOB C MOMOLLLbIO MapaMeTpoB —-maclev U —-maccat.

Ans paboTbl C KnaccMUKaALUMOHHBIMU MeTKaMy HeobxoouMMo YCTaHOBUTb MakeTbl

iptables (M0 yMOn4yaHuWiO NakeTbl He yCTaHaBNMBAKOTCS):
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- iptables-astralabel-generic — Moaynu AN UCNOMNb30OBaHUS C SAPOM generic;

- iptables-astralabel-hardened — Ans ncnonb3oBaHua ¢ 94pom hardened;

- iptables-astralabel-common — obLne mMoaynu.

Ons YCTAaHOBKM NAKETOB BbIMNMOJIHUTbL:

- Ans agpa generic

sudo apt install iptables-astralabel-common iptables-astralabel-generic

- ana sgpa hardened

sudo apt install iptables-astralabel-common iptables-astralabel-hardened

Mpn HeobxogmmocTn mogynu ansa generic n hardened moryT 6bITb YCTAaHOBMEHbLI O4HO-

BPEMEHHO.

Mopaynb astralabel nogaepxvBaeT cTaHO4APTHBIN CUHTAKCUC KOMaHOHOW CTPOKMU, UC-

HOJ'IbSyeMbIIZ B iptables, a TakkKe OononHUTENbHbIE NapaMeTpbl ANA KOHTPONA MaHOaTHbIX

aTpMOyTOB CETEBLIX NAKETOB, NpUBEAEHHbIE B Tabnuue

Tabnuuya 56

MapameTp

OnucaHue

-m astralabel

YkasaHue Ha ncnonb3oBaHme Moaynsi astralabel ans o6paboTkn ceTeBoro
Tpadvka

--maclev <ypOBeHB>
[ :<ypoBeHB>]

lNpumeHeHne npasuna K nakeram, UMeKLLMM YKasaHHbIN nepapxuyecknn
ypoBeHb KoHuaeHumnanbHocTU. na 3agaHna ananasoHa ypoBHeEN KOHU-
AEeHUManbHOCTU YPOBHW YKa3sblBaKOTCS Yepes3 CUMBOST «:» BKNIOYUTEMBHO.

Mpumep

He NPpUHNMaTb NakeTbl C Nepapxm4eCKMMmn ypoBHAMUA KOH(*)VI,EleHLI,VIaJ'IbHOCTVI
otr1p003

iptables -A INPUT -m astralabel --maclev 1:3 -j DROP

MapameTp maclev MOXET MPUMEHATLCS OOHOBPEMEHHO C MapamMeTpoMm
maccat B ogHOM npasune. Pesynbtupytowmin punstp Oyaet npeactaBnaTb
cobor o6beguHeHe UNLTPOB, 3afaHHbIX AaHHLIMU NapaMeTpamu

3HayeHne unsTpa, 3agaBaemMoro napameTpom —-maclev, MOXeT BbITb MH-
BEPCMPOBAHO C NOMOLLbIO MoandukaTopa «!».

Mpumep

He nponyckaTb ucxogsune nakeTbl, UMeKLLMe HEHYNEBOW nepapxmieckuni
YpOBEHb KOH(PMAEHLMaNbHOCTH

iptables -A OUTPUT -m astralabel ! --maclev 0 -j DROP

[NlaHHoe npaBuno Gyaer nponyckaTb UCXOASALME NaKeTbl, UMetoLLe HyneBo
nepapxmyeckunii ypoBeHb KOHOUAEHUMANbHOCTU U HEHYNEeBble Herepapxmye-
cKkue kaTeropuv goctyna
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OkoHyaHue mabnuubl 56

MapameTp OnuncaHue

lMpumeHeHne NpaBuna Kk nakeTam, MMELLNM yKasaHHble Herepapxmuyeckme
KaTeropum KoHduaeHumManeHoCcTN. 3agaHne AManas3oHOB U UHBEPCUPOBaHWE
He nogaepxwuBarTcsa. B ogHOM npaBune MoxeT ObiTb yKasaHO HECKONbKO
napamMeTpoB maccat, B TaKOM cryyae npasuno OyaeT NpUMEHsiTbCSA TOMbKO K
MakeTam C yCTaHOBMNEHHbIMU OQHOBPEMEHHO BCEMW YKa3aHHbIMU KaTeropmsiMm
(6utamn).

MpumMeyaHwue. Hymepauus GUTOB KaTeropuii HaYMHaAETCA C €AUHULbI.

Mpumep

He nponyckaTb ncxogduime nakeTbl ¢ yCTaHOBNEHHbIMW OOQHOBPEMEHHO BuTa-
MU Kateropun 1 1 2

iptables -A OUTPUT -m astralabel --maccat 1 --maccat 2

-3j DROP

—-—-maccat
<6buT_xrarTeropumu>

MapameTp maccat MOXET MPUMEHATLCS OOHOBPEMEHHO C NapamMeTpoMm
maclev B ogHOM npasune. Pesynbtupytowmin punstp Oyaet npeactaenaTb
cobor o6beguHeHne UNLTPOB, 3afaHHbIX AaHHBIMU NapaMeTpamMu.

Mpumep

He npyvHumaTh NakeTbl C YCTAaHOBIIEHHbIMW OUTaMu Kateropuin 1 n 2 n ypoBHEM
KOHdunaeHumnanbHocTn 3

iptables -A INPUT -m astralabel -maclev 3 --maccat 1
--maccat 2 -j DROP

BHUMAHMUE! Ecnn napameTpbl gna punstpaumm nakeTtoB Ha OCHOBE Kriaccudumkaum-
OHHOW METKWN He yKasaHbl, TO NpaBuUrio NPUMEHSAETCS KO BCEM MakeTam, MMEKLUM HEHYIEBYIO
KnaccugukaumMoHHy MeTKy. Hanpumep, npasuno

iptables -A OUTPUT -m astralabel -3j DROP
3anpeTuT BCe UCXOASALLME NaKeTbl, UMeoLLME HEHYNEBYHO KIacCUUKaALMOHHYO METKY (T.e. umeto-
LLIEe HEeHYNEBOW YPOBEHb KOH(PMAEHLUMaNbLHOCTN U/UNN HEHYNEBbIE KaTeropum 4ocTyna).

OnucaHue mogynen iptables Ansa unsTpauumn NakeToB Ha OCHOBE KnaccudukalmoH-

HOM METKM NpUBEAEHO B PYKOBOACTBE man ANA iptables-astralabel.

11.8.2. Ucnonb3oBaHue ufw gna pabotbl ¢ KnaccnPmUKauMOHHbLIMU MeTKaMu

B mexceTteBOoM akpaHe ufw BKkMouYeHa nogaepkka paboTbl ¢ kKnaccumkaumoHHbIMU MET-
Kamu no ymonyaHuio. [ing ynpasneHns CETEBbIMU COEAMHEHUAMU C YH4ETOM KrnaccuUKauNOHHbIX
METOK B MexceTeBon akpaH ufw gobasneHbl napamMeTpbl mac, maclev U maccat, N0 AENCTBUIO
aHanornyHble napameTpam iptables.

[na Toro, 4ytob6bl AaHHble NapamMeTpbl paboTanu, B cucteMe OOSMKEH OblTb yCTaHOB-
neH B cootBetcTBuM C [11.8.1] nakeT iptables-astralabel-common U OOMH U3 MaKeTOB
iptables-astralabel-generic Unm iptables-astralabel-hardened, COOTBETCTBYIO-

LM MCNoNb3yeMoMy Sapy.
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Mpumepbl:

1. 3anpet otnpasku Ha 80 IP-nopT nakeToB C HEHYNEeBOW KriacCudUKaLMOHHON METKOWN:
ufw deny out 80/tcp mac

AHanorn4yHo napametpam iptables:

-A OUTPUT -p tcp —--dport 80 -m astralabel -j DROP

2. 3anpet otnpasku Ha 80 IP-nopt (npoTtokon HTTP) ceTeBbIXx NakeToB, MUMEIOLLNX YPO-
BEHb KOHMAEHUMANLHOCTHU 2:

ufw deny out 80/tcp maclev 2

AHanorn4yHo napameTpam iptables:
-A OUTPUT -p tcp --dport 80 -m astralabel --maclev 2 -j DROP

3. 3anpert otnpasku Ha 80 IP-nopT (npoTtokon HTTP) ceTeBbIXx NAKeTOB, UMEOLLNX KaTe-
ropuio KOHUAEHUManNbHOCTN 3:
ufw deny out 80/tcp maccat 3

AHanormyHo napameTpam iptables:
-A OUTPUT -p tcp --dport 80 -m astralabel --maccat 3 -j DROP
Bo3MoOXHOCTb MHBEPCUN npasuil 1 BO3MOXHOCTb OAHOBPEMEHHOIO YKa3aHUA HECKOJTIbKUX

KaTeFOpMVI B O4HOM npaBure TeKyLLl,eVI peanmsau,mel‘/'l ufw He nogaep>XxXmBaroTCA.
Onuncaxune ufw gns CbI/IJ'IpraU,I/II/I NnakeToB Ha OCHOBE KﬂaCCM(bMKaLlMOHHOﬁ MEeTKU npmee-

JEeHO B pykoBoACTBE man And ufw.
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12. MAPKUPOBKA OKYMEHTOB

12.1. O6wme cBeaeHun

3alnLWEHHbIN KOMMMEKC NporpaMmm rneyatm n MapKMpoBKM OOKYMEHTOB obecnednBaeT
MapKUPOBKY BbIBOAUMbIX Ha NevyaTb JOKYMEHTOB.

[ONONHUTENBHO K OUCKPELMOHHOMY YNpaBneHnto 4OCTYNoOM Ha OCHOBE MOMUTUK cepBepa
CUPS wncnonbayeTtcss maHgaTHoOe ynpasneHne goctynom. MangaTtHble atpmbyTbl nopoXxaaeMbix
obbekToB B CUPS HacnegyoT MaHAATHbIM KOHTEKCT, NOfyYaeMbll C CETEBOIO COEANHEHUS.

Bce cybbekTbl focTyna (nonb3oBaTenn) cepeepa nevyatn 4ensTCca Ha ABe rpynnbl: agmu-
HUCTPATOPOB M ObObIYHBLIX NONb30BaTENEN.

AOMUHUCTpaTOpaM paspeLleHO BbINOMHATbL psg AeNCTBUMA N0 Mogudukaumm cepsepa
neyatun (qobasneHue/yaaneHme NpuHTEPOB, MogMduKauna nx napameTpos u T.4.).

BHUMAHMUE! [JaHHble onepaumn OOMKHbI NPOBOANTLCA TOMBLKO Mo HyreBbIM MaHaaT-
HbIM KOHTEKCTOM.

Monb3oBaTenam paspellaeTcsl BbiIBOAUTb JOKYMEHTbI HA NeYaTb, BbINOSHATL Moauduka-
LMI0 M NPOCMOTP 3afaHuin COrnacHo MX MaHAaTHOMY KOHTEKCTY focTyna. B tabnuue (57| npvseneHo

pasgeneHve onepauuii no rpynnam gocTyna U Tunam onepauui aoctyna.

Tabnuuya 57

YTteHne 3anucb

Pause-Printer
Resume-Printer
Set-Printer-Attributes
Enable-Printer
CUPS-Get-Devices Disable-Printer
CUPS-Get-PPDs Hold-New-Jobs
CUPS-Get-PPD Release-New-Jobs
CUPS-Get-Policies CUPS-Add-Modify-Printer
MAC-Get-Info CUPS-Delete-Printer
CUPS-Add-Modify-Class
CUPS-Delete-Class
CUPS-Set-Default
CUPS-Create-Local-Printer

AMUHUCTPATUBHbIE
onepauum
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OkoHyaHue mabnuusi 57

YT1eHue 3anucb

Purge-Jobs

Print-Job

Cancel-Jobs
Create-Job-Subscription
Create-Printer-Subscriptions

CUPS-Get-Printers Renew-Subscription
Get-Printer-Supported-Values | Cancel-Subscription
Get-Printer-Attributes Create-Job
CUPS-Get-Default Send-Document
Get-Subscription-Attributes Cancel-Job

HeagMuHUCTpaTuBHbIE| Get-Subscriptions Hold-Job

onepauuu Get-Notifications Release-Job
Get-Jobs Restart-Job
Validate-Job Set-Job-Attributes
Get-Job-Attributes Cancel-My-Jobs
CUPS-Get-Document Close-Job
MAC-Get-Journal Cups-Authenticate-Job

CUPS-Move-Jobs
MAC-Set-Job-Attributes
MAC-Mark-Document
MAC-Lock-Job
MAC-Unock-Job

12.2. HacTtpomrka ne4yaTtum JOKYMeEHTa C HeHyneBOW KnaccucpukayumoHHON MeTKON

[Onsa paspewenus cepeepy CUPS obpabatbiBaTb 3agaHusa nedatn, popMupyembie B
HEeHyneBoM MaHOAaTHOM KOHTEKCTe, N ONA pa3peLlleHns nedvaTn AaHHbIX 3aaHnun Ha NnpuHTepe,
Heobxogmmo cepsepy CUPS 1 npuHTEpy yCTaHOBUTb NOMUTUKY parsec, BbINOMHUB, COOTBET-
CTBEHHO, OT MMEHU Y4YETHOM 3anncu agMuHUCcTpaTopa KoMaHAabl:
sudo cupsctl DefaultPolicy=parsec
sudo lpattr -p <umsa_npuHTepa> -s printer-op-policy=parsec

OnucaHne MHCTpyMeHTa KOMaHLHOW CTPOKU cupsctl NnpuBegeHo B man cupsctl.

[na npuHTepa yCTaHOBUTbL MOMNUTUKY parsec TakKe MOXHO C UCNOorb30BaHUeEM rpadou-
yeckon yTunutbl £ly-admin-printer Bo Bknagke «MAC». [JononHuTenbHaa nHopmaums ob
ytunute fly-admin-printer npvBegeHa B 35IEKTPOHHOM CripaBKe.

MpuHTEpPBLI M KNacchl ABRASATCA 00beKkTaMU-KOHTENHepaMun, B KOTOpble NoMeLlatoTcA
3agaHus, n obnagarTt atpubytaMm mac-printer-mac-max U mac-printer-mac-min.

ATpnbyT mac-printer-mac-max onpegensieT MakCcumarbHbIi MaHOATHbIA KOHTEKCT
3aJaHUN, KOTOpble MOTYT HAXOAUTLCA B OObEKTE-KOHTENHEPE.

ATpUBYT mac-printer-mac-min onpegensieT MUHUManbHbIN MaHOATHbIA KOHTEKCT

3ajaHni, KOTOPbIE MOTYT HaX0AUTLCA B OO bEKTE-KOHTENHEPE.
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[nsa paspeleHns nevyaTn Ha NpMHTEPE OOKYMEHTOB MOSib30oBaTenen, paborarwmx B HEHY-
NeBOM MaHAAaTHOM KOHTEKCTe, HeO6XoaMMO Ans NpuHTEpa YCTaHOBUTL AOMYCTUMbIN AnanasoH
MaHLaTHOro KOHTEKCTA, BbIMOMHMB Crneayowme KoMaHabl:
sudo lpattr -p <umsa_npuHTepa> -s mac-printer-mac-min=LLabel
sudo lpattr -p <umsa_npuHTepa> -s mac-printer-mac-max=MLabel
rae LLabel — MWUHUManNbHbIN MaH,D,aTHbIVI KOHTEKCT 3aD,aHVIIZ, KOTOpPbl€ pa3peLllueHo nevyarartb,

MLabel — MakCUMarnbHbIM MaHOATHbLIM KOHTEKCT 3aaHui, KOTOpble pa3peLLeHo nevararb.

JIn6o c ncnonb3oBaHnem rpadumyeckon ytunutbl fly-admin-printer, 3agaB BO BKMagke
«MAC» gonycTumbin guanasoH YPOBHEN KOHNOEHUNANBLHOCTU, KaTeropun KOHPUAEHLMANTbHOCTH
N YPOBHEN LESNIOCTHOCTH.

Ecrim EIlI He wncnonb3yetcs, TO HaACTpoMKa MpPUHTEPA BLIMOMHAETCA OT WUMe-
HW agMuHUCTpaTopa 4epe3 MexaHusMm sudo WM OT WMMEHW Mnonb3oBaTens, BXoAslle-
ro B JIOKamnbHyl rpynny agMUHUCTPATOpOB Medyatu (rpynna lpadmin, CM. [OOKYMEHT
PYCB.10015-37 95 01-1). Ecnun ETIN ncnonb3yetcs, TO BbINOSHAETCS OT UMEHW NoNb3oBaTens,
BXOASALLEro B JIOKanbHyo rpynny agMUHUCTPATOPOB rnevarwu.

Mapametpbl cepBepa CUPS onpegeneHbl B KOHUrypauuMoHHOM  dhaune
/etc/cups/cupsd.conf. PegaktupoBaHue KoHdUrypaumoHHoro cpanna cepsepa CUPS
BbIMNOMHAETCHA OT MMEHU MoNnb30oBaTens, BXOASALLEro B foKasnbHY rpyrnny agMUHUCTPaToOpoB
neyaTn C UCMONb30BaHUEM:

- MHCTPYMEHTa KOMaHLHOW CTPOKU cupsctl, 3anyckaeMoro Yyepes MexaHuam sudo;

- rpadpuyeckon ytunutbl £ly-admin-printer;

- web-uHTepdeiica cepeepa CUPS (http://127.0.0.1:631).

[nsa HacTpOMKNn MapKMPOBKM UCMOMb3YKOTCA NapaMeTpbl KOHUrypaumMoHHoro dgavna

/etc/cups/cupsd.conf, npuBedeHHble B Tabnuue (68|

Tabnuuya 58

3HayeHue no
MapameTp Onuncanue
YyMOn4aHuio

Bkntovaet gybnupoeaHve 3agaHmin. Konvm 3agaHmin coxpaHsitoTcs
MacDuplicate off no ymon4yaHuio B katarnore /var/spool/cups/parsec B pdf-
dopmarte
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Mapamet 3HaueHue no OnucaHwune
P P YMOMYaHUIO

MacDuplex off - marker — aBTOMaTM4eckas ne4yarb Mapkepa Ha obopoTe Bcex

Pexxum nevatn mapkepa Ha oOpaTHOM CTOpPOHE (MpY HanM4Mm
NoAdEePKKM CO CTOPOHbI MPUHTEPA ABYCTOPOHHEW neyatu). Bos-
MOXHbl€ 3HAYEeHUS:

- off — oTknoYeHo. MNeyaTb JOKyMeHTa B OObIMHOM pexume,
npu KOTOPOM CO3JalTCA ABa 3afaHusA: 3a4aHne neyvaTn CTpaHuy,
AOKYMEHTa C NPOCTaBMEHHbIMW MapKepaMn 1 3agaHue neyatum
Mapkepa Ha