YTBepxaeH
PYCB.10015-37-Y[]

OMNEPALUNOHHAA CUCTEMA CIEUNATIBHOIO HA3SHAYEHNA

HB. Ne noan

©

§ «ASTRA LINUX SPECIAL EDITION»
E OnucaHue npumMeHeHns
(=1

2 PYCB.10015-37 31 01

Nucros [38)

S

>

(= ]

%

o

I

S

el

pd

o

I

b

s

3

0

©

'_

©

o

b

C

=]

(@]

C

2022

Jlntepa O,



2
PYCB.10015-37 31 01

AHHOTALUA

Hactoswun OOKyMEHT SBMNSIETCA OMNUCaHMEM MNPUMEHEHUSI MPOrpaMMHOrO U3Aenus
PYCB.10015-37 «OnepaunoHHasi cuctema cneumarnbHoOro HasHadyeHusa «Astra Linux Special
Edition» (ganee no Tekcty — OC).

B nokymeHTe onucaHbl HasdHadeHne OC, ycnoBus ee NpMMEHEHNs], OnucaHve 3agayu, npu-
BeEHbl BXOAHbIE M BbIXOAHbIE AaHHbIE. Takke NpUBEAEHbI CBEAEHWUS MO MNONyYEHNO 0OHOBNEHWIA
OC.
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1. HASHAYEHUE MNMPOIrPAMMbBI

1.1. HasHauyeHuUe

OC npegHasHavyeHa ans:

- MCMNOMb30BaHNS HA aBTOMAaTM3MPOBaHHbIX Paboymnx MecTax OpraHoB rocyaapCTBEHHOMO
ynpasneHunsa npu obpaboTke rocygapcTBeHHbIX cekpeToB Pecnybnnkn benapyce;

- CO34aHnA CUCTEM 3aLmTbl MHpOPMaLUMN MHPOPMALMOHHBIX CUCTEM, NpeaHa3HaYeH-
HbIX Ang o6paboTkn MHdopmauumn, pacnpocTpaHeHue un (Mnn) NpeaocTaBneHne KoTopown
OrpaHuyeHo;

- co3gaHnsa cuctem MHopMaLMOHHON 6e30NacHOCTM KPUTUYECKN BaXHbIX O6BbEKTOB

nHpopmaTtusaumm (KBOW).
1.2. OCHOBHbIEe XapaKTepPUCTUKH

B coctaB OC BxogAaT cnegytowime KOMMNOHEHTbI:

- agpo OC ¢ nogaepXKon TeEXHONOrMM BUpTyanu3aumm;

- cpeacTBa ycTaHOBKM M HacTpownkn OC;

- CUCTEMHbIE N CEPBUCHbBIE YTUNUTI;

- BasoBble ceTeBble CryX0Obl;

- CpeacTBa opraHu3aumm eguHoro npoctpaHcTea nonb3osatenen (ENMM);
- nporpaMmmbl 3alnLLEHHON rpadnyeckon NogCUCTEMbI;

- cpencTBa ynpasneHust NporpaMMHbIMK NakeTamu;

- cpencTtBa ynpaBneHnss KOHUrypauusimu;

- CpeacTBa pe3epBHOro KONMMpOBaHUA U BOCCTAHOBMNEHUSA OAHHbIX;

- 3alMLLEHHbIN KOMMMEKC NporpamMmm neyatn u yyeta AOKYMEHTOB;

- 3alMLLEHHbIN KOMMMNEKC NporpamMm rmnepTekcToBon 06paboTKn AaHHbIX;
- 3aWmLeHHas cuctema ynpaeneHus 6azammn gaHHbIX;

- 3aLMLLEHHbIN KOMMNMEKC NPOrpamMm 3f1IEKTPOHHOM NOYThI;

- MakeT OPUCHbBIX NPOrpamMmm.
1.3. Bo3amoxHocTu

OC npepocTaBngeT criegylowme BO3MOXHOCTH:
- YCTaHOBKY M (DYHKLMOHNPOBAHNE Ha CpeacTBax BbIYMCIIUTENbHON TEXHMKM C NpoLec-

COpPHOW apxnTekTypon x86-64, a Takke nogaepky nepndepuninHoro o6opyaoBaHms;

noaaepXKy OCHOBHbIX ceTeBbIX NpoTokonos cteka TCP/IP;

CO3[laHue 3allMLLEHHON cpeabl BUPTYyanu3aumu;

opraHn3auunto ceTeBoro AoMeHa C LUeHTparim3oBaHHbIM XpaHeHNeM Yy4YETHbIX 3anucew;

LieHTpan13oBaHHoOe yrnpaBneHne KoHpUrypaumsmu;
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noaaep)KKy OTKa3oyCTOMYMBOIO pexxmma paboThbl;

pa60Ty C MyJ'IbTMMe,EI,I/IIZHbIMVI OaHHbIMW]

paboTy C pensiLMOHHLIMU 6asamMy AaHHbIX;

paboTy C 3NEKTPOHHOW MNOYTON;

paboTy C rMNepTEKCTOBLIMW AaHHbIMU;

06paboTKy TEKCTOBLIX OKYMEHTOB M 3NEKTPOHHLIX Tabnuuy, pasnuyHbiX hopmaros.
1.4. ®yHKUMM Ge3onacHoOCTHU

Cpegactea 3awmtbl nHdopmaumm (C3K1) OC obecneunsator:
- MaeHTUmnKaumo 1 ayTeHTUUKaLnto;

- OUCKPEeLMOHHOE ynpaeneHne AocTynow;

- MaHgaTHoe ynpaereHue O0CTYNoM;

- pernctpauuto cobbiTuin 6e3onacHocTy;

- OrpaHuMyeHune NporpamMmmMHoON cpeabl;

- M30MAUMI0 NPOLECCOB;

- 3alWunTy NnamaTu;

- KOHTPOSb L€NTOCTHOCTMU;

- obecneyeHne HageXXHoro YHKLUMOHNPOBAHWS;
- omMnbTpaUno CETEBONO NOTOKA;

- MapKUpOBKY JOKYMEHTOB;

- 3aWmTy cpeabl BUpTyanusaumu;

- KOHTPOJ1b NOAKITHIOYEHNA CbEMHbLIX MaLLUNHHBLIX HocuTenen MH(bOpMaLlMM.
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2. ycnosumda nPUMEHEHUA

2.1. TpeboBaHMA K TEXHUYECKUM CpeacTBam

Onsa dpyHkumoHnpoBaHna OC Heobxoguma cnefgyowasi MUHMManbHaa KoHUrypaumsa
obopyaoBaHus:

- annapaTHas nnatdgopmMa — npoLeccop ¢ apxutektypon x86-64 (AMD, Intel);

- onepaTuBHas namsaTb — He meHee 1 ['b;

- 06bem cBOOOAHOIO ANCKOBOro NPOCTpaHCTBa — He MeHee 4 b.

[ns yctaHoBkn OC ¢ Hocutens Tpebyetcs:

- CTaHO4apTHbIN MOHUTOP;

- ycTponcteo YTeHus DVD-guckos nnu USB-uHTepdeinc.

[nsa yctaHoskn OC no ceTtn TpebyeTcs:

- ceTeBas KapTa;

- nogaepxka B UEFI/BIOS BO3MOXHOCTM YCTAHOBKM NO CETMU;

- CTaHAapTHbIA MOHUTOP (MPU PYYHOW YCTAHOBKE MO CETH).
2.2. CoBmecTMMOCTb C 060pyaoBaHUEM

LtaTHOe, NpeaycMoTpeHHoe AoKyMeHTaumen, pyHkumoHmposaHme OC obecneunBaeT-
CH TONbKO Ha pekoMeHgoBaHHOM mnarotosutenem OC coBmecTumom obopyanoBaHun. [NepeyeHb
pPEKOMEHOYEMOTO K MPMMEHEHU0 060pyAOBaHMs, a Takke pernaMeHT cepTudmrkaunum Ha CoBMe-

CTUMOCTb ONybBNMKoBaHbl Ha canTe astralinux.ru.
2.3. NMopspok akcnnyaTaumm

Mopsagok ycTaHOBKM, HAacTponkun u akcnnyatauyum OC ocyLLeCTBNSETCS B COOTBETCTBUN
C 9KCnsyaTtaunoHHon gokymeHTaumen cornacHo PYCB.10015-37 20 01 «OnepaumoHHasa cucre-
Ma cneumanbHoro HasHadyeHus «Astra Linux Special Edition». BegomMocTb akcnnyaTtaunmoHHbIX
OOKYMEHTOBY.

[ononHntenbHaa nHdopmaumsa o0 NOpsAKe SKCnyaTauum, a Takke BapmaHTbl peannaa-
UMM OTAENbHbIX peLweHnin ¢ ncnonb3oBaHnem OC npmBeaeHbl B pyKOBOACTBAX man, 3NEKTPOH-
Hon cnpaBke n3 coctaesa OC 1 Ha odumunanbsHOM MHAPOPMALIMOHHOM pecypce paspaboTyuka

wiki.astralinux.ru.
2.4. NNpaBoBOM acneKkT Ucnosib3oBaHUA (hpyHKLUMN 6e3onacHOCTU

lMpenoctaBnsgemoe npaBo Mcnonb3oBaHusa yHkumn OC, BKNoYas yka3aHHbIE B JyHK-
uumn 6e3onacHOCTK, onpeaensieTcs B 3aknto4aeMblX B COOTBETCTBUM C [pakgaHCKMM KOOEKCOM

Poccuiickoin denepalmm NULEH3MOHHbIX J0roBopax.
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B 3aBMCHMOCTM OT NpeaocTaBieHHOro nonb3oBaTesnto npasa ncnonb3osaHus OC Ha ycno-

BUAX I'IpOCTOIZ (HeMCKﬂIOHMTeﬂbHOVI) JIMUEH3N yCTaHOBIIEHO HECKOJIbKO BapnUaHTOB JIMLEeH3NpOoBa-

HUA, npegycMaTpmuBaroLLnX BO3MOXHOCTb KOMIMJ1EKCHOIO UCMOJ1b30BaHUA q.)yHKLI,I/IIZ ©esonacHocTu

OC.

CooTBETCTBUE BapyaHTa NIMLEH3NPOBAHNS U OOCTYMHbIX PYHKUMI Ge3onacHOCTM npuBe-

AeHo B Tabnuue . HanmeHoBaHwue ypOBHeVI 3alMEeHHOCTHN, And ynpoweHund pa6OTbI, coBnagaet

C HanMeHoBaHMeM BapunaHTOB JIMLUEH3NPOBaHNA, yCTaHOBJ1IEHHbLIX B JIMLUEH3MOHHOM OOroBope.

Taobnuuya 1

®PyHKuMs 6esonacHocTH

YpoBeHb 3alUULLEHHOCTU

«Ba3oBbiny

«YCUNEHHbIN»

«MakcumanbHbINy

3amkHyTasi nporpammHasi cpeaa

He goctynHo

HocTtynHo
(Mo  ymomnyaHuio
BbIKITOYEHO)

HocTtynHo
(no  ymonuaHuio
BbIKITHOYEHO)

OuncTka ocBOOOXJaeMon BHELLUHEN NamMaTu

He goctynHo

HocTtynHo
(mo  ymonyaHuio
BbIKITOYEHO)

HoctynHo
(no  ymonuaHuio
BbIKITHOYEHO)

HoctynHo HocTtynHo
MaHgaTHbIN KOHTPOMb LENOCTHOCTH He goctynHo | (MO ymonyaHuio | (N0 yMOMYaHuto
BKIMOYEHO) BKIOYEHO)
HoctynHo
MangaTHoe ynpasrieHue OOCTynom He poctynHo | He gocTynHo (no  ymonyaHuio
BKIOYEHO)
WpeHTudmkauma n ayteHTumnkaums HocTtynHo HocTtynHo HocTtynHo
[unckpeunoHHoe ynpasneHne 4oCTynom HocTtynHo HocTtynHo HocTtynHo
Pernctpaumns cobbitnin 6e3onacHoCT HocTtynHo HocTtynHo HocTtynHo
OrpaHuyeHne nporpaMmMHoON cpeapl HocTtynHo HocTtynHo HocTtynHo
M3ondauusa npoueccosB HocTtynHo HocTtynHo HocTtynHo
3awmTa namatm HocTtynHo HocTtynHo HocTtynHo
KOHTpOnb LenocTHOCTH HocTtynHo HoctynHo HocTtynHo
Ob6ecneveHne HagexHoro yHKUMoHUpoBaHusa | [JocTynHo HoctynHo HocTtynHo
dunsTpauusa ceTeBoro NoToka HocTtynHo HocTtynHo HocTtynHo
MapkupoBka JOKYMEHTOB He poctynHo | He goctynHo HocTtynHo
3awmTa cpeabl BUpTyanu3sawumm HocTtynHo HocTtynHo HocTtynHo
KoHTporb noaknto4eHnss CbeMHbIX MaLUUHHbIX
. OoctynHo OoctynHo HocTtynHo
HocuTenen nHgopmauum
Wcnonb3oBaHue sapa hardened HoctynHo HoctynHo HoctynHo

Bbl60p BapuvaHTa NMMUeH3npoBaHNA OCYLLECTBIIAETCA MNMoJfib3oBaTerieM, NCxXoaqa U3 akTy-

anbHbIX MoAenen HapyLmMTens 1 yrpo3 U Apyrmx gakTopos.
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O6bem npegocTaBneHHbIX IMLEH3MOHHBIM JOFOBOPOM NpaB Ans UCNOMb30BaHUSA (PYHKLNIA
6esonacHoct OC onpeaenser BO3MOXHOCTb M0 JOCTUXEHUIO TpebyeMbix nokasaTernen 3awuiLeH-
HOCTM aBTOMaTU3NPOBaHHOM (MHAPOPMALIMOHHOM) CUCTEMBI, B COCTaBE KOTOPOWN 3KCnyaTupyercs
OC.

B nporpammHom o6ecneyeHnn OC B 3aBMCMMOCTM OT BbiIOpaHHOro BapnaHTa NULEH3n-
pOBaHUS NOSib30BaTeSO NPeaocTaBNAeTcsl BO3MOXHOCTb YCTAHOBKM U 3KCnnyaTtauun cpeacts
3aWmThl, peanuayrowmx pyHKuMmM 6e3onacHocTu, NyTemM Bbibopa B MEHIO NpOrpamMmMbl YCTaHOBKM
COOTBETCTBYIOLLENO YPOBHS 3aLLULLEHHOCTH.

BHUMAHMUE! Mpn npumeHeHnn OC Ha aBTOMATU3NPOBaAHHbLIX paboumx MecTtax npu
obpaboTke MHpopmaumn, cogepxallen cBeaeHusl, OTHECEHHbIE B YCTAHOBIEHHOM Mopsagke K
rocygapcTBeHHbIM cekpetam Pecnybnuku Benapycbh, AonyckaeTcs NpUMeHeHe TOMNbKO YPOBHS

3awuLeHHocTn « MakcmmanbHbIAY.
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3. MOPAAOK OBHOBJIEHUA OC

B uensax obecnevenus coorsetctBmsas OC TpeboBaHuamM 6e30nacHOCTU MHpopMaLmn B
4YacTu yCTpaHeHUs1 HeaeknapmpoBaHHbIX BO3MOXHOCTeN n yassumocTen OC ocylecTBnsieTca ee
TEeXHMYecKasi nogaepxka, npegycMaTpmBaroLLas Bbinyck oMepeaHoro (NnaHoBOro) U onepaTMBHOIO

(BHEO4YepeaHoro) o6HOBNEHUN.
3.1. OuepegHoe (NnnaHoBoe) OOHOBIEHME

OuepenHoe obHoBNeHMe npeactaBngaeT cobon 3aBoackune akemnnspbl OC, N3rotoBnex-
Hble B COOTBETCTBUN C KOHCTPYKTOPCKOWM (MPOrpamMMHON) U TEXHONOMMYECKON AOKYMEHTaLMEN,
OENCTBYIOLLEN HA MOMEHT WU3rOTOBMEHUS!, C BHECEHHbIMU B HEE MOPSALKOM, YCTaHOBIEHHbIM
FOCT 2.503-2013, nnaHOBbIMU U3MEHEHUSIMMW.

OuepenHoe oBHOBNEHNE peLuaeT CreayrLmin KOMNNeKke 3agav:

- yCTpaHeHue KPUTUYECKUX N HEKPUTUYECKUX YA3BUMOCTEN;

- obecneyeHne ycoBepLUIEHCTBOBAHNSA (MO4EPHM3ALUNN) KOHCTPYKLMK;

- nogaepkka CoBpeMeHHoro obopyagoBaHus;

- peanu3auus HOBbIX (PYHKLMOHAMbHbIX BO3MOXHOCTEW;

- obecneyeHne COOTBETCTBMUS akTyasibHbIM TpeboBaHMsiIM 6Ge30nacHOCTN MHAOPMaLNK;

- noBblleHNE yaobcTBa UCNoNb30BaHWS, ynpaBneHus komnoHeHtamm OC un gpyrue.

OuepenHoe ob6HOBNEHWE NpeaoCcTaBNAETCA NoNb3oBaTENAM MPU 3aKNYEHNN COOTBET-
CTBYIOLLENO JIMLEH3MOHHOIO 40roBopa Unu AOMNOMHEHNST K UMEIOLLEMYCS NMULEH3UOHHOMY OOrOBOpY,
a Takke B COOTBETCTBMU C MOMOXKEHNAMMU «JTMLLEH3NOHHOrO COornalleHns ¢ KOHEYHbIM MNOSb30-
BaTenem rno Ucnosib30BaHMIO OnepauyuoHHON CUCTEMbI CrieunanbHOro HasHadyeHna «Astra Linux
Special Edition».

MHpopmaums o Bbinycke ovepenHoro obHoeneHna OC pasmelyaeTcs Ha ouymansHOM
canTe astralinux.ru, a Takke OOBOAUTCA A0 NMUEH3MaToB (NnoTpedbutenen) ¢ MCNosbL3oBa-
HMEM KOHTAKTHON MHOpMaLMN, YKa3aHHOW B 3aKITHOYEHHbBIX paHee NULEH3NOHHbBIX AOroBopax
(BOMONMHEHUAX K NMLEH3NOHHBIM JOrOBOpaMm).

B uenax nogaepxaHma MHPOPMaLMOHHBLIX (aBTOMATM3NPOBaHHbLIX) cUCTEM B 6e30nacHOM
COCTOsIHMM, obecneyeHuns nx paboTocnocobHOCTN COBMECTHO C COBPEMEHHbLIM 060pYyAOBaHMEM
N yBENUYEHUS CpoKa JKChnyaTtaumm, peKoMeHayeTca Ha NOCTOSTHHOW OCHOBE MNaHMpoBaTh U

OpraHvM3oBbIBaTb NPOBEAEHME MEPONPUATUIN NO NPUMEHEHNIO ovepeaHoro obHoBneHus OC.
3.2. OnepatuBHOe (BHeo4yepeaHoe) oOHOBNEHUE

OnepaTnBHOe OOHOBMEHME peluaeT 3agady ornepaTUBHOMO YCTPAHEHUSI KPUTUYECKUX

YSI3BMMOCTEN U YS3BUMOCTEN BbICOKOTO YPOBHSI onacHOCTUB ak3emnnsipax OC, Haxoasmxcs B


astralinux.ru
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3Kcnnyataumu, n npeacTtaenset cobon GronneteHb 6€30MacHOCTN, KOTOPbIA MOXET ObITb 4OCTYMNEH
B BMAe:

1) WHCTPYKUMA N METOONYECKMX YKa3aHUIN NO HACTPOMKe MU 0COBEHHOCTAM aKCnyaTauum

OC, cogepxawmx cBeAeHNs1 0 KOMMNEHCUPYHOLLMX MEpPax UMM OrpaHUYEHnsx no npumMmeHe-

Huto OC npwu akcnnyatauuu,

2) oTAenbHbIX NPOrpaMMHbIX KOMMOHEHTOB 13 coctaBa OC, B KOTOpble BHECEHbI U3Me-

HEHUS C LeNbio YCTPaHEHNS YS3BUMOCTEN, MHCTPYKLUMIA NO X YCTAaHOBKE N HACTPOWKe,

a Takke MHMopmauum, cogepxallen cBegeHna 0 KOHTPOSIbHbIX CyMMax Bcex hannos

onepaTMBHOrO OGHOBNEHUS;

3) obHoBneHun 6e3onacHoOCTU, NPeACcTaBnsLWNX cobon ansi ¢ COBOKYMHOCTLIO NPo-

rPaMMHbIX KOMMOHEHTOB M3 coctaBa OC, B KOTOpble BHECEHbl U3MEHEHUSA C LIENbIO

YyCTpaHeHUs ys3BUMOCTEN, a Takke MHopMaLnn, coaepXallen CBe4eHUSI O KOHTPOSbHbIX

cymmax Bcex hannoB o6HOBNEHU 6e30NacHOCTU, YKa3aHWsi MO YCTaHOBKE, HACTPOMKE U

ocobeHHocTsam akcnnyaTtaumm OC ¢ ycTaHOBMEHHbIMX OOHOBIIEHMUSIMW BE30NacHOCTW.

O6HoBnNeHna 6e3onacHOCTU NPeACTaBnAT cobon OTAENbHbIE NPOrpaMMHbIE JOKYMEHTHI,
He npegycMmaTpuBalroLme BHECEHNS N3MEHEHNIN B KOMMIIEKT AOKYMEHTaLUMN odepegHoro o6HoB-
NEHNs, XapakTEPUCTUKN KOTOPOro NoATBEPXKAEHbI CEPTUPUKATOM COOTBETCTBUSA TpeboBaHMsaM
©e3onacHoOCTM nHdopMaumn. Takmm obpasom, ceptTudukar cCoOoTBETCTBMUA o4YepeaHoro obHoOB-
nenus OC, nocTaBnsiemMoro noTpedntTensamMm B KOMNNEKTHOCTU B COOTBETCTBMN C (POPMYNSApPOM,
SABNSETCA AEUCTBYHOLMM BHE 3aBUCMMOCTM OT BbiMyCcKa onepaTMBHOrO 06GHOBNEHUS.

OnepaTtuBHOe OBHOBIIEHNE coaepPXUT MHopMauuo 06 YCTpaHEHHbIX YA3BUMOCTSX U
npegocTaBnseTcs nonb3oBartensaM Ha 6e3B03Me3aHON OCHOBE.

JInueHsmnatbl (NnoTpedbutenn) onoBeLaTCa O BbiMYCKE M BO3MOXHOCTM MOfyyYeHust 0b-
HOBIIEHNA C UCMONb30BaHWEM KOHTAKTHON MHpOpMaLMK, yKa3aHHOW B NINLEH3MOHHbBIX JOrOBOpax
N OOMNOSTHEHUAX K HAM, NYTEM pasMeLLeHNs COOTBETCTBYIOLLEN MHopMaLmMM Ha orumnansHOM
canTe n Yepes NMNYHbIN KabuHerT.

OnepaTuBHOE OOHOBMNEHME HE ABNSIETCS CAMOCTOATESbHLIM MPOrpaMMHbIM U3OESNTUEM.
CepuinHoe Npon3BOACTBO M NOCTaBKa (B TOM YMCNe Ha MaTepuasnbHbIX HOCUTENSIX) ONepPaTUBHOIO
0BGHOBMNEHNS HE NPeayCMOTPEHbI.

[loBeneHune onepatnBHOro oOHOBNEHMS A0 noTpedbutenen OCyLLECTBASETCA U3roToBK-
Tenem OC nyTem pacnpocTpaHeHusi MO CETAM CBA3W. VICTOYHMKOM nonyYeHus onepaTUBHOIO
obHoBNeHus aBnaeTca opuLmanbHbIi CanT N3roToBUTENS.

KoHTponb LenocTHocTn o6HoBneHM 6e30MacHOCTH OCyLLEeCTBNAETCA NpoBegeHNeEM AnHa-
MMYECKOro KOHTPOMS LEeNOCTHOCTU (pannoB C UCMONb30BaHNEM 3MEKTPOHHON LM pOBOM NOAMNCH

N pernameHTHOro KOHTpona LUesloCTHOCTU C UCMNOoJ1Ib30BaHNEM (byHKLI,I/II/I X3WnpoBaHN4a n aBToMa-
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TUYECKON CBEPKM MOSTYYEHHOrO 3HAaYEHMWs C STaNoHHbIM, YKasaHHbIM B crieumanbHoM dhaiine ¢

KOHTpPOJ1bHbIMKX CYMMaMM, BXoasdAwem B COCTaB oBbHoBNEeHM 6Ge3onacHoOCTH.
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4. ONUCAHUE 3AO0AYU

OcHoBHas 3agaya, pewaemas OC B npouecce cBoero yHKLUNOHMPOBaHUS, — obecne-
YyeHue nHTepdenca ana goctyna MO K yCTponCTBaM BbIMUCINTENBHOM CUCTEMbI NOCPEACTBOM
ynpaBreHns YCTPONCTBaMM U BblYUCAUTENbHBIMU NpoLeccamm n 3deKTUBHOIO pacnpeaeneHns
BbIYMCNUTENBHbBIX PECYPCOB MEXAY BbIYUCITUTENBHBIMU NpOLIeCCaMn B COOTBETCTBUMN C TpeboBa-
HUAAMW PYKOBOASALLMX OOKYMEHTOB MO 06eCcneyeHunto 3amTbl MHpopMaunn, pacnpocTpaHeHME n
(vnn) NnpegocTaBneHne KOTOPOW OrpaHNYEeHO, B TOM YUCHe coaepKallen cBeeHUs, OTHECEHHbIE

B YCTaHOBMEHHOM MOpPSIAKE K rOCyAapCTBEHHbIM cekpeTam Pecnybnukn Benapychb.
4.1. Knaccbl pewaemMbix 3agay

[na pelweHna ocHOBHOW 3agayn pyHKuMoHupoBaHMa OC oHa geKoMMNo3upyeTcsa Ha
cnegyoLime Knaccol 3agav:

- 3arpyska nporpamm B Ol n ynpasneHue nx BbINOSIHEHUEM;

- obecneyeHne MHOro3agaqyHoro pexuma yHKUNOHNPOBaHNSA (OQHOBPEMEHHOIO BbINOS-

HEHWs1 MHOXXeCTBa NpoLEecCcoB);

- pacnpegeneHne pecypcoB BblMUCAUTENBHOW CUCTEMbI MeXAY npoueccamu;

- ynpasneHue pacnpegeneHnem Ol mexagy npoueccamu U opraHusaunsa BUpTyanbHOW

namaTu;

- obecneyeHne O0OCTyNa K AaHHbIM Ha 3HeproHe3aBncuUMbIX HocuTenax (HXMU, ontuye-

CKMe OUCKM U Np.), OpraHn3oBaHHbIM B BUAe Hekotopoun OC;

- BbIMONHEHME NO 3anpocy NporpaMm HU3KOYPOBHEBBIX onepaLmi (BBOA-BbIBOL, AAHHbIX,

BblAeneHne n ocBoboxaeHne namaTu, 3anyck U 3aBepLUeHne NporpaMm 1 T. 4.);

- npegocTaBneHve CTaHA4apTU30BaHHOMO JOCTyNa nporpaMmm K nepudepuimHbiM yCTpOmn-

cTBaM (ycTponcTBam BBOAA-BbIBOAA);

- noggepikka CTeKOB CeTeBbIX NPOTOKOSIOB;

- obecneyeHne MHOrononb30BaTENbCKOro pexunma paboTbl;

- obecneyeHne Nonb3oBaTeNbCKOro NHTepdenca B cootsetcTBum ¢ 4.1.1}

- naeHTUdUKaums n ayteHTudukauus B cootsetcTeun c4.1.2)

- opraHu3auusi equHoro NpocTpaHcTea nonb3osatenen (EMM) B cootBeTcTBUM ¢ [4.1.3}

- ANCKPEeLMOHHOe ynpaBsneHue aoctynom B cootBetcTeumn ¢ 4.1.4;

- MaHfaTHoe ynpaeneHue goctynom B cootBetcTBum ¢ [4.1.5]

- opraHu3aumsi HaaexHbIX BbIYMCIEHWIA (M30nsUMs NpoLeccoB) B cooTBeTcTBUM ¢ [4.1.6}

- obecneyeHne B3aMmMomencTBMSt Mexay npoueccamu B cootseTcTBum ¢ [4.1.6}

- perucTtpauus cobbiTuin 6esonacHocT (NpoTokonupoBaHue) B cootBetcTBuu ¢ [4.1.7}

- 04MCTKa onepaTVBHON W BHeLLHeW namsiTu B cooTBeTcTBuM ¢ [4.1.8]

- KOHTpOrb LienocTtHocTu B cootBeTcTBum ¢ [4.1.9]
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- orpaHuyeHune nporpaMmmHoi cpedbl B cootseTcTBum ¢ [4.1.10]
- unbTpaumsa ceTesoro notoka B coorsetctaum ¢ 4. T.17]
- obecneveHvie paboTbl B cpefe BUpTyanuaaumumn (M3onsums BUPTYanbHbIX MaLUWH, pas-

rpaHn4YeHne 4OCTyna BMPTYyanbHbIX MaLUVH K pecypcam U T.4.) B cooTBetcTBumn ¢ 4.1.12;

MapkvpoBKa AoKyMeHToB B cooTBeTcTBUM C [4.1.13]

obecneyeHne paboTbl B OTKA30yCTONYMBOM pexmme B cooTBeTcTBum C 4.1.14;

obecneyeHne HagexHoro yHKLMOHMPOBaHUs B cooTBeTCcTBMM C4.1.15;

obecneyeHue goctyna k B[] B cooTBeTCTBUM C TpeboBaHUAMM AN pas3rpaHNYeHns
AocTyna K MHopMaLmmn orpaHMYeHHOro OCTyna, B TOM YiCne COAepXKallen cBeaeHus, ,
cornacHo 4.1.16}

- obecneyeHne goctyna K nHopmaLmm Yepes cepBep rmnepTekcToBon ob6paboTkn gaH-
HbIX B COOTBETCTBMM C TpeboBaHUAMM ANS pasrpaHUYeHns goctyna kK nHdopmaumm
OrpaHWYeHHOro AoCTyna, B TOM Y1cne codepxallen ceegenus, , cornacHo 4.1.17;

- obecneveHne obMeHa coobLLEHNMN SNIEKTPOHHON NOYTbI B COOTBETCTBUN C TpeboBaHU-
MW ANS pasrpaHn4eHns 4ocTyna K MHpopMaumm orpaHMYeHHOro 4ocTyna, B TOM Yucne

copepxalien ceegenus, , cornacHo [4.1.18]

4.1.1. Obecne4vyeHune NONb30BaTENIbLCKOro MHTepcenca

PelweHne 3agaum obecneyveHns rpapmyeckoro Nonb3oBaTeNbCKoro MHTepdenca 0CHOBaHO
Ha ucnonb3oBaHun cuctembl X Window, KoTopasi UMeeT apXUTEKTYPY «KITMEeHT-cepBep». X-cepBep
OTBeYaeT 3a B3aMMOAEeNCTBME C AUCMIIEEM U YCTPONCTBaMM BBoAA. KnNneHTbl coequHSATCa C
X-cepBepom rokarnbHo (C ucrnorib3oBaHnem cokeToB) unu yaaneHHo (TCP/IP).

[ns npegoTBpalleHnsa peanusaumm yrpo3 HapyLeHus KOHnaeHUMansHOCTH 1 LiernocT-
HOCTM MHOopMauun B obxon MaHAATHOro yrnpasrieHus OOCTYNOM, B T.4. C UCNOSIb30BaHNEM
MEXaHM3MOB «KOMMPOBaHNA-BCTaBKMU» U «nepeTackuBaHmnay (copy-paste n drag-and-drop), ans
nepeHoca MHopMauum U3 CeKPeTHOro AokymMmeHTa (OKHa) B HECEKPETHbIN B rpadouyecKon cu-
ctreme OC peanuaoBaH NOAXon4 Ha OCHOBE MOSTHOrO pasfenieHnsi B COOTBETCTBMM C MaHAATHbBIM
KOHTEKCTOM (CoYeTaHneM ypoBHS M kateropui). NogobHbIn noaxon 03Ha4YaeT, YTO ANs Kaxaoro
MaHLaTHOrO KOHTEKCTa 3anyckaeTcs COBCTBEHHbIV X-CcepBep 1, COOTBETCTBEHHO, rpadomyeckun
ceaHc. Mpwu rpacdmyeckom Bxoge B CUCTEMY NOSb3oBaTENO NpeanaraeTcs B cneyyansHOM gna-
nore BblbpaTb MaHAATHbIA KOHTEKCT M3 AOCTYMNHbIX NOSIb30BaTENO YPOBHEN U/UNN KaTeropumn.
Hanee rpaduyeckasn ceccusa ByaeT BbINOMHATLCS B BblIOpaHHOM MaH4aTHOM KoHTekcTe. OgHo-
BPEMEHHO NOMb30BaTeENEM MOXET ObITb BbIMOSIHEHO HECKOIMBbKO BXOAOB C pa3HbIMU MaHA4aTHbIMU
KoHTekcTamu. Ceccun n3onupoBaHsbl, U nepegada nHopmauum Mexagy HUMM HEBO3MOXHA.

padunyeckas noacmuctema OC Bce e NO3BOMSIET BHYTPU rpadpnuyeckon ceccun, BbInosi-
HAeMOW B onpeaeneHHOM MaHOaTHOM KOHTEKCTe, 3anycKkaTb NPUMOXEHUS C MHbIM MaHOATHbIM

KOHTEKCTOM. I'Ipm 3TOM ONn4 npefoTepalleHnd peanm3aunn yrpo3 HapyleHund KOH(bI/Iﬂ,eHLIMaJ'Ib-
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HOCTW M LIeNTOCTHOCTU MHopMaumm B 06xo4 MaHAaTHOro yrnpasneHns JOCTYNOM UCMNONb3yeTcs
cneuManbHbIN MogyNb-paclumpeHne X-cepeepa — XPARSEC. B moagyne ucnonbayetca Habop
«nepexBaTymkoB» («hooks»), npeaocTaBnsieMbli BCTPOEHHbLIM paclumpeHmemM X-cepeepa — XACE.
[Mpy nony4eHun 3anpoCcoB OT KNUEeHTa «nepexsaTynkm» XACE nepeaartoTt ynpasneHue n napamet-
pbl B XPARSEC, KOTOPbIA aHanM3npyeT apryMeHTbl 3anpocoB U B COOTBETCTBUM C YCTAHOBMNEHHbIMU
npasunaMmy pasrpaHu4yeHns OCTyna paspeLlaeT unu 3anpeLlaeT BbIMNOfTHEHNE 3anpoCoB KIMeHTa.
B OC mMaHaaTHbIN KOHTEKCT CYMTBLIBAETCS MPU KaXKAOM 3anpoce KrMeHTa.

[nsa obecnevyeHns BO3MOXHOCTM paboTbl NPUBUIIEMNMPOBAHHOIO KINMEHTa (MeHeaxepa
OKOH), KOTOPOMY HEOBX0AUMO BbIMOSHATE HEKOTOPbIE 3anpocChkl K X-CepBepy HE3aBUCUMO OT MaH-
AAaTHOro KOHTeKCTa cBoen MeTkn 6esonacHocTu, B cneumansHom canne (/etc/X11/trusted)
pasmeLllaeTca MHpopmaLms ¢ ykazaHMeM NorHoro nyTu 3anycka. MNpu nokanbHOM coeguHeHUN
X-cepBep nonyyaet PID (naeHTudumkatop npouecca) knueHTa, onpenensieT nyTb 3anycka u npm-
BUnernn knveHta. MeHegkep OKOH MOXET nonyyaTb MeTKn 6e30MacHOCTM OKOH M Ha OCHOBE
peanusosaHHoro B OC cneumanbHOro pacumpeHnst X-npoTokona BbIMOSHATE NPUBUIErMpoBaHHbIe
onepaumn.

B coctae rpadumueckon nogcuctemol OC BxoauT pabouunn cton nonb3osarens Fly, nHre-
rPUPOBaHHbLIN C BHEAPEHHbLIMU B X-CepBep MexaHnamamu 3amTbl MHopMaumm n obecneymsato-
LM oToBpaxkeHue:

- MaHOATHOINo KOHTeKCTa ceCcCn Ha NaHesrnun 3agav,

YPOBHSI KOH(OUAEHLMNANBHOCTU KaXKa0ro OKHa;

YPOBHHA KOH(bWJ,eHLI,I/IaJ'IbHOCTI/I BO BCEX MPUITOXEHUAX pa6oqero cTona,

3anycka npurioxXeHmna ¢ padHbiIMi MaHOaTHbIMU KOHTEKCTaMU;

YPOBHS JOBEPEHHOCTWN OKHA A1 NTOKanbHbIX U YAANEHHbIX NPUNOXEHU (B yaaneHHOM
pexume OyayT LBETHast paMka, COOTBETCTBYIOLAs MeTKe 6e30MacHOCTU, N NyHKTUPHAas).
padpmyeckasn nogcuctema OC rotoBa Kk paboTte ¢ cobnogeHeM MaHaaTHOro ynpasneHus

AOCTYNOM HenocpeacTBeHHO nocrne yctaHoBku OC 6e3 npoBeaeHnst AONOMHUTENbHbLIX HACTPOEK.

4.1.2. UpeHTndmkauma m ayteHtudukaumsa

PelweHuve 3agaun noeHtudukauum n ayteHtudmkaumm nonsb3osarenen B OC ocHoOBbIBa-
eTcs Ha ucnonb3oBaHun mexaHmama PAM, koTopbin npeacTtasnsier cobon Habop pasgensembix
onbnuotek (Mogynen), C NOMOLLbI KOTOPbIX aAMUHUCTPATOP MOXET OpraHM3oBaTb npouenypy
ayTeHTUpMKaLumm (NoaATBEPXKAEHME NOASIMHHOCTIN) NOonNb3oBaTenen NpuKnagHbIMM NporpaMmMamMu.
Kaxgbin Mogynb peanuadyet COGCTBEHHbIN MexaHu3M ayTeHTudunkaumm. MameHsa Habop n nopsa-
OOK CcriefgoBaHus Mogynemn, MOXXHO NOCTPOUTb CLeHapuin ayTeHTudukauumn. NMogobHelin noaxon
NO3BOSISET N3MEHATbL npoueaypy ayTeHTudukaumm 6e3 naMeHeHns MCXogHOro Koga U noBTop-
Horo komnunmpoBaHna PAM. CueHapun ayTeHTUUKaLmM ONUCbIBaAKOTCA B KOHAUIYpPaLMOHHbIX

dannax.
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Ecnun OC He HacTpoeHa gns pabotsl B ElMM, To ayTeHTUMKaLMA OCyLLECTBASIETCA C NOMO-
Wbto nokaneHon B[] nonb3osatenen. MNpu ncnonb3osanun ENMM ayteHTMdUKauna nonb3osaTtenem
OCYLLIECTBIISAETCH LeHTpanM3oBaHHO Mo npotokony Kerberos.

B OC peanusoBaHa BO3MOXHOCTb XpaHEHUsI ayTEHTUUKALMOHHON MHGOPMALMK NONb30-
BaTenen, norlyd4eHHOM C ucnonb3oBaHnem xaw-pyHkummn no [OCT P 34.11-2012
(FTOCT P 34.11-94).

4.1.3. OpraHmsauusa eQUHOro NpPoCTpaHCTBa Nonb3oBaTesnen

PewweHune 3agayn oprannsauum ENMM (co3gaHne gomeHa) obecneynBaer:

CKBO3HYIO ayTeHTUUKaALMIO B CETH;

LUeHTpannM3aunto XpaHeHnA I/IHCbOpMaLl,I/II/I 006 OKPY>XEeHUn nonb3oBaTenewu;

LeHTpanM3aumio XpaHeHNs HaCTPOEK CUCTEMbI 3aLUTbl MHGOpPMaUuKM Ha cepBepe;

- MHTErpauuio B JOMEH 3alunweHHbIx cepeepoB CYB[], anekTpoHHOW NoYThI, rMnepTek-

CTOBOM 06paboTKM OaHHbLIX U NevaTu;

- LleHTpanu3oBaHHY HACTPOWKY npaBui permctpaumm cobbiTnuin 6e3onacHOCTN B pamMKax

AOMeHa;

- LeHTpann3oBaHHbIM y4eT NOAKMNIoYaeMbIX YCTPOUCTB.

CeTteBas ayTeHTUMKaAUUA M LEeHTpanM3aumsa XxpaHeHns nHpopmMaumm ob OKpy>KeHum
nonb3oBaTensa nogpasymMeBaeT NCNOSb30BaHME OBYX OCHOBHbLIX MEXaHU3MOB: NOAAEPXKKN KPOCC-
nnatOpMEHHbIX CepBEPHbIX NPUNOXeHun ana obecneveHns 6esonacHoctn NSS n PAM.

[ns peanusauun yaaneHHon ayteHTudumkauum ncnonbdyetcs cnyxba katanoros LDAP
B Ka4eCTBEe UCTOYHMKA AaHHbIX Anst 6a30BbIX CUCTEMHbIX CNYX6 Ha ocHoBe MexaHn3amoB NSS v
PAM. B peaynbraTte Bcs crnyxebHas Hopmauma nosib3oBaTenien cCeTu MOXeT pacnosaratbecs
Ha BblJENEeHHOM CepBepe B pacnpeneneHHon reteporeHHon ceteBon cpege. [lobaBneHne HOBbIX
CeTeBbIX NONb30BaTeENeN B 3TOM Cliyyae Npon3BoANTCS LIEHTPanM30BaHHO Ha cepBepe CnyXobl
katanoroB. CeTeBble Cry0bl, NoAAepXNBaKOLLNE BO3MOXHOCTb ayTEeHTUdUKaUUN nonb3oBaTenen,
MOryT BMECTO JTOKalbHbIX YYeTHbIX 3anncen ucnons3osatb katanor LDAP. AoMuHucTpaTop MOXeT
LEeHTpann3oBaHHO yNpaBnATb KOHUrypaumnen cetu, BKIoYasa pasrpaHuyeHe 4ocTyna K CeTeBbIM
cnyx6am.

Bnarogaps npegoctasneHuto nHgopmauumn LDAP B nepapxuydeckon gpesosmaHon hopme
pasrpaHudeHne gocTyna B pamkax cryxbbl katanoros LDAP MoxeT 6bITb OCHOBaAHO Ha BBEOEHUN
AoMeHoB. B kadecTBe JomeHa B faHHOM crnyyae Byaet BbiCTynaTtb nogaepeBo criykbbl katanoros
LDAP. Cnyx6a katanoros LDAP nossonsiet pasrpaHnymBaTtb 4OCTYN NOMb30oBaTeNen K pasHbim
nogaepeBbsaM Katanora, Xxotd no ymonyaxHmio B OC peanuayetcs cxema ogHoro JoMeHa.

CkBO3Has goBepeHHasi ayTeHTUdUKauma peanuayetcsa TexHonornen Kerberos.



17
PYCB.10015-37 31 01

LleHTpanuaaumsa xpaHeHusi nHpopmMaumm 06 OKpy>XeHUKU nonb3oBaTenen nogpasymeBa-
eT TakkKe W LeHTpanM3oBaHHOe XpaHeHue AOMalUHUX KaTanoroB nonb3oBartenen. [na aToro
ucnoneayetcs ceteras 3awmuieHHas OC CIFS.

B cpege OC nonb3oBaTtento NoCTaBrieH B COOTBETCTBUE psig aTpubyTOB, XapakTepusyo-
LWMx ero MaHgatHole npaea. KoHuenuusa EMNMM nogpasymeBaeT XxpaHeHWe CUCTEMHOW MHGOpMaLmnm
0 nonb3oBaTtene (BKroYyast JOCTYMNHbIE MaHA4ATHbIE YPOBHU U KaTeropun) LeHTpanm3oBaHHo. B
AaHHOM criyvae Bcs MHGopMauusa xpaHutcsa B cnyxbe katanoros LDAP.

MHopmauusa o maHgaTHbIX aTpubyTax nonb3oBaTenen XpaHUTCs NnokasnbHO B COOTBET-
CTBYHOLUUX KOHUIYypaLMOHHbIX pannax. [Npu nameHeHnn KoHdurypaumm cuctemMbl Ang UCnonb3o-
BaHMS B CETEBOM KOHTEKCTe MaHAaTHble npaBa nosnb3oBaTtenien JOMKHbI NepeMecTUTbCs Beres, 3a
OKpY)XeHueMm norb3oBatens (MaeHTudukaTopbl nonb3oBaTenen, rpynn, AoOMaLlHWe Katanorn u np.)
B cnyx06y katanoroe LDAP. [lJocTtyn K MaHOaTHbIM aTpubyTam nonb3oBaTenien oCyLeCcTBsSETCS
C UCnonb30BaHMEM NMpPOrpamMMHoOro nHTepderica nogcucremsl 6esonacHoctn PARSEC. [JaHHbIN
NHTepdenc No3BonsAeT NosyyYnuTb U3 COOTBETCTBYHOLLEro KOHUrypaunoHHoOro garnna nHgop-
Maumo 06 NCTOYHMKE AaHHbIX Ana maHaatHbix C3U cuctemsl. 1o ymonyaHuioo MCnonb3yrTcs
nokanbHble TekcToBble dannbl. [pu pabote OC B CETEBOM KOHTEKCTE B KA4eCTBE MCTOYHUKA
AaHHbIX BbICTynaeT cnyxba katanoros LDAP. [NepekrntoyeHne KOHTEKCTa Npon3sBoguTcsa nytem
npaBKM COOTBETCTBYIOLLLErO KOH(pUrypaumoHHoro danna.

Ona ynpaesnenus ENMM B OC Bknto4eHbl cnyx6bl ALD n FreelPA, koTopbie oTnnyatoT-
CH YPOBHSIMM pa3BepTbiBaHMA N MacwTabmupoBaHus. OHu 6asmpytotca Ha TexHonorusx LDAP,
Kerberos n Samba, npegoctaensaioT rpaduyeckme nHTepgencsl ynpasneHnss 1 agMMHUCTPUpPOBa-
HUSA U aBTOMATU3MPOBAHHYO HACTPOWNKY BCceX HeobXxoanmbIx harnnoB KOHGUrypaumm BXxogsaiimx B

HUX cnyx6.

4.1.4. InckpeumoHHoe ynpaBrieHue AoCTYNnom

PelieHne 3agayn OUCKPELMOHHOIO ynpasneHus JOCTYNOM OCHOBaHO Ha peanu3auun B
OC cooTBETCTBYIOLLEIO MEXaHM3Ma.

B OC mexaHn3m gMCcKpeLmOHHOro ynpasneHns OCTyrnom obecnevmBaeT nNpoBEpPKy AnC-
KpeumnoHHbix MNP, dopmupyembix B Buge 6asosbix MNP onepaunoHHbIX cuctem cemenctaa Linux
N NpeacTaBrieHHbIX B BUAEe naeHtTugukaTtopoB cyobekToB (MaeHTudmkarop nons3osarens (UID) n
naeHtudukartop rpynnel (GID)), umetowmnx OCTYN K CYLLHOCTAM (Y4TeHMe, 3anncb, UCMNOSNTHEHME).
Kpome Toro, ans doopmmpoBaHus guckpeumoHHbix MNP B OC ncnonb3yrTcs CAUCKU KOHTPONs
poctyna (ACL) 1 MexaHn3M CUCTEMHbIX NPUBUMErMIA ONepaunoHHbIX CUCTEM ceMencTBa Linux.

B coctaB OC BXxogAT 3awmLLeHHble koMnnekebl nporpamm: CYB[, anekTpoHHOM NoYThI U

rMNepTeKkcToBon 06paboTkM AaHHbIX.
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B 3aLyLLeHHbIX KOMNekcax NporpamMmm 3MeKTPOHHOM NOYTbI U r’MNepTeKCToBON 06paboTku
AaHHbIX 3alUMLLaeMbIMUN CYLLHOCTAMU siBRsitoTcs cywHocTn ©C. Takum 06pa3oM, AUCKPELIMOHHOE

ynpaslieHne AOCTYNnoOM K HUM obecneunBaeTcs Takke, Kak n K NPOYNM CYLLIHOCTAM dC.

4.1.5. MaHgaTHoe ynpaBrieHMe A0CTYNOM U MaHAaTHbLIW KOHTPOSb LeNIOCTHOCTHU

PelwweHne 3agay maHaaTtHOro ynpaeneHusi AOCTYNOM Y MaHOATHOrO KOHTPOMS LIeNOCTHO-
ctn B OC BbINONHAETCA COOTBETCTBYHOLMMN MEXaHU3MaMN.

MexaHn3mbl MaHL4aTHOrO ynpasreHnsa JOCTYNOM U MaHAATHOMO KOHTPOMA LEefIOCTHOCTH

peanus3oBaHbl B agpe OC u 3atparusatoT crieayowme noacucTeMsi:

mMexaHusmsbl IPC;

ctek TCP/IP (IPv4, IPv6);

®C ext2/ext3/extd/xfs;

ceteBble PC CIFS, OCFS2, Ceph;
®C proc, tmpfs.

B mexaHM3amax maHgaTHOro ynpaeneHust 4OCTYNOM M MaHAATHOro KOHTPOMS LIEeNOCTHOCTH
onpegeneHsl cnegyowme TepMmuHbl (B cooteetctBum ¢ FOCT P 59453.1-2021):

- cybbekT goctyna — komnoHeHT OC (npouecc, B T.4. 3anyLWeHHbIN OT MMEHUN NOSb30Ba-

Tens), AOCTYNbl KOTOPOro perfnameHTUpPYTCS NONMTUKaMM ynpaBnieHnsa JOCTYNoM;

- 06bekT goctyna — komnoHeHT OC (Hanpumep, ain, CokeT 1 Ap.), 4OCTYN K KOTOPOMY

pernameHTupyeTcs NONUTUKaMK yrnpasneHnss 4OCTYNoM;

- KOHTENHep — cocTtaBHon koMnoHeHT OC (Hanpumep, KaTtanor n gp.), 4OCTyn K KOTO-

pOMYy pernameHTUpyeTcsa NoNnTMKamu ynpasneHns 4OCTYNoOM, COCTOSLMNN U3 0O6BHEKTOB

NN KOHTENHEPOB, K KOTOPbLIM MO OTAENbHOCTM BO3MOXHO OCYLLECTBIEHME ynpaBrneHns

OOCTYIMOM.

Mpun 3TOM CYLLHOCTbIO Ha3bIBAETCS KOMMOHEHT, SABMAOLWMNCA OOBEKTOM UM KOHTENHEPOM.

MaHgaTHoe ynpaBneHue AocTynoMm obecneymBaeT 3awmuTy OT yrpo3 6e30nacHoOCTH, CBS-
3aHHbIX C BO3MOXXHOCTbIO NpeaHaMepeHHbIX UM OWMBOYHbLIX 4ENCTBUI NoNb3oBaTenen no mns-
MEHEeHM0 NpaB AOCTynNa K CYLWHOCTAM, BnagenbLammn KOTopbiX SBAAIOTCA NONb30BaTeNn, YTto He
3anpeLyaeTca METOAOM OMCKPELMOHHOMO ynpasneHmsa 4ocTyna.

[na peanusaunmn MaHaaTHOro ynpaereHusi AOCTYNOM UCMONb3YHTCS KnaccumKaLumoH-
Hble METKM A0CTYyNa, Ha3HayaeMble NS KaKO4oro cyobekTa n CyLHOCTU, — CnyxebHble aTpnbyThl,
npeacraensaowme cobom KOMOMHaALMIO nepapXMYeCKNX ypoBHEN KOHOMAEHLMANBHOCTU (CTENEHEN
CEKPETHOCTMN) U HEMEPAPXNYECKNX KaTeropun KoHpuaeHumaneHocTn. CyLHOCTSAM Takke MoryT
ObITb MPUCBOEHbI AOMNOMHUTENbHbIE MaHAATHbIE aTpnbyThl yNpaBneHns JOCTYNOM.

MaHngaTHoe ynpasneHne JOCTYNoM MO3BOSSeT MUHUMU3NPOBATb UMW UCKMKOYUTL BO3-

MOXHOCTb peanusaumm MHPOPMaLMOHHO-TEXHUYECKNX BO3AENCTBUI B pedyrbTaTte nonyvyeHus
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HeCaHKLMOHMPOBAHHOMO JOCTyNa K o6bekTam 3amTbl pasnnyHbIX YPOBHEN KOHMAEHUNnaNbLHO-
CTW.

MaHgaTHbIV KOHTPOMb LEeNOCTHOCTM obecnevmBaeT 3awmnTy NPOoLLECCOB BbICOKOrO YpOB-
HA LIeNOCTHOCTU (CUCTEMHbIX U NPUBUNETMPOBAHHbIX) OT HECAHKLUMOHWPOBAHHOIO 4OCTyNa u
ynpaBneHns, 4To NO3BONSAET UCKIMOYUTbL BO3MOXHOCTU MOBLILLEHUA NPUBUNErniA Nosib3oBare-
nen n ynpaeneHns TakMMu npoueccamn B Criydae Ucnonb3oBaHusa 0edekToB/ysa3BUMOCTEN B
nporpaMmmHoM obecnevyeHnn MHPOPMALMOHHON CUCTEMBI.

[ns peanu3aunmm mMaHOaTHOMO KOHTPOMSA LENIOCTHOCTM cyObekTam (npoueccam, B T.u.
3anyLeHHbIM OT MMEHM NOoNib30BaTesns) U CyLHOCTaM (darnam, Katanoram, COKeTam 1 T.n.)
npucBaMBalOTCA YPOBHM LIENTOCTHOCTU (METKWN LENOCTHOCTHN).

MpuHATUE pelleHns O 3anpeTe unu paspeLleHnn octyna cybbekTa K CyLLHOCTU NPUHU-
MaeTcsa Ha OCHOBE Tuna onepauum (4TeHne/3anmcb/MCnonHEHNE), METKM Be3onacHoCTM cybbekTa
(knaccnmkauMoHHOM METKM U METKU LIENTOCTHOCTM) U MEeTKM 6e30MacHOCTU CyLLHOCTM (Knac-
CUPUNKALNOHHOM METKN U METKM LeSTOCTHOCTM), a Takke Ha OCHOBE MPUCBOEHHbLIX CYLLHOCTH
AOMNOMHUTENbHbLIX MaHAATHbLIX aTPUOYTOB ynNpaBneHus 4OCTYMNOM.

Peanunsauna maHgaTHOro ynpasneHnst 4OCTYNOM U MaHAATHOro KOHTPONSA LEeNnoCTHOCTH
B OC onucaHa B gokymeHte PYCB.10015-37 97 01-1 «OnepaumoHHasa cnctema cneyuansHOro
HasHadeHus «Astra Linux Special Edition». Pykosogctso no KC3. YacTtb 1»

Cuctema Linux-npusunerunin OC, npegHasHayeHHasa nsa nepegaydn otaenbHbIM Nosfb30Ba-
Tenam npas BbIMNOIHEHNA OnpeaesieHHbIX aaMUHUCTPaTUBHBIX AencTBun, pacwumpeHa PARSEC-
npusuneruamn. [ladHole npusmnerun otHocatcsa Kk cucteme PARSEC u obecneumsatot paboty ¢
MeXaHW3MOM MaHAATHOro ynpaesreHne AOCTYMNOM.

PARSEC-npuBunernn HacnegyrTca npoueccamm oT CBOMX «poguteneny. lNMpouecchl,
3anyLleHHble OT MMEHM Cynepnonb3oBaTens, HE3aBMCMMO OT HaNMMYNUS Y HUX NPUBUNETMI, UMEIOT
BO3MOXXHOCTb OCYLLECTBNATL BCE NEPEYNCIIEHHbIE NPUBUIErMPOBaHHbIE AencTBUSA. MNepeyeHb n
onncaHme PARSEC-npusunernn npmeseaeHsl B PYCB.10015-37 97 01-1.

B kauecTtBe ocHoBHOM ceteBon PC mcnonbayetcs CIFS, koTopas siBNSETCS pacluMpeHnem
SMB 1 nogaepxmBaet atpndytel PC UNIX n nmeeT orpaHMyeHHy0 NoaaepKKy paclumpeHHbIX
atpmbyToB. [JaHHas ®C Wnpoko pacnpocTpaHeHa 1 paboTaeT B reTeporeHHbIX ceTsx (nogaepu-
BaeTcsa mHorummn OC), a Takke nogaepxmBaeT ayteHTudmkauuio cpeactsamm PAM n Kerberos.

BaaumopgewncTteue npm nomowm ceteBoro npotokona IPv4 (IPv6) ocywectensieTca yepes
NpOrpamMMHbIN MHTEPENC CYLLLHOCTEN OOCTYNa, ABNSAIOLMNXCA dNeMeHTaMN MEXNPOLIECCHOro
N CETEBOro B3aMMOAENCTBUS (HanpumMep, CETEBbIX COKETOB), KOTOpble obecnevmBatoT obmeH
AaHHBIMWU MeXay npoueccamu B pamkax ogHoON unn Heckonbknx OC, 06beguHEHHbIX B NTOKanNbHY0

BbIMUCITUTESIbHYIO CETb.
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[ns nooaepXkn MaHOATHOrO ypaBfieHuMst AOCTYNOM B CeTeBble MNakeTbl MpOToKona
IPv4 (IPv6) BHegpstoTCa KrnaccudukaunmoHHble MeTKU. [lopsaok NpucBoeHnsa knaccudukaum-
OHHbIX METOK M UX hopmaT COOTBETCTBYET HauuoHanbHomy ctaHgapty OCT P 58256-2018.
Mpuem ceTeBbIX NakeToB NoguMHseTcss maHaatHeiMm MNP, Cnegyet oTMETUTb, YTO METKA CoKeTa
MOXET MMETb TUIM, NO3BONSAIOLWNIN CO3AaBaTb CETEBbIE CEPBUCHI, MPUHUMAOLLME COEANHEHNS C
nto6bIMN YPOBHSIMU CEKPETHOCTM.

Mpn HeobxoammocTn ans obecneveHnsa LenoCcTHOCTK 3aronoBka |IP-nakeTos, cogepatue-
ro KnaccmukaumMoHHy0 METKY, OMYyCKaeTCa NpMMmeHeHne nporpammHoro cpegcrea OpenVPN.
OnuncaHne ucnonb3oBaHua OpenVPN npueseageHo B gokymeHTe PYCB.10015-37 95 01-1 «One-
pauMoHHas cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBoacteo
agMuHucTpartopa. Hactb 1».

OTcyTCcTBME METKM Ha CYLLIHOCTW JOCTYNa 9KBUBANEHTHO HyneBon meTke 6e30nacHOCTU.
Taknm obpasom, aapo OC, B KOTOPOM BCE CYLLUHOCTU N CyObeKTbl OOCTyna UMEKT YypOBEHb
CEKPETHOCTN «HECEKPETHO», PYHKLUMOHUPYET aHarnormyHo cTaHgapTHOMY SA4py onepaumoHHON
cuctemMbl cemencTea Linux.

[nsa psga ceteBbix cepBucoB (cepeepa LDAP, DNS, Kerberos u 1. 4.) Heobxoanmo obec-
NeYNTb BO3MOXHOCTb UX paboTbl C KNMEHTAMN, UMEIOLLMMM PasHbI MaHOATHbIN KOHTEKCT 6e3-
onacHocTu, 6e3 BHECEHNA U3MEHEHNI B UCXOOHbIE TEKCTbI CEpBUCA.

ObecnevyeHne MaHOaTHOrO ynpaBneHUs JOCTYNOM B 3aLUMLLEHHbIX KOMMeKcax nporpaMmm
rMNepTekCcToBOM 06paboTKM AAHHbBIX U ANEKTPOHHOW NOYTbl peanmM3oBaHO Ha OCHOBE NPOrpamMmm-
Horo nHtepdenca 6ubnmnotek nogcnctemsl 6esonacHoctTn PARSEC. Ha cepBepax koMmnnekcos
nporpaMm runepTekcToBon 06paboTKn AaHHbBIX U ANEKTPOHHOM NOYThI Npy 0b6paboTke 3anpocos
Ha coeanHeHWe BbINOMHAETCS NoyyYeHne MaH4aTHOrO KOHTEKCTa COeAMHEeHNs, yHacneaoBaHHOro
OT cybbekTa (npouecca). CokeT cepBepa, OXnaaroLwmi BXoAALWMX 3anpoCoB HA COeaUHEHME,
paboTaeT B KOHTEKCTE npoLecca, MUMeIoLLEero NpuBuUIernio ans npyema coeguHeHnn ¢ nobsimm
YPOBHAMU CEKPETHOCTW.

[Mocne ycTaHOBKM COEANHEHUS U YCNELLHOMO NPOXOXAEHUS npoLueaypbl naeHTugmkaumm
N ayTeHTMdMKaLMM Nonb3oBaTens npouecc cepeepa, obpabaTtbiBalowmnin 3anpockl Nonb3oBaTens,
nepeknyaeTcsl B KOHTEKCT Be3onacHOCTM nonb3oBaTtensi, copacbiBaeT npusunerum, obpabartoisa-
€T 3anpockbl NONb30BaTens 1 3aBepLuaeTcs.

B komnnekce nporpamm runepTekCcToBon 06paboTKu AaHHbIX NONb3oBaTeNb nonyvaet
AO0CTyn K pecypcam, asnsowmmcs cywHoctamm OC. Komnnekc nporpaMm 3neKTPOHHOW NOYThI
ncnonb3yeT TexHosnorno maildir, obecnevnBaroLyto XpaHEHNE NOYTOBbLIX COOOLLEHUN B BUAE
oTaenbHbIX cywHocTen ®C. Co3gaBaemble dansibl NOYTOBbLIX COOOLLEHNN MapKUPYHOTCA METKaMK
6e3onacHOCTH, yHacnegoBaHHbIMKU OT nNpouecca-co3aartens. Takum obpasom, B 060mx Komnnekcax

nporpaMm pecypcCbl, K KOTOPbIM OCYLLECTBIAETCA OOCTYyNn OT MMEHU CepBEPHbIX NMpPOoLUEeCCOoB,
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o6pabaTbiBaoLLMX 3anpockl Nonb3oBaTtenen, aBnaTca cywHoctamm OC. CnegoBaTenbHO, AOCTYN
K 3aWMLiaeMbiM pecypcam npu npueme n obpaboTke 3anpocoB Monb3oBaTenen B npouecce
dYHKLUMOHNPOBaHUS CeEpBEPOB KOMMMEKCOB NPOrpaMm rmnepTekcToBOM 06paboTKn AaHHbIX U

3NIEKTPOHHOWM NOYThl NoAYnHAETCS MaHaaTHbIM [P/,

4.1.6. U3onsaumua npoueccoB

PelueHune 3agayun nsonsaumm npoLeccoB OCHOBaHO Ha apxutekTtype siapa OC.

Anpo OC obecnevnBaeT Anga Kaxgoro npowecca B cMcteMe Co0CTBEHHOE M30NMPOBaHHOE
agpecHoe NpPOCTPaHCTBO. [JaHHbIN MEXaHM3M M30MALMM OCHOBaH Ha CTPAHUYHOM MEeXaHu3me
3alWnTbl NAaMATH, a TaKKe MEXaHN3Me TPaHCNALMM BUPTyanbHOro agpeca B usnyeckni, nogaep-
XuBaemMbli Moyrnem ynpasneHus namaTtbio. OgHM 1 Te Xe BUpTyarbHble agpeca (C KOTopbIMU
n paboTaeT npoueccop) npeodbpasyoTca B pasHble husnyeckme ans pasHblX agpecHbIX Mnpo-
cTpaHcTB. lNpouecc He MOXET HECAHKLMOHMPOBAHHLIM 0Opa3oM NoNyyYnTb AOCTYN K NPOCTPaHCTBY
Apyroro npouecca, T. K. HENPUBUNErNMPOBaHHbIA NONb30BATENBLCKUI NPOLECC NTULIEH BO3MOXHOCTHU
paboTaTb C PM3MYECKOM NaMATLIO HANPSMYHO.

MexaHnam pasgendemMon namsaTn BASETCA CaHKLMOHUPOBAHHBIM CNOCOBOM MOnyyYnTb
HECKOSbKUM npoLeccamM AOCTYN K OOHOMY M TOMY e y4acTKy NamsaTh U HAXOO4UTCA NO4 KOHTPOMEM
AVCKPELMOHHbIX N MaHaaTHbIX [MPL.

ALpecHOe NpoCTPaHCTBO A4pa 3alUMLLEHO OT NPSIMOro BO3AENCTBUS MOMb30BaTENbCKUX
NPOLECCOB C UCMNOfb30BaHNEM MEXaHU3Ma CTPaHUYHOM 3almThl. CTpaHuLbl NPOCTpaHCTBa g4pa
SABMATCA NPUBUNENMPOBAHHLIMU, U AOCTYMN K HAM U3 HENPUBUIENMPOBAHHOMO KOAA Bbi3biBAET
NCKNIOYEHWEe npoleccopa, KoTopoe obpabatbiBaeTcsl KOPPEKTHbIM 0bpa3om sapom OC. Eann-
CTBEHHbIM CaHKLUMOHMPOBaHHbLIM crnocobom goctyna k agpy OC 13 nonb3oBaTenbCKon NporpamMmbl
SIBMSIETCA MEXaHN3M CUCTEMHbIX BbI3OBOB, KOTOPbIAN rapaHTUPYeT BO3MOXXHOCTb BbIMOSHEHUS
nonb3oBaTeneM TONbKO CaHKLMOHNUPOBAHHbBIX AENCTBUN.

Takke B OC peanu3oBaH MexaHM3M KOHTEMHepu3aLumm, obecneymBatoLLin pexxnm nN3ons-

LM NPOLIECCOB Ha YPOBHE OMepaLMOHHON CUCTEMbI, onncaHne kotoporo npuseaeHo B [4.1.12]

4.1.7. Pernctpauusa cobbiTn 6e3onacHocTu

PelwieHnne 3agaun pernctpauunm cobbitnn 6esonacHoctn B OC peann3oBaHO Ha OCHOBE
pacLUMpPEeHHON NOACUCTEMbI NMPOTOKONMPOBAHUS, OCYLLECTBSOLWEN perncTpaunio cobbiTum B
OBOWYHbIE (hansibl C UCnonb3oBaHNEM cepBuca auditd.

B 6ubnunotekax nogcmctembl 6esonacHoctn PARSEC peanusoBaH nporpaMmHbIN MHTEP-
denc ons NPOTOKONUPOBAHNA COBLITUI C UCMONBb30BaHMEM PaCLUMPEHHOW NOACUCTEMbI MPOTOKO-
nupoBaHus. [laHHbIN NPOrpaMMHbIN MHTEPdENC NPUMEHEH AN pernctpauumn codbitun B CYB[
PostgreSQL.
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4.1.8. OunctKka onepaTMBHON M BHELLHEN NaMATH

PeweHne 3agaqm ounctkm Ol ocHoBaHO Ha apxutekType aapa OC, KoTopoe rapaHTUpyerT,
YTO OObIYHbIA HENPUBUIETMPOBAHHbLINA MPOLECC HE MOMYYMT AaHHbIE YYXKOro npolecca, ecnm 310
SIBHO He paspelueHo PL. 3To o3HavaeT, YTO cpeacTBa B3auMOOENCTBUA MeXay npoueccamm
KOHTponupytotTcs ¢ nomowbio MNP, n npouecc He MOXET NONYy4YNTb HEOUULLEHHYIO NaMATb (Kak
onepaTuBHYH, Tak U OUCKOBYHO).

PelueHne 3agaym o4YNCTKM NaMATU Ha BHELLHMX HOCUTENSX OCHOBAHO Ha peanusauuu
MexaHu3ma, KOTOpbIn oumaeT Hencnonbdyemble 6nokn ®C HenocpeacTBEHHO NPU UX 0CBOBOX-
AeHun. PaboTta Ha3BaHHOro MexaHn3ama CHUXaeT CKOPOCTb BbINOSIHEHMS onepauui yaaneHus
N yceveHust pasamepa danna. MexaHmsm siBnsieTca HacTpamBaeMbiM M NO3BONSET obecneunTb
paboty ®C OC (ext2/ext3/ext4/xfs) B ogHOM 13 cnegyowmx pexmvoB:

- OaHHble NbbIX yaansembix/ypesaemblix dannos B npeaenax 3agaHHon ®C npegsapu-

TENbHO OYULLIAKOTCS MaCKUpYIoLLIE NOCNea0BaTENbHOCTLIO;

- gaHHble ®C ocBoboxaarTcs 00bl4HLIM 06pa3om (6e3 NnpeaBapuTENbHOrO MackMpoBa-

HKS).

Pexxum pabotbl C moxeT 6biThb BoiOpaH agmuHuctpatopom OC n 3agaH B Buae napa-
mMeTpa MoHTUpoBaHus OC.

Kpome Toro, B OC peanum3oBaH MexaHW3M BKITHOYEHUS OYMCTKM aKTMBHbIX pa3nerioB

CTpaHn4yHoro obmeHa.

4.1.9. KoHTpOsb LEenocTHOCTHU

PeweHve 3aga4 KOHTPOSsS LENOCTHOCTM OCHOBaHO Ha MCMOMb30BaHUM BUBNMOTEKM
libgost, B KOTOpOW peannsoBaHbl yHKUUN XawmpoBaHus B cooteeTcTBumn ¢ FOCT P 34.11-2012
n MOCT P 34.11-94. [No ymonyaHuio Ncnonb3yrTcs YHKLUUM X3LWMPOBaHNA B COOTBETCTBUM C
OCT P 34.11-2012. Ncnonb3oBaHue pyHkuum B cootBeTcTBUM ¢ FTOCT P 34.11-94 coxpaHeHo
Ans comectumocTtu. [laHHas 6ubnunoTteka ncnonb3yeTcs B cpeacTBax KOHTPONsS LEenoCTHOCTHU
anctpmbyTusa n cpeacteax KOHTpons uenoctHoctn ©C.

KoHTponb uenoctHocTn anctpmbytmea obecnedmBaeTcsa METOAOM pacyeTa ero KOHTPOsib-
HOW CYMMbIl 1 CPaBHEHUS NOMYYEHHOTO 3HAYEHUS C 3TarNOHHbIM 3HAYEHNEM KOHTPOSbHOW CYMMbI.

KoHTponb yenoctHoctn OC, npuknagHoro MO 1 C3UM obecnevnBaetcsa Habopom npo-
rPaMMHbIX CPEACTB, KOTOPbIA NPefoCTaBsaeT BO3MOXHOCTb Nepuogn4eckoro (C NCnorb3oBaHUEM
CUCTEMHOIO NMAaHMPOBLUMKA 3a4aHUN cron) BbIYUCIIEHNSA KOHTPOSTbHBLIX CYyMM hansioB U COOT-
BETCTBYIOLLUMX UM aTPUBYTOB C NOCMeayLWMM CpaBHEHNEM BbIYUCIEHHbBIX 3HAYEHNI C 3TarOH-
HbIMU. B ykazaHHOM Habope NporpaMMHbIX CPeACcTB peannu3oBaHo UCNonb3oBaHne bubnmnotekm
libgost 1 KOHTPOSb LIENTOCTHOCTM CBA3aHHbIX C dparnamm atpmbyToB pacluMpeHHOM noacucTe-
Mbl 6e3onacHocTn PARSEC (maHgaTHbIX aTpubyToB 1 atpubyToB pacLUMPEHHON NOACUCTEMbI

MPOTOKONMPOBaAHMS).
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4.1.10. OrpaHuyeHMe NporpamMMHoON cpeabl
4.1.10.1. 3amKkHyTasa nporpamMmMHas cpena

MHCTpYMeHTbI 3aMKHyTOW nporpammMmHon cpeabl (3MC) npegoctaBnsaoT BO3MOXHOCTb

BHeapeHus ALM"Y B ncnonusemblie dannsl popmarta ELF, Bxoasiume B coctas ycraHaBnvea-

emoro CIO, n B pacwumpeHHble atpubyTbl dannoBon cuctemsl, obecneunBasa Takum ob6pasom

AVHaMUYeCKnin KOHTPOJb LIEJTOCTHOCTW.

MexaHn3mM KOHTPONS LIENOCTHOCTU UCMONHAEMbIX hannioB 1 pasaensiemMbix onbnmuorek

dopmata ELF npu 3anycke nporpammbl Ha BbINOMHEHME peanu3oBaH B moayne sgpa OC

digsig_verif, KOTOpPbIA SABMSIETCS HE BbIrpykaeMbiM Moaynem sigpa Linux n MoxeT dyHK-

UunMoHmnpoBaTb B OQHOM U3 creayrwmnx pexmmos:

1) ncnonHsembiM harnam u pasgensembiM 6ubnuotekam ¢ HesepHoun JLI, a Takke 6e3
OUI 3arpys3ka Ha ucnonHeHne 3anpelaetcs (LUTaTHbIN PEXUM PYHKLUMOHNPOBAHUS);

2) ucnonHsembIM harnam n pasgensiembim 6ubnuotekam ¢ HesepHoun JLUIM, a Takke 6e3
QUM 3arpy3ka Ha ucnomnHeHne paspeLuaeTcs, Npu 3ToM BblgaeTca cooblieHne o6 owmndke
nposepkn LM (pexxum ana nposepkn AUIM B CI10);

3) 9UIM npwm 3arpy3ke ncnonHsemMbix annos 1 pasgensembix 6ubnmnoTek He npoBepsieTcs
(oTnapgoyHbIn pexnm ansa TectuposaHus Cl0O).

MexaHn3M KOHTPOMA LEeNOCTHOCTM hannoB Npu UX OTKpbITUK Ha ocHoee LI B pacluu-

PEeHHbIX aTpmbyTax hannoBon CUCTEMbI Takke peanu3oBaH B moayrne sapa OC digsig_verif

N MOXET (PYHKLMOHMPOBATb B OAHOM U3 CNEAYOLNX PEXUMOB:

1) 3anpelaeTcsa OTKpbITUE (PannoB, NOCTABIIEHHbLIX HA KOHTPOMb, C HeBepHon AL unu
6e3 JUIT;

2) OTKpbITME PansioB, NOCTABMNEHHbIX HA KOHTPOSb, ¢ HeBepHon AL unn 6e3 SLI
paspellaeTcd, Npy 3ToM BblgaeTca coobuieHne o6 owmnbke nposepkn LM (pexnm gns
nposepkn LM B pacwmpeHHbIx atpmubyTtax dannoBon CUCTEMDI);

3) 3UIM npu oTkpbITUN hannoB HE NPOBEPSIETCS.

4.1.10.2. CucTeMHble OrpaHM4YeHUsi 1 GITOKUPOBKMU

HononHutensHo B OC peann3oBaHbl MEXaHN3MbI, MO3BOJ1AOLLNE YCTaHaBIMBaTb CUCTEM-

Hbl€ OrpaHn4eHna n 6J'IOKI/IpOBKVI aencteumn nonb3oBatensd. OCHOBHbIMU MEXaHU3MaMu 6J'IOKl/IpOBKI/1

ABNAOTCA:

- 3anpeT ycTaHOBKM B1Ta NCMONHEHNS;
- BriokMpoBKa KOHCONM ANs nonb3oBaTenein;

- GrNoKMpOBKa UHTEPNPETaTopoB;

) BnekTpoHHas LMdpoBas NoanMch — CTpoka 6UT, NonyyYeHHas B pesynbsraTe npouecca (opMUPOBaHMs NOANMUCH

(npumeHsieTcsa ansa noanucu cpegcteammn OC MCNONHAEMbIX (PASIoB C UCMOMNb30BaHMEM (RYHKLIMU X3LWMPOBaHNS

Ha 6ase acMMmeTpudHOro Kpuntorpaduyeckoro anroputma (B cootrsetctaum ¢ FOCT P 34.11-2012).
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- BrokMpoBKa MaKpOCOB;

- BnoknpoBka TpaccupoBku ptrace;

- Briokmposka knasuw SysRq.

MonHbIN NepeyeHb orpaHMumMBatoLLnX PyHKLMI 6€30NacHOCTU U X ONUCaAHUE NPUBELEHDI
B PYCB.10015-37 97 01-1

4.1.11. dunsTpaumusa ceTeBoro NoTokKa

B OC peanusoBaHa BO3MOXHOCTb (punbTpaLmm CeTeBbIX NOTOKOB, MO3BONAOLLASN:

- OCYLLECTBMATb PUNLTPaLMIO BXOAALWMX U/UNN NCXOAALLNX CETEBbLIX MOTOKOB;

- OCYLLECTBMATb MUNbTPaLNIO CETEBLIX MOTOKOB HA OCHOBE aTpmbyToB 6e30macHOCTM

cybbekToB AocTyna u nHdopmMaumu;

- paspeluaTb/3anpeLuaTb CETEBON NOTOK HAa OCHOBE YCTAaHOBMEHHbLIX NpaBun hunbTpaumu.

CeteBble coegmHeHust naeHTudgmumposaHbl B OC kak 06bekTbl AOCTyna, Ha KOTopble
pacrnpocTpaHalTcsa cnegyowme dyHKuMmM 6e30nacHOCTY:

- naeHTUUKaums n ayteHTMdukauus;

- ynpasreHune gOCTYNnoMm;

- peructpauusa cobbiTunm 6e3onacHoCcTy;

- M30MsuUmMs NPOLECCOB;

- OorpaHumyeHue NporpamMmMHoON cpeabl;

- 3aWmTa namsaTy;

- KOHTPOJ1b LIEJNTOCTHOCTN.

4.1.12. O6ecneyeHue paboTbl B cpeae BUpTyanusauum

OC paspaboTtaHa € y4eTOM NPUMEHEHNSI BCTPOEHHbIX CPEACTB 3alUnThl B BUPTYaribHOM
NHPaCTPYKType 1 NpeocTaBnseT BO3MOXHOCTb CO34aHusA 3allMLLEHHOW cpedbl BUpTyanusa-
unn. BupTyanbHble MawwmvHbl nageHtudgpuumpoBaHbel B OC kak o6bekTbl JOCTyNa, Ha KoTopble
pacnpocTpaHaATCs cnegyowme yHKUnn 6e30nacHOCTy:

- naeHTUUKaums n ayteHTMdukauus;

- ynpasneHue JOCTYNoM;

- peructpauus cobbiTunm 6e3onacHoCcTy;

- N30nsumsi NPOLECCOB;

- orpaHv4YeHne nporpamMmmMHON cpeabl;

- 3almTa namsaTu;

- KOHTPOrb LeNOCTHOCTMW.

Anpo OC nogaepxumBaet TexHonormio KVM (Kernel-based Virtual Machine), obecne4ynBato-

LLYIO co3faHne 1 pyHKUNMOHMPOBaHWe BUPTYanbHOM MHpacTpykTypbl. TexHonorna KVM Bkntovaet
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B cebsa cneumanbHbii Moaynb agpa KVM un cpeactBo co3gaHus BUPTYyanbHOMO NporpaMmMHoO-
annapaTHoro okpyxeHus QEMU.

KVM ncnonb3yet TEXHONOrMIO annapartHou BUpTyanusaumm, nogaepXxmneaemyro npoLlecco-
pamu oT Intel n AMD un nsectHyto nog HassaHuamu Intel-VT n AMD-V. cnonb3sya 3arpy>KeHHbIn
B NamMaTb mMoaynb sapa, KVM ¢ nomoublo gpanBepa nofb3oBaTeNbCKOro pexmma (KOTopbIn
npegcraenser cobon moanduumpoBaHHbii gparsep oT QEMU) amynupyeT crnon annapatHoro
obecneyeHus:, B cpege KOTOPOro MOryT CO34aBaTbCs M 3anyckaTbCs BUPTYarnbHble MaLUUHBbI.

B apxutekType KVM BupTyanbHas MallnHa BbINOMHSETCA Kak 006bl4HbIM npouecc OC, Ha
KOTOpbI pacnpocTpaHaeTca JencTBne Mep No naeHTudukaumm n ayteHtudmnkaumm cyoGbekToB n
00BbEKTOB OCTyna B NOSIHOM 06bemMe BO3MOXHOCTeN (pyHKUmin 6esonacHocTn OC.

YnpaeneHue cpefon BupTyanusaumm obecneynBaeTcs yTUnmnTon virsh ¢ UCnonb30BaHu-
€M nporpaMmmMHoro uHTepdgenca libvirt.

Libvirt — nporpammHoe ob6ecneyeHne cepBepa BUpTyanmsauum, KoTopoe obecnevmBaeT
cnocob ynpaeneHust BUpTYyanbHbIMW MallMHaMn U ApyrumMu (OYHKUMSMU BUPTYanu3aunm, Takumm
KaK ynpaBneHne XpaHunuLem 1 ceTeBbiM MHTEPdENCOM, LOCTYN K KOTOPOMY TaKKe OrpaHu4mBa-
eTCsa B COOTBETCTBUM C ycTaHoBrneHHon B OC NONMTUKON pasrpaHnYeHns gocTyna.

YTunuta virsh npegHasHadyeHa gng yrnpaBrneHus rocteBbiIMU cCUCTEMaMn U rmnepBrn3o-
POM, MCMONb3YeT NPOrpaMMHbIN MHTEPGIENC CepBepa BUPTYyanusaumm libvirt U CRYXWT anstep-
HaTUBOWN rpadnyeckoMy MeHeKepy BUPTYyarbHbIX MawnH. HenpusunernpoBaHHble nonb3oBartenu
MOTYT BbINOMHATb AOCTYMN TOSMbKO B pexmume YTeHus. C NOMOLLbIO virsh MOXHO UCMOMHATL CLe-
Hapuu Ans BUPTyarnbHbIX MaLUWUH.

PasrpaHunyeHne gocrtyna K runepBu3opy, cpeacTsam ynpasfieHUs KOMIOHEHTaMn BUp-
TyanbHON UHAPACTPYKTYpPbl (yTUAUTa virsh C UCMONb30BaHNMEM MPOrpamMMHOro nHTepderica
libvirt), K BUpPTyanbHbIM MaliMHaMm, ciyxebHbiM JaHHbIM, UCNOMb3yeMbIM Ana obecneveHuns
paboTbl BUPTYasibHbIX (0ansioBbIX CUCTEM, K BUPTyanbHOMY annapaTtHoMy obecneyvyeHuto, SB-
NALWNUMCA 0O6bEKTOM A0CTYNA, a Takke KOHTPOSb 3anycka BUPTyasibHbIX MalUMH Ha OCHOBE
3agaHHbIX Npasun peanusyetcsa cpegctsamm OC ¢ ncnonb3oBaHMEM MEXaHU3MOB ANCKPELNOHHON
1 MaHOATHOW MOSIUTUKK ynpasneHus 4OCTYNoM.

Mpn poctyne K BUpTyasibHbIM MalUMHaM pasnuyaeTcst 4OCTYN K cepBepy BUpTyanusaumm
libvirt ans ynpaBneHus BupTyanbHbLIMW MallMHaMu 1 4OCTYN NoNb3oBaTens HeNnocpenCcTBEHHO K
paboyemMy cTony BMPTYyarbHOW MaLUWHbI.

[ocTyn k cepBepy BUpTyanusaumm libvirt Ang ynpaeneHus BUPTYyanbHbIMU MallMHaMM
N 0OCTYN HENOCPEACTBEHHO K pabovemy CTOny BUPTYaribHON MalUMHbI OCYLLECTBASIETCH TONbKO
nocne NpoxXoXxaeHus naeHTuuKaunum n ayteHTudmkaumm nonb3osaTenen.

Mopoepxka OUCKPELMOHHOIO M MaHAAaTHOro ynpasneHust 4OCTYNOM K BUPTyanbHbIM

MaluMHaM B cepBepe BupTyanusaumm peanuayetca cpeactsamm OC ¢ nomoulbio Apaveepa
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AoCTyna parsec, cneyuyanbHO pa3paboTaHHOro ¢ UCMOMb30BaHMEM NPUKIAAHOro NPOrpaMmmMHOro
WHTepdenca gpanBepoB JocTyna libvirt.

[ns xpaHeHna KoHdurypauum n napameTpoB BUPTYarbHbIX MalLUMH UCNOMNb3YHTCS xml-
hanrnbl oNnUcaHns KOHUrypaunm BupTyarnbHblX MawnH. B danne koHpurypauum sagaeTtcs coctas
annaparHbIX CPeacTB, KOTOpble HEOOBX0AMMO 3MYNUPOBAaTb AN AAHHOW BMPTYanbHON MaLUWHbI, a
Takke napameTpbl UCNOMb30BaHMSA PeCypCcOB cepBepa BMpTyanuaauuu (npoueccopa, onepaTtnsHOM
namaTn n gpyrux pmsmyecknx yCTpomucTs).

Mpn cosgaHum BUPTYanbHOM MalLVHbI 3a4al0TCA KOHUIypaunoHHbIe NapamMeTpbl U co3na-
eTca cann-obpas 3arpy3o4HOro Ancka BUpTyanbHOM MawuHbl. Popmat cdanna-obpasa 3aBucuT
OT BbIbpaHHOro cpeacTBa amyndauumn annapaTtHoro obecneyeHusi. B OC ncnonb3ytoTcs cpeacTea
amynauumn annapaTtHoro obecrneyvyeHnsa Ha ocHose QEMU. Kpome Toro, cyLiectByeT BO3MOXHOCTb
KOHBEPTMpPOBaHMA doopmaTtoB 06pa3oB ApyrMx CPEACTB aMyNALUK annapaTtHoOro obecneyeHus.

Mpwn 3anycke BUpTyanbHOW MalUMHbI cepBep BUpTyanu3aumm libvirt nogrotaBnvBaeT
HeobXxoaAnMYH Anst PYHKLMOHUPOBaHUS BUPTYyanbHOW MalUMHbI MHPACTPYKTYPY U bopmupyeT
COOTBETCTBYOLMI HAbOp NapamMeTpoB 3anycka CpeacTBa aMynauumn annapaTtHoro obecneyeHus
QEMU. MNocne nogrotoBUTENbHBLIX AENCTBUA NPOM3BOANTCS nopoxaeHus npouecca OC, B pamkax
KoToporo Byaet yHKUMOHMPOBAaTb BUpPTYyarbHas MawuvHa. Kaxgas 3anyckaemas BupTyanbsHas
MalUMHa PYHKUMOHMPYET OT MMEHN YYETHOM 3annucy 3anycTuBLLEro ee nonb3oBaTensd u ¢ ero
MaHAaTHbIMK aTpnbyTamm 6e30nacHOCTN.

[na obecneyeHuns 6e3onacHOCTM (PYHKLUMOHNMPOBAHMS BUPTYarbHbIX MaLUUH CEPBEP BUP-
Tyanusaumm libvirt ucnonb3yeT KoHuenuuio gpanBepoB GesonacHoctw sVirt. [laHHas KOH-
Luenuusa npeacTtasnsetr cobon cneunanbHbIM NPOrpamMMHbIA UHTEPAENC ONA CO34aHna MOoaynen
6e30MacHOCTH, MCMOSb3YEMbIX AJ151 HACTPOWKM OKPY>KEHNSA U MHAPPACTPYKTYpbI 3anycka u pyHKLMO-
HUPOBaHMSA BUPTYasibHbIX MaLUUH B YCNOBUAX UX U30NSALUN U MaHAATHOMO yrpaBneHnsa OCTYMNOM.

BbinonHeHue TpeboBaHu no 3awmuTe nHopmaumm npu OyHKLNOHMPOBaAHUM BUPTYyarib-
HbIX MaLUWH AOCTUraeTcsl COBMECTHbIM MCMNOMb30BaHMEM MPOrpamMMHbIX kKoMnoHeHToB OC: sVirt,
MOAYNS OUCKPELIMOHHOIO yrpaBneHns 4OCTynom dac 1 cneumanbHO pa3paboTaHHOro Moaynst MaH-
AaTHOro ynpaeneHust 4OCTYMNOM parsec, B3aMMO4EeNCTBYOLWEro ¢ NnoacucteMon 6e3onacHoCcTu
OC.

Moppepxka (PpyHKUNMOHMPOBaHUS BUPTYarbHOW MaLUMHbI B peXume 3anpeta moanduka-
umm ee cannoB-o6pas3oB OCyLECTBNAETCA cneyuanbHbiMM cnocobammn 3anycka BUpTyarbHOM
MaLUWHbI, peanu3oBaHHbIMM B OC, npu KOTOPbIX OCHOBHOWM (hans-obpas 3awmaercs oT 3anucu.
B 3aBnCMMOCTU OT BbIGPAHHOIO pexuma MCnorb3yeTcs co3gaHne usnyeckomn Konmm unun pas-
NNYHbIE BapuaHTbl CO34aHNA CHUMKOB doann-obpasoB ¢ nocnenyrwmm ux yganeHmem nocne

3aBeplleHnst paboTbl BUPTYanbHOW MalUWHBbI.



27
PYCB.10015-37 31 01

YnpaBneHne JOCTYNOM BHYTPWU rOCTEBOWN OMNepaLlnoOHHON CUCTEMbI peannayeTcsl BCTPO-
€HHbIMW CpeAcTBaMu 3alnTbl MHOPMaLMM N3 cocTaBa onepaumoHHON CUCTEMbI UK cepTUdun-
LMPOBaAHHBIMW HaNOXeHHbIMU CpeacTBaMn 3aLmTbl MHGOpMaLuKM (B criydae UCnosib30BaHus B
KayecTBe rocTeBOM OMnepaunoHHON CUCTEMbI HECEPTUAULMPOBAHHYO No TpeboBaHuaM 6e3onac-
HOCTWU MH(pOopMaLMK ONepPaLMOHHYIO CUCTEMY).

OC obecne4vnBaeT (PyHKUMOHUPOBaHNE BUPTYarnbHbIX MaLVH (BUPTyanbHOM MHpacTpyk-
Typbl) B YCNOBUSIX MaHAATHOMO N OUCKPELMOHHOMO yrpasneHnss 4OCTYNOM Npyu MEXNPOLECCHOM U
CEeTeBOM B3aMMOAENCTBUW, BKMNOYAs B3aMMOLENCTBME MeXAy BUPTYanbHbIMWM MallMHamMm no cete-
BoMy npoTokony IPv4 (IPv6) B ycnoBusix MaHAaTHOro ynpasneHns AoCTynoM 1 JocTyn cy6bekToB
K dpannam-obpasam n akzemnngpam QyHKLNOHUPYOLLMX BUPTYarbHbIX MaLUWH.

YnpaBsneHue notokamn MHopmaLnm, B TOM YMcCre npu B3aMmMo4encTBUM MeXay rocte-
BbIMW OMepaLmMOHHbIMK CUCTEMAMM, OCYLLECTBMSIETCHA HA OCHOBE KNacCU(UKaLMOHHBIX METOK,
YCTaHOBMNEHHbIX B COOTBETCTBMM C HaumMoHanbHbiM ctaHgaptom FOCT P 58256-2018.

Takke B OC peanusoBaH MexaHU3M KOHTeNHepu3aunm, obecrnevmBaroLnmn pexmm n3ons-
LK NPOLLECCOB Ha YPOBHE f4pa onepaumoHHOM cucTemsl. Vicnonb3oBaHne AaHHOMO MexaHu3ma
MO3BONSET 3anyckaTb NPUNOXEHNE N HEOBXOOUMBIA EMY MUHUMYM CUCTEMHBIX BUBNMOTEK B MOMHO-
CTbi0 N30NMPOBAHHOM KOHTENHepe, coeanHsitowemcs ¢ xoctoson OC npu nomoLLm onpeaeneHHbIX
nHTepdencos. MNpouecchl, 3anyLweHHble BHYTPU KOHTENHeEpa, N30NIMPOBaHbl OT NPOLECCOB APYrnxX
KOHTeNHepoB 1 npoueccoB xoctoBon OC, 4TO NpeaoTBpaLLaeT BO3AENCTBME HA HUX NOTEHUMANBHO
BPEAOHOCHOrOo KoAa, BbIMOSIHAEMOrO B KOHTENHEpPE.

KoHTenHepbl naeHtTudunumpoBaHsl B OC kak 00bekTbl 4OCTYNa, Ha KOTOpble pacnpocTpa-
HAOTCA cnegyowwme dyHKuMmM 6e30nacHoOCTU:

- ynpasneHue JOCTYNoM;

- M30MSuUms NpoLEeCcCoB;

- orpaHun4yeHume I'IpOFpaMMHOIZ cpenbl.

4.1.13. MapkupoBKa OOKYMEHTOB

PeweHne 3agayun MapkMpoBKM LOKYMEHTOB MpU BbIBOLE Ha MevyaTb OCHOBAHO Ha WUC-
nonb3oBaHum B OC 3awumiieHHoro cepsepa nedatn CUPS, koTopbii ob6ecneynBaeT MapkMpoBKYy
BbIBOAMMBIX Ha nevaTb JOKyMeHToB. MaHaaTHble aTpnbyTbl aBTOMaTUYECKM CBA3bLIBAKOTCA C 3aja-
HWEeM N4 nevyaty Ha OCHOBE MaHAATHOro KOHTEKCTa Mnory4YyaemMoro cCeTeBoro coeiHeHus. Boisog
Ha neyaTb AOKYMEHTOB 6e3 MapKMpoBKM cybbekTamu gOCTyna, paboTalowmmMm B HEHYNIEBOM
MaHOaTHOM KOHTEKCTe, HEBO3MOXEH.

Onsa paspewenus cepeepy CUPS obpabatbiBaTb 3agaHua nedatn, popMmupyembie B
HEeHyreBOM MaHOAaTHOM KOHTEKCTEe, HeoBXoaMMO OT MMEHU aiMUHUCTPATOpa BbINOMHUTL onpeae-
NEeHHble OeNCTBUSA, onpegensowme BO3MOXHbIM MaHOATHbIA KOHTEKCT, B KOTOPOM MOryT dhopMu-

poBaTbCA 3aaHUA A4 nev4at Ha KOHKPETHOM TMpUHTEpe.
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Mapk1npoBKa OOKYMEHTOB OCYLLIECTBSAETCA Ha OCHOBE crnefyrLwmx mogmdunumpyemMmbolx
dannos LWabnoHoB:

- (pann wabnoHa, cogepxawmmn nHgopmanmo 06 aTpnbyTax MapKMpOBKM N UX NOSIOXKEHNUN
Ha cTpaHuLe Npu nevatu JOKYMEHTAa;

- dhann wabnoHa, cogepxawmn nHdopmaunto 06 atpmbytax MmapknpoBku obopoTa no-
cnegHero nUcta AOKYMEHTa M UX MOSNIOXKEHUN Ha CTpaHuLE Npu nedvaTn Natm u MeHee
9K3eMMsiPoOB JOKYMEHTA;

- ¢hann wabnoHa, cogepxawmn nHdopmaunto 06 atpmbytax MmapknpoBku obopoTa no-
cnegHero nucta AOKYMEHTa M UX MOSIOKEHUW Ha CTpaHuue npu nedvatn Gonee natm

AK3EMIMIIAPOB OOKYMEHTAa.

4.1.14. O6ecne4vyeHne paboTbl B OTKA30yCTONYUBOM peXume

dyHkumoHan OC nogaepXuBaeT co3gaHme KnactepHon hannoBon cuctemMsl ¢ obecneve-
HMEeM ee OTKa30yCTOMYMBOCTU (OTKaA30yCTOMYMBLIN KrnacTep). [na co3gaHna oTKasoycTOMYMBOro
knactepa ucnonbe3ytotca naketel Pacemaker, Corosync n Keepalived, a Takke Ceph ansa cosna-
HUS OTKa30yCTONYMBOW pacrpeneneHHon annosBon cuctemMol. B oTka3oycToM4mMBOM Kractepe
N OTKa30yCTOMYMBOM pacrnpeneneHHon (hannoBon cucTeME NpU BbIXOLE U3 CTPOS OLHOrMo U3
cepBepOB COXpPaHSETCS AOCTYMNHOCTb CEPBMCOB U MHGOpMaLUK.

Bonee nogpobHasa nHdopmaunsa npuseaeHa B gokymeHte PYCB.10015-37 95 01-1.

4.1.15. O6ecnevyeHne HapexXHoro hyHKLUMOHUPOBaHUSA

[nsa peweHnsa 3agaum obecneyeHns HagexxHoro yHkunoHnposaHmsa B OC peannsoBaHbl
CpencTBa pe3epBHOrO KOMMPOBaHMS 1 BOCCTAHOBNEHUA nocrne cboeB 1 0TKa3oB 060pyaoBaHUS.

CpenctBa obecnevyeHnsa HagexXHoro (yHKLMOHNUPOBaHNA NPeaocTaBnaoT creayowmne
BO3MOXHOCTMU:

- aBTOMaTU4ecKoe BbINOMHEHUE B npoLecce nepesarpysku nocrne cbosi nporpammbl Npo-

BepKkM N BocctaHoBreHuss OC;

- pesepBHOe KonupoBaHue n BocctaHosneHne OC;

- pesepBHOE KonupoBaHue n BoccTaHoBneHne CYB[.

Bonee nogpobHas nHgopmaumnsa npueegeHa B gokymeHtax PYCB.10015-37 95 01-1 n
PYCB.10015-37 97 01-1.

4.1.16. ObecneyeHue poctyna Kk b[j

PeweHuve 3agayum obecneveHuns goctyna Kk b1 peanMsaoBaHoO ¢ MCNOSMb30BaHMEM 3alLK-
LLeHHoro komnnekca nporpamm CYB[] Ha ocHoBe ob6bekTHO-penaunoHHon CYB[] PostgreSQL,
AopaboTaHHOM B COOTBETCTBMM C TpeboBaHueM nHterpaumm ¢ OC B 4acTu MaHgaTHOro ynpasne-

HMS JOCTYNOM K MHGOpMaLMK U cofepxKallen peanusaumto OMN-moaenu ynpasneHust 4OCTYNoOM U
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MHGOPMaUMOHHBIMK NoTokamn. [daHHaa [l-moaens onucbiBaeT BCe acnekTbl ANCKPELMOHHOrO,
MaHAaTHOro 1 poneBoro ynpasneHns 4oCTynoM U MHpOpMaLMOHHBIMU NOTOKaMMU.

OC cosmecTHO ¢ CYB/] npegocTtaenser cnegyowme yHKUMmM 3amTbl MHpopMaummn:

ayout 6e3onacHoCTy;

poneBoe, ANCKPELNOHHOE U MaHaaTHoe ynpaBreHne A0CTYMNOM;

BOCCTaHOBMEHMEe MHopMaLMK (pe3epBHOE KOMMPOBaHME);

onpegeneHve atpmbyToB nonb3oBaTenen;

- ayTeHTUdumkaums cyObbLEKTOB 4OCTyNna 4O pa3pelueHus noboro AencTBus, BbINOHAEMO-

ro Npu nocpegHn4vecTse pyHKunM 6€30nacHOCTM OT MMEHU NBOro NonbL3oBaTens;

- ngeHTudmkauma nonb3oBaTenen oo paspelleHums noboro 4encTeng;

- CBsI3blBaHME «MOMb30BaTENb-CyObEKTY», NpeaycMaTpusaroLee accounnpoBaHune atpmby-

TOB 6€30nacHOCTM Nonb3oBaTens ¢ cybbekTamm OCTyNa 1 ynpasreHne N3aMeHeHNAaMm

aTpubyToB 6€30MacHOCTU NonbL3oBaTenew;

- MaeHTuukauna obbLEKTOB JOCTyNa A0 paspeLlleHns noboro 4encTBus;

- KOHTpONb focTyna (obpalleHnin) cpeacTsamm MoHMTOpa obpatlueHun ns coctasa OC,

NpoBepKa NPaBOMOYHOCTN OOpaLLEHNA HA OCHOBE YCTAHOBMEHHbLIX MOSIUTUK MaHL4ATHOM,

ANCKPELIMOHHOM 1 pONeBON NONNTUKM yNpaBneHnsa OCTYNoM;

- OrpaHMyeHne ceaHcoB MNOb30BaTenNs.

4.1.16.1. UpeHtTncpukauma n ayteHTupmkaums

B xoge ayteHTUmKaumm ocyllectensietca nposepka cepsepom CYB[ nognnHHOCTM Knu-
eHTa 1 nocneyoLwero onpegeneHns Hanuyuusa s KMeHTCKOro NpunoXeHus (4na nonb3oBaTens,
KOTOPbIN 3anyCKaeT KNMEHTCKOE NPUoXeHne) npaesa Ha coegmHeHune ¢ bl oT nMeHn ykazaHHOro
nonb3oBartensa bJl.

PostgreSQL npeanaraet HECKOSbKO pa3nnyHbIX METOAOB ayTeHTUdukauum. Metoa, mc-
NonNb3yeMbln Ans ayTeHTUdMKauum KNMEHTCKOro coegmMHeEHns, MoXeT ObITb BblIbpaH Ha OCHOBe
agpeca ysna ceTu knueHTa, bl n nonb3oBarens.

MwmeHa nonb3oBatenen CYB[ PostgreSQL nornyeckun otaeneHbl OT UMEH Nonb3oBaTenemn
OC, B koTopou 3anyLlieH cepsep CYB/L. MNMpu peanusaunn TpeboBaHUIM MO 3aLUMTE HOPMaLUN
OT HECaHKLMOHNPOBAHHOIO AOCTYyMNa yCTaHOBIeHa HeEOBX0ANMMOCTb obecneyeHns COOTBETCTBUS
nonb3oBatenen CYB[ y4deTHbim 3anucam B OC. lNpu HacTponke ayTeHTudumkaumm B CYB[L
cnegyeTt UCNonb30BaTb TOMbKO METOAbI ayTEHTUAMKALMM, B KOTOPbLIX OCYLLIECTBNSIETCA NogobHoe
cornocTasnexue.

Mpwn nonbiTke coeanHeHnst ¢ cepeepoM CYB[] KNMeHTCKoe NpunoxXeHne ykasblBaeT Nosb-
3oBatensa CYB[] PostgreSQL, OoT MMeHN KOTOPOro ocyLlecTBnseTca nogkrtodenune. B npegenax

okpyxeHusa SQL aktmBHoe nmsa nonb3oBatena CYB[ onpenendaet npaBa Ha o6bekTbl B/.
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KoppekTHasa pabota ¢ CYB[] npeanonaraet ucnons3oBaHme mexaHmama ENMM. Ons obec-
nevyeHnss CKBO3HOM ayTeHTudukauum nonb3osatenen ENMM B CYB[ HeobxoaMmo B KayecTBe
MeToda ayTeHTUdUKaUnKM ykasaTb gss M NPOBECTU COOTBETCTBYIOLLYIO HAaCTPOWKY cepBepa 1
knueHta CYB[] PostgreSQL.

[ns aBTopusaumm yepe3 PAM nonb3oBarenb, OT koToporo pabotaet CYB[] PostgreSQL,
OOIMKEeH MMeTb nNpaBa Ha YTeHue nHgopmMaumm n3 B[] nonb3oBaTtenen n obnagatb cBeAEHUAMU O
MaHAaTHbIX METKax 1 NpuUBUIErnsX.

4.1.16.2. YnpaBneHue AOCTYyrNnom

[VcKpeumoHHoe ynpaBreHne AOCTYNoM K AaHHbIM O6bekTHo-pensiumoHHon CYB[
PostgreSQL 13 coctaBa OC obecneynBaetcs B NOHATUAX pensumoHHon CYB[. C kaxabiM TUnom
obbekToB B[l accouunpyetcs onpegeneHHbin Habop TMNOB JoCTyna (BO3MOXHbIX onepauumi). Ons
Ka)kgoro oobekTa 3agaeTcsa CNMCOK paspeLLEHHbIX ANs KaXaoro n3 NoMMeHoBaHHbIX CyObEeKTOB
B (nonb3osatenewn, rpynn unu ponen) Tmnos goctyna (T.e. ACL). U B ganbHerwem npu pasbope
3anpoca k B[] ocyuwiecTBnaeTca npoBepka BO3MOXHOCTU NpeaocTaBneHns Aoctyna cybbekTa K
006bekTy Tuna, CoOOTBETCTBYOLWEro 3anpocy. [Npn BbinonHeHUM N60Oro 3anpoca nosb3oBaTens
(cybbekTa B1) k 3awmaemomy pecypcy (06bekTy B[1) BEINONHAETCA ANCKPELIMOHHOE YNpaBrieHne
AOCTYNOM Ha OCHOBE YCTaHOBIMEHHbIX Nofb3oBaTento npas. [Ang Kaxaon BbINONHAEMOWN onepauum
NpPON3BOAMTCA NPOBEpPKa HanMyus npasa y nNofnb3oBaTterisi Ha BbINOSIHEHWE JAaHHOW KOHKPETHOM
onepauumn.

B CYB[ PostgreSQL aons ynpaeneHus npasamu Ha goctyn K B[l ncnonb3yercs KoH-
uenuusi ponen — porieBoe ynpaeneHue goctyrnoMm. [log ponbio NoHMMaeTcHa nosib3oBaTtenb Um
rpynna nonb3oBatenen b. Ponn moryT aBnsatbca Bnagensuamm oobektoB B n moryt HasHa-
YaTb NPUBUIIETMN Ha ynpaBneHne obbekTamu Ans Apyrux ponen, MMerLWwmx 4OCTyN K AaHHbIMK
obGbekTam.

Cuctema npusunernn CYB[ PostgreSQL npegHasHayeHa ans nepefayun otgernbHbIM
nonb3oBaTensiM NpaB BbIMOSIHEHNS ONPEAENEHHbIX aAMUHUCTPATUBHbLIX AeNCTBUA. OObIYHbIN NOMb-
30BaTefb CUCTEMbI HE MMEET OOMNONHUTENBHBIX NpuBMnernin. NMpmuemnernn 9BnaOTCA NOAKNACCOM
aTpubyTtoB nonb3oartens CYB[ PostgreSQL.

Ponun CYB[ koHuenTyansHO otnnyatotest oT nonb3osatenen OC. Kaxgoe nogkroveHme K
cepepy CYB[] ocyliecTBnseTcs oT MUMeHM onpeaeneHHon ponn, KoTopas onpeaensieT NepBUYHbIE
npaea gocTyna Anst KoMaHg, UCNonb3yeMbIX B KOHTEKCTE NOAKMYEHNs. Mima ponun, ncnonb3yemoe
npu nogknoyeHun K B, onpegenaeTca KNMEHTOM B 3anpoce Ha coeauHeHue cnocobom. Habop
ponen CYB[, oT MMeHN KOTOPbIX KMMEHT MOXET OCYLLeCTBUTb MOAKIoYeHue, onpeaenseTcs
3HaYEeHUAMKN NapamMeTpoB ayTeHTudukaumm knneHta. Ponu CYB[l Ha3HavyaeTca Habop aTpubyTos,

onpenensoLWnX ee Npaea 1 B3anMoaeNCTBYIOLLIMX C CUCTEMON ayTEeHTUUKALUN KNNEHTA.
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B ocHOBe MexaHn3mMa MaHgaTHOro ynpasneHus ocTtynom B 3awmueHHon CYB[] n3 cocta-
Ba OC nexuT ynpasrneHue 4OCTyNnoM K 3awmiaemMbiM pecypcam bl Ha ocHoBe nepapxmyeckmx u
Henepapxmyecknx METOK JoCTyna. B kayecTBe nepapxmyecknx n Hemepapxmdecknx MeTok 4ocTyna
npu ncnonb3oBaHun CYB[ B OC ncnonb3yoTca METKU KOHMAEHUMANbHOCTN U MeTKn 6e3-
onacHoctn OC. CYB[] PostgreSQL He nmeet coO6CTBEHHOro MexaHn3Ma Ha3HadYeHusl, XpaHeHUs 1
MoaudmKaunum MeTOK nosib3oBarenen 1 ncnonbayeT Ang atoro MexaHnambl OC.

CuctemMHbIn KaTanor (MeTagaHHble) paccMaTpuBaeTCa Kak camoctoaTensHas b, pea-
nun3oBaHHas ¢ nomoLubto cpeacts CYB[. MNpu aTom Bce onepauumn ¢ aton B/l ocywecTBnatoTcs
nmMbBo ¢ NOMOLLbIO ChelnarnbHbIX KOHCTPYKUUI s3blka 3anpocoB SQL unv npmBmMnernpoBaHHbIM
nonb3oBaTeneM B cneyuansbHOM pexnme. Takum obpa3omM, MaHOaTHOE yrnpaBneHue OCTYnoM
npuMeHsieTcs Ko BceM obbekTam Bl. MeTkn cucTteMHbIX 06bEKTOB pacnosiaratoTcs B 3anmncsx
Tabnuu cMCTeMHOro KaTtanora, HENnocpeaCcTBEHHO OMUCLIBAKOLLMX 3aLMLLAEMbIN OOBEKT.

lMpoBepka MaHOaTHbIX NpaB gocTyna k obbektam CYB[] ocyuecTBnAeTcss OAHOBPEMEHHO
C NPOBEPKOM ONCKPELIMOHHBIX NpaB A0CTyNa K HUM.

B OC kaxablhn nonb3oBaTenb MOXET MMETb MHOXECTBO METOK, KOTOpoe 3aJaeTcsl Mu-
HMMarnbHOM N MakKCcMMaribHOM MeTkamu gumanasoHa. Ytobbl nogaepxatb 3Ty mogens B CYB[]
PostgreSQL kaxgon ceccuu nNonb3oBaTensa HasHa4arTCa TPU METKU: MakcuMarbHasi, MUHUMar b-
Hasa 1 TekyLias.

VX HavanbHasi tHMUnanmnaaumsa OCyLLECTBIISIETCA MO onpeaeneHHomy anroputmy. [Npu
BO3HUKHOBEHWM CUTyaLUMN C HECOBMECTUMOCTBIO METOK UMK BLIXOAOM 3a Npeaernbl AuanasoHa,
npouecc ayTeHTUMKaLnn KrnmeHTa npepbiBaetcsa u goctyn Kk b 6nokupyertcs.

OnucaHve NpYMEHEHNA OUCKPELMOHHOMO YrpaBneHnsa JOCTYNoOM U MaHOaTHOroO ynpasne-
Hua goctynom B CYB[] PostgreSQL npueeaeHo B aokymeHTe PYCB.10015-37 97 01-1.

4.1.16.3. Pernctpaumsa cobbiTn 6e3onacHocTun

B 6ubnuotekax nogcuctembl 6e3onacHoctn PARSEC peanu3oBaH nporpaMMHbINA MHTEpP-
denc ans npoTOKONMPOBaHNSA COBLITUI C UCNOSTb30BAHMEM PaCLUMPEHHON NOACUCTEMbI NPOTOKO-
NMpoBaHns, NPUMEHsIEMbIV Ans pernctpaumm cobbitnin B CYB[] PostgreSQL.

B CYB[ PostgreSQL ansa HacTporikn pexmnma paboTbl NOACUCTEMbI perncTpauumn cobbl-
T UCNOSb3YTCH KOHPUIypaunoHHbIN napameTp ac_audit_mode pavna postgresqgl.conf.
HacTtporika nogcuctembl cooblieHmn ayguta B CYB[] PostgreSQL obecnevnBaetcs koHUrypaum-
OHHbIM ParnoM pg_audit.conf KOHKPETHOro Krnacrtepa AaHHbIX. B 3ToM KOHdUrypauymoHHoOM
hanne 3agaroTcs CNUCKM YCMELLHbIX N HeyCneLLHbIX TUMOB 3anpocoB Ha JOCTYN, KOTopble OyayT
pernctpupoBatbcs B XypHane CYB[ n nogcncteme ayguta OC onga oTAenbHbIX Nofnb30oBaTenemn
n no ymonyaHuw. NlHdopmauma o coegmHeHnn nonb3oBaTenen ¢ bl n pasbeanHeHun ¢ Hen

perucTpupyetcsl Bcerga.
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B CYB[ PostgreSQL macka pernctpaumm cobbiTuii yCTaHaBnMBaeTCs B NpoLecce aBTopu-
3auuu nonb3oBaTens CornacHoO BelbpaHHOMY pexumy paboTbl NOACUCTEMBI pernctpalmm cobbiTum
N HaxoamTcsa B aTpubyTe ceccum ac_session_audit.

Mpw 3TOM peanv3oBaH CreayrLmin NopsAoK NPUMEHEHNST HACTPOEK perncTpaumm cobbl-

HaACTPOWKKM OS] KOHKPETHOW PO N KOHKPETHOM 6asbl AaHHbIX;

HaACTPOWKU O1151 KOHKPETHOW ponu;

HaCTPOWMKM OS5 KOHKPETHOWN 6a3bl AaHHbIX;

ANS BCeX OCTanbHbIX.
4.1.16.4. O6ecnevyeHne HagexHoro hyHKLLMOHUPOBaAHUA

B cnyyae BO3HMKHOBEHMS OLUMBOK B XPaHALLMXCS AaHHbIX, HAPYLIEHUS LENOCTHOCTU Unn
B Cny4yae nporpamMmmHoro n/unu annapartHoro cbosi cepsepa CYB[] Heobxogmumo npoBeaeHue
npoueaypbl BoccTtaHoBreHus bL. Npn 3ToM B 3aBUCUMOCTU OT TSXKECTU NOBPEXOEHUN MOXET
OCYLLECTBIATLCA Kak COXpaHeHue cyliecTsytoLlero knactepa bl ¢ nocnegywouwmm ero Boccra-
HOBIEHMEM, TaK N BOCCTaHOBMNEHNE U3 pe3epBHbIX KOMWUA, CO30aHHbIX B poLuecce perynapHoro
npoBeaeHnsa pernameHTHbIX paborT.

B PostgreSQL cyliecTBytoT Tpu nogxoaa K pe3epBHOMY KOMMPOBAHUIO OaHHbIX:

- SQL-pamn;

- pesepBHOe KonvpoBaHue Ha yposHe OC;

- HenpepbiBHOE apXUBMPOBAHME.

CYB[ PostgreSQL n3 coctaBa OC cogepXuT psg CTaHAApTHbIX CPeACTB pe3epBHO-
ro KonupoBaHusa M BoccTaHoBneHusa Bll. K HMM oTHocAaTca yTunntbl pg_dump, pg_dumpall,
pg_restore W, B TOM YUCIe, MHTEPAKTUBHbBIN TEpMUHAN psgl, C MOMOLLBI KOTOPOro MOryT ObITh
BOCCTaHOBIIEHbI pe3epBHble KOMUKU, COXpaHeHHble B Buae ckpunta SQL.

[na co3gaHnst n BOCCTaHOBMNEHNSA pe3epBHbIX KONUW 6a3 AaHHbIX C MaHOATHbIMKU aTpuby-
TaMn HeobxoaMmo, 4TobbI NonNb3oBaTeNb UMeN COOTBETCTBYIOLLME nNpusmunernn. [Ana cosgaHuna
pesepBHou konuu B[] B BUae hanna B TeKCTOBOM Mnu Apyrnx popmarax Ucnosib3yeTcs ytmnura
pg_dump, KOTOpasa co3aeT COorfiacoBaHHYy Konuio, Aaxe ecnu B ncnonbsyetcs, npyn aTom
poctyn Kk B[] aopyrux nons3oBaTternen He BrnioknpyeTcs.

PesepBHas konua MOXeT co3gaBaTbCs B BUAE CKpunTa unn popmaTtax ynakoBaHHOro
danna. CkpunT pe3epBHOM KONUKN NpeacTaBnsieT cobon TEKCT, COAepKaLlMin NocrnenoBaTenbHOCTb
SQL-komang, Heobxoammblx Anst Bocco3gaHna B 4o cocTosaHMs, B KOTOPOM OHa Bblna coxpaHeHa.
[ns BOCCTaHOBEHNSA U3 CKpUNTa OH NodaeTcsl Ha BXO4 yTunuTbl psgl. CKpunT MoOXeT ObITb
ncnonb3oBaH Anga Bocco3gaHus b Ha apyrom cepBepe unu apxmTekType, a Takke Ha Apyrux

CYB[ npu BHECEHUN B HETO HEBOMNBLLUNX N3MEHEHWA.
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Ytnnuta pg_dumpall MCnonb3yeTcsa AMs co3naHus pe3epBHON KOMUK BCEro Krnactepa B
BMae ckpunra.

CkpunTt cogepxuTt SQL-koMaHabl 1 MOXeET ObiTb NOAaH B AaribHENLIEM Ha BXO4 YTUMUTHI
psqgl onsa BoccTaHoBrneHnsa. Onepaunsa ocyLecTBNSETCA NnocnegoBaTeribHbIM BbI3OBOM YTUIU-
Tbl pg_dump ana kaxgon B[ knactepa. Kpome atoro, pg_dumpall coxpaHseT rrnobanbHbie
06bekTbl, eauHble ans Bcex bl (pg_dump nogobHble 06beKTbI He coxpaHsieT). [JaHHble 06bek-
Tbl BKIKOYAKOT B cebsa MHpopmaumio o nonb3oBaTensax u rpynnax u Takme CBOMCTBA, Kak npasa
[ocTyna, npuMmeHsiemble ans Bcex bl B uenom.

[1na BoCcCTaHOBNEHUSI apXMBOB pe3epBHbIX konun B1, NonyYeHHbIX C NOMOLLLIO YTUNUTLI
pg_dump, UcnonbayeTcs yTunuta pg_restore. OHa BbINONHAET KOMaHAbl, Heobxoammble Ans
Bocco3gaHunsa bl o cocTossHMS Ha MOMEHT BPEMEHN CO3daHUs pe3epBHON KOMUU. ApXMBHbIE
dannbl Tak Xe Mo3BONAT BblIOMpaTb C MOMOLLBI YTUNUTLI pg_restore, YTO MMEHHO BOC-
CTaHaBnuMBaTb, MEHATb NOPSLOK BOCCTaHaBNMBaEMbIX 3rieMeHTOB. danrbl apX1BOB SIBMSAOTCS
NnepeHoOCUMbIMU MEXAY pasHbIMU apXUTEKTYpaMU.

YTunuta pg_restore MOXeET (PYHKUMOHMPOBATbL B ABYX pexumax. [Npu ykaszaHuu B[
apxuB BOCCTaHaBNMBaETCs HEMOCPEACTBEHHO B Hee. B opyrom crnyyae CKpunT, COaepKaLluni
HeobxoaumMble onga nepecosgaHusa Bl SQL-komangbl, co3gaeTca M BbiBOAUTCA B hann unu

CTaHOapTHbI 1 NOTOK BbIBOAA.

4.1.17. 'mnepTekcToBas o6paboTka AaHHbIX

PelweHune 3agayn runeprekctoBon o6paboTkn OaHHbIX OCHOBAHO Ha MCMOSb30BaHUN
3aLLUMLLIEHHOIO KoMMnekca NporpaMmm runepTekcToBor 06paboTku AaHHbIX, KOTOPbLIN BKITOYaET
web-cepeep Apache2 n 6paysep Mozilla Firefox, gopabotaHHble onsa uHTerpauun ¢ S4pom
OC un 6a3oBbiMM BubnMoTekamum C Uenbio obecrneyeHnss MaHOATHOrO yrnpaBreHus 4OCTYNoMm
Npu opraHn3aunn yganeHHoro AocTyna K MHPOPMAaUMOHHLIM pecypcam B MHGAOPMAaLMOHHBIX
N ynpaBnsaAwLMX CUCTEMAX, B KOTOPbIX OCYLLECTBSETCA XpaHeHue, obpaboTka n nepegada
KoHhnaeHumansHon nHopmaunm n nHopmMaumm, cogepxawien cBegeHus, .

Web-cepBep 3aLmLeHHOro KoMmnnekca nporpaMmm rmnepTekcToBo obpaboTkm 3anyckaeT-
cs kak cepuc OC. NMpu o6cnyxmBaHMmM 3anpocoB NOb30BaTENEn OCYLLECTBNAETCSA NEPEKNOYEHNE
B MaHOaTHbIN KOHTEKCT 6e3onacHoCTU nonb3oBatens. MIHpopmMmaunoHHble pecypcbl, K KOTOPbIM
OCYLLIECTBIISIETCS AOCTYN, XpaHATCsA Kak 06bekTbl PC. Takum obpa3om, 4OCTYN K 3alLMLLAEMON UH-
dopMaunn pasrpaHMunBaETCs cpeacTBaMm paclumpeHHon nogencremol 6esonacHoctn PARSEC.

B 3awmiLeHHOM KOMNfekce NporpaMmm rmnepTekctoBon obpaboTkm obecnedeHo pyHKLMO-

HupoBaHue B EIlMM.
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4.1.18. O6MeH cooOLWEeHNAMN INEKTPOHHOMU NOYThI

B kavecTBe 3alUMLLEHHOro KOMMsieKkca nNporpamMm dreKTPOHHOW MOYTbl MCMNOSb3YyeTcA
cepBep 3NEKTPOHHOM MOYTbI, COCTOSLWUIN U3 areHTa nepegaym anekTpoHHom noytsl (Mail Transfer
Agent, MTA) Exim4, areHTa gocrtaeku anektpoHHon no4tsl (Mail Delivery Agent, MDA) Dovecot n
knmeHTta anekTpoHHor noytkl (Mail User Agent, MUA) Mozilla Thunderbird, gopaboTtaHHbIx ans
peanusaunmn cnegyowwmx AONONHUTENBHbIX (PYHKUNOHANBbHbLIX BO3MOXHOCTEMN:

- nHTerpaumm ¢ sapom OC n 6a3oBbiMM BrbnunotTekammn ang obecneveHns pasrpaHnyeHns

AoCTyna;

- peanu3auun MaHgaTHOro ynpaefeHus 4OCTYNOM K NOYTOBbIM COOBLLEHNSM;

- aBTOMaTU4EeCKON MapKMPOBKN CO34aBaEMbIX NOYTOBLIX COOOLLEHUIN, OTpaXatoLwmx ypo-

BEHb UX KOHUAEHUNANbHOCTMU;

- perncTpauumn nonbITOK 4OCTYNa K MOYTOBbIM COOBLLEHMAM.

AreHT nepegayun 3NeKTPOHHOW No4Tbl Mcnonb3yet npotokonn SMTP n obecnevnBaet
pelleHne cnegyowmx 3agaq:

- OOCTaBKy UCXOAsLLEeN NouYTbl OT aBTOPU3OBaHHbLIX KIMEHTOB A0 cepBepa, KOTOpbIn

aBngeTcsa uenesbiM Ans 06paboTkn NoYTOBOro JOMEHa nonyyartens;

- npuem n 06paboTKy NOYTOBbLIX COOBLLEHN JOMEHOB, ANSA KOTOPbIX OH SIBMSieTCs uene-

BbIM;

- nepefadvy BXOAALLMX MOYTOBbLIX COOBLEeHUN Ans o6paboTkm areHTOM JOCTaBKU Afek-

TPOHHOM MOYThI.

AreHT OOCTaBKM NEeKTPOHHOW NOoYThl NpegHasHa4vyeH ANns peleHus 3agad no obenyxm-
BaHWIO MOYTOBOrO Kartasora u npegocTaBreHns yaaneHHoro Aoctyna K noYToBOMY SLLMKY MO
npotokony IMAP.

KnneHT anekTpoHHOM nouyTbl — 37O npuknagHoe MO, yctaHaBnMBaemoe Ha paboyem
MecTe nonb3oBaTtend 1 npegHasHavyeHHoe ANs MnonyyeHus, co3gaHus, oTnpaBku U XpaHeHUs
COOOLLIEHNI 3NEKTPOHHOW NOYTbI NONb30BaTens.

B 3awwmiLieHHOM KoMNfekce NporpamMmm 3f1EKTPOHHON NOYTbl 06ecnevyeHo PyHKLMOHNPOBa-
Hue B EII.
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5. BXOOHbIE U BbIXOAHbIE OAHHbLIE

5.1. BxogHbiMu gaHHbiMu ang OC asnatoTcs:

- obpaweHue cybbekToB goctyna (npoueccoB n komaHa CYB/) k 3awmuwaeMbiM UMEHO-

BaHHbIM CYyLLHOCTSM — hbannam (nporpammam, 6ubnuotekam, cannam c nonb3oBaTtenb-

CKon 1 cnyxebHon nHopmaumen), katanoram, cneunanbHbim dannam (yCTponcTeam,

ccbinikam, kaHanam FIFO v 1.n.), B n nx anemeHTam (Tabnuuam, 3anncam, nonsim

3anucen, Tpurrepam u T.1.), a Takke cpeacteam IPC (noptam, coketam, cemacdopam);

- atpubyTbl, onpeaensoLmne NoNHOMoUNS CyGbEKTOB AOCTYNa U NpasBuna pasrpaHuyeHns

AOCTYna K CYLLHOCTSM.

5.2. BbixogHbiMn aaHHbiMK ana OC aBnaetca pesynbraT MCMNoNb30BaHUSA CyObekToM
A0CTyna 3alumLLIaeMON CyLHOCTU, NPeaoCTaBNEHHOro eMy B COOTBETCTBUMN C YCTAHOBNEHHbIMU
MPO. K Taknm pesynstatamM MOryT OTHOCUTLCS: 3anyck nporpamMmbl, pefaktupoBaHue danna,

co3gaHue cokeToB, JobaBneHne gaHHbIX B B v 1. n.
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NEPEYEHb COKPALLEHUN
B — 06a3a gaHHbIX

EMM  — egmHoe npoCTpaHCTBO Mosb3oBaTenemn

HXMI — HakonuTenb Ha Xe€CTKOM MarHUTHOM AuCKe

on — onepatmBHas NamsaTb

oC — onepauuoHHas cuctema creumanbHoro HasHadyeHus «Astra Linux Special Edition»
rno — nporpammMmHoe obecneveHune

MPO  — npasuna pasrpaHnyeHus gocTyna

C3n — cpeacTea 3aluTbl MHopMaLuum

CMNO — cneumanbHoe nporpammHoe obecneveHne

CYBA — cuctema ynpasneHus 6azamun gaHHbIX

oC — dhannoBasi cuctema

QUln  — anekTpoHHas umndposas noanuchk (B cootBetcTBuM ¢ FTOCT P 34.10-2012)

ACL  — Access Control List (cnnucok koHTponst goctyna)

ALD — Astra Linux Directory (egmMHoe npoCTpaHCTBO Nnonb3oBaTenemn)

CIFS — Common Internet File System (o6wwnin npotokon goctyna k hannam VIHTepHeT)

DHCP — Dynamic Host Configuration Protocol (npoTtokon gnHamnyeckon KoHUrypaumm xocTa)

DNS — Domain Name System (cuctema JOMEHHbIX UMEH)

FIFO — First-In, First-Out (nepBbiM npuwen — nepebiM 06CNYyXeH — gUCUUNIIMHA odepean)

FTP — File Transfer Protocol (npotokon nepegayv gannos)

GID — Group ldentifier (ngeHTUdMKaTOp rpynnbl)

HTTP — HyperText Transfer Protocol (npoTokon nepegayn runeprekcra)

IP — Internet Protocol (mexceTeBor npoTokon)

IPC — InterProcess Communication (MexnpoLeccHoe B3auMoaencTeume)

IMAP  — Internet Message Access Protocol (npoTtokon goctyna k coobLeHnsam B cetu VIHTepHeT)

LDAP — Lightweight Directory Access Protocol (nnerkoBecHbIn NpoTOKON AOCTynNa K cepBmMcam
KaTarnoros)

NFS  — Network File System (ceTeBasa annosas cucrema)

NTP  — Network Time Protocol (npoTokon ceTeBoro BpemMeHu)

NSS — Name Service Switch (gucnetyep cnyx6bl UMeH)

PAM  — Pluggable Authentication Modules (nogknto4aemble Moaynn ayTeHTUdMKaLUK)

PID — Process Identifier (ngeHTudumkatop npouecca)

SMB  — Server Message Block (6rnok coobuieHunin cepeepa)

SMTP — Simple Mail Transfer Protocol (npocTon NnpoTOKOS 3N1EKTPOHHOW MOYTbI)



37
PYCB.10015-37 31 01

SSH  — Secure Shell Protocol (npoTokon 3awuweHHon nepegayn nHoopmaumm)
TCP  — Transmission Control Protocol (npoTokon ynpasneHusa nepegaden AaHHbIX)
TFTP — Trivial File Transfer Protocol (npocTtenwwnin npotokon nepegayv gansnos)

uiD — User Ildentifier (ngeHTudukaTop nonb3oBartens)
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