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AHHOTALUA

Hactoswun OOKyMEHT SBMNSIETCA OMNUCaHMEM MNPUMEHEHUSI MPOrpaMMHOrO U3Aenus
PYCB.10015-37 «OnepaunoHHasi cuctema cneumarnbHoOro HasHadyeHusa «Astra Linux Special
Edition» (ganee no Tekcty — OC).

B nokymeHTe onucaHbl HasdHadeHne OC, ycnoBus ee NpMMEHEHNs], OnucaHve 3agayu, npu-
BeEHbl BXOAHbIE M BbIXOAHbIE AaHHbIE. Takke NpUBEAEHbI CBEAEHWUS MO MNONyYEHNO 0OHOBNEHWIA
OC.
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1. HASHAYEHUE MNMPOIrPAMMbBI

1.1. HasHauyeHuUe

OC npegHasHavyeHa ans:

- MCMNOMb30BaHNS HA aBTOMAaTM3MPOBaHHbIX Paboymnx MecTax OpraHoB rocyaapCTBEHHOMO
ynpasneHunsa npu obpaboTke rocygapcTBeHHbIX cekpeToB Pecnybnnkn benapyce;

- CO34aHnA CUCTEM 3aLmTbl MHpOPMaLUMN MHPOPMALMOHHBIX CUCTEM, NpeaHa3HaYeH-
HbIX Ang o6paboTkn MHdopmauumn, pacnpocTpaHeHue un (Mnn) NpeaocTaBneHne KoTopown
OrpaHuyeHo;

- co3gaHnsa cuctem MHopMaLMOHHON 6e30NacHOCTM KPUTUYECKN BaXHbIX O6BbEKTOB

nHpopmaTtusaumm (KBOW).
1.2. OCHOBHbIEe XapaKTepPUCTUKH

B coctaB OC BxogAaT cnegytowime KOMMNOHEHTbI:

- aapo OC;

- cpeacTBa ycTaHOBKM M HacTpownkn OC;

- CUCTEMHbIE N CEPBUCHbBIE YTUNUTI;

- BasoBble ceTeBble CryX0Obl;

- CpeacTBa opraHu3aumm eguHoro npoctpaHcTea nonb3osatenen (ENMM);
- nporpaMmmbl 3alnLLEHHON rpadnyeckon NogCUCTEMbI;

- cpencTBa ynpasneHust NporpaMMHbIMK NakeTamu;

- cpencTtBa ynpaBneHnss KOHUrypauusimu;

- CcpencTBa pe3epBHOro KOMMPOBaHUS U BOCCTAHOBMEHUS AAHHbIX;

- cpeacTsa BupTyanusauumn® ;

- CpeAcTBa KOHTeNnHepusaumm;

- cpencTBa KOHTPOMS MOAKITHOYEHUS CbEMHbIX MaLUMHHBLIX HOCUTENEN MHdopMauuu;
- 3alUMLLEHHbIN KOMMEKC NporpamMm nevaTn n yyeta JOKYMEHTOB;

- 3aLUMLLEHHbIN KOMMNEKC NporpamMmm rmnepTekcToBon o6paboTkM AaHHbIX;
- 3awmueHHas cuctema ynpasneHus 6asamun gaHHbIX;

- 3aLUULLEHHbIA KOMMEKC NPOrpamMm 31EKTPOHHOW NOYThI;

- MakeT OPUCHbBIX NPOrpamMmm.
1.3. BoamoxHocTun

OC npepocTaBngaeT criegytoLme BO3MOXHOCTH:

") 3pecb u panee — cosfaHve cpedbl BUPTyanuaauum obecneymBaeTcs Ans NPOLEeccOopoB, MOAAEPXKUBAKOLLIMX

TexXHONoruw BMnpTyanusaumun.
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1) yCTaHOBKY U (PYHKUMOHMPOBAHNE Ha CPEACTBaX BbIYUCIUTENBHOM TEXHWUKM C npoLuec-
COpPHOWN apxnTekTypon x86-64, a Takke nogaepXky nepndepmninHoro obopyaoBaHus;

2) yCTaHOBKY M (DYHKUMOHMPOBAHME HA CPEeACTBaX BbIYUCIIUTESNIbHON TEXHUKWN, OCHALLEH-
HbIX CEHCOPHbIM YCTPOMCTBOM YKa3aHusi Ha YyBCTBUTENbHOW 0BracTun akpaHa gucnnes
npyv NOMOLLM NPUKOCHOBEHUSA (TUNa «touch-screeny);

3) nopaepXKy OCHOBHbIX ceTeBbIX NpoTokosnos cteka TCP/IP;

4) cosgaHue 3alMLLEHHOM cpefbl BUpTYyanuaauuu;

5) opraHu3auuto ceTeBoro JOMeHa C LieHTpanmM30BaHHbIM XpaHEHUEM YYETHbIX 3anucen;
6) ueHTpanu3oBaHHOE ynpaBneHne KoHPUrypaunsamu;

7) nopaepXKy OTKa3oyCTOMYMBOrO pexuma paboThl;

8) paboty ¢ MynsTUMELUAHBIMW OaHHbBIMW;

9) paboTy ¢ penaunoHHbIMM 6azamun AaHHbIX;

10) paboTy C SNEKTPOHHOW NOYTOMN;

11) paboTy C rMnNepTekCTOBbIMU JAHHLIMU;

12) 06paboTKy TEKCTOBbLIX JOKYMEHTOB W1 3MIEKTPOHHbLIX TabnuL pasnuyHbiXx opMaTos.
1.4. PyHKUMM Ge3onacHOCTU

Cpegacta 3awmtbl nHdopmaumm (C3M) OC obecneunsator:
- MAEHTUUKaUUIO N ayTeHTUdUKaLNIO;

- OUCKPEeLMOHHOE ynpasneHne 4ocTynowm;

- MaHgaTHoe ynpasrneHue AoCTYNoM;

- peructpauuto cobbiTu 6esonacHoOCTy;

- OorpaHuyeHue nNporpammMmHoOn cpeabl;

- M30Nn4uM0 NPOLIECCOB;

- 3aWuTy namaTu;

- KOHTPOSIb LeNTOCTHOCTMU;

- obecneyeHne HagexXHOro YHKLUMOHNPOBAHWS;
- unbTPaLMIO CETEBOrO MNOTOKA;

- MapKupOBKY JOKYMEHTOB;

- 3aWuTy cpeabl BUpTyanusauum;

- KOHTPOI1b NOAKMIOYEHNA CbEMHbLIX MALLUNHHbLIX HocuTeneun Mchopmau,mm.
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2. ycnosumda nPUMEHEHUA

2.1. TpeboBaHMA K TEXHUYECKUM CpeacTBam

[na dyHKUMOHMpPOBaHUA Heobxoamma crneayrowas MMHUManbHas KoHgurypaums obopy-
AO0BaHUS:

- annapaTHas nnatdgopmMa — npoLeccop ¢ apxutektypon x86-64 (AMD, Intel);

- onepaTuBHas namsaTb — He meHee 1 ['b;

- 06bem cBOOOAHOIO ANCKOBOro NPOCTpaHCTBa — He MeHee 4 b.

[1ns ycTaHOBKM C HOCUTENSA AONOMHUTENBHO TpebyeTca:

- CTaHO4apTHbIN MOHUTOP;

- ycTponcteo YTeHus DVD-guckos nnu USB-uHTepdeinc.

[lns ycTaHOBKM NO CETM AOMNOMHUTENBHO TpebyeTcs:

- ceTeBas KapTa;

- nogaepxka B UEFI/BIOS BO3MOXHOCTM YCTAHOBKM NO CETMU;

- CTaHAapTHbIA MOHUTOP (MPU PYYHOW YCTAHOBKE MO CETH).
2.2. CoBmecTMMOCTb C 060pyaoBaHUEM

LtaTHOe, NpeaycMoTpeHHoe AoKyMeHTaumen, pyHkumoHmposaHme OC obecneunBaeT-
CH TONbKO Ha pekoMeHgoBaHHOM mnarotosutenem OC coBmecTumom obopyanoBaHun. [NepeyeHb
pPEKOMEHOYEMOTO K MPMMEHEHU0 060pyAOBaHMs, a Takke pernaMeHT cepTudmrkaunum Ha CoBMe-

CTUMOCTb OnybnuKkoBaHbl Ha canTe https://astralinux.rul
2.3. NMopspok akcnnyaTaumm

Mopsagok ycTaHOBKM, HAacTponkun u akcnnyatauyum OC ocyLLeCTBNSETCS B COOTBETCTBUN
C 9KCnsyaTtaunoHHon gokymeHTaumen cornacHo PYCB.10015-37 20 01 «OnepaumoHHasa cucre-
Ma cneumanbHoro HasHadyeHus «Astra Linux Special Edition». BegomMocTb akcnnyaTtaunmoHHbIX
OOKYMEHTOBY.

[ononHntenbHaa nHdopmaumsa o0 NOpsAKe SKCnyaTauum, a Takke BapmaHTbl peannaa-
UMM OTAENbHbIX peLweHnin ¢ ncnonb3oBaHnem OC npmBeaeHbl B pyKOBOACTBAX man, 3NEKTPOH-
Hon cnpaBke n3 coctaesa OC 1 Ha odumunanbsHOM MHAPOPMALIMOHHOM pecypce paspaboTyuka

https://wiki.astralinux.ru.
2.4. NNpaBoBOM acneKkT Ucnosib3oBaHUA (hpyHKLUMN 6e3onacHOCTU

lMpenoctaBnsgemoe npaBo Mcnonb3oBaHusa yHkumn OC, BKNoYas yka3aHHbIE B JyHK-
uumn 6e3onacHOCTK, onpeaensieTcs B 3aknto4aeMblX B COOTBETCTBUM C [pakgaHCKMM KOOEKCOM

Poccuiickoin denepalmm NULEH3MOHHbIX J0roBopax.


https://astralinux.ru
https://wiki.astralinux.ru

PYCB.10015-37 31 01

8

B 3aBMCHMOCTM OT NpeaocTaBieHHOro nonb3oBaTesnto npasa ncnonb3osaHus OC Ha ycno-

BUAX I'IpOCTOIZ (HeMCKﬂIOHMTeﬂbHOVI) JIMUEH3N yCTaHOBIIEHO HECKOJIbKO BapnUaHTOB JIMLEeH3NpOoBa-

HUA, npegycMaTpmuBaroLLnX BO3MOXHOCTb KOMIMJ1EKCHOIO UCMOJ1b30BaHUA q.)yHKLI,I/IIZ ©esonacHocTu

OC.

CooTBETCTBUE BapyaHTa NIMLEH3NPOBAHNS U OOCTYMHbIX PYHKUMI Ge3onacHOCTM npuBe-

AeHo B Tabnuue . HanmeHoBaHwue ypOBHeVI 3alMEeHHOCTHN, And ynpoweHund pa6OTbI, coBnagaet

C HanMeHoBaHMeM BapunaHTOB JIMLUEH3NPOBaHNA, yCTaHOBJ1IEHHbLIX B JIMLUEH3MOHHOM OOroBope.

Taobnuuya 1

®PyHKuMs 6esonacHocTH

YpoBeHb 3alUULLEHHOCTU

6a3oBbIN YCUIEHHbIN MaKCMManbHbIN
HocTtynHo HocTtynHo
3amKHyTasi nporpaMmmMmHasi cpega HegoctynHo | (N0 ymon4yaHuio | (MO yMOM4YaHuio
BbIKITOYEHO) BbIKITHOYEHO)
HocTtynHo HocTtynHo
OuncTtka 0cBOGOXAAEMOW BHELLHEN NAMATH HegoctynHo | (N0 ymonuyaHuio | (MO yMOM4YaHuio
BbIKITOYEHO) BbIKITHOYEHO)
HocTtynHo HocTtynHo
MaHaaTHbIN KOHTPOSb LIeNOCTHOCTH HepocTynHo | (MO ymonyaHuio | (N0 yMOMYaHuto
BKIMOYEHO) BKIOYEHO)
HocTtynHo
MaHgaTHoe ynpaBneHue gOCTynom HepocTtynHo | HepoctynHo (no  ymonyaHuio
BKIOYEHO)
WpeHTudmkauma n ayteHTumnkaums HocTtynHo HocTtynHo HocTtynHo
[unckpeunoHHoe ynpasneHne 4oCTynom HocTtynHo HocTtynHo HocTtynHo
Pernctpaumns cobbitnin 6e3onacHoCT HocTtynHo HocTtynHo HocTtynHo
OrpaHuyeHne nporpaMmMHoON cpeapl HocTtynHo HocTtynHo HocTtynHo
M3ondauusa npoueccosB HocTtynHo HocTtynHo HocTtynHo
3awmTa namatm HocTtynHo HocTtynHo HocTtynHo
KOHTpOnb LenocTHOCTH HocTtynHo HoctynHo HocTtynHo
Ob6ecneveHne HagexHoro yHKUMoHUpoBaHusa | [JocTynHo HoctynHo HocTtynHo
dunsTpauusa ceTeBoro NoToka HocTtynHo HocTtynHo HocTtynHo
MapkupoBka JOKYMEHTOB HepoctynHo | HepocTynHO HocTtynHo
3awmTa cpeabl BUpTyanu3sawumm HocTtynHo HocTtynHo HocTtynHo
KoHTpOnb NogkniovYeHns CbeMHbIX MaLLUMHHbIX
. OoctynHo OoctynHo HocTtynHo
HocuTenen nHdopmauum
Wcnonb3oBaHue sapa hardened HoctynHo HoctynHo HoctynHo

Bbl60p BapuvaHTa NMMUeH3npoBaHNA OCYLLECTBIIAETCA MNMoJfib3oBaTerieM, NCxXoaqa U3 akTy-

anbHbIX MoAenen HapyLmMTens 1 yrpo3 U Apyrmx gakTopos.
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O6bem npegocTaBneHHbIX IMLEH3MOHHBIM JOFOBOPOM NpaB Ans UCNOMb30BaHUSA (PYHKLNIA
6esonacHoct OC onpeaenser BO3MOXHOCTb M0 JOCTUXEHUIO TpebyeMbix nokasaTernen 3awuiLeH-
HOCTM aBTOMaTU3NPOBaHHOM (MHAPOPMALIMOHHOM) CUCTEMBI, B COCTaBE KOTOPOWN 3KCnyaTupyercs
OC.

B nporpammHom o6ecneyeHnn OC B 3aBMCMMOCTM OT BbiIOpaHHOro BapnaHTa NULEH3n-
pOBaHUS NOSib30BaTeSO NPeaocTaBNAeTcsl BO3MOXHOCTb YCTAHOBKM U 3KCnnyaTtauun cpeacts
3aWmThl, peanuayrowmx pyHKuMmM 6e3onacHocTu, NyTemM Bbibopa B MEHIO NpOrpamMmMbl YCTaHOBKM
COOTBETCTBYIOLLENO YPOBHS 3aLLULLEHHOCTH.

BHUMAHMUE! Mpn npumeHeHnn OC Ha aBTOMATU3NPOBaAHHbLIX paboumx MecTtax npu
obpaboTke MHpopmaumn, cogepxallen cBeaeHusl, OTHECEHHbIE B YCTAHOBIEHHOM Mopsagke K
rocygapcTBeHHbIM cekpetam Pecnybnuku Benapycbh, AonyckaeTcs NpUMeHeHe TOMNbKO YPOBHS

3awuLeHHocTn « MakcmmanbHbIAY.
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3. MOPAAOK OBHOBJIEHUA OC

B uensax obecnevenus coorsetctBmsas OC TpeboBaHuamM 6e30nacHOCTU MHpopMaLmn B
4YacTu yCTpaHeHUs1 HeaeknapmpoBaHHbIX BO3MOXHOCTeN n yassumocTen OC ocylecTBnsieTca ee
TEeXHMYecKasi nogaepxka, npegycMaTpmBaroLLas Bbinyck oMepeaHoro (NnaHoBOro) U onepaTMBHOIO

(BHEO4YepeaHoro) o6HOBNEHUN.
3.1. OuepegHoe (NnnaHoBoe) OOHOBIEHME

OuepenHoe obHoBNeHMe npeactaBngaeT cobon 3aBoackune akemnnspbl OC, N3rotoBnex-
Hble B COOTBETCTBUN C KOHCTPYKTOPCKOWM (MPOrpamMMHON) U TEXHONOMMYECKON AOKYMEHTaLMEN,
AENCTByIOLLEN Ha MOMEHT U3rOTOBMEHUHA, C BHECEHHbIMU B Hee MOPSAKOM, YCTaHOBMEHHbIM
FOCT 2.503-2013, nnaHOBbIMU U3MEHEHUSIMMW.

OuepenHoe oBHOBNEHNE peLuaeT CreayrLmin KOMNNeKke 3agav:

- yCTpaHeHue KPUTUYECKUX N HEKPUTUYECKUX YA3BUMOCTEN;

- obecneyeHne ycoBepLUIEHCTBOBAHNSA (MO4EPHM3ALUNN) KOHCTPYKLMK;

- noaaepxka coBpeMeHHoro obopyaoBaHus;

- peanu3auus HOBbIX (PYHKLMOHAMbHbIX BO3MOXHOCTEW;

- obecneyeHne COOTBETCTBMUS akTyasibHbIM TpeboBaHMsiIM 6Ge30nacHOCTN MHAOPMaLNK;

- noBblWeHne yaobcTea Ncnonb3oBaHus, ynpasneHna komnoHeHtamm OC v gpyrue.

OuepenHoe ob6HOBNEHWE NpeaoCcTaBNAETCA NoNb3oBaTENAM MPU 3aKNYEHNN COOTBET-
CTBYIOLLENO JIMLEH3MOHHOIO 40roBopa Unu AOMNOMHEHNST K UMEIOLLEMYCS NMULEH3UOHHOMY OOrOBOpY,
a Takke B COOTBETCTBMU C MOMOXKEHNAMMU «JTMLLEH3NOHHOrO COornalleHns ¢ KOHEYHbIM MNOSb30-
BaTenem rno Ucnosib30BaHMIO OnepauyuoHHON CUCTEMbI CrieunanbHOro HasHadyeHna «Astra Linux
Special Edition».

MHpopmaums o Bbinycke ovepenHoro obHoeneHna OC pasmelyaeTcs Ha ouymansHOM
cante https://wiki.astralinux.ru, a Takke 4OBOAMTCA OO0 NUUEH3NATOB (NoTpebuTtenen)
C UCMNOMb30BaHNEM KOHTAKTHOW MHOpMaLMK, yKa3aHHOWN B 3aKNOYEHHbIX paHee NULEH3MOHHbIX
Aoroopax (4ONOMHEHMAX K NMULEH3MOHHBIM A0roBOpaMm).

B uenax nogaepxaHma MHPOPMaLMOHHBLIX (aBTOMATM3NPOBaHHbLIX) cUCTEM B 6e30nacHOM
COCTOsIHMM, obecneyeHuns nx paboTocnocobHOCTN COBMECTHO C COBPEMEHHbLIM 060pYyAOBaHMEM
N yBENUYEHUS CpoKa JKChnyaTtaumm, peKoMeHayeTca Ha NOCTOSTHHOW OCHOBE MNaHMpoBaTh U

OpraHvM3oBbIBaTb NPOBEAEHME MEPONPUATUIN NO NPUMEHEHNIO ovepeaHoro obHoBneHus OC.
3.2. OnepatuBHOe (BHeo4yepeaHoe) oOHOBNEHUE

OnepaTtnuBHoe OBOHOBMNEHVE peluaeT 3agadvy OonepaTUBHOIO YCTPaHEHUs] KPUTUYECKMX
ySI3BMMOCTEN U YS3BUMOCTEN BbICOKOINO YPOBHS OnacHOCTMB ak3emnnsipax OC, HaxogsLmxcs

B 3KCrJiyatauuun, a TakKe peanmsaunn (COBepLIJeHCTBOBaHI/IF!) HeobxoaMMbIX beHKLl,I/IOHaJ'IbeIX


https://wiki.astralinux.ru
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Bo3amoxxHocTen OC u npeacraBnsaet cobon GronneteHb 6€30MacHOCTU, KOTOPbIN MOXET ObiTb
AOCTYMNeH B BUAE:

1) WHCTPYKUMA N METOONYECKMX YKa3aHUIN NO HACTPOMKe MU 0COBEHHOCTAM aKCnyaTauum

OC, cogepxawmx cBeAeHNs1 0 KOMMNEHCUPYHOLLMX MEpPax UMM OrpaHUYEHnsx no npumMmeHe-

Huto OC npwu akcnnyatauuu,

2) oTAenbHbIX NPOrpaMMHbIX KOMMOHEHTOB 13 coctaBa OC, B KOTOpble BHECEHbI U3Me-

HEHUS C LeNbio YCTPaHEHNS YS3BUMOCTEN, MHCTPYKLUMIA NO X YCTAaHOBKE N HACTPOWKe,

a Takke MHMopmauum, cogepxallen cBegeHna 0 KOHTPOSIbHbIX CyMMax Bcex hannos

onepaTMBHOrO OGHOBNEHUS;

3) obHoBneHun 6e3onacHoOCTU, NPeACcTaBnsLWNX cobon ansi ¢ COBOKYMHOCTLIO NPo-

rPaMMHbIX KOMMOHEHTOB M3 coctaBa OC, B KOTOpble BHECEHbl U3MEHEHUSA C LIENbIO

YyCTpaHeHUs ys3BUMOCTEN, a Takke MHopMaLnn, coaepXallen CBe4eHUSI O KOHTPOSbHbIX

cymmax Bcex hannoB o6HOBNEHU 6e30NacHOCTU, YKa3aHWsi MO YCTaHOBKE, HACTPOMKE U

ocobeHHocTsam akcnnyaTtaumm OC ¢ ycTaHOBMEHHbIMX OOHOBIIEHMUSIMW BE30NacHOCTW.

O6HoBnNeHna 6e3onacHOCTU NPeACTaBnAT cobon OTAENbHbIE NPOrpaMMHbIE JOKYMEHTHI,
He npegycMmaTpuBalroLme BHECEHNS N3MEHEHNIN B KOMMIIEKT AOKYMEHTaLUMN odepegHoro o6HoB-
NEHNs, XapakTEPUCTUKN KOTOPOro NoATBEPXKAEHbI CEPTUPUKATOM COOTBETCTBUSA TpeboBaHMsaM
©e3onacHoOCTM nHdopMaumn. Takmm obpasom, ceptTudukar cCoOoTBETCTBMUA o4YepeaHoro obHoOB-
nenus OC, nocTaBnsiemMoro noTpedntTensamMm B KOMNNEKTHOCTU B COOTBETCTBMN C (POPMYNSApPOM,
SABNSETCA AEUCTBYHOLMM BHE 3aBUCMMOCTM OT BbiMyCcKa onepaTMBHOrO 06GHOBNEHUS.

OnepaTtuBHOe OBHOBIIEHNE coaepPXUT MHopMauuo 06 YCTpaHEHHbIX YA3BUMOCTSX U
npegocTaBnseTcs nonb3oBartensaM Ha 6e3B03Me3aHON OCHOBE.

JInueHsmnatbl (NnoTpedbutenn) onoBeLaTCa O BbiMYCKE M BO3MOXHOCTM MOfyyYeHust 0b-
HOBIIEHNA C UCMONb30BaHWEM KOHTAKTHON MHpOpMaLMK, yKa3aHHOW B NINLEH3MOHHbBIX JOrOBOpax
N OOMNOSTHEHUAX K HAM, NYTEM pasMeLLeHNs COOTBETCTBYIOLLEN MHopMaLmMM Ha orumnansHOM
canTe n Yepes NMNYHbIN KabuHerT.

OnepaTuBHOE OOHOBMNEHME HE ABNSIETCS CAMOCTOATESbHLIM MPOrpaMMHbIM U3OESNTUEM.
CepuiiHoe Npon3BoACTBO U NOCTaBKa (B TOM YMCrie Ha MaTtepuarnbHbIX HOCUTENSX) onepaTMBHOIO
0BGHOBMNEHNS HE NPeayCMOTPEHbI.

[loBeneHune onepatnBHOro oOHOBNEHMS A0 noTpedbutenen OCyLLECTBASETCA U3roToBK-
Tenem OC nyTem pacnpocTpaHeHusi MO CETAM CBA3W. VICTOYHMKOM nonyYeHus onepaTUBHOIO
obHoBNeHus aBnaeTca opuLmanbHbIi CanT N3roToBUTENS.

KoHTponb LenocTHocTn o6HoBneHM 6e30MacHOCTH OCyLLEeCTBNAETCA NpoBegeHNeEM AnHa-
MMYECKOro KOHTPOMS LEeNOCTHOCTU (pannoB C UCMONb30BaHNEM 3MEKTPOHHON LM pOBOM NOAMNCH

N pernameHTHOro KOHTpona LUesloCTHOCTU C UCMNOoJ1Ib30BaHNEM (byHKLI,I/II/I X3WnpoBaHN4a n aBToMa-
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TUYECKON CBEPKM MOSTYYEHHOrO 3HAaYEHMWs C STaNoHHbIM, YKasaHHbIM B crieumanbHoM dhaiine ¢

KOHTpPOJ1bHbIMKX CYMMaMM, BXoasdAwem B COCTaB oBbHoBNEeHM 6Ge3onacHoOCTH.



OcHoBHas 3agaya, pewaemas OC B npouecce cBoero yHKLUNOHMPOBaHUS, — obecne-
YyeHue nHTepdenca ana goctyna MO K yCTponCTBaM BbIMUCINTENBHOM CUCTEMbI NOCPEACTBOM
ynpaBreHns YCTPONCTBaMM U BblYUCAUTENbHBIMU NpoLeccamm n 3deKTUBHOIO pacnpeaeneHns
BbIYMCNUTENBHbBIX PECYPCOB MEXAY BbIYUCITUTENBHBIMU NpOLIeCCaMn B COOTBETCTBUMN C TpeboBa-
HUAAMW PYKOBOASALLMX OOKYMEHTOB MO 06eCcneyeHunto 3amTbl MHpopMaunn, pacnpocTpaHeHME n

(I/IJ'II/I) npegocrtaslieHne KOTOpOIZ orpaHm4eHo, B TOM 4ucrie Co,qep»(aLuePl cBeeHnA, OoTHECEHHbIEe
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4. ONUCAHUE 3AO0AYU

B YCT@HOBIIEHHOM MOPSIAKE K rocyAapcTBeHHbIM cekpeTam Pecnybnuku Benapychb.

[nsa peweHnss ocHOBHOM 3agayn pyHKuMoHupoBaHna OC oHa OEKOMMO3npyeTcs Ha

cnegyrowme Kraccbl 3agav.

3arpyska nporpamm B Ol 1 ynpaBrneHne ux BbiNOHEHNEM;

obecneyeHne MHOro3agaqyHoro pexxmma yHKLMOHNPOBaHUS (OAHOBPEMEHHOMO BbIMOS-

HEHUSI MHOXXECTBA MPOLECCOB);

pacnpenerneHne pecypcos BbIYNCIINTENBHOW CUCTEMBI mMexay npoueccamu;

ynpasrneHue pacnpeaenennem Ol mexay npoueccamMu U opraHn3aums BUpTyanbHOM

namaTu;

obecneyeHne OOCTyna K AaHHbIM Ha 3HeproHe3aBncuUMbIX HocuTenax (HXMI, ontuye-

CKMe OUCKM U Np.), OpraHn3oBaHHbIM B BUAe Hekotopoun OC;

BbINOSIHEHME MO 3anpPocy NporpaMM HU3KOYPOBHEBLIX onepauuin (BBOA-BbIBOA AaHHbIX,

BblAerneHne n ocBobOXaeHNe NamsiT1, 3anyck 1 3aBepLueHne NporpaMm 1 T. 4.);

npenocTaBreHe CTaHaapTU30BaHHOIO AOCTYNa NpPorpaMm K nepudepuinHbiM ycTpom-

cTBaMm (yCTpoMCTBaM BBOAA-BbIBOAA);

noaaepXka CTEKOB CETEBbIX NPOTOKOSOB;
obecneyeHne MHOronosb30BaTENbCKOro pexunma paboTbl;

obecneyveHne nonb3oBaTenbCckoro MHTepderica B cootsetcTeun ¢ 4.1}
naeHTMdKKaUmMa 1 ayTeHTUdmKaums B cootseTcTeum c 4.2}

opraHv3aumsi eQyMHOro NpocTpaHcTBa nonb3osatenei (EMM) B cootsetcTBum ¢ 4.3}
AMCKPELIMOHHOE yrpaBrieHne JOCTynoM B cooTBeTcTBum ¢ 4.4}

MaHAaTHoe ynpasreHvie JoCTynom B cootBeTcTBum ¢ 4.5

opraHv3aumst HaAeXHbIX BbIYUCIIEHWIA (M30MNSILMSI NPOLIECCOB) B cOOTBETCTBUM C 4.6}
obecneyveHre B3aMMOAENCTBUS MeXy npoLleccamu B cooTBeTCTBUM ¢ 4.6}
perncTpauus cobbiTuii 6eaonacHoCTy (NPOTOKONMPOBaHWe) B cooTBETCTBUM C 4.7}
O4MCTKa onepaTuMBHOW W BHeLLHel namaTn B cootBeTcTBuM C 4.8}

KOHTPOIb LeNOCTHOCTM B cooTBeTCTBMM C [4.9]

orpaHuyeHvie nporpammHon cpedbl B cootsetcTum ¢ 4.10;
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- duneTpaumsa ceteBoro notoka B coorsetcTeum ¢ 4. 11}
- obecneyeHne paboTbl B cpede BUPTyanuaauum (M3onsums BUPTyanbHbIX MaLLKH, pas-

rpaHMYeHne oCcTyna BUPTYyarnbHbIX MaLUUH K pecypcam U1 T.4.) B cootBeTcTBUM C [4.12]

MapKupoBKa AOKyMeHTOB B cooTBeTcTBuM ¢ 4. 13}

obecneyeHne paboTbl B OTKA30yCTOMYMBOM pexume B cOoTBeTCTBUM C (4.14;

obecnevyeHne HagexHoro OyHKLUNOHMPOBaHNSA B COOTBETCTBUM C [4.15]

- obecneyeHne goctyna k B[l B cootBeTCcTBUM C TpeboBaHMSMU N9 pasrpaHUyeHuns
AocTyna K MHopMaLmmn orpaHUYeHHOro JOCTyna, B TOM YUCre COAepXallen cBefeHuns, ,
cornacHo 4.16;
- obecneyeHne goctyna K MHopmaLmm Yepes cepBep rmnepTekcToBon ob6paboTkn gaH-
HbIX B COOTBETCTBMM C TpeboBaHUAMM ANA pasrpaHuYeHnsa aoctyna K uHdopmaumm
OrpaHWYeHHOro 4OCTyna, B TOM Y1cne coaepxallen ceegerus, , cornacHo [4.17]
- obecneveHne obMeHa coobLLEHNSMM IIEKTPOHHON NOYTLI B COOTBETCTBUN C TpeboBaHu-
AMU ONsi pasrpaHnyeHns 4ocTyna K MHopMaumm orpaHUYeHHOro JocTyna, B TOM vucrne
cofepxallen ceeaeHus, , cornacHo 4.18
Mpn mogenupoBaHun n onucaHum ynpaeneHna goctynom B OC Ha ocHoBe OCT P
59453.1-2021 ncnonb3yloTca cnegyowme TepMUHbI:
1) cybbeKkT gocTyna — akTUBHbIN KOMNOHEHT OC, AOCTYNbl KOTOPOro pernaMmeHTUpyoT-
Cs nonuTukamu ynpasneHnsa goctynomM. Hanpumep, npouecc, 3anyLieHHbI OT UMEHHN
Yy4YeTHOW 3anncu nonb3oBaTtens);
2) cywHocTb (00bekT focTyna) — naccuBHbIM KOMNoHeHT OC, AOCTyn K KOTOPOMY perna-
MEHTMPYETCS NONUTUKaMK yNpaBneHnsa OCTYNOM, NPy 3TOM UCMONb3YKTCS criegyoLmne
BMAbI CyLIHOCTeN (0OBbEKTOB JOCTYNA):
- CYLLHOCTb-06BLEeKT (06bEeKT) — naccmBHbIM kKoMnoHeHT OC, 4OCTyn K KOTOPOMY perna-
MEHTUPYETCS NONUTUKaMK yrpaBneHnst 4OCTYNOM, K YaCTsIM KOTOPOro MO OTAENbHOCTH
ynpasneHne OOCTYNOM He ocyllecTernseTca. Hanpumep, ann, ceteBoe coeiHeHNe
(dpann-cokeT), ycTponcTteo (dann-ycTponcTao), dann-obpas BupTyaribHOM MalUWHbI
UIN KOHTEerHepa, Kak cpeacTBa U3onsuum nporpammMmHon cpeabl;
- CYLLHOCTb-KOHTENHEpP (KOHTENHep) — NacCuBHbIN cocTaBHOM kKoMnoHeHT OC, goctyn
K KOTOPOMY perfiaMeHTUpyeTca NoNnTUKamun ynpasneHns 4OCTYNOM, COCTOSALLMIA U3
CYLLHOCTEN-00BEKTOB UMW CYLLIHOCTEN-KOHTEMHEPOB, K KOTOPbLIM MO OTAENbHOCTU

BO3MOXHO OCYLLECTBIeHMe yrnpasneHus Aoctynom. Hanpumep, kaTtanor, ToMm;
4.1. Ob6ecneyvyeHne Nosnb30BaTeNbCKOro UHTEepdenca

PelweHune 3agaun obecneveHms rpadnyeckoro nonb3oBaTeNbCKOro MHTepdernica OCHOBaHO

Ha ucnonb3oBaHmm X Window System, KoTopas UMeeT apXUTEKTYPY «KNUEHT-CepBeEpP». X-cepBep
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OTBeYaeT 3a B3aMMOAEeNCTBME C AUCMIIEEM U YCTPONCTBaMM BBoAA. KnNneHTbl coequHSATCAa C
X-cepBepom rokarnbHo (C ucrnorib3oBaHnemM cokeToB) unu yaaneHHo (TCP/IP).

[ns npegoTBpalleHnsa peanusaumm yrpo3 HapyLleHus KOHnaeHUMansHOCTU 1 LLernocT-
HOCTM MHOopMauun B obxon MaHAATHOro yrnpasrieHuss OOCTYNOM, B T.4. C UCNOSIb30BaHNEM
MEXaHM3MOB «KOMMPOBaHNA-BCTaBKMU» U «nepeTackuBaHunay (copy-paste n drag-and-drop), ans
nepeHoca MHopMauum U3 CeKpeTHOro AokymMmeHTa (OKHa) B HECEKPETHbIN B rpadouyecKon cu-
ctreme OC peanu3oBaH NOAX0L4 HA OCHOBE MOJSTHOIO pasfenieHnsi B COOTBETCTBMM C MaHAATHbBIM
KOHTEKCTOM (CoYeTaHneM ypoBHS M kateropui). NogobHbIn noaxon 03HaYaeT, YTO ANs Kaxaoro
MaHLaTHOrO KOHTEKCTa 3anyckaeTcs COOCTBEHHbIV X-cepBep 1, COOTBETCTBEHHO, rpadouyeckun
ceaHc. Mpwu rpacdmyeckom Bxoge B CUCTEMY NOSb3oBaTENO NpeanaraeTcs B cneyyansHOM gna-
nore BblbpaTb MaHAATHbIA KOHTEKCT M3 AOCTYMHbIX NOSIb30BaTENO YPOBHEN N/MNN KaTeropumn.
Hanee rpaduyeckasn ceccusa ByaeT BbINOMHATLCA B BblIOpaHHOM MaH4aTHOM KoHTekcTe. OgHo-
BPEMEHHO NONb30BaTeENEM MOXET ObITb BbIMOSIHEHO HECKOIMBbKO BXOAOB C pa3HbIMU MaHA4ATHbIMU
KoHTekcTamu. Ceccun n3onupoBaHsbl, U nepegada nHgopmauum Mexagy HUMM HEBO3MOXHA.

padmueckas nogcmnctema OC no3BoONsIET BHYTPU rpadpnyeckon ceccumn, BbiNONIHAEMON B
onpeneneHHoM MaHOAaTHOM KOHTEKCTE, 3anyckaTb NPUOXEHUS C APYrMM MaHAaTHbIM KOHTEKCTOM.
[Mpu aTOM ONs NpefoTBpaLLeHUs peanuaauun yrpo3 HapyLleHnsa KOHMaeHUManesHoCT1 U UenocT-
HOCTW MHopMaLuM B 06xo4 MaHL4ATHOro ynpasneHust 4OCTYNOM UCMONb3yeTcs cneumnarnbHbii
Moayrnb-paclumpeHme X-cepepa — XPARSEC. B mogyne ucnonbadyercs Habop «nepexsBaTynkoB»
(«hooks»), NnpegocTaBnsieMbli BCTPOEHHbLIM paclunpeHnem X-cepBepa — XACE. [pu nonyyeHuun
3anpocoB OT KMNMeHTa «nepexsaTtymkm» XACE nepegaroT yrnpasreHue u napameTpbl B XPARSEC,
KOTOPbIN aHanNn3npyeT apryMeHTbl 3arnpoCcoB U B COOTBETCTBUM C YCTAHOBIIEHHbIMU MpaBunaMm
pasrpaHnu4yeHnsa OoCTyna paspeLlaeT unu s3anpeLlaeT BbinosiHeHMe 3anpocos knveHta. B OC
MaHAAaTHbIW KOHTEKCT CYMTBLIBAETCS MPU KaX4oM 3anpoce KnueHTa.

[Onsa obecnevyeHns BO3MOXHOCTM paboTbl NPUBUIIEMMPOBAHHOIO KINMeHTa (MeHeoxepa
OKOH), KOTOPOMY HeOBX0AUMO BbIMOSHATL HEKOTOPbIE 3anpochkl K X-cepBepy HE3aBUCUMO OT MaH-
AAaTHOro KOHTEKCTa CBoen MeTkn 6e3onacHoCcTu, B cneumanbHom danne (/etc/X11/trusted)
pasmMeLlaeTca nHopmauma ¢ ykazaHMeM MorHoro nyTu 3anycka. [Npu nokansHOM coeanHeHum
X-cepBep nonyyaet PID (vageHTudmkaTtop npouecca) kKnueHTa, onpegensieT nyTb 3anycka v npum-
BUnernn knveHta. MeHegxkep OKOH MOXET nonyyaTb MeTKn 6e30MacHOCTM OKOH M Ha OCHOBE
peanusoBaHHoro B OC crneyunanbHOro paclumpeHms X-npoToKosa BbINOMHATb NPUBMIErMpoBaHHbIe
onepauun.

B coctaB rpadumyeckon nogcuctemsl OC BxoauT pabouunn cton nonb3osatens Fly, nHre-
rPUPOBaHHbIN C BHEAPEHHBIMU B X-CepBeEpP MexaHu3MaMu 3awnTbl MHdopmaumm n obecnevmsato-
LM oToBpaXkeHme:

- MaHOAaTHOINo KOHTeKCTa ceCC Ha NaHesrnn 3agav,
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YPOBHSI KOH(OUAEHLUMANBHOCTU KaXKA0ro OKHa;

YPOBHHA KOH(bM,D,eHLI,I/IaJ'IbHOCTI/I BO BCEX MPUITOXKXEHNAX pa6oqero cTona,

3anycka npuiioxeHma ¢ padHbiIMi MaHOaTHbIMU KOHTEKCTaMU;

YPOBHS1 JOBEPEHHOCTWN OKHA AN NOKanbHbIX U YAANEHHbIX NPUNOXEHU (B yaaneHHOM
pexvume OyayT LBETHAs paMKka, COOTBETCTBYOLLAA MeTke 6e30MacHOCTU, N MYyHKTUPHaS).
Ipadpmyeckasn nogcuctema OC rotoBa Kk paboTte ¢ cobnogeHeM MaHaaTHOro ynpasnieHus

AOCTYMNOM HernocpeacTBeHHO nocne yctaHoBkn OC 6e3 npoBeaeHnsa 4ONOSHUTENbHBIX HACTPOEK.
4.2. UpeHTudnkauma n ayteHTudmnkaumsa

PelweHne 3agaun naeHtndmkauum n ayteHtudgmkaumm nons3osarenen B8 OC ocHoBbIBa-
eTcs Ha ucnonb3oBaHun mexaHmama PAM, koTopbi npeactaBnsieT cobon Habop pasgensieMbix
onbnuotek (Mogynen), C MOMOLLbI KOTOPbIX aAMUHUCTPATOP MOXET OpraHM3oBaTb npouenypy
ayTeHTU(prKaLumm (NoaTBEPXKAEHME NOASIMHHOCTIN) Nonb3oBaTenen NpuKnagHbIMM NporpaMmMamu.
Kaxxabii mogynb peanudyeT COOCTBEHHbIN MeXaHn3Mm ayTeHTudmkaumn. MameHas Habop n nops-
OOK criefoBaHus Mogynemn, MOXXHO NOCTPOUTL CLueHapui ayTeHTudukauumn. NogobHein noaxon
No3BONSIET NU3MEHATL NMpouenypy ayTeHTUdukauum 6e3 naMeHeHUs UICXOAHOro Koda 1 NoBTOp-
Horo komnunupoBaHna PAM. CueHapun ayTeHTUdMKALUM ONUCHIBAKOTCS B KOHPUTYpaLMOHHbIX
dannax.

Ecnun OC He HacTpoeHa gns pabotsl B ElNM, To ayTeHTUDMKaLMA OcyLlecTBAsSETCA C NOMO-
Wwto nokaneHon B nonb3osartenen. MNMpn ncnonesosanun ENMN ayteHTUMKauna nonb3osartenen
OCYLLEeCTBNSAETCSH LeHTpanu3oBaHHO no npotokony Kerberos.

B OC peanusoBaHa BO3MOXHOCTb XpaHeHUs1 ayTEHTUPUKALNOHHON MHGOPMALMKN NONb30-
BaTenen, norlyd4eHHOM C ucnonb3oBaHnem xaw-pyHkumm no [OCT P 34.11-2012
(FTOCT P 34.11-94).

4.3. OpraHm3auma egqUHOro NpocTpaHCTBa NONb3oBaTenen

PeweHune 3agayn oprannsauum ElMMM (co3gaHne gomeHa) obecneynBaer:

CKBO3HYIO ayTeHTUUKaLUIO B CETH;

LieHTpanu3aumio xpaHeHns nHdopmaLummn o6 okpyXeHun nonb3oBartenen;

LEeHTpanmM3aumio XpaHeHNa HAaCTPOEK CUCTEMbI 3aLUTbl MHOpPMaLUUKM Ha cepBepe;

- MHTerpauuio B JOMeH 3awmieHHblx cepeepoB CYB[], anekTpOHHOM NoYTbl, TMNepTek-
CTOBOWM 06paboTKM AaHHbIX U NevaTu;

- LeHTpanu3oBaHHY HACTPOWNKY NpaBun permctpaumm cobbiTnuin 6e30nacHOCTN B pamMKax
OOMEHa3;

- Ll,eHTpaJ'IVI30BaHHbII7I YYEeT NogKrito4aeMblX yCTpOVICTB.
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CeTteBas ayTeHTU(MKAUUA M LEeHTpanM3aumsa XxpaHeHns nHopmMaumm ob OKpy>KeHum
nonb3oBaTensa nogpasymMeBaeT NUCNOSMb30BaHME OBYX OCHOBHbIX MEXaHU3MOB: NOAAEPKKN KPOCC-
nnatOpMEHHbIX CEpPBEPHbIX NPUNOXeHun ansa obecneveHns 6esonacHoctn NSS n PAM.

[ns peanusauunn yganeHHonm ayteHTudmkaumm ncnonbdyetcs cnyxba katanoros LDAP
B Ka4eCTBEe UCTOYHMKA AaHHbIX Ansi 6a30BbIX CUCTEMHbIX CNYX6 Ha ocHoBe MexaHn3amoB NSS u
PAM. B peaynberate Bcs crnyxebHast Hopmauma nosib3oBaTenen ceTu MOXeT pacnonaratbecs
Ha BblAENEeHHOM CepBepe B pacnpeneneHHon reteporeHHon ceteson cpeane. [JobaBneHne HOBbIX
ceTeBbIX NONb30BaTeNen B 3TOM Criyyae Npom3BoANTCS LIEHTPanM30oBaHHO Ha cepBepe CnyXobl
katanoroB. CeTeBble cnyx6bl, NOAAEPKMBAOLLME BO3MOXHOCTb ayTEHTMMKALMN NONb30BaTeNeN,
MOTYyT BMECTO JlIOKasbHbIX YYETHbIX 3anucen ncnonb3oBaTb katanor LDAP. AaMuHucTpatop MoxeT
LeHTpann3oBaHHO yNpaBnATb KOHUrypaunen cetu, BKNoYasa pasrpaHuyeHe 4ocTyna K CeTeBbIM
cnyx6am.

Bnarogaps npegoctasneHuto nHgopmauuun LDAP B nepapxuydeckon gpesoBmaHon hopme
pasrpaHudeHue gocTyna B pamkax cryx6bl katanoros LDAP MoxeT 6bITb OCHOBaAHO Ha BBeOEHUN
AoMeHoB. B kadecTBe JomeHa B faHHOM crnyyae Byaet BbiCTynaTtb nogaepeso criybbl katanoros
LDAP. Cnyx6a katanoroB LDAP no3sonseT pasrpaHMynBatb AOCTYN NONb30BaTENEN K pa3HbIiM
nogaepeBbsaM Katanora, Xotd no ymonyaxHuio B OC peanuayetcs cxema ogHOro JoMeHa.

CkBO3Has goBepeHHasi ayTeHTUduKaumsa peanuayercsa TexHonornen Kerberos.

LieHTpanuaauma xpaHeHus nHpopmMaumm 06 OKpy>XeHUU nonb3oBaTenen nogpasymeBa-
eT TakkKe W LueHTpanM3oBaHHOe XpaHeHue OOMalUHUX KaTanoroB nonb3oBartenen. nga aTtoro
ncnons3dyetcsa ceteBas 3awmweHHaa ¢C CIFS.

B cpege OC nonb3oBaTtento NocTaBreH B COOTBETCTBUE psig aTpuOyTOB, XapakTepusyo-
LMx ero MaHgatHole npaea. KoHuenuusa ENMNMN nogpasymeBaeT XxpaHeHWe CMCTEMHOW MHGOpMaumnm
0 nonb3oBartene (BKrYyas OOCTYMNHblIe MaHA4AaTHbIE YPOBHU U KaTeropun) LeHTpanm3oBaHHo. B
AaHHOM criydae Bcs MHopMauus xpaHutcsa B cnyxbe katanoros LDAP.

MHopmauusa o mangaTHbIX aTpubyTax nonb3oBaTenen XpaHUTCs nokasnbHO B COOTBET-
CTBYIOLLNX KOH(UIypaLMOoHHbIX dhannax. [Npu nameHeHun KoHpurypaumm cuctemMol 4515t UICNOSb30-
BaHMS B CETEBOM KOHTEKCTe MaHAaTHble npaBa nonb3oBaTtenen JOMKHbI NepeMecTUTbCs Berep 3a
OKpY>XeHMeM nosnb3oBaTtens (MaeHTUgUKaTopbl Nonb3oBaTenen, rpynn, AomMallHue KaTtanoru u np.)
B cnyx06y katanoros LDAP. [locTtyn K MaHOaTHbIM aTpubyTam nonb3oBaTesien oCyLLeCcTBsSETCS
C UCMonb30BaHMEM NMPOrpamMMHOro nHTepderica nogcucremsl 6esonacHoctn PARSEC. [JaHHbIN
NHTepdenc No3BoNSET MONy4YUTb U3 COOTBETCTBYIOLWEro KOH(UrypaumMoHHoro canna nHgop-
Mauuo 06 NCTOYHUKE AaHHbIX Ans MaHgatHblx C3U cuctemsl. 1o ymonyaHuoo ncnonb3yrTes
nokasnbHble TekcToBble dannbl. [pu pabote OC B ceTeBOM KOHTEKCTE B Ka4yeCcTBe UCTOYHMKA
AaHHbIX BbICTynaeT cnyxba katanoros LDAP. [NepekntoyeHne KOHTEKCTa NPoOn3BoauMTCsa NyTem

MpaBKN COOTBETCTBYIOLLErO KOHpUrypaLMoHHoro dana.
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Ona ynpaenenus ENMM B OC Bknto4veHbl cnyx6bl ALD n FreelPA, koTopbie oTnn4yaroT-
CH YPOBHSIMU pa3BepTbiBaHMUA N MacwTabupoBaHus. OHU GasupyroTca Ha TexHonorusx LDAP,
Kerberos n Samba, npegoctaensioT rpadpuyeckme nHTepgencsl ynpasneHnss 1 agMMHUCTPUpOBa-
HUSA N aBTOMATU3MPOBAHHY HACTPOWNKY BCeX HeobXxoanmbix harnoB KOHUrypaumm BXogsaiimx B

HUX cnyx0.
4.4. InckpeunoHHOe yrnpaBrieHne A0CTYyNnom

PelieHne 3agayn OUCKPELMOHHOIO ynpasneHust JOCTYNOM OCHOBAHO Ha peanu3aumn B
OC coOoTBETCTBYIOLLIEIO MEXaHM3MaA.

B OC mexaHn3m gMCcKpeumOoHHOro ynpasneHnsa OCTyrnom obecnevmBaeT NpoBEpPKy AUC-
KpeumnoHHbix MNP, dopmupyembix B Buge 6asosbix MNP onepaumoHHbIX cuctem cemenctaa Linux
N NpeacTaBrieHHbIX B BUAe naeHTugumnkatopos cyobektoB (naeHTudukatop nonb3osartens (UID) n
naeHtudpukartop rpynnel (GID)), umetowmnx gOCTYN K CYLLHOCTAM (Y4TEeHME, 3anncb, UCMNOSNTHEHME).
Kpome Toro, ans dopmmnpoBanus guckpeumoHHbix MNP B OC ncnonb3yrTcs CIMCKU KOHTPONs
poctyna (ACL) n mexaHn3mM CUCTEMHBIX MPUBUMErNiA onepaLMoHHbIX CUCTEM ceMencTsa Linux.

B coctaB OC BxoadaT 3awmuieHHble Komnnekcol nporpamm: CYB[, anekTpoHHOM NoYThbl K
r’MNepTeKCToBOM 06pabOTKN AaHHbIX.

B 3awwmieHHbIX KOMnnekcax nporpamMmm 3reKTPOHHOM NOYTbl U FTMNepTEKCTOBOM 06paboTku
AaHHbIX 3alLnLL@eMbIMN CYLLHOCTAMU aBNSATes cywHocTn ®C. Takum obpasom, AUCKpeLMOHHOe

yrnpasneHne JOCTYNOM K HUM oBecrnevmBaeTcs Takke, Kak U K Npoynm cylHoctam dC.
4.5. MaHgaTHoe ynpaBrieHMe AOCTYNOM U MaHAAaTHbLIM KOHTPOSb LeNIOCTHOCTHU

PelweHne 3agay maHgatHoro ynpasneHust 4OCTYNOM U MaHOATHOrO KOHTPOMS LIENOCTHO-
ct1 B OC BbINOMHAETCA COOTBETCTBYOLLMMN MEXaHU3MaMW.
MaHgaTHoe ynpasrneHue OCTYNoM U MaHAaTHbIM KOHTponb uenoctHocTn (MKL) peanu-

3oBaHbl B sgpe OC 1 3aTparvealoT crnegyloLmne noacmcTeMbl:

mMexaHusmsbl IPC;

ctek TCP/IP (IPv4, IPv6);

®C ext2/ext3/extd/XFS;

ceteBble PC CIFS, OCFS2, Ceph;
@C proc, tmpfs.

MaHpgaTHOE ynpaBsneHune gocTyrnom obecneumBaet 3alunTy OT yrpos ©e3onacHoCTu, CBsI-
3aHHbIX C BO3MOXXHOCTbIO npegHaMepeHHbIX Ui OLINBOYHbBIX 4ENCTBUIM NONb3oBaTenemn no ns-
MEHEHUIO NnpaB AOCTYyNa K CYLLUHOCTAM, BJlagelibLaMn KOTOPbIX ABIAKOTCA MOJib30OBaTESIN, YTO HE
3arpeljaetcd metogomMm OUCKpeunoHHOIo yripaBlieHUd OoCcTyna.

Ons peannsaumn MmaHgaTtHoOro ynpasneHuda oCTtynomMm Ncnosrb3yrTCAd KJ'IaCCl/ICbI/IKaLI,MOH-

Hble MeTKW JOCTYyMna, Ha3HavyaeMble A4 Kaxaoro cybbekTa u CyLHOCTH, — CryebHble aTpubyThl,
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npeacraensaowme cobom KOMOMHaALMIO nepapxXMYeCKNX ypoBHEN KOHOMAEHLUMANBHOCTU (CTENEHEN
CEKPETHOCTMN) U HEMEPAPXNYECKNX KaTeropmn KoHpunaeHumaneHocTn. CyLHOCTSAM Takke MoryT
ObITb NPUCBOEHbI AOMNONHUTENbHbIE aTPUBYTLI AN MaHAATHOrO ynpaBfeHns 4OCTYMNOM.

MaHngaTHoe ynpaBneHne JOCTYNnoM MO3BOSISeT MUHUMU3NPOBATb UMW UCKMKOYUTL BO3-
MOXHOCTb peanunsauun MHPOPMaLMOHHO-TEXHNYECKNX BO3OENCTBUA B pe3ynbrate NnonyyvyeHus
HEeCaHKLMOHNPOBAHHOMO AOCTYNa K 06bekTam 3amTbl pa3fnYHbIX YPOBHEN KOHMAEHUNANbHO-
CTW.

MKL| obecneunBaet 3awmTy NPOLECCOB BbICOKOrO YPOBHS LIENOCTHOCTU (CUCTEMHBIX U
NPVBUNErMPOBAHHbLIX) OT HECAHKLIMOHMPOBAHHOMO AOCTYNa U yNpaBneHusl, YTO NO3BOSSIET UCKIIO-
YUTb BO3MOXHOCTW MOBbILLEHUS MPUBMErNIA NONb30BaTENEN 1 YNpaBleHnss TakuMu npoLeccamMmm B
crny4ae Mcnornb3oBaHUsA AedekToB/ya3BMMOCTEN B NPOrpaMMHOM obecnevyeHnn MHpopmMaLMoHHON
CUCTEMBI.

Ona peanusauun MKL cybbekTam (Npoueccam, B T.4. 3anyLLieHHbIM OT UMEHU NONb30Ba-
Tens) u cywHocTam (pannam, katanoram, Coketam U T.Mn.) NPUCBaMBaOTCA YPOBHU LIENOCTHOCTH
(MeTkn uenoctHocTn). CyLLHOCTAM Takke MOoryT ObiTb MPUCBOEHbI AOMNOSTHUTENBbHbIE aTPUOYThI
ans MKLL.

MpuHATUE pelleHns O 3anpeTe unu paspeLleHnn octyna cybbekTa K CyLHOCTU NPUHN-
MaeTcs Ha OCHOBe Tuna onepauum (4TeHne/3anmcb/MCnonHeHne), MeTkn B6esonacHocTn cybbekTa
(knaccudurKauMOHHON METKM U METKM LeNOCTHOCTU) U METKM 6e30MacHOCTM CyLHOCTU (Knac-
CUMPUKALNOHHON METKN U METKM LeSIOCTHOCTM), a Takke Ha OCHOBE MPUCBOEHHbLIX CYLLHOCTH
AONOMHUTENbHbLIX aTPpUBYTOB A1 MaHAATHOro ynpaeneHus goctynom un ans MKL,.

Peanusauna maHgaTHOro ynpaeneHnsa 4OCTYNOM U MaHAATHOrO KOHTPOMS LENOCTHOCTH
B OC onuncaHa B gokymeHte PYCB.10015-37 97 01-1 «OnepaumoHHasa cnctema cneumyanbHOro
HasHayeHus «Astra Linux Special Edition». Pykosogcteo no KC3. Yactb 1»

Cuctema Linux-npusunernn OC, npegHasHavyeHHasa ons nepegayvv otaenbHbIM Nofb30Ba-
Tensam npaB BbIMNOIHEHUSA ONpeaerieHHbIX aaMUHUCTPaTUBHbLIX AencTeBun, pacumpeHa PARSEC-
npusunernaMmn. [laHHole npuBmunernn otHocAatcsa k cucteme PARSEC u o6ecneumBatot paboty ¢
MeXaHWU3MOM MaHAATHOro ynpasrneHue AOCTYMNOM.

PARSEC-npuBunernn HacnegyroTca npoueccaMmm oT CBOUX «poauteneny». lNMpouecchl,
3anyLleHHble OT MMEHM Cynepnonb3oBaTens, HE3aBMCMMO OT HamNMYnUS Y HUX NPUBUMETMI, UMEIOT
BO3MOXXHOCTb OCYLLECTBNATb BCE NEPEeYNCIIEHHbIE NPUBUIErMPOBaHHbIE AeNcTBUSA. NepeyeHb n
onucaHne PARSEC-npusunernn npueegeHsl 8 PYCB.10015-37 97 01-1.

B kayectBe ocHoBHOM ceteBon OC mcnonbayetcs CIFS, koTopas siBNSeTcs paclunpeHnem
SMB 1 nopgaepxmBaet atpndytel PC UNIX n nmeet orpaHMYeHHy0 NoaaepKKy pacluMpeHHbIX
aTpubyToB. [JaHHas ®C WmMpoKo pacnpocTpaHeHa n paboTaeT B reTeporeHHbIX cetax (noaaepxu-

BaeTcs MHorummn OC), a Takke nogaepxmsaeT ayteHTUmkauuio cpeactsamm PAM n Kerberos.
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BaaumopgencTteue npm nomowm ceteoro npotokona IPv4 (IPv6) ocywectensieTca yepes
NpOrpamMMHbIN MHTEPENC CYLLLHOCTEN OOCTYNa, ABNAIOLWMNXCA dNeMeHTaMn MEXNPOLLECCHOro
N CEeTEeBOro B3aMMOLENCTBUSA (Hanpumep, CeTEBbLIX COKETOB), KOTopble obecnevnBaoT obmeH
AaHHBIMW MeXay npoueccamun B pamkax ogHoN unn Heckonbknx OC, 06beguHEHHbIX B NTOKanNbHY0
BbIYUCITUTENBHYIO CETb.

[nsa nogaepXkn MaHOATHOrO ypaBfieHMst AOCTYNOM B CETeBble NakeTbl MpOToKona
IPv4 (IPv6) BHeapstoTCs KrnaccudukaunmoHHble MeTKU. [opssiaok NpUcBoeHnsa knaccudukaum-
OHHbIX METOK M UX popmaT COOTBETCTBYET HauuoHanbHomy ctaHgapty OCT P 58256-2018.
lMprem ceTeBbIX NakeToB nogynHsaeTca MaHaatHbiM NP, CnegyeTr oTMeTUTb, YTO MeTKa cokeTa
MOXET MMETb TUIM, NO3BONSAIOLMNIN CO3aaBaTb CETEBbIE CEPBUCHI, MPUHUMAIOLLME COEANHEHNS C
no6bIMN YPOBHSMU CEKPETHOCTH.

Mpn HeobxogmmocTn ons obecneveHns LEenoCTHOCTM 3arofnioBka IP-naketoB, coaepxalle-
ro KnaccuukKaunoHHyo MeTKy, AonycKkaeTcs npuMeHeHne nporpammHoro cpegcresa OpenVPN.
OnuncaHune ucnonb3oBaHus OpenVPN npuseageHo B aokymeHTe PYCB.10015-37 95 01-1 «One-
pauMoHHas cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBoactso
agMuHucTpartopa. Yactb 1».

OTcyTCTBME METKM Ha CYLLIHOCTW OOCTYNa 9KBUBANEHTHO HyneBon meTke 6e30nacHOCTU.
Taknm obpasom, aapo OC, B KOTOPOW BCE CYLLUHOCTU N CYyObeKTbl JOCTyNna UMEKT YypOBEHb
CEKPETHOCTUN «HECEKPETHO», PYHKLUMOHUPYET aHaNorm4yHo CTaHgapTHOMY SApy onepaumoHHON
cuctemMbl cemencTaa Linux.

[nsa psga ceteBbix cepsucoB (cepBepa LDAP, DNS, Kerberos u 1. 4.) Heobxoanmo obec-
NeYNTb BO3MOXHOCTb UX paboTbl C KNMEHTAMN, UMEIOLLMMM PasHbIi MaHOATHbIA KOHTEKCT 6e3-
onacHocTu, 6e3 BHECEHNA N3MEHEHNI B NCXOOHbIE TEKCTbl CEPBMICA.

OGecnevyeHne maHAATHOrO ynpaBneHns JOCTYNOM B 3aLUMLLEHHbIX KOMMSIeKcax nporpaMmm
rMNepTekCcToBOM 06paboTKM AAHHbBIX U 3NEKTPOHHOW MOYTbl peanmM3oBaHO Ha OCHOBE NPorpamMmm-
Horo nHTepdenca 6udbnunortek nogcnucremol 6esonacHocTn PARSEC. Ha cepBepax kKoMnnekcoB
nporpaMm rmnepTekcToBor 06paboTKn AaHHbLIX U ANIEKTPOHHOM NOYThI NpM 06paboTke 3anpocos
Ha coeanHeHWe BbINOMHAETCS NoyyYeHne MaH4aTHOrO KOHTEKCTa COeAMHEHNs, YHacneaoBaHHOro
oT cybbekTa (npouecca). CokeT cepBepa, OXnaarLmnn BXoasLwmx 3anpocoB Ha coeguHeEHue,
paboTaeT B KOHTEKCTE npouecca, UMeLero NpuBmUNernio Ans npyuema CoeanHeHnin ¢ niobsimm
YPOBHSAMUN CEKPETHOCTW.

lMocne ycTaHOBKM COEaANHEHWST U YCNELLHOMO NPOXOXAEHUs npoueaypbl naeHTugmnKaumm
N ayTeHTudmnKauumn nonb3oBaTtens npouecc cepepa, obpabaTbiBatowmnin 3anpockl Nosfib3oBaTens,
nepeknyaeTcsl B KOHTEKCT Be3onacHOCTM nonb3oBaTtens, copacbiBaeT npmsunerum, obpabartboia-

€T 3anpocChbl Nosfib3oBaTenAa U 3aBeplLUaeTcA.
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B komnnekce nporpamm rmnepTekcToBon 06paboTkm AaHHbLIX NONb30BaTerNb MonyyaeT
AO0CTynN K pecypcam, asnsowmmcs cywHoctamm OC. Komnnekc nporpaMm 3neKTPOHHOW NOYThI
ncnonb3dyeT TexHonorno maildir, o6ecneuynBaroLLyo XpaHeHne NOYTOBbLIX COOOLLEHA B BUAE
oTaenbHbIX cywHocTen ®C. Co3gaBaemble dansibl NOYTOBbLIX COOOLLEHNN MapKUPYHOTCA METKaMK
6e3onacHOCTK, yHacnegoBaHHbIMKM OT Npouecca-co3gartens. Takum obpasom, B 060mx Komnnekcax
nporpamMmMm pecypchbl, K KOTOPbIM OCYLLIECTBNSETCA LOCTYN OT MMEHW CepBepHbIX MPOLECCOB,
obpabaTbiBatoLLMX 3anpockl Nosib3oBaTtenen, aBnaTca cywHoctamm ®C. CnegosaTenbHO, AOCTYN
K 3almiaemblM pecypcam npu npmeme n obpaboTke 3anpocoB Monb3oBaTenen B npolecce
YHKLUMOHNPOBaHUS CEPBEPOB KOMMMEKCOB NPOrpaMmm rmnepTekcToBOM 06paboTkn AaHHbLIX U

3NEKTPOHHOW NOYThI NoAYnHAETCs MaHaaTHbIM MPL.
4.6. N3onauua npoueccoB

PeleHune 3agaym nsonauum npoLeccoB OCHOBaHO Ha apxutektype sapa OC.

Anpo OC obecneumBaeT 4nsi KaxaAoro npouecca B cucteMe cobCcTBEHHOE M30NMPOBAHHOE
agpecHoe NpPOCTPaHCTBO. [JaHHbIN MeEXaHM3M M30MSALMM OCHOBaH Ha CTPAHUYHOM MEeXaHu3me
3alMTbl NAMATH, @ TaKKe MexaHM3me TpaHCNSAUMM BUPTYanbHOro agpeca B omsmyeckuin, nogaep-
XuBaemMbli Moayrnem ynpasneHus namaTtbio. OgHM K Te XXe BUpTyarbHble agpeca (C KOTopbIMK
n paboTtaeT npoueccop) NnpeodbpasyoTca B pasHble hunanyeckme ans pasHbiX agpecHbIX Mpo-
cTpaHcTB. Mpouecc He MOXET HECAHKLMOHNPOBAHHBLIM 06pa3oM NOMnyYnTb JOCTYN K MPOCTPAHCTBY
ApYroro npouecca, T. K. HENpPMBUNETNMPOBaHHbIVA NONb30BaTENLCKUIA MPOLECC NULEH BO3MOXHOCTM
paboTaTb C M3MYECKON NAMATLIO HANPSAMYIO.

MexaHnam pasgensdemMon namsaTn ABASETCA CaHKLMOHUPOBAHHLIM CNOCOBOM MOny4YnTb
HEeCKONbKMUM npoLeccamM AOCTYN K O4HOMY Y TOMY Xe y4acTKy NaMsiTu U HaXoaUTCA Nog KOHTPONeM
OUCKPELMOHHbIX 1 MaHaaTHbIX [MPL.

AppecHoe NpOoCTPaHCTBO siapa 3alMLLEHO OT NPAMOro BO34eNCTBUSA NOSMb30BATENbCKUX
NPOLECCOB C MUCMOSb30BaHNEM MEXaHU3Ma CTPaHU4YHOM 3almTbl. CTpaHuMLUbl NPOCTPaHCTBA A4pa
ABNAIOTCA NPUBUIENMPOBAHHBIMU, N AOCTYN K HAM U3 HEMPUBUNETMPOBAHHOIO KOA4a Bbl3biBaeT
NCKITIOYEHME npoLeccopa, Kotopoe obpabaTtbiBaeTcss KoppekTHbiM obpasom ssigpom OC. EanH-
CTBEHHbIM CaHKUMOHMPOBaHHbLIM cnocobom goctyna k aapy OC 13 nonb3oBaTenbCKon NporpamMmmbi
SABNSAETCA MEXaHMU3M CUCTEMHbIX BbI30BOB, KOTOPbIA rapaHTUpyeT BO3MOXHOCTb BbIMOSIHEHUSA
nonb3oBaTeneM TONbKO CaHKLMOHNMPOBAHHbLIX AENCTBUN.

Takke B OC peann3oBaH MexaHM3M KOHTEMHEpM3aUnn, obecnevmBaroLnmn peXxmm n3ons-
LM NPOLIECCOB Ha YPOBHE onepauuoHHON cuctembl. OnmcaHme KOHTENHepU3auum NpueBeageHo
B4.12
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4.7. Pernctpauma cobbiTun 6e3onacHocTu

PelwweHune 3agaum pernctpaumm cobbituimm 6es3onacHoctn B OC peann3oBaHo Ha OCHOBE
pacLUMPEeHHON NOACUCTEMbI NPOTOKONMPOBAHUS, OCYLLECTBSOLWEN perncTpaunio cobbiTum B
ABOWYHbIE halnbl C NUCNOSMb30BaHMEM CNYXObl auditd.

Takke B OC peanuaoBaHa nogcmcrema permctpaumm cobbITuin, BbIMOMHAKOLWAA perncrpa-
umnto cobbITnn 6esonacHocTn ¢ yyetom TpeboeaHun MOCT P 59548-2022 «3awmTta nHcdopmauuu.
Pernctpaums cobbituin 6esonacHocTn. TpeboBaHua K pernctpmpyemon nHgopmaumny. MNMoacm-
cTemMa perucTpaumm cobbiTun obecneumBaet coop MHGoOpMaunm o cobbITUAX, B TOM YMcCrne O
cobbITnAX 6€30MacHOCTN, U3 pasnMYHbIX MCTOYHMKOB (Cnyx6a auditd, cOBCTBEHHbIE NoaKnoYvae-
Mble Moaynu, hannsl, npuknagHoe MO n gp.) u npegocTaBNAeT MHCTPYMEHTbI ANsi TpOCMOTpa
cobpaHHbIX AaHHbIX U pearnpoBaHNs Ha CoBbITUS.

B 6ubnunotekax nogcmuctembl 6esonacHoctn PARSEC peanusoBaH nporpaMmHbIN MHTEP-
denc ons NPOTOKONUPOBAHNA COBLITUI C UCMONBb30BaHMEM PaCLUMPEHHOW NOACUCTEMbI MPOTOKO-
nupoBaHus. [laHHbIN NPpOrpaMMHbIN MHTEPdENC NPUMEHEH AN pernctpauumn codbitun B CYB[
PostgreSQL.

4.8. Ouncrtka onepaTtMBHOM U BHELUHEN NaMATU

PeweHwne 3agaun ounctkm Ol ocHoBaHO Ha apxuTekType sapa OC, KoTopoe rapaHTupyer,
YTO OObIYHbIM HENPUBUETMPOBAHHbINA MPOLECC HE MONYYMT AaHHbIE YY>KOro npolecca, ecnm 310
SIBHO He paspelleHo MPL. 3T1o o3HayvaeT, 4To cpeacTBa B3aMMOLENCTBUSA MexXay npoLeccamm
KOHTponupytoTca ¢ nomolubto MNP, n npouecc He MOXET NONYyYNTb HEOUYULLEHHYIO NaMATb (Kak
onepaTuBHYH, Tak N OUCKOBYHO).

PelueHne 3agaym o4YNCTKM NAMATU Ha BHELLHMX HOCUTENSAX OCHOBAHO Ha peanu3auuu
MexaHn3ma, KOTOpbI ovMaeT Hencnonbdyemble 6nokn ®C HenocpeacTBEHHO NPU UX OCBOOOX-
AeHnn. PaboTta Ha3BaHHOrO MexaHn3amMa CHUXaeT CKOPOCTb BbINOMHEHNSA onepaumn yganeHus
N yceveHns pasamepa danna. MexaHmsm siBnseTca HacTpamBaeMbiM M NO3BONSET obecneyunTb
paboty ®C OC (ext2/ext3/ext4/xfs) B ogHOM 13 cnegyowmx pexmmoB:

- OaHHble NobbIX yaansembix/ypesaemblix dannos B npeaenax 3agaHHon ®C npensapu-

TENbHO OYMLLIAOTCA MACKUPYHOLLEN NOCNenoBaTENbHOCTbIO;

- gaHHble PC ocBoboXxaarTcsa 00bl4HBIM 06pa3om (6e3 NnpeaBapuTENBHOIO MacKMpoBa-

HKS).

Pexum pabotel C moxeT 6biTb BbibpaH agmuHuctpatopom OC n 3agaH B Buae napa-
MeTpa MoHTUpoBaHus PC.

Kpome Toro, B OC peanu3oBaH MexaHW3M BKITHOYEHUSA OYMCTKM aKTMBHbIX pa3nerioB

CTpaHM4YHOro obmeHa.
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4.9. KoHTposnb LenocTHOCTU

[ns peweHnsa 3agay KOHTPONS LEeNoCTHOCTM ucnonb3yeTtca bubnmoteka 1ibgost, B KOTO-
powv ANs BbIYUCNEHNSI KOHTPOMbHbBIX CYMM peann3oBaHbl (OYHKLUMW XELLMPOBAHNSA B COOTBETCTBUM
c NOCT P 34.11-94, TOCT P 34.11-2012 ¢ anuHon xew-koga 256 6ut n NOCT P 34.11-2012 ¢
ANNHOM Xelw-koga 512 6uT. o ymonyaHuio ncnonb3yoTes PyHKUMM XELUMPOBaAHUSA B COOTBETCTBUM
c NOCT P 34.11-2012. Ncnonb3oBaHune dyHkuum B cootBeTcTBMM ¢ TOCT P 34.11-94 coxpaHeHo
4S5 COBMECTUMOCTMW.

Bubnnoteka 1ibgost ncnonb3yeTcsa B cpeacrTBax NofcyeTa KOHTPOSbHbIX CyMM dhan-
NIOB M ONTUYECKUX OUCKOB, KOHTPOMSA COOTBETCTBUA OUCTPUBYTMBY N perfnaMeHTHOro KOHTpons
LeNOCTHOCTU, MOAYISAX ayTeHTUdUKaUnN.

KoHTponb cooTBeTCTBUS AMCTPMOYTMBY 0becneunBaeTca MeTo4OM NoacHeTa KOHTPOSbHbIX
CYMM U X CPaBHEHUSA C 3TanOHHbIMU 3HAYEHUSIMMU.

KoHTponb uyenoctHoctn OC, npuknagHoro MO n C3U obecneynBaetca Habopom npo-
rPamMMHbIX CPeacTB, KOTOPbIN NpegocTaBnsaeT BO3MOXHOCTb Nepnoanyeckoro (C NCnornb3oBaHNEM
CUCTEMHOIO NNaHMPOBLUMKA 3a4aHUN cron) BbIYUCIIEHNA KOHTPOSTbHbLIX CYMM hansioB U COOT-
BETCTBYIOLLUMX UM aTpUBYTOB C NOCrneayoLwmMM CpaBHEHNEM BblYUCIEHHbBIX 3HAYEHN C 3TarOH-
HbIMW. B ykazaHHOM Habope nporpaMMHbIX CPEeACTB peann3oBaHO UCMNonb3oBaHMe GUbnnoTeku
libgost 1 KOHTPOSb LENTOCTHOCTU CBA3AHHbIX C dparnnamm atpmbyToB pacluMpeHHOM nogcucTe-
Mbl 6e3onacHocTn PARSEC (MaHaaTHbIX aTpubyToB 1 atpubyToB pacLUMPEHHON NOACUCTEMbI

NPOTOKONMPOBAHMS).
4.10. OrpaHuyeHue nporpamMmmMHoON cpeabl

4.10.1. 3amKHyTasa nporpamMMHasi cpena

MHcTpymeHTbl n3 coctaBa OC npenoctaBnsitoT BO3MOXHOCTb CO3[4aBaTb 3aMKHYTYH
nporpammHyto cpeay (3INC). Ncnonb3oBaHne 3INC obecnevmBaeT gUHAMUYECKUIA KOHTPOSb HEN3-
MEHHOCTW (LeNTOCTHOCTM) N NOANNHHOCTM PaNnoB U NpegHa3HavYeHo Ans BbiBNeHUs akToB
HeCaHKLUNOHNPOBAHHOIO n3mMeHeHusa dannos opmata ELF n gpyrnx dannos (B T. 4. OTHOCALLMX-
cs k KC3) n npegoTtBpalleHns 3arpy3kn M3MeHeHHbIX dpannoB popmaTa ELF 1 oTkpbITUSa gpyrnx
N3MeHeHHbIX (bansos.

KOHTpOnb LLenoCTHOCTM peanv3oBaH B HEBbIrpykaeMoM moayne sgpa OC digsig_verif
Y NPOM3BOAMTCS Ha ocHoBe nposepku ALIMNY | BHeapeHHOR B ncnonHaeMble daiinsl 1 pasaense-
Mble 6ubnuotekn cpopmata ELF, Bxogawume B coctaB OC n yctaHaesnueaemoro Cl10O, n B pacwuum-

peHHble aTpnbyTbl annoson cuctemsl. AL peanudosana B cootBetcTBumM ¢ FTOCT P 34.10-2012

) BnekTpoHHas LMdpoBas NoanMch — CTpoka 6UT, NonyyYeHHas B pesynbsraTe npouecca (opMUPOBaHMs NOANMUCH
(npumeHsieTcsa ans nognucu cpeacteammn OC mcnonHsieMblX dairoB ¢ UCrofib3oBaHMEM (OYHKLUUM XELUMPOBaHNS

Ha 6ase aCMMMETPUYHOIO KpUnTorpaduyeckoro anroputMa.
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(256 6uT) 1 FTOCT P 34.10-2001 (256 6uT), ncnonb3zoaHue NOCT P 34.10-2001 B OC coxpaHeHo
A4S COBMECTUMOCTMW.
KOHTpOmb LenoCcTHOCTU UCMONHAEMbIX dhannoB 1 pasgensembix oubnuotek gpopmata ELF
MOXeT PYHKLUMOHNPOBATL B O4HOM U3 CrieyoLmnX pexxumMoB:
1) ncnonHsembiM charinam u pasgensembim 6ubnuotekam ¢ HesepHon JLI, a Takke 6e3
OUI 3arpyska Ha ucnonHeHne 3anpelyaetcs (LWTaTHbIN peXxnm OYHKLUMOHNUPOBAHUS);
2) ucnonHsembiM annam n pasgensieMbiM 6ubnuotekam ¢ HesepHon AUIM, a Takke 6e3
OUIT 3arpy3ka Ha UCNOMHEHME paspeLLaeTcd, Npu 3ToM BblgaeTcst coobuieHne o6 owmnbke
nposepkn AL (pexxum ana nposepkn AUIM B CI10);
3) 9UI npwm 3arpyske ncnonHsemMblx hannos 1 pasgensemoix 6ubnnotek He npoBepsieTcs
(oTnagoyHbIn pexnm ansa TectupoBanus ClO).
KoHTponb uenoctHocTn dannoB Ha ocHoBe JLUIM B paclumpeHHbIx aTpubyTtax gannosomn
CUCTEMbl MOXET (PYHKLIMOHMPOBATb B OQHOM U3 CneayoLwmnx pexmMos:
1) 3anpewaeTcsa OTKpbITUE (pannoB, NOCTABIIEHHbLIX HA KOHTPOSb, C HeBepHon AL unu
6e3 JUIT;
2) OTKpbITME hansioB, NOCTABMNEHHbIX HA KOHTPOSb, ¢ HeBepHon AU wnn 6e3 SLI
paspeLuaeTcd, Npu 3aToMm BblgaeTcs coobuleHne 06 owmnbke nposepkn LI (pexxum ans
npoBepkn LM B pacwmpeHHbIx atpmbyTax ¢annoBon CUCTEMBI);

3) UMM npu oTkpbITUN hannoB HE NPOBEPSIETCS.

4.10.2. CuCTEeMHble OrpaHU4YeHUsi 1 GITIOKUPOBKMU
HononHutensHo B OC peann3oBaHbl MeXaHU3Mbl, NO3BONSOLWMNE YCTaHABNMBATL CUCTEM-
Hble orpaHnyYeHns 1 6rNoKMPOBKM AencTBUIN Nornb3oBaTtens. OCHOBHbIMU MexaHM3MaMu BIIOKMPOBKHN

ABNAOTCA:

3anpeT YCTaHOBKM GUTa UCMONHEHUS;

6J'IOKI/IpOBKa KOHCONWM Ansi nonb3oBaTtenen;

GroKMpPOBKa UHTEPMNPETATOPOB;

BGnokMpoBKa MakpOCOB;

GrnokupoBKka TpaccupoBKku ptrace;

Bnoknposka knasuw SysRq.
lMonHbIN NepeyeHb orpaHMumMBatoLnX OyHKLMI 6€30NacHOCTU U UX ONUCaHUE NPUBELEHDI
B PYCB.10015-37 97 01-1

4.11. dPunbTpaums ceTeBOoro NoTokKa

B OC pearnn3dosaHa BO3MOXHOCTb (bl/IJ'IpraLI,MVI CeTeBbIX NMOTOKOB, MO3BOJIAOLAA:

- OCYWEeCTBNATb cbmanpau,mo BXOAALLNX N/MAN UCXOAALLNX CETEBLIX NOTOKOB;
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OCYLLECTBNATb PUbLTPaLMIO CETEBbLIX MOTOKOB HA OCHOBE aTpubyToB Ge3onacHoCTU

cy6bekToB AocTyna U MHOpMaLuuu;

pa3peUJaTb/3anpeUJ,aTb CETEBOM NOTOK Ha OCHOBE YCTaAHOBJ1€HHbIX MpaBun C*)MJ'IpraLlI/WI.

CeteBble coegmHeHuns naeHtTudmumposaHbl B OC kak 06bekTbl 4OCTyna, Ha KOTopble

pacnpocTpaHsitoTes crneayowme dyHKUMM 6e30nacHOCTy:

noeHTnrkaums n ayteHTMdukaumns;
ynpaBneHue JoCTymnowm;

pernctpaumnsa cobbiTnin 6e3onacHocCTy;
N30NAUNS NPOLLECCOB;

orpaHn4yeHne NporpamMmmMHoON cpeasbl;
3awmTa namaTu;

KOHTPOIb UEJ1I0CTHOCTW.

4.12. O6ecneyeHue paboTbl B cpeae BUpTyanusauum

OC paspaboTaHa C y4eTOM NPUMEHEHUS BCTPOEHHbIX CPEACTB 3alUMTbl B BUPTYarbHOM

MchpaCprKType, BKIOYaeT B CBOW cOCTaB A0p0o C nop,uepm(oﬁ TEXHONOrmn sumpTtyanmnsaunn

N npenocrtaBiideT BO3MOXHOCTb CO3aHnA U 3allnTbl cpeabl BUpTyann3auunm C obecnevyeHnem

BbIMOMHEHNA creayrwmx dyHKUMIA 6e30nacHOCTY:

AOBEpeHHas 3arpyska BUpTyaribHbIX MaLUWH;
KOHTPOMb LeNOCTHOCTH;

pernctpaumsa cobbiTnin 6e3onacHocCTy;

ynpaBneHne JocTynom;

pe3epBHOE KONUPOBaHKE;

yrnpaBreHne noTokaMm MHgopmaumu;

3awmTa namaTy;

orpaHnyeHne NporpamMmmMHON cpeabl;

noeHTnrkaums n ayteHTMdukaumnsa nonb3oBaTenem;

LeHTpannM3oBaHHOE ynpaBlieHne o6pa3aMV| BUPTYyaJibHbIX MallnH 1N BUPTYyalibHbIMA

MaLllnHaMu.

Anpo OC nogaepxumBaet TexHonormio KVM (Kernel-based Virtual Machine), obecne4ynBato-

LLYIO co3faHue U pyHKUNMOHUPOBaHWe BUPTYanbHoOM MHpacTpykTypbl. TexHonorua KVM Bkniovaet

B cebsa cneumanbHbii Mmoaynb agpa KVM un cpeactBo co3gaHus BUPTYyanbHOMO NporpaMmMHoO-

annapaTHoro okpyxeHus QEMU.

KVM ucnonb3yeT TeXHONOrMo annapaTtHoOW BUPTyanusaumm, No4AepX1BaemMyo npoLecco-

pamu ot Intel u AMD un nssectHyto nog HassaHusamu Intel-VT n AMD-V. Vcnonb3ys 3arpy>KeHHbIn

B namaTb moaynb sapa, KVM ¢ nomolubio gpariBepa nonb30BaTeNbCKOro pexuma (KoTopbii
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npeacTtasnsaet cobon moamndrumnpoBaHHbii gpareep oT QEMU) amynupyeT crnon annapatHoro
obecneyeHus:, B cpege KOTOPOro MOryT co3aBaTbCs M 3anyckaTbCs BUPTYarbHble MaLUUHbI.

B apxutekType KVM BupTyanbHas MallnHa BbINOMHSETCSA Kak 00bl4HbIM npouecc OC, Ha
KOTOPLIN pacnpoCTpaHAETCs AENCTBME MEP NO naeHTUdUKaUumn n ayteHTudmkaumm cybbekToB n
00BbEKTOB 4OCTyNa B NOSTHOM 06beme BO3MOXXHOCTen dyHKumn 6esonacHoctn OC.

YnpasneHue cpefon BupTyanusaumm obecneynBaeTcs yTUnmnTon virsh ¢ UCnonb3oBaHu-
€M nporpaMmmHoro nHTepgenca libvirt.

lMporpammHoe obecneyeHne cepeepa BUpTyanu3aumm libvirt obecnevvBaeT ynpasne-
HUe BUPTyarnbHbIMW MallMHaMu 1 OPpYrMMn OyHKUUAMU BUPTYanusaunm, TakMMmn Kak yrnpasneHue
XpaHUnuwem 1 ceteBbiM MHTEPKENCOM, AOCTYN K KOTOPOMY TakKe OrpaHUYMBaETCS B COOTBET-
CTBUU C ycTaHoBreHHon B OC nonuTUKon pasrpaHu4eHms goctyna.

YTunuta virsh npegHasHayeHa gns ynpaerneHnsa rocteBbiIMU CUCTEMaMMU U TMNEPBU30-
pPOM, MUCMONb3yeT NPOrpaMMHbIN MHTEPdENC cepBepa BUPTYyanusaumm libvirt M CRyXUT ansrep-
HaTMBOW rpadou4eckoMy MeHepKepy BUPTYarnbHbIX MalvH. HenpuBunernpoBaHHble Nonb3oBaTenu
MOTYT BbIMOSMHATL AOCTYM TOSMbKO B pexume 4YTeHus. C NOMOLLbIO virsh MOXHO UCMONHATL CLe-
Hapun Ansa BUPTyanbHbIX MaLUVH.

PasrpaHunyeHne goctyna K runepeBu3opy, cpeactsam ynpasfieHUs KOMMIOHEHTaMun BUP-
TyanbHOW MHAPACTPYKTYPbI (yTUnnTa virsh ¢ MCNOSb30BaHMEM MPOrpaMMHOro MHTepdgenca
libvirt), K BUpPTyarnbHbIM MallMHaMm, cnyxebHblM JaHHbIM, UCNOMb3yeMbIM Ana obecnevyeHus
paboTbl BUPTYyanbHbiX PanmnoBbiX CUCTEM, K BUPTyaslbHOMY annapaTtHOMY obecneyeHuo, aB-
nalwmmca o6beKTOM A0CTyMNa, a Takke KOHTPOSib 3anycka BUMPTyalibHbIX MalWH Ha OCHOBE
3agaHHbIX Npasun peanusyetca cpegcteamm OC ¢ ncnonb3oBaHMeEM MEXaHU3MOB ANCKPELNOHHON
N MaHAaTHOW NONUTUKM YNpaBneHnsa JOCTYMOM.

[ns xpaHeHna KoHdUrypauum n napameTpoB BUPTYarbHbIX MalLUMH UCNOMNb3YHTCA xml-
hannbl oNnUcaHnsa KoHUrypauumn BupTyasnbHblX MalvH. B danne koHdurypaumm sagaetcs coctan
annapaTtHbIX CPeACTB, KOTOpble He0BX0AMMO aMYNMPOBaThL ANA JAHHOW BUPTYarbHOW MalUWHbI, a
Takxe napameTpbl MICNOMb30BaHWS PeCYpPCOB cepBepa BUPTyanusawumm (npoueccopa, onepaTtusHon
namMsTu N gpyrnx usnyeckmx yCTpOuCTB).

Mpu co3gaHumn BUPTYanbHOW MalUMHbI 3a4at0TCsl KOH(PUrypaumMoHHbIe NapaMeTpbl U co3fa-
eTca ¢hann-obpas 3arpy3o4HOro Ancka BUpTyanbHOM MawwunHbl. Popmat cdanna-obpasa 3aBucuT
OT BblIOpaHHOro cpeacTea amynsauumn annapaTtHoro obecneyenusi. B OC ncnonb3yloTcsa cpeacTtea
amynauumn annapaTtHoro obecneveHuns Ha ocHose QEMU. Kpome Toro, cyLectByeT BO3MOXHOCTb
KOHBEPTMpPOBaHUSA oopmaToB 06pa3oB ApYyrMx CPeAcTB aMyNALUK annapaTtHoOro obecneyeHus.

Mpu gocTyne K BUpPTyarbHbIM MallMHaM pasnuyaeTcsa OCTYN K cepBepy BUpTyanusaumm

libvirt Ans ynpaeneHus BUpTyarbHbIMKA MalMHaAMK U 4OCTYN Nonb3oBaTenst HeNoCpPeACTBEHHO
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K paboyemy cTony BMpPTYyanbHOM MalUMHbI. [JOCTYN OCyLeCTBSAETCS TONBbKO NOCHE NPOXOXAEeHNS
naeHTumKaunMm 1 ayTeHTugunKaumm nonb3osartens.

Mpwn 3anycke BUpTyanbHOW MalUMHbI CepBep BUpPTyanu3aumm libvirt nogrotaBnvBaeT
HeobXxoanMyro Anst PYHKLUMOHUPOBaHUS BUPTYyanbHOW MalUMHbI MHPACTPYKTYpY 1 bopmupyeT
COOTBETCTBYHOLLMIN HABOP NapamMeTpoB 3anycka cpeacTsa aMynsauumn annapatHoro obecnevyeHus
QEMU. MNMocne noarotoBUTEmNbHbLIX 4ENCTBUIA Npomn3BoanTCa nopoxaeHus npouecca OC, B paMmkax
KoToporo Byaet yHKUMOHMPOBAaTL BUpTYyanbHas mawuvHa. Kaxgas 3anyckaemas BupTyanbHas
MaLlnHa YHKLMOHMPYET OT MMEHWN YYETHOW 3anmcu 3anyCTUBLLEro ee Nnosib3oBaTtenis U ¢ ero
MaHAaTHbIMK aTpubyTamm 6e30nacHOCTH.

[nsa obecnevyeHnsa 6e30nacHOCTU (PYHKLMOHUPOBAHUS BUPTYasibHbIX MallUH cepBep BUPTY-
anusaumm libvirt ucnonb3yeT KoHUenuuo apansepos 6esonacHocTu. [laHHasa KoHUenumsa npea-
cTaBnsaeT cobon crneumanbHbIi NPOrpaMMHbIA MHTEPdENC ANsa co3naHusa Moayrnen 6e30nacHoCTH,
Mcnonb3yeMblX A9 HACTPOMKU OKPYXXEHUSA U MHAPPACTPYKTYpPbl 3anycka v (OyHKLMOHUPOBaHUS
BUPTYyaribHbIX MaLUWH B YCIIOBUSAX UX U30MSALUN U MAHOATHOMO ynpaBrieHuUst JOCTYMNOM.

BbinonHeHne TpeboBaHumn no 3awmTe nHdopmaumm npu yHKLNOHMPOBAHMM BUPTYyarb-
HbIX MaLUMH JOCTUrAeTCs UCMONb30BaHMEM ONCKPELMOHHOIO, MaH4aTHOMO U pOoreBoro yrnpasneHns
AOCTYNOM K BUPTYyarnbHbIM MallMHaM B CepBepe BUPTyanusauuu.

Mopaepxka AUCKPELMOHHOMO U MaHOAaTHOro ynpasnieHns OCTYNOM K BUPTyarbHbIM Mallu-
Ham peanuayetca cpeacteamm OC ¢ NOMOLbI0 MOAYNS AUCKPELIMOHHOTO ynpaBneHnsa OCTYNOM
dac 1 Moaynsa MaHOaTHOro U AUCKPELVOHHOro yrnpasrneHust AOCTYNOM parsec, pa3paboTaHHOro
C UCMNoNb30oBaHUEM MPUKNAAHOro NPOrpaMMHOro MHTepdernca apansepoB JocTyna libvirt u
B3aMMOLENCTBYIOLLEro ¢ nogcuctemon 6esonacHoctn OC.

Mopaepxka poneBoro ynpasneHnsa OCTYNOM K CpeAcTBaM BUPTyanusaumm peanuayercs
Ha NPUMEHEHUN KaK MoAyrns AoCTyna parsec, Tak U Mogynsa goctyna polkit.

Mopaepxka yHKLNMOHMPOBaAHNSA BUPTYaribHOW MaLLMHbI B peXnMe 3anpeta Mogndguka-
unm ee cannoB-o6pas3oB OCyLEeCTBNAETCA crneynanbHbiMM cnocobammn 3anycka BUpTyasribHOM
MaLUWUHbI, peann3oBaHHbiMM B OC, npu KOTOPbIX OCHOBHOW (hainn-obpas 3awmaeTcs oT 3anucu.
B 3aBucnmMoCTM OT BbIGPaHHOIO peXxmnma Ucnonb3yeTcs co3gaHne puandeckon Konum nnu pas-
NUYHbIE BapuaHTbl CO34aHNA CHUMKOB dhann-obpasoB ¢ nocnegyrwmm ux yganeHmem nocne
3aBeplleHns paboTbl BUPTyanbHON MaLUWHBbI.

YnpaBneHne JOCTYNOM BHYTPWU rOCTEBOWN OMNepaLnoOHHON CUCTEMbI peanna3yeTcsl BCTPO-
€HHbIMW CpeacTBaMu 3alnTbl MHOPMaLMM N3 coctaBa onepaumoHHON CUCTEMbI UK cepTUdu-
LMPOBaHHBIMUW HaNOXeHHbIMU CpeacTBaMn 3aLmTbl MHGOpMaLuKM (B criydae UCnosib30BaHus B
KayecTBe rocTeBOM OMNepaunoHHON CUCTEMbI HECEPTUAULMPOBAHHYO No TpeboBaHuaM 6e3onac-

HOCTWU MH(pOopMaLMM ONepPaLMOHHYIO CUCTEMY).
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OC obecne4vnBaeT PyHKUMOHMPOBAHNE BUPTYarnbHbIX MaLIVH (BUPTyanbHOW MHpacTpyK-
Typbl) B YCNOBUSIX MaHAATHOIO W AUCKPELMOHHOIO yrnpasneHns 4oCTYNOM Npyu MEXNPOLECCHOM U
CeTeBOM B3aUMOOENCTBUN, BKMOYAsa B3aUMOLENCTBNE MEXAY BUPTYanbHbIMW MallMHaMu no cete-
BoMy npoTokony IPv4 (IPv6) B ycnoBmsx MaHaaTHOro ynpasneHms 4OCTYNOM U AOCTYN CyObEKTOB
K dpannam-obpasam n ak3emnnsagpam QyHKLUNOHUPYOLLMX BUPTYarbHbIX MaLUWH.

YnpasneHve notokamn nHdoOpmaLunm, B TOM Yucne rnpu B3anMoaencTBumn Mexay rocre-
BbIMM ONepaunoHHbIMU CUCTEMAMM, OCYLLIECTBMSAETCS HA OCHOBE KIacCUUKALMOHHbBIX METOK,
YCTaHOBMNEHHbIX B COOTBETCTBMM C HaumMoHanbHbiM ctaHgaptom FOCT P 58256-2018.

OC cogepxuT nporpaMMHble cpeacTBa (CpeaAcTBa KOHTEMHepuU3aLmm), peanmayoLmne co-
3a0aHune 1 PYyHKLUMOHMPOBaHME U30NMPOBAaHHbLIX MPOrpaMMHbIX cpef, ¢ obecnevyeHnem BblNoHEHMS
cnegyowmx yHKUMn 6e30nacHOCTH:

- M30NAUMS KOHTEMHEPOB;

- BbIsIBNEHNE yA3BMMOCTEN B 06pasax KOHTENHEPOB;

- NpoBepKa KOPPEKTHOCTU KOHpUIypaLumMn KOHTENHEPOB;

- KOHTPOIb LeNOCTHOCTM KOHTENHEPOB 1 UX 06pa3os.;

- peructpauusa cobbiTunm 6e3onacHoCcTy;

- MAEeHTUUKauna 1 ayTeHTudukaums nonb3osartenen.

CpenctBa KOHTENHEpPU3aLmMn peanmsyroT YHKLNOHalbHbIE BO3MOXXHOCTM MO CO34aHUI0
06pa3oB KOHTENHEPOB, (POPMUPOBAHUIO CPeabl BbINONMHEHMUS KOHTEMHEPOB N 0BEeCnevYeHnto Bbl-
MOMHEHMS UX NPOLIECCOB, 3anyCKy KOHTEMHEPOB M YNPaBfeHnio 3anyLleHHbIMU KOHTENHEPaMM.

B coctaB OC Bxoaut nporpammHoe obecneveHne Docker ons aBTomatusaumm passepThbl-

BaHWNA U yNpaBreHnsl NPUNOXEHUSIMN B cpedax C NOAAEPKKON KOHTENHEPU3aLnn.
4.13. MapknpoBKa AOKYMEHTOB

PelweHve 3agaym MapkuMpoBKM LOKYMEHTOB MpU BbIBOAE Ha NevaTb OCHOBAHO Ha MC-
nonb3oBaHum B OC 3awumiieHHoro cepsepa nedatn CUPS, koTopbii ob6ecneunBaeT MapKkMpoBKYy
BbIBOAMMBIX Ha nevaTb JOKyMeHToB. MaHaaTHble aTpnbyTbl aBTOMaTUYECKM CBA3bLIBAKOTCA C 3aja-
HMEM ANnsA neyYyaTn Ha OCHOBE MaHAATHOIO KOHTEKCTa MOfy4YaemMoro CeTeBoro coegmHeHus. BoiBoa
Ha neyaTb AOKYMEHTOB 6e3 MapkMpoBKM cybbekTamu gOCTyna, paboTalowmmMmm B HEHYIIEBOM
MaHOAaTHOM KOHTEKCTE, HEBO3MOXXEH.

Onsa paspewenus cepeepy CUPS obpabatbiBaTb 3agaHua neyatn, popMmupyembie B
HEHyreBOM MaHOAaTHOM KOHTEKCTe, HeoBXoaMMO OT MMEHN aAMUHUCTpATOpa BbIMOMHUTL onpeae-
NEeHHble OeNCTBUS, onpeaensiowmne BO3MOXHbIN MaHOATHbIA KOHTEKCT, B KOTOPOM MOryT dhopMu-
poBaTbCs 3a4aHuNA ONsA nedYaTt Ha KOHKPETHOM NpUHTEpeE.

MapknpoBKka 4OKYMEHTOB OCYLLIECTBISIETCA Ha OCHOBE crnefylLmx MmogmdnumpyemMmblx

darnoB LWabrnoHoB:
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- (pann wabnoHa, cogepxawmmn nHdopmaumo 06 aTpnbyTax MapKMpPOBKM 1 MX NOSIOXKEHNN
Ha CTpaHuLe Npy NeYaTn AOKYMEHTa;

- chann wabnoHa, cogepxalnin tHgopmMauuio 06 atpnbytax MapknpoBkm obopoTta no-
cnegHero nUcTa AOKyMEHTa M UX MOSIOXKEHUN Ha CTpaHuLe Npu nedvaTn NAtm U MeHee
9K3eMMMNsiPOB JOKYMEHTA;

- ¢hann wabnoHa, cogepxawmmn nHgpopmaumio 06 atpmbytax MmapknpoBku obopoTa no-
cnegHero nucta AOKYMEHTa M UX MOSIOXKEHUW Ha CTpaHuue npu neyatn Gonee natn

9K3EeMNNSPOB JOKYMEHTA.
4.14. Ob6ecne4vyeHmne paboTbl B OTKA30yCTOMYNBOM peXxume

®yHkunoHan OC nogaepkmMBaeT co3faHue KnactepHon annoBor cuctemol ¢ obecneye-
HMEM ee OTKa30yCTOMYMBOCTU (OTKaA30yCTOMYMBLIN KnacTep). [na co3gaHnsa oTKasoyCcTOMYMBOro
Knacrepa ucnonb3ytotca naketol Pacemaker, Corosync n Keepalived, a Takke Ceph ansa cosna-
HUS1 OTKa30yCTONYMBOW pacrnpeneneHHon annoBon cuctemMol. B oTkazoycTonuymMBoM Kractepe
N OTKa30yCTOMYMBOWN pacnpepeneHHon pannoBon cucteme npu BbIXOAE U3 CTPOS O4HOro U3
CepBepOB COXpaHSETCS AOCTYMNHOCTb CEPBMCOB U MHGOpMaLUMK.

Bonee nogpobHasa nHdopmaumsa npuseaeHa B gokymeHte PYCB.10015-37 95 01-1.
4.15. Obecne4vyeHne HagexHoro (hyHKLMOHUPOBaHUS

[na peweHns 3agaym obecnevyeHnsa HagexHoro pyHkunoHnpoBaHms B OC peannsoBaHbl
CpeacTBa pe3epBHOro KONMpoBaHUs N BOCCTaHOBIIEHMS Nocrie cboeB 1 0Tka3oB 060pyaoBaHUA.

CpenctBa obecnevyeHns HagexXHoro yHKLMOHNPOBaHNA NpeaocTaBnaAoT creayowmne
BO3MOXHOCTU:

- aBTOMaTU4eCKOe BbINOMHEHNE B NpoLecce nepesarpyskun nocrne cbost nporpammbl Npo-

BEPKN 1 BoccTaHoBneHna PC;

- pesepBHOE KonupoBaHue n BocctaHoBneHne OC;

- pesepBHOe KonnpoBaHue n BocctaHoBneHne CYB/.

Bonee nogpobHas nHgopmaumsa npueegeHa B gokymeHtax PYCB.10015-37 95 01-1 n
PYCB.10015-37 97 01-1.

4.16. O6ecne4yeHue pocrtyna Kk B[]

PeweHuve 3agaum obecneveHuns goctyna Kk b1 peanMsaoBaHo ¢ UCNOMb30BaHMEM 3alLU-
LeHHoro komnnekca nporpamm CYB[] Ha ocHoBe ob6bekTHO-penaunoHHon CYB[] PostgreSQL,
AopaboTaHHOM B COOTBETCTBMM C TpeboBaHueM nHterpaumm ¢ OC B 4acTu MaHgaTHOro ynpasne-
HUSA OOCTYNOM K MHpopMauun 1 cogepxawen peanusaumo ArN-mogenu ynpasneHna 4OCTYNOM U
MHGOPMaUMOHHBIMK NoTokamn. [daHHaa [l-moaens onucbiBaeT BCe acnekTbl ANCKPELMOHHOrO,

MaHOaTHOro 1 ponesoro ynpasrieHnda AOCTYyrNnoM U I/IH(*)OpMaLI,I/IOHHbIMI/I NnOTOKaMWn.
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OC coemecTHo ¢ CYB[] npegocTtaenseTt cnegyowme yHKUMM 3amTbl MHpopMaummn:

ayauT ©esonacHocTy;

poneBoe, ANCKpeLUNOHHOE N MaHOAaTHOE ynpaBiieHNne OOCTYMNOM;

BOCCTaHOBIIEHME NHpopMaLMK (pe3epBHOE KOMMPOBaHUE);

onpeaeneHve atpubyToB Nonb3oBaTenewu;

- ayTeHTUumKaumsa cybbekToB AOCTyNa A0 pa3speLLeHns noboro 4encTBus, BbiNOHAEMO-
ro npu nocpegHuyecTse oyHKLMI 6€30MacHOCTN OT MMEHU Nboro Nnonb3oBaTens;

- MaeHTumkKaumnsa nonb3oBartenen 4o paspeleHns noboro 4eNCTBUS;

- CBSI3blBaHME «MNOSb30BaTeNb-CyObEeKTY, MpeaycMaTpmBatoLee accounmpoBaHme aTpuby-
ToB 6e30nacHOCTU nonb3oBaTens ¢ cybbektamm JocTyna U ynpaeneHne n3MeHeHnamm
aTpubyToB 6e30MacHOCTU Nonb3oBaTenewn;

- naeHTudunkaums obbLeKToB 4OCTyNa 4O pa3pelueHns noboro AencTBuS;

- KOHTponb goctyna (obpalieHun) cpegcreamm MoHuTopa obpalleHnn ns coctasa OC,
npoBepKka NpaBOMOYHOCTIN OBpaLLEeHMIA HA OCHOBE YCTAHOBIEHHbIX MONUTUK MaHO4ATHOW,
ANCKPELIMOHHOM 1 pOneBon NOMUTUKM yNpaBneHnsa JOCTYNoM;

- OrpaHmn4yeHune ceaHCoB MoJib30oBaTeEA.

4.16.1. UpeHTdmkauma u ayteHTudukaumsa

B xoge ayteHTudmKaumm ocyllectengeTca nposepka cepsepoMm CYB[ NOANMHHOCTU KIun-
eHTa 1 nocreayroLLero onpeaeneHns Hanuumsa Ans KNMeHTCKOro NpUnoXeHus (4ns nonb3osarens,
KOTOpbIN 3anycKaeT KNMEeHTCKoe NpuroXeHne) npaea Ha coeauHeHve ¢ bl oT umeHn ykasaHHOro
nonb3oaTtens bM.

PostgreSQL npegnaraet HECKONbKO pasnuYHbIX MeToA0B ayTeHTudukaumm. Metogn, mc-
nonb3yembln N9 ayTeHTUdUKaumm KnmeHTCKoOro CoeanHeHnNs, MOXeT OblTb BblbpaH Ha OCHOBe
agpeca ysna ceTu knueHTa, bl n nonb3oBartens.

Mmena nonb3osartenen CYB[ PostgreSQL nornyeckn otaeneHsl OT MMeH nonb3osarenem
OC, B koTOpou 3anyLleH cepsep CYBL. Mpu peanusaunmn TpeboBaHUIN MO 3aLLmMTE NHOPMaLUN
OT HECaHKLMOHMPOBAHHOIO AOCTYyMNa yCTaHOBeHa HeobxoaMMOCTb obecnevyeHnss COOTBETCTBUSA
nonb3oBatenen CYB[ ydeTHbim 3anucam B OC. lNpu HacTponke ayteHTudpukaumm B CYB[
cnegyeTt UCNONb30BaTb TOMbKO METOAbl ayTeHTUdMKALMMK, B KOTOPbLIX OCYLLIECTBASETCA NogobHoe
corocTasneHue.

Mpwn nonbiTke coeanHeHnst ¢ cepeepoM CYB[] KNMeHTCKoe NpUnoXxeHne ykasbiBaeT Nosb-
3oBatensa CYB[] PostgreSQL, oT umeHu KOTOporo ocyLiecTendeTca nogknoveHne. B npegenax
okpyxeHuna SQL aktusHoe ums nonb3osatena CYB[ onpegensiet npasa Ha o6bekTbl B/.

KoppekTHasa pabota ¢ CYB[] npeanonaraet ucnonb3oBaHne mexaHmama ENMM. Onsa obec-

neyeHnsa CKBO3HOW ayTeHTudukauum nonb3oBatenen EMM B CYB[ Heobxogumo B kadectBe



31
PYCB.10015-37 31 01

MeToda ayTeHTUdUKaUUKM ykasaTb gss U NPOBECTU COOTBETCTBYHOLLYIO HAaCTPOWKY cepBepa 1
knneHta CYB[ PostgreSQL.

[ns asTopusaumm yepes PAM nonb3osarernb, OT koToporo padotaet CYB[ PostgreSQL,
AOIMKEH MMETb NpaBa Ha YTeHue nHgopmMaumm n3 bl nonb3oBaTtenen n obnagatb CBEAEHNAMU O

MaHOaTHbIX MEeTKax U NpuBunerndx.

4.16.2. YnpaBneHue O4OCTYNoMm

[uckpeumoHHoe ynpaereHne AOCTYNoM K AaHHbIM O6bekTHOo-pensiumoHHon CYB[
PostgreSQL 13 coctaBa OC obecneunBaetcsa B NOHATUSX pensumoHHon CYB[. C kaxabiM TMnom
o6bekToB B[l accouunpyetcst onpegeneHHbin HAbop TMNOB AOCTYyNa (BO3MOXHbIX onepauumi). [O0ns
KaXxaoro obbekTa 3aaeTcs CNUCOK paspeLLeHHbIX AN KaXaoro U3 NoMMeHoBaHHbIX CyObekToB
Bl (nonb3oBaTenen, rpynn unu ponen) tunos goctyna (T.e. ACL). N B ganbHenwem npu pasbope
3anpoca k B[] ocyuiecTBnsieTcs npoBepka BO3MOXHOCTU NpeaocTaBneHnsa octyna cybbekTa K
00beKTy TMna, cooTBeTCcTBylOLWEro 3anpocy. [Npu BeinonHeHUn noboro 3anpoca nonb3oBaTens
(cybbekTta Bl) k 3awmwwaemomy pecypcey (06bekTy Bl) BbInONHAETCA ANCKPELNMOHHOE yrpaBrneHne
AOCTYNOM Ha OCHOBE YCTaHOBMEHHbIX MONb3oBaTernto npas. [na Kaxaow BbINONHAEMOW onepaumm
NPOM3BOAMTCH NPOBEpPKa Hann4uus rnpasa y nonb3oBaTens Ha BbiNOSIHEHME AAaHHOW KOHKPETHOM
onepauun.

B CYB[ PostgreSQL ans ynpasneHus npasamun Ha goctyn K B[ ncnonb3dyercs KOH-
Lenuusa ponen — ponesoe ynpasneHne JocTtynoM. o ponbo NOHMMaEeTCs nosib3oBaTenb Unu
rpynna nonb3oBatenen bl. Ponn moryT sBnsatbca Bnagensuamm oobektoB B n moryt HasHa-
YaTb NPUBUIIErMN Ha ynpasneHne obbekTamu Ans Apyrux ponen, UMerLwmx 4OCTyn K JaHHbIMU
obObekTam.

Cuctema npusunernn CYB[ PostgreSQL npegHasHayeHa ans nepefayun oTaernbHbIM
nonb30BaTeNsiM Npas BbINOSIHEHUSA ONpeaeneHHbIX aAMUHUCTPATUBHBIX AeACTBUA. OBbIYHbIV NOSb-
30BaTefb CUCTEMbl HE MMEET OONOMNHUTENbHLIX Npusunernin. Mpueunernn 9BnsOTCA NOAKNACCOM
aTpubyToB nonb3osatensa CYB[ PostgreSQL.

Ponun CYB[] koHuenTyanbHO oTnmyatotes ot nonb3osatenen OC. Kaxgoe nogkrnoveHme K
cepsepy CYB[] ocyliecTBnaeTca oT UMeHU onpeaeneHHon ponn, Kotopas onpeaensieT nepBuYHbIe
npaea JocTtyna Ans KoMaHg, UCNoNb3yeMblX B KOHTEKCTE NOAKMYEHNs. MIMa ponun, ncnorb3yemoe
npu nogkntodeHnn k B, onpenensaetcsa kNnneHTOM B 3anpoce Ha coeauHeHne cnocobom. Habop
ponen CYB[, oT MMeHM KOTOPbIX KIMMEHT MOXET OCYLLECTBUTL MOAKIIOYEHME, onpeaenseTcs
3Ha4YeHMAMU NapaMeTpoB ayTeHTUdMKaummn knueHta. Ponn CYB[ Ha3HavYaeTca Habop aTpmbyToB,
onpegenswmx ee npasa 1 B3aMMogenCcTBYOLWNX C CUCTEMOM ayTEHTUUKALMN KNWEHTa.

B ocHoBe MexaHM3Ma MaHAaTHOroO ynpasreHus 4ocTynoM B 3awwmeHHon CYB[] ua cocta-
Ba OC nexuT ynpasrneHne AOCTYyNnoM K 3awmaemMbsiM pecypcam bl Ha ocHOBE nepapxmyeckmx un

Henepapxmn4eCkmx MeTok goctyna. B kauectBe nepapxm4eckmnx n Hemepapxm4eCkmx MeTok gocTtyna
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npu ncnonb3oBannn CYB[ B OC ncnonb3ytoTca METKU KOHUAEHUMANTBHOCTN U METKn 6e3-
onacHoctn OC. CYB[] PostgreSQL He nmeet cOBCTBEHHOrO MexaHM3Ma Ha3Ha4YeHUs, XpaHeHUS 1
mMoamdmKaumm METOK nosib3oBaTtenen n ncnonbayeT ang atoro MexaHnamol OC.

CuctemMHbIN KaTanor (MeTagaHHble) paccMmaTpMBaeTCa Kak camoctoaTensHas bll, pea-
nunsosaHHas ¢ nomoLubto cpeacts CYB[. MNpu atom BCe onepauunun ¢ aton B[l ocyliecTBnsaoTcA
nmMbBo ¢ NOMOLLbIO cnelnarnbHbIX KOHCTPYKUUIM s3bika 3anpocoB SQL unv npmBmMnernpoBaHHbIM
nonb3oBaTeneM B cneyuanbHOM pexnme. Takum obpa3om, MaHOaTHOE yrnpaBneHue OCTYnom
npuMeHsieTcs Ko BceM obbekTam BJl. MeTkn cMcTteMHbIX 0OBbEKTOB pacnonaratoTcs B 3anncsx
Tabnvu CMCTEMHOrO KaTarnora, HENoCcpeaCTBEHHO OMUCLIBAKOLLMX 3aLMLLAEMbIN OOBEKT.

[MpoBepka MaHAaTHbIX NpaB gocTtyna k o6bektam CYB/] ocyuiecTBnaeTcsi O4HOBPEMEHHO
C NPOBEPKOM ONCKPELIMOHHbBIX NpaB 40CTyNa K HUM.

B OC kaxabin nonb3oBaTenb MOXET MMETb MHOXECTBO METOK, KOTOpoe 3aJaeTcsl Mu-
HMMarbHOM N MakKcMMarbHOWM MeTkamu guManasoHa. Ytobbl nogaepxatb 3Ty mogens B CYB[
PostgreSQL kaxgon ceccuu nNonb3oBaTensa HasHa4yarTCcs TPU METKU: MakCuMarnbHasi, MUHUMar b-
Hasa 1 TekyLas.

VX HavanbHasi tHMunanmnsaumsa OCyLLECTBIISIETCA MO onpeaeneHHomy anroputmy. [Npn
BO3HWUKHOBEHUM CUTYyaLNN C HECOBMECTUMOCTbLIO METOK UMW BbIXOAOM 3a Npeaeribl AuanasoHa,
npouecc ayTeHTUMKaLnn KnmeHTa npepbiBaeTcsa u goctyn k b 6nokupyertcs.

OnucaHne NpUMEHEHNA OUCKPELMOHHOMO YrpaBneHnsa JOCTYNoM U MaHOaTHOro ynpasne-

Husa goctynom B CYB[] PostgreSQL npusegeHo B gokymeHTe PYCB.10015-37 97 01-1.

4.16.3. Peructpauusa cobbiTumn 6esonacHocTu

B 6ubnuotekax noacmuctembl 6e3onacHoctn PARSEC peanusoBaH nporpaMMHbINA NHTEpP-
denc ans npoToKoNMpoBaHMs COBbLITUIN C NCNONb30BAaHNMEM PACLUMPEHHOW NOACUCTEMbI NPOTOKO-
NMpoBaHNSA, NPUMEHsIEMbIN Ans pernctpaumn cobbitun B CYB[] PostgreSQL.

B CYB[ PostgreSQL anst HacTporikn pexxuma paboTbl NOACUCTEMbI perncTpaumnmn cobbl-
TUW UCMOSb3YTCH KOHPUIypauMoHHbLIN NapameTp ac_audit_mode pavna postgresql.conf.
HacTtporika nogcuctembl coobuieHmn ayguTta B CYB[] PostgreSQL obecnevnBaetcs koHUrypauu-
OHHbIM hannom pg_audit.conf KOHKPETHOrO Knacrtepa AaHHbIX. B 3TOM KOHUrypaunoHHom
hanne 3agaroTcs CNUCKM YCMELLHbIX N HeyCMneLLHbIX TUMOB 3anpocoB Ha JOCTYnM, KOTopble OyayT
pernctpupoBaTbcs B xXypHane CYB[ n nogcncteme aygmuta OC onga oTAenbHbIX NOfnb30oBaTenemn
N no ymonyaHut. NIHdopmauma o coegmHeHnn nonb3oBaTenen ¢ bl n pasbeanHeHun ¢ Hen
pernctpupyetca Bceraa.

B CYB[ PostgreSQL macka pernctpaumm cobbiTuin ycTaHaBNMBAETCS B NpoLecce aBTopu-
3auun Nonb3oBaTens CornacHo BblIGpaHHOMY pexmnmy paboTbl NOACUCTEMBI perncTpaLlmm cobbiTum

N HaxoguTcsa B aTpmbyTe ceccun ac_session_audit.
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Mpw 3TOM peanv3oBaH crieayrLLmMin NopsAok NPUMEHEHNUSI HACTPOEK perncTpaumm cobbl-

HaCTpOI‘/'IKVI anda KOHerTHOIZ ponn n KOHerTHOIZ 0a3bl AaHHbIX;

HaCTPOWKN OJ151 KOHKPETHOW ponu;

HaCTPOWMKM OS151 KOHKPETHOWN 6a3bl AaHHbIX;

0514 BCeX OCTallbHbIX.

4.16.4. O6ecnevyeHne HapexHoro hyHKLMOHUPOBaHUSA

B cnyyae BO3HMKHOBEHMS OLLIMOOK B XPaHALLMXCS AaHHbIX, HAPYLUEHNS LEeNOCTHOCTM U
B Crny4yae nporpamMmHoro n/unu annapartHoro cbosi cepsepa CYB[] Heobxogumo npoBeaeHue
npoueaypbl BoccTtaHoBrneHus bL. Npn 3ToOM B 3aBUCUMOCTU OT TSXKECTU NOBPEXOEHUN MOXET
OCYLLECTBIIATLCA Kak COXpaHeHue cyliecTsytoLlero knactepa bl ¢ nocnegytouwmm ero Boccra-
HOBMNEHWEM, TaK U BOCCTAHOBIIEHNE U3 PE3EPBHbIX KOMUN, CO3AaHHbIX B MPOLECCe PerynsipHoro
NPOBEAEHNSA perfnaMeHTHbIX paborT.

B PostgreSQL cyLiecTBytoT Tpu nogxoaa K pe3epBHOMY KOMMPOBAHUIO OaHHbIX:

- SQL-pamn;

- pe3epBHOE KonupoBaHne Ha ypoBHe PC;

- HenpepbIBHOE apXMBMPOBaHME.

CYB[ PostgreSQL n3 coctaBa OC cogepXuT psg CTaHAApTHbIX CPEeACTB pe3epBHO-
ro KonupoBaHUs M BoccTaHoBneHusa BIl. K HMM oTHocAaTcs yTunntbl pg_dump, pg_dumpall,
pg_restore W, B TOM YMCNE, UHTEPAKTUBHBIN TEPMUHAN psgl, C MOMOLLbI KOTOPOro MOryT BbITh
BOCCTaHOBJIEHbI pe3epBHbIe KOMUKU, COXpaHeHHble B BUae ckpunta SQL.

[na co3gaHns n BOCCTaHOBMNEHNSA pe3epBHbIX KONUN 6a3 AaHHbIX C MaHOATHbIMKU aTpuby-
Tamu Heobxoammo, YTobbI NoNb3oBaTENb MMEN COOTBETCTBYOLWME NpuBunernn. [ns cosgaHus
pesepBHoun konuu Bl B BUae anna B TeKCTOBOM MnNu Apyrnx popmarax Ucnosb3yeTcs ytunura
pg_dump, KOTOpasa co3aeT COorfiacoBaHHy Konuio, Aaxe ecnu B ncnonbsyetcs, npyn aTom
poctyn K Bl opyrnx nonb3oBarenen He Gnokupyertcs.

Pe3epBHas Konusi MOXET CO34aBaTbCA B BUAE CKpUNTa MnNn oopmaTtax yrnakoBaHHOMO
danna. CkpunT pe3epBHOM KONUKU NpeacTaBnsieT cobon TEKCT, COAepKaLlMin NocrnenoBaTenbHOCTb
SQL-komang, HeobxogMmblx Anst Boccos3gaHna b1 4o cocTosaHMs, B KOTOPOM OHa Bblna coxpaHeHa.
[lns BOCCTaHOBMEHNA U3 CKpUNTa OH NodaeTcsl Ha BXO4 yTunuTbl psgl. CKpunT MOXeT ObITb
ncnonb3oBaH Ansi Bocco3gaHusa bl Ha gpyrom cepBepe unm apxMTEKType, a Takke Ha OpYyrux
CYB[ npun BHECEHUN B HETO HEBOMNBLLUNX N3MEHEHWA.

YTunuta pg_dumpall UCnonb3yeTca Ansi CO30aHnsa pe3epBHOM KONUKM BCEro KrnacTtepa B
BMOe ckpunra.

Ckpunt cogepxuTt SQL-koMaHabl 1 MOXET ObiTb NOAAH B AarlbHENLIEM Ha BXOA YTUMUThI

psgl Ang BOCCTaHOBMEHUS. OﬂepaLl,VIFI ocyLllecTBrideTca nocnegoBartesfibHbIM BbI3OBOM YTUTN-
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Tbl pg_dump ana kaxgon B[ knactepa. Kpome atoro, pg_dumpall coxpaHseT rrnobanbHbie
06bekTbl, eauHble ans Bcex bl (pg_dump nogobHble 06beKTbI HE coxpaHseT). [JaHHble o6bek-
Thl BKSKOYAKOT B cebsa MHpopmaumio o nonb3oBaTensax u rpynnax u Takme CBOMCTBA, Kak npasa
[ocTyna, npuMmeHsieMmble ans scex bl B uenom.

[1ns BOCCTaHOBNEHUS1 apXMBOB pe3epBHbIX Konui B, Nofy4eHHbIX C MOMOLLLIO YTUNTDI
pg_dump, UcnosnbayeTcs yTunuta pg_restore. OHa BbINOMNHAET KOMaHabl, Heobxoaumble Ans
Bocco3gaHna B[] 4o COCTOSAHMS HA MOMEHT BPEMEHU CO34aHus pe3epBHON Konuu. ApXmBHbIE
dannbl Tak e NO3BOMAT BbIOMpPaTb C NOMOLLLID YTUNUTBLI pg_restore, YTO MMEHHO BOC-
CTaHaBnuMBaTb, MEHATb NOPSLOK BOCCTaHaBNMBaEMbIX arieMeHTOB. danrbl apX1BOB SBMSAOTCS
NnepeHoOCUMbIMU MEXAY pasHbIMU apXUTEKTYpaMu.

YTunuta pg_restore MOXeET (PYHKUMOHMPOBATbL B ABYX pexumax. [Npu ykaszaHuu B[
apxvmB BOCCTaHaBNMBaETCA HENOCPEACTBEHHO B Hee. B gpyrom cnyyae cKpuvnT, cogepalinim
Heobxogumble ans nepeco3ganHvsa b1 SQL-komaHabl, co3gaetca M BbiBOAUTCA B hann nnu

CTaHAapTHbIA NOTOK BbIBOAA.
4.17. NmnepTekcToBas 06paboTka AaHHbIX

PelweHune 3agayn runeptekctoBon o6paboTkM LaHHbIX OCHOBAHO Ha MCMONb30BaHUN
3aLUMLLIEHHOrO KOMMneKkca NporpaMmm rmnepTekCToBor 00paboTku AaHHbIX, KOTOPbLIW BKITOYaET
web-cepeep Apache2 n 6paysep Mozilla Firefox, gopaboTaHHble ona uHTerpauuu ¢ S4pom
OC u 6asoBbiMn BUBNMOTEKAMK C Lenblo obecnevyeHnss MaHOaTHOrO ynpasneHus OOCTYNnoM
Npu opraHn3aummn yganeHHoro gocTyna K MHPOPMAUMOHHLIM pecypcam B MHGAOPMAaLMOHHbIX
N ynpaBnsaloLWMX CcUCTEMaX, B KOTOPbIX OCYLLECTBNAETCA xpaHeHue, obpaboTka n nepegaya
KoHhnaeHumnansHon nHopmaunm n MHopmMaumm, cogepxawien cBegeHus, .

Web-cepBep 3aLMLeHHOro KOMMekca nporpaMmm rmnepTekctoBon obpaboTkn 3anyckaeT-
cs kak cepsuc OC. NMpu o6cnyxmBaHMKM 3anpocoB NOSb30BaTENEN OCYLLECTBNAETCSA NEPEKNoYEeHne
B MaHAATHbIN KOHTEKCT 6e3onacHOCTM nonb3oBaTtend. MIHhopmaumoHHbIe pecypcehbl, K KOTOPbIM
OCYLLECTBIISAETCA JOCTYN, XpaHATCA Kak 06bekTbl PC. Takmm o6pasom, 4OCTYN K 3aLLMLLAEMON UH-
dopmaumn pasrpaHnuYnMBaeTCa cpeacTBamMmm paclumpeHHon nogcmuctemMbl 6esonacHoctn PARSEC.

B 3awmiieHHOM KoMNfekce NporpaMmm runepTekctoBon obpaboTkm obecnedeHo pyHKLMO-

HuposaHwue B ElI1.
4.18. O6MeH cooOLWEeHNAMU INEKTPOHHOWN NOYTDI

B kavecTBe 3aluMLLEeHHOro KOMMsiekca nporpamMm dreKTPOHHOW MOYTbl MCMNOSb3YeTCA
cepBep 3MNEKTPOHHOM MOYThI, COCTOALMIN U3 areHTa nepegaym anekTpoHHon noytbl (Mail Transfer
Agent, MTA) Exim4, areHTa goctasku anektpoHHon noytel (Mail Delivery Agent, MDA) Dovecot u
knueHTa anektpoHHou noytel (Mail User Agent, MUA) Mozilla Thunderbird, gopaboTaHHbIx Ans

peanusauun crieqyroLmx oONoNMHUTENbHbLIX (YHKLMOHAMNbHbLIX BO3MOXHOCTEMN:
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- umHTerpaumm ¢ agpom OC n 6a3oBbiMK GuUbNMoTekamm ana obecnedeHnst pasrpaHUYeHNs

AocTyna;

- peanusauun MaHOaTHOro yrnpasreHust 4OCTYNOM K MOYTOBbIM COOBLLEHUSAM;

- aBTOMaTU4ECKOW MapPKMPOBKN CO34aBaEMbIX NOYTOBbLIX COOOLLEHUI, OTPaXatoLwmx ypo-

BEHb X KOHUAEHUMANBbHOCTH;

- perucTpauum norbITOK JOCTyrNa K NOYTOBbIM COOBLLEHUAM.

AreHT nepegaym 9neKTPOHHOW MNoYTbl ucnonb3yeT npotokonn SMTP n obecnevnBaet
pelleHne cnegyroLwmx 3agauq:

- OOCTaBKy UCXOAsLEen NouYTbl OT aBTOPU3OBaHHbLIX KIMEHTOB OO0 cepBepa, KOTOpbIn

ABNsaeTca uenesbiM Ans 06paboTkm NOYTOBOrO JOMEHa nonyyaTens;

- npuem n 06paboTKy NOYTOBbLIX COOBLLEHNA JOMEHOB, ANSA KOTOPbIX OH SIBMSIETCS Lene-

BbIM;

- nepegadvy BXOAALLMX MOYTOBbLIX COOBLEHUN Ans 06paboTkm areHTOM JOCTaBKU 3nek-

TPOHHOM MOYTbI.

AreHT 4OCTaBKM 9NEKTPOHHON NOYThl NpefHa3Ha4vYeH aAns pelleHns 3agad no obenyxm-
BaHMIO MOYTOBOrO Karasiora U npeaocTaBreHus yaaneHHoro 4ocrtyna K nodYToBoMy SILLMKY Mo
npotokony IMAP.

KrnneHT anekTpoHHOM nouyTbl — 3TO npuknagHoe O, yctaHaBnMBaemoe Ha paboyem
MecTe nonb3oBaTensa U npegHasHavyeHHoe AN NonyyYeHus, co3gaHns, OTNpaBkM U XpaHEHUS
COODBLLEHNIN 3NEKTPOHHON NOYTbI NOMb30BaTENS.

B sawmiieHHoOM KoMnnekce NporpaMmm aNeKTPOHHOW NoYThl obecrnevyeHo PyHKLUOHNPOBa-
Hue B ETMM.
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5. BXOOHbIE U BbIXOAHbIE OAHHbLIE

5.1. BxogHbiMu gaHHbiMu ang OC asnatoTcs:

- obpaweHue cybbekToB gocTyna (nonb3oBaTternemn, NpoLeccoB) K 3awmwaeMbiM UMEHO-

BaHHbIM CYyLLHOCTSM — hbannam (nporpammam, 6ubnuotekam, cannam c nonb3oBaTtenb-

CKon 1 cnyxebHon nHopmaumen), katanoram, cneunanbHbim dannam (yCTponcTeam,

ccbinikam, kaHanam FIFO v 1.n.), B n nx anemeHTam (Tabnuuam, 3anncam, nonsim

3anucen, Tpurrepam u T.1.), a Takke cpeacteam IPC (noptam, coketam, cemacdopam);

- atpubyTbl, onpeaensoLmne NoNHOMoUNS CyGbEKTOB AOCTYNa U NpasBuna pasrpaHuyeHns

AOCTYna K CYLLHOCTSM.

5.2. BbixogHbiMn aaHHbiMK ana OC aBnaetca pesynbraT MCMNoNb30BaHUSA CyObekToM
A0CTyna 3alumLLIaeMON CyLHOCTU, NPeaoCTaBNEHHOro eMy B COOTBETCTBUMN C YCTAHOBNEHHbIMU
MPO. K Taknm pesynstatamM MOryT OTHOCUTLCS: 3anyck nporpamMmbl, pefaktupoBaHue danna,

co3aHne CokeToB, AobaBneHne JaHHbIX U T. M.
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NEPEYEHb COKPALLEHUN
B — 06a3a gaHHbIX

EMM  — egmHoe npoCTpaHCTBO Mosb3oBaTenemn

HXMI — HakonuTenb Ha Xe€CTKOM MarHUTHOM AuCKe

on — onepatmBHas NamsaTb

oC — onepauuoHHas cuctema creumanbHoro HasHadyeHus «Astra Linux Special Edition»
rno — nporpammMmHoe obecneveHune

MPO  — npasuna pasrpaHnyeHus gocTyna

C3n — cpeacTea 3aluTbl MHopMaLuum

CMNO — cneumanbHoe nporpammHoe obecneveHne

CYBA — cuctema ynpasneHus 6azamun gaHHbIX

oC — dhannoBasi cuctema

QUln  — anekTpoHHas umndposas noanuchk (B cootBetcTBuM ¢ FTOCT P 34.10-2012)

ACL  — Access Control List (cnnucok koHTponst goctyna)

ALD — Astra Linux Directory (egmMHoe npoCTpaHCTBO Nnonb3oBaTenemn)

CIFS — Common Internet File System (o6wwnin npotokon goctyna k hannam VIHTepHeT)

DHCP — Dynamic Host Configuration Protocol (npoTtokon gnHamnyeckon KoHUrypaumm xocTa)

DNS — Domain Name System (cuctema JOMEHHbIX UMEH)

FIFO — First-In, First-Out (nepBbiM npuwen — nepebiM 06CNYyXeH — gUCUUNIIMHA odepean)

FTP — File Transfer Protocol (npotokon nepegayv gannos)

GID — Group ldentifier (ngeHTUdMKaTOp rpynnbl)

HTTP — HyperText Transfer Protocol (npoTokon nepegayn runeprekcra)

IP — Internet Protocol (mexceTeBor npoTokon)

IPC — InterProcess Communication (MexnpoLeccHoe B3auMoaencTeume)

IMAP  — Internet Message Access Protocol (npoTtokon goctyna k coobLeHnsam B cetu VIHTepHeT)

LDAP — Lightweight Directory Access Protocol (nnerkoBecHbIn NpoTOKON AOCTynNa K cepBmMcam
KaTarnoros)

NFS  — Network File System (ceTeBasa annosas cucrema)

NTP  — Network Time Protocol (npoTokon ceTeBoro BpemMeHu)

NSS — Name Service Switch (gucnetyep cnyx6bl UMeH)

PAM  — Pluggable Authentication Modules (nogknto4aemble Moaynn ayTeHTUdMKaLUK)

PID — Process Identifier (ngeHTudumkatop npouecca)

SMB  — Server Message Block (6rnok coobuieHunin cepeepa)

SMTP — Simple Mail Transfer Protocol (npocTon NnpoTOKOS 3N1EKTPOHHOW MOYTbI)
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SSH  — Secure Shell Protocol (npoTokon 3awuweHHon nepegayn nHoopmaumm)
TCP  — Transmission Control Protocol (npoTokon ynpasneHusa nepegaden AaHHbIX)
TFTP — Trivial File Transfer Protocol (npocTtenwwnin npotokon nepegayv gansnos)

uiD — User Ildentifier (ngeHTudukaTop nonb3oBartens)
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