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AHHOTALUA

HacToswmn gOKyMeHT aBnsieTca NepBoOM YacTblo PYKOBOLCTBA MO KOMMSEKCY CPeacTs
3awmThl (KC3) onepauynoHHOM cucTembl cneuunanbHoro HasHadeHus «Astra Linux Special Edition»
PYCB.10152-02 (ganee no tekcty — OC).

[loKyMeHT npegHasHaveH onst agMMHUCTpaTopoB 6e3onacHOCTH.

PykoBoacteo no KC3 cocTouT 13 AByx YacTemu:

- PYCB.10152-02 97 01-1 «OnepaunoHHas cmctema cneumanbHOro HasHadyeHuns «Astra

Linux Special Edition». PykoBoactso no KC3. Yactb 1»;

- PYCB.10152-02 97 01-2 «OnepaumoHHasa cuctema crneumnanbHoro HasHavyeHnsa «Astra

Linux Special Edition». PykoBoacteo no KC3. YacTtb 2».

B nepson yactu pykoBoacTBa npuseaeHbl obwme ceegeHus o KC3, paccMOTpeHbl UAEHTU-
dukaums n ayteHTUduKaums, ANCKpeLMoHHOe N MaHaaTHoe ynpasneHne 4oCcTynoMm, 3awuTa na-
MSATW, N30NSALMS NPOLIECCOB, 3aluMTa cpeabl BUpTyanusaunm, MapkupoBka AOKYMEHTOB, KOHTPOSb
NOAKMIOYEHUS] CbEMHBIX MALUMHHbIX HOCUTENen NHopMaLUuK, conocTaBneHmne nonb3oBaTens ¢
YCTPOMCTBOM, permcrtpaums cobbitnn 6e3onacHoCTu, HagexXHoe PyHKLMOHUPOBaHue, punstpa-
LS CETEBOro MOTOKA, KOHTPOIb LEENOCTHOCTU, reHepaumsa KC3, pexxum orpaHn4eHns 4enctaeum
nonb3oBaTtensa Knock-2, a Takke nopsgok 3anycka n npumeHenus OC.

[ononHuTtenbHaa MHdopMaumsa O HacCTPOMKE KOMMOHEHTOB U yrpaBfieHUM Nporpamm-
HbIMW NakeTamn, a Takke BapuaHTbl peanusaumm OoTAENbHbIX peLleHnit ¢ ucnonb3osaHnem OC
npmBeaeHbl Ha oduumanbHOM cante https://wiki.astralinux. rul

Bo BTOpOWM Yactn pykoBoacTBa npueeneHo onucaHue tectoB KC3.
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1. OBLLME CBEOAEHUA

KC3 (nogcuctema 6e3onacHoctn PARSEC) npeaHasHayveH ans peanusaumm gyHkunn OC

no 3awute nHgopmauuun ot HC n npegoctaBneHna agMnuHucTpaTopy 6esonacHoctu nHgopma-

LUuKn cpeacTts ynpasneHnsa yHkumoHmposaHuem KC3.

BHUMAHMUE! Mocne yctaHoBkn OC MHTEPAKTMBHBIVA BXO4 B CUCTEMY Cyneprnonib3oBarTens

root Mo ymon4yaHuio 3abnokupoBaH. Co3aaBaemblli NPU yCTAHOBKE OnepauvoHHON CUCTEMBbI

nonb3oBaTenb BKMNoYaeTcsd B rpynny astra-admin. lNonb3oBaTensam, Bxogawmm B Ha3BaHHYHIO

rpynny, Yepes MexaHu3am sudo NpeaoCcTaBnsaloTCs NpaBa Ans BbINOMHEHWUS AeNCTBUI NO HACTPOViKe

OC, Tpebytounx npmusunernn cynepnonb3oBaTens root. [lanee no TEKCTy Takow Nonb3oBaTesb

MMeHYyeTCA agMUHUCTPAaTOPOM.

1.1. CocTtaB KC3

B coctaB KC3 BxogaT cnegytowmne 0CHOBHbIE MOACUCTEMBI:

mMoaynu nogcuctemol 6e3onacHoctn PARSEC, Bxogsawume B coctas sigpa OC;
onobnmoTteku;

yTUNUTBLI 6e30NacHOCTY;

noacucTema npoTOKONMPOBaHUA (pernctpaummn);

Moaynun ayTeHTudmkauuu;

rpadoumyeckas noacmcrema,;

KOHCOMbHbIN BXO4 B CUCTEMY;

cpeacTBa KOHTPONS LENOCTHOCTMU;

CpeacTBa BOCCTAHOBIEHWS;

cpefcTBa pasrpaHNYeHns 4ocTyna K BUpTyanbHbIM MawmHam; "

cpeacTea pasrpaHndeHnda aoctyna K nogkno4vyaemMblM yCTpOIZCTBaM.

1.2. KoHTponupyembie hyHKLUMN

KC3 obecneunBaet peanusaumio cnegyowmx dpyHkunn OC no 3awmrte nHgpopmMaumm ot

HCA:

NAEHTUUKALMNIO N ayTEHTUDUKALWIO;
[AVCKPELIMOHHOE yrpaBreHne AOCTYMNoM;
MaHaTHoe yrnpaBreHue AOCTYMNoM;
perncTpauuio cobbITuii 6e30NacHOCTY;
orpaHvyeHne nporpaMmMHoN cpeasbl;
N30NSALMI0 NPOLIECCOB;

3aluMTy NamMsaTy;

) inst npoueccopoBs, NoAAePKMBAIOLLIMX TEXHOMOMVIO BUPTYanu3auum.
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KOHTPOIb LEMNOCTHOCTHU;

obecneyeHne HagexXHoro PyHKLUNOHMPOBAHUS;

unbTpauno ceTeBoro NoTokKa;

MapKUPOBKY [OKYMEHTOB;

3almTy cpeabl BupTyanusauum;’

KOHTPOSTb NOAKIMIOYEHUSA ChbeMHbIX MaLLMHHbIX HOCUTENen nHdopmaummn (3awmTy BeBoga-
BbIBOAA Ha OTYYXXAaeMblin PU3NYECKUI HOCUTENDb MHpOPMaLnN).
Peanunsauunsa nepeyncneHHbix Bbile OYHKLMIA OCHOBAHA Ha CreayrLmx OCHOBHbIX NOSo-

XKEHUsIX:
1) € KaxgblM Nonb3oBaTenem CUCTEMbI CBA3AH YHUKANbHbIA YUCEHHBIN MOAEHTUMKATOP
— nageHtudukatop nonbsosarens (UID), koTopbi ABRSIETCA KITHOYOM K COOTBETCTBYIOLLEN
3anucu B B[l nonb3oBartenen, cogepxawen MHopmMaumo O nonb3oBaTendax, BKo4as
NX pearbHble U cUCTEMHbIE UMeHa. B[]l nonb3oBaTenen nogaepXxmBaeTcs u ynpaesnseT-
cqa cucTteMHbIM agMmuHucTpatopom. UID asnsaetcsa spnblkoM cybbekTa (HOMUHAsbHbIN
CcybbeKT), KOTOpPbIM CUCTEMA NONb3yeTCs AN onpeaeneHus npaes goctyna. b1 nonb3o-
BaTenen B OC MoXeT ObITb Kak nokanbHOM AN CUCTEMBbI, Tak U ABNATbcsA YacTtbio ENMM,
dyHKLMOHMpPYOLEero Ha ocHoBe npoTtokora LDAP;
2) Kaxabll Nonb3oBaTefb BXOAUT B OA4HY unu 6onee rpynn. pynna — 3To CAMCOK NOMb30-
BaTenen cuctemsbl, Metowmnn cobecteeHHbI naeHTudgmkarop (GID). MNMockonbky rpynna
00beanHSET HECKOMNbKO NONb30BaTeNien CUCTEMbI, B TEPMUHAX NONUTUKM 6e30nacHOCTM
OHa COOTBETCTBYET MOHATUIO K MHOXECTBEHHbIN cybbekT». GID saBnsercsa apsblikoM MHO-
XKECTBEHHOro cybbekTa, KOTOpbIX Y HOMUHANbLHOMO CyObekTa MOXeT OblTb Bonee ogHoro.
Takum o6pasom, ogHomy UID cootBetcTByeT cnmncok GID;
3) ponb gencTeuTenbHOro (paboTarLwero ¢ CyWHOCTAMM) cybbekTa nrpaeT npouecc.
KaxxgomMy npoueccy npucsaveaeTtcs eguHcTBeHHbIN UID, asnstowmunca ngeHtngukaTtopom
3anycTuMBLUEro NpoLecc HoMMHanNbLHOro cybbLekTa, T. €. nonb3oBaTens. [pouecc, Nopox-
OEHHbIN HEKOTOPbIM NpoLeccoM nonb3osaTend, Hacneayet UID poguTtenbckoro npouecca.
Takum obpa3om, BCce NPOLIECCHI, 3anyckaeMble Nonb3oBaTeneM, UMeKT ero naeHTuduka-
Top. Bce npouecchl, npuHaanexawme nonb3oBaTento, 06pasyroT ceaHC nonb3oBaTtens.
MepBbIN Npouecc ceaHca NoNb3oBaTeNsa NOPOXAAETCA NOCHE NPOXOXKAEHUSA npoueayp
noeHTudukauum n ayteHtndpukaumn. MNpn obpalleHnn npouecca K CyLHOCTU OOCTynN
npeaocTaBnseTca no pesynsratam npoueaypbl aBTopusaumu, T.e. 06paboTkm 3anpoca Ha
OCHOBE MaHAaTHbIX N anckpeunoHHbix MNPL;
4) mexanuam NP peanusoBaH B agpe OC, yto obecneunBaet ero npaBunbHoe yHKLNO-

HMPOBaHMWE NpU NCMONb30BaHUN NOGbLIX KOMNOHEHTOB, NpegocTasnsieMbix OC. Peanusa-

) inst npoueccopoBs, NoAAePKMBAIOLLIMX TEXHOMOMVIO BUPTYanu3auum.
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LUMs MaHOATHOrO yrnpaBeHus AOCTYMNOM 3aTparMBaeTt Bce NoacucTeMbl 94pa, B KOTOPbIX
peanM3oBaHO ANCKPELMOHHOE yrpaBreHne goctynoMm. [Npu atom oba Bnaa ynpasneHus
AOCTYNOM OYHKUMOHUPYIOT NapannenibHo, He BNUASA Ha NPUHATUE peLueHnA Opyr apyra
(HenpoTuBOpPEYNBOCTL). [1OCTYN pa3peluaeTcs B TOM Ciyyae, eCfiv OH BO3MOXEH OTHO-
CUTENbHO AUCKPEeUMOHHbIX U MaHaaTHbIX [NPL. 3anpelwaetcs B cnyvae, ecnu gOCTyn

3anpeLleH OTHOCUTENbHO NBOro N3 MexaHM3MoB.
1.3. CpeactBa opranusauum ENMM

Opranusaumsa ElMM obecne4ymBaer:

- CKBO3HYIO ayTEeHTMdUKaLUUIO B CETY;

- LUeHTpanusaumio xpaHeHnsa nHgpopmaumm ob okpy>keHun nonb3oBaTenem;

- LeHTpanusauuio XxpaHeHus HacTpPoek CUCTEMbI 3almTbl MH(bopMaLmMm Ha cepBepe.

CeTteBas ayTeHTU(MKaAUUA M LeHTpanM3aunsa XxpaHeHns nHgopmMaumm ob OKpy>xeHuu
nonb3oBaTtens nogpasyMeBaeT UCNONb30BaHNE ABYX OCHOBHbIX MEXaHW3MOB: NOAAEPXKKN KPOCC-
nnaTopMeHHbIX CepBEPHbLIX NpuUnoxeHnn onsa obecnevyeHns 6esonacHoctn (NSS) n nogrpyxae-
MbIX ayTeHTUdUKaUMOHHbIX Mogyrnen (PAM). CkBo3Has ayTeHTUukauusa B ceTu peanuasyercs Ha
OocHOBe npoTtokona Kerberos ¢ ncnone3oBaHmem cny6bl katanoros LDAP B kauecTBe MCTOYHUKA
AaHHbIX Ans 6a30BbIX CUCTEMHBIX Cry>6 Ha 6a3e mexaHnamoB NSS 1 PAM. MNogo6HbIM noaxon
obecneunBaeT LeHTpanMsaumo XpaHeHust Hopmaumm ob oKpyXeHun nosb3oBaTenen (B TOM
yucne npegHasHavyeHHyo ansa obecneyeHns MaHgaTHOrO yrnpaBneHns 4OCTYNOM):

- CYLLeCTBYylOLME B CUCTEME YPOBHU N KaTeropmm KOHMAEHUManbHOCTH;

- MUHMManbHbIE 1 MakCUMarbHble YPOBHU KOHPUOEHUNAbHOCTU, AOCTYNHbIE NOMb30Ba-

Tensm nNpu BXo4e B CUCTEMY;

- MUHUMarsbHbIe U MakcuMarnbHble Habopbl KaTeropmum KOHUAEHLMaNbLHOCTN, OCTYMNHbIE

nonb3oBaTensiM Npu BXoA4e B CUCTEMY;

- YrieHbl NPUBUIIENMPOBAHHBIX FPYNM, KOTopble MOryT nony4datb u3 Bl cnyx6bl katanoros

LDAP onpeneneHHyto MHpopmMaumio o nons3oBartensx.

Kpome Toro, ¢ ncnonb3osaHnem C3®dC CIFS obecneyeHo LeHTpann3oBaHHOE XpaHeHune
AOMaLLHMX KaTanoros nofnb3oBaTenen.

[Onsa cHwkeHna Harpysku Ha ceTb U MnoBblWeHna npomnssoguternbHocTu B ENMM moxet
NPUMEHSTLCS KI3LWMPOBAHNE peaKo U3MEHAEMON NHOPpMaLMN B JIOKANIbHOM KaLLe.

BHUMAHMUE! 3ameHeHHas Ha cepBepe MHGOopMaLMst MOXET NONacTb B flOKalbHbIN K3LU
C 3a1E€PXKKON.

Bbonee nogpobHoe onucaxue ElNMM npueeaeHo B PYCBH.10152-02 95 01-1 «OnepaunoHHas
cucTema cneumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBoacTteo agmuHucTparopa.

YacTtb 1».
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2. VDEHTU®UKALUA U AYTEHTUDOUKALIUA

OyHKUMA naeHTupukaumm n ayteHtTudpumnkaumm nonb3osarenen B OC ocHOBbIBaeTCs Ha
ncnonb3oBaHnn MexaHnama PAM.

PAM npegctaBnatoT cobon Habop pasgensiembix 6ubnuotek (T.H. Moaynewn), ¢ nNomo-
LLIbKO KOTOPbIX CUCTEMHbBIN aAMUHUCTPATOP MOXET OpraHM3oBaTh npoueaypy ayTeHTudumkaumm
(noaTBepxgeHue NOANUHHOCTM) Nonb3oBaTenen NpuUkNagHbIMUM NporpammamMu. Kaxasin moayrib
peanu3yet CO6CTBEHHbIN MexaHU3M ayTeHTudukaumm. IameHsist Habop 1 nopagok cregoBaHus
MOAYIeNn, MOXHO NOCTPOUTbL CLEHapUn ayTeHTUdUKaLmu.

Mopo6HbIN Nogxoa NO3BONAET N3MEHATL NpoLenypy ayTeHTudukaumm 6e3 nameHeHns
NCXOOHOro Koda u NOBTOPHOro kKoMmnunuposaHna PAM.

CueHapum ayTeHTUMKaUuMK (T. e. paboTa 3aTUX (PYHKLMI) ONMUChIBAKOTCS B KOHAUIYpaLMOH-
HOM panne /etc/pam.conf 1 B page KOHPUrypauMOHHbIX hannos, pacroroXeHHbIX B KaTarnore
/etc/pam.d/. Cama ayTeHTUdMKaUmns BbinonHaeTcs ¢ nomowsio PAM. Moaynu pacnonaratoTcs
B KaTanore /lib/security B BUae AUHaMN4eCKn 3arpyxaemMblX 0ObeKTHbIX hansioB.

Ecnn ETMN He ncnonbsyetcs, ayTeHTUPUKALMA OCYLLECTBAAETCHA C MOMOLLLIO NoKanb-
Hown B[] nonb3oBatenen (dpann /etc/passwd) U nokanbHon B[] nonb3oBaTenbCkMX naponen
(dpann /etc/shadow). [NogpobHy0 MHPOPMALNIO O CTPYKTYpPE 3TUX (hannoB MOXHO NONYYUTb
C NOMOLLbI KOMaHg man 5 passwd M man 5 shadow cooTBeTrcTBeHHO. B OC peanusoBaHa
BO3MOXXHOCTb XpaHeHUs ayTeHTUPUKaLMOHHON MHGOpMaLMK nosib3oBatenemn, nony4YyeHHom ¢
ncnonb3oBaHnem xew-gyHkumi no NOCT P 34.11-2012 (TOCT P 34.11-94).

Mpwn ncnonssosaHuu ENMN ayTeHTUMKaUMs nonb3oBaTenemn ocyLecTBNsaeTca ueHTpanu-
30BaHHO o npotokony Kerberos. [1Ns 3awuTbl ayTEHTUPUKALNOHHON MHPOPMALLMK NO YMOSTHAHWIO
NCnonb3yTcsa oTedecTBeHHble anroputmbl no NOCT 28147-89 n TOCT P 34.11-2012.

B EIMIM B kayecTBe UCTOYHMKA OaHHbBIX AS1S naeHTUmnKaumm n ayteHTuunkawmm nosnb3o-
BaTenen npumeHsaTca cnyxobl katanoros LDAP. B pesynsrate Bca cnyxebHas nHgopmaums
nonb3oBaTenen cetTm MOXET pacnonaratbCa Ha BblAENEeHHOM cepBepe B pacnpenerieHHon retepo-
reHHoun ceTeBon cpeae. [loGaBneHne HOBbIX CETEBbLIX MONb30BaTENEN B 3TOM Criydae npon3Bo-
ANTCA LEHTpann3oBaHHO Ha cepBepe cnyxbbl katanoroB. CeTeBble cnyxObl, NogaepxmsaroLLme
BO3MOXHOCTb ayTeHTudMKauum nonb3osatenen (web, FTP, noyta), MOryT BMeCTO fioKasnbHbIX
y4eTHbIX 3anncemn ncnonb3oBaTtb TOT xe KaTanor LDAP npoBepkun ayTeHTUdMKALMOHHON MHOP-
Maunn. ADMUHUCTPaTOP CETU MOXET LieHTPanun3oBaHHO yNpaenAaTb KOHUrypaunen cetu, B T. 4.
pasrpaHmumMBaTb AOCTYM K CETEBLIM Cry>bam.

Bnarogaps npegoctasneHuto nHgopmauumn LDAP B nepapxuydeckon gpesoBmaHon hopme
pasrpaHudeHne gocTyna B pamkax cryxbbl katanoros LDAP MoxeT 6bITb OCHOBaAHO Ha BBEOEHUN

AOMeHOB. B kayecTBe goMeHa B JaHHOM crlydae OyaeT BbiCTynaTb NOAAEPEBO CMyXXObl KaTa-

4.7.3
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noros LDAP. Cepsucbl LDAP nossonaloT pasrpaHMymBaTb OOCTYN MOSfb3oBaTeNen K pasHbIiM
nogaepeBbaM KaTtanora, Xxotd no ymonyaxHuioo B OC peanuayetcs cxema ogHOro JoMeHa.

[nsa ynpaeneHnsa nonb3oBatensamu, rpynnaMm n HacTporkamm nx aTpnbyToB ncnonb3yeTcs
rpadpudeckast ytunuta £ly-admin-smec. OnncaHme rpadpuyeckon yTunnTbl CM. B 3NEKTPOHHOM
crnpaske.

Ona ynpaeneHus B ALD B pexume KOMaHOHOM CTPOKM WUCMOMb3yeTrcs yTunuta
ald-admin, nogpobHOe onucaHne KoTopon NpuBeaeHo B man ald-admin.

MpnumevaHwune. Npn cosgaHnn nokanbHbIX Nosib3oBaTenen unn nonososarenen ENMM
Heobxoanmo 0bsa3aTenbHO YyCTaHaBNUBATh 4118 HAX AManasoHbl 4ONYCTUMbIX YPOBHEN U KaTeropui
KOHUAEHUMANBHOCTU: MUHMMArbHbIA N MakCUMasibHbIN YPOBHU KOHOMAEHUMANBHOCTU, MUHN-
ManbHbl U MakcUMarbHbI HAaGopbl kKaTeropuii kKoHduaeHUMansHoctu (cM. pasgend). OtcytcTBrE
YCTaHOBMNEHHbIX AOMNYCTUMbIX AMana3oHOB MaHOATHbLIX aTpUOyTOB NPUBOAUT K 3anpeLLeHNo JOCTY-
na npu obpalleHnn K ceTeBbIM CrnyXbam 3aLMLeHHbIX KOMMEKCOB NPOrpaMm rmnepTekCToBON
00paboTKkM AaHHbIX, ANeKTpoHHOW noyThl, CYB[] 1 nevatn.

Mo ymon4yaHuio B cueHapumn /etc/pam.d/common-auth, cogepxatiem obume ans scex
cnyx6 HacTponkM 1 NpegocTasnsoLemM cnyxby anga Bxoga B cuctemy, ncnonbdyetrcad PAM-mogynb
pam_tally.so. [aHHbin PAM-mMoaoynb npu Hayane npouenypbl ayTeHTumkauum nons3osaTens
YyBENUYMBAET CHETUMK HEYCMELLHbIX MOMNbITOK ayTeHTUdMKaLMmM nonb3oBaTens Ha eguHuly. Ymcno
HeyCneLLHbIX NMOMbITOK ayTEHTUMUKALMMN NONb30BaTeNst MOXET ObITb MPOCMOTPEHO CrieaytoLLen
KOMaHOoMn:
faillog -u user_ name

lNocne ycnewHoro 3aBepLUeHUsI MNOMbITKM ayTeHTUUKaummM nonb3oBaTensa CYeTyYuK
HeycneLHbIX MONbITOK ayTeHTUdMKaumm nonb3oBarensa copacbiBaeTcs B HoMb. MakcumaneHoe
YUCIIO HEYCMNELLHbIX MONbITOK ayTeHTUdMKaLmMmn nonb3oBartens onpeagensierca ytunuton faillog
N 3Ha4YeHNAMM napameTpoB deny U per_user:
auth [success=ignore default=die] pam tally.so per_user deny=10

Mcnonb3oBaHue napaMeTpa per_user O3HAYyaeT, YTo Npu ycTaHoBKe yTunuton faillog
MaKCUManbHOro 3Ha4YeHUs HeyCneLHbIX NOMbITOK ayTeHTUdMKauumn Ans nonb3osaTens, He pas-
Horo 0, NPMMEHSAEeTCA yKasaHHOe 3HayeHue. MHadye npumeHdaeTcs 3HadeHue, onpegensemMmoe
napameTpom deny. [1pn OTCYTCTBMM YCTAHOBIIEHHOIO NapamMeTpa per_user UCMNOSb3yeTcH 3Ha-
YyeHue napameTpa deny.

[ns cbpoca cyeTymka HeycneLHbIX NOMnbITOK ayTeHTUMKaLNN HEOOXOANMO BbINOMHUTL
cnenyroLLyro KomaHay:
faillog -r -u user_ name

bonee nogpobHoe onucaHne cMm. B pykoBoACTBE man Ha faillog M pam tally.
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3. ACKPELUMOHHOE YNPABJIEHUE OOCTYINOM

3.1. Obwme cBegeHun

B OC peanusoBaH mexaHun3m anckpeunoHHblx MPL nmeHoBaHHbIX Cy6beKTOB (Mosib3oBa-
Tenemn) K UIMEHOBaHHbIM CYLLHOCTAM. Peanmsauunsa mexaHnama guckpeumoHHbix MNP o6ecneunBaet
Hanuune 4Ns Kaxgown napbl (Cy6beKT-CyLLHOCTb) SBHOE U HeBYCMbICIIEHHOE NepeyncrneHmne pas-
peLLEeHHbIX TMNOB AOCTyNa.

[vckpeunoHHoe yrpaBrneHne OCTYNOM NPUMEHSETCH K KaXXOO0W CYLLHOCTU U KaXXaoMy
CyObeKTY 1 3aKntoyaeTcs B TOM, YTO Ha 3aliuLiaemMble MMEHOBAHHbIE CYLLHOCTW YyCTaHaBNMBAOTCS
(aBTOMaTUYECKM Npu ux cosgaHum) 6asosbie P B BMae MaeHTMOMKATOPOB HOMUHAMNbHbLIX
cybwekToB (UID n GID), koTopble BnpaBe pacnopsKatbCs 4OCTYNOM K AaHHOW CYLLIHOCTU, U NpaB
AocTtyna K cywHoctn. Onpegensotca Tpyu BUaa goctyna: yYteHue (read, r), 3anuck (write, w)
n ncnonHeHne (execution, x). NMpaBa [ocTyna BKMOYAKOT CNUCOK (BUTOBYO MacKy) U3 OeBATU
MyHKTOB: MO TPy BMAA AOCTyNa A8 Tpex KrnaccoB — Nornb3oBaTtens-srnagensua, rpynnbl-snagensua
N Bcex ocTanbHbiX. Kaxabin MyHKT B 3TOM Cnncke MoXeT bbITb b0 paspelueH, nnbo 3anpeLleH
(paBeH 1 unu 0).

Mpn obpalleHnn npoLecca K CyLWHOCTM (C 3anpocoM [OCTyna onpefeneHHoro suaa,
T.€. Ha YTeHWe, 3anuUcb NN UCMNOSIHEHNE) CUCTEMA NPOBEPSIET CoBNageHNe NaeHTMPNKaToOpOB
BnagernbLeB npolecca 1 Bnagernsues danna B onpegerneHHoM nopsiake, v, B 3aBUCUMOCTU OT
pesynbrata, NPUMEHSIET TY UM UHYIO rPYnny npas.

lMpaBa goctyna CywHOCTH, ABNAOLWENCa annoBbiM 0OGbEKTOM, MOTYT ObITb N3MEHEHDI,
€CNnn 3TO paspeLleHo (CaHKUMOHMPOBAHO) TEKYLLMMM NpaBunamMmn pasrpaHnyeHns octyna.

CyLlecTByIOT Takxke crieymanbHble OUTbl, Takne Kak:

- SUID (Set User ID) — 61T cMeHbl naeHTudukaTopa nosb3oBarens;

- SGID (Set Group ID) — 6MT cmeHbl naeHTUMKaTopa rpynnbl;

- Sticky — onpegensert Bnagernbua CyLHOCTEN B KaTanore.

Korga nonb3oBarternb Unun npouecc 3anyckaeT UCNOoNHAeMbl hann ¢ ogHUM U3 yCTaHOoB-
NEeHHbIX 6UTOB SUID unu SGID, TO hanny BpeEMEHHO Ha3Ha4yarTCcA npasa ero (dawvna) snagenoLa
Unu rpynnsl (B 3aBMCUMOCTM OT TOro, Kakon 6uT 3agaH). Takmm ob6pasom, nonb3oBaTenb MOXET
Aaxe 3anyckaTb pansibl OT MUMEHU cynepnosib3oBaTens.

KaTanor ¢ yctaHOBMeHHbIM Sticky-OUTOM O3HAYaeT, YTo yaanuTb ann U3 3Toro KaTa-
niora MOXeT TOfbKO Briagenew canna unu cynepnonb3oBatens. [Jpyrne nonb3oBaTeny nuwarTcs
npaBa yoanaTte dannbl. YCTaHOBUTb Sticky-OUT B KaTanore MOXHO TOSMbKO OT MMEHW cynep-
nonb3oBaTens ¢ UCMNorib3oBaHNWEM MexaHn3aMma sudo. Sticky-bUT kaTanora ocraeTcs 4o Tex nop,
noka Brageney, katanora unm cynepnornb3oBaTtesib He yaanuT Katanor SBHO UK HE U3MEHUT

npaBa goctyna. Bnageney MoxeT yaanutb Sticky-6UT, HO HE MOXET €ro yCTaHOBUTb.
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HononHutenbHo B OC mexaHn3mMoM guckpeunoHHblx MNP nogaepxmBatoTcst CNUCKU KOH-
Tpons poctyna ACL (Access Control List), peannsoBaHHble Ha OCHOBE pacLlUMpPEHHbIX aTpubyToB
dannosbix cuctem. C ncnonbzoaHnem ACL MOXHO OOMOMHUTESNBHO AN KaXOoW CYLHOCTU
3agaBatb NpaBa Ha AOCTYN CyObEeKTOB K HEN.

ACL coctouT M3 Habopa 3anucen. lNpaBa goctyna K CyWHOCTU ANs Nonb3oBaTens-
BnagenbLa, rpynnbl-Bnagensya u BceX ocTasibHbIX MMEKT COOTBETCTBYIOLLIEE NpeacTaBneHme
B ACL B Bnae otgenbHbix 3anucen. ACL, cootBetcTBytowmn 6asosbiM MNPL, HasbiBaeTcs MUHK-
manbHbiM ACL. Takum o6pas3om, Kakgon CyLHOCTM BCerga conoctaBnsaeTcs MmHumManbHbin ACL,
BKIOMaOLLNA TpU 3annucun: AN nonb3oBartensa-snagensua, rpynnbl-BnagensLa n Bcex oCTarbHbIX.
MpaBa goctyna onsa AONOSTHUTENbHbBIX CYyObLEKTOB OonpeaensoTcs B JOMNOMHUTENbHbIX 3anncsx
ACL.

ACL, Bknovatowmn bonee Tpex 3anncen, HasbiBaetcst pacwmpeHHbiM ACL. OH gononHum-
TENbHO COAEPXUT 3anucb ANs Macku AOCTyna u Habop 3anucen AN UMeHOBaHHbIX MoNb3oBaTenen
N UMEHOBAaHHbIX rpymnn.

B obwem cnyyae ACL BknoYaeT 3anucu crnegyowmx TUnos:

- nonb3oBatenb-Briageney (TEKCTOBOE NPeACTaBIIEHNE: USer : : TWX);

- MMEHOBaHHbIM Nonb3oBaTernb (TEKCTOBOE NpeACTaBleHMe: user :user_name: rwx);

- rpynna-snagesnbua (TeKCTOBOE NpeaCcTaBleHne: group: : rwx);

- MMEeHOBaHHas rpynna (TEKCTOBOE NpeACTaBfIEHME: user : group_name : rwx);

- Macka goctyna (TeKCToBoe npeacTaBneHue: mask: : rwx);

- BCe OcCTarbHble (TEKCTOBOE NpeAcTaBfneHune: other: : rwx).

3anucb Mackn JocTyna UCNonb3yeTcst ANs orpaHNYeHnsa pacnpocTpaHeHns npae gocTtyna
MMEHOBaHHbIX Monb3oBaTernen u rpynn.

B mexaHmame auckpeumoHHbix MNP peanu3oBaHo oTobpakeHne npaB AOCTyna K CyL-
HOCTW, yKa3aHHbIX B OMTOBOW Macke ANs Tpex KnaccoB (nosib3oBaTens-snagensua, rpynnbl-
BnajenbLa 1 BCeX ocTanbHbIX) B cooTBeTCTBYOWME 3anmcn ACL.

Mpn ncnons3oBaHnn MmHnmansHoro ACL:

- nNpaBa gocTtyna n3 6GUToBOM Macku Ans Knacca nonb3oBaTtenb-enagenew (Hanpumep,

rwx) oToOpaXkalTcsa B MAEHTUYHbIE NpaBa goctyna 3anucn ACL Tuna nonb3oBaTesib-

Bnageney, (HanpMMep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku ANs Krnacca rpynna-snagenbsua (Hanpumep, rw-)

oTobpaxarTca B naeHTu4Hble npasa goctyna 3anucu ACL Tuna rpynna-snagensua

(Hanpumep, group: : rw-);

- npaBa gocTyna n3 6UTOBON MacKku Ans Krnacca Bce ocTasnbHble (Hanpumep, r—--) oTob-

paxatTcs B MAEHTUYHbIE NpaBa gocTtyna 3anucn ACL Trna Bce ocTarnbHble (Hanpumep,

other::r--).
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Mpun ncnonesoBaHun pacwmpeHHoro ACL:

- npasa gocTtyna u3 6UToBOM Macku ONA Knacca nosib3oBaTenb-Brnageney (Hanpumep,

rwx) oToOpaXkalTcsa B MAEHTUYHbIE NpaBa goctyna 3anucn ACL Tuna nonb3oBaTesib-

Bnageney (HanpMMmep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku Ans Krnacca rpynna-snagensua (Hanpumep, rw-)

oTobpaxaloTcs B naeHTUYHble npasa goctyna 3anucy ACL Tuna macka goctyna (Hanpu-

mMep, mask: : rw-);

- npaBa gocTyna n3 6MTOBON MacKu Ans Kracca Bce ocTarnbHble (Hanpumep, r—--) oTob-

paxaloTcs B uaeHTUYHbIe npasa goctyna 3anucy ACL Tvna Bce ocTanbHble (Hanpumep,

other::r--).

PeanunsoBaHHasa B MexaHu3me guckpeumoHHbix MNMPL npoeepka npas focTyna cybbekTa K
CYLLLHOCTW BbINOMHAETCA B ABa 3Tana. Ha nepsom atane Bbibupaerca 3anucs ACL, COOTBETCTBYHO-
waga cywHoctn. 3anucy ACL anga cywHocT npocMaTpumBaloTCs B criefyoLlem nopsake:

1) 3anucb ons nonb3oBaTens-sBnagensua;

2) 3anuMcm UMEHOBaHHbLIX NONb30BaTeENEN;

3) 3anucb rpynnbl-Bnagenbua;

4) 3anMcu MMeHOBaHHbIX rpynm;

5) 3anuck ans Bcex ocTanbHbIX.

PelleHne o goctyne npMHMMaeTcs TONbKO HA OCHOBE ogHoW Bbl6paHHon 3anuncu ACL. Ha
BTOpPOM 3Tane nposepsietcs, 4To 3anuck ACL cogepXut Heobxoammble npaea gOCTyna.

AnropuT™M NpoBepKU NpaB AOCTyNa UMeET crieayoLWnin BUA:

1) npoBepsieTcs, ABNAETCS N CyObeKT AOCTyna nonb3oBaTenem-BrnagenbLeM CyLLHOCTN.

Ecnu cybbekT gocTyna He ABMSETCA Nonb3oBaTenemM-snagenbuem CyLHOCTU, TO NpoBepKa

npogomkaerca. Ecnu cybbekT goctyna siBNsieTcs nonb3oBartenem-snagensLeM CyLHOCTH,

TO NPOBEPSIETCS, pa3peLLEeH N B COOTBETCTBUM C Bbl6paHHOM 3anucbto ACL 3anpoLueHHbIn

cybbekTtom BMA goctyna. o pesynsratam npoBepku Joctyn nmubo paspeluaetca, nnmbo

3anpeLyaercs;

2) npoBepsieTcs, ABNSETCA N CyObEKT AOCTyNa OOHUM U3 UMEHOBAHHbIX NOMb30BaTeNewu,

ykasaHHbIX B 3anucsx ACL. Ecnun cybbekT gocTyna He SBRsieTca MMeHOBaHHbIM MOfb30Ba-

Tenem, ykasaHHbiM B 3anucax ACL, To npoBepka npogomkaetca. Ecnn cybbekT goctyna

ABNSETCS MMEHOBAHHbLIM MOMb30BaTeNeM, TO NPOBEPSAETCH, pa3peLLEH NN B COOTBETCTBUM

¢ BblbpaHHon 3anucbio ACL 1 3annckio mackm goctyna ACL 3anpolleHHbI CyObekTomM

BMA goctyna. o pesynsratam NpoBepkn JOCTYN NMBo paspeluaercd, NMbo 3anpeLaercs;

3) npoBepsieTcs, ABNSETCA N1 ogHa M3 rpynn cybbekTa AocTyna rpynnon-enagensuem

cywHocTtu. Ecnu HM ogHa u3 rpynn cybbekTa AoCTyna He siBNSeTcs rpynnon-snagenbuem

CYyWHOCTHN, TO NpoBepKa npoaosnKaeTcA. Ecnv ogHa u3 rpynn Cy6'beKTa OOCTynMna 4BliAa-
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eTcsa rpynnon-srnagenbLem CyLHOCTU, TO NPOBEPSETCS, paspeLLeH N B COOTBETCTBUN

C BblbpaHHOM 3anucbio ACL 3anpolueHHbIn cybbekToM Bua goctyna. o pesynsratam

nposepku goctyn nnbo paspellaeTtcs, NnMbo 3anpeLLaercs;

4) npoBepseTcH, ABNAETCA M 0gHa U3 rpynn cybbekTa JoCcTyna OgHOW N3 MMEHOBAHHbIX

rpynn, ykasaHHbix B 3anucax ACL. Ecnu Hu ogHa 13 rpynn cy6bekta gocTyna He saBnsieTcs

MMEHOBaHHOM rpynnown, ykasaHHoun B 3anucax ACL, To npoBepka npogosrmkaetcs. Ecrnn

ofHa 13 rpynn cybbekTa goctyna ABnseTcs MMEHOBAHHOW rpynmnomn, TO NpoBepseTcs,

paspeLleH N1 B COOTBETCTBUKN C BbibpaHHoW 3anucbto ACL 1 3anmcbio Mmacku gocTtyna

ACL 3anpolleHHbI cybbekTom BuA goctyna. o pesynstatam npoBepku JOCTyn nnbo

paspeluaetcs, Nnbo 3anpeLaeTcs;

5) npoBepsieTcs, paspeLleH nn B COOTBETCTBMU C 3anucbio ACL ans Bcex ocTanbHbIX

3anpoLLeHHbI cybbekToM BUA aoctyna. o pesynsratam npoBepku 4OCTyn nMbo paspe-

LwaeTcs, nMbo 3anpeLuaeTcs;

6) ecnu goctyn He Bbin paspeLlleH Npu NposeaeHUn NpeablayLmMx NpoBepok, To 40CTynN

3anpeLiaercs.

PeanunsoBaHHbin B OC mMexaHnam guckpeumoHHbix NP npegycmatpuBaeT Hanmume y
cywHocTen-koHTenHepoB ACL, ncnonsdyemoro no ymonyanuio. HassaHHbin ACL Hacneayetca
CYLHOCTSIMW, CO34aBaeMbIMUN B CYLLLHOCTU-KOHTENHEpE.

CyLHOCTAMM OocTyna SBMSOTCS:

dannsl;

coeanHeHuns (CokeTbl);

ceTeBble NMakeThl;

mexaHn3mbl IPC (pasgensemasi namsaTb, odepeam coobLueHnn n ap.).

MexaHunam, peanuayowwmin JUCKPELMOHHOE ynpaBneHme JoCcTynom, obecneumBaeTt BO3-
MOXHOCTb CaHKLMOHMPOBAHHOIO M3MEHEHUsT CMCKa Nosib3oBaTeniern U Crnvcka sawuuaemMbix
CyLIHOCTEN, aBnsowmxca dannoBbiMm obbekTamum.

MpaBo nameHeHusa MNP npeagocTtaBneHo BbiAENEHHOMY CyObEKTY-Cynepnonb30BaTento
root (nonb3oBatento ¢ UID, nmetowmm 3HadveHne 0). ADMUHUCTPATOP MOXET M3MEHATL NpaBa
C ucnonb3oBaHMeM MexaHmama sudo. Kpome Toro, npaBa JOCTYyMNa K CYLHOCTU, KaK YKa3aHHble
B GUTOBOM Macke Ansi Tpex KnaccoB (Mornb3oBartens-Brnagensua, rpynnbl-Bnagensua n Beex
ocCTanbHbIX), TaK U yKadaHHble B 3anucsx ACL, moryT ObiTb M3MEHEHbI CyObEKTOM, ABMSOLWMMCS
nonb3oBaTenemM-snagenbuemM CyLLHOCTH.

Peanusauma B OC mexaHuama guckpeunoHHbix MNP o6ecneymBaeT HENPOTUBOPEYNBOCTb
npasun U3MeHeHNa OnckpeunoHHbix MPL.

Mpn ncnonb3oBaHuM ons cywHocTn MmHMMmansHoro ACL npsimoe n obpaTtHoe oTobpake-

Hue MNP obecneynBaeTca cnegyowmm obpasom:
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1) npu n3meHeHnn nNpae AocTyna B GBUTOBOM Macke Ans nonb3oBaTensi-Bnagenbua naex-

TUYHLIM 06pPa3oM U3MEHAKTCA NpaBa AoCTyna AN nosb3oBartens-enagernsLua B 3annucu

ACL;

2) npu U3MEHEHUN NpaB 4OCTyna Ans nonb3oBaTens-enagensua B 3anncu ACL naeH-

TU4YHbIM 06pa3oM M3MEHAKTCA NpaBa AOCTyna B GMTOBOM Macke Ans nonb3oBaTens-

BnagenbLa;

3) npw nameHeHun npas JoCTyna B GUTOBON Macke AN rpynnbl-Bnagensua NaeHTUYHbIM

0bpa3om M3MeHsTCA nNpaBa AocTyna Ansa rpynnel-enagensua B 3anucn ACL;

4) npun nsameHeHUW Npae gocTyna Ang rpynnbl-Bragensua B 3annucu ACL naeHTUYHbIM

00pa3omM U3MeHsTCA nNpaBa JocTyna B GUToOBOM Macke Ans rpynnbl-BnagensLua;

5) npu nameHeHun nNpas goctyna B GUTOBOM Macke Afisi BCEX OCTalnbHbIX NOEHTUYHbBIM

06pa3om M3MeHsTCA NpaBa JoCcTyna Ansa Bcex octanbHbiX B 3anmcn ACL;

6) Npu M3MEeHeHUN nNpaB AOCTyna ANs BceX ocTasnbHbIX B 3anmcn ACL MOeHTUYHbIM

00pa3omM U3MeHsTCA NpaBa JoCcTyna Ans BCceX ocTalnbHbIX B GBUTOBOM Macke.

Mpn ncnonb3oBaHun ons cywHocTn pacwmpeHHoro ACL npsimoe n obpatHoe oTobpake-
Hue NP obecneunBaeTca cnegyowmm obpasom:

1) npu n3meHeHnn npae JoCTyna B BUTOBOM Macke ANs nonb3oBaTtens-snagenbua naex-

TUYHLIM 06Pa3oM U3MEHSAKTCA NpaBa AoCTyna AN nosfib3oBartens-snagensua B 3annucu

ACL,;

2) Npu U3MeHeHMn NpaB gocTyna Ana nosib3oBarens-snagensua B 3anmcu ACL naeH-

TUYHBbIM 06pPa3oM M3MEHAITCA NpaBa JOCTyna B BGUTOBOM Macke Ans nonb3oBaTens-

BnagenbLua;

3) npu nameHeHun npas AoCTyna B GUTOBON Macke AN rpynnbl-Bnagensua naeHTUYHbIM

obpa3om nameHsieTcs macka goctyna B 3anucn ACL;

4) npun n3ameHeHun macku goctyna B 3anmcu ACL naeHTnYHbIM 06pas3om M3MeHsATCS

npaBa goctyna B OMTOBOM Macke Ans rpynnbl-Bnagensua;

5) npu nameHeHun Npae gocTtyna B GUTOBOM Macke Afsi BCEX OCTalNbHbIX NOEHTUYHbBIM

00pa3omM M3MeHsTCA NpaBa gocTyna Ansa Bcex octanbHbiX B 3anmcn ACL;

6) Npyn n3aMeHeHUn npas JocTyna Ansa BceX ocTanbHbiX B 3annucy ACL naeHTUYHbIM

006pa3om M3MeHsTCA NpaBa JOCTyna Ansa BCeX OCTalnbHbIX B GBUTOBOM Macke.

Takum obpasom, peannsoBaHHbii B OC MexaHn3M, perynmpyrowmnn NpUHLUN GUCKPELNOH-
HOro ynpasrieHnsa JOCTYNnoMm, NnpeaycMaTpuBaeT CaHKLMOHUPOBaAHHOE U3MEHEHNE OUCKPELMOHHbIX
MPLO, BkMOYasa CaHKLMOHMPOBAHHOE M3MEHEHME CrMcKa CYyObEeKTOB M CNMCKa 3allmuiaeMblX CyLL-

HOCTEWN.
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3.2. Linux-npuBuneruu

Linux-npmBunernn npegHasHadveHbl Ans nepefadn oTAenbHbIM MONb30BaTensiM npas
BbIMOSTHEHUST ONpeaeneHHbIX agMUHUCTPATMBHbLIX OEACTBUN U ABMASIOTCA CTaHAAPTHbIMU ONS
cuctemsl Linux.

K Linux-npusunernam OTHOCATCS: CAP_CHOWN, CAP_DAC_OVERRIDE,
CAP_DAC_READ_SEARCH, CAP_FOWNER, CAP_FSETID, CAP_KILL, CAP_SETGID,
CAP_SETUID, CAP_SETPCAP, CAP_LINUX_IMMUTABLE, CAP_NET_BIND_ SERVICE,
CAP_NET_ BROADCAST, CAP_NET ADMIN, CAP_NET RAW, CAP_IPC_LOCK, CAP_IPC_OWNER,
CAP_SYS_MODULE, CAP_SYS_RAWIO, CAP_SYS_CHROOT, CAP_SYS_PTRACE,
CAP_SYS_PACCT, CAP_SYS_ ADMIN, CAP_SYS BOOT, CAP_SYS NICE, CAP_SYS RESOURCE,
CAP_SYS_TIME, CAP_SYS_ TTY CONFIG, CAP_MKNOD, CAP_ LEASE.

Linux-npmBunernn HacnenywTcsa npoueccamu OT CBOUX «poautenen». lNpouecchl, 3a-
NyLWEeHHble OT UMEHM CYNnepnonb3oBaTesis, HE3aBUCMMO OT HaNMYUSA Y HUX NPUBUMETNA, UMEIOT
BO3MOXXHOCTb OCYLLECTBIATb BCE NEPEYNCIIEHHbIE NPUBUIErMPOBaHHbIE ENCTBUS.

Cuctema npusunermn OC pacwmpeHa MNpuBUNErnsaMmn, OTHOCALLIMMUCA K CUCTEME
PARSEC. PARSEC-npusunernm, onucaHve kotopbix npueaeHo B [4.7], obecneunBatoT pabo-
Ty C MEXaHU3MOM MaHAATHOrO ynpaBneHns 4OCTYMNOM.

Bce npuBunerun nonb3oBartens HacneayTcsa 3anyLeHHbIMU OT UMEHW ero y4eTHOW 3anu-
cu npoueccamu. Npu 3anycke npouecca ¢ yCTaHOBNEHHLIMU MPUBUIIEMMAMUN 3arpy3vymK guHaMmmnye-
CKMX BUBNMoTEK ocyLlecTBNAET COPOC NEPEMEHHBIX Cpeabl OKPY>KEHMS, NO3BONSOLWMX OCYLLECTB-
NATb 3arpy3ky AMHaMn4ecknx 6GubnmoTtek n3 HecTaH4apTHbIX KaTanoros LD _LIBRARY PATH u
LD_PRELOAD. Takum o6pa3om, ycTaHOBKa Linux-npuBuneruin gns nonb3oBaTens MOXET NPUBECTU
K HEBO3MOXHOCTM 3anycka NpUoXeHUA, NCMOMb3YOLWMX ANHAMUYECKYIO 3arpy3Ky 6ubnmoTek ua
HecTaHOapTHbIX KaTtanorosB (Hanpumep, Firefox, Thunderbird, LibreOffice, £1y-scan).

Ona Hactponkn KC3 moryT ucnonb3oBatbcs Kak Linux-, Tak 1 PARSEC-npusunernn.

Mopsinok ynpaeneHusi npmsunernsamu onucaH B [4.16]
3.3. CpeacTBa ynpaBneHus auckpeunoHHbivu MPL

[na ynpaeneHus auckpeunoHHbiMu MNP ncnonbayetca rpadpuyeckas ytmnuta £1ly-£fm
(«MeHnepxep dannos»). bonee nogpobHoe onucaHne yTUnnTbl CM. B 3N1EKTPOHHOW CrpaBKe.

[na ynpaenenus Linux-npuBmnnervsamm nonb3oBaTenen CUCTEMbl UCNONb3yeTcs rpaduye-
ckaqa ytunuta fly-admin-smc («YnpaBneHme nonmtmkon 6esonacHoctny). bonee nogpobHoe
ONUCaHne YyTUNUTbl CM. B 3NEKTPOHHOW CrnpaBke.

[anee paccMoTpeHbl cpeacTea ynpasneHusa anckpeunoHHsimu MNP B pexxume KomaHgHON

CTPOKM.
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3.3.1. chown

KomaHga chown uameHseT Bnagensua u/vnu rpynny, BnagetoLlyo KaxabiM N3 ykasaHHbIX
drannos, COrnacHo 3agaHHbIM apryMeHTam, KOTopble MHTEPNPETUPYIOTCS B NocrneaoBaTernibHOM
nopsigke. Ecnv 3agaHo TOnNbko UMs Nonb3oBaTtens (MNn ero YNCNoBOW MAeHTUdUuKaTop), TO
AaHHbIN Nonb3oBaTeNb CTAHOBUTCA BNagerbLeM KaXaoro u3 ykasaHHbiX ¢hannos, a rpynna
3TUX pannoB He naMeHsieTcs. Ecnu 3a nmeHeM nonb3oBaTensa Yyepes ABoeToune criegyeT UMs
rpynnbl (UAN YNCNOBOW naeHTUdMKaTop rpynnbl) 6e3 npobenoB Mexay HUMKU, TO U3MEHSETCS
Takke u rpynna ¢dannos. Ecnn gBoetoune unm Touka criegyeT 3a UMeHeM Mnonb3oBaTens, Ho
rpynna He 3afiaHa, TO JaHHbIW NoNb3oBaTeNb CTAHOBUTCA BriagerbLeM ykasaHHbIX hannos, a
rpynna ykasaHHbIX pannioB U3MEHSIETCA Ha OCHOBHYIO rpynny nonb3oBaTtend. Ecnv onyweHo nvs
nonb3oBaTens, a ABOeTo4Yne Unn Touka BMecTe C rpynnon 3agaHbl, To 6yaetr namMmeHeHa TOnbKo
rpynna ykasaHHbIX pannos; B 3TOM criydae chown BbINOMHAET Ty Xe PYHKUUIO, YTO U chgrp
(3.3.2). KomaHpa chown usmeHsieT BnagenbLua u/unu rpynny kaxagoro FILE Ha OWNER w/vnu
GROUP.

CuHTaKcuc KomaHabl:

chown [<mapameTp>]... OWNER[:[GROUP]] FILE...
chown [<mapameTp>]... :GROUP FILE...
chown [<mapameTp>]... --reference=RFILE FILE...

OnuvcaHve napameTpoB KOMaHAabl npuBedeHo B Tabnuue [1]

Taobnuuya 1

MapameTp Onuncanue

To e, YTo n —-verbose. [MNogpoOHO onuckIBaTh TONLKO ddannbl, Yen

-c, ——changes .
Bnageney 0encrtBuTesibHO UAMEHAETCA

MNameHuTb Bnagenbua darna, Ha KOTopbI YKasblBaeT CUMBOSbHas

—-—-dereference N N
CCblflKa, BMECTO CaMOW CUMBOJIbHOW CCbINKN

PaGoTaTtb ¢ caMMMKn CMMBOJSIbHBIMU CChIfIKaMu, a He ¢ dparnamm, Ha
-h, -—-no-dereference KOTopble OHU yKa3sblBaloT. [laHHbIN napaMeTp JOCTYNeH, TOMNbKO ecrnuv
MMeeTCsl CUCTEMHBIN BbI30B 1chown

MameHnTb Briagenbua w/vnn rpynny Kaxgoro danmna, Tonb-
KO ecnv Tekywui Bnageney wwnu rpynna coenagaetr c
CURRENT_OWNER:CURRENT_GROUP. Kak rpynna, Tak u Brage-
new, MoryT ObITb OMNyLUEHbI, B 3TOM Clny4Yae coBnageHue anst 4aHHOro
aTpubyTa He obsA3aTenbHO

—-—-from=CURRENT_ OWNER:
CURRENT_GROUP

He BbiBOANTL cooOLLeHns 06 owmbkax Ha channbl, Yen Bnageney He

-f, ——silent, ——quiet
MOXET ObITb M3MEHEH

BmecTo 3agaHHbIX 3Ha4YeHMn OWNER : GROUP MCNonNb3oBaTh Bnagensua

--reference=RFILE .
n rpynny darna, Kotopble UMetoT REILE

-R, -—recursive PeKprVIBHO M3MEHATb Bllagersiblua KaTtasioroB  BCero nxX cogep>KnMmoro

--help BbiBecTu cnpaBky 1 BbINTU
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OkoHyaHue mabnuusi 1

MapameTp Onuncanue

--version BbiBeCTV MHOpMaLNO O BEPCUN U BBINTY

Bnageneu He nameHsieTcH, ecrnn OH He CyLlecCTBYyeT. prnna TaKkKe He UBMEeHAETCA, eCrn

OTCYTCTBYET, HO USMEHAETCA Ha rpynny no ymon4aHuto, ecJyin He 3aaH MnoJib3oBaTeslb.

3.3.2. chgrp
KomaHga chgrp U3MeHseT rpynny, BnagetoLlyto KaxablM U3 ykasaHHbIX pannoB FILE, Ha
rpynny GROUP, koTopasd MOXET OblTb 3aaHa MMeHeM rpynnbl AN YACTTOBLIM NOEHTUUKATOPOM

rpynnbl.
CuHTaKkcmnc komaHAapbl:
chgrp [<napameTp>]... GROUP FILE...
chgrp [<mapameTrp>]... --reference=RFILE FILE...

OnuncaHne napaMeTpoB KOMaHAap! NpuBedeHo B Tabnuue [2|

Tabnuuya 2

MapameTp OnucaHune

To e, UTo U ——verbose, HO BbIBOOUTb COOBLLEHWE TONbKO Toraa, Koraa

-c, ——changes . .
AencTBuTEnbHO Gbina uamMeHeHa rpynna dganna

M3meHuTb Bnagensua ¢anna, Ha KOTOpbIN YKa3biBaeT CUMBOSbHAsA CCblf-

—-—-dereference . .
Ka, BMECTO CaMOW CUMBOJSIbHOW CCbIJIKN

M3ameHnTb BNagenbLa CUMBOSIBHOM CCbISIKK, a He Bragenbsua ganna, Ha
-h, -—-no-dereference | KOTOPbIA YKa3blBAET 3Ta CCbINKa (AOCTYNHA TONBKO HA CUCTEMAX, UMEIOLLMX
CUCTEMHBIN BbI30B 1chown)

-f, --silent, -—quiet | He BbIBOAUTb co0OLLIEHNS 00 OLLIMOKax

--reference=RFILE M3meHnTb rpynny cdarna FILE Ha Ty, YTO BrnageeT dpannom RFILE

-R, -—recursive PeKprI/IBHO N3MEHATb Blagerbla KaTtajioroB " nx coaepxmmoro

BbiBOOUTL AMarHocTuyeckoe cooblieHne 06 n3aMeHeHUn BragensLla ans

-v, ——verbose .
Kaxkgoro cpanna

--help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBeCTV MHOPMaLINIO O BEPCUN U BBINTY
3.3.3. chmod

KomaHga chmod npuMeHAeTCd ond nsSMeHeHusA npas AoCcTtyna.
CuHTakcuc KomaHgpbl:

chmod [<nmapameTp>]... MODE[,MODE]... FILE...
chmod [<mapameTrp>]... OCTAL-MODE... FILE...
chmod [<mapameTp>]... --reference=RFILE FILE...

OnuncaHune napaMeTpoB KOMaHAbl chmod npuBeaeHo B Tabnuvue
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Tabnunua 3
MapameTp Onucanune
o changes To e, 4To n —-verbose, HO BbIBOOUTb COOOLLEHNE TONLKO Torga, Koraa
! g Obinn Npon3BeaeHbl U3MEHEHMUS
-f, --silent, He BblgaBaTb coobuieHnst 06 owmnbkax Ha Te dpannbl, YbM NpaBa He MOTyT
-—quiet ObITb U3BMEHEHBI
-v, --verbose MoapobHO onucbiBaTb M3MEHEHHbIE NpaBa AOCTyna

--reference=RFILE | VIaMeHUTb NpaBa AocTyna K (ainy Ha Te npaea, YTo UMeeT RFILE

-R, —--recursive PekypcvBHOE M3MeHeHWe npaB JoCTyna Af1s KaTanoroB U UX CoaepXnmoro
--help BbiBecTy cnpaBky v BbIATH
--version BbiBeCcTM nHpopmaLnio o BEpcun 1 BbITU

KomaHaa chmod na3MeHsieT npaBa AocTyna ykaszaHHoro gavna FILE B COOTBETCTBUU
C NpaBamu A0CTyna, ykazaHHbIMW B napameTpe MODE, KOTOPbIA MOXET ObiTb NpeacTaBneH Kak
B CMMBOSIbHOM BUAE, Tak U B BUAE BOCbMEPUYHOrO Yncna, npeacrasnstowero GutoByto Mmacky
HOBbIX NpaB gocTyna.

Yncnoson pexmm COCTOUT U3 He Boree 4YeTbipex BOCbMepPUYHbIX undgp (ot 0 go 7),
KOTOpble CKnaabiBatoTcst U3 6UTOBbIX Macok 4, 2 n 1. JTltobble NnponyLUeHHbIe pa3psiabl 4ONOMHAKTCA
nnavpytowmmmn Hynsmu. MNepeas undpa BolbnpaeT ycTaHOBKY MaeHTUdmKaTopa nonb3oBartens
(setuid) (4) nnu nageHTtudumkaTopa rpynnel (setgid) (2) nnu sticky-6uta (1). Bropas umdpa
BbIOMpaeT npaBa AOCTyna Ans nonb3oBaTtens, BnagetoLwero AaHHbIM hannom: yteHune (4), 3annco
(2) n ncnonHexmne (1); TpeTbsa undpa BbibUpaeT NnpaBa 4oCTyna Ans Nonb3oBaTenen, BXoAALWNX
B @HHYO rpynny, C TeM e CMbICIIOM, YTO MU Yy BTOPOW LMdPbI; U YeTBEPTLIN pa3psa Boibnpaet
npaBa AOCTyna Ans ocTanbHbIX Nofib3oBaTenen (He BXOAALMX B AAHHYHO rpynmny), onsiTb C TEM Xe
CMbICIIOM.

dopmaT CMMBOIbLHOTO BMAa NapameTpa MODE:
[ugoa...][[+-=][rwxXstugo...]...]1[,...]

Kaxxablhi apryMeHT — 3TO CMUCOK CMMBOJSIbHbBIX KOMaHA U3MEHEeHUs npaB JocTyna, pas-
AeneHHbIX 3ansaTeiMn. Kaxgas Takas komaHga HadnmHaeTcsa ¢ Hyns unm 6onee 6ykB ugoa, KOM-
OvHaumMAa KOTOpbIX YKasblBaeT, YbW nNpaBa gocTyna Kk cdanny 6yayT nameHeHbl: nonb3oBarens,
BnagetoLero dannom (u); nonb3oBartenen B JaHHOW rpynne (g); ocTanbHbIX NOfb3oBaTenemn, He
BXOOALWNX B AaHHYO rpynny (o), nnu xe Bcex nonb3oBartenen (a). byksa a akBMBaneHTHa ugo.
Ecnu He 3agaHa HM ogHa BykBa, TO aBTOMaTuyeckn Byaet ncnonb3oBatbed BykBa a, HO GUTHI,
YyCTaHOBIEHHble B umask, He ByayT 3aTPOHYTHI.

OnepaTtop «+» gobaBndaeT BbiOpaHHbLIE NpaBa AOCTYMNa K YK€ UMEKLMMCH Yy Kaxgoro

darina; «-» yaansiet 3T1 npaea; a «=» npuceavBaeT TONbKO 3TW NpaBa KaXaomy ykazaHHOMY

danny.
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BykBbl rwxXstugo BbIOMpaloT HOBbIE NpaBa 4OCTyNa AN Nnonb3oBaTens, 3a4aHHoro oa-
HOM 13 ByKB ugoa: YTeHune (r); 3annck (w); UCMONHEeHWe (UK JOCTYN K Katanory) (x); BbINONHeHWe,
ecnu chann ABnsieTca KatanoroM Unn yxe MMeeT NpaBo Ha BbIMOMHEHUE ANsi KaKoro-HMbyab
nonb3oBatens (X); setuid- nnu setgid-6utbl (s); sticky-6ut (t); yctaHoBKa Ans oCTanbHbIX TaKUX
e npaB AocTyrna, KoTopble UMeeT nosfb3oBaTenb, Bnagewmn 3Tum damnnom (u); yctaHoBka
AN ocTanbHbIX TakKMX Xe npaB 4OCTyna, KoTopble MMeEeT rpynna danna (g); yctaHoBKa Ans

ocCTarnbHbIX TakuX e nNpaB 4OCTyna, KOTOpble MMEIOT OCTarnbHble MNONb30BaTeNnu (He BXOAsLINE B
rpynny canna) (o).

Mpumep

KomaHga chmod g-s file cHuMMmaeTr 6uUT set-group-ID (sgid), KomaHaa
chmod ug+s file ycTaHaBnuBaeT OwuTbl suid W sgid, B TO BpeMsi Kak KOMaHOa

chmod o+s file HM4Yero He genaert

OnvcaHve napaMeTpoB CMMBOMNBLHOIO BuAa MODE npusefeHo B Tabnuue [4]

Tabnuua 4
MapameTp OnwucaHve
u Monb3oBaTenb (BNageney ganna) — ot user (Nonb3oBaTtenb)
g lpynna — ot group (rpynna)
OcTtanbHble nonb3oBartenu — oT other (ocTtanbHbIE)
a Bce nonb3osatenu — ot all (Bce)
+ [ob6aBnTb paspeLleHns K TEKYLLMM NpaBam OOCTyna

- Ypoanutb pas3pelleHna n3 TekKywmnx npae AoCcTtyna

= YcTtaHoBUTb pa3pelieHna BHe 3aBUCMMOCTU OT TeKYyLWKX npaB goctyna

r PaspelueHne Ha yTeHue — oT read (YnTatb)
w PaspelueHne Ha nameHenne — ot write (nucatb)
X PaspelueHne Ha ncnonHeHne — ot execute (BbIMOSHATD)

brokmpoBka hanna ana gpyrux nonb3oBaTtenen npu gocryne

KomaHga chmod HUKOraa He N3MEHSIET NpaBa Ha CUMBOJIbHbIE CCbISNKK, T. K. 3TOrO He aena-
€T CUCTEMHbIN BbI30B chmod. 3TO He ABNAETCA NpobnemMon: npaBa CUMMBOJSbHbLIX CCbISTOK HUKOrAa
He ncnonb3ytoTcsa. OgHako ONA KaXKAoW CUMBOSbHOW CCbISKK, 3alaHHOM B KOMaHAHOW CTPOKe,
chmod MrHopMpyeT CUMBOJbHbIE CCbISIKN, BCTPEYaoLWmnecs BO BPEMsSI PEKYPCMBHOM 06paboTkm

KaTtasioros.

3.3.4. umask
KomaHga umask — 910 nonb3oBaTtenbckas macka (user mask), kotopasi ucnonb3yercs ans

NPUCBOEHMS ONpeaeneHHbIX Npaea AocTyna no yMoryYaHuioo Npu co3gaHumn danna unum karanora.
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CunHTakcmc KomaHabl:
umask [-p] [-S] [<macka>]

Monb3oBaTenbckass Macka co3gaHuda awnna ycTaHaBfMBaEeTCA pPaBHOW aprymeHTy
<macka>. Ecnu macka HaunHaeTcs ¢ umdpbl, OHa MHTEPNPETUMPYETCS Kak BOCbMEPUYHOE YNCHO,
MHa4Ye — Kak Macka B CUMBOSIbHOM dpopmare, aHanorm4HoMm Ucnosib3yeMomy B KoMaHge chmod
(cm. [3.3.3). Ecnn macka He ykasaHa wnv 3afgaH napameTp -S, BblaeTcs Tekyllee 3Ha4YeHne mac-
Kn. NapameTp -S BbI3bIBAET Bbldavyy Macku B CUMBOSIbHOM doopMate; Nno YMOS4aHUIo BblgaeTcs
BOCbMepUYHOe Yuncro. Ecnu ykasaH napamMeTp -p, a Macka He 3ajjaHa, pe3ynbraTt BblaaeTcsa B
BMAE, KOTOPbIA MOXHO MCMNONb30BaTb BO BXoAHOM kKomaHae. CtaTtyc Bbixoga — 0, ecnu macka
Oblna ycrnewHo N3MeHeHa Unn He ykasaHa, 1 1 — B NpOTUBHOM CIiy4ae.

KomaHga umask pacno3HaeTcsi 1 BbINOMHAETCA 000Mno4kon shell.

KomaHagy umask uenecoobpasHo BKOYMUTb B NOMb30BaTENLCKUN pro-thann. Torga oHa
OyOoeT aBTOMaTMYECKUN Bbl3biBaTbCA NPU BXOAE B CUCTEMY U YCTAHOBUT HYXXHbIA PEXUM AOCTyna K

cosgaBaeMblM hannam u Kkatanoram.

3.3.5. getfacl
Ona kaxporo hanna getfacl BbIBOOUT UMSA (hanna, Bnagensua, rpynny-snagensua n
ACL. Ecnu katanor umeet ACL-no ymonuanuio, To getfacl BbiBoauT Takke ACL-no ymonuanuio.
®annbl He moryT umetb ACL-no ymonyaHumio.
CuHTakcmc KomaHap:
getfacl [-dRLP] <dani>
dopmar BbIBOAA:
# file: somedir/
# owner: lisa

# group: staff

1
2
3
4: user::rwx
5 user:joe:rwx #effective:r-x
6 group: : rwx #effective:r-x
7 group:cool:r-x
8 mask:r-x
9: other:r-x
10: default:user::rwx
11: default:user:joe:rwx #effective:r-x
12: default:group::r-x
13: default:mask:r-x
14: default:other:---
CTtpokun 4, 6 1 9 OTHOCATCS K TPaAULMOHHBIM BMTam NpaB AocTyna K panny, COoOTBETCTBEH-

HO, ONnd Bnagernbua, rpynnbi-sBriagenbua n BCEX OCTallbHbIX. oK TPW AanemMeHTa ABNATCA 6a3o-
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BbiMW. CTPOKM 5 1 7 ABNSIOTCSA 3nemMeHTaMu ANsi OTAeNbHbIX nonb3oBatens u rpynnbl. CTpoka 8 —

mMacka 3peKTUBHbIX NpaB. ATOT AMEMEHT orpaHnYnBaeT 3dpeKkTUBHbIE NpaBa, NpeaocTaBnse-

Mbl€ BCEM rpynnamMm n otaesibHbIM NOJib30BaTElTAM. Macka He BnusieT Ha npaea aj4a snagernbLua

danna u Bcex gpyrux. Ctpokn 10-14 nokasbiBaotr ACL-No ymonyaHuto, accoumMmpoBaHHbIn C

OaHHbIM KaTaJ10roMm.

KomaHga getfacl BbiBoantT ACL harinoB n katasioroB no yMosryYaHuio.

[Onsa 6onbworo konuyectBa gannoB getfacl BbiBOAUT ACL, pasgeneHHbie nycTbiMn

CTpOKaMW. Pe3yanaTb| koMaHgbl getfacl MOryT MCNonb30BaTbCA KakK BXoAHble AaHHble And

komaHabl setfacl (3.3.6).

OnuncaHune napameTpoB KOMaHAbl NpuBegeHoO B Tabnuue .

Tabnunua 5

MapameTp

OnucaHne

——access

BuiBectn Tonbko ACL danna

-d, -—default

BbiBecTn Tonbko ACL-no ymonyaHuio

—-—-omit-header

He nokasbiBaTb 3aronoBokK (Mms canna)

—-—all-effective

MokasaTtb BCe aphekTMBHLIE NpaBa

—--no-effective

He nokasbiBaTb ahheKkTnBHbIE NpaBa

--skip-base

Mponyckatb dannbl, UMetoLLnEe TOSTbKO OCHOBHbIE 3anncu

-R, ——-recursive

[lns noakartanoroB pekypcuBHO

-1, --logical

CnepoBatb N0 CUMBOSIMYECKUM CChIfIKaM, MO YMOMYAHUIO CUMBOSINYECKNE
CCbIfKW, HEe yKa3aHHble B KOMaHA4HOWN CTPOKE, MTHOPUPYHOTCH

-P, -—-physical

He cnepoBatb MO CUMBOSIMYECKUM CCbIflkaMm, Aaxe ecrin OHU YKa3aHbl B
KOMaHaHowm CTpoOKe

-—tabular

Mcnonb3oBatb TabynupoBaHHbI chopMaT BbiBOAA

——numeric

lMoka3sbiBaTb YNCIOBbLIE 3HAYEHUS I'IOJ'IbSOBaTeJ'IFI/prI'II'IbI

-—-absolute—-names

He ynanaTe Begywime «/» u3 nytu canna

--help BbiBecTu cnpaBky v BbIATU
--version BbiBeCTM MH(pOpMaLNo 0 BEPCUN U BbIATU
3.3.6. setfacl

KomaHga setfacl uamensier ACL k dparinam unm katanoram. B komaHgHoM cTpoke 3a

nocregoBaTenbHOCTLIO KOMaH MAeT nocrnenoBaTenbHOCTL hannos (3a KOTOPOW, B CBOK o4vepesb,

TaKKe MOXET NOTU nocnenoBaTtesibHOCTb KOMaHA U T.,El,.).

CuHTakcuc KomaHgpbl:

setfacl [-bkndRLP]

{

-m|-M|-x]|-X } <damnm>

OnvcaHve napaMeTpoB KOMaHAabl NpuBeaeHo B Tabnuue [6]
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Tabnunua 6
MapameTp Onmcanune
-m, ——modify=acl NameHnTb Tekywmun ACL gna daina

-M, ——-modify-file=file | NpounTtatb 3anucn ACL gns mogudumkaumm n3s cdanna

-x, ——remove=acl Ypanutb 3anucu n3 ACL danna

-X, -—remove-file=file | lNpouutatb 3annucu ACL anga yganeHus us danna

-b, -—remove-all Yoanutb Bce paclumpeHHble 3anmcn ACL

-k, -—-remove-default Yaanute ACL-no ymon4yaHuio

--set=acl YctaHoeuTtb ACL gns danna, 3ameHnB Tekywmn ACL
--set-file=datei Mpountatb 3anncu ACL gns yctaHoBneHus M3 danna
--mask MepecunTtatb Macky adhdeKTUBHbIX Npas

He nepecuntbiBaTb Macky addeKTUBHbLIX Npae, 00bIYHO setfacl ne-
pecuynTbiBaeT MacKy (KpomMe criydas SsBHOro 3agaHuns Macku) ans Toro,

-n, --no-mask 4yTO6bl BKMIOYNTL €€ B MakCcumarsibHbli Habop npasB JOCTyna aneMeH-
TOB, Ha KOTOpble BO3eNCTBYET Macka (AN BCex rpynn v oTAerbHbIX
nonb3oBarenen)

-d, —-default MpumennTe ACL-N0 ymonyaHuio

-R, --recursive [ns nogkatanoroB pekypCcuBHO

CnepoBaTb NO CMMBOSIMYECKNUM CCbIfIKaM, Mo YMOJT4aHUO CCbIJ1KKN, He

-1, --logical .
yKasaHHble B KOMaHOHOW CTPOKe, UTHOPUPYHOTCA

He cnepoBaTb N0 CMMBOMUYECKNM CChIfIKaM, AaXKe eClniv OHU YKa3aHbl

-P, ——physical .
B KOMaHOHOWU CTpPOKe

BoccTaHoBUTL pe3epBHYH0 KOMKWIO NpaB A0CTYMNa, CO34aHHYH KOMaHOowM
getfacl -R unu e nogobHon. Bce npaea goctyna gepesa kartarno-
roB BOCCTaHaBNMBAOTCS, UCMNONb3ysi 3TOT MexaHn3Mm. Ecnn BBogmmbie
AaHHble coaepXXaT anemMeHTbl A4S Bnagensua unm rpynnel-srnagensua
n KomaHga setfacl BbINONHAETCS NMOMb30BaTENEM C UMEHEM root,
TO Bnagenew v rpynna-enagernew, Bcex hannos Takke BOCCTaHaBMNMBa-
toTCs. ATOT NapameTp HE MOXET UCMONb30BaTbCS COBMECTHO C APYrMMu
napamMmeTpamu, 3a UCKITIOYEeHMEM napameTpa ——test

--restore=file

--test Pexum TectnposaHusa (ACL He nameHsoTcs)
--help BbiBeCTM cnpaBKy 1 BbINTU
--version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH

Mpn ncnonb3oBaHUM NapaMeTpoB —-set, -m U —x AOMKHbI ObITb NEepeYncrieHbl 3anucu
ACL B komaHaHowm cTpoke. ArniemeHTbl ACL pasgensitoTca oguHapHbIMU KaBbl4KaMu.

Mpu yTeHun ACL n3 dpanna npu nomowm napameTpoB --set-file, -M U -X KOMaHaa
setfacl NpMHUMaET MHOXeECTBO 3afleMeHTOB B hopmaTe BbiBoAa getfacl. B cTpoke 0ObIYHO
cogepxutcs He 6onblle ogHoro anemeHTa ACL.

3.3.6.1. OnemeHTtbl ACL

KomaHga setfacl ucnonb3yeTt criegyowme opmatbl anemeHToB ACL:

4.7.3



28
PYCB.10152-02 97 01-1

1) npaBa gocTtyna oTAernbHOro nonb3oBaTens:

[d[efault]:] [ulser]:Juid [:[+]|"]perms]

Ecnn He 3agaH uid, TO NnpaBa gocTyna Bragenbua ganna;

2) npaBa gocTyna oTAerbHOW rpynmbi:

[d[efault]:] gl[roup]:gid [:[+]|"]perms]

Ecnu He 3agaH gid, TO npaBa gocTtyna rpynnbl-Bragensya;

3) Macka a(hpeKTUBHbIX NpaB:

[d[efault]:] m[ask]:[+|"] perms

4) npaBa AocTyna BCeX OCTallbHbIX:

[d[efault]:] o[ther]:[+|"] perms

OnemeHT ACL siBnsieTca abCconoTHbLIM, ECNIN OH COAEPXKNUT NOJE perms N ABMASIETCA OTHO-
CUTENbHbBIM, €CIIM OH BKITHOYaEeT OAMH N3 MOANGUKATOPOB: «+» UMK «*». ABCOMNIOTHbIE 3NEMEHTbI
MOryT MCMNOSb30BaTbCA B onepauusax yctaHosku nnn mogundgukauumn ACL. OTHocuTenbHble ane-
MEHTbl MOTYT MCMNONb30BaTbCA TONbKO B onepauun mogndukauum ACL. MNMpaea goctyna ans
OTAENbHbIX NoNb3oBaTenen, rpynnbl, He cogepXallune HUKaKMX Nonen nocre 3HavyeHnnm uid, gid
(none perms Npy 9TOM OTCYTCTBYET), UCMOMb3YIOTCA TONLKO AN yaaneHUs 3rIEMEHTOB.

3HaveHna uid n gid 3agarTca MMEHEM UInn Yncrom. lNone perms MOXeT ObITb Npea-
CTaBNEeHO KOMBOUHALMEN CUMBOSIOB «I», «wW», «X», «—» Unun uudp (ot 0 go 7).

3.3.6.2. ABTOMaTU4YeCKM co3faHHble NnpaBa AocTtyna

MN3HauanbHO hannbl 1 KaTanorn cogepxat Tonbko Tpu 6as3oBbix anemeHTa ACL: anga
BnagenbLa, rpynnbl-Brnagensua u Bcex ocTanbHbIX nonb3oBatenen. CyliecTByeT psag npasun,
KOTOpble crieayeT BbIMOMHATD:

1) He MoryT ObITb yaaneHsl cpasy Tpn 6a3oBbIX anemeHTa. [JomkeH NpUCyTCTBOBATb XOTH

Obl 0OQVH;

2) ecnu ACL cogepxnt npaBa gocTtyna ansa otTaenbHOro nosib3oBartens unm rpynnsl, To

ACL Takke gomkeH cogepxatb Macky a(peKkTUBHbIX Npas;

3) ecnu ACL cogepxunt kakne-nmbo anemeHTsl ACL-No ymonyaHuo, To B nocnegHem

OOMMKHbI TaKKe NpUCyTCTBOBAaTL TpU 6a30BbIX anemeHTa (1. €. NpaBa AocTyna no ymosnya-

HWIO AN BNagensua, rpynnbl-Bnagensua n Bcex ocTarnbHbIX);

4) ecnu ACL-no ymonyaHuio CoOaepXXUT npasa 4OCTyna Ans OTAeNbHbIX Nofib3oBaTenemn

unu rpynn, To B ACL Takke JoSmKHa NpUCYTCTBOBaTb Macka a(p(peKkTUBHbIX Npas.

[nsa Toro, 4ToObl NOMOYb NONIb30BATENO BbINOMHATL 3TU nNpaBuna, setfacl co3naer
npasa AoCTyna, UCNoNb3ys YXe CyLeCTBYHLLME, COMfTacHO CreayoLwmnM YCITOBUAM:

1) ecnu npaea gocTyna Ans oT4enbHOro nonb3oBartens unum rpynnbl gobaenexsl B ACL, a

MacCKu MnpaB He CyLLEeCTBYET, TO cO34aeTCA MacCKa C npaBamMun O0CTyMa rpynnbl-BnagenbLa,
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2) ecnu co3gaH anemeHT ACL-no ymonuaHuio, a Tpex 6a3oBbIX 3NIEMEHTOB He 6bIno,
Torga genaetcs ux konua u oHn gobaensatotca B ACL-no ymonyaHuio;

3) ecnun ACL-no yMon4yaHuio coaepXuT Kakme-nmbo npasa JocTyna Af1si KOHKPETHbIX
Nnonb30oBaTesnst UNu rpynnbl U HE COAEPXKMUT MACKy npaB 4OCTyrna No yMON4YaHuio, To Npu

co3gaHumM aTa Macka GyaeT MMEeTb Te e npaea, YTo M rpynna no ymosryaHuio.
3.4. IuckpeunoHHoe ynpasneHue goctynom B CYB[l PostgreSQL

B kavecTBe 3awmweHHon CYB[ B coctaBe OC ncnonbayetcs PostgreSQL, gopaboTtaHHas
B COOTBETCTBUU C TpeboBaHneM nHterpauumn ¢ OC B YacTu MaHAaTHOro yrnpasneHust 4OCTYNOM K
nHdopmauuu.

CYB[] PostgreSQL siBnsieTcss 06beKTHO-peNsALUNOHHON. Ha HM3KOM ypoBHE OaHHble Xpa-
HATCA B OTHOWeEHMAX (Tabnuuax, Bugax), U A4oCTyn K AaHHbIM pa3rpaHMYnMBaETCA B MOHATUAX
pensunoHHon CYB[.

CyLlHOCTM (OaHHbIe) B pensaumoHHon B[] xpaHaTca B OTHOLWEHMAX (Tabnmuax), COCTOALLMX
N3 CTPOK N cTonbuos. Npu 3TOM eanHULEN XpPaHEeHUs U AO0CTyNa K AaHHbIM SIBASETCA CTPOKa,
cocTosLasn nu3 nosnen, noeHTUUUMpyemMbix MMeHamm ctonbuos. Kpome Tabnuu, CywecTBytoT
apyrve obbekTol Bl (BUAbI, npoueaypbl U T.M.), KOTOpble NPeaoCTaBnalT AOCTYN K AaHHbIM,
XpaHsaWwumes B Tabnuuax.

C kaxgbiM TUNom obbekTtoB B[l accouunpyetcs onpegeneHHbin Habop TMNOB AOCTY-
na (BO3MOXHbIX onepaunin). [Ansa kaxgoro obbekta siBHO 3a4aeTcsl CNUCOK paspeLleHHbIX ans
KaXkaoro u3 noMMmeHoBaHHbIX cyobekToB B[] (nonb3oBatenen, rpynn unm ponen) TMnoB goctyna
(T.e. ACL). N B ganbHenwem npu pasbope 3anpoca k b1 ocywectensieTcsi npoBepka BO3MOXHOCTU
npegocTaBneHnst AocTyna cybbekTa K 06bekTy Tuna, COOTBETCTBYHOLLEro 3anpocy.

B PostgreSQL o6bektamu ANCKPELMOHHOIO yrnpaBneHns JOCTYNoM MOryT 6biTb cToN6LbI
Tabnuvubl, NOCKONbKY OHWU OAHO3HAYHO UAEHTUMULMPYIOTCS NO COCTaBHOMY MMEHU Tabnuubl n
cTtonbua, T.K. umMsa ctonbua BHYTPU Tabnuubl ABASETCA YHUKAIbHbBIM.

B 1O e Bpemsa oTaenbHasa cTpoka Tabnuubl He ABNSeTCS O4HO3HAYHO naeHTuduumnpye-
MbIM OOBEKTOM, U B 06LLEM cnyyae AUCKPEeLMOHHbIE U Ntobble apyrve npasuna pasrpaHn4eHus
AOCTyNa K Her NpuMeHeHbl 6biTb He MOoryT. MoCcKonbKy Kaxaasi CTpoka MAeHTUPMLMPYETCA TONMbKO
HabopoM coaepXXMMoro CBoux noren, To paspaboTyuky notpebyercs BbIOpaTb Ty UMAN UHYLO
npoueaypy naeHtndmkaumm ctpok B b1, Hanpumep, co3gaHme NePBUYHOIO Kroya Unu cosgaHue
JoM3n4EeCKOro yHMUKanbLHoOro naeHTudunkatopa ctpokm B b1.

[ononHntensHO ANs orpaHnyeHnst Habopa AaHHbIX, BblAaBaeMbIX NONb30BaTEN0, MOXHO
npuMeHATb Bxogsawyto B PostgreSQL cuctemy dpunstpaumm ctpok (POLICY) nog HassaHnem ROW
LEVEL SECURITY — gunstpoBaTh CTPOKK, BblgaBaeMble U3 Tabnumubl ykazaHHOMY Nofb30BaTento

(I'IOJ'Ib3OBaTeJ'IFIM) Ha OCHOBAHUN BblYNCIIEHNA 3a0aHHOIO JTOrM4YEeCKOro Bblpa>KeHus.
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B pamkax guckpeumoHHbix NP onpegeneHsl crniegyowme onepaunm Hag Tabnuuamm mn
XPaHALWNMUCA B HUX OAHHBIMM:

- SELECT — YTeHMe OaHHbIX U3 Tabnuubl;

- INSERT — BCTaBKa HOBbIX AaHHbIX B Tabnuuy;

- DELETE — yganeHue HeKOTOpbIX/BCEX AaHHbIX B Tabnuue;

- UPDATE — M3M€EHeHMe OaHHbIX B Tabnuue;

- REFERENCES — MCMNOMb30BaHWe AaHHbIX Tabnuubl NS BHELUHUX KIHOYen;

- TRIGGER — CO34aHu1e 1 Ha3Ha4yeHne Ans Tabnvubl TPUrrepos;

- TRUNCATE — o4ncTKa Tabnuubl (yaaneHme BCEX AaHHbIX).

[nsa 6onee rmbkon paboTtbl ¢ gaHHbIMKM B CYB[] BBeAeHb! criegytolme o6bekTbl, K KaXXaoMy
N3 KOTOPbIX TakK Xe CyLlecTByeT Habop onepauunii:

1) BMg — cnocob opraHuM3auum npeaBapuTenibHO NOATOTOBMEHHbBIX 3anpocoB. Habop

ornepauun coBsnagaeT ¢ Habopom onepaunin ans Tadbnuuy, 3a UCKNIOYEHNEM CO34aHMs

TpurrepoB N BHELLWHUX KIo4en:

SELECT — 4YTeHune gaHHbIX U3 Buaa;

INSERT — BCTaBKa HOBbIX JaHHbIX B BUA;

DELETE — yganeHue HeKOTOprX/BCGX OaHHbIX B BUAeE,

UPDATE — U3MEHEHNEe JaHHbIX B BUAE;
2) nocnefoBaTtenibHOCTb — CNOCcob NoNyyYeHnst yHUKanbHbIX 3Ha4yeHun (cueTtumk). Onpeae-
NeHbl creayroume onepauun:

- SELECT — YTeHUe 3Ha4YeHns CHETUMKA;

- UPDATE — yCTaHOBKa 3Ha4Ye€HUs1 CHETUMKA;

- USAGE — BbINOMIHEHNE (DYHKLNA MAHUMYIIMPOBAHUSA CYETUNKOM;
3) B[l — cnocob opraHnsauum obnactu AaHHbIX, CoAepXKalLmnX BCe ocTarnbHble 0ObEKThI
CYB[. OnpeaeneHbl criegyrowme onepauuu:

- CREATE — co3ganue b[;

- CONNECT — ycTaHoBKa coeanHeHus ¢ b[;

- TEMPORARY/TEMP — co3aaHue BpeMeHHbIX Tabnuy B B[;
4) yHKLMA — NpOrpaMmHbIN KOA4 MaHUNyNUMpoBaHMA AaHHbIMU Ha cepBepe. OnpegeneHa
onepaunst EXECUTE — BbINOfHEHNE DYHKLMNW;
5) A3bIK — A3blk HanNucaHus yHKUMn Ha cepBepe. OnpegeneHa onepaums USAGE —
MCNONb30BaHME A3blKa A5 HanMcaHnsa yHKLUNI;
6) cxema — cnocob opraHu3aumm o6bEKTOB B npegenax otaenbHon B. OnpegeneHsbl
cnegyowime onepawmm:

- CREATE — co3aaHne OObEKTOB B yKa3aHHOW CXEME;

- USAGE — 1cnonb3oBaHMe 06beKTOB YKa3aHHOW CXeMb;

4.7.3



31
PYCB.10152-02 97 01-1

7) TabnuyHoe npocTpaHCcTBO — cnocob opraHm3aumm B B ®C OC. OnpegeneHa onepa-

uns CREATE — co3faHne oObeKTOB B yKazaHHOM Tabnn4yHOM NpOCTpaHCTBeE.

8) BuHapHbIN 06BEKT — cnocob xpaHeHUs BonbLUUX ABOUYHLIX 06BLEKTOB (hbannos, OOKY-

MeHTOB, ooTorpachun, u 1.n.) B b. OnpeaeneHbl crneayowme onepaunmn:

- SELECT — 4TeHne GuHapHoro oobLekTa;
- UPDATE — uamMeHeHune buHapHoro obbLekTa;

9) B B[] moryT npucyTCcTBOBaTh AOMNOMHUTENbHbIE O6BLEKTDI, ANA UCMONb30BaHUSA KOTOPbIX

onpegeneHa onepauunsa USAGE.

[na KOHTPONSA BbIMOSTHEHUSA BCEX MEpPeYnUCIeHHbIX onepauun anckpeunoHHslx MNP cywe-
CTBYHOT COOTBETCTBYHOLLME NpaBa gocTyna. [paBo Ha npegocTasneHne npas 40CTyna K CyLHOCTAM
He MoXeT ObITb NpegoCTaBneHo APYrMM Nonb3oBaTeNnsaM U JOCTYMHO TOMNbKO agMUHUCTPaTopPy
B[l (Npn COOTBETCTBYIOLMX HACTPOMKaxX cepBepa MOXeT ObiTb NPeAoCTaBneHO U BragesnbLy
CYLLHOCTM).

Kpome paccMOTpeHHbIX (genermpyemMbix) npaB AoCTyna, CyLWeCcTBYET psid npas, KOTopble
BCeraa npuHagnexar Bnagensuam cywHocten n agmuHuctpatopam CYB/L. 3tn npasa He MoryT
ObITb AenernpoBaHbl UnNn oTMeHeHbl cpeacteammn CYB[. K Takum npaBam oTHocATCA: yaoane-
HUe 1 MoanduKaumsa CyLHOCTU N Ha3Ha4YeHue Nonb3oBaTendam genermpyemMolx npas gOcTyna K
CYLLHOCTSAM.

Cpaasy ke nocne cosgaHus CyLHOCTU TONbKO ero Bnagenew n agmmHnctpartopbl CYB[
MOFyT MUCMNOSb30BaTb €ro Kakum-nnbo obpasom. [na Toro 4ToObl C 3TOM CLLHOCTLK MOINK pa-
ooTtaTb gpyrve nosb3oBaTenu, Brnagenel cywHoctTn unu agmuHnctpartop CYB[ aosmmkeH 9BHO
npeaocTaBmMTb UM COOTBETCTBYIOLLME ANCKPELMOHHbIE NpaBa AocTyna.

Mopgudumkaums mMeTagaHHbIX BO3HUKAET KaxXabl pa3 npyu u3aMeHeHun cTpykTypbl B, 4T0
BKNIOYaET B cebsa cosgaHne, moandumkauuio n yganeHne obbektos Bl.

PasrpaHnyeHune goctyna kK nepevmcneHHbiM onepaumam Ha yposHe CYB/] Takke peanuay-
eTcsa NpMMeHeHnemM auckpeunoHHblx MNPL. [Ona aToro ncnonb3yeTcda npaBo BnageHus 06bLekTom,
npaBo Ha co3faHne 0bbekToB. MpaBo BnageHnsa o6bekTom npeaocTaBnseT BnagenoLy obbekTa
BO3MOXXHOCTb MoauduumnpoBaTth 1 yaanaTbe 06bekT. B obuwem cnyvae, BnagenbLeM siBRsieTcs
cosgaTenb obbekTa unm cynepnone3oatens (agmuHuctpatop B). NMpaeo Ha co3gaHne (CREATE)
npumeHsieTcs K oobekTam B[], aBnsoWmnMcsa KOHTeNHepaMn Ans Apyrux o6bekToB, a8 UMEHHO:
HenocpeacTBeHHO cama Bb[l, cxema, TabnmyHoe NpOCTPaHCTBO.

Mpu BbINONHEHMM Nb6oro 3anpoca nonb3oBatens (cyébekta B) k 3awuwaemomy pecyp-
cy (06bekTy B[1) BbINONHAETCS ANCKPELMOHHOE ynpaBreHne JOCTYNOM Ha OCHOBE YCTaHOBMEHHbIX
nonb3oBaTento npas. [na KaXaon BbINOMHAEMON onepaumm Npon3BOANTCSA NPOBEpPKa HanMyus

npasa y nosfb3oBaTens Ha BbINOMHEHWE AAaHHOW KOHKPETHOWM onepauun.
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[OuckpeunoHHble MNP npumenstoTca nocne pasdopa 3anpoca nonb3oBaTens u nocTpoe-
HUSA nriaHa ero BbIMOSTHEHWS.

OunckpeunonHble MNP k ctonbuam obbekTa NPUMEHSAIOTCS TOMBLKO NPU OTCYTCTBUM SIBHOTO
paspeLLeHnst Ha OOCTyn K camon Tabnuue. Takum o6pa3om, NnpaBa JOCTyna K 0ObEKTY SBNAKOTCA
AoMuHMpyowmMn. Mpu aToM, B cnyyae OTCYTCTBUS SIBHO 3a4aHHbIX NMpaB Ha OO6beKT Hemnb3s
cKasaTb onpeferieHHo O NpefocTaBneHnn JOocTyna 4O TexX nop, Noka He ByayT npoBepeHbl Npasa
Ha cTonOubl 0ObekTa.

B CYB[ PostgreSQL napameTp KOH(urypaumm ac_enable_trusted_owner No3BO-
naeT agMUHUCTpaTopy 3anpeTuTb BnagenbLlam o0beKkToB nepeaasaTth nNpasa Ha JOCTYN K HAM
apyrum none3osatenam CYB[. B cnyyae ycTaHOBKM 3HA4YeHUs1 3TON NepeMEHHON KOHGUrypaumm
B FALSE pacnpefgeneHue npae goctyna k obbektam B[] paspelleHo Tonbko agMUHUCTpaTopam
CYBL.

MapameTp koHurypauum ac_allow_grant_options MNo3BoONAeT agMUHUCTPATOPY
3anpeTnTb nepegadvy yxe MMEKLMUXCa npaB AocTyna Ha o6bekT apyrum ponsm. Ecnu
ac_allow_grant_options ycTaHOBMeH B FALSE, TO 3anpeLljaeTca Ucnornb3oBaTb KoMaHay
GRANT c npusunerned WITH GRANT OPTION. Ecnuy ponu ectb npusunerna GRANT OPTIONS
M ac_allow_grant_options = false, TO nepegaya npaB AOCTyna APYrMM ponsaM Takxe
3anpewaetcs. N3bsatne (REVOKE) npueunernm GRANT OPTIONS paspeluaetcs Bcerga.

MapameTp KOH(uUrypaumm ac_allow_admin_options NO3BONSET agMUHUCTPATOpPY 3a-
npeTuTb Nepegady npae YreHcTBa ponu Apyrum ponsam. Ecnm ac_allow_admin_ options ycTa-
HOBMeH B FALSE, TO 3arnpeLiaeTcs ucnonb3oBatb GRANT ¢ npusunernen WITH ADMIN OPTION.
Ecnu y ponn ectb npusunerna ADMIN OPTIONS M ac_allow_admin_options = false, TO
nepegaya npas YNeHCTBa ApYrMM ponsam Takke 3anpeldaetca. M3batue (REVOKE) npusunerum
ADMIN OPTIONS pa3peluaetca Bcerga.

MapameTp KoHUrypaumm ac_enable_truncate NO3BOMSET agMUHUCTPATOPY 3anpe-
TUTb BNnagensuam ob6bekToB 1 NobbiM Nonb3oBaTensM, obnagarwL MM COOTBETCTBYHOLLUMM NPaBoM
TRUNCATE, BbINOMHATb yaaneHne Bcex 3anucen M3 Tabnuu. B cnyyae yCTaHOBKM 3HaYeHUA
3TON NepeMeHHOn KoHdurypauuu B FALSE BbINOMIHEHME KOMaHAbl TRUNCATE 3anpeLeHo BCeEM

noJsib3oBaTeNnAM.

3.5. CpeactBa ynpaBneHua pauckpeumoHHbiMu TP k o6bektam B CYB[
PostgreSQL

[nsa ynpaenenunsa auckpeumoHHbivn MNP k o6bektam B CYB[ PostgreSQL ucnonbayetcs
rpacmyeckasn ytunmta pgadmin3.

[na gpenernpoBaHnsa ANCKPELMOHHBIX NpaB AOCTyNa K 06bekTamM MCNomnb3yeTcst KoMaHaa
SQL GRANT, a gnsi OTMeHbl — KOMaHga REVOKE. Hanpumep, ecnv B cucteme cyLlecTByeT
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nonb3oBaTtelb ivanov, TO eMy MOXeT ObITb npeagoctaByieHo nNpaBoO Ha M3AMEHEHNE OJaHHbIX B
Tabnuue CueTa C NOMOLLKO CNeayrLWwen KoOMaHabl:
GRANT UPDATE ON "Cuera" TO ivanov

[ns npepoctaBneHns npaB JocTyna K 06bekTy cpa3y BCEM MOMb30BaTENAM CUCTEMDI
CyLLeCTBYeET cneunarnbHoe «MMA nornb3oBaTtena» PUBLIC, a Ana npegoctaBneHna Bcex npaB —
cneunanbHoe «npaso» ALL. Hanpmmep, YyTOObI OaTb BCEM Mosrib3oBarteridaMm MOSHbIN AOCTyn K
Tabnuue CueTa, crieqyeT UCMONb30BaTb CEAYOLLY KOMaHay
GRANT ALL ON "Cuera" TO PUBLIC

I'Ipvl HeO6XO,EI,I/IMOCTl/I npaBo OOCTyMa MOXeT ObITb npeaocrtaBs/ieHOo nosib3oBaTtersito (HO He
rpynne) C BO3MOXXHOCTbK AenermposaHuna gaHHOIo npaea ApPyrumMm poridm. ,D,J'IFI 3TOro NCnosJib3yeTcd
kntodeBasi ppasza WITH GRANT OPTION:
GRANT UPDATE ON "Cuera" TO ivanov WITH GRANT OPTION

Bnapeney ob6bekTa MOXET OTMEHUTb COBCTBEHHbIE Aenernpyemble npasa, Hanpumep,
nepeBensi OOBLEKT B PEXUM «TOSbKO ANS YTeHUs» Ans cebs, Tak e Kak 1 Ansa Bcex ocTarnbHbIX

rnorib3oBaTenemn.
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4. MAHOATHOE YNPABJIEHUE OOCTYNOM U MAHOATHbIA KOHTPOJb LLEENOCTHOCTU

MaHngaTHoe ynpaBneHue OOCTYMOM M MaHOATHbIA KOHTPOMb LEeNOCTHOCTU MOryT BbiThb
BKMIOYeHbI B npouecce yctaHoBkn OC nyTem BbiGopa COOTBETCTBYIOLLMX MYHKTOB MPOrpamMmmbl
yctaHoBku OC.

MopsA0K BKMIOYEHMS 1 BBIKITIOYEHWSI MAHAATHOTO ynpaBreHns 4OCTYNOM Mocre YCTaHOBKM
OC onucaH B " COOTBETCTBEHHO.

MopsSAOK BKIKOYEHUS 1 BLIKIOYEHNS MaHOaTHOro KOHTpons uenoctHocTn (MKLL) nocne

yctaHoBkmn OC onucaH B 4.9,
4.1. O6wume cBegeHus

MexaHn3mbl MaHOaTHOroO ynpasneHnst 4OCTYNOM U MaHOATHOMO KOHTPOMS LENoCTHOCTH
peanusoBaHbl B gape OC u 3aTparmeaioT crnegyolime nogcucTembl:
MexaHun3msbl IPC;
ctek TCP/IP (IPv4, IPv6);
dC ext2/ext3/extd/xfs;
ceteBble PC CIFS, OCFS2, Ceph;
®C proc, tmpfs.

B mMexaHnamax maHgaTHOro ynpaeneHus 4OCTYNOM M MaH4aTHOrO KOHTPONSA LENOCTHOCTH
onpeaeneHbl cnegyowme TepmMmuHbl (B cootBeTcTBumn ¢ FOCT P 59453.1-2021):

- cybbekT goctyna — komrnoHeHT OC (npouecc, B T.4. 3anyLWeHHbIN OT UMEHN NOoSib30Ba-

Tens), 4OCTYMbl KOTOPOro perfiaMeHTUpPYTCS NONUTUKaAMK yNpaBneHnsa OCTYNOM;

- 00bekT goctyna — koMmnoHeHT OC (Hanpumep, dais, COKeT 1 Ap.), 4OCTYN K KOTOPOMY

pernameHTMpyeTca NONUTUKaAMK yrpaBneHnst 4OCTYNOM;

- KOHTEeWHep — cocTtaBHon koMnoHeHT OC (Hanpumep, KaTtanor n gp.), 4OCTyn K KOTO-

POMY perfameHTUpyeTcs NonMTUKamMm ynpasreHnst JOCTYNOM, COCTOSLLMIA U3 0ObLEKTOB

NI KOHTEMHEPOB, K KOTOPbLIM MO OTAENBbHOCTM BO3MOXHO OCYLLIECTBIIEHME YNpaBeHNS

AOCTYMNOM.

[Mpn 3TOM CYLLHOCTbBIO Ha3bIBAETCS KOMMNOHEHT, ABASIOLWNNCA 06bEKTOM NN KOHTENHEPOM.
4.2. MaHgaTHoe ynpaBrieHue A0CTYrNnom

Mpu peanu3aunm NONMTUKA MaHOAATHOMO YNPAaBMEHUst 4OCTYMNOM CyObekTam M CyLLHOCTSAM
3a4alTesl KNnaccMUKaLMoHHbIE METKUN (YPOBHM KOH(PUAEHLMANBHOCTA U KaTeropum KoHpuaeHLm-
anbHOCTW, onMcaHne KoTopbix NpueegeHo B (4.2.1|u COOTBETCTBEHHO). Takke CyLLHOCTAM
MOryT ObITb MPUCBOEHbI AOMOMHUTENBHbIE MaHAaTHbIe aTpnbyThl yNpaBneHus 40CTynoM, onuca-

HWe KoTopbIx npvBeaeHo B [4.2.3]
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Ons aadMUHNCTPUpOBaHNA NoaCNCTeEM MaHOATHOro yrnpasiieHnd AOCTYyrnoM MHOXeCTBO

Linux anvaeerZ pacwmnpeHo cneunarnbHbIMU NMpUBUIIETNAMWN, NOIMTHOE ONMUCaHNE KOTOPbIX Nnpuee-

AeHo B4.7]

4.2.1. YpoBeHb KOH(hMAEHUNaANbLHOCTHN

Mepapxuyecknin ypoBeHb KOHpUAEHLUMANbHOCTH (YPOBEHDb KOH(OMAEHUNANBHOCTM) onpe-
AendeT cTeneHb CEKPETHOCTU CYLLHOCTU Y COOTBETCTBYHOLLMI YPOBEHb AOCTYNa K HEW, Ha3HaYeH-
HbI CyOBbeKTY.

YpoBeHb KOHMAEHLMANbLHOCTM NpeacraBndeT cobon yncnosoe 3HadyeHme ot 0 go 255
(BknounTENBbHO). Kaxkgon knaccnmkaumMoHHOM METKE B KaXKObli MOMEHT BPEMEHMU MOXET ObITb
Ha3Ha4yeH TONbKO OAMH YPOBEHb KOH(UAEHUMANBHOCTH.

Yncnosble 3Ha4YEHNSA YPOBHSA KOHUOAEHLNANBHOCTM CPaBHUMbI MeXAy COOON U TEXHU-
Yeckn peanu3oBaHbl Kak 8-OuTHas Ge33HakoBasi BenuunHa (uint8_t). B nonb3oBaTenbckmx
UHTepdencax NpeacTaBnsaeTcs AeCATUYHbIM 3HAaYEHNEM NN HaMEHOBaHNEM.

Cy6bekT ¢ onpegeneHHbIM YpOBHEM KOHUAEHUNANBHOCTM MOXET MOMy4nTb AOCTYN Ha
YTEeHWe K CYLLHOCTU, eCrin ero ypoBeHb KOHPUAEHUNANbHOCTU HE HUXE YPOBHS KOH(pMAeHUManb-
HOCTW CYLLHOCTW.

CyOGbekT ¢ onpeaeneHHbIM YpOBHEM KOH(UAEHLMANBHOCTM MOXET MOMYyYMTb JOCTYN Ha
3anuncb K CyLLHOCTU, €Crln ero YpoBeHb KOH(pUOEHLMansHOCTN CoBNagaeT C YpOBHEM KOHUOEH-
LManbHOCTU CYLLHOCTH.

Takum o6pas3om, nonb3oBaTenb, €CNM eMy He NPUCBOEHbI crieumanbHble NpUBMUNErnn B
COOTBETCTBUU C n/vnn ecnun pannam He 3agaHbl AOMNONHUTENbHbIE MaHAATHbIE aTpuUbyThI
poctyna B cootBeTcTBuM € [4.2.3] MoxeT untaTh dhaiinsl, ypoBeHb KOHMAEHUMANBHOCTH KOTO-
pbIX HE MPEBOCXOOMUT €ro ypoBHA OOCTynNa, a nepefasatb AaHHble TONbKO HA OOHOM YpOBHE

KOHOMAEHUMANbHOCTH.

4.2.2. Kateropusa KoHduaeHUNaNbLHOCTU

MHOXXeCTBO Henepapxmyeckmx KaTeropun KoHPUAEHUNANbHOCTU (KaTeropmum KoHpunaeH-
LnanbHOCTN) onpeaensieT Habop KaTeropuin, OCTYMHbIX CYyObEKTY UM Ha3HAYEHHbIX CYLLIHOCTH.

KaTteropmn koHdumaeHUnanbHOCTM NpeacTaBnatoT cobor GUTOBYO MacKy, COCTOSLLYIO
n3 Habopa kaTteropum KOHUAEHUMANBbHOCTN, KaXxaasl U3 KOTOPbIX NpeacTaBnsieTcs B BUAe OT-
AenbHoro paspsiga 6utoBon Macku. 3HadyeHue paspsiga OuToBom Macku, paBHoe 1, O3Haua-
€T Hann4ne COOTBETCTBYHLLEN KaTeropum KoHMOAEHUNANBbHOCTM Yy CyWHOCTN (CybObekTa), a
paBHoe 0 — OTCyTCTBME JAaHHOW KaTeropuu.

B OC peanusoBaHo ncnonb3oBaHue o 64 kateropun KoHpuaeHunanbHocTu. Kaxgon
KrnaccnudukaunoHHON MeTKe B KaXKAbIi MOMEHT BPEMEHN MOXET ObiTb NPUCBOEH €AVUHCTBEHHbIN

Habop kaTeropum KoHUAeHLManbHocTU. Habop kateropmin KOHOMAEHUNANBHOCTN MOXET NPUHK-
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maTb 3HadeHnsa ot 0 go OxFFFF FFFF FFFF FFFF (BkntounTenbHO), TEXHNYECKM peann3oBaH Kak
64-6butHas macka, be3sHakoBas BenuumHa (uint64_t).

KaTteropmn KoHuMaeHUManbHOCTU MOryT ObiTb HECPaBHUMbI Mexay cobon. B nonb3ao-
BaTeNbCKUX MHTepdencax NpeactaBnaTCa WecTHaguaTepUdHbIM 3Ha4YeHNEM WU CMIMCKOM
HaMMeHOBaHUIN KaTeropun.

CybbekT ¢ onpegeneHHbIM HabopoM KaTteropun KOHPUAEHUNANTbHOCTU MOXET NOSTy4nTh
AOCTYMN Ha YTEeHME K CYLLIHOCTU, eCfiM B ero Habope KaTeropmm KOHPUAEHUMaNbHOCTU NPUCYTCTBY-
0T KaTeropmm KOHUAEeHUNanbHOCTN, 3a4aHHble AaHHOW CYLLHOCTH.

CyObekT ¢ onpegeneHHbIM Habopom KaTeropmm KOHPUAEHUNANBHOCTU MOXET NONYYUTb
AOCTYM Ha 3anncb K CYLLHOCTU, ecnn ero Habop KaTeropum KOHPUAEHLMaNnbHOCTU COOTBETCTBYET
Habopy KaTeropui KoOHpnaeHLUMansHOCTN, 3ag4aHHOMY LaHHOW CYLLHOCTW.

Takum obpasom, nonb3oBaTenb, €Cfiv eMy He NPUCBOEHbI crieumanbHble NpUBMUNernn B
COOTBETCTBUU C n/wnn ecnun hannam He 3agaHbl AONOMHUTENBbHbIE MaHAATHble aTpubyThl
AocTyna B cootBeTcTBUM C [4.2.3] MoxeT untaThb dhainbl, Habop kaTeropuit KOHPUAEHLMANBHOCTM
KOTOpPbIX BXOOUT B HAOOp AOCTYMNHbIX NOSIb30BaTENIO KaTeropun, a nepegasaTb AaHHbIE TONbLKO

ecnun aTn Habopbl coBnaatoT.

4.2.3. lononHuTenbHble MaHAaTHble aTPpUOyThbl ynpaBneHus JOCTYNnoM
[ononHuTenbHble MaHAaTHble aTpubyThl yNpasneHns OCTYNOM MO3BOMSAT YTOYHATb
NN N3MEHATHL NpaBua MaHOAaTHOro ynpaereHnsa JOCTYNOM A5 TeX UNU UHbIX CyObeKTOB nnu
CYLLHOCTEMN:
- ccnr — MOXET NpucBamBaTbCs TOSNbKO KOHTeMHepaM. OnpegensieT, YTo KOHTenHep
MOXeT cogepXaTb CYLHOCTU C pasfinyHbIMU KnaccuduKauMOHHBIMU METKaMMU, HO He
BonbLuMMK, YeM ero cCoBCTBEHHas KrnaccnudukaunoHHasa MeTka. YteHne cogepxmmoro
TaKoro KOHTEMHEpa paspeLLaeTcsa CyObeKTY BHE 3aBUCUMOCTM OT 3HAYEHUS ero Knaccmgu-
KaLMOHHOM METKW, NpU 3TOM CybbeKTy AOCTyNHA MHOopMauuUsa TONbKO NPO Haxogswmecs
B 9TOM KOHTENHEepe CYLHOCTU C KnaccumnkaumoHHOM METKOM He Borblien, YemM ero
cobcTBeHHas knaccudurkaumMoHHas MeTka, NMMbo NPo CYLHOCTU-KOHTEMHEPDI, TaKkKe ume-
oLLMEe MaHOATHbIN aTpUBYT ynpaBneHns 4OCTYNOM ccnr;
- ehole — MOXeT NpucBamBaTbCA CYLLHOCTSM (harnam), He SBNALLMMCSH KOHTENHepaMu
N UMELLNM MUHUMANbHYIO KNacCUUKaLMOHHYO METKY U HYIEBYIO METKY LIeNOCTHOCTH
(B cooTBeTcTBUM C [4.5). MpUBOANUT K MTHOPMPOBaHUIO MaHAATHbLIX NPaBU yNpaBneHus
AOCTYNOM Mpu NOfy4YeHMn AOCTyna Ha 3anucb K HUM. ATpMOyT npeaHasHavyeH aAns CyLuiHo-
CTen, U3 KOTOPbIX CYyObEKT HEe MOXET NpodnTaTh AaHHble, 3anncaHHble B HUX CyObekTamu ¢
Gornee BbICOKOM KnaccudukaLmMoHHOM METKOW, YeM ero COBCTBEHHas KnaccudukaumoHHas

meTka (Hanpumep, /dev/null);
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- whole — npucBamBaeTCs CyLWHOCTAM (dpannam), He ABMASILWNMCHA KOHTENHepaMun, ¢
MakcumMaribHOM KraccugukaumoHHon meTkon. PaspellaeTr 3anncb B HUX cybbekTam,
nmerLwmnm 6onee HN3KYI KracCUUKaLMOHHYO METKY (B 0ObIYHOM Crlydae 3anucbiBaTb

«CHWU3Yy BBEPX» 3arpeLleHo).

MpumeyaHune. MaHgaTHbIM aTpubyT ynpaBneHus 4OCTYNOM ccnri 6onee He ncnosnb-
3yetca B OC gns ynpaBneHnsa oCTynom, Npyu 3ToM wratHoe yHkumoHnposaHme OC cooTBeT-
CTBYET PYHKLMOHMPOBAHMIO C YCTAHOBIEHHLIM MaHAAaTHbIM aTpubyTOoM ccnri. Bo3aMOXHOCTb
YCT@HOBKM U MONyYeHNA OaHHOro mMaHgaTHoro atpubyta coxpaHeHa B OC gnsa obecneyeHus
coBMecTMMocTh ¢ cuctemamm m MO, koTopble ero ucnonbdyet. MangaTHbln atpmubyT ynpaene-
HMa goctynom ccnra B OC npuvpaBHMBAETCS K ccnr M Takke COXpaHeH Ansi obecneyeHus

COBMECTMMOCTM N HE PEKOMEHOOBAH K MCMONb30BaHUIO.
4.3. MaHOATHbLIN KOHTPOJSb LeNTIOCTHOCTU

Mpy peanusaumm NOMTUKN MaHAATHOMO KOHTPOMS LIENOCTHOCTM CyGbekTam 1 CyLLHOCTSM
3aaloTCst YPOBHM LIENMOCTHOCTU — COBOKYMHOCTb (4EKapTOBO Npon3BeAeHne) HemepapXnyeckux
YPOBHei (kaTeropuit) LLeNnoCTHOCTU U nepapXnyeckux (NMHeHbIX) YPOBHEN LIeNOCTHOCTM, onuca-
HWe koTopbix npuBedeHo B [4.3.1]

Takxke CyLHOCTSIM MOTYT ObITb NPUCBOEHbI AOMONHUTENbHbIE aTPUBYThl AN MaHAATHOMO
KOHTPONS LeNOCTHOCTYH, OnucaHune Kotopbix npuseaeHo B [4.3.2]

Ans agMUHUCTPUPOBAHMS NOACUCTEMbI MaHAATHOTO KOHTPOMS LIENOCTHOCTU MHOXECTBO

Linux npuBunerunii pacluMpeHo crneumanbHbIMU NPUBUMETMSIMUA, NMOSTHOE ONMcaHne KOTOopbIX NpuBe-

AeHo B[4.7]

4.3.1. YpoBeHb LeNIOCTHOCTU

YpoBeHb LEeNOCTHOCTM CYLLHOCTU OTpaXkaeT CTeNeHb YBEPEHHOCTU B LLENOCTHOCTM coaep-
Xawencsa B Henm nHgopmaummn. YpoBeHb LIENOCTHOCTU cybbekTa COOTBETCTBYET €ro NOSIHOMOYUAM
no JOCTYNy K CYLLUHOCTU B 3aBUCMMOCTU OT UX YPOBHEN LENOCTHOCTU, a TaKkKe OTpaxaeT CTerneHb
YBEPEHHOCTU B KOPPEKTHOCTU €ero OyHKLMOHANBHOCTH.

Mpu peanusauun NOUTUKM MaHOATHOIO KOHTPOSS LEMOCTHOCTU CyObekTam 1 CyLLHOCTSIM
3a4al0TCA YPOBHU LIENTOCTHOCTU — COBOKYMHOCTb (4eKapTOBO Npoun3BefeHne) Henepapxmn4eckmnx
YPOBHEWN (KaTeropun) LenoCcTHOCTU U nepapxnu4eckmx (IMHenHbIX) YpOBHEN LiernocTHOCTU. [Npouecc
npu ero HeNnoCcpeacTBEHHOM 3arnycke HacreayeT ypoBeHb LEeNOCTHOCTU npolecca-poguTens.

B cTtaHgapTHOM peanu3aumm nepapxmieckmi (NMMHENHbIN) ypoBeHb LienoctHoctn B OC
3ape3epBUPOBaH M HE NOAAEPXKMBAETCH €ro UCMOSb30BaHNE.

Heunepapxmnyecknin ypoBeHb LEeNoCTHOCTU npeacrasnset cobon 32-6UTHY Macky (TexHu-

YecKkn peann3oBaH Kak 6e33HakoBasi BeniMinHa uint32_t).
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Mpun yctaHoBke OC no ymonyaHuio npeasiaraeTca MakcMmarbHbIM HENEPaPXNYECKUI
YPOBEHb LENoCTHOCTM max_ilev, paBHbIM 63 (butoBas macka 00111111), a MUHUMaArbHbIN
ypoBeHb Bcerga 0.

B OC no ymonyaHuto BblaeneHbl HyfieBON, YeTbipe HEHYIEBLIX N HECPaBHUMbIX MeXay
cobon (ganee — M30NMMPOBaHHLIX) HEMEPAPXMYECKUX YPOBHSA LIEMOCTHOCTM U MakKCUMarnbHbIN
YPOBEHb LIeNTOCTHOCTU, KOTOPbIA HE MEHbLLE BCEX OCTallbHbIX B CUCTEME.

HenpueunernpoBaHHbIM NONb30BATENAM MO YMOMYaHUIO NMPUCBaANBAETCA HYNEBON ypo-
BEHb LIeNOCTHOCTU, aAMUHUCTPATOPYy NpPUCBanBaETCAa MakCMMarnbHbIN YPOBEHb LIENOCTHOCTU 63,
3a CMCTeMHbIMU crnyx6amu, nepedeHb 1 onMcaHue KOTOpbIX NpuBeaeHbl B Tabnuue [7], 3apesepsu-

poBaHbl YeTbIpe N30JTMPOBAHHbLIX YPOBHA LENOCTHOCTW.

Tabnunua 7
YpoBeHb| 3Ha4yeHue Butosas Onwncanune
macka
1 001 0000 0001 YpoBeHb 3a4eNCTBOBAH 4151 CETEBbIX CMyX0
2 002 0000 0010 YpoBeHb 3a0€eMCTBOBaH 4S5 BUpTyanu3aumm
3 004 0000 0100 YpoBeHb 3a4encTBOBaH Ans cneuyunansHoro N0
4 008 0000 1000 YpoBeHb 3a4eMCTBOBaH Ans rpadmnyeckoro cepeepa

MpumevyaHune. B Tekywen peanusaumm, ¢ yd4etom 32-6UTHOM MacCKu, KOSIMYECTBO
N30MIMPOBAHHbBIX YPOBHEN LENOCTHOCTU MOXET ObITb yBENMYEHO 40 32 Npu NOBbLILWEHUN MaKCH-
ManbHoro ypoBHs uenoctHocty no OxFFFF FFFF.

Mocne yctaHoBkn OC makcMmanbHbIN YPOBEHb LENTOCTHOCTM B CUCTEME MOXET ObiTb
noBbiWeH. MakcnmanbHbIMM YPOBHAMM LIENOCTHOCTU B CUCTEME MOTYT ObITb YMCNa, Y KOTOPbIX
BuToBas Macka BKo4aeT BUTOBbIE MAacKM BCEX OCTaslbHbIX UCMOMb3yeMbIX YPOBHEN LIeNOCTHOCTU
B cucteme, Hanpumep, 63 (0x3F, butoBas macka 00111111), 127 (Ox7F, 6utoBas macka 01111111),
191 (OxBF, 6utoBasa macka 10111111) n 1.4.

BHUMAHMUE! lNpu noBbilweHM MakcuManbHOro ypoBHs LernoctHocTn B OC Bbille 3Have-
HKUA 63, 3agaHHoro npu yctaHoske OC, Heobxoammo ybeanTbCst B NOBbILEHUW YPOBHS LIENOCTHO-
ctn agMmuHuctpartopa OC.

[ononHnTenbHO 3ape3epBUPOBaHO crieumanbHOe HaMMEHOBaHNE YPOBHS LIENTOCTHOCTU
Bricoxkuit (High), KOTopoe ncnosnb3syerca ans 0603HadeHns MakCMMarnbHOr YPOBHS LLeNOCTHOCTU
B ycTaHoBneHHon OC, a Takke Huzkui (Low) — AN 0603Ha4YeHMSA HyNEeBOro ypoBHS LEENOCTHOCTH.

Yucnosble 3Ha4YeHUS YPOBHS LIENTOCTHOCTU CYLLHOCTU YaCTUYHO CPaBHUMbI MexXay CO-
0o 1 onpenensTcs Kak CyMMbl 3HAYEHUN Ha3HaYeHHbIX YPOBHEW LEeNOCTHOCTU. Yuncnosble

3Ha4YeHus1 YPOBHA LIEMNOCTHOCTM MOTYyT npuHMMaTb 3HadeHusa ot 0 go 2%2.1 unm ot 0x0 go
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OxFFFF FFFF Bknto4YnTENBHO M TEXHUYECKN peann3oBaHbl Kak 32-6uTHasa macka, 6e33HakoBas
BenMumnHa (uint32_t).

B nonb3oBaTenbcknx nHTepencax npeacraBnsaeTca 4eCATUYHbIM N WecTHaguaTepmy-
HbIM YNCNOM UM HAUMEHOBAHNEM.

Cy6bekT ¢ onpeneneHHbIM YPOBHEM LIENOCTHOCTU MOXET NONYYMTb AOCTYN Ha 3anuch K

CYLWHOCTH, eclun ero yposeHb LEJTOCTHOCTU HE HUXXEe YPOBHA LENNOCTHOCTU CYLLHOCTHW.

4.3.2. ATpubyThbI cyLlHOCTEN ANS MaHAATHOrO KOHTPONSA LIeNTIOCTHOCTHU
HononHutenbHble atpmnbyThl ans MKLl no3BonstoT yTOYHATE MM n3ameHsaTb npasuna MKL
ANSA TEX UMM UHBIX CYLLHOCTEN:
- silev — npuceauBaetcs ¢annam. lNpoueccy, 3anyckaemomy 13 anna c atpubytom
silev, NpMcBaMBaeTCa MeTKa LENOCTHOCTU, paBHas HanbornbLIeMY 3HAYEHUIO, KOTOPOEe
OOHOBPEMEHHO MEHbLUE UMM PaBHO 3HAYEHUAM METKM LIeNOCTHOCTWU dhanna n Makcu-
ManbHON METKM LIeNTOCTHOCTM B CUCTEME (3HaYeHMe napameTpa KOMaH4HOW CTPOKM siapa
parsec.max_ilev). Hanpumep, ecnvm meTka LenoCcTHOCTN dpanna MeHbLUE UNn paBHa
MaKcuManbHON MeTKe LIeNToCTHOCTN B CUCTEMeE, TO MpoLEecCy HasHavyaeTcsl MeTka LenocT-
HOCTUW, paBHasa MeTKe LenocTHOCTU darna. ATpnbyT silev HeOOX0AMM AN KOPPEKTHOTO
3anycka npouecca cMeHbl napons U3 anna /usr/bin/passwd, UMeKOLEro BbICOKYHO
METKY LIeNOCTHOCTHU, NoNnb3oBaTenemM C HA3KOM METKOW LefTOCTHOCTM.
BHUMAHUE! Ncnonb3oBaTb aTpubyT pEKOMEHOYETCA B UCKIOYUTENBbHbIX Cryyasx B
COOTBETCTBUM C NPUHATON NONMUTMKON 6e30MacHOCTH;
- irelax — npucBamuBaeTcs katanoram. Onpegensiet, YTo B KaTtanor MOXeT OCyLLecTB-
NAaTb 3anucb npouecc ¢ nobon MeTkon LenoctHocTu. Co3gaBaemble B JaHHOM KaTarnore
CYLLIHOCTM HacneayT MeTKY LeNoCTHOCTM OT CO3[atoLero ux npowecca, ecnm ero MeTtka
LEeNnOCTHOCTU MEHbLLE UMM paBHa MEeTKe LIeNIOCTHOCTM AaHHOro Katanora. Ecnv meTtka
LleNOCTHOCTM MpoLecca Bbile UM HecpaBHMMa C METKOM LLeNOCTHOCTM JaHHOro KaTanora,
TO MeTKa LierfoCTHOCTM CO34aBaeMoN B HEM CYLLHOCTU YCTaHaBMBaETCH Kak Hanbonbluee
3HavYeHune, KOTopoe OLHOBPEMEHHO MEHbLUE UMW PaBHO 3HAYEHUAM METKU LEeNIOCTHO-
CTW JAHHOrO Katanora u MeTKU LIerTOCTHOCTM npouecca. ATpmbyT JOCTYNeH TONbKO npwu
BKIMHOYEHHOM paclumpeHHoM pexnme MKLL.
[ononHuteneHble aTpubyThl cywHocten ans MKL moryT 6biTb YCTaHOBMNEHbI TOMNbKO

nNpuUBMNErMpoBaHHbLIM NPOLIECCOM.
4.4. PacluMpPEHHbIN PeXUM MaHAATHOroO KOHTPOSA LeSIOCTHOCTHU

B pexume MKL, npouecc npu ero HenocpeaCcTBEHHOM 3arnycke HacnegyeTt ypoBeHb Le-
NOCTHOCTK npouecca-poautens. MNMpu atom B pacwmpeHHoM pexnme MKL (strict mode) Henocpea-

CTBEHHbIN 3anycK npouecca 3anpeLleH B TOM crny4vae, ecriv UCMOoMNHAeMbln oann, n3 KoToporo
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3anyckaeTcsa npouecc, UMeeT ypOBEHb LIENTOCTHOCTU MEHbLUE UMW HECPaBHUMbIA C YPOBHEM
LLlenoCTHOCTU Npouecca-poantens. B gaHHOM criydyae npouecc BO3MOXHO 3anyCTUTb TOMbKO C
MCMoNb30BaHMEM MHCTPYMEHTa sumic, onucaHue kotoporo npueeaeHo B4.15.9]

Cos3paBaemomy anny (Kkatanory) HasHa4YaeTcsl ypOBEHb LIENOCTHOCTW, PaBHbIN YPOBHHIO
LefTIOCTHOCTU TOro KaTtasriora, B KOTOPOM OH co3gaetcs. [pu aTom 3anpeLleHo co3gasaTtb dann
(kaTanor) ¢ ypoBHEM LENOCTHOCTU BbiLLE UM HECPABHMMbIM C YPOBHEM LIENTOCTHOCTM npoLecca,
co3aaroLLero AaHHbIn dann (katanor).

BHUMAHMUE! PaclwunpenHbin pexum MKLL npegHasHaveH gnsa ycunexma 3awmutbl OC.
BmecTe ¢ Tem ero BkMoYeHNEe MOXET NpUBECTU K cbosiM B paboTe HekoToporo npuknagHoro MO
(0ocoBeHHO yxe ycTaHoBIIeHHOro). [oaToMy nepes BKAOYEHUEM paclumMpeHHoro pexunma MKL|
B OC agMuHUCTpaTOpy pekoMeHOYeTCs NPOBECTN TECTMPOBAHUE UCMNOMNb3YEeMOro NpUKagHoro
MO c uenblo NpoBepkM ero paboTocnocobHOCTM NPK BKITKOYEHHOM pacluMpeHHom pexmnme MKL, n
HeobXoAMMOCTIN ero ONONHUTENBbHOW HACTPOWKMW.

BkntoueHune pacwmpeHHoro pexunma MKL, ocywectBnseTca nyteM BbINOMTHEHWUSI OT UMEHU

aaAMUHNUCTpPAaTOopa KOMaHObl:

astra-strictmode-control enable

B pesynbrate 6yayT BbINOSIHEHLI HEOOXOAMMbIE HACTPOMKN YPOBHEN LIENOCTHOCTU CYLL-
HOCTEWN 1 Ana napaMmeTpa KOMaHOHOW CTPOKU Apa parsec.strict_mode YCTAHOBEHO 3Haye-
Hue 1. [Inga akTnBauumn pacumpeHHoro pexuma MKL, Heobxoanumo nepesarpysnts OC

[1ns NpoBepKM TEKYLLEro COCTOsIHMSA paclumpeHHoro pexxuma MKLL (akTtnBeH/HeakTUBEH)
MOXHO BOCMOfb30BaTbCA KOMaHOO0WN:
astra-strictmode-control status

B cnyyae, ecnn nocne BbINOMHEHUS KOMaHAbl BKITHOMEHUS paclumpeHHoro pexnma MKL|
He BbINonHsanack nepesarpyska OC, pesynsrat KOMaH4bl NPOBEPKN COCTOSHUSA pexuma byaet
HEAKTUBHO. [Ina nonyyeHus nHdopmaumm o COCToAHUN paclumpeHHoro pexunma MKL, koTopoe
oyaet nocne nepesarpy3ku OC, BbINONHUTL KOMaHAY:
astra-strictmode-control is-enabled

Mpw BKNtoYeHHOM pacwmpeHHoM pexume MKL| Bo BpeMsi co3aaHusi nonb3oBaTensi BCeMy
coaepXnuMoMy ero JoMallHero Karanora HasHa4yaeTcs ypoBeHb LeNOCTHOCTU, paBHbIA YPOBHIO
LEeNoCTHOCTb AaHHOro nornb3oBaTtenis. B ganbHenwemM HasHavyeHWe ypoBHEW LIeSTOCTHOCTU CO-
AepPXMMOMY AOMAaLLHUX KaTanoros nosib3oBaTterien OCyLeCTBNSAETCS B COOTBETCTBMM C 06LLMMU
npasunamMm MaH4aTHOro KOHTPOMS LEeNOCTHOCTH.

Mpw BKNOYEHHOM paclumpeHHoM pexnme MKL, npumeHsatoTcs cneayowme nsmeHeHna B
pa6ote OC:

1) BXOO B CeCcCcu0 BO3MOXEH TONMbKO Ha MakcumaribHO LOCTYNHOM MOSib30BaTesito

HenepapxmyeckoM ypoBHE LENIOCTHOCTU (BblbupaeTca aBtomaTtudeckun). T.e. agMUHK-
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CTpaTop C BbICOKMM YPOBHEM LIETOCTHOCTU, €CNn Npu BXoAe B ceccuto Obina BolbpaHa
Hynesas MeTKa KOH(pUAeHUManbHOCTU, He CMOXET BbINOMHUTL BXOA HA HYNIEBOM YPOBHE
LenocTHocTu. Y HaobopoT, ecnn agMUHUCTPATOPOM C BbICOKUM YPOBHEM LIENOCTHOCTHU
npy Bxode B ceccuto bbina BolbpaHa HeHynesas MeTka KOHuAeHUnanbHOCTH, TO BXO4
OyOeT BbINOMHEH Ha HYNEBOM YPOBHE LIENOCTHOCTY;

2) He NpuMmeHsieTcs npuBunernst PARSEC_CAP_IGNMACINT (cM. Tabnuuy [8);

3) He npuMeHsieTca napameTp KOMaHOHOW CTPOKM siAapa parsec.ccnr_relax (CM. Tab-
nvuy [37);

4) BO3MOXHO NpYMeHeHWe npuBunern PARSEC_CAP_CCNR_RELAX (cM. Tabnuuy [8);

5) BO3MOXHO npumMeHeHue aTpubyTa irelax (cm. 4.3.2)).
4.5. MaHOaTHbIN KOHTEKCT 6e3onacHOCTU

MaHngaTtHble aTpubyThbl cybbekTa (06bekTa) 06begmHATCA B MaHOATHbIN KOHTEKCT bes-
onacHoCTU aToro cybbekTta (obbekTa).
MaHaaTHbIN KOHTEKCT 6e30nMacHOCTM BKIOYaeT B cebs:
- MeTKy 6e3onacHocTu;
- OONOMHUTENbHbIE MaHAATHbIE aTPUBYThl ynpaBneHnsa OCTYNoM;
- OONOMHUTENbHbIE aTpUOyThl ANt MaH4ATHOINO KOHTPOSIS LIENOCTHOCTU.
MeTka 6e30nacHOCTM COCTOMUT U3:
1) knaccumkaunoHHON METKM, KOTOpasi OnpeaensieTcs:
a) Mepapxm4ecknm ypoBHEM KOH(OMAEHUMNANBHOCTY;
0) HemepapxuyeckumMm KaTteropmsiMm KOHOUAEHUNANBbHOCTMY;
2) MEeTKM LLeNOoCTHOCTN, KoTopas onpeaenseTca:
a) mepapxmyecknm (NIMHENHbIM) YPOBHEM LENOCTHOCTU (3ape3epBnpoBaH);
0) Hemepapxuieckum ypoBHEM (KaTeropmen) LenocTHOCTH.
KnaccndukaumMoHHble METKN BIIOXKEHHbIX CYLLIHOCTEW HE MOryT MNpeBbiaTbh 3Ha4YeHus
KrnaccuuKaunoHHOM METKN KOHTENHEpPA, UX coaepXaLlero.
MpumeyvyaHune. B MIHPOPMALMOHHBIX CUCTEMAX C MaHAATHBIM yrpaBneHneM SOCTYNOM
KaK npaBumno NpUMMEHSIIOTCA KNacCnUKaLMOHHbIE METKU, B KOTOPbIX UCMOMb3YETCHA TONbKO YEThbIpe
YPOBHS KOHMAeHumanbHocTn ot 0 go 3 1 64-6utoBaa macka C pasfnyHbIMKU COYETaHUAMM
KaTeropum.
[MpaBuna NpMHATUA peLleHns O NpeaoCTaBNeHMM OCTYNa Ha OCHOBE METKN 6e30nacHOCTH
onucaHbl B[4.6] YnpaeneHue maHgatHbeIMu aTpubyTamu ocyLLecTBSETCS C NOMOLLbIO MHCTPYMEHTa

pdpl-file B cooTBeTcTBMU C onncaHuem 4.15.1]
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BHUMAHMUE! YctaHaBsnuBaTh AN Nonb3oBaTesisi O4HOBPEMEHHO BbICOKMN YPOBEHb KOH-
duaeHUManbHOCTH (KnaccurKaumoHHY METKY) N BbICOKUA YPOBEHb LIENOCTHOCTU HE peKoMeH-
ayeTcs.

BHUMAHMUE! 3anpelieH Bxoq B ceccuo C BblbpaHHbIMWU OOHOBPEMEHHO HEHYNEBOW
METKON KOHPUAEHUNANBHOCTU N HEHYNEBBIM YPOBHEM LENIOCTHOCTH.

BHUMAHMUE! [Mpu BkntoyeHHOM B cucTeMe paclumpeHHoMm pexunme MKL npu Bxoae
B CECCUI0 YPOBEHb LENOCTHOCTU Ha3Ha4yaeTcs aBTOMaTU4YeCKn U3 MakCUManbHO AOCTYMHOro

OJaHHOMY Nnonb30BaTernio.

4.6. lpumeHeHMe npaBun MaHOATHOroO yrnpaBneHUA AOOCTYNOM U MaHAaTHOro

KOHTpOIA LUesIoCTHOCTHU

MpuHATUE peLleHns O 3anpeTe unu paspeLlleHnn octyna cybbekTa K CyLHOCTU NPUHN-
MaeTCsl Ha OCHOBE Tuna onepauun (YTeHne/3anmcb/MCNonHeEHNe), MaH4aTHOrO KOHTeKCTa 6esonac-
HOCTU cybbeKkTa U MaHAATHOrO KOHTEKCTa 6e30MacHOCTU CYLLHOCTM.

Mcnonb3oBaHne ypoBHEN 1 KaTeropmin KOHpmaeHumanbsHoOCTN obecneymBaeT 3awmTy ot
HeCaHKUMOHMPOBAHHOIoO A4oCTyna K MHcpopmaumn.

Mcnonb3oBaHne ypoBHEN LIENOCTHOCTU obecnevmBaeT LerocTHOCTbL MHdopMauum ny-
TeM 3anpeTta MoguduKaumm CyLLHOCTEN C BbICOKMM YPOBHEM LIENOCTHOCTU HEAOBEPEHHbIMMN
cybbekTammu ¢ 6onee HU3KMM YPOBHEM LEENOCTHOCTH.

CyObeKTbl Unn CyLHOCTW, KOTOPbLIM SIBHO HE 3adaH MaHAaTHbIA KOHTEKCT 6e3onacHo-
CTW, CHATAIOTCH UMELUMN MUHUMAanbHbIA (HYNeBOn) MaHAaTHbIN KOHTEKCT 6e3onacHoCTw, T.e.
mMeTka 6e30macHOCT 1 BCe MaHAaTHble aTpubyTbl UMEOT MUHUMATTbHbIE AOMYCTUMbIE 3HAYEHUS
(Hanpumep, paBHbIE HYMIO).

Onepaunmn YTeHUs U UCMOMNHEHNSA pa3peLleHbl, eCriv YPOBeHb KOHMUAEHUNANbHOCTH
cyObeKTa He HWKe YPOBHSA KOH(UAEHUNANTbHOCTU CYLHOCTU, OUTbl Habopa KaTteropuim KoOHpu-
AeHUManbHOCTM cyObekTa BKNOYaOT 61Tl Habopa kaTeropmii KOHPUAEHUNANTBHOCTU CYLLLHOCTMW.
PaspelueHne He 3aBUCUT OT 3HAYEHUIN YPOBHEWN LEENOCTHOCTH.

Onepauuns 3anucum paspeLleHa, ecnvm ypoBHU KOH(PUAEHLMANbHOCTN U KaTeropnm KoHu-
AeHuManbHOCTU cybbekTa 1 CyLLHOCTU COBMaaaoT, a YPOBEHb LIENOCTHOCTUN cybObekTa bonbLue
UNN paBeH YPOBHS LIENTOCTHOCTU CYLLHOCTH.

B oTHOLWweHnn meTkn 6e3onacHOCTM AEUCTBYIOT creayroLine npasmna HacnegoBaHus:

- €eCnu B ceccum cyObekT cos3gaeT apyroro cybbekra (npouecc co3gaeT npouecc), To

CO30aHHbIN CyObEKT NOMHOCTLIO HacneayeT MeTky 6e3onacHoCTh (YpoBeHb KOHUAEHUM-

anbHOCTK, KaTeropun KoHpMaeHUNansHOCTH, YPOBEHb LIENOCTHOCTHN);

- €eCnn CyObeKT co3gaeT CyLHOCTb (npouecc co3gaeT hawnn), To co3aaHHasi CyLHOCTb

HacneayeT TONbKO KNaccumuKaLnoHHY MeTKY (YpOBeHb KOHDUAEHUMANbHOCTH U KaTero-
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pUN KOHPUOEHUMANBHOCTN), N, HE3ABMCUMO OT YPOBHS LIENOCTHOCTU CcybbekTa, Bcerga

nonyyaeTt HyfeBon YpPOBEHb LIENOCTHOCTN.

BHUMAHUE! N3meHATb MeTKy KOH(UAEHUNANTbHOCTU CYLLHOCTU (T.€. N3MEHATb Ypo-
BEHb KOH(PMAEHUNANbHOCTU /MU KaTeropumn KoOHMpUAeHUNansHOCTN) MOTryT TONbKO CyObEKTbI C
Hanuymem npusunern PARSEC_CAP_CHMAC (cM. Tabnuuy [8).

BHUMAHUE! /3meHsTb ypoBeHb LEeNTOCTHOCTU CYLLHOCTU MOTYT TONbKO CYObeKTbl C
Hanuumem npueBunernn PARSEC_CAP_CHMAC (cm. Tabnuuy M C MakCUMasibHbIM YPOBHEM
LeNOCTHOCTH.

BHUMAHMUE! [Ina nameHeHua meTkn 6€30nacHOCT npouecca UCrnonb3yeTcsa NpuBmnerns
PARSEC_CAP_SETMAC (cM. Tabnuuy [8).

JononHuTenbHbIN MaHAATHLIN aTpubyT ynpasrneHns 4OCTYNOM MOXET OblTb YCTaHOBIEH
TONbKO NPUBUIIErMPOBaHHbBIM npoueccoM. K cammm npoueccam MaHOaTHbIN aTpubyT ynpaBneHus
AOCTYNOM HenpumMeHuM. pocTas CyLWHOCTb (hann) MoXeT UMEeTb JONONHUTENbHbLIN MaHOATHbLIV
aTpubyT Nnbo ehole, Nn60O whole.

[nsa co3gaHusa B KOHTEMHEpPE, MMEIOLLEM AONONMHUTENbHbIN MaHO4aTHbIN aTpubyT cenr,
BMOXXEHHOMN CYLLLHOCTWN C YPOBHEM W KaTeropMsiMn MeHbLUMMU, YEM Y KOHTENHepa, Heobxoanmo o6-
nagatb cneuunanbHbiMU NpuBmunernamm PARSEC_CAP_IGNMACCAT n PARSEC_CAP_IGNMACLVL,
onvcaHue KoTopbix npuBeaeHo B [4.7]

BHUMAHUE! Ecnn B 3arpysumke OC ykasaTb 3HayeHMe napameTpa sgpa
parsec.ccnr_relax=1, HENPUBUIIENMPOBAHHbLIN NOSIb30BATENb CMOXET NPOM3BOAUTL 3arnnchb
¢rannoB ¢ pasHblM YPOBHEM KOHMPMOEHUNANBHOCTU B KOHTENHep (KaTtanor) ¢ yCTaHOBMEHHbIM
AONONHUTENBHBIM MaHAATHbIM aTpUOyTOM ccnr.

BHUMAHUWE! MaHgaTtHble aTpubyThl Ha KOPHE hansioBon CUCTEMbI ONPEAENsIOT MaKCcu-
ManbHbI MaHAaTHbIA KOHTEKCT 6e3onacHoCTH cywHocTen. MaHaaTHble atpubyThbl, yCTaHaBnMBa-
eMble MO YMOSIHaHUI0 Ha KopeHb (panrioBon CUCTEMbI N PS4 BIIOXKEHHbIX dannoBbiX 0O6bEKTOB,

onpegeneHbl B cueHapun pdp-init-£fs, KOTOPbIM PACNoOfOXeEH B KaTanore /usr/sbin.
4.7. PARSEC-npuBuneruu

PARSEC-npusuneruu, Tak e kak n Linux-npusunermm, npuBegeHHble B, HacneayrTcs
npoueccamu OT npoueccoB-poauTenen. lNpoueccsl, 3anyLeHHble 0T UMEHW cynepnonb3oBaTens,
MMeIoLEero MakCcumarnbHbI (Beicokuit) YPOBEHb LIENOCTHOCTU MO YMOMYaHUIO, HE3aBUCUMO OT
SIBHOrO Ha3Ha4yeHUs UM NPUBUIENNIA, UMEKOT BO3MOXHOCTb OCYLLECTBNATL BOMbLUMHCTBO NpUBUIe-
rMMPOBaHHbIX AENCTBUN.

PARSEC-npuBuneriv u nx onucaHue npuseseHbl B Tabnuue (8
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MpuBnnerus
ATpnbyt
BbuTtoBaga macka

OnuncaHue

PARSEC_CAP_AUDIT

pcapaudit lMo3BongeT ynpaBnATb NONUTUKOW ayauTa
0x00002
PARSEC_CAP_BYPASS XATTR

pcapbypassxattr OTkntodaeT npoBepky noanucu ¢annos B xattr
0x40000

PARSEC_CAP_CAP Mo3BonsieT ycTaHaBNMBaTh 060 HEMPOTUBOPEYMBLIA Habop nNpu-
pcapcap BUNEerMn Ans Bbi3BaBLUEro npouecca u Yyntatb NpuBuUneruu, npu-
0x00400 CBOEHHble npoueccam

PARSEC_CAP_CCNR_RELAX
0x100000

Mo3BonseT ocywecTBnATb B Katanore ¢ yCTaHOBMEHHbIM aTpuby-
TOM ccnr AeNCcTBuS (Co3gaHue, yaaneHue u ap.) Hag BNoXeHHbI-
MK dhannammn n Katanoramm ¢ YpoBHAMM KOHOUAEHUMASTBHOCTH,
He BbllLEe YPOBHSA KOH(UAEHUMANbHOCTN AAaHHOMO KaTtanora

PARSEC_CAP_CHMAC
pcapchmac
0x00008

lMo3BonsaeT M3MeHATb MeTKM 6e30MacHOCTU aNITOBbIX OObEKTOB

PARSEC_CAP_FILE_ CAP
pcapfilecap
0x00001

He ncnonbayetcs.

Ons nameHeHns meTok ©e3onacHocTu ¢hannoBbiX OOBLEKTOB
ncnonb3oBaTtb NpuBunervio PARSEC_CAP CHMAC.

[ns nameHeHna metok 6e30nacHOCTU NPOLECCOB NCMOMNb30BaTh
PARSEC_CAP_SETMAC.

Ona  un3aMeHeHuss npuBUneruin
PARSEC_CAP_CAP

npoueccoB UCMONb30BaTb

PARSEC_CAP_IGNMACCAT

lNossonser UrHopmnpoBatb MaHOATHYHO NMOJIMTUKY MO KaTeropuam

pcapignmaccat
ocTyna
0x00020 Aoty
PARSEC_CAP_IGNMACINT [na naHHoOro npouecca OTKNOYaeT NPOBEPKY NpaBun 4OCTyna Ha
pcapignmacint OCHOBEe YPOBHeWN LlenocTHOCTU. [pn BKITIOYEHHOM pacLUMPEHHOM
0x02000 pexume MKL|, npusunerusa He npumeHsieTcs
PARSEC_CAP_ IGNMACLVL
-, Mo3BonsieT MrHOPMPOBaTb MaHAATHYIO MOMUTUKY MO YPOBHSAM KOH-
pcapignmaclyl duaeHLmManbHOCTH
0x00010

PARSEC_CAP_INHERIT_ INTEGRITY
pcapinheritintegrity
0x20000

Mpun co3gaHuun dannoBblix 06 HEKTOB HA HUX aBTOMaTU4ECKM yCTa-
HaBNUBAETCH MaKCMMaribHO BO3MOXHasi LIENIOCTHOCTb, OAHAKO He
BbllLE, YEM LIENMOCTHOCTb NpOoLEecca-co3aaTens U LenoCTHOCTb KOH-
TelHepa, B KOTOPOM co3aaetca hannosbin 06bekT. McnonbayeTcs
Ans yctaHoBuMKa naketos (dpkg)

PARSEC_CAP_IPC_OWNER

OTmeHsaeT MaHaaTHbIe orpaHmn4eHund npu pa60Te C CylHOCTAMMU

pcapipcowner IPC, Taknmu kak shared memory, message queue u T.4. (Parsec-
0x10000 aHanor Linux-npmsunerun CAP_IPC_OWNER)
PARSEC_CAP_MAC_SOCK lMo3BonseT M3MeHsATb METKM GEe30MacHOCTN TOYEK COEANHEHMS
pcapmacsock (UNIX-cokeToB). [1ns1 ceTeBbIX COKETOB UCMOSb30BaTh NPUBKIETNIO
0x00800 PARSEC_CAP_PRIV_SOCK
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MpuBnnerus
ATpnbyT
butoBasa macka

OnucaHue

PARSEC_CAP_PRIV_SOCK
pcapprivsock
0x00100

Mo3BonseT co3gaBaTh HOBbIE CETEBbIE COKEThI MpoLecca B NpuBK-
NernpoBaHHOM pexume (QOMONHUTENbHbIA MaHAATHLIA aTpubyT
ehole). MNpuBNNErMpoBaHHLIN COKET NO3BONSAET OCYLLUECTBNATb
CeTeBOE B3aUMOLENCTBUE, UTHOPUPYS MAHOATHYHO MOSTUTUKY.
Ina Touek coeanHenmns (UNIX-cokeToB) ncnonb3oBatb npusune-
rMio PARSEC_CAP_MAC_SOCK

PARSEC_CAP_PROCFS
pcapprocfts
0x80000

Bkntoyaet urHopupoBaHme ypoBHeN KOHpUAEHUNaNbLHOCTUN U YpOB-
HeWn LenocTHOCTK npu paboTte ¢ /proc

PARSEC_CAP_READSEARCH
pcapreadsearch
0x00200

Mo3BonseT urHopmpoBaTb MaHAATHYKO MONUTUKY MPU YTEHUN U
novcke annoBbIX 06LEKTOB (HO HE NpuU 3anuncu)

PARSEC_CAP_SETMAC
pcapsetmac
0x00004

Mo3BonsieT M3MeHATb MeTKy BesonacHocTu npoueccos. [pueu-
nervs He NO3BOMSET NPOLECCY NOBbIWATb YPOBEHb LIENTOCTHOCTH
ApYroro npouecca, a TofnbKO MOHWXaTb

PARSEC_CAP_SIG

pcapsig
0x00040

Mo3BonseT nocbinatb cUrHarnbl NpoLeccam, UTHOpUpPys MaHaaT-
Hble npaBsa

PARSEC_CAP_SUMAC
pcapsumac
0x04000

Mo3BonseT 3anyckatb NPOLECcChl C APYron KraccugukaumoHHom
MEeTKON (C ApYruM nepapxmyeckum ypoBHeM KOHUAEHLNANLHO-
CTW N OpYrMMU Henepapxmyeckumm KkateropmsiMm 4ocTyna)

PARSEC_CAP_UNSAFE_SETXATTR
pcapunsafesetxat
0x01000

Mo3BonsieT ycTaHaBnMBaTb MaHAaTHble aTpnbyThbl 0ObEKTOB (haii-
noBou cucTemMbl 6e3 y4yeta MaHOaTHbIX aTpUbyToB pOANTENBCKO-
ro obbekTa-koHTenHepa. [puBunerna mMcnonb3lyerca ANns BOC-
CTaHOBIEHNSA O0OBbEKTOB (hannoBON CUCTEMBI N3 PE3EPBHBLIX KO-
NUMA N TOSMbKO MOCe YCTaHOBKM 3Ha4yeHus «1» ana napametpa
/parsecfs/unsecure_setxattr

PARSEC_CAP_UPDATE_ATIME
pcapupdateatime
0x00080

lMo3BonseT M3aMeHATb BpeMsi 4oCcTyna K annoBbiM 00bekTam

Ona Hactponkn KC3 moryT ucnonb3oBatbcs kak PARSEC-, Tak u Linux-npusunerunn.

Mopsinok ynpaeneHusi npmsunernsamu onucaH B [4.16]

4.8. BknroyeHue 1 BbIKINHOYEeHUe MaHAAaTHOro yrnpaBneHusa 4OCTYNOM

4.8.1. BknoyeHne MaHAATHOrO yrnpaBrieHUs AOCTYNOM

MaHgaTHoe ynpaBneHue goCTyrnoM MOXET ObiTb BKMOYEHO B npouecce yctaHoBkn OC

nyTem Bbl60pa COOTBETCTBYHOLLEro NyHKTa nporpamMmbl YCTaHOBKA OC.

BkrntoyeHne mangaTHOro yrnpasieHna OOoCTynomMm nocrie yCtTaHOBKU OC BbinonHsieTca

C MOMOLLIO MHCTPYMEHTa astra-mac-control, onucanHoro B [16.4.29] nnu rpaduyeckon

yTUnNuTbl £1ly-admin-smc (CM. S3NIEKTPOHHYHO CrNpaBKy).
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Mpw BKMOYEHUM MaHOATHOrO yrnpaBeHust AOCTYNOM Aflsi napameTpa KOMaHA4HOW CTPOKU
siapa parsec.mac B 3arpy3ynke OC yctaHaBnuBaetcsi 3HadeHue 1. [Npu aTom Bce AopaboTaHHble
AN PYHKUMOHUPOBAHNS B YCINOBMAX MaHOATHOIO YrpaBreHUst AOCTYNOM CETEBbIE CryXObl,
cuctembl IPC 1 cuctemMbl HMUmanusaumm 6yayt pabotatb B pexxMMe MaH4aTHOroO yrnpaBreHus
pocTynom. Takke nporpammam 6yaeT 4OCTYNHA BO3MOXHOCTb paboTaThb ¢ haitnoBbiMy 0GbeKTaMu,

MMEKLLNMN HEHYNEBYHO METKY KOHCbVID,eHU,I/IaJ'IbHOCTVI.

4.8.2. BbiknovyeHne MaHAATHOroO yrnpaBreHUs JOCTYNOM

MaHgaTHoe ynpasreHme 40CTYNOM MOXET ObITb BbIKMHOYEHO, €CNW JaHHbIN pexum Obin
BKMtoveH B npouecce yctaHoBkn OC unu nocne yctaHoBku OC B cootBetcTBUM ¢ [4.8.1]

BbiknovyeHne maHgaTHOro ynpassieHUa JOCTYNOM LenecoobpasHo NPUMEHSATb TOMbKO
ANs oTNagoyHbIX uenen. MNMockonbKy OTKMOYEHUE MaHOAaTHOro ynpasfeHUst AOCTYNOM MOXET
NPMBECTU K HECOrNACOBaHHOMY COCTOSIHUIO O6BEKTOB (haiifioBON CUCTEMBI C Pa3HbIMU YPOBHSAMU
KOH(PMAEHUNANBbHOCTU, TO BbINOMHATL BbIKMIOYEHNE Ha CUCTEME, BBEAEHHOW B 3KCNnyaTauuto, He
pekomMmeHayeTcs.

BbiknoyeHne maHaaTtHOro ynpasnieHnsa OCTYNOM BbINOMHAETCH C NMOMOLLbIO MHCTPYMEHTa
astra-mac-control, onucanHoro B [16.4.29 unu rpadumyeckoit ytunutsl £ly-admin-smc.

Mpw BbIKMIOYEHUN MaHOATHOrO ynpasreHns A0CTYNOM A4St CUCTEMHOro napameTpa Ko-
MaHAHOW CTPOKM siApa parsec.mac yCTaHaBnuBaeTcs 3HavyeHue 0.

BHUMAHMUE! lNpu BbIKNIOYEHHOM MaHAATHOM yrnpaBneHnn OCTYNoM Cry»0bl, KOTOpble
AOSMKHbI 3anycKaTbCA Ha HEHYNEBOM YPOBHE KOH(pMAEHLMansHOCTU unu B npouecce paboThbl
NOBbLILLAIOT CBOM YPOBEHb KOHMAEHUMANbHOCTK, ByayT 3anyLleHbl Ha HyNeBOM YPOBHE KOH(U-
AEeHUManbHOCTN Unn He ByayT 3anyLleHbl C BbIBOAOM MHopMaumm 06 onbke.

Mocne BbIKNIYEHNss MaHOATHOMO yNpaBneHusa AOCTYyNoM Ang nporpaMmm Byaer oTknoyeHa
BO3MOXHOCTb paboTaTtb ¢ (bannoBbiMM OObEKTAMU, UMEIOLLIMMWN HEHYNEBYIO METKY KOH(PMAEHUN-
anbHOCTW.

BHUMAHMUE! OTtkntoueHne BO3MOXXHOCTM paboThbl NporpaMmm ¢ pannoBbiMm oObekTa-
MU, UMEIOLMMWN HEHYIIEBYIO METKY KOH(PUOAEHUNANbHOCTU, He PaBHOCUIMBLHO yAANeHMio Takux
06bekTOB. ParnoBble 06BHLEKTHI, UMEKOLLNE HEHYNEBY METKY KOH(PUAEHUMANbHOCTH, NOCne oT-
KITHO4EHNSA BO3MOXHOCTU paboTbl C HAMKM COXpaHATCA. [JOCTyn K TakmMm obbekTam He MOXeT
ObITb NonyyeH wratHbiMu cpeacteamm OC, HO AOCTYN K HUM MOXET ObITb MNONYYEH NpU HaNnMyYnn
HeKoTponupyemoro on3nyeckoro 4ocTyna K KOMMbTepy 1 BO3MOXHOCTU UCMOMNb30BaTb HA HEM

HelwTaTHble cpeacTea.
4.9. BKno4yeHne 1 BbIKINKOYEeHUe MaHAATHOroO KOHTPOSA LIeNIOCTHOCTHU

BkntoyeHne MKLL moxeT 6bITb BbIMONHEHO B npouecce yctaHoBkn OC nytem BbliOoOpa

nyHkTa «MaHAaTHbIA KOHTPOMb LIENOCTHOCTUY B Nporpamme yctaHoBku OC.
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BkntoueHne u BbiknoveHne MKL nocne yctaHoBkn OC BbIMOMHAETCA C MOMOLLbIO
MHCTpyMeHTa astra-mic-control, onucaHHoro B [16.4.25] wnu rpadwuyeckon ytunubl
fly-admin-smc (CM. aNeKTpOHHYt0 cnpaeky). Mpu BknoveHun/BobikntoveHun MKL, aBTomatnye-
cku Bkrtodaetcsi/BoiknovaeTca MKL, Ha daiinoBoii cucteme (cm. [4.10).

Mpu BrkntoveHnn MKL ons napameTtpa KOMaHOHOW CTPOKM siipa parsec.max_ilev B
3arpysdmke OC ycTaHaBnmMBaeTCcsa 3Ha4eHMe MakCMMarnbHOro YPOBHS LENOCTHOCTM B cucTeme. o
YMOIMYaHMIO 3HAYEHNEe MaKCUMaribHOro YPOBHS LIENTOCTHOCTU B cucTeMe 63 (ecnv npu BKIOYEHWM
MKL| He 6bino ykasaHo Apyroe 3HaveHue, cMm. [16.4.25).

BHUMAHMWE! Mpadunyecknin cepep Xorg no ymonyaHuto pabotaeTr OT MMEHU y4ETHOM
3anuncu nonb3oBaTesns Ha BblAENEHHOM YPOBHE LIENTOCTHOCTYU 8.

Mpwn BbikNtovyeHnn MKLL ons napameTpa KOMaHOHOW CTPOKWU sigpa parsec.max_ilev

yCTaHaBnNMBaeTcs 3Ha4yeHue 0.
4.10. MaHgaTHbIN KOHTPOJSb LLeNIOCTHOCTU Ha hannoBon cucteme

Mpwn BkntoveHnn MKL, cornacHo obbekTam hannoBon CUCTEMbl aBTOMaTUYECKN Mpu-
cBaumBatoTca atpubytel MKL,.

Mpuceoenune atpudytos MKLl o6bekTam harnoBon CMCTEMbI OCYLLLECTBIISIETCH B COOT-
BETCTBUWN C KOHPUTYpauNOHHbIM dpannoM /etc/parsec/fs-ilev.conf. B gaHHOM KOHwUry-
pauMoHHOM dhansne nepedncrneHbl 06bekTbl hansioBon CUCTEMbI U UX YPOBEHb LESTOCTHOCTU B
dopmare:
<ypOBEHb_lIeJIOCTHOCTU> <MIyTh>
rie <ypoBeHb_LIEJIOCTHOCTHU> — YPOBEHb LENIOCTHOCTM ANns o6bekTa dannoBon CUCTEMBI,

YyKa3aHHOro B <nyTb>;

<nyTb> — 06beKT/06beKTbl PannoBOM CUCTEMbI UMW NYTb K HUM.

3HayeHus1, ykasblBaemble B KOH(UIypaLMOHHOM dhaline B Ka4eCTBe YPOBHS LIENOCTHOCTY

<level>, npuBeaeHsl B Tabnuue [9

Tabnwunua 9
3HaueHne OnwucaHve

<uucno> OnpeneneHHbIn ypoBeHb LIeNOCTHOCTU, 3aaHHbIN YNCMOBbLIM 3Ha4YeHnem. MoxeT
ObITb 4ECATUYHBIM, BOCbMEPUYHBIM, LIECTHaALUaTEPUYHBIM UNN ABOUYHBIM YMCIIOM

high Tekywmii max_ilev — MakcMMarnbHbIA YpoBeHb LenoctHocTn B OC, 3agaHHbIn B
napameTpe KOMaHAHOW CTPOKM AApa parsec.max_ilev

max Tekylwimi max_ilev — MakcMManbHbIM YpoBeHb LenocTtHocTn B OC, 3agaHHbIN B
napameTpe KOMaHAHOW CTPOKM siApa parsec.max_ilev

low To e 4TO U HYNeBoW ypoBeHb LIeNOCTHOCTH

min To e 4YTO U HYNEeBOW YpOBEHb LIENOCTHOCTH
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OkoHyaHue mabnuusi 9

3HayeHune OnucaHne

exc MFHOpI/IpOBaTb (bal‘;lﬂ npu nposepke LENOCTHOCTU. B kayecTBe cMmBona NoacTaHoOB-
KM B KOHLEe NYTU MOXHO MUCMNOJ1b30BaTtb CUMBOIJI «*»

Ecnu B daiine ykasaHbl HECYLLECTBYIOLME N HEABCOMOTHbIE NMYTW, TO OHWU UTHOPUPYIOTCS.

KopHeBomy kaTanory («/») ypoBeHb LleNOCTHOCTU HEe Ha3Ha4YaeTCA.

Mpumep
KoHurypauunoHHeii pann /etc/parsec/fs-ilev.conf
exc /etc/xdg/autostart/vboxclient.desktop
exc /etc/X11/Xsession.d/98vboxadd-xclient
exc /etc/ld.so.*
exc /etc/resolv.conf
exc /root/.config/*
exc /root/.gnupg/gpg-agent.conf
max /etc
max /1ib
max /1ib64
max /1ib32
max /bin
max /sbin
max /boot
max /root
max /opt
max /srv
max /usr

Ona ynpasneHusa MKL, Ha dannoBon cucrteme ncnosib3yeTcad MHCTPYMEHT KOMaHOHOM

CTPOKM set-fs-ilev.

Mpumep

lMocne ycTaHOBKM HOBbIX NAKeTOB, a Takke B npouecce pabotel OC MoryT co3gaBatbcs
HoBble (pannbl B kKatanore /etc/, kotopbiM atpudyTel MKL|, aBTOMatnyeckun He npuceamBaroT-
cq. Ytobbl npmsectn MKLL channoson cuctembl B COOTBETCTBUE KOHGUIypaUMOHHOM hanny

/etc/parsec/fs-ilev.conf, HEOGXOANMO BLINOMHUTL KOMaHAY:

sudo set-fs-ilev enable

lMogpobHoe onucaHne MHCTpyMeHTa set-fs-ilev npuBegeHo B man set-fs-ilev.
Takke gna ynpaenenuns MKLL Ha channosorn cucteme MOXeT UCNONb3oBaTbCs rpaduye-

ckas ytunuta £ly-admin-smc (CM. 3NIEKTPOHHYIO CMpPaBKYy).
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BoikntoyeHne MKL| Ha channoBorn cucteme ocyLecTBNAETCA aBTOMaTUYEeCKN Npu BbIKIO-
veHun MKL| cornacHo 4.9
[ns obecneveHunsa coemectnmocT B OC coxpaHeH ycTapeBLUUN MHCTPYMEHT BbIKNIOYEHUS

MKL| Ha cpannoBon cucteme unset-fs-ilev.
4.11. AgpmnHuctpupoBaHme OC npu BknroveHHom MKL|

HenpueunernpoBaHHbIN Nosib3oBaTeNb MOXET BbINOMHATL BXOA4 B CUCTEMY TOSBbKO Ha
HWU3KOM YPOBHE LeNOCTHOCTU (COOTBETCTBYET MUHMMArIbHOMY YPOBHIO LIeNIoCTHOCTH). [MNpusunern-
pOBaHHbIV Nonb3oBaTenb, NPU HaNM4YMmn COOTBETCTBYHOLLEro npaBa, MOXeT BXOAUTb B CUCTEMY
Ha BbICOKOM YPOBHE LIENNOCTHOCTM (COOTBETCTBYET MakCUMaribHOMY ypOBHIO LieriocTHocTn OC) n
TONMbKO ANA BbINOMHEHNA 3aga4d no KoHgurypuposaHuio OC.

AOMUHUCTpATOP, co3aaHHbIM Npu yctaHoBke OC, MOXET BbINOMHATL BXOA4 B CUCTEMY C
BbICOKMM YPOBHEM LIENTOCTHOCTU (MO yMOnYaHuio 63) Nnn ¢ HU3KUM YPOBHEM LeNnocTHOCTW. [Mpu
rpacmyeckom Bxoae B CUCTEMY AN TaKOro agMUHUCTPATopa Mo yMONYaHuio BblibpaH BbICOKUN
YpOBEHb LienocTHOCTU. paduyeckmin paboymnin cTon Ha BbICOKOM YPOBHE LIENOCTHOCTU NMeeT
KpacHbIN GOOH.

Mpy KOHCONMBbHOM BXO4€E B CUCTEMY aAMUHUCTPATOP OOSMKEH BPYYHYIO BbICTaBMSATb YpO-
BEHb KOHTPOSIS LEeNOCTHOCTU (4515 BbICOKOro YpoBHA — 63, Ans Hu3koro — 0 nnu nponyctntb
AaHHbIN Wwar).

BHUMAHUE! Bxog B cuctemy npmBuiermpoBaHHbIM nosib3oBaTenem (agMmHUCTpaTo-
pOM) HEOBXOAMM TOMNbKO ANS BbIMNOMHEHNA HACTPOEK CUCTEMbI U TONBKO C BbICOKUM YPOBHEM
LenocTtHocTh. [Anga obbl4HOro (LUTATHOrO) pexxmmMa paboTbl pekoMeHAYETCSA OCYLECTBNSATb BXOA B
CUCTEMY OT MMEHU HENMPUBUMErMPOBAHHOIO MOMb30BaTeNsi Ha HU3KOM YPOBHE LeNTOCTHOCTM.

BHUMAHME! [pu BknoyeHHOM B cucteme pacwumpeHHom pexunme MKL npun Bxoae
B CECCUI0 YPOBEHb LENOCTHOCTU Ha3Ha4yaeTcs aBTOMAaTU4eCKn U3 MakCUManbHO LOCTYMHOro

AaHHOMY MoNb30BaTernto.
4.12. 3anyck cnyx6 systemd ¢ ypoBHEeM LIefIOCTHOCTU U KOHPUAEHLNANbLHOCTH

[nsa 3anycka cnyx6bl systemd nofg ypoBHEM KOH(MAEHLMANBHOCTU HEOBXOAMMO B KOH(OU-
rypaumMoHHOM dhanrne (IoHMTe) COOTBETCTBYIOLLEN CNYObl (<uMmsi_toHuTa> . service) B pasgene
[Service] fobaBuTb cneayloLWmi napameTp:

[Service]
PDPLabel=<YpoBeHb>:<YPOBEHBL leJIOCTHOCTH>:<KaTeropuu>

YpoBeHb LIENOCTHOCTN Ha3Ha4YaeTCcs TOMbKO B npeaenax max_ilev.

®opmat meTkn PDPLabel aHanornyeH npuHatomy B cucteme PARSEC 3a ucknioveHnem
nons Tmna MeTKU — MeTKa CnyXObl HEe MOXET MMeTb AOMNOSIHUTENbHbLIA MaHAATHbLIN aTpudyT
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(Hannune ehole/whole Hepgonyctumo). bonee nogpobHas uHdopmauna o dopmare METKM
AOCTYyMNHa B BbIBOAE KOMaHAbI:
pdpl-file --help

[na MeTku pekoMeHAYyeTCs UCMorb30BaTh YNCIOBbIE 0603Ha4YeHWs, Tak Kak Npu paspeLue-
HUM MMEH MOTYT OKa3aTbCH 3aleNCTBOBaHbI CETEBbIE pecypchl, Hanpumep, LDAP-kaTtanoru, 4yto
MOXET NPMBECTU K OLIMBKaM KOH(Urypaumm, KOTopble CIIOXHO AMarHoCcTMpoBaThb.

[nsa HasHaveHus cnyx6e PARSEC-npusuneruii, npuBeneHHbIX B4.7], B COOTBETCTBYIOLLEM
lOHUTE (<ums_toHuTa>.service) B pa3gene [Service] fobaBuTb napameTp:
[Service]
CapabilitiesParsec=PARSEC_CAP_ PRIV_SOCK, ...
rae JYepes 3andatyro MoryT 6biTb nepedncnensl PARSEC-npusunernn.

Mocne pepnakTnpoBaHus KOHUrypaunoHHoro anna cnyxbbsl HeobxogmMmo nepesany-
CTUTb systemd 1 cooTBETCTBYIOLLYIO CNYXO6Y, BbINOMHUB KOMaHAbI:
systemctl daemon-reload
systemctl restart <umsa_cnyx6w>.service

[na npocmoTpa MeTKM CryX0bbl BbINONHUTE KOMaHAy:
pdpl-ps <pid>
roe  <pid> — mnaeHtudmkaTop Cryxobl.

[na npocmoTpa ycTtaHoBMNeHHbIX Ha cnyx6e PARSEC-npusunernin BbINONMHNTL KOMaHAy:
pscaps <pid>

[ns onpegeneHna <pid> cnyx6bl UCNonb3yeTcs kKoMaHaa:

systemctl status <umsa_crnyxbw>.service
4.13. CeTeBOe B3aumogencTeue

B kayecTBe ocHOBHOro npoTokona gocrtyna k ceteson ®C ncnonbayerca npotokon SMB,
KOTOpbI NMOAAEPXKMBaET nepegadvy paclIMpeHHbIX aTpubyToB, coaepkawmx MHgpopmaumo o
MaHOaTHOM KOHTeKCTe (MeTke 6e30nacHOCTM M MaHOaTHbIX aTpubyTax yrnpaBrneHus AoCTYNnom).
[aHHbIN NPOTOKON LUMPOKO pacnpocTpaHeH u paboTaeTt B reTeporeHHbIX CeTax (NoaaepXmBaeTcs
pasnuMyHbIMK ONepaunoHHLIMU CUCTEMAaMM), @ TakkKe NoAAepPXKMBAET COOCTBEHHYIO ayTEHTUdUKA-
LUIO 1 ayTeHTUdUKaLmo ¢ ncnonb3oBaHmem Kerberos.

BsaumogewncTteue npu nomowmn cetesoro npotokona IPv4 (IPv6) ocywectensieTcs yepes
nporpamMmMHbIN MHTepdenc 06beKTOB JOCTYNa, ABNALWNXCHA NeMeHTaMn MEXNPOLLECCHOro U
CETEBOr0 B3aMMOOENCTBUSA (HAanNnpuMep, CETEBbLIX COKETOB), KOTOpble obecneymBatoT obmMeH aax-
HbIMU MeXay npoueccamu B paMmkax ogHon nnu Heckornbkmnx OC, o0O0begMHEHHbIX B NOKaNbHYO
BbIYUCNUTENBHYIO CEThb.

Onsa nooaepXkn MaHOaTHOro ynpasrieHUs OOCTYNOM B CeTeBble MakeTbl NMpoToKona

IPv4 (IPv6) BHegpstoTCcs KraccudukaunmoHHble MeTKkU. [lopssaok NpucBoeHnsa knaccudukaum-
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OHHbIX METOK M UX popmaT COOTBETCTBYET HauuoHanbHomMmy ctaHgapty OCT P 58256-2018.
lMpuem ceTeBbIX NakeToB nogvnHseTca MmaHaaTtHeim MNP, Cnegyet oTMeTuTb, YTO MeTKa 6e3onac-
HOCTW COKETa MOXET MMETb TuUM, NO3BOMAOLWMIA Co34aBaTh CETEBbIE CYXObl, NpUHUMatoOLme
COeaNHEHUs C NobbIMN YPOBHSIMU CEKPETHOCTMN.

Mpn HeobxogmmocTn ons obecneveHns LENOCTHOCTM 3aronoBka IP-naketoB, cogepxalle-
ro KrnaccuukaumMoHHy0 METKY, JOMyCKaeTcsa npuMmeHeHne nporpammHoro cpegcrea OpenVPN.
Onucanune ncnonb3oBaHua OpenVPN npueegeHo B aokymeHte PYCB.10152-02 95 01-1.

OTcyTCcTBME Y CYLLLHOCTN METKM 6Ee30MacHOCTM 3KBMBAIEHTHO HYNeBOM MeTke 6e3onacHo-
ctn. Takum obpasom, sapo OC, B KOTOPOM BCE CYLLHOCTU U CYOBbEKTbI 4OCTYNa UMEKT YPOBEHb
CEKPETHOCTU «HECEKPETHO», PYHKLUMOHNPYET aHanormyHo ctanHgaptHomy saapy OC Linux.

[Ons pspa ceteBbix cnyx6 (cepsepa LDAP, DNS, Kerberos u T. 4.) Heobxogmmo obecne-
YNTb BO3MOXHOCTb X paboTbl C KMMEHTAMK, UMEIOLLMMM Pa3HbI MaHOATHbIN KOHTEKCT 6e3onac-
HOCTK, 6e3 BHECEHMSI UIBMEHEHNIN B UCXOAHbIE TEKCTbI CIy0bl. [1na npeaocTtaBneHns Ha3BaHHOWN
BO3MOXHOCTM B nogcucteme 6esonacHoctn PARSEC peanusoBaH mexaHn3Mm 3anycka CeTeBbIX
cnyx6 ¢ ncnonb3oBaHMEM NPUBUNETMPOBAHHOIO COKETa AN OXUOAHUS BXOAALNX COEANHEHUN
(MexaHu3m privsock).

MexaHn3m privsock onucaH B 4.13.1]

4.13.1. MexaHu3m privsock

MexaHn3am privsock npegHasHayeH ons obecnevyeHns PyHKUMOHNPOBAHUS CUCTEMHBbIX
ceTeBbIX CNyXx06, He ocywecTBnaLWmMX 06paboTky MHOPMaLUKN C NCNOMNb30BaHNEM MaHAATHOMO
KOHTEKCTa, HO B3aMMOAENCTBYIOLWNX C npoueccamu, paboTalowmmMmm B MaHAaTHOM KOHTEKCTE
cybbekTa gocrtyna.

[nsa ero ncnonb3oBaHna Npu PyHKUMOHMPOBAHNN CcETEBON Cry>bbl HEOBX04MMO OTpe-
paktmpoBaTtb dann /etc/parsec/privsock.conf, gobaBmB B HEr0 CTPOKY, COAEpPKaLLYyHO
MOMHbIN NYTb K UCMONHAeMoMY canny cnyx6bbl. [Janee npuBegeH npumep CTPOkM U3 hanna
/etc/parsec/privsock.conf gnsa 3anycka DNS-cepBepa ¢ MCNOMb30BaHMEM MeXaHu3ma
privsock.

Mpumep
/usr/sbin/named

[Ons ncnonb3oBaHna MexaHu3Ma privsock HeobxoguMmo, 4YTobbl nepemeHHass PATH,
ncnonb3yemas npu 3anycke cnyxbbl, cogepxana cnegyowmnn nyTb:

/usr/lib/parsec/bin
Hanee npuBegeH npumep 3agaHusa TpebyemMoro nyTm B NepeMeHHON OKpYXeHus Ond

3anycka DNS-cepBepa.

Mpumep
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YcTaHOBKa 3Ha4YEHWUS NEPEMEHHON OKPY)XEHWUst PATH MOXET ObITb BbIMONHEHA A0OaBNEHM-
eM B pann /etc/default/bind9 cnegyowen CTPOKK:
PATH=/usr/lib/parsec/bin:$PATH

MogpobHoe onucaHne MexaHnama privsock nNnpuBedeHo B man privsock.
4.14. lLinHa mexxnpoueccHoro B3aumogenctemus D-Bus

D-Bus nossonseTt opraHn3oBaTb B3aMMOAENCTBUE NPOLIECCOB C UCMONb30BaHMEM COOb-
LWEeHUN 1 obwux WuH. na nepegayn coobLeHns Mexay npoLeccoM M LUMHOW UCNoNb3yeTcs
MexXaHN3M COKETOB. BblgensatoT ABa TMNa LUWH: CECCUOHHbIE WKHBI (Session bus) U cnctemHas
lWwnHa (system bus).

CeccuroHHas WurHa co3gaeTcs Afs KaKaon nonb30BaTeNbCKON ceccum nNpu ee 3anycke.
OHa paboTaeT ¢ meTkon 6e30nacHOCTM NONb30BaTeNsi CUCTEMbI U BCE B3aUMOAENCTBYHOLLME
Yyepes Hee MPOoLECChl TaKKe NMEKT OaHHYK MeTKy 6e3zonacHocTu. B3anmogencrene npoueccos ¢
MHOW MeTKon 6e3o0nacHOCTM He nponcxoauT. JonosTHUTENbHbIE CECCUOHHbIE LUNHBI MOTYT BbIThb
co3gaHbl C Ucnonb3oBaHNeM yTunnTbl dbus—-launch, KOTopas NO3BONSAET 3anyCTUTb NPOLIECC
O[HOBPEMEHHO C CO34aHNEM HOBOW CECCMOHHOM LUKHbI. [1pn 9TOM nmMeeTcs BO3MOXHOCTb yKas3aThb,
ncnonb3ys nepeMeHHyto DBUS_SESSION_BUS_ADDRESS, KaKyl M3 CECCUOHHbIX LUWH AaHHbIN

npouecc 6yueT BOCNPUHMUMATb KaK CECCUOHHYHO LLINHY.

Mpumep
user@astra:~$ echo $DBUS_SESSION_BUS_ADDRESS
unix:abstract=/tmp/dbus-FMSYkkteW0, guid=2£874cb94£fd70c984ef£f1d8857d24781

AHanorn4yHo PyHKUMOHMPYET cUCTEMHAs WNHA. [laHHas WwnHa co3gaeTcs TONbKO B O4HOM
ak3emnnspe npu ctapte gemoHa D-Bus n yepe3 Hee B3aMMOOeNCTBYIOT NPOLECChl Ppa3fiNyHbIX
YPOBHEWN.

Mogynb dbus-daemon peanu3yeT U CECCUOHHbIE, N CUCTEMHYIO LUNHbLI, MO3TOMY MeXxa-

HU3M MaHOAaTHOro ynpasJiieHNA OOCTYMNOM UCIMOJIb3YETCA BO BCEX LLUNHAX.

4.14.1. Buabl coobLieHnmn

D-Bus nogaepxuBaeT crniegyrowime BUaAbl COOBOLLEHNIA:

- method_call — BbI30B MeToaa. [1pouecc TpebyeT Bbi3oBa MeTOAA, peanm3oBaHHOIo
apyrmm npoueccom. [JaHHoe coobLieHne MMeeT KOHKPETHOro agpecata U COAEPXUT
NHGOpMaLno 06 UCTOUHNKE COODLLIEHNS;

- method_ return — Bo3Bpart. Kak npasuno, nocne Bbi3oBa MeToAa AaHHOE CoobLieHne
ncnonb3yeTcs Ansl Bo3Bparta 3Ha4dyeHud. AgpecaTtoM COOOLLEHUS ABMSETCA UCTOYHUK

NCXOQHOro COOOLLEHUS;

4.7.3



53
PYCB.10152-02 97 01-1

- error — owwubka. Ecnun npu BbI3oBe npousoLuna ownbka, BMECTO BO3BpaTa MOXeT
ObITb OTNpaBneHo coobueHne 06 owmnbke. AgpecaTtom coobLeHNA SBSIETCA MCTOYHUK
MCXOOHOro COOBLEeHNS;

- signal — curHan. [laHHoe coobLeHne nMeeT NCTOYHUK, HO, KaK NpaBumo, He nmeeT
KOHKPETHOro agpecarta v paccbliiaeTcs LWMHOW BCeM, KTO MoANMcaH Ha JaHHoe coobLleHne
(c ncnonb3doBaHnem match-counsrpa). Ecnu ykaszaHo umsa cnyx6bbl, To cooblleHne Ha-
NpaBnsieTCcsa TONbKO ONpeaAerieHHOMY COeMHEHWUIO (T. €. NepBUYHOMY BnagernbLy AaHHOro
Cnyx6bl).

Bce coobuweHns asnawTcs oAHOHamnpaBJ/1IEHHbIMAU, MOIYT UME€Tb Ha3Ha4YeHne, a TakxKe

MOryT nogpasymeBaTb (HO He TpeboBaTb) OTBeT, Hanpumep, nocrnie method_call MOXHO He

nocbinatb method return. CDyHKLI,VIOHaJ'I oTnpaBuTena 1 nonydyarena gormkeH ObITb COrnacoBaH.

4.14.2. MNpouecc B3aumMoaencTBUA C LUMHOMN

Ons Vlﬂ,eHTI/I(bVIKaLl,I/II/I coeanMHEHNA Ha LWWMHEe UCMOoNb3YIOTCA NapaMeTpbl, NnpuBeaeHHbIE B

Tabnuue [10]

Taobnuuya 10

MapameTp

OnucaHue

unique connection name (UCN)

YHUKanbHoe UMsi COEAMHEHNS — UAEHTUdUKATOP coeanHeHUs!

org. share.server

O6wwensBecTHoe nms (cnyxba) coeguHeHns. [laHHoe nms uc-
nonb3yeTcsa Ansi npuema coobLLEHUA OT OPYrnX KITMEHTOB (T. e.
Mo 3TOMY UMEHW KNMEHTbI MOTYT HaNTWN AaHHbIN NpoLecc)

/org/share/server/object

HaHHbIn NyTb sBNsieTcss MMeHeM obbekTa. Kaxpaasi crnyxba
MOXeT cOo3AaBaTb HECKOMbKO OOBEKTOB

com.share.interface

Nma nutepdperica. CooTBeTCTBYET HEKOTOPOMY Habopy mMeTo-
OoB (B TOM YMcCne CTaHOapTHbIM MeTogaM, obwmmM anst oobek-
TOB), KOTOPbIE AOIMKHbI KOPPEKTHO 0bpabaTbiBaTbCA O6BHLEKTOM

GetMyName

Nma metoga obbekTa nnu nHtepgenca, KoTopbii MOXHO Bbl-
3BaTb

[insa BbI3oBa MeToga HeobxoauMo:

- YKasaTtb obLwensBecTHoOe MMS COeaUHEHUs, UMsi 0ObekTa, M MHTepcpePlca n NMA

MeToaa;

- chopmmpoBaTb HAGop aprymMeHTOB;

- BbINOJTHNTb BbI3OB.

[ns o6paboTkn pesynsrata HEOBXOANMO MPUHATL OTBETHOE COOBLLEHNE (KOTOPOE MOXET

ObITb Kak coobLLEHEM TUNA BO3BPAT, TaK U OWNMOKON). Takke CyLecTBYHOT LMPOKOBELLATENbHbIE

co00OLEeHNsI-cUrHarnbl, KOTopble OTMNPaBMSATCA NPOLIECCOM Ha LUMHY, rae nepeaapecoBbIBaloTCA

BCEM CoeUHEHUAM, KOTOPblEe Ha HEro noanncaHbl.
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Kaxgbin npouecc anst pabotbl yepe3 D-Bus nogkntoyaeTcsa K 3agaHHOW LwuvHe (npwu
3TOM CO3[aeTcs YHUKanbHoe coenHeHne ¢ MMeHeM Buga : 1. 8) ¢ ncrnonb3oBaHnemM yHKLUN
dbus_bus_get (). [Mpn aTOM Npu NOAKNHOYEHUN OCYLLECTBNSETCA MEXaHM3M ayTeHTUdUKaumm
KfIMEHTa C MCNOSb30BaHMEM OaHHbIX coKkeTa. [locne 3Toro KNMeHT MOXET paboTaTb C LUMHOW C

MCrMonb30oBaHNEM COODLLEHUN.

4.14.3. MNMpouecc coeANHEHUA C CUCTEMHOMN LLNHOMN

Mocne ayTeHTMdMKaUUKN KNMEHT oTnpaBnseT coobueHne Tuna method_call Hello
cepepy D-Bus. [lanee npoBepsieTca BO3MOXHOCTb AOCTaBKM OAHHOMO COOBLEHMS C UCNOSb-
30BaHMeEM pdp U selinux QyHKUuK. [nsa Toro, ytobbl D-Bus mor obpaboTtaTb AaHHbIA BbI3OB
C HEHyneBbIX YPOBHEN, HEOOXOANMO AN HEero yCTaHOBUTb COOTBETCTBYOLIME npusunerum. B
4YaCTHOCTW, 9TO peanu3oBaHo 3a CYET ycTaHoBKKN npueunernn 0x30 (Ignore Lev & Cat) Ha cniyxby
org.freedesktop.Dbus. [laHHble NpMBUIErMN NO3BONSAIOT NpoLeccam (CoeanHeHusaMm) ¢ bonee
BbICOKMM YPOBHEM BbINOSTHATL OYHKLUMM MPOLECCOB C HU3KNUM ypoBHeEM (dbus), 4TO He npeny-
cMaTpuBaeT MaHAaTHOe ynpasrieHne AOCTYNOM, HO pa3peluaeTcs npusunernsmm 0x30, KOTOpble
no3BonsatT cybbekTy (dbus) urHopmpoBaTb METKY 6E30MacCHOCTU COegMHEHUS, MblTaloLEerocs
BbINOMHUTbL €ro MeToA,.

Mocne atoro gopmMmpyeTcst OTBETHOE COoObLeHNe Tuna method_return, KOTOPOE BO3-
BpallaeT OTBETHbIA cTaTyc 06 ycnewHOM co3fgaHum coeguHeHns ¢ WwnHon. OgHOBpeEMEHHO
nponcxoauT ycTaHoOBKa Briagernbua cnyxo6eol. Moa cnyx6on noHMMaeTcs MMs Ha LUMHE, KoTopoe
COOTBETCTBYET HEKOTOPOMY coeanHeHuto. [Npu aTom Bnagenbuamm yHuKanbHbIX UMeH (Buga : 1. 6)
MOryT ObITb TONBKO CaMu coeguHeHus. Ecnn ncnonb3yetca nonb3oBaTenbckoe UMsi, Harnpumep,
org.share.linux, TO €ro BnagenbLemM MOXeT ObiTb COEAUHEHNE C HEKOTOPbIM YHUKANbHbIM
nmeHeMm. [1pyrne npouecchl (COOTBETCTBEHHO C APYIMMU YHUKAlbHBIMU UMEHAMU COeQUHEHUI)
Takke MOryT 3anpocuTb A4OCTYN BMageHns JaHHbIM UMeHeM. B 3aBUCMMOCTM OT HAaCTPOEK MOXET
NPOM30NTN KaK 3aMeHa Brnajenbla, Tak U YCTaHOBKa ero B oyepedb Ha BnageHue. MNpu atom,
Korga Tekylwmi Brnagenew ocBoboanT gaHHoe MMSA (OTKIHYMUTCA OT LWKHbI), BnagenbLeM CTaHeT
cnegytoLlee no CnuMcky coeguHeHne (ecnum Takue ectb). BaxHo, 4TO UMEHHO Bnageneu, T. e. coeu-
HEeHVe 1 COOTBETCTBYOLLMI eMy npouecc, byaet obpabaTtbiBaTb agpecoBaHHOE AAHHOMY MMEHU
(cnyx6e) coobuweHne. B gononHeHne K OTBETY UCTOYHUKY coobueHns method _call Hello
npoucxoanT hopmmpoBaHue curHana signal. D-Bus dpopmupyeT curHan NameAquired (T. €.
ncTtodHnkom siensietcs D-Bus), koTopbin coobuaeT, yto nms (B gaHHoM criydae UCN) nony4deHo.

Hanee Aans nonyyeHus BnageHus HEKOTOpbIM NMeHeM (cbyHKUMA
dbus_bus_request_name) dopmMmupyetca coobuweHne method_call RequestName

cepsepy D-Bus. Npu aTom MoryT ncnonb3oBatbCca crnegyouime dnaru:

4.7.3



55
PYCB.10152-02 97 01-1

- paspewnTb 3amMeHy Bnagenbua. OTHOCUTCA K AaHHOM cnybe — ecnu apyroe coeam-

HeHne noTpebyeT 3aMeHUTb Bnagenbua, To 3TOT dhnar paspeLumT BbINOHUTD CMEHY C

Yy4eTOM METOK U LIENOCTHOCTY;

- 3ameHuTb Bnagenbua. Ecnu paspelleHa 3ameHa, To OH OyaeT 3aMeHeH y paHee co3faH-

HOW CNnyX6bl;

- He CTaBuTb B o4vepenb, eCcnv BnagenbLa Hemnb3sa cenvac 3ameHuTb. VIHade gaHHoe

coeanHeHne BCTaHEeT B KOHEL, ovepean, u koraa byayT ocBoOOXaeHbI BCe Bragenblbl —

OHO CTaHeT BrnaaenbLem.

Ecnn 3ameHa BO3MOXHa, TO Bbi3blBAeTCA ApanBep-PyHKUMS RequestName. [locne cme-
Hbl BnagenbLa cnyxobl dhopmmnpyeTcsa curHan NameOwnerChanged. Nocne ocBoboxaeHUss nme-

HU pbopmmpyeTcs curHan NameLost.

4.14.4. O6BbEeKTbl U CYyOBLEKTbI CUCTEMDI

B pamkax D-Bus obbektamu n cybbektammn ABAAOTCA CYLLHOCTU, CONOCTaBMEHHbIE C
MMEeHaMn coeanHeHnn n cnyxo6 (T.e. yHMKanbHbIMWU MMEHaMN N OBLLEN3BECTHLIMU MMEHAMMN).
COOTBETCTBEHHO, KaXXgoe coeanHeHne NMeeT CBOK MeTky 6esonacHocTu. Kpome aToro, npu cosga-
HUW cny>0bl (MonyYeHnsa nmeHn Yepes dbus_request_name), a TaKKe CO3A4aHUN YHUKANbHOMO
MMEHU, NPOUCXOANT Ha3HadeHne MM MeTkn 6esonacHocTu. CBegeHns 0 meTkax 6e3onacHoCTu
copepxarcsa B xaWw-tabnuue, rae KaxxgoMy UMeHn CoOoTBETCTBYET MeTka 6esonacHocTu. [pu oceo-
GoXOeHUN UMeHN, Koraa nocneaHui Brnagenew yxoauT u3 odepean Unu KNnMeHT oTcoeguHsaeTcs
OT LUMHbI, BbINOMHSAETCA yoaneHue COOTBETCTBYIOLLEN 3anucy Tabnuvubl (Npy UCMoNb30BaHUN
LOCKED-HacTponku MeTka 6e30nacHOCTU OCTaeTcs).

lMpoBepka pdp AOCTyNa OCYLLECTBNSAETCS NpU Cneayowmnx cobbITUsIX:

- MPUHATME peLleHns o JocTaBke COObLLEHNSA B 3aBUCUMOCTHU OT €ro Tvna;

- MornyyeHve BnageHus cnyxoon;

- BbINOMHEHUA MetTogoB gemoHa D-Bus.

Kaxxgoe coegmHeHne npy cBoeM co3gaHum (NonyyYeHUn YHUKanbHOro MMeHn) nonyyaet

COOTBETCTBYIOLLYIO METKy 6e30MacHOCTM UcxXoas N3 MeTkn 6e3onacHoCTM cokeTa.

4.14.5. AnroputM nNpoBepKU METOK AN Pas3fM4YHbIX COOOLEHMHA U pPEeXUMOB
paboTbl

Baanmopgencteune no wnHe D-Bus MOXHO pa3genuTb Ha gBa Tuna:

- coobLeHna mexay cnyxbamm n coeguHeHNamu;

- coobueHnsa, agpecoBaHHble aeMmoHy D-Bus. 3aeck npeactaBneHbl crnyxebHble coob-

LLIeHMS, KOTOpble NO3BONAIOT Nony4vyaTb MHPOPMAaLMIO O APYrMX criyxbax u coeanHeHnsX

Ha wuHe. T.e. B napameTpax COoOLLEHNA MOXET ObITb YKa3aHa 3agaHHasi cnyxba, uH-

dopMaumio 0 KOTOPOM HEOBXOOMMO NOMNYYUTD.
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Ona coobweHnn wmexay cnyxbamm n COeANMHEHUSMM MCMNOSb3YeTCa  PyHKUMSA
bus_pdplinux_allows_send(). [1pu wmnpokoBeLaTeribHOM paccbiyike CUrHanoB Takke npo-
NCXoOUT NpoBeEpPKa Kaxaoro coobLLeHns.

Onsa coobLeHnn, agpecoBaHHbIX  OEMOHY D-Bus, ncnonb3yeTca CHa-
yana yHKUMSA bus_pdplinux_allows_send(). OHna onpegensaer BO3-
MOXHOCTb  OTnpaBkum  coobweHnsas Ha  D-Bus. 3atem  Bbi3blBaeTcs  (QyHKUMS
bus_pdplinux service_allows_connection_to_service € 3agaHHbIMXM NapameT-
pamu, KoTopada onpeaensier BO3MOXHOCTb BbINOSTHEHNSA TEX UIN UHbIX METOA0B.

Ons meToooB service exists, get service owner, list queued_ owners,

get_connection unix_user, get_connection unix process_id,
get_adt_audit session data, get _connection selinux_ security_ context,
get _connection pdplinux_ security context helper, introspect,

bus_driver_handle _get_id un Op. B 3aBUCUMOCTW OT HaCTPOEK NpoBepdAeTcd BO3MOX-
HOCTb AocTyna READ (TOS_READ) K 3agaHHou cnyxbe. [Ina metoga list_queued_owners
BbIBOAATCS TONbKO Te Brnagerblbl, METKa 6€30NacHOCTU COeOUHEHUSI KOTOPbIX MEHbLUE, YEM Y
COoeauHeHus1, co3gaBLlero gaHHoe coobuieHme (T. e. Bbi3aBaBLUEro MeToa). Hanmume npmBmnernn
MOXET pa3pellaTb JaHHbIN BbI30B B Crlydae HeBbINOMHEHUSA NocneaHero ycnosus.

[Onsa metoga 1list_services BbIBOAUTCA MHGOPMAaLUS TOMBKO NO TeM crnyxbam, meT-
Ka 6e30MacHOCTM KOTOPbIX MEHbLLIE, YEM Y COEANHEHNS, CO3aaBLUEro AaHHoe coobuieHne (T.e.
Bbl3BaBLlee MeTo). Hanuuune npmBmnernn MoxeT paspeLlaTtb AaHHbIA BbI30OB B Cllydae HEBbINOS-
HeHUs1 nocnegHero ycroBus.

Onsa nonyyeHna BnageHuna cnyxbom B MeTogax acquire_service, add_owner,
swap_owner  (QYHKUMA bus_pdplinux_service_allows_connection_to_service
BbI3blBAETCA C YyKasaHumeM nceBaogocTyna ETOS_ADDOWNER (4N acquire_service
ncnonb3dyercd ETOS_ADDOWNER ACQUIRE_SERVICE), KoTopas B  3aBUCUMOCTM  OT
HacTpoeKk napameTtpa KoHpurypaumm <pdplinux_allow_different owners>
(BUS_CONTEXT PDPLINUX_GET_ pdplinux_allow_different_ owners) NpoBepsieT Hanu-
4ynme noTeHumanbHbIX BRagenbueB B odepean ¢ MeTkonm 6e30MnacHOCTU, OTAMYHOM OT METKM
©esonacHocTn cnyx6bl. Ecnv napameTp pdplinux_allow_different_owners YCTaHOBIEH,
TO BO3MOXHO NOMyYyeHne BrageHns cnyxoon.

[na HenocpeacTBEHHON NPOBEPKN BO3MOXHOCTM 3aMeHbI BNaaensua cnyxobl moanduum-
poBaHa (pyHKUMS bus_service_get_allow_replacement (), KOTOpas BbINOMHAET NPOBEPKY
LeNOCTHOCTU M He NMO3BONSAET NPOBOAUTL COOTBETCTBYIOLLYIO 3aMeHY B Criydae, ecrnv LenocTHOCTb
CNyX6bl BbIlLE LENOCTHOCTU HOBOMO BnagernsLa.

Mpn nepecbinke coobLeHn Hapagy ¢ nony4vatenem CoobLIEHNS MOXET NPUCYTCTBOBATb

coefMHeHne eavesdroping. [pn 3ToM coobLleHNe agpecyeTcs He TONbKO UCTUHHOMY Moryya-
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Tent, HO N NepeHanpaBnNAeTCa Ha JOMNOMHUTENBHOE COeaUHEHME, KOTOPOoe MOXET BbiTb CO34aHo,
Hanpumep, nporpammon dbus-monitor.

[Onsa kaxgoro Tuna coobLeHns opMupyeTcs COOTBETCTBYHOLWNMI BUA AocTyna. Ona
method_call npumeHseTcsa JocTyn exec. [INg 9TOro cpaBHMBAOTCA MeTKM 6e3onacHoOCTU uUc-
TOYHMKA COOBLLEHNA U COOTBETCTBYHOLWEN CnyObl, coBnagatrowen ¢ ee TeKylwMm Bnagenb-
ueM. Ecnn meTkn 6e30nacHOCTU paBHbI, TO JOCTYN pa3speluaeTtcs. MHaye Bbi3biBaeTCca PYHK-
ums bus_pdplinux_allows_execution(), KOTopas paspellaeT HU3KOYPOBHEBbIM OObLEK-
Tam 3anyck dyHKkuunm obbekta 6onee BbICOKOro ypoBHSA. Ecnu 3anyck 3anpelleH, To npose-
psaTca npuBunernn. Hanpumep, ecnu cnyxba, MeToq KOTOPOW 3anycKaeTcsl, MMeeT NpuBKU-
nerum 0x30, TO 3anycK paspellaeTcd. Takke cywecTByeT BO3MOXHOCTb 3anycka meTtoga, ec-
nn coeguHeHue-nony4vaTens MMeeT AONONHUTENbHbIM MaHAaTHbIM aTpubyT ehole B oyHKUMN
bus pdplinux allows_execution helper().

[na method_return, error, signal nony4yaTenb COOBLIEHNS CYNTLIBAET AAHHbIE U3
NCTOYHUKA. Takum 06pas3oM OHU MEHSIOTCA MecTaMu (nony4dartenb siBNAeTCs CyObekTOM, UCTOYHUK

— 0O6bEKTOM) 1 JOCTYN Ha3HavyaeTcsa paBHbIM read. MNpoBepka pdpl_permission().

4.14.6. NMpusnnerum npouecca dbus-daemon

YctaHoBKa npuBunernin npouecca dbus-daemon 3aBUCUT OT YCTAHOBKM NapameTpa cbop-
KW ——enable-audit/--disable-audit. 310 BneyeT 3a cobon define: HAVE LIBAUDIT
(--enable-libaudit).

B cnyyae, ecnn HAVE_LIBAUDIT onpegeneH, TO BCreacTtBue AopaboTku OyHK-
umMn dbus_change_ to_daemon_user B @pamnie audit.c B TOYKY CHUTbIBAHUS MPUBU-
nermm CAP_AUDIT WRITE pobaBneH KoA CYMTbiBaHMSA PERMITTED (CAPNG_PERMITTED)
npueBuernn npouecca B nepemMeHHble dnaroB have_ cap_ override, have_cap_ ptrace,
have_cap_admin (4na COOTBETCTBYIOLNX NpuBmunerui). Ecnv saHayeHne gaHHbIX NepeMeHHbIX
true, TO NPOMU3BOAMUTCA ycTaHOBKa CAP_DAC_OVERRIDE, CAP_SYS_ PTRACE, CAP_SYS_ADMIN
npueunerMn anga npouecca dbus-daemon. BeinonHserca gns obecnevyeHns BO3MOXHOCTU LOCTY-
na dbus-daemon K MMéHaM NpOLIeCCOB.

B cnyyae, ecnu HAVE LIBAUDIT He onpegeneH (--disable-audit), TO
npounssoantca  obpabotka  dyHKuMM  dbus_change_to_daemon_user B  (panne
dbus-sysdeps-util-unix.c. [Mpy 3atom pobaBneH yHKUMOHAN, MO3BONSAIOWMUNA CKOMU-
poBaTb BCE NMpuBUIErMU npouecca U3 CAP_INHERITABLE B CAP_EFFECTIVE (Npu yCroBuw,
yT1o dbus 3anyuweH oT UMeHU nonb3oBaTens root). [peanonaraeTcs nonyyeHve NpuBUNIErnn
CAP_SYS_ADMIN CAP DAC_OVERRIDE CAP_SYS PTRACE AN CYMTbIBAHUS UMEHM NpoLecca.
[aHHble npuBunernn npeaBapuTENbHO YCTaHaBMMBAKOTCA C WUCMOMNb30BaHMEM systemd B
KOH(purypaumoHHom camne dbus . service:

# AmbientCapabilities=CAP_SYS_ADMIN CAP_DAC_OVERRIDE CAP_SYS_PTRACE
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# SecureBits=keep-caps

B Hactoswmin MomMeHT napameTpbl AmbientCapabilities M SecureBits B
dbus.service 3aKOMMEHTUPOBaHbI, U UCNOMb3yeTcAa HAVE LIBAUDIT. Takke npu ucnonb-
30BaHMMN HOBONO systemd BO3MOXHO ucnornb3oBaHne PARSEC-npuBunernn ans npouecca

dbus. socket:
CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK PARSEC_CAP_IGNMACCAT PARSEC_CAP_IGNMACLVL

4.14.7. PaclumpeHHoe yrnpaBreHue nosimTuKkamm
4.14.7.1. KoHcdpurypaumoHHbIn dann
OCHOBHbIMU CEKUUAMU KOHGUrypaumoHHoro ¢ganna D-Bus system.conf siBnswTtcs

<busconfig> (KOpHeBas cekuus), <type> 1 <policy>.

Mpumep
KoHgurypaumoHHbln chann wuHbl accessibility

<!DOCTYPE busconfig PUBLIC "-//freedesktop//DTD D-Bus Bus Configuration 1.0//EN"
"http://www.freedesktop.org/standards/dbus/1.0/busconfig.dtd">
<busconfig>
<type>accessibility</type>
<servicedir>/usr/share/dbus-1/accessibility-services</servicedir>
<auth>EXTERNAL</auth>

<listen>unix:tmpdir=/tmp</listen>

<policy context="default">
<!-- Allow root to connect -->
<allow user="root"/>
<!-- Allow everything to be sent -->
<allow send_destination="*" eavesdrop="true"/>
<!-- Allow everything to be received -->
<allow eavesdrop="true"/>
<!-- Allow anyone to own anything -->
<allow own="*"/>
<deny send_interface="org.ally.atspi.Text" send member="GetStringAtOffset"/>
<deny send interface="org.ally.atspi.Text" send member="GetText"/>
<deny send_interface="org.ally.atspi.Text" send _member=
"GetTextBeforeOffset"/>
<deny send_interface="org.ally.atspi.Text" send member="GetTextAtOffset"/>
<deny send_interface="org.ally.atspi.Text" send member=

"GetTextAfterOffset"/>
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<deny send interface="org.ally.atspi.Text" send member=
"GetCharacterAtOffset"/>

<deny send_interface="org.ally.atspi.EditableText" send member=
"SetTextContents"/>

<deny send_interface="org.ally.atspi.EditableText" send member=
"InsertText"/>

<deny send_interface="org.ally.atspi.DeviceEventListener" send_member=
"NotifyEvent"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=
"RegisterKeystrokeListener"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=
"RegisterDeviceEventListener"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send member=
"GenerateKeyboardEvent" />

<deny send_interface="org.ally.atspi.DeviceEventController" send member=
"GenerateMouseEvent" />

<deny send interface="org.ally.atspi.Document" send member=
"GetAttributeValue"/>

</policy>

Cekuua <policy> onpegenset Nnonutuky 6e3onacHocTu, KOTopas AOMMKHA NPUMEHSTLCA
K KOHKpPETHOMY Habopy NoAKmoYeHUn K wuHe. MNMonutuka coctomTt n3 npasun <allow> (pas-
peweHne) n <deny> (3anpeT). [NonnTtuka, Kak npaBuso, 3agaetca And CUCTEMHOW LUWHbI U
ncnonb3yeTcsa Ansa paspeweHuns nmbo 3anpeta nepegadm coobLLEHUI.

CuctemHas WwmMHa MMeeT NOoNUTUKY NO YMOSYaHuIo, KOTopas 3anpeLlaet OTnpaBky CO-
obuweHnn Tuna method_call u nonyvyeHne BnageHus cnyx6amm Ha wuHe (own). OcTanbHble
AEeNCTBUSA, B YAaCTHOCTU, OTBETbI Ha coobLeHns (reply), NonyyYyeHue owmnboK (error) U CUrHaNoOB
(signal) N0 yMONYaHUIO B MNOMUTUKE paspeLLEHbI.

Taknm obpasom, NnpegnoyTUTENbHEE peanun3oBbiBaTb CUCTEMHbIE CYXObl B BUAe Hebonb-
LUIKX, LeneBbIX NporpaMM, KoTopble paboTarT B 04HOM npoLuecce 1 TpebytoT ogHoro obLensBect-
HOrO UMeHU (UMeHU crnybbl) Ha WKnHe. B pesynerate onga onpegeneHns nosiMTnkn JOCtTaTovyHO
Oyoet cosaatb <allow>-npaBuna Ang paspeleHnin Tuna own, YTobbl NO3BONUTE NpoLeccamM Co-
3n0aBaTb cOOBCTBEHHbIE CryXbbl, N 4O6aBUTL NapaMeTp send_destination, 4Tobbl paspewmnTb
TpaduK OT HEKOTOPLIX UK BCEX NONb30BaTeNen K AaHHbIM cnyxbam.

Cekummn <policy> HazHa4yaeTcs OOMH M3 YeTblpex NapameTpos:

- context — BO3MOXHble 3Ha4yeHna: default, mandatory

- at_console — BO3MOXHble 3Ha4YeHUA: true, false;
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- user — M4A Nnosrb3oBaTena unn ero VI,EI,eHTVICbVIKaTOp;

- group — UMS Tpynnbl UK ee UAeHTUdUKaTOoP.

Monutukun NPUMEHATCA K COeUHEHUAM B CrieayruiemM nopganke:

1) all context="default";

2) all group="connection’s user’s group";

3) all user="connection’s auth user",

4) all at_console="true";

5) all at_console="false";

6) all context="mandatory".

nOpﬂﬂ,OK NMPUMEeHEeHNA NOJNTIUTUK NSMEHAETCA B TOM Cllydae, Koraa noJiImTukn nepecekaroTcA

no ycnosusam npuMmeHeHu4. HeckonbKo NonnTUK ¢ TeEM Xe I'IOJ'Ib3OBaTeJ'IeM/prﬂﬂOVl/KOHTeKCTOM

NPUMEHSIOTCA B NOpsiAKe MUX MOSIBIIEHUS B KOHpUrypauMoHHOM dhaunne.

Bo3MoxHble napameTpbl NpaBun NonUTUK npuseneHsl B Tabnuue [11] Mapametpbl npasun

<deny> onpegensawT HeobxoanUMoCTb 3anpeTta yka3aHHOro B napamertpax coobLeHus.

Tabnunua 11

MNapameTp

OnuncaHue

send_interface

Nma nHtepdgenca otnpasutens coobLeHus

send_member

Mmsa metoga unu curHana oTnpaBuTens coobuleHns

send_error

Nmsa ownbku

send_destination

B kauecTBe 3Ha4YeHUs ykasbiBaeTCsa UMS.

[ns npaBuna <deny> napameTp O3HA4aeT, YTO COOOLEHUS HE MOTYT
ObITb OTNpaBneHbl BNagenbLeM AaHHOro MMEHU, a He JaHHOW cryx6e.
To ecTb, ecnu coeavHeHne Bnageet cnyxbamu A, B, C, n otnpaeka k A
3anpelleHa, To otnpaska k B nnu C Takke byget 3anpelleHa

send_type Bo3moxHble 3HayeHus: method_call, method return, signal u
error.
3agaeT TMN ucxogsLlero cooodLeHns

send_path MyTb BMoa /path/name otnpasutens coobLlieHns

receive_interface

Nma nHtepdenca nony4vatensi coobLleHnst

receive_member

Nmsa meToga unm curHana nony4yatensi Coo6LLeHNs

receive_error

imsa omnodkm

receive_ sender

B kauecTBe 3Ha4YeHUs yKasbiBaeTcs UMS.
[ns npaBuna <deny> napamMeTp 03Ha4aeT, YTO COOBLLEHNS HE MOTYT
ObITb NONy4YeHbl BagenbLeM AaHHOTO MMEHW, a He AaHHOW Cry»X0om

receive_ type

Bo3mokHble 3HadeHua: method call, method return, signal u
error.
3a,u,aeT T"nN nojty4yaemoro COOGLLI,eHVIﬂ

receive_path

MyTb BMAa /path/name nonyyarensi coobLWeHNs
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MNapameTp

OnuncaHue

send_requested_ reply

BoaMoXHble 3HavyeHus: true, false.

MapameTp paboTaeT aHaNorM4yHo napameTpy eavesdrop: paspeLlaeT
unu 3anpewaet (<allow> unm <deny>) cooblleHne, NofnyyYyeHHoe B
KayecTBe oXxungaemoro otBeTa (requested_reply), COOTBETCTBEHHO,
npegwecTByeT 3TOMy coobLleHue BbizoBa MeToga (method_call).
[aHHbIN napameTp akTyaneH TONbKO A51s OTBETHbIX COOOLEHUN (error
n method_return) n UrHopupyetcs onst Apyrmx TUNoB COOBLLEHNIA.
Ona npasuna <allow> 3Ha4eHune napameTpa
send_requested reply="true" 4dBNAeTCA 3Ha4YeHMeM 1o
YMOSIaHUKD UM yKasblBaeT Ha TO, 4YTO TONbKO 3anpoLlueH-
Hble OTBETbl paspelleHbl MpaBunoM. 3HadeHne napameTpa
send_requested_reply="false" 0O3HayaeT, YTO NpaBuUo MO3BO-
nsaet nobon OTBET, AaXe ecnv OH He oXugarcs.

Ona npasuna <deny> 3Ha4deHune napameTpa
send_requested_reply="false" 4dBngderca 3Ha4yeHuem 1o
YMOIMYaHUIO M YyKasblBaeT Ha TO, 4YTO MpaBuio paboTaer Torlb-
KO korga oTBeT He Obin  3anpolweH. 3HadyeHve napameTpa
send_requested_reply="true" YyKa3bilBaeT Ha TO, 4YTO nNpa-
BUNo pabotaeTr Bcerga, He3aBUCUMO OT COCTOAHUSA OXuAaHUA
oTBeTa

receive_requested _reply

AHarnornyHo napameTpy send_requested_reply

eavesdrop

Bo3moxHble 3HadyeHns: true, false.

MpocnywuneaHne (Eavesdropping) BO3HUKAET, Korga npuoXxeHne nosny-
Yyaet coobueHre, agpecoBaHHoe crybe, KOTopon He BnageeT npuo-
XXeHune, Unun oTBeT Ha Takoe coobLueHmne.

[na npaBun <allow> 3HayeHWe napameTpa eavesdrop="true" yKa-
3bIBaeT Ha TO, YTO NpaBuno ByaeT NPUMEHSITLCA AaXe Korga OCyLLecTB-
nsieTcs npocnywmnBaHne. 3HadeHe napameTpa eavesdrop="false"
3alaHO MO YMOMYaHUIO U 03HaYaEeT, YTO NPaBUMo paspeLlaeT Te coob-
LLiIeHNA, KOTopble AOCTaBMNANTCA TOMbKO YKa3aHHOMY nosy4varernto.
Ona npaeBun <deny> 3HadyeHWe napameTpa eavesdrop="true"
yKasblBaeT Ha TO, YTO npaBusio OyaeT MNPUMEHSATLCA TOMbKO TO-
rga, Korga BbINOMNHAETCA npocnyluBaHue. 3HaveHWe napamMeTpa
eavesdrop="false" 334aHO NO yMONYaHWIO N O3Ha4YaeT, YTO npa-
BUNO NPUMEHAETCA Bceraa, Ja)ke Koraa He ocyLecTBNAeTCca Npocny-
LUnBaHue.

MapameTp eavesdrop MOXHO KOMBUHUPOBATL TOMBKO C NpaBuiamm
TMNa npuwema u nepefaym (send_* N receive_*)

own

Nmsa
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OkoHyaHue mabnuusbi 11

MNapameTp Onuncanune

own_prefix B kayecTBe 3HayeHUs ykasbiBaeTCca UMs.

MpaBuno <allow own_prefix="a.b"/> NO3BONSAET BrageTb
MMEHEM a.b unM nbbiIM MMEHEM, HaYMHAKOWKUMCA C a.b, Ha-
npumep, 3TO BbINONHAETCA And a.b.c WM a.b.c.d, HO He
BbINOMHAETCA ANA a.bc WNKM a.c. AKTyanbHO, Koraa cnyxobl,
HanpumMmep, Telepathy U ReserveDevice, onpegendwT 3Ha-
yeHusi cnyxb ans noggepeBbeB OOLLEN3BECTHbIX WMEH, Hanpu-
mep: org.freedesktop.Telepathy.ConnectionManager.
<IpOU3BOJIbLHOE IIPOOOJIKEHUE> 7] org.freedesktop.
ReserveDevicel .<npou3BOJIBLHOE MNPOLOJIKEHUED>

user B kayecTBe 3HayeHUs ykasbiBaeTCa UMS Nonb3oBaTensl.
MpaBuna <deny> 03Ha4aloT, YTO OaHHbLIA NMOMbL30OBATENL HE MOXET
NOAKMIOYNTLCA K LUMHE COOOLLIEeHUI

group B kayecTBe 3Ha4YeHUs yKasbIBaETCA MMS rpynnbi.
[lecTBre napameTpa aHanorM4yHo napameTpy user

He nmeeT cmbicna 3anpewatb nonb3oBaTensa UM rpynny BHYTPU cekumm <policy>
— 3anpeT nosib3oBaTensa/rpynnbl MOXeET ObiTb TOMBKO B NOMUTUKE context="default" wunu
context="mandatory".

OTpenbHoe npasuso <deny> MOXET cogepxaTtb KOMOUMHaunun na-
pamMeTpoB. B pgaHHOM  cnydae  3anpeT  BbINOSIHSETCA  TOMbKO  ToOraa, KO-
raa BCE napameTpsbl COOTBETCTBYHOT coobLeHno. Hanpumep, npasuso
<deny send interface="foo.bar" send destination="foo.blah"/> 3anpeLia-
eT coobLleHnsa ¢ nHtepdencom foo.bar n ykazaHHbIM UMeHeEM cry0bl foo .blah.

Henb3a BkMoYaTb OAHOBPEMEHHO NapaMeTpbl send_* U receive_* B 04HO NpaBusio.

HeobxoanMo C OCTOPOXHOCTbIO MCMNOfb30oBaTb MNapaMeTpbl send interface u
receive_interface, T.K. none nHtepdenca B coodLLEHUSAX He saBnaeTca obssaTtenbHbiM. B
YaCTHOCTWU, HeNb34 yKasblBaTb <deny send_interface="org.foo.Bar"/> — gaHHoe npa-
BUNO NPUBELET K TOMY, YTO coobuieHnst 6e3 nHtepdenca dyayt 3abnokMpoBaHbl 4515 BceX Cryxo.
Bcerga Heobxoaumo ncnonb3oBaTth NpaBusio B crneayrowen opme:

<deny send_interface="org.foo.Bar" send_destination="org.foo.Service"/>

Mpumepsl:

1. <deny send_destination="org.freedesktop.Service"
send_interface="org.freedesktop.System" send member="Reboot"/>
2. <deny send destination="org.freedesktop.System"/>

3. <deny receive_sender="org.freedesktop.System"/>

4. <deny user="john"/>

5. <deny group="enemies"/>
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4.14.7.2. PopMmnpoBaHMe KNUEHTCKUX MNOSIMTUK U3 NOSIUTUK LUMHbI
O6paboTtka hanna koHpuUrypauum n cumtbiBaHne pannoB HACTPOEK, B TOM Yucrie no-
NUTUK B parent. Ecnu B 06paboTymke BO3HMKAET owmnbKa, TO PyHKUMS Bo3BpawiaeT NULL u,

COOTBETCTBEHHO, HNYEro He CHNTbIBAETCA.

Mpumep
get_correct_parser ->
bus_context_new ->
bus_context_reload_config ->

include_file ->

bus_config load (const DBusString *file,
dbus_bool_t is_toplevel,
const BusConfigParser *parent,

DBusError *error)

MHnumnanumsauma obpadotynka B pyHKUMN XML,_SetElementHandler:

expat_ StartElementHandler -> bus_config parser start_element ->
start policy child -> append rule from element

Mpn aHanuse BbI30BOB (hOpMMPOBAHME MOMUTUK MPOUCXOANT Crieaytowmm obpasom:
bus_driver handle hello ? bus_connection complete
process_config every time ? Dbus_connections _reload policy
bus_connections_reload_policy unu bus_connection_complete ->
bus_context create client policy -> bus policy create client policy

OyHKUMA bus_policy create_client_policy pa3bupaeT MOMUTUKA  LUUHBI
BusPolicy * M co3gaeT BusClientPolicy* ncxoga n3 coeamHeHna DBusConnection *.
Takmm obpa3om BusPolicy * Ha ocHoBe DBusConnection *  COOTBETCTBYET

BusClientPolicy*.
4.15. CpegcTtBa ynpaBrneHuMa MmaHgaTHbimu MNP

[ns ynpaBneHus nokanbHbiIMn MaHgaTHeiMM PO ncnonbayotca cnegyowme rpadgpuye-
CKue yTUnuThbl:

- fly-fm («MeHemxep dannoB») — ynpaBneHme MaHgaTHbIMM aTpnbytamm annos;

- fly-admin-smc («YnpaBneHne nonutukon 6e3onacHoCTU») — ynpasBneHne npusm-

nervsMn U MaHgatHelMM atpubyTtamu nonb3oBartenen, pabota ¢ nonb3oBaTensmu u

rpynnamu.

Bonee nogpobHoe onucaHne yTUnuT CM. B 3NEKTPOHHOWN CrpaBKe.

[na ynpaBneHns nokaneHbIMM MaHgaTHbiMu NP B pexume KoMaH4HOM CTPOKWU UCMOrb-

3yHTCA Crieayomne NHCTPYMEHTbI:
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- pdpl-file — ynpaBneHne maHgaTHbIMKU aTpnbyTammn dannos, onncaHne nNnpuBegeHo
B4.15.1}

- pdp-id— oToOpaxeHne MaHOaTHbIX aTpubyToB ceccumn nonb3osatenst OC, onncaHue
npveeaeHo B[4.15.2]

- pdp-init-£fs — CKpMNT UHMUManNu3aumMmM MaHgaTHbelx aTpnbytos ®C, onncaHve npuse-
[AEHO B

- pdp-1s— BbIBOA aHaNornM4yHo ctaHgapTHOW KomaHae ls mHdopmaumm o davnax c
oTobpaxeHnem MaHaaTHbIX aTpubyToB, onucaHve npusedeHo B [4.15.4}

- pdpl-ps— ynpasneHne MmaHgaTtHbiM1 aTpnbyTamm nNpoLeccoB, onNnucaHue nNpmMBeaeHo
B4.15.5]

- pdpl-user— ynpaBneHne 4onyCTUMbIMN YPOBHAMM KOHOMAEHLNANBHOCTU U KaTero-
puamu nonb3oBartenen OC, onucaHune npmeegeHo B 4.15.6;

- pdp-exec — 3arnyck NpoLeccoB B 3a4aHHOM OKpY>KeHuu, onucaHue npusefeHo B4.15.7;
- sumac— 3anyck npowecca ¢ 3agaHHbIMM MaHOATHbIMU YPOBHEM W KaTeropuemn B oTaenb-
How rpadpuueckon ceccum, onmcanne npuseneHo B 4.15.8;

- sumic — 3anyck npouecca Ha NOHUXeHHOM (3aJaHHOM) YPOBHE LIeNTIOCTHOCTU, ONnucaHne

npuseaeHo B [4.15.9;

- userlev — nameHeHne b[l ypoBHen KOHMpUAEHUNANLHOCTU, ONUCAHUE MPUBELEHO
B[4.15.10}

- usercat— uameHeHve B[] kaTteropmin KOHPUAEHLMANBHOCTU, ONUCaHWEe NMpUBEAEHO
B4.15.11]

[Ons o6ecneyeHns coBmectumocTn B OC coxpaHeHbl cnegyowme yTunnTbl KOMaHgHON
CTPOKW ANs ynpasneHns maHgatHeimu MPAO:

- chmac — ynpaBneHne MaHgaTHbiMK aTtpubyTamu annos, onucaHne npuBEAEHO

B4.15.12.1]

- 1lsm — BbIBOA, aHanornyHo ctaHgapTHOW Komanae ls, nHdopmaumm o dannax c

oTobpaxeHnem MaHAaTHbIX aTpubyTos, onucaHue npusegero B 4.15.12.3}

- macid — oTobpaxeHne maHgaTHbIX aTpnbyToB ceccum nonb3oBatena OC, onucaHue

npveeneHo B[4.15.12.2;

- psmac — ynpaBreHne MaHgaTtHbiMKM aTpubyTamum NpoLeccoB, ONUcaHne nNpuBeAeHO

B[4.15.12.4

- usermac — ynpaBneHne ONnyCTUMbIMU YPOBHSAMU KOH(PUAEHUMANBHOCTUN N KaTeropms-

Mun nonb3oBartenen OC, onucaHne npuBeaeHo B 4.15.12.5]

- getfmac — nonyyeHne MeTok 6e3onacHoCTn hainoBbIX OOLEKTOB, ONMCaHNe NpuUBeae-

Ho B[4.15.12.6;
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- setfmac — M3MeHeHVe MeToK 6e30nacHOCTM (hannoBbiXx OOGBLEKTOB, ONUCaHME npuBe-

AeHo B[4.15.12.7|

Ona ynpasnenus mangatHeimu MNP B ElNMN ncnonb3ytotca cnegyowme rpadpuyeckue
WHCTPYMEHTBI:

- web-untepdenc FreelPA — ecnu passepHyTa cnyx6a FreelPA;

- fly-admin-smc («YnpaBneHue nonuTnkon 6e3onacHoCTU») — ecnv pa3BepHyTa Cryx-

6a ALD.

[ns ynpasneHna mangatHeimu MNP B ElNIM B pexxnme KomMaHAHOW CTPOKU UCNOSb3YTCA
cnegyowme NHCTPYMEHTbI:

- ipa user-mod — ecnu pasBepHyTa cnyxba FreelPA (nogpobHas nHdpopmauusa no

NCMNONb30BaAHUIO MHCTPYMEHTa KOMaHOHOW CTPOKU OOCTYMHbI B CNPaBOYHOW CTpaHuue

ipa help user-mod);

- ald-admin — ecnu pasBepHyTa cnyxba ALD (nogpobHas wHdopmauus no uc-

NOMb30BaHUID MHCTPYMEHTA KOMaHAHOW CTPOKWM OOCTYMHbI B CMPaBOYMHOM CTpaHuue

man ald-admin).

4.15.1. pdpl-file
MHCprMeHT KOMaHﬂ,HOIZ CTPOKH pdpl—file npegHa3Ha4deH and yrnpasneHnd MmaHgaTHbI-
MU anI/I6yTaMI/I (MeTKOﬁ 6€3OI'IaCHOCTI/1, aonornHunTenbHbiIMM MaHOATHbIMUA anI/I6yTaMVI ynpaslie-
HUSA 4OCTYNOM M AoNonHUTENbHbIMK aTpudytammn ana MKL) cywHocten OC.
CHWHTaKCUC MHCTPYMEHTa:
pdpl-file [<napameTrp>[...]]
[<ypoBeHBb_KOHPUOEHIIHMATIBHOCTH>] [ : <ypOBEHbL_1]€JIOCTHOCTU>
[ :<KaTeropusi_KOHPUOESHLIUATILHOCTH> [ : <OOMNOJIHUTENbHHN aTpubyr>]]] [<cymHOCTB> ]
ypOBeHb n Karteropua KOHd)I/I,D,eHLI,MaJ'IbHOCTM MoryT ObITb 3agaHbl MMEHEM UIN LWLeCTHa-

AuaTepuyHbIM 3HAYEHNEM.
Mpumep

PekypcuBHO anga Bcex ¢hannoB katanora /tmp U3MEHUTb YPOBEHb HAa CekpeTHO U KaTe-

roputo Ha Kareropusi_A (ypOBeHb N KaTteropmsa OOoJTXHbl ObITb onpeaerneHbl B CI/ICTeMe)Z

pdpl-file -Rv Cexkperno:0:Kareropus_ A /tmp

Ons NnpUcBoEHNA CyLLHOCTN OAHOBPEMEHHO BCEX KaTeropMﬁ, KOTOpble onpenerneHbl B

cucTemMe, MOXXHO MCMNOoNb3oBaTh 3Ha4YeHWe -1 ANnga <xaTeropus KOHPUOEHLIMAJILHOCTUI>.

Mpumep
pdpl-file 1:0:-1 /tmp

[lononHutenbHble MaHaaTHbIE anI/I6yTbI ccnr, ehole, whole 1 gononHUTENbHbIE aTpU-

6yTol anst MKL silev u irelax MOryT 6biTb 3aaHbl 3HAYEHUSIMU UNM UMEHAMU Yepe3 3anATYH0.
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pdpl-file 2:0:0:ccnr /tmp

OnuvcaHve napaMeTpoB UHCTPYMeHTa pdpl-file npuBedeHo B Tabnuue (12

Tabnuuya 12

Onuus

OnucaHue

-f, ——silent, ——quiet

He BbIBOAUTL COOOLLIEHMA 06 OLLIMDOKax

-v, ——verbose

BbiBOOUTL AnarHocTMyeckne coobLLeHNs Ansa Kaxaoro dpanna

-c, -—changes

To Xe, 4TO U ——verbose, HO coobLlaTb TONbKO 06 M3MEHEHUAX

-u, ——unite

O6beanHnTb TekyLLlyto MeTKy 6e30MacHOCTU CYLLHOCTU C yKa3aHHOW B
KayecTBe aprymeHTa

-s, ——subtract

BblyecTb 13 TekyLlen MeTkn 6e30nacHOCTU CYLLHOCTU MeTKy 6e3onacHo-
CTMW, YKa3aHHy0 B KayecTBe aprymeHTa. [pu aToM N5 UTOrOBOW METKM
6e3onacHOCTM 3Ha4YeHWs 3a4atoTCs NO CReayLMM npasunam:

- YpOoBeHb KOHMUAEHUMANbLHOCTN — MUHUMarbHOE 3HaYeHne U3 TeKyLLen
MeTKM 6e30MacHOCTU U YKa3aHHON B Ka4yecTBe apryMeHTa;

- YPOBEHb LENOCTHOCTU — MUHUMAarbHOE 3Ha4YeHne U3 TeKyLlen MeTKu
6e30MacHOCTM 1 yKasaHHOW B KayecTBe aprymeHTa (4OMmKHO BbiTb yka3aHo
B AECATUYHOM BUAE);

- KaTteropuu KoOHAEeHUNansHOCTN — U3 TeKyLLen MeTkn 6e3onacHoCTu
BbIYMTAIOTCA KaTeropum, ykasaHHble B Ka4eCTBe aprymeHTa;

- OONOMHUTENbHbIE aTpubyThl — U3 TeKyLLen MeTkM 6e30MacHOCTU Bblvu-
TalTCA AONOMHUTENbHbIE aTpnbyThl, yKa3aHHble B KayecTBe apryMeHTa

-R, -—recursive

MpuMeHNTb pekypcmMBHO

-r, -—reverse

Cravana dannbl B Katanore, NnoTomM Karanor

-h, —-help BbiBECTM cnpaBKy 1 BbINTH

--version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH
4.15.2. pdp-id
CwuHTakcuc:

pdp-id [nmapameTp:]

KomaHaa pdp-id BblBOAUT MaHAaTHble aTpubyTbl ceccum nonb3oBatens OC.

MapameTpbl NpuBeaeHbl B Tabnumue [13]

Tabnunua 13
Onums OnucaHue
-1,--level BbIBECTU TOMBKO YPOBEHb KOHDUAEHUNANTBHOCTH
-i,—--ilevel BbIBECTM TONBLKO MaHOaTHbIV YPOBEHb LLEENOCTHOCTM

-c,—-categories | BbIBECTU TONbLKO KaTeropuio

-r,—-categories | BbIBECTM TONLKO ponu
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OkoHyaHue mabnuuei 13

Onums OnucaHue
n-—name Ons napameTpos -1c BbIBOAUTb MMEHA BMECTO YMCNOBbIX 3Ha-
YeHun
-h,--help BbiBECTM CnpaBKy U BbINTH
--version BbiBECTM MHOPMaLINIO O BEPCUN U BbIATH

I'IpM OTCYTCTBUN NapamMeTpoB BbIBOOAUT CTPOKY TEKYLLUUX MaHOATHbIX CBOWCTB.

Mpumep
pdp-id

YpoBeHb kOHY: CexpeTHO YpoBeHb LesiocTHOCTH: 0 Kareropum: Kareropus_ A

B atom npumepe Tekyllasa ceccusa nosib3oBartena MMeeT YpOBEeHb KOH(bI/ILleHU,I/IaJ'IbHOCTI/I

CeXpeTHO, MMHMMAarbHbIN YPOBEHb LIENTOCTHOCTU U KaTeroputo KaTeropusi_A.

4.15.3. pdp-init-fs

CuHTakcuc:
pdp-init-f£fs

CKpunT mMHMUManuaaumm maHgatHbix atpmbytoB PC pdp-init-fs BbI3biBaeTcs npu
WHULManu3auumn n nepesanycke CUCTeMbI AN YCTAaHOBKM KOPPEKTHbLIX MaHAATHbIX aTpnbyToB Ha
cuctemMHble hannoBble 06bEKTbI (dannbl 1 KaTanorun), HadmHasa ¢ kopHs OC.

CkpunT pacnornaraeTcs B kararnore /usr/sbin 1 JOCTYNeH A8 NPaBKU TOMNbKO agMUHU-
cTparopy.

BHUMAHUE! HacTtossiTenbHO He pekoMeHOyeTCs BHOCUTb M3MEHEHUS B yKas3aHHbIN
ckpunT 6e3 HeobxogumocTu. ameHeHnsa TpebyroTCs TONbKO B Cryvyae M3MeHeHUss MakCMMaribHOro

YPOBHA KOHd)I/I,D,eHLI,I/IaJ'IbHOCTI/I nin UernocTHOCTN B CUCTEME.

4.15.4. pdp-Is

CuHTakcuc:
pdp-1ls [mapameTpr] [uma Qamna]

KomaHga pdp-1s BbIBOAUT aHANOrM4YHo CTaHgapTHOW KoMaHae 1s MHdopmauuio o han-
nax (No ymosn4yaHuio — O TEKyLleM Kararore).

Vcnonb3oBaHue AaHHOM KOMaHAbl B LESIOM He OTNnYaeTcs OT UCMNoSb30BaHUs pdp-1s,
3a UCKITIOYEHUEM creayoLmx oCobeHHOCTEMN:

- ecnu Ha channe yctaHoBneHbl ACL, TO K HUM go6aBnsieTCst CUMBOI «+;

- ecnun Ha ghanne ycTaHoBreHa HeHynesast metka 6esonacHoctn, To K ACL gobaensietca

CMMBOIT «My;

- €Cnu Ha dhanne ycTaHOBMEHbI CNNCKK pernctpauum cobbitnin, To Kk ACL gobasnsetcs

CVMMBOJ1 «ay;
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- OOCTyneH napameTp -M, KOTOpbI MOXET ObITb MCNONb30BaH Afsi MPOCMOTPa METOK

BesonacHOCTN Ha hannoBbiX OObEKTaX.

4.15.5. pdpl-ps

CwuHTakcuc:
pdpl-ps [-nzhv] <upgenTuduraTop npollecca>

KomaHga pdpl-ps NO3BOMSIET cYMTATb MaHAATHbLIA KOHTEKCT 6€30nacHOCTM C Npouecca,
3aJaHHOro napameTpom (ngeHTudpmkaTop npouecca).

Tonbko aOMUHUCTPATOP MOXET yCTaHaBiMBaTb U CHUTbIBATb MaHLlaTHbIIZ KOHTEKCT 6e3-
OonacHoOCTK NpPOnU3BOJIbHOIO Nnpouecca, 0ObIYHbIV NONb30BaTENb MOXET TONbKO CYMUTbIBATb KOHTEKCT
¢ cobCTBEHHOrO Npouecca, AN 3TOro napaMeTp AOMKEH UMETb HyNeBOe 3Ha4YeHue.

Onuuu npuBeneHsl B Tabnuue .

Tad6nuua 14

Onuusa OnucaHne

-n, -—numeric BbiBecTu I/IH(*)OpMaLI,I/IIO O KOHTEKCTEe B YNCITIEHHOM BUae

Ecnn meTka GesonacHOCTM HyrneBasi, TO 3aBepLUMTLCS C
-z, -—iszero kogom 0, MHaye 1, ecnv He yaanochb NonyyYnTb MeTky 6es-
onacHoCTM npolecca, To 74

-h, --help BbiBecTu cnpaBky 1 BbIATH

--version BbiBecTu nHopmaunio o BEpcun 1 BbITU

4.15.6. pdpl-user
CuHTaKcuc:
pdpl-user [-dzhv [-m MHHHMAJIBHHMN :MakKCHUMaJIbHHN YPOBEHB KOHQPUOEHIIMaJIbHOCTH ]
[-1i MakcuUMalbHHE YPOBEHB II€JIOCTHOCTH ]
[-c MuHUMaNIbHas KaTeropus:MaKCHMaJibHas kaTeropus]] <nojnb30BaTesb>
KomaHaa pdpl-user oTobpaxaeT n ycTaHaBnNuBaeT LONYCTUMbIE YPOBHU KOH(pMAEHUN-
anbHOCTU U KaTeropun nonb3osatenen OC.

Onuuun npuseaeHbl B Tabnuue [15]

Tabnwunua 15
Onuwms OnucaHue
-d, --delete YaanuTb CTPOKY nonb3oBaTtens us ganna
-2, ——Zero OBHYNUTL 3HaYeHWNs1 YPOBHEN U KaTeropum
-1, --levels YCTaHOBUTL AOMYCTUMbIE YPOBHU KOH(PUAEHLMANbEHOCTH
-i, ——ilevel YCTaHOBUTbL MakCUManbHbIA YPOBEHb LIeNTOCTHOCTU
-m, —-maclabels To xe, 4To 1 -1 (Mcnonb3yeTcs st COBMECTUMOCTH)
-c, -—category YcTaHOBUTL JONYCTUMbIE KaTeropum

4.7.3



69
PYCB.10152-02 97 01-1

OkoHyaHue mabnuuei 15

Onuwms OnucaHue
-h, --help BbiBeCcTn cnpaBky v BbIATK
-v, -—version BbiBeCcTu nHpopmaLunio o BEpcUn U BbITU

Ecnn B kauyecTBe napameTpa Kn4Yen -m UnmM -c ykasaHo Of4HO 3Ha4yeHue Unm ogHo
3Ha4YeHWe C NPeALEeCTBYHOLLMM ABOETOYMEM, 3TO 3HAYEHNE MHTEPNPETUPYETCS Kak MaKcumarnbHoe
3Ha4eHne, ecnmn ogHO 3HAYeHne ¢ NocneayLwmMm ABOETOYMEM — KaK MUHMMArbHOE.

KomaHga pdpl-user Npu yCnewHoM BbINOMTHEHMM BCErga BbIBOAMT 3HAYEHUST YCTAHOB-
NEHHbIX AOMNYCTUMbIX METOK 6e30MNacHOCTM.

YToObl NPOCMOTPETL TEKYLLME AONYCTUMbIE METKM 6GE30MacHOCTM, BbINOMHUTL KOMaHAY
0e3 kntoyen:

pdpl-user nonb3oBaTelb

Mpumep

pdpl-user -m YpoBeHb_0:YpoBeHb 3 -i 0 -c O:Kareropus 2 userl

[laHHaga komaHga onga nonb3oBaTens userl YCTaHOBUT:

- MUHUMarbHbIN YpOBEHb — YpoBeHb_0(0);

- MakCUManbHbIN YpOBEHb — YpoBeHb_3(3);

- MaKCUMasnbHbIN YPOBEHb LIENOCTHOCTN — MuHuManbHEE (0 ) ;

- MUHUMarnbHYy KaTeroputo — 0x0 (0) (6e3 kateropui);

- MakcumanbHylo kaTeropuio — 0x2(2).

YpoBHU YposeHb_ 0, YpoBeHb_ 3, KaTeropus Kareropusi_2 OOMKHbI ObITb onpeaeneHsbl

B cMcTemMe. 3Ha4YeHNsa YpPOBHEN U KaTeropmi MoryT 6biTb 3a4aHbl B YMCNOBOW hOpME.

4.15.7. pdp-exec

MHCTpyMeHT pdp-exec NO3BONAeT agMUHUCTPATOPY 3anycKaTb NpoLecchl B 3a4aHHOM
OKpYyXeHunu:

- MMA nonb3oBartend, oT MMEHU KOTOPOro 3anyckaeTtcAa npouecc,

- meTka 6e3onacHocTu npouecca;

- PARSEC-npusuneruu.

[Mpy ncnonb3oBaHUN MHCTPYMEHTA pdp-exec CreayeT yYnTbiBaTb, YTO BO3MOXEH 3arnycK
npotecca oes NPUMEHEHNA MaHOATHOIo KOHTEKCTa 6e3OHaCHOCTM,H03TOMy ncnonb3oBaHuMe
pdp—exec OOJTMKHO ObITb pernaMmeHTnpoBaHoO 1N orpaHN4eHo.

CuHTakecuc MHCTPYMEHTa:
pdp-exec [napameTp|[napamerp...]] [--]1 [<xomaHpa>] [<mapaMeTpH 3amnycka_ KOMaHOLD ]

B cnyyae ecnun ¢ komangoM 3aaHbl NapaMeTpbl ee 3anycka, TO yKa3aHue CUMBOMOB «——»

nepen komMaHaon obsizaTenbHo.
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OnuncaHne napaMeTpoB MHCTPYMeHTa pdp-exec NpuBeaeHo B Tabnumue

Tabnuuya 16
MapameTp OnucaHune
—-c <I[puBHUIIETUK>, YCTaHOBUTbL NPOLIECCY yKa3aHHbIe NMPUBUIENMM B KayecTBe ad-
--capability=<npusuneruun> heKTUBHBIX (TEKYLLMX), HAcneayeMbIX U pa3peLleHHbIX

-u <HMs_IIOJIb30BaTEJISA>,

3aI'IyCTI/ITb npouecc oT UMeHN yKa3aHHOIo nonb3oBartend
——user=<uMdA_IOoJIL30BaTEJIA>

-1 <meTka_6eszomacHoCcTH>,

YCTaHOBUTbL NPOLECCY YKasaHHY MeTKy 6esonacHocTu
--label=<ueTxa_6e3onacHoCTH> poueccy y y y

-v, -—version BbiBecTn nHpopmaumo o Bepcun 1 BbITU

-h, --help BbiBeCTM cnpaBKy U BbIATH

MpuBunernn 3agaroTcs B Buae 6GUTOBOM Macky (Kak npaBuno, B LWeCTHagUaTeEPUYHOM
Bnae). CoorBeTCTBNE OTAENBHBIX OBUTOB NONHOMOYMAM NPUBEOEHO B man parsec_capset, a
Takke B Tabnuue [8]

MeTka 6e3onacHOCTU 3agaeTca B BUAeE:
[<ypoBeHBb_KOHPUOEHIIMAJIBHOCTH> ] [ : <YpPOBEHBL_1]€JIOCTHOCTH>

[ :<xaTeropus KOHPUIOEHILIMATILHOCTMI>] ]

Mpumepbl:
1. Mepesanyctutb cnyxby dbus ¢ PARSEC-npusunernein PARSEC_CAP_PRIV_SOCK:
pdp-exec -c 0x100 -- /etc/init.d/dbus restart

2. 3anyctntb obornoyky bash OT umMeHwn nonb3oBaTtens secretuser ¢ PARSEC-

npueunernen PARSEC_CAP_SIG u ¢ meTkon 6e3onacHoctn 1:1:

pdp-exec -c 0x40 -u secretuser -1 1:1 -- bash
Bonee nogpobHoe onucaHne pdp-exec NpMBEAEHO B man pdp-exec.

4.15.8. sumac

MHCTpYMEHT KOMaHAHOM sumac UCNomb3yeTca ANs 3anycka npouecca ¢ 3agaHHbIMU YpoB-
HEM U Kateropuven KoHPUAEeHLUManLHOCTN B OTAESbHOM rpadpuyeckon ceccumn ¢ UCnonb3oBaHNeEM
BUpPTYyanbHoro rpadguyeckoro cepsepa Xephyr. lNonb3oBarternb MOXET 3anyckaTb NPOLUecC TONbKO
B nNpegenax paspeLLeHHbIX eMy YPOBHEN N KaTeropui.

CWHTaKCUC MHCTPYMEHTa:
sumac [<napameTp>] [<xoMaHZa>]

BHUMAHMUE! [1na 3anycka npolecca Ha ypoBHe, OTIIMYHOM OT YPOBHSA TEKYLLEeN ceccuu,
He JoImKHa CToATb BNoKMpoBKa NCMONb30BaHUA sumac B rpaduyeckon ytunute £ly-admin-smc

(CM. BNEeKTPOHHYIO CnpaBKy) U Nonb3oBaTesnto AormkHa 6bITb Ha3HaYeHa npuBunerns PARSEC_ -
CAP_SUMAC (cm. 4.7)).
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BHUMAHUWE! [1nsa ncnonb3oBaHna sumac npu BkrtodyeHHoM MKL, Takke AomkHO BbITb
BkntovyeHo MKL, Ha dpannoson cucreme.

Ecnu ykasaHHbI YpOBEHb KOH(MPUAEHUMANbLHOCTU BbilLe TEKYLWEero, T. €. NPOUCXOAnUT
yBernnyeHne ypoBHS, TO NepeMeHHble OKPYXXEHNA HacneayTca OT TeKyLlero npouecca. Tekyuine
NepeMeHHbIE OKPYXXeHMs1 cobpacbiBatoTCs, YTOObI n3bexarb yTeukn MHdopmaumn. Takke npu
NOPOXAEHNN HOBOMO NpoLIeCcca 3aKpblBaOTCS BCe dpannoBble 4eCKpUNTopbl, MeTka 6e3onacHocTu
KOTOpPbIX HE COBMagaeT C yKadaHHOMW B KOMaHOHOW CTpoke. B ToM vncne 3akpbiBatoTcsa stdin,
stdout, stderr. [lepeHanpaBuUTb CTaHAAPTHbLIA BBOA M BbIBOA ANS1 HOBOrO NpoLiecca MOXHO C
NOMOLLIbIO MapaMeTpPoB -i, —o U —e Ans stdin, stdout U stderr, COOTBETCTBEHHO.

BHUMAHMUE! 3anyck npouecca ¢ NOHMWKEHUEM YPOBHS KOH(PUAEHUMANbLHOCTU UNKN C
COKpaLlleHneM Habopa kaTeropmi KOHUOEHUNaNbLHOCTU 3anpeLleH Ans npeaoTBpaLLeHnst YyTeYKN
MHdopMaunn Ha 6onee HM3KNE YPOBHU KOHDUOEHLMANBHOCTH.

OKHO rpadnyeckoro nNpUNOXeHns, 3anyLLEeHHOro B OTAENbHON CECCUN Ha OPYrOM YPOBHE,
OyoeT MMeTb LBETHYO paMKy, LiBET KOTOPOW COOTBETCTBYET YPOBHIO KOH(pMAEHUNANBHOCTN Npu-
noxeHunsa. OnncaHne LBeToBON uMHAMKauum npueeneHo B aokymeHte PYCB.10152-02 93 01
«OnepaunoHHasa cuctema cneymnanbHoro HasHadeHust «Astra Linux Special Edition». PykoBogcteo

nonb3oBaTensay.
Mpumep
3anyck rpadm4eckoro nNpunoXeHnss xterm ¢ ypoBHEM KOH(OMAEHUMANBHOCTU 2 U KaTero-

puen KoHmaeHumanbHoCcTN Oxf££f £

$ sumac -1 2 -c Oxffff xterm

Onuumn npuBegeHbl B Tabnuue [17]

Tabnuuya 17

Onumsa Onwucanune
-1 , --level= 3anycTutb npouecc ¢ ykazaHHbIM YPOBHEM KOHUAEHLMANBHOCTH
-c , —--category= 3anycTutb Npouecc ¢ ykazaHHOM KaTeropmen KoHnaeHUnansHoOCTH
-i , --stdin= MepeHanpaBuTb stdin 3anyLeHHOro npouecca B ykasaHHbI hann
-0 , --stdout= MepeHanpaBuTb stdout 3anyLWeHHOro npoLuecca B yKasaHHbIn chainn
-e , --stderr= MepeHanpaBuTb stderr 3anyLWEeHHOro NpoLecca B yKasaHHbIN dain
%, —-xauth MonbiTaTbca co3gaTth 3annck B . Xauthority. B cnyyae Heyaaum npepsaTtb

BbINOMHEHME NpoLecca

-h, --help BbiBeCTM cnpaBKy v BbIATU
-v, --version BbiBECTM MH(pOpMaLMO O BEPCUN U BbIATH
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4.15.9. sumic

MHCTpYMEHT sumic No3BOMseT 3anyckaTb NpoLEeCcChl Ha YPOBHE LIENOCTHOCTU HUXE, YeM
YPOBEHb LIENOCTHOCTU npouecca-poautens. [Npu aTom 3anyckaemMbln C UCNOSb30BaHMEM sumic
npouecc 6yaetr MMeTb YPOBEHb LIENOCTHOCTU He Bbllle YPOBHA LIETOCTHOCTU MUCMNOMTHAEMOro
dranna, n3 KoToporo oH 3anyuieH. Npu 3anycke npouecca ¢ NOMOLWbIO sumic 3anpeLiaercs
HacnegoBaHWe OTKPbITbIX B NpoLiecce-poguTene pecypcoB, MMEKLLNX YPOBEHb LIENOCTHOCTH,
NpeBbILWAOLLMIA YPOBEHb LIENOCTHOCTU CO34aBaeMoro npouecca. 3anyck rpamyeckon yTunnutbl ¢
NCrorb3oBaHNMeM sumic BbINOMHAETCA B U30NIMPOBaHHOM X-cepBepe.

CWHTaKCUC MHCTPYMEHTa:
sumic [mapameTrp] [--] [<komaHma>] [<mapaMeTps_3anycka_KOMaHOED> ]

OnvcaHve napaMeTpoB MHCTPYMeHTa sumic npuBeseHo B Tabnuue [18]

Tabnunua 18

MapameTp Onuncanune

YpoBeHb LeNOCTHOCTU, Ha KOTopoM ByaeT 3anylieH npouecc yka-
-i <ypoBeHb_1uernocTHOCTH> | 3@aHHOW KOMaHAbl. B criyuyae oTcytcTBUSA napameTtpa npouecc byaet
3anyLleH Ha HyrNeBOM YpPOBHE LIeNOCTHOCTU

-v, ——version BbiBeCTM MHpOpMaLINIO O BEPCUN U BBINTY

-h, --help BbiBECTM CnpaBKy W BbINTK

4.15.10. userlev

CuHTtakcuc:
userlev [-d, --delete] [-a, --add<sHaueHue>] [-r, --rename<uMma>]
[-m, --modify<sHauenue>] [-h, --help] [--version] <ypoBeHBbB>

KomaHnga userlev CryXuT gnsa npocMoTtpa n nameHeHus B bl ypoBHen KoHpuaeHuUun-
anbHocTU. [1ns1 npocMoTpa BCEX YPOBHEN KOMaHAy cnegyet 3anyckatb 6e3 napameTpoB. BHocuTb
nameHeHus B B[] ypoBHeN MOXET TOMNbKO aaMUHUCTPATOP.

Onuuun npuBegeHbl B Tabnuue [19]

Tabnwunua 19
Onuusa Onucanue
-d, --delete Ynanutb ypoBeHb 13 B[]
-a, ——add<s3HaueHue> [o6aBnTb HOBbIV ypoBeHb B B[]
-r, -—rename<HOBOE HMI> [MepevmeHoBaTb CyLLECTBYIOLNA YPOBEHD

-m, —-modify<HoBoe 3HaueHUe> N3MeHUTb 3Ha4YeHne ypoBHS

-h, —-help BbiBECTM CnpaBKy U BbINTH

--version BbiBECTM MHOPMaLNIO O BEPCUN U BbIATH
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4.15.11. usercat

CuHTakcuc:
usercat [-d, --delete] [-a, —--add<auaueHue>] [-r, --rename<umsa>]
[-m, --modify<suauenue>] [-h, --help] [--version] [xaTeropus]

KomaHga usercat cnyxut gna npocmoTpa n nuameHenus bl kateropuin. [na npocmoT-
pa BCex KaTeropuni komaHay crnenyet 3anyckatb 6e3 napametpoB. BHocuTb nameHeHnsa B B[
KaTeropmm MOXET TONbKO aAMUHUCTPATOP.

Onuuun npuseaeHsbl B Tabnuue [20]

Tabnunua 20
Onuwms OnucaHue
-d, —--delete Ypanutb kateropuio n3 b
-a, —~—add<sHaueHue> [ob6aBuTb HOBYIO KaTeropuio B b[]
-r, -——rename<HOBOEe HMS> lMepenmeHoBaTb CyLLECTBYIOLLYHO KaTEroputo

-m, --modify<uoBoe sHauenue> | MI3MEHUTb 3HAYEHME KaTeropum

-h, --help BbiBecTu cnpaBky 1 BbINTH

--version BbiBECTM MH(OPMaLINIO O BEPCUUN U BbIATH

4.15.12. YcTtapeBlwue yTunuThbl ynpasneHus madaatHeimu MNPAO

[Ons obecnedyeHunsn comectumocTtn B OC coxpaHeH psag yTUIMT KOMaHAHOW CTPOKKU Ans
ynpasneHns maHgatHoimu MPL.

BHUMAHMUE! HactoaTtenbHO He pekoMeHAayeTCcs NPUMEeHATL ycTapeBsLume yTunuTel. [aH-
Hble YTUNNTbI He NO3BONAT paboTaTb C YPOBHAMM LIENOCTHOCTU U OTOBpaxakT MaHAaTHbIe
aTpubyThbl B hopmate, oTnndHom OT onpeaeneHHoro B OC dopmara.

4.15.12.1. chmac

CuHTakcuc:
chmac [mapamerpr] [ypoBeHb][:kaTeropus|:cneuuanocHeae aTpubytH]] [umsa @arna]

KomaHaa chmac nameHsieT maHaaTHble atpubyTel dhannos OC, KOTOpble BKNOYAOT METKY
6e3onacHOCTM 1 cneyunanbHble MaHaaTHble aTpubyTel hanna.

Onuuun npuseaeHsbl B Tabnuue [21]

Tabnuuya 21

Onums OnucaHue

-f, --silent, -—quiet | He BbIBOANTb cooOLLIEHMI 00 oLnbkax

-v, -—verbose BbiBOOUTb AnarHocTMyeckne coobLLeHns Ansa Kaxaoro danna
-c, --changes To e, YTo U ——verbose, HO coObLLaTb TOMBLKO 06 U3MEHEHUAX
-R, --recursive MpPUMEHUTb PEKYPCUBHO
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OkoHyaHue mabnuusi 21

Onumsa OnucaHue
-h, --help BbiBecTy cnpaBky v BbINTU
--version BbiBeCTM MHpopmaLnio o BEpCUN U BbITU

ypOBeHb N Kateropumnda MmoryTt ObITb 3a4aHbl UMEHEM UNK wectHaguaTtepnyHbiM 3Ha4YEeHNEM.

Mpumep

chmac -Rv CekperHo:KaTeropusi A /tmp

[aHHaa komaHOa pekypcuBHO ONA BCcex (pannos Kkatanora /tmp M3MEHUT YpOBEHb Ha
CeKpeTHO M KaTeropmio Ha Kareropusi_A (YPOBEHb U KaTeropus A0mkHbl ObITb onpeaeneHsl B
cucTteme).

CneuuanbHble aTpubyTbl MOryT ObITb 3a4aHbl 3HAYEHUEM UNN CTPOKOW CUMBOSIOB rWwXIrwX,
B KOTOPOWN N0BOMN M3 CUMBOSOB MOXET ObiTb 3aMEHEH Ha «-» AN CHATUA COOTBETCTBYHIOLLIErO

aTpubyTa.

Mpumep

chmac 0:0:rwxrwx /tmp

[aHHasa komaHga onga katanora /tmp yCTaHOBUT UrHOPUPOBaHWE YPOBHEN U KaTeropum
KOH(bMAEHUMANbHOCTN NPU BbIMNOMTHEHUN ONepauUnii YTEHUS, 3anNnCU U UCMOSTHEHUS.

Mpun 3agaHum cneumanbHbiX aTpubyTOB BMECTO rwx MOryT ObiTb MCNOMb30BaHbI Cneayto-
LLIMEe COKpaLLEHWS:

- equ — UrHOpMpOBaHME YPOBHEN U KaTeropmi KOHPUAEHLMANbHOCTU NPU BbINOSTHEHUN

onepaunin YTeHUs, 3anncu N UCMNOSTHEHUS;

- equ_w — UrHOPUPOBaHME YPOBHEW N KAaTeropmi KOHUAEHLMANBHOCTU NPU BbINOSIHEHUN

onepauun 3anucu;

- low — UrHOpPMpPOBaHWE YPOBHEN U KaTeropmi KOHPUAEHLMANbHOCTU NPU BbINOSTHEHUN

onepaunin YTEHUS N UCMOSTHEHUS.

BHUMAHUE! B HacTosiLee BpeMda UCNONb3yeTca ApyroM Habop cheuuanbHbIX aTpu-
OyToB. [laHHas yTunuta He no3BonsieT pabotatb ¢ HUMKU. CyLecTByeT COOTBETCTBME MeEXAY
cTapbiM aTpnbyToM equ (rwxrwx) U HOBbIM ehole. Takum obpasom, pasgernbHoe ynpaBneHue

crneunarnbHbIMA anI/I6yTaMI/I Bna rwxXrwx He rnpegycMmoTpeHo.

Mpumep
chmac 0:0:equ /tmp
4.15.12.2. macid

CuHTakcuc:

macid [mapamMeTpH]
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KomaHaa macid BbIBOAUT MaHOaTHble aTpubyThl ceccun nonb3osatens OC.

Onuuu npuBeneHbl B Tabnuue .

Tabnunuya 22
Onuusa OnuncaHue
-1,--level BbIBECTM TONLKO YPOBEHL KOHPUOEHUMNATIBHOCTH

-c,——categories BblBECTM TOMBKO KaTteropuio KOHCbVID,eHLI,I/IaJ'IbHOCTVI

n name ,D,J'IFI napameTpoB —1c BbIBOAUTb MUMEHa BMECTO YMUCIOBbLIX 3Ha-

YeHui
-h,--help BbIBECTM CnpaBKy U BbINTH
--version BbiBECTM MHOPMaLINIO O BEPCUN U BbIATH

Mpw OTCYTCTBUM NapaMeTPOB BbIBOAUT CTPOKY TEKYLUMX MaHAATHbIX CBOMCTB.

Mpumep
macid

YpoBeHb=2 (CekpeTHO) Kareropus=1l(Kareropus_A) IllpuBuneruun=0

B aToM npumepe TekyLiasi ceccus nonb3oBaTens UMEET YPOBEHb CEKPETHOCTU CeKpeTHO
N KaTteroputo KarTeropus_A.

4.15.12.3. Ism

CuHTakcuc:
lsm [mapameTpr] [uma ¢arnal

KomaHaa 1sm BbIBOOUT aHanorMyHo ctaHgapTHoOM KoMaHae 1s nHgopmaumo o pannax
(MO ymonyaHuio — 0 TeKyLeM KaTtanore).

Vicnonb3oBaHne JaHHOW KOMaHAbl B LIENIOM He OTNuYyaeTcs OT UCNornb3oBaHuA 1s, 3a
NCKITIOYEHMEM CrefyoLmMX 0COBEHHOCTEN:

- ecnu Ha hanne yctaHosneHsl ACL, TO K HUM go6aBnseTcst CUMBOS «+;

- ecnun Ha ghanne yctaHoBreHa HeHynesast meTka 6esonacHocTn, To K ACL gobaensietca

CUMBOI «M;

- eCnuv Ha dhanne ycTaHOBMEHbI CNCKU pernctpauum cobbitnin, To Kk ACL gobasnsetcs

CUMBON «ay;

- OOCTyrneH napameTp -M, KOTOpbIn MOXeT BbITb UCMONb3oBaHa A9 NPOCMOTPpa METOK

6e3zonacHoOCTM Ha hbannoBbIX OObEKTAX.

4.15.12.4. psmac

CuHTakcuc:
psmac [-d, --delete] [-n, --numeric] [-h, --help] [--version]

<upenTHdUKaATOP Npolecca> [MerTka 6€30macHOCTH. . . ]

4.7.3



76
PYCB.10152-02 97 01-1

KomaH,u,a psmac Nno3BoJfideT USMEHATb UITN CHUTATb MaHﬂ,aTHbIVI KOHTEKCT 6e3onacHoCTu
Bbl6paHHOFO npouecca. Ecnun B kavecTBe apryMmeHTa He yKa3aHa MeTKa ©e3onacHoOCTU, TO KO-
MaHAa C4HUThbIBaeT MaH,D,aTHbII‘/'l KOHTEKCT C rnpouecca, 3agaHHOoro napametTpom (I/I,El,eHTI/I(*)MKaTOp
npouecca).

Ecnun aprymeHT-MeTka 6e30nacHOCTU NPUCYTCTBYET, TO KOMaHAa yCTaHaBNMBAaET 3a4aH-
Hyt0 MeTKy 6e3onacHocTu Ha npouecc. MeTka 6e3onacHOCT 3agaeTcs B BUAE:
<YpoBeHB>[ : <KaTeropuun>]
rje <YposeHb> U <KaTeropuu> MOryT ObITb 3alaHbl KaK B YNCJTEHHOM, TaK U B CUMBOJIbHOM
Buae. CnoxHble <KaTeropuun> MOryTt ObITb 3adaHbl B BUAe CrnnMcka CBOUX COCTaBnAoLWnNX.

Tonbko aaMUHUCTPATOP MOXET yCTaHaBJInBaTb N CHUTbIBATb MaHﬂaTHbIVI KOHTEKCT 6es-
OnacHOCTU NPOn3BOJIbLHOIO Nnpouecca, 0ObIYHbIV NOMNb30BaTENb MOXET TONbKO CYMUTLIBATL KOHTEKCT
C cOBCTBEHHOrO npouecca, a4 3Toro napameTp AoimkKeH MMeTb HyJieBOE 3Ha4YeHue.

Onuuun npuBeaeHbl B Tabnuue 23]

Tabnunua 23
Onuwms OnucaHue
-d, --delete O6HYNNTb MaHAAaTHbLIN KOHTEKCT 6e3onacHOCTM npoLecca

-n, -—numeric BbiBecTu I/IHCbOpMaLl,I/ﬂO O KOHTEeKCTe B YnCrieHHoOM Buge

-h, --help BbiBeCcTM cnpaBKy v BbIATH

--version BbiBeCTM MH(popMaLno 0 BEPCUN U BbIATU

4.15.12.5. usermac
CwuHTakcuc:
usermac [-dzhv [-m MUHMMAaJILHHMN YPOBEHDL:MaKCHMAJILHHN YPOBEHED ]
[-c MuUHUMalIbHAs KaTeropus:MaKCHUMaJlbHasi KaTeropusi]] oOIb30BaTeNb
KomaH,u,a usermac U3MEeHAET O0oNyCTUMblIEe YPOBHU N KaTeropmn KOHCbI/ILI,eHLI,I/IaJ'IbHOCTI/I
none3oatenen OC.

Onuuun npuBeaeHbl B Tabnuue [24]

Tabnuuya 24
Onuus Onucanune
-d, --delete Ynanutb CTPOKY nonb3oBaTtend u3 dganna
-2, ——Zero OBHYNUTb 3HaYeHWNs1 YPOBHEN U KaTeropum
-1, —-levels YCTaHOBUTbL 4OMYCTUMbIE YPOBHU KOH(PMAEHLMANBHOCTH
-i, ——-ilevel YCTaHOBUTbL MakCUManbHbIA YPOBEHb LIESTOCTHOCTMU
-m, —--maclabels To Xe, 4TO U -1 (MCnonb3yeTcs ANns COBMECTUMOCTHN)
-c, -—category YCTaHOBUTb 4OMYCTMMbIE KaTeropum
-h, --help BbiBecTu cnpaBky v BbIATH
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OkoHyaHue mabnuubi 24

Onuwms OnucaHue

-v, ——version BbiBeCTM MHOpMaLMO O BEPCUN U BBINTY

Ecnn B kayecTBe napameTpa Kro4Yen -m UAM —c ykasaHo Of4HO 3Ha4yeHMe Unm ogHo
3Ha4yeHWe C NPeALEeCTBYHOLMM ABOETOYMEM, STO 3HAYEHNE MHTEPNPETUPYETCS Kak MaKcumarnbHoe
3Ha4YeHne, ecn OAHO 3Ha4YeHne C NocrneayLMM ABOETOYMEM — KaK MUHUMAanbHOE.

KomaHnga usermac npu ycnewHOM BbINOMHEHUN BCEr4a BbIBOOUT 3HAYEHUST YCTAHOBMEH-
HbIX JONYCTUMbIX METOK 6e30MacHOCTH.

YUToObl NPOCMOTPETL TEKYLLME AONYCTUMbIE METKM 6GE30MaCHOCTM, BbINOMHUTL KOMaHAYy
0e3 kno4ven:

usermac II0OJIB3OBaATEIIb

Mpumep

usermac -m HECEeKpPEeTHO:CEeKpPeTHO —-C KaTeropusi A:kaTeropusi_B userl

[laHHast kKomaHaa ansa nonb3oBaTtend userl YCTaHOBUT:

MWUHUManbHbIN YPOBEHb — HECEKPETHO,

MakcuMarsbHbIN YPOBEHb — CEKPETHO,

MUHUMAnbHYIO KaTEroputo — xaTeropus_A,

MaKCUMarbHYH KaTeroputo — xaTeropusi_B.

YPOBHU HeCeKpEeTHO, CEKPETHO U KaTeropum xkareropusi_A, kaTeropusi_B AOSMKHbI
ObITb onpegerneHbl B cucteMe. 3HavyeHnst YpoBHEN U KaTeropmin MoryT ObiTb 3aaHbl B YACITOBOW
dopwme.

4.15.12.6. getfmac

CwnHTakcuc:
getfmac [-R, --recursive] [-L, --logical] [-P, --physycal] [-n, --numeric]
[-p, —--absolute-names] [-c, --omit-header] [-s, --skip-empty]
[-h, --help] [-v, —--version] Qaine u/unm KaTasoru

KomaHga getfmac CnyxuT ansa nonyyYeHns MeTok 6e3onacHoCcTu hansioBbix 0OBHEKTOB.

NHdopmaumsa o meTkax 6€30nacHOCTM NOChINaeTcs Ha CTaHAapTHbIN BbIBOO U MOXET SABNATLCS

BXOAHbIMM JaHHbIMUK AN KoMaHabl setfmac (cM. [4.15.12.7)).
Onuuun npuBeaeHbl B Tabnuue [25]

Tabnuua 25
Onums OnucaHwune
-R, ——recursive [ns nogkatanoroe pekypcuBHO
-L, --logical CnepnoBaTb NO CUMBOSIMYECKMM CCbISIKaM
-P, —-phisical He cnepoBatb N0 CMMBONMNYECKUM CCbINKam
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OkoHyaHue mabnuuei 25

Onumsa OnucaHwune

BbIBOD,I/ITb MH(*)OpMaLI,I/II'O O KOMMOHEeHTax MeTKn 6e3onacHoCTH B LI,I/I(prBOI7I
dopme
-p, ——absolute-names | ADCONIOTHbIE MMEHA

-n, ——numeric

-c, ——omit-header He nokasbiBaTb 3arorioBok (MMs cpanna)
-s, ——skip-empty MponyckaTb hannbl ¢ NycTbiMK aTpubyTamm
-h, --help BbiBecTu cnpaBky ¥ BbINTU

-v, --version BbiBeCTM MHOpMaLMIO O BEPCUN U BBINTY

4.15.12.7. setfmac
CuHTakKcuc:
setfmac [-s, --set] [-m, --modify] [-S, --set-file] [-B, --restore]
[-R, --recursive] [-L, --logical] [-P, --physical] [-h, --help]
[-v, --version] [MeTka 6ezonacrHocTu] Pammnel u/UJIM KaTaJyoOr'u
KomaHaa set fmac yctaHaBnmBaeT MeTku 6e3onacHoCcTu Ha hannbl. MeTkun 6e3onacHocTu
3afalTcHa UNu B KOMaHOHOW CTPOKe (napamMeTpbl —s, —m), unu B hanne (napametpbl -S, -B).
Mpun aTom, dhansibl MOryT BbITb COOPMUPOBaHLI C MOMOLLIBIO NepeHanpaBneHnsi BbIBO4a KOMaHAb!

getfmac (4.15.12.6).

MeTka 6e3onacHOCTM 3afaeTcs B BUAE:
<YpoBeHB>|[ :<KaTeropuu>|[ :<Tumn>] ]
roe <ypoBeHb> U <KaTeropuu> MOTyT ObiTb 3aaHbl Kak B YACITIEHHOM, Tak U1 B CUMBOJSIbHOM
Bnae. CrioxkHble <KaTeropuu> MOryT ObITb 3aaHbl B BUAE CrMcKa CBOMX COCTaBNAKOLWMX, Ha-
npumep: Tauku, CaMoOJIETHL.
TonbKo aAMUHUCTPATOP MOXET yCTaHaBNMBaTb METKN ©6e30nacHOCTU Ha channbl.
BHUMAHUE! C nomoLwbto 4aHHON KOMaHAbl HEBO3MOXHO YCTaHOBUTbL METKY 6e3onacHo-
CTW Ha pannoBbin O6BLEKT-COKET.

Onuuun npuBeaeHbl B Tabnuue [26]

Tabnunua 26
Onuus Onucaxune
s, ——set YcTaHoBUTb MeTKy 6e30MacHOCTU 13 KOMaHOHOW CTPO-
Kn
-m, -—modify M3MeHnTb MeTKy 6e30nacHOCTM U3 KOMaHOHOM CTPOKM
-S, ——set-file YcTtaHoBUTbL MeTKM 6e3onacHoOCTM 13 darna
-B, -—restore BoccTaHoBUTL MeTKK Be3onacHocTM 13 danna
-R, -—recursive [na nogkatanoros pekypcuBHO
-1, --logical CnepoBaTb MO CUMBOMNYECKMM CCbIFKaM
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OkoHyaHue mabnuuei 26

Onuwms OnucaHue
-P, —-physical He cnepoBatb N0 CMMBOMMYECKUM CChINKam
-h, --help BbiBecTu cnpaBky v BbIATU
-v, ——version BbiBeCTM MH(popMaLnio 0 BEPCUN U BbIATU

4.16. CpeactBa ynpaBreHMA NpUBUNErusaMm nosib3oBaTterien U npoueccos

[na ynpaBneHns npyBunernamun norb3oBarenen n NpoLeccoB NCNonNb3yeTca rpaduye-
ckasa ytunuta fly-admin-smc («YnpaBneHue nonutmkon 6esonacHoctny). bonee nogpobHoe
onucaHune yTUnnTbl CM. B 3NIEKTPOHHON CrnpaBkKe.

Takke ona ynpaeBrneHus NpyMBMNerMsiMu norb3oBaTtesien n NpoueccoB UCMOMb3YyHTCs
WHCTPYMEHTbI KOMaHAHOW CTPOKN usercaps, execaps UM pscaps, OnMcaHHble, COOTBETCTBEHHO,
B(4.16.1,[4.16.2m[4.16.3

BHUMAHMWE! YnpaBneHne npuBunernamu norb3oBaTenen BbINOIHAETCA TONbKO cynep-

nomnb3oBaresrieM ¢ MakCnmalsibHbiM YpOBHEM LENNOCTHOCTHU, YCTAHOBJIEHHbBIM B OC.

4.16.1. usercaps

CuHTakeuc:
usercaps [-d, —--delete] [-z, --zero] [-f, --full] [-1l, --linux] [-m, —--parsec]
[-1, —--Linux] [-M, --PARSEC] [-n, —--numeric] [-h, —--help] [-v, —--version]
[IOJIb30BaTEJb

KomaHga usercaps N0O3BOSMSET NpOCMaTpmMBaTh U yCTaHaABNMBATL NPMBUAErnn Nofb30Ba-
Tenen, AoMKHA UCNOoSb30BaTbCS TONbKO aAMUHUCTPATOPOM Yepe3 MexaHM3M sudo.
usercaps [-[1l cTpoka MOOUPUUUPOBAHUA linux-NPUBUIIEIHH ]
[-[m cTpoxa momuduuupoBaHusa PARSEC-npuBuneruin] [dzLMnfhv]] nonb3oBaTenb
CTpoka moandmumpoBaHma NPUBUIIENMIA COCTOUT U3 CIOB, PasfderieHHbIX «,» UIN «»,
Kagoe CNnoBO MOXET ObiTb CTPOKOM B BEPXHEM WMU HUXHEM PErncTpe umnm 4Yucriom, nepes
KOTOPbIM CTOUT 3HaK «+» Unun «-». CANCOK BO3MOXHbIX NPUBUMErNA C COKpPaLLEHHbIMU UMEHAMU U
Ynucnamm MOXHO yBuAeTb, BBeas Ans Linux-npusunernin:
usercaps -L
ans PARSEC-npuBunerum:
usercaps -M
BepxHun pernctp anga crioB 1 3Hak «+» AN Ynucen yctaHasnmBaeT donar ans cooTseT-
CTBYHOLLEN NPUBUMETNU, HUXKHUA PEFNCTP N 3HAK «-» CHUMAET ero.
usercaps <IMIOJIL30OBaTEJbL> BblBOAUT BCe npuemunerum none3oBarens,
usercaps -L <momnb3oBaTesib> WIN usercaps -M <nomb3oBaTenbk> BbIBOAAT TOSb-
Ko Linux- unn Tonbko PARSEC-npusuneruu.

Onuuun npuseaeHsbl B Tabnuue [27]
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Tabnuuya 27
Onuwms OnucaHue
-d, —-delete Yoanute CTPOKY Nonb3oBaTens u3 canna npMesunerni
-z, ——zero CbpocuTb BCe NpMBMIErAM MOMb30BaTeNs
-f, ——full MpuceBouTb BCE BO3MOXHbIE NPUBUIIErMN NONb30BaTENHO
-1, --linux M3ameHnTb Linux-npusunernm nonb3oBaTens
-m, ——-parsec UameHnte PARSEC-npuBunerum nonb3oBaTens
-L, --Linux BbiBECTU CNUCOK BO3MOXHbIX Linux-npueunerum
-M, --PARSEC BbiBecTu cnucok Bo3amoxHbix PARSEC-npusunerni
-n, -—numeric | BbiBeCcTn npusunernn B wectHaguarepuyHom dopmaTte
-h, --help BbiBECTM cnpaBKy U BbIATH
-v, --version | BbiBeCTU MHGOPMALNIO O BEPCUM U BBINTH

4.16.2. execaps

CuHTakcuc:
execaps [-v, —--version] [-h, —--help] [-c,--capability (npuBunerum)] [--]
KoMaHmOa

KomaHaa execaps MOXET ObITb MCNONb30BaHa aAMUHUCTPATOPOM AN 3anycka npouecca
C OAHOBPEMEHHON yCcTaHOBKOW BbibpaHHbIx PARSEC-npusunermn.
execaps —-C <BEKTOp OpuBUIIEerumn> -- <OporpaMMa U €e apryMEeHTHD>

[MpuBunernn 3agaroTcs B BUAe Yymcna — 6utoBon Macku (Kak npaeBuno, B LWecTHaguaTepuy-

HoMm Buae). CooTBeTCTBUE OTAENbHbBIX OUT NONMHOMOYNAM NPUBELAEHO B man parsec_capset.

Mpumep
echo 1 | sudo tee /parsecfs/unsecure setxattr
sudo execaps -c¢ 0x1000 -- tar --xattrs

--xattrs-include=security. {PDPL,AUDIT,DEF AUDIT} --acls -xzf
backup.tar.gz -C /

echo 0 | sudo tee /parsecfs/unsecure_setxattr

echo 1 | sudo tee /parsecfs/unsecure_setxattr
sudo execaps -c 0x1000 -- sudo rsync -a --xattrs --acls /backup/ /

echo 0 | sudo tee /parsecfs/unsecure_ setxattr

ByneT 3anyLueH npoLecc BOCCTAHOBIEHMS U3 PE3EPBHON KOMWUMU C YCTAHOBIEHHOW NPUBU-
nerven PARSEC_CAP UNSAFE_SETXATTR.

Onuuun npuseaeHsbl B Tabnuue [28]
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Taobnuuya 28
Onuwms OnucaHue
-c, —-capability YCTaHOBUTL NpuBUAErnm
-f, --force BbizBaTb nporpammy, gaxe ecnv He yoanocb YCTaHOBUTb NPUBMIErnm
-h, --help BbiBecTu cnpaBky 1 BbIATH
-v, —--version BbiBeCTM MHOPMALINIO O BEPCUN U BBINTU

4.16.3. pscaps

CuHTakcuc:
pscaps <pid> [-v, --version] [-h, --help] [mpelcTByomyue NDOIIHOMOUUS

[pa3pemeHHEEe NOJIHOMOUMSA [HACJIeOYyEeMHEe IIOJIHOMOUUsS] ] ]

Ecnun B kKayecTBe aprymeHTa ykasaH TONbKO naeHTudmnkaTop npouecca pid, To komaHaa
pscaps nokasbiBaeT Habop PARSEC-npusunerni (ykazaHHbIx B Buae GUTOBbLIX Macok npusure-
rmn) npouecca.

Mpwn ykasaHun ¢ KomMaH4oM BUTOBBLIX MAacoK NpUBUMErni (B AECATUYHOM UK LWeCTHaaua-
Tepu4yHoM BuAeE) ByayT naMeHeHbl NpuBUNernn npouecca pscaps. B aTom cny4vae B kadyectse
3Ha4eHNa pid JOMKHO BbITh yKadaHo «0» nnu naeHTUdKUKaTop npouecca pscaps.

OnucaHue onuuin npuseaeHo B Tabnuue 29

Tabnunua 29
Onuwms OnucaHue
-h, --help BbiBECTU cnpaBKy U BbIATH
-v, —--version | BblBECTU UHOPMALUIO O BEPCUM U BLINTH

4.17. ManpgaTtHoe ynpaBneHue goctynom B CYB[l PostgreSQL

B kavectBe 3awmuweHHon CYB[ B coctaBe OC ucnonb3yetca CYB[ PostgreSQL, nopa-
©oTaHHada B COOTBETCTBUM C TpeboBaHneM nHterpaumm ¢ OC B 4acTu MaHAATHOrO ynpaBneHus
AOCTYNOM K MHdopMauumn 1 cogepxawas peanusauuto AlN-mogenun ynpaeneHusi 4OCTYNOM U
MHOPMAaLMOHHLIMK noTokamu. [aHHas [-mogenb onucbiBaeT BCe acnekTbl ANCKPELMOHHO-
ro, MaH4aTHOrO U POSIEBOrO ynpasBreHnsa OCTYNoM ¢ y4eTom 6e30nacHOCTU MHAPOPMALMOHHbIX
MOTOKOB.

BHUMAHUE! [I-mogenb B PostgreSQL paboTtaet Tonbko npu HactpoeHHom B OC
MexaHM3Me MaHOaTHOro ynpaeneHust 4oOCTYMNoM.

B ocHoBe mMexaHn3mMa MaHOaTHOro yrnpasneHust 40OCTYNOM NEXUT ynpaBneHne oCTyrnoM
K 3awmuaemMmbim pecypcam B[l Ha OCHOBE nepapxmyecknx n Hemepapxmyeckmx MeTOK A4ocTyna.

370 NO3BONSIET peann3oBaTb MHOrOYPOBHEBYHO 3aLLUUTY C obecneyeHnem pasrpaHuyeHunst 4ocTyna
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nosib3oBartenen K sawuiaemoiM pecypcam Bl n ynpaBneHne notokamm nHpopmauuun. B ka-
YecTBe Mepapxuyecknx U Hemepapxmdeckmx MeToK gocTtyna npu ncrnons3osaHun CYBL B OC
ncnonbayTca MeTkn 6esonacHoctn OC.

CYB[, PostgreSQL He umeeT cOBCTBEHHOrO MexaHn3Ma Ha3HayYeHus, XpaHeHUss 1 Moau-
domKauum MeTOK nornb3oBaternen n NCnonb3yeTt Ansa 3Toro MexaHmsmol OC.

CornacHo [lNM-mogenu B 4acTn peanuaauun MaHgaTHOroO ynpasneHnsa JOCTYNOM JOMNOMHU-
TenNbHO K KnaccudukauMoHHON MeTKe BBOOAMTCS MOHATUE CYLLIHOCTEN-KOHTEMHEPOB (CYLLLHOCTEWN,
KOoTopble MOryT cofepxaTtb Apyrue cywHoctn). na 3agaHus cnocoba goctyna K CyLHOCTAM
BHYTPU KOHTENHepoB ucnonb3yetca maHgaTtHbin npmusHak CCR (Container Clearance Required).
B cny4ae korga oH yCTaHOBIEH, OCTYN K KOHTENHEPY M ero CoAep>XMMOMY onpeaensaercs ero
KnaccugurkaunmoHHON METKOM, B NPOTUBHOM Cllydae AOCTYN K COAepXXMMOMY paspelueH 6e3 ydeTa
YPOBHS1 KOH(PNOEHUMANBHOCTN KOHTENHEpPA.

B kauyecTtBe rmaBHOro KoHTenHepa BblIOpaHo TabnmyHoe NPOCTPaHCTBO pg_global, KOTO-
poe co3faeTcs O4HO Ha knacTtep 6a3bl JaHHbIX. Takum obpasom, Knactep ABAsSeTCA COBOKYMHO-
CTbto ponewn, 6a3 gaHHbIX N TabnMYHbIX MPOCTPAHCTB.

BHUMAHMUE! [1[1-mogent HaknagbiBaeT orpaHuyYeHne Ha KracCcuuKaunoHHYo METKY
CYLLLHOCTMU: MeTKa CYLLHOCTU HEe MOXET MpeBbllaTb METKY KOHTEMHEpPA, B KOTOPOM OHa coaep-
Xutcd. Takmm obpasom, A48 HazHavYeHUs KnaccuguKaLMOHHbIX METOK AaHHbIM CHavana gOSTKHbI
ObITb NOCNefoBaTeNbHO 3aaHbl MakCMMarbHble KnacCuUKaLMOHHbIE METKM COOTBETCTBYHOLLNX
KOHTENHepOoB: knacTtepa, 6a3bl AaHHbIX, TABNNYHOIro NPOCTPAHCTBA, CXeMbl U TabnNuubI.

B pensunoHHOM Moaenu B KadyecTBe CTPYKTYpbl, obnagatowen metkorm 6esonacHoCcTy,
€CTEeCTBEHHO BblIOpaTbh KOPTEX, NMOCKOMNbKY MMEHHO Ha 3TOM YPOBHE AeTanm3aumm OCyLLecTB-
nalTCcs onepauumn YteHus/3anncu nHgopmauum B CYBL. MNpn 3TOM, MECTOM XpaHEHUSI METKU
6e3onacHOCTM MOXET BbITb BbIbpaH TONbKO CaM KOPTEX — TONbKO Tak MeTka 6esonacHocTu byaert
Hepa3pbIBHO CBsi3aHa C JaHHbIMU, cogepXawmmuca B koptexxe. Kpome atoro, meTtka 6esonac-
HOCTM TaKkxke MOXeT ObITb onpeaeneHa Anga Takmx o6bekToB B[], K KOTOPbIM NPUMEHMbI BUAbI
AOCTyNa Ha YTeHne/3anncb AaHHbIX, 8 UMEHHO: Tabnuubl n BUuAbl. B aTom cnyyae metkn 6esonac-
HOCTM OGBEKTOB pacnonaratTcsi B 3anmcu CUCTEMHON Tabnuubl, HENOCPEACTBEHHO ONUCLIBAIOLLEN
3almaemMblii OObEKT.

B kayecTBe MHOXeCTBa CyLLHOCTEN (MPOCTbIX CYLLHOCTEN N KOHTEMHEPOB) C 3a4aHHON Ha
HEM MepapxXnU4eCcKon CTPYKTYpOM pacCMaTpuBalTCa Hocsawme nogobHbIn xapakTep o6bekTbl pens-
LUWOHHbIX 6a3 gaHHbIX, npumeHsieMmble B CYB[] PostgreSQL. MNpu aTtoMm, nockonbky 3anncu 6asbl
AaHHbIX cogep)XaT B CBOEM COCTaBe YpOBEHb KOHMAEHUNANbHOCTU — OHM paccMaTpuBaroTCcs
B MOAenun B KadecTBe 0OBLEKTOB, a cogepalme nx Tabnuubl, COOTBETCTBEHHO, — B KayecTBe

KOHTEMNHEPOB.
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CuctemMHbIn KaTanor (MeTagaHHble) paccMmaTpMBaEeTCA Kak camocTtoaTensHas bll, pea-
nn3soBaHHaga ¢ nomowbio cpeacts CYB/M. Mpu atom, Bce onepauumn ¢ aton B[] ocyuectensatoTcs
nmnbo ¢ NOMOLLbLIO crneumanbHbIX KOHCTPYKUMA si3blka 3anpocoB SQL, nnbo npusunierMpoBaHHbIM
nonb3oBaTenem B creynanbHOM pexume. Takum obpasomM, MaHAaTHOE ynpasneHue 4oCTYnoM
npumeHsieTcs ko BceM obbekTam BLl. MeTkn 6e30nacHOCT CUCTEMHBIX 06BLEKTOB pacnonaratTcs

B 3anucsix Tabnuu, CUCTEMHOro Kartanora, HenocpeacTBeHHO onmcbiBatoLWnX 3awuwaemMbli O6bEKT.

4.17.1. NMopaaok npMMeHeHMA MaHAATHbIX NpaBus ynpasBreHUsa A0CTYNOM

Tak Kak MaHgaTHOEe yrnpaBreHne AOCTYNOM MOXET ObiTb onpeaeneHo ToNbKo ANs BU-
AOB OOCTyMna Ha YTEHWE M Ha 3anucb MHdOpPMaLMN, BCE MHOXECTBO onepaunin ¢ aHHbIMU B
3awmuaeMblx obbekTax NpMBOAMTCH K HUM criegyrowmm obpasom:

- INSERT — [OCTYN Ha 3anuc;

- UPDATE, DELETE — nocriegoBaTefibHoe BbINOfIHEHME [OCTYyMNa Ha YTEHWe U 3anucb

MHdOpMaLnK;

- SELECT — OOCTYyn Ha YTeHue.

Mpun obpawieHnn nonb3oBatensa k B onpegensatoTcs ero AONyCTUMbIM AMana3oH Me-
TOK U HAbop cneumanbHbIX MaHAaTHbIX aTpubyToB. ECcnn nonb3oBaTento He NPUCBOEHa MeTKa
©e30nacHOCTU, TO OH MOJSTy4aeT Mo YMOMYaHUIO HyNeBYHO METKY 6e30nacHOCTN, COOTBETCTBYIO-
LLYIO MUHUMarNbHOMY YPOBHIO JocTyna. MakcmanbHast meTka 6e3onacHoCTy onpegensieTcs no
3agaHHoun npu pernctpaumm nonb3oartenda B OC. Nockonbky cepep Bl Takke MOXeT UMETb
MEeTKy 6e30nacHOCTU, Npu NpeBLILLEHN METKM 6e30MacHOCTU nonb3oBaTens MeTkn 6esonacHo-
CTW cepBepa eMy ByayT paspelleHbl TONbKO onepauun YTeHna. Tekylas meTka 6e3onacHoOCTU
nonb3oBaTens onpegenseTcs no yCTaHOBIEHHOMY COEAMHEHUIO N MOXET ObITb yCTaHOBMNEHA B
npegenax ero 4OonycTMMOro guManasoHa MaHAaaTHbIX aTpubyTOB Npy HaNMMYnMM COOTBETCTBYIOLLIEN
NPUBUIIETNMN.

MpumeHeHne mangaTHblx MNP ocywecTBnsieTcs Ha ypoBHe focTyna K obbektam B n Ha
YPOBHE OOCTyna HENOCPEACTBEHHO K AaHHbIM (Ha YpOBHE 3anncen).

lMpoBepka MaHOaTHbLIX NpaB 4OCTyna kK 06bekTaM OCyLLeCTBNAETCS OOHOBPEMEHHO C
NPOBEPKON ANCKPELIMOHHLIX NMpaB AOCTyna K HUM, nocre pasbopa u NOCTPOEeHMs NnaHa 3anpoca,
HenocpeacTBEHHO Nnepea ero BbINOSIHEHNEM, Korda onpeaeneHbl Bce Heobxoaumble ans npoeep-
K1 faHHble N npoBepsieMble 06beKTbI. Takum 06pasom, 4OCTYN NpeoCTaBnsETCHA TOMNbKO Npu
OLHOBPEMEHHOM CaHKLMOHMPOBaHUM anCKpeLmoHHbIMuU MNP/,

lMpoBepka MaHOaTHbIX NpaB AOCTyMNa K 3annucsam Tabnuu OCyLLECTBNSETCA B npoLecce
BbINOSTHEHNSA 3anpoca Npu nocrneaoBaTenbHOM UM UHAEKCHOM CKaHMPOBAHUM OaHHbIX.

Bce 3anucu, nomewaemble B Tabnumubl, A5 KOTOPbIX YCTAHOBMEHA 3alumMTa Ha YPOBHE
3anucen, HacnegyT TEKYLLYO METKy 6e3onacHocTu nonb3oBatens. O6HoBNsAeMble 3anmcu co-

XpPaHAKT CBOKO METKY ©e3onacHocTu npn M3MeEHEHUN. D,OCTyI'I K cywecTByrLnMm 3anmcqam u
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BO3MOXXHOCTb UX OGHOBINEHUS 1 yoaneHunsa onpegenarnTca YCTaHOBNEeHHbIMXA MaHAaTHbIMU NpaBu-

JTaMin.

Ona aaMUHUCTpaTopa b npeaycMoTpeHbl CUCTEMHbIE NpuBUnnermm ATHOPUpPoBaHUA MaH-

AaTHOro ynpaerieHnst 4OCTYNOM, TOMbKO TakMM 06pa3oM MOXHO MPOM3BOAUTL perfiaMeHTHbIe

pabotbl ¢ B[] (Hanpumep, BOCCTAHOBIEHME PE3EPBHOM KOMMM), T. K. 3TO TPeOYET YCTAaHOBKM METOK

OaHHbIX, COXpPaHEHHbLIX paHee.

[Ons HacTponkn paboTbl cepBepa C MaHOaTHbIM YynpaBreHnemM LOOCTYNOM CcCylie-

CTBYET pPsf KOHUIypauMOHHbLIX NapamMeTpoB, yKasblBaeMblX B KOHurypaumoHHoMm dansne

postgresql.conf KOHKPETHOrO KnacTepa AaHHbIX (Tabnuua [30).

Tabnwunua 30

MapameTp

OnucaHve

ac_ignore_server_maclabel

Onpepensert, 6yoet nu cepeep CYBL AONONHUTENBHO UCMOSb-
30BaTb CBOK MeTKy 6esonacHocTu (MeTKky 6e3onacHocTu norb-
30Barens postgres) Npu onpegeneHnn npae nofb3oBaTens Ha
3aHeceHue, yaaneHne n mogmdukauuio AaHHbIX Unn Het. Ecnu
3TOT NapameTp yCTaHOBreH B FALSE, TO MeTka 6e30nacHoCTu
cepBepa ncnonb3yeTcst Ans OriokMpoBaHns 3aHeceHust B B uH-
dopmMaumm ¢ meTkon 6e3onacHOCTU, NpeBbILAaoLLEN METKY 6e3-
onacHocTtu cepBepa. Ecnn aToT napameTp yctaHoBneH B TRUE,
TO MeTka 6e30nacHOCTU cepBepa He y4nTbiBaeTCs

ac_ignore_socket _maclabel

Onpegengert, oynet nu cepeep CYB[ ncnonb3oBatb MeTKy 6e3-
onacHoCTM Bxoasiero coeamHeHns. Ecnn aToT napameTp ycTa-
HoBMneH B FALSE, TO MeTka 6e30nacHOCTM BXOASLLIEro coeanHe-
HUS ByOEeT yuuTbIBATLCA MU ONMpeaeneHnn MakcumarnbHOW Ao-
CTYNHOM METKM 6e30MnacHOCTM Ceccum, U nocrne NoakYeHns
OyaoeT QocTyrnHa ToNbKo MHAOpPMaUMs ¢ METKON 6e30MacHOCTMH,
He npeBblwatoLen MeTky 6e30nacHOCTM BXOOALLEro coeanHEHUS.
Mpwn ycTaHoBKe 3TOro NnapameTpa B TRUE MeTku 6e30nacHOCTM ce-
aHca OyayT onpeaensaTbCs MakCMMarnbHOW MeTKon Ge3onacHoCTH
nonb3oBarens, nony4eHHon n3 OC

ac_ignore_maclabel

O6ecne4ymBaeT BO3MOXHOCTb paboThl ¢ 62301 B peXMMe OTKIH0-
YEHHOro MaHAaTHOro ynpasneHus goctynomM. Ecnv gaHHbIn na-
pamMeTp yCTaHOBMEH B 3Ha4yeHne TRUE, TO MaHgaTHble aTpubyThbl
nonb3oBaTens He 3anpalwmBalroTcs, MeTka 6e3onacHoCTU cec-
CVM yCTaHaBNMBaeTCH HYNEeBOW BHE 3aBUCUMOCTU OT 3HAYeHUS
ac_ignore_socket_maclabel. MeTka 6e3onacHOCTU cepBe-
pa NpMHMMAaeTCs HyNeBoW BHE 3aBUCUMOCTU OT 3HaYEeHUs napa-
MeTpa ac_ignore_server_maclabel
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MapameTp

OnucaHwne

ac_enable trusted_owner

OnpepaensdeT, MoryT nu Bnagenblbl 06bEKTOB Ha3Ha4aTh Npaea
Ha AOCTYN K HUM ApyrMm nosnb3oBatenam. Ecnun atot napameTtp
yCTaHoBMNeH B 3HayeHne FALSE, TO NpaBO Ha3Ha4yaTb NpaBa Ha
AOCTyn K NobbiM o6bekTam B[] MeloT Tonbko cynepnonb3oBaTe-
nn. OTo NpeaoTBpaLlaeT HEKOHTPONIMPYEMOE pacnpocTpaHeHne
npas Ha A4ocTyn K MHdopmaumm. Ecnmn aToT napameTp ycTaHoB-
neH B TRUE, TO, KpOMeE Cyneprnonb3oBaTenen, Kaxablin Bnagenew,
obbekTa MOXET HasHavaTb NpaBa Ha AOCTYN Morb3oBaTenen K
«CBOEMY» OOBbEKTY

ac_enable grant options

OnpegensieT, MOryT N ponu nepegasatb npaBa Ha [OCTynN
C napameTpom WITH GRANT OPTIONS ppyrum ponam. Ec-
M ac_allow_grant_options yctaHoBneH B FALSE, TO
3anpellaeTca Ucnonb3oBaTb KOomMaHAy GRANT c npuBuneru-
e WITH GRANT OPTION. Ecnu y ponu ecTb npuBunerns
GRANT OPTIONS M ac_allow_grant_options = false, TO
nepegada npae goctyna ApYyruM ponsaM Takke 3anpeLlaeTcs.
N3baTtne (REVOKE) npuBunerun GRANT OPTIONS paspellaercs
Bceraga

ac_enable_admin_options

Onpepenset, MOryT N1 ponu nepegasaTb NpPaBoO YreHCTBa po-
nu gpyrum ponam. Ecnv ac_allow_admin_options yCTaHOB-
neH B FALSE, TO 3anpeLiaeTcsa UCnonb3oBatb GRANT C NpuBK-
nerve WITH ADMIN OPTION. Ecnun y ponu ecTtb npusuneruns
ADMIN OPTIONS U ac_allow_admin options = false, TO
nepefaya npas YneHcTsa APYrMM porisiM Takxke 3arnpeLlaercs.
N3bsaTue (REVOKE) npuBunern ADMIN OPTION paspellaeTtcs
BCeraa

ac_enable_ truncate

BnokupyeT (FALSE) unu pasonoknpyeT (TRUE) BO3MOXHOCTb Bbl-
NONMHEHNs1 KoMaHabl TRUNCATE

ac_enable_ sequence_ccr

Mpwn ycTaHoBKe 3TOro napameTpa B TRUE pa3speluaeTcs Ucnosb-
3o0BaHue npusHaka CCR gns nocnepoBatenbHOCTEN aHaNorm4yHo
Tabnvuam 1 Bugam, B NpoTMBHOM criydae npusHak CCR ans
nocregoBaTeNibHOCTEN CHATAETCS BCErda YCTaHOBMEHHbIM

ac_enable dblink mac

Ecnu napameTp KoHdUrypauum yctaHoeneH B TRUE, paspeLlaeT-
csl ucnonb3oBaHue dblink U BHELWHUX Tabnuy FOREIGN TABLE
B YCMOBUSIX MaHAATHOIO yrnpaBrieHns JOCTYNoM

ac_auto_adjust macs

Ecnn napameTtp koHdurypaumm yctaHosneH B TRUE, paspeLua-
€eTCs aBToMaTn4yeckas yCcTaHOBKa METOK KOHTenHepoB. [Npume-
HAETCA NpU BOCCTAHOBNEHUU Pe3epBHbIX KOMUW, CO30aHHbIX B
npeablaywmx sBepcuax CYB[

ac_enable copy _to file

Brnokupyet (FALSE) unu pasbnokupyeT (TRUE) BO3MOXHOCTb Bbl-
NorHeHnst KomaHabl COPY C BbIBOAOM pe3ynbraToB B haun, Ao-
CTynHbIN cepBepy CYB[
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OkoHyaHue mabnuubl 30

MapameTp Onuncanue

Bpemsi xun3Hn B cekyHaax nHdopmaumm o npuBuniernax nonb3o-
BaTensa nogcmctemMbl 6e3onacHoctn PARSEC (onpegensiet Bpems
YKMU3HN K3MpoBaHHOM MHdpopmaunmn o PARSEC-npusunerusx
ac_caps_ttl nosnb3oBaTens; yMeHbLUEHNE 3HAYEHMS NPUBOANT K YBEITMYEHUIO
yncna obpalueHuii cepeepa CYB[, k nogcucteme 6e30nacHOCTU
PARSEC un kak cnegctBne — K CHUXEHUO NpOon3BoaUTENbHOCTH
cepepa CYB[)

Ecnu yctaHoeneH B TRUE, AobaBndeT B XXypHan cepeepa oTna-
O0YHYO MHopMaLno 0 paboTe MEXaHN3MOB 3aLUUThI

ac_debug_print

[nsa 6onee rmbkon HacTporikn cepeepa CYB[] paclumpeH cnHTakcmc KOHUrypaumoHHOro
¢danna pg_hba.conf napamMeTpoM ignore_socket_maclabel. [JaHHbIN napameTp MOXET
ObITb yKa3aH nocne MeToaa ayTeHTudukauuu.

MapameTp ignore_socket_maclabel=1 no3BONSiET Nonb3oBaTeNsiM NOAKNKYATLCSA
k 6a3am gaHHbIX C UTHOpUpoBaHMEM MeTKM 6e30nacHOCTM cokeTa coeanHeHnd. Ecnu aToT na-
pamMeTp He yKa3sblBaeTCs B KOH(UrypaLMoHHOM dpainne pg_hba.conf nnu yctaHoeneH B 0, TO
UrHOpMpOBaHMe MeTKM 6e30NacHOCTN COKeTa 4151 3TOro NOAKMIOYEHUSA HE NPOUCXOOUT.

B OC kaxabin nonb3oBaTenb MOXET MMETb MHOXECTBO METOK 6e30nacHOCTH, KOTopoe
3afaeTcs MMHUMarnbHOM U MakcMmarnbHOW MeTkamu 6e3onacHoCTu ananasoHa. Ytobbl nogaep-
xaTb 3Ty mogenb B CYB[] PostgreSQL kaxxgon ceccumn nonb3oBaTtensd HasHavyarTCca TPU METKU
6e3onacHOCTM: MakcMmarbHas, MMHUMarnbHasa u Tekywas. VX HavanbHas nHuumManusaumnsa ocy-
LLLeCTBIISAETCH MO criegyowemMy anropuTtmy:

1) nocne nNpoxoXxaeHus nonb3oBaTenem CTaHAapTHOW npoueaypbl ayTeHTMdUKaLMK cep-

Bep cuntbiBaeT n3 OC 3HaYeHns MakCumMarnbHOM N MUHMMAaNbHON METOK BGe3onacHOCTH

nonb3oBaTens U NPUHUMAET UX Kak MakCMMarbHY 1 MUHUMArbHY MEeTKM 6e30nacHoCTu

ceccun. Npn aTom, ecnu 3anncb 0 MeTkax 6e3onacHoOCTM ANs Nonb3oBaTtens He Hange-

Ha, TO MakcumarnbHasi 1 MMHUManbHas MeTkn 6e30MacHOCTU NPUHUMAKOTCS PaBHbIMU

Hynto. CnegoBaTtenbHO, NOMNb30BaTENW, 3aperncTpupoBaHHble Torbko B cepBepe CYB[

PostgreSQL u He nmetowwme yyetHom 3anmcm B OC cepBepa, Bcerga MMeT MUHUMAarbHbIN

YpOBEHb A0CTyna K MHopmauuu;

2) ecnv napameTp KoHdurypaumm ac_ignore_socket_maclabel ycTaHOBNeH B

FALSE, cuMTbiBaeTca MeTka 6e30nacHOCTM BXOOSLEro COEANHEHUS, U, €CrlN OHa Mo-

nagaet B AManasoH MeToK 6e3onacHoCTn, cumTaHHbIX M3 OC, To MakcMmanbHas MeTka

6e3onacHOCTU ceccun yCTaHaBNMBAETCS pPaBHOM MeTKe 6e30nMacHOCTM BXO4sLEro coeau-

HEeHWs;

3) ecnu napamMmeTp KOHUrypaumm ac_ignore_server _maclabel ycTaHOBMNEH B

FALSE, TO cuMTbiBaeTca MeTka 6esonacHoCcTn cepBepHOro npouecca un, ecrim oHa HecoB-
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MeCTMMa C MakCUManbHOM METKOM 6e30nacHOCTN Ceccum, TO NPoLEecc ayTeHTMdMKaunm

npepbliBaeTcs;

4) TekyLlen MeTkon 6e3onacHOCTN Ceccum CTaHOBUTCA MakcuMmarbHasi MeTka 6esonacHo-

CTU CChOPMUPOBAHHOIO TakumM 06pa3oM AnanasoHa.

Ecnn Ha ntobom 13 3Tnx 3TanoB BO3HWKAET CUTyaLMsi C HECOBMECTUMOCTbIO METOK 6e3-
ONacHOCTU UK BbIXOAOM 3a npeaenbl AnanasoHa, TO npouecc ayTeHTUdMKaLmMm KnneHTa npepbl-
BaeTcs n goctyn Kk B 6nokmpyeTtcs.

Ecnn nonb3oBaTenb MMmeeT MaHO4aTHbIM aTpUbYT ac_capable_setmac, TO OH MOXeET
N3MEHATb CBOKO TEKYLLYIO METKY 6e30nacHOCTM B Ananas3oHe OT MUHUManbHOW A0 MaKCUMarnbHOW.

CYB[ PostgreSQL npegocTtasnsieT nonb3oBatensimM BO3MOXHOCTb CO34aBaTb OYHKLNN
(v, cnepoBaternbHO, TpUrrepbl), ykasbiBasi Npyn 3TOM, OyayT N OHW BLINOMHATLCA C YPOBHEM
AOCTyna nonb3oBaTtens, NPSIMO UIM KOCBEHHO BbI3BaBLLEro PyHKUMIO (SECURITY INVOKER), Unu
C YPOBHEM [0CTyna nonb3oBaTternsi, co3aaBLuero aTy yHkumo (SECURITY DEFINER). [Mpu aToM
B NOHATUE «YPOBHS OOCTYyNa» BXOAAT KakK OUCKPEUMVOHHbIN YPOBEHb AOCTYNA, Tak U MaHAATHbIN,
KOTOpbIM B AAHHOM Cllyyae ornpeaenserca TekywmMMmn MaHgaTtHeiMu aTpubytamm nonb3osatens
CYB[, Bbi3BaBLUErO UM CO3aaBLUErO PYHKLMNIO, COOTBETCTBEHHO. [Mpn 3TOM MeTKn 6e3onacHoCcTH
TeKyLLen ceccum nonb3oBaTternsi, Bbi3BaBLLEro (OYHKLNIO, HE N3MEHSAIOTCS.

Mpn aToM cneayeT y4nTbiBaTh, YTO:

1) npw onpegeneHun oyHKUMM Kak SECURITY DEFINER OHa GyaeT Bceraa Bbi3blBaTbCA

C NepeycTaHOBKOW MaHAaTHbIX aTpubyToB Ha aTpnbyTbl CO34aBLUErO ee Nonb3oBaTens;

2) npwu onpegeneHnn pyHkuMm Kak SECURITY INVOKER OHa Bcerga byaet BbIMOfHATLCA

6e3 n3MeHeHNsa TeKyLero 3Ha4yeHnsa MaHaaTHbIX aTpubyToB;
3) npw BbI3oBe PYHKUMN B Ka4yeCTBe Tpurrepa BbIMOMHAKTCA crieaylowme npasuna B
AOMNOMHEeHne K yKasaHHbIM:
- nepea BbI30BOM B KayecTBe Tpurrepa BctpoeHHon B CYB[ hyHKUMN K TeKyLmum
MaHaaTHbIM atpubyTtam Bcerga gobasnsoTca donarn ac_capable ignmaclvl u
ac_capable_ignmaccat, 4TOBbl 06ecnevnTb NOMHOLEHHYO MPOBEPKY CChINTOYHOM
uenoctHocTn B;
- nepes BbI30BOM B Ka4eCTBE Tpurrepa He BCTPOEHHON PYHKLUMM B Ka4eCcTBe TeKyLLUX
MaHaaTHbIX aTpubyTOB BCerga ycTaHaBNMBalTCA MaHAaTHble aTpubyThbl NOMb30Ba-
Tens, 3anycTMBLUEro JaHHYK Ceccuio (coeamnHeHune) (T. e. Nonb3oBaTens C MMEHEM
SESSION_USER). 3TO Heobxoanmmo, 4Tobbl NpegoTBpaTuTb nonyyeHne oyHKumen-
TPUIrepOM MNoSb30BaTeNs C HA3KUM YPOBHEM A0CTYNa BbICOKMX MPUBUNETAA B Criyvae
KackagHoro Bbl30Ba TPUITepoB.

lMocne Bo3BpaTta ynpaBneHus n3 pyHKUUM 3HAYEHNA TEKYLLUMX MaHOATHbIX aTpubyToB

BCerga BOCCTaHaBIIMBaKOTCA B UCXOOHbIE ()J,O Bbl30Ba d)yHKLl,I/II/I) 3Ha4YeHuA.
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DYHKUUKM, HaNUCaHHbIE Ha A3blKkaxX HU3KOr0 YPOBHS, NOCME MX NOAKITHOYEHUS UMEKOT MOos-
HbI/ JOCTYN KO BCEM BHYTPEHHUM CTpyKTypam cepBepa CYB[ PostgreSQL 1 moryT npon3BonbHO
nx mogmduumpoBatb. Kpome 3TOro, NOCKOSbKY OHW BbIMOMHAKTCA B paMkax npolecca cepeepa,
OHM MMEKT COOTBETCTBYKOLWME NpaBa gocTtyna k obbektam OC B cpene yHKLUNOHMPOBAHUS
cepBepa. MIMeHHO NO3TOMY NpaBa Nosfb30BaTens postgres, No4 KOTOPLIM 3anyckaeTcs CepBep,
HeobXoAUMO CBECTU K HEOBXOAUMOMY MUHUMYMY, MUHYSI KaKOU-ITMBO KOHTPOSIb C €ro CTOPOHbI
(BkNtOYasa Tekylne MaHgaTHble aTpubyThl).

lMockonbky B npouecce paboTbl ¢ AaHHbIMK B CYB[] BO3MOXHO M3MEHEHMNE OpraHn3aLmnm
NX XpaHEHUsI MYTEM U3MEHEHNS cxeMbl 00bEKTOB B[] (MeTagaHHbIX), K MO4OOHbLIM onepauusm Tak
xe npumensitotes MPL.

Mopgudumkaumsa metTagaHHbIX BO3HUKAET Kaxabli pa3 npyu u3aMeHeHuu cTpykTypbl B, 4To
BKNtOYaET B cebsa cosgaHmne, moamndumkauuio n yganeHne oobektos BlI.

Tak Kak HekoTopble AencTBUs Hag obbekTamu B MOryT BMMATL Ha XpaHALWMECS B HUX
AaHHble (Kak npaBuIo, Mmoandukauma nnm yganeHme obbekta nnm ero 4actu), npy UCNonb3oBaHMm
MaHLAaTHOro ynpasneHnsa OCTYNOM K AaHHbIM 06bekTa HEOOXOAMMO pasrpaHnYMBaTh M OOCTYN K
N3MEHEHNI0 METAAaHHbIX B YaCTK, OTHOCALLIENCS K 3TOMY OOBEKTY.

AHanorn4yHo onepauusimM ¢ AaHHbIMWU: AenUcTBUA ¢ ob6bektamun B oomkHbI ObITb NpMBe-
AEHbl K Buaam OOCTyna Ha YTeHue 1 Ha 3anncb MHdopmaumm Ona BO3MOXHOCTU NMPUMEHEHUS
K HUM maHgaTHbiX MNMPO. Bce MHOXeCTBO onepauunn ¢ MeTagaHHbLIMU MOXET ObiTb NPUBELAEHO
cnegyowmm obpasom:

- CREATE, ADD — AOCTYN Ha 3anucb;

- ALTER, DROP — nocriegoBaTtefibHOe BbINOSIHEHWE JOCTYNa Ha YTeHWEe U 3anncb UHOpP-

Mauuu;

- ucnonb3oBaHne nnu obpauleHne Kk obbekTy B apyrx SQL-komaHgax — OOCTyn Ha

YTeHue.

lMpoBepka MaHAaTHbIX NpaB A4OCTyNa K MeTafgaHHbIM OCYLLECTBIISAETCA OAHOBPEMEHHO C
NPOBEPKON ANCKPELMOHHBIX NpaB AocTyna K HAM nocne pas3bopa u NoCTpPoeHus nnaHa 3anpoca
HenocpenCcTBEHHO Nepen ero BbINONHEHMEM, KOrda onpeaeneHbl Bce Heobxoaumble Ansi NpoBep-
K1 JaHHble N NpoBepsieMble 06beKTbI. Takum ob6pasom, 4OCTYN NpefoCTaBseTCsa TOMNbKO Mnpu
OOHOBPEMEHHOM CaHKLUMOHUPOBAHUM ANCKpeunoHHbiMu MNPL.

HekoTopble onepauun Hag o6bekTaMun, Takne kak DROP Bcero oobekta nnm ero cronbua
n TRUNCATE BnekyT 3a coboun yaaneHue gaHHbiX. B cnyyae 3awmTbl meTkamu 6e3onacHoOCTuU
3anucen obbeKTa CyLLECTBYIOT OrpaHNYEHUS Ha BbINOSTHEHME 3TUX ONepaLni.

Onepauun yaaneHnst HEBO3MOXHbI MPU HANN4YMM pasHbiX METOK 6€30MacHOCTM Ha 3anucsix,
T. K. onepaumsi (PUMEHSIETCS KO MHOXECTBY CTPOK. OTO CBA3aHO C TeM, YTO onepauus yaaneHus

MHTEPNPETUPYETCA KaK rnocrieaoBateribHoe npenocraBsneHne ocrtyna Ha YTeHne n Ha 3anuchb,
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YTO BO3MOXHO TOSIbKO NPWU paBeHCTBE METOK 6e3onacHoCcTn cybbekTa n obbekTa. B cnyyae, korga
CTPOKN UMEIOT pasHble METKM 6e30MacHOCTU, JaHHOE YCMOBME BbINOMHUTLCA HE MOXET.
Onepauus yaaneHns AOCTyMHa TOMbKO ANS agMUHUCTpaTopa 1 nonb3oBatenen, obnaga-

WX npueBunernamm UrHopnpoBaHnA MaHgaTHOro ynpasrieHnAa AOCTYMNOM.

4.17.2. CpenctBa ynpaBneHna maHaaTHbimu MNP k o6bektam Bl

Ons ynpasnenua mangatHoeimu MNP k o6bektam B CYB[ PostgreSQL ncnonbayetcs
rpadudeckas ytunuta pgadmin3.

Mpun cosgaHnn meTka 6e3onacHocT obbekTa Bl yctaHaBnuBaeTcs paBHOM TEKYyLUEN
MeTke 6e3o0nacHOCTN CO34aBLUEro ero norb3oBartens, MangaTHbi npm3Hak CCR npu 3TOM BbI-
cTaBnsieTcs B 3Ha4yeHune ON.

Ecnu nonb3oBaTenbs uMeetr mMaHaaTHbIN aTpubyT ac_capable_chmac, TO OH MOXET
MeHATb MeTKy 6e3onacHOCTM npuHagnexawmx emy o6bekToB B rnpegesniax ceBoero gnanasoHa
MEeTOK 6e30MacHOCTM C MOMOLLbIO creaytowen KOMaHgbl:

MAC LABEL ON <Tun_o6bekTa uMs_obwbekTa> IS <HOBOE 3HaueHUE MeTKU 6e30IMacHOCTH>;

B kayecTtBe TMna obbekTa ykasbiBaeTca Tvn obbekta B[l, Hanpumep DATABASE, TABLE,
FUNCTION.

AHarnornyHbiMm obpasom anst 06 bEKTOB-KOHTENHEPOB MOXET ObiTb UIBMEHEH MaHAATHbIN
npusHak CCR:

MAC CCR ON <tun_obwekTa> <uMmMsa_obwexra> IS { ON | OFF };

[ononHuTensbHO BBEAEH HOBbIM TUM 00bekTa — knactep CLUSTER. [Nsl yCTAHOBKN METKM

6e30MacHOCTM Ha KnacTep UCNonb3yeTcs CreayoLnin 3anpoc:

MAC LABEL ON CLUSTER IS <HOBOe_3HaueHUe MeTKU_ 6e30macCHOCTU>;

4YTO ABMSIETCA CUHOHMMOM K KOMaHae

MAC LABEL ON TABLESPACE pg_global IS <HOBOe_ 3HaueHUEe MeTKH 0Oe30MmacCHOCTH>;

[na nameHeHua maHgatHoro npusHaka CCR knacTtepa ucnonb3yeTcs cregyowas KoMaH-

faa:

MAC CCR ON CLUSTER IS { ON | OFF };

YTO SABMSIETCA CUHOHMMOM K KOMaHae

MAC CCR ON TABLESPACE pg _global IS { ON | OFF };

3HavyeHna meTok 6Ge3onacHOCTM OOBLEKTOB coaepaTcsa B nonsax maclabel Tabnuy cu-
CTEMHOrO KaTanora, oTkyaa MoryT 6biTb BbiOpaHbl COOTBETCTBYHOLLIMM 3arpOCOM.

3HadeHnss MaHaaTHoro npu3Haka CCR 06beKTOB-KOHTEMHEPOB COAEPXaTCA B CrieayoLLmX

nonsix Tabnuy, CMCTEMHOrO KaTarnora:

ans 6a3 gaHHbIX — datmacccr cucTeMHon Tabnuubl pg _database;

ANl CXeM — nspmacccr CUCTEMHON Tabnuubl pg_namespace;

Ans TabnuyHbIX NPOCTPAHCTB - spcmacccr CUCTEMHOM Tabnuupbl pg_tablespace;

ANS OTHOLWEHU — relmacccr CUCTEMHOWN Tabnuupl pg_class.
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[na npocmoTpa maHgaTHoro npu3Haka CCR knactepa MoOXeT ObiTb MCNOMb3oBaHa cneay-
oLasa KomaHaa:
SELECT cluster_macccr;

Mo ymonuaHuto 3anncu co3gaBaemMbix Tabnuy He 3awuueHbl MeTkaMmmn 6e3onacHoOCTu.
[nsa Toro 4to6bI co3gaTth Tabnuubl ¢ 3anUcamMK, 3alULLEHHBIMU MeTKamn 6e3onacHoCcTH, cneayet
ncnonb3oBaTh Creaywmn BapnaHT kKomaHabl CREATE TABLE:
CREATE TABLE <umsa_Tabmnuiper> (...--<coucox_cronbuor>) WITH (MACS = true, ... );

Mpn 3TOM BCe BCTaBnsieMble 3anuUCM MO YMOSHAHUIO HacneaywT Tekywime
MeTKM 6e30nacHOCTU co3daBlMX MX Nonb3oBatenen. [lonb3oBaTtenu, uMmerwme ycrta-
HOBMEHHbIN MaHAaTHbIM  aTpubyT ac_capable chmac, MOryT $BHO 3agaTb 3Hade-
HMe MeTKn ©0e3onacHOCTM BCcTaBnsiemon 3anucu. 3agaBaemMas MeTka 6e3onacHocTu
AormkHa ObiITb B npegenax AuanasoHa MeToK 6e3onacHocTu nonb3oBartens, nmnodo
nonb3oBaTenb [OOMMKEH WMETb aTpubyTbl WUFHOPMPOBAHUS  MaHAATHOrO  ynpaBneHusi

ac_capable ignmaclvl W ac_capable ignmaccat C MNOMOLLbIO BapuvaHTa KoOMaHAbl

INSERT:
INSERT INTO <umsa_oTHoOmeHus1> (maclabel, ...<cnucok_cTonbios>)
VALUES (<3HaueHHe MeTKH 06e30macHOCTH>, ...<3HAaueHWHs CTOJOILOB>)

[nsa 3awnTbl 3anucen yxxe cosgaHHblix Tabnuy 6e3 meTok 6esonacHOCT cnegyeT UCnorb-
30BaTb CreayLwnn BapmaHT KomaHabl ALTER TABLE:
ALTER TABLE <umsa_Tabmuusr> SET WITH MACS;
lMocne ucnonHeHns 3Ton KomMaHAbl BCe 3anncu Tabnuubl aBTOMaTUYECKU NoyyaTt TEKYLLY0 METKY
©e3onacHoCcTM TabnuLbl.

[nsa Toro 4yTobbl yOpaTh 3aWwnTy 3annucen MetTkamm 6e3onacHoOCTH, criegyeT UCnonb3oBaThb
cnegyrowmin BapuaHT kKomaHabl ALTER TABLE:
ALTER TABLE <ums_Tabmnuusr> SET WITHOUT MACS;

[na nameHeHns MeTok 6e30NacHOCTU CyLLECTBYIOLLMX 3anncen nonb3oBartenu ¢ atpmoby-
TOM ac_capable_chmac Moryt ncnonb3oBatb KomaHay CHMAC:
CHMAC <wumsa_oTHomeHus> SET maclabel=<HOBOe_ 3HaueHue MeTKU_beszomnacHocTu> WHERE

CoBokynHasa MeTka 6e3onacHOCTM 3anucen Tabnuubl (MakcuManbHasi No YPOBHIO KOH-
dmaeHUmnanbHOCTU N Hanboriee nonHasa No KateropusiM KoHuMaeHUNanbHOCTU) MOXET BbiTb
nonyyeHa ¢ NOMOLLbIO arpervpyrowen yHKUMN supmaclabel:
SELECT supmaclabel (maclabel) FROM <umsa_OTHOmMEHUS>;

MpocMoTpeTb 3Ha4YeHNA METOK Be30MacHOCTU AOCTYMHbIX 3annMcert MOXKHO C NMOMOLLIbIO
KomMaHabl SELECT:
SELECT maclabel FROM <uUMs_OTHOMEHUs>

B komaHgax INSERT M CHMAC 3Ha4YeHusi MeETOK 6e30nacHOCTN He 065a3aTernibHO AOMMKHbI

ObITb 3a4aHbl B sBHOM Buae. [ns 3agaHus MeTkn 6e30nacHOCTU JOMNyCKaeTcs UCMOoNb30BaHne
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noboro ckansipHOro BblipaXkeHusi, BO3BPaLLaloLLEro pe3ynsraT, MPpUBOAUMBIN K TUMY METKMN 6e3-
OnacHoOCTH.

[nsa Toro 4To6bI COXPaHUTL 3anMcK BMECTe C UX MeTKaMn 6e30MacHOCTM B apxuBee 1 B
AanbHenLwemMm 3arpy3nTb Ux obpaTtHo, NpeaycMoTpeH cneumanbHbin doiar MACS KoMaHabl COPY.
BbiBeCcTn AoCTyrnHble NOMb30BaTESNO AaHHbIE BMECTe C MeTKaMu 6e30nacHOCTU MOXET fobon
nonb3oBaTernb, 3arpy3nTb XXe 00paTHO — TOMNbKO NOSIb30BaTeSlb C YCTAHOBSIEHHBIM MaHAATHbLIM
aTpnbyToMm ac_capabel_chmac. [py 3TOM MeTKM 6€30MacHOCTU 3arpykaemblx 3anmcemn 4OMKHbI
HaxoAUTbLCS B Npedenax guanasoHa MeTok 6e3onacHOCTM nornb3oBaTens, Mbo nonb3oBaTenb
OOSTKEH MMeTb aTpubyTbl MTHOPUPOBaHUS MaHOATHOIO ynpaBneHnsa ac_capable_ignmaclvl
W ac_capable_ignmaccat. Hanpumep, Bbirpy3ka n obpatHas 3arpyska gaHHbIX n3/B Tabnuupl
test MOXET BbIMMsAeTb Tak:

COPY <umsa_orHomeHus> TO stdout WITH MACS
COPY <ums_orTHomeHus> FROM stdin WITH MACS

Mcnonb3oBaTb KOMaHay COPY 6e3 ykaszaHus METOK MoXeT Nobon nonb3oBaTternb. 3arpy-
XEHHble TakuMm o6pa3omM AgaHHble ByayT MMeTb MEeTKM 6e30MacHOCTU, paBHbIE TEKyLlen MeTke
©e3onacHOCTH ceccun nonb3oBaTens.

[MapameTp KOHUrypaumm cepsepa ac_enable_copy_to_file paspellaeT BbINOSHATbL
KomaHgy COPY C BbIBOAOM pe3ynbraToB B hann, 4ocTynHbln cepeepy CYB/. [Ans 3Toro oH JormKeH

ObITb ycTaHoBneH B TRUE.

4.17.3. LlenocTHOCTbL MaHAATHbLIX aTPUOYTOB KrnacTtepa 6a3 AaHHbIX

B CYB[ PostgreSQL AlM-moaens HaknagbiBaeT orpaHUYeHne Ha KnacCUgUKaLNOHHYHO
MeTKy o6bekTa: krnaccudunkaumoHHasa MmeTka 0O6beKkTa He MOXET MPEBbILATb KNacCcUUKaLMOHHY0
METKY KOHTenHepa, B KOTOpOM OH cogepxutca (4.17)).

[ns BbiBOga MHopmaumm o cobnogeHuun Ar-mogenu mexagy obbekTaMmn-koHTENHEpaMm
N HaxogsAWMMKUCS B HUX obbekTammn peanmsoBaHa SQL-pyHKuMs check _mac_integrity, KOTO-
pasi BbIBOAUT MHpOPMaLMO B CnegyoLem BUae:

- objid — WpeHTndumkaTop 06beEKTa;

- classid — VpeHTndpukaTtop knacca oo6bekTa;

- cobjid — VpeHTndurkaTop KOHTENHEPA, coaepKaLlero o6bekT;

- cclassid — VigpeHTdurKaTop Knacca KOHTeMHepa, CoaepKallero 0ObeKT;

- status — Pesynbrat npoeepkn. MoxeT npuHMMaTh criegyrolmne 3HadyeHus: OK(mogens

cobnitogaetca ansa obbekTa n KoHTenHepa) n FAIL(Moaenb He cobniogaetcs anga obbekta

N KOHTENHepa).

MpunmevyaHune. MHdopmauna o cobniogeHnn Mogenu BbIBOOAUTCS TONbKO ANt OT-
HoweHun (Tabnuy, npeacTaBneHnin, nocnegoBaTenbHOCTEN), cxeM, 6a3 gaHHbIX U TabnMYHbIX

NPOCTPaHCTB.
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Ans ncnpaBneHusi HEKOPPEKTHO YCTaHOBMEHHOW MEeTKM Ge30nacHOCTU OTHOLLEHWUS,
Hanpumep, Npyv BOCCTAHOBMEHUM PE3EPBHOM KOMUW KnacTepa paHHWX BEPCUIA, UCMONb3yeT-
ca SQL gyHKkumMs fix mac_integrity. [aHHas yHKUMS MOXeT OblTb WCMOMHeHa Tonb-
KO Mmonb3oBaTenemMm C npaBamu agMUHUCTpaATopa, a Takke Mpu YCTaHOBMEHHOM NapameTpe

ac_auto_adjust_macs = true B KOHUrypaunmoHHom cainne postgresql.conf.

4.17.4. CcbinoyHas LenoCTHOCTb MaHAAaTHbIX aTpMOyTOB

Cpeactea obecrnevyeHuns LenocTHOCTU B pensiumMoHHbIX B npegctasnsaoT cobon mexaHns-
Mbl aBTOMaTU4ECKON NOAAEPXKKN CUCTEMbI NPABUIT, ONpeaensoLLmMxX JONYCTUMOCTb U KOPPEKTHOCTb
obpabatbiBaeMbIX OaHHbIX, U MOTYT ObiTb Pa3buTbl HA HECKOSbKO BUOOB:

- OrpaHn4yeHue UenoCTHOCTW MOosien JaHHbIX — OrpaHUYeHusl, HaknaabiBaemble Ha UCMOSb-

3yemble B OTHOLLUEHUN JOMEHbI (3a4aHne pa3peLleHHbIX Anana3oHoB 3HaYeHUn, 3anpeT

Hanuuma HeonpeaeneHHblx 3HadyeHnn NULL, 3agaHne 3HayeHuMn No yMOr4YaHuio) unm

OrpaHnYeHns HenocpeacTBEHHO Tabnuubl (YHUKaNbHOCTb KaXXaoWm 3anncu, orpaHnyeHune

YHUKANbHOCTW MO BbliGpaHHbIM cTonbuam, BblYUCIiEMble 3HAaYEHMsT CTONOLIOB U YCNOBUS

AONYCTUMbIX COMETaHUI 3HAYEHUI B cToNnbuax);

- [eKknapaTtuBHasi CCbINIOYHas LENOCTHOCTb — ONucaHne 3aBUCUMOCTEN MeXOY pa3HbIMK

OTHoweHuamMu B B1 (Hann4mMs B 04HOM OTHOLLEHUN BTOPUYHOIO KIko4a, CCblniatoLerocs

Ha NepBUYHLIN KItod B ApyroM). NogobHblie 3aBUCUMMOCTU MOTYT ObITb BbISIBMEHbI MpuU

aHanuae npeaMeTHOM 06acTn Mexay ee CyLWHOCTAMM U Npu npoekTuposaHun Bl B

npouecce HopMmanuaauum (B 3TOM crniyyae ofHa CyLHOCTb NpeaMeTHON obnactn MoxeT

COCTOSATb U3 Habopa oTHoweHun). CcbinoYyHas LenoCcTHOCTb peanuayeTcda nyteMm onuca-

HUSA OrpaHMYEeHUI Ha 3HAYEHUSI BTOPUYHbIX KITHOYEeN B OQHOM OTHOLLUEHUW U NpaBun ux

06paboTkM B criyyae U3MeHeHUs nepBUYHbIX KNoYen B ApYyrom;

- OMHaMMYecKas CCbIfloMHasA LENOCTHOCTb — TPUITEpPbl, Ha3Ha4YaeMmble A58 BbINONTHEHUSA

npv peanusaumm 3afgaHHoro Buaa AoCTyna K KOHKpeTHon Tabnuue. Tpurrep npegcraBnaeT

CcoBON MCMNOMNHAEMbIN KoL, KOTOPbIN MOXET AUHAMUYECKM NPOBEPUTL 3aaHHbIEe YCOBUS

KOPPEKTHOCTM BbINOMHAEMON onepauuun, 1 npu HeobxoaMMoCT BHECTU U3MEHEHUS B

apyrve tTabnuupl.

B npuBegeHHOM onpegeneHnn oTCyTCTBYIOT MaHAaTHble aTpubyThbl, Tak Kak B obwem
crnydae Mexay KnaccuuKaunmoHHbLIMU MEeTKaMu 3anncen pasHbix Tabnuy, MoxXeT He BbiTb 3aBUCK-
mocTu. C Apyron CTOPOHbI, CYLLLECTBYET YAaCTHbIN Crly4an CCbIFTIOYHON LIEeNOCTHOCTM, 06pa3oBaHHbIN
mMexay Tabnuuamm, ABnSLWUMUCS YacTMU OAHOW CYLLHOCTM nNpegMeTHOM obnacTu, YTo MoXeT
BO3HMKHYTb B MpoLecce HopManuaawuu.

[ns obecnevyeHnsa LenoCTHOCTM MaHAaTHbIX aTpMbyTOB CNUCOK COBLITUIN ANSA orpaHuye-
HWUI LLeNOCTHOCTM Hapsaay € CyLLEeCTBYOWNUMMN cOObITUAMM ON SELECT, ON INSERT, ON UPDATE,
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ON DELETE paclumpeH CobOblTueEM M3MEHEHUs MaHOaTHbIX aTpubyToB ON CHMAC. Takum obpa-
30M, BO3MOXHO CO3[lJaHNE OrpaHNUYEHNE CCbINOYHOWM LIENTOCTHOCTU criedyroLmm obpasom:
ALTER TABLE <umsa_Tabmuusl> ADD CONSTRAINT <umMsi_OrpaHUUESHUS>
FOREIGN KEY (<cnucox_mnoserl>) REFERENCES <wums_Tabnuup2> (<COMCOK_IOJein2>)
ON CHMAC {NO ACTION | RESTRICT | CASCADE }

MexaHun3m ,EI,GVICTBVIF! TaKoro orpaHn4eHunsa LernoCTHOCTU aHanorn4eH MexaHmsmy D,GIZCTBI/IFI
I'IOE,OGHOI'O orpaHmyeHuna gnd cobbITusi ON UPDATE Ona AaHHbIX! NPU NSMEHEHNN MaHOAaTHbIX
aTpmnbyToB 3anMcy B 04HON Tabnuue MOXHO yka3aTb KackagHoe M3MEHEHNE MaH4aTHbIX aTpubyToB
CBSA3aHHbIX 3anucen BTOpOI7I Ta6J'II/ILI,bI, nnoéo 3arpet Ha BO3MOXXHOCTb TaKOro uSMeHeHuA.

AHanorn4Ho cywectByeT BO3MOXHOCTb CO3daHUA TpUrrepoB And yKa3aHHOro cobbITnS
N3MeHeHNs MaHgaTHbIX atpubyToB (CHMAC), Hanpumep:

CREATE TRIGGER <umsa_Tpurrepa>

BEFORE CHMAC ON <ums_Tabiuier>

FOR EACH ROW

EXECURE PROCEDURE <uMsi_Ipolenypsd> ()
Takum xe 06pasoM MOryT ObITb 3alaHbl U npasuna an4da sMaoB:
CREATE RULE <umsa_mpaBusia>

AS ON CHMAC TO <uwmsA_Bupa>

DO ALSO
CREATE RULE <ums_mpaBusia>

AS ON CHMAC TO <ums_Bupga>

DO INSTEAD

B atom cnyyae npu nameHeHun maHgatHbIX aTpubyToB 3anmcu 6yayT Bbi3blBaTbCHA COOT-
BEeTCTBYOLNE (*)yHKLl,I/II/I 1 npasuia, 4To AaeT BO3MOXXHOCTb 3arnporpamMmmMmmpoBaTb NMPOnN3BOJIbHYIO

JTIOTUKy obecneyeHuns LEeNOCTHOCTU MaHAATHbIX anl/I6yTOB BHYTpU b.

4.17.5. OcobeHHOCTM co3gaHusA NpaBus, cucTeMbl puNsTPaLUm U TpUrrepos

B CYB[ PostgreSQL npasuna (RULE), cuctembl counstpaumm (POLICY) u Tpurrepbl
(TRIGGER) HacnegyT MeTKy Tabnuupl, Ans KOTOPOW OHM co3aaHbl. OTU 00bEKTbI MOTyT ObITb
co3fgaHbl norb3oBarteneM-snagensuem Tabnuubl (MeTka KotToporo 6yaeT coBnagaTb C METKON
Tabnuubl), NMbo nonb3oBaTensaMu C NPMBUNETMSMU UFHOPUPOBAHUS MaHOaTHOro goctyna. B
NPOTUBHOM Crny4yae reHepupyeTcs owmnbka gocTyna.

Ecnu Tpurrep ncnonb3yeT TpUIrepHyro OyHKUUIO, MeTKa KOTopoKr oTrnnyHa ot {0, 0}, To
npv UCMONHEHUN TpuUrrepa Ansa Tabnuubl co cOpoLLeHHbIM MaHaaTHbIM NpuaHakoM CCR BO3MOXHbI
HapyLleHusi B paboTe TpurrepoB. OTO 06YCNOBMEHO TEM, YTO 3aMUCb TPUITEPHOWN PYHKLIMN MOXET
ObITb HegocTynHa ansa nonb3oBatensa B cea3vm ¢ MIMPL. B Takux cnyyasx 6yoeT BbiBeOEHO
coobLieHue:

cache lookup failed: BHyTpeHHSAs omubKa WM OTCYTCTBYIOT HEOOXOOUMEHE MaHLOATHHE
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aTpubyTH

Bo nsbexaHun aToro HacToATENbHO PEKOMEHOYETCA YCTaHaBNMBaTb MaHO4ATHYIO METKY
TpUrrepHon pyHKUMN B 3HaveHne {0, 0}.

Cuctembl ounetpaumm (POLICY), Takne kak ROW LEVEL SECURITY, moryT AONOMNHATb
BCTPOEHHbIE MEXaHMU3Mbl pasrpaHnyeHnst 4ocTyna nytem JobGaBneHus forMku, peanmsyroLen
npasurna Bbl4ayn CTPOK nonb3oBatento. Punsrpaunst MoOXeT OCHOBbLIBATLCS Kak Ha JAaHHbIX CTPOKM,
TakK U Ha BHELLHMX dpakTopax (Hanpumep, TeKYLLEM BPEMEHMW).

4.17.5.1. OCOGEHHOCTM MCNONb30BaHMUA MpeACTaBNEeHUN U MaTepuanm3oBaHHbIX
npeacTtaBneHUn

MpenctaBneHns (VIEW) U MaTepuanu3oBaHHble npeacrtaBnenHns (MATERIALIZED VIEW)
He MOryT UMeTb MeTKM 6e30MacHOCTN Ha CTPOKax, NOCKOMNbKY BbINOMHAT arperaumio AaHHbIX 13
APYrMX UCTOMHUKOB AaHHbIX (Tabnuu u npeacTtaBneHni).

MpumeyaHue. lNpencrasneHnsa co3garoTcs ¢ ycTaHoBreHHbIM ¢ornarom CCR, noato-
My NpW NONbITKE AOCTYNa K HEMY OT MMEHW nonb3oBaTens, MeTka 6e30MacHOCTM KOTOPOro He
npeBoCXoanT MeTKN 6e30nacHOCTU NpeacTaBneHns, 3To NpeacTaBneHe He Byget «BUOHO» MOSb-
3oatento B cuny MIMPLO. [Ansa Toro, 4tobbl Nonb3oBaTenb MMEN AOCTYN K TakOMy NpeacTaBrneHuIO,

HeobxogmMmo cbpocuTb MangaTHbIN Nnpu3Hak CCR npeacraeneHus.

4.17.6. PyHKUMU CpaBHEHNA ANSA Tuna maclabel

B CYB[] PostgreSQL n3ameHeHo noBegeHue crneayrowmx yHKUMA onga Tuna maclabel:
eq, ne, 1t, le, gt, ge. B ykaszaHHbIX (pyHKUUSX BMECTO MHAEKCHOIO CpaBHEHUSI NCMOSb3YeTCs
CpaBHeHMe MeTOK 6e30nacHOCTM COOTBETCTBYHOLLMMM onepaTopamm =, <>, <, <=, >, >=,

[ns npoBepkn Ha HECPABHUMOCTb METOK 6e30MacHOCTU Ucnonb3yeTcs PYHKUNA nc.

OnepaTopbl MHOEKCHOMO CpaBHEHUS MEpPeuMMeHoBaHbl B maclabel idx_eq,
maclabel idx ne, maclabel idx 1t, maclabel idx le, maclabel idx gt,

maclabel idx_ge.

4.17.7. Cucrema npuBunerun CYB[]

Cuctema npusunernn CYB[ PostgreSQL npegHasHayeHa ans nepefayn OTAernbHbIM
Nnonb3oBaTeNnsaM MNpaB BbIMOMHEHUST ONpeaeneHHbIX agMUHUCTPATMBHbIX AencTBuin. OBbIYHbIN
nonb3oBaTenb CUCTEMbI HE MMEET AOMNOSTHUTENbHbIX NMPUBUMETNN.

MpuBunerun sensatTCa nogknaccom atpmbytoB nonb3oBatens CYB[ PostgreSQL.

MpuBunermmn OC, wucnonb3yemble B CYB[ PostgreSQL, «kpome atpubyta
ac_session_maclabel, He MOryT GbITb N3MEHEHBLI ¢ noMoLlbio cpeacTs CYB[] HM nonb3oBaTe-
namu, H1 agMmmnHnctpatopamu CYB[:

- ac_session_maclabel — TeKkywass mMeTka 6e30MacHOCTU ceccuu norb3oBaTens

CYB[. OT1a meTka 6e3onacHOCTM onpeaenseT JOCTYMNHbIE Nonb3oBaTento 0b6bekTbl B u
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ABNSAETCA METKOM 6e30MacHOCTM NO YMOMNYaHUIO AN1S co34aBaeMbIX Nonb3oBaTenemM oobek-

ToB. [Npn coeanHeHmmn nonb3osatend ¢ CYB[] 3HavyeHne 3Toro atpubyTta yctaHaBnMBaeTcs

paBHbIM MeTke 6e30MNacHOCTN CoeaUHEHUS UK ac_user_max_maclabel;

- ac_user _max_maclabel —  MaKcumanbHO BO3MOXHO€  3HadyeHue  gngd

ac_session maclabel;

- ac_user _min maclabel — MUHUMaNbHO BO3MOXXHO€E 3Ha4yeHne  Ong

ac_session_maclabel;

- ac_capable_ ignmaclvl — NO3BONAEeT MNOMb30OBaTesrilo UrHOpMpoBaTb MaHgaTHoe

ynpasneHune no ypoBHAM;

- ac_capable_ ignmaccat — nNo3BOSfideT Nofb30oBaTeNito UrHOpMpoOBaTb MaHAaTHoe

ynpaeneHue rno Kateropusm,

- ac_capable_mac_readsearch — no3BongdeT nonb3oBaTento MrHopmposaTtb MaHgaT-

HO€e yrnpaBrieHMe NO YPOBHAM U KaTeropusim npu YTEHUU OaHHbIX;

- ac_capable_setmac — MO3BOMLAET NOSIb30BATENO U3MEHATb TEKYLLYHO MeTKy 6es-

OMnacHOCTU CBOEW ceccun B Npeaenax, 3afaHHbIX ee MUHUMaribHbIM U MakCUMarbHbIM

3Ha4yeHuewm;

- ac_capable_chmac — N03BOMSAET NOMb30BaTENO N3MEHATL METKM 0O6bekToB B/I.

B cnyyae, ecnu nonb3oBatens CYB[] He 3apernctpupoBaH B OC Ha cTopoHe cepBepa
CYB[l, Bce ero maHgaTtHble aTpmbyThl MMEIOT HyneBoe 3HadyeHne. AgmuHucTtpaTtopam CYB[ po-
nonHuTenbHO K nx atpubytam ns OC Bcerga gobaenstTtca atpubyThl ac_capable ignmaclvl,
ac_capable ignmaccat M ac_capable_ chmac.

Ons ynpasnenus npusunernamm CYB[ PostgreSQL moxeT 6bITb ncnonb3oBaHa rpadou-
yeckaqa ytunmta pgadmin3.

[MpocMOTpETL TEKYLUME 3HAYEHNS NpuBunierun (aTpnbyToB Nonb3oBaTensi) MOXHO C NOMO-
b0 KOMaHAab!:
SHOW attr name

YcTaHOBUTb HOBOE 3HaveHne aTpubyTa ac_session_maclabel MOXHO C MOMOLLbIO
KomaHA;
SET ac_session_maclabel=<HOoBOe_3HaueHHE_ MeTKH_ 0Oe30MacHOCTH>
SELECT set_config(’ac_session_maclabel’,b <uHoBasi_meTka_ beszonacHocTtu>, false);

B nepBoi oopme B Ka4eCTBE HOBOrO 3Ha4YEHNA METKM BE30MacHOCTU MOXXHO MCMOSb30BaTb
TOMbKO SIBHO 3afaHHble 3Ha4YeHUs1 METKN, BO BTOPON — 3HAYEHMe MeTKM 6e30MacHOCTU MOXET
ObITb NOOLIM BblpaXXeHNeM, BO3BpaLLAKLLNM CKandpHoe 3Ha4YeHne, NPpMBOAMMOE K TUMY METKU

©e3onacHocTw.
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4.18. ManpgaTHoe ynpaBneHue AOCTYyNnom B KOMMeKcax nporpamMmm

rMnepTekcToBorm o6paboTKM AaHHbLIX U ANEKTPOHHOWU NOYTHI

O6GecneyeHne MaHAaTHOrO ynpaeneHus 4OCTYNOM B KOMMeKcax NporpaMm rmnepTekcTo-
BOM 00paboTKM AaHHbBIX U 3MEKTPOHHOW MOYTbl peann3oBaHO Ha OCHOBE MPOrpamMMHOro MHTep-
denca 6ubnumotek nogcmnctemol 6e3onacHoctn PARSEC.

Ha cepBepax KOMNNEeKCoB NporpamMmm runepTekcToBon o6paboTkM AaHHbLIX U SNEKTPOHHOWN
no4yThbl Npy 06paboTke 3aNPOCOB HAa COeANHEHNE BbIMOTHAETCSA NOMyYeHne MaH4aTHOrO KOHTEeKCTa
COefVHEeHUs, yHacnegoBaHHOro ot cybwekTa (npouecca). CokeT cepBepa, OXnaatoLmii BXOAALLNX
3anpocoB Ha coeauHeHne, paboTaeT B KOHTEKCTE MpoLecca, UMEHLLEro NPUBUNENNIO ANs Nnpuema
COEeAMHEHUN C NIObIMK YPOBHAMMN CEKPETHOCTW.

lMocne ycTaHOBKM COEAMHEHMS U YCNELLIHOMO NPOXOXAEHUs npoueaypbl naeHTudmnkaumm
N ayTeHTUdMnKauumn nonb3oBaTens npouecc cepaepa, obpabaTbiBatoWwmn 3anpockl Nosfib3oBaTens,
NnepeknyaeTcst B KOHTEKCT Ge3onacHOCTM nonb3oBaTtens, copacbiBaeT npmsunerum, obpabartoia-
eT 3anpochbl NoNbL30BaTenNs N 3aBepLUAETCS.

B komnnekce nporpamm rmnepTekcToBon 06paboTkm AaHHbIX NONb3oBaTernb nonyyaeT
AOCTYN K pecypcawm, apnaowmmcs odobektamn dC. Komnnekc nporpamm 3reKTPOHHOM NOYTbI
NCNonb3yeT TEXHOMNOrM maildir, o6ecneunBaroLlyto XpaHEHME NOYTOBLIX COOOLLEHNIA B BUAE
oTaenbHbIXx 06bekToB PC. Co3gaBaemble daisnbl NOYTOBbLIX COOBLLEHNA MApPKMPYIOTCA MEeTKaMm
6Ge3onacHOCTH, yHacnegoBaHHbIMKU OT Npouecca-co3aartens. Takum obpa3om, B 060mMx Komnnekcax
NporpamMm pecypcbl, K KOTOPbIM OCYLLECTBNAETCSA AOCTYN OT MMEHN CEPBEPHbLIX MPOLIECCOB,
obpabaTbiBatoLmMX 3anpockl nonb3oBarenen, aenatcsa obbektamm OC. CnegoBaTenbHO, AOCTYN
K 3awuwaemMbliM pecypcam npu npueme n obpaboTke 3anpocoB Norb3oBaTernen B npouecce
YHKLUMOHNPOBaHUS CEPBEPOB KOMMMEKCOB NPOrpaMmm rmnepTekCcToBOM 06paboTkn AaHHbIX U

3NIEKTPOHHOW NOYThl NoAYnHAETCS MaHaaTHbIM P/,
4.19. HacTtpowuka 3arpy3umka GRUB 2

Mocne yctaHoBkn OC npu HeOBXOAUMOCTM U3MeHeHMe HacTpoek 3arpy3dmka GRUB 2 ocy-
LLIeCTBNSAETCA C UCNOMNb30BaHNEM rpadmnyeckon yTunutbl £ly-admin-grub2 (CM. 3NEKTPOHHYHO
crnpaeky).

B 3arpysunke GRUB 2 Bo3aMOXHO 3aaaTb napameTpbl KoMaHaHon cTpoku sapa PARSEC,

npuBeneHHble B Tabnuue [31]
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MapameTp

OnucaHue

parsec.max_ilev

3agaeT MakcumanbHbIA YPOBEHb LIeNOCTHOCTH (BOCMPUHMMaEMbI
mogynsamu) B OC Ha MOMEHT 3anycka.

Honyctnmble 3HaveHuns ot 0 go 255. MNpwu yctaHoeske OC 3apaetcsa
no yMon4yaHuio 3HayeHune 63.

BHUMAHMWE! Ecnu B cnucteme NpuUCyTCTBYIOT (painbl C METKaMu
6e30nacHOCTU, UMEILLIMMUN YPOBEHb LLEENOCTHOCTY BbilLE 3a4aBa-
€MOro B JaHHbIN MOMEHT, 3TO MOXET BbI3BaTh OTKa3 AOCTyna K
OaHHbIM hannam (cokeTam, katanoram n 1. 4.)

parsec.ccnr_relax

Mpn 3agaHHOM 3Ha4YeHUn 1 NO3BONSET HEMPUBUIErMPOBAHHOMY
NoNb30BaTENIO BLINOSIHATL 3anucbk oannoB ¢ pasHbiM YPOBHEM
KOHMAEHUMANbHOCTN B KOHTENHEpP (KaTanor) ¢ yCTaHOBEHHbIM
OOMNOSTHUTENbHBIM MaHOaTHbIM aTpubyToM ccnr. 3HadeHue no
ymMon4aHuio 0

parsec.reset_ilev_on_chroot]

C6poc (06HyneHne) ypoBHS LLeNOCTHOCTM MeTku 6e3onacHoCcTH y
A0YEepHUX NPOLLeCCOB MpU UCMOMNb30BaHUM POAUTENBCKUM npoLec-
COM CUCTEMHBIX BbI30BOB chroot U pivot_ root.

Tekywwime 3Ha4yeHne ypoBHS LENOCTHOCTU He BNUSAET Ha NpUMeHe-
HVe napameTpa.

Jdonyctumble 3HayeHns 0/1, y/n. 3Ha4yeHue no ymonyaHuio 1
(oBHYNSEeT ypoBeHb)

parsec.noload files

3anpert 3arpy3ku Mmogyneu sapa, BCTPOEHHOTO NporpammMHoro obec-
neyeHusi, obpasoB kexec, knoven n ceptudukaros X.509 npusu-
nerMpoBaHHbIM Monb3oBaTernem (root, uid=0) C HU3KUM YPOBHEM
LieNOCTHOCTW.

fonyctumble 3HayeHuss 0/1, y/n. 3Ha4yeHue no ymornyaHuio 1
(3arpyska 3anpeLueHa)

parsec.ccnr_reject

3anpeT ycTaHOBKM AONOMHMTENBHOINO MaHaaTHoro atpubyta ccenr
NpUBMNIErMpoBaHHbIM Nornb3oBaTtenem (root, uid=0).
Honyctumble 3HayeHnsa 0/1, y/n. 3Ha4yeHne no ymomnyaHuoo 0
(ycTaHoBKa pa3pelueHa)

parsec.enable_exec_on_fuse

PaspelueHune 3anycka cueHapueB 1 UCNOSNHAEMbIX hannos ¢ ai-
NOBbIX CUCTEM, CMOHTUPOBAHHBIX C MOMOLLBIO (hanNoBON CUCTEMDI
FUSE.

Jonyctnmble 3HavyeHus 0/1. 3HadyeHne no ymonyaHuio 0 (3anyck
3anpeLyeH)
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5. 3BALLUNTA CPEAbLI BUPTYATNTU3ALIUUA

Pa6ota B cpene suptyanusauun®) libvirt nogumHsieTca npasunam AMCKPELMOHHOTO Wt
MaHOaTHOro yrnpasfeHus 4OCTYNOM M BO3MOXHA TOSbKO MOCre NpoxoxaeHust obssaTenibHom
npoueaypbl ayTeHTUdUKaLUN.

HacTtpoiika cepsepa BupTyanusaumm libvirt gna pabotel B EMNM OC, a Takke ngeHtndpmka-
umnsa 1 ayTeHTUmKauma Nnpy gOCTYMNe K cepBepy BUpTyanusaumm n K pabovemy cTony BUPTYyanbHbIX

MaLUMH BbinonHaeTca B cootBeTcTBUM ¢ PYCB.10152-02 95 01-1.
5.1. lInckpeumoHHOe ynpaBrieHue AOCTYNOM K BUPTyarlbHOW MalluuHe

[vckpeunoHHOe ynpaBneHne gocTynom npu paboTe ¢ cepsepoM BupTyanuasaumm libvirt
OCYLLECTBMAETCS ApanBepoOM AOCTyNa parsec, cneynansHo pa3paboTaHHbIM C MCMOMNb30BaHNEM
NPUKIagHoOro NporpamMMHoro nHTepdgenca gpaveepos goctyna libvirt. OcHoBaHnem ans npu-
HATUSA peLLeHnsa O NpeaocTaBneHnn JoCTyna ABNAETCS CpaBHEHNE OUCKPELIMOHHbIX aTpubyToB
BMPTYyasribHON MalUWHbI U ANCKPELMOHHbIX aTpubyToB Norb3oBaTtenst ¢ y4eTOM BbIMOMHAEMOWN
onepauun.

Bce onepaunn ¢ BupTyanbHOW MalLUMHOW pas3fensaltoTcs Ha HenpuBuierMpoBaHHbIE Y
NnpyBUIerMpoBaHHbIe, Hanpumep, onepauny Nony4YeHns Cnmcka BUpTyarbHbIX MawnH UM nHAop-
MaLMn O KOHUrypaunm KOHKPETHOM BUPTYyaribHOW MalLVHbI SBIISIOTCH onepaunamMm Henpusune-
rMPOBaHHbLIMK, a onepaLun co3aHus, yaaneHnsa unn n3aMeHeHuUst KOHUrypauum BUpTyanbHbIX
MaLUWH — NPUBUNENMPOBAHHBIMMA.

[MpuBUNernpoBaHHbIe onepaumm No M3AMEHEHUIO COCTaBa U KOHUIypaumm BUPTYyanbHbIX
MaLnH TpebyloT BXOXOEHMS NOoSib3oBaTeNis B cneuuanbHyo foKanbHY agMUHUCTPATUBHYHO
rpynny, UMst KOTOPOW 3afaeTcs B KOHpUrypaumoHHom anne /etc/libvirt/libvirtd.conf
napameTpoMm admin_group. 3Ha4YeHUe napameTpa (UM NOKanbHON agMUHUCTPATUBHOWM Ipynnbl)
no ymonyaHuw libvirt-admin:
admin group = "libvirt-admin"

[ns kaxgon BupTyanbHOW MalUMHbl MOXET OblTb 3a4aH CAMCOK KOHTPONs AocTyna, B
KOTOPOM yKa3sbIBalOTCA CyObeKkTbl 4OCTyna (Monb3oBaTenu u rpynnbl), obnagatolime OCTYNOM K
BUpPTyarbHOW MalunHe. PasnuyatoT Tpu TMna AocTyna K BUpTyarbHON MalUUNHE:

- «[lMpocmoTp cBONCTBY» — OTOBpPaXKeHWe BUPTyarnbHOM MaLUUHbI B CIUCKE U MPOCMOTP ee

CBOWCTB;

- «Mcnonb3oBaHe» — NPOCMOTP CBOWCTB, 3aryck 1 paboTta ¢ BUPTyaribHOW MaLlnHOW;

- «AOMWHUCTPUPOBAHME» — MOSHbIAN OCTYN K BUPTYyanbHOW MalluHe, BKYasa 3anyck,

N3MEHeHMe ee CBONCTB U ynpaBrieHne rnpasamu JOCTyna K Hew.

) inst npoueccopoBs, NoAAePKMBAIOLLIMX TEXHOMOMVIO BUPTYanu3auum.
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Monb3oBaTenu BUAAT B CMCKE BUPTYarbHbIX MALUWH TOMbKO T BUPTYarbHble MaLUWHbI, K
KOTOPbIM UM SIBHO NpeaocTaBrieH A0CTyn.

Mocne co3gaHus BUPTYarbHOM MalUWHbLI CMIMCOK KOHTPOMA AOocTyna nycT U JOCTyn K
BMPTYyanbHOW MallMHe pa3peLleH TOMbKO YrieHaM agMUHUCTPaTUBHOM rpynnbl. [py Hannyum npasa
NCMNOnb30BaHMS NOMb30BaTeENsIM NO3BOSSETCH 3anycKaTb BUPTYarbHYHO MalMHY U paboTtaTb C HEW.
Mpun aToM 3aBepLwNTb PaboTy UM NPON3BECTU UHbIE paspeLLleHHble JeNCTBUS C BUPTYyasibHOM
MaLUMHON MOXET TONbKO MOfb30BaTerb, KOTOPLIN €€ 3anyCTusl.

YUneHbl agMUHUCTPATUBHOW rpynmbl MOTYT 3aBepLuaTb paboTy BUPTYyanbHbIX MalvH OPYrnx
nonb3oBaTenen.

B MOMeHT 3anycka BupTyanbHOM MallMHbl MOAYNb NOAAEPXKKM OUCKPELNOHHOrO yrnpasre-
HWSA JOCTYNOM HasHavaeT BnajenbLeM BUpTyarbHOM MalUMHbl 3anycKaloLero ee nonb3osaTtens,
a rpynnon — rpynny libvirt-gemu. [1pn 9TOM COOTBETCTBYHOLUNE OUCKPELNOHHbBIE aTpUBbyYThI 1
noeHTudmkaTop BnagernbLa npuceanBaroTcs npoueccy BupTyasnbHon MmawunHel B OC n dannam
0bpasoB 1 yCTPOMCTB, NpUHaAnexalinx BupTyanbHon MawuHe. NMpu nocnegyowmx onepaumnax
AaHHas UHopMaLumsa Ucnonb3yeTcs AN ANCKPELNOHHOIO ynpasrieHns AOCTYNOM K BUPTyasbHOM

MaLuuHe.
5.2. MaHgaTHOe ynpaBneHue [OCTYNOM K BUPTyarbHOW MalUuuHe

MaHpgaTHoe ynpasneHue JocTtynom npu paboTe ¢ cepsepom BupTyanusauum libvirt Bbi-
NONHSEeTCs ApanBepoM AOCTyna parsec, cneyuansHo pa3paboTaHHbIM C UCMONb30BaHMEM MpU-
KriagHoro nporpaMMHoro nHtepdenca gpansepos gocrtyna libvirt. OcHoBaHnem gnga npuHATUA
peLLeHnsa O NpegoCcTaBneHnn 4oCTyna SBNAETCs CpaBHEHME MEeTOK 6e30NacHOCTM BUPTYarbHON
MaLUWHbI U NMOMb30BaTesis C Y4€TOM BbINOSIHAEMOW onepauuu.

Bce onepauun ¢ BUpTyanbHOM MalMHOW pasfensarnTca Ha ornepaunmn YTEHUS 1 3anucw,
Hanpumep, onepauun Noy4YeHnsa cnucka BUpTyarnbHbIX MaLLIMH UM MHGOPMaLMK O KOHpUrypauum
KOHKPETHOM MalUWHbI SBMISIOTCA onepaumsMu YTEHUS, a onepauun cosfiaHus, yaaneHus unm
N3MEHEHNS KOH(pUrypaLumm BUpTyasibHbIX MallMH — onepaunammn 3anucu.

MaHgaTHoe ynpaBneHne JOCTYNOM OCYLLECTBASAETCS MO cnegyowum npasunam:

- co3gaBaemas BUpTyarbHas MaluvHa nonyyaet MeTKy 6e30nacHOCTU co3aaloLlero ee

nonb3oBaTens;

- obpas BupTyanbHOM MalWnHbl He obnagaet MaHAaTHbIMK aTpubyTamu (ecnu ans Hero

He 3aJaHa ctaTnyeckas MeTka 6e3onacHoCTu);

- 3anyweHHas BUpTyanbHas MallnHa HacnegyeT MeTKy 6e30macHOCTM 3anycKaroLero

nonb3oBaTens;

- [OCTYN K OYHKLUNOHMPYIOLLEN BMPTyanbHOW MallMHE NPeAoCTaBnsieTCA TOMbKO Npu

paBeHCTBE METOK ©e3onacHOCTK nonb3oBarTens u BI/IpTyaJ'IbHOI7I MaLUWHbI;
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- 0OCTYN K NOMyYeHM0 MHhopMaL MM O BUPTYyanbHON MalUMHE U ee KoHdUrypauumn npego-

CTaBrsieTcs B COOTBETCTBMM C NpaBuriamMn MaHgaTHOro yrnpasreHust 4OCTYNOM C y4eTOM

MeTOK 6e30MacHOCTM Nonb3oBaTensa U BUPTYyanbHOW MaLUUHBbI.

B MOMeHT 3anycka BMpTyanbHOW MallnHbI MOAYSb NOAAEPXKKM MaHOATHOro yrnpaBneHns
AOCTYMOM parsec yCTaHaBNMBaET BUPTYyarbHON MallmMHe MeTKy 6e30nacHOCTU, onpeaeneHHyto
Nno COeANHEHNIO 3anycKatoLLero nonb3oBaTend. JTO OTpaXaeTcs B BUAE HANMYNA JUHAMNYECKUX
MeTOK 6e30MacHOCTU KakK y npouecca BupTyanbHon MawmnHel B OC, Tak 1 y dannos obpasos
N YCTPOWNCTB, NpMHaanexawmx BupTyansHon mawunHe. [Npu nocnegylowmnx onepaumsax gaHHas
MHdOpMaLNA UCMONb3yeTCcs ANA NPOBEepPKNn MaHOAaTHOro JOCTyNa K BUPTyanbHOW MaLluHe.

CyLiecTtByeT BO3MOXHOCTb 3aaHus cTaTudeckon MeTkn 6esonacHocTn. B aTom cnyyae
BUpTYyarnbHas MalnHa MOXeT BbITb 3anyLleHa TOnbKo ¢ 3a4aHHOM MEeTKON 6e30nacHOCTH.

BHUMAHMUE! CywecTtBylOT OrpaHn4eHns no KOHpUrypmpoBaHuO BUPTyarbHOW MaLUMHbI:
B KayecTBe CEeTeBOro agantepa He MOXeT ObiTb BbiIOpaHO YCTPOMUCTBO virtio.

MpumeyaHusa:

1. B cny4ae ucnonb3oBaHus B kayectBe rocteon cuctembl OC BMpTyanbHasi MaluvHa

He OOMKHa 3anycKkaTbCa B MaHAATHOM KOHTeKcTe. BmecTo 31oro Heobxoanmo BbINOMHATD

yAaneHHbIn Bxog ¢ TpebyeMbiM ypOBHEM KOHMAEHUMANbHOCTU JOCTYyNa cpeacTtBaMmum

OC.

2. HactosTenbHO pekoMeHOyeTCs UCMOMNb30BaTb PEXUM «TOMbKO YTEHUE» MpU 3anycke

BMpTyasibHbIX MallnH B HEHYINNEBOM MaHAATHOM KOHTEKCTE.

5.3. Pexxnm «TONbKO u4TeHMe»: 3anpet mMoaudukauum obpasa BUpPTyaribHOWU

MaLUUHbI

Moppepxka (PyHKUNMOHMPOBaHUSA BUPTYarbHOW MaLUMHbI B peXume 3anpeta Mmoanduka-
UMM ee obpasa ocyLlecTBAAETCA cneynanbHbiMM cnocobamm 3anycka BUPTyaribHONM MalUWHBbI,
Nnpun KOTOPbIX OCHOBHOW 00pa3 3alumiiaeTca oT 3anucu. B 3aBucnmocTn ot BbiIGpaHHOMO pexnma
OCyLLEeCTBSAETCA co3aaHne mM3ny4eckon KOnmm unm NpUMEHSIIOTCS pasnnyHble BapuaHTbl co3aa-
HUSA CHUMKOB oBpasa Cc nocnenywmm Ux yaaneHnem nocne 3aBeplueHnsi paboTbl BUPTyanbHOM
MaLLUVHbI.

[aHHbIN pexxum paboTbl Ha3bIBAETCA «TOMNBbKO YTEHUE» U peannuayeTcsl TpeMs crnocobamu:

- BPEMEHHbIN CHUMOK — crnocob 3anycka BUPTYanibHOM MalUWHbI, MPU KOTOPOM OCHOBHOM

obpas 3awumuaeTca ot 3anucu, a Bce pesynbratbl paboTbl Nonb3oBaTens PUKCUpPYOT-

CA BO BPEMEHHOM CHUMKE, CYLLECTBYHOLLEM TOSbKO B Npouecce (OyHKLMOHUPOBaHMUSA

BUPTYyasibHON MalUVHbI;

- CHMMOK — BO BpeMsi 3anycka BUPTyaribHOM MalUMHbl B 3a4aHHOM KaTarnore co3gaeTcs

CHUMOK, yaansiemblii nocre 3aBepLueHnst PyHKLUMOHNPOBaHNSI BUPTYaribHOM MaLLMWHbI;
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- MOrHas KonuMsi — BO BPeMs 3arycka BUpTyanbHOW MaluvHbl B 3a4aHHOM KaTanore
cosfgaeTcs nonHas konus obpasa, yaansiemas nocne 3aeeplleHust PyHKUNOHUPOBaHUS
BMPTYanbHOW MalUVHBbI.

Co3sfaHue NomHom KonMm MOXeT 3aMeaNIiTb NPoLEece 3anycka BUPTyanbHON MalUUHBI MO
npuyMHe KonMpoBaHus obpasa GonbLIoro pasmepa, HO AaHHbIN BapuaHT NO3BONSIET UCMOSb30-
BaTb BO3MOXHOCTU MO COXPaHEHUIO COCTOSIHUSI BUPTYarbHOM MalUVHbI 4SS NOCNeayoLwWwero ero
BOCCTaHOBMEHNS.

Mpn ncnonb3oBaHNM CHUMKOB B Cllydae foboro BbIKMOYEHMST BUPTYyanbHOW MalUMHbI
BCMEACTBUE BbIKMOYEHUS MM annapaTtHoro cbosi cepBepa BUpTyanMsauumn Bce pesynbraTbl

paboTbl BUPTYanbHOM MaLUMHbI ByoyT NOTEPSIHbI.
Karanor pasmelwieHna BpeMeHHbIX (pannoB 3agaeTca B KOHurypaunmoHHoMm dhanne
/etc/libvirt/gemu.conf cnegyroumm KOHPUrypauuoHHbIM napaMmeTpoM:

run_images_dir = "/var/lib/libvirt/runimages"
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6. PETUCTPALISA COBbITUA BE3OMNMACHOCTH

B OC peructpaumsa cobbituii 6e30nacHOCTM peanuayeTcsl MCNoSib30BaHMEM CITy>KObl
auditd.

Cnyx6a auditd BbINOMAHSAET perncrtpauuio cobbiTuin 00bLEKTOB (hansioBON CUCTEMBDI
(ayauT channos) n nonb3oBaTenen (ayamt NpoLeccoB) CornacHo 3agaHHbiM npasunam. Pabota ¢
npasunamy ayauta onvcaHa B n Pernctpaumsa cobbITMin OCYLLECTBNSAETCA B COOTBETCTBUM
c[6.3). OnucaHne HacTpoiikn napameTpoB ayauTta npveeaeHo B[6.4]

lNpyMeHeHMe HaCTpPOEHHbIX NapamMeTpoB ayauTa npoueccoB ocyulectenderca PAM-
mMoaynem pam_parsec_aud. [1o ymonyaHuio peructpauns cobbiTuin ayguTa NnpoLeccoB BKIOYEHA
B PAM-cueHapuun: £ly-dm, £ly-dm-np, login, su, sshd, sumac.xauth. [Inga perncrpauyum
cobbITUN ayguTa NpoLeccoB Nonb3oBaTensd, Nnpoxoasilero ayteHTudumkaumo Yyepes gpyrne PAM-
cLueHapumn, HeobxoaUMO BKIHOYUTbL B COOTBETCTBYIOLLME CLEHapun CTPOKY crneayroLlero BMaa:
session required pam parsec_aud.so

B 6ubnunotekax nogcmctembl 6esonacHoctn PARSEC peann3oBaH nporpaMmHbIN MHTEP-
denc ona peructpaumm cobbliTuin C UCNOMNb30BaHNEM CNYXObl pernctpaumm codbblTun 6esonacHo-
ctn OC, npumeHsiembl ansa pernctpauumn coboitun B CYB[ PostgreSQL (onucaHue npuseneHo B
N KOMMJIeKkce Nporpamm 3NeKTPOHHOM MOYThI.

MHpopmaums o cobbiTnsax oT cnyxbbl auditd Takke obpabaTtbiBaeTca noacu-
CTEMOW perucTpaumm cobbiTUA, OnNucaHue MNOACUCTEMBbI perncrpauun codbiTUn NpuBeLEeHO
B PYCB.10152-02 95 01-1.

6.1. MNpaBuna perncrpaumm codbbITUN

Pernctpauusa cobbiTnin ocyLecTBnsieTca B COOTBETCTBMM C NpaBunamu ayguTa, npasuna
Aenatcsa Ha ABa Tuna:

1) BpemMeHHble — OEeWCTBYHT A0 nepesarpy3km cucTeMbl. Takve npaBuna 3agaroTcs
NOCPEeACTBOM UHCTpyMeHTa auditctl;

2) NOCTOsIHHblE — OENCTBYIOT Bcerga, faXe nocre nepesarpy3kM CUCTeEMbl. Takue
npasuna 3agalTcs B (pannax ¢opmata *.rules, pacnonaralolmxca B KaTanore
/etc/audit/rules.d/.

MogpobHoe onucaHve npaBun ayamTa, a Takke CUHTaKCUC UCNOMb30BaHUSA UHCTPYMEHTa

auditctl npmBeadeHbl B CNpPaBoOYHOM CTpaHuMue man auditctl.

Mpumepsbl:

1. 3anucbiBaTb BCe CUCTEMHbIE BbI30BbI OT npoLecca ¢ ugeHtudgukatopom (PID) 1005
auditctl -a exit,always -S all -F pid=1005

2. 3anucbiBaTb BCe (hansibl, OTKpbITbIE MOb3oBaTeneM ¢ naeHTugukaTtopom auid 510

auditctl -a exit,always -S open -F auid=510
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Mpun gobaBneHnn NOCTOSIHHBIX NpaBun ayauTa B darnax Ucrnonb3yeTca CUHTaKCUC UH-
CTPyMeHTa auditctl 6e3 ykaszaHus UMEHU MHCTPYMEHTA.

Mpumep

3anncbiBaTb BCe CUCTEMHbIE BbI30BbI OT npouecca ¢ naeHtudukatopom (PID) 1005

-a exit,always -S all -F pid=1005

MpaBuna, Heobxoaumble Ana paboTbl BCTPOEHHOro ayauTa, 3adaHbl B aune
/etc/audit/rules.d/10-parsec.rules:
- ayauT npoueccoB (OaHHoe npaBurio Heobxoammo Ana paboTbl yTUNMT useraud U
psaud):
-a always,exit -F subj_type=psaud -S all -k parsec-p
rie -a always, exit — 3anucbiBaTb COBbITUSA B XypHan, 4o6aBuTb NpaBuio B CIUCOK
exit (cobbITnsa, NpoucxoasLume nNpu BbIXoge N3 CUCTEMHOIO BbI30BA);
-F subj_type=psaud — obpabaTbiBaTb NpaBuna, 3agaHHble yTunntamm
useraud U psaud;
-S all — nepexBaTbiBaTb COOLITUA NPU NOObLIX CUCTEMHbBIX BbI30BAX;
-k parsec-p — NPUCBOUTDL KIoY PUNbTPaUUN parsec—p COBbITUSM NO JAHHOMY
npaswuny;
- ayauT dannoB (gaHHoe npaBwusio Heobxoaumo ans paboTbl KoMaHL getfaud u
setfaud):
-a always,exit -F obj type=faud -S all -k parsec-f
rpe -a always, exit — 3anucbiBaTb COObITUS B XypHan, 4o6aBuTb NpaBusio B CNMCOK
exit (cobbITna, NnponucxoadLLmne nNpu BbIXoge N3 CUCTEMHOIO BbI30BA);
-F obj_type=faud — obpabaTtbiBaTb NpaBuna, 3agaHHble komaHaon setfaud,
-S all — nepexBaTbiBaTb COOLITUA NPU NOOBLIX CUCTEMHbBIX BbI30BAX;
-k parsec-f — NpUCBOUTL K1Y unbTpaunm parsec—£ cobbITUAM NO JaHHOMY
npasuny.
B pononHeHue K aTMM npaBunam MOXHO 3agaBaTb COOCTBEHHbIE NpaBuna ayamTta.
[MocTosiHHbIE NpaBuna pekomeHayetcsa AobaenaTe B pann audit.rules, pacnonoxeH-
HbIK B KaTanore /etc/audit/rules.d/. [Npn xenaHmm MOXHO co3gaTtb B AaHHOM KaTarnore
HOBbIN (bann popmaTa *.rules C NPOU3BOSIbLHLIM UMEHEM U 3a4aTb B HEM HYXXHble NpaBuna.
dann audit.rules MOXHO pefakTUpOBaTb BPYYHYH WUSIM C MOMOLLbLI rpadouyeckon yTumnm-
Tbl system-config-audit (cM.[6.4). Opyrve dainbl npaBun MOXHO pefakTMpoBaTh TOMbKO

BPYUHY!IO.
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6.2. Pernctpauusa cobbiTuiM Ha OCHOBE MeTOK 6e30MacHoOCTH

B OC nopnepxumBaetcsa perncrpaumsi cCobbiTun Ha OCHOBE MeTOK 6e30nacHOCTU CyObHLEKTOB
N 00bEKTOB. [1ns1 3TOro Ucnonb3ykTcsa NapamMeTpbl subj_type M obj_type M onepaumm «=»

(paBHO) 1 «!=» (He paBHO) C HUMW.
MeTka nmeet cnegyowmn sug (npu aTom noboe 13 s3Ha4yeHUn MOXET ObITb NYCTbIM):

<YpoBeHBL>:<YpPOBEHb_LIeJIOCTHOCTHU> : <KaTeropuu>: <Tum>

Mpumep
Pernctpaumsa cobbiTuii goctyna k obbektam kaTanora cyObekramu HyrneBOro YpoBHS
KOHGMAeHUNanbHOCTH

-a always,exit -S all -F dir=/var/levell dir -F perm=rwxa -F subj_ type=0:::

6.3. XKXypHan ayauTa un XXypHan cobbiTun

Cnyxba auditd peructpupyetr cobbiTua 6e3onacHOCTM B >XypHane ayauta
/var/log/audit.

[nsa npocmMoTpa XypHana ayguTta ucnonb3yeTcs rpaduyeckas ytunuta ksystemlog
(«CMCTEMHbIN XypHan»), onMcaHne yTunuTbl NPUBEAEHO B 3NIEKTPOHHON CrnpaBkKe.

MHdopmauma o cobbituax ayguta, obpaboTaHHas nNoaCUCTEMOWM  perucrpa-
umnm  cobbitun  (cm. PYCB.10152-02 95 01-1), 3anucbiBaetca B >XypHan CcobbITUn
/parsec/log/astra/events.

XKypHan cobblTun /parsec/log/astra/events AOCTYNEH TOMNBbKO agMUHUCTPATOPY.
Ha dharnine xxypHana cobbiTuin yCTaHOBNEHbI aTpUBYThI, pa3peLuaroLme TonbKO OCTYN Ha YTeHne
1 Ha gobasneHne B KOHew, panna HOBbIX CTPOK.

Mpwn BkntodeHHoM MKLL dhann xypHana cobbiTun MeeT BbICOKUN YPOBEHb LIENOCTHOCTH
N NPOLIECC, KOTOPbLIA OCYLLECTBASAET perncTpaumio cobbiTin B hanne xXypHana, Takke umeet
BbICOKMI YPOBEHb LIENOCTHOCTU. Taknm obpasom, nameHeHne danna xypHana cobbITuii 4OCTYMHO
TONMbKO aIMUHUCTPATOPY Ha BbICOKOM YPOBHE LIENOCTHOCTH.

Ona npocmoTpa KypHana cobbiTMA  MCnonb3yeTca  rpaduyeckas  ytunuta
fly-event-viewer («KypHan cuUCTEMHbIX COObITUAY), ONUCaHWE YTUNUTbI NPUBEOEHO
B 9N1EKTPOHHON CnpaBke.

[denctBusa ¢ xxypHanom ayguta cnyx0bl auditd (yganeHve, nepenmMmeHoBaHue, rnepe-
MeLLeHne hanna XypHana ayauTa) permcTpupyroTcs nogcuctemMon permctpauum cobbitui m
YKa3blBalOTCS B XXypHarne coObITUNA.

[encTteus ¢ XypHanom cobbiTui (yaaneHme, nepenmeHoBaHue, nepemeLLeHne, potaums
hanna xypHana cobblTU) perncTpupyroTCa NOACUCTEMOMN percTpaumm codbITUn U YKa3blBatoTCS
NepBON 3an1Cblo B XXypHane cobbITuiA, a Takke perncTpupyroTca cnyxbom auditd v ykasbiBaloTcs

B XXypHare ayauTa.
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[ononHUTEeNbHO NOACUCTEMON perncTpaumm cobbITUA PeErMcTpUpyoTCs CobbITUS 3anucu
(M3MeHeHus 1 yaaneHus) B pann XypHana cobbiTur HeaoBepeHHbIMU npoueccamu (Bcemu

npoueccamu, Kpome syslog-ng U logrotate).
6.4. CpeacTBa ynpaBrneHus perucrpaumen cobbiTum

6.4.1. N'pachnyeckue yTunuTol

[nga ynpaBneHus peructpauunernt cobbiTuin 1 NpocMoTpa XypHanNoB MOryT UCMOMb30BaTbCS
cnegyowme rpadudeckue yTunuTbl (onncaHme yTunmT JOCTYNHO B 3NEKTPOHHOW cripaBke):

- fly-admin-smc («YnpaBneHue nonvTukon 6e3onacHoOCTN») — ynpasreHne ayauTom,

npuBMAerMaSMn U MangaTHbIMKU atpubyTamu nonb3osatenen, paboTa ¢ nonb3oBarensamu u

rpynnamu;

- system-config-audit («KoHurypauus ayamta») — BKIOYEHNE U BbIKIHOYEHNE

permcTpaumm cobbiTUi, HaACTpomka cnyObl auditd, HACTpOMKa XypHana ayauTta, a

Takke gobasneHve, yaaneHne n pegaktmpoBaHue npasun ayanTa;

- fly-admin-events («HacTporka perucrpaumm CUCTEMHbIX COBLITUY) — yTUNUTa U3

cocTaBa nogcuctemMbl permctpaummn codbitmn (cm. PYCB.10152-02 95 01-1), B KOTOpOM

OOCTYMNHO ynpasrieHe perncrpaumen cobbiTuin 3anycka n OCTaHOBKU CNyX0bl auditd,

nobaeneHnsa n yaaneHusa npaesun auditd, perucrpaums 4ENCTBUIN C XKypHaNoM ayauTta,

a Takke BO3MOXHO gobaBneHue npasun aygunta.

6.4.2. getfaud

KomaHaa getfaud cnyxuTt gnst Nofny4YeHnsa CnMcKoB NpaBun pernctpaumm cobbiTuin Hag
dannoBbiMn obbekTamu. Cneaytowme cobbiTUst AOCTYMNHbI ANs pErmcTpaumnm:

- 0, open — OTKpbITUE (hanna;

- ¢, create — co3gaHue hanna;

- X, exec — UcrnorHeHve ganna;

£

delete — yganeHue danna (B katanore);

- r, acl — cmeHa ACL;

1
s

chown — cMeHa BnagenbLa;
- m, mac — USMEHEHNEe METKU;

modify — UaMeHeHne danna;

1
<

- a, audit — M3MEHEHMe cnmncKka perucTpupyemMblx cobbITun anna;

- d, chmod — n3amMeHeHue npas gocTyna K anny.

MHopmaums 0 cnnckax nocblnaeTcs Ha CTaH4APTHLIN BbIBOA M MOXET SIBMATLCA BXOLHbI-
MW JaHHbIMK Ans koMaHabl setfaud, onucaHwe KoTopow npueeaeHo B [6.4.3]

CuHTaKcuc KomaHabl:

getfaud [<mapameTp> [<napameTp>...]] <@amnu u/unu_xaTajioru>
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OnucaHne napameTpoB getfaud npuseaeHo B Tabnuue [32]

Tabnuuya 32
MapameTp OnucaHue

-d, --default PaboTtaTb co cnMCKOM npaBui perncTpauumn no yMoryaHuto

-R, -—-recursive [ns nogkatanoroe peKypcrBHO

-L, --logical CnepoBaTb N0 CUMBOMMNYECKUM CCbIFIKaM

-P, -—physical He cnepoBaTb MO CMMBOMIMYECKUM CCbInNKam
BbiBoauTb MHdopMaumio o donarax permctpauum cobbiTu B LLMdpoBom

n ——numeric o ¢popmal P p pau umndp
cdopme

-1, --long BbiBOOMTL dhnarm perncrpauumn cobbiTui B ANNHHOW hopme

-p, ——absolute-names | ADCONIOTHbIE MMEHA

-c, ——omit-header He nokasbiBaTb 3arofioBok (MMs cainna)
-s, ——skip-empty MponyckaTtb thannsl ¢ NycTbiMu aTpnbyTamm
-h, --help BbiBecTu cnpaBky ¥ BbINTU

-v, --version BbiBeCTM MHpopmaLnio o BEpCUN U BbITU

OnuncaHne KkomaHabl npmBegeHoO B CI'IpGBO‘-IHOI?I CTpaHuue man getfaud.

6.4.3. setfaud
KomaHaa setfaud ycTaHaBnuBaeT Ha gannbl CIUCKN NpaBui pernctpaumm coobITUN.
lMpaBuna 3agatoTca UNn B KOMaHOHOW CTpoKe (napameTpbl —s, —m), Unn B dparnax (napameTpbl
-S, -M, -B). [pun atom dhannbl MOryT ObiTb ChOpMMPOBaHbLI C MOMOLLLIO NepeHanpaBneHns BbiIBoga
KomaHabl getfaud (cm. [6.4.2)).
Tonbko agMUHUCTPATOP MOXET U3MEHSATb CMIUCKM NpaBui perncTpaumm cobbitnin y am-
NoB.
CuHTaKcuc KoMaHabl:
setfaud [<napamerp> [<mapameTp>...]] [<mopaBuna_perucrpauun>] <danmwer>
[MpaBuna peructpauuun 3agaroTca B BUAE:
[u:<momnbzoBaTens>:<fyaru_perucTpaluu> ]
[, g:<rpynmna>:<dnaru_perucrpauumn>][,o:<dmaru_perucrpauuu>], ... ,
rie <mnonb3oBaTesnb> U <rpymnna> — CUMBOSIMYECKNE UMW YUCTIEHHblE UAEHTUdUKATOpbI
nonb3oBaTens u rpynnol;
u: — npaBuIIo ANA Nonb3oBaTens,;
g: — NpaBuno Ans rpynrsol;

O : — npaBuIo Ana oCTalibHbIX.

dnaru perncrtpaunm 3agaroTcAa B BUae:
<$maru_perucTpauuu> := <@jarm_yCIEmHLHX_ OoIlepalunun>

[ [ :<dmmaru_HeyCHemHHX_onepauuun>], ...]
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Mpwn aTom chnarm onepaunin MoryT UMeTb BUA;:
<+ | -><umsi_perucTpupyeMoro_coburus>, . . .
(Hanpumep, +exec, —open) Unu:
[+]-]1<umcrio>
UIu:
<COKpalleHHOE_UMsi_perucTpUpyeMoro_coburusa#l>
<COKpameHHOE UWMs_PEeruCTPUPYEMOrO_COOHTUA#2>. . .

(Hanpumep, ou — +open, +delete).

Mpumep
AyanT Bcex onepaunin (Kpome M3MeHeHNs haina) — Kak yCnewHbIX, Tak U He YCNeLlHbIX
— ¢ dpannom <filename>, NPOM3BEOEHHbIX KEM-TMOO N3 OCTalbHbIX:

setfaud -m o:oxudnarmc:oxudnarmc <filename>

OnucaHne napameTpoB setfaud npuseaeHo B Tabnuue 33|

Taobnuuya 33
MapameTp OnwucaHve
-s, —-set YCTaHOBUTb CMUCOK PETUCTPUPYEMBIX COOLITUIN N3 KOMAHLHOW CTPOKK
-b, --remove YaanuTb BCe areMeHTbl CrncKka permcTpmpyemMbix cobbiTuin
-m, ——modify N3mMeHuTb nnu gobaBunTb 3NEMEHTbI CNcKa M3 KOMaHOHOW CTPOKU
-d, -—-default PaboTaTtb CO CNMCKOM perncTpupyembix COBbITUI NO YMONMYaHMIO
-3, ——-set-file YCTaHOBUTbL CMUCOK perncTpmpyembix cobblitun 13 danna
-X, -—-remove-all YaanuTb BCe CNUCKN permcTpupyemMbix cobbITuin

. . N3meHnTb nnu gobaBuTb 3NEMEHTbI CINCKA PErMcTpupyemMbiX COObITUI U3
-M, --modify-file A P Pvpy

danna
-B, ——restore BocctaHoButb atpmbyThl 13 canna
-R, --recursive [na nogkartanora pekypcuBHO
-L, --logical CnepoBatb N0 CUMBOSIMYECKNM CCbIfNIKaM
-P, -—physical He cnepoBatb N0 CMMBOINMYECKUM CChINIKam
-v, --version BbiBeCTM MHpopmMaLnio o BEpPCUN U BbIATU

Cnucok perncTpupyembix CcoObITMI, a Takke onucaHue KOMaHObl, npnBeaeHo B CrpaBoy4-

HOW cTpaHuue man setfaud.

6.4.4. useraud

KomaHaa useraud no3BonsieT npocMaTpmBaTtb U U3MEHSATb NpaBua pernctpaumm cobbl-
TUI ONS nonb3oBaTenen:
useraud [-dnghvolm] [uma_nomnb3oBaTend(rpynne) ] [drnaru_perucrpalnunu]

dnaru perncrtpaunm 3agaroTcAa B BUae:

<$maru_perucTtpanuu> := <@yarmu_yCIEmHLHX_OoIlepalunn>
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[[:<@maru_HeycCHnemHHX_onepauuun>], ...]
Mpwn aTom cpnarm onepaunin MoryT UMeTb BUA:
<+ | -><umsi_perucTpupyeMoro_coburus>, . . .
(Hanpumep, +exec, —open) Unu:
[+]-]1<umcro>
nnw:
<COKpalleHHOE_ UMsl_perucTpUpyeMoro_coburus#l>
<COKpaleHHOE HMs_PEerucTPpUPYEeMOro_COOHTua#2>. . .
(Hanpumep, ou — +open,+delete).
CwuHTakcuc KOMaHAabl:
useraud [<napameTp> [<napameTp>...]] [monb3oBaTens/rpynnal

OnwucaHune napameTpoB useraud npuBeaeHo B Tabnuue [34]

Tabnuuya 34
MapameTp OnucaHue
-d, --delete C6pocuTb NpaBuna perucrTpaunm codbiTun
-n, —-numeric BbiBecTu hnaru B WwectHaguaTtepuyHom popmate
-1, --long OnuHHBIM bopmaT BbIBOAa driaroB
-g, ——group Ons rpynnel (MO yMOm4YaH1o — Ans nosib3oBarerss)
-0, ——other [ns octanbHbIX (Nt06oW nonb3oBaTenb)
-m, -—modify M3meHnTb cyllecTByloLLEe NpaBuno
-h, --help BbiBecTu cnpaBky v BbIATH
-v, --version | BbiBECTU MH(OPMALUIO O BEPCUM U BBINTH

OnuncaHne KkomaHabl NpUBeAEHO B CNPAaBOYHON CTpaHMUe man useraud.

6.4.5. psaud

KomaHaa psaud no3BOMSIET M3MEHUTb UKW cYUTaTb NpaBuna pernctpauumn cobbiTui
Bbl6paHHOFO npouecca. Ecnn npasuia pernctpauunm coObITUN He YKa3aHbl B Ka4eCTBe aprymMmeHTa,
TO KOMaHAa BbINOJTHAET X CHUTbIBaAHME C npouecca, 3agaHHOro napamMeTpom (I/I,El,eHTM(bI/IKaTOp
npouecca).

Tonbko aAAMUHUCTPATOP MOXET yCTaHaBnnBaTb U CHNTbIBATb NMpaBuiia permctpauunm cobbl-
"N ayouta npoueccos. I'Ipanma perncrpauunmn cobbITUN HacneaywTcAa NopoxaeHHbIMU rnpouec-
CcaMu.

CuHTaKkcmnc komaHAapbl:
psaud [<mapameTp> [<napameTp>...]] [<npaBuna perucrpanuu> ]

Ecnu napameTtp npaBuna permcrpaumm cobbITUiA NPUCYTCTBYET, TO KOMaH4a ycTaHaBnmBa-
eT npasuna Ha npouecc. lNpaBuna 3agatoTcsa B BUAE:

<pmaru_perucrpanun> := <@rjaru_ycCIlemHHX onepalnui>
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[[:<dmaru_HeyCHemHHX oIepanuu>], ...]

Mpwn aTom cpnarm onepaunin MoryT UMeTb BUA:

<+ | -><umsi_perucTpupyeMoro_coburus>, . . .

(Hanpumep, +exec, —open) Unu:

[+]-]1<umcro>

nnun:

<COKpalleHHOE_ UMsl_perucTpUpyeMoro_coburus#l>

<COKpaleHHOE UWMs_PEeruCTPUPYEMOrO_COOHTUA#2>. . .

(Hanpumep, ou — +open,+delete).

OnvcaHve napaMeTpoB psaud npvBeaeHo B Tabnuue [35]

Tabnuuya 35
MapameTp Onucanue
-d, —-delete CHATb BCce npasuna perucrpauum codbiTui ¢ npouecca

-n, ——numeric

BbiBOOMTb MHpOpMaLMO O NpaBunax permcTpaumm cobbITUin B YACIIEHHOM BUAE

-1, --long BbiBOOMTb MHpOpMaLMO O NpaBuiax permcTpaumm cobbiTuii B 4JIMHHON dhopme
-h, --help BbiBECTM cnpaBKy U BbIATH
--version BbiBeCTM MHOPMaLNIO O BEPCUN U BbINTH

Cnncok cobbITUI MOXHO MPOCMOTPETb Ha CTpaHuue NnomMoLn kKoMmaHabl psaud -h.

OnuncaHne komaHAabl npmBegeHoO B cnpaBquoﬁ CTpaHuue man psaud.

6.4.6. ausearch

KomaHaa ausearch npegHasHaveHa ona npocMoTpa hanroB XypHana perucrpaumm

cobbITnin A0pa, a Takke cobbITnn Nnonb3oBaTens.

CuHTakcuc KomaHgpbl:

ausearch [<mapameTrp> [<napameTp>...]]

OnvcaHve napaMeTpoB ausearch npueefeHo B Tabnuue [36]

Tabnuuya 36

MNapameTp

OnucaHne

-a, ——event

Mouck cobbITUN c 3afaHHbIM naeHTndmkaTopom Co0blI-
TUS. CoobuweHnss  0BbIMHO  HayuHalTCA € 3anucu BUaa
msg=audit(1116360555.329:2401771). WpeHtndukatop cobbl-
TMS — uucno nocne «:». Bce cobbiTna ayamta, CBsi3aHHble C OOHUM
CUCTEMHbIM BbI3OBOM, UMEIOT OAMHAKOBbIA naeHTudmKaTop

—-C, ——comm

MckaTb cobbiTna ¢ 3agaHHLIM MMEHEM MCMONHAeMoro danna 3agaym

--debug

BbiBECTU MHOPMALMIO O HEKOPPEKTHBIX COObITUSAX, HE MOMaBLUNX B CTaH-
AapTHbIV BbIBOA, OLLUMOOK
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lNpodomxkeHue mabnuubsl 36

MapameTp OnucaHune
o exit MckaTb cobbITvs No 3agaHHOMY Koy 3aBEpPLUEHUSI CUCTEMHOIO BbI30Ba UK
p— , —— Xl “
Koady nocrnegHen owmnobku
-f, --file MckaTb cobbITUS ¢ 3a4aHHBIM MMeHeM doarna

-ga, -—gid-all

NckaTb cobbiTna ¢ 3agaHHbIM 3EEKTUBHBLIM UM 0ObIYHBIM MOEHTUdNKATO-
poM rpynnbl

_ge’
--gid-effective

NckaTb cobbiTUA ¢ 3agaHHbIM 3PEKTUBHBIM NOEHTMAMKATOPOM rpynmnbl
U UMEHeM rpynnbl

NckaTb cobbITUS! ¢ 3aaHHbIM UAEHTUGMKATOPOM rpynnbl UM UMEHEM rpyn-

-gi, -—gid
g g nbl
-h, --help BbiBecTu cnpaBky
hn. ——host WNckaTb coObITUsI ¢ 3agaHHbIM MMeHEM y3na. Mims yana MoXeT ObiTb MMEHEM

y3na, nosiHbiIM AOMEHHbIM UMEHEM UJTN CETEBbLIM ajpeCOM

-i, ——interpret

TpaHcnunpoBaTb YNCNOBLIE 3HAYEHUS B TEKCTOBbIE. Hanpumep, naeHTudguka-
Top nonb3oBatenst OyaeT TpaHCNMpPOBaH B UMS Nonb3oBatens. TpaHcnsaums
BbINOSTHAETCSA C UCMONb30BaHMEM OaHHbIX C TOW MalUWHbI, rae 3anyLleH
ausearch

-if, --input

Mcnonb3oBaTtbk ykasaHHbIA (hann nnu katanor BMECTO XXypHana aygura.
MoxxeT ObITb NONE3HO MpU aHanNu3e XXypHana ayauTta ¢ Apyron MalinHbl Unn
npu aHanuae 4YacTUYHO COXPAHEHHOIO XypHarna

—--input-logs

Mcnonb3oBaTb pacrnonioxeHue danna KypHana, YykasaHHoe B
auditd.conf, B KayecTBe BXOAHbIX AaHHbIX ANA noucka. JTO Heob-
XOOMMO NpW UCMOMb30BaHMM ausearch B 3ajadve cron

--just-one

WNckaTb oo nepeoro cosnageHust

-k, —-key

MckaTb cobbiTus ¢ 3agaHHbIM KIOYEBbIM CITIOBOM

-1, --line-buffered

OuncTUTb BbIBOA KaxXaon CTpokn. MoxeT ObiTb NonesHo, koraa cTaHaapT-
Hbl BbIBOA KOHBENEPHO NepeHanpaensieTcs U MCNonb3oBaHue cTpaTernm
Oydepusaumnm 6nokoB MO YMOIYAHUIO HEXernaTernbHO

—-Im, ——message

NckaTb cobbiTUsi ¢ 3agaHHbIM TUNOM. BO3MOXHO yKa3aTb CMMCOK 3HAYEHWU,
pasgeneHHbIX 3anaTbiM1. [Ns nony4YeHust BCeX COOBLEHNIA CUCTEMbI ayauTa
ykasaTb Tvn ALL. Ecnu ykasaTb AaHHbIM napameTp 6e3 3HayeHus, byaet
BbIBEEH CMNCOK A0OMNYCTUMbIX TUMNOB. TUM COOBLLEHUS MOXET ObITb CTPOKOM
UK Yncnom

-n, -—--node

BbiBecTn cobbiTus ¢ yKa3aHHOIZ MalLLWHbI. BO3MOXHO YKa3aTb HECKOJ1bKO
MalLKWH, Toraa BbIBOAATCA COObITUA ANS KaXKaon u3 YKa3aHHbIX MallnH

-0, ——object

WNckaTb cobblTnS ¢ 3a4aHHbLIM KOHTEKCTOM (06beKTOM)

-p, ——pid WNckaTb cobbiTvsa ¢ 3agaHHbIM naeHTUgmkatopom npowecca
-pp, ——ppid WNckaTtb cobbiTust ¢ 3agaHHbIM MOEHTMAUKATOPOM pPOaUTENBLCKOrO npoLecca
r raw HeobpaboTaHHbIN BbIBOA,. Vcrnonb3yeTcss Ana M3BMEeYeHus 3anucen gnsi

JanbHenwero aHanunsa

-sc, --syscall

NckaTb cobbiTuA ¢ 3agaHHbIM CUCTEMHbIM BbI30BOM. MOXHO yKkasaTb ero
Homep unn ums. Ecnn ykasaHo nvs, oHo Oyget NpoBEPEHO Ha MaluvHe, rae
3anyuwieH ausearch
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OkoH4yaHue mabnuubl 36

MNapameTp OnucaHune

MckaTb cobbiTUA C 3agaHHbIM KOHTEKCTOM (scontext/subject unu

-se, ——context .
tcontext/object)

-su, --subject MckaTb cobbiTus € 3agaHHbIM KOHTEKCTOM scontext (subject)

MckaTb cobbiTusI C 3agaHHbIM CbJ'IaI'OM yCnewHOoro BbInoJIHEHUA. ﬂ,OI'IyCTI/I-

—-SV, ——Ssuccess
Mble 3Ha4YeHUs: yes (YCNELLHO) N no (HeYCMneLHo)

MckaTb coObITUS, KOTOpbIE MPOM3OLLIN B YKa3aHHOE BPEMS UNN pPaHbLUE.
dopmat aatbl U BpEMEHM 3aBUCUT OT pernoHarnbHblX HacTpoek. Ecnn aata
He ykasaHa, TO nogpasymeBaeTcsa Tekywmh geHb (today). Ecnn He yka-
3aHO BpeMs, TO Nogpa3ymMeBaeTcs TEKYLLMA MOMEHT (now). cnonbayeTcs
24-yacoBas HOTaums BpeMmeHu. Hanpumep, gata MOXeT ObiTb 3aaHa kak
10/24/2005, aBpemsa — 18:00:00

-te, ——end

NckaTb cobbiTns, KOTOpble MPOM3OLUNN B YKa3aHHOE BpPEMsi UIM MO3Xe.
dopmart gatbl U1 BpEMEHU 3aBUCUT OT pernoHanbHbIX HacTpoek. Ecnu gata
He yKasaHa, TO nogpasymeBaeTcs Tekywmi geHb (today). Ecnn He yka-
3aHO BpeMms, TO nogpasymeBaeTcs norHoyvb (midnight). Ncnonb3yetcs
24-4yacoBasi HoTaumsi BpeMeHu. Hanpumep, gata MOXeT ObiTb 3a4aHa kak
10/24/2005, aBpemss — 18:00:00

-ts, ——-start

MckaTb cobbITuA ¢ 3agaHHbIM TEPMUHAIIOM. HeKOTOpre OEMOHBbI (HaanMep,

-tm, --terminal
cron U atd) UCNonb3ylT NMS EMOHA Kak MMs TeEpMUHana

WNckaTb cobbiTus, Y KOTOPbIX MAEHTUdMKATOp norb3oBaTens, addeKTunB-
-ua, --uid-all HbI naeHTUdmKaTop nonb3oeartens Unu loginuid (auid) coBnagatoTt ¢
3aflaHHbIM MOEHTUUKATOPOM MOSb30BaTENs

-ue, WNckaTb cobbiTus ¢ 3agaHHbIM 3pEKTUBHBIM MOEHTUDMKATOPOM MONb30Ba-
——uid-effective Tens
-ui, —-uid MckaTb cobbiTna ¢ 3agaHHbIM MOEHTMAMKATOPOM NoNb3oBaTens

MckaTb cobbITUSA ¢ 3aaaHHbIM naeHTMduKaTopom nonb3oBaTens. Bece npo-

-ul, --loginuid . .
rpamMmbl, KOTOpble €ro MCNonb3yT, AOITKHbI UCnonb3oBaTbh pam_loginuid

-uu, —-uuid NckaTb cobbiTus ¢ 3agaHHbIM uuid

-v, —-—verbose lMoka3aTb BEPCUIO 1 BLIATK

CoBnageHue c nonHbiM crioBoM. NogaepxunBaetca ang umenun darna, nme-

-vm, ——vm-name
HW y3na, TepMunHana n KOHTeKCTa

lMownck no 3agaHHoM CTpPOKe C NoJsiHbIM coBnageHueMm. I'Io,u.,uepmmsaemﬂ ans

-w, ——word .
UMeHn hanna, UMeHu y3na, TepMvHana U KOHTeKcTa

-x, ——executable WNckaTb cobbiTUsi ¢ 3ag4aHHbIM UMEHEM UCMOSNHAEMOW NPorpaMmmbl

OnucaHue KoMaHabl NPUBEAEHO B CNPaBOYHON CTpaHULEe man ausearch.

Mpumepbl:

1. OTO06pa3snTb COBLITUA NPOLECCOB M NOMb30BaTeENen

ausearch -i -ts "11:35:35" -te "11:36:00" -k parsec-p
2. Pernctpaums cobbitum ¢ parnnamm

ausearch -i -ts "11:35:35" -te "11:36:00" -k parsec-f
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3. lNMpoTokonupoBaHne cobbITUI, CBA3AHHbLIX C MaHAATHbIM yYNpaBneHMeEM OOCTYMNOM U
ayanTom

ausearch -i -ts "11:35:35" -te "11:36:00" -m avc

4. lMNMpoTokonupoBaHMe coObITUIA, MPUXOOALLNX OT NONb30BaTeENs

ausearch -i -ts "11:35:35" -te "11:36:00" -m user_avc

6.4.7. lononHuTenbHbIe NapamMeTpbl perucTtpauum coobITUN

,D,J'IFI TECTUPOBAHUA OC Ha HoBBbIX annapartHbIX KOHC*)I/IpraLl,I/IFIX MOXHO OTKJTHO4UTb pern-
CcTpaumo Habopa CUCTEMHbIX BbI30BOB OAHMM U3 CreayroLmnx cnocobos:

1) OTKITIO4EeHNE perncTpaummn CUCTEMHbIX BbI3OBOB, HE UCMOJ1b3yEMbIX A MaHOaTHOro

ynpaenenusa goctynom. [1ns atoro Heob6xoanmMo BbIMONHUTL KOMaHAy:

echo 1 > /parsecfs/disable-non-mac-audit

Ecnu BbiBOA KOMaHbI:

cat /parsecfs/disable-non-mac-audit

paBeH 1, TO perncrtpauna CUCTeMHbIX Bbl3OBOB, HE UCIMNOJIb3yEMbIX ONA MaHOaATHOro

ynpaslieHnA OOCTYNOM, OTKITHOYEHAa,

2) OTKNKO4YeHne perncTpaumm BCeEX CUCTEMHbLIX BbIS3OBOB. ,D,J'IFI TOro HeO6XOD,I/IMO BbIMNOI-

HUTb KOMaHAOY:

echo 1 > /parsecfs/disable-all-audit

Ecnu BbiBOA kOMaHAb!:

cat /parsecfs/disable-all-audit

paBeH 1, 10 perncTtpaumnda Bcex CUCTEMHbIX BbI3OBOB OTKITHOMEHA;

3) oTkntoYeHne perucTpauum 3anpeToB AOCTyna (Ha OCHOBE MaHAATHOro ynpasreHus

AOCTYMNOM):

echo 1 > /parsecfs/disable-denied-audit

Ecnu BbiBOA KOMaHAbI:

cat /parsecfs/disable-denied-audit

paBeH 1, TO peructpaumsi 3anpeToB AOCTYyNa OTKMYeHa.
6.5. Peructpaumsa co6bitun B CYBl PostgreSQL

6.5.1. Pexxumbl pernctpaumm coobIiTumn

B CYB[ PostgreSQL ana HacTporku pexuma perucrpauum cobbiTUN MCNOnb3yeTcs
KOH(pUrypaumoHHbIn napameTp ac_audit_mode dpanna postgresqgl.conf. OTOT napameTp
MOXET ObITb M3BMEHEH TONbKO Nepe3anyckoM cepBepa. lNapameTp MOXeT NpuHMMaTh cneayoLime
3HaYeHNS:

- internal — Ons HACTPOWKN permcTpaunmn cobbITUN NCMONb3YKTCS COOTBETCTBYHOLLME

komaHabl SQL, a HacTporkn xpaHaTca B Tabnvue pg_db_role_settings;
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- external — Ons HACTPOMKM perncTpaumm cobbiTU UCMONb3yeTCs BHELWHUN dann
pg_audit.conf;

- external, internal — CMeLWaHHbIN pexum. HacTporkn pernctpauum codbbitum 6e-
pyTCs CHayana u3 BHelwHero anna pg_audit.conf, nocne 4yero AOMNOMHAKTCA Ha-
cTpovikamu n3 Tabnuubl pg_db_role_ settings;

- internal, external — CMeLWlaHHbIN peXxumMm. HacTporkn pernctpauum cobbitum 6e-
pyTCca cHayana mn3 Tabnuubl pg_db_role_settings, Nocne 4Yero AONOSHATCA Ha-
CTpoOMKamMu 13 BHelwHero panna pg_audit.conf;

- none — perucrpauua COObITUIN OTKITHOYEHA.

6.5.2. HacTponka macku peructpauum coobITUN

B CYB[ PostgreSQL Bepcun 11 macka permctpaumm cobbiTu ycTaHaBnMBaeTcAa B Npo-

Lilecce aBTOpM3aLUKN Nonb3oBaTeNs CornacHo BbIGpaHHOMY peXxuMMy perMcTpauumn coobiTuin u

HaxoauTcsa B atpmbyTe ceccum ac_session_audit.

|_|pl/l 9TOM pearnin3oBaH CJ'Ie,D,yPOLLI,I/Iﬁ nopAanoK npuMeHeHnA HacTpoekK perncrtpaunmn CoOblI-

1) HacTPOMKM ONA KOHKPETHOM PONN U KOHKPETHOW B6a3bl 4aHHbIX;
2) HacCTpOWKM ONst KOHKPETHOW ponu;

3) HacCTpPOWKM ON151 KOHKPETHOW 6a3bl AaHHbIX;

4) ansa Bcex ocTanbHbIX.

Macka pernctpauum cobbiTnii nmeet Bua {YCIEX:OTKA3}, rae YCIEX — CNUCOK yCneLw-

HbIX COBObITUI, OTKA3 — CMUCOK HeycneLwHbIX cobbiTun. OHa MOXET ObITb 3a4aHa C MOMOLLbHO

6yKBeHHbIX KOOoB U C NMOMOLbIO WWeCTHaauaTepnyHoro 4mcna. BbiBog macku npomn3sBognTCA B

TEKCTOBOM Buae.

B tabnuue [37| npuBeaeHo cooTBETCTBUE MeXAY COObITUAMU, OYKBEHHbIM M LLeCcTHaauaTe-

PWYHbIM 3Ha4YeHneM MacCKun permcTtpaunn COObITUN.

Tabnuua 37
CobbITue Cumeon | WecTtHaguaTtepuyHoe OnuncaHue
3Ha4yeHue

SUBJECT S 1 [obaeneHne/nameHeHne/yganeHne nonb3osare-
nen v rpynn

CONFIGURATION S 2 M3meHeHne KoHurypaumm, BnusioLen Ha go-
CTYM K AaHHbLIM (3anpoc Ha U3MEHEHNE 3HaYeHns
nepeMeHHon ac_session_maclabel)

RIGHTS R 4 3anpoc Ha mogudmkaumio npae goctyna K o6b-
ektam b[]

CHECK_RIGHTS Vv 8 lMpoBepka npas gocTtyna

SELECT r 10 Bbibopka nHdopmaumm ns b
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OkoHyaHue mabnuusl 37

CobbITne Cumson | WecTtHaguatepuyHoe OnucaHne
3HayeHve
INSERT a 20 [o6aeneHne nHdopmaumm B B
UPDATE W 40 N3meHeHne nHdopmauumn B B
DELETE d 80 YnaneHne nngpopmauum ns b
TRUNCATE D 100 OuncTka gaHHbIX
REFERENCES X 400 3agaHne ctonbua Tabnuubl B Ka4ecTBe BHeLU-
Hero knoya
TRIGGER t 800 [loGaBneHne Tpurrepa kK Tabnuue
EXECUTE X 1000 3anyck xpaHumow npoueaypbl Unu Tpurrepa
USAGE U 2000 Mcnonb3oBaHue obbekTa B
CREATE C 10000 CosnaHune ob6bekToB B B[]
CREATE TEMP T 20000 CospaHve BpemMeHHOro obbekTa
DROP E 40000 YnaneHne o6bekToB B
ALTER M 80000 MN3meHeHne obbekTa B[]
CONNECT c 40000000 3anpoc Ha Ha4ano ceccuu
DISCONNECT e 80000000 3anpoc Ha OKOH4YaHue ceccum
3ape3epBUpOBaHHbIN | * COOF3DFF lMonHas macka pernctpauumn cobbiTui
CMMBON
3ape3epBuNpOBaHHbIN | O 0 Perncrpauna cobbiTnin oTKNoYeHa
cMMBON

ATpnbyT ceccun ac_session_audit MOXET OblTb UBMEHEH TONBbKO agMUHUCTPATOPOM
C NMOMOLLIbIO KOMaHAab! SET:
SET ac_session_audit TO ’'HoBoOe_3HaueHUue'’;
N MPOCMOTPEH C MOMOLLbIO KOMaHAbI:
SHOW ac_session_audit;

[1na npocmMoTpa Macku ceccum UCNosnb3yeTca crnefyowast KomaHaa:
SELECT session_audit;

[lns npocmMoTpa TekyLlen Mackm Ucnonb3yeTcs cregyowas komaHaa:
SELECT current_audit;

[na KkoHBepTaumMm Mackm pernctpupyemMbix cobbiTUn N3 TEKCTOBOrO (OYKBEHHOrO) B LLECT-
HaguaTepuyHoe 3Ha4YeHe 1 13 WecTHaaUaTepuyHoro B TekctoBoe (byKBEHHOE) MCNOSb3YTCA
SQL-pyHKUMKN text to_auditmask (TEXT) u auditmask_ to_text (TEXT) COOTBETCTBEH-

HO.

Mpumep
SELECT text_to_auditmask(’ {ace:ce}’);

text_to_auditmask
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{0xC0000020:0xC0000000}

(1 crpoxa)

SELECT auditmask_ to_text(’ {0xC0000020:0xC0000000}");
auditmask_to_text
{ace:ce}

(1 crpoxa)

6.5.3. HasHayeHue cnuckoB perncTpauum cobbiTUn B pexmme internal

,D,J'IFI Ha3Ha4YeHnsa Mackm coObITUA B pexunme internal UCMNOoJIb3yeTCA KOMaHAOa
ALTER ROLE:
ALTER ROLE { ALL | uma_pomnu } [ IN DATABASE uma 6a3w_gaHHux | SET
ac_session audit TO HOBOe_ 3HAUEHUE;
[ns ynaneHus cnucka permctpaumm cobbliTUin UCnonb3yeTcs crneaytolas koMaHaa:
ALTER ROLE { ALL | uma_pomu } [ IN DATABASE umMa_ 6a3H_gaHHHX | RESET
ac_session_audit;

Mpn mMogudmkaumm Mackm npoucxoamT aBToMatTuyeckoe OOHoBeHne atpubyTta
ac_session_audit.

M punMmedyaHuMe. ,D,J'IFI BbIMOJTHEHNA NMPUBEOEHHbLIX KOMaH Tpe6y+0Tc;1 npasa agMu1MHN-
cTparopa.

MpumeyaHune. MNpn nHmumanusauum knactepa 6a3 gaHHbIX aBToMaTtMyeckun gobaens-
HOTCA crieayowimne rnpasuna:
ALTER ROLE postgres SET ac_session_audit TO ' {SsRawdCTEMce:ce}’;
ALTER ROLE ALL SET ac_session_audit TO ’ {SsRDxCTEMce:SsRVrawdDxtXUCTEMce}’ ;

6.5.4. HazHayeHMe cnNUCKOB perncTpauum cobbiTU B pexmme external
[ns Has3HaYeHnsa Macku coObITUI B peXXMMe external UCNOMNb3YETCA KOH(PUIYpaLUMOHHbIN
drann pg_audit.conf KOHKPETHOro KnacTtepa AaHHbIX, KOTOPbIA UMeET cnegyroLwmmn dopmar:

success events mask = 3HaueHue failure events mask

3HAUEHHE uSer

UMsi_Tionb3oBaTens database = umsa_6a3H_OaHHEX

success events mask

3HaueHue failure events mask 3HAuUeHue user
UMS_TIOJIb30BaTeJIsA

success events mask = sHaueHue failure events mask = 3HaueHue

Mpumep

®ann pg_audit.conf
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- ayaut gencteumn agMmuHuctpatopa CYB[:

success events mask = FOOE7 failure events mask = 0 user = postgres

- AnA nonb3oBaTtesia any BbINONMHATbL PETNCTPaUnio TOJTIbKO HeyCMNeLHbIX )J,eI7ICTBI/II7IZ
success events mask = 0 failure events mask = FFFFF user = any

- AJ14 BCeX OCTalrlbHbIX norb3oBaTenen BbIMOMNHATb perncrtpaunio BCcex HeyCrelHbIX ﬂ,eﬁ-
CTBUIN N BCEX ycnelwHbIX ﬂ,eVlCTBMVI, KpomMe OOoCTyrMa K AaHHbIM:

success events mask = F0707 failure events mask = FFFFF

B KoHdurypaunmoHHoM channe 3agarTcsa CNUCKU yCrewHbiX (success events mask) u
HeycnelwHbIX (failure events mask) TMNoB 3anpocoB Ha AOCTYn, KOTOpble ByayT perncTpmMpoBaThCs
B XypHane CYB[ un xypHane ayauta OC ansa otaenbHbIX NOnb3oBaTenien U no yMosiHaHuio.
Cnvcku TMNOB 3anpocoB Ha AOCTYN 3a4aloTCcH B BUAe LecTHaguaTepUYHbIX YMCEr, B KOTOPbIX
KaxgoMy Tuny 3anpoca COOTBETCTBYET YCTAHOBIEHHbIN (A8 perncTpupyemMbix 3anpocoB) Unm

CcOpOLLEHHbIN (AN HE PErNCTPUPYEMbIX 3anpocoB) OMT. Tunbl 3aNPOCOB 1 UX ONUCaHWE NPUBEAEHDI
B Tabnuvue [38]

Tabnuuya 38
Tum sanpoca Onmcatiue gur | UecTHanuaTepiios
SUBJECT Tﬂ;GeaﬂBJ;erlxﬁll_lmameHeHMe/yp,aneHme nornb3oBa- 0 1
MN3meHeHne KoHurypauuu, sBnnaowen Ha go-
CONFIGURATION | CTYN K AaHHbIM (3anpoc Ha n3MeHeHne 3Haye- 1 2
HUSA NepeMeHHOn ac_session_maclabel)

RIGHTS M3meHeHve npaB goctyna k oobektam b/l 2 4
CHECK_RIGHTS Moaudumkaums npae goctyna Kk obbektam B[] 3 8
SELECT Bbibopka nHdopmaumm ns b 4 10
INSERT Ho6aeneHne nHdopmaumm B B 5 20
UPDATE N3meHeHne nHdopmauumn B B 6 40
DELETE YnaneHne nHgpopmauum ns b 7 80
TRUNCATE OuncTtka gaHHbIX 8 100
REFERENCES ﬁzga:;}iqcamjﬁm Tabnuubl B KAYECTBE BHELLI- 10 400
TRIGGER [obGaBneHve Tpurrepa kK Tabnuue 11 800
EXECUTE 3anyck xpaHMMoWn npoueaypbl unn Tpurrepa 12 1000
USAGE VMcnonb3oBaHne obbekTa B[] 13 2000
CREATE CospaHue obbekToB B B/1 16 10000
CREATE_TEMP Cos3naHue BpeMeHHbIX 06bekToB B B[] 17 20000
DROP YnaneHne oobektoB B 18 40000
ALTER M3meHeHne obbekTa B[ 19 80000
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OkoH4yaHue mabnuubl 38

Tun 3anpoca OnucaHue But WWectHanuarepuyroe
3HaveHne
CONNECT CoeanHeHne nonb3osartens ¢ b/l 30 40000000
DISCONNECT PasbeguHeHnne nonb3osarens ¢ bl 31 80000000

MHdopmaumsa o coegmHeHuun nosnb3oBaTenen ¢ b1 (CONNECT) 1 pasbedNHEHUU C HeEN
(DISCONNECT) pernctpupyetcs Bcerga, npu ycrnoBum, YTo ClMCOK COBLITUN He yCcTaHOoBIEH B 0.
MpumeyaHune. Jllobble nameHeHus aToro carna byayT NpMMEHEHbI TOMBKO Npu nepe-

3arnycke cepsepa.

6.5.5. HasaHayeHne cnuckoB perncTpauum cobbiITUN B pexumax external,
internal u internal, external

3arpyska Macku permctpaumm cobbiTui B pexxmme external, internal AByx3aTanHas:
CHavana BbIMOSIHAETCS 3arpy3ka Macku permcrpaumm cobbiTnin 3 parna, nocrne Yero 4onosHAEeTCs
HacTponkamn n3 pg_db_role settings, ecnmBpg_db role_ settings ecTb 6onee TouHbIE
HacTponku. [Ina naMeHeHns Macku permcTpaumm cobbITUn ceccnum MoryT BbiTb MCMOMb30BaHbI

komaHapbl 13 [6.5.3]

AHanornyHo u ansa pexmma internal, external.

6.5.6. HasaHayeHMe cnUCKOB perncTpaumm coobITUMN B peXxume none
B pexvnme none peructpaumsa cobbITUW OTKNKOYEHa, O4HAKOo, agMUHUCTPaTop MOXET

N3MEHATb MacKy permctpauum cobbiTMN C MOMOLLBIO KOMaHA 13 (6.5.3]
6.6. CpeacTBa LIeHTPanNnu3oBaHHOMO ayauTa U NPOTOKONMUPOBaHUSA

B coctae OC BxoguT nporpammHoe cpeactBo Zabbix, obecnevnBatowiee pyHKUMOHAN
AJ1S1 HACTPOWKK, cbopa AaHHbIX U MOHUTOPUHIA COCTOSIHUA CETU, a TaKKe XN3HECNOCOOHOCTU U
LenocTHOCTK pecypcoB ceTn. OnncaHne yCTaHOBKM M HAacTpPOnKn Zabbix npuBeaeHo B JOKYMEHTe
PYCB.10152-02 95 01-1.
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7. 130NAUNA NMPOLIECCOB

7.1. N3onauunsa npoueccoB OC

Anpo OC obecneunBaeT Ans Kaxkaoro npouecca B cucteMme co6CTBEHHOE N30NMPOBAHHOE
agpecHoe NPOCTPaHCTBO. [JaHHbIN MeEXaHM3M M30MSALMM OCHOBaH Ha CTPAHUYHOM MeXaHu3me
3alWnTbl NaMATH, a TakKe MeEXaHN3Me TPaHCnALMM BUPTyanbHOro agpeca B usnyeckui, nogaep-
XUBaeMbIn Mmogynem ynpaeneHusi namstbto. OgHn 1 Te e BUpTyanbHble agpeca (C KOoTopbiMuU
n paboTaeT npoueccop) NpeodbpasyoTca B pasHble husnyeckme ans pasHbiX agpecHbIX Mpo-
cTpaHcTB. NMpouecc He MOXET HECAHKLMOHNPOBAHHBLIM 00pa3oM NOnyyYnTb JOCTYN K MPOCTPAHCTBY
Apyroro npowecca, T. K. HENPUBUNEINMPOBaHHbIVA NOMb30BaTENBCKUI NPOLECC NIULLEH BO3MOXHOCTHU
paboTaTb C PM3MYECKON NAMATLIO HANPSAMYHO.

MexaHun3m pasgenseMon NnamsaTy sIBMsSeTCs CaHKLMOHNMPOBaHHbIM CNOCO60OM Nony4nTb
HECKOIbKNUM npoLieccamM AOCTYN K OOHOMY M TOMY e Y4acTKy NamsaTi U HAaXOO4MTCA NOA4 KOHTPOMeMm
OVCKPELMOHHbIX 1 MaHaaTHbIX [MPL.

AppecHoe NpOoCTPaHCTBO siapa 3alMLEHO OT NPAMOro BO3OeNCTBUSA NOMb30BATENbCKUX
NPOLIECCOB C MUCMOSb30BaHNEM MEXaHU3Ma CTPaHU4YHOWM 3almTbl. CTpaHuLUbl NPOCTPaHCTBa A4pa
ABMSAOTCA NPUBUIETNMPOBAHHLIMWU, N AOCTYMN K HAM N3 HENPUBUIENMPOBAHHOMO KOAA Bbi3biBaET
NCKINIOYEHME npoLlieccopa, KoTopoe obpabaTtbiBaeTcst KOPPEKTHbIM 0bpa3som sapom OC. EgnH-
CTBEHHbIM CaHKLUMOHMPOBaHHbIM cnocobom goctyna kK sapy OC n3 nonb3oBaTenbCKOM Nporpammbl
ABNSAETCA MEXaHU3M CUCTEMHbIX BbI3OBOB, KOTOPLIA rapaHTUpyeT BO3MOXHOCTb BbIMNOSIHEHUSA

nonb3oBaTeneM TONbKO CaHKLMOHNPOBAHHbLIX AENCTBUN.
7.2. N3onsauma cpeabl UICNONTHEHUSA KOHTEMHEepPOB

B OC npegycmoTpeHa BO3MOXHOCTb 3anycka KoHTenHepoB Docker Ha MOHMXEHHOM
YPOBHE LEeNOCTHOCTU 2. OTO NO3BOMSET U30NMpoBaTh paboTy NpoLECCOB BHYTPU KOHTENHepa OT
npoLeccoB Apyrmx KOHTerHepoB 1 xoctoBon OC, 4To NpefoTBpaLLaeT BO3OeNCTBUE NOTEHUMANbHO
BPEeOOHOCHOro Koa, BbIMOITHAEMOro B KOHTENHEpaX.

Mo ymonuaHuio oyHKUMSA 3anycka KOHTEMHEPOB Ha NOHMXeHHOM ypoBHe MKLL Bbiknto-
YyeHa. YnpaBneHue qyHKUWEN NPOU3BOAUTCHA C MOMOLLLI WMHCTPYMEHTa KOMaHOHOW CTPOKU
astra-docker-isolation, onucaHue kotoporo npmeeaeHo B([16.4.12]

Takke B OC coxpaHeH Ons COBMECTMMOCTU WHCTPYMEHT KOMaHAOW CTPOKM
docker-isolation. [1nsa BkAOYEeHUS PYHKUUN 3anycka KOHTEMHEPOB Ha MOHWXEHHOM YpPOBHE
MKL] ¢ ncnonb3oBaHnemM 3TOro UHCTPYMEHTA crieqyeT BbiNOSHUTD:
sudo /usr/share/docker.io/contrib/parsec/docker-isolation on
sudo systemctl restart containerd

sudo systemctl restart docker
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[ns BbIKNOYEHUS PYHKLUUN CneayeT BbIMOSHUTb:

sudo /usr/share/docker.io/contrib/parsec/docker-isolation off

sudo systemctl restart containerd

sudo systemctl restart docker

PaboTta c koHTerHepamn Docker ocywiecTBnsieTcs B COOTBETCTBMM C OMUCaAHWEM B

PYCB.10152-02 95 01-1.

7.3. Pabota ¢ Docker B HenpunBunermpoBaHHoOM pexumnme C HeHyJneBbIMU MeTKaMu

6e3onacHocTuU

7.3.1. MpnHUMN PYHKLMNOHUPOBaAHUSA

KoHTenHepbl Docker B HenpusunernpoBaHHoM (rootless) pexvnme (onucaHve pexunma

npueeaeHo B PYCB.10152-02 95 01-1) moryT 6bITb 3anyLieHbl OT MMeHU noboro HenpuBMNErnpo-

BaHHOrO NoOfb30BaTens C HEHYNEeBOW MeTKOM 6e30MacHOCTU KOHTEnHepa.

MeTka 6e30nacHOCTM KOHTENHepa Bceraa 3a4aeTcsi YETbIPbMS AeCATUYHBIMU HeoTpuLa-

TeJ1lbHbIMU YNCNaMW, pa3aeneHHbIMU OBOETOHYNEM:
0:63:0:0

roe

nepBOe YNUCII0 — UepapxXn4ecknin ypoBeHb KOHOUAEHUNANbHOCTY;

BTOPOE YMCIIO — Uepapxmyeckmii ypoBeHb LEeNOCTHOCTY;

TpeTbe YNCIIO — Henepapxmyeckue Kateropun KoHpuaeHUnansHOCTu;

4YeTBEPTOE YMCNO — 3ape3epBMpoBaHO Ans 3agaHusa donaros MPL ansa dannoBbix 06bEKTOB,

nB p860Te Cc KOHTeVIHepaMM HE NMPpUMEHAETCA (cne,u,yeT BCeraa 1crosib3oBaTb 3Ha4eHne 0).

[ns koHTenHepa B HENPUBUIIENMPOBAHHOM PEXMME C HEHYNEBOW METKOM 6e30nacHOCTH

NPUMEHATCA crneayrLine orpaHn4eHnA:

1) 3anyck nNpoueccoB BHYTPU KOHTENHepa BO3MOXEH TOMbKO C OOMHaKOBOW AN BCEX
npoLeccoB MeTKon Ge3onacHOCTU, paBHOM MeTke 6e3onacHOCTU KOHTenHepa (3agaeTtcs
Npw 3anycke KOHTENHepa);

2) B MeTke 6e30MacHOCTM KOHTENHEPA HEHYNEBOW MOXET ObiTb NMMOO TONMLKO Knaccmudu-
KaunoHHasa meTka, MMbo TONMbKO MeTKa LerioCTHOCTU (Mpy 9TOM oTpuuaTtensHas MeTka
LIENOCTHOCTU TakXe ABMSAETCH HEHYNEBON METKON);

3) onA cUCTEMHbIX (bannioB BHYTPU KOHTENHEPA (MCNOSTHAEMbIX, KOH(PUTYPALMOHHBIX U
T.[.) BCerga uUcrorb3yeTcsl HeHyreBon YpoBEHb LeNOCTHOCTU (Hanpumep, 0:2:0: 0 unu
0:63:0:0), N, COOTBETCTBEHHO, BCEraa UCNosb3yeTcs Hynesas KrnaccugukaynoHHas
MeTKa;

4) BHYTPW KOHTEWNHEpPA, 3anyLeHHOro B HenpusunernposaHHom pexume, APl PARSEC

He paboTaer;
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5) ecnu BHYyTpM KOHTENHepa Heobxoamma paboTa ¢ hainamm ¢ HEHyneBow Knaccuduka-
LIMOHHOWN METKOW, TO AaHHble harnbl OSMKHbI FPYNNMPOBATLCA B CNeumanbHO CO34aHHbIX
KaTanorax:

/home/ .pdp/<umsa_nonb3oBaTensa>/<ypOoBeHb KOHPUOEHIIMATIBHOCTU> :

<uepapxUUeCKUN_YypPOBEHb_LIeJIOCTHOCTHU> : <KAaTeropuMu KOoHPUuIOeHIHanbHOCTH>: 0

Mpun atom:

a) MeTkn 6e30MacHOCTM TaKMX KaTanoroB MOryT COMEeTaTb HEHyNEeBble Knaccugukaum-
OHHbl€ METKN U HEHYNEBbIE METKM LIENOCTHOCTY;

6) npn pabote B paclumpeHHoMm pexmnme MKL (strict mode) meTkn LenocTHoCcTH
co3gaBaeMbIX BHYTPU 3TUX KaTanoroB (hannoBbiX OObEKTOB HAcneayT 3HavYeHne
METKM LIeNTOCTHOCTU pOAUTENBCKOro KaTtanora.

Ina xoctoBon OC kOHTeNHep, 3anyLeHHbIN B HENPUBUIErMPOBAHHOM PEXMME, ABMAETCS
rpynnon npoLeccos:

1) nmerowmx MeTky 6e3onacHoCcTn cybbekTa, 3anyCTUBLLETO KOHTEMHEP;

2) He nMmerLwmx NpaB agMUHUCTPaTopa;

3) paboTtatowmx ¢ Habopom hannoBbix O6HLEKTOB, PACNONOXEHHbIX B (dansioBon cucteme

KOHTEMHEpPA U MMEKLNX COBCTBEHHbIE METKM 6E30MacHOCTN.

Mpwn aTOM NpoLecchbl BHYTPU KOHTENHEpPA:

1) 3anyLleHbl OT UMEHW aaMUHUCTPATOPA;

2) UMerT HeorpaHn4eHHbI A0CTyn K ob6bekTtaMm (pannoBon cucTeMbl KOHTENHepa (3a

NCKNIOYEHMEM BO3MOXHOCTM U3MEHSATb METKM 6e30nacHOCTH).

dannosble 06bEKTHI B hansioBor cucteme KoHTenHepa (rootFS) cospatotca ¢ meTkom
©e3onacHOCTH, B KOTOPOW:

1) knaccugukaumMoHHasa MeTKa paBHa KnaccuduKkaumoHHONM MeTKe cybbekTa, 3anycTus-

LLIEro KOHTEeNHep;

2) MeTKa LenoCcTHOCTU Bceraa Hynesas.

Mpwn aTom k Npoueccam (cybbektam) BHYTPU KOHTEWHEpPA, 3anyLLeHHOro B HenpuBune-
rMMPOBaHHOM pexume, dyayT npumeHaTbes obwue npasuna MPL n MKL, xoctoBon OC. Hanpu-
Mep, NPOLIeCCbl KOHTENHEPA B HENPUBUIErMPOBAHHOM pEXMME, NMetoLLLero MeTky 6e3onacHocTm
1:0:0:0, cMOryT U3MeHATb hansibl ¢ MeTkon BGesonacHocTn 1:0:0:0, yaTaTb COAEpPXKMMOe
dannos ¢ meTkon 6esonacHoCcT™M 1:0:0:0 unm 0: 0:0: 0).

Mpouecchl (cyObekTbl), paboTatolme BHYTPU KOHTENHEPA B HENPUBUIENMPOBAHHOM pe-
XUMe, HEe MOTYT U3MEHNATb METKM BesonacHoCTu hannoBbix 06bEKTOB B hansioBon cucteme
CBOEro KOHTerHepa, T.K. AN KOHTEMHEePOB B HEMPUBUMENMPOBAHHOM PEXMME HET BO3MOXHOCTH
3anycka c npueunernamm (docker run —--privileged) W, COOTBETCTBEHHO, HET JOCTyNa K

nporpaMmmHomMy nHTepgency Parsec (Parsec API) yepes ParsecFS.
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OnuncaHne paboTtbl ¢ koHTenmHepamu Docker B HenpmBUIIErMPOBaAHHOM pPEXUME C
HeHyneBbIMW MeTKkaMn ©6e30MacHOCTM Takke npuBefeHO B man rootless-helper-astra

man rootlessenv.

7.3.2. YnpaBneHue 3anyCcKoMm KOHTeNHepa ¢ HeHyrieBOu MeTKon 6e3onacHoOCTU
[nsa npegocTtaBneHns BOSMOXHOCTU paboTaTb C KOHTEMHEPaMN B HENPUBUENMPOBAHHOM
pexnumMme OT MMEHW NMONb3oBaTensi C HEHYNEBON METKOM 6e30nacHOCTU cneayeT 3anycTuTb ANs
3TOro nosib3oBaTens HenpuBuernpoBaHHyko cnyxby Docker ¢ ykazaHMeM COOTBETCTBYHOLLEN
MEeTKn 6e3onacHoCTW.
3anyck cnyx06bl ona paboTbl C HEHYNEBOW KNacCUUKaLNOHHON METKOWN BbIMOMHAETCS
KOMaHOOoMW:
sudo systemctl start rootless-docker@$(systemd-escape <umsa_nonb3oBaTens>(@
<meTKa_beszomacHoOCTH>)
3anyck cnyx6bl Ang paboTbl C pasnMYHbIMU KNaccuUKaLMOHHbIMWU METKaMW BbINOSTHAET-
Csl KOMaHOoMn:
sudo systemctl start rootless-docker@$(systemd-escape <ums_mnonb3oBaTessa>Q@
0:0:0:0@privsock)
npuv 3TOM MCnonb3oBaHWe doriara privsock 3anyckaeT HenpueunernpoBaHHyo cnyxoy Docker
C NpuBunernen PARSEC_CAP_PRIV_SOCK, NO3BOMAOLWEN BbINOMHATE KOMaHAbl ANs1 CETEBbIX
noakntodeHnn (Hanpumep, docker pull) UrHOPMPYSA MaHaaTHbIE orpaHn4eHns (cm. (4.7)).
[na HacTporkM aBTOMaTUYECKOro 3anycka Cnybbl nocne nepesarpy3kM MOXHO BbIMNOI-
HUTb KOMaHAay:
sudo systemctl enable rootless-docker@$(systemd-escape <ums_nonb3oBaTesss>(@
<meTka_beszomacHocTu>@privsock)
Mocne 3anycka ons nonb3oBaTenist HenpuBUnNerMpoBaHHom cnyxobl Docker BO3MOXHO
BbINonHeHne komaHg Docker OT nmMeHu faHHOro nonb3oBaTens (HanpuMmep, KonuposaHne obpasos

B MOJib3oBaTefibCKMe peno3nTopnn o6pasoB UIn 3anyck KOHTeVIHepOB).

7.3.3. KonupoBaHue o6pa3sa B peno3ntopumn nonb3oBaTens

[na 3anycka KOHTeuWHepa nonb3oBaTenieM B CECCUU C HEHYNEBOW KriaccuduKaunoH-
HOWM MEeTKOMN TpebyeTca co3aaTb NONb30BaTENbCKNN PENO3NTOPUIA C COOTBETCTBYHOLLIEN METKOW,
cogepxawmm obpassbl.

[lnsa co3gaHus nonb3oBaTenbCckux konum obpasoB Docker HeobxoamMmo:

1) akcnopTupoBaTtb 0bpas:

rootlessenv docker save -o /tmp/<ums_apxuBa>.tar <ums_obpasza>
OKCNopT pekoMeHayeTCs BbINOMHATL B Katanor /tmp/, AOCTYMNHbIM AN YTEHUS BCEM
Nnonb30BaTeENn«dMm,

2) paspellnTb YTeHMe IKCMOoPTUPOBaAHHOIO o6pasa:
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a) BCEM MNoNb30BaTENSAM:

chmod o+r /tmp/<umsa_apxupa>.tar

6) TOJIbKO YKa3aHHbIM MOJ1b30BaTEN1IAM!

setfacl -m u:<umsa_nonb3oBaTens>:r /tmp/<umsa_apxusa>.tar
3) umnopTMpoBaTb 06pa3 C NOMOLLbIO UHCTPYMEHTa pdp-exec, Yka3aB B KOMaHAE NMS
nonb3oBaTesid C HYyXXHbIMMU METKaMU ©e3onacHocTn (I'Ipl/l 3TOM OO0JTKHbI ObITb 3anyLlleHbl
HenpusuriermpoBaHHbIe CJ'Iy)K6bI Docker A5nA YKa3aHHOro nosib3oBateria ¢ COOTBETCTBYHO-
LWMMM MeTKkamn 6esonacHOCTN):
sudo pdp-exec -u <uMs_IoJsib3oBaTesnss> -1 <umeTka 6es3omacHoCcTu>

-- rootlessenv docker load -i /tmp/<umsa_apxuBa>.tar

7.3.4. BbinonHeHMe KOMaHA M 3anyCK KOHTEMHEpPOB B HenpuBUIErMpoBaHHOM
peXxume OoT UMEHU nonb3oBaTens

KomaHabl Docker, BbinonHaeMble nonb3oBartenem (Mnv agMuUHUCTPaTopoM OT MMEHU
nonb3oBaTens) BbINOMHATCS C METKOW 6e30MacHOCTM ceccumn nosib3oBaTens (Mnu ykasaHHOM
aAMWUHUCTPATOPOM):

1) Anga 3anycka KOHTenHepa Nnornb30oBaTenieM U3 CBOEN ceccumn (KOHTenHep byaeT 3anyLleH

n3 penosmtopmnsa ob6pasoB Nonb3oBaTens, UMerLero MeTky 6e3onacHoCTH, paBHYO MeTKe

6Ge3onacHOCTM ceccuu Nonb3oBaTens, U yHacrneayet aHHY MeTKy 6e3onacHoCTu):

rootlessenv docker run <umsa_obpasza>

2) ans 3anyck agMUHUCTPATOPOM O0B0MNOYKM KOMaHAOW CTPOKM KOHTENHEPA, U3 KOTOPOM

MOXHO BbINOMHATE KOMaHAbl Docker OT MeHn ykaszaHHOro nonb3oBaTens, BbIMOMHUTD

KOMaHAy:

sudo pdp-exec -u <uMs_IoJsb3oBaTeNss> -1 <umeTka 6es3omacHoCTu>

-- rootlessenv

3) Onsa 3anycka KOHTeMHepa agMUHUCTPATOPOM OT MMEHW yKa3aHHOro nosib3oBaTens

BbIMOSTHUTL KOMaHAy:

sudo pdp-exec -u <uMs_IoJsib3oBaTens> -1 <umeTka 6es3omacHoCTu>

-- rootlessenv docker run --rm -ti <umsa_obpaza>

Monb3oBartenb (aAMMHUCTPATOP) MOXET CO CTOPOHbI XocToBon OC npucBamBatb METKN
6e3onacHocTu hannosbiM 06bEKTaM B haninioBon cucTemMe KOHTeNHepa (Hanpumep, 1:0:0: 0 ans
KOH(bMAeHLManbHbIX Nonb3oBaTenbCcknx pannnoB n 0:2: 0: 0 4N CUCTEMHBIX (hannoB KOHTENHepa
C BbICOKOW LIENTOCTHOCTBIO).

MecToHaxoxaeHne ansioBon CUCTEMbI KOHTEHepa Ha xocTtoBon OC MOXHO y3HaTb
KoMaHaom:
docker inspect <umsi_koHTerHepa> | egrep " (Lower|Upper)Dir"

Mpu pabote agMUHUCTpaTopa C KOHTEMHEPOM MOrb30oBaTeENs AaHHAs KOMaH4a OOSKHa
BbIMOMHATLCS OT UMEHM NOMb30BaTeNs C yKa3aHUeM HY>XHOW MeTKM 6e30nacHOCTU:
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sudo pdp-exec -u <uMsA_TIoJyb3oBaTens> -1 <uMeTka_ 6e3omacHocTu>

-- rootlessenv docker inspect <ums_xoHTernHepa> | egrep " (Lower|Upper)Dir"
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8. SALLUNTA NAMATU

8.1. OyucTtka namaTtu

Anpo OC rapaHTupyeT, 4TO 06bIYHbIA HEMNPUBUEMMPOBAHHbLIN NPOLIECC HE NOMYyYnT AaH-
Hble Yy>XOro npouecca, ecnm 31o 9BHO He paspelueHo NMPL. 3T1o o3HayaeT, 4To cpeactea IPC
KOHTponupytotca ¢ nomolubto MNP, n npouecc He MOXET NONYyYNTb HEOUYULLEHHYIO NaMATb (Kak
onepaTuBHYH, TaK N OUCKOBYHO).

B OC peanunsoBaH MexaHU3M OYUCTKM OCBODOXAAeMON BHeLWHeNn namsatn. MexaHnam
MOXeT ObITb BKNtoYeH npu yctaHoBke OC nytem Bblbopa COOTBETCTBYHOLLErO nyHKTa. [locne
yctaHoBku OC BKIHOYEHME MexaHU3ma ocyluecTensieTcs B cooteeTcTBum ¢ [16.4.27]

PeanunsoBaHHbIh B OC MeXaHMU3M OYUCTKM OCBOOOXOaeMOW BHELLHEN MaMATU ovunLLaeT
Heuncnonb3yemble 6rokn @C HenoCpeaCTBEHHO MPU UX OCBOBOXAEHUN, a TaKKe oYULLLIaeT pasgensl
CTpaHnyHoro obmeHa. Pabota gaHHOro MexaHm3ama CHUXaeT CKOPOCTb BbIMOSIHEHMS onepauui
yaaneHus n ycedyeHnsa pasmepa gavna.

[aHHble Nobbix yaanaembix/ypesaembix annoB B npegenax 3agaHHon dC npeasa-
PUTESNbHO OYULLATCA NpegonpeaenieHHon unm nceBgocnyyYyarHon Mackupyrowen nocrnegosa-
TenbHOCTbIO. MexaHM3M ABNsieTcsl HacTpamBaeMbiM 1 No3BonsieT obecneuntb paboty ®C OC
(ext2/ext3/ext4/xfs) B ogHOM U3 cnegyowmx pexnmoB:

1) ouncTka ocCyLLeCcTBMAEeTCsA nyTeM nepesanncu kaxaoro 6anta B ocBoboxgaemon

obnacTn nocpeacTBOM YeTbIpeEX cuUrHatyp cregywowero suga: 11111111, 01010101,

10101010, 00000000. Ncnonb3oBaHWe pexuma BKIloYaeTcs napamMeTpoMm secdel B

KOH(purypaumoHHom camnne /etc/fstab gnsa pasgena ®C, Ha koTopom Tpebyetcs

oumwiaTtb 6rokn NamsTn Npu nx ocsoboxaeHun (Hanpumep, /dev/sdal). B cnucok napa-

MeTpoB MOHTUPOBAHUA aobasnsietcs napameTp secdel.

Mpumep

/dev/sdal /home ext4 acl,defaults,secdel 0 2

2) ounCTKa OCYLLECTBMLAETCA NMyTeM nepesannucu kaxagoro Ganrta B ocBobOXgaemon
obnactn nocpeaCcTBOM YeTbipex curHatyp cregytowiero suga: 11111111, 01010101,
10101010, 00000000. KonnyecTtBo nepesanucen onpegenserca agMUHUCTPATOPOM.
Mcnonb3oBaHWe pexxumMa BKYaeTCa yCTaHOBKOW 3Ha4YeHMs napameTpa secdel B KOH-
durypaumoHHoM danne /etc/fstab ana pasgena PC, Ha koTopom Tpebyetcs oumwatb
6rokn namaT npu nx ocsoboxaeHuu (Hanpumep, /dev/sdal). lNpu yctaHoBKe Ynucna
nepesanucen 6osnblle YeTbipex CUrHaTypbl MCMONb3YKTCA NOBTOPHO. Hanpumep, npu
yCTaHOBKe 4ucna nepesanncen, paBHOroO 6, NOCreAoBaTeNbHOCTb CUrHaTyp, UCMNOMb-

3yeMblx Ang nepesanucu, UMeeT cnegywowmin sua: 11111111, 01010101, 10101010,
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00000000,11111111, 01010101. B cnucok napameTpoB MOHTMPOBaHWs AobaBnsaeTcs

napameTp secdel=6.

Mpumep
/dev/sdal /home ext4 acl,defaults,secdel=6 0 2

3) ouncTKa ocyLecTBAAeTCA NyTeM nepesannucu Kaxxgoro 6arta B ocBoboxxgaemom ob-
nacTu NocpeacTBOM YeTbipex MCeBAOCHyYaMHbIX curHaTtyp. Vcnonb3oBaHue pexuma
BKIItoMaeTcsa napaMmeTpoM secdelrnd B KOHGUrypaunoHHoOM dansne /etc/fstab gnga
pasgena ®C, Ha koTopoMm TpebyeTca ounwaTtb Brokn namaTu Npyu UxX ocBoBoOXaeHUN
(Hanpumep, /dev/sdal). B cnncok napameTpoB MOHTUPOBaHUA obaBnseTcs napameTp

secdelrnd.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd 0 2

4) o4ymMCTKa OCyLLeCTBNSETCHA NOCPEeaACTBOM nepesanucu kaxagoro 6anta B ocsoboxaa-
emon obnactu nocpeacTBOM MNceBaocnyYarHblx curHatyp. Konndectso nepesanucen
onpeaensieTca agMMHUCTpaTopoM. Vicnonb3oBaHMe pexMmMa BKITHYaeTcs YCTaHOBKOW 3Ha-
YyeHust napameTpa secdelrnd B KOH(pUrypaumoHHom panne /etc/fstab anga pasgena
®C, Ha KoTopoM TpebyeTca oumiatb Broknm namsaTn Npu Ux ocBobOXAeHUU (Hanpu-
mep, /dev/sdal). Hanpumep, npu ycTaHOBKE Yncna nepesannucen, paBHoro 6, B CIMCOK

napamMeTpoB MOHTUpPOBaHUsS fobaensieTcs napameTp secdelrnd=6.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd=6 0 2

BknoyeHne mexaHu3ma o4nCcTkM BIOKOB NamsaTy Npu UxX OCBODOXAEHUN B NEPBOM pe-
XnUMe MOXeT ObiTb BbIMNOMIHEHO C UCMONb30BAaHMEM UHCTPYMEHTa astra-secdel-control,
onucaHHoro B [16.4.271

YcTaHOBKa napamMeTpa MOHTUPOBAHUA ONs1 OYUCTKM BrOKOB NamaATn nNpu nx ocBoboXx-
OeHUN MOXeT ObITb BbINOSIHEHA C UCMONb30BaHUEM rpaduyeckon yTunutbl £ly-admin-smc,
3anyLeHHOM agMNUHUCTPaTOPOM.

[lna BKIOYEHMS OUYUCTKM aKTUBHbLIX pa3fernoB CTpaHM4yHOro obMeHa Heobxoanmo ycTa-
HOBUTb B KOH(UrypaumoHHom danne /etc/parsec/swap_wiper.conf Onsa napametpa

ENABLED 3Ha4yeHue Y.

Mpumep
ENABLED=Y

BkntoueHne O4MCTKM aKTUBHbIX pas3aenoB CTPpaHU4YHOro obmeHa MOXeT ObITb BbINOTHEHO

C UCMONb30BaHMEM MHCTPYMEHTa astra-swapwiper-control, onucaHHoro B[16.4.28]
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[Ons 3agaHus cnucka pa3genoB CTpaHN4YHOIo obmeHa, onsa KOTOPbIX HE BbINOJIHAETCA
O4YMCTKA, MOXET BbITb MCMOMNb30BaH napameTp IGNORE, 3Ha4eHUe KOTOpOro ABNAeTcsH CrMCcKoOM

nepevncrieHHbiX 4yepeas r|p06en UrHopupyembix pasgenoB CTpaHU4YHOIo obmeHa.

Mpumep
IGNORE="/dev/sdz1l0 /dev/sdzll"

HacTpoWiika o4nMcTkM pa3genoB CTpaHMYHOro obMeHa npu BbIKITFOYEHUM CUCTEMbI MOXKET
ObITb BbINOMIHEHA C UCMOSb30BaHNEM rpaddM4eckon yTunuTbl £ly-admin-smc, 3anyLleHHON

a4MWHUCTPATOPOM.
8.2. CpeacTBa orpaHM4eHMA nNpaB A0OCTyNa K CTpaHuuamM namsTu

CpencTBa orpaHMyeHns npaB AOCTyna K CTpaHuuamM namaTu peann3oBaHbl HA OCHOBE
BCTPOEHHbIX BO3MOXHOCTEN si4pa, CMCTEMHOM Bubnuotekn C 1 Nnogaepkm co CTOPOHbI NpoLec-
COPHOMN apxuTekTypbl. BknioveHHble napameTpsbl sgpa OC npegocTaBnstoT 3awmTy 3agadam sagpa
1 npoueccam nonb3oBaTenen npu Aoctyne K ctpaHuuamM onepaTtMBHOM NaMATH:

- 3anpert 3anucu B obnactb NamaTu, NOMEYEHHYH KaK UCNOSTHAeMas;

- 3anpeT co3daHnsa UCMOSTHAEMbIX 0bnacTen namsTy;

- paHgomMmu3aumo agpecHoro NPocTpaHCcTBa npouecca.

lMpenoTBpalLeHne BbINOMHEHUS MPON3BOSBHOIO Koga obecneymBaeTcs NyTeM KOHTPONS
[OCTyna K cTpaHuuam namMmsTn no Tmnam: YTeHne, 3anucbh, UCMNOSTHEHME.

MpnmMeHsoTCa pasfnMyHble MeXaHU3Mbl 3alUTbl NaMATKN, KOTOPble OCHOBaHbI Ha annapar-
Hon peanu3aummn NX-6uta (6uTa MCNOMHEHUNA Ha cTpaHuuax namatn), onuum agpa CONFIG_ -
ARCH_MMAP_RND_BITS u texHonornm ASLR (paHgomusauus pacnonoXeHus BUpTyansHoro aj-
pecHoro npocTpaHcTea). bnarogaps Hanuumio annapatHon nogaepxkn NX-6uta Ha npoueccopax
¢ apxutektypon ARM/ARMG64 npon3BoauTenbHOCTb BbIYUCINTENBHOM CUCTEMBI HE YXyALLaeTcs.

TexHonorna ASLR obecnevnBaeT criydamHbI XapakTep (paHOOMU3aunio) CMeELLEeHU
CErMEeHTOB Kofa M AaHHbIX (B TOM YMChe CTeKa U Ky4yun) Npu UCNofb30BaHMM CUCTEMHOIO Bbl30Ba
oTobpaxeHnsi B NaMsiTb mmap ().

[apaHTWs TOro, 4TO agpeca ¢ NPOU3BOSIbHBIM JOCTYNOM He ByayT OAHOBPEMEHHO AO0CTYn-
Hbl Ha 3anNUCb U BbINOSTHEHWE, peann3yeTcs UCNOoNb30BaHNEM BO3MOXHOCTEN CUCTEMHbIX BbI30BOB

mmap () Wmprotect ().
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9. KOHTPOIJ1b LIEJTOCTHOCTHU

[na obecnevyeHns KOHTPONS LENOCTHOCTU (B T.4. KOHTpons uenoctHoctu KC3) B OC
peanu3oBaHbl:

- CpenCTBO noacyeTa KOHTPOSbHbIX CYyMM ddannos 1 ontuyecknx amckos (9.1));

- CPEeACTBO nofcyeTa KOHTPOSbHbIX CyMM dhainos B deb-naketax (9.2]

- CPEeACTBO KOHTPOMs cooTBETCTBUS ANcTpudyTtrsy (9.3);

- CcpeacTBa perfiamMeHTHOro KOHTpons uernoctHoctu (9.4);

- cpeacTBa cosganus v nposepku 3N (9.5);

- cpefcTBa co3gaHnda 3aMKHYTOM nporpammHon cpeabl (16.1)).

[ns pelweHns 3agaq KOHTPONS LEeNoCTHOCTM NpeaHasHavyeHa 6ubnuoTteka libgost, B
KOTOPOW ANS BbIMUCIIEHUS KOHTPOSTbHBIX CYMM peann3oBaHbl (PYHKLUKN X3LLMPOBAHUSA B COOTBET-
ctBum ¢ FTOCT P 34.11-94, TOCT P 34.11-2012 ¢ anuHon xaw-koga 256 out n NOCT P 34.11-2012
C ANMHOM x3w-koda 512 6ut. HassaHHaa 6ubnmoTteka ncnonb3yeTcs B CPeAcTBax noacyeta
KOHTPOMbHbLIX CYyMM hanfnoB U ONTUYECKNX OUCKOB, KOHTPOMS COOTBETCTBUS OUCTPUBYTUBY Y
pernaMmeHTHOro KOHTPONA LEeNoCTHOCTU, MOAYNsSX ayTeHTUMKaunu.

B OC peanusoBaH mMexaHuam, obecnevnBaroLmii NPoBEePKY HEM3MEHHOCTU N NOLSINH-
HOCTU 3arpy>aemMbiX ncnosiHaemblx annos cdopmaTta ELF. KoHTponb npounssognTca Ha oc-
HoBe nposepku ALM"Y | peanusosaHHon B cootBetcTBUM ¢ TOCT P 34.10-2012 (256 6u1T) 1
OCT P 34.10-2001 (256 6uT), BHegpeHHOM B ucnonHsemole dannel popmata ELF B npouecce
cbopkn OC. NcnonbaosaHme NOCT P 34.10-2001 B OC coxpaHeHO Ansi COBMECTUMOCTU. [daHHbIN
MexaHW3M npeaHasHavyeH aAng BbiBNeHUs pakToB HECaHKLVMOHNUPOBAHHOTO N3MEHEHUS UCMOSTHSe-
MbIX pannosB gopmata ELF (B T. 4. oTHocawmxca kK KC3) n npegoTepalleHns nx 3arpysku.

B OC peanusoBaH MexaHn3am, obecneymsaroLL i NPoOBEPKY HEM3MEHHOCTU U NOASIMHHOCTH
dannos. KoHTponb npon3BoauTca Ha ocHoBe npoBepkun SUIM, peann3oBaHHOM B COOTBETCTBUM C
OCT P 34.10-2012 (256 6uTt) n TOCT P 34.10-2001 (256 6uT), BHEOPEHHOM B pacLUMpeHHbIe
aTpuyTbl hannoson cuctembl. cnons3osaHme NOCT P 34.10-2001 B OC coxpaHeHo ansi coB-
MeCcTUMOCTW. [laHHbIN MexaHW3M npegHasHayYeH ans BbiBreHNs akToB HECAHKLVNOHMPOBAHHOTO

N3MEHEHNS NUCMOSTHAEMbIX DaNNoB N NPeaoTBPALLEHNSA UX OTKPbLITUS.
9.1. CpeacTBO NnoAcYeTa KOHTPOSIbHbIX CYMM (hanoB U ONTUYECKUX OQUCKOB

[lns nogcyeTta KOHTPOSbHbLIX CYyMM ddannoB 1 onTuyYecknx anckos B coctaB OC BKMOYEH
MHCTPYMEHT KOMaHOHOW CTPOKN gostsum. [na BbiBOA4a MHpOpMaLMM O CUHTaKCUCe gostsum
HeobXxo4MMO BbINOMHUTL KOMaHAY:

) BnekTpoHHas LMdpoBas NoanMch — CTpoka 6UT, NonyyYeHHas B pesynbsraTe npouecca (opMUPOBaHMs NOANMUCH
(npumeHsieTcsa ansa noanucu cpegcteammn OC MCNONHAEMbIX (PASIoB C UCMOMNb30BaHMEM (RYHKLIMU X3LWMPOBaHNS

Ha 6ase acMMmeTpudHOro Kpuntorpaduyeckoro anroputma (B cootrsetctaum ¢ FOCT P 34.11-2012).
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gostsum -h
CUWHTaKCUC MHCTPYMEHTa:
gostsum [KJIOU] ... [@AWI]

MapameTpbl MHCTPYMeHTa gostsum NpuBeaeHsl B Tabnuue [39]

Tabnunua 39
MapameTtp OnucaHue
-—gost-94 YctaHaBnuBaerT, 4YTo 6yaert ncnonb3osaH anroputm FOCT P 34.11-94
——gost-2012 YctaHaenueaert, 4To 6yaet ncnonb3oBaH anroputm MOCT P 34.11-2012 ¢

OJIMHON X3LW-Koga 256 6uT (Mo ymonyaHuio)

YcTtaHaenuBaer, 4to 6yget ucnonb3oBaH anroputm FOCT P 34.11-2012 ¢

--gost-2012-512 ANVHOWM X3aL-koda 512 éut

-b YcTaHaBnmBaeT paamep 6rokoB, KOTOpbIMU ByaeT cumTbiBaTbCA hawn

3apgaet vmsa havina ons BbIBOAA KOHTPOMbHOW CYMMBbI (MO YMONYaHUIO —

_O -
CTaHOapTHbIV NOTOK BbIBOAA)
d 3apaet umsa darina ycTponcTea YTEHUS ONTUYECKUX ANCKOB (dhaina c obpa-
30M OMTMYECKOrO ANCKA) OIS nogcyeTa KOHTPONbHOW CyMMbI
-t TecTMpoOBaHMe anropuTMOB MOACHETA KOHTPOSIbHbBIX CYMM
TecTupoBaHne anropnuTMoB nogc4eTa KOHTPOMbHBIX CYMM B MHOTOMOTOYHOM
P cpene
-h [--help] lMokasaTb 3Ty CNpaBKy W BbINTK

Mpumep
lMoacyeT KOHTPOMBHOM CyMMbl ONTUYECKOrO AUCKa

gostsum -d /dev/cdrom

9.2. CpeacTBO noacyeTa KOHTPOrbHbIX cyMMm channoB B deb-nakeTtax

[nsa nogcyeTta KOHTPONbHLIX cyMM hannoB B deb-naketax B coctaB OC BKMOYEH UH-
CTPYMEHT KOMaHOHOW CTPOKMN gostsum_from_ deb. [Ing BbiBOga MHOpMaLMM O CUHTaKcuce
gostsum_from_deb HEO6XOOUMO BbIMOMHUTE KOMaHAY:
gostsum_from deb -h

CWHTaKCUC UHCTPYMEHTA:

gostsum_from deb [gostsum aprymeHTH] [-d kaTanor] [-p deb-maker]

MapameTpbl MHCTPYMeHTa gostsum_from_deb npvseaeHsl B Tabnuue 40|

Taobnuuya 40
MapameTp OnucaHue
-—-gost-94 YcTtaHaenumBaert, 4Tto bygeTt ncnone3oaH anroput™ MOCT P 34.11-94
YcTtaHaenuBaer, uto 6yget ucnonb3oBaH anroputm FOCT P 34.11-2012 ¢
-—gost-2012 .
OJNIMHON X3LW-Koda 256 6uT (Mo ymonyaHuio)
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OkoHyaHue mabnuubi 40

MapameTp Onuncanue

YctaHaenuBaer, 4to 6yaet ucnone3oBaH anroputm FOCT P 34.11-2012 ¢

- -2012-512 -
gost-2012-5 ANVHOW X3Lw-koaa 512 out

gostsum arguments | ApPrymeHTbl YTUNUTbLI gostsum

3apaet MMmsa Katanora, cogepxallero deb-naketbl, Ans gannoB KOTOPbIX
BbIYUCIISAOTCA KOHTPOMbHbIE CYMMBbI

-d kara’sor

3apgaet umsa deb-naketa, 4ns annoB KOTOPOro BbIYUCAATCS KOHTPOSbHbIE

-p deb-naxker
CYMMbI

9.3. CpeacTBO KOHTPONA COOTBETCTBUA OAUCTPUOYTUBY

CpeacTtBo KOHTPOMSA COOTBETCTBUS AUCTPUOYTUBY NMpenocTaBnseT BO3MOXHOCTb ANs
KOoHTpons cooteeTcTBus 06bekToB PC OC anctpmbyTtumsy. [1ns obecnevyeHnss KOHTPOrs LenocT-
HocTn o6bekToB PC OC (B T.4. C3W) B cocTtaB anctpmbyTtmea BXxoanUT pann gostsums. txt CO
CNNCKOM KOHTpornbHbIX cymm no NOCT P 34.11-2012 ¢ anuHom xaw-koga 256 6ut ansa Bcex
dannos, BxoAsWMX B NakeTbl nporpaMmm AncTpubytmBa. Ncnonbays rpadouyeckyo yTunuTy
fly-admin-int-check, MOXHO NPOBECTU BbIYUCIIEHNE KOHTPOSbHLIX CyMM (hbansioB cucrte-
Mbl U MPOBEPKY COOTBETCTBUS MONYYEHHbIX KOHTPOSbHbIX CYMM 0ansioB CUCTEMbI 3TANIOHHBbIM

KOHTpOnbHbIM cymmaM. bonee nogpobHoe onnucaHne yTunnTbl CM. B SNEKTPOHHOW CripaBke.
9.4. CpeacTBa pernaMmeHTHOro KOHTPOSA LefIOCTHOCTH

OpraHunsaunsa pernameHTHoOro KoHTpons uenoctHoctn OC, npuknaaHoro MO n C3U obec-
neymBaeTca HabopoM nporpamMmmHbIX cpeacTB Ha ocHoBe «Another File Integrity Checker». B
yKaszaHHOM Habope peanu3oBaHa BO3MOXHOCTb A4S NPOBEAEHUSA NEPUOAMNYECKOrO (C MCNOoNb3oBa-
HMEM CUCTEMHOro NSIaHNPOBLUMKA 3aaHUN cron) BbIYUCIIEHUS KOHTPOSIbHbIX CyMM (hannos 1
COOTBETCTBYOLLMX UM aTpubyTOB pacLumpeHHomn nogcnctemsl 6esonacHoctn PARSEC (MaHaaTHbIX
aTpubyTOB 1 aTpnbyTOB paCLLUMPEHHON NOACUCTEMbI MPOTOKONMPOBAHUS) C NOCNEeayLWUM cpaB-
HEHMEM BbIYUCMNEHHbIX 3HAYEHUI C 3TanoHHbIMU. B ykazaHHOM Habope nporpaMMHbIX CpeacTs
peanu3oBaHO Ucnonb3oBaHe 6ubnmnotekn libgost, obecneymBatroLlenn NogcHeT KOHTPOMbHbIX
cymm B cootBetctBuM ¢ FTOCT P 34.11-2012 ¢ gnvHom xaw-kofa 256 ouT.

OTanoHHbIe 3HAa4YEeHN1 KOHTPOSTbHbLIX CyMM U aTpubyToB hannos xpaHaTtca B B]. basa
KOHTPOSbHbLIX CyMM U aTpMbyToB MOXET ObiTb CO34aHa Npu NOMOLLN KOMaHAbI:
afick -1i

[nsa BblMMCNEHMSA KOHTPOSIbHbIX CYMM MOTYT Ucnosb3oBaTbes anroputmbl: MD5-Digest,

SHA1 n roCT P 34.11-94.

[na HacTponKM OCTaTOMHO NapaMeTPoB, KOTOPble YKa3aHbl B KOH(UrypaLMoOHHOM dhanne
no ymonyaHuio (etc/afick.conf). Kpome pasnuyHbix nyten, Hanpumep, Kk dpannam b:
database:=/var/lib/afick/afick
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rae COAEpPXUTCS yKasaHue O TOM, Kakue dhannbl/katanorn noaBeprarTcs KOHTPOIO LENOCTHOCTH
N C Kaknmu npaBunamu.

lMpaBuno PARSEC BbIMMSANT Creayowmm obpasom:
PARSEC = p+d+i+n+u+tg+s+b+md5+m+e+t
rae p+d+i+n+u+g+s+b+md5+m 03Ha4YaET CNeXeHne 3a BCEMU CTaHAAPTHbIMKU aTpnbyTammn dan-
na u ucnonb3oBaHune xaw-gpyHkumm MD5-Digest ons cnexeHna 3a LEeNOCTHOCTbIO CO4EPKUMOTO
annoB. +e+t 03HaA4YaeT KOHTPOSb pacCLUMPEHHbIX aTpnbyToB: MeTkM Ge3onacHOCTU U naros
ayauTa, cootBeTcTBeHHO. KoHTponb ACL ocyliecTBnsieTcst npu yctaHoBke cnara +g.

MpaBuno GOST BbIMSANT creayowmm obpasom:
GOST = p+d+i+n+utg+s+tb+gost+mt+e+t
roe p+d+i+n+u+g+s+b+gost+m 03Ha4YaeT crnexeHne 3a BCeMU CTaHAAPTHbIMU aTpubyTamu
danna n ncnonb3oBaHne xaw-gpyHkuum MNOCT P 34.11-2012 ¢ anuHom xaw-koga 256 out ans
CNEeXeHUs 3a UerioCTHOCTLIO CoAepXMMOoro ansioB. +e+t 03Ha4YaeT KOHTPOSb pacLUMPEHHbIX
aTpnbyToB: MeTKn GesonacHocTu 1 pnaroB ayanta, cootBeTcTBeHHO. KoHTponb ACL ocyulecTsns-
eTCcs Npu ycTaHoBKe doniara +g.

MpaBuno onsa kartanoros:
DIR = p+i+ntu+g

[MpaBuNo o3HavyaeT cnexeHwe 3a npasamun JOCTyna, MeTagaHHbIMKU, KONMMYECTBOM CCbINOK
W ApyrumMun ctaHgapTHbIMK aTpubytamn (nogpobHee cMm. /etc/afick. conf).

B danne koHdurypaummn sagartcd nytM K oannam m Kkatanoram, KOHTPONUpyembim
afick, Hanpumep:

/boot GOST
/bin GOST
/etc/security PARSEC
/etc/pam.d PARSEC
/etc/fstab PARSEC
/lib/modules PARSEC

/1lib64/security PARSEC

/1lib/security PARSEC
/sbin PARSEC
/usr/bin PARSEC
/usr/lib PARSEC
/usr/sbin PARSEC

Kpome TOro, Ha BH60p agMUHUCTpPaTopa npeactasieH pAaa AONOJTHUTENbHbIX nyTeﬁ
C npaBunamu. COOTBeTCTByI-OU_I,I/Ie CTPOKW MOMeYeHbl 3HAaKOM KOMMeHTapus # u MoryT ObITb

aKTMBMPOBAHbI CHATUEM 3TOrO 3HaKa.
Mpun 3anycke afick c napameTpom -i:
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afick -1
Oyget co3naH cpann /var/lib/afick/afick. 31o n ectb Bl popmarta ndbm. Ecnn nocmoTpeTb
ee COAepPXXMMoe, TO MOXHO OBHapyXunTb Habop CTPOK, Kaxaas U3 KOTopbiX — UM harna n ganee
yepes npoben ero atpmbyTbl U CUTHATYPBI.

B[]l 3awmLaeTca cMCTemMon pasrpaHM4eHns gocTtyna.

Mpu 3anycke AFICK aBTOMaTUYeCKn YCTaHOBUT exeaHeBHoe 3afaHue ang CRON. daunn ¢
3agaHnemM Haxoautcsa B /etc/cron.daily/afick_cron.

MapameTp report_url:=stdout 3agaetr mecTononoxeHue anna-oryera.

B KoH(urypaunoHHom ganse ectb NPOCTON A3blK MAKpPOCOB, KOTOPbIA UCMOMb3YyeTcs npu
onpegeneHum nepemMeHHbIX Ans 3agaHun CUCTEMHOTO NIaHMPOBLUUKA 3a4aHUN cron.

PekomeHayeTcs obecnednTb KOHTPOrb LIeNOCTHOCTY criegytowmx o6 beKkToB:

1) dannos obpasos sagpa OC:

/boot/vmlinuz-*

2) dannoB ob6pa3oB BpemMeHHOW hannoBon cuctemsbl, ncnonbdyemon sagpom OC npu

HayanbHOW 3arpy3ke (406aBnsTCA B CIMCOK KOHTPOMS LENOCTHOCTU NOCrie BbIMOSHe-

HUA BCeX HeobxoauMbIX onepauur No HacTponke, Tpebyowmx obHoBNeHNA obpasos

BPEMEHHON (hbannoBon CUCTEMDI):

/boot/initrd.img-*

3) KOH(pUrypaunoHHOro darmna MeHto 3arpysymka GRUB 2:

/boot/grub/grub.cfg

4) KOH(UrypaunoHHoro ganna, onpeaenstoLero Ncnosib3yemMbli No yMonyaHuio rpagum-

YeCKUM ONCNNENHbIN MEHeoXeP:

/etc/X1l/default-display-manager

5) KOH(urypaumnoHHoro harna HacTporKku anoBbIX CUCTEM, AOCTYMHbIX 411 MOHTUPO-

BaHuns yepe3 NFS:

/etc/exports

6) KOHdUrypaumoHHoro canna, cogepxawero MHopMaLnio O pPasfMyHbIX YCTPOMUCTBAX

XpaHeHusa U pannoBbIX cMCTEMAX:

/etc/fstab

7) danna, cogepxallero nepeyeHb nokanbHbix rpynn OC (gobaBnseTcst B CNMCOK KOH-

TPOns LEeNnoCTHOCTM NOCne Cco3aHnsa BCcex HeobxoanmbIx rpynn):

/etc/group

8) ckpunToB Ans 3anycka cnyx6 B katanore

/etc/init.d/

9) KoHUrypaumnoHHoro carna, onpeaensatoLwero napaMmeTpbl paboTbl NEPBOro npouecca

Nnonb3oBaTesibCKoro pexunma init:

/etc/inittab
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10) kOHGUrypaumnoHHbIx hannos, onpegenstowmx nopsagok padorsl PAM-mogynen:
conf

d/chfn

d/chsh

/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.d/common-account
/etc/pam.d/common-account.pam-old
/etc/pam.d/common-auth
/etc/pam.d/common-auth.pam-old
/etc/pam.d/common-password
/etc/pam.d/common-password.pam-old
/etc/pam.d/common-session
/etc/pam.d/common-session.pam-old
/etc/pam.d/cron
/etc/pam.d/cups
/etc/pam.d/cvs
d/dovecot
d/fly-dm

d/fly-dm-np

/etc/pam.
/etc/pam.
/etc/pam.

/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.

d/login
d/other
d/passwd
d/polkit
d/samba

d/sshd
d/su

/etc/pam.
/etc/pam.
/etc/pam.d/sumac.xauth

11) dhanna, cogepxallero nepeyveHb nokanbHbIX nonb3osatenen OC (gobasnseTtcsa B
CMMCOK KOHTPONSA LENOCTHOCTU NOCne co3aaHnst BceX HeobxoaMMbix nonb3oBaTenen):
/etc/passwd

12) CMMBOSIMYECKMX CCbINOK Ha CKpUNTbI AN1s 3anycka cny6 B katanorax:

/etc/rc*

13) KOH(pUrypauMoHHoro anna, onpeaensaroLwero nepedyeHb TepMUHarNnoB, ¢ KOTOPbIX
cynepnonb3oBaTeflb root MOXET permcTpupoBaTbCs B CUCTEME:

/etc/securetty

14) KoHUrypaumoHHoro canna, onpegensoLLero nepeyeHb permnctTpupyembolx o6onodex
B OC:

/etc/shells

15) kOHdUrypaunoHHoro gpanna, cogepxallero 3Ha4eH1st napameTpoB aapa:
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/etc/sysctl.conf

16) mogynewn sagpa, Bxoaawmx B nogcuctemy 6esonacHoctn PARSEC:
/lib/modules/*/misc/digsig verif.ko
/lib/modules/*/misc/parsec.ko
/lib/modules/*/misc/parsec-cifs.ko

17) PAM-mogynen B kaTarnore:
/lib/security/pam

18) cuCTEMHbIX UCNOMHAEMbIX annos B Katanore:
/sbin/

19) ncnonHaembIX hannos B KaTanorax:

/bin/

/sbin/

/usr/bin/

/usr/sbin/
9.5. CepBM1C 3NeKTPOHHOM NoanNUucH

Komnnekc nporpamm mn3 coctasa OC npegoctaBnsieT cepBUC ANEKTPOHHOW noanucu
(C3I), obecneunBaoLwmii MHTErpaUMO C AONOMHUTENBbHO YCTaHaBNMBAEMbIMU CEPTUDMLNPOBAH-
HbIMu ®CB Poccum cpeacteamm Kpuntorpadumyeckoi sawmTbel nHdpopmauun') (CK3WN) B uensix
CO34aHu1SA U NMPOBEPKN YCUNEHHON KBaNnUOULMPOBAHHOWN SN1EKTPOHHOW MOAMUCK.

BHUMAHUE! C3I1 npegocraBnsieTcsa nporpaMmmamMmm, yHKLUMOHNPYOLLMMU B YCIOBUAX
NONUTUKN pasrpaHuYeHuss JOoCTyna, He gonyckawuwen ux npumeHeHne cosmectHo ¢ CK3U B
pexmume obpaboTkm cBeAEHUIN, COCTaBNSAOLMNX rOCY4AaPCTBEHHYHO TalHYy.

BHUMAHMUE! Skcnnyataumna CK3U B coctaBe MHGOPMAaLMOHHbLIX CUCTEM AOSMKHA OCY-
LLLeCTBMNSATLCA B COOTBETCTBMM C Npasunamu nonb3oaHunss CK3U n ykasaHuamu, onpegeneHHbIMm
B dpopmMynsipe (Unn NHbIX 3KCNIyaTaunmoHHbIX AokymMmeHTax) Ha CK3.

C3I obecneumnsaet cozgaHne u nposepky A2 aneKTPOoHHbIX JOKYMEHTOB B COOTBET-
ctBum ¢ FTOCT P 34.10-2012 cpeacteamu ceptudmumpoBaHHbix CK3N.

JononHuteneHaa nHdopmaumsa o HacTponke OC n CK3W ons coBMecTHOro uUcnorb-
30BaHus, a Takke BapuaHTbl peanusaumm oTaenbHbIX peleHnit npuesegeHsl Ha oduunanbHOM

MHdopMaLmMoHHOM pecypce pa3pabotynka OC https://wiki.astralinux.ru.

") He ponyckaeTcsi npUMeHeHne Ans 3aluThl MHPOpMaLIMK, coaepXalliei CBeAeHNs, COCTaBNSAIOLLME rOCYAapCTBEH-
HYIO TaiHy.

2) AnekTpoHHas noanuck (B cooteeTcTanm ¢ Ne 63-d3 ot 06.04.2011) — nHOpMaLMA B 3reKTPOHHON hopMe, KoTopas
npucoeguHeHa K opyrovi MHpopmaLum B anNeKTPOHHON hopme (nognucbiBaeMon MHpopmaLuum) unm nHeiM obpasom
CBsi3aHa C Takon MHdpopmaLumen n koTopast UCnonb3yeTcs AN onpeaeneHus nuua, NognucbiBatoLLero HopmaLmio

(ABNsETCA IOPUAMNYECKN 3HAYMMON).
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9.5.1. NMpnHUMN PyHKLNOHUPOBaAHUSA

C3I1 obecnevnBaeTcs COBOKYMHOCTbO COBMECTHO (PYHKLMOHUPYIOLWNX NPOrpamMMHbIX
komnoHeHToB OC:

- astra-csp-cryptopro — NporpamMmMHbIin Moaynb, obecnevnsaroL i npegocTaBne-

Hue C3I1 n3 KomaHOHOM CTPOKU N NporpaMmMHOro nHTepdenca. PeanusyeTr yHKUMN

cosnaHusa v nposepkn A 6e3 B3aumoaencTems B rpaduyeckom nitepdence’ ;

- fly-csp-cryptopro — NporpaMmmHbIN Moayrb, obecrnednBatonin npegocTaBneHne

COI1 13 0OCHOBHOIO MeHI0, rpadmyeckoro nHTepderica meHemkepa annoB fly-fmu

KomMaHOHoW cTpoku. NpegocTtaBnsaeT yHKLUMM co3gaHus u nposepkn Il B rpadmyeckom

NHTepence nonb3oBaTens;

- libreoffice-astracsp-plugin — pacwupeHue, obecneymBatoliee npeagocTas-

nenue C3I1 n3 rpaduyeckoro nHtepdenca nakera odpucHoix nporpamm LibreOffice B

npouecce paboTbl C 3NEKTPOHHBIMN JOKYMEHTAMMU;

- fly-csp-preview — paclwumpeHune, obecneynsarolLee rpaduyeckoe npegcrasneHme

Ha 3MNeKTPOHHOM AOKyMeHTe OTMeTkM 06 3lT;

- MeHemxep pannoB £ly-£fm;

- naket oducHblx nporpamm LibreOffice.

HenocpeacteeHHoe B3anmopencteme ¢ CK3U (bopmumpoBaHmne ynpaBnsatoLmx KOMaHz,
nony4veHne n otobpaxeHne pesynsrata pabotel CK3U ¢ ncnonb3oBaHMem nporpammbl cryptcp)
OCYLLIECTBIISIET NPOrpaMMHbIA MOAYIb astra-csp-cryptopro.

MporpamMmmHbIi MOaynb fly-csp-cryptopro B Uensax peweHus pyHKLMOHarbHbIX 3a-
nad COl1 BzaumogencTeyeT ¢ NporpaMMHbIM MOAYSIEM astra-csp-cryptopro U He B3anMo-
aencreyeT HenocpeacTBeHHo ¢ CK3N.

MeHemxep cannoB fly-fm, pacwmpeHue naketa oducHbix nporpamm LibreOffice
libreoffice-astracsp-plugin W pacwupeHne ana pobaeneHuss otmetkm o6 3l
fly-csp-preview B LUensax peweHns gyHKunoHanbHblx 3agad C3l1 B3aMmogencTByoT € npo-
rpaMMHbIM Mogynem fly-csp-cryptopro U He B3anMOAENCTBYHOT HenocpeacTBeHHO ¢ CK3N.

MakeT odumcHbIx nporpamm LibreOffice B3anmogencTByeT ¢ paclumpeHmemM naketa oguc-
HbIX nporpamm LibreOffice 1ibreoffice-astracsp-plugin U He B3aUMOAENCTBYET HeMo-
cpenctBeHHo ¢ CK3U.

B npouecce dyHKumMoHnpoBaHus C3IT ocyLLecTBNSETCSA BbI30OB NepeyncrieHHbiX B (9.5.4
nporpamm 13 coctasa OC ansa npeasapuTenbHOrO MPOCMOTPA ANEKTPOHHbIX AOKYMEHTOB, (hOpMU-
pytotca ynpasnstowme komaHabl ons CK3U ¢ uenbto BbidoBa OyHKLNA NPOBEPKN MU CO3A4aHNSA
Oll, ocywecTBnsaeTcs oTobpakeHne noy4yaemoro B Nocne BbIMNONHEHUS Bbl3blBaEMbIX (OYHKLNIA

pesynesTara.

) 3peck 1 Janee B kayecTse Npumepa NpuBeeHo onncaHne B3anmogenctans ¢ CK3M «Kpuntolpo CSP».
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Ob6paLyeHne Kk nporpaMMHOMY Moaynto £ly-csp-cryptopro OCYLWeCTBNASETCH:

- MeHemkepoM hannoB £ly-fm (C MCNONb30BAaHMEM COOTBETCTBYIOLLErO MyHKTA KOH-

TEKCTHOrO MEHH0);

- nonb3oBaTenem nyTemM MHTEPaAKTUBHOMO 3anycka NpUNOXeHUs C UCMONb30BaHNEM OC-

HoBHOro MeHto OC («YTunutbl — AnekTpoHHas nognucek Kpuntollpoy);

- pacwupeHnemM naketa ogucHbix nporpamm LibreOffice, 3anyck koToporo nHMumMmnpy-

€eTCsa NyTeMm Bbi30Ba MOSIb30BATENIEM COOTBETCTBYHLLEIO MyHKTa MEHK rpadnyeckoro

nHTepdenca naketa ogucHolx nporpamm LibreOffice.

O6palleHune K NporpaMMHOMY MOAYIO astra-csp-cryptopro OCyLWeCcTBNAEeTCSA Nomnb-
3oBaTenem nocpeacTtBoM nHTepdenca kKoMaHgHOM CTPOKU M NPUKNaaHbIM NporpaMMHbIM obecne-
YeHneM nyTeM 3anycka Ha BbINOMIHEHWE NPOrpaMMHOrO Mogyrnsi C COOTBETCTBYHOLUMMM NapamMeT-

pamu.

9.5.2. YcnoBusi npumMeHeHuUsA

B kayectBe CK3W paspeluaetca ucnonb3osatb Tonbko Kpmntollpo CSP Bepcumn 5.0 R2
(ncnonHeHus 1-Base n 2-Base).

CK3M KpunTtollpo CSP B ncnonHeHun 2-Base [omkHO MCNonb30oBaTbCA C annapaTHo-
nporpaMMHbIM Mogyrnem gosepeHHown 3arpysku (ANMA3).

Mpun akcnnyatauun CK3N Heobxogmmo cobniogatb TpeboBaHUs U peKoMeHOauumn aKCnny-
aTaumnmoHHon gokymeHTaumm Ha CK3W, B yacTHOCTM TpeboBaHUA No 3awmuTe OT HECaHKLUOHUPO-
BaHHOro 4OCTyna v Mo Kpuntorpadunyeckomn 3awuTe, a Takke TpeboBaHMa No nogaepXKnBaeMbiM
CK3W annapaTtHo-nporpammMHbIM nnatgopmam. B yactHocTn, npu ncnone3osaHum C3I1 co BCTpo-
eHHbIM CK3W Heobxogmmo npoBegeHne NpoBepKku nporpaMmmMHOro obecneveHms 3arpysdmka 3BM,
Ha KoTopbIX Npegnonaraetca gyHKunoHnposaHme CK3W n C3l1, Ha cooTBETCTBME METOAUYECKMM
pokymeHTam ®CB Poccun B obnactm nccnegoBaHum nporpammMHOro obecnevyeHms 3arpysymka.

KoHTponb uenoctHoctn CK3U n C3I gomkeH BbINOMHATLCA C UCMONb30BaHNEM MEXaHU3-
Ma 3aMKHYTOW nporpammMmHon cpeabl OC unm ¢ Mcnonb3oBaHMEM CTaHOAPTHbLIX CPeACTB KOHTPONS
uenoctHocTn Kpmntollpo CSP.

M3 umcna komnoHeHToB CO3I1 KOHTPOMO LEMNOCTHOCTU NOASNEXUT nporpamMm-
HbIl MOAYNMb astra-csp-cryptopro. KoOHTponbHasi cymMma nporpamMMHOro MoAyns
astra-csp-cryptopro, paccuntanHHas no NOCT P 34.11-2012 ¢ ucnonb3oBaHnem nporpammbl
noacyeTa KOHTPOIbHbIX CYMM gostsum U3 coCTaBa U3aenus:

c38cel23cee3aeaf38793b907e763573

55b78e7407766da35892£d224c555f19

[na noacyeTa KOHTPOIbHOW CYMMbI C UCMOMb30BaHWEM gostsum Heobxogmmo Ha pabo-
Yyen CTaHuUM Noa ynpasrneHUeM U3aenusi BbINOMHUTb B KOMAHOHOW CTPOKE:

gostsum <nyrs_x_ danny>
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MepeyeHb komnoHeHTOB CK3W, nognexawmx KOHTPOMto LenoCTHOCTU, NPUBEAEH B 9KC-
nnyaraumMoHHon gokymeHTauum Ha CK3N.
MogpoBHbIN NOPSAOK HACTPONKN MeXaHW3Ma KOHTPOSS LeNOCTHOCTM ONUCaH B 3KChsyara-

LMoHHON aokymeHTaumm Ha OC n ncnonbsyemoe CK3U.

9.5.3. YctaHOBKa

MeHepxep cpanno £1ly-£fm n naket odpucHbix nporpamm LibreOffice na coctasa OC
yCTaHaBNMBalTCA B COOTBETCTBUMN C IKCMNyaTaumMoHHon gokymeHTauunen OC.

[ns ncnone3oBaHua CII1 4ONONHUTENBHO B CUCTEME AO0SMKHbI ObITb YCTAHOBMNEHDLI Chne-
aylwme nporpaMMHble KOMMOHEHTbI (ONMcaHne KOMMOHEHTOB NPMBEAEHO B N3 coctaBa
OC:

- MporpaMMHbIA MOAYIb astra-csp-cryptopro;

- nporpaMmmHbIi Moaynb £ly-csp-cryptopro;

- pacwupeHne libreoffice-astracsp-plugin.

[nsa ycTaHOBKM NpOrpaMMHOro MO4ynsi U paclumpeHns Heobxoanmo B TepMmnHane nocne-
AoBaTeNnbHO BbIMOMHUTL cnegylolme KoMaHabl OT UMEeHU agMUHUCTpaTopa:
apt update
apt install astra-csp-cryptopro
apt install fly-csp-cryptopro
apt install libreoffice-astracsp-plugin

lNpu yctaHoBKe pacwupeHus libreoffice-astracsp-plugin nNpoBOAUTCSH MpPO-
Bepka Hannuus B MHGPOPMALMOHHOM CUCTEME YCTaAHOBMNEHHOINO MPOrpamMMHOro MoAyns
fly-csp-cryptopro n naketa oucHolx nporpamm LibreOffice.

Mpun 3anycke nporpaMmHbIX Mogyrnen £ly-csp-cryptopro UM astra-csp-cryptopro
NPOBOAUTCA NMpoOBepKa HanNnMymMsa B MHPOPMaLMOHHON CUCTEME YCTAaHOBITIEHHOIO NPOrpaMMHOro
obecneyeHus CK3W n naketa oducHbix nporpamm LibreOffice.

[ononHUTeNnbHO BO3MOXHO YCTaHOBUTHL paclumMpeHne fly-csp-preview (onucaHue
paclumpeHust npusegeHo B[9.5.1)), BbINONHMB B TepMuUHane koMaHay OT UMEHWU aAMUHUCTpaTopa:
apt install fly-csp-preview

lMporpammMHble MOgYNM astra-csp-cryptopro U fly-csp-cryptopro pa3paboTaHbl
Ha s13blke nporpammupoBaHus Python Bepcumn 3 1 BKNoYaloT B CBOM COCTaB:

1) ocHoBHOW hann nporpamMmbl /usr/bin/astra-csp-cryptopro;

2) dann rpadudeckon nporpammbl /usr/bin/fly-csp-cryptopro;

3) oononHuTenbHbIE dannbl n BmnbnuoTeku B KaTanorax

/usr/lib/python3/dist-packages/astra_csp_cryptopro 7]

/usr/lib/python3/dist-packages/astra csp-0.1.0.egg-info;

4) cbannbl ¢ ykasaHneM 3HavyeHu napameTtpoB CIIl1, 3agaBaeMbix N0 YMOMYAHUIO:
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a) /usr/share/astra-csp/astra-csp.yaml — obLine napameTpbl NporpaMmm-

HbIX MOAYnen;

0) /usr/share/astra-csp/fly-csp.yaml — napameTpbl NPOrpaMMHOro Moay-

na fly-csp-cryptopro;

B) /usr/share/astra-csp/cryptopro/astra-csp-cryptopro.yaml — no-

pPAOOK B3aMMOLENCTBUSA NPOrpaMMHOro Moayns astra-csp-cryptopro ¢ CK3U;

r) /usr/share/astra-csp/cryptopro/fly-csp-cryptopro.yaml — nops-

AOK B3anMOAENCTBUSA NporpaMmmHoro mogynsa £ly-csp-cryptopro ¢ CK3U;

5) Apnblk gna 3anycka /usr/share/flyfm/actions/fly-csp-cryptopro.desktop.

®ann /usr/share/astra-csp/astra-csp.yaml COAEPXUT cneayroLine napameTpsbl

N X 3Ha4YEeHnA no yMoJ1HaHUIo:

1) mMakcMmanbHO AonycTumbin Ans npegoctaBneHns C3Il ypoBeHb KOHMaeHLMansHo-

CTU:

max_mac_level: 1

2) MakcumarnbHOe BpeMsi OXXnaaHus BbinonHeHus 3anpocos K CK3U:

max_csp_time waiting: 30000

3) nepeyeHb paclIMpeHnin anoB ANEKTPOHHbBIX JOKYMEHTOB, A4S KOTOPbIX pa3peLLeHo

npepocTtaeneHne COrT:

file extensions_filter:

extensions: [’.pdf’, '.png’, ’.jpg’, ’.html’,
".ods’, '".odp’, ’'.odg’, ’'.doc’, ’'.xls’, ’.ppt’,

f.xml’, ’

" .docx’,

.txt’,

r.x1lsx’,

".odt’,

" .pptx’ ]

4) otkntoveHne (false) Unu BKIOYEHUE (true) AENCTBUS NEepeYHsl, 3aJaHHOro B MyHK-

Te [3) nepeuncneHnsa (Nno ymonyaHuto 3HadyeHne false):
file_extensions_filter:

enable: false

YcTaHoBKa 3HadeHus false OonyckaeTca ToOJN1bKO AnA uenen TeCTnpoBaHnA 1 aI‘IpOGGLI,I/II/I

TEXHUYECKNX peLleHnr ¢ npumeHeHnem C3I1 B MHpOpMaLMOHHOW CUCTEME.

B channe /usr/share/astra-csp/fly-csp.yaml NpMBeaeH nepedeHb mime-Tunos

q)aﬁnos ANEKTPOHHbIX OOKYMEHTOB, A51d NPOCMOTPa KOTOPbIX 6yneT nposeaeHa npeaBapunTeribHada

KOHBepTauusa BO BpeMeHHbIn dhann gpopmata PDF:

pdf_conversion_mime_types:

application/vnd.oasis.opendocument.text
application/vnd.oasis.opendocument.spreadsheet
application/vnd.oasis.opendocument.presentation
application/vnd.oasis.opendocument.graphics
application/msword

application/vnd.ms-word
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- application/vnd.ms-excel

- application/vnd.ms-powerpoint

- application/vnd.openxmlformats-officedocument.wordprocessingml.document

- application/vnd.openxmlformats-officedocument.spreadsheetml.sheet

- application/vnd.openxmlformats-officedocument.presentationml.presentation

- text/plain

B cnyyae, ecnn mime-tmun BblIGpaHHOro garna 3neKTPOHHOro AOKYMEHTA BKITHOYEH B
CNUCOK, onpeaeneHHbln B dpanne /usr/share/astra-csp/fly-csp.yaml, 6yaeT npoBeaeHa
npenBapuTenbHasa KoHBepTaunsa dpanna arnekTpoHHOro AokymeHTa B pann ¢oopmata PDF.

®ann /usr/share/astra-csp/cryptopro/astra-csp-cryptopro.yaml cogep-
XUT napamMeTp, 3aJaloWmnin agpec NCTOYHMKA JOBEPEHHOIO BPEMEHM:
time address: ’"http://testca20l2.cryptopro.ru/tsp/tsp.srf’

[aHHbIM UCTOYHMK OONYCTUMO MCMONb30BaTb TOSMbKO ASIA BbIMNONMHEHUS TecTupoBaHud. [pu
akcnnyatauun CO3I1 UCTOYHWMK [OBEPEHHOr0 BPEMEHM AOMKeH ObiTb 3agaH B dhanne
/etc/astra-csp/astra-csp-cryptopro.yaml (ecnu pann oTcyTCcTByeT, TO HeobXxoaUMO
co3aaTtb €ro) B Ka4ecTBe 3Ha4yeHUst NapameTpa time_address:

time address: <agpec MHCTOUHMHKA LOBEPEHHOI'O BPEeMeHN>

BHUMAHMUE! BHeceHune nameHeHnn B nobbie dannbl n3 coctaa C3I1, pacnonoxen-
Hble B KaTanore /usr/, B T.4. B /usr/share/astra-csp/, 3anpeweHo. Npn Heobxoanmo-
CTW nepeonpeaenuTb 3Ha4YeHNa NnapaMeTpoB, 3aaHHbIX MO YMONYaHuio B (hannax B Katanore
/usr/share/astra-csp/, TpebyeTcs U3MEHUTb 3HAYEeHUs napamMeTpoB B (hannax ¢ aHano-
MYHBIMW UMEHaMW, PacrorioXeHHbIX B KaTanore /etc/astra-csp/ (ecnu dann ¢ Takum xe
MMeHeM OTCYTCTBYET, TO ero cnegyet co3naTts). [lepeonpenendatb 3HaYeHUs napameTpoB paspe-
LLIEHO TOMbKO afMUHUCTPAaTOopYy.

BHUMAHMUE! [Jo6aBneHne B KOHGUrypaunoHHbIi arnn mime-TunoB, OTNIMYHbIX OT nepe-
4YUCreHHbIX, 6e3 NpoBeaeHNa OOMNOMHUTENbHBIX NCCNEAOBaHNA 3anpeLLeHo.

Onsa N3MeHeHus napameTpos, yKa3aHHbIX B drannax
/usr/share/astra-csp/astra-csp.yaml U /usr/share/astra-csp/fly-csp.yaml,
Heobxoanmo co3gaTtb dannsbl /etc/astra-csp/astra-csp.yaml n
/etc/astra-csp/fly-csp.yaml, B KOTOpbIX TpebyeTcA ykasaTb TOMbKO W3MEHsieMble
napameTpbl C HOBbIMU 3Ha4YeHusMWU. [ns ocTanbHbIX NapameTpoB OyayT MCNONb30BaTbCs
3Ha4eHus, 3aJaHHble No yMonyaHuo B pannax /usr/share/astra-csp/astra-csp.yaml u
/usr/share/astra-csp/fly-csp.yaml.

Takke BO3MOXHO U3MEHUTb 3HAYEHUS HEKOTOPbLIX NapaMeTpoB, yKa3aHHbIX B dharnax
/usr/share/astra-csp/astra-csp.yaml U /usr/share/astra-csp/fly-csp.yaml,

C Ucnonb3oBaHNEM rpadunyeckon yTunutbl £ly-csp-cryptopro (CM. 3/IEKTPOHHYIO CpaBKy).
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[Mpn aTOM hbannbl /etc/astra-csp/astra-csp.yaml U /etc/astra-csp/fly-csp.yaml

C NSMEHEHHbIMN 3Ha4YEHNAMIN NapamMeTpoB 6yﬂyT co30aHbl aBTOMaTU4YECKA.

9.5.4. NMpocMOTp 3NeKTPOHHOIro AOKYMeHTa

[MpocMOTp AOKYMEHTa Npu CO34aHMM U MPOBEPKE ANEKTPOHHON noanucy npu pabote C3M
OCYLLIECTBISAETCA C MCMOMb30BaHNEM NPOrPaMMHbIX CPEACTB, BKIKOYEHHbIX B cocTaB OC. [locTyneH
npeaBapuUTEnbHbIN NPOCMOTP 3NIEKTPOHHbLIX AOKYMEHTOB, XpPaHALLMXCS B hannax crnegyroLmx
dopmaTos:

1) PDF — gnst npocmoTpa mncnonbayetcsa nporpamma Okular;

2) PNG, JPG — ans npocmoTpa UCMornb3yeTcs nporpaMmma gwenview;

3) HTML, XML — gns npocmoTpa ucnosnbayetcsa dpaysep Firefox.

[na npegBapuTenbHOro NPOCMOTPA 3NEKTPOHHbIX AOKYMEHTOB, XpaHsALWMXCA B hannax
dopmatoB TXT, ODT, ODS, ODP, ODG, DOC, XLS, PPT, DOCX, XLSX n PPTX, ocywecTs-
naeTcsa Mx aBTomaTtuyeckasi npeaBapuTtenbHas KoHBepTauma B popmat PDF n otoGpaxeHue
nonb3oBaTento.

lNepeyeHb mime-TMNoB dansos, npegnonaratoLwmnx 4ns NpocMoTpa nNnpeaBapuTernbHYHO
KoHBepTaumio B popmaT PDF, 3agaetcs B KOHGUrypaunoHHoOM hanne B COOTBETCTBUMN C ONUCAHU-
eM B v npvBeaeH B Tabnuue 41]

Tabnuua 41
Mime-Tun danna Onucanwne
text/plain TekcToBbI AOKYMEHT TXT
application/vnd.oasis.opendocument.text TekcTtoBbI gokymeHT ODT

application/vnd.oasis.opendocument.spreadsheet OnekTpoHHas Tabnuua ODS

application/vnd.oasis.opendocument.presentation | [pe3eHTaums ODP

application/vnd.oasis.opendocument.graphics Ipadmnueckmn gokymeHt ODG
application/msword TekcToBbI fOKyMeHT DOC
application/vnd.ms-word TekcToBbI fOKyMeHT DOC
application/vnd.ms-excel OnekTpoHHasa Tabnuua XLS
application/vnd.ms-powerpoint Mpe3eHTauna PPT

application/vnd.openxmlformats-officedocument.

TekcTtoBbI AokymeHT DOCX
wordprocessingml.document © Aoky oC

application/vnd.openxmlformats-officedocument.

OnekTpoHHasa Tabnmua XLSX
spreadsheetml. sheet P H

application/vnd.openxmlformats-officedocument.

- : MpeseHtaunsa PPTX
presentationml.presentation P H
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9.5.5. lpoBepka ypoBHA KOHMAEHLUMANbHOCTU ceaHca

B uensax uckntoyeHus ncnonb3oBaHna CK3U npu obpaboTke nHgpopmaunmn, cogepxatlemn
CBeLEeHVs1, COCTaBMsOLLME rOCYAapCTBEHHYIO TarHy, nepen Havyanom paboTbl BbINOSIHAETCS Npo-
Bepka gonyctumoro ans npegoctasneHmst COlN ypoBHS KOHPUAEHLMANBHOCTM NYTEM CPaBHEHUS
YPOBHSA KOHOMOEHLMANBHOCTU CeaHca TeKyLero nonb3oBarensa ¢ MakcumMmarbHO SONYCTUMbIM
3HavYeHneM, 3aaHHbIM B KOH(UrypaunoHHOM dhanne.

MakcumanbHo gonyctumbln gnga npegoctasneHmss C3lN ypoBeHb KOHOMAEHUMANBHOCTH
3agaetcs B KOHUrypaumMoHHom danne /usr/share/astra-csp/astra-csp.yaml napamer-
poOM max_mac_level, a Takke B rpaduyeckon ytunute f£ly-csp-cryptopro (CM. 3fIEKTPOH-
HYH cripaBky). 1o yMOnyaHuio yCTaHOBMNEHO 3HaYeHne max_mac_level: 1 U MOXET OblTb U3Me-
HEHO agMMHUCTpPaToOpOM Be3onacHoCTW. MNMonNUTUKON ynpaeneHnsa OCTYNOM U OpraHn3aLMOHHO-
pacnopsianTenbHbIMM JOKYMEHTaMM Mo 3awmTte nHdopmMaumm obbekta uHgopmartmsaumm (obbekTa
BbIYMCIUTENBHOW TEXHMKM) OOIMKEH ObiTb NPeayCMOTPEH SAIBHbIA 3arnpeT BHECEHUSI U3MEHEHWUI
B KOH(pUrypauuoHHbIn hann nodbiMy Nonb3oBaTensiMun, 3a UCKITOYEHMEM OTBETCTBEHHOIO 3a
3aWwmTy MHopmaLmm agMmuHncTpaTtopa 6esonacHocTn, 3apernctpuposaHHoro B OC kak npusune-
rMMPOBaHHbIN NOSib30BaTeSb.

B cnyyae, ecnn ypoBeHb KOHMUAEHUMANbHOCTU TeKyLlero ceaHca Mnosib30-
BaTensa npeBbllaeT MakCUManbHO AONyCTUMbIA, nporpaMmmbl fly-csp-cryptopro U

astra-csp-cryptopro BblaalT coobuieHne 06 owmnbke n 3aBepLialoT CBOK paboTy.
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10. HAODEXXHOE ®YHKUMOHUPOBAHUE

10.1. BoccTtaHoBneHue OC nocne c6oeB 1 OTKa3oB

OCHOBHbIMU MpUYMHaMK HapyLeHna npouecca yHkumnoHunposaHua C3W OC aenstoTcs
cbon obopynoBaHus, npueBealumne K pasnuyHbim nospexgeHnam OC. K TakoBbiIM OTHOCATCS:
cbou aneKkTponuTaHus, NOBPEXAEHUA HOCUTENEN MHAOPMaLUN (KECTKUX OUCKOB), NOBPEXAEHUSA
coeavHUTENbHbIX Kabenen.

B npouecce nepesarpy3ku nocrne c6osa OC aBTomaTUYeCKM BbINOMHUT NporpamMmmy npo-
Bepku n BocctaHoBneHns ®C — fsck. Ecnun nospexaeHns ®C okaxyTcs He3HaYUTENbHbIMU, TO
ee BbIMOSTHEeHUsA JOCTaTOYHO Ans obecneveHuns LenoctHoctn OC.

B cny4ae obHapyxeHus cepbesHbix nospexaeHnn ®C gaHHas nporpaMmma MOXeT npea-
NOXUTb Nepes3arpy3nTb KOMNbIOTEP B O4HOMOMb30BaTENBCKUN PEXUM U MPOU3BECTU 3aMycK Npo-
rpammbl £sck Bpy4YHY0. ADMUHUCTPATOP, KOHTponupyowmin npouecc 3arpyskm OC, nocne cbos
AOMKeH crefoBaTh MHCTPYKUMAM, BbldaBaeMblM nporpammon £sck. OnucaHue nporpaMmmbl npu-
BegeHo B man fsck.

Mocne 3aBepLieHus 3arpyskn OC cnegyeT NpoBepuTb LENOCTHOCTb PanoB C NOMOLLbIO
nporpamMmmbl KOHTPONSA LENOCTHOCTU. Ecnu B pesynbraTte NpoBepKN HauayTCs NOBPEXAEHHbIE UMK
n3MeHeHHble (annbl, 0COBEHHO B kaTanore /etc n ero nogkartanorax, To cnegyer BOCCTAaHOBUTb
noBpexaeHHble dpannbl C pe3epBHON KOMUMU.

Ecnu cboi npuBen K BbIXoQy M3 CTPOS XXECTKUX AUCKOB, TO CrieayeT 3aMeHUTb BbllleLlee
n3 ctposi obopygosaHue n nepeycraHosutb OC ¢ DVD-gucka ¢ guctpmbyTmBom, a Nonb3oBaTerb-
CKMe AaHHble BOCCTAHOBUTb C pe3epPBHOM KOMUU.

Mocne cepbesHoro nospexaeHus OC, koraa KOMMNbOTEP HEBO3MOXHO nepesarpy3uThb,
CyLlecTByeT BO3MOXHOCTb BOCCTaHOBNeHUs 6e3 nepeycraHoBkmn OC. [Insa atoro HeobxoanMmo:

1) yctaHoButb DVD-aunck ¢ guctpubytmeom OC B ycTponcTBO YTeHMs DVD-guMcKos;

2) 3arpy3unTtb nporpammy yctaHoskn OC ¢ DVD-gucka;

3) B OKHE NPUBETCTBUSA NPOrpamMmMbl YCTAHOBKWU BbIOpaTh SA3bIK YCTAHOBKM (PYCCKUIN MK

aHITIMACKNN);

4) B OKHe NpMBETCTBMS NPOrpamMmMbl YCTaHOBKM BblOpaTh «PexXumM BOCCTaHOBNEHNS;

5) B okHe «[!! ] JluueH3una» noaTBepamTb corfnacme ¢ JIMUEH3UOHHbIM CorfalleHneMm;

6) B okHe «[ ! ] HacTponka knasuaTypbl» BblbpaTb HACTPOMKM NEPEKIOYEHNS packnaaku

KnaBuaTypbl, NOCre Yero NnporpaMmon ycTaHoOBKM ByaeT BbinonHeHa nposepka obopyao-

BaHUSA U NepBMYHas 3arpyska nporpamm;

7) B OkHe «[!] HacTpowika ceTu» 3agatb MMSA KOMMboTEPA (MOXHO YKa3aTb NPOU3BOSbHOE

NMS KOMMblOTEPA, HAaCTPONKKN BoccTaHaBnmBaemon OC He n3MeHsTcs);

8) B okHe «[ ! ] HacTpoiika BpeMeHu» BbibpaTb YacoBOW MOSC;
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9) B OkHe «[ ! ! ] BonTun B pexxum BOCCTAHOBIEHUNAY NOCHELOBATENbHO BbINOMHUTL Crieay-
oLune waru:
a) BblbpaTb NYHKT «He ncnonb3oBaTb KOPHEBYIO PaNOBYIO CUCTEMYY;
0) BbIOpaTb CreayroLLy0 onepaumio pexnma BOCCTaHOBNEHNS: «3anyck 000MnoYku B
paboyen cpene nporpaMmMbl YCTAHOBKNY;
B) HaxaTb Ha KHONKy [<Mpoaonxkutb>].
BygeT BbINOMHEH Nepexoq B peXnumM KOMaHOHOW CTPOKM Nog ynpasneHvem siapa, 3arpy-
>keHHoro ¢ DVD-gucka;
10) onpegenuTb MMSA pasaena, B koTopbi 6bina yctaHosneHa OC, ans aToro BbIMOMHUTL
KOMaHAy:
blkid
Ha akpaHe MoHWUTOpa AomKHa NOABUTLCA MHpOpMaLmMsa O pasfenax XecTkoro avcka (ecnu
B pe3ynbraTe BBOAA KOMaHAbl Ha 3KpaHe MOHUTOpPA HET MHpopMaLmm O pasgenax aucka,

TO noBpexgeHums CIMMKOM CepPpbe3Hbl U HeobxogumMa nonHas nepeycraHoBKa CI/ICTeMbI).

Mpumep

BbiBOA BbinonHeHUs kKomaHabl blkid

/dev/sdal: UUID="bc485787-ef37-431c-8c8b-401055066c99" TYPE="ext4"
PARTUUID="9492e90e-01"

/dev/sdab: UUID="e8987cad-eel6-427a-a768-a%aa896b048c" TYPE="swap"
PARTUUID="9492e90e-05"

/dev/sr0: UUID="2021-06-11-12-41-04-00" LABEL="Astra Linux"
TYPE="1s09660" PTUUID="66c613b0" PTTYPE="dos"

B npuBegeHHom npumepe OC 6bina yctaHoBneHa B pa3gen /dev/sdal;
11) 3anycTUTb aBTOMaTUYECKYO NPOBEPKY M BoccTaHoBNeHne ®C, BbINOMHMB KOMaHAY:

fsck.extd -p -f -c /dev/<umsa pazgena>

Mpnumep

BbIBO,CI, BbINONHEHUA KomaHabl £sck

/dev/sdal:Updating bad block inode.

/dev/sdal:318177/2297456 files (0.2% non-contiguous), 4157309/9186816
blocks

12) nocne nNpoBepkn HaxaTb KoMOuHauuio knaesuw <Ctrl+D> n nseneys DVD-guck ¢
anctpubytuesom OC un3 yctponcTtea yteHns DVD-guckos;
13) B okHe «[ ! ! ] BonTn B pexmm BOCCTaHOBNEHUs» BblbpaTb NYHKT «llepesarpyska

CUCTEMbI».

4.7.3



143
PYCB.10152-02 97 01-1

10.1.1. Komnnekc nporpamm Bacula

Bacula obecneunBaeT nogaep)xKy CoOXpaHeHusi pacluMpeHHbIX aTpubyToB KaTanoros n
¢annos n, Npu He0BXoANMOCTH, UX NOCneayrLee BOCCTaHOBMNEHNE.

OnucaHue komnnekca nporpamm Bacula, a Takke ero yctaHOBKM 1 HAaCTPOWKK NPUBEAEHO
B gokymeHTe PYCB.10152-02 95 01-1.

BHUMAHMUE! [1nsa BocctaHoBneHus oobektoB PC ¢ yCTaHOBNEHHBIMW MaHAATHbIMK aT-
pnbytamm Heobxoanmo 3anycTuTb KOHCOSb ynpaeneHus Bacula ¢ PARSEC-npusunernen 0x1000
(PARSEC_CAP_UNSAFE_SETXATTR). NpuBunerns moxet 6biTb NofyyYeHa C UCMNONb30BaHMEM
YTUNUTbI execaps:
sudo execaps -c 0x1000 -- bconsole

BHUMAHMUE! Nocne BoccTtaHoBNeHus o6bektoB PC ¢ yCTaHOBNEHHbIMWU MaHOAATHLIMU
aTpubytamm HeobxoaMMO BbINOMHUTL NepeMoHTUpoBaHne C, B KOTOPOW BOCCTaHABIMBANUCh

06bekTbl, unu nepesarpy3ntb OC.

10.1.2. YTunuta apxmBupoBaHusa tar

BHUMAHUE! Pa6oTta ¢ maHgaTHbIMK aTpubyTamun n atpubytamm aygurta npu UCnosib-
30BaHWM PasnNUYHbIX YTUMUT CO30aHUSA pe3epBHbIX KOMnui TpebyeT NCnonb3oBaHNA napameTpoB
COXpaHeHMs pacLUMpeHHbIX aTpubyToB (Kak npaBuno Buga —xattrs).

BHUMAHMUE! [1na BoccTaHOBNEHUA MaHOaTHLIX aTpubyToB hansioB U3 pe3epBHbIX KOMUI
Heo6X0AMMO OT MMEHWN YYETHOM 3annUcy agMUHUCTPATOpPa BbINOMHUTL KOMaHAY:
sudo echo 1 > /parsecfs/unsecure_setxattr

BHUMAHMWE! [1na BoccTaHOBNEHM MaHAaTHbIX aTpnbyToB hannoB M3 pe3epBHbIX KONWI
npouecc gormkeH nmetb PARSEC-npusunernio 0x1000 (PARSEC_CAP_UNSAFE_SETXATTR).
MpuBunerna Moxet BbITb NOMyyYeHa C UCMOSb30BaAHNEM YTUIUTbLI execaps:
sudo execaps -c 0x1000 -- tar

BHUMAHMUE! BoccTtaHoBneHne paclimpeHHbIX atpnbyToB hannos ¢ CNofnb30BaHNEM
unsecure_setxattr BO3MOXHO TOSMbKO B crniy4yae, ecnv atpubyTbl BOCCTaHaBNNBAKOTCA C No-
MOLLbIO CUCTEMHOIO BbI30Ba setxattr NyTemM yCTaHOBKM aTpubyTta security.PDPL. Mcnonb-
30BaHMe unsecure_setxattr He BAUSET HA BO3MOXHOCTb N3MEHEHUS MaHO4aTHbIX aTpnbyToB
¢dannoB CUCTEMHbIMU Bbl3oBaMUu pdpl_set path, pdpl set fd.

lMocne BoccTaHOBNEHUSA U3 pe3epBHbLIX KONu hannoB ¢ MaHgaTHbIMK aTpubyTammn Heob-
XOAUMO OT UMEHU YYETHOM 3anncu agMuHUCTpaTopa BbIMOMHUTL KOMaHA4Y:

sudo echo 0 > /parsecfs/unsecure_setxattr

Mpumep
Wcnonb3oBaHne tar, npu KOoTopom OyayT BOCCTAHOBMEHbI paclUMpeHHble aTpubyTbl

KaTtasoros u1 cba|7|nos, BITOXXEHHbIX B apXUB.
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[1o0 ncnonb3oBaHus YTUINMNTbI OOJTKEH ObITb cO3aaH nonb3oBartenb userl, Ansg KOTOpOro
3alaHbl MaHOaTHbIE anI/I6yTbI, N nonb3oBaTtesib AOJKEeH BbIMNOJNIHUTbL BXO4 B CUCTEMY.

Cospatb OT UMEHN yquHoﬁ 3anncn agMnMHNCTpaTopa apxXxmB AoOMaLLHEro Kartarnora norsb-
3o0Bartesid ¢ NOMOLL b KOMaHAbI:

sudo tar --xattrs --acls -cvzf /opt/home.tgz /home/.pdp/userl

rge —-xattrs — BKIKOYAET NOAAEPXKKY paclUMpeHHbIX aTpubyToB;
—acls — Bkntodaet nogaepxky POSIX ACL;
-cvzf — obecneymBatoT, COOTBETCTBEHHO, CO3[jaHMe apxumBa (create), BKMOYEHNE peXMMa
oTobpaxeHuns obpabaTbiBaeMbIx pannoB (verboze), NpUMEHeHWe MeToda cxatus (gzip),
yKkasaHue panna (file);
/opt/home.tgz — 3agaeT MeCTO PacnosioKeHNs CO30aHHOMO apXmBa 1 ero UMsi;

/home/ .pdp/userl — onpenenseT karanorn unn dannsl Ans 4odaBneHns B apxms.

Mepen BoccTaHOBNEHWEM HEOOXOAMMO BbIMONHUTL CEaYHOLLYI0 KOMaHAy, yCTaHaBnmBat-
LLYIO ANA napameTpa 3almTbl panroBon cuctemsl /parsecfs/unsecure_setxattr 3HaYyeHune
«1», paspellatoLiee nNpUMMeHATb NpuBunernio PARSEC_CAP_UNSAFE_SETXATTR:

echo 1 > /parsecfs/unsecure_setxattr
BbINoOnMHNTL BOCCTAHOBIIEHNE C MOMOLLLI KOMaHAbI:

sudo execaps -c¢ 0x1000 -- tar --xattrs

--xattrs-include=security. {PDPL,AUDIT, DEF_AUDIT}

--acls -xvf /opt/home.tgz -C /opt/home2/
roe -—-xattrs-include=security.PDPL,AUDIT,DEF AUDIT — onpegenser noaknkwoyae-

MbIl LWABMOH BOCCTAHOBNEHUS PaCLUMPEHHbIX aTpubyToB (MaH4aTHbIX aTpubyToB, aTpmby-

TOB ayauTa n atpmbyToB ayguTa no yMOnNYaHuio) Ang Knya xattrs;

-xvf — obecneynBaeT, COOTBETCTBEHHO, N3BMNeYeHne n3 apxmea (extract), BKNOYEHME

pexuma otobpaxeHusi obpabaTbiBaeMbix pannoB (verboze), ykasaHue anna (file).

Mocne BoccTaHOBNEHUSA HEOOXOAMMO BbIMOMHUTL KOMaHAy, YyCTaHaBNUBAIOLLYHO 3anpeT Ha
npuMeHeHne npmeunermn PARSEC_CAP UNSAFE_SETXATTR (Hactporika OC no ymon4aHuio):

echo 0 > /parsecfs/unsecure_setxattr

[lononHuTenbHas nHgopmaumsa no komaHae tar npmeegeHa B PYCB.10152-02 95 01-1.
10.2. BocctaHoBneHune CYB]] PostgreSQL nocrne c6oeB n otkasoB

Bo n3bexaHne notepb AaHHbIX B[] PostgreSQL gosmkHbI perynsipHo apxXxmBmpoBaThbCS.

B cnyyae BO3HUKHOBEHUS OWMBOK B XpPaHALMXCA OaHHbIX, HApyLUEeHUs LLernoCTHOCTH,
UnNu B criydae nporpamMmmMHoro n/unu annapatHoro c6osi cepsepa bl HeobxoamMmo nposegeHne
npoueaypbl BocctaHoBneHna B. [Npn aToMm, B 3aBUCUMOCTU OT TSXKECTU NOBPEXAEHUN MOXET

OCYLLIECTBNATLCS Kak COXpaHeHue cyLecTBytoLlero knacrtepa b1, ¢ nocnegyowmm ero BoccTa-
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HOBEHMEM, TaK N BOCCTAHOBMNEHNE M3 pe3epBHbIX KOMWUIA, CO30aHHbIX B MpoLecce perynsapHoro
npoBeaeHns pernameHTHbIX paborT.

B PostgreSQL cyuiecTtBytoT Tpu pbyHAaMEHTanNbHO OTAMYalLWNXCA NOAX0AA K pe3epBHOMY
KOMMpPOBaAHMIO OAHHbIX:

- SQL-pamn;

- pesepBHOe KonupoBaHue Ha ypoBHe ®C;

- HenpepbIiBHOE apXUBMPOBaHUE.

Bonee noapobHoe onvMcaHme 3TUX METOAOB U Npoueayp KONMpoBaHUS U BOCCTAHOBIEHUS
npueeneHo B gokymeHTaummn Ha CYB[] PostgreSQL B nakeTe postgresqgl-doc-x.x.

CYB[] PostgreSQL cogepxuT psag cTaHOapTHbIX CPenCcTB pe3epBHOr0 KOMMpPOBaHUS
n BocctaHoBnenns BM. K Hum oTHocaTes ytunutel pg_dump (10.2.2), pg_dumpall (10.2.3),
pg_restore N, B TOM Yncne, UHTEpPaKTUBHbIA TepMUHaN psgl, C MOMOLLbIO KOTOPOro

MOryT OblTb BOCCTAHOBIEHDI pe3epBHblE KOMNUKN, COXpaHEeHHbIE B BUAE CKpUMNTa SQL.

10.2.1. Co3paHMe M BOCCTaHOBIIEHME pe3epBHbIX KOMuUA ©6a3 p[aHHbIX C
MaHAaTHbIMU aTpubyTtammu

[ns cosgaHus M BOCCTAHOBIIEHUS pe3epBHbIX KOMU 6a3 AaHHbIX C MaHOaTHbIMU
aTpubytammn Heobxoaumo, 4Tobbl nonb3oBaTenb MMen npuBunernn PARSEC_CAP_ SETMAC,
PARSEC_CAP_CHMAC.

B cny4yae cosgaHusa pesepBHOM KONMUU HEOBXOAMMO Ha3HaYUTb MakCUMarbHYK METKY Ha
KaTanor, B KOTOpbI ByaeT Bbirpy>keHa 6a3a gaHHbIX (4189 Ha3HadYeHnsa METKN Ha dbain Konum).

B cnyyae BoccTaHOBNEHNA MOMUMO yKa3aHHbIX NPUBUNErnin TpebyroTca npasBa agMUHU-
cTpaTopa B 6a3e gaHHbIX (4Ns co3A4aHMs OObEKTOB U HA3HAYeHUs MaHOaTHbIX aTpubyToB).

[ns BoccTaHoOBNEHMS Konun 6asbl AaHHbIX C MaHOaTHbIMK aTpnbytamn B apyron 6ase
JaHHbIX HE0OX0AUMO:

1) Ha3Ha4YMTb MakCcMMarbHYK METKY Ha KaTanor, B KOTOpbI ByaeT NpoBOANTLCS BbIrpy3ka

pe3epBHOMN Konuu;

2) cosgaTtb pe3epBHY KOMUIO MCXO4HOW 6asbl JaHHbIX OT MMEHU NONb3oBaTeNs C NpUBU-

nervamm PARSEC CAP SETMAC n PARSEC _CAP CHMAC.

3) Ha ueneBoM KnacTepe Has3Ha4yMTb MaHAaTHble aTpubyTbl Ha KnacTep;

4) BOCCTAHOBWUTb pPe3epBHYD KOMUKO B6a3sbl JaHHbIX C MOMOLLBIO KNneHTa psql (ecnu

pe3epBHasi Konusa caenaHa B TEKCTOBOM BWMAE) UM C MOMOLLBIO pg_restore (ecnu

pe3epBHas Konusa caenaHa B OMHapHOM BMAE) OT MMEHW NONb3oBaTens agMnHucTpaTopa

6a3bl AaHHbLIX C NpuBMIernsMm PARSEC_CAP_SETMAC n PARSEC_CAP_CHMAC.

MpumeyvyaHns:
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1. YTunuta pg_dump, noctaensemas Bmecte ¢ CYB/[l Bepcumn 11, BbIrpy>kaeT KoMaHgbl
MO YCTaHOBKE KOMMEHTapueB, METOK 6e30NacHOCTM U Ha3HAYeHMI0 MaHA4aTHbIX aTpMbyToB
B criegylowemM Buae:

COMMENT ON DATABASE CURRENT_DATABASE IS ’koMMeHTapuii’ ;

SECURITY LABEL ON DATABASE CURRENT DATABASE IS ’'...’;

MAC LABEL ON DATABASE CURRENT DATABASE IS ’'...’;

MAC CCR ON DATABASE CURRENT DATABASE IS ’'...’;

Takas pesepBHas Konusi MOXeT BbITb BOCCTAHOBMEHA C YCTAHOBKON KOMMEHTapueB, METOK
6e3onacHOCTN U MaHOaTHbIX aTpMbyToB B Xenaemyto 6a3y faHHbIX.

2. [Ina BOCCTaHOBMEHUS pPEe3EpPBHbLIX KOMUA ©0a3 [aHHbIX, CAenaHHbIX B npenbl-
aywmx Bepcusix, B CYB[ Bepcum 11 HeobxogMmo YyCTaHOBUTL MNapameTp
ac_auto_adjust_macs = true;

3. [ns nepeHoca knactepa ¢ npeabiaywmnx sepcuin CYB[] Ha Bepcuto 11 Heobxogmmo
BOCMOS1b30BaTbCS YTUNNTaMn pg_upgradecluster UnNu pg_upgrade (CM. JOKYMEHT
«OnepaunoHHas cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition» Pyko-

BOACTBO agMunHUCTpaTopa. HacTb 2»).

10.2.2. pg_dump

[na cosgaHus pesepsHon konuu B B BUAe danna B TEKCTOBOM UK ApYyrMx doopmaTtax

ncnonb3yeTcs yTunuTa pg_dump, KOTOpasi co3aaeT CornacoBaHHyo Konuto, gaxe ecnu B[, uc-

nonb3yeTcs, Npu 3TOM AOCTYN K HEN ApYrux nonb3oBaTtenen (Kak YnTaloLmx, Tak 1 NULyLmX) He

onokupyeTcs.

PGSGDBHaH KOnmsa MOXET Cco3daBaTbCA B BMAE CKpUMNTa UITA (bopmaTax ynakoBaHHOIO

darna. CKpunT pe3epBHOI KONUM NpeacTaBnsaeT coboi TEKCT, coaepKalluii NocnenoBaTenbHOCTb

SQL-komang, HeobxoaMmblx Anst Bocco3gaHnsa B oo coctosaHMs, B KOTOPOM OHa Bbina coxpaHeHa.

[lns BocCTaHOBMEHUA U3 CKpunTa OH nogaeTcd Ha BxXo4 yTunutbl psql. CKpI/II'IT MOXET ObITb

ncnonb3oBaH Ans BoccosfaHus Bl aaxe Ha opyrom cepBepe vUnm apxuTekType u ¢ HebonbLummm

n3ameHeHnsaMn Ha gpyrmux CYb[.

CuHTakcuc:

pg_dump [OPTION]... [DBNAME]

Onuum obLero xapakTepa npuseseHbl B Tabnuue [42]

Tabnuuya 42
Onuus OnucaHwune
-f, --file=FILENAME Mms BbixogHoro danna
dopmar BbiIxogHoro danna (Nonb3oBaTeNbCKUN, tar, TEKCTO-
-F, —--format=c|tlp o
BblIi1)
-v, —--verbose Pexxunm BbiBOAa Bcex coobLueHumn
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OkoHyaHue mabnuuei 42

Onums OnucaHune

-Z, --compress=0-9 YpoBeHb cxatusi 4ns opMaToB CxaTus

3aBepLlueHne owmnbkon nocne oxmnagaHna TIMEOUT ans 6rnoku-

—-lock-wait-timeout=TIMEOUT
pPOBKM Tabnuupl

) NcknounTb M3 BbIrPY3kM BbIBOA KOmMaHg MAC LABEL U
-—-disable-macs Py A A

MAC CCR
--help BbiBeCTM cnpaBky 1 BbINTH
--version BbiBECTM MH(OPMaLNIO O BEPCUUN U BbIATH

Ecnn He ucnonbayetcsa -f/--file, SQL-ckpunt GygeTr HanpasneH B cTaHAAPTHbIV
BbIBOA.

Onuumn ycTaHoBKWN CoeAMHEHWs NpuUBEAEHbI B Tabnuue [43]

Tabnuua 43

Onuwms Onucanue
-h, --host=HOSTNAME Uma cepsepa B[] nnu katanor coketos
-1, --database=DBNAME | YkasaTb anbrepHaTuBHyto B[l — wabnoH
-p, --port=PORT Homep nopta cepsepa b/l
-U, --username=NAME CoeanHnTbCs Kak ykasaHHbIW nonb3oBaTenb
-w, —--no-password He 3anpawwueaTtb naposnb

MpuHyanTeneHbIA 3anNpoc Napons (4OSMKEH NPOUCXoaMTL aBToMaTnye-

W, --password CKr; | yA P ponsi (4 P A

Ons nony4veHund NoSTHON I/IH(bOpMaLI,I/II/I 0 cnocobax nucnonb3oBaHnA yTUnnTbl pg_dump

CM. PYKOBOACTBO man And yTUNnT pg_dump M psqgl.

10.2.3. pg_dumpall

Ytnnuta pg_dumpall MCNONb3yeTcsa ANs Co3naHus pe3epBHON KOMUM BCEro Krnactepa B
BUAE ckpunTa.

CkpunTt cogepxuTt SQL-koMaHabl 1 MOXET ObITb NoAaH B AaribHENLIEM Ha BXOA YTUMUTHI
psql ansa BoccrtaHoBneHms. Onepauns ocyLeCTBNSETCS NOcneaoBaTesibHbIM BbI30BOM YTUMUTI
pg_dump ans kaxgon bl knactepa. Kpome 3T10ro, pg_dumpall coxpaHsieT rnobanbHble 06b-
eKkTbl, eanHble ansa Bcex bl (pg_dump nogobHble 06beKTbl HE coxpaHseT). [JaHHble 00beKThbI
BKNIOYalOT B ceba MHgopmaumio O nonb3oBaTensx U rpynnax v Takue CBOMCTBA, Kak: npasa
[ocTyna, npuMmeHsieMmble ans Bcex bl B uenom.

CuHTakcuc:
pg_dumpall [OPTION]...

Onuum obLero xapaktepa npuseseHbl B Tabnuue [44]
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Tabnuuya 44

Onuwms OnucaHue

-f, --file=FILENAME Mms BbixogHoro channa

3aBeplueHre owmnbKoi nocne oxugaHmsa TIMEOUT Ans Grnoku-

--lock-wait-timeout=TIMEOUT
pPOBKM Tabnuubl

--help BbiBECTM cnpaBky 1 BbINTH

--version BbiBECTM MH(OPMaLINIO O BEPCUUN U BbIATH

Onuumn yCTaHOBKN COeQMHEHUs aHanornyHbl komaHae pg_dump (cMm. Tabnuuy 43).
[ns nony4eHns nonHom nHdopmaumm o cnocobax NCNonNb3oBaHUSA YTUNUTbl pg_dumpall

CM. PyKOBOACTBO man A YTUNuT pg_dumpall U psql.

10.2.4. pg_restore

[lns BoccTaHOBNEHUs apxXMBOB pe3epBHbIX Konun B, Nofy4eHHbIX C MOMOLLLIO YTUNTBI
pg_dump, UCNonb3yeTcs yTunuTta pg_restore. OHa BbINOMHAET KOMaHAbl, Heobxoaumble Ans
Bocco3gaHnda B[] 0o COCTOSAHMS HA MOMEHT BpPeMEHU CcOo34aHus pe3epBHON Konuu. ApXmBHbIE
annbl Takke NO3BONSAT BbIOMPATh C NOMOLWbLIO YTUMUTLI pg_restore, YTO MMEHHO BOCCTaHaB-
nvBaTh, U Jaxe MeHSTb NOPSA0K BOCCTaHaBNMBaeMbIX arieMeHToB. Painbl apxuBoB pa3paboTaHbl
nepeHoOCUMbIMU MeXAy pasHbIMU apXUTEKTYpaMu.

YTunurta pg_restore MOXeT (PyHKUMOHUPOBATL B ABYX pexumax. [pu ykasaHun B[]
apxvmB BOCCTaHaBNMBAETCH HEMOCPeaCTBEHHO B Hee. B gpyrom cny4vae, ckpunt, cogepxaiinim
Heobxoaumble ona nepecosganus Bl SQL-komangbl, co3gaeTca n BbiBOAUTCA B dhann unm
CTaHOapTHbIN NOTOK BbiBOAA. Pe3ynbTupylowmin CKpUNT SKBUBAreHTeH hopMaTty TEKCTOBOro

BblBOAA YTUNUTbLI pg_dump. Bcnencrteue atoro HEeKOTOpble NapaMeTpbl, yrnpasndlouine BbiIBOAOM,

aHanornyHbl napametpam pg_dump (cMm. [10.2.2).
CwuHTakcuc:

pg_restore [ONIUA]... [DAWI]

Onuum obLero xapaktepa npusefeHbl B Tabnuue (45

Taobnuuya 45
Onuwms OnucaHue
-d, --dbname=KMMd MogcoeanHUTbLEA K yKasaHHon B/
-f, --file=FILENAME Mmsa BxogHoro dhanna
-F, —--format=c|t dopmart anna pes3epBHON KONUK (AOIMKHO ObITb aBTOMATUYECKM)
-1, --list HanevaTtaTb UTOroBoe OrrnaeneHne apxuea
-v, --verbose Pexxum BbiIBOga Bcex cooOLLeHU
--help BbiBecTu cnpaBky 1 BbINTH
--version BbiBeCTM MHpopMaLnio 0 BEpPCUN U BbIATU
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[ns nony4eHns nonHon nHdgopmaumm o cnocobax UCNonb3o0BaHUS YTUNUTLI pg_restore

CM. PYKOBOACTBO man AN YTUINUTbI pg_restore.
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11. PUNBLTPALINA CETEBOIO NMNOTOKA

11.1. BknroyeHune unsTpaumum ceteBoro NoToka

Mpn nomowm punsTpa ceTeBbiX NAKETOB MOXHO OCYLUECTBMAATbL KOHTPOSb CETeBOro
TpadoumKa, NPOXoasiLLEro Yepes KOMMbIOTEP.

3anyck unbTpaunmn naketoB obecnevmBaeTcs MexceTeBbiM 3kpaHoMm ufw. Mexceteson
3KpaH NO3BONSAET co3gaBaTb nNpasuna unbTpaunm UCNosb3yst TEXHOMNOMIO iptables.

YnpasneHne MexceTeBblM 3KpaHOM OCYLLECTBASAETCS C NOMOLLbIO rpapnyeckon yTunnTbl
gufw UM ¢ NOMOLLLI0 MHCTPYMEHTa KOMaHOHOW CTPOKN astra-ufw-control.

[na BKMHOYEHUS MEXCEeTeBOro akpaHa C NOMOLLbD MHCTPYMEHTa KOMaHOHOW CTPOKMU
BbINONHUTb KOMaHAy:
astra-ufw-control enable

[N BbIKMIOYEHNA MEXCETEBOro 3KpaHa C NOMOLLb MHCTPYMEHTa KOMaH4HOW CTPOKMU
BbINOMNMHUTb KOMaHAay:
astra-ufw-control disable

lMpoBepKka COCTOAHUS MEXCETEBOIo 3KpaHa BbIMOMHAETCH C MOMOLLbIO KOMaHAbI:
ufw status

Pe3ynbraT BbINOMHEHUS KOMaHAbI:

- active — MEXCETEBOW 3KPaH BKIHOYEH;

- inactive — MeXCeTeBOM 3KpaH BbIKIHOYEH.
11.2. dunbTp ceTeBbIX NakeToB iptables

dunbTp ceTeBbIX NAKeTOB peanu3oBaH Ha OCHOBE TEXHOSOMMN iptables 1 No3sBonseT
BbIMOMHATL cnefyoLlne 3agayu:

1) comnbTpaumo NakeToB — 3TO MEXaHU3M, KOTOPbIM Ha OCHOBE 3aJaHHbIX Npasus, pas-
pellaeT nnu sanpewaeT nepegadyy MHopmMaunmn, NPoxoasLlen Yyepes Hero, C Lernbo
orpaxaeHus NoAceTU OT BHELLHEro JocTtyna, unn, HaobopoT, Ans HegonyLeHNs Bbixoaa
Hapy>Xy. PunsTp NakeToB MOXET onpeaensTb NpaBOMEpPHOCTb Nepefayn nHopmaumm
TONbKO Ha OCHOBE 3arofioBKoB |P-nakeToB, a Takke MOXET aHanM3MpoBaTb U UX COOEPXU-
Moe, T. €. UCNOMb30BaTb AAaHHbIE MPOTOKONOB 6oree BbICOKOrO YPOBHS;

2) TpaHCnAumMi ceTeBbIX agpecos (T.H. «MackapaiuHry) — 9To NoAMeHa HEKOTOpbIX Na-
pameTpoB B 3arofioBkax |P-nakeToB. cnonb3yetca Ans CokpblTUS pearnbHbix IP-agpecos
KOMMbIOTEPOB 3alLMLLIaeMON NOACETU, a TakKe ANS opraHu3auumn OocTyna U3 NoaceTu ¢
KOMNblOTEPAMU, HE NMEKLLMMKN pearnbHbiX IP-agpecos, K rmobanbHomn cety;

3) nNpo3payHoe NPOKCMpOBaHWEe — 3TO Nepeagpecaums nNakeToB Ha APYron NOpT KOMMbHO-

Tepa. O6bI4HO ncnonb3yeTcd and Toro, 4YTOObI MONb30BaTENN U3 NOACETM UCMONb30BaNU

4.7.3



151
PYCB.10152-02 97 01-1

proxy-cepsep MapLipyTusatopa 6e3 4ONONMHUTENBHOMO KOH(UIYPUPOBAHNS NX KITMEHTCKMX
nporpamm.
HacTpoiika paccMOTPEHHbIX MexaHU3MOB (PUNbTPaLNsS NAKeToB, TPAHCMALUUS CETEBbIX

afpecoB 1 Npo3payvyHoe NPOKCUPOBaHME) BbINOMHAETCA KOMaHAoM iptables.
11.3. PopMmupoBaHume npasun

Kaxxgoe npaBuio — aTo CTpoKa, codepKallasa Kputepuu, onpegenstolme npuMeHnMocTb
AAHHOro npaswuna K nakeTy, U JencTeue, KoTopoe HeobXoaUMO BbINOMHUTL B CllydYae BbINOSIHEHNUS
Kputepus.

[MpaBuna umerT creayowmn CUHTaKCUC:
iptables [-t table] command [match] [target/jump]

Ecnu B npaBuno He BkNtoyaeTcsa cneuyudmkatop Tabnuubl [-t table], TO N0 yMONYaHMO
npegnonaraeTcs ucnonb3oBaHue Tabnuubl £ilter. Ecnn HeobxoanMo Mcnonb3oBaTb APYryto
Tabnuuy, To aTo TpebyeTcs ykasaTb ABHO. CneuundmkaTop Tabnumubl MOXHO yKasbiBaTb B Jl0O60M
MecTe CTPOKU npasurna, ogHaKko NPUHATO yKasbiBaTb B Ha4yarne npasuna.

HenocpeacTBeHHO nocne umeHn Tabnuubl JOoMKHA CTOATb KomaHaa. Ecnu cneuudmkaTo-
pa Tabnuubl HET, TO KOMaHAa Bcerga gOrmKHa CTosATb nepBon. Komanga onpenensder gencrame
iptables, Hanpumep, BCTaBUTb, 4OOABUTb B KOHEL, LLEMOYKN UNu yaanuTb Npasumo.

B pasgene match yka3sbiBalOTCS KpUTEPUU NMPOBEPKU, MO KOTOPLIM Orpenenserca npume-
HUMOCTb JaHHOTO NMpaBuna K nakeTy. BoaMoXHO ykasaTb B kadecTBe KpuTepus |IP-agpec uctovHuka
naketa unu cetn, CeTeBON MHTepgenc n T. 1.

MapameTp target ykasblBaeT, Kakoe AeNCTBUE JOMKHO OblTb BbINOSIHEHO NPU YCNOBUK
BbIMOMHEHUS KpUTEpPUEB B NpaBune. Bo3MOXHbI Takne OeNCTBUS KakK: nepedada nakera aapom B
APYryro LUenoyky npasun, «COpocuTby nakeT n 3abbiTb NPO HEro, BblAaTb Ha UCTOYHUK COOBLLEHNe
00 owmnbke n T.N.

Co3sgaHHble npasuna unbTpaLmm COXpPaHATCS U MPUMEHSOTCA TOMNBbKO A0 nepesarpysku
OC, nocne nepesarpy3kn OC TpebyeTtcsi noBTOpHOE (POPMUPOBAHNE NPaBUIT.

[ns obecnevyeHna BO3MOXHOCTU BOCCTAHOBIEHUS NpaBun ounsTpaunm nocre nepesa-
rpy3skm OC Heobxoammo:

1) cosgaTtb hann /etc/iptables.rules ANa COXpaHEHUs NpaBui PUNLTPaLUN:

sudo touch /etc/iptables.rules

2) yCTaHOBUTb AN CO34aHHOrO (hanna orpaHUYeHns Ha YTeHue, Tak Kak U3 Hero MoXHo

NoNyyYnTb MHGOPMaUUo 06 OTKPLITBIX CETEBLIX MOPTax, KOTopas MOXeT BbITb UCMOMb30-

BaHa On1d atak Ha KOMMbloTep:

sudo chmod 640 /etc/iptables.rules

3) coxpaHuTb CyLLeCTBylLMe NpaBuna gpunstpaumm B anne /etc/iptables.rules:

sudo iptables-save | sudo tee /etc/iptables.rules > /dev/null
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4) cospgaTtb cueHapun /etc/network/if-pre-up.d/iptables cO cnegywwmm co-

OepXUMbIM:

iptables-restore < /etc/iptables.rules

exit O

5) cospaTb cueHapun /etc/network/if-post-down.d/iptables CO cnegyrowmm

COLEPXKUMBIM:

touch /etc/iptables.rules

chmod 640 /etc/iptables.rules

iptables-save > /etc/iptables.rules

exit O

6) coenaTb co3fgaHHble CLueHapuM UCNOSTHAEMbIMU:

sudo chmod +x /etc/network/if-post-down.d/iptables

/etc/network/if-pre-up.d/iptables

MpumeyvyaHune. Ina coxpaHeHns npasun unsTpauum pekomeHayeTCs BbIMNOSTHATb
nyHkTbl [T){3) nepeuncnenmns Ha ctp. nocne Kaxmaoro nameHeHus npasun. CueHapuii, npuse-
AEHHbIN B MYHKTE |5)| NepeyncrieHns], COXpaHseT TEeKYLLYK BEPCUIO NMpaBusi aBTOMaTUYeCckn TONbKO
Npw LWUTAaTHOM BbIKMIOYEHUN KOMNboTepa. [1py HeWTaTHOM BbIKITHOMEHMM KOMMbIOTEPA Unu cboe

N3MEHEHNs B Npasunax punsrpaumm MoryT 6biTb yTEPSIHBbI.
11.4. NMopAAoK NpoxoXxAaeHUsa Tabnuy u ueno4vek

Korga nakeT npuxoauTt Ha ceTeBoun (ounbTp, TO OH CHavana nonagaeTt Ha ceTeBoe YCTpon-
CTBO, MepexBaTbiBaeTCA COOTBETCTBYOLWMM ApanlBePOM U Aanee nepefaeTtcs B 94p0. 3aTteM naket
NpoXoauT HEeCKONbKO Tabnuu, npexae Yyem oH ByaeT nepenaH ganee. Ha kaxagom atane naket
MOXeT ObITb OCTaHOBMEH. [locne npoxoxaeHnsa Tabnuu nakeT nepegaetca NMB0 NoKansHOMY
NpUNoXeHuto, NMGO NepeHanpaBnNAeTCs Ha APYro KOMMbIOTEP.

B Tabnuue filter uenoyky FORWARD NPOXOAAT BCe MakeTbl, KOTOpble ABUXYTCS Yepes

ceteBon unbetp. Nopsaok cnegoBaHns naketa npuBedeH B Tabnuue .

Tabnuuya 46
War | Tabnuua Llenouka Onucanue
1 = = Kabenb
2 = = CeteBown uHTepdenc (Hanpumep, eth0)

|/|CI'IOJ'Ib3yeTCFI AnNs BHECEHNSA N3MEHEHUI B 3arofioBOK NakeTa, Ha-

3 mangle | PREROUTING
npuMep, Ana UameHeHust 6UToB TOS U Np.

Mcnonb3yeTtca Ana TpaHCcNsAauMmM ceTeBbiX aapecoB DNAT. SNAT Bbl-
NOSHSAETCA No3aHee, B Apyron uenodke. Jltoboro poga dunsrpauns
B 3TOW LIEMOYKE MOXET MPOM3BOAUTLCS TONBLKO B UCKMOYUTENBHBIX
cnyyasx

4 nat PREROUTING
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OkoH4yaHue mabnuubi 46

LWar | Tabnmua Llenoyka OnuncaHue

MpuHATHE pelueHnda O AanbHenwen MmapLpyTmMsaumm, T.e. B 9TON
5 | = = TOYKe peluaeTcs, Kyaa nonaeT nakeT — foKanbHOMY MPUNOXEHNIO
UNn Ha apyromn ysen cetu

MonagatoT TONbKO Te€ MaKeThbl, KOTOpble MAYT Ha APYron KOMMbO-
Tep. Bea cdovneTpauma TpaH3nMTHOMO Tpaduka A0MKHA BbINONMHATHCA
6 filter | FORWARD 34echb. Yepes aTy Lenoyky npoxoamT Tpaduk B oBoMx Hanpasne-
HUAX, NO3TOMY 00s3aTENBHO YUNTBIBATb 3TO 0O6CTOATENBCTBO MpPU
HanucaHun npasun punsTpaumnm

MpenHa3HayeHa B nepByo ovepenb Ans SNAT. He ucnonb3oBaTtb
7 nat POSTROUTING | ang cpunerpaumm 6e3 ocobon HeobxoanmocTun. 30ecCh e BbINOSHS-
eTCsl U1 MackapaguHr

8 = = BbixogHow ceTeBorn nHTepdenc (Hanpumep, ethl)

9 = = Kabenb

MakeTbl, NpeaHa3HaYeHHbIE NTOKanNbHOMY NPOLIECCY/MPUNOXKEHUIO, NPOXOANAT Yepes Lienoy-

Ky INPUT, a He Yepe3 FORWARD. B Tabnuue 47| npeactaBneH nopsaok ABMXKEHUS MakeTa.

Taobnwuuya 47
War | Tabnuua Llenouka Onucanune
1 = = Kabenb
2 | = = BxoaHow ceteBon nHTepdeinc (Hanpumep, eth0)

OO6bIvHO ncnonb3yeTca And BHeCeHuA N3MEHEHWUI B 3arofioBOK Nake-

3 mangle | PREROUTING
Ta, Hanpumep, ana yCtaHOBKU ouToB TOS ” np.

MpeobpasoBaHne agpecoB DNAT. dunbrpaumsa naketoB 30ecb Oo-
NyCKaeTCs TONbKO B UCKITHOUUTENbHBIX Cry4asix

4 nat PREROUTING

5 | = = MpUHSTUE peLleHns 0 MapLIpyTU3aLmm

dunbTpaumsa Bxoasiuero Tpaduka. Bce Bxogsalme nakertsl, aapeco-
6 | filter | INPUT BaHHble NOKaribHOMY MPUMOXEHWNIO, NMPOXOAAT Yepes 3Ty LIENouKY,
He3aBMCUMO OT TOrO, C KaKoro MHTepdenca oHu NocTynunu

7 = = JlokanbHbIN Npouecc/npunoXxeHne

B Tabnuue npeacrtaBlieH NOpPAOOK ABUMXKEeHUA NakKeToB, CO34aHHbIX JTOKalribHbIMWU MPO-

LeccamMmu.
Tabnuua 48
LWar | Tabnuua Llenouka OnucaHue
1 = = JlokanbHbIN npouecc
mangle OUTPUT BHeceHmevwsmeHeHMVl B 3arofioBok naketa. PunsTpaumsi, BblNomnHsie-
filter Masi B 3TON LIENoYKe, MOXET MMETb HEraTUBHbIE MOCNEACTBUS
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LWar | Tabnuua Llenoyka OnucaHne

4 _ _ MpuHAaTHe pelueHna o maplipyTusaumm. 30ecb peluaeTcs — Kyaa
nowaeT nakeT ganblue
3aecb BbiNonHseTcs SNAT. He cnenyet B 3TOW LeNoYke NPON3BOANTb

MNbTPaLMIO NaKeToB BO n3bexaHne HexxenaTerbHbIX MoOoYHbIX -

5 nat POSTROUTING ® pau ®
dekToB. OgHAKO 1 34EeCb MOXXHO OCTaHABMUBATL MaKETbI, MPUMEHSIS
NONUTUKY NO YMOMYaHNo — DROP

6 = = CeteBown uHTepdpenc (Hanpumep, eth0)

7 = = Kabenb

mangle
B Ttabnvue mangle He cnegyeT NpomM3BOAUTb (punbTpaumio, MackMpoBKY Mnn npeodb-

pa3oBaHue agpecoB (DNAT, SNAT), B HEMN OOMNYCKAETCs BbINOMHATL 4ENCTBUS, NPpUBEAEHHbIE B

Tabnuue (49|

Taobnuuya 49
JencTteue Onucanue
T0S BbinonHseT yctaHoBKY 6MTOB nonst TOS. OTO norne Ucnonb3yeTcst Ans HazHa4YeHUs CeTEBON
MONMUTMKM OBCINYXMBaHWUSI NAKeTa, T. €. 3a[a€ET XKenaemblil BapuaHT MapLipyTusaumm
TTL V|CI'IOJ'Ib3yeTC$I 4ana yCtaHOBKM 3Ha4YeHUa nond TTL nakeTa
YCTaHaBnNuBaeT cneumanbHyl0 METKY Ha MakeT, koTopasi 3aTeM MOXeT bbiTb NpoBepeHa
MARK ApYrMMun npaBunaMu B iptables unu gpyrumm nporpammamMu, Hanpumep, iproute2. C

MOMOLLIbIO METOK MOXHO YNpPaBnsTh MapLUpyTM3aLmMeln NakeToB, orpaHnymMBaTh Tpaduk n
T.M.

Tabnuua nmeet ABe LenoyKu:

- PREROUTING — UCMOMnb3yeTcs ANd BHECEHUS U3MEHEHUI Ha BXOAEe B CETEBON ounbTP

nepeq NPUHATUEM peLLeHNa O MapLupyTusauuu,

- OUTPUT — Ons BHECEHUS U3MEHEHUI B NaKeTbI, NOCTynatoLwue oT NPUIIoXeHUn BHYTPU

ceTeBon ouneTp.

nat

TonbKo NepBbIN NakeT U3 NOTOKa NPOXOAUT Yepes Lenodkn Tabnuupsl nat. TpaHcnauns aa-
pecoB MM MackMpoBKa NPUMEHSAKOTCH KO BCEM NOCMeayLWNM naketam B NoToKke aBTOMaTUyecku.

Ans atoi Tabnuubl xapakTepHbl AeWCTBUS, NpuBedeHHble B Tabnuue [50]

Taobnuuya 50

JenctBue OnucaHwune

rlpOVI3BO,D,VIT npeo6pasoBaHV|e agpecoB Ha3Ha4YeHUA B 3arojioBkax nakeToB. ,ElperMM
DNAT crnoBamu, 3TUM OENCTBUEM nepeHanpaBnAlTCA NakeTbl HA gpyrme agpeca, otTrinyHble
OT YKa3aHHbIX B 3arofioBkax naketoB
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HencTtBue OnucaHune
SNAT Mcnonb3yetca ana MsamMeHeHus UCXOAHbIX agpecoB naketos. C NOMOLLBIO 3TOro aen-
CTBUSI MOXXHO CKPbITb CTPYKTYPY JNOKasNbHOW CEeTH
MpumMeHsieTcst B TEX e Lensix, 4To U SNAT, HO B OTNIMYME OT NnocregHen gaet bonee
CUINbHYIO Harpysky Ha cuctemy. lNpoucxoguT aTo NOTOMY, YTO KaXAbl pas, korda Tpeby-
eTCcs BbINOMHEHNe 3TOro AencTBusa, nponssoauTtca 3anpoc IP-agpeca anga ykasaHHoOro
MASQUERADE A P A P AP Ana'y

B JEWCTBUM CETEBOro UHTepdenca, B TO BpeM4d Kak ans SNAT |IP-agpec ykasbiBaeTcs
HenocpeAcTBeHHO. OgHako Gnarogaps Takomy oTnmymio, MASQUERADE MOXeT pabotaTb
B Cny4vasix ¢ guHamunyecknm IP-agpecom

Tabnunua nmeeT aBe LEenoYKu:

- PREROUTING — UCMNOMb3yeTcs AN BHECEHNS U3MEHEHWUI B NaKeTbl HA BXOAE B CETEBON

ouneTp;

- OUTPUT — ucnonb3yeTcs Ans npeobpasoBaHUs NakeToB, CO30aHHbIX NPUNOXEHUSIMN

BHYTPUM CeTeBOro omnerpa, nepeq NpUHATUEM peLLEeHN O MapLupyTU3aummn.

filter

B Tabnuue filter cogepxatcs Habopbl NpaBu ANs BbINONHEHUS UNBTPaLUK NakeToB.
MakeTbl MOryT NnponyckaTbCcs Aanee nMbo oTBepraTbCsl B 3aBUCMMOCTU OT UX COAEPXKMMOTO.

B Tabnuue filter MOXHO BbIMNOMHUTL DROP, LOG, ACCEPT unm REJECT. ImeeTcs Tpu
BCTPOEHHbIX LIEMOYKN:

- FORWARD — MCMoOnb3yeTcs Ana punsrpaumm NakeTos, MAYLWNX TPAH3NUTOM Yepes ceTe-

BOV (punbTp;

- INPUT — NpoXogsAT NakeTbl, KOTOpble NpeaHa3HayYeHbl IoKanbHbIM NPUIoXeHnaMm (ceTte-

BOMY puneTpy);

- OUTPUT — mucnonb3yeTca aAna punbTpaumm NCXOASALWMX NaKeToB, CreHepUpPOBaHHbIX

NPUNOXEHUSIMW HA CaMOM CETEBOM (pUnbTpe.
11.5. MexaHu3m TpaccUpPOBKU CoeAUHEHUN

MexaHn3m TpaccupoBKN COEAUHEHNIN ABNSIETCA YaCTb CETEBOro ounbstTpa iptables u
YCTPOEH Tak, 4Tobbl netfilter MOr NOAYYUTb MHPOPMALMIO O COCTOSHUU KOHKPETHOroO coeanHe-
H14a. Hannyune atoro mexaHnama no3BonsieT co3gaBaTb 6onee HagexHble Habopbl NpaBun.

B npepenax iptables coeanHeHne MOXET UMETb OAHO M3 YeTblipex 6a30BbIX COCTOAHUMN:
NEW, ESTABLISHED, RELATED 1 INVALID. [Ina ynpaBneHns naketaMy Ha OCHOBE UX COCTOSHUSA
MCrnonb3yeTcs KpuTepun —-state. TpaccupoBLUMK onpeaenseT YeTblpe OCHOBHbIX COCTOSHUSA
kaxxgoro TCP- unn UDP-nakeTa n HekoTopble AONOSHUTENbHbIE XapakTtepuctuku. [na TCP- n
UDP-naketoB — aT1o IP-agpeca otnpasuTtens 1 nonyvarens, NopTbl OTNpaBUTeNs u nony4vartens.

TpaccupoBka npou3BoanTCcsa B Lenodke PREROUTING. OTO O3HayaerT, YTo iptables

npon3BOoaANT BCe BblYUCIIEHUA, CBA3aHHbIE C ornpeneneHnem CoCTtoAaHu4A, B npeaenax 3TOW LENOYKMN.
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Korga oTnpaBnsaeTcss MHNLUUUPYOLWMA NAKET B NOTOKE, TO EMY NPUCBaANBAETCS COCTOsIHME NEW, a
Korga BO3BpaLLaeTcsa nakeT OTBeTa, TO COCTOSIHME COeANHEHMUS] M3MEHSAETCA Ha ESTABLISHED 1
T. 0.

Tabnuua TpaccupoBKM

Tabnuua TpaccupoBLMKa 3anucaHa B anne /proc/net/ip_conntrack. B Hewn co-
OEePXUTCH CMMCOK BCEX aKTUBHbBIX COEAUHEHNIA.

Ecnn mogynb ip_conntrack 3arpyxeH, To KoMaHga cat /proc/net/ip_conntrack
AOIMKHA BbIBECTMU:
tcp 6 117 SYN _SENT src=192.168.1.6 dst=192.168.1.9 sport=32775 dport=22

[UNREPLIED] src=192.168.1.9 dst=192.168.1.6 sport=22 dport=32775 use=2

B npumepe BbiBOAA KOMaHAbl COAEPXUTCS BCA MHGOPMaLMSA, KOTopasi U3BECTHa Tpaccu-
POBLLMKY MO KOHKPETHOMY COEOUHEHMIO.

B Hayane ykasaHo Ha3BaHue NpoTOKona, B JaHHOM criyyae — tcp. [lanee cnegyer HEKOTO-
poe umcno B 06bIMHOM AECATUYHOM NpeacTaBneHmun. [locne Hero cnegyeT Yicno, onpegenstouiee
«BPEMS XNU3HU» 3anucn B Tabnuue (T.e. KONMYecTBO CEKYyHA, Yyepe3 KOTopoe MHgopmMaums o
coegvHeHun byaet yganeHa ua tabnuubl). B npuBegeHHoM npumepe 3anuck B Tabnuue éyaet
XpaHuTbCS elle 117 ¢, ecnu yepes 3To coeanHeHne bonee He npocnenyeT HM O4HOro NakeTa, B
NPOTUBHOM CIlyvae 3TO 3HayYeHue OyaeT yCTaHOBMEHO B 3HAYEHME MO YMOSTYAHUIO ANs 3agaHHo-
r0 COCTOSIHUS. OTO YNCNO YMeHbluaeTcs Ha 1 kaxayl cekyHay. [lanee cnenyet daktndeckoe
COCTOSIHWE coeanHeHus. B npumepe 31O COCTOSAHME UMeeT 3HayeHne SYN_SENT. BHyTpeHHee
npeacTaBrieHNe COCTOAHNA HECKONbKO OTNIMYAEeTCs OT BHELWHero. 3HayeHme SYN SENT roBopuT
O TOM, YTO Yepes AaHHOoe coeauHeHue npocrenoBan eguHCTBEHHbIM nakeT TCP SYN. [lanee
pacnonoXeHbl agpeca oTnpaBuTeNd 1 nonyyarens, nopTel OTNpaBMTENS K nonyyarens. 34ech xe
yKa3aHo KI1H04eBOE CrOBO, KOTOpOe COOobLLaeT 0 TOM, YTO OTBETHOMO TpadurKa Yepes 3T0 coeanHe-
HKMe elle He Gbino. [lanee npuBogMTCs AONONHUTENbHAs MHPOPMaLUMs NO OXNgaeMoMy NakeTy —
aTo IP-agpeca n Homepa NopToB OTNPaBUTENS U NonyyaTensa Ang oXXuaaeMoro OTBETHOro nakeTa
(Te e gaHHble, TONbKO MOMEHSABLUMECA MeCcTamm).

Mocne nony4yeHus oTBeTa TPACCUPOBLUMK CHUMET doriar [UNREPLIED] M 3aMEHUT €ro
dnarom [ASSURED]. 10T donar coobLLaEeT, YTO COEANHEHME YCTAHOBMEHO, K 3Ta 3anncb He ByaeT
cTepTa rno JOCTMXKEHUN MaKCUMarnbHO BO3MOXHOIO KONMYecTBa TpaccupyeMbiX COeANHEHNI.

MakcnmanbHOe KONMYEeCTBO 3anncen, KOTopoe MOXET codepaTbCs B Tabnuue, 3aBUCUT
OT 3HaAYEeHNHA NO YMOMN4YaHUIO, KOTOPOE MOXET ObITb YCTAHOBNEHO BbI30OBOM DYHKLUMU ipsysctl.

[na o6bema O3Y 256 Mb 3HaueHune cooTBeTcTBYET 16376 3anncam. MOXHO NOCMOTPETb
N U3BMEHUTb 3TO 3HAYEHME Yepes:

/proc/sys/net/ipv4/ip_conntrack max
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CocTtosaHuA

CeTteBble nakeTbl MOryT UME€Tb HECKOJIbKO pa3JiNM4HbIX COCTOSIHUIA B npegenax aapa B

3aBMCNMMOCTUN OT TUNa NPOTOKOJ1a. OpgHako BHe A0pa NMeeTcA TOJIbKO YeTblpe COCTOAHUA, KaK

6bIno ckasaHo Bbile. [apameTpbl, onucbiBatoLLMe COCTOsIHME NakeTa, UCMOSb3YTCS B KpUTEPUU

--state. [lonyctumMbiMn ABNSAOTCA: NEW, ESTABLISHED, RELATED 1 INVALID.

B Tabnuue [51] nogpobHo paccmMoTpeHo Kaxaoe U3 BO3MOXHbIX COCTOSIHUIA U NpUBeAEHbI

HeobxoanMble KOMMEHTapUN.

Tabnunua 51

CocTosiHMe

OnucaHune

NEW

CoobuaetT o ToM, YTO NakeT ABNAETCA MepBbiM ANA AAHHOMO COeAMHeHUs. ATo
O3Ha4yaeT, YTo 3TO NepBbI NaAKET B JAHHOM COEAVHEHUN, KOTOPLIN YBUAEN Moayrb
TpaccupoBLLUKa

ESTABLISHED

FOBOPUT O TOM, YTO 3TO He MepBbIi NakeT B coeanHeHun. [Ina nepexoaa B COCTOAHME
ESTABLISHED Heo6XxoaMMo, YTOGbl OAMH KOMMbIOTEP Nnepeaan nakeT v nonyyun Ha
Hero oTBET OT ApPYroro KomnbtoTepa. Mocne nony4yeHus oTBeTa NPU3HaK COEANHEHUS
NEW 6yueT 3aMeHeH Ha ESTABLISHED

RELATED

MosiBNAieTcs, ecnun AaHHoe COeMHEHNE CBSA3aHO C APYIMM COeAVHEHMEM, UMEOLLUM
npusHak ESTABLISHED, T.€. COeQUHEHNE UHULMNPOBAHO U3 YK€ YCTaHOBINEHHOIO
COoeVHEeHs1, UMetoLLIEero NpusHak ESTABLISHED

INVALID

[OBOPUT O TOM, YTO NaKeT HE MOXET ObITb MAEHTUMULNPOBAH U NOITOMY HE MOXET
UMeTb onpedeneHHoro cratyca. 3T0 MOXET NPOUCXOAUTb MO pasHbIM MpUYUHaM,
HanpuMep, Npu HexBaTke NamsTy unu nNpu nonyveHnn ICMP-coobuleHusi, koTopoe
He COOTBETCTBYET KakOMy-nmbo N3BeCTHOMY coeuHeHuo. Hannyywmm BapnaHTom
ObIr10 6bl MpMMeHeHMe aencTBnst DROP K Taknm naketam

Tabnuubl

MapameTp -t ykasbiBaeT Ha ucnonb3yemyt Tabnuuy. o ymonyaHuio ucnonb3yeTcs

Tabnuua filter.

KomaHgbl

B Tabnuue NPUBOAMTCSA CMMCOK KOMaHA, KOTopble MCMOoNb3ylTcs B iptables, U

npasuiia nx ncnosrb3oBaHUA. nOCpe,D,CTBOM JaHHbIX KOMaH iptables y3HaeT, 4To Heobxoanmo

BbINONHUTL. OB6bl4HO npeanonaraetTcda ogHoO 13 AByX Aenctemm — ato gobasneHne HOBOro npasuna

B LIENOYKY UIN yOoaneHue CyLLEeCTBYHOLLIEro npasuna nu3 Tol unn nHom Tadbnuubi.

Tabnuuya 52

KomaHga

Mcnonb3oBaHune

-A, --append

[loGaBnser HOBOE NPaBUIO B KOHEL, 3a4aHHOW LIEMOYKM.

Mpumep
iptables -A INPUT
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lNpodomxkeHue mabnuups! 52

KomaHpga Ncnonb3oBaHne

Ynanset npasuno u3 uenoykn. KomaHga nveet gea cdopmara 3anucu: nep-
Bbll — KOrga 3ajaetcs KpuTepuin cpaBHeHUst ¢ napaMmeTpom -D, BTOPOU —
nopsaKkoBbIA HOMep npasuna. Ecnn 3agaeTcsa Kputepun cpaBHeHUs, To yaans-
eTCcsl NpaBuno, KOTopoe UMeeT B cebe 3TOT KpUTEPUIn, eCnNn 3aaeTcst Homep
-D, --delete npasuna, To 6yaeT yaaneHo npasBuro ¢ 3agaHHbIM Homepom. CyeT npasun B
LenoYvkax HadnmHaeTcs ¢ eauHULbI.

Mpumep
iptables -D INPUT --dport 80 -j DROP, iptables -D
INPUT 1

BbinonHaeT nepenMmeHoBaHMe Nob30BaTENbCKOW Lenodkn. B npumepe ue-
noyka allowed ByoeT nepenmMeHoBaHa B Uenoyky disallowed. ITU nepe-
NMEHOBaHWSI HE N3MEHSIIOT NopsaoK paboThl.

-E, —--rename-chain
Mpumep

iptables -E allowed disallowed

KomaHaa gomkHa 6bITb ykasaHa Bcerga

C6poc (yaaneHue) Bcex nNpaBun U3 3agaHHom uenoYku (tabnuupl). Ecnu nvsa
LenoYkn n Tabnuupbl He yKkasblBaeTcs, TO yoansalTCca Bce npasuiia BO BCeX
-F, --flush Leno4kax.

Mpumep

iptables -F INPUT

BcTaBnsieT HOBOE MPaBMIIO B LiENOYKy. Yncro, crieaylollee 3a UMEHeM Lie-
MOYKM, yKa3blBaeT HOMep NpaBuna, nepes KOTOPbIM CreayeT BCTaBUTb HOBOE
. npaBuro. B npumepe Bhbillie yKasbiBAETCS, YTO JAHHOE MPABUIIO JOMKHO ObiTh
-1, --insert nepBbIM B Lienoyke INPUT.

Mpumep
iptables -I INPUT 1 --dport 80 -j ACCEPT

BbiBOg cnvcka npaBun B 3agaHHoN Lenoyke. B HkenpveeaeHHOM npumepe
npeanonaraeTcs BbIBOA NpaBun U3 Lenovkn INPUT. Ecnu nmsa uenodkn He
yKa3blBaeTCcsl, TO BbIBOAUTCS CMUCOK MpaBun Ans Bcex uenoyek. dopmar
_L, --list BbIBOZA 3aBUCUT OT HanNM4Ms OOMNOMHUTENbHBIX KIOYel B KOMaHae, Hanpumep
-n, -v U np.

Mpumep
iptables -L INPUT

Cosfaetcsl HoBas Liernoyka ¢ 3afaHHbIM MMeHeM B 3ajaHHoin Tabnuue. B
HWXENpPVYBEAEHHOM NMPUMeEpe CO34aeTcsl HoBasi Lienoyka ¢ MMeHeM allowed.
. VIMsi LenoYKM JOIMKHO ObITb YHUKANbHBIM M HE JOMKHO COBMadaThb C 3apesep-
-N, --new-chain BUPOBAHHbLIMU UMEHAMM LienoYek U AeNCTBUN (DROP, REJECT U T.1.).

Mpumep
iptables -N allowed
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OkoHyaHue mabnuuei 52

KomaHpa Vcnonb3oBaHue

Onpepensert NonUTKKY No YMOMYaHWio Ans 3aaaHHoN Lenodku. Monutuka no
yMOMuaHuio onpefensiet AeicTB1e, NpYMeHsieMoe K NakeTam, He NonasLUKM
' noa AEWCTBME HU OQHOMO M3 MpaBwun B Liernoyke. B kayecTBe nonmTmku no
-P, —-policy yMOMnYaHuto JonyckaeTcsl UCrnonb3oBaTb DROP, ACCEPT U REJECT.

Mpumep
iptables -P INPUT DROP

ﬂaHHaﬂ KOMaHOa 3amMeHdaeT OaHO npaBuio Apyrum. B ocHoBHOM OHa ncnonb-

3yeTcHa BO BpeMs OTnagky HOBbIX MpaBun.
-R, —--replace
Mpumep

iptables -R INPUT 1 -s 192.168.0.1 -j

YnaneHue 3agaHHON LENoYKM U3 3aaaHHou Tabnuubl. Yaansemas uenovka
He JOMKHa UMETb NPaBWI U He OOMKHO ObiTb CCbINOK M3 APYrUX LEenoYek Ha
yoansiemyto uenoyky. Ecnm nmsi Lenoyku He ykasaHo, To GyayT yaaneHsl Bce
-X, —-delete-chain| U€MOYKM, onpeaerneHHble koMaHaoln -N B 3aaaHHoN Tabnuue.

Mpumepsbl:
1. iptables -X allowed
2. iptables -P INPUT DROP

OGHyneHne Bcex CYETYMKOB B 3aJaHHOM uenodvke. Ecrnv umsa uenoyvku He
ykasblBaeTcs, TO nogpasyMeBatoTcs Bce Lienoyku. Mpu ncnonb3oBaHum Knoya
-v COBMECTHO C KOMaHaou -L Ha BbiBoA OyayT nogaHbl U COCTOSIHUSI CYET-
-7, --zero YMKOB MaKeToB, MoNaBLUMX Noa AeWcTBUe Kaxaoro npasuna. JonyckaeTcs
COBMECTHOE MCMOoSb3oBaHMe KoMaHa -1 1 -Z. B atom cnyyae 6yaet BblgaH
cHayarna CrnvMcoK npaBus Co cYeTYMKamu, a 3aTem npousonaet obHyneHue
CYETUYMKOB

Knouu
HekoTopble kKoMaHAbl MOTYT UCMOMbL30BATLCS COBMECTHO C AOMOSHUTENBHLIMU KINKOYaMu.

MepeyeHb kntoyelt 1 ux onvcaHne npueeaeHsl B Tabnuue 53|

Tabnuuya 53
Kntoy OnucaHue
Mcnonb3yeTcs BMecTe ¢ KoMaHaamMuM ——insert, ——append U —-replace
npy co3gaHUM HOBOIO NpaBuna Ansg yCTaHOBKM CYETUYMKOB NakeToB U 6aiT B
c, —--set-counters

3agaHHoe 3Ha4vyeHue. Hanpumep, Koy —-—set-counters 20 4000 ycTaHo-
BUT cyeT4ynk naketoB B 20, a cdeTymk 6anTt B 4000

Mcnonb3yetcss BMeCcTe ¢ KOMaHAoW —-1ist, BKMOYAET peXuM BbiBoda HO-
--line-numbers MepOB CTPOK Npu oTobpaXkeHUn cnucka npaeun koMaHaon —-1ist. Homep
CTPOKMN COOTBETCTBYET NO3NLIMKN NpaBuia B Lienoyke

MoxeT ucnonb3oBaTbCs ¢ MO0 KOMaHA4OoN, onpeaensieT KoMaHay 3arpys-
--modprobe K1 mMoayns siapa. [aHHblA KoY UCMonb3yeTcs B crlyvyae, ecnv KomaHaa
modprobe HaxoAMTCst BHE MyTW Noucka

McnonbayeTca BMecTe ¢ komaHaon —--1ist. 3actaBnser iptables BbIBO-
n, —--numeric anTb IP-agpeca 1 Homepa nopToB B YMCMNOBOM BUAE, NpefoTBpaLLas nonbITkU
npeobpasoBaTtb UX B CUMBOMNNYECKME UMEHA
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OkoHyaHue mabnuubl 53

Krito4 OnucaHne

-v,

—--verbose

Wcnonb3dyetca BMecTe C KomMaHgamu --list, --append, --insert,
--delete U --replace ANS NOBbILEHNA MHPOPMATUBHOCTM BbiBoga. B
crnyvae ucnonb3oBaHNsA ¢ KOMaHOoW ——1ist B BbIBOO 3TOW KOMaHAbl BKIHO-
yarlTcsa Takke UMa uHTepdenica, CYeTYNKN NaKeToB M BanT AN KaXKaoro
npasuna. Popmat BbiBOAa CHETYMKOB Mpeanoraraet BbiBo4, Kpome undp
yucna, ewe M CUMBOIMbHbLIX MHOXUTenen K (x1000), M (x1,000,000) v G
(x1,000,000,000). Ytobbl KOMaHOa --1ist BbIBOAMNA MNOMHOE 4ymcro (bes
ynoTpebneHnst MHoXuTenen), Tpebyetca NPUMEHATb KoY —X, KOTOPbIN ONK-
caH Hmxe. Mpn ncnonb3oBaHWM ¢ gpPYrMMmn kKomaHgammn Ha BbiBog, 6yaeT nogaH
noapoOHbIA OTYET O NPOMN3BEAEHHON onepaummn

-X,

-—-exact

Mcnonb3yeTcs BMecTe ¢ KoMaHaon —-1ist. [Anga Bcex Yncen B BbIXOOHbIX
OaHHbIX BbIBOOATCS MX TOUHbIE 3Ha4YeHMs 6e3 okpyrneHnst n 6e3 npumeHeHus
MHOXUTeNen K, M, G. BaxxHO TO, YTO AaHHbLIW KIS0 UCMOMNb3YEeTCH TOSbKO C
KOMaHaon —-1ist N HEe NPUMEHSIETCA C APYrMMM KOMaH4aMU

11.6. Kputepuu BbiaeneHns nakeToB

BbigenstoTca cnegyowme Kputepuu:

1) obwue — KpuTepmmn, KOTopble JOMYCTUMO YNoTpednsaTb B Nobbix npasunax. OHU He
3aBUCAT OT Tuna NpoToKosia U He TpebyroT NoAarpy3kn mogynen pacwumpenus. B aty
rpynny gobaBneH KpuTepun --protocol, HECMOTPA Ha TO, YTO OH MCMNONb3YeTCHa B
HeKOTOopbIX creunduyHbIX OT NMPOTOKOMNa pacwupeHnax. Hanpumep, npu ncnosnb3osa-
Hun TCP-kpntepusi HeobXoAUMO MUCNONb30BaTb U KPUTEPUN —-protocol, KOTOPOMY B

KayecTBe [OMONMHUTENBLHOIO KNnko4va nepenaeTtcs HasBaHue npotokona — TCP. OgHako

—--protocol cam no cebe ABNSETCS KPUTEPUEM, KOTOPbIA UCNONb3YyeTCs ANs yKasaHus

Tvna NpoToKona;

2) HesiBHble — 3TO KpUTEPUU, KOTOPbIE NOArPYXarTCsl HEABHO U CTAHOBATCSA AOCTYMHbI,
HanpumMmep, NpU ykaszaHuu Kputepus —-protocol. CywecTByeT Tpy aBToMaTtuyeckn nog-
rpyaembix pacwmpenus: TCP-, UDP- n ICMP-kputepun. 3arpyska aTux paclumpeHuin
MOXET NPOM3BOAUTLCS U ABHBbIM 06pa3oM C MOMOLLBIO KItoya -m, —-match, Hanpumep:

-m tcp

3) nepen UCNornb30BaHWEM BbILLEONUCAHHbBIX PacLUMPEHUN OHU OOMKHbI ObITb 3arpyXXeHbl

SIBHO, C MOMOLLIbIO KNtova —m unn ——match. Tak, Hanpumep, ecriin NCnonb30BaTb KPUTEPUN

—-—-state, TO CcriegyeT sABHO yKa3aTb 3TO B CTPOKe MnpaBura —-m state nesee UCMNOSb3y-

€MOro Kputepu4. Bce otnnuue mMexay ABHbIMU U HEABHBLIMU KPUTEPUAMU 3aKioHaeTCA

TONbKO B TOM, YTO MepBble HEOBXOAMMO MOArPYKaTb SIBHO, a BTOPbIE MOArPYKarTcs

aBTOMaTU4eCKN.

4.7.3



161
PYCB.10152-02 97 01-1

11.7. JenctBuA 1 nepexoabl

[denctBnsa n nepexoabl coobLLAT NpaBuny, YTO HEOOXOANUMO BbINOMHUTL, ECINU NaKeT
COOTBETCTBYET 3alaHHOMY KpuTeputo. Yalle Bcero ynotpebnsawTtca aencTenst ACCEPT 1 DROP.

OnncaHve nNepexoaoB B NpaBunax BbIMMSAAUT TOYHO TakK e, Kak U onncaHue OencTBui, T. e.
CTaBUTCS KIMOY —3 U yKa3biBAETCS Ha3BaHWe LIenoYku NpaBus, Ha KOTOPYH BhIMOMHSETCA Nepexom.
Ha nepexoapbl HaknaabiBaeTcs psa orpaHUYeHnin, nepBoe — Lienoyka, Ha KOTOPYH BbINOMHAETCS
nepexon, AOIKHA HaxoaAUTLCA B TOW e Tabnuue, YTo M Lerno4vka, U3 KOTOPOoW 3TOT nepexop
BbIMOSHAETCS; BTOPOE — LIENoYKa, SABNSLIascs Lenbio nepexoaa, AomkHa ObiTb co3gaHa Ao Toro,

Kak Ha Hee ByayT BbINOMHATLCS NEPexoabl.

Mpumep
Cospatb Uenoyky tcp_packets B Tabnuue filter ¢ NOMOLWbLIO KOMaHAbI:
iptables -N tcp_packets
BbINONHATL Nepexobl Ha 3Ty LIEeMNOYKY:
iptables -A INPUT -p tcp -j tcp_packets
T.e., BCTpeTMB nakeT npoTtokona TCP, iptables Npou3BeAET Nepexos Ha LEeNoYKy tcp_packets

N NPOOOIMKUT OABMXXEHNE NakeTa MNno 3TOM LIeMNoYKe.

Ecnu naket gocTtur KoHUa LEenoYkn, To OH OyaeT BO3BpaALLEH B BbI3bIBAOLLYIO LIEMNOYKY
(B npumepe — 370 Lenodka INPUT), 1 ABUXEHME NakeTa NPOAOIMKUTCS C NpaBuna, creayroLwero
3a NpaBuIioM, Bbi3BaBLLMM nepexon. Ecnun k nakeTy Bo BNOXeHHOW Lenoyke byaeT npuMeHeHo
aenctene ACCEPT, TO aBTOMaTMYeCKM NakeT OyaeT cuMTaTbCd MPUHATLIM M B Bbi3blBAlOLLEN
Leno4dke n yxxe He ByoeT npogosmkaTtb ABUXKEHWE MO Bbi3biBalOWMM Lenovkam. OgHako naket
nongeT no Apyrum Lenoyvkam B Apyrnx tabnuuax.

[encTBne — 310 NpegonpeneneHHas KomaHaa, onucbiBatoLLas 4eNcTBme, KOTopoe Heob-
XOOAUMO BbIMNOSIHUTb, €CIM MNaKeT coBnan ¢ 3afgaHHbIM KpuTepmneM. Hanpumep, MOXXHO NMPUMEHUTb
aencteme DROP unn ACCEPT K nakeTy. B pesynbrate BbINOMHEHUS O4HUX OEACTBUA NAKET npekpa-
LLIaeT cBOe NpOoXOXAeHne no Lenodvke, Hanpumep DROP n ACCEPT; B pesynbrate apyrux, nocne
BbIMNOSNIHEHMS HEKUX OMnepaunin, NPoAoIKaeT NpoBePKY, Hanpumep LOG; B pe3dynbrate paboTbl
TPETbUX — faxe BUOAOU3MEHSIETCS, Hanpumep DNAT 1 SNAT, TTL 1 TOS, HO TakK e npogosnkaeT
NpoaBMXEHME NO LienoykKe.

ACCEPT

Ecnn Hag nakeTom BbINOMNHAETCH AencTene ACCEPT, TO NakeT npekpawlaeTt ABUKEHNE No
uenoyke (M BCeM Bbi3BABLUMM LiEMOYKaM, ECIM TEKYLLAs Lienoyka Obinia BIOXKEHHOW) U cUMTaeTcs
NPUHATBLIM, TEM HE MeHee, NaKeT NPOAOIKUT ABMXKEHME MO LUenodykam B Apyrnx Tabnumuax n Moxet
ObITb OTBEPrHyT Tam. [lencTBue 3agaeTcs C NOMOLLbIO Kntoya —j ACCEPT. [JONONHUTENbHbIX

KIoYen He umeer.
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DNAT

DNAT ucnosb3yeTcs Ans npeobpasoBaHust agpeca MecTta HasHadeHus B |IP-3aronoske
naketa. Ecnun nakeTt nognagaet nog KpUTepuid NpaBunia, BbiNomHAKLWEro DNAT, TO 3TOT NaKeT U
BCe nocregyoLlme nakeTbl U3 3TOro e noToka 6yayT nofBeprHyTbl NpeobpasoBaHnio agpeca
HasHa4yeHusi 1 nepedaHbl Ha Tpebyemoe YCTPOMCTBO, KOMMLIOTEP UIN CETb.

MoXeT BbINOMHATLCA TOMbKO B Lienovykax PREROUTING M OQUTPUT Tabnuupbl nat U BO
BIOXEHHbIX NoALIenoYKax.

Kntou ans penctBust DNAT — --to-destination.

Mpumep
iptables -t nat -A PREROUTING -p tcp -d 15.45.23.67
--dport 80 -j DNAT --to-destination 192.168.1.1-192.168.1.10

OTOT KIoY yKasbIBaeT, kakon |IP-agpec gomkeH 6bITb NoagcTaBneH B kKa4yecTBe agpeca
MecTa HasHa4yeHusd. B BbilenpnBeaeHHOM NpMMepe BO BCEX MaKeTax, NpULLIEAWnX Ha agpec
14.45.23.67, agpec HazHa4YeHnsa 6yneT M3MEHEH Ha OO4MH U3 AMana3oHa oT 192.168.1.1 go
192.168.1.10. Bce nakeTbl 3 ogHoro notoka 6yayT HanpaenNATbLCA HA OOWH M TOT XXe agpec, a
ANs Kagoro HoBOro notoka 6yaert BbIbMpaTbCs OANH U3 aApecoB B YkadaHHOM AnanasoHe Cny-
YanHbIM obpasoM. MOXHO Takke onpenenuTb eauHCTBEHHbIN IP-agpec. MOXHO 4OMONHUTENBHO
yKasaTb NopT uUiv ananasoH NOpPTOB, Ha KOTOpbIV (KoTopble) ByaeT nepeHanpasneH Tpaduk. Ons
atoro nocre IP-agpeca 4yepes ABoeTouMe yKkasaTb NOpT, Hanpumep:
—--to-destination 192.168.1.1:80
A8 yKasaHua guanasoHa nopTos:
—--to-destination 192.168.1.1:80-100

CuHTakcuc genctemim DNAT M SNAT BO MHOMOM CXOX. YKaszaHue MOpToOB LOMycKaeTcs
TONbKO Npu pabote ¢ NpoTokonom TCP wunu UDP, Npu HanMuMm napametpa —--protocol B
Kputepun.

DROP

DROP cbpacbiBaeT NakeT n iptables 3abbiBaeT 0 ero cywecrsoBaHnn. COpoOLLEHHbIE
nakeTbl NpeKpaLLlaT CBOE ABMXXEHME MOMHOCTLIO, T. €. OHN HE NepefarTcs B Apyrme tabnuupl,
Kak 3TO NpoucxoauT B crnyyae ¢ gencrenemM ACCEPT. CrieayeT NOMHUTb, YTO AaHHOEe AenCTBue
MOXET UMETb HeraTMBHblE MOCIEACTBUS, MOCKOMbKY MOXET OCTaBfATb HE3aKpbITble COKEThI
Kak Ha CTOpPOHe cepBepa, Tak U Ha CTOPOHE KIMeHTa, Haunyywum cnocobom 3awmtbl Oyaet
ncnonb3oBaHne genctend REJECT, 0COGEHHO NMpu 3aLUmMTe OT CKaHMPOBAHMUS MOPTOB.

LOG

LOG CRyXuT AN XXypHanMpoBaHUsa OTAErNbHbIX MNAaKeTOB U cobbITMIA. B XXypHan moryT

3aHOCUTbCA 3arofnioBku IP-naketoB n gpyras nHtepecyowas nHpopmaums. MHpopmauus ms
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XXypHana MoXeT ObITb NpoynTaHa ¢ NOMOLLbIO dmesg UK syslogd, NIMGO ¢ NOMOLLBIO ApPYruX
KOMaHz,.

Kntoun gencteusa LOG npuBedeHbl B Tabnuue [54]

Tabnunua 54

Krito4 OnucaHne

Ucnonb3yeTca ons 3agaHusa ypoBHS XXypHanupoBaHus. MoxHo 3agaTh crieqy-
owme ypoBHu: debug, info, notice, warning, warn, err, error, crit
alert, emerg N panic. KnioueBoe CrioBo error O3HA4yaeT TO Xe camoe,
YTO U err, warn — warning M panic — emergqg. [NpuopuTteT onpegenser
pasnuuusa B TOM, Kak ByayT 3aHOCUMTbCA coobLeHnsa B XXypHan. Bce coob-
LLEeHMs 3aHOCATCA B XypHan cpeactsamu agpa. Ecnn yctaHOBUTL CTPOKY
--log-level kern.=info /var/log/iptables B panne syslog.conf, T0 Bce co0b-
leHus u3 iptables, ncnonbeayowme ypoeeHb info, 6yayT 3aHOCUTLCS B
ann /var/log/iptables. OgHako B 3TOT hann nonagyT v Apyrme coob-
LeHUs, nocTynaroLwme u3 Apyrux nogcucTemM, KotTopble UCNonb3yrT YPOBEHb
info.

Mpumep
iptables -A FORWARD -p tcp -Jj LOG --log-level debug

3apaeT npeduKc, KoTopbii OydeT CTOATb nepen BCEMWU COOOLLEHUSMU
iptables. CoobLleHns co cneundudHbiM npedmnKcoMm 3aTemM Nerko Mox-
HO HaWTW, K NpUMepy, ¢ NoMoLlblo grep. lNpedunKc MOXeT cogepxaTb A0

--log-prefix 29 cMmBoroB, Bkro4as npobensi.
Mpumep
iptables -A INPUT -p tcp -j LOG --log-prefix "INPUT
packets"

Mo3BonsieT 3aHoCUTb B XXypHan Homep TCP Sequence-naketa. Homep TCP
Sequence ngeHTNMOUUNPYET KaXKablA NakeT B NOTOKE M onpeaenseTr nopsi-
AOK COOpKM NOTOKa. ATOT KNIoY NMoTeHumnarnbHO onaceH ans 6e3onacHocTn
CUCTEMbI, €CITN CUCTEMHbBIN XXYpHan paspeluaeT AOCTYN «Ha YTeHME» BCEM
--log-tcp-sequence K Goi > v 6

none3oBatensaMm. Kak u nobon gpyron xxypHan, cogepxalimi coodLieHms ot
iptables.

Mpumep
iptables -A INPUT -p tcp -j LOG --log-tcp-sequence

[Mo3BONSET 3aHOCUTL B CUCTEMHBIV XXypHan pasfnnyHble CBEAEHUS U3 3arofioB-
ka TCP-naketa. Takasg BO3MOXHOCTb MOXET ObITb NonesHa npu otnagke. 10T
--log-tcp-options | KMOY HE MEET AONONHUTENBHBIX NapaMeTPOB.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-tcp-options

[Mo3BONSIET 3aHOCUTL B CUCTEMHbIV XXypHan pasnuyHble CBEAEHUS U3 3arofoB-
ka IP-naketa. Bo MHOrom cxox c knto4oM -—log-tcp-options, Ho paboTtaeT
-—log-ip-options TOnbKO C |P-3aromnoskom.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-ip-options
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MARK

MARK UCMonb3yeTcs sl YCTaHOBKM METOK AN ONpeAeneHHblX MakeToB. ITO A4ENCTBUE MO-
XXET BbINOSMHATLCS TONbKO B Npeaenax 1abnuubl mangle. YCTaHOBKA METOK OObIYHO MCMONb3yeTCs
AN HYXXO MapLUpyTM3auumn NakeToB Mo pas3nnUYHbIM MapLupyTam, Ans orpaHu4eHns Tpaduka u T.n.
MeTka nakeTa cyLlecTByeT TONbKO B NEpMOA BPEMEHM, NMOKA NAKET HE MOKMHYN GpaHamayap, T.e€.
MeTKa He nepegaetcs no cetn. Ecnv HeobxoauMo Kak-To MOMETUTb NaKeTbl, YTOObI UCMOMb30BaTb
MapKUPOBKY Ha OPYroM KOMMbHOTEPE, TO MOXHO MaHUNynmMpoBaTb Gutamm nonsa TOS.

Kntoy ana gencreust MARK — —--set- — yCTaHaBNMBaEeT METKY Ha nakeT. [Nocrne kno4a

—-—-set-mark OOMXHO cnegoBaTh Lienoe Yucro.

Mpumep
iptables -t mangle -A PREROUTING -p tcp --dport 22 -j MARK --set-mark 2

MASQUERADE

MackapaguHr nogpasymeBaeTt rnonyyveHue |IP-agpeca ot 3agaHHOro ceTeBoro MHTepgenca,
BMECTO NMPSIMOro ero ykasaHusi, Kak 370 enaeTcs C MOMOLLbIO Krya —-to-source B AENCTBUN
SNAT.

Hencrtene MASQUERADE MOXET OblTb MCNOMNb30BaHO BMECTO SNAT, JaXe eCrnn UMeeTCA
NoCTOAHHbIN IP-agpec.

MASQUERADE fonycKaeTcs ykasbliBaTb TOMbKO B Lienoyke POSTROUTING Tabnuubl nat,
Tak e Kak 1 gencteme SNAT. MASQUERADE MMeET KITo4, MCNOoMb30BaHWe KOTOPOro Heobs3aTenb-
HO.

Kntou ansa gencreua MASQUERADE — —--to-ports — UCMNOMb3yeTcs ANa ykasdaHusa nopra
WCTOYHMKA Uy JuanasoHa nopToB ucxogsiero nakera. MoXHo ykasaTb o4uH MOpT, Hanpuvep:
-—-to-ports 1025
UM guanasoH NnopToB:

—-—to-ports 1024-3100
OTOT K104 MOXHO MCNOSb30BaTh TOMbKO B NpaBunax, rae KpUuTepumn cogepXuT sBHoe

ykasaHue Ha npoTtokon TCP vnn UDP ¢ nomoLbio knoya —-protocol.

Mpumep
iptables -t nat -A POSTROUTING -p TCP -j MASQUERADE --to-ports 1024-31000

REDIRECT

REDIRECT BbINOSIHSAET NepeHanpasfieHne NakeToB M MOTOKOB Ha ApYron rnopTt TOro xe
camoro KomnbloTepa. K npumepy, MOXXHO nakeTbl, noctynatwowme Ha HTTP-nopt, nepeHanpaBuTb
Ha nopT HTTP-npokcu. [enctBne REDIRECT OYeHb YyOOOHO 4SS BbINOMHEHUS MPO3pavyHOro
npokcunpoBaHus (transparent proxying), korga komnbtotepbl B JIBC gaxe He nogo3peBaroT O

CcyLiecTtBOBaHMM MPOKCH.
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REDIRECT MOXET UCMONb30BaTbCs TONbKO B LienovYkax PREROUTING un OUTPUT Tabnuubl
nat, a TakkKe BbINOMHATLCA B NoALENoYKax.

Kniou gna genctBust REDIRECT — —-to-ports — onpegensietr nopt unu guanasoH
NopToB Ha3HaveHus. bes ykasaHua knova —-to-ports nepeHanpasfieHNs He NPOUCXOOUT, T. €.
nakeT naeTt Ha TOT NopT, Kyaa v ObinT Ha3HaYeH.

Ons YKa3aHnAa o4HOoro rnoprta HasHa4eHud BBECTU:.

iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports 8080

Ecnu HeoGxoanmo YKa3aTb Anana3oH NnopToB:
iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports /
8080-8090

OTOT KI104 MOXKHO MCNOSb30BaTh TOMLKO B NpaBunax, rae KpUTepumn coaepXuT siBHoe
ykasaHue Ha npotokon TCP nnn UDP ¢ nomoLybio kntoya —-protocol.

REJECT

REJECT mcrnonb3yeTcs, Kak npaBuno, B TeX e CaMblX CUTyauusix, 4To n DROP, HO B
oTnnyme oT DROP, KoMaHAa REJECT BblgaeT cooblieHne o6 owmbke Ha KoMnbloTep, nepenas-
lWwnin nakeT. [lenctBne REJECT paboTaeT ToNbKo B Lenovkax INPUT, FORWARD n OUTPUT (M BO
BMOXEHHbIX B HMUX Lienoykax). [loka CcyLlecTByeT TONbKO €AWNHCTBEHHbIN KoY, yrnpaBnisaoLwmnini
nosegeHnemM KomaHabl REJECT.

Knou ana genctBus REJECT — --reject-with — ykasbiBaeT, Kakoe coobuieHune
HeoOxoauMMO nepenaTtb B OTBET, ECMM NaKeT coBnan C 3agaHHbiM Kputepuem. Npu npumeHe-
HUM OgencTBus REJECT K nakeTy cHadana Ha KOMMblTep-oTnpaBuTens OyaeTr oTocnaH yka-
3aHHbIN OTBET, a 3aTteM nakeT byaet cbpowleH. [lonyckaeTcs UCNosib3oBaTb Crieayowmne TUnbl
OTBETOB: icmp-net-unreachable, icmp-host-unreachable, icmp-port-unreachable,
icmp-proto-unreachable, icmp-net-prohibited n icmp-host-prohibited. Mo ymon-
YaHuo nepepaeTcsa coobuleHne port—-unreachable. Bce BblileykaszaHHble TUMbI OTBETOB SABMS-
toTca ICMP error messages (coobweHuamm o6 owmnbkax). Tun oTBeTa tcp-reset NCNONb3Y-
eTcs Tonbko anga npotokona TCP. Ecnu ykazaHo 3HadYeHue tcp-reset, TO gencTBme REJECT

nepegact B oteeT naket TCP RST, KOoTopbIv ncnonedyetcsa Ans 3akpbitusa TCP-coeanHeHus.

Mpnumep
iptables -A FORWARD -p TCP --dport 22 -j REJECT --reject-with tcp-reset

RETURN
RETURN npekKkpawaeT gBMXeHne rnaketa no TeKyLI_l,eIZ Luerno4yke rnpasuit U npomn3BoanT
BO3BpaT B Bbl3blBalOLL YO LEMOYKY, €CIin TEKYLLaA Lerno4vka Oblna BMNOXEeHHOW, Unu, ecnu TeKyLwas

Liernoyka NexuT Ha caMOM BEpPXHEM YpPOBHe (Hanpumep, INPUT), Kk nakeTy GyaeT npMMeHeHa
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nosiMTUKa Nno ymonyaHuto. B kayecTBe NOMNTUKM NO YMOMYaHUIO HasHa4varT encTBus ACCEPT
nnn DROP.

SNAT

SNAT MCnonb3yeTcs Ans Nnpeobpa3oBaHNs CETEBbLIX a4pecoB, T. €. UBMEHEHMS NCXOOSALLETO
IP-agpeca B IP-3aronoBke nakera. SNAT 4ONYCKAETCA BbINOMHATL TONbKO B Tabnuue nat, B LENOY-
Ke POSTROUTING. [lpyrumn cnoBamu, TOMbKO 34eCb AOMNycKaeTcs npeobpasoBaHne UCXoasmx
agpecoB. Ecnu nepBbii NakeT B COeANHEeHMM noaeeprca npeobpasoBaHMio UCXOASALLEro agpeca,
TO BCE MocrenyLlme nakeTbl U3 3TOro Xe coeanHeHust byayT npeobpasoBaHbl aBTOMAaTUYECKN U
He NonayT Yyepes 3Ty LenoyKky npasus.

Kntou ana gencteus SNAT — --to-source — MCNOSb3YeTCA AN yKasaHus agpeca,

npunceamBaeMoro rnakery.

Mpumep
iptables -t nat -A POSTROUTING -o ethO -j SNAT --to-source
194.236.50.155-194.236.50.160:1024-32000

YkasbiBaeTcs IP-agpec, KoTopbii ByaeT nofgcTaBneH B 3arofiloBOK MakeTa B KaydecTBe
ncxopswero. Ecnv HeobxoamMmo nepepacnpenenvTb Harpy3ky Mexay Heckonbkumm 6paHamaya-
pamMu, TO MOXHO yKasaTb Auana3oH agpecoB, r4e HavarnbHbI U KOHEYHbIN agpeca guana3oHa
pasgensaiTca geduncom, Hanpumep:
194.236.50.155-194.236.50.160

Torga koHkpeTHbIM |IP-agpec 6ygeT BbibupaTbcsa M3 AnanasoHa crny4vyamHbiM obpasom
ANS KaXQoro HOBOro notoka. [JonosHMTeNbHO MOXHO YKa3aTb AMana3oH NopToB, KoTopble 6yayT
NCNoNb30BaTbCA TONbKO ANSA HY>X4 SNAT.

TOS

TOS ucnonb3yeTcs Ans yctaHoBKW 6uT B none TOS IP-3aronoska. [None TOS coaepXut
BOCEMb OUT, KOTOPbIE UCMONbL3YOTCA ANA MapLPyTU3aUnn nakeToB. ATO OQHO M3 HECKOJSTbKUX
noneu, ncnomnb3dyembix iproute?2. [laHHOe none MoXeT obpabaTbiBaTbCA pasfMyHbIMN MapLLpPY-
TM3aTopamu C Lenbio Bbibopa MaplipyTa ABmKeHUs nakeTta. Kak ye ykasbiBanoch Bbllle, 3TO
none, B OTNiM4ne OT MARK, COXpaHSAET CBOE 3Ha4YeHue Npu ABMXEHUN NO CETU, a NOITOMY MOXET
NCNonb30BaTbCA ANs MapLipyTmu3aunm naketa. [laHHoe AercTBne 4onyckaeTcsi BbINOMHATL TOMbKO
B npegenax tabnuubl mangle.

Kntou gnsa genctems TOS — —-set-tos — onpegenseTr YACNOBOe 3HaYeHNe B LECATUYHOM

nnn wecTtHaguatepn4Hom sunae.

Mpumep
iptables -t mangle -A PREROUTING -p TCP --dport 22 -j TOS --set-tos 0x10
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MockonbKy none TOS siBNAeTcs 8-6UTHLIM, TO MOXXHO yKa3aTb YMcno B AnanasoHe ot 0 oo
255 (0x00—0xFF). BonbLUMHCTBO 3HAY€HWI STOrO NOMS HUKaK He ucnonb3yetcs. Jlyyle ncnons3o-
BaTb MHEMOHU4Yeckmne obo3HaveHus: Minimize-Delay (16 nnun 0x10), Maximize-Throughput (8 nnu
0x08), Maximize-Reliability (4 nnu 0x04), Minimize-Cost (2 unn 0x02) nnu Normal-Service (0
nnmn 0x00). Mo ymonuaHuto 60nbWMHCTBO NakeToB nmetoT npuaHak Normal-Service nnu 0. Cnncok
MHEMOHWK MOXXHO MOMNYyYnTb, BbIMOMTHUB KOMaHAY:
iptables -j TOS -h

TTL

TTL MCNONb3yeTcs ANs U3MeHeHus cogepxxmmoro nonst TTL B IP-3aronoske. OanH 13 Ba-
PUaHTOB NPUMEHEHNHA 3TOro AeNCTBUS — yCTaHaBnMBaTb 3Ha4yeHue nons TTL BO BCEX UCXOOALLUX
nakeTax B OQHO M TO Xe 3HayYeHue.

[encteme TTL MOXHO yKasblBaTb TONbKO B Tabnuue mangle.

Kntoun ans gevicteust TTL npvBeAeHsl B Tabnuue [55]

Tabnuuya 55

Krirou OnucaHune

YcTaHaBnuBaert norne TTL B 3agaHHOe 3HayeHue. OnTMMarbHbIM CYMTAETCS 3HaYeHne

okono 64.
-—-ttl-set
Mpnumep

iptables -t mangle -A PREROUTING -o eth0 -j TTL --ttl-set 64

YMeHbLUaeT 3HavyeHne nons TTL Ha 3agaHHoe Yncno. Hanpumep, nycTb BXOAALWMI NakeT
UMeET 3HavyeHne TTL, paBHoe 53, BbINOMHAETCA KOMaHaa —-ttl-dec 3. Torga naket
NOKWMHET KOMMbIOTEP C nonem TTL, paBHbiM 49. CeTeBON kof aBTOMaTUYECKN YMEHLLUNT

--ttl-dec| 3yayenue TTL Ha 1, NoaToMy pakTnyeckm nonyyaercs: 53 - 3 - 1 = 49.

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-dec 1

YBennumeaeT 3HadeHme nongd TTL Ha 3agaHHOE YnUCno. |_|yCTb noctynaet naket ¢ TTL,
paBHbIM 53, Torga nocne BbINOMIHEHNA KOMaHAbl ——ttl-inc 4 Ha BbIXO4E C KOMIMbHO-
Tepa naket 6y,1:|,eT nvetb TTL, paBHbIVI 56, He cTounT 3abbiBaTb 06 aBTOMAaTU4YECKOM
——ttl-inc | YMEHbLUEHUN NONA TTL ceTeBblM KOOOM A4pa, T. €. (baKTVI‘-IeCKVI nony4yaeTcda BblpaXeHune:
53 + 4 - 1 = 56.

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-inc 1

ULOG

ULOG NpeaocTaBnsieT BO3MOXHOCTb XXYpPHanNMpOBaHUsi NakeToB B NOMb30BaTENbCKOE Mpo-
cTpaHcTBO. OHO 3aMeHsieT TPaAULMOHHOE AelcTBUE LOG, 6asmpytolleecsi Ha CUCTEMHOM XKypHare.
Mpw ncnonb3oBaHUM 3TOrO AEeNCTBUS NaKeT Yepe3 CoKeTbl netlink nepenaercs cneumanbHOMY
[IEMOHY, KOTOPbI MOXET BbINOMHSATL O4EHb AETarbHOE XXYpHanNMpoBaHMe B pasnnyHbIX doopmarax

(Hanpumep, OBbIYHbBIN TEKCTOBBIN dal) U K TOMYy Xe nogaepXuBaeT BO3MOXHOCTb Jobasne-
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HUA HaACTPOEK (NNarnHoB) Anst GOPMMPOBAHMS Pa3NUYHbIX BbIXOAHbBIX ddopMaToB U 06paboTkm
CeTeBbIX MPOTOKOSOB.

Kntoun ansa percteust ULOG npuBeneHbl B Tabnuue [56]

Tabnuuya 56

Krito4 OnucaHne

CoobuaeT ULOG, B kakyt rpynny netlink gormkeH ObiTb nepedaH Naker.
Bcero cywectyet 32 rpynnbl (0T 1 go 32). Ecnin Heobxoaumo nepedatb NakeT
B MATYIO rpynmny, TO MOXHO yKa3aTb:

--ulog-nlgroup 5

--ulog-nlgroup Mo ymonyaHuio ucrnonb3yetca nepsas rpynna.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-nlgroup 2

MmeeT TOT Xe CMbICH, YTO U aHanornyHbIn napameTp B genctsum LOG. [nvHa

CTPOKM nNpedmkca He JOrmKHa npeBblwaTb 32 cumBona.

--ulog-prefix Mpumep

iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-prefix "SSH connection attempt: "

OnpepenseT Kakyto onto naketa B 6antax Hago nepegasaTtb AeMOHY ULOG.
Ecnn ykasatb uncrnio 100, kak nokasaHo B NpuMepe, To AeMOHY ByaeT nepe-
AaHo Tornbko 100 b 13 nakeTta, 3TO 03HaA4aeT, YTO AeMOHY OyaeT nepenaH
3arofnioBOK NakeTa M HekoTopasa YacTb obnacTu gaHHbIX naketa. Ecnu yka-
--ulog-cprange 3atb 0, TO ByaeT nepefaH BeCb NakeT, HE3aBUCUMO OT ero pasmepa. 3HavyeHune
no ymon4yaHuio pasHo O.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-cprange 100

YctaHaBnuBaeT BenuunHy Bydepa B obnactu agpa. Hanpumep, ecnu 3agatb
BenuyuHy 6ydepa, pasHom 10, Kak B npumepe, TO 54po Byaet HakannueaTtb
XypHanupyemble nakeTbl BO BHyTpeHHeM Bydepe v nepeaaBatb B Nofb30Ba-
--ulog-qgthreshold | TeMbCKOe MPOCTPAHCTBO rpynnamu no 10 nakeTos.

Mpumep
iptables -A INPUT -p TCP --dport 22 -j ULOG
--ulog-gthreshold 10

11.8. NMNoppepxka punbTpaumMm Ha OCHOBE KraccUPUKaLuMOHHbIX METOK

11.8.1. Moaynu iptables ansa paboTtbl ¢ KnaccuprKkauMoHHbIMU MEeTKaMm

Mopaepxka omnbTpaumm Ha OCHOBE KracCUdMKaLMOHHbLIX METOK peann3oBaHa ¢ NoMo-
LLIbIO OOMNOSNMHUTENBHOrO MOAYNSA TECTUPOBaHUSA astralabel, obecnevnBatoLero TeCTMpoBaHme
3Ha4YeHNN MaHAaTHbIX aTPUBYTOB C NOMOLLLIO NAapaMeTpoB —-maclev U —-maccat.

[Ona paboTtbl ¢ KnaccuuKaumMoHHbBIMMU METKamMuM Heob6XOAMMO YCTaHOBUTb MNaKeTbl

iptables (M0 yMOn4yaHuWiO NakeTbl He yCTaHaBNMBAKOTCS):
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- iptables-astralabel-generic — Moaynu AN UCNOMNb30OBaHUS C SAPOM generic;

- iptables-astralabel-common — obLwne Moaynu.

Ons YCTaHOBKWM NAKETOB BbIMNMOJTHUTbL!

sudo apt install iptables-astralabel-common iptables-astralabel-generic

Mopaynb astralabel nogaepXmBaeT cTaHAAPTHbBIN CUHTAKCUC KOMaHOHOW CTPOKMU, UC-

I'IOJ'Ib3yeMbII7I B iptables, a TakkKe OononHUTENbHbIE NapaMeTpbl ANA KOHTPONA MaHOaTHbIX

aTpmbyToB CeTeBbIX NAaKeToB, NpUBEAEHHbIE B Tabnuue

Tabnuuya 57

MapameTp

OnucaHne

-m astralabel

YkasaHue Ha ucnonb3oBaHne Moayns astralabel Ans o6paboTkn ceTeBoro
Tpaduvka

--maclev <ypOBeHB>
[ :<ypoBeHB>]

I'IpmmeHeHme npasumna K naketam, nMerwmnm yKGSaHHbIVI I/IepapXVI‘-IeCKI/IVI
YPOBEHb KOHCbVI,EI,eHLI,VIaJ'IbHOCTI/I. [na 3agaHna guanasoHa ypOBHeI7I KOH(bI/I-
AeHUManbHOCTN YPOBHM YKa3bIiBalOTCA 4epe3d CUMMBOJT «:» BKIMHOYUTENBHO.

Mpumep

He npuHMmaTh NakeTbl C nepapxuyeckumm ypoBHSAMU KOHOUAEHUMAaNsHOCTH
otr1p03

iptables -A INPUT -m astralabel --maclev 1:3 -j DROP

MapameTp maclev MOXET MPUMEHATLCS OOHOBPEMEHHO C MapameTpoMm
maccat B 0gHOM npasune. Pe3ynstupytowmin ounstp 6yaet npeacTaBnsaTb
cobon obbegmHeHne PUbLTPOB, 3a4aHHbIX AaHHBIMWU NapameTpaMmu

3Ha4yeHne unbTpa, 3a4aBaemMoro napameTpomM —-maclev, MOXET ObITb UH-
BEPCUPOBAHO C MOMOLLILIO MoandmkaTopa «!».

Mpumep

He nponyckaTb ncxogsuime nakeTbl, UMelOLLMEe HEHYNEBOW nepapxmuyeckni
ypOBeHb KOHUAEHLMANBHOCTH

iptables -A OUTPUT -m astralabel ! --maclev 0 -j DROP

[aHHoe npaBuno Gyaet nponyckatb UCXOAsALIME NaKeThl, UMetoLe HyneBow
nepapxmnYecknii ypoBeHb KOHUAEHUMANbHOCTU U HEHYNEBbIE Henepapxmye-
CKve KaTeropuv goctyna
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OkoHyaHue mabnuusi 57

MapameTp OnuncaHue

lMpumeHeHne NpaBuna Kk nakeTam, MMELLNM yKasaHHble Herepapxmuyeckme
KaTeropum KoHduaeHumManeHoCcTN. 3agaHne AManas3oHOB U UHBEPCUPOBaHWE
He nogaepxwuBarTcsa. B ogHOM npaBune MoxeT ObiTb yKasaHO HECKONbKO
napamMeTpoB maccat, B TaKOM cryyae npasuno OyaeT NpUMEHsiTbCSA TOMbKO K
MakeTam C yCTaHOBMNEHHbIMU OQHOBPEMEHHO BCEMW YKa3aHHbIMU KaTeropmsiMm
(6utamn).

MpumMeyaHwue. Hymepauus GUTOB KaTeropuii HaYMHaAETCA C €AUHULbI.

Mpumep

He nponyckaTb ncxogduime nakeTbl ¢ yCTaHOBNEHHbIMW OOQHOBPEMEHHO BuTa-
MU Kateropun 1 1 2

iptables -A OUTPUT -m astralabel --maccat 1 --maccat 2

-3j DROP

—-—-maccat
<6buT_xrarTeropumu>

MapameTp maccat MOXET MPUMEHATLCS OOHOBPEMEHHO C NapamMeTpoMm
maclev B ogHOM npasune. Pesynbtupytowmin punstp Oyaet npeactaenaTb
cobor o6beguHeHne UNLTPOB, 3afaHHbIX AaHHBIMU NapaMeTpamMu.

Mpumep

He npyvHumaTh NakeTbl C YCTAaHOBIIEHHbIMW OUTaMu Kateropuin 1 n 2 n ypoBHEM
KOHdunaeHumnanbHocTn 3

iptables -A INPUT -m astralabel -maclev 3 --maccat 1
--maccat 2 -j DROP

BHUMAHMUE! Ecnn napameTpbl gna punstpaumm nakeTtoB Ha OCHOBE Kriaccudumkaum-
OHHOW METKWN He yKasaHbl, TO NpaBuUrio NPUMEHSAETCS KO BCEM MakeTam, MMEKLUM HEHYIEBYIO
KnaccugukaumMoHHy MeTKy. Hanpumep, npasuno

iptables -A OUTPUT -m astralabel -3j DROP
3anpeTuT BCe UCXOASALLME NaKeTbl, UMeoLLME HEHYNEBYHO KIacCUUKaALMOHHYO METKY (T.e. umeto-
LLIEe HEeHYNEBOW YPOBEHb KOH(PMAEHLUMaNbLHOCTN U/UNN HEHYNEBbIE KaTeropum 4ocTyna).

OnucaHue mogynen iptables Ansa unsTpauumn NakeToB Ha OCHOBE KnaccudukalmoH-

HOM METKM NpUBEAEHO B PYKOBOACTBE man ANA iptables-astralabel.

11.8.2. Ucnonb3oBaHue ufw gna pabotbl ¢ KnaccnPmUKauMOHHbLIMU MeTKaMu

B mexceTeBOM akpaHe ufw BkntoveHa nogaepkka paboTbl € KnaccuuKkaLMoHHbIMN MeT-
Kamu no ymonyaHuio. [ing ynpasneHns CETEBbIMU COEAMHEHUAMU C YH4ETOM KrnaccuUKauNOHHbIX
METOK B MexceTeBon akpaH ufw gobaBneHbl napameTpbl mac, maclev M maccat, N0 4ENCTBUIO
aHanornyHble napameTpam iptables.

Ona Toro, 4tobGbLI OaHHble napameTpbl paboTanun, B cucTeMe [OrmKeH ObiTb
yctaHoBneH B cootBerctBuM c [11.8.1] naker iptables-astralabel-common W nakeT

iptables-astralabel-generic.

Mpumepbl:
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1. 3anpet otnpasku Ha 80 IP-NnopT NakeToB C HEHYNEBOW KnacCUdUKaLMOHHON METKOWN:
ufw deny out 80/tcp mac

AHanormyHo napameTpam iptables:

-A OUTPUT -p tcp --dport 80 -m astralabel -j DROP

2. 3anpert otnpaBku Ha 80 IP-nopT (npotokon HTTP) ceTeBbIX NakeToB, MMEKOLWMX YPO-
BeHb KOHUAEHUNANTbHOCTY 2:

ufw deny out 80/tcp maclev 2

AHanormnyHo napameTtpam iptables:

-A OUTPUT -p tcp —--dport 80 -m astralabel --maclev 2 -j DROP

3. 3anpert otnpasku Ha 80 IP-nopT (npoTtokon HTTP) ceTeBbIX NAakeToB, UMEKLUNX KaTe-
roputo KOHMAeHUMansLHoOCTH 3:

ufw deny out 80/tcp maccat 3

AHanorn4yHo napameTpam iptables:

-A OUTPUT -p tcp --dport 80 -m astralabel --maccat 3 -j DROP

B0O3MOXHOCTb MHBEPCUM NMPaBUIT U BO3BMOXHOCTb OAHOBPEMEHHOIO YKa3aHUsi HECKOMbKNX
KaTeropui B 0QHOM MpaBwune Tekylwen peanuaaumen ufw He nogaepXxuBatoTcs.
Onuncanne ufw gns punesTpauum NakeToB Ha OCHOBE KnaccuduKauMoHHON METKM nNpuBe-

JEeHO B pykoBoACcTBe man Ana ufw.
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12. MAPKUPOBKA OKYMEHTOB

12.1. O6wme cBeaeHun

3alnLWEHHbIN KOMMMEKC NporpaMmm rneyatm n MapKMpoBKM OOKYMEHTOB obecnednBaeT
MapKUPOBKY BbIBOAUMbIX Ha NevyaTb JOKYMEHTOB.

[ONONHUTENBHO K OUCKPELMOHHOMY YNpaBneHnto 4OCTYNoOM Ha OCHOBE MOMUTUK cepBepa
CUPS wncnonbayeTtcss maHgaTHoOe ynpasneHne goctynom. MangaTtHble atpmbyTbl nopoXxaaeMbix
obbekToB B CUPS HacnegyoT MaHAATHbIM KOHTEKCT, NOfyYaeMbll C CETEBOIO COEANHEHUS.

Bce cybbekTbl focTyna (nonb3oBaTenn) cepeepa nevyatn 4ensTCca Ha ABe rpynnbl: agmu-
HUCTPATOPOB M ObObIYHBLIX NONb30BaTENEN.

AOMUHUCTpaTOpaM paspeLleHO BbINOMHATbL psg AeNCTBUMA N0 Mogudukaumm cepsepa
neyatun (qobasneHue/yaaneHme NpuHTEPOB, MogMduKauna nx napameTpos u T.4.).

BHUMAHMUE! [JaHHble onepaumn OOMKHbI NPOBOANTLCA TOMBLKO Mo HyreBbIM MaHaaT-
HbIM KOHTEKCTOM.

Monb3oBaTenam paspellaeTcsl BbiIBOAUTb JOKYMEHTbI HA NeYaTb, BbINOSHATL Moauduka-
LMI0 1 NPOCMOTP 3afaHuin COrnacHo MX MaHAaTHOMY KOHTEKCTY focTyna. B Tabnuue 58| npvseneHo

pasgeneHve onepauuii no rpynnam gocTyna U Tunam onepauui aoctyna.

Tabnuuya 58

YTteHne 3anucb

Pause-Printer
Resume-Printer
Set-Printer-Attributes
Enable-Printer
CUPS-Get-Devices Disable-Printer
CUPS-Get-PPDs Hold-New-Jobs
CUPS-Get-PPD Release-New-Jobs
CUPS-Get-Policies CUPS-Add-Modify-Printer
MAC-Get-Info CUPS-Delete-Printer
CUPS-Add-Modify-Class
CUPS-Delete-Class
CUPS-Set-Default
CUPS-Create-Local-Printer

AMUHUCTPATUBHbIE
onepauum
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YT1eHue 3anucb

Purge-Jobs

Print-Job

Cancel-Jobs
Create-Job-Subscription
Create-Printer-Subscriptions

CUPS-Get-Printers Renew-Subscription
Get-Printer-Supported-Values | Cancel-Subscription
Get-Printer-Attributes Create-Job
CUPS-Get-Default Send-Document
Get-Subscription-Attributes Cancel-Job

HeagMuHUCTpaTuBHbIE| Get-Subscriptions Hold-Job

onepauuu Get-Notifications Release-Job
Get-Jobs Restart-Job
Validate-Job Set-Job-Attributes
Get-Job-Attributes Cancel-My-Jobs
CUPS-Get-Document Close-Job
MAC-Get-Journal Cups-Authenticate-Job

CUPS-Move-Jobs
MAC-Set-Job-Attributes
MAC-Mark-Document
MAC-Lock-Job
MAC-Unock-Job

12.2. HacTtpomrka ne4yaTtum JOKYMeEHTa C HeHyneBOW KnaccucpukayumoHHON MeTKON

[Onsa paspewenus cepeepy CUPS obpabatbiBaTb 3agaHusa nedatn, popMupyembie B
HEeHyneBoM MaHOAaTHOM KOHTEKCTe, N ONA pa3peLlleHns nedvaTn AaHHbIX 3aaHnun Ha NnpuHTepe,
Heobxogmmo cepsepy CUPS 1 npuHTEpy yCTaHOBUTb NOMUTUKY parsec, BbINOMHUB, COOTBET-
CTBEHHO, OT MMEHU Y4YETHOM 3anncu agMuHUCcTpaTopa KoMaHAabl:
sudo cupsctl DefaultPolicy=parsec
sudo lpattr -p <umsa_npuHTepa> -s printer-op-policy=parsec

OnucaHne MHCTpyMeHTa KOMaHLHOW CTPOKU cupsctl NnpuBegeHo B man cupsctl.

[na npuHTepa yCTaHOBUTbL MOMNUTUKY parsec TakKe MOXHO C UCNOorb30BaHUeEM rpadou-
yeckon yTunutbl £ly-admin-printer Bo Bknagke «MAC». [JononHuTenbHaa nHopmaums ob
ytunute fly-admin-printer npvBegeHa B 35IEKTPOHHOM CripaBKe.

MpuHTEpPBLI M KNacchl ABRASATCA 00beKkTaMU-KOHTENHepaMun, B KOTOpble NoMeLlatoTcA
3agaHus, n obnagarTt atpubytaMm mac-printer-mac-max U mac-printer-mac-min.

ATpnbyT mac-printer-mac-max onpegensieT MakCcumarbHbIi MaHOATHbIA KOHTEKCT
3aJaHUN, KOTOpble MOTYT HAXOAUTLCA B OObEKTE-KOHTENHEPE.

ATpUBYT mac-printer-mac-min onpegensieT MUHUManbHbIN MaHOATHbIA KOHTEKCT

3ajaHni, KOTOPbIE MOTYT HaX0AUTLCA B OO bEKTE-KOHTENHEPE.
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[nsa paspeleHns nevyaTn Ha NpMHTEPE OOKYMEHTOB MOSib30oBaTenen, paborarwmx B HEHY-
NeBOM MaHAAaTHOM KOHTEKCTe, HeO6XoaMMO Ans NpuHTEpa YCTaHOBUTL AOMYCTUMbIN AnanasoH
MaHLaTHOro KOHTEKCTA, BbIMOMHMB Crneayowme KoMaHabl:
sudo lpattr -p <umsa_npuHTepa> -s mac-printer-mac-min=LLabel
sudo lpattr -p <umsa_npuHTepa> -s mac-printer-mac-max=MLabel
rae LLabel — MWUHUManNbHbIN MaH,D,aTHbIVI KOHTEKCT 3aD,aHVIIZ, KOTOpPbl€ pa3peLllueHo nevyarartb,

MLabel — MakCUMarnbHbIM MaHOATHbLIM KOHTEKCT 3aaHui, KOTOpble pa3peLLeHo nevararb.

JIn6o c ncnonb3oBaHnem rpadumyeckon ytunutbl fly-admin-printer, 3agaB BO BKMagke
«MAC» gonycTumbin guanasoH YPOBHEN KOHNOEHUNANBLHOCTU, KaTeropun KOHPUAEHLMANTbHOCTH
N YPOBHEN LESNIOCTHOCTH.

Ecrim EIlI He wncnonb3yetcs, TO HaACTpoMKa MpPUHTEPA BLIMOMHAETCA OT WUMe-
HW agMuHUCTpaTopa 4epe3 MexaHusMm sudo WM OT WMMEHW Mnonb3oBaTens, BXoAslle-
ro B JIOKamnbHyl rpynny agMUHUCTPATOpOB Medyatu (rpynna lpadmin, CM. [OOKYMEHT
PYCB.10152-02 95 01-1). Ecnun ETIN ncnonb3dyetcs, TO BbINOSIHAETCS OT UMEHW NoNnb3oBaTens,
BXOASALLEro B JIOKanbHyo rpynny agMUHUCTPATOPOB rnevarwu.

Mapametpbl cepBepa CUPS onpegeneHbl B KOHUrypauuMoHHOM  dhaune
/etc/cups/cupsd.conf. PegaktupoBaHue KoHdUrypaumoHHoro cpanna cepsepa CUPS
BbIMNOMHAETCHA OT MMEHU MoNnb30oBaTens, BXOASALLEro B foKasnbHY rpyrnny agMUHUCTPaToOpoB
neyaTn C UCMONb30BaHUEM:

- MHCTPYMEHTa KOMaHLHOW CTPOKU cupsctl, 3anyckaeMoro Yyepes MexaHuam sudo;

- rpadpuyeckon ytunutbl £ly-admin-printer;

- web-uHTepdeiica cepeepa CUPS (http://127.0.0.1:631).

[nsa HacTpOMKNn MapKMPOBKM UCMOMb3YKOTCA NapaMeTpbl KOHUrypaumMoHHoro dgavna

/etc/cups/cupsd.conf, npuBedeHHble B Tabnuue [69]

Tabnuuya 59
3HayeHue no
MapameTp Onuncanue
YMOMYaHUIo
Bkntouaet gybonupoeaHusa 3agaHun. Konvm 3agaHuin coxpaHsitoTcs
MacDuplicate off no ymon4yaHuio B katarnore /var/spool/cups/parsec B pdf-
dopmarte
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Mapamet 3HaueHue no OnucaHwune
P P YMOMYaHUIO

MacDuplex off - marker — aBTOMaTM4eckas ne4yarb Mapkepa Ha obopoTe Bcex

Pexxum nevatn mapkepa Ha oOpaTHOM CTOpPOHE (MpY HanM4Mm
NoAdEePKKM CO CTOPOHbI MPUHTEPA ABYCTOPOHHEW neyatu). Bos-
MOXHbl€ 3HAYEeHUS:

- off — oTknoYeHo. MNeyaTb JOKyMeHTa B OObIMHOM pexume,
npu KOTOPOM CO3JalTCA ABa 3afaHusA: 3a4aHne neyvaTn CTpaHuy,
AOKYMEHTa C NPOCTaBMEHHbIMW MapKepaMn 1 3agaHue neyatum
Mapkepa Ha obopoTe nocrnegHen ctpaHuubl. MNMpn atom nocnea-
HIOKO CTpaHuuy noTpebyeTcs nepeBepHYTb BPYUHYIO;

CTpaHWL, OOKYMEHTA;

- fonarik — aBTOMaTMyeckasa ne4yatb Mapkepa Ha obopoTe no-
cnegHen ctpanuvubl. byayT cosgaHbl ABa 3ajaHWsA Ha nevarhb:
3ajaHune nevatun CTpaHuL OOKYMEHTa C NPOCTaBIEHHbIMU Map-
Kepamu 6e3 nocnegHen CTpaHuubl U 3agaHne U3 OByX CTpaHuLy
(nocneaHsist cTpaHuLUa 4OKYMEHTa U Mapkep Ha obopoTe nocnea-
HeWn CTpaHuLbl) 419 aBTOMaTMYECKON OBYCTOPOHHEN neyaTtu

MacEnable on BkntovaeT nogaepxky metok 6esonacHoctn B CUPS
Bkniovaet XypHan MapKUPOBKH. Mo YMOSYaHUIo
MacJournal off XypHan  3anucbiBaetcs B 6a3y  gaHHbix  SQLITE

/var/spool/cups/parsec/marking-journal.sqglite

MacConvertToPDF | on (ans ycTpaHeHus Npobrnem ¢ nevatbio LWPUETOB HA HEKOTOPbIX

MNpeobGpas3oBbiBaTb yHacneAoBaHHble 3aaaHus B pdf-copmat

PostScript-npuHTepax)

MacHighIntAdmin | off BaHWA (pedakTUpoBaHWe NPUHTEPOB, NEPEHOC 3aaHns Ha ApYyro

Tpe6OBaTb BbICOKYH LLeITOCTHOCTb A5id onepau,mh aAMUHUCTPUPO-

NPpUHTEP U T.D,.). PabGoTaeT TonbKo Ana fokanbHbIX COKETOB

HOB!

12.3. HacTpoinka Mapkepa neyatu

HaCTp0|7||<a ANNEMEHTOB MAapPKNPOBKKU OCYLLECTBIIAETCA peaakKTupoBaHNEM (*)aIZJ'IOB lwabno-

- /etc/cups/marker.template — wWabnoH mapkepa, ONUCbIBAKOLLMIN SNEMEHTbI Map-
KMPOBKW Ha NepBOW CTpaHuLe, nocneayowmx cTpaHuuax n Ha obopoTe nocneaHen cTpa-
Huubl. Pann wabnoHa nNo ymonyaHmto /usr/share/cups/marker.template ycTa-
HaBMMBaETCA BMECTE C MAaKETOM U MOXET MCMOb30BaTbCHA NpY HEOBXOAMMOCTU BEPHYTh
KOMMJIEKC NporpamMm nevyaty n MapkMpOBKN OOKYMEHTOB B MCXOOQHOE COCTOSIHME;

- /etc/cups/cups-marker-vars.conf — KOHPUrypauUMoHHbIN dpanin nepeMeHHbIX
MapKUPOBKK, 3HAYEHUS KOTOPbIX ByayT 3anpoLueHbl Yy Nonb3oBaTens nepea MapKnpoBKOWN.
®ann /usr/share/cups/cups-marker-vars.conf.default COaepXuT onucaHue

no ymomn4yaHuto, yCtaHaBJINBaAE€TCA BMECTE C NMaKeTOM U MOXET UCMNOoJ1b30BaTbCA Mpu
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HeobXoAMMOCTN BEPHYTb KOMIMMEKC MporpamMm neyatv U MapKUPOBKU OOKYMEHTOB B

MCXOOQHOE COCTOSIHME;

- /usr/share/cups/psmarker/marker.defs — cann onncaHnsa NonoXxeHus ane-

MEHTOB MapKepa Ha CTpaHuLe;

- /usr/share/cups/fonarik/fonarik.defs — hann onncaHna NosioXeHus ane-

MEHTOB Mapkepa Ha o6opoTe nocnegHen CTpaHuubl;

- /usr/share/cups/fonts/*.t42 — WPUPTbI 4N MAPKNPOBKMY;

- /usr/share/cups/charsets/utf-8.*, /usr/share/cups/charsets/utf-8

— Habopbl CUMBOSIOB ANSA Pa3fIMYHbIX LWPUEHTOB MAPKUPOBKM.

PepaktnpoBaHne KOHMUrypaumoHHbIX (bannoB M yCTaHOBKa LIPUETOB BO3MOXHbI
TOMbKO JOKaNbHO Ha cepBepe nedatn yepes MexaHu3aMm sudo UM C NOMOLbLH YTUIUTLI
fly-admin-marker cOBMeCTHO ¢ MexaHnamom KAuth.

PepaktupoBaHue annoB fonarik.defs n marker.defs BO3MOXHO TONbKO OT UMEHU
agMuHUCTpaTopa Yepe3 MexaHu3M sudo.

Onucanue rpadumyeckon ytunutbl £ly-admin-marker CM. B 3N1IEKTPOHHOWN CrpaBKe.

12.3.1. ®ann onucaHusa nepemMeHHbIX MapKUPOBKHU

Mpn mapkupoBKe OOKYMEHTa UCMONb3YTCA NepeMeHHble MapKUpoBKU. [lepeMeHHble
MapKMpPOBKN MOTYT BbITb OCHOBHLIMU U MOSIb30BATENBbCKUMU U OOSTKHbI ObITb ONUCaHbl B KOH(U-
rypaunmoHHoMm gpamne /etc/cups/cups-marker-vars.conf. /X 3HayeHne 3anpawumBaetca y
nonb3oBaTtens nepen MapKMpOBKOW.

BHUMAHMUE! Ons onncaHus nepemMeHHbIX MapKUpPOBKHU Heobxoam-
MO penakTupoBaTb dann /etc/cups/cups-marker-vars.conf. dann
/usr/share/cups/cups-marker-vars.conf.default co3gaercd npu YycTaHOBKe na-
KeTa 1 MOoXeT ObITb Nepe3anncaH B npouecce 0OHOBNEHNSA CUCTEMBI.

[MepemeHHble MapKNPOBKM OMUCHLIBAKOTCA B Criedyowem suae:
aTpubyT: UMs_IePEeMEeHHOMN : 3HaUeHUe [10_yMOJuaHuw:2 #Heobs3aTesnibHAass NepeMeHHast
aTpubyT: UMs_TepEeMEeHHOMN : 3HauUeHue _[0_yMonuauuiw:1l #obnuHas nepeMmeHHast
aTpubyT: UMs_TEePEeMEeHHOM : 3HaueHue _rno_yMmornuauui: 0 #CKprTas nepeMeHHast

OcHoBHble NepeMeHHble 3adaHbl N0 YMOYaHUIo B MPOrpaMme MapKMpoBKU U He TpebytoT
NX HacTpoWkKn. [INa OCHOBHbIX NepeMeHHbIX He TpebyeTcs ykasblBaTb X MMeHa B KOH(Urypaum-
OHHOM dpawnre.

lMonb3oBaTenbckmMe nepemMeHHble MOryT OblTb CO3A4aHbl Nonb3oBartenem u TpebyoT 3aga-
HUS UMEHWN B KOH(pUrypaunoHHom channe.

Kaxxgon nepemMeHHomn MapKUPOBKK B KOHpUrypaumoHHOM danne
/etc/cups/cups-marker-vars.conf JOMMKEH COOTBETCTBOBaTL aTpnbyT 3aaaHuns.

ATpubyTbl 3a4aHUI OCHOBHbIX NEpPeMeHHbIX NpuBeaeHsl B Tabnuue 60}
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Taobnuuya 60
ATpunbyT OnucaHve
mac-distribution Cnuncok pacchbinku
mac-inv-num MHBEHTapHbI HOMEpP
mac-owner—-phone TenedoH ncnonHutens
mac-workplace-id UpeHTndpmkaTop paboyero mecta
mac-job-mac-level-name CrteneHb ceKpeTHOCTU (Ha3BaHMe TEKCTOM)
mac-job-mac-level-reason OcHoBaHWe Ons CTeNEeHU CEKPETHOCTU (MYHKT NepeyHs)
, MonHoe nms nonb3oBaTens, BbIMONHUBLLETO MapKUPOBKY
mac-job-user-full-name
(3Ha4eHMe NyHKTa «oTrne4aran»)
, .. , MonHoe nm4a nonb3oBaTend, co3gasLlero sagaHue (3Ha-
mac-job-originating-user-full-name
YeHme NyHKTa «UCMONHUTESNbY)

Nmsa aTpubyTa 3agaHus Nonb3oBaTeNbCKOM NepeMEHHON LOMKHO UMETb NpednKe mac—.
lMepemeHHble ¢ aTpubytamm 6e3 gaHHoOro npedukca GyayT urHopmpoBaTbCs Npu 3anpoce y
nonb3oBaTens.

[na kaxxgon nepeMeHHOoN MapKUpPOBKY B dpanne /etc/cups/cups-marker-vars.conf
YyKa3blBaeTCs ee TUMN U 3Ha4YeHne No YMOMYaHuto.

[MepemeHHas MapKUPOBKM MOXET MMETb CreayoLwWwmi TUn:

- «1» — obbI4YHas nepemeHHas. ObsasatensHoe AN BBOAA 3Ha4YeHue. 3anpaluvsaercs y

nonb3oBaTens, ecnn 3Ha4yeHne He BBEAEHO Nofb3oBaTerieM, TO 3anofHSAEeTCs 3Ha4YeHNeM

MO YMOSYaHMUIO;

- «2» — HeobszaTenbHaa (onunoHanbHas) nepeMeHHad. 3anpalumMBaeTcs y Nonb3oBa-

Tend, HO Npu 3TOM He obsi3aTernbHOe K BBOAY 3HayeHue. Ecnu 3HayeHne He BBeOeHO

nonb3oBarenem, TO COOTBETCTBYIOLLEMY aTpubyTy NpucBanBaeTCcs 3Ha4YeHne «He yKasa-

HO»;

- «0» — ckpblTad nepemeHHasd. He 3anpawmBaeTca y nNonb30BaTens 1 COOTBETCTBYHOLLEMY

aTpubyTy 3agaHnsa NpUcBanBaeTCsa 3Ha4YeHNE No YMOSYaHUIO.

3HayeHve No yMon4aHuo MoXeT ObITb NyCTbIM UMK CTPOKOW. Takke B Ka4eCcTBe 3Ha4YeHUs
MO YMOMN4YaHMIO MOXET UCMONb30BaTbCA Of4Ha U3 CNYXebHbIX NepeMeHHbIX, NepevyeHb KOTOPbIX

npvseneH B Tabnuue [61]

Tabnuuya 61

MNepemeHHas OnucaHune

MerTka Ge3onacHoCTH 3agaHus B dopmate

{LABEL_NAME}
YPOBEHL : KATeropus

{LABEL_ NAME FULL} MeTka 6e3onacHoOCTV 3agaHUS B NOFIHOM TEKCTOBOM Bue
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lMepemeHHas

OnucaHne

{LEVEL_NAME}

ypOBeHb METKN 3aaHnA

{ILEVEL_ NAME}

YpoBeHb LenIoCTHOCTM 3adaHus

{CATEGORY_NAME }

KaTeropusa sagaHuna

{GECOS_OWNER_NAME }

MNMonHoe umsa nonb3oBaTens, co3gasLlero 3agaHune (NoacTasnseT-
cs n3 GECOS). lNpwu otcyTctBum aaHHbix B GECOS ncnonbayetcs
UMS y4eTHOW 3anncu nornb3oBartens (FIorvH)

{GECOS_REQUESTING_USER_NAME }

lMonHoe nmA nonb3oBaTens, BbIMOMHAOLWEro MapKMpOBKy (noa-
ctaensietca ns GECOS). lNpu otcytctBuM AaHHbix B GECOS
NCNonb3yeTcs UMSA YY4EeTHOW 3anncu nornb3osartens (FIornH)

{GECOS_OWNER_PHONE }

TenedoH nonb3oBaTens, co3fgaBLlero 3agaHune (MoACTaBnsieTcs
n3 GECOS). MNMpu otcytctBun gaHHbix B GECOS 3ameHsieTca
NyCTOWN CTPOKOW

{aTpubyTr_ szamanus}

3HaveHune aTpubyTa 3agaHns (TEKCTOBOIO Uiy Yncriosoro). MoryT
ObITb MCNOMb30BaHbl TONbKO T€ aTpUbyThbl, KOTOPbIE NPUCBOEHDI
00 mMapkupoBku. OBbIMHO 3TO CTaHZapTHbIe aTpmbyThl. Hanpumep,
{job-name}

K CJ'Iy)KGGHbIM nepemMeHHbIM TakXkKe OTHOCATCA CTaHOAapPTHbIE anVI6yTbI 3ajaHund, 3Ha4e-

HUWA KOTOPbIM nNpmucBamBaloTCA 40 MapKUPOBKW. I'Iepet-leHb CTaHOapTHbIX anI/I6yTOB npmuBeaeH B

Tabnuue [62)
Tabnunua 62
ATpunbyT OnwcaHune
job-name Nmsa 3agaHna
copies Yuncno konun

mac-job-derive

Yuncno yHacnenoBaHHbIX 3a0aHum

mac-job-mac-label

MeTka 6e3onacHoOCTK 3agaHus

mac-job-marked

OnpeaenserT, BbINOMHEHa N1 MapKnpoBKa

mac-job-origin

Homep ncxogHoro 3agaHusi, K KOTOPOMY OTHOCUTCS yHacnegoBaH-
Hoe 3ajaHue

mac-job-user-name

MMs nonb3oBaTens, BbINOMHMBLLERO MapKMPOBKY

mac-marking-session-id

WaoeHTndukatop ceccum

job-originating-user—-name

Mms nonb3oBaTens, co3gaBLUEro 3agaHue

MpnmeyvyaHune. B HazBaHUAX NepeMEeHHbIX N 3HA4YeHNAX MO yMosnyaHuio B dansne

/etc/cups/cups-marker-vars.

conf HeobxoaMMo ncnonbL3oBaTb 3KpaHupoBaHuMe cneunanb-

HOro CMMBOJ1a «.» (,EI,BOGTO‘-WIe), ncnornb3dyemoro And pasgeneHuna nonewu, nyTem 3amMmeHbl JaHHOro

cumBona Ha «\:». Kpome TOro, 3KpaHMnpoBsaHUe NUCNoJib3yeTcAa Nnpu noacTtaHOBKE 3Ha4YeHUn BCTpO-

€HHbIX NepeMeHHbIX, YTO Y4UTbIBAE€TCA KITMEHTCKUMW nporpamMmmamMm
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Mpumep

dann cups-marker-vars.conf
#OCHOBHEE MEpPEMEHHEE
mac-inv-num:::1
mac-owner-phone: : {GECOS_OWNER_PHONE} :1
mac-workplace-id:::1
mac-distribution:::2
mac-job-mac-level-name: : {LEVEL NAME}:0
mac-job-mac-level-reason:::0
mac-job-originating-user-full-name: : {GECOS_OWNER NAME} :0
mac-job-user-full-name: : {GECOS_REQUESTING_USER NAME}:0
#nonb3oBaTenbLCKUE

mac-myvar :HazBaHue IepeMeHHOM:3HaueHHe I10 YMOJIuaHMo: 0

12.3.2. LLlabnoH mapkepa
LLlabnoH onpenensieT BHELWHWUA BUA MapkepoB Ha CTpaHULE, a Takke COAEPXKUT napameT-
pbl, UCNOMb3yeMble NporpamMamMn psmarker U fonarik B npouecce MapKMpOBKW.
BHUMAHUE! [Onsa wn3ameHeHuss Mapkepa HeobxoguMmo pegakTMpoBaTb hann
/etc/cups/marker.template. dann /usr/share/cups/marker.template co3ga-
eTcs Npu yCTaHOBKE NakeTa U MOXeT ObITb NepesanucaH B npouecce 06HOBNEHNSA CUCTEMBI.
B wabnoHe B Havyane hanna 3agatoTca napaMmeTpbl MapKMPOBKMK:
- fonarik_boundary — rpaHuua cMeHbl Mapkepa Ha obopoTe nocrnegHen cTpaHuLbl
(konnyecTBO KOMUIA);
- replace_underscrore — npeobpasoBaHNe CUMBOSIA HXKHETO NOAYEPKNBAHNS «_» B
npoben B Ha3BaHMKM ypoBHen u kateropun (0 — oTKNUYUTL, 1 — BKMOYNTD);
- charset — Habop CMMBONIOM MapKMPOBKKU, NO3BONSAET N3MEHUTL LUPUADT MAPKUPOBKM.
[lanee NoCTpOYHO 3a4al0TCs MapKepbl B BUAE:
CTpPaHHlla : HauepTaHHEe : pa3Mep : CeMeMnCcTBO: PacCIIOJIOKEHHE : CTPOKAa_MapKHPOBKH
roe:
1) crpanuna — CTpaHuUa, Ha KOTOPOW pacnonaraeTcs gaHHasi cTpoka. BoamoxHble
3HaYeHNS:
a) fonarik — cTpaHuUua Mapkepa Ha 0bopoTe, ecnn YMCNo KOMuU MeHbLUEe UMn
paBHO 3HaveHU fonarik_boundary;
0) fonarik_gt_5 — cTpaHuua mapkepa Ha obopoTe, ecrnm Ymucrno konuin 6onbLue
3Ha4yeHund fonarik boundary;
B) first — nepBas cTpaHuUa JOKYMEHTA;

) any — CTpaHuLbl JOKYMEHTa, KpoMe NepBoi U nocrneaHen;
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A) last — nocrnegHsas cTpaHuua OOKYMEHTa;

2) HauepTaHue — HavyepTaHue WpudTa MapkMpoBku. Bo3MOXHbIE 3HaYEeHUS:

a) normal — HOpManbHOE HayepTaHue;

0) bold — XMPHOE HayepTaHue;

B) italic — HaKMNOHHOE HavYepTaHue;

r) bolditalic — XUPHOE HaKIMOHHOE HaYepTaHUE;

3) pasmep — pasmep wpudTa MapKNPOBKMY;

4) cemeiicTBO — LWPUPT, HE peann3oBaHO ANsi CTPOKM MapKUPOBKW, MCMONb3yeTcs

LWPUT, 3aaHHbI NapaMeTpoM charset;

5) pacnosoxenue — pacnorioXeHne AaHHOW CTPOKMN Ha cTpaHuue. Bo3amMoxHble 3Ha4ve-

HUA:

a) top-left — BBEPXY CNneBa;

6) top-center — BBEPXY MO LEHTPY;

B) top-right — BBepxy cnpasa;

r) bottom-left — BHU3Y CneBa;

A) bottom-center — BHU3Y NO LEHTPY;

e) bottom-right — BHWU3y cnpasa;

6) cTpoka_MapXupOBKM — CTPOKA MapKUPOBKU, KoTopas OyaeT AoGaBneHa B JOKYMEHT.

MoxxeT cogepkaTb kak 0Obl4YHbIA TEKCT, Tak U NepeMeHHble, KOTopble 3aMeHsIoTCS 3Ha-

YeHUsIMK B MpoLiecce MapKMpPOBKM. [epeMeHHble ykasbiBatoTcs B pUrypHbIX ckobkax { }.

I'IepemeHHble ObIBAOT HECKOMNBbKMUX TUMOB:

a) BCTPOEHHbIE NEPEMEHHbIE — 3anncbiBalOTCA NPOMUCHbIMU OykBamun. 3agaHbl B

CUPS n nporpammax MapkMpoBku psmarker U fonarik. [laHHble nepeMeHHble

noacTaBATCA aBTOMaTU4eCKMN N HE MOTYT ObITb M3MEHEHBI NONb30oBaTeNeM nepen

MapKMpPOBKOM. [MOMnHbIN CMCOK BCTPOEHHbIX NEPEMEHHbIX NpuBeaeH B Tabnuue [63]

Tabnuuya 63

lMNepemeHHas

OnucaHne

{CURRENT_COPY}

TeKyLLI,aFI Konuna OOKYyMEHTa, OTnpaB/ieHHaA Ha neYvyaTtb

{CURRENT_PAGE}

Tekyllas cTpaHuua 4OKyMeHTa

{NUM_PAGES}

Yucno cTtpaHny, AOKyMeHTa

{LABEL_NAME}

MeTka ©e3onacHocTK 3agaHus B chopmaTte
YpoBeHb:KaTeropus

{LABEL_ NAME_FULL}

MonHas METKa GesonacHoCcTU 3agaHunA B cbopmaTe
YpoBeHE : KaTeropus : [[estocTHOCTB

{LEV_NAME}

YpoBeHb 3agaHus

{ILEV_NAME}

YpoBeHb LENOCTHOCTU 3afaHus
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OkoH4yaHue mabnuubl 63

lMepemeHHas Onucanune

{CAT_NAME } KaTeFOpI/IFI 3agaHunA

{DATE}

Tekywas garta B popmate 4O0.MM.ITTT

{TIME}

Tekywee Bpems B hopmate Y4:MM:CC

0) aTpmbyTbl 3agaHUs — 3anuUCbIBAKOTCA CTPOYHbIMM OyKBaMM W OOSTKHbI CO-
OTBETCTBOBaTb aTpubytam 3agaHus. lNepeyeHb aTpubyToB 3agaHus NpuBEAEH
B [12.3.1] 3HaueHune atpubyTta MOXeT ObiTb M3MEHEHO Mosfb3oBaTeneM nepen
MapKMpOBKOM (MpW Hanuumm onucaHus atpmbyTta B KOHUrypaumoHHOM danne
/etc/cups/cups-marker-vars.conf). [MonHbIN cNUcok aTpmMbyToB 3adaHus Ha
ne4yatb MOXHO NOCMOTPETb NyTEM NPOCMOTPa aTpubyToB AaHHOrO 3a4aHus B rpadu-
yeckon ytunute fly-admin-printer;

B) CKpunTbl — 3agatoTcs B BUae {SCRIPT: /path/myscript.sh}. Mpn mapkupos-
Ke nepemMeHHas ByaeT 3ameHeHa BbIBOOOM ckpunTa. CKpUNT LOMKEH BbIBOAUTb OOHY
CTPOKY 4epe3 cTaHOapTHbIM NoTok (stdout) n GbITb AOCTYNHLIM ANS1 BbINOSTHEHNSA
nonb3oBaTenemM root;

r) atpubyTtbl nonb3oBatena FreelPA — 3apaoTcs B Buae {FREEIPA:sn},
rae sn — wuma artpumbyta FreelPA nonb3oBatensi, KoTopbii co3gan 3aga-
Hue. [locMOTpeTb MNOMHbLIN CNUCOK AOCTYMNHbIX aTpubyToB MOXHO KOMaHLOM

ipa user-show printuser --raw --all.

Mpumep

LLlabnoH /etc/cups/marker.template

fonarik boundary=5

replace_underscore=0

charset=utf-8

fonarik:
fonarik:
fonarik:
fonarik:
fonarik:
fonarik:
fonarik:
fonarik:

fonarik:

normal:
normal:
normal:
normal:
normal:
normal:
normal:
normal:

normal:

12
12
12
12
12
12
12
12
12

:Arial
:Arial
:Arial
:Arial
:Arial:
:Arial:
:Arial:
:Arial

:Arial

:top-left: {mac-inv-num}
:top-left:3k3emnnapoB {copies}
:top-left:KommuecTBo cTpaHul {NUM PAGES}
:top-left: {mac-workplace-id}

top-left:{mac-distribution}
top-left:Ucnonuurent {mac-job-originating-user-full-name}

top-left:Ten. {mac-owner-phone}

:top-left:0rneuvaran {mac-job-user-full-name}

:top-left: {DATE}
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fonarik gt 5:normal:12:Arial:top-left:HUcnonHuresnbd
{mac-job-originating-user-full-name}

fonarik gt_5:normal:12:Arial:top-left:Ten. {mac-owner-phone}

first:normal:12:Arial:top-right: {LABEL_NAME}
first:normal:12:Arial:top-right:3k3. {CURRENT_COPY}
first:normal:12:Arial:bottom-right: {mac-inv-num}
any:normal:12:Arial :bottom-right: {mac-inv-num}
last:normal:12:Arial:bottom-right: {mac-inv-num}
first:normal:12:Arial:top-center: {CURRENT PAGE} uz {NUM PAGES}
any:normal:12:Arial:top-center: {CURRENT PAGE} uz {NUM_PAGES}
last:normal:12:Arial:top-center: {CURRENT PAGE} u3 {NUM_PAGES}

12.3.3. ®annbl onnucaHna mapkepa
[nsa n3mMeHeHns NoNoXeHust Mapkepa, NPOCTaBISIEMOro Ha NEepPBOM U NOCNeayHLnX
CTpaHuuax, Heobxogmmo B danne /usr/share/cups/psmarker/marker.defs U3MEHUTb

3Ha4YeHuns napameTpoB (eLI,I/IHI/ILI,a N3MepeHna KaxKgoro napamMmeTpa — TVII'IOFp8(bCKI/II7I I'IyHKT)Z

MarkerTopShift — OTCTYN OT BerHeIZ rpaHnubl CTPpaHWULbI;

MarkerBottomShift — OTCTYN OT HUMXXHEN rPaHULbl CTPaHULbI;

MarkerLeftShift — OTCTYn OT NEBOW rpaHuLbl CTPAHULbI;

MarkerRightShift — OTCTyn OT NpaBoOW rpaHuLbl CTPaHULbI;

- MarkerStringInterval — MHTEpBan Mexay CTPOKamu.

[na n3ameHeHns NonoXeHns Mapkepa, NpoCcTaBnsieMoro Ha obopoTe nocnegHen CTpaHu-
Lbl, Heobxoaumo B hanne /usr/share/cups/fonarik/fonarik.defs M3MEHUTb 3HA4YEHUS
napamMeTpoB A9 COOTBETCTBYOLWEro doopmaTa 1 opueHTauumn cTpaHuubl (eauHuua namepeHms
Ka)koro napamerpa — TMnorpadCKnin NyHKT):

- FonarikTopShift — OTCTYyN OT BEPXHEWN rpaHuLbl CTPaHULbI;

- FonarikBottomShift — OTCTYN OT HWXHEN rPaHULbl CTPaHULbI;

- FonarikLeftShift — OTCTYn OT NEeBOW rpaHuLbl CTpaHWULbI;

- FonarikRightShift — OTCTyn OT NpaBoOM rpaHuLbl CTPaHULbI;

- FonarikStringInterval — MHTEpBan Mexay CTpokamu,

- A0, ..., A5 — nevatHbln opmaTt cTpaHuubl A0, ..., A5;

- L, P — opueHTauma ctpaHuubl: P— BepTUKaribHasd, L— ropn3oHTanbHas.

Mpumep
CogepxaHue panna /usr/share/cups/fonarik/fonarik.defs

A4:P:FonarikTopShift=520.0
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A4:P:FonarikBottomShift=20.0
A4:P:FonarikLeftShift=36.0
A4:P:FonarikRightShift=36.0
A4:P:FonarikStringInterval=4.0

JlloBble nameHeHust coaepxaHna n cbopmaTa MapKepa CTpaHuUl MOXeT MNpon3BoanTb

TONbKO aAMUHUCTPATOP.

12.3.4. NameHeHue wpunudTa MapKMpoBKHU

WpndT MmapkmpoBKM 3agaetcsa dannomMm conoctaBnenns WwpndToB B WabnoHe MapKnpoB-
kn. [Insa kaxgoro wpudta nmeetcst cBor dhann conoctasneHund. isameHeHus wpudta MapKnpoBKn
Npon3BOANTCA NyTEM YKa3aHUs B LWAbrnoHe MapkUpOBKM ANd napameTpa charset COOTBETCTBYIO-
Lero Tpebyemomy WpndTy danna conocTtaBneHns, Hanpumep:
charset=utf-8.PTAstraSans

BHUMAHUE! PepaktupoBatb HeobxoaMmo LWwabnoH MapKUPOBKHK
/etc/cups/marker.template. Ecnn gaHHbIN WabnoH OTCYTCTBYET, TO CKONMMPOBaTb YCTaHOB-
NEeHHbIN BMEecTe C NakeToMm wabnoHa MapkUpoBKN /usr/share/cups/marker.template B
/etc/cups/marker.template.

[locTynHble dannbl conocTaBneHunst HaxoaaTca B /usr/share/cups/charsets. [pn
BblbOpe HecyLlecTByoLero ansa conocTaBneHnsl UCNosb3yeTcda Mo yMonyaHuoo utf-8, 4to
cootBeTcTByeT Wpudty PT Astra Serif.

Bo3moxHO co3aaTtb COGCTBEHHbIN LUPUDT MapKMPOBKN HA OCHOBE MMEKOLErocs wpudTa B
dopmaTte TrueType (*.ttf). UcxoaHbiv WpUdT SOMKEH coaepX)aTb KUpUNmLy n UMeTb YeTbipe
BapuaHTa HadepTaHnsa (HopMarnbHOE, XXUPHOE, HaKMOHHOE M XXUPHOE HAKITOHHOE), T.e. COCTOSATb
N3 YyeTblpex hannos ¢ pacmpeHnem * . ttf.

Bce 4veTblpe danina Heobxoammo npeobpasoBatb B copmar Type 42 (pacwmpeHue
* . t42). Ina aToro HeobxoamMmo:

1) yctaHoBuTb naket fontforge;

2) katanore c ttf-wpundptammn cosgatb CKpMNT converter.pe (ECNU OTCYTCTBYET) CO

crneayloWwmnm coaepXaHueMm:

#!/usr/bin/fontforge

i=1

while ( i<$argc )

Open($argv([i])

RenameGlyphs ("Adobe Glyph List")

Generate(Sargv[i]:r + ".t42")
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i =i+l

endloop

3) coenaTb CKpUNT MCMOSMHAEMbIM, HanpumMep, KoMaHaon chmod +x;

4) 3anyCTuUTb CKPUNT converter.pe Ha UCNOSHEHWE:

/home/user/converter.pe *.ttf

lMonyyeHHble 4YeTbipe danna C paclmpeHuem * . t42 HeobxoguMmo CKonNupoBaTb B
/usr/share/cups/fonts.

[anee cos3gatb (pann conocTtaBneHns Ans  HOBOro wpudprta B KaTanore
/usr/share/cups/charsets. PekomeHayeTca umsa panna conoctaBneHus 3agaBaTb B

Bnae utf-8.<umsa_mpudrTa>, Hanpumep, utf-8.PTAstraSans.

Mpumep
dann conoctaenenunsa onga wpudgra PT Astra Sans

0000 OOFF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

0100 O1FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

0200 02FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

0300 O3FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

0400 O4FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

1EOO0 1EFF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2000 20FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2100 21FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2300 23FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2400 24FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2500 25FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2600 26FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42
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B kaxxgown cTpoke nocrne single HaxoguUTCS CMUMCOK U3 YeTblipex hannos, pasgesieHHbIX
npo6enom, COOTBETCTBYIOLLUMX KaXXAOMY BapuaHTy HanucaHus B criegyowem nopsgke: ooblYHbIN,
XWUPHbINA, HAKITOHHLIN U XXUPHBIN HAKNOHHbIN.

YCTaHOBKY 1 N3MEHEHUS LLIpUgpTa TakKe MOXHO OCYLLECTBUTb C NOMOLLbIO rpaduyeckomn
yTunnTbl fly-admin-marker.

MpumMedyaHue. Bo3aMOXHbI npobnembl C HekoTopbiMu PostScript-npuHTepammn
n3-za ocobeHHOoCTeN noaaepxkm wpudptoB B dopmate Type 42, MNO3TOMYy MO YMOr-
YaHWIO 3aJaHMe Ha nedatb npeobpasyerca B dopmatr *.pdf cpady nocne Map-
KMpoBKM. [ONa  OTKNOYEHUA OaHHOrO OeWCTBUA HeobXoaMMO  BbIMOMHUTL  KOMaHAy:
sudo cupsctl MacConvertToPDF=0ff
unn B cupsd.conf AnA napamerpa MacConvertToPDF ycTaHOBUTb 3HadeHwe Off, 3a-

TeM nepesanyctutb cepep CUPS.
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13. KOHTPOIb NOJKINOYEHUA CHEMHbIX MALUUHHBIX HOCUTENEUW MHOOPMALIUA

CbeMHble MalNHHbIE HOCUTENU MHAOPMALIMN MOTYT pacCMaTpMBaTbLCA OTHOCUTENbHO
OC c aByx TOYEK 3peHus:

- Kak BrioyHble UM CMMBOSbHbIE YCTPOMCTBA BBOAA-BbIBOAA;

- Kak Brio4Hoe YCTPOMCTBO, KOTOPOE MOXET OblTb CMOHTUPOBAHO.

B nepBom cnyyae ycTponcTBO NpeacraBnsaetr cobon cneumanbHbin hannoBbii 0OLEKT,
AOCTYN K KOTOPOMY KOHTPONMPYETCS MaHAaTHbIMU U ANCKPeUMOHHbIMU [P 06bl4HBIM 06pasom u,
cnepoBaTternbHO, BBOA-BbIBO OCTAETCH B paMKax KOHTPOSS 3TUX NpaBun.

Bo BTOpOM cnyyae CbeMHbIV MaLLMHHbIA HOCUTENb MHAOPMaLUKn cogepxuT B cebe obpas
®C, koTopasa n xpaHuT gaHHble. [JaHHbIN HOCUTENb MOXET ObiTb CMOHTUPOBAH B 3adaHHbLIN
kaTanor, u npu atom ®C HocuTenNs CTaHOBUTCS YacTblo (NpeacTaBneHHOW B BUAE noagepesa)
kopHeBon ®C. [locTtyn k ob6bektam gaHHon PC nogvnHAETCss MaHAaTHbIM N OUCKPELIMOHHBLIM
MPO obblvHbIM 06pa3om u, crnegoBaTenbHO, BBOA-BbIBOA HA CbEMHbLIA MALUWHHBIA HOCUTENb
MHOPMaLMKN OCTAETCH B paMKax KOHTPONS 3TUX NpaBus.

BHUMAHME! B kayectBe pannoBbIX CUCTEM Ha CbEMHbIX MALLUNHHBIX HOCUTENAX MHAOP-
MaLuKn OOSKHbI MCNOSb30BaTLCSA TONbKO dhannoBble cnuctembl ext2/ext3/extd/xfs, nogaepxnea-
loWwMe paclmpeHHble (B T.4. MaHaaTHble) aTpmbyThl hannoBbix 06bLEKTOB 1 0obecnevnBaroLme
rapaHTMPOBAHHOE YHUYTOXEHME (CTUpaHNE) NHpopMaLnn.

[Ons OC BO3MOXHOCTb CaHKLMOHMPOBAHHOMO MOHTUPOBaHMS KOHKPETHbLIM MOMb30BaTeNem
KOHKPETHbIX HOCUTENEN C KOHKpeTHbIMU PC onpenendeTca agMMHUCTpaTopom cuctembl. B OC
peann3oBaHbl CpefcTBa pasrpaHMyYeHns OOCTyna K NoAKYaeMblM YCTPOMCTBAM Ha OCHOBE
reHepauuu npasun gns MeHegxepa yCTPONCTB udev.

Y4yeT HocuTenen n ynpaeneHne nx npuHagIeXXHocTbio, NPOTOKONIMPOBAHNEM M MaHAATHbI-
MU aTpubyTam OCyLLECTBNAETCSA C MOMOLbIO YyTUNNTLI £1y—admin-smc («YnpaBneHne nonnmTuKomn
6e3onacHocTM»), B TOM Yncne un npu pabote B ENMMM.

PekomeHgauum no MCNONb30BAHUKD YKa3aHHbIX CPEACTB npuBedeHbl B [LOKYMEHTe
PYCB.10152-02 95 01-1.
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14. COMNOCTABJIEHME NOJIb3OBATENIA C YCTPOUCTBOM

OC obecneuynBaeT BBOA-BbIBOA MH(OPMALMM Ha 3anpoLlEeHHOE MOorb30BaTeNeM yCTpom-
CTBO Kak Ansi MPOU3BOSIbHO MCMOSb3YEMbIX UM YCTPOWUCTB, Tak U ANa MAEHTUMMULMPOBAHHbLIX (Npu
COBMageHNN MapKUPOBKMN).

OC BkntovaeT B cebsa mexaHnam, obecnedunBatloLLnin HagexXHoe conocTaBneHne MaHgaTHo-
ro KOHTEKCTa NoNb30BaTeNs C YPOBHEM W KaTeropmsiMm KOHpMAEHUManbHOCTWN, YCTAaHOBIEHHbIMU
Ans yctponctea. Kpome Toro, MexaHmamM COnOCTaBNeHUs Nonb30oBaTensi C yCTPOWMCTBOM, peannso-
BaHHbIM B OC, obecneynBaeTt npu NpoBepKe COBNageHs MapkKMpOBOK HOCUTENS U NOmnb3oBaTtens

npUMeHeHne anckpeunoHHbix MNPL.
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15. TEHEPALIUA KC3

leHepauus KC3 ocywecTBnaeTcs B 04HOM U3 BYX CleayroLnX PeXMMOB:

- pexum EIIT;

- NOKanbHbIA PEXUM.

[Onsa ncnonb3oBaHna pexuma ENMNIM Heobxoanmo HanuMymMe B CETU YCTAHOBIIEHHOMO U
HacTpoeHHoro cepBepa cnyx6bl FreelPA unn ALD. Ha pa6ounx mectax nonb3oatenen B8 OC
AOMMKeH ObITb YCTAHOBIEH KIMMEHTCKUIN NaKeT COOTBETCTBYIOLEN CnyX6bl N BbINONHEHbI AENCTBUSA
no HacTtpowke (cM. gokymeHT PYCB.10152-02 95 01-1).

Mocne onpepenenus pexnma pabotel KC3 OC ans 3aBepLueHMsi Npoueaypbl reHepaumnm
KC3 HeobxoanmMo BbIMOMHUTL cneayolmne 4encTBus:

1) cosgaTb Habop ypoBHEN KOH(UOEHUMANBHOCTY;

2) cosgatb Habop KaTeropmin KOHPULEHUNANBHOCTMY;

3) cospgatb Habop cnyxebHbIX NoNb3oBaTenen, Hann4ne KOTopbiXx HEOBX0AMMO ANt PYHK-

LMOHUPOBAHUS 3alUMLLEHHbIX KoMmnsiekcoB nporpamm CYB[, runeprekctoBon o6paboTku

AaHHbIX, 3NEKTPOHHOM NOYThI M NPOrpaMm MapKMPOBKM U ydeTa nevyaTHbIX JOKYMEHTOB U3

coctaBa OC;

4) yCcTaHOBUTb NPUBUIIENMM ONS CIY>KeOHbIX NONb30oBaTenNen;

5) yctaHoBuTb NapameTpbl ayauTa (pernctpauum cobbitnin) B OC.

BHUMAHME! [Ina nameHeHnss MakcMmarnbHOro MaH4aTHOro KOHTeKCTa 06beKToB (CM.
HeobXxoOMMO BHECTM M3MEHEeHUs B cueHapun pdp-init-fs, pasMelleHHbI B KaTarnore
/usr/sbin, nepeonpenenns 3Ha4YE€HUS NEePEMEHHbIX:

- sysmaxlev — MakCMMarnbHbI/ YPOBEHb KOH(pUOEHLMANbHOCTY;

- sysmaxilev — MakCUMarsbHbIA YPOBEHb LIENOCTHOCTY;

- sysmaxcat — MakcMMarbHbIn HAbop KaTeropnin KOHPUAEHUNANBHOCTMU.

Mocne BbINONHEHUSA NepeYncrneHHoro Habopa AeNCTBUIN OCYLLECTBNSAETCA CO3AaHne Nosib-
3oBarernen, yctaHoBKa 4S5 HAX pa3peLleHHbIX YPOBHEN U KaTeropun KoHUAEHUNanbHOCTH, a B
cnyyae HeobxoaANMMOCTW, NapaMeTPOB perucTpaumm codbITUN.

B pexume EIMI ykaszaHHble A4eNCTBUSA BbINOSTHAOTCS:

- ecnn  ycTtaHosrneHa cnyxba ALD — npu nomowm rpadudeckon yTUNUTbI

fly-admin-smc vnNu yTUnnTbl KOMaHOHOW CTPOKM ald-admin (nogpobHas uHdop-

MauMs Mo UCMNOMb30BaHUID MHCTPYMEHTa KOMaHOHOW CTPOKM AOCTYMHbI B CNPaBOYHOM

CTpaHuue man ald-admin);

- ecnu yctaHoeneHa cnyxba FreelPA — npu nomowwm web-uHTepdenca FreelPA

UM YyTUNUTBlI KOMAHOHOW CTPOKM ipa user-mod (nogpobHass nHdgopmaums no umc-
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NONb30BaHUID WHCTPYMEHTa KOMaHAHOW CTPOKM AOCTYMHbI B CMPaBOYHOW CTpaHuLe

ipa help user-mod).

B nokanbHOM pexnme ykaszaHHble 4ENCTBUS BbINOMHAKTCA NPY NOMOLWM rpadouyecKom yTu-
nnTbl £ly-admin-smc UNn Npy NOMOLLM COOTBETCTBYIOLLNX YTUITUT KOMAHOHOW CTPOKM (cMm. (4.15)
OT UMEHM YYEeTHOW 3anucu agmuHucTpartopa (CM. pasgen yepe3 MexaHu3Mm sudo. bonee

I'IOD,pO6HO€ onncaHune Fpa(*)l/l‘-leCKl/IX yTUINT CM. B SHGKTpOHHOﬁ crnpaBkKe.
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16. OTPAHUWYEHUE NPOMPAMMHOW CPE[bl U ®YHKLWUN BE30MACHOCTHU

16.1. 3aMmKHyTaa nporpamMmmMmHasn cpeaa

16.1.1. Pexxumbl chyHKLUMOHUpPOBaHUS

MHCTpyMeHTbI 3aMKHyTOW nporpammMmHon cpeabl (3MC) npegoctaBnsaioT BO3MOXHOCTb
BHeapeHus ALM"Y B ncnonHsemblie dannsl popmarta ELF, Bxoasiume B coctas yctaHaBnvea-
emoro Cl1O, n B pacwumpeHHble atpnbyTbl dannoBon cuctemsl, obecneunBasa Takum obpasom
ANHAMUYECKUIA KOHTPOSb LIENOCTHOCTH.

Pexxum 3INC moxeT ObITb BKNOYEH B npouecce yctaHoBkn OC nytem Bbibopa coOTBET-
CTBYIOLLIErO NyHKTa nporpammsbl yctaHoBku OC.

BkntoueHune u BoikntodeHne pexuma 31C nocne ycraHoBkr OC BbINOMHAETCS C MOMOLLbIO
MHCTPyMeHTa astra-digsig-control, onucanHoro B[16.4.26]

MexaHn3M KOHTPOsS LLeNOCTHOCTU UCMNOMNHAEMbIX hanrioB 1 pasgensembix Gubnuotek
dopmaTta ELF npu 3anycke nporpammbl Ha BbINOMHEHME peanu3oBaH B moayne sgpa OC
digsig verif, KOTOPbIN SABMSETCA He BbIrpyXaembiM Moayrnem sigpa Linux n moxeT (OyHK-
LNMOHMPOBAaTb B OAHOM U3 CMEeAYHLMX PEXMMOB:

1) ncnonHsembiM harinam u pasgensembim 6ubnuotekam ¢ HesepHoun JLI, a Takke 6e3

OUI 3arpy3ka Ha ucnonHeHne 3anpeLwaetcs (LUTaTHbIN PEXUM PYHKLUMOHNPOBAHUS);

2) ucnonHsembiM hannam n pasgensieMblM 6ubnuotekam ¢ HesepHon AUIM, a Takke 6e3

OUIT 3arpy3ka Ha ncnonHeHne paspeLuaeTcd, Npu 3ToM BblgaeTcst coobuieHne ob owmnbke

nposepkn LM (pexxum ana nposepkn AUIM B CI10);

3) 9UIM npwm 3arpyske ncnonHsemMbix annos 1 pasgensembix 6ubnnotek He npoBepsieTcs

(oTnapgoyHbIn pexnm ansa TectuposaHus Cl0O).

MexaHn3M KOHTPOMSA LEeNOCTHOCTM hannoB Npu UX OTKpbITUK Ha ocHoee LI B pacLuu-
PeHHbIX aTpubyTax ¢hannoBon cucTeMbl Takke peanusosaH B mogyne sapa OC digsig verif
N MOXeT (PYHKUNOHMPOBaTb B OAHOM U3 CrEeAYOLLMX PEXMMOB:

1) 3anpewaeTcsa OTKpbITUE (hannoB, NOCTABIIEHHbLIX HA KOHTPOMb, C HeBepHon AL unu

6e3 JUIT;

2) OTKpbITME hansioB, NOCTABMNEHHbIX HAa KOHTPOSb, ¢ HeBepHon AL wunn 6e3 SLI

paspellaeTcd, Npy 3TOM BblgaeTca coobuieHne o6 owmnbke nposepkn LM (pexnm gns

nposepkn LM B pacwmpeHHbIx atpmubyTtax ¢annoBon CUCTEMBI);

3) 3UIM npu oTkpbITUN hannoB He NPOBEPSIETCS.

) BnekTpoHHas LMdpoBas NoanMch — CTpoka 6UT, NonyyYeHHas B pesynbsraTe npouecca (opMUPOBaHMs NOANMUCH
(npumeHsieTcsa ansa noanucu cpegcteammn OC MCNONHAEMbIX (PASIoB C UCMOMNb30BaHMEM (RYHKLIMU X3LWMPOBaHNS

Ha 6ase acMMmeTpudHOro Kpuntorpaduyeckoro anroputma (B cootrsetctaum ¢ FOCT P 34.11-2012).
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16.1.2. HacTtpomnka mogyns digsig_verif

HacTtpowka pexuma yHKUNMoHMpoBaHna moayna digsig verif ocyulecTsnseTcd no-
cpeacTBoM rpaduyeckon ytunntel £ly-admin-smc («lMaHenb ynpaBneHus — besonacHocTb —
MonuTtuka 6e3onacHOCTN — 3amMKHyTas NporpamMmmMHas cpega») unu NnyTem peaakTupoBaHUs KOHK-
rypaumoHHoro pavna /etc/digsig/digsig_initramfs.conf. OnucaHme ncnonbL3oBaHUs
YTUNUTBI NPUBEOEHO B 3NEKTPOHHOM CnpaBKe.

PenaktnpoBaHue KoHurypaumoHHoro avna /etc/digsig/digsig_initramfs.conf
OCYLLEeCTBMISAETCA cnegyowmm obpasom:

1) ANs Mcnonb3oBaHMA OTNagoYHOro pexuma gnsa tectupoBaHus CIMO Heobxoanmo

yCTaHOBWUTb An1s napameTpa DIGSIG_ELF_ MODE 3HaveHue O:
DIGSIG_ELF MODE=0
2) ans ucnonb3oBaHus pexnma ans nposepkm UM B CMNO Heobxoommo yCTaHOBUTL
anga napameTtpa DIGSIG_ELF_MODE 3Ha4yeHue 2:
DIGSIG_ELF MODE=2
3) 4ns Ucnonb3oBaHMA LUTATHOMO pexuma yHKUNOHMPOBaHUS HEOBXOANMO YCTaHOBUTb
Ans napametpa DIGSIG_ELF_ MODE 3Ha4deHue 1:
DIGSIG_ELF MODE=1
BHUMAHUE! [locrne BHeceHMA WN3MEHEHUWW B  KOHMUrypauuoHHbIM  hann
/etc/digsig/digsig_initramfs.conf HeoOOXOAMMO OT WMMEHW YYETHOM 3anncu apg-
MUHUCTPATOpa Yepe3 MexaHM3M sudo BbINOMIHUTL KOMaHAay:

sudo update-initramfs -u -k all

B moaynb digsig_verify BCTPOEHbI OTKPbITbIE KMHOYM U3rOTOBUTENS, KOTOPbIE UCMOSb-

3ylOTCS:
- AN151 NpOBEPKU NOAMNUCU UCMNONHAEMbIX (hannos;
- ONs NPOBEPKM NOANUCK OTKpbIBAEMbIX (DANSIOB B pacLUMPEHHbIX aTpubyTax;
- ONS  NPOBEpKM MOAMUCUA Ha  OOMOMHUTENbHLIX  KMoYax, 3arpyxaembix U3
/etc/digsig/keys.

B kaxgbln MOMEHT BpEMEHN MOAYIb MCNOMb3YET ABa Habopa Kroyen:

- OCHOBHOM Habop (M3Ha4YanbHO TPY BCTPOEHHbIX KitoYa U3roToBUTENS) — ANS MPOBEPKU
nobbIX nognucen;

- 0ONOSMHUTENbHBLIN Habop (M3Ha4arnbHO MYCTON) — TONbLKO ANS NPOBEPKM NOANUCH OTKPbI-
BaeMbIX (bannoB B paclUMpPEHHbIX aTpubyTax.

Ecnu gononHuTenbHbIi HAGOP HE COOQEPXUT Krtoya, KOTOPBIN UCNOMb30Barncs Ansg nognu-

cu harina B paclUMpeHHbIX aTpnbyTax, MOAysb UWET NOAXOASLMIA KoY B OCHOBHOM Habope.
Katanor /etc/digsig/keys COAEPXUT  OTKpbITble K4YM B dopmarte
gnupg --export, KOTOPbIMW pacLUMPSAETCA OCHOBHOM Habop Krto4ven npu 3arpyske cu-
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cTembl. Kaxablii kntod, ucnonb3oBaHHbI Ans nognuckiBaHus CMO (16.1.3), Heobxoanmo
cKonupoBsaTb B KaTanor /etc/digsig/keys/, Hanpumep, C UCMOMb30BaHNEM KOMaHLbI:
cp /<kararnor>/<damn kimoua> /etc/digsig/keys/

B katanore /etc/digsig/keys/ MOXeT pacnonaratbCs nepapxmyeckas CTpykTypa
Kntoyen. Kaxxabin KoY JOSMKEH ObiTb NOAMNMUCAH YXe 3arpy>KeHHbIM KITto4OM OCHOBHOMO Habopa
B MOMEHT ero gobaeneHna B OCHOBHOM Habop. Nepapxma nogkatanoroB /etc/digsig/keys
obpabatbiBaeTca cBepXy BHU3 Takum obpasom, 4To:

- hannbl kntoyen B /etc/digsig/keys OOMKHbI OblTb NOAMMCAHbI BCTPOEHHBbIMU B

Moaynb digsig_ wverify Kno4yamum U3rotoBUTenNs;

- dhannbl knoyen B /etc/digsig/keys/subdirectory MOryT 6biTb NoANUCaHbl U

BCTPOEHHbIMM KINOYaMmn U3roToBUTENS, U KNtodamm n3 /etc/digsig/keys;

- B UEeSIOM, Kaxabli KItod M3 nogkaTtanora BHyTpU /etc/digsig/keys OOMKEH ObITb

nognucaH nnbo KnNio4vyoM M3 BhlLLENEXaLLero katanora, MM60 BCTPOEHHbLIM KIHOYOM M3roTo-

BUTENA.

Mpumep
/etc/digsig/keys/keyl.gpg - nyOnuuHHE KJod 1, DOONMCAHHBIMN
Ha [EPBHUHOM KJIOUE€ H3IOTOBUTEJIS
/etc/digsig/keys/key2.gpg - nyOJNMUHHE KJIo4 2, IOLNIMCAHHLIA
Ha [EPBHUUHOM KJIOUE H3IOTOBUTEJIS
/etc/digsig/keys/keyl/keyl-1.gpg - nybIMUHEE KJIOU, NOOLNMCAHHHN Ha Kimoue 1
/etc/digsig/keys/keyl/keyl-2.gpg - nybOIMUHHEE KIIOU, NOOLNMCAHHHN Ha Kimoue 1
/etc/digsig/keys/key2/key2-1.gpg - nyONMUHEE KIIOU, NOLNMCAHHHN Ha Kiloue 2
/etc/digsig/keys/key2/key2-2.gpg - nyONMUHHE KJIOU, NOLNMCAHHHN Ha Kiloue 2

ﬂﬂﬂ npoBepKn nCnosib3oBaHUA OOMOJNTHUTENIbHbIX Kntoven Ona KOHTPOnA UesfiloCTHOCTU
ncnonHseMblx oannos n pasgensembix 6ubnuotek popmata ELF (go nepesarpysku OC) MOXHO
OT UMEHN yquH0|7| 3anmcun agMUHUCTpartopa vyepe3 MexaHn3am sudo BbINONIHUTbL KOMaHAabI:
cat /etc/digsig/key_for_signing.gpg > /sys/digsig/keys
cat /etc/digsig/keys/keyl.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/keyl/keyl-1.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/keyl/keyl-2.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2/key2-1.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2/key2-2.gpg >> /sys/digsig/keys

BHUMAHMUE! NMpu npoeepke SLIM B pacumpeHHbIx atpubyTax dannoBon cUcCTeMbl ycTa-
HOBKa And napameTpa DIGSIG_XATTR_ MODE 3Ha4YeHuUsd 1 3arpeLllaeT OTKpbITUE NOCTABIE€HHbIX

Ha KOHTposnb cannoB ¢ HesepHon AUI nnn 6e3 SLIM.
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HacTponka pexnma yHKLUMOHNPOBaHUS MeXaHM3Ma KOHTPOMSA LEeNoCTHOCTU ¢hannoB npu
UX OTKPbITUM Ha ocHoBe AL B paclumpeHHbIx aTpubytax dhanioBon CUCTEMbI OCYLLECTBNSETCA
C nomoubio rpagumyeckon ytmnutbl £ly-admin-smc («lMaHenb ynpasneHus — besonacHocTb
— lMNonuTtuka 6esonacHocT — 3aMKHyTas NporpamMHas cpefa») unu nytemM pefakTMpoBaHuUs
KOH(purypaumoHHoro camna /etc/digsig/digsig_initramfs.conf.

PepaktnpoBaHue KoHpUrypaumoHHoro panna /etc/digsig/digsig_initramfs.conf
OCYLLIECTBISeTCH crieqyowmm obpasom:

1) 4N BKIKOYEHUS NPOBEPKU NOAMNUCEN B peXnme 3anpeTta OTKPbITUSA NOCTaBIIEHHbIX Ha

KOHTponb hannoB ¢ HeBepHon LM nnm 6e3 SUIT B paclumpeHHbIx atpubyTax ¢dannosomn

CcUCTeMbl HeOBXOAMMO YCTaHOBUTL ANg napameTpa DIGSIG_XATTR_MODE 3HayeHue 1:

DIGSIG_XATTR_MODE=1

2) Ons BKIIOYEHUSA NPOBEPKU NOAMUCEN B peXMME BbiBOga npeaynpexaeHunm od or-

KPpbITUM NOCTaBMEHHbIX HAa KOHTPOsb hannos ¢ HeBepHon AL nnm 6e3 3LIM B pac-

LUMPEHHbIX aTpmbyTax ¢annoBon CUCTEMbI HEOOXOOMMO YCTAaHOBUTL ANt NapamMeTpa

DIGSIG_XATTR MODE 3HayeHue 2:

DIGSIG_XATTR_MODE=2

3) 4ns UrHOpMpPOBaHWS AOMONHUTENBHbIX KITHOYEN, UCMOMNb3yeMbIX TOMNBbKO NPWU NpoBepKe

9UI B pacwumpeHHbix atpmbyTax dannoBon, HEO6XoOMMO YCTAaHOBUTL ANS napameTpa

DIGSIG _IGNORE XATTR KEYS 3HayeHue 1:

DIGSIG_IGNORE_XATTR_KEYS=1

4) ana HacTpourku WabnoHoOB NMEH, ncnonb3yembix Npu nposepke 3L B pacwunper-

HbIX atpmbyTtax ®C, Heobxoaumo B dpanne /etc/digsig/xattr_control 3agatb Ux

cnncok. Kaxkgas ctpoka 3agaeT cBov WabnoH B BUAe Macku nosHoro nytu. Hanpumep,

cnepywownn wabnoH onpeaenseT, 4Yto 6yaeT npoeepaTecs SLUIMN Bcex dannos B kaTanore

/bin, NMS KOTOPbLIX Ha4YMHaeTcsa Ha lo:

\bin\1lo

Katanor /etc/digsig/xattr_keys COOEPXUT OTKPbITble KNHOYM B dopmaTte
gnupg --export, KOTOPbIMW paclUMpseTcs AONONHUTENbHbIA Habop Kknoyen moayns (M3Ha-
YanbHO MyCcTON HAbop, MCNOMb3yeMbI TOMNBKO ANA MPOBEPKM NOANUCK B pacCLLUMPEHHbIX aTpmubyTax
danna). MNMognucu Ha KnYvax SOMONHUTENbHOro Habopa He NPOBEPAIOTCA.

Kaxabln JONONHUTENbHbLIV KoY, MCMOSb30BaHHbIM ANS NOANUChIBaHUS (hannoB B paclum-
PeHHbIX aTpubyTax, HeobxoanMMo ckonMpoBaTb B Katanor /etc/digsig/xattr_keys/, Hanpu-
Mep, C UCMONb30BaHMEM KOMaHAbI:
cp /<xararnor>/<damn kimoua> /etc/digsig/xattr_keys/

B katanore /etc/digsig/xattr_keys/ MOXET pacnosnaraTbCa nepapxumdeckasi CTpyk-
Typa OONOSMHUTESbHBIX KoYen AN KOHTPONS LenoCcTHOCTM hannoB. B ykazaHHOW CTPYKType

OoAHWN OOMOJTHUTESIbHbIE KITHO4YN MOTYT ObITb NOAMMCaHbI Ha ApYyrnx OONOSNTHUTENbHbIX KITHo4ax. |_|pl/|
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9TOM OONOJIHUTENbHbIE KITHOYM OOJKHbI pacnonaratbCd B nogkartasjiorax Takum 06pa30M, YTOOBI

npun nx 3arpy3ke He Hapylwanacb Leno4ka rnpoBEepKU nognucen.

Mpumep

/etc/digsig/xattr_keys/keyl.gpg - nybmnuunms kimou 1

/etc/digsig/xattr_keys/key2.gpg - nyb6nuuHHE Kimou 2

/etc/digsig/xattr_keys/keyl/keyl-1.gpg - nyOJnWuHEE KJIOU, [NOANMCAHHHN Ha Kiuoue 1

/etc/digsig/xattr_keys/keyl/keyl-2.gpg - nyOJiMuUHHEE KJIOU, NOANMCAHHHN Ha Kinoue 1

/etc/digsig/xattr_keys/key2/key2-1.gpg - nyOJsMUHEE KJIOU, [NOANMCAHHHN Ha KJnoue 2

/etc/digsig/xattr_keys/key2/key2-2.gpg - nyOJMUHEE KJIOU, [NOANMCAHHHN Ha Kinoue 2

Ons NpoBepKn NCnosib3oBaHNUA OOMONMTHUTENbHbIX Knouen ons KOHTpPONA LenoCTHOCTU

dannos (go nepesarpy3kn OC) MOXXHO OT UMEHM YYETHOW 3anncu agMmMHUCTpaTopa Yepes mexa-

HU3M sudo BbINOMMHUTbL KOMaHAbI:

cat
cat
cat
cat
cat

cat

/etc/digsig/xattr_keys/keyl.gpg >> /sys/digsig/xattr_keys
/etc/digsig/xattr_keys/key2.gpg >> /sys/digsig/xattr_keys
/etc/digsig/xattr_keys/keyl/keyl-1.gpg >> /sys/digsig/xattr_keys
/etc/digsig/xattr keys/keyl/keyl-2.gpg >> /sys/digsig/xattr_keys
/etc/digsig/xattr keys/key2/key2-1.gpg >> /sys/digsig/xattr_ keys
/etc/digsig/xattr keys/key2/key2-2.gpg >> /sys/digsig/xattr_ keys

YnpaeneHne mogyrnem digsig_verif ocywecTtBnaercs vyepes nHTepgenc sysfs ¢

ncnonb3oBaHMeM hansos:

- /sys/digsig/elf_mode — NPOCMOTP 1 NEPEKIOYEHME pexmMa paboTbl Npy NpoBep-
ke QUIT ncnonHsembix dannos u pasgensemblix oubnmortek dopmarta ELF;

- /sys/digsig/xattr_mode — NPOCMOTP U NEpPEKoYeHre pexuma paboTsl npu npo-
Bepke 3L B pacwmpeHHbIx atpmbyTax ¢annoBon CUCTEMBI,

- /sys/digsig/keys — (hann 3arpysku ONONHUTENbHbIX KModen Ana nposepku LI
ncnonHsemblx gannos popmarta ELF n SUIM B pacwmpeHHbix atpnbytax dC;

- /sys/digsig/ignore_gost2001 —  oOTKnw4YeHMe npoBepkn UMM  no
MOCT P 34.10-2001;

- /sys/digsig/ignore_xattr_ keys —1;

- /sys/digsig/xattr_control — CNMUCOK LIABNOHOB NMEH, UCMONMb3YEMbIX MPU NPOo-
Bepke 3L B pacwmpeHHbIx atpmubytax OC;

- /sys/digsig/xattr_keys — hann 3arpy3ku OONONHUTESbHbIX KITOYEN, NCNosib3ye-
MbIX TOfbKO Npu npoBepke LM B pacwmpeHHbix atpmnbyTtax ©C.

[MpoBepka pexnmoB paboTbl BbINOMHAETCS KOMaHAAMM:

cat /sys/digsig/elf_mode

cat /sys/digsig/xattr_mode
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BHUMAHUE! [ns otkntoueHus npoBepku AUIM no NMOCT P 34.10-2001 Heobxoaumo
B KOHpUrypaumoHHom canne /etc/digsig/digsig_initramfs.conf ycTaHOBUTbL cneagyto-
Liee 3HavYeHne napameTpa:
DIGSIG_IGNORE_GOST2001=1

BHUMAHUE! T[locrne BHeCEHUSs U3IMEHEHMA B  KOHUIypauMOHHbLIM  dhaurn
/etc/digsig/digsig_initramfs.conf u gna 3arpys3kum mogynem digsig_verif knwodeun
nocrne mx pasmelleHuda B Katanorax /etc/digsig/keys/ u /etc/digsig/xattr_keys/
Heob6XxoQMMO OT MMEHM YYETHOM 3anucu agMUHUCTpaTopa Yepe3 MexaHnam sudo BbIMOMHUTb
KomaHAay:

sudo update-initramfs -u -k all

16.1.3. NoanucbiBaHne dannos

B moayne sagpa digsig_verif peanms3oBaH MexaHW3M, MO3BOSSOLLMIA NCNONb30BaThb
HEeCKOITbKO KIToden npu nognucsiBaHun dannos popmata ELF.

Mopsgok ucnonb3oBaHus Knoden ona digsig_verif: 4ONOMHUTENbHBIE KITHOYM 3anuChbl-
BalOTCsA B /sys/digsig/keys unm /sys/digsig/xattr_keys B nepapxmieckon nocnenoBa-
TEeNbHOCTU Lenovek nognucen.

Bce gononHutenbHble KNOYY AOMKHBI ObITh NOAMMCaHbI FMaBHbLIM KITKOYOM U ApYrum
AOMNOSMHUTENBbHBLIM KITHOYOM, NOAMUCH KOTOPOro MOXET ObITb NpoBepeHa (3a UCKIYEeHMEM NEPBOro
Kntoda B KaTanore /sys/digsig/xattr_keys).

[ns cosgaHns gononHuTeneHbIX Kntoden ncnonobsyetrca GNU Privacy Guard. Moguduun-
poBaHHbIN GnuPG BbiBOAMT NOCT P 34.11-94 B cnncke AOCTYNHbIX anroputmoB. [na nonyyeHns

Crnncka OOoCTYMHbIX anroputmoB HeO6XO,EI,I/IMO BbIMOJTHUTb KOMaHAOY:

gpg —--version

gpg (GnuPG) 1.4.18

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Home: ~/.gnupg
[NoonepXUBATCSA CIIEOYIOMUE aJIlOPUTMEH :
C oTkpHTHM KJnouoM: RSA, RSA-E, RSA-S, ELG-E, DSA,
GOST_R 34.10-2001,GOST_R 34.10-2012
CummeTpuunnie : 3DES, CASTS5, BLOWFISH,
AES, AES192, AES256, TWOFISH,
CAMELLIA128, CAMELLIA192, CAMELLIA256
Xom-¢yuxuuu: MD5, SHA1l, RIPEMD160, SHA256, SHA384, SHAS512,
SHA224, GOST _R34.11-2012, GOST_R34.11-94

AnropuTMel cxaTuss: Besd cxarus, ZIP, ZLIB,
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BZIP2

Mpumep

[ns co3gaHnsa AONONHUTENBbHOMO Kio4va U ero ncnonb3oBaHus Ans nognucbeisaHms CrlO:
1) cosgaTtb kntoveByto napy GOST R 34.10-2001 n coxpaHuTb B KaTanore ~/ .gnupg.
[ns cospgaHusa kno4eBon napbl HEOH6XOAUMO BbIMOMHUTL CrEAYHOLY0 KOMaHA4y ¢ nocrne-

ayrownm Bbibopom B MeHo gpg anroputma NOCT P 34.10-2001:

gpg --full-generate-key

gpg (GnuPG) 1.4.18; Copyright (C) 2014 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

gpg: cospaH kararor ‘/home/keys/.gnupg’

gpg: co3paH HOBHEM Qann HacToek ‘/home/keys/.gnupg/gpg.conf’

gpg: BHMMAHWUE: napamerps B ‘/home/keys/.gnupg/gpg.conf’ eme He akTHUBHH npu /
3TOM 3amnycke

gpg: cos3paHa Tabmnuia xmmouen ‘/home/keys/.gnupg/secring.gpg’

gpg: cos3paHa Tabmnuua kmmouenn ‘/home/keys/.gnupg/pubring.gpg’

BubepuTe THII KIIOUA:

(1) RSA m RSA (mo yMOJIUAHUIO)

(2) DSA um Elgamal

(3) DSA (TOJNILKO OJIA IIOOIHMCH)

(4) RSA (TOJNILKO OJIaA IIOOIIHMCH)

(10) GOST R 34.10-2001 (TombKO HOJIA MNOOMIMCH) YyCTapeBIUHN

(12) GOST R 34.10-2012 (TOmMbBKO OJiA MOLINCH)

Bam Br6OpP? 12

GOST keypair will have 256 bits.

BubopuTe CpPOK MOEeHCTBUS KJloua.

0 = 6e3 orpaHWueHHs CpOKa LEHCTBUSA

<n> = CpOK HOEeHCTBUA - N [OHEH

<n>wW = CpOK HOEeHNCTBUS - N HeIeJb
<n>m = CpPOK OEeHCTBUS — N MeECSLEB
<n>y = CpOK HOEeHCTBUSA — N JIeT

Cpox gmeticTBusi kmoua? (0) O
Cpok OEeNCTBHUS KJloua HE OI'PaHUUEH

Bce BepuHo? (y/N) y

Ina upenTudukauuu Bamero ximoua Heobxomum ID momnb3oBaTens. [lporpamMMa co3macT
ero u3 Bamero HMMeHM, KOMMEHTAapHs M ajpeca 3JIEKTPOHHOM IOUTH B BHIE:

"Name Surname (position) <surname@deepforest.ru>"

Bame HacTosimee umsi: Test GOST R 34.10-2012 Secondary Key

Appec 3JIeKTPOHHON HOuTH: test@gost.secondary.key
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KoummeHTapum:
Bu Bhbpanu crenywomuii ID MoJb30BaTersIs:

"Test GOST R 34.10-2001 Secondary Key <test@gost.secondary.key>"

Cmenutt (N)Ums, (C)Kommenrapuyi, (E)agpec unu (O)Ipuusars/ (Q)Buxom? O
719 3amuTH 3aKPHTOr'O KJloua HeobXoOum Iapoib.

BeepguTe naponb: [IAPOJIB

[loBTOpHTe napoinb: I[IAPOJIb

2) 3KcnopT Kro4ya B dpann OCyLLECTBSETCA KOMaHOOM:
keys@debian:$ gpg --export "Test GOST R 34.10-2012 Secondary Key
<test@gost.secondary.key>" > /tmp/secondary _gost_ key.gpg

3) KoY rnosib3oBaTens MoXeT ObITb 3aBepeH C UCnosib3oBaHMEM KOMaHAa.
gpg --import /tmp/secondary gost_key.gpg

gpg --sign-key "Test GOST R 34.10-2012 Secondary Key

<test@gost.secondary.key>"

gpg --export "Test GOST R 34.10-2001 Secondary Key
<test@gost.secondary.key>" > /tmp/secondary_gost_key signed.gpg

4) nonb3oBaTternb NOAMNUCLIBAET Ha JaHHOM Krtode HekoTopbin hann dopmarta ELF ¢
MCNONb30BaHNEM YTUNNTBI bsign (N0 YMOMYaHUIO NOANUCHL BHEAPSIETCA B TOM YMCIE U B
paclnpeHHble aTpubyThl hanna):

keys@debian:~$ bsign --sign test_elf

5) nonb3oBaTenb NOANUCLIBAET YTUNNTON bsign HA AaHHOM Krode NPoun3BOSbHbIN dharn
C BHegpEeHneM nognucu ToNbKO B paclUMpPEeHHbIe aTpubyThbl:

keys@debian:~$ bsign --sign --xattr test_elf

[ononHuTtensHaa nHopMauna npuseaeHa B cnpaske Mo ytunute bsign;

6) ans nposepku npasunbHocTn JAUIM danna dopmara ELF mncnonesyetca ytunuta
bsign:

keys@debian:~$ bsign -w test_elf

7) DONOIHUTENbHBIN KITHoY NoNb3oBaTens, NoANUCAHHbLIN HA FMaBHOM KIoYe, KonupyeTcs
B kaTanor /etc/digsig/ (cm.[16.1.2);

8) nognucaHHbIn hann popmata ELF MoXeT BbINOMHATLCS:
keys@debian:~$ ./test_elf

hello world!

keys@debian:~$
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16.2. Pexxum Kunock-2

Pexxnm Knock-2 — ato nHCTpymeHT cuctembl PARSEC anga orpaHuyeHnsa BO3MOXHOCTEMN,
npegocTaBnseMbIX HEMpMBUIErMpoBaHHbIM norb3oBatensam. Paboty pexunma Kuock-2 obecneun-

BaeT NakeT parsec-kiosk2.

16.2.1. Npodunnu nakera parsec-kiosk2

Mpodunn  nonb3oBatenenm parsec-kiosk2  pacnonaralTcsd B Kartanore
/etc/parsec/kiosk2 u cnyxat gns NpUMEHeHuUst OorpaHMYeHUn OEencTBUA Nnosib3oBaTe-
nen. MNpodwunb nonb3oBaTtenii — 3TO TEKCTOBbLIN ddann, UMs KOTOPOro coBnagaetr ¢ MMEHEM
none3oBarens. OguMH Npodusb NOMNb30BaTENSA CAYXUT ANA YCTAHOBKM OrpaHUYeHnin TONbKO ANg
O HOro nornb3oBarerns.

Ecnu npu BkntoyeHHOM pexnme Knock-2 B /etc/parsec/kiosk2 oTcyTCTBYET NpOodUnb
none3oBaTens, TO NpaBa JaHHoro nornb3oBaTtens B OC He orpaHu4mMBaloTCS.

BHUMAHMUE! Ecnn ona nonb3oBatensa cosgaH nycton npodunb, TO JaHHOMY Morb30Ba-
Ten 3anpeLleHbl Nbdble 4eNCTBUS.

CucrtemHble npocunn parsec-kiosk?2 pacnonaratTco B KaTanore
/etc/parsec/kiosk2-profiles M Takke cnyxar AnNd NPUMEHEHUA OrpaHuyYyeHun gen-
cTBuI nonb3osarenen. Cogepxunmoe canmna cucteMHoro npoduns NnpeacTaBnaeT cobor CnMcok
dannos 1 npodunen NpUNoXKeHUn ¢ abCoONOTHLIMU NN OTHOCUTENBHBLIMU MYTAMU, a TakKe C
MHdOpMaUMEN O nNpaBax AoCTyna v Brnagenbuax aTnux dgannoB. CUCTEMHbIN NPOdUb MOXHO
Ao6aBnTb B Npodmnn HECKOSbKMX Nosib3oBaTenen, Toraa Anga BCex 3TUX nonb3oBaTtenen oyoet
AOCTYMHO UCMONb30BaHME NPUITOXKEHUS B COOTBETCTBUN C OrpaHUYeHNs MU B NpaBax A4octyna u

Bragenbuax, ykadaHHblIX B CUCTEMHOM I'IpO(bI/IJ'Ie OaHHOro npuiioXXeHumA.

16.2.2. CuHTakcuc npocunen parsec-kiosk2
CuHTaKcuc paspeLueHnsa Ha gocTyn K channy:
+file rwc u/o: <umsa_¢amnma>
U Ha JOCTYN K CCbISIKe:
+1link rwc uo: <umsa_d¢armna>
rae rwc — 3TO npaea Ha YTeHue (r), 3anucb (W) 1 co3gaHue (C), KoTopble yKa3sblBakOTCA Mnpu
HaNM4YnMM COOTBETCTBYHIOLLEIO pa3peLleHuns;
u/o — Bnageney (0) unu Heenagenewy, (u) danna;
<umsa_Qanna> — ¢ansn, npasa 4OCTyrna K KOTOpoMy HasHavatotcs. [Npu aTom nms ganna
ANS CCbINKM SOSMKHO COOTBETCTBOBATL CYLLECTBYIOLLEN CUMBOSIbHOM cebirike. Llenesown dhann
ANS CCbINKN, KOTOPbI He 06513aH CyLLecTBOBaTb B MOMEHT 3arpy3ku npocung, anobasnsercs

B CMNCOK OOCTYMHbIX.
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MpnmeyaHue. B cuHTakcmce npocunen pexmma Knock-2 MOXXHO MCNOSb30BaTh Ku-
punnuuy.

B cuHTakcuce Knock-2 takke mMoryT 6bITb MCNOMb30BaHbl METACMMBOSIbI, HANPUMEP, B
nmeHun cbaina (cMm. Tabnuuy [64).

BHUMAHMUE! MetacumBonbl B MeHN doanna Ansi CCbIfIKU HE MHTEPNPETUPYIOTCS.

Tabnuuya 64
MeTtacumBon OnucaHuve
* % Honb nnn 6onee Nnpon3BonbHLIX CUMBOJIOB, BKITKOYas CUMBOS «/»
* Honb nnn 6onee Nnpon3BorbHbIX CUMBOSOB, UCKMOYast CUMBOS «/»
? OOuH NPOK3BOSbHbIA CUMBOS, UCKMOYast CUMBOJ «/»

OavH 13 cnmeonos, NpuHaanexaiumin Habopy. B Habope ntobble CMMBOSbLI TEPSIOT
[Habop_cumeosios]| CBOe crieumanbHoe 3HavyeHne. CUMBON «]» MOXET BXOAMTb B HAOOpP TOMbKO Ha
nepBon No3numm

\d OpaHa gecatudHaga umdpa

\D OpaHa unn 6bonee gecatnyHas undpa

\h OpaHa wecTHaguatepudHasa uudpa

\H OaHa vnn Gonee wecTHaauartepuyHas uudpa
\ xNN BanT ¢ 3agaHHbIM 3Ha4YeHMEM

MycTtasa ctpoka unu noactpoka (deleted), KoTopasa gobasnsercd K elle He
CO3[aHHbLIM UNK YXe yaaneHHsiM dannam. JaHHaa KOHCTPYKLUUSA MCNOoNb3yeTcs
npw ynpaesneHnn cos3gaHnem anna.

Mpumep
\z +file wc u: /home/*/.config/example/example.conf\z

B aTom cnyyae paspeluaeTtcs AOCTYN Kak K hanny example.conf (deleted),
Tak U K example.conf Ecnu yganutb \z, TO AocTyn K example.conf
(deleted) Oyaet 3anpeuwleH. OTKpbITME CyLlecTByloWero danna Ha 3anucb
OydeT ycnelwHbIM, a co3gaHue HOBOro — HeT

\<mo6oi1_npyros | COOTBETCTBYIOWMIA CUMBON 6e3 cneumanbHon WHTepnpeTauun, Hanpumep,
__CHMBOJ> A\ N, \F)

[na BknoyeHus ogHoro npoduna B Apyron npodusnb ncnonbayeTcsa @include:

@include other-profile-name

16.2.3. CnHTakcuc, coBMecTUMbIN ¢ parsec-kiosk

B npodunax pexmma Knock-2 KoppeKkTHO pacrno3HaKTCs CTPOKU, HarnMCaHHbIEe MO CUHTaK-
CUCY pexmma Knocka (ycTapeBLUMIN MHCTPYMEHT OS5 OrpaHuYeHuin enctasnin nons3osartens). MNpu
3TOM MpY NUCMNOMb30BaHUM CUHTAKCKUCA pexnma Knocka B pexume Knock-2:

1) B UMeHu chainna crneucmMmBosibl HE MHTEPNPETUPYIOTCS;

2) nboe 13 npaB Ha YTeHue (r) unn ncnonHeHune (x) NpeobpasyeTcs B NPaBoO Ha YTeHue

(r), a npaBo Ha 3anuck (W) NnpeobpasyeTcs B NpaBa Ha 3anuck (W) 1 cosgaHue (c);
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3) npaBuna ogMHaKoOBO NMPUMEHSOTCA AN AOCTyNa Kak BnagenbLueB, Tak U HEBNaaenb-
Lues,

4) cTpoka 0bsi3aTenbHO JOMKHA HAYMHATLCS C CUMBOAA «"» Unn «/»;

5) ecnu dann npegcraBnseT CMMBOSIbHYIO CCbISKY, TO pexum Knock-2 obpabatbiBaeT
Leneson dpann CChbISKu;

6) MMs NpoduNA OOMKHO HAYNMHATLCS TOMBKO C NMAaTUHCKON BYKBbI, @ Takke B HEM JOMKEH
OTCYTCTBOBaTb CUMBON «/».

Ecnn npodurnb, cosgaHHbIN B pexnme KMocka, otpegaktuposatb B fly-admin-kiosk,

TO OH COXpPaHUTCA C UCIMOJSIb30OBaHNEM CUHTaAKCUCa pexmnma Knock-2.

16.2.4. Pa6ota ¢ Knock-2 yepes KOHCONb

16.2.4.1. BknroyeHue u BbiknoveHne Knock-2

Mpn nepsom 3anycke OC pexmm Knock-2 BbikntoveH. YTobbl BKNIOYUTL PEXMM KOHTPONS
poctyna KnMock-2 n NnpuMeHsaTb orpaHMyeHnsa Ha paboTty ¢ channamum, Tpebyercs BbINOMHUTD
KoMaHay:
echo 1 | sudo tee /sys/module/parsec/parameters/uc_enforce

[na BKNOYEHNA NPOTOKONMPOBAHUA MOMbITOK HAapYLUEHUA YCTAaHOBMEHHbIX (PUNLTPOB
[O0CTYyna BbINOMHUTE KOMaHAYy:
echo 1 | sudo tee /sys/module/parsec/parameters/uc_complain

BHUMAHMUE! Pe3ynbraTbl NpUMEHEHNS OaHHbIX KOMaHA OyayT AeNCcTBUTENbHbI 4O nepe-
3arpysku OC.

[nsa BkNOYeHMs pexrnma KoHTpons goctyna Knock-2 n npoToKonMpoBaHUS ¢ COXpaHeHNeM
AAHHOro COCTOSIHUA Nocre nepesarpy3kn TpebyeTcsi, COOTBETCTBEHHO, BbINOSIHUTL KOMaHAbI:
echo 1 | sudo tee /etc/parsec/kiosk2_enforce
echo 1 | sudo tee /etc/parsec/kiosk2_complain
n nepesarpysntb OC.

PesynbraTtbl NpMMEHEHNS 3TUX KOMaHg OyayT aencteuTenbHbl nocrne nepesarpyskm OC.

[ns BbIKNIOYEHNA pexxnma KOHTposs goctyna KMock-2 n npoToKoNMpoBaHUSA B COOTBET-
CTBYIOLLUMX KOMaHOax TpebyeTcsa 3amMeHnTb 1 Ha 0.

[Ona Ttoro 4ytobbl M3bupartenbHO BKAOYaTb peXnmMm KMock-2 n mcknoyatb BbIOpaHHbIX
nonb3oBaTenen, TpedyeTcs:

1) cospaTtb katanor disabled B /etc/parsec/kiosk2:

cd /etc/parsec/kiosk2

sudo mkdir disabled

2) nepeHecTn B Katanor disabled npodunn Tex nosib3oBaTenen, Ans KOTOpbIX He

OOITKHbI MPUMEHSTBCA OrpaHNYEHUS:

sudo mv <uMsa_HOJb30BaTensal> <umsi_nonb3oBaTensa’l> disabled

3) BKNIOUUTb pexnm Knock-2:
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echo 1 | sudo tee /sys/module/parsec/parameters/uc_enforce

lMocne BbINOMHEHUS AaHHBIX JENCTBUN OrpaHudeHns pexnma Knock-2 yayT npuMeHeHs!
KO BCEM Mnonb3oBaTensaMm, KpoMe <uMsi_IoJIb30BaTesisA1l>, <UMs_IOJIb30BaTeINA2> U TEX MNOJib-
3oBarerneun, Ans KoTopbiX He 6binn co3gaHbl npodunun. MNocne nepesarpy3kn OC pexunm Knock-2
BEpPHETCHA B COCTOSIHME, YKa3aHHoe B /etc/parsec/kiosk2_enforce. [1pn NOBTOPHOM BKtO-
YyeHnn pexkmma Knock-2 UCKMYeHUs Ansa <uMsi_ojib3oBaTenisgl>, <UMs_I0JIb30BaTessa2>
N TeX Nnonb3oBaTenen, Ans KOTopbiX HE ObiNM co3aaHbl NPOMUIN, COXPaHATCS U OrpaHNYEeHUs
AocTyna K HAM He OyayT NPUMEHEHbI.

16.2.4.2. MpoTokonupoBaHue npoLeccos

[nsa Toro 4ToBbl OrpaHN4YeHns Ha paboTy NPUNOXKEHNA BbINOSTHANUCH KOPPEKTHO 1 6e3
owmnboK, TpebyeTcst yunTbiBaTh BCE 3aBMCUMOCTU (bansfioB AaHHOIo NpunoxeHus. Noatomy npu
CO3aHuUM CUCTEMHOIO NPOMUNA NPUMNOXKEHUS PEKOMEHAYETCA BbIMNOSTHUTL MPOTOKONMPOBaHWE
npoueccoB npu pabote ¢ COOTBETCTBYIOLLNM MPUNOXeHMEM. Pe3ynstat NpoTOKONMpoBaHNA Npo-
LLleCCOB MoOKa3sblBaeT BCe HeoOXoauMble hannbl NPUTOXKEHUS U MYyTU K HUM. [na BbINONHEHUs
NPOTOKONMPOBaHMS NpoLEeCCoB TpebyeTcs:

1) BBIKMOYNTL PEXUM KOHTpoNns goctyna Knock-2:

echo 0 | sudo tee /sys/module/parsec/parameters/uc_enforce

2) BKITOUYUTb PEXUM NPOTOKONMPOBAHMS NPOLIECCOB:

echo 1 | sudo tee /sys/module/parsec/parameters/uc_complain

3) cos3gatb Npodusb NoMb30BaTENS:

true | sudo tee /etc/parsec/kiosk2/<ums_nonbzoBaTessa>

4) 3anyCTuUTb CECCUIO NONb30BaTENS <UMSA_MOJIb30BATEIISA>!

su - <uMsdA_IOoJIbL3OBaTEJIA>

5) 3anycTnTb NPOTOKONMPYEMOE MPUNOXKEHME;

6) BbLINTU U3 CECCUUN NOSb30BATENSA <HMsSI_IOJIb30BaATETIA>!

exit

7) BBIKINIOYUTL PEXUM MPOTOKONIMPOBAHUSA NPOLECCOB:

echo 0 | sudo tee /sys/module/parsec/parameters/uc_complain

8) nony4nTb CoobLEHNS O 3anpeLLEeHHbIX onepawmsx:

sudo dmesg | grep PARSEC-UC:

16.2.4.3. Co3pgaHue npocuns

[na co3gaHmnsa cMCTEMHOro Npodunsa NPOTOKONMPYEMOrO NpUoXxeHust TpebyeTcs B kaTa-
nore /etc/parsec/kiosk2-profiles co3aatb haiin, 3agaB B Ka4eCcTBe ero MMeHu Ha3BaHue
NPUNOXEHNS, N BNUCATb B HEr0 BCE NYTU C YYETOM CUHTaAKCUCA U3 pe3ynbTaToB BbIMOMHEHMUS
koMaHAbl dmesg | grep PARSEC-UC: B COOTBETCTBUM C nepeuvcrnieHnem [8) Ha ctpanuue [201]

[nsa cosgaHusa npoduns nonb3oBartens Tpebyetca B katanore /etc/parsec/kiosk2

co30aTb q)a|7|n C UMeHeM, coBnagarowmm ¢ MUMeHeM OaHHOIo nosib3oBaTtens.
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16.2.5. Npachnyeckasa ytunurta ynpaBsneHus npocdpunnamu

Ona ynpaeneHus pexnmom Kuock-2 v npodunamu, pacrnosiokeHHbIMU B KaTarorax
/etc/parsec/kiosk2 u /etc/parsec/kiosk2-profiles, Ucnonb3yercs rpadmyeckas ytm-
nuta fly-admin-kiosk. OnucaHue yTunuTbl NPUBELEHO B SMIEKTPOHHOW CripaBKe.

BHUMAHMUE! [1na paboTbl ¢ NpodunamMm pexmma KMocka C UCMOSb30BaHMEM YTUMNTDI
fly-admin-kiosk HeobxogMmo aganTMpoBaTb MX CUHTAKCUC U MOMECTUTb Npodunn B KaTa-
norm /etc/parsec/kiosk2 n /etc/parsec/kiosk2-profiles nakerta parsec-kiosk2
COOTBETCTBEHHO (cM. [16.2.3).

[nsa 3anycka yTunnTbl BbINOMHUTbL B KOHCOMNWN KOMaHAy:
sudo fly-admin-kiosk

unu nepentn «MmeH «lyck» — MNaHenb ynpaeneHus — besonacHoCcTb — CUCTEMHbBIA KMOCKY .

16.2.6. Knock Fly

[na orpaHn4yeHna BO3MOXHOCTM 3anycka nporpamMm rnokansHbIMU Morb3oBaTensaMv agmu-
HUCTPaTOP MOXET MCNonb30BaTh rpaduyeckyto ytunuty £ly-admin-sme. [Jna atoro Heobxoanmo
B rMaBHOM OKHe rpaduyeckon ytunutbl £ly-admin-smc packpbliTb CANCOK «[lonb3oBatenny,
Bbl6paTb nonb3oBartens 1 Bo Bknagke «lpaduyecknin knock Fly» yctaHoButb chnar «Pexum rpa-
duyeckoro kmockay. dnar BKMYaET pexnm rpadryeckoro Knocka npu paborte ¢ NpunoxXeHnamMm
13 cnucka. Ecnv B cnucke ogHO npunoxeHue, T0 pexumMm rpadonyeckoro KWOCcKa BKIKOYaeTCs npu
paboTe ¢ 3TUM NpunoxeHneM. Ecnn B cnmucke HECKONBLKO NPUNOXEHUI, TO 3anyckaeTcs paboyni
CTOS C 3TUMM NpuUnoxeHnamun. Bce OoCTynHbIE KaTanoru, Apsblkn U T. 4. yCTaHaBNUBalTCS B
COOTBETCTBUU C NpeaocTaBrieHHbIM JOCTYNOM.

HacTtponka pexmma rpaduyeckoro Kmocka C MOMOLbI rpadnyeckon yTUnuTbl
fly-admin-smc ocywecTBnsdercd agMUHUCTPAToOpOM Ha MakcumMaribHOM ypOBHE MaHOaTHO-

ro KOHTPONS LEenocTHOCTK, ycTaHoBneHHom B OC.
16.3. M3onauma npmnoxeHnn

[na obecnevyeHns N30NMPOBAHHOIO BbINOMHEHUS rPadNYECKMX N KOHCOMNbHbIX MPUoXe-
Hun B coctaB OC BxoguT MHCTpYMeHT Firejail . Liensto npumeHeHus Firejail ansetcss MMHUMM3auus
pucka komnpomeTtaumm ocHosHo OC npu 3anycke HeAOBEPEHHbIX UM NOTEHUMANBHO YA3BUMbIX
nporpamm.

[ns obecneveHns nsonaunmn npunoxenun B Firejail ncnonbayrorcs:

- MeXaHW3M NPOCTPaHCTB UMEH namespaces;

- ounbTpaunsa CUCTEMHbIX BbI3OBOB seccomp-bpf.

Mocne 3anycka MHCTPYMeHT Firejail u Bce ero goyepHue npouecchl NCNONb3yT OTAeSb-
Hble NpeaCTaBneHNsa pecypcoB s4pa, TakuMxX Kak CeTeBOM CTek, Tabnmua NpouecCoB M TOYKU

MOHTNPOBAHNA.
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Firejail He TpebyeT NOAroTOBKM CUCTEMHOIO obpasa: COCTaB OKPYXXEHUst hopMmupyeTcsa
npwn 3anycke Ha OCHoBe codepxMmoro Tekywen ®C, u yganseTcs nocne 3asepLieHusi paboTbl
NPUITOXEHWS.

Mpun ncnone3oBaHuu Firejail npegoctaBnaTcs cpeactsa 3agaHna npasun gocrtyna Kk OC,

no3BondroLine:

onpeaenAatb (*)al7|]'|bl N KaTtarioru, K KOTOpbiM pa3peLleH 11 sanpeweH oCTyr;

NpeaocTaBnaTb AOCTYN K pannam Unu katanoram TonbKo Ansi YTEHUS;

noakn4vaTtb Ansa gaHHbIX BpeMeHHble OC (tmpfs);

coBMeLlaTh KaTtarnoru 4yepes bind-mount U overlayfs.

Mpun yctaHoBke OC ycTaHoBKa MHCTpyMeHTa Firejail BbINONHAETCS aBTOMAaTUYECKN.

B uensx nosbiweHna 6esonacHocTu npu yctaHoBke Firejail cHumaetcs 6ut suid. Ons
TOro 4yToObI ¢ NomoLbto Firejail MOXHO BbINIO 3anyckaTb NPUNOXEHUS, HEOBXOOMMO BKITHOUYUTb
3TOT 6UT, BbINOMHMB OT UMEHU agMUHUCTpaTopa KoMaHAay:
chmod u+s /usr/bin/firejail

B coctaB OC BxogaT npodmnu n3onsumm CUCTEMHbIX BbI30BOB A1 60nbLUMHCTBA Nomny-
NAPHLIX NpUnoXxeHnn, B Tom yncne gna Firefox, Chromium, VLC.

[na BbINOMHEHNS NPOrpaMmMbl B pEXMME M3onsauumn TpebyeTcsa ykasaTb UMsI MPUNOXKEeHUs
B KayecTBe napameTpa ansa uHctpymeHTa Firejail, Hanpumep:
firejail firefox

MpumeyvaHnue. Ina 3anycka 6paysepa Firefox moxeT notpeboBaTbCs BHECTU U3-
MEHEHMUS B KOH(PUrypaumoHHbin pann /etc/firejail/firefox.profile, 3aMeHMB CTPOKY
seccomp Ha CTPOKY:
seccomp.drop @clock, @cpu-emulation, @debug, @module, @obsolete, @raw-io,
@reboot, @resources, @swap, acct,add_key,bpf, fanotify init,io_cancel,
io_destroy,io _getevents,io setup,io_submit,ioprio_ set, kcmp, keyctl,
mount, name_to handle at,nfsservctl,ni syscall,open by handle at,
personality,pivot_root,process_vm_ readv,ptrace,remap_ file pages,
request_key, setdomainname, sethostname, syslog, umount, umount2,userfaultfd,

vhangup, vmsplice
16.4. PyHKLMM 6€30NaCHOCTU CUCTEMbI

MakeT astra-safepolicy COAEPXKUT MHCTPYMEHTbI yNpaBrneHns yHKuusmm Gesonac-

HoCTK cuctembl. OnucaHne NHCTpyMeHToB npueeaeHo B (16.4.3116.4.30]

Bce MHCTpyMeHThI 3 cocTaBa nakeTa astra-safepolicy NogaepXvBarT CTaHOAPTHbLIV
Habop napamMeTpoB Bbi30Ba, NpuBeaeHHbIN B |16.4.1| HekoTopble MHCTPYMEHTLI ONOMNMHUTENBHO K
cTaHgapTHOMY Habopy napamMeTpoB BbI30Ba NOAAEPXKMBAKOT LOMOSHUTENbHbIE NapameTpbl. Onu-

CaHune OO0NOJTHUTENbHbLIX NMapaMeTpoB NpnBeaeHo B ONMCaHM COOTBETCTBYOLWLETO MHCTPYMEHTA.
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NHCTpyMeHThI NakeTa astra-safepolicy BbICTYNalOT B pONN KOMaHa-nepeknoyaTenei,
OCYLLECTBSAOLWMX BKIOYEHME U BbIKIMIOYEHME COOTBETCTBYOLWNX PYHKLMI Ge3onacHocTu. [ns
NMPOCMOTPa COCTOSIHUS HEKOTOPbIX KOMaHA-NepeKknoYaTenen MoXXHO UCMONb30BaTb MHCTPYMEHT

astra-security-monitor U3 cocTaBa naketa astra-safepolicy, onucaHne UHCTpyMmeHTa
npveeneHo B[16.4.2

16.4.1. O6GwiMe napameTpbl BbI3OBa NepeksovarTeneun

Bce komaHgbl-nepekntovaTenu, BXoasuimMe B cocTaB naketa astra-safepolicy, noa-
AepX1BaloT cTaHAapTHbIM Habop napameTpoB Bbi3oBa. CUMHTAKCUC UCNOMb30BaHUSA KOMaHObI-
nepeknoyarens:
<UMs__KOMaHIH-IIepekJiouaTresna> <IapaMeTp>

MepeyeHb NapamMeTpoB BbI30Ba NpvBeAeH B Tabnuue [65]

Tabnuua 65
MapameTp Onuncanune

enable Bkntountb gencreme, BoinonHsemoe yHkumen 6e3onacHoOCTm

disable BblknounTb Aencteue, BbiNnonHAaemoe dyHKLnen 6esonacHoCTn
OT06pa3nTb, €cnu Bo3MOXHO, (hakTUYecKkoe COCTOsIHME NnepeknioyaTens Ha TeKyLLMI
MOMEHT BpeMeHW. Pe3ynbraTt BbINONIHEHMS KOMaHAbI:
- AKTHUBHO — CUCTEMHbIE OrPaHNYEHNS NPUMEHSIIOTCS;
- HEAKTHUBHO — CUCTEMHbIE€ OrpaHUyeHns1 He MPUMEHSATCA

status

Hanpumep, ANs HEKOTOpbIX KOMaHA-Nepekrnoyarenen Bbl3oBbl enable/disable
MEHSIIOT NOMoXeHWe nepekntovatens (CM. napameTp is—enabled), HO AN M3MEHEHMS
cocTosHuA TpebyeTcs nepesarpy3ka. [Ins aTux komang-nepeknioyaTenen 4o MOMeHTa
nepesarpysku BbiBog is—enabled u BbIBOA status OyayT pasnuyartbes.

OT06pasunTb NnonoxeHue nepeknioyatens. Pesynsrat BbINONHEHWUS KOMaHAbI:
- BKJIOUEHO — CUCTEMHbIE OrPaHNYEHNS BKIOYEHbI;
- BHKJIOUEHO — CUCTEMHbIE OFPaHNYEHUS BbIKITHOYEHbI

is-enabled

[1ns1 HEKOTOPbIX MHCTPYMEHTOB NPU NEPBOM MX BKITHOYEHMM CO34AETCA COOTBETCTBYHOLLMIA
IOHUT cnyX6bl systemd. B ganbHenwem coctosiHue gaHHON oyHKUMM 6e3onacHoOCTM nocrne ne-
pesarpys3km CUCTEMbl YCTaHaBNMBAETCA B COOTBETCTBUN C MONOXEHMEM Nepeksiovatens nytem
3anycka COOTBETCTBYIOLLErO KOHUTA, ecrnn 3anyck toHuTa paspelleH. CnnMcok KHUTOB, CO34aH-
HbIX MHCTPYMEHTaMN, MOXHO NMPOCMOTPETbL B panne astra-safepolicy.target (B CTpoOKax,

HaYMHaLWKnXcAa ¢ Want S=).

16.4.2. MoHuTOp 6e3onacHoOCTU
YTunuta astra-security-monitor otobpaxkaer MH(pOPMaLUNIO O COCTOSHUN HEKOTO-
pbIX PyHKLMI 6e30MacHOCTH, a TakkKe BbIBOAUT MHAOPMALMIO O COCTOSTHUN dPyHKUMM B6e3onacHo-

CTn no ee I/ID,eHTI/I(bI/IKaTOpy.
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MpumedaHmne. OTobpaxeHne coCcToAHUA PYHKLMN BE30NacHOCTM TakKe 3aBUCUT OT

Halnn4inga yCtaHOBI1€HHbIX B CUCTEME COOTBETCTBYHOLLNX NAaKETOB U CJ'Iy)K6.

Ons beHKLl,MI‘/‘I ©e3onacHocTH, I/IHCbOpMaLI,I/II-O O KOTOpPbIX BbIBOAUT yTUITNTA, BO3MOXXHbI

crnepgyowmne CoCTosHUS:

wee:

- BKJIIOUEHO — (pyHKLMA 6€30nMacHOCTN aKTUBHA,

- BHKJIIOUEHO — (pyHKLUMA 6Ge30MacHOCTN HeaKTUBHA;

- BKJIOUAETCS — pyHKUMA 6e30nacHOCTN HaxoguTcs B Npouecce BKNoYeHUs unu byaet
BKIIOYEHa nocne nepesarpysku, HO B HACTOALLMIA MOMEHT HEaKTUBHAa;

- BHKJIOUAETCSA — (pyHKUMA 6e30nacHOCTU HaXOAMUTCA B NPOLECCE BbIKMOYEHUS UN
OyOeT BbIKNOYEHa Nocne nepesarpy3kn, HO B HACTOALLNA MOMEHT aKTUBHa,

- UACTUUHO — pyHKUMA Be30nacHOCTU BKMKOYEHA, HO HE BCE NapameTpbl, KOHTponupye-
Mble€ 3TOM (PYHKUMEN, COOTBETCTBYIOT 3aaHHbIM MO YMOSYaHUIO.

I'IpM OTO6pa)KeHVII/I COCTOSIHUIM OTAENbHbIX beHKLI,VIIZ 6e3onacHocTK YYNTbIBaEeTCA creayto-

1) npwu BbiBOge MHpopmauum o coctossHumn MKL| Ha dharinoBor cucteme npoBepsieTcs
COOTBETCTBME YPOBHEN LENOCTHOCTM 06bekToB PC YpOBHAM LIENTOCTHOCTU, YKa3aHHbIM B
KOHJUrypaunoHHoMm panne /etc/parsec/fs-ilev.conf. [1pn HECOOTBETCTBMM YPOB-
HEeWn LLernoCTHOCTU BbIBOAUTCSA COObLLEeHne O Konuyecte dhannoBbix 06LEKTOB, YPOBEHb
LLeSTOCTHOCTU KOTOPbIX HE COOTBETCTBYET 3ajaHHOMY B KOH(UIypaunoHHOM chawnsne:

a) «HWXe» — YPOBEHb LIENTOCTHOCTM (hansioBoro o6beKTa HUXKE 3a4aHHOrO;

0) «BblWwe» — YPOBEHb LIENTOCTHOCTU (pannoBoro obbekTa Bbille 3a4aHHOrO;

B) «HOpMa» — ypOBEHb LeNOCTHOCTN DansioBoro 06beKkTa COOTBETCTBYET 3a4aHHOMY.
Cnucok channoBbix 06GbEKTOB, YPOBEHb LIENTOCTHOCTU KOTOPbIX HE COOTBETCTBYET 3a4aH-
HOMYy B panne /etc/parsec/fs-ilev.conf, MOXHO BbIBECTU KOMaHOOMN:
sudo set-fs-ilev status -v
2) ansa yHKLUMM NPOBEPKM MOAMUCU B pacClUMPEHHbIX aTpubyTax xattr — BKIOYEHa nn
npoBepKa NoanMcKu He TONbKO B UCMOMHAEeMbIX ddannax, Ho U B Apyrnx cannax, Kotopble
nognucaHbl B xattr COOTBETCTBYHOLLEN YTUITUTON.

[ononHnTensHO MOHUTOP 6€30NacHOCTU BbIBOAUT CrEAYOLLYH MHAOPMALMIO:

1) 3anpeT Bxoga root no ssh (ecnu yctaHOBMEHbl CpeacTBa yaaneHHOro NoAKNioYeHns
ssh) — 3anpet yganeHHoro Bxoga B CUCTEMY Nonb3oBaTento root. 10 ymonyaHuio root
He MOXeT BOMTU yepe3 ssh, PyHKUUA 3anpeTta uMeeT CoCcTosiHue BKJIIOUEHO;

2) BesonacHbIN BXO4 B AOMEH (eCnn KOMMbIOTEP BBEAEH B JOMEH) — 3Ha4YeHue BKIIIOUEHO,
ecnu B panne /etc/parsec/parsec.conf napamerp login_local MMEET 3Ha4YeHne

admin (BXOﬂ, 0514 NOoKalibHOro noJib30BaTes1d pa3peLlleH, eCcrin noJib3oBaTesSlb BXOOUT B
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rpynny astra-admin) nnu 3HadyeHue no (BXo4 4SS NOKanbHbIX Nonb3oBaTenen 3anpe-
LieH);

3) CUCTEMHbIN KNOCK — 3Ha4YeHne BKIIIOUEHO, eCrnn CUCTEMHbBIN KUWOCK BKIKOYEH U HAacTpo-
€H XOTA Bbl Ans 04HOro nonb3oBaTens;

4) rpadu4eckmit KMOCK — 3HayYeHne BKIIIOUEHO, ecnu rpapuyecknin KNOCK HaCTPOEH XOTH
Obl ANa ogHOro nosb3oBarens.

MogpobHoe onucaHne MHCTpPyMEHTa NpMBEAEHO B man astra-security-monitor.
Mpu paboTe c astra-security-monitor Takke MOXET UCNOMb30BaTbCA rpadunyeckas

ytunuta fly-admin-smc («MoHuUTOp 6€30nacHOCT»).

16.4.3. YctaHOBKa KBOT Ha MCNOSfIb30BaHWE CUCTEMHbIX pecypcoB

MHCTPYMEHT astra-ulimits-control BKMKOYaET WU BbIKNOYAET OrpaHUYeHust Ha
NCNoNb30BaHME HEKOTOPbIX PECYPCOB CUCTEMbI AN18 NpeaoTBpaLLeHUss HapyLeHUn JOCTYNHOCTU
CUCTeMbI B pesyrnbraTe ncyeprnaHusa pecypcoB. [apameTpbl CUCTEMHBIX OrpaHNYeHU 3a4atoTCs B
danne /etc/security/limits.conf.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

M3ameHeHne pexrma orpaHMyeHuin He NOBMUSIET Ha yXKe BOoLleLlWwmnX B CUCTEMY MONb30Ba-
Tenen n Byget NpUMEHEHO TONMbKO NpY CrieayoLwemM BXoae.

OnucaHue MHCTpyMeHTa NpMBeAeHo B man astra-ulimits-control.

YnpaBneHne CUCTEMHbIMU OrPaHUYEHUSAMN TakkKe MOXET OCYLLECTBIIATLCA C MOMOLLbIO
rpadpudeckon ytunutbl £ly-admin-smc.

[ononHuTenbHble OrpaHNYeHnsa Ha nonyvYeHne 4oCTyna U BbINOMIHEHME KOAA Ha YPOBHEe
agpa OC ansa npuBunierMpoBaHHOro nosib3oBarens obecneymsatoTca moayrnem lockdown B cooT-
BetcTBuM c [16.6]

16.4.4. Pexxum 3anpeTa yCTaHOBKM OMTa UCMONHEHUA

B OC peanusoBaH pexum 3anpeTta YCTaHOBKM OuTa UCMOMNHEeHusi, obecneynBaroLmmn
npeaoTBpaLleHne HeCaHKLMOHMPOBAHHOIO 3anycka UCnonHsaeMbix dannoB 1 cueHapueB anis
KOMaHAHOW 000MNOYKN.

BHUMAHMUE! B pexnme 3anpeta yCTaHOBKM BuTa UCMONMHEHUSA OaHHasA onepauuns 3anpe-
WweHa ansa nons3oBatenen OC, Bkoyas nonb3oBarternen U3 rpynnbl astra-admin. 3anpeT He
pacnpocTpaHseTcsl Ha NPUBUNErMPOBAHHOIO NOfb30BaTeNs root.

Mpwn BKNIOYEHHOM B CUCTEME AaHHOW PYHKUMKM 6e3onacHOCTM yCTaHOBKA NakeToB MNpo-
rpamm, cosgatowmnx B ®C dannbl ¢ GUTOM UCNONHEHNUS, OyaeT 3aBepLlaTbCA C OLLMOKON.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

MameHeHne pexuma 3anpeta BCTynaeT B 4eNCTBUE HEMEOSIEHHO.

OnucaHue MHCTpyMeHTa NpuBeAeHO B man astra-nochmodx-lock.
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YnpaBneHue pexnmom 3anpeta yCTaHOBKM BUTa MCMONMHEHUS TaKKe MOXET OCYLLEeCTB-

NATLCSA C NOMOLLbI rpadmyeckon yTunuTbl £ly-admin-smc.

16.4.5. BnoknpoBKa KOHCONMU ANA nosfib3oBaTenen

MHCTPpYMEHT astra-console-lock ocywecTBNAeT BIOKMPOBKY AOCTYNa K KOHCONU n
TepMuHanam ans nonb3oBaTenemn, He BXOAALWMX B rpynny astra-console. [lapameTpbl BbI30OBa,
“cnonb3yemMble AaHHbIM MHCTPYMEHTOM, NpuBeAeHbI B Tabnuue [65]

Ecnu npu BknoveHnn 6noknMpoBkM rpynna astra-console otcyTcTBYeT B OC, TO OHa
OyneT cosgaHa aBTomaTudecku. Npu aToM B Hee ByayT BKMOYEHbI NOMNb30BaTesNv, COCTosLWNE B
rpynne astra-admin Ha MOMEHT BKIMIOYEHUS 3TON OYHKLMN.

M3meHeHne pexnma 6rnokMpoBKM BCTynaeT B 4eNCTBUE HEMEANEHHO.

OnucaHune MHCTpyMeHTa NpMBeAeHO B man astra-console-lock.

YnpaBneHne 6GnoKMPOBKOWM KOHCONKU Ans NOnb30BaTeNen Takke MOXET OCYLLECTBNAATLCS C

NOMOLLbIO rpadouyeckon yTunutel £ly-admin-smc.

16.4.6. BnoknpoBKa UHTepnpeTaTopoB

B OC peanusoBaHa dyHKUMS BNOKMPOBKM CreayrLmMX UHTEPNPETaTOPOB:

- Python;

- Perl;

- Expect;

- Ruby;

- dash;

- irb;

- csh;

- lua;

- ksh;

- tcl;

- tk;

- zsh;

- bash;

- nodejs;

- php.

[na 6noknpoBKM MHTEPNPETATOPOB (KpOME MHTepnpeTaTopa bash) ncnonb3ayerca MHCTPY-
MEHT astra-interpreters-lock.

[ns 6noknpoBkM NMHTepnpeTaTopa bash ncnonbayercs MHCTPYMEHT astra-bash-lock.
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BHUMAHMUE! EnokupoBka nHTepnpetatopa bash MoxeT orpaHnuYnTb OYHKLNOHAN HeKo-
TOpbIX MporpaMmm n cnyxo, He odeBuAHbIM O0bpa3omMm ucnonbaywmnx bash, 4To nNpueBegeT K
HapyLeHuto wTtaTHon pabotebl OC.

BHUMAHMUE! lNocne 6nokmpoBkn nHTepnpetatopa bash koHConbHbIM BXoA nosnb3oBare-
newn c obono4kom bash 6yger HEBO3MOXEH.

MapameTpbl BbI30Ba, UCMNOSMb3yeMble AaHHLIMU UHCTPYMEHTaMU, NpuBeaeHbl B Tabnu-
ue [65]

Mpn BKMOYEHUM BNOKMPOBKN MHTEpPNpEeTaTopoB GroKMpyeTca HeCaHKUMOHMPOBAHHOE
ncnonb3oBaHWe MHTepnpeTaTopa 4518 BbINOMHEHUS Koda HanpsiMyto U3 KOMaHAHOW CTPOKU NN 13
HeMMeHoBaHHOro kaHana (pipe). lNMpn aToM cueHapun, HanUCaHHble A9 9TUX UHTEepPNPeTaTopos,
BbIMOSMHAOTCA B LUTATHOM pexume (y dhanna ckpunta npyv 3TOM AOMKHbI 6bITb BbICTaBMNeHbI Npasa
Ha BbIMNOSIHEHME).

BHUMAHMWE! BrokupoBKka 3arnycka UHTeprnpeTaTopoB JOSMKHA UCMONb30BaTbCH COBMECT-
HO C MHCTPYMEHTOM astra-nochmodx-lock, T.K. B NPOTMBHOM Crly4ae norib3oBaTesib MOXeT
caM co3aaTb CLEHapuin, Ha3Ha4YUTb eMy BUT UCNONHEHUNA 1 3anycTnTb, obonaa Takum obpasom
BGNOKNPOBKY MHTEPNPETATOPOB.

BnokMpoBka MHTEpNpeTaTtopoB He PacnpoOCTpPaHSAETCA Ha norb3oBaTternen u3 rpynnol
astra-admin.

N3meHeHne pexxuma 6rokMpoBKM BCTyNaeT B AeWCTBME HEMEANEHHO.

OnncaHne WHCTPYMEHTOB TnMpuBedeHO B man astra-interpreters-lock m
man astra-bash-lock.

YnpasneHne 6rokMpoOBKON MHTEPMNPETATOPOB TaKKE MOXET OCYLLECTBIATLCA C MOMOLLbIO

rpadpudeckon ytunutbl £ly-admin-smc.

16.4.7. BnoknpoBKa MaKpocoB

BrnokmpoBka ncnonHeHna MakpocoB B AokyMeHTax libreoffice ocywectensietca ¢ nomo-
b0 MHCTPYMEHTa KOMaHOHOW CTPOKN astra-macros-lock. [1py 3TOM 13 MeHO nporpamm
libreoffice yoansatoTcs cooTBeTCTBYOWME NMYHKTHI, @ hannbl, OTBeYarLme 3a paboTy MakpoCoB,
nepemMeLLarTca Unu genarTcs HedOCTYMHbIMU NOfb30BaTenNto.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHLIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

N3meHeHne pexxuma 6rnokMpoBKM BCTYNaeT B AeACTBME HEMEANEHHO.

OnucaHue MHCTPYMeHTa NpuMBeAEeHO B man astra-macros-lock.

YnpaBneHune 6roKMpOBKOW MCMONTHEHNSI MaKpPOCOB TakkKe MOXET OCyLLEeCTBNATbCA C MOMO-

LWbto rpacpudeckon ytunutbel £ly-admin-smc.
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16.4.8. bnoknpoBKa TpaccupoBKu ptrace

BrokMpoBka TpacCUpOBKN ptrace OCYLLECTBSETCS C NOMOLLBIO MHCTPYMEHTA KOMaHA-
HOW CTPOKN astra-ptrace-lock, KOTOPbIA YCTaHaBNMBAET MakCUMarbHble OrpaHUYeHNS Ha
ucnomnb3oBaHMe MexaHn3ama ptrace nytemMm 3agaHud napameTpy kernel . yama.ptrace_scope
3Ha4yeHua 3.

MapameTpbl BbI30BA, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

3HayeHne ycTaHaBnuBaeTCs cpasy Mpu BKIIHOYEHUN AAHHOMW OYHKLMK N COXPaHAETCS
nocne nepesarpysku.

PyHKLMA HE MOXET ObITb BbIKNOYeHa 6e3 nepesarpysku.

YnpasneHve 6rnoKNpoBKOM TPACCUPOBKN ptrace TakKe MOXET OCYLIECTBNATLCA C MOMO-
LWbto rpacpudeckon ytnunutel £ly-admin-smc.

[lononHuTenbHblIe BO3MOXXHOCTU MO OrpaHUYEHUI0 NPUMEHEHNSA TPACCMPOBKM NPOLIECCOB

OC obecneumnBatotca mogynem 6e30nacHOCTM yama B COOTBETCTBUU C

16.4.9. bBnokupoBka knaBuwm <SysRqg>

Bnokuposka knasuwm <SysRq> ocyLLeCTBNSETCA C NOMOLbIO MHCTPYMEHTa KOMaHAHOW
CTPOKM astra-sysrg-lock NyTeM M3MEHEeHUs1 3HavyeHus napameTpa kernel.sysrqg. 3Ha-
YyeHue coxpaHsieTcss B danne /etc/sysctl.d/999-astra.conf. [lpn 3aToM GrnokupyroTcs
YHKLMN CUCTEMBI, AOCTYMHbIE MPU HaXXaTuUKn knasuwmn <SysRqg>.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

Mo ymonuyaHuo gaHHas yHKumMa 6e30nacHOCTU BKIOYEHA, T.€. knaesuwa <SysRqg> He
paboTaer.

[ns ynpaBneHus 6noknpoBkon knaesuwm <SysRg> MoxeT HenocpeacTBEHHO NCMONb30-
BaTbCH UHCTPYMEHT sysctl:

1) Ansa BKMOYeHUA GNOKMPOBKM Knasuwmn <SysRqg> komaHaa:

sysctl -w kernel.sysrg=0

2) ans BblkntoveHnst 6noknposkn knaenwm <SysRq> komaHaa:

sysctl -w kernel.sysrg=1

3) Ons NPOBEPKU COCTOSIHUS UCMONb3yeTcsl KoMaHAaa:

cat /proc/sys/kernel/sysrqg

pe3ynbTaTt BbIMOMTHEHUS KOMaHAbI:

- 0 — 6nokmpoBka knaesuw SysRq BkntoveHa;
- 1 — 6nokmpoBka knaeuw SysRq BblkntoveHa.

YnpasneHune 6nokmpoBKon knasuwmn <SysRg> Takke MOXET OCYLLECTBIATHCA C MOMOLLBHO
rpadpudeckon yTunutbl £ly-admin-smc.

MpumevyaHune. [Ina ynpasneHnsa 6rnoknpoBkon knaesuwm <SysRq> pekomeHayeTca

NCrornb30BaTb MHCTPYMEHT astra-sysrg-lock unu rpaguyeckyto ytunuty fly-admin-smc.
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16.4.10. YnpaBneHue aBToMaTU4€CKUM BXOAOM

YnpasneHne aBToMmaTM4eCckuM BXOL4OM B rpacpnyeckyto cpeay OCyLLecTBnseTcs ¢ NnoMo-
Wbl UHCTPpYMEHTa astra-autologin-control.

MapameTpbl Bbi30Ba, WCMNOSMb3yeMble LaHHbIM WHCTPYMEHTOM, npuBeaeHbl B Tab-
nuue [65 Mpu wcnonb3oBaHWM Bbi3oBa enable TpebyeTcs AOMNOMHUTENbHBLIA NapameTp
<uMsi_TIOTIb30BAaTEJNsT>, OT UMEHU KOTOPOro ByaeT BhINONMHATLCS aBTOMaTUYECKUA BXOA B CUCTE-
MY rocre 3arpysku.

OnucaHue MHCTpYMeHTa NpuMBeAeHo B man astra-autologin-control.

16.4.11. bnokupoBKa 3anycka nporpamMm nosib3oBaTensaMm

YnpasrneHne GIOKMPOBKOW 3anycka nornb3oBartensmu nporpamm df, chattr, arp, ip
OCYLLIECTBIISIETCS C MOMOLLbIO MHCTPYMEHTA astra-commands-1lock. [JaHHble NporpaMmmMbl HEOO-
xogmmo 6rnokmpoBaTb Npu 06paboTke B 0gHON cucTeMe MHGOPMaLMK PasHbIX YPOBHEN KOHUOEH-
LUWanbHOCTU, T.K. C UX MOMOLLbIO MOXHO OpraHn3oBaThb CKPbITbIN KaHan nepegavv nHpopmaumm
MeXay YPOBHSAMM.

Mporpammbl  BrNOKMPYOTCA  NyTEM  BbICTABMEHWA Ha HWUX nNpaB  [ocTyna
750 (rwx r-x —---).

MapameTpbl BbI30BA, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

M3meHeHne pexnma 6roKMpoBKM BCTynaeT B 4ENCTBUE HEMEANEHHO.

OnucaHune MHCTpyMEHTa NpMBeLEHO B man astra-commands-lock.

YnpaBneHve 6rokMpoBKON 3anycka NporpamMmm nosib3oBaTensaMmn Takke MOXET OCyLLeCTB-

NATLCSA C NOMOLLbI rpadmyeckon yTunuTbl £ly-admin-smc.

16.4.12. 3anyck koHTenHepoB Docker Ha noHuxeHHOM ypoBHe MKL|

MHCTpymMeHT astra-docker-isolation npumeHsieTca gns nepesoga cnyxbwl Docker
C BbICOKOIMO YPOBHS LIENOCTHOCTU Ha BTOPOW YypPOBEHb LENIOCTHOCTU, ANS Yero B KaTarore
/etc/systemd pasmewaerca override-pann gns cnyx6wsl Docker.

[aHHbIN MHCTPYMEHT OOCTYNEH K ucnonb3oBaHuto, ecnv B OC ycTtaHoBeHa nporpaMmma
Docker.

MapameTpbl BbI30BA, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

M3meHeHus BCTynatT B cuny nocre nepesanycka cnyxosl Docker.

OnucaHune MHCTpyMeHTa NpMBeAeHO B man astra-docker-isolation.

16.4.13. YnpaBneHue ceTeBbIMU CryXb6amu

MHCTpyMEHT astra-ilevl-control npu ero BKIKOYEHUM NEPEBOAUT CETEBBLIE CITYXObI
apache?2, dovecot U exim4 C BbICOKOIO YPOBHS LENOCTHOCTU Ha NePBbIA YPOBEHb LIENTOCTHOCTM,
Ana yero B Katanore /etc/systemd pasmeLliaroTca override-pannsl nNA COOTBETCTBYHOLWMX

cnyx6.

4.7.3



211
PYCB.10152-02 97 01-1

MapameTpbl BbI30BA, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

Ecnu ykasaHHble crnyxbbl He OblnNn ycTaHOBNEHbl NPU BKIOYEHUM 3TOW OYHKLUUKU, TO
dyHKUMS ByaeT aBToOMaTUYECKN NPUMEHEHA K JaHHbIM cry>X6am npu nx yCTaHOBKe.

[ns n3ameHeHus ypoBHs LLIENOCTHOCTM paboTatowen cnyobl TpebyeTcsa ero nepesanyck.

OnucaHune MHCTpyMeHTa NpmBeaeHo B man astra-ilevl-control.

16.4.14. YnpaBneHue 3arpy3kon moaynsa siapa lkrg

MHCTpYyMeHT astra-lkrg-control ynpaBnser 3arpy3kon moayns agpa lkrg u Hactpau-
BaeT ero aBto3arpys3ky. Mogynb sigpa Ikrg obecneynBaeT obHapy>xeHMe HEKOTOPbIX YS3BMMOCTEN
W 3aWMTy NPOCTpaHCTBa NamMAaTK sapa OoT Moandukaumu.

MpumevaHue. Mogynb aapa lkrg paboTtaeT ¢ ucnonb3oBaHneM MmexaHnama kprobes,
npegHa3Ha4YeHHoro Ans otnagku u tpaccmposaHms aapa OC. OTOT MexaHM3M OTKIYEH B sape
hardened, B cBA3n ¢ aTM oyHKLMOHMPOBaHMe moayns |krg He nogaepxusaetcs B sape hardened.

MapameTpbl BbI30BA, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

Ecnn yctaHoBneH naket 1krg, TO NpU BKAKOYEHUM AaHHOW (OYHKUMKN cpasy 3arpyxaeTtcs
moaynb sapa Ikrg n HacTpamBaeTcsa ero aBTo3arpyska npuv 3arpyske cucteMbl (Ha atane 3arpysku
initrd).

Mpu BbIKNOYEHUN PYHKUMM MoayInb |Krg cpasy Bbirpyxaetca u3 aapa v ygansercsa us
aBTO3arpy3Kku.

OnucaHune MHCTpyMeHTa NpMBeAeHO B man astra-lkrg-control.

16.4.15. BnokMpoBKa Heucnonb3yeMbiX Moayren agpa

NHCTpyMEHT astra-modban-lock GNOKMPYET 3arpy3ky HEMCMNONb3yeMblX Mogynen sa-
pa. HencnonbayembiMn cHMTaOTCA T€ MOLYSIU, KOTOPble He 3arpyXeHbl B MOMEHT BKITHOYEHUS
astra-modban-lock.

MapameTpbl BbI30BA, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHsb! B Tabnuue [65]

M3meHeHne pexxuma 6roKMpoBKM BCTyNaeT B AEACTBME HEMEATNEHHO.

OnuncaHune MHCTPYMEHTa npmBeaeHo B man astra-modban-lock.

16.4.16. bnokupoBka aBToOMaTU4ecKoro KOHdUrypupoBaHus ceTeBbIX
noakKnyYeHun

MHCTPpYMEHT astra-noautonet-control GNOKMpPyeT aBTOMaTU4YECKOEe KOHUrypu-
poBaHME CeTEBbIX MNOAKMIOYEHUN nyTeM OnoknpoBkn paboTbl cnyx6 NetworkManager
(network-manager) U connman, a Takke BbIKNO4YaeT oToOOpaKeHne anemeHTa ynpaBreHus
CETEBbIMM MOAKMNIOYEHNSIMX B 00racTn yBe4OMIIEHMIA NAaHENN 3a4au.

MapameTpbl BbI30Ba, UCMOb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

M3meHeHne pexnma 6rnoKMpoBKM BCTynaeT B 4ENCTBUE HEMEANEHHO.

OnuncaHune MHCTpyMEHTa NpMBEAEHO B man astra-noautonet-control.
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16.4.16.1. OTKNIOYEeHUe OTOOpaKeHUsA MeHI0 3arpy3yumka

MHCTpYMEHT astra-nobootmenu-control OTKNIOYAET OTOBpaKeHNe MeHIO 3arpy3ymka
GRUB 2 npwu 3arpyake cuctembl. [NapameTpbl BbiI30Ba, UCNOSIb3yeMble JaHHbIM MHCTPYMEHTOM,
npvBeneHbl B Tabnuue [65

[ns npyumeHeHus n3aMeHeHun TpebyeTcs nepesarpyska.

OnuncaHne MHCTPYMeHTa NPMBEAEHO B man astra-nobootmenu-control.

16.4.17. OrpaHu4yeHue Ha chopmaTUpoBaHUE CbEMHbLIX HOCUTENneun

MHCTpPYMeHT astra-format-lock ycTaHaBNMBaET UM OTMEHSET HEOBXOAMMOCTb 3a-
npoca napons agMuHucTpatopa npm dopmaTMpoBaHNUM CbeMHbIX HOCUTENEeN nHpopmMauunu.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]
Mo ymonyaHuo naponb agMUHUCTpaTopa 3anpallnBaeTcs.

OnucaHune MHCTpyMEHTa NpmMBeAeHO B man astra-format-lock.

16.4.18. 3anpeT MOHTUPOBaHUA CbEeMHbIX HOCUTESNEN

MHCTpYyMeHT astra-mount-lock 3anpeLwaeT MOHTMPOBaHNE CbEMHbIX HOCUTENEN UH-
dhopmauuun nonb3oBaTensiM, BXogawmm B rpynny £1loppy, NPY 3TOM 3anpeT He pacnpocTpaHsaeTcs
Ha nosib3oBareneun n3 rpynnsl astra-admin.

MapameTpbl BbI30BA, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

M3meHeHue pexnma BCTynaeT B 4eNCTBUE HEMEANEHHO.

OnucaHune MHCTpyMeHTa NpMBEAEHO B man astra-mount-lock.

YnpaBeneHvne 3anpetoM Takke MOXET OCYLLECTBIATLCA C MOMOLLbIO rpadouyeckon yTUNuTbI

fly-admin-smc.

16.4.19. BknroyeHne Ha ¢pannoBon cucteme pexmma paboTbl «TONILKO YTeHUe»

MHCTpYMeHT astra-overlay BKAo4YaeT overlay (pexxmum paboTbl «TONbKO YTEHMEY) Ha
KopHeBon ®C.

MapameTpbl BbI30BA, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

Mocne BknoYeHNa pyHKUMK Be3onacHOCTU hakTudeckoe cogepxmmoe kKopHeson OC
MOHTUpYeTcAa B overlay ogHoBpemeHHO ¢ PC, xpaHsdwenca B namsatn. MlameHeHus cannos
COXpaHsTCA TONbKO B namaTtn, a PC Ha HocuTene octaetcs 6e3 nameHeHmi. lNocne nepesarpysku
BCE M3MEHEHUS TEPSAIOTCS, U CUCTEMA KaXabI pa3 3arpyaeTtcs B UICXOOHOM COCTOSAHUN.

HaHHaa yHKUMS MOXET NPUMEHATLCS B TeX CrydasiX, Korga HOCcuTernb, Ha KOTOPOM
pacnonoxeHa kopHeBast PC, annapaTHO 3allumLLEeH OT 3anucu nMbo HeobxoanumMo NPOrpaMMHO
3aWUTUTb €ro OT UBMEHEHUN.

dyHKumMoHan overlay He kacaeTcs (pannoBbIX CUCTEM, XPaHALUMXCS Ha OTAENbHbIX pasae-
nax, OTNIMYHbLIX OT KOPHEBOro. Hanpumep, ecnu katanor /home XpaHUTCS Ha OTAENbHOM pasaerne

Unn Hocutene, BHOCMMbIE B HEFO U3MeHeHMs1 ByoyT COXpaHATLCA Nocne nepesarpy3ku.

4.7.3



213
PYCB.10152-02 97 01-1

[ns npyumeHeHus namMeHeHun TpebyeTcs nepesarpyska.
OnucaHue MHCTpyMeHTa NpMBedeHO B man astra-overlay.
YnpaBneHne pexxMMoM Takke MOXET OCYLLEeCTBNATLCS C MOMOLLbIO rpadouyeckon yTUnuTbl

fly-admin-smc.

16.4.20. BnoknpoBKa BbIKITHOYEHUSA KOMMbIOTEpPa Nonb3oBaTesiiMm

MHCTpyMeHT astra-shutdown-lock BrokupyeT BbIKMOYEHNE KOMMbIOTEPA NOMb30Ba-
Tensimu. MapamMeTpbl BbI30Ba, UCMONb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeAeHbI B Tabnuue [65]

Mpwn BKNOYEeHUM aaHHOW PYHKUMK aobaBnsaeTca nonmtuka policykit, KoTopasa 3anpe-
LLIaeT BbIKNIOYEHNEe KoMnbloTepa 6e3 BBOAA Napons agMuHucTpatopa. Takke npu BKITHOYEHUN
WMHCTpPYMeHTa BnokMpyeTcs BO3MOXHOCTb nepesarpy3kn KoMnboTepa NyTeM Haxatus KomobuHauum
knasuw <Ctri+Alt+Delete>.

M3meHeHune pexxmuma 6rnokMpoBKM BCTyNaeT B AEACTBME HEMEANEHHO.

OnuncaHne MHCTpyMeHTa NpuBeaeHO B man astra-shutdown-lock.

YnpasneHne 6noKMPOBKON BbIKIMIOYEHUS KOMMbIOTEPA MOSb30BaTENSAMU TakkKe MOXeT

OCYLLECTBIATLCA C NOMOLLbIO rpadudeckon ytunutbel £ly-admin-smc.

16.4.21. YnpaBneHue BBoAOM naponsa ans sudo

MHCTpYMEHT astra-sudo-control BKYAET U BbIKIHOYAET TpeboBaHne BBOAA Napons
npu UCNonb3oBaHUN MexaHu3ma sudo. [lapameTpbl BbI30Ba, NCNOMb3yeMble JaHHBIM MHCTPYMEH-
TOM, NpvBeaeHbl B Tabnuue (65

M3meHeHne pexurma BCTynaeT B 4ENCTBME HEMEOTEHHO.

OnuncaHne MHCTpyMeHTa NpuBeaeHO B man astra-sudo-control.

YnpaBneHne pexxmuMoM Takke MOXET OCYLLECTBIIATLCA C MOMOLLIO rpau4ecKon yTunnTbl

fly-admin-smc.

16.4.22. BnoknpoBKa UCNonNb30BaHUSA YTUITUTbI sumac

MHCTpPYMEHT astra-sumac-1lock 6rnokupyet paboty ytmnuT sumac u fly-sumac. [la-
pamMeTpbl BbI30BA, UCMOMNb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeAeHbI B Tabnuue [65]

Ecnu paHHas 6nokupoBka BKIlOYEHA, TO BCE MOMb30BaTeNM, AaxXe Y KOTOpPbIX €CTb NpUBK-
nernss PARSEC_CAP_SUMAC, He CMOryT UCMNofb30oBaTb KOMaHady sumac. [Ana aToro ycraHaBnuea-
toTCcA npaea goctyna 000 Ha ncnonHaeMbli pann sumac M 6UGNMOTeKy libsumacrunner. so.

M3meHeHne pexnma 6rnoKMpoBKM BCTynaeT B 4ENCTBUE HEMEANEHHO.

OnucaHune MHCTpyMEHTa NpMBEAEHO B man astra-sumac-lock

YnpaeneHne GnMOKMPOBKON TakkKe MOXET OCYLLECTBIATLCA C MOMOLLbI rpadnveckomn

yTunuTbl £ly-admin-smc.
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16.4.23. YnpaBneHue mMexceTeBbIM 3KpaHoOM ufw

MHCTpYMEHT astra-ufw-control BKMNOYAET N BbIKNKOYaeT MeXceTeBon akpaH ufw.
MapameTpbl BbI30BA, UCMOMNb3yeMble AaHHbIM UHCTPYMEHTOM, NpuUBEAEHbI B Tabnuue [65]

Ecnu npu BKMOYEHUN MEXCETEBOrO 3KpaHa ufw BKMOYEH OpPYyron MEXCETEBOM 3KpaH
(firewalld), To ufw He BygeT BKIHOYEH.

M3meHeHne pexnma BCTynaeT B 4eNCTBUE HEMEASEHHO.

OnucaHune MHCTpyMeHTa NpmBeeHO B man astra-ufw-control.

YnpaBneHne MexceteBblM 3KpaHOM ufw Takke MOXEeT OCyLLeCTBNATbCA C MOMOLLbHO

rpadgoumyeckon yTunuTbl £ly-admin-smc.

16.4.24. MNepekntovyeHne peXXMMOB 3aLLULLEHHOCTH

MHCTpyMeHT astra-modeswitch NO3BONSET NepekntodaTb YpoBHM 3awmuieHHoctn OC
N oTobpakaeT TEKYLLNN ypOBEHb. YPOBEHDb 3aLLMLLIEHHOCTU ONpeaensieT nepedeHb A0CTYMHbIX
Ans ucnonb3oBaHns yHkumi 6esonacHocTn. B OC peanun3oBaHbl crnegyowime ypoBHM 3aLlULLEH-
HOCTW:

- «basoBbIny;

- «YCUINEeHHbINY;

- «MakcmanbHbIny.

@OyHKUMM Be30NacHOCTU YPOBHS 3aLUULLEHHOCTM «Bba3oBbIN» AOCTYMHbI HA BCEX YPOBHSAX
3aLLUMLLIEHHOCTW.

BHUMAHUE! Ecnn Ha akcnnyatupyemon cucteme 6onee He Tpebyetcss obpaboTtka
MHOpPMaLMN OrpaHNYEHHOro AOCTyNna, TO nepeBos Ha bonee HU3KNN YPOBEHb 3aLlULLEHHOCTU
pekomMmeHayeTcs genatb Tofbko nytem nepeycrtaHoBku OC.

MepekntoveHme ypoBHS 3aLMLLEHHOCTM AenaeT 4OCTYNHbIMW/HE AOCTYMHbIMU ANS BKIOYe-
HUSA PYHKUMM 6GEe30MacHOCTN COOTBETCTBYHOLLENO YPOBHSA 3alumLeHHOCTU. COOTBETCTBUE YPOBHEN

3aLUMLLEHHOCTM U AOCTYMHbIX (hyHKUMIA BesonacHocTu npuseaeHo B Tabnuue [66]

Tabnuuya 66
YpoBeHb 3aLlMLLIEHHOCTH
®yHKuMA GesonacHoCTy - - -
«BbaszoBbIn» «YCuneHHbINy «MakcumarnbHbINy
3amMKHyTasi nporpaMmmHas cpeaa He goctynHa | JocTynHa HoctynHa
Ouunctka ocBobOXOaemMon BHELLHEN NaMATH He poctynHa | JdocTynHa HoctynHa
MaHaaTHbIN KOHTPOSb LIENOCTHOCTU He poctynHa | [octynHa HoctynHa
MaHngaTtHoe ynpaBneHue goCTynom He poctynHa | He goctynHa HoctynHa

BHUMAHUE! ®yHkumm 6e30MacHOCTN, HEAOCTYMNHbIE Ha TEKYLLEM YPOBHE 3aLLULLEHHO-
CTW, HE MOTYT ObITb BKITHOYEHBI.

BHUMAHMUE! [locne nepeknoyeHns: ypOBHSA 3alLMULLEHHOCTU:
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- ecnu pyHKUMs 6e30NacHOCTM He OOCTYMNHa Ha JaHHOM YPOBHE 3alLMLLEHHOCTU, TO OHa
aBTOMaTMYECKM OTKIOYaeTCs;

- ecnn oyHKUMs 6e30NacHOCTU AOCTYMNHa Ha aHHOM YPOBHE 3aLUULLEHHOCTHU, TO €€ COCTO-
SIHNE HE MEHSIETCS, HO OHA MOXET ObITb BKMOYEHA C UCMONb30BaHWEM COOTBETCTBYHOLLMX
NHCTPYMEHTOB.

[ns BKNOYeHUs AONONMHUTENbHbIX (PYHKLMA BE30MacHOCTN UCMNOSb3YTCS crieaytowme

MHCTPYMEHTbI:

1) «3amkHyTas nporpaMmHas cpefga» — yrnpaBrieHue OCYLLECTBSETCA C NOMOLLbIO UH-
CTpyMeHTa astra-digsig-control, onncaHHoro B[16.4.26}

2) «Oumnctka ocBobOXOaeMon BHELWHeW namATu» — BKNOYaeT B ceba aABe (PyHK-
uun 6esonacHocTu: 6e3onacHoe yaarneHve ansioB M OYUCTKa pasfdenoB nogkayku.
YnpasrneHue ocyLecTBNAeTCs C NOMOLLbIO MHCTPYMEHTOB astra-secdel-control
N astra-swapwiper-control, onucaHHbix B[16.4.27|1 [16.4.28 coOTBETCTBEHHO;

3) «MaHpaTHbIN KOHTPOJIb LUENMOCTHOCTU» — yrnpaBlieHne oCyLllecTBndaeTcAa ¢ NnoMoLlbio

MHCTPyMeHTa astra-mic-control, onucaHHoro B[16.4.25]
4) «MaHpgaTHOe ynpaBneHue goCTynoM» — yrpaBrieHNne OCYyLECTBNAETCS C MOMOLLbLO
WHCTPYMeHTa astra-mac-control, onucaHHoro B[16.4.29]
OnuncaHve yHKUMI Be3onacHOCTU, AOCTYMNHbLIX ANS KaX40ro U3 YpoBHEN 3aLUULLEHHOCTH,

npuseaeHo Takke B PYCB.10152-02 95 01-1.

C WHCTPYMeHTOM astra-modeswitch BO3MOXHO MCMOMb30BaTb TOMbKO MapameTpbl,

npvBeneHHble B Tabnuue [67]

Tad6bnuua 67

MapameTp OnuncaHue

BbIBECTM CNUCOK OOCTYMNHbLIX YPOBHEN 3aLLMLLEHHOCTU. B BbIBOAE KOMaHAbI:
0 base(orel) — 0a30BLIN YPOBEHb 3ALLMLLEHHOCTY;

1 advanced (voronezh) — YCUNEHHbIN YPOBEHbL 3aLLMLLEHHOCTH;

2 maximum(smolensk) — MakCMMarnbHbIW YPOBEHb 3aALLMLLEHHOCTMW.

get BbiBECTM TEKYLLMI YPOBEHD 3aLLMLLEHHOCTU B YNCITOBOM NpeacTaBneHnmn
getname BbiBECTM TEKYLLMI YPOBEHDb 3aLLMLLEHHOCTU B TEKCTOBOM MPELCTaBEHUN
set m YCTaHOBUTbL YPOBEHb 3aLUMLLEHHOCTU, 3a4aHHbIN NnapameTpoM m. B kayecTBe na-

pameTpa m UCMoNb3yeTCst YUCIIOBOE UMM TEKCTOBOE NpeACTaBlieHne YPOBHS 3aLly-
LLLEEHHOCTHU

CmeHa ypoBHS 3alUULLEHHOCTM ocyLlecTBnsaeTcs nocne nepesarpysku OC.
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16.4.25. YnpaBneHue MaHAATHbIM KOHTPONEM LeNIoCTHOCTU

NHCTpyMeHT astra-mic-control BknioyaeT u BbikntodaeT MKL, onncanHbin B[4.9] a
Takke U3MEHSIET 3HAa4YEHNEe MaKCUMasibHOro ypOBHS LefIOCTHOCTU cucTeMsbl. YnpasneHne MKL|
OCYLLECTBIISAETCA NYTEM M3MEHEHNSA 3HAYEHNS NapaMeTpa aApa parsec.max_ilev.

MapameTpbl Bbl30oBa, UCMOSMb3yeMble OaHHbIM MHCTPYMEHTOM, NpUBEAEHbl B Tabnu-
ue [65 Mpwu ncnonb3oBaHun BbI3oBa enable BO3MOXHO yka3aTb HeobsizaTenbHbI napaMeTp
-i <ypoBeHb>, 3aal0LM 3HAYEHNE MaKCMMArIbHOIO YPOBHS LIENOCTHOCTU (MOCHe YCTaHOBKM
OC makcmMmarnbHbIN YPOBEHb LIENTOCTHOCTM paBeH 63).

Mocne BbikntovyeHns MKL, 1 nepesarpy3ku LenocTHOCTb Ha 06bekTax hannoBon CUCTEMBI
cbpacblBaeTCAa Ha HyrneBble 3HAYEeHUS.

Mocne skntodeHns MKLL 1 nepesarpysku Ha o6bekTax hansioBon CUCTEMbI BOCCTaHaBIU-
BalOTCSA MNPUHATHLIE NO YMOMYaHNIO 3HAYEHUS LLIENOCTHOCTU (BbICOKUIN YPOBEHb LIENOCTHOCTU Ha
KaTanorax /dev, /proc, /run, /sys).

[ns npyumeHeHus nsameHeHun TpebyeTcs nepesarpyska.

OnucaHune MHCTpyMeHTa NpMBEAEHO B man astra-mic-control.

16.4.26. YnpaBneHue peXxMumMoM 3aMKHYTOW NpoOrpaMMHON cpeabl

MHCTpyMeHT astra-digsig-control NO3BOMSET BKNHOYATL U BbikNoYaTb pexum 3[1C
B UcnonHsiemblx ¢pannax n3 komaHgHom ctpoku. Onucaxme pexuma 3I1C npueegeHo B|(16.1]

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

M3meHeHne pexnma BCTynaeT B 4ENCTBME Nocne nepesarpysku.

OnuncaHne MHCTpPYMeHTa NpMBEAeHo B man astra-digsig-control.

16.4.27. YnpaBneHue 6e3onacHbIM yaaneHuem dannoBs

MHCTPpYMEHT astra-secdel-control BKMOYAET M BbIKIOYAET MeEXaHM3M 6e30nacHoro
yaanenus davinos B cootseTcTBuM ¢ [8.1| Ha pasgenax ¢ dpannoseiMm cuctemamu ext2, ext3, ext,
xfs, ykasaHHbIX B /etc/fstab.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHLIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

Mpwn BKNOYEHUM pexnma Be3onacHoro yaaneHnsa gannos BkoyaeTcs pexnm secdel 6e3
napameTpoB B cooTBeTcTBMM C [8.1]

M3meHeHne pexnma paboTbl BCTyNnaeT B 4eCTBME NOCcre cneayrwero MOHTMpoBaHNA
®C (B T.4. nocne nepesarpyskun OC).

OnucaHune MHCTpyMEHTa NpMBeAeHO B man astra-secdel-control.

YnpaBneHne pexMMoM TakKe MOXET OCYLLEeCTBNATLCS C MOMOLLbIO rpadouyeckon yTUNuTbI

fly-admin-smc.
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16.4.28. YnpaBneHne O4YMCTKOM pa3fenioB NogKayvku

MHCTPYMEHT astra-swapwiper-control KOHTPONMPYET OMUCTKY pa3fesioB NOAKaYKm
npw 3aBepLueHn pabotbl OC B cooTBeTcTBUM C[8.1]

MapameTpbl BbI30Ba, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

[Mpn ncnonb3oBaHN KOMaHAbI-NepeknyaTerns BHOCATCA U3MEHEHUs! B KOH(pUrypauuoH-
HbIn pann /etc/parsec/swap_wiper.conf.

MameHeHne pexuma BCTynaeT B JeNCTBME HEMETIEHHO.

OnucaHue MHCTPYMeHTa NpMBEAEHO B man astra-swapwiper-control.

YnpaeneHne GrOKMPOBKOM TakkKe MOXET OCYLLEeCTBASATbCA C NOMOLLbI rpadynyeckon

yTunuThl £ly-admin-smc.

16.4.29. YnpaBneHue peXXMMoM MaHAOATHOro yrpaBrneHusa 4OCTYNOM

MHCTPYMEHT astra-mac-control BKMKOYAET M BbIKNKOYAET PEXUM MaHAATHOro ynpas-
neHwst 4ocTynom B cooTBeTcTBUM C 4.8 n3ameHsas 3HayeHne napameTpa parsec.mac KOMaHAHOWM
CTPOKM aapa.

[ns npyumeHeHus nameHeHun Tpedyetcs nepesarpyska OC.

Mpw BbIKNOYEHNUN MAHOATHOIO yNpaBieHNs 4OCTYNOM UHCTPYMEHT OTKOYaeT BO3MOX-
HOCTb paboTbl NPOrpamMm Ha HEHYNEBOM YPOBHE KOH(pMAEHLNANBHOCTMW.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

BHUMAHMUE! OTkntoyeHne BO3MOXHOCTM paboTbl NporpamMm Ha HEHYNEBOM YPOBHE KOH-
duraeHUManbHOCTM OrpaHnYmMBaeT OOCTYN K hainoBbiM 0O0bEKTAM, MMEIOLLMM HEHYIEBYHO METKY
KOHmaeHumanbHoCcTU. [JOCTyn K Takum oObekTaM MOXET ObITb MNONy4YeH agMUHUCTPATOPOM (ecnu
B OC BkrntoyeH pexum MKL, To agMMHUCTpaATOpOM Ha BbICOKOM YPOBHE LenocTHOCTH). [locTyn K
TakMm OobbeKkTam Takke MOXET ObITb NOSTyYEH MPU HANNYNUN HEKOHTPONTMPYEMOTO OM3NYECKOIO
AOCTyna K KOMNbIOTEPY U BO3MOXHOCTM UCNONb30BaTb HAa HEM HelTaTHble cpeacTea. Heobxogumo
NPUHATL JONOSMHUTENbHbIE MEpPbI MO 3alnTe NHPOPMaLIMN OrpaHUYEeHHOro 4OCTyna.

OnuncaHune MHCTPYMEHTa npmBeaeHo B man astra-mac-control.

16.4.30. YnpaBneHue AstraMode n MacEnable

MHCTpyMeHT astra-mode-apps BKMOYaET U BbikMovaeT pexum AstraMode cepBepa
Apache2, a Takke ynpasnsieT COCTOSiHUEM napameTpa MacEnable cepBepa neyatn CUPS.

MapameTpbl BbI30Ba, UCMOSb3yeMble MHCTPYMEHTOM astra-mode-apps, NPUBEAEHbI B
Tabnuue [65]

Mpn ncnonb3oBaHMN KOMaHAbI-NEPEKIYaTenst BHOCATCA U3MEHEHUSI B KOHUIypaunoH-
Hble pannbl /etc/apache2/apache2.conf U /etc/cups/cupsd. conf, UBMEHAS 3HAYEHUS
napameTpoB AstraMode N MacEnable COOTBETCTBEHHO.

[ns npyumeHeHus nameHeHun TpebyeTtcs nepesanyck cnyxo.
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OnucaHune MHCTpyMEHTa NpMBEAEHO B man astra-mode-apps.
BknioveHue n BoiknoyveHne pexuma AstraMode v ynpaBneHve napameTpoMm MacEnable
Takke MOXHO OCYLLECTBMATb C NOMOLLbIO rpaduyeckon yTunntbl £ly-admin-smc (CM. 3nek-

TPOHHYIO CMpaBKYy).
16.5. Moaynb 6e3onacHocTn yama

Mopgynb 6e30nacHOCTM yama orpaHM4YMBaEeT BO3MOXXHOCTU UCMONb30BaHMSA MEXaHn3Ma
ptrace Ans otnagku (tTpaccuposku) npoueccos OC.
[ns akTMBaumm oTnagkm NpoLeccoB UCMNONb3YETCS CUCTEMHbLIN BbI3OB ptrace:
- ONSA Ha3Ha4vyeHus1 poANTENBLCKOro npouecca oTnagyYnMkoM TEKYLLEro npouecca:
ptrace (PTRACE_TRACEME, 0, NULL, NULL)
- ONS Ha3Ha4YeHus TEKyLLLero npouecca oTnagyMkoM npouecca ¢ MaeHTudurKkaTopom pid:
ptrace (PTRACE_ATTACH, pid, NULL, NULL)
Mopgynb yama nogaepKuBaeT YeTbipe pexunma paboThbi:
1) 0 — oTnaaka BCex NMpOLEeCcCOoB, 3anyLEeHHbIX OT MIMEHM TEeKYLLEero nonb3oBaTens;
2) 1 — oTnagka TosfbKO AOYEPHUX MPOLECCOB, 3a UCKINKYEHMEM CIyYaeB SIBHOMO yKa-
3aHMA TEKYLUMM MpoLeccoM BO3MOXHOIO npouecca-oTnagymnka Yyepes Bbi3oB prctl ¢
napameTpom PR_SET PTRACER, 3aaaB pid npouecca-otnagyvka (korga nobble npouec-
Cbl, CBSI3aHHbIE C KOHKPETHOMN CNY>X001, AOMKHbI OTNAXMBATbCS CneumanbHO BblAeNeHHbIM
AN 3TOro NpoLeccom) unu napameTp PR_SET_PTRACER_ANY (4ns paspeLueHus nobomy
npoueccy OTnaxmnBaTb TEKYLLMIA NPOLECC), HaNpumep:
prctl (PR_SET_PTRACER, PR_SET PTRACER_ANY, 0, 0, 0)
B cnyyan ncnonb3oBaHus PTRACE _TRACEME OOMNOSTHUTENbHbLIX OFPaHNYEHUIN He HaKna-
OblBaeTCs, ANl BO3MOXHOCTU BbINOMIHEHNS PTRACE_ATTACH HeobxoaumMo Hanuuue y
npouecca-oTnagymka npmeunernn CAP_SYS PTRACE;
3) 2 — BO3MOXHa oTnagka nobbiX NPOLECCOB C UCMONb3oBaHNEM PTRACE TRACEME
unu PTRACE_ATTACH, HO TOSMbKO MPX Hanuumm y npouecca-otnagynka npusunermm
CAP_SYS PTRACE;
4) 3 — oTnagka NpoLeccoB C UCMNOMb30BaHNEM ptrace 3anpeLyeHa.
Y3HaTb pexuMm, B KOTOPOM paboTaeT MOoAyrb yama B TEKYLLUA MOMEHT, MOXXHO C MOMOLLbIO
KOMaHAbl:
sysctl kernel.yama.ptrace_ scope
nnbo npountas hann /proc/sys/kernel/yama/ptrace_scope:
cat /proc/sys/kernel/yama/ptrace_scope
[Onsa n3ameHeHnsa pexuma paboTbl MOAyns yama MOXHO MCMNOSib30BaTb MHCTPYMEHT
sysctl, ykasaB onsi napametpa kernel . yama.ptrace_scope 3Ha4yeHne Tpebyemoro pexuma
pa6oTbl (0T 0 Ao 3):
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sysctl kernel.yama.ptrace_ scope=2
nnbo OTKOPPEKTUPOBAB COOTBETCTBYHOLLNM obpasom dann
/proc/sys/kernel/yama/ptrace_scope:
echo 2 > /proc/sys/kernel/yama/ptrace_scope

BHUMAHMUE! 3agaHHbIn pexxum paboTbl MOAYNs yama CoxXpaHsieTcs TONbKOo 40 nepesa-
rpy3kn OC (BblkntoveHus komnbtotepa). Mpu 3anycke OC moaynb yama Bcerga Oyaer 3arpyxarbcs
B pexume paboTbl 1.

[nsa nameHeHns pexxuma paboTbl Modyns yama nonb3oBaTenb AOMKeH obnagate npusu-
nerven CAP_SYS PTRACE.

Mocne nepeBofa moaynsa yama B pexum paboTtbl 3 (MOMHbIA 3anpeT TpacCUpOBKM MPOo-

LileccoB), OarnbHelllee U3MEHEHME PEXMMOB PaboTbl MOXET ObiTb BbINOMHEHO TOMLKO Mocre

nepesarpy3sku OC.
16.6. Moaynb 6e3onacHocTtu lockdown

Mopaynb 6e3onacHocTu lockdown ycTaHaBnuBaeT An8 NPUBMUIErMpPOBaHHOIO Nonb3oBaTens
3anpeT Ha npoueaypbl NoNy4YeHnss 4OCTyNa U BbINONHEHNSA Koda Ha ypoBHe sapa OC, koTopble B
LUTATHOM PEXMME OH MOXET OCYLLECTBUTb, HAaNpMMep, ¢ NoMoLbto noagmeHsbl sapa OC (ncnonb3ys
CUCTEMHBbIV BbI30B kexec) Unn vyepes /dev/kmem, yntasn/3anucoisas AaHHbIe B NamMATh.
Mogynb lockdown nogaepXxuBaeT ABa pexuma paboTbl:
1) pexum obecnedeHuns uenoctHocTn agpa OC (pexum integrity), BKNOYaOLWNA
crneayoLmne orpaHnYeHuns:
a) LOCKDOWN_KEXEC — 3anpeT BbINOSIHEHMUSI CUCTEMHOrO BbI30Ba kexec (), obec-
neymBatoLlero nogmeHy Tekyuwiero agpa OC;
6) LOCKDOWN_HIBERNATION — 3anpet rubepHaummn, npeaoTBpaLlatoLLmin BO3MOX-
HocTb noameHbl sapa OC npu Bbixoge 13 Hee;
B) LOCKDOWN_MODULE_SIGNATURE — BK/HOYEHME MPOBEPKM MoANUCcen Moaynen
agpa OC;
r) LOCKDOWN_DEV_MEM — 3anpeT 4YTeHna u 3anucu B /dev/mem, /dev/kmem,
/dev/port;
A) LOCKDOWN_PCI_ACCESS — 6rnokvMpoBka 060pyaoBaHns, KOTOPOe NOoTeHUnanbHo
MOXET reHepmpoBaTb nNpamyto agpecaumto namatn (DMA);
e) LOCKDOWN_IOPORT — GnokupoBka ioctl-Bbi3biBOB (ioctl console) KDADDIO,
KDDELIO, KDENABIO 1 KDDISABIO A1 TEPMUHANOB U BUPTYanbHbIX KOHCOMEW;
) LOCKDOWN_EFI_TEST — 3anpeT uTeHunsa /dev/efi_test;
3) LOCKDOWN_ACPI_TABLES — orpaHudeHue goctyna Kk nHtepdernicam ACPI,
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2) pexunm obecneyeHne KOHPUOEHUNANBHOCTU HEKOTOPLIX KoMNoHeHToB sigpa OC (pe-

XXMM confidentiality), BKMOYAKOLWNIN BCE OrpaHNYeHNd pexnma integrity, a Tak-

xe:

a) LOCKDOWN_KCORE — 3anper 4YteHus /proc/kcore;

6) LOCKDOWN_KPROBES — OrpaHuyeHue gOcTyna K OTNnagoyHOMy pexmMmy kprobes;
B) LOCKDOWN_BPF_READ — OrpaHuyeHue JocTyrna K MexaHu3my ounstpaunm nake-
ToB BPF;

r) LOCKDOWN_TRACEFS — orpaHudeHue goctyna Kk dC tracefs.

CoctosiHne moayns lockdown 3agaetca B chavine /sys/kernel/security/lockdown,
KOTOpPbI MO YMOMYaHUIO UMEET creayoLwmnin Bua:

[none] integrity confidentiality

B naHHOM cpanne npusefeHbl BO3MOXHble COCTOAHUA Moayns lockdown, a ero Tekyliee
cocTosiHMe oTobpaxkaeTcsl B kBaapaTHbIX CKOBKax ([none] — MOAYNb OTKIIOYEH).

Mocne 3arpy3kn OC mogynb lockdown No yMOnYaHMo OTKAOYEH.

AKkTuBMpoBatb Moayrnb lockdown B HYXHOM pexume paboTbl MOXHO B Mpo-
uecce dyHkunoHmpoBaHus OC nyTem 3anucu COOTBETCTBYKOLLENO pexuma B hann
/sys/kernel/security/lockdown KOMaHOowm:
sudo echo <pexum momynsa> > /sys/kernel/security/lockdown
roe <pexum _mMomnyrns> — integrity (4Ns akTuBaumm pexuma integrity) wnu
confidentiality (ansa aktmBauum pexmnma confidentiality), Npu 3TOM:

- ecnu moaynb Obln OTKNKYEH, TO BO3MOXHO aKTUBMPOBATb NHOOON pexum;

- ecnu moaynb pabotan B pexmme integrity, TO BO3MOXHO TOMbKO aKTUBMPOBATb

pexum confidentiality;

- ecnun moaynb pabotan B pexume confidentiality, TO UIBMEHUTb PEXUM UMW OTKIIO-

YUTb MOAYNb HEBO3MOXHO.

N3meHeHus B pexume pabotbl moaynsa lockdown coxpaHsitotes ao nepesarpysku OC.
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17. YCNOBUA SKCINYATALUUU OC

B uensax sawmTbl MHOPMaLUKN OT HECAHKLMOHMPOBaAHHOIO AOCTYyNa, BKINoyas obecnede-
HMe KOHPUAEHLMANBHOCTM, LENOCTHOCTN, AOCTYNHOCTU MHAOPMALMN U YCTONYMBOTO (DYHKLIN-
OHNPOBaHMSA MHPOPMALMOHHBLIX CUCTEM, HEOBX0AMMO obecneunTb ycnosus akcnnyataumm OC

cornacHo A7 HT17.4l
17.1. O6ecnevyeHue 6e3onacHocTu cpeabl (PyHKLMOHNPOBAHUSA

B uensx obecneyeHunsa 6esonacHocTn cpenbl pyHKUMoHnpoBaHna OC Ha oGbekTax MH-
dhopmaTn3aumm OOMKHbI ObITb BbIMNOMHEHbI crneayowme TpeboBaHuS:
1) CBT, npegHasHa4YeHHoe ans yCTaHOBKN U byHKUnoHMpoBaHmsa OC, AOMKHO COOTBET-
cTBOBaTb TpeboBaHMAM, ykazaHHbIM B pa3gerne 2 gokymenTta PYCB.10152-02 31 01;
2) Ona co3fgaHvs 3alUMLLEHHON cpeabl BUpTyanu3aunm nagenuve OoSMKHO NPUMEHATb-
Csl COBMECTHO C annapaTtHbiM obecneyeHrMeM, NOAAEpPXKMBAKOLLMM COOTBETCTBYIOLLNE
TexHonornn EL2/HVC, B Tom uncne npn Heo6xoanmMocTn npeaoctaBneHnst 4ocTyna Bup-
TyanbHbIM MalUMHaM K (oM3NYECKNM YCTPOUCTBAM;
3) ycTaHoBKa, ynpasneHune u koHgurypmposaHne OC gomkHbI NPOBOAUTLCS B COOTBET-
CTBUW C 3KCrnnyaTaunMoHHOM LOKYMEHTaumen;
4) pomkHa bbITb obecneyeHa 3awmTa OT OCYLLECTBEHUS AENCTBUIN, HanpaBeHHbIX Ha
HapyLieHune cdumsndeckon LenoctHoctn CBT, Ha koTopom dyHKumoHnpyeT OC;
5) pomkHa O6bITb obecnevyeHa goBepeHHas 3arpys3ka OC. [JoBepeHHyto 3arpy3ky OC
peKOMeHOyeTCH BbINOMHATbL C MOMOLLbIO CepTUULMPOBAHHBIX CPEeaCcTB LJOBEPEHHOM 3a-
rpy3Kku Unu annapaTtHO-NporpaMMHbIX MOAYIen JOBEPEHHOWN 3arpy3ku. [pu TeXHMYecKomn
HEBO3MOXHOCTU UIN HeLenecoobpasHOCTM UCMONb30BaHUSA TakMX CPeaCcTB AOSMKHbI ObiTh
NPUHATBI OpraHM3aUNOHHO-TEXHUYECKME Mepbl, NpeaoTBpaLlaoLme BO3MOXHOCTb [O-
cTyna nonb3oBaTtens K pecypcam CBT B 06xog mexaHnamoB 3awmTbl OC (aomkHa bbITb
NCKMNIOYEHa BO3MOXHOCTb 3arpy3ku ansrepHaTMBHOW onepaumoHHON cuctembl Ha CBT, a
Takke mogudukaums mogynen sarpyxaemon OC);
6) Npv Mcnonb3oBaHWM CETEBOrO B3anMOAENCTBUS Heobxoaumo obecneunTb JOBEPEHHbIN
KaHan nepegaydn nHgopmaummn mexay CBT, Ha koTopbix ycTaHoBrneHa OC (Hanpumep,
KOHTPOSb HECaHKLMOHUPOBaHHOro noakntoyenus K JIBC B npegenax KoHTponupyemom
30HbI, 3allMLLEHHasa Nnepedaya ceTeBoro Tpaduka 3a npegenamm KOHTPONIMPYEMOW 30HbI);
7) OOMKHbI ObITb OnNpeaeneHbl nvua, oTBeYarowmne 3a aKkcnnyaTtaumo n 6e3o0nacHoCTb
OC, koTopbIiM ByayT npegocTaBneHbl agMMHUCTpaTuBHbIe noriHoMmoums B OC. [JaHHble
nvua He AOMKHbI CYNTaTbCS HapyLmTenem B Mogenun yrpos 6esonacHoCcT nHgopmauuu;
8) nuua, oTBeTCcTBEHHbIE 3a 3kcnnyaTaumto OC, gomkHbl 06ecnevnTb, YToObl ayTeHTUdu-

KaLMOHHasa MHopMauna ansa Kaxaon yvyetHom 3anucu nonb3osatens OC cogepxanach B

4.7.3



222
PYCB.10152-02 97 01-1

TarnHe n Obina HeOoCTynHa nnuam, He ynoriHoMO4YeHHbIM MUCNOoJib30BaTb AaHHYIKO YYETHYIO

3anucob.
17.2. Yka3aHus no akcnnyatauum OC

17.2.1. MNepea Havanom akcnnyataumm OC agMuHucTpaTop 6e3onacHoOCTN JormkeH obec-
neYnTb cnegyloLlme ycnoBus:
1) B cnyyae paspelleHus MHTePaKTUBHOIO Bxoda cyneprorib3oBaTens root Ans npenot-
BpaweHus nogbopa ero naposnsi Heob6xogMmo 3abroknpoBaTb BO3MOXHOCTb €ro yaa-
neHHoro Bxoga B OC nocpeactsoM BkntodeHnss PAM-moaynst pam_securetty B hann
cueHapusa /etc/pam.d/common-auth. [Ang aToro Heo6xoAMMO B yKa3aHHOM chaise B
cekummn Primary block nepBon cTpokon 4obaBuTb:
auth required pam_securetty.so
2) ucnonb3ys rpaduydeckyto ytunuty fly-admin-smc («YnpaBneHne nonmtukon 6es-
OMaCHOCTM», CM. 3NEKTPOHHYIO CNpaBKy), 3anyLLEHHY0 OT MMEHN agMUHUCTpaTopa Yepes
MexaHu3M sudo, B KaTeropum «[1onnTuku y4yeTHOM 3anucu» 3agatb napameTpbl And
HaCTPOWKN MNONUTUKM NapOsSien.
3apaTb JaHHblIe HACTPOMKN MOXKHO TakkKe NyTeM KOPPEeKTUPOBKN hannoB CLEeHapueB:
a) B danne /etc/pam.d/common-password B CTpOKe
password requisite pam cracklib.so YCTaHOBUTb 3HayeHue
minlen=<uMMHMMAaNIbHAS OJIMHA_Mapo’s> U o6aBuUTb napameTpbl dcredit=-1,
ucredit=-1 1 lcredit=-1 (gaHHble NapameTpbl yCTaHaBnMBaT TpeboBaHus K
CNOXHOCTW Napons);
0) B dpanne /etc/login.defs ona nepemMeHHon PASS MAX DAYS yCTaHOBUTb
Tpebyemoe 3HayeHne MakCcuMarnbHOro cpoka AeNcTBUS napons B OHAX.
3anpeT NOBTOPHOrO WCMNOSb30BaHUS 3a[aHHOro Yucra nocredHnX naporem MOoX-
HO YCTaHOBUTb MyTEM KOPPEKTUPOBKM danna /etc/pam.d/common-password.
[na atoro B ykaszaHHOM panne B CTPOKE ...pam_unix.so A06aBUTb NapameTp
remember=<uunCJIO_IapoJiemn>;
3) ucnonbaysa rpaduyeckyto ytunuty fly-admin-smc («YnpaBneHne nonuvtukon 6es-
OMacHOCTU», CM. 3MIEKTPOHHYKO CMpaBKy), 3anyLeHHYy OT MMEHM agMUHucTpaTopa
yepe3 MexaHuam sudo, B kateropum «[lMonmnTukn yydeTHoOW 3anucuy» 3agaTtb 3Hade-
HUS ONs HACTPOWMKM BrOKMPOBKU MPU HeyCMneLwHbIX BXOA4aX Nosib30BaTesisi B CUCTEMY.
[aHHble napameTpbl Takke MOryT ObiTb YCTAHOBMEHbI NMyTEM KOPPEKTUPOBKU dharna
/etc/pam.d/common-auth (napameTpbl deny, lock_time M unlock time);
4) byHKUMN pasrpaHUYeHnsa OCTyna, MaH4aTHOrO KOHTPONS LEeNOCTHOCTM U rapaHTUpo-

BAHHOMO YHUYTOXEHUS (CTUPaHUS) MHopMaLuK B NofTHOM ob6bemMe peann3oBaHbl TOMbKO
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ana dannosbix cuctem ext2/ext3/ext4/xfs, nogoepxmBaroLLmMx pacluMpeHHbie (B T.4. MaH-
AaTtHble) aTpubyThbl pannoBbix 06beKTOB. [Mpy ncnonb3oBaHMK ApYrnx anioBbIX CUCTEM
HeobXo4MMO Yy4MTbIBaTb AaHHble orpaHuyeHus. YctaHoBky OC crneayeT BbIMOMHATL Ha
CUCTEeMHbIN pasaen ¢ hannoBon cuctemomn extd/xfs;
5) npun He06XOAMMOCTIN YCTAaHOBKM B CUCTEMY BHELLHUX Moaynen ypoBHs sapa OC, Takve
MOAYNM AOMKHbI O6bITb NONYyYeHbl N3 AOBEPEHHOTO UCTOYHUKA, U Nepea UX YCTaHOBKON C
OC pormxkHa ocyLLeCcTBASATLCS NpoBepKa NX LLENOCTHOCTY;
6) mcnonb3oBaHue annoson cuctembl NFS ans gocrtyna k ceTeBbiM AMCKamM BO3MOXHO
NPV BbINOSIHEHWM CReayoLwmnX YyCnoBUn:
a) ceTeBble AUCKN He NpefHa3HayYeHbl ANsa XpaHeHust annoBbix 06bEKTOB, Tpebyto-
LWnx obecnevyeHnss MaHA4aTHOro ynpasreHns 4OCTYNOM K HUM;
6) Bepcus ucnonbdyemoro npotokona NFS He Huxe 3;
7) 3agaTb 3HA4YeHMe BPeMEHU HeaKTUBHOCTM Ans BrOKMPOBKM 3KpaHa, OTpeaaKkTMpoBaB
(vnun cosnas., ecnu oTCyTCTBYET) ann usr/share/fly-wm/theme.master/themerc,
yKa3aB B HEM CTPOKMU:
[Variables]
ScreenSaverDelay=<BpeMs_HEaKTHBHOCTH B_CeKxyHIOax>
LockerOnSleep=true
LockerOnDPMS=true
LockerOnLid=true
LockerOnSwitch=true
17.2.2. Tlpn ncnonb3oBaHUN MEXaHN3Ma rapaHTUPOBAHHOIO yAaneHnsa AaHHbIX OOSMKHbI
AONONMHUTENBHO ObiTb BbINOSIHEHBLI CrieayoLmMe YCroBUs:
1) npu ucnonb3oBaHun pasgenoB nogkadkm B OC Heobxoanmo akTnBmpoBaTth B hanne
/etc/parsec/swap_wiper.conf ux ouncTky cornacHo [8.1]
17.2.3. Tpn ncnonb3oBaHUN MaH4ATHOrO KOHTPOMS LEeNOCTHOCTU LOSMKHbI 4ONOMHUTENb-
HO ObITb BbINOSIHEHbI CreayoLme ycnoBus:
1) npn  Mcnonb3oBaHUM  MHCTPYMEHTa  gemu-ga (M3  cocTaBa  NakeTta
gemu-guest-agent) 3HayeHUd napameTpoB -p (B TOM 4ucCrie Npu MCMorb3oBa-
HAX oNuMM -m unix-listen) M -t AOMKHbI yKa3blBaTb Ha COKETbI N ddalnbl, YPOBHMU
LeNOCTHOCTUN KOTOPbIX COBMagaloT C YPOBHEM LENOCTHOCTU 3anyckaeMoro npouecca.
17.2.4. Tpn ncnonb3oBaHUM MaHAATHOrO yrpaBneHns JOCTYNOM AOMKHbI AONONHUTENBHO
ObITb BbINOMHEHbI CEAYIOLLINE YCIOBUS:
1) c ucnonb3oBaHMEM CPeaCTB yrpaBreHnsa 3anyckom cry>6 formkHa ObITb OTKMAOYEHa

cnyxb6a gpm AN NoAAePXKKM MbILIN B KOHCONIBHOM PEXUME;
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2) B cnyyae Heob6xoOMMOCTM UCNOSb30BaHNA MaHAATHOrO ynpasrieHus 4OCTYNOM Ha
ceTeBbIX ANCKax, UX MOHTUpoBaHue B dannosyto cuctemy OC JOMKHO OCYLLEeCTBNATLCA
TONbKO C ncnonb3oBaHuem pannoson cuctemsbl CIFS, nogaepxmsatoLLen pacluMpeHHble
(B T.4. MaHgaTHbIE) aTpmbyTbl NoNb3oBaTenen;

3) B KOHMrypaumMoHHOM dhanne 3allMUWEeHHOro cepeepa nedyatu M3 coctaBa uage-
nusa /etc/cups/cupsd.conf He gonyckaeTcs ycTaHOBKa 3Ha4YeHUs None napamerpa
DefaultAuthType (OTKNHOYEHME ayTEHTUMKALMM) U BHECEHME U3MEHEHWI B NapaMeT-
pbl nonutukn PARSEC, He COOTBETCTBYHOLLMX SKCNITyaTaUMOHHON LOKYMEHTaLMWK;

4) npw ncrnonb3oBaHun 3awumuieHHoro cepsepa CYB[ n3 coctasa OC B pexume MaH-
AaTHOro ynpasrieHns OCTYNoM HeobxoauMo B KOHGUIypaunmoHHOM dhanne knactepa
postgresqgl.conf And napameTpa enable_bitmapscan YCTaHOBUTb 3HauYeHue of £
MU Ang napameTpa ac_ignore_socket_maclabel ycTaHOBUTb 3Ha4YeHue false;

5) npu ncnonb3oBaHun 3awmieHHoro cepeepa CYB[ n3 coctaBa OC B pexnme maHgaTt-
HOro ynpasfeHns OCTYNOM He OOMyCcKaeTcs OTKMYaTb ayTeHTUMKaumio cybbeKkToB
[OCTyna yCTaHOBKOW B KOH(pUrypaunoHHoMm danne knacrtepa pg_hba.conf pexuma
trust (6e3 ayteHTMdUKaUnn);

6) Npu NCNonb30BaHUN 3aLLULLEHHOIO KOMMMeKca NporpamMm 3rneKTPOHHOW NoYThbl U3 CO-
ctaBa OC B pexnme MaHAaTHOrO yrnpasneHns OCTYNOM KOHGUrypaLMoHHbIe NapaMeTpbl
areHTa nepegadu SNeKTpoHHOW NoudTbl EXim 1 areHTa OoCTaBKM SNEKTPOHHOW MOYThI
Dovecot He gomkHbI gonyckaTb OTAPaBKY U MPUEM COOBLLEHUI 3NEKTPOHHOM NOoYTbI 6e3
ayTeHTUdrKauuu;

7) ona wtatHoM pabotel OC He ponyckaetrcs OTKKYEeHUEe agMUHUCTPaToOpPOM
cuctemMbl pacwmpeHuss XPARSEC y X-cepBepa (McCnonb3oBaHWe OTNagodHOW on-
UMM XPARSEC=Disable B KOH(UrypaumoHHbIX dpamnax X-cepBepa, CM. OOKYMEHT
PYCBE.10152-02 31 01);

8) He gomkeH ncnonb3oBaTbCs NporpaMmmHbIi kommyTaTtop Open vSwitch.
17.3. YcnoBusa npumeHeHusn MO

17.3.1. MO, dyHkumoHmpytowee B cpege OC, He JOMKHO N3MEHATb anropuTM NPUHATUS
pelleHust 0 NpedocTaBneHMm goctyna cybbekToB (nonb3oBaTenen) k o6bektam OC n cogepxatb
CKPbITbIX MU SIBHbIX BO3MOXXHOCTEN, MO3BOSIAKOLLMNX:

1) nogmeHATb Ghannbl obpasa sgpa vmlinuz—* 1 06pa3oB BpeMEHHOW hannoBon cucTe-

Mbl Ha4anbHOM 3arpy3kn /boot/initrd.img-* (B criyyae OTCYTCTBUS ABHOW Heobxoam-

MOCTM OBHOBMEHUS OTAENbHbLIX KOMMNOHEHTOB, BXOASLWMUX B cOCTaB obpasa), Haxogsawmecs

B KaTanore /boot, annel Mmoagyneun sapa, Haxogsawuecd B katanore /lib/modules, n

npouune cannbl, BXogALWME B COCTaB U3Aenna unm ctopoHHero MO;
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2) cTaTMyeckn unm AMHaMMYeckn N3MeHATb Tabnuuy CUCTEMHbIX BbI3OBOB M MONSA CTPYK-

Typbl TUNA security_ operations U UHbIX CTPYKTYp TMNA *security*;

3) nepeonpenensTtb OCHOBHOW npouecc OoC B KOHUrypaumoH-

HOM danne 3arpysyuka nsgenus nytem YyCTaHOBKM napameTpa

init=<nonHHY NOYyThH_ KX MHCIOJIHAEMOMY_ Jainny>,;

4) N3MEHATb nNapameTpbl ayTeHTUdMKaumm B KOHUrypauuoHHblx ¢annax PAM-

cLeHapueB, HaxogsLWmxcsa B katanore /etc/pam.d, pe3ynsraTtoM Yero MOXeT SBNSATbCA

CHUXEHMEe YCTaHOBIEHHOro YPOBHSA LOBEPUS K pe3ynbrataM naeHTUudukauum n ayteHTu-

dumkauum (no NOCT P 58833-2020);

5) yctaHaBnuBaTb Noarpyxaemsie mogynu ayteHtudpukaumm (PAM-moaynum), onpenens-

lowme maHaaTHble aTpmMbyThl ceccumn nonb3oBaTtens ¢ ucnonb3oBaHnem dyHkunnm API

6mnbnunotekn libparsec-mac nogcuctembl 6e3onacHoctn PARSEC, nmeHa KoOTopbixX

Ha4yMHalTCA C NPedUKCOB mac_set_, parsec_ UK pdp_;

6) yctaHaBnusatb PAM-moaynu, onpegensitowme npusunernn PARSEC ceccum nonb-

3oBaTens ¢ ucnonb3oBaHnem yHkumn APl 6ubnmotekn libparsec—-cap NOACUCTEMbI

6esonacHocT PARSEC, nmeHa KOTopbiX Ha4MHaTCS ¢ NpedUKCOB mcap UK parsec_;

7) ycTaHaBnuBaTb MHTEPNpeTaTopbl KOMaHA, 3aMeHsIloLWMe NHTeprnpeTaTopbl, BXoAsLWwme

B cocTaB nsgenusa (bash, dash, PHP, Perl, Python, TCL, Ruby);

8) nonyyaTb gocTyn K namatu apyrux npoueccos 1O ¢ ncnonb3oBaHMEM MpUBUMIErnn

CAP_SYS PTRACE U CUCTEMHOIO BbI30Ba ptrace;

9) M3MEHATb CUCTEMHOE BpeMS (eCnn HanmMyne BO3MOXHOCTEN NO U3MEHEHWNIO BpEMEHU

He NpeaycMOTPeHO (PyHKUMOHaNbHbIM HazHadeHuem MO);

10) guHamunyeckn nsameHaTb cermeHT koga sapa OC 1 Mcnonb3oBaTh HEIKCNOPTUPYEMbIE

cumBonbl agpa OC;

11) ocywecTBnaTb JOCTYN K dpanny ctl pannoBon cuctemsl parsecfs nocpencrsom

CUCTEMHOrO BbI30Ba ioctl, MUHYS cucTteMHble oyHKUMM API-61MbnuoTtek libparsec-*.

17.3.2. Ona MO, dyHkumoHmpytowero B cpeae OC, gomkHbl cobnogaTtbes crneayroume
YCIOBUS:

1) Heobxo4MMOCTb U KOPPEKTHOCTb Ucnonb3oBaHus B 1O npueunerun agMmmHucTpaTopa,

NpUKNagHoro nporpaMmmHoro nHtepdenca noacucremsl 6esonacHoctn PARSEC, mangar-

HbIX NPUBMNErnn, PYHKLMOHMPOBAHUS B NPOCTPAHCTBE S4pa UMM TONbKO Ha BbICOKOM

YPOBHE LeNOCTHOCTU AOMKHbI OblTb 000CHOBaAHbLI B JOKYMEHTauuu Ha aaHHoe [10;

2) pna MO, ncnone3yowero moaynb wsgi_mod Ana Apache u3 cocrtaBa usgenus, B

AOKyMeHTaumn paspabotyuka MO gomkeH ObiTb onpegeneH nepeyeHb cueHapmes paboThbl

mMoaynst wsgi_mod. [Npu 3TOM JOMKHbI OblTb UCKMHOYEHbI CLEeHapuK paboTbl wsgi_mod B
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pexunmax, npegycMmatpmBaromx paboTy BHE KOHTEKCTA NOMb3oBaTeENS M U3MEHSOLLMX

npouecc ayTeHTUduKaLuu.

17.3.3. lNpun ncnonb3oBaHMM 3aWmULLEHHONO cepBepa nevyaTtm u3 cocrtaBa usgenus ycra-
HOBKa W MCMNONb30BaHME anbTEPHATMBHLIX CEPBEPOB NevYaTu A0SMKHbI ObiTb MCKIMHOYEHbI.

17.3.4. Tpun ncnonb3oBaHNUM MexaHM3Ma MaH4aTHOroO ynpaBieHUst 4OCTYNOM AOMOMHU-
TernbHO OOMKHbI cobnoaaTbca cneaytoume ycrnoBus:

1) MO npu obpaboTke 3anpocoB nonb3oBaTenen He AOSMKHO B3aMMOLEWCTBOBATb C

3awmweHHon CYB[ n3 coctaBa u3genust OT MMEHU NOSb3oBaTeNs ¢ NpUBUIIErNAMM

PARSEC_CAP_SETMAC U PARSEC_CAP_CHMAC, NO3BOSISAOLWNMN U3MEHATb MaHAaTHbIE

aTpubyThl 3awmiLiaembix obbektoB B CYB[;

2) MO, copepxallee ceteBble cnyxbbl (Nporpammbl, obpabaTbiBatoLme 3anpochl NOb30-

BaTenen ¢ npumeHeHnem npotokonos cteka TCP/IP), koTopble MCnonb3yoT NpUBUIErNn

(PARSEC_CAP_SETMAC, PARSEC_CAP_CHMAC u PARSEC_CAP_PRIV_SOCK) n npuknaa-

HOW NporpamMMHbIi nHTepdenc nogcmnctemsl 6esonacHocTn PARSEC n3 coctaBa nsgenus,

OOJTHKHO NPONTU CePTUDMKALIMOHHBbIE NCCNEA0BaHNS, NOATBEPXKAAIOLWMNE KOPPEKTHOCTb

peanu3aumm ykasaHHbIX Cryxo;

3) nporpamMMHbIM KOMNOHeHT RabbitMQ He npumeHaTb Npu ogHoBpemeHHoM 06paboT-

Ke AaHHbIX C pasfnnYHbIMU YPOBHAMM KOHMAeHUmnaneHocTn nmbo ans obecnevyeHns

B3aMMOOENCTBMS NPOLIECCOB C PasfnnYHbIMN YPOBHAMU OOCTYNa;

4) MO, obpabaTbiBatOLLee OAHOBPEMEHHO AaHHbIE C Pa3NUYHBIMU YPOBHAMU KOHPMOEH-

UnaribHOCTH, He OOJ1XKHO UCMOJIb30BaTb NMporpaMmMHbI€ MaKkeThl Erlang.
17.4. YcnoBus UCKNKOYEeHUnA CKpPbITbIX KaHanoB

Bonpockl UCKNIOYEHNST CKPbIThIX KaHanoB AOMKHbI paccMaTpuBaTbCs NPU NOCTPOEHUN UH-
dhopMaLMOHHbIX cucTem, obpabaTbiBaloLLmMX MHpOPMaLUIO, COAEpKaLLyt roCyaapCTBEHHYIO TaliHy,
1 MOryT paccMaTpuBaTbCs NPU NOCTPOEHUN MHPOPMALIMOHHbIX CUCTEM, obpabaTbiBatoLLmMX MHOpP-
MaLMIO OrpaHNYeHHOro A4OCTyNa, He CoaepXKallyto rocy4apCTBEHHYH0 TaviHy (KOHMAeHUManbHy
MHdOpMaLnIo).

[ns ncknoYeHnst CKpbITbIX KaHanoB (MH(OPMaLMOHHbBIX MOTOKOB) NPU 3alumnTe OT Yrpo3bl
LIENOCTHOCTH UH(OPMAaLIMK UCMONb3YeTCsl MaHAATHBI KOHTPOMb LenocTHocTH (cm. [4.9), koTopbiii
B YCINOBUSIX YCTAHOBMEHHbIX B KOMNbIOTEPHOW CUCTEME YPOBHEN LIENOCTHOCTM (YpOBHEN JoBepUS)
obecneunBaeT HEBO3MOXHOCTb 3anvcy OTNpaBMTENEM C HU3KMM YPOBHEM A0BepUs nHdopmauun
B 0ObEKTbI C 6oree BbICOKMM YPOBHEM OOBEPUS.

[nsa ncknoyYeHns BO3MOXHOCTU UCNONb30BaHNA OTNpaBuTenem 1 nonydyatenem obuie-
ro 6ydepa obmeHa B OC obecneunBaeTca nsonauus npoLeccos (CMm. B COBOKYMHOCTU C

ounCTKOM 0bnacTein onepaTMBHOW NamMATV NpU 0CcBOGOXAEHUN UnKn BbiaeneHun (oM. [8.1), a Takke
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obecneyeHne 3anycka NpPoLLECCOB B 3aMKHYTOW OTHOCUTENBHO OCTarlbHbIX NPOLIECCOB Cpeae Nno
namMsT, B YaCTHOCTW, ucnonb3oBaHne Knock-2 (cm. n Xephyr B rpaduyeckon nogcucreme,
obecneynsaroLmnx nsonsaumto dycepa obmeHa.

[ns ncknoyeHns BO3MOXHOCTM 3anycka NporpamMm, He ydacTByHOLLMX B npolecce obpa-
©0TKM MHOPMALMN, OOIMKEH ObiTb aKTUBMPOBAH MEXaHM3M 3aMKHYTOW NMPOrpaMMHON cpeabl U
HacTpoeH Ansa paboTbl B LUTATHOM peXnme.

Taknm o6pa3om, yCrOBUSAMU UCKINIOYEHUST CKPbITbIX KaHAnoB SBMSIETCA peanu3yemasi
OC nonuTrka OUCKPELMOHHOTO ynpaBreHust 4ocTynom (cM. pasaen [3), MaHaaTHOro ynpasreHus
AOCTYNOM W MaHAATHOTO KOHTPONS LierlocTHOCTH (cM. pa3aen [4)), koTopas siBnsieTcst HeoTbemne-
MOM YacTblo mogenu nonutukn 6esonacHocTn OC. C y4yeToM yKasaHHbIX YCNOBUIW 3KCnsyaTaumm
CKpbITble KaHanbl NO NamsaTM He MOryT ObiTb peann3oBaHbl, a N0 BPEMEHU KpanHe 3aTpyaHe-
Hbl, T.€. UMEIOT HU3KNE NMPOMYCKHYIO CNOCOBHOCTb U BEPOSATHOCTb BOZHUKHOBEHMWS YCNOBUIA ANs

peanusauuu.
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NMEPEYEHb COKPALLEHUA

B — 6a3a AaHHbIX

EMM — eguMHoe npocTpaHCTBO Nonb3oBaTenemn

KC3 — komnnekc cpeacts 3awmTbl

MKL|, — mMaHgaTHbIA KOHTPOMb LEefTOCTHOCTU

HCl — HeCaHKUMOHWPOBAHHbLIN OOCTYnN

OoC — onepauuoHHasa cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition»
no — nporpamMmmHoe obecneveHne

MPO — npaBuna pasrpaHuyeHust JocTyna

CBT — cpenctBo BbIMUCINTESNTBHOM TEXHUKM

C3MN — cpeacTBa 3awWwmuThbl MHGOPMaLUK

C39C — ceTteBas 3awumuieHHasa dannosasi cuctema

ClMNO — cneumanbHoe nporpaMmmHoe obecneveHne

CYB — cuctema ynpasneHus 6azamu gaHHbIX

oC — dhannosas cuctema

arn — 3neKTpoHHasa nognucek (B cootBeTcTBUM € Ne 63-3 ot 06.04.2011)

OUl  — anekTpoHHas umdposas noanuce (B cootBetcTBumM ¢ TOCT P 34.10-2012)

ACL — Access Control List (cnncok koHTpons goctyna)

ALD — Astra Linux Directory (eanHoe npocTpaHCTBO NOfb30BaTeNen)

BIND — Berkley Internet Name Domain (cnyx6a 4OMeHHbIX UMeH B ceTu NIHTepHET)

CCR — Container Clearance Required (aTpnbyT cnocoba foctyna K cogep>XumMoMy KOHTenHepa

B pamKax MaHAaTHOro ynpaereHust 4OCTYNoMm)

CIFS — Common Internet File System (o6wwnin npoTokon goctyna k havnam VHTepHeT)
DAC — Discretionary Access Control (auckpeunoHHoe ynpasneHne SOCTYrNoM)

DNS — Domain Name System (cuctema JOMEHHbLIX UMEH)

FTP  — File Transfer Protocol (npoTtokon nepeaayun cannos)

GID — Group ldentifier (ngeHTUdUKaTOpP rpynnbl)

IP — Internet Protocol (mexceTteBor npoToKon)

IPC — InterProcess Communication (MexnpoLeccHoe B3auMoaeNCTBue)

LDAP — Lightweight Directory Access Protocol (fnierkoBecHbIi NpOTOKOS AOCTyNa K cepBucam

KaTarnoros)
MAC — Mandatory Access Control (MaHgaTHOe ynpasneHue AoCTyrnoMm)
NFS — Network File System (ceteBas ¢hannosas cucrema)
NIS  — Network Information Service (ceteBast nHpopmaumoHHas cnyx6a)
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NSS — Name Service Switch (cnyx6a gna opraHnsaumm yHUGOULMPOBAHHOIO AOCTYNa K UH-
dopmaummn o nonb3oBaTensax, rpynnax, ceteBblX UMeHax, cry>xbax 1 T.n. Ha OCHoBe
KOHoMrypaummn pasnmyHbiX UCTOYHUKOB, TaKMX Kak: fokasnbHble dpannbl, pasfvyHble

cpeactBa ceteBon naeHtudukauum (DNS, NIS), a Takke LDAP)

PAM — Pluggable Authentication Modules (nogkntoyaemble MOAYNn ayTeHTUdMKALNK)
PID  — Process ldentifier (ngeHTudumkatop npouecca)

RSA — Rivest Shamir Adelman (anropuTm No cxeme OTKPbLITOro Knro4a)

SMB — Server Message Block (6nok coobuieHunin cepeepa)

SQL — Structured Query Language (s3blK CTPYKTYPMPOBAHHbIX 3anpoCcoB)

TCP — Transmission Control Protocol (npoTokon nepegayn gaHHbIX)

UDP — User Datagram Protocol (npoTokon ynpaeneHus nepegadyen gaHHbIX)

UID  — User Identifier (ngeHTndmkaTop nonb3oBarens)
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Jlnct pernctpaunn nameHeHun

Homepa nnctoB (cTpaHuu) Bxoasawmm
Bcero
HOoMep conpo-

N3m nvcros Howmep BoautenbHoro |Moagnuck| Hata

M3MEHEH- | 3amMeHeH- nosbix | @HHYMPO- | (crpanuu)B|  pokymeHTa OKYMEHTA

HbIX HbIX BaHHBIX | nokymeHTe AOKY
v narta

1 Bce PYCB.13-21 30.07.21
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