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AHHOTALUA

HacTosawmn gOKyMeHT SBRsSeTcs NepBOM YacTblo PYKOBOACTBA agMUHUCTpaTopa npo-
rpammHoro usgenus PYCB.10015-01«OnepaunoHHas cuctema crieumarnbHOro HazHavyeHus «Astra
Linux Special Edition» (ganee no tekcty — OC).

[okymMeHT npegHasHadeH ONd agMUHUCTPATOPOB CUCTEMbI U CETU. AOMUHUCTPATOPDI
6e3o0nacHOCTU OOMKHbI pykoBoacTBoBaTbca fokymeHToM PYCBE.10015-01 97 01-1 «Onepauuon-
Has cucTemMa cneumanbHoro HasHadeHust «Astra Linux Special Edition». PykoBoactso no KC3.
Yactb 1».

PykoBoacTBO agMUHUCTpaToOpa COCTOUT U3 ABYX YacTeu:

- PYCB.10015-01 95 01-1 «OnepaunoHHas cuctema cneumanbHOro HasHadyeHuns «Astra

Linux Special Edition». PykoBoactBo agMuHuctpartopa. Yactb 1»;

- PYCB.10015-01 95 01-2 «OnepaunoHHas cumctema cneumanbHoro HasHavyeHus «Astra

Linux Special Edition». PykoBoacTBo agMmuHucTpartopa. Yactb 2».

Mepepn yctaHoBkon n HacTporkon OC HeobxoaMmo NPOBECTU €€ KOHTPOIb, NPeayCcMOoT-
PEHHBIN (POPMYNSIPOM MpK NEPBUYHOM 3akpenneHmm aksemnnsipa OC 3a OTBETCTBEHHbIM fALIOM.

B nepBow 4yactn pykoBoacTBa npmBeeHO Ha3HavyeHue, yctaHoBka u Hactporika OC. Pac-
CMOTpPEHbI CUCTEMHbIE KOMMOHEHTLI, CNyX6bl 1 KOMaHAbl, 6a3oBble ceTeBble CNyxbbl, cpeacTsa
opraHusaumm ElMM, 3awuwieHHas rpaduydeckas nogcuctema, ynpasneHne nporpaMMHbIMU NakeTa-
MW, pe3epBHOE KOMMpOBaHWE M BOCCTAaHOBMEHME AaHHbIX, CUCTEMA neyaTw, 3awmweHHas CYB[,
3alUMLLEeHHbIe KOMMMEKChl MporpamMMm rmnepTekcToBon 06paboTkn AaHHbIX U SNIEKTPOHHOW NOYTHI,
CcpeacTBa KOHTPOSS LENOCTHOCTU, LEHTPanM30BaHHOMO NPOTOKONMPOBAHNA U pasrpaHNYeHns
AoCTyna K nogknioyaemMblM ycTponcteam. [puBeageH CnMcok coobLueHnii ans agMmHucTparopa.

TpeboBaHusa kK obecneyeHnto 6esonacHOCTN cpeabl PYHKLMOHMPOBAHUS, a TaKkKe HacTPOn-
Ka napameTpoB, Heobxoammbix Ans 6esonacHon akcnnyatauum OC, npuBegeHbl B JOKYMEHTE
PYCB.10015-01 97 01-1 1 BbINONHAKTCA aAMUHUCTPATOPOM 6e30nacHOCTH.

[ononHuTtenbHaa nHopMauusa o HaCcTPONKe KOMMOHEHTOB M ynpaBfeHun nporpamm-
HbIMW NakeTamu, a Takke BapuaHTbl peanusaunmn oTaenbHbIX pelleHnn ¢ ncnonb3osaHmem OC
npueefeHbl Ha opuumanbHoM cante https://wiki.astralinux. ru.

Bo BTOpOW YacTu pykoBoACTBa NPUBEAEHO onucaHne paboTsl ¢ 3awmweHHon CYB/.

1.7.2
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1. ADOMUHUCTPUPOBAHUE OC

AgmuHucTpaTtuBHoe ynpaerneHme B OC otgeneHo ot obLiero goctyna nonb3oBaTtenen.

BonbLMHCTBO onepaummn no HacTporke u agMmuHuctpupoanuto OC TpebytoT npusunernn
cynepnonb3oBaTtens (root), Hanpumep:

- MOHTUpOBaHue 1 pa3MmoHTMpoBaHue OC;

- M3MEHEHMe KOPHEBOro Katanora npoLecca KoMaHgon chroot;

- co3gaHune ¢annoB YCTPOUCTB;

- YCTaHOBKa CUCTEMHbIX YacCoB;

- U3MEHEHWe NpUHaLNEexXHoOCTU hannos;

- 3agaHue host-umeHn cuctemsl,

- KOH(puUrypmpoBaHue ceTeBblX UHTEP(ENCOB.

BHUMAHMUE! NMocne yctaHoBkn OC MHTEPAKTMBHbIVA BXOA B CUCTEMY Cyneprnofib3oBartens
no ymonyaHuio 3abnoknposaH. [Ans agMUHUCTPUPOBAHMS CUCTEMbI MPU YCTAHOBKE OnepauyoHHOM
CUCTEMbI CO3[aeTcs Nonb3oBaTesb, BXOAAWMIA 4 rpynny astra-admin 1 UMEOLWUIA Makcumarb-
HbI YPOBEHb LeNoCTHOCTU. [lonb3oBaTensam, BXoAAWMM rpynny astra-admin, Yepes MexaHn3m
sudo NpeaocTaBnaTCs NpaBa Afs BbINONHEHUS AencTBumr no Hactporke OC, Tpebyowmx npu-
BUnernn root. [lanee no TekcTy Takon nonb3oBaTernb UMeHyeTca agMuHucTpaTtopom. OnncaHue
MexaHu3Ma sudo npusegeHo B([1.1.2

BHUMAHMUE! [dencteua no agmnHuctpmpoBanuto OC npu BKNIOYEHHOM pexnme maHaaTt-
Horo koHTponsa uenoctHocTn (MKLL) Heob6xoauMo BbINOMHATL B MPUBUIIEMMPOBAHHOM PEXUME Ha

BbICOKOM YPOBHE LIeNTOCTHOCTW.
1.1. Nony4yeHne npaB cynepnonb3oBaTens

CyLecTBYeT HECKOSNbKO CNOCOBOB Nofy4YeHns NpaB cynepnonb3oBaTens:
- BXO[ B CUCTEMY OT UMEHM YYETHOW 3anncu root (N0 yMonyaHuo 3abnoknpoBaH);
- UCMonb30BaHWe KOMaHAbl su (M0 YMONYaHuio 3abnoknpoBaH);

- MCNOnb3oBaHWe KOMaHabl sudo (pekoMeHayeTcs).

1.1.1. su

KomaHga su mcnonb3yetcs nornb3oBaTenem Afd 3arnycka KoMaHg OT UMEHW LpYyroro
nonb3oBaTens. B Tom uncne moryT ObiTb 3anyLeHbl KOMaHAbl OT UMEHWN YYETHOWN 3anucn root.

MNpu 3anycke komaHabl su 6e3 napameTpoB NogpasyMeBaETCs, YTO Nofb30BaTeSlb XO-
YyeT 3anycTUTb KOMaHAHbIA MHTepnpeTaTop shell OT UMEHU YY4ETHOM 3anucu root. [pu aTom
cuctema NpocuT BBECTU Naposib OT YYETHOW 3anucu root. [pu BBOAE NpaBunbHOMO Naposns

3anyckaeMblil UHTeprnpeTaTop KOMaHA Nosly4yaeT npasa U NpPUBUIErMK Cyrnepnonb3oBaTens, Ko-
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TOpble COXPaHSATCS OO0 3aBeplleHust ero paboTbl. [ns nony4yeHust npae cynepnonb3oBaTens
nonb3oBaTernt He Tpe6yeTCF| 3aBepllaTtb CBOH CECCUKO U BHOBb BXOOUTb B CUCTEMY.

C MOMOLbK KOMaHAbl su, BBO,D,I/IMOIZ C napaMeTpoM —c, Nnosib3oBaTeslb MOXET UCMOJTHATb
oTaeribHble KOMaHAdbl OT UMEHN yquH0|7| 3anucu root 6e3 3anycka KOMaHOHOro nHtepnperaropa
shell. npeI/IMyUJ,eCTBO Takoro criocoba cocTouT B TOM, YTO NoJib3oBaTeslb nony4yaeT npaBa un
npusunernn cynepnornb3oBartesnia Ha CTporo orpaHM4eHHoe BpemMd, a UMeHHO, Ha BpeM4A UCIOJIHEe-
HUA 3a,D,aHHOIZ KOMaHAabl. Hanpl/lmep, npu HeO6XOD,I/IMOCTI/I NMOMEHATb anVI6yTbI cpa|7|na OT UMEHU
yquHon 3anncu root BBECTU KOMaHAOY:
su -c ‘chmod 0777 /tmp/test.txt’

B aTom cny4ae (nocne BBoga naposnsi y4eTHOW 3anucn root) komMaHga chmod nonyyuT
npaBa N NpuBuUNernn cynepnosib3oBaTesid, HO NO ee 3aBepLueHNN Nofib3oBaTeslb OCTAHETCA B
CBOEWN Ceccun n He 6y,qu O6J'Iaﬂ,aTb npasamMmun n npuBunernaMmm cynepnosrb3oBaTterss.

Kpome BbINOJIHEHNA KOMaHA OT UMEHU yquH0|7| 3annucun root, KOMaHga su nNo3BondaeT
BbIMNOJTHATb KOMaHAbl OT UMEHU nobdoro Opyroro nosrb3oBarersis. D,J'IFI 3TOro HeOGXO,D,VIMO 3HATb
napoJib 3TOro NoJib3oBaTeENA. Ecnn nonb3oBaTtenb BoLlen B cucTtemy nog UMeHem root U Bbl-
NnonHAeT KoMaHay su, TO 3HaHMe napond nofib3oBaTesia He Tpe6yeTc;| — B JaHHOM CJlly4ae BCe
KOMaHA4bl OT UMEHU noboro nonb3oBaTenst UCNONMHAKTCA CBOGOLI,HO.

HepocTtaTtok KOMaHabl su COCTOMT B TOM, YTO OHa HE pernameHTUpyeT KOMaHabl, paspe-
LLeHHble KOHKPETHOMY MoJib3oBaTeNto Ha 3anyck oT MMeHU yquH0|7| 3anucu root. Takum o6pa30M,
€CJln y nonb3oBaTtesia eCTb npaBa Ha 3alyCK KOMaHAbl su, TO OH MOXET BbINOJIHUTb OT UMEHU
YYETHOM 3anucu root nobble komaHabl. [Mo3TOMy ee 3anyck AormkeH ObiTb paspeLleH TONbKo
OOBEpPEeHHbIM Nnonb3oBaTenam. Takxe pekoMmeHayeTca npu eBoge KoMaHAabl MCNOJ1b30BaTb MNOJIHOE
nyteBoe Mg /bin/su, a He NPOCTO su.

OnuncaHne KkomaHAabl npmBegeHo B man su.

1.1.2. sudo

KomaHaa sudo ucnonbsyetcs obbl4HbIM NONb3oBaTenem Ans 3anycka KoMaHa OT MMEHU
y4yeTHon 3anucu root. [Ana paboTtbl KOMaHaa sudo NpocMaTpuBaeT KOHMUIypaLNOHHbIN hains
/etc/sudoers, KOTOPbIA COQEPXKNUT CMMCOK NONb30BaTeENEN, UMELWNX MOTHOMOYMS Ha ee nNpu-
MEeHeHne 1 nepevyeHb KOMaHA, KOTOpble OHW UMEIOT NPaBo BbINOMHATL. B KayecTBe aprymeHToB
KoMaHga sudo NpUHUMAaET KOMaHOHYI0 CTPOKY, KOTOPYIO criegyeT BbiNOSIHUTL C NpaBamMu cynep-
nons3oBartend. Ecnv gaHHOMy nonb3oBaTento paspeLleHo BbIMOMNHATL YKa3aHHY UM KOMaHAay,
TO sudo NPOCUT Nonb3oBaTenNsi BBECTU ero COBCTBEHHbIN Naporb. Taknm obpasom, Ans Kaxaoro
nonb3oBaTens ycTaHOBIIeH HAboOp KOMaHL, KOTOpble OH MOXET UCMOSHATb OT UMEHU YY4ETHON

3anucu root, N HET HeobxoaNMOCTH nepenaBaTb NOs1b30BaTENAM Maposib yquH0|7| 3anncu root.
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Kpome BbINOrHeHUs ykasaHHOW KOMaHabl, sudo BedeT dpann perncrpaumm BbiNOMHEHHbIX
KOMaHf, BbI3BaBLUMX MX ML, KaTtanoros, U3 KOTOPbIX Bbl3blBariMCb KOMaHObl, U1 BPEMEHU UX
Bbl30Ba. JTa MHOpPMaLMsa perncTpupyeTcs ¢ NOMOLLbK CUCTEMbI syslog.

[ns nameHeHus amna /etc/sudoers agMMHUCTPATOPY CneayeT NCNoNb3oBaTh Crnewumn-
anbHy KomaHay visudo.

MpenmyLLecTBO MexaHn3Ma sudo B TOM, YTO OBblYHbIE NOMb30BaTENN MOTYT BbINOMHATH
onpeaeneHHble 3agaqn OT UMEHU YYETHOM 3anucu root, HE UMeS NPU 3TOM HEOrPaHUYEHHbIX
npas 1 NPUBUMIETNNA.

OnuncaHne komaHabl NpuBeAeHo B man sudo.
1.2. MexaHM3MbI pa3geneHus NOSIHOMO4YMKN

K MmexaHn3amam pasgeneHuns NosTHOMOYUIN MeXay CUcTeMHbIMU agmuHucTpatopamu OC
MOryT ObITb OTHECEHDI:

- MexaHn3Mm NpuBUNernu;

- MeXaHW3M MOBbILLEHUS NOSTHOMOYMM Ha BPEMS BbINOMIHEHUS KOMaHAb! (MporpamMmbl);

- MexaHu3m yctaHoBkn ACL Ha dhansbl.

OnncaHne MexaHu3MOB pas3feneHus MOMIHOMOYUM  NpUBEOEHO B OOKYMEHTE
PYCB.10015-01 97 01-1 «OnepauMoHHasa cuctema cneumanbHOro HasHadeHus «Astra Linux

Special Edition». PykoBoacTtso no KC3. Yactb 1».

1.2.1. MexaHn3M npuBuUnerun

MexaHunam npusunermin OC npegHasHadeH Anga nepegadn otaenbHbIM Nofb3oBaTensam
NpaB BbINOMHEHWS ONpeferieHHbIX, CTPOr0 OroBOPEHHbIX, aAMUHUCTPATUBHbIX AeicTBUA. OBbIY-
HbI NoNb3oBaTeNb CUCTEMbI HE MEET AOMOMHUTENBbHbLIX NMPUBUMNETNNA.

MpuBUnerun HacneayTCa npoueccamm OT CBOMX «poauUTeNnen» n He MoryT ObiTb Nepega-
Hbl CTOPOHHMM npoLeccaM. [Npoueccsl, 3anyLeHHble 0T UMEHU Cynepnosnb3oBaTens, He3aBUCUMO
OT HanMuus y HUX NpUBUNErun, UMerT BO3MOXHOCTb OCYLLECTBNATbL BCE NPUBUMNErMpoBaHHbIE
aencreuns.

PacnpegeneHve (nepBoHayarnbHasi HacTpownka) NPUBUNErUA BbINOMHAETCS TONbKO cynep-

nornb3oBartesieM ¢ MakCMmalsibHbIM YpOBHEM LENTOCTHOCTH, YCTAHOBJTIEHHbIM B OC.

1.2.2. MexaHU3M NoBbIWEHUA NONMHOMOYUA
MexaHn3m NoBbILWEHUSA NONHOMOYMI MO3BOMNAET NOBbLICUTL NONMHOMOYUS NMOMNb3oBaTens Ha
BpeMsi BbINOSTHEHUS ONpeaernieHHOn nporpaMmmbl. HacTponka mexaHnama MOXeET ObITb BbINONHEHA

TOJIbKO Ccynepnonb3oBaTterieMm ¢ MmakCMmMalribHbiIM YpOBHEM LENMOCTHOCTHN, YCTAaHOBJ1EHHBIM B OC.
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1.2.3. MexaHu3m yctaHoBku ACL Ha cdhannbl

MexaHn3m yctaHoBkn ACL Ha dpannbl obnerdaeTt 3agady pacrnpegeneHust NorHOMOYUHA,
Nno3BoNAs NPeAoCTaBnsaATb AOCTYN TOMBKO K TeM dhannoBbiM 06beKTaM, K KOTOPbIM OH Heobxoaum B
COOTBETCTBMM C pOsibio nonb3oBaTtens. Hactporiky mexaHmamoB ACL BbINONHAET agMUHUCTPATOP

C MakcumarsbHbIM YPOBHEM LIENOCTHOCTU, ycTaHoBMNeHHbIM B OC.
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2. YCTAHOBKA U HACTPOMKA OC

2.1. O6wme nonoxeHun

DVD-guck ¢ guctpmbytmeom OC (MHCTaANNAUMOHHBIN 0Bpa3 CUCTEMbI) COOEPXKUT BCe
HeoOxoauMble dannbl A9 BbINOIHEHMUS €€ MOSTHOM WS YaCTUYHOM YCTAaHOBKWU Ha >XECTKUM
AVCK LeneBoro Komnblotepa, umerowiero yctponctaso YteHnst DVD-guckos. OC MOXHO Takke
ycTaHoBuUTb ¢ USB-Hakonutensa unm no cetu.

MogpobHoe onncaHue nocnegoBatensHOCTU AencTeui npu yctaHoske OC ¢ DVD-gucka,
¢ USB-HakonuTensi u no cetu npmuBeaeHbl B pyKOBOACTBE MO YCTaHOBKE, pa3MeLLEHHOM B KaTanore

/install-doc Ha DVD-gucke ¢ auctpmbyTtnsom.
2.2. YctaHoBKa ¢ DVD-gucka

Mepen yctaHoBkon OC ¢ DVD-gncka HeobxoauMo BbINONTHUTL COOTBETCTBYHOLLME Ha-

ctpouku B BIOS (UEFI) uenesoro komnsioTepa.

2.2.1. 3anycK nporpamMmmbl YCTaHOBKMU

Mpwn 3arpy3ke kOMMblOTEPa NpOrpamMmmMa yCTaHOBKM 3arycKkaeTcsl aBTOMaTU4eCKu.

B okHe npuBeTCTBUSA NporpamMbl yCTaHOBKM oToBpakaeTtcs norotun OC, MeHio Bbibopa
pexuma yctaHoBkn OC u nepekntovaTens s3bika nporpaMmmbl ycTaHoBkU («Pycckuiny — «English»).
MeHto nporpamMmbl YCTAaHOBKWU COAEPXUT cnegytowme nyHKTb:

1) «[paduueckasn yctaHoBka» — yctaHoBka OC B rpacpnieckomM pexunme;

2) «YcTtaHoBka» — yctaHoBka OC B TepMUHaNbHOM pexume;

3) «Pexwnm BoccTtaHoBneHusi» — 3anyckaeT OC B TepMUHANbHOM peXnMe HenocpeacTBeH-

Ho ¢ DVD-gucka ¢ guctpmbytmeom OC. Mcnonb3yeTcsa Nnpy BOCCTAHOBNEHUN HAPYLLEHHON

paboTocnocobHocTn yxe yctaHoBneHHon OC.

B HWXHen YyacTn okHa NPUBETCTBUS NPOrpaMmbl YCTAHOBKU NMpUBeAEH CMCOK (OYHKLNO-
HanbHbIX KNaBuLW, NOAKMOYALWNX A0MOSTHUTENBHbLIE BO3MOXHOCTMU:

- [F1] — BkntovaeT oTobOpaxkeHne nepekntovatens s3bika ycTaHoBKW. 1o ymonyaHuio

oTobpaXkeHne BKITOYEHO, AN CKPbITUS HaxaTb knasuwy <Esc>;

- [F2] — vcnonbayeTtca npu HeobxogumocTn gobaBuUTb AONOSTHUTENbHbIE NapamMeTpbl

3arpysku ans nporpaMMbl YCTaHOBKM Unn sapa. [locne HaxaTtus kKnaBuwwm n otobpaxeHus

MeHI0 HaxaTb <Esc> onga nepexofa K KOMaHOHOW CTPOKe 3arpysku, B KOTOPOW BO3MOXHO

BBECTW JOMOSTHUTESbHbIE NapaMeTpbl.

Onsa yctaHoBkn OC cneayet BbibpaTb NYHKT «[paduyeckas yctaHoBKa» Unn «YCTaHOBKa»
C NMOMOLLIbIO KIaBuLL CO CTperikamu Ha knasuatype v HaxaTb <Enter> ansg 3anycka nporpam-

Mbl YCTaHOBKW. Ecrnn B OkHe npuBeTCTBUS nporpamMMbl ycTaHoBKM OC He BbINOMHATL HUKaKUX
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OEenCcTBUN, TO aBTOMaTUYECKn Yyepes 5 cek. byaeT BbibpaH NyHKT «[padudeckasa yctaHoBKka» u

3anycTtutca npouecc yctaHoskn OC.

2.2.2. YctaHoBka OC

B obwem cnyyae ansa ycraHoBkn OC Heobxoanmo:

1) 3arpy3uTb nporpammy yctaHoBkn OC ¢ HocuTens;

2) BblbpaTb A3bIK YCTAHOBKM (PYCCKUIA U @HITIMACKNIA);

3) BblbpaTb pexum yctaHoBKK («Ipadmyeckast ycTaHOBKa» Unn «YCTaHOBKa»);

4) noaTBEpPAMTL Cornacue € JIMLEH3NOHHbBIM CornalleHueM;

5) BbIOpaTb HACTPOWMKMN NEPEKIIOYEHNSA paCKIaaKX KnaBmaTypbl, NOCIE Yero NporpamMmmon

yCTaHOBKW OyAeT BbINOfIHEHA NpoBepka 06opyaoBaHUs 1 NepBUYHas 3arpyska nporpamm;

6) 3agaTb MMSA KOMMbHOTEPA;

7) 3apaTb MMs nonb3oBaTens-agMUHUCTPaTopa U ero Naporsb;

8) BbIbpaTb YacoBon Nosc;

9) BbLINOSHUTL pa3MeTKy AMCKOB (CO34aTb M HACTPOUTL ANCKOBbLIE pasdensbl, B KOTOpble

6ynet yctaHoBneHa OC), nocne yero Byaet yctaHoBneHa 6asoBas cMcTema;

10) BbLIGpPaTb U yCcTaHOBUTL TpebyemMblie KOMNOHEHTbI OC;

11) BbIGPaTH M YyCTAHOBUTL AOMONHUTESNbHbIE HacTpolikn OC B cootBeTcTBUM C[2.2.3]

12) ycTaHOBUTb U HACTPOUTb CUCTEMHbIN 3arpy3dnk GRUB 2;

13) 3arpy3uTb yctaHoBrneHHyto OC B nepBbi pas.

BHUMAHMUE! lNpu Heob6xoaMmMoCT BHECEHUS UBMEHEHWNI B NPeayCTaHOBIEHHbIE Napa-
meTpbl 3arpy3dnka GRUB 2 pykoBogcTteBoBatbca PYCBE.10015-01 97 01-1.

BHUMAHMUE! lNocne BHeCceHNa nameHeHun B HacTponkn 3arpy3dmka GRUB 2 Heobxogu-

Mo B OC OT UMeHM agMUHMUCTPATOpa BbIMOMHUTL KOMaHAy update-grub.

2.2.3. lononHuTtenbHble HacTponkn OC

B okHe «[JononHutenbHble HacTporiku OC» nporpaMmmbl yCTaHOBKM HEOGX0AMMO BbibpaTh
ypoBeHb 3awmuieHHocTn OC:

1) 6asoBbinn («Open»);

2) ycuneHHbln («BopoHex»);

3) mMakcumarnbHbIn (« CMONEHCK»).

lMocne Bbibopa ypoBHS 3aLLMLLIEHHOCTN OTOBpa3nTCAa nepevyeHb PYHKUMA 6Ge30nacHOCTH
OC, cooTBeTCcTBYOLLNIA BbIGPAHHOMY YPOBHIO. Ha KaXX4oM YpOBHE AOCTYMHbI K MCMOMNb30BaHUIO
dyHKLMM Be3onacHOCTM NpeablayLLEro YPOBHS.

BHUMAHUE! ®yHkuumn 6e30nacHOCTU, HEQOCTYMNHbIE HA BbIOPAHHOM YPOBHE 3aluuLLeH-
HOCTM, HE MOTYT ObITb BKIHOYEHbI B Npouecce YCTaHOBKM Unu doyHkumoHnposaHnsa OC.

[nst 6a30BOro YpoBHS 3aLUMLLEHHOCTM AOCTYMNHbI (PYHKLMM 6GE30MaCHOCTY:
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1) «B3anpeT BbiBOA4A MEHIO 3arpysdnka» — npu Bbibope gaHHOro nyHkTa OygeT 3anpeLueH

BbIBOA MeHIo 3arpy3dnka GRUB 2. B npouecce 3arpy3ku byget 3arpyxatbes sapo OC,

BblGpaHHOE No yMon4yaHuto. o ymonyaHuio NyHKT He BblbpaH;

2) «3anpeT TpaccmpoBkn ptrace» — npu Bblbope OaHHOro nyHkTa OyaeT BbIKNYeHa

BO3MOXHOCTb TPACCUPOBKM M OTNagKu BbINOHEHNSA NporpaMMHoOro koga. o ymonyaHuio

MYHKT BbIOpaH;

3) «3anpoc naponga ansa komaHasl sudo» — npu Bblbope AaHHOro NyHKTa ByaeT BKIIYEHO

TpeboBaHne BBOAA Napons npv UCNOMb30BaHUM MexaHu3ama sudo. 1o ymonyaHuio nyHKT

BblOpaH;

4) «3anpeT ycTaHOBKM BUTa NCNorHeHNa» — Npu BbIBOpe JaHHOro NyHKTa byaeT BKIto-

YeH pexum 3anpeTa ycTaHOBKM BuTta ncnonHeHus, obecnevvsaroLmnn npegoTepaLleHne

HeCaHKLUMOHMPOBAHHOIO 3anycka UCMnonHsaeMblx oannoB 1 cueHapues Ans KOMaHL4HOM

060504kK. 1o yMonyaHuto NyHKT He BbIOpaH;

5) «3anpeTt ucnonHeHnsa CKPUNTOB Mosib3oBaTensi» — Npu Bolbope AaHHOro nyHkTa Oyaet

BGNoKMPOBaHO MHTEPAKTMBHOE WUCMOSIb30BaHWE Nosib3oBaTernieM uHTepnperaTtopos. 1o

YMOSYaHUIO NYHKT He BblOpaH;

6) «3anpeT ncnonHeHnss MakpoCoB Nonb3oBaTensa» — Npu Bolbope AaHHOrO NyHKTa byaeTt

GrokMpoBaHO MCNOSIHEHNE MAKPOCOB B CTaHAAPTHbIX NPUIOXEHUsIX. [10 yMOnYaHuio NyHKT

He BblbpaH;

7) «3anpeT KoHconNn» — npu BblIbope gaHHOro nyHkTa 6yaeT 6rMoKMpoBaH KOHCOSMbHbLIN

BXOJ B CUCTEMY AN NONb30BaTeNsa M 3anyck KOHCONM 13 rpaduyeckoro nHTepdenca

ceccumn nonb3oBarens. 1o ymonyaHuio NyHKT He BbiOpaH;

8) «CuctemHble orpaHmnyeHms ulimits» — npu BeIGOpe gaHHOro NyHKTa 6yayT BKNHOYEHbDI

CUCTEMHbIE OrpaHMYeHUs], YCTaHOBIEHHbIE B hanne /etc/security/limits.conft.

Mo ymonyaHuo NyHKT He BbIOpaH;

9) «3anpeT aBTOHACTPOMKN CETU» — MpPU BbIBOpEe AaHHOrO NyHKTa OyAeT BbIKNOYeHa

aBTOMaTU4eckasa HacTporka ceTu B npouecce yctaHoBkm OC, ceTb Heobxoammo byaet

HaCTPOUTb BPYYHYIO B COOTBETCTBUN C pEKOMEHAAUNAMM HAcTosLWero pykosoacTea. o

YMOSYaHUIO NYHKT HEe BblOpaH;

10) «MecTHOEe Bpems ANt CUCTEMHBIX YacoB» — nNpu Bblbope AaHHOro nyHkta byaer

BKIMIOYEH PEXMM MHTEpPNpeTaunmn nokasaHmn annapatHbix (RTC) yacos. Mo ymonyaHuto

MYHKT He BblOpaH.

[ns ycuneHHoro ypoBHS 3aLMLLEHHOCTN AOCTYNHbI YHKUMN 6e3onacHoCcTM 6a3oBoro
YPOBHS, a Takxke criegyowme QyHKUUN:

1) «MaHaaTHbIV KOHTPOIb LEeNOCTHOCTM» — NpuY BbiOOpe AaHHOro nyHKTa 6yaeT BKIIYEH

MeXaHN3M MaHOaTHOIMo KOHTPOJ1A LUEJTOCTHOCTW. Mo YMONM4YaHNKO MYHKT Bbl6paH;
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2) «3aMkKHyTas nporpaMmmHasl cpega» — npu Bblbope AaHHOro nyHkTa OyaeT BKIHOYEH

MexaHn3am, obecneymBaroLLNm npoBepkKy HEU3MEHHOCTU N NOANMMHHOCTU 3arpy>KaeMblX

ncnonHsemMblx gannos popmata ELF. [No ymonyaHuto nyHKT He BbIGpaH;

3) «Oumnctka ocBobOXgaeMon BHELLHEN NaMATU» — Npu BblIbope AaHHOro NyHKTa byget

BKITHOYEH PEXMM 04nCTKM GriokoB ®C HenocpeacTBEHHO MpY UX OCBOGOXOEHMM, a TaKKe

pPeXnM O4HNUCTKU pa3aenoB CTpaHUYHOIo obmeHa. Mo YMOIN4YaHUKO NMYHKT HE Bbl6paH.

,D,J'IFI MaKCMMalibHOro ypoBHsA 3alUWLEHHOCTUN OOCTYMHbI beHKLlVII/I ©e3onacHocTn yCUIneH-

HOrO YPOBHS, a Takke YHKUUS:

1) «MaHgaTHoe ynpaBrneHue A0CTyrnoM» — npu BbIbope AaHHOro NyHKTa OyaeT BKMYeH

MeXaHN3M MaHOaTHOro ynpaslieHNUA OOCTYMNOM. Mo YMOIN4YaHNUKO MYHKT Bbl6paH.

COoOTBETCTBME YPOBHEW 3aLLMLLEHHOCTU 1 AOCTYNHbLIX OYHKLMIA 6e30NacHOCTM NpUBEAEHO

B Tabnuue [1]

Taobnuuya 1

®PyHKuMs 6esonacHocTH

YpoBeHb 3alUULLEHHOCTU

BasoBbil

YcuneHHbINn

MakcumanbHbIn

3amkHyTas nporpammHas cpeaa

He poctynHa

HoctynHa
(Mo ymomnyaHuto
BbIKIOYEHA)

HoctynHa
(no  ymonuaHuio
BbIKITOYEHA)

OuncTka ocBOOOXJaeMon BHELLUHEN NamMaTh

He poctynHa

HoctynHa
(mo  ymonyaHuio
BbIKIOYEHA)

HoctynHa
(no  ymonuaHuio
BbIKITOYEHA)

HoctynHa HoctynHa
MaHaaTHbBIN KOHTPOSb LIeNTOCTHOCTHU He poctynHa | (no  ymonyaHuio | (N0 yMOnYaHuio
BKITHOMEHA) BKITHOMEHA)
HoctynHa
MaHgaTHoe yrnpasneHue JOCTynom He poctynHa | He poctynHa (no ymonuaHuto
BKIOYEHa)

Onuncanne gyHkuum 6es3onacHoctn OC M NOpSaoK MX UCMONb30BaHUS MPUBEAEHO B

pokymeHte PYCB.10015-01 97 01-1. MNogpobHee 0 HACTPOMKE CUCTEMHbIX YacOB MNPUBEAEHO

Bl6.7.4.4

2.3. NepBuyHaa HacTpouka OC

B nyHkTax npveeaeHo onncanue Hactpoek OC Ansi COOTBETCTBYIOLLENO YPOBHSA

3alLMLLEHHOCTU B criydae, ecrnu npu yctaHoBke OC 6binn BbiOpaHbl NpeafioKeHHbIE N0 YMOMYaHUIO

3Ha4YeHunA.

2.3.1. ba3oBbIK ypoBeHb 3awmieHHocTn («Open»)

Mocne YCTaHOBKA OC rotoBa K UCNosb30BaHUO 6e3 AONONTHUTENBbHbIX HaCTpoOeK.
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Ha gaHHOM ypOBHe 3aLlMLEHHOCTM AN pa3rpaHnyeHns 4ocTyna NpUMMEHSIETCA MEXaHN3M
AVNCKPEUVOHHOIO yrnpasneHns 4ocTynoM. o ymonyaHuio BbIKNIOYEHbI peXnM oTrnagku ptrace u
BO3MOXHOCTb MCMONb30BaTb MexaHn3mMm sudo 6e3 BBoga naponsi.

[ononHntenbHO Ans 3awwmnTbl MHGPOPMaLMM MOTYT MCNONb30BaTLCA JOCTYMHbIE CUCTEM-
Hbl€ OrpaHMYeHuns], a Takke PyHKUMK 6e30MacHOCTU, OrpaHMuYnBaoLMe 4ENCTBUSA NONb30BaTENEN.

Hactponka dyHkuun 6e30MacHOCTM BbINOMHAETCA B COOTBETCTBUN C AOKYMEHTOM
PYCB.10015-01 97 01-1.

2.3.2. YcuneHHbIN YpOBEHb 3alyumieHHOCTU («BopoHex»)

Mocne yctaHoBkn OC MmaHaaTHbIM KOHTponb uenoctHoctn (MKL) OC u dannoson cu-
CTeMbl BKMNOYaOTCS aBToMaTuyeckn. MNpu BknoveHHoM pexnme MKL, agMuHucTpupoBaHue u
HacTporka OC fOMmKHbI BbINOMHATLCSA TONBKO agMUHUCTPATOPOM Ha BbICOKOM YPOBHE LIENTOCTHO-
CTW.

Ha gaHHOM ypoOBHe 3aLlULLEHHOCTY AN pa3rpaHnyeHns 4ocTyna NpUMEHSIETCA MexaHn3m
AVNCKPEUVOHHOIO yrnpasneHnsa 4octynom. Mo ymonyaHuio BbIKNIOYEHbI peXnM oTrnagku ptrace u
BO3MOXHOCTb MCMOMb30BaTh MexaHn3M sudo 6e3 BBoga napons.

[ononHntenbHO ANg 3awwmTbl MHOPMaLUN MOTYT UCNOSNb30BaTbCA JOCTYMNHbIE CUCTEM-
Hble OrpaHM4eHuns], a Takke PyHKUUN 6e30NacHOCTM, orpaHMyMBatoLLmMe 4EeNCTBUA NOMb3oBaTeNen.

Takke Ha JaHHOM YpOBHE 3alUMLLIEHHOCTU ANS 3aWmMTbl HpopMaLnn JOCTYMHbI MEXaHU3-
Mbl OYMCTKU NaMATU U OpraHn3aunst 3aMKHYTOM NPorpaMMHON cpeabl.

HacTtponka cpencte 3awutbl MHopMauum n oyHKLMA 6€30NacHOCTM BbIMOSHAETCS B

cooTBeTCTBUM ¢ AokymeHToM PYCBE.10015-01 97 01-1.

2.3.3. MakcumarnbHbIN YypOoBeHb 3awuieHHocTH («CMoneHcK»)

Mocne yctaHoBkn OC pexum MKL, OC 1 dhainnoBor cMcTeMbl BKIOYAKOTCS aBTOMaTUYECKU.
Mpw BknoveHHOM pexnume MKLL agmuHncTpmnpoBaHue n Hactporka OC OomkHbI BbIMONMHATLCS
TONbKO aAMUHUCTPATOPOM Ha BbICOKOM YPOBHE LIENOCTHOCTW.

Ha gaHHOM ypoOBHe 3alUMLLEHHOCTUN ANsi pasrpaHMyeHns 40CTyna No yMOonYaHuio NpuMeHs-
IOTCS MeXaHM3Mbl MaHAATHOro yrnpaeneHus 4OCTYNOM U QUCKPELMOHHOIO yNpaBrieHnsa JOCTYMOM.
Mocne yctaHoBku OC Tpebyetcs onpenenutb pexum pabotel KC3 n BbinonHUTh reHepauunio KC3
B cooteetcTBun ¢ PYCB.10015-01 97 01-1.

Mo ymonyaHuto BbIKITOYEHbI PEXUM OTNagku ptrace n BO3MOXHOCTb UCMOMb30BaTh Mexa-
HM3M sudo 6e3 BBOAaA napons.

JononHnteneHO ANg 3awwmTbl MHOPMaLUN MOTYT UCNOMNb30BaTbCA JOCTYMNHbIE CUCTEM-
Hble OrpaHMYeHus], a Takke yHKUUN 6e30NacHOCTM, orpaHMyMBatoLLmMe 4EeNCTBMA NOMb3oBaTeNen.

Takke Ha JaHHOM YPOBHE 3aLUULLEHHOCTU NS 3anTbl UHpOpMauumn JOCTYMNHbI MEXaHN3-

Mbl OYMCTKM NaMSITU U OpraHn3aumust 3aMKHYTOW NporpamMMHON cpebi.
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HacTtponka cpencte 3awutbl MHopMauum 1 oyHKLMA 6€30NacHOCTM BbIMOSHAETCS B

cootBeTcTBUU C fokymeHToM PYCBE.10015-01 97 01-1.
2.4. CozpaHue LiveCD

LiveCD — ato OC, 3arpyxaemas ¢ Hocutens (CD/DVD-ancka, USB-Hocutens) 6e3 ycta-
HOBKW Ha XXeCTKMI AUCK, NPy 3TOM NOfb30oBaTento 4OCTyneH Becb oyHKunoHan OC.
B coctaB OC BXOAUT MHCTPYMEHT KOMaHAHON CTPOKM 1live-build-astra ons c6opkm

obpasa LiveCD B chopmarte iso (Live-o6pa3a). MapameTpbl MHCTPYMeHTa npuBeaeHsl B Tabnuue 2|

Tabnunua 2

MapameTp OnuncaHue

-h BbiBecTu cnpasky

-d <distribution> | YkasaTb Ha3BaHue AUCTpubyTuBa, Ans koToporo co3gaetcs LiveCD

Ykasatb abcontoTHbIn NyTb K ISO-thanny NCTovHMKa NakeToB (peno3mTopus)
-1 "<filename>" OC, ons kotopon co3gaetcs LiveCD. Heckonbko ISO-cannoB moryT 6bITb
yKasaHbl Yepes3 TOYKy C 3ansiTon

Ykasatb ceTeBon agpec peno3utopmsa OC, ana kotopon co3gaetca LiveCD.

- " "
r "<URL> o
Heckonbko peno3nTopunes MOryT ObITb YKa3aHbl 4epe3 TOYKY C 3anAToun

Cobpartb Live-o6pas OC moxHo ¢ ucnonb3oBaHnem |ISO-obpasa ancka ¢ gUCTpubyTMBOM
OC un penosutopua co cpeacteamu paspabotkm OC (6a30BbIN peno3nTopun).

MpumeyaHume. Konnyectso ucnonbdyembix ISO-annos nnm ceteBbiX peno3vtopres
He JOMKHO NPEBbILWATb YeTbIpeX. [1epBbiM JOMKEH ObITb YKa3aH TOT UCTOYHMK, HA OCHOBE KOTOPOro
Oynet cobpaH debootstrap ons Live-obpasa.

Mpwn 3anycke komaHabl live-build-astra 6e3 napameTpos Live-obpa3s byget cobpaH
Ha ocHoBe Tekyllen OC ¢ ucnonb3oBaHNeEM B Ka4ecTBe peNno3nTOpMEB NepBble ABa UCTOYHMKA
n3 panna /etc/apt/sources.list. [lpn atom B hanne /etc/apt/sources.list nepsbiM
AomkeH bbITb yKa3aH MCTOYHUK, HA OCHOBE KOTOoporo byaet cobpaH debootstrap.

Mpn cbopke Live-obpaza B Hero He [JobaBnsalTCA  HEKOTOpble  CTaH-
paptHble naketbl OC. Cnncok  UCKM4YaeMblx NaKkeToB npuvBeaeH B danne
/usr/share/live-build-astra/customyze/shrink.roster. He  pekomeHgyeTca
pacwmnpaTb CMNUCOK WMCKMOYaAeMblX MNakeToB, TakK Kak MakeTbl OyayT MCKNIOYEHbl CO BCEMMU
3aBMCUMOCTSAMMU, YTO MOXKET NPUBECTU K HepaboTocnocobHocTu cobpaHHoro Live-obpasa.

Mpn HeobxogmmocTn pobaButb B CcOOpky Live-obpasa AononHUTENbHblE nNa-
KeTbl K3 peno3ntopueB TpebyeTcs ykasaTb UMMeHa naketoB (0e3 ykasaHusa Bep-
cun) B anne /usr/share/live-build-astra/customyze/astra_extend.list.
Kaxgblh naket pforkeH OblTb yKazaH Ha oOTAenbHOM CTpoke. [lpu  ykasaHuu nake-

Ta B (panne /usr/share/live-build-astra/customyze/astra_extend.list
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Heobxogumo npoBepUTb OTCyTCTBME AaHHOro naketa B danne
/usr/share/live-build-astra/customyze/shrink.roster M nNpu Hanuyunm — wuc-
KNIOYMTb €ro.

Mpn HeobxogmumocTn fobaBntb B cOOpKy Live-obpasa OOMOMHUTENbHLIE MAKETbl, OT-
CyTCTBYyIOLLME B peno3utopusix, cneayet deb-cannbl AaHHbIX NAKETOB CKOMMPOBaTh B KaTasor
/usr/share/live-build-astra/customyze/extra_pkgs.

Takke npu cbopke Live-obpasa BO3MOXHO MCNOMb30oBaTb  AOMOSHUTEMb-
Hble peno3nTopuu, B KOTOPbIX OydeT BbINOMHATLCA MOUCK nakeToB. [Ona pobaene-
HUA  AOMOMNHUTENbHbBIX PENO3UTOPUEB HEOBXoAMMO YyKasaTb WX oOnucaHve B panne
/usr/share/live-build-astra/customyze/external_repo.list. [lpm 3TOM na-
KeTbl, KoTopble TpebyeTcs Ao6aBUTbL N3 AOMONHUTENBHbBIX PENO3UTOPUEB, HEOBXOAMMO yKa3aTb B
danne /usr/share/live-build-astra/customyze/astra_extend.list.

MpnumeyvaHue. Ncnonb3oBatb AOMNOMHUTENbHBIE PENO3NTOPUM CEAYET C OCTOPOXKHO-
CTbt0, TaK Kak Mony4YeHHbI B pesynbrate cOopku Habop NakeToB MOXET OkaldaTbCcs HepaboTocno-
COBHbIM.

Live-obpas, cobpaHHbIN B pe3ynbrate BbINONHEHNA KOMaHabl 1ive-build-astra, pas-
MeLllaeTcs B katanore /opt/live_CD.

B cnyyae HeyaadHom cOopkM MHpopmaumio 06 owmbkax MOXHO NMOCMOTPETL B XypHane
cbopkn /opt/live_ report/build.log.

CospgaHHbIn Live-obpas moxHO ucnonb3oBatb Ans 3arpy3kn OC kak ¢ CD/DVD-gucka, Tak
n ¢ USB-HocuTens.

Onsa nogrotoBkn USB-HocuTensa Heobxogumo ISO-cann ¢ Live-obpazom nobantoso
3anucatb Ha USB-Hakonutenb € mncnonb3oBaHvem komaHabl dd nvbo C NOMOLLbIO YTUNUTHI

fly-admin-iso (onucaHue yTunuTbl NPUBEAEHO B 3NIEKTPOHHOW CripaBke).

Mpumep
3anucbk 1ISO-06pasza 1ivecd. iso Ha nogkntoyeHHbIn USB-HocuTenb, NpeacTaBneHHbIN

B cucteme hannom yctponctea /dev/sdb
dd if=livecd.iso of=/dev/sdb bs=1M

2.5. OoHoBneHue OC

Ona yctaHoBku o6HoBNeHnn OC unCNonbL3yeTcd WHCTPYMEHT KOMaHOHOW CTPOKM

astra-update.
OOLWKM CUHTaAKCMUC KOMaHAab!:
astra-update [meunicTBue] [napamerp] [ucTounHuk]|[[ucTOouHUK]..]
B kayecTBe UcTovHMKa MOXET ObITb ykasaH ISO-chann obpasa nnm ceteBon peno3vTopun.

MoxeT 6bITb YKasaHO HECKONBbKO MCTOYHWMKOB, pasaeneHHbIX NpoGenom.
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Mpw 3anycke KOMaHAbl MOXET ObITb BbIOPAHO TONbLKO 0AHO AencTBue. CnMcoK OCHOBHBIX

AeNCTBUI astra-update npvuBeaeH B Tabnuue [3

Taobnuua 3

Jencrteue Onucanue

-C npOBepMTb, MOXXHO J11 yCTaHaBJ1InBaTb oOHoBneHue. NameHeHus B cucremy
He BHOCATCS. fABNaeTcs AenCcTBMEM MO yMON4YaHUIO — BbINOJNHAETCA, eClnn B
KomMaHae OencTBue He YKa3aHO

-a YcTaHoBUTL OBHOBIEHNE aBTOMATMYECKM B MHTEPAKTUBHOM PEXMME (C BbIBO-
AOM 3anpOoCoB NONb30BaTEN0), BbIMOMHAS aBTOMATUYECKOE BbIKNIOYEHNE U
BKMtoveHne dyHKumin 6esonacHocTtun. MNpeacTtaBnsieT cobon nocrnegoBaTenb-
HO€e BbIMOSIHEHNE AENCTBUN —-d, -1 N —-e

-A YcTaHoBUTE OOHOBIIEHME MOMTHOCTLIO aBTOMaTU4eckn (6e3 BbiBoga coobLe-
HU 1 3anpOCOB MONb30BATENO), BbIMOSHAS aBTOMATUYECKOE BbIKITIOYEHME U
BKMtoyeHue dyHkumn 6esonacHocTu. MNpeactasnseT cobon nocrnegoBaTenb-
HOe BbIMosiHeHne aencTeum -d, -I n —e.

[aHHbIN pexnm npegHasHayveH Ans MacCoBOW aBTOMaTUYECKON YCTAaHOBKM
OGHOBMEHMI Ha yOarneHHbIX KOMMNbIOTEPaX, B TOM YMCHE ANs UCMNOMb30BaHNA
B cLeHapusXx ansible. YcTponcTBa YTEHMsI ONTUYECKUX ANCKOB, 40OaBNEHHbIe
C NOMOLLbI0O KOMaHAbl sudo apt-cdrom add, He ByAyT MCNONb30BaHbI B
npouecce HEMHTEPAKTUBHOWM YCTAHOBKM, T.K. MOFyT NoTpeboBaTb AENCTBUN
nonb3oBaTens

-d BoikntounTtb dyHKUMM Ge3onacHocTM, Melawwme obHoeneHutwo. Cocto-
aHMe dyHKUMn 6esonacHocTM npu aTtom Byaer coxpaHeHo B dhaunne
/etc/parsec/update-saveconf

-1 YCcTaHOoBUTL OGHOBIIEHNE B HEMHTEPAKTUBHOM pexume (6e3 BbiBoga coobLue-
HWUIA 1 3aNPOCOB NOMb30BATENIO) U HE BbIMNOSHSAS BbIKMIOYEHME U BKIOYEHME
dyHKUMN 6esonacHoCTH

-i YcTaHoBUTb OGHOBIIEHNE B UHTEPAKTMBHOM peEXUMe (C BbIBOAOM 3amnpocoB
NoNb30BaTeN0) U He BbIMNOSHSAS BbIKMOYEHNE U BKIIOYEHNE (PYHKUMNIA Ges-
onacHocTu

-e BkntounTb doyHKUMKM 6e3onacHoCTU, koTopble BbinKv BbIKMOYEHbI Nepeq, 06-
HoBneHnem genctemem -d. CoctosHue dyHKUMin GesonacHocTn ByaeT Boc-
CTaHOBIEHO U3 anna /etc/parsec/update-saveconf. Ecnu dann He
CYLLECTBYET, TO HMKaKNE U3MEHEHMS B CUCTEMY BHECEHLI He ByayT

Cnucok napameTpoB astra-update npueeaeH B Tabnuue 4]

Tabnuua 4
MapameTp OnuncaHue

-k CoxpaHnTb NCTOYHMKK ANa nocnegyowero ncnonb3oBaHus (ISO-dannbl 06-
pa3oB OyayT CKONMMPOBaHbI Ha AWUCK U yKasaHbl B /etc/fstab, ceTeBble
penosutopun 6yayt nobaeneHbl B hann /etc/apt/sources.list)

-g lNpoBepuTb KOHTPONbHYO cymmy ISO-daiina obpasa no anroputmy NOCT
(cbarn ¢ KOHTPONbLHOWM CYMMOW AOSMKEH pacnonaraTbCd B OQHOM KaTasnore ¢
obpasom)

1.7.2



27
PYCBE.10015-01 95 01-1

OkoHyaHue mabnuusei 4

MapameTp Onuncanue

-m MpoBepnTb KOHTPONbHYO cymmy ISO-darna obpasa no anroputmy MD5
(cbarin ¢ KOHTPONbLHOWM CYMMOW AOSMKEH pacnonaraTbCa B OQHOM KaTasore ¢
obpasom)

-r YctaHoBKka OOGHOBMEHMS M3 PEeno3nTOpMEB, MNEPEYUCTIEHHbIX B dawne
/etc/apt/sources.list (6e3 BHeCEeHUss U3MeHeHW B caMm dann)

-n Tonbko UMUTMPOBATbL YCTaHOBKY OBHOBMEHUs, 6e3 BHECEHUSI U3MEHEHWI B
cuctemy

BHUMAHUE! NHcTannsumoHHbIM 0Bpa3 cuctembl Bcerga SOMMKEH NPUCYTCTBOBATh B
/etc/apt/sources.list unu ObiTb yKa3aH B KA4€CTBE MCTOYHMKA NPU BbINOSTHEHUN KOMaHAbI
astra-update.

MHopmaumio no Ncnonb3oBaHUKD MHCTPYMEHTA astra—update MOXHO NPOCMOTPETL B
TepMuHane, BbIMOMHUB KOMaHAY:
astra-update --help

[nsa yctaHoOBKM OOHOBNEHMM TakKKe MOXET UCMONb30BaTbCA rpaduyeckas ytmnmta

fly-astra-update. OnucaHne yTUnuTbl NPUBEAEHO B ANEKTPOHHONM CrpaBKe.
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3. CUICTEMHbIE KOMIMOHEHTbI

3.1. YnpaBneHue ycTponctBamu

3.1.1. Tunel ycTpoucTtse

B OC cyuwiecTtByeT ABa TMna yCTPOUCTB:

1) BroYHble YCTPOMCTBA C NPOU3BOSIbHBIM AOCTYNOM — AaHHble, 3anncaHHble B Takue

YyCTPONCTBA, MOryT ObITb NPOYUTaHbI OTTYAA, KyAa 3anucaHbl (Hanpumep, XecTkue OUCKN);

2) CUMBOfbHbIE YCTPOMCTBA C nocrefoBaTeflbHbIM UM MPOU3BOSIbHLIM JOCTYNOM —

AaHHble, 3anncaHHble B Takne YCTPOMCTBA, He MOryT BbITb NpoYMTaHbl (Hanpumep, nocre-

AoBarterbHble NOpPThI).

Kaxxgoe nogaepxusaemoe ycTponcTeo npeactaesnsetrca B ®C cannom yctponctsa. Npu
BbIMOSTHEHUW OnepaLmi YTeHUSA UK 3anucK ¢ pannom ycTponcTea NponucxoanT odMeH AaHHbIMK
C YCTPOMCTBOM, Ha KOTOpPOE yKasblBaeT aToT hann. [JaHHbIn cnocob gocTyna K yCTponcTBam
NMO3BONSIET HE UCNOMb30BaTh CneunanbHble NPorpaMMbl (a Takke cneuvanbHble MeToabl Nporpam-
MUPOBaHMUs, Takne kak paboTa ¢ npepbiBaHUAMM).

Tak kak ycTponcTBa oTobpaxatoTcsa kak cannbl B ®C (B Katanore /dev), UX MOXHO
NPOCMOTPETL C NOMOLLIO KOMaHAbl 1s. [Mocne BbINONHEHMS KOMaHAbl C NnapaMeTpoM —1:
1s -1
Ha 3KpaH MOHUTOpPA BbIBOAUTCS CMMUCOK (hanrnoB C ykazaHMeM B NepBOUn KOSIOHKe Tuna channa
M NpaB goctyna K Hemy. Hanpumep, ana npocmoTtpa danna, COOTBETCTBYHOLLENO 3BYKOBOMY
YCTPOWCTBY, UCMOSb3yeTcs cneayollasa kKomaHaa:
ls -1 /dev/dsp
crw-rw—---T+ 1 root audio 14, 3 Wwn 1 13:05 /dev/dsp

[MepBbI CMMBOM c B NEPBOW KOMOHKE yKasblBaeT Ha TUN panna — B JaHHOM Crlydae CUM-
BOIbHOE YCTPOMCTBO. [Ans 06bl4HbIX hannioB MCNOMbL3yeTCa CUMMBON «—» (aedurc), Ansa Katanoros
— d, 4ns 6rnoYHbIX YCTPOMUCTB — b (onncaHve KomaHabl NpMBegeHO B man 1s).

Hanuuue annoB ycTpoONCTB HE O3HaYaeT, YTO JaHHbIE YCTPONCTBA YCTAHOBMEHbI B CU-
cteme. Hanpumep, Hannume hanna /dev/sda He 03HaAYyaEeT, YTO HA KOMNbIOTEPE YCTaHOBMNEH
xecTkun guck SCSI. 3To npegycmMoTpeHo Ans obneryeHnsi ycTaHOBKM NporpamMmM 1 HOBOro obopy-
A0BaHW4, T. K. UCKIT0MaeT HeoBXOAMMOCTb MOMCKa HY>KHbIX MapamMeTpbl U co3gaHusa gannos ons

HOBbIX YCTPOWUCTB.

3.1.2. XXecTKne AUCKMU

[Mpn agMUHUCTPMPOBAHMM OUCKOB MOTYT BO3HUKHYTb BOMPOCHI, CBA3aHHbIE C pa3geneHnem
XKECTKOro Ancka Ha pasgerbl, co3gaHmem u MoHTupoBaHmem ®C, hopmaTtpoBaHMemM ancka u ap.

OpaHa 13 NpuyrH pasgeneHns XeCcTKoro Ancka — 310 XpaHeHue pasHbix OC Ha ogHoMm

XeCcTKoM aucke. [lpyras npuynHa — XxpaHeHune nosib30BaTerNbCKMX U CUCTEMHbIX (haiifioB B pas-
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HbIX AWCKOBbIX pasaenax, YTo ynpoLlaeT pe3epBHOE KOMMPOBAHNE N BOCCTAHOBMNEHME, a TaKKe
NoBbIWAaeT 3alMLLEHHOCTb CUCTEMHbIX PanfoB OT NOBPEXAEHUN.

[lnsa ncnonb3oBaHUsa Ancka unn pasgena Heobxoanmo cosgaHue Ha Hem OC.

[nsa wratHoro goctyna K AgaHHbIM, Haxogsawwmmcsa B @C, Heob6xoanmo BbINOAHUTL MOHTUPO-
BaHne ®C. MoHTMpOBaHME BbINOSTHAETCS C Lenblo hopMUPOBaHUS €OUHON CTPYKTYPbI KaTanoros,
obecneyeHus Bydepmsauumn aAnckoB 1 paboTbl C BUPTYanbHOW NaMSATBIO.

MOHTMPOBaHNE MOXET BbINOTHATLCS Kak aBTOMAaTUYECKU, Tak U Bpy4YHyto. PC, MOHTUpye-
Mbl€ BPYYHYHO, OOMKHbI ObITb PA3MOHTUPOBAHbI BPYYHYIHO.

LleHTpanbHbI NPOLIECCOP U XXECTKUIN ANCK 0OMeHMBaoTCs MHbopMaumen Yepes ANCKOBbIN
KOHTposnnep. 3To ynpoLiaeT cxemy obpaLleHnst n paboTbl C AUCKOM, T. K. KOHTPOMAepbl AN pasHbIX
TUNOB OWUCKOB MOTYT ObITb MOCTPOEHbI C UCMONb30BaHMEM €OMHOr0 MHTepdenca ans cBssn ¢
KOMMbIOTEPOM.

Kaxxgbln XKecTKMn OUCK NpeacTaBneH oTaenbHbIM (hansiomMm ycTponcTea B KaTtanore /dev:
/dev/hda n /dev/hdb Ans nepBoro M BTOPOro Aucka, noakntoveHHoro no IDE wwuHe, u

/dev/sda, /dev/sdb 1 T. 4. 4Ns AUckoB, ncnonb3ytowmx SCSI nnn SATA-nHTepdenc.

3.1.3. Pasgenbl XXecTKOro gucka

Becb eCcTkuin gnck MoxeT ObITb pa3geneH Ha HeCKONbKO AMCKOBbIX pa3aenos, NpuyemM
Kaxkablv pasgen npeacraBneH Tak, Kak ecnm Obl 370 6bI1 oTAeNbHbIN ANCK. PasgeneHne ncnosnb-
3yeTcs, Hanpumep, npu pabote ¢ asyma OC Ha ogHoOM kecTkoM aucke. Npu atom kaxxkgaa OC
ncnonb3yeT aAns paboTbl OTAENbHbIA ANCKOBbINA pa3nen U He B3aMMOAEWUCTBYET C APYrMMU. Takum
o6pa3som, ABe pasnuyHble CUCTEMbI MOTYT OblTb YCTAHOBIEHbI HA OOHOM XXECTKOM OUCKE.

MasHas 3arpy3odHas 3annce MBR (Master Boot Record) gucka cogepxut mecto gns
YeTblpeX OCHOBHbIX pa3aenos, NpoHymMepoBaHHbIX OT 1 oo 4. Ecnu Heobxogmmo gobasuthb elle
pasgenbl Ha AuCK, To cnegyeT npeobpa3oBaTtb OCHOBHOW pasden B AONONHUTENbHbIN (extended).
[anee gononHuUTenbHbIM pasgen pasgenseTcs Ha OauH UKW HECKONbKO JTOrMYeCcKNX pasaenos ¢
Homepamu oT 5 oo 15.

3.1.3.1. PacwumpeHHble 1 nornyeckue pasgenbl

Mpu yctaHoBke OC obnactb cTpaHM4YHOro obmeHa yalle Bcero pasMmeLlaeTcs B OCHOBHOM
OTAEeNbHOM ANCKOBOM pasgene.

Cxema, ucnonb3ytoLasi pacluMpeHHble pasgensl, NO3BonsieT pa3drBaTe OCHOBHOW pasgern
Ha nogpasgensl. OCHOBHOWM pa3aen, pasduTbi Takum 06pa3oM, Ha3bIBAETCA «PaCLUMPEHHBbIM
pasgenomMy, a nogpasaenbl Ha3blBalTCsa «rnormdeckummn pasgenammy». OHU (PYHKUNMOHMPYIOT Tak

Xe, KaK 1 OCHOBHbIE pa3aernbl, pa3findine CoOCToOUT B CXemMe X co3gaHuA.
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3.1.3.2. Pa3buneHue xecTkoro gmcka

Mpwn yctaHoBke OC pasbueHune xecTKoro agucka (OUCKOB) OCyLLeCTBNAETCA cpeacTsaMmm
nporpammbl-ycTaHoBLlmKa. Npn pabote ¢ OC ans pasbueHunsa XeCcTKoro gucka Ha pasgenbl
ucnonbayetcd nporpamma f£disk.

Kaxabi pasgen OOMmKeH cogepXaTb YETHOE KONMYEeCTBO CEKTOPOB, T. K. B OC mncnonb3ay-
toTcs 6noku pasmepom B 1 Kb, T. e. ABa cekTopa. HeueTHOe KONMYeCTBO CEKTOPOB NpUBEAET K
TOMY, YTO NOCNEAHUN U3 HUX ByaeT He NCMOMb30BaH. OTO HM Ha YTO HE BAUSET, HO NPWU 3anycke
fdisk 6yget BblgaHO npeaynpexaeHue.

[Mpn nameHeHun pasmepa pasgena pekoMeHayeTcs CHavarna caernaTtb pe3epBHYH KOMuio
BCen Heobxoaumown nHdgopmaumm, yoanuTb pasger, co3fatb HOBLIWM pasgen, a 3aTeM BOCCTaHo-
BUTb BCIO COXPaHEHHYI MHJOpPMaLuIo B HOBOM pasfene.

OnucaHuve nporpammbl NpuBeaeHo B man fdisk.

3.1.3.3. ®annbl ycTpoMUCcTB U pasgenbl

Kaxxgomy OCHOBHOMY U pacLUMpPeHHOMY pasaeny COOTBETCTBYET OTAENbHbIN dhans yCcTpon-
ctBa. CylecTByeT cornaweHvne ana nmeH nogobHbIx hannos, KOTOpoe 3akrntodaeTcsa B Jobasne-
HUM HOMepa pasgena K MMeHun hanna camoro gucka. Pasgenel ¢ 1 no 4 9Bna0TCA OCHOBHbLIMU
(BHEe 3aBMCMMOCTU OT TOrO, CKOSbKO CYLLECTBYET OCHOBHbIX pa3fenos), a pasgensl ¢ 5 no 15 — no-
rMYecKMMn (BHE 3aBUCMMOCTM OT TOrO, K KAKOMY OCHOBHOMY pasfeny OHW OTHocATcs). Hanpumep,
/dev/hdal COOTBETCTBYET NEpPBOMY OCHOBHOMY pasaeny nepsoro IDE-gucka, a /dev/sdb7 —

TPeETbEMY FIOMMYECKOMY pasaeny BTOporo gucka ¢ nutepgericom SCSI nnu SATA.

3.1.4. ®opmaTupoBaHue

dopmaTmpoBaHMe — 3TO MpoLecc 3anucu cneumanbHbIX OTMETOK Ha MarHUTHYH Mo-
BEPXHOCTb, KOTOpble MCMONb3YTCA ONS pa3ferneHns OopoXeK U cekTopoB. [AUCK He MOXeT
Ncnonb3oBaTbCsa A0 TeX Mop, Noka OH He ByaeT oThopMaTUpoBaH.

Onsa IDE- n HekoTopbix SCSI-anckos popmatnpoBaHue Npon3BOAUTCH NpU UX U3rOTOBIEe-

HWUM 1, 0BbIYHO, He TpebyeTcsa NOBTOPEHUS 3TOW MpoLieaypbi.

3.1.5. NMporpammHan opraHusaums guckoBbix pasgenoB B RAID u toma LVM

B agpo OC BcTpoeHa nporpammHas peanudaunsa texHornornn RAID (yposHu: RAID 0,
RAID 1, RAID 5 u ux codeTaHus). KomaHga mdadm npegoctaBnsetr agMUHUCTPATUBHBLIN UHTEP-
drenic nonb3oBartens ANA co3gaHUAa U ynpasrieHna MaccuBamMmu.

[Mocne co3naHus maccuBa ero yCTPOUCTBO, Hanpumep, /dev/md0, UCMOMb3yeTCs TOYHO
Takke, kKak /dev/hdal wnm /dev/sdb7.

LVM, ¢ ToYKM 3peHnsa aapa CUCTEMBI, UCMONb3YeT YHUMpULUMPOBaHHbIE MexaHu3Mbl VFS n

He Hy)xaaeTcs B cneumanbHbiX KoHurypauusx sgpa. B OC obecneunBaeTcst NonNHO(YHKUMOHAMNb-
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Hoe ynpasneHne Tomamu LVM, KoTOpoe ocyLecTBNAETCss CTEKOM KoMaHA ynpasneHus (okono 30
nporpamMmm).

LVM o6ecneumBaeT 6onee BbICOKMA YypOBEHb abCTpakuumn, 4eM TpaguunoHHbIE OUCKN
n pasgensl Linux. 3T1o no3sondet obutbcsa 6onbluen rmbkocTr Npu BbiAENEHUN NPOCTPaHCTBA
ANs XpaHEeHUs1 AaHHbIX. Jlormyeckne Toma MOXHO Nerko nepemMellartb ¢ OAHOro M3N4eCKOro
YCTPOWCTBA Ha Apyroe, a ux pasmep n3aMeHsTb. Pusmyeckme ycTpomcTea MOXHO OTHOCUTESTbHO
npocTto fobasnaTb M yaansate. Tomam, ynpasnsgemMmbiM nocpeactsom LVM, MOXHO HasHavaTb
nobble TEKCTOBbIE HAa3BaHUSA, Hanpumep, database unn home, a He cnyXebHble sda unn hda,

KaK y YCTPOWCTB.
3.2. YnpaBneHune ®C

dannosasa cucteMa — 3T0 METOAbl U CTPYKTYPbI AaHHbIX, KOTopble ncnoneaytotca OC anga
XpaHeHus annioB Ha ANCKE UNU ero pasgene.

Mepen Tem, Kak pasgen unu AUCK MoryT 6bITb NCMONb30BaHbI ANs XpaHeHUs Hopmaumm
(dpannos), oH JOmMKeH BbITb MHULMANM3MPOBaH, a Tpebyemble faHHble NepeHeCceHbl Ha 3TOT AUCK.
OTOT npouecc Ha3biBaeTcHa «cosgaHnem OCy».

B OC pekomeHaoBaHa K NPUMEHEHMIO U UCMNONb3yeTcsa No ymondaHuto ®C tuna ext4,
obecneymnBatoLlan NOAAEPKKY AMNHHBIX MMEH, CUMBOJSIMYECKUX CBA3EN, XpaHeHne MaHaaTHbIX
aTpmbyToB, BO3MOXHOCTb NpeacTaBneHns nMeH annoB pycckumm dyksamu. JoONoSTHATENBHO
moryT ucnone3oatbcst PC 1ISO9660, FAT (MS-DOS), NTFS u gp.

Bce paHHble OC cocTosT n3 MHOXecTBa hansnos (Nporpammbl, GUBNMOTEKN, CUCTEMHbIE
M nornb3oBaTeribCckne gannsl) n Bce oHu pacnonaratotca B PC. Ctpyktypa ®C umeeT BuAa
«NepeBepHYTOro AepeBa», BEPXHIOK BEPLUMHY KOTOPOro HasblBalOT KOPHEM («/» — KOpHEBOW
Katanor).

B 3aBucumocTu ot BbiGOpa, caoenaHHoro B npouecce yctaHoBku OC, katanorm moryT
OTHOCUTBLCS K pasnuyHbim OC.

Mocne yctaHoBkn OC dharnoBasa cuctema MoXeT COCTOSATb, HanpuMep, U3 CriegytoLmx
KaTanoros:

- root:

- /bin — HaxoOAaTCs BbINOMHAEMbIE NporpamMMbl (TOYHee, X ABOUYHbIE harnbl). OHK
HeobxoauMbl Anga paboTbl cucteMbl. MHorne komangbl OC aBnalTCA nporpaMmmamMm
13 3TOro KaTanora;

- /dev — pacnonoXeHbl ocobble dannbl, Ha3biBaeMble «dannamm yCTPOUCTBY»
(device files). C nx noMoLLbIO OCyLLEeCTBASAETCA JOCTYN KO BCeEM (PU3NYECKUM YCTPOU-

CcTBaM, YCTAHOBJIEHHbIM B CUCTEME;
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- /boot — cogepxuT Heobxoaumyo MHdopMauuto onga 3arpy3kun cuctemsl (S4po
(sppa), obpas initrd, hanns 3arpysdnka);
- /root — AOMAaLUHUK KaTanor cynepnonb3oBaTens;
- /tmp — UCNonb3yeTcsa Ansi XpaHeHUs1 BpEMEHHbIX hannoB, Co34aBaeMbIX Nporpam-
Mamu B nipouecce cBoen pabotbl. Pabotas ¢ nporpammamu, co3gatowmmMm MHOIO
OonbLUINX BpEMEHHbIX (hannos, ny4we nmMeTb otaensHyto ®C, yem npocTon Katanor
KopHeBon ®C;
- /etc — cogepxuT KoHurypaumoHHble channbl OC. 3aeck HaxoauTes hann napo-
neun passwd, a Takke cnucok ®C, MOHTUPYEMBbIX NPU HavanbHOM 3arpy3ke fstab.
B aToMm ke kaTanore xpaHATcs cueHapun 3arpy3ku (startup scripts), cnncok yanos
(hosts) ¢ ux IP-agpecamu n MHOXeCTBO ApYrMX AaHHbIX O KOHGUrypauuu;
- /1lib — cogepxartcsa pasgensiemole 6ubnnoTekn, NCNonb3yemMble MHOrMMU Nporpam-
MaMu BO BpeMs cBoer paboTbl. MpumeHsa pasgensieMble 6MBnNnoTekn, XpaHsawmecs
B 06LLEAOCTYNHOM MeCTe, MOXXHO YMEHbLUUTb pa3mep NporpamMm 3a cHET NOBTOPHOMO
NCMonb30BaHNA OQHOMO M TOrO Xe KoAa;
- /proc — sBngaeTca ncesgodansioBo CUCTEMON U UCNOMb3yeTCa ANA YTEHUS U3
namMsaTu nHopmaLmm o cucTeme;
- /sbin — XpaHATCS CUCTEMHbIE ABONYHbIE dhansibl (6ONBLUMHCTBO M3 HUX UCMOMb3Y-
eTcsa ANns HyXX4 CUCTEMHOrO agMUHUCTPUPOBAHUS);
- /usr — XpaHATCHA pasnunyHble NPOrpaMmbl U AaHHbIE, HE noanexalwmne n3aMeHeHuro. Ka-
Tanor /usr n ero nogkaranorn Heobxoanmsl Anst pyHKUMOHUpoBaHusa OC, T.K. cogepxaT
Hanbonee BaxHble Nporpammbl. [JaHHbIN KaTanor NoYTn Bcerga asnsierca otgenbsHon OC;
- /var — cogepxatcsa naMmeHsemble dannbl (Takme kak log-cbannbel u ap.);
- /home — COCTOMUT M3 NNYHbIX KaTanoros nonb3osarenen. O6LenpMHATO UMETb 34€EeCb
otaenbHyto ®C, yTobbl 06ecneynTb NoNb3oBaTeNsIM 4OCTAaTOMHOE NMPOCTPAHCTBO ANd pas-
MeLleHna ceoux pavnos. Ecnn nonb3oBaTtenen B cUCTeMe MHOro, BO3MOXHO, NpuaeTcs
pasgenuTb 3TOT KaTarnor Ha Heckonbko ®C. Torga, HaNpMMep, MOXHO co3aaTth nogkarasno-
T /home/staff n /home/admin gna nepcoHana n agMMHUCTPaLUMN, COOTBETCTBEHHO,
YCTaHOBUTb KaXablN Kak camocTtoaTernbHyto PC 1 yxxe B HUX co3gaBaTb pabodne katanorun
nonb3oBaTeneu.
B nuyHbIX KaTtanorax KaXgoro nonb3oBaTtensl Hapsay ¢ ApyrMMun gpannamm MMmeroTca
HECKOJSTbKO KOH(pUrypaLunoHHbIX pannos, KOoTopble 4SS NPaKTUYECKNX Lernen siBnatTcA
CKpbITbIMU. OHM MoguduumpytoTCca peako. dann CTaHOBUTCHA CKPbITbIM, €CIM NOCTaBUTb

TOYKY B Havarne umeHu hanna. YBmaeTb CKpbITble dpanrbl MOXHO BBEAA KOMaHAY:

ls -a
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3.2.1. YcTaHOBKa
®C ycTaHaBnuBaeTcs, T. €. UHULUMaNU3npyeTcs, Npu nomMoLmn komanabl mkfs. KomaHaa
3anyckaet TpebyemMyto nporpamMmmy B 3aBUCMMOCTM OT TUMa ycTaHaBnuBaemomn cuctemol. Tun ¢C

yKasblBaeTCsl Npu NoMoLLmM napameTpa -t fstype (onuMcaHue KOMaHabl NPUBEAEHO B man mkfs).

3.2.2. MoHTUpOBaHue

Mepen Hayanom pabotbl ¢ PC oHa gormkHa ObITb cMOHTMpPoBaHa. [Mpu aTom OC BbINONHAET
aencteus, obecnednsarone oyHKUNOHMpoBaHue MoHTupyemon ®C. Tak kak Bce dannbl B OC
NpuHagneXxaT O4HOWM CTPYKTYpe KaTanoros, TO aTa onepauunsa obecneumBaet paboty ¢ OC Kak ¢
Katanorom, HasblBaeMbIM TOYKOM MOHTUPOBAHUS.

Ona moHTuposaHuna ®C k gepey katanoroB OC Heobxoanmo y6eauTbed, 4To KaTanor
(TOYKa MOHTMPOBaHMS), K KOTOPOMY crnegyeT npumoHTupoBatb OC, 4EeNCTBUTENBHO CyLLECTBYET.

Ecnn ncnonb3oBaTb AN TOYKU MOHTUPOBAHUSA HEMYCTOW KaTtanor, TO ero coaepxmmoe
CTaHeT HeJOCTYMNHO 4O pa3MOHTUPOBaHUA. [103TOMy pekoMeHayeTca MMETb crneunansHO co3naH-
Hble KaTanoru gnsi MOHTMpPOBaHus pasgenos/ycTponcTB. OBbLIYHO OHU pacnonaralTcs B /mnt n
/media.

Mpeanonoxum, 4To TpebyeTcss MOHTMpPOBaTb ann IS09660 K TOMKE MOHTUPOBAHUSA
/mnt. Katanor /mnt OOMKeH yXe CylecTBoBaTb, UHAa4e MOHTMPOBaHWE 3aBEPLUUTCA HeyaayHo.
[Mocne MOHTUPOBaHMUS K KaTanory B HeM nosiBatcs Bce ¢hannbl n nogkatanorn ¢C. B npoTMBHOM
cny4vae karanor /mnt 6yger nycTbiM.

[nsa Toro 4yTobbI y3HaThb, kKakon ®C NpuHaONEXNT TEKYLLUIN KaTanor, cregyeTt BOCNOb30-
BaTbCHA KOMaHAOOW:
df -h
B BbiBOge komaHabl 6yaet otobpaxeHa ®C n o6bem cBoGOQHOro NPOCTpPaHCTBa.

3.2.2.1. mount

B OC gns moHTupoBaHusa ®C ncnonb3yetca komaHaa mount. CUHTAKCUC KOMaHAbI:

mount <device> <mountpoint>
roe  <device> — pmamyeckoe YCTPOMCTBO, KOTOPOE HEOOX0AMMO NMPMMOHTMPOBATD;
<mountpoint> — MMSA TOYKHU MOHTUPOBAHUA.
Mo ymon4yaHuio B uensix obecnevyeHms 6e3onacHOCTU MHGOPMaLMK NCNONb30BaTb KOMaH-
Ay mount MOXET TONbKO Cyneprnorb3oBaTenb.
Kpome napameTpoB, yKasaHHbIX Bbille, KOMaHA4a mount MOXET MMETb B KOMaHOHOMN

CTpOKe napameTpbl, NpuBedeHHble B Tabnuue 5l
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Tabnunua 5
MapameTp Onucanune
£ Umuntnpyet moHTupoBaHme PC. BLINOMHATCA BCe OENCTBUSA, KDOME CUCTEM-
HOro BbI30Ba ANSA HACTOALLEro MOHTUPOBaHMUS
v MoapobHein oT4veT. MNpenocTaBnseT 4ONONHUTENBHYO MHOPMAaLNIO O CBOUX
JEencTBusIxX
-w Mogkntodaet ®C ¢ OCTYNOM ANSA YTEHUSA U 3anmcu
-r Moakntodaet ®C ¢ 4OCTYNOM TOMbKO ANSA YTEHUS
-n BbinonHseTr MoHTUpoBaHue 6e3 3anncu B chann /etc/mtab
-t type YkasbiBaeT Tvn MoHTupyemon ®C
-a Mogkntountb Bce PC, nepeuncneHHble B /etc/fstab
MpumMeHnTbL cnncok napaMeTpoB K MoHTUpyemon ®C. MNapameTpbl B cnimncke
-0 list_of_ options| nepeyncrieHbl Yepes 3anaTyro. 3a NofHbIM CIMCKOM BO3MOXHbIX NapaMeTpoB
cnegyet obpaTtuTbCa K PYKOBOACTBY man

Ecnu Heobxoammbln napameTp He yka3aH, mount NonbiTaeTca onpeaenntb ee no canny
/etc/fstab.

PacnpocTpaHeHHble hopMbl KOMaHAbl mount:

1) mount /dev/hdb3 /mnt — MOHTUPYET pa3gern XecTkoro aucka /dev/hdb3 K kaTa-

nory /mnt;

2) mount -vat nfs — MoHTMpyeT Bce ®C NFS, nepeuncneHHole B dpanne

/etc/fstab.

Ecnu npaBuiibHO NMPUMOHTUPOBATb dC He yOoaeTcd, TO BOCMNOJ1Ib30BaATbCA KOMaHOoW:

mount -vf device mountpoint

AN nonyyYyeHnsa ot4yeTa O pesynbratax BbIMONHEHUA KOMaHObl mount. B npaHHOM clny4yae KoMmaHaa

BbIMNOSHAET BCE AENCTBUS, KpomMme MOHTUPOBAHWNA, N BbIBOOANTCA I'IOﬂ,pO6HbIl7I OTYeT O KaXXAoM Luare

BbINOJIHEHNA KOMaHAbI.

OnuncaHne KkomaHabl npmBeageHo B man mount.

3.2.2.2. fstab

Ecnu cnucok ucnonedyembix PC nameHsieTcs pegko, To Ans ygobctea MOXHO ykasaTb

OC moHTupoBate ®C npu 3arpys3ke u pasMOHTMpPOBaTb Mpw 3aBeplueHun pabotbl. PC ons

MOHTMPOBaHUSA NEPEYNCNSAIOTCA B crieumanbHOM KoHdUrypaumoHHom daiine /etc/fstab no

ogHon B cTpoke. lNMonsa B cTpokax pasgenstoTtca npobenamun nnv cumsonammn tabynauuu. B

Tabnuue [6] npmBeaeHbl nons daina /etc/fstab.

Tabnunua 6

MNone

OnucaHwne

oC

Moaknoyaemoe BrnovYHOe YCTPONCTBO unu yaaneHHas dC
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OkoHyaHue mabnuuei 6

MNone OnucaHne

KaTtanor moHTMpoBaHus ®C. YTobbl caenatb cMcTeMy HEBUAMMOMN B
To4yka MOHTUPOBaHNSA AepeBse Katanoros (Hanpumep, ans dannoB NogKkavkm), UCMNornb3yeTcs
CINOBO none

Tun YkasbiBaeT T1n MoHTupyemon ®C

Cnucok pasgeneHHbIX 3andaTbiMu napameTpoB Ansg MoHTupyemon OC.
Onuun MOHTMpPOBaHUA HomkeH cogepxaTb, NO KparHen mepe, TMN MOHTUpPOBaHWA. Bonee
noapo6Hyo MHOPMaLMIO CM. B PYKOBOACTBE man KOMaHAbl mount

YKasblBaeT, Kak 4acTo crieqyeT BbINOMHATbL pe3epBHOE KONUPOBaHUE C
nomMoLlbo KomaHabl dump. Ecnn B none ctout 3HayeHne 0, To dump
cunTaer, 4To PC He HyXKOaeTca B pe3epBHOM KOMMPOBaHUN

lMNepnoanyHOCTb pe3epBHOro
KonunpoBaHus

3agaet nopsagok Npoeepku LenoctHocTn dC npwm 3arpyske ¢ NOMOLLbIO
kKoMaHabl f£sck. [Ana kopHeBon ®C cnepyeT ykasbiBaTb 3HayeHue 1,
Anga ocTanbHbIX — 2. Ecnn 3HayeHne He ykasaHo, uenocTtHocTe OC npu
3arpyske npoBepsTbCcA He byaeT

Homep npoxoana

PekomeHngyetcst MoHTUpoBaTh OC BO BpeMs 3arpy3kn Yepes /etc/fstab BMECTO KOMaH-

Abl mount. [lanee npusegeH npumep danna fstab.
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Mpumep

/etc/fstab: static file system information.

#
#
# Use ’'blkid’ to print the universally unique identifier for a
# device; this may be used with UUID= as a more robust way to name devices
# that works even if disks are added and removed. See fstab(5).
#
# <file system> <mount point> <type> <options> <dump> <pass>
# / was on /dev/sdall during installation

UUID=a50cefb7-a198-4240-b198-581200027898 / ext4 usrquota,errors=remount-ro,secdel=2 0 1
# /home was on /dev/sdalO during installation

UUID=c94bba8d-95d4-467b-b3e0-2cd7£92c3355 /home ext4 usrquota,secdelrnd 0 2

# swap was on /dev/sda5 during installation

UUID=ce71b251-2405-4eed-8130-5f92a56b67ac none swap sSwW 0 O

/dev/sr0 /media/cdrom0 udf, is09660 user, noauto 0 0

L-10 66 10-G100L'90Ad
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KommeHTapum B dhanne HaymHaTCcs ¢ cumBona #.

CnoBo defaults B nomne options ykasblBaeT, 4To npu nogkritodeHnn ®C criegyet npu-
MEeHUTb Habop NapameTpPOoB Mo yMON4aHuio, a UMeHHo — PC cnegyeTt NOAKNIOYUTL C pas3peLleHHbIM
AOCTYNOM A5 YTEHMSA U 3annCK; OHa AOMKHa paccmaTpMBaTbCs Kak oTaenbHoe 6rodHoe ycTpon-
CTBO; BeCb (hannoBbIi BBOA-BbIBOA LOITKEH BbINOMHATHCH aCUHXPOHHO; pa3peLleHo BbiNoSIHEHUE
nporpaMmmHbIxX ¢parnos; @C MoxeT NoAKNYaTbCH C MOMOLLBIO KOMaHAbI:
mount -a
6uTbl UID 1 GID dhannos B aton ®C nHTEpnpetupyroTcs; 00bl4HbIM NONb30BaTENAM HE pa3peLLeHo
nogkntoyatb aty ®C.

Pasgen nogkaykn /dev/sda3 ucnonb3yerca sgpom OC anga opraHusaumm BupTyanbHON
namsatu. OH omkeH NpucyTcTBoBaTh B panne /etc/fstab Ana MHOOPMUPOBaAHUS CUCTEMBI O
ero MectoHaxoxaeHuun. Ytobbl OH He oTobpaxancs B AepeBe KaTanoroB, To4Ka NOLKMHOYEHUS
yKasaHa Kak none. Kpome Toro, pasaenbl NOAKaYkM NOAKIYAKTCA C NapaMeTPOM sSw.

lMceBgodannoBas cuctema /proc ykasblBaeT Ha MH(POpMaLMOHHOE NPOCTPAaHCTBO Npo-
ueccoB B namsaTu. COOTBETCTBYIOLUNN DU3MYECKUI pasaen ONa Hee OTCYTCTBYET.

OC VFAT Takke MOXHO nogkntodatb aBToMmaTunyecku. Pasgen /dev/sdbl — 3TO nep-
BbI pasgen BTOporo xectkoro ancka SCSI. OH noakntovaetcs kak pasgen VFAT, roe vfat
ykasbiBaeTcs B kadectBe Tuna ®C n /win — B KQ4eCTBE TOYKMU NOOKITHOYEHUS.

[nsa nonyvyeHnsa nonHom nHgopmawmm o 4onycTumblx B hanne /etc/fstab napameTpax

CM. pykoBoACTBO man And fstab.

3.2.3. PaamMoHTMpOBaHue
[na pasmoHTupoBaHna ®C ncnonb3yetTcs KoMaHga umount. PasMOHTUPOBaHNE MOXET
noHagobuTbcsa Anga npoBepkn n BocctaHoBneHna ®C ¢ nomMoLbio KoMaHabl £sck. YoaneHHble
®C pasmMOHTUPYIOTCA B Criydae Henonagok B CeTu.
KomaHaa umount MmeeT criefyowmnn CUHTaKCUC:
umount <device>
umount <mountpoint>
umount -a
umount -t <fstype>
rae <device> — (pn3nyecKoe yCTPONCTBO, KOTOPOE HEOOXOANMO Pa3MOHTUPOBATD;
<mountpoint> — UMS TOYKM MOHTUPOBAHUS;
napameTp —a — pa3MoHTMpyeT Bce PC;
napameTp —t — pa3MOHTMpPYET Torbko ®C ykaszaHHOro Tmna;
<fstype> — Tun ®C.
KomaHga umount He pa3aMoHTUpyeT ®C, ecnivm OHM UCNOMb3YOTCS B TEKYLWMA MOMEHT.
Hanpumep, ecnu kakyto-nm6o ®C cMoHTUpoBaTh B /mnt U BbINOMHUTL KOMaHAbI:
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cd /mnt
umount /mnt
TO nosiBUTCA coobuieHmne ob owmnbke, 1. k. PC 3aHaTa. [Nepeq pasmMoHTUpoOBaAHMEM /mnt HEOBXO-
AnMo nepentn B katanor gpyrom ©C.

[ns NpuHYQMTENbHOro Pa3MOHTUMPOBAHMUS YCTPOMUCTBA, HE3AaBUCUMO OT €ro UCnosb30Ba-
HWSA, MOXHO BOCMOMb30BaTbCA NapamMeTpoM - £ KOMaHAbl umount:
umount -f /cdrom

[lna pasmMoHTUpOBaHNA U N3BNEYEHUS N3 YCTPONCTB CMEHHbIX HOCUTenen nHopmaumm
ucrnonb3yeTca KomaHaa eject.

CnyxebHas nporpamma fuser otobpaxaeT cBefeHUs 0 npoueccax, ucnonbayowmx ¢C.
Hanpuwmep:
fuser -v ToOuxka_ MOHTHPOBAaHUS

[ina 3aBepLueHnst Bcex npoueccos, ncnonb3ywmx ®C, MOXHO BOCMNOSb30BaTbCA KOMaH-
OOWN:
fuser -km ToOukxa_ MOHTHPOBAaHUS

OnucaHue KkoMaHA NpuMBeAeHo B man umount M man fuser.
3.3. YnpaBneHue nosnb3oBaTensamMm

3.3.1. Paborta c nonb3oBaTensimu

YnpaeneHve nonb3oBaTenamun 3aknoyaercsa B 4o6aBneHum 1 yganeHun nonb3oBaTenen,
a Takke B onpeaeneHnn nx npusBunierui n npegycMaTpuBaer:

- nobaeneHve NMeH nonb3oBaTtenen Ans BO3MOXHOCTU UX paboTbl B CUCTEME;

- co3faHune unn n3MeHeHe naponen rnorb3oBarerneu;

- onpegereHve nx npuBunerni;

- co3gaHue 1 HasHayeHne paboymx KaTarnoros;

- onpegerieHve rpynn nonb3oBaTenewn;

- yOaneHue MMeH norb3oBareriemn.

Kaxgbl nosnb3oBaTeNb AOSMKEH UMETb YHUKaNbHOE pernMcTtpaunmoHHOe MMS, fatollee
BO3MOXHOCTb MAEHTUULMPOBATL Nonb3oBaTtens n nsbexarb CUTyaLmK, Koraa of4uH nonb3oBaTtenb
MOXET CTepeTb hannbl gpyroro. Kpome Toro, Kaxapblin Nofib3oBaTtesib 4OSMKEH MMETb CBOW Naposib
A8 BXOA4a B CUCTEMY.

3.3.1.1. Jo6aBneHue

Mpu pobasrneHun nonb3osaTtens B pann /etc/passwd BHOCUTCA yYeTHasi 3anuchb B
dopwme:
login _name: encrypted password: user_ ID: group_ ID: user_ information:

login _directory: login_shell
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B maHHOW 3anucy nons pasaeneHsl ABOETOMMAMM, @ 3HAYEHUA 3TUX Monen npuBeaeHb! B
Tabnuue [7]

Tabnuua 7
Mone HasHaueHue
login_ name PernctpaunmoHHoe nmsa nosib3oBarens

encrypted_password YKkasatenb Ha TeHeBow ann naponemn (shadow)

YHuKanbHbIn HOMep, ncnonb3yemoli OC gns ngeHTndrkaumm nonb3osare-

user_ID N
- nsa. [1na nokanbHbIX NonNb3oBaTenen He AoSMKeH npesBbilaTb 2499
YHUKanbHbIN HOMEP UNu UMs, cnonb3yemble Ang naeHTudukauum nepemy-
ro D HOW rpynnbl nofib3oBaTend. Ecnu nonb3oBatenb ABNSETCA Yr1€HOM HECKOSb-
u
g P_ KWUX rpynm, OH MOXET (eCnu 3To pa3peLLeHO CUCTEMHbIM aaMUHUCTPaTOPOM)
B npouecce paboTbl MEHATb rpymnmny
user_information OnuncaHune nonb3oBaTend, Hanpumep, ero nM4a n OOoJKHOCTb

Pabounii kaTanor nonb3oBarens (B KOTOPOM OH OKa3blBaeTCd MNnocrie Bxoga

login_directory B cucTemy)

O6orouka, nucnonb3yemas nonb3oBaTenem, nocre Bxoga B cuctemy (Ha-

login_shell npumep, /bin/bash)

Takke onucaHve panna /etc/passwd npMBegeHo B man 5 passwd.

[ns pobaBneHus nonb3oBaTensa NpUMeHaeTca kKoMaHaa adduser ¢ UMeHeM gobasnse-
MOro Nosib30BaTesis B kKayecTBe napameTpa, Hanpumep:
adduser Userl

KomaHpa adduser gobaensieT nonb3oBaTens, co3gaeT LOMaLUHWIW KaTtanor, co3gaet
MOYTOBLIN ALLMK, a Takke KonupyeTt pansibl, MMeHa KOTOPbIX HAYMHAKOTCA C TOYKWU, U3 KaTaro-
ra /etc/skel B pabounn katanor nonb3oartens. Katanor /etc/skel gomkeH cogepxatb
BCe hannbl-LIabnoHbl, KOTopble UMEeEeT Kaxabli nosib3oBatenb. OBObIMHO 3TO NepcoHanbHble
KOHpUrypaumnoHHble doanrnbl, Takne Kak .profile, .cshrc u .login, ANs HAacTpoOrkM 060504-
kn. Komanga adduser npegcraensieTr cobon dann cueHapusa bash, HaxoasaWMNea B Katanore
/usr/sbin. MoxHO Ao6aBuTb 3anpoc AOMOMHUTENBHOMN MHAOPMaUuK O nonb3osarere. YTobbl
3TO caenaTb, HEOBXOAMMO BOCMOSb30BaTbLCA KOMaHAOW chfn ANs U3MEeHEeHUA CTaHA4apPTHbIX
3anucen o nonb3oBarene.

OnuncaHne komaHg npueefeHo B man adduser M man chfn.

BHUMAHMUE! [1na obecnedyeHna HopManbHOW paboTbl Nonb3oBaTenst C CETEBLIMU CITYX-
6amu B cucteme JosrmkHa OblTb ABHO 3aaHa ero knaccmdgukaumoHHas MeTKa (gnanasoH ypoBHEN
KOHPUOEHUNANBbHOCTU N KaTeropmin KOHUAEHUNaNnbHOCTN) NPU NOMOLLM YTUNNTBI usermac Unu

fly-admin-smc, gaxe ecnm eMmy HegoCTyNHbl YPOBHU U KaTeropuu Bbille 0.
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3.3.1.2. YcTtaHOBKa napons

[ns yctaHOBKM Napons nonb3oBaTtens npegHasHadyeHa komaHaa passwd. Heobxogmmo
onpenenvTb Naponu Ans KaXgoro nonb3oBatend. Bonasa B cuctemy, nonb3oBaTteslb CMOXET cam
N3MEeHUTb CBOM Naposb. [1ns ycTaHOBKM Napons norib3oBaTterns BbINOMHUTL creaytoLlee:

1) BBECTU KOMaHAy U permcTpauvoHHOe MMs Nonb3oBaTtensi, Hanpuvep:

passwd Userl

N HaxaTb Krnasuwy <Enter>;

2) nocne nosiBNeHUs npurnaweHns:

New password:

BBECTW Naposnb (OH He ByaeT oTobpaxaTbCHa Ha 3KpaHe MOHUTOPA);

3) nocne nosiBreHns coobLieHns NOBTOPUTbL BBOA Napors elle pas, BBECTM ero CHoBa.

Maponb Gyaet 3awmndpoBaH n BHeCeH B hann /etc/shadow. [Npu BoiIGOpe napons
HeobXoAMMO yYecCTb criegyrolue npasuna: naposib AOMKEH UMETb HE MEHee LLeCTU CUMBOJIOB
(NpegnoyTUTENBLHO — BOCEMb CUMBOJSIOB) M XenaTenbHOo, YTOObI Maporb cogepKasn Kak NponucHble,
Tak U CTPOYHble ByKBbI, 3HAKN NpPenMHaHnsa U UMdpbI.

BHUMAHMUE! lNMaponb pekomeHayeTcsa co3gaBaTb CNOCOOOM, MakCMMarnbHO 3aTpydHs-
owem ero nogbop. Hanbonee 6e3onacHbIN Naposib COCTOUT U3 CryyanHon (nceeaocry4amHom)
nocnenoBaTtenibHOCTM BYKB, 3HAKOB NpenMHaHNS, cneumanbHbIX CUMBOMOB U LINGP.

HeobxogmMmo nepmognyeckn n3amMeHaTb Naporb.

lMocne BbINOMHEHMS BCEX AEUCTBUIN 3anuck B channe OyaeT BbirmMsaaeTb NPUMEPHO Tak:
anna:x:123:121:Anna_M. : /home/anna: /bin/bash

BTopoe none 3anucu cogepXuT naporb B 3aimMdpoBaHHOM BuAe.

OnucaHue KkoMaHabl NpUBEAEHO B man passwd.

MpnmedyaHue. Ecnm nonb3oBaTtenb 3abblf CBOM Naposb, TO aAMUHUCTPATOpP CUCTe-
Mbl HE MOXET HarNnOMHUTb €ro Nonb30oBaTento, T.K. B SBHOM BUAE Naporlb HUTAE HE XPaHUTCS.
MoaToMy AencTBMS MO BOCCTAHOBMNEHUIO JOCTYNa Nonb3oBaTens B CUCTEMY CBOOATCS K 3aMeHe

AOMUHUCTPATOPOM Naposid Nosib30BaTENIA HA HOBbIM napoJsib ¢ NOMOLbO KOMaHAbI:

passwd user_name
3.3.1.3. YoaneHue
EcTb Heckonbko cTeneHen yaaneHus nosib3oBarens:
- NVweHne nonb3oBaTensd BO3MOXHOCTU BXO4a B CUCTEMY;
- yoaneHwe y4eTHOM 3anuvcy;
- yaaneHue nonb3oBaTend u Bcex ero hamnos.
JInweHve nonb3oBaTtensi BO3MOXHOCTU BXo4a B CUCTEMY MOME3HO B Clyyae ero AnuTerib-

HOro nepepsiBa B paboTe.
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Ha Bpems oTcyTCTBUSA noOnb3oBaTtenst MOXHO 3abnokMpoBaTb €ro 3anucb C NMOMOLLbIO
KOMaHbl:
usermod -L user_name

Mpn aTOM BCe Nonb3oBaTenbCKMe hansbl U Katanorn oCTarTCs HETPOHYTbIMU, HO BOUTH
B CUCTEMY MO €ro MMEHEM CTaHOBUTCS HEBO3MOXHO.

[ns pa3brnokMpoBKKM 3anmcn HEOBXOAMMO BbINOMHUTL KOMaHAY:
usermod -U user_ name

OAQHUM 13 BapmaHTOB NULLEHMS MOMb30BaTesisi BO3MOXHOCTU BXO4a B CUCTEMY MOXKET
OblTb CMEHa MMeHM nosnb3oBatens. [1pu 3Tom Bxo4 nof cTapbiM UMEHEM CTAHOBUTCH HEBO3MOX-
HbIM. [1ns 3TO0ro He06X0ANUMO BbIMOMHUTE KOMaHAY:
usermod -1 new_user name old _user_name

MpnmMmeyvyaHune. MimeHa gomallHero Kkatanora U noYTOBOrO SALLMKA NPU TakOM U3MEHEe-
HUW MMEHU NOSIb30BaTESNS HE MEHSATCA. OTU NapameTpbl JOSKHbI ObITb U3MEHEHbI BPYYHYHO.

YaaneHue y4yeTHOM 3anncu nonb3oBaTens Npon3sognTcs Mbo nyTemM HENOCPEACTBEHHOMO
penakTupoBaHusa danna /etc/passwd, MO0 C NOMOLLBIO KOMaHAbI:
deluser user_name

Mo ymonuaHuto yuyeTHas 3anucb yaansietca 6e3 yganeHna gomallHero katanora n dpan-
NOB CUCTEMbI, NpUHagNexawmx ygansemomy nonb3oBatesnto. [Anga yaaneHus JOMalLHero Kkata-
nora MOXeT UCMNOSb30BaTbCs OOMOMHUTESNbHBIN NapaMeTp —-remove-home, a AN Noucka um
yaaneHusa Bcex hannoB CUCTEMbI, MPUHaANeXalmx yganaeMmomy nosnb3oBaTesnto, — napameTp
--remove-all-files.

Takke yganeHue nonb3oBaTtens, ero AoMallHero Kkatanora n ansioB CMCTeMbl MOryT
OblITb BbIMNOMHEHbI BPYYHYH C MOMOLLIbIO CreayroLmx KOMaHAa:

1) Ans nosHoro yganeHunsa nonb3oBaTtens U Bcex ero hannoB N3 CUCTEMbl BbINOSTHUTb

KOMaHAy:

find / -user user _name -exec rm -r {} \;

2) ansa yganeHus paboyero katanora nosib3oBatesisi BbINOMHUTL KOMaHAy:

rmdir user_home_dir

3) yoanuTb 3anucb O nonb3oBarene n3 danna /etc/passwd;

4) ans yganexus dannos, He NpuMHagnexawmx H1 OgHOMY MOoNb30BaTeNo B CUCTEME,

BbIMNOMIHUTL KOMaHAY:

find / -nouser -exec rm -r {} \;

OnuncaHne komaHa npueBefeHo B man usermod, man deluser Mman find.

3.3.1.4. HeypaauHbin BXxoa B cuctemy

KomaHga faillog nokasblBaeT COOEPXXUMOE XXypHarna HeyaaudHbIX NonbIToK (dann
/var/log/faillog) Bxoga B cuctemy. Takke oHa MOXET ObITb UCNONb30BaHa ANg ynpasrneHus

CYETYMKOM HeyaayHbIX NOMbITOK U UX orpaHnyeHnem. Mpu 3anycke faillog 6e3 napamMeTpoB
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BbIBOAATCS 3anucy faillog TOMbKO TEX MOMb30OBaTENen, y KOTOPbIX MMeeTcs xoTa Obl ogHa
HeygadHada nonbiTKa BXxoaa.

lMpegenbHOE YMCNo NONbITOK BXOAA ANs Kaxaon yvyeTHon 3anucu pasHo 10. [inga cbpoca
HeyaaudHbIX NONbITOK BXoAa He06X0AMMO Nonb30BaTbCA NapamMeTpoM —r.

OnuncaHue komaHAabl, a Takke panna /var/log/faillog npuBegeHo B man faillog

Mman 5 faillog.

3.3.2. PaboTta c rpynnamm

Kaxgbin nonb3oBaTterib ABNAETCH YeHOM rpynnbl. PasnnyHbiM rpyrnnaMm MOXHO Ha3HaunTb
pasfnuyHble BO3MOXHOCTU U NMpUBUNErnN.

NHpopmaums o rpynnax cogepxutcsa B panne /etc/group B criegyowem opmare:
Admin :: 21: userl, user2, user3

rae Admin — uMm4 rpynnel, 21 — naeHTUduKaTop, userl, user2, user3 — YMeHbl
rpynnbl. [Nonb3oBaTenb MOXET COCTOATbL B HECKOSbKUX rpynnax U nepexoauTb U3 OOHOW B APYryto
B npouecce paboThl.

Onucanune danna /etc/group NpMBeaeHo Bman 5 group.

3.3.2.1. Jo6aBneHue

[oGaBneHune rpynnbl NPON3BOAUTCA C MOMOLLBIO KOMaHAbI:
addgroup users

[aHHas komaHaa gobasnser rpynny users.

Takke HOBYIO rpyrnny MOXHO cOo3gaTb NyTeM HENOCPEACTBEHHOIO pefakTMpOoBaHUs dhanna
/etc/group n BBoAa HeobxoanMmMoun MHopmaLumm o rpynne.

BHUMAHMUE! Kaxxgown rpynne npucBanBaeTcsa YHUKanbHbI NOEHTUMOUKALNOHHBLIN HOMEpP
n OC npu paboTe yunTbiBaeT HOMEp rpynnbl, @ He UMs. [1o3ToMy, ecnv NPUCBOUTL ABYM rpynnam
oauHakoBbIn Homep, OC ByaeT BocnpuHMMaTh ABe rpynnbl Kak OQHY U Ty Xe.

OnuncaHne KkomaHabl npuBeaeHo B man addgroup.

3.3.2.2. YpaneHue

YpaneHue rpynnbl NPOU3BOANTCA C NOMOLLbIO KOMaHAb!:
delgroup users

[aHHasa komaHda yaanset rpynny users.

Takke yganeHuwe rpynnbl NPOU3BOAUTCA MyTeM yaaneHus 3anucu O Hen B dhanne
/etc/group.

OnucaHune KkoMaHabl NpuBeAeHo B man delgroup.

3.3.3. Pabouue KaTanoru nonb3oBaTtenen
Pabouune katanorn nonb3oBaTtenen Ha 0gHOM KOMMblOTEpPE creayeT pasmelartb B OT-

OellbHOM KaTtaliore BepxHero ypoBH4A (I'IO YMOJTHaHUIKO — /home). Ecnun nonb3oBaTenen MHoro,
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TO ONTMMArbHO Pa3AenvTb UX AOMALLHWE KaTanoru no rpynnam (nogpasgenexHnsimM), Hanpumep,
/home/hr (oTgen nepcoHana) /home/admins, /home/buhg n 1. 4.).
Taknm obpasom, paboumne katanoru 6ygyT NOrMYecKkn CrpynnmMpoBaHbl, YTO B AaNbHENLLEM

obnerymT aaMMHUCTPUPOBAHUE CUCTEMBI.
3.4. MNepe3arpy3ka u ocTaHOB

lMepesarpy3ka HeobxogvMma B crieqyoLwmx crnyyasx:

1) nNpu NoAKNOYEHNN HOBOIO YCTPOMCTBA UKW ecnn paboTaroLlee yCTPONCTBO «3aBUcaeT»

N ero HeBO3MOXXHO COpPOCUTB;

2) npu mogudmkaumm anna KoHUrypaumm, KOTopbi UCMOMNb3YETCS TONBbKO NP Havanb-

HOW 3arpyske, T.K. Ans Toro 4tobbl U3BMEHEHMSA BCTYNUAM B CUIY, HEOBXOAUMO 3arpy3unTb

CUCTEMY 3aHOBO;

3) ecnn cucteMa «He OTBEYaeT» U HEBO3MOXHO 3apernctpupoBaTbCs U onpeaenuTb

NPUYMHY OLLNGKMN.

lMepesarpy3Kky MOXHO BbINOMHUTbL HECKOMNbKUMMK criocobamu:

1) patb kOMaHgy shutdown,;

2) ucnonb3oBaTb KOMaH4y reboot;

3) ucnonb3oBaTb KOMaH4y init 6.

BbikntoueHne cuctembl npegnonaraet KOPPEKTHOE BbIKITHOYEHNE CUCTEMbI, MO3BONSAIOLLEE
nsbexatb notepb MHhopmaumm n céoes PC.

BbIknoyeHne cucteMbl MOXHO BbINOSHUTE HECKOSTbKMMK cnocobamu:

1) BBIKMIOYNTL NUTAHUE;

2) paTb kKOMaHay shutdown;

3) ncnonb3oBaTb KOMaHay halt;

4) ncnonb3oBaTb KOMaHay init O.

Pabotas ¢ OC, cneayet cobntogaTtb akKypaTHOCTb NMpu Bbixode U3 cuctembl. Henbssa
NPOCTO BbIKMOUYNTL KOMNbIOTEP, T. K. OC XpaHUT nHdopmaumo PC B onepaTMBHON NamaTN 1 Npu
OTKIMIOYEHUN NNTAHUSA MHAOPMaLMA MOXET ObITb NoTepsiHa, a PC nospexaeHa.

BblkntoyeHne nutaHuss MOXET NPUBECTU HE TOMbKO K NoTepe AaHHbIX U NOBPEXOEHUI0
CUCTEMHbIX (annoB, eCTb PUCK NOBPEAUTb XXECTKUN OUCK, €CNIN OH OTHOCUTCS K YMCIy Tex, Ha
KOTOpbIX Nepea OTK0YEHNEM NMUTaHMUA HEOOXOOUMO YCTAaHOBUTL B COOTBETCTBYIOLLEE NONOXEHNE

3alWUTHbIVA NepekntoyaTenb NMbo NPoBECTM NAapKOBKY FOMOBOK.

3.4.1. shutdown
KomaHaa shutdown — cambli 6e3onacHbIn U Hanbonee KOPPEKTHLIM CNOCO0 MHULMNPO-

BaHWA OCTaHOBA, Nnepesarpy3kn nimn so3Bparta B OLHOMONb30BaTENbCKUI pPeXuM.
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MoxHO gaTb ykasaHue shutdown genatb naysy nepeg oCTaHOBOM cucTeMbl. Bo Bpems
OXMOaHMSA OHa MocCbINaeT 3aperncTpMpoBaHHbIM NOMb30BaTENAM Yepes MOCTENEHHO YKopaynBato-
LUMeCcs NPOMEXYTKM BpeMeHU coobLLeHns, npeaynpexaas ux o npubnmxkatowiemcs octaHose. Mo
YMOJSTHaHUIO B COOBLLEHMSAX TOBOPUTCS O TOM, YTO CUCTEMA 3aKaH4MBaET paboTy, U ykasbiBaeTcs
BpEMS, OCTaBLUeecs 4O ocTaHoBa. [pu xenaHnm agMMHUCTPaToOpP MOXET 000aBUTb COGCTBEHHOE
KOpOTKOEe CoOobLLeHNe, B KOTOPOM COAEPXKUTCA MHAOPMaLUMs O TOM, NOYEMY CUCTEMA OCTaHaBNK-
BaETCS, U CKOSIbKO NPUMEPHO BPEMEHU NoTpebyeTcsa oxunaaTb, Npexae Yem nosnb3oBaTeny BHOBb
CMOryT BOMUTU B CUCTEMY.

KomaHga shutdown NO3BONSET yKa3aTb, YTO KOHKPETHO OOSMKEH cAenaTtb KOMMbOTEP:
OCTaHOBUTbLCS, NEPENTU B OAHOMOMNb30BATENBbCKUIA PEXUM UNKU nepesarpy3nTtbes. Horga MoXHO
TaKkxKe ykasaTtb, crieayeT nu nepes nepesarpyskon npoBepuUTb UCKMU C NMOMOLLbIO KOMaHabl fsck.

CuHTakcmnc komaHAapbl:
shutdown [flags] time [warning-message]
roe [warning-message] — cOOOLLUEHMe, NoCbiNlaeMoe BCEM MOMb30BaTENsAM, B HACTOSLLINN
MOMEHT 3aperMcTpMpoBaHHbIM B CUCTEME, @ time — BPEMS BbIMOHEHUST OTKIIOYEHNS CUCTEMBbI.
3HayeHne MOXeT BbITb Takke 3a4aHo B hopmaTe +m, rae m — KOSIMYECTBO MUHYT OXMUAaHus 4o
OCTaHOBKW cUCTEMbI. 3Ha4yeHne +0 MOXET ObiTb 3aMEHEHO CITOBOM now.

B tabnuue [8| nepeuncrneHbl 0OCHOBHbIE NapameTpbl KOMaHabl shutdown.

Tabnuua 8

MapameTp HasHauyeHune

-k MocnaTb NpeaynpexaeHve 6e3 peanbHOro 3aBepLleHnst paboTbl CUCTEMbI

-r Mepesarpy3ka komnbtoTepa nocre 3aBepLueHnst paboTbl

-h OTkntoveHne KOMMNbKOTEPA Nocrie 3aBepLieHnsa pa6OTbI

He CUHXPOHU3NpoBaTb ANCKA. 3T0T napameTp criegyet ncnoJjib3oBaTb Kpa|7|He OCTOPOXHO,
T. K. MOTYT ObITb noTepsaHbl NN NoBpeXaeHbl AaHHbIe

«bbicTpas» nepesarpyska. Cosgaetca cdann /etc/fastboot, NpM HaNMYMM KOTOPOro BO
BpeMms 3arpy3kn OC He 3anyckaetcsa nporpamma fsck

OTkasaTbCs OT yXKe 3anyLeHHOro npouecca 3aBeplieHnst paboTbl. MapameTp time npu
3TOM He MOXeT BbITb UCMOSb30BaH

OnucaHune koMaHabl NPUBEAEHO B man shutdown.

KomaH,qa shutdown nocbinaeTr BCeEM Nonb3oBaTenamM npeaynpexgarLiee COO6LIJ,eHI/le,
3aTeM oXungaet onpengerneHHoe B KOMaH)J,HOIZ CTPOKe BpeMA U NocCblnaeT BCEM npoueccamMm curHan
SIGTERM. 3aTeM Bbli3blBaeTCs KomMmaHaa halt vnnm reboot — B 3aBUCUMMOCTU OT napameTpoB

KOMaHLHOW CTPOKW.
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3.4.2. halt u reboot

KomaHga halt BbIMOMHAET BCE OCHOBHbIE Onepauuu, HeobxoanmMble 4Ns OCTaHOBA CU-
cTembl. [1n4 BbI30Ba 3TON KOMaHAbl MOXXHO B KOMaHOHOW CTPOKe yKasaTb:
shutdown -h
NN HenocpeacTBeHHO halt, KOTopasi permcTpupyeT OCTaHOB, YHUYTOXAET HeCyLLEeCTBEHHbIe
NpoLecchbl, OCYLLECTBIISIET CUCTEMHbIV BbI30B sync, A0XKNOAETCA 3aBepLUEHMS onepaLmi 3anmcu
®C, a 3atem npekpawjaet paboty sagpa.

Mpu ykaszaHuu halt -n BbI30B sync nogaBnsercs. 9Ta KoMaHga UCnosnb3yeTcs nocre
ncrnpasneHnsa KOpHEBOro pasaena nporpammon £sck onsa Toro, 4Todbl A4PO HE MOITO 3aTepeTb
ncnpaeneHusi ctapbiMm BepcmsamMm cynepobnoka. KomaHga halt -g MHALUMMPYET NOYTU HEMeA-
NEHHbIN OCTaHOB, 6€3 CMHXPOHM3aLUMKN, YHUUTOXEHMS NPOLECCOB M 3annucu B dannbl permctTpaumm.
OTOT pnar ncnonb3yeTcs peako.

KomaHga reboot noyTu ngeHTn4yHa komaHae halt. Pasnuumne 3aknioyaeTcss B TOM, YTO
KOMMbIOTEP Nepesarpy’kaeTca ¢ Hyn4d, a He ocTaHaBnmnBaeTcs. KomaHaa reboot BbI3blBaeTCA
KOMaHAOoM:
shutdown -r

OnuncaHvne KkomaHa npuBedeHo B man halt M man reboot.
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4. CACTEMHBIE CNYXbbl, COCTOAHUA U KOMAH[bI

4.1. CucteMHble cnyxo6bl

Cnyx0bl — 3TO crneyunanbHble NPOrpamMMbl, BbIMOMHAOLWME pasfnyHble CNyXebHble PyHK-
umn. OBbIYHO cnyx6bl 3anyckalTcsa aBTOMaTUYECKM NPU HACTYyNNeHNN onpeaeneHHoro cobbiTms
(Hanpumep, npu 3arpy3ke OC) u BbinonHsATCS B poHoBOM pexume. B cpege OC gnsa ynpasneHus
cnyx6amu, TO4KamMn MOHTMPOBAHUS U T. N. NPUMEHSAETCS CUCTEMHbIN MeHepkep systemd. MeHe-
axep systemd obecrnevmBaeT napannensHbIn 3anyck cnyx6 B npouecce 3arpyskn OC, ncnonbayet
cokeTbl 1 akTnBaumo D-Bus ans 3anyckaembix cnyx6, npeanaraeT 3anyck 4eMOHOB NO HEOOXo-
ANMOCTW, OTCIEXMBAET 3anyck Cnyx6, nogaepXnBaeT MrHOBEHHbIE CHUMKN U BOCCTaHOBIIEHME
COCTOSIHUS CUCTEMbI, MOHTMPOBAHME M TOYKU MOHTUMPOBAHUS, a TakKe BHeOPSAET OCHOBAHHYIO Ha
3aBMCUMOCTSX NTOTMKY KOHTPOMSI MPOLECCOB CIIOXHbIX TPaH3aKLWN.

MeHemxkep systemd onepupyet cneumanbHO 0POPMITEHHBIMU ddannammn KoHgurypawumm
— toHMTamm (unit). Kaxxgbln lOHUT OTBEYaeT 3a KOHKPETHYIO Cry»b (* . service), TOYKY MOHTU-
poBaHuA (* .mount), YCTPOUCTBO (*.device), pann nogkadkm (* .swap), COKET (*.socket)
nT.A.

OTnuunTenbHon ocobeHHOCTbIO systemd SBNAeTCs MCNOMNb30BaHWE KOHTPOSbHbIX Fpynmn
Linux, obecneymBaroLmMx nepapxnuyeckyto CTpykTypmsauuio cnyx6: nobasa sanyweHHas cnyxba
NnoMeLLaeTcs B OTAENbHYO KOHTPOMbHYIO FPynny C YHUKanbHbIM naeHTudukatopomM. Koraa cnyxba
3anyckaeT Opyryto 3aBMCUMYIO Cryx0y, TO OHa aBTOMAaTMYeCKM BKIHOYAETCA B rpynmny c TeM
Xe naeHtudukatopom. Npu aTOM HenpuBUNerMpoBaHHble CryX6bbl HE MOryT U3MEHUTb CBOE
nonoxeHue B nepapxun. MNpu wtatHoM 3aBepLueHun paboTbl crnyx6bl 6yayT 3aBepLueHbl U BCe
3aBUCUMbIE OT Hee Cryx0bl.

OnucaHue ncnonb3oBaHNA MeHegkepa systemd ons ynpaeneHus gocTynoMm npvBeaeHo
B PYCB.10015-01 97 01-1.

4.1.1. O6wue cBeaeHun

CywecTByeT ABa MexaHuM3Ma ynpaerneHus cnyxbamu: systemV (cueHapun, He sB-
nalwmecs HUTamMu, B KaTtanorax /etc/init.d, /etc/rc{0-6,S}.d) — ycTapeBLun,
HO COXpaHeHHbIn ans obecneyeHMss coBMecTUMOCTU, M systemd (loHUTBI B KaTanorax
/etc/systemd/system, /run/systemd/system, /lib/systemd/system, a Takxe B
Nnonb30BaTENbCKMX KaTanorax) — COBPEMEHHbIN MEXaHU3M.

Taknm obpasom, agmuHuctTpaTopam OC OOCTYNHbI ABa MHCTPYMEHTA N4 ynpaBneHus
cnyx6amu:

1) /usr/sbin/service (KOMaHga service) — yCTapeBLMA MHCTPYMEHT, paboTta-

IOLLMIM TONMbKO C crniy>kbamn, cueHapun yrnpasreHuUsl KOTOPbIX HaxogsaTcst B KaTanore

/etc/init.d;
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2) /bin/systemctl (kOMaHAa systemctl) — COBPEMEHHbIN MHCTPYMEHT ANA ynpas-

neHust Bcemu cnyxéamu.

O6a atTn nHCTpyMeHTa obecnevmBaloT MHTepPdENC Nonb3oBaTens ¢ KHUTaMu (CueHapu-
amn). KOHMTBI (cueHapun) B CBOO odepenb obecrneyunBaloT MHTepdenc ynpaBneHus cnyxbamm,
NnpeaocTaBnsasa NonbL3oBaTento NnapaMeTpbl ANs 3anycka, OCTaHOBKM, Nepesanycka, 3anpoca CocTo-
SHUSA, a Takke ONg pyrnx 4eNCTBUN CO CNyXOOoMN.

CueHapuu systemV mMoryT umeTb NPOU3BOSbHLIN HAbOP NapamMeTpoB ynpaBneHus, no-
3TOMY NpefyCcMOTpeHa BO3MOXHOCTb NPOBEPUTL AOCTYMNHbIE NapamMeTpbl C NOMOLLbIO KOMaHAbI
service. Hanpumep, ansa cnyx0bbl syslog KoMaHaa v pesynsrat ee pabotbl 6yayT BoIrmageTb
Tak:

/usr/sbin/service syslog
[info] Usage: /etc/init.d/syslog {start|stop|status|restart|reload|force-reload}.

FOHUTLI systemd nmeroT pukcnpoBaHHbIM Habop napameTpoB, OPOPMIIEHHbIX B BUAE
napameTpoB KOMaHAbl systemctl (start, stop, reload, restart u T.4.). Pasmelatorca
IOHUTbI B OQHOM M3 KaTasoros:

- /usr/lib/systemd/system/ — IOHUTbI U3 YCTAHOBMNEHHbLIX NAKETOB;

- /run/systemd/system/ — OHUTbI, CO34AaHHbIE B peXUMe paHTanM. [laHHble IOHUTbI

NMEIT NPUOPUTET BhbiLLE, YEM HOHUTbLI U3 YCTAHOBIIEHHbIX NAKETOB;

- /etc/systemd/system/ — IOHUTbI, CO34AHHbIE U YNpaBnsieMble aaMUHUCTPATOPOM.

[laHHbIE OHUTBI UMEIOT NPUOPUTET BbILLE, YEM HOHUTLI, CO34aHHbIE B PEXMME paHTanM.

KomaHpa service BbIBOAUT MHOPMaLMIO TOMBKO O cryxbax, cueHapumn KOTopbIX Ha-
XoaAaTca B katanore /etc/init.d. lNpoBeputb TeKyLlee COCTOSHME CRy>X6 MOXHO C MOMOLLbHO
napameTpa —--status-all KOMaHbl service:

usr/sbin/service --status-all

[ + ] acpi-support
[ + ] acpid
[ - 1 anacron

[nsi nonyyYeHns NONHOM MHoPMaLIMK, OTCREXUBAHUS U KOHTPOMS COCTOSIHUS FOHUTOB U
MeHeakepa systemd mcnonb3yetcst yTUnuTa KOMaHOHOM CTPOKN systemctl:

systemctl -t service -a

UNIT LOAD ACTIVE SUB DESCRIPTION
acpi-support.service loaded active exited LSB: Start some power...

? apache2.service masked inactive dead apache2.service

? apparmor.service not-found inactive dead apparmor.service
assistant.service loaded active running Assistant remote control...
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Ons NPOCMOTpPa Crncka yCTaHOBJTIEHHbIX IOHATOB BbIMOJTHUTb KOMaHAY:

systemctl list-unit-files

Ons NPOCMOTpPa Crncka 3anyLeHHbIX HHUTOB BbINOJTHATbL KOMaHAY:

systemctl list-units

nnn an4a npocMoTpa Crincka 3anyLleHHbIX OHATOB onpeaerieHHoro Turna mncrnorib3oBartb AaHHYHO

KOMaHAy C napaMeTpoM -t <Tur_moHuTa>.

systemctl list-units -t service

OcHoBHbIe napamMeTpbl Ond ucnosib3oBaHnMA C UHCTPYMEHTOM KOMaHOHOM CTPOKU

systemctl npuBefeHbl B Tabnuue 9

Tabnunua 9

MapameTp

OnucaHune

systemctl

start <woHUT>

HesamegnutensHo 3anyCTUTb KOHUT

systemctl

stop <woHUT>

He3zameanntenbHO OCTaHOBUTb HOHUT

systemctl

restart <woHUT>

MNepesanycTntb IOHUT

try-restart <woHUT>

MepesanyctuTb (He 3anyckaTb HepaboTarLwme) HUTDI

systemctl reload <ioHUT> MNepes3arpy3nTb HACTPOWMKN HOHUTA

systemctl status BbiBecTu 06LLYyt0 MHpOPMALMIO O COCTOSIHUM CUCTEMbI U CMIUCOK
FOHUTOB, KOTOPbIM COOTBETCTBYIOT 3anyLUeHHble npouecchl. Mpu
3anycke KOMaHbl C UMeHeM toHuTa ByaeT BbiBeaeHa nHdopma-
LUuMs O cTaTyce JaHHOrO oHUTa

systemctl cat <woHUT> lNokasaTb cogepXxnmMoe oHuTa

systemctl is-enabled <woHuT> [1lpOBEPUTL BKIIOYEHUE IOHUTA B aBTO3aMnycK Npu 3arpyske cucre-
Mbl

systemctl enable <iooHUT> [ob6aBuTb OHUT B aBTO3anycK Npu 3arpy3ke cucTeMbl

systemctl disable <woHur> Yoanutb IOHUT U3 aBTo3anycka npu 3arpyske cuctembl

systemctl mask <woHUT> MacknpoBaTb HOHUT A1151 UCKITIYEeHUS BO3MOXHOCTM ero 3anycka

systemctl unmask <woHUT> CHATb Macky oHUTa

systemctl help <ioHUT> MokasaTb CTpaHWLy PyKOBOACTBA man OHWTA (MPpW HanuyYnm nog-
OEPXKN AaHHOW (OYHKLUMKW AN YKa3aHHOMo HOHUTA)

systemctl daemon-reload Mepesarpy3nTtb systemd ans novcka HOBbIX UM U3MEHEHHbIX

IOHNTOB

systemctl

—--failed

Moka3aTb CNMCOK KOHUTOB, KOTOPblEe He ObINM 3anyLleHbl n3-3a
OLUMOKMU

isolate <OHUT UIIU I1IEJIL>

Ecnu ykaszaHo ums toHMTa, TO 3anyckaeT 3TOT HUT U BCE ero
3aBMCUMOCTM, OCTAHOBMB BCE OCTalnbHble crnyX06bl. Ecnn ykasaHo
NMS LLeNeBOro COCTOSIHUSI BbINOMHEHUs!, TO MePEBOAUT CUCTEMY B
yKa3aHHOEe COCTOsIHME BbINOMHEHUS (MMS1 COCTOSIHUS YKa3blBaeTCs
0es3 paclwumpeHns . target)
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4.1.2. KoHdmrypaumoHHsbie c¢pannbl systemd

Mpu ucnonb3oBaHnn MeHegxkepa systemd BO3MOXHO Kak KOppekTMpoBaTh CyLLECTBYOLNE
IOHUTBI, TaK U CO34aBaTb HOBbLIE.

FOHUT npeacTtaensieT cobon ini-nogobHbIN hann, nms KOTOpPoro COCTOUT U3 UMEHN
IOHUTa 1 cyddpmkca, onpegenstowero Tun H1Ta. B obliem crnyyae oHUT-ann BKNKYaET CeKLun
[Unit] ¥ [Install], a Takke OOMNOMHUTENbHbIE CEKLUN, COOTBETCTBYHOLLNE KOHKPETHOMY TUMNY
lOHUTA.

Cekums [Unit] cogepXuT onvcaHue IHNUTA, a Takke MHPOPMaLMIO O 3aBUCMMOCTAX Npu
3anycke oHUTa:

- Description= — onucaHwe HUTa;

- Wants= — 3aBMCMMOCTb TpeboBaHusa 3anycka. TpeboBaHMe NCXOQHOTO oHUTA 3anyCTUTb

IOHUT, YKa3aHHbI B napameTpe. [1py 3aToM pes3ynbraT 3anycka loHWTa, YKa3aHHOro B

napameTpe, He BIUSeT Ha 3anyCck MCXOOQHOrO toHUTa. [pn oTcyTCTBUKM NapamMeTpoB After=

N Before= OHUTbI OyayT 3anyLieHbl OAHOBPEMEHHO;

- Requires= — 3aBucuMocTb TpeboBaHusa 3anycka. TpeboBaHWe UCXOQHOTO OHUTa 3any-

CTUTb IOHWT, YKa3aHHbIV B napametpe. Mpu aTom owmnbka 3anycka oH1Ta, NpUBEEHHOrO B

napameTpe, NnpmBegeT K onbKe 3anycka UCXOAHOro HUTAa. [pu OTCYTCTBUM NapameTpoB

After= n Before= OHUTbI ByayT 3anyLleHbl OOHOBPEMEHHO;

- After= — 3aBUCMMOCTb Nnopsgka 3anycka. [JononHUTenNbHbIA, HO HEe 0bs3aTenbHbIN

napamMeTp K napametrpam Wants= M Requires=, yKasbiBalOWuMi Ha HEOOXOANMOCTb

3arnycka UCXOOHOro HUTa TOMbKO MOCre 3anycka lHWTa, YKa3aHHOro B napameTtpe.

[Mpun 3aTOM ecnu gaHHbLIN NapaMeTp UCNOoSb3yeTCs C NnapaMeTpoM Wants=, TO UCXOLHbIN

IOHUT ByOeT 3anyLweH BHe 3aBUCMMOCTM OT pesynibraTta 3anycka loHUTa, YKa3aHHOro B

napameTpe;

- Before= — aHanormyeH napameTpy After=, TONbKO onpeaenseT 3anyck NCX0QHOro

IOHUTa [0 3anycka IoHUTa, yKkasaHHOro B napamerpe.

Cekumsa [Install] cogepXuT nHdopmaumo 06 yctaHOBKe toHUTA. Micnonb3yeTcs Ko-
MaHOamu systemctl enable <wouuT> U systemctl disable <wouut>. MOXeT cogepxaTb
cnegyowime napameTpbl:

- Alias= — CMWCOK anbTepHaTUBHbIX UMEH lOHUTA, pasaeneHHbiX npobenom. MmeHa

OOIMKHbI UMETbL TOT e CyddUKC, 4To U uM4a hanna toHuTa. [Npu ncnonb3oBaHUM KOMaHAbI

systemctl enable OyayT co3AaHbl CUMBOMNYECKNE CCbINKN U3 MEPEYNCTIEHHBIX UMEH

Ha OaHHbIW FOHWUT.

BHUMAHMUE! He Bce Tunbl OHATOB MOTYT MMETb anbTepHaTUBHbIE MMeHa. [ TMNoB

* .mount, *.slice, *.swap 1 *.automount [AaHHbIA NapamMeTp He NoaAepKUBAETCS;
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- WantedBy= — yKasblBaeT Ha LieneBoe cocTosiHue (cM. [4.2)), npu koTopom 3anyckaercs
AaHHbIW OHUT. [TpKn ncnonb3oBaHMM KOMaHabl systemctl enable Oyaet gobaBneHa
CUMBOIMYECKAs CCbIJIKa B <uMMs__COCTOSAHUA> . target;
- Also= — onpeaernsieT CNMCOK IOHMTOB, KOTOPble Takke OyayT AobaBneHbl B aBTO3amnyck
N yganeHbl 3 aBTo3anycka BMeCTe C JaHHbIM FOHUTOM.
Cekuma [Service] B HOHUTE CNYXObl COOEPXUT CreayroLlme napameTpsbl:
1) Type= — onpegenseT TMn 3anycka cnyxobsoi:
a) simple — ucnonb3yeTcsa no ymondaHuo. Cnyxxba byaet 3anylleHa Hezameannum-
TernbHo. [1pouecc Npun 3TOM He A0MKeH pa3BeTBNATLCA. He pekomeHayeTca ucnonb-
30BaTb OaHHbIN TUM, ecnn gpyrue cryxbbl 3aBUCAT OT odepeHOCTU Mpu 3anycke
AaHHON CnyX6bl. ckntovyeHne — akTmBaums COKETa;
6) forking — cnyxba 3anyckaeTcs OQHOKPATHO M NPOoLECC pPa3BETBSETCS C 3aBep-
LWeHneM poanTenbCKOoro npouecca. PekomeHayeTcst UCNosib3oBaTh AaHHbIA TUN ANS
3anycka krnaccumyeckux geMoHoB. NoTpebyeTcs Takke onpeaennTts PIDFile, YTOObI
MeHexep systemd mor oTcnexusBaTb OCHOBHOW MPOLECC;
B) oneshot — MCNONb3yeTcsa NS CLUeHapueB, KOTOPblE 3aBepLLATCA NOCne BbINom-
HEeHWs O4HOro 3ajaHuns;
r notify — aHanormyeH Tuny simple, HO AOMNOMNHUTENBHO AEMOH OTNPaBUT MEHe-
mrepy systemd curHan o cBOen roToBHOCTY;
A) dbus — cnyxba HaxoguTcs B COCTOAHUW FOTOBHOCTMW, KOrga onpeaeneHHoe
BusName nosiBnNaetcd B cuctemHou wuHe DBus;
e) idle — meHemxep systemd OTNOXUT BbINONHEHNE CIYXXObl 4O MOMEHTa OTMNPaBKM
BCEX 3a4aHUN;
2) PIDFile= — pacnonoxeHue pid-tanna;
3) WorkingDirectory= — paboyuni Katanor NpuUoXeHuns;
4) User= — nonb3oBaTterb, OT UMEHM KOTOPOro OyaeT 3anyLieHa cnyxoba;
5) Group= — rpynna, OT UMeHu KoTopow ByaeT 3anyLieHa cnyx6a;
6) OOMScoreAdjust= — NPUOPUTET 3aBepLUEHMS MpoLiecca Npu HexBaTke NamMaATH, rae
1000 — makcMmanbHoOe 3HayYeHue, 03HavaroLLee NoMHbIN 3anpeT Ha 3aBepLleHne npouec-
ca;
7) ExecStop= — yKasblBaeT Ha CUEeHapui, KOTOPbIN AomKeH 6biTb BbINOSHEH Nepea
OCTaHOBKOM Cry>0bl;
8) ExecStart — yKasblBaeT Ha KOMaHAy, KOoTopasd AoSmKHa ObiTb BbIMNOMHEHa nocne
3anycka cnyxobi;
9) RemainAfterExit — npeanucbiBaeT systemd cyntaTb NpoLecc akTUBHbLIM MOCIe ero

3aBepLleHus.
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Cekumsi [ Socket ] B lOHUTE COKETa ONpeaenseT creayolme napaMmeTpbl 4ns yrpasneHus
COKETOM:

- ExecStart= — npaBuno 3anycka;

ExecReload= — npaBuno nepesanycka;

KillMode= — npaBuio 3aBepLueHns;

Restart= — npaBurno nepesanycka nNpu BO3HUKHOBEHUUN OLLNOKU.
4.2. CucremHble (UeneBble) COCTOAHUA

B systemd ypoBHUM 3anycka ¢annos peanus3oBaHbl B BUAE CrpynnUpOBaHHbIX HOHUTOB,
NpeacTaBnsAlLWMX LeneBoe coctosHue (uenb). ®annbl, onpegenstolimne uenesble COCTOAHNS,
XpaHATCA B kKatanore /lib/systemd/system/ n UMEIOT pacluMpeHne uMeHn . target. [Ans
coBmecTumocTn B OC coxpaHeHO NOHATME «YPOBHEN BbINONMHEHUSA». B cTaHgapTHO yCTaHOBMNEH-
HOW cucTtemMe NpeayCMOTPEHO Hannyme LWeCTU CUCTEMHbIX YPOBHEWN BbINOMHEHUS, KaXO0MY U3
KOTOPbIX COOTBETCTBYET LieNeBoe COCTOSIHME.

OpHa un3 uenemn Ha3Ha4YyaeTcs B Ka4eCTBe COCTOSIHUSA MO YMOMYaHuio, B KOTOpoe nepexoauT
cucTema nocre BkrodeHus. B ctaHgapTtHo yctaHoBreHHon OC COCTOSIHMEM MO YMOMYaHWMIo SBMs-
eTca graphical.target (YpOBEHb BbIMNOSIHEHNSA 5) — MHOIOMOSbL30BATENLCKUA PEXNM C rpadu-
Yeckon 060MNoYKON. YPOBHSIM BbINONHEHUSA 2, 3 N 4 COOTBETCTBYET Lenb multi-user.target
(MHOrononb3oBaTeNbCKUN pexnm 6e3 rpadudeckon 06ono4kK), a uensm powerof . target (ypo-
BeHb BbINOfHeHNsA 0) n reboot . target (YpOBEHb BbINOMIHEHUS 6) COOTBETCTBYIOT BbIKITHOYEHNE

N nepesarpyska CUCTEMbl COOTBETCTBEHHO.
[MpoBepuUTb CNNCOK COOTBETCTBUSA COCTOAHUM N YPOBHEWN BbIMOMHEHUS MOXHO KOMaHOW:

ls -la /lib/systemd/system/runlevel*

lrwxrwxrwx 1 /lib/systemd/system/runlevel0.target -> poweroff.target
lrwxrwxrwx 1 /lib/systemd/system/runlevell.target -> rescue.target
lrwxrwxrwx 1 /1lib/systemd/system/runlevel2.target -> multi-user.target
lrwxrwxrwx 1 /1lib/systemd/system/runlevel3.target -> multi-user.target
lrwxrwxrwx 1 /lib/systemd/system/runleveld.target -> multi-user.target
lrwxrwxrwx 1 /lib/systemd/system/runlevel5.target -> graphical.target
lrwxrwxrwx 1 ... /lib/systemd/system/runlevel6.target -> reboot.target

Kaxgas uenb nMeeT COGCTBEHHOE UMS BUAA <uMs_COCTOSHUS> . target U npeaHasHa-
YyeHa Onst KOHKPeTHbIX 3aaay. OgHOBPEeMEHHO MOrYT OblTb aKTUBHbI HECKOMbKO Leneit. Llenu moryT
HacrnegoBaTb Bce cryx0bl Apyrux uenein, gobasnss kK HUM ceoun. B systemd Takke nmetotcs uenm,
NMUTUPYLOLLME O6LLIME YPOBHU BbiNonHeHMst SystemVinit, noaTtoMmy Ans nepeknoyeHns mexay
LleNneBbIMU FOHUTAMU MOXHO UCMONb30BaTb KOMaHAy:
telinit RUNLEVEL
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ﬂ,J'IFI onpeaeneHna OOoCTYNHbIX LereBbIX COCTOSAHUN ncnonb3yeTcAa KoMmaHaa:
systemctl list-unit-files --type=target

ﬂ,J'IFI onpeaeneHna akTuBHbIX LerneBbIX COCTOSIHUN ncnonb3yeTcd KoMmaHaa:
systemctl list-units --type=target

ﬂ,J'IFI nepexonga B Uenesoe COCToOAHNE UCIMOSb3yEeTCA KOMaHaa:
systemctl isolate <umsa_cocrTosiHuA>.target
ﬂ,aHHaﬂ KOMaHOa U3AMEeHAT TOJIbKO TeKyUJ,MI;I YPOBEHb BbIMNOJIHEHNA U €€ /J,el7ICTBI/Ie He nosnudaeT
Ha nocrniegyruine 3arpy3km CUCTeMbl.

[na npocmMoTpa LeneBoro COCTOAHMS NO YMOnYaHuio, koTopoe systemd nucnonb3yeT cpasy
nocre 3arpy3km CUctembl, UCMNoJ1b3yeTCA KOMaHOa:
systemctl get-default

[nsa npocmoTpa gepeBa 3aBMCUMOCTEN KOHUTOB OT LieNn BbINOSTHUTL KOMaHAY:
systemctl list-dependencies <ums_cocTosaHus>.target

ﬂ,J'IFI NpoBEPKN 3aaHHOIO Mo YMOJTHaHNIO COCTOAHUA CUCTEMbI BbIMONMTHNTL KOMaHOY:
systemctl get-default
graphical.target

[1ns npoBepKkn COOTBETCTBYIOLLErO YPOBHS BbIMOMHEHUS BbIMOAHUTL KOMaHAY:
sudo runlevel
N 5

ﬂ,J'IFI N3MEHEHNA COCTOAHNA CUCTEMbBI, 3aaHHOIo No ymMmosn4aHuto, BbIMOJTHUTb KOMaHAY:
sudo systemctl set-default multi-user.target
Created symlink /etc/systemd/system/default.target ->
/lib/systemd/system/multi-user.target.

Nocne nameHeHus COCTOAHUA, 3aaHHOIO No ymMori4aHuio, cuctemMa 6y/:|,eT nepesegeHa B
HEero nocrie nepesarpys3ku. ,D,J'IFI NnpuHyOnUTEribHOIo nepesoda CUCTeMbl B Hy>XKHOE COCTOAHUE oes
nepesarpy3km ncnosib3yetca KomaHaa systemctl c napameTpom isolate N UMEHEM LIeNeBoro
COCTOSIHUA (MMS yKa3biBaeTcs 6e3 paclumpeHuns . target):
sudo systemctl isolate multi-user
nnm kKomaHga init:
sudo init 3
O6e KomaHabl NnepeBeayT CUCTEMY B COCTOSIHME multi-user (MHOrONONb30BATENBCKUA PEXMUM
6e3 rpadmyeckon 060M04KN), YTO COOTBETCTBYET TPETLEMY YPOBHIO BbiNonHeHus. Mpn atom 6yayT
3aI'IyLLl,eHbI/OCTaHOBJ'IeHbI BCe CJ'Iy>K6bI, YKa3aHHble B COOTBETCTBYHOLLEM ONMNCaHUN COCTOAHUA.

Ona obecnevyeHnss COBMECTMMOCTM C 0Oonee paHHUMKW peanu3auusMmm  MNOMUMO
3anycka/oCTaHOBKW IOHUTOB, onpeferneHHblX B (hannax .target, Npu nepesoge CUCTEMbI B
Apyroe coctosiHme ucnonHeHna systemd npoBepsieT Bce dpannbl ynpasneHms cnyxbamu, nve-
IoLMmeca B COOTBETCTBYIOLLEM LieriIeBOMY YPOBHIO BbINONHEHUA KaTanore /etc/rc{0-6}.d/,

n 3aI'IyCKaeT/OCTaHaBJ'IVIBaeT COOTBETCTBYHOLLNE 3TUM C*)aVIﬂaM COOCTBEHHbIE HOHUTBLI UK, eCnn
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COOTBETCTBYIOLLMI IOHUT HE OBHapYXXeH, aBTOMaTUYECKM reHepUpyeT IOHUT M3 dalina ynpaerneHus
W BbIMOSHSET €ro.

|_|0L|,p06H06 onncaHne aaHHbIX KOMaHa n CJ'Iy)K6 npmuBegeHo Ha CTpaHunuax pykoBoacTBa

man.
4.3. CUCTeMHble KOMaHAbl
OcHoBHble cucTeMHble komaHabl OC npuBeneHbl B Ta6J'Il/IL|,e|E|.
Tabnwnuya 10
Komanpa Has3Ha4yeHnune
addgroup CosgaHune HOBOW YyYETHOW 3anucy rpynnbl
adduser CosgaHue HOBOW yYETHOW 3anucy nonb3oBaTens
ar CosgaHuve n paboTta ¢ GUBNUOTEUHBIMK apXuBamm
at dopMunpoBaHue uUnu yaaneHme oTnoXeHHOro 3agaHus
awk Asbik 06paboTkM CTPOKOBbLIX LWAGMIOHOB
bc CTpOKOBbIV KanbKynsatop
chfn YnpaeneHue nHopmaumen y4eTHom 3anmcu nonb3oBartensd (MMs, onvcaHme)
chsh YnpasneHve BbIGOPOM KOMaHAHOMO MHTepnpeTaTopa (Mo yMOnyaHuio — Ang y4eTHOn
3anucn)
cut PasbuBka dhaina Ha cekuumun, 3afaBaemMble KOHTEKCTHbIMU pasgenuTensamu
delgroup YaaneHwe y4yeTHOW 3anucu rpynnel
deluser YaaneHue y4eTHOM 3anucuy norb3oBaTenst U COOTBETCTBYOLLMX DaNIOB OKPY>KEHUS
df BbiBog oT4eTa 06 MCNONb30BaHMM OUCKOBOIO MPOCTPaHCTBA
dmesg BbiBOg, cogepxunmoro cuctemHoro oydepa coobLueHuin
du BbluncneHvne konnyectsa MCNonb30BaHHOIO NPOCTpaHCTBa anemeHTos C
echo BbiBOA, COAEPKMMOro apryMeHToOB Ha CTaHOapTHLIN BbIBOS,
egrep Mownck B charinax coaepXMMOro CornacHo perynsipHbIX BblpaXXeHui
fgrep Mownck B charinax cogepXXMMoro cornacHo UKCUPOBaHHbIX LLabnoHoOB
file Onpeaenenne Tvna canna
find Mowuck dparina no pasnuyHbIM NpU3Hakam B Mepapxuun Katanoros
gettext Mony4yeHme CTPOKM MHTEPHALUMOHaNM3aummn n3 Katanoroe nepesona
grep BbiBOg, CTpOKM, cogepKallen WwabnoH noncka
groupadd Co3gaHne HOBOW YYETHOW 3anucuy rpynmbl
groupdel YaaneHwe y4yeTHOW 3anucu rpynnol
groupmod M3meHeHre y4eTHOM 3anncu rpynnol
groups BobiBOA cnvcka rpynn
gunzip PacnakoBka darna
gzip YnakoBka dhanna
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lNpodomxeHue mabnuues! 10

Komanpa Ha3Ha4yeHune
hostname BbiBoa 1 3agaHne nmexu xocta
install KonupoBaHue ganna ¢ yctaHoBKOW aTpubyToB
ipcrm Ynanenwue pecypca IPC
ipcs BbiBOg xapaktepuctuk pecypca IPC
kill lMpekpalleHne BbINOMHEHUS npoLlecca
killall YpaneHue npoueccoB Mo UMEHU
lpr Cuctema nevatu

1s

BbiBOg cogepXxumoro Katanora

1sb_release

BbiBOg MH(OpPMaLMKN 0 AUCTpUbYTUBE

mknod CospgaHue dhanna cneyunanbHOro Tmna

mktemp leHepauns yHUKanbLHOro MMeHu arina

more MocTpaHnyHbIN BbIBOA COaepXMMoro carnna

mount MoHTupoBaHue ¢C

msgfmt CospaHue obbekTHOro darna coobLeHun n3 ganna coobLueHnin

newgrp CwmeHa nageHTudukatopa rpynnbl

nice M3meHeHre npuopuTeTa npouecca nepeq ero 3anyckom

nohup Pabota npouecca nocne Bbixoga n3 cuctembl

od BbiBoa cogepxmMmoro ¢arna B BOCbMEPUYHOM U APYruX BUaax

passwd CmeHa napons y4eTHon 3anucu

patch MpumeHeHne harina onncaHnsa N3amMeHeHnn K opurmHanbHoMy dhanny

pidof BbiBOA MaeHTMdUKaTOpa npoLecca no ero MMeHu

ps BbiBOA MHgOpMauum o npoueccax

renice M3ameHeHne ypoBHS npuoputeTa npouecca

sed CTpokoBbIV pegakTop

sendmail TpaHCcnopT CUCTEMBI 3NTEKTPOHHBLIX COOBLLEHNI

sh KomaHaHbIN MHTepnpeTaTtop

shutdown KomaHpa octaHoBa cucTembl

su M3meHeHre nageHtndmrkaTopa 3anyckaemMmoro npowecca

sync C6poc cuctemHbix Bydepos Ha HocuTenm

tar dannoBLIN apxmBaTop

umount Pa3amoHTMpoBaHue ¢C

useradd Co3gaHne HOBOW YyYeTHOM 3anucuy Nornb3oBaTenst Uin obHOBMEHME CyLLECTBYOLLEN
userdel YnaneHne y4eTHOR 3anmcy nosib3oBaTesis U COOTBETCTBYHOLLMX DansioB OKPY>KEHUS
usermod Moandumkaums ntHdbopmaumm o6 y4eTHONM 3anucum norb3oBaTens

y Cnucok nonb3oBaTtenen, paboTaloLmx B HACTOALWNA MOMEHT B CUCTEME, U PECYPCOB, C

KOTOPbIM OCYLLEeCTBNAETCA pa60Ta
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OkoHyaHue mabnuusi 10

KomaHpa HasHayeHune

who

BbiBOA cnvcka nonb3oBaTenen CUCTEMBI

OnuncaHne KkomaHAa npuBeaeHo Ha CTpaHMUax pykoBOACTBA man.

4.3.1. NnaHupoBaHue 3anycKka KoMmaHA
43.1.1. at

Ons 3anycka ogHon unu 6onee komaHg B 3apaHee onpenernieHHoe BpeMA UCMNOSb3YyeTCA

KomMaHga at. B Hen MoxHO onpenennTtb BpemMs n/vnu Aarty 3anycka TOW UNNU MHOW KOMaHAbI.

KomaHpa at Tpebyet aByx (unu 6onbluero yncna) napametpoB. Kak MMHUMYM, cnedyeT ykasaTb

BpeMA 3anycka 1N Kakad KoMmaHaa OO0JmKHa ObITb 3anyLleHa.

KomaHngbl ons 3anycka c NnoMoLlbo KOMaHabl at BBOOATCA KaK CNMUCOK B CTPOKaXx, crneay-

IOLNX 3a HeN. BBoa KaXkaon CTPOKM 3aBepLuaeTcs Haxatmem knasuwmn <Enter>. 1o okoH4YaHUK

BBOAA BCEW KOMaHAbl HaxaTb knasuwn <Ctrl+D> ona ee 3aBepLueHus.

Mpumepbl:

1. 3anyctutb KOMaHabl 1pr /usr/sales/reports/. necho "Files printed" B
8:00

at 8:00

lpr /usr/sales/reports/.

echo "Files printed"

Mocne BBOAa BCeW KOMaHAbl 0TObpasnTcsa cnegyrollasa 3anuchb:

job 756603300.a at Tue Jul 8 08:00:00 2014

O3HavaroLLasi, YTo yKasaHHble kKomaHabl 6yayT 3anyweHsl B 8:00, naeHTudukatop 3agaHns
756603300 .a (MOXeT noHagobutcs, ecnu HeobxoaAMMO OTMEHUTbL 3aaHNe KOMaHOoN
at -d)

B pesynbraTe BbinonHeHus komanabl B 8:00 6yayT pacnedataHbl Bce dhannbl Katano-
ra /usr/sales/reports, n nonb3oBarento OyoeT BbIBEAEHO COOOLLUEHNE HA 3KpaH
MOHUTOpA.

2. [Ina 3anycka Bcex KOMaHA, rnepeyucrieHHbix B ¢anne getdone, B 17:30 cnenyet
BOCMNOMNb30BaTbCSA O4HOM N3 ABYX ()OPM KOMaHAbl at:

at 17:30 < getdone

nnu

at 10:30 -f getdone

O6e npuBegeHHbIE KOMaHAbI SKBUBANEHTHbI. PasHnua 3aknto4yaetrcs B TOM, YTO B NEpPBOM
KOMaHe MCorb3yeTcsl MexaHn3M nepeHanpasieHns NOTOKOB BBOAA-BbIBOAA, BO BTOPOW

KoMaHae — AUCKOBbIN doais.
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Kpome BpemeHn B koMaHAe at MOXET ObITb onpeaerneHa gara.

Mpnumep
at 10:00 Jul 14
lp /usr/sales/reports/

echo "Files printed"

3agaHus, onpegensieMble agMMHUCTPATOPOM CUCTEMbI, MOMELLLAIOTCSA B 04epeb, KOTOPYHO
OC nepuoanyecku npocMmaTpusaeT. AODMUHUCTpaTOPy Heobsa3aTeNbHO HAaXoAUTLCA B CUCTEME AN
TOro, 4Tobbl at oTpaboTtana 3agaHvsa. B gaHHoOM crnyvae komaHaa paboTaeT B (OOHOBOM pexume.
[lnsa npocmoTpa ovepeam 3agaHnn BBECTH:
at -1
Ecnu npegbigywine npumeps! 66101 3anyLleHbl, To OyaeT BbiIBE4EHO:
job 756603300.a at Sat Jul 8 08:00:00 2014 job 756604200.a at Sat Jul 14
17:00:00 2014
AOMUHUCTPATOP CUCTEMbI BUOUT TONbKO CBOW 3afaHus No KoMaHae at.
[ns ynaneHus 3agaHns U3 odyepeamn cnegyeTt 3anycTuTb at ¢ napameTpom —d 1 HOMEpPOM
yaansemoro 3agaHus:
at -d 756604200.a

B Tabnuue [11] nokazaHbl BapuaHTbl UCNOMb30BaHUS KOMaHAbl at.

Tabnuuya 11
dopmat komaHAbl HasHaueHune
at hh:mm BbinonHuTb 3agaHne Bo BpeMs hh :mm B 24-4acoBom dpopmaTe

BbInonHUTL 3agaHne Bo BpeMda hh:mm B 24-yacoBom copmarte B

at hh:mm mecsu meHs ropn N
COOTBETCTBYHOLLUN NEHb

at -1 BbiBECTM CnNUCOK 3agaHui B oyepenu; ncesgoHUM KOMaHabl — atg

BbinonHUTtb 3agjaHune 4yepes onpeneneHHoe BpemMs, Kotopoe 3aaaHo
at now+count time-units napameTpomM count B COOTBETCTBYHIOLLUUX egnHNLIaX — Headensax, OHAX,
Yacax Uunnm MMUHyTax

Ypnanutb 3agaHue ¢ nageHtndukatopom job_ID U3 ovepeau; nces-

at -d job_ID
OOHUM KOMaHAbl — atrm

AOMUHUCTPATOP CUCTEMbI MOXET NPUMEHATHL BCE 3TV KOMaHAbl. [ns ApyrMx nonb3oBarte-
new npaBa JoCTyna K KomaHae at onpegenstoTca panmnamu /etc/at.allow n /etc/at.deny.
Ecnu cywectByeT pann /etc/at.allow, TO NPUMEHATL KOMaHAY at MOryT TONbLKO nepeyuc-
neHHble B HeM nornb3oBaTenn. Ecnu ke Takoro pamna HeT, NpoBepsieTcs Hanuyue danna
/etc/at.deny, B KOTOPOM OTpa)XeHO, KOMY 3arnpeLleHo nonb30oBaTbCs KomaHaon at. Ecnu
HW ogHOro harna HeT, 3Ha4uT, KOMaH4a at JOCTYNHa TOSbKO Cynepnonb30BaTento.

MoapobHoe onucaHne KoMaHabl NPUBEAEHO B man at.
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4.3.1.2. cron

[Onsa perynspHoro 3anycka komaHg B OC cyuwlecTtByeT kKomaHaa cron. AOMUHUCTPATOP
CcUCTeMbI OnpeaensieT Ans Kaxxaow nporpaMmmMbl BpeEMS U AaTty 3anycka B MUHyTax, Yyacax, AHSAX
Mecsua, Mecsiax roga u aHsax Hegenm.

KomaHnga cron 3anyckaeTcs oauH pas npu 3arpy3ke cucteMbl. OTaenbHble Nonb3oBaTenm
He OOMMKHbI UMETb K HEM HenocpeacTBeHHOro aoctyna. Kpome Toro, 3anyck cron HUKorga He
OCYLLECTBIISIETCA BPYYHYIO NyTEM BBOAA MMEHM NPOrpamMmMbl B KOMaHAHOW CTPOKE, a TONbKO U3
cueHapwus 3arpy3sku OC.

[Mpu 3anycke cron NpoBepsaeT ovepenb 3aJaHnn KOMaHObl at U 3aaHusa nonb3oBartenemn
B (hannax crontab. Ecnu komaHa ons 3anycka HeT, cron «3acbiNaeT» Ha OAHY MUHYTY 1 3aTeM
BHOBb MPUCTYMNaeT K NOMCKaM KOMaHAbl, KOTOPYHO crieayeTt 3anyCTuUTb B 3TOT MOMEHT. bornbLuyto
4YacTb BPEMEHU KOMaHAa cron NPOBOAMUT B «CMSLLEM» COCTOSHUM, U AN ee paboTbl UCNONb3yeTcs
MUHUMYM CUCTEMHbIX PECYPCOB.

UTobbl onpenenuTb CNMCOK 3a4aHui AN cron UCMOMb3yeTcs KoMaHaa crontab. [Ans
KaXkgoro nosnib3oBaTtensi ¢ NOMOLLbI AaHHOM KOMaHabl co3gaeTca dpann crontab CO CMUCKOM
3a4aHuin, HaxoasawWwmnca B katanore /var/spool/cron/crontabs 1 UMEKOLWMNA TO XE UMS, YTO
N UMs Nonb3oBaTens.

MpumeyaHune. lNonb3oBaTenn, KOTOPbIM pa3peLLeHO yCTaHaBnNMBaTb 3a4aHna KOMaH-
OON cron, nepeyncneHol B panne /etc/cron.allow. @ann 3agaHun Ana KOMaHObl cron
MOXHO cO34aTb C MOMOLLbI OBbIYHOINO TEKCTOBOIO pefakTtopa, HO Mpu 3TOM Henb3s MNPOCTO
3aMeHUTb UM CyLlecTBYOLWMI hann 3agaHus B katanore /var/spool/cron/crontabs. [Ans
nepefayn cron CBeAEHUN O HOBbIX 3aaHusX 00s3aTenibHO AOSMKHA MCNOoMb30BaTbCA KOMaH4a
crontab.

Kaxxpasa ctpoka B dhanne crontab cogepXut wabnoH BpemeHun u komaHay. MoxHo
cosgaTb noboe Konn4yecTBo KoMaHg Anga cron. KomaHaa BbINOMHAETCA Toraa, Korga Tekyllee
BpeMS1 COOTBETCTBYET NpuBegeHHOMY wabnoHy. LabnoH coctont na natn Yacten, pasgeneHHbIxX
npobenamu unm cumeonammn Tadbynsaumn.

CuHTakcuc komanpg B panne crontab:

MMHYTE UaCH [eHb_Mecsdlla Mecsdl] roma OeHb Helnesynu 3alaHue

MepBble NATL NoNen NpeacTaBnaAlT WabnoH BpeMeHn N 06a3aTernbHO AOMKHbI NPUCYT-
cTBOBaThb B (hanne. [nsa Toro 4tobbl cron UrHOpupoBana To UM MHoe none wabnoHa BpeMeEH!,
cnenyeT NocTtaBuTb B HEM CMMBON * (3BE3404Ka).

MpumevaHue. C TOYKM 3pEHNA NPOrpaMmMbl CUMBOST * O3HA4YaET CKOPEee He «UTHOpPU-
poBatb norey», a «oboe KOppPeKTHOE 3HAaYEHUEY, T. €. COOTBETCTBUE YEMY YTOAHO.

Hanpumep, wabnoH
02 00 01 * x
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roBOPUT O TOM, YTO KOMaH4a A0SkKHa ObITb 3anyuieHa B ABE MUHYTbI MOMOMYyHOYM (More YacoB
HyreBoe) KaXxoro nepeoro Yncna noboro (nepsasa 3Be3fqodka) mecsua, kKakmm 6bl gHeM Heaenm
OHO He BbINo (BTOpas 3Be3404Ka).

B Tabnuue npueegeHbl JOMNYyCTUMbIE 3HA4YEHUS nonen sanncen crontab.

Tabnuuya 12
MNone [nana3soH

MUWHYThI 00-59

yachl 00-23 (nonHo4b — 00)

AeHb_Mecsua 01-31

OeHb_roaa 01-12

OeHb_Hepenu 01-07 (noHegenbHuK — 01, BockpeceHbe — 07)

Mpumep

3anuck koMaHabl B hanne crontab, BbIMNOMHAOLAS COPTUPOBKY M OTMNPaBKy MoSib30Ba-
Ten pav pavna /usr/sales/weekly Kaxablh noHegenbHUK B 7:30
30 07 * * 01 sort /usr/sales/weekly | mail -s"Weekly Sales" pav

[Mone komaHg MoXeT coaepXatb BCe, UTO MOXET ObITb B KOMaHAE, BBOANMOW B KOMaHOHOW
CTpoOKe obonoykn. B HY>KHOE€ BpeMA cron AJid BbINOJIHEHNA KOMaH4 3anyCTUT CTaHOAPTHYHO

obonouky (bash) n nepegact e KomaHay ANs BbINONHEHUS.
[nsa Toro 4tobbl oNpeaenuTb HECKONBbKO 3HAYEHUI B NOSie UCNONb3YETCs 3ansaTas B Kaye-
CTBe pasgenswoLlero cumeona. Hanpumep, ecnm nporpamma chkquotes A0MmKHA BbINONMHATLCS B
9, 11, 14 n 16 yacoB no noHeaenbHUKam, BTopHMkam n Yyeteepram 10 mapta n 10 ceHTAbpSs, TO
3anucb BbIMSANT Tak:
09,11,14,16 10 03,09 01,02,04 chkquotes

I'Iapameprl KOMaHabl crontab npueBeaeHbl B Tabnuue .

Tad6bnuua 13

MapameTp Onuncanue

Mo3BonsieT peaakTMpoBaTh KOMMOHEHTLI dharina (Mpy 3TOM BbI3blBAETCSA peaakTop, onpe-

-e o o
OeneHHbI B nepeMeHHon EDITOR 060104KK)
-r YnanseTt Tekywmn chann crontab 13 katanora
-1 Mcnonbayetcsa ons BbiBOA4A CNMCKa TEKYLLMX 3a0aHUN cron

KomaHga crontab paboTaet ¢ hannom cornacHo permcTpauuoHHOMY UMEHN.
3a KOppeKTHoe UCMOosib30BaHNe KOMaHAbl cron OTBETCTBEHHOCTb HECYT Kak agMUHUCTpa-
TOp CUCTEMBI, TaK 1 NONb30BaTENN, HAaNpPUMep, NCNOSb30BaHME NPOrpaMmMbl HE AOSMKHO BbI3BaTb

neperpysky CUCTEMbI.
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MogpobHoe onucaHne kKomaHA W avna crontab nNpMBEAEHO B man cron,

man crontab Mman 5 crontab.

4.3.2. ADBMUHUCTPUPOBaHME MHOIONOSIb30BaTEeIbCKOM U MHOro3aga4yHou cpeabl

4.3.2.1. who

[ns nony4eHunsa cnucka none3osatenen, padotatwowmx B8 OC, ncnonb3yetcs KomaHaa who:
who
root console May 19 07:00

Pe3ynstaTtom BbINOMHEHNSI KOMaHAbl ABNAETCS CNUCOK, COAEpPXKaLLNn naeHTuduKaTopbl
aKTUBHbIX MOSib30BaTenen, TepMmHarnbl U BpemMs BXoga B CUCTEMY.

KomaHaa who MMeeT HeCKONMbKO napamMeTpoB, OAHAKO Aariee pacCMOTPEHbI TOMNbKO ABa
N3 HUX:

1) -u — nepeuyncnset nonb3oBaTternen ¢ ykasaHmeM BpemeHn 6e3qencTems (Touka . o3Ha-

YaerT, 4YTO NMonb3oBaTellb aKTUBHO paboTan B NOCNEAHIo MUHYTY, old — YTO nNocnegHun

pa3 OH HaXXnman knasuwmy Gonee CyTok Hasaa);

2) -H — 3acTaBnsieT KoMaH4y BbIBOAWUTb NOAPOOHY0 MHpOpMauuio 0 Nofb3oBaTensx; npu

3TOM BbIBOOUT CTPOKY 3arofioBka Tabnuubl nonb3oBartenemn, cTtonobubl KOTOpOIZ NMOKa3aHbl

B Tabnuue
Tabnuua 14
Mone OnucaHue
NAME MmeHa nonb3oatenemn
LINE Wcnonb3oBaHHbIE NMHUK U TEPMUHATbI
TIME Bpems, npouwleawee nocne perucrpaumm nonb3osBaTens B cucteme
IDLE Bpewms, npolwefllee co BpeMeHu NocnegHen akTmeHon paboTbl nonb3oBaTens
PID NaoeHTndmkaTop npouecca BXogHON 06004KM Monb3oBaTerns
COMMENT KommeHTapuin

C nomouybto napamMmeTpoB —u N —H MOXHO yBUOETb:

who -uH
NAME LINE TIME IDLE PID COMMENT
root console Dec 12 08:00 . 10340

B cnncok BkntodeH naeHtudmkatop npouecca o60no4kn nonb3oBaTens.

MogpobHoe onncaHne kKoMaHabl NpMBEAEHO B man who.

4.3.2.2. ps

[na nony4eHuns nHgopmaumm o COCTOSAHMM 3anyLLEHHbIX NPOLIECCOB UCMNOSb3YETCA KO-
mMaHaa ps. KomaHga BbIBOOUT crieqyoLlyo MHopMaumio 0 npoLleccax:

- BbINOJIHEHHbLIE NMPOLECCHI,
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NpoLecchl, Bbi3BaBLUME NPOONeMbl B CUCTEME;

KaK OoJro BbIMNMOJTHAETCA NpoLecc;

Kakne CUCTeMHble pecypcChbl 3ane6OBaJ'I npoLuecc;

naeHTudukaTop npouecca (Kotopbin Oyaet Heobxoamm, Hanpumep, AN NpekpalleHns

paboTbl Npouecca ¢ NOMOLLbIO KOMaHabl kill) u T. 4.

[aHHaa nHdopmaums nonesHa Kak Anst nonb3oBaTtens, Tak U Ang CUCTEMHOro agmMu-
HUcTpaTopa. 3anyuweHHas 6e3 napaMmeTpoB KOMaHAHOW CTPOKU ps BblAaeT CMUCOK NPOLIECCOB,
NOPOXAEHHbLIX aA4MUHUCTPATOPOM.

Hanbonee pacnpocTpaHeHHOEe NPUMEHEHNE KOMaHObl ps — OTCReXnBaHue paboTbl o-
HOBbIX W ApYrMx npoueccoB B cucteme. MNockonbky B 60MnbLUMHCTBE CryvaeB hOHOBbIE NPOLIECCHI
He B3anMMOLENCTBYIOT C 3KpaAHOM M C KnaBMaTypon, KOMaH4a ps OCTaeTCcsl OCHOBHbIM CPeLCTBOM
HabnaOeHNsa 3a HUMMN.

B Tabnuue |15 npnBeaeHbl YeTbipe OCHOBHbLIX MOMA MHpOPMaUMM AN Kaxaoro npolecca,

BbIBOAMMbIE KOMaHOOM Ps.

Taobnuuya 15
Mone Onucanune
PID WoeHTudmkaTop npolecca
TTY TepmuHan, ¢ KOToporo Obin 3anyLleH npoLuecc
TIME Bpems paboTbl npouecca
COMMAND Mms BbINONTHEHHOW KOMaHAbI

MogpobHoe onucaHne KoMaHAbl NPUBEAEHO B man ps.

4.3.2.3. nohup

O6bI4HO AoYEepHUI NPOLECC 3aBEPLUAETCS NOCIE 3aBepLUEHUSI POAUTENBCKOro. Takum
obpasom, ecnu 3anyLieH (poHOBLIN NpoLecc, OH OyaAeT 3aBepLleH Npu Bbixoae u3 cuctemol. [ns
TOro YTOObI npouecc npoaoXan BbiNONMHATLCA NOCIe BbIXoAaa N3 CUCTEMbI, MPUMEHAETCA KOMaHOa
nohup, ykasaHHas B Hayane KoOMaHOHOW CTPOKU:
nohup sort sales.dat &

KomaHnga nohup 3actaenser OC urHopmpoBaTh BbIXO4 U3 HEE U NMPOAOIKaTb BbINOSHE-
HWe rnpouecca B (bOHOBOM pexmnmMme, nNnoka oOH He 3aKOHYNTCA. Taknm o6pa30M, 6y/:|,eT 3anyuweH
npouecc, KOTOprIZ 6y/:|,eT BbIMOJNTHATBCA ANMNTESIbHOE BpPEMA, HE Tpe6y9| KOHTpPOIA CO CTOPOHbI
agMUHUCTPaTopa CUCTEMBI.

MogpobHoe onucaHne KoMaHabl NPUBEAEHO B man nohup.

4.3.2.4. nice

KomaHga nice No3BOMdAeT 3anycTnTb APYry0 KoMaHgy ¢ npegonpeneneHHsiM npuopuTe-

TOM BbINOJTHEHUA, NpeaocTaBnAd agMUHUCTPATOPY CUCTEMbI BO3SMOXHOCTb OnpeaenAaTb NpuopuTeT
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Npw BbINOMHEHMM cBOMX 3agad. [Mpn obblMHOM 3anycke BCe 3agayn MMEKT OAWH U TOT Xe npu-
oputeT, 1 OC paBHOMEPHO pacnpenenseTr Mexay HAMKU npoueccopHoe Bpemda. C noMoLbo
KOMaHAbl nice MOXHO MOHM3UTb NPUOPUTET KAaKON-NTMBO «HecnewHony» 3agayvn, NpeaocTaBmB
Apyrum 3agadam 6onbLie NpouecCopHOro BpeMeHu. NoBbICUTbL NPUOPUTET TOM UK MHOW 3agayuun
MMEET NMpaBo TOSbLKO Cynepnosib3oBaTenb.

CuHTakcmc koMmaHapbl nice:
nice -[<uucno>] command

YpoBeHb NpUoOpUTETa ONpeaensieTcss napameTpoMm <uucso>, Npu 3ToM Oonbluee ero
3HayeHne o3Ha4vyaeT HasHayeHWe MEHbLUEro npuMopuTeTa KoMaHge. 3Ha4YeHne No yMoYaHuto
paBHo 10, napameTp <uucrio> nNpeacraBnaeT cobon YMcno, Ha KOTopoe 3HaYeHne OOMMKHO BbITb
yMeHbLUeHO. Hanpumep, ecnv 3anyLieH npoLecc COPTUPOBKN:
sort sales.dat > sales.srt &

n eMy cregyeT gaTb NPeMMyLLEeCcTBO Hag ApYyrMM nNpoLeccoM, Hanpumep, NpoueccomM nevatw,
HeobXxo4MMO 3anyCTUTb BTOPOM NPOLIECC C YMEHbLUEHHBIM MPUOPUTETOM:
nice -5 1lp mail_ list &

[Ona Toro 4Tobbl Ha3HauYUTL Npoueccy nedYaTn cambli HASKUA BO3MOXHbIA MPUOPUTET,
BBECTMU:
nice -10 1lp mail list &

MpumeyaHue. B cnyyae KoMaHabl nice TUpe O3HAYaEeT 3HAK napameTpa.

Tonbko cynepnonb3oBaTerb MOXET MOBLICUTL NMPUOPUTET NpoLecca, NPUMEHSAS ANs 3TOro
oTpuuaTternbHOe 3HadYeHne napameTtpa. MakcumanbHO BO3MOXHbIN npnoputeT 20, NPpUCBOUTL €ro
npoLeccy cynepnonb3oBaTerib MOXET C MOMOLLbIO KOMaHAbI:
nice --10 job &

Hanuune & B Nnpumepe A0CTAaTOYHO YCIOBHO, MOXHO U3MEHATb MPUOPUTETLI Kak JOHOBbIX
NPOLIECCOB, TaK N NPOLIECCOB NepeaHero nnaxa.

MogpobHoe onucaHne KoMaHabl NPUBEAEHO B man nice.

4.3.2.5. renice

KomaHga renice no3BonsieT M3aMeHUTb NpUopuTET paboTatowiero npouecca. Popmar
3TOM KOMaHabl NogobeH doopmaTty KOMaHabl nice:
renice -number PID

[na nameHeHust npuopuTteTa paboTtaroLlero npouecca HeobxoaMMo 3HaTb ero MAeHTUK-
KaTop, NONy4YMTb KOTOPbIA MOXXHO C MOMOLLIbIO KOMaHAbl ps, Hanpumep:
pPS —-e : grep name

rae name — UMS MHTEPECYHOLLEro npoLecca.

KomaHga grep OTMNLTPYET TOMbKO Te 3anucu, B KOTOPbIX ByaeT BCTpeyaTbCs uMms

HY>XHOW KOMaHabl, U MOXHO OyaeT y3HaTb uaeHTUdukaTtop ee npouecca. Ecnn Heobxoaumo
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M3MEHUTb NMPUOPUTET BCEX MPOLECCOB MoJib3oBaTesna Unn rpynnbl nonb3oBaTterien, B KoMaHae

renice UCNOMb3yeTcq I/Iﬂ,eHTVICbI/IKaTOp nonb3oBaTena Unn rpynrbl.

Mpumep
Mcnonb3oBaHue KOMaHAbl renice Ong npolecca nonb3oBaTtens pav
ps -ef : grep S$SLOGNAME
pav 11805 11804 0 Dec 22 ttysb 0:01 sort sales.dat > sales srt
pav 19955 19938 4 16:13:02 ttypo 0:00 grep pav
pav 19938 10 16:11:04 ttypo 0-00 bash
pav 19940 19938 42 16:13:02 ttypo 0:33 find . -name core -exec nn {};
YTo6bl NOHM3NTBL NpMoOpUTET Npouecca find ¢ uaeHTudmkaTtopom 19940, BBECTU:
renice -5 19940

B cnyyae komMaHOpbl renice paboTaloT Te Xxe npasuna, YTo U B Criydyae KOMaHapl nice, a
WMEHHO:

- €€ MOXHO MCNoSMb30BaTb TOMILKO CO CBOMMU Mpoueccamu;

- cyneprnonb3oBaTeslb MOXET NPUMEHNTb ee K NMobomy npoLeccy;

- TONbKO Cynepnorib3oBaTenb MOXET NOBbICUTbL NPUOPUTET Npouecca.

MogpobHoe onucaHne KOMaHAbl NPUBEAEHO B man renice.

4.3.2.6. kill

WNHorga HeobxoamMMo npekpaTuTb BbIMOMIHEHME NpoLecca, He OXNOAACh ero HopMasnibHOro
3aBepweHnsa. MoxeT notpeboBaTbCs B CneayloLwmnx cnyyasax:

1) npouecc Ucnosnb3yeT CIMWKOM MHOro BpeMeHU npoLeccopa U pecypcoB KOMMbIOTEPa;

2) npouecc paboTaeT CrMLWKOM JONro, HEe AaBas OXXUO4aeMbIX pPe3ynbTaTos;

3) npouecc NPoOn3BOANT CANLLIKOM BOMbLLIOK BbIBO4 MHGOPMaLUK Ha 3KpaH unu B dann;

4) npouecc npueen K 6r10KMPOBKe TEpMUHANA Unn Apyron CeCCUu;

5) n3-3a owmbkM onepaTopa UM NporpaMmmbl UCNONb3YIOTCA He Te pansibl U NapameT-

pbl KOMAHAHOW CTPOKMU;

6) manbHewnLwwee BbINOMHEHME Npouecca 6ecnonesHo.

Ecnn npouecc pabotaeT He B (hOHOBOM pexume, Haxatune knasuw <Ctrl+C> pnomkHo
npepsaTtb €ro BbiNofHeHNe. POHOBbLIN NpoLecC NpepBaTb BO3MOXHO TOSIbKO C MOMOLLbIO KOMaHAbI
kill, nocbinaroLien npoueccy curHan, TpebyroLwmin ero 3aBepLUeHms.

McnonbesytoTcs ase oopMbl KOMaHAb!:
kill PID(s)
kill -signal PID(s)

[lnsa 3aBepLleHns npouecca ¢ MAEHTUPUKATOPOM 127 BBECTU:
kill 127

[ns 3aBeplieHns npoueccos ¢ uaeHTudukaropamm 115, 225 n 325 BBECTU:
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kill 115 225 325

C nomoulpbto napametpa —signal MOXHO, Hanpumep, AaTb yKasaHue npoueccy nepe-
YnTaTb KOHUrypaumoHHble annbl 6e3 npekpaileHus padotbl. CIMCOK JOCTYMNHbLIX CUrHArNoB
MOXHO NOMYYNTb C MOMOLLbIO KOMaHAbI:
kill -1

Mpun ycnewHom 3aBepLueHnn npouecca coobuieHne He BbiBoguTcs. CooblueHne nosisutcs
Npu NonbITKe 3aBepLUeHnd npouecca 6e3 HannuMs COOTBETCTBYIOLLMX NpaB AoCTyna unu npu
nonbITKE 3aBEPLUNTb HECYLLIECTBYHOLMI NpoLecc.

3aBepLueHre poauTeNbCKOro rnpouecca MHorga fnpuBOAUT K 3aBEPLLUEHUID JOYEepHUX,
OOHaKO And NoSIHON YBEPEHHOCTU B 3aBEpPLLUEHMM BCEX NPOLIECCOB, CBA3AHHbIX C AaHHbIM, cregyeT
yKa3blBaTb UX B KOMaHae kill.

Ecnu TepmuHan okasarncs 3a6nokMpoBaHHbIM, MOXXHO BOWTM B CUCTEMY C APYroro TepMmu-
Hana:
ps -ef: grep $LOGNAME
N 3aBepwnTb paboTy 060n04YKM Ha 3aBNOKMPOBAHHOM TEPMUHArE.

Mpun BbINONHEHMM KOMaHAbl kill npoueccy NocbinaeTcs COOTBETCTBYOWMUIA curHan. Npo-
rpammbl OC MoryT nocbinate 1 npuHuMmatb 6onee 20 cMrHanoB, Kaxabli U3 KOTOPbIX UMEEeT CBOW
Homep. Hanpumep, npu Bbixoge agmuHucTpatopa OC nockinaet BCeM ero npowueccam curHan 1,
KOTOpbIN 3acTaBnseT BCe npouecchl (KpOMe 3anyLUeHHbIX C MOMOLLbI nohup) NpekpaTtuTb paboTy.
Kpome Toro, CyLLecTByOT NporpamMmMbl, HanncaHHble Takum obpasom, 4YTo ByayT UrHopmpoBaTb
nocblniaeMble UM CUrHanbl, BKItOYas curHan 15, KoTopbl BO3HUKAET Npu 3anycke komaHabl kill
6e3 yKka3aHns KOHKPETHOro curHana.

OpHako curHan 9 He MOXeT ObITb NPOUTHOPUPOBaH — Npouecc OyaeT 3aBeplleH. Taknum
obpasom, ecnun KoMaHga:
kill PID
He cMorna 3aBeplwuTb npouecc (OH BUOEH NMpWU UCNOSMb30BaHUN KOMaHObl ps), Heobxoanmo
BOCMNOSb30BaTbCS KOMaHOOM:
kill -9 PID

KomaHpa:
kill -9
npekpaLlaeT npoLecc, He AaBas BO3MOXHOCTU, HanpumMep, KOPPEKTHO 3aKpbITb harsbl, YTO MOXET
NpMBECTU K NOTepe AaHHbIX. Micnonb3oBaTh 3Ty BO3MOXHOCTb CrieayeT TOMbKO B Clydae KpanHew
HeobXoANUMOCTMW.

[ns 3aBeplieHns Bcex POHOBbLIX NPOLLECCOB BBECTMU:
kill 0

[MpenmyLiecTBEHHOE NpaBO KOHTPOMSA HaL4 NPoLECCOM NMpUHaanexuT Brnagensuy. Npaea

Bragesnbla MOryT OTMEHATBLCA TOJIbKO Cynepnorib3oBaTerieMm.
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Apapo HasHavaeT KaxgoMy npoueccy YeTblpe naeHTudmkatopa: peanbHbin U 3 deKkTnB-
HbI UID, peanbHbin 1 acpdekTnBHbIN GID. PeanbHble ID ncnonb3ytotcsa Ans ydeTa UCnonb3oBaHUs
CUCTEMHbIX PecypcoB, a aeKTUBHbIE — ANA onpeaeneHus npas goctyna. Kak npasuno, peanb-
Hble 1 acbpekTnBHble ID coBnagatot. Bnagenew npouecca MOXeT nockinartb B NPOLECC CUrHansl,
a Takke NoHwxaTb NPUOPUTET Npouecca.

Mpouecc, NnpucTynaroLwmi K BbINOSIHEHUIO APYroro NporpaMmMHoOro dgarna, ocyLecTenseT
OOWMH N3 CUCTEMHbIX BbI30BOB ceMencTBa exec. Korga Takoe crny4daerca, agpdpektmsHble UID un
GID npouecca moryT 6biTb ycTaHoBneHbl paBHbiMn UID n GID danna, cogepxaluero obpas HoBow
nporpaMmsbl, €Cnv y aToro harvina yctaHoBrneHbl OUTbl CMEHbI naeHTUMKaTopa Nonb3oBaTens u
noeHTnukaTopa rpynnbl. CUCTEMHbIV BbI30B exec — 3TO MEXaHW3M, C MOMOLLbIO KOTOPOro Takue
KOMaH[bl, Kak passwd, BpEMEHHO Nony4varoT npasa cynepnonb3oBaTtens (komaHae passwd OHU
HY>XHbl ANs1 TOro, YToObl N3MEHUTbL /etc/passwd).

Moapo6Hoe onncaHne kKoMaHabl NpMBeAeHo B man kill.
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5. YNIPABJIEHUE NMPOMrPAMMHbBIMU NMAKETAMU

B OC wncnonbaytoTca nporpaMMHble NakeTbl (fanee no TeKCTy — nakeTbl) B doopmare
«.deby. [1ns ynpaBneHnsa naketamum B pexxmMme KOMaHOHOW CTPOKK (MNn B aMynaTope TepMuHana
B rpadoMyeckomM pexmme) npegHasHavyeHbl Habop KoOMaHL HMKHEro ypoBHS dpkg M KOMMMEKC
nporpaMm BbICOKOTO YPOBHS apt, apt-cache n aptitude. B rpacduyeckom pexvme ynpasnsTb
nakeTamm MOXHO C MOMOLLIbIO NMporpaMmbl synaptic (yHMBepcanbHasa rpaduyeckas obonoyka
Ans apt).

Mo ymonyaHuio obbIYHbBIN NONb3oBaTeNb HE MMEET NpaBa UCMONb30BaTb 3TU UHCTPYMEHTHI.
[nga Bcex onepaunii ¢ nakeTamm (3a UCKIOYEHNEM HEKOTOPbIX CrlydaeB nonyyYeHms nHpopmaumm
0 nakeTax) HeobxoauMbI NpaBa Cynepnonb3oBaTens, KOTOpble aAMUHUCTPATOP MOXET MOMYyYUTb
yepe3 MexaHun3m sudo.

MpumeyaHwue. [NpaBa gocTyna K UCNONMHAEMbIM (hansiam no3BosST BCEM MNOSb30Ba-
Tensam 3anyckaTb UX Ha BbINOSTHEHWE, HO yOAnAaTb UMK MoauuumMpoBaTth Takme dpansbl MOXET
TONbKO cynepnosib3oBaTefib. OBbIMHO NPUMNOXEHNA YyCTaHaBMMBAKTCA B KaTtasnor ¢ npasamu
YTeHNa BCceMn nonb3oBaTensamu, Ho 6e3 npasa 3anucu B Hero.

CpencTtea ynpaBsreHus naketamy obecnevvBatoT BO3MOXHOCTb aBTOMaTU3MPOBaHHOM

ycTaHoBkM o6HoBneHun OC.

5.1. Habop komaHpa dpkg

Habop komaHa dpkg npegHasHayeH, B OCHOBHOM, 415 onepauuin ¢ naketaMum Ha fnokasb-
HOM ypoBHe. C NoMOLLbIO KOMaHAbl dpkg 1 ApYrnx KOMaHa 3Toro Habopa MOXHO yCTaHaBnNuBaTb
N yoanatb NakeTbl, CObUpaTb UX N3 NCXOOHbIX TEKCTOB, NOMyYaTb MHPOPMALMIO O KOHKPETHOM
nakeTte n o6 yCTaHOBMNEHHbIX B CUCTEME MaKeTax:
dpkg -i <nomnHHE nyTb>/<MNOJIHOE HMS_IakeTa>

Ecnu naket (Hanpumep, iptables_1.4.21-2_amd64.deb), KOTOpbIM HEOOXOAUMO
YCTaHOBWUTb, PACMoOSIOXKEH, Hanpumep, B AOMaLIHEM KaTanore nonb3oBartenst /home/userl,
crneayeT BbINOMHUTL CrEAYOLLY KOMaHAay:
dpkg -i /home/userl/iptables_1.4.21-2_amdé64.deb

B cnyyae, ecnn HeyQOBNETBOPEHHbIE 3aBUCMMOCTU NakeTa OTCYTCTBYIOT, OH ByaeT ycTa-
HoBneH. B cnyyae HapylweHunsa 3aBucnmocTten dpkg BblaacT cooblieHne 06 owmnbke, B KOTOPOM
OyayT nepeyncneHbl Bce Heobxoanmble NakeTbl, KOTOPbIE CreayeT yCTaHOBUTb, YTOObI pas3peLunTb
obs3aTenbHble 3aBUCUMOCTH.

[na yoaneHus HEHYXXHOro nakeTta, HO COXpaHeHUs Bcex ero oannoB HacTPOWKK, criegyet
BbIMOMHUTb KOMaHAY:

dpkg -r <3HauuMas_uacCTb_HMEHU IakeTa>

1.7.2



66
PYCBE.10015-01 95 01-1

[nsa naketa iptables_1.4.21-2 amd64.deb komaHaa OyaeT BbIirmMageTb CAeayoLwmm
obpasom:
dpkg -r iptables

[na yoaneHus naketa n OYUCTKN CUCTEMbI OT BCEX €ro KOMMOHEHTOB (B crny4vae, ecnum
AaHHbIA NakKeT He CBA3aH 3aBMCUMOCTAMM C OPYrMMW YCTaHOBMEHHbIMU MakeTamun) crnegyet
BbIMNOSTHUTb KOMaHAY:
dpkg -P <3HauuMas_uacCTb_MMEHH lakeTa>

Ecnu xe ypandembli nakeT 3aBUCUT OT APYrMx nakeTtos, nocnegyetr coobuieHne o6
owmnbke ¢ nepeyHeM 3aBUCUMOCTEMN.

CnegyeT OTMETUTb, YTO UCMOSb30BaHME NOSTHOIO UMEHU NaKeTa perynupyeTcsa ans Bcex
KoMaH[ cemencTtBa dpkg NPOCTLIM NpaBuUoM: Ang NobbiX AeNCTBUN C YXKe YCTaHOBMNEHHbIM
NakeToM B KOMaHOHOW CTPOKEe MPUMEHSAETCA 3HauMmas YacTb MUMEHU, a BO BCEX OCTalbHbIX
criy4qasix — rnosnHoe UmMs.

MogpobHoe onucaHne KoMaHabl NPUBEAEHO B man dpkg.
5.2. Komnnekc nporpamm apt

Komnnekc nporpamMmm apt npegHa3HayeH, B OCHOBHOM, ANA ynpasreHuss Bcemun onepawu-
AMU C NakeTamMin (B T.4. aBTOMaTU4€CKMM pa3peLieHnem 3aBVICVIMOCTel7I) npu Hann4nm octyna K

CeTeBbIM UMW fIoKanbHbIM apXxuBam (MCTOYHMKAM) NAKETOB.

5.2.1. HacTtpouka goctyna K apxuBam nakeToB

MHbopmauus o ceTeBbIX U SIOKarnbHbIX apxXuBax NnakeToB A4S KOMMfeKca nporpaMmm apt
cogepXxutca B pamne /etc/apt/sources.list. B hanne HaxoguTcsi CNUCOK MCTOYHUKOB
MNaKeToB, KOTOPbIN UCMONb3YETCA NporpaMmamMn AN onpegeneHns MecTononoXeHUs apXnBOB.
Cnuncok NCTOYHUKOB pa3pabaTbiBaeTcsa AN NoAAEPXKKN Noboro KonnyecTsa akTUBHbBIX MCTOYHUKOB
N pasfnnyHbIX BUOOB 3TUX UCTOYHUKOB. VICTOYHUKM NEpeYncnsatoTCs No OgHOMY B CTPOKEe B Nopsigke
ybbIBaHUA X npuopuTeTa.

Onucanune danna /etc/apt/sources.list NnpMBegeHo B man sources.list.

Mpumep
®ann sources.list
deb cdrom: [0S Astra Linux 1.3.39 smolensk - amdé64 DVD]/ smolensk contrib
main non-free
deb ftp://192.168.32.1/astra/unstable/smolensk/mounted-iso-main smolensk
main contrib non-free
deb ftp://192.168.32.1/astra/unstable/smolensk/mounted-iso-devel smolensk devel

contrib non-free
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Mpwn yctaHoBke OC ¢ anctpmbyTtuea ctpoka deb cdrom. .. aBTOMATU4E€CKN 3anucbiBa-
eTcs B pann sources.list.

BknounTb JaHHY CTPOKY B CMMCOK MCTOMHUKOB TakKe MOXHO Npu MOMOLLW KOMaHAb!:
apt-cdrom add

DVD-guck ¢ guctpmbytmeom OC npu 9TOM JOMKEH HaXoaAUTbLCHA B YCTPOMUCTBE YTEHUSA
DVD-anckoB (MOHTMpOBaTb €ro He 006A3aTeNbHO).

CTpoKn, COOTBETCTBYHOLLME UCTOMHUKAM OCTasbHbIX TUMOB, BHOCATCS B (hainsi npu NomMoLm

noboro pegakrtopa.

5.2.2. YcTaHOBKa 1 yaaneHue naketoBs

Mocne yctaHoBkn OC cosgaetcs nokanbHada B[ o Bcex nakeTtax, KOTopble Haxoaunucb
Ha DVD-gucke ¢ guctpmbyTmMBOM U apXmMB YCTAHOBIMEHHbIX MNaKeToB. OTa MHGOpMaLUA MOXET
BbIBOAUTBLCSA B pasfiMiyHon popme npm NoMoLLmM KoMaHabl apt—-cache. Hanpumep, komaHga:
apt-cache show iptables
BbIBEAET BCO MHGOPMALMIO, COAEPKALLYOCS B ONUCAHUKM NakeTa iptables.

O6HOBUTL cogepXxmnmoe nokanbHon B MOXXHO Npu NOMOLLM KOMaHAbI:
apt install update

OTy onepaumo HeobXo0AMMO BbIMOSTHATL NPU KaXXO0M U3MEHEHUN KaK CNUCKa MCTOYHUKOB
nakeToB, Tak N COAEPXXNMMOIO 3TUX MCTOUYHUKOB.

lMonHoe oBbHOBNEHNE BCEX YCTAHOBMNEHHbBIX B CUCTEME MAKETOB NPOU3BOAMUTCS NPU NOMO-
LLIN KOMaHAbI:
apt install dist-upgrade

YcTaHoBKa OTAENbHOro naketa (ecnu oH OTCYTCTBOBar B CUCTEME) NPOM3BOANTCSA NpuU
NOMOLLIN KOMaHAbI:
apt install <3HauuMmasi yacTb_MMEHH IakeTa>

Mpun aTom ByayT nccnenoBaHbl U pa3peLleHbl Bce 0bsa3aTenbHble 3aBUCMMOCTU W, Npn
HeobXo4MMOCTU, YCTaHOBMEHbI HEOOXOANMbIE AOMNONHUTENBHbIE MAKETHI.

YpaneHue naketa (C coxpaHeHnem ero annos HaCTPOMKK) MPOM3BOAUTCS NPU NOMOLLM
KOMaHAbl:
apt remove <3HauuMasi_UacCTb_MMEeHM IlakeTa>

Ecnn npu aTom Heo6XoAMMO NOMHOCTLH OYUCTUTL CUCTEMY OT BCEX KOMMOHEHT yaanse-
MOro naketa, TO MPUMEHSETCA KOMaHaa:
apt remove --purge <3HauuMasl_uyacTb_HMMEHU_IlakeTa>

OnucaHune KoMaHg NpMBeAeHo B man apt-cache Mman apt.
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6. BA3OBbIE CETEBbBIE CIIYXbBbI

6.1. Cetb TCP/IP

6.1.1. NMakeTbl U cermeHTauus

[aHHble nepenatoTcs nNo cetn B GOpMe CETEBbLIX NAKETOB, KaXAbi U3 KOTOPbIX COCTOUT
N3 3arofiloBKa W MOe3HOM Harpy3ku. 3arofioBOK COAEPXKUT CBEAEHUS O TOM, OTKyda npubbin
MakeT 1 Kyda OH HanpaBnsieTcsa. 3arofoBOK, KPOME TOro, MOXET BKMOYATb KOHTPOSBbHYHO CYMMY,
MHOPMAaUUIO, XapakTEPHYHO OS5 KOHKPETHOro NpoToKona, U Apyrue MHCTpyKuum no obpaboTke.

MNonesHas Harpy3ka — 3TO AaHHble, noanexauwne nepecblsike.

6.1.2. Agpecauuns naketoB

CeTteBble MakeTbl MOryT AOCTMYb MyHKTA Ha3HA4YeHUSA TOMbKO NPW HanNM4Yuu npasunb-
Horo ceTteBoro agpeca. Npotokon TCP/IP ucnonb3yeTr codeTaHne HECKOMNbKUX CXeM CETEBOM
agpecauuu.

Cambi HWKHUI YpOBEHb aapecaumn 3agaeTcs CeTeBbLIMU annapaTHbIMU CpeaCTBaMM.

Ha cneaytouwlem, 6onee BbICOKOM, YPOBHE MUCMNONb3yeTcs agpecaums MHTepHET (KOTopyto
Yawle HasbiBalT «IP-agpecaunen»). Kaxxgomy BKNIOYEHHOMY B CETb YCTPOWCTBY NpUCBanBaeTcs
oaviH YeTblipexbanToBbin IP-agpec (B cooTBeTcTBUM C npoTokoriom IPv4). IP-agpeca rmob6anbHo
YHUKarbHbI U HE 3aBUCAT OT annapaTHbIX CPeacTB.

IP-agpeca ngeHTMdnumnpyoT KoMnboTep, HO He obecneynBatoT agpecaumo OTAeNbHbIX
npoueccoB n cnyx6. MNMpotokonbl TCP 1 UDP pacwupsitoT IP-agpeca, ncnonb3ysa noptsl. [MopT
B AaHHOM cnydyae npeacrtaBndetr cobon aByxbanToBoe yucrno, nobdaesnsemoe k IP-agpecy u
yKasblBaloLLlee KOHKPETHOIO agpecara Ton Unm nHom ceteBon cnyxobl. Bce ctangaptHele UNIX-
cnyx6bl CBA3LIBAOTCA C U3BECTHLIMU NOPTaMu, KOTOPbIE onpeaeneHbl B panne /etc/services.
[ns Toro 4tobbl NpeaoTBpaTUTL NOMbLITKU HeXenaTesbHbIX NPOLEeCCOB 3aMacKMpoBaTbCA Nog
3TN cnyX06bl, yCTAaHOBNEHO, YTO NOPTblI C HOMepamu A0 1024 mMoryT MCNonb30BaTbLCH TOSbKO

cynepnonb3oBaTteneM. OnucaHne anna /etc/services NpyBedeHoO B man services.

6.1.3. MapwpyTtusauus

6.1.3.1. Tabnuua

MapwpyTnsaums — 9To Npouecc HanpasreHs NakeTa no psagy ceten, HaxoaaWwmnxcs
MeXay MCTOYHUKOM M afipecaToM.

[aHHble MapLLpyTU3auumn XpaHaTcsa B Tabnuue mapupyTtusaumn. Kaxabin anemMeHT aTomn
Tabnuvubl COAEPXUT HECKOMBbKO NapaMeTpoB, BKNOYAsA Nosfie HageXHOCTU, KOTOpoe paccTaBnsieT
MapLpyTbl MO nNpuopuTeTaMm, ecnu Tabnvua cogepXxut NpPoTUBOPEYUBYHO MHopMaumo. [Ons

HanpaBrieHnsl NakeTa No KOHKPETHOMY afapecy noabupaeTtcsi Hanbonee NOAXOASLLNA MapLUPYT.
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Ecnun HeT HM Takoro mapLupyTa, H4 MapLupyTa rno yMOon4aHuio, To OTNpaBuUTErNo BO3BpaLlaeTcs
owmnbka: «network unreachable» (ceTb HegocTymnHa).

Tabnuuy mMappyTnsaumm KOMNbOTEPA MOXHO BbIBECTUM HA 3KpaH MOHMTOPA C NMOMOLLIbIO
KOMaHAObl route.

6.1.3.2. OpraHusauusa noaceteun

OpraHunsauus nogceTten 3agaeTcss Mackon NoaceTn, B KOTOPOU BUTLI CETU BKINOYEHDI, a
OuTbI KOMMNbIOTEPa BbIKMOYEHbl. Macka noaceTy 3agaeTca BO BpeMs HavarnbHOW 3arpysku, Korga
KOHUrypupyetca ceteBon nHTepdenc komaHgom ifconfig. Aapo, kak npaBumo, ncrnonsb3yet
cam knacc IP-agpecoB ans Ttoro, 4Tobbl BbIACHUTb, Kakne 6UTbl OTHOCATCS K CETEBOW YacTu
agpeca; ecnu 3agaTb Macky siBHO, TO aTa PyHKUUSI MPOCTO OTMEHSAETCS.

Mpwn opraHusaumm nogceten HeobxoaMMO y4ecTb, YTO eCN BblYUCIINTENBHANA CETb UMeeT
6onee oQHOro coeguUHEHUs C CEeTbIO VIHTEPHET, TO Apyrue cet AOMKHblI YMETb OTNMYaTh NOACETH

CeTU nonb3oBarensi, YToobl onpeaennTb B Kakom MapLpyTun3aTtop criegyet nocrjiatb naker.

6.1.4. CospaHue cetn TCP/IP

Mpouecc co3pgaHus cetn TCP/IP cocTtouT n3 cnegytowmx atanos:

nnaHnpoBaHue CeTu,

Ha3HadeHue IP-agpecos;

HaCTpOWKa CeTeBbIX NHTEPENCOB;

HaCTpoOWKa CTaTUYeCKUX MapLUpPYTOB.

6.1.4.1. NnaHnpoBaHue cetn

lMnaHMpoBaHMe ceTn BKIOYAET:

- onpefgereHne CerMeHToB ceTu;

- onpegeneHne TEXHNYECKMX U NPOrpaMMHbIX CPeaCTB, C MOMOLLbIO KOTOPbIX CErMEHTbI

o6beanHAITCS B CETb;

- onpegeneHne cepBepoB N pabounx CTaHUMN, KOTopble ByayT YCTaHOBMEHbI B KaXK40OM

CerMeHTe;

- onpegerneHve Tuna cpeabl (BUTas napa v ap.).

6.1.4.2. HazHauyeHue IP-agpecoB

Agpeca HasHa4daloT ceTeBbIM MHTEpdercam, a He KomnbloTepam. Ecnn y komnbioTepa
€CTb HECKONbKO MHTEePMdENCoB, Y Hero Byaet HECKOMNbKO CETEBbIX aapecoB.

HasHnavaa komnbtotepy IP-agpec, cnenyet ykasaTb COOTBETCTBUE MEXOY 3TUM agpecom
N MMEeHeM KoMMbloTepa B dpanne /etc/hosts. OTO COOTBETCTBME MO3BONMMUT obpaliaTbCcs K
KOMMblOTEPAM MO UX MMEHAM.

6.1.4.3. HacTtpounka ceTeBbIX UHTepdencos

KomaHga ifconfig ucnonb3yeTcs A58 BKITIOYEHUS N BbIKIMIOYEHNUS] CETEBOro UHTepdenca,

3aaHnA IP-a,qpeca, LUnpoKoBeLlaTerilbHOro agpeca 1 CBSI3aHHOW C HUM MacKu NOACETU, a TaKkke
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AnNs ycTaHoBKU Apyrmx napameTpoB. OHa o6bIMHO BbIMOMHAETCS BO BpeMsi NepBOHaYyasribHON
HaCTPOWMKM, HO MOXET MPUMEHATLCA U AN BHECEHNA U3MEHEHU B JarbHENLLEM.
B 6onblnHcTBE cniydyaeB komaHaa ifconfig umeet criegyowmnn opmar:

ifconfig unHTep@eric [cemerncTBo] <agpec> up <mnapameTp>

Mpumep
ifconfig eth0 128.138.240.1 up netmask 255.255.255.0 broadcast 128.138.240.255

30ecb uHTepdenc obosHavyaeT annapaTHbIM MHTePdENC, K KOTOPOMY NMPUMEHSAETCS KO-
MaHga. Kak npaBuno, aTo ABYX-TPEXCUMBOSIbHOE NMSI YCTPOWCTBA, 3a KOTOPbLIM CrieayeT YMCIo.
Mpumepbl pacnpocTpaHeHHbIX UMeH ethl, 100, ppp0 06pasytoTCca U3 UMEHU ApanBepa yCTpon-
CTBa, UCMONb3yeMoro Angd ynpasneHus um. [Ona 1oro 4ytobbl BbISICHUTb, KakMe UHTepdenchl
UMEIOTCH B CUCTEME, MOXXHO BOCIMOMb30BaTbCA KOMaHAOM:
netstat-i

KritoueBoe cnoBo up BKIKOYaeT MHTepeinc, a knoveBoe CrioBo down BbIKMOYaET ero.

OnucaHune koMmaHabl NpuBeaeHo B man ifconfig.

6.1.4.4. Hactponka cTaTM4eCKUX MapLupyTOB

KomaHoa route onpegensier ctaTuyeckne MapLupyTbl — SIBHO 3a[aHHble dreMeHThI
Tabnumubl MapLIpyTM3aumm, KoTopble 06bIMHO HE MEHSKOTCA JaXe B TEX Cry4asx, Korga 3anyckaeTcs
cepBepHbIN MpoLecc MapLpyTM3aunn.

MapLupyTrsaums BbINonHsaeTca Ha yposHe |IP. Korga noctynaet naket, npegHa3HavyeHHbIn
Ans gpyroro komnbloTepa, IP-agpec nyHkTa HasHavyeHus naketa cpaBHUBAETCA C MapLupyTamu,
yKka3aHHbIMK B Tabnuvue Mapipytmusauum sapa. Ecnn Homep ceTu nyHKTa HasHadveHust coBnagaet
C HOMEpPOM CeTu Kakoro-nmbo maplupyTa, To nakeT HanpasnseTtca no IP-agpecy cneaytowlero
LUt03a, CBA3AHHOIO C AaHHbIM MapLUpPyTOM.

CyuiecTBytoLme MapLUpyTbl MOXHO BbIBECTM Ha 3KpaH KOMaHAoW route.

OnuncaHne KkomaHabl npuBedeHo B man route.

6.1.5. NMpoBepka 1 oTnagka ceTu

6.1.5.1. ping

KomaHga ping Cny>XuT Ans npoBepKn coeanHeHun B ceTsix Ha ocHoe TCP/IP.

OHa paboTtaeT B 6€CKOHEYHOM LMKIEe, eCnu He 3adaH napameTp —c, OnpeaensioLwmnn
KONMMYeCTBO NakeToB, Nocrne nepeaaym KOToporo KoMaHaa 3aBepLiaeT CBO€e BblNonHeHue. YTobbl
npekpatuTb paboTy koMaHabl ping, Heo6xoauMo HaxaTb <Ctrl+C>.

OnuncaHune KoMaHabl NPUBEAEHO B man ping.

6.1.5.2. netstat

KomaHga netstat BblgaeT MHOPMAaUUIO O COCTOAHUN, OTHOCSLLYIOCS K CETSM:

- NpoBepKa COCTOSAHUSA CETEBbLIX COEAUHEHWUN;

- aHanus nHdgopmaummn o0 KoHdUrypaumm MHTepdencos;
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- M3y4yeHue Tabnuubl MapLupyTu3auuuy;

- Nnosily4eHue CTaTUCTUYECKMX JaHHbIX O Pa3fiMyHbIX CETEBbIX NMPOTOKOMax.

KomaHga netstat 6e3 napameTpoB BblAaeT MHPOPMAaLMIO O COCTOSIHUM aKTUBHbIX NOPTOB
TCP n UDP. HeakTtuBHbIE CEepBepbI, OXnaarLme YyCTaHOBEHNSA COEANHEHMS, KaK NPaBunio, He
nokasbIBaloTC (MX MOXHO NMPOCMOTPETb KOMaHOOM netstat -a).

OcHoBHble NapamMeTpbl KOMaHabl netstat:

- —1 — nokasbIBaeT COCTOSAHME CETEBbLIX MHTEPZENCOB;

- —r — BblgaeT Tabnuuy MapLpyTmM3aunmn a4pa;

- —s — BblAET COAEPXKNMOE CHETYMKOB, pa3bpocCaHHbIX MO CETEBLIM NpOorpaMmam.

OnucaHune KoMaHabl NpUBEAEHO B man netstat.

6.1.5.3. arp

KomaHnpa arp obpaluaetcs k Tabnuue sgpa, B KOTOPOWn 3agaHo cooTBeTcTBme |IP-agpecos
annapartHbiM agpecam. B cpene Ethernet Tabnuubl Beaytca ¢ nomoubio npoTtokona ARP v He
TpebyoT agMUHUCTPUPOBAHMS.

KomaHga arp —a pacnevatbiBaeT cogepXmmoe Tabnuubl COOTBETCTBUN.

OnucaHne KoMaHAbl NPUBEAEHO B man arp.
6.2. Cnyx6a FTP

B OC nepegava gannoB obecneynBaeTcs ¢ NOMOLLbIO MHTEPAKTMBHON KOMaHabl 1ftp,
BbI3bIBAEMOW Ha KIMEHTCKOW CTOPOHE, 1 cepBepa vsftpd, KOTOpbI 3anyckaeTcs Ha KOMMboTepe,
BbINoOnHsLWeM dyHKUMo cepepa cnyx6bl FTP. O6e komaHabl peanu3yloT NPOTOKON nepegaydn
davnos FTP. [ins konupoBaHus annosB KNNMEHTY 0ObIYHO (XOTS CyLLEeCTBYET U BapuaHT aHOHUM-
HOro JocCTyna) HeOBXOAMMO 3HAHME MMEHU U Naposs Nosib3oBaTesisi, KOTOPOMY NpuUHaasnexar

dannbl Ha cepeepe cnyobl FTP.

6.2.1. KnueHTtckasa 4yactb

KnueHTckasa 4acTtb MOXeT ObITb yCTaHOBNEHa KOMaHAOM:
apt install 1ftp

BbI3oB kOMaHabl 1 ftp ocyLecTBNAeTCs KOMaHOoM:
1ftp <umsa_cepsepa>

MHTepakTUBHbLIN OOCTYyN K cepBepy cnyxbbl FTP obecneynBaeTcs crnegyrowmmm OCHOB-
HbIMW BHYTPEHHUMM KOMaH4aMun 1ftp:

- open, user, close — CBA3b C yaaneHHbIM KOMIMbIOTEPOM,;

- lcd, dir, mkdir, 1pwd — pabota ¢ katanoramu B FTP-cepBepe;

get, put, ftpcopy — nonyyeHue n nepegada annos,
- ascii, binary, status — ycTaHOBKa napameTpoB nepegayu.

Bbixon 13 komaHabl 1 ftp OCYLLECTBMNSETCH N0 KOMaHAe exit.
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OnucaHne KkomaHAbl NpuBeaeHo B man 1ftp.

6.2.2. CepBep vsftpd

B OC nporpamMmmHbI nakeT vsftpd ycTaHaBNMBaeTCs KOMaHOOM:
apt install vsftpd

Mocne yctaHoBKM criegyeT obpaTuTb BHUMaHWE Ha dpansibl JOKYMEHTauuM B KaTtano-
re /usr/share/doc/vsftpd, rae katanor EXAMPLE COAEPXUT pasfiMyHble NpuMepbl KOH(U-
rypaumoHHoro cdanna cepepa vsftpd.conf. B pykoBogctBe man nogpobHO onucaHbl Bce
BO3MOXHOCTW NporpamMmsbl.

KomaHga pacnonaraetcs B katanore /usr/sbin/vsftpd.

6.2.2.1. KoHdurypaumoHHbin hann

Mocne yctaHoBkM cepBepa vsftpd OH 3anyckaeTca aBTOMaTU4eCKu U cpasy roToB K
paboTte c napameTpamu nNo ymondauuio. Ecnv gns pabotbl cepBepa HeobxoauMbl Apyrne 3HavyeHus
napameTpoB, crieayeT oTpeaakTMpoBaTbh KOHUrypaunoHHbln pann /etc/vsftpd. conf.

B gpanne vsftpd.conf npegcrasneHsl Tpy Buga napameTpos:

- BOOLEAN — napameTpbl, KOTOpble MOryT cogepXaTtb 3Ha4yeHust YES u NO;

- NUMERIC — napameTpsbl, coaepalume pasfnunyHble LMgpoBble 3Ha4YeHus (Hanpumep,

BPeMs B CEKyHOaX U HOMep nopTta COeAnHEHUs);

- STRING — napameTpbl, coaepKalime TEKCTOBYI CTPOKY (Hanpumep, NyTb K Katanory

Ha gucke).

CnepyeTt 3aMeTUTb, YTO HEKOTOpPbIE NapaMeTpbl MOryT SIBHO OTCYTCTBOBaTb B KOH(Urypa-
LMOHHOM cpanrne. 3TO 03HaYaeT, YTo 418 HUX UCMONb3YEeTCA 3HAYeHne, 3agaHHoe No YMOMYaHUIo
n obo3Havyaemoe kak Default: B pyKOBOACTBE man.

He Bce napameTpbl cnegyeTt ykasbiBaTb HanNpsiMyto, MHa4Ye KOHUrypauMoHHbIN dann
MOXET A0CTUYb OYeHb BonbLKnX pa3mepoB. B 60nbWNHCTBE criydaeB AOCTAaTOMHO 3anmcaTh B
chann HeCKONbKO CTPOK, a A4S OCTalbHbIX HACTPOEK MCMNOMb30BaTb 3HAYEHNSA MO YMOSTYaHMIO.

MHorvne HacTporku 3aBUCAT OT ApYyrnx napameTpoB. Ecrnn napameTpbl, OT KOTOPLIX OHK
3aBUCAT, BbIKIOYEHbI, TO U AaHHble HACTPOWKM OyayT BbIKNKOYEHbl. HekoTopble napameTpbl
ABNAIOTCA B3aMMOWUCKIOYALWNMK 1, cnegoBaTternbHo, He ByayT paboTtatb B nape C Takumu
BKIMOYEHHBIMW NapaMeTpamMu.

Onucanwne cnyx6bbl vsftpd n panna vsftpd.conf NpMBEAEHO HA CTpaHMLIAX PyKOBOA-

CTBa man.
6.3. Cnyx6a DHCP

Ha komnbroTepe, BbIMOMNHSAWEM porib cepBepa ANHAMUYECKOW KOHpUrypauum cetw,

AomkHa bbITb ycTaHoBneHa cnyx6a DHCP-cepeepa.
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DHCP-cepBep npencraeneH naketom isc-dhcp-server U rpadouyeckon yTUIMTom
fly-admin-dhcp Anga ero 66ICTPON HAaCTPOMKM.

[nsa yctaHoskn DHCP-cepBepa OT MMeHN agMUHUCTpaTopa C UCMOb30BaHUEM MeXaHU3-
Ma sudo BbIMOSHAT KOMaHAy:
sudo apt install isc-dhcp-server

YctaHoBKa rpaduydeckon ytunutbl £ly-admin-dhcp BbINONHAETCA KOMaHOHOWN:
sudo apt install fly-admin-dhcp

Mpn yctaHoBKke fly-admin-dhcp Takke aBTOMaTudeckum OGyaer yCTaHOBMEH nNakeT
isc-dhcp-server.

3anyck cnyx6bsl DHCP-cepBepa ocyLlecTBNseTCA C NOMOLLbI0 KOMaHAbI:
systemctl start isc-dhcp-server
UM aBTOMaTUYECKM NyTeM BKIOYEHUS B CMIMCOK CIY>KO, 3anyckaeMblX Npu cTapTe CUCTEMbI.

HacTtponku Cny>0bl DHCP-cepBepa 3agatorcs B doannax
/etc/default/isc-dhcp-server n /etc/dhcp/dhcpd. conf.

B panne /etc/default/isc-dhcp-server onsa napameTpoB INTERFACES yKa3sblBa-
IOTCA NPOTOKOSbI N ceTeBble UHTepPdENCHI, C KOTOpbIMK ByaeT paboTaTb cnyxba, Hanpumep:
INTERFACESv4="eth0"

#INTERFACESv6=" "

[Mpn HEOBXOANMMOCTN BO3MOXHO YKa3aTb HECKONbKO CETEBbLIX MHTEPKENCOB, pa3AeneHHbIX
npo6enom.

B danne /etc/dhcp/dhcpd. conf ykasbiBaeTCs TOMOMOMMSA CETU U NapameTpbl Bblaa-
Baemon yepe3 DHCP-cepBep nHdopmauum.

BHUMAHUE! [Ona 3anycka cnyx6el DHCP-cepBepa ykaszaHHOMY B danne
/etc/default/isc-dhcp-server ceTeBOMYy MHTepdency fomkeH ObiTb NnpuceoeH IP-agpec
W gaHHbIM IP-agpec fomkeH 6bITb Ha3HayvyeH Bpy4Hyto B panne /etc/dhcp/dhcpd. conf.

CepBep anHamundeckn HasHadvaeT |IP-agpeca DHCP-knueHTam obenx noacerten mn ocy-
LLLEeCTBNSAET NoaaepKy Heckonbknx knneHtoB BOOTP. NepBbie HECKOMBKO akTUBHbLIX CTPOK (harna
onpeaensaoT psa NapaMeTpoB U PEXMMOB, AENCTBYIOLNX ANSA BCEX 0OCNYXMBaeMbIX CEPBEPOM
noaceTen u KNMeHToB. KOHCTPYKUUS KaXKaoW CTPOKM eCTb peanusauus wabnoHa «napameTrp —
3HadeHune. «MapameTp» MoxeT 6bITb 06LUM UK CTOATL Nepep, KNYeBbIM CIIOBOM option.
MapameTpbl, creagytowmne 3a CrioBOM option, — 3TO KIOYM HAcTPorkn. OHKU TakKe COCTOAT M3
UMEHW KINoYa U ero 3Ha4YeHus.

Kpome 06Lmx napameTpoB, CyLWECTBYIOT T. H. «OnepaTtopbl TONOMOrmn cetTn» unm «odbaB-
neHns».

OnucaHne HekoTopbIx NapameTpoB HacTponkn DHCP-cepBepa, cogepxalwumxcsa B panne

/etc/dhcp/dhcpd. conf, npuBeaeHo B Tabnuue [16]
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MapameTp

OnucaHue

max-lease-time

OnpepensieT MakcMmarnbHO JONYCTUMOe BpeMsi apeHabl. HesaBncumo
OT ANUTENbHOCTM apeHabl, UrypupyoLLEeit B 3anpoce KrnneHTa, aToT
CPOK He MOXET NpeBblLLaTh 3Ha4YeHWe, 3aaaHHOe AaHHbIM NapameTpoM

get-lease-hostnames

MNpeanuceiBaeT dhcpd NpeaoCcTaBnATb KaX40MY KNUEHTY Hapsay ¢ auv-
HaMU4ecknm agpecom ums yana. Mims ysna gomkHoO 6biTb NONYYEHO OT
DNS. [daHHbIn napameTp — norndeckuid. MNpu 3HavyeHun FALSE Ha3Ha-
yaeTcs agpec, HO He uMms yana. 3HavyeHne TRUE UCNoMb3yeTcsl TONbKO
B CETAX C HEOONbLUMM KONMMYECTBOM XOCTOB, KOTOPbIM BblAEMNATCA
UMeHa, T. K. nouck nmeH B DNS 3amegnset 3anyck gemMoHa

hardware type address

MapameTp onpeaensieT annapaTtHbI agpec KnueHTa. 3HavyeHne type
MOXeT bbITb ethernet uUnM token-ring. address OOMmKeH ObITb CO-
OTBETCTBYIOLLIMM YCTPOWCTBY hmandeckum agpecoM. lNapameTp OormkeH
ObITb CBSI3aH ¢ onepaTopoM host. OH HeobGxoauM Ans pacno3HaBaHUs
knnenta BOOTP

filename file

YkasblBaeT ¢panin 3arpysku ans 6e3amnckoBbIX KIMMEHTOB. £ile — aTo
ASCII-cTpoka, 3aknoyeHHas B KaBbIYKK

range [dynamic-bootp]

[aHHbIn napameTp yKkasblBaeT AuanasoH agpecos. llocre Hero 4e-
pe3 npoben ykasblBaeTCsa HWXKHUIA agpec AnanasoHa U onuuoHanbHoO
BepxHUn agpec. Ecnu BepxHUin agpec He ykasaH, 3aHMMaeTcsl BeCb
TeopeTnYeckn BO3MOXHbIM AMana3oH OT HWXKHEro agpeca. OTOT na-
paMeTp BCerga CBsA3aH ¢ ornepartopom subnet. Bce agpeca 4OmKHbI
npuHagnexatb aTon nogcetn. dnar dynamic-bootp yKkasblBaeT, UTo
agpeca MoryT aBToMmatMyeckn HasHadatbes knmeHtam BOOTP Takke,
Kak un knneHtam DHCP. Ecnu onepatop subnet He cogepXuT napa-
MeTpa range, 419 TaKOW MOACETU AMHaAMUYECKOoe pacnpenerneHve
agpecoB He gencTeyeT

server—-name name

Nmsa cepsepa DHCP, nepegaBaemoe knneHTy. name — 310 ASCII-
CTPpOKa, 3aKroyYeHHasi B KaBblYKK

next-server name

Wmsa yana nnn agpec cepeepa, C KOTOPOro cneayet nony4vTb 3arpy-
304HbIN hann

fixed-address

HasHavaeT y3ny oauH nnun HeCcKosnbko oMKCUMpoBaHHbIX agpecos. [en-
CTBUTENEH TONbKO B COMETAHUM C NapameTpom host. Ecnu ykasaHo
HECKONbKO aapecoB, BblOnpaeTcsi agpec, KOPPEKTHbIA ANs AaHHOW
CeTU, U3 KOTOPOW BLINOSTHAET 3arpy3ky knueHT. Ecnn Takoro agpeca
HET, HMKaKne napameTpbl He NepeaarTcs

dynamic-bootp-lease-
cuttof date

YcTtaHaBnuBaeT AaTy 3aBeplUeHust AeACTBUS aapecoB, Ha3HaYEeHHbIX
knneHtam BOOTP. KnuenTtol BOOTP He obnagatoT cnocoOHOCTbIO 00-
HOBMSATb @apeHay W He 3HAaKOT, YTO CPOK apeHAbl MOXET UCTeYb. OTOT
napamMeTp MeHsIET NoBeAeHMe cepBepa N UCMONb3yeTCcs TONbKO B OCO-
ObIx criyyasnx
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MapameTp

OnucaHne

dynamic-bootp-lease-
length

OnuTenbHOCTb apeHbl B CekyHAax Ans afapecoB, aBTOMaTUYecKu
HasHavaembix knueHtam BOOTP. [aHHbIA napamMeTp MCnonb3yeTcs
B 0COObIX CUTyaumsax, KOraa KIMeHTbl MCMonb3ytT obpa3 3arpysku
BOOTP PROM. B xoge 3arpy3ku KNueHT AeNCTBYET B Ka4eCTBe KINeH-
Ta BOOTP, a nocne 3arpy3ku pabotaet ¢ npotokoriom DHCP u ymeet
0BHOBNATL apeHay

use-host-decl-names

MpeonucbiBaeT NepeaasaTb UM y3na, ykasaHHoe B onepaTope host,
KINUEHTY B Ka4ecTBe ero MMeHu. JlTornyeckuin napameTp, MOXeT UMETb
3Ha4yeHuna TRUE mnn FALSE

server-identifier
hostname

OnpegenseT 3HavyeHue, nepegaBaeMoe B KadecTBe MaeHTUduKaTo-
pa cepsepa. o ymonyaHuio nepenaetca nepsbit IP-agpec cetesoro
MHTepdgenca

authoritative not
authoritative

YkasbiBaeT, sBnsietcs num  cepeep DHCP  KOMNETEHTHbIM.
not authoritative wucnonb3yeTcd, Korga B KOMMETEHUUIO
cepBepa He BXOAMUT pacnpegeneHve agpecos KnneHtam

use-lease-addr-for-
default-route

Jlornyeckuin napameTp (TRUE nnu FALSE). [NpeanucbiBaeT nepegasaTb
KNMEHTY apeHa0BaHHbIN agpec B Ka4ecTBe MapLipyTa No yMONYaHuIo.
MapameTp ncnonb3yeTcs TONbKO TOrAa, Koraa JIoKanbHbI MapLIpyTu-
3artop gaBndeTca cepsepoM-nocpegHnkom ARP. OnepaTtop HacTporiku
routers umeet 6onee BbLICOKUIA NPUOPUTET

always-replay-rfcl048

Jlornueckun napametp. MNpegnucbiBaeT nocbinatb knveHty BOOTP
oTtBeTbl B cootBeTcTBUN ¢ RFC 1048

allow keyword deny
keyword

Onpegenset HeobXoAMMOCTb OTBEYaTb Ha 3anpoChl Pa3NNYHbIX TUMOB.
KnitoueBoe cnoBo keyword yKasbiBaeT TUMN paspeLleHHbIX U 3anpeLleH-
HbIX 3anpocoB. CyLLEeCTBYIOT criegyoLmne KroveBble CnoBa:

— unknown-clients — onpegenseTr BO3MOXHOCTb MHAMUYECKOro
Ha3Ha4YeHNsa agpecoB HEM3BECTHbLIM KITMEHTaM;

— bootp — onpegenseT HeobXoANMOCTL 0TBe4YaTb Ha 3anpockl BOOTP
(mo ymonuaHuto obcnyxmnearTtcs);

— booting — ucnonb3yeTcst BHYTPU 0ObsABNEHUSA host Ana ykasaHus
HeoOXOAMMOCTM OTBEYaTb TOMY UITM MHOMY KNUEHTY. o ymonyaHuio
cepBep OTBeYaeT BCEM KIMeHTaMm

Kaxxabin 13 onepaTopoB TOMOMOMM MOXET MHOTOKPATHO BCTpeYaThesl B doaiinie HacTPOVKM.

OnepaTtopbl onpenensoT nepapxmyeckyto cTpykTypy. OnepaTopb! TOMOMNoOrMKn, BCTpeyaroLmecs B
caiine /etc/dhcp/dhecpd. conf, npuBeaeHsl B Tabnuue [17]

Taobnuuya 17

Onepatop OnucaHune

pynnupyeT onepatopbl shared-network, subnet, host n gpyrme one-
patopbl group. [No3Bonset NnpumeHaTb HAbopbl NapamMeTpoB KO BCEM ane-
MeHTaM rpynnbl

group {[parameters]
[options]}
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OkoHyaHue mabnuusi 17

Oneparop OnucaHune

Mcnonb3yeTcst TOMNbKO B criyyae, Korda HeCKOMbKO NoAceTen HaxoaaTcs B oa-
HOM PM3NYECKOM cerMmeHTe. B OomnbLIMHCTBE CrnydaeB pas3nuyHbie NogCceTH
Haxo4sATCs B pasnUYHbIX PU3NYECKUX CETSX. B kauecTBe MMEHM name MOXET
shared-network name | ncnonb3oBartbcs noboe onucarensHoe nmsa. OHO UCMONb3yeTCH TONMbKO B
{ [parameters] OTNaAoYHbIX coobLleHmsX. [NapameTpbl, cBA3aHHble C 0bLLen ceTbio, 06b-
[options]} SABMSKOTCS BHYTPU OUTYPHBIX CKOOOK 1 OENCTBYIOT Ha BCe NOAceTU obLen
cetn. Kaxabln onepatop shared-network COOAEpPXUT HE MeHee ABYX ore-
paTtopoB subnet, B MPOTUBHOM Criy4ae HET HEOOXOAMMOCTU NCMNONb30BaTb
rpynnupoBaHue

O6weynoTpebuTtenbHble NapaMeTpbl, CneayLme 3a Kro4eBbiM CIIOBOM option B dan-

ne /etc/dhcp/dhcpd. conf, npuseneHsl B Tabnuue 18]

Tad6bnuua 18

MapameTp Onuncanune

Onpepenset macky noacetn B hopmare OeCATUYHOWN 3anncu Yepes TOUKY.
subnet-mask Ecnun subnet-mask otcyTcTBYeT, dhcpd MCNOMbL3yeT Macky NogceTn ui
onepartopa subnet

Yka3sblBaeT pasHuLYy AaHHOro 4acoBoro nosica ¢ BpemeHem UTC B cekyH-
aax

time-offset

Mepeuncnset agpeca AOCTYMHbIX KNMUEHTaM MapLUpyTU3aTOPOB B NMOPsiAKE
npeanoYTeEHUs

routers

Mepeuncnsaer agpeca JOCTYNHbIX KNueHTam cepBepoB DNS B nopsake
npeanoyTeHns

domain-name-servers

MepeuncnsaeT agpeca AOCTYMHbIX KMeHTaM cepeepoB nedatn LPR B

lpr-servers
nopsigke npeanoyvTeHuns

host-name YkasblBaeT UMSA y3na Ans KnMeHTa

domain-name Onpenenset nms gomeHa

Onpegensiet 3HadeHne MTU gnst knneHTta B 6antax. MMHMMansHO gony-

interface-mtu
CTUMOE 3Ha4yeHne — 68

broadcast-address OnpepnenseT LWMpPOKoBeLLaTenbHbI aapec Ana NoaceTh KNueHTa

[MepeuncnsieT OOCTYMHbIE KITMEHTY cTaTU4eckne MmappyTsl. MapLpyT no
YMOJT4YaHMIO He MOXET ObITb yKa3aH TakMMm cnocobom. [1nda ero ykasaHus
MCMONb3yeTcd napamMmeTp routers

static-routes
destination gateway

Onpepenset, cneayert Ny KNMEHTY BbINOMHATL MHKANCyNsuMio 3aBepLumTe-
nen (oNTMmMM3aumsi, OCHOBaHHAsA Ha U3MEHEHUN Nopsaka AaHHbIX). 3Ha-
yeHne 0 o3Ha4aeT, YTO MHKaMCynAuMIo BbINOMHATL He cneayer, 1 nveer
NPOTUBOMONOXHbIA CMbICI

trailer-encapsulation

nis-domain string CTtpoka cumBonos, onpegenstowasa nms gomeHa NIS

Mcnonb3yeTcs B onepaTtope host Ansa onpeaeneHns naeHtudukaropa
knueHTa DHCP. dhcpd MOXeT ncnonb3oBaTtb JaHHOE 3Ha4YeHne ans naex-
TUhMKauum KnneHTa BMECTO annapaTHOro agpeca

dhcp-client-
identifier string
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BHUMAHUE! [na «koppekTHon pabotel DHCP-cepBepa Tpebyetca B danne
/etc/dhcp/dhcpd.conf packOMMeEHTUpOBaTb NapamMeTp authoritative.

lMocne 3aBepLUeHns HacTpoek cnenyet nepesanyctutb cnyx6y DHCP-cepsepa ¢ nomo-
LLIbKO KOMaHAb!:
sudo systemctl restart isc-dhcp-server

Onucanue cnyx6bl DHCP-cepBepa n panna /etc/dhcp/dhcpd. conf npuBeaeHo Ha

cTpaHuuyax pykosoactB man dhcpd M man dhcpd.conf.
6.4. Cnyx6a NFS

Cnyxba NFS obecneunBaeT obwunn gocTyn K pannam n katanoram cCUCTeM *nix-cUCTem
(B T.4. Linux), yto no3sonset ncnonb3oBatb PC yganeHHbIX KOMNbIOTEPOB.

B OC ucnonbayetcs peanusaums NFS, paboTatowmii Ha ypoBHE siApa v NpeacTaBnieHHas
naketom nfs-kernel-server

Hoctyn k ®C yganeHHbIX KOMNbOTEPOB obecneymBaeTcs C NOMOLLbK NporpamMm Ha
CTOpPOHax cepBepa U1 KrmeHTa.

Mpwn pabote c ceteBon ®C nobble onepaumn Hag darnamum, NPoOM3BoAUMbIE HA JTIOKanb-

HOM KOMIMbIOTEpE, NepeaarnTcd Yepel CeTb Ha y,El,aJ'IeHHbIIZ KOMMbKOTEDP.

6.4.1. YcTaHOBKa M HacTponKa cepBepa
[lnsa ycTaHOBKKW cepBepa BbIMNOMHUTL OT UMEHW agMUHUCTPATopa KOMaHAabI:
apt update
apt install nfs-kernel-server
[na HopmanbHOro 3anycka u BO306HOBMEeHust paboTbl cnyxObl cepBepa NFS Tpe-
OyeTcsa nocrie yCTaHOBKM MakeTa W nepesarpy3kn KomnbtoTepa BHecTU mameHeHus B UNIT-
dann /etc/systemd/system/multi-user.target.wants/nfs-server.service, [Oo-
0aBuB crneyoLime CTPOKM B CEKUMIO unit:
[Unit]
Requires=rpcbind.service
After=rpcbind.service
3atem nepesanyctuTb Cry»0y, BbIMOMHMB KOMaHAbI:
systemctl daemon-reload
systemctl restart nfs-kernel-server
Ha cTopoHe cepBepa CyLeCTBYOT cregytoLme nporpaMmmebl, UCnonb3dyemble ans obecne-
YeHus cnyxbbl NFS:
- rpc.idmapd — nepeHanpasnsieT obpalleHns, caenaHHble C ApYrMxX KOMMNbIOTEPOB K
cnyx6am NFS;
- rpc.nfsd — nepeBoauT 3anpocskl K cnyx6e NFS B gencteuTenbHble 3anpockl K No-

kanbHon ®C;
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- rpc.svcgssd — noggepxusaeT co3aHne 3alULLEeHHOro COeANHEHNS;

- rpc.statd — nogaepXxuBaeT BOCCTAHOBMEHWE COeQMHEHMUS MPU Nepe3arpyske cepse-

pa,

- rpc.mountd — 3anpawmnBaeTcs AN MOHTUPOBaHUA U pa3mMoHTupoBaHnsa ®C.

OnuncaHne nporpaMmm NpMBEAEHO Ha CTpaHMLaX PyKOBOACTBA man.

3anpocbl MOHTUPOBAHUA NOCTYNAKT OT KIMMEHTCKUX KOMMNbIOTEPOB K CEpBEPY MOHTUPO-
BaHWA mountd, KOTOPbIN NPOBEPSET NPaBUMBHOCTb KIMEHTCKOro 3anpoca Ha MOHTMPOBaHME U
paspewlaet cepBepy cnyxbbl NFS (nfsd) obcnyxumBaTb 3anpochl KNNMEHTA, BbINOMHMUBLLETO MOH-
TUpoBaHue. KnneHTy paspeluaeTcs BbINOSHATb pasfnyHble onepaumm ¢ akcrnoptuposaHHon ¢C
B Npegeriax cCBOMX NOMHOMOYUI. [An1s NonyyYeHus: XopoLlero Kadyectsa 06CcnyXnBaHns KImMeHToB
pekomeHayeTcsa Ha cepBepe cnyx6bl NFS ogHOBpeMeHHO 3anyckaTb HECKOSbKO KOMUI npoLecca
nfsd.

Ha cTopoHe cepBepa BbInonHaeTcs akcnoptuposaHne ®C. 3To 03Ha4vaeT, 4YTo onpeae-
NeHHble NoaaepeBbs, 3a4aBaeMble KaTanoramu, o6baABNATCA AOCTYMHbIMU OS5 KINUEHTCKUX
KoMnbloTEPOB. MHpopmaunsa 06 akcnoptmpoBaHHbix ®C 3aHocuTCA B hann /etc/exports, B
KOTOPOM YKa3blBaeTCH, Kakue Katanorin AOCTYMNHbl ANa onpeaeneHHbIX KIMMEeHTCKUX KOMMbITEPOB,
a TaKke KakuMmu npasamu JocTyna obrnagarT KIMEeHTCKME KOMMbIoTEePb! MPY BbINONIHEHUKU onepa-
L1 Ha cepsepe. B KoHMUrypaumoHHbin dann /etc/exports MHpopMaLma 3aHOCUTCA CTPOKOW
Buaa:
<obmui_kaTasnor> <IP-agpec_knueHTa> (<mapameTp>)

MapameTp onpeaenseT npaBuna MOHTUPOBaHNA obLiero pecypca anga knnenta. Ecnu
napameTpoB HECKONbKO, TO OHU YKasblBalOTCA Yepel 3anaTyro. [lepeyeHb napamMeTpoB U UX

onucaHve npueeaeHbl B Tabnumue

Tabnwunua 19

MapameTp Onucanue

rw npeﬂ,OCTaBﬂﬂeT npaBsa Ha YTeHne n 3anncb

ro npeﬂOCTaBﬂﬂeT npaBa TOJIbKO HaA YTeHune

no_root_squash Mo ymonuaHmio B 06wmx pecypcax NFS nonb3oBaTtenb root CTaHOBUTCS
06bl4yHbIM Nonb3oBaTenem (nfsnobody). Takum 06pasom, BnagenbLemM Bcex
hannos, co3gaHHbIX root, cTaHOBUTCA nfsnobody, 4TO NpegoTBpallaeT
3arpysKy Ha cepBep NporpaMmm C yCTaHOBMEHHbIM BUTOM setuid.

Ecnu ykaszaH napameTp no_root_squash, TO yganeHHble Nonb3oBaTenu
root MOryT u3aMeHuTb ftobon dann B pasgenseMmon anrioBor CUCTEME U
BHECTW BPEeOOHOCHbIN KOA ANA APYrUX nonb3oBaTenen.

B uensax 6esonacHOCTU pekoMeHAYEeTCs STOT NapameTp He NCMOSb30BaThb

nohide Cnyx06a NFS aBToMaTn4yeckmn He NoKasbiBAeT HEMOKalbHbIE pecypchl (Hanpwu-
Mep, NPUMOHTUPOBAHHbBIE C NOMOLBI mount —-bind). [JaHHbI napameTp
BKIto4aeT oTobpaxeHne Takux pecypcos
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OkoHyaHue mabnuusi 19

MapameTp Onuncanue
sync CUHXPOHHBIN pexum JocTyna. YkasblBaeT, YTO cepBep OOMKEH OTBeYaTb Ha
3anpochbl TOMbKO NOCre 3anMcn Ha ANCK U3BMEHEHUN, BbINOSIHEHHbIX 3TUMU
3anpocamu
async ACUHHXPOHHBIN pexmMm OOCTyna. YKasblBaeT cepBepy He AaaTb 3anucu UH-

dhopMaumm Ha AUCK U faBaTb OTBET Ha 3anpoc cpasy. Micnonb3oBaHne 3Toro
pexvMa MoBbILaEeT NPOVU3BOAUTENBHOCTb, HO MOHUXKAET HAAEXKHOCTb, T.K. B
cnyyae obpblBa coeqnHeHNUs NN otkasa o6opyaoBaHUS BO3MOXHA MOTEpPS
[aHHbIX

noaccess 3anpellaeT OOCTynN K ykazaHHOMY kaTanory. [puMeHsieTcs, ecnu gocTyn K
onpeaerneHHoOMY KaTanory BbldaH BCEM NOMb30BaTeNsM CETU, HO NPU 3TOM
HeoBbX0AMMO OrpaHMYMTL OOCTYN AN OTAENbHbLIX Nonb3oBaTenen

all_squash MoapasymeBaer, YTo BCe NOAKIOYEHMS ByayT BbINOMHATLCA OT aHOHUMHOTO
nonb3oBaTtens
subtree_check BbinonHseT koHTponb noaaepeBa — NO3BOMSET SKCNOPTMPOBATL HE BECh pas-

aen, a nuwb ero Yactb. [Npn atom cepBep NFS BbINONHAET 4ONOMHUTENBHYHO
NPOBEpPKY OOpaLLEeHWI KITMEHTOB 4151 NPOBEPKU, YTO OHW MpeanpuHUMAIT No-
NbITKY AOCTYNa K hannam, HaxoaswmmMmcs B COOTBETCTBYIOLLMX NogkaTanorax.
MapameTp subtree_check BKMOYEH NO YMOSYAHUIO

no_subtree check OTMeHSsIET KOHTpOIb Nnogaepesa. He pekoMeHayeTcsi MCNonb30BaTh AaHHbIN
napameTp, T.K. MOXeT ObITb HapyLleHa 6e30nacHOCTb CUCTEMBI.

MapameTp MOXET NPUMEHSTLCSA B TOM Crlyyae, ecrnv 3KCNopTMpyeMblid kaTanor
coBragaeT ¢ pasgenoM aucka

anonuid=1000 lMpuBa3bIBaeT aHOHMMHOrO Monb3oBaTens K nokansHomy UID
anongid=1000 MpuBsa3bIBAaeT aHOHMMHYIO Fpynny nonb3oBaTens K nokansHou rpynne GID
Mpumep

OnucaHune B KOHUrypaumoHHoM canne /etc/exports 3KCNOPTa pa3fensieMoro Kkara-
nora /nfsshare
/srv/nfsshare 192.168.1.20/255.255.255.0(rw,nohide,all squash,anonuid=1000,

anongid=1000, no_subtree_ check)

BHUMAHUE! Cnegyet o6patntb BHMMaHWe Ha ucnonb3oBaHue npobenos mexay |IP-
agpecoM/MMeHeM KruneHTa M npaBamu ero goctyna B danne /etc/exports. [obasneHne
npobena BrevyeT N3MeHeHne TPaKTOBKWN NpaB gocTyna. Hanpumep, cTpoka:

/tmp/nfs/ master.astralinux.ru(rw)

npenocTaBnsieT pecypcy master.astralinux.ru NpaBa Ha JOCTYN M YTEHUE, B TO BPEMS KakK
CTpoOKa:

/tmp/nfs/ master.astralinux.ru (rw)

npefocTaBnsieT pecypcy master.astralinux.ru nNpaBa TOMbKO HA YTEHWE, a BCEM OCTarbHbIM

— Ha 4YTeHne n 3arnnceb.
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[Mocne BHeCeHUSA u3MeHeHun B pann /etc/exports HEOOGXOAMMO BbIMOMTHUTL KOMaHAY:

exportfs -ra

6.4.2. YcTaHOBKa M HaCTpOMKa KNMeHTa

[lna ycTaHOBKM KNWeHTa BbIMOMTHUTL HAa KOMMNbIOTEPE OT UMEHU afMUHUCTPATOpa KOMaHAbI:
apt update
apt install nfs-common

lMocne yctaHoBKM NakeTa nfs—common Ha KIMEHTe BO3MOXHO NPUMOHTMpPOBaTbL pasae-
naemble pecypcbl. CMCOK AOCTYMHbIX PECYPCOB MOXHO MPOBEPUTL, BbINOSTHUB KOMaHAY:
showmount -e <IP-agpec_cepBepa>

[1lns MOHTUpPOBaHMS pas3genssieMoro pecypca Ha KIMeHTe BbINOSTHUTb KOMaHay:
mount <IP-ampec_cepsepa>:<obmuii_KaTasor> <KaTasjor MOHTHUPOBAaHUS>
rae <IP-agpec_cepsepa> — uMsa cepBepa NFS;

<obmuit_kaTasor> — 3KCNOPTUPOBaHHbI KaTanor cepeepa NFS;
<KaTasior_MOHTUPOBAHUA> — KaTanor MOHTUPOBAHUS Ha KITUEHTE.

Ha ctopoHe knueHTa ans nogaepxku cnyxbbl NFS ncnonbsyetca moanduumposaH-
Has KoMaHga mount (ecnu ykasbiBaetcsa PC NFS4, To aBToOMaTn4eckn Bbi3biBaeTCs KOMaH4a
mount .nfs4). Komanga moamnduumpoBaHa Takum o6pa3om, 4Tobbl OHa Morfnia NoHUMaTh 3anuchb:
<IP-agpec_cepeepa>:<obmuii_xaTanor>

[Onsa ynaneHHbix PC, KOTOpble ABNAKTCA YaCTbl MNOCTOSAHHOW KOHMUIypauum KrmeHTa
N OOSMKHbI aBTOMaTUYECKM MOHTUMPOBATLCA BO BPEMS HayanbHOM 3arpy3ku KrneHTa, OOSTKHbI
NPUCYTCTBOBaTb COOTBETCTBYHOLLME CTPOKN B dpanne /etc/fstab KnneHTa, Hanpumep:
192.168.1.10:/srv/nfsshare/ /mnt/share nfs rw,sync,hard,intr 0 O

Kpome TOro, ansa nogaepXku 3almiuieHHbIX COEANHEHUN Ha KITMEHTCKOW CTOPOHE [OMKHa

3anyckaTbcs komaHga rpc.gssd.
6.5. Cnyx6a DNS

Cuctema gomeHHbIX nmeH DNS (Domain Name System) npeacrtaBnaeTt cobon nepapxu-
YecKylo pacnpegernieHHy cuctemy ans nonyvyeHnsa nHdopmaumm o KomnbtoTepax, cryxbax mn
pecypcax, BXogsawWmx B rnodanbHyo 1M NnpuBaTHYO KOMMbIOTEPHYHO ceTb. Yalle BCero ncnosnbay-
erca anga nony4yeHus IP-agpeca no MeHn KomMnbroTepa NN YCTPONCTBA, NONyYeHNs nHopMaLmm
0 MapLupyTU3auumn noYTbl 1 T.0.

OcHoBon DNS gaBnsietcs npeacrtaBneHme 06 nepapxmyeckon CTpykType JOMEHHOIO MMEHM
n 3oHax. PacnpegeneHHas 6a3a gaHHbix DNS nogaepkmBaetca ¢ nomolybto nepapxmm DNS-
CepBepOB, B3aUMOAENCTBYIOLLMX NO onpeaeneHHoMy npoTokony. Kaxapii cepeep, OTBeYaroLwmi 3a
NUMS, MOXET AenermpoBaTb OTBETCTBEHHOCTb 3a AalbHENLLY0 YacTb AOMEHA ApYroMy CepBepy, YTO
NO3BOJISIET BO3MNOXUTb OTBETCTBEHHOCTb 3a aKTyanbHOCTb MHpOPMAaLMM Ha cepBepbl Pa3fINYHbIX

opraHusauui (ngen), oTBeYaroLWmMX TONbKO 3a «CBOKY» YacTb JOMEHHOIO UMEHMN.
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OCHOBHbIMU BaxkHbIMU NOoHATUAMK DNS aensatoTcs:

- gomeH (obnacTtb) — MMeHOBaHHasi BETBb U NogaepeBo B Aepee nmeH. CTpykTypa

AOMEHHOIo MMEHM OTpaXkaeT NopsaoK CrnegoBaHUs Y3NoB B MEpapXun; AOMEHHOE NMS

4YnTaeTcsa crnpaBa HaneBo OT MSaALWNX AOMEHOB K JOMEHaM BbICLLETO YPOBHS (B NOpsiAKe

NOBbILLEHNS 3HAYNMOCTN);

- nornHoe ums gomeHa (FQDN) — nonHocTbiO onpegeneHHoe uMs JoMeHa. Bkniovaet B

cebsi meHa Bcex poauTenbCkmux JOMeHoB nepapxmm DNS;

- 30Ha — YacTb AepeBa JOMEHHbIX MMEH (BKMOYasi pECYpPCHbIE 3anucu), pasMeLlaemas

Kak eguMHoe Lienoe Ha HEKOTOPOM cepBepe AOMEHHbIX UMEH;

- DNS-3anpoc — 3anpoc oT knveHTa (Unn cepBepa) cepBepy Ans nosiyvyeHuss nHpopma-

Luu.

Cnyxb6a OOMEHHbIX MMeH named NpegHasHayeHa Ons reHepauum otBeTtoB Ha DNS-
3anpockl. CywectBytoT ABa Tuna DNS-3anpocos:

- NpPsSIMOM — 3anpoc Ha npeobpa3oBaHue MMeHU KoMnbloTepa B IP-agpec;

- obpaTHbIM — 3anpoc Ha npeobpasoBaHue IP-agpeca B MMsi KOMNbIOTEPA.

6.5.1. YctaHoBka DNS-cepBepa

B OC ucnonb3syetca DNS-cepsep BIND9. [ins yctaHoBku cnyx6bl DNS-cepBepa Bbinon-
HUTb B TepMUHane KoMaHay:
apt install bind9

Mpun ycTaHoBKe nakeTa bind9 Byger aBToMaTUYECKM YCTaBHOBMEH NakeT MHCTPYMEHTOB
KOMaHOHOW CTPOKM bind9utils, BKMAOYAIOLWWN:

- named-checkconf — MHCTPYMEHT NPOBEPKN CUHTaKCUca pannos KOHUrypaumm;

- named-checkzone — MHCTPYMEHT nNpoBepkn dannos 30H DNS;

- rndc — VHCTPYMEHT ynpasneHus cnyxoom DNS.

[ononHuTenbHO Takke pPeKOMeHOYeTCHA YCTaHOBUTb NakeT WHCTPYMEHTOB KOMaHOHOW
cTpokn anst pabotbl ¢ DNS dnsutils, BbINONHUB KOMaHAy:
apt install dnsutils

B coctaBe naketa dnsutils GyayT yCTaHOBNEHbI Crneayowme MHCTPYMEHTbI:

- dig — MHCTpPYMeHT ansg onpoca DNS-cepBepoB 1 NpoBEPKM NX OTBETA;

- nslookup — MHCTPYMEHT N5 NpoBepKU NpeobpasoBaHnsa umeH B IP-agpeca (paspe-

LLEHNE UMEH);

- nsupdate — UHCTPYMEHT ANs AnHammyeckoro obHosneHna 3anucen DNS.

BHUMAHMUE! lNpu yctaHoBke cnyxbbl DNS-cepBepa 6yayT aBToMaTn4ecku co3gaHbl
y4yeTHas 3anucb nonb3oBaTtens bind v rpynna bind. CooTBETCTBEHHO, crny»ba byaet paboTatb

OT UMEeHU bind:bind.
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6.5.2. Hactponka cepBepa cny0bl AOMEHHbIX UMeH named
KoHurypaunoHHble napameTpbl cryxbbl named XpaHATCA B dpavnax kartanora

/etc/bind/, nepeyeHb KOHMUrypaLMoHHbIX dainos npveeaeH B Tabnuue [20]

Tabnuua 20 — KoHurypaumoHHble hannbl cnyxbbl JOMEHHbIX MMeH named

dann OnucaHne

OCHOBHOW KOHbUrypaumnoHHbin dainn. CoaepxuT 3Hade-
/etc/bind/named.conf HWS KOHUIypaLMOHHbIX NapaMeTpoB A8 BCero cepeepa
W CCbINKM Ha apyrue KoHUrypaumoHHsle dansbl

KoHdurypauunoHHein  ¢an  OCHOBHbIX NapaMeTpoB
cepBepa, OCHOBHbIM W3 KOTOpbIX SIBNSETCHA napa-

/etc/bind/named.conf.options MeTp directory, coaepxalluMi KaTanor KoHdury-
pauMOHHbLIX annoB 30H. 3Ha4YeHWe MO YMOSYaHWUIo
/var/cache/bind

KoHdurypaumoHHbI dhain onnucaHmns nokanbHbIX 30H cep-
Bepa. [1nsa Kaxxaon 30Hbl YKasblBaKOTCA MyTU K KOHUry-
/etc/bind/named.conf.local pauMoHHbIM darnam gns npamMoro n obpartHoro pasbl-
MEHOBaHWSA (Kak NpaBuno, B ykasaHHOM paHee Kartanore
/var/cache/bind)

KoHurypaumoHHein cann 30H no ymonyanuio. B
YyacTHOCTU, B 3TOM panne coaepXartcsi CCbIIkM Ha
/etc/bind/named.conf.default-zones| aBTOMaTMYeCKNn Cco3gaHHble dannbl  KoHGUrypauuu
/etc/bind/db.local u /etc/bind/127.db 30HbI
localhost. B 6onblwKWHCTBE Criyyaes He TpebyeT npaBku

HacTpowka cepBepa QOMEHHbIX UMEH SIBMISIETCS CrOXHOW 3agadven. [Nepen vcnonb3o-
BaHneM DNS crnegyeT 03HaKOMUTBLCS C CyLWeCTBYHOLLEN AOKYMeHTaumen, annamMmm nomoLim
N CTpaHMLaMmn pyKoBOACTBA man CIy>XObl named, KOHUrypaunoHHoro garna named. conf 1
CONYTCTBYHOLUNX YTUIUT.

[anee npueegeH TMNOBOW NpUMep HACTPOMKN CyXObl AOMEHHbIX UMeH named, obcny-
XMBawLen ogHy JOMEHHYH 30HY. [NMpumep goctatodeH Ang AeMOHCTpauumn yHKLMOHMPYOLEro
pomeHa EINM OC.

MpumeyvaHune. O6HOBNEHNE KOHDUIYpaLUN cepBepa MOXET BbINONHATLCA 6e3 nepe-
3anycka camon cry>0bl 4JOMEHHbIX UMeH named BbI30BOM:

rndc reload

Mpumep
Hactpouka cepepa DNS gomeHa my . dom noacetn 192.168.1.
B KoHurypaumoHHbii pain /etc/bind/named.conf.local Heobxogumo fobaBuTb
cnegyroLine CTPOKK:
zone "my.dom" {
type master;

file "/var/cache/bind/db.my.dom";

1.7.2



83
PYCBE.10015-01 95 01-1

}s

zone "1.168.192.in-addr.arpa" {
type master;
file "/var/cache/bind/db.192.168.1";
bi
MpumeyvyaHune. WmeHa KoHdUrypaunoHHblx pannoB cnegyetr BblbupaTb
Tak, 4TOObl ObIIO MOHATHO ANA KakoW KOHUrypauum OHM ucnonb3yltcsa. B npuse-
OEHHOM MpUMEpe UMS KOHUrypauuoHHOro dawna ans 30Hbl obpaTHOro mnpocmoTpa
MOXeT OblTb, Hanpumep, /var/cache/bind/1.168.192.in-addr.arpa.zone Wnn
/var/cache/bind/db.my.dom. inv.
KoHdurypaumoHHbin pann /var/cache/bind/db.my.dom COa4epXuT MHOpMaLMIo
30HbI NPAMOro nNpocmoTpa:
; BIND data file for my.dom zone

STTL 604800

@ IN SOA my.dom. root.my.dom. (
2014031301 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL
Q IN NS server.my.dom.
@ IN A 192.168.1.100
Q IN MX 1 server.my.dom.
server IN A 192.168.1.100
clientl IN A 192.168.1.101
client? IN A 192.168.1.102
client3 IN A 192.168.1.103
ns IN CNAME server
;gw CNAMEs
ftp IN CNAME server
repo IN CNAME server
ntp IN CNAME server
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10 10 443 server.my.com.

"MAKS"

KoHdurypauunoHHbin pann /var/cache/bind/db.192.168.1 cogepXuT NHopma-

LMK 30HLI OBpaTHOro NpocMoTpa:

4

; BIND reverse data file for my.dom zone

STTL
@

100
101
102
103

86400

IN

IN

IN
IN
IN
IN

SOA

NS

PTR
PTR
PTR
PTR

my.dom. root.my.dom. (

2014031301 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
86400 ) ; Negative Cache TTL

server.my.dom.

server.my.dom.
clientl.my.dom.
client2.my.dom.

client3.my.dom.

OnucaHne 30H MOXET coaepKaTb crieaytoLlne OCHOBHbIE TUMbl 3arnnCe:

- NS — nmst DNS cepsepa;

- A — cBs3b UMeHu ¢ IP-agpecom;

- CNAME — CBi3b NCEBAOHUMA C APYIMM MMeHeEM (BO3MOXHO NCEBAOHUMOM);

PTR — obpaTHas cBa3b |IP-agpeca ¢ umeHew;
SRV — 3anuncb 0 ceTeBou crnyxbe;

TXT — TeKkcToBagd 3arnucob.

BHUMAHMUE! lNepeBoa CTPOKM B KOHLE KOH(PUIrYpaLMOHHbIX harnoB 30H obsi3aTeneH.

B 6onblunHCcTBE I'IpVIMeHeHVIVI HeobxoaMmo YKa3aHne TOYKM B KOHLUE MMEH KOMIMbOTEPOB AOJIA

npenoTBpaLlLleHns BblBoAa KOPHEBOro cyddukca UMeHn Buaa «1.168.192.in-addr.arpa».
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6.5.3. HacTponka knueHTOB ANA paboTbl CO CIy>X60W JOMEHHbIX UMEH

[nsa paboTbl co cnyx60M JOMEHHbIX MMEH Ha KOMMbOTepax HeobxoaMMo Hanmyne KoHu-
rypaumoHHoro panna /etc/resolv.conf, cogepxawero MHPOpMaLnio 0 JOMEHaX U MMeHax
cepepoB DNS, Hanpumep:
domain my.dom
search my.dom
nameserver 192.168.1.100

Takke MoXeT ObITb pacCMOTpeHa ycTaHOBKA CUCTEMbI NOAAEPKKN paboTbl co cnyxbon
OOMEHHbIX UMEH, coaep Kallencs B nakete resolvconft.

BHUMAHMUE! [1ns B3aumogencteusa DNS-cepBepa ¢ knueHTamu, yHKLNOHNPYIOLWNMU B
pasHbIX MaHOATHbIX KOHTEKCTaX, TpebyeTca oNONHUTENbHAA HAaCTPOMKa MexaHu3mMa privsock.
OnuncaHne HacTpoOMKKN ceTeBbIxX CryX06 Ana paboTbl ¢ NCNONb30BaHNEM MeEXaHM3Ma privsock

npuseaeHo B gokymeHte PYCB.10015-01 97 01-1.
6.6. Hactponka SSH

SSH — 310 KNMEHT-cepBepHas cMcTema Asis opraHM3aunmn 3alnLLEHHbIX TYHHENen mexay
ABYMS 1 Bonee KomnbioTepamu. B TyHHensx 3awuwatroTcs Bce nepegaBaeMble aHHbIE, B T. 4.
naponu.

B noctaBnsiemyio B cocTtaBe OuCTpubyTMBa BepcuUio Maketa ssh BCTPOEHbl an-
roputmbl  3awmTtHoro npeobpasosaHuss [OCT grasshopper-ctr (B COOTBETCTBUM C
IOCT P 34.13-2015) w” uvMUTOBCTaBKM hmac-gost2012-256-etm (Ha OCHOBe
MOCT P 34.11-2012). 3T anropuTMbl UCMOMb3YTCA MO YMOSIHAHWUIO, UX MCMNOMNb30BaHWE
He TpebyeT cneynanbHOM HAaCTPONKM.

Mpn 3TOM B CNMCOK anropuTMoOB 3aLMTHOrO npeobpasoBaHms (NapamMmeTp KoHdurypa-
Umm Ciphers) n BbIpaboOTKM UMUTOBCTABKM (MapaMeTp KoHdurypaumm MACs), OONYCTUMbIX K
NCNONb30BaHMIO, MO YMOMYaHMIO BKIOYEHBI Criegyoume anropuTMbl 3aLUTHOrO npeobpasoBaHus
(nepeuncneHbl B nopsiake yobiBaHWUSI MPUOPUTETOB NPUMEHEHNS):
grasshopper-ctr,aesl28-ctr,aesl92-ctr,aes256-ctr,arcfour256,arcfourl2s§,
aesl28-cbc, 3des-cbc
N anropuTMbl BbIpabOTKM MMUTOBCTABKM (MEpPeYNCrieHbl B nopsaake yobiBaHNA NPUOPUTETOB Npu-
MEHEHUS):
hmac-gost2012-256-etm, hmac-md5, hmac-shal, umac-64@openssh.com, hmac-ripemdl60

B KOHUrypaumoHHbIx annax knuveHta (dann /etc/ssh/ssh_config) U cepBepa
(dbann /etc/ssh/sshd_config) UMeKOTCH 3aKOMMEHTUPOBAHHbIE CTPOYKM Ciphers U MACs),
CNpaBOYHO OTpakaroLiMe CNUCOK anropuTMOB, MPUHATLIX N0 YyMonyaHuo. Ecnn Tpebyetcs name-
HUTb HAabop AOMYCTUMbIX anropUTMOB U NPUOPUTETLI UX MPUMEHEHUS, CNeayeT PaCKOMMEHTU-

poBaTb AaHHYH CTPOYKY U YKa3aTb HYXHbl€ alilfOPUTMbl B NMopdaake rnprnoputeTa nx BbliMOJTHEHUA.
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Hanpumep, aona npuoputeTHoro Boibopa Gornee NpocTbiX, a 3HaA4YUT, 6onee GbICTPbIX
anropMTMOB MOXHO UCMONb30BaTh Creayolmne napaMeTpbl KOHQUrypauuu:
Ciphers aesl28-ctr,aesl92-ctr,aes256-ctr,arcfour256,arcfourl28,aesl28-cbc
MACs hmac-md5, hmac-shal, umac-64Q@openssh.com, hmac-ripemdl60
npOBepVITb CMNCKM nogaepKnBaemMbix aJiroOpuTtMoB MOXHO crneayrummMmmn KoMaHaamMun:
# CHOUCOK asrOpUTMOB 3aAmMUTHOIO NpPeobpa3oBaHUA:
ssh -Q cipher
# CIIHCOK aJIrOpuTMOB BI:Ipa6OTKI/I HMHTOBCTABKH:
ssh -Q mac
ﬂ,OI’IOJ‘IHI/ITeJ'IbHaFI I/IHd)OpMaLl,MFI Mo NMPUMEHEeHUo ssh OOCTyrnHa Ha OC*)I/IU,I/IaJ'IbHOM caunte

https://wiki.astralinux.ru.

6.6.1. Cnyx6a ssh

Cnyx6a ssh (CMHOHUM sshd) MOXeT BbITb ycTaHoBNeHa npu yctaHoske OC. Mpu aTom
cnyx6a bygeTt 3anyLieHa aBTOMaTMYECKN NOCe 3aBepLUeHUst YCTaHOBKM U nepesarpysku, 4To
obecneunT yaaneHHbIn gocTtyn K yctaHoBrneHHon OC ans BbINOMHEHUSA ganbHENLLMX HACTPOEK.

Mpn HeoBxogmMmocTn cnyx6a MOXET ObITb YCTaHOBNEHA OTAENbHO:
apt install ssh

[MpoBepuTb COCTOAHME CIYXObI:
systemctl status ssh

Cnyx6a 6epeT cBOM KOHGUrypauum cHadana u3 KomaHaHoOM CTPOKK, 3aTeM M3 dhanna
/etc/ssh/sshd_config. CuHTaKkcuc:
sshd [-deigtD46] [-b bits] [-f config file] [-g login_grace_time]
[-h host_key file] [-k key gen_time] [-o0 option] [-p port] [-u len]

[MapameTpsbl, KOTOpbIE MOTYT NPUCYTCTBOBAaTL B hanne /etc/ssh/sshd_config, onuca-
Hbl B Tabnuue [21] MycTble cTpoku, a Takke CTPOKW, HAUYMHAKOLLMECS C #, UTHOpUpYtoTCs. HasBaHus

napamMeTpoB HE YyBCTBUTEJIbHbI K PETNCTPY CUMBOJIOB.

Tabnuuya 21

MapameTp OnucaHune

3afgaet cnucok rpyn, pasaeneHHbi npobenamu, Kotopble

AllowGroups
OyayT gonylleHbl B CUCTEMY

Jenctene, npoTMBOMNOSMIOXKHOE OENCTBUIO MapameTpa
DenyGroups AllowGroups: 3annCaHHble B OaHHbINM NapamMeTp rpynnbl
He OyayT AonylleHbl B CUCTEMY

3apaeT pasgerneHHbin npobenaMmmn CNMCOK Nonb3oBaTternen,
AllowUsers KOTopble norny4aT AocTyn B cuctemy. 1o ymonyaHuio 4ocTtyn
paspeLleH BceM Morb3oBaTensimM
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lNpodomxkeHue mabnuupkl 21

MapameTp OnuncaHue
[enctene, nNpoTMBOMOMIOXHOE OENCTBUIO MapamMeTpa
DenyUsers AllowUsers: 3anvcaHHble B AaHHbIN NapameTp nonb3oBa-
Tenu He nonyyat JOCTyM B cUCTEMY
, YKasblBaeT Ha TO, MOXeT N1 Mapkep AFS nepechbinaTbcs Ha
AFSTokenPassing
cepBep. 3HadyeHne No yMOmn4aHuo yes
, YkasblBaeT Ha TO, pa3peLLeHbl N 3anpockl Ha nepeagpeca-
AllowTCPForwarding pasp P peanp
LUIO NOPTOB. 3HaYeHne No yMonyaHuo yes
OTobpaxaeT NonHbIv NyThb K ¢hanny coobLieHns, BbIBOAUMO-
Banner p yTb k cpaiiny Ly A

ro nepepn ayteHTUdUKaLmMen nonb3oBaTesns

ChallengeResponseAuthentication

YKa3sblBaeT Ha TO, pa3peLleHa nNu ayTeHTugukaums no Meto-
Oy «OKIMUK — OTBET». 3Ha4YeHmne no yMornyaHuio yes

3apaet pasgeneHHbIn 3anaTbiMU CMMCOK METOO0B 3aLlMThl

Ciphers
coeAVHeHnd, paspeLleHHbIX Arns Ucnorib3oBaHNA
YKasblBaeT Ha TO, AOMmKHa nu cnyxba sshd npoBepsTb Mo-
CheckMail YTy B MHTEPaKTUBHLIX CeaHcax perncrpauuun. 3HadyeHune no

YMOMYaHuIo no

ClientAliveInterval

3apaet MHTEepBall oXngaHnda B CeKyHOax, no ncre4deHumn
KOTOPOrO KIMMEHTY nocblflaeTcqa 3anpoCc Ha BBOA AAHHbIX

ClientAliveCountMax

3ajaeT YMcno HanoMMHaILLMX 3aMpPOCcOoB, NOChINaeMblX K-
eHTy. Ecnn no goctuxeHun ykasaHHOro npegena ot KnveHTa
He MOCTYNWUT AaHHbIX, CeaHC 3aBepLuaeTcs U cepsep npe-
Kpawiaet paboty. 3HayeHne no ymonyaHuio 3

MonHbin nNyTe K channy, coaepXxawemy JUYHbIRN
HostKey KMOY  KOMMbikoTepa.  3HadyeHMe  No  yMOMYaHuio

/etc/ssh/ssh_host_key

YKasblBaeT Ha TO, MOryT NN yAarneHHble KOMMbTEPbI NoA-
GatewayPorts Kno4vaTbCA K mopTam, AN KOTOPbIX KITMEHT 3anpocun nepe-

agpecauuto. 3HayeHue no yMoOsn4aHum no

HostbasedAuthentication

YKasblBaeT Ha TO, paspelwleHa I ayTeHTudukaums
nonb3oBaTtenen ¢ nposepkon dannoB .rhosts w
/etc/hosts.equiv U OTKPLITOrO Kntova KomnbtoTepa. 3Ha-
YeHune Mo yMON4aHuIo no

IgnoreRhosts

YkasbiBaeT Ha
SHOME/ .rhosts
YMOMYaHUK yes

nn  cannel
3HayeHne no

TO, WUrHOpMpYIOTCS
M S$HOME/.shosts.

IgnoreUserKnownHosts

YkasbiBaeT Ha TO, UrHopupyetcs i dann
SHOME/ .ssh/known_hosts B pexumax ayTeH-
Tndukayum RhostsRSAAuthentication 7
HostbasedAuthentication. 3HayeHne no ymonya-
HUIO no
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MapameTp

OnucaHwne

KeepAlive

Ecnu yctaHoBreHoO 3HavyeHue yes (M0 yMON4aHuio), 4EMOH
sshd OygeTr nepuogmyeckm NpPoBepsATb HanMyMe CBA3U C
KnueHToM. B cnyyae HeycnelwHOro 3aBepLUeHUs npoBep-
KN coeguHeHue paspbiBaetcs. [Ans BbIKMHOYEHUS OaHHOMo
MexaHu3Ma 3afaTb 3HadeHne napamerpa no B panne KoH-
durypauumn cepeepa 1 KnmeHTa

KerberosAuthentication

YKasblBaeT Ha To, paspelueHa nu ayTeHTudukaums ¢ uc-
nonb3oBaHnem Kerberos. 3HayeHMe N0 YMOMYaHUIO no

KerberosOrLocalPasswd

YKasblBaeT Ha TO, AO0SDKHa I UCNofb30BaTbCs JloKanbHas
naporbHas ayTeHTUMKaLMSA B Crly4ae HeYCrneLwHON ayTeH-
Tudmkauumn Ha ocHoee Kerberos

KerberosTgtPassing

YKkasblBaeT Ha TO, MOXeT M CTpykTypa TGT CUCTEMbI
Kerberos nepeckinartbcsi Ha cepBep. 3Ha4yeHWe Mo ymor-
YaHWUIo no)

KerberosTicketCleanup

YKasblBaeT Ha TO, JOSPKEH NM NpW BbixoAe norb3oBaTtens
yaanaTbes Kaw-gann ero nponycka Kerberos

ListenAddress

3apaeT mHTEepdenc, K KOTOPOMYy MOoAKM4YaeTca cnyxba
sshd. 3Ha4eHune no ymonyaHuio 0.0.0.0, T.e. NOGON MH-
Tepdenc

LoginGraceTime

3apaeT MHTEpBan BPpEMEHM B CeKyHAaX, B TEYEHUE KOTO-
poro AofmkHa NPouU3onTU ayTeHTUMKaLKna nonb3oBaTeng.
Ecnu npouecc ayTeHTUdMKaumMn He ycneBaeT 3aBepLUnTb-
Csl BOBpPEMS, cepBep paspblBaeT CoeaAnHeHWe 1 3aBepLuaeT
paboty. 3HayeHne no ymon4yaxuto 600 ¢

LogLevel

3apaeT cteneHb NoAPOGHOCTU XKypPHarnbHbBIX COOBLLEHNN.
Bo3MOXHble 3Ha4yeHunsa: QUIET, FATAL, ERROR, INFO (no
ymMon4yaHuio), VERBOSE, DEBAG (He peKkoMmeHayeTcs)

MACs

3apaeT pasgeneHHbIn 3anaTbiMX CMIMCOK AOCTYMHLIX anro-
putMmoB MAC (kog ayTeHTudmKaumnm coobLLEHNIA), NCNOSb-
3yeMbix onsi obecneveHnst LenoCTHOCTU OAaHHbIX

MaxStartups

3agaeT MakcMmarnbHOE YMCIO OAHOBPEMEHHBIX HeayTeHTH-
pMLMPOBaAHHbBIX COEAUHEHUIA C AEMOHOM sshd

PAMAuthenticationViaKbdInt

YKasblBa€eT Ha TO, paspelleHa nNu naponbHas ayTeHTudu-
Kaumsi ¢ ucnonb3oBaHuem PAM. 3HayeHne No ymon4yaHuio
no)

PasswordAuthentication

Ecnn yctaHoBneHo 3HayeHue yes (MO yMOMYaHUIO) U HU
OOVH MexaHu3M 6ecnapornbHOM ayTeHTUdMKauum He npu-
HOCUT MONOXMUTENBHOIO pesynbrarta, Toraa Nonb3oBaTesto
BblAaeTcAa npurnalleHne Ha BBOA Naporis, KOTOPbIN NpoBe-
pseTca camum gemMoHoM sshd. Ecnv 3HaveHne napametpa
no, NaponbHasa ayTeHTuukaums sanpeLleHa

PermitEmptyPasswords

Ecnu yctaHoBneHO 3HayeHune yes, nonb3oBaTenu, He ume-
toLme naponsi, MoryT ObiTb ayTeHTUULMPOBAHbI Cy>KO0M
sshd. Ecnn yctaHoBneHo 3HadeHne no (MO YMOSYaHUIO),
nycTble Naponu 3anpeLyeHbl
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MapameTp

OnucaHwne

PermitRootLogin

YkasblBaeT Ha TO, MOXeT §nu  nonb3oBarenb
root BOWTM B CUCTEMY C [OMOLLbIO KOMaHAbI
ssh. B03MOXHble 3HayeHusi: no (MO YMOMYaHWo),
without-password, forced-command-only U yes

PidFile

3apgaeTr nyTb Kk dpanny, cogepxallemy uaeHTuduka-
TOp rNaBHOro npouecca. 3HayeHMe MO YMONYaHUK
/var/run/sshd.pid

Port

3agaet Homep NopTa, K KOTOPOMY nogkmntovaeTcst sshd. 3Ha-
YyeHue No ymornyaHuio 22

PrintLastLog

YKasblBaeT Ha TO, JOMmkHa nn cnyxba sshd oTobpaxaTtb
coo0LLEeHne 0 BpeMEHM NocnegHero 4octyna. 3HavyeHue no
YMOMYaHUIo yes

PrintMotd

YKkasblBaeT Ha TO, CneayeT N nocne perncrpaumm B CUCTeme
oTobpaxaTtb cogepxmmoe hanna /etc/motd. 3HadyeHne
MO YMOMNYaHWIo yes

Protocol

3agaeT pasgeneHHbIn 3ansaTbiMy CNIMCOK BEPCUI NPOTOKONA,
noagepxueaemblix crnyxoom sshd

PubKeyAuthentication

YKkasbiBaeT Ha TO, paspelieHa Jn ayTeHTVIC*)I/IKaLI,VIFI C nc-
Nonb30BaHMEM OTKPLITOrO Kroya. 3HavyeHne No ymonyaHuio
yes

ReverseMappingCheck

YKasblBaeT Ha TO, JOMMKEH N BbIMOMHATLCA 06paTHbIVI NOUCK
UMeH. 3HauyeHue no yMON4aHUKO no

StrictModes

Ecnu paBeH yes (no ymonyaHuio), sshd byget 3anpewatb
AocTyn nobomy nonb3oBaTento, Yel HavanbHbIA KaTanor
nvnu chann . rhosts npuHagnexar gpyromy nosnb3oBaTe-
nto Nnbo OTKPbIThI ANs 3anncu

Subsystem

MpenHasHavaeTcs Ans KOHOUrypMpoBaHUA BHELLHeWN noacw-
cTeMbl. ApryMeHTaMu SIBNSIeTCA UMS NOACUCTEMbI U KOMaH-
[la, BbINOMHsieMasi Npu NOCTynneHun 3anpoca K nogcucteme

SyslogFacility

3apaet Ha3BaHWe cpeacTea, OT UMEHM KOTOPOro PerncTpu-
pytoTcs cobbITust B cucteme Syslog. Bo3aMOXHbI 3Ha4YeHUs:
DAEMON, USER, AUTH (No ymonyaHuto), LOCALO-7

UselLogin

YKasblBaeT Ha TO, AOSMKHA N NpUMeEHATbCA KOMaHda login
ana opraHn3aunm MHTepakKTUBHbLIX CeaHCOB perncrtpauunin.
3HayeHune no yMOJ4aHno no

X11lForwarding

YkasblBaeT Ha TO, pa3pelleHa nu nepeagpecaunsi 3anpocoB
k cucteme X Window. 3HauyeHne no ymonyaHuio no

X11DisplayOffset

3apgaeT Homep nepBoro gucnnes (cepeepa) CUCTEMbI
XWindow, goctynHoro gemoHy sshd Ans nepeagpecauunm
3anpocoB. 3HayeHne no ymondaxuio 10

XAuthLocation

3apaeT nyTb K kKOMaHAe xauth. 3Ha4yeHme No yMon4aHuio
/usr/X11R6/bin/xauth
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6.6.2. KnneHrt ssh
KnneHTtom aBnsetcsa komanga ssh. CMHTakCUC KOMaHOHOW CTPOKMU:

ssh [-afgkngstvxACNTX1246] [-b bind_address] [-c cipher_spec] [-e escape_char]
[-1 identity file] [-login_name] [-m mac_spec] [-o0 option] [-p port]
[-F configfile] [-L port:host:hostport] [-R port:host:hostport]

[-D port] hostname | user@hostname [command]

MogpobHo co 3HavYeHnaAMK hraroB MOXXHO 03HAKOMUTLCS B PYKOBOACTBE man. B npoctom
BapunaHTe UHULMMPOBATb COEANHEHNE C cepBepoM sshd MOXHO KOMaHOOW:
ssh 10.1.1.170
rae 10.1.1.170 — IP-agpec koMmnbloTepa ¢ 3anyLeHHon cnyxbon sshd. Npu atom sshd Oyger
cyuTaTbh, YTO Nosib3oBaTenNb, 3anpallMBalLWLNN COeAUHEHNE, UMEET Takoe e UMs, NO4 KakMM OH
ayTeHTUMUMPOBaH Ha KOMMbOTEPE-KNUeHTe. TeopeTUdeckn KIMEHT ssh MOXET 3axoauTb Ha
cepBep sshd nog nwbbiM MeHeM, ucnonbaysa dnar:
-1 <umsa_knueHTa>

OpHako cepBep OyaeT cornacoBbiBaTb KW ceaHca (Hanpumep, npyu 6ecnaponbHOn
ayTeHTMdMKaLMM NO OTKPbITOMY KoYy Nonb3oBaTerns), NpoBepsAs OTKPbITbIE KM4YM B AOMALUHEM
KaTarnore nosib3oBaTtens UMeHHO C 3TUM UMEHEM Ha KOMMNbIoTepe-KnmeHTe. Ecnu xe ncnoneay-
eTCs naposibHas ayTeHTUduKaLms, Ha KOMNbloTepe-cepBepe AOMKHA CyLLeCTBOBaTb yyYeTHas
3anucb ¢ Taknm nmeHeMm. icnonb3oBaTb BecnaponbHyo ayTeHTUMKaLUNIO MO OTKPbITbIM Kilto-
Yam KOMMbOTEPA HACTOATENBHO HE PEKOMEHAOYETCS, T. K. MPM 3TOM crnocobe B cucteMe OOSMKHbI
cyllecTBOBaTb NOTeHUManbLHO onacHble annbl: /etc/hosts.equiv, /etc/shosts.equiv,
SHOME/ .rhosts, SHOME/ . shosts.

KomaHga ssh 6epeT cBOM KOHUIypaLVNOHHbIE YCTAHOBKM CHavyana n3 KoMaHgHOM CTpo-
Kn, 3aTeM 13 Nonb3oBaTeNbCKoro danna $SHOME/ . ssh/config n n3 obliecnuctemHoro ganna
/etc/ssh/ssh_config. Ecnu ngeHTn4Hble napameTpbl 3agaHbl NO-pa3HOMY, BblbupaeTcs ca-
Moe nepBoe 3HaYeHue.

B Tabnuue onuncaHbl napamMeTpbl, KOTOpble MOryT npucyTcTBOBaTb B dhanne

SHOME/ .ssh/config nnu /etc/ssh/ssh_config. [NycTble CTPOKM U KOMMEHTapUM UrHO-

pUpyoTCA.
Tabnunua 22
MapameTp Onwncanune
YKasblBa€eT Ha TO, AOSMKHA N KOMaHAa ssh npoBepsTh |IP-agpeca B
CheckHostIP . A A P P AP
anne known_hosts. 3HadeHne N0 yMONMYaHWIO yes
3apaeT pasgeneHHbi  3ansaTbiMM  CMUCOK  METOAOB  3alUmThl
Ciohers ceaHca, paspelleHHbIX Ana ucnonb3oBaHusa. [lo ymonyaHuio
p aesl22b-cbc, 3des-cbc, Dblowfish-cbc, castl28-cbc,
arcfour, aesl92-cbc, aes256-cbc
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lNpodomxkeHue mabnuup! 22

MapameTp Onncanune

YKasblBaeT Ha TO, AOMKHbl NN AaHHbIE CXXMMATbCA C MOMOLLbIO KO-
MaHdbl gzip. 3HaYEeHMEe N0 yMOMYaHMIO no. ATa yCTaHOBKA MOXET
ObITb NepeonpeneneHa ¢ NOMOLLBIO NapameTpa KOMaHOHOW CTPOKM
-C

Compression

3agaeT YnMcno HeyaayHbIX MOMbITOK MOAKIKYEHUs (OQHA B CEKYH-
ConnectionAttempts Ay), nocne 4yero npou3onaeT 3aBeplieHne paboTbl. 3HadyeHne no
ymonyanuio 4

3apaet escape-C1MBO, UCMOMb3yeMbI A1 OTMEHbI cneuuanbsHoro
HasHa4YeHusi crieayroLLEero CMMBOMa B ceaHcax ¢ NceBAoTepPMUHANOM.

EscapeChar
3HayeHne No ymonyaHuio ~. 3HayeHne none 3arnpeLiaeT MCNonb3o-
BaHWe escape-cMMmBona
YKasbiBaeT Ha To, OyaeT nu 3anpoc K komaHae ssh-agent nepeag-
ForwardAgent YA o P A M pean
pecoBaH Ha ygarneHHbIn cepBep. 3HavyeHme No YMOMYaHUI no
YkasblBaeT Ha To, 6yayT nm 3anpocel k cucteme X Window astomatu-
Yyeckn nepeaapecoBbiBaTbcs Yeped SSH-TyHHenb ¢ oAHOBPEMEHHOWN
ForwardX1l1l peanp P y A P

YCTaHOBKOW nepemMeHHoNn cpeabl DISPLAY. 3Ha4yeHue N0 yMOnMYaHuio
no

YKa3sblBa€eT Ha To, MOTYT N1 yaari€HHbl€ KOMMbOTEPbI NOAKIOYaTbCA
GatewayPorts K MOKanbHbIM NMopTaM, Ana KOTOPbIX BKITIOYEH peXnm nepeagpecaunn.
3HayeHue no YMOJ1HaHUIO no

3apaet hann, B KOTOPOM XpaHUTCA rnobanbHasa 6asa knden Kom-

GlobalKnownHostsFile
nbtoTepa. 3Ha4veHne no ymonyaHuo /etc/ssh/ssh_known_hosts

YKasblBaeT Ha TO, paspelleHa nnm ayTeHTMdurKauus nonb3osarenemn
C nposepkon pannos .rhosts, /etc/hosts.equiv U OTKPLITOrO
Knova KomnbroTepa. ATOT NapaMeTp PEKOMEHOYETCS YCTaHOBUTL B
3HayeHue no

HostbasedAuthentication

3apaert anropuTtMmbl nonyyvYeHuns Kritouen KOMMNbIOTEPOB B NnopsdAnke

HostKeyAlgorithm
yh-g npuopuTeTa. 3Ha4yeHme Nno ymonyaHui ssh-rsa, ssh-dss

3apgaeT nceBOoHNM, KOTOPbIN AOMKEH UCMONb30BaTLCA NPU MOUCKE U

HostKeyAlias .
COXpaHeHUN Knoyen KoMmnsroTepa

3apaet uma unu IP-agpec komnbloTepa, Ha KOTOPOM criegyeT pe-
HostName rmctpmpoBatbes. 1o ymonyaHuio BblIOMpaeTcs MMS, yKkasaHHOe B
KOMaHOHOWN CTpoKe

3apgaeTt hann, cogepkallen NMYHbLIN KoY Nonb3oBartens. 3HaYeHne
Nno yMOsf4yaHuio SHOME/ . ssh/identity. BMecTo umMmeHn HayanbHo-
IdentityFile ro Katanora nosib3oBaTesis MoXeT CTOATb CMMBON ~. PaspeluaeTcs
MMETb HECKOJNTbKO Takmx dpannoB. Bce oHn 6yayT npoBepeHbl B yKa-
3aHHOM nopsiake

Ecnn paBeH yes (Mo ymonyaHuio), komaHaa ssh 6yget nepuoguye-
CKW1 NPOBEPATb Hanuyne cBA3N ¢ cepeepom. B criyyae HeycnelwwHoro
3aBepLUEHNSA NPOBEPKM (B T. Y. M3-3a BPEMEHHbIX Npobnem ¢ mapLu-
KeepAlive pyTu3aumen) coegmMHeHne paspbiBaeTcs. YToObl BbIKNHOYNTE 3TOT
MexaHu3M, criegyeT 3adaTb AaHHbIA NapaMeTp, paBHbIM no, B hau-
nax /etc/ssh/sshd _configu /etc/ssh/ssh_config nubo B
hanne $HOME/ .ssh/config
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MapameTp

OnuncaHue

KerberosAuthentication

YKa3sblBaeT Ha TO, pa3pelleHa N ayTeHTudnkaumsi ¢ NpUMeHEHNEM
Kerberos

KerberosTgtPassing

YkasblBaeT Ha To, byaeT nu cTpykTypa TGT cuctembl Kerberos nepe-
cblnaTbCs Ha cepeep

LocalForward

TpebyeT 3HauyeHUsa B popMaTe mopT: y3er: yaarneHHun nopT. YKa-
3bIBAET Ha TO, YTO 3aMNpPOChl K COOTBETCTBYHOLLEMY FTOKANIbHOMY MOPTY
nepeHanpaBnarTCs Ha 3agaHHbIN NOPT yaaneHHoro yana

LogLevel

3apaet cTeneHb NoapPOBHOCTU XKypHanbHbIX COOBLLEHUI KOMaHAabI
ssh. Bo3amMoxHble 3HayeHus: QUIET, FATAL, ERROR, INFO (noymon-
YaHuo), VERBOSE, DEBAG

MACs

3apaeT pasgeneHHbln  3ansaTbiMU - CMIMCOK  AOCTYMHbIX — anro-
pUTMOB  ayTeHTuduKaumm cooblweHnn ana  obecneyeHus
LEernocTHOCTM  AaHHbiX. CTaHgapTHbIM  BbIOOpP: hmac-md5,
hmac-shal, hmac-ripemdl60@openssh.com, hmac-shal-96,
hmac-md5-96

NumberOfPasswordPrompts

3apaet 4Mcno gonycTUMbIX NOMbITOK BBOAA Napons. 3HaYeHue no
ymonyanuio 3

PasswordAuthentication

Ecnun paBeH yes (MO ymonyaHui), TO B criydae HeobxoaumocTu
KOMaHAa ssh nNbITaeTcsi NPOBECTU NAPOSIbHYO ayTeHTUMKaLno

Port

3agaet HoOMep nopTa cepBepa. 3HadeHue Mo ymonyaHuio 22

PreferredAuthentications

3apaet nopsiaok NnpPUMeHeHns MeToO0B
ayTeHTudnkaumn. 3HaveHune no YMOJSTYaHUIO:
publickey, password, keyboard-interactive

Protocol

3apaeT B nopsiake npuoputeta Bepcum npotokona SSH

ProxyCommand

3agaeTt komaHay, KOTOpYHO crieQyeT MCMnorb3oBaTk BMECTO ssh Ans
NOAKNIYEHUS K cepBepy. OTa KOMaHAa BbINOSHAETCA UHTepnpeTaTo-
poMm /bin/sh. Cneundurkaums $p COOTBETCTBYET HOMEPY MOpPTa, a
%$h — MMeHM yganeHHoro yana

PubkeyAuthentication

YKkasblBaeT Ha To, paspelleHa N ayTeHTUUKaLNS C UCTONb30BaHM-
€M OTKPbITOro Kroya. 3HayeHne Nno yMornyaHuio yes

RemoteForward

TpebyeT 3HaueHus B hopMaTe yaoasleHHHN_[OPT : y3eJl: IopT. YKa-
3bIBaET Ha TO, YTO 3anpoChl K COOTBETCTBYHOLLEMY yOaneHHOMY NopTy
nepeHanpasnAlTCA Ha 3aaHHbIN NOPT 3afaHHoro y3na. MNepeagpe-
caums 3anpocoB K NpUBUIIErMpoBaHHbLIM NopTaM paspeLleHa TOrbKO
nocne nonyYyeHns npas cynepnonb3oBaTens Ha yaaneHHoN CUcTeMe.
OTa ycTaHOBKa MOXeT ObITb NepeonpeaeneHa ¢ NOMOLLbIO NapamMeT-
pa KOMaHOHOMW CTPOKU —-R

StrictHostKeyCheking

Ecnu paBeH yes, KoMmaHga He ByaeT aBTomMmatmyeckn obaBnsATh Kto-
4YM KomnbloTepa B pann $SHOME/ . ssh/known_hosts K OTKaxeTtcs
yCTaHaBnMBaTb COEAMHEHNE C KOMMbIOTEPAMMU, KIOYN KOTOPbIX N3Me-
HUnucb. Ecnu paBeH no, komaHaa 6yaet 0obaBnaTe HENPOBEPEHHbIE
KNKo4uM cepBepa B ykasaHHble dpannbl. Ecnn paBeH ask (no ymonya-
HUI0), KOMaHAa ByaeT cnpalwurBaTh Nonb3oBaTens 0 TOM, cneayeT fun
006aBnATb OTKPLITLIN KMOY cepBepa B ykasaHHble dhansibl
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MapameTp Onuncanune
YkasblBaeT Ha TO, MOXHO N1 UCMOMNb30BaTb NPUBUNErNMPOBAHHbI NOPT
UsePrivilegedPort ANSA YCTAHOBIEHUSA NCXOQALLMX COeQUHEHMI. 3HaYeHe Mo yMmonya-

HUIKO no

User

3agaet nonb3oBatens, OT UMEHU KOTOPOro CrefyeT perncTpupoBaTb-
Ccsl B yAaneHHomn cucteme. 31a ycTaHOBKa MOXET ObiTb nepeonpene-
NeHa ¢ NOMOLLbIO NapameTpa KOMaHOHOW CTPOKM -1

UserKnownHostsFile

3apaer cba|7|n, KOTOprIZ ncnonb3yeTca Oanda aBtomaTtn4eckoro obHoB-
JNIeHNA OTKPbITbIX Kritoyen

XAuthLocation

Sap,aeT nyTb K KOMaHAe xauth. 3HadyeHue no yMOIn4aHuo
/usr/X11R6/bin/xauth

KnueHTckue koHduUrypaumoHHble dannbl GbiBakoT rnobanbHbIMU, HA YPOBHE CUCTEMbI

(/etc/ssh/ssh_config), 1 NokanbHbIMW, HA YPOBHE Nonb3oBaTtens (SHOME/ . ssh/config).

CnepoBatenbHO, NONb30BaTENb MOXET NMOMHOCTLI0 KOHTPONIMPOBaTb KOHUIYpaLMO KITMEHTCKON

yactn SSH.

KoHdurypauunoHHble cannbl pa3dutbl Ha pasgesibl, YCTaHOBKM KOTOPbIX OTHOCATCA K

OTAENbHOMY KOMMbLIOTEPY, FPpyNMne KOMMbIOTEPOB UM KO BCEM KOMMbloTEPaM. YCTAHOBKU pasHbIX

pasgernoB MOryT nepekpbiBaTb ApYr apyra.

6.7. Cnyx0bl TOYHOro BpeMeHU

OC npepocTaBnsieT BO3MOXHOCTb BblOOpa M HAaCTPOMKWU Creayowmx crykb ToYHoro

BPEMEHU:

1) ncnonb3yroLme NPOTOKON CUHXPOHU3aUMn BpemeHn NTP:

a) cnyxba ceTeBoro BpemeHun ntp — obecnevnsaet paboty OC B pexume Kak cep-

Bepa TOYHOIro BpemMeHu, Tak n KrimeHTa. npeﬂCTaBﬂeHa nakeTom ntp, BKno4Yarownum

ncnonHaembin ann /usr/sbin/ntpd (AeMOH ntpd), U NakeToM ntpdate, BKtO-

YaloLLMM MHCTPYMEHTbI ANnst paboTbl C ntp;

0) cnyxba timesyncd — ansrepHaTnBa cnyxbbl ntp, HO UMEET MEHbLUE BO3MOXHO-

cTen. He MOXeT BbINOSMHATL (PYHKLUMU cepBepa TOYHOMO BPEMEHMU;

B) cnyxb6a BpeMeHu chronyd — ansTepHaTMBHas cnyxbta TO4HOro BpeMeHu, peko-

MeHgoBaHHasA K MNpUMeHeHN0 BMECTO CJ'Iy)K6bI ntp. BxoauT B naket chrony;

2) cepBuUC BpeMeHu Bbicokon TodHocTn PTP (Precision Time Protocol) — naket

linuxptp.

Mpwn HacTpoiike cryX6 BpeMeHW NCMOMb3YyTCS TEPMUHbI 511 0603HAaYEHMs1 BPEMEHMU,

npvBeneHHble B Tabnuue 23]
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Taobnuuya 23

TepMuH OnucaHune Mpumep

UTC (Coordinated Universal Time) — BceMMpHOe KOOPANHUPOBaAHHOE
BpeMsi. He 3aBMCUT OT MeCTOMNOMNOXeHUs KoMMbloTepa, ucnonesyetcs | Universal time:

Universal
time. UTC B Ka4yeCTBE CMCTEMHOrO BpeMeHu: BpemeHu B sape OC, ansa otmetok | Cp 2019-02-20
’ BPEMEHMW 3anncu XXypHanos n Ansg CMHXpoHM3aumm BpeMenmn cnyxbamm | 07:51:49 UTC
BPEMEHMU
BpemeHHasa 3oHa. Onpegenser BpeMeHHOe CMeLLeHre 1 NapaMeTpbl Time zone:
Time Zone c:30HHoro (3MMHéro/nZTHero) B e?neHm P P Europe/Moscow
P ' (MSK, +0300)
JlokanbHoe Bpemsi (MecTHoe Bpems). [NonyyaeTcst 3 BCEMUPHOro Koop- Local time:
, WHNPOBAHHOro BpeMeHu aobaBneHnem BpeMeHHoro cmewenuns. Uc- '
Local time AnHnp P A N P i Cp 2019-02-20
Nonb3yeTcs B OCHOBHOM ANs B3aNMOAGNMCTBMA C NONbIOBATENAMN CU- | 0.1 10 Mok

CTeMbl

AnnapaTHoe BpeMs, yCTaHOBNEHHOE B annapaTHbIX Yacax KommnblTepa
(Real Time Clock, RTC, Takke CMOS nnu BIOS time). cnonbayeTtcsa
Onsi nepBoHaYvarnibHOM YCTaHOBKN BpemeHu npu 3arpy3ke OC. Annapart-
Hble Yacbl MOTyT OblTb HACTPOEHLI KAk Ha BCEMMPHOE KoopanHnpoBaH- | RTC time:
RTC time Hoe, TaK U Ha MecTHoe Bpewmsi. [Npun yctaHoBKke cucTteMHoro BpemeHn | Cp 2019-02-20
Ha OCHOBaHWUM NokasaHui annapaTtHbix YacoB OC npuHumaet pelieHne | 07:51:49

O TOM, Kakoe umeHHo Bpems (UTC unn mecTHoe) nokasbiBatoT anna-
paTHbl€ Yacbl, HA OCHOBaAHUN COBCTBEHHbIX BHYTPEHHUX HAaCcTPOeEK (CM.
man timedatectl)

6.7.1. Cnyxba ceTteBOro BpeMeHu ntp

CepBep eanHOro ceTeBOro BpeMeHu npeaHasHadyeH Ans CUHXPOHU3aunn BpeMEHU KOM-
nbtoTepoB. CMHXPOHM3aLUuns BbinonHaeTcs no npotokony NTP. AnropuTm Koppekunmn BpeMeHHOM
LUKarbl BKMOYAET BHECEHNE 3aepXKeK, KOPPEKLMIo YacToTbl YacoB M psag MexaHM3MOB, NO3BONA-
OLLMX OOCTUYb TOYHOCTM NOPSIAKA HECKOMBbKUX MUIIUCEKYHA, AaXe Nocne AnuTeNnbHbIX NepUoaoB
NOTEPU CBA3N C CUHXPOHU3NPYIOLMMWN UCTOYHUKaMW. [Na HagexXHOW 3alnThl nepegaBaemMoro
CUrHana MOXeT UCMOorb30BaTbCA ayTeHTUMMKaUna Npyu NOMOLLUN KpUNTOrpauyecKkmnx Knoven.
LlenoctHoCTb AaHHbIX obecnevmBaeTcsa ¢ noMmowbio |P- 1 UDP-KOHTPOMBHBLIX CyMM.

B 3aBMCMMOCTM OT TOYHOCTU CUHXPOHM3ALUN YacoB cepBepbl OTHOCATCA K Pa3riuyHbIM
ypoBHAM To4HOCTHU (stratum level). K ypoBH0 1 0OTHOCATCA cepBepbl, CUHXPOHU3NPYIOLMECH NO COD-
CTBEHHbIM CBEPXTOYHbIM aTOMHbLIM YacaM Unn No paguoyacam, K ypoBHIO 2 OTHOCATCS cepBepbl,
CUHXPOHM3UPYIOLLMECHA C cepBepamMmn YpoBHS 1, ypoBEHb 3 CUHXPOHU3UPYETCHA C YPOBHEM 2 U T.A.
A0 YpPOBHSA 16, K KOTOPOMY OTHOCATCH CepBepbl C HEJOCTOBEPHLIMU (HECUHXPOHU3NPOBAHHBLIMM)

NoKa3aHnAMN 4acosB.
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6.7.1.1. Pexxkumbl paboTbl
CyliecTByeT YeTblpe pexuma paboTbl cepBepa eAuHOro ceTeBoro BpemeHu. Kaxabin
pexum onpegensieT cnocob B3aMMOAEeNCTBMSA paboumx CTaHUUIN B CETU CUHXPOHM3aLMK:
1) pexum KrMeHT-cepBep — KMMEHT MOCbLINAET 3anpoc cepBepy (HECKOMbKUM cepBepam).
CepBep ob6pabatbiBaeT 3anpoc 1 NochLinaeT OTBET. Takon pexunm paboTtbl obecneunBaeT
CMHXPOHM3aLMI0 BPEMEHMW Ha KNMEHTE CO BPEMEHEM Ha cepBepe, HO BPEMS Ha CepBepe CO
BPEMEHEM Ha KIIMEHTE NPWN 3TOM HE CUHXPOHU3MpPYETCH. B 3TOM pexnme B ponu KnnmeHTa
MOrYT BbICTYNaTb KaK KNMEHTCKMEe (Morib30oBaTeribCKME) KOMMbIOTEPLI, Tak N CepBepbl.
OO6bIYHO NCNOMNb3yeTCA AaHHbBIA PEXUM;
2) CMMMETPUYHBIV pexnm — obecnevmBaeT BbICOKYH Ha4EXKHOCTb CUHXPOHM3ALMW, T. K.
NpuW BbIXOAE U3 CTPOS OOHOIO U3 UCTOYHUKOB BPEMEHU CUCTEMa aBTOMaTUYECKN NEPEKOH-
durypmpyeTtcsa Takum o6pasomM, YToObl UCKITOUYNTDL €ro N3 CeTU CUHXPOHU3aumn. Moxet
ObITb aKTUBHBIM U NACCUBHbIM:
- B aKTUBHOM peXMMe Kaxablii KOMMbITEP B CETU Nepuoaudeckn nocbinaeTr co-
obLleHns apyroMy KOMMbOTEPY BHE 3aBUCMMOCTU OT €ro LOCTYMHOCTU U YPOBHS.
CoobueHns cogepxaT NpeanoXeHme CMHXPOHU3NPOBaTb COGCTBEHHOE BPEMS U Bpe-
Msi KOMMblOTEPA — nony4varens coobuweHns. Agpeca KOMNbIOTEPOB AN OTNpPaBKu
COOOLLIEHNN N3BECTHbI;
- B MACCMBHOM pexumMe agpec KoMrnbloTepa AN OTnpaBku coobLieHns 3apaHee He
n3BecTteH. Baanmopgencteme B 3TOM pexnmmMe HadMHaETCsa C MOMEHTa NOosyvyeHus
coobLeHns oT KOMMblOTEPA C HEM3BECTHLIM agpecoM, paboTatolero B akTMBHOM
pexunme, n CoXxpaHsieTca 4o Tex Nnop, Noka KoMMbTEP AOCTUKUM N PYHKLMOHUPYET
Ha YpPOBHE HWXE UMW PaBHOM YPOBHIO JAHHOro KoMmnbtoTepa. MaccmBHbIN pexum
06bI4YHO MCMNOMNb3yeTCs NEPBUYHLIMU NN BTOPUYHLIMU CEPBEPAMMU;
3) LWmMpoKoBeLLaTeNbHbIN PEXUM — OOUH UNn 6onee cepBepoB BPEMEHM pacCbinatoT K-
pokoBeLlaTenbHble COOBLLEHUS, KITMEHTbI ONpeaensatoT BpeMs UCXOAa U3 NPEAnonoXeHus,
4YTO 3aJepKKa COCTaBNseT HEeCKONbKO MunnucekyHn. Cepsep npyv 3TOM He NpuHUMMa-
€T OTBETHbIX COOBLLEHNN. Takon pexxmm UCNonb3yeTcHa B ObICTPbIX IOKalbHbIX CETAX C
GonbnmM Yyncnom paboumx ctaHumm n 6e3 HeobxoaUMOCTM B BbICOKON TOYHOCTH;
4) MexXceTeBOW pexmuM — aHanorn4yeH LWmpokoBeLaTenbHOMY, HO coobLLeHnsa nepena-
I0TCA HEe B paMKax Of4HOW MOACETU, OrpaHNYEHHON NoKaribHbIM LUMPOKOBELLaTENbHbIM
aZpecomMm, a pacnpocTpaHaTca U B Apyrne cetu. [ina paboTbl cryX0bl eqUHOro BpeMeHu
B MEXCETEBOM pexuMme BblaeneH rpynnoson IP-agpec (224.0.1.1), KOTOPbIA UCMNOMb-
3yeTcs Kak AN CepBepoB, Tak U ANSA KNUMeHToB. MexceTeBon pexmm UCnornb3yeTcs B
ceTAX, pa3geneHHblX Ha NoACEeTN C MOMOLLBbIO MapLUPYyTM3aTOPOB M MOCTOB, KOTOPbIE He

CMOCOGHBbI peTpaHCcnnpoBaThb LLNpoKoBeLLlaTerlbHble cooOLLeHus.
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CucteMbl, peanuaylolime cnyx0y eauHoro BpeMeHW, MOryT BbICTynaTb B Creaytowmx

1) cepBepbl — NPegoCTaBnsoT Cry0y BpeMeHu apyrum cuctemawm;
2) paBHOMpaBHbIE y3ribl — CEPBEPbI OANHAKOBOIO YPOBHS, BPEMEHHO MCMNONb3yeMble Ans
CUHXPOHM3auMn Npun notepe cBa3un ¢ bonee BbICOKOYPOBHEBLIM CEPBEPOM;
3) ONPOCHbIE KITMEHTbI — PErynapHoO onpalumMBaloT cepBepa U CUHXPOHU3UPYIOT CUCTEM-
Hble Yacbl N0 Hanbonee TOYHOMY UCTOYHUKY BPEMEHMN;
4) BewaTenbHbIE€ KIMEHTbl — MAaCCUBHO NPUHMMAIOT BELLATENbHbIE NAKETbI OT CEPBEPOB
Ha JIBC. Co3gatoT MeHbLInn ceTeBon TpadumK, YEM OMPOCHLIE KNNMEHTLI, HO obecneynBaroT
MEHbLUYH TOYHOCTb.
6.7.1.2. YcTaHOBKa 1 6a3oBas HaCTpouKa cepBepa BpeMeHMU
[nsa yctaHoBKM 1 3anycka cnyx0bl ntp HeO6XoaAMMO:
1) npu ctaHaapTHom yctaHoBke OC cnyxba ntp ycTaHaBnMBaeTcs No ymonyaHuo. Ecnm
TpebyeTcs ycTaHOBUTL CNYX0y ntp OTAENbHO, TO UCNONb3YEeTCA KoMaHaa:
apt install ntp
2) npoBepuTb NoKasaHWs annapaTHbIX YacoB KOMaHOOM:
date
Npy HEOBXOAMMOCTN HAaCTPOUTb BPEMS annapaTHbIX YacoB BPY4YHYHO, UCMONb3yst KOMaHay
timedatectl set-time:
timedatectl set-time "2020-12-31 23:59:59"
UM ncnonb3oBaTtb rpaduyeckyto yTunuty fly-admin-date. OTKNOHEHME NOKa3aHUN
YyacoB OT pearibHOro BpemeHun He gormkHo npeBblwatb 1000 cekyHA;
3) HacTpouTb CepBep BPEMEHU NyTEM pefakTUPOBaHUS KOHGUIypaumoHHoro darna
cnyx6bl /etc/ntp.conf (onMcaHue KoHdUrypaumoHHoro daina npuseaeHo B[6.7.1.3):
a) ecnv npeanonaraeTcs MCNob30BaTh MMEOLLMECH Cry>XKObl BPEMEHN UNK annapar-
Hble Yacbl TOYHOIO BPEMEHU, TO HACTPOUTb CUHXPOHM3ALUUIO C HUMU B COOTBETCTBUN
C WHCTPYKUNAMM NPOU3BOAMTENS;
0) npu paboTe B CETM C AOCTYMNOM B MHTEPHET PEKOMEHAYETCSA UCKNHOYNTL CTPOKU C
napameTpom pool:
pool 0O.debian.pool.ntp.org iburst
pool 1l.debian.pool.ntp.org iburst
pool 2.debian.pool.ntp.org iburst
pool 3.debian.pool.ntp.org iburst
N yKasaTb COOCTBEHHbIE CEPBEPLI BPEMEHU AN CUHXPOHM3ALMM, UCMNOMb3Ys NapamMeTp
server, Hanpumep poccunckme cepsepsl BHUMDOTPU:
server ntp4.vniiftri.ru

server ntpl.niiftri.irkutsk.ru
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server vniiftri.khv.ru
B) BO3MOXHO, OJ14 npeaorBpalleHnsa OTKIMK4YeHNA CJ'Iy)K6bI npu notepe CBA3n, yKa3aTb
B Ka4yeCcTBe MCTOYHUKA CUHXPOHUN3aLINN coBCTBEHHbIE Yachl KOMMblOTEPA:
server 127.127.1.0
fudge 127.127.1.0 stratum 10
BHUMAHME! Yka3aHne B Ka4eCTBE UCTOYHNKA CUHXPOHM3ALNN BPEMEHN COBCTBEH-
Hbl€ YacCbl KOMMbOTEPA MOXET NMPMUBECTU K Bbla4e€ HEBEPHbLIX nokasaHumn BpEMEHN. B
cny4yae BO3MOXXHOM cutyauun notepun Ce4A3n npeanoyvTuTesibHO UCMNONb30BaTb CJ'Iy)K6y
BpeMeHu chronyd,;
r) U3MEHUTb MYHKT:
# Clients from this (example!) subnet have unlimited access,
but only if
# cryptographically authenticated.
,EI,) 3arnpeTuTb BCEM KIMeHTaM yaaneHHO U3MEHATb HaCTpOIZKI/I cepBepa un pa3pelnTb
BbIMOJTHATb HaCTpOIZKI/I npun NoKarnbHOM MOAKMIOYEHUN:
restrict -4 default kod notrap nomodify nopeer noquery limited
restrict -6 default kod notrap nomodify nopeer noquery limited
restrict 127.0.0.1
restrict ::1
B coctaB OC BxoguT rpaduyeckasn ytunuta £ly-admin-ntp, No3BonstoLlas npouns-
BeCTU BOMbLUMHCTBO HAcTpoek crnyxbbl ntp B rpauyeckom pexmme (CM. aNeKTpoH-
HYIO CnpaBskKy);
4) pa3pelmnTb aBTOMaTU4YECKUN 3anyck CJ'Iy>K6bI ntp nocne nepes3arpy3kn n 3anyctnuTb
Cnyxoy:
systemctl enable --now ntp
6.7.1.3. KoHdurypaumoHHbin chann ntp.conf
B koHdurypaumoHHoM channe npmeBeneHbl KOHPUrypaumoHHble KOMaHbl, COCTOSALNE U3
KIMKO4EeBOro crioBa u cneayrvwmx 3a HAM napamMeTpoB, pasaerieHHbIX np06er|aM|/|. KOMaHD,a AOIMKHa
3aHMMaTb CTPOro oAHy CTpoky. MNapameTpamu MoryT ObITb MMEHa U agpeca XoCcToB (B hopme
IP-agpecoB 1 AOMEHHbIX UMEH), Luenble n ApobHble Yncna, TEKCTOBLIE CTPOKU. HeobsizaTenbHbie
napameTpbl 3aKrn4YeHbl B KBagpaTHble CKOOKM «[ ]», anbrepHaTnBHble — OoTAeN1eHbl CUMBOJIOM
«|». Hotauma Bnga «|[...]» 03Ha4yaert, 4To CToAWMA nepeq Hen HeobAa3aTernbHbIN NnapaMmeTp MoXeT
NOBTOPATLCS HECKOSBbKO pas.
KoHurypaumnoHHeii ann /etc/ntp.conf UMeeT cnefyrolime OCHOBHbIE HACTPOWKN:
pool <apgpec> [iburst]
server <appec> [key <umsa_ximoua> | autokey] [version <uomep Bepcuu>] [prefer]

[minpoll <uHTepBas BpeMeHH>] [maxpoll <uHTepBajyl BpEMEeHU> ]

1.7.2



98
PYCBE.10015-01 95 01-1

peer <agpec> [key <umsa_ ximmoua> | autokey] [version <Homep Bepcumn>] [prefer]
[minpoll <unHTepBan_BpeMeHu>] [maxpoll <uHTepBajl BPEeMeHU> ]

broadcast <agpec> [key <umsa_ximoua> | autokey] [version <HomMep_ Bepcuu> ]
[minpoll <uHTepBa’s_BpeMeHU>] [ttl <Bpema>]

manycastclient <appec> [key <ums_xmmoua> | autokey] [version <Homep_ Bepcuu> ]

[minpoll <uHTepBa’sn_BpeMeHU>] [maxpoll<uHTepBa’ll_BpeMeHu>] [ttl <Bpems>]

OnvcaHne koMaHA KOHdUrypaumoHHoro daina npueefeHo B Tabnuue [24]

Tabnunua 24

KomaHpa Onucanuve

Mcnonb3yeTcs B KOHGUrypauumn, yctaHaBnmBaemMonm no ymonvaHuio. PekomeH-
AyeTcs 3aMeHUTb 3TOT NapaMeTp Ha nNapamMmeTp server (CM. HUXe). [o3Bonser
NnonyyYnTb OT YKaszaHHOro cepBepa cry4vaiiHblii Habop cepBepOB, C KOTOPbLIMA
Aanee OyaeT BbINOMHATLCA OOHOCTOPOHHSISt CUHXPOHM3aUmMs (JToKanbHOE BpeMs
pool MOXET ObITb CUHXPOHM3NPOBAHO C yAaNeHHbIM CEPBEPOM, HO YOaneHHLIN cepBep
HEe MOXET CMHXPOHM3MPOBATL CBOE BPEMS C foKanbHbIM). HeobsasaTenbHbIn na-
pameTp iburst ykasbiBaeT, YTO B Crlydae HedOCTYNHOCTM yKa3aHHOIo cepBepa
cnegyet BbINOMHUTb 8 MNONbITOK COEANHEHWS, MOCME YEro UCKMYNTL CepBep 13
AarnbHemnLwmnx onpocos

Mo3eonser YCTaHOBUTb NOCTOAHHOE CoeanHEHne (opransoBaTb NOCTOAHHYIO ac-
cou,mau,mo) KNMeHTa C yKa3aHHbIM yaaneHHbIM cepBepoM. I'Ip|/| 3TOM J1OKalnbHOE
BpeMdA MOXET ObITb CUHXPOHU3NPOBAHO C yaalieHHbIM CcepBepoM, HO y,D,aﬂeHHbIVl
cepBep HEe MOXET CUHXPOHU3NPOBATb CBOE BpeEMA C JTOKaJ1IbHbIM

server

YcTaHaBnmBaeTcs MOCTOSIHHOE coeduHeHue (accouuauusi) B CUMMETPUYHO-
aKTVBHOM peXuMe C yKa3aHHbIM yaaneHHOM CepBepoM (peer — CUMMETPUY-
peer HbIM). B JaHHOM pexnme nokanbHble Yackl MOTyT ObITb CUHXPOHU3NPOBaHbI C
yAaneHHbIM CUMMETPUYHBIM CEPBEPOM UMW yAArNEHHbIN CepBep MOXET CUHXPO-
HU3MPOBATLCA C NOKarbHbIMK Yacamm

broadcast OpraHusyeTcs NOCTOSIHHas LWMPOKOoBeLLaTenbHas accoumaums

OpraHunsyeTcsi MeXCETEBON PEXUM CUHXPOHM3ALMM C yKa3aHHbIM TpynnoBbIiM

manycastclient
agpecom

YKka3bIBa€eT, YTO JTIoKasbHbIN CepBep AOMKEH paboTaTb B KIMEHTCKOM pPeXMME C
vmanycast yOaneHHbIMU cepBepamMu, KOTopble 0OHapyXmMBaroTCcAa B npoLecce paboTbl nNpu
MOMOLLM LUMPOKOBELLATENbHbIX/MEXCETEBbLIX COOBLLEHMN

OnuncaHune napamMmeTpoB KOMaHA npmuBeneHoO B Tabnuue .

Tabnuua 25
MapameTp OnmcaHune
autoke Bce oTcbinaemble cooOLEHUS BKOYAKOT NONs ayTeHTUdmKaumm,
Y 3alMLLEHHbIE B aBTOMATUYECKOM pexnme
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OkoHyaHue mabnuuei 25

MapameTp Onuncanue

Bce otnpasnsemble N NpyHUMaeMble MakeTbl BKNHOYAOT Mons
ayTeHTUrKaumm, 3allmeHHble NpyM NoOMOoLM KpunTtorpaduye-
key <umsa_xinoua> CKOrO KItoya € 3aaHHbIM MAEHTUUKATOPOM, 3HAYEHNS KOTOPOro
coctaBnaT oT 1 o 65534. o ymonyaHuio nons ayTeHTUdumka-
LN He UCMOoNb3yTCA

MuHMManbHLIA U MakCcMManbHbIA MHTEPBanbl OnNpoca B cekyHaax.
3HayeHne napamMmeTpa paBHO CTEMEHW B KOTOPYH Heobxoaumo
minpoll <uHTepBasl_BpeMeHu>,| BO3BECTM OBOWKY ANS nonyveHne TpebyemMoro saHa4yeHuUsl UHTep-
maxpoll <uHTepBasi_BpeMeHW> | Bana BpemeHu. MameHsetca B npegenax ot 4 (16 ¢) po 17 (36,4
4). Mo ymonyaHumio minpoll 6 (64 c), maxpoll 10 (1024 c).
[encTeuTenbHbl TONMLKO A9 KOMaHA server U peer

YKasbIBa€eT, 4UTo cepBep ncnonb3yeTcA TONbKO B AEMOHCTPATUBHbIX

noselect
Lensax

prefer OTtmevaer, yTo cepBep ABndAeTcA npeanovYTUTeribHbIM

YkasblBaeT BpeEMA XN3HU NMaKeTa. |/|CI'IOJ'Ib3yeTCF| TOJTbKO B LLUNPO-

ttl <Bpewms>
KoBellaTeNmbHOM N MeXCeTeBOM pexnmax

YkasblBaeT BEPCUIO NMPOTOKONa oTnpaenseMbix naketoB. MoxeT
version <HOMEpP_ BEepCHN> npuHUMaThb 3HadeHne ot 1 go 4. 3HayeHue No ymonyaHuwo 4.
[encteuteneH Ans KOMaHg server, peer U broadcast

[MonHoe onucaHne HacTpoeK KOHPUrypaunoHHoro gpamna OCTYNHO B man ntp.conf.

6.7.1.4. Hactponka ayteHTUpuKauum

HacTtponka ayteHTUpmnKaLmm ocyLLEeCTBISETCHA C NOMOLLbIO KOH(UIypaunoHHoro davna
/etc/ntp.conf C ncnonb3oBaHMEM LOMOMHUTENbHbLIX MapamMeTpoB KOMaHL peer, server,
broadcast Mmulticast:

- autokey [logsec] — yKa3biBaeT MHTepBarbl B CEKyHOaX MeXay reHepaunsmMm HOBOro

Kntoya;

- controlkey key — yKasblBaeT MAEHTUUKATOP KITto4a 45151 UCMONb30BaHNA KOMaHO0W

ntpq;

- keys keyfile — yKkasblBaeT MECTOHaxXOXAeHWe hanna, XpaHsLwero Kryn u nx naeH-

TUUKaTopbl, UCNonNbdyemble KoMaHgamu ntpd, ntpg U ntpdc. [laHHaa KomaHaa 3KBU-

BasneHTHa MUCNoSb30BaHUIO napameTpa —k KOMaHLHOW CTPOKWU;

- keysdir <myTws> — yKasblBaeT MyTb K Katanory, XpaHsawemy Knodn. 3HavyeHne no

ymon4yaHuio /usr/local/etc/;

- trustedkey key [...] — yKasblBaeT UOAEHTUUKATOPbLI KNOYEN, KOTOPbIE SBMAIOTCS

AOBEpPEHHbIMU N9 ayTEHTUUKALUU C CUMMETPUYHBIM KIHOYOM.

[na co3ganunsa Knoden ncnonbdyetcs komaHaa ntp-keygen. [1na 3anycka Heobxoammo
UMeTb npasa cynepnonb3oBartens. [1pun 3anycke oHa reHepupyeT HOBbIE KIHo4YM U 3anucbiBaeT ux

B COOTBETCTBYHOLLME dhannbl.
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6.7.1.5. ntpd
[emMoH ntpd obecnevmBaeT paboTy cryX0bl ntp B POHOBOM pexume. 3arnyckaetcsa npu

3anycke cnyxbbl ntp UM ncnonHseMmbiM annom /usr/sbin/ntpd. OnucaHne gemoHa ntpd

OOCTYMNMHO B man ntpd.

6.7.1

.6. ntpq

KomaHga ntpqg NPUMEHAETCHA ANA KOHTPOMA COCTOAHUA CJ'Iy)K6bI ntp. Komanga nosy-

4YyaeT CoCToAHne CJ'Iy)K6bI C NnoMOLWbO CTaHAAPTHbLIX 3anpoCoB U BbIBOAUT CBOAKY. Takxke MoXeT

nony4yatb " BbIBOOUTb CMNCOK CEPBEPOB.
MoxeT 6bITb 3anyueHa Kak B UHTEPAKTUBHOM pexXnme, Tak h ¢ UCnosib3oBaHMEM KOMaHO-

HOW CTPOKMN.

KomaHga nmeer cne,u,yromvn?l CUHTaKCUC:

ntpg [-ip]

MapameTpbl KOMaHAHON CTPOKM NpuBeAeHbl B Tabnuue [26]

[-c komanpa] [xocT] [...]

Tabnuuya 26
MapameTp Onucanune
-4 dopcupoBaHme paspeLleHns JOMEHHbLIX MMEH B MPOCTPAHCTBO MMeH npoTtokona IP Bepcum 4
-6 Mcnonb3oBaHne NpocTpaHcTBa MMeH npoTokona IP Bepcumn 6
-d OTnagoyHbI peXnm
-i dopcupoBaHe MHTepaKTUBHOMO pexunma. KomaHabl NpUHUMAaloTCA Co CTaHA4apTHOro Bbixoaa
-p BbIBOA BCEX N3BECTHLIX COCEQHUX CEPBEPOB

BbiBoa koMaHabl ntpg -p NPy HOpPManbHO paboTatoLLlen crnyxoe:

remote refid st t when poll reach delay offset Jjitter
0.ru.pool.ntp.o .POOL. 16 p - 64 0 0.000 0.000 0.000
l.ru.pool.ntp.o .POOL. 16 p - 64 0 0.000 0.000 0.000
2.ru.pool.ntp.o .POOL. 16 p - 64 0 0.000 0.000 0.000
3.ru.pool.ntp.o .POOL. 16 p - 64 0 0.000 0.000 0.000
127.127.1.0 .LOCL. 10 1 1101 64 0 0.000 0.000 0.000
+185.209.85.222 195.91.239.8 2 u 20 64 377 10.631 0.690 0.355
*195.91.239.8 .PPS. lu 19 64 377 1.256 0.081 0.065
+192.36.143.130 .PPS. 1u 18 64 377 19.755 0.129 0.330
-37.193.156.169 80.242.83.227 2 u 12 64 377 44 .877 -0.832 2.427

2 u 7 64 377 3.118 0.241 0.140

-95.165.138.248 89.109.251.24

B pesynbraTtax BblBoga kOMaHAbl ntpg -p:

1) nepBbIN CUMBON B CTPOKE:

a) «*» — BblOpaHHbIN AN CUHXPOHM3ALMKN CePBEP BPEMEHMU;
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6) «+» — HOBbIN CEPBEP BPEMEHMU, AOCTYMHbIN AN CUHXPOHU3aLWK;

B) «0» — PPS-UCTOYHUK (MCTOYHUK CEKYHOHbIX UMMYNbCOB);

r) «npoben» — HepaboTaloOLNN UCTOYHUK;

A) «—» — He peKoOMeHAO0BaHHbIN AN CUHXPOHM3aLNN CEPBEP;

€) «X» — He OOCTYMHbIN ONA CUHXPOHU3aLMM cepBep;
2) remote — agpec ONpOLLUEHHOro cepBepa BPEMEHM;
3) refid — MCTOYHMK CUTHANOB BPEMEHMU, C KOTOPbIM CUHXPOHU3NPYETCS OMPOLUEHHbIN
cepBep. MoxeT GbITb Apyron cepeep U annapaTtHble Yacel (PPS);
4) st — ypoBeHb (stratum) cepsepa;
5) t — T1n cepBepa (u — unucast, m — multicast, 1 — local, p — pool u 1.4.);
6) when — BpewMms, npollefwee c nocnegHerh CUHXpoHM3auumn (nocrnegHero oTeBeTa
cepBepa), B CEKyHAax, €CNn He YKa3aHO UHOE;
7) poll — nHTepBan onpoca (4BOVYHbLIN Nnorapndgm neproga onpoca B cekyHaax);
8) reach — BocbMepu4yHOe 3HaveHne gocTtynHocTu. OTpaxkaeT AOCTYMNHOCTL cepBepa
npu nocnegHnx BocbMu onpocax, npyn 100% [ocTtynHoOCTM npoxoanT 3Hadvenus 0, 1, 3, 7,
17,37,77, 177, 377 v panee ocTtaTcs paBHbIM 377,
9) delay — 3agepxka oTBeTa (BpeMsa Mexay OTnpaBKoW 3anpoca 1 noryvyeHmeM OTBeTa);
10) offset — cMeLleHne BPEMEHN OTHOCUTENBbHO NOKaNbHOro CepBepa;
11) jitter — gucnepcus (pasbpoc) BpeMEHN NPOXOXOEHUSA NAKeToOB npu obmeHe ¢
cepBepomM.
MHTepaKTMBHbIE KOMaHAbI

MHTepaKTVIBHaﬂ KOMaHga COCTOUT U3 KOMaHOHOIo crnoBa U crneaywumx 3a HMM napa-

MeTPOB (BO3MOXHO Ucnonb3oBaHue oT 0 0o 4 napaMeTpoB). Pe3ynbraTt BbINOMHEHUST KOMaHAbI

HanpaBnseTCs Ha CTaHAApTHbIN BbIBOA (stdout) n moxeT 6bITb 3anucaH B hann, ncnonbays

> <wumsi_Qanna>. CNNCOK MHTEPaKTMBHBLIX KOMaH NpuBedeH B Tabnuue [27]

Tabnwunua 27

Komanga

OnucaHne

? [<kxoMaHOHOE_ CJIOBO>]
helpl [<xOMaHOHOE CJIOBO>]

Ecnu 3apgaH napameTp ?, GyaeT BbigaHa MHGOPMaUus 0 BO3-
MOXXHOM MCMOSb30BaHWUN AaHHON KoMaHapbl

addvars <umsi_TIepeMeHHOMN>

[anHble, nepenasaemMble npotokonnoM NTP, cogepxar psag cyLu-
HOCTEN BMAA <uMs_mepeMeHHON>=<a3Haueunwe>. KomaHaa

[ = <3Hauenwe>] [...] rmvars | ntpg NOOAEPXMBAET BHYTPEHHUN CMUCOK, B KOTOPOM AaHHbIE
<uMsi_nepeMeHHON> [...] BCTPauBalOTCH B KOHTPOSbHbIE coobLeHuns. KomaHaa addvars
clearvars nobaBnsaeT NnepeMeHHble B CMUCOK, rmvars yganseTr nepemeH-
Hble U3 cnucka, clearvars NOMHOCTbIO OYULLIAET CNUCOK
cooked MossonsieT npeobpasoBaTth BbIBOA NEePEMEHHbIX U UX 3HAYEeHUS

B yAOOHbIN AN nonb3oBatens Bug,
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Komanpa

OnucaHne

debug more | less | off

[Mo3BoNSAET BKNOUYNTL/BBLIKNIOYNTD BHYTPEHHIOK KOMaHA4y 3anpo-
coB

delay <MUIIJIMCEKYHORD>

YKa3sblBaeT BpEMEHHLIN MHTepBan Anis 400aBNeHUs K BpPEMEH-
HOWN OTMeTKe (timestamp), KOTOpas BKMAOYAETCs B 3anpochl,
TpebytoLwme ayTeHTUdUKaUMmM. ITo UCMOMb3YeTCA A5 BO3MOX-
HOCTM U3MEHEHNSA HAaCTPOEK cepBepa

host <ums_xocra>

YcTaHaBnMBaeT MMsSl XOCTa, K KOTOPpOMY ByayT oTcbinarbes no-
cneqyolme 3anpochi

hostnames [yes | no]

Ecnu ykasbiBaeTcs yes, JOMEHHbIE UMEHA XOCTOB BbIBOAATCS
Ha TepMuHan. VMIHaye BbIBOASATCS Ha TEPMUHAN YUCHEHHbIE
agpeca. 3HavyeHune Nno YMOM4YaHUK yes

keyid <upenTuduxaTop_Kiunoua>

Mo3BonsieT ykasaTb HOMep Krtoya Ans UCMoNb30BaHUs ero B
3anpocax, TpebyrLmnx ayTeHTUdpUKaLmo

ntpversion 1 | 2 | 3 | 4

Ycranasnusaet HoMmep Bepcun NTP. Mo ymonyaHuio ncnonbsay-
eTCcsi NPOTOKOIN Bepcun 6

3ananJV|BaeT naporib, KOTOprI7I 6yqu MCMnoJib3oBaTbCA B 3a-

passwd
npocax, TpedyoLwmx ayTeHTUdMKaLmMm
quit Bbixoq 13 MHTEPaKTMBHOMO pexuma ntpqg
raw 3acTaBnsieT BbIBOAUTb pe3yribraThl 3anpoCcoB KOMaHAbl, Kak

OyATO OHM NPULLNK OT yAaneHHoro cepeepa

timeout <muINIMCEeKyHOE>

YcTaHaBnuBaeT BPEMEHHOW MHTEpBan 3anpoCcoB CepBepam.
3HaueHne no ymon4yaxumo 5000 mc

KomaHAbl KOHTPONbHbLIX COOOLLEeHUN

Kaxpas accouynaums (MOCTOSIHHOE COeuHEHNE), N3BECTHas cepBepy eAuHOro Bpeme-
HU, MeeT 16-6UTHbIN LenovncneHHbln ngeHtTudukatop. Accounauma ¢ ngeHtndpukatopom 0 —
ornpegenseT CUCTEMHbIE NEPEMEHHbIE, YbM UMEHA JieXaT BHE JI0KanbHOro NpoCTpaHCTBa MMEH.

KomaHabl KOHTPOMNbHbIX COOBLLEHMIA NpVBEAEHBI B Tabnuue [28]

Tabnuuya 28
Komanpa OnucaHue
IMony4yeHne 1 BLIBOA CrMcKa NOEHTMGUKATOPOB accoumnauun
associations Tekyllee COCTosiHue cocegHux cepepoB. CNMCOK BbIBOOUTCS

B BAe KOJTOHOK

3anpoc Ha nepeMeHHble CEpPBEPHbIX YacoB. Ha AaHHbIN 3anpoc

[variable name
OTBeYaloT cepBepbl, UMeloLL e BHELLHUE UCTOYHUKN CUHXPOHU-

cv [assocID]

= value [... ...
[ [ 1T ] 3auUnn BpeEMEHH
L. Mony4aeT u BbIBOAUT CMMCOK NOEHTU(MKATOPOB accoLmaLmi n
lassociations
coceHNX CepBepPOB (peer), C KOTOPbIMK ObLLIAeTCs cepBep
L BbiBoOUT cBegeHms o Bcex accoumaumsax s KampoBaHHOIO
lpassociations A A Hau P

cnncka
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OkoHyaHue mabnuuei 28

Komanpa OnucaHwune

peers MonyyeHne TeKyLLEro Cnmcka coceaHUX cepBepoB (peer)

6.7.1.7. ntpdate

KomaHpa ntpdate npumeHsieTcs ans npoBepku paboTbl cepBepa BPEMEHU U KOPPEKLMN
nokKasaHuin BpEMEHM.

ﬂ,OJ'I)KHa ObITb 3anylieHa ¢ npaBamMu root. Bo3amoxkeH 3anyckK Kak 13 KOMaHLI,HOVI CTPOKM
(pr‘-IHyI-O), TaK U N3 CTapToBOIro cueHapud, BbINOJIHAEMOrO Nnpu 3arpys3ke OC. Bo3moxHO BbINon-
HeHue ntpdate NO pacnuUcaHuo U3 cueHapusa cron ANS Nepnogmyeckon KoppekLmn BpeMeEHM.

[N yCTaHOBKW MHCTPYMEHTA BbINOSTHATL KOMaHAY:
sudo apt install ntpdate

KomaHp,a nMveet CJ'IGLWPOLLWIVI CUHTaKCWUC:
ntpdate [ -nmapameTpr] [ server ]

OCHoBHble NapameTpbl KOMaHAHOW CTPOKW NpuBEAEHbI B Tabnuue [29]

Tabnunua 29

MapameTp Onuncanune

2 <Komou> PaspelueHne ayTeHTMdMKALMN 1 yKasaHWe Krova Ans ncnornb3osaHus. o ymonyaHumio
ayTeHTudmKauma oTKIoYeHa

d lMpoBepka 4OCTYMHOCTM CepBepa BPEMEHW 3anpocoM BpeMeHn ¢ nogpobHon anarHo-
CTUKOM 6e3 KoppeKLnn NoKasaHUN NoKanbHbIX YacoB
lMpoBepka OCTYMHOCTU cepBepa BpeMEHU 3anpocoM BpemeHn 6e3 koppekLumn nokasa-

d HWI NOKarnbHbIX YacoB
MpeanuceiBaeT UCnosnb3oBaThb A4 3anpoca BpemMeHu IP-nopT, oTnndHbin ot 123. o

a yMOnyaHuio ntpdate ucnonbayet TOT Xe IP-nopT (123) 4TO0 M AEMOH ntpd, U, ecnu
cnyxba ntp 3anyuieHa, To ntpdate nNpu 3anycke BblAACT OLWNOKY, YTO NOPT 3aHAT.
Takxke IP-nopT 123 MoxeT ObITb 3aKpbIT Ans obecneyveHnss 6e3onacHoOCTm
MpuHyoMTenbHOe nolwiaroBas KOPPEKUMst BPEMEHM C MOMOLLBbI0 Bbi3oBa OYHKLMMK

-b settimeofday (). NapameTp cnegyeT Ucnonb30BaTh Npu BbI30BE U3 (harina 3anycka

BO BpeMS HayanbHOW 3arpy3ku

Hanpl/lmep, ana ocyuiecrteneHune I'IGpI/IOJJ,I/I‘-IGCKOVI KoppeKunn spemMmeHun BbINOJIHUTb KOMaH-
ay:
ntpdate -ubv 0.ru.pool.ntp.org

6.7.1.8. ntptrace

KomaHga ntptrace NO3BOMSET, NPOXOAS MO LEenoyke cepBepoB, onpenennTb MCTOYHUK
TOYHOIo BpEMEHMN. CnenyeT Y4YUTbIBATb, YTO CepBepbl N3 LUENO4YKN HEe 065a3aHbl oTBe4YaTb Ha
3anpocsbl LlaHHOIZ KOMaHAbl.

KomaHga ntptrace nmeet cnegyrowmin CUHTaKCUC:

ntptrace [ -<napametrp> [<3HaueHue>] ]... [<cepBep>]
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Ecnu Ha Bxog kOMaHAe He NoCcTynaeT HUKaKUX apryMeHTOB, TO HavyanoMm noucka byaet
nokarnbHbIN cepeep.

MapameTpbl KOMaHAHOM CTPOKM NpuBedeHbl B Tabnuue [30]

Ta6nuuya 30
MapameTp OnucaHune
n B pesynbratax 3anpoca BMecTo JOMEHHbIX MMEH CepBepOB BblgatoTcs ux IP-agpeca.
HaHHbIn napameTp ygobeH, korga B cetn otcyTcTByeT DNS
o YcTaHOBKa MakCumarnbHOro KonmyecTea CepBEpPOB B Lienoyke. 3HayeHne no ymonya-
Huo 99
-r YcTaHoBKa eQNHMYHOro yaaneHHoro cepeepa

6.7.1.9. MeToAbl CUHXPOHU3ALMUN CUCTEMHbIX YacoB

Cuctema eanHOro BpeMeHW npegycmaTpuBaeT ABa MexaHu3Ma AN CUHXPOHU3auumu
CUCTEMHbIX YacoB C APYrMMU y3riaMn B CETMU.

KomaHaa ntpdate, BbINOMHsAEMasa ¢ napameTpom —b, onpalumBaeT, Kak MUHUMYM, OOWH
cepBep eanHOro BpeMeHu, 3aTeM CUHXPOHU3UPYET CUCTEMHbIE Yackl ¢ Hanbonee ToYHbIM. Beinon-
HAeTcHa Tonbko Npu 3anycke OC Ao 3anycka NpUnoXeHun.

lMocne nepBoHa4YanbHON CUHXPOHMU3ALMM CUCTEMHBIX YaCOB KOMaHAoM ntpdate BO Bpems
3arpy3km OC cnyx6a ntp NOCTOAHHO paboTaeT B (POHOBOM pexume, nepnoanyeckn onpalumsas
cepBepbl cnyx6bl eAnHOro BpeMeHu, 3agaHHble B /etc/ntp.conf, N N0 Mepe Heo6XoaAMMOCTH
KOppPEKTUPYET CUCTEMHbIE Yachl. [JaHHbIe HE3HAYUTENbHbIE KOPPEKTUPOBKM BO BPEMEHW OOSMKHbI
ObITb HE3aMETHbLIMU ANA NpUNoXxeHUn. OTKNOHEHNE BPEMEHN KNIMEHTa OT BPEMEHEM cepBepa 3a-
nuceiBaeTcs B pann norpewHoctn driftfile. C Te4eHMeM BpeMeHU ntp NOCTENEHHO CHMXaET
3TO OTKITOHEHWE N, COOTBETCTBEHHO, CHWXXAETCS YacToTa onpoca CepBepoB.

6.7.1.10. CMHXpOHM3aLusa BpeMeHU B BUPTyaribHOW cpeae

CUWHXPOHHOCTb NOKa3aHW BPEMEHU Ha B3aUMOAENCTBYIOLMX KOMMbOTEPAX — OAHO U3
BaXXHENLLMX TpeboBaHMN KOPPEKTHOW paboTbl B AOMeHe. HapylleHne CUMHXPOHHOCTU Bpeme-
HW MOXeT BeCTU K HEBO3MOXHOCTM BXo4a B AOMEH, owubkam pennvkaumm AaHHbIX, notepe
MHdopMaLuu.

B cnyyae ecnun Ha kOMMblOTEPE NPUHATHI HACTPOWKU BPEMEHMU MO YMOMYaHUIo, TO BpeMS,
Nnofny4YeHHoe OT cepBepa BPEMEHU, MOXET OTIIMYAETCHA OT NOKa3aHUM BHYTPEHHUX YaCOB KOMIMbHO-
Tepa bornee, YeM Ha TbICAYY CeKyHA, Y4TO cumTaeTcs hatanbHoOM ownbKon. Takoe pacxoxgeHue
BPEMEHN aBTOMATUYECKMN HE KOPPEKTUPYETCH N TpebyeT pyyHon Koppekuun. Cuctembl BUPTYanu-
3auun cnocobHbl CaMOCTOATENBHO CUHXPOHU3UPOBATL BPEMS BUPTYarnbHbIX MaLlUMH, HO BO3MOXHa
cuTyauusi, Korga B BOCCTAHOBSIEHHOM U3 ONUTENBLHOIO «CHa» obpase BMPTyarbHOW MalUUHbI
BpeMsi aBTOMaTUYECKN CUHXPOHU3MPOBaTbCSA He ByaeT n3-3a CrnWKOM BOMbLLIOro pacxoXaeHus.
[nsi BOCCTaHOBNEHUS aBTOMaTUYECKON CUHXPOHMU3aL MM BpeMEHN crneayeT OCTaHOBUTbL CRyX0Oy
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CUHXPOHN3aLNN BPEMEHN, MPOBECTU NPUHYOUTENBHYIO CUHXPOHM3ALMIO N NOBTOPHO 3anyCTUTb
cnyxoy:

service ntp stop

ntpdate -bv <IP_anpec_cepBepa_BpeMeHN>

service ntp start

6.7.2. Cnyx6a timesyncd

Cnyxb6a timesyncd He npeacTaBneHa oTAenbHbIMU NakeTaMn, ycTaHaBNMBaEeTCs aB-
ToMaTuyeckm npu yctaHoske OC, npu 3TOM aBTOMaTUYECKUIA 3anyck cny>6bl npu 3arpy3ke OC
OTKITHOYEH.

MpenHasHayeHa Ons MCNOMb30BaHUA B POfM KNMEHTa U HE MOXET BbICTYNaTb CEPBEPOM
TOYHOrO BPEMEHM.

MopnepxmMBaeT TONbKO YNPOLLEHHbIN MPOTOKON Nepeaayn BpeMeEHN.

6.7.2.1. HacTpouka

[Ons ncnonb3oBaHna timesyncd HEOOXOAMMO MOMHOCTbI yAanuTb CyXObl ntp u
chronyd (ecnu oHu 6bINiM YCTaHOBMEHDI), pa3peLllnTb aBTOMaTUYECKMIA 3amnyCcK U 3anyCTUTb
cnyx0by timesyncd:
apt purge ntp chrony
systemctl enable systemd-timesyncd
systemctl start systemd-timesyncd

BHUMAHMUE! timesyncd HemeasieHHO 3aBepLluaeT cBot paboTty 6e3 coobuieHun ob
ownbke, ecnm obHapYXUT Ha KOMMbIOTEpE:

- YCTaHOBMEHHYI0 crnyx0y ntp (gake He3anyLleHHYHo);

- YCTaHOBMEHHYH cny0y chronyd (gaxe He3anyLleHHY);

- ONA BUPTYyanbHbIX MalLMH — YCTaHOBMEHHbIe rocTeBble gononHeHns Oracle Virtual Box.
3anucb o0 3aBepweHun paboTbl timesyncd OygeT BHeceHa B CUCTEMHBLIN  XKypHarn
/var/log/syslog.

CocTosiHMe cny>0bl MOXXHO NMPOBEPUTL KOMaHAOM
systemctl status systemd-timesyncd
I KOMaHOo0m:

timedatectl status

Mpumep

BbiBOA KOMaHabl timedatectl status
Local time: Cp 2018-12-26 11:08:12 MSK
Universal time: Cp 2018-12-26 08:08:12 UTC
RTC time: Cp 2018-12-26 08:08:12

Time zone: Europe/Moscow (MSK, +0300)
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Network time on: yes
NTP synchronized: yes

RTC in local TZ: no

ABTOMAaTMYECKMI 3anycK CIy>XObl OTKITOHaeTCa KOMaHOo0MN:
timedatectl set-ntp false
6.7.2.2. BbiGop cepBepoB BpeMeHHU
Cnyxb6a timesyncd No yMOM4YaHUIO HAcTpoeHa Ans paboTbl ¢ HABOPOM POCCUNCKUX

cepBepoB BpeMeHu (cM. hann /etc/systemd/timesyncd. conf):

ntp1.vniiftri.ru

0.ru.pool.ntp.org

1.ru.pool.ntp.org

2.ru.pool.ntp.org

3.ru.pool.ntp.org

JononHutenbHo cnyxba timesyncd nony4yaeT MMeHa CepBepPOB BPEMEHU OT CRyX-
Obl systemd-networkd, e€cnM B KOHMUrypauuoHHbIX dhannax 3Tonm cnyxbbl (katano-
T /1lib/systemd/network/, /run/systemd/network/, /etc/systemd/network/ nnu
(ann /1ib/) ykasaHbl cepBepbl egMHOro BpeMeEHU, NpuUBA3aHHbIe K CETEBbIM MHTepdencam.

Bonee nogpobHaa wHopmauma o cnyxbe systemd-networkd npuBegeHa B
man systemd.network.

[lononHuTenbHbIE N pe3epBHbLIE CeEPBEPbLI MOrYT ObITb yKa3aHbl B COOCTBEHHbLIX KOHApUrY-
pauMOHHbIX hannax cnyxbbl timesyncd:

1) /etc/systemd/timesyncd.conf

2) /etc/systemd/timesyncd.conf.d/*.conf;

3) /run/systemd/timesyncd.conf.d/*.conf;

4) /usr/lib/systemd/timesyncd.conf.d/*.conf.

OcHoBHble NapamMeTpbl B KOHUrypaumoHHoMm canne:

1) NTP= — pasgeneHHbi npobenamm OCHOBHOWM CMUCOK MMEH CEPBEPOB €4UMHOMo Bpe-

mMeHn. OBbeanHAETCA CO CMUCKOM MOSTyYEHHbIX OT CryXbbl systemd-networkd. o

YMOSYaHUIO CMIMCOK MYCTOW U UCMONb3YTCA pe3epBHbIE CePBEpPhI, YKa3daHHbIe B NapaMeT-

pe FallbackNTP=;

2) FallbackNTP= — pasgeneHHblin npobenamm Crnnucok MMeH pe3epBHbIX CEpPBEpOB

€MHOro BpeEMEH!;

3) timesyncd — nepebupaeTt no odepean Bce cepBepbl U3 OCHOBHOIO Cnucka u, ecnu

He yaanocb CBA3aTbCsA HN C O4HMM U3 CepBepOB, obpallaeTcs K cepBepamM 13 pe3epBHOro

CMncKa.
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B cTaHgapTHOM KOHUrypaumMoHHOM dhanne 3Ha4YeHUsa napameTpoB, MPUHATbIE MO YMOS-
YaHUIO, YKasaHbl B BUOe KOMMEHTapUEB.
ABTOMaTMYECKMI 3anycK Cny>X0bl OTKIOYaeTCs KOMaHOoMN:

timedatectl set-ntp false

6.7.3. Cnyx6a chronyd

Cnyx6a TO4YHOro BpeMeHn pekoMeHAOBaHHasi K NPUMEHEHNI0 BMECTO CNyXbbl ntp. Cnyx-
6a chronyd nmeeT psag npenmyLLecTs nepeq ntp, B YaCTHOCTH:

- He npekpallaet paboTy, 0bHapyXMB CMULLKOM DOrbLIOE OTKMOHEHWE BPEMEHN, a NbiTa-

eTCsl BbINOMHUTb KOPPEKLINIO BPEMEHMN;

- ObICTpee BbIMOSHAET CUHXPOHN3ALNIO;

- pabotaert, ecnv nopT 123 3aKpbIT ANA NCXOOALLMX 3aNpPOCOB.

6.7.3.1. YcTaHOBKa

Mpun yctaHoBke OC nakeT chrony MO yMOSYaHUIO HE YCTAHABNMBAETCHA U MOXET ObITb
YCTaHOBIIEH crneaytoLwen komaHgomn (npyu atom ByaeT yaaneH yctaHaBnNmBaeMbli MO YMONYaHUIO
nakeT ntp):
apt install chrony

BHUMAHMUE! lNpu yctaHoBKe KOHTponnepa gomeHa FreelPA naket chrony 6yaet ycTa-
HOBIEH aBTOMaTM4ecKkun, Npyn 3TOM aBToMaTUyeckn Byaert yaaneH naket ntp.

6.7.3.2. HacTpownka

B pexume knueHTa cnyx6a chronyd MOXET 3anyckaTbCa C HACTPOMKaMMN NO YMOSYaHMIO
6e3 KoHGUrypaumnmoHHoro danna.

[na oononHMTENbHOM HACTPOMKK, a TakKe ANa HAaCTPOMKKN paboTbl Criy0bbl B pexxume cep-
Bepa HeobxoaMMo co3aaTb KOHPUIYPaUMOHHbIN hann ¢ uMeHeM /etc/chrony/chrony.conf.
[Mprymepbl KOHPUIYPaLMOHHBIX (hannoB HAaXOASATCA B KaTanore /etc/chrony.

[Onsa paboTtbl cnyx6bl chronyd Kak cepBep BpeMeHu (T.e. oTBevana gpyrum KrnmeHTam
Ha 3anpockbl), He0BXoaMMO B KOHGUrypaumoHHOM dharne 0obaBuTb CTPOKY C paspeLlueHNSaMU.
Hanpumep, paspelwmnTtb BCEM:
allow
3atem nepesanyctutb cryxoy:
systemctl restart chronyd

Bonee nogpobHyo uHGOpPMaUMIO O  KOHUrypaumMoHHOM dhanne CcmM. B

man chrony.conf.

6.7.4. Cnyx6a BpemeHU BbicOKOM ToyHocTU PTP
Cnyx6a BpeMeHu BbicOKOW To4HOCTM PTP BKkntovaeT cneayowme criyxobi:
- ptp4l — cnyx0ba NpoToKoSla BPEMEHU BbLICOKOW TOYHOCTM, peanuayowasi pabo-

Ty MO NPOTOKOSY BPEMEHWU BbICOKOW TOYHOCTM PTP B COOTBETCTBUM CO CTaHOAPTOM
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IEEE 1588. ToyHOCTb MpOTOKOMa 3aBMCUT OT crnocoba yCTaHOBKM OTMETOK BPEMEHMU

(time stamping) B naketax |IEEE 1588. [Npu nporpammMHOM MeTOoAe YCTaHOBKM OTMETOK

BpeMeHun obecneymBaeTcs TOYHOCTb 1-100 MUKpPOCEKYH, HAa TOMHOCTb BNUSIOT Npepbl-

BaHWs, 3arpy3ka npoueccopa 1 nHble dakTopbl. AnnapaTtHas nogaepkka obecnevmBaet

TOYHOCTb 40 €AUHUL, MUKPOCEKYHA;

- phc2sys — cnyxba CUMHXPOHM3aLUUKN Yacos;

- timemaster — cnyxb6a KoopanHaumm, obecneyvmBaioLLast COBMECTHYHO paboTy Cnyxobbl

BPEMEHU ntp M Cry>Obl BDEMEHWN BbICOKOM TOYHOCTU ptp.

6.7.4.1. NMpoBepka o60pyaoBaHUA

Cnyx6a BpeMeHu BbICOKOW TOMHOCTU OPUEHTUPOBAHA Ha UCMONb30BaHWe annapaTHbIX
CPeACTB TOYHOIrO BPEMEHMW, B YAaCTHOCTW, annapaTHbIX BO3MOXHOCTEN CETEBbLIX KapT (annapaTtHble
OTMETKN BPEMEHMN).

Cny0y BpeMeHM BbICOKOW TOYHOCTM MOXHO HACTPOUTb 1 MCNOSb30BaTh 6€3 CeTeBbIX KapT,
noagepKuBaroLLmMx annapaTHble BO3MOXHOCTU, HO 3TO MOBMIEYET CHMXEHME TOYHOCTU. HacTponka
NCnonb30BaHNA CETEBbLIX KapT 6e3 annapaTHON NoAAePXKKM OTMETOK BpeMeHu npmeeaeHa B(6.7.4.3.

MpoBepuTb, NOAAEPXKMBAET NN CceTEBAdA KapTa annapaTtHble OTMETKU BPEMEHW, MOXHO
N3 KOMaHOHOW CTPOKM C MOMOLLbI KOMaHAbl ethtool. [na 3Toro B cucteme Heobxoammo
YCTaHOBWUTb NAKeT ethtool, €Cniv OH He ObiN yCTaHOBIEH paHee, KOMaHOOoMN:
apt install ethtool
3aTeM BbINOSIHUTb NPOBEPKY:
ethtool -T ethO

6.7.4.2. YcTaHOBKa

Cnyx6a BpemMeHn BbICOKOM TOMHOCTU PTP ycTtaHaBnmBaeTcsa n3 naketa linuxptp KO-
MaHOoMn:
apt install linuxptp

6.7.4.3. HacTponka cnyx6bl

HacTtpownka cnyx6b1 timemaster

HacTtponka cnyx6bl timemaster OCYLLECTBSETCA C NOMOLLbIO KOH(PUrypaLMOHHOMO
¢anna /etc/linuxptp/timemaster.conf.

Mogpo6HO napameTpbl HACTPOMKN ONUCaHbI B man timemaster.

BknroyeHue cnyx6bl AOMeHa TO4YHOro BpemeHu ptp_domain

[nsa BkntoyeHnsa cnyxobl ptp4l HEOBXOAMMO pacKOMMEHTUPOBATb B KOHUIYPaLNOHHOM

danne /etc/linuxptp/timemaster.conf cekumo [ptp_domain 0].

Mpumep
HacTponku gomeHa TOYHOro BpeMeHU, NCnosbayrowero nHtepdgenc etho

[ptp_domain 0]
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interfaces ethO

delay 10e-6

[lomeH To4HOro BpemeHu obcnyxmnBaetcs cnyxbon ptp4l. Hactpovika cny0Obl BbINOMHA-
eTca B cootBeTcTBUM C [6.7.4.3]

BknroyeHue n HacTpouka cnyxobl ntp

[nsa BknoyeHnsa cnyobl ntp B KOHUIypaUNOHHOM dhainne
/etc/linuxptp/timemaster.conf B cekuum [timemaster] HeobXxoaMMO ykasaTb OEMOH
ntpd BMecCTO cronyd:
[timemaster]
ntp_program ntpd

lMocne BHeCeHWs 3TUX U3MeHeHU cnyxba timemaster CMOXET 3anyckaTb 4EMOH ntpd
Nnoa CBOMM KOHTPONEM, CaMOCTOSTENbHbIN 3anyck AeMOHa ntpd cneayert OTKYNTD:

systemctl mask ntp
Hactpoika aBTomMaTuyeckoro 3anycka timemaster

Heobxoammo paspelumTb aBTOMaTUYECKUA 3anyck cnyxbbl timemaster npu ctapte OC:

systemctl enable timemaster

HacTtponka cnyx6bi ptpdl

HacTtponka cnyx0bl tp4l OCyLLECTBSETCA C MOMOLLbI KOH(UIypaunoHHoro gavna
/etc/linuxptp/ptp4l.conf.

Mpn ncnonb3oBaHun ceTeBbIX KapT 6e3 annapaTHOM NOAAEPXKM OTMETOK BPEMEHU, B
KOHUrypaLmMoHHOM pavne /etc/linuxptp/ptp4l.conf HEOBXOAMMO 3aMEHNTb annapaTHyto
nogaepXkKy time_stamping hardware Ha nporpaMMHyl time_ stamping software.

MogpobHoe onucaHne HacTpOeK KOHUrypaLmMoHHoro canna npMBegeHo B man pdp4l.

Hactpouka cnyx6bl phc2sys

Cnyx6a phc2sys He TpebyeT HacTpounkn. Ecnn B cucteme yctaHoBneHa ceTeBas KapTa,
noggepXusatowas annapatHble OTMETKN BPEMEHMU, KOTOPY HEOOXOANUMO CUHXPOHU3NPOBATL C
cucteMHbIMK Yacamu RTC, phc2sys 3anyckaeTcs aBToOMaTUYECKU C HY>XHbIMU napametpamu. MNpu
paboTe C ceTeBbIMM KapTaMu, HE NOAAEPXKUBAKOLLMMM annapaTHble OTMETKN BPeMEHMU, cry>kba
phc2sys He 3anyckaeTcs.

3anyck Bcex cnyx6

lMocne 3aBepLueHMst HACTPOMKKN 3amnyCcK BCeX Cry>KO OCyLLEeCTBNAETCA KOMaHAOMN:
systemctl start timemaster

Cnyxb6a timemaster 3anycTUT BCe OCTaslbHble CNyX0Obl.
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Mpumep
Pesynbrar BbiBOAA KOMaHAb! 3anpoca ctatyca paboTbl criy06bl Npy WTAaTHOM (PYHKLMOHK-
POBaHUN U HAaNU4YMM annapaTHOW NoaaepPKKM
systemctl status timemaster
? timemaster.service - Synchronize system clock to NTP and PTP time sources
Loaded: loaded (/lib/systemd/system/timemaster.service; disabled;
vendor preset: enabled)
Active: active (running) since Mon 2019-04-22 15:51:02 MSK; 2s ago
Docs: man:timemaster
Main PID: 2508 (timemaster)
Tasks: 5 (limit: 4608)
CGroup: /system.slice/timemaster.service
2508 /usr/sbin/timemaster -f /etc/linuxptp/timemaster.conf
2509 /usr/sbin/ntpd -u ntp:ntp -g -n -c /var/run/timemaster/ntp.conf
2510 /usr/sbin/ptp4l -1 5 -f /var/run/timemaster/ptp4l.0.conf -H -i ethO
2511 /usr/sbin/phc2sys -1 5 -a -r -R 1.00 -z /var/run/timemaster/
ptp4l.0.socket -n 0 -E ntpshm -M 0

6.7.4.4. HacTpomnka pexuma nHTeprnpeTaumm rnokasaHum annaparHbIX 4acoB

UTo06bl NCKNOYMTL NPOBNEMbI C KOPPEKUMEN BPEMEHN N CMEHON CE30HHOIO NOKarbHOro
BpEMEHU, peKoOMeHOyeTCa HacTpamBaTh annapaTHble Yackbl Ha BCEMUPHOE KOOPAMHUPOBaHHOE
Bpems (UTC). MNo ymonyaHunto OC HacTpoeHa Tak, YToObl NoOKa3aHus annapaTHbIX YacoB TPakTo-
Banucb kak spemsa UTC.

Pexum nHtepnpetauumn nokasaHuin annapatHbIX YAaCOB MOXET ObITb BKITHOYEH MPU yCTaHOB-
ke OC. lNocne yctaHoBkn OC pexum nHTepnpetTaunm nokasaHuim annapaTHbIX YacoB BKOYaeTcs
C nomMoLbto rpagundeckon ytunutbl £ly-admin-date nytemMm ycTtaHOBKM BO BKNnagke «[arta u
Bpems» cdnara «CuctemMmHble Yyacbl yctaHoBrneHbl Ha UTCy.

lNpoBepka NokaszaHU CUCTEMHOIO, NTOKasribHOro U annapaTHOro BpeMeHW BbIMOMNHAETCA
KOMaHOoMm:
timedatectl

Ecnn OC HacTpoeHa Tak, 4TO nokasaHus annapaTHbIX YacoB TPaKTYOTCA Kak NoKarbHoe
BpeMs, NPY BbINOMIHEHUM KOMaHAbl timadatectl ByaeT Bbl4aHO COOTBETCTBYOLLEE nNpeaynpe-
XoeHwve.

HacTtponka annapatHbix YacoB Ha Bpemst UTC ¢ ogHOBpEMEHHON CUHXPOHU3aUMNEN C
CUCTEMHbIM BPEMEHEM BbINOSTHAETCA KOMaHAOWN:
timedatectl set-local-rtc 0

[na HacTporkn ¢ 0OQHOBPEMEHHOMW CUHXPOHM3aLMen CUCTEMHOIO BpEMEHM MO NOoKa3aHUAM

yacoB RTC cneayeT ucnonb3oBaTtb napameTp —-adjust-system-clock.
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HacTponka annapaTHbIX YacoB Ha fnoKanbHOe BPeMS BbIMOMHAETCA KOMaHAOMN:

timedatectl set-local-rtc 1
6.8. NMporpammHbIN KoMMmyTaTop Open vSwitch

Open vSwitch (OVS) — nporpaMMHbIA MHOFOYPOBHEBLI KOMMYTaTOp ANA BUPTYanbHbIX
ceTen, obecneynBaroLmin arperaumio NOpToB, obHapyXXeHne neTenb, 3epKkanupoBaHne NMopTos,
cbop ctatucTukmn o Tpadmke Ha NetFlow-konnektop, nonauuto cetn ¢ nomowbio VLAN nytem
TermpoBaHus NOPTOB, a Takke PUNLTPaLMIO CETEBOIO Tpaduka 1 LLeHTpanM3oBaHHoe yrpaBneHus
nporpaMMHbIMKM KOMMYyTaTopamu ¢ noMoLLblo npotokosnia OpenFlow.

Apxutektypa OVS COCTOUT M3 TPEX OCHOBHbLIX KOMMNOHEHTOB: 6a3bl JAHHbIX, NPOrPaMMHOIO
KoOMMyTaTopa W ynpaenslroLlero KOHTponnepa. Ha kaxgom m3 domsmnyecknx ysnoB BMeCTe C
rmnepBM3opoM pacnosnarattcs cobctBeHHble B n kommyTaTop. B[l obecneymBaeT xpaHeHue
BCEW KOHpurypaLmm ceoero ysna: HacTpouku nHTepencos, Nnoptos, npasuna u gp. Kommyrtartop
nepegaet naketbl. PacnpegeneHHocte OVS gocturaeTcs ¢ NOMOLLBK KOHTponnepa.

KoMmyTaumsa nakeToB NPOMCXOAUT Ha YPOBHE aApa, Takke NoaaepXXmMBaeTcs KoMMyTauus
B NONb30BaTENbCKOM NPOCTPaHCTBE.

BHUMAHMUE! lNporpammHbii kommyTaTtop Open vSwitch He nogaepxuBaet knaccngu-
KaLUMOHHbIE METKN N HE MOXET MCMNONb30BaTbCA Npu BKto4YeHHOM B OC pexnme mMaHgaTHoro

ynpasneHunsa goctynom (MPL).

6.8.1. YcTaHOBKa
Ha kaxxgom yane, npegHasHa4yeHHOM 4115 BKIIOYEHUS B CETb, JOMMKEH OblTb YCTAHOBIEH

nakeT nporpaMMHoro kommyTatopa OVS. [Ins yCTaHOBKM BbINOMHUTL KOMaHAy:

sudo apt install openvswitch-switch

6.8.2. KoHdurypupoBaHme kommyTtaTtopa

KoHpurypaums Bcex kommytatopoB OVS 1 nopToB, a Takke HaCTPOMKN NOAAEPKUBAEMbIX
NPOTOKOSOB XpaHATCcA B cobcTBeHHON 6ase aaHHbIX OVS (OVSDB). B ctaHaapTHON KOHGUrypauum
B OVSDB cywecTsytoT cnegytouine tabnumubi:

- Open_vSwitch;

- Bridge;

- Port;

- Interface;

- Flow_Table;

- QoS;

- Mirror;

- Controller;

- Manager;
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NetFlow;
SSL;
sFlow;
IPFIX;

Flow_Sample_Collector_Set.

Mocne yctaHoBkn OVS noyTtn Bce Tabnumubl NyCThl, Tak Kak KOHUrypawums OTCyTCTBYET.
MHCTpyMEeHT KOMaHOHOW CPOKMN ovs-vsctl ucnonb3yerca Ans koHpurypmposaHma OVS un ans
BHeceHna nameHeHnn B OVSDB. CnHTakcnuc komaHabl:
ovs-vsctl -- [<nmapameTp>] <xoMaHOa> [<mapaMeTpH KoMaHOH>] [-- [<mapameTp>]

<xOMaHOa> [IDapaMeTpH KOMaHIOH]]. ..

[nsa kaxgon BupTyansHoOM cetn Heobxoanmo co3gaTtb OVS € 0OgHMM U TEM Xe UMEHEM Ha
BCEX yanax.

CosgaHune nporpaMmMHOro KOMMyTaTopa OCYLLIECTBIIAETCA KOMaHO0M:
ovs-vsctl add-br <ums_xoummyTaTopa>

[1o6aBuTb B KOMMYTaTOP HOBbLIN NOPT BO3MOXHO KOMaHAOWN:

ovs-vsctl add-port <umsa_xkomMmyTaTopa> <UMSA_IopTa>

Mpumep
[na noaknoyeHnss NporpaMMHOro KommMyTaTopa ovs-sw0 K BHELUHEN ceTu Heobxoaumo
[ob6aBnTb emMy B kKadecTBe nopTa pusmnyeckuin nHtepdenc etho:

ovs-vsctl add-port ovs-swO ethO

[na npocmoTpa nHdopmauum 06 yCTaHOBMEHHbLIX KOMMYTaToOpax UCNONb3yeTcs KoMaHAaa:
ovs-vsctl show

[lnsa npocmoTpa nHdopmMaummn o0 noptax UCNonb3yeTcss KomaHaa:
ovs-vsctl list port

[nsa BbiBoAa cnvcka NopToB, NOAKIKOYEHHbIX K KOHKpeTHOM VLAN, BbINOSHUTL KOMaHAY:

ovs-vsctl find port tag=10

MonHoe onucaHMe WCNonb30BaHUA MHCTPYMEeHTa ovs-vsctl npuBeaeHoO B
man ovs-vsctl.

KoHdurypaumsa OVS, 3agaHHas koMaHgaMmm ovs-vsctl, NPUMEHAEeTcs aBToMaTtu-
yeckn. YnpasneHune uHTepdencom OVS ocyllecTBnsieTca nyteM pefakTupoBaHus danna

/etc/network/interfaces.
6.9. CeTeBasn 3awmueHHan ¢pannoBasa cuctema

6.9.1. HazHayeHne U BO3MOXHOCTHU
[ns opraHnsauumn 3almiieHHbIX annoBbiX CEpBEPOB NpegHa3HavYeHa ceTeBas 3alm-
weHHas ¢C (C3dPC), B ocHoBy koTopon nonoxeHa CIFS, paboTatowasa no npotokony SMB/CIFS.

MpoTtokon C3dPC conepxunT B cebe coobLueHmns, KOTopble nepeaaroT MHpopmaumo 0 MaH4aTHOM
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KOHTeKcTe (MeTke 6e30nacHOCTM 1 OOMNOMHUTENbHbBIX MaHA4ATHbIX aTpnbyTax ynpaBneHns OocTy-
nom) cybbekta goctyna. lNogpobHoe onnucaHne MaH4aToro KOHTEKCTa NpuMBeaeHO B JOKYMEHTe
PYCB.10015-01 97 01-1.

Ycnosuem KoppekTHOro pyHkumoHmposaHuns C3®C aBnsaeTcsa ncnonb3oBaHNMe MexaHu3ma
EMM, obecneunBatowee B pamkax gaHHon JIBC ogHO3Ha4HOE COOTBETCTBME MEXAY NOrMYECKUM
nMeHeM Nonb3oBaTens N ero aeHTUUKaToOpom (a Takke MMEeHeM rpynnbl U ee MaeHTUuKaTo-
pOM) Ha Bcex KoMmnbloTepax (paboymnx cTaHUmMAX U cepBepax), Ha KOTOPbIX AaHHbIN Nofb3oBaTesb
MoXeT paboTtaTtb. [Insa koppekTHon pabotbl C3PC Heobxoanma cnHxpoHusaumsa UID/GID B cu-
cTeMax KnueHTa u cepeepa, T. K. MHopMauna 0 nonb3oBaTensax 1 rpynnax nepegaercs B CETb B
YNCIIEHHbIX 3HAYEHUSAX.

C3dC npepocraBnseT crneaytowme 6a3oBble BO3MOXHOCTH:

- pasgeneHue onepauunoHHon cuctemon tuna Windows dannoson cuctembl OC n Haobo-

poT;

- COBMECTHOE MCMNonb30BaHMe NPUHTEPOB, NoAkNtoveHHbIX kK OC, onepaunMoHHON cucTe-

moun Tuna Windows 1 Hao6opoT.

6.9.2. CocTaB

OcHoBon C3PC aBnsercs KMeHT-cepBepHasi apxXuTekTypa.

CepBep npegcraBnsieT cobon pacluMpeHHbI cepBep Samba 1 BbINONHAET crieqytolme
3agauu:

1) ynpaBneHune pasgensemMbiMn pecypcamu;

2) KOHTpONb AOCTyNa K pasgendembiM pecypcam. [Mpy nogknoyeHnn KnmeHTa cepeep

yCcTaHaBnvBaeT MeTKy 6e30nacHOCTU npouecca, 06CnyXMBatoLLEro 3anpockl KNNEHTa, B

COOTBETCTBUM C METKOW H6€30nacHOCTM 3TOro KnneHTta. 3Tum obecneynBaeTc MaHaaTHbIN

KOHTpOMb JOCTyNa K pasgensemMblM hansiam Ha CTOpOHe cepBsepa.

KnneHT npegcraenset cobomn ceteByto PC B cocTaBe cuCTeMbl ynpasneHuss pannamm
agpa OC n peanuayeT uHTepdenc mexay smptyansHon ®C aapa n cepsepom C3PC. KnneHT
C3dC BbInonHAET crnegyowme 3agadn:

1) oTobpaxeHne kaTanoros 1 annoB CMOHTUPOBAHHOIO CETEBOIO PeECYPCa;

2) nepegadva Ha cepBep AOMNONHUTENBHOM MHPOPMaLMK O KIacCUPUKALMOHHON METKe

nonb3oBaTtens (npouecca), paboTtatoLero ¢ pasgensemMbiM pecypcom.

C TO4KM 3peHuns nonb3oatens, C3PC BbIrmMaanT Kak ctangaptHas dC, nogaepxmea-
towasi Bce mexaHuambl 3awmtbl OC 1 noseonstowasn padorars ¢ yganeHHon ®C ¢ nomoLbto

CTaHOapTHbIX KOMaHA.
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B coctaB C3®C BxogaT crnegytolime KOMNOHEHTbI:

- smbd — cnyxba cepsepa, koTopasi obecneynsaeT paboTy cnyxbbl Neyatu u pasgeneHns
dhannos A8 KIMeHToB onepaumoHHon cuctemsl Tmna Windows. KoHurypaunoHHbsle
napameTpbl cnyxbbl smbd onucbiBatoTcs B hanne smb . conf;

- nmbd — cnyxba cepBepa, kotopas obecneumBaeT paboty cnyx6bl nmeH NetBIOS, a
TakKke MOXET MCMNOoNb30BaThCA N4 3anpoca ApYrux crnyxb umeH;

- smbclient — cnyxba, KOTOPYK peanuayeT KIWEHT, NCMOonb3yeMbln ANs AocTyna K
ApYyrvuMm cepBepam 1 Ans nevatu Ha npuHTepax, NOAKMIOYEHHbIX K cepBepam;

- testparm — KOMaHga, no3songwLWas npoTecTupoBaTb KOHUIypaunoHHbIA ann
smb.conf;

- smbstatus — KOMaHAa, BbiBOAALWAsa MHPOPMAaLUIO O TOM, KTO B HacTosLLiee BpeMs

nonb3yetca cepeepom Samba.

6.9.3. HacTtpouka

C3dC ycraHaBnuBaetcd B npouecce yctaHoBku OC.

OcHoBHas HacTponka C3PC B OC ocyLecTBnsieTca NyTeM pegakTupoBaHust KoHduUrypa-
LMOHHOro gpamna /etc/samba/smb.conf.

dann /etc/samba/smb.conf COCTOUT U3 OCHOBHbIX MWMEHOBAHHbIX pas-
aenoB [global], [homes] W [printers], BO3MOXHO [JobaBneHne Monb3oBa-
TenbCKMX pasgenoB. BHyTpm Kaxgoro pasgena  HaxoguTca psg  napameTpoB  Buaa
<UMsA_TIlapaMeTpa> = <3HaueHue>.

B pasgene [global] onucaHbl NapameTpbl, ynpasngawowme cepsepoM Samba B Lienom,

a TakKXe HaxoaATcA 3Ha4eHnA napaMeTpoB No yMON4YaHUo And apyrux pas3genos.

Mpumepsl:

1. ®parMeHT KOHpUrypaLmMoHHoro gainna, onpegensoLwmmn paboyyto rpynny WORKGR1, K
KOTOpOIZ OTHOCUTCA KOMMbKOTEP, a TaKkKe OI'IVICbIBaIOLLl,I/II7I camMy CUCTeMY.

[globall];

;workgroup = NT-Domain-Name unu Workgroup-Name

workgroup = WORKGR1

;comment skBuBaiieHTeH noiyno onucanusi NT (Description field)

comment = CepBep C32C

2. ®parmMeHT KoHGUrypaumoHHoro carna, onncbiBatoLLMn TUN CUCTEMbI NevaTn, A0CTyn-
HOW Ha cepBepe agMWHUCTpaTopa, a Takke MECTOHAXOXAEHME KOHMUrypauMOHHOro
cbaﬁna npuHTEpa. I'Iocnep,H;m CTPpOKa roBoput 0 TOM, 4YTO BCE NPUHTEPLI, ornpeaerneHHbIie
B (panne printcap, OOMKHbI ObITb JOCTYMNHLI B CETMU.

;printing = BSD wumm SYSV wmnu AlX (m T.4.)

printing = bsd
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printcap name /etc/printcap

load printers

3. ®parmMeHT KoHJUrypaumoHHoro panna, onpegensowmm NnoaaepX Ky cepsepom rocre-

yes

BOro Bxoga. Cnegywolime aBa napameTpa onpeaenstoTt paboTy ¢ KypHanbHbIMK dhainamu.
MapameTp m coobuaet cnyxbe Samba, 4TO AN KaXXAoro KnNneHTa BegeTcs CBOW dhann,
a nocriegHAa CTpoka roBopmuT O TOM, 4TO MaKcMMarnbHbIN pa3mep co3gaBaeMoro XypHalib-
Horo ¢panna — 50 KB.

; PACKOMMEHTUPYHTE DTO I[IOJIE€, €CJIM BaM HYXEH I'OCTEBOHM BXO[

;guest = pcguest

log file = /var/log/samba-log.%m

max log size = 50

Paspen [homes] No3BonseT NoaknoyaTbes K paboynm katanoram nonb3osartenemn 6es mnx
ABHOro onucaHus. NMpu 3anpoce KNMeHToM onpeaeneHHon Cnyobl ULLETCA COOTBETCTBYIOLLEE e
onucaHue B (parne n, ecriv TakoBOro HeT, NpocMaTtpuBaeTcs pasgen [homes]. Ecnu aToT pasgen
cyllecTByeT, npocMatpmuBaeTcs cans naponemn ong nomcka pabodero katanora nonb3oBaTens,
caenasLlero 3anpoc, 1, Hangs ero, OH CTaHOBUTCSA AOCTYMNHbIM Mo ceTu. OCHOBHbIE NapaMeTpbl
pasgena [homes]:

1) comment — 3Ha4YeHMe NapameTpa BbIBOAUTCS ANSA KIIMEHTa Mpu 3anpoce 0 AOCTYMNHbIX

pecypcax;

2) browseable — onpegenserT, Kak BbIBOAUTb Pecypc B CUCKe NPOCMOTPa;

3) read only — onpeaernsieT, MOXET N1 Nofb3oBaTeNb CO34aBaTh U U3MEHATb halrnbl B

cBoeM pabodem Katarnore npu nNoaKYEHMM Mo CEeTY;

4) create mask — onpegensieT npasa AocTyna Ans BHOBb CO3[aBaeMbiX (hannos B

DGGOqu Karanore norib3oBartersA.

Mpumep
[homes]
comment = Home Directories
browseable = no
case sensitive = yes
read only = yes
create mask = 0700
directory mask = 0700

ea support = yes

Pazgoen [printers] ucnonb3yerca And npegocrtaBneHnsa goctyna K npuHTepam, onpege-

NneHHbIM B (hanne /etc/. B pasgene [printers] onucbiBalOTCA NapaMeTpbl ynpasrieHus neya-
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TbiO NPU OTCYTCTBUU MHOIO SBHOrO onucaHus. [NapameTtpbl comment, browseable, read only,
create mask aHanorvyHbl NapameTpam pasgena [homes], ocTanbHble NapamMeTpbi:
1) path — onpegensieT MecToHaxoxaeHue danna cnynepa npu neyatu yepes SMB;
2) printable — onpeaensier, MOXeT N UCNONb30BaTbCA AaHHbIN pecypc Ans nedvaTu;
3) guest ok — onpegensieT, MOXET N1 BOCMNOMb30BaTbCA NPUHTEPOM rOCTEBOW MOSb30-

BaTersb.

Mpumep
[printers]
comment = All Printers
browseable = no
path = /var/spool/samba
printable = no
guest ok = no
read only = yes

create mask = 0700

Mocne HacTpoOiikM NapaMeTpoB cepBepa Mo YMON4aHUio MOXHO CO3[aTh pasaensemble Ka-
Tanoru, OCTYyn K KOTOPbIM MOTYT Mony4aTb onpeaerneHHble Nonb3oBaTteni, rpynnbl nornb3oBaTenen

NI BCe Nnornb3oBaTesin.

Mpumep

CosgaHue pasgensemMoro katanora ¢ 40CTYNOM TOMbKO A5t OAHOro nonb3osarens. [Ans
3TOro Heobxoamnmo co3aaTtb OTAeNbHbI pasaen danna smb . conf 1 3aMoNHUTL €ro HeobxoanMmomn
nHdopMaumen (06bIYHO 3TO NONbL3oBaTESNb, KaTanor U KOHUrypaumoHHasa nHopmMaums)
[Userl]
comment = Userl’ s remote source code directory
path = /usr/local/src
valid users = victor
browseable = yes
public = no
writeable = yes
create mode = 0700
B naHHOM pasgene cosgaetcs pasgensieMblin katanor ¢ umeHem Userl. Ha nokanbHOM cepeepe
ero nytb — /usr/local/src, browseable = yes, NO3TOMYy pecypc byaeTt BuaeH B cnmckax
pPecypcoB CeTU, HO T.K. public = no, NOMAYYUTb OOCTYN K HEMY CMOXET TONbKO MOSfb30Ba-
Tenb victor. lNpegoctaBuTb AOCTYN APYrMM Nosfib30oBaTeSNisiIM MOXHO, MOMECTUB MX B 3anucb

valid users.
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Mo ymonuaHuio cepsep Samba nogaepxmBaeTt noagknoveHne no npotokony SMB Bcex
BEPCUW, a KIMUEHT Mpu NOAKIMYEHUM HAYMHAET Npoueaypy corracoBaHUs NPOTOKoNa NoAKNIYeHUs
CO cTapLuen Bepcun. [ns npuHygmMTenbHOro onpegeneHnsa gmanasoHa BO3MOXHbIX MPOTOKOMOB
NCMonb3yTCA NapamMeTpbl KOHPUIypaunoHHoro pamna /etc/samba/smb.conf, npuBegeHHbIE
B Tabnuue [31]

Tabnuuya 31
Mmsa napametpa CUHOHMM 3HaveHne No ymonyaHmio Onucanue
napametpa
server min protocol min protocol | NT1 MuHnmanbHas Bepcus
npoToKona cepsepa
server max protocol max protocol,l SMB3_11 MakcumaneHasa Bepcus
protocol npoToKona cepsepa
client min protocol NT1 MuHnmanbHas Bepcus
NpOTOKONa KnueHTta
client max protocol SMB3_11 MakcumaneHasa Bepcus
NPoTOKOMa KrneHTta
client ipc min protocol NT1 MuHnmanbHas Bepcus
(3Ha4yeHne napameTpa | NpPOTOKONa KNueHTa ansg
client min protocol) MeXnpoLecCHOro B3au-
MOAOENCTBUA
client ipc max protocol SMB3 11 MakcumaneHasa Bepcus
NpoTOKOra KNueHTa ans
MEXMNPOLIeCCHOro B3au-
MoaencTeus

JonycTumble 3Ha4yeHusi napameTpoB, ykasaHHbix B Tabnuue [31], ana kaxgon Bepcum

npoTokona npueeaeHsl B Tabnuue 32

Tabnunua 32

Bepcusa npotokona

3HayeHue

MpumeyaHue

SMB v1

NT1

SMB v2

SMB2
SMB2_02
SMB2_10
SMB2_22
SMB2_ 24

SMB2

SMB2_10

SMB v3

SMB3

SMB3_00
SMB3_02
SMB3_10
SMB3_11

SMB3

SMB3_11
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B 3aBucuMmocCTM OT peanusauumn KNnMeHT Samba MOXeT NpuHyauTenbHO TpeboBaTb OT
cepsepa Bepcuio npoTtokona. ObbLIMHO BepCUSA NPOTOKOMa 3aaeTcsi O4HUM U3 MapamMeTpOoB MOAKIHO-
YeHnss N umeeT cobCTBEHHY HoTaumo. Cnocobbl KOHUIYpMpoBaHUS NPOTOKONAa B 3aBUCMMOCTU

OT TWNa KINWEHTA, a TakKe JOMyCTUMblE 3HAYEHWS NpuBeaeHbl B Tabnuue 33|

Tabnuuya 33
Ytunurta KoHgurypmnposaHue Honyctumble 3Ha4eHne No yMonyaHuto
3Ha4yeHus
mount.cifs | lNpumeHeHne napameTpa MOHTU-| 1.0 3.11
poBaHWUA vers= 2.0
2.1
3.0
3.02
3.1.1
3.11
smbclient Mcnonb3oBaHune napameTpa | NT1 Onpepensetcsa
-m | --max-protocol C | SMB2 napameTpamu B
WHCTPYMEHTOM KOMaHOHoOW | SMB3 /etc/samba/smb.conf
CTPOKM
Knnent ALD 3HaveHune napametpa | 1.0 3.11
CLIENT_SMB_ VERSION B|2.0
danne /etc/ald/ald.conf 2.1
3.0
3.02
3.1.1
3.11

Mocne pegakTnpoBaHnsa KOHpuUrypawumoHHoro anna /etc/smb.conf HeobxogMmo npo-
TeCTUpPOBaTb €ro KOPPEKTHOCTb MPY NOMOLLM KOMaHAbl testparm, KOTOpas NPOBEPSIET Hannyme
B dpanne BHyTPEHHNX NPOTUBOPEYNIA U HECOOTBETCTBUM.

MpumeyaHune. BoinonHeHne testparm He NOATBEPXKAAET, UTO BCE CNYXObl U pecyp-
Cbl, OMNCaHHbIE B KOHUIypaUNoHHOM hainne, AOCTYMNHbI 1 ByayT KOppekTHO paboTaTs.

KomaHga testparm nmeeT cnegyrowmn CUHTaKCUC:
testparm [configfile [hostname hostip]]

MapameTp configfile onpegenser MecTONonoXeHne KOHJUrypaumoHHoro dganna
(ecnn 310 He dann /etc/smb.conf). [NapameTp hostname hostip yka3blBaeT KOMaHAe
testparm NPOBEPUTb OOCTYMN K Criy>kbam CO CTOPOHbI y3na, onpeaensieMoro napameTpom.

Ecnu owmnbkn He ByayT obHapyXeHbl, Ha 3KpaHe NosiBUTCS coobLleHne BMAaa:
it testparm
Load smb config files from /etc/smb.conf
Processing section "[homes]"

Processing section "[printers]"

Loaded services file OK.
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Press enter to see a dump of your service definitions
Mpn HaxxaTum knasuwmn <Enter> testparm NpoTecTMpyeT Kaxabln pasgen, onpegenex-
HbIW B KOHpUrypaumMoHHOM dhaunne.

B cnyyae obHapyxeHnsa owmnbok o HUX ByaeT npegocTaBreHa nonHas nHgopmaums.

6.9.4. N'pachnuyeckan yrunura HacTpoumkm C3PC

B coctaB OC BxoguT rpadudeckas ytunuta f£ly-admin-samba, KOTOpasi No3BonsdeT
HaCTpOUTb NMonb3oBaTenbCkM AocTyn K pecypcam C3PC. YcTaHOBKA YTUNUTBI BbIMOMHAETCS
KOMaHOoMm:
apt install fly-admin-samba

OnuncaHne ncnonb3oBaHUs YTUINTbI NpUBeaeHO B SJ'IeKTpOHHOIZ cripaBke.

6.9.5. 3anyck cepBepa

CepBep 3anyckaetcs nmbo 13 MHNUManmnanpyoLwmx cueHapmes, NMbo M3 inetd B kKayve-
CTBE CUCTEMHOW CNyX0Obl.

Ecnu cepBep 3anyckaetcsa U3 cueHapues nHMumnanmsaunm, To MOXHO BOCMOSb30BaTbCA
ANA 3anycka n 0CTaHOBKM paboTbl cepBepa cregytoLlien KoMaHaom:
systemctl {start|stop} smbd

Hoctyn nonb3oBatenen OC k pecypcamMm cepBepa OCYLIECTBAAETCS C MOMOLLbO MOH-
TnpoBaHus C3PC. [Opyronn BO3MOXHOCTbIO SBIISIETCA MCMNOSb30BaHME rpadnuyeckon yTUnnThbl
fly-admin-samba (CM. 3NEKTPOHHYIO CrpaBky).

MHCTpYMEHT KOMaHAHOM CTPOKU smbclient NO3BONSAET NOMyYUTb MHpOpMaLMo O pasae-
NsieMbIX pecypcax unu nepeHectu cannesl. Hanpumep, ona 3anpoca cnucka AoCTYMNHbIX PECYPCOB
Ha ydaneHHoOM cepBepe win.netwhart.com UCNOMNb3yeTCs KOMaHAa:
smbclient -L -I win.netwhart.com
rae -L — yKasblBaeT, YTo TpebyeTcs BbIBECTU CMNCOK pa3fernisieMblX pecypcoB;

-1 — yKa3bIBaET, YTO yKasaHHOe garee umsa criegyet paccmarpuBath kKak uMa DNS, a He
NetBIOS.

[nsa nepecbinikn danna Heobxo4Mmo cHavana noaknNiYMTbLCSA K cepBepy NyTeM BbIMOSHe-
HUS KOMaHAbI:
smbclient ’\\WORKGR1\PUBLIC’ -I win.netwhart.com -U tackett

rae  \\WORKGR1\PUBLIC — onpegensaeT yganeHHyt cnyx0y Ha apyrom komnbtotepe (06bI4HO
910 Katanor ®C vnu npuHTep);
-U — NOo3BOMSIET onpenennTb UMsi Nofb3oBaTenst A4S NOAKMYEHUs K pecypcy (Mpy 3ToM,
ecnn Heobxoammo, C3PC 3anpocmT COOTBETCTBYIOLLNIA NAPOSib).
[Mocne noakntoyYeHnsa NosIBUTCA NpurnalleHune:
Smb: \

roe \ — Tekywmn pabovmin kKatanor.
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Mcnonb3ys MHCTPYMEHT KOMaHAHOW CTPOKM smbclient MOXHO ykasaTb KOMaHAbl Anis
nepedayn dannoB n paboTtbl ¢ HAMW. [JONONHUTENBHO OMMCaHWEe NapaMeTpPoB MHCTPYMEHTa

npueBegeHo B pykoBoACTBE man smbclient.

6.9.6. NpaBuna KOHBepTaUMM METOK LLefIOCTHOCTU

B OC ncnonb3yetcsa MeTka LEenoCTHOCTU, KOTOpas MOXET NpUHUMaTh 3HadYeHne 256 n 6o-
nee.

Ons wrtatHon pabotel C3PC Samba n3 coctasa OC ¢ C3®C Samba gpyrux cuctem, B
KOTOPbIX MakCMMasibHOe 3Ha4YeHne MEeTKM LeNOCTHOCTU cocTaBnseT 255, peannsoBaHa coBme-
CTUMOCTb METOK LerniocTHocTU. NMpun nepegadve n3 OC arna ¢ MeTKOM LLeNOCTHOCTU, 3Ha4YeHne
KoTopon coctaBnseT 256 unu 6onee, B cUCTEMY C MaKCUMarbHbIM 3HaYEHNEM METKU LENOCTHOCTH
paBHbIM 255, MeTKa LenocTHOCTU nepefaBaemoro danna byaet npeobpasoBaHa B MakCcMMarbHoe
3Ha4veHne 255, T.e. ByaeT BbINOMHEHO MOHMWKEHWE LIENOCTHOCTM Npu nepegade danna.

MogpobHoe onucaHne meTkn uenoctHocth OC npuBeaeHO B OOKYMEHTe
PYCB.10015-01 97 01-1.

6.10. CpeacTBO co34aHUA 3alMLLEHHbIX KAaHANoB

[ns co3gaHmna 3allumLLeHHbIX KaHanoB TUMa TOYKa-TOYKa UMW cepBep-KIMEHT Mexay
KOMMblOTEPaAMK CETU UCNONb3YeTCs CBOOOAHAs peanusaunsa TEXHONOMMN BUPTYanbHOW YaCTHOM
cetn (VPN) c oTkpbITbiM ncxogHbeiM kogoMm OpenVPN. [laHHas TexHonorna no3sonseT ycraHas-
nuBaTb COeauHEHNA MexXay KoMmnbloTepamu, Haxoaawmmmuca 3a NAT 1 ceTeBbIM 3KpaHoM, 6e3
HeobX0ANMOCTN U3MEHEHUS UX HACTPOEK.

[nsa obecnevyeHnss 6e30nacHOCTN ynNpaensoLWero kaHana n notoka gaHHeix OpenVPN
ncrnonb3yet 6ubnuoTeky OpenSSL (ycTaHaBnMBaeTcs asTomaTudecku npu ycraHoske OC). MNpu
atom OpenVPN ucnonb3yeTt anroputMbl 3aLLMTHOIO Npeobpa3oBaHusl, KOTOpbIe 3anpalumBaeT U
nomny4aet oT OpenSSL.

MocTaBnaembin B coctaBe anctpubytmea BapmaHt OpenVPN nogaepxmBaeT paboty ¢
ANHaMU4Yeckn nogknioyaemon 6mbnmortekonm OpenSSL anropuTMoB 3aLUTHONO NpeobpasoBaHns B
cootBeTcTBUMN C TpeboBaHuamu MOCT (naket 6mbnmnotekn anroputmoB NOCT libgost-astra).

[ononHutensHasa nHpopmauus no npumeHeHunto OpenVPN n 6nbnuoTtekn anroputmos
MOCT libgost-astra AOCTynNHa Ha canTe wiki.astralinux.ru No CCbifike https://wiki.

astralinux.ru/display/doc/OpenVPN.

6.10.1. YcTaHOBKa
YctaHoBka nporpammHoro npogykta OpenVPN BbinonHseTcsa nmbo n3 rpadpuyeckoro

MeHeaKepa nakeToB Synaptic, nnbo n3 TepmuHana.
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Ons yctaHoekn OpenVPN 13 TepmuHana Heobxogmmo:

1) Ha KoMnblOTEpPE, NpegHasHadyeHHOM Ha porb cepBepa OpenVPN, 1 Ha KNUEHTCKNX
KOMMNbIOTEPax YCTAaHOBUTbL MAKET openvpn:

apt-get install openvpn

2) Ha KoMnbloTEpE, NpeaHa3Ha4YeHHOM Ha ponb cepBepa, ANs ynpasneHus cnyxbown
openvpn YCTaHOBUTb rpaduyeckyto ytunuty fly-admin-openvpn-server UM UH-
CTPYMEHT KOMaHAHOW CTPOKU astra-openvpn-server, BbINOMIHUB COOTBETCTBYIOLLYIO
KOMaHAy:

apt-get install fly-admin-openvpn-server

apt-get install astra-openvpn-server

MpumeyaHusa:

1. lNMpwn ycTaHoBKe rpacmnyeckon yTunnTbl aBTOMaTUYeCKn ByaeT yCTaHOBMEH MHCTPYMEHT
KOMaHOHOW CTPOKN astra-openvpn-server.

2. lpun ycTaHOBKE MHCTPYMEHTA KOMaHAHOW CTPOKU astra-openvpn-server Oyaer
aBTOMaTUYECKN YCTAHOBIIEH M HAaCTPOEH NakeT anropuTMOB 3aLMTHOro npeobpasoBaHus
OCT libgost-astra;

6.10.2. YnpaBneHue ¢ NOMOLLbI UHCTPYMEHTa KOMaHAHOMN CTPOKMU

6.10.2.1. MapamMeTpbl MHCTPYMEHTa KOMaHAHOMN CTPOKMU

Komanapl,

NCrnosrib3yemMblie C MHCTPYMEHTOM KOMaHOHOM CTPOKU

astra-openvpn-server, NpuBeaeHbl B Tabnuue [34]

Tabnuuya 34

MapameTp

OnucaHwune

MHMpopMaLNOHHbIE KOMaHabI

-h, --help

BbiBOA crnipaBku

-v, ——version

BbiBOg Bepcumn

—--show-ciphers

BbiBog cnvcka nogaepkuBaeMblx Kro4ven

Yn paBiieHne BbiIBOOOM

He BbiBOAMTL coobLeHnsa n npeaynpexaeHus. MoxeT ObITb yKa-
3aHa B Nnobdom mecte. OTMEHSIET BbIBOA KOMMEHTapPUEB O Xo4e
BbINOSHEHNSA, NpeaynpexaeHnn, coobLleHnn ob owmnbkax

YnpaeneHne cepBepom

start

3anyctutb cnyxby openvpn. [pu BbINOAHEHUN 3TOW KOMaH-
Obl 6e3 ykaszaHusa OOMONHUTENbHBIX NapamMeTpoB criy>kba Oy-
JeT 3anylleHa cO CTaHOapTHOW KoHdurypaumen wus panna
/etc/openvpn/server.conf. Ecnv dann koHdurypauumm
KNioYm 1 ceptudukatbl cepBepa He CyLLEeCTBYIOT, TO OHW OyayT
co3faHbl C napameTpamu nNo ymonyanuo. C gaHHOWM KomaHgowm go-
NONMHUTENBLHO MOTYT ObITb 3a4aHbl NapamMeTpbl CepBepa, yKasaHbl
drannbl ons ayTeHTUduKaumm n napameTpbl ayTeHTudmkaumm
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lNpodomkeHue mabnuupsl 34

MapameTp OnuncaHue

stop OcTaHoBUTb cry>x0y. MNocne BbINONHEHUS AHHOW KOMaHAbl ApY-
rMe KomaHabl He BbIMOMNHAKTCS

status MposepuTb cnyx6y. Nocne BbINONHEHNST AaHHOW KOMaHAbl Apyrue
KOMaH[bl He BbIMOITHATCA

rebuild-server-certs OcTtaHoBUTL cnyxby, yaoanuTb Bce cepTudukaTtbl cepepa 1 Knu-
€HTOB, MOBTOPHO CreHepMpoBaTh BCE cepTudmkaTtel cepsepa 1 3a-
nycTuTb cepsep. ImeHa dannos ceptudmnkaTor cepsepa bepytcs
13 (panna koHpurypaumm cepsepa. Ecnv dann koHgurypaumm
OTCYTCTBYET, TO OCTarbHble AENCTBUSA HE BbINONHAITCA. [locne
BbINOMHEHNs1 JAHHON KOMaHAbl ApYrMe KOMaHabl He BbINOMHSOTCA

MapameTphbl cepBepa

server <IP-agpec> <macka> IP-agppec n macka cosgaBaemon cetn VPN (mo ymonuyaHuio

IP=10.8.0.0 1 MASK=255.255.255.0), Hanpumep:

astra-openvpn-server server "10.0.0.8
255.255.255.0"

port <mopT> MopT (no ymonuanuo 1194)

cipher <merom> MeTog 3awmTHOro NpeobpasoBaHUsS AaHHbIX (MO YyMOMYaHMUIo
grasshopper-cbc). lNogaepxusatotca cnegyrolime MeToabl 3a-
LWMTHOro Npeobpa3oBaHUs:

- grasshopper-cbc — anroputm «Ky3Heunk»
MOCT P 34.13-2015;

- AES-256-GCM — peKkoOMeHJO0BaH Ans NpUMEHeHNs B cuctemax
obLLero HasHa4YeHus;

- AES-256-CBC — onycTuM Ans NPUMEHEeHns B cuctemax ob-
LLIero HasHa4eHus;

- AES-128-CBC — 1Cnornb3yeTcsa AN COBMECTUMOCTH CO CTapbl-
MW cMCTEMaMU, K MPUMEHEHUIO HE peKoMeHayeTcs

YkasaHue channos ansa ayteHTumnkaumm

cert <umsa_Qanmna>.crt dann ceptudmkaTa nonb3osarens

ca <umsa_Qainmna>.crt dann cepTudmrkaTa yogocTOBEPSIOLLErO LeHTpa
key <ums_danmna>.key JInyHbIR KNtOY

dh <ums_Qanna>.pem ®ann Ouddu-XennmaHa

tls-auth <uma_auna>.key dann ayteHtndumkaumm TLS

MapameTpbl ayTeHTudmkauum

EASYRSA REQ COUNTRY HassaHue cTpaHbl

EASYRSA REQ PROVINCE HassaHune obnactu

EASYRSA REQ CITY HassaHue ropoga

EASYRSA REQ ORG HasBaHwue opraHusauum

EASYRSA REQ EMATL AJpec 3neKTpOHHOM MoYThI

EASYRSA REQ OU HasBaHve nogpasgeneHus opraHusaumm
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MapameTp

OnucaHne

EASYRSA_REQ CN

Mmsa nonb3oBartens

FeHepau,vm M OT3bIB KIOYEN KINMEHTOB

client <umsa_xknueHTa>

CO3,EI,aTb KoY n CepTI/ICbI/IKaTbI AOnA YKa3aHHOro KrimneHTa

revoke <umsa_xmnveHTa>

OT03BaTb CepTUdUKAT YKa3aHHOIO KNMeHTa

MapameTpbl MHANMBMAYaNLHOW HACTPONKN cepBepa

get <napameTp>

MNpounTtaTb 3HayeHMe napameTpa M3 danna KoHdurypaumm
/etc/openvpn/server.conf. Ecnu dann koHpurypaumm He
CyLLecTBYeT, TO OH OyaeT co3gaH ¢ napameTpamu no yMOnyaHuio

del <napawmeTp>

YpanuTb 3HadyeHue napameTpa w3 danna KoHdurypauum
/etc/openvpn/server.conf. Ecnu cdann koHpurypaumm He
CyLLEeCTBYET, TO OH ByaeT co3aaH ¢ napaMmeTpamm Nno yMonyaHuio,
nocre Yero ykasaHHbI napameTpa bygert yaoanH

set <napameTp> <3HaueHUe>

3anucatb 3HadeHWe napameTpa B dann  KoHdurypaumm
/etc/openvpn/server.conf. Ecnu cann koHpurypaumm He
CYyLLECTBYET, TO OH BydeT co3faH ¢ napaMeTpamMm no yMonyaHuio,
nocrie yero B ¢hann 6ygeTt 3anmMcaHo ykasaHHOE 3Ha4YeHue

MpumeyaHunsa:

1. Ecnn B koMaHOHOW CTpOKe 3adaHbl MHPOPMALMOHHbIE KOMaHAbl, TO OyAeT BbINOMHEHA
nepsasi n3 HUX. [lanbHenwee BbINONHEHUE cueHapus ByaeT npekpaLleHo.

2. KomaHgpl yrpasrneHusi cepBepoM HECOBMECTUMbI C KOMaHgaMu reHepaumm 1 oT3biBa
Knto4ven ans KIMeHTOB.

3. MNonHbIn cNcoK NnapaMeTpoB UHAMBUAYANbLHOW HACTPOMKU cepBepa AOCTYMNEH B JOKY-
mMeHTauum Ha OpenVPN.

6.10.2.2. 3anyck cnyx6bl

[ns 3anycka cnyx06bl openvpn U3 TepMUHana BBECTU KOMaHAy:

astra-openvpn-server start

Mpwn 3anycke cnyx6bl ByayT co3gaHbl criegyowmne ctaHgapTHble dpansibl U KaTtanoru:
- rann KoHurypaumm cnyxbbl openvpn:

/etc/openvpn/server.conf

- NoKanbHbIN YOOCTOBEPSOLWNA LEHTP, pa3MeLLaeTcs B KaTanore:
/etc/openvpn/openvpn-certificates

- cepTudmKaT OTKPLITOro Krtova ya4OCTOBEPSIOLLEro LieHTpa:
/etc/openvpn/keys/ca.crt

- cepTudomkaT OTKPbITOro Krtoya:

/etc/openvpn/keys/server.crt

- 3aKkpbITbIA KNOY cepBepa:

/etc/openvpn/keys/server.key
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- bann napameTtpoB Qudpdu-XennmaHa ans asTopmsanmm norb3oBaTenen:

/etc/openvpn/keys/dh2048.pem

- (hbann gononHuTenbHou ayTeHTudukaumm TLS:

/etc/openvpn/keys/ta.key

- [OONOSMHUTENBHO, NPW BbINOSIHEHMM OT3biBa cepTudukaToB, byaeT co3gaH CTaH4aPTHLIN

hann cnucka oT3biBa CepTMUKATOB:

/etc/openvpn/keys/crl.pem

Takke Npyn nepBomM 3anycke cnyo6bl OyayT BbINOMHEHbI HACTPOWKN MEXCETEBOIoO 3Kpa-
Ha n gpyrme Hactponkn OC ans paboTbl openvpn Kak CTaHOAPTHOM CUCTEMHOM CryXbbl C
aBTOMAaTU4YECKMM 3arnyCKOM Mpu BKIKOYEHMN KOMMNbIOTEPA.

3anyck KomaHbl astra-openvpn-server start € ykazaHuem pannos AN ayTeHTu-
cukaumm (cm. Tabnuuy [34) nossonsieT Npu cosaaHum daiina KoHgUrypaumm u 3anycke cryxobl
openvpn 3a4aTb pPacronioXeHne paHee YCTaHOBMEHHbIX hannoB Koven n cepTuunkaTos.

BHUMAHMUE! YTto6bl n3dexartb 3anpoca napons npu aBTomaTM4eckom 3anycke crnyxobl

openvpn HeobxoaumMo dannbl co3gaBaTtb 6€3 NPUMEHEHMs 3alWMTHOrO NpeobpasoBaHus.

Mpumep
3anyck cepBepa C ykasaHMeM paHee YCTaHOBMEHHbIX hanfnoB KIoYen n ceptndgunkaTon
astra-openvpn-server start cert /root/secrets/server.crt
ca /root/secrets/ca.crt key /root/secrets/server.key

dh /root/secrets/dh2048.pem tls-auth /root/secrets/ta.key

YkasaHue ¢annos gna ayTeHTUmKaumm HeCoBMECTUMO C yKa3aHMeM napamMmeTpoB UAEH-
Tudpmkaumm (cm. Tabnuuy [34).

BHUMAHMUE! B cnyyae ecnu ykasaH xoTa Obl 0aunH hann ansa ayteHtudukaumm, 1o Bce
dannbl 6yayT npoBepeHbl Ha cyllecTBoBaHMeE. [pn OTCYyTCTBUM O4HOMO 13 (hannos cueHapun
Oyget 3aBepllH C ownbkon 6e3 BbINOMHEHUA Kakux-nmbo gencrteui. NpoBepka cannoB Ha
KOPPEKTHOCTb HE BbIMNOSTHAETCS.

BHUMAHMUE! Ecnu 3agaHbl hannbl Ans ayteHTudmkauum, To co3gaHne cobCTBEHHOMO
YAOCTOBEPAOLLEro LLeHTpa He BbINOSTHAETCA.

6.10.2.3. N'eHepauusa cepTUPMKATOB U Knroyen

Mpn ncnonb3oBaHUM COGCTBEHHOIO YAOCTOBEPSIOLErO LIEHTPA CO34aHME KITOYEN 1 cep-
TNUKATOB AN KNMEHTOB ocyllecTBnsieTcs Ha cepsepe OpenVPN ¢ nOMOLLbIO MHCTPYMEHTA
KOMaHOHOW CTPOKM astra-openvpn-server. [1Na co3gaHNsa KIMEHTCKOro KOMMsiekTa hamnnos
ncnornb3yeTcs kKoMaHga client:
astra-openvpn-server client <ums_KkJjaueHTa>

Mpu reHepaumm MoryT GbITb 3a4aHbl NapaMeTpbl ayTeHTUdMKaLmMK (cM. Tabnuuy [34).
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KomaHnga reHepauuu Knioven KrnmeHTa HecoBMeCcTMMa C napameTpamMm cepBepa 1 KoMmaH-
AaMu yripaBrieHust cepeepoM (cm. Tabnuuy [34)).

Mpn BbLINOMHEHUM OaHHOW KOMaHAbl ONs yKasaHHOro KnueHta Oyaer cosgaH Ho-
BbI dpanin 3aKpbITOro Kn4va <umsi_KJIueHTa>.key U pann ceptudumkata OTKpbITOro Krwo4a
<uMsi_KJIMEeHTa>.crt, NOANMUCAHHbIA yOOCTOBEPSOLWMM LEHTPOM.

[Onsa yoobctBa nocnegyoulen nepegadm annos Knoven KNMeHTy, cosgaHHble dpannbl
OyayT ckonupoBaHbl B Katanor /etc/openvpn/clients-keys/<umsi_xknuenra>. [JONOMNHK-
TenbHO B KaTanor 6yayT ckonupoBaHbl U Apyrue, Heobxoanmble Ans paboTbl KNneHTa, dannbi:
drann cepTudmkaTa yaocToBepsaLero LeHTpa (Mo yMonyaHuio ca . crt) n dpann gOnorHUTErNb-
HoW ayTeHTUduKaumm TLS (ta. key).

[ononHuTensLHO Npu co3gaHuK Nosib30BaTESbCKUX KIKYen MOryT OblTb YKa3aHbl Takme
napameTpbl ayTeHTUdMKALMK, Kak CTpaHa, ropog, opraHusauvs u ap. (cMm. Tabnuuy [34). B Tabnu-
Le [34] npuBepeHbl 3Ha4YeHns napameTpoB ayTeHTUMMKALNM, NCNIONb3yeMble MO YMOMYaHWIO Npu
reHepauum cepTngukaTos.

BHUMAHMUE! Ecnu 3agaH nobon n3 napametTpoB ayTeHTMdmKauumn, To byaet npomsse-

[eHa aBToMaTn4eckasi reHepauus cepTudgmrKaTos.

Mpumep
3a/:1aH|/|e OONOJTHUTESIbHbIX NMapamMeTpoB ayTeHTVICbl/IKaLI,I/II/I npun BbINOJIHEHUN KOMaHObl
co3noaHuA CepTI/ICbI/IKaTOB ana KnneHta
astra-openvpn-server client ivanov \
EASYRSA REQ COUNTRY RU \
EASYRSA REQ PROVINCE MO \
EASYRSA _REQ CITY MOSCOW \
EASYRSA REQ ORG COMPANY \
EASYRSA REQ EMAIL ivanov@company.ru

BHUMAHMUE! KnneHTckue Krnoum reHepupytotcs 6e3 npuMmeHeHnst 3awmnTHbIX npeobpaso-
BaHMK, 4TObbI N3bexaTb BBOAA NAPONs Mpu NOAKMIOYEHMN KITUEHTA K CepBepy.

MapameTpbl ayTeHTUUKaALMN HECOBMECTUMbI C YKadaHneM hannos Ans ayteHTuduka-
uum (cm. Tabnuuy [34).

6.10.2.4. OT3bIB cepTUchMkKaToB

OT3bIB cepTMdMKaTOB NPUMEHSIETCH AN 3anpeta NOAKMNIYEHNA KNWeHTa gaxe B Tex

cny4yadx, Korga B pacropaXeHmn KrimeHta MMeroTcA KOrnnm BCeX CepTI/I(bMKaTOB N KIoYen.
ﬂ,J‘IFI OT3biBa CepTI/I(bI/IKaTa MCMOJb3yeTCA KOMaHOa revoke MHCTPYMEHTa KOMaH,D,HOVI
CTPOKUN astra-openvpn-server:

astra-openvpn-server revoke <uMms_KJIMeHTa>
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KomaHga oT3bIBa KIo4Yen KrmeHTa HeCoBMeCcTMMa C napamMmeTpammu cepBepa 1 KomaHgamm
ynpasreHus cepeepom (cM. Tabnuuy [34).

Mpw BbINOAHEHUM OAHHOW KOMaHAbI:

- cepTudumKar KnmeHTa B 6ase gaHHbIX yOOCTOBEPSAIOLLEro LeHTpa OyaeTr noMedeH Kak

«OTO3BaHHbINY;

- Oynet cosgaH (U OBHOBMNH paHee COo34aHHbIN) CMCOK OTO3BaHHbLIX CEPTUIUKATOB;

- HOBbI/A CMUCOK OTO3BaHHbIX cepTudmkatoB OyageT cCcKonupoBaH B Kartanor

/etc/openvpn/keys, cepsep OpenVPN 6yger asToMatMyecku nepesanyLueH

AnNs TpUMEHEeHns1 OOHOBIEHUIA.

6.10.2.5. 3ameHa cepTudukaToB

lMonHas 3ameHa cepTurkaToB cepBepa BbIMOMHAETCS C MOMOLLBbI MHCTPYMEHTA KOMaHA-
HON CTPOKMN astra-openvpn-server:
astra-openvpn-server rebuild-server-certs

Mpw BbINOMHEHUM JAHHOW KOMaHAbI:

ocTaHaBnmBaeTtcs cnyxba openvpn,;

yaansTca Bce (hannbl YA0CTOBEPSIOLLEro LEHTPA;

yoandarTca BCe KOnun CepTMCbI/IKaTOB cepBepa U KIMeHTOB;

CO3aeTCs HOBbIN YOOCTOBEPAIOLLMN LIEHTP;

co34akTCd HOBblE CepTI/IqZ)I/IKaTbI cepBepa,

NMOBTOPHO 3anyckaeTcsi cepsep.

MmeHa dannos cepTudmkaToB cepepa bepyTcsa ns danna koHurypauum cepeepa. Ecnm
dhann KoHuUrypawumm oTCyTCTBYET, TO HUKaKUe OeNCTBUS He BbINOMHATCA. [ocne BbiNOnHeHus
AaHHOW KOMaHAbl Apyrne KoMaH4bl He BbINOMHAKTCS.

6.10.2.6. HacTpownka knueHTa

Ha koMmnbloTep KNUeHTa OOMKHbI ObITb NepeHeceHbl hannbl KItoven n cepTudmKkaTos,
CO3[aHHble Ha cepBepe, NMMBO C NOMOLLBIO OTHYXXAAEeMOro HocuTens nHpopmaunmn, NM6o nyTem
nepegayv no 3awueHHoOMy coeguHeHuto (Hanpumep, ssh).

[ns HaCTpPOKMKM KOMNbIOTEPA KITMEHTa crieayeT YyCTaHOBUTL NporpaMmHoe obecrneveHune
OpenVPN. YcTaHoBKa BbINONHAETCH NMOO 13 rpacdhmuyeckoro MeHemxkepa naketos Synaptic, nnbo
N3 TepMmnHana KoMaHgomu:
apt-get install openvpn

lMocne yctaHoBkM nporpammHoro obecnevyeHnss OpenVPN cnegyeT BbINONMHUTL criegyto-
wme OencTBus:

1) cosgatb davn  KoHdurypaumm knmeHTa. B kadectBe wmcxogHoro  dham-

na BO3MOXHO WCMNOMb30BaTb BXOAAWMKA B KOMMMEKT yctaHoBkum OpenVPN

CTaHOgapTHbIM  WwabnoH danna KoHdurypaumm, npenocTaBnseMblil  paspa-

6otumkamm  OpenVPN. WabnoH danna koHdurypauum  pacrnonoxeH B
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/usr/share/doc/openvpn/examples/sample-config-files/client.conf.
WabnoH danna cnegyeT ckonnpoBaTb B KaTanor /etc/openvpn/client, BbIMNOMHMB
KOMaHAy:
cp /usr/share/doc/openvpn/examples/sample-config-files/client.conf
/etc/openvpn/client
2) B CKOMMPOBaHHOM (haurne KOHUrypaumm BHECTU crieqyolmne ncnpasneHns:
a) onsa napameTpa remote yKasaTb B KadecTBe ero 3HadyeHus |IP-agpec cepsepa
OpenVPN. Ecnu 6bin naMeHeH NopT, TO Takke ykasaTb AaHHOE 3HAa4YeHNEe BMECTO
CTaHO4apTHOrO;
0) B cTpoKax:
;user nobody
;group nogroup
yaanuTb HavasnbHble CUMBOSIbI «; »:
user nobody
group nogroup
B) ONA NapaMeTpoB ca, cert U key yKasaTb pacnosiokeHue COOTBETCTBYHOLLMX
dannoB cepTUdUKATOB U KItoya Ansg aBTopmusauuun, Hanpumep:
ca /etc/openvpn/keys/ca.crt
cert /etc/openvpn/keys/home-pc.crt
key /etc/openvpn/keys/home-pc.key
r ona napametpa tls-auth ykasaTb pacnofnioXeHue danna LOMNONHUTENbHOMN
ayteHTudukaumm TLS, Hanpumep:
tls-auth /etc/openvpn/keys/ta.key
A) Ans napameTtpa cipher ykasaTb METOA 3alUMTHOrO nNpeobpasoBaHUsA OaHHbIX,
ncnonb3yembl crnyxbon. icnonb3yembin MeToq 3amMTHOrO npeobpasoBaHNa MOX-
HO y3HaTb Ha cepBepe OpenVPN c nomouwbi MHCTpYMEHTa KOMaHOHOW CTpo-
KM astra-openvpn-server (KOMaHga astra-openvpn-server get cipher),
nmMbo C NMOMOLLBID rpadnuyeckoro MHCTpymeHTa fly-admin-openvpn-server.
3awuTtHoMy npeobpas3oBaHM0 B COOTBETCTBUM C anroputMamu «KysHeumk» no
FOCT P 34.12-2015 cooTBeTCTBYET 3Ha4YeHNe grasshopper-cbc;
€) COXpaHUTb UCNpaBneHHbIN hann.
[na nposepkn pabotbl knmeHTa OpenVPN 13 koMaHgHOW CTPOKM UCNOSb30BaTbh KOMaHAy:
/usr/sbin/openvpn --config /etc/openvpn/client/client.conf
roe client.conf — KOHUIypaunoHHbIA dpann KrneHTa.
Onsa 3anycka knneHta OpenVPN B kavecTBe cnyx6bl BbIMOMHUTE KOMaHAY:

systemctl start openvpn-client@<ums_@amna xoHurypauuu>
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roe <ums_damsna_koHurypauuu> — UMA danna KoHgurypaumm 6e3 paclumpeHuns, pacnoso-

XXEeHHOro B KaTtanore /etc/openvpn/client.

6.10.3. YnpaBneHue crny>x6ou ¢ nomMoLlbio rpadpuyeckon yTunuTbl

lMocne yctaHoBku rpaduyeckon ytunutel £ly-admin-openvpn-server A4 ee 3anyc-
Ka nepentn meHo «llyck — lNaHenb ynpasneHna — MNpoyveey.

B rpadmyeckon ytunmte JOCTYNHbI:

- BKragka «HacTtponku» — B HeW pacnosaraloTcs aneMeHTbl ynpasneHus asnsi HacTpou-

kn cepepa OpenVPN. o ymonyaHuio 4oCcTynHbl 6a30Bble HACTPOMKN, pacLUMPEHHbIE

HaCTPOWKN CTAHOBATCA OOCTYMHbI rnocre Haxatusa kHorku [[oka3aTb paclwumpeHHble

HacTponku]. OnucaHne HacTpoek npueegeHo B(6.10.3.2;

- BKnagka «KnueHtckue ceptudukaTbl» — B HEW pacnofiaraloTcda areMeHTbl ynpasne-

HUS KNMEHTCKUMK cepTudmkaTammn. OnucaHme ynpasneHunsa ceptudurkatamm npuBeaeHo

B[6.10.3.3;

- kHonkn [3anycTtutb] n [OcTaHOBUTL] — criyXaT ANd ynpaBneHus crny>Xoon openvpn.

6.10.3.1. YnpaBneHue cnyxo6omn

[nsa 3anycka cnyx6bl openvpn UCNONb3ysa rpaduyeckyto yTunuTy Heobxogmmo:

1) 3anyctutb rpacpuyeckyto ytunuty cornacHo [6.70.3] Mpu nepsom 3anycke rpaduye-

CKOW YyTUNUTbI ByAeT co3gaHa KoHurypaums cnyxbbl openvpn N0 ymonyaHuoo u éyayt

BbIMyLLEeHbl cepTudunkaTol cepaepa;

2) npu Heo6XoOUMOCTU OTpeaaKkTMpPOBaTh KOHUrypaumo n ceptudmkarhl;

3) HaxaTb KHOMKy [3anycTuTb].

BHUMAHMUE! padunyeckas ytunuta npun ee 3anycke He NpomM3BOaUT aBTOMATUYECKUIN

3anyck cnyx6bl openvpn.

Mpun 3anycke cnyx6bl ByayT co3aaHbl cneayolmne ctTaHgapTHble ansbl U KaTanoru:

- dhann KoHurypaumm cnyxbbl openvpn:

/etc/openvpn/server.conf

- NOKanbHbIA YOOCTOBEPSAOLWMI LEHTP, pa3MeLLaeTcs B Katanore:

/etc/openvpn/openvpn-certificates

- cepTUmKaT OTKPbLITOrO Kritoya yYAOCTOBEPSIOLLEro LieHTpa:

/etc/openvpn/keys/ca.crt

- cepTumKaT OTKPLITOrO Knro4a:

/etc/openvpn/keys/server.crt

- 3aKpbITbINA KITHOY cepBepa:

/etc/openvpn/keys/server.key

- (pann napametpoB Oudpcun-XennmaHa ans asropmsaummn nosib3oBaTenen:

/etc/openvpn/keys/dh2048.pem
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- (bann gononHuTenbHou ayTeHTudukaumm TLS:
/etc/openvpn/keys/ta.key
- OOMOSTHUTENBLHO, NPW BbIMOMTHEHMM OT3biBa cepTudumkatos, OygeT co3gaH CTaHOaPTHbIN
drann cnucka oT3biBa CepPTUPUKATOB:
/etc/openvpn/keys/crl.pem
B cnyyae, ecnn Ha KoMNblOTEPE YCTAHOBMAEHbLI U HACTPOEHbI BUBNNOTEKN, NogAEPKMBatO-
Lne mMeToa 3awmTHoro npeobpasoBaHus no anroputmy NOCT P 34.12-2015 («Ky3Heunky»), ons
3aWmTbl KaHana gaHHbiX 6yaeT BbliOpaH gaHHbIM MeTod. B npotMBHOM cnyyvae 6yaet BbibpaH
MeTop 3almnTHOro npeobpasoBaHusa AES-256-GCM.
Takke npy nepBoM 3anycke crnyXobl 6yayT BbINOMHEHbI HACTPOMKM MEXCETEBOIO 3Kpa-
Ha n gpyrme Hactponkn OC ans paboTbl openvpn Kak CTaHOAPTHOM CUCTEMHOW CryXbbl C
aBTOMATUYECKUM 3aMyCKOM MpU BKITHOYEHUN KOMMbIOTEPA.
[nsa octaHoBKM CnyXbbl openvpn UCNONb3Ys rpadUYeckyto YTUNNTY HeOBXOANMO HaxaTb
KHonKy [OcTaHOBUTL].
6.10.3.2. HacTpownka cnyxobl
HacTporika cny0bl BbINONMHAETCA BO BKNagke «HacTponkuy» rpadomuyeckon yTUnmThbi.
ba3oBble HAaCTPONKKN BKITHOYAIOT:
1) «IP-agpec» — no3sonseT 3agatb |IP-agpec cosgaBaemon cetn VPN. o ymonyaHuio
yCTaHoBIeHo 3HadeHne 10.8.0.0;
2) «Macka» — nosBonseT 3agatb Macky cosgasaemon cetn VPN. Mo ymonyaHuio ycta-
HOBIEHO 3HadeHne 255.255.255.0;
3) «lNopT» — ceTeBOWN NOPT cepBepa, KOTOPbIN ByayT NCMONb30BaTb KNUEHTLI AN Nog-
KntoyeHus. Mo ymonyaHuio ycTaHOBMEHO 3HadeHne 1194 . [NogaepxuBaroTca Homepa
cBoboAHbIX NopToB OT 1 fo 65535;
4) «MeTog 3awmTHOro npeobpasoBaHMs» — MO YMOMYaHUK YCTAHOBMEHO 3HadYeHue
grasshopper-cbc («Ky3Heunk»). lNogaepkmBatoTcsa cnegyowme MeToabl:
a) grasshopper-cbc — anroput™m «KysHeunk» MTOCT P 34.13-2015;
0) AES-256-GCM — pekoMeHA0BaH A5 MPUMEHeHns B cuctemax obLero HasHave-
HUS;
B) AES-256-CBC — JOMYCTUM Ans1 NPUMEHEHUS B cUCTEMaxX OBLLIEro Ha3HaYeHus;
r) AES-128-CBC — mUcnonb3yeTcs Al COBMECTUMOCTM CO CTapbiMU CUCTEMAMMU, K
NPUMEHEHUIO HE PEKOMeHyeTCS.
PaclumpeHHble HacTponKu NO3BONSAIOT 3a4aTb pPacrnofioXeHne paHee npenycTaHOBMEeH-
HbIX (pannos KroYen u cepTUPUKaTOB BHELLHErO yAOCTOBEPSIOLLErO LEHTpa, a Takke 3aHOBO

BbINMYCTUTb CepTl/I(pl/lKaTbl JTOKaJibHOro ygocroBepAowero ueHTpa.
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[na ykasaHna pacrnonoXeHnsa paHee npeaycTaHOBNEHHbIX (hannoB KIYen n ceptndguka-

TOB BHELLHEro yaoCctoBepAowero LeHTpa UCnosb3yrTCcA crieqyowmne nonad:

«CepTudukat nonb3osaTtens» — cepTUdmUKaT OTKPbITOrO Kroya;

«CepTtudpumkar LIC» — ceptucumkat oTKpbITOro Kritoda y4OCTOBEPSIOLLErO LIEHTPA;

«JIMYHBIN KINOY» — 3aKPbITbIN KITKOY cepBepa;

«®ann Juddu-Xennmana» — dann napametpoB OQuddpu-Xennvaxa,

- «®ann ayteHTudmkaummn TLS» — dphann gononHUTENbHOM ayTeHTudukaumm TLS.

lMpoBepka hannoB Ha KOPPEKTHOCTb HE NPOBOAUTCA.

KHonka [COopocuTb cepTudmkaTbl] npeaHasHavyeHa onsa yaaneHms Bcex ceptudumkaTon
noKanbHOro yaoCTOBEPSIOLLErO LeHTpa 1 NOBTOPHOIO BbiNycka cepTudukaToB cepepa. [locne
BbINOMTHEHUSA ATOro AENCTBUS CePTUMMKATLI KIIMEHTOB CTaHYT HEAENCTBUTESbHBIMU, U KIUEHTbI

NnoTepsT BO3MOXHOCTb noakntoveHns k cepsepy OpenVPN. MNpu BbINONHEHU AAHHOTO AENCTBUS:

ocTaHaBnmBaeTtcs cnyxba openvpn,;

yaansoTca Bce dpannbl yaOCTOBEPAOLLEro LIEeHTpa;

yOoansTcsl Bce Konumn cepTuduKkaToB cepBepa U KIMEHTOB;

CO34aeTCs HOBbIN YOOCTOBEPAIOLLMN LIEHTP;

co3aaloTcsl HoBble cepTudmKaTbl cepBepa;

NMOBTOPHO 3anyckaeTcsi cepsep.
6.10.3.3. YnpaBneHue ceptudukaramu
YnpasneHue cepTudurkatamu BbINOMHAETCH BO BKkNagke «KnueHTckue ceptudukatbiy»
rpadpnyeckon yTunuThbI.
B naHHOM BKNaake pacnofiokeHbl Tabnuua ¢ AaHHbIMU O KIMEHTCKUX cepTudmnkaTtax m
KHOMKW yrpaBneHus:
1) [Co3paTb cepTudumkat] — cosgaHue knw4ya u ceptudumkara nonb3osatens. Npu
Ha)kaTUK Ha KHOMKY ByaeT OTKpbITO AManoroBoe OKHO C NOSIIMU:
a) «Mmsa nonb3oBatena» — uUMsa ceptudukara. Mma ceptudmkata JOMKHO ObiTb
YHUKaNbHbIM, HE MOXET ObITb MYCTbIM U HE MOXET coaepXaTtb npobensl;
6) «CtpaHa» — OByxOyKBEHHbIN KOA CTpaHbl. Ecnn none nyctoe, To N0 ymMonyaHuio
OyaeT yctaHoBneHo 3HadeHne «RUy;
B) «O6bnactb» — Ha3BaHne obnacTtu. Ecnv none nycroe, T0 N0 ymon4yaHuio dyaet
yCTaHOBMNEHO 3HavyeHne «MOvy;
r) «fopog» — Ha3BaHue ropoga. Ecnu none nycroe, To No ymonyaHuto byaet ycra-
HOBJEHO 3HaveHue «Moscowy;
A) «OpraHusauns» — Ha3BaHue opraHusaumun. Ecnvn none nycroe, To N0 YMOMYaHUIo

OyOeT yCTaHOBIEHO 3Ha4YeHUe «noney;
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e) «Emaily — agpec anekTpoHHoM noyTkl. Ecnn none nycroe, To No ymonyanuto 6yaet
YCTaHOBMNEHO 3Ha4YeHne «noney;
X) «OToen» — HasBaHWe nogpasgeneHus opraHmsaumn. Ecnn none nyctoe, To nNo
yMOmnyaHuto ByaeT yCTaHOBMNEHO 3Ha4YeHne «noney;
3) «Mmsa» — ums nonb3oBatens. Ecnn none nycroe, To No ymonyaHuio Byaet ycrta-
HOBMEHO 3Ha4YeHne «nonamey;
Mpn Haxatum Ha kHonky [da] Oyaer co3gaH HOBbIM  (hann 3aKpbITOro Kikoua
<umsi_KJueHTa>.key U pann ceptndurkarta OTKpbITOro Krnova <uMmsi_KJueHTa>.crt,
NOAMNCaHHBLIN YAOCTOBEPSAIOLLNM LIEHTPOM.
[Ona ynobctBa nocneayrowen nepegadn annosB KYen KNUeHTy, co3gaHHble han-
nbl ByayT CKONUPOBaHbI B Katanor /etc/openvpn/clients-keys/<umsi_kKiueHTa>.
[ononHutensHo B kaTanor 6ygyT ckonvpoBaHbl U Apyrve, Heobxoaumble Ans paboTbl KNn-
eHTa, hannbl: ann cepTudukata ygqocToBepsaroLwero LeHTpa (No yMOnyYaHuio ca.crt) u
hann gononHuTenbHon ayteHTUukaumm TLS (ta. key).
BHUMAHMUE! KnneHTckue Knoum reHepupyroTcs 6e3 npuMmeHeHnst 3amnTHbIX npeobpaso-
BaHUN, 4TOObl n3bexaTb BBOAA NApOns Npu NOAKMIOYEHUN KITMEHTA K cepBepy;
2) [YaanuTtb ceptudunkaTt] — 0T3bIB KNUEHTCKUX cepTudukatoB. OT3bIB cepTUMKaToB
NPUMEHsIeTCA NS 3anpeTa NOAKIIYEHMI KNMeHTa Aaxe B TeX criyvasx, korga B pacnopsi-
XEHUN KNUeHTa MMETCA KoMmn Bcex cepTudmkaToB u Knroden. [1ns oT3biBa cepTudmnkara
BblOpaTb B Tabnuue KNMeHTOB CTPOKY C OT3bIBAEMbIM CEPTUIUKATOM U HaXKaTb OAHHYHO
KHOMKY. Mpn HaXxxaTum Ha JaHHY KHOMKY ByayT BbINOMHEHbI cnegyowne 4enCcTBUSA:
- cepTudmKat KnueHTa B 6ase faHHbIX yOOCTOBEPSAIOLLEro LeHTpa ByaeT nomeyeH
KaK «OTO3BaHHbINY;
- Oyget co3gaH (M O6HOBIH paHee COo34aHHbIN) CMUCOK OTO3BaHHbIX cepTudm-
KaToB;
- HOBbIA CMWCOK OTO3BaHHbIX cepTudukaToB OyaeT ckonupoBaH B KaTanor
/etc/openvpn/keys, n ceppep OpenVPN 6ygetr aBTomaTuyecku nepesany-
LeH AN npuMeHeHnst OGHOBNEHUN;
3) [OTKpbITL KaTanor cepTucuUKaToB] — OTKPbLITUE KaTanora /etc/openvpn/keys B
dannoBoM MeHeoxepe.
6.10.3.4. HacTponka knueHTa
HacTponka ceTeBbIX NOAKITIOYEHUIN KITMEHTCKUX KOMMNBIOTEPOB OCYLLECTBIISIETCH C MOMO-
LB rpadpuyeckon yTUunuTbl network-manager—-openvpn. YCTaHOBKA YTUNUTbI BbINOSTHAETCS
KOMaHI0MW:

apt-get install network-manager-openvpn network-manager-openvpn-gno
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[nsa HacTpPOMKM KNMEHTCKOro MOAKITIOYEHNSA HaXaTb JIEBOM KHOMKOW MbIM Ha 3HAYOK
CeTeBbIX COeaANHEHUI B 0bracTy yBeJOMINEHN NaHenn 3agad u B packpbiBLUEMCS MEHIO BbibpaTb
«CoegunHenunsa VPN — [ob6aeutb VPN coeanHeHune».

[ns co3pgaHna HOBOrO cCoeuHeHue B OTKPbIBLUEMCSH OKHe U3 BbiNagarollero crnmcka
Bbl6paTb «OpenVPN» n Haxatb [Co3paTb).

B nosiBuBLLECA 3KpaHHOW hopmMe HeoBXoaUMO:

1) B none «LWnto3» ykasaTtb IP-agpec paHee 3anyuweHHoro cepeepa OpenVPN;

2) B none «Tun» OoCTaBUTb 3Ha4YeHne no ymondauuio «Ceptudumkar TLSy»;

3) B none «Ceptudukat CA» ykasaTb NyTb K CKOMMPOBaAHHOMY panny ceptudukara

yoocTtoBepsitoLLero LueHTpa ca.crt (6.10.2.3);

4) B none «CepTudumkaT nonb3oBaTensa» ykasaTb NyTb K CKONMPOBAHHOMY hanny cepTu-

cbvkaTa OTKpBITOro Krtoya nonb3oBatens <umsi_knuenta>.crt (6.10.2.3);

5) B none «lNpuBaTHbIN KNtod [Nonb3oBaTens» ykasaTb NyTb K hanny 3akpbITOro Krto4va

<uMsa__KJHeHTa>. key ;

6) HaxaTb KHOMKy [[loNONMHUTEeNbLHO];

7) B OTKpbIBLUENCS 3KpPaAHHOW hopMe nepenTun Bo BKNagky «AyTeHTudunkaums TLS»;

8) oTMeTuTb NYHKT «/cnonb3oBaTb AONOSTHUTENBHYIO ayTeHTuduKauuio TLS», ykasaTtb

paHee CKOMMPOBaHHLIN HAa KOMMbIOTEP Nonb3oBaTtens dann 4ONONHUTENBbHOW ayTeHTUK-

kauumn TLS n obaszatenbHO BbIOpaTb HanpaeneHue knwoya «1».

Bce ocTanbHble HAaCTPOVKM MOXHO OCTaBUTb 3aJaHHbIMKU MO ymMonyaHuto. [locne HaxaTtus
kHonku [OK] cosgaHHoe VPN-coeauHeHne 6yaet coxpaHeHo.

[ns BKNHOYEHUSA COXPAHHHOIO COEAUHEHNST HY>XHO NMOBTOPHO HaXaTb NIEBOM KHOMKOW MbILLIN
Ha 3HA4YOK CeTeBbIX MOAKNIYEHUN B 06nacTn yBegoOMMeHU NaHenu 3agad, B packpbIBLLUEMCS
MeHIo BblbpaTtb «CoegnHeHnst VPN» 1 oTMeTUTL BKITlOMAaeMOE COeANHEHNE.

[nsa sakcrnopTa napaMeTpoB CO34aHHOMO KIMEHTCKOro COeQMHEHNS C Lenbio X MOBTOPHOIO
NCNoNb30BaHWS Ha APYrnx KrMeHTax BbINOMHUTL creayolme encTBUS:

1) HaxkaTb NEBOM KHOMKOW MbILLM HA 3HAYOK CETEBbLIX COEANHEHUIN B 0OnacTn ysegomne-

HWA NaHenu 3agay 1 B packpbiBleMcst MeHo BblbpaTe «CoeguHeHuns VPN — Configure

VPNy;

2) 13 NOSIBUBLLErOCH CNncKa coeauHEHU BbIbpaTb HYy>XHOe COeMHEHWNE, HaxaTb KHOMKY

[MU3meHUTb], 3aTemM HaxaTb [Export];

3) ykasaTb ¢paiin, B KOTOPbIA COXpaHUTb NapamMeTpbl COeaUHEHNS.
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Mpwn coszpanunmn coegmHeHns VPN ncnonb3ys paHee CoxpaHeHHbIe NapamMeTpbl COEANHEHNUSA
HeobxoaMMmo:

1) HaxkaTb NeBOW KHOMKOW MbILLM HA 3HAYOK CETEBbLIX COEANHEHUIN B 0BnacTn ysegome-

HWA NaHenu 3agay v B packpbiBlleMcs MeHto BblbpaTb «CoeanHeHns VPN — [JobaButb

VPN coeguHeHuey;

2) B OTKPbIBLLEMCSH OKHE U3 BbiNagaroLLero cnucka sblbpatb «/iMnopTupoBaTb COXpaHeH-

Hyto koHurypauuio VPN» n HaxaTtb [Co3aaTthb];

3) ykasatb nyTb Kk dhanny ¢ napaMmeTpaMmn CoOeaNHEHUS.

6.10.4. luarHocTMKa paboTbl CNyXObl U KNUeHTa

B npouecce pabotbl cnyx6bl 1 knneHTa OpenVPN nHgpopmaumsa o cobbITnax 3anucbisa-
€TCsa B CUCTEMHbIV XXYpHan cepBepa U KnneHTa, COOTBETCTBEHHO.

[ns npocMOTpa CUCTEMHOrO XypHarna nofHOCTbI0 UCMONb3YeTCs KOMaHAaa:
journalctl

[na npocmoTpa nocregHux cobbITUA 1 BbIBOAA HOBbLIX COBLITUIA MO Mepe UX NosIBNeHUs
ncnonb3yeTcs KomaHaa:
journalctl -f

[nsa BbIBOAA TOMBKO HOBbIX COOBLLEHN OT CNyXbbl openvpn N0 Mepe Ux gobasneHus B
XypHan ucnonb3yeTcs koMaHaa:
tail -f /var/log/syslog | grep ovpn-server

Mpw kaxkgoM NOAKNIOYEHUUN KNMEHTa B XXypHar cepeepa 3anucbiBaeTcs MHGopMaLms o
napameTpax NoaKMYeHns, B TOM 4Yncne o BbiIbpaHHOM MeToae 3alMTHOro npeobpasoBaHus
nepegasaeMbIX AaHHbIX 418 BXOAALWEro U MCXOASLLEro KaHasnos.

[na npoBepkn ycTaHOBNEHHOIO MeToAa 3aLuTHOro NpeobpasoBaHUs UCNONb3YETCH KO-
MaHAa:

grep "Data Channel: Cipher" /var/log/syslog

6.10.5. Ucnonb3oBaHne wuHcTpymeHTa XCA pgna co3gaHusas COOGCTBEHHOro
yOOCTOBEpPSAIOLLEro LeHTpa

6.10.5.1. YctaHoBKa uHctpymeHta XCA

[nsa 6e3onacHoro n adEeKTMBHONO ynpasneHnsa annamm Knoyen n cepTugukaToB peko-
MeHyeTCsl UCMOMb30BaTh rpanyecknini UHCTPYMEHT CO34aHUs U ynpaBneHnst yaoCTOBEPSIOLLUM
ueHTpom XCA.

NHcTpymeHT XCA npumeHsieTca Ans co3gaHus NpoCTENLLEro yaOCTOBEPSIOLLErO LeHTpa
(Certification Authority, CA) n nHpacTpykTypbl OTKpbITbIX Kntoden (Public Key Infrastructure, PKI).

NuctpymeHT XCA BxoanT B coctaB OC. YcTaHOBKa BbINOMHAETCA MO0 M3 rpadhmyeckoro
MeHekepa naketoB Synaptic, nMbo u3 TepMmmHana KoMaHaon:

apt install xca

1.7.2



134
PYCBE.10015-01 95 01-1

Mocne yctaHoBkM MHCTPYMeHT XCA gocTyneH ans 3anycka nua meHo «llyck — YTunurol
— Uudpposble ceptudumkatsel XCA» (NpU MCNosib3oBaHUMK Knaccudeckoro MeHto «llyck»). o
ymonyaHumtio MHCTpymeHT XCA 3anyckaeTcsl Ha si3blke onepauMoHHON cuctembl. Beibop a3bika
BO3MOXXHO U3MEHUTb BPYYHYIO Yepe3 MeHo «Dann — A3bIK».

Mocne nepsoro 3anycka nHcTtpymeHta XCA Heobxoanmo cosgaTb HoByto B[. [1ns aToro:

1) BbIOpaTb B MeH0 NyHKT «dann — Hosasi 6a3a gaHHbIX»;

2) ykasaTb Ha3BaHue 1 nyTb pasmelleHuns B[;

3) HaxaTb [CoxpaHuUTb].

Mepen cospaHnem Bl GygeT 3anpoweHa ycTaHoBKa naponsa ansa goctyna k b. Mpwu
HaxxaTum [Aa] 6e3 yctaHoBku napons bl 6ynet cosgaHa 6e3 napons.

BHUMAHMUE! YTepsa Bl moxeT npMBeCTM K KOMNpoMeTaLmm Unu nonHon HepaboTtocno-
COBHOCTM cUCTeM, UCMONMb3YIOLWNX BblAaHHbIE LEHTPOM cepTudumkaTel. PekomeHgyeTcsa passopa-
YMBaTb YAOCTOBEPSAIOLLMIA LEHTP Ha OTAENbHOM (PU3NYECKOM KOMMbIOTEPE, HE MOAKMIOYEHHOM K
ceTu, nepegayy cepTUdunKaToB OCYLLECTBIATbL C NOMOLLbIO CbEMHbIX HOCUTENEN MHAOPMaLIUN U
NPUHSATbL BCE BO3MOXHbIE Mepbl AN orpaHuyeHns goctyna k B.

6.10.5.2. MoaroroBka WwadbnoHoB

lMepen cosgaHnem cepTUdUKaTOB ANA YyNpoLleHUs: AanbHenwen paboTbl pekoMmeHayeTcs
3anofiHUTb N COXPaHUTb TUNOBbIE 3HAYEHUsI NOMENn, KoTopble ByayT NPUMEHSTLCA B AanbHENLWeEM
npu co3gaHum ceptudukatoB. [ns aton uenu B MHCTpymeHTe XCA npegycMoTpeH MexaHu3m
LabnoHoB.

[ns co3gaHus HoBoro wabnoHa nepentn Bo BkNagky «LabnoHbl» n HaxaTb KHOMKY
[HoBbin wabnoH]. 3 nosBmBLLErocs cnvcka Bblibpatb TMNoBon wabnoH. HoBbIv WwabnoH byaet
CO3[aH Kak Konus BbIbpaHHOro npeaycraHoBneHHoro wabnoHa. B nHctpymeHte XCA npegycMoT-
pPeHO Tpu NpeayCTaHOBIEHHbIX WabnoHa:

- [default] CA — npegyctaHOBMEHHbIN WAabNoH cepTugukaTa ygoctoBepsitoLero LeH-

Tpa (YL);

- [default] HTTPS_client — npegycraHoBneHHbIV WabnoH cepTudmrkaTa KNneHTa;

- [default] HTTPS_server — npeaycTtaHOBIEHHLIN WABNOH cepTudukaTa cepeepa.

lMpenycTaHoBneHHble WabnoHbl opueHTUpoBaHbl Ha cnyx0y HTTPS, nosTomy pekomeH-
AyeTcs co3gaTtb Ha UX OCHOBE CBOW LLABMOHbI, NOSTHOCTLIO HACTPOEHHbIE Ha cnyxby OpenVPN.
[nsa Bcex wabnoHoB BoO Bknagke «CybbekT» crnegyeT 3anofnHUTb cneayroLimne nons:

- «BHyTpeHHee uma» — nboe nms;

- «countryName» — oByxOyKBEHHbIN KoL, CTPaHbI;

- «stateOrProvinceName» — gByxbyKBEHHbIN KOA4 PEMMOHA;

- «localityName» — Ha3BaHwue ropoaa;

- «organizationName» — Ha3BaHWe opraHu3aLuuu;
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- «organizationalUnitName» — Ha3BaHWe CTPYKTYPHOW eanHULIbI BHYTPU OpraHu3auum;

- «commonName» — obLwenocTynHoe ums;

- «emailAddress» — agpec 3feKTPOHHOW MNOYThI.

Mpn 3anonHeHM MHPOPMALIMOHHBIX Nornen WwabnoHa He pekoMeHOYETCS UCNOSb30BaTh
knpunnuuy. Bce nons asnaioTca Heobs3aTenbHbIMU, O4HAKO, B WabnoHe, Kak MUHUMYM, 0643a-
TeNbHO AOMKHO ObITb 3anosiHeHo NUbo none «BHyTpeHHee umsi», NMbo none «commonNamey.

[ononHuTenbHO HEOBXOANMO BHECTU Crieaylolne U3MeHeHNsa B nNpeayCTaHOBIIEHHbIE
LIABNOHbI:

1) ans wabnoHa ceptudukarta YL — Bo Bknagke «PacwumnpeHnsay npoBepuTb KOPPEKT-

HOCTb [aHHbIX:

a) Tun ceptudukarta «LleHTp ceptudmkaumnny;

6) Hanu4dne cpnara «Critical»;

B) Hanuuue cdnara «Subject Key ldentifier». MNpn HeobxogMmMocTn yTOMHUTL AaTtbl K
CpOK OeNCcTBUSA cepTudukaTa.

[Mocne KoppeKkTUpOBKM LLIAbnoHa CoXpaHUTb ero, Haxkas kHonky [Aal;

2) ons wabnoHa cepTudurkarta cepeepa — BO Bknagke «PacwmpeHna» npoBepuTb Kop-

PEKTHOCTb [JaHHbIX:

a) Tvn ceptudmrkaTa «KoHeUYHbIN CyObeKT»;

6) Hanu4dne cpnara «Critical»;

B) Hanuuue cnara «Subject Key ldentifier». MNpn HeobxogMmMocTn yTOMHUTL AaTtbl K
CPOK AencTBusa cepTudukara.

Bo Bknagke «Obnactb NPUMEHEHMUS KItouay:

a) B nesBom none «X509v3 Key Usage» gomxkHbl 6b1Tb BbiOpaHbl NyHKTbI «Digital
Signature» n «Key Enciphermenty;

6) B nesom none «X509v3 Key Usage» cHATb BbiIbop ¢ nyHkTa «Non Repudiationy;
B) B npaBom none «X509v3 Extended Key Usage» gormkeH ObiTb BblOpaH NyHKT « TLS
Web Server Authentication».

Bo Bknagke «Netscape» B none «Netscape Cert Type» cHATb BbIGOp ¢ nyHkTa «SSL

Servery.

[Mocne KoppeKTUpOBKM LLIAbnoHa CoXpaHUTb ero, HaxkaB kHonky [Aal;

3) ons wabnoHa cepTudmkarta KnmeHTa — BO BkNnagke «PaclumpeHusi» npoBepuTb Kop-

PEKTHOCTb [JaHHbIX:

a) Tin ceptudmrkaTa «KoHeUYHbIN CyObeKT»;
6) Hanu4dne cpnara «Critical»;
B) Hanuuue cnara «Subject Key ldentifier». MNpu HeobxogMmMocTn yTOMHUTL AaTbl K

CPOK AencTBusa cepTudukara.
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Bo Bknagke «O6nacTb NPUMEHEHMS KNtoYay:
a) B nesBom none «X509v3 Key Usage» cHATb Bbibop ¢ nyHkTOB «Data Encipherment»
n «Key Enciphermenty;
6) B neeom nomne «X509v3 Key Usage» pormkeH ObiTb BblOpaH NyHKT «Key
Agreementy;
B) B npaBoMm none «X509v3 Extended Key Usage» gormkeH ObiTb BbIOpaH NyHKT « TLS
Web Client Authentication».
Bo Bknagke «Netscape» B none «Netscape Cert Type» CHATb BbIGOp C NyHKTOB «SSL
Client» n «S/IMIME».
[Mocne KoppeKkTUpoBKM LWabroHa coXpaHUTb ero, Haxkas kHonky [Aa].
6.10.5.3. TunoBasa cxema npumMeHeHUs MHCTpyMmeHTa XCA
Tunosas ynpolleHHasa cxeMa npumeHeHus nHetpymeHTta XCA BkntovaeT B cebs crnepyto-
Lme oencTems:
1) cosgaHue kopHeBoro ceptudukata YL;
2) cosgaHue 3akpbITOro Kn4va 1 cepTudmkaTa OTKPbITOro Kitoya cepBepa;
3) 3KCnopT ANs UCNONb30BaHNSA CEPBEPOM:
a) ceptucmukara YL, B cootrBetctBum ¢[6.10.5.7]
6) 3akpbliToro kntova cepsepa B cootBetcTBuM C[6.10.5.8]
B) cepTudukaTa OTKpbITOro kntoya cepBepa B cooTBetcTBUM ¢ [6.10.5.8;

r) ganna napametpoB OQudpdu-XennmaHa B cootsetrcteum ¢ (6.10.5.8;
A) darna napameTpoB AOMNOSHUTENBHOW ayTeHTUduKaummn npotokona TLS B cooT-

BetcTBUM ¢ [6.70.5.8]
4) cosgaHue 3aKkpbITOro Knio4a u ceptudmkata OTKPbITOrO KNoYva KNMeHTa;
5) aKcnopT Ans MCMNONb30BaHUSA KITMEHTOM:
a) ceptudukata YL B cootBetcTBumM ¢ [6.10.5.7}
6) 3akpbIToro kntova knueHTta B cootBetcTBum ¢ [6.10.5.9
B) cepTudumkaTa OTKpbITOro Kntoya knneHTa B cootBetcTBum ¢[6.10.5.9;
r) dpavna napameTpoB OOMNOMHUTENBHOM ayTeHTUduKkaumm npoTtokona TLS B cooTBeT-
ctBum ¢[6.10.5.9;

6) noBTOpHasA reHepauuns cepTumKaToB N0 MePEe UCTEYEHUS UX CPOKa OENCTBUSI.
MyHkTBI 4)| 1 |5)| NnepeuncneHmns BbINONHAKTCA ANA KaXXA0ro HOBOrO MOAKMIOYAEMOro KrveHTa.
MyHKT [6)] noBTOPSIETCS AN YOOCTOBEPSIOLLETO LIEHTPA, CepBeEPa U KMMEHTOB NO Mepe UCTEYEHMS
CpoKa OencTBus Ux cepTudmKaTos.

Mpouenypa akcnopTta nogpasymMmeBaeT KONMpPOBaHME HEOOXOANUMbIX AAHHbIX B hannbl n

NepeHoC COOTBETCTBYOLLMX halnoB Ha KOMMNbIOTEPLI cepBepa U KIMEHTOB C UCMOMb30BaHNEM
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npoueayp, NnpegoTepaLlaoLwLmMx HECAaHKUMOHMPOBAHHbIN SOCTYN K NnepegaBaemMon nHopmauum
(CMeHHbIe HOCUTENK, 3aLUULLIEHHbIE KaHanbl CBA3W 1 4p.).
6.10.5.4. Co3paHne KopHeBoOro ceptudmukara yaoctoBepsaroLwero LeHTpa
KopHeBon ceptudmkat MoXeT ObiTb Nony4eH 13 BHewHero YL nnu cosgaH kak camo3ase-
PEHHbIN COBCTBEHHbIN KOPHEBOW CepTUdMKaT.
[nsa cosgaHus camonognuMcaHHOro KOpHEBOro ceptudukata HeobxogMmo 3anycTuTb
MHcTpymMeHT XCA 1 BbINONHUTL crieayowme JencTBus:
1) nepewntn BO BKnagky «CepTtudukatbl», Haxatb [HoBbIn cepTudukar];
2) B OTKpbIBLUEMCS OKHe ByaeT yctaHoBneH ¢nar «Co3gartb camo3aBepeHHbI cepTu-
dukat» 1 B none «WabnoH ans HoBoro ceptudukata» BblOpaTb NpenycTaHOBNEHHbIN
wabnoH «[default] CA». Ecnu 6bin co3gaH cobCTBEHHbIN WabnoH, To BbiIbpaTth ero, 3atem
HaxkaTb KHOMKy [[pumeHnTb BCE];
3) nepentn Bo BkNnagky «Cybbekt». Ecnu 6b6in npumeHeH coBCTBEHHbIV WAabnoH, To nong
dopMbl ByayT aBTOMaTMYeCcKkn 3anofiHeHbl AaHHbIMU 13 BblIOpaHHOro wabnoHa (kpome
nons «BHyTpeHHee uMsa», KOTopoe AOIMKHO ObiTb yKa3aHO MHANBMAYANbHO AN KaX4oro
cepTudmkara). 3anonHUTb cneayroLne He3anosIHEeHHbIE NOns:
a) «BHyTpeHHee nmsa» — ykasaTtb nma ceptudmkaTa, Hanpumep, «rootCAy;
6) «commonName» — yka3aTb TO e UMs — «rootCA»;
B) HaxaTb kHOMKy [CreHepupoBaTb HOBbLIW KNto4].
bByneTt npeanoxeHo co3gatb HOBbIN 3aKPbIThIN KITOY € 3aaHHbIM nMeHeM. [poBepuTb
napameTpbl kntova: « Tun Kntoya: RSA», «AnuHHa kntoya: 2048 bit». HaxxaTb KHONKy
[Co3paTb], 3aTem HaxaTb [Aal;
4) nepenTtn BO BKNagky «PacumpeHusny:
a) ybegutbcs, uTo B none «Tun» BblbpaH «LeHTp CepTudumkaumny;
0) npoBepuTb ycTaHoBKy dnaroB «Critical» n «Subject Key Identifiery;
B) onpenenuTb nepuog AenCTBusA cepTudukara, 3anonHme nons «lepuon AencTemsa»
n «Cpok oencTeunsay;
5) nepenTtun Bo BKknagky «O6nactb NnpUMeHeHus Knova», yéegnutbcs, YTO B IEBOM More
«X509v3 Key Usage» BblbpaHbl MYyHKTbI:
a) «Certificate Sign»;
6) «CRL Signy;
6) nepenTtn Bo Bknaaky «Netscape», ybeautbcq, yto B none «Netscape Cert Type»
BblGpaHbl NYyHKTbI:
a) «SSL CAvy;
6) «S/MIME CAv;
B) «Object signing CA»;
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7) nocne npoBepok HaxaTb [[a] ana co3gaHus cepTudukara.
lMocne BbINONMHEHUSA AaHHBIX AEUCTBMI B CNUCKE CEPTUDMKATOB NOSBUTCA KOPHEBOW Cep-
TMdKKaT, KOTOPLIN B AanbHenwem byaeTt ncnonb3oBaTb A48 NoagnMcaHns apyrnx cepTudnKkaTos.
6.10.5.5. Co3gaHue ceptudumkara cepBepa
[lna co3nanus cepTudumkaTa cepsepa BbIMONHUTL Crieayrolme 4eNcTBuA:
1) nepenTtn BO BKNagky «Ceptudukatbl», Haxatb [HoBbIn cepTudumkar];
2) B OTKpbIBLLEMCS OKHE BO BKragke «I1epBONCTOYHUKY:
a) yctaHoBuTb donar «Kcnonb3oBaTtb 3TOT cepTudukaT gna nognucny (dpnar «Co-
30aTb caMo3aBepeHHbI cepTudmkaT» OyaetT CHAT aBTOMaTMYecKM) U B COOTBET-
CTBYIOLLEM BbiNagatoLiemM cnmcke BbibpaTb CO34aHHbIA COrnacHoO KOpHeBoOW
cepTudumkar;
6) B none «lWabnoH onsa HoBoro ceptudmkata» BbibpaTb NpeayCcTaHOBIEHHbIN Wab-
noH «[default] HTTPS_server». Ecnn 6bin co3gaH cob6cTBEHHbIN WabnoH, To BbibpaTh
ero, 3aTemM Haxatb KHOMKy [[pumMeHnTbL BCE];
3) nepentn Bo BKkNagky «CyobekTy». Ecnv 6bin npumeHeH cOB6CTBEHHbIN LWAGNOH, TO Nons
dopmbl ByayT aBTOMaTMYECKN 3anofnHEHbl AaHHbIMK U3 BblIOpaHHOro wabnoHa (kpome
nonst «BHyTpeHHee umsa», KOTOpoe AOMKHO ObiTb yKa3aHO MHANBMAYANbHO ANS KaX4oro
ceptudumkata). 3anonHnTb creayrowme HesanonHEeHHbIe Nons:
a) «BHyTpeHHee nma» — ykasatb nms ceptudukara;
6) «commonName» — ykasaTb TO e UMS;
B) HaxaTb kHOMKy [CreHepupoBaTb HOBbLIA KNto4].
Bynet npeanoxeHo co3aaTtb HOBbLIN 3aKPbITbIW KITHOY € 3aaHHbIM nMeHeM. [poBepuTb
napameTpsbl krntova: « Tun Kntouwa: RSA», «[nuHHa kntova: 2048 bity. HaxaTb KHOMKy
[Co3paTk], 3aTem HaxaTb [[al;
4) nepentn BO BKraaky «PaclumpeHusa»:
a) ybegutbes, YTO B none «Tuny BbolopaH « KOHEYHbIN CyObeKkTy;
6) npoBepuTb ycTaHoBKy donaroB «Critical» n «Subject Key Identifiery;
B) onpenenuTb nepuog AenCcTBusa cepTudukara, 3anonHme nong «lMepuon oencremsa»
n «Cpok Oencremsy;
5) nepentun BO BKNagky «Obnacte NpMMEHeHUs Knoyay, ybegnuTbes, YTo:
a) B neeom none «X509v3 Key Usage» BbiGpaHbl nyHKThI «Digital Signature» n «Key
Enciphermenty;
6) B npaBom none «X509v3 Extended Key Usage» BbibpaH nyHKT «TLS Web Server
Authenticationy;

6) HaxaTb [[la] onsa cospaHna cepTudukarta.
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Mocne co3pgaHna cepTudukaTa cepeepa OH oTobpasnTcs B obuem cnucke ceptudumka-
ToB. HCTpymMeHT XCA npegcraBnseT CnMcok cepTudukaToB B BUAe AepeBa, KOPHEM KOTOPOro
ABNSAETCHA KOPHEBOW cepTUdMKaT YAOCTOBEPSAIOLLErO LEeHTpa.

6.10.5.6. Co3gaHue cepTtudmkara KnmeHTa

[lna co3nanus cepTudumkaTa KnneHTa BbIMOMNHUTL crieayowime 4eNcTBuA:

1) nepenTtn BO BKNagky «Ceptudukatbl», Haxate [HoBbIn cepTudumkar];

2) B OTKpbIBLLEMCS OKHE BO BKnagke «I1epBONCTOUHUKY:

a) yctaHoBuTb donar «Mcnonb3oBaTtb 3TOT cepTudukaT gna nognucuny (dpnar «Co-
30aTb caMo3aBepeHHbI cepTudmkaT» OyaetT CHAT aBTOMaTMYecKM) U B COOTBET-
CTBYIOLLEM BbiNagatoLiemM cnmcke BbibpaTb CO34aHHbIA COrnacHoO KOpHeBoOW
cepTudumkar;

6) B none «lWabnoH onsa HoBoro ceptudmkata» BbibpaTb NpeayCcTaHOBIEHHbIN Wab-
noH «[default] HTTPS_client». Ecnu 6bin co3gaH co6CTBEHHbIN WabnoH, To BeiGpaTb
ero, 3aTemM Haxatb KHOMKy [[pumMeHnTbL BCE];

3) nepentn Bo BKkNagky «CyobekTy». Ecnv 6bin npumeHeH cOB6CTBEHHbIN LWAGNOH, TO Nons

dopmbl ByayT aBTOMaTMYECKN 3anofnHEHbl AaHHbIMK U3 BblIOpaHHOro wabnoHa (kpome

nonst «BHyTpeHHee umsa», KOTOpoe AOMKHO ObiTb yKa3aHO MHANBMAYANbHO ANS KaX4oro
ceptudumkata). 3anonHnTb creayrowme HesanonHEeHHbIe Nons:
a) «BHyTpeHHee nma» — ykasatb nms ceptudukara;
6) «commonName» — ykasaTb TO e UMS;
B) HaxaTb kHOMKy [CreHepupoBaTb HOBbLIA KNto4].
Bynet npeanoxeHo co3aaTtb HOBbLIN 3aKPbITbIW KITHOY € 3aaHHbIM nMeHeM. [poBepuTb
napameTpsbl krntova: « Tun Kntouwa: RSA», «[nuHHa kntova: 2048 bity. HaxaTb KHOMKy
[Co3paTk], 3aTem HaxaTb [[al;
4) nepentn BO BKraaky «PaclumpeHusa»:
a) ybegutbes, YTO B none «Tuny BbolopaH « KOHEYHbIN CyObeKkTy;
6) npoBepuTb ycTaHoBKy donaroB «Critical» n «Subject Key Identifiery;
B) onpenenuTb nepuog AenCcTBusa cepTudukara, 3anonHme nong «lMepuon oencremsa»
n «Cpok Oencremsy;
5) nepentun BO BKNagky «Obnacte NpMMEHeHUs Knoyay, ybegnuTbes, YTo:
a) B neBom none «X509v3 Key Usage» BbibpaH nyHKT «Key Agreementy;
6) B npasom none «X509v3 Extended Key Usage» BbibpaH nyHKT « TLS Web Client
Authenticationy;
6) Haxatb [da] ana cosgaHusa ceptudukara.

lMocne co3gaHusa cepTudmkaTa KnmeHTa oH otobpasuTcsa B o6LLEM CnMCKe cepTUdMKATOB.
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6.10.5.7. AkcnopT KOpHEBOro cepTudmnKaTta yqocToBepsoLEero LeHTpa

[na paboTbl cepBepoOB U KNMEHTOB HYXeEH Tonbko cepTudmkat YL, 3akpbITbii KOpHEBOW
ceptudukat YL| He gormkeH nepegasaTbCs B ApyrMe CUCTEMbI, OOHAKO, ero Konuu criegyet
XpaHUTb B CUCTEMAX Pe3epBHOrO KOMUPOBAHUS U BOCCTAaHOBEHWS.

[lna akcnopTa KOpHeBOro ceptudukara:

- B OCHOBHOM OKHe nporpammbl nepenTn Bo BkNagky «Ceptudukarbly;

- B CncKe BbIbpaTb KOPHEBOW cepTUdMKaT U HaxaTb KHOMKy [QkcnopT];

- B OTKPbIBLLENCS OKHE yKa3aTb UMS dpanria KOHTENHepa cepTudukara, Mecto CoOXxpaHeHus

n BolbpaTb popmart akcnopta «PEM (* . crt)»;

- HaxaTb kHonky [Aa].

6.10.5.8. AkcnopT hannoB cepTnchMKaToB U KIKOUYEN cepBepa

[ns akcnopTa ceptudumkara cepsepa He0bxoanmo:

1) B OCHOBHOM OKHe Mporpammbl nepentn Bo Bknagky «Ceptudukarbly»;

2) B cnucke BbIbpaTb cepTuduKkaT cepBepa 1 HaxaTb KHOMKy [QkcnopT];

3) B OTKPbIBLLENCS OKHE YKa3aTb MECTO COXpaHeHMs 1 BbibpaTb popmaTt akcnopta «PEM

(*.crt)»;

4) HaxaTb kHonky [Aa].

[nsa akcnopTa 3akpbITOro Krya cepepa Heobxoammo:

1) B OCHOBHOM OKHE MporpamMmmbl NEPENTN BO BKNAOKY «3aKpbITble KITHOUNY;

2) B cnncke BblOpaTb 3aKpbIThbIN KMNOY cepBepa 1 HaxaTtb KHonky [QkcnopT];

3) B OTKpbIBLUENCS OKHE BblbpaTb hopmat akcrnopTta «3akpbiTbit Krtod PEM (* . pem)»;

4) HaxaTb kHonky [Aa].

3aKpbITbIN KIHOY cepBepa 3KCNOPTUPYETCH B OTKPbITOM BUAe 6e3 NpyMeHeHNs 3aLlmnTHOro
npeobpa3oBaHNs OaHHbIX.

3aKpbITbIV KNOY cepBepa OOMKEH HAaXOAUTLCSA Ha cepBepe U He AOMKeH nepeaaBaTbes
KNneHTam.

[ns cosganusa darna ¢ napameTtpamu OQudpdpu-XennmvaHa Heobxoanmo:

1) B OCHOBHOM OKHe nporpammbl Bbl6patb B MeH0 NyHKT «Extra — Cosgate DH napa-

MEeTp»;

2) B OTKPbIBLLENCHA OKHE YKa3aTb 3HaveHne «2048 (2048 6uT)»;

3) HaxaTb KHonky [Aal.

MpumMmedvyaHue. leHepauna 3aHMMaET MHOIO BpemMeHu, 06 akTMBHOCTWU NporpamMmel

CBMAETENbCTBYET MHANKATOP B NMPABOM HUXHEM Yriy OKHa Nporpammbl;

4) B OTKPbIBLLENCA OKHE YKa3aTb MECTO AN COXpaHeHus norny4veHHoro danna;

5) HaxaTb KHonky [Aa] onsa coxpaHeHus.
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CosgaHune dann gononHuTenbHoOn ayTeHTumkauumn npotokona TLS B nHcTpymeHTe XCA

He npeaycMoTpeHo. [aHHbIn dharn gomkeH ObiTb co3gaH otaenbHo cpeactBammn OpenVPN npu

NMOMOLLM KOMaHAb!:

openvpn --genkey --secret <umsa_gdamnna>

6.10.5.9. AkcnopT hannoB cepTU(PUKATOB U KITHOYEN KITMEHTA

[lna skcnopTa ceptudurkara KnmeHTa Heobxoamnmo:

1) B OCHOBHOM OKHE Mporpammbl NepenT Bo Bknagky «Ceptudukarbiy»;

2) B cnucke BbIbpaTb cepTUumKaT KnmeHTa u HaxkaTb KHOMKy [QkcnopT];

3) B OTKPbIBLLENCS OKHE yKa3aTb MEeCTO COXpaHeHus 1 BbibpaTb popmaT akcnopta «PEM
(*.crt)y;

4) HaxaTtb kHonky [Aa].

[ns akcnopTa 3aKkpbITOro Knova KnueHta Heobxoanmo:

1) B OCHOBHOM OKHE MpOrpaMmbl NEPenTn BO BKNAAKy «3aKpbITbi€ KIHOUNY;

2) B cnncke BblbpaTb 3aKpbITbi KMNOY KNMEHTa U HaxaTb KHOMKy [QkcnopT];

3) B OTKpbIBLUENCS OKHE BblOpaTb dopmat akcrnopTta «3akpbiTbit kKrtod PEM (* . pem)»;
4) HaxaTb kHonky [Aa].

38KpblTbII7I KITHOY KIMMEeHTa 3KCNopTUpyeTcd B OTKPbITOM BUAe 6es npnMeHeHnd 3alnuTHOro

npeobpasoBaHns LaHHbIX.

HYTbY.

6.10.5.10. OT3bIB cepTucpukaToB. Cnuckmn oT3biBa cepTudnkaTon

[1nsa oT3biBa cepTudmkara Heobxoanumo:

1) B OCHOBHOM OKHE Mporpammbl Nepentn Bo Bknagky «Ceptudukarbi»;

2) HaNTK B CrMCKEe OT3blBaeMbI CEPTUdDMKAT, HaXXaTb NPaBON KHOMKOW MbILIN N B pac-
KpblBLLEMCHA MeEHI0 BblbpaTb «OTO3BaTHY.

AHanNorn4yHeIM cnocobomM MOXXHO OTMEHUTb OT3bIB CepTM(*)I/IKaTa, Bbl6paB NYHKT «Bep-

Cnunckn 0TO3BaHHbIX CEPTUMUKATOB NPMBA3LIBAKOTCA K KOPHEBOMY cepTudukaty YL,

noanmucasLliero aTn CepTM(bVIKaTbI.

Ons NPOCMOTpPa CrnnMcKa OoTo3BaHHbIX CepTI/ICbI/IKaTOB, OTHOCALLUNXCA K KOpHEBOMY CEPTU-

dukaTy, HeobxoauMmo:

1) B OCHOBHOM OKHe nporpaMmmbl NnepenTn Bo BKNagky «CepTudumkartbl»;

2) B cnvcke BbIbpaTb KOPHEBOW cepTUdMKaT, HaxkaTb NPaBON KHOMKOW MbILIX U B pac-
KpbiBLIEMCHA MeHI0 BblbpaTth «L|C — YnpasneHue oT3biBaMmy.

OTKpOEeTCSa CMMCOK OTO3BaHHbIX CEPTUUNKATOB.

[ns cosgaHmna cnmcka OTO3BaHHbIX CepTI/I(bVIKaTOB B cbopmaTe, npuroaHomM Ana akcnopTa

B Apyrne CUCTeMbl, Heobxoaumo:

1) B OCHOBHOM OKHE Mporpammbl NepenTn Bo Bknagky «Ceptudukarbi»;
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2) B cncke BbIGpaTb KOPHEBOW cepTUdMKAT, HaxkaTb NPaBOWN KHOMKOW MbILIX U B pac-

KpbiBLLEMCA MeHI0 BblbpaTb «L|C — CreHepupoBaTb CRL»;

3) B OTKpbIBLUEMCS OKHE, NPU HEOBXOANMMOCTH, YTOMHUTL NapamMeTpbl CIUCKa;

4) HaxaTtb kHonky [Aa].

CospaHHble CrUCKN OT3biBa MOXHO NPOCMOTPETL BO BKNagke «Cnuckn otabiBa cepTndu-
KaToB». 3 3TOM e BKMagKu CMUCKU OTO3BaHHbIX CEPTUINKATOB MOXHO 3KCNOPTUPOBATL, HaXKaB

KHoMKy [QkcnopT], hopmat akcnopTta «PEM (* . pem)».
6.11. CpeacTBO yaaneHHoro agMmuHuctpupoBaHus Ansible

Ansible aBnaeTcsa NporpaMMHbIM peLleHneM AN HACTPOMKM U LEHTPanM30BaHHOMO ynpas-
NeHna KOHUrypaumsMn yaaneHHbIX MallnH, B TOM YnCrie OAHOBPEMEHHO rpynnon MauvH. [ns
paboTbl Ansible ncnoneayetcs cyuwecTBytoLlas nHpacTpyktypa SSH.

B Ansible ans npmeHeHust KOHpUrypaumm Ha yganeHHoOM MallvHe UCMONb3YETCH PEXUM
push mode, KOTOpbIN 3aKMYaeTcs B pacnpocTpaHeHn KOHUrypaumm ¢ ynpasnsioLwen mMmallunHbl

Ha yaaneHHyHo.

6.11.1. CoctaB
B coctas Ansible BxogaT moaynu, obecneunsatoime pasBpTbiBaHNE, KOHTPOMb U ynpasrne-

HWe KOMMOHEHTaMM yaaneHHbIX MalmH. MNepeyeHb OCHOBHbIX Moaynei npveeaeH B Tabnuue [35]

Taobnuuya 35
Mogyrnb OnucaHue
shell lNosBonser 3anyckatb  shell-komaHgbl Ha  yganeHHOM  y3ne,  Hanpumep:

ansible -i step-02/hosts -m shell -a ’‘uname -a’ host0.example.org

copy MNo3sonser KonmpoBaTtb d)a|7|r| n3 ynpaBnmoLu,elh MaWwWnHblI Ha y/J,aJ'IeHHbIIZ y3en:
ansible -i step-02/hosts -m copy -a ’src=<MCXOOHHN} KaTasyor>
dest=<karTanor_Has3HaueHus>' host(0.example.org

setup MpeaHasHayeH ansa cbopa hakTUYecknx gaHHbIX C y3MoB:
ansible -i step-02/hosts -m setup host0.example.org

6.11.2. YctaHoBKa u HacTpounka Ansible

Ha ynpaBnsatowen mawmHe aomkeH 6biTb ycTaHoBrneH Python Bepcun 2.6 nnu Beiwe. Ha
ynpaBnsiembIx MallnMHax AomkeH 6biTb ycTaHoBneH Python Bepcun 2.4 unu Bbiwwe.

HononHutensHo anga pabotbl Ansible Heobxoanmel crnegytowme Python-mogynm Ha ynpas-
navLwen MmallunHe:

- python-yaml;

- paramiko;

- python-jinjaZ2.
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YcTaHoBKa Moayrneun ocyLLeCTBNSEeTCS NyTeM BbINOSTHEHUS KOMaHAb!:
apt-get install python-yaml python-jinja2 python-paramiko python-crypto
[na yctaHoBku Ansible BbINONHUTE KOMaHAY:
apt-get install ansible
lMepeyeHb MaLLVH, KOTOPbLIMU HYXXHO YNpaBnsaTb, 3afaeTcs ABYMS cnocobamu:
- B TekcTtoBoM channe (N0 ymomnyaHuio ucnonb3yetrcsa ini-dann) B Katanore
/etc/ansible/hosts;
- C MOMOLLbIO CLEeHapu4, nornyyaroLwero nepeyeHb MallnH U3 CTOPOHHUX NPOrpaMMHbIX
NpoayKTOB, Harnpumep, ot Zabbix.
Kpome cnvcka ynpasnsemMbix MallvH B ini-ghanne MOXeT yKasbiBaTbCs AOMOMHUTENbHAA
MHpOopMaLNAa: HoMepa NOPTOB ANs noakntoveHns no SSH, cnocob nogknoyeHns, naponbe Ans

NOAOKITOYEHNS, UMS Nonb3oBaTens, 06beanHeHUs rpynn mn T.M.

Mpumepbl:

1. KoHdurypaumoHHbIn ini-thann, B KBagpaTHbIX CKOOKaX yKasaHbl UMeHa rpynn ynpas-
naemMbIX MaLluH

[dbservers]

nudel.example.ru

nude2.example.ru

[webservers]
srvl.example.ru ansible_ ssh_port=8877 ansible ssh_host=192.168.1.1
srv2.example.ru
srv[3:20] .example.ru
2. KoHdurypaumoHHbin YAML-cpann
all:
hosts:
mail.example.ru:
children:
webservers:
hosts:
srvl.example.ru:
jumper:
ansible port: 8877
ansible host: 192.168.1.1
sSrv2.example.ru:
dbservers:

hosts:

1.7.2



144
PYCB.10015-01 95 01-1

nudel.example.ru:

nude2.example.ru:

B nononHeHue K KOHUrypaunmoHHOMY channy npu onpegeneHum 1 ynpasneHun rpynnamm
yAaneHHbIX MalluH UCNOoSib3YeTCA NepeMeHHble napamMmeTpbl. [lepeMeHHble napameTpbl MOryT
ObITb 06beanHeHbI B rpynnbl. [laHHble 0 NnepeMeHHbIX NPeaAnoyYTUTENBHO XPaHUTb B OTAENbHbIX
YAML-chbannax B COOTBETCTBYIOLMX KaTanorax:

- /etc/ansible/group_vars/<ums_rpymnmne> — A5 NEPEMEHHbIX rPynnbl MALUWH ;

- /etc/ansible/host_vars/<ums_MamuHe> — AN NEPEMEHHbIX OTAENbHbIX Ma-

LUNH.

6.11.3. CueHnapum Ansible
Ansible no3BonseT ncnonb3oBaTh CLUeHapuUn, nNpegHa3HavYeHHble AN BbINONMHEHUA Ha
ynpasnsemblix MawnHax. CueHapum nuwyTes Ha sa3bike YAML.

[nsi BbINOMHEHNS CcLeHapus Ucronb3yeTcs komaHaa ansible-playbook co crneayto-
LM CUHTaKCUCOM:

ansible-playbook <umsa_¢anna_cueHapusi.yml> ... [Opyrue napameTph ]

OnuncaHne OCHOBHbIX NapaMeTpoB CLieHapveB npueeaeHo B Tabnuue [36]

Tabnuuya 36
MapameTp Onuncanuve
hosts YkasbiBaloTcs ynpasndemble y3rbl U rpynnbl y3oB, K KOTOPbIM HY>XHO NMPUMEHUTb
N3MeHeHNs
tasks OnucbiBaeTcst COCTOSAHME, B KOTOPOE HEOOBX0OMMO MPUBECTU ynpaBnsieMbl y3en,

ansTepHaTMBOM MOTyT BbITb POy

gather_ facts | YkasbiBaeT cobvpatb Unu HeT MHcopmauuo 06 yanax nepes BbINOMHEHWEM 3a4au.
3HayeHve no ymonyaHumo — «[da»

vars YkasblBaloTcsi NepeMeHHble, KOTopble ByayT UCMONb30BaHbl NPU BbINOMHEHWUWN CLieHa-
pus
connection WMcnonbayeTcs ona ykasaHus mMetoga coeavHeHus ¢ yanamu: pure ssh, paramiko,

fireball, chroot, jail, local, accelerate

sudo MNocne yCTaHOBINEeHnA coeanHeHnA BbINONHATb 3adadvy C npuBuUnermaMmm Opyroro
nonb3oBaresns. 3Ha4yeHne no YMOJ1HaHUIO — root

sudo_user B coyetaHun ¢ napameTpoM sudo MOXHO ykasaTb nornb3oBartens, C npMBuiernamm
KOTOpOro 6WJ,9T BbIMNoNHeHa 3agava

vars_prompt | [lepepn BbiNnonHeHnem cueHapus Ansible B UHTEPAKTUBHOM PEXMME MOXET YTOYHUTL
yKasaHHble B 9TOM pa3fere napameTpsbl

remote_user | MIMA nonb3oBaTtens Ans aBTopusaumy Ha yoanHHOM yane
(user)

1.7.2



145
PYCBE.10015-01 95 01-1

7. CPEACTBA OBECIMEYEHUA OTKA30YCTOUYUBOCTU U BbICOKOW [OCTYMHOCTHU

7.1. Pacemaker n Corosync

B coctaB OC BxoauT Habop nporpaMmmHoro obecneveHns Pacemaker n Corosync, ucnonb-
3yeMoro Ans NoOCTPOEHUs KNacTePHbIX CUCTEM BbICOKOM AOCTYNHOCTU. OCHOBHblIE 0COBEHHOCTH
Pacemaker n Corosync:

- obHapy»xeHne n BOCCTaHOBIEHME nocne cO0eB y3roB 1 crnyxo;

- HEe3aBMCMMOCTb OT MOACUCTEMbI XpaHEHNss — He TpebyeTcsa obuiee XxpaHunuLle;

- HEe3aBUCMMOCTb OT TUMOB PECYPCOB — BCE YTO MOXET ObITb BbINOMHEHO NyTEM 3anycka

cLueHapusi, MOXeT ObITb KracTepu3oBaHo;

noaaepkka KnacTepos NoGoro pasmepa;

nogaepXxka KBOPYMHbIX N peCypCO3aBUCUMbIX KIaCTepOB;

nogaepxka n3bbITo4HOM KOHGUrypauuu;

aBTOMaTMyeckas pennukaumsa KoHdurypaumm, MoxeT OblTb OOHOBMEHa ¢ Nboro yana
KnacTtepa;
- BO3MOXHOCTb 3aflaHus nopsiaka 3arnycka pecypCcoB HE3aBMCUMO OT TOrO, Ha KakoMm y3ne
OHW HaxogATCs;
- NOAAEpPXKa PeCypCcoB, 3anyCckaeMblX HA MHOXECTBE Y3510B, — KITOHOB;
- nogaepxka pecypcoB C MynbTU-pexumamu paboTtsel (master/slave, primary/secondary).
C TO4KkM 3peHuns KnacTepa Bce MCMNOofb3yeMble CYLLHOCTU — CIy>KObl, TOYKA MOHTMPOBA-
HWs, TOMa U pasgenbl — 3TO PECYpCbl, NO3ITOMY B JAHHOM PYKOBOACTBE Mo CFIOBOM «PeCcype»

NOHMMAaETCA BCe, YTO HAaxXoOuUTCA noa yrnpaBreHnem Knacrepa.

7.1.1. YcTaHOBKa

ﬂ,J'IFI YCTaHOBKU Pacemaker n Corosync HeO6XO,D,I/1MO BbIMOJTHUTL crnegyrLlee:

1) Ha KaXXgoM cepBepe 0TKas3oyCTOMYMBOIO KracTepa YCTaHOBUTb MaKeT:

sudo apt-get install pacemaker pcs

2) Ha KaxaoMm cepBepe paspelumTb aBTo3anyck Corosync. [1ns 3Toro B KOHpurypawmoH-
HOM panne /etc/default/corosync ykasaTb napamerp:

START=yes

3) Ha Kaxgom cepBepe crnefyeT Npom3BecTn 3anyck HeobxoauMbix cnyxb hacluster:
sudo systemctl start corosync

sudo systemctl start pacemaker

sudo systemctl restart pacemaker

7.1.2. Mpumep HACTPOMKM KnacTtepa
HacTtponka Pacemaker n Corosync Ha npumepe aByx cepBepoB ¢ OC: server-1 un

server-2. Oba cepBepa OO0MmXKHbl BMAETb APYr Apyra no UMeHu, and 3Toro AormxKeH ObITb HacCTpO-
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eH DNS vnu B dpanine /etc/hosts cogepxaTtbCa COOTBETCTBYOLWME 3anvcu. [Ina HacTponku
HeO6XO,EI,MMO BbINOJIHUTb Cclieaylowine ,EI,GVICTBI/IFIZ
1) Ha KaXXgoM cepBepe HACTPOUTbL CUHXPOHM3aUMI0 BpeMeHn no ceTu (cnyxba ntp);
2) Ha KaXgoMm cepBepe yaannTb BO3MOXHO COXPaHUBLUYOCS NpeablayLLyro KoHpurypa-
LMo Knacrepa:
sudo pcs cluster destroy
3) Ha KaxxaoMm cepBepe YCTaHOBUTb OAUHAKOBLIN naposb (Hanpumep, 12345678) nonb3o-
BaTento hacluster:
sudo passwd hacluster
4) Ha nepBOM (rnMaBHOM) cepBepe HACTPOUTb aBTOPU3ALMIO, BLINOSTHUB KOMaHAY:
sudo pcs host auth server-1 server-2 -u hacluster -p 12345678
Pe3yJ'IbTaT BbINMOJTHEHNA KOMaHAbI:
server-2: Authorized
server-1: Authorized
5) Ha nepBOM cepBepe co3aaTtb M 3anyCTUTb KrnacTep, BbINOMIHUB KOMaHAY:
sudo pcs cluster setup --force --start mycluster server-1 server-2
roe mycluster — MM4 co3gaBaeMoro Knacrepa.
Pe3yanaT BbINOJIHEHNA KOMaHAbI:
No addresses specified for host ’'server-1’, using ’server-1’
No addresses specified for host ’'server-2’, using ’server-2’
Destroying cluster on hosts: ’'server-1’, ’server-2'...
server-1: Successfully destroyed cluster
server-2: Successfully destroyed cluster
Requesting remove ’'pcsd settings’ from ’'server-1’, ’server-2'
server-1: successful removal of the file ’"pcsd settings’
server-2: successful removal of the file ’"pcsd settings’
Sending ’corosync authkey’, ’'pacemaker authkey’ to ’'server-1’, ’'server-2’'
server-1: successful distribution of the file ’'corosync authkey’
server-1: successful distribution of the file ’'pacemaker authkey’
server-2: successful distribution of the file ’'corosync authkey’
server-2: successful distribution of the file ’'pacemaker authkey’
Synchronizing pcsd SSL certificates on nodes ’'server-1’, ’server-2’...
server-1: Success
server-2: Success
Sending ’'corosync.conf’ to ’'server-1’, ’'server-2’'
server-1: successful distribution of the file ’'corosync.conf’
server-2: successful distribution of the file ’'corosync.conf’

Cluster has been successfully set up.
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Starting cluster on hosts: ’'server-1’, ’'server-2’...
6) Ha oboux cepBepax nepesanycTuTb Cnyxby pcsd:

sudo systemctl restart pcsd

7) Ha nepBOM cepBepe BKITYNTL aBTO3anyckK knacrepa:

sudo pcs cluster enable --all

Pe3yanaT BbINOJIHEHNA KOMaHAbI:

server-1: Cluster Enabled

server-2: Cluster Enabled

8) ansa Tekyuwero Knacrepa, CoCTosiLero n3 AByx y3noB, 3afaTb 0a30Bble HACTPOWKK,
BbINONMHNB KOMaHAbI:

sudo pcs property set stonith-enabled=false

sudo pcs property set symmetric-cluster=false

sudo pcs property set no-quorum-policy=ignore

[nsa ynpaBneHna knactepom Pacemaker ncnonb3ytoTcs MHCTPYMEHTbI KOMAaHOHOW CTPOKM

pPCs U crm_mon.

[lns npoBepku cTaTyca knacTtepa BbINOMHUTbL KOMaHAY:

sudo pcs status

PesyanaT BbINOJTHEHNA KOMaHAbI:

Cluster name: mycluster

Stack:

corosync

Current DC: server-1 (version 2.0.1-9e909a5bdd) - partition with quorum

Last updated: Wed Jul 27 16:08:22 2022

Last change: Wed Jul 27 16:07:41 2022 by root via cibadmin on server-1

2 nodes configured

0 resources configured

Online: [ server-1 server-2 ]

No resources

Daemon Status:

corosync: active/enabled

pacemaker: active/enabled

pcsd:

active/enabled

YnpaBneHune KrnactepoM MOXET Takke OCYLLEeCTBNATLCA Yepes BeG-nHTepdenc:

https://server-1:2224/
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7.2. Keepalived

Keepalived ncnoneayetca B kadecTtse ynpasnstowlero MO ansg opraHnsaumm MOHUTOpPUHra
n obecneyeHns BbLICOKOM JOCTYMHOCTU Y3M0B 1 Cryx6.

HOemoH Keepalived obecneunBaeT aBToMaTU4eCKUin Nepexos Ha pesepBHbIN pecypc B
pexunme OXnaaHus B criydae BO3HUKHOBEHUS OLLIMGOKN unn c6os OCHOBHOIO pecypca.

[ns obecnevyeHns aBTomaTnyeckoro nepexoga mcnosnbayercsa npotokon VRRP (Virtual
Redundancy Routing Protocol). [JaHHbIN NpOTOKOST NO3BONSIET UCMNONb30BaTb BUPTYyarbHbIn |P-

agpec VIP (virtual IP), koTopbIi ABAsiETCS NNaBaowmm (pacluapeHHbIM) Mexay y3namu.

7.2.1. YcTaHOBKa

Maket Keepalived Heob6xooMmMO yCTaHOBUTbH Ha KaXXAoOM Y3ne, AOCTYNHOCTb KOTOpPbIX
Tpebyetca obecneunTb, 1 Ha KaXXaoM pe3epBHOM y3ne. [N yCTaHOBKMN BbIMOMHUTbL CrEeaYOLYI0
KomaHAay:

apt-get install keepalived -y

7.2.2. NMpumep HaACTPOUKHU

HacTtponka Keepalived Ha npumepe aByx cepBepoB ¢ OC: server-1 (OCHOBHOW) n
server-2 (pe3epBHbi). Ha cepBepax formkeH ObiTb HACTPOEH peXnM pennukaumm ans obec-
neyeHUs ropsidero pesepsupoBaHnd. Takke Ha oboux cepBepax AOMKHO ObITb ABa CETEBbIX
nHTepdenca. OgHOMy N3 ceTeBbIX MHTEPEENCOB OCHOBHOIO cepBepa npucesounts VIP.

Ha kaxxgom cepBepe B KOHUIrypaunoHHbln dpann /etc/sysctl.conf Aob6aBuTb CTPOKY:
net.ipv4.ip forward =1
net.ipv4.ip nonlocal_bind =1
N BbINOMHUTL N5 MPOBEPKM KOMaHAY:
sysctl -p

Ha ocHoBHOM cepBepe OTKOppeKkTMpoBaTb KoHurypaumoHHelin dann Keepalived
/etc/keepalived/keepalived.conf, yka3aB HeobxoauMble 3HAYEHNS AN OCHOBHbIX Napa-
METPOB:

- interface — MHTepdENC NOOKNIOYEHNS,

- state — cTartyc cepBepa, ANnA OCHOBHOIO yKa3blBaeTCcs 3HadeHne MASTER,;

- virtual_router_id — uaeHTUdMKaTOp BUPTYaribHOro mMapLipytusaTtopa (4OormKeH

ObITb OOUMHaKOBbLIM ANst 06omnx cepBepoB);

- priority — NpUOpPUTET OCHOBHOIO cepBepa. [lormkeH GbiTh Gomnblie, YeM PE3EPBHOIO;

auth_type — 3HayeHWe PASS 3agaeT NaporbHy ayTeHTUdMKALMIO AN CEPBEPOB;

- auth_pass — obwwit Naponb Ansa BCex y3noB Knacrepa;

virtual_ ipaddress — BuptyanbHbin IP-agpec.

Mpumep
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KoHdurypaumnoHHbii pann /etc/keepalived/keepalived.conf OCHOBHOIO cepBe-

pa

global_defs {
notification_email ({
username@domain.ru

}

notification_email from servers@domain.ru
smtp_server 1.1.1.1
smtp_connect_ timeout 30

router_id main

vrrp_instance server-1 {
interface ethO
state MASTER
virtual router_ id 200
priority 100
advert_int 1
authentication {
auth_ type PASS
auth pass password

}

virtual_ipaddress {

10.1.9.190/32 dev eth0
}

[nsa npumeHeHns HacTpoek u 3anycka aemoHa Keepalived BbINONHUTL KOMaHAY:
systemctl start keepalived

[anee HeobxoaMMO OTKOPPEKTUPOBaTb KOHGUrypaumoHHbin dann Keepalived
/etc/keepalived/keepalived.conf pe3epBHOro cepeepa, ykazaB Heobxoaumble 3Ha4eHns
ONA OCHOBHbIX NapaMeTpoB:

- interface — MHTepdENC NOAKNIOYEHNS,

- state — craTyc cepBepa, AN pPe3epBHOro ykasbliBaeTcs 3Ha4yeHue BACKUP;
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- virtual_ router_id — maeHTMdumKaTop BUPTYanbHOro mMapLipytmnsaTtopa (4OormKeH
ObITb OOUHAaKOBbLIM ANs 06onx cepBepoB);

- priority — npuopuTeT pesepBHOro cepeepa. [JomkeH ObiTb MEHbLLIE, YEM OCHOBHOTO;

auth_type — 3HayeHWe PASS 3agaeT NaporbHy ayTeHTUMKALMIO AN CEPBEPOB;

- auth_pass — 06LWMIN Naposib AN BCex y3NnoB knacrepa;

virtual_ ipaddress — BuUpTyanbHbin IP-agpec.

Keepalived

Mpumep
KoHgurypaumnoHHbln pann /etc/keepalived/keepalived. conf pe3epBHOro cepse-
pa
global defs {
notification email ({
username@domain.ru
}
notification email from servers@domain.ru
smtp_server 1.1.1.1
smtp_connect_timeout 30

router_id reserve

vrrp_instance server-2 ({
interface ethO
state BACKUP
virtual router_id 200
priority 50
advert_int 1
authentication {

auth_ type PASS

auth pass password

virtual ipaddress {

10.4.1.190/32 dev ethO

[nsa npumeHeHns HacTpoek u 3anycka gemoHa Keepalived BbINONMHUTL KOMaHAY:

systemctl start keepalived
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7.3. PacnpepeneHHasn dannoBas cuctema Ceph

PacnpeneneHHble hannoBble CUCTEMbI UCMOMNb3YOTCSA B BbICOKOCKOPOCTHbIX BbIYUCIIEHNSIX
N poKyCMpytoTCA Ha BbICOKOW AOCTYMHOCTU, MPON3BOANTENBHOCTU N MacwTabupyemoctn. OC
noaaepXXmnBaeT pacnpeneneHHyto dannosyto cuctemy Ceph.

Ceph — pacnpegeneHHaa ob6bekTHasi ceTb XpaHeHus, obecneymBatolas dannosbIn
n GrnoyHbIn MHTEepdenchl gocTtyna. MoxeT Mcnonb3oBaTbCA HA CUCTEMAX, COCTOALLMX KaK U3
HECKONMbKUX CEepBEpOB, Tak U U3 TbiCAY y3noB. BCTpoeHHble MexaHn3Mbl NpoayonMpoBaHHOM
pennukauumn aHHbIX 06ecneynBatoT BbICOKYH OTKa30yCTOMYMBOCTL cucTemsbl. [Mpn gobasneHum
WNW yaaneHnyn HOBbIX Y310B MAacCMB AaHHbIX aBTOMATUYEeCKM GanaHCcMpyeTcs C y4eTOM U3MEHEHUNA.
B Ceph ob6paboTka gaHHbIX U MeTadaHHbIX pa3feneHa Ha pasnuyHble rpynnbl y3MoB B KnacTepe.

KnacTtep xpaHeHus gaHHbIX COCTOUT U3 HECKOMbKNX Pas3nnYHbIX 4EMOHOB NPOrpaMMHOro
obecneyeHuns. Kaxablh U3 9TUX AEMOHOB OTAENeH OT APYrMx U OTBeYaeT 3a onpedeneHHyto

cyHkumio Ceph. Cxema Ha pvic. [1] onpegensieT dyHKUMM Kaxgoro komnoHeHTa Ceph.

Qannosan

Wnos cMcTeMa

RBD
RADOS Ceph

LIBRADOS

Puc. 1

Be3oTka3Hoe aBTOHOMHOE pacnpegeneHHoe xpaHunuuwe obbektoB (RADOS) asnsaetca
OCHOBOM XpaHeHust AaHHbIX krnactepa Ceph. Bce B Ceph xpaHuTtca B BUuae 06bekToB, a XpaHunuiue
obbekToB RADOS oTBe4YaeT 3a XxpaHeHne 3TUX 00BbEKTOB HE3AaBMCUMO OT UX TUNa AaHHbIX. Cnon
RADOS rapaHTupyerT, 4YTO JaHHble BCErga OCTalTCA B COMNTaCoOBaHHOM COCTOSIHUM U HaOEXHb.
[lnsa cornacoBaHHOCTM OaHHbIX OH BbIMOMHAET penniMkaumo AaHHbIX, OOHapy>XeHne OTKa3oB 1

BOCCTaHOBJ1€EHME OaHHbIX, a TakKKe MUrpaunio gaHHbIX 1 SMEHEHNE GanaHca B y3nax KracTtepa.
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Korga npunoxeHue BbIMOMHAET onepaumio 3anmcu Ha knactep Ceph, gaHHble coxpa-
HAIOTCA B BUAEe 06bEKTOB B yCTponcTBe XpaHeHnsa obbektoB (OSD) Ceph. 310 eguMHCTBEHHAs
coctaBnawowas knactepa Ceph, B KOTOpon XpaHATCA pakTU4ecKue AaHHble Nosib3oBaTens, u
3TW Xe AaHHble Nony4vaeT KINWEHT, Korga BbINoNHAET onepauuto yTeHus. Kak npasuno, oguH OSD
AEMOH CBSi3aH C OOHUM (PM3NYECKMM OMCKOM KnacTepa.

Monutop (MON) Ceph oTcnexxuBaeT COCTOsIHME BCEro Krnactepa nyTeM XpaHeHus KapTbl
COCTOSHUSA KnacTepa, KoTopasi BkntodvaeT B cebs kaptel OSD, MON, PG n CRUSH. Bce y3nbl
Kracrtepa coolLiatT y3nam MOHUTOpa K genarT obuenoCTynHOM MHGopmaunio o060 BCex nUs-
MEHEHMUSX B CBOMX COCTOSAHUAX. MOHUTOP nogaep>KmBaeT OTAENbHYIO KapTy MHopMauum ans
KaXxgoro KoMrnoHeHTa. MoHUTOp He XpaHUT akTUYeckne gaHHbIe.

Kpome TOro, B knactepe JosmkHa 6biTb 3anyLeHa cnyxta MOHUTOPUHIa 1 ynpaBreHns
(Ceph Manager — MGR), koTopasa oTBe4aeT 3a OTCNEXNBAHNE METPUK BPEMEHU BbINOMHEHUS
N Tekywlero coctosaHuna knactepa Ceph, BKoyaa Ucnonb3oBaHWe XpaHunuuia, Tekywme MeT-
PUKN NPON3BOANTENBHOCTU M Harpy3ky Ha cuctemy. Cnyx6a MGR npegocTtaBnsaet nHtepdgenc
B3aMMOAENCTBUSA ANSA BHELIHUX CUCTEM YNpaBrneHUss U MOHUTOPUHra.

Bubnunoteka librados obecneunBaet goctyn Kk RADOS ¢ nogaepkkon si3bikOB Nporpam-
mupoBaHus PHP, Ruby, Python, C n C++. OHa npegoctasnsieT cobCTBEHHbIN MHTepdEenC ans
knacrtepa xpaHeHus gaHHbix Ceph, RADOS u siBnsieTcss oCHOBaHWEM ANSA OpYruMx crnyx6, Takmx
kak RBD, RGW, a Takxke nHtepgenca POSIX ana CephFS. librados API nogaepxmBaeTt npsimon
poctyn kK RADOS 1 no3BonsieT co3gaTb CBOM COOCTBEHHbIN MHTEPAENC K XpaHUIMLLY KnacTepa
Ceph.

BnoyHoe yctponcteo Ceph (Ceph Block Device, nssectHoe takke kak RADOS block
device (RBD)) npegoctaBnsieT 6no4Hoe xpaHunuuie, KOTopoe MOXET oTobpaxaTtbed, dhopma-
TMPOBATbLCSA M MOHTMPOBATbLCA Kak nobon apyron anck B cepsepe. brnoyHoe yctporicteo Ceph
obnagaeT yHKLMOHANBbHOCTBIO KOPNOPaTUBHbBIX XPaHUNLL, TAaKOW KakK: AMHAMU4YHOE BblaeneHue,
MOMEHTasbHblE CHUMKMW.

Cepeep meTtagaHHbix (MDS) Ceph otcnexusaetr meTagaHHble hannoBon nepapxumm u
coxpaHnsieT nx tonbko ans CephFS. bnoyHoe yctponcteo Ceph n wnto3 RADOS He TpebytoT
MeTaZlaHHbIX, cneaoBaTenbHO, OHN He HyxaatoTcst B aemoHe Ceph MDS. MDS He npegocTtaBnsiet
AaHHble HenocpeacTBEHHO KNMeHTaM, TEM CaMblM YCTPaHAS eAMHYI0 TOYKY OTKasa B cucteme.

dannoas cucrema Ceph (CephFS) npegnaraet POSIX-coBmecTMMyto pacnpeneneHHyto
dannosyto cuctemy nroboro pasmepa. CephFS onupaetca Ha CephFS MDS, T.e. MmeTagaHHble

OnAa XpaHeHUA nepapxmn.

7.3.1. PasBepTtbiBaHue Ceph ¢ nomowbto cpeactea ceph-deploy
CpenctBo ceph-deploy obecneuymBaet GbICTpbI cnocob pa3sepTtbiBaHus Ceph 6e3

TOHKOW HaCTpOWKu, ncnomnedysa ssh, sudo n Python.
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[lanee onucaH BO3MOXHbI BapnaHT HAaCTPOWKN pacnpeneneHHoro xpaHmnuua Ha 6ase
Ceph Ha npumepe knactepa U3 Tpex y3noB astra-cephl, astra-ceph2, astra-ceph3 v ag-
MUHUCTPaTMBHON paboyen cTaHuMn astra-ceph-admin. Ha y3nax knactepa 6yayT pasBepHyTbl
cnyx6el MON n OSD. Kpome Toro, Ha y3ne astra-cephl 6yaet 3anyLieHa cnyx6a MOHUTOpPUHra
N ynpaBreHus.

BHUMAHUE! [aHHas KOHurypauusi npegHasHadyeHa TONMbKO ANs O3HAKOMIEHUs n
TectupoBaHua Ceph. MNpu pasBepTbiBaHUN paboyern cuctemMbl Ha O6bEKTE HE peKOMeEHLYeTCs
pasmewats MON n OSD Ha ogHOM ya3ne.

B coctaBe kaxgoro n3 ysnos Kractepa MMelTCs [Ba XeCTKMX AUCKa: Ha auckax sda
yctaHosneHa OC, Ha auckax sdb 6yayT nHuymnanumanposaHsl OSD.

Ha ysnax astra-cephl, astra-ceph2 1 astra-ceph3 ycTaHOBNEH (PUKCUPOBAHHbIN
IP-agpec. B kadyectBe cepBepa DNS ykasaH IP-agpec agMmuHucTpatmMBHom paboyen ctaHuum
astra-ceph-admin.

Ha yanax astra-cephl, astra-ceph2 n astra-ceph3 HacTpoeHa crnyxb6a CUHXpOo-
HU3auun BpemeHun B cooTtBeTcTBUM C [6.7.1] B kavecTBe cepBepa eQnHOro ceTeBOro BpeMeHu
BbICTyNaeT agMMHUCTpaTMBHaA paboyas cTaHuusa astra-ceph-admin.

Mpwn passepTbiBAHUKN C NOMOLLBIO CpeacTBa ceph-deploy aAMUHUCTPUMPOBAHME KnacTe-
pa OCyLLeCTBNSETCA C afMUHUCTPATUBHOM paboyen cTaHumn astra-ceph-admin. [ng ygobcerea

pa3BepTbiBaHuA B dpaiine /etc/hosts ykazaHbl KOPOTKME MMEHA Y30B KnacTepa:

10.0.0.1 astra-ceph-admin
10.0.0.171 astra-cephl
10.0.0.172 astra-ceph2
10.0.0.173 astra-ceph3

BHUMAHUE! Ha y3nax astra-cephl, astra-ceph2, astra-ceph3 u agMuHu-
cTpaTuBHOM paboyen CTaHuMn astra-ceph-admin AOMKHbI BbITb YCTaHOBMAEHLI Cnyx6a SSH u
naket Python Bepcun 2.x.

lNepen Havanom pas3BepTbiBaHMSA Ha BCEX y3nax Knacrepa v agMUHUCTPaTUBHOM pa-
boyen cTaHUMKN astra-ceph-admin HEOBXOAUMO BLINOMHUTL CrieayoLne npeaBapuTenbHble
JencTBus:

1) cosgaTb y4eTHy 3anMcb agMUHUCTpaTopa, Hanpumep ceph-adm, BbIMOSHMB KOMaH-

ay:

sudo adduser ceph-adm

B pesynbrate nossutca gnanor, B KOTOPOM Heo6xoamMmo 3agaTtb Naposib agMUHUCTpaTopa

M BBECTU OOMOJTHUTENbHYO I/IHCbOpMaLl,VIPO. Mo okoH4YaHWUK guanora Heobxo4MMO OTBETUTb

«y» («Oda»);

1.7.2



154
PYCBE.10015-01 95 01-1

2) npegocTaBuTb CO30aHHOM YyYETHOW 3anucy npusunerum sudo 6e3 3anpoca napons,

nocnenoBaTesibHO BbIMOMHUB CrieayoLlmne KoMaHabl:

echo "ceph-adm ALL = (root) NOPASSWD:ALL"|sudo tee /etc/sudoers.d/ceph-adm

sudo chmod 0440 /etc/sudoers.d/ceph-adm

3) 3agaTb BbICOKMN YPOBEHb LIEMNOCTHOCTM NS YYETHOM 3anmcu ceph-adm:

sudo pdpl-user -i 63 ceph-adm

4) 3anyctuTb cny06y SSH, BbINONHMB KOMaHAY:

sudo systemctl enable --now ssh

BHUMAHMUE! Bo Bpems passepTbiBaHna Ceph Ha Bcex y3nax knacrepa u agMuMHuUCTpa-
TMBHOM paboyen CTaHuun astra-ceph-admin JOMKEH OblTb 4OCTYNEH ANCK C AUCTPUBYTUBOM
OC.

PasBepTtbiBaHne Ceph ¢ nomoubio cpeactsa ceph-deploy BbINOMHAETCSA HA agMUHK-
cTpaTMBHOM paboyer CTaHUuMn astra-ceph-admin OT MMEHU YYETHOW 3anucn ceph-adm.

BHUMAHUWE! Heponyctumo ucnons3oBaHue cpeactea ceph-deploy OT UMEHU cynep-
nosib3oBaTens yepe3 MexaHnam sudo.

[ns passepTbiBaHMs Ceph HE0BX0ANMMO BbIMOMHUTL CreayoLLYy0 nocneaoBaTenbHOCTb
OEeNCTBUM Ha agMUHUCTPATUBHON paboden CTaHuMn astra-ceph-admin:

1) HacTpouTb BecnapornbHbI ssh-0OCTYN Ha BCe Y3rbl KnacTepa, BbIMOSHUB NocrneoBa-

TEeNbHOCTb KOMaHA:

ssh-keygen

for N in $(seq 1 3); do ssh-copy-id ceph-adm@astra-ceph$N; done

B xoge BbINONMHEHMs KOMaHA AN KaX4oro yana knactepa HeobxoaMmo OTBETUTL KYES»

(«da») n BBECTN Naporib Y4eTHOM 3anucu ceph-adm;

2) ckonupoBaTb ssh-knoy Ha aAMWHUCTPATUBHYIO pabouyto cTaHuuio

astra-ceph-admin ana 6ecnaponbHOro Joctyna K Hew:

ssh-copy-id ceph-adm@astra-ceph-admin

3) ycTaHoBUTb CpeacTBo ceph-deploy:

sudo apt install ceph-deploy

4) yctaHoBuTb Ceph Ha yanax knacrtepa:

ceph-deploy --username ceph-adm install --mon --osd astra-cephl

astra-ceph2 astra-ceph3

MapameTpbl --mon U --osd onpegenstoT KoMnoHeHTbl Ceph, Heobxoanmble Anga ycra-

HoBKW. B npoTnBHOM crniyyae ByayT ycTaHOBNEHbI Bce KOMMNOHEHTbI Ceph;

5) nepesarpy3uTb y3nbl knacrepa:

for N in $(seq 1 3); do ssh ceph-adm@astra-ceph$SN sudo reboot; done

6) ycTaHOBWUTb Ha y3ne astra-cephl cnyxby MGR:

ceph-deploy --username ceph-adm install --mgr astra-cephl
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7) co3paTb HoBbIM knactep Ceph, Npu 3TOM yKasaTb B KOMaHAE Y3nbl KnacTtepa, Ha
KOTOpPbIX B AanbHenWweM byayT MHMLMannM3npoBaHbl NepBoHavaribHble MOHUTOPbI:
ceph-deploy --username ceph-adm new astra-cephl astra-ceph?2 astra-ceph3
lMocne BbINONHEHWUs komaHnabl 6yayT co3aaHbl KOHPUIYPALMOHHbLIM hann (Mo yMonyaHuo
ceph.conf) 1 keyring-ans MOHUTOPOB;
8) MHUUMNaNM3nNpoBaTb MOHUTOPbI Ha paHee yKa3aHHbIX y3J1axX KracTtepa, BbINOJIHUB KO-
MaHay:
ceph-deploy --username ceph-adm mon create-initial
9) MHMUManuaMpoBaTb CryX0y MOHUTOPUHra M ynpaefeHus Ha y3ne astra-cephl,
MCnonb3ys KomaHAay:
ceph-deploy --username ceph-adm mgr create astra-cephl
10) cosgate OSD Ha guckax sdb yanoB knactepa astra-cephl, astra-ceph2,
astra-ceph3 n gobuTb UX B KNacTep, NCNOMb3ys KOMaHAbI:
ceph-deploy --username ceph-adm osd create --data /dev/sdb astra-cephl
ceph-deploy --username ceph-adm osd create --data /dev/sdb astra-ceph2
ceph-deploy --username ceph-adm osd create --data /dev/sdb astra-ceph3
11) ycTaHOBUTb OCHOBHble KOMMNOHEeHTbl Ceph Ha astra-ceph-admin, UCNONb3YS KO-
MaHay:
ceph-deploy --username ceph-adm install --cli astra-ceph-admin
12) ckonupoBaTb KOHUrypauMoHHbIN hann n keyring-gann nonb3oBatens admin
(knoueBon dhanmn agMMHUCTpaTopa pacnpeaeneHHon gannoson cuctemol Ceph, cosnaet-
CA aBTOMaTU4eCKHN rnpu yCTaHOBKe) Ha astra—ceph—admin, UCMOoJb3yA KOMaHAay:
ceph-deploy admin astra-ceph-admin
Mocne 3aBeplieHna pa3BepTbiBaHUA KnacTtepa Ceph npoBepunTb €ro COCToOAHNE MOXHO

KOMaHOoMn:

sudo ceph -s

B cnyyae koppekTHoi paboTbl knactepa napameTp health npuHMMaeT 3HaYeHne HEALTH_OK.

1.7.2



156
PYCBE.10015-01 95 01-1

Mpumep

BbiBOA KOMaHAbl ceph —s AnS NpyMBeEeHHOro BapuaHTa pa3BepTbiBaHUSA
cluster:
id: 03ff5b8a-a453-4da3-8296-2d473649bcc4

health: HEALTH_OK

services:
mon: 3 daemons, quorum astra-cephl,astra-ceph2,astra-ceph3 (age 3h)
mgr: astra-cephl(active, since 3h)

osd: 3 osds: 3 up (since 3h), 3 in (since 25h)

data:

pools: 0 pools, 0 pgs

objects: 0 objects, 0 bytes

usage: 3.0 GiB used, 45 GiB / 48 GiB avail

pgs:

B npuBegeHHOM npumepe obuwmi obbem xpaHunuuia paseH 48 I'b (Tpu gucka no 16
'B), 3 Hux 3 I'b 3aHaTLI Nnog cnyxebHble Hyxabl Ceph. Heobxoanmo yunTbiBaTh, YTO OOCTYMNHOE
NPOCTPAHCTBO ByaeT pacxogoBaTbCs B 3aBMCMMOCTU OT 3a4aHHOro dpaktopa pennukauum (YpoBHS
N36bITOYHOCTM aHHbIX). [10 ymMonyaHuio dhakTop pensimkaumm paseH 3. 3TO 3HAYUT, YTO Kaxabln
OOBbEKT XpaHUTCH B TPEX IK3eMnnspax Ha pasHblxX AMCKax. Takmm obpa3om, B HanMunm nmeetcs
15 I'b cBo6ogHOro MecTa ans ucnonb3oBaHus B knactepe ceph. 3to mecto genntcst NOpoBHY

MeXay BCeEMU nynamu.

7.3.2. Ucnonb3oBaHue knactepa Ceph

Ceph npencraBnsaeT Ang KNnMeHTa pasnuyHble BapuaHTbl AOCTYNa K AaHHbIM:

- hbannoBas cuctema cephfs;

- BrioyHoe yCcTpoucTBO rbd;

- 00BbEeKTHOE XpaHunuLie ¢ OCTYNoM 4Yepes3 s3 COBMECTUMOE api.

Hwxe npeacTtaBneH npumep HacTporkm paboTbl C XpaHUnuuiem B Buae annoBon cu-
cteMbl cephfs. OCHOBHOE NpenmyLecTBo cephfs B TOM, YTO BO3MOXHO MOHTUPOBATb OAWH U
TOT K€ KaTanor ¢ JaHHbIMU Ha YTEHME N 3annCb MHOXECTBY KNMEeHTOB. [ns Toro, 4Tobbl KNNEHTHI
mornu nogkniodatb Ceph kak cannosyo cucteMy, HeobxoanMOo B KracTepe MHULManm3npoBaTb

xoTs1 6bl 0oguH cepBep MeTagaHHbix (MDS)
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[Ona opraHusauum pgoctyna Kk cpannoBon cucteme cephfs HeobGxoauMMo BbIMNON-
HUTb CrieayloLLy nocrneaoBaTenbHOCTb JENCTBUA HA aAMUHUCTPATUBHOW paboyen ctaHuuu
astra-ceph-admin:

1) yctaHoBUTb U akTMBUpoBaTb cryxby MDS Ha y3ne astra-cephl:

ceph-deploy --username ceph-adm install --mds astra-cephl

ceph-deploy --username ceph-adm mds create astra-cephl

2) co3paTtb B Knactepe nynbl Ans AdaHHbIX cephfs_data W MeTagaHHbIX

cephfs_metadata, ykasaB AN Kaxgoro nyna pasmep nnencmeHt-rpynnsl (PG)

paBHbIN 64

sudo ceph osd pool create cephfs _data 64

sudo ceph osd pool create cephfs metadata 64

3HayeHnem pasmepa PG gomkHo ObiTb YMcno, aensawoLlleecs cteneHbio 2 (64, 128, 256...).

Mpu aToM HeoBxoaumo cobntocTu BanaHc mexay Konudectsom rpynn Ha OSD u nx pasme-

pom. Yem Gonbwe PG Ha ogHon OSD, Tem 6onblue noHagodutca namaTt Ansg XpaHeHus

MHdopmaummn od nx pacnonoxeHmn. A yem Gonblue pasmep camon PG, Tem 6onblue

AaHHbIX 6ygeT nepemellatbes npyn 6banaHcuposke. MNpumepHas opmyna pacyeta PG

Takaqa: Total PGs = (Number OSD * 100) / max_replication_count. bonee

noapobHas opmyna ecTb Ha odmumansHoOM canTe - https://ceph.com/pgcalc/.

3) cos3gatb hannoByto cucteMy cephfs:

sudo ceph fs new testcephfs cephfs _metadata cephfs_data

[Ons npoeepkn pgoctyna K cpamnoBon cucteme cephfs HeoOXOAMMO BbINOSHUTL
cnegyrowyo nocnegoBaTesibHOCTb OEUCTBUA HA agMWHUCTPATUBHOM paboyen cTaHumu
astra-ceph-admin:

1) nony4nTb Kno4Ya agMUHUCTpaTopa, AN 3TOro BbINOMHUTL KOMaHAy:

cat ceph.client.admin.keyring

n ckonupoBaTb B Bydep 3HayeHne napameTtpa key. [pumep BbIBOAA NOCNE BbIMNOMTHEHUSA

KOMaHabl:

key = AQBBVX1gl20JJBAAh40D+1Kphz/0QA/Gbkzlsw==

caps mds = "allow *"
caps mgr = "allow *"
caps mon = "allow *"
caps osd = "allow *"

2) cosgatb hbann ¢ TOKEHOM agMUMHUCTpaTopa (MonyyYeHHOM Ha NpeablayLwem ware):
echo "AQBBVX1gl20JJBAAh40D+1Kphz/0QA/Gbkzlsw==">admin.secret

3) cosgaTb NoKarnbHbIM Katanor, B KOTOpbI ByaeT MOHTMpOBaTbLCA dpannoBas cuctema
cephfs:

sudo mkdir /mnt/cephfs
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4) CMOHTMpOBAaTb B NOKarbHbIN KaTtanor pbannoByto cuctemy cephfs:
sudo mount -t ceph 10.0.0.171:6789:/ /mnt/cephfs -o
name=admin, secretfile=admin.secret
rae  10.0.0.171 — agpec O4HOrO U3 MOHUTOPOB. MIX Hago ykasbiBaTb BCe TpU, HO B
AAHHOM criyyae, nyn nogkt4aeTcs BPEMEHHO TOMbKO 4SS Toro, YTobbl co3aaTth B

HeM katanor. [JocTaTo4HO U 0gHOro MOHUTOpPA.

5) npoBEPUTb pe3ysibTaT MOHTUPOBAHUA, BbINOJTHAB KOMaHAY:

df -h | grep cephfs

I'Ipmmep BblBOAA Nocrie BbINOJIHEHUA KOMaHAbI:

10.0.0.171:6789:/ 15G 0 15G 0% /mnt/cephfs

[ns Toro 4tobbl Ha4YaTb NOMb30BaTLCSA PaNNoBON CMCTEMON cephfs HEOOXOANMO Bbl-
NOSTHUTb CreayoLyo nocrneaoBaTenbHOCTb ENCTBUMN:

1) Ha agMUHUCTpaATMBHOM paboyen cTaHuMn astra-ceph-admin co3gatb B cephfs

katanor datal, KOTOpbI ByAeT MOHTMPOBATLCA K APYroMy CeEpBeEpY:

sudo mkdir /mnt/cephfs/datal

2) co3aaTtb nonb3oBaTtens client.datal Anga gocTtyna K Katanory datal, Anga atoro

BbINOJIHUTb KOMaHAY:

sudo ceph auth get-or-create client.datal mon ’'allow r’ mds ’'allow r,

allow rw path=/datal’ osd ’'allow rw pool=cephfs_data’
M cKonnpoBaTtb 3Ha4YeHne napameTpa key. I'Ipmmep BbiBOAaA Nocrie BbINOJIHEHNA KOMaHAbI:
[client.datal]
key = AQDh335g/MDeKBAAOxnX0/H4W7g2snPOpg+lCA==

3HaueHue Kntoya OOCTyna TakkKe MOXHO NoCMOTpPETb C NOMOLWbIO KOMaHAbl:

sudo ceph auth get-key client.datal

3) Ha nbom gpyroM KOMMbOTEPE STIOKaNbHOW CeTU, nogaepxmearoLwmm paboTy ¢ cephfs,

CMOHTMpOBAaTb Katanor datal, ykasaB Bce 3 MOHUTOpA:

sudo mount -t ceph 10.0.0.171,10.0.0.172,10.0.0.173:/ /mnt -o

name=datal, secret='AQDh335g/MDeKBAAOXnX0/H4W7g2snPOpg+1CA=="

B npuBepgeHHom npumepe 10.0.0.171,10.0.0.172,10.0.0.173 — IP-agpeca mo-

HUTOPOB KnacTepa, 3Ha4eHnUe NapaMeTpa secret — TOKEH Mornb3oBaTens, I'IOJ'Iy'-IeHHbIIZ

Ha npegbiayLlem Lare.

4) Ha KOMMbLOTEPE rnokanbHOW ceTu npoBepuUTb pedysibTaT MOHTUPOBAaHWNA, BbIMNOJTHUB

KOMaHAay:

df -h | grep mnt

anMep BbiBOAA Nocrie BbINOJIHEHUA KOMaHAbI:

10.0.0.171,10.0.0.172,10.0.0.173:/ 15G 0 15G % /mnt
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Takum obpasom, katanor datal Ha dannoBon cucteme cephfs nogkntoyeH. MNMpu co-
30aHuKn Kakoro-nnbo panna B katanore datal, 3TOT xe pann BydeT BMaeH Ha KoMnbloTepe

NOKarbHOM CETU, K KOTOPOMY NOAKMIOYEH 3TOT XKe KaTarslor.
7.4. CpepctBo 3cphekTuBHOro macwrtabmposaHma HAProxy

[na adppekTnBHOro macwrabmnpoBaHms UCNONb3yeTcst NporpammHoe cpeactso HAProxy.
HAProxy obecrneumBaeT BbICOKY OOCTYMHOCTb, OTKA30yCTONYMBOCTb U pacnpeneneHne Harpyskm
ana TCP- n HTTP-npunoxeHuin nocpeacTBOM pacnpeneneHuns BXogswmnx 3anpocoB Ha HECKOJbKO
obcnyXxunearoLmnx cepBepoB.

HAProxy npegocrasnseT crnegyoLwmne BO3MOXHOCTHU:

- nepuogu4veckas npoeepka AOCTYNHOCTM 0OCNyXMBaKLWMX CEPBEPOB, Ha KOTOPbIE Nepe-

HanpaBnslTCA 3anpockl NoNb30BaTeNewn;

- HECKOJIbKO afiropuTMOoB onpeaernieHns AoCTYNHOCTU cepsepa: tcp-check, http-check,

mysql-check;

- pacnpegenenne HTTP/HTTPS/TCP-3anpocoB mexay OOCTYMHbIMU cepBepamMu;

- BO3MOXHOCTb 3aKpenseHusi onpegeneHHbIX KNMEHTOB 3a KOHKPETHbIMU 0BCNyXMBatoLLn-

Mu cepBepam (stick-tables);

- nopaepxka IPv6 mn UNIX sockets, HTTP/1.1 cxatua (deflate, gzip, libslz),

SSL, nonHasa nogaepxka noctosstHHoro HTTP-coeanHeHus;

- nopaepxka nepemMeHHbIx 6rokoB n Lua-cueHapues B kOHGUrypauumn cepBepa;

- web-uHTepenc ¢ aktyanbHbIM COCTOSSHUEM U CTAaTUCTUKOWM paboTbl NPOrpaMmbl.

7.4.1. YcTaHOBKa
Ha ocHoBHOM cepBepe, KoTopbiv ByaeT NpuHMMaTh 3anpochkl U pacnpeaensaTb UX, Heobxo-
AnMo yctaHoBuTb naket HAProxy:

apt install haproxy

7.4.2. HacTtpouka

HacTpouka BbINnosHAeTCA B KOHUrypaumoHHoM panne /etc/haproxy/haproxy.cfg,
BKJIHOMAKOLLEM crieqytolmne pasgernbi:

- global — onpegenset obuyto KoHpurypaumto ans scero HAProxy;

- defaults — aBnseTcs obaszaTenbHbIM N onpeaensaeT HAaCTPOWKN NO-yMOSTHaHUIo Ans

OoCTarbHbIX pa3fenos;

- frontend — nucnonb3yeTcsa Ana onucaHnsa Habopa UHTepdencoB ANa NPUHATUS coeau-

HEHWIN OT KIMMEHTOB, a Takke NpaBusl pacnpegeneHns Harpysku;

- backend — ncnonb3yetcsa aAna onucaHna Habopa cepBepos, K KOTOpbIM ByaeT BbINos-

HATBCHA NOAKMNIOYEHME NepeaapecoBaHHbIX BXOOALWNX COEQUHEHUI, a TaKKe onpeaeneHns

anroputMa pacnpegerneHus Harpysku;
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- listen — obBbeanHeHHbIM pa3gen ana onucaHna frontend m backend. Mcnonb-

3yeTca Af1s onucaHusi NpPoKCU-cepBepa B OQHOM pasferie, Kak npaBuno, TONbKo Ans
TCP-Tpacumika.

B Tabnuue [37| npeactaBneHbl OCHOBHbIE NPUMEPLI 3HAYEHUI NapaMeTPoB KOHurypauu-

OHHOro harna u ux onnucaHue.

Tabnwnuya 37 — NMapameTpbl KOHUrypaumoHHoro anna /etc/haproxy/haproxy.cfg

Pasgen MapameTp Onucanune
global log <address> <facility> | [lobaenset cepsep CUCTEMHOIO XypHana.
[max level [min level]] <facility> — pgomkeH OblTb ogHumM K3 24
Hanpumep, log 127.0.0.1 | cTaHOapTHbIX  TUMOB  peructpauunm  cobbITUN:
local0 notice kern user mail daemon auth syslog lpr
news uucp cron auth2 ftp ntp audit
alert cron2 localQO locall local2 local3
local4 local5 local6 local7
maxconn <number> YcTaHaBnMBaeT MakcumaribHOe YNCo OAHOBPEMEH-
Hanpumep, maxconn 10000 HbIX NOAKMNIYEHUN AN KaXKAoro npouecca haproxy
nbproc <number> 3agaeT KonmyecTBo npoueccoB haproxy. Mo ymon-
Hanpumep, nbproc 2 YaHWIO CO30aeTCcs TOMbKO OAWH NpoLecc haproxy
daemon YcTaHaBnNuBaeT nNpoueccy haproxy pexum paboTbl
«daemon»
user Monb3oBaTernb, OT UMEHN KOTOPOro paboTaeT npouecc
haproxy
group lpynna, oT MMeHu KoTopon paboTaeT npouecc
haproxy
chroot /var/lib/haproxy | YCTaHaBNMBaET OKpPY>XeHue npouecca haproxy
defaults log global BkritoyaeT B pernctpauuio cobbiTuin HGopMaumio o
Tpaduke
mode http Pexxum pabotel HAProxy. BoamoxHbl ABa pexuma:
- http — BbINONHAETCA aHanu3 Layer 7, nogxogut
ans pacnpegeneHns http-tpaduka;
- tcp — pacnpegeneHue noboro Tpaduka
option dontlognull OTknoyaeT permcTpaumio NycTbiX NOAKNMHOYEHUN
retries 3 KonuyecTBo NonbITOK onpeaenvTb COCTOsiHUE obcny-
XMBaIOLLEro cepBepa nocrne coosi NoOKITHYEHNS
option redispatch PacnpenensieT 3anpocbl nocrne cb60sa NoaKoYeHus K
OOHOMY U3 0GCY>XMBAOLLIMX CEPBEPOB
option httpclose 3aKpblBa€eT NacCcuBHbIE COEQMHEHMS
option forwardfor Bknouaet X-Forwarded-For gnsa nepegaumn |IP-agpeca
KnueHTa obcnyxuearowemMy cepBepy
frontend frontend http 3apaet umsa frontend

bind *:80

3apaet IP-agpec u nopT Ang NpocnyLwmBaHns 3anpo-
coB
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lNpodomkeHue mabnuupsl 37

Paspen

MapameTp

OnucaHune

backend

backend sitecluster

3agaet nmsa obecnyKuBaroLLEero cepeepa

balance
(roundrobin/leastconn/
static-rr/uri/source)

HacTtponka anroputma pacnpegeneHus. Noagaepxu-
BalOTCS cnegylowme anropuTmbl:

- Round Robin — HanpasnsieT HOBble MNOAKMYEHNS
K criegylowemMy cepBepy B LIMKINYECKOM CrMUCKe, KO-
TOpPbIA BUOOU3MEHSAETCA NPU NOMOLLIX BECa cepBepa,
Ha OCHOBaHWK KOTOPOro MAeT pacnpeneneHue 3anpo-
coB. Bec cepBepa MOXHO U3MEHUTb «Ha NneTy». [Napa-
MeTp BKMNIOYaeTcs npyv NOMOLLM KOMaHabl balance
roundrobin;

- Least Connected — HanpasnseT HOBble NOAKIIO-
YeHusa K cepBepy C HaMMEeHbLUMM YUCINOM CcoeanHe-
HUI. NapameTp BKNoYaeTcsa Npy NOMOLLM KOMaHAbl
balance leastconn;

- Static Round Robin — HanpasnsieT HOBblE NOA-
KITIOYEHUS K criegyowemMy cepBepy B LUKITMYECKOM
CMu1CKe, KOTOPbIN BUOAOU3MEHAETCSA NpU NOMOLLM Beca
cepBepa, Ha OCHOBaHUKN KOTOPOro MAET pacnpenerne-
HMe 3anpocoB. B oTnnumne oT cTaHgapTHOW peanu-
3auum Round Robin, B JAaHHOM anroputMe Herb3s
M3MEHNTb BEC cepBepa «Ha neTy». MiameHeHune Be-
ca cepsepa Tpebyet nepesarpysku HAProxy. MNapa-
MeTp BKIOYaeTcs npyu NOMOLLX KOMaHabl balance
static-rr;

- Source — BbIOMpaeT cepBep MCX0ada U3 xelua, Mno-
CTpOeHHoOro Ha ocHoBe |P-agpeca nonb3osarens. Ta-
kum obpasom, nonb3oBaTenb Bcerga obpaulaercs K
OLHOMY N TOMY Xe cepBepy

server srv-1.3.my.com
21.86.21.20:80 cookie
sitell3ha check inter
2000 fall 3 minconn 30
maxconn 70 weight 100

Onucanne obcnyxueatoLlero cepsepa, rae:

- srv-1.3.my.com— UMS cepBepa;
-21.86.21.20:80 — IP-agpec: nopr;

- cookie sitell3ha — 3agaHue cookie, Heobxo-
ANMOro Ans npaBWNbHOro pacnpeaeneHus ceccui
KNMEHTOB;

- check inter 2000 fall 3 — npoBepka [fo-
CTYMHOCTW cepBepa Kaxapble 2 C, NpU HanmMyunm Tpex
owmnboK cumTaTb cepBep HEQOCTYMHbIM;

- minconn 30 maxconn 70 — opraHu3auunsa ovyepe-
OWn 3anpocoB, orpaHmyeHue He 6onee 70 ogHoBpe-
MeHHO 0bpabaTbiBalOLLMXCA 3anpoOCoB;

- weight 100 — Bec cepBepa, BO3MOXHblE 3Ha4e-
Hus ot 1 go 100

stats enable

BknoyaeT cTaTucTuky

fullconn 200

3agaet MakcMManbHoe 3HadeHue OQHOBPEMEHHbIX
MOAKIMOYEeHNN
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OkoHyaHue mabnuusl 37

Pazgen MapameTp Onuncanune
listen listen OnuceiBaeT IP-agpec n nopTt AocTyna K ctaTucTuke

stats-srv-3.my.com

*:8180

stats uri /stats URL gocTyna K ctaTUCTUKe

stats realm Haproxy 3aronoBok (title) cTpaHuubl cTaTUCTUKK

Statistics

stats show-legends OTobpaxaeT B CTaTUCTMKE OOMNOMHUTENbHY MHGOP-
MauMo 0 napameTpax

stats refresh 5s YkasblBaeT MHTepBasn aBToOMaTU4eckoro 06HOBNeHus
CTpaHuLbl CTaTUCTUKN

stats auth test:test YcTtaHaBnuBaeT NorvH 1 Naponb JoCTyna K cTpaHuue
CTaTUCTUKN

Mpumep

KoHdurypauunoHHbeii dpann ansa pacnpegeneHust Harpyskm cepsepa Apache
global

log /dev/log local0

log /dev/log locall notice

maxconn 40000

chroot /var/lib/haproxy

stats socket /run/haproxy/admin.sock mode 660 level admin

stats timeout 30s

user haproxy

group haproxy

daemon # Pasmemenue cepruduxaTor SSL

ca-base /etc/ssl/certs

crt-base /etc/ssl/private # AnropuTMEl 3amMUTHOrO Npeobpa3OoBaHUsd,

# npumeHsiemble 0is1 SSL-IIOOXINOUEHUN

# [oppobHee CM. IO CCHUIKE:

# https://hynek.me/articles/hardening-your-web-servers-ssl-ciphers/

ssl-default-bind-ciphers ECDH+AESGCM:DH+AESGCM:ECDH+AES256:DH+AES256:
ECDH+AES128:DH+AES :ECDH+3DES : DH+3DES : RSA+AESGCM: RSA+AES : RSA+3DES :
!aNULL: !MD5: IDSS

ssl-default-bind-options no-sslv3

defaults
log global
mode http
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option httplog

option dontlognull

retries 3

option redispatch

maxconn 2000

timeout connect 5000

timeout client 50000

timeout server 50000

errorfile 400 /etc/haproxy/errors/400.http
errorfile 403 /etc/haproxy/errors/403.http
errorfile 408 /etc/haproxy/errors/408.http
errorfile 500 /etc/haproxy/errors/500.http
errorfile 502 /etc/haproxy/errors/502.http
errorfile 503 /etc/haproxy/errors/503.http
errorfile 504 /etc/haproxy/errors/504.http

frontend localnodes
bind *:80
mode http
default_backend nodes

backend nodes
mode http
balance roundrobin
server webserverl 192.168.13.150:80 cookie servl check

server webserver2 192.168.13.151:80 cookie serv2 check
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8. CPEACTBA OPTAHU3ALINA EIMN

8.1. Apxutekrtypa EIM

EovHoe npoctpaHcTBO nornb3oBaTtenen npeacraensdetr cobon cpencrsa opraHusaumu
paboTbl Nnonb3oBaTensa B CETU KOMMNbOTEPOB, paboTarwmx nog ynpasneHnem OC. B ocHoBy
NOMoXeH JOMEHHbIN NPUHLMM NOCTPOEHUS CETU, NogpasymesaroLwmin obbegnHeHne B O4HY CeTb
NOrM4YeCcKN CBSI3aHHbIX KOMMbIOTEPOB, HANpPUMeEpP, NpUHaanNexawmnx ogHon opraHnsaumu. Mpu atom
nornb3oBaTenb NoyyaeT BO3MOXHOCTb paboThl C CETEBbIMU pecypcamMu CETU U B3anMogencTBns
C ApYyrMmu rnosb3oBaTernsMu.

Opranusaumsa ElM obecneunsaer:

- CKBO3HYIO ayTeHTMdUKaUUIO B CETY;

- LUeHTpanusaumio xpaHeHnsa nHpopmaunm ob okpy>xeHnn nonb3oBarenen;

- LUeHTpanusaumio XpaHeHnsa HacTPOeK CUCTeMbI 3alnTbl MHOpMaL MK Ha cepeepe.

CeTteBas ayTeHTUMKaUNS U LeHTpanu3aunsa XpaHeHns nHpopmMaLmm 06 OKpyXeHUn Nonb-
30Barens OCHOBaHa Ha MUCNONb30BaHUN OBYX OCHOBHbIX MexaHn3MoB: NSS, onvcaHne KOToporo
npuseaeHo B[8.1.1, n PAM, onucanue kotoporo npuseaeHo B[8.1.2]

B kayecTBe NCTOYHMKA AaHHbIX ANns 6a30BbiX CUCTEMHbLIX Cryx6 Ha 6a3e MexaHM3MOB
NSS n PAM wncnonbayetcs cnyx6a katanoros LDAP B cootBetcTeum ¢[8.1.3

CkBO3Hasa JoBepeHHas ayTeHTUudurkauma peanuayetca TexHonorven Kerberos B cootseT-
cteum c[8.1.41

LleHTpanusauusa xpaHeHuns nHpopmaumm 06 okpy>xeHuu nonb3oBartenen nogpasymeBaeT
N LEeHTpanM3oBaHHOE XpaHeHne JOMAaLUHMX KaTanoroB nornb3oBartenen. [1ns atoro ucnonb3yercs
C3dC CIFS B cootBetcTBUM 6.9

Mpun co3gaHum ENMM B KayecTBe OCHOBHOM CNYX6bl pekoMeHAYEeTCA UCNONb30BaTh CIyX0y
FreelPA, onucaxnyto B[8.3] [Ins obecneyeHnsi COBMECTUMOCTM C APYrMMY CUCTEMaMK B COCTaB

BxoauT cnyx6a ALD, onncaHune kotopon npuseneHo B (8.2,

8.1.1. MexaHu3m NSS

MexaHnam NSS npegocrtaBnser Bcem nporpammam u cnyxotam, PyHKLMOHUPYOLWNUM
Ha fIoKanbHOM KOMMbIOTEPE, CUCTEMHYI0 MH(POPMALUIO Yepe3 COOTBETCTBYIOLLIME NPOrpaMMHble
BbI30Bbl. OH obpallaeTca K KOHurypaumoHHomy canny /etc/nsswitch.conf, B KOTOPOM
yKasaHbl UICTOYHUKM OaHHbIX AN KaXOoW U3 CUCTEMHBIX cry6. KpaTkoe onucaHne CUCTEMHbIX

cnyx6 npueefeHo B Tabnuue [38
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Taobnuuya 38
Cnyxb6a MCTOYHMK gaHHbBIX NO YMOMYaHMIo Onmcanune
OkpyxeHne nonb3oBaTensd (OoMalUHWMIA KaTaror,
passwd /etc/passwd
naeHTudmkaTop nonb3oBaTens u np.)
shadow /etc/shadow Maponu nonb3oBartenemn
group /etc/group MpuHagnexHocTb Nonb3oBaTenen rpynnam
hosts /etc/hosts CooTBeTCTBME MMEH XOCTOB agpecam
, , XapakTepuCTUKM ceTeBbix crny0 (NOpT, TMN TpaHC-
services | /etc/services
NOPTHOro NpoTOKONa)

Kaxxpaa n3 6a30BbiX CUCTEMHbIX Cnyx6 nopaepxuBaetr psag OMbNmMOTeYHbIX Mpo-
rPaMMHbIX BbI3OBOB, TaKMX KaK getpwent, getspent, getgrent, getservent. [lpu
BbIMOMMHEHUN [aHHbIX MPOrpaMMHbIX BbI3OBOB MNPOU3BOAUTCA MOUCK B KOHUrypaumoH-
HOM (panne /etc/nsswitch.conf WCTOYMHMKA AaHHbIX COOTBETCTBYIOLIEN CIyXObl (Ha-
npumep, passwd ANA MOMyyYeHUs OOMaLUHEero katarnora nosib3oBatens). [lo ymonyaHuto
B KayeCcTBe WCTOYHMKA AAHHbIX CUCTEMHBIX CRYyX0 WCNOMb3yTCA COOTBETCTBYHOLLME KOH-
durypaunoHHble dannsl B Katanore /etc (UCToyHMK files). NSS npu nonyveHun
MMEHN MWCTOMHMKA [aHHbIX M3 KOHUrypaumoHHoro anna /etc/nsswitch.conf ocy-
LecTBNASeT MOUCK NpOorpaMMHON pasgensemon 6mubnuotekn B katanore /lib € MMeHeM
libnss_<uMsa_MCTOUHMKA_MAaHHHX>-<Bepcusl 6ubnuoTexu>. so, (e B Ka4eCTBe UMEHU UC-
TOYHWKA AaHHbIX BbICTYNaeT CTpoka, nonyyeHHasa u3 /etc/nsswitch.conf. Hanpumep, npm
Bbl30BEe getpwent, Npu yCnoBuu, 4tTo B /etc/nsswitch.conf HaxoauTcs cTpoka:
passwd : files

OyaeT Bbi3BaHa cooTBeTCTBYHOW AN YHKUMS N3 6ubnuotekn /1ib/libnss_files.so.

8.1.2. MexaHuam PAM

MexaHnam PAM (Pluggable Authentication Modules — nogkrnoyaemble Moaynu ayTeH-
TUdUKauUKn) NO3BONAET MHTENPUPOBAaTL PasfnnyHblE HU3KOYPOBHEBbBIE METOAbI ayTeHTUduKaumnm
N NPefoCTaBUTb eAuHbIe MeXaHW3Mbl A9 UCMONb30BaHUA NMPUKNaAHbIX NporpaMmm B npoLecce
ayTeHTUdurkauun. MexaHuam coctout ns Habopa pasgenseMbix OMBNNOTEK U KOHPUIypaLNOHHbBIX
hannosB — cueHapues npoueayp ayTeHTUudukaumm.

B katanore /etc/pam.d pacnonoxeHbl KOHpUrypaunoHHole dpannsl PAM ans cooteert-
CTBYOLLMX CNYXO, B T.4. 1 ANs login (aBTOPM3OBaHHbLIN BXOA B cuctemy). B KoHdUrypaumoHHOM
davine cnyx6bl gaHa nHGOPMaUNs No NPOBEAEHUIO ayTeHTUMUKaLUN.

Mogynu PAM BbI3biBalOTCA NpU BbIMOMHEHUU Cnegyowmx QyHKUUNA:

1) auth — ayTteHTMdMKaUnS;

2) account — nonyyeHve NpuMBuUnernn JOCTyna;

3) password — ynpasneHue naponsmu,
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4) session — COMNPOBOXAEHNE CECCUMN.

[nsa BbINOMHEHUSA KaXXA0M (PYHKLUN MOXET ObITb NepedncrieHo Heckorbko mogynen PAM,
KoTopble ByayT Bbi3blBaTbCA NocrnegoBaTtenbHo, obpasysa ctek PAM gns aaHHow 3agayun. Kaxabin
BbI3blBaEMbIi MOAY b BO3BpALLAET B CTEK pe3ynbraTt cBoen paboTbl: ycnewHbin (PAM_SUCCESS),
HeycrnewHbl (PAM_AUTH_ERR), urHopupyowmi (PAM_IGNORE) unv nHon. [inga kaxgoro Bbl3oBa
MOXeT BbITb YkaszaH Habop ynpasndawowmux driaroB B BUAe COOTBETCTBUA Kofa BO3Bparta u Toro,
Kak pesynbrat paboTbl MOAYINS CKaXeTca Ha obpaboTke Bcen cnyxebHown 3agayv, Hanpumep,
ignore, ok, die. [Ina ynpaBneHus ayTeHTUdUKaLMeEn NCNOSb3yOTCH criegylowme dnaru:

- requisite — HemegneHHOe NpekpalieHne ganbHENLWEero BbINOMHEHUS CryXebHown

3aZayu ¢ obLMM HeyCneLHbIM pe3ynbTaTtoM B Cllydyae HeycnewHoro pesynbsrata BbInos-

HEeHWUs 4aHHOro MOAYNS;

- required — TpeboBaHMe yaa4yHOro BbIMNOMHEHWS 3TOrO MOAYNst OAHOBPEMEHHO C Bbl-

NONMHEHMEM BCeX OCTasnbHbIX, MEPEYMCIEHHbIX B AaHHOW crykebHon 3agaye;

- sufficient — B cniyvyae NO3UTUBHbLIX PE3YyNbTaToOB BbINOSIHEHUS AAHHOrO Moayns U

BCEX npeablayLmx ¢ driaroM required B CTeke 3afayn HEMELNEHHO npekpalliaeTcs

AanbHenwee BbINOMHEHWe crykebHon 3agaym B LIerIoM C O6LMM NO3UTMBHBIM pesyrbTa-

ToM. Ecnu xxe Moaynb BepHyNn HeraTUBHbIA pesynbTart, TO ero 3Ha4eHue UrHopupyeTcs;

- optional — BbINOMHEHME AAHHOIMO MOAYNS HUKAK He CKasblBaeTCs Ha pesyrnbraTe BCeu

3ajayu, HO UrpaeT JOMONHUTENbHY MHAPOPMALIMOHHYO POrb.

8.1.3. Cnyx6a katanoros LDAP

Cnyx6a katanoroB LDAP — o6Liee Ha3BaHMe KITMEHT-CEPBEPHOM TEXHONOMMK AoCTyna
K cnyxbe katanoroB X.500 ¢ nomouwbto npotokona LDAP. Cnyx6a katanoros X.500 asnset-
CH CPeiCTBOM MepapxXmyeckoro npeacraBreHmss MHPOPMaLMOHHbIX PECYPCOB, NpuUHaaexatimnx
HEKOTOPOW OTAENbHO B3ATON opraHn3auun, n nHdopmaumm ob atnx pecypcax. NMpu atom cnyxba
KaTanoroB obecneymMBaeT LeHTpann3oBaHHOE ynpaBrieHne Kak caMmvMu pecypcamu, Tak U UH-
dopmaLmen o HUX, a TakKe NO3BOMSAET KOHTPONIMPOBATL UX UCMNOSMb30BaHUE TPETbLUMN NLAMMN.
Kaxxabi pecypc MOXET npuHagnexarb ogHoMy mnm 6onee knaccam. Kaxxabin knacc nokasbiBaer,
YTO pecypc ABMSETCS onpeaeneHHbIM TUNOM CYLLHOCTU, U UMEET OnpeaerneHHbli Habop CBONCTB.
COBOKYMHOCTM KNaccoB MOryT o0beguMHATLCA B CXeMbl, KOTOpPblEe ONUCLIBAlOT TUMbI PECYPCOB,
NPUMeHsiIEMble B OTAENbHO B3ATOW NpeaMeTHon obnacTtu.

MHdopmaums, xpaHswascsa B Katanore, HasblBaeTcs « MHOpMaLMOHHOM Ba3on kaTanoray»
(DIB). MNMonb3oBaTtenb kartanora, KOTOPbIN MOXET ObiTb Kak 4ernoBEeKOM, TakK U KOMMbIOTEPOM,
nonyyaeT AOCTYnN K KaTanory nocpeacTBoM KnveHTa. KnneHT OT MeHu nonb3oBaTens katanora

B3aMMOLENCTBYET C ogHMM unn 6onee cepsepamun. Cepaep xpaHuT cdparmeHT DIB.
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DIB cogepxuTt gBa Tmna nHpopmMauuu:

- nonb3oBaTternbckas — MHopmauus, npegocTaBnsgemas nonb3oBarensam u, 6bITb MOXET,

n3mMeHseMasa UMu;

- aJMWHUCTpAaTMBHasA U OyHKUMOHanNbHas — nHopmaund, ncnonbdyemas ons agMuHun-

CTpPUpOBaHNA U/Mnun OyHKLMOHNPOBaHMS KaTarnora.

MHoXecTBO 3anuncen, npeacrasrneHHbix B DIB, opraHM3oBaHO nepapxmyecku B CTPYKTYpy
AepeBa, U3BECTHYIO Kak «MHopmaumoHHoe aepeso katanora» (DIT). MNpn aTom 3anuckb B Katano-
re LDAP coctouT n3 ogHoOro nnun Heckomnbkux atpmbyToB, obnagaeT yHuKanbHbiM umeHem (DN
— Distinguished Name) n moxeT COCTOsATb TONbKO U3 Tex aTpnbyToB, KOTOPbIE ONpeaeneHbl B
onucaHuu Kracca 3anucu. B cxeme onpegeneHo, kakme atpubyTbl ABASKOTCA AN AAaHHOro Kracca
obsa3aTenbHbIMU, a Kakne — HeobsizaTenbHbIMU. Kaxabii aTpubyT, xpaHswuncs B katanore LDAP,
UMeEeT onpeaerneHHbl CUHTaKeUc (HanpuMep, TUN AaHHbIX), KOTOPbIA HaknagbiBaeT OrpaHNYeHns
Ha CTPYKTYpy 1 oopmart ero 3HavyeHuin. CpaBHEHWe 3HaYEeHUIN He SBNSIETCH YacCTblo onpeaeneHus
CUHTaKcuca, a 3agaeTcs OTAeNbHO onpeaenseMbiMn NpasunamMmm cooTBeTcTBus. lpaBuna cooTBeT-
CTBUS CNeLMdULNPYIOT apryMeHT, 3Ha4YeHne yTBepXOeHWs, KOTOPOoe Takke UMEET onpeaeneHHbIN
CUHTaKcuc.

lMpenononaraetcs, YTo MHOPMaUNA KaTanora 4OCTaTOMHO CTaTU4YHa, T.e. Yalle YnTaeTcs,
yeM moaudumumpyetca. Npumepom nogobHOro karanora gengeTcsa cneumanuanposaHHas bl,
Hanpumep, TenedoHHasa kHura, 6asa gaHHbIx cnyx6el DNS.

Cnyx6bl katanoroB LDAP moryT 6bITb MCNOMb30BaHbl B KAYECTBE MCTOMHUKA OAHHbLIX 4115
0a30BbIX cUCTEMHbIX cnyx6 Ha 6ase mexaHuamoB NSS n PAM.

B pesynbrate BCsA cnyxebHaa nHopMauna nonb3oBaTenen CeTU MOXeT pacnonaraTbcs
Ha BblJENEeHHOM CepBepe B pacnpeneneHHon reteporeHHon ceteBon cpege. [lobaBneHne HOBbIX
CeTeBbIX NONb30BaTENEN B 3TOM Cllyyae Npou3BoANTCS LIEHTPanM30BaHHO Ha cepBepe CnyXobl
KaTanoros.

bnarogapsa npegoctasneHuto nHdpopmaumm LDAP B nepapxmyeckon gpesoBuaHon popme
pasrpaHudeHne gocTyna B pamkax cryx6bl katanoroB LDAP MoxeT GbITb OCHOBaAHO Ha BBEOEHUN
AoMeHoB. B kadecTBe JomeHa B faHHOM crnyyae Oyaet BbiCTynaTb NogaepeBo criykbbl katanoros
LDAP.

8.1.4. NloBepeHHana ayTeHTUdMKaumua Kerberos

Kerberos siBnsieTca npotokonom, obecnevmBaolLnM LEHTPaNN30oBaHHYO ayTeHTU(UKa-
LU0 nonb3oBaTterien 1 NPUMEHSLLMM TEXHNYECKOe MacKkupoBaHUe AaHHbIX 515 NPOTUBOAENCTBUSA
pasnuyHbIM BUAaAM aTak.

OCHOBHbIM KOMMOHEHTOM cucTeMbl Kerberos siBnaetcs ueHTp pacnpeneneHms Knoven
(KDC). MNporpammsbl, HACTpOEHHbIe Ha B3anmoaencTeune ¢ Kerberos, Ha3biBaloTCs «kepbepuao-

BaHHbIMW npunoxeHnsamny. KDC oTBevaeT 3a ayTeHTUdUKaumo B Hekotopon obrnactun Kerberos.

1.7.2



168
PYCBE.10015-01 95 01-1

B npouecce pabotbl cuctema Kerberos Bbigaet 6unethi (tickets) Ha ncnonb3oBaHne pasnUyYHbIX
cnyxo.

Cepepom Kerberos Ha3sblBaeTCsl KOMMNbIOTEP, HA KOTOPOM BbINOSHAETCS CepBepHas
nporpamma Kerberos, unu cama nporpamma KDC. KnueHT Kerberos — aTo KoMnbloTep unm npo-
rpamma, KoTopble nony4yarT 6unet ot cepBepa Kerberos. ObbI4HO aenctBus cuctemsl Kerberos
WHULMKUPYET Nonb3oBaTesb, OTAPaBSIOWNA 3anpoc Ha NoryvyeHne ycryr oT HEKOTOPOro cepeepa
npunoxeHusa (Hanpumep, cepesepa noytsbl). Kerberos npegoctasnsaet 6unetsl npuHumMnanam, B
pPOSIM KOTOPbIX BbICTYMAKT MOMb30BaTEN UK cepBepHble nporpaMmmbl. [na onncaHna npuiH-
yunana npuMmeHsieTca MAeHTUUKaTop, COCTOALWMA U3 TPEX KOMMOHEHTOB: OCHOBbI (primary),
ak3emnnsapa (instance) n obnactu (realm). [laHHbIN MAEHTUDUKATOP UMEET BUA:
ocHoBa/3k3emnnapRobrnacTs

Cuctema Kerberos BbinonHAeT cneayrowme 3agaqm:

1) obecneyeHne ayteHTUdUKaumm B cetn. [ins npegorepaiweHna HCL k cnyx6am cep-

Bep OOMMKEH UMETb BO3MOXHOCTb MaeHTUduumpoBaTts nonb3osartenen. Kpome Toro, B

HEKOTOpPbIX Cpefdax BaXHO, YTOObI KITMEHT MOr MAeHTUMUUMPOBaTb cepBepbl. ATO UCKIIO-

4ynT paboTy nonb3oBaTenen ¢ panblUnBbIMU CepBEpPaMU, CO3AaHHbIMU ANSA HE3AKOHHOIO

cbopa koHGuaeHUnanLHon nHdopmaLumm;

2) 3awmTty naponen. OTKPbLITOCTb Naponen, NCNosib3yeMblX B paae CeTeBbIX CNyxX0, co-

3gaeT yrpo3dy 6e30nacHOCTU CUCTEMBI, T. K. OHU MOTYT ObITb NepexBaveHbl U NCMOMNb30BaHbI

OS5 HE3aKOHHOro JOCTyna K cucteme. [1na pelweHns gaHHon npobnemsl cnonb3yeTcs

TexXHM4Yeckoe MacknposaHune bunetos Kerberos.

TexHonorus Kerberos npeacraBnsdet cobon MexaHn3m ayTeHTUMKauum nonb3oBaTenemn

N cry6, OCHOBHbIM JOCTOMHCTBOM KOTOPOW ABMSETCA NOBbILEHHAsA 3allMLLEHHOCTb Npu

MCNONb30BaHUN B CETU, KOTOpPas 4OCTUraeTcsl MeXaHM3MOM 3aluLieHHoro obmeHa bune-

TaMn Mexay nonb3oBatensamu, cnyxéamm n cepeepom y4yeTHbIX 3anucen Kerberos. Mpu

AaHHOM MexaHW3me naposiv nornb3oBaTenen No CEeTU He nepefatoTcs, YTo obecnevmnBaet

MOBbILUEHHYIO 3alUULLIEHHOCTb OT ceTeBbiX atak. C NMOMOLLbI0 MexaHu3Ma OTKPbITbIX U

3aKpbITbIX KITHOYEN, a TakKe CUHXPOHM3aLMN YacoB KITMEHTCKMUX KOMMbIOTEPOB C CepBEPOM

Kerberos obecneynBaeTca yHMKanbHOCTb BUNETOB U UX 3aLMLLEHHOCTb OT NOAAENKN.

B OC ucnonbayetca peanusauua MIT Kerberos;

3) obecnevyeHne ogHoKpaTHOW pernctpauumn B cetu. Cuctema Kerberos gaet Bo3amox-

HOCTb Nonb3oBaTento paboTarb C ceTEBbIMU CriyXbamu, Nponaa NULb eaUHOXAbl ayTEH-

TUhmkaumo Ha cBoeM KomnbroTepe. MNpu aToM ans obmMeHa ¢ NpUoXeHNSIMN SOMOMHN-

TenbHO BBOAWUTL Naposnb He TpebyeTcs.

JlokanbHble cucTeMbl yYeTHbIX 3anncen nonb3oBaTenen u cuctema ENMM cywectytoT

B OC naparnrerbHOo. Pasnnune Mexay HAMKU NpoBOAUTCA C NOMOLLBbKO pa3rpaHn4eHunsA
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ananasoHoB UID (3HaveHus UID meHblune, yem 2500, OTHOCATCA K NIOKarnbHbIM NOfb30Ba-

Tenam, a 6onblwme nnun pasHble 2500 — k nons3osartenam ENMMM).

BHUMAHMUE! O6s3atenbHbiM TpeboBaHneM ans yHKUMOHUPOBAHNA ayTeHTMdMKaunm
no Kerberos ABNseTcs CUHXPOHM3aLMA BPEMEHN Ha KnneHTe n cepaepe. CUHXPOHM3aUUsa MOXeT

6bITb 06ecnedeHa ncnone3oBaHmem cepsepa NTP (cm. [6.7)).

8.1.5. LlenTtpanu3sauna xpaHeHus atpubytoB C3U B pacnpegeneHHou ceTeBOU
cpene
B cpege OC nonb3oBatento NOCTaBfeH B COOTBETCTBUE psd aTpubyTOB, CBA3AHHbIX C

mexaHnamamm C31 OC, Hanpumep:

npuBunernn agMMHNCTPUpPOBaHUA, BXOXOEHUE B rpynnbl;

pa3pelleHHble nNapaMeTpbl BXOA4a (CFII/ICOK pa3peLleHHbIX KOMMbTEPOB ,u,omeHa);

NOSIUTUKN NapOfen N yY4eTHbIX 3anuceu;

MaHAaTHble aTpubyTbl (Quana3oH JOCTYMNHbLIX YPOBHEWN U KaTeropmm KoHuaeHUnansHo-

CTW, pa3peLleHHble YPOBHU LIeNTIOCTHOCTU, NpUBUNErun);

- napameTpbl peructpaumm cobbiTUn (Mackn perMcTpupyemMbliX YCneLwHbIX U HeyCneLwHbIX

cobbITUR).

YacTtb n3 atpubytoB xapaktepHa Ttonbko ana ElMMN, gpyraa — aBnsetca oTpaxeHuem
obwux atpudytos C3M OC. [locTyn kK MaHAaTHbIM aTpubyTamM nonb3oBaTenen OCcyLwecTBNAeTcs C
NCNonb30BaHNEM NporpaMmMHon 6ubnmnotekn parsec. [laHHas 6Gubnuorteka nonyyaeTt n3 COOTBET-
CTBYHOLLErO KOHUrypaumoHHoro cdanna nHgpopmaunio 06 NCTOUYHUKE AaHHbIX OANS MaHOATHbIX
C3W cuctembl. Mo ymonyaHnio Ncnonb3yoTcs nokanbHble TekcToBble dannbl. KoHuenums ENMM
nogpasymMmeBaeT XpaHeHne CMCTEMHON MHopMaLmm o nonb3osartene (B T.4. U ero MaHgaTtHble
aTpunbyThbl) LLEeHTpann3oBaHHO. B aToM cnyyae BCA MHOpMaLMA XpaHUTCA B Criy>kGe kaTanoros
LDAP.

8.2. Cnyx6a Astra Linux Directory

Cnyx6a ALD npegctaenset cobon cuctemy ynpasnenuns ENMM.

OHa aBnsietca HaacTpounkon Hag TexHonormamn LDAP, Kerberos 5, CIFS n obecneunBaet
aBTOMAaTMYECKYI0 HAaCTPOKKY BCeX HeobxoammbIx hannoB koHdUrypaumm crnyxo, peannayowmx
nepevncrieHHble TEXHOMOMK, a Tak e NpeaocTaBnaeT UHTepdenc ynpasneHns n agqMUHUCTPUPO-
BaHWA.

HacTtponka okpyeHusi nonb3oBatensa npu Bxoge B cuctemy obecneuymBaetca PAM-
moayrnem ALD, KOTopbIv BbINOSMHSAET crieaytowme OyHKLMN:

- nony4vyeHve napamMeTpoB OKPYXXEHUSA Nonb3oBaTend c cepeepa AOMEHa;

- NpoBepKa BO3MOXHOCTM BXoA4a Nofb3oBaTtesis Ha AaHHbIM KOMMbKTEP MO CMUCKY paspe-

LLIEHHbIX NONIb30BAaTENTI0 KOMIMNbIOTEPOB,
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- NnpoBepKa BO3IMOXHOCTU MUCMONIb30BaHUA MOJib3oBaTeENIEM TUMNA ®C ero gomallHero

KaTtarnora,

- HaCTpOI‘/'IKa napamMeTpoB OKPY>XXEeHUA Norib30oBaTel4,

- MOHTUpPOBaAHME OOMALUHEro Kartanora norfib3oBaTeri4,

- BKJ1toMeHne JOMEHHOro nosrib3oBatend B 3adaHHble JTOKalribHbl€ rpynnbl.

nepe‘-II/ICJ'IeHHbIe napameTpbl U orpaHn4eHna Bxoda norib3oBartesnd 3agakoTcAa C NnomMo-

LLIbO COOTBETCTBYHOLMX KOMaHA YTUIUTbl agMUHUCTPUPOBaHUSA ald-admin M napameTpamu

KOHdMrypaumoHHoro cavina /etc/ald/ald.conf B cootBeTcTBUM C[8.2.3]

B coctaB OC BxoguT rpaduyeckas ytunuta £ly-admin-smc, KOTopas Nno3BonsieT agmu-

HUcTpaTopy npoussectu ynpasneHune ENM B rpaduyeckom pexmme (CM. 3NEKTPOHHYIO CrpaBKy).

8.2.1. CocTaB
Bce Heobxoammble KOMNOHEHTLI cny6bl ALD BXogaT B coCTaB NakeToB, NPUBEAEHHbIX B
Tabnuue [39]
Tabnuuya 39
HanmeHoBaHue Onwucanune
Knuentckas yactb ALD.
CooepXnT yTUnnTy KOHUryprupoBaHUst KNMMEHTCKOIO KoMMbioTepa ald-client,
ald-client PAM-mogynb ALD, cnyx6y obpaboTku 3agaHui ALD aldd v ytunuty asTtomatu-
YyecKkoro o6HOBMNEHUS NONb3oBaTENbLCKMX BUNeToB ald-renew-tickets. MNakeT
OOMMKEeH yCTaHaBNMBaTbCA Ha BCE KNMUEHTCKME KOMMbIOTEPDI, BXOAALLNE B JOMEH
MakeT agMmunHucTpupoBaHus ALD.
, Copepxut yTunuty agMmnHnctpmupoBanms ALD ald-admin. [MakeT gomkeH yctaHaB-
ald-admin aep y yan pup A Yy

nMBaTbCs Ha KOMMBIOTEPDI, C KOTOPbIX ByAET OCYLLECTBNATLCS aaMUHUCTPUPOBaHNE
ALD. lNpu ycTaHOBKe AaHHOMO NakeTa Takke yCTaHaBNMBAETCH KNMEHTCKas 4YacTb

ald-client-fs

PacwupeHne gns opraHnsauum cdann-cepeepa ALD.

Coaepxut HeobxogMMble NOArpyXaemble MOAYNU AN KOHUrypnpoBaHus dans-
cepsepa ALD u paclumpeHne komaHa ald-client U ald-client-fs. lNakeT
MOXET yCTaHaBNMBaTbCS Ha KNMEHTCKME KOMMbIOTEPDI, BbICTYyNatoLmne B ponu ann-
cepBepa

ald-server-dc

CepsepHas yacTtb ALD.

CoaepXuT yTunuTy KoHdurypmpoBaHusa cepeepa ald-init. [lakeT gomkeH ycrta-
HaBnNMBaTbCA Ha cepBep AoMeHa. [pu ycTaHOoBKe JAHHOro naketa Takke ycTaHaB-
nneBaeTcsa cpeacTBO aAMUHUCTPUPOBAHUS ald-admin U KNMEHTCKasa YacTb

ald-server

MeTtanakeT ans yctaHoBku nonHoro cepsepa ALD.
MakeT gormkeH ycTaHaBnuBaTbCA Ha cepBep AomeHa. [Npu ycTaHOBKe OaHHOro
nakeTa ycTaHaBnmBaeTcs nakeT cepsepa gomeHa ALD ald-server-dc

Cnyx6a ALD obnagaet paclumpseMon apxXuTekTyporn, COCTOSILLEN U3 sapa, OTBeYaroLLero

3a OCHOBHOW (pyHKUMOHanN cuctemsbl, paga nHtepgencos (LDAP, Kerberos, Config, RPC) n

MOAYrew pacluMpeHus, NpegHa3Ha4YeHHbIX ANs pacluMpeHns KOMaHOHOro MHTepdenca yTunuT u

HaCTpOﬁKM HeobXxoanMBbIX CJ'Iy>K6 M NogcnucTem, 4To No3BONAET pacClUNpPATb (byHKLI,l/IOHaJ'IbHOCTb
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ALD, yctaHaBnuBasi 4ONOSNTHUTESNbHbIE NakeTbl. HaMmMeHoBaHMe nakeTa pacluMpeHus oTpaxaeT

ero HasHa4deHune:

- ald-client-... — pacwupeHune, Heobxoanmoe knneHTckom Yactn ALD;
- ald-admin-. .. — paclumpeHue yTunuTbl agMnMHucTpuposaHms ALD;
- ald-server-... — pacwupeHne, Heobxoanmoe Ansa opraHn3aumm XxpaHeHnsa atpuby-

TOB Ha cepsepe ALD.

PeanusoBaHbl cnefyloume paclwumpeHnss onsa NogaepXku LeHTpanu3aunumn xpaHeHus
aTpubytoB C3W B pacnpeneneHHon ceTeBon cpege:

- ald-client-parsec — KOH(pUrypmpoBaHue nogcmucTemMbl xpaHeHums atpmbytos C3U;

- ald-admin-parsec — paclWuUpeHne KOMaHL YTUNUTbl agaMUHUCTPUPOBAHMUSA

ald-admin;

- ald-server-parsec — paclumpeHune yHKunoHansHocTu cepsepa ALD ans xpaHe-

Hust atpubyToB C3U (Heobxoaumble cxembl 1 npasuna LDAP).

BHUMAHMUE! Be3 yctaHOBKM NakeToB pacLUMpPEHUs COBMECTHO C COOTBETCTBYIOLLNMN
OCHOBHbIMW NakeTaMy HEBO3MOXHA LieHTpanusauusa xpaHeHus atpnbytos C3U B pacnpeneneHHon
CEeTeBOW cpefe, YTO MOXET MPMBECTUN K HEBO3MOXHOCTW BXOa Morb3oBaTternen B CUCTEMY.

[Onsa cHwxkeHnsa Harpy3kn Ha cepsep ALD 1 NoBbIWEHUS NPOU3BOANTENBHOCTU cryxba
0b6paboTkn 3agaHui ALD aldd BbINOSHAET K3WWMPOBaHME peako namMeHsemblx gaHHbix ALD B
nokanbHoMm kawe. Pacwmpernna ALD moryT obpabaTbiBaTb COBbITUSA CNyXObl KILLMPOBaHWS ANs
BbINONIHEHNS HEOBXOAMMbIX onepaumi Ans o6GHOBNEHUS NOKanbHOro Kalla.

BHUMAHMUE! 3ameHeHHasa Ha cepBepe MHPOPMaLNS MOXET NonacTb B NOKasbHbIA K3LU
C 3a4€epP>KKON.

OnucaHue nakeToB 1 BO3MOXHOCTEN YKa3aHHbIX YTUNUT NpUBEAEHO B PYKOBOACTBE man,

CMMCOK CTaTel PyKOBOACTBA man npuseaeH B Tabnuue 40]

Taobnuuya 40

HanmeHoBaHue OnucaHue

ald 7 ALD

KnuneHtckast yacte ALD 1 KomaHabl YyTUNUTLI ynpaBneHnst KNMeHTOM

ald-client 8 ALD ald-client

ald-admin 1 KomaHgbl yTunutel agMuHncTpuposanus ALD ald-admin
ald-init 8 KomMaHab! yTUNuThl ynpasneHnsa cepsepoM AoMeHa ald-init
aldd 8 Cnyxb6a obpaboTtku 3agaHmi ALD aldd

pam_ald 8 PAM-mogynb ALD

YTunuta aBToMatn4eckoro 06HOBNEHMS Nosb3oBaTENbCKMX BneToB

1d- -tick 1
ald-renew-tickets ald-renew-tickets

ald.conf 5 dopmat koHurypaumnoHHoro darna ald.conf
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OkoHyaHue mabnuubi 40

HanmeHoBaHune OnucaHne

ald-client-fs 8 PacwupeHue ansa opraHmsaumm camnn-cepsepa ALD

Pacu_mpeHMe KOHd)I/IprMpOBaHMﬂ noacucCTeMbl XpaHeEHUA anI/I6yTOB

ald-parsec-cfg 7 C3n

ald-parsec-aud 7

, PaclwunpeHne ueHTpanmsauum HacTpoek paclUMpeEHHOro ayamTta
ald-admin-parsec-aud 1 P HEHTP 4 P P P yA

ald-parsec-devac 7 PacwupeHne ana nogcucteMbl KOHTPOMNSA AOCTYNa K NOAKIIYaeMbIM
ald-admin-parsec-devac 1 | HocUTenam

ald-parsec-mac 7
ald-admin-parsec-mac 1 PacwupeHune ueHTpanusaumm xpaHeHms atpubytos C3U
pam_ald mac 8

8.2.2. YcTaHOBKa

YcTtaHoBka cnyx6bl ALD MOXeT ocyLecTBATbLCA Kak Npyu HavanbHon yctaHoBke OC
nyTem Bblbopa COOTBETCTBYOLLMX MYHKTOB B NPOrpaMme YCTaHOBKW, TaK U B Py4YHOM pexume yxe
B paboTaloLlen cncrteme.

BHUMAHMUE! B cny4yae yctaHoBku cepBepa ALD B py4HOM pexnme BO3MOXHO NOSyYeHns
crneayoLen owmnbKn yCTaHOBKN:
insserv: Service nfs-common has to be enabled to start service nfs-kernel-server
insserv: exiting now!
update-rc.d: error: insserv rejected the script header

[aHHasa owmnbka BbI3BaHa TEM, YTO B COOTBETCTBUM C nonutnkon OC no MUHMMM3auun
CeTeBbIX YSI3BUMOCTEN, BOMbLUMHCTBO CETEBbLIX CIY)X0 MO YMONYaHMIO BbIKIOYEHbI. [N ycnewHon
ycTaHoBku cepBepa ALD HeobxoamMMo BpyYHYHO BKITHOUUTL HEOBX0AMMYIO CryXOy:
systemctl enable nfs-common

BHUMAHME! [nsa cosganusa ENMM ALD, B koTopoe A0mKHbI BbITb MHTErPUPOBaHbLI KNNEH-
Tbl, NOAAEPXKUBAIOLLNE PEXMMbI MaHOATHOIO yNpaBneHns 40CTYNOM W/Mnv MaHAaTHOrO KOHTPONS
LenoCcTHOCTN, Heobxoammo ncnonb3oBaTb cepeep ALD ¢ BKNIOYEHHBIMU COOTBETCTBYHOLLMMU PEXN-
mMamu. [Nocrne yctaHoBku cepeepa ALD nameHeHue ero pexmmoB paboTbl MaHOATHOIo ynpasrieHus
OOCTYNOM N MaHLAaTHOro KOHTPOMNSA LeNOCTHOCTU He nogaepXusaertcs.

[1ns HacCTpPonKn aBTOMaTUYECKOro 3anycka crny6 Takke MOXHO Mcnonb3oBaTth rpaduye-
CKYl yTUNUTY systemdgenie.

BHUMAHUWE! Be3 ycTaHOBKM NakeToB paclUMPEHNS COBMECTHO C COOTBETCTBYOLLUNMU
OCHOBHbIMW NakeTaMy HEBO3MOXHA LieHTpanusauusa xpaHeHus atpnbytos C3U B pacnpeneneHHon

ceTeBou cpene, 4To MOXET NPUBECTU K HEBO3MOXXHOCTU BXOo4a nonb3oBaTtenen B CUCTEMY.
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[Ona obneryeHnst yctaHoBkM crnyk6bl ALD Ha KOHKPETHbIN KOMMLIOTEP NpeaHa3Hade-
Hbl MeTanakeTbl, obecrneynBatoLLine YCTaHOBKY BCEX HEOBXOAMMbIX NakeToB B 3aBUCUMOCTU OT
Ha3Ha4yeHus1 4aHHOro KoMMbloTepa:

- ald-client-common — yCTaHOBKa KrMeHTckon Yactu ALD;

- ald-admin-common — yCTaHOBKa yTUNnTbl agMuHuctpupoBanus B ALD;

- ald-server-common — yCTaHOBKa cepBepa gomeHa ALD.

Mpun pasgenbHon ycTaHoBKe pacwmpeHmit ALD Ha cepBepe Heo6xoaMMo nocre yCTaHOBKM
BbIMOMHUTL OMNepaunn MHMUManu3aumm paclumpeHnin KOMaHgom:
ald-init install-ext
KoTopas npon3BefeT HeobxoauMble HAaCTPOMKK U n3MeHeHus cylectsytowen B ALD. Mpu nHnum-

anusauumn b1 ALD npn ycTaHOBNEHHbIX NaKeTax paclUMpeEHNs AaHHbIe AENCTBUSA OCYLLECTBASOTCA

aBTOMaTU4€CKN.

8.2.3. HacTtpouka

HacTponka Bcex komnoHeHToB ALD ocyllecTsnsieTcss aBToMaTU4eckn yTunmtamm KoHdu-
rypupoBaHusi. [1nst HopManbHOro pyHkUMoHMpoBaHma ALD HeoBXxoanmo BbINONTHEHUE CrEeaYLNX
YCIOBUM:

1) paspelueHne UMeH JOSMKHO BbITb HACTPOEHO Taknm 0b6pasoM, YTObbl UMsI CUCTEMBI Pas3-

peluanock, B NEPBYO o4epedb, Kak NOfHOe UMs (HanpuMmep, myserver .example. ru).

YTunuta hostname [OrfKHa BO3BpalWlaTb KOPOTKOE WMSA KOMMbKOTEpa, Hanpumep,

myserver.

Mpumep

dann /etc/hosts (paspelleHne MMeH MOXeT BbITb HACTPOEHO M C MOMOLLbIO cepBepa
DNS cornacHo

127.0.0.1 localhost

192.168.1.1 myserver.example.ru myserver

2) pomkHa 6biTb BbIMONIHEHA CUHXPOHM3auus BpemeHn B OC cepBepoOB M KIMEHTOB
ALD pgnsa ayteHTudomkaumm no Kerberos. Hanpumep, ¢ ncnonbsosaHnem cepsepa NTP
cornacHo [6.71
HacTponku cepepa n knmeHtoB ALD cogepxatca B dpanne /etc/ald/ald.conf. ®op-
mMaT dpamna:
UMsT_[IAPAMETPA=3HaueHue # KOMMeHTapui

OnucaHue napameTpoB KOHPUrypaumnoHHoro ganna /etc/ald/ald. conf npuBegeHo
B Tabnuvue [41]
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MapameTp

OnucaHue

VERSION

Ona OC pomkHO 6bITb YCTAHOBMEHO 3Ha4YeHue «1.7». 3Hadve-
HUe «1.6», «1.5» nnun «1.4» moxet BbITb YCTAaHOBNEHO ANA
COBMECTMMOCTU

DOMAIN

Mma pgomeHa. [HomkHo ObiTb 3agaHo B dopmarte
.example.ru gns cepsepa ALD. Ecnu paHHbI napa-
MEeTp MeHseTcs, TO HeobXoANMO 3aHOBO MHMLMANM3MPOBaTb
cepBep KOMaHOoW:

ald-init init

MoxHO Takxe BOCMonb30BaTbCA KOMaHgaMu pe3epBHOro Konu-
pOBaHMS M BOCCTAaHOBMNEHNSA AN NEepeUMEHOBaHNs AOMEHa.

SERVER

lMNonHoe nmsa cepsepHoro komnstotepa ALD. Hanpumep:
my-server.example.ru

CLIENT_SMB_VERSION

Bepcua npotokona SMB knueHTa, KOTOpylo nogaep>kuBaet
cepBep. BoaMmoxHble 3HavyeHna 1.0, 2.1, 3.11

MINIMUM UID

MwuHMManbHbIN HOMep rnobarnbHOro nonb3oBartens. Nonb3o-
BaTtenM C HOMEPOM MeHbLUe AAaHHOro CYUTaKTCS MoKasb-
HbIMWU U ayTEHTUMLUUPYIOTCSA 4Yepe3 nokanbHble hannbl
/etc/passwd n /etc/shadow.

MpumevyaHune. Ana HopMmanbHOM paboTbl JOMEHA He peko-
MeHOYeTCs NepeceyeHne no Homepam fokarnbHbIX U rnodanb-
HbIX nosib3oBaTenien u rpynn. He pekomeHayeTca 3agasaTthb
MINIMUM UID meHblie 1000

DEFAULT_LOGIN_SHELL

KomaHgHas obonouyka, koTopas ycTaHaBnmMBaeTcsa nNpu co3na-
HUWM HOBOTO NMornb3oBartens. MNpumeHaeTcs Npu agMUHUCTPUPO-
BaHUM C J@HHOro KomnbloTepa.

Mo ymonyaHuto ncnonssyetcsa /bin/bash

DEFAULT_LOCAL_GROUPS

MepeyeHb NokanbHbIX rPynn, YeHCTBO B KOTOPbLIX yCTaHaB-
nvBaeTCsA NpWU co3aaHum HOBOro nonb3oBatens. MpumeHseTcs
npu aaMUHUCTPUPOBAHMUM C JIAHHOTO KOMMbIOTEPA.

Mpu Bxoae B AOMeH nornb3oBaTento byaet 0o6aBnATLCS YneH-
CTBO B yKa3aHHbIX rpynnax Ans Ucnosnb30BaHus TEX UM UHbIX
BO3MOXHOCTEl KOMMbOTEPA, HanpumMep, BOCNpou3BeaeHne
3Byka

ALLOWED_LOCAL_GROUPS

MepeyeHb paspeLleHHbIX oKarbHbIX FPYmM, YNEHCTBO B KOTO-
pbIX yCTaHaBNMBaeTCs Npu Bxoae nonb3oBatenst. MpumMeHseT-
cs ANs AaHHOro KOMMbloTepa.

Mpu BxOoAe B AOMEH nonb3oBatento byaer 4o6aBnNsSTLCSA YNeH-
CTBO B YCTaHOBMEHHbIX A HEro NoKasbHbIX rpynnax B npeae-
nax paspeLUeHHbIX Ha JaHHOM KOMMbloTepe
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lNpodomkeHue mabnuupsl 41

MapameTp OnucaHune

MakcumanbHoe BpeMs u3HK buneta Kerberos (ecnu ero He
06HOBNATL). PopmaT napameTpa: NNd (4Hu), unm NNh (4achl),
UM NNm (MUHYThI).

Mpw Bxode B 4OMEH nonb3oBaTtenbs nonyyaert 6unet. MNpu Bbl-
xoAde u3 gomeHa 6unet yHudtoxaetcda. Ecnn 6unet He 06-
HOBMSATb, TO NOCME UCTEYEHUS CpoKa OeNCTBMA BuneTta nornb-
30BaTenb noTepseT AOCTYN K CBOEMY JOMAaLUHEMY KaTtanory.
TICKET MAX LIFE=10h Utobbl BOCCTAHOBUTL JOCTYMN, eMY NPUAETCH BbINOMNHUTL KO-
MaHAdy kinit unu 3anTu B cuctemy 3aHoBO. YTOObLI JOCTYN He
ObIin noTepsiH, buneT cneayeT nepnogmnyeckn obHoOBNATb (A0
NCTeYeHnsa cpoka genctend). Hactpontb aBTomarmyeckoe o6-
HOBIEHNE MOXXHO C MOMOLLLIO YTUNUTLl ald-renew-ticket.
[nsa yoobcTBa MOXHO HACTPOUTb AaHHLIN NapamMeTp Ha 6onb-
LOe KONMmMyecTBO BpeMeHu, Hanpumep, 30d. Ho ato MeHee
6esonacHo

MakcnmaneHoe ob6HoBnsiemoe Bpems xu3Hn buneta Kerberos.
®dopmaT napamertpa: NNd (gHu), unm NNh (4acbl), nnm NNm
(MUHYTBI).

Mo ncreyeHnn gaHHoro cpoka 6unet He MoxeT 6bITb OOHOB-
neH. [laHHbIM napameTp JormkeH ObiTh Gonblue, Yem napameTp
TICKET MAX_ RENEWABLE LIFE=7d | TICKET MAX LIFE.

MpumevyaHue. ONa KNMEHTCKUX KOMMbIOTEPOB NapameT-
pbl TICKET_MAX LIFE M TICKET MAX RENEWABLE_LIFE
onpefensTcsa Kak HaMMeHbLUNE 3HAaYEeHNs1 3TUX NapamMeTpPOB,
3afaHHbIX B (harnax ald.conf Ha cepBepe N Ha KITMEHTCKOM
KoMnbtoTepe

Onpepnenger, kakas ceteas ®C byaeTt ncnonb3oBaTbCcs ANs
rnobanbHbIX NONb30BaTENbCKUX AOMALUHUX KaTanoros. Bos-
MOXHbl€ 3HaYEeHWS:

— none — ceteBas PC He ucnonb3yetcd. PaboTaeT Tonbko
ayTeHTudmKaums rmobanbHbIX nonb3oBatenen. MicnonbayoTcs
nokanbHble JOMaLUHWE KaTanoru nonb3oBarenen (cnegytowme
napameTpsl, OTHocsLWMecs Kk ceteBson ®C, urHopmpyroTcs);

— cifs — ucnonbsyetca Samba/CIFS

NETWORK_FS_TYPE

Tonbko ons cepeepa. 3agaet abCoOMOTHLIN NyTb K Karanory
Ha cepBepe, roe byaert pacnonaraTbCa XpaHUnNue gomall-
HUX kaTtanoroB. [aHHbl KaTanor OyaeT 3KCNopTUPOBaH Mo
Samba/CIFS

3agaet abCcontoTHbIN NyTb K TOYKE MOHTUPOBAHNA XpaHUITULLA
OOMaALLUHUX KaTarioroB Ha KIMEHTCKUX KoOMNbTEpPax

SERVER_EXPORT_DIR

CLIENT MOUNT_DIR

Tonbko Ansa cepsBepa. 3adaeT pexumbl KCrNopTa cepeepa
Samba/CIFS (nepeuuncneHHble Yepes 3ansaTyto). Bo3aMoXHble
pPEeXUMBbI:

SERVER_FS KRB MODES - krb5 — TonbKko Kerberos-ayteHTunkauus;

- krb5i — (integrity) ayTeHTMduMKaumna n npoBepka Le-
NOCTHOCTM (NOAMNMUCH) NaKETOB.

[omkeH ObITb ykasaH XoTs 6bl OANH peXnm

1.7.2



176
PYCBE.10015-01 95 01-1

OkoHyaHue mabnuusi 41

MapameTp OnucaHune

3apaet Kerberos-pexxmum MOHTUPOBAHUSA Ha KITMEHTCKOM KOM-
CLIENT_FS_ KRB MODE nbtotepe. [JomkeH ObiTb ykazaH OOUH U3 PEXMMOB: krb5 mnu
krb5i1i

Tonbko onga cepBepa. 3agaet nepuog (B cekyHaax) onpoca

SERVER POLLING_PERIOD N 8
- - 3agaHun cnyxbon aldd. Mo ymonyaHmio coctaenset 60 ¢

Tonbko ons cepBepa. 3agaet nepuos (B cekyHaax) pennuka-
SERVER_PROPAGATE_PERIOD uuun B} ALD Ha pesepBHble cepBepa. 1o ymonyaHuio coctas-
ngaet 600 ¢

Tonbko ons cepeepa. 3agaet npusHak mogmdukaumm cxemsl
LDAP gna BO3MOXHOCTU MCNONb30BaHNSA KUPUSMLBI B Nosie

UTF8_GECOS
- onucaHusa GECOS nornb3oBaTens. 1o ymonyaHuio ycTaHOBIEH
paBHbIM 1
USE REC Paspeluaet agmuHuctpupoBanue ¢ nomoubto RPC nHtepden-
- ca. o ymonyaHuio yCTaHOBMNEH paBHbIM 1
MopT RPC nHTepdeica. Mo ymonyaHuio ycTtaHOBMNEH PaBHbIM
RPC_PORT b P y y P
- 17302
RPC_RESTRICTED Cnuncok 3anpeLueHHbIX K ucrnonHeHntio RPC komaHg,

OTobpaxaet coctosiHne cepsepa ALD (yctapeBLuee). Boamox-
Hble 3HadYeHna 0 n 1.

Ecnu SERVER_ON=0, TO:

- [OMallLHMe KaTanorn He 3KCnopTMpYyoTCS;

- paspeweHne wumeH no LDAP Bbiknovaetca B
nsswitch.conf;

SERVER_ON - BCe npuHUmMnanbl Kerberos AeakTUBUpYyoTcs
(allow_tickets=0);

- cnyx6bl LDAP, Samba, Kerberos, octaHaBnumsatoTcs;

- cnyxba sssd nepesanyckaeTcs.

B HacTosiwee Bpems coctosiHe ALD moxeT ObiTb nonyde-
HO KOMaHOOW status yTMNUT ald-client, ald-init u
ald-admin

OTobpaxaeT cocTosiHne knueHTckon Yactn ALD (ycTapesLuee).
Bo3aMoXHble 3HaveHna 0 n 1.

Ecnn CLIENT ON=0, TO:

- AOMaLLHME KaTanorn He MOHTUPYHOTCS;

- paspeweHne wunmeH no LDAP  Bbikntovaetca B
nsswitch.conf;

- cnyxba sssd nepesanyckaeTcs.

B HacTosiwee Bpema coctosHMe ALD moxeT ObiTb nonyde-
HO KOMaHAOW status yTMNUT ald-client, ald-init u
ald-admin

CLIENT ON

Mo 3aBepLlUeHMM NePBUYHON HACTPOMKM KOH(IUIYpaLVOHHOrO harna cepeepa Ans MHULM-
anusauun gomeHa HeobxoauUMO BbIMOTHUTE KOMaHAY:
ald-init init

MogpobHee nHpopmaumo o co3gaHnn goMeHa npuBegeHa B|(8.2.6.11
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[lns BBOAA HOBOro KoMmnboTepa B AJOMEH Mocrie NepBUYHOM HACTPOWKM KOHUrypaLmMoH-
Horo hanna Ha KnneHTe HeobXoaUMO BbINOMHUTL KOMaHAY:
ald-client start

MpumedvaHue. Ana ygobcTea BBOA HOBOMo KOMMbOTEPA B AJOMEH MOXET ObITb BbINOSI-
HeH KoMaHOon ald-client join <umsa cepBepa nomeHa>. B aToM crnyyae koHdurypauu-
OHHbIN ¢hann BygeT HaCTPOEH aBTOMATUYECKN.

B cnyyae nameHeHus koHurypaunoHHoro danna /etc/ald/ald.conf Heobxoanmo
BbINOMHUTL KOMaHAy commit-config AN TOro, YTo6bl U3MEHEHNS BCTYNUNN B CUMY:
ald-init commit-config
Ha cepBepe u
ald-client commit-config

Ha KInneHTax.

Mpumep

dann /etc/ald/ald.conf
VERSION=1.7
DOMAIN=.example.ru
SERVER=my-server.example.ru
MINIMUM UID=2500
DEFAULT_LOGIN_SHELL=/bin/bash
DEFAULT_LOCAL GROUPS=users,audio,video, scanner
ALLOWED_ LOCAL_GROUPS=users,audio,video, scanner
TICKET MAX_ LIFE=10h
TICKET_ MAX RENEWABLE LIFE=7d
NETWORK_FS_TYPE=cifs
SERVER_EXPORT DIR=/ald_export_ home
CLIENT MOUNT DIR=/ald home
SERVER_FS_KRB_MODES=krb5, krb5i
CLIENT FS_KRB_MODE=krb5i
SERVER_POLLING_PERIOD=60
SERVER_PROPAGATE_PERIOD=600
UTF8_GEC0S=1
SERVER_ON=1
CLIENT ON=1

8.2.4. Wa6bnoHbl KOHUrypaunoHHbIX hannos
Cnyx6a ALD B npouecce cBoei paboTbl OCYLLECTBASAET KOHPUTypupoBaHmMe HeOBX04MMbIX

ceTeBbIx cnyx6 (Samba, Kerberos, LDAP 1 T.n.) ¢ nOMOLb0 NX KOHUIypauNoHHbIX dannos. [0ns
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yaobcTBa CyLecTBYOT WwWabnoHbl Moandmumpyembix cnyx6om ALD koHbMrypaumnmoHHbix dannos,
pacnonoxeHHole B KaTanore /etc/ald/config-templates.

BHUMAHMWE! NMpu yctaHoBKe, MHUUManNu3aumun, yoaneHnn unm 3anycke/ocTaHOBKe CIyX-
6bl ALD OCHOBHblE KOHGUIypaLMOHHbIE hannbl pasnnyHbIX cnyx6 MoryT 6biTb NepesanucaHbl Ha
OCHOBE LLIABOHOB, YTO MOXET MOBMeYb NOTEPI0 BHECEHHbLIX BPYYHYO N3MEHEHWM.

MpumeyvaHue. Npn HeOBXOAMMOCTN OOMNONHUTENBHOW HACTPOMKK CNyX0 BHeceHue
N3MEHEHN JOMKHO OCYLLECTBASATLCHA He TOSTIbKO B OCHOBHbIE KOH(pUIypaLMOHHbIE dhanrbl, HO U B
nX WabnoHbl.

MepeyeHb WABNOHOB KOHMUIypaLMOHHbLIX alnoB npuseneH B Tabnuue 42]

Tabnuuya 42

Nmsa wabnoHa

Cnyxba

OnucaHune/ pasmeLleHne KoHpUrypaumoHHOro
danna

ald-pam-profile

pam-auth-update

LWabnoH PAM

ald*.1ldif OpenLDAP LDAP cxembl ALD

base—init . 1dif OpenLDAP IAEL)SP cueHapuin HadarnbHOM nHnumannsauum b
exim-mail.ldif OpenLDAP LDAP cxema ans Exim

idmapd.conf NFS /etc/idmapd.conf

kadm5.acl Kerberos admin server | /etc/krb5kdc/kadm5.acl

kdc.conf Kerberos KDC /etc/krb5kdc/kdc.conf

kpropd.conf

Kerberos

/etc/krb5kdc/kpropd.conf

krb5.conf Kerberos knveHThbl /etc/krb5.conf

ldap.conf LDAP knueHTbI /etc/ldap/ldap.conf

sssd.conf SSSD /etc/sssd/sssd.conf

sasl2 slapd.conf OpenLDAP Onucanune gna SASL2

slapd.d17.1dif OpenLDAP I[Bﬁ:z Cec;ls:s;)m Ha4anbHOW MHULMaNU3aummn
smb.conf Samba /etc/samba/smb.conf

BHUMAHMUE! lNpu py4yHo npaBke wWabnoHOB KOHUrypauUMOHHbIX dbannoB HE PEKOMEH-
AyeTcs yaansaTb UM MEHATb CTPOKKU, M3HAYanbHO coaepKalimecs B WabnoHe unu cogepxaiyme
napameTpu3oBaHHbIE 3HAYEHWUS.

BHMUMAHMUE! ALD

install-config wabnoHbl B /etc/ald/config-templates OyayT nepesanucaHbl K3

Mpn nepeycTtaHoOBKe unn  BbiNofiHeHUM komaHg ALD

/usr/lib/ald/config-templates.
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8.2.4.1. KoHdumrypaumoHHbie channbi LDAP

K koHurypauunoHHsim cannam LDAP oTHocaTca cxembl LDAP 1 cueHapumn nHuumnanusa-
umn cepsepa LDAP n b1 ALD.

MpnumevaHune. CueHapum nHMLManmM3aLmm NCNONb3yHTCA TOMNbKO B Npouecce cosaa-
Huna b ALD.

Mpun HeobxogmmocTn pernctpauum gononHutenbHbix LDAP cxem, Heobxogumo nome-
CTUTb Tpebyemyto cxemy B katanor /etc/ldap/schema n gob6aBunTb ee BKIOYEHME B LWABNOH
slapd.dl7.1dif no aHanormy ¢ octanbHbIMU.

Mpn HeobxoanMOCTN AOMNOMNHUTENBHOrO HadvanbHOro 3anonHenns B4 ALD Bo3amoxxHa
npaeka wabnoHa base-init.1dif.

8.2.4.2. KoHdurypaumoHHblie cpannbl Kerberos

K KOH(urypaumoHHbiM hannam Kerberos oTHocATCA cneumarnbHble KOHPUrypaumMoHHble
dannbl cnyx6 cepepa Kerberos n koHdurypaumoHHbii dann /etc/krb5. conf, cogepxawum
OCHOBHbI€ HACTPOMKN AOMEHA.

BaxxHOM xapaKTepuUCTUKON ABMISIETCSA afirOpUTM 3awWmTbl ayTEHTUGMKALMOHHOW NHAOpP-
Mauun (supported enctypes B /etc/krb5kdc/kdc.conf n default_tgs_enctypes,
default_tkt_enctypes, permitted_enctypes B /etc/krb5.conf).

CnMCOK MCMOmb3yeMbiX anropuTMOB 3alLMThbl ayTEHTUUKALIMOHHOW MHopMaLK NpuBe-
OeH B Tabnuue

Tabnunua 43
Twun anroputma HasHayeHune
OteyvectBeHHble anroputmMbl no MOCT 28147-89 n TOCT P 34.11-2012, npu-
gost-cts
MeHSIoTCA No ymonyaHuo 8 ALD
aes256-cts MpumeHsieTcs no ymonyanuio B Kerberos

Cnabbin 1 ycTapeBLUWIA anropuTMm, npumensietca ansa nogaepxkn NFS, He
pekoMeHayeTCs K MCNoMNb30BaHMIo

des-cbc-crc

MpumeHsieTca ansa noaaepXkm paboTsl knMeHToB Samba, Tak kak siBnsancs

rcd4d-hmac .
ocHoBHbIM B Windows

B cnyyae otcytcTtBuMs HeobxogumocTtu ucnonb3oBaHus NFS wnu ytunut Samba
(smbclient) — Tunbl anropuTMoB des-cbc-crc U rc4-hmac MOryT He yKasblBaTbCS.

MpnumevaHune. ns pabotel ¢ NFS Takke Heobxoamma yctaHoBKa napameTpa allow -
weak_crypto B panne /etc/krb5.conf, 4TO CHUXKAET HAAEXHOCTb ayTeHTUdMKaUnn.

BHUMAHME! Vcnonb3oBaHne NFS He pekomeHayeTcs.

8.2.4.3. KoHdurypauunoHHble cpannbl Samba

KoHpurypaumoHHbin gann /etc/smb.conf coaepXut onncanune rnobanbHbIX HACTPOEK

1 pasgensieMblX pecypcoB.
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Cpencrtea Samba mncnonesytotcs B pamkax ALD Tonbko Anga LeHTpanmM3oBaHHOMO XpaHe-
HUA AOMaLLHUX KaTanoros nosib3oBatenen. CylectByeT BO3MOXHOCTb UCMOMb30BaHNA OPYrux
CceTeBbIX pasgensemMbix hanioBbiX pecypcoB NyTeM ONMcaHus NX B KOHUrypaumMoHHom daine
smb.conf cornacHoO pykoBoACTBY man Ha smb.conf.

BHUMAHMUE! Bo3aMOXXHOCTM NO CO30aHUIO pasfensieMblX pecypcoB 4151 CETEBOW nevatmn
He MCMNOonb3YTCH, Tak Kak He obecneymBaloT HEOOXOAMMOWN 3aLLMThbl BbIBOAUMOW MHpOpMaLINN.

CyLiecTByeT BO3MOXHOCTb paboThl C pasgenseMbiMu pecypcamm ¢ NOMOLLbIO CTaHAapT-
HbIX yTUnMT Samba (net, smbclient), B TOM 4Yucne € Nosib30BaTeNIbCKUMWN pa3fernsieMbimu
pecypcamm (usershare). [Insa atoro Heobxoguma nogaepkka cepsepom Kerberos Tvna anroput-
Ma rc4-hmac (cm. [8.2.4.2).

MpumevyaHune. B cnyyae HeobxoaAMMOCTWN NMpedocTaBneHns JocTyna K pasgense-
MbIM (barinoBbIM pecypcaM Nofb30oBaTensiM Apyroro JOMeHa (CM. cnenyeT yCTaHOBUTb
3Ha4yeHue napameTpa allow trusted domains = yes.

8.2.4.4. PacnpocTtpaHeHne KoHdUrypaumoHHbIx pannoB B AOMEHe

CyLuecTByeT BO3MOXHOCTb pacnpoCTpaHeHUs1 KOHOUIypaunoHHbIX annoB B JOMEHE.
[na aToro npeaHasHayeHbl KOMaHabl BUAa ald-admin doc-* (onmMcaHue KOMaHg NpuBedeHO B
pykoBoAcTBe man ald-admin).

C nomouibo KOMaHAabl ald-admin doc-add NOAFOTOBIIEHHbLIN KOHUIypaLMOHHbLIN
dann nepefaetcs Ha cepsep, rOe coxpaHseTca B Katanore /var/lib/ald/documents. B
KOMaHAe C NMOMOLLbI0 NapameTpoB —-location M —-file yKka3blBalOTCA NyTb LENEBOro pasme-
LLeHNa (hanna Ha KoMnbloTepax AoOMeHa N NyTb K 3arpy>kaeMomy ¢ansly CoOoTBETCTBEHHO.

Cnyx6bl 06paboTkn 3agaHnii aldd KOMMbLIOTEPOB CETU BbIMOSTHAKT OOHOBEHUE yKa3aH-
HOro KOH(UrypaunoHHOro danna no ykasaHHOMY Npu co3aaHuun nyTu (4OrmkeH ObiTb JOCTYNEeH
Ha 3anuce). [Npu aToM NpoBepsieTcs Bpems moandukaummn danna. Ecnn sBpema mogudmkaumm
Lenesoro panna Hoeee, nNepesanucb AOMEHHOW BepCUen He Npon3BOAUTCA.

BHUMAHUE! MexaHn3am AormkeH UCnonb3oBaTbCsi C 0CO60M OCTOPOXKHOCTBIO, MOCKOMbKY
BbIMOSHSET Nnepesannchb NoKasnbHbIX KOH(UrypaLmMoHHbIX hannos BepcusiMn ¢ cepsepa. INpn atom

CO3[aloTCs pe3epBHbIE KONUM NPeabIayLLIMX BEPCUN.

8.2.5. CueHapuu ceccumn nonb3oBaTens

Astra Linux Directory coaepXxnT cpefcrtea BbINOSIHEHNA OOMNONHUTENbHbLIX AENCTBUN NPU
CO34aHuM HOBOW CECCuM NONb30BaTENs UMW €€ 3aBepLUEHUN B criydae paboThbl nonb3oBaTens B
EMr.
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Ona atnx uenen PAM mogyne ALD npu co3gaHum v 3aBepLleHnMn ceccumn nonb3oBaTtens
EMM ncnonHseT cnegytowmne cueHapuu:

- /etc/ald/ald.session — cueHapuun, UCNOMHAKOLLUIA OT UMEHU Cyneprnonb3oBaTe-

na gonosnHuTernbHble cueHapun 13 katanora /etc/ald/ald.session.d BO Bpemd

COo30aHnNa ceccum rnonb3oBaTtens nocrne MOHTUPOBAHUSA AOMAaLLHEro Katanora,

- /etc/ald/ald.reset — cueHapui, UCMOSMHAIOLWMIA OT UMEHU Cynepnonb3oBaTens Ao-

NONHUTENbHbIE CLEHapUKM U3 Katanora /etc/ald/ald. reset.d BO BpeMs 3aBepPLUEHUS

ceccum nonb3oBaTtend 40 pa3MOHTMPOBaHNA AOMALLHEro KaTarnora.

MpumeyvyaHumne. MoryT cywecTBoBaTtb U Apyrne Katanorn AoONONHUTENbHbLIX CLLEHapUeEB,
Hanpumep, /etc/ald/ald.mac.session.d u /etc/ald/ald.mac.reset.d, Ans AOMNOMNHU-
TenbHbIX 3TanoB paboTbl ceccum Nonb3oBaTens.

PaccmatpuBaembiin MexaHn3m ygobeH ans opraHvM3aumm BbINOHEHNSA OOMONTHUTENbHbIX
OENCTBUM NpWU CO3O0aHMM U 3aBEpPLLUEHUN ceccum nonb3oBatens. Hanpumep, ogHUM M3 obsi3a-
TenbHbIX YCNoBun paboThbl ¢ AOMaLLHUMK KaTanoramu Ha ceTeBbiX PC aBnsieTca obecneveHne
KOPPEKTHOIO X pasMOHTMpoBaHuA. [MoMewwaTb 3TOMY MOTyT MPoOLECChI, 3anyLweHHbIE U He 3a-
BEPLUMBLUMECS BO BpeMSA paboTbl ceccuMm Nonb3oBaTens N yaep>KMBaroLwme oTKpbITbie dpannbl B
AOoMalLlLHeM KaTtanore.

B cnyyae BO3HMKHOBEHNSA NOAOOHOW CUTyauun crniegyeT onpeaenuTb Takue npoleccsl
C nomMoubio yTunutT fuser nnm lsof, B Ka4ecTBe apryMeHTOB KOTOPbIM MNepedaeTrca nyTb K
JoMallHeMy KaTanory nonb3oBaTens Buga /ald_home/ums_nonb3oBaTens U NYyTb K TOYKE
MOHTUPOBaHUA BUaa /run/ald.mounts/umMsa_nonb3oBaTeris, HANpUMep:
fuser /ald home/userl
fuser /run/ald.mounts/userl
lsof /ald_home/userl
lsof /run/ald.mounts/userl

lMocne aToro HeobxooMMO 3aBepLUMTbL ONpeAeneHHble Takum obpa3om npouecchl. [laHHas
nocrnenoBaTenbHOCTb AENCTBUN OOMKHA ObiTb 0dbopMIieHa B BUAE CLEHapUsi, pacronoXeHHOro
B Katanore /etc/ald/ald.reset.d, 4TO NO3BONUT 06ecneynTb ero BbINOSIHEHNE BO BpeEMS
3aBepLUeHNda ceccumn nonb3oBarens.

MpnmevaHune. CueHapuii MOXET ObITb Bonee CNOXHbIM ANS yYeTa pasfmMyHbIX CBONCTB
NPOLIECCOB UMM OCHOBAHUI UX 3anycka.

BHUMAHMUE! lMockornbKy 0enCTBUSA BbIMOMHAKTCA OT MMEHW Cyrnepnons3oBarerns, K pas-

paboTke NogobHbIX cLeHapueB HeOOXo0ANMO NOAXOAUTb C 0COOON OCTOPOXKHOCTLIO.
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8.2.6. AOMUHNCTpUpOBaHME flOMEHa
C nomoLbto yTnnut agMmnHuctpmuposaHus ALD cyuwlecTByeT BO3MOXHOCTb BbIMOMHEHUS

cnegyrvowmx agMUMHNCTPaTUBHbIX OENCTBUN:

co3faHne HOBOro JOMEHa;

pe3epBUpOBaHNE/BOCCTAHOBIIEHNE KOHpUrypauum JOMEHa;

KOHTPOJ1b LEJTOCTHOCTH KOH(*.)I/IpraLI,MVI JOMEHa,

nobasneHune/yganeHne KOMMNbIOTEPOB B OMEH;

ynpaslieHne y4eTHbIMN 3anncamm nonb3oBaTenen AOMeHa;

yripasJjieHne y4eTHbIMU 3anncAMnN CeETEBbIX cny>|<6 OOMEHa,

ynpasneHune atpubytamu C3U.

MpnmeyvaHwue. Pacwmpennsa ALD MoryT nsmeHsaTb coctaB agMUHUCTPATUBHBLIX Oen-
CTBUM W KOMaHZ YTUNUT aAMUHUCTPUPOBAHNA.

YTUnutbl agMUHUCTPUPOBAHMSA MOTYT ObITb 3anyLLeHbl B NAKETHOM peXxuMme Ans MaccoBo-
ro BbINOMHeHNs onepauun. Npu 3ToM, Kak NpaBuno, UCNonb3yeTcsa napameTp —-force.

MpnumeyvaHue. Npu ncnonb3oBaHun napameTpa --force HeobxoamMMble ANS BbINOM-
HEeHMsa Naponu agMuMHUcTpaTopa 1 nonb3oBaTtenen AOMKHbl ObiTe NepedaHbl yTUNTE C NOMOLLbIO
hanna naponen.

Onepaunn No agMMHUCTPUPOBAHUIO OOSMKHbBI BbIMOMHATLCS Nonb3oBaTenamu, obnagato-
LMK onpeaeneHHbIMU agMUHUCTPaTUBHBLIMU MONMHOMOYNAMU. B 3aBUCMMOCTN OT Ha3Ha4YeHHbIX
npueunernn nonb3osartenen ALD MOXHO pasgennTb Ha criedytowune rpynnbl Mo NoSTHOMOYUSM:

- MaBHbIM agMUHUCTPaTOp AOMeHa admin/admin — obnagaet BCemMu NofHOMOYNAMMU MO

ynpaBneHno JOMEHOM, Y4YETHAs 3anucb CO34aeTca aBTOMaTUYECKM NpU pa3BepTbiBaHUN

gomeHa ALD;

- aJMVHUCTpaTOpbl JOMEHa — Nonb3oBaTenu ¢ npusunernen admin. O6nagatoT NONHO-

MOYNAMM MO ynpaBneHuto KoHUrypaunen goMeHa 1 y4eTHbIMU 3anmucamu;

- OrpaHWYeHHble agMWHUCTpaTOpbl AOMeHa — rornb3oBatenn C MpUBUIErNAMU

hosts-add unn all-hosts-add. ObnagaoT NOTHOMOYUAMU MO J0OaBNEHU0 KOM-

NblOTEPOB B IOMEH;

- nonb3oBaTenu yTunnT agMMHUCTPUPOBAHNSA — MOMb30BaTeNM C NpuBUnernen adm-user.

O6nagatoT NONHOMOYNAMU MO 3anycKy YyTUNNT aAMUHUCTPUPOBaAHUSA (MCMONb3yeTca nake-

TaMu pacluMpeHns ansg getanusaumm norHOMOYNA yripaBrieHus);

- 0OblYHbIE Nonb3oBaTeNu.

BHUMAHMUE! PacwupeHus ALD moryT npmBHOCUTL CBOe AerneHue nonHomoumn. Ha-
npumep, nakeT ald-admin-parsec cogepXuT Habop KoOMaHA ynpasreHuss MaHO4aTHbIMU aT-
pubytamu. Npu 3TOM NpegycmoTpeHa COOTBETCTBYOLWas rpynna agMmuHmuctpatopos MAC. [ns

BO3MOXHOCTU ynpaslieHNA MaHOaTHbIMU anI/I6yTaMI/I KOHKPETHbLIM Nnonb3oBaTtenieMm eMy OO0JKHA

1.7.2



183
PYCBE.10015-01 95 01-1

ObITb NpegocTaBneHa npuBMnerns adm-user U OH JOMMKeH ObiTb 4OGaBNeH B rpynny KOMaHOom
macadmin-add.

8.2.6.1. YnpaBneHue KoH¢puUrypaumen aomeHa

CospgaHne HOBOro AOMEHa, a TakK e ero pes3epBrpoBaHMe/BOCCTAHOBIEHNE OCYLLECTBIS-
IOTCS1 C MOMOLLbIO YTUNUTBI YyNpaBrneHns cepBepoM AoOMeHa ald-init.

Mepen cosgaHMeM gOMeHa Ha KOHTponsiepe AoMeHa OOSMKHbI ObITb YCTaHOBMEHbI BCE
Tpebyemble nakeTbl CepBEPHbIX pacLUMPEHNA, B 3TOM Crlydae KoHurypauus HOBOro JOMeHa
OyaoeTt aBTOMaTMYeCKM co3faHa ¢ UX NOAAEPXKKOW. Takke KOPPEeKTHbIM 06pa3oM LOMKHbI ObiTb
HaCTPOEeHbI CUCTEMA pa3peLLEHNs UMEH W KOHPUrypaLMOHHbIN dain ald. conf (cm.[8.2.3).

B cnyyae ykasaHus HeobxogumocTtu cepsepa EINMIM npu HavanbHon yctaHoBke OC c
Ancka KOHurypaumoHHbIn bann ald. conf, Kak NpaBuno, y>Xe CoOOepPXUT KOPPEKTHbIE 3HAYEHUS
AOMeHa U MeHU cepBepa.

CosgaHue vnn nepecosaHne JoMeHa OCYLLEeCTBIISeTCA KOMaHOon init yTunuTel ynpas-
neHnsa cepBepoM JOMeHa ald-init.

Mpn HeoBXOAMMOCTUN MOXET BbINONHATLCS COXPaHEHUE Pe3epBHOM KONUN KOHUrypaumum
AOMeHa KoMaHaamu ¢ npedmnKcom backup yTUNUTLI yNpaBneHns cepBepoM JoMeHa ald-init.
BoccTaHoBneHne paHee COXpaHEHHbIX pe3epBHbIX KOMUIW OCYLLLECTBNAETCA COOTBETCTBYOLLNMMU
KOMaHZamu ¢ npedmnKcomM restore-backup yTUNUTLI ynpaBneHs cCepBepoM JoMeHa ald-init
(cm.[8.2.6.7).

Mpn nosiBneHnn B npouecce paboTbl coobuieHnn 06 owmbKax nnnm HEKOPpPEKTHOM paboTe
mexaHuamoB Ell cnegyet Bocnonb3oBaTbCs KOMaHOOM test-integrity yTUNUTLI agMUHN-
CTpUpoBaHna ald-admin N5 NPOBEPKM LIENOCTHOCTU KOHGUIypauumn AOMeEHa, YTO BKOYaEeT B
cebsa NpoBepKy COCTOSIHMS N COrnacoBaHHOCTK Bcex cywHocTen ALD. B xone npoBepkn MoxeT
ObITb NIOKanM3oBaHa nNpuynHa owmnbok 1 cboes, 4To 0b6rerynT Nx yctpaHenve (cm. [8.2.7).

8.2.6.2. Ucnonb3oBaHue RPC uHTepdenca

LWTaTtHbIM pexxumoMm paboTbl ALD aBnsieTcst ynpaBneHme JOMEHOM C MOMOLLbIO CryX0bl
o6paboTkm 3agaHmii ALD aldd cepsepa ¢ nomouybio RPC nHtepdenca.

YTunuta ald-admin N0 yMOnN4YaHuo paboTaeT B MUHTEPAKTUBHOM peXMMe C 3anpocom na-
ponga agMuUHUCTpaTopa. Takke naponu agMMHUCTpaTopa u nonb3oBaTtenen MoryT ObiTb NnepefaHbl
C NOMOLLIbIO (harna naponemn.

[ns AOMeHHbIX Nonb3oBaTenen BO3MOXHO BbIMOMHEHNE YTUNNTbI C UCNOSIb30BaHNEM
cyllecTByloLLeN ayTeHTUPMKALMOHHON NHopMaL MK nosb3osaTesns (Mpy Hann4nm y Hero npu-
BUNErMin agMMHUCTPUPOBAHUSA AOMeHa). [1pn 3TOM yKasbIBaeTCa napameTp KOMaHAHOW CTPOKMK
—C.

BHUMAHMUE! [1ns koppekTHon pabotel RPC nHTepderica 6unetol Kerberos nonb3oBare-

newn aomkHbl obnagaTtb cBOMCTBOM forwardable. [Ina gomeHa ALD cBonctBo forwardable
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ncnonb3yeTcs No ymonyanuio. Mpu nonyyeHnn 6uneToB yTunuton kinit cnegyer Mcnonb3oBaTb
napameTp -£. B npoTnBHOM cnyyae Bblgaetcs owmnbka Bnga: «Owmbka nogrotoBku coobLleHns
KRB-CRED».

CywectByeT psg crneumanbHblx RPC komaHa, NnpuMeHsieMbIX K NioBoMy KOMMNboTepy
nomeHa ALD (B kayecTBe apryMmeHTa KoMaHAbl MOXET yKa3blBaTbCA MMS KOMMNbOTEpPaA):

- rpc-status — nonyyeHme MHpopmMaumm o ponu KomnboTepa B JOMEHE;

- rpc-statistics — nonyyeHue cratucTnyeckomn nHgopmaumm o RPC cepeepe aldd

yKa3aHHOro KoMnbloTepa;

- rpc-execute — BbIMOMIHEHME YKa3aHHOW KOMaHAbl Ha yaaneHHOM KoMnbloTepe (Bbl-

NOMNHEHNe KoMaH4bl BO3MOXXHO TOMbKO OT MMEHU Y4eTHOM 3anucn admin/admin).

OnucaHue koMaHg, MOXeT ObITb MNOSTy4eHO C MOMOLLbLIO BCTPOEHHOW KOMaHAbl NOMOLLM
help.

MpumevaHune. Cnucok RPC komaHg cepBepa MOXET ObiTb NOSy4YeH C NMOMOLLbHO
KOMaHObl rpc-statistics Cc napaMmeTpomM —-commands.

BHUMAHMUE! CyuiecTByeT BO3MOXHOCTb 3anpeTa ncnonHeHus BbibpaHHbix RPC ykasaHu-
eM napameTtpa RPC_RESTRICTED B KOH(pUrypaunmoHHoM anne /etc/ald.conf KOHKPETHOrO
KoMmnbtoTepa.

8.2.6.3. YnpaBneHue y4yeTHbIMU 3anNUCAMU

B EIMN pasnunyatotca yyeTHble 3annucu nonb3oBaTenen JOMeHa, YHYeTHbIe 3anmcu KOMIbHo-
TEpPOB AOMEHA U YYETHbIE 3anncK ceTeBbiX crnyxb, paboTatowmx B cpeae ENMM.

YyeTHas 3anucb Nonb3oBaTensa JOMeHa CoaepXXUT BCHO HEOBXOANMYHO MHAOPMALINIO O
nonb3osatene EMM n BkntovaeT B cebsi: cooTBeTCTBYOLWErO NnpuHumnana Kerberos, nonutuky
naponewn, CBONCTBa, HeobxoanMble A58 BXoAa Nornb30oBaTensi B CUCTEMY, HACTPONKM NOAKMIOYEHUS
AoMmaluHero Katanora, npusunerun nons3osartens EMM n ero atpubytsl C3U.

Mpusunernn ALD un ykasaHHble orpaHMyYeHnss MOryT ObiTb YCTaHOBMEHbI AN Yy4eTHON
3anucuy ¢ NoOMOoLLbI KOMaHadbl user-ald-cap YyTUIUTbI aAMUHUCTPUPOBAHNA ald-admin.

Takke yyeTHas 3anucb Nornb3oBaTensd MOXeT cogepKaTb OrpaHU4eHus No Bxody B AOMEH.
B kavecTBe orpaHU4eHunin UCMorb3yeTcs CNMCOK KOMMbIOTEPOB, HA KOTOPbIX OH MOXET OCYLLIEeCTB-
NATb BXOA, U NPU3HaK BPEMEHHOWN BrIOKMPOBKM.

BHUMAHMUE! lNMocne co3naHns HOBOW YY4ETHOW 3anncu CNUCOK paspeLleHHbIX A48 Bxoaa
KOMMbIOTEPOB NYCT: NMofb3oBaTelib He UMEET npasa BxoAda B cuctemy. Cnmcok KOMMNbTEPOB, C
KOTOpbIX eMy ByaeT paspelueH Bxo, A0MmKeH OblTb ABHO YKa3aH nocrie Co3f4aHus y4eTHOW 3anuncuy.

YyeTHas 3anucb nonb3oBaTtens MOXeT obnagaTb agMUHUCTPATMBHBIMU NPUBUIIEMNAMMN

NN BXOAUTb B rpynnbl agMUHUCTPATOPOB, 3aaHHble paclumpennsmmn ALD.
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BHUMAHMWE! YoaneHne y4yeTHOM 3anncu NONb30BaTesisi MOXET ObITb BbIMOMHEHO TOSb-
KO agMuHUCTpaTtopoM, obnagarwum JOCTYNOM KO BCeM ero aTpubyTtam (Bxogswum BO BCe
HeobXxogMMble rpynnbl aAMUHUCTPATOPOB).

BHUMAHUE! CyuwecTtByeT HEKOTOPOE BpeMS Afsi pacnpocTpaHeHnsa nHdopmMauum o
co3gaHun UnNun yaaneHus nonb3oBartend. 9To CBA3aHO ¢ MexaHnaMmamum kewmnposaHma NSS. MNpu
nepecosfaHuu Nonb3oBaTesis C TEM Xe UMEeHeM MOryT BO3HUKaTb OLWNOKM (Hanpumep, Bxoda B
CUCTEMY, MOHTUPOBaHUS AOMALLHEro Katanora u T.n.) n3-3a Bblgayn Ha yaaneHHbIX cuctemax
yCcTapeBLUero ngeHtudukaTopa nonb3oBarens.

Y4yeTHasa 3anucb KOMMblOTEpPa [OMeHa npeacTtaBnsier cobon Habop npuHUMNanos
Kerberos onga gyHKUMOHMPOBAHUSA KOMMbOTEPA B AOMEHE.

BBog HoBOro KomnbetoTepa B JOMEH OCYLLECTBNAETCH C MOMOLLbIO 3anyLLEeHHOW Ha HeM
yTunuTbl ald-client KOMaHOOW commit-config (BO3MOXHO C napametrpamm). [pn 3TOM nosnb-
3oBaTenb AoMmKeH obnagatb NOAHOMOYMAMM Mo A06aBNEHN0 KOMMNbOTEPA B JOMEH.

MpumedaHue. Ana ygobcTea BBOA HOBOIMo KOMMbOTEPA B AOMEH MOXET ObiTb BbINOSI-
HeH KOMaHOoM ald-client join <umsa cepBepa nomeHa>. B 9ToMm crnyyae koHdurypauu-
OHHbIN dann ByaeT HaCTPOEH aBToMaTuUYeckn. Takke aBToMaTndeckm ByaeT co3gaHa yydeTHas
3anucb KOMMNbOTEPA B JOMEHE.

C nomoubto yTmnuTbl ald-admin y4eTHOW 3anncu KoMMboTepa MOXeT ObiTb JoOGaBneHO
onucaHue unm oHa MoXeT ObITb yaaneHa.

YyeTHasa 3anuck cnyxbbl JoMeHa npencraenset cobon npuHumnana Kerberos ans gyHk-
LMOHUPOBaHUSA CrnyXbbl B JOMEHE.

BHUMAHMUE! Kaxgas cnyxba, nogaepxumBatoLLiasi CKBO3HY0 ayTeHTudukauuio Kerberos,
AormkHa obnagatb npuHumnanom Kerberos, T.e. 6bITb 3apernctpupoBaHHon B gomeHe. Nocne
peructpaunm B AoMeHe Habop Krtoven cnyxbbl AOMmKeH ObITb BbIFPY>KEH B (daiin, yKkazaHHbIN B ee
KOHdpUrypaumm.

B ALD ans npegoctaBneHus cnyx6am onpeneneHHbIX NOfIHOMOYMI NO MOMYyYEeHUHO UH-
dopmauumn M3 gomeHa ucnonb3yetca obbeanHeHne cnyx6 B rpynnbel cnyx6. Hanpumep, ana
nonyyYeHns MaHgaTHbIX aTpubyToB nonb3oBaTenen cnyxba AomkHa BXoAUTb B Fpynny cryxo mac.

[nsa obneryeHunsa KoHUrypmpoBaHusi ceTeBblx crnyx6, paboTatowmx B cpeae ENMM, npeay-
CMOTpPEHbl KOMaHAbl YyNpaBreHnst Y4eTHbIMU 3annucamm criyx6 ytnnutel ald-admin 1 KOMaHgb!
BbIFPY3KM KNoYen yTunutel ald-client.

YKa3aHHble KoMaHabl UMEKOT npeduKebl service— U svc-.

BHUMAHMUE! B cnyyae gobasneHusi KOMnbloTepa B AOMEH, Nepeco3faHnst JoMeHa Unm
npyHUMNanoB cnyx6 MoxeT notpeboBaTbCs yaaneHne gannos Tuna krb5 . keytab, cogepxaLimx

BbIFPY)XEHHbIE paHee KIouW.
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[eTtanbHoe onncaHne KomMaHg NpuBeaeHO B PyKOBOACTBE man. HacTponka HEKOTOpbIX
ceTeBbIX cnyx6 npueegeHa B (8.5,

8.2.6.4. OrpaHnyeHus no BbIGOpKe AaHHbIX U3 LDAP

CyLLeCTBYIOT OrpaHMYeHns Mo MonyyYeHnto AaHHbIX OT cnyX6bl katanoros LDAP. lNo
yMOn4aHuio paspeluaerca nonyyaTtb He 6onee 500 3anucen.

BHUMAHMWE! Bo3moxHbl HapyLweHus pabotbl EMNM B cnyyae npesblweHnst yucna nosnb-
3oBarernen UM KOMMNbTEPOB 3TOrO 3HAYEHUS.

Ons rmbkoro ynpaBneHus OrpaHUYeHnaMU npegycMOTPeHbl KOMaHabl YTUIUTHI
ald-admin: 1dap-limits Ang npocMmoTpa U ldap-setlimit ANA yCTaHOBKU.

Cnyx6bl kaTanoros LDAP nopgaepxmBatoT orpaHMyeHnsa gns pasnuyHbiX nonb3oBartenen
UNK rpynn nonb3oBaTerien no pasMepy U BpeMeHU BbINONHEHNs BbIGOPKK. Mpu 3TOM CyLLeCcTByOT
MArkne orpaHuyeHusl, NpUMeHseMble Mo YMOSYaHMIo, KOTOpble MOTyT BbiTb NPEBbLILLEHb! 3a4aHEM
napameTpoB BblOopku B npuknagHom MO, n xecTkne, KOTopble He MOryT OblTb NPEBbLILLEHDI.

KomaHga ycTaHOBKM OrpaHUYeHnn UMeET CriedytoLmnn CUHTaKCUC:
ald-admin ldap-setlimit <xomy> <BUL Or'paHUUEHUS>
rae Bugamm orpaHMyeHunst MoryT ObiTh:

- size=uwucno — eanHoOe 3aJaHue MArKoro 1 XXeCTKOro orpaHnyYeHun no pasmepy Bblbop-

KW;

- size.soft=uucno — 3agaHne MArkOro orpaHN4YeHns No pasmepy BbIOOPKY;

- size.hard=uucno — 3agaHune XeCTKOro orpaHM4YeHns No pasmepy BbIOOPKY;

- time=cekyHOH — €AWHOE 3aJaHNe MATKOro M XXeCTKOro orpaHnyeHuu no BpemeHu

BbINOSIHEHWST BbIOOPKMY;

- time.soft=cexyHnu — 3aJaHNE MATKOro OorpaHMYeHUsa No BPEMEHWU BbIMOMHEHUS

BbIOOPKY;

- time.hard=cexyHOr — 3aJaHnNe XeCTKOro OrpaHUYeHust N0 BPpeMEHN BbIMOMHEHUS

BbIGOPKM.

B kayecTBe aprymeHTa KOMaHAbl <komMy> MOTYT BbICTynaTb Creayrowme 3Ha4YeHns:

- * — BCe, BKMNoYast aHOHNUMHbIX N ayTeHTUULNPOBAHHBIX Nonb3oBaTenen;

- anonymous — aHOHWMHbIE MOrib30BaTeru;

- users — ayTEHTUPUUMPOBaHHbIE NONb3oBaTENY;

- self — accouMMpPOBaHHbLIN C LENbio Nosib3oBaTesb;

- dn... — BapuaHTbl cuHTakcuca DN;

- group. .. — BapmaHTbl CUHTaKcmUca rpynm.

MpnumevaHune. lNepeq yctaHoBkon orpaHnyeHnin LDAP pekomeHayeTca 03HaKoMUTbLCA

C JOCTYynHOW AoKyMeHTaumen no pabote cnyx6 katanoros LDAP.
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MoapobHoe onucaHmne komaHg paboTbl ¢ orpaHmyeHnsmmn LDAP npuBeneHbl B pykoBoOA-
cTBe man ald-admin.

8.2.6.5. Peructpauusa gencTtBun agMmMHUCTpaTopa U NpoTOKONMpoOBaHue

Mpun paboTe komnoHeHTbl ALD BegyT XXypHanbl cBoen paboTbl. B xypHanax gukcupyrotcs
NMHpopmaumsa O BbINONHAEMbIX AEACTBMAX U owmbkax. Mpu aTom ukeupyeTcs gata n BpeMsi BO3-
HWUKHOBEHWSI COBLITUSA, TUM COBLITUSE N UMS UCMONHAEMOrO MOAYNS C yKa3aHWeM naeHTudukaropa
npouecca.

JocTynHbl cneayowme xypHarnbl paboTbl:

- ~./ald/ald-admin.log, ~./ald/ald-init.log, ~./ald/ald-client.log —

XypHans! paboTtbl yTUNuT ald-admin, ald-init, ald-client COOTBETCTBEHHO. Pac-

nonaratoTcs B IOMaLLHEeM KaTasnore rnorb3oBaTtersi, KOTOpbI 3anyckan ux Ha UCMOoSTHEeHHE;

- /var/log/ald/aldd.log — XypHan pabotbl cnyxbbl obpaboTkm 3agaHun ALD

aldd.

Cnocob BbiBOAA XypHanoB, UX pa3MmelleHe n getanuaauuns MoryT 6biTb 3agaHbl Ans
KaXgon 13 yTUnuT Unm cry>xob npu nx 3anycke ¢ NOMOLLBIO Criegyowmx napaMeTpoB KOMaHAHOM

CTPOKM:

Taobnuuya 44

MapameTp OnucaHune

3apaet cnocob XypHanusauuu, roge apryMeHT NpUHUMaeTCs Kak
Habop pa3psaos:

- 1(0x1) — stderr;

--log-dest=cnocobu - 2 (0x2) — syslog;

- 3 (0x4) — csvlog.

Mo ymonuyaHuio ans yTunuT ucnonb3yetcs stderr+csvlog, a ang
cnyx6 — syslog+csvlog

3agaet nyTb K dhanny xypHana (B cnyyae ucnonb3oBaHusi cnocoba

--log-file=
og-file=nyThb csvlog)

3apaeT getanunsauuio XxypHana:
0 — owmnbkKu;

1 — npegynpexneHus;

2 — yBeOMIIeHNS;

3 — UHdopMauus;

4 — otnagka

--log-level=ypoBeHb

Pernctpaums gencTeum agMmmHMUcTpaTopa no ynpaeneHno JOMEHOM OCYLLECTBNSAETCS
LileHTpann3oBaHo Ha cepBepe AoMeHa. [1py 3TOM No yMOoN4YaHuo BbIBOA, MHCpOPMaLUM OCYLLIECTB-
naetca B crneqyowmne ansoi:

- /var/log/ald/aldlog.log — XypHan permctpaumm nameHeHuin wabnoHoB nNpoTo-

KOINMmMpoBaHUA,
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- /var/log/ald/audit.log — XypHan permctpauum cornacHo HaCTPOEHHbIM LWabno-

HaM NPOTOKONMPOBAHUSI.

MpnumeyvyaHune. B cnyyae Heo6XoaMMOCTU MOXET BbITb HACTpPOEHa nepeagpecauns
XypHaroB perucrpauum encTBum agMuUHUCTpaTopa B CUCTEMHBIN XXypHar syslog C MOMOLLbIO
KOHpUrypaumoHHoro danna crnegytowiero smaa, pasMmeLLlaemMoro B karanore /etc/rsyslog.d/:
SModLoad imfile
$InputFileName /var/log/ald/audit.log
$InputFileTag ald_audit
$InputFileStateFile stat_ald audit
S$SInputFileSeverity notice
$InputFilePollInterval 1
$InputRunFileMonitor

YnpaBneHune peructpaumen AencTeBmin agMmHucTpaTopa Npon3BoaAnTCA C MOMOLLIbIO KO-
MaHA BuMaa 'ald-admin logging-*', KOTOpbl€ NO3BOMSKT M3MEHSATb NYTb K dpanny perncrpa-
LUK cobbITuin ()KypHan permctpaumm n3aMeHeHn WwabnoHoB NPOTOKONMPOBAHUSA UMEET (PUKCUPO-
BaHHOE pacrornoXeHue), co3gasaTb UM N3MEHATb LWAabNoHbI NPOTOKONMPOBAHWS.

LLlabnoH npoToKoNnMpoBaHMsa COCTOUT U3 MMeHW, ldap-cyddmnkca n pexmma npoToKonmpo-
BaHWA:

- all — perncTpupoBaTtb BCe COObITUS;

- succ — permcTpmpoBaTh yCneLHble coobITuS;

- fail — perncTpmpoBaTb HeyCneLHble COObITUS;

- none — He BbIMNOMNHATb PErMCTPaLMIO COBbITUN.

BHUMAHMUE! He pekomeHayeTtca 6e3 ocobon HeobxoanmocTn oB6aBnAaTb UM N3MEHATb
cydpduKchl L1abnoHOB NPOTOKONNPOBAHUS.

8.2.6.6. [JlomalwiHue KaTanorn 1 0CO6eHHOCTN MOHTUPOBaHUA ceTeBbiXx ®C

LleHTpanusauusa xpaHeHns nHgpopmaumm o6 okpy>xeHun nonb3oBartenen nogpasymeBaeT
N LleHTpanM3oBaHHOe XpaHeHe JOMAaLLHUX KaTanoros rnorb3oBaTtenen. [Ina aToro ucnornbayercs
C3®dC CIFS (cm.[6.9).

[nsa xpaHeHnsa goMaLUHMX KaTanoros, CoaepXalumnx HesalmweHHbIe AaHHble, MOTYT ObiTb
ncnonb3oBaHbl 1 gpyrue cetesble PC (Hanpumep, NFS4). ALD B HacTosiLee BpeMa nogaepxmnsaet
aBTomaTuyeckoe MoHTupoBaHue Tonbko C3PC CIFS n NFS4. Takke onga xpaHeHns goMallHUX
KaTanoroB nonb3oBaTens MOXeT ObITb Mcnonb3oBaHa u nokanbHaa ®C komnbloTepa.

YyeTHas 3anucbk nonb3oBatens ALD copepxnt nngopmaunio o tmne ®C gomaluHero
KaTarora nonb3oBaTens U ero pacrnonoXeHun (cepBep AoOMallHUX KaTanoroB ans ceteBbiX PC u
nyTb K KaTanory Ans nokaneHbix ®C). Mo ymonyaHuo B kayecTtse Tuna ®C ucnonssyetca C3PC

CIFS, a B kauecTBe pacnonoXXeHnst — KOHTPOsiep AOMeHa.
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MpumeyvyaHme. OcCOBEHHOCTb OpraHn3aLmMn JOMALLIHUX KaTanoroB Nnonb3oBaTens BKIo-
yaeT B cebs obecneyeHe BO3MOXHOCTU nepexoia nonb3oBaTens K CBOMM KaTtaroram ¢ Apyron
KraccmdmKaLumoHHON METKOM C MOMOLLbIO CCbIfkM mac. Micnonb3oBaHne Taknx CCbifiok B samba
No yMOsn4aHuto 3anpeLlleHo. [ns paspeLlleHunst 3Ton BO3MOXHOCTU MCMONb3yeTcs rnobanbHbin
napameTp allow insecure wide links B wabnoHe koHdUrypaunoHHoro damnna samba
(cm.B243).

MakeT pacwunpeHnsa ald-client-£fs NO3BONSAET Ha NOOOM KOMNbIOTEPE JOMEHA pas-
BEPHYTb CepBep OOMALLHMX KaTanoros, KOTOPbIA BNOCNEACTBUM MOXHO OyAeT ykasaTb Kak pac-
nonoxeHve JoMallHUX KaTanorosB. Permctpauus, 3anyck n oCTaHOB cepBepa OCYLLEeCTBIISETCS C
NMOMOLLbIO pacLUMPEHNsT KOMaHOHOMO UHTepdenca yTUnuThbl ynpasneHus KnmeHToMm ald-client.

BHUMAHMUE! CyuwecTtByeT BO3MOXXHOCTb UBMEHEHUNS CepBepa pPacnosioXXeHust JoMall-
Hero katanora none3oBaresns. B aTom cnyyae AomMallHUi KaTanor nosnb3oBaTtens LOMKeH 6biTb
P13MYeckm nepemMeLLeH Co CTaporo cepBepa Ha HOBbIW, B MPOTUBHOM Cly4Yae Nornb3oBaTerb He
CMOXET BONTW B CMCTEMY. Takasd e CUTyauns MOXET NPOM3ONTN NPU 3aMeHe OCHOBHOIO cepeepa
pe3epBHbIM.

MoHTMpoBaHMe gomallHuX KaTanoroB BblnonHaetcs PAM-moaynem ALD aBTomatmnyeckn
npu Bxoae nonb3oartend. [1py aTomMm MOryT NnpoBepsaTbCs orpaHndyeHuns Ha Tun ®C gomaluHero
KaTanora nosnb3oBarens.

BHUMAHMUE! TpebyeTcs HekoTOpoe BpeMs ANA pacnpocTpaHeHns nHpopmaumm o co-
30aHuUM U yganeHnn nonb3oBaTtesis. 3TO CBA3aHO ¢ MexaHu3dmamu kewmpoBaHus NSS. Npu
nepecosfaHun Nofnb3oBaTerisi C TEM Xe UMEeHeM MOryT BO3HUKaTb OWMOKM (Hanpumep, onbKku
BXO4a B CUCTEMY, MOHTUPOBAHMS LOMALLUHEro Katanora v T.n.) U3-3a Bbl4ayu Ha yOaneHHbIX
cucTemMax ycrtapesluero naeHtudukaropa nonb3osartens. [py BO3HUKHOBEHUN TakKMX OLUMBOK
cnepnyet nepesanyCcTuTb Ha UCMONb3yeMbIX KOMMNbOTEPaX CryX0by sssd n obecnevnTb KOppeKTHbIE
3Ha4YeHWNd NpaB JOCTyNa K Katanory nosib3oBaresnis Ha cepBepe AOMaLUHUX KaTanoros.

BHUMAHMUE! [Ina koppekTHOM paboTbl C MOHTMPOBaHMEM AOMALUHUX KaTarnoroB Heobxo-
Anmo obecneunTb 0CBOBOXAEHME TOYEK MOHTMPOBAHMWS NPU 3aBepLUEHNN CECCUM NOMNb3oBaTens
(cm. [8.2.5).

CyLuecTByeT BO3MOXHOCTb Ha cepBepax AoOMallHUX KaTtanoros (dann-cepsepax) 3aBo-
AVTb obLme nanku, AOCTyrnHble ANns nonb3oBaTtenen. [Ans KoHgurypupoBaHua cann-cepsepa
cnefyet pyKoBOACTBOBATLCS JOKYMEHTaUMen n cnpaekon no ucnonosyemon ®C. MoHTMpoBaHue
TakuX KataroroB MOXeT OblTb BbIMNOMHEHO NPY NOMOLLM KOMaHAbl mount UM pegakTMpoBaHNEM
KOHdpUrypaumnoHHoro canna fstab. ABToMatnyeckoe MOHTUpPOBaHUE MOXET ObITb obecnedeHo

PAM-moaynem pam_mount.
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MpumeyvaHue. lNpu HeobxoanmocTn paboTbl C pasgensemMmbiMy pecypcamm ¢ MOMOLLbHO
cTaHaapTHbIX yTUNuT Samba (net, smbclient), B TOM YMcrie C NOfb30BaTENbCKMMN pasgense-
MbIMK pecypcamu (usershare), MOryT NoTpPeGOBATLCS AOMNONHUTENbHBLIE HAaCTPOIKkK (cM. [8.2.4.3).

8.2.6.7. Co3pgaHue pe3epBHbIX KOMUU U BOCCTAaHOBIIEHUNe

B uensix ymeHblLUeHMsI BpEMEHN Ha BOCCTaHOBreHMe paboTocnocobHOCTM cepBepa B
cnyyae BO3HVMKHOBEHMWS NporpaMMHo-annapaTHbIX COoeB NpeaycMOTPEeHO co3qaHne pe3epBHON
Konuu 6a3 AaHHbIX cepBepa AOMEHa.

PesepBrpoBaHMe/BOCCTaHOBNEHVE JOMEHA OCYLLECTBASIOTCH C NOMOLLbIO YTUAUTLI yNpaB-
neHusa cepsepom goMeHa ald-init.

BHUMAHMUE! NporpammHas koHdurypaums ALD cepsepa, Ha KOTopom ByaeT BbIMOMHATb-
Csl BOCCTaHOBMNEHWe, JOMKHa TOYHO COOTBETCTBOBATL TOW, MPU KOTOPOW BbIMNOMHANOCH COo3AaHne
pe3epBHOM Konun. [omkHbl 6bITb yCTaHOBIEHbLI BCe TpebyeMble nakeTbl CEpBEPHbIX paclumpe-
Hun ALD. Takke KoppeKkTHbIM 06pa3oM AormkHa ObITb HACTpOEeHa cucTeMa paspeLleHns UMeH
(cm. [8.2.3).

CyLecTBYyeT HECKOSMbKO BapMaHTOB CO3[aHWNS Pe3ePBHON KOMWUU CrieayroLwmnMmn KomaHaamum
yTunuTbl ynpaeneHus cepsepomMm ALD ald-init:

- backup — cosgaHue (pu3nyeckon Konuum KOHTponnepa AOMeHa: B 3TOM Crlyyae B

nogkaranore .ald gomallHero karariora norib3oBaTtesis, BbIMOSHAKLEro onepauuio,

co3garTcd ABa apxuBa ald-base.tar.gz M ald-keys.tar.gz, cogepxawme apxvs
dparmeHToB ®C cepBepa ¢ MHPopMauuoHHbiMu B n B kntoveBon nMHdopmaumnn

COOTBETCTBEHHO. [1aHHbIM BapuaHT sIBNSETCA eQUHCTBEHHbLIM, NPU KOTOPOM COXpaHAETCH

Kntoyesas MHpopmMaums n naponu rnonb3oBarernen;

- backup-1dif — co3gaHune nornyeckom konun LDAP B[] koHTponnepa AomMeHa: B 3TOM

crnydvae B nogkaranore .ald goMallHero Kkaranora nonb3oBaTens, BbiMOMHAKOLLEro one-

pauuto, co3naetcs LDIF dpann B LDAP koHTponnepa goMeHa C UMEHEM Mo YMONYaHuIo

BMaa ald.<ums_pgomeHa>.ldif;

- backup-portable — co3gaHue normyeckoun konuu B koHTponnepa gomeHa B nepe-

HOCMMOM TEKCTOBOM popmMarte: B 3TOM criyyae B nogkatanore .ald AomallHero karanora

nosib3oBartens, BbIMONHALWEro onepauuto, co3gaeTcs TEKCTOBbLIA hann ¢ UMeHeM Mo

yMon4yaHuio Buga ald. {umsa pnomeHal} .pbk.gz.

[nsa BOCCTaHOBIEHUSA MEepPeYUCIieHHbIX BapWaHTOB pe3epBHbIX KOMWUK  UCMOMNb3y-
IOTCS  KOMaHAbl YyTuUnuTbl YynpasneHusa cepsBepoM ALD ald-init restore-backup,
restore-backup-1dif n restore-backup-portable COOTBETCTBEHHO. [1pn aTOM nepe-
cosaatoTca 6a3bl gaHHbIX LDAP n Kerberos.

BHUMAHMUE! Mpn ncnonb3oBaHnn BapuaHTOB CO34aHUS IOMMYECKON KONuM KoMaHgamm

backup-1dif 1 backup-portable kno4eBad UHGOPMaLUA U Naponu norb3oBaTenen He
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coxpaHstoTcs. Nocne BoccTaHoBNEHMs TpebyeTca Ha3Ha4YeHNE HOBbLIX Maporien Nonb3oBaTenen,
NOBTOPHbLIN BBOA, paboymx cTaHUMA B JOMEH U Nepeco3gaHue nokanbHbIX (hannos Krnyen Bcex
3aperncTpupoBaHHbIX cryxo6. Mpn 3ToM B NpoLiecce BOCCTAHOBEHNA HEOOX0AUMO 3a4aTb Naporb
No ymonyaHuo Ang nosnb3oBatenen. BaxHo obecneunTb BBeAeHWE TaKoro naporsisi, KOTopbIn
Oyaet yooBneTBopsiTb TpeboBaHMSAM BCEX NapOoribHbIX NONUTUK AOMeHa. B npotnBHoM crniyvae
BOCCTaHOBJIEHME HE MOXET ObITb BbINOSTHEHO.

MpnumeyvaHwue. lNocne BbINOIHEHNA BOCCTaHOBMEHUsA cnyxba 3agaHun ALD aldd
BbIMOSTHAET HACTPOWKY NPUBUNENMIA NONb3oBaTeNen n apyrne Heobxogumele aencTaeums. Npu atom
MOXET BbIMOHATCA Nnepe3anyck pasnuyHbiX cnyx6 cepsepa, B TOM 4ncne 1 cnyxbbl agMuHu-
ctpupoBaHuna Kerberos. Cnegyet goxaaTtbCcs 3aBepLUeHUsi BCEX HAaCTPoekK neper BbiMoSTHEHNEM
ApYyrnx agMUHUCTPAaTUBHbLIX AENCTBUN.

[Mocne BbINOMHEHNA  BOCCTAHOBIIEHUA  crieQyeT  BOCMONb30BaTbCA  KOMaHOOW
test-integrity yTUNUTbl aOMUHUCTPUPOBAHUA ald-admin An9 NPOBEPKUA LENOCTHO-
CTU KOHUrypaumm OMeHa, YTO BKNoYaeT B cebs NPOBEPKY COCTOSIHUS M COrNacoBaHHOCTU BCEX
cywHocten ALD.

8.2.6.8. [loBepuTenbHble OTHOLUEHUA MeXAy AOMeHaMun

B cnyyae Hannuusa Heckonbknx gomeHoB ALD nogaepxmBaeTcsi BO3MOXHOCTb obpalleHus
KITMEHTOB OAHOMO AOMEHa K pecypcam ApYyroro AoMeHa. [1nsa aToro mexay AoOMeHaMun OOSTKHbI
ObITb YCTAHOBIEHbI JOBEPUTESNbHbIE OTHOLLEHUS.

B ALD uncnonb3ayotca cMMMETpUYHbIE 4OBEPUTESNbHbBIE OTHOLLEHUS MexXay JomeHamu. B
crny4yae HeobXxoaUMOCTU OrpaHUYeHns JOCTYNa KMeHTaM Yy>Xoro JoOMeHa K TOM Ui UHou cnyxbe,
COOTBETCTBYHOLLNE HACTPOMKN OrpaHUYeHns AocTyna OOMMKHbI ObITb BbIMOMHEHBI CPpeacTBaMu
KOHpUIypMpOBaHUSA CamMom Cry0bl.

Mpn pabote ¢ nonb3oBaTensaMu ApYyrMx AOMEHOB AOSMKHbI UCMOMb30BATbCA MMEHa UX
y4eTHbIX 3anuncen Kerberos Buaa <umsi_nonb3oBaTensa>@<REALM>.

[ns ycTaHOBKM A0OBEpPUTENbHbBIX OTHOLLEHUA MeXay JOMeHaMn HeobXoanMO B KaXX4oM U3
HUX Npoun3BecTn gobaBneHne apyroro JOMeHa kKomaHaom ald-admin trusted-add. [detans-
HOe onucaHwe KoMaHg NpUBeAeHO B PYKOBOACTBE man 4SS YTUIUTbl ald-admin.

BHUMAHMWE! BeeneHve goBepuTeNbHbIX OTHOLWEHNA TpebyeT n3aMeHeHnst KoHgurypawm-
OHHbIX (PanroB Ha KaxaoM KoMmnbloTepe AoMeHa. N3ameHeHnsa ByayT BHeCEHbl Nocne nepesarpysku
KOMMbIOTEPOB. [Na onepaTUBHOIO M3MEHEHNSA KOHUIypaunn Ha oTaAenbHOM KoMmnbtoTepe 6e3
nepesarpysku MoXeT BbITb MCNOb30oBaHa KOMaHAa ald-client restart.

BHUMAHMUE! [JoBepuTenbHble OTHOLLEHNS HE COXPaHSAITCA NpU CO34aHNN pe3epBHON
Konuu AomeHa KomaHgamu backup-1dif n backup-portable 1 JOMKHbI ObITb YCTAHOBMNEHDI
3aHOBO Mocrne nepecosgaHns fgoMena (cm. [8.2.6.7)).
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MpumevyaHune. B cnyyae HeobxoaMMOCTN NpedoCTaBneHns OOCTyna K pasgensie-
MbIM (pannoBbIM pecypcam nosib3oBaTensaMm MoryT TpeboBaTbCA AOMOMHUTENbHbIE HACTPOMKK
(cm. [B243).

8.2.6.9. Co3zpgaHue pesepBHoro cepsepa ALD

[na obecneyeHus oTkazoyctonumBocTn gomeHa ALD peannsoBaHa BO3MOXHOCTb CO3aa-
HuA pesepsHoro cepeepa ALD B pexnme master-slave, a Takke (pyHKUMS pennukauumn cepeepos
ALD B pexume multimaster.

Mopg pesepBHbIM cepBepom ALD B pexxume master-slave nogpasymeBaeTcs cepBep, Ha
KOTOpPbIN pennimuupyeTca KoHUrypaumnsa OCHOBHOIrO KOHTporfepa JOMeHa U KOTOPbIA MOXeT
3aMeHNTb cobon OCHOBHOWM KOHTpOsifep AOMeHa B criydae HeobxoguMocTu (Hanpumep B Criy-
Yyae BbIXo4a M3 CTPOA OCHOBHOMO KOHTpossiepa gomeHa) 6e3 notepu cnyxkebHon nHhpopmauunu:
YYEeTHbIX 3anucen nornb3oBaTesien, naporeun, NoMTUK Nnaponen U Apyron LeHTpanm3oBaHHON
MHdopMaLnun.

Mpn ncnonsb3osaHum pennukauunmn cepsepos ALD B pexxume multimaster kaxabin n3 cepse-
pOB ABMNSETCS OCHOBHbIM KOHTPOSIIIEPOB AOMEHA U U3MEHEHMS Ha NIOOBOM 13 HUX pennuuUMpyoTCS
Ha ocTarnbHble cepBepa.

MpumedvaHue. PesepBHbin cepBep ALD nossongdet obpalwiaTtbcs 3a MHpopmaumen
kK cnyxbe katanoroB LDAP u cnyx6e ayteHTudukaumm Kerberos, 4to obecnevnsaet paboty
nonb3oBaTternen gaxe npu cboe 0OCHOBHOIO KOHTposnnepa goMeHa. [1ns aToro pesepBHbIN cepBep
AOIMKeEH ObITb yKa3aH B COOTBETCTBYHOLLMX KOHUNYpaUMOHHBIX doarnax.

BHUMAHMUE! Pennukauusa cepsepa ALD BbINOMHAETCS TONBKO OS5 KOHTposnsiepa JoMeHa
n He obecneynBaeT NepeHoCc AoMaLLHNX KaTanoroB nonb3oBatenen. [ns coxpaHeHus gomMmalu-
HWX KaTanoroB pekoOMeHOYyeTCs UCNOMb30BaTb BblAENEHHbIN cepBep AOMALLHUX KaTasnoros (CM.
8266).

BHUMAHMUE! PacwupeHusa ALD moryT npuBHOCUTL CBOE AeneHne NOSITHOMOYUN, YTO
MOXeT noTpeboBaTb JOMNOSTHUTENbHLIX HACTpPoeK Ans obecneyeHuss NONHOW pennukauun 6a3
JdaHHbix ALD.

CospaHune pesepBHoro cepsepa ALD v ynpasneHune pennukaunen ocywecTBnaeTcs ytu-
nuTtoun ynpaeneHunsa cepsepom ALD ald-init.

BHUMAHMUE! CoctaB yctaHoBrneHHbIx naketoB ALD Ha OCHOBHOM 1 pe3epBHOM cepBepax
npu Ucnonb3oBaHUK pexnma master-slave (unu Ha Bcex cepBepax ALD B pexxume multimaster)
AOIMKeH BbITb NOEHTUYHBIM.

Cosaanue pesepBHoro cepsepa ALD B pexxume master-slave 3akniovaeTtcsi B BbINONHEHUN

KOMaHAbl MHULManu3auum pe3epBHOro cepeepa:

ald-init init --slave <umsa_xocTa>
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[na BbINONHEHNA OYHKUMW pe3epBUPOBaHUA B pexmme master-slave ncnonbaytorca
pasfMyHble MexaHuU3Mbl pennukauuu, B TOM Yncne n cobCTBeHHble MexaHU3Mbl pensivkauum
cnyx6 LDAP un Kerberos.

B xo4e BbINONHEHNA KOMaHAbl MHULMann3aunum pe3epBHOro cepeepa B pexume master-
slave 6yaeTt BbiBeaeHa nHdpopmaums o6 obHapy>xeHHOM OCHOBHOM CEpPBEpPE AOMEHA, U Npou3Bese-
Hbl HACTPOWKN pe3epBHOro cepeepa. locne BbINONHEHNA UHULMANM3aLUMK Ha pe3epBHbIN cepeep
OyaeT ocyLwecTBRAATLCA pennukaumst Bcen Heobxogmmon nHgopmaumm ¢ OCHOBHOIO cepBepa.

MpnmeyvyaHne. Pennukauma B pexmme master-slave BbINOMHAETCA OT MMEHU CU-
CTEMHOW YYeTHOW 3anncu cnyxbbl o6paboTku 3agaHmi ALD aldd, 3anyweHHON Ha pe3epBHOM
cepBepe. YKasaHHasa yyeTHasi 3anncb BXOAUT B rpynny agMUHUCTPATOPOB, YTO MNO3BONSAET en
pennuuupoBaTb AaHHbIe AOMeHa.

Mpwn pasesepHyTOM pe3sepBHOM cepBepe ALD B pexxume master-slave agMnHUCTpupoBaHune
AOMeHa BbIMOSTHAETCS TONbKO HAa OCHOBHOM KOHTpOMfepe AOMeHa.

BHUMAHMUE! MexaHun3m cosgaHusa pesepBHbIx cepepoB ALD B pexxnme master-slave
He ABMSEeTCHa «rops4yMMm pe3epBoM». 3aMeHa OCHOBHOIO KOHTpOrfepa AOMeHa pe3epBHbIM Npea-
nonaraeTt AeNCTBMS CUCTEMHOIO aiMUHUCTPATOpa No 3aMeHe OCHOBHOIO cepBepa pe3epBHbIM
(cm. 8.2.6.10).

B cnyyae HeobxoanMoCTK pe3epBHbI cepBep MOXET ObITb NepeBeaeH B onepaTuBHbIN
pexumMm paboTbl KOMaHAoN ald-init promote.

MpunmeyvaHune. Pennukauus 6a3 gaHHbIX B pexume master-slave BbiNonHseTcs B
onpegerieHHble NPoOMeXyTkn BpeMeHn. Hanpumep, 6a3bl Kerberos no ymonyaHnio oGHOBAKOTCS
pa3 B 10 MMHyT, 4TO 3aaeTca napaMeTpoM SERVER_PROPAGATE_PERIOD B KOH(UrypaunoHHOM
chaiine /etc/ald/ald.conf ocHoBHoro cepsepa (cM.[8.2.3).

YoaneHue ak3emnnsipa pe3epBHOro cepeepa B pexnme master-slave MoxeT 6biTb BbINOS-
HEHO KOMaHOon ald-init destroy.

CosgaHue cepsepa ALD B pexxnme multimaster BbINONHAETCA KOMaHAOW MHULMaNM3auum
cepsepa:
ald-init init --master <umsa_xocra>

[ns BbINONHEHUS (PYHKLMM pennnkaumm B pexmme multimaster ncnonb3yoTcss MexaHU3mbl
pennukaumn cnyxo6 LDAP.

MNocne HacTponkn pennukaunn cepsepos ALD B pexume multimaster agmuHucTpupo-
BaHWe JOMeHa MOXHO BbINOMNHATL C Noboro n3 cepsepoB. Kaxabin cepsep byaet nepenasatb
MHOPMAaLMIO O BHECEHHbLIX N3MEHEHNAX B KOHIUIypaUmo JOMEHa OpYyrMM cepepam, pyHKLUMO-

HUpYOLWMM B pexume multimaster.
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8.2.6.10. 3ameHa OCHOBHOro cepBepa pe3epBHbIM

B cny4ae BbIxoga 13 CcTposi OCHOBHOIO KOHTpossiepa AoOMeHa agMUHUCTPATOP AOSMKEH
NPOn3BECTU criegyoLimne 4encTBuSA No 3aMeHe OCHOBHOIO cepBepa LOMEHa pe3epBHbIM:

1) nepeBecTn oguH N3 pe3epBHbIX CEPBEPOB B ONEPATUBHBIN PEXMM paboTbl KOMaHLOM

ald-init promote.

BHUMAHMUE! lNpu nepeBoge pe3epBHOro cepsepa B onepaTuBHbIA PEXUM OCHOBHOWN

cepBep NpPUHYOUTENBHO UCKNIOYaeTcs U3 JoMeHa BO mnsbexaHne koHdnukTos. MNocne

BOCCTAHOBIIEHUSA OH MOXET ObITb BO3BpALLEH B JOMEH B KA4eCTBe Pe3epBHOrO;

2) Ha BCeX KITIMEHTCKMX MalUnHax, BKIoYas cepBep JOMAaLLHMUX KaTanoros (ecrnv ecTb),

B KOHUrypaumoHHoOM panne /etc/ald/ald.conf B KayecTBe napamerpa SERVER

yKasaTb HOBbIN KOHTpOsep AoMeHa (ObiBLMIA pe3epBHbI cepBep). [locne 3Toro AormkHa

ObITb BbIMOMHEHA kOMaHAa ald-client commit-config.

8.2.7. NpoBepka LLENOCTHOCTMN KOH(pUrypaumm m yctpaHeHme owmnobokK

B ALD BCcTpoOeHbI cpeacTBa NPOBEPKM LIENTOCTHOCTU KOHUrypaumm JOMeHa, YTO BKIYaeT
B cebsi NnpoBepKy COCTOSHUS N COrnacoBaHHOCTM BCcex cywHocTen ALD.

Mpwn BO3HMKHOBEHMM B Npouecce paboTbl coobLueHnr 06 owmbkax nnm HEKOPPEKTHOMN
pabote mexaHuamoB EllM crneayeTr Bocnonb3oBaTbCs KOMaHOOM test-integrity yTUNUTBI
agMWHUCTPUPOBaHNA ald-admin.

B xoge npoBepku MOXET ObITb JTOKanu3oBaHa npuymMHa owmnbok n cboes, YTo 0bnerymT nx
yCTpaHeHue.

[Mpyn BbINOMHEHMM KOMaHAbLI NPON3BOAMTCSA NPOBEPKA COCTOSAHUS U COrNMacOBaHHOCTU CyLL -
HOCTEN JOMEHa, NpM 3TOM oToBpaXkaeTcs TekyLasa npoBepsiemas rpynna CyLHOCTEN U pesynbTaTt
NpoBepKn (Mpu ykazaHuM napameTpa --verbose JONONHUTENbHO BbIBOAUTHCA TEKyLLas NpoBe-
psemas CyLWHOCTb). B pe3ynsraTe BbINONHEHUS NPOBEPKN MOryT ObiTh BbiBEAEHbI CrieaytoLwme
AnarHocTnyeckne coobLLeHuns:

[lpoBepka uenoctHocTu 6a3n naHHEX ALD cdopMupoBana OUACHOCTHUUECKUX coobmenusi: N

1: <guar=gocTuuyeckoe coobmeHue 1>

Mpy 0OHapyXeHNM KPUTUYHBIX OLLMOOK KOMaHA4A 3aBepLUaeTCs C Bblaadyen coobLueHnst 06
oLumbKe:
[lpoBepka uenocTHOoCTH 6a3n OaHHEX ALD BHsaBuna omuboxk: N.
[lpu HOpManbHOM QYHKLUHOHMpPOBaHMM ALD Takux omubOK BO3HHKATH HE HOOJIKHO.
NonpobyiTe ymanuTh omuOOUHHE CYMHOCTHM ¥ CO3LAaTh MX 3aHOBO. Ecmiu 3TO
HE IIOMOXEeT, WJIM €CJNM [OSABATCS HOBHEe omubku - obpaTrurech k paspaboTumkam.
OdnarHoctnyeckne coobLLEHNs MOTyT coaepXaTb peKkoMeHAaLUmMm o YyCTpaHEHUIO BbIsiB-

NEeHHOro HapyLUEeHus.
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BHUMAHMUE! PekomeHayeTcs ncnonb3oBaTtb npegnaraembli BapnaHT yCTpaHEHNS Ha-
pyweHusa cpegcteamu ALD, Tak Kak ans py4yHOro yctpaHeHus HapyweHun TpebytoTcs rnybokme
3HaHNSA TEXHOMNOMMMN, MEXaHN3MOB OYHKLMOHMPOBAHUSA U MHCTPYMEHTOB afMUHUCTPUPOBAHUS
LDAP u Kerberos.

BHUMAHMUE! lNepea KpUTUYHBIMU NCNPABNEHNAMMN, TPEDYOLNMKN Nepeco3naHns 4AOMEHa,
peKoMeHAyeTCs, N0 BO3MOXHOCTU, COXPaHUTb pe3epBHYHO KOMMO oMeHa. [locne BocCcTaHOBEHUS
N3 pe3epBHON KONMUN HEKOTOPbIE OLUMOKN MOTYT UCHE3HYTb.

YacTtb owmbok MoXeT ObITb yCTpaHeHa aBToMaTmnyecku. [ns atoro HeobxogmMmo ykasa-
Hue napameTpa —-fix Npu Bbl30Be KOMaHObl ald-admin test-integrity. ABTOMatnyecku
BbIMOMHSAOTCA cregyrowme AencTeus:

- co3faHune HegoCcTalLWmnX MHAEKCOB U OorpaHnyeHun yHukaneHocTn B LDAP;

- yoaneHue HecyLLeCTBYIOLMX YNEHOB rpynn nosib3oBaTtesnien, KOMMnbITEPOB, CNYX0 n

alMUHUCTPATOpPOB;

- nepecosgaHve MonuMTUK naponen no cywecteywowen uHopopmaumum (LDAP wnn

Kerberos);

- CMHXpPOHM3aLmMsa KoOMNboTePOB Mo nHdopmaunn ns Kerberos (host-renew);

- CUMHXpOHM3auna napameTpoB nonutuk naponen ns LDAP B Kerberos;

- HacTpowmKa rnybuHbl ICTOpUN 3aaHNA U UX poTauus;

- KOPPEKTMPOBKa CNUCKa paspeLLeHHbIX KOMMbITEPOB U rPYMnn KOMMbIOTEPOB;

- oTbop agMMHUCTPaATUBHBIX NpaB Npu NtodbOM HapyLIeHMM CBOMCTB Nonb3oBaTenen.

Cnncok BO3MOXHbIX OLUMGOK M CNOCOGOB UX YCTpaHeHUs npuseneH B Tabnuue [45]

BHUMAHMUE! lNpn BbI3oBE KOMaHObl ald-admin test-integrity C napameTpom
—--fix BbINONHATCA ENCTBUA NO UCNPABEHMIO cpa3sy Bcex ownbok. Bo nsbexaHne HeBepHbIX
“cnpaBneHuin criefyeT yuuTbIBaTb XapakTep aBToMaTUyeckvx AeCTBUIA, onmcaHHbix B Tabnuue (45|

MpnmeyvyaHune. B 3aBUCUMOCTU OT YCTAHOBMEHHbIX paCLUMPEHUI COCTaB NPOBEPOK U M-
arHOCTMYECKMX COOBLLEHNI MOXET OoTnnYaTbes. oaxon K yecTpaHeHuo ownbok, He NpuBeaeHHbIX

B Tabnuue, MOXeT ObITb BbIMOJTHEH MO aHANOrMm ¢ ONMCaHHbIMMU.

Tabnuuya 45

Ownbkn Cnoco6bl ycTpaHeHus

Owwnbku obLuero Bunaa

CyLwHocTb MOXeT ObITb MO0 Nepeco3gaHa 3aHOBO, K-
Kakasi-nnbo cywHoctb ALD He HangeHa nnu | 60 yganeHa komaHgaMy yTuUnnTbl ald-admin.

HapyLleH CUHTaKCUC UMEHU CYLLHOCTU HekoTopble CyLHOCTU MOryT BbITb CO34aHbl Mnu yaane-
Hbl cpeacTBamMn agmuHuctTpmpoBaHua LDAP n Kerberos
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Owunbkn

Cnoco6bl ycTpaHeHus

HapyLlieH cMHTakcuc unu 3HavyeHne CBOMCTB
N napameTpoB cyliHocTen ALD

CyLHOCTb MOXET ObiTb MOAUMULMPOBaHA KOMaH4aMM
YyTUNUTbl ald-admin.

HekoTopble CyLWHOCTN MOryT GbiTb MOANMULMPOBaHbI
cpeactesamu agmuHuctpuposaHnsa LDAP n Kerberos

lNpoBepka KoHUrypaumm gomeHa

Mma gomeHa oTnuvyaeTcsa OT 3Ha4YeHus B
ald.conf

Wcnpaenenune danna ald.conf, ecnu nma gomeHa BepHo

Bepcust fomeHa oTnuyaeTcsl OT 3Ha4YeHns B
ald.conf

WcnpaeneHue danna ald.conf, ecnn He ncnonb3yetca
pPeXvM COBMECTUMOCTHU

Mposepkn LDAP

Mogynb LDAP He 3apernctpupoBaH

HeBepHo 3agaH wabnoH gomeHa slapd.l16.1dif.
HeobxoomMmo ykasaTb 3arpy3ky ykazaHHOro Moayrns u
nepeco3gartb JOMEH.

CyliecTByeT BO3MOXHOCTb pelleHnsa cpeacrsamun ag-
MuUHUCTpupoBaHus LDAP, Ho B aTom cnyyae 6e3 mogu-
dpukauumn wabnoHa owmnbka MOXET NOBTOPUTLCA Nocre
nepecosgaHva JoMeHa

Mupekc LDAP He 3apernctpmupoBaH.
OrpaHunyeHue yHukansHoct LDAP He 3ape-
rMMCTPUPOBaHO

Mpu ykasaHum napameTpa —-£ix aBToMaTM4eckun cosaa-
eTcs

MpoBepka cUCTEMHbIX NPUHLUMNANOB

He HangeH cuctemMHbii npuHuunan B b
Kerberos

HeobxoaMmo ero cosgatb C MNOMOLLbO KOMaHAbl
kadmin(1) n creHepupoBaTb ANS HEro Kmwd B dan-
ne knwoden. nn nponHuumanmanpoBaTb cepBep 3a-
HOBO C MNOMOWbBK KOMaHL ald-init init wnm
restore-backup(-1dif)

lMpoBepka KOMMbLIOTEPOB

host\... nNpuHUMNanbl He HalgeHbl Ons
CreayoLnMX KOMMbIOTEPOB...

Yoanutb 1 nepeco3gaTb C NMOMOLLBbIO KOMaHA host-*
nnun cosgatb ¢ NoMoLLbo koMaHabl kadmin(1) un creHepu-
poBaTb OS5 HErO KoY B channe Knro4vemn

Criegyowime KomMnblOTEPbl HE HangeHbl B
LDAP, xoTs nx npuHUmMnansl NpUCcyTCTBYIOT B
Kerberos:...

O6HoBUTL  WHpopmaumio B LDAP  komaHgown
host-renew wunun ypanutb ux un3 B[] Kerberos c
NoMoLLbo KomaHabl kadmin(1).
Mpu ykaszaHuM napameTpa
KoOMaHaa host-renew

--fix BbINonHAeTcs

MpoBepka rpynn KOMMNbTEPOB

KomnbloTep B rpynne KOMMbOTEPOB HEBEPEH
nnu He HangeH B LDAP

MoaudmumpoBaTb cocTaB rpynnbl KOMMbIOTEPOB UMK
BBECTW YKa3aHHbI KOMMNbOTEP B IOMEH.

Mpu ykasaHum napameTtpa —-fix KOMMNbOTEp yaanseTcs
“3 rpynnbl

NMpoBepka cepsepos ALD

Komnbtotep ans cepsepa ALD He HangeH

KputnyHas owmnbka koHdurypaumu. Npn HeobxognumocTu
cnepyert nepecosgartb AOMEH
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Owunbkn

Cnoco6bl ycTpaHeHus

CepBep € MaeHTUDUKATOPOM YKe CYLLEeCTBY-
eT

N3MeHnTb ngeHTudunkaTop 0gHOro U3 CEpBEPOB NMYTEM
Moanukaumm cooTBeTCcTByoWero danna ald. conf

OcHoBHoM KoHTponep gomeHa ALD yxe Gbin
HanageH

KpntnyHas owmnbka koHurypaumm. BeisiBUTb HEBEPHbIN
cepBep ALD. Ecnu owwnbka Bo donarax KomnbioTepa,
crnegyeT ucnpasuTb ¢naru ¢ NoMoLwb host-mod, B
NPOTUBHOM Cry4ae BblBECTU HEBEPHLIV CepBep U3 AoMe-
Ha

[MpoBepka NonUTUK nNaponen

Criegytowime nonuTUKK Naponen He Hange-
Hbl B LDAP/Kerberos (HO npucyTcTeytoT B
Kerberos/LDAP)....

Yoanutb UX U co3gaTb 3aHOBO.
Mpn ykasaHun napametpa —-fix nepecosgalrnTcs Mo
OCTaBLLENCA YacTu NHopMaLmnm

Monutuka naponen default He HangeHa B
Kerberos

Cosgatb Bpy4Hyto KomaHngon kadmin(1).
Mpw ykasaHun napameTpa —-fix cosgaercs

MNonutnka naponen He

Kerberos/LDAP

HamgeHa B

Ypanutb ee 1 co3gaTtb 3aHOBO.
Mpu ykasaHun napameTtpa --fix nepecosgaercsa no
OCTaBLLUENCH YacTu NHopMaunm

Monutnka naponen B LDAP He coBnagaet ¢
aHanornyHon B Kerberos

YcTaHOBUTbL NapaMeTpbl NONUTUKMA 3aHOBO.
Mpu ykasaHum napameTpa —-£ix o6HoBnseTca ns LDAP

lNpoBepka nosnb3oBartenemn

[na npuHumMnana oTcyTCTBYEeT COOTBETCTBY-
towmi nonb3oBatens B b LDAP

Ecnu npvHumnan He co3faH BpyYHYHO AN ApYrux Lenew,
cnegyet yganutb ero ytunuton kadmin(1) u cosgatb
nonb3oBartens 3aHOBO

OtcyTtcTBYyeT npuHuunan Kerberos ans nonb-
3oBarens

CosgaTtb npuHumMnan Bpy4YHyto ¢ nomollbto kadmin(1)
Unn yoanutb 1 co3gaTtb Nonb3oBaTens 3aHOBO

MNonutnka naponen nons3oBatens B LDAP
He coBnagaet ¢ Kerberos

YCTaHOBUTbL NOMIUTMKY NONb30BaTeNs 3aHOBO.
Mpun ykasaHun napameTpa --£ix nonb3oBaTento HasHa-
YyaeTtca nonuTtuka naponen ns LDAP

Monk3oBaTenb nmeet UID, KOTOPbIN MeHbLLE,
yem MINIMUM_UID

Owmnbka cos3gaHmsa nonb3oBaTens. YaanuTb Norb3oBa-
Tensd n cosgaTb ero 3aHoBO C npaBusiibHbIM UID unn
W3MEHWUTb C NMOMOLLIbIO KOMaHAbl user-mod.

Monb3oBatesnb ccbifiaeTcs Ha HeCyLleCTBYO-
LY NOJIUTUKY

M3MeHnTb HenpaBurbHbIE NapamMeTpbl NoNb30BaTerNs.
MNpn ykasaHuy napameTpa —-£ix nonb3oBaTento Ha3Ha-
YyaeTcs nonuTuka naponemn no ymonyaHuio «default»

MNonb3oBaTenb CCbINAeTCs Ha HECYLLEeCTBYIO-
Lyto rpynny

M3mMeHnTb HenpaBurbHbIE NapamMeTpbl NoNb30BaTers.
MNpn ykasaHun napameTpa —-£ix nonb3oBaTento Ha3Ha-
yaeTcqa rpynna rno ymonyaHuio «Domain Users»

HenpaBunbHbIA CUHTAKCUC AOMaLUHero kaTa-
nora nonb3oBaTens.

HenpaBunbHbIA CUHTAKCUC KOMaHAHOW 000-
INOYKK nonb3oBartens.

HenpaBunbHbii cuHTakeuc GECOS nonb3o-
BaTens.

N3meHnTb HenpaBuIibHblE NapaMeTpbl NoJib3oBaTenA
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Owunbkn

Cnoco6bl ycTpaHeHus

Criegyowime KOMNbIOTEPBLI, YKasaHHble B
crvcke NpUBWIIErMin NONb30BaTENSs!, HEBEPHbI
nnn He HangeHsl B b1 LDAP

[ob6aBnTb UX B AOMEH NN U3MEHUTb NPUBUINETNN NOJb-
3oBartend KomaHaon user-ald-cap.

Mpwn ykazaHun napameTtpa —-fix KOMNbIOTEPDLI yaans-
IOTCS U3 CnucKa NPUBUIIErIA Nonb3oBaTens

CrnegytoLime rpynmnbl KOMMAbIOTEPOB, yKa3aH-
Hble B CMWCKE MpUBWUIErni nonb3oBartens,
HeBepHbl U He HanaeHbl B B[] LDAP

[o6GaBuTb UX B LOMEH WU U3MEHWUTb NPUBUNErMN MOSb-
30BaTenst KOMaHaow user-ald-cap.

Mpu ykazaHuM napameTpa ——£fix rpynnbl KOMNbIOTEPOB
yOoansTcst M3 Cnvcka NpuBUIernii Nonb3oBaTens

MpoBepka rpynn

pynna nmeet GID, KOTOPbIV MEHbLLE, YeM
MINIMUM_GID

Owwnbka co3gaHus rpynnbl. YoanuTb rpynny v cosgatb
€ee 3aHOBO C npaBunbHbIM GID Unn n3MeHuUTb C NOMO-
Wb KOMaHabl group-mod.

Mpynna coaoepXXuT HEeCYLLECTBYHOLLENO NOSb-
3oBaTens

M3mMeHnTb cocTtaB rpynnbl
group-mod.

Mpwn ykaszaHum napameTpa —-£fix nonb3oBaTtenb yaans-
eTcea 13 rpynnol

C noMmouwb KOomMaHAabl

lMpoBepka agMUHUCTPATOPOB

pynna agMMHUCTPaATOPOB He HangeHa

Kputnyeckas owmnbka. Heobxognmo nepecosgaTtb JOMEH

Cnepytowue bind-DN He HangeHb! B rpynne
aAMWHUCTPATOpPOB....

[06aBnTb C MOMOLLIbIO KOMaHA ald-admin HegocTalo-
LLIMX YNIEHOB B rpynny unv nepecosaatb JOMEH.

Mpwn ykasaHun napameTpa --fix nobaBnsawTca aBToMa-
TUYECKM

Cny>x06a npucyTcTBYET B rpynne agMMHUCTpa-
TOpOB, HO He HandeHa B 6a3e AaHHbIX

MoaudmumposaTb rpynny aaMMHUCTPaATOPOB UMK CO-
34aTb yKa3aHHy cry»0y 3aHOBO.

Mpu yka3aHun napametpa —--fix cnyxba yganserca us
rpynnbl agMUHUCTPATOPOB

Monb3oBaTenb NPUCYTCTBYET B rpynne aamu-
HUCTPaTOpPOB, HO He obnagdaeT npusunernen
agMuHUCTpaTopa.
lNonb3oBaTens obnagaet npuBunernen aa-
MUWHUCTpATOopa, HO HE NPUCYTCTBYET B rpynne
aAMWUHNCTPaTOpPOB

YCTaHOBUTL NpaBubHbIE NPUBUIIErMM NONbL30BaATENS KO-
MaHOon user-ald-cap.

Mpn ykaszaHum napameTpa —-£fix nonb3oBaTtenb yaans-
eTCcs U3 rpynnsl agMUHUCTPATOPOB UMK NULLIAETCHA NpU-
BUnerum

MpoBepka cnyx6

KomnbtoTep cnyx6bl He HangeH B LDAP

Ecnu npyHumMnan He cosgaH Bpy4YHyo AN Apyrux ue-
nen, cnepyet yoanutb cny6 unv BBECTU yKasaHHbIN
KOMMbOTEP B JOMEH

MpoBepka rpynmn cryxo

Mpynna cnyx6 cogepxut cnyx0y ¢ HeBep-
HbIM UMEHEM.
Mpynna cnyxby coaepXuT HecyLlecTBYyto-
LLYHO Cnyxby

N3meHnTb cocTaBs
sgroup-svc-rm.
Mpu ykasaHun napametpa —-fix cnyxba yganaercsa us
rpynnol

rpynnbel € NOMOLbKO KOMaHAObI

M poBepKa AOMEHHbIX JOKYMEHTOB

HeBepHas Bepcusa JOKYMeHTa.
HeBepHbI NyTb K hanny

NcnpaButb cBoMCTBa AOKYMEHTa
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Owmbkn

Cnocobbl ycTpaHeHus

dann He cywecTyeT

YnanuTb OOKYMEHT U CO3[4aTb 3aHOBO

MpoBepka

AoBepeHHbIX JOMEHOB

[loBepeHHbIN AomMeH obnactu He HanaeH.
Inbound/Outbound TGT npuHUunan He Hal-
neH

Yoanutb JOBEPEHHbI IOMEH U co3aaTb 3aHOBO

He yganocbk pasbimeHoBaTb KDC gomeHa

[MpoBepuTb HACTPOWKY CUCTEMbI paspeLleHns MMeH U
Hanuyne CBA3M C yKa3aHHbIM cepBepoM. [pu Heobxoam-
MOCTW yaanuTb A0OBEPEeHHbI JOMEH

lMpoBepka cepBepHbIX 3agaHumn

MapameTp task-history OO/MKeH ObITb
ymcnom ot 2 go 2000

YCTaHOBUTE KOPPEKTHOE 3HAYEHME.
Mpw yka3aHun napameTpa —-fix ycTaHaBNMBaETCA 3Ha-
YeHue no ymonyanuio 100

KonnyecTtBo 3aBepLUEHHbIX 3a4aHnin NpeBbl-
waet napameTp task-history

YaanuTb 3agaHns BpPYyYHYHO.
Mpun ykasaHun napameTtpa ——£ix BbINOMHAETCA poTaLms
3agaHumn

8.3. Cnyxo6a FreelPA

Cnyxb6a FreelPA npegHasHayeHa ans peanumsaumm LEHTPann3oBaHHOIO yrnpaBreHus

ceTeBbIMU CJ'Iy)K6aMVI, VI,D,eHTVI(bMKaLI,VIeVI n ayTeHTM(bVIKaLI,VIeVI, a TakxXe AO514 yCtaHOBK/ aoBepu-

TenbHbIX OTHOLLEHUN 1 obecneyeHnsa BzammogencTana Linux-cuctem ¢ gomeHom Active Directory

(AD).

B FreelPA ncnonb3ayetcs cuctemHbin geMoH SSSD (System Security Services Daemon),

ynpaBn;lrou.l,lel OOCTYNOM K yaaneHHbIM Katajioram n MexaHmmam ayTeHTI/I(bVIKaLWII/I, BXogdwWwnm B

cocTtaB FreelPA.

FreelPA ocHoBbiBaetcs Ha TexHonorusx LDAP n Kerberos n nogaepxvusaet murpauuto

y4eTHbIX 3anncen n3 LDAP un NIS. FreelPA npepoctaBngaeT cnegyowmi yHKUMOHaAnN:

- DNS cepsep;

- cepBep BpeMeHU;

- ynpaslieHne goCctynomMm Ha OCHOBE MNOJIUTUK.

YnpasneHue FreelPA gocTynHoO Kak Yyepes3 TepMuHarn, Tak n yepes web-unHtepdeic.

FreelPA no3sonsieT co3gaeaTb LeHTpannM3oBaHHbIE CUCTEMDI MO YyrpaBrieHUo I/I,D,eHTI/I(*)I/I-

Kauuen nonb3oBaTenen, 3agaHuio NoAUTUK AocTyna u ayauTa ans ceten Ha ocHoBe OC. B cocTtas

FreelPA BxogsaTt cnefgytowme KOMMOHEHTbI:

- cepsep 389 Directory Server — ncnonb3yetcs B kadectBe cepsepa LDAP;

MIT Kerberos 5 — ncnonb3syetca ana ayTeHTUUKaumMm nu eanHon TOYKM BXo4a;
Apache n Python — ncnonb3sytotca gns ynpaenenus N0, Bxoadawmm B coctaB FreelPA;

BIND n DHCP — ucnonb3aytotcsa onst ynpaenenus cnyxoon DNS B ceTu.
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B cootBetcTBUM C Mogenbio MaHgaTHoro goctyna cnyxba FreelPA peanusyet ans 3ape-
MMCTPUPOBAaHHbIX C MOMOLLBIO CryXbbl Nonb3oBaTenen:

- 3ajaHue ypoBHEeWN KOHpUAeHUMansHOCTH;

- 3aflaHune ypOBHS LIeNOCTHOCTY;

- 3agaHne PARSEC-npusunernin.

8.3.1. CtpykTypa

OcHoBy fgomeHHow cTpykTypbl FreelPA coctaBnset gomeH IPA, B KOTOPbIA MOXET BXOAUTb
MHOXecTBO DNS gomeHoB. [lomeH |IPA BocnpuHMmMmaeTcs BHELWWHUM goMeHoM AD kak OTaenbHbI
nec gomeHoB AD, npu atom gomeH Primary DNS gomeHa IPA BbiCTynaeT B ponn KOPHEBOIO
AomMeHa neca gomeHos FreelPA.

WHTerpauna gomena IPA ¢ gomeHom AD BO3MOXHa ABYMS cnocobamu:

- CUMHXPOHM3aUMa YYETHbIX 3annUcen nonb3oBaTenen n Nx naponen (He pekomeHayeTcs);

- cOo3faHune O0BepUTESIbHbIX OTHOLLEHUN MexXay ecaMmv JOMEHOB (PeKOMeHOyeTCs ).

[anee npmMBoaNTCA oNUcaHue TONbKO PeKOMEHLOBAHHOIo cnocoba MHTerpauumn Ha OCHoBe
[oBepuUTenbHbIX OTHOLWEHUN mexay aomeHom AD n gomeHom IPA.

B uenax obecneyeHnsa otkasoyctonumeoctn FreelPA nogaepxmnBaet paboTy B pexume
«BeayLMn—BeaoOMbI», NMPM 3TOM peKOMEHAYeTCa UCNoNb30oBaTb ABE UNKU Tpu (HO He Gonee

yeTblpex) pennukn FreelPA.

8.3.2. CocTaB

Bce Heobxoammble KOMNOHEHTLI cnyXbbl FreelPA BxogaT B COCTaB NakeToB, NPUBEAEHHbIX
B Tabnuue [46]

Tabnuuya 46

HanmeHoBaHue OnucaHne

Maket agMmuHuctpmposaHus FreelPA, cogepXut Habop yTunut no

f ipa-admintool
reelipa-adinintoosls ynpaeneHuto cepsepom FreelPA

KnueHTckas 4YacTb FreelPA. MNakeT gomkeH ycTaHaBnmMBaTbCa Ha BCE

freeipa-client
KITMEHTCKME KOMMbIOTEPbLI, BXOASALLNE B JOMEH

CepBepHas yacTb FreelPA. MNakeT JomkeH ycTaHaBnMBaTbCA Ha
KOHTponnepe gomMmeHa. Npu ycTtaHoBKe JaHHOro nakeTa Takke ycTa-
HaBNUBaeTCH CPEeACTBO agMUHUCTPUPOBAHUS ipa WU KNMEeHTcKas
YyacTb

freeipa-server

MakeT, NpegHasHavyeHHbIM ANS YCTaHOBKM U nHterpauum ¢ DNS

freeipa-server-dns
cepBepom

MakeT ansa unterpauum ¢ Active Directory ot Microsoft nytem ycra-

freeipa-server-trust-ad o
HOBKM JOBEPUTESNIbHbIX OTHOLLEHUN

fly-admin-freeipa-server | [pacdumyeckada ytunuta ynpasneHuna FreelPA

astra-freeipa-server MHCTpYyMeHT koMaHaHOM CTpoku ynpasneHus FreelPA
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HanmeHoBaHune

OnucaHne

fly-admin-freeipa-client

Mpacmyeckas ytunuta ynpasneHus FreelPA ¢ KNMEHTCKOro KOMMbio-
Tepa

astra-freeipa-client

MHCTPYMEHT KOMaHOHOW CTpOKK yrnpasneHns FreelPA ¢ knneHTckoro
KomnbloTepa

Cnyx6a FreelPA cocTouT n3 sgpa, otBevaroLero 3a OCHOBHOW OyHKUMOHAS CUCTEMBI,

psaa nHtepdencos (LDAP, Kerberos, Config, RPC) n mogynen pacwmpeHns, npeaHasHadeHHbIX

ANsi paclUMpeHMst KOMaHAHOro nHTepdgenca yTunmMT U HacTPOMKN HEOBXOAMMbIX CryX6 1 noacu-

CTeM, YTO MNMOo3BOJIAET NoBbIWATb (byHKLl,I/IOHaJ'IbHOCTb FreelPA, yCTaHaBlinBad OONOJIHUTESbHbIE

NnakeThbl.

B FreelPA BO3MOXHO MCMNONb30BaHWE Crieaylowmx Moaynen paclumpeHud, npu 3Tom

HanMeHoBaHMe nakeTa paclunpeHna oTpaxaet ero HasHa4eHune:

- freeipa-client-.

. . — pacwupeHune, Heobxoanmoe KnmeHTckom Yactn FreelPA;

- freeipa-admintools-... — pacwmpeHve yTunntel agMmmHucTpuposaHus FreelPA;

- freeipa-server-.

. . — paclupeHune, HeobxoaMmoe AN opraHn3aunn XpaHeHus

aTpubyToB Ha cepBepe FreelPA.

OnuncaHne naketoB npmBegeHo B CNpaBoOYHbIX CTPaHMLUaX man, CMMCOK KOTOPbIX npueeaeH

B Tabnuue [47]
Tabnuua 47
HanmeHoBaHue OnucaHue
ipa AOMUHUCTpUpOBaHWe aomeHa IPA

default.conf

O6pasey koHGUrypaumoHHoro cdanna default.conf

ipa-client-install

HacTtporika knueHTtckom Yactu FreelPA

ipa-server-install

HacTtpoiika cepsepHon yactun FreelPA

ipa-server-upgrade

O6HoBneHune cepeepa FreelPA

ipa-dns-install

Y1tunuta pobGaeneHuss DNS kak cnyxObl Ha CepBepHON 4acTu
FreelPA

ipa-backup

Pe3epBHOe KonnpoBaHnsa macTtep-cepeepa FreelPA

ipactl

WHTepdenc ynpaeneHus cepsepHon Yactblo FreelPA

ipa-advise

MpenocTaBnsieT pekomeHgauum no KOHUrypaumsm Ans pasnmyHbIX
BapWaHTOB MCMONb30BaHUS

ipa-cacert-manage

YnpaeneHue ceptudunkatamm CA Ha FreelPA

ipa-certupdate

O6HoeneHne nokanbHbiX B ceptndukaros FreelPA BmecTte ¢ cep-
Tudukatamm ot cepeepa

ipa-client-automount

HacTtpowika aBTomoHTUpoBaHusa u ®C NFS gns FreelPA

ipa-compat-manage

BkritoyeHue n BblkntoveHne Moayna COBMeCTUMOCTU CXEMbl
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HanmeHoBaHune OnucaHne

ipa-csreplica-manage Ynpaenenue pennukon FreelPA CS

MHCTpYyMeHT ipa-getcert BblAaeT 3anpochkl cnyxbe certmonger

ipa-getcert
OT UMEHMU BbI3blBaIOLLEro rnosnb3oBartens

MNony4yeHue keytab-canna. Keytab — 370 dann ¢ OgHUM Unn
HECKONbKUMW CEKPEeTHbIMMK Krodammn ons npuvHuunana Kerberos.
Keytab-thannbl Mcnonb3yloTcsa cnyxbéamn, Hanpumep, sshd, npu
ayTeHTUduKaumm Kerberos

ipa-getkeytab

MogkntodeHne xocta k obnactn FreelPA n nonydeHne keytab-

tpa-join hanna ana pasmelleHus cnyx6bl xocTa npuHumnana Kerberos
ipa-kra-install YctaHoBka KRA Ha cepBepHon yacTtu FreelPA
ipa-ldap-updater O6HoBneHue HacTpoek FreelPA LDAP

, . BkntoyeHnsa 1 BbIKIIOYEHUE Modynen cxemMbl ynpaBnsemblx Moaynem
ipa-managed-entries

BBOAA
ipa-nis-manage BkntoveHune 1 BbiknoveHne moayns npocnywueartens NIS
ipa-otptoken-import MmnopTt OTP-TokeHoB n3 RFC 6030 XML cainnos

I'IpOBepKa CeTeBOoro noagkrito4eHuns penJinkn n mactep-cepepa rne-

ipa-replica-conncheck .
pen ycTaHOBKOW

ipa-replica-install CosgaHue pennuku FreelPA
ipa-replica-manage YnpasneHue pennukon FreelPA
ipa-replica-prepare CosgaHue danna pennuku FreelPA

ipa-restore BoccraHoBneHne mactep-cepepa FreelPA
ipa-rmkeytab YpaneHue npuHumnana Kerberos ns keytab-danna
ipa-server-certinstall YcTaHoBKa HOBbIX SSL-cepTudumkaTtoB cepeepa

MonHbIn Nepexon oT nonb3oBatenen AD, cosgaHHbIX winsync, K

ipa-winsync-migrate
P Y 9 06blYHbIM nonb3oBaTtenam AD

ipa-upgradeconfig O6HoBneHune koHpurypaumm Apache FreelPA

8.3.3. YcTtaHOBKa u yaaneHue

MporpammHble koMmnoHeHTbl FreelPA BxoaaT B coctaB OC 1 MoryT ObiTb YCTaHOBMEHDI
C NOMOLLbLIO CTaHAAPTHOW rpadnyeckon yTunuTbl ana paboTbl ¢ naketamn Synaptic nubo n3
TepMuHana.

BHUMAHMUE! be3 ycTtaHOBKM NakeToB pacLUMpeHns COBMECTHO C COOTBETCTBYIOLLMMU
OCHOBHbIMW NakeTaMmy HEBO3MOXHA LieHTpanu3auusa xpaHeHusa atpnbytos C3U B pacnpeneneHHon

ceTeBou cpeae, 4To MOXeT NMpmBeCcTn K HEBO3IMOXHOCTU BXOOa nosib3oBartesnen B CUCTEMY.
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[ns passeptbiBaHus FreelPA Heobxogmmo:

1) Ha KoMmnblTEPE, NPegHa3Ha4YeHHOM Ha Posb KOHTposfepa JOMeHa, YCTaHOBUTL crie-

aywLme nporpaMmmMHble KOMMOHEHTbI:

a) astra-freeipa-server, N5 YCTAHOBKN U3 TEPMUHANA BBECTU KOMaHAY:

apt install astra-freeipa-server

0) fly-admin-freeipa-server, 4N YCTAHOBKN U3 TEpMMUHANa BBECTU KOMaHAY:

apt install fly-admin-freeipa-server

[Mpwn ycTaHoBke rpadunyeckon ytunutel £ly-admin-freeipa-server aBTomatmye-

CKn OyfeT ycTaHOBMNEH NHCTPYMEHT KOMaHA4HOM CTPOKN astra-freeipa-server;
2) Ha KNMEHTCKUX KOMMNbloTEPax YCTAaHOBUTL Crieayrolme NporpaMmMHbIe KOMMNOHEHTbI:

a) astra-freeipa-client, ANs yCTAHOBKN U3 TEPMUHANa BBECTU KOMaHAY:

apt install astra-freeipa-client

0) fly-admin-freeipa-client, N9 yCTaHOBKN U3 TepMMUHANa BBECTU KOMaHAY:

apt install fly-admin-freeipa-client

[Mpwn ycTaHoBke rpaduyeckon ytunutel £ly-admin-freeipa-client aBTomatuye-

Ckn ByaeT ycTaHOBMNEH NHCTPYMEHT KOMaHA4HOM CTPOKN astra-freeipa-client.

Mpun ycTaHOBKe AaHHbIX KOMMNOHEHTOB OobecrneynBaeTcsl yCTaHOBKa BCEX HEOOXOAUMBIX
NakeToB B 3aBMCUMOCTW OT Ha3Ha4YeHUs1 KOMMboTEpPa.

BHUMAHMUE! [1na cosgaHusa ENNM FreelPA, B koTopoe A0mXKHbI 6bITb MHTErPMPOBAHbI
KIMEHTbI, NogaepXmnBaroLme pexumsl MaH4aTHOroO ynpasfeHna OCTYNOM U/Mnu MaHg4aTHoro
KOHTpONS LenoCTHOCTHU, HeobxoamMmo mcnosnb3oBaTtb cepep FreelPA ¢ BKMOYEHHbIMM COOTBET-
cTBylOLWMMU pexumamu. Nocne yctaHoBku cepepa FreelPA nameHeHune ero pexmmoB paboThl
MaHAaTHOro ynpasneHnsa JOCTYNOM U MaHOATHOrO KOHTPONS LIeNTOCTHOCTU He nogaepXuBaeTcs.

[Onsa yoaneHusa KoHTpomnnepa gOMeHa C MOMOLLBb WMHCTPYMEeHTa KOMaHOHOW CTPOKU
astra-freeipa-server UCNOMb3yeTca KOMaHaa:

astra-freeipa-server -U

8.3.4. HacTtpouka KOHTponnepa gomMeHa

Mpu pasBepTbiBaHuK FreelPA B kayecTBe KOHTposnepa JoOMeHa crieqyeT Ucnonb3oBaTb
OTAEenNbHbI KOMMbIOTEP C PUKCUPOBaHHbIM IP-agpecom, KOTopbIv B AasibHENLLEM He OOSTKeH
N3MEHSTbLCS.

BHUMAHUE! Pat6ota FreelPA ocylLecTBNsIETCA TONbKO NPU BbIKITHOYEHHOM peXume
AstraMode web-cepepa Apache2. Onucanve pexuma npusegeHo B [10.2] Mporpammel ycTa-
HOBKU astra-freeipa-server U fly-admin-freeipa-server aBTOMaTU4YECKM BbIKNOYaOT

OaHHbIN PEXNM.
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HacTpoiika Bcex komnoHeHToB FreelPA ocyliecTBnaeTca aBToMaTUYECKN YTUITUTAMWN KOH-
durypnpoBaHusa astra-freeipa-server n fly-admin-freeipa-server. [Ing HopmansHo-
ro pyHKumoHmpoBaHusa FreelPA Heob6xoauMo BbINOMHEHNE CeayoLmX YCIOBUMNA:

1) ucnonb3oBaTb AOMEHHOE MMSA BTOPOro YPOBHA U HWXe, Hanpumep, domain.net,

testdomain.test.lan,;

2) paspelueHue MMeH OOMKHO BbITb HACTPOEHO TakMM 06pa3oM, YTOObI UMS CUCTEMBI pas-

peLlanoch, B NepBy0 ovepeb, Kak NofiHoe UMs, Hanpumep, myserver .example. ru.

YTnnuta hostname [oOMmMKHa BO3BpalwlaTb MOMHOE WMS KOMIMbKOTEPA, Harnpumep,

myserver.example.ru.

Mpumep

/etc/hosts

127.0.0.1 localhost

192.168.1.1 myserver.example.ru myserver

Pa3pelueHrne nMeH Takke MoXeT ObliTb HAacTPOeHo ¢ nomoulbio cepeepa DNS B cooTtserT-
ctBun c[6.5}

3) pomkHa 6bITb BbINOMHEHA CUHXpoHM3auus BpemeHn B OC cepBepoB U KIMEHTOB
FreelPA gns ayteHTudpumkaumm no Kerberos. Hanpumep, ¢ ncnons3osaHuem cepsepa NTP

B COOTBETCTBMM C [6.7]

8.3.5. 3anyck cnyx6bl FreelPA

8.3.5.1. 3anyck ¢ ucnonb3oBaHueM rpacpu4eckon yTUnIuThbl

[na 3anycka cnyx6bl FreelPA Ha koHTponnepe goOMeHa C NOMOLLbIO rpadduyecKon yTunm-
Tbl fly-admin-freeipa-server HEOOXOAMMO N3 TEpMMHANA 3anyCTUTb rpadUYECKy0 YTUIUTY
KOMaHOoMn:
fly-admin-freeipa-server
N 3aTeM B OTKpbIBLLENCA DOPMe YKa3aTb crefyolime JaHHble:

- B none «[JoMeH» — nmsa JOMEHa;

- B none «Mmsa komnbloTepa» — UM KOMNbOTEPA, ONpeaensieTca aBTOMaTU4eCKu;

- B none «[laponb» — naponb agMuHUCTpaTopa AomMeHa. YKasaHHbl naposnb byaer

ncrnonb3oBaTbCcs Ansi Bxoga B web-nHtepdenc FreelPA n npu paboTte ¢ MHCTpYMEHTOM

KOMaHLHOW CTPOKM.

[anee 3anyck cnyx6bl FreelPA ocywecTtenserca Haxatuem kHonku [Co3aaTtk]. MNMocne
yChewlHoro 3anycka nossutcsa web-ccbinka gnsa nepexona B web-uHtepdgenc FreelPA. Tenepb
MOXHO BONTW B Web-nHTepdenc n npogormkuTe HAaCTPOMNKY Yyepes Hero. MNopsigok pabothbl ¢ FreelPA

ncnonb3ys web-uHtepderic npuseaeH B[8.3.13
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8.3.5.2. 3anyck ¢ ucnonb3oBaHMEM MHCTPYMEHTA KOMaHOHOW CTPOKMU

[na 3anycka cnyx6bl FreelPA Ha KoHTponsiepe JOMeHa C NOMOLLbI0 UHCTPYMEHTa KO-
MaHAHOW CTPOKM astra-freeipa-server BbINOMHUTL KOMaHAY:
astra-freeipa-server -d <umsa_poMeHa> -n <uUMs_KOMIbIOTEpa> -0

Mocne BbinonHeHMst KOMaHAbl OyaeT onpeaeneH agpec KoMmnboTepa u 6yayT BbiBEAEHDI

Ha 3KpaH BCe€ UCXOAHble AaHHbIE.

Mpumep
compname= astraipa
domain= astradomain.ad
6ymeT ucnonb3oBaH ip address = 192.168.32.97 unu ykaxuTe ip agpec KimoueMm -ip

npomornxkaTte ? (y\n)

[ns noaTeepXxaeHnsa AaHHbIX BBECTU y U HaxaTb <Enter>. [Nocne nogreepxaeHua no-
SIBUTCS 3aNpoC Ha YCTAaHOBKY Maposisi agMUHUCTpaTopa goMeHa. YKasaHHbIi naponb byaeT nc-
nonb3oBaTbCca Ansi Bxoga B web-uHtepdenc FreelPA n npn pabote ¢ UHCTPYMEHTOM KOMaHOHOW
CTPOKM.

MapameTpbl MHCTPYMEHTa KOMaHAHOW CTPOKM astra-freeipa-server NpuBeneHbl B
Tabnuue [48|

Tabnuuya 48
MapameTp OnucaHue

-h, —--help BbiBecTn cnpaBky no koMmaHaam

-d 3apaTtb UMSA AOMeHa

-n 3agatb MMa KoMmnbloTepa

-ip 3apatb IP-agpec web-uHTepderica. Ecnu agpec He 3agaH, TO MHCTPYMEHT MbITaeT-
Cs1 ONpeaenuTb ero aBToMaTU4eckn

-y OTkNoUYNTE 3anpoc NOATBEPXKAEHUSA NOCMe BbiBOAA 3aJaHHbIX NapaMeTpoB 3anycka

-i BbiBeCTM MH(popMaLmo O CyLLEeCTBYOLEM JOMEHE

-px MonyunTb Naponb agMUHUCTpaTopa AoMeHa U3 stdin

-p MonyynTb Naponb agMMHUCTpPaTopa AOMEHa N3 KOMaHAHOW CTpoku (HebesonacHo)

-s BkntounTb yCcTaHOBKY 1 3anyck nogaepxku AD SMB

-c 3anpetutb n3mMeHsaTb hann /etc/hosts

-0 3anpetnTb NpoBepKy pernctpauun gomeHa. lNMpumeHsieTca npy ycTaHOBKe B M30Mu-
pOBaHHOW CETH

-e OTKNIOYNTL YCTAHOBKY M 3anyck cobcTBeHHOM cnyx6bl DNS

-U YpoanuTb BCe HaCTPOWKN

-1 Ykasatb cepTudukar (MMsa KoMnbloTepa U AOMeHa AOIMKHbI COBMnagaTh)

-1p YkasaTb naponb ceptudumkarta
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lMocne BBOga naponst aBToMatmyeckn 6yaeT BbIMOSHEH NPOLIECC MHULMANM3aunmn BXxoas-
wwnx B FreelPA nogcucTtem, xon BbINOMHEHUS KOTOporo 6yaet otobpaxatbcsa Ha akpaHe. [locne
YCMNeLHOro 3aBepLleHns nHnMynanmsaumm Ha akpaH 6yayT BbiBeAeHbl COOBLEeHNs 0 nepesanycke

CUCTEMHbIX CNyX6, a Takke JaHHble KOHTpOrepa AOMEHa M ccbifika ansa web-nHtepderica.

Mpumep
Restarting Directory Service
Restarting krb5kdc Service
Restarting kadmin Service
Restarting named Service
Restarting ipa_memcached Service
Restarting httpd Service
Restarting ipa-custodia Service
Restarting ipa-otpd Service
Restarting ipa-dnskeysyncd Service
Starting ntpd Service
ipa: INFO: The ipactl command was su