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AHHOTALUA

HacTosiwuin OoKyMeHT SBnsieTcs onncaHnemM NpUMeHeHUs onepaunoHHOM CUCTEMbI Cre-
umanbHoro HasHadveHusa «Astra Linux Special Edition» PYCB.10015-01 (nanee no tekcty — OC).

B nokymeHTe onuncaHbl HazHaveHne OC, ycnoBusa ee NpUMEHEHUS, onncaHue 3agadun, npu-
BeOeHbl BXOOHbIE U BbIXOAHbIE AaHHble. Takke npuBeaeHbl CBeAEHMS NO NONyYeHUto 0GHOBEHNIA
OcC.
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1. HASHAYEHUE MNMPOIrPAMMbBI

1.1. HasHauyeHuUe

OC npegHasHa4yeHa Alda rpuMeHeHnda B CcOoCTaBe MHd)OpMaLlMOHHbIX (aBTOMaTI/I3VIpO-

BaHHbIX) CUCTEM B Liensix 06paboTku 1 3awmThl’) nHdopmauum noboi kateropumn gocrtyna? —

00LeoCTYNHOM MHpopMaUnn, a Takke MHpopMaumn, JOCTYN K KOTOPOW OorpaHn4eH denepanb-

HbIMW 3aKOHaMU (MHOpMaL MK OrpaHNYEHHOro 40CTyna).

1.2. OCHOBHbIEe XapaKTepUCTUKH

B coctaB OC BxogaT cnegytowime KOMMNOHEHTbI:

aapo OC ¢ nogaepXKon TeXHONOrMmM BUpTyanusaumm;

cpeacTBa yctaHoBkM 1 HacTporikn OC;

CUCTEMHbIE N CEPBUCHbIE YTUMNTBI;

Ba3oBble ceTeBble CryObl;

CpeacTBa opraHu3aumm eaunHoro NnpoctpaHcTea nonb3osatenen (EMM);
nporpamMmmbl 3aLmLLEHHON rpadhnyeckon NOACUCTEMDI;

cpencTtea ynpasneHunst NporpaMMHbIMU NakeTamu;

cpencTtBa ynpasneHnss KoHUrypauusimu;

CpeacTBa pe3epBHOr0 KONMMPOBaHMS N BOCCTAHOBIEHUS AaHHbIX;
3aLMLLEHHbIN KOMMMEKC NporpamMmm neyatn u yyeta 4OKYMEHTOB;
3alMLLEHHbIN KOMMMNEKC NporpamMmm rmnepTekcToBon 06paboTkn AaHHbIX;
3alMLLEeHHasn cucTema ynpaeneHusi 6asamum gaHHbIX;

3aLMLLEHHbIN KOMMMEKC NPOrpamMm 3fIEKTPOHHOM NOYTHI;

nakeT 0OUCHbIX Nporpamm.

1.3. Bo3amoxHocTu

OC npepocTaBngaeT criegylolme BO3MOXHOCTHU:

YCTAHOBKY U C*)yHKLI,VIOHVIpOBaHVIe Ha cpeacTBax BbIYMCINUTESNTIBHON TEXHUKU C npouec-

COpPHOWN apxnTekTypon x86-64, a Takke nogaepky nepndepninHoro o6opyaoBaHus;

noaaepXKy OCHOBHbIX ceTeBbIX NpoTokonos cteka TCP/IP;

co3faHue 3aluLLEeHHON cpeabl BUpTyanu3aumm;

opraHu3aLmio CeTeBOro AOMeHa C LIEHTPann3oBaHHbIM XpaHEHNEM YYETHbIX 3anncen;
LEeHTpanM3oBaHHOE ynpaBrneHne KoHPUrypaumnsamu;

noaaep KKy OTKa3oyCTOMYMBOIO pexuma paboThl;

) OT HeCaHKLMOHMPOBAHHOIO AOCTYNa.
2 B cootseTcTBUMM ¢ PegepanbHbiM 3akoHOM oT 27.07.2006 Ne 149-03 «O6 uHbopmMaumumn, MHPOPMAaLMOHHBIX

TEXHOMNOMMSX 1 0 3awmTe nHdopMauumn» (Ctatbs 5, NyHKT 2).



6
PYCBE.10015-01 31 01

paboTy ¢ MyNbLTUMEANAHBIMU AaHHBIMU;

paboTy C pensiuMOHHbIMU 6asamMy AaHHbIX;

paboTy C 3NEKTPOHHOW MOYTON;

paboTy C rMNepTeKCTOBbIMU AaHHbIMU;

- WHTEerpaumio BKMOYEHHbIX B €ro COCTaB KOMMJIeKca NporpamMm 3alluLLeHHON rpadum-
YeCKOW NoACUCTEMBI, 3aLULLEHHOrO KOMMeKca NporpamMm runepTekcToBon ob6paboTkm
AaHHbIX 1 NakeTa oUCHbBIX NPOrpaMm C SOMNOSHUTESNBbHO YCTaHaBMBaeMbIMnN cepTudunLm-
poBaHHbIMK PCB Poccun cpegctBamm KpunTorpadmyeckon 3awmtbl KOHPUAEHLMANBHON
nHpopmauun’) ans:

- CO3[aHnNA N NPOBEPKN YCUITEHHOMN KBaNUMOULMPOBAHHOW 3NEKTPOHHOW NOAMNUCH;

- Kpuntorpaduyeckoro npeobpasoBaHus KaHana nepegadm nHdopmMaumm no npoTo-
Konam npuknagHoro ypoBHsi cteka TCP/IP;

- 06paboTKy TEKCTOBbLIX AOKYMEHTOB M 3MEKTPOHHbIX Tabnuy, pa3nnyHbix opmMaToB.
1.4. ®yHKUMM Ge3onacHoOCTHU

Cpegactea 3awmtbl nHpopmaumm (C3K1) OC obecnevnsator:
- MgeHTumnKaumo 1 ayTeHTUUKaLmio;

- OUNCKPELMOHHOE ynpaBneHne AocTynow;

- MaHgaTHoe ynpasreHue O0CTYNoM;

- pernctpaumto cobbiTuin 6esonacHocTy;

- OrpaHuMyeHue NporpamMHoON cpeabl;

- M30MAUMI0 NPOLECCOB;

- 3aWmnTy NnamaTu;

- KOHTPOSb LIENOCTHOCTU;

- obecneyeHne HagexXHoro YHKLUMOHNPOBAHWS;
- omMnbTpaUno CETEBONO NOTOKA;

- MapKupOBKY JOKYMEHTOB;

- 3aWmTy cpeabl BUpTyanusaumm;

- KOHTPOJ1b NOAKIMIO4YEHNA CbEMHbIX MAaLUMHHBLIX HocuTeneun VIHCbOpMaLI,VIVI.

) He ponyckaeTcst npUMeHeHWe AN 3aluThbl MHOpMaLIMK, coaepXallieil CBefeHNs, COCTaBNSALLME roCyJapCTBEH-

HYIO TanHy.
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2. ycnosumda nPUMEHEHUA

2.1. TpeboBaHMA K TEXHUYECKUM CpeacTBam

Onsa dpyHkumoHnpoBaHna OC Heobxoguma cnefgyowasi MUHMManbHaa KoHUrypaumsa
obopyaoBaHus:

- annapaTHas nnatdgopmMa — npoLeccop ¢ apxutektypon x86-64 (AMD, Intel);

- onepaTuBHas namsaTb — He meHee 1 ['b;

- 06bem cBOOOAHOIO ANCKOBOro NPOCTpaHCTBa — He MeHee 4 b.

[ns yctaHoBkn OC Tpebyetcs:

- CTaHO4apTHbIN MOHUTOP;

- ycTponcteo YTeHus DVD-guckos nnu USB-uHTepdeinc.

[na dyHKUunoHMpoBaHua cuctembl nog ynpaeneHnem OC Hannyne ykasaHHbIX YCTPOWCTB

He obsa3aTenbHo.
2.2. CoBmecTMMOCTb C 060pyaOBaHNEM

LWTaTHOE, NpeaycMoTpeHHOE AOKYyMeHTaumen, gyHkunoHmposaHne OC obecneumBaet-
CH TONMbKO Ha pekoMeHgoBaHHOM mnarotosutenem OC coBmecTmom obopynoBaHuu. [NepeyeHb
pekoMeHOyeMOoro K NnpuMeHeHuto 0bopyaoBaHus, a Takke pernaMmeHT ceptTudurkauum Ha coBme-

CTUMOCTb ONybGnMKoBaHbl Ha canTe astralinux.ru.
2.3. Nopspok akcnnyatauum

Mopsgok ycTaHOBKK, HACTPOMKKU 1 akcnnyataumm OC ocyLecTBnsieTcs B COOTBETCTBUN
C 9KcnsyataunoHHon gokymeHTtaumen cornacHo PYCB.10015-01 20 01 «OnepaumoHHasa cucte-
Ma cneumansHoro HasHadyeHus «Astra Linux Special Edition». BegomMocTb akcnnyaTtaumoHHbIX
AOKYMEHTOBY.

[lononHuTenbHas MHGopMauus o0 NopsaKke SKCnyaTauuu, a Takke BapuaHTbl peanusa-
UMM OTAEeNbHbIX pelieHnn ¢ ncnonb3oBaHnem OC npuBeaeHbl B pyKOBOACTBAX man, 3N1EKTPOH-
Hon cnpaBke n3 coctasa OC u Ha odumunanbHOM MHAOPMALIMOHHOM pecypce paspaboTymka

wiki.astralinux.ru.
2.4. NMpaBoBOM acneKT UCNOSIb30BaHUA (pyHKLUN 6e3onacHOCTU

lMpenoctaBngemoe npaBo Ucnornb3oBaHUA yHKkumMn OC, BKNoYas yKka3aHHbIE B yHK-
uumn 6esonacHoCTU, onpeaenseTcs B 3aknio4yaeMblX B COOTBETCTBUM C [paXkgaHCKUM KOOEKCOM
Poccunckon ®egepauunm nUUEH3NoHHbIX 40roBopax.

B 3aBrvcumMoOCTM OT npefocTaBreHHoro norb3oBaTterto npasa ncnons3osaHma OC Ha ycro-

BUAX I'IpOCTOIZ (HeI/ICKJ'IPO‘-II/ITeJ'IbHOIZ) JIMUEH3N yCTaHOBIMEHO HECKOJIbKO BapnUaHTOB JIMLIEH3NpOBa-


astralinux.ru
wiki.astralinux.ru
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HMS, NPeaycMaTpPUBaoLWMNX BO3MOXHOCTb KOMMMEKCHOMO UCMONb30BaHUS (OYHKLMIA Ge30MacHOCTU
OC.
CoOTBETCTBUE BapraHTa NIMLEH3NPOBAHNS U OOCTYMHbIX DYHKUMI Ge3onacHOCTM npuBe-

neHo B Tabnuue [1 HaumeHoBaHWe ypoBHeii 3aLUULLIEHHOCTH, ANs yNpoLleHus paboTbl, coBnagaeTt

C HanMmeHoBaHMeM BapunaHTOB JIMLUEH3NPOBaHNA, yCTaHOBJ1E€HHbIX B JIMLUEH3MOHHOM OOroBope.

Tabnuuya 1
YpoBeHb 3aLUMLLEHHOCTH
®PyHKums 6esonacHocTH
«basoBbIn» «YCUNEHHbIN» «MakcumanbsHbIn»
OoctynHo HoctynHo
3amKHyTas nporpaMmmHas cpefa He goctynHo | (N0 ymMonyaHuio | (M0 yMOMN4YaHuio
BbIKITHOYEHO) BbIKITHOYEHO)
OoctynHo HoctynHo
OuucTtka ocBOOOXKAaEMOW BHELLHEN NaMATH He poctynHo | (N0 ymonyaHuio | (M0 yMOMN4YaHuio
BbIKITHOYEHO) BbIKITHOYEHO)
HocTtynHo HocTtynHo
MaHgaTHbIN KOHTPOMb LIeNOCTHOCTH He pgoctynHo | (N0 ymMon4yaHuio | (M0 yMOMN4YaHuio
BKITHOYEHO) BKITHOYEHO)
HoctynHo
MangaTHoe ynpasneHue 4OCTynom He poctynHo | He goctynHo (no  ymonuaHuio
BKJTHOYEHO)
VaeHTudpmrkauma n ayteHTMdukaumns HoctynHo OoctynHo HocTtynHo
AdunckpeunoHHoe ynpasneHue 4oCTyrnomM OoctynHo OoctynHo HoctynHo
Peructpaums cobbltnin 6e3onacHocTu HoctynHo HoctynHo HoctynHo
OrpaHun4yeHne nporpaMmHoN cpeabl HocTtynHo HocTtynHo HocTtynHo
M3onsaumnsa npoueccos HocTtynHo HocTtynHo HocTtynHo
3awmTa namatm HocTtynHo HocTtynHo HocTtynHo
KOHTpOrMb LLenoCcTHOCTH HocTtynHo HocTtynHo HocTtynHo
O6ecneyveHne HagexHoro yHKUMoHUpoBaHusa | JocTynHo HoctynHo HoctynHo
dunbTpaumnsa ceTeBoro NoToka [ocTtynHo HocTtynHo HocTtynHo
MapkupoBka JOKYMEHTOB HocTtynHo HocTtynHo HocTtynHo
3awmTa cpeabl BUpTyanmsauum HocTtynHo HocTtynHo HocTtynHo
KoHTpOonb NoakntoveHs CbeMHbIX MaLUMHHbIX
. HoctynHo HocTtynHo JocTtynHo
HocuTenen nHopmMauuu
WMcnonb3oBaHue sigpa hardened HocTtynHo HoctynHo HocTtynHo

Bbl60p BapuaHTa JNIMUeH3NpoBaHNA OCYLLECTBIIAETCA MNMoJfib3oBaTterieM, NCxXoaqa n3 akTy-

anbHbIX MoAenen HapyLmMTens 1 yrpo3 U apyrmx akTopos.

O6beM npenocTaBneHHbIX NULEH3MOHHBIM LOFOBOPOM NpPaB Ansi UCMoNb30BaHUS yHKLNNA

6esonacHocTn OC onpenensieT BO3MOXHOCTb MO AOCTUXKEHUIO TpebyeMbix nokasaTenen 3almileH-
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HOCTM aBTOMaTU3NPOBaHHOW (MHAPOPMALIMOHHOM) CUCTEMbI, B COCTaBE KOTOPOWN 3KCMnyaTupyercs
OC.

B nporpammHom obecneyeHnn OC B 3aBMCMMOCTU OT BblGpaHHOro BapuaHTa NuueH3un-
pOBaHWA NOSb30BaTENO NPefOCTaBNSETCH BO3MOXHOCTb YCTAHOBKM M 3KCNsyaTtaumm cpeacts
3aWmnTbl, peanuayowmx gyHkumm 6esonacHocTn, NyTeM Bbibopa B MEHIO NMporpamMMbl YCTAHOBKM

COOTBETCTBYHOLLEro ypoBHA 3allnLLEeHHOCTN.
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3. MOPAAOK OBHOBJIEHUA OC

B uensax obecnevenus coorsetctBmsas OC TpeboBaHuamM 6e30nacHOCTU MHpopMaLmn B
4YacTu YCTpaHeHUs HeaeKkrapupoBaHHbIX BO3MOXHOCTeN 1 ysa3sumocten OC ocyLlecTBnsieTca ee
TeXHU4YecKasi nogaepxka, npeaycMmaTpusatowas Belnyck odepeaHoro (NnaHoBOro) U onepaTtmMBHONO
(BHEO4YepeaHoro) o6HOBNEHUN.

Mopsgok Beinycka n goseaeHms obHosneHnn OC oo notpebutenen yCTaHOBMEH:

- ANA UHPOPMAaLMOHHBIX (aBTOMaTU3NPOBAHHBLIX) CUCTEM, HAXOOSALMXCS B KOMMNETEHL MU

OCTIK Poccun, B HacTosILLEM LOKYMEHTE;

- AN UHPOPMALMOHHLIX (aBTOMATU3NPOBAHHBLIX) CUCTEM, HAXOOSALUMNXCS B KOMMNETEHLMN

MwuHucTepcTBa 060poHbl Poccuinckon degepaunn, B AokymeHTe «PernameHT opranHm-

3auumn paboT No ycTpaHEeHUIO0 YySA3BMMOCTEN N BbIMyCKy OOHOBNEHU 6€e30MacHOCTU...»,

yTBEPXOAEHHOM HavanbHMKoM 8 YnpaeneHus eHepanbHoro wraba BoopykeHHbix Cun

Poccuinckon ®egepauum n cornacoBaHHbIM C 3aKasblBalOWMMKM U OOBOMbCTBYOLLMMN

opraHamu BoeHHoro ynpasrneHus'!) (manee no Tekcty — PernameHr).

MHpopmupoBaHue notpebutenen 06 okoHYaHUM NPon3BOACTBa M (UNK) NoAAEepP>KKN bes-
onacHocTn OC ocyLllecTBNAeTCcs C UCMOMb30BaHNEM KOHTaKTHOW MHopMaumm, ykaszaHHOM B
3aKMIOYEHHbIX PaHee JNIMLEH3NOHHbIX JOroBopax (4ONOSTHEHUSX K NMIMLEH3MOHHbBIM AOroBOpam) u
nyTemMm pasmeLleHns COOTBETCTBYIOLLEN NH(POPMaLIMN Ha calnTe U3roToBUTENS.

NHdpopmuposaHme PCTIK Poccun — opmumanbHbIM NOMTOBLIM COOOLLEHNEM HE NO3aHee

4YeM 3a OOWH rog, A0 OKOHYaHWSA NPOu3BOACTBa U (Unn) noaaepxkn 6esonacHocTn OC.
3.1. OuepegHoe (NnnaHoBoe) OOHOBIEHMNE

OuepenHoe obHoOBRNEeHME NpeacTaBnsaeT cobon 3aBoackmne ak3emnnsapbl OC, N3roToBneH-
Hble B COOTBETCTBMU C KOHCTPYKTOPCKOM (NPOrpamMMHON) U TEXHOMNOMMYECKON SJOKYMEHTaumen,
OENCTBYIOLLEN HA MOMEHT WU3rOTOBMEHUS!, C BHECEHHbIMU B HEE MOPSALKOM, YCTaHOBIEHHbIM
MOCT 2.503-2013, nnaHOBbIMA U3MEHEHUAMMN.

OuepenHoe 0GHOBMEHME peLlaeT CreayoLLMii KOMMMEKC 3aaay:

yCTpaHeHne KpUutn4eCknx n HeKpuTn4eCKnx yﬂ3BI/1MOCTeIZ;

obecneyeHne ycoBepLUEHCTBOBAHUS (MOAEPHU3ALMMN) KOHCTPYKLUUK;

nogaep)kka CoBpeMeHHOro 06opyaoBaHus;

peann3auna HOBbIX (byHKLI,I/IOHaJ'IbeIX BO3MOXHOCTEW;

obecneyeHne COOTBETCTBUSA akTyarnbHbIM TpeboBaHuAM 6e30nacHOCTM MHpopMaLumu;

noBbILLEeHNe yaobcTBa NCNonb3oBaHUs, ynpasneHus komnoHeHtamu OC u apyrue.
OyepenHoe 06HOBMEHME NPELOCTaABNSETCS NONb30BaTENAM NPU 3aKMYEHNUN COOTBET-

cTBYyowero JIMmueH3MoHHOro ooroesopa mnm aononHeHna K umeremMycd nMueH3NoOHHOMY 0roBopy,

1) Hactosimit OOKYMEHT COAEepPXXUT OCHOBHbIE NonoxeHns PernameHTa.
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a Takke B COOTBETCTBMM C MOMNOXEHUAMUN «JTMLEH3MOHHOIO cornalleHnss ¢ KOHEYHbIM NOoJIb30-
BaTenem no MCNonb30BaHUIO ONepaLmoOHHON CUCTEMBI CneumanbHOro HasHadyeHusa «Astra Linux
Special Edition».

MHdopmaums o Bbinycke ovepenHoro obHoneHna OC pasmelyaeTca Ha opuumansHOM
canTe astralinux.ru, a Takke OOBOAUTCA A0 NMUEH3MaToB (NoTpebutenen) ¢ UCNosbL3oBa-
HWEM KOHTaKTHOM MHOPMaLUK, YKa3daHHON B 3aKMOYEHHbIX paHee NULEH3MOHHbIX 4OroBopax
(BONONHEHUAX K NMULEH3NOHHBIM JOroBOpamMm).

B uenax nogaoepxaHus MHPOPMaLMOHHBIX (aBTOMATM3NPOBaHHbLIX) cucTem B 6e3onacHoOM
cocTosaHun, obecneyeHns nx paboTocnocobHOCTM COBMECTHO C COBpEMeHHbIM 06opyaoBaHMEM
N yBENMYEHUs CpoKa JKCchnyaTaumm, peKoMeHayeTcs Ha NOCTOSIHHOM OCHOBE MNaHMpoBaTb U

OpraHM3oBbIBaTb NPOBEAEHME MEPONPUATUIA NO NPUMEHEHUIO ovepeaHoro obHoeneHus OC.
3.2. OnepaTtuBHOe (BHeo4yepeaHoe) oGHOBNEHUEe

OnepatmBHoe OBGHOBREHWE pellaeT 3agadvyy onepaTMBHOIO YCTPaHEHUS KPUTUYECKUX
YSI3BMMOCTEN U YSI3BUMOCTEN BbICOKOTO YpoBHSA onacHocTn!) B aksemnnspax OC, HaXOASALIMXCS B
aKcnnyaTaumm, u npeacTtaensaeT cobown GronneteHb 6e30NacHOCTM, KOTOPLIN MOXET ObiTb 4OCTYNEH
B BMAeE:

1) MHCTPYKUMIA N METOOMYECKUX YKa3aHWUI MO HACTPOMKE M OCOBEHHOCTAM 3KCnnyaTaumm

OC, cogepalumx CBeAEHMS1 O KOMMNEHCUPYIOLLMX Mepax Unmn orpaHnyYeHnsix no npumMeHe-

Huto OC npwu akcnnyaTauumu;

2) oTAenbHbIX NPOrpaMMHbIX KOMMOHEHTOB 13 coctaBa OC, B KOTOpble BHECEHbI U3Me-

HEHWUA C LeNnblo YCTPaHEHNS YS3BUMOCTEN, MHCTPYKLUMA NO UX YCTAaHOBKE U HAaCTPOWKe,

a Takke MHopmaumm, cogepxallen cBegeHnss 0 KOHTPOSbHbBIX CyMMax Bcex ¢hannos

onepaTtMBHOrO OH6HOBIEHUS;

3) obHoBneHmn 6e3onacHOCTX, NPEACTaBnsALWMNX cobon dann ¢ COBOKYMHOCTLIO NpPo-

rPaMMHbIX KOMMOHEHTOB n3 coctaBa OC, B KOTOpble BHECEHbI U3MEHEHUS C LIENbH

YyCTPaHEeHUs yA3BUMOCTEN, a Takke NHOopMaLMK, CoAepKaLlen CBeAeHNSI O KOHTPOSbHbIX

cymmax Bcex hannos o6HOBNEHNN 6e30MacCHOCTM, yKa3aHNs NO YCTaHOBKE, HAaCTPOMKE U

ocobeHHocTsam akcnnyaTtaumm OC ¢ ycTaHOBNEHHbIMU OOHOBIEHMSIMN BE30NACHOCTW.

O6HoBneHnsa 6e3onacHOCTM NpeacTaBnAlT cobor oTAenNbHbIE NPOrpaMMHbIE JOKYMEHTHI,
He nNpeaycMmaTpuBaloLMe BHECEHUSI UBMEHEHWUI B KOMMNIEKT AOKYMEHTauum odepeaHoro o6HoB-
NEeHNs, XapakTeEPUCTUKN KOTOPOro NoaTBepXAeHbl CepTUPUKATOM COOTBETCTBUSA TpeboBaHMSAM
©6e3onacHocTu nHdopmauumn. Takmm obpasom, cepTudukaT COOTBETCTBUSA o4epenHOro o6HOB-
nenna OC, nocTaBnsieMoro noTpedbuTensiM B KOMMNIIEKTHOCTU B COOTBETCTBUN C (POpMYNApom,

ABndeTcd ):lGIZCTByI-OLLl,I/IM BHE 3aBNCMMOCTHU OT BblilMyCKa ornepaTtnBHOro obHoBNEHMA.

) B cootBetcTBMM ¢ TOCT P 56545-2015.


astralinux.ru
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OnepaTtuBHOE OBHOBIEHNE coaepPXUT HdopMauuto 06 YCTPaHEHHbIX YA3BUMOCTSX U
npegocTaBnseTcs nosib3oBarensamMm Ha 6e3Bo3Me3HON OCHOBE.

JInueHsmnatbl (NnoTpedbutenun) onoseLadTCa O BbIMyCKE Y BO3MOXHOCTU MOfyyYeHust 0b-
HOBJIEHUSA C UCMONb30BaHWEM KOHTAKTHON MHPOpMaLMK, yKa3aHHOW B NINLEH3MOHHbBIX JOroBOpax
N OONOSTHEHUAX K HAM, NYTEM pasMeLleHNs COOTBETCTBYIOLLEN MHopMaLmm Ha orumnansHOM
canTe n Yepes NNYHbIN KabuHeT.

OnepaTuBHOE OOHOBMNEHME HE ABNSIETCS CaAMOCTOATESIbHLIM MPOrpaMMHbIM U3AeSNTUEM.
CepuinHoe Npon3BOACTBO M NOCTaBKa (B TOM YMCNe Ha MaTtepuanbHbIX HOCUTENSIX) ONepaTUBHOIO
OBGHOBMNEHNS HE NPeayCMOTPEHbI.

[loBegeHue onepaTtMBHOro 0OHOBIIEHMST 40 NoTpebuTenen ocyuecTBAsSeTCs:

- ONA MHAPOPMALMOHHBIX (aBTOMaTU3NPOBAHHbBIX) CUCTEM, HAXOOSALWMNXCA B KOMMETEH-

umm ®CTIK Poccun, — narotosutenem OC nytem pacnpocTpaHEHNsA NO CETAM CBA3WN.

McTOYHMKOM nonyyeHust onepaTtMuBHOro 0GHOBEHMS, MOANMCAHHOIO YCUITEHHOW KBanu-

dnLMpoBaHHOW SNEKTPOHHOW NOAMUCHI0 U3rOTOBUTENS, ABNAETCA OPULNanbHbIA canT

N3roToBUTENS;

- ONA UHAPOPMALMOHHbBIX (aBTOMATU3UPOBAHHbBIX) CUCTEM, HAXOOSALWMNXCA B KOMMETEH-

umm MunHuctepctea obopoHbl Poccumnckon degepaumm, — ynosTHOMOYEHHbLIM OpraHoM

BOEHHoro ynpaeneHuss MuHnctepctea ob6opoHbl Poccuinckon depepaumm nytem pac-

NPOCTPaHEHUsI NO CeTaAM CBA3WN. VICTOMHMKOM NOosly4YeHus onepaTMBHOIO OBHOBIEHUS

ABNSAETCA BEAOMCTBEHHAs MHTEPaKTUBHAA cuctema (BUTpUHaA AaHHbIX). B cooTBeTCTBUM

c PermameHTOM mn3rotoButens 40BOAUT onepaTtMBHOe 0bHoBNeHne Torbko Ao Bocbmo-

ro ynpaeneHus 'eHepanbHoro wraba BoopyxeHHbix Cun Poccuinckon degepauymm gna

npoBeaeHnsa paboT No KOHTPOM nX 3PPEKTUBHOCTM U NOCHEAYIOLEro pasmeLLeHns

B UHTEPAKTUBHOW cucTemMe (BUTPUHE AaHHbIX). KOHTPOrb BbIMNOMHEHUS N KOOPAUHAUNA

paboT, CBSA3aHHbIX C NPUMEHeHeM OBHOBMEHUS, OCYLLEeCTBAATCA AOBOMbCTBYIOWNUM

OpraHoM u/unu 3akasbiBatoLLMM OPraHOM BOEHHOIO ynpaBneHus.

KoHTpornb LenocTHoCcTM 06HOBMNEHN 6E30MAaCHOCTUN B COCTaBe MHPOPMAaLIMOHHBIX (aBTO-
MaTU3MPOBaHHbIX) CUCTEM NOTpebuTenen ocyLeCcTBAETCA CreayowmMM NopsiAKOM:

- [0 yCTaHOBKM OBHOBMEHUS — NpoBeAeHMEM NPOBEPKN SMEKTPOHHOM nognucy obHoene-

HUS;

- nocne ycTaHOBK/M OOHOBNEHUSA — NPOBEAEHNEM OUHAMNYECKOTO KOHTPONS LENOCTHOCTH

hannos ¢ NCNOMNb30BaHMEM 3MEKTPOHHOW LINCOPOBOM NOAMNNCU N perfiaMeHTHOro KOHTPONS

LEeNOCTHOCTU C UCMOMNb30BaHMEM DYHKLMN X3LUMPOBAHNSA U aBTOMAaTMYECKOM CBEPKN No-

NYYEHHOro 3Ha4YeHUs C ATarlOHHbIM, YKa3aHHbIM B crneunansHoM doanne ¢ KOHTPOSbHbIMM

CcyMMamu, BXoAslLLEM B cocTaB 0OHOBMNEHNN 6e30NacHOCTH.
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lMopsgok npuMeHeHMs onepaTMBHOrO OOHOBNEHUSA B COCTaBe aTTeCTOBaHHbIX N0 Tpebo-
BaHWAM 6e30MnacHOCTU MHGOPMaLNN NHAPOPMALIMOHHLIX (aBTOMaTU3NPOBaHHbIX) CUCTEM yCTa-
HaBnueaeTcs B npegenax csoux nonHomoumn CTIK Poccum nnn MuHmuctepctsoMm 060pOHbI

Poccunckon denepauuu.
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4. ONUCAHUE 3AOAYU

OcHoBHas 3agaya, pewaemas OC B npouecce cBoero yHKLUNOHMPOBaHUS, — obecne-
YyeHue nHTepdenca ana goctyna MO K yCTponCTBaM BbIMUCINTENBHOM CUCTEMbI NOCPEACTBOM
ynpaBreHns YCTPONCTBaMM U BblYUCAUTENbHBIMU NpoLeccamm n 3deKTUBHOIO pacnpeaeneHns
BbIYUCITUTENBHbIX PECYPCOB MEXAY BbIYUCIIUTENBHBIMU NPOLIECCaMM B COOTBETCTBUM C TpebOBaHK-
MU PYKOBOASALLMX JOKYMEHTOB N0 06ecneveHmto 3amTbl MHGPOPMaumMm orpaHMYeHHOro AocTyna,

B TOM YuCIe cogepxallen cBeeHUs, COCTaBnsaoLmne rocygapCTBEHHYO TanHy.
4.1. Knaccbl pewaembix 3aaad

[nsa peweHnss ocHOBHOM 3agayn pyHKumMoHupoBaHna OC oHa OEKOMMO3MpyeTcsa Ha
crnegyowme Knaccbl 3agaud:

- 3arpy3ka nporpamm B Ol 1 ynpaBneHne nx BbINOMHEHNEM;

- obecneyeHne MHOro3aga4vyHoro pexmma yHKLMOHMPOBaHUSA (OAHOBPEMEHHOMO BbIMOS-

HEeHUsi MHOXeCTBa NMpoLecCcoB);

- pacnpefeneHne pecypcoB BbIYMCINTENbHOW CUCTEMbI MEXAyY npoLeccamu;

- ynpasneHue pacnpegeneHnem Ol mexay npoueccamu 1 opraHM3auuns BUpPTyasribHOM

namaTu;

- obecneyeHne gocTyna K AaHHbIM Ha 3HeproHezaBncuUMbIX HocuTenax (HXMU, ontuye-

CKne ONCKM W Mnp.), OpraHn3oBaHHbIM B Buae Hekotopon OC;

- BbIMOSIHEHME MO 3anpocy NPorpaMm HU3KOYPOBHEBLIX onepalmi (BBOA-BbIBOA AAHHbIX,

BblAeneHne n ocsoboxaeHne namaTu, 3anyck U 3aBepLUeHne NporpaMm 1 T. 4.);

- npegocTaBrieHne CTaH4apTM30BaHHOIO AOCTyNa nNporpamMm K nepudepuHbiM yCcTpou-

cTBaM (ycTponcTBam BBOAA-BbIBOAA);

- nogaepxka CTEKOB CETEBbIX NPOTOKOMOB;

- obecneyeHne MHOrononb30BaTENbCKOro pexnma paboTbl;

- obecneyeHne nonb3oBaTenbckoro MHTepdeica B cootsetcteun ¢ 4.1.1}

- naeHTUdUKaums n ayteHTudukauus B cootsetcteum c4.1.2]

- opraHu3aumsi eguHoro npocTpaHcTea nonb3osatenen (EMM) B cootseTcTBuM ¢ [4.1.3}

- AUCKPeLMOHHOe ynpaBneHue goctynomM B cootsetcTBum ¢ 4.1.4}

- MaHAaTHoe ynpaeneHue goctynom B cooteetcTBum ¢ [4.1.5]

- opraHu3aumsi HadexHbIX BbIYMCNEHWIA (M3onsLUmMs npoueccoB) B cooTBeTcTBUM ¢ [4.1.6}

- obecneyeHve B3aMMOLENCTBUSI Mexay npoueccamu B cootBeTcTBUM ¢ [4.1.6}

- perucTtpauus cobbiTuin 6esonacHocTu (npotokonupoBaHue) B cootsetcTBun ¢ 4.1.7}

- 04MCTKa OnepaTVBHON W BHeLLHeW namsiTu B cootBeTcTBuK ¢ [4.1.8]

- KOHTpOnb LenocTHocTu B cootBeTcTBUM c[4.1.9;

- orpaHuyeHune nporpaMmmHoi cpeabl B cootsetcTBum ¢ [4.1.10;
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- duneTpaumsa cetesoro notoka B cootsetcteuu ¢ 4.1.11}

- obecneyeHne paboTbl B cpeae BUpTyanusauun (M3onsumus BUpPTYyanbHbIX MalnH, pas-
rpaHuyeHne oCTyna BUPTyarbHbIX MaLUWH K pecypcam U T.A.) B cootBetcTBum c[4.1.12;
- co3faHve u nposepka 3MM B cootBeTcTBUM C[4.1.13]

- MapKkupoBka AokymeHToB B cootBeTcTBUM Cc [4.1.14]

- obecneyeHne paboTbl B OTKA30yCTONUYMBOM pexume B cootBeTcTBUM ¢ [4.1.15]

- obecneyeHne HaaeXHOro PyHKLIMOHUPOBaHUS B cooTBeTCTBUM C [4.1.16]

- obecneyeHne goctyna k Bl B cooTBeTCTBUN C TpeboBaHUAMU AN pasrpaHUyYeHns
AocTyna K MHopMaLun orpaHMYeHHOro 4oCTyna, B TOM YMche coaep)kallent CBeaeHus,
CoCTaBnsiloLLMe rocyaAapCTBEHHYIO TaliHy, COrmacHo

- obecneyeHne goctyna K nHopmaLmm Yepes cepBep rmnepTekcToBon ob6paboTkn gaH-
HbIX B COOTBETCTBUM C TpeboBaHUAMU ONs pasrpaHMYeHns OocTyna K MHdopmauumm
OrpaHMYEHHOro AOCTyna, B TOM YMCre codepKallen CBeAeHUs, CoCTaBnsoLme rocyaap-
CTBeHHyto TaiiHy, cornacHo 4.1.18}

- obecneyeHne obmeHa coobLLEHNAMM INEKTPOHHON NOYTLI B COOTBETCTBUN C TpeboBaHu-
AMU ONS pasrpaHnyYeHnss 4ocTyna K MHopMaLumn orpaHNYeHHOro AoCTyna, B TOM Yucne

cofepxallen cBefeHNs, COCTaBNsAoLLe rocyaapcTBEHHYo TaiHy, cornacHo 4.1.19

4.1.1. ObecneyeHne Nonb30oBaTeNbLCKOro nHTepdenca

PelweHune 3agaun obecneveHms rpadhnyeckoro nonb3oBaTeNbCKOro MHTepderica OCHOBaHO
Ha ucnonb3oBaHun cuctemol X Window, KoTopasi UMeeT apXUTEKTYPY «KITMEHT-cepBep». X-cepBep
OTBeYaeT 3a B3auMOAENCTBME C AUCMNEEM U yCTponcTBaMn BBoAa. KnneHTbl coeanHATCs ¢
X-cepBepom rokarnbHo (C Ucrnorib3oBaHneM CokeToB) unu yaaneHHo (TCP/IP).

[na npegoTBpalleHns peanusaumm yrpo3 HapyLlleHns KOHPUAEHUNANbHOCTN U LLenocCT-
HOCTM MHOpMauun B ob6xon MaHAATHOro yrnpasreHust JOCTYNOM, B T.4. C UCNOSIb30BaHNEM
MEXaHN3MOB «KOMUPOBaHUS-BCTaBKU» U «nepeTackmBaHus» (copy-paste n drag-and-drop), ons
nepeHoca nHpopMauum U3 CEKPETHOro AoKyMeHTa (OKHa) B HECEKPETHbIN B rpadhuyecKon cu-
cteme OC peanunsoBaH NoAxXo4 Ha OCHOBE MOJSTHOMO pasgeneHns B COOTBETCTBMM C MaHAATHbBIM
KOHTEKCTOM (CoyeTaHMeM ypOBHS 1 KaTeropuit). NogobHbIn nogxon 03HaYaeT, YTo ANSA KaXaoro
MaHOaTHOro KOHTEKCTa 3anyckaeTcsi COOCTBEHHbIN X-CepBep U, COOTBETCTBEHHO, rpadnyeckumi
ceaHc. Npu rpadmnyeckom Bxoae B cUCTEMY Nonb3oBaTento npeafiaraeTcy B cneynanbHOM ana-
nore BblbpaTb MaHAATHbIA KOHTEKCT U3 AOCTYMNHbIX NOSIb30BAaTENO YPOBHEN U/UNN KaTEeropuin.
Hanee rpaduyeckasn ceccusa ByaeT BbINOMHATLCA B BblIOpaHHOM MaHO4aTHOM KoHTekcTe. OgHo-
BPEMEHHO Nosib3oBaTenemM MoXeT ObiTb BbINOSIHEHO HECKOSBbKO BXOA4OB C pa3HbIMU MaHAATHbIMMA
KoHTekcTamu. Ceccum n3onnpoBaHbl, N nepegada MHopMaunum Mexay HUIMU HEBO3MOXHA.

padunueckas nogcmuctema OC Bce ke NO3BONSET BHYTPU rpadpnyeckon ceccum, BbInors-

HSEeMON B onpegeneHHoMm MaHaaTHOM KOHTEKCTE, 3aryCcKaTtb NpUiioXXeHmnAa ¢ NHbiIM MaHOdaTHbIM
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KOHTEKCTOM. [1pn 3TOM AN NpeaoTBpaLleHnsa peanvsaumm yrpo3 HapyLeHus KoHduaeHumanb-
HOCTM W LLeNTOCTHOCTN MHGopMaLmn B 06xo4 MaHOaTHOro ynpasrneHus 4oCTYNoM UCMOoNb3yeTcs
cneumanbHbIn Mogy b-paclumpeHne X-cepeepa — XPARSEC. B moagyne ucnonbayetca Habop
«nepexBaTymkoB» («hooks»), npeaocTaBnsieMbli BCTPOEHHbLIM paclumpeHmemM X-cepeepa — XACE.
Mpn nony4eHnmn 3anNpoCcoB OT KIMEHTa «nepexBaTymkny XACE nepegatoTt ynpasneHvne 1 napamer-
pbl B XPARSEC, KOTOPbIV aHanNU3npyeT apryMeHTbl 3anpocoB U B COOTBETCTBUN C YCTAHOBITEHHbIMMN
npaBunaMy pasrpaHu4yeHmns OCTyna paspeLlaeT unu 3anpeLlaeT BbINOfHEHNE 3anpOCOB KIMEHTA.
B OC maHaaTHbIN KOHTEKCT CYMTBLIBAETCA NPU KaXaoM 3anpoce KrnuveHTa.

[ns obecnevyeHnss BO3MOXHOCTM paboTbl NPUBUNETMPOBAHHOIO KNMeHTa (MeHemkepa
OKOH), KOTOPOMY HEOOXOAMMO BbIMOSTHATL HEKOTOPbLIE 3anpockl K X-cepBepy He3aBUCMMO OT MaH-
AAaTHOro KOHTeKCTa CBoen MeTkn 6e3onacHoCcTu, B cneumansHom danne (/etc/X11/trusted)
pasmeLllaeTca MHpopmaLms ¢ ykazaHMeM NOofHoro nyTu 3anycka. MNpu nokanbHOM coeguHeHUn
X-cepep nony4aet PID (ngeHTudmkaTop npouecca) KnueHTa, onpeaenseTt nyTb 3anycka n npu-
BUnernn knmeHTta. MeHegxep OKOH MOXeET nosiydatb MeTKu 6e30nacHOCTU OKOH U Ha OCHOBe
peanusoBaHHoro B OC crieyunanbHOro paclumpeHums X-npoTokosa BbIMNONHATb NPUBMIErnpoBaHHbIe
onepaumm.

B coctaB rpadumyeckon nogcuctemsl OC BxoauT pabouun cton nonb3osatens Fly, nHre-
rPUPOBaHHbLIN C BHEAPEHHBLIMU B X-CEpBEP MeXaHn3Mamm 3almTbl MHopMaLmm n obecneyvmsato-
LM oToBpaXkeHme:

- MaHOATHOINo KOHTeKCTa ceCcCn Ha NaHernun 3agav,

YPOBHHA KOH(bWJ,eHLI,VIaJ'IbHOCTI/I KaXaoro oKHa,

YPOBHSI KOH(OUAEHLMANBHOCTM BO BCEX MPUMNOXEHNAX pabodero cTona;

3anycka npuiioxXeHna ¢ padHbiIMM MaHOaTHbIMU KOHTEKCTAMMU;

YPOBHS1 JOBEPEHHOCTM OKHA AJ15 NIOKanbHbIX U yAANeHHbIX NPUNoXeHUn (B yaaneHHoOM
pexume ByayT LBETHasi paMka, COOTBETCTBYIOLLAast MeTKe 6e30MacHOCTU, N NyHKTUPHAas).
padmyeckasn nogcuctema OC rotoBa k paboTte ¢ cobnogeHeM maHaaTHOro ynpasnieHus

AOCTYNoM HenocpeacTBeHHO nocre yctaHoBkn OC 6e3 npoBeaeHust AOMONHUTENbHbIX HACTPOEK.

4.1.2. UpeHTndmkauma n ayteHTudukauma

PelwweHve 3agaun naeHtudukauum n ayteHtudpmkaumm nonsb3osarenen B OC ocHoBbIBa-
€TCH Ha ucnosnb3oBaHUn mexaHnama PAM, koTopbii npeactaBndeT cobon Habop pasgensiembix
onbnuotek (Mogynen), C NOMOLLbI KOTOPbLIX aAMUHUCTPATOP MOXET OpraHM3oBaTb npouenypy
ayTeHTMdmrKaummn (NoaTBepXKAeHNe NOANMHHOCTIM) Nonb3oBaTenen nNpuknagHbIMyM NnporpaMmmMamMmu.
Kaxabii mogynb peanuayeT COBCTBEHHbIN MexaHn3M ayTeHTudukaumn. MameHas Habop n nops-
OOK CriegoBaHus Mogyrnemn, MOXXHO NOCTPOUTb CLeHapuit ayTeHTudmrkauumn. NMogobHein noaxon

NO3BOSISIET U3MEHNATb Npoueaypy ayTeHTUdUKaumMm 6e3 n3sMeHeHNst UICXOOHOro koda U NoBTOp-
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Horo komnunupoBaHna PAM. CueHapun ayTeHTUUKaLnUmM ONUCbLIBaAKOTCA B KOHAUIYPaLMOHHbIX
dannax.

Ecnun OC He HacTpoeHa gns pabotsl B ElMM, To ayTeHTUDMKaLMA OCyLLeCTBASIETCA C NOMO-
Wwto nokaneHon bl none3osartenen. NMpn ncnonesosanun ENM ayteHTUMKaumna nonb3oBaTenen
OCYLLECTBNSAETCH LeHTpanu3oBaHHO no npotokony Kerberos.

B OC peanusoBaHa BO3MOXHOCTb XpaHEHUs1 ayTEHTUUKALNOHHON MHGOPMALMK NONb30-
BaTenen, noryyYyeHHOM C ucnonb3oBaHnem xaw-pyHkumm no [OCT P 34.11-2012
(FTOCT P 34.11-94).

4.1.3. OpraHmsauumsa egUHOro NpPoCcTpaHCTBa Nofib3oBaTenen

PeweHwne 3agaun opraHnsaumu ElMN (cosgaHne gomeHa) obecneynsaert:

CKBO3HYIO ayTeHTUUKaALUIO B CETH;

LieHTpanu3aumio XxpaHeHns nHdopmaLummn ob okpyXeHun nonb3oBaTtenen;

LeHTpanM3auuo XpaHeHnst HaCTPOEK CUCTEMBI 3aLLNTbl MHbOpMaLuK Ha cepBepe;

- MHTerpauuio B AOMeH 3awmieHHblx cepBepoB CYB/[], anekTpOHHOM NoYTbl, TMNepTek-

CTOBOWM 0OpaboTKM AaHHbIX U NeYaTu;

- LeHTpanu3oBaHHY HACTPOWNKY NpaBun permctpaumm cobbiTuin 6e3o0nacHOCTN B pamMKax

OOMeHa;

- LeHTpann3oBaHHbIA y4eT NOAKNIOYAEMbIX YCTPOUCTB.

CeteBasa ayTeHTUdMKALMA U LEHTpanu3aumsa XpaHeHuss MHGopMaunmn o6 OKpY>XEHUK
nonb3oBaTensa nogpasyMeBaeT NCMOMb30BaHME OBYX OCHOBHbLIX MEXaHU3MOB: NOAAEPKKN KPOCC-
nnaTopMEHHbIX CEPBEPHbLIX NpunoxeHun ans obecneveHnsa 6esonacHoctn NSS n PAM.

[na peanusaumn yganeHHon ayteHTudukaumm ncnonedyetcsa cnyxba kartanoros LDAP
B KQ4YeCTBE UCTOYHMKA AaHHbIX Ansi 6a30BbIX CUCTEMHBIX CIY>KO Ha ocHoBe MexaHn3moB NSS un
PAM. B peaynbrarte Bcs cnyxebHast nHdopmaumsa nonb3oBaTenen CETM MOXET pacnonaratbcs
Ha BblAENEeHHOM CepBepe B pacnpenerneHHon reteporeHHon ceteBon cpee. [lobasneHne HOBbIX
CeTeBbIX NOSb30oBaTeNen B 3TOM Criydae nNnpou3BoguTCA LEeHTPannM3oBaHHO Ha cepBepe CryXobl
katanoroB. CeTeBble Crny0bl, NOAAEPKMNBAIOLLNE BO3MOXHOCTb ayTEHTMUKALUN NONb3oBaTeENEWN,
MOryT BMECTO JTOKasbHbIX YY4ETHbIX 3anncen ncnonb3oBaTtb katanor LDAP. AoMuHUCTpaTop MOXET
LEeHTpann3oBaHHO yNpaBnaTb KOHUrypaumen cetu, BKNoYasa pasrpaHuydeHne 4ocTyna K ceTeBbIM
cnyxbam.

bnarogaps npegoctasnenunto nHdpopmaumm LDAP B nepapxumyeckon gpesosugHon oopme
pasrpaHu4eHne gocTyna B pamkax cryx6bl katanoroe LDAP MoxeT GbITb OCHOBaHO Ha BBEOEHUN
AoMeHoB. B kayecTBe gJoMeHa B JaHHOM cryvae ByaeT BbICTynaTb nogaepeso cnyxbbl katanoros
LDAP. Cnyx6a katanoros LDAP no3sonseT pasrpaHmMynBaTb JOCTYN NONb30oBaTesnien K pasHbiM
nogaepeBbsAM Kartanora, Xxotd no ymonyaxHmio B OC peanuayetcs cxema ogHOro AoMeHa.

CkBO3Has goBepeHHasi ayTeHTUdukaumsa peanuayercsa TexHornornen Kerberos.
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LleHTpanuaaumsa xpaHeHusi nHpopmMaumm 06 OKpy>XeHUKU nonb3oBaTenen nogpasymeBa-
eT TakkKe W LeHTpanM3oBaHHOe XpaHeHue AOMalUHUX KaTanoroB nonb3oBartenen. [na aToro
ucnoneayetcs ceteras 3awmuieHHas OC CIFS.

B cpege OC nonb3oBaTtento NoCTaBrieH B COOTBETCTBUE psig aTpubyTOB, XapakTepusyo-
LWMx ero MaHgatHole npaea. KoHuenuusa EMNMM nogpasymeBaeT XxpaHeHWe CUCTEMHOW MHGOpMaLmnm
0 nonb3oBaTtene (BKroYyast JOCTYMNHbIE MaHA4ATHbIE YPOBHU U KaTeropun) LeHTpanm3oBaHHo. B
AaHHOM criyvae Bcs MHGopMauusa xpaHutcsa B cnyxbe katanoros LDAP.

MHopmauusa o maHgaTHbIX aTpubyTax nonb3oBaTenen XpaHUTCs NnokasnbHO B COOTBET-
CTBYHOLUUX KOHUIYypaLMOHHbIX pannax. [Npu nameHeHnn KoHdurypaumm cuctemMbl Ang UCnonb3o-
BaHMS B CETEBOM KOHTEKCTe MaHAaTHble npaBa nosnb3oBaTtenien JOMKHbI NepeMecTUTbCs Beres, 3a
OKpY)XeHueMm norb3oBatens (MaeHTudukaTopbl nonb3oBaTenen, rpynn, AoOMaLlHWe Katanorn u np.)
B cnyx06y katanoroe LDAP. [lJocTtyn K MaHOaTHbIM aTpubyTam nonb3oBaTenien oCyLeCcTBsSETCS
C UCnonb30BaHMEM NMpPOrpamMMHoOro nHTepderica nogcucremsl 6esonacHoctn PARSEC. [JaHHbIN
NHTepdenc No3BonsAeT NosyyYnuTb U3 COOTBETCTBYHOLLEro KOHUrypaunoHHoOro garnna nHgop-
Maumo 06 NCTOYHMKE AaHHbIX Ana maHaatHbix C3U cuctemsl. 1o ymonyaHuioo MCnonb3yrTcs
nokanbHble TekcToBble dannbl. [pu pabote OC B CETEBOM KOHTEKCTE B KA4eCTBE MCTOYHUKA
AaHHbIX BbICTynaeT cnyxba katanoros LDAP. [NepekrntoyeHne KOHTEKCTa Npon3sBoguTcsa nytem
npaBKM COOTBETCTBYIOLLLErO KOH(pUrypaumoHHoro danna.

Ona ynpaesnenus ENMM B OC Bknto4eHbl cnyx6bl ALD n FreelPA, koTopbie oTnnyatoT-
CH YPOBHSIMM pa3BepTbiBaHMA N MacwTabmupoBaHus. OHu 6asmpytotca Ha TexHonorusx LDAP,
Kerberos n Samba, npegoctaensaioT rpaduyeckme nHTepgencsl ynpasneHnss 1 agMMHUCTPUpPOBa-
HUSA U aBTOMATU3MPOBAHHYO HACTPOWNKY BCceX HeobXxoanmbIx harnnoB KOHGUrypaumm BXxogsaiimx B

HUX cnyx6.

4.1.4. InckpeumoHHoe ynpaBrieHue AoCTYNnom

PelieHne 3agayn OUCKPELMOHHOIO ynpasneHus JOCTYNOM OCHOBaHO Ha peanu3auun B
OC cooTBETCTBYIOLLEIO MEXaHM3Ma.

B OC mexaHn3m gMCcKpeLmOHHOro ynpasneHns OCTyrnom obecnevmBaeT nNpoBEpPKy AnC-
KpeumnoHHbix MNP, dopmupyembix B Buge 6asosbix MNP onepaunoHHbIX cuctem cemenctaa Linux
N NpeacTaBrieHHbIX B BUAEe naeHtTugukaTtopoB cyobekToB (MaeHTudmkarop nons3osarens (UID) n
naeHtudukartop rpynnel (GID)), umetowmnx OCTYN K CYLLHOCTAM (Y4TeHMe, 3anncb, UCMNOSNTHEHME).
Kpome Toro, ans doopmmpoBaHus guckpeumoHHbix MNP B OC ncnonb3yrTcs CAUCKU KOHTPONs
poctyna (ACL) 1 MexaHn3M CUCTEMHbIX NPUBUMErMIA ONepaunoHHbIX CUCTEM ceMencTBa Linux.

B coctaB OC BXxogAT 3awmLLeHHble koMnnekebl nporpamm: CYB[, anekTpoHHOM NoYThI U

rMNepTeKkcToBon 06paboTkM AaHHbIX.
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B 3aLyLLeHHbIX KOMNekcax NporpamMmm 3MeKTPOHHOM NOYTbI U r’MNepTeKCToBON 06paboTku
AaHHbIX 3alUMLLaeMbIMUN CYLLHOCTAMU siBRsitoTcs cywHocTn ©C. Takum 06pa3oM, AUCKPELIMOHHOE

ynpaslieHne AOCTYNnoOM K HUM obecneunBaeTcs Takke, Kak n K NPOYNM CYLLIHOCTAM dC.

4.1.5. MaHgaTHoe ynpaBrieHMe A0CTYNOM U MaHAaTHbLIW KOHTPOSb LeNIOCTHOCTHU

PelwweHne 3agay maHaaTtHOro ynpaeneHusi AOCTYNOM Y MaHOATHOrO KOHTPOMS LIeNOCTHO-
ctn B OC BbINONHAETCA COOTBETCTBYHOLMMN MEXaHU3MaMN.

MexaHn3mbl MaHL4aTHOrO ynpasreHnsa JOCTYNOM U MaHAATHOMO KOHTPOMA LEefIOCTHOCTH

peanus3oBaHbl B agpe OC u 3atparusatoT crieayowme noacucTeMsi:

mMexaHusmsbl IPC;

ctek TCP/IP (IPv4, IPv6);
®C ext2/ext3/extd/xfs;
ceteBble ®C CIFS;

®C proc, tmpfs.

B mexaHM3amax maHgaTHOro ynpaeneHust 4OCTYNOM M MaHAATHOro KOHTPOMS LIEeNOCTHOCTH
onpegeneHsl cnegyowme TepMmuHbl (B cooteetctBum ¢ FOCT P 59453.1-2021):

- cybbekT goctyna — komnoHeHT OC (npouecc, B T.4. 3anyLWeHHbIN OT MMEHUN NOSb30Ba-

Tens), AOCTYNbl KOTOPOro perfnameHTUpPYTCS NONMTUKaMM ynpaBnieHnsa JOCTYNoM;

- 06bekT goctyna — komnoHeHT OC (Hanpumep, ain, CokeT 1 Ap.), 4OCTYN K KOTOPOMY

pernameHTupyeTcs NONUTUKaMK yrnpasneHnss 4OCTYNoM;

- KOHTENHep — cocTtaBHon koMnoHeHT OC (Hanpumep, KaTtanor n gp.), 4OCTyn K KOTO-

pOMYy pernameHTUpyeTcsa NoNnTMKamu ynpasneHns 4OCTYNoOM, COCTOSLMNN U3 0O6BHEKTOB

NN KOHTENHEPOB, K KOTOPbLIM MO OTAENbHOCTM BO3MOXHO OCYLLECTBIEHME ynpaBrneHns

OOCTYIMOM.

Mpun 3TOM CYLLHOCTbIO Ha3bIBAETCS KOMMOHEHT, SABMAOLWMNCA OOBEKTOM UM KOHTENHEPOM.

MaHgaTHoe ynpaBneHue AocTynoMm obecneymBaeT 3awmuTy OT yrpo3 6e30nacHoOCTH, CBS-
3aHHbIX C BO3MOXXHOCTbIO NpeaHaMepeHHbIX UM OWMBOYHbLIX 4ENCTBUI NoNb3oBaTenen no mns-
MEHEeHM0 NpaB AOCTynNa K CYLWHOCTAM, BnagenbLammn KOTopbiX SBAAIOTCA NONb30BaTeNn, YTto He
3anpeLyaeTca METOAOM OMCKPELMOHHOMO ynpasneHmsa 4ocTyna.

[na peanusaunmn MaHaaTHOro ynpaereHusi AOCTYNOM UCMONb3YHTCS KnaccumKaLumoH-
Hble METKM A0CTYyNa, Ha3HayaeMble NS KaKO4oro cyobekTa n CyLHOCTU, — CnyxebHble aTpnbyThl,
npeacraensaowme cobom KOMOMHaALMIO nepapXMYeCKNX ypoBHEN KOHOMAEHLMANBHOCTU (CTENEHEN
CEKPETHOCTMN) U HEMEPAPXNYECKNX KaTeropun KoHpuaeHumaneHocTn. CyLHOCTSAM Takke MoryT
ObITb MPUCBOEHbI AOMNOMHUTENbHbIE MaHAATHbIE aTpnbyThl yNpaBneHns JOCTYNOM.

MaHngaTHoe ynpasneHne JOCTYNoM MO3BOSSeT MUHUMU3NPOBATb UMW UCKMKOYUTL BO3-

MOXHOCTb peanusaumm MHPOPMaLMOHHO-TEXHUYECKNX BO3AENCTBUI B pedyrbTaTte nonyvyeHus



20
PYCBE.10015-01 31 01

HeCaHKLMOHMPOBAHHOMO JOCTyNa K o6bekTam 3amTbl pasnnyHbIX YPOBHEN KOHMAEHUNnaNbLHO-
CTW.

MaHgaTHbIV KOHTPOMb LEeNOCTHOCTM obecnevmBaeT 3awmnTy NPOoLLECCOB BbICOKOrO YpOB-
HA LIeNOCTHOCTU (CUCTEMHbIX U NPUBUNETMPOBAHHbIX) OT HECAHKLUMOHWPOBAHHOIO 4OCTyNa u
ynpaBneHns, 4To NO3BONSAET UCKIMOYUTbL BO3MOXHOCTU MOBLILLEHUA NPUBUNErniA Nosib3oBare-
nen n ynpaeneHns TakMMu npoueccamn B Criydae Ucnonb3oBaHusa 0edekToB/ysa3BUMOCTEN B
nporpaMmmHoM obecnevyeHnn MHPOPMALMOHHON CUCTEMBI.

[ns peanu3aunmm mMaHOaTHOMO KOHTPOMSA LENIOCTHOCTM cyObekTam (npoueccam, B T.u.
3anyLeHHbIM OT MMEHM NOoNib30BaTesns) U CyLHOCTaM (darnam, Katanoram, COKeTam 1 T.n.)
npucBaMBalOTCA YPOBHM LIENTOCTHOCTU (METKWN LENOCTHOCTHN).

MpuHATUE pelleHns O 3anpeTe unu paspeLleHnn octyna cybbekTa K CyLLHOCTU NPUHU-
MaeTcsa Ha OCHOBE Tuna onepauum (4TeHne/3anmcb/MCnonHEHNE), METKM Be3onacHoCTM cybbekTa
(knaccnmkauMoHHOM METKM U METKU LIENTOCTHOCTM) U MEeTKM 6e30MacHOCTU CyLLHOCTM (Knac-
CUPUNKALNOHHOM METKN U METKM LeSTOCTHOCTM), a Takke Ha OCHOBE MPUCBOEHHbLIX CYLLHOCTH
AOMNOMHUTENbHbLIX MaHAATHbLIX aTPUOYTOB ynNpaBneHus 4OCTYMNOM.

Peanunsauna maHgaTHOro ynpasneHnst 4OCTYNOM U MaHAATHOro KOHTPONSA LEeNnoCTHOCTH
B OC onuncaHa B gokymeHte PYCB.10015-01 97 01-1 «OnepaumoHHasa cnctema cneymnansHOro
HasHadeHus «Astra Linux Special Edition». Pykosogctso no KC3. YacTtb 1»

Cuctema Linux-npusunerunin OC, npegHasHayeHHasa nsa nepegaydn otaenbHbIM Nosfb30Ba-
Tenam npas BbIMNOIHEHNA OnpeaesieHHbIX aaMUHUCTPaTUBHBIX AencTBun, pacwumpeHa PARSEC-
npusuneruamn. [ladHole npusmnerun otHocatcsa Kk cucteme PARSEC u obecneumsatot paboty ¢
MeXaHW3MOM MaHAATHOro ynpaesreHne AOCTYMNOM.

PARSEC-npuBunernn HacnegyrTca npoueccamm oT CBOMX «poguteneny. lNMpouecchl,
3anyLleHHble OT MMEHM Cynepnonb3oBaTens, HE3aBMCMMO OT HaNMMYNUS Y HUX NPUBUNETMI, UMEIOT
BO3MOXXHOCTb OCYLLECTBNATL BCE NEPEYNCIIEHHbIE NPUBUIErMPOBaHHbIE AencTBUSA. MNepeyeHb n
onncanme PARSEC-npusunernn npmeseaeHsl B PYCBE.10015-01 97 01-1.

B kauecTtBe ocHoBHOM ceteBon PC mcnonbayetcs CIFS, koTopas siBNSETCS pacluMpeHnem
SMB 1 nogaepxmBaet atpndytel PC UNIX n nmeeT orpaHMyeHHy0 NoaaepKKy paclumpeHHbIX
atpmbyToB. [JaHHas ®C Wnpoko pacnpocTpaHeHa 1 paboTaeT B reTeporeHHbIX ceTsx (nogaepu-
BaeTcsa mHorummn OC), a Takke nogaepxmBaeT ayteHTudmkauuio cpeactsamm PAM n Kerberos.

BaaumopgewncTteue npm nomowm ceteBoro npotokona IPv4 (IPv6) ocywectensieTca yepes
NpOrpamMMHbIN MHTEPENC CYLLLHOCTEN OOCTYNa, ABNSAIOLMNXCA dNeMeHTaMN MEXNPOLIECCHOro
N CETEBOro B3aMMOAENCTBUS (HanpumMep, CETEBbIX COKETOB), KOTOpble obecnevmBatoT obmeH
AaHHBIMWU MeXay npoueccamu B pamkax ogHoON unn Heckonbknx OC, 06beguHEHHbIX B NTOKanNbHY0

BbIMUCITUTESIbHYIO CETb.
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[ns nooaepXkn MaHOATHOrO ypaBfieHuMst AOCTYNOM B CeTeBble MNakeTbl MpOToKona
IPv4 (IPv6) BHegpstoTCa KrnaccudukaunmoHHble MeTKU. [lopsaok NpucBoeHnsa knaccudukaum-
OHHbIX METOK M UX hopmaT COOTBETCTBYET HauuoHanbHomy ctaHgapty OCT P 58256-2018.
Mpuem ceTeBbIX NakeToB NoguMHseTcss maHaatHeiMm MNP, Cnegyet oTMETUTb, YTO METKA CoKeTa
MOXET MMETb TUIM, NO3BONSAIOLWNIN CO3AaBaTb CETEBbIE CEPBUCHI, MPUHUMAOLLME COEANHEHNS C
nto6bIMN YPOBHSIMU CEKPETHOCTM.

Mpn HeobxoammocTn ans obecneveHnsa LenoCcTHOCTK 3aronoBka |IP-nakeTos, cogepatue-
ro KnaccmukaumMoHHy0 METKY, OMYyCKaeTCa NpMMmeHeHne nporpammHoro cpegcrea OpenVPN.
OnuncaHune ucnonb3oBaHua OpenVPN npusegeHo B gokymeHTe PYCB.10015-01 95 01-1 «One-
pauMoHHas cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBoacteo
agMuHucTpartopa. Hactb 1».

OTcyTCcTBME METKM Ha CYLLIHOCTW JOCTYNa 9KBUBANEHTHO HyneBon meTke 6e30nacHOCTU.
Taknm obpasom, aapo OC, B KOTOPOM BCE CYLLUHOCTU N CyObeKTbl OOCTyna UMEKT YypOBEHb
CEKPETHOCTN «HECEKPETHO», PYHKLUMOHUPYET aHarnormyHo cTaHgapTHOMY SA4py onepaumoHHON
cuctemMbl cemencTea Linux.

[nsa psga ceteBbix cepBucoB (cepeepa LDAP, DNS, Kerberos u 1. 4.) Heobxoanmo obec-
NeYNTb BO3MOXHOCTb UX paboTbl C KNMEHTAMN, UMEIOLLMMM PasHbI MaHOATHbIN KOHTEKCT 6e3-
onacHocTu, 6e3 BHECEHNA U3MEHEHNI B UCXOOHbIE TEKCTbI CEpBUCA.

ObecnevyeHne MaHOaTHOrO ynpaBneHUs JOCTYNOM B 3aLUMLLEHHbIX KOMMeKcax nporpaMmm
rMNepTekCcToBOM 06paboTKM AAHHbBIX U ANEKTPOHHOW NOYTbl peanmM3oBaHO Ha OCHOBE NPOrpamMmm-
Horo nHtepdenca 6ubnmnotek nogcnctemsl 6esonacHoctTn PARSEC. Ha cepBepax koMmnnekcos
nporpaMm runepTekcToBon 06paboTKn AaHHbBIX U ANEKTPOHHOM NOYThI Npy 0b6paboTke 3anpocos
Ha coeanHeHWe BbINOMHAETCS NoyyYeHne MaH4aTHOrO KOHTEKCTa COeAMHEeHNs, yHacneaoBaHHOro
OT cybbekTa (npouecca). CokeT cepBepa, OXnaaroLwmi BXoAALWMX 3anpoCoB HA COeaUHEHME,
paboTaeT B KOHTEKCTE npoLecca, MUMeIoLLEero NpuBuUIernio ans npyema coeguHeHnn ¢ nobsimm
YPOBHAMU CEKPETHOCTW.

[Mocne ycTaHOBKM COEANHEHUS U YCNELLHOMO NPOXOXAEHUS npoLueaypbl naeHTugmkaumm
N ayTeHTMdMKaLMM Nonb3oBaTens npouecc cepeepa, obpabaTtbiBalowmnin 3anpockl Nonb3oBaTens,
nepeknyaeTcsl B KOHTEKCT Be3onacHOCTM nonb3oBaTtensi, copacbiBaeT npusunerum, obpabartoisa-
€T 3anpockbl NONb30BaTens 1 3aBepLuaeTcs.

B komnnekce nporpamm runepTekCcToBon 06paboTKu AaHHbIX NONb3oBaTeNb nonyvaet
AO0CTyn K pecypcam, asnsowmmcs cywHoctamm OC. Komnnekc nporpaMm 3neKTPOHHOW NOYThI
ncnonb3yeT TexHosnorno maildir, obecnevnBaroLyto XpaHEHNE NOYTOBbLIX COOOLLEHUN B BUAE
oTaenbHbIX cywHocTen ®C. Co3gaBaemble dansibl NOYTOBbLIX COOOLLEHNN MapKUPYHOTCA METKaMK
6e3onacHOCTH, yHacnegoBaHHbIMKU OT nNpouecca-co3aartens. Takum obpasom, B 060mx Komnnekcax

nporpaMm pecypcCbl, K KOTOPbIM OCYLLECTBIAETCA OOCTYyNn OT MMEHU CepBEPHbIX NMpPOoLUEeCCOoB,
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o6pabaTbiBaoLLMX 3anpockl Nonb3oBaTtenen, aBnaTca cywHoctamm OC. CnegoBaTenbHO, AOCTYN
K 3aWMLiaeMbiM pecypcam npu npueme n obpaboTke 3anpocoB Monb3oBaTenen B npouecce
dYHKLUMOHNPOBaHUS CeEpBEPOB KOMMMEKCOB NPOrpaMm rmnepTekcToBOM 06paboTKn AaHHbIX U

3NIEKTPOHHOWM NOYThl NoAYnHAETCS MaHaaTHbIM [P/,

4.1.6. U3onsaumua npoueccoB

PelueHune 3agayun nsonsaumm npoLeccoB OCHOBaHO Ha apxutekTtype siapa OC.

Anpo OC obecnevnBaeT Anga Kaxgoro npowecca B cMcteMe Co0CTBEHHOE M30NMPOBaHHOE
agpecHoe NpPOCTPaHCTBO. [JaHHbIN MEXaHM3M M30MALMM OCHOBaH Ha CTPAHUYHOM MEeXaHu3me
3alWnTbl NAaMATH, a TaKKe MEXaHN3Me TPaHCNALMM BUPTyanbHOro agpeca B usnyeckni, nogaep-
XuBaemMbli Moyrnem ynpasneHus namaTtbio. OgHM 1 Te Xe BUpTyarbHble agpeca (C KOTopbIMU
n paboTaeT npoueccop) npeodbpasyoTca B pasHble husnyeckme ans pasHblX agpecHbIX Mnpo-
cTpaHcTB. lNpouecc He MOXET HECAHKLMOHMPOBAHHLIM 0Opa3oM NoNyyYnTb AOCTYN K NPOCTPaHCTBY
Apyroro npouecca, T. K. HENPUBUNErNMPOBaHHbIA NONb30BATENBLCKUI NPOLECC NTULIEH BO3MOXHOCTHU
paboTaTb C PM3MYECKOM NaMATLIO HANPSMYHO.

MexaHnam pasgendemMon namsaTn BASETCA CaHKLMOHUPOBAHHBIM CNOCOBOM MOnyyYnTb
HECKOSbKUM npoLeccamM AOCTYN K OOHOMY M TOMY e y4acTKy NamsaTh U HAXOO4UTCA NO4 KOHTPOMEM
AVCKPELMOHHbIX N MaHaaTHbIX [MPL.

ALpecHOe NpoCTPaHCTBO A4pa 3alUMLLEHO OT NPSIMOro BO3AENCTBUS MOMb30BaTENbCKUX
NPOLECCOB C UCMNOfb30BaHNEM MEXaHU3Ma CTPaHUYHOM 3almThl. CTpaHuLbl NPOCTpaHCTBa g4pa
SABMATCA NPUBUNENMPOBAHHLIMU, U AOCTYMN K HAM U3 HENPUBUIENMPOBAHHOMO KOAA Bbi3biBAET
NCKNIOYEHWEe npoleccopa, KoTopoe obpabatbiBaeTcsl KOPPEKTHbIM 0bpa3om sapom OC. Eann-
CTBEHHbIM CaHKLUMOHMPOBaHHbLIM crnocobom goctyna k agpy OC 13 nonb3oBaTenbCKon NporpamMmbl
SIBMSIETCA MEXaHN3M CUCTEMHbIX BbI3OBOB, KOTOPbIAN rapaHTUPYeT BO3MOXXHOCTb BbIMOSHEHUS
nonb3oBaTeneM TONbKO CaHKLMOHNUPOBAHHbBIX AENCTBUN.

Takke B OC peanu3oBaH MexaHM3M KOHTEMHepu3aLumm, obecneymBatoLLin pexxnm nN3ons-

LM NPOLIECCOB Ha YPOBHE OMepaLMOHHON CUCTEMbI, onncaHne kotoporo npuseaeHo B [4.1.12]

4.1.7. Pernctpauusa cobbiTn 6e3onacHocTu

PelwieHnne 3agaun pernctpauunm cobbitnn 6esonacHoctn B OC peann3oBaHO Ha OCHOBE
pacLUMpPEeHHON NOACUCTEMbI NMPOTOKONMPOBAHUS, OCYLLECTBSOLWEN perncTpaunio cobbiTum B
OBOWYHbIE (hansibl C UCnonb3oBaHNEM cepBuca auditd.

B 6ubnunotekax nogcmctembl 6esonacHoctn PARSEC peanusoBaH nporpaMmHbIN MHTEP-
denc ons NPOTOKONUPOBAHNA COBLITUI C UCMONBb30BaHMEM PaCLUMPEHHOW NOACUCTEMbI MPOTOKO-
nupoBaHus. [laHHbIN NPOrpaMMHbIN MHTEPdENC NPUMEHEH AN pernctpauumn codbitun B CYB[
PostgreSQL.



23
PYCBE.10015-01 31 01

4.1.8. OunctKka onepaTMBHON M BHELLHEN NaMATH

PeweHne 3agaqm ounctkm Ol ocHoBaHO Ha apxutekType aapa OC, KoTopoe rapaHTUpyerT,
YTO OObIYHbIA HENPUBUIETMPOBAHHbLINA MPOLECC HE MOMYYMT AaHHbIE YYXKOro npolecca, ecnm 310
SIBHO He paspelueHo PL. 3To o3HavaeT, YTO cpeacTBa B3auMOOENCTBUA MeXay npoueccamm
KOHTponupytotTcs ¢ nomowbio MNP, n npouecc He MOXET NONYy4YNTb HEOUULLEHHYIO NaMATb (Kak
onepaTuBHYH, Tak U OUCKOBYHO).

PelueHne 3agaym o4YNCTKM NaMATU Ha BHELLHMX HOCUTENSX OCHOBAHO Ha peanusauuu
MexaHu3ma, KOTOpbIn oumaeT Hencnonbdyemble 6nokn ®C HenocpeacTBEHHO NPU UX 0CBOBOX-
AeHun. PaboTta Ha3BaHHOro MexaHn3ama CHUXaeT CKOPOCTb BbINOSIHEHMS onepauui yaaneHus
N yceveHust pasamepa danna. MexaHmsm siBnsieTca HacTpamBaeMbiM M NO3BONSET obecneunTb
paboty ®C OC (ext2/ext3/ext4/xfs) B ogHOM 13 cnegyowmx pexmvoB:

- OaHHble NbbIX yaansembix/ypesaemblix dannos B npeaenax 3agaHHon ®C npegsapu-

TENbHO OYULLIAKOTCS MaCKUpYIoLLIE NOCNea0BaTENbHOCTLIO;

- gaHHble ®C ocBoboxaarTcs 00bl4HLIM 06pa3om (6e3 NnpeaBapuTENbHOrO MackMpoBa-

HKS).

Pexxum pabotbl C moxeT 6biThb BoiOpaH agmuHuctpatopom OC n 3agaH B Buae napa-
mMeTpa MoHTUpoBaHus OC.

Kpome Toro, B OC peanum3oBaH MexaHW3M BKITHOYEHUS OYMCTKM aKTMBHbIX pa3nerioB

CTpaHn4yHoro obmeHa.

4.1.9. KoHTpOsb LEenocTHOCTHU

PeweHve 3aga4 KOHTPOSsS LENOCTHOCTM OCHOBaHO Ha MCMOMb30BaHUM BUBNMOTEKM
libgost, B KOTOpOW peannsoBaHbl yHKUUN XawmpoBaHus B cooteeTcTBumn ¢ FOCT P 34.11-2012
n MOCT P 34.11-94. [No ymonyaHuio Ncnonb3yrTcs YHKLUUM X3LWMPOBaHNA B COOTBETCTBUM C
OCT P 34.11-2012. Ncnonb3oBaHue pyHkuum B cootBeTcTBUM ¢ FTOCT P 34.11-94 coxpaHeHo
Ans comectumocTtu. [laHHas 6ubnunoTteka ncnonb3yeTcs B cpeacTBax KOHTPONsS LEenoCTHOCTHU
anctpmbyTusa n cpeacteax KOHTpons uenoctHoctn ©C.

KoHTponb uenoctHocTn anctpmbytmea obecnedmBaeTcsa METOAOM pacyeTa ero KOHTPOsib-
HOW CYMMbIl 1 CPaBHEHUS NOMYYEHHOTO 3HAYEHUS C 3TarNOHHbIM 3HAYEHNEM KOHTPOSbHOW CYMMbI.

KoHTponb yenoctHoctn OC, npuknagHoro MO 1 C3UM obecnevnBaetcsa Habopom npo-
rPaMMHbIX CPEACTB, KOTOPbIA NPefoCTaBsaeT BO3MOXHOCTb Nepuogn4eckoro (C NCnorb3oBaHUEM
CUCTEMHOIO NMAaHMPOBLUMKA 3a4aHUN cron) BbIYUCIIEHNSA KOHTPOSTbHBLIX CYyMM hansioB U COOT-
BETCTBYIOLLUMX UM aTPUBYTOB C NOCMeayLWMM CpaBHEHNEM BbIYUCIEHHbBIX 3HAYEHNI C 3TarOH-
HbIMU. B ykazaHHOM Habope NporpaMMHbIX CPeACcTB peannu3oBaHo UCNonb3oBaHne bubnmnotekm
libgost 1 KOHTPOSb LIENTOCTHOCTM CBA3aHHbIX C dparnamm atpmbyToB pacluMpeHHOM noacucTe-
Mbl 6e3onacHocTn PARSEC (maHgaTHbIX aTpubyToB 1 atpubyToB pacLUMPEHHON NOACUCTEMbI

MPOTOKONMPOBaAHMS).
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4.1.10. OrpaHuyeHMe NporpamMMHoON cpeabl
4.1.10.1. 3amKkHyTasa nporpamMmMHas cpena

MHCTpYMeHTbI 3aMKHyTOW nporpammMmHon cpeabl (3MC) npegoctaBnsaoT BO3MOXHOCTb

BHeapeHnsa ALMNY B ucnonHaemble dannbl dopmarta ELF, Bxoasiiime B cocTaB ycTaHaBNIMBaeMoro

CIMO, n B pacwumnpeHHble aTpubyTbl hannoBon CUCTEMBI.

MexaHn3mM KOHTPOMSA LEeNIOCTHOCTU MCROSTHAEMbIX dansioB 1 pasgensemMbix 6ubnmorek

dopmata ELF npu 3anycke nporpammbl Ha BbINOfHEHME peanu3oBaH B moayne sgpa OC

digsig_verif, KOTOpbLIN ABNAETCH He BbIrpyXaembiM Mmogynem sgpa Linux n moxeTt dyHK-

UnoHunpoBaTtb B 0.4HOM U3 CriegyrLwmnx pexmumMoB:

1) vucnonHsemblM harnam u pasgensembiM 6ubnuotekam ¢ HesepHon JLI, a Takke 6e3
OUI1 3arpyska Ha ucnonHeHne 3anpeltaetcs (LUTaTHbIN peXnm YHKLUMOHNPOBAHUS);

2) ucnonHsembiM dannam n pasgensieMbiM 6ubnmnotekam ¢ HesepHomn AUIM, a Takke 6e3
QUM 3arpyska Ha ucnonHeHne paspeLuaeTcs, Npu 3ToM BblgaeTca coobuieHne 06 owmnbke
nposepkn LM (pexum ana nposepkn AUIM B CI10);

3) 9UIM npwm 3arpy3ske ncnonHsemMbix annos 1 pasgensembix 6ubnnotek He npoBepsieTcs
(oTnapoyHbIn pexum ansa TectupoBanus ClO).

MexaHn3M KOHTPOMA LenoCTHOCTM hannoB Npu UX OTKpbITUKM Ha ocHoee O B pacluu-

PEHHbIX aTpubyTax annoBoi cUCTEMbI Takxke peanuaoBaH B moayne sapa OC digsig _verif

N MOXET (PYHKLMOHMPOBATbL B OAHOM U3 CNEAYOLNX PEXUMOB:

1) 3anpeLwyaeTcs OTKpbITUE hbannoB, NOCTABEHHbIX HA KOHTPOrMb, ¢ HeBepHon JLIM nnu
6e3 JUIT;

2) OTKpbITME hansioB, NOCTABMNEHHbIX HAa KOHTPOSb, ¢ HeBepHon JUIMT unn 6e3 SLI
paspeluaeTcs, Npu 3ToM BblgaeTcs cooblueHne o6 owmnbke npoeepkun LI (pexxum ana
npoeepkn LI B pacumpeHHbIX aTpubyTax bannoBon CUCTEMBI);

3) UMM npu oTKpbITUN hannoB He NPOBEPSIETCS.

4.1.10.2. CuctemMHble orpaHu4eHus n 6GNOKUPOBKU

[lononHuTeneHo B oC peann3oBaHbl MEXaHU3MbI, NO3BONAOLWLNE YCTaHaBIMBATb CUCTEM-

Hbl€ OrpaHn4eHnAa n 6J'IOKVIpOBKVI aencteumn nonb3osatensd. OCHOBHbIMU MeXaHU3MaMu 6J'IOKVIpOBKI/I

ABMAOTCA:

3anpeT yCtaHOBKAU ouTa ncnonHeHus;

GrnokmpoBKka KOHCONW Ans nonb3oBaTenen;

GroKMpoBKa UHTEPNPETATOPOB;

6J'IOKI/1pOBKa MaKpOCOB;

) BnekTpoHHas LMdpoBas NoanMch — CTpoka 6UT, NonyyYeHHas B pesynbsraTe npouecca (opMUPOBaHMs NOANMUCH

(npumeHsieTcsa ansa noanucu cpegcteammn OC MCNONHAEMbIX (PASIoB C UCMOMNb30BaHMEM (RYHKLIMU X3LWMPOBaHNS

Ha 6ase acMMmeTpudHOro Kpuntorpaduyeckoro anroputma (B cootrsetctaum ¢ FOCT P 34.11-2012).
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- BnoknpoBka TpaccupoBku ptrace;

- Briokmposka knasuw SysRq.

[MonHbIN NepeyeHb orpaHmymMBatoLLnX PyHKLMI 6€30NacHOCTU U UX ONUCaHUE NPUBELEHbI
B PYCB.10015-01 97 01-1

4.1.11. dPunbTpauma ceTeBOro NOToka

B OC peanusoBaHa BO3MOXHOCTb hunbTpaLmm CETEBbLIX NOTOKOB, MO3BONAOLAS:

- OCYLLECTBNATb OMnbTpaumnIo BXOOALWNX U/UIN NCXOOALLMX CETEBbLIX MOTOKOB,

- OCYLLECTBMATb OMNbTPaLMIO CETEBbLIX MOTOKOB HA OCHOBE aTpmbyToB 6e3omacHOCTuM

cyObEeKTOB gocTyna 1 nHpopmaumu;

- paspeluaTb/3anpeLLaTb ceTeBon NOTOK HA OCHOBE YCTaHOBIEHHbIX MpaBui unsTpaunn.

CeteBble coegnHeHuns ngeHtTudmumnposaHbl B OC kak 06bekTbl 4OCTyrNa, Ha KOoTopble
pacrnpocTpaHsaTCcsa cnegyowme dyHKLMmM 6e30nacHOCTU:

- ngeHTumnkauma n ayteHTumnkaums;

- ynpasreHune SOCTYrNoMm;

- peructpaums cobbiTun 6esonacHocTy;

- M30MsumMs NPOLECCOB;

- OorpaHuMyeHne nNporpamMHoON cpeabl;

- 3aWmTa namsaTu;

- KOHTPOI1b LEJTOCTHOCTWU.

4.1.12. O6ecne4vyeHune paboTbl B cpeae BUpTyanusauum

OC paspaboTtaHa € y4eTOM NPUMEHEHNSI BCTPOEHHbIX CPEACTB 3alUnThl B BUPTYarbHOM
MHQPACTPYKTYpe U NpeaoCcTaBnseT BO3MOXHOCTb CO34aHUs 3aluLLeHHON cpeabl BUpTyanusa-
unun. BupTyanbHble MawwmvHbl ngeHtudpuumnposaHbel B OC kak o6bekTbl JOCTyNa, Ha KoTopble
pacnpocTpaHaTCs cnegytowme dyHKUnn 6e3onacHOCTu:

- naeHTUUKaums n ayteHTMpukauus;

- ynpasreHune SOCTYNoMm;

- peructpauusa cobbiTun 6e3onacHoCTy;

- 130nsums NPOLECCOB;

- OorpaHuyeHue nporpammMmHoOn cpeabl;

- 3awuTa namaTu;

- KOHTPOrb LIeNOCTHOCTMW.

Anpo OC nopgaepxmeaet TexHonormto KVM (Kernel-based Virtual Machine), o6ecneuynBato-
LLYIO co3aHre N PYHKLNMOHUPOBaHUE BUPTYanbHOM MHppacTpykTypbl. TexHonorus KVM skniovaet
B cebsa cneumanbHbii Moaynb agpa KVM un cpeactBo co3gaHus BUPTYanbHOMO NporpaMmMHoO-

annapaTtHoro okpyxexHuss QEMU.
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KVM ncnonb3yeT TEXHONOIMIO annapaTtHoOM BUpTyanu3aumm, nogaepXmeaemyro npoLuecco-
pamu oT Intel 1 AMD un nsBectHyto nog HassaHusmu Intel-VT n AMD-V. Vcnonb3ys 3arpy>KeHHbIn
B namaTb moaynb sapa, KVM ¢ nomolublo apariBepa norb30BaTeSIbCKOro pexuma (KoTopbiin
npeacTtasnsaet cobon moandrumnpoBaHHbii apareep oT QEMU) amynupyeT cron annapatHoro
obecneyeHus, B cpege KOTOporo MOryT co3gaBaTbCa M 3anycKaTbCsl BUPTyasibHble MalUWHbI.

B apxutekType KVM BupTyanbHas MallnHa BbINOMHSETCA Kak 00bl4HbIM npouecc OC, Ha
KOTOPLIN pacnpoCTpaHAETCs AeNCTBNE Mep NO naeHTUdUKauumn n ayteHTudmkaumm cybbekToB n
00BbEKTOB 4OCTyNa B NOSTHOM 06beme BO3MOXXHOCTeN dyHKumn 6esonacHoctn OC.

YnpaBsneHue cpegov BMpTyanusaumm obecneynBaeTcst yTUnMTon virsh ¢ MCNonb3oBaHu-
€M NporpaMmMHoOro uHTepdenca libvirt.

Libvirt — nporpammHoe obecneyeHne cepeepa BUpTyanmsauum, KoTopoe obecneumBaeT
cnocob ynpasneHus BUpTyanbHbIMU MalMHaMy 1 opyriumu YHKUNAMW BUPTYanu3aumm, Takumm
Kak ynpasneHne XpaHumuLiem n ceTeBbiM MHTEpdENCOM, JOCTYN K KOTOPOMY Takxe OorpaHn4ymBa-
eTCs B COOTBETCTBUM C ycTaHoBNeHHoN B OC NONUTUKOWN pasrpaHUyeHns gocTyna.

Ytunuta virsh npegHasHavyeHa ong yrnpasBrneHns rocteBbiIM1U CUCTEMaMn U rmnepBrn3o-
pOM, MUCMONb3yeT NPOrpaMMHbIN MHTEPdIENC cepBepa BUPTyanusaumm libvirt M CNyXWT ansrep-
HaTMBOW rpadou4eckoMy MeHeKepy BUPTYyarnbHbIX MalVH. HenpueunernpoBaHHble Nonb3oBaTenm
MOTYT BbIMOSMHATbL AOCTYN TOMbKO B pexume 4yteHusi. C NOMOoLbo virsh MOXHO UCMOMHATL Cue-
Hapuu Ans BUPTyarbHbIX MaLUWUH.

PasrpaHunyeHne gocrtyna K runepsBu3opy, cpeacTsam ynpasfieHUs KOMMIOHEHTaMuU BUp-
TyanbHOW UHAPACTPYKTYPbI (yTUnnTa virsh ¢ UCNOSib30BaHMEM MPOrpaMMHOro MHTepdenca
libvirt), K BUPTYyasibHbIM MalliMHaM, CIy>KeOHbIM AaHHbIM, NCMONb3yeMbIM A9 obecneyeHns
paboTbl BUPTYyanbHbIX dannoBbiX CUCTEM, K BUPTyaribHOMY annapaTtHOMY obecneyeHuto, aB-
naWwmmMca o6bEKTOM A0CTYNa, a Takke KOHTPOSb 3anycka BUPTyaribHbIX MALUWMH Ha OCHOBE
3agaHHbIX Npasun peanuayetcs cpegcreamm OC ¢ MCMNONb30BaHNEM MEXaHU3MOB ANCKPELIMOHHON
1 MaHOAaTHOW MOSUTUKM ynpaBneHns JOCTYMNoM.

Mpn goctyne K BUpTyaribHbIM MalluMHaM pasnuyaeTcs JOCTYN K cepBepy BUpTyanusaumm
libvirt oNs ynpaBneHus BMpTyanbHbIMM MallMHAMW U AOCTYN NOSib30BaTerst HENOCPEACTBEHHO K
pabodemy cTony BUPTyanbHOM MaLUWHBI.

HocTyn k cepsepy BupTyanusaumm libvirt Ang ynpasneHns BUPTYanbHbIMU MallMHaAMM
N 0OCTYN HENOCPEOCTBEHHO K pabovyemy CTony BUPTyasribHOW MallUHbI OCYLLIECTBISETCA TONbKO
nocrne NPOXoXaeHnsa naeHTurKaumm n ayTeHTudunKaumm nonb3osartenen.

Mopaepxka OUCKPELMOHHOMo M MaHOaTHOro ynpasfeHus 4OCTYNOM K BUPTYyasibHbIM
MallMHaMm B cepBepe BupTyanusauuu peanusyetrca cpeactsamum OC ¢ nomowbio gpavisepa
AOCTyna parsec, crnewumanbHO pa3paboTaHHOro ¢ UCNOSb30BaHNEM MPUKIIaAHOro NPorpaMmMHOro

WHTepdenca gpanBepoB JocTyna libvirt.
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[na xpaHeHust KoHUrypaumm n napaMmeTpoB BUPTYarbHbIX MalUH UCMOMNb3YTCA xml-
hannbl onucaHnsa KoHUrypauum BupTyasnbHblX MallvH. B danne koHdurypaumm sagaetcs coctan
annapaTHbIX CpeacTB, KOTOpble HEOBXoAUMO AMYNUPOBaTb AN1S AaHHOW BUPTYanbHOW MalUWHbI, a
Takxe napameTpbl MICNOMb30BaHNS PeCypCoB cepBepa BUpPTyanusaumm (npowueccopa, onepaTtusHon
namaTn n gpyrnx nsmyecknx yCTpomucTBs).

Mpu coszgaHumn BUPTYanbHOW MaLLVHbI 3a4at0TCsl KOH(PUrypaumMoHHbIE NapaMeTpbl U co3fa-
eTcsa pann-obpas 3arpy3o4HOro Ancka BUpTyanbHOM MawwunHbl. Popmat canna-obpasa 3aBucuT
OT BblIOpaHHOro cpeacTBa amynsauumn annapaTtHoro obecneyenus. B OC ncnonb3ytoTcsa cpeacTtea
amMynsauumn annapatHoro obecneyeHunsa Ha ocHoBe QEMU. Kpome Toro, cyliecTByeT BO3MOXHOCTb
KOHBepTMpOBaHUsA oopmaToB 06pa3oB ApyrMx CPeacTB aMynAuuKn annapaTtHoOro obecneyeHus.

Mpu 3anycke BUPTYyanbHOW MalUVHbI CepBep BUpTyanu3aumMm libvirt nogrotaBnveaet
HeobxoanMyro Anst PYyHKUMOHUPOBaHUS BUPTYyanbHOW MalLMHbI MHOPACTPYKTYpy u oopmumpyeT
COOTBETCTBYHOLLNIN HAOOP NapamMeTpoB 3anycka cpeacTsa aMynauumn annapaTtHoro obecnevyeHus
QEMU. Mocne noarotoBuTenbHbIX AENCTBUIA Npomn3BoanTCa nopoxaeHus npouecca OC, B pamkax
KoToporo 6yaeT (byHKLUMOHNPOBATL BUPTyanbHas MawmHa. Kaxxaas 3anyckaemas BupTyanbHas
MaLlnHa PYHKLMOHMPYET OT MMEHWN YYETHOW 3anmcu 3anyCTUBLLEro ee Nnosib3oBaTtenis u ¢ ero
MaHAaTHbIMK aTpubyTammn 6e30nacHOCTH.

[na obecneyeHns 6e3onacHOCTM (PYHKLUMOHNPOBAHUS BUPTYarbHbIX MaLUWH cepBep BUp-
Tyanusaumm libvirt ucnonb3yeT KoHuenuuio gpamBepoB G6esonacHoctn sVirt. [laHHass KOH-
Luenuus npeacTtaensetr cobon cneunanbHbIM NPOrpamMMHbIN MHTEPdENC ANA co34aHnsa MOoayren
6e30nacHOCTU, UCMOSb3yeMbIX AS151 HACTPOMKM OKPY>KEHUS U UHPPACTPYKTYpbI 3anycka u pyHKLMO-
HUPOBaHMA BUPTYasibHbIX MAaLUUH B YCNOBUAX MX U30MNSLMN U MAaHAATHOMO YrpaBneHnsa JOCTYMNOM.

BbinonHeHne TpeboBaHumn no 3awmTe nHdopmaumm npu yHKLNOHMPOBAHMM BUPTYyarb-
HbIX MaLUWH JOCTUraeTcs COBMECTHbIM UCMNONb30BaHNEM MPOorpamMMHbIX kKoMmrnoHeHToB OC: sVirt,
Moy ANCKPELMOHHOIO ynpasneHnsa 4oCTynom dac 1 cneunansHo pa3paboTaHHOro Mogyns MaH-
AaTHOro ynpasneHust 4OCTYNOM parsec, B3aMMO4eNCcTBYyOLWEero ¢ noacucteMon 6es3onacHocTu
OC.

Mopaepxka OyHKLNMOHMPOBaAHNA BUPTYaribHOW MalLMHbI B peXnMe 3anpeta Moandguka-
unm ee pannoB-o6pas3oB OCyLWeCTBNAETCA cneynanbHbiMM cnocobamm 3anycka BUpTyasibHOM
MaLUMHbI, peann3oBaHHbIMN B OC, npm KOTOPbIX OCHOBHOW ddann-obpas 3aliuaeTca oT 3anmcu.
B 3aBncMmMoCTM OT BbIGPAHHOIO pexuma MCnonb3yeTcs co3gaHne ounanydeckom Konmm unu pas-
NNYHbIE BapuaHTbl CO30aHNA CHUMKOB dpann-obpasoB ¢ nocnefyrwmm ux yganeHmem nocne
3aBepLUeHnsa paboTbl BUPTYyanbHOW MaLUUHBbI.

YnpasneHne JOCTYNOM BHYTPWU rOCTEBOW OMNepaLlnoOHHON CUCTEMbI peannayeTcs BCTPO-
€HHbIMW CpeaAcTBaMn 3alUmTbl MHGOPMaLUMM N3 cocTaBa OnepaunoHHON CUCTEMbI UK cepTudn-

UMnpoBaHHbIMN HAJTOXKXEeHHbIMW CpeaCcTBaMU 3aLLNTbI MHd)OpMaLl,MM (B ciny4yae ncnosib3oBaHNA B
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KayecTBe rocTEBOM OMNepaunoHHON CUCTEMbI HECEPTUAULIMPOBAHHYIO No TpeboBaHuaM 6e3onac-
HOCTU MH(pOpMaLKN onepaLmMoOHHYIO CUCTEMY).

OC obecne4vnBaeT (PyHKUMOHUPOBaHNE BUPTYarbHbIX MaLIVH (BUPTyanbHOM MHpacTpyk-
TYpbl) B YCNOBUAX MaHAATHOrO U AUCKPELMOHHOIO ynpaBneHus 4OCTYNOM MpU MEXNPOLIECCHOM U
CEeTeBOM B3anMOAENCTBUM, BKINOYAs B3aMMOLAENCTBME MEXAY BUPTYanbHbIMM MallMHamMm no cete-
BoMY npoTokony |IPv4 (IPv6) B ycnoBrsx MaHaaTHOro ynpasreHust 4OCTYNoM 1 JOCTyn cy6bekToB
K dpannam-obpasam n akzemnngpam QyHKLNOHUPYIOLLMX BUPTYarbHbIX MaLUWH.

YnpaBsneHune notokammn MHoOpmMaLunm, B TOM YMUCre Nnpu B3aMMO4EeNCTBUM MEXAY rocte-
BbIMU ONepaunoHHbIMU CUCTEMAaMM, OCYLLECTBMNAETCA Ha OCHOBE KIacCUUKaALNOHHbBIX METOK,
YCTaHOBMNEHHbIX B COOTBETCTBMM C HaumoHanbHbiM ctaHgaptom FOCT P 58256-2018.

Takke B OC peanu3oBaH MexaHM3M KOHTEHepu3aumm, obecnevymBatoLLIMn peXXnm nN3ons-
LM NPOLLECCOB Ha YPOBHE f4pa onepaumoHHON cucTemsl. Vicnonb3oBaHMe AaHHOMO MexaHnu3ama
MO3BOMSIET 3anyckaTb NPUNOXEHNE N HEOBXOAUMBIA EMY MUHUMYM CUCTEMHBIX BUBNMOTEK B MOSMHO-
CTbi0 N30NMPOBAHHOM KOHTENHeEpe, coeanHsitowemcs ¢ xoctoson OC npu noMoLLm onpeaeneHHbIX
nHTepdencos. lNpouecchl, 3anyLeHHble BHYTPU KOHTENHEPA, M30SIMPOBaHbl OT MPOLIECCOB APYrux
KOHTeNHepoB 1 npoueccoB xoctoBon OC, 4To NpeaoTBpaLLaeT BO3AENCTBME HA HUX NOTEHUMANBHO
BPEeOOHOCHOro KoAa, BbIMOMHAEMOro B KOHTENHepe.

KoHTenHepbl naeHtTudunumpoBaHsl B OC kak 00bekTbl 4OCTYMNa, Ha KOTOpble pacnpocTpa-
HAKOTCA cnegylowmne yHKUUM 6e30nacHoCTU:

- ynpasneHue OOCTYMNOM;

- M30M5uUmMs NpOoLECCOoB;

- orpaHn4YeHne nNporpamMmmMHON cpeabl.

4.1.13. CepBuUC 3NEKTPOHHOWN NOANMUCHU

BO3MOXHOCTb CcO34aHMAa U MPOBEPKN YCUNEHHOW KBanNuUULMPOBAHHOW 3M1EKTPOHHOMN
noanucu (cepsuc anekTpoHHon nognucu (C3M)) obecneunBaeTcs NCNoNbL30BaHMEM KOMMNeKca
nporpamMmm 3awuLieHHON rpacmnyeckon NogcncTeMbl U NaketTa oOUCHbIX NPOrpaMmm, UHTErPUpPO-
BaHHbIX C LOMNOMHUTENBHO YCTaHaBNnBaeMbiMu cepTudmumpoBanHeiMmn ®CH Poccum cpeactBamum
Kpuntorpadgpudeckon sawmntsl nHpopmaumm (CK3W), npegHasHavyeHHbIMU ANg 3awwmTbl MHpopma-
LUK, He cofepKallen ceeeHus, COCTaBnsowme rocyqapCTBEHHYIO TalHy.

BHUMAHMUE! C3I1 npegoctaBnsieTcst nporpammamMmum, yHKLMOHNPYHOLLMMWN B YCOBUAX
NONUTUKN pasrpaHnUYeHnst 4OCTyna, He OonycKawwen ux npmmeHeHne coemectHo ¢ CK3U B
pexunme 06paboTkn cBeAEHMI, COCTaBNSAOLWMNX FOCYAAPCTBEHHYIO TalHy.

BHUMAHMUE! 3Gkcnnyataumna CK3U B coctaBe MHOPMAaLMOHHbLIX CUCTEM AOSMKHA OCY-
LLLeCTBNATLCA B COOTBETCTBMM € Npasunamu nonb3osaHuns CK3U u ykasaHuamu, onpeaeneHHbIMm

B dhopmMynsape (Unn MHbIX 3KCNIyaTaumoHHbIX AoKymMeHTax) Ha CK3.
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C3I obecneunsaet cosnaHune n nposepky A" aneKkTPOHHLIX JOKYMEHTOB B COOTBET-

cteum ¢ TOCT P 34.10-2012 cpeactsamu ceptudmumpoBaHHbix CK3N.

4.1.14. MapKkupoBKa AOKYMEHTOB

PelieHve 3agjayun mMapkupoBKM LOKYMEHTOB Mpu BbIBOAE Ha Mevyartb OCHOBAHO Ha WUC-
nonb3oBaHum B OC 3awmiieHHoro cepeepa nedatn CUPS, koTopbin o6ecneumBaeT MapKMpoBKY
BbIBOAMMbIX Ha neyaTtb JOKYMeHTOB. MaHaaTHble aTpmubyThl aBTOMAaTUYECKN CBA3LIBAOTCS C 3aja-
HMEeM ONis neyYaTy Ha OCHOBE MaHAATHOrO KOHTEKCTa Nofly4aeMoro CeTeBoro coeavHenns. Boisog
Ha nevatb OOKyMeHTOB 6e3 MapkuMpoBku cybbekTtamu JocTyna, paboTalowumMm B HEHYNEBOM
MaHOATHOM KOHTEKCTE, HEBO3MOXXEH.

Onsa paspeweHus cepeepy CUPS obpabatbiBaTb 3agaHua nedatn, popMmupyembie B
HEeHyrneBoM MaHAaTHOM KOHTEKCTe, HeOOX04MMO OT MMEHU agMMHUCTpATOopa BbIMONHUTL onpeae-
NEeHHble OeNCTBUSA, onpegenstolmne BO3MOXHbIM MaHOAaTHbIA KOHTEKCT, B KOTOPOM MOryT dhopMu-
poBaTbCA 3adaHns AN nevyaT Ha KOHKPETHOM MpUHTEpE.

MapkunpoBKa LOKYMEHTOB OCYLLECTBIISIETCA Ha OCHOBE CneayoLwwmx MoanduumpyemMbIx
dannos WabnoHoB:

- (pann wabnoHa, cogepxawmmn nHgopmanmo 06 aTpnbyTax MapKMpoOBKM N UX NOSIOXKEHUN

Ha CTpaHuLe Npy NeYatn AOKYMEHTa;

- cpann wabnoHa, cogepxalmin tHgopmMauuio o6 atpnbytax MapknpoBkm obopoTa no-

cnegHero nNUcTa AOKYMEHTa M UX MOSIOXKEHUN Ha CTpaHuLEe Npu neyaTn NATm U MeHee

9K3EeMMNMNSPOB JOKYMEHTA;

- dhann wabnoHa, cogepxawmn nHdopmaunio 06 atpmbytax MmapknpoBku obopoTa no-

cnegHero nucta AOKYMEHTa M UX MOSIOKEHUW Ha CTpaHuue npu neyatn 6onee natn

3K3eMMNNSAPOB AOKYMEHTA.

4.1.15. O6ecne4vyeHune paboTbl B OTKA30yCTONYUBOM peXume

®yHkunoHan OC nogaepkmMBaeT co3faHue KnactepHon annoBon cuctemol ¢ obecneye-
HMEM ee OTKa30yCTOMYMBOCTU (OTKaA30yCTOMYMBLIN KnacTep). [na co3gaHnsa oTKasoyCcTOMYMBOro
knactepa ucnonb3ytotca naketol Pacemaker, Corosync n Keepalived, a Takke Ceph ansa cosna-
HUS1 OTKa30yCTONYMBOW pacrnpeneneHHon annoBon cuctemMol. B oTkazoycToMuymMBOoM Kractepe
N OTKa30yCTOMYMBOWN pacnpepeneHHon hannoBon cucteMe npu BbIXOAE U3 CTPOS OAHOro U3
CepBepPOB COXpaHSETCS AOCTYMNHOCTb CEPBMCOB U MHGOpMaLUK.

Bonee nogpobHasa nHdopmaunsa npuseaeHa B gokymeHte PYCB.10015-01 95 01-1.

) OnekTpoHHas noanuce (B cooteeTcTBUM ¢ Ne 63-®3 ot 06.04.2011) — MHOPMAaLMS B 3NEKTPOHHOI hopme, KoTopasi
npucoeguHeHa K opyrovi MHpopmaLum B anNeKTPOHHON hopme (nognucbiBaeMon MHpopmaLuum) unm nHeiM obpasom
CBsi3aHa C Takon MHdpopmaLumen n koTopast UCnonb3yeTcs AN onpeaeneHus nuua, NognucbiBatoLLero HopmaLmio

(ABNsETCA IOPUAMNYECKN 3HAYMMON).
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4.1.16. O6ecnevyeHne HageXHoro hyHKLMOHUPOBaAHUSA

[nsa peweHnsa 3agaym obecneyeHnsa HagexxHoro yHkunoHnposaHmsa B OC peann3oBaHbl
CpeacTBa pe3epBHOro KONMpoBaHUst M BOCCTaHOBIEHMS Nocre cboeB 1 0Tka3oB 06opyaoBaHUA.

CpenctBa obecnevyeHnsa HageXxHoro yHKLMOHNPOBaHNA NPeaocTaBnaT crneayowmne
BO3MOXHOCTU:

- aBTOMaTU4eCcKoe BbINOMHEHNE B Npouecce nepesarpyskun nocne cbos nporpammbl Npo-

BEpPKM n BoccTtaHoBreHust OC;

- pesepBHOE KonNupoBaHue n BocctaHoBneHune OC;

- pesepBHOe KonnpoBaHue n BocctaHoBneHne CYB/.

Bonee nogpobHas nHgopmaumsa npueegeHa B gokymeHtax PYCB.10015-01 95 01-1 n
PYCB.10015-01 97 01-1.

4.1.17. O6ecne4vyeHune poctyna Kk b[j

PelwweHune 3apgayn obecneyeHus goctyna Kk B[l peannsoBaHo C MCNONb30BaHMEM 3aLLm-
LeHHoro komnnekca nporpamm CYB[] Ha ocHoBe ob6bekTHO-pendunoHHon CYB[] PostgreSQL,
AopaboTaHHOM B COOTBETCTBMM C TpeboBaHuem nHterpaumm ¢ OC B 4acTu MaHaaTHOro ynpasne-
HUSA OOCTYNOM K MHpopMauun 1 cogepxawen peanusaumo ArN-mogenn ynpasneHna 4OCTynom u
NHpopMauMoHHbIMK NoTokamu. anHaa [1-mogenb onncbiBaeT BCe acnekTbl ANCKPELNOHHOTO,
MaHOATHOro M PONEBOro yrnpaBfeHns 4OCTYNOM U MHAOPMALMOHHBIMW NOTOKAMM.

OC cosmecTHO ¢ CYB/] npegocTtaenseTt cnegyowme yHKUMM 3amTbl MHpopMaummn:

ayouTt 6e3onacHoCTH;

pornesoe, ANCKpeunoHHoOe N MaHOaTHOE ynpaBneHne AOCTYMNoM,

BOCCTaHOBMEHMEe MHopMaLMK (pe3epBHOE KONMpPOBaHME);

onpegeneHve atpmbyToB nonb3oBaTenen;

- ayTeHTMdmKaums cybbEeKTOB JOCTyNa 4O paspeLueHus noboro AencTBums, BbIMOMHAEMO-
ro npu nocpegHuyecTse oyHKLMI 6€30MacHOCTN OT MMeHU Nboro nonb3oBaTens;

- naeHTumKaums nonb3oBaTtenen 4o paspeLlleHns nboro 4encTBns;

- CBA3bIBaHME «MONb30BaTENb-CYOBLEKT», NpegycMaTpuBatoLLee accoLumnpoBaHne aTpuby-
ToB 6e30nacHOCTM nonb3oBaTens ¢ cybbektamy JocTyna U ynpaeneHne n3aMeHeHnamm
aTpubyToB 6e30nacHOCTU Nornb3oBaTenewu;

- nageHtTndukauma o6beKTOB AOCTyNa A0 pa3peLLeHns noboro 4encTeus;

- KOHTpOnb gocTyna (o6pallieHnin) cpeacTBamm MoHMTOpa obpatlueHun ns coctasa OC,
npoBepKa NpaBOMOYHOCTN OBpaLLeHMIA Ha OCHOBE YCTAHOBIEHHbIX MOMMTUK MaHO4ATHOW,
ANCKPELIMOHHOM 1 pONeBON NONUTUKM yNpaBnieHnsa OCTYNoM;

- OorpaHn4yeHme ceaHcoB NoJfib30BaTesN4.
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4.1.17.1. NpeHtTncdpukauma n ayteHTupmkaums

B xoge ayteHTudmKaumm ocylectengaeTca nposepka cepsepom CYB/[ NOANNMHHOCTU KIun-
eHTa 1 nocrneayrLLero onpeaeneHns Hanumumsa Ans KINMeHTCKOro NpunoXeHus (4ns nonb3oBarens,
KOTOpbIN 3anyckaeT KNMEeHTCKoe NpuroXeHue) npaea Ha coeauHeHve ¢ bl oT umeHn ykasaHHOro
nonb3oBartena bJl.

PostgreSQL npegnaraet HeCKOMMbKO pasnuYHbIX MeToA0B ayTeHTudukaumm. Metog, mc-
nosnb3yemblin 4nsa ayTeHTUUKaLumm KImMeHTCKOro CoeaAnHeEHNsl, MOXeT ObiTb BblIOpaH Ha oCHoBe
agpeca ysna ceTtu knueHTa, B[l n nonb3oBarens.

MwmeHa nonb3osaTtenen CYB[ PostgreSQL nornyecku otaeneHsl OT UMEH Nofnb3oBaTtenemn
OC, B koTOpou 3anyuleH cepsep CYBL. NMpn peanusaunmn TpeboBaHUIW MO 3aLLumMTe NHOPMaLUN
OT HEeCaHKLMOHMPOBAHHOIO AOCTYMNa yCTaHOBeHa HeobxoaMMOCTb obecrnevyeHnss COOTBETCTBUSA
nonb3oBatenen CYB[ y4deTHbim 3anucam B OC. lNpu HacTponke ayteHTudumkaumm B CYB[L
cnegyeT UCnosnb30BaTh TOMBKO METOAbI ayTEHTUMUKALMMK, B KOTOPbIX OCYLLECTBNSETCA NogobHoe
conocTaBneHue.

Mpwn nonbiTke coeanHeHnst ¢ cepeepoM CYB[] KNMeHTCKoe NpUnoxXeHne ykasbliBaeT Nosb-
3oBatensa CYB[] PostgreSQL, OoT MMeHN KOTOPOro ocyLlecTBRsieTca nogkrtodeHne. B npegenax
okpyxeHuna SQL aktnsHoe umsa nons3osatena CYB[ onpegensier npasa Ha o6bekTbl B/.

KoppekTHasa pabota ¢ CYB[] npeanonaraet ucnonb3oBaHne mexaHmama ENMM. Ons obec-
nevyeHnsa CKBO3HOW ayTeHTudmkauum nonb3oBatenen EMM B CYB[ Heobxoaumo B KadecTBe
MeToda ayTeHTUdMKaLUN yKkasaTb gss M NPOBECTM COOTBETCTBYIOLLYIO HACTPOMKY cepBepa U
knneHta CYB[ PostgreSQL.

[ns asTopusaumm yepes PAM nonb3oBarernb, OT koToporo pabotaet CYB[ PostgreSQL,
AOIMKEH MMETb NpaBa Ha YTeHue nHgopmaumm n3 b nons3oBaTtenen n obnagatb CBEAEHNAMU O
MaHOATHbIX METKax U NPUBUErnsix.

4.1.17.2. YnpaBneHve fOCTYNnom

[unckpeumoHHoe ynpaBreHne AOCTYNoM K AaHHbIM O6bekTHOo-pensiumoHHon CYB[
PostgreSQL 13 coctaBa OC obecneunBaetcsa B NOHATUAX pensumoHHon CYB[. C kaxabiM TUnom
obbekToB B[l accoumupyeTca onpegeneHHbli HAbop TUMOB AOCTyNa (BO3MOXHbIX onepauui). [Ons
Kaxaoro oobekTa 3aaeTcs CNMCOK paspeLLeHHbIX AN KaXaoro U3 NoMMeHoBaHHbIX CyObekToB
B[ (nonb3oBaTenen, rpynn unm ponewn) tTunos goctyna (T.e. ACL). N B ganbHenwem npu pasbope
3anpoca Kk B[] ocyuiecTBnsieTcsi npoBepka BO3MOXHOCTU NpeaocTaBneHnsa goctyna cybbekTa K
o6bekTy Tuna, cooTBeTCTBYOLWeEro 3anpocy. [Npn BeinosHeHUU NHG0Oro 3anpoca nosib3oBaTens
(cybbekTa B1) K 3awmaemomy pecypcy (06bekTy B[1) BbINOAHSAETCA ANCKPELIMOHHOE ynpaBreHue
AOCTYNOM Ha OCHOBE YCTaHOBMEHHbIX MONb3oBaTento npas. [na KaXaow BbINONHAEMOW onepaumm
NPOM3BOAMTCS NPOBEPKA Hann4ums npasa y nonb3oBaTens Ha BbiNOSIHEHME AAaHHOW KOHKPETHOM

onepaumu.
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B CYB[ PostgreSQL ans ynpasneHus npaBamm Ha goctyn K B[ ncnonb3yercs KOH-
uenuusi ponen — porieBoe yrnpaeneHne goctyrnoMm. [loa ponbio NoHMMaeTcHa nosib3oBaTternb Um
rpynna nonb3oBaTenen b. Ponn moryT aBnsatbca Bnagensuamm oobektos B n moryt HasHa-
YyaTb NPUBUIIErMN Ha ynpaBneHne obbekTamu Ans Apyrux ponen, MMerLwmx 4OCTYN K JaHHbIMK
obbekTam.

Cuctema npusunernn CYB[ PostgreSQL npegHasHayeHa ans nepefayun otaenbHbIM
nonb3oBaTensiM NpaB BbINOSIHEHNSA ONPeAENEeHHbIX aAMUHUCTPATUBHbLIX AeNCTBUA. OObIYHBLIN NOMb-
30BaTefb CUCTEMbI HE MMEET AOMNOMNHUTENbBHBIX NpuBmUnernin. NMpuemnnernn 9BnaOTCA NOAKNACCOM
aTpubyTtoB nons3osartens CYB[] PostgreSQL.

Ponu CYB[ koHuenTyansHO oTnnyatotest oT nonb3osaternen OC. Kaxgoe nogkrnoveHme K
cepepy CYB[] ocyliecTBnseTcs oT UMeHU onpeaeneHHon ponn, Kotopas onpeaensieT NepBUYHbIe
npaea gocTtyna Ansi KoOMaHg, UCNoNnb3yeMbIX B KOHTEKCTE NOAKMYEHNs. Mima ponun, ncnonb3yemoe
npv nogkntodeHnn Kk b, onpegensaeTcs KNMeHTOM B 3anpoce Ha coeanHeHne cnocobom. Habop
ponen CYB[, oT MMeHN KOTOPbIX KMMEHT MOXET OCYLLeCTBUTb MOAKIYeHue, onpeaensercs
3HaYEeHUAMU NapameTpoB ayTeHTudukaumm knneHta. Ponu CYB[l Ha3HavyaeTca Habop aTpnbyTos,
onpenensawmx ee npasa 1 B3aMmogencTBYOLWNX C CUCTEMOW ayTEHTUMUKALMN KITMEHTA.

B ocHoBe MexaHM3Ma MaHAaTHOro ynpasneHusa AocTyrnoM B 3awmieHHon CYB[] 3 cocta-
Ba OC nexuT ynpasrneHue AOCTYNoM K 3awmaemMbiM pecypcam bl Ha oCHoBe nepapxmyeckmx u
Henepapxmyecknx METOK JOCTyna. B kKayecTBe nepapxmyecknx n Hemepapxmy4ecknx MeEToK 4ocTyna
npu ncnonb3oBanun CYB[ B OC ncnonb3yoTca METKU KOHUAEHUMANTbHOCTN U METKn 6e3-
onacHoctn OC. CYB[] PostgreSQL He nmeet COBCTBEHHOrO MexaHM3Ma Ha3Ha4YeHUs!, XpaHeHUs 1
mMoamdmKaumm METOK Nosib3oBaTtenen n ncnonbayeT ang atoro mexaHnamol OC.

CuctemMHbIn KaTanor (MeTagaHHble) paccMmaTpMBaEeTCa Kak camoctoaTensHas bll, pea-
nun3oBaHHas ¢ nomolbo cpeacts CYB/. MNpu aTom Bce onepauumn ¢ aton Bl ocyuiecTBnaoTCA
nNMBO € NOMOLLbIO crieynanbHbIX KOHCTPYKUUKM si3blka 3anpocoB SQL unn npueBunernpoBaHHbIM
nonb3oBaTeneM B cneyuanbHOM pexnme. Takum obpasomM, MaHOaTHOE yrnpaBneHue OCTYnoM
npuMeHsieTcs Ko BceM obbekTam BJl. MeTkn cnMcTteMHbIX 0OBbEKTOB pacnonaratoTcs B 3anmncsx
Tabnuuy, CMCTEMHOrO KaTanora, HENOCPEACTBEHHO ONUCHIBAKOLMNX 3aLllMLLaeMbIl OOBEKT.

lMpoBepka MaHAaTHbIX NpaB gocTtyna k o6bektam CYB/] ocyuiecTBnaeTcss O4HOBPEMEHHO
C NPOBEPKOM ONCKPELIMOHHbBIX NpaB A0CTyNa K HUM.

B OC kaxabin nonb3oBaTenb MOXET MMETb MHOXECTBO METOK, KOTOpPoe 3adaeTcsl Mu-
HUMaribHOM N MakcMMaribHOM MeTkamu gumanasoHa. Utobbl nogaepxats aTy mogens B CYB[]
PostgreSQL kaxgon ceccum nNonb3oBaTens HasHa4arTCa TPU METKU: MakCuMarnbHasi, MUHUMarb-

HaA U TeKylliad.
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Mx HayanbHas nHuumanmsauusa ocyLLecTBNAeTCca No onpeaeneHHomMy anroputmy. Mpu
BO3HWUKHOBEHUM CUTyaLNN C HECOBMECTUMOCTBLIO METOK UMW BbIXOAOM 3a Npeaeribl AuanasoHa,
npouecc ayTeHTUMKaunn KnmeHTa npepbiBaetcsa u goctyn Kk b 6nokupyertcs.

OnucaHve NpMMeHeHNsa ANCKPELIMOHHOIO yrpaBrneHs 4OCTYNOM U MaHOAaTHOro ynpasrne-
Husa goctynom B CYB[] PostgreSQL npuBegeHo B gokymeHTe PYCB.10015-01 97 01-1.

4.1.17.3. Peructpaumnsa cobbitun 6e3onacHocTun

B 6ubnuotekax noacmuctembl 6e3onacHoctn PARSEC peanusoBaH nporpaMMHbINA NHTEp-
denc ons npoToKONMpoBaHMs COBbLITUIN C NCNONb30BAaHNMEM PACLUMPEHHOWN NOACUCTEMbI NPOTOKO-
NMpOBaHNA, NpUMeHsieMbI ansa pernctpauum cobbitun B CYB[, PostgreSQL.

B CYB[ PostgreSQL anst HacTporikn pexxuma paboTbl NOACUCTEMbI perncTpaumnmn cobbl-
TUW UCMOSb3YTCH KOHPUIypaunoHHbIN NapameTp ac_audit_mode pavna postgresql.conf.
HacTtporika nogcuctembl cooblieHnn ayguTta B CYB[] PostgreSQL obecnevnBaetcs koHUrypaum-
OHHbIM PannoM pg_audit.conf KOHKPETHOro Krnactepa AaHHbIX. B 3ToM KOHdUrypaymoHHoOM
hanne 3agatoTcsl CNUCKM YCMELLHbIX M HeyCMNeLLHbIX TUMOB 3anpocoB Ha JOCTYnN, KOTopble OyayT
pernctpupoBaTbcs B xXypHane CYB[ n nogcncteme aygmuta OC onsa oTAenbHbIX NOnNb30BaTenemn
n no ymonyaHut. NIHdopmauma o coegmHeHnn nonb3oBaTenen ¢ bl n pasbeanHeHun ¢ Hen
pernctpupyetca Bcerga.

B CYB[ PostgreSQL macka pernctpaumm cobbiTUin ycTaHaBNMBAETCS B NpoLecce aBTopu-
3aumy nonb3oBaTens CornacHo BblbpaHHOMY pexmMy paboTbl NOACUCTEMBI perncTpaunm cobbiTumn
N HaxoguTcsa B aTpmbyTe ceccun ac_session_audit.

|_|pl/l 9TOM pearinm3oBsaH cne,u,yrom,mﬁ nopAaanokK npuMeHeHUA HacTpoek permcrtpaummn CcobbI-

HaCTPOWMKM OJ151 KOHKPETHOWM POSiM N KOHKPETHOW 6a3bl OaHHbIX;

HACTPOWMKM OS5 KOHKPETHOW POru;

HaCTpOIZKM anda KOHerTHOIZ 6asbl AaHHbIX;

AJ1s1 BCEX OCTanbHbIX.

4.1.17.4. O6ecnevyeHne HagexXHoro hyHKLUMOHUPOBaAHUA

B cnyyae BO3HMKHOBEHMSA OLUMBOK B XPaAHALLMXCS AaHHbIX, HAPYLIEHUS LENOCTHOCTU Unn
B crny4yae nporpamMmMHoro n/wunu annapatHoro cbos cepsepa CYB[] Heobxogmumo npoBeaeHue
npouenypbl BocctaHoBrneHus BI. [Npn aTOM B 3aBUCMMOCTU OT TSXKECTU NOBPEXAEHUN MOXET
OCYLLECTBIIATLCA Kak COXpaHeHMe cyllecTBytoLlero knacrepa bl ¢ nocnegyrouwmm ero Boccra-
HOBMNEHWEM, Tak U BOCCTAHOBIEHNE U3 pe3epBHbIX KOMUN, CO34aHHbIX B Npouecce perynsipHoro
npoBeaeHns pernameHTHbIX paborT.

B PostgreSQL cyulecTBytoT Tpy NOAX04a K pe3epBHOMY KOMMPOBAHWUIO JaHHbIX:

- SQL-pamn;

- pesepBHOE KonupoBaHue Ha ypoBHe ®C;
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- HenpepbiBHOE apXUBMPOBAHME.

CYB[ PostgreSQL n3 coctaBa OC cogepXuT psg CTaHOAPTHbIX CPeACcTB pe3epBHO-
ro KonMpoBaHus n BocctaHoBneHust b. K HMM oTHOcATCA yTunuTbl pg_dump, pg_dumpall,
pg_restore W, B TOM YUCIe, MHTEPAKTUBHbBIN TepMUHAN psgl, C MOMOLLIO KOTOPOro MOryT ObITh
BOCCTaHOBIIEHbI PE3€PBHbIE KONUKN, COXpaHEHHbIE B B1ae ckpunta SQL.

[na co3gaHns n BOCCTaHOBMNEHNSA pe3epBHbIX KONUW 6a3 AaHHbIX C MaHOATHbIMKU aTpuby-
Tamu Heobxoammo, YTobbI Nonb3oBaTENb MMEN COOTBETCTBYOLWME NpuBunernn. [Ans cosgaHus
pesepBHoM konuu Bl B BUae hanna B TEKCTOBOM Mnu Apyrnx popmarax UCnosib3yeTcs yTmnura
pg_dump, KOTOpasa co3aeT COorfacoBaHHYO Konuio, Aaxe ecnu B ncnonbsyetcs, npyn aTom
aoctyn K Bl opyrnx nonb3oBartenen He Gnokupyertcs.

PesepBHasa konua MOXeT co3gaBaTbCs B BUAE CKpunTa unn popmaTtax ynakoBaHHOro
danna. CkpunT pe3epBHOM KONUKN NPeAcTaBnseT cobon TEKCT, COAepKaLlMin NocrnenoBaTenbHOCTb
SQL-komaHg, HeobxoauMblx Anst Bocco3aanns bl 4o cocTosiHUSA, B KOTOPOM OHa Obifia coxpaHeHa.
[lns BOCCTaHOBEHNA U3 CKpUNTa OH NodaeTcsl Ha BXO4 yTunuTbl psgl. CKpunT MoOXeT ObITb
ncnonb3oBaH Anga sBocco3gaHua bl Ha apyrom cepeepe unu apxutekType, a Takke Ha Apyrnx
CYB[ npwn BHECEHUN B HETO HEBOMBLLUNX N3MEHEHWA.

YTunuta pg_dumpall uUcnonb3yeTca Ans co3gaHnsa pe3epBHOM KONMUKM BCEro KrnacTtepa B
BMOe ckpunra.

Ckpunt cogepxut SQL-komaHabl 1 MOXeT ObITb NOAaH B AarbHENLEM Ha BXO4 YTUIUTbI
psql anga BocctaHoBreHus. Onepaums ocyLLecTBNAeTCa nocneaoBaTesibHbIM BbI3OBOM YTUNK-
Tbl pg_dump Ana kaxgoun b knactepa. Kpome atoro, pg_dumpall coxpaHdaeT rrobasnbHble
06bekTbl, eanHble ans Bcex bl (pg_dump nogobHble 06beKTbI HE coxpaHsieT). [JaHHble 0Obek-
Thl BKMOYAKOT B cebsa MHopmaLmMio 0 Nonb3oBaTensx v rpynnax n Takme CBOMCTBA, Kak npasa
AocTtyna, npumeHsemble anga scex bl B uenom.

[1na BocCTaHOBMEHWSI apXMBOB pe3epBHbIX konun B, NonyYeHHbIX C NOMOLLLIO YTUNUTLI
pg_dump, Ucnonb3yeTtcs yTunuta pg_restore. OHa BbINOMHAET KOMaHAbl, HeobxoauMble Ans
BoccosaHna B[l 4O COCTOSAHUS HA MOMEHT BPEMEHWN CO3LaHUs pe3epBHON Konun. ApXMBHbIE
dannbl Tak e NO3BOMAT BbIOMpaTb C NOMOLLLID YTUNUTBLI pg_restore, YTO MMEHHO BOC-
CTaHaBnMBaTb, MEHATb NOPSAOK BOCCTaHaBNMBAEMbIX 3r1ieMeHTOB. Dannbl apX1BOB SIBMSAIOTCS
NepeHOCUMbIMU MEXAY PasHbIMU apXUTEKTYpaMM.

YTunurta pg_restore MOXeT (PyHKUMOHMPOBATL B ABYX pexumax. [pu ykasaHmn B[]
apxvB BOCCTaHaBNMBaeTCA HENOCPEACTBEHHO B Hee. B gpyrom cnyyae cKpuvnT, cogepxallnim
Heobxoaumble ans nepeco3ganmsa b SQL-komaHabl, co3gaeTca U BbiBOAUTCA B hann unm

CTaHOapPTHbIMA NOTOK BbIBOAA.
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4.1.18. N'MnepTekcTtoBas o6paboTka AaHHbIX

PelleHne 3agayn runeptekctoBon o6paboTknm OaHHbIX OCHOBAHO Ha MCMONb30BaHUN
3alUMLLIEHHOrO KoMMneKkca NporpaMm rmnepTekcToBor 00paboTku AaHHbIX, KOTOPLIW BKIOYaeT
web-cepBep Apache2 n 6paysep Mozilla Firefox, gopabotaHHble onsa uHTerpauum ¢ S4pom
OC n 6a3oBbiMM BubnMoTekamm c Uenbio obecrneyeHnss MaHOATHOrO yrnpaBreHust 4OCTYNoMm
Npyv opraHn3aumm yganeHHoro ocTyna K MHOPMaLUNOHHBIM pecypcaM B MHGOPMaLMOHHbIX
N ynpaBnsawLMX CUCTEMAX, B KOTOPbIX OCYLLECTBSETCA XpaHeHue, obpaboTka u nepegada
KoH(hnaeHumanbHOM MHopMaumm n nHopmMmaunmn, coaepxawemn cBedeHus, coctTaBnsarLmne
rocyapCTBEHHYIO TanHy.

Web-cepBep 3aLmLeHHOro KoMmnnekca nporpaMmm rmneptekctoBon obpaboTkn 3anyckaeT-
cs kak cepsuc OC. NMpu o6cnyxnuBaHMmM 3anpocoB NOSb30BaTeNen OCyLECTBNSETCS NepeknoveHne
B MaHOATHbIN KOHTEKCT 6e3onacHoCTu nonb3oBatens. MIHpopmaunoHHble pecypcbl, K KOTOPbIM
OCYLLIECTBNSIETCH AOCTYN, XpaHATcsa Kak 06bekTbl PC. Takum obpa3om, 4OCTYN K 3aLLMLLAEMON UH-
dopmaumn pasrpaHUUInMBaETCa cpeacTBamMm paclumpeHHon nogcmucteMbl 6esonacHoctn PARSEC.

B 3awmiieHHOM KoMnfekce NporpaMmm runepTekctoBon obpaboTkm obecnedeHo pyHKLMO-

HupoBaHue B EIMM.

4.1.19. O6MeH coobLWEeHNAMN INEKTPOHHOM NOYThI

B kavecTBe 3alUMLLEHHOro KOMMsieKkca nporpamMm 9reKTPOHHOW MOYTbl MCMOSb3YyeTcA
cepBep 3NEKTPOHHOM MOYTLI, COCTOSALLMIN U3 areHTa nepegaym anekTpoHHon noytel (Mail Transfer
Agent, MTA) Exim4, areHTa gocrtaeku anektpoHHon no4tsl (Mail Delivery Agent, MDA) Dovecot n
KnveHTta anekTpoHHoun noythl (Mail User Agent, MUA) Mozilla Thunderbird, nopaboTaHHbIx Ans
peanusaunm cnegyowwmx AONONHUTENBbHbLIX (PYHKLUNOHANBbHbLIX BO3MOXHOCTEMN:

- mHTerpaumm ¢ agpom OC n 6a3oBbIMK BUbNMoTekamm ana obecnedeHnst pasrpaHUYeHns

AocTyna;

- peanusauun MaHOaTHOro yrnpasrieHUst 4OCTYNOM K MOYTOBbIM COOBLLEHUSAM;

- aBTOMaTU4YECKON MapKMPOBKN CO34aBaEeMbIX NOYTOBLIX COOOLLEHUIN, OTpaXatoLwmx ypo-

BEHb UX KOHUAEHUNANBHOCTMU;

- perucTpauum nonbITOK 4OCTYNa K NOYTOBLIM COOBLLEHUAM.

AreHT nepegaym 9neKTPOHHOW NOoYTbl ucnonb3yeT npotokon SMTP n obecnednBaet
pelleHne cnegyowmx 3agaq:

- OOCTaBKy MCXOASLLEN NOYTbl OT aBTOPU3OBAHHbLIX KIMEHTOB OO CepBepa, KOTOPbIn

SABNSIeTCA LeneBbiM Ansi 06paboTkn NOYTOBOro AOMEHA nonyyaTens;

- npuem n 06paboTKy NOYTOBbLIX COOBLLEHN JOMEHOB, ANSA KOTOPbIX OH SIBMSIeTCS Lene-

BbIM;

- nepefgadvy BXogsLmMX NOYTOBbLIX COOOLLEHNN ANss 00paboTkn areHTOM LOCTaBKU 3reK-

TPOHHOM MNOYThI.
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AreHT JOCTaBKM 3NIEKTPOHHOM NOYThI NpeAHasHayYeH Ansa peweHns 3agad no obenyxu-
BaHWIO MOYTOBOrO Karasnora u npegocTaBreHns yaaneHHoro Aoctyna K noYToBOMY SLLMKY MO
npotokony IMAP.

KrnneHT anekTpoHHOM no4yTbl — 3TO npuknagHoe O, yctaHaBnMBaemoe Ha paboyem
MecTe nonb3oBaTtend u npegHasHayeHHoe ANS rnonyyvyeHus, co3faHus, oTnpaBku N XpaHeHUs
COOBLLEHNIN 3NEKTPOHHON NOYThI NOMb30BaTens.

B 3awmiieHHoOM KoMnnekce NporpaMmm 3f1EKTPOHHON NOYThLl o6ecnevyeHo PyHKLMOHNPOBa-
Hue B EIIT.
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5. BXOOHbIE U BbIXOAHbIE OAHHbLIE

5.1. BxogHbiMu gaHHbiMu ang OC asnatoTcs:

- obpaweHue cybbekToB goctyna (npoueccoB n komaHa CYB/) k 3awmuwaeMbiM UMEHO-

BaHHbIM CYyLLHOCTSM — hbannam (nporpammam, 6ubnuotekam, cannam c nonb3oBaTtenb-

CKon 1 cnyxebHon nHopmaumen), katanoram, cneunanbHbim dannam (yCTponcTeam,

ccbinikam, kaHanam FIFO v 1.n.), B n nx anemeHTam (Tabnuuam, 3anncam, nonsim

3anucen, Tpurrepam u T.1.), a Takke cpeacteam IPC (noptam, coketam, cemacdopam);

- atpubyTbl, onpeaensoLmne NoNHOMoUNS CyGbEKTOB AOCTYNa U NpasBuna pasrpaHuyeHns

AOCTYna K CYLLHOCTSM.

5.2. BbixogHbiMn aaHHbiMK ana OC aBnaetca pesynbraT MCMNoNb30BaHUSA CyObekToM
A0CTyna 3alumLLIaeMON CyLHOCTU, NPeaoCTaBNEHHOro eMy B COOTBETCTBUMN C YCTAHOBNEHHbIMU
MPO. K Taknm pesynstatamM MOryT OTHOCUTLCS: 3anyck nporpamMmbl, pefaktupoBaHue danna,

co3gaHue cokeToB, JobaBneHne gaHHbIX B B v 1. n.



38
PYCBE.10015-01 31 01

NEPEYEHb COKPALLEHUN
B — 06a3a gaHHbIX

EMM  — egmHoe npoCTpaHCTBO Mosb3oBaTenemn

HXMI — HakonuTenb Ha Xe€CTKOM MarHUTHOM AuCKe

on — onepatmBHas NamsaTb

oC — onepauuoHHas cuctema creumanbHoro HasHadyeHus «Astra Linux Special Edition»
rno — nporpammMmHoe obecneveHune

MPO  — npasuna pasrpaHnyeHus gocTyna

C3n — cpeacTea 3aluTbl MHopMaLuum

CMNO — cneumanbHoe nporpammHoe obecneveHne

CYBA — cuctema ynpasneHus 6azamun gaHHbIX

C3Oll  — cepBuUC aneKkTPOHHOW Noanucu

oC — (pannosas cuctema

arl — anekTpoHHasa nognucek (B cootBeTcTBum ¢ Ne 63-d3 ot 06.04.2011)

QUM — anekTpoHHas umdposas noanucek (B cootBetcTBum ¢ FTOCT P 34.10-2012)

ACL — Access Control List (cnncok koHTpona goctyna)

ALD — Astra Linux Directory (eanHoe npocTpaHCTBO Nonb3oBartenen)

CIFS — Common Internet File System (o6wwnin npotokon goctyna k pannam VIHTepHeT)

DHCP — Dynamic Host Configuration Protocol (npoTokon guHaMmmMyeckon KoHurypauum xocTa)

DNS — Domain Name System (cuctema JOMEHHbIX UMEH)

FIFO — First-In, First-Out (nepBbiM Npuwen — nepsbiM 06CNyXeH — aucuUUnanHa odepean)

FTP — File Transfer Protocol (npotokon nepeaayun ¢annos)

GID — Group ldentifier (ngeHTMdMKaTOpP rpynnbi)

HTTP — HyperText Transfer Protocol (npoTokon nepegayn runeprekcra)

IP — Internet Protocol (mexceTeBon npoToKon)

IPC — InterProcess Communication (mexnpoLeccHoe B3auMoaencrame)

IMAP — Internet Message Access Protocol (npoTtokon gocrtyna k coobweHunsam B cetn VIHTEpHeET)

LDAP — Lightweight Directory Access Protocol (nerkoBecHbI MPOTOKON JOCTyNa K cepBucam
KaTanoros)

NFS  — Network File System (ceteBas cpannosas cucrema)

NTP  — Network Time Protocol (npoTokon ceTeBoro BpemMeHu)

NSS — Name Service Switch (gucnetyep cnyx6bbl UMeH)

PAM  — Pluggable Authentication Modules (nogkntodaemble Moaynu ayTeHTUdUKaLmm)

PID — Process |dentifier (ngeHTndmkatop npouecca)
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SMB  — Server Message Block (6rnok coobuieHunin cepeepa)
SMTP — Simple Mail Transfer Protocol (npocTon NpoTOKOs 3NeKTPOHHOW MOYTbI)

SSH  — Secure Shell Protocol (npoTokon 3awuweHHon nepegayun nHgopmaumm)
TCP  — Transmission Control Protocol (npoTokon ynpaBneHnsa nepegaven aHHbIX)
TFTP — Trivial File Transfer Protocol (npocTtenwmin npotokon nepegayn annos)

uiD — User |dentifier (nageHTudmkatop nons3osarens)
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