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AHHOTALUA

HacTtosawmn [OKYyMEeHT sBNSeTCA MepBOM 4YacTbi PYKOBOACTBA afMUHUCTpaTopa
ornepauuoHHOW CcuUCTeMbl cneumanbHOro HasHadveHusa «Astra Linux Special Edition»
PYCB.10015-01 (ganee no tekcty — OC).

[oKyMeHT npeaHasHavYeH Ans agMMHUCTPaToOpOB CUCTEMbI U CETU.

PykoBoacTBO agMUHMUCTpaTopa COCTOMT U3 ABYX YacTeu:

- PYCB.10015-01 95 01-1 «OnepaunoHHas cmctema cneumanbHOro HasHadyeHuns «Astra

Linux Special Edition». PykoBoactBo agMuHuctpartopa. Yactb 1»;

- PYCB.10015-01 95 01-2 «OnepaumoHHasa cuctema crneumnanbHoro HasHavyeHnsa «Astra

Linux Special Edition». PykoBoactso agMuHuUcTpaTopa. Yactb 2».

B nepBow 4yactun pykoBoacTBa npmBeeHO Ha3HavyeHue, ycTaHoBka u Hactporika OC. Pac-
CMOTpPEHbI CUCTEMHbIE KOMMOHEHTbI, CEPBUCHI U KOMaHAbl, 6a30Bble ceTeBble Cry»0Obl, cpeacTea
opraHusaumm ElMN, sawuweHHasn rpadpuyeckas nogcmucrema, yrnpasneHme nporpaMmMHbIMU NakeTa-
MU, pe3epBHOe KONUpOoBaHWE U BOCCTAHOBIEHWE JaHHbIX, cucTeMa nedyaTu, 3awmuweHHas CYB[,
3alULLEHHbIE KOMMNIIEKChI MPOorpamMMm rmnepTekcToBon 06paboTkM AaHHbIX U ANIEKTPOHHOW MOYTHI,
cpeacTBa KOHTPOSS LENOCTHOCTU, LEeHTPariM3oBaHHOMO NPOTOKONMPOBAHNA N pasrpaHUYeHns
AoCTyna K nogknio4yaeMbiM yCTPONCTBAM.

MprBeaeH cnnucok coobLeHnn ons agMuHUCTpaTopa.

Bo BTOpoW YacTu pyKoBOACTBa NpUBEAEHO onucaHne paboTsl ¢ 3awwmweHHon CYB[.

[dononHutensHasa MHpopMaLmnsa 0 HACTPONKE CUCTEMHbBIX KOMMOHEHTOB W YNpaBneHnn Npo-
rPaMMHbBIMW NakeTaMu, a TakkKe BapuaHTbl peanu3aunm oTaenbHbIX PeLIEHUn C UCNOSNb30BaHUEM

OC npuBegeHbl Ha ouymnanbHOM canTe wiki.astralinux.ru/docs.
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1. ADOMUHUCTPUPOBAHUE OC

AgmuHucTpaTtuBHoe ynpaerneHme B OC otgeneHo ot obLiero goctyna nosnb3oBaTtenen.

BonbLMHCTBO onepaummn no HacTporke u agMmuHuctpupoanuto OC TpebytoT npusunernn
cynepnonb3oBaTens root, Hanpuvep:

- MOHTUpOBaHue 1 pa3MmoHTMpoBaHue OC;

- M3MEHEHMe KOPHEBOro Katanora npoLecca KoMaHgon chroot;

- co3gaHune ¢annoB YCTPOUCTB;

- yCTaHOBKa CUCTEMHbIX YacoB;

- U3MEHEHWe NpUHaLNEexXHoOCTU hannos;

- 3agaHue host-umeHn cuctemsl,

- KOH(puUrypmpoBaHue ceTeBblX UHTEP(ENCOB.

BHUMAHMUE! NMocne yctaHoBkn OC MHTEPAKTMBHbIVA BXOA B CUCTEMY Cyneprnofib3oBartens
root Mo ymonyaHuto 3abnoknposaH. Co3gaBaemblin NpU yCTaHOBKE ONepaLyOHHOW CUCTEMbI
nonb3oBaTenb BKNOYaeTcs B rpynny astra-admin. [lonb3oBatensm, BXOAAWMUM B JaHHYHO
rpynny, Yyepes mexaHmam sudo (CM. npeaocTaBnaTCs Npasa Afs BbINOMIHEHUS AENCTBUN
no Hactponke OC, Tpebyowmnx NnpuBmunernin cynepnonb3oBaTtens root. [lanee no TekcTy Takomn
nonb3oBaTtenb MMEHYETCS aAMUHUCTPATOPOM.

BHUMAHMUE! K naponto nonb3oBateneun, obnagarwwmx agMMHUCTPATUBHBIM JOCTYMNOM,
NPeAbABNSIOTCS NOBbILLEHHbIe Tpe6GoBaHWS K kayecTBy U HadexHocTu (cM. [3.4.1.2).

BHUMAHMUE! [encteua no agmnHucTpmpoBaHuio OC npu BKIIIOYEHHOM pexmnme maHaart-
Horo koHTponsa uenoctHocTn (MKLL) Heo6xoauMo BbINOMHATL B MPMBUIIEMMPOBAHHOM PEXMME Ha

BbICOKOM YPOBHE LIeNTOCTHOCTU.
1.1. JlocTyn K y4eTHOM 3anucu cyneprnosnb3oBaTens

CyLiecTByeT HeCckosbKo CnocoboB JOCTYMNa K Y4ETHOWM 3anncy cynepnonb3oBaTternsi:
- BXOJ B CUCTEMY OT MMEHW cynepronb3oBaTens root (MO yMon4yaHuio 3a6NOKMPOBaH);
- Mcnonb3oBaHWe KoMaHabl su (Mo YyMOn4YaHuto 3abrnokmpoBaH);

- ucnonb3oBaHWe KoMaHabl sudo (pekomeHayeTcs).

1.1.1. su

KomaHga su ucnonb3yeTcd nosib3oBatenem Ans 3anycka KoMaHng OT MMEHU AOpYroro
nonb3oBaTtens. B Tom yucne moryT 6bITh 3anyLleHbl KoMaHabl OT MMEHWU cyneprnorb3oBaTens
root.

Mpwn 3anycke komaHabl su 6e3 napaMeTpoB Nogpa3yMeBaEeTCH, YTO NOfb30BaTENb XO4ET
3anycTuUTb KOMaHAHbIN MHTepnpeTaTtop shell OT MMeHU cynepnonb3oBaTtens. [pn aTom cuctema

npocuUT BBECTU Naposib cyrnepnorb3oBaTterid. I'IpM BBOAE MNMpaBUIIbHOIo napond 3aI'IyCKaeMbIl7I
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WHTepnpeTaTop KOMaH4 nony4yaeT npaea U NpUBUIErMK Cyneprnonb30BaTens, KOTOpble COXpaHs-
I0TCS OO0 3aBeplueHust ero paboTbl. [Ina nonyyeHus npae cynepnonb3oBaTens nonb3oBaTesnto He
TpebyeTcs 3aBepLuaTb CBOK CECCUIO U BHOBb BXOAUTb B CUCTEMY.

C nomoLbio KOMaHabl su, BBOAMMOW C NapamMeTpoM —c, Nofb30oBaTeNlb MOXET UCMOMHATb
oTAenbHble KOMaH4bl OT MMEHM cynepnosib3oBaTens 6e3 3anycka KOMaHAHOro UHTepnpeTaTopa
shell. lNpenmyLLeCTBO Takoro cnocoba cocTomuT B TOM, YTO NONb30BaTemNb NosfyyaeT npasa u
npuBMMIErMM Cynepnosnb3oBaTens Ha CTPOro orpaHNYeHHoOE BpeMSl, @ MUMEHHO, Ha BPEMS UCMOSHe-
HUA 3a4aHHOM KOMaHAbl. Hanpumep, npyu HEO6X0ANMOCTM NOMEHATL aTpmnbyThl hanna OT MMEHN
cynepnonb3oBaTensa BBECTU KOMaHAY:
su -c¢ ‘chmod 0777 /tmp/test.txt’

B atom cnydae (nocne BBoga napons cyrnepnonb3oBaTtens) komaHga chmod nonyyuT
npaBa 1 NpuBUIErMn cyrnepnonb3oBaTens, HO No ee 3aBepLUeHNN Nosib3oBaTeNb OCTAHETCH B
CBOEN ceccumn un He Byaet obnagatb NpaBaMu U NPUBUMENNMAMU Cynepnosib3oBaTens.

Kpome BbINOMHEHNSA KOMaHA OT UMEHM Cynepnosb3oBaTens, KoMaHaa su No3BONSAET Bbl-
NOMHATbL KOMaHAbl OT UMeHU NBOro Apyroro nonb3oBartens. [Ansa atoro HeobxoaMMo 3HaTb Naposb
aTOoro nonb3oBartend. Ecnu nonb3oBaTens Bowen B CUCTEMY MO UMEHEM root W BbIMNOMHAET
KomMaHay su, TO 3HaHMe Napons nosib3oBartesnis He TpebyeTcsa — B JaHHOM CrnyyYae BCe KoMaHapbl
OT MMeHM Nboro Nnonb3oBaTens UCMOMHAKTCA CBOGOAHO.

HepocTtaTok KOMaHAbl su COCTOUT B TOM, YTO OHa He pernameHTMpyeT KomaHabl, paspe-
LUEHHble KOHKPETHOMY MOMb30BaTESN0 Ha 3anyck OT UMeHU cyneprnorb3oBaTtens. Takum obpasom,
€CIn y Nnonb30oBaTenst eCTb NpaBa Ha 3anyck KOMaHAbl su, TO OH MOXET BbINMOMHUTbL OT UMEHMU
cynepnonb3oBartens niodble komaHabl. [Mo3TOMy ee 3anyck OOMmKeH ObiTb paspeLleH TONbKO
AOBEPEHHbBIM MONb3oBaTensM. Takke peKoMeHayeTcsa npu BBoAe KOMaHAbl MCMOMb30BaThb MOSIHOE
nyTeBoe Mg /bin/su, a He NPOCTO su.

OnwucaHne KkomaHAbl NPUBEAEHO B man su.

1.1.2. sudo

KomaHaa sudo ucnonb3yetcs o6bl4HbIM NONb3oBaTeNeM Ans 3anycka KoMaHa OT MMEHU
cynepnonb3oBartend. [na pabotel KoMaHga sudo NpocMaTpmBaeT KOHPUTypaLMOHHbIN doann
/etc/sudoers, KOTOPbIA COOEPXNUT CMUCOK Nofnb3oBaTenen, UMeLWNX NOTHOMOYMS Ha ee npu-
MEHeHVEe U nepeyeHb KOMaHg, KOTopble OHY UMEIT NPaBo BbINOMHATL. B kayecTBe apryMeHToB
KoMaHaa sudo NpuUHUMaeT KOMaHOHYK CTPOKY, KOTOPYHO CriedyeT BbIMOMNHUTL C NpaBamMu cynep-
none3oBarens. Ecnu gaHHoOMy nonb3oBaTento paspeLleHo BbIMOMHATbL YKa3aHHYH UM KoMaHAay,
TO sudo NPOCUT Nonb3oBaTenNsi BBECTU ero COBCTBEHHbIN Naporb. Taknm obpasom, ANs KaXaoro
nonb30BaTenst yCTaHOBNEH Habop KOMaHA, KOTOPbIE OH MOXET UCMOMHATL OT UMEHW Cynepnosb30-
BaTens, U HeT HeoBXoaMMOCTU NepedaBaTh NoNb3oBaTENAM NApPOsb Cynepnonb3oBaTens.

Kpome BbINOMHEHNS yKka3daHHOM KOMaH4bl, sudo BefeT dpann pernctpaunm BbINONTHEHHbIX
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KOMaH[, BbI3BaBLUMX UX MWL, Kararoros, U3 KOTOPbIX BbI3blBariMCb KOMaHAbl, 1 BPEMEHUN WX
Bbl30Ba. OTa MH(OPMaLMS perucTpupyeTcs ¢ NOMOLLbK CUCTEMBI syslog.

[na nameHenus damna /etc/sudoers agMMHUCTPATOPY CneayeT NCNonb3oBaTh crnewun-
anbHylo KoMaHay visudo.

MpenmyLLecTBO MexaHn3ma sudo B TOM, YTO OOblYHbIE NONb30BATENN MOTYT BbINOMHATD
onpegeneHHble 3agavn OT UMEHW cynepnonib3oBaTens, He UMes Npu 3TOM HeorpaHUYEeHHbIX npas
n NpuBUErnin.

OnuncaHune KoMaHabl NPUBEAEHO B man sudo.
1.2. MexaHM3Mbl pa3geneHns NOJIHOMOYNMI

K mMexaHn3amam pasgeneHnsi MofTHOMOYUIA Mexay CUCTEMHbIMU aamMuHucTpaTtopammn OC
MOryT OblTb OTHECEHDI:

- MexaHu3M NMpuBUnIeruin;

- MexaHW3M MOBbILLIEHUSA MOSTHOMOYUIN Ha BPeMS BbINOMHEHNS KOMaHAbl (NporpamMmbl);

- MexaHu3Mm aBTomaTtmyeckon yctaHoskn ACL Ha dpannsbi.

OnucaHne MexaHU3MOB pasfeneHns MNOMIHOMOYUM  MpuBeaeHO B [JOKYMEHTe
PYCB.10015-01 97 01-1 «OnepauynoHHasa cuctema crneumanbHOro HasHadeHus «Astra Linux

Special Edition». PykoBogcteo no KC3. YacTb 1».

1.2.1. MexaHn3m npuBunerun

MexaHunam npusunernn OC npegHasHayvyeH ongd nepegayv otaesibHbIM Nosib30BaTeNisam
NpaB BbINOMHEHWS OnpeferieHHbIX, CTPOro OroBOPEHHbIX, aAMUHUCTPATUBHbIX AeAcTBUA. OBbIY-
HbI/i NONb30BaTeENb CUCTEMbBI HE UMEET OOMNOMHUTENbHbBIX NPUBUIETMNA.

MpuBmnerun HacnegyTCs NpoLeccamm oT CBOMX «poanTenen» n He moryTt 6biTb nepeaa-
Hbl CTOPOHHMM npoueccaM. Npouecchl, 3anyLeHHbIe OT UMEHM Cynepnonb3oBaTessi, He3aBUCUMO
OT Hann4uns y HUX NPUBUMErNA, UMEIOT BO3MOXHOCTb OCYLLECTBNATL BCE NPUBUMNENMPOBAHHbIE
AencTeus.

PacnpegeneHune (nepBoHavanbHasi HACTpoWKa) NpUBUMErUii BblINOSTHAETCH TOMNbKO cynep-

nomnb3oBartesrieM ¢ MakCmalsibHbiM YpOBHEM LENNOCTHOCTH, YCTAHOBJIEHHbBIM B OC.

1.2.2. MexaHu3M NoBbILWIEeHUA NOFTHOMOYUN
MexaHn3m noBbILWEHUS NONHOMOYMI MO3BOMNAET NOBbLICUTL NONMHOMOYUSA NMOMNb30oBaTens Ha
BpeMSI BbINOSTHEHUS ONpeaeneHHon nporpaMmbl. HacTponka MexaHnama MOXET ObITb BbiNOSHEHA

TOJIbKO Cynepnornb3oBarternieMm ¢ MmakCumMalribHbIM YpPpOBHEM LENMOCTHOCTHU, YCTaHOBJ1IEHHBbIM B OC.

1.2.3. MexaHn3am aBTomaTtu4yeckoun ycraHoBkun ACL Ha channbl
MexaHunam aBTomaTudeckon yctaHoBkn ACL Ha dannbl obnerdaeTt 3agady agMMHUCTPU-

poBaHUA, npun KOTOpOI7I nofib3oBaTesito npegocrtaBnAaeTcda AOCTyN K TeM Cb8l7|]'|0BbIM obbekTam,
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K KOTOPbIM HEOobXoAMM LOCTYN B COOTBETCTBMM C €ro poribio. TaKyt HacTPOWKY BbIMOMHSAET

cynepnornb3oBaTtesib C MakCUMalibHbIM YPOBHEM LIEJTOCTHOCTHU, YCTAHOBJ1EHHbBIM B OC.
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2. YCTAHOBKA U HACTPOMKA OC

2.1. O6wme nonoxeHun

DVD-guck ¢ guctpubytusom OC cogepxut Bce Heobxoanmble drannbl AN BbINOSTHEHNSA
ee MOMHON WM YaCTUYHOW YCTAHOBKM Ha XXECTKUA OUCK LEerieBOro KOMMbTepa, MMEIoLEero

ycTponcteo YteHnss DVD-guckoB. OC MOXHO Takke yctaHoBUTb ¢ USB-HakonuTtensa unum no cetu.
2.2. YctaHoBKa ¢ DVD-aucka (3anyck nporpamMmmbl YCTaHOBKW)

BbinonHeHne nporpammel yctaHoBkn OC HayMHaeTca € ee 3anycka, a 3atem, nocne Bbl-
©opa BO BXOAHOM MEHI0 KOHKPETHbIX NapaMeTpoB Mosib30BaTeNbCKOro nHTepdenca, HaumHaeTcs
paboTa camon nporpammbl B UHTEPAKTUBHOM UM aBTOMAaTUY4ECKOM pexnmax.

B camom Havane 3arpysku nporpamMmmbl YCTAHOBKU Ha 9KpaHe MOHUTOpa NOSABMASETCSH
norotun OC, meHto, nepekntoyartens «Pycckniny — «Englishy (ana nameHeHus sa3blka MeEHHo).
MeHto nporpaMmbl YCTAHOBKU COAEPXKUT cnegytowme nyHKTb:

1) «[paduyeckasn yctaHoBKay;

2) «YcTaHoBKay;

3) «Pexum BOCCTaHOBIEHUSI».

B HWXKHen YyacTtu akpaHa NpuBedeH CNUCOK PYHKUMOHANbHbIX KIaBuLL, NOAKITYaoLWmMX
AONOMHUTENbHbIE BO3MOXHOCTWN NPOrpaMmbl YCTaHOBKM:

- [F1] — «A3bIk»;

- [F2] — «MapameTpbli».

YTtobbl HavaTb yctaHoBky OC, cneayet BblbpaTb NyHKT «[padmyeckasn yctaHOBKa» Unm
«YCTaHOBKa» C NMOMOLLbIO KMNaBuULL CO CTpenkamun Ha knasuatype u HaxaTb <Enter> ang 3anycka
nporpammebl. [ponsonaeTt nepexoq K nporpaMmme yCTaHOBKM B rpadpuyeckoM Unn B TEKCTOBOM
pexume, COOTBETCTBEHHO.

MyHKT «Pexunm BoccTaHoBNeHns» 3anyckaetr OC B TEKCTOBOM peXMMe HeNnocpeacTBEHHO
¢ DVD-aucka ¢ guctpnbytneom OC gnsa Mcnonb3oBaHMUSA NpyM BOCCTAHOBIIEHUN HapPyLLUEHHON
paboTocnocobHoCTH yxke ycTaHoBneHHon OC.

Ecnn HeobxoomMmo o6aBuTh kakme-To napaMeTpbl 3arpy3ku A51si nporpamMmmbl YCTaHOBKM
unu agpa, To cnenyet Haxatb <F2>, a 3atem <Esc>. Nocne atoro Ha akpaHe ByaeT nokasaHa
KOMaHOHasa CTpoKa 3arpysku, 1 MOXHO ByaeT BBECTU AOMOSNHUTENbHbIE NapaMeTpbl.

lMporpamma ycTaHOBKM B rpauyeckoM M B TEKCTOBOM peXuMax MMeeT OAUHAaKOBYHO
PYHKUMOHANBHOCTD, T. K. B 060X CnyyYasax UCMOMb3yHTCA OOHU U Te XXe MOAyMnu, T.e. OTNn4aroTcs
OHW TOMBKO Ha YpOBHE NOSb30BaTENbCKOro NHTepdenca. paduyeckas nporpamma obecneymsaet
NOAOEPXKKY B NpoLecce YyCTaHOBKW HECKOSbKO GonbLUero 4mcna s3blKoB, yrnpaBrieHne B Hen

MOXHO OCyLWLEeCTBIIATb C NOMOLbK MbILN, a TaKXKe Ha OAHOM 3KpaHe MOXET ObITb BbIBEOEHO
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OOHOBPEMEHHO 3HaYMTENbHO BoMbLUee KONMYECTBO MHpOpMaLIUN.

[ns nporpammbl yCTaHOBKM B rpadonyeckomM pexume Tpebyetcs 1 b Or.

2.2.1. N'pachnuyeckan yctaHOBKa N NnepBUYHAA HacTpourka

[ns rpacdmyeckon yctaHoBkm OC Heobxoammo:

1) 3arpy3utb nporpammy yctaHoBkn OC ¢ HocuTens;

2) BblbpaTb HACTPOWKM NporpaMmmMbl YCTAaHOBKN U 0O0pYyLOBaHUS;

3) akTuBMpoBaThb (ecnn ectb) NnogkrtodeHne k cetu Ethernet;

4) cosgaTb YYETHYHO 3anucb 1 Naposb Norb3oBaTens;

5) HacTpouTb Bpems;

6) cosgaTb M CMOHTUPOBATL AUCKOBbLIE pa3fensbl, Ha KoTopble ByaeT yctaHosneHa OC;

7) BblbpaTb M ycTaHOBUTL Heobxoammoe nporpammHoe obecneyeHue (MO). MNocne ycta-

HOBKM 6a30BOW CUCTEMbI NPefOCTaBNSETCA BO3MOXHOCTb BblibpaTh gononHutensHoe N0

AN YCTaHOBKMW:

a) basoBble CpeacTBa;

6) pabouun cton Fly;

B) NpunoxeHust Ans paboTbl C CEHCOPHbLIM 3KPaHOM;
r) cpeacrtea paboTbl B CETH;

) odUCHble CpeacTBa;

e) CYB[L;

X) cpeacTsBa yganeHHoro goctyna SSH;
3) 3auwmuleHHbIN web-cepsep;

n) cpeacTBa BUpTyanusaumm;

K) cpeacTtBa Mynstumeaua;

n) cnyx6a ALD;

8) BbIbpaTb M YCTAaHOBUTL AOMNOMHUTENbHbIE HAcTporkn 6esonacHoctn OC ;

9) yCTaHOBWUTb N HACTPOUTb CUCTEMHBIN 3arpy3vnk Grub;

10) 3arpy3uTb yctaHoBrneHHyto OC B nepBbii pas.

Moapo6bHoe onucaHme nocnegoBaTenbHOCTM AENCTBUIN Npu rpadmyeckon yctaHoske OC
N ee NepBUYHOM HACTPOMKe CM. B MHCTPYKLUMU, cogepXallencs B katanore /install-doc Ha
DVD-auncke ¢ gucTpubyTmBom.

BHUMAHMUE! lNpun Heob6xoaMMoCT BHECEHUS U3MEHEHWNI B NPeayCTaHOBIEHHbIE Napa-
mMeTpbl 3arpy3dnka Grub pykosogcteoBaTbes PYCB.10015-01 97 01-1.

BHUMAHMUE! lNocne BHeCeHUS U3MEHEHU B HACTPOWKKM 3arpy3dmka Grub Heobxoanmo B

OC oT MMeHN agMUHUCTPATOpa BbIMNONMHUTL KOMaHAy update-grub.
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2.2.2. lononHuTtenbHble HacTpoukn OC

B okHe «[JononHuTenbHble HacTpoiikn OC», NnpuBegeHHOM Ha puc. [T, MOXHO OTKIHUUTB
aBTOMATUYECKYHO HACTPOMKY CETU U BKIOYMTL AOMNOMHUTENBbHbLIE HACTPOonKn 6esonacHocTn OC.

BHUMAHMUE! Cpasy nocne yctaHoBkn OC cucTeMHbIE CEPBUCHI HAXOAATCS Ha BbICOKOM
YpOBHE MaHAaTHOro KoHTpons uenoctHoctn (MKLL) n agMmHucTpaTop SOMKEH BbIMNOMHUTL LWaru,
onucaHHble B PYCB.10015-01 97 01-1, onga BkAOYEHUA 1N BbikNtodeHus nonutnkn MKL, npu
akcnnyataummn OC.

k
OI'IEDE[LI,HOHH'&FI cucTemMa
CnedrnaneHora HasHavyeHa

Penuz «CmoneHck»

*
( ASTRALINUX

OononHWTenbHLe HacTpoikw OC

Bbl MOKETe HacTpouTe nNapameTpel fesonacHocTw OC W OTKNWYUTE aBTOMaTWYECKYKR HacTpofky ceTu. MaHpaTHLIA KOHTponb
UenocTHocTH npoueccoB OC Mo yMon4yaHWw BKNWYEH W nochne HacTpodku OC apMMHMCTpaTopoM HeobXoOuMO BKMWYMTb
MaHOATHEIA KOHTPoNe uenocTHocTW ®OC 1 pewmum 3MC. OnA ynpaeneHwa MK moryT vcnonesoBaTecA nporpaMMel fly-admin-sme,
astra-mic-control, set-fs-ilev, unset-fs-ilev.

JononruTensHsle HacTposkn OC

BKNHYMTE PEKWM 3aMKHYTOW NporpaMMHoil cpepl

[[] Zanpetute ycTaHoBky fuTa MCMOMHEHMA

[] WMenonezoeaTe no yMonuaHWww Appo Hardened

[[] 3anpeTuTe BHEOJ MEHKW 3arpysdnka

[[] BknwuuTe ouMcTky paspence CTpaHWdHoro ofiMeda
[[] BrniounTe ouncTky oceobompaemex obnacTed gna EXT-paspencs
[(] BknwuuTe BNOKWpOBKY KOHCOMW

[[] BrniouuTe BRoknpoBKY MHTEpNpeTaTOpPOR

[] BrnwunTe MemceTeBoi 3KpaH ufw

[] BrknwuuTe CHMCTEMHEE orpaHudeHna ulimits

[[] OTknuMTE BOSMOMHOCTE TpaccHpoBKM pirace

[[] OTkNWYUTE aBTOMaTHYECKYK HACTPOiKY ceT

[[] YeTaHoBUTh 32-BUTHLIA 3arpyaquk

| CHumok 3KpaHa | [ Cnpaeka

Puc. 1

[ononHutensHble dyHKumm 6esonacHoctn OC:

1) «BkniounTb pexmnm 3amMKHYTON NPOrpamMMHON cpenbi»

Mpwn BbIGOPE faHHOro NyHKTa BGygeT BKAYEH MexaHn3M, obecnednBatoLLnin NpoBEPKY
HEU3MEHHOCTM U MNOANUHHOCTWU 3arpy)aemMblX UcnosiHaembix danrnos gopmarta ELF
(cm. PYCB.10015-01 97 01-1);

2) «B3anpetnTb yCTaHOBKY GuTa MCNOMHEHNSA»

Mpun BbIGOPE AaHHOrO NyHKTa ByaeT BKAOYEH peXuM 3anpeta yCTaHOBKM BuTa ncnosnHe-

HWUS, oGecneyYnBaroLLnin npepoTBpaweHne HeCaHKUMOHNPOBAHHOIO Co3aaHuA noJyib3oBaTte-
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NSMWN UNN HenpeaHaMepPeHHOro Co3aaHnst aAMUHUCTPATOPOM UCMOSNHAEMbIX CLieHapueB
Ans komangHoun obonoykm (cm. PYCB.10015-01 97 01-1);

3) «Mcnonb3oBaTtb NoO ymonyaHuto aapo Hardened»

Mpwn BbIGOPE AaHHOro nyHkTa 6yaet obecneyeHo MCNoNb3oBaHME CPEACTB OrpaHNYEHNs
[ocTtyna K ctpaHuuam namsatn (cm. PYCB.10015-01 97 01-1);

4) «3anpeTnTb BbIBO4 MEHIO 3arpy3ynka»

Mpun BbIOOPE AaHHOrO NyHKTa OyaeT 3anpeLueH BbiBo4 MeHH0 3arpy3yunka Grub. B npouecce
3arpysku byaet 3arpyxartbcs 9apo OC, BbibpaHHOE NO YMOYaHMIO;

5) «BkntounTb 04MCTKY pa3genosB CTPaHUYHOro obmMeHa»

Mpw BbIGOPE AaHHOrO NyHKTa OyaeT BKOYEH PEXUM OYUCTKM NamMATU pa3aenoB NogKayvku
swap (cm. PYCB.10015-01 97 01-1);

6) «BknounMTb O4NCTKY ocBOOOXaAaeMbix obnacten ansa EXT-pasgenos»

Mpu BbIGOPE AaHHOrO NyHKTa ByaeT BKMOYEH peXum ouncTtkm 6nokos PC HenocpeacTBeH-
HO npu nx ocsoboxageHun (cm. PYCB.10015-01 97 01-1);

7) «BKknounTb BIIOKMPOBKY KOHCOMM»

Mpn BbIGOpe gaHHOro nyHkta Oyaet GroKMpoBaH KOHCOSbHbBIN BXO4 B CUCTEMY Ons
nonb3oBaTens U 3anyck KOHCOMNMU U3 rpadn4eckoro MHTepdenca ceccum Nornb3oBaTens
(cm. PYCB.10015-01 97 01-1);

8) «BkntounTb BrIOKMPOBKY MHTEPNPETATOPOBY

Mpu BbIGOPE gaHHOro nyHkTa Byget 6rnoknpoBaHO MHTEPAKTUBHOE UCMOMb30BaHNE NHTEP-
npetaTtopos (cMm. PYCB.10015-01 97 01-1);

9) «BkntounMTb MexceTeBon akpaH ufw»

Mpwn BbIGOPE AAHHOrO NyHKTa ByAET BKIIOYEH MEXCETEBON 3KpaH ufw 1 3anyweHa dpunb-
Tpaumsa CeTeBbIX MNAKETOB B COOTBETCTBUM C  3adaHHbIMM  HACTpPOMKamu
(cm. PYCB.10015-01 97 01-1);

10) «Bknio4nTb CUCTEMHbIE OrpaHnyeHns ulimitsy

Mpu BoIGOpE AaHHOrO NyHKTa ByayT BKIHOYEHbI CUCTEMHbIE OrPaHUYEHUs!, YCTAHOBMNEHHbIE
B dpanne /etc/security/limits.conf (cMm. PYCB.10015-01 97 01-1);

11) «OTKMOYNTL BO3MOXHOCTb TPacCUpPOBKU ptrace»

Mpwn BbIGOpE AaHHOrO NyHKTa ByaeT OTKNYeHa BO3MOXHOCTb TPACCUPOBKM U OTNaaKu
BbIMONTHEHMST NporpammMHoro koga (cm. PYCB.10015-01 97 01-1);

12) «OTKMIOYNTL aBTOMATUYECKYHO HACTPOMKY CETU»

Mpu BbIGOPE AaHHOro nNyHkTa GyaeT OTKMNYeHa aBTOMaTU4ecKkasi HacTponka ceTu B
npouecce yctaHoku OC;

13) «YcTaHoBUTE 32-X OUTHbIN 3arpy34mnK»

Mpwn BbIGOpE AaHHOrO NyHKTa U3 cuctemMbl ByaeT yaaneH 64-x 6uTHbIn 3arpy3yuuk EFI n
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ycTaHoBneH 32-x GuTHbIn 3arpy3dnk EFI.
BHUMAHMUE! Bri6op gaHHOM onuuu Npu yCTaHOBKE Ha 64-X BUTHYIO BbIYUCIUTESbHYIO
MaLLnHy ¢ nogaepxkon EFl moxeT npuBecTn K TOMy, YTO YCTaHOBIIEHHAs cMCTeMa He

3arpy3uTcs.
2.3. Co3paHue LiveCD

LiveCD — ato OC, npegHasHayeHHas Ans paboTbl cpasdy nocrie 3arpy3kv ¢ onTUYeCKoro

HocuTens (CD, DVD) 6e3 yCcTaHOBKM Ha XeCTKUA OUCK.

B coctae OC BxoguT nporpamma live-build-astra ans co3ganus LiveCD. Onuyun

nporpammbl NpveeaeHsl B Tabnuue [1]

Taobnuuya 1
Onums OnucaHue
-h, --help BbiBeCTU cnpaBky
-0, ——output <filename> 3agaTtb ums pesynstupytowero ISO-obpasa
. . . . . . 3agatb ums BapmanTa OC Astra Linux. MNMogaepxwvsatotcs
-D, -—distribution <distribution> A P ARep
BapuaHTbl smolensk un orel
3agaTtb CNUCKN NAKETOB, YCTAHOBIEHHbIX B Pe3YrbTUPYIO-
-T, -—tasks N
wen OC
, , HassaHue dhanna ¢ 4ONONMHUTENbHBLIM CMUCKOM MakeToB
-P, --packages-1list <filename> ® A .
Onsi yctaHoBKU B pesynbtupytowen OC
L . Ha3BaHMsa OAMHOYHbLIX MAKETOB A1 YCTAaHOBKN B pe3yrib-
-p, ——additional-packages <list> . A Any pesy
Tupytowen OC
, HasBaHus1 NakeToB, KOTOPbIE HY>XHO UCKITOYNTE U3 CNC-
-e, ——exclude-packages <list>
KOB, YKa3aHHbIX BbllLIE
-b, -—build-directory <dirname> HaseaHne c6opoYvHON AnpekTopun
-c, ——clean-before OumnctnTb COOPOUHYIO AMPEKTOPUIO Nepes cOopKon
-C, -—clean-after YHUYTOXUTb COOPOYHYIO OUPEKTOPUM Mocne cOopKu
HasBaHue gupekTopumn co cueHapusimm 0b60S04KK, KOTO-
-k, -—hooks <dirname> pble HY>XXHO BbINONHUTL B pe3ynbTupytowen OC nocne
ycTaHoBku 10
. , , HasBaHue pgupekTopum ¢ dannamu, KOTopble HYXHO
-1, -—includes-binary <dirname> Anp P ® P y
BKMIOYUTB B COCTaB pesynbstupytollero 1ISO-obpasa
) , HassaHne gupektopum ¢ anmnamm, KOTopble HYXXHO
-m, ——includes-chroot <dirname> AP P P . P y
BKNIOYNTb B cOCcTaB pesynbtupytowen OC
, CdhopmumpoBaTb apxuB € cogepxmmbim kopHeBon OC pe-
-t, -——tarball <filename> .
synetupytowen OC
, , , CdhopmmpoBaTb 06pas KapTbl MAMATU C PE3YNLTUMPYHOLLEN
-i, ——image <filename> opmup P P pesy Pytot
OoC
-q, —-partition-script <filename> | Pann c onucaHmem Tabnuubl pa3genoB Ha KapTe NamMmsaTu
-s, ——source-iso <filename> NcxoaHbin 1ISO-o6pas
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OkoHyaHue mabnuusi 1

Onuusa OnucaHwune

Appec penosntopus ¢ naketamu NO ans ycTaHOBKM B

-r, ——repositories <URL> .
pesynstupytowwen OC

LleneBaga apxutekTtypa pesynsrupytowwen OC. Mo ymon-

-a, ——arch <ARCHITECTURE>
YaHMIO NCMOMb3yeTCs TEKyLLas apxXUTeKTypa

LiveCD OC moxHo cobupatb, ncnonbsys ISO-o6pasbl AByX YCTaHOBOYHbIX agnckoB OC
(amck ¢ auctpmbytmeom OC u guck co cpeacTeammn paspaboTki) B Ka4eCcTBe UCTOYHUKOB MaKeToB.
[nsa atoro Heo6xoaMMO ykasaTb NyTb K HUM B KaBbl4Kax Yepes3 TOUKY C 3ansiTor, Hanpuvep:
live-build-astra -o smolensk live.iso -D smolensk

-s "/home/user/smolensk-current.iso; /home/user/devel-smolensk-current.iso"

Ecnn npun cbopke B kayecTBe OOQHOMO M3 MCTOMHUKOB MAKETOB HE NpefoCcTaBnsaeTcs
yCcTaHOBOYHbIV anck OC, To nony4dmsmincsa obpas LiveCD He cMOXET ObITb 3arpyXeH C NOMOLLIbHO
UEFI, a Tonbko «ctapbim» cnocobom ¢ nomoubto BIOS. HekoTopble koMnbloTepbl (B OCHOBHOM,
COBpPEMEHHbIE HOYTOYKN) HE NPeaoCTaBnsOT BO3MOXHOCTb 3arpy3ku 6e3 ncnonssosaHms UEFI.

Mo ymonuaHuio cobupaetca obpas OC, npurogHbin ans ceteBon yctaHoBkn OC Ha
XeCTKUN ANCK KOMMbloTepa.

Ecnu tpebyeTtca gobasutb kakne-nnbo gannel Ha guck ¢ LiveCD unn B OC LiveCD, T0
pekoMeHayeTCcs CKonMMpoBaThb Nanku, UCrorb3yemMble No YMONYaHUIo:
/usr/share/live-build-astra/includes.binary/
/usr/share/live-build-astra/includes.chroot/

(cooTBETCTBEHHO) U 0OOaBUTL Tyada enaemble pansbl, NOCNe Yero ykasaTb KOnuu nanok
B KayecTBe napameTpoB KrtovYen —-includes-binary n --includes-chroot, Hanpumep:
cp /usr/share/live-build-astra/includes.binary/ ~/Desktop/includes.binary
cp /usr/share/live-build-astra/includes.chroot/ ~/Desktop/includes.chroot
echo "My custom LiveCD" > ~/Desktop/includes.binary/custom.txt
echo "File in root directory." > ~/Desktop/includes.chroot/root/file.txt
live-build-astra -o smolensk live.iso -D smolensk

-s "/home/user/smolensk-current.iso; /home/user/devel-smolensk-current.iso"
--tasks "Base Fly"

-p "gimp firefox" --includes-binary ~/Desktop/includes.binary
--includes.chroot ~/Desktop/includes.chroot

®ann custom. txt 6yaeT B KopHe dannosorn cuctemsl LiveCD. ®ann file. txt byger
B /root 3arpyxeHHon OC LiveCD.

Kpome TOro, ecnu tpedyetcsa 4tobsl B OC LiveCD 6biniv nponssegeHbl Kakue-To 4eNCTBUS
Ha 9oTane cbBopknM, TO MOXHO  MCMNoOMNb3oBaTb  KNMOY  --hooks  aHanornMyHo

—--includes-chroot, T.e. ckonmpoBaTb:



24
PYCB.10015-01 95 01-1

/usr/share/live-build-astra/hooks/

MomecTnTb B KONMO Heobxoanmble cueHapum o6OnoYKM M nepeaatb NyTb K KONUKU B
KayecTBe Knio4a Kk napameTpy --hooks.

Monyvatowmiica B pesynbrate pabotbl live-build-astra ISO-06pa3 MOXHO ncnosnb-
3o0BaTb Ansa 3arpy3ku kak ¢ DVD, tak n ¢ USB-Hakonutensa. Onsa Toro, 4tobbl 3arpy3unts OC ¢
USB-Hakonutens, Heobxoaumo 1ISO-o06pas nobanTtoso 3anucaTtb Ha USB-Hakonutenb, Hanpumep,

C NOMOLLbI KOMaHAb! dd.

Mpumep
3anunck 1ISO-o6pasa Ha nogknoyeHHbIn USB-HakonuTenb, 0603Ha4YeHHbIM B CUCTEME Kak

/dev/sdb:
dd if=smolensk_live.iso of=/dev/sdb bs=1M

BHUMAHMUE! KomaHga dd 3anucbiBaeT HOBOE COAepXUMOe, yaansasa nMeroLmecs 3anmcu.
YKasaHue HEKOPPEKTHbIX NapaMeTPOB MOXET MPUBECTU K NOTepe LaHHbIX UN HEBO3MOXHOCTH

3arpy3ku OC.
2.4. basoBble cpeacTBa BUpTyanusauum

OC nopaepxvBaeT ycTaHOBKY M paboTy B cpefe BupTyanusaumm. OCHOBHbIMU NakeTamu,
HeobxoanMbIMK ANS BUPTyanu3aumm NepCcoHanbHOro KOMMbTepa, ABMAITCS cneayoLwne nakeTbl
cpencTBa aMynsuMuM annapaTtHoro obecnevyeHus:

- cepBep BupTyanusauum libvirt;

- QEMU.

CepBep BMpTYyanu3aLumm UCMornb3yeT CreayoLme Katanorn XoctoBon bannoBon CUCTEMBI
(PC):

1) /etc/libvirt/ — katanor KoHgUrypauum cepsepa sBupTyanusaumm libvirt:

a) gemu/ — KaTanor KoHgurypaumoHHbix XML-cannos BuptyanbHbix mawmH QEMU:
- network/ — Katanor KoHurypaumoHHbix XML-grannos BUpTyanbHbIX CETEN;
- * . xml — KOHurypaumoHHble XML-hannbl BupTyanbHbix MmawmH QEMU.

0) storage/ — KaTanor KOHUrypaumMoHHbIX hansios nynos gannos-obpasos;

B) libvirt.conf — KNMEHTCKUN KOHPUIypaunoHHbIM doann libvirt;

r) libvirtd.conf — KOHUrypaumnoHHbIN dhann cnyxbbl cepBepa BUpTyanusaumm

libvirtd (cm. [2.4.1.1));

A) gemu.conf — KOH(UrypaLMoHHbIA (hann cpeactea aMmynsauum annapaTHoro obec-
neveHns QEMU (cm. [2.4.2).

2) /var/lib/libvirt/ — pabo4ymi katanor cepepa BupTyanusauum libvirt:
a) images/ — karanor gannos-o6pa3oB NO YMOMYaHUIO:

0) network/ — pabouun katanor BUPTYyasibHbIX CETEMN;
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B) gemu/ — pabounin KaTanor 3anyLeHHbIX BUpTyanbHbiXx MawmH QEMU:
- save/ — KaTtanor COXpaHeHHbIX COCTOSIHUIA BUPTYyaribHbIX MaLUWH;
- snapshot — Katanor CHUMKOB BMPTYyasibHbIX MaLUWH.
r runimages/ — Kartasnor pacrnofoXeHnsa Konun gannos-ob6pasoB BMPTyarbHbIX
MaLUWH, 3anyLLEHHbIX B pexnme 3anpeTta moandukauum dannos-o6pasos.
3) /var/run/libvirt/ — Katanor Tekywero pabo4yero COCTosHUA cepBepa BMpTyanu-
3auuu libvirt:
a) network/ — pabounin kKatanor 3anyLleHHbIX BUPTyanbHbIX CETEN,;
6) gemu/ — KaTanor Tekywmux KOHPUrypaumoHHbix XML-chbannos 3anyLLeHHbIX BUPTY-
anbHbIX MmawnH QEMU;
B) libvirt-sock — Unix-cokeT Ansa nokanbHbIX COeguHEHUn co crnyxbomn cepsepa
BUpTYyanuasauum libvirtd;
r libvirt-sock-ro — Unix-cokeT, 4OCTYMHbIN TONbKO ANSA YTEHUS, AN1S NIOKanbHbIX

coeanHeHun co cnyxbon cepsepa BupTyanusauuu libvirtd.

2.4.1. CepBep Buptyanusauum libvirt

YnpasneHue BupTyasnbHbIMW MallMHaAMU OCYLLECTBMASIETCA C NMOMOLLbIO cepBepa BUpTYya-
nun3aumm Ha ocHose libvirt, KOTOpbIN NpefoCTaBNAET cpeacTBa CO34aHUs U yyeTa BUPTYyaribHbIX
MaLUWMH, HACTPOMKN UX KOH(Urypauum 1 HenocpeacTBEHHO 3anycka. B aTu 3agaym BxoauT ynpas-
neHve darnamm-ob6pasoB ANCKOBLIX HOCUTENEN BUPTYarbHbIX MaLUWH, BUPTYyarbHbIMU CETEBLIMU
agantepamm 1 cetamm n PopMmMpoBaHME KOHTEKCTa (PYHKLMOHUPOBAHMS BUPTYanbHON MalUWHbI B
Buge npouecca OC CH.

[MakeT cepBepa BUpTyanuaauum CoCTouT n3 crnyxbbl cepBepa BupTyanuaauuu libvirtd,
npegocTaBnsALLen BOSMOXHOCTb yAaneHHoro ynpasneHus nNo CeT! ¢ UCNONb30BaHWEM PasfUYHbIX
NMPOTOKOSOB 1 CNocob0oB ayTeHTMdUKALNN, KNMEHTCKOM BnbnumoTteku libvirtd, komangHon o60no4kn
virsh n paga gpyrux yTunmt KOMaHaHOW CTPOKM.

BHUMAHMUE! Bce koHdUrypauuoHHblie dansnbl nnn dannbl, cogepxawme Krnodesyro
nHgopmaunto Kerberos nnu PKI, cepsepa BupTyanusaumm libvirt He gomkHbl 6bITb AOCTYMHbI
nonb3oBaTensam.

2.41.1. Cnyx6a cepBepa BupTyanusauuum libvirt

Cnyxba cepBepa BupTyanusaumm libvirtd npegoctaBnsieT BO3MOXHOCTb yAareHHOro
yrnpaBneHnsa cepBepomM BMpTyanu3aumm rno ceTu C UCNOSib30BaHMEM pPasfNYHbIX NPOTOKOSIOB
n cnocobos ayTeHTUdUKaumu. MNpn 3TOM NOAAEPKMBAETCA BO3MOXHOCTb peLleHnsa Bcex 3aaad
MO CO34aHuI0 N Y4eTY BUPTYasibHbIX MaLUWH, HACTPONKE UX KOHMUIypaunum n HenocpeacTBEHHO
3anycka.

[ocTtyn k cnyxb6e cepBepa BMpPTyanu3aumm BO3MOXEH Kak C MOMOLLbIO NIoKanbHbIX Unix-

COKeTOB, TaK 1 No CeTn C NOMOLLBbK KOHCOJIbHbIX U Fpa(bl/I‘-IeCKMX MHCTPYMEHTOB YyrpaBiieHnsA
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BUPTYarnbHbIMXU MallUHaMM.
OCHOBHbIM KOHQUrypaUMOHHBLIM hanniom crnyxbbl cepsepa BUpTyanuaaumm aenaeTcs
/etc/libvirt/libvirtd.conf. OH cogepXxuT Heobxoanmble ansa paboTbl CryXObl HACTPOMKM
n napametpbl. ann pa3but Ha noapasgernbl, OTBeYarLme 3a pasnnuyHble acnekTbl (PYHKLNOHUPO-
BaHUA cnyxbbl cepBepa BUpTyanu3aunn: MHTepdencbl B3anMoaencTBUSA 1 npasa JOCTyNa K HUM,
crnocobbl 1 NapaMeTpbl ayTeHTUMUKaLMK, NONUTUKY pa3rpaHNYeHns OCTyna, COCTaB BbIBOOUMOMN

B XKypHan nHdopmaumm 1 T.n. Hanbonee BaxHble NapameTpbl NpuBegeHbl B Tabnuue 2]

Tabnuua 2 — lNapameTpbl KOHDUrypaunoHHoro anna /etc/libvirt/libvirtd.conf

MapameTp OnucaHune

listen_tls MpuvHumatb TLS-coeanHeHns ¢ ucnonb3oBaHneM cepTudunkaTos

MpuHumate TCP-coegmHeHus

listen_tcp BHUMAHME! OgHon ycTaHOBKM JA@HHOIo napameTpa HeJoCTaTO4HO: Heob-
X0OMMO yKa3aTb onuuio —1 Ans napameTpa libvirtd_opts B KOHUry-
paunoHHom danne /etc/default/libvirtd

listen_addr ALOpec ceTeBoro UHTepgenca gng npuema coeanHeHun

tls_port U tcp_port 3HayeHns NopToB ANa ceTeBblx coegmHeHun TLS n TCP

Wcnonb3yemasn ana TCP-coeanHeHunn ayteHTudmnkauus. Napametp gon-

auth_tcp XeH cofepxaTtb 3HadyeHue sasl (cMm. [2.4.1.2).

MpumeHsieMbIi ApaliBep OOCTYyNa K cepBepy BUpTyanusaumu. MNMapametp

access_drivers
- OOIMDKeH coaepxaTtb 3HadeHue [ "parsec" 1.

Mpynna aaMUHUCTPaTOPOB cepBepa BMpTyanusaumn (Mo YMOSYaHMKo

.y
aamin_group libvirt-admin)

MpumeyaHue. KoHdpurypaumoHHble napameTpbl TLS ons goctyna K cepeepy BupTya-
nusauum libvirt paccmartpusatoTcs B @

2.4.1.2. KoHdurypaumoHHble channbl SASL cepBepa BUpTyanmsauumm

Mpu ncnonb3oBaHnn mexaHnamoB SALS onsa goctyna Kk cepBepy BupTyanusauum libvirt
unu kK pabovmm ctonam BupTyarbHbIX MawnH no npotokonam VNC u Spice Heobxoaumo Hanuyue
COOTBETCTBYIOLLMX KOH(PUIypaLUNOHHbIX dhannos ¢ napametpamu SASL B katanore /etc/sasl2.
[nsa cepBepa BupTyanusauum ann gormkeH umetb uMa 1ibvirt. conf, ana QEMU (npotokonsbl
VNC n Spice) — gemu. conf. [ina npotokonos VNC n Spice moryT 6biTb 3agaHbl gpyrme nytm
pacnonoXeHuns KoHUrypaumoHHbix daiinos SASL (cwm. [2.4.2)).

KoHdourypaumoHHbin chann SASL cogepXuT cnegyowime BaxHble napameTpbl:

Tabnuua 3 —lNapameTpbl KOHDUrypaunoHHoro anna /etc/sasl2/libvirt.conf

MapameTp Onucanne

Cnucok mexaHmamoB SASL. MNpu ncnonb3oBanuu MK B eanHOM NpocTpaHCTBe

mech_ list . .
- none3osatenen (EMM) ALD gomkeH cogepXaTtb TOMNbKO 3Ha4YeHMe gssapi.
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OkoHyaHue mabnuusi 3

MNapameTp OnuncaHune

MyTb Kk panny kno4veBon nHpopmaunn Kerberos. MNapametp Heobxoaum npwu
keytab ncnonb3oBaHumn B ENMMM. JomkeH cogepXaTb KOPPEKTHbIE 3HaYeHus ans annos,
cogepxaiumx knroveyto nHgopmaumo ansa VNC un Spice

MyTb k 6a3e gaHHbIX SASL. MNMpu ncnonbsoeanun MK B EMNIM He npumeHsieTca u

sasldb path
AOIMKEH ObITb 3aKOMMEHTUPOBAH.

BHUMAHUE! ®annbl knoveson nHgopmaummn Kerberos ansa VNC mn Spice AosmmkHbI
OblTb JOCTYMHbI HA YTEeHWe Nonb3oBaTeNnsaM, 3anyckarowmMm BUPTyarbHble MalluHbl, U rpynne
libvirt-gemu.

2.4.1.3. KoHconbHbIN UHTepdenc virsh

B cocTtaB naketoB cepBepa BupTyanusauuu libvirt BXoguT KOHCOMbHLIN MHTEpPdENC yrnpas-
NeHns BUpTYyanbHbIMX MalmnHamMu virsh, no3BonsaoLWmMin B KOHCOMM C MOMOLLbIO KOMaHAHOM 060-
NOYKN NMPOM3BOAUTL AENCTBUA MO YNpaBreHnio KOHUrypaumen BupTyarnbHbIX MaLUUH.

KomaHgHas obornoyka cogepxuT passutbii HAbop KoMaHg No ynpasneH o BUPTYanbHbIMK
MaluMHamu, hannamum-obpasoB HocUTenen, BUPTyarnbHbIMU MHTEPENCcCamMmn 1 CETAMM U NO3BONSET
NnpaBuUTb KOHMUrypaunoHHble drannbl BUPTYyaribHbIX MaLUWH.

Bonee nogpo6GHO BO3MOXHOCTU KOHCOSTbHOIO MHTEpdenca ynpaBneHmst BAPTyanbHbIMN

MaLuMHamMm virsh onucaHbl B COOTBETCTBYHOLLEM PYKOBOACTBE man.

2.4.2. CpeacrtBa aMynsiuMm annapaTtHoro obecne4vyeHusi Ha ocHose QEMU

CpenctBa amyndauum annapatHoro obecneyeHms Ha ocHoBe QEMU peanusyior
nporpamMmMHo-annapaTHOEe OKpPY>XeHUe 3anyckaeMow BUPTYaribHOM MallMHbI, BKNOYas 3a4aHHyto
KOHdpUrypaumio annapatHon nnatgopmbl u HABOp aMyNMpyeMbIX YCTPOMCTB, AOCTYMNHbIX FOCTEBOW
ornepaunoHHon cucteme. B crnydae coBnageHus rocteBon annapaTtHon nnatgopmel 1 annapar-
HOWM NNaTOpMbl XOCTa UCMOSb3YHOTCHA BO3MOXHOCTW annapaTtHOW NoaaepXkv BUpTyanusauum
cpeactBamu Buptyanusaumm KVM (Kernel-based Virtual Machine) ons xoctoBbIx onepaunoHHbIX
cuctem cemeinctea Linux.

KOMMOHEHT COCTOUT 13 NaKeTOB, NPeAoCTaBNALWNX CpeacTBa aMynaLnmn annapaTHoOro
obecneveHns QEMU gnga pasnuyHblix annapaTHbIX nnatgopMm (B YaCTHOCTM annapaTtHbIX nnat-
dopm x86 n x86-64) n HeobxoaMMbI HABOP YTUNNT KOMAHOHOW CTPOKW.

QEMU Guest Agent (rocteBon areHT QEMU) obecnevnBaeT BO3MOXHOCTb B3auMoaen-
ctBusa ¢ roctesont OC. [1na oTCbINKU U NOyYEeHNA KOMaHA OaHHBIN areHT UCMonb3yeT nocneaosa-
TenbHoe coeamHeHume virtio. OH no3eonseT 3adukcmpoBaTtb hannoByo CUCTEMY A0 BbIMOSTHEHMUS
CHMMKa, NMpu 3TOM B CHMMKe He ByaeT 60mMbLIon YacTu 3anucaHHbIX JaHHbIX. Pukcauusa gannoson
CUCTEMbI BO3MOXHO TOMbKO C AparBepamn xpaHunuw, Ceph 1 qcow?2. [Insg ncnonb3oBaHUs areHTa

HeobXxo4MMO YCTaHOBUTbL MNAKET gemu—-guest-agent) Ha rocteson OC.
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BHUMAHMUE! MNpumeHeHmne rocteBoro areHta QEMU goCcTynHO TONbKO AN BUPTYarbHbIX

MallUnH, 3anyLleHHbIX U3 noa Hyriesoro MaHgaTHOro KOHTeKkCTa.

3anyweHHasa cpegcteamn QEMU/KVM BupTyanbHas MmalumMHa npegcrasnset cobon oT-

OerbHbIN NPoLEeCcc XOCTOBOW ornepauMOHHON CUCTEMBI.

OCHOBHbIM KOHUIypaUMOHHbLIM dhannomMm cpeacTea amMynsauMm annapatHoro obecneve-

HUa QEMU saBnsietcs /etc/libvirt/gemu. conf. OH cogepXxunt Heobxoanmble Ana 3anycka

BUPTYyalribHbIX MallH NapamMeTpbl, KOTOPblIE OTBEYAKT 3a pa3finiyHble aChneKThbl (byHKLI,I/IOHI/IpO-

BaHWS: MHTepdencbl B3aMMoaencTems ¢ paboumm CTONoOM BUPTyanbHbIX MallWH, crnocobbl u

napameTpbl ayTeHTUdnKauum, NonNUTUKY ynpaerneHns 6e30nacHOCTbO U M30nsiunein BUpTYyarnbHbIX

MallnH N 3Ha4YeHUA Nno ymon4aHmio HEKOTOPbIX NapaMeTpoB KOH(bI/IpraLI,VII/I BMUPTYyalibHbIX MallWH.

HanGonee BaxHble napameTpbl NpuBeaeHs B Tabnuue 4]

Tabnuua 4 — NapameTpbl KOHMUrypaunoHHoro pamna /etc/libvirt/gemu. conf

MapameTp

OnucaHue

vnc_listen

Appec ceTeBoro nHTepdenca ansa npuema coegmMHeHun nNo NPoOToKo-
ny VNC

vnc_tls

Wcnonb3oBatb TLS ans npuema coegmHeHnin no npotokony VNC

vnc_tls x509 cert dir

MyTb k ceptudmkatam TLS npu pabote no npotokony VNC

vnc_password

Maponb ona coeanHenun no npotokony VNC

vnc_sasl

Wcnonb3oBatb SASL ansa npuema coegmHeHun npotokony no VNC

vnc_sasl_dir

Katanor KoHgurypaumoHHoro gamna gemu.conf, cogepxalimm
SASL-napameTpbl ona npuema coegmHeHun no npotokony VNC

(cm.24712)

spice_listen

Afpec ceTeBoro nHTepdenca ansa npuema coegmHeHnn no NpoToKo-
ny Spice

spice_tls

Mcnonb3oeatb TLS ana npuema coegnHeHWn No NpoToKony Spice

spice_tls_x509 cert dir

MyTb k cepTudmkatam TLS npm pabote no npoTokony Spice

spice_password

Maponb ona coeanHeHUn nNo NpoTokony Spice

spice_sasl

Mcnonb3oBaTte SASL ona npuema coeguMHeHun no npoTokony Spice

spice_sasl dir

Katanor KoHgurypaumoHHoro gamna gemu.conf, cogepxalimm
SASL-napameTpbl 4na npMemMa coeguHeHUn no npoTokony Spice

(cm.24712)

security driver

MpumeHsiembin gpariBep 6e3onacHocTu. [NapameTp QomkeH cogep-
XaTb 3HayeHue "parsec".

run_images_dir

KaTtanor pacnonoxeHunsa konui pannos-o6pasos BUPTyaribHbIX Ma-
LWKWH, 3anyLUEeHHbIX B pexume 3anpeta moandukauum dannos-
obpasoB

MpnmeyvaHwne. KoHpurypaumoHHsle napameTpbl TLS gns goctyna k paboynm ctonam

BUpTYyarnbHbIX MawwmH no npotokony VNC paccmatpusatotcs B|2.4.4]
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BHUMAHMUE! lNpn ncnonb3oBaHnu B BUPTyasibHOM MalUuuHe spice-rpadukun, B rocre-
Bon OC porxkeH 6bITb ycTaHoBneH QXL-gpansep. B OC gpasep yctaHaBnnBaeTcs ¢ Naketom

xserver-xorg-video-gxl.

2.43. UpeHTudpmkauma wu  ayteHTucpukauma npu aoctyne K  cepBepy
BupTyanusauum libvirt

CepBep BupTyanuMsauumn MoxeT UCMONb30BaTh 4S8 naeHTUduKaumMm n ayteHTngmnkauum
KITMEHTOB cneyowme MexaHn3mbl:

- nokanbHas peer-cred ayTeHTUUKaLNS;

- yoaneHHas SSH-ayTteHTMdUKauuna (CTpoka coeanHeHnst gemu+ssh:// .. .);

- yaaneHHas SASL-ayteHTU(mKauma, B TOM 4ncne ¢ nogaepxkon Kerberos (ctpoka

coeguHeHus gemu+tcp://...);

- yoaneHHas TLS-ayTeHTUMKaums ¢ MCnonb3oBaHMEM CepTUdUNKATOB (CTpoKa coeanHe-

HUA gemu+tls://...).

MapameTpbl  ayTeHTUbMKaumm  3aparwoTca B KOHUrypaunmoHHOM  dhaune
/etc/libvirt/libvirtd.conf. B KOHQUrypaumMoHHOM panne oTaenbHO 3ajarTcs
napamMeTpbl ANS pasfMyHbIX cNocoboB ayTeHTUdMKaumm: napameTpbl okanbHbix UNIX cokeToB
(cekums «UNIX socket access control»), paspelueHve npyema ceTeBblX coegMHEHUN (NapameTpbl
listen_tls n listen_tcp) n noptbl gna tcp u tls (napameTpbl tls_port U tcp_port),
pacnonoXxeHne HeobxoouMMmbIX hannoB Npu ucnonb3oBaHuM cepTudumkatoB x509 (cekums
«TSL x509 certificate configuration») n BapmaHTbl aBTopusauumn (napameTpbl auth_unix_ro,
auth_unix_ rw, auth_tcp, auth_tls).

Mo ymonyaHuio ncnosnb3yeTca crieaytollee pacnonoxeHne gannos cepTugunkaToB Ha
cepBepe Ans ayTeHTudukaummn K cepsepy suptyanusauum libvirt:

- /etc/pki/CA/cacert.pem — KOPHEBOW CEPTUAUKAT;

- /etc/pki/CA/crl.pem — (hann OTO3BaHHbIX CEPTUDPUNKATOB;

- /etc/pki/libvirt/servercert.pem — cepTuduKaT OTKPbITOrO Krtoya cepsepa

BUpTYyanuaauum libvirt;

- /etc/pki/libvirt/private/serverkey.pem — 3aKpbITbIN KITOY cepBepa BUPTY-

anusauuu libvirt.

MpumeyaHune. annel KNo4yen cepeepa BupTyanuaauum libvirt gormkHbl 6bITb JoCTyN-
Hbl Ha YTeHue rpynne libvirt-gemu.

Mo ymonuaHuio ucnonb3yeTca criegytollee pacrnonoxeHne gannos cepTudunkaToB Ha
KNWeHTe Ang ayTeHTudukaumm K cepsepy Buptyanmsauum libvirt (B gomawHem katanore nosb3o-
BarTens ~):

- /etc/pki/CA/cacert.pem — KOPHEBOW CEPTUAUKAT;

- ~/.pki/libvirt/clientcert.pem — cepTudMKaT OTKPLITOrO KNOYa KINEHTa;
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- ~/.pki/libvirt/clientkey.pem — 3aKPbITbIA KITOY KNKUEHTA.

B cnyyae SASL ayTteHTMduMKaumMm wmcCnonb3yeTcs KOHMUrypauuoHHbIn  daunn
/etc/sasl2/libvirt.conf, B KOTOPOM 3ajalwTcs napamMeTpbl ayTeHTudukauum SASL
(Hanpumep, NpuMeHsieMble MexaHM3Mbl). imsa cepBuca cepBepa BupTyanusauum libvirt npu ncnone-
30BaHMN SASL-ayTeHTUMKALNM PErMCTPUPYETCA KaK libvirt/<ums cepBepa>Q@<poMmen>.

BHUMAHMUE! lNpu ykazaHun mexaHmnama SASL gssapi cnegyet B KOHPUIypaunoHHOM
ganne /etc/default/libvirtd ykasaTb C MOMOLLBLIO COOTBETCTBYHOLLEN NEPEMEHHON OKpPY-
XeHus pacrnonoxeHune danna knioden Kerberos cepsepa BupTyanusauum, Hanpumep:

export KRB5 KTNAME=/etc/libvirt/libvirt.keytab.

2.4.4. W\pentncpukauma wn ayteHTUdMKauma npu aoctyne K pabouyemy crony
BUPTYanbHbIX MalUXH

MapameTpbl ayTeHTUdMKAUMM Npu goctyne Kk pabovemy cCTony BUpTyanbHOWM Ma-
WWHbI 3afdaloTcsd B KOHurypauuoHHoMm panne /etc/libvirt/gemu.conf pasgens-
HOo gnda npotokonoB VNC u Spice. B pgaHHOM koHurypaunoHHoOM danne ykasblBatoT-
cad HeobOxoauMble NapamMeTpbl ayTeHTUUKaunMnM u nyTm K KOHUrypaumoHHbIM dhannam
SASL, Hanpumep, /etc/sasl2/gemu.conf. Vima cepsucoB VNC u Spice npu ucnonb-
30BaHMM SASL-ayTeHTUdUKAUUM PErncTpupyeTca Kak vnc/<umsi cepBepa>@<momeH> WU
spice/<ums cepeepa>Q@<gomMeH>, COOTBETCTBEHHO.

Mo ymonyaHuio ncnosnb3yetcs criegyollee pacnoroxeHne annos ceptuukaTtoBs Ha
cepBepe ans ayTeHTudunKaumm K BUpTyanoHomn mawmHe no npotokony VNC:

- /etc/pki/libvirt-vnc/ca-cert.pem — KOPHEBOM CEPTUDUKAT;

- /etc/pki/libvirt-vnc/server-cert.pem — cepTudurKaT OTKPLITOrO Krtoya cep-

Bepa VNC QEMU,;

- /etc/pki/libvirt-vnc/server-key.pem — 3akpbiTblin knod cepBepa VNC

QEMU.

MpumeyvyaHune. Qannel kntoden cepsepa VNC QEMU gomxkHbl ObITb AOCTYMHbI Ha
yteHue rpynne libvirt-gemu.

Mo ymonuaHuio ucnonb3yeTca criegylollee pacnonoxeHne dannos cepTudunkaToB Ha
knueHTte Ans ayteHTudgukaumm k cepsepy VNC QEMU (B gomaluHem katanore nornb3osaTtens ~):

- /etc/pki/CA/cacert.pem — KOPHEBOW cepTUdMKaT;

- ~/.pki/libvirt-vnc/clientcert.pem — cepTUdPUKAT OTKPLITOrO KItoYa KINEHTa;

- ~/.pki/libvirt-vnc/private/clientkey.pem — 3aKpbITbIA KIOY KNNEHTA.
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3. CUICTEMHbIE KOMIMOHEHTbI

3.1. YnpaBneHue cnyxb6amu

B cpege OC gns ynpasneHus cnyxéamu, To4KaMn MOHTUPOBAHUA U T. M. MPUMEHSAETCA
cucteMHbln MeHegxkep systemd. MeHekep systemd obecnednBaeT napannensbHbIn 3anyck criyxo
B npouecce 3arpy3kn OC, ncnonbayet cokeTbl N akTBaumo D-Bus ons 3anyckaembix cryx6,
npeasniaraet 3anyck 4EMOHOB N0 HEOBXOANMMOCTU, OTCNEXUBAET 3anyck cny6, nogaepxusaet
MFHOBEHHbIE CHUMKWN U BOCCTAHOBIIEHNE COCTOSIHUS CUCTEMbI, MOHTUPOBAHNE N TOYKM MOHTUPOBA-
HUS, a TakKe BHEAPSAET OCHOBAHHYIO Ha 3aBUCUMMOCTAX JIOTMKY KOHTPOMSA NPOLIECCOB CHOXHbIX
TpaH3aKumn.

OTnuunTenbHon ocobeHHOCTLIO systemd SBNAETCS MCNOMb30BaHME KOHTPOSbHbIX Fpynn
Linux, obecneuymBatoLmMx nepapxudeckyto CTpykTypmsauuio cnyx6: nobasa sanyweHHas cnyxba
noMeLlaeTcs B OTAENbHYO KOHTPOMbHYIO FPYynny C YHUKanbHbIM naeHTudukatopoM. Korga cnyxba
3anyckaeTt Opyryto 3aBMCUMYIO Cryxby, TO OHa aBTOMaTM4ecKu BKMHOYAETCHA B rpynny C Tem
Xe naeHTudukatopom. MNMpn 3TOM HenpmBUMNErnpoBaHHble CnyX6bbl HE MOryT U3MEHUTb CBOE
nonoxeHwe B nepapxmu. lNpu WTatHOM 3aBepLUeHnn paboTbl cnyxobl ByayT 3aBepLUeHbl 1 Bce
3aBUCUMbIE OT Hee CryX0bl.

OnucaHue ncnonb3oBaHNA MeHegkepa systemd ons ynpaeneHns 4ocTynoM npyvBegeHo
B PYCB.10015-01 97 01-1.

3.1.1. O6wme cBepeHun

MeHepxep systemd onepupyeT cneuunanbHO 0OOPMIIEHHBIMU hanniammn KoHuUrypaumm —
toHUTamu (unit). Kaxxabii FOHUT OTBEYAET 3@ KOHKPETHYH CNyX0y (* . service), TO4KY MOHTUPO-
BaHus (* .mount), YCTPOUCTBO (* .device), bann Nnogkayku (* . swap), COKeT (* .socket) u T.4.
PasmeLlatoTcs 1OHUTBI B OAHOM M3 KaTaroros:

- /usr/lib/systemd/system/ — IOHUTbI N3 YCTAHOBMNEHHbLIX NAKETOB;

- /run/systemd/system/ — OHUTbI, CO34aHHbIE B pEXUME paHTanM. [laHHbIe IOHUTbI

MMEIT NPUOPUTET BhiLLE, YEM IOHUTLI U3 YCTAHOBIIEHHbIX NAKETOB;

- /etc/systemd/system/ — WOHWUTbI, CO34aHHbIE U YNpaBndeMble agMUHUCTPATOPOM.

[laHHbIE HOHWTBI UMEIOT NPUOPUTET BbILLE, YEM HOHUTLI, CO3AaHHbIE B PEXMME paHTanM.

[nsa oTcnexuBaHnst N KOHTPOIS COCTOSAHUS MeHemkepa systemd n 1OHMTOB Mcnonb3yeTcs
yTUNUTa KOMaHOHOW CTPOKN systemctl.

[ns npocMoTpa cnucka yCTaHOBMEHHbIX OHUTOB BbIMOMHUTE KOMaHAY:
systemctl list-unit-files

[ns npocMoTpa cnucka 3anyLeHHbIX KOHUTOB BbINOSIHUTL KOMaHAY:

systemctl list-units
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nnn ana npocMoTpa Crnncka 3anyLweHHbIX OHUTOB onpeaeneHHoro Tuna ncnorb3oBatb AaHHYIO
KOMaHAy C napaMmeTpoM -t <THUIl_IOHUTAa>.
systemctl list-units -t service

OcHoBHble napamMeTpbl AnAa NCnofib3oBaHnA C yTVIJ'IVITOI7I KOMaH,D,HOI7I CTPOKN systemctl

npvBeneHbl B Tabnuue (Bl

Tabnunua 5
MapameTp Onucanue

systemctl start <woHHT> HesamennurtensHo 3anycTuTb IOHUT

systemctl stop <wHUT> He3zameanntenbHO OCTaHOBUTb HOHUT

systemctl restart <woHHUT> lMepesanycTuTb IOHUT

systemctl reload <wooHUT> lNepesarpy3anTb HACTPOWMKN HOHUTA

systemctl status BbiBecTu 06LLyt0 MHpOPMALMIO O COCTOSIHUN CUCTEMbI U CMINCOK
IOHWUTOB, KOTOPbIM COOTBETCTBYIOT 3anyLUeHHble npouecchl. [Mpu
3anycke KOMaHAbl C UMeHeM toHuTa ByaeT BbiBegeHa nHdopma-
uusa o ctaTyce JaHHOrO oHUTa

systemctl cat <woHUT> MokasaTb cogep>xumMoe oHUTa

systemctl is-enabled <wouuT> [1poBEpUTL BKITOYEHWE HOHUTA B aBTO3arMycK Npwu 3arpyske cucre-

Mbl
systemctl enable <ioHUT> [o6aBnTb IOHUT B aBTO3anycK nNpu 3arpy3ke cucTembl
systemctl disable <woHuT> Yoanutb IOHUT U3 aBTo3anycka npu 3arpyske cuctembl
systemctl mask <woHHT> MackupoBaTb HOHUT A58 UCKMIOYEeHNA BO3MOXHOCTU ero 3anycka
systemctl unmask <woHHUT> CHaTb Macky toHUTa
systemctl help <woHHT> lMokasaTb CTpaHWLy PyKOBOACTBA man OHUTA (NPpW Hanuyuu nog-

OEPXKN AaHHOW (OYHKUMKW ANS YKa3aHHOMo HOHUTA)
systemctl daemon-reload Mepesarpy3nTb systemd ans novcka HOBbIX UM U3MEHEHHbIX

IOHUTOB
systemctl --failed [MokasaTb CNMCOK HOHUTOB, KOTOPblEe He ObINM 3anyLleHbl n3-3a

owmnbkn

3.1.2. KoHdurypauunoHHble dannbl systemd

Mpun ucnonb3oBaHn MeHegxkepa systemd BO3MOXHO Kak KOppekTUpoBaTh CyLLEeCTBYOLNE
IOHUTBI, TaK U CO34aBaTb HOBbLIE.

FOHUT npeacTtaBnsieT cobon ini-nogobHbIn hann, nms KOTOporo COCTOUT U3 UMEHN
IOHUTa 1 cydodpmkca, onpeaensolero Tun H1Ta. B obliem crnyyae oHUT-hann BKNKYaET CekLun
[Unit] 1 [Install], a Takke OOMNOMHUTENbHbIE CEKLUN, COOTBETCTBYHOLLNE KOHKPETHOMY TUNY
lOHUTA.

Cekumsa [Unit] COAEPXKUT OMMCaAHME OHUTA, a TaKKe MHAOPMAaLMIO O 3aBUCUMOCTSAX Mpu
3anycke HHUTa:

- Description= — OonucaHue HUT3a;
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- Wants= — 3aBMCMMOCTb TpeboBaHusa 3anycka. TpeboBaHMe NCXO4HOTO OHUTA 3anyCTUTb
IOHUT, YKa3aHHbI B napameTpe. [1pyn 3aToM pes3ynbraT 3anycka lHWTa, YKa3aHHOro B
napameTpe, He BNMSET Ha 3anyCK MCXOOQHOrO oHUTAa. [pn oTCyTCTBUKM NapamMeTpoB After=
N Before= OHUTbI ByayT 3anyLleHbl O4HOBPEMEHHO;

- Requires= — 3aBUcCUMOCTb TpeboBaHus 3anycka. TpeboBaHMe NCXOQHOTO OHUTa 3any-

CTUTb IOHUT, YKa3aHHbI B napameTpe. [pn 3ToM owmbKa 3anycka oHUTa, NpuBeAeHHOro B

napameTpe, NpmMBeaeT K oLnbKe 3anycka UCXO4HOro oHUTA. Npu OTCYTCTBUM NapameTpoB

After= 1 Before= OHUTbI ByayT 3anyLlieHbl OAHOBPEMEHHO;

- After= — 3aBMCMMOCTb nopsgka 3anycka. [JononHuUTenbHbIN, HO He 0bs3aTerbHbIN

napameTp K napametTpam Wants= U Requires=, yKasblBawlWuni Ha HEOOBXOANMOCTb

3arnycka MCXoOHOro HUTa TOrbKO MOCre 3anycka loHWTa, yKa3aHHOro B napameTtpe.

Mpn aTOM ecnu AaHHbLIM NapaMeTp UCMONb3YeTCH C NapamMeTpPoM Wants=, TO UCXOAHbLIN

IOHUT ByOeT 3anyLweH BHe 3aBUCMMOCTM OT pesyfibrata 3anycka loHUTa, YKa3aHHOro B

napameTpe;

- Before= — aHanornyeH napametpy After=, TONbKO onpeaenseT 3anyck NCXoQHOro

IOHUTa OO 3anycka IoHUTa, YKa3aHHOro B napameTpe.

Cekumsa [Install] cogepXxuT nHpopmaumo o6 yctaHoBke oHUTA. McnonbayeTca Ko-
MaHOamMn systemctl enable <ioHUT> U systemctl disable <wouut>. MOXeT cogepxaTb
cnegyowime napameTpbl:

- Alias= — CMMCOK anbTEpPHaTUBHbIX UMEH lOHUTA, pasaeneHHbiX npobenom. MmeHa

OOIMKHbI UMETb TOT e cydduKe, 4To N nma parna oHuTa. MNpn Ncnonb3oBaHUU KOMaHAbI

systemctl enable OyayT co3aaHbl CUMBOMNYECKNE CCbINIKN U3 MEPEYNCTIEHHBIX UMEH

Ha OAHHbIN OHUT.

BHUMAHUE! He Bce Tunbl IOHUTOB MOTYT UMETb anbTepHaTMBHble UMeHa. [na Tnunos

* .mount, *.slice, *.swap M *.automount JaHHbLIA NAapaMeTp He NoALEPXKNBAETCS;

- WantedBy= — yKasblBaeT Ha LienieBoe coctosiHue (cMm. [3.1.3), npu koTopom 3anyckaetcs

AaHHbIN HUT. [Mpy Mcnonb3oBaHMM KOMaHabl systemctl enable GygeTr nobasneHa

CMMBOJTMYECKAsa CCblJIKa B <uMMs__COCTOAHUSA> . target;

- Also= — onpegensieT CN1coK KHUTOB, KOTOpble Takke ByayT AobaBneHbl B aBTo3anyck

UNu yaarneHbl U3 aBTo3anycka BMecTe C AaHHbIM IOHUTOM.

Cekumsa [Service] B lOHUTE Cry>XObl COAEPXMUT criegytolime napameTpbi:

1) Type= — onpegenseT TMn 3anycka cnyxobsi:

a) simple — ucnonbayeTcs No ymonyanuo. Cnyxba Oyaet 3anylieHa Hesamennu-
TernbHo. [1pouecc Npun 3TOM He A0MKeH pa3BeTBNATLCA. He pekomeHayeTca ncnonb-
30BaTb AaHHbIA TUM, €Cnv Apyrue cnyxoObl 3aBUCAT OT O4YepeaHOCTM Npu 3anycke

AaHHON CcnyX0bl. ckniovyeHne — akTmBaums COKeTa;
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06) forking — cnyxba 3anyckaeTcs OQHOKPATHO M NPOLECC Pa3BETBSETCS C 3aBep-
LLEHMEM POAUTENbCKOro npouecca. PekomeHayeTcs ncnonb3oBaTh AaHHbIM TUN 41K
3anycka knaccuieckmx oemMoHoB. NMoTpebyeTcs Takke onpeaenuTbs PIDFile, 4TOObI
MeHexep systemd mor oTcnexuBaTb OCHOBHOW MPOLECC;
B) oneshot — MCMNONb3yeTcs ANs CKPUNTOB, KOTOPblE 3aBepLUAOTCS NOCre BbIMOSHe-
HWS OAHOrO 3aJaHus;
r) notify — aHanormyeH Tuny simple, HO AOMNOSTHUTENBHO AEMOH OTNPaBUT MEHe-
mprepy systemd curHan o cBOen roToBHOCTY;
A) dbus — CepBUC HaxoaAUTCS B COCTOSIHUM TFOTOBHOCTW, Korga onpeaeneHHoe
BusName nosiBnsietca B cuctemHon wunHe DBus;
e) idle — meHemxep systemd OTNOXUT BbINOSIHEHWE CY>XObl 4O MOMEHTA OTNPaBKK
BCEX 3a4aHUM;
2) PIDFile= — pacnonoxeHue pid-tanna;
3) WorkingDirectory= — paboyuni Katanor NpuUoXeHuns;
4) User= — nonb3oBaTerb, OT UMEHM KOTOPOro OyaeT 3anyLieHa cnyxoba;
5) Group= — rpynna, OT UMeHu KoTopoun ByaeT 3anyuieHa cnyx6a;
6) OOMScoreAdjust= — NPMOPUTET 3aBEPLLEHMSA NPOLECCa NPU HEXBATKE NaMsTK, rae
1000 — makcMmMarnbHOe 3HavyeHue, 03HavatoLlee MOSHbIA 3anpeT Ha 3aBepLUEeHMe NpoLec-
ca;
7) ExecStop= — yKa3blBaeT Ha CKpUMT, KOTOPbIN AOMKEH ObiTb BbINOSIHEH Nepen ocTa-
HOBKOW CnyX6bl;
8) ExecStart — yKasblBaeT Ha KOMaHAy, KOoTopasd AoSmKHa ObiTb BbIMNOMHEHa nocne
3anycka cnyxosbi;
9) RemainAfterExit — npegnuceiBaeT systemd cumTaTb NPOLECC aKTMBHBLIM NOCE ero
3aBepLUEHUS.
Cekums [ Socket ] B lOHUTE COKeTa onpegenser cregyoLme napameTpbl 4N ynpaBneHns

COKETOM:

ExecStart= — npaBurio 3anycka;

ExecReload= — npaBuno nepesanycka;

KillMode= — npasuiio 3aBepLieHud;

Restart= — npaBuno nepesanycka npv BO3HNKHOBEHMMN OLLNGKM.

3.1.3. LeneBoe cocTosiHue

B systemd ypoBHU 3anycka ¢annoB peann3oBaHbl B BUAE CrPyNnNUPOBAHHbBIX IOHUTOB,
npeacTaBNALWMX LeneBoe coctoaHne (uenb). Kaxxgasa uenb nmeet cobcTBeHHOE nMs Buga
<UMs_COCTOSHUSA> . target N NnpeaHasHavyeHa Onsa KOHKPETHbIX 3agad. OgHOBPEMEHHO MOryT

ObITb aKTUBHbI HECKOSbKO Lienen.
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Llenn moryT HacnepoBatb Bce cny0bl apyrux uenen, gobaensas kK HUM ceou. B systemd
TaKKe MMeKTCs uenu, umMmtupytowmne obuime ypoBHu 3anycka SystemVinit, nostomy gnsa nepe-
KIOYeHNa Mexay ueneBbiMU KOHUTaMU MOXHO MCMOMb30BaTh KOMaH4y:
telinit RUNLEVEL

[ns onpegeneHna OOCTYNHbIX LeneBbiX COCTOSAHUW UCMNONb3yeTca KoMaHaa:
systemctl list-unit-files --type=target

[ns onpegeneHnsa akTUBHBIX LeNieBbIX COCTOSIHUM UCMOSb3yeTcs KoMaHaa:
systemctl list-units --type=target

[ns nepexoaa B LeneBoe COCTOSIHUE UCMNONb3yeTca KoMaHaa:
systemctl isolate <umsa_cocrTosiHUA>.target
[laHHas KoMaHaa M3MEHSAT TOMbKO TEKYLLUW YPOBEHb BbINOMIHEHUS N ee AENCTBMNE He NOBMNSAET
Ha nocnegyoLine 3arpy3km CUCTEMBI.

[na npocmoTpa LerneBoro COCTOAHUSA No YMOryaHuio, kKotopoe systemd ucnons3yet cpasy
nocre 3arpy3ku CUCTEMbI, UCMOSIb30BaTb KOMaHAy:
systemctl get-default

LleneBoe  coCTOAHME NO  YMOSMYaHUKO  3aJaeTcd  CUMBOSIbHOW  CCbISTKOWN
/etc/systemd/system/default.target. [ONs CMeHbl LENeBOro COCTOSHUA MO YyMOf-

YyaHuto TpebyeTca nepesanuncaTb AaHHYH CCbISKY.

Mpumepbl:

1. In -sf /usr/lib/systemd/system/multi-user.target
/etc/systemd/system/default.target

2. 1In -sf /usr/lib/systemd/system/graphical.target
/etc/systemd/system/default.target

[ns npocmoTpa AepeBa 3aBUCMMOCTEN FOHUTOB OT LIENW BbINOMHUTL KOMaHAY:

systemctl list-dependencies <umsi_cocTosHus>.target
3.2. YnpaBneHue ycTpoucTBamm

3.2.1. Tunbl ycTpoucTe

B OC cyuwectByeT gBa Tvna yCTPOUCTB: BIOYHbLIE C NPSMbIM AOCTYNOM (Hanpumep,
XXeCTKne ONCKM) U CMMBOMbHbIE (Hanpumep, nocrnegoBaTefibHble NOPThbl), HEKOTOPbIE U3 HUX MOTYT
ObITb NOcnegoBaTenbHbIMU, @ HEKOTOPbIE — C NpsMbIM AocTynoM. Kaxkgoe nogaep>kmBaemoe
ycTponcTeo npeactasnsietca B PC gannom yctponctsa. Npu BbINOMHEHUM onepauui YTeHus
nnu 3anucmn ¢ NnogobHbiM hannom nponcxogmut oOMeH AaHHLIMW C YCTPOMCTBOM, Ha KOTOpoe
yKasblBaeT 3ToT dhann. Takon cnocob goctyna K yCTPOMCTBaM MO3BONSET HE UCMNONb30BaTb
cneumanbHble Nporpammbl (a Takke crneynanbHble METOAbl MPOrpaMMMpPOBaHUS, Takme Kak paboTa

C NpepbIBaHUSMN).
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Tak kak ycTponcTBa oTobpaxatTcsa kak annebl B ®C (B Katanore /dev), UX MOXHO
NPOCMOTPETb C MOMOLLbIO KOMaHAb! 1s. [locne BbINONHEHMA KOMaHAbl C NapaMeTpom —1:
1s -1
Ha 3KpaH MOHUTOpPA BbIBOAUTCS CMUCOK (pannoB C ykazaHMeM B NepBoUn KOSIOHKe Tuna channa
M NpaB goctyna K Hemy. Hanpumep, ana npocmoTtpa danna, COOTBETCTBYHOLLENO 3BYKOBOMY
YCTPOWCTBY, UCMOSb3yeTcs cnegyolaa komaHaa:
ls -1 /dev/dsp
crw-rw—--T+ 1 root audio 14, 3 Wwn 1 13:05 /dev/dsp

[MepBbI CMMBOM ¢ B NEepBOW KOMOHKE yKasbiBaeT Ha Tun panna — B JaHHOM Crydyae CUM-
BOIbHOE YCTPOMCTBO. [Ans 06bI4HbIX hannoB MCNONb3yeTCs CUMMBON «-» (Aedurc), Ansa Katanoros
— d, Ans 6rnoYHbIX YCTPOMCTB — b (OnMcaHne KoMaHabl NPMBEAEHO B man 1s).

Hanuuue annoB ycTpONCTB He O3HaYaeT, YTO JaHHble YCTPONUCTBA YCTAHOBMEHbI B CU-
cteme. Hanpumep, Hanuume panna /dev/sda He 03Ha4yaeT, YTO HA KOMNbIOTEpPEe YyCTaHOBMNEH
xecTkmn auck SCSI. 3To NnpeaycmMoTpeHOo Ans obneryeHms yCTaHOBKM NporpamMmm 1 HOBOro obopy-
AO0BaHus, T./K. UCKMNoYaeT HeOBXOAMMOCTb MOUCKA HYXHbIX NapamMeTpbl U co34aHnsa hannos ans

HOBbIX yCTpOﬁCTB.

3.2.2. XXecTKkne gucku

[Mpy agMUHUCTPMPOBAHUM OUCKOB MOTYT BO3HUKHYTb BOMPOCHI, CBA3aHHbIE C pa3geneHnem
XEeCTKOro Aucka Ha pasgernbl, co3gaHmeM n MoHTupoBaHnem OC, doopmatmpoBaHMemM gucka u ap.

OpaHa 13 NpUYnH pasgeneHns XKecTkoro gucka — 31o XxpaHeHue pasHbix OC Ha ogHOM
XecTkoMm aucke. [lpyras npyymHa — xpaHeHne rnonb30BaTerbCKNX N CUCTEMHbIX pannos B pas-
HbIX pasgernax, YTo ynpouwlaeT pe3epBHOE KOMMpOoBaHME W BOCCTAHOBIIEHUE, a TaKXe 3aliuTy
CUCTEMHbIX hansioB OT MOBPEXAEHUN.

[nsa ncnonb3oBaHus ancka unu pasgena Heobxoammo cosgaHue ®C. Tonbko nocrne 3Toro
BO3MOXHa paboTa ¢ dannamu.

MoHTupoBaHue pasnuuHbix PC onsa popMnpoBaHMsa eguHON CTPYKTYPbI KaTaroroB Kak
aBTOMaTUYECKU, TaK 1 BpyYHy (PC, MOHTMPYyEMbIE BPYYHYH, AOIMKHbI ObITb BPYYHYIO Pa3MOHTU-
pOBaHbI), 1 BONPOCHI Bydhepmnsaumm GUCKOB 1 paboTbl C BUPTYarbHON NaMsTbO Takke HeobXxoanmbI
npu pabote ¢ guckamu.

LleHTpanbHbI NPOLIECCOP U XXECTKUIN ANCK 0OMeHMBaTCs MHpopMaumen Yepes ANCKOBbIN
KOHTponsiep. JTo ynpowaeT cxemy obpalleHns n paboTbl C AUCKOM, T.K. KOHTponnepbl Ang
pasHbIX TUMOB AMCKOB MOryT BbITb NOCTPOEHbLI C UCNOMb30BAHMEM OOHOIMO MHTEpernca s CBA3N
C KOMMbIOTEPOM.

KaxkgbIn XKeCcTKM OUCK NpeacTaBneH oTaenbHbIM (hansiom ycTponcTea B Katanore /dev:
/dev/hda n /dev/hdb Ans nepeBoro M BTOPOro Aucka, nogkntoveHHoro no IDE wwuHe, un

/dev/sda, /dev/sdb 1 T. 4. 4Ns guckos, ncnonbaytowmx SCSI nnn SATA-nHTepdenc.
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3.2.3. Pasgenbl XecTKOro gucka

Becb eCTkui AMCK MOXET BbITb pa3buT Ha HECKOMBKO pa3fenos, Npuyem Kaxabi pasgen
npeacTaBreH Tak, Kak ecnv 6bl 3To ObIN OTAENbHbLIN AUCK. PasgeneHne ncnonb3yeTcs, Hanpumep,
npu pabote ¢ asyma OC Ha ogHoMm xecTkoM gucke. Npu atom kaxgas OC ucnonb3yeT ans
paboTbl OTAENbHLIN pa3fen n He B3anMOLEWUCTBYET C ApyrMu. Taknm obpasom, ABe pasfnyHble
cUCcTeMbl MOryT BbITb YCTAaHOBMEHbI HA OAHOM XXECTKOM JMUCKe.

MasHas 3arpy3odHas 3annce MBR (Master Boot Record) gucka cogepxut mecto gns
YeTblpeEX OCHOBHbIX pa3aenos, NpoHymMepoBaHHbIX OT 1 oo 4. Ecnu Heobxogmmo nobaButhb elle
pasgenbl Ha Auck, To cnegyeT npeobpasoBaTtb OCHOBHOW pasden B AONONHUTENbHbIN (extended).
[anee gononHuUTenbHbLIM pasgen pasgenseTcs Ha OauH NN HECKOMNBbKO JTOrMYeCKNX pasaenos ¢
Homepamu oT 5 oo 15.

3.2.3.1. PaclumpeHHble U nornyeckume pasaensbl

B OC swap-o6nactb Ansa NoBbILLEHNA CKOPOCTN 0ObMeHa 4Yallle BCero pasmMmellaeTca B
OCHOBHOM OTAENbHOM pasgere.

Cxema, ncnonb3ytoLasi pacluMpeHHble pasgensl, N03BonsieT pa3drBaTte OCHOBHOW pa3sgern
Ha nogpasgensl. OCHOBHOWM pa3saen, pasduTbi Takum 0Opa3oM, Ha3blIBAETCS «PaCLUMPEHHBbIM
pasgenomMy, a nogpasaenbl Ha3blBalTCsa «normdeckummn pasgenammy». OHM (PYHKUMOHMPYIOT Tak
e, Kak U OCHOBHbIE pasfernsbl, pasnnymne COCTOUT B CXEME UX CO3OaHus.

3.2.3.2. Pa3buneHune XecTKoro Aucka

[nsa pa3bueHns XeCTKOro Ancka Ha pasaernbl Mcnonb3yeTcs nporpamma fdisk.

Kaxabin pasgen AomkeH cogepXatb YeTHOe KONMYeCcTBO CeKTopos, T.K. B OC ncnonbay-
toTca 6nokn pasmepom B 1 Kb, T.e. aoBa cektopa. HeueTHoe KonmM4yecTBO CEKTOPOB NpUBEAET K
TOMY, YTO NOCNEAHUN U3 HUX ByaeT HE NCMONb30BaH. OTO HM Ha YTO HE BAUSAET, HO NPKU 3anycke
fdisk 6yaeT BblgaHO npeaynpexaeHune.

Mpn n3ameHeHun pasmepa pasgerna obbl4HO TpebyeTcs cHayana caenatb pes3epBHYIO
KOnuto Bcen HeobxoamMmon MHopMaunn, yoanuTb pasgen, co3gatb HOBbIWM pasgen, a 3atem
BOCCT@HOBUTb BCKO COXPaHEHHYH MHOpMaLMO B HOBOM pasferne.

OnucaHue nporpammbl npueegeHo B man fdisk.

3.2.3.3. ®annbl ycTponucTB 1 pasgenbl

Kaxgomy OCHOBHOMY M pacCLUMPEHHOMY pasfeny COOTBETCTBYET OTAENbHbIN dhans yCcTpon-
ctBa. CyuiecTByeT cornawieHme ans uMeH nogobHbix dhannos, KOTOPOE 3akntovaeTcsa B gobasne-
HUM HOMEepa pasgena K MMeHun hanna camoro gucka. Pasgenbl ¢ 1 no 4 aBns0TCA OCHOBHbLIMU
(BHE 3aBMCMMOCTU OT TOrO, CKOSIbKO CYLLECTBYET OCHOBHbIX pasfenos), a pasgensl ¢ 5 no 15 — no-
rMYeCcKMMn (BHE 3aBUCMMOCTM OT TOrO, K KAKOMY OCHOBHOMY pasfeny OHW OTHocATcs). Hanpumep,
/dev/hdal cOOTBETCTBYET NepBOMY OCHOBHOMY pasgeny nepsoro IDE-gucka, a /dev/sdb7 —

TpeTbeMy FIOrM4yecKoMy pasgeny BToporo amcka ¢ uHtepgencom SCSI unmn SATA.
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3.2.4. ®opmaTtupoBaHue

dopmatmpoBaHMe — 3TO Mpouecc 3anucu cneumanbHbIX OTMETOK Ha MarHUTHYH Mo-
BEPXHOCTb, KOTOpPbIE MCMNOSb3YITCA ANS pa3feneHus JOPOXeK U CeKTOpPoB. [UCK He MOXeT
Mcnonb3oBaTbCsA A0 TeX MOp, Noka OH He ByaeT oThopMaTUpPOBaH.

[ns IDE- n HekoTopbix SCSI-gmuckoB dhopmaTtnpoBaHne Npon3BoguUTCH Npu UX U3roTosre-

HUM 1, 0BbIYHO, He TpebyeTcs MOBTOPEHUS 3TOW MpoLeaypbi.

3.2.5. lNporpammHasa opraHusauusa guckoBbix pasgenoB B RAID n toma LVM

B agpo OC BcTtpoeHa nporpammHas peanudaumsa texHonornn RAID (ypoBHu: RAID 0,
RAID 1, RAID 5 n ux coyetanus). KomaHaa mdadm npegoctaBnaetr agMUHUCTPATUBHBIN UHTEpP-
drenc nonb3oBaTens Ang co34aHus 1 yrpasreHus MaccuBamu.

lMocne co3gaHus MmaccuBa ero YCTPONCTBO, Hanpumep, /dev/md0, UCNONb3YeTCsl TOYHO
Takxe, Kak /dev/hdal unu /dev/sdb7.

LVM, ¢ To4kn 3peHnsa aapa CUCTEMBI, UCNONb3yeT YHUPUUMpoBaHHbIe MexaHu3Mbl VFS n
He Hy)xaeTcs B cneumanbHbIX KoHpurypaumsx sapa. B OC obecnevnBaeTcst NONHOMYHKUMOHATb-
Hoe ynpasneHne Tomamu LVM, KoTopoe ocyLecTBNAeTcsl CTEKOM KoMaHg ynpasneHus (okono 30
nporpamMmm).

LVM obecneumBaeT 6onee BbICOKMI ypOBEHb abCcTpakuum, Yem TpaauLNOHHbIE OUCKM
n pasgensl Linux. 3T1o no3sondet obutscsa 6onbLuen rmékoCcTy Npu BbiAENEHUN NPOCTPaHCTBA
ANs XpaHeHusa OaHHbIX. Jlormyeckne Toma MOXHO Nnerko nepemMellartb ¢ O4HOro oM3nN4ecKoro
YCTPOWCTBA Ha Apyroe, a ux pasmep U3MeHsTb. Pnsnyeckne yctpomctesa MOXXHO OTHOCUTENBHO
npocto gobaenaTtb U yaansate. Tomam, ynpasnsgemMmbliM nocpeactsom LVM, MOXHO HasHavaTb
nobble TEKCTOBbIE Ha3BaHUS, Hanpumep, database UM home, a He cnyXebHble sda unn hda,

KaK y YCTPOWCTB.
3.3. YnpaBneHune ®C

dannosasa cucteMa — 3T0 METOAbl U CTPYKTYPbI AaHHbIX, KOTopble ncnone3ytotca OC anga
XpaHeHns annoB Ha OUCKe unu ero pasgene.

Mepen Tem, Kak pasgen unn AUCK MoryT BbiTb NCMONb30BaHbI ANs XpaHeHUs Hdopmauum
(dpannos), oH gomkeH BbiTb MHULMANM3MPOBaH, a Tpebyemble faHHble NEPEHECEHDBI HA 3TOT AUCK.
OTOT npouecc HasblBaeTca «cosgaHnem OCy.

@®C OC no ymonyaHuto cooTBeTcTBYEeT TUNy Ext4, obecneunBaet nogaepxKy OANHHbIX
UMEH, cuMBOIMYeckux ceasen, a Takke PC ISO9660, FAT (MS-DOS), NTFS u ap. Takke npegy-
CMOTpEHa BO3MOXHOCTb NpeACcTaBneHna nMeH annos pycckumm Gyksamu.

Bce gaHHble OC cocTosT n3 MHOXecTBa (hannos (Nporpammbl, GBUBNNOTEKN, CUCTEMHbIE
N nonb3oBaTesnibCckne gannsl) n Bce oHu pacnonarattca B PC. Ctpyktypa ®C mumeeT BuA

«nepeBepHYTOro AepeBay, BEPXHIO BepLUMHY KOTOPOro Ha3biBakoT KOPHEM (/root — KOPHEBOW
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Katanor).
B 3aBucmmocTu ot Bblbopa, caenaHHoro B npouecce yCTaHOBKKU, Katanorn MoryT OTHO-
CUTbCA K pasnuyHbiv OC.
lMocne HauyanbHoM yctaHoBkM PC OC MOXET COCTOATb, HAaNpUMep, U3 CNeayLNX YacTen:
- root:
- /bin — HaxoOdaTCs BbINOMHAEMbIE NporpamMMbl (TOYHee, X ABOUYHbIE harnbl). OHK
Heobxogumbl ans pabotbl cuctembl. MHorne komaHabl OC aBnAOTCA NporpaMmmamm
13 3TOro KaTanora;
- /dev — pacnonoxeHbl ocobble hannbl, HasbiBaeMble «dannamm yCcTpOUCTBY»
(device files). C nx nOMOLLbIO OCYLLECTBASETCA JOCTYN KO BCEM (PU3NYECKUM YCTPOU-
CTBaM, YCTAHOBMEHHbIM B CUCTEME;
- /boot — cogepXuUT HeobxooMMy0 MHOPMaLMO AN 3arpy3ku cuctemMbl (S4po
(sapa), obpas initrd, dannsl 3arpysdnka);
- /root — AOMAaLUHUK KaTanor cynepnonb3oBaTens;
- /tmp — UCNOMb3yeTCcsa OIS XpaHeHUs BPEMEHHbIX (hanrnoB, co3gaBaemMblx Nporpam-
Mamu B npouecce cBoen pabotbl. PaboTtas ¢ nporpammamu, co3garowmmMmm MHOMO
OonbLUINX BPEMEHHbIX (hannos, ny4we nmeTb otaensHyto ®C, yem npocTon Katanor
KopHeBon ®C;
- /etc — cogepXnT KoHurypaumoHHble annel OC. 3aecb HaxoguTea ann napo-
nen passwd, a Takke cnucok ®C, noaknoyaembix NpyM HavanbHoM 3arpyske fstab.
B aToM ke kaTanore xpaHATCcs cueHapun 3arpysku (startup scripts), cnncok yanos
(hosts) ¢ ux IP-agpecamu n MHOXeCTBO ApYrMX AaHHbIX O KOHGUrypauuu;
- /1ib — cogepxaTtca pasgensemble 6UbnuoTekn, ncnonb3yemble MHOMMMU Nporpam-
MaMu BO BpeMs cBoer paboTbl. NMpumeHssa pasgensieMble 6MBNNMoTEKN, XpaHaLmMecs
B 06LLEAOCTYNHOM MeCTe, MOXHO YMEHbLUUTb pa3mep nNporpamMm 3a cHeT NOBTOPHOMO
NCNONb30BaHWUS O4HOMO U TOTrO Xe Koaa;
- /proc — saBndAeTca BupTyanbHon ®C n ucnonb3yeTcs ANs YTEeHUS U3 NamaTm
MHopMaLnN O CUCTEME;
- /sbin — XpaHATCA CUCTEMHbIE ABOUYHbIE dhansbl (6ONBLUMHCTBO M3 HUX UCMOMb3Y-
eTca AN HYXJ CUCTEMHOrO aAMUHUCTPUPOBAHUS);
- /usr — XPaHATCA pasnuyHble NPorpaMMbl U AaHHbIEe, HE noanexawue nameHeHuno. Ka-
Tanor /usr n ero nogkaranorn Heobxoanmsl Ans pyHKUMoHUpoBaHusa OC, T.K. cogepxat
Hanbonee BaxHble Nporpammsbl. [JaHHbIN KaTanor novTn Bcerga asnserca otgensHon ®C;
- /var — cogepxatcsa naMmeHsemble dannbl (Takme kak log-cbannsl u ap.);
- /home — COCTOMUT M3 NINYHbIX KaTanoros nonb3osartenen. O6LenpMHATO UMETb 34€EeCh

oTAESIbHYHO ®C, yTobbl 06eCnevnTb NoMb3oBaTENSIM AOCTaTOMHOE NPOCTPAHCTBO AJA pas3-
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MeLLeHns ceonx dharnos. Ecnn nonb3oBaTenen B CUCTEME MHOMO, BO3MOXHO, NpuaeTca
pas3gennTb 3TOT KaTanor Ha Heckonbko ®C. Torga, HanpMMmep, MOXHO co3faTtb nogkatano-
M /home/staff n /home/admin gna nepcoHana n agMMHUCTPaLMN, COOTBETCTBEHHO,
YCTaHOBUTb KaXabl Kak camocTtoaTenbHyto PC 1 yxxe B HUX co3gaBaTb paboudne katanorun
nonb3oBartenemn.

B nnuHbIX KaTtanorax Kaxgoro nonb3oBaTensa Hapsgy ¢ Apyrumu dpanniamm MMerTcd
HECKOJSIbKO KOH(pUrypaunoHHbIX hannos, KOTopble ANs NPaKTUYECKNX Lernen siBnaiTcA
CKpbITbIMU. OHN MoaudMUMpyoTCa peako. ®ann cTaHOBUTCS CKPbITbIM, €CIiM NOCTaBUTb
TOYKY B Ha4arne umeHu channa. YeBmaeTb CKpbITble dpansbl MOXXHO BBEASA KOMaHAY:

1ls -a

3.3.1. YcTaHOBKa
®C ycraHaBnuBaetcs, T. €. MHULManNn3npyeTcd, npu nomowm komaHabl mkfs. KomaHga
3anyckaet Tpebyemyto nporpaMmmy B 3aBUCUMOCTU OT TUna ycTaHaBnuBaemon cuctemol. Tun ®C

yKasblBaeTcsd npu nomMmoLm onumm -t f£stype (OI'II/ICGHI/Ie KOMaHAbl NpnBegeHOo B man mkfs).

3.3.2. MoHTUpOBaHue

Mepea Havyanom padoTbl ¢ PC oHa gomkHa ObITb cMOHTUpoBaHa. [Npu atom OC BbinonHaeT
aencteus, obecneunsarome yHKUNoHMpoBaHue moHTupyemon ®C. Tak kak Bce dannbl B OC
npuHagnexaT O4HOW CTPYKType KaTanoros, TO 3Ta onepauuns obecneumaet paboty ¢ OC Kak ¢
KaTanorom, HasblBaeMbIM TOYKOW MOAKMOYEHNS (MOHTMPOBAHKS).

[Ons moHTMpoBaHua (nogkntodenust) PC k aepey katanoros OC Heobxogumo yb6eanThb-
C4, YTO KaTanor, K KoTopomy crnegyet nogknounte PC (Touyka NoaknoyeHns), AENCTBUTENBHO
CYyLLECTBYET.

Ecnn ncnonb3oBaTb Anst TOYKM MOHTUPOBaHUA (NOOKITOHYEHUS) HENYCTOW KaTanor, To
€ro Coaep>XMmMoe CTaHeT HeLOCTYNHO A0 pa3MOHTMpoBaHMSA. [1oaToMy pekomeHayeTcs UMETb
crneumanbHO Co3daHHble KaTanorn anst MOHTUpoBaHusa pa3genos/ycTponcTB. OBbIYHO OHK pacro-
naralTcs B /mnt U /media.

Mpegnonoxum, 4To TpebyeTrca MOHTUPOBaTb hann IS09660 K TOUKE NOAKNIOYEHUS /mnt.
Katanor /mnt OOMMKEH yXe CywecTBoOBaTb, MHa4Ye NOAKMtYEeHMe OKOHUYMTCS Heyaaden. [Nocne
NOAKITIYEHNS K KaTanory B Hem nosiBatcsa Bce channbl u nogkatanorn ®C. B npoTMBHOM cny4yae
katanor /mnt GyaeT nycTbiM.

[nsa Toro 4Tobbl y3HaTb, Kako ®C NpMHaANEeXnT TEKYLMI KaTanor, crnegyer BOCMNomnb30-
BaTbCSl KOMaHOOM:
df -h
B BbiBOAe komaHabl 6yaet otobpaxeHa ®C n o6bem cBobGO4HOro NpoOCTpaHCTBRa.

3.3.2.1. mount

B OC ansa nogkntoyeHna dC ncnonb3yercs komaHaa mount. CMHTaKCUC KOMaHAb!:
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mount device mountpoint
roe device — (mU3nYecKoe YyCTPOMUCTBO, KOTOPOe HEODXOANUMO MOAKMNIYNTL, @ mountpoint —
TOYKa NOOKITHYEHUS.

B uenax cuctemHon 6e3onacHOCTM UCMONb30BaTb KOMaHAy mount MOXET TOMbKO cynep-
nonb3oBaTerb.

Kpome napameTpoB, ykasaHHbIX Bbille, KOMaH4a mount MOXET MMETb B KOMaHLHOM

CTpOKe napameTpbl, NpuBeAeHHble B Tabnuue (6]

Tabnunua 6
MapameTp Onucanune
£ UmuTtupyeT nogkntodeHne ®C. BuiNnonHATCA BCe AEUCTBUSA, KPOME CUCTEM-
HOro Bbl30Ba AN HACTOSLLIErO NOAKMNIYEeHNs
v MoapobHein oT4veT. MNpenocTaBnsieT 4ONONHUTENBHYO NHOPMAaLNIO O CBOUX
JencTBusxX
-w Moakntoyaet ®C ¢ 4OCTYNOM ANS YTEHUSA U 3anncu
-r MogkntodaetT ®C ¢ 4OCTYNOM TOSMLKO ANSA YTEHUSA
-n BuinonHsiet nogkntoveHue 6e3 3anncu B hann /etc/mtab
-t type YkasblBaeT Tmn nogkniovaemon ©C
-a Moakntountb Bce OC, nepeyvncnerHole B /etc/fstab
MpumMeHnTb cnmncok onumn K nogkrtodaemon ®C. Onumm B cnvcke nepe-
-0 list_of_ options| YncCneHbl Yepes 3anATyro. 3a NOMHbIM CMMCKOM BO3MOXHbIX ONUMA cneayet
00paTuTbCA K pyKOBOACTBY man

Ecnu HeobOxogumas onuus He ykasaHa, mount NOMbITAETCA onpeaennTb ee no ganny
/etc/fstab.

PacnpocTpaHeHHble hopMbl KOMaHAbl mount:

1) mount /dev/hdb3 /mnt — NOAKNKYAET pasgen XecTkoro agncka /dev/hdb3 K Ka-

Tanory /mnt;

2) mount -vat nfs — nogknoyaer Bce PC NFS, nepeyucrneHHble B danne

/etc/fstab.

Ecnn npasunbHo nogkntounts PC He yaaetcsl, To BOCMNOMNb30BaTbCA KOMaHAOM:
mount -vf device mountpoint
A8 nonyvYeHnsa otyeTa o pesyrnbratax BbIMOMHEHUS KOMaHAbl mount. B JaHHOM crnyyae komaHaa
BbIMOSTHAET BCE OENCTBMUS, KPOME MOAKMOHMEHUS, U BbIBOAUTCS NOAPOOHLIN OTYET O KaXaoM Luare
BbINOSTHEHNSA KOMaHAbI.

OnucaHue KoMaHabl NPUBEAEHO B man mount.
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3.3.2.2. fstab

Ecnu cnucok ncnonbsyemblx PC nameHaeTca pegko, 1o ans ygobcrtea MOXHO ykasaTb
OC nogkntovatb ®C npwu 3arpy3ke 1 oTKNOYaTb Npu 3aBepLlleHun paboTtel. PC aAna NnogknoyeHus
nepeynucnalTca B cneunanbHOM KOHUrypaunoHHomM danne /etc/fstab no ogHOM B CTPOKe.
Mons B cTpokax pasgenstoTtcs npobenamu nnu cumeonamun Tabynsaumn. B Tabnuue |7| npyeeaeHsl

nona gavina /etc/fstab.

Tabnunua 7
Mone Onucanue
oC Moaknoyaemoe 6rnovYHOE YCTPONCTBO unu yaaneHHas dC
MecTo noakntodeHus ®C. Ytobbl caenatb cMCTEMY HEBUOUMOW B Aepe-
Toyka nogkno4eHus BE kaTanoros (Hanpumep, Ans annoB NOAKAYKM), MCMONb3YETCs CNOBO
none
Twvn YkasbiBaeT TMn nogknodaemon ®C

Cnuncok pasgeneHHbIX 3anaTbiMu NapameTpoB Ans nogkntoyvaemon ¢C.
Onunu noakno4eHns [ormkeH cogepxaTtb, NO KpanHen mepe, TN NoakntoyeHna. bonee no-
APO6HYH0 MHGOPMALMIO CM. B PYKOBOACTBE man KOMaHAbl mount

Yka3sblBaeT, kak YacTo criefyeT BbINOMHSATL pe3epBHOE KOMMpPOBaHWE C
nomMoLlblo kKomaHabl dump. Ecnn B none ctout 3HayeHne 0, To dump
cumTaert, yto PC He HyxxaaeTcs B pe3epBHOM KOMUMPOBAHUN

MepvoanyYHOCTL pe3epBHOro
KOMMPOBaHUs

3apaet nopsgok NpoBepkn LenocTHocTn PC npwm 3arpy3ke ¢ NOMOLLbIO
komaHabl £sck. Ona kopHeBon PC crneayeT ykasbiBaTb 3HadeHue 1,
ANns octanbHbiX — 2. Ecnn 3HayeHne He ykasaHo, uenoctHocTe OC npu
3arpyske npoBepsiTbCcA He byaeT

Homep npoxoga

PekomeHayetcsa nogkniodate PC Bo BpeMs 3arpysku yepes /etc/fstab BMeCTo KomaH-

Abl mount. [lanee npueeaeH npumep danna f£stab.



Mpumep

/etc/fstab: static file system information.

Use ’'blkid’ to print the universally unique identifier for a
device; this may be used with UUID= as a more robust way to name devices

that works even if disks are added and removed. See fstab(5).

#
#
#
#
#
#
# <file system> <mount point> <type> <options> <dump> <pass>

# / was on /dev/sdall during installation

UUID=a50cefb7-a198-4240-b198-581200027898 / ext4 usrquota,errors=remount-ro,secdel=2 0 1

# /home was on /dev/sdalO during installation

UUID=c94bba8d-95d4-467b-b3e0-2cd7£92c3355 /home ext4 usrquota,secdelrnd 0 2

# swap was on /dev/sda5 during installation

UUID=ce71b251-2405-4eed-8130-5f92a56b67ac none swap sSwW 0 O

/dev/sr0 /media/cdrom0 udf, is09660 user, noauto 0 0

# /etc/fstab.d/PDAC: parsec devices access control mount instructions

#

#<file system><mount point><type><options><dump><pass>

### usb flash

/dev/*fat /*home/*/media/* auto owner,group,noauto,nodev,noexec,iocharset=utf8,defaults 0 0
/dev/*ntfs* /*home/*/media/* auto owner,group,noauto,nodev,noexec,iocharset=utf8,defaults 0 0
/dev/sd*ext* /*home/*/media/* auto owner,group,nodev,noexec,noauto,defaults 00
### [cd|dvd|bd]rom

/dev/s*udf /*home/*/media/* udf owner, group, nodev, noexec,noauto,defaults 0 0

/dev/s*is09660 /*home/*/media/* 1s09660 owner,group,nodev,noexec,noauto,defaults 0 0

### other

/dev/sd* /*home/*/media/* auto owner,group,nodev,noexec,noauto,iocharset=utf8,defaults 0 0

L-10 66 10-G100L'90Ad

1974
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KommeHTapum B dhanne HaymHaTCcs ¢ cumBona #.

CnoBo defaults B nomne options ykasblBaeT, 4To npu nogkritodeHnn ®C criegyet npu-
MEHNTb Habop onuMn No ymonyaHuo, a meHHo — PC cneagyeT NOAKIOYMUTL C Ppa3peLLEHHbIM
AOCTYMOM 7151 YTEHUS U 3anNUCK; OHa OOSMKHA paccMaTpuBaThCs Kak oTaenbHoe 6rnoyHoe yCcTpou-
CTBO; BeCb (hannoBbli BBOA-BbIBOA, AOIMKEH BbIMOMHATECA aCUHXPOHHO; pa3peLleHo BbINoSIHEHME
nporpamMmmMHbix pannos; PC MOXeT NOAKNKYATLCSA C MOMOLLLI KOMaHAbI:
mount -a
6uTbl UID 1 GID dhannos B aton ®C nHTEpnpetupyroTcs; 00bl4HbIM NONb30BaTENAM HE pa3peLLeHo
nogkntoyatb aty ®C.

Pasgen nogkaykn /dev/sda3 ucnonb3yerca sgpom OC anga opraHusaumm BupTyanbHON
namsatu. OH omkeH NpucyTcTBoBaTh B panne /etc/fstab Ana MHOOPMUPOBaAHUS CUCTEMBI O
€ro MecToHaxoxaeHum. Ytobbl oH He oTobpaXkancda B AepeBe KaTanoroB, TOYKa NMOAKIOYEHUs
yKasaHa Kak none. Kpome Toro, pasaenbl NOAKaYKkM NOAKIYAKTCA C ONUMEN Sw.

BuptyanbHaa ®C /proc ykasbiBaeT Ha MUHPOPMALMOHHOE MPOCTPaHCTBO NPOLIECCOB B
namsaTn. COOTBETCTBYOLWNN PMU3NYECKUIA pasaen ONnd Hee OTCYTCTBYeT.

OC VFAT Takke MOXHO nogkntodatb aBToMmaTunyecku. Pasgen /dev/sdbl — 3TO nep-
BbI pasgen BTOporo xectkoro ancka SCSI. OH noakntovaetcs kak pasgen VFAT, roe vfat
yKasblBaeTcs B kadectBe Tuna ®C n /win — B Ka4eCTBe TOYKM NOOKMHOYEHNS.

[na nony4yeHus nonHom nHgpopmaumm o JonycTumblxX B chbanne /etc/fstab onumsx cum.

pykoBoACTBO man Ansd fstab.

3.3.3. PaamMoHTMpOBaHue
[Onsa pasmoHTupoBaHua (oTknodeHus) PC ncnonbsyetca KomaHga umount. OTKNOYe-
HMEe MOXeT NnoHagobuTbcs Anst NpoBepkn N BocctaHoBneHnss PC ¢ nomoLwbio KoMmaHabl fsck.
YnaneHHble ®C oTKNtoYaTCs B Crydae Henonagok B CEeTu.
KomaHaa umount MmeeT criefyowmnn CUHTaKCUC:
umount device : mountpoint
umount -a
umount -t fstype
roe device — u3n4ecKkoe yCTPOMCTBO, KOTOPOE HEOOX0AMMO OTKMUNTL, mountpoint
— UMS KaTanora TOYKM NOAKMNoYeHUs (yKasblBaTb TONbKO device UMM mountpoint), napameTp
-a oTkntovaet Bce PC, napameTp -t fstype oTkMYaeT ToNbko PC ykazaHHOro Tuna.
KomaHga umount He oTkntovaetT ®C, ecnmn OHWM UCNOSMb3YIOTCSA B TEKYLLMA MOMEHT. Ha-
npumep, ecnu Kakyo-nméo ®C nogknoynTb K /mnt U BbIMNOMHUTE KOMaHAbI:
cd /mnt
umount /mnt
TO nosABUTCSA coobuieHne 06 ownbke, 1.k. PC 3aHaTa. Nepen oTknoyYeHnem /mnt Heobxogmmo

nepentun B Katanor gpyron ®C.
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[ns NpyHygMTENbHOro PasMOHTUPOBAHUS YCTPOMUCTBA, BHE 3aBUCUMOCTWN OT TOrO UCMOSb-
3yeTCHa OHO UIN HET, MOXKHO BOCMOMb30BaTbCs onumen —f£ KomaHgbl umount:
umount -f /cdrom

[na pasmMoHTUpOBaHNSA N 0CBOBOXOEHUS YCTPONCTBA OT CMEHHbIX HOocUTenen nHgpopma-
UMM ncnonb3yeTcd komaHaa eject.

CnyxebHas nporpamma fuser oTobpaxaeT cBeAeHUst 0 npoueccax, ucnonbayowmx OC.
Hanpumep:
fuser -v TOUKa_MOHTHPOBAHHUA

[na 3aBepLueHnst BCeX npoueccos, ncnonbayowmx C, MOXXHO BOCMNOSb30BaTbCA KOMaH-
Jale]7K
fuser -km Touka_ MOHTHUPOBAHUSA

OnuncaHne KkomaHabl NPUBEAEHO B man umount.
3.4. YnpaBneHue nonb3oBaTenaMm

3.4.1. PaboTa c nonb3oBaTensiMu
YnpaBneHvne nonb3oBaTenamun 3aknoyaercsa B 4ob6aBneHum n yganeHun nonb3oBaTenen,

a Takke B onpeaeneHun ux npueunernii u npegycMaTpvBaer:

nobaBneHne MMeH nonb3oBaTenen ans BO3MOXHOCTU UX pa6OTbI B CUCTEME,

onpeneneHve ux NpUBMUNEruin;

co3gaHne n HasHa4vyeHune pa6oqu KaTarioros;

onpeaenexHve rpynn nonb3oBartenen;

yaaneHue nMeH norib3oBarerien.

Kaxxabin nonb3oBaTtesib JOMKEH UMETb YHUKAlNbHOE pernctpaunmoHHoe ums, gawollee
BO3MOXHOCTb MAEHTMULMPOBATL NOMb30BaTENS U M3bexaTb CUTyauuun, Korga oguH Norb3oBaTtesb
MOXET CTepeTb hannbl gpyroro. Kpome Toro, Kaxaplin Nofib3oBaTtesib AOSMKEH MMETb CBOW Naposib
Ans BXoda B CUCTEMY.

3.4.1.1. Jo6aBneHue

Mpun gobasneHun nonb3oBatensa B hann /etc/passwd BHOCUTCA y4Ye€THasi 3anucb B
dopwme:
login name: encrypted password: user_ ID: group_ ID: user_ information:
login directory: login_ shell

B aaHHoOM 3anucy nons pasgeneHbl ABOETOMUSAMU, @ 3HAYEHNSA STUX MNONEN NpUBELEHDI B
Tabnuue (8]

Tabnuua 8

MNone Ha3Hna4yeHune

login_name PerncrpaunmoHHoe nmsa nosib3oBatens
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OkoHyaHue mabnuusi 8

MNone HasHauyeHue

encrypted_password YkasaTtenb Ha TeHeBow dann naponen (shadow)

YHUKanbHbIN HOMEp, MCI'IOJ'Ib3yeMbII7I OC ans M,D,eHTMd)I/IKaLI,I/II/I nonb3oBarte-

user_1ID N
- na. [na nokanbHbIX Nonb3oBaTenen He AoMKeH nNpeBbiwaTh 2499
YHUKanbHbIN HOMEP UK UMS, UCNonb3yemble ANa naeHTudmuKauum nepBmy-
o D HOW rpynnbl nonb3osaTtens. Ecnv nonb3oBaTtens SABMSETCS YIEHOM HECKOmMb-
rou
9 b_ KX TpynmM, OH MOXET (eCnn 3TO pa3peLLeHO CUCTEMHbLIM aaMUHNCTPaTOPOM)
B npouecce paboTbl MEHATb rpynny
user_information OnmcaHue nonb3oBaTensi, HaNPUMep, ero UMsi U JOJMKHOCTb

Pabounii kaTanor nonb3oearens (B KOTOPOM OH OKa3blBaeTC4d MNnocsie Bxoaa

login_directory B cucTemy)

O6onoyka, ucnonb3yemas nonb3oBaTtenem, nocne Bxoaa B cuctemy (Ha-

logi hell
egii_she npumep, /bin/bash)

Takxe onucaHve panna /etc/passwd npmBegeHo B man 5 passwd.

[ns npobaeneHus nonb3oBaTensa NpUMeHseTca komaHga adduser ¢ UMeHeM gobaense-
MOrO MNofb3oBaTeNs B KA4eCTBE NapameTpa, Hanpumep:
adduser Userl

Komanga adduser gobaensieT nonb3oBaTtensd, co3gaeT AOMalUHUA KaTanor, co3gaet
NOYTOBLIM ALLKK, @ TakkKe KonupyeT dpansibl, UMEHa KOTOPbIX HAYMHAIOTCA C TOYKU, U3 KaTano-
ra /etc/skel B pabounn katanor nonb3oBartend. Katanor /etc/skel OOrmKeH cogepXxaTb
Bce hbannbl-LLabnoHbl, KOTOPbIE MMEET Kaxabl nonb3oBaternb. OBbIMHO 3TO NepcoHarbHble
KOHpUrypaumMoHHble doanrbl, Takne Kak .profile, .cshrc U .login, ANs HAacTPOMkM 060504-
kn. Komanga adduser npegcraensiet cobon dann cueHapusa bash, HaxoasawWmMnea B Katanore
/usr/sbin. MoxHO Ao6aBMTb 3anpoc AONOMHUTENBHOW MHpOpMaLmMK O nonb3oBaTene. YTobbl
3TO caenaTtb, HeOBXOAMMO BOCMOSIb30BaTbCSA KOMaHAOW chfn AN M3MEHEeHUs1 cTaH4apTHbIX
3anucen o norb3oBaTerne.

OnucaHune komaHg npuBeaeHo B man adduser Mman chfn.

BHUMAHMUE! [1na ob6ecnevyeHns HopMmanbHOM paboTbl NONb3oBaTenNs ¢ CETEBLIMU CEPBU-
camMu B CUCTeME JOSTKHbI OblTb IBHO 3aaHbl AMana3oHbl ero MaHOaTHbLIX YPOBHEN N KaTeropun
Npv NOMOLLN YTUNUTLI usermac UM £ly-admin-smc, JaXe eCrin eMy HeQOCTYMNHbl YPOBHU U
KaTeropum Bbliwwe 0.

3.4.1.2. YcTtaHOBKa napons

[ns yctaHOBKM Napons nonb3oBaTtens npegHasHayeHa komaHga passwd. Heobxogmmo
onpeaenuTb Naposiv Anga Kaxgoro nonb3osatens. Bonas B cuctemy, nosrib3osBaTesib CMOXET cam
N3MEHUTb CBOW naponb. [Ans ycTaHOBKM Napond nosib3oBaTens BbiMOMHUTL cnegylouliee:

1) BBECTM KOMaHAY W pernctpaumoHHOe UMS Monb3oBaTens, Hanpumep:

passwd Userl
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N HaxaTb Knaesuwy <Enter>;

2) nocrne nosiBfeHns npurnaweHus:

New password:

BBECTW Naponb (OH He ByaeT oTobpaxaTbCHa Ha 3KpaHe MOHUTOpPA);

3) nocne nosiBNeHnsa coobLleHns NOBTOPUTbL BBOA Napors eLle pas, BBECTU ero CHOBA.

Maponb Gyaet 3awudpoBaH n BHeCceH B hann /etc/shadow. [Npu Boibope napons
Heo6xoauMO y4ecTb crieaytowme npasuna: naposnb JOMMKEH UMETb HE MeHee LeCT CUMBOJIOB
(NpegnoyTUTENBLHO — BOCEMb CUMBOJSIOB) M XenaTenbHOo, YTOObI Naporib cogepKas Kak NponucHole,
Tak 1 CTPOYHble ByKBbI, 3HAKN NPenMHaHnsa U UMdpbI.

BHUMAHMUE! Maponb pekomeHayeTcsa co3naBaTb CNOCOO0OM, MakCMMarnbHO 3aTpyaHs-
towem ero nogbop. Hanbonee 6e3onacHbIN Naposib COCTOUT U3 cnyyYyanHon (Nnceeaocny4amHom)
nocnegoBaTtenibHOCTM BYKB, 3HAKOB NpenMHaHNS, crneumanbHbIX CUMBOMOB U LINGP.

HeobxogmMmo nepruognyeckn n3amMeHaTb Naporb.

[Mocne BbINONHEHMS BCEX AEUCTBUIN 3anuck B hanne OyaeT BbIrmMsaeTb NPUMEPHO Tak:
anna:x:123:121:Anna_M. : /home/anna: /bin/bash

BTopoe none 3anucm cogepXuT naponb B 3alumMgppoBaHHOM BUAE.

OnucaHue KkoMaHabl NpUBEAEHO B man passwd.

MpumeyaHwue. Ecnv nonb3oBaTtens 3abbln CBOM Naposib, TO aAMUHUCTPATOpP CUCTe-
Mbl HE MOXET HarNnOMHUTb ero Nonb3oBaTento, T.K. B SBHOM BUAE Naporlb HUTAE He XpPaHUTCS.
[MoaToMy AencTBMS MO BOCCTAHOBMNEHUIO JOCTYNa Norb3oBaTens B CUCTEMY CBOOATCSH K 3aMeHe
aiIMUHUCTPATOPOM Naposis NOfb30BaTENs Ha HOBbIM NApPOfb C MOMOLLBIO KOMaHAbI:
passwd user_name

3.4.1.3. YpaneHue

EcTb HeCKONbKO cTeneHen yganeHusi Nonb3oBaTeng:

- NMWweHne nonb3oBaTensd BO3MOXHOCTN BXO4a B CUCTEMY;

- yaaneHue y4YeTHOM 3anucy;

- yaaneHue nonb3oBaTtend u Bcex ero hamnos.

JInweHne nonb3oBaTensi BO3MOXHOCTM BXO4a B CUCTEMY MOME3HO B Cnyvae ero gnurenb-
HOro nepepsiBa B paboTe.

Ha Bpems oTcyTCTBUSA nornb3oBaTenss MOXHO 3abnokmpoBaTb €ro 3anucb C NOMOLLbIO
KoMaHAbl:
usermod -L user_name

Mpwn aTom Bce nonb3oBaTenbckMe dpanrbl U Katanorn oCTaTCA HETPOHYTLIMU, HO BOUTH
B CUCTEMY NOA €ro MMeHeM CTaHOBUTCH HEBO3MOXHO.

[nsa pa3bnokmpoBkM 3annucym Heobxo4MMO BbINOMHUTE KOMaHAy:

usermod -U user_name
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OaQHUM 13 BapMaHTOB NULLEHMS MOMb30BaTensi BO3MOXXHOCTU BXO4a B CUCTEMY MOXET
ObITb CMEHa MMeHM nosnb3oBatens. [1pu 3Tom Bxo4 nof cTapbiM UMEHEM CTAHOBUTCH HEBO3MOX-
HbIM. [1ns 3TO0ro Heo6X0aNUMO BbIMONHUTL KOMaHAY:
usermod -1 new_user_name old_user_name

MpnmeyvyaHune. MimeHa gomallHEro Katanora U No4YTOBOrO SALLMKA NPU TakOM U3MEHE-
HUW MMEHU NOSb30BATESS HE MEHAKTCA. OTW NapameTpbl OSKHbI ObITb U3MEHEHbI BPYYHYHO.

YaaneHue y4eTHOM 3anncu nonb3oBaTenst Npon3BoguTcs NMbo nyTemM HENOCPEACTBEHHOMO
penakTnpoBaHus hanna /etc/passwd, NMOO C NOMOLLbIO KOMaHAbI:
deluser user_name

Mo ymonuaHmtio yuyeTHas 3anucb yaansietca 6e3 yganeHnsa gomallHero katanora n dan-
NOB CUCTEMBI, NMpUHagNexawmx yagandeMmomy nosib3oatento. [1nga yganeHus gomallHero kata-
nora MOXeT UCMOoNb30BaTbCA AOMNOMHUTESNbHLIM NapaMeTp —-remove-home, a Ans novcka um
yoaneHna Bcex (pannos cUCTEMbI, NpUHagNexawmx ygansaemomy rnonb3osaTesito, — napameTp
—--remove—-all-files.

Takke yganeHve nonb3oBaTtens, ero JOMallHero karanora u gannos CUCTEMbl MOTYT
ObITb BbIMNOMHEHbI BPYYHYH C MOMOLLIbIO CreayroLWmMX KOMaHAa:

1) Ans NofHOro yganeHnsa nonb3oBaTtens U Bcex ero annoB N3 CUCTEMbl BbINOSTHUTb

KoMaHay:

find / -user user name -exec rm -r {} \;

2) ansa yganeHus paboyero katanora nosib3oBaresns BbINOMHUTL KOMaHAy:

rmdir user_home dir

3) yoanuTb 3anucb O norb3osarere n3 ganna /etc/passwd;

4) ona yganeHus annos, He NpUHaafexallnx HA OQHOMY MONb30BaTeNo B CUCTEME,

BbINOSTHNUTL KOMaHAY:

find / -nouser -exec rm -r {} \;

OnuncaHne KkomaHa npuBedeHo B man usermod, man deluser Mman find.

3.4.1.4. HeypnayHbi BXoA B cucteMy

KomaHpa faillog nokasbiBaeT COAEPXMMOE XypHana HeydayHbIX NonbIiToK (dann
/var/log/faillog) Bxoda B cuctemMy. Takke oHa MOXET ObITb UCMOMb30BaHa ANg ynpasneHus
CYETUYMKOM Hey[auHbIX MOMbITOK U UX orpaHudeHuem. Npu 3anycke faillog 6e3 napameTpos
BbIBOAATCS 3anucn faillog TONMbKO TEX MOfb30OBaTernien, y KOTopbIX MMeeTcs xoTa Obl ogHa
Heyga4yHasa nonbiTka Bxoaa.

lMpeoenbHOEe YMCNo NONbITOK BXOAa ANs KaXaon yvyeTHon 3anucu pasHo 10. [inga cbpoca
HeyAaudHbIX NONbITOK BXoAa Heo6XxoaAMMO Monb30BaTbCA NapamMeTpoM —r.

OnucaHne komaHapl, a Takke danna /var/log/faillog npmBegeHo B man faillog

Mman 5 faillog.
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3.4.2. Pa6oTta c rpynnamu

Kaxabin nonb3oBaTterb SABNSeTCs YeHOM rpynnbl. PasnmyHbiM rpyrnnaMm MOXHO Ha3HauYnTb
pasnn4yHble BO3MOXXHOCTU 1 NPUBUIIETNMN.

MHdopmaums o rpynnax cogepxmtcsa B panne /etc/group B cnegywouem dopmare:
Admin :: 21: userl, user2, user3

rae Admin — vmMms rpynnbl, 21 — uaeHTUdukaTop, userl, user2, user3 — YfeHbl
rpynnol. [Nonb3oBaTterib MOXET COCTOATb B HECKOMbKUX rpynnax u nepexoantb U3 ogHOM B ApYryto
B npouecce paboTbl.

Onuncanve danna /etc/group NpMBEAEHO Bman 5 group.

3.4.2.1. No6aBneHue

[o6aBneHune rpynnbl NPON3BOANTCA C MOMOLLbIO KOMaHAbI:
addgroup users

[aHHasa komaHaa gobasnsieT rpynny users.

Takke HOBYIO rpynny MOXHO cO34aTb NyTEM HEMOCPELACTBEHHOrO pefakTupoBaHusa anna
/etc/group u BBoAa Heobxoanmon nHopmaumm o rpynne.

BHUMAHMUE! Kaxxgown rpynne npucBanBaeTca YHUKanbHbI NOEHTUMOUKALNOHHBIN HOMEpP
n OC npu paboTe yumTbiBaeT HOMep rpynnbl, @ He ums. [1oaTomy, ecrnv NPUCBOUTL ABYM rpynnam
oauHakoBbIn HoMmep, OC Byaet BoCcnpuUHMMAaThL ABE rpynibl Kak OgHY U Ty Xe.

OnucaHne koMaHabl NpuBeAeHo B man addgroup.

3.4.2.2. YoaneHue

YnaneHue rpynnbl NpOn3BogMTCA C NOMOLLbIO KOMaHAb!:
delgroup users

[aHHasa komaHda yaansiet rpynny users.

Takke yganeHue rpynnbl MPOU3BOAUTCA MyTeM yaaneHua 3anucm o Hew B haune
/etc/group.

OnuncaHune KkomaHabl NpuBeAeHo B man delgroup.

3.4.3. Pabouue kaTanoru nonb3oBaTtenen

Pabouyve katanorn nonb3oBaTenen Ha ogHOM KOMMblOTepe crieqyeT pasmMellartb B OT-
AeribHOM KaTariore BepxXHero ypoBHS (Mo ymonyaHuio — /home). Ecnn nonb3oBatenen MHoro,
TO ONTUMAanbHO pa3fenuTb NX AoOMallHWe KaTarnorm no rpynnam (nogpasgeneHunsam), Hanpumep,
/home/hr (oTQen nepcoHana) /home/admins, /home/buhg 1 T.4.).

Taknm obpasom, pabouune kaTanoru 6yayT NOrnMYecky CrpynnMpoBaHbl, YTO B AalNbHENLwem

obnerymT aaAMMHUCTPUPOBAHNE CUCTEMBI.
3.5. MNepe3arpy3ka n octaHoB

MNepesarpyska HeoGxoaMMa B Criedyowmx cryyasx:
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1) npw NOAKMNOYEHMN HOBOMO YCTPOMCTBA UK ecnn paboTatoLee YCTPONCTBO «3aBUCaET»

N ero HeBO3MOXXHO COPOCUTb;

2) npu mogudmkaumm hamna KoHUrypaumm, KOTopbli UCMNOMb3YETCS TONBKO NP Havasnb-

HOW 3arpyske, T.K. Ans Toro 4tobbl U3MEHEHUS BCTYNUMX B CUIY, HEOBXOOUMO 3arpy3unTb

CUCTEMY 3aHOBO;

3) ecnn cucteMa «He OTBEYaeT» U HEBO3MOXHO 3apernctpupoBaTbCcs U onpeaenuTb

NPUYUHY OLUNBKN.

Mepesarpy3Kky MOXHO BbINOMHUTb HECKOSbKUMUK criocobamu:

1) paTb KOMaHAy shutdown;

2) ucnonb3oBaTb KOMaHAy reboot;

3) ucnonb3oBaTb KOMaHAy init 6.

BblkntoyeHne cuctemsl npeanonaraeT KOPPEKTHOE BbIKINIOYEHME CUCTEMbI, NO3BONSOLEee
n3bexarb notepb UHpopmaunmn n céoes OC.

BbIkntoveHne cMcTeMbl MOXHO BbINOSTHUTL HECKOMBbKUMUK criocobamu:

1) BbIKMOYUTb NUTAHUE;

2) paTtb koMaHgy shutdown,;

3) ucnonb3oBaTb KOMaHAy halt;

4) ncnonb3oBaTb KOMaHAy init 0.

Pabotas ¢ OC, cneayet cobntogaTtb akKypaTHOCTb NMpu Bbixoae U3 cuctembl. Henbsa
NPOCTO BbIKNIOYNTL KOMMbIOTEP, T. K. OC xpaHuT nHpopmaunto ®C B onepaTtMBHOM NamMsiTM u npu
OTKITIOYEHUN NUTaHUSA MHOPMaUUa MoXeT BbiTb notepsiHa, a PC noBpexaeHa.

BbikntoveHne nnTaHnUst MOXET NPUBECTN HE TOMbKO K NoTepe AaHHbIX U NOBPEXOEHMUIO
CUCTEMHbIX PannoB, eCTb PUCK NOBPEOUTb XXECTKUM OUCK, €CIIM OH OTHOCUTCS K YUCNY TeX, Ha
KOTOpbIX Nepea OTKM0YEHNEM NMUTaHUA HEOBXOAUMO YCTAaHOBUTbL B COOTBETCTBYIOLLEE NOMNOXEHNE

3alUNTHBIN nepekn4arernb nnoéo NnpoBeCTU NMapKOBKY roJfi0BOK.

3.5.1. shutdown

KomaHga shutdown — cambln 6e3onacHbIn U Hanbonee KOPPEKTHbIN CNOCO0 MHULMNPO-
BaHMSA OCTaHOBa, Nepe3arpy3kv Unn Bo3sparta B O4HOMNOMNb30BATENbCKUA PEXMM.

MoxHO gaTb ykaszaHue shutdown genatb naysy nepeg oCTaHOBOM cucteMbl. Bo Bpems
OXnaaHWsi OHa NocCbINaeT 3apernMcTpUpoBaHHbIM MONb30BaTENSIM Yepes NOCTENEHHO YKOpaynBato-
LLMecs NPOMEXYTKM BpeMeHn coobLueHns, npeaynpexaas ux o npubnuxatowemcsa octaHose. 1o
YMOSYaHUIO B COOBLLEHMAX FOBOPUTCA O TOM, YTO CUCTEMA 3aKkaH4YMBaeT paboTy, 1 yKasblBaeTCs
BpeMsi, OCTaBLUeecs 40 ocTaHoBa. [pu xxenaHnm agMuHUCTpaTop MoXeT Ao06aBuTb cCoO6CTBEHHOE
KOpOTKOe coobLieHne, B KOTOPOM COAEPXKMTCA UHpOpMaLMs O TOM, MOYEMY CUCTEMA OCTaHaBNn-
BaeTCH, U CKONMbKO NPMMEPHO BpEMEHM NoTpebyeTcs oxuaaTb, npexae Yem nonb3oBatenn BHOBb

CMOryT BOWTU B CUCTEMY.
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KOMaHﬂ,a shutdown no3sonaeTr yKa3aTtb, YTO KOHKPETHO AOOJMKeH caenaTtb KOMMNbTep:
OCTaHOBUTbLCA, nepe|7|TV| B Oﬂ,HOI'IOJ'Ib3OBaTeJ'IbCKI/II7I pPeEXUM UNn nepe3arpy3ntbCs. MHOFLI,a MOXHO
TaKXKe yKasdaTb, criefyeT nn nepen nepe3arpy3|<0|7| npoBEepUTb UCKN C NOMOLLbIO KoOMaHAbl £sck.

CuHTakcuc KOMaHAbl:
shutdown [flags] time [warning-message]
roe [warning-message] — cooOLLUEHMe, NocbiNlaeMoe BCEM MOMb30BaTENsAM, B HACTOSILLNN
MOMEHT 3aperncTpnposaHHbIM B CUCTEME, a time — BpeMA BbINOJIHEHUA OTKITHOYEHUNA CUCTEMBbI.
3HavyeHne MoXeT ObITb Takke 3a4aHo B cbopmaTe +m, rAe m — KONIM4eCTBO MUHYT OXXUAaHUA 00
OCTaHOBKWN cucTeMbl. 3Ha4YeHne +0 MOXET ObITb 3aMEHEHO CNOBOM now.

B Tabnuue [9 nepeunicneHbl OCHOBHbIe NapameTpbl KoMaHAbl shutdown.

Tabnunua 9

MapameTp HasHa4yeHune

-k MocnaTb NpeaynpexaeHve 6e3 peanbHOro 3aBepLueHnst paboTbl CUCTEMBI

-r Mepesarpy3ka komnbloTepa nocre 3aBepLueHnst paboTbl

-h OTKknoueHne KoMMbloTepa Nocre 3aBepLUeHns paboTbl

He CUHXPOHU3NpoBaTb ANCKA. 3T0T napameTp criegyet Ucnosib3oBaTb KpaVIHe OCTOPOXHO,
T. K. MOTYT ObITb noTepsAHbl U NoBpeXaeHbl AaHHbIE

«bbicTpasa» nepesarpyska. Cosgaetcs cdann /etc/fastboot, NPU HANMYUKU KOTOPOrO BO
BpeMms 3arpy3kn OC He 3anyckaeTtcsa nporpamma fsck

OTkasaTtbCsi OT y)Ke 3anyLLeHHOro npolecca 3aBepLueHus paboTobl. MapameTp time npu
3TOM He MOXeT ObITb 1CMNOMb30BaH

OnuncaHne KkomaHabl NpuBeaeHo B man shutdown.

KomaHaa shutdown nocbkinaet BceM nonb3oBaTtenam npeaynpexaarllee cooblieHme,
3aTeM oXxuaaeT onpeaerneHHoe B KOMaHAHOW CTPOKe BPEMS U MOoCcbkinaeT BCeM NpoLeccaM curHan
SIGTERM. 3aTeM Bbi3blBaeTcs KOMaHaa halt UnM reboot — B 3aBUCUMOCTU OT MapameTpoB

KOMaHOHOW CTPOKN.

3.5.2. halt u reboot

KomaHga halt BbINOMHAET BCE OCHOBHbIE Oonepauuu, HeobxoanmMble 4NA OCTaHOBa CU-
ctembl. [1n4 BbI3oBa 3TON KOMaHAbl MOXXHO B KOMaHOHOW CTPOKe yKasaTb:
shutdown -h

NN HENOCPEACTBEHHO halt, KOTOpas pPerncTpmpyeT OCTaHOB, YHUUTOXAET HECYLLECTBEHHbIE
MPOLIECChI, OCYLLECTBIISAET CUCTEMHbIV BbI3OB sync, OXNOAETCS 3aBepLUEHNsI onepaunin 3anmcu
®C, a 3atem npekpawjaet paboty agpa.

Mpwn ykasaHum halt -n BbI3OB sync NogaBndeTcs. ATa KoMaHaa UCnosb3yeTca nocre
ncnpaeneHnsi KOPHEBOro pasgena nporpammon £sck Ans Toro, YTodbl SAPO HE MOITO 3aTepeTb

ncnpaeneHust cTapbiMm Bepcusimm cynepbnoka. KomaHga halt -g MHMUMMPYET NOYTUM HEMea-
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NEHHbIN OCTaHOB, 6€3 CMHXPOHM3ALUKN, YHUYTOXEHUSA NMPOLECCOB U 3annucu B hannbl pernctpaumu.
OTOT pnar ncnonb3yeTcs peako.
KomaHga reboot NoYMTU MaeHTUYHa KoMmaHae halt. Pasnuyuve 3akniovaeTcst B TOM, YTO

KOMMbIOTEP Nepesarpy’kaeTcd ¢ Hyn4d, a He ocTaHaBnmBaeTcs. KomaHaa reboot BbI3blBaeTCA
KOMaHOOoMW:

shutdown -r

OnuncaHne komaHa npuBedeHo B man halt M man reboot.
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4. CACTEMHbIE CEPBUCBI U KOMAHAbI

4.1. CepBucCbI

CepBuCbl — 3TO NporpamMmsbl, KOTOpbIE 3aMyCcKalTCa M OCTaHaBMBAKOTCS Yepes UH1Umna-
NN3MPOBaHHbIE CKPUMTLI, pacrnonoXeHHble B KaTanore /etc/init.d. MHorne n3 aTux cepsucoB
3anyckatotca Ha atane ctapta OC. /usr/sbin/service obecneuynBaet nHtepdgenc (B3ammo-
ﬂ,eIZCTBVIe) nonb3oBaTtend C UHULUMannM3npoBaHHbLIMU CKpUNTamMn. A camn 3Tn CKpUNTbI obecne4un-
BaKOT MHTGpd)GVIC anga ynpasiieHNUA cepBrCamMu, npenoctaBndd nosib3oBaTesito onunn an4a 3anycka,
OCTaHOBKWU, nepesartycka, 3arnpoca CoOCToAHNA cepBuca U BbINOJTHEHUNA OPYTrnX BOS,D,GVICTBVIIZ Ha
cepBucC. K npuMepy, VIHI/ILI,VIaJ'II/ISVIpOBaHHbIﬂ CKPUMT cepBuUCa syslog nMeeT creayruime onunnm:
/usr/sbin/service cron
Usage: systemctl {start|stop|status]|restart|enable|disable|force-reload} cron

B OC moxHo NPOCMOTPETb TeKyllee COCTOAHNE BCEX CUCTEMHDbIX cny>|<6 C NomMoLbro
napameTpa —--status-all KOMaHgbl service:

/usr/sbin/service --status-all
acpid (pid 2481) is running...
anacron (pid 2647) is running...
atd (pid 2657) is running...
auditd (pid 2189) is running...

NHdopmauus 06 ypoBHE BbIMOSTHEHMS 3TUX CEPBUCOB, T. €. YCTAHOBKA TOrO, HA KakoM U3
CUCTEMHDbIX ypOBHeVI BbIMOJIHEHUA 3aMNyCKaeTCA TOT U NHOWN CepBnC BO BpeM4d 3arpy3kn CUCTeMbil,
MOXeT ObITb nony4yeHa mnm naMmeHeHa ¢ nNoOMoLlbo KOMaHAbl chkconfig. Hanpvwlep, ana Cryx-
Obl CUCTEMHOIO MPOTOKONMPOBAHNA syslog YCTAHOBKM MO YMOJIHaHUIO BbIMAOAT crieayowmnm
obpasom:

/sbin/chkconfig --list syslog
syslog O:0ff l:0ff 2:0n 3:on 4:0on 5:on 6:0ff

CepBuc syslog aBTOMaTUYECKM 3anyCcKaeTcs Npu nepexone Ha ypoBHU 2—5. [1na Toro 4to-
Obl OTKIHOYNTL €ro 3anyck Ha YPOBHAX 3 U 4, MOXXHO BOCMNOSb30BaTbCA CreayLwmM napameTpom
KoMaHabl chkconfig:

/sbin/chkconfig --levels 34 syslog off

B OC CylecCTBYET WeCTb CUCTEMHbIX ypOBHeVI BbIMOJIHEHUA, Ka)K,D,bIIZ M3 KOTOPbIX onpene-
ndeT CrncokK CJ'Iy>K6 (CepBI/ICOB), 3anyckaemblX Ha JaHHOM YpPOBHE. YpOBHI/I Oun6 COOTBETCTBYHOT
BbIKITIOYEHMIO U Nepesarpyske CUCTEMBI.

Mpwn 3arpy3ke cMcTemMbl NPoLECC init 3anyckaeT BCe CepBUCHI, yKa3zaHHbIE B KaTanore
/etc/rc(0-6).d/ onsa ypoBHS No ymosny4aHumtoo. [NoOMeHATbL ero MOXXHO B KOHGUrypauMoHHOM
danne /etc/inittab. Hanpumep, cTpoka:
id:2:initdefault:

COOTBETCTBYET BTOPOMY YPOBHHO BbINOSTHEHUS.
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KomaHpa telinit Hambonee acpekTnBHA AN TECTUPOBAHUS U3BMEHEHWUIN, BHECEHHbIX
B pann inittab. [Npu ykasaHuM aprymeHTa —q npouecc init NOBTOPHO YMTaeT inittab.

[nsa nepexoga cUCTEMbl Ha HYXHbIA YPOBEHb BbIMNOMIHEHUS MOXXHO BOCMONb30BaTbLCA
KoMaHgow init, Hanpumep:
init 3

[aHHasa komaHaa nepeBedeT CUCTEMY Ha TPETUN YPOBEHb BbINOSTHEHWUSA, 3anyCTUB BCe
cepBUCHIl, YKa3aHHble B Katanore /etc/rc3.d/.

OnuncaHne gaHHbIX KOMaHg 1 CEPBUCOB NPUBELAEHO HA CTpaHULAX PyKOBOACTBA man.
4.2. KomaHabl

OcHoBHble cucteMHble komaHabl OC npveeaeHsl B Tabnuue [10]

Tabnwunua 10
KomaHga HasHadeHune
addgroup Co3gaHve HOBOW YYeTHOM 3anucuy rpynnbl
adduser Co3gaHure HOBOW YyYeTHOM 3anucuy Nornb3oBaTenst
ar CosgaHue n pabota ¢ 6MbnMoTeYHbIMM apxXuBamm
at dopmMnpoBaHue unu yaganeHme oTrnoXeHHOro 3agaHus
awk A3blk 06paboTKn CTPOKOBLIX LWABNOHOB
bc CTpoKOBbI KanbKynaTtop
chfn YnpaeneHue nHdopmaumen y4eTHoOM 3anmcn nonb3oBartens (MMs, onvcaHme)
chsh YnpasneHve BbIGOPOM KOMaHAHOMO MHTepnpeTaTopa (Mo yMOn4YaHuio — AN y4eTHOn
3anvcn)
cut Pas3buBeka danna Ha cekumun, 3agaBaemMble KOHTEKCTHBIMU pasgenuTensamm
delgroup YaaneHwe y4yeTHOW 3anucu rpynnbl
deluser YaaneHwe y4yeTHOW 3anucu norb3oBaTens U COOTBETCTBYOLLMX hannoB OKPY>KEHUSA
df BbiBog oT4eTa 06 MCNONb30BaHMM OUCKOBOIO MPOCTPaHCTBA
dmesg BbiBoa cogepxmMmoro cuctemHoro 6ydepa coobLieHui
du BblumcneHne konmyecTea UCNosIb30BaHHOIO MPOCTPaHCTBa arnemeHToB OC
echo BbiBOA, COAEpPKNMMOro apryMeHTOB Ha CTaHOapTHLIN BbIBOS,
egrep Mowuck B chanax coagep>XMMOro COrfacHo perynsapHbIX BblpaXeHnin
fgrep Mownck B charinax cCoOA4epXXMMOro CornacHo UKCUPOBaHHbIX LLAbNoHOB
file OnpegeneHne Tnna darina
find Mowuck dparina no pasnuyHbIM NpU3Hakam B Mepapxun Katanoros
gettext lMonyyeHne CTPOKM MHTEepHAUMOHaNM3aLUmm n3 katanoros nepesona
grep BbiBOg, CTpOKM, cogepKallen WwabnoH noncka
groupadd CospgaHve HOBOM YYETHOW 3anucu rpynnel
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lNpodomxeHue mabnuues! 10

KomaHga HasHaudeHune
groupdel YaaneHwe y4yeTHOW 3anucu rpynnbl
groupmod M3meHeHne y4eTHON 3anncu rpynnbl
groups BbiBOA, cnvcka rpynn
gunzip PacnakoBka tbanna
gzip YnakoBka dpanna
hostname BbiBOA M 3aaHVe NMeHN XocTa
install KonupoBaHue ganna ¢ yctaHOBKOW aTpmbyToB
ipcrm Ynanenwue pecypca IPC
ipcs BbiBog xapaktepuctuk pecypca IPC
kill MpekpalleHre BbINONHEHNS npoLecca
killall YnaneHne npoueccoB no MMeHu
lpr Cuctema nevyatu

1s

BbiBOg coaepXmnmMoro Kartasnora

1sb_release

BbiBOg, MHGOpMaLMK 0 AncTpubyTuse

mknod CospgaHue dhanna cneyunanbHOro Tmna

mktemp eHepauns yHMKansHOro nMeHu anna

more MocTpaHnyHbIN BbIBOA coaepmMmoro canna

mount MoHTnpoBaHune ®C

msgfmt CospaHue obbekTHOro darna coobleHun n3 danna coobLieHnin
newgrp CmeHa ngeHTtudumkaropa rpynnbl

nice M3meHeHne npuopuTeTa npoLecca nepeq ero 3anyckom

nohup Pabota npouecca nocne Bbixoga n3 cucTeMbl

od BbiBOA coaepxmMmoro dpanna B BOCbLMEPUYHOM U ApYrux Buaax
passwd CmeHa napons y4eTHon 3anucu

patch MpumeHeHne danna onnucaHust U3AMEHEHUN K OpuUrMHansHOMYy channy
pidof BbiBOA MaeHTMdUKaTOpa npouecca no ero MMeHu

ps BbiBOA MHGOpMaUmmM 0 npoueccax

renice M3ameHeHne ypoBHS npuoputeTa npouecca

sed CTpokoBbI pefakTop

sendmail TpaHCNopT CUCTEMbI 3NEKTPOHHbLIX COOBLLEHNN

sh KomaHaHbIN MHTepnpeTaTop

shutdown Komanaa octaHoBa cucTeMbl

su M3meHeHne nageHtndmkaTopa 3anyckaemoro npowuecca

sync C6poc cuctemHbix bydepoB Ha HocUTenn
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OkoHyaHue mabnuusi 10

KomaHga HasHadeHune
tar dalnnoBbLIN apxmBaTop
umount PasmoHTMpoBaHne ®C
useradd CospgaHvie HOBOM YY4ETHOW 3anuvcuy nonb3oBaTens unu obHOBNEHNE CyLLECTBYOLLEN
userdel YaaneHwe y4yeTHOW 3anucum rnorib3oBaTens U COOTBETCTBYOLMX hannoB OKPY>KEHUS
usermod Moaundurkaums ntHdpopmaumm o6 y4eTHOM 3anncuK Norb3oBaTens
w Cnmcok nonb3oBarenen, paboTalowmx B HaCTOSALWLMI MOMEHT B CUCTEME, N PECYPCOB, C
KOTOpbIM OcyLecTBnseTca paboTa
who BbiBoA cnncka nornb3oBaTenem cUcTembl

OnucaHne KomaH NPUBEAEHO HA CTpaHMLAX PyKOBOACTBA man.

4.2.1. CpegctBa apxuBupoBaHusa ¢annos

KomaHgb! tar, cpio, gzip npeactaensaioT cobom TpaguUNOHHbIE MHCTPYMEHTLI CO30aHUsA
pe3epBHbIX Konuin n apxusupoBaHus OC. Npu cosgaHnm apxmBa KOMaHgaMn tar U gzip nepe-
AaeTtcsa cnMcok ansoB U KaTarnoros, yKasbiBaeMbIX Kak napameTpbl KOMaHAHOW CTPOKKW. Jliobon
yKasaHHbIN KaTanor npocMaTpuBaeTcs pekypcuBHO. Mpun co3gaHmMm apxmea C MOMOLLbIO KOMaHAbI
cpio en npegocTtaBnaeTcs CrMCcoK OObLEeKToB (MMeHa ¢hanfioB U KaTaroros, CUMBOSUYECKME
nmMmeHa nobbix ycTponcTs, rHesga gomeHoB UNIX, nonmeHoBaHHbIe KaHanbl U T.1.).

OnuncaHune KoMaHg NpMBEOEHO Ha CTpaHMUax pyKOBOACTBA man.

4.2.1.1. tar

KomaHga tar moxeT paboTaTb C paaoM OUCKOBbLIX HaKonuTenemn, No3BosisieT npocMaTpu-
BaTb apxmBbl B OC.

B tabnuue [11] npvBeaeHbl oCHOBHbIE NapaMeTpbl KOMaHAb! tar.

Tabnuuya 11
Onuwms HasHayeHune
scls CoxpaHsieT (BoccTaHaBnMBaET) cnnckn KoHTpons goctyna (ACL) katanoros u
dannos, BNOXEHHbIX B apX1B
-c, ——Ccreate Cospnaet apxuB
-x, ——extract, BoccTtaHaBnueaeT gansnbl U3 apxmBa Ha YCTPOWUCTBE, 3a4aHHOM MO YMOMYaHMIo
--get nnun onpegeneHHoMm napameTpom £
attrs CoxpaHsieT (BoccTaHaBnuBaeT) paclumpeHHble aTpubyThbl KaTanoros 1 annos,
--X
BMOXEHHbIX B apXxvB
£ file name CosgaeT (unu ynTaeT) apxmB € name, rAe€ name — UMS panna UNn yCTpoucTea,
-f, —-fi
! onpeaeneHHoro B /dev, Hanpumep, /dev/rmt0
-Z, ——compress,
CxMMmaeT 1nu pacnakoBbIBaeT apXuB C MOMOLLbIO compress
——uncompress
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OkoHyaHue mabnuusbi 11

Onuwms Has3Hna4yeHnune
-z, --gzi :
! ‘-?’ P CXnmaeT unn pacnakoBbIBaeT apXmMB C NOMOLLbIO gzip
--gunzip
_M,

——-multi-volume

Co3paer MHOrOTOMHbI apXmB

-t, --list BbIBOAMT CNNCOK COXpaHEHHbIX B apxuBe daiinos

-v, —-verbose BbiBOoOUT Noapo6GHy0 MHopMaLmMio o npouecce

MonpobHoe onncaHne KoMaHabl NPUBEOEHO B man tar.

BHUMAHMUE! [1ns coxpaHeHnsa 1 BOCCTAHOBIEHUS MaHaaTHbIX aTpnbyToB dannos Tpeby-

€TCS UCMONb30BaHNE NapamMeTpa COXpaHeHUs paclUMPEHHbIX aTpnbyToB —xattrs (CM. NpUMepbI

Hwxe un (10.5).

Mpumepbl:

1. KonupoBaHue kaTanora /home Ha cneyuwarnbHbIA pa3gen XecTkoro ancka /dev/hda4
tar -cf /dev/hda4 /home

MapameTp £ onpegensieT co3gaHve apxmBa Ha ycTponcTee /dev/hdad.

2. lMprMeHeHne cxaTus Npu apxuBnMpoBaHNn

tar -cvfz /dev/hda4 /home | tee home.index

MapameTp v 3acTaBnsieT tar BbIBOAUTb NOAPOOHYIO MHOpMaLMIO, NapaMeTp z yKasbl-
BaeT Ha cXXaTue apxmBa C NOMOLUbIO YTUINNTbI gzip. CNMCOK CKONMPOBaHHbLIX ¢hanos
HanpaenseTcs B home . index.

3. Ncnonb3oBaHne komaHabl £ind ANS NOMCKA U3MEHEHHbIX B Te4eHue OAHOro AHS
dannos B KaTanore /home 1 co3gaHue apxmBa home .new.tar ¢ 3TUMKU hannamu:
find /home -mtime 1 -type f -exec tar -rf home.new.tar {} \;

4. Ecnv Hago nocMOTpeTb coaepXXnUmMoe apxmea, TO MOXHO BOCMNOMb30BaTbCA NapameTpoM
-t KOMaHapl tar:

tar -tf home.new.tar

5. [nsa nasneyeHns annos M3 apxmea HeobxoaMMO ykasaTb NyTb K apxuBy nNnbo ycTpon-
CTBY M NyTb K MECTY mnsBredeHunsa. Ecnn apxue (katanora /home) 6bin1 co30aH KOMaHOOWN:
tar -czf /tmp/home.tar /home

TO U3BfeKaTb ero Hago KoOMaHZoW:

tar -xzf /tmp/home.tar /

6. Micnonb3oBaHue komaHabl tar ans cos3gaHma apxmeoB B ®C OC, a He TonbKO Ha
YCTPOWCTBAX ANs apxXxmBmMpoBaHusi (MOXHO apXmBMpoBaThb rpynny hannoB ¢ X CTPYKTypoWn
KaTanoros B OguH dhansn, Ansa Yero nepefarb MMsS co3gaBaemMoro dganna ¢ nNoMoLLbio
napameTpa £ BMECTO MMEHM YCTPOMCTBA)

tar cvf /home/backup.tar /home/dave
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C nomoLLblo tar apXMBMPYETCS KaTanor ¢ BIOXKEHHbIMU nogkatanoramu.

MNpn atom cospgaetca dann /home/backup.tar, cogepXalwun apxuB Kartanora
/home/dave n Bcex pansioB B €ro nogkaranorax.

7. Wicnonb3oBaHue tar, NpyM KOTOPOM ByayT BOCCTAHOBMEHbI pacluMpeHHble aTpubyTbl
KaTanoros n ¢bansnos, BNOXEHHbIX B apXmB

BHUMAHMUE! lNepen BbINOMHEHNEM onepaumm BOCCTaHOBIIEHUA AOMALLHEro KaTanora
AOMMKeH ObITb CO34aH Nornb3oBaTerib, JOMALLHUIA KaTanor KOTOPOro CoXpaHssncs.
CosgaHune apxvBa BbIMOSIHAETCH C NOMOLLbIO KOMaHAbI:

tar --xattrs -cvzf /opt/home.tgz /home/.pdp/userl

roe —-xattrs — BKNOYaET NOAAEPXKKY pacLUMPEHHbIX aTpubyToB;

--acls — Bknoyaet nogaepxky POSIX ACL,;

-cvzf — obecnevnBaloT co3gaHue apxmea (create), BKIIOYEHNE pexmMMa oTobpakeHus
obpabaTbiBaembix dhannos (verboze), NpUMEHEHNE MeToaa cxaTus (gzip), ykasaHue
danna (£ile) COOTBETCTBEHHO;

/opt/home.tgz — 3a4aeT MeCTO PacnofioXXeHUsi CO30aHHOro apxmea N ero UMs;
/home/ .pdp/userl — onpenendet katanorn unu cdannbsl 4nsa gobaBneHust B apxme.
M3BneyeHne n3 apxmea BbINOMHAETCA C MOMOLLbI KOMaHAbI:

tar --xattrs --xattrs-include=security.PDPL -xvf /opt/home.tgz -C /opt/
home2/

roe —-xattrs—-include=security.PDPL — noAgkno4Yaembin WaboH kn4ya xattrs
ANs MaHAaTHbIX aTpubyTOoB;

-xvf — n3BneyeHnsa apxmea (extract), BknoueHus pexmma otobpaxeHns obpabaTtbiBae-
MbIX cpannos (verboze), ykasaHusa canna (file) cootBeTCTBEHHO.

lMocne n3BneyeHnsa apxmea HeOHBXOAUMO BbINOMHUTE KOMaHAY AN NPOBEPKN COXPaHEH-
HbIX aTpnOyTOB:

pdp-1s -M /opt/home2

Pesynbrat BbiBOOA KOMaHAb!:

drwx—------ m 2 userl userl YpoBeHb_0:Huskuti:Her:0x0 0:0:0:0
drwx—------ m 15 userl userl YpoBeub_1:Huskuti:Her:0x0 1:0:0:0
drwx------ m 15 userl userl YpoBeHb_2:Huskwuii:1:0x0 2:0:1:0

roe Hanudune 3anucen od YPOBHE OTNMNYHOM OT YpoBeHb_0 O3HaA4YaeT, YTO n3BnevyeHmne

apxXunBa BbINMOJNIHEHO C COXpaHeEHNEeM pacCLUMPEeHHbIX anI/I6yTOB.

OObIYHO MpPY UCMONb30BaAHUN KOMaHAbl tar CTOUT AenaTb BXOAOM BEPXHENO YPOBHS
katanor. B Takom cnyyae dannbl npy BOCCTaHOBNEHUN ByayT pacnonaratbCsl B nogkaTtanore
pabo4ero katanora u He 6yayT ero 3acopsiTb.

Mpeanonoxum, B paboyem katanore MeeTcs nogkatanor data, Coaep)Kallmii HECKONMbKO
coTeH channos. CyLecTByeT ABa OCHOBHbIX NMyTW CO34aHUS apxmBa 3TOro katanora. MoXxHoO BOWTU
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B nogkartanor n cosgaTb B HEM apXvB, Hanpumep:
pwd

/home/dave

cd data

pwd

/home/dave/data

tar cvf .. /data.tar *

Bynet co3gaH apxuB B katanore /home/dave, cogepxawmn dannsl 6e3 ykaszaHmsa nx
pacrnornoXeHnsa B CTPYKType KaTanoros. [1py nonbiTke BOCCTAHOBUTL (pannbl U3 apxuBa data. tar
nogkartanor He 6yaert co3aaH, u Bce channbl 6yayT BOCCTAHOBIEHBLI B TEKYLLIEM KaTarore.

[pyron nyTb COCTOMUT B CO34aHMN apxXuBa KaTtarnora, Hanpumep:
pwd
/home/dave
tar cvf data.tar data

Byget co3gaH apxvB Katanora, B KOTOpPOM nepeoun ByaeT cnefoBaTth CCbIfika Ha KaTasnor.
Mpn BOoCCTaHOBNEHMM (hainoB U3 Takoro apxuea byaet co3gaH nogkatanor B TEKyLLEeM KaTarnore,
n dannbl 6yayT BOCCTaHaABNMBATLCA B HEM.

Mo>XHO aBTOMaTU3MPOBAaTb BbINOMIHEHNE AAHHbIX KOMaH, NOMECTUB UX B (pansl crontab
cynepnonb3oBaTtens. Hanpumep, cnegytowlas 3anvck B panne crontab BbINOMHAET pe3epBHOe
KonupoBaHue katanora /home exeaHesHo B 01:30:

30 01 *** tar -cvfz /dev/hda4 /home > home index

Mpn HeobxogmMmocTn Bonee CroXHOro apxXUBMUPOBaHNA UCMONb3YeTCs SA3bIK CLeHapues
060noYKK, KOTOpble Takke MOTyT ObITb 3anyLLeHbl C MOMOLLbI cron (cM. [4.2.2.2).

4.2.1.2. cpio

[nsa konnpoBaHus hannoB ncnonb3yeTca komaHaa obLiero HasHa4yeHus cpio.

KomaHga ncnonb3yeTcda ¢ napameTpoM —o A5 CO3faHus pe3epBHbIX apXMBOB U C napa-
MEeTpoM —-i — AngA BocCTaHoBNeHUs dannos. KomaHaa nosnyvyaeT MHpopmMaunio OT CTaH4apTHOro
YCTPOMCTBA BBOAA W MOCLINIAET BbIBOANMYHO MHG)OPMaLMIO HA CTaHO4apTHOE YCTPONUCTBO BbiBOAA.

KomaHaa cpio MOXET Mcnonb3oBaTbCa OS5 apxuBuposaHua nboro Habopa dannos
N cneunanboHbiX doannoB. KomaHaa cpio coxpaHaeT uHgopmaunto addekTuBHee, YeM tar,
nponyckaeT cborHble cekTopa Unu 6rnokn Npu BOCCTAHOBMEHUM AAHHbIX, apXMBbl MOryT ObITb
BoccTaHoBreHbl B OC.

HepoctatkoM kKOMaHAbl cpio ABNAeTcs HeobXo04MMOCTb NCNONb30BaTh SA3bIK NPOrpaMmmu-
poBaHNA 060OYKN AN CO34aHUsl COOTBETCTBYIOLLENO CLueHapusi, YToObl OBHOBUTL apXmB.

B Tabnuue [12] npuBeaeHbl OCHOBHbIE NapamMeTpbl KOMaHAbl cpio.
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Tabnuuya 12

MapameTp HasHauyeHune

-0 Co3sgaHuve apxvBa B CTaHAapTHOE YCTPOWMCTBO BbIBOAA

-1 BoccTaHoBneHue ainos U3 apxvea, nepegaBaemMoro Ha CTaHgapTHOE YCTPOWMCTBO BBOAA

-t CospaHue cnucka cogepXumoro ctaHaapTHOro yCTpOVICTBa BBOAA

Moapo6Hoe onucaHne kKoMaHabl NPMBEAEHO B man cpio.

Mpumephbl:

1. KonupoBaHue ¢annoB u3 katanora /home B apxuB home.cpio

find /home/* | cpio -o > /tmp/home.cpio

2. BocctaHoBneHue hannoB U3 apxmea home . cpio C COXpaHEHMEM OepeBa KaTtanoros
N cosgaHne cnucka B panne bkup . index

cpio -id < /tmp/home.cpio > bkup.index

3. WUcnonb3oBaHne koMaHabl £ind ANg noucka N3MeHeHHbIX 3a nocrnegHue cyTku hannos
N COXpaHEHMEe UX B apXmB home .new.cpio

find /home -mtime 1 -type £ | cpio -o > /tmp/home.new.cpio

4. BoccTtaHoBrneHue ganna /home/dave/notes. txt U3 apxuea home.cpio

cpio -id /home/dave/notes.txt < home.cpio

[lns BoccTaHOBNEHUA hanna ¢ NoMOLLbI cpio cnegyeT ykasbiBaTb ero nosiHoe UMs.

MOXXHO aBTOMaTM3MpPOBATb BbINOMIHEHNE AaHHbLIX KOMaHZ, NOMECTUB UX B dpainl crontab
cynepnonb3oBatens. Hanpumep, cnegywouias sanuck B panne crontab BbINOMHAET pe3epBHOe
KonupoBaHue katanora /home exenHesHo B 01:30:

30 01 *** 1s /home : cpio -o > /tmp/home.cpio

Mpn HeobxoaumocTn 6onee CroXHOro pe3epBHOr0 KOMMPOBAHNSA MOXHO CO34aTb COOTBET-
CTBYIOLLMI cLeHapuii 060no4vkn. 3anyck NogobHbIX CLueHapueB Takke MOXET ObiTb OCyLLEeCTBIEH
NnocpeacTBOM cron.

Co3gaHne pe3epBHbIX KOMUI 03Ha4YaeT onpeaeneHme NonUTUKM Co3aaHnsa pe3epBHbIX KO-
MU NS CHUXKEHUSI MOTEPb Y BOCCTAHOBMAEHNSA MHAOPMaL MK NOCHe BO3MOXHOW aBapun CUCTEMBI.

4.2.1.3. Komnnekc nporpamm Bacula

Bacula npepgcraensiet cobor KOMMNNEKC nporpamMm, no3BOosISIOLWNA CUCTEMHOMY agMUHU-
cTpaTopy ynpaensaTb Npoueccamu pe3epBHOro KONMPOBaHUS M BOCCTAHOBINEHNSA OAHHbIX, @ TaKkKe
NPoBepPsATb Pe3epBHbIE KOMUU, B TOM YUCIIE B FETEPOrEHHbIX CETSX.

Bacula — 3TO ceTeBas KIMEHT-CepBepHas cucteMa pe3epBHOro konnposaHus. lNporpam-
Ma MO3BOSSAET NErko HaxXoAUTb N BOCCTaAHaBMMBATb YTPAYEHHbIE UMM NOBPEXAEHHbIE hannbl.
bnarogaps moaynbHOM apxuTekType Bacula MOXET MacwTabmMpoBaTbCa OT HEOONbLLUNX aBTO-

HOMHBbIX CUCTEM [0 BOMbLUMX CETEN, COCTOALLNX U3 COTEH KOMMNbKOTEPOB.
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Bacula COCTOUT M3 crnegyoLlmx YacTen:

- Bacula Director service — uUeHTpanbHasa nporpamMmma, KOOpAWHUPYKOLWAs Bce

BbIMOSIHsAEMble onepauumn (PYHKLUMOHNPYET B POHE);

- Bacula Console services — nporpamma, no3sondiowiasa agMUHUCTpaTopy B3au-

MOAENCTBOBATL C LIEHTPanbHOW NpOorpamMmon;

- Bacula File services — KNMEHTCKasa nporpamMmma, yctaHaBnmBaemMas Ha Kaxibln

obcnyxXnBaembln KOMMbIOTEP;

- Bacula Storage services — nporpaMmma, oObl4HO (PYHKLUMOHMPYIOLLAA Ha KOM-

nbloTEPE, K KOTOPOMY NPUCOEAVHEHLI BHELLHME YCTPOMUCTBA AN XPaHEHNSA pPe3epBHbIX

Konun;

- Catalog services — nporpamMmma, oTBevarLasa 3a MHOEKCMPOBaAHNE U OpraHM3auuto

6a3bl pe3epBHbIX OaHHbIX.

Mporpamma Bacula obecneumBaeT noaaepkKy COXpaHeHUs paclUMPEHHbIX aTpubyToB
KaTanoroB u ¢annos K, Npu HeobGXoAUMOCTH, UX NocreaytoLee BOCCTaHOBNEHME.

BHUMAHMUE! lNocne BocctaHoBneHusi 06bektoB PC ¢ yCTaHOBMNEHHBIMWM MaHOATHLIMN
aTpmbytammn Heo6xoaMMO BLINMOMHUTL NepeMoHTMpoBaHne PC, B KOTOPOM BOCCTaHaBNMBANUCh
00bekTbl, unu nepesarpysntb OC.

OnucaHune yctaHoBKM 1 HacTponku Bacula npueegeHo B(10.3

4.2.2. NnaHupoBaHuWe 3anycKka KoMaHA

4.2.21. at

[lna 3anycka ogHon unn 6onee KOMaHg B 3apaHee onpeaeneHHoe BpeMS UCMNosib3yeTcA
KoMaHga at. B Henm MOXHO onpegenuTb Bpems U/wunu gaty 3anycka TOW Unu MHOW KOMaHabl.
KomaHpa at Tpebyet aByx (unu 6onbluero yncna) napametpoB. Kak MMHUMYM, cnedyeT ykasaTb
BpeMs 3arycka 1 Kakas KomaHaa LOMmkHa ObiTb 3anyLieHa.

KomaHabl 4ns 3anycka ¢ NOMOLLbI0 KOMaHAbl at BBOOATCSA Kak CIMCOK B CTPOKax, crneay-
IOLLNX 3a HeN. BBoa KaXkaon CTPOKM 3aBepLUaeTcs Haxkatmem knasuwn <Enter>. 1o okoH4YaHUK

BBOAA BCEW KOMaHAbl HaxaTb knasuwn <Ctrl+D> ona ee 3aBepLueHus.

Mpumepbl:

1. 3anyctutb KOMaHabl 1lpr /usr/sales/reports/. necho "Files printed" B
8:00

at 8:00

lpr /usr/sales/reports/.

echo "Files printed"

Mocne BBOAa BCeW KOMaHAbl 0TOBpasnTcsa cnegyrollasa 3anuchb:

job 756603300.a at Tue Jul 8 08:00:00 2014

O3HavaroLLasi, YTo yKasaHHble KomaHabl 6yayT 3anyweHsl B 8:00, naeHTndukatop 3agaHns



62
PYCBE.10015-01 95 01-1

756603300 .a (MOXeT noHagobutcs, ecnn Heob6xoaANMMO OTMEHUTL 3aaHNEe KOMaHAoN
at -d)

B pesynbraTe BbinonHeHus komaHabl B 8:00 6yayT pacnedyataHbl Bce dpannbl Katano-
ra /usr/sales/reports, n nonb3oBarento OyoeT BbIBEAEHO COOOLLUEHME HA 3KpaH
MOHUTOpA.

2. [Ina 3anycka Bcex KOMaHA, nepedncrieHHblx B gpanne getdone, B 17:30 cneayet
BOCMOMb30BaTbCS O4HOM U3 ABYX (OOPM KOMaHAabl at:

at 17:30 < getdone

nnm

at 10:30 -f getdone

O6e npuBeOeHHbIE KOMaHObl 3KBMBANEHTHbI. PasHuua 3aknoyaeTcs B TOM, YTO B NEPBON
KOMaHAe UCnonb3yeTcs MexXaHn3Mm rnepeHanpasneHnsa NoTOKOB BBOL4A-BbIBOAA, BO BTOPOW

KOMaHae — ANCKOBbIN dhans.
Kpome BpemeHu B KOMaHAe at MOXeT ObITb onpeaeneHa garta.

Mpumep
at 10:00 Jul 14
lp /usr/sales/reports/

echo "Files printed"

3apaHus, onpeaensemMble agMUHUCTPATOPOM CUCTEMBI, MOMELLAIOTCA B 0Mepeab, KOTOPYHO
oC nepnoan4eckn npocMaTpumBacet. A,ElMVIHI/lCTpaTOpy HeobsA3aTernbHO HaxoaAUTbCA B CUCTEME O14
TOro, 4Ytobbl at oTpaboTtana 3agaHus. B gaHHoM crnyyae komaHaa paboTaeT B GOHOBOM pexume.
[ns npocmoTpa odepeau 3agaHnn BBECTU:
at -1
Ecnn npegbigylime npumepbl 6611 3anyLieHbl, To 6yaeT BbiBEAEHO:
job 756603300.a at Sat Jul 8 08:00:00 2014 job 756604200.a at Sat Jul 14
17:00:00 2014
AOMVHUCTPATOP CUCTEMbI BUAUT TONbKO CBOWM 3aaHus MO KOMaHae at.
[ng ynaneHusa 3ajaHuns U3 odyepeam crnegyeTt 3anycTuTb at ¢ napameTpom —d 1 HOMEPOM
yaansemMoro 3agaHus:
at -d 756604200.a

B Tabnuue MoKasaHbl BapnaHTbl UCMOMb30BaHNA KOMaHAbl at.

Taobnuuya 13

dopmat komaHAabl HasHaueHuve

at hh:mm BbInonHUTL 3agaHne Bo BpeMst hh :mm B 24-4acoBom copmaTte
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OkoHyaHue mabnuuei 13

dopmaT KOMaHab! HasHaueHune

BbInonHUTL 3agaHne Bo BpeMda hh:mm B 24-4yacoBoMm copmarte B

at hh:mm mecsu meHs ropn N
COOTBETCTBYHOLLNN NEHb

at -1 BbiBeCTU cnnucok 3agaHnii B odepeaun; NCeBaoHMM KOMaHabl — atq

BbIinonHUTL 3agaHne Yyepes onpenerneHHoe BpeMsi, KOTopoe 3aa4aHo
at now+count time-units | mapameTpoM count B COOTBETCTBYIOLMX €AMHULIAX — HEOEensiX, AHSAX,
yacax Unm MUHyTax

YaanuTb 3agaHue ¢ naeHTMdukaTtopomM job_ID U3 ovyepeau; nces-

at -d job_ID
OOHUM KOMaHAbl — atrm

AOMUHUCTPATOP CUCTEMBI MOXET NPUMEHATL BCE 3TU KOMaHAabl. [na apyrnx nonb3oBaTe-
nen npaea JocTyna K KoMaHae at onpegenstoTcs hannamm /etc/at.allow n /etc/at.deny.
Ecnu cywectByeT panin /etc/at.allow, TO NPUMEHATL KOMaHAY at MOryT TOMbKO Nepeyunc-
neHHble B HeM nornb3oBaTenn. Ecnu ke Takoro hamna HeT, NpoBepsieTcs Hanuyue danna
/etc/at.deny, B KOTOPOM OTpa)XeHO, KOMY 3arnpeLleHo nonb3oBaTbCsa KomaHaon at. Ecnu
HW ogHOro darna HeT, 3Ha4uT, KOMaH4a at OOCTYMNHa TOMbKO Cynepnonb30BaTento.

MogpobHoe onucaHne KoMaHObl NPUBEAEHO B man at.

4.2.2.2. cron

[Onsa perynspHoro 3anycka komaHg B OC cyuwlecTtByeT KomaHaa cron. AOMUHUCTPATOP
CUCTEMBI onpeaensieT aAns Kaxaon nporpammMbl BpeEMS U AaTy 3anycka B MUHyTax, Yacax, AHAX
MecsiLa, Mecsauax roga U gHsx Hegenu.

KomaHga cron 3anyckaeTcs oauH pas npu 3arpyske cucteMbl. OTaensbHble Nonb3oBaTenu
He OOMMKHbI UMETb K HEM HEMOCpPeAcTBEHHOro aocTtyna. Kpome Toro, 3anyck cron HUKorga He
OCYLLIECTBIISIETCA BPYYHYIO NyTEM BBOAA MMEHM NPOrpamMmMbl B KOMaHAHOW CTPOKE, a TONbKO U3
cueHapus 3arpysku OC.

Mpun 3anycke cron NpoBepSAeT ovepenb 3aJaHnn KOMaHabl at U 3a4aHus Nnonb3oBaTenen
B pannax crontab. Ecnu komaHg ons 3anycka HeT, cron «3acbiNaeT» Ha OAHY MUHYTY N 3aTeMm
BHOBb MPUCTYMNaeT K NOMCKaM KOMaHAbl, KOTOPYHO CrieayeT 3anyCTuUTb B 3TOT MOMEHT. bonbLyto
YacTb BPEMEHU KOMaHAa cron NPOBOAUT B «CNSILLEM» COCTOSAHUN, U ANsi ee paboTbl MCMNONb3yeTcs
MUHMMYM CUCTEMHbIX PECYPCOB.

UTobbl onpenennTb CNMCOK 3a4aHnni AN cron UCMOMb3yeTcs KomaHaa crontab. [Ans
Kakgoro nosib3oBaTtensi ¢ NOMOLLbIO JaHHOW KOMaHAbl co3daeTcs pann crontab €O CIMCKOM
3aJaHuin, Haxogawmncs B Katanore /var/spool/cron/crontabs N UMEKOLWMIA TO Xe NMS, YTO
N NMsi Nonb3oBaTtens.

MpumeyaHune. lNonb3oBaTenn, KOTOPbIM pa3peLLEHO yCTaHaBNMBaTb 3a4aHNa KOMaH-
AOW cron, NepeyuncrieHbl B hanne /etc/cron.d/cron.allow. Pann sagaHum gna KOMaHgbl

cron MOXHO C034aTb C NOMOLLbI 0ObIYHOIO TEKCTOBOMO penakTopa, HO Npn 3TOM Herb3A NMPOoCTO
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3aMeHNTb UM CYLLECTBYHOLWMIA bann 3agaHus B Katanore /var/spool/cron/crontabs. [Ans
nepegayn cron CBELAEHWI O HOBbIX 3afaHusIX 06A3aTenbHO AOMKHA MCNONb30BaTbCs KOMaHaa
crontab.

Kaxpast ctpoka B (hanne crontab coaepXuT wabnoH BpemeHun u komaHay. MoxHo
co3gaTtb nboe Konuyectso KoMaHa Ans cron. KomaHaa BbINONHAETCA Toraa, Korga Tekyllee
BpPEMsi COOTBETCTBYET NpMBEAEHHOMY WabnoHy. LLabnoH cocTonT U3 NATM YacTen, pasaeneHHbIX
npobenamu nnu cumeonamm Tadynsaumm.

CuHTakcuc komanpg B panne crontab:

MMUHYTE UacChH [eHb_Mecsdlla MeCcdl] _rojga OeHb_ Helnesyiu 3alaHue

MepBble NATL Nonen NpeacTasnaT WabnoH BpeMeHn N 0b6a3aTernibHO AOMKHbI NPUCYT-
cTBOBaTb B hbavne. [ina Toro 4tobbl cron UrHOPMpOBana To Unu nHoe none wabnoHa BpeMeHMU,
crneayeT NOCTaBUTb B HEM CUMBON * (3BE3404Ka).

MpnmedaHune. C TOYKM 3peHNA NPOrpaMmbl CUMBOST * O3HAYaeT CKOpee He «UTHOpU-
poBaTb none», a «nboe KOPpeKTHOE 3HAYEHUEY, T. €. COOTBETCTBME YEMY YrOAHO.

Hanpumep, wabnoH
02 00 01 *~ =
FOBOPUT O TOM, YTO KOMaHAa AOmKHa ObiTh 3anyLieHa B ABE€ MUHYTbI MNONOSTyHO4M (Nofne YyacoB
HyneBoe) KaXxaoro nepBoro Yncna noboro (nepsasa 3Be3fqodka) mecsua, Kakmm 6ol gHEM Heaenm
OHO He 6bIno (BTOpas 3Be3404Ka).

B Tabnuue [14] npvBeaeHbl AonyCcTMMble 3HaYeHMs Monen 3anmcei crontab.

Taobnuuya 14
Mone [vanasoH
MUHYTbI 00-59
yachl 00-23 (nonHo4b — 00)
OeHb_Mmecsaua 01-31
OeHb_roda 01-12
AeHb_Henenu 01-07 (noHegenbHMK — 01, BockpeceHbe — 07)
Mpumep

3anuck koMaHabl B hanne crontab, BbIMOMHAOLAS COPTUPOBKY M OTMNpaBKy Nosb30Ba-
Ten pav panna /usr/sales/weekly Kaxablh noHegenbHuUK B 7:30

30 07 * * 01 sort /usr/sales/weekly | mail -s"Weekly Sales" pav

Mone komaHg MOXET coaepKaTb BCe, YTO MOXET OblTb B KOMaHAe, BBOOUMOMW B KOMaHOHOW
CTpoKe 000mnoykn. B Hy)kHOe Bpemsi cron AfS BbIMOSIHEHWUS KOMaHA 3anyCcTUT CTaHOapTHYHO
obonouky (bash) n nepegact en KomaHay ANs BbINOMHEHUS.

[na Toro 4To6bl oNpeaennTb HECKONbKO 3HAYEHMI B NOMe UCNOMb3yeTCs 3andTas B Kade-
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CTBe pasgenstLiero cumeona. Hanpumep, ecnm nporpamma chkquotes A0MKHA BbINOMHATLCA B
9, 11, 14 n 16 yacoB no noHeaenbHUKam, BTopHMkam n Yyeteepram 10 mapta n 10 ceHTa0ps, TO
3anucb BbIMSANUT Tak:

09,11,14,16 10 03,09 01,02,04 chkquotes

I'Iapameprl KOMaHabl crontab npueBeaeHbl B Tabnuue .

Tad6nuua 15

MapameTp OnucaHue

Mo3BonseT pegakTMpoBaTh KOMMOHEHTHI dhanna (Mpu 3TOM BbI3bIBAETCS pedakTop, onpe-
OENEeHHbIN B NnepeMeHHo EDITOR 0060n04Kun)

-r YnanseTt Tekywmin chann crontab 13 katanora

-1 |/|CI'IOJ'Ib3yeTCFI 054 BbiBOAA CrNMCKa TEKYLLNX 3adaHun cron

KomaHga crontab paboTaeTt ¢ pannom cornacHo pernctpaLmMoHHOMY UMEHM.

3a KOppeKTHOEe UCNOoNb30BaHNE KOMaHAbl cron OTBETCTBEHHOCTb HECYT Kak agMUHUCTpa-
TOP CUCTEMbI, TaK 1 NONb30BaTENN, HANPUMEP, UCNONb30BaHME NPOrpaMmMbl HE AOSMKHO BbI3BATb
neperpysKy CUCTEMBbI.

MNoopobHoe onucaHne komMaHa W avna crontab NpuUBEAEHO B man cron,

man crontab Mman 5 crontab.

4.2.3. ADMMHUCTPUPOBaHME MHOIONoONIb30BaTeNIbCKOM U MHOro3aga4yHou cpeabl

4.2.3.1. who

[ns nony4eHus cnucka nonb3osatenen, padotatowmx B OC, ncnonb3yetcst KomaHaa who:
who
root console May 19 07:00

Pe3ynstaTom BbINOMHEHNS KOMaHObl ABNAETCS CNUCOK, CoAepXallunin naeHTudukaTopbl
aKTUBHbIX MOSib30BaTenen, TepMmHarnbl U BpemMs BXoga B CUCTEMY.

KomaHaa who MMeeT HECKONbKO napamMeTpoB, OAHAKO Aariee pacCMOTPEHbI TONbKO ABa
N3 HUX:

1) —u — nepeyncnsaeT nonb3oBaTenen ¢ ykasaHnem BpeMeHn 6e3nenctens (Touka . O3Ha-

YaerT, YTO NoNb30BaTellb aKTUBHO paboTan B NOCNEAHIO MUHYTY, o1d — YTO NocnegHun

pa3 OH Haxuman krnasuwu 6onee cyTok Hasag);

2) -H — 3acTaBnsieT KoMaH4y BbIBOAWUTbL NOAPOOHY0 MHbopMaLuuio 0 Nonb3oBaTensx; npu

9TOM BbIBOAMT CTPOKY 3arofioBka TabnuLibl nonb3osartenen, cTonbLpbl KOTOPON NoKasaHb!
B Tabnuue
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Taobnuuya 16
Mone OnucaHue
NAME MmeHa nonb3oBatenem
LINE Wcnonb3oBaHHbIE NMHUK U TEPMUHATbI
TIME Bpems, npolefllee nocre perucrpaumm nonb3oBaTens B cucteme
IDLE Bpems, npolwegliee co BpeMeHu nocnegHen akTmeBHon paboTbl nonb3oBaTens
PID NaoeHTudmkatop npouecca BxogHowm 060noYku nonb3oBarens
COMMENT KommeHTapuii (ecrnn TakoBble nmeloTcs B hanne /etc/inittab)

C nomouybio napamMmeTpoB —u N —H MOXHO yBUOETb:

who -uH
NAME LINE TIME IDLE PID COMMENT
root console Dec 12 08:00 . 10340

B cnucok BkntodeH naeHtudmkatop npouecca o60no4kn nonb3oBaTens.

MogpobHoe onucaHne KoMaHabl NPUBEAEHO B man who.

4.2.3.2. ps

[nsa nony4eHuns nHgpopmaumm o COCTOSAHMM 3anyLLEHHbIX NPOLIECCOB UCMNOSb3YETCHA KO-
mMaHaa ps. KomaHga BbIBOOUT crieqyoLlyo MHopMaumio 0 npoLueccax:

- BbIMOSHEHHbIE MNPOLECCHI;

- npouecchl, Bbi3BaBLUME NPOOMEMbI B CUCTEME;

- KaK AOnro BbIMOSHAETCS NPOLECC;

- Kakme CUCTEMHbIE pecypchbl 3aTpeboBan npouecc;

- nageHTudukaTtop npouecca (Kotopbl byaet Heobxoaum, Hanpumep, AnNs npekpalleHns

paboTbl Npouecca ¢ NOMOLbIO KOMaHabl kill) u T. 4.

[aHHaa vHdopmMauusa nonesHa Kak gnsa nonb3oBaTtens, Tak U Ang CUCTEMHOro agMu-
HUcTpatopa. 3anyweHHas 6e3 napaMmeTpoB KOMaHAHOW CTPOKU ps BblAaeT CMUCOK NPOLIECCOB,
NopOXAEeHHbIX aAMUHUCTPATOPOM.

Haunbonee pacnpoctpaHeHHOe NpUMEHEHNE KOMaHObl ps — OTCNeXxXnBaHue paboTbl go-
HOBbIX 1 OpYrMX NpoLeccoB B cucteme. Nockonbky B 6GONbLUMHCTBE CrlydaeB (OOHOBbIE MPOLIECCHI
He B3aMMOLENCTBYIOT C 3KPaHOM M C KnaBuaTypon, KOMaHaa ps OCTaeTCa OCHOBHbIM CPeACTBOM
HabnaOeHNsa 3a HUMMN.

B Tabnuue 17| npnBeaeHbl YeTbipe OCHOBHbLIX NONs MHOPMaLUMM AN Kaxaoro npouecca,

BbIBOANMbIE KOMAHOOW ps.
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Taobnuuya 17
Mone Onuncanue
PID WoeHTudmkaTop npolecca
TTY TepmunHan, ¢ koToporo 6bin 3anyLieH npoLecc
TIME Bpemsi paboTbl Npouecca
COMMAND Nms BbINONMHEHHON KOMaHAbI

MoapobHoe onucaHne KoMaHabl NPUBEAEHO B man ps.

4.2.3.3. nohup

OObIYHO OoOYEpPHUI NPOLIECC NpeKpaLlaeTca nocne poamTenbckoro. Takum obpasom, ecnu
3anyweH PoHOBLIN NpoLEeCC, OH OyaeT NpekpaweH Npu BbIXoAe M3 cUCTEMbI. [1na Toro 4Ytobbl
npouecc npoaosikan BbIMOMHATLCA AaXKe MOCre BbiXo4a M3 CUCTEMbI, MPUMEHSAETCA KOMaH4a
nohup, ykazaHHasi B Ha4yane KOMaHaHOW CTPOKM:
nohup sort sales.dat &

KomaHga nohup 3actasnser OC urHopmMpoBaTb BbIXOA U3 HEE U NPOAOIKaTb BbINOSHe-
HWe npoLlecca B POHOBOM peXMMe, Noka OH He 3aKoH4YuTcA. Takmm obpasom, Byaet 3anyuieH
npouecc, KOTopbi ByaeT BbINONHATLCA ANUTENBbHOE BPEMS, HE Tpebysa KOHTPOSISi CO CTOPOHbI
aZlIMUHUCTpAToOpa CUCTEMBI.

MogpobHoe onucaHue KoMaHabl NPUBEAEHO B man nohup.

4.2.3.4. nice

KomaHaa nice no3BonsieT 3anyCcTuTb ApYryto KOMaHay ¢ npegonpeneneHHbIM npuopuTe-
TOM BbINOSIHEHUS, NPEAOCTaBNAA aAMUHUCTPATOPY CUCTEMbI BO3MOXHOCTbL ONpeaensiTb NpuopuTeT
Npw BbINOMHEHUM cBoMX 3agad. NMpun 06bIMHOM 3anycke Bce 3afadyn UMEKT OAWH U TOT Xe npu-
oputeT, 1 OC paBHOMEpPHO pacnpefensier Mmexay HuMu npoueccopHoe Bpemsi. C NOMOLLbIO
KOMaHAbl nice MOXHO MOHU3UTb NPUOPUTET KaKOM-NMMBO «HECNELHOW» 3a4aydn, NpegocTaBuB
Apyrum 3agadam 0orblue NpouecCopHOro BpemMeHu. NoBbICUTbL NPUOPUTET TOM UK UHOW 3aJaduu
MMEET NMpaBo TOSbKO Cynepnosib3oBaTenb.

CuHTakcmc KkomaHabl nice:
nice -number command

YpoBeHb NpuopuTeTa onpegensietcs napameTpom number, Npu 3Tom BonbLuee ero 3Ha-
YeHue O3HavYaeT MEeHbLUNW NPUOPUTET KOMaHAbI, 3Ha4YeHne rno ymosndanuto pasHo 10. MNapameTp
number NpeacTaBnseT cobor YNCIOo, Ha KOTOPOE 3HAYEeHNE AOMKHO ObiTb YMeHbLLUEHO. Hanpumep,
€Cnu 3anyLueH NpoLecc COPTUPOBKMU:
sort sales.dat > sales.srt &
n eMy crnegyeT gatb NPEMMYLLECTBO Hag APYyrMM NpoLLEeCCOM, HanpMmep, NpoLeccom nevartm,
HeobXxo4MMO 3anyCTUTb BTOPOM NPOLIECC C YMEHbLLUEHHBIM MPUOPUTETOM:

nice -5 1lp mail_list &
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[na Toro 4toObl HAa3HauYUTL NPOUECCY NnevYaTn camMbli HA3KUA BO3MOXHbIA NMPUOPUTET,
BBECTMU:
nice -10 1p mail_list &

MpumeyvyaHune. B cnyyae komaHabl nice TUpe O3HAYaET 3HaK ONMuUUN.

Tonbko cynepnonb3oBaTenb MOXET MOBbICUTb NMPUOPUTET TOrO UM MHOMO MnpoLiecca,
NPUMEHSS ANS 3TOro oTpuuaTenbHoe 3HaYeHne aprymeHTa. MakcMmanbHO BO3MOXHbIN NpUopuTeT
— 20; npucBOMTL €ro npoleccy cynepnonb3oBaTeflb MOXET C NOMOLLbK KOMaHAb!:
nice --10 job &

Hannuune & B npumepe AOCTaTOMHO YCNOBHO, MOXHO M3MEHSATb NPUOPUTETLI Kak (OOHOBbIX
NpoLEeccoB, Tak U NPOLIECCOB NEPEAHEro NnaxHa.

MogpobHoe onncaHne KOMaHabl NPMBEAEHO B man nice.

4.2.3.5. renice

KomaHga renice nosBonsdeTr U3MeHUTb npuoputeT paboTatowero npouecca. Popmart
3TOM KOMaHabl NoaobeH oopmaTty KOMaHabl nice:
renice —-number PID

[ns nameHeHnsa npuoputeTa paboTtatoLlero npoLecca HeobxoanmMo 3HaTb ero naeHTudn-
KaTop, NONYy4YnTb KOTOPbIA MOXHO C MOMOLLIbIO KOMaHAbl ps, HAaNnpuMep:
pPs -e : grep name

rae name — UMS MIHTEPECYHOLLErO npoLlecca.

KomaHga grep OTOUNLTPYET TOSMBbKO Te 3anucu, B KOTOPbIX ByaeT BCTpeyaTbCs UMA
HY>KHOM KOMaHAbl, U MOXHO ByaeT y3HaTb naeHtudukatop ee npouecca. Ecnn Heobxoanmo
N3MEHUTb NPUOPUTET BCEX MPOLIECCOB MNOSb30BaTENS UMK rPyNnbl NONb30BaTeNen, B KOMaHae

renice UCMNOMb3yeTcd I/Iﬂ,eHTI/I(*)I/IKaTOp nonb3oBaTtesid UM rpynnol.

Mpumep
Mcnonb3oBaHune KOMaHAbl renice onsa npouecca nosnb3oBaTtesid pav
ps -ef : grep SLOGNAME
pav 11805 11804 0 Dec 22 ttysb 0:01 sort sales.dat > sales srt
pav 19955 19938 4 16:13:02 ttypo 0:00 grep pav
pav 19938 1 0 16:11:04 ttypo 0-00 bash
pav 19940 19938 42 16:13:02 ttypo 0:33 find . -name core -exec nn {};
Y100bI NOHN3UTL npuopuTteT npouecca £ind ¢ I/I)ZleHTI/ICbI/IKaTOpOM 19940, BBeCTMU:
renice -5 19940

B cnyyae koMaHabl renice paboTaloT Te Xe npaBuna, YTo U B cnyvyae KoMaHabl nice, a
NMEHHO:

- €e MOXXHO MCrMonb30BaTh TOMbKO CO CBOMMMW MpoLeccamu;

- cyneprnonb3oBaTerib MOXET NPUMEHUTL ee K NioboMy npoLeccy;

- TONbKO cynepnonb3oBaTesib MOXET NOBLICUTbL NPUOPUTET NpoLecca.
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MogpobHoe onucaHne KOMaHAbl NPUBEAEHO B man renice.

4.2.3.6. kill

MHoraa Heobxoanmo npekpaTuTb BbIMNOMTHEHUE npoLuecca, He A0XMAAsCb er0 HOPMasbHOro
3aBepweHnsa. MoxeT notpeboBaTbCs B cnegylowmnx cnyyasax:

1) npouecc Ucnosnb3yeT CAULKOM MHOIMO BPEMEHU NpoLieccopa 1 pecypcoB KOMMbOTEPA;

2) npouecc paboTaeT CrMLWKOM JONro, He AaBas OXuaaeMblX pesynbTaTos;

3) npouecc NPOU3BOANUT CANLLIKOM BOSbLLIOK BbIBOA MHAOPMaLUK Ha 3KpaH unu B cdann;

4) npouecc npueen K 6r10KMPOBKe TepMUHANa uUnu Apyron Ceccuu;

5) ns3-3a owmbKN onepaTopa UM NporpamMmmbl UCNOMb3YHTCA He Te pannbl NN NapameT-

pbl KOMaHAHOW CTPOKU;

6) ganbHewnLwwee BbINOMHEHME npouecca 6ecnonesHo.

Ecnu npouecc paboTtaeTt He B POHOBOM pexume, Haxatne knasuw <Ctrl+C> gomkHo
npepsaTtb ero BbiNofHeHNe. ®OHOBbLIN NPoLecC NpepBaTb BO3MOXHO TOSIbKO C MOMOLLbIO KOMaHAbI
kill, nocbinaroLien npoueccy curHan, Tpebyrowmi ero saaBepLueHus.

Mcnonb3ytoTca ase hopmbl KOMaHAb!:
kill PID(s)
kill -signal PID(s)

[nsa 3aBepLueHns npolecca ¢ MAEHTUPUKATOPOM 127 BBECTU:
kill 127

[lnsa 3aBeplueHns NpoLeccoB ¢ uaeHTudukatopamm 115, 225 n 325 BBECTU:
kill 115 225 325

C nomoulbto napametTpa —signal MOXHO, Hanpumep, AaTb yKasaHwe npoueccy nepe-
YnTaTh KOHUrypaumoHHble dannbl 6e3 npekpallieHms paboTbl. CIMCOK AOCTYMNHbIX CUrHanoB
MOXHO NOMYYNUTb C MOMOLLIbIO KOMaHAb!:
kill -1

Mpw ycnewHom 3aBepLueHmmn npouecca coobuieHne He BbiBogmTcs. CoobLieHne nosasutca
Npu NonbITKE 3aBepLUEHNs npolecca 6e3 Hannunsa COOTBETCTBYHOLLMX NpaB A4OCTyna unu npu
nonbITKe 3aBEPLUNTb HECYLLIECTBYHOLMI NpoLecc.

3aBeplleHne poamMTenbCKOro npouecca MHoraa NpUBOAUT K 3aBEPLUEHUIO O0YEPHUX,
OOHaKo AN MnosiHOW YBEPEHHOCTU B 3aBepLUEHUM BCEX NPOLIECCOB, CBA3aHHbIX C aHHbIM, cregyeT
yKasblBaTb UX B KOMaHAe kill.

Ecnu TepmunHan okasancs 3abnokMpoBaHHbIM, MOXXHO BOWTU B CUCTEMY C ApYroro Tepmu-
Hana:
ps -ef: grep $LOGNAME
N 3aBepwnTb paboTy 060N04KM Ha 3aBNOKMPOBAHHOM TEPMUHAnE.

Mpu BbINONHEHMM KOMaHAbl ki1l npoueccy NocbiNaeTcs COOTBETCTBYOWUN curHan. Npo-

rpamMmmbl oC MOTYT nocbliatb U NPUHUMATb 6onee 20 curHanos, Kaxabln U3 KOTOPbIX MEET cBomn
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Homep. Hanpumep, npu Bbixoge agmuHuctpatopa OC nockinaeTt BCEM ero npoueccam curHan 1,
KOTOPbIV 3acTaBrsieT BCce npoLecchl (Kpome 3anyLleHHbIX C MOMOLLBI nohup) NpekpaTuTb paboTy.
Kpome Toro, CyLiecTByOT NporpamMmbl, HanncaHHble Takmm obpasom, 4YTo ByayT urHopmpoBaTb
nocblnaemMble UM CUrHanbl, BKItOYas curHan 15, KoTopbl BO3HUKAET Npu 3anycke komaHabl kill
6e3 yKkasaHns KOHKPETHOro curHana.

OpHako curHan 9 He MOXeT ObITb MPOUrHOpUpoOBaH — npouecc byaeT 3aBepLueH. Takum
obpasom, ecnun KoMaHga:
kill PID
He cMorna 3aBepLuTb npouecc (OH BUAEH NMpU UCNOSMb30BaHUN KOMaHObl ps), He0Obxoanmo
BOCMNOSb30BaTbCA KOMaHOOM:
kill -9 PID

KomaHga:
kill -9
npekpaLaeT npouecc, He faBas BO3MOXHOCTU, HanpumMmep, KOPPEKTHO 3aKpblTb dparnnbl, YUTO MOXET
NpMBECTU K NOTepe AaHHbIX. Micnonb3oBaTh 3Ty BO3MOXHOCTb CrieayeT TOMbKO B Cllydae KpanHew
HeobxoanmocTu.

[ns 3aBeplieHns Bcex hOHOBbLIX NPOLLECCOB BBECTMU:
kill 0

[MpenmyLiecTBEHHOE NpaBO KOHTPOMSA HaL NPOLECCOM NpUHAanexuT Brnagensy. Npaea
BnagenbLa MOryT OTMEHSTbLCSA TOMbKO Cyneprnorib3oBaTenem.

Aapo HasHavaeT KaxgoMy rnpoueccy YeTblpe naeHTudmkatopa: peanbHbin U 3 deKkTnB-
HbI UID, peanbHbin 1 acpdekTBHbINn GID. PeanbHble ID ncnonb3ytoTcsa Ans ydeTa UCnonb30BaHUs
CUCTEMHbIX PecypcoB, a aeKTUBHbIE — ANd onpeaeneHus npas goctyna. Kak npasuno, pearnb-
Hble 1 acbcpekTnBHble ID coBnagatot. Bnageneu npouecca MOXeT nocklnatb B NPOLECC CUrHans.l,
a Takke NOHWXaTb NPUOPUTET NpoLiecca.

Mpouecc, NpucTynarLwmi K BbINOSIHEHUIO APYroro NporpaMmMHoOro dganna, ocyLecTenseT
OOWMH N3 CUCTEMHbIX BbI30BOB ceMencTBa exec. Korga takoe crnydaerca, agpdpektmsHble UID un
GID npouecca moryT 6biTb ycTaHoBneHbl paBHbiMn UID n GID danna, cogepaluero obpas HoOBow
nporpaMmsbl, €Cnv y aToro harvina yctaHoBrneHbl OUTbl CMeHbI naeHTUMKaTOopa NonbL3oBaTens u
noeHTnurkaTopa rpynnbl. CUCTEMHbIV BbI30B exec — 3TO MEXaHWU3M, C MOMOLLbIO KOTOPOro Takue
KOMaH[bl, Kak passwd, BpEMEHHO Nony4aroT npasa cynepnonb3oBaTtens (komaHae passwd OHU
HY>XHbl ANs1 TOro, YToObl U3MEHUTbL /etc/passwd).

MogpobHoe onucaHne KoMaHObl NPUBEAEHO B man kill.
4.3. Npachnyeckmne yTunutbl

B coctaB pabouyero ctona Fly BXxoasaT rpaduyeckue yTUnnTbl, KOTOpble MOryT ObiTb

ncnonb3oBaHbl Ana agMMHUCTPUPOBAHUA CUCTEMbI. BonbLMHCTBO U3 3TUX YTUIAT npeactaBndaeTt
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coboin rpacmyeckme 06ONOYKN Ha COOTBETCTBYIOLLMMM TEKCTOBBLIMU YTUNIMTaMU KOMaHLHOWN
CTPOKMW.

Cnucok yTunuT npuBeseH B pa3sgene 8 a onucanue yTmnuT B aNeKTPOHHOI CripaBke.
4.4. CpepctBa obecnevyeHUsi OTKa30yCTOMYUBOCTU U BbICOKOW JOCTYNHOCTMU

4.4.1. Pacemaker n Corosync

B coctaB OC CH Bxogut Habop nporpammHoro obecneyeHmss Pacemaker n Corosync,
NCNOMb3yeMoro Ans NOCTPOEHUS KNacTEPHbIX CUCTEM BbICOKOM AOCTYNHOCTU. OCHOBHbIE OCOGEH-
HocTn Pacemaker n Corosync:

- obHapyxeHue n BoccTaHOBIEHME nocne cO0eB y3oB U CEPBUCOB;

- HEe3aBMCMMOCTb OT MOACUCTEMbI XpaHEHNs — He TpebyeTcs obuiee xpaHunuule;

- HEe3aBWCMMOCTb OT TUMOB PECYPCOB — BCE YTO MOXET ObITb 3aCKPUMNTOBAHO, MOXET

ObITb KNAaCcTEPU3OBAHO;

NnoAAepXKa KnacTtepoB Nno6oro pasmepa;

nogaepxka KBOPYMHbIX N peCypCO3aBUCUMbIX KIaCTepOoB;

nogaepxxka n3bbITOYHON KOHGUrypaLuuu;

aBTOMaTU4eCKasn pennukaunsa KoHdurypaumm, MoxXeT bbiTb 06HOBMNEHa ¢ noboro yana

Knacrepa;

- BO3MOXHOCTb 3aflaHus nopsaka 3anycka pecypCcoB HE3aBMCUMO OT TOrO, Ha KakoM yare

OHU HaxoaAaTcs;

- nogaepXkKa pecypcoB, 3anyckaemMblX Ha MHOXeECTBE Y3r0B, — KITOHOB;

- noagepkka pecypcoB ¢ MynbTu-pexxumamu pabotbl (master/slave, primary/secondary).

C TO4YKM 3peHns KnacTtepa BCe UCMONb3yeMble CYLLHOCTU — CEPBUCHI, CYXObl, TOYKK
MOHTUPOBaHUSA, TOMa U pasfgerbl — 3TO pecypchbl, MO3TOMY B JaHHOM PYKOBOACTBE MO CNOBOM
«pecypc» NOHMMAETCA BCe, YTO HAaXoOMTCA MoA yrnpaBrneHMeM Knacrepa.

4.4.1.1. YctaHOBKa

[ns yctaHoBkn Pacemaker n Corosync Heob6xogmMmo BbINOMHUTL crieayloLee:

1) Ha KaXXgoM cepBepe 0TKas3oyCTOMYMBOIO KracTepa YCTaHOBUTb MaKeT:

sudo apt-get install pacemaker pcs

2) Ha KaxaoMm cepBepe paspelumTb aBTo3anyck Corosync. [1ns 3Toro B KOHpurypawmoH-

HOM panne /etc/default/corosync yKkasaTb napamerp:

START=yes

3) Ha Kaxgom cepBepe crnefyeT Npom3BecTn 3anyck HeobxoauMblx cnyxb hacluster:

sudo systemctl start corosync

sudo systemctl start pacemaker

sudo systemctl restart pacemaker
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4.4.1.2. NMpumep HaCTPOMKMU Knactepa

Hactporika Pacemaker n Corosync Ha npumepe aByx cepsepoB ¢ OC CH: server-1un
server-2. O6a cepsepa AOMKHbI «BUAETb» APYr Apyra N0 UMeHW, Ans 3TOro JOormkKeH ObITb Ha-
ctpoeH DNS unu B chanine /etc/hosts coaepXarbCs COOTBETCTBYOLLME 3anncu. [1ns HacTponKm
HeobXxo4MMO BbINOMHUTL CNEeAyHLWMIA NOPSAOK OENCTBUN:

1) Ha KaXXgoM cepBepe HACTPOUTb CUHXPOHM3aLUM0 BpeMeHu no cetu (cnyxba ntp);

2) Ha KaxgoM cepBepe YyCTaHOBUTb OOWHAKOBbLIN Naposib nofnb3oBaTtento hacluster:

passwd hacluster

3) Ha NepBOM (rMaBHOM) cepBepe HacTPOUTb aBTOpU3aLnio, co3daTtb U 3anyCcTUTb Kna-

cTep:

pcs cluster auth server-1 server-2 -u hacluster

pcs cluster setup --force --start --name CLUSTERNAME server-1 server-2

4) Ha oboux cepeepax nepesanycTuTb Cnyxoy:

systemctl restart pcsd

5) Ha nepBOM cepBepe pa3peLlnTb aBTo3anyck Kracrepa:

pcs cluster enable --all

6) Ang TekyLlero Krnacrtepa, COCTOSALLEro U3 ABYX Y3r0B, BbICTaBUTb 6a30Bble HACTPOMKH,

BbIMNOSIHMB KOMaHAb!:

pcs property set stonith-enabled=false

pcs property set symmetric-cluster=false

pcs property set no-quorum-policy=ignore

[nsa ynpaeneHus knactepom Pacemaker ncnonb3ytorca yTunmutel pcs U crm. Hanpumep,

npoBepKa cTaTyca Knacrepa BbINOMHAETCA C MOMOLLbI0 KOMaHAbl pcs status, NPOCMOTP

TeKywen KoHdurypaumm — ¢ nomoLlblo KoMaHabl crm configure show. Pesynbrar

NpoBEPKKN cTaTyca Knactepa U3 npumepa:

Cluster name: CLUSTERNAME

Last updated: Wed Oct 25 12:11:08 2017

Last change: Wed Oct 25 12:11:06 2017

Stack: corosync

Current DC: server-1 (1) - partition with quorum
Version: 1.1.12-561c4cf

2 Nodes configured

0 Resources configured

Online: [ server-1 server-2 ]
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Full list of resources:

PCSD Status:
server-1: Online

server-2: Online

HacTponka knactepa 3aBeplleHa. YnpaBneHue KrnactepoM OCyLLEeCTBNAETCHA KaK U3 KOH-
conu, Tak n Yyepes Beb-nHTepenc:
https://server-1:2224/

4.4.2. Keepalived

Keepalived ncnonbayetca B kadecTtse ynpasnstoilero MO ans opraHnsaumm MOHUTOPUHra
n obecneyeHns BbICOKOM AOCTYMHOCTM Y3r10B U CEPBUCOB.

HOemoH Keepalived obecrneynBaeT aBToMaTn4eCckuin nepexos Ha pesepBHbIN pecypc B
pexume OXuaaHusa B criydae BO3HUKHOBEHMS OLLIMBKM nnu c6os OCHOBHOIO pecypca.

[nsa obecnevyeHns aBTomaTUyecKkoro nepexona ucnonbayetcs npotokon VRRP (Virtual
Redundancy Routing Protocol). [laHHbIN NpOTOKOS NO3BONSET UCNONb30BaTb BUPTYarbHbI |P-
agpec VIP (virtual IP), koTopbIn ABNSIETCA NnaBaroLwmM (pacluapeHHbIM) Mexay y3namu.

4.4.2.1. YcTaHOBKa

Maket Keepalived HeobxooMMO YCTaHOBUTbL Ha KaXX4oOM Y3ne, OOCTYMNHOCTb KOTOPbIX
Tpebyetca obecneunTb, U Ha KaXXOoM pe3epBHOM y3ne. 1N yCTaHOBKU BbIMOMHUTL CrEeaYoLLYIO
KomMaHay:
apt-get install keepalived -y

4.4.2.2. NMpumep HACTPOMKH

Hactponka Keepalived Ha npumepe aByx cepBepoB ¢ OC CH: server-1 (OCHOBHOW) n
server-2 (pe3epBHbin). Ha cepBepax JormkeH BbiTb HACTPOEH peXnM pennukaumm ans obec-
neyeHUs ropsiyero pesepsupoBaHnd. Takke Ha oboux cepBepax AOMKHO ObITb ABa CeTeBbIX
nHTepdenca. OgHOMy N3 ceTeBbIX MHTEPEENCOB OCHOBHOIO cepBepa npucesonts VIP.

Ha kaxxgom cepBepe B KOHpUrypauuoHHbIn pann /etc/sysctl. conf A06aBUTb CTPOKY:
net.ipv4.ip forward =1
net.ipv4.ip_nonlocal_bind =1
N BbINOMHUTL NS NPOBEPKM KOMaHAY:
sysctl -p

Ha ocHoBHOM cepBepe OTKOppeKkTUpoBaTb KoHurypaumoHHein dann Keepalived
/etc/keepalived/keepalived.conf, ykaszaB HeOOXo4MMbI€ 3HAYEHUS 4N OCHOBHbIX Napa-
METPOB:

- interface — UHTepdENC NoaKMNYEHUS;
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- state — cTartyc cepBepa, AnA OCHOBHOIO yKasblBaeTCcs 3HadeHne MASTER,;
- virtual_router_id — uaeHTUdMKaTOp BUPTYaribHOro MapLipytusaTtopa (4OormKeH
ObITb OOUMHaKOBbIM ANs1 06omx cepBepoB);

- priority — NpMoOpUTET OCHOBHOMO cepBepa. [lomkeH GbiTb Gonblue, YeM pPe3epBHOro;

auth_type — 3HayeHMe PASS 3agaeT NaposibHy0 ayTeHTUMKALMIO AN CEPBEPOB;

- auth_pass — obwwnin naposnb Ang Bcex y3rnos KnacTtepa;

virtual_ ipaddress — BupTyanbHbin IP-agpec.

Mpumep
KoHdurypaumnoHHbi pann /etc/keepalived/keepalived.conf OCHOBHOIO cepse-

pa

global_defs {
notification_email {
username@domain.ru
}
notification _email from servers@domain.ru
smtp_server 1.1.1.1
smtp_connect_timeout 30

router_id main

vrrp_instance server-1 {

interface ethO

state MASTER

virtual router_ id 200

priority 100

advert_int 1

authentication {
auth_type PASS
auth_pass password

}

virtual ipaddress {
10.1.9.190/32 dev eth0
}



75
PYCBE.10015-01 95 01-1

[nsa npumeHeHnsa HacTpoek u 3anycka gemoHa Keepalived BbINONHUTL KOMaHAY:
systemctl start keepalived

Hanee HeobxoonmMo OTKOppeKTUpoBaTb KOHUrypaumoHHbln ¢ann Keepalived
/etc/keepalived/keepalived.conf pe3epBHOro cepBepa, ykasaB HeobxoanuMble 3Ha4YeHMUs
ANS OCHOBHbIX NapaMeTpoB:

- interface — MHTEPMENC NOLKNIOUYEHUS;

- state — cTaTyc cepBepa, Ansa pe3epBHOro ykasblBaeTcs 3Ha4yeHne BACKUP;

- virtual_router_id — ngeHTMduMKaTop BUPTYyanbHOro MapLupytmsaropa (QOrmkeH

ObITb OQMHAKOBbLIM ANt 060X cepBEPOB);

- priority — npuoputeT pesepBHOro cepeepa. [JomkeH ObiTb MEHbLUE, YEM OCHOBHOTO;

auth_type — 3HayeHue PASS 3afaeT NaposibHy0 ayTeHTUdMKaLuno 4nsi CEPBEPOB;

- auth_pass — obwuin naponb Ans BCcex y3noB KnacTepa;

virtual ipaddress — BupTyanbHbin IP-agpec.

Keepalived

Mpumep
KoHurypaumnoHHsein pann /etc/keepalived/keepalived. conf pe3epBHOro cepse-
pa
global defs {
notification_email ({
username@domain.ru
}
notification email from servers@domain.ru
smtp_server 1.1.1.1
smtp_connect_timeout 30

router_id reserve

vrrp_instance server-2 {
interface ethO
state BACKUP
virtual router_id 200
priority 50
advert_int 1
authentication {

auth_type PASS

auth_pass password
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virtual_ipaddress {

10.4.1.190/32 dev eth0

[ns npyumeHeHus HacTpoek 1 3anycka gemoHa Keepalived BbINONHUTL KOMaHAy:

systemctl start keepalived
4.5. PacnpepneneHHasn cdannoBasa cuctema Ceph

4.5.1. OOwme nonoxeHns

PacnpepneneHHble haninoBblie CUCTEMbI UCMOMb3YHOTCHA B BbICOKOCKOPOCTHBIX BbIYUCIIEHUAX
N pOKyCUpPYOTCS Ha BbICOKOW OOCTYMHOCTU, NMPON3BOAMUTENBHOCTM U MacwTabupyemoctun. OC
nogaepXxuBaeT pacnpeneneHHyto dannosyto cuctemy Ceph.

Ceph — pacnpegeneHHaa obbekTHasi ceTb XpaHeHus, obecneymBatolas dannosbIn
n GnoYvHbIn MHTEpenchl goctyna. MoxeT ncnonb3oBaTbCA Ha CUCTEMAX, COCTOALLMX Kak M3
HECKOSbKMX CEepBEepOB, Tak U U3 ThicAY y3noB. BcTpoeHHble MexaHn3mbl npogyobnmpoBaHHON
pennukauumn gaHHbIX 06ecneyYnBatoT BbICOKYH OTKA30yCTONYMBOCTL cucTeMsbI. [Mpn gobasneHnm
UNN yaaneHnmn HOBbIX Y3N0OB MacCUB AaHHbIX aBTOMaTU4eCKM GanaHcUMpyeTcs ¢ y4eTOM U3BMEHEHUN.
B Ceph obpaboTtka gaHHbIX 1 MeTadaHHbIX pa3geneHa Ha pasnuyHble rpynnbl Y3noB B KnacTepe.

Knactep xpaHeHusi AaHHbIX COCTOUT U3 HECKOMbKUX PasfnnYHbIX 4EMOHOB MPOrpaMMHOro
obecneveHuns. Kaxabln n3 aTux 4eMOHOB OTAENEH OT APYrMX U OTBEYaEeT 3a onpenerieHHYHo

cyHkumio Ceph. Cxema Ha puc. [2] onpeaensieT dyHkumm kaxgoro komnoHeHTa Ceph.
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BesoTkaszHoe aBTOHOMHOE pacnpeaerneHHoe xpaHunuile obbektoB (RADOS) asnsetcs
OCHOBOW XpaHeHus AaHHbIX knactepa Ceph. Bcé B Ceph xpaHuTcs B BuAe 06beKTOB, a XpaHunuue
o06bekToB RADOS oTBeYaeT 3a XxpaHeHne 3TMX OOGbEKTOB HE3ABMCUMO OT UX Tuna AaHHbIX. Cnon
RADOS rapaHTupyeT, YTO AaHHble BCerga OCTalTCs B COrNacoBaHHOM COCTOSIHUM U HAOEXHbI.
[lns cornacoBaHHOCTM AaHHbIX OH BbIMOSHAET pennunkaumio aHHbIX, OOHapy>XeHne 0TKa3oB U
BOCCTaHOBIIEHME OaHHbIX, a Takke MUrpauunio AaHHbIX U n3ameHeHne banaHca B y3nax knacrepa.

Korga npunoxeHune BbINOMHAET onepaunto 3annucn Ha knactep Ceph, gaHHble coxpa-
HAKOTCH B BUAe OObeKTOB B YCTponcTBe XpaHeHuns obbekToB (OSD) Ceph. 310 egmMHCTBEHHas
cocTasnsaowasa knacrtepa Ceph, B KOTOpOW XpaHATCA dpakTU4Yeckne gaHHble nonb3oBartens, u
3TW e AaHHble MOSlyYyaeT KIIMEHT, Koraa BbINOMHAET onepaumnto YteHms. Kak npasuno, oandH OSD
AEMOH CBSA3aH C OOHUM (PM3NYECKMM OMCKOM KnacTepa.

Monutop (MON) Ceph oTcnexuBaeT COCTOsIHME BCEro Krnactepa nyTeM XpaHeHus KapTbl
COCTOSHUSA KnacTepa, KoTopas BkrtodvaeT B cebs kaptel OSD, MON, PG n CRUSH. Bce y3nbl
KracTtepa coolLiatoT yanam MOHUTOpa K aenarT obuenoCcTynHOM Hdopmaunio o060 BCex nUs-
MEHEHMUSX B CBOMX COCTOSAHUAX. MOHUTOP nogaep>KMBaeT OTAENbHYIO KapTy MHOopMauum ans
KaXgoro KOMnoHeHTa. MOHUTOP He XpaHUT haKkTUYeckue gaHHble.

Bubnunoteka librados obecneunsaet goctyn kK RADOS ¢ nogaepxkomn AA3bIKOB nporpam-
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mupoBanus PHP, Ruby, Python, C n C++. OHa npegocTtaBnsieT co6CTBEHHbIN MHTEPdENC Ans
knactepa xpaHeHusi gaHHbix Ceph, RADOS n aBnsieTcsa ocHoBaHMEM AN Apyrux crnyx6, Takmx
kak RBD, RGW, a Takxe nHtepgenca POSIX ana CephFS. librados APl nogaepxmeaeTt npsimon
poctyn kK RADOS 1 no3sonsieT co3gaTtb CBOM COOCTBEHHbIN MHTEPAIENC K XpaHUIMLLY KnacTepa
Ceph.

BnoyHoe yctponcteo Ceph (Ceph Block Device, nssectHoe takke kak RADOS block
device (RBD)) npegnoctasnsieT 6no4Hoe xpaHunuuie, KOTopoe MOXeT oTobpaxaTtbed, dhopma-
TMPOBATLCSA 1 MOHTUPOBATLCA Kak ntobown apyron guck B cepeepe. bnoyHoe yctponcteo Ceph
obnagaeT PyHKLMOHANBHOCTBIO KOPNOPAaTUBHbBIX XPaHUNLL, TAaKOW KakK: AMHAMUYHOE BblaeneHue,
MOMEHTasbHbIE CHUMKMW.

Cepeep meTtagaHHbix (MDS) Ceph otcnexusaetr meTagaHHble hannoBon nepapxum u
coxpaHsieT nx tonbko ansa CephFS. bnoyHoe yctponcteo Ceph n wnto3 RADOS He TpebytoT
MeTaZlaHHbIX, cnefoBaTenbHO, OHN He HyxaatTces B aemoHe Ceph MDS. MDS He npegoctaBnsiet
AaHHble HeNnoCcpeaCTBEHHO KNMEHTaM, TEM CaMbiM YCTPaHAS €AMHYI0 TOYKY OTKasa B cucteme.

dannoas cucrema Ceph (CephFS) npegnaraet POSIX-coBmecTumMyto pacnpeneneHHyto
dannosyto cuctemy niroboro pasmepa. CephFS onmpaetcsa Ha CephFS MDS, T.e. MeTagaHHble

OnA XpaHeHUA nepapxmn.

4.5.2. Pa3BepTtbiBaHue Ceph ¢ nomowbio cpeactea ceph-deploy

[lanee onncaH BO3MOXHbIN BapyaHT HAacTPOMKM pacnpeneneHHoro xpaHunuila Ha 6ase
Ceph Ha npumepe knactepa 13 3 y3rnoB: astra-cephl, astra-ceph2, astra-ceph3 u agmu-
HUCTPaATMBHOWN paboyen CTaHUMM astra-ceph-admin. Ha y3nax astra-cephl, astra-ceph2
N astra-ceph3 3anyuweHbl MOHUTOP M OSD, Ha auckax sda yctaHoBneHa OC CH, Ha guckax
sdb 6yayT nHuumanunanposaHoel OSD. Ha yane astra-cephl Takke 3anyuweH ceph-mgr (Ceph
Manager Daemon).

BHUMAHMUE! PassepTbiBaHMe Ceph Ha Bcex y3nax OOSMKHO BbINOMHATLCA NP BbIKIO-
YeHHOM Ha Hux pexxume MKL (cm. PYCB.10015-01 97 01-1).

BHUMAHMUE! [JaHHas KoHdurypauma npegHasHadeHa TONbKO AN O3HAKOMSIEHUS n
TectnpoBaHua Ceph. Npu pa3BepTbiBaHUN paboden cuctembl Ha O6bEKTE HE pekomMeHayeTca
pasmewatb MoHUTOp 1 OSD Ha ogHOM y3ne.

Mpun passepTbiBaHWUM C NMOMOLLLIO cpeacTBa ceph-deploy agMUHUCTPUPOBaHUE KnacTe-
pa ocyulecTBnseTcsa ¢ paboyen cTaHUMM astra-ceph-admin. [pu pasBepTbiBaHUM B PyHHOM
pexunme HacTpomrKa KaXKAoro y3na BbINOSHSAETCA HENOCPEACTBEHHO Ha HEM.

CpeactBo ceph-deploy obecneumBaeT ObICcTpbi cnocob passepTtbiBaHusa Ceph 6e3
TOHKOW HacTpOWKK, ncnonbays ssh, sudo n Python.

Mepen Havanom passepTbiBaHnsA Ceph ¢ nomoLpbto cpeacTea ceph-deploy He06xoaMMO

BbIMOJTHUTb cnegywwine npegBapuTesribHble nencTeuns:
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- Ha BCeX y3lax Kiacrtepa co3aaTtb Y4ETHYIO 3arncCb Nnosib3oBaTena C npmnBmunernamn sudo

6e3 3anpoca napons, Hanpumep, ceph-adm:

echo "ceph-adm ALL = (root) NOPASSWD:ALL" > /etc/sudoers.d/ceph

sudo chmod 0440 /etc/sudoers.d/<username>

- ceph-deploy ucnonb3yet ssh, NO3TOMY Ha BCEX y3Nax Knacrepa HeO6XOD,l/IMO yCTaHO-

BUTb openssh-server. Ha paboyen ctaHumMm astra-ceph-admin HacTpouTb 6ecna-

POSibHbINM SSh-A0CTYN Ha BCe y3nbl Knactepa;

- Ha BCeX y3nax Krnacrepa HaCTpOUTb CUHXPOHU3aLUMIO BPpeMEHU rno nNpoTokosy ntp.

Pa33epr|BaHv|e BbIMNONHAETCA OT UMEHU Mnosib3oBaTensa ceph—-adm B cne,u,yrow,elh nocrie-
OOBaTENNIbHOCTMU.

1) ycTtaHOBUTb ceph-deploy C KOMNAKT-ANCKA C AUCTPUBYTUBOM:

sudo apt-get install ceph-deploy

2) cospgaTtb cnyebHbIn katanor gns ceph-deploy M NEPENTU B HETO:

mkdir ~/ceph

cd ~/ceph

B Tekywiem paboyem kaTtanore ceph-deploy co3gacT nor-gans, a Tak xe cnyxebHble

drannsl Knacrtepa;

3) yctaHoBuTb Ceph Ha y3nax knactepa astra-cephl, astra-ceph?2, astra-ceph3:

ceph-deploy install --mon --osd ftp://server/mounted-iso-main astra-cephl

astra-ceph2 astra-ceph3

MapameTpbl —-—mon N —-osd onpeaensatT KOMNOHeHTbI Ceph, Heobxoaumble ons ycTa-

HOBKM. B npoTuBHOM crniyyae 6yayT yctaHOBMEHbI BCe KOMMOHEHTLI Ceph;

4) ycTaHOBUTb Ha y3ne astra-cephl KOMMNOHEHT ceph-mgr:

ceph-deploy install --mgr astra-cephl

5) co34aTtb HOBbIN Knacrep Ceph npun 3TOM YyKa3aTb B KOMaHAe Y3Iibl Krnacrtepa, Ha

KOTOPbIX B ,D,aﬂbHeVIUJeM 6yp,yT MHNUMann3npoBaHbl rnepBoHa4valibHbl€ MOHUTOPbI:

ceph-deploy new astra-cephl astra-ceph2 astra-ceph3

lMocne BbINONHEHWs kKoMaHnabl 6yayT co3aaHbl KOHPUIYPALMOHHbIA hann (Mo yMonyaHuo

ceph.conf) n keyring-gann MOHUTOPOB;

6) MHMUMann3MpoBaTb MOHUTOPLI HA paHee yKadaHHbIX y3rax Knacrtepa BbIMOSHUB KO-

MaHay:

ceph-deploy mon create-initial

7) co3gaTb mgr Ha y3ne astra-cephl UCNONb3ysi KOMaHAy:

ceph-deploy mgr create astra-cephl

8) cospatb OSD Ha pguckax sdb y3noB knactepa astra-cephl, astra-ceph2,

astra-ceph3 n gobuTb UX B KNacTep UCNONb3ys KOMaHAbI:

ceph-deploy osd create --data /dev/sdb astra-cephl
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ceph-deploy osd create --data /dev/sdb astra-ceph2
ceph-deploy osd create --data /dev/sdb astra-ceph3
9) ycTaHOBUTb OCHOBHbIE KOMMNOHEHTbI Ceph Ha paboyyto CTaHUMo astra-ceph-admin
NCnosrb3yd KOMaHay:
ceph-deploy install --cli astra-ceph-admin
10) ckonuMpoBaTb KOHMUIypaumnoHHbIi hann n keyring-ann nonb3osaTtens admin Ha
pabo4ylo CTaHUUIO astra-ceph-admin UCMNONb3ysi KOMaHAY:
ceph-deploy admin astra-ceph-admin
MNocne 3aBepLlieHna pa3BepTbiBaHUA KnacTtepa Ceph npoBepunTb €ro COCToOAHNE MOXHO
NCnonb3ysi KOMaHay:
sudo ceph -s
B cnyyae koppekTHom paboTbl knactepa napameTp health nNpuMHMMaeT 3HayYeHue

HEALTH_OK.
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5. BA3OBbIE CETEBbIE CITYXbBbI

5.1. Cetb TCPI/IP

5.1.1. MNakeTbl n cermeHTauunA

[aHHble nepenatoTcs nNo cetn B GOpMe CETEBbLIX NAKETOB, KaXAbi U3 KOTOPbIX COCTOUT
N3 3arofiloBKa W MOe3HOM Harpy3ku. 3arofioBOK COAEPXKUT CBEAEHUS O TOM, OTKyda npubbin
MakeT 1 Kyda OH HanpaBnsieTcsa. 3arofoBOK, KPOME TOro, MOXET BKMOYATb KOHTPOSBbHYHO CYMMY,
MHOPMAaUUIO, XapakTEPHYHO OS5 KOHKPETHOro NpoToKona, U Apyrue MHCTpyKuum no obpaboTke.

MNonesHas Harpy3ka — 3TO AaHHble, noanexauwne nepecblsike.

5.1.2. Agpecauus nakeToB

CeTteBble MakeTbl MOryT AOCTMYb MyHKTA Ha3HA4YeHUSA TOMbKO NPW HanNM4Yuu npasunb-
Horo ceTteBoro agpeca. Npotokon TCP/IP ucnonb3yeTr codeTaHne HECKOMNbKUX CXeM CETEBOM
agpecauuu.

Cambi HWKHUI YpOBEHb aapecaumn 3agaeTcs CeTeBbLIMU annapaTHbIMU CpeaCTBaMM.

Ha cneaytouwlem, 6onee BbICOKOM, YPOBHE MUCMNONb3yeTcs agpecaums MHTepHET (KOTopyto
Yawle HasbiBalT «IP-agpecaunen»). Kaxxgomy BKNIOYEHHOMY B CETb YCTPOWCTBY NpUCBanBaeTcs
oaviH YeTblipexbanToBbin IP-agpec (B cooTBeTcTBUM C npoTokoriom IPv4). IP-agpeca rmob6anbHo
YHUKarbHbI U HE 3aBUCAT OT annapaTHbIX CPeacTB.

IP-agpeca ngeHTMdnumnpyoT KoMnboTep, HO He obecneynBatoT agpecaumo OTAeNbHbIX
npoueccoB n cnyx6. MNMpotokonbl TCP 1 UDP pacwupsitoT IP-agpeca, ncnonb3ysa noptsl. [MopT
B AaHHOM cnydyae npeacrtaBndetr cobon aByxbanToBoe yucrno, nobdaesnsemoe k IP-agpecy u
yKasblBaloLLlee KOHKPETHOIO agpecara Ton Unm nHom ceteBon cnyxobl. Bce ctangaptHele UNIX-
cnyx6bl CBA3LIBAOTCA C U3BECTHLIMU NOPTaMu, KOTOPbIE onpeaeneHbl B panne /etc/services.
[ns Toro 4tobbl NpeaoTBpaTUTL NOMbLITKU HeXenaTesbHbIX NPOLEeCCOB 3aMacKMpoBaTbCA Nog
3TN cnyX06bl, yCTAaHOBNEHO, YTO NOPTblI C HOMepamu A0 1024 mMoryT MCNonb30BaTbLCH TOSbKO

cynepnonb3oBaTteneM. OnucaHne anna /etc/services NpyBedeHoO B man services.

5.1.3. MapwpyTusauus

5.1.3.1. Tabnuua

MapwpyTnsaums — 9To Npouecc HanpasreHs NakeTa no psagy ceten, HaxoaaWwmnxcs
MeXay MCTOYHUKOM M afipecaToM.

[aHHble MapLLpyTU3auumn XpaHaTcsa B Tabnuue mapupyTtusaumn. Kaxabin anemMeHT aTomn
Tabnuvubl COAEPXUT HECKOMBbKO NapaMeTpoB, BKNOYAsA Nosfie HageXHOCTU, KOTOpoe paccTaBnsieT
MapLpyTbl MO nNpuopuTeTaMm, ecnu Tabnvua cogepXxut NpPoTUBOPEYUBYHO MHopMaumo. [Ons
HanpaBneHna nakeTa no KOHKPETHOMY agapecy noabupaerca Hambonee NOAXOAALLMA MapLUPYT.

Ecnun HeT HK Takoro MapLupyTa, HM MapLlipyTa no ymosrn4aHuio, To oTnpaBuUTesrto BO3BpaLLlaeTCcAd
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owmnbka: «network unreachable» (ceTb HegocTynHa).

Tabnvuy MapLupyTMsaumm KOMnboTepa MOXHO BbIBECTM Ha 3KpaH MOHMTOPA C NMOMOLLbIO
KOMaHabl route.

5.1.3.2. OpraHnsauus nogcerten

OpraHunsauus nogceTten 3agaeTcss Mackowm noaceTn, B KOTOPOM GUTLI CETU BKIKOYEHDI, a
OuTbl KOMMblOTEpPa BbIKNOYeHbl. Macka nogceTy 3agaeTcsa BO BpeMs HadanbHOW 3arpysku, korga
KoH(Urypupyetcs ceteBon nuHtepdgenc komaHgon ifconfig. Agpo, kak npaBuno, ncrnonbayet
cam knacc IP-agpecoB ans Toro, YTobbl BbIACHUTb, KakMe BUTbl OTHOCATCA K CETEBOW YacTu
aZpeca; ecnu 3agatb MacKy sIBHO, TO 3Ta (PyHKUUSA NPOCTO OTMEHSAETCA.

Mpun opraHusauun nogceter HEOBGXOAMMO YYeCTb, YTO €CNN BblYUCIUTENbHAsS CETb UMEET
Hbonee ogHOro coeguUHeEHWs C CeTbio VIHTEPHET, TO Apyrue cet AOMKHbl YMETb OTNMYaTh NOACETH

ceTu nonb3oBaTens, YTobbl onpeaenvTb B KaKo MapLupyTu3aTop criedyeT nocnaTb Naker.

5.1.4. Co3naHue cetu TCP/IP

Mpouecc co3gaHus cetn TCP/IP cocTtouT n3 cnegytowmx atanos:

nnaHnpoBaHMe CeTH;

HasHaveHue IP-agpecos;

HacTpounKa CceTeBbIX MHTEP(ENCOB;

HaCTpoKKa CTaTU4YECKUX MapLUPYTOB.

5.1.4.1. MnaHupoBaHne cetTun

lMnaHnpoBaHMe CETU BKITOYAET:

- onpegerneHne CerMeHToB CETU;

- onpeneneHne TeEXHNYECKUX U NPOrpamMMHbIX CPeACTB, C MOMOLLbI KOTOPbIX CErMEHTbI

o6beaAnHAITCSA B CETb;

- onpegeneHne cepeBepoB M pabounx CTaHUMIN, KOTOopble OyayT yCTaHOBMEHbI B KaXXO0M

CEerMeHTe;

- onpegeneHuve Tuna cpedbl (BUTaa napa u ap.).

5.1.4.2. HasHauyeHue IP-agpecoB

ALpeca HasHa4yalT ceTeBbIM UHTEPdENCaM, a He KoMMnbloTepaM. Ecnn y komnbloTepa
€CTb HECKONbKO MHTepdeNncoB, y Hero ByaeT HECKONbKO CeTeBbIX apeCcoB.

HasHna4vaa komnbtotepy IP-agpec, cnenyet ykasaTb COOTBETCTBUE MEXY 3TUM agpecom
N MMEHeM KoMnbtoTepa B hanne /etc/hosts. OTO COOTBETCTBME MO3BONUT obpalwlaTbCs K
KoMMbloTEPaM MO UX UMEHAM.

5.1.4.3. HacTpouka ceTeBbiX UHTepchencos

KomaHaa ifconfig ncnonb3yeTca ONA BKIIHOYEHUS N BbIKITIOYEHUS CETEBOIO MHTEPen-
ca, 3agaHua IP-agpeca, wmpokoBeLllaTenbHOro agpeca u cBA3aHHOW C HAM MacKu NogceTu, a

TaKxke Ona yCTaHOBKU OPYrnX onumn un napameTpos. OHa 00bl4HO BbIMOMHAETCH BO BpemMsa nepeo-
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HavasibHOM HACTPOWKK, HO MOXET MPUMEHATBLCSA U ONA BHECEHUS NU3BMEHEHUN B JaNbHENLeM.
B GonblumHcTBE cnyvaeB komaHaa ifconfig nmeet cnegyowmmn dopmar:

ifconfig unTepderic [cemeNCcTBO] agpec up OMIUA

Mpumep
ifconfig eth0 128.138.240.1 up netmask 255.255.255.0 broadcast 128.138.240.255

3necb uHTepdenc obo3HavyaeT annapaTHbii MHTepdENC, K KOTOPOMY NMPUMEHSETCS KO-
MaHga. Kak npaBuno, 310 ABYX-TPEXCUMBOSIbHOE NMS YCTPOWCTBA, 3a KOTOPbLIM CriegqyeT YMCIo.
Mpumepbl pacnpocTpaHeHHbIX UMeH ethl, 100, ppp0 06pasytoTCca U3 UMEHU ApanBepa yCTpon-
CTBa, UCMONb3yeMoro Angd ynpasneHns um. [na 1oro 4tobbl BbISICHUTb, KakMe UHTepdenchl
MMEITCSH B CUCTEME, MOXHO BOCMOSb30BaTbCA KOMaHAOWN:
netstat-i

KntoyeBoe CrnoBo up BKOYaET MHTEPMENC, a KNYeBoe CoBO down BbIKITHOYAET €ro.

OnucaHune komaHabl NpuBeaeHo B man ifconfig.

5.1.4.4. HacTpoMrKa cTaTU4eCKMX MapLIpyToB

KomaHga route onpegensier ctaTMdyeckMe mMapLupyTbl — SIBHO 3ajaHHble SMNeMeHThI
Tabnuubl MapLpyTn3aumm, KOTopble 00bIYHO HE MEHAIOTCA aXe B TEX Cry4vasix, Korga 3anyckaeTcs
CepBEPHbLIN NpoLEeCC MapLUpyTM3auun.

MapLpyTusaums BbiNonHsaeTca Ha yposHe |IP. Korga noctynaet naket, npegHa3HavyeHHbIn
Ana gpyroro KomnbtoTepa, IP-agpec nyHKTa HasHayYeHUsa naketa CpaBHMBAETCA C MapLUpyTamu,
yKasaHHbIMK B Tabnuue maplupyTtusaumm sapa. Ecnv Homep ceTn nyHKTa Ha3HayYeHnsa coBnagaet
C HOMEpPOM CeTK Kakoro-nmbo mapLupyTa, To nakeT HanpasnseTtca no |IP-agpecy cneaytoulero
LUN03a, CBA3aHHOMO C AaHHbLIM MapLLPYTOM.

CylecTByloLiMe MapLUpyTbhl MOXHO BbIBECTM Ha 9KpaH KOMaHOOW route.

OnuncaHne KkomaHbl NPUBEAEHO B man route.

5.1.5. NpoBepka u oTnaagka cetTu

5.1.5.1. ping

KomaHga ping CRy>XuT ANis NPpOBEPKN CoeanHeHun B ceTsix Ha ocHoe TCP/IP.

OHa paboTtaet B 6€CKOHEYHOM LIMKIE, eCnn He 3af4aH napameTp —-c, ONpeaensioLwmnn
KONMMYeCTBO NakeToB, Nocrie nepeaayn KOToporo KOMaHaa 3aBepLuaeT CBOE BbiNonHeHue. YTobbl
npekpatuTb paboTy kKoMaHabl ping, Heo6xoauMO HaxaTb <Ctrl+C>.

OnucaHuve KoMaHAbl NPUBEAEHO B man ping.

5.1.5.2. netstat

KomaHga netstat BblgaeT MHOPMAaUUIO O COCTOAHUN, OTHOCSLLYIOCS K CETSM:

- NpoBepKa COCTOSAHUS CETEBbLIX COeOUHEHUN;

- aHanus nHgopmaummn o0 KoHUrypaumm MHTepdencos;

- M3y4yeHue Tabnumubl MapLIpyTU3aLuu;
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- MonyYyeHne CTaTUCTUYECKNX JaHHbIX O PasfnyHbIX CETEBbLIX MPOTOKOMNaXx.

KomaHga netstat 6e3 napameTpoB Bbl4aeT MH(pOpMaLMIO O COCTOSIHUM aKTUBHbIX MOPTOB
TCP n UDP. HeakTtuBHblE CepBepbl, OXXnaaroLlme yCTaHOBIEHNA COEANHEHMS, KaK NpaBunio, He
nokasbIBatoTCs (MX MOXXHO NPOCMOTPETb KOMAHAOM netstat -a).

OcHoBHble NapamMeTpbl KOMaHAbl netstat:

- —1 — NoKa3sblBaeT COCTOSIHNE CETEBbLIX MHTEPENCOB;

- —r — BblgaeT Tabnuuy MapwpyTmsaunm a4pa;

- —s — BblAeT COAEPKNUMOE CHETUMKOB, pa3bpocaHHbIX NO CETEBbLIM NpOorpamMmmMam.

OnuncaHne KkomaHabl NpuUBeAEHO B man netstat.

5.1.5.3. arp

KomaHga arp obpallaetcs k Tabnuue sapa, B KOTOpoW 3a4aHo cooTBeTcTBue |IP-agpecos
annapartHbiM agpecam. B cpene Ethernet Tabnuubl Beaytca ¢ nomoubio npoTtokona ARP u He
TpeObyoT agMUHUCTPUPOBAHMS.

KomaHga arp -a pacnedatbiBaeT COAepXnmMoe Tabnumubl COOTBETCTBUMN.

OnwncaHve KkomaHabl MPUBEOEHO B man arp.
5.2. Cnyx6a FTP

B OC nepepauva cannos obecrneunBaeTcs ¢ NOMOLLbIO UHTEPAKTMBHOM KOMaHabl 1ftp,
BbI3bIBAEMOW Ha KITMEHTCKOW CTOPOHE, U cepBepa vsftpd, KOTOPbI 3anyckaeTcs Ha KOMMbHOTEpE,
BbINonHsoLWeM dyHKUMo cepepa cnyxbbl FTP. O6e komaHabl peanu3yloT NPOTOKON nepenaydn
dannos FTP. [Ina konnpoBaHus ¢annoB KNMEHTY 0ObIYHO (XOTS CyLLEeCTBYET U BapnaHT aHOHUM-
HOro gocTtyna) HeobxoAMMO 3HaHME UMEHW 1 Napons Nosib3oBaTernisi, KOTOPOMY NpuHaanexar

dannbl Ha cepeepe cnyxobl FTP.

5.2.1. KnneHrtckas 4actb

Bbi30B kOMaHabl 1 ftp ocyLecTBNAeTCS KOMaHOoMW:
1lftp umsa_cepBepa

MHTepakTUBHbIN OCTYyn K cepBepy cnyx6bl FTP obecneynBaeTcs crneayrowmmm OCHOB-
HbIMU BHYTPEHHUMM KOMaH4amun 1 ftp:

- open, user, close — CBA3b C yaaneHHbIM KOMMbITEPOM;

- lcd, dir, mkdir, 1pwd — pabota c katanoramu B FTP-cepBepe;

- get, put, ftpcopy — nonyyeHue n nepegada ¢ansnos;

- ascii, binary, status — ycTaHOBKa napameTpoB nepegayu.

Bbixog 13 komaHabl 1ftp OCywWecTBNSETCA N0 KOMaHae exit.

OnucaHne komaHAbl NpuBeaeHo B man 1ftp.

5.2.2. CepBep VSFTPD
B OC nporpammHbIn nakeT vsftpd ycTaHaBNMBAETCA KOMaHOOW:
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apt-get install vsftpd

[MakeT Takke MOXeT ObITb YyCcTaHOBMNEH B npouecce yctaHoBkn OC. [1ns aToro cnegyer B
OKHEe nporpamMmmsbl YCTaHOBKM «BbiBop nporpammHoro obecnevyeHns» oTMeTUTb rpynny nakeTos
«CeTeBble CepBUCHI».

lMocne yctaHoOBKM criegyeT ob6paTuTb BHUMaHWE Ha hannbl AOKyMeHTauuMm B KaTaro-
re /usr/share/doc/vsftpd, rae katanor EXAMPLE COAEPXUT pasfnnyHble npumMepbl KOHMU-
rypaunoHHoro c¢anna cepsepa vsftpd.conf. B pykoBoacTtBe man nogpobHO onucaHbl Bce
BO3MOXHOCTU NpOrpamMmei.

KomaHga pacnonaraetcs B katanore /usr/sbin/vsftpd.

5.2.2.1. KoHdurypaumoHHbin cpann

Mocne ycTaHOBKM cepBepa vsftpd OH cpady rotoB K pabote ¢ napameTpamu rno ymonya-
Huto. Ecnn anga paboTtbl cepBepa HeobxoaMMbl Apyrne 3HaYeHUst napaMeTpoB, cneayeTt oTpeaak-
TUPOBaTb KOHUrypaLuMoHHbIA hann /etc/vsftpd.conf.

B canne vsftpd. conf npeacrasneHsl TpM BUOa napameTpos:

- BOOLEAN — napameTpbl, KOTOpble MOryT cofepxaTb 3HadeHuss YES un NO;

- NUMERIC — napameTpsbl, cogepkalme pasnuyHble uudpoBble 3Ha4YeHnsa (Hanpumep,

BpeMSs B CEKyHOaX U1 HOMep nopTta coeuHEHUs);

- STRING — napameTpbl, cogepKalime TeKCTOBYIO CTPOKY (Hanpumep, NyTb K Katanory

Ha gucke).

CneayeTt 3amMeTUTb, YTO HEKOTOPbIE NapameTpbl MOrYT IBHO OTCYTCTBOBaTb B KOH(Urypa-
LMOHHOM (banne. OTO O3HAYaEeT, YTO ANA HUX UCMNONb3YeTCs 3Ha4YeHne, 3agaHHoe Mo YMOYaHuIo
n obo3Hayaemoe Kak Default: B pyKOBOACTBE man.

He Bce napameTpbl cnegyeT ykasblBaTb HANpPsiMyro, MHa4Ye KOHMUrypaunoHHbIN hann
MOXET JOCTUYb OYeHb BonbLuMX pa3mepoB. B 6onblUMHCTBE CcrnyyaeB AOCTATOYHO 3anucatb B
rann HeCKOSbKO CTPOK, a NS OCTalNbHbIX HACTPOEK UCMOMNb30BaTh 3HAYEHUS MO YMOMYaHUIO.

MHorne HacTponku 3aBUCAT OT OpPYrMx napamMeTpoB. Ecnun napameTpsbl, OT KOTOPbIX OHU
3aBMUCAT, OTKMIOYEHbI, TO U JJaHHble HAaCTPOMKM ByayT OTKMOYEHbI. HekoTopble napameTpbl ABNSAOT-
CS B3aUMOWCKIoYaoLWUMKn 1, cnegoBaTtenbHo, He ByayT pabotaTh B nape C TakMMm BKIHOYEHHBIMU
napamMmeTpamu.

Onucanwne cnyx6bbl vsftpd n anna vsftpd. conf NpMBEAEHO Ha CTpaHULLAX PyKOBOA-

CTBa man.
5.3. Cnyx6a DHCP

Ha komnbloTepe, BbIMOMHSAOLWEM pofb cepBepa AMHAMUYECKOW KOHUrypaumm cetu,
AOIMKHa ObITb ycTaHoBneHa cnyxba dhcpd. HacTtponku atonm cnyxbbl xpaHaTcs B dhanne

/etc/dhcpd. conf. ®ann HaCTPONKN COAEPXKUT UHCTPYKLUM, KOTOPbIE ONpeaernsioT, Kakue nog-
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CeTM U1 y3nbl 06CnyXMBaeT cepBep M Kakyto MHOpMaLMO HACTPONKM OH UM NPEeAOCTaBIsIET.

Cepsep anHamundeckn HasHadvaeT |IP-agpeca DHCP-knueHTam obeunx nogcerten u ocy-

LeCTBNSAET Noaaepky Heckonbkunx knneHtoB BOOTP. NepBble HECKOMBKO akTUBHbBIX CTPOK (harna

onpeaensioT psa napameTpoB U PEXMMOB, AENCTBYIOLWMX ANst BCeX 06CnyXnBaeMbiX CEPBEPOM

noaceTen u KNMeHTOB. KOHCTPYKUMSA KaXKaown CTPOKM €CTb peanu3auus wabnoHa «napameTp —

3Ha4YeHune». «I'IapameTp» MOXXET ObITb OBLMM NN CTOATb nepen Krnw4yeBbliM CNOBOM option.

MapameTpbl, cneayLLme 3a CIoBOM option, — 3TO KIHOYM HACTPONKN. OHM TakkKe COCTOAT U3

MMEeHWN KIto4a 1 ero 3Ha4v4eHu4.

Kpome o6Lmx napameTpoB, CYLLECTBYIOT T. H. «OnepaTopbl TONONOrN CeETU» Unn «obbsaB-

JIeHnaA».

OnuncaHne HEKOTOPbIX MapamMeTPoB HACTPOWKM cepeepa dhcpd, cogepxalmxcs B cdanne

dhcpd. conf, npuBeaeHo B Tabnuue [18]

Tabnuuya 18

MapameTp

OnucaHne

max—-lease-time

OnpepnensieTr MakcumarbHO AONYyCTMMOE BpeMsi apeHdbl. HesaBncnmo
OT ANUTENBHOCTU apeHabl, Urypupytowen B 3anpoce KrnmeHTa, atoT
CPOK HEe MOXET NpeBbiaTh 3Ha4YeHne, 3agaHHOe AaHHbIM NapaMeTpoM

get-lease-hostnames

MpegnuceiBaeT dhcpd NpefocTaBnAaTh KaXKOOMY KMUEHTY Hapsay ¢ au-
HaMU4YeCKUm agpecom ums yana. Mims yana gomkHoO 6biTb MONyYeHO OT
DNS. JaHHbI napameTp — norudeckui. MNpu 3HayeHun FALSE Ha3Ha-
yaeTcs agpec, HO He ums yana. 3HavyeHne TRUE UCNOMb3yeTcst TONbKO
B CETAX C HEBOMbLUMM KONMYECTBOM XOCTOB, KOTOPbIM BbIOENAOTCS
UMeEHa, T. K. nonck nmeH B DNS 3ameanset 3anyck gemoHa

hardware type address

MapameTp onpeaensieT annapaTtHbIi agpec KnueHTa. 3HavyeHne type
MOXeET ObITb ethernet uUnNM token-ring. address OOMKeH ObITb CO-
OTBETCTBYOLLUNM YCTPONCTBY hn3n4eckum agpecom. NapameTp gomkeH
ObITb CBSA3aH ¢ onepaTopoM host. OH Heobxoaum Ans pacno3HaBaHus
knneHta BOOTP

filename file

YkasbiBaeT ¢ann 3arpysku ans 6e3amMckoBbIX KNMEHTOB. £ile — aTo
ASCII-cTpoka, 3aknoyeHHasa B KaBblYKK

range [dynamic-bootp]

[aHHbI napamMeTp ykasblBaeT AvanasoH agpecoB. [locne Hero ve-
pe3 npoben ykasbiBaeTCs HKHUA agpec AMana3oHa U onumMoHasbHO
BepxHUI agpec. Ecnn BepxHuin agpec He ykasaH, 3aHMMaeTCsl BECb
TEoOpEeTUYECKN BO3MOXHbLIA AManas3oH OT HWXHero agpeca. JToT na-
paMeTp BCeraa CBsidaH ¢ ornepaTtopom subnet. Bce agpeca OOMmKHbI
npuHagnexartb 3Ton nogcetn. dnar dynamic-bootp yKkasbIBaeT, YTo
agpeca MoryT aBToMatMyeckn HasHadatbes knmeHTam BOOTP Takke,
Kak un knuneHtam DHCP. Ecnu onepatop subnet He cogepXuT napa-
MeTpa range, AJ19 TaKOW MOACETU AMHAMUYECKOe pacnpenerieHme
aflpecoB He OencTeyeT

server—-name name

Umsa cepsepa DHCP, nepepnaBaemoe knueHTy. name — 310 ASCII-
CTPOKa, 3aKIO4YEeHHasi B KaBbIYKK
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MapameTp

OnucaHne

next-server name

Nwma yana nnn agpec cepBepa, C KOTOPOro cneayet nony4uTb 3arpy-
304HbIN hann

fixed-address

HasHauaeT y3ny oavH nnm HecKonbkKo OMKCUpOBaHHbIX agpecos. Jen-
CTBUTENEH TOMbKO B COMETaHMM ¢ napameTpom host. Ecnu ykasaHo
HEeCKOmnbKO agpecoB, BbIOMpaeTcs afgpec, KOPPEKTHbIM ANd AaHHOW
CeTn, U3 KOTOPOW BLINOJSTHAET 3arpy3ky KnueHT. Ecnn Takoro agpeca
HET, HUKaKne napameTpbl He NepeaarTcs

dynamic-bootp-lease-
cuttof date

YcTaHaBnNuBaeT AaTy 3aBepLleHus 4eNCTBUSA aapecoB, Ha3HAYEHHbIX
knneHtam BOOTP. KnuenTtsl BOOTP He obnagatoT cnoCoOHOCTbIO 00-
HOBMSATb @apeHay W He 3HAaloT, YTO CPOK apeHabl MOXET UCTEYb. DTOT
napamMeTp MeHsIET NoBedeHMe cepBepa N UCMONb3yeTCs TONbKO B OCO-
ObIx criyyasx

dynamic-bootp-lease-
length

OnutenbHOCTb apeHabl B CekyHAax ANs agpecoB, aBTOMaTUYecKu
HasHa4aembix knueHtam BOOTP. [aHHbIA napamMeTp Mcnonb3yeTcs
B 0COObIX CUTyauMsaX, KOrda KIMeHTbl MCMonb3yT obpa3 3arpysku
BOOTP PROM. B xoae 3arpy3ku KNueHT AenNCTBYET B KaYeCTBe KINeH-
Ta BOOTP, a nocne 3arpy3ku pabotaet ¢ npotokoriom DHCP u ymeet
0BHOBNATL apeHay

use-host-decl-names

MpeonucbiBaeT NepedaBaTb MM y3na, ykasaHHoe B onepaTope host,
KINMEHTY B Ka4ecTBe ero MMeHu. JTormyeckuin napameTp, MOXET UMETb
3HavyeHuna TRUE unun FALSE

server-identifier
hostname

OnpegendeT 3HayeHWe, NnepegaBaemMoe B kayecTBe naeHTudukaTo-
pa cepsepa. o ymonyaHuio nepegaetca nepsbint IP-agpec cetesoro
MHTepgenca

authoritative not
authoritative

YkasbiBaeT, sBnsetca nm  cepBep DHCP  KOMNETEHTHbIM.
not authoritative wucnonb3yeTcd, Korga B KOMMETEHUUIO
cepBepa He BXOAMWT pacnpeaeneHve aapecos KnneHTam

use-lease-addr-for-
default-route

Jlornyeckuin napameTp (TRUE nnu FALSE). [peanucbiBaeT nepegasaTb
KNMEHTY apeHaoBaHHbIN agpec B Ka4ecTBe MapLipyTa No yMONYaHuIo.
MapameTp ncnonb3yeTcs TONbKO TOr4a, Koraa SoKanbHbI MapLIpyTu-
3aTtop gaBndeTca cepsepoM-nocpegHnkom ARP. OnepaTtop HacTporiku
routers umeeT 6onee BbLICOKWIA NPUOPUTET

always-replay-rfcl048

Jlornyeckun napametp. MNpegnucbiBaeT nocbinatb knmeHty BOOTP
oTtBeTbl B cootBeTcTBUN ¢ RFC 1048

allow keyword deny
keyword

Onpepnensetr Heo6XoAMMOCTb OTBEYaTb Ha 3anpochl Pa3fMYHbIX TUMOB.
KritoueBoe cnoBo keyword yKasbiBaeT TUM paspeLleHHbIX U 3anpeLleH-
HbIX 3anpocoB. CyLLEeCTBYIOT criegyoLmne KroveBble CroBa:

— unknown-clients — onpegenseTr BO3MOXHOCTb MHAMUYECKOro
Ha3Ha4yeHNsa agpecoB HEN3BECTHbLIM KITMEHTaM;

— bootp — onpegensieT HeobXxoANMOCTL 0TBe4YaTb Ha 3anpockl BOOTP
(mo ymonuaHuio obcnyxmearTcs);

— booting — ucnonb3yeTcs BHYTPU 00bSABNEHUA host AN yKasaHus
HEeoOXOAMMOCTM OTBEYATb TOMY UITM MHOMY KNUEHTY. o ymonyaHuio
cepBep OTBEYaeT BCEM KrMeHTam

Kaxxabi 3 onepaTopoB TOMOMOMM MOXET MHOTOKpPATHO BCTpeYaThesl B doaiinie HacTPOVKM.
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Onepatopbl ONpeaensitoT nepapxuyeckyto cTpyktypy. Onepatopbl TOnonorum, BCTpevatomnecs B

caine dhcp. conf, npueeaeHsl B Tabnuue [19

Taobnuuya 19

Oneparop

OnucaHne

group {[parameters]
[options]}

pynnupyet onepatopbl shared-network, subnet, host n gpyrme one-
patopbl group. [o3BonaeT NpyMeHATb Habopbl NapamMeTpoB N OMUMIA KO
BCEM 3JieMeHTaMm rpynnbl

shared-network name
{[parameters]
[options]}

Ncnonb3yeTcst TOMNbKO B criyyvae, Korga HeCKOMbKO NoAceTen HaxoaaTcs B o4-
HOM PM3NYECKOM cerMeHTe. B GonbLIMHCTBE CcrnydYaeB pasnuyHbie NOaceTH
HaxoaaTCs B pasnuyHbIX hr3nyeckux cetsx. B kayecTBe MMeHM name MOXET
ncrnonb3oBaTtbcs Nnoboe onvcarensHoe nmsi. OHO UCMONb3YETCA TOMNbKO B
0TNago4HbIX coobueHusx. NMapameTpbl 1 oNuUK, CBA3aHHbIE C OBLLIEN CETbIO,
06bABNAKTCS BHYTPU OUTYPHBIX CKOOOK 1 OENCTBYHOT Ha BCe NoAceTh obLen
cetun. Kaxxabln onepatop shared-network COAEPXUT HE MeHee ABYX one-
paTtopoB subnet, B MPOTUBHOM CIly4ae HET HEOOXOAMMOCTU NCMOSb30BaTb
rpynnupoBaHue

O6LleynoTpebuTenbHble onuMu, credyroLume 3a Kno4YeBbiM CITOBOM option B dpaiine

dhcp. conf, npuBefeHbl B Tabnuue [20]

Tabnwunua 20

Onuwms

Onucanve

subnet-mask

OnpegensieT macKky noacetn B hopmare OECATUYHON 3anmcy Yepes TOUKY.
Ecnu subnet-mask oTcyTcTBYeET, dhcpd MCNONb3yeT MacKy NOACETU U3
ornepartopa subnet

time-offset

YKasblBaeT pasHuLy AaHHOIO YacoBoro nosica ¢ sBpemeHeMm UTC B cekyH-
nax

routers

MepeuncnseT agpeca AOCTYNHbIX KMMEHTAM MapLUpPyTU3aTOPOB B NOpsSiAaKe
npeanovTeHns

domain-name-servers

MNepeuncnsaeT agpeca OOCTYNHbIX KnneHTam cepeepoB DNS B nopsigke
npeanoyTeHns

lpr-servers

MNepeuncnsaeT agpeca OOCTYMHbIX KNMeHTaM cepeepoB nedyatn LPR B
nopsiaike npeanovTeHus

host-name

YKasblBaeT nmsi y3na ana KnmeHTta

domain-name

OnpepenseT nvs goMeHa

interface-mtu

Onpegenset 3HadeHne MTU ons knneHTta B 6antax. MMHMMansHO gony-
CTUMoOe 3HayeHune — 68

broadcast-address

Onpep,en;leT LLII/IpOKOBeIJ.I,aTeJ'IbeII;I agpec and nogcetun KnneHta

static-routes
destination gateway

[MepeuncnseT OOCTyNHbIE KIMEHTY cTaTu4eckne MmapLipyTbl. MapLpyT no
YMOJ4YaHMIO He MOXET ObITb yKa3aH TakMMm cnocobom. [nsa ero ykasaHus
MCMonNb3yeTcda onuus routers
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OkoHyaHue mabnuusi 20

Onuwms Onucanve

Onpegenser, cnegyert N KNUEHTY BbIMOMHATb MHKAMNCYNALUIO 3aBepLunTe-
nen (oNTMMM3aUms, OCHOBaAHHAA Ha U3MeHeHUN nopsaaka AaHHbIX). 3Ha-
yeHue 0 o3HavaeT, YTO MHKaMCYNsUMIO BbIMOMHATL He criegyeT, 1 nmeet
NPOTMBOMOSOXHbIA CMbICIT

trailer-encapsulation

nis-domain string Ctpoka cumBoroB, onpegensiowas umsa gomeHa NIS

Mcnonb3yetcsa B onepaTtope host onst onpegenexHnst ngeHtudukaropa
knueHTa DHCP. dhcpd MOXeT ncnonb3oBatb JaHHOE 3Ha4YeHne ans naex-
TMdurKaumm KrnMeHTa BMECTO annapaTtHoro agpeca

dhcp-client-
identifier string

3anyck cnyx6bl dhcpd MOXHO OCYLLECTBUTL C MOMOLLbHO KOMaHAPb:

systemctl start isc-dhcp-server
NN BKITKOYUTb B CMNCOK CJ'Iy>K6, 3anyckKaembIX npun ctapte CUCTEMbI.
Onucanwne cnyx6bl dhcpd n hanna dhcp. conf npuBegeHo Ha CTpaHULax pyKoBOACTBa

man.
5.4. Cnyx6a NFS

Cnyx6a ceteoro goctyna k dC NFS nossonset ncnons3oate PC yganeHHbIX cepBepoB
N KOMMNbIOTEPOB.

Hoctyn k ®C yaaneHHbIX KOMMNbIOTEPOB 06ecneyYnBaeTcsl C MOMOLLbIO HECKOSTbKUX MPOo-
rpamMmm Ha CTOpOHax cepBepa W KNneHTa.

Ha cTopoHe cepBepa CyLeCTBYIOT crnegytoLme nporpaMmmel, UCnonb3yemble ans obecne-
yeHus cnyxobl NFS:

- rpc.idmapd — nepeHanpasnseT obpalleHns, caenaHHble ¢ ApYrxX KOMMNbITEPOB K

cnyx6am NFS;

- rpc.nfsd — nepeBoanT 3anpockl k cnyx6e NFS B genctButensHble 3anpochkl K fo-

KanbHon ®C;

- rpc.svcgssd — NoggepXmBaeT co3gaHne 3alULLEHHOMO COeANHEHNS;

- rpc.statd — nogaepXmBaeT BOCCTAHOBMNEHWE COeAMHEHUS NPU Nepe3arpyske cepse-

pa;

- rpc.mountd — 3anpawmBaeTcs 411 MOHTMPOBaHMA U pa3MoHTUpoBaHua PC.

OnucaHue nporpamm NpMBEAEHO Ha CTpaHMLAX PYKOBOACTBA man.

Ha cTtopoHe cepBepa BbinosnHaeTca akcnoptuposaHue ®C. OTo 03Ha4vaeT, YTo onpeae-
NeHHble NoaaepeBbs, 3a4aBaeMble Katanoramu, o0bABNATCA OCTYNHLIMU OS5 KIUMEHTCKNX
KoMnbloTEPOB. NH(popmaunsa 06 akcnoptupoBaHHbix PC 3aHoCUTCA B (hann /etc/exports, B
KOTOPOM YyKasblBaeTCs, Kakue Katanory OCTYMNHbI ANS YKa3aHHbIX KIMMEHTCKUX KOMMbIOTEPOB U
Kaknmu npasamu Joctyna obrnagarT KNMeHTCKUe KOMMbITePb! NPU BbINOIHEHUN onepawui Ha

cepBepe. 3anp00b| MOHTUPOBaAHUA NOCTYNAKT OT KIMMEHTCKUX KOMMbIOTEPOB K CeEpBEPY MOHTUPO-
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BaHMs mountd, KOTOPbIAN NPOBEPSAET NPaBUIbHOCTb KITMEHTCKOro 3anpoca Ha MOHTUPOBAaHME U
paspeluaet cepsepy cnyx0obl NFS (nfsd) obcnyxmnBaTtb 3anpochbl KNMeHTa, BbIMOMHUBLLETO MOH-
TMpoBaHue. KnneHTy paspellaeTcs BbINOSHATbL pasnnyHble onepauumm ¢ akcnoptuposaHHon ¢C
B Npeaenax cBoux NOMHOMOYMI. [1na nonyyYyeHns xopoLlero kayectBa 06CnyXMBaHs KNMEHTOB
pekomeHayeTcsa Ha cepBepe cnyx6bl NFS ogHOBpeMEHHO 3anyckaTb HECKONbKO KOMUI npoLecca
nfsd.

Ha cTtopoHe knueHTa gna nogaepxku cnyxbol NFS4 ncnonbayetca moanduumposan-
Has KoMaHga mount (ecnu ykasbiBaetcsa PC NFS4, To aBToMaTn4eckn Bbi3biBaeTCs KOMaHga
mount .nfs4). [lononHUTENbHO KOMaHaa MoanduumMpoBaHa Taknum obpasom, 4TobbI OHa Morna
NOHUMAaTb 3anuchb:
HMA__KOMIIBIOTEPAa: KaTajor
roe ums_komnbioTepa — UMA cepBepa NFS, xaTasnor — 3KCNOPTUPOBAHHBIN KaTanor cepsepa
cnyx6bl NFS. [Insa yaaneHHbix ®C, KOTOpble ABNAKTCA YaCTbiO MOCTOAHHOM KOHGUrypauum
KnueHTa, 3anucn o MoHTUpyeMblix ®PC cnyxbbl NFS gomkHbl ObITb nepevncrieHsl B daunne
/etc/fstab ons aBTOMaTM4eCcKoro MOHTUPOBaHWS BO BPEMSA HavarbHOM 3arpy3kn KIMEHTCKOro
KoMmnbloTepa.

Kpome Toro, ons noaaepXku 3alimeHHbIX COeAMHEHNI Ha KITMEHTCKOM CTOPOHE A0MmKHa
3anyckaTtbcsd koMmaHga rpc.gssd.

Mpn pabote c ceteBon ®C nobble onepaunn Hag darnnamm, NPOM3BOANMbIE HA NOKarb-

HOM KOMMbOTEPE, NepefatTcsa Yepes CETb Ha yAaneHHbI KOMMNbIOTEP.
5.5. Cnyx6a DNS

Cuctema gomeHHbIx meH DNS (Domain Name System) npeacraBnaeTt cobon nepapxu-
YeCKylo pacnpeerieHHyo cuctemy Ans nonyyYeHus MHopmaumm o KOMnbTepax, cepamcax u
pecypcax, BXoaawmux B rnobanbHyo uvm NpuBaTHYO KOMMbIOTEPHYO CeTb. Yallle Bcero ncnornb3y-
eTcsa onsg nonyyveHus IP-agpeca no UMeHn KOMNboTEPa UM YCTPOMUCTBA, NOoMyYeHna nHgpopmawmm
0 MapLipyTuU3aLmm NoYTbl 1 T.N.

OcHoBon DNS gaBnsietcs npeacraBneHme 06 nepapxmyeckon CTpykType JOMEHHOIO MEHM
n 3oHax. PacnpegeneHHas 6a3a gaHHbix DNS nogaepkmBaetca ¢ nomolybto nepapxumm DNS-
cepBepoB, B3aMMOAENCTBYOLUX NO onpegeneHHoMy npoTtokony. Kaxabin cepeep, OTBeYaroLwLmi 3a
NUMS1, MOXET enernposaTtb OTBETCTBEHHOCTb 3a AaribHENLY YacTb AOMEHA ApYroMy CepBepy, YTo
NO3BOMSAET BO3MOXUTb OTBETCTBEHHOCTb 3@ aKTyanbHOCTb MH(POPMaLMM Ha cepBepbl PasnnyHbIX
opraHu3auui (nogen), oTBeYaroLLmnX TOMbKO 3a «CBOK» YacTb AOMEHHOIO MMEHW.

OcCHOBHbIMU BaxkHbIMU NOHATUAMU DNS aenstoTcs:

- OoMeH (obnacTtb) — UMeHOBaHHasi BETBb U nogaepeso B Aepese nmeH. CTpykTypa

AOMEHHOIro MMEHU oTpaxkaeT NopsaaoK CrnefoBaHUS Y3rnoB B Mepapxun; 4OMEHHOE NMS

YNTAETCA CrpaBa HaleBoO OT Mnaalnx JOMEeHOB K AJOMEeHaM BbICLLEro ypoBH4A (B nopdaake
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- nonHoe gomeHHoe ums (FQDN) — nonHocTbio onpegeneHHoe JoMeHHoe ums. Bknovaet

B cebs umeHa Bcex poaounTenbCKNX JOMEHOB nepapxmn DNS;

- 30Ha — YacTb AepeBa JOMEHHbIX UMEH (BKIHOYas pecypcHble 3anvcu), pasmellaemas

KaK eQuHoe Liernoe Ha HeKOTOPOM cepBepe OOMEHHbIX UMEH;

- DNS-3anpoc — 3anpoc ot knveHTa (Unn cepepa) cepBepy Ans nosiyyeHuss nHpopma-

L.

Cnyxb6a OOMEHHbIX MMeH named NpegHasHayeHa Onsa reHepauum otBeTtoB Ha DNS-

3anpockl. CywectBytoT ABa Tuna DNS-3anpocos:

- NpPSIMOM — 3anpoc Ha npeobpa3oBaHue MMeHU KoMnbloTepa B IP-agpec;

- obpaTHbIM — 3anpoc Ha npeobpasoBaHue IP-agpeca B MMsi KOMNbIOTEPA.

5.5.1. HacTtponka cepBepa cnyx6bl JOMEHHbIX MMeH named

KoHgurypaunoHHble napamMmeTpbl CNyX0bl named XpaHATCA B dannax kartanora

/etc/bind/, B nepByto ovepedb, B hanne /etc/bind/named.conf (cMm. Tabnuuy [21).

Tabnuua 21 — KoHurypaumoHHble hannbl cnyxobbl JOMEHHbIX UMeH named

dann

OnucaHwune

/etc/bind/named.conf

OCHOBHOW KOHGUIypaLMOHHbIN dann. CoaepKUT 3HAaYEHMS KOH-
UrypaumoHHbIX napaMmeTpoB AN BCEro cepeepa 1 BKITOYEeHUN
OpYrux KOHUrypaunoHHbIX hannos

named.conf.default-zones

KoHdurypaumMoHHbIn doann 30H nNo ymondaHuo. B 6onblinHcTBe
cny4yaeB He TpebyeT npaBku

named.conf.options

KoHdurypaumnoHHbI aiin oCHOBHbLIX NapameTpoB cepBepa, Bax-
HbIM U3 KOTOPbIX ABMSETCHA NnapaMeTp directory, cogepxalini
KaTtanor KoHUrypaumoHHbIx ¢annoB 30H. 3Ha4eHne no ymorn4ya-
HWo /var/cache/bind

/etc/bind/named.conf.local

KoHpurypaumoHHbIn hann onMcaHma nokarnbHbIX 30H cepBepa.
[nsa Kakgomn 30HbI yKasblBaOTCA MYTU K KOHAUIYpaLNOHHBIM dhai-
nam gnsi npsiMoro n obpatHoro pasbiMeHOBaHUS (kak NpaBuno, B
yKasaHHOM paHee KaTanore /var/cache/bind)

HacTpownka cepBepa JOMEHHbIX UMEH SIBMISIETCS CrOXHOW 3agadven. [Nepen vcnonb3o-

BaHneMm DNS cnefyet 03HaKOMUTLCA C CYLLECTBYHOLLEN JOKYMEHTaumen, bansnamm noMoLm m

CTpaHuuaMn pyKOBOACTBA man cepBUca named, KOHPUrypaumMoHHOro dganna named.conf u

COMYTCTBYIOLNX YTUNT.

[anee npueegeH TMNOBOW NpUMep HACTPOMKM CyXObl AOMEHHbIX UMeH named, obcny-

XXUBatoLWEN oaHY AOMEHHYI 30HY. [pMmep aoctatodeH Ans AeMOHCTpaUnyM YHKLUNOHUPYHOLLIErO

aomeHa ElMM OC «Astra Linux Special Edition».

Mpumep
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Hactpouka cepepa DNS gomeHa my . dom noacetn 192.168.1.
B KoHurypaumoHHeii pain /etc/bind/named.conf.local Heobxogumo gobaBuTb
crneayoLmne CTPOKu:
zone "my.dom" {
type master;
file "/var/cache/bind/db.my.dom";
bi

zone "1.168.192.in-addr.arpa" {
type master;
file "/var/cache/bind/db.192.168.1";
}i
MpumeyaHune. WmeHa koHduUrypaunoHHbix cpannos cnegyer BbibupaTb
Tak, 4TtobObl ObINO MOHATHO ANS KakoW KoHdurypauum OHW ucnonb3ykTcsa. B npuee-
AEHHOM MpuMepe WMS KOHUrypaumoHHOro danna Aans 30Hbl obpaTHOro npocmMoTpa
MOXeT ObIlTb, Hanpumep: /var/cache/bind/1.168.192.in-addr.arpa.zone WNn
/var/cache/bind/db.my.dom. inv.
KoHdurypauunoHHbin pann /var/cache/bind/db.my.dom cogepXxut MHoOpMaLmio
30HbI NPAMOro NpocMoTpa:
; BIND data file for my.dom zone

STTL 604800

@ IN SOA my.dom. root.my.dom. (
2014031301 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL
@ IN NS server.my.dom.
@ IN A 192.168.1.100
@ IN MX 1 server.my.dom.
server IN A 192.168.1.100
clientl IN A 192.168.1.101
client? IN A 192.168.1.102
client3 IN A 192.168.1.103
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ns IN CNAME server

;gw CNAMEs

ftp IN CNAME server

repo IN CNAME server

ntp IN CNAME server

_https._tcp IN SRV 10 10 443 server.my.com.
clientl IN TXT "MAKS"

KoHdurypaumnoHHein pann /var/cache/bind/db.192.168.1 cogepXuT nHdopma-
LIMK0 30HbI 0OBpaTHOro NnpocmMoTpa:
; BIND reverse data file for my.dom zone

STTL 86400

@ IN SOA my.dom. root.my.dom. (
2014031301 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
86400 ) ; Negative Cache TTL
@ IN NS server.my.dom.
100 IN PTR server.my.dom.
101 IN PTR clientl.my.dom.
102 IN PTR client2.my.dom.
103 IN PTR client3.my.dom.

OnuncaHne 30H MOXET coaepaTb criegytolme OCHOBHbIE TUMbl 3anncen:
- NS — nms DNS cepsepa;
- A — cBA3b MeHu ¢ IP-agpecowm;

- CNAME — CBSi3b NCEBAOHUMA C APYIMM MMeHEM (BO3MOXXHO NCEBAOHUMOM);

PTR — obpaTHas cBA3b |IP-agpeca ¢ umeHewm;

SRV — 3anuncb O CETEBOM CepBUCE,

TXT — TekcToBasd 3arnuchb.
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BHUMAHMUE! lNepeBoa CTPOKM B KOHLIE KOH(PUTYpALMOHHbIX harroB 30H obsi3aTeneH.
B 6onbluMHCTBE NPpUMEHEHU HEOBXOANMMO yKa3aHWe TOYKN B KOHLE MMEH KOMMbITEPOB AN
npenoTBpalleHns BbiBoga KOPHEBOro cydpdukca uMeHn Bnaa «1.168.192.in-addr.arpa».

MoryT okasatbca nonesHbiMu cregywowme DNS ytunntbl (M3 cocTtaBa nakeToB
bind9utils n dnsutils):

- named-checkconf — NpoBepka CUHTaKcKCa, HO He CeMaHTUKMN KOHUrypaumum cnyxobl

OOMEHHbIX UMEH named,;

- nslookup — MHTEPAKTUBHbIN TEPMUHAS 3aNPOCOB K Cry>K6e AOMEHHbIX UMEH;

- rndc — yTMnuTa ynpaBneHns cryx06bl JOMEHHbIX UMeH named.

MpumedyaHune. ObHOBNEHNE KOHGUIYpaUun cepBepa MOXET BbINONHATLCA 6e3 nepe-
3anycka camon cny>x0bl JOMEHHbIX MMeH named BbI30BOM:

rndc reload

5.5.2. HacTtpouka knueHToB Ana paboTbl CO CNyX60M AOMEHHbIX UMEH

[nsa paboTbl co cnyx60M JOMEHHbIX UMEH Ha KOMMbTepax HeobxoaMMOo Hanmyne KoHdu-
rypaunoHHoro ¢ganna /etc/resolv.conf, cogepxallero MHpopmaLnio 0 JOMeHax U MMeHax
cepepoB DNS, Hanpumep:
domain my.dom
search my.dom
nameserver 192.168.1.100

Takke MOXeT ObITb paccMOTpeHa ycTaHOBKa CUCTEMbI NOAAepPKKN paboTbl co cnyxobon
OOMEHHbIX UMEH, coaepKallencs B nakete resolvconft.

BHUMAHMUE! [1ns B3aumogencteusa DNS-cepBepa ¢ knueHTamu, YHKLUNOHNPYIOLWNMU B
pasHbIX MaHOATHbIX KOHTEKCTaX, TpebyeTca ONONMHUTENbHAA HAaCTPOMKa MexaHuamMa privsock.
OnuncaHne HaCTPOMKN CETEBLIX CEPBUCOB A1 paboTbl C UCMOMb30BaHNEM MeXaHn3ma privsock

npuseaeHo B gokymeHte PYCB.10015-01 97 01-1.
5.6. HacTtponka SSH

SSH — 370 KNMeHT-cepBepHas cucTeMa AN opraHn3aunn 3alULLEHHbIX TYHHENen Mmexay
ABYMsl 1 Bornee KoMnbloTepamun. B TyHHeNnsax saluiLaTcs Bce nepeaaBaemMble AaHHble, B T. Y.

naponm.

5.6.1. Cnyx6a sshd

CepBuc 6epeT cBoM KOHGUrypaumm cHadana m3 KoOMaHgHoOW CTPOKK, 3aTeM u3 danna
/etc/ssh/sshd_config.

CuHTakcuc:
sshd [-deigtD46] [-b bits] [-f config file] [-g login_grace_time]
[-h host_key file] [-k key gen_time] [-o0 option] [-p port] [-u len]
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[MapameTpsbl, KOTOpbIE MOTYT MPUCYTCTBOBATL B (panne /etc/ssh/sshd_config, onuca-
Hbl B Tabnuue [22] MycTble cTpokM, a Takke CTPOKW, Ha4YMHatoLWMeECs C #, UrHopupytoTcsi. HassaHus

napamMeTpoB HE YyBCTBUTEJIbHbI K PETNMCTPY CUMBOJIOB.

Tabnunua 22

MapameTp Onuncanve

3agaeT cnucok rpynn, pasgerneHHbIn npobenamm, KoTopble

AllowGroups
OyaoyT gonyLeHbl B cUCTEMY

[enctemne, nNpoOTMBOMOMOXHOE OENCTBUIO MapamMeTpa
DenyGroups AllowGroups: 3anncaHHbIe B AaHHbIM NapamMeTp rpynnbl
He OyayT AonylleHbl B CUCTEMY

3apaeT pasgerneHHbin npobenamMmmn CNNCoK Nonb3oBaTternen,
AllowUsers KOTOpble norny4aT AocTyn B cuctemy. 1o ymonyaHuio 4octyn
paspeLleH BCEM Mornb30oBaTensiM

Jencrtene, npoTUBOMNOSIOKHOE OENCTBUIO MapameTpa
DenyUsers AllowUsers: 3an1cCaHHble B AaHHbIN NapameTp nonb3oBa-
Tenu He nosy4yar 4ocTyn B CUCTEMY

YkasblBaeT Ha TO, MOXET N Mapkep AFS nepecbinartbes Ha

AFSTokenPassing
cepBep. 3Ha4YeHne No yMOMyaHuio yes
, YKasblBaeT Ha TO, pa3peLleHbl N 3anpockl Ha nepeagpeca-
AllowTCPForwarding pasp P peanp
LUIO NOPTOB. 3HaYeHne No yMonyaHuio yes
OTobpaxaeT NonHbIv NyTb K hanny coobLieHns, BbIBOAUMO-
Banner

ro nepeg ayTeHTI/l(*)VIKaLI,VIeIZ nonb3oBarensa

YKasblBaeT Ha To, paspeLllueHa nn ayTeHTVId)I/IKaLI,I/IFI no MeTo-

ChallengeResponseAuthentication
Oy «OKIMK — OTBET». 3HaYEeHMe Mo yMONYaHuIo yes

3apaeT pasgeneHHbli 3ansTbiMU CIMCOK METOAOB 3aLUThI

Ciphers
coenHeHud, pa3peLlleHHbIX ana ncnosib3oBaHuA

YkasblBaeT Ha To, [OMKHa Nn cnyx6a sshd NpoBepsATb Mo-
CheckMail YTy B MHTEPAKTMBHbIX CEaHcax permcTpaunm. 3HadeHue no
YMOMYaHuIo no

3apaert MHTEepBan oXxunaaHuda B CekKyHaax, no ncredeHumn
KOTOPOrO KIMMEeHTY NnocblslaeTcda 3anpoc Ha BBOA AAHHbIX

ClientAliveInterval

3agaeT YnMcno HanoMMHaKLWKX 3anpPOCoB, NOCHINAEMbIX K-
eHTy. Ecnun no gocTmkeHMn ykasaHHOro npeaena ot KnueHTa
He NMOCTYNWUT AaHHbIX, CEaHC 3aBepLUaeTcsa U cepBep npe-
KpawLaeT paboTty. 3HayeHne no ymonyaHuo 3

ClientAliveCountMax

MonHbIn  nNyTb K dpanny, coaepxawemy NUYHbIN
HostKey KN4  KoMnbikoTepa.  3HadyeHne Mo YMOSYaHUIo
/etc/ssh/ssh_host_key

YKkasblBaeT Ha TO, MOTYT NN yaaneHHble KOMMbTepbl Nof-
GatewayPorts KMioYaTbCs K MopTaMm, s KOTOPbIX KIUEHT 3anpocun nepe-
agpecaumio. 3Ha4yeHne Nno YMOmn4aHuio no
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MapameTp

OnucaHune

HostbasedAuthentication

YKkasblBaeT Ha TO, paspelleHa nu ayTeHTudpmkauma
nonb3oBaTtenen ¢ nposepkon annos .rhosts wn
/etc/hosts.equiv 1 OTKPLITOrO KNio4va KomnbtoTepa. 3Ha-
YeHue No yMOor4aHuIo no

IgnoreRhosts

YKasblBaeT Ha TO, MWrHopupylTca v dhaunnebl
SHOME/.rhosts M $HOME/.shosts. 3HayeHuMe no
YMOMYaHuIo yes

IgnoreUserKnownHosts

YKasbiBaeT Ha  TO, UrHopupyetca  nu dann
SHOME/ .ssh/known_hosts B pexnmax ayTeH-
Tndpukaumnm RhostsRSAAuthentication n
HostbasedAuthentication. 3HayeHne no ymorda-
HUIO no

KeepAlive

Ecnu yctaHOBMeHo 3HavyeHue yes (M0 yMOn4aHuio), 4EMOH
sshd OyoeT nepuogmyeckm NpPoBepsATb HanMyMe CBA3U C
KnueHToM. B cnyyae HeycnewHoro 3aBepLUeHUs npoBep-
Kn coeguHeHue paspbiBaeTtcsd. [na oTKNYeHUa gaHHOro
MexaHu3Ma 3agaTtb 3HayeHue napameTpa no B dpanne KoH-
durypauum cepeepa 1 KnmeHTa

KerberosAuthentication

YKasblBaeT Ha To, paspelleHa nu ayTeHTudukaums ¢ uc-
nonb3oBaHueM Kerberos. 3Ha4yeHne No yMmonyaHmo no

KerberosOrLocalPasswd

YKasblBaeT Ha TO, AO0SKHa N1 UCNonb30BaTbCs NlokanbHas
naporbHas ayTeHTUMKaLMA B Criy4ae HeYCrneLwHON ayTeH-
Tucmkauumn Ha ocHoee Kerberos

KerberosTgtPassing

YKkasblBaeT Ha TO, MOXET N CTpykTypa TGT CUCTEMBbI
Kerberos nepecbinartbcsi Ha cepBep. 3Ha4yeHne Mo ymor-
YaHuo no)

KerberosTicketCleanup

YKasblBaeT Ha TO, JOSPKEH NM NpW BbiXoAe norb3oBaTens
yaanaTbes Kaw-gann ero nponycka Kerberos

ListenAddress

3apaeT mHTEepdenc, K KOTOpoMy MoAKNYaeTca cnyxba
sshd. 3Ha4eHne no ymonyanuio 0.0.0.0, T. e. NOOON UH-
Tepdenc

LoginGraceTime

3apaeT MHTEepBan BpeEMEHM B CekyHAaX, B TEYEHUE KOTO-
poro AormkHa NPoU3onTU ayTeHTUMKaUKnsa nonb3oBaTeng.
Ecnu npouecc ayTeHTUdMKaLmMn He ycneBaeT 3aBepLUnTb-
Cs BOBPEMS, cepBep paspblBaeT CoeaAnHeHWe 1 3aBepLuaeT
paboty. 3HauyeHne no ymon4daxuto 600 ¢

LogLevel

3apaeT cteneHb NoAPOBGHOCTU XKYpPHanbHbBIX COOBLLEHNN.
Bo3MOXHble 3Ha4yeHuns: QUIET, FATAL, ERROR, INFO (no
ymorn4yaHuio), VERBOSE, DEBAG (He peKkomeHayeTcs)

MACs

3apaeT pasgeneHHbIn 3anaTbiMM CMIMCOK AOCTYMHbIX anro-
putMoB MAC (kog ayTeHTudmKkaumnm coobLLEHNIA), NCNOSb-
3yeMbix ons obecnedeHnst LenoCTHOCTU OaHHbIX

MaxStartups

3agaeT MakcMmarnbHOe YMCIO OAHOBPEMEHHbIX HeayTeHTH-
pMLMPOBaHHbBIX COEAUHEHUIA C AEMOHOM sshd
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MapameTp

OnucaHune

PAMAuthenticationViaKbdInt

YKasbIBaeT Ha TO, paspelleHa nu naposibHas ayTeHTudu-
Kauma c ucnosnbaoBaHmem PAM. 3HadeHMe No yMON4YaHuio
no)

PasswordAuthentication

Ecnu yctaHoBneHO 3HayeHne yes (MO YMOMYaHWUIO) N HU
OOMH MexaHu3M BecnapornbHOW ayTeHTUdMKauumn He npu-
HOCUT MONOXMUTENbHOro pesynesrarta, Torga Nonb3oBaTernto
BblJaeTCsa npurnalleHve Ha BBOA Napors, KOTopblin npoBe-
psieTcs caMuMm aemoHoM sshd. Ecnu 3HadeHne napametpa
no, NaponbHas ayTeHTUdUKauus 3anpeLueHa

PermitEmptyPasswords

Ecnn yctaHoBneHo 3HayeHne yes, NONb3oBaTenn, He ume-
toLmMe naponsi, MoryT ObiTb ayTeHTUULMPOBaHbLI Cy>00M
sshd. Ecnn yctaHoBNeHoO 3HadeHne no (N0 YMOIYaHWUIO),
nycTble Naponu 3anpeLyeHbl

PermitRootLogin

YKasblBaeT Ha TO, MOXEeT I nonb3oBaTenb root
BOWTM B CUCTEMY C [OMOLbLID KOMaHAbl ssh.
Bo3MoOXHble  3Ha4YeHus: yes (mo  ymonyaHuio),
without-password, forced-command-only M no

PidFile

3agaer nyTb K panny, cogepxawemy wnaeHTuduka-
TOp frNaBHOro npouecca. 3HayeHMe No YMONYaHUK
/var/run/sshd.pid

Port

3apaeT Homep nopTa, K KoTopoMmy nogkntovaetcsa sshd. 3Ha-
YyeHune No ymonyaHuio 22

PrintLastLog

YKasblBaeT Ha TO, JOMmKHa nn cnyxba sshd oTobpaxaTtb
coobLLieHne 0 BpeMeHu nocneaHero gocTyna. 3HadeHue no
YMOMMYaHUIo yes

PrintMotd

YkasblBaeT Ha TO, CneayeT v nocne perMcTpauumn B CUcteMe
oTobpaxaTtb cogepxumoe channa /etc/motd. 3HadyeHne
Mo YMOMYaHUIo yes

Protocol

3agaeT pasgeneHHbI 3ansaTbiMU CNIMCOK BEPCUI NPOTOKONA,
noadepxuBaemblx crnyxoom sshd

PubKeyAuthentication

YKasblBaeT Ha TO, paspelleHa N ayTeHTudumkaums ¢ uc-
Nonb30BaHMEM OTKPLITOMO Kroya. 3Ha4YeHne o ymMonyaHuio
yes

ReverseMappingCheck

YKasblBaeT Ha TO, AOMMKEH NN BbINOMHATLCSA 06paTHbIA NOMCK
UMeH. 3Ha4YeHne No yMOMYaHmo no

StrictModes

Ecnu paBeH yes (no ymonyanuio), sshd 6yget 3anpewatb
AocTyn nobomy nonb3oBaTento, Yel HavanbHbIA KaTanor
nvnu cann . rhosts npuHagnexar gpyromy nosnb3oBaTe-
nto Nbo OTKPbIThI ANst 3anucu

Subsystem

MpenHasHavaeTcs AnNs KOHPUIypUpOBaHUA BHELLHeWN noacu-
cTeMbl. ApryMeHTaMu SABNSeTCA UMS NOACUCTEMbI U KOMaH-
[a, BbINOMHsieMasi Npu NoCTynneHun 3anpoca kK nogcucteme

SyslogFacility

3apaeT Ha3BaHve cpeacTBa, OT UMEHW KOTOPOro perncTpu-
pytoTcsa cobbiTus B cucteme Syslog. Bo3aMOXHbI 3HaYeHus:
DAEMON, USER, AUTH (no ymon4yaHuo), LOCALO-7




98
PYCBE.10015-01 95 01-1

OkoHyaHue mabnuuei 22

MapameTp Onuncanue

YKkasblBaeT Ha TO, JOMKHA N NPUMEHSTbCA KOMaHaa login
UseLogin Ons opraHMsauun MHTEPaKTMBHBLIX CEaHCOB perucrTpauun.
3HayeHne No yMonyaHu no

YkasblBaeT Ha To, paspeLleHa Nv nepeagpecauus 3anpocos

X11lForwardin .
g k cucteme X Window. 3Ha4yeHne no ymMonyaHuio no

3apaeTr Homep nepBoro Agucnnes (cepeepa) CUCTEMBbI
X11lDisplayOffset XWindow, JocTynHoro gemoHy sshd Ans nepeagpecauum
3anpocos. 3Ha4veHne no ymonyaxuio 10

3apaert nyTb K KOMaHae xauth. 3Ha4veHune no yMOn4aHuro

XAuthL ti
u ccation /usr/X11R6/bin/xauth

5.6.2. KnueHT ssh
KnueHtom siBnsietca komaHaa ssh. CMHTaKCUc KOMaHAHOW CTPOKMU:

ssh [-afgkngstvxACNTX1246] [-b bind address] [-c cipher spec] [-e escape_char]
[-1i identity file] [-login name] [-m mac_spec] [-o option] [-p port]
[-F configfile] [-L port:host:hostport] [-R port:host:hostport]

[-D port] hostname | user@hostname [command]

MogpobHo co 3HavYeHnaAMK hriaroB MOXXHO O3HAKOMUTLCS B PYKOBOACTBE man. B npoctom
BapunaHTe UHULMMPOBATb COEANHEHNE C cepBepoM sshd MOXHO KOMaHOOMW:
ssh 10.1.1.170
rae 10.1.1.170 — IP-agpec koMmnbloTepa ¢ 3anyLleHHon cnyxbon sshd. Npu atom sshd 6yget
cyuTaTbh, YTO Nosib3oBaTenNb, 3anpallmBalLWNn COeaUHEHNE, UMEET Takoe Xe UMs, MO4 KakMM OH
ayTeHTUMUNPOBaH Ha KOMMbOTEPEe-KNUeHTe. TeopeTndeckn KIMEeHT ssh MOXeT 3axoauTb Ha
cepBep sshd nog nbbiM MeHeM, ucnonbaysa dnar:
-1 <uma_xknueHTa>

OpHako cepBep ByaeT cornacoBbiBaTb KW ceaHca (Hanpumep, npyu 6ecnaponbHOn
ayTeHTUMKaLMM NO OTKPLITOMY KIto4y Monb3oBaTens), NpoBepsist OTKPbITbIE KITHYM B JOMALUHEM
KaTarore nosib3oBatens UMeHHO C 3TUM UMEHEM Ha KOMNbIoTepe-KnmeHTe. Ecnu xe ncnoneay-
eTCs naposibHas ayTeHTUduMKaLms, Ha KOMMNbloTepe-cepBepe OOMKHA CyLLeCcTBOBaTb yyYeTHas
3anucb C Takum nMmeHem. Vicnonb3oBaTtb 6GecnaponbHy0 ayTEHTUGMKALMIO MO OTKPbITLIM Kilto-
YaM KOMMNbIOTEPA HACTOATENBHO HE PEKOMEHAOYETCS, T. K. MPU 3TOM Crnocobe B CUCTEME AOSMKHbI
CyllecTBOBaTb NOTeHUManbLHO onacHole gannbl: /etc/hosts.equiv, /etc/shosts.equiv,
SHOME/ .rhosts, $SHOME/ . shosts.

KomaHga ssh 6epeT cBOM KOH(pUrypaLMOHHbIE YCTAHOBKM CHavana u3 KoMaHgHOW CTpo-
KW, 3aTeM M3 Nosib3oBaTeNnbLCKoro darvna $HOME/ . ssh/config n u3 obwecncremHoro ganna
/etc/ssh/ssh_config. Ecnu ngeHTu4Hble napameTpbl 3agaHbl NO-pa3HOMY, BblbupaeTcs ca-

MoOe rnepeoe 3Ha4deHune.
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B Tabnuue onuncaHbl napamMeTpbl, KOTOpble MOryT npucyTcTBOBaTb B dhanne

SHOME/ .ssh/config nnu /etc/ssh/ssh_config. [NycTble CTPOKM U KOMMEHTapUM UrHO-

pupyroTCS.
Tabnwunua 23
MNapameTp OnuncaHune
YkasblBaeT Ha To, JOJKHaA N1 KoMaHga ssh npoBepaTb |IP-agpeca B
CheckHostIP N A A P P AP
anne known_hosts. 3HayeHne N0 yMONYaHuIo yes
3agaeT pasgeneHHbin  3ansaTbiMUM CMMCOK  METOAO0B  3alUUThI
, ceaHca, paspelleHHbIX And ucnosnb3oBaHud. 1o ymonyaHuio
Ciphers

aesl22b-cbc, 3des-cbc, Dblowfish-cbc, castl28-cbc,
arcfour, aesl1l92-cbc, aes256-cbc

YKkasblBaeT Ha TO, JOMMKHbI NN AaHHbIE CKMMATbCHA C MOMOLLbIO KO-
Compression MaHAbl gzip. 3HAYEHUE Mo YMOMN4YaHuIo no. JTa yCTaHOBKA MOXET
ObITb NepeonpeaeneHa ¢ MOMOLLbIO OMNUMM KOMaHOHOW CTPOKU —C

3apaeT YnMcno HeyaayHbIX MOMbITOK MOAKIKOYEHUS (OQHA B CEKYH-
ConnectionAttempts Aay), nocrne 4ero npovsonger 3asepLueHne paboTbl. 3HayYeHne no
ymornyaHuio 4

3apaeT escape-CMMBOI, UCMOMb3yeMblli A OTMEHbI CneuuanbHOro
Ha3HaYeHUs CrieaytoLLero CMMBOsa B ceaHcax ¢ NceBaoTEPMUHANOM.

EscapeChar
3HauyeHne No ymonyaHuio ~. 3HadeHne none 3arnpeLiaeT UCnonb3o-
BaHWe escape-cumBona
YkasblBaeT Ha To, ByaeT nu 3anpoc K komaHae ssh-agent nepeag-
ForwardAgent Mﬂv P A g pean
pecoBaH Ha yaareHHbI cepBep. 3Ha4YeHre No YMONMYaHUo no
YkasblBaeT Ha To, byayT nu 3anpocsl k cucteme X Window astomartu-
Yeckn nepeagpecoBbliBaTbca Yeped SSH-TyHHeNb ¢ 0QHOBPEMEHHOWN
ForwardX1l1l peanp P y A P

YCTaHOBKOW nNepemMeHHoN cpegbl DISPLAY. 3Ha4YeHue No YMOM4YaHuio
no

YKasblBaeT Ha TO, MOryT N yaaneHHbleé KOMMNbTEePbl NOAKMHYaTbLCA
GatewayPorts K NNOKanbHbIM NMopTaM, And KOTOPbIX BKIMOYEH peXnm nepeagpecadnun.
3Ha4yeHne no yMOn4aHuK no

3apaet hann, B KOTOPOM XpaHMTCs rnobanbHasa 6a3a knden Kom-

GlobalKnownHostsFile
nbloTepa. 3HavyeHne no ymonyaHuio /etc/ssh/ssh_known_hosts

YkasblBaeT Ha TO, paspeLleHa v ayTeHTUdmKaums nosib3oBatenen
C nposepkon dannos .rhosts, /etc/hosts.equiv 1 OTKPbITOro
Kntoya KoMnbloTepa. ATOT NapameTp peKkoMeHAYeTCsl yCTaHOBUTb B
3Ha4yeHune no

HostbasedAuthentication

3apaet anropuTMbl NOMyYeHUsT KNtoYen KOMMbITEPOB B MOPsiAKe

HostKeyAlgorithm
yaLg npuoputeTa. 3Ha4yeHne No ymonyaHmo ssh-rsa, ssh-dss

3agaeT nceBooHUM, KOTOprl7I OOJTKEH NUCNOSb30BaTbCA MNMpU NOUCKE U

HostKeyAlias -
COXpaHeHuN Kroven KomnbioTepa

3apaet uma unu IP-agpec komnbloTepa, Ha KOTOPOM criegyeT pe-
HostName rmctpupoBatbes. 1o ymonyaHuio BbIOMpaeTcsi UMS, yKkasaHHOE B
KOMaHAHOW CTpOKe
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MNapameTp

OnucaHue

IdentityFile

3apgaert hann, cogepkallern NUYHbLIN KoY Nonb3oBartens. 3HaYeHne
Nno yMOsf4yaHuio SHOME/ . ssh/identity. BMecTo uMeHn HayanbHo-
ro Katanora nosnb3oBartensd MOXeT CToATb cumBon ~. Pa3peluaetca
MMETb HECKOITbKO Takmx gpannoB. Bce oHn ByayT npoBepeHbl B yKa-
3aHHOM nopsiake

KeepAlive

Ecnun paBeH yes (Mo ymonyaHuio), komaHaa ssh 6yget nepuogunye-
CKW NPOBEPATb HanM4ne CBSA3M ¢ cepBepoM. B cnyyae HeycnelHoro
3aBepLUeHns NPoBePKN (B T. Y. U3-3a BPEMEHHbIX NpobniemM ¢ MmapLu-
pyTusaumen) coeanHeHne paspbiBaeTcs. YToObl OTKMIOUNTD 3TOT Me-
XaHW3Mm, criegyeT 3a4aTth JaHHbIV NapaMeTp, paBHbIM no, B dhannax
/etc/ssh/sshd_configu /etc/ssh/ssh_config nubo B cdhan-
ne $HOME/ .ssh/config

KerberosAuthentication

YkasblBaeT Ha TO, paspeLleHa N ayTeHTuduKaumsa ¢ npuMeHeHnem
Kerberos

KerberosTgtPassing

YkasbiBaeT Ha To, byaeT nu cTpykTypa TGT cuctembl Kerberos nepe-
cbinaTbCsi Ha cepBep

LocalForward

TpebyeT 3HauyeHns B hopMaTe mopT : y3er: yaareHH M nopT. YKa-
3bIBa€T Ha TO, YTO 3arnpocCbl K COOTBETCTBYHOLLEMY JIOKaJIbHOMY NOPTY
nepeHanpasiAalTCA Ha 3a,El,aHHbIIZ nopT yaarneHHOoro ya3na

LogLevel

3apaeT cTeneHb NOgpPOOHOCTU XKypHarbHbIX COOBLLEHUI KOMaHAbI
ssh. BoaMOXHble 3Ha4yeHns: QUIET, FATAL, ERROR, INFO (no ymon-
YaHuto), VERBOSE, DEBAG

MACs

3apaeT pasgeneHHblin  3ansaTbiIMU - CMIMCOK  AOCTYMHbIX — anro-
pUTMOB  ayTeHTuduKaumm coobleHnn ana  obecneyeHus
LEenocTHOCTM  AaHHbiXx. CTaHgapTHbIM  BbIOOpP: hmac-md5,
hmac-shal, hmac-ripemdl60Q@openssh.com, hmac-shal-96,
hmac-md5-96

NumberOfPasswordPrompts

3apaeT yMcno gonycTuMbIX NOMbITOK BBOAA Naposns. 3HadeHue no
ymorn4yaHuio 3

PasswordAuthentication

Ecnn paBeH yes (Mo ymonuyaHuio), To B criy4ae HeoGXxoaummocTu
KOMaHAa ssh nblTaeTcsi NPOBECTU NapOsibHY0 ayTeHTUDMKALMIO

Port

3apaeT HoMep nopTa cepBepa. 3HaYyeHne No yMon4yaHuo 22

PreferredAuthentications

3apaet nopsaaoK NPUMEHEHNS MeToa0B
ayTeHTumkaumn. 3HayeHune no YMOSTYaHUIO:
publickey, password, keyboard-interactive

Protocol

3apaeT B nopsiake npuoputeTa Bepcum npotokona SSH

ProxyCommand

3agaeTt kKomaHay, KOTOpPYH crieQyeT MCMnorb3oBaTk BMECTO ssh Ans
NOAKMOYEHNS K cepBepy. JTa KOMaH4a BbINONHAETCA UHTepnpeTaTo-
poM /bin/sh. Cneundurkaumst $p COOTBETCTBYET HOMEPY MOpPTa, a
%$h — MMeHn ygarneHHoro yana

PubkeyAuthentication

YKasblBaeT Ha To, paspelieHa nn ayTeHTI/ICbI/IKaLI,I/IFl C ncnosnb3oBaHU-
€M OTKPbITOro Krro4a. 3HayeHne no yMON4aHUK yes
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OkoHyaHue mabnuuei 23

MNapameTp OnuncaHune

TpebyeT 3HauyeHus B hopMaTe yaasleHHHN_[OPT : y3eJl: nopT. YKa-
3blBAET Ha TO, YTO 3anpOoChl K COOTBETCTBYHOLLEMY yAaNEeHHOMY MOPTY
nepeHanpasnAlTCA Ha 3aaHHbIN NOPT 3ag4aHHoro y3na. MNepeagpe-
RemoteForward cauus 3anpocoB K NPUBUIErNMPOBaHHbLIM NOPTaM pa3peLleHa ToSbKO
nocne nony4yeHns nNpas cynepnonb3oBaTens Ha yaaneHHoNn CUCTEME.
OTa ycTaHoBKa MOXET ObITb NepeonpegenieHa ¢ NOMOLLbIO ONuMm
KOMaHAHOW CTPOKM -R

Ecnu paBeH yes, KomaHga He bGygeT aBTomatmyeckn gobaensATh Kto-
4yun KoMMbloTepa B hann $SHOME/ . ssh/known_hosts 1 oTKaxeTtcs
yCTaHaBnMBaTb COEAMHEHWNE C KOMMbKOTEPAMMU, KIOYN KOTOPbIX N3Me-
StrictHostKeyCheking HUnucb. Ecnu paBeH no, komaHaa 6yaet 0obaBnaTe HENPOBEPEHHbIE
KNIo4uM cepBepa B yKasaHHble dhannbl. Ecnn paBeH ask (no ymonya-
HWI0), KOMaHAa ByaeT cnpalwmBaTh Nonb3oBaTens 0 TOM, cnegyeT fun
006aBnATb OTKPLITHIN KMOY cepBepa B ykasaHHble dhansibl

YKkasbIBaeT Ha TO, MOXHO N1 UCMOMb30BaTh NPUBUMErMPOBaHHbIN NOPT
UsePrivilegedPort QNS YCTaHOBINEHUS UCXOOALWMNX coeanHeHNiA. 3Ha4YeHne no yMmonya-
HWIO no

3agaet nonb3oBarens, OT UMEHW KOTOPOro CreflyeT perncTpupoBaThb-
User cAl B yaaneHHou cucteme. OTa ycTaHOBKA MOXET ObITb nepeonpene-
neHa ¢ NoMOLLIbIO oMU KOMaHAHOW CTPOKM —1

3agaet gann, KoTopbIN UCNONb3YeTCs ANsi aBTOMATMYeCcKoro 0OHOB-

UserKnownHostsFile .
JTIeHUS OTKPbITLIX Krtoyen

3apaert nyTb K KomaHae xauth. 3HadeHne no yMOJ4aHuo

XAuthL i
uthLocation /usr/X11R6/bin/xauth

KnneHTckne KoHdurypaumoHHble dannbl 6biBatoT rnobasnbHbIMU, Ha YPOBHE CUCTEMBI
(/etc/ssh/ssh_config), n NokanbHbIMKU, HA YPOBHE Nornb3oBaTens (SHOME/ . ssh/config).
CnepoBaternbHO, Nonb3oBaTenb MOXET NOMTHOCTbIO KOHTPONMPOBaTb KOHAUIypaumo KIMEHTCKOM
yactn SSH.

KoHdurypauunoHHble dannbl pas3dutbl Ha pasgesbl, YCTAHOBKM KOTOPbIX OTHOCATCA K
OTAENbHOMY KOMMbLIOTEPY, rpynne KOMMbLIOTEPOB UIM KO BCEM KOMMbIOTEPAM. YCTAHOBKN pPa3HbIX
pasgenoB MOryT nepekpbiBaTb Apyr Apyra.

BHUMAHMUE! Ecnu cnyx6a sshd, C KOTOpbIM YCTaHaBNMBAETCS COEQUHEHNE, pa3BepHYyTa
Ha komnbloTepe nog ynpasneHmem OC c¢ BkAoyeHHbIM pexxumom MKLL (cm. PYCB.10015-01 97 01-
1), BXOA4 Ha BbICOKOM YPOBHE LENOCTHOCTN BO3MOXEH TOSbKO OT MMEHU YYETHOW 3anucu, BXOASLEN
B rpynny astra-admin Ha KOMNbOTEPE CO Cry>k6on sshd, nHade Bxon OyaeT ocyLLeCTBMEH Ha

HU3KOM YPOBHE LIESTOCTHOCTM.
5.7. HacTponka cepBepa eQUHOro ceTeBOro BpeMeHm

CepBep eanHoro ceTeBoro BpemMeHu npeaHasHadeH Anst CMHXPOHU3auumn BpeMeHn KOM-

netotepa B JIBC. B ocHoBe nexut npotokonn NTP. Anropytm Koppekunn BpeMEHHOW LiKarbl
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BKIOYaAET BHECEHME 3a4epKeK, KOPPEKLMIO YacTOTbl YacoB U psi MEXaHU3MOB, MO3BONSAOLLNX
AOCTUYb TOYHOCTW NopsaKa HECKOMbKUX MUIITUCEKYHA Aaxe nocne AnNUTernbHbIX NepruogoB notepu
CBSI3M C CUHXPOHU3NPYIOLMMUN UCTOYHUKaMU. [Na HageXXHOW 3alnTbl nepegaBaemMoro curHana
ncnonb3yeTca ayTeHTUdMKaumnsa npy noMoLmn Kpuntorpadundecknx knoven. LlenocTHoCTb faHHbIX

obecneunaetca ¢ nomoubto IP- 1 UDP-KOHTPOSbHBIX CyMM.

5.7.1. Pexxnmbl paboTbl
CyLuecTByeT YeThbipe pexnma paboTbl cepBepa e4uHOro CeTeBOro BpeMeHu. Kaxabin
pexum onpegensiet cnocob B3anMoaenctens paboumnmx CTaHLmMi B CETU CUHXPOHM3aLNN:

1) pexum KnueHT-cepBep — B 3TOM PEXUME KIMEHT MOCbINaeT 3anpoc cepeepy, KOTOpbIn

obpabaTtbiBaeT ero n HeMeasIeHHO NochbINaeT OTBET. Takon pexum paboTtbl obecrnedynsaeT

CUHXPOHN3ALMIO BPEMEHU KITMEHTA CO BPEMEHEM CepBepa, HO caM cepBep Npu 3TOM C

KNNEHTOM HE CUHXPOHU3NPYETCA. PEXUM «KNMEHT-CepBEP» UCNONb3YETCS B TEX CriyyasX,

Korga Hy>XHa MakcMmarnbHasi TOMHOCTb CUHXPOHU3ALMM BPEMEHN U HAAeXHaa 3awmTta

nepegaBaemMon MHdopmaunu;

2) CUMMETPUYHBLIN pexXumMm — obecneyunBaeT BbICOKYIO HAOAEXHOCTb CUHXPOHU3aLMN, T.K.

NpY BbIXOA4E U3 CTPOSA OOHOMO M3 UCTOYHMKOB BPEMEHW CUCTEMA aBTOMAaTUYECKN NEPEKOH-

durypmpyeTtca Takum o6pasom, YTOObl UCKITOUYNTDL €ro N3 CETU CUHXPOHM3aumn. MoxeT

ObITb aKTUBHbLIM U NACCUBHbLIM:
- B aKTMBHOM peXUME Kaxkabli KOMMNbIOTEP B CETU NEPUOOMNYECKN NOCbINIaeT coobLue-
HUSA OPYroMy KOMMbIOTEPY BHE 3aBMCUMOCTM OT €€ OOCTMXUMOCTM K cnos. [pu atom
KOMMbOTEP OMOBELLAET O CBOEM HaMEPEHUN CUHXPOHU3NPOBATb U OblTb CUHXPOHU3N-
pOBaHHbLIM CBOMM NapTHepoM. Agpeca NapTHEPOB N3BECTHbI 3apaHee. ATOT PeXnUM
00bI4HO MCnonb3yeTcs cepBepamm ¢ 60MbLLIMM HOMEPOM Cros;
- B MACCUBHOM pexume agpec napTHepa 3apaHee He u3BecTeH. BaanmopencTtene B
3TOM pexmme HauymHaeTcs nNo NpmbbiTn coobLleHns OT napTHepa (C HEN3BECTHbLIM
agpecom), paboTtaroLiero B CUMMETPUYHO aKTUBHOM PEXMME, U COXPaHSETCS A0 Tex
nop, Noka NapTHep AOCTMXKUM U OYHKLUNOHUPYET B CNOE HWXE UMM PaBHOM CIOH
AaHHOro komnbloTepa. MaccmBHbIN pexxMM 06bIYHO MCNONBb3YETCA NEPBUYHBIMU UMK
BTOPUYHLIMW CEPBEPAMMU;

3) WupoKoBeLLaTENbHbIN — B 3TOM peXnMe oaunH unm donee cepBepoB BpEMEHN pac-

CbINaloT LWMPOKOBELLATENbHbIE COOOLLEHUS, KITMEHTbI ONpeaensoT Bpems ucxogs u3

NpeanonoXeHus, YTO 3afepXKka COCTaBNAET HECKONbKO MunnncekyHa. Cepeep npu 3aToM

He NPMHMMAaET OTBETHbIX NtP-COOBLLEHMIA.

Takom pexxmm UCnonb3yeTcH B ObICTPbIX fIOKalbHbIX CETAX C BOMbLIMM YNCIOM paboyvmnx

cTaHuun n 6e3 HeobXOAUMOCTU B BbICOKOM TOYHOCTHU;

4) MEXCeTeBOM — aHanormyeH wnpokoseLliaterieHoOMy, HO B OTIM4MEe OT HEero ntp-
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coobLeHnst nepeaaroTca He B pamkax OgHOW NOACETU, OrPaAHUYEHHON NOKanbHbIM LLMPO-

KoBeLlaTenbHbIM agpecoM, a pacnpoCTPaHSATCAa U B Apyrne cetu. [Ansa paboTbl cnyxobl

€[VHOro BpEMEHU B MEXCETEBOM peXnMe BblAeneH cneumansHbiv rpynnoson IP-agpec

(224.0.1.1), KOTOpbIA UCMONbL3YETCA KaK ANs CEPBEPOB, TaK U ANl KNMNEHTOB.

MexceTeBon pexmnm MUCrorb3yeTcs B CETAX, pa3geneHHblX Ha NOACETU C MOMOLLbI MapLu-

pyTU3aTOPOB U MOCTOB, KOTOpPbIE HE CMOCOOHbLI peTpaHCNUMPOBaTh LUMPOKOBELLATENbHbIE

IP-pentarpammel.

Mpn peanusauuun cnyx0bl €ANHOIO CETEBOrO BPEMEHU Ha CETU CUCTEMbI MOTYT Urpatb
YeTblpe BO3MOXHbIE PONnu:

1) cepBepbl — NPegoCTaBnsT CEPBUC BPEMEHU APYTUM CUCTEMAM;

2) paBHoMpaBHble Y3rbl — MHOTUE CepBepPbl €ANHOINO BPEMEHU BCTYNalOT B paBHOMNPaBHbIE

OTHOLLUEHUA C APYrMMKU cepBepaMm TOro e YPOBHA (stratum level). Ecnu cepsep

BTOPOro YPOBHSA TepSieT CBSA3b CO CBOUM UCTOYHUKOM BPpEMEHU NEePBOro YPOBHS, OH MOXET

BPEMEHHO UCMONb30BaTb CEPBUC BPEMEHU, NPEAOCTaBMSEMbIA PaBHOMPABHLIM Y3/10M

BTOPOro YPOBHS;

3) ONpPOCHbIE KIMUEHTbI — PEerynspHO onpalumBatoT, Kak MMHUMYM, O4MH CEpBEpP €4MHOro

BPEMEHW, CNYalOT OTBETHLI CEPBEPOB U CUHXPOHU3UPYIOT CUCTEMHBbIE Yachkl Mo Hanbonee

TOYHOMY UCTOYHUKY BPEMEHMN;

4) BellaTenbHble KNNMEHTbl — NAaCCUBHO MPUHMMAIOT BellaTenbHble NakeTbl OT CepBepOB

Ha JIBC. BewaTenbHble KNMEHTbI NOPOXAAT MEHbLUUIK ceTEBOMN TpaduK, YEM OMPOCHbIE

KNMUeHTbI, HO 06ecnevymBaloT MEHbLLYIO TOYHOCTb.

CepBepbl BTOPOro YpOBHSA OnpaluvMBaloT cepBepbl NEPBOro, nosiydas oT HUX Tekyllee
cuctemMHoe BpeMd. PekomeHnayeTcs, 4ToObl KaXabli cepBep eQuHOro BpeMeHU BTOPOro YPOBHSA
CBEepAncs, Kak MUHUMYM, C TPEMS CepBepaMu NepBOro ypoBHsA Anga obecneyeHns HagexHoCTu.

[eMoH ntpd aBTOMaTU4YECKM onpalumBaeT oba cepBepa NepBOro YPoBHS U CUHXPOHU3UPY-
€TCHA N0 UCTOYHUKY, KOTOPbIN OH cYnTaeT Hanbonee TOYHbIM. N5 AOMNOMHUTENBHOMO NOBbLILEHUSA
HaOeXHOCTU, KaXabl cepBep BTOPOro YPOBHS JOSHKEH YCTAHOBUTL paBHOMPaBHbIE OTHOLLEHUS,

KakK MMHUMYM, elle C OJHUM CepBEPOM BTOPOIro ypOBHA.

5.7.2. YcTtaHOBKa

HencTteus, kKoTopble HE0BX0AMMO BbINOMHUTL ANS YCTAHOBKU cepBepa:

1) yctaHoBuTb cepBep NTP n3 cooteetcTBytowiero deb-naketa (npu ctaHgapTHOM ycTa-
HoBke OC cepBep BKNIOYAETCH B COCTAB MAKeTOB MO YMOSYAHUIO);

2) U3MEeHUTb KOH(pUrypaumoHHbIi hann ntp.conf Ha cepsepe. BmecTo cTpok:

server (O.debian.pool.ntp.org iburst

server l.debian.pool.ntp.org iburst

server 2.debian.pool.ntp.org iburst
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server 3.debian.pool.ntp.org iburst

HeobxooMMO ykasaTb crnefyowme CTPOKU:

server 127.127.1.0

fudge 127.127.1.0 startum 10

N USMEHUTb MYHKT:

# Clients from this (example!) subnet have unlimited access, but only if
# cryptographically authenticated.

3a[aB CBOW MOACETh:

restrict 10.0.0.0 mask 255.255.255.0 nomodify notrap

3) ana aBTomartumyeckoro 3anycka NTP BbINOMHWUTL KOMaHAy:

systemctl enable ntp

4) HacTpouTb NpUBNM3UTENBHOE BPEMS YACOB BPY4YHY. TOYHOCTb HACTPOMKM HE AOSMKHA
6bITb Xy>xe 1000 ¢ OT peanbHOro BpEMEHWU;

5) nepesanyctutb OC;

6) ANng KNMeHToB co3fdaTtb pann /etc/cron.d/ntpdate CO cnegyowmum CoaepXUMbIM:
*/10 * * * * root /usr/sbin/ntpdate <ntp-cepeep>

roe <ntp-cepsep> — AOMEHHOe ums unu IP-agpec maliunHbl, Ha KOTOPOW HACTPOEH

cepep NTP. ObpalieHune k cepBepy BbINonHAeTca oanH pa3 B 10 MuH.

5.7.3. Hactpouka u koHcdurypauus

HacTtponka n ynpasneHue cepBepoM ocyLLeCTBNseTcs NMbo nytem 3agaHus onunn B
KOMaHAHOW CTpoKe, NMBOo NyTeM peaakTupoBaHust KoHUrypaumoHHoro dgarna. MNepsbii cnocob
NpeaocTaBnsieT orpaHUYeHHbIE BO3MOXHOCTN HAaCTPONKK, BTOPON — Hanbonee nosHble.

Bo Bpemsi cBoero 3anycka cepsep ntpd YntaeT KOHUrypaumoHHbln oann ntp.conft,
KOTOpbIN OBbIYMHO HAaXoAUTCA B Katanore /etc, HO MOXeT BbITb NepemMelleH B nobon apyromn
Katanor (CM. OnuuM KOMaHAHOM CTPOKM —c conffile).

dopwmat hanna aHanormyeH opmaTy OpYrnx KOHpUrypaumoHHbelx amnnos OC: kKOMMeEH-
Tapun Ha4YMHaKTCH C CMMBOMa # U AENCTBYIOT 4O KOHUA CTPOKU, MYCTble CTPOKU UTHOPUPYIOTCS.
KoHdurypaunoHHble KoOMaH4bl COCTOST M3 KITHOYEBOro CroBa U CrieQyowmnx 3a HAM aprymMeHToB,
pasgeneHHbIx npobenamu. Jllobas KoMaHAa AOMmKHA 3aHMMaTb CTPOro OAHY CTPOKY. ApryMeHTamu
MoryT 6bITb MMEHa 1 agpeca XocToB (B popme IP-agpecoB 1 AOMEHHbIX UMEH), uenble n pob-
Hble Yncna, TeKCTOBblEe CTPOKU. HeobAsaTernbHble apryMeHTbl 3aKnoYeHbl B KBagpaTHble CKOBKM
[ 1, ansTepHaTUBHbIE apryMeHTbl OTAENeHbl CMMBONOM | . HoTaums Buaa [ . . . ] O3Ha4aeT, yYTo
CTOSILLMI Nepen Hen HeobsizaTenbHbI apryMeHT MOXET NOBTOPATLCA HECKOMLKO pas.

5.7.3.1. KoHdurypaumoHHbin ¢pann ntp.conf

KoHgurypaumnoHHsin hann ntp . conf MMeET crieayroLmm CUHTaKCUC:
server address [key key | autokey] [version version] [prefer]

[minpoll minpoll] [maxpoll maxpoll]



peer address [key key |
[minpoll minpoll]
broadcast address [key key |
[minpoll minpoll]
manycastclient address [key key |

[maxpoll maxpoll]
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autokey] [version version] [prefer]

[maxpoll maxpoll]
autokey] [version version]

[ttl ttl]

[minpoll minpoll

autokey] [version version]

[ttl ttl]

OnvcaHne komMaHA KoHdUrypaumoHHoro daina npueefeHo B Tabnuue [24]

Tabnunua 24

Komanpa

OnucaHue

server

Mo3BoNSeT yCTaHOBUTL MOCTOSIHHOE coeauHeHue (OpraHn3oBaTb MOCTOSIHHYHO
accoumaumio) KnmeHTa ¢ yaaneHHbIM cepBepoM. Mpu 3ToM nokanbHoe BpeMs
MOXET ObITb CUHXPOHM3NPOBAHO C YAANEeHHbIM CEPBEPOM, HO yAamNEeHHbIA cepBep
HE MOXET CUHXPOHU3MPOBaTb CBOE BPEMSI C FIOKaNbHbIM

peer

YcTaHaBnmMBaeTCs MOCTOSIHHOE coeduHeHue (accouvauuns) B CUMMETPUYHO-
aKTUBHOM peXunme C yKasaHHbIM yoaneHHOM cepBepoM (peer — CUMMETPUY-
HbIM). B AaHHOM pexunme nokarnbHble Yacbl MOTyT OblTb CUHXPOHM3NPOBAHbI C
yOoaneHHbIM CUMMETPUYHBIM CEPBEPOM UKW YAANEHHbIA CepBEP MOXET CUHXPO-
HM3NPOBATLCA C NTOKANbHLIMW Yacamu

broadcast

OpraHvlsyeTcg NOCTOAHHAA LUMpoOKoBeLlaTellbHaa accounaumna

manycastclient

OpraHusyeTcsi MEXCETEBOWN PEXNM CUHXPOHM3ALMM C yKa3aHHbIM TpynnoBbIiM
agpecom

vmanycast

YKasblBaeT, YTo NoKarbHbI cepBep AOMKEH paboTaTb B KITMEHTCKOM peXxunmMe ¢
yOoaneHHbIMM cepBepamMu, KoTopble 06HapyxuBatoTcs B npouecce paboTbl npu
MOMOLLM LUMPOKOBELLATENbHbLIX/MEXCETEBbLIX NMakeToB

OnuncaHune napamMmeTpoB KOMaHA npmuBeneHoO B Tabnuue .

Tabnwuuya 25
MNapameTp Onwncanune
autoke Bce oTcbinaemble nakeTbl BKMHOYAOT ayTEHTUMUKALMOHHbBIE NOMS, 3aluULLeHHbIe
Y B aBTOMaTn4eCcKoM pexvmMe
Bce otnpasnsiemble 1 npuHMMaeMble nakeTbl BKIKOYAOT Mons ayTeHTuduKaumm,
key key 3aluLLeHHbIe NPV NOMOLLM KIoYa LWMdPOBaHNS C 3aaHHbIM UAEHTUDUKATOPOM,

3Ha4YeHNa KoToporo coctaensatoT oT 1 4o 65534. No ymonyaHuio nonsa ayTeHTu-
dmKaLnn He NCNosb3yTCH

maxpoll maxpoll

minpoll minpoll,

YkasaHue BpeMeHHbIX 3afepxek

noselect YKasbIBa€eT, YTO CEpBEP MCMONb3YeTCsl TONIbKO B AEMOHCTPATUBHbIX LIENsX
prefer OTMmeyaerT, YTo cepBep SABMSETCS NpeanodYTUTENbHbIM
£t ttl YkasblBaeT BpeMs Xn3HU nakeTa. Mcnonb3yeTcsa TONbKO B LUMPOKOBELLATENbHOM

N MeXceTeBoM pexXnmax
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OkoHyaHue mabnuuei 25

MNapameTp OnwncaHune

YkasblBaeT BepCUo NpPOTOKora oTnpaBnsieMblX NakeToB. 3HayeHme no ymonya-

version version
Huto 4

5.7.3.2. KoHcurypupoBaHue npouecca ayTeHTUhMKaLUm
Mopaepxka ayTeHTUMUKALNN NO3BOSISAET KINEHTY CNyXObl €ANHOro BpeEMEHU yaoCTo-
BEPUTBLCS, YTO CEpPBEP ABMSAETCA MMEHHO TEM, 3a KOro OH cebs Bbigaet. KoHdurypmpoBaHme
npounseBoauTcs B hansie ntp.conf ¢ UCNONb30BAHNEM OOMOMHUTENBHbLIX OMUNA KOMaHA peer,
server, broadcast Mmulticast:
- autokey [logsec] — yKasblBaeT UHTepBarbl B CEKyHAaxX MeXay reHepaunamm HOBOro
Kntoya;
- controlkey key — yKkasblBaeT MAeHTUUKATOP KoYa 418 UCNONb30BaHUSA KOMaHAoM
ntpq;
- keys keyfile — yKasblBaeT MeCTOHaxXOXAeHWe dpanna, XpaHsaLwWwero KIoum u ux naeH-
TUUKaTopbl, UCNONb3yeMble KOMaHgaMu ntpd, ntpg U ntpdc. [laHHaa KomaHaa 9KBU-
BarieHTHa UCMNOMb30BaHUIO ONuUMN —k KOMaHOHOW CTPOKW;
- keysdir nyTb_k_mOupekTopuu — YKasblBaET MyTb K Katasory, XpaHsaLwemy Kroudu.
3Ha4veHue no ymonyaHuiwo /usr/local/etc/;
- trustedkey key [...] — yKasblBaeT MOAEHTU(PUKATOPbI KIMOYEN, KOTOPbIE SABNAIOTCA
AOBEPEHHBIMU AN ayTEeHTUMUKALUN C CUMMETPUYHBIM KIHOYOM.
[na co3gaHuna Knoden ncnonbdyeTcs komMaHaa ntp-keygen. [1na 3anycka Heobxogmmo
UMETb npasa cynepnosnb3oBartens. [pun 3anycke oHa reHepupyeT HOBbIE KIoYM U 3anncbiBaeT nx
B COOTBETCTBYHOLME hannbl.
5.7.3.3. KoHdurypauus cepepa ypoBHen 1 u 2
[nsa HacTpomkn KoHdurypaumm cepsepa ypoBHS 1 Heobxoaumo [obaButb B dhaunn
/etc/ntp.conf cneayouwme CTPOKM:
server CcHMBOJIMUecKku¥_IP_agpec
peer DNS_umMmsa_cocepmHero_cepsepa_l
peer DNS_umMms_cocepHero_cepmBepa_?2
CumBonuyeckuin IP-agpec B nepBor CTPOKE UCMonb3yeTca crnyk6om ntpd Ana onpegene-
HUS TUNa paguoyacoB, NOACOeANHEHHbIX K cucteme. KoHurypauus cepsepa ypoBHSA 2:
server DNS_umMsa_cepBepa_ypoBHs 1
server DNS_ ums_ cepBepa_ypoBHs 1
peer DNS_ uMsi_CcocCegHero_cepBepa_ypOBHS 2
driftfile /etc/ntp.drift

broadcast _IP_agmpec
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roe server — cepBepbl YPOBHA 1, KOTOpble JOMKEH ornpawumBatbh AaHHbIA cepBep YPOBHSA 2,
4TOBObI BOCNONb30BaTLCA CEPBUCOM BPEMEHMU;

peer — onpegensieT paBHOMNpPaBHble OTHOLLIEHUS C APYrMM CEPBEPOM YPOBHS 2;

driftfile — 3agaet nmsa darnna, KoTopbii BygeT MCNOoNb30BaThCA AN OTCMEXMBAHMUS
AONroCpOYHOro caBura nokasibHbIX Yacos;

broadcast — ykasblBaeT AeMOHY ntpd perynsipHo coobuaTb BewlaTenbHbIM KIMeHTam

cetn 06 odhmumnanbHOM BPEMEHMN.

5.7.4. MeToabl CUHXPOHU3ALUN CUCTEMHbLIX YacoB

Cuctema eguHoro BpemeHu npegycMatpuBaeT gBa MexaHM3ma ANt CUHXPOHU3auun
CUCTEMHbIX YacoB C APYrMMK y3riaMu B CETW.

KomaHga ntpdate, BbINOMHAEMasi C OnuMen —b, onpawimMBaeT, Kak MUHUMYM, OOUH CepBep
€ONHOro BPEMEHU, 3aTEM CUHXPOHU3NPYET CUCTEMHbIE Yacbkl C Hanbonee TOYHbIM CEPBEPOM
€MHOro ceTeBoro BpemMeHu. BbINOMHAETCS TONbKO NPU 3anycke CUCTEMbI 0 TOrO, KaK 3anycKalTcs
NPUIOXEHNS.

Mocne nepBoHa4YanbHOWM CUHXPOHU3ALMN CUCTEMHbIX YaCOB KOMaHAoM ntpdate BO BpeMs
3arpy3ku gemMoH ntpd NOCTOAHHO paboTaeT B (hOHOBOM pexmme, Nepuoandeckn onpaluveas
cepBepbl cny6bl eAnHOro BpeMeHu, 3agaHHble B /etc/ntp.conf, n N0 Mepe HeOBXo0AMMOCTH
KOPPEKTUPYS CUCTEMHbIE Yacbl, YTOObI NOAAepPXMBaTb CUHXPOHU3ALMIO. [laHHble HE3HAYUTENbHbIE
NocTeneHHbIE KOPPEKTUPOBKN BO BPEMEHMU OOSMKHbI ObiTb NPO3payvyHbIMK 4515 NpUnoXeHun. damn
coBura, onpegensiembln B 3anucn driftfile, MCNOMb3YETCA AN OTCMEXUBAHUS Pasnnyunn
MEeXay BpEMEHEM KIMEHTa U BpeMeHeM cepsepa. 1o mepe ctabunusaumm anna cosura cepaep
OyaeT onpalwumBaTbCH BCE pexe.

5.7.4.1. ntpd

KomaHaa ntpd umeeT crnegyrowmin CUHTaKCUC:
ntpd [-napameTph]

KomaHnga ntpd sBndaetcsa gemoHom OC, KOTOpbIN yCTaHaBNMBaET U NogAepKUBAET CU-
CTEMHOE BpPEMS, CUHXPOHU3NPYS ero ¢ ocTanbHbIMW cepBepamMu eanHoro BpeMmeHn. leMoH ntpd

obmeHmBaeTca coobLeHnamMm ¢ ogHM nnu bonee cepsepammn ¢ yCTaHOBNEHHOW NEPUOANYHO-

CTblO.
MapameTpbl KOMaHAHON CTPOKW NpuBeAeHbl B Tabnuue [26]
Tabnuua 26
MapameTp Onucanue
4 dopcupoBaHue paspeLleHnsi AOMEHHbIX MIMEH B NPOCTPAHCTBO

nMeH npotokona IP Bepcuun 4

-6 Mcnonb3oBaHume npocTpaHcTBa umeH npotokona IP Bepcun 6




lNpodomxkeHue mabnuubl 26
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MNapameTp

OnucaHne

He ncnonb3oBatb KpVII'ITOFpa(*)VI‘-IeCKVIe arnropuTMbl

Paspeu.wm: KIMMEHTY CUHXPOHU3NPOBATb CUCTEMHOE BpeEMA C
BellaTteribHbIMU KInneHTamm

KOHQUI YyPALIMOHHHY _Pann

YKaszaTb UMS U NyTb KOHpMIrypaunoHHoro cdanna. 3HavyeHne no
ymoryaHuio /etc/ntp.conf

OTnagoyHbIv pexmnm

YPOBEHb

YkasaTtb YpOBEHb OTNAaaKu

driftfile

YkasaTb nmsa pavina caBura 4actoTbl JIOKaNbHbIX CUCTEMHbIX
YyacoB. 3HayeHne No ymonyaHuw /etc/ntp.drift. lapa-
MEeTp aHanornyeH komaHge driftfile B /etc/ntp.conf

O6bI4HO Mpouecc ntpd 3aBepLUaeTcss C COOTBETCTBYHOLLMM
coobueHneM B daine XypHanMpoBaHUs, €Cnun JoKanbHoe
BpeEMS OTNIMYaAETCA OT pearnbHOro BpemMeHu Gonee, 4Yem Ha
1000 c. [JaHHbIN napaMeTp NO3BOMSET yCTaHaBNMBaTbL BPeEMS
6e3 Kakmx-nmbo orpaHMYeHNn, 0AHAKO, 3TO MOXET ObITb cae-
naHo TonbKO oamH pas. Ecnu nopor 6ygeT npesbilleH u nocrne
3TOW onepaumm, AeMOH ntpd OyaeT 3aBeplLUeH C COOTBETCTBY-
IoWmm coobleHnem B dhann XypHana. OToT napameTp MOXET
NCNonb30oBaThCs C NapameTpaMmn —-q u -x

OUPEKTOPHUS

[MoMeHsTb KOPHEBOW KaTanor Ha KaTtanor, ykasaHHbIN B KOMaH-
ne. [aHHbIn napameTp nogpasymeBaeT, YTO cepBep MbiTaeTcs
npu 3anycke NOHM3NTb NPUBUNETNN Cyneprnornb3oBaTens, UHa-
Ye MOryT BO3HMKHYTb HEKOTOpPbIE NpobremMbl ¢ 6€30MacHOCThIO.
39710 Bo3MOxHO, ecnn OC nopaepxvBaeT paboTty cepepa 6e3
NOMHLIX NPUBUNEINMN root

keyfile

YkasaTb UMs 1 NyTb K hanny CUMMETPUYHOTO Krtova. 3HavyeHne
no ymonyaHuio /etc/ntp. keys. 3TOT napaMmeTp aHanoru4eH
KomaHae keyfile B dpanne /etc/ntp.conf

nyTh_H_uMA_Janna

YKkasaTb nMma 1 nyTb K panny rnormdeckoro xypHana. o ymon-
YaHWIO0 NCMNOMb3yeTCs CUCTEMHBIN (hann NIOrM4YecKoro xxypHana.
[aHHbIN napameTp akBMBaneHTeH komaHae logfile B KOH(pU-
rypaunoHHom danrne /etc/ntp.conft

He npocnywmneatb BupTyanbHble IP-agpeca. Mo ymonyaHuio

-k npocnyLumBaroTea

m PaspelunTb KMMEHTY CUHXPOHM3NPOBATL MEXCETEBLIE CEpBEpa
IP Bepcun 4 ¢ rpynnoBbIM agpecom 224.0.1.1

-n He ncnonb3oBaTb CUCTEMHbLIN BbI30B fork

-N 3anyckatb ntpd ¢ MakCcMMarnbHbIM MPUOPUTETOM

p ®ann_mpoiliecca

Ykazatb umMa 1 nyTb K dpanny, xpaHswemy naeHTudukarop
npouecca ntpd B cucteme. [laHHbIM napameTp SKBMBaNEHTEH
KomaHae pidfile B KOH(pUrypaumoHHOM daine

-P

[IPUOPUTET

YkasaTb NpvopUTET 3aryckaeMoro cepBepHOro npouecca
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OkoHyaHue mabnuuei 26

MNapameTp OnucaHue

3aBepLmnTb NpoLecc ntpd cpasy nocre CUHXPOHM3aLMKn Bpe-
MEHM

-r 3aJepXKa_paclpoCTpaHeHUsa_ | Bepa KNMeHTy. [JaHHbI napaMeTp HeobOXOAMM TONbKO eCnu
BemaTesILHOrO_IakeTa 3agepkka He MOXET ObITb Bbl4MCNEHA aBTOMATUYECKN NPOTO-

3apepKka pacnpocTpaHeHusl BellaTenbHOro nakera oT cep-

kornom NTP

-S OUPEeKTOpHUs

YkasaTtb NyTb K Katanory ¢ dannamu, cosgaBaemMbiMyU KOMaH-
Oon noacyeTa cTaTUCTUKM

-U mosb3OBaTesNb [ :rpynmnalj npouecc. [laHHbIN napameTp BO3MOXeH Torbko B OC, B KOTOpOW

Ykasatb nonb3oBartens (rpynny), OT Ybero UMeHu 3anycKkaeTcs

npouecc ntpd MoXeT ObITb 3anyLleH 6e3 npae root

3anycTuTb npouecc B 06bIYHOM pexunme. JlokanbHoe CUCTEM-
HOE BpPeMsi KOPPEKTMPYETCSI NPOLIECCOM TOMbKO €CNN «OLIMBKa»

-x COCTaBNsEeT MeHee, YeM YCTaHOBMEHHAs BenmymnHa nopora (no
ymonyaHuto — 128 mc). [laHHbI napaMeTp yCTaHaBNMBaET Be-
nunyuHy nopora B 600 ¢

5.7.4.2. ntpq
KomaHaa ntpg umeet crneayrowmn CUHTaKCUC:
ntpg [-ip] [-c xomanma] [xocT] [...]

KomaHaa ntpg ncnomnb3ayercs Ans MOHUTOPWUHra AeATenbHOCTU AeMoHa ntpd U onpe-

OeneHnda npon3BoanTesibHOCTA. MoxeT 6bITb 3anyuweHa Kak B UHTEPAaKTUBHOM peXnme, Tak 1

C MCMonb3oBaHWEM ONUMA KOMaHOHOM CTPOKWU. OHa moxeT nosiydartb M BbIBOOUTb HA TepMu-

Hall CrMNCOK cepBepoB TOro >Xe ypoOBHA CUHXPOHU3aLnnN B 0ObI4YHOM cbopmaTe, 3anpawinBasa Bce

cepsepa.

MapameTpbl KOMaHAHON CTPOKW NpuBeAeHbl B Tabnuue 27]

Tabnuuya 27

MapameTp

OnucaHne

-4

dopcrpoBaHne paspeLleHns JOMEHHbIX UMEH B MPOCTPAHCTBO MMeH npoTokona IP Bepcuun 4

-6 VMcnonb3oBaHue NpocTpaHCcTBa MMeH npoTokona IP Bepcun 6

-d OTnagoyHbIn pexnm

-i dopcupoBaHne MHTEPAKTUBHOMO pexuma. KomaHabl NpUHMMAaloTCa Co CTaHO4apTHOro BbIxo4a
-p BbiBOA BCeX M3BECTHbIX COCEQHUX CEPBEPOB

UHTe PaKTUBHble KOMaHAbI

MHTepaKTMBHaFI KOMaHga COCTOUT N3 KOMaHOHOro CnoBa U criegyrumnx 3a HUM aprymeH-

TOB (BO3MOXHO mcnonb3oBaHue ot 0 4o 4 aprymeHTOB). BbiBog pesynbrarta BbiNonHeHUs KomaHapbl

HanpaBriseTcs Ha cTaH4apTHbIN BbIBOA (stdout). pyrumun crnoBamun, MOXHO nepeHanpaensaTb
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BbIBOA, KOMaHAbI B (haiin, Ucnonb3ys «> ums_daitna». CNMCOK MHTEPAKTUBHBIX KOMaHA NpuBeaeH
B Tabnuue [28|

Tabnuuya 28
KomaHpa Onucanue
? [xomaHOHOE CJIOBO] Ecnun 3agana onuus ?, Ha TepmuHan 6yget BblgaHa nHdopmMaums
helpl [xoMaHOHOE CIJIOBO] 0 BO3MOXXHOM MCMOSb30BaHUN OaHHOW KOMaHAbI
[aHHble, nepenaBaemsle npoTtokosiom NTP, cogepXaT psa cyL-
addvars ums_IepeMeHHOH HOCTEN BUAa uMsi_nepeMeHHOM=3Hauenue. KOMaHga ntpg noa-
[ = sHauenue] [...] rmvars | AepXUBAET BHYTPEHHUN CMINCOK, B KOTOPOM AaHHbIE BCTPaMBatoTCH
UMsI_IIepeMeHHON [...] B KOHTpOIbHble coobuleHnsi. Komanga addvars gobaensieT ne-
clearvars peMeHHble B CMUCOK, rmvars yaandeT nepeMeHHble U3 Crmcka,
clearvars NOSIHOCTbLIO OYULLI@ET CMMUCOK
cooked MNo3BonsieT npeobpasoBaTtb BbIBOA NEPEMEHHBLIX U UX 3HAYEHUS B
yaoOHbIN Ans nonb3oBaTtens B
debug more | less | off [Mo3BoNAET BKOYNTL/BLIKMOYNTL BHYTPEHHIOK KOMaH4y 3anpocoB

YKasblBaeT BpeMeHHbIN MHTepBan Ans gobaBneHnss K BpEMEHHON
OTMeTKe (timestamp), KOTOpas BKMOYAETCS B 3anpockl, Tpeby-
owure ayTeHTudmnkaumm. to Ncnonb3yeTcsl Afsi BO3MOXHOCTHU
nepekoHdUrypaummn cepeepa

delay MUIITIMCEKYHIOH

YcTaHaBnuBaeT UMsi XOCTa, K KOTOpoMy ByayT OTCbInaTbes nocrne-

host uma xocra
- aywLine 3arnpochbl

Ecnu ykasbiBaeTcs yes, JOMEHHbIE MMEHa XOCTOB BbIBOOATCH Ha
hostnames [yes | no] TepmuHan. MiHaye BbIBOAATCSA Ha TepMUHAN YUCNEeHHbIE agpeca.
3HayeHne No yMonyaHuo yes

MNosBonsieT yKa3aTb HOMep KInk4a Aanda ncnorb3oBaHnA ero B 3a-

kevid upgenTuduxraToOp KINOUa
Y A ? P_ npocax, TpebyoLwmx ayTeHTUdmKaLmo

YcTtaHasnmeaeT Homep Bepcun NTP. o ymonyaHuio ncnonbayeTtcs

ntpversion 1 | 2 | 3 | 4
npoToKon Bepcun 6

3anpawumBaeT naposb, KOTopbIN OyAeT MCNOoMNb30BaTbLCS B 3anpo-

passwd
cax, TpebywLwmnx ayTeHTUdnKaumnm
quit Bbixof 13 MHTEPaKTMBHOMO pexuma ntpgq
raw 3acTaBnsieT BbIBOAUTL pe3ynbTaThbl 3anpocoB KOMaHAbl, Kak 0yaTo

OHU NpuULlnn oT yaarneHHoro cepesepa

YcTaHaBnMBaeT BpeMEHHOW UHTEpBan 3anpocoB cepBepam. 3Ha-

timeout MMIINIMCEKYHOH
YA YyeHue no ymonyanuo 5000 mc

KomaHAbl KOHTPOMbHbLIX COOOLEeHNN

Kaxxpasa accoumaums, nssectHas NTP-cepBepy, nmeet nnyHbin 16-6MTHLIN LienoYmcnex-
HbIN naeHTudukatop. Accounaums ¢ naeHtTudgpukatopom 0 urpaet ocobyto pornb — onpegensier
CUCTEMHbIE NMEPEMEHHbIE, YbW UMEHA feXaT BHE NOKanbHOro NpocTpaHcTBa UMeH. KomaHabl

KOHTPOSbHbIX COODLLEeHNI NpuBeaAeHbl B Tabnuue [29
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Taobnuuya 29

Komanpa OnucaHwune

Mony4yeHre 1 BbIBOA CNvcka MOEHTU(MKATOPOB accoLmaLmnii 1
associations TEKyLLee COCTOsIHNE coceaHnx cepBepoB. CNUCOK BbIBOAUTCS
B BUAE KOMOHOK

3anpoc Ha NnepeMeHHble cepBepHbIX YacoB. Ha gaHHbI 3anpoc
OTBEYaloT CepBepbl, UMEILLME BHELLUHNE UCTOYHUKA CUHXPOHU-
3aUMn BPEMEHM

cv [assocID] [variable name
[ = value [...] 1[...]

I'IonyqaeT N BbIBOONUT CIMNCOK I/I}J,eHTMd)I/IKaTODOB accounaumm n

lassociations
coceHNX CepBepPOB (peer), C KOTOPbIMU ObGLLIAETCS cepBep
L BbiBOOMT cBeAeHMsA O BCeX accoumaumax U3 KaLWnMpoBaHHOMO
lpassociations
cnucka
peers MonyyeHne TeKyLero cnmcka coceaHux cepBepoB (peer)

5.7.4.3. ntpdate

KomaHga ntpdate uMeeT criegyroLnMm CUHTaAKCUC:
ntpdate [ -napameTpri]

KomaHga ntpdate ycTaHaBnuBaeT nokarnbHoe cuctemHoe Bpemd, ncnonbadysa NTP. Jomnx-
Ha ObITb 3anyLieHa ¢ npaBamu root. Bo3aMoxeH 3anyck Kak n3 KOMaHAHOW CTPOKU (BPYYHYHO),
Tak 1 U3 CTapTOBOro CKpuUnTa, BbinonHaemoro npu 3arpyske OC. ECTb BO3MOXXHOCTb BbINOSHEHUS
ntpdate U3 cueHapusa AemMoHa cron.

[aHHas komaHaa 3aBepllaeTcs, ecnm obHapyXMBaeTCs, YTO Ha TOM Xe XOCTe 3anyLuleH
cepBep ntpd.

MapameTpbl KOMaHAHOM CTPOKW NpuBeaeHbl B Tabnuue [30]

Taobnuuya 30
MapameTp Onwncanune

4 dopcrpoBaHue paspelleHns AOMEHHbIX UMEH B MPOCTPaHCTBO MMEH Mpo-
Tokona IP Bepcun 4

-6 VMcnonb3oBaHWe nNpocTpaHcTBa MMeH npoTtokona IP Bepcun 6

—a xomou PaspelueHne ayteHTUDMKALMM 1 yKa3aHWe Knoya aAng ncnons3osaHus. o
YMON4YaHuIo ayTeHTUdUKaumnsa oTknyeHa

-d OTnagoyHbIf pexmnm

-gq Tonbko 3anpoc. Hukaknx naMeHeHun nokanbHbIX YacoB He NPOU3BOAMUTCS

-t BpeMs_B_cekyHOax | YCTaHOBKA MaKCMMaribHOMo BPEMEHW OXWOAHUSA OTBETa cepBepa

5.7.4.4. ntptrace
KomaHga ntptrace MMeeT cnegyowmi CUHTaKCUC:

ntptrace [ -vdn ] [ -r retries ] [ -t timeout ] [ server ]
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[Mporpamma ntptrace onpegensert, rae cepsepa NTP nonyyatoT Bpems, n npoxoauT no
Lenoyke cepBepoB 40 UCTOYHMKA TOYHOTO BPEMEHM.

Ecnu Ha Bxoa KOMaHge He NOoCTynaeT HUKaKMxX apryMeHToB, TO Ha4yanom novcka éyget
nokKarsibHbIN XOCT.

MapameTpbl KOMaHAHON CTPOKW NpuBeaeHbl B Tabnuue [31]

Tabnuuya 31
MapameTp OnucaHue
-d OTnagoyHbIV pexnv
n B pesynbratax 3anpoca BMECTO JOMEHHbIX MMEH XOCTOB BblAarTCA UX

IP-agpeca. JaHHbIn napameTp yaobeH, korga B cetn otcytcTByeT DNS

-r retries YcTaHOBKa KonmMyecTBa NonbITOK nepegayun. 3Ha4yeHne no ymosndaHuio 5
YcTaHOBKa BPEMEHHOW 3a4epXXKM Nepeaayn AaHHbIX B cekyHaax. 3Hadve-

-t BpeMeHHas_3ajepxka
HWe No ymornyaHuio 2

-v Bblgaya MHorocnoBHom uHdopmMauum o NTP-cepeepax

5.7.4.5. fly-admin-ntp
B coctas OC BxoauT rpadunyeckas ytunmta £ly-admin-ntp, KOTOpasa No3BoOSISET aj-
MUHUCTPATOPy Npom3BecTn BoNbLUIMHCTBO HacTpoek cuctembl NTP B rpadunyeckom pexnme

(CM. 9NEeKTPOHHYIO CrpaBKy).
5.8. CeTeBas 3awmueHHana annoBas cuctema

5.8.1. HasHa4yeHne n BO3MOXHOCTHU

[ns opraHnsaumn 3alunLLeHHbIX hannoBbiX CEpBEPOB MNpeaHasHadYeHa ceTeBas 3aum-
weHHas PC (C3PC), B ocHoBy koTopon nonoxeHa CIFS, paboTatowas no npotokony SMB/CIFS.
MpoTtokon C3®C coaepxuT B cebe coobLueHns, KoTopble nepeaatroT MHPopMaLUno 0 CTaHAAPTHbIX
N paclUMpeHHbIX aTpubyTtax (aTpmbyTtax 6e3onacHoOCTM), a Takke coobuieHna ans nepegayu
MaHOaTHOM MeTKM cyObekTa JocTyna.

YcnoBrnem KOppeKTHOro pyHkumMoHmpoBaHma C3PC aBnsieTca ncnonb3oBaHMe MexaHn3ma
EIM, obecneunsatowee B pamkax gaHHon JIBC ogHO3Ha4yHOE COOTBETCTBME MEXAY OMMYECKUM
UMeHeM Nonb3oBaTens N ero aeHTUMKaTopom (a Takke MMEeHeM rpynnbl U ee MaeHTUUKaTo-
pOM) Ha Bcex KoMmnbloTepax (paboumnmx cTaHUmMAX U cepBepax), Ha KOTOPbIX AaHHbIN NONb30oBaTesb
MoXeT paboTtaTtb. [Insa koppekTHon pabotbl C3PC Heobxoanma cnHxpoHusaumsa UID/GID B cu-
cTeMax KnueHTa 1 cepBepa, T. K. MHopmaunsa 0 nonb3oBaTensx 1 rpynnax nepegaercs B CETb B
YUCIEHHbIX 3HAYEHUSX.

C3dC coctouT n3 cepsepa n knneHta. Cepeep npencraBnseTr cobon pacluMpPEHHbIN
cepBep Samba v BbINOMHAET cnegyowme 3agaqu:

1) ynpaBrneHve pasgensieMbiMu pecypcamu;
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2) KOHTpONb AOCTyNa K pasgendembiM pecypcam. [Mpy nogknoyeHnn KnueHTa cepeep

yCTaHaBNuBaeT MaHAATHYIO METKY npoLlecca, ob6CnyXmBaroLwero 3anpochkl KNMeHTa, B

COOTBETCTBMM C MaHOATHOW METKOW 3TOro KnmeHTa. OTumM obecneymBaeTcs MaH4aTHbIN

KOHTPOMb JOCTYNa K pasgensemMblM hansiam Ha CTOpOHe cepsepa.

KnneHT npegcraensiet cobon ceteByto PC B cocTaBe cMCTeEMbl ynpaBneHuss darnnamm
saapa OC n peanusyeT uHtepenc mexay suptyansHon ®C sapa n cepsepom C3PC. KnneHT
C3dC BbInonHsaeT cnegyowme 3agadn:

1) oToGpaxeHune kaTanoros u annoB CMOHTUPOBAHHOIO CETEBOrO pecypca;

2) nepepadva Ha cepBep AOMNOMHUTENBHOM MHPOPMaLMN O KIacCUPUKaLMOHHON METKe

nonb3oBaTens (npouecca), paboTatoLwero ¢ pasgensemMbiM pecypcom.

C Toukm 3peHuns nonb3oBatend, C3PC BbIrmaauT kak ctaHgapTHaa OC, nogaepxnsa-
towas Bce mexaHuambl 3awmtel OC 1 nossonstowan padorate ¢ yganeHHon ®C ¢ nomoLbto
CTaHOapTHbIX KOMaHA,.

C3dC npepoctaBnseT crneaytowme 6a3oBble BO3MOXHOCTH:

- pasgeneHne ®C OC «Astra Linux Special Edition» OC tnna Windows 1 Hao6opoT;

- COBMECTHOE MCMOoNb30BaHME NPUHTEPOB, noakntodeHHbIX kK OC «Astra Linux Special

Edition», OC tvna Windows 1 Hao6opoT.

5.8.2. CocTaB

C3®C cocTOMT M3 HECKOSTbKMX KOMMOHEHTOB:

- smbd — cepBucHasa cnyxba, kotopast obecneumsaeT paboTy cnyxbbl ne4atn n pas-

peneHna dannos ansa knmentos Tuna OC Windows. KoHdurypaumoHHble napameTpsl

CEpPBUCHON CNyX0bl smbd onuckiBaoTCA B dpanne smb. conf;

- nmbd — cepBucHas cnyxba, kotopasi obecneumBaet paboty cnyxbbl umeH NetBIOS, a

Takke MOXET UCNOoNb30BaTbCA ANSA 3anpoca ApYrnx CEPBUCHBIX CIYX0 MMEH;

- smbclient — cepBucHasg cnyxba, koTopas peanuayeT KIMEHT, UCNOoNb3yeMbl ANns

AOCTyna K ApyrMMm cepBepam U Ans nevaTtu Ha NpuHTepax, NOAKMOYEHHbIX K cepBepam;

- testparm — KOMaHga, no3BongawLWas nNPoTecTupoBaTb KOHUIypaunoHHbIA ann

smb.conf;

- smbstatus — KOMaHAa, coobuiatoLLas, KTo B HacTosiLee BpeMsi Nonb3yeTcs cepsepom

smbd.

B coctaB OC BxoauT rpacunyeckas ytunurta £ly-admin-samba, KOTOpas ycTaHaBnvBa-
eTcs Npu yCTaHoBKe smbd M NO3BOMAET HACTPOUTb MOSb30BaTENbCKMI A0CTYN K pecypcam C3PC

(CM. 3NEKTPOHHYIO CrpaBKy).

5.8.3. Hactpouka

C3dC ycraHaBnuaetca B npouecce yctaHoBkm OC.
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Hactporika C3PC B OC ocyLiecTBnseTcss NOCPEACTBOM HAaCTPOMKN NapameTpPOB MaBHOIO
KOH(purypaumoHHoro canna.

[MaBHbIN KOHUrypaunoHHbIN bann HasbiBaeTcs smb.conf M Haxo4AUTCA B Kartarnore
/etc/samba.

®ann smb.conf COCTOUT U3 UMEHOBAHHbIX Pa3ferioB, HAYMHAKLWUXCH C UMEeHW pasaerna
B KBagpaTHbIX ckobkax, Hanpumep, [global]. BHyTpu Kaxgoro pasgena HaxoguTtcsa psag na-
pamMeTpoB B BuAae key = value. ®ann KOHMUrypaumm cogepxuT Tpu cneumanbHbiX pasgena:
[global], [homes] U [printers], — U HECKOIbKO MOMb30BAaTENbCKUX pa3aeros.

B pasgene [global] onucaHbl napameTpsbl, ynpaBnawowme cepsepom smb B LIEroM, a

TaKXe HaxoaAaATCA 3Ha4YeHUd napamMmeTpoB Nno ymornydaHuio anda apyrux pasgenos.

Mpumepbl:

1. ®parmMeHT KoOHGUrypaumMoHHoro danna, onpeaensiowmi pabouyto rpynny WORKGR1, K
KOTOPOW OTHOCUTCS KOMMbIOTEP, a Takke ONUCbIBaOLWUKA CaMy CUCTEMY.

[globall;

;workgroup = NT-Domain-Name unu Workgroup-Name

workgroup = WORKGR1

;comment skBuBaiieHTeH noiynmo onucaHusi NT (Description field)

comment = CepBep C32C

2. ®parmMeHT KoOHGUrypaumoHHoro carna, onncbiBatoLmMin TUN CUCTEMbI NevaTn, A0CTyn-
HOW Ha cepBepe agMWHUCTpaATOopa, a Takke MeCTOHaxoXAeHue KOHMUrypauMoHHOro
hanna npuHTepa. lNocrnegHasa cTpoka roBOpUT O TOM, YTO BCE NPUHTEPDLI, onpeaeneHHbIe
B (panne printcap, OOMKHbI BbITb JOCTYMNHLI B CETU.

;printing = BSD wumnm SYSV wmnu AlX (m T.4.)

printing = bsd

printcap name /etc/printcap

load printers yes
3. ®parmMeHT KoHGUrypaumoHHoro thanna, onpegenstowmin NoaaepX KKy cepBepom rocre-
BOro Bxoga. Criegytowme asa napameTpa onpeaenstor paboTy ¢ XXypHanbHbIMU dannamu.
MapameTp m coobuaet cnyxbe Samba, 4TO AN KaXXAOro KnNneHTa BegeTcs CBOW hawnn,
a rnocnegHAsa CTpoka roBopuT O TOM, YTO MakCUMarbHbIM pasMep CO34aBaeMoro XypHarsb-
Horo dpanna — 50 Kb.

;PacxomeHTprﬁTe 3TO IIoJie, €CJIM BaM HYXKEH rOCTEBOM BXOoLO

;guest = pcguest

log file = /var/log/samba-log.%m

max log size = 50

Pasgen [homes] no3BonsieT NoAKNYaTbCs K paboynm katanoram nonb3oearenen 6es3 mx
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sIBHOro onucaHus. Mpu 3anpoce KNMEHTOM onpeaerieHHoN cny»obl ULLETCS COOTBETCTBYHOLLEE el
onucaHue B daiine u, ecnm TakoBOro HET, TpocMaTpuBaeTcs pasfen [homes]. Ecnu aToT pasgen
CyLLeCTBYET, MpocMaTpuBaeTcst doain naponen Ans nomcka paboyero katanora nonb3oBarens,
CAenaBLUero 3anpoc, v, Hanas ero, OH CTaHOBUTCS AOCTYMHbLIM MO CETW.

MapameTp comment BbIBOAMTCSA ANS KNMEHTa MpW 3anpoce O AOCTYMHbIX pecypcax;
napameTp browseable onpeaensieT, Kak BbIBOAUTb PeCYpC B cnvcke npocmotpa. Mapametp
read only onpenensieT, MOXeT N Mnorfb3oBaTeNlb co3aaBaTb U U3MEHATb (halinbl B CBOEM
paboyeM kaTarnore npv nogknodeHun no cetu. MNMapameTp create mask onpepensieT npaea

AOCTyMa And BHOBb CO34aBaeMbIX cba|7|nos B pa60qu KaTtarore nosjib3oBarternA.

Mpumep
[homes]
comment = Home Directories
browseable = no
case sensitive = yes
read only = yes
create mask = 0700
directory mask = 0700

ea support = yes

B paspene [printers] onucaHbl napameTpbl ynpaBneHns neyaTbio Npu OTCYTCTBUMU
MHOTO SIBHOrO onucaHus. icnonb3yeTca Ans npeaocTaBneHns JocTyna K NpuHTepam, onpege-
neHHbIM B dpanne /etc/ (AaHHast BO3MOXHOCTb B OC 3abrokMpoBaHa no ymondaHuo, Anga 4ero
3aKOMMEHTUPOBaHbI BCe CTPOKM pasfdena [printers]).

[MapameTpbl comment, browseable, create mode aHanornM4Hbl NapameTpam pasgena
[homes]. NapameTp path onpegensetT mectoHaxoxaeHwe danna cnynepa npu nevyaTn Yyepes
SMB. lNapameTp printable onpegensert, MOXET N NCNOMb30BaTbLCA AaHHbIN Pecypc AN nevaTtw,

napameTp guest ok — MOXET N1 BOCMNOMb30BaTbLCSA NPMHTEPOM FOCTEBOW MOMb30BaTEb.

Mpumep
[printers]
; comment = All Printers
; browseable = no
; path = /var/spool/samba
; printable = no
; guest ok = no
; read only = yes

; create mask = 0700

Mocne HaCTpOIZKM napamMmeTpoB cepBepa No yMON4aHMIO MOXXHO CcOo3aaTh pasaendemMble Ka-
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Tanoru, 4oCTyn K KOTOpPbIM MOTYT Nnosy4aTb onpeaerieHHble Nosib30BaTenu, rpynbl Nonb3oBaTenen

NI BCE Nosib3oBaTesin.

Mpumep

CosgaHue pasgendemMoro katanora ¢ 40CTYNOM TOMbKO Af1s1 OAHOro nonb3osartens. [Ans
3TOro Heobxoanmo co3aaTtb OTAeNbHbIV pasaen danna smb . conf M 3anMofHUTL €ero HeobxoaMmomn
nHdopMaumen (06bIYHO 3TO NONb3oBaTeSb, KaTanor U KOHUrypaumoHHas nHopmauns)
[Userl]
comment = Userl’ s remote source code directory
path = /usr/local/src
valid users = victor
browseable = yes
public = no
writeable = yes
create mode = 0700
B naHHOM pasgene cosgaetcs pasgensieMblin katanor ¢ umeHem Userl. Ha nokanbHOM cepeepe
ero nytb — /usr/local/src, browseable = yes, NO3TOMYy pecypc byaeT BUgeH B cnnckax
pPecypcoB CeTU, HO T.K. public = no, NOMAYyYUTb OOCTYN K HEMY CMOXET TOMbKO MOMb30Ba-
Tenb victor. lNpegoctaBuTb JOCTYN APYrMM Nosfib3oBaTesiiM MOXHO, MOMECTUB MUX B 3anucb

valid users.

lMocne co3gaHus KOHUrypaunMoHHOro anna HeobxoanmMo NpoTeCTUPOBATL €ro KOPPEKT-
HOCTb NMpPX NOMOLLM KOMaHAbl testparm, KOTOpas NpoBepsieT Hanuyue B hanne /etc/smb.conf
BHYTPEHHUX NPOTMBOPEYNIA N HECOOTBETCTBUN.
MpnmevaHune. NpumeHeHne testparm He JaeT rapaHTUK, YTO BCE CEPBUCHI N pecyp-
Cbl, OMNCaHHbIE B KOHGUrypauumn, 4OCTYMHbI 1 ByayT KOPPEKTHO paboTaTsb.
KomaHga testparm nmeeT cnegyowmn CUHTaKCUC:
testparm [configfile [hostname hostip]]
MapameTp configfile onpegenser MeCcTONoONoOXeHne KOHJUrypaumoHHoro danna
(ecnn 310 He (pann /etc/smb.conf). NapameTp hostname hostip ykasblBaeT KOMaHae
testparm NpoBepuTb SOCTYMN K CepBUCaM CO CTOPOHbLI y3na, onpeaensieMoro napaMmeTpoMm.
Ecnun ownbku He ByayT obHapyXeHbl, Ha 3KpaHe NoOABUTCA NPUMEPHO crieayrollee coob-
LeHne (B criydae obHapyxeHus ownbok o HUX ByaeT npegocTaBneHa nosHas MHpopmaums):
it testparm
Load smb config files from /etc/smb.conf
Processing section "[homes]"
Processing section "[printers]"
Loaded services file OK.

Press enter to see a dump of your service definitions
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Mpun HaxaTun <Enter> testparm nNpoTecTupyeT Kaxabl pasgen, onpeferieHHbIn B

KOH(pUrypaumoHHom damne.

5.8.4. 3anyck cepBepa

CepBep COCTOUT U3 OBYX CEPBUCHBIX KOMaHL — smbd M nmbd. smbd obecneymBaeT
paboTty cnyx6bl pasgeneHns annoB 1 NpMHTEPOB, a nmbd nogaepxmsaeT nmeHa NetBIOS.

CepBep 3anyckaetca nMbo 13 MHMUNanmM3npyoLwmx cueHapmes, Nnnbo n3 inetd B kKaye-
CTBE CUCTEMHOrO cepBuca.

Ecnu cepBep 3anyckaetcsa U3 cLueHapues nHMumanmsaunm, To MOXXHO BOCMOSb30BaThCA
ANs 3anycka U 0OCTaHOBKM paboTbl cepBepa creayrowen KoMaHaom:
systemctl {start|stop} smbd

Hoctyn nonb3oBatenenn OC K pecypcam cepBepa OCYLLECTBSAETCA C MOMOLLbO MOH-
TpoBaHus C3PC. [pyron BO3MOXHOCTbIO SBIISIETCA MCMNOSIb30BaHWE rpaduyeckon yTUnuThbl
fly-admin-samba (CM. SMEKTPOHHYHO CMPaBKy).

Onumn KkoMaHOHOM CTPOKM smbclient NO3BONANT caenaTb 3anpoc O pasgensemMbix
pecypcax unm nepeHectu daunnsol.

Hanpumep, onsa 3anpoca cnmucka [OOCTYMHbIX PEeCcypcoB Ha yAareHHOM cepBepe
win.netwhart.com ncnonb3yerca KoMaHaHasa CTpoka:
smbclient -L -I win.netwhart.com

30ecb napameTp -L yKasblBaeT, YTo TpebyeTcsa BbIBECTU CMMCOK pasfensiemMbiX pecypcos,
a napameTp -I — YTO yKasaHHOe Aarnee ums cregyeTr paccmaTtpuBaTb kak mmst DNS, a He
NetBIOS.

[nsa nepecbinkn gana Heobxoanmo cHadana Nnoakni4YnTLCH K CepBepY C UCMOMb30BaHK-
€M KOMaHAbl:
smbclient ’/\\WORKGR1\PUBLIC’ -I win.netwhart.com -U tackett

MapameTp \\WORKGR1\ PUBLIC onpegensieT yaaneHHbl CepBuUC Ha APYroM KoMnbroTepe
(06bI14HO 31O KaTanor ®C unu npuHTep). MapameTp —U NO3BONSET ONpeaennTb UMSA NoNb3oBaTens
ANS NOAKIMI0YEHMS K pecypcy (npu 3ToM, ecniv Heobxogumo, C3PC 3anpocuT COOTBETCTBYHOLLMIA
napons). [Nocne noaknto4eHnst NOSIBUTCH NpuUrnalleHue:
Smb: \
roe \ — Tekywmn pabovmin Katanor.

B aTOM KOMaHAHOM CTPOKE MOXHO yKasaTb KOMaHAbl Ans nepegayun dannos n pabotsl ¢

HUMK (CM. pyKOBOACTBO man).
5.9. CpeacTBo co3fgaHMA 3alMLLEeHHbIX KaHarnoB

[na cosgaHus 3aluLIEHHbIX KaHanoB Tuna Tovka-Touka mnu CepBep-KNMeHT mMexay
KOMMNbOTEPAMU CETU NUCNOJIb3YETCA cBoboaHas peann3auna TeXxHonormm BVIpTyaJ'IbHOIZ YacTHOW

cetn (VPN) c oTkpbITbiM ncxogHbiM kogoMm OpenVPN. [laHHas TexHonornsa no3BonsieT ycTaHaB-
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nuBaTb COEOVHEHNA MeXay KoMmmnbloTepamm, Haxogawmmmuca 3a NAT 1 ceTeBbIM 3KpaHOM, 6e3
HeobXoOMMOCTN U3MEHEHNSA UX HACTPOEK.
[Onsa obecnevyeHuns 6e3onacHOCTN ynpasnsoLwWwero kaHana n notoka gaHHoelx OpenVPN

ncnonbadyet 6ubnmnoteky OpenSSL.

5.9.1. YcTtaHOBKa

YctaHoBka nporpammHoro npogykta OpenVPN BbinonHaeTrca nnbo n3 rpadnyeckoro
MeHeKepa naketoB Synaptic, nnbo n3 TepmuHana.

Ons yctaHoBkn OpenVPN 13 TepmuHana Heobxoamumo:

1) Ha komnblOTEpPE, NPpeaHa3HayeHHOM Ha porb cepBepa OpenVPN, n Ha KIMEHTCKMX

KOMNbIOTEPaxX YCTAaHOBUTL MAKeT openvpn:

apt-get install openvpn

2) Ha KomnbloTepe, NpeaHasHa4YeHHOM Ha porib cepBepa, ANs ynpaBrneHns CepBUCOM

openvpn YCTaHOBUTb rpaduydeckyto ytmnuty fly-admin-openvpn-server UMM uH-

CTPYMEHT KOMaHAHOW CTPOKU astra-openvpn-server, BbINOMIHUB COOTBETCTBYIOLLYIO

KOMaHAy:

apt-get install fly-admin-openvpn-server

apt-get install astra-openvpn-server

MpumedaHwue. [Npu ycTaHoBKE rpaddnU4ecKon yTUNUTbI aBToMaTnyeckn dyaeT ycTtaHoB-

NeH WHCTPYMEHT KOMaHOHOM CTPOKN astra-openvpn-server;

3) Ha KNMEHTCKMX KOMNbITepax YCTAaHOBUTb rpadouyeckyto YTUNuTy Ans ynpasreHus

ceTeBbIMW NOAKNHYEHUAMN network-manager—-openvpn:

apt-get install network-manager-openvpn network-manager-openvpn-gno

5.9.2. UHCTPYMEHT KOMaHQHOW CTPOKU
5.9.2.1. NapameTpbl MHCTPYMEHTa KOMaHAHOMU CTPOKMU
KomaHabl, ncnonb3yemble C WHCTPYMEHTOM KOMaHgHOM CTPOKM

astra-openvpn-server, NpuBeaeHsl B Tabnuue [32]

Tabnuuya 32
MapameTp Onucanue
MHdpopMaLnMoHHbIE KOMaHabI

-h, --help BbiBOA crnipaBku

-v, —-—-version BbiBOg Bepcumn

—--show-ciphers BbiBOA cnvcka nogaep>KmBaeMblx Krioyen

YnpaeneHue BbIBOAOM

-s He BbiBOOMTL coobLWEeHNS 1 NpeaynpexaeHnsi. MoxeT ObITb yKa-
3aHa B nbdom mecte. OTMEHSIET BbIBOA KOMMEHTapMEB O Xoae
BbIMONTHEHNSA, NPeaynpeXaeHnii, coobLleHnn 06 owmnbkax
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MapameTp

OnucaHwne

YnpagerneHue cepeepom

start

3anyctutb cepBuUC openvpn. [1py BbLINONHEHMM 3TOW KOMaH-
Obl 6e3 ykasaHusi OOMONHUTENbHbBIX NapaMeTpoB cepBUC Oy-
OEeT 3anyweH Co CTaHOapTHOM KOHdurypaumen unus danna
/etc/openvpn/server.conf. Ecnu dann koHdurypauuu,
KNioYm n ceptudukatbl cepBepa He CyLLEeCTBYIOT, TO OHW OyayT
co3faHbl ¢ napameTpamu nNo ymonyanuo. C gaHHoWM KomaHgom go-
NONHUTENBHO MOTYT ObITb 3a4aHbl NapameTpbl CepBepa, yKasaHbl
drannbl Ans ayTeHTuduKaumm n napameTpbl ayTeHTudumkaumm

stop

OctaHoBUTb cepBuc. Nocne BbINOMHEHNS AaHHOW KOMaHAbl ApY-
rme KomaHgbl He BbIMOJTHAKOTCSA

status

MpoBepuTb cepauc. MNocne BbINONHeHWs AaHHOW KOMaHAbl Apyrue
KOMaHAbl He BbINOMHAKTCS

rebuild-server-certs

OcTaHOBUTL CepBUC, yOanuTb BCe cepTudukaTbl cepeepa n Knu-
€HTOB, MOBTOPHO CreHepupoBaThb BCe cepTudmKaTbl cepeepa 1 3a-
nyctutb cepBep. meHa cannos ceptndukatoB cepepa bepyTca
13 ¢parna koHpurypaumm cepsepa. Ecnv dann koHpurypaumm
OTCYTCTBYET, TO OCTarbHble AENCTBUS HE BbINONHAKTCA. [locne
BbIMOSIHEHWNSI A@HHOW KOMaHAbl Apyrne KOMaHabl He BbIMOMHAKTCA

MapameTpbl cepBepa

server <IP-agpec> <macka>

IP-agpec n macka cosgaBaemon cet VPN (no ymonudanuto

IP=10.8.0.0 n MASK=255.255.255.0), Hanpumep:

astra-openvpn-server server "10.0.0.8
255.255.255.0"

port <nopT>

MopT (no ymonyaHuio 1194)

cipher <meTom>

MeToq 3awmTHOro nNpeobpasoBaHUA AaHHbIX (MO YyMOMYaHuIo
grasshopper-cbc). lNogaepxuBaroTca cnegyrolme MeToabl 3a-
LMTHOro Npeobpa3oBaHUs:

- grasshopper-cbc — anroput™ «KysHeunk» NOCT P 34.13-
2015;

- AES-256-GCM — pekoMeHAoBaH And npuMeHeHnsa B cuctemax
o0LLero HasHayYeHus;

- AES-256-CBC — OONyCTUM 115 IPUMEHEHMNS B cucTemax ob-
Lero HasHayeHus,;

- AES-128-CBC — Ucnornb3yeTcd Ansd COBMECTUMOCTU CO CTapbl-
MW cucTeMamMu, K NPUMEHEHUNIO He peKkoMeHayeTcs

Ykasza

Hue dhannos ons ayTeHTudukauum

cert <umsa_Qanma>.crt

dann ceptudumkara nonb3osaTtens

ca <ums_Pamnmna>.crt

dann ceptncmkaTa ygocToOBEPSIOLLENO LEHTPa

key <umsa_gamnmna>.key

JTNYHbIN KNtoY

dh <umsa_danmna>.pem

®ann Ondpdun-XennmaHa

tls—-auth <uma_damnna>. key

dann ayteHTnukaumm TLS




OkoHyaHue mabnuuei 32

120
PYCBE.10015-01 95 01-1

MapameTp

OnucaHne

MapameTpbl ayTeHTUdMKaLum

KEY_COUNTRY RU

HassaHue cTpaHbl

KEY_PROVINCE MO

HassaHune obnactu

KEY_CITY Moscow

HasBaHue ropoga

KEY_ORG none

HassaHue opraHunsaumm

KEY EMATL none

ALpec aneKTPOHHOW MOYThI

KEY_OU none

HassaHue nogpasaeneHuna opraHnsaunn

KEY_NAME noname

Mmsa nonb3oBartens

FeHepau,vm N OT3bIB KITHOMEN KINEHTOB

client <ums_xnueHTa>

CospaTb Knoun u CepTI/ICbI/IKaTbI AOnA YKa3aHHOro KrineHTa

revoke <umsa_kimeHTa>

OT03BaTb CepTUdUKAT YKa3aHHOIO KNMeHTa

[MapameTpbl MHANBUAYaNLHOW HACTPONKN cepaepa

get <mapameTp>

MNpounTtaTh 3HayeHMe napameTpa M3 danna KoHdgurypaumm
/etc/openvpn/server.conf. Ecnu cdann koHpurypaumm He
CYLLIECTBYET, TO OH OyAeT co3gaH ¢ napameTpaMy No YMOMYaAHUIO

del <napametTp>

YpanuTb 3HadeHue napameTpa w3 anna KoHdurypauum
/etc/openvpn/server.conf. Ecnu cann koHpurypaumm He
CyLLEeCTBYET, TO OH BydeT co3aaH ¢ napaMmeTpamm Nno yMOonyaHuto,
nocre 4Yero ykasaHHbln napameTpa byaet yaanéx

set <napameTp> <3HaueHUe>

3anucaTtb 3HadyeHWe napameTpa B ann  KoHdurypaumm
/etc/openvpn/server.conf. Ecnu dpann koHdurypauum He
CYLLECTBYET, TO OH OyaeT co3aaH ¢ napaMeTpamm Nno yMonyYaHuio,
nocre yero B ¢hann 6ygeTt 3anMcaHo ykazaHHOE 3Ha4yeHue

MpumeyvyaHns:

1. Ecnu B kOMaHAHOWM CTpOKe 3aaHbl MHPOPMALMOHHbBIE KOMaHAbl, TO OyAeT BbINOMHEHA

nepeas N3 HMUX. [lanbHenwee BbINOMHEHNE cueHapud 6y,qu npekpaweHo.

2. KomaHapbl ynpaslieHna cepBepom HeCoBMECTUMbI C KOMaHOaMu reHepaunn n oT3biBa

Knto4ven Ansa KIMEHTOB.

3. lMonHbIN CNUCOK NapaMeTpoB UHAMBMAOYANbHON HACTPOMKK cepBepa AOCTYMNEH B AOKY-

MeHTaunn Ha openvpn.

5.9.2.2. 3anyck cepBuca

[ns 3anycka cepBuca openvpn U3 TepMUHana BBECTM KOMaHAYy:

astra-openvpn-server start

Mpw 3anycke cepsBuca GyayT co3naHbl crieayowmne ctangapTHble dannbl U KaTanoru:

- (bann KoHduUrypaumm cepeuca openvpn:.

/etc/openvpn/server.conf

- NnokanbHbIN y,D,OCTOBepﬂFOU.LMVI LUEeHTP, pa3MeLlaeTcqa B KaTtariore:
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/etc/openvpn/openvpn-certificates

- cepTndmKaT OTKPLITOrO KIto4a YAOCTOBEPSIOLLErO LIEHTPA:

/etc/openvpn/keys/ca.crt

- cepTudmKaT OTKPbITOro Kro4a:

/etc/openvpn/keys/server.crt

- 3aKpbITbI KIOY cepBepa:

/etc/openvpn/keys/server.key

- hbann napameTtpoB dudpdu-XennmaHa ans asTopmsaumm norb3oBaTenen:

/etc/openvpn/keys/dh2048.pem

- hann gonosnHuTenbHon ayTeHTugunkauum TLS:

/etc/openvpn/keys/ta.key

- OOMOSTHUTENbLHO, NPY BbIMOSTHEHUM OT3biBa cepTUduKaTos, OyaeT co3gaH CTaH4aPTHbIN

dann cnucka oT3biBa cepTUdUKaTOB:

/etc/openvpn/keys/crl.pem

Takke npu nepBoM 3anycke cepBuca OyayT BbINOSHEHbI HACTPOWKN CETEBOIO hanpBos-
na v gpyrme Hactpourkn OC ans paboTbl openvpn Kak CTaHOApPTHOrO CUCTEMHOrO cepBuca ¢
aBTOMaTUYECKUM 3aMyCKOM NpW BKITHOYEHUN KOMMbIOTEpa.

3anyck KomaHabl astra-openvpn-server start C ykasaHuem ansnioB Ans ayTeHTU-
cukaumm (cm. Tabnuuy [32) nossonset npy cosgaHum aiina koHgurypauum 1 3anycke cepauca
openvpn 3aJaTb pacrorioXeHne paHee YyCTaHOBMNEHHbIX (pannos KIoyen u cepTudukaTos.

BHUMAHMUE! YTto6bl n3bexaTb 3anpoca napons npu aBToMaTuyeckoM 3anycke cepsuca

openvpn (annbl co3gaBatb 6€3 NpMMEHEHNs 3aLLNTHOIro NpeobpasoBaHuA.

Mpumep
3anyck cepBepa C ykazaHMeM paHee YCTaHOBMEHHbIX 0anroB KNYen n ceptndumnkaTon
sudo astra-openvpn-server start cert /root/secrets/server.crt
ca /root/secrets/ca.crt key /root/secrets/server.key

dh /root/secrets/dh2048.pem tls-auth /root/secrets/ta.key

YkasaHue ¢annos ang ayTeHTudmkaLmm HeCOBMECTUMO C YKa3daHueM napaMeTpoB naeH-
Tudpmkaumm (cm. Tabnuuy [32).

BHUMAHMUE! B cnyyae ecnu ykasaH xoTa Obl 0aunH dhann ansa ayteHtudukaumm, 1o Bce
dannbl 6yayT npoBepeHbl Ha cyllecTBoBaHMeE. [pn oTCyTCTBMM O4HOro 13 hannos cueHapun
OyaeT 3aBeplléH ¢ owmnbkon 6e3 BbINONHEeHUs kakmx-nnbo aencteun. NpoBepka annos Ha
KOPPEKTHOCTb HE BbINOSTHAETCS.

BHUMAHMWE! Ecnu 3agaHbl hannel Ans ayteHTMdumkauum, To co3gaHne cobCTBEHHOMO

yOoCTOBEpPALLEro LeHTpa He BbINOJTHAETCA.
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5.9.2.3. NeHepauusa cepTuMKaTOB M KIoven

Mpu ncnonb3oBaHMM COBCTBEHHOIO YAOCTOBEPSIOLLErO LIEeHTPa CO3AaHMe KoYen n cep-
TNMKaTOB AN KNMEHTOB ocyllecTBnsieTcs Ha cepsepe OpenVPN ¢ nOMOLLbIO MHCTPYMEHTA
KOMaHOHOW CTPOKM astra-openvpn-server. [1Na co3gaHNa KIMEHTCKOro KOMMekTa hamnnos
ncnonb3yeTcs KoMaHga client:
sudo astra-openvpn-server client <ums_xjueHTa>

Mpw reHepaumm MoryT GbITb 3a4aHbl NapamMeTpbl ayTeHTUdMKaumMM (cM. Tabnuuy [32).

KomaHaa reHepauun knioven KnueHTa HecoBMecTnuma ¢ napameTpamm cepeepa v KomaH-
AaMu yrnpasrieHust cepeepoM (cm. Tabnuuy [32)).

Mpn BbLINONMHEHUM OaHHOW KOMaHAbl ONS yKasaHHOro KrnueHTa OyaeTr cosgaH Ho-
BbI (pann 3aKkpbITOro Knioya <umsi_KiueHTa>.key U dpann ceptudukaTa OTKPbLITOro Knroya
<uUMsI_KJIMeHTa>.crt, NoANUCaHHbIA yOOCTOBEPSAOLMM LEHTPOM.

[na ynobcTtBa nocnenywouwen nepegaydm annos Knoven KNMeHTy, co3gaHHble dannbl
OyayT ckonupoBaHbl B Katanor /etc/openvpn/clients-keys/<umsi_xnuenra>. [JONoOnHu-
TenbHO B KaTtanor 6yayT CKonMMpoBaHbl U Apyriue, Heobxoaumble ans paboTbl KnneHTa, annbl:
hann ceptudukata yagoctToBepsroLero LeHTpa (No yMonyYaHuio ca . crt) u ann JONONHUTENb-
Hown ayTeHTUpmKauum TLS (ta. key).

[ononHuTenbHO Npu Co3gaHnM NOSb30BaTESbCKUX KNOYEN MOryT ObiTb YKa3aHbl Takne
napameTpbl ayTEHTUMKALMW, KaK CTpaHa, ropof, opraHusauvs u ap. (cMm. Tabnuuy [32). B Tabnu-
ue [32 npmBeaeHbl 3Ha4YeHns napameTpoB ayTeHTUMMKALNM, NUCNOMb3yeMble MO YMOMYaHWIO Npu
reHepauumn cepTnguKaTos.

BHUMAHMUE! Ecnu 3agaH nobor n3 napametTpoB ayTeHTUdMKauumn, To byget npomsse-

AeHa aBToMaTMyeckasi reHepauus cepTudUKaTos.

Mpumep
3apgaHne gononHUTENbHbIX NapaMeTPOB ayTEHTUGMKALMM NPU BbINOSTHEHNUN KOMaHAbI
co3gaHna cepTUUKaToB ANs KNueHTa
sudo astra-openvpn-server client ivanov \
KEY_ COUNTRY RU \
KEY_ PROVINCE MO \
KEY CITY MOSCOW \
KEY ORG IVANOVCOMPANY\

KEY EMATL ivanov@ivanovcompany.ru

BHUMAHMWE! KnneHTckue Kroum reHepupyrotcs 6e3 npuMeHeHust 3amuTHbIX npeobpaso-
BaHW, YTOObI N3bexaTb BBOAA NApOns Npu NOLKMAYEHMM KIMEHTA K CEPBEPY.

MapameTpbl ayTeHTUMUKALNUM HECOBMECTUMbI C YKasdaHneM pannoB gnga ayteHTudunka-
Lun (cm. Tabnuuy (32).
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5.9.2.4. OT3bIB cepTucpuKkaToB

OT3bIB cepTUmnKaToOB NPUMEHSETCA ANA 3anpeTa MNOAKNIYEeHUN KNUeHTa gaxe B Tex
cnyyasix, Korga B pacrnopsibkeHuUn KnneHTa MMeKTCS KONUKM BCEX CEPTUAMKATOB U KIOYEN.

[nsa oT3biBa cepTudmkara ucnonb3lyeTcss KomaHga revoke MHCTPYMEHTa KOMaHLHOM
CTPOKUN astra-openvpn-server:
sudo astra-openvpn-server revoke <umsa_xjueHTa>

KomaHga oT3bIBa Kroyen KnneHtTa HecoBMeCTMMa C napaMmeTpamMu cepsepa 1 KoMaHaamm
ynpasreHus cepeepom (cM. Tabnuuy [32).

Mpn BbINOAHEHUN JaHHOW KOMaHAbI:

- cepTuduKaT knueHTa B 6a3e JaHHbIX YOOCTOBEpPSIOLLEro LeHTpa OyaeT nomMedeH Kak

«OTO3BaHHbINY;

- Byget co3gaH (Mnm o6HOBNEH paHee CO3[AaHHbIN) CNNCOK OTO3BaHHbLIX CEPTUEMKATOB;

- HOBbI/ CMMCOK OTO3BaHHbIX cepTudmkatoB OygeT cCcKonupoBaH B Kartanor

/etc/openvpn/keys, un cepep OpenVPN 6ygetr aBTomatudecku nepesanyLieH

ANs NnpUMeHeHns 06HOBNEHUN.

5.9.2.5. 3ameHa cepTudunkaron

lMonHas 3ameHa cepTuurkaToB cepBepa BbIMOMHAETCS C MOMOLLBbI MHCTPYMEHTa KOMaHA-
HOW CTPOKM astra-openvpn-server:
sudo astra-openvpn-server rebuild-server-certs

[Npu BbINONHEHUN AAHHOW KOMaHAb!:

octaHaBnmeaeTtcsa cepsuc OpenVPN;

yaansoTcsa Bce hannbl yaoCTOBEPAIOLEro LIEHTPA;

yoandarTca BCe KOMun CepTMCbI/IKaTOB cepBepa un KIMMeHTOB;

CO3aeTCs HOBbIN YOOCTOBEPAIOLLMN LIEHTP;

CO30aloTCsA HOBble CepTUdMKaThl CepBepa;

NOBTOPHO 3arnyckaeTcsi cepsep.

MmeHa dannos cepTugmkaToB cepepa bepyTcsa ns danna koHurypaumm cepeepa. Ecnm
dhann KoHuUrypawumm oTCyTCTBYET, TO HUKaKnUe OeNCTBUS He BbINOMHATCA. [ocne BbINONHeHUs
AaHHOW KOMaHAbl Apyrne KOMaHdbl He BbIMOMHSAKTCA.

5.9.2.6. HacTtponka knueHTa

Ha koMmnbloTep KNUeHTa OOMKHbI ObITb NepeHeceHbl hannbl KItoven n ceptndmkaTos,
CO3[aHHble Ha cepBepe, NMMBO C NOMOLLBIO OTHYXXAAEeMOro HocuTens nHpopmaunmn, NM6o nyTem
nepegaym no 3allneHHoMy coegmHeHunto (Hanpumep, SSH).

[na HacTpoKrKkn KoMnNbloTEPA KNMEHTA cnefyeT yCTaHOBUTb NporpaMmHoe obecneveHme
OpenVPN. YctaHoBKa BbINonHAeTcAa Mbo 13 rpaduyeckoro MeHegpkepa naketos Synaptic, nnbo
13 TepMmnHana KoMaHgomu:

sudo apt-get install openvpn
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Mocne yctaHoBkM nporpammHoro obecnevyeHmnss OpenVPN cnegyeT BbINONMHUTL crieayto-
Lme OencTems:
1) cosgatb ann KoHdurypaumm knveHta. B kayectBe ucxogHoro  dham-
na BO3MOXHO UCMNOSMb30BaTb BXOAAWMKW B KOMMSeKT yctaHoBkM OpenVPN
CTaHgapTHbIn  WabnoH danna KoHdurypaumm, npegocTaBnseMbln  paspa-
6otymkamm  OpenVPN. UWabnoH danna  koHdurypauum  pacnonoxeH B
/usr/share/doc/openvpn/examples/sample-config-files/client.conf.
LLlabnoH danna cnenyet ckonMpoBaTth B KaTanor /etc/openvpn/client, BbIMOMAHUB
KOMaHAy:
sudo cp /usr/share/doc/openvpn/examples/sample-config-files/client.conf
/etc/openvpn/client
2) B CKONMMPOBaHHOM dhanne KOHUrypaumm BHECTU CrieqyoLmne cnpaBrneHns:
a) Ona napameTpa remote yKasaTb B KayecTBe ero 3HadyeHus |P-agpec cepBepa
OpenVPN. Ecnu 6bin nameHeH nopT, TO Takke ykasaTb AaHHOe 3Ha4yeHne BMEeCTO
cTaHaapTHOrO;
0) B cTpoKax:
;user nobody
;group nogroup
yOanuTb HavarnbHble CUMBOIbI «; »:
user nobody
group hogroup
B) ANS napamMeTpoB ca, cert M key yKasaTb pacnorioXeHue COOTBETCTBYHOLLMX
drannosB cepTUdUKaTOB U KNkoYa Ans aBTopusaummn, Hanpumep:
ca /etc/openvpn/keys/ca.crt
cert /etc/openvpn/keys/home-pc.crt
key /etc/openvpn/keys/home-pc.key
r) ona napametpa tls-auth ykasaTb pacrnonoxeHue dpansn AonoSHUTENBHON ayTeH-
Tudumkaumm TLS, Hanpumep:
tls-auth /etc/openvpn/keys/ta.key
A) ona  napameTpa cipher ykasaTb MeTOA4 — 3awWMTHOro npeobpasoBa-
HUS  OaHHbIX, WUcNofib3yeMblil cepBucoM. Kcrnonb3yemblin  MeTon — 3aluT-
HOro npeobpa3oBaHMsi MOXHO Yy3HaTb Ha cepBepe OpenVPN ¢ nomo-
Wb WHCTPYMEHTa KOMaHOHOW CTPOKU astra-openvpn-server (KOMaHOa
sudo astra-openvpn-server get cipher), Mb60 C NOMOLLbBIO rpadpuyeckoro
WHCTpPyMeHTa fly-admin-openvpn-server. 3awMTHOMY npeobpas3oBaHUiO B

cootBetcTBUM C anroputmamun TOCT P 34.12-2015 «Ky3Heumk» cOOTBETCTBYET

3HayeHune grasshopper-cbg;
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€) COXpaHUTb UCNpaBeHHbIN hann.

[nsa nposepkn pabotbl knneHTa OpenVPN 13 KoMaHaHOM CTPOKM MCNOMb30BaTb KOMaHAYy:

sudo /usr/sbin/openvpn --config /etc/openvpn/client/client.conf

roe client.conf — KOHUIypaunoHHbIA dpann KrneHTa.
[ns 3anycka knneHta OpenVPN B kadecTBe cepBuca BbINOMHUTL KOMaHAY:

sudo systemctl start openvpn-client@<umsa_¢@arnia_XoOHPUI ypaLUu>

roe <ums_damsna_koHurypauuu> — UMA danna KoHgurypaumm 6e3 paclumpeHuns, pacnorso-

YKEHHOro B KaTanore /etc/openvpn/client.

5.9.3. Npachuyeckas ytunuta ynpaBrieHUsi CEpBUCOM

lMocne yctaHoBku rpaduyeckon ytunutel £ly-admin-openvpn-server A4 ee 3anyc-

Ka nepentn meHo «llyck — Hactponku — NaHenb ynpasneHus — lNpoyeex.

B rpadmyeckon ytunmte gOCTYNHbI:

- BKragka «HacTtponku» — B HeW pacnosiaratoTca aneMeHTbl ynpasneHus s HacTpou-
kn cepsepa OpenVPN. o ymonyaHuio 4oCTynHbl 6a30Bble HACTPOMKN, pacLUMPEHHbIE
HaCTPOWKN CTAHOBATCHA OOCTYMHbI rnocre Haxatusa kHorku [[oka3aTb paclumpeHHble
HacTpoku]. Onucanve HacTpoek npuseneHo B([5.9.3.2

- BKnagka «KnueHTckue cepTudmkatbl» — B HEW pacnonaratoTcd afieMeHThbl ynpasne-
HUS KNMEHTCKUMK cepTudmkaTammn. OnucaHme ynpasneHunsa ceptudurkatamm npuseaeHo
B[5.9.3.3

- KHoMku [3anycTtuTtb] 1 [OcTaHOBUTBL] — CriyXaTt A4 ynpaBneHnsa cepBnucoM openvpn.
5.9.3.1. YnpaBneHue cepBucom

[nsa 3anycka cepBuca openvpn UCMNOMb3Yys rpaduyeckyo yTUnmTy Heobxoammo:

1) 3anyctutb rpadmdeckyto ytunuty cornacHo [5.9.3] Mpu nepeom 3anycke rpaduye-
CKkon yTunnuThl ByaeT cos3gaHa KoHurypaums cepemuca openvpn Mo yMonyaHuo u 6yayT
BbIMyLLEeHbl cepTudunkaTsl cepaepa;

2) npu Heob6XoOUMOCTU OTpeaaKkTMpOBaTh KOHUrypaumo n ceptudmkathl;

3) HaxaTb KHOMKy [3anycTuTb].

BHUMAHMUE! padunyeckas ytunuta npu ee 3anycke He NpomM3BOoaUT aBTOMaTUYECKUIN
3anyck cepsuca openvpn.

Mpwn 3anycke cepBuca ByayT co3gaHbl criegyrome cTaHgapTHble ddannbl U KaTanoru:

- pann KoHurypaumm cepsmca openvpn:

/etc/openvpn/server.conf

- NOKanbHbIA YOOCTOBEPSOLWMI LEHTP, pasMeLLaeTcs B katanore:
/etc/openvpn/openvpn-certificates

- cepTUMKaT OTKPbLITOrO Kritoya yYAOCTOBEPSIOLLEro LieHTpa:

/etc/openvpn/keys/ca.crt
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- cepTndmKaT OTKPLITOro Knro4a:

/etc/openvpn/keys/server.crt

- 3aKpbITbI KIOY cepBepa:

/etc/openvpn/keys/server.key

- hbann napameTtpoB Oudpdu-XennmaHa ans asTopmsaumm norb3oBaTenen:

/etc/openvpn/keys/dh2048.pem

- harn gonornHuTenbHon ayTeHTudunkauyum TLS:

/etc/openvpn/keys/ta.key

- [OMOSTHUTENbLHO, NPY BbIMOSTHEHMM OT3biBa cepTUukaTos, OyaeT co3haH CTaHOapPTHbIN

rann cnucka oT3biBa CepTUPUKATOB:

/etc/openvpn/keys/crl.pem

B cnyyae, ecnn Ha KOMNblOTEPE YCTAHOBMEHBLI U HACTPOEHbI BUBNNOTEKKN, NOAEPKMNBAIO-
lmne meToa 3awmuTHoro npeobpasoBaHus no anroputmy NOCT P 34.12-2015 («Ky3Heunky), ons
3aWmnTbl KaHana AaHHbIX OyaeT BblbpaH gaHHbIM MeTod. B npotmBHOM cnydae 6yaeT BbibpaH
MeTop 3aWuTHOoro npeobpasoBaHus AES-256-GCM.

Takke npu nepBoM 3anycke cepBuca ByayT BbINOSHEHbI HACTPOWKN CETEBOrO hanpBos-
na v gpyrme Hactpourkn OC ans paboTbl openvpn Kak CTaHOApTHOrO CUCTEMHOrO cepBuca ¢
aBTOMaTUYECKUM 3aryCKOM MpW BKITOYEHUN KOMMbIOTEpa.

[Ins ocTaHOBKM cepBUCa openvpn UCMONb3Ys rparUyeckyto yTUnmMTy Heobxoanmo HaxaTb
KHonky [OcTaHOBUTL].

5.9.3.2. HacTtponka cepBuca

HacTtpolika cepBuca BbINOMHAETCA BO BKNaake «HacTporkuy rpacdpmyeckon yTunmrhbl.

ba3oBble HAaCTPOMKKN BKITHOYAIOT:

1) «IP-agpec» — no3BonseT 3agatb |IP-agpec cosgaBaemon cetn VPN. o ymonyaHuio

yctaHoBneHo 3HadveHue 10.8.0.0. NogaepxmnBaeTcsa TonbKo hopMaT agpecos npoTokona

IPv4;

2) «Macka» — nosBosnsieT 3agatb Macky cosgasaemon cetn VPN. Mo ymonyaHuio ycta-

HOBJMEHO 3HayeHue 255.255.255.0. NogaepxmBaeTca ToNbKO hopmaT Macok NpoTokKona

IPv4;

3) «lNopT» — ceTeBOW NOPT cepBepa, KOTOPbIN ByAyT NCMONb30BaTb KNUEHTLI AN nog-

KroveHus. o ymonyaHuio yctaHoBrneHo 3HadeHue 1194. MNopaepxmBaloTca HoMmepa

cBoboaHbIX nopToB OT 1 4o 65535;

4) «MeTog 3awmTHOro npeobpasoBaHMs» — MO YMOMYaHUK YCTAHOBMEHO 3HaYeHue

grasshopper-cbc («Ky3sHeuunk»). MNogaepxmBatoTcs cregyrowime MeToabl:

a) grasshopper-cbc — anroputm «KysHeumk» FOCT P 34.13-2015;
6) AES-256-GCM — pekomeHOoBaH AN NPUMEHEHUsI B cucTemax obLiero HasHave-

HUS;
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B) AES-256-CBC — gonyctim aAns npUMEHEHNS B CUCTEMAX OBLLEro Ha3Ha4YeHus;
r) AES-128-CBC — ncnonb3yeTtca ans COBMeECTUMOCTU CO CTapbiMU CUCTEMAMMU, K
NPUMEHEHUIO HE PEKOMEHYETCS
PaclwunpeHHble HacTporKM MO3BONSAIOT 3a4aTb PacrnorioXeHUe paHee npenycrtaHoBIEH-
HbIX (pbannos Kro4Yen U cepTUPUKaToOB BHELLHErO YAOCTOBEPSIOLLErO LEHTPA, a Takke 3aHOBO
BbIMYCTUTb CePTUUKATbI NOKaNIbHOMO Y4OCTOBEPSHIOLLErO LIEeHTpPA.
[na ykasaHua pacrnonoXeHnsa paHee npeaycTaHOBMNEHHbIX (hannoB KIyen n ceptndguka-
TOB BHELLHEro yAOCTOBEPSIOLLEro LIEHTPa UCNOMb3YyTCA creayowmne nons:

- «CepTudukat nonb3oBartensa» — cepTUUKAT OTKPLITOrO KIoya;

«CepTtudpumkar LIC» — cepTucpmkat oTKpbITOro Kritoda ya4OCTOBEPSIOLLEro LEeHTPa;

«JINYHBIN KITOY» — 3aKPbITLIN KITHOY cepBepa;

«Pann Ouddun-XennmaHa» — cann napametpos Oudpdun-Xennmaxa;

«®aunn ayteHTUPUKaumm TLS» — cbann gononHUTenbHon ayTeHTugukauum TLS.
lMpoBepka hannoB Ha KOPPEKTHOCTb HE NPOBOAUTCS.

KHonka [COopocuTb cepTucpmukaTtbl] npegHasHavyeHa ansa yaaneHus Bcex ceptndukatos
NOKanbHOro yaoCTOBEPSIOLLErO LIeHTpa M NOBTOPHOIO BbiNyCKa cepTudgukatos cepeepa. locne
BbIMOMHEHUS 3TOr0 AENUCTBUA cepTUUKaTbl KITIMEHTOB CTaHYT HEOEUCTBUTENbHBIMU, N KITUEHTbI
noTepsT BO3MOXHOCTb noakntodeHns k cepsepy OpenVPN. MNpu BbINONHEHUW AAHHOIO AENCTBUS:

- octaHaenuBaeTtcsa cepsuc OpenVPN;

- yaanawTtcsa Bce dhannbl yaOCTOBEPAIOLErO LIEHTPA;

- yOanswTcsa Bce KOMuUn cepTuduKaToB cepeepa U KIMEHTOB;

- CO3[aeTCH HOBbI YOOCTOBEPSAOLWMI LIEHTP;

- €03[0al0TCA HOBblEe CepTUdMKaThl cepBepa;

- NMOBTOPHO 3anyckaeTcsa cepsep.

5.9.3.3. YnpaBneHue ceptucpukatamm

YnpaeneHne ceptudmkataMn BbINONHAETCS BO BKNagke «KrnneHTckue cepTudumkaTbi»
rpadonyeckomn yTUnuThbl.

B maHHOM Bknagke pacnonoXeHbl Tabnuua ¢ AaHHbIMU O KITMEHTCKUX cepTudmnkatax m
KHOMKW ynpaBneHus:

1) [Co3paTb cepTudmkar] — cosgaHue knw4da u ceptudumkara nonb3osatens. pu

HaXkaTun Ha KHOMKY ByaeT OTKPbITO ANanoroBoe OKHO C NONSAMMU:

a) «Mma nonb3oBatena» — UMsa ceptudukara. ma ceptudumkata JOMKHO ObiTb
YHUKasbHbIM, HE MOXET ObITb NYCTbIM U HE MOXET cofepaTtb npobensl;

6) «CtpaHa» — aByxOyKBEHHbIV KO CTpaHbl. Ecniv none nycrtoe, To N0 yMON4YaHMio
Oynet ycTtaHoBneHO 3HadeHne «RUy;

B) «Obnactb» — Ha3BaHue obnacTtn. Ecnn none nycroe, 1o no ymonyaxuio dyaer
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yCTaHOBMNEHO 3HaveHne «MOvy;
r) «fopog» — Ha3BaHue ropoga. Ecnu none nycroe, To No ymonyaHuto byaer ycra-
HOBJEHO 3HaveHue «Moscowy;
A) «OpraHusaums» — Ha3BaHue opraHusaumun. Ecnvn none nycroe, To N0 YMOMYaHUIo
Oygert yCTaHOBMNEHO 3Ha4YeHME «noney;
e) «Email» — agpec anekTpoHHoOM NoyThl. ECnv none nycToe, To N0 ymonyaHuio éyaet
YCTAHOBMNEHO 3HA4YEeHNE «NoNey;
X) «OToen» — HasBaHue nogpasgeneHns opraHmsaumn. Ecnn none nycroe, 1o no
yMOf4yaHuio ByaeT yCTaHOBMNEHO 3HA4YeEHME «noney;
3) «ma» — uma nonb3osaTens. Ecnu none nycroe, To No ymonyaHuio 6yaeTt ycta-
HOBMEHO 3Ha4YeHne «nonamey;
Mpn Haxatum Ha kHonky [Oa] Oyaetr co3gaH HOBbIM (hann 3aKpbITOro Kikoua
<umsi_KnueHTa>.key U pann cepTnudurkata OTKpbITOro Krnva <umsi_KjIueHTa>.crt,
NOAMNCaHHBLIN YAOCTOBEPSAIOLLNM LIEHTPOM.
[Onsa ynobctBa nocnepyrowen nepegaydn annoB KAYEN KNUEHTY, co3gaHHble han-
nbl ByayT CKONUPOBaHbLI B Katanor /etc/openvpn/clients-keys/<ums_KaueHTa>.
[ononHuTensHO B KaTtanor 6yayT cKonnMpoBaHbl 1 Apyrue, Heobxoanmele Ans paboTbl Ku-
eHTa, hannbl: hann cepTudmkaTa yagoctToBepsatoLero LeHTpa (no yMonyaHuo ca.crt) u
dann gononHuTenbHon ayteHTudmkaumm TLS (ta. key).
BHUMAHMUE! KnneHTckue Krnoum reHepupyroTcs 6e3 npuMeHeHns 3amnTHbIX npeobpaso-
BaHW, YTOObI n3bexatb BBOAA Napons Npu NOAKIHOYEHUN KITMEHTa K cepBepy;
2) [Yaanutb ceptudunkaTt] — 0T3bIB KNUEHTCKMX cepTucumkatoB. OT3bIB cepTumkaToB
NPUMeEHsieTCA AN 3anpeTta NOoAKIMIYEeHUN KIMeHTa Jaxe B TeX criyyasx, Koraa B pacnops-
XEHUM KITMeHTa NMEKTCH KONUn BCex cepTudmkaTos u knioven. [1ns oT3biBa cepTudmkata
Bbl6paTb B Tabnuue KNMeHToB CTPOKY C OT3blIBaEMbIM CEPTUAMKATOM U HaXaTb JAaHHYHO
KHONKY. [pn HaxxaTnm Ha AaHHYI0 KHOMKY 6yayT BbIMNOMHEHbI criegyowme AencTBUS:
- cepTuduKaT knmeHTa B 6a3e AaHHbIX YAOCTOBEPSOLLErO LeHTpa byaeT noMmeyeH
KaK «OTO3BaHHbINY;
- Byget co3gaH (Mnn oBHOBNEH paHee CO3[aHHbIN) CMNCOK 0TO3BaHHbLIX CEPTUdUN-
KaToB;
- HOBbIN CMWCOK OTO3BaHHbIX cepTudukaTtoB OyaeT ckonMpoBaH B Katanor
/etc/openvpn/keys, n cepeep OpenVPN 6ygetr aBTomatnyecku nepesany-
LeH Ans npumMeHeHns OGHOBMNEHUIA;
3) [OTKpbITb AUpPEKTopUIo ceptucpmkatoB] —  OTKpPbITME  OUPEKTOPUMU

/etc/openvpn/keys B haifloBOM MeHeXepE.
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5.9.3.4. HacTtponka knmeHTa

HacTponka ceTeBbIX NOAKITIOYEHUIN KITMEHTCKUX KOMMNBIOTEPOB OCYLLECTBIISETCH C MOMO-
b rpadouyeckon yTUnuTbl network-manager—-openvpn. YCTaHOBKA YTUNUTbI BbINOSTHAETCS
KOMaHO0MW:
sudo apt-get install network-manager-openvpn network-manager-openvpn-gno

[ns HacTPOMKM KIMEHTCKOro NOAKIYEHNSA HaXaTb JIEBOM KHOMKOW MbILIM Ha 3HAYOK
CeTeBbIX CoeaAVHEeHNn B 0bnacTn yBegoMIeHNA NaHenu 3afay 1 B packpblBLLUEMCS MEHI0 BbliOpaThb
«CoeguHenunsa VPN — [1o6aButb VPN coeanHeHune».

[nsa cos3gaHus HOBOro coeMHeHMe B OTKPbIBLUEMCH OKHe U3 BbiNagaroulero crnucka
BblbpaTb «OpenVPN» n HaxaTb [Co3aaTb].

B nosBmBLUENCs 3kpaHHOW doopme Heobxoanumo:

1) B none «LWnto3» ykasaTtb IP-agpec paHee 3anyuweHHoro cepeepa OpenVPN;

2) B none «Tun» ocTaBuUTb 3Ha4YeHne no ymondaxuio «Ceptundukar TLSy»;

3) B none «CepTtudukat CA» ykasaTb NyTb K CKOMMPOBaAHHOMY dhanny ceptudukara

yoocToBepsitoLLero LeHTpa ca.crt (5.9.2.3);

4) B none «CepTudmnkat nonb3oBaTensa» ykasaTb NyTb K CKONMMPOBAHHOMY hainny ceptu-

cbrkaTa OTKPbITOrO Kroda nonb3oBaTtens <umsi_knueHnra>.crt (5.9.2.3);

5) B none «[lNpuBaTHbIN KNtoY MNMonb3oBaTens» ykasaTtb NyTb K danny 3akpbITOro Kroya

<umsi_xiuenra> . key (5.9.2.3);

6) HaxaTb KHOMKy [[lonOfHUTENbLHO];

7) B OTKpbIBLUENCS 3KpaHHOW bopMe nepenTun BO BKNaaky «AyTeHTudunkaums TLS»;

8) oTMeTuTb NYHKT «/cnonb3oBaTb AONOSHUTENBHYIO ayTeHTUdMKauuio TLSy, ykasaTtb

paHee CKOMMPOBaHHLIN Ha KOMMNbIOTEP Nofb3oBaTens dans ONONHUTENBHOWN ayTeHTUdK-

kaumm TLS n o6s13aTenbHO BbIOpaTb HanpaBneHune knwya «1».

Bce ocTanbHble HAaCTPOMKM MOXHO OCTaBUTb 3adaHHbIMK MO yMon4YaHuio. [locne HaxaTtus
kHonkn [OK] cosgaHHoe VPN-coeanHeHune 6yaet coxpaHeHo.

[1ns BKAOYEHUS COXPAHEHHOIO COeAMHEHNSA HYXXHO NOBTOPHO Ha)aTb JIEBOW KHOMKOW Mbl-
LM Ha 3HAYOK CEeTeBbIX NOAKIYEHN B obnacty yBeAoMIIeHU NaHenu 3agay, B packpbiBLUEMCS
MeHIo BblopaTb «CoegnHeHns VPN» n oTMeTnTb BKItoMaeMoe CoeanHeHme.

[na akcrnopTa napaMeTpoB CO34aHHOMO KIMEHTCKOro COeQMHEHNS C Lenbio UX NMOBTOPHOIO
NCrOornb30BaHUA Ha APYrnX KNneHTax BbIMOSHUTL cnegyolne 0encTBUs:

1) HaxaTb NeBOM KHOMKOW MbILLM HA 3HAYOK CETEBbIX COeANHEHUN B 0bnacTn ysegome-

HWUIM NaHenu 3agad 1 B packpbiBleMca MeHto BbibpaTb «CoeamnHenns VPN — Configure

VPN»;

2) 13 NOsIBUBLLETOCH CNMcKa cCoeauHEHW BblIbpaTb Hy>XHOE COeQMHEHNE, HaXaTb KHOMKY

[U3ameHUTB], 3aTem HaxaTb [Export];
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3) ykasatb dann, B KOTOPbIA COXPaHUTb NapameTpbl COEANHEHNS.

Mpu cosgaHum coeamHeHusa VPN ncnonb3ys paHee coxpaHeHHble napaMeTpbl COeAnHEHUS
HeobxoanMmo:

1) HaxkaTb NEBOM KHOMKOW MbILLM HA 3HAYOK CETEBbLIX COEANHEHUI B 0OnacTn ysegomne-

HW NaHenu 3agay 1 B packpbiBliemcs MeHto BbibpaTb «CoeanHenns VPN — [JobaButb

VPN coeanHeHunex;

2) B OTKpbIBLUEMCSI OKHE M3 BbiNagatoLllero cnnucka Bolbpate «IMNOpTUPOBaTbL COXpaHeEH-

Hyto koHdurypauuio VPN» n HaxaTtb [Co3aaTth];

3) ykasaTb nyTb K ¢panny ¢ napameTpamn CoeanHEeHUs.

5.9.4. ilnarHocTuka paboTbl cepBMCa U KNUEHTa

B npouecce paboTbl cepsuca un knueHta OpenVPN nHdopmaums 0 cobbiTuaX 3anucbiBa-
eTCs B CUCTEMHbIV XXYypHan cepBepa Unu KnneHTa, COOTBETCTBEHHO.

[lnsa npocmMoTpa CUCTEMHOrO XypHarna MosTHOCTbI0 UCMONb3yeTCcs KoMaHaa:
journalctl

[na npocmoTpa nocrnegHux cobbITUA 1 BbIBOAA HOBbLIX COBLITUI MO Mepe UX NOSIBNEHUS
ncrnornb3yeTcs KoMaHaa:
journalctl -f

[nga BbIBOAA TOMBbKO HOBbIX COOOLLEHMI OT cepBuca openvpn Mo Mepe nx gobasneHns B
XXypHan ucnonb3yeTcsl KoMmaHaa:
tail -f /var/log/syslog | grep ovpn-server

Mpu KaXkgoM NOAKNIOYEHUN KNMEHTa B XXypHar cepeepa 3anucbiBaeTcs MHGopMaums o
napameTpax MOAKMNIOYEHWs, B TOM Yucrie O BbIOpaHHOM MeTofe 3alMTHOro npeobpasoBaHus
nepegasaeMblX JaHHbIX 5151 BXOAALLErO N UCXOOALLEro KaHanos.

[na npoBepKM yCTaHOBNEHHOIO MeToAa 3aLMTHOroO Npeobpas3oBaHMs NCNONb3YETCH KO-
MaHaa:

grep "Data Channel: Cipher" /var/log/syslog

5.9.5. Ucnonb3oBaHne wuHcTtpymeHTa XCA Aana co3gaHusi COGCTBEHHOro
yAoCTOBepsoLero LeHTpa

5.9.5.1. YcTtaHoBKa nHcTpymeHTa XCA

[nsa 6esonacHoro n adPEKTUBHOIO yrnpaeneHmsa dannamm Knoden n ceptndukaTos,
HeobxoauMbIMUK ANs paboTbl cepBUCa openvpn, peKOMeHAYeTCs Ucnonb3oBaTb rpaduieckui
WHCTPYMEHT ynpasneHnsa ygoctosepsitowmm LeHtpom XCA.

MHcTpymeHT XCA npumeHsieTca Ansi co3qaHus NpOCTENLLIEro yAOCTOBEPSIOLLErO LEeHTpa
(Certification Authority, CA) n nHdppactpyktypbl oTKpbITbIX Krntoden (Public Key Infrastructure, PKI),
npegHasHavyeHHbIX Ans obecneveHnsa paboTbl cepepa n knueHToB cnyx6sl OpenVPN.

NuctpymeHT XCA BxoauT B coctaB OC. YcTaHOBKa BbINOSIHAETCA NIMOO 13 rpacmyeckoro
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MeHemKepa naketoB Synaptic, nnbo 13 TepmmHana KoMaHaowm:
apt-get install xca

lMocne yctaHoBkM MHCTPYMeHT XCA gocTyneH Ang 3anycka n3 MeHio «llyck — YTunutei»
(npu ncnonb3oBaHUM knaccnveckoro MeHto «IMyck — Mporpammbl — YTunutbi»). Mo ymonyaHumto
MHcTpyMeHT XCA 3anyckaeTcs Ha si3blke onepauMoHHON cucTeMbl. BbiOop si3blka BO3MOXHO
N3MEHUTb BPYYHYLO Yepes MeHto «Pannbl — Languagey.

lMocne nepsoro 3anycka nHctpymeHta XCA Heobxoanmo cosgaTb HoByto B[. [ns aToro:

1) BbIOpaTb B MeHI0 NyHKT «Pann — Hosast 6a3a gaHHbIX»;

2) ykasaTb Ha3BaHue 1 NyTb pasmeleHusn b/;

3) HaxaTb [CoxpaHuUTb].

Mepen cosgannem B[ GyoeTt 3anpolwleHa yctaHoBKa napons ans goctyna k B. Mpwu
HaxxaTum [Aa] B[] 6ynet cosnaHa 6e3 napons.

BHUMAHMUE! YTepsa B[l MoxeT npuBecTr K KoMnpomeTauum nUnu norHon Hepabotocno-
COBHOCTM cUCTEM, UCMNOMb3YIOLWNX BblAaHHbIE LEHTPOM cepTudmkaTol. PekomeHgyeTcsa passopa-
YMBaTb YAOCTOBEPSIOLLMIA LEHTP HA OTAENbHOM (PM3NYECKOM KOMMbIOTEPE, HE MOAKMIOYEHHOM K
ceTn, nepegady cepTUUKATOB OCYLLECTBNATb C MOMOLLbIO CbeMHbIX HOCUTENen nHpopmaumm n
NPUHATbL BCE BO3MOXHbIE Mepbl AN orpaHMyeHns goctyna k b.

5.9.5.2. NoaroTtoBka wabnoHoB

lMepen cosgaHnem cepTMdUKaTOB ANdA YyNPOoLeHUs AanbHenwen paboTbl pekoMmeHayeTcs
3anoriHUTb U COXPaHUTb TUMOBbIE 3HAYEHUSA Nornen, Kotopble ByayT NPUMEHATLCA B AarbHENLEM
npu cos3gaHum ceptudukatoB. [Ansa aton uenu B uHcTpymeHTe XCA npegycMoTpeH MexaHu3m
LWabroHoB.

[ns co3gaHus HoBoro wabnoHa nepentn Bo BkNagky «LabnoHbl» n HaxaTb KHOMKY
[HoBbIn wabnoH]. 13 nossusLLerocst cnucka Bolbpatb TMNOBOW WabnoH. Hosbin wabnoH 6byaet
cO3[aH Kak konus BbIBpaHHOro nNpeaycraHoBNeHHOro wabnoHa. B nHctpymeHte XCA npegycMoT-
pPEeHOo Tpu NpeayCcTaHOBIEHHbIX WabnoHa:

- CA — npenycTaHoBneHHbIN WabnoH cepTudmrkata yaoCTOBEPSAIOLLErO LEHTPA;

- HTTPS_client — npegycraHoBnNEHHbIN WAabnoH cepTudurkaTa KImeHTa;

- HTTPS_server — npegyctaHOBMEHHbIN WabnoH ceptudumkara cepeepa.

MpenycrtaHoBneHHble WabnoHbl OpnueHTUpoBaHbl Ha cepsuc HTTPS, nosToMy pekomen-
AyeTca co3aaTh Ha MX OCHOBE CBOWM LWABMOHbI, MOMHOCTBLI0 HACTpoeHHble Ha cepBuc OpenVPN.

[nsa Bcex WabnoHoB BO BKnaake «Bnageneu» cnegyet 3anonHWThL cneayoLume nons:

«BHyTpeHHee nmsa» — noboe nus;

«countryName» — [ABYxGYKBEHHbIN KOf, CTpaHb;

«stateOrProvinceName» — aByxOyKBEHHbIN KoL, PErMOHA;

«localityName» — Ha3BaHue ropoaa;
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«organizationName» — Ha3BaHve opraHusauuu;

«organizationalUnitName» — Ha3BaHue CTPYKTYpHOW eQuHULbI BHYTPU OpraHu3aumm;

«commonName» — obLe0CTynHoe UMs;

«emailAddress» — agpec aneKTPOHHOW MOYThI.

Mpw 3anonHeHMn MHPOPMALMOHHBIX Noren WwabnoHa He peKoOMeHOYETCS UCNONb30BaTh
knpunnuuy. Bce nons asnsTca HeobsisaTenbHbIMW, 0QHaKo, B WabnoHe, kKak MUHUMYM, 0643a-
TenbHO AOMKHO ObITb 3anonHeHo Nnbo none «BHyTpeHHee nmsay, NMbo none «commonNamey.

[ononHuTtenbHO HeoBX0AMMO BHECTU criedylolime U3MeHeHUs B NpeaycTaHOBIEHHbIE
LWIabnoHbI:

1) wabnoH CA. Bo Bknagke «PaclumpeHusi» NpoBepUTb KOPPEKTHOCTb AAHHbIX:

a) Tun ceptudukarta «LleHTp ceptudmkaumnny;
6) Hanu4dne cpnara «Critical»;
B) Hanuuue cdnara «Subject Key ldentifier». MNpn HeobxogMmMocTn yTOMHUTL AaTtbl K
CPOK OencTBusa ceptudumkara;
2) wabnoH cepeepa. Bo Bknagke «PacumpeHnsi» NpoBepuUTb KOPPEKTHOCTb AaHHbIX:
a) Tun ceptudumkara «KoHevHbI NoNb30BaTENbY;
6) Hanuune dnara «Critical»;
B) Hanuuue pnara «Subject Key ldentifier». MNpu HeobxogMMocTn yTOMHUTL AaTtbl U
CpOK OeNCTBUSA cepTudukaTa.
Bo Bknagke «O6nacTb NPUMEHEHMS KItoYay:
a) B NIeBOM CrucKe JOMKHO ObiTb BblbpaHo 3HaveHue «Digital Signaturey;
6) B NeBOM cnncke AOMKHO ObiTb BbIbpaHo 3HadYeHne «Key Enciphermenty;
B) B NneBoM cnucke cHATb dnar «Non Repudiationy;
r) B npaBom cnucke BbibpaTe « TLS Web Server Authentication».
Bo Bknagke «Netscape» cHaTb donar «Netscape SSL Servery;
3) wabnoH knueHTa. Bo Bknagke «PacwmpeHunsa» npoBepuUTb KOPPEKTHOCTb JAHHbIX:
a) Tun ceptudumkara «KoHevHbI NoNb30BaTENbY;
6) Hanuune cpnara «Criticaly;
B) Hanuuue ¢pnara «Subject Key ldentifier». MNpu HeobxogMMocTn yTOMHUTL AaTtbl U
CPOK OencTBus ceptudmkara.
Bo Bknagke «O6nacTb NPUMEHEHMS KNtoYay:
a) B neBoM cnucke cHATb donar «Data Enciphermenty;
6) B nesBom cnucke cHATb donar «Key Enciphermenty;
B) B NIeBOM Cnucke ycTaHoBUTb donar «Key Agreementy;
r) B npaBom cnucke yctaHoBuTb pnar « TLS Web Client Authentication».

Bo Bknaake «Netscape» cHatb donar «Netscape SSL Client and S/MIME».
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[Mocne KOppeKTUPOBKM LLIABIOHOB COXPaHNTb X, HaxaB kHonky [[a].

5.9.5.3. TunoBas cxema npumeHeHuUs1i MHCTpymeHTa XCA

Tvnosas ynpolieHHas cxeMa npumeHeHus nHetpymeHTta XCA BkntovaeT B cebs crnefyto-
Lwme OencTBums:

1) cosgaHue KOpHEBOro cepTudmrKaTa yaoCTOBEPSIOLLErO LEHTPA;

2) cosgaHue 3aKpbITOro Kn4va u ceptudmkarta OTKpPbLITOro Knova cepeepa;

3) aKcnopT Ans UCNOSb30BaHNS CEPBEPOM:

a) cepTtudukata ygoctosepsitollero ueHtpa (5.9.5.7);

6) sakpbiToro kntova cepaepa (5.9.5.8);

B) cepTudumkaTa oTkpbiToro kntoya cepsepa (5.9.5.8);

r) davina napametpos Audpcu-Xennmana (5.9.5.8);

A) cbaiina napameTpoB AONONHUTENbHON ayTeHTudukaumm npotokona TLS (5.9.5.8);

4) cosgaHue 3aKpbITOro Kroya u cepTudukara OTKpbITOrO Kritoda KIMeHTa;

5) akcnopT Ans NCNosib30BaHUs KNMEHTOM:

a) ceptucmkara ygoctosepsioLero LeHtpa (5.9.5.7);

6) sakpbiToro kntoya knuexTa (5.9.5.9);

B) cepTudumkaTa oTkpbiToro kntoya knnexTa (5.9.5.9);

r) dharina napameTpoB AOMNOIHUTENbHOW ayTeHTudMKaumm npotokona TLS (5.9.5.9);

6) noBTOpHadA reHepauuns cepTumKaToB N0 MePe UCTEYEHUS UX CPOKa OENCTBUSI.
MyHkTBI 4)| 1 |5)| NnepeyncneHmns BbINONHAKTCA ANA KaXXA0ro HOBOrO MOAKMOYAEMOro KfiMeHTa.
MyHKT [6)] noBTOPSIETCS AN YOOCTOBEPSIOLLETO LIEHTPA, CepBeEPa U KMNMEHTOB N0 Mepe UCTEYEHMS
CpoKa OencTBus Ux cepTudmKaTos.

Mpouenypa akcnopTta nogpasyMmeBaeT KONMpPOBaHME HEOOXOANUMbIX AAHHbIX B hannbl n
NnepeHOC COOTBETCTBYIOLLNX (hanroB Ha KOMMbIOTEPLI cepBepa U KIMUEHTOB C UCMOb30BaHNEM
npouenyp, NpeaoTBpaLLaoLLmX HeCaHKLMOHMPOBAHHbLIN SOCTYN K nepegaBaemMon Hopmaumm
(CMeHHble HocUTenK, 3aluLLeHHbIe KaHanbl CBA3W U 4p.).

5.9.5.4. Co3pnaHue KopHeBOro ceptudmkara yaocToBepsiloLLero ueHTpa

KopHeBon cepTudmnkat MoxXeT ObiTb NOMyYEH U3 BHELUHEro YAOCTOBEPSAOLLErO LeHTpa
WM co3gaH Kak camonoAanucaHHbI COOCTBEHHbIM KOPHEBOW cepTudumkar.

[ns cosgaHua camonognucaHHOro KOPHEBOro ceptudumkata HeobxoaumMo 3anycTuTb
MHCTpyMeHT XCA 1 BbINOSHUTL cregyowme eNCTBUS:

1) nepenTtn BO BKNagky «Ceptudukatbl», Haxate [HoBbIn cepTudumkar];

2) B OTKpbIBLUEMCS OKHE ByaeT yctaHoBneH ¢dnar «Co3gartb camMonognucaHHbIn cepTu-

dukaT» 1 B none «WabnoH ans HoBoro ceptudukaTa» BblibpaTb NpeayCTaHOBNEHHbIN

wabnoH «[default] CA». Ecnu 6bin co3gaH cobcTBEHHLIN WAbBMoOH, TO BIGpaTh €ro, 3atem

HaxkaTb KHOMKy [[pumeHUTL BCE];
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3) nepentn BO BKNaaky «Bnageneu». Ecnn 6bin npyuMeHeH COBCTBEHHbLIN WABGMOH, TO
nons dopmbl ByayT aBTOMaTtU4eCcku 3arnorfiHeHbl JaHHbIMU M3 BblOpaHHOro wabrioHa
(kpome nonga «BHyTpeHHee nmsa», KoTopoe AOMKHO ObITb YKa3aHO MHAMBMAYANbHO ANS
Kaxkgoro ceptudumkaTa). 3anonH1Tb creayoLlime He3anosiHEHHbIEe NoNs:
a) «BHyTpeHHee uma» — ykasatb nms ceptudukata, Hanpumep, «rootCAy;
6) «commonName» — yka3aTb TO e UMs — «rootCA»;
B) HaxaTb kHOMKy [Co3aaTb HOBbIN Kitou];
Bynet npeanoxeHo co3fgaTtb HOBbIN 3aKPbIThIV KNHOY C 3a4aHHbIM MMeHeM. [1poBepuTb na-
pameTpbl kntova: « Tun Kntova: RSA», «[nvHHa kntoya: 2048». HaxaTb kHonky [Co3paThb],
3ateM Haxatb [[a];
4) nepenTtn BO BKNagky «PacumpeHunsy:
a) ybegutbcs, uTo B none «Tun» BblbpaH «LeHTp CepTudmkaumny;
6) npoBepuTb ycTaHoBKy donaroB «Critical» n «Subject Key Identifiery;
B) onpenenuTb nepuog AenCTBus cepTudukara, 3anonHme nong «lMepuon AencTemsa»
n «Cpok Oencremay;
5) nepenTtun Bo BKnagky «O6nactb NnpUMeHeHUs Krova», yoeamTbes, YTO BblOpaHbl 3Ha-
YeHus:
a) «Certificate Sign;
6) «CRL Signy;
6) nepenTtn Bo BKkNagky «Netscape», ydoeantbcs, YTO BbiOpaHbl 3HAYEHUS:
a) «SSL CAy;
6) «S/MIME CAv;
B) «Obiject signing CAv;
7) nocne npoBepok HaxaTb [[a] ona co3gaHus cepTudukara.
lMocne BbINOMHEHWST AAaHHbBIX 4ENCTBUM B CNUCKe CepTUEMKATOB NOSIBUTCS KOPHEBOW cep-
TUduMKaT, KOTOpPbIN B AarnbHenweM bygeT ncnonb3oBaTtb 4SS NognucaHna gpyrmx ceptudukaTtos.
5.9.5.5. CospaHue ceptudmkara cepBepa
[nsa cosgaHusa ceptudurkarta cepsepa BbINOMHUTL Criedylowme AencTBus:
1) nepentn BO BKNagky «CepTtucdukatbl», Haxatb [HoBbIn cepTudumkar];
2) B OTKpbIBLUEMCS OKHE BO BKNagake «CTOYHUKY:
3) cHATb donar «Co3gaTe camonognucaHHbI cepTUdUKaT»;
4) yctaHoBuTtb dnar «Use this certificate for signing»;
5) B COOTBETCTBYIOLLEM CMUCKe BblGpaTh co3aaHHbIi B cooTBeTcTBUM C[5.9.5.4] KOpHEBOIA
cepTudukar;
6) B none «LWabnoH ans HoBoro cepTudukaTay BbibpaTb NpeayCTaHOBNEHHbIN LWaboH

«[default] Server». Ecnn 6bin co3gaH cob6CTBEHHbIN WABMOH, TO BbiGpaTb ero, 3atem
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Ha)kaTb KHOMKy [[pumMmeHnTb BCE];

7) nepentun BO BKNaaky «Bnageneu». Ecnv 6bin npymMeHeH COBCTBEHHbIN WAaboH, To

nons dopmbl ByayT aBTOMaTtUYeCKM 3arnofiHEeHbl JaHHbIMU M3 BbIOpaHHOro wabroHa

(kpome nonga «BHyTpeHHee nmsa», KOTopoe AOMKHO ObiTb YKa3zaHO MHAMBMAYANbHO ANS

KaXkgoro ceptudumkara). 3anonHuTb creayrowme HesarnornHeHHble Nons:

a) «BHyTpeHHee nmsa» — ykasaTb nma ceptudukaTta;
6) «commonName» — ykasaTb TO e UMS;
B) HaxaTb kHOMKy [Co3aaTb HOBbIN Khtou];
8) nepenTtn BO BKNagky «PaclumpeHnsy:
a) ybeautbces, 4To B none « Tun» BblbpaH « KOHEYHbIN nonb3oBaTenby;
6) npoBepuTb ycTaHoBKy donaroB «Critical» n «Subject Key Identifiery;
B) onpenenuTb Nepuog AenUCTBMA cepTudmkara, 3anonHme nons «lMepuog aencrTema»
n «Cpok OencTemsy;
9) nepentn BO BKragky «Obnactb NpUMeEHeHUs Krtoda», yoeamTbes, 4To BblOpaHb! 3Ha-
YeHus:
a) B nesom cnucke «Digital Signature» n «Key Enciphermenty;
0) B npasom cnucke «TLS Web Server Authenticationy;

10) HaxaTtb [Aa] ons co3gaHusa cepTudukara.

Mocne cospgaHua cepTudukaTa cepepa OH oTobpasnTcs B obLiem cnucke ceptudmka-
ToB. MHCTpyMeHT XCA npeactaBnsieT CNMCOK cepTUdmMKaToB B BUAE AepeBa, KOPHEM KOTOPOro
SBNSETCA KOPHEBOW cepTUdMKaT yAOCTOBEPSAIOLLErO LeHTpa.

5.9.5.6. CozpnaHue ceptudumkata KnmeHTa

[na co3nanus ceptudumkaTa KnneHTa BbIMOMNHUTL Crieayrolime 4encTBuA:

1) nepenTtn BO BKNagky «Ceptudukatbl», Haxatb [HoBbIn cepTudumkar];

2) B OTKpPbIBLLEMCS OKHE BO BKragke «ICTOYHUKY:

3) cHaTtb dnar «Co3gatb camonognucaHHbli cepTudukaTy;

4) yctaHoBuTb donar «Use this certificate for signing»;

5) B COOTBETCTBYIOLLEM CrUCKe BblbpaTh co3aaHHbIi B cooTBeTcTBUM C[5.9.5.4] KOpHEBOIA

cepTudumkar;

6) B none «LWabnoH ans HoBoro cepTudukaTay BbibpaTb NpeayCTaHOBNEHHbIN LWaboH

«[default] client». Ecnn 6b1n co3gaH co6CTBEHHbIN WAabnoH, To BbIbpaTh €ro, 3ateM HaxaTb

kHornky [[pumeHnTbL BCE];

7) nepentun BO BKNaaky «Bnageneu». Ecnn 6bin npyMeHeH COBCTBEHHbIN WAaBMOH, TO

nonsa copmbl 6yayT aBTOMaTUYECKU 3anOfiHEHbl AaHHbIMU U3 BblbpaHHOro wabnoHa

(kpome nonga «BHyTpeHHee nmsa», KOTOpoe AOMKHO ObiTb YKa3aHO MHANBMAYANbHO ANA

Kaxgoro CepTI/IC*)VIKaTa). 3anonHuTb cnepyroumne He3anoriHeHHbIe NonA:
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a) «BHyTpeHHee nma» — ykasatb nms ceptudukara;
6) «commonName» — yka3saTb TO e UMS;
B) HaxaTb kHOmMKy [Co3aaTb HOBbIN Ktou];
8) nepenTtn BO BKNagky «PaclumpeHnsy»:
a) ybeagutbcs, uTo B none « Tun» BblbpaH « KOHEYHbIN Nonb3oBaTenby;
6) npoBepuTb ycTaHoBKy ¢prnaros «Critical» n «Subject Key Identifiery;
B) onpenenuTb nepuog AenCTBuSA cepTudukara, 3anonHme nons «lMepuon AencTemsa»
n «Cpok gencreunsay;
9) nepentn BO BKnaaky «O6nacte NnpuMeHeHus Krntoda», yoeamTbes, 4To BbiOpaHbl 3Ha-
YeHuns:
a) B neBom cnucke «Key Agreementy;
6) B npaBom cnucke «TLS Web Client Authentication»;
10) Haxatb [Aa] ons co3gaHusa cepTudukara.
Mocne co3naHusa cepTudmkata KnmeHTa oH otobpasnTcs B 00OLEM criMcKe cepTUdMKaToB.
5.9.5.7. AKkcnopT KOpHEBOro ceptudmkara yaocToBepsmoLero LeHTpa
[ns paboTbl CepBEPOB U KITMEHTOB HYXXEH TONMbKO CepTUdUKaT YAOCTOBEPSIOLLErO LIeH-
Tpa. 3aKkpbITbI KOPHEBOW CepTUdMKAT YOOCTOBEPSIOLLErO LeHTpa He AOSMKEH nepeaaBaTbCs B
Apyrme cuctemsbl, ogHaKo, ero Konuu crieqyet XpaHuTb B CUCTEMAxX Pe3epBHOro KONMpoBaHUS 1
BOCCTaHOBJIEHUS.
[1na akcnopTa KOpHeBOro ceptudukara:
- B OCHOBHOM OKHe nporpammbl nepenTn Bo BKNagky «Ceptudukatbly;
- B CncKe BbIbpaTb KOPHEBOW cepTUdMKaT U HaxaTb KHOMKy [QkcnopT];
- B OTKPbIBLLENCS OKHE yKa3aTb UMS dhanria KOHTENHepa cepTudukara, MeCcto CoOXxpaHeHus
n BblbpaTb popmart akcnopta «PEM (*.crt)»;
- HaxaTb kHonky [Oa].
5.9.5.8. AkcnopT channoB cepTudmnKaToB M Kno4ven cepsepa
[nsa akcnopTa ceptudmkara cepsepa Heobxoanmo:
1) B OCHOBHOM OKHe nporpammbl nepentn Bo Bknagky «Ceptudukarbly»;
2) B cnucke BbIbpaTb cepTudmKaT U HaxaTb KHOMKY [QkcnopT];
3) B OTKPbIBLLENCS OKHE YKa3aTb MECTO COXpaHeHMs 1 BbibpaTb dpopmaTt akcnopta «PEM
(*.crt)»;
4) HaxaTb kHonky [Aa].
[ns akcnopTa 3aKkpbITOro Kn4va cepesepa Heobxoanmo:
1) B OCHOBHOM OKHE MporpamMmmbl NEPENTN BO BKNAOKY «3aKpbITble KITHOUNY;
2) B cnucke BbIOpaTb KN4 U HaXxkaTb KHOMKY [QkcnopT];

3) B OTKpbIBLLIENCS OKHe BblbpaTb hopmat akcnopta «PEM private (*.crt)»;
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4) HaxaTtb kHonky [Aa].

3aKpbITbIN K4 cepBepa SKCNOPTUPYETCS B OTKPLITOM Buae 6e3 NpuMeHeHWs 3aLluTHOro
npeobpasoBaHus AaHHbIX.

3akpbITbIV KoY cepBepa AOMKEH HaXoOUTbCA Ha cepBepe U He OOMKeH nepeaaBaTbCs
KnMeHTam.

[nsa cosganua darna ¢ napametpamu Juddpu-XennmvaHa Heobxoanmo:

1) B OCHOBHOM OKHE nporpamMmmbl BblbpaTb B MeHt0 nyHKT «Extra — Cospgate DH napa-

MEeTp»;

2) B OTKpbIBLUENCA OKHE yKa3aTb 3HadyeHne «2048 (2048 6uT)»;

3) HaxaTb KHonky [Aal].

MpumevyaHue. NeHepaums 3aHMMaeT MHOMo BpeMeHn, 06 akTUBHOCTU MporpamMmmbl

CBMAETENbCTBYET MHANKATOP B NPAaBOM HMXHEM Yriy OKHa Nporpammbl;

4) B OTKpPbIBLLENCA OKHE YKa3aTb MeCTO AN COXpaHeHUs nosiydeHHoro camna;

5) HaxaTb KHOMKy [da] Ans coxpaHeHus.

CosgaHue gann AononHUTENbHON ayTeHTudmkaumm npotokona TLS B nHcTpymeHTe XCA
He npeaycMoTpeHo. [aHHbIn dhann JomkeH ObiTb co3gaH otaenbHo cpeacteammn OpenVPN npu
NOMOLLM KOMaHAb!:
openvpn --genkey --secret <umsa_damnna>

5.9.5.9. 3kcnopT hannoB cepTUMKATOB U KNKOYEN KIMEeHTa

[nsa akcnopTa cepTudmkaTa KnueHta HeobxogmMmo:

1) B OCHOBHOM OKHE Mporpammbl nepentn Bo Bknagky «Ceptudukarbl»;

2) B cnucke BblbpaTb cepTudmKaT U HaxaTb KHOMKY [QkcnopT];

3) B OTKPbIBLLENCS OKHE yKa3aTb MECTO COXpaHeHus 1 BbibpaTb popmaT akcnopta «PEM

(*.crt)»;

4) HaxaTb kHonky [Aa].

[nsa akcnopTa 3akpbITOro Krya KnneHTa Heobxoammo:

1) B OCHOBHOM OKHe MporpaMmbl NEPENTU BO BKIAOKy «3aKpbIiTble KIo4ny;

2) B cnucke BbIBpaTb KNHOY U HaXaTb KHOMKY [QkcnopT];

3) B OTKpbIBLUENCS OKHE BblbpaTb hopmat akcnopta «PEM private (*.crt)»;

4) HaxaTtb kHonky [Aa].

3aKkpbITbIN KMOY KIIMEHTA 3KCMOPTUPYETCH B OTKPLITOM BuAe 6€3 NpyMeEHEeHUs 3alnTHOro
npeobpa3oBaHUs AaHHbIX.

5.9.5.10. OT3bIB cepTuchukaTtoB. Cnuckm orsbiBa cepTudmnkaTons

[ns oT3biBa cepTudmkata Heobxoanmo:

1) B OCHOBHOM OKHe nporpammbl nepentn Bo Bknagky «Ceptudukarbly»;

2) HaNTKU B CrMcKe OT3blBaeMbli CePTUdDUMKAT, HaXXaTb NPaBON KHOMKOW MbILIX N B pac-
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KpblBLLEMCHA MEHI0 BblbpaTb «OTO3BaTHY.

AHanormyHbIM cNOCoOboM MOXHO OTMEHUTL OT3bIB cCepTUdmKara.

BHUMAHMUE! lNocne oTMeHbl 0T3blBa cepTudukaTa HeobxoamMmo BEPHYTb AoBepue cep-
TUdMKaTy, HaXKaB NPaBoN KHOMKOW MbILLM N pacKpbIBLLEMCS MEHIO BbiOpaB «[loBepuey.

CnunckM 0TO3BaHHbIX CEPTUAUNKATOB NPUBA3LIBAIOTCA K KOPHEBOMY cepTudmkaTy yaocTo-
BeEpSIOLLEro LieHTpa, nognucasLlero aTu ceptudukaTol.

[ns npocmoTpa cnucka oTO3BaHHbIX CEPTUAMKATOB, OTHOCSLLMXCS K KOPHEBOMY CepTU-
dukaTy, Heobxoanumo:

1) B OCHOBHOM OKHe nporpammbl nepentn Bo Bknagky «Ceptudukarbl»;

2) B cnvcke BbIbpaTb KOPHEBOW cepTUdMKaT, HaxkaTb NPaBON KHOMKOW MbILIM U B pac-

KpbiBLIEMCA MeHI0 BbibpaTth «L|C — Manage revocationsy.

OTKpOEeTCSA CMMCOK OTO3BaHHbIX CEPTUUNKATOB.

[na co3gaHns cnucka OTo3BaHHbIX cepTudukatos B hopmaTe, NPUrOAHOM And aKcrnopTa
B Apyrne cuctembl, He06XoanMO:

1) B OCHOBHOM OKHE Nporpammbl NepenTn Bo Bknagky «Ceptudukarbi»;

2) B cncke BblIGpaTb KOPHEBOW cepTUdMKAaT, HaxkaTb NPaBOWN KHOMKOW MbILLM U B pac-

KpbiBwemMca MeHto BblbpaTtb «L|C — Cosgate CRLy;

3) B OTKpbIBLUENCS, NPN HEOBXOAMMOCTU, YTOYHUTE NapamMeTpbl CNUCKa;

4) HaxaTtb kHonky [Aa].

CosgaHHble CrMCKM OT3biBa MOXHO NPOCMOTPETh BO BkNagke «CnMCKM OTO3BaHHbLIX cep-
TUpmnkaToB». N3 3TON XKe BKNagKu CrUCKN OTO3BAHHbIX CEPTUPUNKATOB MOXHO 3KCMOPTUPOBATb,

Ha)kaB KHonky [QkcnopT], dopmat akcrnopta «PEM».
5.10. CpeacTtBO yaaneHHoro agMuMHUcTpupoBaHua Ansible

Ansible sBnaeTcs nporpaMMHbIM peLlleHneM s HACTPOWKM 1 ynpasneHust KoHdurypa-
LUMAMM yaaneHHbIX MallvH, B TOM Y1Cre OgHOBPEMEHHO rpynnon MawwmvH. [Ans pabotel Ansible
Ncnonb3yeTcs cywecTByowasa nHdpacTpyktypa SSH.

B Ansible ans npumeHeHust KOHpUrypaumm Ha yganeHHoOM MallvHe UCMONb3YETCH PEXUM
push mode, KOTOpbIN 3aKMYaeTcs B pacnpocTpaHeHU KOHUrypaumm ¢ ynpasnsioLwen mallunHbl

Ha yaaneHHyHo.

5.10.1. CocTaB
B coctaB Ansible Bxogat mogynu, obecneynsatome pas3BépTbiBaHNE, KOHTPOMb 1 ynpaB-

neHne KOMMNOHEHTaMM yaaneHHbIX MaLvH. MepeyeHb OCHOBHBIX Moayrel npveeaeH B Tabnuue [33]
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Taobnuuya 33
Mogaynb OnucaHue
shell MNosBonser 3anyckatb  shell-komaHgbl Ha  yganeHHOM  y3ne,  Hanpumep:

ansible -i step-02/hosts -m shell -a ’‘uname -a’ host0.example.org

copy lNo3sBonser konupoBaTb (pann M3 ynpaenslolen MallMHbl Ha YyOaneHHbIA y3ern:
ansible -i step-02/hosts -m copy -a ’src=<MCXOOHHN KaTasyor>
dest=<karTanor_HasHaueHus>' host(0.example.org

setup MpegHasHaveH anga cbopa akTUYECKMX JaHHbIX C Y3MOB:
ansible -i step-02/hosts -m setup host0.example.org

5.10.2. YctaHoBKa 1 HacTpouka Ansible

Ha ynpaBnsatowen mawmHe aomkeH bbiTb ycTaHoBneH Python Bepcun 2.6 nnu Beiwe. Ha
ynpaBnsembIx MallnHax AomkeH 6biTb yctaHoBneH Python Bepcun 2.4 unu Bhbiwwe.

HononHutensHo anga pabotbl Ansible Heobxoanmel crnegytowme Python-mogynm Ha ynpas-

navLwen MmallunHe:

python-yaml;

paramiko;

python-jinja2.
YcTaHoBKa Moayrneun oCyLLeCTBMNSEeTCH NyTeM BbINOSTHEHUS KOMaHAb!:
apt-get install python-yaml python-jinja2 python-paramiko python-crypto
[na yctaHoBku Ansible BbINONMHUTE KOMaHAY:
apt-get install ansible
lMepevyeHb MaLInH, KOTOPbIMU HY)XXHO YyNpaBnaTb, 3a4aeTcs AByMs cnocobamu:
- B TekcToBoM cpanne (N0 ymMoOmnyaHuWio ucnonb3yetrcsa ini-gann) B Katanore
/etc/ansible/hosts
- C MOMOLLbIO CKpuMMTa, nony4varLlero nepevyeHb MalmH U3 CTOPOHHUX NPOrpaMmMHbIX
NPOAYKTOB, Hanpumep, ot Zabbix.
Kpome cnucka ynpasnsemMbix MallvH B ini-ghanne MOXeT yKasbiBaTbCA LOMOMHUTENbHAA
MHpOopMaLNAa: HoMepa NOpPTOB ANs noakntoveHns no SSH, cnocob nogknoyeHns, naponbe Ans

NoaKMIOYEHUs1, UMS Nonb3oBaTens, 00beanHeHUs rpynn mn T.n.

Mpumephbl:

1. KoHurypaumoHHbIn ini-hbann, B KBagpaTHbIX CKOOKaxX yKasaHbl UMeHa rpynn ynpas-
naemMbIX MaLluH

[dbservers]

nudel.example.ru

nude2.example.ru
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[webservers]
srvl.example.ru ansible_ ssh_port=8877 ansible ssh host=192.168.1.1
srv2.example.ru
srv[3:20] .example.ru
2. KoHdurypaumoHHbin YAML-cpann
all:
hosts:
mail.example.ru:
children:
webservers:
hosts:
srvl.example.ru:
jumper:
ansible port: 8877
ansible host: 192.168.1.1
srv2.example.ru:
dbservers:
hosts:
nudel.example.ru:

nude2.example.ru:

B pononHeHne K KoHurypawumoHHOMY hanny npy onpegeneHnn 1 ynpasneHnn rpynnamm
yAaneHHbIX MalluH UCNoSib3yeTCa NepeMeHHble napamMeTpbl. [lepeMeHHble napameTpbl MOryT
ObITb 06beaAnHeHbI B rpynnbl. [laHHbIe 0 NepeMeHHbIX NPeanoyYTUTENBbHO XPaHUTb B OTAENbHbIX
YAML-chbannax B COOTBETCTBYIOLMX KaTanorax:

- /etc/ansible/group_vars/<ums_rpymnmne> — 4S9 NepeMeHHbIX rpynnbl MaLuuH ;

- /etc/ansible/host_vars/<ums_mMamuHe> — AN MEePEMEHHbIX OTAENbHbIX Ma-

LLUNH.

5.10.3. CueHapun Ansible

Ansible no3sonseTt ncnonb3oBaTh CLUeHapun, nNpegHa3HavYeHHble AN BbINONHEHUA Ha
ynpasnsemblx MawnHax. CueHapum nuwyTes Ha sa3bike YAML.

[ns BbINOMHEHWS cueHapusa ucnonb3yeTca KoMaHga ansible-playbook co cnegyto-

LM CUHTAKCNCOM:

ansible-playbook <ums_Qarna_cueHapus.yml> ... [Opyrue [HapaMeTph ]

OnvcaHne OCHOBHbIX NapaMeTpoB CLeHapyeB NpuBeaeHo B Tabnuue [34]
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Taobnuuya 34
MapameTp OnucaHune
hosts YkasblBaloTCa ynpaBnsieMble Y3rbl UMK FPynnbl Y3roB, K KOTOPbIM HY)XXHO MPUMEHUTb
N3MeHeHUs!
tasks OnucbiBaeTcsa cocTosiHME, B KOTOPOE HEOOXOAMMO NPUBECTM yNpaBnseMbli y3en, anb-

TEpPHaTUBON MOryT ObITb ponu

gather_ facts

Yka3blBaeT cobupaTtb unu HeT nHdopMauuo 06 ysnax nepen BbIMOMHEHWEM 3aJau.
3Ha4yeHne no ymonyaHuio — «fa»

vars YKkasblBalOTCs NepeMeHHble, KoTopble 6yayT UCNOoMb30BaHbl MPU BbIMOSIHEHWUM CLEHapus

connection NcnonbayeTtcst 4nsa ykasaHusi MeToga CoefuHeHuns ¢ yanamu: pure ssh, paramiko, fireball,
chroot, jail, local, accelerate

sudo lMocne ycTaHOBRNEHUSA coeaAnHEHNS BbIMONHATL 3a4a4y ¢ NPUBUMAErMAMN OPYroro nornb3o-

BaTens. 3Ha4yeHne Mo yMOYaHuIo — root

sudo_user

B couyetaHun ¢ napameTpomMm sudo MOXHO yka3aTb Norib3oBaTend, C NMpUBUIErNaMmn
KOTOpOro 6y,£l,eT BbIMNOfMHEHa 3aava

vars_prompt

Mepen BbinonHeHneM cueHapus Ansible B MHTEPaAKTUBHOM peXXMMe MOXET YTOYHUTb
yKasaHHble B 9TOM pa3gesne napamerpbl

remote_user
(user)

Mmsa nonb3oartens ans aBTopunsaunn Ha yﬂ,aﬂéHHOM y3ne
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6. ALUULLEHHBLIA KOMMIEKC MPOrPAMM MIMEPTEKCTOBOW OBPABOTKU OAHHbIX

3alUNLLEHHBIN KOMMMEKC NporpamMM rmnepTekcToBon 06paboTkm gaHHbIX — 310 MO, ocy-
WwecTenswouwee Bzanmogencrtane no HT TP-npoTokony mexay cepsepomM n 6paysepamu: npuem
3anpocoB, MOUCK YKasaHHbIX (hannoB M nepegadya Mx COAEPXMMOrO, BbIMOSIHEHME MPUIIOXe-
HUW Ha cepBepe U rnepegada KrveHTy pesynbTaTtoB MX BbiMonHeHus. Komnnekc npencrasneH
web-ceBepom Apache2 n 6paysepom Firefox.

BHUMAHMUE! [1ns obecneyeHns HopmanbHon paboTbl NoNb3oBaTens ¢ cetTeBbIMU CEPBU-
caMu JOMKHbl BbiTb ABHO 3adaHbl Anana3oHbl ero MaH4aTHbIX YPOBHEN M KaTeropuin ¢ NOMOLLbIO
COOTBETCTBYIOLUNX YTUIUT, AaXe ecnn eMy He OOCTYMHblI YPOBHU U KaTeropun Boelwe 0. [ononHu-

TenbHasa nHgopmaunsa npmeegeHa B gokymeHte PYCB.10015-01 97 01-1.
6.1. HacTtponka cepBepa

MNocne YCTaHOBKM cepsepa Heobxoanumo YCTaHOBUTb naket
libapache2-mod-authnz-pam. Tenepb cepBep HACTPOEH M rOTOB K MNpuemy 3anpocoB
Ha Bcex ceTeBblX UHTepdercax Ha 80 nopTy. Ecnv no kakum-To npuymnHam oH He paboTocnocobeH,
cnegyeT NpoBepuUTb MUHMMAarbHO HeOBXoanMbIE HACTPOWKKN cepBepa:

1) B (banine /etc/apache2/ports.conf AOMKHbI ObITb YKa3aHbl NapameTpsbl:

NameVirtualHost *:80

Listen 80

2) B katanore /etc/apache2/sites-available OOMKHbI HAXOANTLCSA Pansibl C Ha-

CTPOMKaMM BUPTYyasibHbIX XOCTOB U KaK MUHUMYM OAWMH U3 HUX JOSMKEH ObiTb pa3peLueH K

NCNONb30BaHMIO KOMaHOOMN:

a2ensite config_filename

BHUMAHMUE! B komaHge HeobxogmMmo ncnonb3oBaTh TOMbKO MMA danna (6e3 ykasaHus

MOMHOro NyTH).

MwuHuManbHoOe cogepXnumMoe Takux (pannoB C KOHUrypauusmm BupTyasibHbIX XOCTOB
BbIMAAUT crneayrowmm obpasom:
<VirtualHost *:80>

ServerAdmin webmaster@localhost

ServerName server.domain.name

DocumentRoot /path/to/root/dir/

<Directory /path/to/root/dir/>
Options Indexes FollowSymLinks MultiViews
AllowOverride None

</Directory>

ErrorLog /var/log/apache2/error.log

LogLevel warn
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CustomLog /var/log/apache2/access.log combined

</VirtualHost>

B cnyyae korga web-cepBep oomkeH npeaocTaBnsaTb NONb3oBaTENAM AOCTYN K 06bekTam
darinoBom cUCTEMbI C PasNUYHbIMU MaHAATHLIMK aTpMbyTamMm, TO Ha KOPHEBOW KaTanor BUpTyanb-
HOro xocTa (No ymonyaHuo /var/www/html) n BCe ero poauTenbCckue katanorn LOMKHbI ObiTb
YCT@HOBMEHbI 3Ha4YeHM MaHOATHbIX aTpUByTOB HE MEHbLLE MaKCUMasnbHbIX aTpnbyToB 06HLEKTOB,
K KOTOpbIM BygeT pasrpaHmumnBatbes AocTyn. Kpome Toro, Ha KOpHEBOW KaTarnor BUPTyasibHOMo
XocTa (N0 yMmonyaHuto /var/www/html) gomkeH 6bITb yCTaHOBMAEH TN MeTKM ccnr. Onepauns
MOXET ObITb BbINOMHEHA C UCMONb30BaHWEM yTUNNTbl pdpl-file OT UMEHWN YYETHOW 3anucu aa-
MUHUCTpaTopa Yepe3 MexaHm3M sudo. [lononHuTenbHaa Hpopmauns npmBeaeHa B AOKYMEHTE
PYCB.10015-01 97 01-1.

lMocne okoHYaHWA npaBku KOHUrypaumoHHbIX dannoB HeobxoanumMmo nepesanycTutb
cepBep KOMaHOOW:

systemctl restart apache2
6.2. Pexxum pabotbl AstraMode

CepBep runeptekctoBon 06paboTkm gaHHbix Apache2, Bxogawmin B coctaB OC, B ycrno-
BUAX MPUMEHEHUA MaHOATHOro ynpasneHus 4oCTYNOM He AonyCcKaeT BO3MOXHOCTUM aHOHUMHOIO
NCMorb30BaHNA pecypcoB 1 TpebyeT obs3aTenbHOM HAaCTPOMKN aBTopu3aumm Nonb3oBaTenen.

Ecnu He TpebyeTcs ncnonb3oBaHne NONUTUK yrpaBreHust JOCTYNOM Mofib3oBaTenen,
NoaKkn4YaeMbiX K JaHHOMY CepBepy, aBTOpM3auMio BO3MOXHO OTKMOYUTb, J06aBUB CTPOKY
AstraMode off B KoH(urypaunmoHHom panne /etc/apache2/apache2.conf. Mo ymon-
YaHUIO PEXMM BKIIOYEH, a NapaMeTp AstraMode OTCYTCTBYET, YTO COOTBETCTBYET 3HAYEHUIO
AstraMode on.

BHUMAHMUE! [Mpwn oTknoyeHHON aBTOpM3aumm nosnb3oBatenen Apache2 ocywecrtensaer
BCEe 3anpocChkl K CBOMM pecypcamM NoCcpeacTBOM TONMbKO OOHOM CUCTEMHOW YYETHOW 3anucu (rno

ymMosn4yaHumoo www-data).

6.3. HacTtponka aBTopusauumn

HacTponky ckBo3HOW ayTeHTUdUKaLMM U aBTOpU3auuu Ona cepBepa W KIMeHTa, pa-
Gotatomx B pamkax EMM, cm. B [6.4] Ecnu He HacTpoeHa ayTeHTUdUkaumsi yepes Kerberos,
TO OJ151 BCEX PecypCcoB AOSMKHA MCMNOSb30BaTbCH ayTeHTUUKaums n astopmsaunsa yepes PAM,
npun aTtom ByaeT ncnonb3oBaTbCs nonb3oBaTensckasa b, nponucaHHas B HacTponkax OC. [ns
BbIMNONHEHNS ayTeHTudurKaumm n astopusauum Yepe3 PAM gormkeH ObiTb YCTaHOBMEH NakeT
libapache2-mod-authnz-pam 1 BbINONMHeHa criegyoLliad KomaHaa:

#a2enmod authnz_pam
B kOH(urypaumnoHHbIx hannax BupTyanbHbIX XOCTOB web-cepBepa Apache2 ykasaTb:

AuthType Basic
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AuthName "PAM authentication"
AuthBasicProvider PAM
AuthPAMService apache?
Require valid-user

JlorvH n naponb nonb3oBatens OyayT nepefaBaTbCA OT NOSMb30BATENS K CepBepy B
OTKPbITOM BUAE C UCMOSb30BaHNEM MeToda ayTeHTudumkaumm Basic. [Jna KOppekTHOro gyHk-
LMOHMPOBaHUS aBTopu3aumn Yyepes PAM nonb3oBartento, oT KOToporo pabotaet web-cepsep
(mo ymonyaHuio — www-data), HeobxogMmo BblgaTb MpaBa Ha vTeHne uHdopmaumn u3 b
nosnib3oBaTenen n cBeAeHun o MaHaaTHbIX MeTKax:
#usermod -a -G shadow www-data
#setfacl -d -m u:www-data:r /etc/parsec/macdb
#setfacl -R -m u:www-data:r /etc/parsec/macdb
#setfacl -m u:www-data:rx /etc/parsec/macdb

Ecnu ycrtaHoBneH wmogynb web-cepBepa Apache2 auth _kerb w#3 naketa
libapache2-mod-auth-kerb ans ayteHTudukauum yepes Kerberos (cm. B [6.4)), oTknountb
€ro Ucrnonb3oBaHWe nNpy NOMOLLM KOMaHAbI:
a2dismod auth kerb

[nsa nepenaym Tekywero MaH4aTHOroO YPOBHSA M TEKYLLUMX MaHAATHbIX KaTeropun Nosb30-
BaTensa B http-3aronoeke moxeT 6bITb CkOHGUrypmpoBaH moaynb Apache2 mod_headers. [ins
3TOro HeobxoaAnMo:

1) B KOHGUrypaunoHHoMm hainne /etc/apache2/apache2.conf 00aBUTb CTPOKY:

Header set MyHeader "%m %c"

rae $m — MeCcTo NoACTaHOBKM TEKYLLEero MaHA4aTHOro YPOBHS, @ $C — TEKYLUMX MaHOaTHbIX

KaTeropuu;

2) BKIOYUTb MOAYMb, BbIMOMHMB KOMaHA4Y:

a2enmod headers

3) nepesanyctutb cepBep Apache2:

systemctl restart apache2

Cepsep ana PAM-ayTeHTudMKauum ncnonbayeT cueHapui PAM, cogepxalmmncs B KOH-
dourypaumoHHom daunrne /etc/pam.d/apache2. PAM-cueHapuin BknioyaeT common-auth 1
common-account. [1o ymonyaxnmio B OC ansa ukcaumm Ymcrna HeBepHbIX MOMbITOK BXoAa Nosib-
3oBartenen npumeHsetrca PAM-mogynb pam_tally. icnonb3oBaHue pam_tally B cekuuun auth
B (havine /etc/pam.d/common-auth obecneynBaeT yBenmyeHne cHeT4YMKa HEBEPHbIX NOMbITOK
BXO[a nonb3oBaTtenst Npu Havane npouecca ayTeHTudukaumm. [ins cbpoca cyetymka HEBEPHbIX
NonbITOK BXOAA Nofb3oBaTens nocre ycnewHon ayteHTugukaumm Heobxogumo B cueHapuin PAM,
cogepXawunca B KoHurypaunoHHom cdanne /etc/pam.d/apache2, 4obaBuUTb MCNOSb30OBa-
HMe pam_tally B cekuum account. PAM-cueHapuin ans cepsepa 6yaoeTr MmeTb criegyowmi
BUA;
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@include common-auth
@include common-account
account required pam tally.so
Mpn ncnonb3oBaHuN pam_tally HeOBGXoAMMO paspeLlunTb Nonb3oBaTento www-data
3anucb B /var/log/faillog, BbIMOSIHMB KOMaHAY:
setfacl -m u:www-data:rw /var/log/faillog
BbinonHuTb Nepesanyck cepeepa:

systemctl restart apache2
6.4. Hactponka ansa pa6otbl B ENMMM

[ns obecneveHnsi coBmecTHOM paboTkbl web-cepeepa Apache2 ¢ ALD Heobxoaumo:

1) Hanuuune B cMcTeEME, Ha KOTOPOW DYHKLMOHNPYET web-cepBep, YCTaHOBNEHHOIO NakeTa

knueHTta ALD — ald-client;

2) paspelueHue MMeH OOMKHO BbITb HACTPOEHO TakMM 06pa3oM, YTOObI UMS CUCTEMBI pas-

peluanock, B NepBYO o4epenb, Kak NofHoe UMs (HanpuMmep, myserver .example. ru);

3) knueHT ALD pomxeH 6biTb HacTpoeH Ha ucnonb3yemblit ALD gomeH (cm. [7.2.3);

4) B cucteme OOMKeH ObITb yCTaHOBIEH Moayrb web-cepBepa Apache2 auth_kerb u3

naketa libapache2-mod-auth-kerb.

Hannune mogyna web-cepBepa Apache2 auth_kerb npenoctaBnsieT BO3MOXHOCTb Op-
raHm3aumm coBmectHoun pabotsl ¢ ALD ¢ ncnonb3oBaHnem ansa ayTeHTUmkaumm nonb3oBaTenemn
nocpencteom Kerberos metoga GSSAPI.

[nsa npoBegeHusa onepaumi no Hactporike ALD 1 agmuHucTpupoBaHuto Kerberos Heobxo-
AOUMO 3HaHune naponen agmuHucTpatopoB ALD n Kerberos.

[ns obecneyeHns BO3MOXHOCTM paboTbl web-cepBepa Apache2 ¢ ALD Heobxoanmo:

1) oTknOUUTL MOAYNb ayTeHTudukaumm dvepes PAM web-cepsepa Apache2

auth_kerb npu nomoLwn komaHabl:

a2dismod auth_pam

2) akTuBMpoBaTb Moayrnb web-cepBepa Apache2 auth_kerb npu noMoLLM KOMaHAbI:

a2enmod auth_kerb

3) B KOH(pMrypaumnoHHbIx dhannax BMpTyanbHbIX XOCcToB web-cepepa Apache2 B cekuum

<Directory>, ANd KOTOPOW HacTpamBaeTca AocTyn nons3osatenen ENMM, ykasatb:

AuthType Kerberos

KrbAuthRealms REALM

KrbServiceName HTTP/server.my domain.org

Krb5Keytab /etc/apache2/keytab

KrbMethodNegotiate on

KrbMethodK5Passwd off

require valid-user
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4) cosgatb B B[] ALD ¢ nomowbio yTunuTbl agMmmHuctpmpoBanus ALD npuHuunana,

COOTBETCTBYHLLErO HacTpansaemomy web-cepsepy Apache2. NpuHumnnan cosgaetcs ¢

aBTOMaTU4YEeCKN CreHepUpPOBaHHbLIM CryYanHbIM KIHOYOM:

ald-admin service-add HTTP/server.my_domain.org

5) BBeCTM CcO34aHHOro npuHUMnana B rpynny cepBUCOB mac, UCMOMb3ya crneayoLlyro

KOMaHAy:

ald-admin sgroup-svc-add HTTP/server.my_ domain.org

—-—-sgroup=mac

6) cospatb hann knoya Kerberos ana web-cepsepa Apache2 ¢ nomoLblo yTUNUTBI

agMmunHucTpupoBaHusa ALD ald-client, ucnonb3ys criegyroLlyto KOMmaHay:

ald-client update-svc-keytab HTTP/server.my domain.org

—--ktfile="/etc/apache2/keytab"

MonyyeHHbln cpann p[omkeH ObITb JocTyneH web-cepsepy Apache2 no nyTw,

yKazaHHOMY B KOH(UrypaumoHHOM napameTpe Krb5Keytab (B AaHHOM cnyyae

/etc/apache2/keytab). [MpaBa goctyna K aTomy bansly A0SMKHbI NO3BOSIATL YATATb

ero nonb3oBaTento, OT UMeHU KoToporo paboTtaeT web-cepsep Apache2 (kak npasuno,

Bnagenbuem anna HazHavYaeTca nonb3oBaTenb www—-data);

7) CMeHWTb BrnagenbLa, Nony4YeHHOro Ha npeaplaylwem ware, ganna keytab Ha nonb3o-

BaTens www-data, BbIMOSTHMB CrieayoLLyo KOMaHAay:

chown www-data /etc/apache2/keytab

8) caenatb hann /etc/apache2/keytab AOCTYNHbIM Ha YTEHWE AN OCTaNbHbLIX NOSb-

3oBaTenemu:

chmod 644 /etc/apache2/keytab

9) nepesanyctntb web-cepBep Apache2, BbINOMHMB KOMaHAY:

systemctl restart apache?2

Bpaysep nonb3oBaTensa AoMKeH nogaepxmeaTtb ayTeHTMdUKauno negotiate. B nocnea-
HUX Bepcusax bpaysepa Konqueror faHHasa noggepka npucyTcTBYyeT aBTomatmyeckun. B Bpaysepe
Mozilla Firefox B HacTporkax, 4OCTYMHbIX N0 agpecy about : config, HEOBXOAMMO yKa3aTb NS
Kakux cepBepoB AO0CTYMNHa ayTeHTUduKaums negotiate. [ins BoINOMHEHNA JAaHHOW HACTPOWKN
3agaTb Macku JOMEHOB unum B obLiem cnyyae http- n https-coeanHeHus B kayecTBe 3HavyeHMN napa-
MeTpa network.negotiate-auth.trusted-uris, BCTaBuB, Hanpumep, s3HayeHna http://,
https://.

Mpn HeoBxoauMoOCTN obecneyeHns CKBO3HOW ayTeHTUdUKALMM N3 CKPUNTOB C APYruMu
cnyx6amu, Hanpumep, cepBepy postgresql, B KOHUrypaumoHHom canne BupTyanbHOro xocTa
cnenyeT OOMNOMHUTENBHO yKasaTb:

KrbSaveCredentials on
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A B 6pay3epe Mozilla Firefox B HacTporikax 3agartb 3Ha4eHUs!, B Ka4eCTBe 3Ha4YEHUN napameTpa
napametpa network.negotiate-auth.delegation-uris, Macku JOMEHOB KOTOPbIM MOXHO
nepefaBaTb AaHHbIE AN CKBO3HOW ayTeHTUdukaumm. A B 3anyckaeMblX CKpUnTax BbICTaBUTb
nepemMeHHy0 OKpy>xeHns KRB5CCNAME. Hanpumep, ansa php ato 6ygert Boirmagetb Tak:

putenv ("KRB5CCNAME=".$_SERVER[’KRB5CCNAME' ]) ;
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7. CPEACTBA OPTAHU3ALINU EMN

7.1. Apxutektypa EMNM

EnvHoe npocTtpaHcTBO nonb3oBartenen npeacrasBnseT cobon cpeacTtsa opraHv3aumm
paboTbl nonb3oBartens B CETU KOMMNbIOTEpoB, paboTatowwmx nog ynpasneHuem OC. B ocHoBy
MOMOXeH JOMEHHbIV NMPUHLNM NOCTPOEHUSA CEeTK, NofpasyMeBaloLmin obbeanHeHne B OOHy CeTb
NOTNYECKN CBA3AHHbIX KOMMbIOTEPOB, HanpumMep, NpuHaanexallnx ogHown opraHusauum. MNpu aTom
nosnb3oBaTerb Mony4YaeT BO3MOXHOCTb paboThl C CETEBbIMU pecypcaMu CETU 1 B3anNMOOENCTBUS
C ApYyrMMu nosb3oBaTensamu.

Opranusaumsa ElM obecneunsaer:

- CKBO3HYI0 ayTEHTUMUKALIMIO B CETH;

- LieHTpanu3auunio XxpaHeHus nHpopmaLnm ob oKpyxeHUmn nonb3oBartenen;

- LeHTpanu3aumio XxpaHeHnst HaCTPOEK CUCTEMbI 3alLUTbl MHOPMaLIMK Ha cepBepe.

CeteBas ayTeHTM(MKaUMA 1N LeHTpanusaumsa xpaHeHus nHdopmMauum o6 oKpyXeHum
nonb3oBarerns OCHOBaHa Ha NCMONb30BaHMM ABYX OCHOBHbIX MexaHn3moB: NSS n PAM
(7.1.2).

CkBO3Has [JOBepeHHas ayTEHTUMMKaLMS peanuayetcst TexHonormen Kerberos (7.1.4).

B kauecTBe NCTOYHMKA JaHHbIX A 6a30BbIX CUCTEMHBIX CEPBUCOB Ha 6a3e MexaHM3MOB
NSS n PAM ncnonb3yetcs cnyxba katanoros LDAP (7.1.3).

LleHTpanusaumsa xpaHeHua nHopmMaumm o6 oKpy>KeHun nonb3oBatenen nogpasymeBaet
1 LEHTpann3oBaHHOe XpaHeHne JOMalLHMX KaTarnoros nonb3osarenen. [ns aToro ncnonb3yercs
C3dC CIFS (cm.[5.8).

7.1.1. MexaHu3m NSS

MexaHnam NSS npegocrtaBnser Bcem nporpammam u cnyxbtam, PyHKLMOHUPYIOLWUM
Ha fIoKarnbHOM KOMMbIOTEPE, CUCTEMHYI0 MH(POPMALUIO Yepe3 COOTBETCTBYIOLLIME NPOrpaMMHble
BbI30Bbl. OH obpallaeTcsa K KOHurypaumoHHomy canny /etc/nsswitch.conf, B KOTOPOM
yKasaHbl UICTOYHUKM JaHHbIX AN KaXOoW N3 CUCTEMHBIX cryx6. KpaTkoe onnucaHne CUCTEMHbIX

cnyx6 npueefeHo B Tabnuue [35,

Tabnuuya 35
Cepsuc MCTOYHMK gaHHbBIX NO YMOMYaHMIo OnmcaHune
OkpyxeHne nonb3oBaTend (OoMalUHWMIA KaTaror,
passwd /etc/passwd
naeHTudmkaTop nonb3oBaTens u np.)
shadow /etc/shadow Maponu nonb3oBaTtenen
group /etc/group MpuHagnexHocTb nonb3oBaTenen rpynnam
hosts /etc/hosts CooTBeTCTBME MMEH XOCTOB agpecam
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OkoH4yaHue mabnuubl 35

Cepsuc MCTOYHMK OaHHbIX MO YMOMYaHuIo Onucanve

XapakTepuUCTUKN CeTeBbIX CEPBUCOB (MOPT, TWM

services | /etc/services
TPaHCMNOPTHOrO NPOTOKONa)

Kaxxabih n3 6a3oBbIX CUCTEMHbLIX CEPBUCOB MNoAAepXMBaeT psag GubnnoTeyHbix npo-
rPaMMHbIX BbI3OBOB, TaKMX KaK getpwent, getspent, getgrent, getservent. [lpu
BbIMOMMHEHUN [aHHbIX MPOrpaMMHbIX BbI3OBOB MNPOU3BOAUTCA MOUCK B KOHUrypaumoH-
HOM cpanne /etc/nsswitch.conf WMCTOMHMKA AaHHbIX COOTBETCTBYHOLLEro cepBuca (Ha-
npumep, passwd ONA MOMyyYeHUs OOMaLUHero katarnora nosib3oBatens). [1lo ymonyaHuto
B KayeCTBe MWCTOYHMKA [AaHHbIX CUCTEMHbIX CEPBUCOB WUCMOMb3YHTCA COOTBETCTBYOLME
KOHUrypaumoHHble daunnel B Katanore /etc (MCTOWHMK files). NSS npu nonyyeHun
MMEHN MWCTOMHMKA [aHHbIX M3 KOHUrypaumoHHoro anna /etc/nsswitch.conf ocy-
LecTBNASEeT MOUCK NpOorpaMMHON pasgensemon 6ubnuotekn B katanore /lib € MMeHeM
libnss_<uMsa_MCTOUHMKA_MAaHHHX>-<Bepcusl_ O6bubnuoTexu>. so, (e B Ka4eCTBe UMEHU UC-
TOYHMKA AaHHbIX BbICTYMaeT CTpoKa, nonyvyeHHas u3 /etc/nsswitch.conf. Hanpumep, npu
Bbl30BEe getpwent, Npu yCnoBsuu, 4to B /etc/nsswitch.conf HaxoauTcs cTpoka:
passwd : files

Oynet Bbl3aBaHa COOTBETCTBYIOLLAA PyHKUNA 13 bubnunotekn /1ib/libnss_files. so.

7.1.2. MexaHusm PAM

MexaHnam PAM (Pluggable Authentication Modules — nogkrnoyaemble Moaynu ayTeH-
TUdMKaLnmn) NO3BOMNSET MHTENPUPOBATL PasfnyHble HU3KOYPOBHEBbBIE METOAbI ayTEHTUMKaLUK
N NpefocTaBnTb eAnHbIe MEXaHN3MbI AJ1 UCNOSIb30BaHUSA NPUKNaAHbIX NporpamMmm B npoLlecce
ayTeHTudumkaumm. MexaHmam coctouT u3 Habopa pasgensieMbix BUBNMOTEK N KOHPUrypaLUMOHHbIX
rannoB — cueHapueB npoueayp ayTeHTUguKaummn.

B katanore /etc/pam.d pacnonoxeHbl KOHpUrypaunoHHole dannsl PAM ans cooteet-
CTBYHOLLMX CEPBUCOB, B T.4. U AN 1ogin (aBTOPU3OBAHHbIN BXO4 B CUCTEMY). B KOHGMrypaumoH-
HOM (panne cepBuca aaHa MHoOpMauus No NpoBeaeHU0 ayTeHTUduKaLmm.

Mogynu PAM BbI3biBatOTCA NpU BbIMOMHEHUU Cnegyowmx QyHKUUNA:

1) auth — ayTeHTMdMKaUnS;

2) account — nonyyeHve NpuMBuUnernn 4OCTyna;

3) password — ynpasneHue naponsmu,

4) session — COMPOBOXAEHNE CECCUMN.

[nsa BbINOMHEHMA KAXA0M PYHKUMN MOXET OblTb NEPEYNCiEHO HECKONbKO Mmoaynen PAM,
KoTopble ByayT Bbi3blBaTbCA NocrnegoBatenbHo, 06pasys ctek PAM ons aaHHow 3agayn. Kaxagbin
BbI3blBaeMbIi MOAY b BO3BpALLaET B CTEK pe3ynbrar cBoen paboTbl: ycnewHbin (PAM_SUCCESS),
HeycnewHbi (PAM_AUTH_ERR), UrHopupyowmi (PAM_IGNORE) unu uHown. [ina kaxgoro Bbi3oBa
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MOXET ObITb Yka3zaH Habop ynpasnsawowmx draroB B BUAe COOTBETCTBUA KOfa BO3Bparta u Toro,
Kak pesynsraT paboTbl MOOYyNA CKaKeTcs Ha 0bpaboTke BCen CepBMCHOW 3adayu, Hanpumep,
ignore, ok, die. [Ina ynpaBneHus ayTeHTUdUKaLMEN NCMONb3YOTCA criegyrowme donaru:
- requisite — HemeaneHHoOe npekpalleHne ganbHEeNLWero BbiMNOHEHUS CEPBMUCHOM
3agayn ¢ obLMM HeyCneLHbIM pe3ynbTaTtoM B CIlyYyae HeycnewHoro pesyrnsrata BbInos-
HEeHWSA JaHHOro Moayns;
- required — TpeboBaHMe yaa4yHOro BbIMOMHEHNSA 3TOr0 MOAYNSA OAHOBPEMEHHO C Bbl-
NONMHEHNEM BCEX OCTasbHbIX, NEPEYNCIIEHHbIX B JAHHOW CEPBUCHOW 3afave;
- sufficient — HemMeaneHHoe npekpaweHne ganbHenLWero BbiMOSIHEHNS CEPBUCHON
3agayv ¢ o0WMM NO3UTUBHBIM pe3yrnbTaToM, B Criydae NO3UTUBHOMO pesyrbTaTa BbiNosHe-
HUS AaHHOro MOAYNS U BCeX Npeablaywmx ¢ gnarom required B CTEKe 3a4a4n, ecnm
Xe MOAyNb BEPHYIT HEraTUBHbIN pe3ynbkTraT, TO ero 3Ha4eHne UrHopuUpyeTCs;
- optional — BbINOMHEHNE JAHHOMO MOAYIIS HAKAK HE CKa3blBaeTCs Ha pesyrnbraTe BCeu

3agayun, HO urpaet AOoNOJTHUTESNbHYIO I/IHC*)OpMaLl,I/IOHHle ponb.

7.1.3. Cnyx6a katanorosB LDAP

Cnyx6a katanoroB LDAP — ob6Liee Ha3BaHMeE KITMEHT-CEPBEPHOM TEXHONOMMK AOCTyna
kK cnyx6e katanoros X.500 ¢ nomowbto npotokona LDAP. Cnyx6a katanoroB X.500 saBnset-
CSl CPeACTBOM MepapXmMyeckoro npeactaBneHms MHPOPMaLMOHHBIX PECYPCOB, NpUHaaIexaLmnx
HEKOTOPOW OTAENbHO B3ATOW opraHmn3aumm, u nH B otnuume ot mexaHmama NSS mexaHunam PAM
NO3BONAET NUCKIMOYMTENBHO NPOBOAMTL ayTEHTUdUKALMIO, T. €. NOATBEPXAATb UMK ONpoBeEpraTb
BBELEHHYI0 ayTeHTUMUKaALMOHHY UHopMaLmio.coopmauumn 06 atux pecypcax. [pu aTom cnyx-
0a katanoroB obecneymBaeT LEHTpPannM3oBaHHOE yrpaBreHne Kak cammmu pecypcamu, Tak U
WMHpOpMaLMEN O HUX, a TakkKe NO3BOMSET KOHTPONMPOBATbL UX UCMNOSb30BaAHNE TPETBUMU NNLLAMMN.
Kaxxabi pecypc MOXET npuHagnexarb ogHoMy mnm 6onee knaccam. Kaxkabi knacc nokasbiBaeT,
4YTO pecypc ABNAETCsS onpenenéHHbIM TUMOM CYLLHOCTU, U UMeeT onpeaenéHHbl Habop CBONCTB.
COBOKYMHOCTM KNaccoB MOryT 00beaMHATLCA B CXEeMbl, KOTOPbIE ONUCLIBAlOT TUMbI PECYPCOB,
NPUMEHSIEMbIE B OTAENBHO B3ATOW NpeaMeTHON obnacTtu.

MHdopmaums, xpaHswasncsa B Katanore, HasbiBaeTcsa « MHOpMaLMOHHOM 6a3on kaTanoray»
(DIB). MNonb3oBaTenb kartarnora, KOTOPbIA MOXET ObITb Kak 4erioBeKOM, Tak U KOMMbIOTEPOM,
nonyyaeT AOCTYN K KaTanory nocpeacTBoM KnveHTa. KnneHT OT nmeHu nonb3oBaTens katanora
B3aMMOLENCTBYET C ogHMM unn 6onee cepeepamun. Cepaep xpaHuT cdparmeHT DIB.

DIB cogepxuT gBa Tmna nHhopmMauunu:

- nonb3oBaTtenbckas — MHopmauus, npeaocTaBnsemas nonb3oBaTensam u, 6bITb MOXET,

n3mMeHseMasa UMU;

- agMUHMCTpaTMBHAA U YHKUMOHaNbHas — MHpopMauns, ncnonb3yemas ans agMmHu-

CTpuUpoBaHuA n/vnn (*)yHKLl,I/IOHI/IpOBaHVIFI KaTtanora.
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MHoxecTBO 3anucen, npeacTtaBneHHblx B DIB, opraHM3oBaHO nepapxmyeckn B CTPYKTYpYy
AepeBa, U3BECTHYIO Kak «MHopmaunoHHoe aepeso katanora» (DIT). MNpn aTom 3anuck B Katano-
re LDAP cocTtonT n3 ogHoOro nnu Heckonbkux atpubytoBs, obnagaeT yHukanbHbiM nmeHem (DN
— Distinguished Name) n MoXeT COCTOATb TONbKO N3 TeX aTpubyToB, KOTOpPblE ONpenerneHbl B
onucaHum Knacca sanucu. B cxeme onpeaeneHo, kakne atpubyTbl ABASIOTCA ANG AaHHOMO Knacca
obsa3aTenbHbIMU, a Kake — HeobsizaTenbHbIMU. Kaxabii aTpubyT, xpaHswuncs B katanore LDAP,
nmMeeT onpeaeneHHbl CUHTaKCUC (Hanpumep, TUN AaHHbIX), KOTOPbIM HaknaabiBaeT OrpaHnyeHus
Ha CTPYKTYpy u dpopmart ero 3HadeHuin. CpaBHEHME 3HAYEHUIN He ABMSETCS YaCTblo ONpeaeneHns
CUHTaKcuca, a 3agaeTcs OTAernbHO onpegenseMbiMn npasunamMmm cootTBeTcTeus. lpaBuna cooTBeT-
CTBUSA CrneumduumMpyoT apryMeHT, 3Ha4YeHne YTBEPXAEHMUS, KOTOpOe Takke MMeeT onpeaeneHHbIN
CUHTaKcuc.

lMpennonaraetcs, 4To MHOPMaUNA KaTanora JOCTaTOMHO CTaTU4YHa, T.e. Yalle YnTaeTcs,
yem moguduumpyetca. Npumepom nogobHOro karanora ABnAsieTCs cneumanuanposaHHasa bl,
Hanpumep, TenedoHHasa kHura, 6asa gaHHbIx cepsuca DNS.

Cnyx6bl kaTtanoros LDAP MoryT 6bITb MCNOMb30BaHbl B KAYECTBE MCTOMHUKA OAHHbLIX A5
0a30BbIX CUCTEMHbBIX cepBMCOB Ha 6a3e mexaHnamoB NSS 1 PAM.

B pesynbrate BCs cnyxebHaa nHopMauna nonb3oBaTenen ceTu MoXeT pacrnonaraTbcs
Ha BblENeHHOM cepBepe B pacnpeneneHHon reteporeHHon ceteBon cpege. [lobaBneHne HOBbIX
ceTeBbIX NoNb3oBaTenen B 3TOM Criyyae Npou3BoAUTCS LIEHTPanM30oBaHHO Ha cepBepe CnyXobl
KaTanoros.

Bnarogaps npegoctasneHuto nHgopmauumn LDAP B nepapxudeckon gpesoBmaHon hopme
pasrpaHudeHue gocTyna B pamkax cnyx6bl katanoros LDAP MoxeT 6bITb OCHOBaAHO Ha BBEOEHUN
AoMeHoB. B kadecTBe gJomeHa B faHHOM crnyyae Byaet BbiCTynaTtb nogaepeBo criybbl katanoros
LDAP.

7.1.4. loBepeHHasn ayTeHTUdpukauma Kerberos

Kerberos sBnsieTca npotokonom, obecnevmBaroLnM LEHTPaNM3oBaHHYO ayTeHTU(KKa-
LU0 Nonb3oBaTenien 1 NPUMEHSOLLMM TEXHNYECKOE MAaCKMpPOBaHMe AaHHbIX 4151 NPOTUBOLAENCTBUS
pasnuyHbIM BUAaAM aTak.

OCHOBHbIM KOMMOHEHTOM CcUCTEMBbI Kerberos sBnseTcs LeHTp pacnpeaeneHust Knoyen
(KDC). MNporpammsbl, HACTpOeHHble Ha B3anmoaencTaune ¢ Kerberos, HasbiBaloTCs «kepbepuao-
BaHHbIMW npunoxeHnsmny. KDC oTBevaeT 3a ayTeHTUdMKaumo B HekoTopon obnactn Kerberos.
B npouecce pabotbl cuctema Kerberos Bbigaet 6unetol (tickets) Ha ncnonb3oBaHne pasnUYHbIX
cnyx6.

CepBepom Kerberos HasblBaeTCsl KOMMNbIOTEP, HA KOTOPOM BbINOSHAETCS CepBepHas
nporpamma Kerberos, unu cama nporpamma KDC. KnueHT Kerberos — 310 KomnboTep unm npo-
rpamma, KoTopble nony4yarT 6unet ot cepsepa Kerberos. ObbIvHO aenctBus cuctemol Kerberos
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WHULMKUPYET NONb30BaTENb, OTNPABAIOLNA 3anNpoc Ha Nony4YeHne ycnyr oT HEKOTOPOro cepeepa
npunoxeHna (Hanpumep, cepeepa noytbl). Kerberos npegocrtasnset 6unetsl npuHumnnanam, B
pPOSiM KOTOPbLIX BbLICTYMAKT MOMb30BaTENMN UK CepBEpPHbIE NMporpaMmmbl. [Jna onncaHusa npuH-
yunana npuMmeHsieTca naeHTUUKaTop, COCTOALWMA U3 TPEX KOMMNOHEHTOB: OCHOBbI (primary),
ak3emnnspa (instance) n obnactn (realm). JaHHbIN MAEHTMAUKATOP UMEET BUA;
ocHoBa/3k3emnnaplobriacTs
Cuctema Kerberos BbInonHAeT cneayrowme 3agaqm:
1) obecnedeHune ayteHTMdMKauum B cetu. [Ans npegorspawenns HCL k cnyx6am cep-
Bep OOMKEeH MMETb BO3MOXHOCTb MAEHTUMUUMpoBaTh nonb3osartenen. Kpome Toro, B
HEKOTOPbIX cpefax BaXKHO, YTOObI KITMEHT MO MAEHTUMUMPOBaTbL cepBepbl. ATO UCKIHO-
4nT paboTy nonb3oBaTtenen ¢ hanblUnMBbIMU CEPBEPAMU, CO3AAHHBIMU ANA HE3AKOHHOIO
cbopa koHuAeHUManLHoNn nHpopmaLmm;
2) 3awmTty naponen. OTKPbITOCTb NApPONnen, NCNOMb3yEMbIX B paae CETEBbIX CNYX0, co-
3paeT yrpo3y 6e30nacHOCTU CUCTEMBI, T. K. OHU MOTYT BbITb NepexBavyeHbl U UCMOSb30BaHbI
ANs1 HE3aKOHHOro OCTyna K cucteme. [Ans peweHns agaHHoM Nnpobnembl UCNosb3yeTca
TEXHMYECKOE MacknpoBaHune bunetos Kerberos.
TexHonorus Kerberos npeacraenset cobor MexaHn3m ayTeHTUmKaunm nonb3oBaTenemn
N CepBUCOB, OCHOBHbLIM JOCTOMHCTBOM KOTOPOW SIBNSIETCA NOBbILWEHHAS 3alLULLEHHOCTb
Npyn UCNOSb30BAHUKN B CETU, KOTOpPasi JOCTUrAETCA MEXaHM3MOM 3aLMLLEHHOrO 0OMeHa
Bunetamu mexay nonb3oBaTensiMn, CEpBUCAaMUN U CEPBEPOM YYeTHbIX 3anucen Kerberos.
Mpu gaHHOM MexaHM3Me naposny Nonb3oBaTenemn No CeTn He NepedarTcs, YTo obecneyn-
BaeT MOBbILLEHHYH 3alLMLLEHHOCTb OT ceTeBbIX atak. C NOMOLLbI0 MexaHU3Ma OTKPbITbIX U
3aKpbITbIX KIHOYEN, a TaKKe CUHXPOHM3ALMN YacoB KITMEHTCKUX KOMMbIOTEPOB C CEPBEPOM
Kerberos obecneunBaeTcs yHMKanbHOCTb BUNETOB U X 3aLMLLEHHOCTb OT NOAAENKN.
B OC ucnonbayetca peanusauua MIT Kerberos;
3) obecnevyeHne ogHokpaTHoW pernctpauumn B cetn. Cuctema Kerberos gaet Bo3mMox-
HOCTb MOnb30BaTeNto paboTaTb C CETEBLIMU CEPBMCAMM, MPONAS NULLb €OUHOXAbl ayTeH-
Tndmkaumo Ha cBoem komnbroTepe. [Npu 3ToM ans obmMeHa ¢ NpUOXXeHNSAMM LOMOMHN-
TerbHO BBOAUTL Napofb He TpebyeTcs.
JlokanbHble cucTeMbl y4eTHbIX 3anncen nonb3oBaTernien u cuctema ElNMN cywectsyoT
B OC napannenbHo. Pasnuune mexay HUMM NpoBOAUTCHA C NMOMOLLbIO pasrpaHnyeHns
AnanasoHoB UID (3HaveHns UID meHbLlume, yem 2500, OTHOCATCA K NoKanbHbIM NOfb30Ba-
Tenam, a 6onblwme nnun pasHole 2500 — k nonb3osartenam ENMMM).
BHUMAHMUE! O6s3atenbHbiM TpeboBaHnem ans yHKUMOHNMPOBAHNA ayTeHTMdMKaunm
no Kerberos siBNAeTcsi CUHXPOHM3aUMsl BPEMEHN Ha KnneHTe 1 cepBepe. CUHXPOHM3aUMsS MOXET

6bITb 06ecnedeHa ncnone3oBaHmem cepsepa NTP (cm. 5.7)).
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7.1.5. UeHTpanu3auna xpaHeHuna aTtpumbytoB C3U B pacnpegeneHHon ceTeBOM
cpeae
B cpepe OC nonb3oBaTtento NOCTaBneH B COOTBETCTBUE psg aTpubyTOB, CBA3AHHbIX C

mexaHmamamm C3M OC, Hanpumep:

npuBmunernn agMMHNCTpNpoBaHusA, BXOXOEHNE B rpynnbl;

pa3pelleHHble napaMeTpbl BXOAa (CI'II/ICOK pa3peLlleHHbIX KOMMbTEPOB ,u,omeHa);

NOSIUTUKN NApOren N yY4eTHbIX 3anuceu;

- MaHgaTHble aTtpmbyThbl (AnanasoH AOCTYMNHbIX YPOBHEN AOCTyNa 1 Kateropumn, npmeune-

rn);

- paspelleHHble MaH4aTHbIE YPOBHU LIENOCTHOCTY;

- napameTpbl pernctpaumm codbiTun (Mackm permcTpupyemMbix YCNeLHbIX U HeyCneLHbIX

cobbITUR).

YacTtb n3 atpubytoB xapaktepHa Ttonbko ansa ElMN, gpyraa — aBnsetca oTpaxeHuem
obwux atpudytos C3M OC. [locTyn kK MaHAaTHbIM aTpubyTamM nonb3oBaTenen oCcyLwecTBNAeTCs C
NCNonb30BaHNEM NporpaMmMHon 6ubnmnotekn parsec. [laHHas 6Gubnmorteka nonyyaeTt n3 cCOOTBET-
CTBYHOLLErO KOHUrypaumoHHoro cdanna nHgpopmaunio 06 NCTOUYHUKE AaHHbIX OANS MaHOATHbIX
C3W cuctemsl. 1o ymonyaHuo NCMNonb3yOTCA foKasbHble TekcToBble hannbl. KoHuenums ENMMM
nogpasymMmeBaeT XpaHeHne CMCTEMHON MHopMaLmm o nonb3oBartene (B T.4. U ero MaHgaTtHble
aTpubyTbl) LeHTpanM3oBaHHO. B aToMm cnyvae Bca nHdopmauma XxpaHntcs B cny>kbe katanoros
LDAP.

7.2. Cnyx6a Astra Linux Directory

Cnyx6a ALD npegctaenset cobon cuctemy ynpasnenuns ENMM.

OHa aBnsietca HaacTpounkon Hag TexHonoruamun LDAP, Kerberos 5, CIFS n obecneunBaet
aBTOMAaTMYECKYI0 HAaCTPOKMKY BCeX HeobxoammbIx hannoB kKoHdUrypaumm crnyxo, peannayowmx
nepevncrieHHble TEXHOMOMMK, a Tak e NpeaocTaBnseT UHTepdenc ynpasneHns n agqMUHUCTPUPO-
BaHUA.

HacTtponka okpyXeHusi nonb3oBatensa npu Bxoge B cuctemy obecneymBaetcsa PAM-
moayrnem ALD, KOoTopbIv BbINOMHSAET crieaytowme OyHKLMN:

- nosiyvyeHve napamMeTpoB OKPYXXeHUS Nonb3oBaTend ¢ cepsBepa AOMEHa;

- NpoBepKa BO3MOXHOCTW BXoAa Nofb3oBaTesis Ha AaHHbIM KOMMbKTEP MO CMUCKY paspe-

LLIEHHbIX NOSIb30BaTENO KOMMbIOTEPOB,

- MpOBEpKa BO3MOXHOCTM MCMNOSb30BaHMsA nonb3osatenem tuna ®C ero gomaluHero

Katanora;

- HacTpoWKa napamMeTpOB OKPY>XEHUS Nosib3oBaTens;

- MOHTUpOBaAHME OOMALLUHEro Kartarnora norfib3oBaTerid,
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- BKJ1tOMeHMe JOMEHHOro nosrib3oBartend B 3adaHHbl€ JTOKalribHbl€ rpynnbl.

rlepe‘-II/lCJ'IeHHble napameTpbl N orpaHn4eHna Bxoda norib3oBartesnd 3agakoTcAa C NnomMo-

LLIbIO COOTBETCTBYHOLLMX KOMaHA YyTUNUTbI agMUHUCTPUPOBaHUSA ald-admin M napameTpamu
KOHdUMrypaumoHHoro canna /etc/ald/ald.conf (7.2.3).

B coctas OC BxoguT rpadmnyeckas ytunuta £ly-admin-smc, KOTOpasi NO3BONseT agMu-

HUcTpaTopy npoussectu ynpasneHune EMNM B rpadgmuyeckom pexmme (CM. 3NEKTPOHHYIO CNpaBKy).

7.21. CocTtaB
Bce Heobxoammble KOMNOHEHTBI cny6bl ALD BXogaT B cOCTaB NakeToB, NPMBEAEHHbIX B
Tabnuue [36]
Tabnuuya 36
HanmeHoBaHue OnwucaHve
Knnentckas yactbe ALD.
CoaepXnT yTUnuTy KOHUrypMpoBaHust KNMEHTCKOro KoMmnbtoTepa ald-client,
ald-client PAM-mogynb ALD, cnyx6y obpaboTku 3agaHun ALD aldd u ytunuty aBtomaTu-
Yeckoro 06HOBMNEHMS MONb30BaTENbCKMX OUNeToB ald-renew-tickets. Maket
[AOIMKEH YCTaHaBNUBaTbCH Ha BCE KMMEHTCKME KOMMbIOTEPbI, BXOASALME B JOMEH
MakeT agMmunHucTpupoBanms ALD.
ald-admin Copgepxut ytunuty agmmHmctpupoBanmsa ALD ald-admin. MakeT gomkeH ycraHas-

NMBaTLCS HA KOMMNbIOTEPbI, C KOTOPbIX OYAET OCYLLEeCTBNATLCA aaMUHUCTPUPOBaHME
ALD. lMpwu ycTaHOBKE AAHHOIO NakeTa Takxe yCTaHaBMMBAETCS KNMEHTCKas YacTb

ald-client-fs

PacwupeHune anga opraHmsauuun dann-cepsepa ALD.

CoaepxuT HeobxoguMble MOArpyXaemble MOAYNN ANA KOHUIypupoBaHus dans-
cepBepa ALD u paclwmpeHne koMaHa ald-client n ald-client-fs. lNakeT
MOXET YCTaHaBMMBATbLCHA Ha KIIMEHTCKMEe KOMMbIOTEPbI, BbICTYNaroLme B ponu cann-
cepBepa

ald-server-dc

CepeepHas 4yacTtb ALD.

CoaepXuT yTunuTy KoHurypnpoBaHus cepeepa ald-init. [NakeT gormkeH ycra-
HaBNMBaTbCA Ha cepBep AoMeHa. [1pn yCcTaHOBKE AAaHHOMO nakeTa Takke yCTaHaB-
NnBaeTcsd cpefCTBO aAMUHUCTPUPOBaAHUA ald—-admin N KNIMEHTCKada YacTb

ald-server

MeTtanakeT ans ycTtaHoBKu nosiHoro cepsepa ALD.
lMakeT gomkeH ycTaHaBnuBaTbCA Ha cepBep AomeHa. [Npu ycTaHOBKe OaHHOro
nakeTa yctaHaBnvBaeTcs nakeT cepBepa gomeHa ALD ald-server-dc

Cnyx6a ALD obrnagaet paclumpseMon apxuTekTypon, COCTOSILLEN U3 sapa, OTBEYAKLLErO

3a OCHOBHOW (pyHKUMOHanN cucteMsbl, paga nHtepgencos (LDAP, Kerberos, Config, RPC) u

Mop,yneﬂ pacwmnpeHund, npegHa3dHa4YyeHHbIX Ana pacwumpeHna KomaHaHoro MHTepq)eVlca YTUINT U

HaCTPOWKM HeoBXoauMbIX CNy>6 1 NoacucTeM, YTO NO3BOMSET pPacLUNPATL PYHKLMOHANBHOCTb

ALD, yctaHaBnuBasi JONOSNTHUTESNbHbIE NakeTbl. HaMmeHoBaHMe nakeTa pacluMpeHus oTpaxaeT

ero HasHa4deHune:

- ald-client-... — pacwupeHune, Heobxoanmoe KnmeHTckom Yactn ALD;

- ald-admin-. .. — paclumpeHue yTunuTbl agMnMHuUcTpuposaHms ALD;
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- ald-server-... — pacwupeHune, Heobxoanmoe ANsa opraHn3aumm xpaHeHnsa atpuby-

TOB Ha cepsepe ALD.

PeanusoBaHbl cnefylouime paclwumpeHnss onsa nogaepXkm LeHTpanu3aunmn xpaHeHus
aTpubytoB C3W B pacnpeneneHHon ceTeBom cpege:

- ald-client-parsec — KOH(pUrypmpoBaHue nogcmucTemMbl xpaHeHus atpmbytos C3U;

- ald-admin-parsec — paclWupeHne KOMaHL YTUNUTbl aaMUHUCTPUPOBAHMUSA

ald-admin;

- ald-server-parsec — paclwumpeHune pyHkumMoHanbHocTn cesepa ALD ansa xpaHeHuns

aTpubytoB C3U (Heobxoanmbie cxembl n npasuna LDAP).

BHUMAHUWE! Be3 ycTaHOBKM NakeToB paclUMPEHNs COBMECTHO C COOTBETCTBYOLLUNMU
OCHOBHbIMW NakeTaMy HEBO3MOXHaA LieHTpanusauusa xpaHeHus atpnbytos C3U B pacnpeneneHHon
CeTeBOW cpeae, YTO MOXET NPUBECTU K HEBO3MOXHOCTU BXO4a Nofb3oBaTenen B CUCTEMY.

[ns cHuxeHna Harpys3km Ha cepBep ALD 1 noBbilweHns Npon3BOANTENBHOCTU crny>kba
0bpaboTkn 3agaHu ALD aldd BbINOSHAET K3WWMPOBaHUE peako namMeHaemMblx gaHHbix ALD B
nokanbHoM kawe. Pacwmpenna ALD moryT obpabaTbiBaTb COBbITUA CNyXObl KILLMPOBaAHUS ANs
BbINONIHEHNS HEOBXOAMMbIX onepaumi Ansa o6GHOBNEHWS NOKanbHOro Kalla.

BHUMAHUE! WN3meHeHHaa Ha cepBepe WHGOpMaUMA MOXET nonacTb B JiOKaslb-
HbIn K3W C 3agepxkon. lNepuog OOHOBNEHMs JIOKaNbHOrO Kala 3agjaetcs napamMeTpom
CACHE_REFRESH_PERIOD B KOH(pUrypaLMoHHOM ¢haiine /etc/ald/ald.conf (7.2.3).

OnucaHne nakeToB M BO3MOXHOCTEN YKa3aHHbIX YTUNUT NpMBEOEHO B PYKOBOACTBE man

(cnucok cTaTelt cM. B Tabnuue [37)).

Tad6bnuua 37

HanmeHoBaHue OnucaHne

ald 7 ALD

KnuneHtckast yactb ALD 1 KomaHabl YyTUNUTLI ynpaBrieHnst KNMeHTOM

ald-client 8 ALD ald-client

ald-admin 1 KomaHab! ytnnutel agMuHuctpuposaHus ALD ald-admin
ald-init 8 KomaHabl yTUnuTbI ynpaBneHus cepBepomM AoMeHa ald-init
aldd 8 Cnyxb6a obpaboTkm 3agaHmi ALD aldd

pam_ald 8 PAM-mogynb ALD

YTunuta aBToMaTtn4eckoro 06HOBNEHMS Nosb3oBaTENbCKMX BuneToB

1d- -tick 1
ald-renew-tickets ald-renew-tickets

ald.conf 5 dopmat koHurypauunoHHoro ¢ganna ald. conf

ald-client-fs 8 PacwupeHue gns opraHunsauum cann-cepsepa ALD

PacLumpeHune KoHbUrypmpoBaHusi MoACUCTEMbI XpaHEeHUst aTpubyToB

ald-parsec-cfg 7 Cal
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ald-parsec-aud 7

. PacluimpeHune ueHTpanmsauum HacTpoek paclUMpPEHHOro ayauTta
ald-admin-parsec-aud 1 P HEHTP 4 P P P yA

ald-parsec-devac 7 PaclwmpeHne ons noacucTemMbl KOHTPONS AOCTYNa K NOAKMo4YaeMbIM
ald-admin-parsec-devac 1 | HOCUTENAM

ald-parsec-mac 7
ald-admin-parsec-mac 1 PacwupeHue ueHTpanusaumm xpaHeHus atpubytos C3U
pam_ald mac 8

7.2.2. YcTaHOBKa

YcTtaHoBka cnyx6bl ALD MOXeT OCyLecTBRATLCA Kak Npyu HavanbHon yctaHoBke OC
nyTem Bbibopa COOTBETCTBYHOLMX MYHKTOB B NpOrpaMMe YyCTaHOBKU, Tak U B PY4YHOM pexXnme yxe
B paboTtatowen cucteme.

BHUMAHMUE! B cny4yae yctaHoBku cepepa ALD B py4HOM pexnme BO3MOXHO NOfyyYeHus
crneayoLen owmnbKn yCTaHOBKN:
insserv: Service nfs-common has to be enabled to start service nfs-kernel-server
insserv: exiting now!
update-rc.d: error: insserv rejected the script header

[aHHas owmnbka BbI3BaHa TEM, YTO B COOTBETCTBUM C nonutukon OC no MUHMMM3auum
ceTeBbIX Y3BMMOCTEN, BOMbLUMHCTBO CETEBbLIX CEPBUCOB U CIY>KO MO YMOMYaHUIO BbIKITHOYEHbI.
[nsa ycnewHon yctaHoBku cepBepa ALD Heob6xoanmMo BpyYHYHO BKAOUNTL HEOBXOAMMYIO CryxOy:
chkconfig nfs-common on

BHUMAHUWE! Be3 ycTaHOBKM NakeToB paclUMPEHNS COBMECTHO C COOTBETCTBYOLLUNMU
OCHOBHbIMW NakeTaMu HEBO3MOXHA LieHTpanuaaumsa xpaHeHust atpmbytos C3W B pacnpeaeneHHon
CEeTeBOW cpefe, YTO MOXET MPMBECTUN K HEBO3MOXXHOCTW BXOAa Morb3oBaTternen B CUCTEMY.

[na obneryeHnss yctaHoBkM crny6bl ALD Ha KOHKPETHbIN KOMMLIOTEP NMpeaHasHade-
Hbl MeTanakeTbl, obecrneynBatoLLie YCTaHOBKY BCEX HEOBXOAMMbIX NakeToB B 3aBUCUMOCTU OT
Ha3HayeHus JaHHOro KoMmnboTepa:

- ald-client-common — yCTaHOBKa KrMeHTckon Yactu ALD;

- ald-admin-common — yCTaHOBKa yTUNUTbl agMuHuctpupoBanus b ALD;

- ald-server-common — yCTaHOBKa cepBepa AgomeHa ALD.

Mpu pasgenbHon ycTaHoBKe pacwmpeHmit ALD Ha cepBepe Heo6xoaMMo nocse yCTaHOBKN
BbIMOMHUTL ONepaunn nHMumManu3aumm paclumpeHnin KOMaHgom:
ald-init install-ext
KoTopas npon3BeneT HeobxoauMble HAaCTPOMKK U n3MeHeHus cylectytowen B ALD. Mpu nHnum-
anusauunmn b1 ALD npu ycTaHOBNEHHbIX NAKeTax paclUMpEHNS AaHHbIe AENCTBUSA OCYLLECTBASOTCA

aBTOMaTU4€eCKN.
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7.2.3. HacTtpouka

Hactpownka Bcex komnoHeHTOB ALD ocyliecTBnseTca aBToMaTtuyecku yTunutamm KoHgu-

rypupoBaHusi. [1ns HopManbHoro dyHKLMOHMpoBaHNs ALD Heo6XxoaMMo BbINONHEHWEe CreayoLmnmx

YCINOBUMN:

1) paspelueHne UMeH OOIMKHO BbITb HACTPOEHO Taknm 06pas3omM, YTobbl MMsI CUCTEMBI pas-
peLuanochk, B NepByto ovepeapb, Kak NosiHoe ums (Hanpumep, myserver .example. ru).
YTnnuta hostname [ofmkHa BO3BpawlaTb KOPOTKOE WMMS KOMMbKOTEpa, Hanpumep,

myserver.
Mpumep
dann /etc/hosts (pa3pelleHme MMeH MOXET BbITb HACTPOEHO U C MOMOLLIbIO cepBepa

DNS (cm. [5.5))

127.0.0.1 localhost

192.168.1.1 myserver.example.ru myserver

2) pomkHa 6bITb BbIMNOMIHEHA CUHXPOHM3auus BpemeHn B OC cepBepoB M KIMEHTOB

ALD pgnsa ayteHTudomkaumm no Kerberos. Hanpumep, ¢ ncnonbsosaHnem cepsepa NTP

(cm. [5.7).

HacTtpouiku cepsepa un knueHtoB ALD copepxarcsa B panne /etc/ald/ald.conf. dop-

MaTt hanna:

UMs_TIAPAMETPA=3HaueHUe # KoMMeHTapuu

OnucaHue napameTpoB KOHPUrypaumnmoHHoro anna /etc/ald/ald. conf npuBegeHo

B Tabnuue [38|
Taobnuuya 38

MapameTp Onucanue

VERSION «1.7». 3HaueHus Bepcun «1.5», «1.4» MoxeT ObITb yCTaHOBNE-

[ns Tekywen Bepcun JOMKHO OblTb YCTAHOBNEHO 3HAaYeHne

HO And cCOBMeCTUMOCTU C npeabliayunmMmm sepcnammn

DOMAIN cepBep KoMaHaom:

Mmsa pomeHa. [LomkHo ObiTb 3agaHo B dopmare
.example.ru Aansa cepsepa ALD. Ecnu paHHbIA napa-
METP MeHSAEeTCH, TO He0BXOANMMO 3aHOBO MHULMANM3NPOBaTb

ald-init init
MoXHO TakXe BOCMosib30BaTbCA KOMaHOamMn pe3epBHOro Konu-
poBaHNA N BOCCTAHOBIIEHNA ONTA NepenMeHOBaHNA JOMEHAa.

SERVER

MonHoe nma cepsepHoro komnbioTepa ALD. Hanpumep:
my-server.example.ru
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MNapameTp

OnucaHne

MINIMUM UID

MwuHuManbHbIN HOMep rnobanbHOro nonb3oBartend. Nonb3o-
BaTenM C HOMEpPOM MeHbLUe AaHHOro CYUTalTCs MoKarb-
HbIMWU U ayTEHTUULUUPYIOTCHA 4Yepe3 nokanbHble hannbl
/etc/passwd n /etc/shadow.

MpunmevaHune. Ana HopmansHon paboTbl AOMEHA HE PEKO-
MeHAyeTCsa nepecevyeHne No Homepam NokanbHbIX U rnobanb-
HbIX nonb3oBaTtenen u rpynn. He pekomeHayeTcsa 3agaBaTb
MINIMUM UID meHblie 1000

DEFAULT_LOGIN_SHELL

KomaHgHas obonouyka, koTopas ycTaHaBnmBaeTcs nNpu cosna-
HUWN HOBOTO Nornb3oBartens. MNpumeHsaeTcs Npu agMUHUCTPUPO-
BaHWM C JAHHOro KOMMbloTepa.

Mo ymonyaHuio ncnonesyetcs /bin/bash

DEFAULT_LOCAL_GROUPS

MepeyveHb NnokanbHbIX rPYNM, YNEHCTBO B KOTOPbIX YCTaHaB-
nuBaeTcs Npu co3aaHumM HOBOro nonb3oBaTtens. MNpumeHseTcs
npyv agMMHUCTPUPOBAHUN C AAHHOIO KOMMbIOTEPA.

Mpwn BxoQe B 4OMEH Monb3oBaTtento dyaget Ao06aBnATLCS YneH-
CTBO B YKa3aHHbIX rpynnax Aansi UCNnosrib30BaHMs TeX UMK UHbIX
BO3MOXXHOCTEN KOMMbIOTEPA, Hanpumep, BOCnpousBeaeHne
3BYyKa

ALLOWED_LOCAL_GROUPS

MepeyeHb paspelleHHbIX NoKarnbHbIX Py, YNEHCTBO B KOTO-
pbiX yCTaHaBnMBaeTCs Npu Bxo4e nonb3oBartens. MNpumeHseT-
CA ANs JaHHOro KomnbloTepa.

Mpwn BXoge B oOMeEH nonb3oBaTtento byaetr 406aBNATLCS YNeH-
CTBO B YCTaHOBIEHHbIX Arsi HErO NoKanbHbIX rpynnax B npeae-
nax paspelleHHbIX Ha JaHHOM KOMMboTepe

TICKET MAX_ LIFE=10h

MakcrumanbHoe Bpems u3Hu ouneta Kerberos (ecrnn ero He
0o0HoBnATL). Popmat napameTpa: NNd (gHu), unm NNh (4achbl),
U NNm (MUHYTbI).

Mpun BXoAe B AOMEH nonb3oBaTtenb nony4yaet 6unet. MNpu BbI-
xode 13 gomeHa 6unet yHuuToxaetcsa. Ecnu 6unet He 06-
HOBNATb, TO NOCMNEe UCTEYEHNsI CpOoKa AencTBusa bunerta nonb-
30BaTenb NoTepsaeT AOCTYN K CBOEMY JOMaLUHEMY KaTtanory.
YT06bI BOCCTAHOBUTL AOCTYM, eMY NPUAETCH BbINOMHUTL KO-
MaHAy kinit unu 3anTu B cuctemy 3aHoBO. YUToObLI OCTYN He
Obin noTepsiH, GuneT cnegyet nepmoanyveckn oGHOBNATL (40
ncTeveHnsa cpoka gencrtems). HactpouTtb aBTomaTnyeckoe 06-
HOBIIEHNE MOXHO C NMOMOLLIbIO YTUINMUTLI ald-renew-ticket.
[nga ynobcTBa MOXHO HAaCTPOUTb AaHHbIM NapameTp Ha 6onb-
LlOe KONMMYecTBO BpPeEMEHU, Hanpumep, 30d. Ho aTo MeHee
6e3onacHo
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MNapameTp

OnucaHne

TICKET_MAX_ RENEWABLE_LIFE=7d

MakcnmaneHoe obHoBRsiemoe Bpems xu3Hn buneta Kerberos.
dopmat napametpa: NNd (gHu), unm NNh (4achbl), nnm NNm
(MUHYTBI).

Mo ncreyeHnn gaHHoro cpoka dunet He MoxeT 6bITb OOHOB-
neH. [laHHbIM napameTp ormkeH ObiTh Gonblue, Yem napameTp
TICKET MAX_ LIFE.

MpumevyaHue. ANa KNMEHTCKUX KOMMbIOTEPOB NapameT-
pbl TICKET_MAX LIFE M TICKET MAX RENEWABLE_LIFE
onpenensTcsa Kak HaMMeHbLUNE 3HAaYEeHNs1 3TUX NapamMeTpPOB,
3aflaHHbIX B (harnax ald.conf Ha cepBepe N Ha KITMEHTCKOM
KoMnbtoTepe

NETWORK_FS_TYPE

Onpepensert, kakasa ceteBasa PC byoeT ncnonb3oBaTbea AN
rnobanbHbIX NOMNb30BaTENbCKMX AOMALUHMX Katanoros. Bos-
MOXHbl€ 3HAYEeHMS:

— none — ceteBas PC He ucnonb3yetcd. PaboTaet Tonbko
ayTeHTudmKaums rmobanbHbIX nonb3oBartenen. MicnonbayoTcs
nokanbHble JOMalUHWE KaTanoru nonb3oBartenen (cnegytowme
napameTpsbl, OTHocsLWMecs Kk ceteBon PC, urHopmpyroTcs);

— cifs — ucnonbsyetca Samba/CIFS

SERVER_EXPORT_DIR

Tonbko ons cepeepa. 3agaet abConOTHLIN NyTb K Karanory
Ha cepBepe, rge 6ygert pacnonaraTbCs XpaHUnNue gomall-
HUX kaTtanoroB. [aHHbl KaTanor OyaeT 3KCNopTUPOBaH Mo
Samba/CIFS

CLIENT MOUNT_DIR

3agaet abCcontoTHbIN NyTb K TOYKE MOHTUPOBAHNA XpaHUITULLA
OOMaLLUHUX KaTasfioroB Ha KIMEHTCKUX KOMNbTEPax

SERVER_FS_KRB_MODES

Tonbko Ansa cepsBepa. 3adaeT pexumbl KCrNopTa cepeepa
Samba/CIFS (nepeuuncrneHHble Yepes 3ansTyto). Bo3amMoXHble
pPEeXUMBbI:

- krb5 — TonbKko Kerberos-ayteHTnnkauus;

- krb5i — (integrity) ayTeHTMduMKaumna n npoBepka Le-
NOCTHOCTM (NOAMNWUCH) NAKETOB.

[omkeH ObITb ykasaH XoTs 6bl OANH peXnm

CLIENT_ FS_KRB_MODE

3apaet Kerberos-pexumm MOHTUPOBAHUS HA KITMEHTCKOM KOM-
nbtoTepe. [ormkeH ObiTb yka3aH oguH U3 PeXMMOB: krb5 unm
krb5i

SERVER_POLLING_PERIOD

Toneko onga cepBepa. 3agaet nepmog (B cekyHaax) onpoca
3afaHui cnyxbon aldd. Mo ymonyaHuo coctaensiet 60 ¢

SERVER_PROPAGATE_PERIOD

Tonbko ons cepeepa. 3agaeT nepmof (B cekyHaax) pensnuka-
umm B ALD Ha pesepBHble cepaepa. 1o ymonyaHuio coctas-
ngaet 600 ¢

CACHE_REFRESH_ PERIOD

3apaet nepwuop (B cekyHaax) 06HOBMEHUS NOKarnbHOro Kalla
cnyx6on aldcd. o ymonuyaHuio coctasnsaet 600 ¢

UTF8_GECOS

Tonbko ans cepeepa. 3agaeT npusHak moandukaumm cxemsl
LDAP onsa BO3MOXHOCTWN UCMONb30BAHUSA KUPUAMWLbI B None
onucaHusa GECOS nonb3oBaTtens. Mo ymonyaHuio ycTaHOBMEH
paBHbIM 1
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USE RPC Paspeluaet agMmmHucTpupoBanue ¢ nomoubto RPC nHtepden-
- ca. o ymonyaHuio ycTaHOBIEH paBHbIM 1
RPC PORT MopT RPC nHTepdenca. Mo ymonyaHuio ycTtaHOBMNEH paBHbIM
- 17302

RPC_RESTRICTED Cnuncok 3anpeLleHHbIX K ucrnonHeHuntio RPC komaHg
OTobpaxaet coctosiHne cepsepa ALD (yctapesLuee). Boamox-
Hble 3Ha4YeHna 0 n 1.
Ecnu SERVER_ON=0, TO:
- AOMalLHMe KaTanorn He 3KCnopTMpYyoTCS;
- paspeweHne wunmeH no LDAP  Bbikntovaetcas B
nsswitch.conf;

SERVER ON - BCe I.'IpI/IHU,I/II'IaJ'IbI Kerberos AeakTUBUpyoTcs

- (allow_tickets=0);

- cnyx6bl LDAP, Samba, Kerberos, nss-ldapd octaHaenuBa-
I0TCH;
- cnyxba nscd nepesanyckaertcs.
B HacTosiwee Bpemsa coctosHMe ALD moxeT ObiTb nonyde-
HO KOMaHAOW status yTMNUT ald-client, ald-init u
ald-admin
OTobpaxaeTt cocTosiHne knneHTckon Yactu ALD (yctapesluee).
Bo3aMoXHble 3Ha4eHna 0 n 1.
Ecnu CLIENT_ON=0, TO:
- JOMallLHMe KaTanorn He MOHTUPYIOTCS;

CLIENT ON - pa3pemeHme umeH no LDAP Bbiknioyaetca B

- nsswitch.conf;

- cnyx6a nscd nepesanyckaeTcs.
B HacTosiwee Bpems coctosiHe ALD moxeT ObiTb nomnyde-
HO KOMaHOOW status yTMNUT ald-client, ald-init u
ald-admin

Mo 3aBepLUEeHNN NEePBUYHON HACTPOWNKN KOHUTYpaLMOHHOIO dpanna cepeepa A5 UHNUK-
anuMsauun gomeHa Heob6xoanUMO BbIMOTHUTE KOMaHAY:
ald-init init
Mogpo6Hee o co3naHum gomeHa cm. [7.2.6.1]

[lnsa BBOAA HOBOro KoMmnbkoTepa B JOMEH MOcrie NepBUYHOM HACTPOUKM KOHUrypawmoH-
Horo hanna Ha KnmeHTe HeobXoaUMO BbINOMHUTL KOMaHAY:
ald-client start

MpumeyaHune. [ina ygobctBa BBOA HOBOrO KOMMbOTEPA B LOMEH MOXET ObITb BbINOM-
HeH KoMaHOon ald-client join <umsa cepBepa nomeHa>. B aToMm crnyyae koHdurypauu-
OHHbIN dhann BygeT HaCTPOEH aBTOMATUYECKN.

B cny4ae nameHeHust KOHpUrypaumoHHoro amna /etc/ald/ald.conf Heo6xogumo
BbINONHUTL KOMaHAy commit-config AN TOro, YTo6bl U3MEHEHNS BCTYNUNN B CUMY:

ald-init commit-config
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Ha cepBepe "
ald-client commit-config

Ha KInneHTax.

Mpumep

®ann /etc/ald/ald.conf
VERSION=1.7
DOMAIN=.example.ru
SERVER=my-server.example.ru
MINIMUM UID=2500
DEFAULT_LOGIN_SHELL=/bin/bash
DEFAULT_LOCAL GROUPS=users,audio,video, scanner
ALLOWED_ LOCAL_GROUPS=users,audio,video, scanner
TICKET MAX_ LIFE=10h
TICKET_ MAX RENEWABLE LIFE=7d
NETWORK_FS_TYPE=cifs
SERVER_EXPORT_DIR=/ald_export_home
CLIENT MOUNT DIR=/ald home
SERVER_FS_KRB_MODES=krb5, krb5i
CLIENT_FS_KRB MODE=krb5i
SERVER_POLLING_PERIOD=60
SERVER_PROPAGATE_PERIOD=600
CACHE_REFRESH PERIOD=600
UTF8_GECO0S=1
SERVER_ON=1
CLIENT ON=1

7.2.4. Wa6bnoHbl KOHUrypaunoHHbIX hannos

Cnyx6a ALD B npouecce cBoei paboTbl OCYLLECTBNSAET KOHPUrypupoBaHme HeOBXoaMMbIX
ceTeBbIx cnyx6 (Samba, Kerberos, LDAP 1 T.n.) ¢ nOMOLb0 NX KOHUIypauNoHHbIX dannos. [0ns
yoobcTtea cyecTtBytoT WwWabnoHbl Mogudpuumnpyemblx cnyxoéon ALD KoHdUrypaunmoHHbIx dannos,
pacnonoxeHHble B KaTanore /etc/ald/config-templates.

BHUMAHMUE! lNpn yctaHOBKe, UHULManNu3auumn, yaaneHnm unm 3anycke/oCTtaHoOBKe Cryx-
6bl ALD OCHOBHblE KOHGUIypaLMOHHbIE hannbl pasnnyHbIX cnyx6 MoryT 6biTb NepesanucaHbl Ha
OCHOBE LLIABOHOB, YTO MOXET MOBMeYb NOTEPIO BHECEHHbLIX BPYYHYH N3MEHEHWI.

MpumevaHwue. Npn HEOBXOAMMOCTM AONONHUTENBHOW HACTPOWKK Cry>X0 BHECEHME
N3MEHEeHUN JOIMKHO OCYLLECTBNATLCH HE TONMbKO B OCHOBHbIE KOH(IUIypaLMOHHbIE dannbl, HO U B

UX LWAaOnOHbI.
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MepeyeHb WAbNOHOB KOHMUIypaLMOHHbLIX dalnoB npueeneH B Tabnuue [39]

Taobnuuya 39

Nmsa wabnoHa

Cnyxb6a

OnucaHune/ pasmeLleHne KoHpUrypaumoHHOro
danna

ald-pam-profile

pam-auth-update

La6brnoH PAM

ald*.1ldif OpenLDAP LDAP cxembl ALD

base-init.1ldif OpenLDAP LDAP ckpunT HavanbHon nimumanmsaumm 64 ALD
exim-mail.ldif OpenLDAP LDAP cxema ans Exim

idmapd.conf NFS /etc/idmapd.conf

kadm5.acl

Kerberos admin server

/etc/krb5kdc/kadm5.acl

kdc.conf

Kerberos KDC

/etc/krb5kdc/kdc.conf

kpropd.conf

Kerberos

/etc/krb5kdc/kpropd.conf

krb5.conf Kerberos knneHThbl /etc/krb5.conf

ldap.conf LDAP knueHTbI /etc/ldap/ldap.conf

mldap.conf PARSEC /etc/parsec/mldap.conf

nslcd.conf NSLCD /etc/nslcd.conf

sasl2 slapd.conf OpenLDAP Onuncanue ans SASL2

slapd.dl7.1dif OpenLDAP (L;eDF;Ol;Ich:pmnT HavarnbHOW uHnumanusauum LDAP
smb.conf Samba /etc/samba/smb.conf

BHUMAHMUE! lNpu py4yHo npaBke wWabnoHOB KOHUrypauMOHHbIX hannoB HE PEKOMEH-
AyeTcs yaansaTb UM MEHATb CTPOKKU, U3HAYanbHO coaepKalimecs B WabnoHe unu cogepxawyme
napameTpu3oBaHHbIE 3HAYEHUS.

BHMMAHMUE! ALD

install-config wabnoHbl B /etc/ald/config-templates OyayT nepesanucaHbl K3

Mpu nepeycTtaHoOBKe unu  BbiNofiHeHUn komaHg ALD
/usr/lib/ald/config-templates.

7.2.4.1. KoHdurypaumoHHblie cpannsi LDAP

K koHpurypaumnoHHsiM dpannam LDAP oTHocaTes cxembl LDAP n ckpunTel nHMUnanmsaumm
cepsepa LDAP n B[] ALD.

MpumeyvaHume. CKkpunTbl MHMLMANU3ALMM UCNOSb3YIOTCS TOMBKO B NpoLecce Co3aaHus
B0 ALD.

Mpun HeobxogmmocTu pernctpaumm gononHutensHbix LDAP cxem, Heobxogumo nome-
CTUTb TpebyeMyto cxeMy B KaTanor /etc/ldap/schema n 4obaBuTb ee BKOYEHWE B LWIAGNOH
slapd.dl7.1dif no aHanormy c octanbHbIMU.

MNpn HeobGxoaMMOCTM AOMOMNHUTENBHOrO Ha4vanbHoro 3anonHeHna b ALD Bo3amoxHa

npaeka wabnoHa base-init.1ldif.
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7.2.4.2. KoHdurypaumoHHblie cannbl Kerberos

K koHdurypaumnoHHsimM chbannam Kerberos oTHocATCS cneumanbHble KOHPUIypaunoHHbIe
dannbl cnyx6 cesepa Kerberos n koHduUrypaumoHHbli pann /etc/krb5. conf, cogepxalinn
OCHOBHbl€ HACTPOWMKN JOMEHaA.

BaxxHOM xapaKTepnCTUKON ABMISIETCS afirOPUTM 3aWmTbl ayTEHTUGMKALMOHHON NHGOpP-
Mauumn (supported_enctypes B /etc/krb5kdc/kdc.conf n default_tgs_enctypes,
default_tkt_enctypes, permitted_enctypes B /etc/krb5.conf).

Cnncok ncnonb3yembiX anropuTMOB 3aLlUnTbl ayTEHTUMKALMOHHON NHdOpMaLUnn npuee-
JAeH B Tabnuue

Tabnuuya 40
Tun anroputma HasHaueHune
OtevectBeHHble anroputmMbl No MOCT 28147-89 n TOCT P 34.11-2012, npu-
gost-cts
MeHsATCA no ymondaxuio B ALD
aes256-cts MpumeHseTca no ymonyaHuio B Kerberos

Cnabbii 1 ycTapeBLUMA anropuTM, npumeHsieTca ans nogaepxkm NFS, He
peKoMeHOyeTCs K MCNOSb30BaHMIO

des-cbc-crc

MpumeHsieTca ons noaaepXkkn paboTbl knneHToB Samba, Tak kak siBnsancs

rcd4d-hmac .
ocHoBHbIM B Windows

B cnyyae otcytctBuMs HeobxogumocTtu ucnonb3oBaHus NFS wnu ytunut Samba
(smbclient) — Tvnbl anroputMoB des-cbc-crc U rc4-hmac MOryT HE yKasblBaTbCS.

Mpnumevanune. Ona pabotel ¢ NFS Tak xe Heobxoamma ycTaHOBKa MapameTpa
allow_weak crypto B (hanne /etc/krb5.conf, YTO CHMKAET HAOEXHOCTb ayTeHTUdUKa-
L.

BHUMAHMUE! Ncnonb3oBaHne NFS He pekomeHnayeTcs!

7.2.4.3. KoHdurypaumoHHblie channbl Samba

KoHpurypaumoHHbin pann /etc/smb.conf cogepXxut onncaHune rnobanbHbIX HACTPOEK
N pasgensieMblx pecypcos.

Cpenctea Samba ucnonbaytotcst B pamkax ALD TonbKko gnga ueHTpanM3oBaHHOIO XpaHe-
HWA OMaLUHMX KaTanoros nornb3oBaTtenen. CywecTByeT BO3MOXHOCTb MCMOMNb30BaHUSA ApYrnX
CeTeBbIX pasaensieMbix hannoBbix PECYpCcoB MyTEM ONUCaHUA UX B KOHGUrypaLMoHHOM canine
smb.conf COrMacHoO pykoBoACTBY man Ha smb.conf.

BHUMAHMUE! Bo3MOXHOCTM NO CO30aHUIO pasfensemMbiX pecypcoB 415 CETEBOW nevatu
He UCNonb3yTCs, Tak Kak He obecneynBaoT HEOBXOAUMON 3aLLUTLI BbIBOAMMOW MHpopMaLnn.

CyLecTByeT BO3MOXHOCTb paboTbl C pasgenseMbiMy pecypcamn ¢ NOMOLLbIO CTaHaapT-
HbIX yTUNUT Samba (net, smbclient), B TOM 4MiCre C MOfb30BaTENbCKMMU pasgensemMbiMum

pecypcamu (usershare). [ina atoro Heobxognuma nogaepxka cepsepoM Kerberos tuna anroput-
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Ma rc4-hmac (cMm.[7.2.4.2).

MpumeyvyaHue. B cnyyae HeobxoauMoCTn NpegocTaBneHnsa AocTyna K pasgense-
MbIM hannoBbIM pecypcam norib3oBaTensm gpyroro JoMeHa (CMm. cnefyet yCTaHOBUTb
3HayeHue napameTpa allow trusted domains = yes.

7.2.4.4. PacnpocTtpaHeHne KOHUrypaumoHHbIX hannoB B JOMEHe

CyLiecTByeT BO3MOXHOCTb pacrnpoCTpaHeHUst KOHPUIrypaunoHHbIX pannos B JOMEHE.
[nsa atoro npegHasHayeHbl KOMaHabl Buaa ald-admin doc-* (onucaHue KOMaHA NpuBELEHO B
pykoBoAcTBe man ald-admin).

C nomowbo KoMaHAabl ald-admin doc-add NOArOTOBIIEHHLIN KOHUrypaLMOHHbLIN
dann nepenaetca Ha cepBep, e coxpaHsieTcst B katanore /var/lib/ald/documents. B
KOMaHae € NOMOLLbI0 NapaMeTpoB —-location N ——file yKasbiBalOTCA NyTb LIENEBOro pasme-
LLeHNs banria Ha KOMMNbTepax AOMeEHa M NyTb K 3arpy>kaemMomMy panny CoOOTBETCTBEHHO.

Cnyx6bl 06paboTkM 3agaHnn aldd KOMMNbIOTEPOB CETU BbINOMHAOT OOHOBMNEHME YKa3aH-
HOro KOHGUrypaumoHHoro cansna no ykazaHHOMY Npu co3gaHum NyTu (4OSKeH ObITb AOCTYNEH
Ha 3anuceb). Npu 3TOM NpoBepsieTcs Bpems moandukaumm dana. Ecnn sBpema mogudmkaumm
uenesoro hanna HoBee, Nepes3anucb JOMEHHOW BEPCUEN HE NMPON3BOAUTCA.

BHUMAHUE! MexaHn3m JomkeH Mcnonb3oBaTbCsi C 0CO60M OCTOPOXKHOCTBIO, MOCKOMbKY
BbINOMHAET Nepe3anunchb NokasnbHbIX KOHUIypaunoHHbIX hannos Bepcusmu ¢ cepeepa. Mpu atom

CO3[aloTCs pe3epBHbIEe KONUW NPeabIaYLLMX BEPCUN.

7.2.5. CueHapum ceccum nonb3oBartens

Astra Linux Directory cogepXuT cpeacTtsa BbINOMHEHUSA LOMOMHUTENbHbIX AENCTBUN MPpU
CO3aHnM HOBOW Ceccun Nosfb3oBaTtersi UNn ee 3aBepLleHnn B criydae paboThbl nonb3oBaTens B
EMri.

Ina atnx uenen PAM mogyne ALD npu co3gaHmm v 3aBepLleHUM ceccumn nonb3oBaTtens
EMM ncnonHsieT cnegyowme cueHapuu:

- /etc/ald/ald.session — CKPUNT, UCMOMNHAIOLWNA OT UMEHN Cynepnonb3oBaTens 4o-

MONMHUTENbHbIE CKPUNTLI U3 KaTanora /etc/ald/ald.session.d BO BpeMsa co3gaHus

ceccumn nonb3oBaTtens nocrie MOHTUPOBaHUS JOMaLLHEro Karanora;

- /etc/ald/ald.reset — CKpUNT, UCMOMHAOLWMIA OT UMEHWN Cynepnosib3oBaTens 4o-

NOSHUTESbHbIE CKPUMTBLI U3 KaTanora /etc/ald/ald.reset.d BO BpeMs 3aBepLleHUs

ceccum nonb3oBaTtend 40 pa3MOHTMPOBaHNA AOMALLHEro KaTarnora.

MpnmMmeyvyaHune. MoryT cywecTBoBaTb 1 Apyrve Katanorn 4onosIHUTENbHbBIX CKPUMTOB,
Hanpumep, /etc/ald/ald.mac.session.d u /etc/ald/ald.mac.reset.d, AnNs AOMNOMNHU-
TenbHbIX 3TanoB paboTbl ceccum Nonb3oBaTens.

PaccmatpuBaembiin MexaHn3m ygobeH Ans opraHvM3aummn BbINOMHEHNSA OOMONTHUTENbHbIX

DencTBmnn npu co3gaHnnm n 3aBepLlieHnmn cecCun rnorb3oBaTerAd. Hanpmmep, OOHUM 13 0bs3a-
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TernbHbIX YCNOBM paboTbl C AOMALLHMMK KaTanoramm Ha ceteBbix PC aBnaeTca obecnedeHne
KOPPEKTHOro UX pasMOHTUPOBaHUA. [lomellaTb 3TOMy MOryT NpoLecchl, 3anyLweHHble U He 3a-
BepLUMBLUMECS BO BpeMs paboTbl ceccum Nonb3oBatens N yaepKmBarwme oTKpbiTble dpannbl B
JoMallHeM KaTanore.

B cny4yae BO3HUKHOBEHWNA nNofobHOW cuTyauuun criegyet onpeaenntb Takme npouecchl
C nomMoubio yTUnNnUT fuser Unn lsof, B Ka4yecTBe aprymMeHTOB KOTOpPbIM nepenaetcda nyTb K
AomallHeMy KaTanory nonb3oBatend Buaa /ald_home/ums_nonb3oBaTesiss U MNYyTb K TOYKE
MOHTUPOBaHUA Buaa /run/ald.mounts/umMs_nonb3oBaTeris, Hanpumep:
fuser /ald home/userl
fuser /run/ald.mounts/userl
lsof /ald_home/userl
lsof /run/ald.mounts/userl

Mocne aToro HeobxoauMMO 3aBepLUMTbL OnpefeneHHble Takum obpa3om npouecckl. [laHHas
nocrnegoBaTenbHOCTb AENCTBUM JOMKHA OblTb 0odhopMIieHa B BUAE CKpUNTa, pacrnofioXXeHHOro
B Katanore /etc/ald/ald.reset.d, 4TO NO3BONUT 06eCneYnTb ero BbINOSIHEHNE BO BPEMS
3aBepLueHnsa ceccun norib3oBartens.

MpnmeyvaHune. HacTosawmn CKpMnT MOXET ObITb Bonee MHTENNeKTyanbHbIM ANg ydeTa
pasnUYHbIX CBOMCTB NPOLECCOB UM NPUYNH UX MOSABIIEHWS.

BHUMAHMUE! NMockonbKky enCTBUS BbIMOMHAKTCS OT MMEHW Cynepnonb3oBaTens, K pas-

pa60TKe Noaob6HbIX cueHapues HeobXxoQMMO NoAxXoanTb C 0COBOoM OCTOPOXXHOCTbIO.

7.2.6. AQDMUHUCTpUpPOBaHUe AOMEHa
C nomoubo yTunutT agMmHucTpuposaHms ALD cyliecTByeT BO3MOXHOCTb BbINOMHEHNUS

cnegyrowmx agMMHUCTPATUBHBIX OENCTBUN:

co3gaHne HOBOro JoMeHa,

pe3epBupoBaHNe/BOCCTAHOBMNEHNE KOH(UIypaLum AOMEHa;

KOHTPOSb LeNOCTHOCTM KOHUrypaumum AOMeHa;

pobaBneHune/yganeHne KOMMNbIOTEPOB B JOMEH;

ynpaslieHne y4eTHbIMU 3anmncamm nonb3oBaTenen JOMeHa;

ynpaslieHne y4EeTHbIMU 3anncamMn CeETeBbIX CJ'Iy)K6 OOMEHa;

ynpasneHue atpubytamm C3U.

MpnmeyvaHwue. Pacwmpenmsa ALD MoryT nsmeHaTb coctaB agMUHUCTPATUBHbBIX OeN-
CTBUI N KOMaHA YTUNUT agMUHUCTPUPOBAHNS.

YTUnuTbl agMUHUCTPUPOBAHNSA MOTYT ObiTb 3anyLLeHbl B NAKETHOM pPeXuUMe 41151 MacCOBO-
ro BbINOMHeHWs onepauun. [Npun aTom, Kak npaBuio, ncnonb3yeTcs napameTp —--force.

MpnmeyvaHwue. Npu ncnonb3oBaHnm napameTpa --force HeobxoamMMble ANS BbINOM-

HEeHWNA naponn agMmMHUCTpaTtopa 1 nonb3oBaTenen AomKHbl ObiTb nepenaHbl yTunnTe ¢ NOMOLLbHO
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dranna naponemn.

Onepaunn No agMUHUCTPUPOBAHUIO JOSMKHBI BbIMOMHATLCA Nonb3oBaTenamu, obnagato-
LWMMK onpeaeneHHbIMU agMUHUCTPATUBHBIMU NONIHOMOYNAMU. B 3aBUCMMOCTN OT Ha3Ha4YEeHHbIX
npusunernn nonb3osatenen ALD MOXHO pasgennTb Ha crieqytowune rpynnbl Mo NoSIHOMOYUAM:

- KOpHEBOW agMUHUCTpaTop admin/admin — KOPHEBOW agMuUHUCTpaTop goMeHa. Obna-

AaeT BceMu NOfTHOMOYUAMM MO YNpaBneHUo JOMEHOM,;

- aAMUHUCTpAaTOpbl — Nonb3oBaTenu ¢ npueunernen admin. O6nagarT NOHOMOYNAMMU

MO yrnpasrieH1o KOHUrypaumen JOMeHa U y4eTHbIMU 3anncamu;

- OrpaHWYeHHble agMUHUCTPATOPbl — Nonb3oBaTeny ¢ npusunernamm hosts-add nnum

all-hosts-add. O6nagatoT NOTHOMOYNAMN NO AOOABMEHNIO KOMMLIOTEPOB B JOMEH;

- nons3oBarenu yTMnutT agMMHUCTPUPOBAHNSA — MOrb30BaTenu ¢ npusunernen adm-user.

O6nagatoT NOAHOMOYNSAMU MO 3anycKy YTUNNT aAMUHUCTPUPOBaHUSA (MCMONb3yeTca nake-

TaMu pacluMpeHns ons getanusaumm norHOMOYNA yripaBreHus);

- 0OblYHbIE NONb30OBaTENMN.

BHUMAHMUE! Pacwupenus ALD moryT npmBHOCUTbL CBOe AerneHue rnonHomoumn. Ha-
npumep, NakeT ald-admin-parsec cogepXuT Habop KOMaHA ynpasreHust MaH4aTHbIMU aT-
pubytamu. Npu aTOM NpegycMoTpeHa cCOOTBETCTBYLWas rpynna agMmuHucTpatopos MAC. [ns
BO3MOXHOCTW yrpasrieHnsi MaH4aTHbIMU aTpubyTaMmn KOHKPETHbBIM Nofib3oBaTenemM emMy LOMmkKHa
ObITb NpegocTaBneHa npueunerns adm-user 1 OH JOMKeH OblTb JO6GaBNeH B rpynny KOMaHOom
macadmin-add.

7.2.6.1. YnpaBneHue KoHcpurypaumen aoMmeHa

CosgaHne HOBOro IOMEHA, a Tak e ero pesepBnpoBaHMe/BOCCTaHOBNEHNE OCYLLECTBNSA-
IOTCA C MOMOLLbLIO YTUNUTLI YpaBrieHuss cepBepomM JoMeHa ald-init.

Mepen co3gaHnemM gOMeHa Ha KOHTposnepe AoMeHa OOSMKHbI ObiTb YCTAHOBMEHbI BCE
TpebyeMble nakeTbl CepBepHbIX paclUMpPEHNin, B 3TOM crlydae KoHurypauus HOBOro JoMeHa
OyoeT aBTOMaTMyecku co3fgaHa ¢ UX NoAaepXKKon. Takke KOpPeKTHbIM 06pa3oM LOMKHbI ObiTb
HaCTPOEeHbI CUCTEMA pa3peLLeHNs UMEH U KOHPUrypaLUMOoHHbIN dain ald. conf (cm.[7.2.3).

B cnyyae ykasaHus HeobxogmumocTtu cepsepa ElMM npu HavanbHon yctaHoBke OC c
Ancka KOHUrypaumoHHbin hann ald. conf, Kak NpaBumo, yXXe COOepPXUT KOPPEKTHbIE 3HAYEHNS
AOMeHa U UMeHN cepBepa.

CospgaHue vnu nepecosgaHve JoOMeHa OCYLLEeCTBISEeTCA KOMaHOon init yTunuTel ynpas-
neHusa cepsepom goMeHa ald-init.

Mpy HEOBXOANMOCTM MOXKET BbINOSTHATLCA COXPaHEHME Pe3ePBHON KON KOHUrypaumm
AoMeHa KoMaHgamu ¢ npedUKCoM backup yTUNUTBLI yNpasBrneHns cepBepom AomMeHa ald-init.
BoccTaHoBneHne paHee CoOXpaHeHHbIX pe3epBHbIX KOMUW OCYLLLECTBNAETCA COOTBETCTBYOLLNMU

KOMaHO4amu c I'IperI/IKCOM restore-backup yTUnnTbl ynpasneHna cepeepom AoMeHa ald-init
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(cM.[7.2.6.7).

Mpu nosiBneHnn B npouecce paboTbl coobLieHnn 06 owmbKkax nnu HekoppekTHom paborte
mexaHnamos Ell cnegyet Bocnonb3oBaTbCsa KOMaHOOW test-integrity yTUNUTLI agMUHU-
CTpMpoBaHUSA ald-admin ANs NPOBEPKN BHYTPEHHEN LIeNOCTHOCTU KOHUrypauun JOMeHa, Y4To
BKINIOYaeT B cebs NpOBEPKY COCTOAHUSA M cornmacoBaHHOCTU Bcex cywHocTen ALD. B xoge npo-
BEPKN MOXeT ObITb flokanmsoBaHa npuynHa owmnbok u cboes, 4TO 0bnerynuT ux yctpaHeHue
(cm.[7.2.7).

7.2.6.2. Ucnonb3oBaHne RPC uHTedenca

LWtaTHbIM pexxumom paboTbl ALD aBnsietca ynpaBneHne JOMEHOM C MOMOLLbIO CyX0bl
obpaboTku 3agaHnn ALD aldd cepsepa ¢ nomouwbio RPC nHtepdenca.

YTunuta ald-admin No ymMonyaHuoo pabotaeT B MUHTEPAKTUBHOM peXnmMe € 3anpocom na-
pons agMUHUCTpaTopa. Takke naponu agMmHUcTpaTopa u nonb3oBatenen MoryT ObiTb nepefaHbl
C nomoLbio dparna naponen.

[nsa goMeHHbIX nonb3oBaTenen BO3MOXHO BbIMNOMIHEHWE YTUIUTBI C UCMNOSIb30BaHUEM
CyLLECTBYHOLLEN ayTEHTUGMKALMOHHON NHOPpMaLMK Nonb3oBaTens (Npy HanNn4YnMmn y Hero npu-
BUNErMn agMUHUCTpPUpoOBaHUsa aomMmeHa). [Npu aTom ykasbiBaeTcs napameTp KOMaHAHOW CTPOKU
-C.

BHUMAHMUE! [1ns koppekTHon pabotbl RPC nHTepderica bunetol Kerberos nonb3oBare-
nen gomkHbl obnagaTtb cBoMCTBOM forwardable. [1na gomeHa ALD cBonctBo forwardable
Ncnonb3yeTcs No ymon4yanuio. Mpu nonyyeHnn 6uneToB yTunuton kinit cnegyer Mcnonb3oBaTb
napameTp -£. B npoTnBHOM cnyyae Bblgaetcs owmnbka Bnaa: «Owmbka nogrotoBku coobLleHns
KRB-CRED».

CywectByeT psg crneumanbHblx RPC komaHa, npuMeHsieMbIX K NioBoMy KOMNbOTepy
aomeHa ALD (B kayecTBe apryMeHTa KOMaHAbl MOXET YKa3blBaTbCA UMSI KOMMbOTEPA):

- rpc-status — nonyyeHme MHpopmMaumm o ponu KoMnboTepa B JOMEHE;

- rpc-statistics — nonyyeHue cratucTnyeckom nHgpopmaumm o RPC cepeepe aldd

YKa3aHHOro KOMMbTepa;

- rpc-execute — BbINOSIHEHNE yKa3aHHOW KOMaHAbl Ha yAareHHOM KoMMbloTepe (KO-

MaHAa BbIMOMHAETCS OT MUMEHU MHULMUMPOBABLLEro 3anpoc Nofb3oBaTtens JOMeHa).

OnucaHue koMaHg, MOXeT ObITb MNOSTy4eHO C MOMOLLbI0O BCTPOEHHOW KOMaHA4bl NOMOLLM
help.

MpumeyvyaHnune. Cnucok RPC komaHA cepBepa MOXET ObITb MOSlyYeH C NMOMOLLbIO
KOMaHabl rpc-statistics ¢ napamMeTpoM —-commands.

BHUMAHMUE! CyliecTByeT BO3MOXHOCTb 3anpeTa ncnonHeHus BbibpaHHbix RPC ykasaHu-
eM napameTtpa RPC_RESTRICTED B KOH(pUrypaunmoHHoM (anne /etc/ald.conf KOHKPETHOrO

KOMMblOTEPA.
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7.2.6.3. YnpaBneHune y4yeTHbIMM 3anucammn

B ETIM pasnuyatoTca y4eTHble 3anncu nonb3oBaTtenen JOMeHa, y4eTHbIe 3arnmMcu KOMMbHo-
TepoB AOMEHA U yYeTHble 3anncu ceTeBbiX cryxb, padoTatowmx B cpeae EMM.

YyeTHas 3anucb Nonb3oBaTens 4OMEHa COAEPXXUT BCIO HEOBXOANMYHO MHGOPMALINIO O
nonb3oatene EMMM n BkntovaeT B cebs: cooTBeTCTBYOLWErO npuHumnana Kerberos, nonutuky
napornem, CBOUCTBa, HeobxoamMble st BXoAa Nofb3oBaTensi B CUCTEMY, HACTPOWKM NOOKNIOYEHUS
AoMaluHero kaTanora, npvsunernn nonb3osatens ENMM v ero atpnbytsl C3A.

Mpueunernn ALD n ykasaHHble orpaHMyYeHnss MoryT ObiTb YCTAHOBMEHbI AN Y4ETHON
3anucu ¢ NOMOLLBLI0 KOMaHabl user-ald-cap YTUIUTbl aAMUHUCTPUPOBAHNA ald-admin.

Takxke yyeTHasi 3anUcb Nonb3oBaTeNd MOXET coaep)KaTb OrpaHUYeHns No BXody B AOMEH.
B kauyecTBe orpaHn4eHnn NCcnosib3yeTcHa CNMCOK KOMMbIOTEPOB, HA KOTOPbLIX OH MOXET OCYLLEeCTB-
NATb BXOA, U NPU3HaK BPEMEHHOWN BrTIOKMPOBKM.

BHUMAHMUE! Mocne co3naHnst HOBOW YYETHOW 3anmMcu CMIMCOK paspeLLeHHbIX A4S BXxoaa
KOMMbIOTEPOB NYCT: NOfb30oBaTeslb HE UMEET NpasBa BxoAda B cuctemy. Cnmcok KOMNbTEPOB, C
KOTOpbIX eMy ByaeT paspeLueH BXxoq, A0IMKeH ObiTb ABHO YKka3aH Nnocrie Co3f4aHus y4eTHON 3anuncu.

YyeTHas 3anncb nonb3oBaTtens MOXeT obnagaTb aaMUHUCTPATMBHBIMU NPUBUIIETNAMMN
UM BXoAUTb B rPynnbl agMUHUCTPATOPOB, 3adaHHble pacumnpeHnamm ALD.

BHUMAHWE! YpaneHue y4eTHOM 3anvcy nonb3oBaTtens MOXeT ObiTb BbINOMIHEHO TOfMb-
KO agMuHUCTpaTopoM, obnagarowmm OOCTYNOM KO BCEM ero aTpubyTtam (Bxoasiwum BO BCe
HeobxoaMMmble rpynmnbl aAMUHUCTPATOPOB).

BHUMAHUE! CyuwecTtByeT HEKOTOPOE BpemMs AN pacnpocTpaHeHnsa nHgopmMauum o
CO3aHUKN UNn yganeHus nosnb3oBartens. ATo CBSA3aHO C MexaHm3Mamm kewwmpoBaHus NSS. MNpu
nepeco3gaHum NonNb3oBaTesisi C TEM XXe UMEHEM MOryT BO3HMKaTb OWMOKM (Hanpumep, Bxo4a B
CUCTEMY, MOHTUPOBaHUSA OOMALLHEro Karanora v T.n.) n3-3a Bblda4n Ha yganeHHbIX cucteMax
yCcTapeBLUero ngeHtTugukaTopa nosnb3oBarens.

YyeTHast 3anMcb KoMMbkoTepa AOMeHa npeactaeBndetr cobon Habop npuHUMNanos
Kerberos ona gyHKUMOHMPOBaHUS KOMMbIOTEPA B LOMEHE.

BBog HOBOro KoMmnboTepa B JIOMEH OCYLLECTBNAETCS C MOMOLLbIO 3anyLLEeHHOW Ha HeEM
yTMnnTbl ald-client kOMaHaon commit-config (BO3MOXHO ¢ napameTpamu). MNpu aTom nosnb-
3oBarernb AormKeH obnagatb NOMHOMOYMSAMU MO A0BaBNEHNIO KOMMbIOTEPA B AOMEH.

MpumedaHnue. [Ana ygobcTea BBOA HOBOrO KOMMbIOTEPA B AOMEH MOXET ObiTb BbINOSI-
HEeH KoMaHOon ald-client join <umsa cepBepa noMeHa>. B aTOM cnyyae KoHurypaum-
OHHbIN dhann ByaeT HaCTPOeH aBToMaTUYeckn. Takke aBToMaTudeckm ByaeT co3gaHa yyeTHas
3anucb KOMMbloTepa B JOMEHE.

C nomMoLpblo yTMnuTbl ald-admin y4eTHOM 3anNncy KOMMboTePa MOXET ObITb 06aBreHo

onuMcaHue unm oHa MOXeT ObITb yoarneHa.
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YyeTHasa 3anuck cnyxbbl JoMeHa npeacraenset cobon npuHumnana Kerberos ans gyHk-
LNWOHMPOBAHUSA CNyXbbl B JOMEHE.

BHUMAHMUE! Kaxgas cnyxba, nogaepxueatoLLiasi CKBO3HY ayTeHTudukauuio Kerberos,
AormkHa obnagatb npuHumnanom Kerberos, T.e. 6bITb 3apernctpupoBaHHon B gomeHe. lNocne
perncTpaunm B JoMeHe Habop knro4ven cnyxbbl 4omKeH ObITb BbIFPYXXEH B halin, yka3aHHbIN B ee
KOHpUrypaumm.

B ALD ans npegocTtaBneHus cnyxk6am onpegeneHHblIX NOfIHOMOYMIA NO MOMYyYEeHUO UH-
dhopmaLmm U3 gJomeHa ucnonb3yetcs obbeanHeHue cnyx6 B rpynnbl ceperucoB. Hanpumep, ans
nony4yeHnMs MaHaaTHbIX aTpubyToB Nonb3oBaTenen cnyxba JomkHa BXOAUTb B rpynny CepBMCOB
mac.

[nsa obneryeHunsa KoHUrypmpoBaHusi ceTeBblx crnyx6, paboTatowmx B cpege ENMM, npeay-
CMOTpPEHbl KOMaHAbl YNpaBreHnst Y4ETHbIMU 3annucamm cryx6 ytmnutbl ald-admin 1 KOMaHgb!
BbIFPY3KM KNoYen yTunutel ald-client.

YKasaHHble KoMaHabl UMEKOT npedurKebl service— U svc-.

BHUMAHMUE! B cnyyae go6aBneHusi KOMnbloTepa B AOMEH, Nepeco3faHnst AJOMeHa Unm
npyHUMNanoB cnyx6 MoxeT notpeboBaTbCcsa yaaneHune gannos Tuna krb5 . keytab, coaepxaLimx
BbIFPY>KEHHbIE paHee KNHo4N.

[eTanbHOe onncaHne KomMaHg NpuBegeHO B PYKOBOACTBE man. HacTporka HEKOTOpbIX
ceTeBbIX cnyx6 npuBeaeHa B 7.5,

7.2.6.4. OrpaHnyeHus no BblIGopKe AaHHbIX U3 LDAP

CyLLecTBYIOT OrpaHMYeHns rno nonyyvyeHnto AaHHbIX OT cnyXobl katanoros LDAP. lNo
yMorn4yaHuio paspeluaetca nonyyaTtb He 6onee 500 3anucen.

BHUMAHMWE! Bo3moxHbl HapyLweHus pabotel EMNM B cnyyae npesblweHnst yicna nonb-
3oBarerien UM KOMMbTEPOB 3TOr0 3HAYEHUS.

Onsa rmmbkoro ynpaBneHus oOrpaHMYeHNaMU MpeayCMOTPEHbl KOMaHAbl YTUNUTHI
ald-admin: 1dap-limits Ang npocMoTpa U 1ldap-setlimit ANA YCTAHOBKMU.

Cnyx6bl kaTanoros LDAP nogaepxvmBatoT orpaHMyeHnsa onsi pasnnyHbiX Nonb3oBartenen
WK rpynn nonb3oBaTernen no pasMmepy 1 BpeMeHU BbINONHEHUST BbIGOPKK. Mpu 3TOM CyLLecTByOT
MSArKMe orpaHnyeHuns, NpMMeHsieMble MO YMOSYaHUI0, KOTopble MOryT BbiTb NPeBbILLEHbI 3a4aHneM

napameTpoB BbIOOpkK B npuknagHom MO, n xXecTkue, KOTopble He MOTyT ObITb NPEBbLILLEHbI.
KomaHaa ycTaHOBKM OrpaHUYeHnn UMeeT Crieayowmin CUHTaKCUC:

ald-admin ldap-setlimit <xomy> <BUI Or'PaHUUEHUS>

rae BugamMmm orpaHnyYeHmnda mMoryT ObITb:
- size=uucio — eguHoOe 3agaHNe MATKOro U XeCTKoro orpaHnm4YeHun no pasmMmepy Bbl60p-
KW;

- size.soft=uucsno — 3aaHne MSrkoro orpaHM4YeHusi No pasmepy BbIOOPKY;
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- size.hard=uucrno — 3agaHue XeCTKOro orpaHM4YeHns No pasmepy BbIGOPKY;

- time=cekyHOH — €ANHOE 3aJaHNEe MSATKOro M XeCTKOro OrpaHUYeHun no BpeEMEHMU
BbIMOSTHEHUSI BbIOOPKMY;

- time.soft=cekyHOu — 3aJaHNE MSATKOro OrpaHMYeHUNs Mo BPEMEHWU BbIMOSHEHMUS
BbIOOPKMY;

- time.hard=cexkyHas — 3aQaHuNE XECTKOro OrpaHNYeHunst N0 BPEMEHUN BbIMNOMNHEHMUS
BbIOOpPKM.

B kayecTBe aprymeHTa KOMaHabl <komy> MOTYT BbICTyNaTb Creaylwme 3HaYeHus:

- * — BCe, BKNno4yasa aHOHUMHbIX U ayTeHTVId)I/ILI,VIpOBaHHbIX nonb3oBaTeneu;

anonymous — daHOHUMHbI€ MOoJf1b30BaTeEsNn,

users — ayTEHTUULNPOBAHHbIE NONb30BaTENN;

- self — accouMmMpoBaHHbIN C Lerblo Nosib3oBaTernb;
- dn. .. — BapuaHTbl cuHTakcuca DN;

- group. .. — BapuaHTbl CUHTaKcmUca rpynmn.

MpumeyvaHune. lNepen ycraHoskon orpaHnyeHm LDAP pekomeHnayeTcs 03HaKOMUTBLCA

C OOCTYNHOW AOKyMeHTaumen no pabote cnyx6 katanoros LDAP.

MogpobHoe onucaHne koMaHpg paboTsbl ¢ orpaHnyeHusmmn LDAP npueefeHbl B pyKoBoOa-

cTBeé man ald-admin.

7.2.6.5. Peructpauusa gencTtBMm agMmMHUCTpPaToOpa U NPOTOKONMpPOBaHUe

Mpun pabote komnoHeHTbl ALD BegyT XXypHanbl cBoen paboTbl. B xypHanax gukcupyrotcs

I/IHd)OpMaLI,VIFI O BbINOSTHAEMbIX AENCTBUSAX N OLUMOKaX. an/I 3TOM (bI/IKCI/IpyeTCFI fata 1 BpemMsa BO3-

HWKHOBEHWNA COGbITVIFI, TMN COBbLITUS N UMSI UCMIONTHAEMOrO Moayna C ykasaHuem I/I,D,eHTVICbVIKaTOpa

npotiecca.

JocTynHbl cneayowme xXypHarnbl paboTbl:

- ~./ald/ald-admin.log, ~./ald/ald-init.log, ~./ald/ald-client.log —
XypHanbl paboTtbl yTUNUT ald-admin, ald-init, ald-client COOTBETCTBEHHO. Pac-
nonaralTcs B JOMaLLUHEM KaTarore nonb3oBaTernsi, KOTOpbIN 3anyckarn UX Ha UCMOMHEHWE;
- /var/log/ald/aldd.log — XypHan paboTtbl cnyxobl obpaboTku 3agaHun ALD
aldd.

Cnocob BbiBOAA XKYpHanoB, X pasMeLleHne 1 aetannsaums MoryT 6biTb 3adaHbl Ans

KaXkgow 13 yTUnuT unm cnyx6 npu nx 3anycke ¢ NOMOLLbIO Criedyowmnx napameTpoB KOMaHOHON

CTPOKM:
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Tabnuuya 41

MapameTp OnucaHune

3apaeT cnocob XypHanusauuu, rae aprymMeHT NpuHUMaeTcsl Kak
Habop pa3psigoB:

- 1(0x1) — stderr;

--log-dest=cnocobu - 2 (0x2) — syslog;

- 3 (0x4) — csvlog.

Mo ymonuaHuio onga yTunnt ucnonesyetcs stderr+csvlog, a Ang
cnyx6 — syslog+csvlog

3apaet nyTb K channy xypHana (B criydae ucnosnb3oBaHUsa cnocoba

--log-file=
og-file=nyTsb csvlog)

3agaet getanvsaumio XypHana:
- 0 — ownbku;

1 — npegynpexneHus;

2 — yBeOOMIIEHNS;

3 — UHopmMauus;

4 — oTnagka

--log-level=ypoBeHb

Pernctpauus aencrenn agMmumHucTpatopa no ynpasfieHno 4OMEHOM OCYLLECTBSETCA
LleHTpanu3oBaHo Ha cepBepe AoMeHa. [1py aToM No ymonyaHuo BbIBOA MHGOPMaLMK OCYLLECTB-
ngaeTcs B criegyowme annsbl:

- /var/log/ald/aldlog.log — XypHan permctpauyum nameHeHuin wabnoHoB NpoTo-

KONUpOBaHW4;

- /var/log/ald/audit.log — XypHan permctpauum corfiacHoO HaCTPOEHHbIM Labno-

HaM NPOTOKONMPOBAHUSI.

MpnumeyvyaHune. B cnyyae Heo6XoOMMOCTU MOXET BbITb HACTpOEeHa nepeagpecauns
XYypHaroB perucrpauumn encTBum agMuUHUCTpaTopa B CUCTEMHBIN XypHar syslog C MOMOLLbIO
KOHUrypaumoHHoro danna cnegytowiero smaa, pasMmeLLlaemMoro B katanore /etc/rsyslog.d/:
$ModLoad imfile
$InputFileName /var/log/ald/audit.log
$InputFileTag ald_audit
SInputFileStateFile stat_ald audit
SInputFileSeverity notice
$InputFilePollInterval 1
$InputRunFileMonitor

YnpaeneHue pernctpauven 4encTBui agMuHMcTpaTopa NnpomM3BoanTCS C MOMOLLbIO KO-
MaH4 Buga ' ald-admin logging-*’, KOTOPbl€ NO3BOMSAT U3MEHATb MNyTb K dpanny perncrpa-
LK cobbITuin ()KypHan permctpaumm n3aMeHeHn WwabnoHOB NPOTOKONMPOBAHUSA UMEET (PUKCUPO-
BaHHOE pacrornoXeHue), co3gasaTb UM N3MEHATb LWabNoHbl NPOTOKONMPOBAHUS.

LabnoH npoToKoNnMpoBaHMs COCTOUT U3 MMeHW, ldap-cyddunkca n pexmma npoToKonmMpo-



172
PYCBE.10015-01 95 01-1

BaHUS:

- all — pernctpauus Bcex cobbITui;

- succ — peructpaums ycnewwHblx cobbITui;

- fail — peructpaumsa HeycneLHbIX COBbITUI;

- none — OTKIOYEHNE perncTpaunin cobbiTun.

BHUMAHMUE! He pekomeHayetca 6e3 ocobon Heobxoanmoctn Ao6aBnaTe UM N3MEHATb
cydpuKChl LIabnoHOB NPOTOKONNPOBAHUS.

7.2.6.6. [lomawHMe KaTanorm 1 0CO6eHHOCTN MOHTUPOBaHUA ceTeBbiXx PC

LleHTpanusauusa xpaHeHns nHgpopmaumm o6 okpy>xeHun nonb3oBartenen nogpasymeBaeT
N LeHTpanM3oBaHHOEe XpaHeHe JOMAaLLHUX KaTanoros norb3oBaTtenen. [ng atoro ucnonbayercs
C3®dC CIFS (cm. [5.8).

[nsa xpaHeHnsa goMaLUHMX KaTanoros, CoaepXalumnx HesalmWweHHbIe AaHHble, MOTyT ObiTb
ncnonb3oBaHbl 1 gpyrue cetesble PC (Hanpumep, NFS4). ALD B HacTosiLee BpeMsa nogaepxunsaet
aBTomaTnyeckoe MoHTupoBaHue Tonbko C3PC CIFS n NFS4. Takke onga xpaHeHns goMallHUX
KaTanoroB nonb3oBaTens MOXeT ObITb Mcnonb3oBaHa 1 nokansHaa ®C koMmnbloTepa.

YyeTHasa 3anucb nonb3oBatens ALD cogepxut nHdopmaumo o tune ®C gomaluHero
KaTanora nonb3oBaTens 1 ero pacrosioXeHnn (cepeep JOMaLLHUX KaTanoroB Ans ceteBbiX C n
nyTb K KaTanory Ans nokaneHbix ®C). Mo ymonyaHuo B kayectee Tuna ®C ncnonssyetca C3PC
CIFS, a B ka4ecTBe pacnonoXeHns — KOHTposnep AoMeHa.

MpnmevyaHune. OcoBEHHOCTb OpraHM3auumn JOMaLIHNX KaTarloroB Nnofb3oBaTens BKIHO-
YyaeT B cebs obecneyeHMe BO3MOXHOCTU nepexoia nonb3oBaTens K CBOMM KaTtaroram ¢ Apyron
MaHOaTHON METKOM C NOMOLLbIO CCbINKN mac. icnonb3oBaHMe TakMx CCbISIOK B Samba no ymorsi-
YaHWIo 3anpeLleHo. [1na paspeLleHns 3To BO3MOXHOCTN UCNOMb3yeTcAa rnobanbHbI napameTp
allow insecure wide links B WabnoHe KoHUrypaumnoHHoro dpaina samba (cm.[7.2.4.3).

MakeT pacwumpenns ald-client-£fs NO3BONSET Ha NMOOOM KOMMNbIOTEPE AOMEHA pas-
BEPHYTb CepBep AOMAaLLHNX KaTanoros, KOTOPbIA BNOCAEACTBMN MOXHO ByaeT ykasaTb Kak pac-
nosioXkeHne QOoMallHMX KaTanorosB. Pernctpauusi, 3anyck 1 OCTaHOB cepBepa OCYLLECTBIISIETCA C
NOMOLLIbIO pacLUMPEHNss KOMaHOHOro uHTepdenca yTunuTbl ynpaBneHust KNMeHToM ald-client.

BHUMAHMUE! CyuwecTtByeT BO3MOXHOCTb UBMEHEHUS CepBepa pPacnosioXKeHust Jomall-
Hero Katanora nonb3oBartend. B aTom crnyyae gomMaluHWin KaTanor norib3oBaTens AomKeH bbiTb
doM3n4eCcKM nepemeLLeH co CTaporo cepeepa Ha HOBbIW, B NPOTMBHOM Crlyyae nosib3oBaTeslb He
CMOXET BONTW B cUCTEMY. Takasd e CUTyauns MOXeT NPOM30ONTN NpU 3ameHe OCHOBHOIO cepeepa
pe3epBHbIM.

MoHTMpoOBaHMe gomallHMX KaTanoroB BblinonHaetcs PAM-moaynem ALD aBTomatmnyeckn
npu BxoAde nosb3oBartens. [pu 3ToM MOryT NpoBepATLCA orpaHnvyeHust Ha Tun ®C gomaluHero

KaTtarora norib3oBatenA.
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BHUMAHMUE! CylwecTtByeT HeKOTOpoe BpeMsi AN pacnpocTpaHeHns nHdopmMmaummn o
CO3aHUKN UNn yaaneHus nosib3oBaresnis. 3To CBA3aHO C MexaHu3Mamu kewwmpoBaHus NSS. MNpu
nepecosfaHnum Nonb3oBaTerisi C TEM Xe UMEHEeM MOryT BO3HMKaTb OWMOKM (Hanpumep, owmndkm
BXo4a B CUCTEMY, MOHTUPOBaAHWUS OOMALLUHEro Kartanora v T.M.) U3-3a BblAa4M Ha yAarneHHbIX
cucTemMax ycrtapesluero naeHtudpukaropa nonb3osartens. [py BO3HUKHOBEHUN TakMX OLUMOOK
cnegyeTt nepesanycTuTb Ha MCNONb3yeMbIX KOMMNbOTEPAxX CIyX0bl nscd U nslcd u obecneynTtb
KOPPEKTHbIE 3Ha4YeHMs NpaB AOCTYNa K Katanory nonb3oBaTtens Ha cepBepe JOMAaLUHUX KaTasioros.

BHUMAHMUE! [1ns koppekTHOW paboTbl C MOHTMPOBAHMEM OOMALLHNX KaTanoroB Heobxo-
Anmo obecneunTb 0CcBOBOXAEHME TOYEK MOHTMPOBAHMS NPU 3aBEPLUEHNN CECCUM NONb30BaTeNs
(cm.[7.2.5).

CyLuecTByeT BO3MOXHOCTb Ha cepBepax AOMalLHUX KaTanoros (dann-cepsepax) 3aBo-
AnTb obLwmMe nanku, AOCTynHble AN nonb3oBaTenen. [Ans KoHgurypupoBaHua cann-cepeepa
cnegyeTt pyKoBOACTBOBATLCA JOKYMEHTAUMEN U cnpaBkon rno ucnonsdyemon ®C. MoHTMpoBaHue
TaKkuX KatarioroB MOXeT ObITb BbIMNOMHEHO MNPU NOMOLLM KOMaHAbl mount UM pegakTupoBaHNEM
KOHdpUrypaumnoHHoro cganna fstab. ABToMatnyeckoe MOHTUPOBaHME MOXET ObITb obecneyeHo
PAM-moaynem pam_mount.

MpnumedvaHune. [Npu HeobxogmumocTn paboThl C pasgensemMbiMu pecypcamm ¢ MOMOLLbIO
cTaHAapTHbIX yTUNuT Samba (net, smbclient), B TOM YMcrie C NOMb30BaTENbCKMMN pasgernse-
MbIMU pecypcamu (usershare), MOryT NOTPEGOBATLCS AOMNONMHUTENbHBIE HACTPOIKK (cM. [7.2.4.3).

7.2.6.7. Co3paHue pe3epBHbIX KOMUUA U BOCCTaHOBIIEHUe

B uenax ymeHblleHUst BpEMEHU HA BOCCTaHOBIEHWe paboTocnocobHOCTU cepBepa B
cny4yae BO3HMKHOBEHMWSI MpOorpaMMHo-annapaTHbIX CO0eB NpeaycMOTPEHO Cco34aHne pe3epBHON
konuu 6a3 AaHHbIX cepBepa AOMEHa.

PesepBurpoBaHne/BocCTaHOBMNEHME JOMEHa OCYLLECTBSAIOTCA C MOMOLLbLIO YTUIUTLI ynpas-
neHusa cepsepom goMeHa ald-init.

BHUMAHMUE! NMporpammHas koHdurypaumsa ALD cepBepa, Ha KoTopom ByaeT BbINOMHATb-
Csl BOCCTaHOBMNEHWe, JOMKHa TOYHO COOTBETCTBOBATL TOW, MPU KOTOPOW BbIMNOSMHANOCH CO3AaHne
pe3epBHOM Konun. [lomkHbl O6bITb yCTaHOBMEHbLI BCe TpebyeMble nakeTbl CEPBEPHbIX paclumpe-
HUM ALD. Takke KoppeKkTHbIM 06pa3om ormkHa OblTb HAaCTpOeHa cucTema paspeLleHns MMeH
(cm.[7.2.3).

CyLuecTByeT HECKOIMbKO BApMaHTOB CO3[4aHWUs pe3epBHOM KONUK cnegyrowmnumMm KomaHgamm
yTUnuThl ynpaeneHus cepsepomMm ALD ald-init:

- backup — cos3gaHue (puU3nyYeckon Konum KOHTpomnfepa AOMeEHa: B 3TOM Crlyyae B

nogkartanore .ald gomallHero Kartanora nosib3oBaTensi, BbINOSHALWEro onepauuio,

co3garTcd ABa apxuBa ald-base.tar.gz M ald-keys.tar.gz, cogepxawme apxvs

dparmeHToB PC cepBepa ¢ MHpopmaumoHHsiMn B v B[] kntodeBon mHpopmauum
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COOTBETCTBEHHO. [laHHbI BapuaHT SBNAETCA €QUHCTBEHHbBIM, NPU KOTOPOM COXpaHAETCH

KnioveBas MHopmaLms 1 Naponu norb3oBarteren;

- backup-1dif — co3gaHune nornyeckom konun LDAP B[] koHTponnepa gomeHa: B 3TOM

cnyyae B nogkaranore .ald goMallHero Kararnora nosib3oBarerss, BbINOSHAKOLWEro orne-

pauuto, cosgaetcs LDIF dpann B[] LDAP koHTponnepa AOMeHa C UMEHEM MO YMOSTYaHUIO

BUaa ald.<ums_pomenHa>.1ldif,

- backup-portable — co3gaHue nornvyeckon konuu bl koHTponnepa gomeHa B nepe-

HOCMMOM TEKCTOBOM popmMarte: B 3TOM Criyyae B nogkatanore .ald gomallHero karanora

nonb3oBaTens, BbIMOMHAKOLLEro onepawumio, co3gaeTcs TEKCTOBbIA ¢pansi ¢ UMeHeM Mo

ymonyaHuio Bmaga ald. {umsa pomeHal} .pbk.gz.

[nsa BOCCTaHOBIEHUA MEepPeYnCrieHHbIX BapWaHTOB pPe3epBHbIX KOMWUW UCMOnNb3y-
IOTCA  KOMaHAbl YTuUnuTbl YynpaseneHusa cepsBepoM ALD ald-init restore-backup,
restore-backup-1dif U restore-backup-portable coOOTBETCTBEHHO. [1pn aTOM nepe-
co3aatoTca 6a3bl gaHHbIX LDAP n Kerberos.

BHUMAHMUE! Npu ncnonb3oBaHnn BapuaHTOB CO34aHUS JTIOMMYECKOW KONUM KoMaHaamu
backup-1dif u backup-portable knioveBad MHPOPMaULUA U Maponu rnorb3oBaTenen He
coxpaHstoTcs. [Nocne BoccTaHoBNeHUs TpebyeTca HasHa4YeHe HOBbLIX Maporen nosnb3oBaTenenu,
NOBTOPHbLIN BBOA, paboymx cTaHUM B LOMEH M Nepeco3gaHune nokanbHbIX hannos Krnyemn Bcex
3aperncTpupoBaHHbIX cnyx6. [py aTom B npoLiecce BOCCTaHOBNEHUSA HEOBX0AMMO 3a4aThb Naporib
No ymonyaHuo anga nosnb3oBatenen. BaxHo obecneunTb BBeAeHME TaKOro napossi, KOTopbIn
OyaeTt yooBneTBopsaTb TpeboBaHMAM BCeEX MaposibHbIX NOSIUTUK AOoOMeHa. B npoTuBHOM criyvae
BOCCTaHOBJIEHMNE HE MOXET ObITb BbINOSTHEHO.

MpumevaHwue. lNocne BbINOSTHEHUS BOCCTAHOBNEHUSA cnyxb6a 3agaHun ALD aldd
BbINOMHAET HACTPONKY NPUBMUIErMA Nonb3oBaTenen n gpyrne Heobxogumole aenctems. Mpu aTom
MOXET BbIMOMHATCSA nepe3anyck pasnnyHbiX cnyxo cepsepa, B TOM 4Yucne u cnyxobl agMuHn-
ctpupoBaHua Kerberos. CrniegyeT AoxaaTbCs 3aBepLUeHUst BCeX HacTpOoeK neper BbINoNHEeHNeM
ApYrnx agMUHUCTPAaTUBHbIX 4ENCTBUN.

Mocne BbINOMHEHNA  BOCCTAHOBIIEHUA  crieQyeT  BOCMONb30BaTbCA  KOMaHOOW
test-integrity YyTUNUTbl aAMUHUCTPUPOBAHUS ald-admin ANS NPOBEPKU BHYTPEH-
Hel LernoCTHOCTU KOHUrypaumm AOMeHa, YTO BKYaeT B ceba npoBepKy COCTOAHUA U
corfiacoBaHHOCTU Bcex cyLHocten ALD.

7.2.6.8. loBepuTernibHble OTHOLUEHUA MeXAYy AOMEeHaMuU

B cnyyae Hannyusa Heckonbknx aomeHoB ALD nogaepxmBaeTcsi BO3MOXHOCTb obpalleHus
KITMEHTOB OAHOMo AOMEHa K pecypcam Apyroro AoMeHa. [1nsa aToro mexay AoOMeHaMun OO0SKHbI
ObITb YCTAHOBIEHbI JOBEPUTESNbHbBIE OTHOLLEHUS.

B ALD MCMNOJTb3YKHOTCA CUMMETPUYHbIE NOBEPUTENbHbIE OTHOLLEHUA MexXay JOMEeHaMN.
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B cnyyae HeobGXxoaMMOCTM OrpaHUYeHNsa AOCTyna KIIMEHTaM Yy>KOro JOMeHa K TOMY UIM MHO-
MYy CepBUCY, COOTBETCTBYIOLUME HACTPONKN OrpaHUYeHuss 4OCTyna OOMKHbl ObiTb BbINOMHEHbI
cpeacTBamMu KOHpUrypupoBaHnsa camoro cepeuca.

Mpn paboTe ¢ nonb3oBaTensaMu Apyrmx JOMEHOB AOMKHbI UCMOMb30BaTbCA MMEHa UX
y4yeTHbIX 3anncen Kerberos Buaa <umsi_nomnb3oBaTensa>@<REALM>.

[nsa ycTaHOBKM JOBEPUTENBHBLIX OTHOLIEHUI MeXay AOMeHaMN HeoBXoaUMO B KaXXAOM U3
HUX NpounadsecTn fobaBneHne Apyroro JoOMeHa KoMmaHaon ald-admin trusted-add. detans-
HOe onncaHne KoMaHg NPUBELEHO B PYKOBOACTBE man ANS YTUNnTbl ald-admin.

BHUMAHMWE! BeegeHve noBeputenbHbIX OTHOLWEHWI TpebyeT nameHeHus KoHdurypaum-
OHHbIX (PanroB Ha KaXAOM KOMMbloTepe JoMeHa. MiameHeHus ByayT BHeceHbl Nocne nepesarpysku
KOMMbIOTEPOB. [Na onepaTUBHOIO U3MEHEHNSA KOH(Urypaunn Ha oTaenbHOM KoMnbtoTepe 6e3
nepesarpyskm MoXeT 6bITb UCMOMb30BaHa KOMaHAa ald-client restart.

BHUMAHMUE! [JoBeputenbHble OTHOLIEHNA HE COXPAaHSTCS NpU CO34aHNN pPe3epPBHOMN
Konun goMeHa koMaHgamn backup-1dif un backup-portable U JOMKHbI ObITb YCTAHOBMEHDI
3aHOBO MOCIe nepeco3naHns foMeHa (cm. [7.2.6.7).

MpumevyaHune. B cnyyae HeobxoaMMOCTN NpedoCTaBneHns OOCTyna K pasgensie-
MbIM (pannoBbIM pecypcam nosib3oBaTensMm MoryT TpeboBaTbCA OOMOMHUTENbHbIE HACTPOMKK
(cm. [7243).

7.2.6.9. Co3zpgaHue pesepBHoro cepsepa ALD

Mon pesepBHbLIM cepBepoM ALD nogpasymeBaeTcsa cepBep, KOTOPbIA MOXET 3aMEHUTb
cobor OCHOBHOWM KOHTPOMep JOMeHa B criydae HeobxogMMocCTu (Hanpumep, B cryvae Bbixoda u3
CTPOSi OCHOBHOIO KOHTpoOsfepa AomMeHa) 6e3 notepu cnyxebHon nHopMaLmmn: y4ETHbIX 3annucen
nosib3oBaTeneun, naposien, NONNTUK Naponen 1 pyron LeHTpann3oBaHHOM MHGOPMaLIN.

MpumevaHue. PesepsHbin cepep ALD nossonset obpalwiarbcs 3a tHopMaumnen
kK cnyxb6e katanoroB LDAP u cnyx6e ayteHTudukaumm Kerberos, 4to obecnevnsaet paboty
nonb3oBaTternen gaxe npu cboe 0OCHOBHOIO KOHTposnepa goMeHa. [1ns aToro pesepBHbIN cepBep
DOSKeH ObITb ykaszaH B COOTBETCTBYHOLLNX KOHPUTYPaLMOHHbIX hannax. AOQMUHUCTPMPOBaHNE
BbIMOMHSETCS TONbKO HAa OCHOBHOM KOHTpOsfiepe AOMeHa.

BHUMAHMWE! Pe3epBHbIn cepBep 3aMeHSET MMEHHO KOHTPOMep AOMeHa 1 He obecrneyu-
BaeT nepeHoc AoOMallHUX OANPEKTOPUIN nosnb3oBatenen. [1na coxpaHeHnsa AOMaLLUHUX ONPEKTOPUIA
PEKOMEHYeTCS UCNONb30BaTh BblAENEHHbI cepBep AOMALLHUX ANpeKTopuii (cM. [7.2.6.6)).

BHUMAHUE! MexaHuam pesepBHbIx cepBepoB ALD He aBnseTcs “ropsaynm pesepBom”.
3amMeHa OCHOBHOrO KOHTpoOSifiepa AOMeHa pe3epBHbIM npeanonaraer AeNCTBUSA CUCTEMHOrO
aAMVHUCTpaTopa Mo 3aMeHe OCHOBHOTO cepBepa pe3epBHbIM (cM. [7.2.6.10).

[ns BbINONHEHNA (DYHKUUN pe3epBMPOBaHUS UCMOMb3YIOTCA pasfnnyHbie MEXaHW3Mbl

pensivkaumm, B TOM 4ucrie n cobCTBeHHble MexaHu3Mbl pennvkaunm cnyxo LDAP n Kerberos.



176
PYCBE.10015-01 95 01-1

MpumeyvyaHune. Pennukauma nponsBoanTcs OT UMEHN CUCTEMHOM YYETHOM 3anncu
cnyx6bl 06paboTkun 3agaHmn ALD aldd, 3anyLwieHHon Ha pe3epBHOM cepBepe. YkaszaHHasa yyeTHas
3anucb BXOAUT B rpynny agMMHUCTPATOPOB, YTO NO3BONSET e penniMumMpoBaTb JaHHbIe AOMEHa.

BHUMAHMUE! Pacwupernus ALD moryT npuBHOCUTL CBOE AeneHne NOSTHOMOYUN, YTO
MOXeT noTpeboBaTb OOMOSHUTENbHBLIX HACTpPOeK Ans obecneyeHnss NONHOW pennukauun 6a3
JaHHbix ALD.

CospgaHune 1 ynpasneHue pesepBHbIM cepepoM ALD ocyulectensieTca yTunuTon ynpas-
nexHna cepsepoM ALD ald-init.

BHUMAHMUE! CocTtaB ycTtaHoBrneHHbIX naketoB ALD Ha pesepBHOM cepBepe OOMmKeH
ObITb MAEHTNYeH cocTaBy naketoB ALD, ycTaHOBMEHHbLIX HA OCHOBHOM CepBepe.

CosgaHuve pe3epBHOro cepeepa 3aknio4aeTcs B BbIMOSIHEHUN KOMaHAbl MHULManM3aumm
cepBepa ald-init init ¢ ykasaHuem napameTpa --slave. B xoge co3gaHus 6yaeT BbiBege-
Ha nHpopmaums o6 obHapy>XeHHOM NepPBUYHOM cepBepe AOMEHa U NPoM3BeaeHbl HACTPOMKU
pe3epBHOro cepsepa.

lMocne npoBeaeHNs yKkasaHHbIX AENCTBUA Ha pe3epBHLIN cepBep ByaeT oCcyLLecTBNATLCA
pennukaums Bcen Heobxogmmon nHdpopmauum ¢ OCHOBHOro cepeepa. B cnyyae Heobxogumo-
CTU pe3epBHbIA cepBep MOXET OblTb NepeBedeH B onepaTuBHbIA PeXum paboTbl KOMaHOOW
ald-init promote.

MpumevyaHune. Pennukauna 6a3 gaHHbIX BbINOMHAETCA B OnpefeneHHble npomMe-
XyTKn BpemeHun. Hanpumep, 6a3bl Kerberos no ymonuyaHuto obHoensitotca pa3 B 10 mu-
HYT, YTO 3agaeTcs napameTpoM SERVER_PROPAGATE_PERIOD B KOH(UrypaunmoHHOM chawnne
/etc/ald/ald.conf ocHOBHOro cepsepa (cm.[7.2.3).

YpaneHve  ak3emnnsipa  cepBepa  MOXeT  OblTb  BbINOMIHEHO  KOMaHOOW
ald-init destroy.

7.2.6.10. 3ameHa OCHOBHOrO cepBepa pe3epBHbIM

B cnyyae Bbixoga n3 cTposi OCHOBHOIO KOHTporsiepa AoMeHa agMUHUCTPAToP AOSMKEH
Npou3BeCcTU cregyolmne 4encTBUA No 3aMeHe OCHOBHOIO cepBepa LOMeHa pe3epBHbIM:

1) nepeBecTV OAWNH U3 pe3epBHbIX CEPBEPOB B ONEPaTUBHbLIA PEXMM paboTbl KOMaHAON

ald-init promote.

BHUMAHMUE! lNpn nepeBoae pe3epBHOro cepeepa B onepaTuBHbIA PEXMM OCHOBHOW

cepBep NPUHYOUTENbHO UCKMOYaeTCa U3 AoMeHa Bo udbexaHue koHdnukToB. Nocne

BOCCTaHOBIEHUS OH MOXET ObITb BO3BpaLLEH B JOMEH B Ka4eCTBe pe3epBHOro;

2) Ha BCeX KITIMEHTCKMX MalLMHaX, BKMNoYasi cepBep AOMAaLLHUX OUPEKTOPUI (eCnu ecTb),

B KOH(purypaunoHHom canne /etc/ald/ald.conf B KadecTBe napamerpa SERVER

yKa3aTb HOBbIN KOHTpOsep AomeHa (ObiBLMA pe3epBHbI cepBep). [locne 3Toro AormkHa

ObITb BbINOfHEHA KOMaHAa ald-client commit-config.
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7.2.6.11. CoBMecTUMOCTb C NpeabiayLwmMMn Bepcusimm

CywecTtByeT BO3MOXHOCTb COBMECTHOIO UCMNOMb30BaHNA B OAHOM AOMEHEe KOMMbITEPOB
C pasHbiMu Bepcusamn ALD.

Mpwn aTOoM BO3MOXHa kak paboTa HoBbIX knueHToB ALD co cTtapbiM cepBepoM gomMeHa
ALD, Tak n pabota cTtapbIx KITMEHTOB C HOBbIM CEPBEPOM AOMEHA.

BHUMAHMUE! B cBsA3n c oTnnumem popmarta XxpaHeHUs paclumpeHHbIx atpnbytos B Astra
Linux crapee Bepcumn 1.4 oTCyTCTBYET COBMECTUMOCTb Ha YPOBHE AO0CTYrNa K CeTeBbIM (pannoBbiM
pecypcam. COBMECTMMOCTb AOCTyna K HedannoBbiM CeTEBbIM pecypcam (noyta, CYB[ v T.n.)
COXpaHsieTcs.

BHUMAHMUE! B cnyyae oTnnumsa Bepcumn KrnveHTa oT BEpPCUMN cepBepa HEKOTOPbIE HOBbIE
Bo3MoxxHOCTU ALD OyayT HegocTynHbl. [Mpu Bepcum OC 1.2 K TakKUM BO3MOXHOCTSIM OTHOCATCS:
pasmelleHne OOMalUHEero Karanora Ha OTAeNbHOM cepBepe, NpoBepka BO3MOXHOCTU BXoAa
nonb3oBaTens Ha AaHHbIM KOMMbIOTEP MO CMUCKY pa3peLleHHbIX Nosib30BaTesto KOMMNbITEPOB,
BKINHOYEHNE JOMEHHOro Nonb3oBaTesisl B 3afaHHble floKarnbHble rpynmbl U HEKOTOpble CBONCTBA
nonuTtuk naponeun Kerberos.

MpumeyaHune. Ncnonb3oBaHne B O4HOM AOMEHE KOMMBIOTEPOB C pa3HbIMU BEPCUSAMM
ALD He pekomeHayeTcs, T.K. B 9TOM crnyyae He obecneyumBaeTcsa paboTa Bcex 3asBNeHHbIX
mexaHuamos E[I1.

PaboTta cTapbix KNIMEHTOB C HOBbIM cepBepomM gomeHa ALD

[na pabotbl ctapbix knueHToB (Bepcun OC 1.2) ¢ HOBbIM CEpPBEPOM HEODOXOAUMO MO-
cne BBeAEHUS KITMEHTOB B JOMEH BbIMOMHUTL Ha cepBepe KomaHay ald-admin host-renew.
KomaHga BbINONHAETCA OOAUH pa3 Afis BCeX CTapbiX KNMEHTOB NOCre UX BBEAEHWSI B JOMEH.

Takke Ang MOHTMPOBaHMA OOMALLUHMX KaTanoroB HeobxogMmo B  hanne
/etc/request-keys.conf 3aMeHNTb CTPOKY:
create cifs.spnego * * /usr/sbin/cifs.upcall %k
Ha:
create cifs.spnego * * /usr/sbin/cifs.upcall -c %k

MpumeyaHwue. lNockonbky hann /etc/request-keys.conf nepenucoiBaeTcsa npu
OBHOBMNEHUM KOH(pUrypaumm koMaHaamm ald-client commit-config pekoMeHOyeTCa BHECTU
N3MeHeHNe B COOTBETCTBYIOLWNN WAabnNoH /etc/ald/request_key.conf.pl.

PaboTa HOBbIX KNMEHTOB CO CTapbiM cepBepomM aomeHa ALD

PaboTta HOBbIX KNMEHTOB CO cTapbiM cepBepom aomeHa ALD (Bepcumn OC 1.2) obecneun-
BaeTCs B peXXMme COBMECTUMOCTU, KOTOPbIN 3a4aeTcs yKadaHMeM B KOHGUrypaumoHHoOM doanne
/etc/ald/ald.conf Bepcun 1.4:

VERSION=1.4

Kpome Toro, ansa paboTbl MEXaHN3MOB MOHTUPOBAHMSA LOMALLHMX KaTanoros Heobxoammo

Ha cepBepe AOMeHa co3faTb npuHumMnana cnyxbbl cifs 1 COXpaHUTb €ro Krou:
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ald-admin service-add cifs/server.my_domain.org

ald-client update-svc-keytab cifs/server.my domain.org

7.2.7. NpoBepkKa LLeNOCTHOCTU U yCTpaHeHUe oLnboK

B ALD BcTpoeHbI cpeactBa NpoBEPKN BHYTPEHHEW LIeNOCTHOCTU KOHUrypaumm JOMeHa,
YTO BKIIOYAET B ceOA NPOBEPKY COCTOSAHMSA M COrNacoBaHHOCTU Bcex cyliHocTen ALD.

Mpwn BO3HMKHOBEHMM B Npouecce paboTbl coobLieHnr 06 owmnbkax nnm HEKOPPEKTHOMN
pabote mexaHusmoB EllN crnegyeT Bocnonb3oBaTbCsd KOMaHOOW test-integrity YTUNUTHI
aAMUHUCTPUPOBaHNA ald-admin.

B xoge npoBepkn MOXET ObITb NOKann3oBaHa NpuynHa owmbok n cboes, 4To obnerynT nx
yCTpaHeHue.

[Mpu BbINOMHEHMN KOMaHAbl NPOU3BOAMTCA NPOBEPKA COCTOAHUS U COrNacoBaHHOCTU CyLL -
HOCTeN AOMeHa, Npy 3TOM oTobpaXkaeTcs TekyLas npoBepsiemasi rpynna CyLHOCTEN 1 pesynbraTt
NPOBEpPKM (MpY yKasaHUM napameTpa —-verbose AOMNONHUTENBHO BbIBOOUTLCS TEKyLLAa NpoBe-
psiemas CyLHOCTb). B pe3synsraTe BbINOMHEHUS NPOBEPKN MOryT ObiTh BbIBEAEHbI CrieayoLwme
AnarHoctuyeckme coobLLeHus:

[lpoBepka uenoctHocTu 6a3n OaHHEX ALD cdopMupoBana OUACHOCTHUUECKUX coobmenusi: N

1: <guar=gocTuuyeckoe coobmeHue 1>

[Mpn oBHapyXeHUn KpUTUYHBIX OLLIMOOK KOMaH4a 3aBepLuaeTcs ¢ Bblaaden coobuieHns ob

owmnbke:

[lpoBepka uenoctHocTu 6a3n naHHex ALD BusaBuna omuboxk: N.

[lpy HOpManbHOM QYHKLHOHMpOBaHMM ALD Takux omubOK BO3HHKATH HE HOOJIKHO.
[onpobyiTe ymanuTh omubOOUHHE CYMHOCTHM M CO34AaTh MX 3aHOBO. Ecmu 3TO

He [IOMOXEeT, WJIM €CJIM MNOSABATCHA HOBHe omubku - obparTurech Kk paspaboTumkam.

[wnarHocTnyeckne coobLieHna MOryT CoaepKaTb peKOMeHAaLmMmM No YCTPaHEHUIO BbisiB-
NEeHHOro HapyLwweHus. CNMCoK BO3MOXHbIX ANArHOCTUYECKMX COOBLLEHNI NPUBEOEH HUXKE.

BHUMAHUE! PekomeHayeTca ncnonb3oBaTb npeanaraeMbiii BapuaHT yCTpaHeHUs Ha-
pyweHus cpeacteamu ALD, Tak Kak ans py4yHoOro yctpaHeHus HapylleHun TpebytoTcs rnybokme
3HaHUS TEXHOMOMMN, MEXaHN3MOB (DYHKLMOHMPOBAHNSA U NHCTPYMEHTOB agMUHUCTPUPOBAHUS
LDAP u Kerberos.

BHUMAHMUE! lNepen KpUTUYHBIMU UCNpaBRNeHnaMn, TpebyroLwmnmMmn nepecosgaHns JOMeHa,
pekoMeHayeTcs, N0 BO3MOXHOCTUN, COXPaHUTb Pe3epBHYHO KONUIO foMeHa. [Nocne BoccTaHOBNEHUS
N3 pe3epBHON KOMUN HEKOTOPbIE OLUMGKN MOTYT UCHE3HYTb.

YacTtb owmbok MoxeT BbITb yCTpaHeHa aBToMaTuyecku. [Ans atoro HeobxoamMmo ykasa-
Hue napameTpa —-fix Npu Bbl30Be KOMaHAbl ald-admin test-integrity. ABTOMatn4eckm
BbINOMHAKTCA cnegyroume JENCTBUS:

- co3gaHune HegoCcTalLwWmnX MHAEKCOB U OrpaHnyeHun yHnkanoHocTn B LDAP;
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- yOaneHve HecyLeCTBYIOLNX YIIEHOB rpynn nofib3oBarenen, KOMnbLITePOB, CEPBUCOB U

alMWUHUCTPATOpPOB;

- nepecosgaHve MonuMTUK naponen no cywecteywowen uHpopmaumm (LDAP unn

Kerberos);

- CMHXPOHM3aUNs KOMNbIOTEPOB Mo nHdopmMaunn ns Kerberos (host-renew);

- CUMHXpOHM3auna napameTpoB nonutuk naponen ns LDAP B Kerberos;

- HacTpownKa rnybuHbl ICTOpUN 3a4aHNA U UX poTauus;

- KOpPPEKTMPOBKa CrNncKa paspeLleHHbIX KOMMNbIOTEPOB W rpyrn KOMMbOTEPOB;

- oTbop agMMHMCTPaTUBHBIX NpaB Npu NtobOM HapyLIEeHMM CBOMCTB NoNnb3oBaTenen.

Cnuncok BO3MOXHbIX OLLUMGOK M CNOCOGOB UX YCTpaHeHUs npuseneH B Tabnuue [42]

BHUMAHME! [Npn BbI3oBe KOMaHObl ald-admin test-integrity C napameTpom
—--fix BbINOMHANTCA ENCTBUA NO UCNPABEHMIO cpa3sy Bcex ownbok. Bo nsbexaHne HeBepHbIX
“cnpaBneHuin criefyeT yuuTbIBaTh XapakTep aBToMaTuyeckux AefCTBUIA, onMcaHHbix B Tabnuue 42]

MpnmeyvyaHune. B 3aBUCUMOCTU OT YCTAHOBMEHHbIX paCLUMPEHUIN COCTaB NPOBEPOK U M-
arHOCTMYECKMX COOBLLEHNI MOXET oTnnYaTbes. oaxon K yecTpaHeHuo ownbok, He NpuBeaeHHbIX

B Tabnuue, MOXEeT ObITb BbIMOJTHEH MO aHANOrMm ¢ ONMCaHHbIMMU.

Tabnunua 42

Owmnbkn Cnocobbl ycTpaHeHus

Owwunbku odLero Buaa

CywHoctb MoxeT 6biTb NGO Nepeco3gaHa 3aHOBO, Nu-
Kakas-nnbo cywHoctb ALD He HangeHa nnm | 60 yganeHa komaHgaMu yTunuTbl ald-admin.

HapyLleH CUHTaKCUC UMEHU CYLLHOCTU HekoTtopble cywHOCTU MOryT ObITb CO34aHbl UK yaane-
Hbl cpeacTBaMun aamuHuctTpuposaHus LDAP n Kerberos

CyLHOCTb MOXET OblTb MOANMLMpOBaHa KOMaHaAaMM
HapyLueH cMHTakCcUC unu 3HayeHne CBOMUCTB | YTUNUTbl ald-admin.

1 napameTpoB cyliHocTen ALD HekoTopble CyLHOCTU MOTyT OblTb MOANMULNPOBaHLI
cpeactesamn agMmuHuctpmposaHnsa LDAP n Kerberos

lNpoBepka KoHdUrypaumm gomeHa

MiMa gomeHa OTnM4aeTcsl OT 3HayeHusa B

ald.conf WcnpaeneHue darina ald.conf, ecnu nmsa gomeHa BepHo

Bepcust fomeHa otnu4yaetcs ot 3HadeHus B | MicnpaeneHue dhanna ald.conf, ecnn He ucnonb3ayetcs
ald.conf peXMm COBMECTUMOCTH

Mposepkn LDAP

HeBepHO 3agaH wabnoH gomeHa slapd.l16.1dif.
HeobxoomMmo ykasaTb 3arpysky ykasaHHOro moayns v
nepecosgartb JOMEH.

Moaynb LDAP He 3apeructpupoBaH CyliecTByeT BO3MOXHOCTb peLUeHnsa cpeacrBaMun ag-
MUHUCTpupoBaHusa LDAP, Ho B aTom cnyyae 6e3 moau-
dukauum wabnoHa owmnbka MOXET NOBTOPUTBLCH Nocrne
nepecosgaHva goMeHa
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lNpodomxkeHue mabnuup! 42

Owmnbkn

Cnocobbl ycTpaHeHus

Wnpekc LDAP He 3apeructpupoBaH.
OrpaHunyeHune yHukansHoctn LDAP He 3ape-
rMCTPUPOBaHO

Mpyu ykasaHum napameTpa —-fix aBToMaTUYeCcKn cosaa-
eTca

MpoBepka CUCTEMHbIX NPUHLIMNAN0B

He HamgeH cuctemHbin npuHuunan B b
Kerberos

HeobxogmMmo ero cosgatb C MOMOLLBO  KOMaHObl
kadmin(1) n creHepupoBaTb ANs Hero knwod B dan-
ne kno4ven. inn npouHnumannampoBaTtb cepBep 3a-
HOBO C MNOMOLWbK KoMaHg ald-init init unm
restore-backup(-1dif)

MpoBepka KOMMbLIOTEPOB

host\... nNpuHUMNanbl He HalgeHbl Ons
CreayroLmMx KOMMbIOTEPOB...

Yoanutb 1 nepecosgaTb C NOMOLLbIO KOMaHA host-*
Unn co3agatb C NoMoLbio KomaHabl kadmin(1) n creHepu-
poBaTb AN1s1 HEro Knkod B dhanne Knoden

Cnegylowme KOMMbIOTEPLI HE HaWdeHbl B
LDAP, xoTs ux npuHUmMnarnsl NpucyTCTBYIOT B
Kerberos:...

O6HoBUTL  MHpopmaumo B LDAP  komaHngown
host-renew unu yganute ux u3 B[ Kerberos c
nomMoLlbo kKoMaHasl kadmin(1).
Mpn ykasaHuM napameTpa
KoMaHOa host-renew

--fix BbINonHaeTcs

lMpoBepka rpynn KOMMNbOTEPOB

KomnbloTep B rpynne KOMMbIOTEPOB HEBEPEH
nnn He HangeH B LDAP

MoaundumumnpoBaTbe cocTtaB rpynnbl KOMMAbOTEPOB MK
BBECTU yKa3aHHbIN KOMMbIOTEP B AOMEH.

MNpw ykazaHum napameTpa —-£ix KOMMbIOTEP yaanseTcs
13 rpynnbl

Mposepka cepepoB ALD

KomnbtoTep ansa cesepa ALD He HangeH

KputnuHas owmnbka koHdurypauuu. Npn HeobxogumocTu
cnegyet nepecosfgaTb JOMEH

CepBep € MaeHTUDUKATOPOM YKe CYLLEeCTBY-
erT

N3mMeHnTb ngeHTudunkaTop 0gHOro U3 CEPBEPOB NMYTEM
Moanukaumm cooTeBeTcTByoWero anna ald. conf

OcHoBHoM KoHTponep agomeHa ALD yxe 6bin
HanaeH

KpntnyHas owmnbka koHurypaumm. BeisiBUTb HEBEPHbIN
cepBep ALD. Ecnu owwmnbka Bo dnarax KomnbioTepa,
crnegyeT ucnpaeuTb ¢naryu ¢ noMowbo host-mod, B
NPOTUBHOM Cry4ae BblBECTU HEBEPHLIV CepBep U3 AoMe-
Ha

[MpoBepka NonUTUK naponen

Criegylowime nonuTUKK Naponen He Hange-
Hbl B LDAP/Kerberos (HO npucyTcTeytoT B
Kerberos/LDAP)....

Yoanutb X U co3gaTtb 3aHOBO.
Mpun ykaszaHum napameTtpa —-fix nepecosnaroTcs Mo
OCTaBLLENCA YacTu NHopMaLmnm

Monutuka naponen default He HangeHa B
Kerberos

CospgaTtb Bpy4Hyto kKomaHgoun kadmin(1).
MNpu ykasaHun napameTpa --fix cosgaeTcs

MNonutnka naponen
Kerberos/LDAP

He HamgeHa B

YoanuTb ee 1 co3gaTb 3aHOBO.
Mpn ykasaHuMM napametpa --fix nepecosgaeTcd no
OCTaBLLENCA YacTu NHopmMaunm
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lNpodomxkeHue mabnuup! 42

Owmnbkn

Cnocobbl ycTpaHeHus

Monutuka naponen B LDAP He coBnagaet ¢
aHanorn4yHom B Kerberos

YCcTaHOBUTbL NapameTpbl NOMUTUKMA 3aHOBO.
Mpw ykasaHun napameTpa —- £ ix o6HoBnsieTca ns LDAP

lNpoBepka nonb3oBarenemn

[na npuHumnana oTcyTCTBYET COOTBETCTBY-
towmii nonb3oBatens B b1 LDAP

Ecnu npvHuunan He co3gaH BpyYHyo Ans ApYyrux Lenewn,
cnegyet yganutb ero ytunmton kadmin(1) n cosgatb
nonb3oBaTtens 3aHOBO

OtcyTcTtByeT npuHuunan Kerberos onsa nonb-
3oBaTens

Cosgatb npuHUmMnan Bpy4YHyo ¢ nomolbio kadmin(1)
Wnu yganutb 1 co3aatb Mofb3oBaTens 3aHOBO

MNonutnka naponen nons3oBatens B LDAP
He coBnagaet ¢ Kerberos

YCTaHOBUTb MNONUTKKY NONb30BaTenNs 3aHOBO.
Mpun ykasaHun napameTpa --£ix nonb3oBaTento HasHa-
YyaeTtca nonuTtuka naponen ns LDAP

Monb3oBaTenb nmeet UID, KOTOpbIN MeHbLLE,
yem MINIMUM_UID

Owmnbka cos3pgaHma nonb3oBaTens. YaanuTb Norb3oBa-
Tensd n cosgaTtb ero 3aHoBO ¢ npaBuiibHbIM UID unn
M3MEHUTb C MOMOLLIbIO KOMaHAbl user-mod.

Monb3oBaTenb CCbINAETCH Ha HECYLLECTBYO-
LLYIO MOMNUTUKY

N3meHWTb HenpaBunbHble NapamMeTpbl NOSb30BaTENS.
Mpu ykasaHuM napameTpa —-£fix Nonb3oBaTento HasHa-
YyaeTcsl NONUTMKa napornei no ymonyaHuo «default»

MNMonb3oBaTtenb CCbiNaeTcsl Ha HeCyLLLeCTBYO-
Lyto rpynny

N3meHWTb HenpaBunbHble NapamMeTpbl NOSb30BaTEeNS.
Mpu ykasaHuM napameTpa --fix Nonb3oBaTento HasHa-
YyaeTcs rpynna rno yMonyaHuto «Domain Users»

HenpaBurbHLIN CMHTAKCUC JOMALLHEro KaTa-
nora nonb3oBaTens.

HenpaBunbHbIN CUHTAKCUC KOMaHOHON 000-
NOYKKN Nonb3oBaTensi.

HenpaBunbHbii cuHTakcuc GECOS nonb3o-
BaTens.

N3meHnTb HenpaBwiibHblE NapaMeTpbl Nofib30BaTeNA

Criegyiowime KOMNbIOTEPBLI, YKa3aHHble B
CrncKke NPUBUIErNIA NONb30BaTEssl, HEBEPHbI
unn He HangeHsl B b1 LDAP

,D,OGaBMTb nX B AOMEH Unm NaMeHnTb npmnsBunernn nosb-
3oBartend kKomaHaon user—-ald-cap.

Mpu ykaszaHun napameTtpa --fix KOMMbIOTEPbI yaans-
IOTCS1 U3 CNUCKa NPUBUIIENAIA Nonb3oBaTens

CnenytoLime rpynmnbl KOMMAbLIOTEPOB, yKa3aH-
Hble B CMWUCKEe MpUBWUMErni nonb3oBartens,
HeBepHbI UNn He HanaeHbl B B[] LDAP

[o6aBnTb NX B AOMEH WU U3MEHUTb NPUBUIETUN NOJb-
3oBaTensd KoMaHAon user—-ald-cap.

Mpu ykasaHun napameTpa —-£ix rpynnbl KOMNbOTEPOB
yOanswTcs U3 cnucka NnpyuBUNeErnii nonb3oBaTtens

MpoBepka rpynn

pynna umeet GID, KOTOPLINA MEHbLUE, YeM
MINIMUM_GID

Owwubka cosgaHuna rpynnbl. YoanuTb rpynny u cosgatb
€€ 3aHOBO C npaBuSibHbIM GID unn M3ameHuTb C NOMO-
Wb KOMaHabl group-mod.

lpynna coaepXuT HecyLLeCTBYOLLEro Mosb-
3oBaTens

M3meHnTb cocTas
group-mod.

Mpun ykaszaHum napameTpa --£ix nonb3oBartenb yaans-
€eTCcqa 13 rpynnebl

rpynnbl C NOMOLWbKO KOMaHAObI

MpoBepka agMUHUCTPATOPOR

‘pynna agMnHUCTpaTopoB He HangeHa

Kputnyeckas owmbka. Heobxoaumo nepecosnartb JOMEH
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Owmbkn

Cnocobbl ycTpaHeHus

Cneaytowume bind-DN He HangeHbl B rpynne
aAMUHUCTPATOPOB....

[o6aBuTb ¢ NoMoLLbO KOMaHA ald-admin HegocTato-
LLMX YFIEHOB B rpynny unv nepecosaatb JOMEH.

Mpu ykaszaHun napameTpa —-£fix no6GaBnawTCA aBToMa-
TUYECKU

CepBuc NpucyTCTBYET B Ipynne agMMHUCTpa-
TOPOB, HO He HangdeH B 6ase AaHHbIX

MoaudmumposaTb rpynny aaMMHUCTPATOPOB UMK CO-
30aTb yKa3aHHbI CEpPBUC 3aHOBO.

Mpw ykasaHuu napameTtpa —-fix cepBuC yaansiercs n3
rpynnbl aQMUHUCTPATOPOB

Monb3oBatens NPUCYTCTBYET B rpynne agmu-
HUCTPATOPOB, HO He obnagaeT npuBunernen
agMUHUCTpaTopa.
Monb3oBaTtenb obnagaeT npusunerven aa-
MUHUCTPaTOopa, HO He NPUCYTCTBYET B rpynne
aAMVHUCTPATOPOB

YCTaHOBUTb NPaBUIbHLIE NMPUBUITETMI NOML30BATENS KO-
MaHOon user-ald-cap.

Mpun ykaszaHuM napameTpa ——fix nonb3oBartenb ygans-
eTcsa M3 rpynnbl agMUHUCTPATOPOB UMW NiMLlaeTcs npu-
BUnerum

MNpoBepka cepBuCOB

KomnbioTep cepBuca He HanageH B LDAP

Ecnu npyvHumMnan He cosgaH Bpy4YHylo Ans Apyrux Le-
nen, crnenyeT yaanuTb CEPBUC UM BBECTU YKa3aHHbIN
KOMMbOTEP B JOMEH

MpoBepka rpynn cepeBucos

lpynna cepBMCOB COOEPXKUT CEPBUC C HEBEP-
HbIM UMEHEM.

pynna cepBUCOB COOEPXKNUT HECYLLECTBYIO-
LN cepBUC

NameHuTb cocTaB rpynnbi
Sgroup-svc-rm.

Mpw ykasaHuu napameTtpa —-fix cepBuC yaansercs ns3
rpynnbl

C noMoubd KOomMaHAabl

MNpoBepka JOMEHHbIX JOKYMEHTOB

HeBepHas Bepcusa JOKYMeHTa.
HeBepHbIV NyTb K hanny

McnpaBuTb CBOMCTBA OOKYMEHTA

dann He cywiecTByeT

YaanuTtb OOKYMEHT M Co3aTb 3aHOBO

MpoBepka

AOoBepEHHbIX JOMEHOB

[loBepeHHbIN gomMeH obnactu He HanaeH.
Inbound/Outbound TGT npuHuunan He Han-
OeH

YoanuTtb AOBEPEHHbBIN AOMEH M co34aTb 3aHOBO

He ypanock pasbimeHoBatb KDC gomeHa

MpoBepPUTL HACTPONKY CUCTEMbI paspeLLleHnss UMEH U
Hanuume cBs3M C ykazaHHbIM ceBepoM. Mpu Heobxoaw-
MOCTW yAanuTb AOBEPEHHbI JOMEH

MpoBepka cepBepHbIX 3a4aHnN

MNapameTp task-history AOOMmKeH ObITb
ymncnom ot 2 go 2000

YcTaHOBUTE KOPPEKTHOE 3HAYEHME.
Mpun ykazaHun napameTpa —-f£ix ycTaHaBnMBaeTCs 3Ha-
YyeHue no ymonyanuio 100

KonnyecTBo 3aBepLUeHHbIX 3a4aHnin NpeBbl-
waeTt napameTp task-history

YaanuTtb 3agaHnsa BpPyYHYHO.
Mpun ykasaHun napameTpa —-£ix BbINOHAETCA poTaLms
3agaHumn
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7.3. Cnyx6a FreelPA

FreelPA npegHasHadeHa gnga peanusaumn LEHTPanmM3oBaHHOIO yrnpaBneHnsa ceTeBbIMU
cnyx6amu, nageHtTudumkaumen n ayteHTudukaumen, a Takke Ans yCTaHOBKU JOBEPUTENbHbIX
OTHOLUEeHNn 1 obecneveHmnst B3ammoaenctems Linux-cuctem ¢ gomeHom Active Directory (AD).

B FreelPA ncnonbayetcs cuctemHbin geMoH SSSD (System Security Services Daemon),
ynpaBnsioLWmMi 4OCTYNOM K yaaneHHbIM ANPEKTOPUAM N MEXaHU3MaM ayTEHTUUKALUKN, BXOAALLNM
B cocTaB FreelPA.

FreelPA ocHoBbIBaeTcsa Ha TexHonorusix LDAP u Kerberos n noggepxmsaet murpauuto
y4yeTHbIX 3anncen n3 LDAP n NIS. FreelPA npepoctaBngaeT cnegyowmi yHKUMOHanN:

- DNS cepsep;

- cepsep BpemeHn NTP;

- ynpaBreHne JOCTYNOM Ha OCHOBE MOSNTHUK.

YnpaeneHue FreelPA gocTynHo Kak Yepes TepMuHan, Tak un Yyepes web-nHtepdenc.

FreelPA nossonsiet co3gaBath LleHTpPanM30oBaHHbIE CUCTEMbI MO yNpaBneHnio naeHTudu-
Kaumen nonb3oBaTenen, 3agaHnio NONMTMK AoCTyna u ayamta gnga ceten Ha 6ase Astra Linux. B
cocTtaB FreelPA BxogaTt cnegyrouime KOMNOHEHTbI:

- cepsep 389 Directory Server — ncnonb3yetcs B kadectBe cepBepa LDAP;

- MIT Kerberos 5 — ucnonbayetcsa ona ayteHTUduKauum n eAMHON TOYKU BXOAa;

- Apache n Python — ucnonbaytotca ansa ynpaenexua MO, Bxogawmm B coctas ALD

FreelPA;

- BIND n DHCP — ncnonb3aytotca gns ynpaenenus cnyxoon DNS B ceTtu.

B cootBetcTBUM C Mogenbio MaHaaTHoro goctyna cnyxba FreelPA peanusyet ans 3ape-
MMCTPUPOBAHHLIX C MOMOLLbIO CryX0Obl NoNb3oBaTeNnen:

- 3ajaHue YypoBHEWN KOH(MpUOEHUMANbHOCTY;

- 3aflaHune ypOBHS LENOCTHOCTY;

- 3apgaHne PARSEC-npusuneruin.

7.3.1. CtpyKTypa

OcHoBy gomeHHon cTpykTypbl FreelPA coctaensieT gomeH IPA, B KOTOpbI MOXET BXOAUTb
MHOXXecTBo DNS gomeHoB. [lJomeH IPA BocnpuHumaeTcs BHELWHUM JoMeHOM AD Kak oTaesbHbIN
nec gpomeHoB AD, npu atom gomeH Primary DNS gomeHa IPA BbICTynaeT B posiv KOPHEBOIO
JomeHa neca gomeHoB FreelPA.

MHTerpaumsa gomena IPA ¢ gpomeHom AD Bo3MOXHa ABYMS cnocobamu:

- CUMHXPOHM3aUNa yYeTHbIX 3anucen nonb3oBaTenen n nx napornen (He pekomeHayeTcs);

- CcO3[aHne OOoBepUTESbHbIX OTHOLLEHUN MeXay necamum JOMEHOB (peKOMeHOYeTCs ).

[anee npnBOoaONTCA onncaHme ToJibKO pekoMeHagoBaHHOIo crnocoba MHTerpaumm Ha oCHoBe
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[oBepuTenbHbIX OTHOLWEHUN Mexay aomeHom AD n gomeHom IPA.
B uenax obecneyeHna otkasoyctonumsoctn FreelPA nogaepxmneaet paboTy B pexume
«BegyLnn—eegoMbIN», MPU 3TOM peKoMeHAyeTCsl UCnosib3oBaTb ABe unn Tpu (HO He Gonee

yeTbipex) pennukn FreelPA.

7.3.2. CocTaB

Bce HeobxoaumMble KOMMOHEHTbLI cry»0bl FreelPA BXxogaT B cocTaB NakeToB, NpUBEeAEHHbIX
B Tabnuue (43|

Taobnuuya 43

HanmeHoBaHune OnucaHne

Maket agMmuHuctpmposaHus FreelPA, cogepxut Habop yTunut no

f ipa-admintool
reelpa-admintoo’s ynpaeneHuto cepsepom FreelPA

KnueHTckas YacTb FreelPA. MNakeT gomKkeH ycTaHaBnmMBaTbCA Ha BCe

freeipa-client
KITMEHTCKME KOMMNbIOTEPDLI, BXOAALLNE B JOMEH

CepBepHas vacTtb FreelPA. MNakeT JomkeH ycTaHaBnMBaTbCHa Ha
KOHTpornepe gomeHa. Npu ycTaHOBKe JaHHOro nakeTa Takke ycra-
HaBfMBaeTCA CpeacTBO aAMUHUCTPUPOBAHUA ipa W KIIMEeHTCcKasd
YyacTb

freeipa-server

MNakeT, NnpegHa3Ha4YeHHbIN ANs YCTaHOBKM U uHTerpaumm ¢ DNS

freeipa-server-dns
cepBepom

MakeT ansa unterpauum ¢ Active Directory ot Microsoft nytém ycra-

freeipa-server-trust-ad o
HOBKW OOBEPUTESIbHbIX OTHOLLEHUN

fly-admin-freeipa-server | pacdumyeckada ytunuta ynpasneHuna FreelPA

astra-freeipa-server WHCTpYMEHT KoMaHaHOW CTpoku ynpaeneHusa FreelPA

Ipadmyeckas ytunuta ynpasneHusa FreelPA ¢ KNMEHTCKOro KOMMbio-

fly-admin-freeipa-client
Tepa

MHCTPYMEHT KOMaHOHOW CTPOKK ynpasneHnsa FreelPA ¢ knneHTckoro

astra-freeipa-client
KoMMbloTepa

Cnyx6a FreelPA cocTouT n3 sigpa, otBevaroLero 3a OCHOBHOM OyHKLMOHAS CUCTEMBI,
psaa nHtepdencos (LDAP, Kerberos, Config, RPC) n mogynen pacwmpeHns, npeaHasHadeHHbIX
AN paclnpeHnsa KOMaHOHOro nHTepdenca yTunuT u HacTPOMKM Heobxoammblx cnyx6 n nogcu-
CTEeM, YTO MO3BOSISIET MOBbIWAaTh PYHKLUMOHANLHOCTL FreelPA, ycTaHaBnuBas 4ONONHUTESNbHbIE
nakeThbl.

B FreelPA BO3MOXHO MCMNONb30BaHWE Crieaylowmx Moaynen paclimpeHud, npu 3Tom

HanMeHoBaHMe nakeTa paclunpeHna oTpaxaet ero HasHa4eHune:

- freeipa-client-... — paclwmpeHune, Heobxogmumoe KnneHTckon Yyactu FreelPA;
- freeipa-admintools-... — pacwmpeHue yTunntel agMmmHucTpuposaHus FreelPA;
- freeipa-server-... — paclwupeHune, Heobxoanmoe Ansa opraHnM3aunmn XpaHeHus

aTpubyToB Ha cepBepe FreelPA.
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OnucaHue nakeToB NpMBeOEHO B PyKOBOACTBE man (CMMCOK cTaten cMm. B Tabnuue [44).

Tabnuuya 44

HanmeHoBaHune

OnucaHne

ipa 1

FreelPA

default.conf 5

O6pasey, koHUrypauunoHHoro ¢gamnna default.conf

ipa-client-install 1

HacTpoiika knueHTtckon Yactu FreelPA

ipa-server-install 1

HacTtpoiika cepsepHon yactun FreelPA

ipa-server-upgrade 1

O6HoBneHne cepeepa FreelPA

ipa-dns-install 1

Ytunuta pobaeneHuss DNS kak cnyxbbl Ha cepBepHOM 4acTu
FreelPA

ipa-backup 1

Pe3epBHOe KonnpoBaHnsa macTtep-cepeepa FreelPA

ipactl 1

WHTepenc ynpaeneHns cepsepHon Yyactbto FreelPA

ipa-advise 1

MpenocTaBnsieT pekoMeHaaunm no KOHUrypaumsiM Ans pasnmyHbIx
BaApMaHTOB MCMNOMb30BaHUS

ipa-cacert-manage 1

Ynpaenenue ceptudnkatamm CA Ha FreelPA

ipa-certupdate 1

O6HoBneHune nokanbHbix B[ ceptndurkatoB FreelPA BmecTe ¢ cep-
TUukatamm ot cepsepa

ipa-client-automount 1

Hactpoiika aBTomoHTUpoBaHua n ®C NFS ana FreelPA

ipa-compat-manage 1

BkntovyeHne 1 OTKNIYEHWE nrarnHa COBMECTUMOCTU CXEMbI

ipa-csreplica-manage 1

YnpaeneHnue pennukon FreelPA CS

ipa-getcert 1

UHCTpYyMeHT ipa-getcert BblAaeT 3anpochkl crnyxbe certmonger
OT MMEHM Bbl3blBaAKOLLIEro NnoJib3oBaTena

ipa-getkeytab 1

MNony4deHue keytab-hanna. Keytab — 370 dhann ¢ OgHUM Unn
HECKONbKUMW CEKPEeTHbIMUK Krodammn ons npuvHuunana Kerberos.
Keytab-thannbl Mcnonb3yloTcsa cnyxbdamn, Hanpumep, sshd, npu
ayTeHTudukaumm Kerberos

ipa-join 1

MogkntoyeHne xocta k obnactn FreelPA n nonydeHne keytab-
hanna gna pasmeLleHus cnyxobl xocTa npuHumnana Kerberos

ipa-kra-install 1

YctaHoBka KRA Ha cepsepHoin YacTtu FreelPA

ipa-ldap-updater 1

O6HoeneHune HacTpoek FreelPA LDAP

ipa-managed-entries 1

BKroyeHMs 1 OTKMIOYEHME MarvHOB CXeMbl YNpaBnsemMbIX Moayrnei
BBOAA

ipa-nis-manage 1

BkrnitoueHue n otkniodeHne nnarnHa npocnywmneartens NIS

ipa-otptoken-import 1

Mmnopt OTP-TokeHoB n3 RFC 6030 XML dawnnos

ipa-replica-conncheck 1

MpoBepka ceTeBOro NOLKMOYEHUS PEMNIMKMA N MacTep-cepBepa ne-
pen yCTaHOBKON

ipa-replica-install 1

CosgaHue pennuku FreelPA

ipa-replica-manage 1

YnpaeneHue pennukon FreelPA

ipa-replica-prepare 1

CospgaHue dhanna pennukn FreelPA
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OkoHyaHue mabnuusi 44

HanmeHoBaHue OnucaHue
ipa-restore 1 BocctaHoBneHne mactep-cepsepa FreelPA
ipa-rmkeytab 1 YpaneHue npuHumnana Kerberos ns keytab-ganna

ipa-server-certinstall 1 | YcrtaHoBka HoBbIX SSL-cepTudukaToB cepsepa

MNonHbin nepexon oT nonb3oBaTtenen AD, cosgaHHbIX winsync, K

ipa-winsync-migrate 1
P Y g 06blYHbIM nonb3oBaTenam AD

ipa-upgradeconfig 8 O6HoeneHune koHurypaumm Apache FreelPA

7.3.3. YcTaHOBKa U yaaneHue

MporpammHble komnoHeHTbl FreelPA BxoasaTt B coctaB OC 1 MoryT 6biTb YCTaHOBMEHDI
C NMOMOLLbIO CTaHOAPTHOrO rpaduyeckon ytunutel ansa paboTel ¢ naketamn Synaptic nmbo n3
TepMuHana.

BHUMAHMUE! be3 ycTtaHOBKM NakeToB pacLUMpeHNs COBMECTHO C COOTBETCTBYIOLLMMU
OCHOBHbIMW NakeTaMy HEBO3MOXHaA LieHTpanu3auusa xpaHeHus atpnbytos C3U B pacnpeneneHHon
CEeTeBOW cpefe, YTO MOXET MPUBECTUN K HEBO3MOXHOCTW BXOAa Mornb3oBaTternen B CUCTEMY.

[nsa passépTbiBaHns FreelPA Heobxoanmo:

1) Ha KomnbloTEPE, NPeaHa3HaYeHHOM Ha pPosfb KOHTpOrfepa AOMeHa, YCTaHOBUTbL crie-

ayoLne nporpaMmMHble KOMMOHEHTbI:

a) astra-freeipa-server, Ans yCTAHOBKN U3 TEPMUHAra BBECTU KOMaHAy:

apt-get install astra-freeipa-server

6) fly-admin-freeipa-server, Ans YCTAHOBKN N3 TepMUHaNa BBECTU KOMaHAY:

apt-get install fly-admin-freeipa-server

Mpun ycTaHoBke rpaduyeckon ytunutel £ly-admin-freeipa-server aBTomatmye-

CKn OyaeT ycTaHOBMNEH UHCTPYMEHT KOMaHAHOW CTPOKN astra-freeipa-server;
2) Ha KIIMEHTCKNX KOMMNboTepPax YCTaHOBUTL CriefytoLime nporpaMMHbIe KOMMOHEHTI:

a) astra-freeipa-client, ANs yCTAHOBKN U3 TepMUHana BBECTU KOMaHAY:

apt-get install astra-freeipa-server

6) fly-admin-freeipa-client, Ans YCTaHOBKM U3 TepMUHaNa BBECTU KOMaHAY:

apt-get install fly-admin-freeipa-clientr

Mpun ycTaHoBke rpaduyeckon ytunutel £ly-admin-freeipa-client aBTomatuye-

Ckn ByaeTt ycTaHOBMEH UHCTPYMEHT KOMaHOHOW CTPOKN astra-freeipa-client.

Mpn ycTaHOBKE AaHHbLIX KOMNOHEHTOB 0b6ecneynBaeTca ycTaHOBKa BCEX HEOBXOANMbIX
naxkeToB B 3aBMCMMOCTW OT Ha3Ha4YeHU KOMNbIOTEPa.

[Ona ynpaneHna KOHTponrnepa gOMeHa C MOMOLbI WHCTPYMEHTa KOMaHOHOW CTPOKMU
astra-freeipa-server UCNONb3yeTcd KOMaHAa:

astra-freeipa-server -U
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7.3.4. HacTponka KOHTponnepa goMeHa

Mpwn passepTbiBaHuMK FreelPA B kayecTBe KOHTponsiepa JOMeHa crnegyeT UCnonb3oBaTh
OTAENbHbIN KOMMbIOTEP C PUKCUpoBaHHbLIM IP-agpecom, KoTopbiv B AanbHENLWEM He OOMKeH
N3MEHATLCS.

BHUMAHUE! Pa6ota FreelPA ocyliecTBNSeTCa TOMbKO MNPU OTKIKOYEHHOM peXume
AstraMode web-cepBepa Apache2. OnucaHue pexvma npusegeHo B [6.2] Mporpammel ycTa-
HOBKM astra-freeipa-server U fly-admin-freeipa-server aBTOMaTU4eCKN OTKNKOYaKOT
OaHHbIN PEXNM.

HacTpolrika Bcex komnoHeHToB FreelPA ocyliecTBnaeTca aBToMaTUYECKN YTUITUTAMWN KOH-
durypnpoBaHus astra-freeipa-server n fly-admin-freeipa-server. [Ing HopmansHo-
ro pyHKumoHmpoBaHus FreelPA Heob6xoauMo BbINOMHEHNE CreayoLWmMX YCIOBUMA:

1) ncnonb3oBaTb JOMEHHOE UMS BTOPOrO YPOBHS M HWXe, Hanpumep, domain.net,

testdomain.test.lan;

2) paspelueHue MMeH OOSMKHO BbITb HACTPOEHO TakMM 06pa3oM, YTOObI UMS CUCTEMBI pas-

peLlanocb, B NepByo ovepeb, Kak NofiHoe UMs, Hanpumep, myserver .example. ru.

YTunuta hostname AofMKHaA BO3BpallaTb MOSIHOE WMMS KOMMbKOTEpPa, Hanpumep,

myserver.example.ru.

Mpumep
dann /etc/hosts (paspeLwleHne MMeH MOXeT BbITb HACTPOEHO M C MOMOLLBIO cepBepa

DNS (cm. 5.5)):

127.0.0.1 localhost

192.168.1.1 myserver.example.ru myserver

3) pomkHa 6biTb BbIMOMHEHA CUHXPOHM3aUus BpeMeHn B OC cepBepoOB M KIMEHTOB

FreelPA ons aytenTudpukauyum no Kerberos. Hanpumep, ¢ ncnonb3oBaHMem cepsepa
NTP (cm. [5.7).
7.3.5. 3anyck cnyx6bl FreelPA

7.3.5.1. 3anyck ¢ ucnonb3oBaHueM rpacpu4eckon yTunuThbl

[na 3anycka cnyx6bl FreelPA Ha koHTponnepe goOMeHa C NOMOLLbIO rpadduyecKon yTunm-
Tbl fly-admin-freeipa-server HeoBX04MMO U3 TepMUHana 3anyCTUTb rpapuyeckyto yTunuTy
KOMaHOOoMW:
fly-admin-freeipa-server
1 3aTeM B OTKpbIBLUENCA hOopMe yKa3aTb crnegylowme aHHble:

- B none «[JoOMeH» — nms JOMEHa;

- B none «Mmsa komnbloTepa» — MM KOMMblOTEpPa, onpeaensieTcss aBToMaTUYecKu;

- B none «Maponb» — naponb agMUHUCTpaTopa AOMeHa. YKasaHHbI napornb byaet
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ncnonb3oBaTbCcs Anst Bxoga B web-nHtepdenc FreelPA n npn paboTte ¢ MHCTpyMEHTOM

KOMaHLHOW CTPOKM.

Hanee 3anyck cnyx6bl FreelPA ocyuwectensietca Haxatuem kHornku [Co3aaTtk]. MNocne
yCcrewlHoro 3anycka nosasutcsa web-ccbinka gna nepexona B web-nHtepdgenc FreelPA. Tenepb
MOXHO BONTU B Web-UHTEpdEeNC n NnpogomkuTb HACTPONKY vepes Hero. [Nopsaaok paboTsl ¢ FreelPA
ncnonb3yst web-uHTepdeiic npuseaeH B [7.3.14]

7.3.5.2. 3anycK ¢ ucnonb3oBaHWEM UHCTPYMEHTa KOMaHOHOW CTPOKMU

[na 3anycka cnyx6bl FreelPA Ha KOHTponnepe AOMEHa C NOMOLLbI UHCTPYMEHTA KO-
MaHAHOW CTPOKM astra-freeipa-server BbINOMHUTL KOMaHAY:
astra-freeipa-server -d <umsa_pgoMeHa> -n <uUMs_KOMIBIOTEpa> -0

lMocne BbiNonHeHUs KOMaHAbl OyaeT onpeaeneH agpec KoMmnbloTepa 1 6yayT BbiBEAEHbI

Ha 3KpaH BCe UCXOAHble OaHHbIE.

Mpumep
compname= astraipa
domain= astradomain.ad
6ymeT ucnonb3oBaH ip address = 192.168.32.97 unu ykaxuTe ip agpec KimoueMm —-ip

nponornxaTb ? (y\n)

[na noaTeep)XaeHna gaHHbIX BBECTU v U HaxaTb <Enter>. [locne nogreepxxgeHnsa no-
SIBUTCS 3aNpoC Ha YCTaHOBKY Maposisi agMUHUCTpaTopa AoMeHa. YKasaHHbIM naponb byaet uc-
nonb3oBaTbCa Ansi Bxoaa B web-nHtepdenc FreelPA n npu paboTte ¢ UHCTPYMEHTOM KOMaHAHOW
CTPOKMW.

MapameTpbl MHCTPYMEHTa KOMaHOHOM CTPOKU astra-freeipa-server NpUBEAEHbI B
Tabnuue [45]

Tabnuua 45
MapameTp OnucaHune
-h, --help BbiBeCTM cnpaBKy Mo kKOMaHAam
-d 3apgatb UMsi JoMeHa
-n 3apgatb MMsi KOMMbOTEPA
-ip 3apartb IP-agpec web-uHtepdeiica. Ecnu agpec He 3agaH, TO UHCTPYMEHT MbITaeT-
Csl ONpefenuTb ero aBToMaTUYeCKU
-y OTkNoUNTL 3anpoc NOATBEPXKAEHMS MOCHe BbiBOAA 3a4aHHbLIX NapaMeTpoB 3arnycka
-i BbiBeCcTM nHdOpMaLMIo O CYLLECTBYOLEM AOMEHE
-px MonyunTb Napornb agMUHUCTpaTopa AoMeHa M3 stdin
-p MonyunTb Naponb agMuMHUCTpaTopa AOMeHa N3 KOMaHAHOW CTpoku (HebesonacHo)
-s BknounTb ycTaHOBKY 1 3anyck nogaepxkvu AD SMB
-c 3anpetntb n3mMeHsTb ann /etc/hosts
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OkoH4yaHue mabnuub! 45

MapameTp OnuncaHue
-0 3anpeTuTb NpoOBEPKY perucrTpaumm goMmeHa. NpnmeHseTca npm yCcTtaHOBKE B U30MNn-
pOBaHHOWN ceTu
-e OTKMOUNTL YCTAHOBKY M 3aryck cOGCTBEHHOM cry»0bl DNS
-U Ynanutb BCe HacTPOMKK
-1 YkasaTtb cepTudukar (MmMmsa KoMnbloTepa 1 AOMeHa AOIMKHbI COBMNaaaTh)
-1p YkasaTb naponb ceptudumkara

[Mocne BBoga naponsi asToMatmnyeckn 6yaeTt BbIMOSIHEH NPOLIECC NHULMAaNM3aunm Bxoas-
wwnx B FreelPA nogcuctem, xon BbINOMHEHUSA KOTOporo Byaet otobpaxatbcsa Ha akpaHe. Nocne
YCMNELLUHOro 3aBepLUeHNs NHMLManM3aumm Ha akpaH 6yayT BbiBeAeHbI COOOLLEHNSA O nepesanycke

CUCTEMHbIX cny>|<6, a TaKkkKe AaHHble KOHTpOosiepa goMeHa 1 CCblJ1Ka and Web-VIHTep(:beVlca.

Mpumep
Restarting Directory Service
Restarting krb5kdc Service
Restarting kadmin Service
Restarting named Service
Restarting ipa_memcached Service
Restarting httpd Service
Restarting ipa-custodia Service
Restarting ipa-otpd Service
Restarting ipa-dnskeysyncd Service
Starting ntpd Service
ipa: INFO: The ipactl command was successful
CymecTByeT HACTPOEHHHMN IOMEeH

host = astraipa.astradomain.ad

basedn dc=astradomain, dc=ad

domain astradomain.ad
xmlrpc_uri = https://astraipa.astradomain.ad/ipa/xml

WEB: https://astraipa.astradomain.ad

Mocne 3aBeplieHnsa paboTel Mactepa Tpebyercst yoeamTbCs B HANUYMKN OTKPbITLIX NOPTOB
Ha cepBepe:
1) TCP Ports:
- 80, 443: HTTP/HTTPS;
- 389, 636: LDAP/LDAPS;
- 88, 464: kerberos;
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- 53: bind;
2) UDP Ports:
- 88, 464: kerberos;
- 53: bind,
- 123: ntp.
Hactponkn cepBepa FreelPA copgepxatca B KOHUrypaumoHHOM  paune
/etc/ipa/default.conf. ®opmaT channa:
UMs_IapaMeTpa=3HaueHHe # KoMMeHTapum

OnvcaHne napaMeTpoB KOHGUrypaLUMoHHoro aiina npmeeaeHo B Tabnuue [46]

Tabnunua 46

MNapameTp OnucaHue

3apaer 6asoByto 3anucb DN, ucnonb3yemyto npu BbINOMHe-
basedn <base> HuM onepauun LDAP. 3anuncb gomkHa ObiTb B dopmarte DN
(dc=example,dc=com)

3apaeT KOHTEKCT, B KoTOpoMm BbinonHsetrca |IPA. IPA moxer
paboTtaTb MO-pasHOMY B 3aBMCUMOCTM OT KOHTEKCTa. Tekylime
onpedeneHHble KOHTEKCTbl — cli W server (KIMMEHT U cep-
Bep). Kpome Toro, 3aHayeHne Mcnonb3yetcs ona 3arpysku dganna
context <context> /etc/ipa/<context>.conf ANA NPUMEHEHNS KOHTEKCTHOW KOH-
durypaumm. Hanpmumep, ecnvm Heobxoanmo Bcerga BbINOMHATL KMn-
€HTCKMEe 3anpochkl B NOAPOBGHOM pexume, HO Npyv STOM HE UCNONb30-
BaTb NoApobHbIV pexnm Ha cepBepe, To criegyeT gobasuTb napa-
MeTp verbose B /etc/ipa/cli.conf

Mpw 3Ha4yeHUn True NpegocTaBnseT NogpobHy MHdopmMauuo. B
debug <boolean> YacTHOCTU, 3Ha4YeHne debug ycTaHaBNUBaeTCsa A4 rnobanbHOro
ypoBHS log-kypHana. 3HayeHue no ymonyaHuio False

domain <domain> [omeH cepBepa FreelPA, Hanpumep, example.com

3HadeHne True onpeaensiet, 4To BygeT MCNonNb3oBaTbCA YAANEH-
Has cnyxba yaoocToBepsAoLero LeHTpa, Hanpumep, korga cnyxba
enable_ra <boolean> Dogtag ncnonb3yetcs B Ka4ecTBe Y4OCTOBEPSOLENO LeHTpa. JTa
HaCTpoWika NPMMEHSAETCS UCKITKUYMTENBHO B KOHUIypaLumn cepepa
IPA

3HadeHue True onpeaenserT, YTo KNMeHT IPA gosmkeH BbINONHATb
fallback <boolean> BO3BpaT 1 obpallatbecs K apyrum cnyxbam B cnyyae c6osi nepBoro
nogKmntoYeHus

host <hostname> 3agaeTt umsa Xxocta NoKanbHOW CUCTEMbI

Onpepgenset, OyayT nu 3anpockl HanpaenaTbCcs Ha cepsep |PA
(True) nnun obpabaTbiBaTbCa NOKanbHO (False). BHyTpu IPA oHM
ncnonb3yTcs NogobHO KOHTeKCTY. Ta xe camas |IPA-KOHCTPyKUnS
in_server <boolean> ncnonbayetca |IPA-MHCTpyMEHTamMn KOMaHAHON CTPOKM U cepBepa.
OTOT napameTp yKasblBaeT KOHCTPYKUUW, BbINOSHUTL NI KOMaHay
Tak, Kak ecnv 6bl oHa Bbina Ha cepBepe Uy nepecnaTtb ee Yyepes
XML-RPC Ha yganeHHbIi cepsep
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MNapameTp

OnucaHne

in tree <boolean>

WcnonbayeTcs npu paspaboTke. MapameTp ykasbiBaeTcs Npu HeO6-
XOOUMOCTM BbINOMHUTL KO B UCXOOQHOM AepeBe

interactive <boolean>

OnpepenseT, crnegyeT nu 3anpalinBatb 3Ha4YeHUsi. 3HavYeHne Mo
yMonuaHuio True

ldap_uri <URI>

YkasbiBaeTt URI cepsepa IPA LDAP pans MoAaKmto-
yeHnda. Cxema URI wMoxer ObiTb Idap wnm  Idapi.
Mo YMOJSTHaHWIo MCnonb3yeTcs Idapi, Hanpumep,
ldapi://%2fvar$2frun%2fslapd-EXAMPLE-COM. socket

log_logger XXX <comma
separated list of
regexps>

MepedveHb perynspHbIX BblpaXeHU regexp, pasfesieHHbIX 3ans-
TbiMW. JlornpoBaHusMm (loggers), COOTBETCTBYIOLLMM regexp, byaert
npuceoeH ypoBeHb XXX.

YpoBHu nornposaHus (logger levels) moryT 6biTb ABHO 3a4aHbl AnS
KOHKPETHbIX NMOrMpPOBaHMi B OTNINYMNE OT robanbHOro YpoBHSA XypHa-
nupoBaHus (global logging level). KoHkpeTHble nornpoBaHus o603Ha-
YaloTCA CMUCKOM PErynsipHbIX BblpaXXeHW, NPUBA3AHHbIX K YPOBHIO.
Ecnun ums normpoBaHnsa COOTBETCTBYET PErynsapHOMY BbIpaXKeHUI,
TO eMy Np1CBanBaETCsl COOTBETCTBYIOLLMIN YPOBEHb. JTOT ANEMEHT
KOHpUrypaumm OormkeH HauMHaTbea ¢ log_logger level , a 3a-
TeM JOSMKeH cnefoBaTb CMMBOSIMYECKUA UMM YMCIIOBOW YPOBEHb
XypHana (log level), Hanpumep:

log logger_ level debug = ipalib\.dn\..*
log_logger_level 35 = ipalib\.plugins\.dogtag

B nepBoii cTpoke ckasaHo, 4To noboe normpoBaHue, oTHoCsLLLeeCcs
K mogynto ipalib.dn, 6yaeT uMeTb CBOM ypPOBEHb, HACTPOEHHbIV
ONs oTnagkw.

Bo BTOpPOW cTpoke CKasaHo, yTO nornpoBaHue
ipa.plugins.dogtag OyaeT HacTpoeHa Ha ypoBeHb 35.

OTOT anemMeHT KOHurypaumm noneseH, ecnun TpebyeTcst NpoCMoT-
peTb BbIBOZ, XXypHana ToNbKO ANs1 OOHOMo UMW HECKONbKNX BblGpaH-
HbIX NnorMpoBaHui. BkrntoueHune cnara rmobanbHOW oTnagku npu-
BeOeT K OrpOMHOMY KOnMYecTBy BbiBoda. HacTporika nossonser
OTKMOUNTL rnodanbHbIN donar oTrnagku U BbIGOPOYHO BKIKOYMTL 4N
KOHKpETHOro nornposaHusi. OBbIYHO NOrMpoBaHMA NPMBA3aHbI K Knac-
cam U niaruHam.

MpnmedaHune. MweHa nornposaHun (logger names) — cnmcok
C pasgenswoLien Toukon, obpasyroLwmii NyTb B AaHHOM gepeBe fo-
rmpoBaHus (logger tree). CUMBON TOYKM TaKkke SBNAETCSA MeTacuM-
BOIOM PErynsapHOro Bblpa)keHns (COOTBETCTBYET MoboMy cumBony),
NoaToMy, YTOObI N36exaTb TOYEK B MMEHaX JIOrMpoBaHusl, 06bIYHO
TpebyeTca nepea HAMU CTaBUTb 0BpPaTHYIO KOCYH0 YepTy «\.».

mode <mode>

Onpegenset pexum paboTel cepBepa. B HacTosiLee Bpems nogaep-
XMBaeMbIMU 3HAYEHUSIMUN ABNSIOTCA dKcnnyaTaums (production) un
paspaboTtka (development). IMpn pabote B pexnme production
HEeKOTOpble CaMOMNPOBEPKM NPOMYyCKaTCs A1 MOBbILIEHNS MPOU3BO-
ANTENbHOCTU

mount_ipa <URI>

3agaeT TO4KY MOHTMPOBaHUA AN perucTpaummn cepeepa paspaboTku.
Mo ymonyaHuio /ipa/
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MNapameTp

OnucaHne

prompt _all <boolean>

Onpenenset, oomkHbl N ana knueHTta IPA 3anpawmBaTtbcsa Bce
napamMeTphl, B T.4. HeobsizaTenbHble 3Ha4YeHWs. 10 ymonyaHuio ycTa-
HaBnmMBaeTcd False

ra_plugin <name>

3agaet nmsa HasHa4vyeHHoro ans ucnonb3oBaHns CA. Tekywmmn na-
pameTpamu aensaTca dogtag U selfsign. HacTpoika Ha CTOpoHe
cepsepa. IaMeHATb 3HavyeHne He pekoMeHAYeTCs, T.K. Ha3HayYeHHbIN
CA HacTpaunBaeTcs TOSbKO BO BpeMsi MepBOHaYaribHOW YCTaHOBKU

realm <realm>

YkasbiBaeT obnacTtb Kerberos

session_auth_duration
<time duration spec>

3agaer 4onycTUMbIA MHTEpPBan AN BPEMEHMW KALLMPOBAHUS YYETHbIX
OaHHbIX NMpoBepKU NoaJIMHHOCTUN B CeaHcCe. Mo ncteyeHun CpOKa
OENCTBUA yueTHble AaHHble ByayT aBTOMaTUYECKU NepeonpeneneHs.
Hanpumep, 2 hours, 1h:30m, 10 minutes, 5min, 30sec

session_duration_type
<inactivity_ timeout|
from start>

OnpeaensieT cnocob BbIMUCIEHNSA CpoKa AENCTBUSA ceaHca. Boamoxk-
Hble 3Ha4YeHud:

- inactivity_timeout — CpoOK OENCTBUSA YBENNYMBAETCH Ha 3Ha-
yeHue session_auth_duration Kaxgbli pas, Korga nosib3oBa-
Tenb obpallaeTcsa K CepBUCY;

- from_start CpOKOM AENCTBUS ceaHca SIBMSIETCS Havyano ceaHca
nosib3oBaTend niic 3HadeHne session auth duration

server <hostname>

3apaet nmsa cepeepa IPA

skip_version_check
<boolean>

MponyctuTb NnpoBepkn Bepcumn API knneHTa u cepsepa. MoxeT npu-
BECTU K olumbkam/cbosm, korga HoBble KMMEHTbl obpauiarTcs K
NPeXHUM cepeepam. VIcnonb3oBaTb C OCTOPOXHOCTbIO

startup_ timeout
<time in seconds>

OnpepenseT BpemMs OXuaaHus B CeKyHAax 4O Havana 3anycka cep-
Bepa. 3HayeHue no ymondaHuio 120 cekyHA

startup_traceback
<boolean>

Ecnu cepsep IPA He 3anyckaeTcs npu 3agaHHOM 3HadYeHun True,
TO cepBep OyaeT nbiTaTbCA creHepupoBaTb obpaTHoe python-
oTCrnexuBaHue, YTobbl 06nerynTb onpegeneHme NpuynHbl c6os

validate api <boolean>

Mcnonbayetcs BHYTpU ncxogHoro naketa |IPA ons nposepkn Hen3meH-
HocTu API. MpumeHsieTcsa ana npegoTBpalleHus perpeccun. Ecnn
YCTaHOBIEHO 3HaYeHne True, TO HEKOTOPbIE OLLUMOKN UTHOPUPYHOTCA,
4YTOOLI 06ecneunTb 3arpy3ky MHdpacTpykTypbl [PA, goctaTtodHom
ansa nposepku API, gaxe ecnn gonosTHUTENbHLIE KOMMOHEHTLI HE
yCTaHOBIEHbl. 3Ha4YeHne No ymonyaHuio False

verbose <boolean>

Mpu ycTtaHOBKe 3Ha4YeHus True NPeAoCTaBnAeT AOMNOMHUTENbHbIE
cBedeHus — ycTaHaBnmBaeT rnobarnbHbIn ypoBeHb XypHana (global
log level) Ha cobbiTe info
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OkoH4yaHue mabnuubi 46

MNapameTp OnucaHue

KoHTponupyet CUHXPOHHOCTb paboTbl IPA KOMaHA
dnsrecord-{add,mod,del}. KomaHabl DNS 0yayt nosToO-
pATe DNS-3anpocbl ykazaHHOE KONMMYeCcTBO MOMbITOK 4O TEX Mnop,
noka DNS-cepBep Bo3BpalLaeT OTBET up-to-date Ha 3anpoc 06
N3MEHEHHbIX 3anucsix. 3agepxxka Mexay NOBTOPHLIMU MOMNbITKaMu
ofHa cekyHaa.

Komangbl DNS 6yayT nopoxaatb ncknioyeHne DNSDataMismatch,
ecnv OTBET He COBMafaeT C OXXMAaeMbIM 3HaYeHNeM, Jaxe nocne
YyKa3aHHOro ymcna nombITok.

wait_for_dns <boolean> DNS-3anpochkl 6yayT oTnpaBneHbl B odepeab AN paspeLueHns peLla-
Tenem, KOTopbli CKOHUrypupoBaH B cpanne /etc/resolv.conf
Ha cepBepe IPA.

BHUMAHME! He BkntoyaTtb napameTp B pexunme production! 310
MOXET BbI3BaTb Npobnembl, ecnu pelartens (resolver) Ha cepBepe
IPA ncnonb3yeT kalIMpoBaHMe cepBepa, a He flokanbHOro cepeepa
aBTopM3auun unu, Hanpumep, ecnu DNS-oTBeTbl 6yayT N3MEHEHbI
wno3om DNS64.

3HayeHne no ymonyaHuio disable (OTKIOYEHO), MapaMeTp OTCYyT-
cTByeT

3apaetr URI cepeepa XML-RPC pagns knuneHta. Moxet wuc-
nonb3oBatbca [IPA 1 wucnonb3yetca HEKOTOPbIMU  BHELUHU-
MW cpeacTBaMmn, TakKMMUM Kak ipa-getcert. Hanpuwmep,
https://ipa.example.com/ipa/xml

xmlrpc_uri <URI>

3apaet URI cepeepa JSON gns knueHTa. Micnonbayetca IPA. Ecnu
jsonrpc_uri <URI> napameTp He 3afaH, OH Hacrneayetcs oT xmlrpc_uri. Hanpumep,
https://ipa.example.com/ipa/json

3apaet Tvn RPC-BbIzoBoB IPA makes: jsonrpc unm xmlrpe. Mo

rpc_protocol <URI> .
YMOI4aHUo NCNoJib3yeTCA Jjsonrpc

Bonee nogpo6Hoe onucaHwe koHdUrypaunoHHoro danna npMBeaeHo B PYKOBOACTBE

man.

Mpumep

KoHurypaunoHHeii pann /etc/ipa/default.conf
[globall]

host = server.example.ru

basedn = dc=example,dc=ru

realm = EXAMPLE.RU

domain = example.ru

xmlrpc_uri = https://server.example.ru/ipa/xml

ldap uri = ldapi://%2fvar%$2frun%2fslapd-EXAMPLE-RU.socket

enable_ra False

ra_plugin none

mode = production
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[ns panbHenwero KOHMUrypupoBaHna 1 agMUHUCTPUPOBAHNSA criedyeT UCnornb3oBaTb
web-nHtepgeinc FreelPA. MNMopsgok pabotebl ¢ FreelPA ¢ ncnonb3oBaHnem web-nHTepdenca
npuseaeH B[7.3.14]

7.3.5.3. YnpaBneHue cnyx6amu FreelPA

[ns nposepku paboTkl 1 ynpaeneHus cnyxbamu FreelPA ncnonb3yerca komanaa ipactl:

ipactl start — 3anyck cnyx6 FreelPA;

ipactl status — oTobBpaxeHue TeKyLero cocToaHna Bcex cnyxo FreelPA;

ipactl restart — nepesanyck cnyx6 FreelPA,

ipactl stop — octaHoBka cnyx6 FreelPA.
[ononHUTENbHO C KOMaHAOW ipactl MOXHO MCMNONb30BaTb NapameTp —d ANS BbIMNOSHe-
HUS KOMaHAbl B PEXMME OTNagKu:

ipactl start -d

7.3.6. HacTponka KIMeHTCKUX KOMNbIOTEPOB

[na BBOOa HOBOro KOMMbOTEPA B IOMEH HEOBXOAMMO:

- Hanu4ymne yctaHoBNEeHHOro naketa astra-freeipa-client;

- paspelueHne UMeH OOSMKHO BbITb HACTPOEHO TakuM 0Bpa3om, YToObl MMS CUCTEMBI pas-
peluanock, B NepBY0 ovyepedb, Kak NOMHOe UMs, Hanpumep, myclient.example. ru;
- yTunuta hostname [OSMMKHA BO3BpawaTb MNOMHOE MMSA KOMMbKOTEpa, Hanpumep,

myclient.example.ru.

Mpumep
dann /etc/hosts (pa3pelleHme MMeH MOXET ObITb HACTPOEHO U C MOMOLLIbIO cepBepa

DNS (cm.[5.5))

127.0.0.1 localhost
192.168.1.2 myclient.example.ru myclient

192.168.1.1 myserver.example.ru myserver

[anee Heobxoammo HacTpouTb DNS-aapec cepBepa FreelPA Ha KNMEHTCKOM KOMMNblOTEPE
OAHMM 13 CnocoboB:

1) ykasaTb B KOH(UrypaunoHHomM ansne resolv. conf;

2) ykasaTtb B panne interfaces;

3) ucnonbays ytunuty NetworkManager.

BHUMAHMUE! B HekoTOopbIx cnyyasix, ecnv agpec cepeepa FreelPA ctont B DNS He
nepBbIM, KITMEHTCKUA KOMIMbIOTEP MOXET HE HaXOAUTb AOMEH.

BBog  KNMeHTCKOro  KoMMbiOTEpa B AOMEH  OCYLLUECTBAISIETCA  KOMaHOowm
astra-freeipa-client, Hanpumep

astra-freeipa-client -d <kKoHTpoOJUlep noMeHa> -u admin -px
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MpocMOTpeTb NepeveHb AOMNOSHUTENbHbLIX NapamMeTpoB Afs 3anycka C KOMaHOoWn

astra-freeipa-client MOXHO BbINOJIHUB:

astra-freeipa-client --help

7.3.7. lWa6noHbl KOHUrypaumoHHbIX hannos

Cnyx6a FreelPA B npouecce paboTbl OCyLLECTBNSET KOH(PUTYPUPOBaAHUE CETEBBIX CIY>XKO

(Samba, Kerberos, LDAP 1 T.n.) ¢ NOMOLLbIO MX KOHpUIYpaUMOHHbIX dhannos. [Ansa yaobcTea cylue-

CTBYIOT WIAGNOHbI KOHPUIypaLMOHHbIX harnos, mogmduumpyembix cnyxobon FreelPA. LLIabnoHbl

pacrnonoXxeHbl B Katanorax /usr/share/ipa n /usr/share/ipa/advise/legacy/.

MepeyeHb WabnoHOB KOHUIypaLMOHHbLIX alnoB npuseneH B Tabnuue 47,

Tabnuuya 47
msa wabnoHa Cnyxba Onuncanue, pasmelleHme
KOHdbUrypaumoHHoro darna

* 1dif 389-BASE LDAP cxembl

default.conf IPA /etc/ipa/default.conf

ipa-httpd.conf.template IPA /etc/systemd/system/
apache2.service.d/ipa.conf

ipa-kdc-proxy.conf.template | IPA /etc/ipa/kdcproxy/
ipa-kdc-proxy.conf

sssd.conf.template SSSD /etc/sssd/sssd.conf

ldap.conf

LDAP knueHThbl

/etc/ldap/ldap.conf

krb5.conf.template

Kerberos knneHTbl

/etc/krb5.conf

kdc.conf.template

Kerberos KDC

/etc/krb5kdc/kdc.conf

certmap.conf.template 389-BASE /etc/dirsrv/config/certmap.conf
bind.named.conf.template BIND9 /etc/bind/named.conf
custodia.conf.template IPA /etc/ipa/custodia/custodia.conf
smb.conf.template Samba /etc/samba/smb.conf
opendnssec_conf.template Opendnssec /etc/opendnssec/conf.xml
pam.conf.sssd.template SSSD /etc/pam.d/

mldap.conf PARSEC /etc/parsec/mldap.conf
mswitch.conf PARSEC /etc/parsec/mswitch.conf
krb.con.template IPA /usr/share/ipa/html
krbrealm.con.template IPA /usr/share/ipa/html
krb5.ini.template IPA /usr/share/ipa/html
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7.3.8. ADMUHNCTpUpOBaHME fIOMEHa

7.3.8.1. Co3zpaHune pe3epBHOMU KOMUUN U BOCCTAHOBIIEHNE

MopaepxmBaeTca co3gaHue pesepBHbIX KONUK ABYX TUMOB: NOMHas pe3epBHasa Konusa
BCEW CUCTEMbI U pe3epBHas KOMUs TOMNbKO AaHHbIX. YCTaHOBKa Napons Ha pe3epBHble KOMuUu He
nogaepXxunBaeTcs.

Pe3sepBHble konuu xpaHAaTca B Katanore /var/lib/ipa/backup. [ns nonHoro pe-
3€pBHOMO KOMMPOBaHMA N Pe3epBHOr0 KOMMPOBaHUS AaHHbIX UCMONb3YKTCA, COOTBETCTBEHHO,
0603HavyeHnsa ipa-full-YEAR-MM-DD-HH-MM-SS 1 ipa-data-YEAR-MM-DD-HH-MM-SS, rae
YEAR-MM-DD-HH-MM-SS — rof, Mecsl, AeHb, Yac, MUHYTbl U CeKyHAbl B YacoBoM nosice GMT
co3faHuna pesepBHOM Konun, Hanpumep, 2018-03-05-10-30-22.

B katanore /var/lib/ipa/backup pa3smellaeTtcs ann, B KOTOPOM npuBegeHa MH-
dropMaumsa 0 pes3epBHbIX KOMUAX: TUM, CUCTEMA, AaTbl pe3epBHOro KonmposaHus, Bepcna FreelPA,
BEpCUSA pe3epBHOro KONMpoBaHUA U ap.

BHUMAHMUE! Pe3epBHyto KONUIO HEBO3MOXXHO BOCCTAHOBUTbL Ha APYroM KOMMbOTEPE
nunn Ha gpyron sBepcun FreelPA.

Pe3epBHOe konnpoBaHue BbINOHAETCA C NOMOLLbI0 KOMaHAbl ipa-backup. [JononHu-

TenbHO C KOMaHOOM BO3MOXHO MCMNOSb30BaTb napameTpsbl, NnpuBegeHHbLIE B Tabnunue

Tabnunua 48
MapameTp Onuncanue

--data PesepBHoe KonvpoBaHMe TONbKO AaHHbIX. [10 yMonyaHuio BbINONHA-
eTcq pe3epBHOe konnpoBaHue Bcex FreelPA-daiinoB 1 gaHHbIX

--logs BkntounTb B pe3epBHYH0 konuto ror-cpannel cryxobl FreelPA

--online BbinonHuTb pesepBHOe konuposaHue 6e3 ocTaHOBKM cepBepa. Tpe-
ByeTcsa ucnonb3oBaHUA napameTpa —-data

-v, —-—verbose BbiBOgMTh cBeageHust 06 oTnaake

-d, -—-debug Wcnonbayetca ¢ napameTpom --verbose Ang BbiBOAa bonee ge-
TanbHbIX cBeAeHMNn 06 oTnagke

-g, -—quiet BbiBOAMTbL TONbKO CBEAEHMS O owmnbKax

——log-file=FILE BbINOMHWTL XypHanMpoBHUe B hann FILE

7.3.8.2. Co3paHue pesepBHoro cepsepa FreelPA

HoBbln FreelPA-cepep BO3MOXHO HACTPOUTb Ha BbINOSTHEHWE PO PE3EPBHONO cepBepa
(pennukn). CosgaHHasa pennuka byaet aBnNATbLCA TOYHOW Konuen ncxogHoro FreelPA-cepsepa u
npvpaBHMBAETCS K MacTep-cepBepy. VIameHeHus, BHECEHHbIE B Nobon macTep-cepBep, aBToMaTu-
4YecKn pennMuUMpyloTCa Ha apyrme macrtep-cepsepa.

[ns co3ganns pennukn B AOMeHe Ha ypoBHe AoMmeHa 0 Heobxoammo npeaocTaBuTb hann
pennukn replica_file, KOTOPbIA CO34AETCSA C NMOMOLLBI KOMaHAbI:
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ipa-replica-prepare
[lna cospaHunsa pensnivkn B JOMEHe Ha ypoBHE JoMeHa 1 npefocTaBndaTb dpann pensimkm
He TpebyeTcsa. Heobxoanumo 3apernctpmpoBaTb KoMnbtoTep B gomeHe FreelPA. [anee, ecnu
cosfaHune pensnkn BbIMOMHAETCA Ha AencTByoweM KnneHte FreelPA, onga aktmeauum pennuvkm
[OCTaTO4YHO BbINOMHUTE KOMaHAY:
ipa-replica-install
[lnsa akTMBaumMmn pennmnku Ha HOBOM KOMMbIOTEPE MPUMEHSAETCSA OANH U3 CNOCOOOB:
1) BbINOMHUTL KOMaHAY ipa-client-install ANS perucTpaumn KnueHTa B JOMEHE
FreelPA, 3aTteM BbINONHUTL KOMaHAy ipa-replica-install ANS akTMBaUUWN PENSNKK;
2) BbINOMNHUTL KOMaHAY ipa-replica-install ¢ ykazaHMeM napameTpoB, Heobxoau-
MbIX ON51 peructpauumn knuenta B gomeHe FreelPA. B gaHHOM crnyvyae koMaHga BbINOMHUT
nogknoyeHne komnototepa K FreelPA n aktnBauuio pensnvku.
B cnyyae owmbke npn ycTaHOBKE pEKOMEHAYETCH BbIMNOMHUTD KOMaHAY:
ipa-server-install --uninstall
3arem nocnegoBaTteribHO BbINOMHUTL KOMaHAbl ANs1 NOBTOPHOW aKTMBALMK PENSUKN:
ipa-client-install
ipa-replica-install
Ecnn komnbioTEpP, HA KOTOPOM YCTaHaBNMBAETCS pennuka, SBMSeTcs OeUCTBYHOLLUM
knneHtom FreelPA nnn cywecTtByeT cornaweHne OeNCcTBylowWen pennmkaunm, Hanpmmep, npu
paHee Heyaa4yHOW YCTaHOBKE PEnsvKK, TO YCTaHOBKa PENSINKN He ByaeT BbiNosiHeEHa.
BHUMAHUE! Pennuka pgomkHa ObiTb YCTaHOBIEHA TOMbKO Ha yOarieHHOW cucTeMe
FreelPA Ton e Bepcumn nnu 6onee nosgHen.
[ononHuTenbHoO ¢ KOMaHOoOW ipa-replica-install BO3MOXHO MCMOSMb30BaTh Napa-
METpbI, NpUBeaeHHble B Tabnuue [49]

Tabnuuya 49

MapameTp OnuncaHue

OcHoBHble NapameTpbl

--ip-address=<IP_ampec> 3apatb IP-agpec gaHHoro cepsepa. Ecnu aToT agpec
He coBnagaeT C aApecoM, paspeLlaeMbiM XOCTOM, U He
BblOpaH napameTp --setup-dns, TO yCTaHOBKa 3aBep-
wnTca owmnbkon. Ecrnn umsi cepeepa He MOXET ObITb
paspeLleHo, TO 3anucb MMeHn xocta u IP-agpec po-
baBnstoTcs B /etc/hosts. [JaHHbIN NapaMeTp MOXHO
Mcnonb3oBaTh HECKOMbKO pa3 Ans ykasaHus 6onbLuero
Konudectea IP-agpecoB cepBepa, HanpumMep, MHoroce-
TEBOro U/vnn OBYyXCTEKOBOIO cepeepa

—-mkhomedir Cos3pgaBaTb goMallHMe KaTanoru Ans norib3oBartenen
npv NnepeBomMm BXxoae

-N, ——no-ntp He HacTpaneaTtb npotokon NTP
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MapameTp
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—-—-no-ul-redirect

He nepeHanpaenaTtb aBTomaTtndeckn Ha Web Ul

-—-ssh-trust-dns

HactpouTtb knmeHT OpenSSH poBepaTtb 3anncn DNS
SSHFP

—-no-ssh

He HacTtpamBaTtb knneHT OpenSSH

—-no—-sshd

He HacTpamBaTtb cepBep OpenSSH

--skip-conncheck

MponycTuTb NPOBEPKY MOAKIOYMEHUS K yAaneHHoOMY
macTep-cepBepy

-d, ——debug

BbiBOANTL AeTanbHble cBegeHna 0b oTnagke

-U, ——unattended

YcTaHoBUTL Oe3 3anpalumMBaHus BBOAA AaHHbIX NOMb30-
BaTernem

--dirsrv-config-file=<umsa_g¢amnmna>

3apatb nyTb 1 uma LDIF-dpanna, kotopbin 6yaet ucnons-
30BaTbCs AN U3MEeHeHUs napamMeTpoB dse.ldif BO
BpeMS yCTaHOBKM 3K3eMMnsipa cepBepa Kkatanoros

MapameTpbl JOMeHa YPOBHS 1

-P, ——principal=<npunnunainr>

3apatb nonb3oBaTtens npuvHUuMnana, KotTopbin 6y/:|,eT nc-
nonb3oBaTbCA ANA akKTuBaunn penminkm n permctpaunm
CaMOoro KrneHTa, ecnm ato Heobxoanmo

-w, ——admin-password

YctaHoBuTb naponb Kerberos ans gaHHoro npuvHumnana

MapameTpbl perucTpaumm KnueHTa goMeHa ypoBHS 1

-p <napoJnb>, ——password=<napoib>

YCTaHOBUTbL OQHOPA30BLIM Naponb AN MNOAKMIOYEHUS
KomnbtoTepa k obnactu FreelPA. [Ins ycTaHOBKM KNMEHTA
N aKTMBaLUUM PENnsvKN C NOMOLLIbKO O4HOPA30BOro Napors
XOCT JOIMKEH BXOOUTb B rpynny ipaservers. [na atoro
HeobxoAMmo co3faThb 3anucb xocta U AobaBuTb ee B
rpynny xocta 40 YCTaHOBKU PenmvKn

-k, ——keytab=<umsa_danna>

YkasaTtb nyTb U umMsa dhanna keytab xocta. [na yctaHOB-
KN KNWEeHTa N akTMBaLMn PENnKA ¢ NoOMoLLbo darna
keytab xoCT gorkeH BXxoOUTb B rpynny ipaservers.
[ns aToro HeobxoaMmo co3aaTth 3anucb xocta U aobda-
BUTb €€ B rpynny xocTta 4O YCTaHOBKU pensiuku

-—server=<ums_cepBepa>

YKkasaTtb nofnHoe gomeHHoe nmsi cepeepa FreelPA gna
pernctpauun. MapameTtp obHapyxnBaeTca asTomaTuye-
ckn n3 DNS-3anucein no ymonyaHuio

-n, ——domain=<umMs_goMmeHa>

Yka3atTb AoMeHHoe uMs. [NapameTp obHapyxuBaeTcs
aBTomaTtuyecku n3 DNS-3anucen no ymonyaHuio

-r, ——realm=<umMsa_realm>

Ykasatb obnactb FreelPA <umsa_realm>. [NapameTp
oOHapyxunBaeTcsi aBTomaTtuyeckn 3 DNS-3anucein no
YMONYaHUIo

--hostname=<umsa_xocra>

YkasaTb umsa xocta gaHHoro komnbtotepa (FQDN). Ecnu
yKa3aHo, To umsi xocTa ByaeT yCTaHOBINEHO, Y HACTPOMKM
cucTeMbl OyayT OGHOBNEHbI AN COXpaHEeHUs Npu nepe-
3arpyske
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MapameTp

OnucaHne

MapameTpbl gomeHa ypoBHS 0

-p <mnapoines>, —-password=<napoinb>

3agatb naponb gucnetyepa katanoroe Directory
Manager (gencrsyoLmnin MacTep-cepeep)

-w, ——admin-password=<naposnb>

3agaTtb naponb agMuHucTpaTtopa Kerberos, ncnonbaye-
MbI NS NPOBEPKU COeaUHEHNS

HacTtpowka cuctembl cepTudukaumnm

-—-setup-ca

YCTaHOBUTb U HAacCTpPouTb LeHTp cepTudurkaumm CA Ha
naHHon pennuke. Ecnn CA He HacTpoeH, To onepaumm
¢ cepTudmkaTtamm ByayT nepeHanpasneHsbl Ha MacTep-
cepBep C YyCTaHOBIEHHbBIM LIEHTPOM cepTucukalmm

-—-no-pkinit

OTkntounTL HacTporky pkinit

—-—dirsrv-cert-file=<umsa_d@arna>

Ykasatb UMsi U NyTb K panny, cogepxawemy SSL-
cepTudukaTt cepBepa KatasioroB 1 3aKpbITbIA KMoy

--http-cert-file=<umsa_danna>

Ykaszatb nmsa 1 nyTb K danny, cogepxawemy SSL-
ceptudukat cepepa Apache 1 3akpbITbI KITtod

--pkinit-cert-file=<umsa_gdanna>

Ykasatb UmMsi U NyTb K dpanny, cogepxawemy SSL-
ceptudukar Kerberos KDC 1 3akpbITbI KoY

—-—-dirsrv-pin=<naponb>

3apaTtb naponb Ansi pa3bnokMpOBKN 3aKPLITOrO Kro4ya
cepBepa Katanoros

--http-pin=<naposnb>

3apatb naponb Ans pa3bnokMpoBKN 3aKPbITOrO Kro4ya
cepBepa Apache

—--pkinit-pin=<naponb>

3agaTtb naponb Ansa pa3brokMpoBKM 3aKPbITOrO Krko4a
Kerberos KDC

--dirsrv-cert-name=<umsa_cepTuduraTal

> YkasaTb MMsi ycTaHaBnmBaemoro SSL-cepTudukara cep-
Bepa Katanoros

--http-cert-name=<umsa_cepTtudukara>

YkasaTtb uMsi yctaHaBnmBaemoro SSL-ceptudunkara cep-
Bepa Apache

--pkinit-cert-name=<umsa_cepruduxraTa;

> YKazaTb MMA ycTaHaBnuBaemoro SSL-cepTudukarta
Kerberos KDC

--skip-schema-check

MponycTuTb npoBepkKy obHoBrEHHON cxembl CA DS Ha
yOoaneHHOM macTep-cepsepe

MapameTpbl DNS

-—-setup-dns

Cosgatb 30Hy DNS, ecnu oHa elle He CyLLeCcTByeT, U
HacTpouTb DNS-cepBep. [1ns gaHHOro napametpa Tpe-
OyeTcs 3agatb, KAk MUHUMYM, OAVH NepeHanpaBnsioLLmi
DNS-cepBep ¢ nomoLbto napametpa --forwarders

Unu ncnornb3oBaTb NapameTp —-no-forwarders
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MapameTp
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-—-forwarder=<IP_agppec>

[obasutb nepeHanpasnsawowmi DNS-cepeep B HacTpon-
kn DNS. [aHHbI napamMeTp [OMmKeH ObiTb 3ajaH
Kak MMHMMYM OOWH pa3, eCcnu He ykas3aH napameTp
--no-forwarders. lNapameTp MOXHO WUCMOMNbL30BaTb
HEeCKONnbKo pa3 ansa fobaBrneHus HECKOMbKNX nepeHa-
NpaBnsoLLNX CEpBEPOB

--no-forwarders

He pobGaenatb nepeHanpaenswowmx DNS-cepsepos.
BmecTo atoro 6yayT ncnonb3oBatbcs KopHeBble DNS-
cepsepbl

-—auto-forwarders

[o6aentb nepeHanpaendaowme DNS-cepBepbl, ykasaH-
Hble B HacTponkax (panna /etc/resolv.conf, K cnmc-
Ky nepeHanpaBnsilolLnX CEepBEPOB, UCMNOMb3YEMbIX B
FreelPA DNS

--forward-policy=first|only

Ykasatb nonutuky DNS-nepeHanpasneHus gns rnobanb-
HbIX NepeHanpaBnsaioLLMX cepBepoB, 3afaHHy0 C NOMO-
Wb ApYyrux napameTpos. [1o ymMonyaHuio ucnomnb3yeTcs
nepBbIN CepBep, ecnun Ha NoKanbHbIX MHTepdencax He
obHapyxeH IP-agpec, npuHagnexallnin YacTHOMY UMK
3ape3epBMPOBaHHOMY AuanasoHam. [1o ymonyaHuio umc-
nonb3yeTcst TONbKO ecnun obHapyxeH YacTHbIn IP-agpec

--reverse-zone=<obpaTHasa_30Ha>

3agatb obpaTHyto 3oHY DNS ans ncnonb3oBaHus. [aH-
HbI NapaMeTp MOXHO UCMOMb30BaTb HECKOMNBbKO pa3 Anis
yKa3aHusi HECKOMbKMX 0BpaTHbIX 30H

——no—-reverse

He cospgaBaTtb HoBylo obpaTtHyto 3oHy DNS. Ecnn ans
noAdceTu yxe cyliecTByeT obpaTHasa 3oHa DNS, oHa Oy-
AET MCcnonb3oBaTbCA

—-—auto-reverse

Cospnatb HeobxoanMble 06paTHbIE 30HbI

--allow-zone-overlap

CospaTtb DNS-30HyY, gaxke ecrnuv oHa yxe CyLecTByeT

--no-host-dns

He ucnonb3osate DNS ans 3anpoca nmeHn xocTta BO
BPEMS YCTaHOBKM

--no-dns-sshfp

He cospaBatb aBTomatuyecku 3anucum DNS SSHFP

—--no-dnssec-validation

OTkntountb NpoBepky DNSSEC Ha gaHHOM cepBepe

7.3.9. loBepuTenbHble OTHOLIEHUSI MeXAy AOMeHaMu

7.3.9.1. Obwue cBegeHndA

[na cosgaHusa gosepuTenbHbIX OTHOWeHUN cepBepa FreelPA ¢ nomeHom Active Directory

(AD) cnyxuT naket freeipa-server-trust-ad.

[Mepen HacTponKon AOBEPUTENBHBLIX OTHOLLEHN KOHTponnep aomeHa AD gomkeH ObiTb

HacTpoeH u pabotocnocobeH, a cnyx6bl FreelPA 3anyLieHbl B cooTBeTcTBUM C|[7.3.5]

BHUMAHMUE! He yoactcsa yctaHOBUTL JOBEPUTENbHbIE OTHOLWEHUA ¢ JoMeHOM Active

Directory, ecnn ums obnactu FreelPA-cepBepa He coBnagaeT ¢ ero AOMEHHbIM UMEHEM.

B crnyyae HeobxoanumMocCTn nepeycraHoBKM yaarieHHbIX paHee 0OBLEKTOB UNK noBpexaeH-
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HbIX pansioB KOHUrypaumm komaHgy ipa-adtrust-install MOXHO 3anyCTUTb HECKOSbKO
pa3. Takum obpa3om MoryT ObITb Cco3aaHbl HOBas KOHurypaumss Samba (pann smb. conf) u
KOHpurypaums, Ha koTopon 6asnpyercst peructpaunsi. Hekotopble anemMeHTbl, Hanpumep, KoOHN-
rypaumsi nokarnbHOro guManasoHa, He MoryT 6biTb M3MEHEHbI B pe3ynbTaTe NOBTOPHOIO 3anycka
KOMaHabl ipa-adtrust-install, T.K. B JAHHOM Crly4ae U3MEHEHUS MOTryT 3aTPOHYTb U Apyrne
OObEKThI.

K 6pangmayapy FreelPA-cepsepa gononHUTENBHO NpeabaBnalTcsa TpeboBaHus pas-
pewnTtb gomeHy FreelPA n pomeHy AD obMeHuBaTbCS MHOpPMaLMEN, T.€. NPU BbIMOMHEHUMN
KOMaHabl ipa-adtrust-install npegnonaraeTcd, YTo crieqyroLme nopTbl OTKPbITHI:
135/tcp EPMAP
138/tcp NetBIOS-DGM
139/tcp NetBIOS-SSN
445/tcp Microsoft-DS
1024 /tcp
3268/tcp Microsoft-GC
138/udp NetBIOS-DGM
139/udp NetBIOS-SSN
389/udp LDAP

JononHnTeneHoO ¢ KOMaH4OW ipa-adtrust-install BO3MOXHO MCMOSMb30BaTh Napa-

MeTpbl, NpuBeaeHHble B Tabnuue [50]

Taobnuuya 50

MapameTp Onucanune
-d, —-debug BbiBOgMTb AeTanbHble cBeaeHus oo oTnagke
--netbios-name=NETBIOS NAME 3apatb nmsa NetBIOS ans nomeHa FreelPA. Ec-

N He yKasaHo, TO OHO onpedenseTca Ha OCHOBE
BeayLen komnoHeHTbl DNS-nmeHn gomeHa. Ecnim
3anycTuTb KomMaHay ipa-adtrust-install BO
BTOpOW pa3 ¢ gpyrum mmeHem NetBIOS, T1o ato
UMSA U3MEHUTCS.

BHUMAHMUE! N3meHeHne nmenn NetBIOS moxet
HapyLNTb CYLLECTBYIOLLNE AOBEPUTENBbHbBIE OTHO-
LEeHWs C ApyrMMn JOMeHamMu




202

PYCBE.10015-01 95 01-1

lNpodomxeHue mabnuues! 50

MapameTp

OnucaHne

—-—add-sids

Hobasute SIDs pans  cywecTBYOWNX MOMb-
3oBaTenien M Tpynn Kak akTMBHble Ha 3a-
KMIOYMUTENbHbIX  Larax 3anycka  KomaHAabl
ipa-adtrust-install. Ecnu B cpefe cylle-
CTBYET MHOXECTBO AEMNCTBYIOLMNX NoNb3oBaTenen
W rpynn n HECKONbKO pPennuK, TO BbINOMHEHME
OaHHOro OEenNCTBUS MOXET MPUBECTU K BbICOKOM
CKOPOCTU pennukauum Tpaduka u CHUKEHUIO
npon3BoAUTENBHOCTU BCex cepBepoB FreelPA B
cpege. YUtobbl n3bexarb 3TOr0 pekomeHayeTca re-
Hepaumo SIDs 3anyckaTb Mnocre BbINOMIHEHWS
KOMaHObl ipa-adtrust-install, gna 9aTo-
ro 3arpysntb OTPEAaKTUPOBAHHYK  BEPCUID
ipa-sidgen-task-run.1ldif ¢ nomoLlbO
KoMaHabl 1dapmodify Ha cepBepe gomeHa AD

-—-add-agents

[Ho6aentb macTtep-cepep FreelPA B cnncok, 4to
Nno3BornseT NpeocTaBNATb MHpopmaLumo 0 Nonb-
30BaTenax AoBepeHHbIX necoB. OObIYHbLIN MacTep-
cepBep FreelPA moxeT npegoctaBndaATb 3Ty WH-
dopmaumio knueHtam SSSD. Mactep-cepBepbl
FreelPA He pnobaBnsaioTca B CNMCOK aBTOMaTUye-
CKW, T. K. Ans atoro TpebyeTca nepesanyck crnyxobl
LDAP Ha kaxgom n3 Hux. KomnbtoTep, Ha KOTOPOM
BbIMOMHEHa KomMaHga ipa-adtrust-install,
nobaBnsieTca aBToMaTUYeCKMU.

BHUMAHMUE! Mactep-cepBepbl FreelPA, Ha Ko-
TOpbIX KOMaHOa ipa-adtrust-install He Obl-
na 3anyuieHa, moryT pabotatb ¢ MHOpMaLMen
O Monb30BaTeENAX JOBEPEHHbIX NECOB TOMNbKO €C-
NN OHW aKTMBUPOBAaHbI MYTEM BbINOMHEHWUS KOMaH-
Obl ipa-adtrust-install Ha nobom gpyrom
MacTep-cepBepe FreelPA

-U, ——unattended

YnanuTb 6e3 noateepxaeHust. BBoa AaHHbIX Norb-
3oBaTenieM He GyaeT 3anpalimBaTbCs

--rid-base=RID_BASE

3apatb nepBoe 3HadeHue RID nokanbHoro gome-
Ha. [MepBbit Posix ID nokaneHoro gomeHa 6yaet
npuceoeH gaHHomy RID, BTopon 6yaeT npmucBoeH
RID+1 nT. 4.

-—-secondary-rid-base=SECONDARY_RID_ BASE

3agaTtb HavanbHoe 3HavyeHue BTopudHoro RID gna-
nasoHa, KOTOpoe MCMOMb3yeTCsl TONbKO B TOM CNy-
Yyae, ecnu nonb3oBaterib U rpynna MCnosb3yrT
oauH n ToT *xe Posix ID

-A, -—admin-name=ADMIN_NAME

3apaTtb MMmsA nonb3oBaTend ¢ npaBsaMm agMuHU-
cTpaTtopa ansa aaHHoro cepsepa FreelPA. Mo ymorn-
YaHuio admin
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MapameTp OnuncaHue

-a, ——admin-password=password 3apaTb naponb 414 nonb3oBaTens ¢ npaBamMun aa-
MUHUCTpaTopa Ansa gaHHoro cepeepa FreelPA. by-
OET 3anpawmnBaTbCs B UHTEPAKTUBHOM PeEXNME
ecnu napameTp -U He yKasaH. Y4YeTHble AaHHble
aaMuHMcTpaTtopa 6yayT ucrnonb3oBaHbl Ans Nony-
yeHna buneta Kerberos nepen HacTponkon noa-
OEPXKN OOBEPUTENbHbIE OTHOLLEHUST NEepeKpecT-
Hom obracTu, a Takke B ganbHewnwem, 4Tobbl ybe-
auTbes, Uuto bunet cogepxunt MS-PAC ceeneHus,
HeobxoaMMble Ans dakTnyeckoro gobaeneHus oT-
HoweHnn gosepust ¢ gomeHom AD npu nomoLum
KOMaHAabl ipa trust-add -type=ad

7.3.9.2. NpepBapuTenbHaa HacTpourKa
CepBepbl gomeHa AD n npomeHa FreelPA gomkHbl HAXO0OUTLCA B OAHON CETU U Ha obomnx
cepBepax OOSMKHA YCNeLWwHOo BbIMOMHATLCA KoMaHaa:
ping <IP-agpec>
rae <IP-agpec> — |IP-agpec cepBepa gomeHa AD npu BbINOMHEHUM KOMaHObl HA cepBepe
nomeHa FreelPA wnu IP-agpec cepsepa gomeHa FreelPA npu BbINOMHEHUN KOMaHAbl Ha

cepBepe gomeHa AD.

7.3.9.3. HacTponka CUHXPOHM3aALMUA BPEMEHU

Mpun ycTaHoBke u nHuunanuasauun FreelPA koHdurypaumnsa cnyx6bl CMHXpOHU3auun Bpe-
MEHN HacTpanBaeTCs aBToMaTUYeCKM AN UCMONb30BaHNA 00LLEeA0CTYNHbLIX CEPBEPOB TOYHOIO
BPEMEHM.

Mpun paseepTtbiBaHun FreelPA B cetn 6e3 gocTtyna K obLenocTynHbiM cepBepam TOu-
HOro BpeMeHN HeoBX0ANMO UCNPaBUTb HACTPOWMKN CryXObl CUHXPOHU3aUUK BpeEMEHN B dhanne
/etc/ntp.conf, BbINOHUB KOMaHAbI:
sudo sed -i -e "s/*\([[:space:]]*.*debian\.pool\.ntp\.org.*\)/#&/" /etc/ntp.conf
echo server <IP-ampec> | sudo tee -a /etc/ntp.conf > /dev/null
rne <IP-anpec> — IP-agpec cepepa BpeMeHH

3aTem BbINOMHUTL Npoueaypy nepesanycka aBToOMaTUYeCKON CUHXPOHMU3auumn BpemMeHu
KoMaHaamu:
sudo service ntp stop
sudo ntpdate -bv <IP-agpec>
sudo service ntp start
rne <IP-anpec> — IP-agpec cepeepa BpeMeHU

BHUMAHMUE! Mpn ncnonb3oBaHun BUpTYarbHbIX MallWH Npoueaypa nepesanycka aBTo-

MaTU4EeCKON CUHXPOHM3auunn 06sa3aTenbHO A0MKHA ObITb BbIMOSTHEHA MOCME KaX40ro nepeasariycka
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n/unun oTkata BUPTyanbHbIX MaLLVH.
7.3.9.4. Uunumanusauma aoBepuTesibHbIX OTHOLEHUN
Onsa vHMumManusauum oBepuTEeSibHbIX OTHOLIEHU HeobxooMMO Ha cepBepe AOMeHa
FreelPA BbINONHUTL criegytowine AencTBus:
1) NonNy4YnTb NOMTHOMOYUSA agMUHUCTPATOpPa JOMEHA U NPOBEPUTL paboToCNOCOBHOCTL
cnyx6 FreelPA, BbINONMHMB KOMaHAbI:
kinit <apmMuHHCTpaToOp noMmeHa FreeIPA>
id <apumuHHUCTpaTOp_ nomeHa_ FreeIPA>
getent passwd <agMuHHCTpaTOpP_ noMeHa_FreeIPA>
B pesynbraTe BbINONHEHNA KOMaHA He AOMKHbI OblTb BbISIBIIEHbI OLLUMOKMY;
2) 3anyctuTb cnyxby goBepuTternbHbIX OTHOoWweHun FreelPA komaHgon:
sudo ipa-adtrust-install
Ha Bce Bonpocbl oTBeTUTb «[a» («y») 1 3aTemM BECTU Naposib aAMUHUCTpaTopa JOMEHa
FreelPA. lNpoBepuTb NpaBuibHOCTb aBTOMATUYECKOrO onpeaesieHns UMeHn goMeHa 1
oTBeTUTb «[a» («y»);
3) HacTpouTb 1 NnpoBepuTb NnepeHanpasneHme DNS. [JobaBneHne 30HbI NepeHanpasne-
HWSA OCYLLECTBNAETCA KOMaHOOoWN:
ipa dnsforwardzone-add <pomeH AD> --forwarder=WIN_IP ?forward-policy=only
[MpoBepkn ycneLwHoro BbINOAHEHNA KOMaHAbI:
a) npoBepka AOCTYMHOCTU cepBep aoMeHa AD:
ping -c 3 <cepBep_ nomeHa AD>.<gomeH AD>
0) npoBepka AOCTYNHOCTU cnyx6bl FreelPA:
dig SRV _ldap._srv.<pgomeH_ FreeIPA>
B) MpoBepka JOCTYNHOCTU cny»6bl JomeHa AD:
dig SRV _ldap._srv.<pgomeH_AD>
4) coxpaHuTb koHGUrypauuio Samba, BbINOMHNB KOMaHAY:
cp /etc/samba/smb.conf /etc/samba/smb.conf && sudo testparm | sudo tee
/etc/samba/smb.conf > /dev/null
5) npoBepuTb paboTocnocobHOCTL Cnyx6bl Samba KomaHaown:
smbclient -k -L <cepBep_pomeHa_ FreeIPA>.<pomeH_FreeIPA>
6) ycTaHOBUTb JOBEPUTENbHbBIE OTHOLLEHUS MeXAy AOMEeHaMu:
a) OOHOCTOPOHHEEe [OBepPUTESIbHOE OTHOLLEHNE — OAHOCTOPOHHEe JoBepUE K JOMEHY
AD, npu koTopom obnacTtb FreelPA gosepsieT necy nomeHoB AD nCnonb3ys MexaHu3m
A0BEPUTESbHBLIX OTHOLLIEHUIN Mexay AepeBbamMu JoMeHoB AD, HO AepeBO JOMEHOB
AD He posepsieT obnactu FreelPA. MNonb3oBaTtenu aepesa gomeHos AD nony4atot
AocTyn K pecypcam obnactn FreelPA. YcTtaHaBnuBaeTcs KOMaHOOM:
ipa trust-add --type=ad <gmomeH AD> --admin <aIMUHHCPATOp_HoMeHa AD>

--password
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0) ABYCTOPOHHEE AOBEPUTENTbHOE OTHOLUEHNE YCTaHaBNMBAETCHA KOMaHOOW:
ipa trust-add --type=ad <pmomeH AD> --admin <agMuHUCpaTOp_noMmeHa_ AD>
--password --two-way=true
B) BHeLlHee goBepuTteribHoe OTHOLWLeHNe — OTHOLWEeHe aoBepna mexay JoMeHaMu
AD, Haxogawmmuncs B pasHbix fiecax goMmeHoB AD. YcTaHOBMEHME OOBEPUTENbHbIX
OTHOLUEHWUI mMexay necamm JOMeEHOB BCergja Tpe6yeT YCTaHOBJ1IEHNA OOBEPUTESTbHBLIX
OTHOLLUEHUN Mexay KopHeBbiIM JOMEHaAMU 3TUX J1ecoB, O4HaKo, BHelWwHee JoBepUnu-
TenbHOE OTHOLUEHME MOXET ObITb YCTaHOBJIIEHO MeXay noodbiMun OOMeHaMUn B Jiecy.
anMeHFIeTCFI Ona yctaHoBleHUA OOBEPUTESIbHbLIX OTHOLLUEHWUN C KOHKpPETHbIMA OOME-
HaMn N He nepexognuT rpaHnubl 4OBEPEHHOIO AOMEHA. YcTtaHaBnuBaetcs KOM8H£I,OI7IZ
ipa trust-add --type=ad <pmomeH AD> --admin <agMuUHHCPAaTOp_noMmeHa AD>
--password --two-way=true --external

7) nocrne yCtaHoBIieHUA JOBEPUTENbHbIX OTHOLLEHUN cnenyert BbIMONMTHUTL KOMaHAy OnA

nony4yeHunda Ccrimncka AoBepeHHbIX JOMEHOB!

ipa trust-fetch-domains <gomen AD>

,D,OMeH OOJKeH ObITb Haﬁﬂ,eH npn BbINOJTHEHUN KOMaHAbI:

ipa trustdomain-find <gomen_ AD>

8) ansa pabotbl nonb3oBatenen gomeHa AD B gomeHe FreelPA cnegyet 3apernctpupo-

BaTb OAHHbIX I'IOJ'Ib3OBaTeJ'Iel7I, ,El06aBVIB COOTBETCTBYOLWKME Tpynnbl N rnosib3oBaTenen B

HUX:

ipa group-add --desc='"ad domain external map’ ad_admins_external

-—-external
ipa group-add --desc='"ad domain users’ ad_admins
ipa group-add-member ad admins_ external --external ’<pgomen AD>\Domain
Admins’

ipa group-add-member ad_admins --groups ad_admins_external

Ha 3anpocbl «member_user» n «member_group» HaxaTb krnasuwy <Enter>.

9) On4a npeaocrtaelieHnda nosrnb3oBartendamM npas Ha OOCTYN K pa3gendeMbiM pecypcam

TpebyeTcsa ykasaTb UX ngeHTudukaTopbl 6e3onacHoCcTu.

[nsa nonydeHne naeHtudukatopa 6esonacHocTn nonb3oBartenen gomeHa AD Ha cepBepe

AD n3 obonoukn CMD (Ho He n3 obonoukn PowerShell) BbINONHUTE KOMaHAY:

c:\> wmic useraccount get name,sid

[nsa nonyyeHne noeHtTudukaropa 6esonacHocTn nonb3oBatenen gomeHa FreelPA Ha

cepsepe FreelPA BbINONHUTL KOMaHAY:

ipa group-show ad_admins_external --raw
Mpumep

[obGaBneHne pasgensiemoro katanora /share_dir, 4OCTYNHOro Ans nonb3oBaTenen
nomeHa AD nog uMeHeM share_ name:
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sudo mkdir /share_dir

sudo net conf setparm ’'share_name’ ’'comment’ ’'Trust test share’

sudo net conf setparm ’'share_name’ ’'read only’ ’'no’

sudo net conf setparm ’share_name’ ’valid users’ "$d_admins_sid"

sudo net conf setparm ’share_name’ ’'path’ ’/share dir’

MpoBepuTb, YTO pecypc AobaBnNeH, BLINOMHMB KOMaHAY:

smbclient -k -L <cepBep_pomeHa FreeIPA>.<pnomeH_ FreeIPA>

Mocne pobaeneHns katanora npu nomowm Internet Explorer npoBepuTtb, YTO pecypc JOCTYMNEH C

cepsepa AD.

7.3.9.5. NMpoBepka yCTaHOBKU AOBepUTENIbHbIX OTHOLUEHUN

Mpn ycnewHon ycTaHOBKE AOBEPUTENbHbBIX OTHOLLEHUI nosib3oBatenu gomeHa AD gonx-
Hbl NOYYUTb BO3MOXHOCTb BXO4a B CUCTEMY C UCMOMb30BaHNEM CBOErO MMEHU N Napons:

- Yyepes TepMuHan;

- Yyepes rpadomyecKknin MHTepdENC;

- Yepe3 SSH (ecnu yctaHoBNeHa COOTBETCTBYIOLLAs ceTeBas Cry»0a)
Takke nonb3oBatensam AD npegoctaBnseTca BO3MOXHOCTb A0CTYyNa K pasgensieMbiM pecypcam.

BHUMAHMUE! [Ona Bxoma HeobxoAuMMO WCMonb3oBaTb [MOSIHOE WUMS  MOJSb30-
BaTensd C yKasaHMeM [OOMEHa, K KOTOPOMY Monb3oBaTesflb OTHOCUTCS, Hanpumep,
Administrator@windomain.ad, nNpu 3TO MMS [OMEHa MULLETCA CTPOYHbIMU BykBamu,
a B IMEHW NMonb30BaTersi C COXpaHEHMEM CTPOYHbIX U 3arnaBHbIX OyKB.

MpoBepka HacTporkn DNS Ha cepBepe gomeHa AD BbINOMHAETCHA U3 KOMaHAHOW CTPOKW.
[ns npocmMoTpa 3anucen BbIMONHUTL KOMaHAY:
c:\>nslookup.exe

B BbIBOOE BLINOMHEHMST KOMaHAbI OyayT NpMBeaeHbl 3annucu 0 pabote cepBUCOB U CIyX6
AOMeEHa.

3anucu, oTBevatowme 3a paboty cepsucoB Kerberos yepes UDP 1 LDAP yepes TCP:
> set type=SRV

> _kerberos._udp.<pgomeH FreeIPA>.

_kerberos._udp.<pgomeH FreeIPA>. SRV service location:
priority =0

weight = 100

port = 88

svr hostname = <cepBep_pnomMmeHa_ FreeIPA>.<pgomMmeH_FreeIPA>.

> ldap._ tcp.<poomeH FreeIPA>.

_ldap._tcp.<pomeH_ FreeIPA> SRV service location:
priority =0
weight = 100
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port = 389
svr hostname = <cepBep_nomMmeHa_FreelIPA>.<pgoMmeH_FreeIPA>.

3anucu, otBevawoLwme 3a nva Kerberos realm IPA gomeHna:
> set type=TXT
_kerberos.<gomeH_FreeIPA>.
_kerberos.<gomeH_FreeIPA>. Text =

"<npomeH_FreeIPA>"

lMocne BbINOMHEHNA KOMaHObl ipa-adtrust-install AOMKHbI NOSBUTCA 3anucu, oTee-
vatowwme 3a paboty cepsucos MS DC Kerberos yepes UDP n LDAP yepes TCP:
> set type=SRV

> _kerberos._udp.dc._msdcs.<pomeH_FreeIPA>.

_kerberos._udp.dc._msdcs.<poMmeH_ FreeIPA>. SRV service location:
priority =0

weight = 100

port = 88

svr hostname = <cepBep_ pomeHa_FreeIPA>.<pgoMmeH_FreeIPA>.

> _ldap._tcp.dc._msdcs.<pgomeH_FreeIPA>.

_ldap._tcp.dc._msdcs.<pomeH_FreeIPA>. SRV service location:
priority =0

weight = 100

port = 389

svr hostname = <cepBep_ pomeHa_FreeIPA>.<pgoMmeH_FreeIPA>.

[MpoBepka Hanuuus 3anucen ansa pabotel cepercoB AD Ha DNS-cepsepe AD BbInonHsaeT-
CA U3 KOMaH,D,HOIZ CTPOKMN. ,D,J'IFI npocMOoTpa 3anncen BbINOMNHUTb KOMaHAy:
c:\>nslookup.exe
3anuck, oTBevatrLwas 3a paboty cepsucos Kerberos vyepes UDP n LDAP vepes TCP:
> set type=SRV
> _kerberos._udp.dc._msdcs.<pomeH_ AD>.
_kerberos. udp.dc. _msdcs.<pomeH_ AD>. SRV service location:
priority = 0
weight = 100
port = 88
svr hostname = <cepBep_nomeHa AD>.<pgomeH_ AD>.
> _ldap._tcp.dc._msdcs.<goMmeH_ AD>.
_ldap._tcp.dc._msdcs.<pomeH_AD>. SRV service location:
priority = 0
weight = 100
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port = 389
svr hostname = <ceppep_pgomeHa_ AD>.<goMeH_AD>.
MpoBepka HacTponkn DNS Ha cepBepe aomeHa FreelPA n Hanuyua 3anucen onga paboTol
cepsucoB FreelPA Ha DNS-cepBepe FreelPA BbINOMHAETCA U3 KOMaH4HOW CTPOKM.
3anucb, oTBevatoLwasa 3a paboty cepsucos Kerberos yepes UDP n LDAP yepes TCP:
# dig +short -t SRV _kerberos._udp.<pomeH_FreelPA>.
0 100 88 <cepBep_pomeHa_ FreelIPA>.<pomeH_FreeIPA>.
# dig +short -t SRV _ldap._tcp.<pmomeH_FreeIPA>.
0 100 389 <cepBep_pomeHa_ FreeIPA>.<gomeH_FreeIPA>.
3anucb, oTBevatrwasa 3a nma Kerberos realm IPA gpomeHa:
dig +short -t TXT _kerberos.<pomeH_FreeIPA>.
"<nomeH_ FreeIPA>"
Mocne BbINONHEHUA KOMaHabl ipa-adtrust-install AOMKHbI NOSABUTCA 3anucu, oTee-
vatowme 3a paboty cepsucos MS DC Kerberos uepes UDP n LDAP yepes TCP:
# dig +short -t SRV _kerberos. udp.dc. msdcs.<gomeH FreelIPA>.

0 100 88 <cepBep pomeHa FreelPA>.<pgomeH FreeIPA>.

# dig +short -t SRV _ldap._tcp.dc._msdcs.<pgomeH FreeIPA>.
0 100 389 <cepBep_pomeHa FreeIPA>.<pnomeH_ FreeIPA>.
lMpoBepka Hannuusa 3anncen gns pabotsl cepsucos AD Ha DNS-cepsepe FreelPA Bbinon-

HAETCHA U3 KOMaHOHOW CTPOKW.
3anucu, otBevatowme 3a paboty cepsucoB Kerberos yepes UDP 1 LDAP yepes TCP:
# dig +short -t SRV _kerberos._udp.dc._msdcs.<pgomeH AD>.

0 100 88 <cepBep_pomeHa_AD>.<pgomeH_ AD>.

# dig +short -t SRV _ldap._tcp.dc._msdcs.<pomeH_ AD>.
0 100 389 <cepeep_ pomeHa AD>.<pomeH AD>.
Ecnu 3anucb _kerberos. udp.dc._msdcs.source-<moMeH AD>. HEOOCTYMHa, TO

Heobxogumo npoBepuTb _kerberos. tcp.dc. msdcs.source-<pmomeH AD>.

7.3.10. YnpaBneHue ypocrtoBepsiowmMm uUeHTpom XCA ana  cos3gaHus
MHDPACTPYKTYPbI OTKPbLITLIX KIHoYen

MHcTpymMeHT ynpasneHnsa yaoctoBepsaowmm LeHTpom XCA (nHcTpymeHT XCA) npume-
HAeTCa Ansa cos3faHus npoctenwero ygoctosepstowero ueHTtpa (Certification Authority, CA) n
MHAPACTPYKTYpbl OTKpbITbIX Krtoyven (Public Key Infrastructure, PKI), npegHasHayeHHbIX ans
obecneyeHusn paboTbl cepBepa u knneHToB cnyx6bl OpenVPN.

NuctpymeHT XCA BxoanT B coctaB OC. YcTaHOBKa BbINOMHAETCA MO0 M3 rpadhmyeckoro

MeHekepa naketoB Synaptic, nn6o u3 TepmmnHana KoMaHaoM:
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apt-get install xca

lMocne yctaHoBkn MHCTpymMeHT XCA gocTyneH ans 3anycka u3 MeHto «l1yck — YTUnutbli»
(npu ncnonb3oBaHUM knaccnveckoro MeHto «lMyck — Mporpammbl — YTunutbi»). Mo ymonyaHumto
MHcTpyMeHT XCA 3anyckaeTcs Ha si3blke onepauMoHHON cucTeMbl. BbiOop si3bika BO3MOXHO
N3MEHUTb BPY4YHYLO Yepes MeHto «Pannbl — Language».

lMocne nepsoro 3anycka nHctpymeHta XCA Heobxoanmo cosgaTb Hosyto B[. [ns aToro:

1) BbIGpaTb B MeHI0 NyHKT «Pann — Hosasi 6a3a gaHHbIX»;

2) ykasaTb Ha3BaHue 1 NyTb pasmelleHuns b/;

3) HaxaTb [CoxpaHuUTb].

MpumeyvaHwue. lNepen cosgaHnem Bl Gyoet 3anpowleHa yctaHoBKa naponsa gns
poctyna k b. Mpw HaxaTtuum [Aa] B[ 6ynet cosgaHa 6e3 napons.

BHUMAHMUE! YTtepsa B[l MmoxeT npuBecTr K KOMnpomeTauum nUnu norHon Hepabotocno-
COBHOCTM cUCTEM, UCMNOMb3YIOLWNX BblAaHHbIE LEHTPOM cepTudmkaTol. PekomeHgyetcsa passopa-
4YMBaTb YAOCTOBEPSIOLLMIA LEHTP HA OTAENBHOM (PU3MYECKOM KOMMbIOTEPE, HE MOAKMHOYEHHOM K
ceTn, nepeaady cepTUUKATOB OCYLLECTBNATbL C MOMOLLbIO CbeMHbIX HOCUTENen nHpopmaummn n

MPUHSITb BCE BO3MOXHbIE MepbI AN orpaHMYeHnst gocTtyna k b[.

7.3.11. Co3paHue camonoanucaHHoro ceptucpukara B XCA
CosgaHune Lenoykn cepTudmrKkaToB BbINOMHAETCA C UCNOSb3oBaHNEM MHCTpyMeHTa XCA.
[nsa cospgaHns cepTudmkaTtoB HeobxoanuMo 3anycTuTb MHCTPYMeHT XCA U BbINOMNHUTL criegytoLme
JencTBus:
1) cosgaTb KOpPHEBOW cepTuUdukar:
a) BO BKnagke «3akpbITble Kntoum» HaxaTb KHonky [HoBbIn Knto4]. B oTkpbiBLLUEMCSA
OkHe B nore «Mms kntoda» ykasatb uMs «rootKey» n HaxaTb [Co3paTb];
6) nepentn Bo BkNnagky «Ceptudukarbl», Haxatb [HoBbIn cepTudumkari;
B) B OTKpbIBLWEMCS OkHe «CosaaHne x509 cepTudumkata» nepenTtun Bo Bknagky «Bna-
aeneuy»:
1) B none «BHyTpeHHee ums» ykasaTb nms ceptudukara «rootCAy»;
2) B none «commonName» ykasaTb TO Xe nms — «rootCAy;
3) B Groke «3akpbITbI KNOY» BblOpaTh paHee co3daHHbIv KoYy «rootKey»;
r) B okHe «CosgaHue x509 ceptudmkata» nepenTn Bo BKNagky «PacumpeHusy:
1) B none «Tuny» BblibpaTb «LleHTp CepTudurkaummny;
2) onpegenuTb Nnepuog Aencteusa ceptudurkara, ykasas B 6noke «BpemeHHbIn
ananasoH» 3HadeHne «10»;
3) HaxaTb KHoMKy [MpumeHuTb], 3aTemM HaxaTb [Aa].
2) cospgaTtb cepTudukaTt ons cepeepa:
a) B OCHOBHOM OKHE MporpamMMbl NEPENTU BO BKMNAAKY «3aKpbiTble KMOUYN» N HaXaTb
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KHOMKY «HOoBbIN Knto4y;
0) B OTKpbIBLUEMCS OKHE B none «MMsa knioya» ykasaTtb UMs «serverkKey» n Haxatb
[CozpaTb];
B) nepenTn Bo Bknaaky «Ceptudumkatbl», Haxate [HoBbIn cepTudumkar];
r) B OTKpbIBLWEMCS OkHe «Co3gaHune x509 ceptudukata» BO Bknagke «NCTOUHUKY:
1) nposepuTb ycTaHoBKY dnara «Use this Certificate for signing» co 3Ha4eHumem
«rootCA» (nmsa kopHeBoro ceptudukara);
2) B none «AnroputMm nognucm» ykasatb «SHA 256»;
) B okHe «CosgaHne x509 ceptudmkaTta» nepenTtn Bo BKNagky «Bnageneuy:
1) B none «BHyTpeHHee nmay ykaszatb FQDN cepBepa, anga kotoporo oopmupy-
eTca ceptTudukart, Hanpumep, dc01.example. ru;
2) B none «commonName» Takke ykaszate FQDN cepepa, ans kotoporo ¢op-
MUpyeTcs cepTudukar;
3) B Grioke «3akpbITbI KNOY» BblOpaTh paHee co3daHHbIv KoY «serverKeyy;
e) B okHe «CospgaHue x509 ceptudumkara» nepentn Bo BkNagky «PaclumpeHms»:
1) B none «Tun» BbiopaTb «KOHEYHbI NONb30BaTENbY;
2) onpefgenuTb Nepuog AencTBusa ceptudumkara, ykasas B 6rioke «BpemeHHbIn
ananasoH» 3HadeHne «10»;
3) HaxaTb KHOMKy [MpumeHuTb], 3aTem HaxaTb [Aa].
3) aKkcnopTupoBaTb cepTUdUKaT cepsBepa:
a) B OCHOBHOM OKHe nporpammbl nepenTn Bo BkNagky «Ceptudukatbly;
0) BbIGpaTb TPebyeMbI cepTudmKaT cepBepa U HaxaTb KHOMKY [QkcnopT];
B) B OTKPbIBLUEMCSI OKHE YKa3aTb UMs danna KoHTenHepa ceptudumkaTa n ero pacno-
NoXeHwue;
r) B 6bnoke «d®opmat akcnopT» BblbpaTh hopmaT «PKCS12 chain» n HaxaTb KHOMKY
[Aa];
A) 3agaTb Naposfib Ha 3KCNOPTUPYEMBIA KOHTEMHEP U HaxaTb kHonky [Aa].
Ha koHTponnepe gomeHa FreelPA ansa ykasaHus KOHTeHepa ¢ CepTUdUKaATOM BbINONHUTL
KomMaHay astra-freeipa-server c napamerpamu -1 v -1p:
astra-freeipa-server -1 <nyTb_X_ KOHTeNHepy> -1lp <Hnapojib_K_KOHTENHEpY>
MpocMoTpeTb MepeyeHb OOMNOSMHUTESNbHBLIX NapaMeTpoB AN 3anycka C KOMaHOOoW
astra-freeipa-server MOXHO BbINOSIHUB:

astra-freeipa-server --help

7.3.12. CkBo3Has ayTeHTUc(pukauusa Ha web-cepBepe Apache2
[nsa obecneveHns coBmecTHon paboTtbl web-cepBepa Apache2 ¢ FreelPA Heobxogmmo:

1) Hanuumne B cMcTeEME, Ha KOTOPOW PYHKLMOHNPYET web-cepBep, YCTaHOBNEHHOIO NakeTa
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KnneHTckon Yactu FreelPA freeipa-client;

2) paspelueHue MMeH JOMKHO BbITb HACTPOEHO TakMM 06pa3oM, YTOObI UMS CUCTEMBI pas-

peluanock, B NepBYy0 o4yepedb, Kak NofHoe UMs (HanpuMmep, myserver .example. ru);

3) knueHTtckas YacTb FreelPA gomkHa 6biTb HacTpoeHa Ha ucnonb3yembli FreelPA gomeH

(7.3.6);

4) B cucteMe OMKeH ObITb YCTaHOBIEH Moayrb web-cepBepa Apache2 auth_kerb u3

naketa libapache2-mod-auth-kerb.

Hanunune mogynsa web-cepBepa Apache2 auth_kerb npegocTtaBrnseT BO3MOXHOCTb
opraHusaunmn coBMecTHon paboTbl Apache2 n FreelPA ¢ ncnonb3oBaHnem ans ayTeHTudukaumm
nonb3oBaTenen nocpeactsom Kerberos metoga GSSAPI.

7.3.12.1. HacTtpounka cepBepHoun 4yactu FreelPA

Ha cepBepHomn Yactu cnyx6bl FreelPA Heobxogmnmo co3patb B Bl FreelPA ¢ nomoubto
YyTUNUTBLI agMUHUCTpUpoBaHus FreelPA npyvHumMnana, coOOTBETCTBYIOLLErO HacTpaMBaeMoMy web-
cepBepy Apache2. lNMpuHuMnan co3gaeTca ¢ aBTOMATUYECKU CreHepUpPOBAHHBLIM CryYanHbIM

KIMHO4YOoM.

Mpumep
kinit admin
ipa service-add HTTP/apache2.example.ru

7.3.12.2. HacTpounka knueHtTckon 4actu FreelPA ¢ yctaHoBneHHbIM web-cepBepom
Apache2

Ha knuneHnTckon 4actm cnyxobl FreelPA ¢ yctaHoBneHHbiM web-cepBepom Apache2
HeobxoanMo:

1) npoBepuTb OTKMOYEH N MOAynb ayTeHTMduKaunm Yyepes PAM web-cepeepa Apache2

auth_kerb, BbINOMHNB KOMaHAy:

a2dismod auth_pam

2) yCcTaHOBUTb U akTUBUpOBaTb Moayrnb web-cepBepa Apache2 auth_kerb BbINOMHMB

KOMaHAbl:

apt install libapache2-mod-auth-kerb

aZ2enmod auth_kerb

3) B KOHMUrypaumnmoHHbIX dpannax BupTyanbHbIX XOCTOB web-cepBepa Apache2 ans

obnacten, Tpebyowmx aBTopmnsauumn, 4obaBnTb criegyroLme CTPOKN:

<Directory /var/www/html/>

AuthType Kerberos

KrbAuthRealms EXAMPLE.RU

KrbServiceName HTTP/apache2.example.ru

Krb5Keytab /etc/apache2/http.keytab
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KrbMethodNegotiate on

KrbMethodK5Passwd off

require valid-user

</Directory>

Mpun HeobxogmMmocTn obecnevyeHns CKBO3HOM ayTeHTUUKaLMN U3 CKPUNTOB C APYrMMKn
cnyx6amu, Hanpumep, cepeepoM Postgresql, B KoOHUrypaLmMoHHoMm dainne BUpTyanbHOro
XOCTa cnenyeT AononHUTENbHO Jo6aBUTb CTPOKY KrbSaveCredentials on;

4) cosgatb pann knodva Kerberos ans web-cepsepa Apache2 ¢ nomoLblo yTUNIUTBI

agMmuHucTpupoBanus FreelPA.

Mpumep

kinit admin

ipa-getkeytab -s $( awk ’/“server/ { print $3 }’ /etc/ipa/default.conf )
-k /etc/apache2/keytab -p HTTP/apache2.example.ru

MonyyeHHbIn cpann pomkeH ObITb gocTyneH web-cepsepy Apache2 no nyTw,
yKasaHHOMY B KOHQMUrypauMoHHOM napameTpe Krb5Keytab (B AaHHOM criyyae
/etc/apache2/keytab). [Nonb3oBaTento, OT UMEHN KOTOPOro pabotaeT web-cepsep
Apache2 (no ymon4yaHuio www-data), 4OSMKHbI ObITb NPeLOCTaBMNeHbl NpaBa Ha YTEHNe
AaHHoro danna;

5) HasHauuTb BnagenbLem cdanna keytab nonb3oBatensd www-data, BbIMOMHUB KOMaH-

ay:

chown www-data /etc/apache2/keytab

6) npegocTaBuTb NpaBa Ha YTeHue hanna /etc/apache2/keytab ocTanbHbIM MOMb-

30BarernsiM, BbIMNOMHUB KOMaHAy:

chmod 644 /etc/apache2/keytab

7) nepesanyctutb web-cepBep Apache2, BbIMOMHMB KOMaH4y:

systemctl restart apache?2

Bpaysep nonb3oBaTtens 4OMKeEH NoaaepXKuBaTtb ayTeHTUdukaumo negotiate. B 6paysepe
Mozilla Firefox B HacTporkax, 4OCTYMHbIX N0 agpecy about : config, HEOBXOAMMO yKa3aTb Ans
Kakmx cepBepoB OOCTynHa ayTeHTudunkaumns negotiate. [Jna BbINONHEHUS JAaHHOM HACTPOWKK
HeobxoanMOo 3aJaTb Macku JOMEHOB unu B obLem criyyae http- u https-coeamHerus, ykasas ans
napameTpa «network.negotiate-auth.trusted-uris» B kayectBe 3Ha4yeHun «http://, https://».

Mpun HeobxogmMmocTn obecnevyeHns CKBO3HOM ayTeEHTUUKaLMN U3 CKPUNTOB C APYrMMN
cnyx6amu, Hanpumep, cepeepom Postgresql, B 6paysepe Mozilla Firefox B kauecTBe 3Ha4eHUN
napametpa «network.negotiate-auth.delegation-uris» 3agatb Mackv JOMEHOB, KOTOPbIM MOXHO
nepenaBaTtb JaHHble ONsi CKBO3HOW ayTeHTUdUKaummn. A B 3anyckaemblX CKpUnTax BbICTaBUTb
nepemMeHHyl OKpyXeHust KRB5CCNAME. Hanpumep, ona php:
putenv ("KRB5CCNAME="._ S$SERVER[’KRB5CCNAME’]);


about:config
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7.3.13. CkBo3Hasa ayTeHTUdumkauum B CYB[]

Onsa pabotel CYB[ PostgreSQL c FreelPA HeobxogmMmo BbINOMHEHWE crieqyowmnx ycno-

1) HanuMumMe B cucTeMax, Ha KOTOpPbIX (YHKUMOHMPYHOT cepBep U knuneHTbl CYB[]
PostgreSQL, yctaHoBneHHoro naketa knmeHtckom Yactu FreelPA freeipa-client;

2) paspelueHue MMeH OOMKHO BbITb HACTPOEHO TakMM 06pa3oM, YTODObI UMS CUCTEMBI pas-
peluanock, B NepBY0 o4epeab, Kak NofHoe UMs (Hanpumep, postgres.example. ru);
3) knueHTtckas YacTb FreelPA gomkHa 6biTb HacTpoeHa Ha ucnonb3yembii FreelPA gomeH
(7.3.6]).

MogpobHoe onucaHue paboTsl ¢ 3awumweHHon CYB[ PostgreSQL npueegeHo B JOKYyMeEH-

Te PYCB.10015-01 95 01-2.

[ns obecneyeHns coBmecTHon paboThl cepsepa CYB[ PostgreSQL c FreelPA Heobxo-

anmo, 4Tobbl cepsep CYB[ PostgreSQL dyHkumoHnpoBan kak cepBuc Kerberos. BbinonHeHue

AaHHoro ycnosus Tpebyet Hanuuns B B1 Kerberos npuHumnana ans cepsepa CYB[ PostgreSQL,

MMS KOTOPOTO 3afaeTcsa B hopMare:

servicename/hostname@realm

roe

MO:

servicename — UMHA YYETHOM 3anncu Nonb3oBaTterns, OT KOTOPOW OCYLLECTBNAETCH (PYHK-
umoHnpoBaHue cepeepa CYB[] PostgreSQL (no ymonyaHumio postgres) U KOTOpoe yka-
3blBaeTCs B KOHGMrypaunmoHHom dpanne cepsepa PostgreSQL kak 3HavyeHne napameTpa
krb_srvname;

hostname — NonHoe AOMEHHOE UMSI CUCTEMBI, HA KOTOpon doyHKUMOHUpYyeT cepaep CYB[]
PostgreSQL;

realm — uma gomeHa FreelPA.

[nsa obecneyeHunsa comectHon paboTbl cepBepa CYB[ PostgreSQL ¢ FreelPA Heobxogu-

1) cospatb B B[] FreelPA c nomowbio yTnnutel agMuHucTpupoBaHus FreelPA npuHuuna-
na, COOTBETCTBYIOLLEro ycTtaHasnnsaemomy cepsepy PostgreSQL. MpuHuunan co3pnaetcs

C aBTOMaTn4eCKn creHepmnpoBaHHbIM CﬂyanIHblM KIMHO4oM,

Mpumep

ipa service-add postgres/postgres.example.ru

2) cospgaTb pann kntova Kerberos gnga cepsepa CYB[] PostgreSQL ¢ noMoLLbio yTUNUTI
agmuHuctTpupoBaHus FreelPA ipa service-add.

Mpumep

ipa-getkeytab -s $( awk ’/“server/ { print $3 }’ /etc/ipa/default.conf )
-k "/etc/postgresql/x.x/main/krb5.keytab"
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-p postgres/postgres.example.ru

Mony4yeHHbIN dann gomkeH ObiTb goctyneH cepepy CYB[ PostgreSQL no nytu, yka-
3aHHOMY B KOHUrypaumMoHHOM napameTpe krb_server keyfile (B 4aHHOM crnyyae
/etc/postgresgl/x.x/main/krb5. keytab). lNonb3oBaTtento, OT UMEHU KOTOPOro
pabotaet cepeep CYB[] PostgreSQL (no ymonyaHuio postgres), AOMKHbI 6bITb Npeao-
CTaBrieHbl NpaBa Ha YTeHue gaHHoro danna;

3) HasHauuTb BnagenoueM danna krb5. keytab nonb3oBartens posgtres, BbIMOMHMB
KoMaHAay:

chown postgres /etc/postgresql/x.x/main/krb5.keytab

4) 3apaTb B KOHgwurypaumoHHom  chamne cepBepa CYB[l  PostgreSQL
/etc/postgreslg/x.x/main/postgresqgl.conf cnegywwmne 3HadeHuUs 4N

napameTpoB.
krb_server keyfile = ’/etc/postgresqgl/x.x/main/krb5.keytab’
krb_srvname = ’'postgres’

5) ykasaTb AN BHELLUHUX COegVMHEHUN B KOHdUrypaumoHHom canne cepsepa CYB[]
PostgreSQL /etc/postgreslqg/x.x/main/pg_hba.conf MeToq ayTeHTUdUKaLMN
gss.

Mpumep
host all all 192.168.32.0/24 gss

7.3.14. Web-nHtepdcenc
WNcnonb3oBaHne web-nHTepdeiica BoaMoxHo nocne 3anycka FreelPA cornacHo [7.3.5.1]

nnn(7.3.5.21

[ns Bxoga B web-nHTepdenc BBectu B agpecHom cTpoke bpaysepa CCbifiKy, npegoctas-

neHHyto npu 3anycke FreelPA.

B cnyyae ecnu npu nepeBom Bxoae B web-nHTepenc noaBmntcs coobLieHmne o ToM, YTO

coeanHeHune He 3aluieHo, cneayert no6aBnTb OaHHbLIN agpec B UCKITHOYEHUA.

[Ona Bxoga B web-nHTepdenc ncnonb3yertca MMa yy4eTHon 3anncu admin U nNaporsib,

3agaHHbIi npu 3anycke FreelPA (cm.|7.3.5.1/n|7.3.5.2).

7.3.14.1. YcTaHOBKa MaHAAaTHbIX aTpubyTOB (User mac)

[ns ycTaHOBKM MaHAaTHbIX aTpubyTOB nonb3oBartenst Heobxoaumo:

1) BbIGpaTb Nonb3oBaTeENs U NEpPenTn BO BKNaaky «lMapametpbl»;

2) ucnonb3ysa packpbiBatowmecs cnmckn «Min MAC», «Max MAC» 1 «YpoBeHb LENOCTHO-
CTW» 3aaTb MaHOaTHbIe aTpubyThI;

3) ONng yCTaHOBKM MaHOaTHbIX aTpubyToB HaxaTb [CoxpaHuUTb].
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Mone «MaHaaTHbIN aTpMByT» JOMKHO NPUHATL 3aaHHOe 3HaYeHUe B COOTBETCTBUM C
puc. [3
AKTWUEHBIE NONB30BATENN user(1

v [lons30BaTens: user01

user(1 cogepxnTcA B!

NapameTpel ¥poeHw PARSEC-npuBunerii [pynnel nonesoBatenei (1) CeTeBnle rpynnel Ponn Mpasuna HBAC

< O6HosuTte | | D Bephyte | | & Coxpanute || [eiicteua ~

MapameTpbl Npoduna

HonxHocTe
Wma * Vasya
Gamunna * Pupkin

*

MonHoe nma Wasya Pupkin

JkpaHHOE KMA Wasya Pupkin
WMunumane: WP
GECOS Vasya Pupkin
Knace
Mpuewnerna
MangaTHBIA aTprbyT 1:0x0:2:0x0
Min MAC 0 v | OTMEHWTB
Max MAC 2 v
YpoBeHb LenocTHoOCTK ™

Puc. 3

7.3.14.2. YctaHoBka npuBunerun PARSEC (parsec cap)

Onsa yctaHoskn npusunernin PARSEC Heobxognmo:

1) BbIGpaTb NonNb3oBaTeENSA U NEpPenTn BO BKNaaky «YposHu PARSEC-npusenerniny;

2) HaxaTb [JobaBUTbL];

3) B OTKpbIBLUEMCS OKHE B Brioke «[locTyneH» oTMeTuTb Tpebyemble NpuBUIernu;

4) nepeMecTuUTb OTMEYEHHble npuBunerMm B 6nok «Oxmaaemblin», Haxas KHOMKy [>],
3aTeM HaxaTb [[lo6aBuTh] (cMm. puc. [).

Mone «MaHaaTHbIN aTpMOYT» OOMKHO MNPUHATL 3a4aHHOE 3Ha4YeHMe.
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fobaeuTe Monk3zoBaTtent userld1 YpoeHW PARSEC-npyBMNerui

JocTyneH Oxwumaaembliia

PARSEC-npueunerin [C]  PARSEC-npuewnerun
pcapchmac
pcapfilecap
pcapignmaccat
pcapignmacihvl
pcapmacsock
pcapprivsock
pcapreadsearch
pcapsetmac
pCapsig
pcapupdateatime
pcapaudit

pcapcap

OTMEHWTE

Puc. 4

Onucanne PARSEC-npusenerui npusegeHo B gokymeHTe PYCB.10015-01 97 01-1.
7.4. Samba

B coctaB OC BxoauT naket nporpamm Samba, npegHasHavyeHHbIN N pelleHns 3agad
coBmecTMmocTu co cpegon Microsoft Active Directory.

Samba nossonsetr OC BbICTynaTb kak B ponu KoHTpornnepa gomeHa Active Directory, Tak
W B PO KNUeHTa AoMeHa.

Bo3mokHocTn Samba:

cnyxba ayteHTudumkaumm Ha 6ase Kerberos v5;

LDAP-coBmecTumas cnyxba katanoroB ¢ NOAAEPXKKON pennmnKaumnm;

nogaepXka rpynnoBbiX MNOJNIUTUK;

rnoaaepkka oBepUTENbHbIX OTHOLLUEHWUI;

DNS-cepBep Ha 6a3e BIND nnn cobcTBeHHON peanusauum.

B coctaB OC BX0QAT KOHCOMNbHbIE U rpaduyeckne cpeacTsa, NO3BOMSLINE NHULMANU3N-
poBaTb Active Directory JOMeH nnv NOAKMOYNTBCS K YXKe CYLLIECTBYHOLLEMY.

AKTyanbHble MHCTPYKUUW AN pa3HbiX CLEeHapueB NpMMEHeHUst NpuBeAeHbl Ha odumLmanb-

HOM canTe wiki.astralinux.ru/docsl


wiki.astralinux.ru/docs

217
PYCBE.10015-01 95 01-1

7.4.1. CepBep

B coctaB OC BXOAUT UHCTPYMEHT KOMaHAHOW CTPOKN astra-sambadc, BKNKOYaOLWMN
cueHapum aBTOMaTM3NPOBAHHOM HAaCTPOMKN U MOCTPOEHNSI HOBOMO KOHTponnepa AOMEHa uUnu
BKJTHOMEHMUS B CYLLECTBYHOLLMA JOMEH B PO KOHTpOsiepa AoMeHa.

[lnsa co3gaHust HOBOro AOMeHa MUCNosib3yeTca KoMaHaa:
astra-sambadc -d <umsa_pgoumeHa>

[aHHble, Heobxoanmble NS CO3AaHNA JOMEHA U He yKa3aHHble NPy BbINOSIHEHUN KOMaH-
Abl, ByoyT 3anpoLlleHbl B UHTEPAKTUBHOM peEXUME.

[ononHuTtenbHaa nHgopmauus no NCNosib3oBaHMID KOMaHAbl OCTYMHA NPU BbIMOAHEHUN
KOMaHbl C napaMeTpom -h:
astra-sambadc -h

[nsa HAacCTPOMKM M MNOCTPOEHNA HOBOIO KOHTPOSSiepa AOMEHa UMK BKAOYEHUS B Cylle-
CTBYIOLLMI JOMEH B pONU KOHTpoOSIfepa AoMeHa B rpaonyeckomM pexnme Ucrnonb3yeTcsa ytunura

fly-admin-ad-server.

7.4.2. KnneHt

B coctaB OC BXOOUT UHCTPYMEHT KOMaHOHOM CTPOKN astra-winbind, BKNHOYaKOLWMA
cueHapun aBToMaTU3MpPOBaHHOW HACTPOMKM KOMMbOTEpPa ANS BBOL4A B CyLLECTBYHOLLMA JOMEH.

ﬂ.J'IFI BBOAA KOMMblOTEPA B JOMEH UCMOJIb3YyeTCA KOMaH4a:
astra-winbind -dc <ums_pomeHa>

ﬂ,aHHbIe, HeO6XOLI,VIMbIe Ond eeoda B OMEHa N HE YKa3aHHble Mpu BbINMOJIHEHUN KOMaHAbl,
6y,ElyT 3arnpoLeHbl B UHTEPAKTUBHOM peXnme.

,D.OI'IOJ'IHVITGJ'IbHaﬂ VIH(bOpMaLWIFl Nno NCNonb30BaHNIO KOMaHAbl AOCTYMHa Npu BbINOJITHEHNN
KOMaHAbl C napaMeTpom -h:
astra-winbind -h

D,J'IFI HBBOAA KOMMblOTEPA B CyLU,eCTByI-OU_l,I/II7| OOMEH B Fpa(blll‘-leCKOM pexnmMme ncnosib3yeTcd

ytunuta fly-admin-ad-client.
7.5. HacTtpouka ceTeBbIX CNnyX6

Pan ceteBbix cnyx6, Takmx kak CYB[ PostgreSQL, anekTtpoHHas noyta, obpaboTka
rMNepTeKCTOBbIX JOKYMEHTOB (web), cuctema nevatn n ap. ana pabotsl B EMNMM gomkHbl 661Tb
COOTBETCTBYOLLNM 06pa3om HacTpoeHbl. Kak npaBuno, HacTponka 3aknidaercs B obecnevye-
HUN BO3MOXXHOCTM UCMOMb30BaHUs 3TUMK cnyXbamm cKBO3HOM ayTeHTUduKauumn no Kerberos un
nonyyeHus Heobxoanmon nHpopmaumm ns 6 LDAP.

MpumeyvaHue. Npy BbINOTHEHUN HACTPOMKK CETEBLIX CYX6 NoTpebyeTca ncnonb3o-
BaHME y4eTHOM 3anMcun NpUBUNENMPOBaHHOIO Nonb3oBaTens Yepe3 MmexaHnsm sudo. [Npu cHATUK

GNOKMPOBKM Ha MHTEPAKTMBHbIN BXOA, B CUCTEMY 1S Cynepnonb3oBaTens root He pekoMeHay-
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€TCS OCYLLECTBNATb NEPEKIOYEHNE B PEXMM Cynepnosib3oBaTens komaHaon su. Heobxogumo
ncnonb3oBaTb KOMaHAy:
# su -

BHUMAHMUE! [1na o6ecneyeHnst HopMmarnbHOM paboTbl NoNb3oBaTeNsa ¢ CETEBLIMU Cep-
Bucamu B ElMM gomkHbl 6bITb IBHO 3a4aHbl Anana3oHbl ero MaHAaTHLIX YPOBHEW U KaTeropun ¢
MOMOLLIbIO COOTBETCTBYIOLUMX YyTUAKT (CM. [7.2)), Aaxke ecnv eMy He AOCTYMHbI YPOBHU U KaTeropuu
Bbiwe 0.

OnucaHne HaCTPOWMKM HEKOTOPbIX CETEBLIX CEPBMCOB NPUBEAEHDLI B CNEAYHOLINX pasaenax:

- Cucrtema obmeHa coobLIEHNAMM INEKTPOHHOM NoYTbl — cM. [13.4]

- 3alLuLLeHHbIN KOMMEKC NporpaMm rmnepTekcToBon 06paboTkn AaHHbIX — cM. [6.4}

- 3alUnLLEHHbBIV KOMMEKC NporpaMm nevatm nu MapkMpoBKU AOKYMEHTOB — cM. [11.3,

a Takke B gokymeHte PYCB.10015-01 9501-2.
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8. SALUMLLEHHASA TPAOUYHECKAA NOOCUCTEMA

3awmieHHaa rpadudeckasn nogcencrtema B coctaBe OC pyHKUMOHUPYET C MCNOSb30BaHU-
eM rpaduyeckoro cepsepa Xorg.

Mo ymonyaHuio B rpadpnyeckyto nogcucteMy BCTpoeHa MaHaaTHas 3awuTa.

[ina ycTaHOBKKM NakeToB rpacmMyeckon NogcuCcTeMbl cneayeT B npouecce paboTbl nporpam-
Mbl ycTaHoBKM OC oTMeTUTb B OKHe «Bbibop nporpaMmmHoro obecnedeHms» CTpoky «Pabouunin cton
Fly». B atom cnyyae pabouun cton Fly ycTaHOBUTCS C HACTpPOMKaMmM No YMOMYaHuio, 1 B npoLecce
3arpysKku yCTaHOBMEHHOW CUCTEMbI MOCIEe OKOHYaHUS paboTbl CUCTEMHOTO 3arpy3dvka nponsonaeTt
nepexoq K OKHy rpaduyeckoro Bxoga B cucTemMy: naketbl £ly-dm (3anyck cepBepHOM 4acTu
cuctembl) n £1y—-qgdm (nogaepxka rpacuyeckoro nHTepdenca). lNMocne 3aBepLueHns npouenypsbl

ayTeHTUUKaUUM Ha 3KpaHe MOHMTOopa NosiBUTCS rpadhmyeckuii pabounii cTor.

8.1. KoHdurypupoBaHme mMeHeakepa OKOH U paboyero croria B 3aBUCUMOCTU OT

TUNa ceccumun

Bbibop pexmma pabodero ctona Fly BeinonHAETCA B MeHIO « Tn ceccum» B OKHe rpadpmye-
CKOro Bxoga B cuctemy (ytunuta £ly-dm). o ymonyaHuio npegycMOTPeHO HECKOMBbKO PEXMMOB,
HO aAMWHNCTPATOP CUCTEMbI MOXET A06aBUTb HOBbIE PEXUMbI, HANPUMeEP, A58 «cnabbix» CUCTEM
UNW yaaneHHbIX TEPMUHANoB MOXHO co3gaBaTb pexum £ly-light u T.4.

[na co3gaHms HOBOro pexmnma Heobxoammo [obaBuTe dhann (dannbl) ceccun ¢ paclum-
peHneMm desktop B /usr/share/fly-dm/sessions 1 co3gaTb COOTBETCTBYIOLLME KOHAUIY-
paunoHHble dannbl Ana £1y-wm.

Mpwn BXoae Yyepes fly-dm BbICTaBNAeTCSH nepemMeHHas
DESKTOP_SESSION=uMs_pexuma, Hanpumep, fly, fly-desktop, fly-tablet,
fly-mobile wn T1.4.). [JaHHaa nepemeHHas SsBNASETCA WMEHEM sprblka ceccun u3
/usr/share/fly-dm/sessions (HO 6e3 pacwupeHus .desktop), KOTOpasa ykasbiBaeT

Ha Tnn ceccuun. Hanpumep:

DESKTOP_SESSION=fly — OECKTOMHbIN
DESKTOP_SESSION=fly-tablet — MNaHLWETHbLIN
DESKTOP_ SESSION=fly-mobile — MOOUNbHBIN

[aHHoe nms ceccnmn gobaenseTcsa kak cydpduKe « . SDESKTOP_SESSION» k 6a3zoBomMy
UMEHN KOHGUrypaunoHHoro damna ncnosb3yetcs 1 Ucnonb3dyeTcs Anga Boibopa KOHPUrypaumnoH-
HbIX pannoB MeHegkepa okoH £1y-wm B COOTBETCTBMU C TUMOM CECCUN.

Ecnu Tvn ceccumn NpocTo AecKTornHbIN, T.e. DESKTOP_SESSION=fly, TO KOH(pUrypaumoH-
Hble gannbl ocTarTcs 6e3 cyddumkca ans ob