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AHHOTALUA

HacTtoawumn JOKyMEHT ABNSETCS pyKOBOACTBOM afMUHUCTpaTopa NporpaMMHOro nsgenus
«lMporpammHbin - kKOMNekc «CpeactBa Buptyanusdaumm «bpect» (MK CB  «bpect»)
POLIM.10001-03 (ganee — MK CB) n npegHasHavyeH ong agMUHUCTPATOPOB OnepaumoHHOM
CUCTEMbI cneyunanbHoro HasHaveHus «Astra Linux Special Edition» PYCB.10015-01 (o4epegHoe
obHoBneHne 1.7) (nanee no tekcty — OC CH), ocywecTBNA0LWNX yCTaHOBKY U pa3BepTbiBaHNE
MK CB.

B OokymeHTe npuBedeHO onucaHue nopsigka passepTtbiBaHua 1 Hactpounkm MK CB ¢
yyetom ocobeHHocTen OC CH, noa ynpaeneHnem kotopon dyHkumoHunpyert MK CB.

[OoKyMeHT npeaHasHadYeH Anst UCNofb30BaHNA COBMECTHO C 3KCMyaTauMOHHbIMWN LOKY-
MeHTamu cornacHo segomoctu POLIM.10001-03 20 01 «[MporpammHbin komnnekc «Cpencrea
BMpTyanusaumm «bpect». BeqoMocTb akcnnyaTtaunoHHbIX 4OKYMEHTOBY.

PykoBoacTBO agMUHUCTpaToOpa COCTOMT U3 ABYX YacTeu:

- POUIM.10001-03 95 01-1 «[lMporpammHbin komnnekc «Cpeacrtea BupTyanu3auumn «bpect».

PykoBogctBo agmuHucTpatopa. Yactb 1»;

- POUIM.10001-03 95 01-2 «[lMporpammHbin koMmnnekc «Cpeacrtea BupTyanu3auumn «bpect».

PykoBoacTBo agMuHucTpaTopa. Yactb 2».

B nepBon yacTtun pykoBoacTBa onvcaH nopsaok pasBepTbiBaHWUS U NEPBUYHON HACTPONKM
MK CB.

Bo BTOpOM 4YacTu pykoBOACTBa NpeacTaBneH nopsgok agMmuHuctpupoBanus MK CB ¢
y4eTOM UCMONb30BaHNA cpeabl BUpTyanusaumm, obecnevyeHns oTkas3oycToMYMBOCTM 1 MacLuTabm-

poBaHua passepHyToro MK CB.
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1. OBLLME CBEOAEHUA

1.1. O630p apxXUTEKTypbI

CosgaHue n 3awmTa cpeabl BUpTyanmsauum obecnednBaeTca BCTPOEHHbIMU CpeacTBamMu
OC CH, uHTerpmpoBaHHbIMK ¢ nogcuctemon 6esonacHoctn PARSEC, npegHasHayeHHoW ans
peanusaunmn yHkumin OC CH no 3awmte nHpopmaumm ot HeCaHKLUMOHNPOBAHHOIO A0CTyna:

- moaynem sagpa KVM, KoTopbln MCNOSb3yeT annapaTHble BO3MOXHOCTU apXUTEKTYpPbI

x86-64 no BupTyanMsaumm npoLeccopos;

- cpeacTBamMu amynsiumMm annapatHoro obecnedeHnsa Ha ocHose QEMU;

- cepBepoM BMpTyanusaumm Ha ocHose libvirt.

MK CB moxeT dyHKLMOHMPOBaTb B ABYX pexumMmax:

1) B cepBUCHOM pexnme Bce BM 3anyckaloTca OT UMEHU HEMPUBUIENMPOBAHHOMO NOSb-

3oBartens. oeHtndukauma n ayteHTudukauma nosb3oBartenen OCHOBbLIBAETCA Ha UC-

nonb3oBaHuMM mexaHmama PAM, peanusosaHHoro B OC CH. NMpwn atom ayTeHTMdmKaumns

OCyLLEeCTBNAETCS ¢ NOMOLLbIO NokanbHou B[] nonb3oBatenen (cdann /etc/passwd) u no-

kanbHown B[l nonb3oBaTenbcknx naponen (pann /etc/shadow);

2) B OVCKPELIMOHHOM pexnme obecneymBaeTcsi yHKLMOHMPOBaHME 3aLlULLEHHON cpeabl

BUPTyanuaauumn, B TOM YnCrie OUCKPELIMOHHOE M MaHAaTHOe yrnpaBreHne OOCTYMNoM K

BM. B Takom pexume BM 3anyckaroTcst OT UMEHN JOMEHHOro rnorb3oBaTens, aBTopu3o-

BaBlerocs B K CB. [1ns paboTbl B ANCKPELMOHHOM peXxnume Heobxoammo, 4Tobbl Bce

KOMMbIOTEPbI, HA KOTOPbIX pa3BepHyTbl NporpaMmHblie KOMNOHeHThI MK CB, Bxoaunu B

oauH gomeH FreelPA.

Pexum (pyHKUMOHMpPOBaHWS ycTaHaBnmMBaeTcs Ha atane pasepTbiBaHus K CB. MNocne
YCTaHOBKM N MHULMaNM3aunum NporpaMmMHbIX KOMMOHEHT NEPEKoYEHNE PEXNMOB DYHKLIMOHUPO-
BaHua MK CB He npegycMOTpeHo.

B coctas K CB BxogaT cnegyroLimne KOMMOHEHTbI CEpPBEPHON YacTu:

- cepBep BMpTyanusaumm — nporpaMmMHoOe obecneveHune, peanuayroLliee BO3MOXHOCTb

CO3aHnNsA BUPTYarnbHbIX MaLUMH NOCPEACTBOM 3IMYIALMM annapaTtHoro obecnevyeHus;

- cepBep ynpasreHus — nporpaMmmMmHoe obecneyeHune, peanusytoLlee BO3MOXHOCTb ynpaBs-

neHusi yepes BeO-MHTEpdENC, U3 KOMaAHOHOW CTPOKM (KOHCOSbHLIA MHTEPAdENC) N C

nomouwibto XML-RPC API.

B kayecTBe KNMEeHTCKOW YacTu n3genust MOXeT BbICTynaTb CPELACTBO BblYNCIIUTENBHOMN
TEXHUKKN, C KOTOPOro BbIMOSTHAETCA MOAKMIOYEHNE K CEPBEPY YNPaBlEHUA UM BUPTYyanbHON

mawuHe (BM).
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B kauecTBe 4ONONHUTENBLHBIX MPOrpamMMHbIX KOMMOHEHTOB (He BxoaaT B cocTas 1K CB)
MOTyT BbICTYyNaThb:

- XpaHunviie — cuctema, npegHasHayeHHas ans xpaHeHusi obpasoB OUCKOB BUPTYarb-

HbIX MawWwwnH. MoxeT BbITb NOCTpoeHa Ha 6ase cneayrLmnX TEXHONOMMN XpaHeHUS:

- (bannoBon TEXHONOIMMKM XpaHeHUs (C UCNONb30BaHNEM JTOKanbHOM (PannoBon cucTe-
Mbl UMK KIacTePHON hannoBon CUCTEMbI, Hanpumep, ocfs2 nnn nfs),

- BrnoYHOM TEXHONOrMN XpaHeHns ¢ ncnonb3oBaHnem LVM,

- TexHonoruu xpaHeHus Ceph;

- KOHTponnep gomeHa — cnyxba, obecneumBatoan ayTeHTMMKaLMIO NonNb3oBaTenen B

pamKax eQuHoro NpocTpaHcTBa nosib3oBaTtenen (He UCMorb3yeTcs B CEPBUCHOM pexume

pabotbl MK CB).

MpnumeyvaHnune. B INK CB B kadecTBe cnyx0Obl ynpaBneHus eauHbIM NpoCTPaHCTBOM

nonb3oBartenen ucnoneadyetcs FreelPA ns coctasa OC CH. Ecnu Ha o6bekTe akcnnyaTa-

LMn yxxe nmeeTcsa HacTpoeHHbIn fomMeH FreelPA, To pa3BopadnBaTb JOMOMHUTESNbHBLIN

KOHTponsnep AoMeHa HeT HeobxoammocTu. Bce cepBepbl BBOASATCHA B CYLLECTBYHOLLMI

OOMEH.

MK CB moxeT 6bITb pa3BepHYT Kak Ha rpynne KOMMbOTEPOB, Tak U HaA BUPTYanbHbIX
MallMHax B npegenax ogHoro KoMnboTepa Ans TectupoBaHus. [nsg obbegmHeHns KOMMNbOTEPOB,
obecnevyeHns BbINOMHEHNST onepauumin ynpasneHns 1 NogaepKkM BUpTYyanbHbIX CETEN UCNONb3yeT-
Csl NnokarnbHas CeTb.

MpumedvaHue. [JonyckaeTcs pasBopaymBaTb HECKOMLKO NPOrpamMMHbIX KOMMNOHEHT
MK CB Ha ogHOM KomnbtoTEpE.

BHUMAHMUE! B cBs3n ¢ 0co6eHHOCTbIO (byHKUMOHMPOBaHUS aoMmeHa FreelPA, KoHury-
pauus, Npy KOTOPOWN pa3BopavYMBalOTCA KOHTPOSNep AoMeHa u cnyxba cepBepa ynpaBneHnsa Ha

OO HOM KOMMbIOTEPE, HegonycTuma.
1.2. NocnepoBatenbHOCTbL pa3BepTbiBaHuA MK CB

PasBepTtbiBaHne K CB BbinonHseTca nonb3oBateneM, co3gaBaeMblM Mpu yCTaHOBKE
OC CH, koTopbIi BKNOYaETCA NO YMOMYaHUIO B rpynny astra-admin. [Nonb3oBatensm, BXoasa-
LLMM B Ha3BaHHYO rpynny, Yyepes MexaHn3m sudo NpeaocTaBnaAlTCs npasa Ans BbIMNOMHEHUs
aencteumn no Hactporike OC CH, Tpebyowmnx npmsunernin cynepnons3osatend root. [anee no
TEKCTY Takomn nonb3oBaTtenb MMeHyeTcs agmmHmucTpatopom OC CH.

[nsa passepTbiBaHus MK CB Heo6xoanmMo BbINOMHUTL creayolmne AencTBus:

1) Ha komnbloTepax yctaHoBuTb OC CH. lMpouecc yctaHoBkn OC CH onucaH B JOKy-

meHTe PYCB.10015-01 «OnepaunoHHasa cuctema cneumanbHOro HasHadeHus «Astra

Linux Special Edition». PykoBoacTtBo no ycraHoBke» (dpann 0S-inst-help.pdf, pa3me-
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LLIEHHbIN Ha YCTAHOBOYHOM HOcuTene B gmpektopun install-doc). Mpu aTom cneayet
yuuTbiBaTb criegytoime 0oCoBeHHOCTN YCTaHOBKM:
- Ha cTpaHuue «Bbibop nporpammHoro obecneyeHnsa» JONONHUTENBHO BbIbpaTh Ans
yCTaHOBKWN NyHKT «CpeacTsa yaaneHHoro nogkntodeHms SSHy». MNMyHKT «paduryeckmi
nHtepdgenc Fly» gonyckaercsa He BbIOMpaTb ANS YCTaHOBKMY;
- Ha cTpaHuue «[ononHutenbHble HacTponkm OCx:
- ecnu nnaHupyetcsa yHKumoHuposaHme MK CB B UCKPELNOHHOM pexume,
BblOpaTh MakCMMarnbHbIN YPOBEHb 3aLUMLLEHHOCTN « CMOMEHCK» UMW YCUIEHHbIV
YpOBEHb 3aLlMLLEHHOCTN «BopoHex»,
- ecnu nnanunpyetcs dyHKunoHnposaHue MK CB B cepBucHOM pexnme, BbIGpaThb
6a30BbIi ypoBEHb 3alunLLeHHOCTU «Openy;
2) Ha BCEX KoMMbloTepax yCcTaHOBUTbL onepatmuBHoe obHoBneHne BIOJITIETEHD Ne 2023-
0426SE17 (onepaTtuBHoe ob6HoBNeHMe 1.7.4) B COOTBETCTBUM C yKa3aHUSIMK, NpeacTaB-
NEeHHbIMKU B BronneTeHsx;
3) nocre ycTaHOBKU onepaTMBHOrO 0BHOBMEHWSI HA BCEX KOMMbIOTEPaX peKOMeHAyeTCs
yCTaHOBUTb AP0 linux-5.15-generic;
4) HacTpoUTb NOKarnbHY ceTb, OO bEeAUHAIOLLYIO KOMMbIOTEPLI. [1OPSAOK HACTPOMKK CETU
npeacrtaeneH B gokymeHte PYCB.10015-01 95 01-1 «OnepaunoHHas cuctema cneumarnbs-
Horo HasHayeHus «Astra Linux Special Edition». PykoBogctBo agMmmHuctpaTopa. Yactb 1»
N3 KOMMMEeKTa NOCTaBKY;
5) HacTpouTb KOHTpoONsep AOMeHa (He BbINOMHAETCS, ecnv nnaHupyeTcs PyHKLUNOHU-
poBaHue K CB B cepBucHom pexume). NMNopagok HaCTPOMKM KOHTposrnepa AoMeHa
npeacraeneH B gokymeHte PYCB.10015-01 95 01-1 «OnepaunoHHas cuctema cneumarb-
Horo HasHayeHus «Astra Linux Special Edition». PykoBogctso agmuHuctpartopa. Hactb 1»
N3 KOMMeKTa NoCTaBKu;
MpumevaHue. lNpn yctaHoBke OC CH Ha koMnbloTEP, BLINOMHAKOLWMNIA PYHKLNIO KOH-
Tponnepa JoMeHa, Takke HeobxoaMMo BbibpaTb MakCUMarnbHbIM YPOBEHb 3aLLULLEHHOCTM
«CMOrEeHCK» U YyCUNEHHbIN YPOBEHb 3allunLLEeHHOCTU «BopoHex».
6) BCe KOMMbloTepPbl BBECTU B JOMEH (HE BbIMOSTHAETCS, ecnv nrnaHupyeTca yHKUNOHUPO-
BaHue MK CB B cepBucHOM pexunme). [Nopsiaok BBoOAa KOMMNbOTEPA B AOMEH NPeACTaBneH
B AokymeHTe PYCBE.10015-01 95 01-1 «OnepaumoHHasa cuctema crneumanbHOro HasHave-
Hus «Astra Linux Special Edition». PykoBogctso agmuHucTpartopa. Hactb 1» 13 koMmnnekra
NOCTaBKMU;
7) YyCTaHOBUTb M MHULMaANU3MpoBaTb CryX0y cepBepa ynpasreHns Ha Heobxogumoe
KONM4eCTBO KOMMNbOTEPOB (CM. [2.4));

8) ecnu Tpebyetca obecneunTb OTKAa30yCTONYNMBOCTbL CUCTEMBI YNPaBIieHUs, HACTPOUTb
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B3aMMOZeNCTBME CepBepoB ynpaeneHus no anroputMy Raft (cm. [2.5).

BHUMAHMUE! lNopaepxka TexHonormn Raft peanusoBaHa TONbKO B OUCKPELIMOHHOM

pexume pyHkunoHmposaHus MK CB.

9) HacTpouTb noakntoyeHue k Be6-uHTepdeiicy MK CB (cwm. [2.6);

10) ycTaHOBUTb M MHULMANM3MPOBaTb CYXX0y cepBepa BUpTyanu3aumm Ha Heobxogmmoe

KONMYECTBO KOMMbIOTEPOB (CM. [2.7));

11) HacTpouTb XpaHunuie (cMm. pasaen [3));

12) HacTpouTb BUPTYanbHyto ceTb (cM. pasaen [));

13) BbINOMNHUTL AOMOMNHUTENBHOE KOH(UrypmpoBaHue cryxbbl cepBepa ynpaBneHus

(cm. pasgen [9);

14) npn Heo6XOAMMOCTU BbIMOSTHUTL AOMOMHUTENBHY HACTPOWMKY CUCTEM MOHUTOPUHra

W peructpaumm cobbiTuin (cM. pasgen [6));

MpumevaHune. Heckonbko ak3emnndapoB K CB moryT 6biTb 06begmHeHbl B egu-
HbIN LeHTp 06paboTkm n xpaHeHnsa aanHHbix (LIOX[), Ha3biBaeMbi «deaepaumsa». NogpobHas

nHcpopmaums npeactaeneHa B pasaene [7]
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2. YCTAHOBKA MNMPOIrPAMMHbBIX KOMIMOHEHTOB MK CB

BHUMAHMUE! [lencTtBna no yctaHOBKE U HACTPOMKe nporpamMmMHbix komnoHeHToB MK CB
BbinonHsaoTca B OC CH nog yyeTtHomn 3anuckto agMuHuctpaTtopa OC CH ¢ BbICOKMM YPOBHEM

LIeNOCTHOCTW.
2.1. OrpaHnyeHne NporpaMmMHoON cpeabl

KoHTpornb 3a 3anycKomM KOMMNOHEHTOB NporpamMmMHoro obecnedyeHuns, obecnevmsatoLLmi
BbISIBIIEHNE 1 BIOKMPOBKY 3anycka KOMMNOHEHTOB NPOrpaMMHOro obecneyeHmnsl, He BKITOYEHHbIX B
nepeveHb (CNUCOK) KOMMOHEHTOB, paspeLUeHHbIX A4 3anycka, OCyLWecTBAAeTCs creayrowmmm
lwraTHbIMK cpegcTBammn OC CH:

1) MexaHn3MoM OMHaMUYEeCKOro KoHTponsa uenoctHocTtu (pexunm 3I1C) ncnonHaemMmblx

hannos n pasgensieMblx 6ubnunotek popmara ELF npu 3anycke nporpaMmbl Ha BbINOSHe-

HWe;

2) npumeHeHneMm pexnma Knock-2, KoTopbi CAYXAUT A9 OrpaHMyYeHunst NpaB nofb30oBa-

Tenen Ha 3anyck nporpamm B OC CH. CTeneHb 9TUX OrpaHnUYeHui 3agaeTtca Mackom

KMOCKa, KOTopasi HaknagblBaeTcs Ha npasa 4OCTyna K UcnonHseMbliM hannam npu nobon

nonbITKe Mnorb3oBartens nonyyYnTs JOCTyn.

BbisiBrneHne 1 6riokmpoBka 3anycka KOMMOHEHTOB NPOrpaMMHOro obecnevyeHms, LenocT-
HOCTb KOTOPOro HapyLleHa, OCYLLEeCTBISAETCH MEXaHU3MOM AMHAMUYECKOrO KOHTPOSS LENOCTHOCTH
ncnonHsembIx hannos u pasgensembix 6ubnuotek gopmarta ELF nytem BHegpeHus umndposomn
nognucu B dannsbl, Bxoadwme B coctaB MO. Npu BKNIOYEHHOM peXume KOHTpPONs undpoBomn
NoANUCK BbINONHATLCS ByayT TOMNbKO NoANMCAaHHbIE UCMOMHSAEMble dpansibl.

[nsa ocyuwectBneHns koHTpona uenoctHocTu B K CB ucnone3yotca cnegyroume mexa-
HM3MbI, peanu3oBaHHble B OC CH:

- MEXaHW3M KOHTPOMA LEeNOCTHOCTU «OTNevYaTok KoHUrypaummy;

- MEeXaHM3M KOHTPOMs LENOCTHOCTU UCMOMNHSEMbIX (hannoB rocteBon onepaumoHHON

CUCTEMBI;

- MexaHu3M KOHTpOsia 3anycka ncnosiHaemblx oannos gpopmarta ELF 1 koHTpona pacLum-

PEHHbIX aTpMbyTOB B 3aMKHYTOM NporpammHon cpeae (3M1C);

- MexaHu3M pernameHTHoro KoHTpons uenoctHocTn Another File Integrity Checker (AFICK).

KOHTpOsb LIeNOCTHOCTM OCYLLECTBNAETCA ANA Cleayowmx TMNoB 00bEKTOB: KOHpurypa-
Lun BUPTYyanbHOro 060pyaoBaHns BUPTYaribHbIX MaLUWH, KOHUrypaunn o6bekToB BUPTYanbHON
MHGPACTPYKTYpPbI, UCNOMHAEMbIX (pannoB U NapamMeTpoB HACTPOMKN CPeACTB BUPTyanusauuu,
hannos BUpTyanbHon 6a30BOM CUCTEMbI BBOAA-BbIBOAA (MEPBUYHOIO 3arpy3ynka BUpTyasribHON
MaLLUVHbI), UCMOMHAEMbIX ()anfnoB rOCTEBOM ONEepauUoHHON CUCTEMbl BUPTYasribHOM MalUWHBbI,

obnacrten namsaTu BUPTYanbHOW MaLLUHbI.
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2.1.1. Hactponka MK CB pana obecnevyeHns KOHTPONA 3anycka MWCMNOJTHAEMbIX
¢amnos B 3MC

NHctpymeHThl 31C, peanusosaHHble B OC CH, npegoctaBnsitoT BO3MOXHOCTb BHEAPEHUS
3AnNeKkTpoHHoM undposon nognucu (AUIM) B ncnonHaemole dannesl opmata ELF n B paclumpeH-
Hble aTpubyThl barnoBon cuctemsl, obecnevmBas Takum o6pa3omM KOHTPOSb LIENOCTHOCTU Kak B
npoLecce 3arpy3ku cpeactsa BupTyanusayuu, Tak u AuHaMnyecku B npouecce yHKLUNOHMPO-
BaHu4. NogpobHoe onucanne nHctpymenToB 3INC npuBeaeHo B aokymeHte PYCB.10015-01 97
01-1.

[ns BKNOYEHNA MeXaHN3M KOHTPOSS 3arycka UCMOoSHAEeMbIX (hansioB B 3aMKHYTOW Npo-
rpaMMHON cpefe HeobxoaMMO Ha KaxOoM KOMMbKTepe, BbIMOMHAWEM YHKUUIO cepBepa
BUpPTyanusaunm, BbINOMNHUTL crieayrowme AencTBus:

1) BKMOYUTb PEXUM KOHTPOSSI HEM3MEHHOCTU U NOASIMHHOCTU 3arpy>kaemMbiX UCMOSHSAe-

MbIX pannoB KOMaHOOM:

sudo astra-digsig-control enable

2) nepesarpysnTb KOMMbIOTEP.

2.1.2. NMpumeHeHne pernameHTHOro koHtTpons uenoctHoctu AFICK B K CB

OpraHunsauus pernaMmeHTHOro KOHTPOsisi LLIeNoCTHOCTM 06bEKTOB KOHTpoNs obecnevnBa-
eTcs nporpammHbim cpegctBomMm AFICK n3 coctaa OC CH nyTemMm BblYMCIIEHUSA KOHTPOMbHbIX
cyMM hbansnioB M COOTBETCTBYHLLUMX UM aTpnBYyTOB pacLUMPEHHON NOACUCTEMbI BE30MacHOCTU
PARSEC (mMaHgaTHbIX aTpnbyToB 1 aTpnbyToB pacluMpeHHOM NOACUCTEMbI NPOTOKONMPOBAHWS) C
nocneaywmMm cpaBHEHNEM BbIYUCIIEHHBIX 3HAYEHUI C ATANIOHHbLIMU.

MporpammHoe cpeactBo AFICK (naket afick) He06XxoaMMO YyCTaHOBUTL Ha KaXKaAoOM KOM-
nbloTepe, BbIMOSHAOLWEM YHKUUIO cepBepa BUpTyanuaauuun. Nopsaaok yCTaHOBKM M HACTPOWMKK

nporpammHoro cpeactea AFICK npusegeHo B gokymeHte PYCB.10015-01 97 01-1.
2.2. NMoaroToBKa K ycTaHOBKe nporpamMmMHbIX komnoHeHToB MK CB

Mepen yctaHoBkon crnyx6 cepBepa ynpaBneHus u/unn cepBepa BUpTyanusauum Ha
KOMMbOTEPE HEOOXOAMMO BbINOMNHUTL Creaylowme OenNCTBuS:
1) HacTpouTb OOCTYN K PENO3UTOPUSIM:
- OCHOBHOMY peno3nToputo (Peno3nTopmio YCTaAaHOBOYHOMO AucKa, main);
- onepaTtnBHoMy O6GHOBreHnto ocHoBHoro penosutopusa (BIOJITIETEHDL Ne 2023-
0426SE17).
Mpn aTOM MOXeET BbITb yKa3aH CeTeBOM Perno3nTopuin Unm Konua penosnTopusi B no-
KanbHou ¢pannoson cucteme (PC). na Toro 4Tobbl nogkntounTb penosutopun OC CH,

cnepyert B panne /etc/apt/sources.list gobaBuTb CTPOKY BUAaA:

deb <nyTb_k_penosuropuno> 1.7 _x86-64 main contrib non-free
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Mpumep

Konus penosutopues B nnokanbHOW ¢ansioBon cucteme

deb file:/srv/repo/main/ 1.7_x86-64 main contrib non-free

deb file:/srv/repo/update-main/ 1.7_x86-64 main contrib non-free

rae /srv/repo/main/ — Kartanor, B KOTOPOM pa3MeLLleHbl hansibl yCTaHOBOY-
Horo gmucka OC CH (ocHOBHOWM peno3nTtopui);
/srv/repo/update-main/ — KaTanor, B KOTOPOM pa3MeLlleHbl hansbl
onepaTtnBHoro obHoBneHms ocHosHoro penosutopus (BKOJINIETEHDb Ne 2023-
0426SE17).

2) HacTtpouTb goctyn k peno3untoputo MK CB, npn aTom MoXeT 6biTb Yka3zaH CeTeBOM

peno3nTopun Unn Konusa peno3ntopus B nokanbHon ®C. [nsa Toro 4tobbl NOAKNIOYNTD

penosutopun MK CB, cnegyet B danne /etc/apt/sources.list Aob6aBUTb CTPOKY

BMAa:

deb <nyTb_Xk_peno3uTopuin> brest main non-free

Mpumep

deb file:/srv/repo/brest/ brest main non-free

rae /srv/repo/brest/ — KaTanor, B KOTOPOM pa3MeLLeHbl pannbl yCTaHOBOYHOIO
auncka K CB.

3) noHmn3nTb npuoputet penodutopmst OC CH, ansa storo Heo6xoanmo B KOHpUrypaumoH-
HOM dpanne /etc/apt/preferences.d/smolensk N3MEHUTb 3Ha4YeHNe NapameTpa
Pin-Priority Ha «400y;

4) BbINOMAHUTb MOBTOPHYIO CUHXPOHM3ALMIO hansioB ONUCaHW NAKeToB C UX UCTOYHMKOM
KOMaHOou:

sudo apt update

5) BbINOMHUTL OBHOBNEHNE NAKETOB KOMaHAOM:

sudo astra-update -A -r

6) BBecTn komnbloTep B AoMeH FreelPA (He BbinonHseTca ecnn nnaHupyetcs yHK-
umoHmnposaHue K CB B cepBucHom pexume). MNopagok BBoga KoMMbOTEPa B AOMEH
npeacrtaeneH B gokymeHte PYCB.10015-01 95 01-1 «OnepaunoHHas cuctema cneumarb-
Horo HasHauyeHus «Astra Linux Special Edition». PykoBogctBo agMmuHucTpaTopa. Yactb 1»

N3 KOMMJIEKTa NOCTaBKN.
2.3. lononHuTenbHas HaCTpPOMKa KOHTposiepa AOMeHa

Ha koHTponnepe gomeHa Heob6xogMMo HAaCTPOUTbL MCMOMb3yeMYo NONMUTUKY Naponen ans
obecneyeHus cnegyowmx TpedoBaHui:

- Maporb nornb3oBaTena AO0JDKEH coaepXXaTb HE MeHee 8 cumBonoBs npu aﬂ(*)aBI/lTe naponAa
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He meHee 70 CMMBONOB;
- MakcuMmMarnbHOe KONMYeCTBO HeyCneLLHbIX NOMbITOK ayTeHTUugukaumm (BBoga HernpaBusb-

HOro napons) 4o 6rokMpoBku — 4.

Mpumep

HacTpownka napameTpoB NCNOb3yeMOW MOSMUTUKN Naposien C NMOMOLLbI MHCTPYMEHTA
KOMaHAHOW CTPOKM ipa:

1) BbIBECTU 3HAYEHUS NApPaMeTPOB UCMNONb3yeMON NONUTUKN Naposien KOMaHOOoM:

ipa pwpolicy-show

I'Ipl/lmep BbIiBOAa MNMocrie BbINMOJIHEHNA KOMaHAbI:

I'pynna: global_policy

MakCHMaJnIbHEM CPOK OeHcTBUsA (B gHaAx): 90

MUHHMAJIBLHEM CPOK OeNcTBHUSA (B uacax): 1

Pasmep xypHana : 0

Knaccu cumBosioB: 0

MuHMUMaNbHaA OJIMHa: 8

MakcuMajsibHOE KoJiMuecTBO omubok: 6

UurepBan cbpoca omubok: 60

2)3aﬂaTb KONMM4yecCcTBO WUCIMOJb3yEMbIX KraccoB CMMBOJIOB paBHOE 4-(o6ecneqMBaeT

pasmep andasuta naponsa He meHee 70 CUMBOSIOB) 1 MakCUMaribHOE KONMYEeCTBO OLWMNBOK

(BBO,D,a HenpaBuUribHOIo napon;l) paBHOE 4, ﬂ,ﬂﬂ 3TOro BbINONMHUTL KOMaHAY:

ipa pwpolicy-mod global policy --minclasses=4 --maxfail=4

ﬂpmmep BbiBOAaA MNocrie BbINOJIHEHUA KOMaHAbI:

Tpynna: global policy

MakCHMaJlbHEM CPOK Oe’cTBUA (B gHaAx): 90

MuHUMAJILHEME CPOK OedcTBUs (B uacax): 1

Pasmep xypHana : 0

Knacce cuMmBOJioB: 4

MuHMMaJIbHASA OJINHA 8

MaxcumMalsibHOE KOJIUUEeCTBO OI].II/I6OK: 4

UuTepBan cbpoca omubok: 60

2.4. YcTtaHOBKa 1 MHMUManNu3aumsa crnyxobl cepBepa ynpaBneHus

B maHHOM nogpasgene npeactaBneH NopsiAoK YCTAHOBKM M MHULMaNn3aumm cry>xobl
cepBepa ynpasneHus ans guckpeumoHHoro pexuma pabotbl MK CB. OcobeHHOCTM yCcTaHOB-
KW N MHULManM3auum nporpaMmMHbIX KOMMOHEHTOB A4S CEPBUCHOrO pexmma pabdotbl MK CB
npeactaenexsl B 2.9

MpnumevaHwne. MNpouecc nuMumManmsaumm cnyxobbl cepepa ynpasneHust C NOMOLLbLO
nnenbyka Ansible (13 coctaa OC CH) onncaH B[2.8]

Ons YCTAHOBKU U nHMUManmn3aumn CJ'Iy>K6bI cepBepa ynpaBsrneHund HeobXxoa4MMO BbIMOSTHUTb
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cnepywowme OeNCTBUSA:

1) Ha KOMNbKOTEPE YCTAaHOBUTbL NakeT brestcloud-ipa KOMaHOOM:

sudo apt install brestcloud-ipa

B otkpbiBwemcs okHe «JIMLUEH3NOHHOE COITIAWWEHWE» HaxaTb Ha kHonky [Mpwu-

HATb].

BHUMAHMUE! B npouecce yctaHOBKM nakeTa brestcloud-ipa nokanbHOMY agMUHK-

cTpartopy 6yoeT NpMCBOEH MaKCMMarlbHbIN YPOBEHb LIENTOCTHOCTM paBHbIn 127;

2) nocne yCcTaHOBKM NakeTa brestcloud-ipa nepesarpy3nTb KOMMbIOTEP;

3) BbINOMHUTBL MHULMANM3aLUNIO CRYXX0bl cepBepa yrnpaBreHUs KOMaHOOoM:

sudo brestcloud-configure

B npouecce nHnumnanmsaumm cnyxbbl cepBepa ynpasneHns Heobxoammo:
a) BBECTU «uMsi aOMMHHCTpaTOpa ipa-cepsepa» (MMSA agMUHUCTpaTopa AOMe-
Ha FreelPA, 3agaHHOe BO BpeMs BbIMOMHEHUS eNCTBUIA MO YCTaHOBKE N HACTPOWKe
KOHTponsnepa AoMeHa) 1 HaxaTb knasuwy <Enter>;
6) BBECTU «maposb agMUHUCTpaTopa cepsepa» (Napofnb agMuHUcTpaTopa Ao-
mMeHa FreelPA, 3agaHHbIN BO BpeMS BbINOMIHEHUSA AENCTBUIN MO YCTAHOBKE M HACTpPOMKe
KOHTponsiepa AoMeHa) 1 HaxaTb knasuwy <Enter>;
B) 3adaTb «JIOM'MH OJis aOMUHUCTpaTopa BpecTa» (UMS YY4E€THOM 3anucu
agmuHncTtpartopa NK CB — agmmnHuctpaTtopa cpefcresa BupTyanusauum, KOTopbIn
OyaeT BKIOYEH B rpynny brestadmins);
BHUMAHME! B K CB 3apesepBupoBaHbl 1 He MOTyT ObITb UCMOSb30BaHbI Crieayto-
LWne nMmeHa nornb3oBarteren:

- admin,;
brestadmin;

oneadmin,

serveradmin.

Kpome TOro, B MeHu nonb3oBaTens He J0MyCcKaeTCs UCMNofb30BaHMeE:

- CNyXebHbIX CUMBOSIOB;

- OyKB B BEpPXHEM perucTpe;

- UMcpoBOro 3Haka B Ha4yarne uMeHu nornb3oBaTens.
r) 3agatb «maponb OJiss aOMUHHUCTpaTopa BpecTa» (Maponb y4eTHOM 3anucu ag-
mMuHucTpatopa NK CB).
BHUMAHME! Maponb agmuHuctpatopa MK CB gomkeH yaoBneTBoOpsATh Criegyowmm
TpeboBaHMAM CMOXHOCTMU:

- naporb nornb3oBaTens JOMKEH coaepXxaTb He MeHee 8 CMMBOSIOB Npu andasute

naposjia He MeHee 70 cumBONOB;
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- MakcuManbHOE KONMMYEeCTBO HeyCneLUHbIX NOMbITOK ayTeHTMduKaumm (BBoaa
HenpaBuUNbHOro Napong) Ao 6riokMpoBKN — 4.
O6 ycnewHon nHULManmu3aunm cnyxbbl cepsepa ynpasneHnsa byaet ceBuaeTensCcTBoBaTb
cnegyowiast Hagnuehb:

HacTporka npomra ycCIemHO!
2.5. Anroputm Raft

2.5.1. Obwume cBeaeHus

[na obecneyeHus oTkasoyctomunBocTh cepBepa ynpasnenus B MK CB npumeHsieTcs Tex-
Honorusa Raft. MNog TepMrMHOM «cepBep ynpaBneHusa» nogpasymeBaeTcs KOMMNbITEP, HA KOTOPOM
yCcTaHoBIeHa M MHMUManuavpoBaHa cnyx6a cepepa ynpaeneHus (cm. [2.4).

BHUMAHMUE! lNopaepxka TexHonormm Raft peannsoBaHa TONbKO B AUCKPELIMOHHOM
pexunme pyHkunoHmposaHua MK CB.

Anroputm Raft no3sonsietr 06beanHATL HECKONBbKO 3K3EMMNIIAPOB CepBepa ynpaBeHus
B 30HY, KOHOUIypaLno KOTOPON MOXHO MeHATb (4o6aBnAaTb M yaanaTb 3K3eMnnsipbl cepeepa
ynpaeneHusi), He npepbiBas padoty MK CB. [Ina 3Ton 30HbI BblAENSETCA NnaBatoLLnin (CNOCOBHbIN
npy HeobxoaMMOCTM NepexoanTb OT OAHOIO ak3emnnsapa kK apyromy) IP-agpec. 3 gocTynHbIX 3K-
3eMnnsipoB BblGUpaeTcs nuaep, KOTOpoMy NpucBanmBaeTcs paHee BblaeneHHbln IP-agpec. Jingep
obcnyXmBaeT Bce BXogsLine 3anpockl. Bce nameHeHnst Ha nuaepe CUHXPOHU3UPYHOTCS C ocTarb-
HbIMM 3K3eMnnsapamMn cepBepa ynpasneHns B 3oHe. Ecnn paboTa nugepa npepbiBaetcd Ha 100
MUNANCEKYHA, TO BbIOMpPaeTcsa HOBbIV NUAEP M3 YMcna UCMpPaBHbIX 3K3eMNNAPOB. BblaeneHHbIN
Ans 30Hbl IP-agpec npucsanBaetcs HoBoMy nuaepy. Takum obpa3om obecneymBaeTcs BbiCOKast
AOCTYNHOCTb CepBepa ynpaBneHus.

[ns pa6botbl Raft gormkHbl 61T cobntogeHbl cneayrowme TpeboBaHus:

1) HacTpoeH Nno KparHen Mepe OAWH KOHTposnep JOMEHa;

2) HacTpPOEHO HeYeTHoEe KONMYecTBO (pekomeHayeTcs 3 unu 5) ak3emnnspoB cepsepa

ynpasneHusi (cm. [2.4)), npu 3TOM Ha BCeX ak3eMnrisipax HYXHO yka3aTb OAMHAKOBOE UMS

ydyeTHon 3anuncu agmuHuctpatopa NK CB;

3) HW Ha OQHOM U3 3K3eMNNAPOB He pa3BepHyTa cnyxba apache?2 B pexume «AstraMode

off»;

4) BbigeneH IP ansa HacTtponkn nnasatowlero IP-agpeca knacrepa;

5) HacTpoeH 6ecnaponbHbI AOCTYN AN NONb30BaTeNs root MeXay BCeMU aK3emnnspa-

MW cepBepa yrnpasBneHus;

6) HacTpoeHo obLee xpaHunuiie onst obpasoB AUCKOB 1 hanoB.
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2.5.2. Hactponka 6ecnaponbHOro gocrtyna anAa nonb3oBarens root

YTo6bl HacTponTb BecnaponbHbI 4OCTYN ANs Nonb3oBaTens root HEOOXOAUMO BbINOSI-
HUTb crneaylowme OencTBuS:

1) Ha Kaxgom ak3emnnsape cepBepa ynpaBneHust co3aatb ssh-knoYy OT MMEHW Nonb3oBa-

Tens root KoMaHaon sudo ssh-keygen. [Ina Bcex napaMeTpoB OCTaBNATb 3HAYEHUS

Mo yMOf4YaHuIo (cpasy HaxumaTtb knasuwy <Enter>;

2) Ha KaXgoM aK3eMnnspe cepepa ynpasrneHns BbINOMHUTE OBMEH Krtoyamu KomaHaa-

MW:
KEY=$(sudo cat /root/.ssh/id_rsa.pub)
ssh <local-admin>@<front-l-hostname> \
"sudo bash -c \"echo $KEY >> /root/.ssh/authorized_keys\""
ssh <local-admin>@<front-2-hostname> \

"sudo bash -c \"echo $KEY >> /root/.ssh/authorized keys\""

ssh <local-admin>@<front-N-hostname> \

"sudo bash -c \"echo $KEY >> /root/.ssh/authorized keys\""

rae <front-N-hostname> — ceTeBoe uMms (hostname) N-ro aksemnnsapa cepsepa
ynpasneHus. [lonyckaeTca BMeCTO UMeH yKkasbiBaTb |IP-agpeca;
<local-admin> — UM NoKanbHOrO agMMHUCTPaTOpa KoMMbloTepa, 3agaHHoe

npu yctaHoske OC CH,;

a) npuv NosiBfeHuu NpurnawleHns ans BBoga svaa:
Are you sure you want to continue connecting (yes/no)?
BBECTU «yes» U HaxaTb knasuwy <Enter>;
6) BBECTM Naposib OKanbHOro agMMHUCTpaTopa KOMNboTEpPa, 3a4aHHbIA Npu ycTa-
HoBke OC CH.
BHUMAHMUE! B Tom yncne Heobxoammo BbIMOMTHUTL OOMEH KIto4aMu «cam Ha cebsay;
3) npoBepuTb OOMEH KntovYamu, Ansa 3Toro:
a) B TepMMHarne nepBoro aK3emnrspa cepsepa ynpaBfeHns BbINOMHUTL BXo4 no ssh
Ha Opyron aK3emnnap KoMaHZown:
sudo ssh <front-N-hostname>
0) BbLINONHUTBL BXOA MO SSh Ha NepBbIN IKIEMNNAP cepBepa ynpaBneHns KoMaHOoMn:
sudo ssh <front-l-hostname>
rae <front-N-hostname> — ceTeBoe umMms (hostname) N-ro aksemnnapa cepsepa

ynpaslieHNA. ,D,OI'IyCKaeTCFI BMECTO MMEH YKa3blBaTb IP-a,qpeca.

HacTtpoiika cuntaeTca ycrneLwHo 3aBepLUeHHOW, eCriv Nocsie BbINOMHEHNA KOMaHbI
ObIn ocyulecTeneH Bxon 6e3 napons;
B) nocnenoBaTteribHO 3akpbiTb ceccumn ssh KomaHgamm:

exit
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exit
4) aHanormyHbIm o6pa30M npoBepuUTb 6ecnapoanb||7| OOCTYMN Ha OCTallbHbIX 3K3eMnnapax

cepBepa ynpasneHus.

2.5.3. HacTtpo#ka 30Hbl 06 beANHEHNA IK3EeMMNAPOB cepBepa ynpaBreHus

[1ns aBTOMaTN4e€CKOM HACTPOMKN 30HbI, 0ObEANHSAIOLLIEN HECKOSBbKO 3K3EMMINSAPOB cepBepa
ynpaeBneHnsa, MOXHO BOCMOSIb30BaTbCA CKPUNTOM brestcloud-raft-configure, KOTOPbIN
3anyckaeTcsa Ha O4HOM M3 CepBEPOB yrNpaBfeHns OT UMeHU agMUHUCTpaTopa KOMaHaom:
sudo brestcloud-raft-configure

B npouecce paboTbl MacTepa HaCTpOVkM 0ObeaMHEHUS IK3EMNIISAPOB CcepBepa ynpasre-
HMSA HeobxoaMmo:

1) ykasaTb KONMYeCTBO IK3EMMMAPOB cepBepa ynpasneHus;

2) ykasaTb CeTeBOM MHTepdENC, Ha KOTOopbIA OyaeT HasHayeH nnasawowun IP-agpec

(0BbI4YHO yKa3bIiBaeTCs MHTEPMENC, HA KOTOPOM HAaCTPOeH cTatuyeckun IP-agpec);

3) ykasatb nnasatowun IP-agpec;

4) nocnepoBaTteribHO yKa3aTb CeTEBblIE MMEHa 3K3eMMISPOB cepBepa ynpasneHus;

5) ykasaTb KOpOTKOe nnaBatulee nms (3ta A-zanucb byaet 3adumkcuposaHa B DNS

FreelPA).

Mocne 3aBeplleHns paboTbl MacTepa HaCTPOMKM 0ObeaMHEHNS SK3eMMNAPOB cepBepa
ynpasneHusi HeobxoaMmo BbIMOMHUTL HAacTponky 6paysepa Mozilla Firefox gns nogknoyeHms K
BeG-uHTepdeiicy MK CB B cooTBeTCcTBUM C [2.6]

2.5.4. BbiBoA U3 30HbI 00 beAMHEHUA IK3EeMMsApa cepBepa ynpasreHus
[ns BbiBOAa N3 30HbI 06 beAMHEHNSA IK3eMMNNsipa cepBepa yrnpaBreHna HeobxoanMo Ha

mpaepe BbINOJIHUTb KOMaHAay:
sudo onezone server-del <upgeHTUPUKATOP_ IOHED> \

<I/I,El;eH’I‘I/I¢I/IKa'I‘Op_y,E[aJ'IHeMOI" O__BK3eMnnsapa>

2.5.5. BBog 3k3emnnsipa cepBepa ynpaBneHusi B 30Hy 06beAuHeHuUs

[ns BBOOA 3K3eMnnsipa cepeepa ynpasneHust B 30Hy o6beamHeHnst HeobXxoaMMOo BbIMNON-
HUTb crenyloLne AencTBus:

1) Ha KOMMbIOTEPE YCTAHOBUTb M MHULMANU3MpoBaTb Cryx0y cepBepa ynpaBreHus

(cMm. [2.4), npu 3TOM HYXKHO yKa3aTb CyLLECTBYIOLLEE NMS YHETHON 3anncy agMUHMcTpaTopa

MK CB;

2) NpoBepUTb, YTO cepBep yNpaBneHNa HaXo4UTCA B OOQUHOYHOM PEXUME KOMaHOOM:
sudo onezone show 0
I'Ipmmep BblBOA4a MNMocrie BbINOJIHEHNA KOMaHAObI.

*ZONE O INFORMATION *
ID : O
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NAME : OpenNebula
ZONE TEMPLATE
ENDPOINT="http://localhost:2633/RPC2"

3) Ha HOBOM cepBepe ynpaBneHns HacTPouTb BecnaponbHbIA AOCTYN AN Nonb3oBaTens
root Ha BCE M CO BCEX 3K3EMMNNAPOB cepBepa YnpaBneHus:;

4) Ha nuaepe caenatb 6ekan 6a3bl JaHHbLIX KOMaHOOM:
sudo onedb backup /tmp/db.backup -f -t postgresql -S localhost \

-u oneadmin -p "<naponb_BJI nupgepa>" -d opennebula
rie <mnapoJss_B]ll supepa> COOTBETCTBYET 3HAYEHUIO NapameTpa PASSWD, yKasaH-

HOMY B paunne /etc/one/one.d/db.conf;

5) ckonupoBaTb H6ekan 6a3bl JaHHbLIX HAa HOBLI CepBep YNpaBneHusl, Anst 3TOro Ha nuaepe

BbIMOJIHUTb KOMaHAY:

sudo scp /tmp/db.backup <new-front-hostname>:/tmp

rie <new-front-hostname> — ceTeBoe UMsi HOBOro cepBepa ynpasneHus. [Jonyc-
KaeTcAa BMeCTO CeTeBblX MMEH YyKa3blBaTb IP-a/J,peca;

6) Ha HOBOM cepBepe yrnpaBrieHusi OCTaHOBUTL CryX0y cepBepa ynpaBreHnss KoOMaHOaoMN:

sudo systemctl stop opennebula

7) Ha HOBOM cepBepe ynpaBrneHnsa BoCcCTaHOBUTb B[] komaHaon:
sudo onedb restore -f /tmp/db.backup -t postgresqgl -S localhost \

-u oneadmin -p "<napons_BJIl HOBOro_cepeepa>" -d opennebula

rae <mnaponb_BJl _HOBOro_cepsepa> COOTBETCTBYET 3HAYEHUIO NapameTpa PASSWD,
yKkasaHHOMY B panne /etc/one/one.d/db.conf;

8) ckonupoBaTb OVMPEKTOPUIO «.onex», pasMeLleHHY Ha nuaepe, Ha HOBbI cepBep

ynpaslieHNA. ,D,J'IFI 3TOro Ha nunaepe BbIMOJTHUTbL KOMaHAY:

sudo scp -r /var/lib/one/.one/ <new-front-hostname>:/var/lib/one/

roe <new-front-hostname> — CETEBOE MMSI HOBOrO cepBepa ynpasneHus. [lonyc-
KaeTcsl BMECTO CeTeBbIX MMeEH yKa3blBaTb |IP-agpeca;

9) Ha nugepe [obaBUTb HOBbLIV cepBep yrnpaBneHNa KOMaHOomn:

sudo onezone server-add <ugeHTHUPUKATOP_ IOHE> \

—-—name <IOJIHOE_JOMEHHOE_ HMsI_HOBOI'O_CepBepa> —--rpc \

http://<nonHoe noMeHHOE HMsi_HOBOI'O_cepBepa>:2633/RPC2
10) ¢ nngepa ckonupoBaTb dann KoHdurypauum raft Ha HOBbIA cepBep ynpaBneHus
KOMaHOou:
sudo scp /etc/one/one.d/raft.conf <new-front-hostname>:/etc/one/one.d/
roe <new-front-hostname> — CeTeBOe MMSI HOBOrO cepBepa ynpasrneHus. [lonyc-

KaeTcAd BMECTO MMEH YyKa3biBaTb IP-ap,peca;

11) Ha HOBOM cepBepe ynpasneHus B hanne /etc/one/one.d/raft.conf CKoppek-
TMpOBaTb 3Ha4YeHMe napameTpa SERVER ID (ngeHTudpumkatop HoBoro cepsepa). igeHTtu-
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domKaTop HOBOro cepBepa MOXHO MOMYYUTb, BbIMNOSIHUB KOMaHAY:

sudo onezone show 0

12) Ha HOBOM cepBepe ynpaBreHus 3anycTuTb Cnyx0y cepBepa ynpasneHus un nepesa-
nNycTUTb Cnyx0y Beb-nHTEpdenca, BbINOMHNB NOCreaoBaTenbHO KOMaHAbI:

sudo systemctl start opennebula

sudo systemctl restart opennebula-sunstone

13) C nugepa ckonnmpoBaTtb CepTI/I(bI/IKaTbI KOPOTKOro nnaBarwowero mMmeHun KOMaH,D,OVIZ

sudo scp /etc/one/ssl/<KopoTKoe_miaBaiomee HMsa>.* \

<new-front-hostname>:/etc/one/ssl/
rae <new-front-hostname> — ceTeBoe MMS HOBOIO cepBepa yrpaBJieEHUA. E,OﬂyC-

KaeTcs BMeCTO CeTeBOro MMeHu ykasaTtb |P-agpec;

14) c nugepa ckonmpoBaTtb ansibl KOHPUrypauun apache Ha HOBbIN cepBep ynpasre-

HUA KOMaHOaMW:

sudo scp /etc/apache2/sites-available/ipa-one-apache2-float.conf \
<new-front-hostname>:/etc/apache2/sites-available/

sudo scp /etc/apache2/apache2.<kopoTkoe_ mninapawmee_ ums>.keytab \

<new-front-hostname>:/etc/apache2/
roe <new-front-hostname> — ceTeBO€ UMSA HOBOIO cepBepa ynpasJieHUA. ,D,OI'IyC-

KaeTcsl BMEeCTO CETeBOro MMeHu ykasaTtb |P-agpec;

15) Ha HOBOM cepBepe yrnpaBrneHns NPUMeHNTb hansibl KOHPUrypaumm apache KoMaH-
Jamu:

sudo ktutil << EOF

rkt /etc/apache2/apache2.<kxopoTkoe miaBawomee uMs>.keytab

wkt /etc/apache2/apache2.keytab

q

EOF

sudo a2ensite ipa-one-apache2-float.conf

sudo systemctl restart apache2

16) NpoBepuUTb KOPPEKTHOCTb HOBOW KOHMpUIypaumm KOMaHOomn:

sudo onezone show 0

2.6. Hactponka Opaysepa Mozilla Firefox u nopkniovyeHne K BebG-uHTepcency

B naHHOM nogpasgene npencrasneH nopsagok HacTporku 6paysepa Mozilla Firefox gns

nogkntoveHust kK Bed-uHteppency MK CB, dyHKUMOHMpPYOWeMY B AUCKPELMOHHOM pexunme. Oco-

©eHHOoCTM HacTporkn bpaysepa Mozilla Firefox ansa cepsucHoro pexmma padotbl MK CB npega-
cTaBneHbl B[2.9

YnpaeneHne K CB ocyulectBnsgeTca ¢ nomoulbio Beb-uHTepdenca no agpecy
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https://<nomnHoe pgoMeHHOE uMsa>/,
roe  <mnoJjiHOe HOOMEHHOEe _HMsi> — MOSIHOEe JOMEHHOE MMS KOMNbKTepa, Ha KOTOPOM

pa3BepHyTa cnyxba cepsepa ynpasneHus.

MpnumevaHune. MNMogkntodeHne k Beb-nHTepdericy MK CB MOXHO ocyecTButb ¢ nobo-
ro KOMMbKTEPA, UMEIOLLIEr0 CETEBOW AOCTYMN K CEPBEPY YNPaBneHUs.

YUTtobbl HacTpouTb 6paysep Mozilla Firefox ons nogkntoyeHus k Beb-nHtepdpenicy MK CB,
Heo6XoaMMOo BbIMONHUTL criegyouime AenCTBUS:

1) yctaHoBuTb 6pay3ep Mozilla Firefox (ecnu npu yctaHoBke OC CH He 6bin BbIGpaH

NyHKT «Cpeactea paboTbl B CETUY») KOMaHOOMN:

sudo apt install firefox
2) 3anycTtuTb Bpaysep, Hanpumep, ¢ UCNoNb3oBaHNeEM rpadmyeckoro nHTepdenica: «yck
— CeTb — Beb-6paysep Firefox»;
3) B apecHyto CTPOKY BBECTU about : config n HaxaTb knasuwy <Enter>;
4) Ha OTKpbIBLUENCA CTpaHuLe «PacluMpeHHbIE HACTPOMKNY B NOJSIE NOUCKa BBECTU Crle-
Aayloulee croBo: negotiate;
5) onga napameTpoB network.negotiate-auth.trusted-uris u
network.negotiate-auth.delegation-uris ycTaHOBUTb 3HAYEHUE:
«http://, https://»;
6) nobaBuTb B UCKIOYEHNE camonognucHom ssl ceptudkar, ans aToro:

a) nepenTu Mo agpecy: https://<nomHoe_[oMeHHOe uMs>:2616,

rge <mnoJjiHoe_NOMEeHHOEe_uMsi> — MNOMHOE AOMEHHOEe NMS KOMMboTepa,

Ha KOTOPOM pa3BepHyTa cnyxba cepBepa ynpasreHus,

0) Ha OTKpbIBLLENCA CTpaHULE C NpeaynpexageHnemM HaxaTb Ha KHOMKY

[dononHuTenbHO], a 3aTeM — Ha KHOMKY [[IpUHATL PUCK U NPOAOITKUTD],

B) Ha OTKpbiBLWeKcA cTpaHuue «Open Nebula» BBOOWUTL HUYETO HE HYXHO;
7) aHanornyHolM obpasom Jo0BaBUTb B UCKITHOYEHWE CaMOoNoAnnCcHON ssl cepTudkat ans
nopta 29876 (Mcnonb3yeTca ANns NOAKIYEHUs K yaaneHHoMy paboyemy ctony BM).
OTKpbIBLUYIOCS CTpaHULy € coobLieHnem 06 owmnbke MOXHO 3aKpbITh;
8) nepentun k Beb-nHTepdency MK CB no agpecy https://<nomnHoe_ [OMeHHOE HMS>;
9) Ha OTKpbIBLLENCS CTpaHUue C npeaynpexneHneM HaxaTb Ha  KHOMKY
[AononHuTenbHO], a 3aTeM — Ha KHOMKY [[IPUHATL PUCK U NPOAOITKUTDL].
MpumeyaHune. Ecnn nogknioveHne K BE6-UHTeEPENCY OCYLLLECTBISETCA HE OT MMEHN
AOMEHHOro Nornb3oBaTernsi, TO OTKPOETCS OKHO aBTopu3aumu;
10) B OTKPbIBLLEMCH OKHE aBTOPU3aLMN BBECTU UMSI U NAPOSb AOMEHHOW YYETHOW 3anncu
(Hanpumep, ayTeHTUMKaLMOHHbIE NapaMeTpbl agMuHuctpatopa MK CB, 3agaHHble BO

BpeMsi  BbINOSMIHEHMS  OEeNCTBMA MO MHUUManu3aumMum  cryx0Gbl  cepBepa
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ynpaBnennsa — cM. [2.4)) n HaxaTb Ha KHornky [BownTu];

11) Ha oTKpbIBLIENCS cTpaHuue «bpecT» HaxaTtb Ha kHomnky [BonTu].
2.7. YcTaHOBKa U MHMUManu3auumsa crnyxobbl cepBepa BUpTyanusauum

B gaHHOM nogpasgene npeacTtaBrieH NopsiAoK YCTAaHOBKM M MHULMaNu3aumm criy>xoébl
cepBepa BMpTyanuaaumm gnst QUCKpeLUMoHHOro pexuma pabotsl MK CB.
OcoBeHHOCTN YCTaHOBKM M MHULMANM3aunmn cepBMCHOro pexxmma pabotsl K CB npea-
ctaBneHbl B[2.9
MpumeyaHwune. MNpouecc nHMumanusaumm cnyxbbl cepsepa BUpTyanusaumm ¢ NoMo-
wbto nnendykoB Ansible (3 coctaa OC CH) onuncaH B|2.8|
[nga ycTtaHoBKM 1 nHMumanu3auum cnyxbbl cepeepa BMpTyanuaaumm Heobxoammo BbInos-
HUTb crneaylowme encTBuS:
1) yctaHOBUTb NakeT ipa-libvirt-gemu KOMaHOOW:
sudo apt install ipa-libvirt-gemu
B OTKpbIBLUEMCS OKHE «JIMUEH3NOHHOE COIMALWEHME» HaxaTb
Ha KHorkKy [MpuHATL];
BHUMAHMUE! B npouecce ycTaHOBKM NakeTa ipa-libvirt-gemu NokanbHOMYy agmu-
HUCTpaTopy byaeT NPUCBOEH MaKCMMarsbHbIA YPOBEHb LENOCTHOCTU paBHbIn 127;
2) nepesarpy3vTb KOMMbOTEP;
3) BbINOMHUTb MHMLManNM3aumio cnyxbbl cepepa BUpTyanu3aumm KOMaHaom:
sudo ipa-libvirt-gemu-configure
B npouecce nHMumannsaumm cepeepa BUpTyanu3auum Heobxoanmo:
a) BBECTU «uMs agMUHUCTpaTopa ipa-cepsepa» (MMS agMUHUCTpaTopa AOMe-
Ha FreelPA, 3agaHHoe BO BpeMs BbINOMHEHNA JENCTBUN NO YCTAHOBKE U HAacTpouke
KOHTpoOmnnepa goMeHa) 1 HaxaTtb knasuwy <Enter>;
0) BBECTU «mapornb agMUHHCTpATOpa ipa-cepsepa» (Mapofib agMUHUCTpATO-
pa pomeHa FreelPA, 3agaHHbIM BO BpeMs BbIMONHEHUS OENUCTBUM MO YCTAaHOBKE U
HaCTpOWKe KOHTponnepa AoMeHa) 1 HaxaTb knasuwwy <Enter>;
B) BBECTU «[IOJIHOE MOOMEHHOEe MHMA QPOHTAJILHOM MamuHH BpecT» (NOSIHOE A0-
MEHHOE NMS KOMMbIOTEPA, HA KOTOPOM pa3sBepHyTa criy>kba cepBepa ynpasneHus) n
HaxaTtb knasuwy <Enter>.
BHUMAHME! Ecnn ons obecneyeHns oTkazoyCToM4MBOCTU CNyXbbl cepBepa ynpas-
neHus npumeHsieTcs TexHonorunst Raft, To Heobxoaumo ykasbiBaTb NOHOE AOMEHHOE
UMs1 3K3eMnnsipa cepeepa ynpasrneHnd, BbICTyNaloLLero B Ka4yectTse nnaepa;
r) BBECTU «MMsI JIOKAJILHOI'O AOMMHUCTPATOpa PPOHTAJILHOM MAallWHEL
BpecT» (MMS NOKanbHOrO agMMHUCTpaTopa KOMMbOTEPa, Ha KOTOPOM pasBepHYT

cepBep ynpaBsneHus) n HaxaTb knaesuwy <Enter>;
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A) BBECTU «I1apoJib JIOKAJIBHOI'O aIMUHUCTPATOPa QPOHTAJILHOM MalWHE
BpecT» (Maporb NoKanbHOro agMuUHUCTpaTopa KOMMNbTEPa, HAa KOTOPOM Pa3BepPHYT
cepBep ynpasneHus) n Haxatb knasuwy <Enter>;
O6 ycnelwHon nHMUManMsaumm cepeepa BupTyanusauumn 6yaet cBnaeTenscTBoBaTh cre-
aywouwas Hagnucehb:
HacrTporixa npomsa yCIemHO !
4) Ha Bcex KOMMbloTepax (Kak BbIMOMHANLWEro (OYHKLUMIO cepBepa ynpaBreHns, Tak 1
BbINOMHSAOLWEro pyHKUNIO cepBepa BUpTyanu3aumm) B dpanne /etc/hosts gobaBntb

CTPOKY BMuaa:

<IP-anpecC_cepBepa_BupTyanuzauun> <uMs_CepBepa_BUPTyalu3aluu>

roe <IP-agpec_ cepBepa_ upTyanusauuun> — |[P-agpec HoBoro komnblotepa, Bbl-
NOSTHSAIOLLIErO OYHKLNIO cepBepa BUpTyanusauuu,
<uMsl_CepBepa_BUPTyanu3anuun> — CETEBOE MMS HOBOIO KOMMbOTEpPA, BbINOs-
HAKOLWEero pyHKUMIO cepBepa BUpTyanuaaunu,

5) Ha HOBOM KOMMbIOTEPE, BbINOMHAKOLWEM YHKLNIO CepBepa BMpTyanu3auum, B ann

/etc/hosts nobasuTb IP-agpeca n ceTeBble MMEHa MMEIOLLIMXCA CEpPBEPOB BUPTYyanunsa-

L.

2.8. UHnumanunsauma nporpaMmmMmHbix KomnoHeHToB MK CB ¢ nomMouwbo nnendykoB
Ansible

B nomeHe FreelPA ¢ nomouwbio nporpammHoro cpeactea Ansible (n3 coctasa OC CH)
BO3MOXHO yAaneHHO MHULMMPOBaTb CepBep YNpaBneHns 1 cepeep BMPTyanu3auuu.

MpumeyvaHue. Ha komnbloTepax NpeaBapuUTenbHO JOMKHbI ObITb YCTAaHOBMEHLI Na-
KeTbl brestcloud-ipa (gnNa cepBepa ynpaBneHusi) unn ipa-libvirt-gemu (gNa cepsepa
BUpPTYyanusaumn).

[ns Toro 4tobbl MHMUMMPOBATL CIYXXObl cepBepa ynpasneHus n cepBepa BUpPTyanu-
3aumm, HeobXoaMMO Ha KOMMbIOTEPE, C KOTOPOro ByaeT Npomn3BOAUTLCA HAaCcTpoWKa, OT UMEHMN
agMUHUCTpATopa C MakCUMasbHbIM YPOBHEM LIENTOCTHOCTY BbINOMHUTL CReAyoLWmne LWarku:

1) ycTaHOBUTb NaKeT brest-ansible KOMaHOOM:

sudo apt install brest-ansible -t brest

2) ckonupoBaTb KaTanor ¢ nnenbykamm Ansible B fomalLHMI KaTanor, BbINOMHMB KOMaHAY:
cp -r /var/lib/brest-ansible $HOME

3) ckoppekTupoBaTb pann ~/brest-ansible/inventory.ini;

Mpumep
[all:vars]
### FreelIPA

freeipa server fqgdn="astral.m.dom"



25
PAOLIM.10001-03 95 01-1

freeipa admin="admin"

freeipa _admin pass="Asdf1234"
### BpecT

freeipa brestadmin="brestchief"

freeipa brestadmin_ pass="Asdf1234"

[brest-front]
brest_front ansible_host=’10.10.10.108" ansible_user=’toor’

ansible password=’quertyl23’ ansible become_ pass=’{{ ansible_password }}’

[brest-nodes]
brest_node_1 ansible_host=’10.10.10.103" ansible_user=’toor’

ansible password=’quertyl23’ ansible become pass=’{{ ansible password }}’

rae freeipa_server_fqgdn — NonHOE JOMEHHOE UMSI KOHTpOMSiepa AOMEHa;
freeipa_admin — vmMda agMuHUCTpaTopa JOMEH3;
freeipa_admin_pass — naponb agMyHUCTpaTopa LOMEHa;
freeipa_brestadmin — UMSA OOMEHHOW y4YEeTHOW 3anucu agMuvHUcCTpaTopa
MK CB;
BHUMAHMUE! B NK CB 3ape3epBnpoBaHbl U HE MOryT ObiTb MCMOMNb30BaHbI Crie-
ayouie nMmeHa nonb3oBaTenen:

- admin;

brestadmin;

oneadmin;

serveradmin.

Kpome TOro, B MMeHu nonb3oBaTens He JOMNyCKaeTCsa UCNOofb30BaHME:
- Cny>ebBHbIX CUMBOIIOB;
- OyKB B BEPXHEM PErnUCTpeE;

- Ll,l/l(prBOFO 3HaKa B Ha4alre MMeHU nosnb3oBaTens.
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freeipa_brestadmin_pass — napornb agmuHuctparopa K CB.
BHUMAHMUE! MNaponb agmuHucTpaTtopa MK CB gomkeH yaoBneTBopsiTb cnegyto-
LM TpeboBaHMSIM CNOXHOCTW:
- napofb nosib3oBaTensa OOIMKEH coaepaTb He MeHee 8 CMMBOSOB Mpu arn-
draBuTe napons He meHee 70 CMMBONOB;
- MakcumarsnbHOe KONMYeCTBO HeyCneLLHbIX MONbITOK ayTeHTugrkaumm (BBoga
HenpaBuUNbHOro Napons) Ao 6riokMpoBKN — 4;
[brest-front] — rpynna gns onnucaHus cepBepoB ynpaBneHus;
[brest-nodes] — rpynna gns onnMcaHnsa cepBepoB BUPTyanu3auum;
ansible_host — IP-agpec nnu nonHoe JOMEHHOE UMsI KOMMboTEpPa (BbIMOMHS-
oLero yHKUMN cepBepa ynpasreHns unum cepeepa BupTyanusauun);
ansible_user — UM4 foKanbHOro agMuUHUCTpaTopa KoMnbloTepa (BbIMOMHAO-
Liero pyHKUMKM cepBepa ynpasneHus Unn cepeepa BupTyanuaaummn);
ansible_password — naposib JIOKanbHOro agMUHUCTpaTopa Komnbtotepa (Bbl-
nonHsitowero oyHKLMM cepBepa yrnpasneHns nnmn cepeepa BUpTyanusauum);
ansible_become_pass — naponb ans komaHabl sudo. Ecnn coBnagaet ¢ na-
pofieM agmuHUcTpatopa unum naposnb ans sudo He Tpebyetcs, ocTaBuUTb 6e3
M3MEHEHUN 3HavyeHne «{{ ansible password }}»;
4) nepenTn B Katanor ¢ nnenbykamum:
cd ~/brest-ansible
5) 3anyctntb NnNendyk KOHOUIypnpoBaHNS:
- KOMaHga ansa uHuumanusauum cepsepa yrnpasrieHuUs:
ansible-playbook brestcloud_ipa_configure.yml
- KOMaHAa ans nHuumManusauuu cepeepa BupTyanusayuu:
ansible-playbook brestcloud_ipa_kvm nodes.yml
O6 ycnewHon nHMumanuaalmm NnporpaMmMHbIX KOMNOHEHTOB ByaeT cBMAETENbCTBOBATL
cneaywoulas Haanuchb:

HacTpoiika mnpomrna ycCHIemHO !

2.9. OCOGEeHHOCTU YCTaHOBKM U WMHULManNuU3auuMm CEepBUCHOIo pexuma pabdoTbl

NnKcCB

[nsa ycTaHOBKM U MHUUManmM3aumm cepsucHoro pexuma pabotsl MK CB Heobxogumo
BbINONHUTL cnegylowmne 4enCTBUS:
1) yCTaHOBWUTb M MHMLMMPOBATbL CNYXXOy cepBepa ynpasreHusi Ha Heobxoaumoe Konuye-
CTBO KOMMbIOTEPOB, AN 3TOrO:
a) YCTaHOBWUTb NaKeT brestcloud-base KOMaHOOMN:

sudo apt install brestcloud-base
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B otkpbiBwemcs okHe «JIMUEH3NOHHOE COIMMALWEHWE» HaxaTb Ha kHonky [Mpu-

HATb];

MpumeyaHune. Bo Bpemsa yCcTaHOBKM nakeTa brestcloud-base aBTOMaTn4eCcku

OyaeT BbINONHEHa HMUManusauunsa cnyx6 cepsepa ynpasneHnsa n cepsepa BupTya-

nmnsauuu.

6) HasHaunTb Naponb NoKanbHOMY MONb30BaTeNto brestadmin KOMaHOOWN:

sudo passwd brestadmin

MpnmeydaHwue. Y4yeTHas 3anucb nornb3oBaTenbs brestadmin co3gaeTcs aBToma-

TMYECKM BO BPeMS YCTaHOBKM NnakeTa brestcloud-base.

B) nepesarpy3vTb KOMNbIOTEP;

2) yCTaHOBUTb M MHMUMUPOBATL CNyX0y cepBepa BUpTyanu3aunum Ha Heobxoanmoe Konu-
4YeCTBO KOMMbIOTEPOB, ANSA 3TOro:

a) YCTaHOBUTb NaKeT opennebula-node-kvm KOMaHOOMN:

sudo apt install opennebula-node-kvm

B otkpbiBwemcs okHe «JIMUEH3NOHHOE COIMALWEHWE» HaxaTb Ha kHonky [Mpu-

HATb).

0) nepesarpysnTb KOMMbIOTEP, BbINOMHAKOLWMIA (PYHKLNIO cCepBepa BUpTyanusaumm;
MpumeyaHue. Ha komnbroTepe, BbINOMHALOLWEM YHKLMIO CepBepa ynpaBneHns, Criyx-
6a cepBepa BMpTyanusaumm yCTaHaBMMBaeTCa N MHULMUPYETCA aBTOMATUYECKM Npu ycTa-
HOBKe nakeTa
brestcloud-base.

3) HacTpouTb nogkntodeHue k Beb-nHtepdericy NK CB B 6paysepe Mozilla Firefox Ha
KOMMbIOTEPE, BbIMOMHAKOLWEM (PYHKUNIO cepBepa ynpasneHus, (unv Ha nodon gpyromn
MaLUnHe, UMeloLen CETEBOW AOCTYN K 3TOMY KOMMbIOTEPY), ANs 3TOro:

a) ycrtaHoBuTb 6paysep Mozilla Firefox (ecnun npn yctaHoBke OC CH He 6bin BbibpaH

nyHKT «Cpencrtea paboTbl B CETU») KOMaHOOWN:

sudo apt install firefox

0) 3anyctutb Bpaysep, HanpuMmep, C UCNOSIb30BaHUEM rpadmyecKkoro nHTepdenca:

«lMyck — CeTb — Beb-6pay3sep Firefox»;

B) Ao6aBuTb B UCKNIOYEHNE CaMONOANUCHOM Ss| cepTudmkart, 4nsa aToro:

- nepenTn No agpecy: https://<nomnHoe_pomeHHOEe_ umMs>:2616,
e <moJyiHoOe_[OMEeHHOe HMs> — MNOSfIHOe AOMEHHOE MMS KOMMbITEpa,
Ha KOTOPOM pa3BepHyTa crnyba cepsepa ynpasrneHus,
- Ha OTKpPbIBWENCA CTpaHuue C npegynpexgeHneM HaxaTb Ha  KHOMKY
[QononHuTenbHO], a 3aTeM — Ha KHOMKY [[IpMHATL PUCK U NPOAOITKUTD],

- Ha oTkpbiBLLENcs cTpaHnue «Open Nebula» BBOAWUTbE HAYETO HE HYXHO;
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r) aHanorn4yHbiM obpasom 0ob6aBuUTb B UCKITHOMEHME cCaMonoanncHom ssl ceptudkar
ansa nopta 29876 (ncnonb3yetca And NOAKIYeHUs K yaaneHHoMy paboyemy ctony
BM). OTKpbIBLUYOCS CTpaHULYy C coobLeHnem o6 ownbKe MOXHO 3aKpblThb;
A) nepentu k Beb-nHtepency MK CB no agpecy:
https://<nomnHoe_[OMEHHOE UMSI>;
€) Ha OTKPbIBLUENCHA CTpaHuue C npegynpexngeHneM HaxaTb Ha  KHOMKY
[AononHuTenbHO], a 3aTeM — Ha kHOMKy [[pUHATL PUCK U NpoAoNXUTb] (ABa-
XObl);
X) Ha OTKpbIBLLencs cTpaHuue «bpecTt»:
- B none «JlormH» BBecTn «brestadminy,
- B none «llaponb» BBECTM Naporib foKanbHOro nosib3oBarens brestadmin,
KOTOpbI 6bIN 3aaH BO BPEMS BbINONIHEHWUSA ENCTBUI NO YCTAHOBKE U MHMUMANu-
3auumn cnyxbbl cepBepa ynpaBneHus,
- HaxaTb Ha kHorky [BouTtu];
4) 3apernctpupoBaTtb cepBep BupTyanmsauumn B Beb-nHtepdence MK CB, ana atoro:
a) Ha  KOMMblOTEepe,  BbINOMNHAKOWEM  (PYHKUMIO  cepBepa  ynpasrieHus,

B panne /etc/hosts gobasuTb CTPOKY BUAaA:

<IP-apgpec_cepBepa_BuUpTyanuzaluuu> <UMs_CepBepa_BUPTyaiu3aluu>
rie <IP-ampec_cepeepa_supTyanusauun> — |[P-agpec komnbioTepa,
BbINOSHSAOLWEro yHKLUMIO cepepa BUpTyanuaauuu;
<HMH_cepBepa_BHpTyanH3aupm> — ceTeBoe M4 KOMI'IbIOTepa,
BbIMOSHAOLLEro (PyHKUMIO CepBepa BUpTyanusaumm,
0) nepenTtun kK Beb-nHTEpdency MK CB no agpecy:
https://<nomsHoe OOMEHHOE HMS>;
B) B BeG-nHTepdence MK CB B MeHto cneBa BbIbpaTb NyHKT MeHio «HdpacTpykTypa
— Y3nbI» N Ha OTKPbLIBLLENCHA CTpaHuLe «Y3rbl» HaxaTb Ha KHOMKY [+];
r) Ha oTKpbIBLWeNncs cTpaHuue «Co3aath y3en»:
- B none «Mmsa xocta» ykasaTb CETEBOE MMS KOMMbOTEPA, BbINOMHAKLWErNO gOyHK-
LU0 cepBepa BUpTyanusauum;
- B none «JlormH agMMHUCTpaTopa» BBECTU MMS JIOKaNbHOIMo agMuMHUCTpaTopa
KOMMbIOTEpPA, BbINOSTHALWEro yHKUUIO cepBepa BUpTyanmsauum;
- B none «[laponb agMMHUCTpaTopa» BBECTM Naporib JIOKaNbHOro agMmMHUCTpa-
TOpa KOMNbOTEPA, BbIMOMHAKOLWLENO (PyHKLMIO CepBepa BUpTyanusaumm,
- HaxaTb Ha kHornky [Co3aaTb];
) Ha OTKpbIBLUENCSA CTpaHuue «Y3nbl» MNOSIBATCA 3anvicb O 3apermcTtpupoBaHHOM

cepBepe BupTyanusauun. Heobxoammo goxaartbcs noka B ctonodue «Crtatyc» ans
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3TOro cepBepa BUpPTyanu3aunm 3HadeHe Uuunuanusanusa He U3BMEeHUTCS Ha BKIL.

[na obHOBNEHWs 3HaYeHUs cTaTyca MOXHO BOCMONb30BaTbCsl KHOMKon [O6HOBUTBL].
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3. HACTPOMKA XPAHUIIULLIA

Hencteua no Hactpownke MK CB ans ncnonbsoBaHnsa xpaHunuiy BoinonHsaTes 8 OC CH
noa yyetHou 3anuceto agmuHuctpatopa OC CH ¢ BbICOKMM YpPOBHEM LEeNOCTHOCTU. [lencTBus no

pernctpaumm xpanmnuiy B MK CB BbinonHATCA nog y4eTHon 3anucbio agmuHuctpartopa MK CB.
3.1. O6wme cBepeHus

B MK CB ucnonb3yeTcsi ABa OCHOBHbIX TUMA XpaHWUnuLLla OaHHbIX:

- xpaHunuwe obpasos (Images Datastore) — npegHaszHavyeHo ANsA xpaHeHns Bcex 3aperun-

CTPMpPOBaHHbIX 06Pa30B, KOTOPbIE MOrYT UCNONb30BaTbCs AN co3gaHus BM. B kavecTse

Takmx o6pas3oB MOryT BbICTyNaThb:

- 0bpa3 onepaunoHHon cnuctemol (06pas 3arpy3o4HOro aucka),

- CD-ROM — gpann B coopmate ISO, cogepxawmnmn obpas ontmyeckoro gucka. Takme
obpa3sbl NpegHasHayYeHbl TONbKO OS5 YTEeHUS,

- 00wmir 6rnok gaHHbIX — 0bpas gmcka, Ha KOTOPOM MOryT BbITb pas3MeLLeHbl Nobble
AaHHble, HeobxoaMmble NOSb30BATENIO;

- cuctemHoe xpaHunuule (System Datastore) — ncnonesyerca ans pasmelleHms obpasoB

OVCKOB co3aaHHbiXx BM. 3T o6pasbl MOryT ObiTb NOSIHBIMU KONUSIMKU MCxogHoro obpa-

3a, gensraMmm unm CUMBOJSTIMMECKUMU CChINIKaMW Ha UCXOAHbIN 0Opas, B 3aBUCUMOCTU OT

NCNoNb3yeMon TEXHONOMMK XpaHeHus. MNpu ncnonb3oBaHnn ansioBon TEXHONOMMN Xpa-

HEHUS1 B CUCTEMHOM XpaHUnuLie pasmellarotca cnyxebHole dannsl BM, cosgaBaemble

npu dopMMpoBaHNN CHUMKA COCTOsIHUSA aTon BM.

Kpome Toro, otgenbHo BblgensatoT xpaHmnuwe dannos (Files Datastore), koTopoe uc-
nonb3yeTcsa Ana XxpaHeHnsa obblvHbIX harnoB. Takumn dannamm MoryT ObiTb pe3epBHbIE KONun
BMPTYarnbHbIX MaLUMH UM KOHTEKCTHbIe charnbl. Hanpumep, B XxpaHunuiie ¢annos MOXHO Nome-
CTUTb OonpedeneHHbIn init-CKPUNT 1 ykasaTb ero B KOHTeKCTyanusaumm ana BM. 1ot dann Oyaer
pa3mMelleH Ha KoHTekcTHoM CD-ROM, goctynHom B OC aton BM. Taknm o6pa3om MOXHO Ha-
CTPOMUTb BbIMOSMIHEHWE YKa3aHHOro init-ckpunTta npu 3arpyske OC BupTyanbHOW MawwmHbl. [pouecc
HaCTPOWKM XxpaHunuwia darnnos onvcaH B[3.7]

Mpun pasmelleHnn B XxpaHunuuie obpasos kaxgomy obpasy amcka HeobxogMmMo NPUCBOUTb
aTpUBYT «MOCTOSAHHBINY UMM KHENOCTOSAHHBINY

- «NOCTOSIHHbINY (persistent) — AMCK NOCTOAHHOIO XpaHeHNs AaHHbIX. M3MeHeHus, BHe-

CeHHble B Takon 0bpa3 ancka, byayT coxpaHeHbl nocne yaanenHna BM unu otcoeguHeHns

ero ot BM. B nto6on MmomeHT BpeMeHn MOXeT ObITb ToNbko ogHa BM, ncnonbe3youwias

NMOCTOSIHHbIN 00pas3;

- «HEenocTosiHHbIN» (non-persistent) — ANCK HEMNOCTOAHHOIO XpaHeHUs AaHHbIX. 3me-

HEHUs1 He COoXpaHATCs nocne yaaneHns BM unu otcoeguHeHns atoro obpasa gucka ot
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BM. HenoctosiHHbIE 06pa3bl MOryT MCMOMb30BaTbCA HECKONMbKMMN BM ogHOBpEMEHHO,

MOCKONbKY Kaxaas u3 HUX Byaet pabotatb Co cBOen COOCTBEHHOM KOMUEN.

OcobeHHOCTM NCNONb30BaHUS «MOCTOSHHBLIX» U «HEMOCTOSIHHbLIX» 0Opa3oB Aucka, B TOM
yrcne NopsagoK PopMMPOBaHNSA CHUMKOB COCTOSIHUS AUCKa, 3aBUCUT OT UCMONb3YyeMON TEXHONOrm
XpaHeHus. W npeacTasneHbl B pas3fenax, OnucbiBatoLLmMx 0COGEHHOCTM METOAOB Nepeaaqn AaHHbIX
MEeXay XpaHUnuem obpasoB U CUCTEMHbBIM XPaHUITULLEM A5 KaXKO0W TEXHONOMMU XpaHeHUs!.

[ns nocTpoeHns xpaHunuuia AaHHbIX UCNOSb3YHTCA crneaytowme 6a3oBble TEXHOMOMMN
XpaHeHus:

- harnosas TexHonorus xpaHenus (cm. 3.3));

- BrioyHasa TexHororus xpaHeHus ¢ ucnonb3oBaHnem LVM (logical volume

manager — MeHegkep Norm4ecknx TomoB) — cM. (3.4;

- nporpammHo-onpeaensiemas TexHonorus xpaHeHust Ceph (cm. [3.5));

- Raw Device Mapping — npsimoe nogkntoyeHne k BM cyLiecTByroLwmx 6noYHbIX YCTPOWCTB,

MCronb3yeTcs TONbKO AN OpraHu3aumm xpaHunuiia obpasos (cMm. [3.6).

BasoBble TexHoNorMmM xpaHeHnsa (napameTtp DS_MAD) U COOTBETCTBYHOLLME UM METOAbI
nepegayn AaHHbIX MeXay XpaHunuiiem o6pasoB 1 CUCTEMHBIM XpaHunuwiem (napametp TM_MAD)

npeacrtaejieHbl B Tabnuue .

Tabnuua 1
3HavyeHue| 3HayeHne
BasoBas
napa- napa- .
TexHonorusa OnucaHne meToga nepefaym gaHHbIX (aparvisepa)
MeTpa MeTpa
XpaHeHMs
DS_MAD | TM_MAD
ssh O6pasbl KonupylTCcHa ¢ NOMOLLbI0 Ssh-NpoTokona
dannosas TeEXHO- "
fs O6pasbl 3KCNOPTUPYHOTCA B COOTBETCTBYHOLLUUIA KaTasnor cu-
nornsa xpaHeHuns shared

CTEMHOrIo XpaHunuila Ha cepBepe BupTyann3aumnm

AHanornyHo shared, Ho gonsi obpasoB dopmarta gcow?2.
O6pasbl co3galTcsa 1 NnepenaroTcs ¢ MOMOLLbIO KOMaHAbI

qcow?2 ,
gemu-img C MCMNOMb30BaHMEM OpurMHanbHoro obpasa B
KayecTBe onopHoro darna
BriouHas  TexHo- | fg fs Ivm O6pasbl xpaHATCs Kak 0bbl4HbIE hanrnbl, Npu co3gaHu BM
FIOTUS XpaHEeHs - OHM BbIrpy>KatoTcs B fiormdeckne Toma (LV)
C MCNonb3oBaHU- Mpwu 3arpyske obpasa gucka BM B xpaHunuiie obpasos
em LVM aBToMaTuyeckn cosgaetca LVM-Tom, B KOTOpbIW 3anucChbl-
lvm Ivm_Ivm | BaeTca 3arpyxaembin obpa3 B dopmate raw. [pu pas-

BepThbiBaHUN BM B CUCTEMHOM XpaHUNULLE aBTOMaTUYECKU
cosgaetcs konust LVM-Toma 13 xpaHunuiia obpasoB

Mpw 3arpyske obpasa gucka BM B xpaHunuiie obpasos
aBToMaTudecku cosgaercsa LVM-Tom, B KOTOPbIN NULLETCS
Ivm_thin | Ivm_thin | 3arpyxxaembin 06pa3 B hopmate raw. [1pn pasepTbiBaHUN
BM B cnctemMHom xpaHunuuie 13 obpasa gucka asTomaTu-
Yecku cosgaetcs ToHkui LVM-Tom B dpopmate gcow?2
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OkoHyaHue mabnuusi 1

3HayeHune| 3HayeHue
BasoBas
napa- napa- .
TexXHonorus OnucaHne meToga nepegaym AaHHbIX (aparisepa)
MeTpa MeTpa
XpaHeHus
DS_MAD | TM_MAD
Ceph ceph ceph Bce obpasbl akcnoptupytotca B Ceph-nynbl
Raw Device Mpamoe nogkntoveHne k BM cywiecTByrOmMX GIOYHBIX
Maobin dev dev YCTPOWCTB, UCNONb3YEeTCA TOMbKO AN OpraHu3aumm xpa-
bping Hunua obpasos

Tvn xpaHunuuwa onpegenserca napaMmeTpomMm TYPE, KOTOPbIM MOXET NPUHUMATL Criegyto-
LMe 3HaYeHns:

- IMAGE_DS — ang xpaHunuuia obpasos;

- SYSTEM_ DS — AS11 CUCTEMHOIO XpaHUNuLLa;

- FILE_DS — onga xpaHunuiia ¢annos.

Kpome TOro, Ansa xpaHumnuiy MOXXHO AOMNOMHUTENBHO ONPeaAenuTb 3Ha4eHMs NapameTpoB,

npencTaBneHHbIX B Tabnuue

Tabnunua 2

MapameTp OnucaHune

I'Iepet-leHb Katanoros, pasgeneHHbIX CUMBOJIOM npo6er|a, B KOTOPbIX
RESTRICTED_DIRS 3anpeLuaeTcs pasmeLlarts o6pasbi.
Mo YMOJTHaHUO MMEET 3Ha4YeHne «» — KOpHeBOI7I KaTtanor

MepeyeHb kaTanoros, pasgeneHHbIX CUMBOSIOM npobena, B KOTOPbIX
paspellaeTca pasmewatb obpasbl. Vicnonb3yetcs, ecnu Heobxo-
SAFE_DIRS OUMO pasmecTuTb obpas B JOYEpPHEM KaTarore «3anpeLieHHOro»
Karanora.

Mo ymonyaHumtio MMeeT 3HavyeHne «/var/tmp»

Ecnu nmeeT 3HaveHne «yes», TO Neped pasMeLleHnemM B XpaHu-
NO_DECOMPRESS nvie dann He ByaeT pacnakoBaH, ecriv oH Gbin NpeaBapuTenbHO
apXvMBUPOBaH UM cxar.

MakcnmanbHas ckopocTb (6anToB B CekyHAy) 3arpysku ganna us

LTMIT TRANSFER BW
- - URL-ncTo4HUKa. BoamoxHo ncnonb3oBaHue cyddpumkcos K, M nnm G

Ecnu nmeer 3HaveHne «yes», TO nepen cosgaHnem HoBoro obpasa
DATASTORE_CAPACITY CHECK | 6yger npoBefeHa npoBepka Hanuums cBOGOAHOIo AUCKOBOIO pecyp-

ca
LIMIT MB PaspelueHHbI MakcuManbHbI pasmep xpaHunuwa (M6anT)
DRIVER dopmar danna obpasa ancka (RAW mnm Qcow?2)

Mcnonb3ayeTtcst Tonbko Ans xpaHunuuy, obpasos.

MepeyeHb NOEHTUUKATOPOB CUCTEMHbBIX XPaHWUIWLL, pasnereHHbIX
3ansiTo, C KOTOPbIMU COBMECTUMO U MOXET ObiTb MCMONb30BaHO
XpaHunuiie obpasos (Hanpumep, «0,100»)

COMPATIBLE_SYS_DS

Mo ymon4yaHuio nocne vHUUManusauum nporpammHblix komnoHeHToB MK CB (cm. pas-
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aen [2) xpaHmnuuia HacTPoeHbl Ha UCMONb30BaHUE JTIOKaNbHOM dannoBoO CUCTEMbI (KaTanoru

/var/lib/one/datastores/<upmeHTudruraTop xpanHunuma>). [1py 3TOM B Ka4ecTBe METO-

Oa nepenadn aHHbIX Mexay XpaHunuiuiem 06pa303 N CUCTEMHbIM XpaHunuiuiem yCctaHOBJ1EH

ssh.

NaoeHTudmkaTopbl U1 HAMMEHOBAHUS XPaHUIULL, CO3AaHHbLIX MO YMOMYaHWIo BO Bpemsi

MHMLManu3aumm nporpaMmHbix komnoHeHToB MK CB, npuBeaeHbl B Tabnuue (3

Tabnuuya 3
WpeHTndukatop HanmeHoBaHune OnuncaHune
0 system CUCTEMHOE XpaHunuLLe
1 default XpaHunuiie obpasos
2 files XpaHunuiie dannos n agep

MpumeyaHune. CtaHgapTHbIA NyTb AN XpaHunuu, /var/lib/one/datastores

MOXXHO U3MEHWUTb B KOHUrypaumoHHoM dansne /etc/one/oned.conf 4yepes napameTp Ha-
CTPOMKN DATASTORE_LOCATION (cM. [5.3)).

3.2. Co3pgaHune xpaHunuuy,

E,J'IFI co30aHnA XpaHunuilia Heob6xo4MMO BbIMNONHUTL cnegywuwyro nocnenoBaTteribHOCTb

JEencTBUN:

1) NoAroToBUTb CUCTEMY XPaHEHUSI AaHHbIX B COOTBETCTBMM C BbIOpaHHON TEXHOMNOrnemn
XpaHeHus;

2) BbINOMNHUTL AononHuTenbHy HacTpourky MK CB gns ucnonb3oBaHus BblGpaHHOM
CUCTEMbIl XpaHeHus;

3) B K C co3gaTtb NOrMYeckyto CyLHOCTb XpaHunumLia (3apermcTpmpoBaTth), ykasaB ero
nmsa, T1n, 6a3oBy0 TEXHOMNOMMIO XpaHEHUs1 1 MeTop, nepefayn AaHHbiX. [locne perucrpa-
LMy XpaHunuia byaeT cosgaH Kkatanor ¢ MAeHTUUKATOpPoOM XpaHunuiia (No ymonyaHuo
/var/lib/one/datastores/<umeHTUdUKaTOp XpaHUIuma>). 3Ha4eHne naeHTndu-
KaTtopa XpaHunuLl, co3gaBaeMblx nofnb3oBaTeneM, opMupyeTcs aBToMaTU4eCcKn nyTem
nocnegoBaTenbHOro yBenuYeHnsa 3HadyeHns, HaunHas ¢ yicna 100;

4) Ha cepBepe ynpasreHns 1 cepeepax BUpTyanu3aunum CMOHTUPOBATL MOATOTOBMEHHYHO
CUCTEMY XpaHEHUA JaHHbIX B KaTanor xpaHunuuia.

MonpoGHee NpoLecc co3naHnsa XpaHUnuLL, NOCTPOEHHbIX Ha 6ase pas3nuyHbIX TEXHOOMUI

xpaHeHusi, onmcaH B [3.3H3.6|
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3.3. XpaHunuwa Ha 6a3e ¢annoBon TEXHONOIMMU XpaHEHUA

3.3.1. Ocob6eHHOCTU hanIoBOM TEXHONMOIMMU XpPaHEeHUA

dannoBas TeEXHONOMMA XpaHeHNsa NO3BOMSET XpaHUTbL 00pasbl AUCKOB B BUAe dhanna. B
KayecTBe cucTeMbl XpaHeHns AaHHbIX (CX[) MOXeT BbICTyNaTb SloKanbHOE XpaHunuLle cepeepa
(Hanpumep, cneumanbHO BblaeneHHoe B6roYHOE YCTPOMCTBO) N BHeLwwHee xpanunuue. B MK CB
noaaepXmnBarTCHa BHELLHME XpaHUmuLLA, NOCTPOEHHbIE Ha Taknx TexHonornax, kak NAS n SAN:

- NAS (Network Attached Storage — ceTeBoe xpaHunuile AaHHbIX) obecneynBaeT JOCTyn

K JaHHbIM Ha YpoBHe (hainsos;

- SAN (Storage Area Network — ceTb XxpaHeHMs OaHHbIX) o6ecneymBaeT OCTYN K AAaHHbIM

Ha ypoBHe BrI0YHbIX YCTPOUCTB.

SAN obecneumBaeTt npegocTaBneHne BrioyHbIX YCTPONUCTB NOCPEACTBOM CETEBbIX NPOTO-
Konos, Takux kak Fibre Channel unun iSCSI. Ina goctyna k onpegeneHHomMy ceteBoMy 6r1o4HOMY
YCTPOMCTBY MCNOSb3yeTcs cneumanuampoBaHHbii agpec atoro yctponctesa — LUN (Logical Unit
Number — Homep noruyeckoro yctponctaa). [insa opraHmnsaumm xpaHeHmsa B MK CB Tpebyetcs
BblaeneHme kak MuHnmym asyx LUN (ogmH — ansa xpaHunuwa obpasos, BTOPON — AN CUCTEM-
Horo xpaHunuwa). 3Tm LUN gomkHbl 6b61Tb Npe3eHTOBaHbl KaXX4oMy KOMMbIOTEPY, HAa KOTOPOM
pa3BepHyTbl CNY>XObl cepBepa ynpaesneHust U/unum cepeepa BUpTyanu3auuu.

dannosas TEXHONOMMNA XpaHeHUs NOAPa3yMeBaEeT, YTO NOAKMYEHHbIE CUCTEMbI XPaHEHNS
AAaHHbIX pa3MeyeHbl C UCMOoNb30BaHMEM OAHOM U3 PannoBbIX CUCTEM.

BHUMAHMUE! CeteBas dannosas cuctema NFS He nogaepmBaeTt nucnonb3oBaHne METOK
6e3onacHocTu. Ecnu nnaHnpyeTca ncnonb3oBaHWe 3TON hansioBOM CUCTEMbI NPU NOCTPOEHNN
XpaHunuuia, yHKLUNOHMPYOLLEro B MaHAAaTHOM KOHTeKCcTe, To ans BM cnegyet yctaHOBUTH
YPOBEHb LIeNIOCTHOCTH, HasHa4YaeMblii Mo ymonyaHuto, pasHbiM O (cwm. [3.3.2).

PekoMeHayeTcst UMETb HECKONBbKO XPaHWUIULL, NOCTPOEHHbIX Ha Ga3e hanoBon TeXHOMO-
TN XpPaHEeHUS N C MPUMEHEHMEM Pa3fMYHbIX METOAOB nepeaayn AaHHbIX, ANs:

- pacnpegeneHus onepauui BBOA4a-BbIBOAA MEXAY CepBepaMu XpaHEHUS AaHHbIX;

- obecneyeHns HeNpepbIBHOCTMN 0BCNYXNBaAHWS.

3.3.2. OrpaHnyeHus, cBs3aHHble ¢ (pyHKLMOHNpoBaHuem dannosoun cuctembl NFS

B auckpeunoHHoM pexnme dyHkunmoHupoaHusa MK CB npu ncnonesosaHnn NFS Ha
KaXKoM cepBepe BUpTyanuaaumm cregyeT YCTaHOBUTb YPOBEHb LIENOCTHOCTU, Ha3Ha4YaeMbIn No
ymon4yanuto ansa BM, pasHbim 0. [Ins atoro Heo6xoanMMO BbIMNOMHUTL Cregyolmne 4enNcTBus:

1) octaHoBUTL cnyxby libvirtd KOMaHAOW:

sudo systemctl stop libvirtd.service

2) B KOHUrypaumnmoHHom panne /etc/libvirt/libvirtd.conf, yCTaHOBUTb 3HaYe-

HWe napameTtpa ilev_vm paBHoe O:

ilev_vm = 0
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3) 3anyctutb cnyxby libvirtd KOMaHOoW:

sudo systemctl start libvirtd.service

3.3.3. Oco6eHHOCTM MCNONb30BaHUA METOAOB Nepefayn AaHHbIX

3.3.3.1. MeTtoabl nepenaum Shared n Qcow?2

Mpun ucnonb3oBaHun gpanBepa shared (MeToga coBMecTHon nepegayvm — shared transfer
driver) o6pa3sbl anckoB BM aKCnopTupyroTCa B COOTBETCTBYHOLLMIA KaTanor CACTEMHOIO XpaHunuia
Ha cepBepe BUpTyanusaumun. [pn aTom Ha BCcex y3nax BupTyanusaumm gomkHa OblTb yCcTaHOBMEHa
N HacTpoeHa obLas pacnpegeneHHas (unu knactepHasi) gannosasi cuctema.

[paneep gcow2 ABMSETCA pPa3sHOBMOHOCTbIO MeTofa COBMECTHOW nepenavm U opueH-
TMpoBaH Ha paboTy ¢ obpaszamu auckos popmaTta Qcow2. Obpasbl co3gatoTcs U nepegaroTcs
C MOMOLLbK MHCTPYMEHTa KOMaHAHOW CTPOKM gemu-—img C UCMNOSIb30BaHMEM UCXOL4HOro obpa-
3a B KayecTBe onopHoro ¢anna. CtaHgapTHble NnapaMeTpbl UHCTPYMEHTA KOMaHAHOW CTPOKU
gemu-img MOXHO CKOPPEKTUPOBaTb, yKa3aB HEOOXoAnMble 3HAYeHUs B KOHUTYpaLMOHHOM
danne /etc/one/tmrc (nepemeHHas QCOW2_OPTIONS).

CxemMa (pyHKLMOHMPOBaHWs NpeacTasneHa Ha puc. [1]

4 N\

x:::::o:me / CepBep BMpTyanu3aLum \

e A G}ATASTDRE_LDCATION;{ \
o0— — 100/
— ) N | — 7/ Symbolic link
e N | | disk.®
= | L— disk.1
L— 16/ ‘Capy

[y
=
fary

S

- J

/ Cepsep ynpaeneHus \

f,"varﬂih!one,ﬂ'datastores\
— 100/
| 7/
| _— 16/
101/
— 4b2cda93
— 6f7f699d
L— 808bdfcb

I
|
p S
Lr 4b2cd393

|_
— 6f7f699d
L— ge8bdfc

N

Bce dainoeble onepaymm
(ln, cp M T.0.) BBINOAHAKTCA Ha
Y3Ne BUPTYaNM3aLlm

N g

Puc. 1
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Mpwn paseepTbiBaHM BM Ha cepBepe BupTyanusauum B Katanore CUCTEMHOIO XpaHunuiia
(100) cospgaetcsa paboynin katanor BM ¢ HaumeHoBaHMeM, COOTBETCTBYIOLLEM UAEHTUdUKaATOPY
aton BM (7). N3 kaTanora xpaHunuwa obpasos (101) B paboumi katanor BM konupyetca cann
HEenoCcTosiHHOro obpasa, ykasaHHbln B WwabnoHe BM (disk.1) n/unn dopmmnpyetca cMmMBonm-
yeckasi CCcbifika Ha ghann NocTosiHHoro obpasa (disk.0). Undpa nocne npedukca «disk.»
COOTBETCTBYET HOMepY AucKa, YKa3aHHOMY B LWabrnoHe.

Mpn co3gaHmMm cHUMKa cocTosiHus paboTatowen BM B pabodem kaTtanore 3anucbiBaercs
drann coctoaHusa aton BM ¢ HanmeHoBaHWeM BUAa «snap-<HoMep>.xXmly,
rae  <Homep> — NOpPAOKOBbIN HOMEP CHUMKA, HauynHas ¢ undpbl «0».

Mpn ncnonb3oBaHUKU apanBepa gcow2 BO BPEMS CO34aHUA CHMMKA COCTOsIHMA paboTato-
wen BM Takke dhopMmnpyeTcsi CHUMOK COCTOSIHUS aucka aton BM. B phann cHMMKa cocTosiHus
AVCKa 3anucbiBalOTCA U3MEHEeHUs B JaHHbIX, codepKallmMxca Ha Aucke (gensrta). B kavectse
HaMMeHOBaHUSA hannoB CHUMKOB COCTOSIHUS AUCKA BbICTYNaeT NOpPSAKOBbLIM HOMEP CHUMKA, Ha4u-
Has ¢ undpbl «0». MNMpu aToM dransibl CHUMKOB COCTOSAHUA AUCKA pa3MeLLaloTCsa B CrieayoLmx
KaTanorax:

- Ana HeNOCTOAHHbIX o6pa308:
/var/lib/one/datastores/<umeHTudrUKaTOP_CHCTEMHOIO_XpaHumnuma>/ \

<upenTudurkaTop BM>/disk.<umenTuduraTop_nucka>.snap/

Mpumep
Ans npumepa, npeacraeneHHoro Ha puc. [1]
/var/lib/one/datastores/100/7/disk.1l.snap/

Mpun aToM pann disk.1 ByaeT 9BNATLCA CUMBONNYECKOW CCbINTIKON Ha dhann akTyanbHOro

CHMMKa COCTOAHUNA ONCKa.

- Anda NOCTOAHHbBbIX O6pa3OB:
/var/lib/one/datastores/<unenTudurarTop xpaHunuma obpazos>/ \

<upgenTuduxraTop_ obpaza>.snap/

Mpumep
Onsa npumepa, npeacrasneHHoro Ha puc. [1]
/var/lib/one/datastores/101/6£7£699d.snap/

Mpun atoM Gpann disk. 0 Byget ABNATbCS CUMBOSIMYECKOW CCbINIKOM Ha dhans akTyanbHOro
CH/MKa COCTOSIHUSA AMUCKA.

Kpome Toro, B pabouem katanore BM 6ygeTt cozgaHa cuMBONMYeckas Ccbifika ¢ HaMMEHO-
BaHMeM disk.0.snap, KOTOpas ykasblBaeT Ha Katanor CO CHUMKaMu COCTOSHUN ucKa
(/var/lib/one/datastores/100/6£7£699d.snap/).

Mpu ncnonb3oBaHMM ApanBepa gcow2 MOXHO OTAENbHO co34aTb CHUMOK COCTOSIHUS

Avcka Kak paboTtawuen, Tak 1 BbiknovYeHHoOM BM. dannbl CHAMKOB COCTOSHMA Oucka OyayT
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pasMeLlleHbl B KaTarnorax, OnnMcaHHbIX BbiLLeE.

Mpn ncnonb3oBaHuKM gpareepa shared co3gaHMe CHMUMKaA COCTOSIHUS AUCKa paboTatoLlen
BM He nognepxunBaetcs. B kayecTBe CHMMKa COCTOSAHMA OUCKa BbIKktodeHHoM BM cosnaetcs
nosiHas konusa danna gucka BM. dainbl CHUMKOB COCTOSIHUA OMCKa pa3MeLLaloTcs B KaTasnorax,
OMUCAaHHbIX BbILLIE.

3.3.3.2. Metop nepepayun SSH

MeTtoa nepenaym ssh ncnonb3yeT nokarbHY (annosy CUCTEMY Y3NOB BUPTyanusaumm
Ans pasMelleHnst obpasoB BMpTyarnbHbIX MawuH. Takum obpasom Bce hannosble onepauyum
BbIMOSHAOTCA NOKanbHO, HO 0bpa3sbl ANCKOB BCerga HeobxoaMmo KonmpoBaTb Ha CepBEpPbI BUPTY-
anusauuun. [laHHbIN ApariBep He AonycKaeT UCMOoMb3oBaHUe AMHaMNYEeCKUX NepemMeLLeHnin Mexay
cepBepamMun BUpTyanmsauuu.

Cxema byHKLMOHMPOBaHUS NpefcTaBneHa Ha puc. [2

/ Cepeep ynpasneHus \ / Cepeep BupTyanusaumu \

/fvar,flib,-"onefdatastcres \ $DATASTORE_LOCATION/
}— 100/ L 100,
| }: 7/ — 7/
16
I 101/ L \ SSH copy | — disk.®
L— disk.1
— 4b2cda93 t '
— 6f7f699d 5]
—o [ A
L— 8e8bdfcb X pauunuue

’ // oapasos - /)
s
s

Puc. 2

N\

Mpw passepTbiBaHMM BM Ha cepBepe BMpTyanusauumn B Katanore CUCTEMHOIO XpaHunuiia
(100) cospaetcsa paboynin katanor BM ¢ HaMmeHoBaHWeM, COOTBETCTBYHOLLEM MAEHTUDUKATOPY
aton BM (7). N3 kaTanora xpaHunuiia obpasos (101) B pabounin katanor BM konupyetcs cann
ncxopHoro obpasa, ykasaHHoro B wabnoHe BM. Konun ncxogHbix 06pa3oB MMeT HAMMEHOBaHUe
Bnaa disk.<uomep>, rae <uomep> — UNUdppa, COOTBETCTBYIOLLAA HOMEPY ANCKA B LLABoHe.

BHUMAHUE! Heobxoanmo ybeanTtbCcs B TOM, YTO BCE KOMMbIOTEPLI, BKIIOYasi cepBep
ynpaBreHusi, MOryT OCyLLecTBNATb ssh-nepegady Ha nobon apyron KOMMbIOTEP, BKIAOYAs cammux

cebs. B NPOTUBHOM Clly4vae nepemMeLieHmnd He 6y,qu BbIMNOJTHATbLCA.
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Mpun cospgaHun cHUMKa cocTtosiHna pabotarowen BM B pabodem karanore atom BM
cospaetcsa dpann coctosHna BM ¢ HaMmeHoBaHMEM Bnaa « snap—<uHoMmep> . xmly,
rae  <Homep> — MNOPAOKOBbLIA HOMEP CHUMKA, HaunHas ¢ umdpbl «0».

[nsa BblkntovyeHHon BM MOXHO 3adomMKcMpoBaTb COCTOAHME aucka atonm BM (coenatb
CHUMOK). [1pn 3TOM (pansibl CHUMKOB COCTOSHUA MCKa SBMSKOTCS NOMIHOW Konven dpanna gucka

BM n pasmeLwyatotca B katanore:
/var/lib/one/datastores/<ugeHTUdUKATOP CUCTEMHOIO_XpaHunuma>/ \

<upeHTudUKkaTOpP_ BM>/disk.<HOomMep>.snap/

raoe  <Homep> — LMdpa, COOTBETCTBYOLAS HOMEPY AMCKa B LabnoHe.

Mpumep

Ona cdaiina obpasa ancka «disk.1» (cMm. puc.
/var/lib/one/datastores/100/7/disk.1.snap/

B kauyecTBe HanmeHoBaHUsS dpaniioB CHUMKOB COCTOSIHUS AUCKA, pa3MeLLEHHbIX B 3TOM
KaTtanore, BbICTyNaeT NOPSAKOBLIM HOMEP CHUMKA, HauMHas ¢ umdpbl «0».
Ecnu B kayecTBe UCXOQHOrO BbICTYNan NoCToAHHbIM 06pas, To Npu yHu4TOXeHun BM Bce

(baVIﬂbl CHUMKOB COCTOSIHUM anckKa 6yﬂ,yT nepemMeLlleHbl B XpaHunnuiie O6pa3OB B KaTtanor:
/var/lib/one/datastores/<upmenTuduraTop xpaHunuma_obpaszor>/ \

<upeHTHdUKATOP_ obpasza>.snap/

Mpumep

[nsa cdanna obpasa gucka «disk.1» (cm. puc. |2) Bce dannbl n3 katanora
/var/lib/one/datastores/100/7/disk.1.snap/

6yOyT nepemMeLleHbl B KaTanor
/var/lib/one/datastores/101/4b2cda93.snap/

3.3.4. Pernctpauua xpaHunuiuy

BHUMAHMUE! [Jencteua no peructpaumm xpaHmnuuy, B MK CB BbINOAHATCA NoA y4eTHON
3anucbto agmmHucTpaTopa MK CB.

3.3.4.1. Peructpauusa CUCTEMHOro xpaHunuiia

Mpwn pernctpaumm HOBOro CUCTEMHOIO XpaHunuuia HeobxoaMMo yKkasaTb 3Ha4YeHus napa-

METPOB B COOTBETCTBUM C Tabnuuei [4]

Tabnunua 4
MNapameTp 3HaveHue
NAME <HavnmeHoBaHve_xpaHunuiia>
TYPE SYSTEM DS
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OkoHyaHue mabnuusei 4

MapameTp 3Ha4yeHne

OpgHo 13 cnegytowmx 3HayeHnn: shared, gcow2 Unu ssh.
TM_ MAD B 3aBucumocTtu ot ncnonb3yemMoro Mmetoaa nepengaydm AaHHbIX Mexay XpaHunuiiem
o6pa303 N CUCTEMHbLIM XpaHUINNLLEM

BHUMAHUE! HeobxogMmo ncnornb3oBaTb O4MHAKOBbLIN METo nepefadn gaHHbIX (napa-

MeTp TM_MAD) Ans CUCTEMHOIO XpaHuuwa u Ans XxpaHunuua obpasos.

Mpumep

Pernctpaumsi CAICTEMHOIO XpaHunuuia, B KOTOPOM MCMNOSb3yeTca ApanBep gqcow?2:
1) cospgaTtb (pann systemds. txt cregyroLwero coaepKaHus:

NAME = fs_system

TYPE = SYSTEM DS

TM MAD = gcow?2

2) BbINOMHUTL KOMaHAy:

onedatastore create systemds.txt

Mpumep BLIBOAA NOCE BbINOMHEHUS KOMaHAbI:

ID: 100

3.3.4.2. Peructpauusa xpaHmnuiwia o6pasoB
Mpwn perncTpauumn HOBOro XxpaHunuuwa obpa3oB HEOBXOAUMO yKa3aTb 3Ha4YEeHUsI NapaMeT-

pOB B COOTBETCTBUM C Tabnuueii B

Taobnuua 5
MapameTp 3HaueHne
NAME <HaumeHoBaHWe XpaHunuuia>
TYPE IMAGE_DS
DS_MAD fs

OaHo 13 cnegyowmnx 3Ha4YeHnn: shared, gcow2 UNK ssh.
TM_MAD B 3aBucMmocT OT MCNomnb3yeMoro mMetoda nepefadum SaHHbIX MEXAY XPaHUIMLLEM
00pasoB N CUCTEMHBLIM XPaHUITULLEM

I'Iepel-leHb Kartarnoros, pa3gefieHHbIX CUMBOJIOM npo6er|a, B KOTOPbIX pa3peLllaeTcsa pas-

SAFE DIRS
- MeLaTb o6pasbl. Mo yMonyaHuo UMeeT 3HaYeHne «/var/tmp»

BHUMAHUE! Heo6xogmMmo ncnonb3oBaTb O4MHAKOBbIN METOA Nepenadn AaHHbIX (napa-

MeTp TM_MAD) AN CUCTEMHOMO XpaHWnMLLA M Ans XpaHunuwa obpasos.

Mpumep
Pernctpaums xpaHunuiia obpasos, B KOTOPOM UCMNONb3YETCA ApaniBep gcow2:
1) cosgaTtb hann imageds. txt cnegyowero cogepXaHns:

NAME = fs_ images
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TYPE = IMAGE_DS
DS_MAD = fs

TM_MAD gcow?2

2) BbINOMHUTL KOMaHAy:

onedatastore create imageds.txt
I'Ipmmep BbiBOAa Mocrie BbINMOJIHEHNA KOMaHAbI:

ID: 101

3.3.5. MoHTUpOBaHUe GNOYHbLIX YCTPOUCTB B KaTasiorm XxpaHmnuiy

BHUMAHMWE! [leiicTBMsi N0 MOHTUPOBaHMIO BrOYHbIX YCTPONCTB BbinonHaTca B OC CH
nog y4yeTtHon 3anucbto agMmmnHuctpatopa OC CH ¢ BbICOKMM YPOBHEM LIENTOCTHOCTM.

3.3.5.1. Ocob6eHHOCTM MOHTUpPOBaHUA 6noYHbIX ycTpoucTB B K CB

Ha cepBepe BupTyanusaumm Heobxoanmo co3aatb Katanoru Ans co3aaHHbIX paHee XpaHu-
nnuy, Ha base dannoBon TEeXHosnorns XpaHeHuns (no YMOYaHuIo
/var/lib/one/datastores/<umeHTuduraTop xpanHunuma>). [Jns 3Toro nocnegoBaTenbHO

BbINOJTHNTb KOMaHAbI:
sudo mkdir /var/lib/one/datastores/<upgeHTHPUKATOP CUCTEMHOI'O_XPaHUIINma>

sudo mkdir /var/lib/one/datastores/<upgeHTuduraTop XpaHunuma obpa3oB>

Mpumep
CospaHune katanoroB xpaHunuiy, ¢ naeHtudpukatopamm «100» n «101»:

sudo mkdir /var/lib/one/datastores/100
sudo mkdir /var/lib/one/datastores/101

Ha cepBepe BupTyanusaumm HeobxoaumMo CMOHTMPOBATL NOAFOTOBIIEHHYHO CUCTEMY Xpa-
HEeHWS OaHHbIX B KaTanor xpaHunuiwa. Ecnv Bce xpaHunuuia ogHoro Tuna, MOXXHO CMOHTUPOBATb
Becb katanor /var/lib/one/datastores.

Ha cepBepe ynpaBneHnsa Heob6xoaMmMo CMOHTMPOBATbL TOMbKO XpaHunuvLle obpasos.

Kpome TOro, Heobxogumo y6eamTbca B TOM, YTO Ha CMOHTUPOBAHHOM ANCKOBOM pecypce
AOCTaTOMHO MecTa Anga xpaHeHus obpa3oB M ANCKOB BUPTYanbHbIX MallWH, KOTOPblEe HAaxXo4aTCcsa B
COCTOSIHUM «OCTaHOBMEHa» N «HEe pasMeLLeHar.

3.3.5.2. MoHTMpOBaHue ceTeBbIX 6MOYHbIX ycTponucTB ¢ OCFS2

B obuwem cnyyae onsa MOHTMpoBaHWS BrOYHbIX YCTPONCTB, pa3MeYeHHbIX C UCNOoMb30Ba-
Huem knactepHoun camnoson cuctemol OCFS2, Heo6xoaMMO BbINOMHUTL CrEeAYOLYI0 Nocneao-
BaTENbHOCTb OAEUCTBUN:

1) onpepenuTtb naeHTudukaropsl (UUID) ceteBbix 6BNOYHbIX YCTPOUCTB KOMaHAOM:

sudo blkid

I'Ilemep BbliBOA4a MNMocrie BbINMOJIHEHNA KOMaHAbI.
/dev/vdal: UUID="b5fd411a-4c96-491b-bfc0-b4e%9e2670e9c" TYPE="ext4" \
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PARTUUID="50741579-01"
/dev/vda5: UUID="31daa40d-8e07-44cc-b851-d985£2121bb7" TYPE="swap" \
PARTUUID="50741579-05"
/dev/sdb: UUID="3bd71b84-6463-42ec-8aff-106cafdae2e2" TYPE="ocfs2"
/dev/sda: UUID="41ff6399-368e-4b81l-baed-bdfadaedd45a" TYPE="ocfs2"

roe B kadecTtBe BnoYHbIX YCTPONCTB sda U sdb BbICTYNaT ceTeBble OroYHbIE YCTPOMCTRA;
2) B pann /etc/fstab AobaBUTb CTPOKN C ONUCAHMEM HACTPOEK MOHTUPOBAHUS ceTe-

BbIX OGMOYHbIX yCTpOI7ICTB cneaytollero suaa:
UUID=<ugeHTuPUKATOP_ OJIOUHOrO_YCTPOHUCTBA> <TOUKA MOHTHPOBAHUI> \

ocfs2 _netdev,x-systemd.requires=o02cb.service 0 0

Mpumep

Mpn MOHTMpPOBaHNKN ceTeBbIX BrOYHBIX YCTPOMUCTB, NPEeACTaBMEHHbIX B NpUMepe Bbille,

B KaTanoru katanoroB xpaHunuw, ¢ ngeHtudgpukaropamm «100» n «101» ctpoku 6yayt

UMEeTb creayowmn Bua;

UUID=41ff6399-368e-4b8l-baed-bdfadaedd45a /var/lib/one/datastores/100 \

ocfs2 _netdev,x-systemd.requires=o02cb.service 0 0

UUID=3bd71b84-6463-42ec-8aff-106cafdae2e2 /var/lib/one/datastores/101 \

ocfs2 _netdev,x-systemd.requires=o02cb.service 0 0

3) BbINOMHUTL MOHTMPOBAaHUE KOMaHOOM:

sudo mount -a

PesynsraTtomM BbINOMHEHUS] KOMaHAb! A0MKEH BbITb MYCTOW BbIBOA 6€3 OwKnbOoK;

4) nepesarpy3ntb KOMMNbIOTEP.

BHUMAHMUE! lNocne nobaeneHus 3anmcn o6 aBToMaTtMyeckoM MOHTUPOBaHMKM B channe
/etc/fstab n nepesarpyskv KomnbloTEPa, HEOOXOAMMO HA3HAYUTL Ha KaTanor 3Toro XxpaHunuiia
Bnagenbua oneadmin. B npoTMBHOM crniyyae npu nepesarpyske KOMNbOTEpa Bnagenew MeHsieTcs
Ha root M Ucnonb3oBaHne xpaHunuwa éyaet He LOCTYMHO.

[nsa Toro 4To6bI HA3HAYMTL Ha KaTasnor XxpaHunuwia Bnagensua oneadmin HEOBX04MMO
BbINOSTHUTL KOMaHAY:
sudo chown oneadmin:oneadmin /var/lib/one/datastores/<ugeHTUUKATOP XPaHUIIAME>

3.3.5.3. MoHTHUpoBaHue ceTeBbix pecypcoB ¢ NFS

BHUMAHMUE! [1nsa kaxgoro ceteBOro karasnora, npegocTaBngaeMoro ceteBbliM XpaHunu-
LLeM, NpegsapuTenbHO HeobxoaMmo HasHauyuTb Briagensuem nonb3oBatens ¢ UID paBHbiM 9869
(cooTBeTCTBYET NoMb3oBaTeNto oneadmin). A B KayecTBe rpynnbl-Bnagensua — rpynny ¢ GID
paBHbIM 9869 (COOTBETCTBYET rpynne oneadmin).

[ns MOHTUpOBaHNA ceTeBbIX pecypcoB, npegocTtaBndemoro NFS-cepBepoMm, Ha Kaxgom
KoMmnbloTepe (BbIMOMHAOLEM OYHKLMIO yNpaBieHna unm cepeepa BupTyanuaawmm) Heobxoammo

BbINOMHUTL CNEeAyLLY0 NocnenoBaTenbHOCTb AeNCTBUIA:
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1) yctaHoBuTb cnyx0by knneHta NFS komaHgon:
sudo apt install nfs-common
2) NpocMOTpeTb NepeyYeHb AOCTYMNHbIX CETEBbLIX PECYPCOB KOMaHOOM:

sudo showmount -e <IP-agpec_cepBepa_ NAS>

Mpumep

BbiBog, cnncka ceTeBbIX pecypcoB, npegoctaensemMblx NFS-cepsepom c IP-agpecom
192.168.1.10

sudo showmount -e 192.168.1.10

I'Ipmmep BblBOAA MNMocCrie ycnewHoro BblMOJfIHEHNA KOMaHObI:
Export list for 192.168.1.10:
/mnt/nfs-images node?, front

/mnt/nfs-system node?, front

rde  «/mnt/nfs-system» n «<mntnfs-images» — ceTeBble pecypcbl, NpeaocTas-
naemble NFS-cepBepom,
3anncb «node?, front» O3Ha4YyeaeT, YTO AOCTYN NPEAOCTaBEH KOMMbIOTEPaM,
CeTeBOe UMSA KOTOPbIX HAa4YMHAETCHA C nocrnegoBaTeribHOCTU CUMBOSOB «node»
(manee cnegyet oguH ntobor cMMBOM), a TakkKe KOMMNbIOTEPY C CETEBbIM UMEHEM
«fronty,

3) HacTpouTb aBTOMaTU4eCKOEe MOHTMPOBAHME CETEBLIX PECYPCOB B TOYKN MOHTUPOBAHUSI.

[ns atoro B hann /etc/fstab ob6aBUTbL CTPOKM C ONMCAHUEM HAaCTPOEK MOHTUPOBaHUS

CeTeBbLIX peCypCOB:
<IP-agpec_cepBepa_ NFS>:<ceTeBol_pecypc> <TOuKa_MOHTHPOBaHMHI> \

nfs _netdev,timeo=14,intr 0 O

B kayecTBe TOYEK MOHTUPOBaAHUA Heobxoanumo YKa3aTtb Katasiorm Co3gaHHbIX XpaHUITALLL.

Mpumep
[Ins ceTeBbIX pecypcoB, NPEeACTABMNEHHbIX BbiLE, CTPOKM OyayT MMETb Cneayowmin Bua;
192.168.1.10:/mnt/nfs-images /var/lib/one/datastores/101 \
nfs _netdev,timeo=14,intr 0 O
192.168.1.10:/mnt/nfs-system /var/lib/one/datastores/100 \
nfs _netdev, timeo=14,intr 0 O
4) BbINOMHUTb MOHTUPOBaHWE KOMaHOOWN:

sudo mount -a

PesynstaTtomM BbINOMHEHUS] KOMaHAb! A0MKEH BbITb MYCTON BbIBOA 6€3 OWKnbOoK;
3.4. Xpannnuwa LVM

BnoyHas TexHonormst XxpaHeHus ¢ ncnonb3osaHnem LVM obecneunBaeT BO3MOXHOCTb

ncnonb3oBaHus LVM-TomoB BMeCTO 00ObIYHbIX (hannioB ob6pa3oB B CUCTEMHOM XpaHunuuie. Mpn
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3TOM HET HeOOXO0ANMMOCTN B OpraHu3aumm pannoBon CUCTEMBI.

Mpumeyanue. B MK CB gna xpannnuwa LVM He TpebyeTcst HacTponka KracTepHOoro
ynpasnenunsa norndeckummn tomamu (CLVM) B knactepe. [pansepbl 06HOBNAWT MeTagaHHble LVM
Kaxagbln pas, korga obpas TpebyeTcs Ha Apyrom cepeepe BUPTyanusaumu.

B MK CB nogaepxuBatoTcs BHELUHNE XpaHUIMLLa, NoCTpoeHHble 6a3e TexHonormm SAN
(Storage Area Network — ceTb XxpaHeHUsa JaHHbIX), KOTopas obecneynBaeT AOCTYN K JaHHbIM Ha

YypOBHE BNOYHbIX YCTPONCTB.

Mpw HacTpolike BHELLIHErO XpaHunmLLa HeobxoanumMo pyKoBOACTBOBATLCS MHCTPYKLUMSMU
npounseoauTens obopyaoBaHus.

3.4.1. HacTtpouka xpaHunuw ¢ apansepom FS_LVM

3.4.1.1. OcobeHHOCTU Ucnonb3oBaHuA apanBepa FS_LVM

NcxoaHble o6pasbl XpaHATCS Kak 0bblYHble (halnbl, N0 YMONYaHWIO YCTAHOBMEH Crneayto-
LM NYTb pa3MeLleHns B xpaHunuuie obpasos:
/var/lib/one/datastores/<ugeHTuduKaToOp XPaHUIINIA>.

Mpwn cosganumn BM obpasbl AMCKOB BbIrpyxatoTcsa B nornyeckme toma (LV). BupTyanbHble

MaLUMHbI 3anyckatoTcsi u3 LV Ha cepepe BupTyanusauum (cMm. puc. [3).

/ Cepeep ynpaBneHus \ 6pnep BupTyanu.?.aumq} @pﬂep B_HpT)'anH?raqum
VM VM M VM
Lpaiieep FS_LVM
/,..--—'———'——-..._.\ —
L | —— e \“"--—.___.—--"/
®@ain obpaza AUcKa vg-one-sln vg-one-$ID
\______________/
lv-one-2 [ lv-one2 ¥
2
/ \ lv-one-1 (v-one-1
fvar/lib/one/datastores/101 l
— 232b1lbaae8091978e... v-one-0 v-one-{
F— 3c2f394e248137813...
— 4fed70095da39c15b. .. CLVyMm CLVM
— 64ee2f8ac5c770b58. . .
— aac35f8dbbo824ce4. .. datastores/101 datastores/ 101
— b630ebf3ff232616b. .. ... : — ... ;
&l— cacc84c4dc127d507. . . ||: 3c2f394 ---} F— 3c2f394 -

/

Puc. 3

Opaneep xpaHunuwa FS_LVM pekomeHayeTca npuMmeHaTb npu Hanudmm CX[ BbicLiero
knacca (high-end). B atom cnyyae LUN MOXHO 3KCnopTMpoBaTh Ha BCe CEpBEPbI BUPTyanuauumn.
[ns xpaHeHust o6pa3oB ANCKOB B BuAae hannosB MCMNoNb3yeTca pacnpeaeneHHasn dan-
nosasi cuctema, Takas kak, Hanpumep, NFS. [pn aToM HeOBXOANMO BbIMOMHUTL HACTPOWNKY

KaTtaroros XpaHurniy o6pasoB N TOYEK MOHTUPOBAHUA TakK XKe, KaK U Npu ncnonb3oBaHnMn MeToa
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COBMeECTHOM nepegayn (shared) B xpaHunuuie, NnocTpoeHHOM Ha 6a3e ¢hannoBon TEXHOOMMK

xpaHeHus (cm. [3.3). PekomeHayeTcs cHavana BbINONHUTL pa3BepTbiBaHME XpaHunuwa obpasos,

NMOCTPOEHHOrO Ha 6a3e (hbannoBon TEXHONOrMM XpaHeHus. A 3atem, ydeamBLUMCE B €r0 KOPPEKTHON

paboTe, 3aMeHNTb ero Ha xpaHunuwe LVM.

BHUMAHMUE! CeteBaga cpannoBas cuctema NFS He nogaep>mBaeT UCMOMb30BaHNE METOK

©esonacHocTu. Ecnn nnaHupyeTcsa ncnosib3oBaHMe 3Ton hannoBon CUCTEMbI NPU MOCTPOEHUN

XpaHunuuia, pyHKUMOHMpPYIOLWEro B MaHOaTHOM KOHTekcTe, To anst BM cnegyet yctaHoBUTb

YPOBEHb LIeNOCTHOCTM, Ha3Ha4YaeMblil Mo ymonyaHuio, pasHbiM 0 (cMm. [3.3.2).

3.4.1.2. NMapameTpbl XpaHUNULLY

|_|pl/l perncTtpaumnm HoOBOro CUICTEMHOIO XpaHmnuiia HeobxogMmo 3agaTtb 3HAYEHUS napa-

METPOB B COOTBETCTBUM C Tabnuuei (6]

Tabnunua 6
MNapameTp 3HayeHune
NAME <HaumeHoBaHWe_xpaHunuia>
TYPE SYSTEM_ DS
T™™ MAD fs_lvm

BRIDGE_LIST

Cnuncok cepBepoB BUpTyanuMsauuun, pasgeneHHbix npobenamm, Yepes KoTopble Oocy-
LLeCTBRSeTCca JOCTYN K cucteMe xpaHeHust AaHHbIX (SAN).

He ncnonb3ayeTcs, ecnv cepeep ynpaBneHnss MUMeeT NPsIMO 4OCTYN K CUCTEME XpaHe-
HUS AaHHbIX.

Mpw perncTpauum HOBOro XpaHunuiLa o6pa3oB HEOOXoAMMO 3a4aTh 3HAYEHUSI NapamMeT-

POB B COOTBETCTBUM C Tabnuuen

Tabnunua 7
MapameTp 3HayeHune

NAME <HanmeHoBaHue_xpaHunua>

TYPE IMAGE_DS

DS_MAD fs

T™M MAD fs_1lvm

DISK_TYPE BLOCK
lMepedveHb KaTanoros, pasgeneHHbIX CMMBOSIOM nNpobena, B KOTOPbIX pa3peLuaeTcs

SAFE_DIRS pasmMeLlatb obpassbl.
Mo ymonyaHunio MMeeT 3HavyeHne «/var/tmp»
Cnuncok cepBepoB BUpTyanuaauun, pasgeneHHblx npobenamm, Yepes KoTopble ocy-

BRIDGE LIsT | ECTBMAETCA AOCTYN K CUCTEME XPAHEHMSt AAHHbIX (SAN).

- He ncnonb3yetcs, ecnu cepBep ynpaBneHns MMeeT NpsMOn AOCTYN K cucteMe XpaHe-

HWUS1 A@HHbIX.
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3.4.1.3. Peructpauusa xpaHmnuuy,
BHUMAHMUE! [Jencteua no peructpaumm xpaHunuuy, B MK CB BbINONHATCA No4 y4eTHON

3anucbto agmuHucTpaTtopa MK CB.

Mpumep

Pernctpaumsi CMICTEMHOIO XpaHunuuia ¢ UCnorib30BaHMEM KOHUrypaLmMoHHoro danna:
1) cospgaTtb (pann systemds. txt CO CreayroLwmM coaepXXaHuem:

NAME = fs_lvm-system

TYPE = SYSTEM_DS

TM_MAD = fs_lvm

BRIDGE_LIST = "NODEl NODE2"

2) BbINOMNHUTL KOMaHAy:

onedatastore create systemds.txt

I'Ipmmep BbiBOAa Nocre BbINOJIHEHNA KOMaHAbI:
ID: 100

Mpumep
Pernctpaums xpaHunuiia obpasoB ¢ MCNOMb30BaHMEM KOHUIYPaLMOHHOMO hanna:

1) cosgaTtb hann imageds.txt CO cnegyLMM CoaepXXaHUeM:
NAME = fs_lvm-images
TYPE = IMAGE_DS

DS_MAD = fs

TM_MAD

fs_lvm

DISK_TYPE = "BLOCK"
SAFE_DIRS = "/var/tmp /tmp"
BRIDGE_LIST = "NODEl1l NODE2"

2) BbIMOMHUTL KOMaHAy:
onedatastore create imageds.txt

anMep BbIiBOAa Nnocre BbINOJIHEHNA KOMaHAbI.
ID: 101

3.4.1.4. Hactpouka lNK CB ans ucnonb3oBaHMA XpaHUuLY,

BHUMAHMUE! [encTteus no HacTpouke MK CB gns ncnonb3oBaHUA XpaHWUIULL, BbIMOSHS-
totca B OC CH nog y4vetHown 3anuckio agmmHmctpatopa OC CH ¢ BbICOKMM YPOBHEM LEENOCTHOCTH.

Heobxoammo obecneynTb COBMECTHbIM AOCTYN BCEX CEPBEPOB BUPTyanusaumm K katanory
XpaHunuuia obpasos. [ 3TOro ncnonb3yeTca pacnpegeneHHas gannosas cuctema, Takas Kak,
Hanpumep, NFS.

Kpome Toro, Bce cepBepbl BUpTyanusauum A0SMKHbI UMETb AOCTYMN K OOHUM U TEM Xe
ceTeBbiM GrOYHBIM YCTPOMCTBAM.

M punmMmedyaHme. K cepBepy yrnpaslieHnda cetTeBble Ono4Hble yCTpOI‘/IICTBa MOXXHO He
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nogkntoyate. CepBep ynpaBneHust MOXeT MONyYnTb AOCTYN K CUCTEMHOMY XpaHUMuLLYy Yepes
yanbl BUpTYyanusauum (napametp BRIDGE_LIST).

Ha ocHoBe COBMECTHO MCMOMb3yeMbIX CETEBbIX BIOYHbIX YCTPOWCTB AN KaXKA0ro XpaHu-
nvwa gomkHa 6bITb co3gaHa rpynna TOMOB C UMEHEM BuAaa:
vg-one-<ugeHTUPHUKATOP_ CUCTEMHOI'O_XpaHuUIuma>

MpuMedaHue. dopmmpoBaHue rpynn TOMOB AOCTATOYHO BbIMOMHUTL TOMbKO HA OAHOM

M3 y35noB BUpTYyann3auunn.

Mpumep

dopmunpoBaHue rpynnbl TOMOB (COCTOUT U3 0gHOro TomMa /dev/sda) Ans CUCTEMHOIo
XpaHunuuia ¢ ngeHtugukatopom «100x»:

1) vHMUManuampoBaTb 6NoYHOE YCTPONCTBO ANd paboTkl ¢ LVM:

sudo pvcreate /dev/sda

I'Ipmmep BblBOAA MocCrie ycnewHoro BblMOJfIHEHNA KOMaHObI:

Physical volume "/dev/sda" successfully created.
2) cosgatb rpynny TOMOB:
sudo vgcreate vg-one-100 /dev/sda

I'Ipmmep BblBOAA MNMocCrie ycnewHoro BblMNOJIHEHNA KOMaHObI:

Volume group "vg-one-100" successfully created

3.4.2. Hactpouka xpaHunuwy ¢ gapansepom LVM_LVM

3.4.2.1. OcobeHHOCTU Ucnonb3oBaHnA apanBepa LVM_LVM

Opaneep LVM_LVM nosBonsieT opraHn3oBaTb U XpaHunuuie obpasoB, 1 CUCTEMHOE Xpa-
Hunuwe B LVM. Npu aTOM, B OTNMYMeE OT Ucnonb3oBaHua apaveepa FS_LVM, HeT HeobxoammocTn
co3gaBaTb 00LLyI0 ceTeByO (hannoByto cuctemy anst o6pasos.

Mpun ncnonb3oBaHuu gpamsepa xpaHunuwa LVM_LVM HeobxoaumMo Hanuume Ha Bcex
cepBepax BUpTyanusaumm obLmx 6rnovHbIX yCTPONCTB XpPaHEHNSA OAHHbIX.

OcobeHHOCTN hyHKLUMOHMPOBaHUSA ApanBepa xpaHunuwa LVM_LVM:

- npenBapuTenbHO HeobxoaMMO co3aaTth oTaenbHble rpynnbl LVM-ToMoB Ana xpaHunuwa

06pas3oB 1 CUCTEMHOIO XpaHUn1LLa;

- npu 3arpy3ke obpasa gucka BM B xpaHunuiie ob6pa3oB aBTOMaTUYECKN CO3AaeTCA

LVM-ToM, B KOTOPLIN 3anucbiBaeTCs 3arpy>kaembli obpas B oopmaTte raw;

- npv passepTbiBaHUM BM B cucteMHOM XpaHunviie aBToMaTn4ecku co3naeTcs Konms

LVM-Toma 13 xpaHmnuiia obpasos.

BHUMAHMUE! B gpaneepe xpaHunuwa LVM_LVM He nogaepxmBaetcs co3gaHue CHUM-

KOB COCTOSIHWUIA 0bGpa3sa Ancka U co3aHne «TOHKUX» ONCKOB.
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3.4.2.2. NapameTpbl XpaHUNULY

MNpwu perncTpauum HOBOro CUCTEMHOMO XpaHunuia HeobxoamMmo 3aaarth 3Ha4YeHuUa napa-
METPOB B COOTBETCTBUM C Tabnuuen

Tabnunua 8
MapameTp 3HayeHne
NAME <HaumeHoBaHve_xpaHunuiia>
TYPE SYSTEM DS
T™ MAD lvm_lvm
DRIVER raw

Mpw perncTpaunm HOBOrO XpaHunumLia o6pa3oB HeOOXoAMMO 3a4aThb 3HAYEHUsI NapameT-

POB B COOTBETCTBUM C Tabnuuei [9)

Tabnuua 9
MapameTp 3HaueHne
NAME <HanmeHoBaHWe_XxpaHunuuia>
TYPE IMAGE_DS
DS_MAD lvm
T™M MAD lvm_lvm
DISK_TYPE BLOCK
DRIVER raw

3.4.2.3. Peructpauusa xpaHmnuuy,

BHUMAHMUE! [Jencteua no peructpaumm xpaHmnuu, B MK CB BbINOMHAKTCA NoA y4ETHON
3anucbto agmunHucTpatopa MK CB.

Mpumep
PeFI/ICTpaLI,VIFI CNUCTEMHOIO XpaHunuia c UCnosfib3oBaHNeEM KOH(bMpraU,I/IOHHOFO q)aﬁna.
cat > system-ds.conf <<EOT
NAME="1lvm-lvm-system"
TYPE="SYSTEM_DS"
TM_MAD="1vm_lvm"
DRIVER="raw"
EQT
onedatastore create system-ds.conf

I'Ipl/lmep BbIiBOAA NOCI1e BbIMNOJIHEHUA KOMaHAbI:
ID: 100

Mpumep
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Pernctpaums xpaHunuiia obpasoB C MCNOMb30BaHMEM KOHUIYPaALMOHHOIO dhanna.
cat > images-ds.conf <<EOT
NAME="1lvm-lvm-images"
TYPE="IMAGE_DS"
DS_MAD="1vm"
TM_MAD="1vm_lvm"
DISK_TYPE="BLOCK"
DRIVER="raw"
EOT
onedatastore create images-ds.conf

I'Ipl/lmep BbIBOAA Nnocie BbINOJIHEHUA KOMaHAbI:
ID: 101

3.4.2.4. Hactpouka lNK CB ana ucnonb3oBaHMA XpaHUnuLY,

BHUMAHMUE! [enictBus no HacTpouke MK CB gnst ncnonb3oBaHUA XpaHWUNLL, BbIMOSHS-
totca B OC CH nopg yyeTHon 3anucekto agmuHuctpatopa OC CH ¢ BbICOKMM ypOBHEM LIENOCTHOCTU.

BHUMAHMUE! Bce komnbloTepbl (BbINOAHALLME DYHKLNIO cepBepa ynpaBneHus unm cep-
Bepa BUpTyanuaauun) JOSMKHbI UMETb AOCTYN K OOHUM U TEM Xe ceTeBbIM Br10YHbIM YCTPONCTBAM.

Ha ogHoM 13 KOMNbIOTEPOB (BbINOMNHAKLWEM YHKLUIO CepBepa ynpaBneHns unm cepeepa
BMpTYyanusauumn) HeobxogmMmo co3aatb otaenbHble rpynnbl LVM-TomMoB anga xpaHunuiwia obpasos

N CUCTEMHOrIo XpaHunuiia.

Mpumep

dopmupoBaHue rpynnbl TOMOB (COCTOUT U3 OHOro Toma /dev/sda) ANs CUCTEMHOrO
XpaHunuwa ¢ ngeHtndgunkatopom «100» 1 rpynnbl TOMOB (COCTOUT U3 O4HOMO TomMa /dev/sdb)
Ansa xpaHunuuwa obpasoB ¢ ngeHTudukatopom «101»:

1) vHMumManuampoBaTb BnoYvHble ycTponcTBa ans pabotsl ¢ LVM:

sudo pvcreate /dev/sda

sudo pvcreate /dev/sdb

Mpumep BbIBOAA Nocne yCnewHoro BbliMOSTHEHUS] KOMaHA:

Physical volume "/dev/sda" successfully created.

2) cosgatb rpynny TOMOB:

sudo vgcreate vg-one-100 /dev/sda

sudo vgcreate vg-one-101 /dev/sdb

[MpumMep BbiBOAA NOCME YCNELHOro BbINOMHEHWUS KOMaHA:

Volume group "vg-one-100" successfully created
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3.4.3. Hactpownka xpaHunuw ¢ gpaneepom LVM_THIN

3.4.3.1. OcobeHHOCTU Ucnonb3oBaHuA apanesepa LVM_THIN

Opaneep LVM_LVM no3BonsieT opraHn3oBaTb U xpaHunuuie obpasoB, 1 CUCTEMHOE Xpa-
Hunuwe B LVM. B otnnune ot gpameepa LVM_LVM, npu co3gaHum B CUCTEMHOM XpaHuUnuLle
HOBOrO forndeckoro Toma LVM, ero gpaktnyecknin pasamep cCOOTBETCTBYET OObEMY MMEHLLMXCS
AaHHbIX Ha ncxogHom LVM-Tome, 1 yBenuymBaeTcs no mepe 3anncu AaHHbIX B 9TOT TOM. Takoun
norunyecknn Tom LVM HasbiBaloT «TOHKMM» LVM-TomoM. [pu aTOM Ans Kaxgoro cepeepa BUp-
Tyanusaumm B obLiemM CUCTEMHOM XpaHUmnuLLEe OpraHnM3yeTcs UHOMBUAYaAlbHbIN pecypc — nyn
«TOHKMX» LVM-TOMOB.

BHUMAHUE! «ToHkne» LVM-ToMa He MOryT COBMECTHO MCMNOSb30BaTbLCH HECKOMNbKU-
MU cepBepamMu BUpTyanusauuu. B cBg3u ¢ aTum, npu UCnonb3oBaHUW ApanBepa XpaHunuiia
LVM_THIN He nogaepxuBaetcs murpaumst BM.

OcobeHHOCTU (hyHKLMOHMPOBaHMSA ApariBepa xpaHunuwa LVM_THIN:

- npegBapuTenbHO HeOBXoaAMMO co3gaTth OTAenbHble rpynnbl LVM-ToMoB gns xpaHunuiwa

0bpa3oB;

- Ha KaXxgoM cepBepe BMpTyanusauun npegBaputenbHO Heobxoanmo co3fath OTAENbHYHO

rpynny LVM-TomMoB ¢ npmnBA3KOM K 06LLIEMY CUCTEMHOMY XpaHUIULLY;

- Ha KaXxgoMm cepBepe BUpTyanusauum npeasaputenbHo HeobXoAMMO co3aaTth OTAENbHbIN

nyn «TOHKux» LVM-ToMOB;

- npwm 3arpy3ke obpasa ancka B xpaHunuuie obpasoB aBTomaTnyeckn cosgaerca LVM-Tom,

B KOTOpPbIM NULLETCA 3arpy>kaemMbli obpas B oopmaTte RAW;

- npwv pasBepTbiBaHMM BM B cuctemMHoM xpaHunuuie ns obpasa gncka asToMmaTnyeckm

cosgaetca «ToHkun» LVM-Tom B hopmate QCOW2.

3.4.3.2. NMapameTpbl XpaHUNULLY

Mpu perucTpaumm HOBOro CUCTEMHOTO XpaHunuLia HeobxoanMo 3aAaTb 3HaYeHUsA napa-

METPOB B COOTBETCTBUM C Tabnuuen

Tabnuuya 10
MapameTp 3HayeHne
NAME <HavmeHoBaHWe_XxpaHunuuia>
TYPE SYSTEM_ DS
T™M MAD lvm_thin

Mpw perncTpaunn HOBOrO XpaHunuiLia o6pa3oB HeOOXoAMMO 3a4aTh 3HAYEHUsI NapamMeT-

pOB B COOTBETCTBUM C Tabnuuewn
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Tabnuuya 11
MapameTp 3HaueHne
NAME <HavmeHoBaHWe_XxpaHunuwia>
TYPE IMAGE_DS
DS_MAD lvm_thin
T™™_ MAD lvm_thin
DISK_TYPE BLOCK
DRIVER raw

3.4.3.3. Peructpauusa xpaHmnuuy,
BHUMAHMUE! [Jencteua no peructpaumm xpaHmnuu, B MK CB BbINOAHATCA NoA y4ETHON

3anucbto agmuHucTpatopa MK CB.

Mpumephl:

1. PeFVICTpaLl,I/IFI CUCTEMHOIO XpaHunuiia ¢ Ncnosfib3oBaHNEM KOH(*)VIpraLl,I/IOHHOFO q)a|7|na:
cat > system-ds.conf <<EOT

NAME="1lvm-thin-system"

TYPE="SYSTEM_ DS"

TM_MAD="1lvm_thin"

EQT

onedatastore create system-ds.conf

2. Pernctpaums xpaHunuviia obpasoB ¢ MCNOSMb30BaHMEM KOHGUIYpaLMOHHOIo danna:
cat > images-ds.conf <<EOT

NAME="1vm-thin-images"

TYPE="IMAGE_DS"

DS_MAD="1lvm_thin"

T MAD="lvm_ thin"

DISK_TYPE="BLOCK"

DRIVER="gcow2"

EOT

onedatastore create images-ds.conf

3.4.3.4. Hactpownka lNK CB ana ucnonb3oBaHUA XxpaHunuiia obpasoB

BHUMAHMUE! [encteua no HacTtpovike NK CB ans ncnonb3oBaHUsa XpaHUAULL, BbINOSHS-
totca B OC CH nog yvetHou 3anuckio agMmmHmctpatopa OC CH ¢ BbICOKMM YPOBHEM L€NOCTHOCTH.

BHUMAHMUE! Bce komnbloTepbl (BbINONHAOLWME DYHKLMIO cCepBEpa yNpaBneH1s unm cep-

Bepa BMpTyanusauumn) OOMmKHblI UMeTb AOCTYMN K OAHUM U TEM e CETEBbIM BGrOYHLIM YCTPOMCTBAM.
Ha ogHoM 13 kKoMNbOTEPOB (BbINOMHAKLWEM (PYHKLMIO YNpaBNeHus Unv cepeepa BUPTY-
anusaumm) HeobxoaMmo co3aaTb OTAENbHYIO Fpynny TOMOB ANst XpaHunuwa obpasos, koTopas
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AOoIMKHa nMeTb HanMeHoBaHMe BUAaA.

vg-one-<umeHTUPUKATOP XpaHwunuma obpa3oB>

Mpumep

dopmMmpoBaHme rpynnbl TOMOB (COCTOUT M3 OAHOro Toma /dev/sdc) AnNsa XxpaHunuwa
obpa3soB ¢ naeHTudmkatopom «101»:

1) vHMUManmampoBaTb 6GNOYHOE YCTPONCTBO ANd paboTbl ¢ LVM:

sudo pvcreate /dev/sdc

I'Ipmmep BbIBOAA MocCrie ycnewHoro BbiMNoJfIHEHNA KOMaHObI:

Physical volume "/dev/sdc" successfully created.

2) cosgatb rpynny TOMOB:

sudo vgcreate vg-one-101 /dev/sdc

ﬂpmmep BblBOAaA Mocrie ycnewHoro BbiMNoJfIHEHNA KOMaHObl:

Volume group "vg-one-101" successfully created

3.4.3.5. HacTtpouka NK CB ana ucnonb3oBaHUs CACTEMHOIO XpaHunuiia

BHUMAHMUE! [encTteus no HacTpouke K CB gnst ncnonb3oBaHUA XpaHWUULL, BbIMOSHS-
totca B OC CH nog y4yetHown 3anuckio agmmHmctpatopa OC CH ¢ BbICOKMM YPOBHEM LEENOCTHOCTH.

BHUMAHMUE! Bce komnbloTepbl (BbiNonHALWME OYHKUNIO yripaBieHUs nnm cepeepa
BUpPTyanusaunm) OMMKHbl UMETb JOCTYN K OOHUM U TEM Xe CeTeBbIM BNTOYHbIM YCTPONUCTBaM.

Ha kaxxgom cepBepe BUpTyanusaumm HeobXoamMmo BbINOMHUTL crieaytowme encTBuS:

1) co3paTtb OTAENbHY rpynny TOMOB C UMEHEM BUAa:

vg-one—-<ugeHTHPUKATOP CHUCTEMHOI'O_XpaHunuma>-<HMs_y3Jla_BHUPTyau3alun>

2) co3aaTb nyn siorm4ecknx TomoB € MUMeHeEM BuUAaa:
vg-one-<ugeHTHPUKATOP CHCTEMHOI'O_XPAaHUINmLA>-<HUMs_y3Jia_BUPTyanusanumn>/

onethinpool

Mpumep

HacTtponka cepBepa BupTyanuaauumn gns UCMNOMb30BaHNA CUCTEMHOMO XpaHunuuia ¢
naeHTndgumkatopom «100»:

1) vHMUmManmampoBaTb GNOYHOE YCTPOMCTBO ANnd paboTbl ¢ LVM:

sudo pvcreate /dev/sda

I'Ipmmep BblBOAaA MocCrie ycnewHoro BbiNoJfiIHEHNA KOMaHObl:

Physical volume "/dev/sda" successfully created.

2) cos3pgaTb rpynny TOMOB (B NpeacTaBneHHOM NpMMepe rpynna CoCcTOUT U3 0gHOro Toma):

sudo vgcreate vg-one-100-nodel /dev/sda

I'Ipmmep BbIlBOAa nocre ycrnewHoro BbliMNoJIHEHNA KOMaHObl:

Volume group "vg-one-100-nodel" successfully created

3) cosgatb nyn JIorm4yecknx TOMOB:

sudo lvcreate -T -L <paamep>G vg-one-100-nodel/onethinpool
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rae <pasmep> — pasmep nyna normyecknx tomoB B ['B. [JormkeH ObiTb He Gonb-
We pa3Mepa fnokarnbHoro 6rno4yHoro yctpomcTtea (B npeacTaBneHHoOM npumepe —
/dev/sda).

ﬂpmmep BblBOAaA Mocrie ycnewHoro BbiMNoJfIHEHNA KOMaHObI:
Thin pool volume with chunk size 64,00 KiB can address at most 15,81 TiB of /
data.

Logical volume "onethinpool" created.

Mpu cosgaHumn «ToHKoro» LVM-Toma gononHutenbHo K ncxogHomy LVM-Tomy cosgatotcs
ABa CKpbITbIX TOMa Nog MeTagaHHble (MHGOopMauna o BblaeneHHblx 6rokax). Mpun ncuyepnaHum
cBo60AHOro MecTa B nyre forMyecknx TOMOB BO3HMKAET NOTEPS MeTafaHHbIX Ha CKPbITbIX TOMax.
OTO NpPMBOANT K MOBPEXAEHNIO PANNOBLIX CUCTEM HA «TOHKUX» TOMaXx, YTO NPOSABNSAETCS Kak
owmnbka 3anucu.

[MoTepsHHbIE MeTagaHHbIe BO3MOXHO BOCCTAHOBUTL C MOMOLLIbKO KOMaHAbI:
lvconvert --repair <HauMeHOBAaHUE TI'PYNINH>/<HAUMEHOBAHUE MyJa>

Opansep LVM_THIN noggepuBaeT aBTomaTtMyeckoe yBernmieHne pasmepa nyna «TOH-
KMX» FIOrMYEeCKMX TOMOB MpW ero 3anofniHeHuu. na atoro HeobxoaAnmMo Bcerga ocTaBNsATb CBO-
6oagHoe mecTto B rpynne LVM-TomoB. ABTOMatMyeckoe yBennyeHne pasmepa TOMOB MO YMOJ-
YaHUIO BbIKNOYEHO. [N Toro Ytobbl ero BKYUTL, HEOHXOAMMO B KOH(PUIypaunoHHOM danne
/etc/lvm/lvm.conf CKOPpEKTUPOBATL 3HAYEHUS CneayoLwmnx napameTpoB:

- «thin_pool_autoextend_threshold» — noporoBoe 3Ha4eHue (B NpoLeHTax OT 3a4aHHOro

pa3mMmepa «TOHKoro» LVM-Toma) npu KOTOpOM aBTOMatu4eckn byget yBenuyeH pasmep

aTtoro Toma. o ymonyaHmio nmeet 3HadyeHne «100», B 3TOM criydae aBTomartmyeckoe

pacLimpeHne Toma He Npon3BOAUTCS;

- «thin_pool_autoextend percenty — o6bem ANCKOBOro NPOCTpaHCTBa (B NpOLEHTax OT

3aflaHHOro pasmepa «ToHkoro» LVM-Toma) Ha KoTopoe aBToMaTudeckn dyaet yBennyeH

pasmep aToro Toma. [lo ymonyaHuio nmeet 3HadeHne «20».

Mpumep

ABTOMaTMyeckoe yBenuyeHne pasmepa TomoB Ha 20%, korga o6bem OUCKOBOro npo-
CTpaHCTBA, BblAENEHHbIN aAnsa «ToHkoro» LVM-Ttoma 3anonHutca Ha 70%.
thin pool autoextend threshold = 70
thin pool_autoextend percent = 20
Hanpumep, 6bin co3gaH «ToHKuin» LVM-Tom pasmepom 1 I'b. Koraa o6bem gaHHbIX, pa3MeLLeHHbIX
Ha aToM ToMe, aocTturHet pasmepa 700 Mb, «ToHkui» LVM-ToM ByaeT aBToMaTMyeckn paclumpen
0o 1,2 I'b. lMNMocne Toro kak 06 beM AaHHbIX, pa3MeLLEHHbIX HA 3TOM TOMe, AOCTUIHET pa3mepa

840 MB, «ToHkmn» LVM-ToM ByneT aBTomaTtudecku paclmpeH oo 1,44 Ib.
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3.5. Xpanunnuwa Ceph

3.5.1. Ocob6eHHOCTK Ucnonb3oBaHUA XpaHunuua Ceph

Ceph — pacnpegeneHHass 00beKkTHast ceTb XpaHeHus, obecnednBatoLlast anoBbIv U
Bno4YHbI HTepencel goctyna. OHa MOXeT NCNOMb30BaTbCA Ha CUCTEMAX, COCTOSALLUX KakK U3
HECKOSTbKMX CepBepOB, TakK U U3 TbiCAY y3roB, 06pa3oBbiBaOLLMX KnacTep. BcTpoeHHble mexa-
HU3Mbl NPOAYONMPOBaHHON pennukaumm AaHHbIX 06ecnevmBatoT BbICOKYH OTKa30yCTOMYNBOCTb
cuctemsl. [Npu gobaBneHnn nnu yganeHnn HOBbIX Y3M0OB KnacTepa MaccuB AaHHbIX aBToMaTunye-
ckn 6anaHCcUpyeTcst C Y4eTOM BHECEHHbIX n3meHeHunn. B Ceph o6paboTka faHHbIX U MeTagaHHbIX
pasferneHa Ha pasnuyHble rpynnbl y3roB B KnacTepe.

O6pa3sbl 1 gnckn BUPTYanbHbIX MalnH XxpaHsaTca B ogHoM Ceph-nyne. Kaxabii obpas B
nyne nmeet HauMeHOBaHWe BUAa «one-<ugeHTudrurkaTop obpasza>». BupTyanbHble MallUHbI
OyayT ucnonb3oBatb RBD-TomMa ansa cBoux AUCKOB ecnn 06pasbl NOMEYEHbl KaK «I1OCTOSHHEIY,
B MPOTUBHOM Crly4ae co34atoTCs HOBblE CHUMKM COCTOSHMI 0Bpa3a ¢ HanmeHoBaHMeM BUAaA:
one-<upgeHTUdUKaATOP obpasza>-<ugeHTudukaTop BM>-<upgeHTuduKaTop nucka_ BM>.

[onyckaeTca coBMmecTHas paboTta xpaHunuua obpasoB, NocTpoeHHoro Ha 6ase Ceph, n
CUCTEMHOrO XpaHunuLia, NMoOCTPOEHHOro Ha 6ase hanoBon TEXHONOrMK XpaHeHus. Npn aTom B
KayecTBe ApanBepa nepefayn gaHHbIX MeXAy XpaHunuwem obpasoB 1 CUCTEMHBIM XpaHUIULLIEM
“cnonb3yeTcs METOA COBMECTHOW Nepefaym (shared) — cm. [3.3] B aTom criyyae aHeprozaBucumMble
AUCKM N OUCKN NoJKavkyM co3faroTcs B BuAe ObblYHbIX (hansioB B CUCTEMHOM XpaHunuue. A
Takke kpome Ceph-knactepa Heo6xoaMMO BbINMOSTHUTL YCTAHOBKY M HACTPOWMKY pacnpenerieHHOn
rannosou cuctemsl, Hanpumep NFS.

BHUMAHUE! [na vcnonb3oBaHus xpaHunuuwa Ceph Heobxogmmo, 4Ttobbl cepBepbl

BupTyanusaumm senanucbk Ceph-knmeHtammn pabotatowero Ceph-knacrtepa.

3.5.2. lononHutenbHasa HacTpouka Ceph-knacTtepa ana ncnonb3oBaHus B MK CB

BHUMAHMUE! [eictBua no Hactpounke Ceph-knactepa BbinonHawTca B OC CH nog
yyeTHom 3anucbkto agMmunHuctpatopa OC CH ¢ BbICOKMM ypOBHEM LIENTOCTHOCTMU.

MpenBaputenbHO AomkeH 6biTb pasBepHyT Ceph-knactep. Nopsaok pasBepTbiBaHUSA
Ceph npeacraenen B gokymeHte PYCBE.10015-01 95 01-1 «OnepaunoHHasa cuctema crneumarns-
Horo HasHadeHus «Astra Linux Special Edition». PykoBogctso agMmuHucTpartopa. Yactb 1» u3
KOMMMeKTa NocTaBKu.

[ononHUTENbLHO Ha agMUHUCTPATMBHOW paboyen CTaHUuM OT MMEHWN YYETHOM 3anucm
agMuHuctpartopa Ceph-knactepa Heo6xoanMO BbINOMHUTL CrieayoLwme HaCTPOMKU:

1) pacnpegenuTb KOHUrypaumoHHble dannbl Ha y3nebl Ceph-knactepa, Hanpumep, ¢

MCHOﬂb3OBaHmeMbﬂKﬁpyMeHTaKOMaHﬂHOﬁCTp0m4Ceph—deployZ
ceph-deploy --username <agumuHucTpaTop_ Ceph-knacrepa> config push \

<ys3en_kinacrepa-1> <ysen knacrepa-2> ... <yseln_kiacrepa-N>
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2) cosgaTtb Nyn Ansg XpaHWnuul, B Ka4eCTBe HaMMEHOBaHME MNyrna ykasaB one:

sudo ceph osd pool create one <komuuecTBO_I'pPyII>

rie <KONMUeCTBO_ I'pPyIn> — KOMMYECTBO rpynn B nyne, KOTopoe onpegensercs no
cnegywoulen dopmyne:
((OBbwee konmyecteo OSD * 100) / YpoBeHb pennukaumm) ¢ OKpyrneHnem ao

Gnuxanwen cTteneHn 2 B CTOPOHY YBENMUYEHNUS.

Mpumep
B cnyyae ansa 3 yanos ceph:
(3 OSD * 100) / 3 = 100 (okpyrmusercsa mo 128)

Takum o6pa3omM, KONMYECTBO rpynn B nyne AOMKHO ObiTb paBHbIM 128.

3) BbIBECTW NepeYveHb MyrnoB KOMaHaom:
sudo ceph osd lspools

ﬂpmmep BbliBOA4a MNMocrie BbIMNOJIHEHNA KOMaHAbI.
1 device_health metrics

2 one

4) HacTpouTb Nyn one Ha paboty ¢ RBD:

sudo ceph osd pool application enable one rbd

[Mpymep BbIBOAA Nocne ycnewHoro BbiNOSTHEHUS KOMaHAb!:

enabled application ’"rbd’ on pool ’one’

5) cospgatb Ceph-nonb3oBaTensi, KOTOPbIA ByaeT UMeTb JOCTYN K Nyny XpaHunuw,. JaHHbIN
nonb3oBaTtenb OyaeT Takke mcnonb3oBaTtbes cnyxbon libvirt gna goctyna k obpasam
auckos. [Npumep co3gaHna nonb3oBaTensd ¢ UMeHeM libvirt:

sudo ceph auth get-or-create client.libvirt \

mon ’‘profile rbd’ osd ’'profile rbd pool=one’

ﬂpmmep BblBOAaA MocCrie ycnewHoro BbiMNoJfiIHEHNA KOMaHObl:
[client.libvirt]

key = AQAS8hJkyaa9FxAANRgI2RTD1ngmOcJLxPRWNg==
MpumevaHue. MNpedukc client 03HaAYaAET, YTO KOMaHLA BbIMOMHAETCS B OTHOLLIEHUN
NOrMYeCKOn CYLLIHOCTU «MOMb30BaTeSby.
6) nonyunTb Konuto krntova Ceph-nonb3oBaTens gnga ee ganbHenwen nepegaym Ha cep-
Bepbl BUpTYyanuaauuu. lNpumep komaHgbl Ans nonb3oBaTtens ¢ UMeHeM libvirt:
sudo ceph auth get-key client.libvirt | tee client.libvirt.key
Mpymep BbIBOAA NOCe yCNeLwHOro BbiNOSTHEHUS KOMaHAb!::
AQAS8hJkyaa9FxAANRGI2RTD1ngmOcJLxPRWNg==
7) aKcnopTMpoBaTtb Habop KIo4en Ceph-nonb3oBaTtens B doann
ceph.client.libvirt.keyring KOMaHOoOM:

sudo ceph auth get client.libvirt -o ceph.client.libvirt.keyring
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ﬂpmmep BblBOAaA Mocrie ycnewHoro BbIMNoJIHEHNA KOMaHAbI::

exported keyring for client.libvirt

3.5.3. HacTtpowka cepBepa ynpaBneHusa gns pabotbl ¢ Ceph-knactepom
[nsa cepBepa ynpaBneHus He TpebyeTcs cneumanbHas HacTponka. CepBep ynpaBneHus
OyaeT BbINONHATL AocTyn K Ceph-knactepy Yepes cepBepbl BUPTyanu3aumm, HaCTPOEHHbIE Ha UC-

nonb3oBaHue Ceph-knactepa (napametp BRIDGE_LIST, KOTOPbIV YKa3biBaeTCA MNpu perncrpauum
XpaHmnuuwa, — cm. [3.5.5.1)).

3.5.4. HacTtpouka cepBepa BupTyanusauum ans pa6otbl ¢ Ceph-knactepom

BHUMAHMUE! [leiicTBMa no HacTporike cepBepa BUpTyanuaaumm BoinonHstoTca 8 OC CH
nog y4yeTtHon 3anucbeto agMmmnHuctpatopa OC CH ¢ BbICOKMM YPOBHEM LIENTOCTHOCTM.

[na HacTpownkK cepeepa BUpTyanu3aumm Ha ucnons3osaHne Ceph-knacrtepa Heobxoanmo
Ha agMUHUCTPATUBHOM paboyen CTaHUMU OT MMEHU YYEeTHOM 3anucu agmuHuctpatopa Ceph-
KnacTtepa BbINONHUTL criegyowime AenCTBUS:

1) YyCTaHOBUTb KIMMEHTCKUE UHCTPYMEHTanbHbIE CPEACTBA Ha BCEX KOMMbIOTEPAX, BbINOI-

HAOLWNX PYHKLUNIO cepBepa BUpTyanusaumn. lNpumep komaHAabl:
ceph-deploy --username <agumuHHCTpaTop_ Ceph-xmacrTepa> \

install --cli <cepBep_BupTyanu3alyuu>

rie <cepsBep_ BuUpTyanusaLuu> — CETEBOE UMS unn IP-agpec KoMmnbloTepa, Ha Ko-
TOPOM pa3BepHyTa cnyxba cepBepa BUpTyanuaauum;

2) ckonwupoBarth kntoy Ceph-nonb3oBatens, co3gaHHoro paHee (cM. [3.5.2)), Ha Bce cepie-

pbl BUpTyanusaumm B katanor /var/lib/one/. [Npumep KoMaHabl:
scp client.libvirt.key <amummHucTpaTop>@<cepBep_ BupTyanusauuu>:/tmp
ssh <agMuHHCTpaTOp>@<CepBep BHPTyanu3anuu> \

"sudo mv /tmp/client.libvirt.key /var/lib/one"

rie <agMUHHUCTpATOpP> — YYeTHasi 3anuchb fIOKaribHOro agMuMHUCTpaTopa KOMMbloTe-
pa, Ha KOTOPOM pa3BepHyTa cnyxba cepBepa BUpTyanusaumu;

3) ckonupoBaTb Habop kntoyeit Ceph-nonb3oBartens, co3gaHHoro paHee (cM. [3.5.2), Ha

BCe cepBepbl BUpTyanmsaunm B Katanor /etc/ceph/. Npumep KOMaHabI:
scp ceph.client.libvirt.keyring <agMuHuCTpaTOp>Q@<CepBep_ BUPTyanusauuu>:/tmp
ssh <agMuHuHCTpaTOpP>@<CepBep BHUPTyaIu3anuu> \

"sudo mv /tmp/ceph.client.libvirt.keyring /etc/ceph"
4) creHepupoBaTb yHMBEpPCcarnbHbIN yYHUKanbHbIM naeHtngukatop (UUID) n coxpaHutb

ero B pann secret.xml:

UUID=$ (uuidgen)

cat > secret.xml <<EOF

<secret ephemeral=’'no’ private=’'no’>

<uuid>$UUID</uuid>
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<usage type=’ceph’>
<name>client.libvirt secret</name>
</usage>
</secret>

EOF
5) ckonupoBaTb (pann secret.xml Ha BCe cepBepbl BUpTyanusaunm B Katanor

/var/lib/one. MNpumep KoMaHabI:
scp secret.xml <aguuHHCTpaTOop>@<CcepBep BUpTyanmusauuu>:/tmp
ssh <agMuHuHCTpaTOpP>@<CepBep BHPTyanu3anum> \

"sudo mv /tmp/secret.xml /var/lib/one"
MpumeyaHne. 3Ha4yeHNe yHMBEPCANbHOro YHMKanbHoro naeHtudgukartopa (UUID) B
AanbHerwem notpebyeTca Ansg HaCTPOMKM XPaHWUINLL;
6) nocnegoBaTenbHO Ha BCEX CepBepax BUPTyanm3aunmn 3agaTtb 3aKpbITbIr K4 CIyX-
6bl libvirt, ncnonbays gann secret.xml. [Ina aToro Ha agMUHUCTPATUBHOM paboyen

CTaHUMM HeoBXOAMMO BbINONHUTL KOMaHAY:
ssh <agMuHHCTpaToOp>Q@<cepBep BUPTyanusanuu> \

"sudo virsh -c gemu:///system secret-define /var/lib/one/secret.xml"

I'Ipvwlep BblBOAA MocCrie yCcnewHoro BbIMNoJIHEHNA KOMaHObI:
Cekper c84b8321-6d49-4b43-8d1lb-0efclé686edc4 cozman

7) nocnepoBaTernbHO Ha BCeX cepBepax BUPTyanu3aunm CBA3aTb 3aKpbITbIN KoY CyX0bl
libvirt n kntou Ceph-nonb3oBartens. [Ans 3T0ro Ha agMMHUCTpPaTUBHON paboyen cTaHumn

HeO6XO,EI,I/IMO BbIMOJTHUTb KOMaHAY:
ssh <agMuHHCTpaTOp>@<CepBep_BUpPTyanusauum> \
"sudo virsh -c gemu:///system secret-set-value \

-—-secret $UUID --file /var/lib/one/client.libvirt.key"

I'Ipmmep BblBOAaA Mocrie ycnewHoro BbIMNoJIHEHNA KOMaHObI:

3HaueHHe YyCTaHOBJIEHO
8) nocnepoBaTenbHO Ha BCEX cepBepax BUpTyanusauumn ybeantecsa B Tom, 4to Ceph-
nonb3oBaTenb (C HaMMeHoBaHMEM 1ibvirt) UMeeT KOppPeKTHble HacTponku. [0nsa aToro

Ha a,D,MMHMCTpaTMBHOﬁ pa6o-|el71 CTaHUMM HeoBXxoanUMO BbINOSTHUTL KOMaHAay:

ssh <apumuHuHCTpaTOpP>@<cepBep_ BupTyanuzauun> "sudo rbd ls -p one --id libvirt"”

pe3ynbTatoM BbIMNOMHEHNSA KOMaHAbl JOSMKEH ObiTb NycTOM BbiBOA 6e3 OLMOOK.

MpumeyaHwme. Nocne HaCTPOVKK cepBepa BUpTyanusaumm Heobxoaumo ybeanTbcs B
TOM, 4TO Ha y3nax Ceph-knacrtepa BblAeNeHO 4OCTAaTOMHO MEeCTa 4S5 XpaHEeHNSA BCNoOMOraTesibHbIX
drannoB BUpTyarnbHbIX MallWH, Taknmx Kak context-guckn, dannsl passepTbiBaHUA U dhannbl

KOHTpOﬂbHOﬁTOHKM.

3.5.5. Perncrpauunsa xpaHunuiy

BHUMAHMUE! [Jencteua no peructpaumm xpaHmnuu, B MK CB BbINOMHAKTCA Noa y4eTHON
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3anucbio agMmmnHuctpatopa NK CB.

3.5.5.1. NMNapameTpbl XpaHUnNuLy

[ns ncnonb3oBaHnA Ceph-KnaCTepa B Ka4yeCTBe CUCTEMbI XpaHEHUA HeobxogMmo 3aperun-

CTPUPOBaTb CUCTEMHOE XPaHWUMMLLE U XpaHunuile obpasoB. MNpu permctpaumm aTux XpaHunumy,

yKasbIBaloTCs 3HaYeHUs obLLMX NapameTpoB KOHdUrypaumu, npuseaeHHble B Tabnuue [12] a Takxke

OOnNOJIHUTElbHbIE MapaMeTpbl AJd KaXXaoro Tuna XpaHunuwa, npegcraBieHHbie B Tabnuuax n

(14
Tabnuua 12
MapameTp OnuncaHue Obs3aTenbHbIN
NAME Nmsa xpaHunuwa OA
POOL_NAME Uma Ceph-nyna OA
CEPH_USER Uma Ceph-nonb3oBatens, ucnonbsyemoe cnyxéamu libvirt n rbd | OA
MonHbin  nNyTb  (panna  3akpbITOro  KNwya  Ans  Nonb3o-
CEPH_KEY BarTeng, ecnm He ncnosnb3yeTcs CTaHOapTHbLIN dann | HET
(/var/lib/one/client.libvirt.key)
CEPH_CONF HecTtangapTHbIn KoHurypaumoHHein dann Ceph, ecnn Heobxoanm HET
RBD_FORMAT | Mo ymon4yanuio 6yaet ncnonb3osatbca RBD-copmat «2» HET
PasgeneHHbIn npobenamu CNMCOK CepBepoB BUPTyanusaumm, HacTpo-
BRIDGE_LIST A P peep PTY Hv, P OA
€HHbIX Ha ucnonb3oBaHue Ceph-knactepa
P NIEHHbIN N nlaMu Cr1coK y3rnos h-knact MHULMNPO-
CEPH HOST asp,eve POGG amu cnucok y3nos Cep acrepa, C Lunpo IA
- BaHHOM cnyx6on moHmuTopa (MON)
YHuBepcanbHbIN YHUKanNbHbIN naeHTudukatop (UUID) 3akpbiToro Knto-
CEPH_SECRET .p , y A ® P ( ) 3akp OA
- ya libvirt

I'IpM pernctpaunm cUCTeMHOro XxpaHunuila gonornHUTerbHO K napamMeTtpam, npmBegeHHbIM

B Tabnuue [12, yctaHaBnuBatoTcs napamMeTpsl, ykadaHHble B Tabnuue [13]

Tabnuuya 13
MapameTp 3HauyeHune Ob6si3aTenbHbIN
TYPE SYSTEM DS OA
TM_MAD ceph OA

Mpw perncTpaummn xpaHunuia o6pasoB AOMNOMHUTENBHO K NapamMeTpaM, NpMBEAEHHbIM B

Tabnuue [12, yctaHaBnuBatoTca napameTpbl, ykasaHHble B Tabnuue [14]

Taobnuuya 14
MapameTp 3HaueHne Obs3aTenbHbIn
TYPE IMAGE_DS OA
DS_MAD ceph OA
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OkoHyaHue mabnuusi 14

MapameTp 3HayeHne Ob6si3aTenbHbIn
TM_MAD ceph AA
DISK_TYPE RBD OA

Kartanor Ha KomnbloTepe, BbICTyNatLeM B KayecTBe MocTa Ansi cepse-
pa ynpaeneHus (napameTp BRIDGE_LIST) B KOTOPOM OyaeT BpeMeHHO
pasMelleH obpa3 nepen nepegayen ero B xpaHunuwe. Mo ymonyaHmo
MMEET 3Ha4yeHne /var/tmp

STAGING_DIR HET

B KoHdurypaumoHHom dpanne /var/lib/one/remotes/datastore/ceph/ceph.conf
MOryT ObITb YCTAHOBIIEHbI 3HAYEHUSA NO YMONMYaHUIO AN CReayLWmMX NnapaMeTpoB XpaHuimLa
Ceph:

- POOL_NAME;

- STAGING DIR;

- RBD_FORMAT.

3.5.5.2. Peructpauusa CUCTEMHOro XxpaHunuuia

Mpumep

CospgaHune xpaHunuuia ¢ ucnonb3oBaHWEM KOHUrypawumMoHHoro danna:
1) cosgaTtb (pann systemds. txt CO CreayroLmM CoaepXaHnem:

NAME = ceph_system

SYSTEM_DS

TM_MAD = ceph

TYPE

POOL_NAME = one

CEPH_USER = libvirt

BRIDGE_LIST = "<cepBep_ BupTyanusauuu-1> <cepBep_BUPTyanudauuu-2> ... \
<cepBep_BUpPTyaausanuu-N>"

CEPH_HOST = "<yzejn_kxjnactTepa-1> <yzes_kiyacrepa-2> ... <y3eJ_kjacrepa-N>"

CEPH_SECRET = "<3HauenHue_ UUID>"
2) BbINONHUTb KOMaHAy:
onedatastore create systemds.txt

I'Ipmmep BbiBOAAa Nocre BbINOJIHEHNA KOMaHAbI.
ID: 100

MpumevaHue. Takke Ceph MoxeT paboTtaTb C CUCTEMHBLIM XPaHUIULLEM, NOCTPOEH-
HOM Ha Ga3se hanroBon TEXHOMOMMM XpaHEHUS C UCMONb30BaHMEM MeToda COBMECTHOW nepeaayn
(shared) — cm. [3.3| B aTom criyqae aHeprosaBucHUMbIe ANCKU U AWCKM MOAKAYKU CO3AA0TCS B BUAE
00bl4HbIX (hannoB B cuctemHom xpaHunuile. Kpome Ceph-knactepa Heo6xogmMmo BbINONHUTL
YCTaHOBKY M HAcTpOWKy pacnpeneneHHon annoson cuctemol, Hanpumep, NFS.

MpumeyvaHune. OcobeHHocTn HacTponkn NFS npencraeneHsl B (3.3.2]
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3.5.5.3. Pernctpauusa xpaHunuwa obpasoB

Mpumep
CospgaHune xpaHunuuia ¢ UCnonb30BaHWEM KOHUrypaLumoHHoro canna:

1) cosgaTtb hann imageds.txt CO cnegyLMM cogepxaHuem:
NAME = "ceph_images"

TYPE = IMAGE_ DS

DS_MAD = ceph

T MAD = ceph

DISK_TYPE = RBD

POOL_NAME = one

CEPH_USER = libvirt

BRIDGE_LIST = "<cepBep_ BupTyanusauuu-1> <cepBep_BUPTyanudauuu-2> ... \

<cepBep_BUPTyanusanuu-N>"
CEPH_HOST = "<y3ejy_kJiacTepa-1> <y3en_kjacrepa-2> ... <y3eJy_kjacrTepa-N>"

CEPH_SECRET = "<z3HaueHue_UUID>"
2) BbINONHUTbL KOMaHAy:
onedatastore create imageds.txt

ﬂpmmep BbliBOA4a MNMocrie BbINMNOJIHEHNA KOMaHAbI.
ID: 101

3.6. Xpanunuwe o6pasoB Raw Device Mapping

3.6.1. O6wwme cBepgeHun

TexHonorna Raw Device Mapping (RDM) o6ecneunBaet BO3MOXHOCTb UCMOMb30BaHMSA
BNOYHbIX YCTPOMCTB BMECTO 0BbIYHbIX (harnoB obpa3oB gucka B xpaHunuiie obpasos. B kavecTse
ancka BM BbicTynaet 6novyHoe yCTpOMCTBO, MNOAKITOYEHHOE K CepBepy BMpTyanuaauuu. [pu atom
OroYHoEe YCTPOMCTBO MOXET ObITb Kak NIOKalbHbIM, Tak U CETEBbLIM (MPE3eHTOBAHHbIM BHELLHUM
XpaHUmLLEM).

BHUMAHMUE! Ob6pasbl, cosgaBaeMble B JaHHOM XpaHUNuLle, AOMKHbI ObiTb MOMEYEHbI
KaK «MOCTOSsIHHbINY. B NpOTMBHOM criydae, NosABAAeTCs BO3MOXHOCTb MCMNOSb30BaHUA LAHHOMO
ycTponcTBa 6onee yem ogHom BM, 4To MOXET NpMBECTM K BO3HUKHOBEHMIO NPOGnemM n nospexae-
HUIO JaHHbIX.

Xpanunuwe obpaszos RDM ncnonb3yeTcsa COBMECTHO C CUCTEMHBIM XpaHUULEM, MNO-
CTPOEHHbIM Ha 6a3e dhainoBon TexHonornm xpaHexnus (cm. [3.3).

Mpwn ncnonb3osaHnn TexHonornm RDM obecneunBaeTcsa 6bicTpoe pa3sepTbiBaHne BM,
Tak Kak HeT HeobxoamMmocTu nepegaym canna obpasa gucka M3 xpaHunuiia obpasoB B CUCTEMHOE
XpaHunuuie. B xpaHunuwe obpasoB TOMbKO 3anucbiBaeTCs pernctpaunoHHasa nHgpopmaumsi o

Or04HOM YCTPOMCTBE, UCMONb3YyEMOM AN pa3BepTbiBaHus BM.
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3.6.2. Hactpownku MK CB gna ncnonb3oBaHus XpaHunuLia

[ononHuTtensbHasa HacTporka He TpebyeTcs.

3.6.3. Perncrpaumsa xpaHmnuiia

BHUMAHMUE! [Jencteua no peructpaumm xpaHmnuuy, B MK CB BbINOMAHATCA NoA y4eTHON

3anucbto agmmHucTpaTtopa MK CB.

[ns perncTtpaunn xpaHunuilia HeobxoamMmo YKa3aTb 3Ha4eHNA nNapamMeTpoB, YKa3aHHbIE B

Tabnuue [15]
Tabnwuuya 15
MapameTp 3HayeHune
NAME <HaMMeHOBaHWe XpaHunuwa>
TYPE IMAGE_DS
DS_MAD dev
T™M MAD dev
DISK_TYPE BLOCK
Mpumep

CosgaHune xpaHunuuia ¢ MCnonb30BaHNEM KOHurypawumoHHoro danna:

1) cosgatb (pann imageds.txt CO CreayLlWmnM cogepXaHnem:

NAME =
TYPE =
DS_MAD
TM_MAD

rdm_datastore
"IMAGE_DS"
= "deV"

= "dev"

DISK_TYPE = "BLOCK"

2) BbINOMHUTbL KOMaHAy:

onedatastore create imageds.txt

I'Ipmmep BbIBOAa Nocre BbINOJIHEHNA KOMaHAbI.

ID: 101

3.6.4. Pernctpauusa 65104HOro ycTponcTBa B XpaHunuiie

BHUMAHMWE! [Jenctsua no perncrpaumm 6n04HOr0 yCTPOMCTBA B XPAHUULLE BbINOMHA-

IOTCA Nog, y4eTHoM 3anuckio agMmuHuctpartopa MK CB.

B xpaHunuiie MoxHo A4o6aBnsiTb HOBble 06pasbl ¢ ykasaHuem nyTu. Mpu ncnonb3oBaHUm

MHCTPYMEHTa KOMaHAHOW CTPOKM Herb3si MPUMEHSATb COKpaLLleHHble napaMeTphbl, T.K. BHa4ane

NpoBepsieTCs, CYLLECTBYET N daiin 1 YCTPOMCTBO Ha cepBepe ynpaBreHus.

Mpumep

Pernctpaums B xpaHunuiie 101 obpasa, KOTOPOMY COOTBETCTBYET AUCK /dev/sdb:

1) co3maTh image.tmpl CO CneayloLMM CoaepKaHNeM:
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NAME=scsi_device
PATH=/dev/sdb
PERSISTENT=YES

2) BbINONHUTbL KOMaHAy:

oneimage create image.tmpl -d 101

3.7. Xpannnuwe cdannos

XpaHnnuiie annos ncnonb3yercsa AN XpaHeHUs 0bblYHbIX dhannoB. Takumu dannamm
MOryT 6bITb pe3epBHble KON BUPTYasibHbIX MalUMH UN KOHTEKCTHbIE hannbl. Hanpumep, B
XpaHunuie dannoB MOXHO NMOMECTUTb OnpeaerneHHbIN init-CKpUNT 1 yka3aTb ero B KOHTEKCTyanu-
3aumn gna BM. O1ot cpann byget pasmelleH Ha koHTekcTHOM CD-ROM, goctynHom B OC aton
BM. Taknm o6pa3om MOXXHO HaCTPOUTb BbINOSTHEHWE YKa3aHHOrO init-ckpunTta npwu 3arpyske OC
BUPTYarbHON MaLUUHbI.

BHUMAHMUE! Ecnu B INK CB gnsa obecnevyeHns oTkasoyCcTOMYMBOCTU cepBepa ynpas-
neHna npumMmeHsetca TexHonorus Raft, xpaHunuwe cdannos gomkHo 6bITb NOCTPOEHO Ha Base
hannoBon TexXHoNorMn xpaHeHus. MNMpu aTom AormkHa ncnonb3oBaTbcAa obLas (pacnpeaeneHHas)
hannosas cuctema.

Mpy ncnonb3oBaHUK XpaHUnuLia ansioB NPUMEHATCS CTaHAAPTHbIE MHCTPYMEHTbI
KOMaHOHOW CTPOKKW, Hanpumep, cp, 1ln, mv, tar, mkfs, KOTOpble YCTAHOBMNEHbI B CUCTEME MO

YMOSYaHMIO.

3.7.1. HacTtpouka cepBepa ynpaBrneHusi
BoNbLUMHCTBO KpUTEPUEB HACTPOWMKK, UCNOSMb3YEMbIX A1 XpaHUULL, 06pa3oB, NPUMEHS-

IOTCS K XpaHUnuLLy hannos.

3.7.2. HacTtpownka cepBepa BupTyanusauum

Mcnonbsyembii gpansep SSH gnsa xpaHnnuwa gannos He TpebyeT 0cobor HaCTPOMKM.
[ocTtaToyHo yb6eamTbCcs B TOM, YTO Ha JUCKOBOM pecypce, COOTBETCTBYIOLLEM 3TOMY XPaHUIINLLLY,
[OCTaTOMHO MecTa Ansa pasmelleHna dannos BM Ha cepBepe ynpaBneHua uU Ha cepsepax

BMPTYyanuaauuu.

3.7.3. Pernctpauusa xpaHunuiya
BHUMAHMUE! [encteua no peructpaumm xpaHmnuuy, B MK CB BbINOAHSATCA NOA y4ETHON
3anucbio agMmmnHuctpatopa K CB.

[ns pernctpaumm xpaHunuila HeoGXoAMMO yKasaTb 3HaYeHNs NapamMeTpoB, yKazaHHble B
Tabnuue [16]
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Taobnuuya 16
MapameTp 3HaueHne
NAME <HanmeHoBaHWe_XxpaHunuia>
TYPE FILE_DS
DS_MAD fs
T™™_ MAD ssh
SAFE DIRS lMepeyeHb kaTanoros, pasfeneHHbIX CUMBOOM nNpobena, B KOTOPbIX pa3peLuaeTcst pas-
- MeLlaTb obpasbl. [1o ymonyaHuio nMeeT 3HadeHne «/var/tmp»
Mpumep

CospaHune xpaHunuwia annos ¢ UCNonb3oBaHNEM KOHGUIypaunoHHoro anna:

1) cospgaTtb (pann files_ds.txt CO creayroLmM CoaepXXaHnem:
NAME = files

TYPE = FILE_DS

DS_MAD = fs

TM_MAD = ssh

SAFE_DIRS = /var/tmp/files

2) BbIMOMAHUTL KOMaHAy:

onedatastore create files_ds.txt

lMpumep BbIBOAA Nocne BbINOMHEHUS KOMaHAbI:

ID: 103

3HayeHuss napaMeTpoB DS M TM MAD MOXHO BMOCMEACTBUN W3MEHUTb KOMaHOOW
onedatastore update. [logpoGHble 3Ha4YEHMS NAapamMeTPOB XpaHMNMLLA MOXHO NMPOCMOTPETb

C NOMOLbIO KOMaHAbl onedatastore show.
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4. HACTPOWKA CETU

Hencteua no HacTpouke MK CB ans ncnonb3oBaHna BUPTYaribHbIX CETEN BbINOSHATCA

B OC CH nopg y4etHon 3anuckto agmuHuctpatopa OC CH ¢ BbICOKMM ypOBHEM LIENOCTHOCTU.

[encteua no cosgaHuio BupTyanbHbix ceten B MK CB BbINOMHAKTCA Nog YY4ETHOM 3anuchbio

agmuHucTtparopa MK CB.

4.1. O6wume cBegeHuUs

Mpun 3anycke HoBon BM ceTeBble MHTepencel aton BM, onpegensemble napameTpom

NIC B HacTponkax BM, nogkntoyatoTes K uanyeckmm yCcTporcTBamM cepeepa BUpTyanusauum B

COOTBETCTBUMN C HACTpOMKamMmn BUPTyanbHOW ceTn. OTo no3sonsieT BM umetb goctyn K nyo6nmnyHbIm

N HYaCTHbIM CETAM.

MK CB nogaepxmBaeT YeTblpe CETEBbIX pexuma:

1) pexum «CeteBont MOCT» — BM Hanpsamylo cCoeanHAETCH ¢ CyLeCcTBYOLWMM MOCTOM
Ha cepBepe BuUpTyanu3aunn. [JaHHbI pexxumM MOXET ObITb HACTPOEH Ha UCMONb30BaHNE
rpynn 6e3onacHOCT U U30MNSLUNN CETH;

2) pexum VLAN — ans kaxgow ceTu cosfaeTcss MOCT, K KOTOPOMY MOAKMYaeTcs
VLAN-TernpoBaHHbIn ceteBon nHtepdenc (VLAN-TermpoBaHme ctaHgapta IEEE802.1Q);
3) pexum VXLAN — ans kaxgowm CEeTM co3gaeTcsl MOCT, K KOTOPOMY MOAKMYaeTcs
VXLAN-TernpoBaHHbI ceTeBon UHTepdenc. Vicnonbdyembin npotokon VXLAN ocHoBaH
Ha UDP-uHkancynaumm v rpynnosoun agpecauuu IP;

4) pexum Open vSwitch — aHanornyeH pexumy VLAN, HO ncnonb3yet nporpaMmHbIi
kommyTtaTtop Open vSwitch (OVS) BmecTo ceteBoro mocta. 'pynnbl 6€30nacHOCTM AaHHbIM
PEXUMOM He NOoAAEepPXKMBaKOTCS.

CeTeBoW CTek ceTn MoXeT 06beaMHATLCA C BHeLWHUM gucneTtdyepom IP-agpecos (IPAM).

[nsa atoro Heob6xoanMmo [06aBUTL CBA3YIOLLMIA SNIEMEHT.

pOB:

4.2. NapameTpbl ceTn

I'Ip|/| co3agaHunn BVIpTyaHbHOVI ceTn Heobxoanmo yKa3aTb 3Ha4YeHUA cneayrwmnx napamert-

1) napameTpbl hmnsndeckom cetu, Kotopasa OyaeT ee nogaepkunBaTtb, BKNKOYaa CETEBOM
Apaunsep;

2) OOCTYyrnHOe apecHoOe NpoCcTpaHCTBO. AgpecamMu, CBS3aHHbIMU C BUPTYaribHOW CETbIO,
MoryT 6bITb IPv4, IPV6, IPv4-IPVv6 ¢ oBymsi ctekamu unu Ethernet;

3) HeobsA3aTenbHble NapaMeTpPbl KOHTEKCTYanu3auumn (CeTeBble HaCTPOMKM BUPTYarbHbIX
MaLUWH, KOTOPblE MOTYT BKIlO4aTb, HaNpumep, Macku cetn, cepeepa DNS nnu wnto3sbl).

MpumeyaHue. NMNogpobHoe onvucaHne NnapameTpoB BUPTYarnbHOW CETU NPEeacTaBreHo
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B gokymeHTe PLLM.10001-03 95 01-2 «[1porpammHbin koMmnsnieke «Cpencrea BupTyanmsaumm

«bpect» (MK CB «bpecTt»). PykoBoacteo agMumHucTpatopa. Yactb 2».
4.3. Pexxum «CeTeBOM MOCT»

B naHHOM ceTeBoM pexume Tpadmk BM Hanpsmyto nepenaetcs yepes CyLLeCTBYOLLMN
CeTeBOW MOCT Ha cepBepax BupTyanusaumn. [1pn 3TOM yCTaHaBnMBaETCS OOWH U3 PEXMMOB
duneTpaunmn Tpaduka, NpUMeHIeMon B CETH:

- pexum «ceteBon MocT 6e3 punstpaumm» (Bridged);

- PeXuMM «ceTeBOoM MOCT c rpynnamu 6esonacHoctu» (Bridged with Security Groups,

aanee no Tekcty — Security Group) — yctaHaBnuBatoTcsa npasuna iptables ons BHegpeHus

npasun rpynn 6e3onacHocTy;

- pexum «ceTeBon MOCT ¢ npasunamu ebtables» (Bridged with ebtables isolation, na-

nee no Tekcty — Ebtables VLAN) — Ttoxe 4to n ans pexuma Security Group, HO C

AononHuTenbHbIMK Npasunamn ebtables ansa nsonaumm (L2) Bcex BUpTYyarnbHbIX CETEN.

4.3.1. OCOGEHHOCTN N orpaHNYeHuns

Mpn unsTpaumm Tpagmka HeOBXOAMMO yUUTbIBaTL CrieayoLlee:

- B pexumax Bridged n Security Group MoxHO J06aBnaTb TerMpoBaHHbIE CETEBLIE UHTEP-

dencel ana obecneyeHns ceTeBomn M3onAauuKn. [JaHHbIN PEXUM ABMAETCA PEKOMEHOYEMOM

cTparterven passepTbiBaHNA B paboTaroLwmx cuctemax (He TeCTOBbIX);

- pexum Ebtables VLAN npegHasHadeH gna Hebonblwmnx cpeq 6e3 cooTBEeTCTBYOLLEN

annapatHon nogaepxku ans BHeapeHusi ceten VLANS. [JaHHbIN pexnm orpaHunyeH

ceTaMu C anvHowm npedukca 24 6uta (/24) n IP-agpeca He MOryT nepekpbiBaTbCA B

BUPTYyarbHbIX CeTsX. PekomeHayeTcsa ToNbKO ANs uenen TecTupoBaHus.

BHUMAHMUE! Mo ymonyanuio npu yganeHun BM Ha cepBepe BupTyanusaummn Takxe
OyaeT yaaneH CywecTBYOLNN CETEBON MOCT, eCnun OH 6onblue He ucnonb3yeTcst H1 ogHon BM.

[nsa Toro 4to6bl HE3a4ENCTBOBAHHbLIN CETEBOM MOCT HE yaansancs, HeobxogmMmo B KOHGU-
rypaunoHHom cpaivine /var/lib/one/remotes/etc/vnm/OpenNebulaNetwork.conf ycra-
HOBUTb criegyoLllee 3HavyeHne napameTpa keep_empty bridge:

:keep_empty bridge: true

4.3.2. HacTpouka cepBepa BUpTyanusauum

BHUMAHMUE! [enctaua no HacTtponke MNK CB gnsa ncnonb3oBaHnsa BUPTYarbHbIX CETEN
BbinonHsaoTca B OC CH nog yyetHon 3anucbto agMuHuctpaTtopa OC CH ¢ BbICOKMM YPOBHEM
LeNoCTHOCTH.

[Ina HacTpOMKN JaHHOro CETEBOrO pexumMa HeobxoaMMOo BbINOMHEHWe crneaywmx Tpedo-
BaHWUN:

- Ha cepBepbl BUpPTyanu3aumnm HeobXxoaMMOo YCTaHOBUTL MakeT bridge-utils;
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- ecnu nnaHupyeTcsa ncnosnb3oBatb pexmnm dunstpaunmn Ebtables VLAN, Ha cepBepbl

BUPTyanuaaunm HeobxoauMo YCTaHOBUTb NakeT ebtables, KOTOPbLIA MO YMOMYaHUIO

obecneunBaeT U3oNALNIO CETHU.

Ha cepBepe BupTyanmnsaumm Heob6XxoanmMo co3gaTb CETEBOM MOCT AN KaXKAOW CeTu, B
KoTopou OyayT pabotatb BUpTYyarnbHble MallnHbL. [Mpyn 3TOM cregyeT Ucnonb3oBaTb 0OQHO UMS

CEeTUN Ha BCEX cepBepax BUpTyanm3aunn.

Mpumep

CopepxaHue hanna /etc/network/interfaces ¢ HaCTponkamm CETEBOro MocTa
auto ethO
iface eth0 inet manual
auto br0
iface br0 inet static
bridge_ports ethO
address 172.16.1.20
netmask 255.255.255.0
gateway 172.16.1.1

4.3.3. HacTpouka cepBepa ynpaBrneHus

Pexxnm CeTteBon MOCT He TpebyeT cneumanbHbIX HACTPOEK.

4.3.4. Co3paHue cetun
BHUMAHMUE! [JencTteus no cosgaHuio BupTyanbHbix ceten B MK CB BbinonHsoTca nog
y4yeTHoM 3anucbto agMmuHuctparopa MK CB.

[nsa co3gaHmsa cetn HeobxoamMMo ykasaTb napameTpbl PU3MYECKON CETU, NPUBEAEHHLIE B
Tabnuue [17]

Taobnuuya 17
MapameTp 3HayeHne Ob6s3aTenbHbIn
NAME Nmsa cetun OA

bridge — Ana pexuma 6e3 dpunsrpaumy;
VN_MAD fw — ona pexuma unetpaumm Security Group; OA
ebtables — anga pexuma dunstpauun Ebtables VLAN

BRIDGE Mmsa ceTeBoro MocTta Ha cepeepax BupTyanmsauum OA

Mpumepbl:

1. CosgaHue ceTu ¢ Ucnonb3oBaHMEM KOHUrypaunoHHoro anna. byget cosgaHa cetb,
paboTatoLias B pexmMme CeTeBOM MOCT C UCMOSb30BaHUEM pexnma gunstpauumn Security
Group:

a) cosgatb hbann new-net.conf CO CregyloLWUM CoaepKaHNEM:

# mapameTpH PUIUUECKON CETH
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NAME = "bridged_net"
VN _MAD = "fw"
BRIDGE = "vbrl"

# pmocTynHOe ampecHOe MNPOCTPAHCTBO

AR=[TYPE = "IP4", IP = "172.16.1.100", SIZE = "100" ]
# mapaMeTpH KOHTEKCTyalMu3aluu

NETWORK_ADDRESS = "172.16.1.0"

NETWORK_MASK = "255.255.255.0"

DNS = "172.16.1.1"

GATEWAY = "172.16.1.1"

0) BbLINONHUTL KOMaHAY:
onevnet create new-net.conf

anMepBbBOﬂaHOCHeBbMOﬂHeHMHKOMaHﬂHZ
ID: 1

2. MNpaBuna ebtables, koTopble co3gatoTca NPy HEOOXOANMOCTM OTNAAKN HACTPOMKMU:
# WUrHOopupOBaThL IIaKeTH, KOTOPHE HE COOTBETCTBYIOT MAC-ampecy ceTu

-s ! <mac_address>/ff:ff:ff:ff:ff:0 -o <tap_device> -j DROP

# [peporBpaTuTh MAC-cnyduur

-s ! <mac_address> -i <tap_device> -3j DROP

4.4. CeteBon pexxum VLAN

B oaHHOM ceTeBOM pexume Onsi KaX4oW CeTU co3gaeTcsi MOCT, K KOTOPOMY MOAKIto4aeTcs
VLAN- TernpoBaHHbin ceteBomn nHtepdenc (VLAN-TermposaHune ctaHgapta IEEE802.1Q).

NoeHTngpukaumoHHsin Homep VLAN paccunTbiBaeTcs aBToMatndeckm n byget oanHa-
KOBbIM O519 BCEX MHTEPdENCOB B KOHKPETHOM ceTU. BO3MOXHO Takke NpUHYAUTENbHO yKasaTb

3Ha4YeHne napameTpa VLAN_ID B HaCTpOﬂKaX ceTn.

4.4.1. HacTtpouka cepBepa BUpTyanusauum
BHUMAHMUE! [enctaua no Hactponke NK CB gnsa ncnonb3oBaHnsa BUPTyarnbHbIX CETEN
BbinonHsaoTca B OC CH nog yyetHom 3anucbto agMmuHuctpatopa OC CH ¢ BbICOKMM YpPOBHEM

LIeNTOCTHOCTW.

[nsa Hactpouku ceteBoro pexuma VLAN Heobxoanmo BbinonHeHWe cnegyowmx Tpebosa-

- moaynb 802.1Q gomkeH ObiTb 3arpy>keH B S4p0;
- Hanu4ue ceTeBOro KOMmMyTartopa, cnocobHoro HanpaenaTb VLAN-TermpoBaHHbIN Tpa-

UK. Prnsnyeckmne NopTbl CETEBOro KOMMYyTaTOpa AOSMKHbI B6bITh KaHanamu ceasn VLAN.

4.4.2. HacTpouka cepBepa ynpaBreHus
BHUMAHMUE! [encteusa no HacTtpouke INK CB ans ncnonb3oBaHna BUPTYaribHbIX CETEN

BbinonHsaoTca B OC CH nog yyeTtHomn 3anuckto agMuHucTtpaTtopa OC CH ¢ BbICOKMM YPOBHEM



LIeNOCTHOCTH.

67
PAOLIM.10001-03 95 01-1

3HayeHne napameTpa VLAN_ID paccynTbiBaeTcd B COOTBETCTBUUN C HaCTpOVIKaMM, YKa-

3aHHbIMY B KOHUrypaumMoHHOM hanne /etc/one/oned. conf (cM.|5.2).

N3meHeHeMm 3HauYeHns AaHHOTo NapamMeTpa MOXHO 3ape3epBMpoBaTb HEKOTOPLIE CETU

VLAN, n oHM He ByayT HasHa4vaTtbcs ceTn. MoOXHO Takke ykasaTb nepBbii HOMep VLAN_ID. [pu

CO3aHUN HOBOW U30NMPOBaHHOW CETU onpeaensieTca cBoboaHbIN HoMep VLAN _ID u3 nyna VLAN.

OTOT nyn ABnsieTcsa rnobanbHbIM U COBMECTHO UCNONb3YeTCs C ceTeBbiM pexxumom Open vSwitch.

B dpanne /var/lib/one/remotes/vnm/OpenNebulaNetwork.conf MOXHO OTKOp-

PEKTMPOBATb NapamMeTp HACTPOMKM validate vlan_id. YCTAHOBMB 3HauyeHUE true MOXHO

npoBepuTtb, 4Yto Apyrmne cetn VLAN He nogcoeanHeHbl K MOCTY.

4.4.3. CozpgaHue ceTun
BHUMAHMUE! [lencTteus no cosgaHuto BupTyanbHbix ceten B MK CB BbinonHstoTca nog

y4yeTHoM 3anucklo agMmuHuctparopa MK CB.

[nsa co3gaHusa ceTM HeobXoaMMO 3aAaThb 3HAYEeHUs NapameTpoB OU3NYECKon ceTu, Npu-

BefleHHbIX B Tabnuue [18]

Tabnunua 18
MapameTp 3HayeHune Obsi3aTernbHbI

NAME Nmsa cetun OA

VN_MAD 802.10Q OA
Mms pmnamnyeckoro ceteBoro ycTponcTea, kotopoe by-

PHYDEV P yerp P y OA
O€ET MOOKITYEHO K CETEBOMY MOCTY
Mms ceTeBoro mMocta, HaszHadaeTcs Nno yMon4aHuio

BRIDGE , X HET
onebr.<net_id> unun onebr.<vlan_id>
NaoeHTndrKaumoHHbIN HOMep ceTtun VLAN. | OA

VLAN ID byoer creHepupoBaH, €cnM  He yKasaH, a | (ecnu He
AUTOMATIC_VLAN_ID ycTaHaBnmBaeTcd Ha YES AUTOMATIC_VLAN_ID)
Obsa3aTenbHbIN U JosmkeH ObITb yCTaHOBIEH Ha YES, A

AUTOMATIC VLAN ID A y A

- - ecnu VLAN_ID onpegeneH (ecnn He VLAN_1ID)

MakcumanbHbIn NepegaBaemMbii MOAYSb  AaHHbIX

MTU . HET
(MTU) ansa TermpoBaHHOro nHtepdenca n mocta

Mpumep
CospaHune cetn, paboTtatowen B pexume VLAN, ¢ ncnonbaoBaHnem KOHOUrypaumoHHOro
danna:

1) cosgaTtb (pann new-net.conf CO CreayrOLWMM COAEPKAHNEM:

# nmapameTpr QU3NMUECKON CeTu

NAME = "hmnet"
VN_MAD =

"802.1Q"
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PHYDEV= "ethO"

VLAN_ID = 50

BRIDGE= "brhm"

# mocTymnHOoe ampecHOe MNPOCTPaHCTBO

AR=[TYPE = "IP4", IP = "172.16.1.100", SIZE = "100" ]
# nmapaMeTpE KOHTEeKCTyaJl3aluu

NETWORK_ADDRESS = "172.16.1.0"

NETWORK_MASK = "255.255.255.0"

DNS = "172.16.1.1"

GATEWAY = "172.16.1.1"

2) BbINOMHUTbL KOMaHAy:

onevnet create new-net.conf

Mpumep BbIBOAA NOcne BbINOMHEHNS KOMaHAbI:

ID: 1

B maHHOM npumepe npoBepsieTcs HanuMume mocTta brhm. Ecnn oH He cywecTByeT, TO
Oynet co3gaH. CeteBoe ycTponcTBO eth0 ByaeT TerMpoBaHo (eth0.50) 1 NOACOEAUHEHO K
brhm.

4.5. CeteBoun pexxum VXLAN

B oaHHOM ceTeBOM pexume AN Kax4on ceTu co3gaeTcsa MOCT, K KOTOPOMY NoaKnoyaeTcs
VXLAN-TernpoBaHHbIN CeTEBON NHTEpPAIENC.

NoeHTngpukaumoHHbin Homep VLAN paccumnTbiBaeTcs aBToMatudecku n byget ognHa-
KOBbIM N5 BCEX MHTEPXAENCOB B KOHKPETHOM CETU. BO3MOXHO Takke NpUHygUTENbHO yKasaTb
3HayeHue napameTtpa VLAN_ID B WwabnoHe BUPTYyaribHOW CETH.

Kpome Toro, kaxgasi cetb VLAN HasHavaeT rpynnoBoun agpec Afs MHKancynaumMm TpaHc-
nupoBaHus L2 u rpynnosoro Tpaduka. [JaHHbIn agpec HasHavYaeTcs No yMonyaHuio ananasoHy
239.0.0.0/8 B cootBetcTBUMM ¢ RFC 2365 (agMMHMUCTpaTMBHO Ha3HadYaemas rpynnosas agpecaums
IP). B yacTHoCTM, rpynnoBon agpec nony4vaerca gobaeneHnem VLAN _ID K OCHOBHOMY agpecy
239.0.0.0/8.

4.5.1. OCO6GeHHOCTN N OorpaHn4eHus

B naHHOM ceTeBOM pexume 3agencTsoBaH ctaHgapTHein UDP-nopt cepepa 8472.

Tpadmk VXLAN HanpaBnaeTca Ha mM3n4ecKoe YCTPONCTBO, KOTOPOE MOXET ObITb ycTa-
HoBrneHo kak VLAN-TermpoBaHHbI MHTEP(ENC, HO B 3TOM crnyyae Heobxoanmmo ybeauTtbes B
TOM, YTO TErMpoBaHHbIA MHTepdenc byaeT co3gaH BPYYHYH U3HayarbHO Ha BCEX cepBepax

BUpTyannsauunn.

4.5.2. Hactponka cepBepa BUpTyanmsauum
BHUMAHMUE! [encteusa no HacTtpouke MK CB ans ncnonb3oBaHnsa BUPTYaribHbIX CETEN
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BbinonHsatoTca B OC CH nog yyetHon 3anucbto agMmuHuctpatopa OC CH ¢ BbICOKMM YPOBHEM
LeNnOCTHOCTH.

Ons HacTporikn ceteBoro pexunma VXLAN Heobxoanmo 4Tobbl Npy NOAKNIOYEHUN BCEX
cepBepoB BMpTyanusaumm K ogHOW nogcetun, rpynnoson Tpaduk He dounsTpoBarncs npasuna-
Mu iptables Ha cepBepax BupTyanumsaumn. Ecnn rpynnosoun Tpaduk OOSMKEH NPOXoanTb Yepes

MapLIpyTM3aTopbl, HEOOXOANMMO HAaCTPOUTb B CETU MHOroaapecHbI NpoTokors, Hanpumep, IGMP.

4.5.3. Hactpouka cepBepa ynpaBreHus

BHUMAHMUE! [encteua no Hactponke NK CB gnsa ncnonb3oBaHnsa BUPTyanbHbIX CETEN
BbinonHaTca B OC CH nog ydeTtHom 3anucbto agMmmnHuctpatopa OC CH ¢ BbICOKMM YpOBHEM
LIeOCTHOCTW.

3HayeHune napameTpa VXLAN_ID paccyMTbiBaeTCs B COOTBETCTBUM C HACTPOMKaMu, yka-
3aHHbIMM B KOHUrypaunoHHom daiine /etc/one/oned.conf (cMm.[5.2).

MapameTpbl HaCTPONKK, NpuBeAeHHbIE B Tabnvue MOXHO OTKOppeKTupoBaTh B (hanrne

/var/lib/one/remotes/vnm/OpenNebulaNetwork.conf.

Tabnuuya 19
MapameTp Onucanue
OcHoBHon rpynnoson agpec gnga kaxgon cetn VLAN. Ipynnoeon agpec:
vxlan_mc .
- vxlan mc + vlan_ id
Bpewms xun3Hun (TTL) AOMKHO ObiTb MeHbLUE 1 B MapLUpyTU3NPYEMbIX MHOIO-
vxlan_ttl
- agpecHbix cetax (IGMP)
validate vlan id Z;TiH“;):rTT; Ha true Ana npoBepku, 4to apyrue cetn VLAN He nogcoeaunHe-

4.5.4. Co3pgaHue cetun

BHUMAHMUE! [JencTteusa no cosgaHunio BupTyanbHbix ceten B MK CB BbinonHsoTca nog
y4yeTHoM 3anucbto agMmuHuctparopa MK CB.

Ona cospanusa cetn VXLAN Heobxoammo 3agaTb 3HAYEHUs1 napamMeTpoB hmnanyeckom

ceTu, NpuBeAeHHbIX B Tabnuue 20]

Tabnuua 20
MapameTp 3HayeHune O6si3aTenbHbIf

NAME Nma cetun OA

VN_MAD vxlan OA
Nms cumanyeckoro ceteBoro yCTpomucTBa, Kotopoe ByaeT noaknio-

PHYDEV ¢ ycTp poe 6yn A A
YEHOo K MOCTY
MM ceTeBOro MoOCTa, HasHadaeTcss Mo YMOSYaHWUK

BRIDGE , , HET
onebr.<net_id> unun onebr.<vlan_id>
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OkoHyaHue mabnuusi 20

MapameTp 3HayeHne Ob6sa3arenbHbii

UaenTtndukaumorHeii Homep cetn VLAN. Byaet creHepupoBaH,

VLAN_ID HET

€CINU He yKa3saH

MTU

MakcumanbHbI nepegaBaeMbi Moayrb gaHHbIx (MTU) ans Te-

. HET
rMpoBaHHOIO MHTepdeica 1 MocTa

danna:

Mpumep

CospgaHue cetn, pabotatowen B pexunme VXLAN, ¢ ucnonb3oBaHneM KOHGOUrypaumoHHOro

1) cospgaTtb (pann new-net.conf CO creayrOLWUM COAepXKaHNEM:

# nmapameTpr QU3NUECKOH CeTHu

NAME = "vxlan_ net"
VN_MAD = "wvxlan"
PHYDEV = "ethO"

VLAN_ID = 50 # optional

BRIDGE = "vxlan50" # optional

# mocTymHOe agpecHOe MNPOCTPAHCTBO

AR=[TYPE = "IP4", IP = "172.16.1.100", SIZE = "100" ]
# mapaMeTpH KOHTEKCTyau3aluu

NETWORK_ADDRESS = "172.16.1.0"

NETWORK_MASK = "255.255.255.0"

DNS = "172.16.1.1"

GATEWAY = "172.16.1.1"

2) BbINOMHUTbL KOMaHAy:

onevnet create new-net.conf

I'Ipmmep BbliBOA4a MNMocrie BbINOJIHEHNA KOMaHAObI.
ID: 1

B naHHOM npumepe ApaiiBep npoBepsieT Hanudne Mocta vxlan50. ECiv OH He cyllecTByerT,

TO Bynet co3sgaH. CeTeBoe yCcTponCcTBO eth0 ByaeT TermposaHo (eth0.50) n nogcoeanHeHo

K vxlan50. CeteBoe yctponctBo ethO moxeT nmetb 802.1Q TerMpoBaHHbIN MHTEPAdENC, eCnn

npegnonaraetcsa nsonuposatb Tpaguk cetn VXLAN.

4.6. Cetn Open vSwitch

HenctBua no Hactpounke cetn Open vSwitch BeinonHawTca B OC CH nopg yvetHom

3anncbio agMUHUCTPAaTOopa OC CH c Bbicokum YpOBHEM LIEITOCTHOCTN. [encTensa no no cosgaHuio

BupTyanbHbiX ceten B MK CB BbINOMHAKTCA NO4 y4eTHOM 3anuckio agmuHucTpatopa MK CB.

Cetn Open vSwitch cosgatotca Ha 6a3e nporpammHoro kommyTtatopa Open vSwitch.

Open vSwitch — nporpaMMHbIN MHOTOYPOBHEBBIM KOMMYTaTOp, 0becneynsaroLLmi n3ons-
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uuto cetn ¢ nomoubto ceter VLAN nytem TermpoBaHus noptoB 1 hunstpaumio 6a3oBon cetn ¢
nomoubio OpenFlow.

Apxutektypa OVS cocTonT U3 Tpex OCHOBHbIX KOMMNOHEHTOB: 6a3bl AaHHbIX, Henocpea-
CTBEHHO MPOrpaMMHOro KOMMyTaTopa 1 ynpasnsoLero KOHTponnepa. Ha kaxgom us manyeckmnx
CEepBEPOB BMECTE C rMNepBn30poM pacnornaratotcs cobctBeHHble B[ n kommyTaTop. 3T ABa KOM-
NOHeHTa 06pasyoT OTAENMbHO CTOSLWMIA KOMMYTATopP, MHPOPMALIMOHHO HEe CBSA3aHHbIN C APYrMMin
NporpaMMHbIMM KOMMYyTaToOpax Ha coceaHnx msanvecknx cepeepax.

BHUMAHMUE! pynnbl 6€30nacHOCTM AaHHBbIM CETEBLIM PEXMMOM HE NOAOEPXKNBAOTCS.

4.6.1. Ocob6eHHOCTN KOHUrypmpoBaHuA

KoHpurypaums Bcex Open vSwitch kommyTaTtopoB, NOPTOB, HACTPOWNKM NOAAEPKMBAEMbIX
NPOTOKONOB XpaHATCA B cobcTBeHHON 6ase aaHHbIX OVS (OVSDB). B ctaHaapTHON KOHGUrypauum
B OVSDB cywecTtsytoT cnegytouine tabnumubi:

- Open_vSwitch — Cxema

- Bridge

- Port

- Interface

- Flow_Table — koHurypaums OpenFlow

- QoS

- Mirror

- Controller — napameTpbl nogkntoyeHus k koHTponnepy OpenFlow

- Manager — koH(urypaums OVSDB

- NetFlow

- SSL

- sFlow

- IPFIX

- Flow_Sample Collector_Set

M3HavanbHO no4vtn Bce Tabnuubl NyCTbl, Tak Kak KOHdUrypaumsa oTCyTCTBYeT. YTunu-
Ta ovs-vsctl npegocTaBnseT nHTepdenc ansa BHeceHust nameHeHnn B bBJl. [1na BHeceHusa
N3MEHEHNI UCMONb3yeTCs KOMaHaa BMAaa:
sudo ovs-vsctl <komaHOa> <Tabinuia> <z3aluch> <KJIoU=3HaueHue>

[nsa cosgaHna nporpaMMHOro KommMmyTatopa ¢ UMEHEM ovs—sw0 He0OX04MMO BbINOMHUTb
cnenyoLLyo KOMaHay:
sudo ovs-vsctl add-br ovs-swO0

lNocne nosenseTcs BO3MOXHOCTb noakmntoveHuss BM. IMpu atom BM, nogkntoyeHHble K
ovs-swO0, ByayT paboTatb B n3onmpoBaHHou ceTn. [nga Toro, 4Tobbl NpeaocTaBuUTb UM JOCTYN K

BHELLUHEen ceTn, HeobxoaANMMO NOAKIYNTL K ovs—-sw0 B KadecTBe noprta usndeckum nHrepgenc
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ethO0, BbINOMHMB KOMaHAYy:
sudo ovs-vsctl add-port ovs-sw0 ethO

[nsa Ttoro 4ytobbl paspewnTb NOPTYy eth0 NpornyckaTtb BO BHELUHIOK CETb Tpaduk n3
onpegeneHHbix VLAN, Heo6xoauMo BbIMOMHUTL KOMaHAY:
sudo ovs-vsctl set port eth0 trunks=10,20,30,40,50

Hwxe npefcrasneH CNMCOK BapMaHTOB KOMaHZ, C napameTpamMu BbI30OBa:

- list <Tabnuua> <s3amnuce>

- find <Tabmnuua> <ycrnosue>

- get <Tabnuua> <3anuchb> <KIIOU=3HaueHue>

- add <Tabnuina> <z3anuck> <KJOU=3HaueHHue>

- remove <rabnuua> <s3anuch> <KJIOU=3HaueHUEe>

- clear <mabnuua> <z3anuch> <KIIOU>

- create <rtabmnuua> <zamnuch> <KJIOU=3HaueHHe>

- destroy <rTabnuia> <3anucb>

- wait-until <Tabnuua> <z3anucb> <KJIOU=3HaueHUue>

[ns npocmoTpa 3anncen, NpUcyTCTBYOLWMX B Tabnvue, onucbiBatowen NopTbl, BbIMOMHUTD
KomMaHAay:
sudo ovs-vsctl list port

[ns BbiBOAa cnmcka nopToB, BkNOYeHHbIX B VLAN, HE06X04MMO BbINOMHUTL KOMaHAY:

sudo ovs-vsctl find port tag=10

4.6.2. ArperupoBaHue pusnyeckmx nHTepcencon

[nsa nosblWeHNs NPOMYCKHOM CNOCOBHOCTU U YPOBHS OTKaszoycTomymsocTn B Open vSwitch
KOMMYTaToOp MOryT ObITb BKMOYEHbBI HECKOMBKO (PU3NYECKMX MHTEPKENCOB C 3a4eNCTBOBAHHOMN
Ha Hux arperaumen no npotokony LACP (Link Aggregation Control Protocol). BeinonHsaeTcsa Ha
KaHanbHOM ypoBHE NMyTeM co3gaHusa obbegmHeHHoro nHtepdenca (Bonding).

[ns cospgaHunsa o6beamHeHHoro nHtepdenca Ha 6ase puanyeckmx nHTepdencos eth0 n
ethl HeoBXxoANMO BbINOMHUTL CREeayOLLYH KOMaHAay:
sudo ovs-vsctl add-bond ovs-sw0 bond0 ethO ethl

lMocne cneayeT BKNOYMTL lacp Ha co3gaHHOM 06beguMHEHHOM MHTepdence:
sudo ovs-vsctl set port bond0 lacp=active

Ha aTom HacTponka 0TKa3oyCTOMYMBOCTU CETEBLIX MHTEP(ENCOB 3aBepLueHa.

4.6.3. 3epkanMpoBaHne NOpPTOB

Open vSwitch no3sonseTt HanpaBnsATb KOMUIO NOTOKa TpadumKa U3 O4HOIO UM HECKOMNbKMX
MHTepdencoB B Apyron. Tak e OH MOXET OpraHM30BaTh NepeHanpasneHne Tpagmka n3 Bcen
VLAN B KOHKPETHbIN NOPT U1 HAaobopoT. 3epKanmpoBaTbCA MOXET TONbKO BXOAALLMN, TONbKO

ncxogawmm nnm oba tmna Tpadguka. Micnonb3oBaHmMe Takon BO3MOXXHOCTU MO3BOSIUT BECTU KOH-
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Tponb CeTeBOro Tpaduka, nepeaasaemoro mexagy BM c uenbio o6HapyxeHnsa (npeaynpexaeHus)

KOMMbKOTEPHbLIX aTak.

Mpumep
3epkanupoBaHue Tpaduka ns nHtepdenca vnet2, npuHagnexawero ogHon BM, B
cneumanbHO co3faHHbIN AN nNpocnyLmnBaHusa NopT mirror0 € TUNOM internal.
sudo ovs-vsctl -- set Bridge ovs-sw0 mirrors=@m -- \
--id=@mirror0 get Port mirror0 -- --id=@vnet2 get Port vnet2 -- \
--id=@m create Mirror name=mymirror select-dst-port=Q@vnet2 \
select-src-port=Q@vnet2 output-port=@mirror0
rae  KOHCTpyKuMen —id=@<umMs_rnepeMeHHOH> ONnpenenaeTcs UCnosib3oBaHMe NepeMeHHom;
KOMaHOon set Bridge ovs-sw0 mirrors=Q@m cO3gaeTcs 3epkaro, UMs U napameTpbl
KOTOPOro nony4arTcsa U3 nepeMeHHon @m (CM. HUXe);
KomMaHgoon -id=@mirror0 get Port mirror0 - -id=@vnet2 get Port vnet2
onpegensatTca 3Ha4YeHUs nepeMeHHbIX @mirror0, @vnet2 — 3anucbiBalOTCA MAEHTUU-
KaTopbl COOTBETCTBYIOLLNX NOPTOB;
KoMaHOon —id=@m create Mirror name=mymirror select-dst-port=Qvnet2
select-src-port=@vnet2 output-port=@mirror0 onpegenserca 3Ha4yeHne nepe-
MEHHOW @m — 3anncbiBalOTCA UMS U NapameTpbl 3epkana;
select-dst-port — 3epkanupoBaHne BXoasLero Tpaduka;
select-src-port — 3epkanupoBaHne UCXOasLLEero Tpaduka;

output-port — MeCcTo nepeHanpasrneHus Tpaduka.

C NOMOLLBIO KOHCOMbHOM YTUNNTLI tcpdump, 3anyLeHHON Ha cepBepe BUPTyanu3auum,
MOXHO NPOCIyLWMNBaTh BECb TpaduK NOCTynaLwWmnn, HanpumMep, Ha nopT mirror0. [Ang atoro
HeO6XO,D,VIMO BbIMOJIHUTb KOMaHOY:
tcpdump -i mirror0
Takke MOXXHO OpraHn3oBaTb PETPaHCAALMNIO BCEX NAKETOB, HAaNpMMep, Npuealmnx Ha
nopT eth0 unm ethl Ha nopT eth2:
sudo ovs-vsctl -- set Bridge ovs-sw0 mirrors=@m \
-— —-id=@eth0 get Port eth0 -- --id=@ethl get Port ethl \
-— --id=Q@eth2 get Port eth2 \
-— --id=@m create Mirror name=mymirror -- select-dst-port=Qeth0,Q@ethl \

select-src-port=Q@eth0, Rethl output-port=@eth2
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rae  KOHCTPYKuMen —id=@<umMs_rnepeMeHHOR> OnpenendeTcs UCnosib3oBaHMe NepemMeHHom;

KOMaHOon set Bridge ovs-sw0 mirrors=Q@m cO3gaeTcs 3epkarno, UMs U napameTpbl
KOTOPOro nony4arTcsa U3 nepeMeHHoOn @m (CM. HUXe);
KomMaHaon — —-id=@eth0 get Port eth0 - -id=@ethl get Port ethl
— —id=@eth2 get Port eth2 onpepensawTca 3Ha4YeHUA NnepeMeHHbIX @eth0, @ethl u”
Reth2;
KoMaHOon —id=@m create Mirror name=mymirror select-dst-port=QethO,
@ethl select-src-port=@eth0, @ethl output-port=Q@eth2 onpegenserca 3Ha-
YeHue nepemMeHHon @m — 3anucbiBalOTCA UMA U NapaMeTpbl 3epkana;
select-dst-port — 3epkanupoBaHne BXoasiLero Tpaduka;
select-src-port — 3epkanupoBaHne UCXOASALLEro Tpaduka;
output-port — MeCcTo nepeHarnpasrneHus Tpaduka.

[N oTMeHbI 3epkannupoBaHNA BbINOSTHUTL KOMaHAY:

sudo ovs-vsctl remove Bridge ovs-sw0 mirrors mymirror

4.6.4. Hactpouka cepBepa BUpTyanusauum

BHUMAHMUE! [enctaua no HacTtponke MK CB gnga ncnonb3oBaHnsa BUPTyarbHbIX CETEN
BbinonHsaoTca B OC CH nog yyeTtHon 3anuckbto agMuHuctpaTopa OC CH ¢ BbICOKMM YPOBHEM
LeNnoCTHOCTH.

4.6.4.1. TpeboBaHus

[ns HacTpoVkn OaHHOro CETEBOro pexmma Heobxoaumo 4Tobbl Ha KaX4oMm cepBepe
BMpTyanu3aumm 6bin yCTaHOBMNEH NakeT openvswitch-switch (AaHHbIM NakeT pasMeLleH B
6asoBom penosutopmum OC CH).

4.6.4.2. Hactpouka

[nsa HacTponkn HeobxoaMmMo co3gaTb NPOrpaMMHbBIA KOMMYTaTOpP AN KaXXOoW CeTu, B
KoTopom ByayT pabotaTb BUpPTyanbHble MalLWHbL. Ha BCex cepBepax BMpTyanusauumn Heobxoanmo
NCNonb30BaTbh OOHO M TOXE MMS AN NPOrpamMmMHOro kKommyTaTtopa. 3ateM 4obaBuntb U3NYeECKnii

ceTeBon UHTEPENC K 3TOMY NPOrpaMMHOMY KOMMYTaTopy.

Mpumep

CepBep BupTyanuaaumn, KOTOPbIN HanpaeBndeT TpaduK BUPTYyalnbHbIX ceTen 4e-
pe3 ceTeBon WHTepdenc enp0s8. [lpumep BbiBOO4a MNOCMEe BbINOMHEHUA KOMaHAbl:
sudo ovs-vsctl show
c61ba96f-fcl1-4db9-9636-408e763£f529%9e Bridge "ovsbrQO"
Port "ovsbrQ"
Interface "ovsbr0" type: internal
Port "enp0s8"

Interface "enpOs8"
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4.6.5. Obwme HacTpouku MK CB

BHUMAHMUE! [encteua no Hactponke NK CB onsa ncnonb3oBaHUa BUPTYaribHbIX CETEN
BbinonHsaoTca B OC CH nog yyetHomn 3anuckto agMuHuctpaTopa OC CH ¢ BbICOKMM YPOBHEM
LeNOCTHOCTH.

3HayeHne napameTpa VLAN_ID pacCcyuUTbIBAETCA B COOTBETCTBUN C HACTPOMKaMU, yKa-
3aHHbIMW B KOHUrypaLUMoOHHOM ¢arine /etc/one/oned. conf (cMm.[5.2).

MN3ameHeHnem gaHHOro napamMmeTpa MOXHO 3apesepBupoBaTtb HekoTopble ceTn VLAN, n
OHM He ByayT Ha3HavaTbCs BUpPTyarnbHoOW ceTn. MOXHO Takke ykasaTb nepBbii HOMep VLAN_ID.
Mpwn co3gaHnmn HOBOWM N30NMPOBAHHOWM CETU HaxoauT cBoboaHbIN HOMep VLAN_ID u3 nyna VLAN.
OTOT nyn gaBnseTcs rnobanbHbIM, a Takke COBMECTHO MCMOSNb3yeTcs ¢ ceTeBbiM pexxumom 802.1Q
VLAN.

B panne /var/lib/one/remotes/vnm/OpenNebulaNetwork.conf MOXHO OTKOp-
peKkTMpoBaTb NnapameTp HaACTPOWKU arp cache_poisoning, OTBeYaWOLWMA 3a MOAKNKOYEHME
npasuna npegoTepalweHnsa nameHerHns kawa ARP (ARP Cache Poisoning).

BHUMAHME! [Mocne KOppeKTUPOBKN 3HA4YeHUs1 napamMeTpa arp_cache poisoning
Heobx0AMMO BbINOMHUTL KOMaHAy onehost sync ANg NpUMEHEHUs U3MEHEHUI Ha BCEX cepBe-

pax BupTyanumsauumn.

4.6.6. CozpgaHue cetun

BHUMAHMUE! [JencTteusa no cosgaHuto BupTyanbHbix ceten B MK CB BbinonHsoTca nog
y4yeTHOM 3anucbio agMuHuctpaTopa MK CB.

[na cosgaHna cetn Open vSwitch Heobxoanmo 3agaTb 3Ha4YeHNA napamMeTpoB nsnye-

CKOI ceTu, NpvBedeHHbIX B Tabnuue [21]

Tabnunua 21
MapameTp 3HayeHne O6sa3zaTternbHbl

NAME Nmsa cetn OA

VN_MAD ovswitch OA
Nmsa cmsnyeckoro ceteBoro ycTpomcTea, kotopoe byaet

PHYDEV ® yerp P yA OA
NOOKIKOYEHO K MOCTY
Mma ceteBoro MmocTa, HasHadaeTcss Mo yMOIYaHuIo

BRIDGE y HET

onebr.<net_id> unn onebr.<vlan_id>

oeHTudgukaunoHHeln Homep cetu  VLAN. bygert
VLAN_ID CreHepupoBaH, ecnM He YykaszaH W gnda napametpa | HET
AUTOMATIC_VLAN_ID yCTaHOBNEHO 3Ha4yeHne YES

UrHopupyeTtcs, ecnv napameTp VLAN_ID onpegeneH. Cne-
AyeT YyCTaHOBUTb 3HayeHne YES, ecnu Heobxoaumo B aBTo-
MaTUYECKOM peXnme reHepupoBaTb NOEHTUMOMKALMOHHDIN
Homep cetn VLAN

AUTOMATIC_VLAN_ID HET
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OkoHyaHue mabnuusi 21

MapameTp 3Ha4yeHne Ob6sa3arenbHbii

MTU

MakcrmaneHbI NnepegaBaemMblini MoayNb AaHHbIX (MTU)

ans cetn Open vSwitch HET

Mpumep
CospaHune cetn Open vSwitch ¢ ncnonb3oBaHnemM KoHUrypaunmoHHoro ganna:

1) cosgaTtb (pann new-net.conf CO CrneayrOLMM COAEP)KAHNEM:
# nmapameTpr QU3NMUECKON CceTu

NAME = "ovswitch_net"

VN_MAD = "ovswitch"

BRIDGE = vbrl

VLAN_ID = 50 # optional

# DocTynHOe aIpecHOE MNPOCTPaHCTBO

AR=[TYPE = "IP4", IP = "172.16.1.100", SIZE = "100" ]
# IIapaMeTpPhEl KOHTEeKCTYaJIu3alluu

NETWORK_ADDRESS = "172.16.1.0"

NETWORK_MASK = "255.255.255.0"

DNS = "172.16.1.1"

GATEWAY = "172.16.1.1"

2) BbINOMNHUTL KOMaHAy:
onevnet create new-net.conf

I'Ipl/lmep BbliBOAa MNMocrie BbINMOJIHEHNA KOMaHAbI:
ID: 1

4.6.7. MHorokaHanbHble cet VLAN (VLAN TpaHKMHr)

BHUMAHMUE! [encteuna no Hactponke VLAN TpaHkmHra B MK CB BbinonHawTca noa

y4yeTHoM 3anucbto agMmuHuctparopa MK CB.

VLAN TpaHKuHr nogaepkmBaetcsa nytem gobasneHna tera VLAN_ _TAGGED_ID: K ane-

MeHTy NIC B lwabnoHe BM vnu wabnoHe BMpTyaﬂbHOﬁ cetn. Ter no3sonsiet yKa3aTb Anana3oH

ceten VLAN, nognexawmmn TermposaHuto, Hanpumep, 1,10, 30, 32.

4.6.8. Npasuna OpenFlow
4.6.8.1. MAC-cnyduHr

[aHHble npasuiia npeaorspaLlaroT BbIXO noboro Tpacbvn(a C nopta, eciin OblNT U3MEHEH

MAC-agpec.

Mpumep

in port=<PORT>,dl_src=<MAC>,priority=40000,actions=normal

in port=<PORT>,priority=39000, actions=normal
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4.6.8.2. IP-3axBaT
[laHHble npaBuna npegoTBpawaoT Bbixod fnodoro Tpaduka ¢ nopta ans IPv4, ecnn He
HacTpoeH IP-agpec ona BM.
Mpumep
in port=<PORT>, arp,dl src=<MAC>priority=45000,actions=drop
in_port=<PORT>, arp,dl_src=<MAC>,nw_src=<IP>,priority=46000, actions=normal
4.6.8.3. YepHble nopTbl
MpuMeHsieTcs 0gHO NpaBuUIIo Ha MOPT.
Mpumep
tcp,dl_dst=<MAC>, tp_dst=<PORT>, actions=drop
4.6.8.4. ICMP-urHopupoBaHue
C nomoLlbio JaHHON HAaCTPOMKM MOXHO, Hanpumep, 3abnoknposaTb ping-3anpockl kK BM.
Mpumep
icmp, dl_dst=<MAC>,actions=drop
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5. AOMNMOJNTHUTENIbHOE KOH®UT'YPUPOBAHUE CITY)XXBbl CEPBEPA YTMNPABJIIEHUA

BHUMAHMUE! [lencTteusa no AONONHUTENBLHON HAacTpomnKe Cnyobl cepeepa ynpasBreHus
BbinonHsaoTca B OC CH nog yyeTtHomn 3anuckto agMuHuctpaTtopa OC CH ¢ BbICOKMM YPOBHEM
LleNOCTHOCTH.

Cnyxba cepsepa ynpaeneHusa B K CB peanunsoBaHa B BMAE CUCTEMHOW CryXObl
opennebula. B kadecTBe gapa cnyx0Obl cepBepa ynpaBneHus BbICTynaeT MHCTPYMEHT KOMaHAa-
HOM CTPOKM oned.

HacTtponku cnyx6bbl cepBepa ynpaBneHnsa pasmelleHbl B KOHpUrypaumMoHHOM dhanne
/etc/one/oned.conf.

BHUMAHMUE! N3meHeHne 3Ha4eHnn napameTpoB cnyx0bbl cepBepa ynpaBneHns npouns-
BOAUTCA B KOH(pUrypauunoHHbIX dpannax karanora /etc/one/one.d/. [lonyckaeTrca npaButb
napameTpbl B uMmetoLmnxca dannax unm gobaBnste HOBbIE NapaMeTpbl B BUAE OTAENbHbIX hansoB
C pacwmpeHmem *.conf.

[Mocne BHeECEHNS N3MEHEHUI HEOBX0ANMO nepes3anycTuTb CNyx0y cepBepa ynpaBneHus
KOMaHOoMm:
sudo systemctl restart opennebula

Mocne nepesanycka B HOBbIM dhann KoHdurypaummn /etc/one/oned.conf 0yayT co-

OpaHbl 3Ha4YeHnss NnapaMeTpoB M3 Bcex dannos Kkatanora /etc/one/one.d/.
5.1. NMapameTpbl HaCTPOMKK CrnyxObl cepBepa yrnpaBreHns

dann koHurypauum cnyxbbl nogaepXXnBaeT HAaCTPONKY NapaMmeTpoB, NPUBELAEHHbIX B
Tabnuue [22]
Tabnuuya 22

MNapameTp OnuncaHue

Bpems B cekyHgax, Heobxoanmoe cnyxbe Ansi OLEeHKM nepuo-

MANAGER TIMER .
— ANYECKMX pyHKLMIA

BpeMﬂ B CeKyHAaX Mexay uMknamMmm MOHUTOPUHra XpaHunuiia.
MONITORING_INTERVAL DATASTORE| [lapameTp He MOXET UMETb 3Ha4YEeHNe MeHbLLE, YeM napameTp
MANAGER_TIMER

Bpemsa B cekyHAax mexay LmMKnaMmm MOHUTOPUHra MarasvHa
MONITORING_INTERVAL_MARKET npunoxeHun. NMapameTp He MOXET UMETb 3HAYEHNE MEHbLLE,
YyeM napameTp MANAGER TIMER

Bpemsa B cekyHaax mexay uuknamu 3anvcu B Bl nHgopma-
LM MOHMUTOpUHra BM. MapameTp He MOXET UMETb 3Ha4YeHne
MeHbLUe, YeM NapamMeTp MANAGER_TIMER. YToObl 3anpeTuTb
MONITORING_INTERVAL DB_UPDATE| 3anucb B B[l nHdopmaumm moHntopuHra BM, Heobxognmo
YCTaHOBUTbL 3Ha4YeHne «-1». Ytobbl 3anuceiBath B B nHdop-
Mauuo MOHUTOpUHra BM, nonyyaemyto npu Kaxgom Lukre
MOHUTOPWHra, HE0OX0AMMO YCTAaHOBUTL 3HaYeHne «0»
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MapameTp

OnucaHne

DS_MONITOR VM _DISK

KonuyecTtBo MHTEepBanoB BpeMeHu
MONITORING_INTERVAL_DATASTORE, NO NpoLwwecTBUN KOTO-
pbix BygeT 3anyweHa npoueaypa MOHUTOpMHra guckos BM.
MprMmeHsaeTcAa TONbKO ANS XpPaHWUULL, NOCTPOEHHLIX Ha Ga3se
¢anoBon TEXHOMOIMN XpaHEHWUs!, UM NCMONb3YIOLWKWX Apai-
Bep xpannnuwa FS_LVM. YTobbl oTkAO4MTL NpoLeaypy Mo-
HUTOpWHra amckos BM, HeobGxoauMO yCTaHOBUTL 3HaYeHue
«0»

SCRIPTS_REMOTE_DIR

YaaneHHbln nNyTb AN XpaHEHUs1 CKpuMTa MOHUTOPUHra u
ynpaeneHuns BM

PORT

MopT, Ha koTopoM cnyxBbl cepBepa ynpasneHns byaeT NnpuHu-
MaTb 3anpockl Xxml-rpc

LISTEN_ADDRESS

IP-agpec ans npuema 3anpocoB xml-rpc (No ymonyaHuio Bce
IP-agpeca)

DB

Bnok HacTponku B1, no ymonyaHnutio B MK CB ucnoneasyetcs
B PostgreSQL:

- BACKEND = "postgresql" (HaumeHoBaHve B[]),

- SERVER — IP-agpec wnun ceteBoe Mmsi komnbloTepa, Ha
KoTopoM 3anylieHa cnyxba PostgreSQL-cepspa,

- PORT = 0 (nopT Ansa nogkntodeHus k 6),

- USER = "oneadmin" (MMg nonb3oBatens b),

- PASSWD — naporb nonb3oBatens b/,

- DB_NAME = "opennebula" (HaumeHoBaHue B[l)

VNC_PORTS

Myn noptoB VNC Ans aBTOMaTMyeckoro HasHavyeHusi NopToB
VNC, no Bo3MOXHOCTW, YyCTaHaBNuBaTb NopT Ha START+VMID:
- start — nepsbI HA3HA4YaeMbIN MOPT;

- reserved — CNUCOK 3ape3epBMPOBaHHbLIX MOPTOB, pasge-
NeHHbIN 3ansaTbiMy. [1Ba HOMepa, pa3geneHHble JBOETOUMEM,
yKasblBaloT AnanasoH

VM_SUBMIT ON_HOLD

anHyD,I/ITeJ'IbHOG co3gaHne BM B cocTosiHum yaepXaHna sMe-
CTO COCTOSHUA OXnaaHus. Bo3aMOXHble 3HayeHnsa YES ([OA)
unnm NO (HET)

LOG

Bnok HacTponkn cnuctemMbl permctTpauum:

1) SYSTEM — TMN CUCTEMbI PETUCTPaLIMA, BO3MOXHbIE 3Ha4Ye-
HUS:

- file (N0 ymon4yaHuio) — darnnoBas cuctema perncrpauuu,
- syslog — perncrpaums CUCTEMHbLIX KYpHanos,

- std — peructpauus B CTaHO4aPTHbIN NOTOK OLLUNOOK;

2) DEBUG_LEVEL — yCTaHaBNMBaEeT ypPOBEHb OTNaAKM 3aperu-
CTPUPOBaHHbLIX COOBOLEHNI. BO3MOXHbIE 3HAYEHMS:

- 0 — owwmbkKa,

- 1 — npepynpexaeHue,

- 2 — nHdopmaums,

- 3 —otnagka
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Mpumep
3HayeHus napameTpoB cryxbbl cepBepa ynpasrneHns, yCTaHOBMEHHbIE MO YMOMYaHUIO
LOG = |
SYSTEM = "file",
DEBUG_LEVEL = 3
]
#MANAGER_TIMER = 15
MONITORING_INTERVAL_DATASTORE = 300
MONITORING_INTERVAL_MARKET = 600
MONITORING_INTERVAL_DB_UPDATE = 0
#DS_MONITOR_VM_DISK = 10
SCRIPTS_REMOTE_DIR=/var/tmp/one

PORT = 2633

LISTEN_ADDRESS = "0.0.0.0"

DB = [ BACKEND = "postgresql",
SERVER = "localhost",
PORT = O,
USER = "oneadmin",
PASSWD = "<xsm_napoinsa>",
DB_NAME = "opennebula"
1

VNC_PORTS = [

START = 5900,
RESERVED = "32768:65536"
# RESERVED = "6800, 6801, 6810:6820, 9869"

]
#VM_SUBMIT ON_HOLD = "NO"

5.2. MapameTpbl HACTPONKU ceTen
Cetu B K CB nogaepxuBatoT HacTpoiiky napaMeTpoB, NpuBeAeHHbIX B Tabnuue [23]

Tabnuuya 23

MapameTp OnuncaHue

NETWORK_SIZE | OnpegensieT pasmep no yMOnyYaHuio Ans BUPTyanbHbIX ceTew

MAC_PREFIX MAC-npedukc Mo ymonyaHuo, NpeaHasHayYeHHbl 4s Co3a4aHns aBTOMaTUYeCKn
reHepupyembix MAC-agpecoB (MOXeT nepenucbiBaTbCA WabnoHOM BUPTYyaribHON
ceTn)
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OkoHyaHue mabnuuei 23

MapameTp OnuncaHue

VLAN_1IDS Brnok HacTponku nyna naeHTuduKaTtopoB AnNs aBTOMaTUYECKOro HasHauYeHus
VLAN_ID. [laHHbI nyn npegHasHadveH ans ceten 802.1Q (Open vSwitch n gpanee-
pbl 802.1Q). MNepBbin naeHTUdUKaTop Byaetr UMeTb 3HaYeHue [START (CM. HUXe) +
VNET_ID]:

- START — HayanbHOe 3HayeHue Ana onpederneHus nyna MaeHTUUKaTopoB
VLAN_1ID;

- RESERVED — nepeyeHb 3ape3epBMpOBaHHbIX MOeHTUdUKaTopoB VLAN_ID, pas-
OENeHHbIX 3ansaTbiMu. [1Ba HOMepa, pa3geneHHble ABOETOUMEM, YKa3bIBalOT Anana-
30H

VXLAN_IDS Brnok HacTpomknm aBTOMaTMYeCKOro HasHadeHus uaeHTudukaTopa cetn VXLAN
(VNI). Ucnoneayetca ans cetenn VXLAN. START — nepsbii VNI, KOTOpbI MOXET
ncnonb3oBaTtbcs. PesepBupoBaHme MAeHTUPUKATOPOB HE NPUMEHSIETCS.

Mpumep

3HayeHus napameTpoB ceTen, YCTaHOBJ1€HHbIE MO yMOJI4aHuio
NETWORK_SIZE = 254

MAC_PREFIX = "02:00"
VLAN_IDS = [
START = "2",
RESERVED = "0, 1, 4095"
]
VXLAN_IDS = [
START = "2"

]

5.3. NapameTpbl HACTPOMKN XPaAHUNNLY

B xpanunuwax n wabnoHax BM (HacTponkax, kacarowwmxcs 06pasoB) MOXXHO HAacCTpOUTb

3HayeHWsi napaMeTpoB, NpuBeAeHHbIX B Tabnuue [24]

Tabnuuya 24
MapameTp Onucanune
DATASTORE_ LOCATION Myt Kk xpanunumwam. OpguMHakoB [Afs BCEX CEpBEPOB
BUpPTyanusaumm u cepsepa ynpaeneHua. o ymonyaHuio
/var/lib/one/datastores
DATASTORE CAPACITY CHECK [MpoBepsAeT HannymMe AOCTaTOMHOrO NPOCTPAHCTBA A0 CO34aHus
HOBOro obpasa. 3Ha4eHne No yMO4YaH1o «Yes»
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OkoHyaHue mabnuubi 24

MapameTp OnuncaHue

DEFAULT_IMAGE_TYPE 3HayeHne No ymon4yaHuo ansa nons «TYPEy», eCrnv OHO OTCyT-
CTBYyeT B WabnoHe. Bo3aMoOXHble 3HaYeHWS:

- 0S — ¢hann obpasa, cogepxallnii onepaumoHHY CUCTEMY;
- CDROM — chann obpasa, cogepxawwmn CDROM,;

- DATABLOCK — ¢pann obpasa, cogepxawun 6nok AaHHbIX,
co3faBaeMbll Kak nycTon 6ok

DEFAULT_DEVICE_ PREFIX 3HadeHune Nno ymMonyaHuo ans nonst «kDEV_PREFIX», €CN OHO
oTCyTCTBYET B WabnoHe. OTcyTcTBytOLEee none «DEV_PREFIX»
3anorHsieTcs, korga cosgarTcs o0pasbl, MO3TOMY U3MEHEHME
npedukca He NOBNUSIET Ha CyLLecTByoLWMe obpa3sbl. Boamox-
Hble 3HaYeHWs:

- npedukc hd — ansa yctpownctsea IDE;

- npedumkc sd — ana yctponcrtea SCSI,

- npedukc vd — ang yctponctea Virtio

DEFAULT_CDROM DEVICE_PREFIX | AHanormyHo DEFAULT DEVICE_PREFIX, HO ONnd YCTPOWCTB
CDROM

DEFAULT_IMAGE_PERSISTENT Mpn KNoHWpoBaHWM WM coxpaHeHun obpasa (KomaHgamu
oneimage clone N onevm disk-saveas) ycTaHaBfMBaeT
aTpmbyT obpasa «MNoCTOsIHHbINY. Ecnn aTOT napameTp He onpe-
aeneH, To atpmMbyT obpasa Hacnegyetcs U3 ucxogHoro obpasa

DEFAULT_IMAGE_PERSISTENT_NEW| Npu co3gaHun obpasa (koMaHOoOM oneimage create) ycra-
HaenuBaeT aTpubyT obpasa «NoCTOAHHLINY». 1o ymonyaHuo ons
co3gaBaeMbix 06pa3oB ycTaHOBMEH aTpUbyT «HEMOCTOSAHHBIN»

Mpumep
3Ha4yeHunsa napamMmeTpoB XpaHuUnuLl, yCtaHoOBJ1EHHbIE MO YMOJTHaHNIO
#DATASTORE_LOCATION = /var/lib/one/datastores
DATASTORE_CAPACITY CHECK = "yes"
DEFAULT_DEVICE_PREFIX = "sd"
DEFAULT_CDROM_DEVICE_PREFIX = "hd"
DEFAULT_IMAGE_TYPE = "OS"
#DEFAULT_IMAGE _PERSISTENT = ""
#DEFAULT IMAGE_PERSISTENT NEW = ""

5.4. MapameTpbl HACTPOWNKM CUCTEMbI MOHUTOPUHTIa

[ns ykazaHna HacTpoek CUCTEMbl MOHUTOPUHIa B KOHUrypaumuoHHOM hansie ncrnonbay-

eTcst 6riok IM_MAD, B KOTOPOM YKa3blBalOTCS 3HAaYEHUS NapamMeTpoB, NpuBeAeHHbIX B Tabnuue [25]
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Tabnuuya 25

MapameTp Onucanne

NAME Nmsa cnyxoObl

EXECUTABLE | lyTb MCMOMHAEMOro MoAynsi Cryx0bl, MOXeT 6blTb aGCOMOTHBIM U OTHOCUTESbHBLIM
(oTHOocUTENbHO KaTarnora /usr/lib/one/mads/)

ARGUMENTS KoHdurypaumoHHbein dpann ans cny>kobl, MOXeT OblTb abCONIOTHLEIM NN OTHOCUTENb-
HbIM (OTHOCUTENbLHO KaTanora /etc/one/)
THREADS KONMMYeCcTBO NOTOKOB 06paboTkn nHdopmaumm
Mpnumep

HaCTpOIZKI/I CUCTEMbI MOHUTOPWHIA, YCTaHOBIIEHHbIE MO YMONM4YaHUIO Nocre nHnumnann3a-

UMM nporpamMmmMHbix komrnoHeHToB MK CB

IM MAD = [
NAME = "monitord",
EXECUTABLE = "onemonitord",
ARGUMENTS = "-c monitord.conf",

THREADS = 8 ]

5.5. Cucrtema xykoB

Xyku B K CB saBnsitotca nporpaMmmamu, BbINOSHAEMbIMU MPU U3MEHEHUUN COCTOSIHUSA
BM vnun cepBepoB BupTyanuaaumun. Xykn MOryT BbINOSTHATLCA Kak NoKanbHO, Tak U yganeHHo
B cepBepe BupTyanusauuu, rge pabortaer BM. [Ina HacTpomkm cuctemMbl XyKOB HEOBXOAMMO
YCTaHOBWUTb Crieayrolme 3Ha4yeHUs1 B KOHQUrypaumoHHom ¢aimne /etc/one/oned.conf:
- executable — NyTb UCMOMHAEMOro Moayns Apansepa xyka, MOXeT OblTb abCONIOTHLIM
NN OTHOCUTENbHBIM (OTHOCUTENBHO KaTanora /usr/lib/one/mads/);
- arguments — KOH(UrypauMoHHbIN hann Ana UCNornHAeMoro Moayrns apansepa Xxyka,
MOXeT BbITb abCOMTHBLIM UM OTHOCUTENbHBLIM (OTHOCUTENbLHO KaTanora /etc/one/).
Mpumep
HM MAD = [
executable = "one_hm"

]

5.5.1. Xykn BuptyanbHon mawuHbl (VM_HOOK)
Xykn BM onpegenstoTca no cnegyowmm napametTpamu:
- name — UMS XyKa;
- on — YCNOBWS BbINOSIHEHNS XyKa:
- CREATE — npu cosgaHum BM;
- PROLOG — npwu HaxoxaeHun BM B coctosiHun PROLOG;
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- RUNNING — nocne ycnewiHon 3arpysku BM;

- UNKNOWN — npu HaxoxgeHun BM B HEM3BECTHOM COCTOSIHUW;

- SHUTDOWN — rnocrie oTknoveHusa BM:;

- STOP — nocne octaHoBkn BM (Bkntovasa nepegady obpasos BM);

- DONE — nocrne yganeHus nnu otkniodeHus BM,;

- CUSTOM — onpefensieMoe nosfb3oBaTeneM KOHKPETHbIN cTaTyc STATE U KOMBUHa-

UMsa COCTOSIHMM LCM_STATE ANa 3anycka XykKa;
- command — MyTb MOXET OblTb aGCOMOTHLIM NI OTHOCUTENbHBLIM (OTHOCUTENBHO KaTa-
nora /usr/share/one/hooks);
- arguments — aprymeHTbl Ans xyka. MOXXHO ncnonb3oBaTth creayowyo nHopmawmo
o BM:

$1ID — naeHTudukaTop BM,;

STEMPLATE — wabnoH BM B chbopmaTe xml ¢ kogupoBaHnem base64;

S$PREV_STATE — npeablaywum ctatyc BM,;

SPREV_LCM_STATE npeablgyliee coctosiHne BM.
MpunmedaHue. NogpobHoe onucaHme cTaTtycoB u coctosHnn BM npeacraeneHo B
pokymeHTte POLIM.10001-03 95 01-2;

- remote — yganeHHoe BbINOfIHEHNE. BO3MOXHbIE 3HAYEHNS:
- YES — XYyK BbIMOSIHAETCH Ha cepBepe BUpTyanusauuu, rae yctaHosneHa BM;

- NO — XyK BbINOSHSIETCS Ha cepBepe ynpaBneHus. ABnseTcs 3HaYeHnem no ymorya-

HUIO.
Mpumep
VM_HOOK = [
name = "advanced_ hook",
on = "CUSTOM",
state = "ACTIVE", lcm state = "BOOT_UNKNOWN", command = "log.rb",
arguments = "$ID $PREV_STATE $PREV_LCM_STATE"

]

5.5.2. Xykn cepBepa Buptyanmsauum (HOST_HOOK)

XyKku cepBepa BMpTyanusaumm oOnNpeaensoTcsa no criegyrowmm napaMmeTpamu:

- name — UMS XyKa;

- on — YCINOBWS BbINOMHEHUS XyKa:
- CREATE — npu CO3daHun cepBepa BUpTyanusauumn (MCrnonb3oBaHWe KoMaHabl
onehost create);

- ERROR — Npu HaxoxxgeHun cepsepa BUpTyann3aumm B COCTOAHUN cbos;
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- DISABLE — nocrne OTKITIOYeHUs1 cepBepa BUpTyanu3aumu;
- command — NyTb MOXeET ObITb aGCOMOTHBIM NN OTHOCUTENbHBIM (OTHOCUTENBHO KaTa-
nora /usr/share/one/hooks);
- arguments — aprymeHTbl Ans xyka. MoxHo ncnonb3oBaTth creayoLwyo nHdopMauuio
0 cepBepe BUpTyanusauum:
- $ID — naeHTndmrKaTop cepBepa BUpTyanu3auuu,
- STEMPLATE — WwabnoH cepBepa BUpTyanu3auum B opmate xml ¢ KOOQUPOBaAHNEM
base64;
- remote — ydaneHHoe BbINOfIHEHNE. BO3MOXHbIE 3HAYEHNS:
- YES — XyK BbIMOSIHAIETCS Ha cepBepe BUpTyanuaauum;

- NO — XYyK BbIMNOITHAETCA Ha cepBepe ynpaBfeHus. AsnsieTca 3Ha4yeHnem no yMoI4a-

HWUIO.

5.6. OcobeHHocTn pabotbl MK CB B ycnoBuax npuMMeHeHUs MaHOaTHOro

ynpaBrieHusa 4oCTynom

Onsa Toro 4To6bl 06ecneynTb BO3MOXHOCTL ynpasneHna MK CB ¢ ncnonb3oBaHuem
WHCTPYMEHTOB KOMaHAHOW CTPOKM (onevm, onehost U T. 4.) B YCNOBUSAX NPUMEHEHUSA MaHAATHOIO
ynpasneHnsa JocTynom, Heobxoammo:

1) Ha KOMNblOTEpPE, BLINOSHAWNUM QYHKUMM cepBepa yrnpaeneHus, B anne

/etc/parsec/privsock.conf 0obaBuTb cnegyollee CTPOKU:

#brest

/usr/bin/oned

2) nepesarpy3nTb KOMMbHOTEP, BbINOMHAKLWNIA (DYHKLMN cepBeEpa ynpaBrneHus.
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6. MOHUTOPUHT U YYET

6.1. MoHUTOpPUHr

B INK CB ucnonb3yeTtcs pacnpegeneHHasi cuctemMa MOHUTOPUHra, KoTopas peanv3oBaHa B

BUAe BblAeNeHHOoro npouecca onemonitord, ABMSKOLWErOCA COCTaBHOW YacTblo CJ'Iy)K6bI cepBepa

ynpaeneHusl.

CucteMa MOHUTOPUHIa COBUpaET crieayoLLyo MHPOPMAaLMIO, KacatoLLyoCcs CepBepoB

BUPTYyann3aumn n BUpTyalribHbIX MallUH:

COCTOdAHME cepBepa BUpTyannsauunm,

cocTosiHmne BM;

BblYMCNUTENbHbBIE pecypchl, noTpebnaemsie BM.

OCHOBHbI€ MoKa3aTesin Npon3BOANTENTIbHOCTU CepBepa BUpTyarnn3auunu,

MHdopMaumsi MOHUTOPUHIa hopMUPYETCH B pe3yrbTaTe BbIMOMHEHUS psiga TECTOBbIX

nporpamm Ha cepBepax BUpPTyanu3aunm 1 TpaHCIMpyeTcsi NO CETU Ha cepBep ynpasneHus (no

ymon4daHuo ncnonedyetcsd TCP/UDP-nopt 4124).

BHUMAHMUE! MexceteBoun aKkpaH cepBepa ynpasneHuUs OOMmKeH paspeLluatb nonyyvyeHue

nakeToB MO MPOCyLIMBAaEMOMY MOPTY.

Cxema paboTbl CUCTEMbI MOHUTOPWHIa NpuBefeHa Ha puc. 4]

Cnyx6a opennebula

npouecc onemonitord ]

WMHPOPMaLIMOHHBIA

3anyck / oCcTaHOBKa
AleHTOB MOHWTOPKWHIA

Opaiieep

i { TeCThbl ] |

WHhbopmaLmsa i i

MOHWUTOPUHIa ; |

cepeep TCP/UDP (cepBep ,

ynpaeneHus : [BUPTYanusaumm |
Puc. 4

=

‘cepeep
\BMpTYanMaaumu

|_|pl/l nepsn4HOM 3anycke cuctremMa MOHUTOPUHIa nocpencTtesomMm cneunasrimanpoBaHHOro

MHOPMaLIMOHHOTO ApanBepa NOAKIYAETCA K cepBepy BUpTyanusauum no ssh v sanyckaet Ha

HEM cny>|<6y areHta MOHUTOPUHra. AreHTt MOHUTOPUHIa BbIMOJTHAET TE€CTbl U 3aTEM OTCbIJ1aeT

cobpaHHble aHHble Ha cepBep yrNpaBneHUs B CUCTEMY MOHUTOPUHra. 3aTeM areHT MOHUTOPUWHra

C 3agaHHON nepnogn4HOCTbIO BbIMONMHAET TeCTbl U OTCbIJ1aeT CO6paHHbIe AaHHble. B cBA3Kn ¢ aTum

cnucremMme MOHUTOPUHIa He Tpe6yeTc;| BbINMOJTHATbL HOBbIE SSh-COG,ElVIHeHVIFI Ona nonyyvyeHnda aaHHbIX.
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B cnyyae, ecnv B 3a4aHHbIN NPOMEXYTOK BPEMEHU B CUCTEMY MOHUTOPWHIA HE NOCTYMNUMK

OaHHble OT areHTa MOHUTOPUHIra, NPpon3BOONTCA NMNOBTOPHOE MNOAKNKYEHUE N nepe3aryck areHTa.

6.1.1. HacTtpoika cMcTeMbl MOHUTOPUHra

[encTBua No HacTpomnke cucteMbl MOHUTOPUHIa BbinonHaoTcsa B OC CH nog yvetHom

3anucbto agmmHncTpaTtopa OC CH ¢ BbICOKMM YPOBHEM LENTOCTHOCTM.

HaCTpOIZKI/I CnUCTeMbl MOHUTOPUHIA pa3MeLlleHbl

B KOHMrypaumoHHoMm danne

/etc/one/monitord.conf, B KOTOPOM MOXHO 3agaTb 3Ha4YE€EHUA NMapamMeTpoB, NpnBeaeHHbIX B

Tabnuue [26]
Tabnunua 26

MapameTp

OnucaHune

MANAGER_TIMER

Bpewmsi B cekyHaax, Heobxoaumoe ANns OLEHKN nepuoanye-
CKMX (pyHKUMI

MONITORING_INTERVAL_HOST

Bpems oxunaaHua gaHHbIX OT areHTa MOHUTOPUHra (B ce-
KyHOaXx).

Ecnu 3a ykasaHHOe BpeMs AaHHble He Nory4eHbl, TO Bbl-
NONHSIETCA NOBTOPHOE MOAKMYEHNEe 1 nepesanyck areHTa
MOHUTOPWHra

HOST_ MONITORING_EXPIRATION_TIME

Bpems B cekyHOax, no UCTe4EHMN KOTOPOro NHpopmMmaLms
MOHUTOPWHra cepBepa BUpTyanu3auumn yctapeBaer.

Ecnn HeoGxooMMo OTKNHUNTD MOHUTOPWHT, CnegyeT ycTa-
HOBWUTb 3Ha4eHne «0»

DB

brniok Hactpoek nogkntodeHnss Kk BIl. OcHOBHble Ha-
CTpoOKKM nogknodeHus k B 3agarwTcs B KOHUrypaum-
OHHOM (panne /etc/one/one.d/db.conf. B cpanne
/etc/one/monitord.conf yKasblBaeTCsl TONbKO 3HAYe-
HWe napameTpa CONNECTIONS — KONIM4YECTBO OOHOBPEMEH-
HbIX NoakntYeHun Kk B

LOG

Bnok napameTpoB 4N HACTPOWKN permctTpauum codbiTui
cucteMbl MOHUTOPUHra. CoaepxuT crneaytolime napameT-
pbl:

1) SYSTEM — TUN CMCTEMbI permctpauumn, BOIMOXHbIE 3Ha-
YeHus:

- file — pernctpauma B chann
/var/log/one/monitor.log (YyCTaHOBNEHO MO ymMon4a-
HUIO);

- syslog — peructpaums B CUCTEMHbIV XypHarT,

- std — peructpauus B CTaHOAPTHbINA MOTOK OLINGOK;

2) DEBUG_LEVEL — ypOBeHb NPOTOKONMPOBaHWS, BO3MOX-
Hble 3HaYEHWS:

- «0» — pernctpmpoBaTtb coobLieHns 00 owmnbKax;

- «1» — perucTpmpoBaTtb NpeaynpexaeHus;

- «2» — permcTpupoBaTb UHPOPMaLNOHHbIE COOBLLEHUS;
- «3» — pernctpuposatb 06LIne oTnagovHble coobLLeHns
(yCTaHOBIEHO MO YMO4YaHUIO)
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OkoHyaHue mabnuuei 26

MapameTp Onuncanue

NETWORK Brnok HacTpoek ceTeBoro coeguHeHusl. YkasblBaloTCH 3Haye-
HWUS cneayoLwmx napameTpoB:

1) ADDRESS — IP-agpec, Ha KOTOpPOM NpUHUMaTb MHGOP-
MaLmMo MOHUTOPUMHra (Ha 3aganHbii TCP/UDP-nopT);

2) MONITOR_ADDRESS — IP-agpec cepBepa ynpasneHus,
Ha KOTOPbIN areHTbl MOHUTOPUHIa OTNPaBNAT MHAOPMa-
unio MoHuTopuHra. Ecnu ucnonbsyetcs TexHonoruns Raft,
TO HeobxoouMo ykasaTb nnasatowmmn IP-agpec knactepa;
3) PORT — TCP/UDP-nopT, Ha KOTOPOM NpUHUMaTbL MHAGOP-
MaLMO0 MOHUTOPWHIA;

4) THREADS — KONMMYEeCTBO NOTOKOB 06paboTkn nHdbopma-
LUUN MOHUTOPUHTA;

5) PUBKEY — abCOMOTHBIN MyTb 4518 OTKPLITOrO Kntova. He
yKa3blBaETCS, ECNN KOAMPOBaAHNE HE NPUMEHSIETCS;

6) PRIKEY — abCOMOTHBIN NyTb A5 3aKpbITOro Knoya. He
yKa3blBaeTCS, €CNN KOAMPOBaHME HE NPUMEHSETCSA

PROBES_PERIOD Bnok HacTpoek TecToB. YKasblBalOTCH 3HAYEHUs crnenyto-
LLUMX NapameTpoB:

1) BEACON_HOST — BpeMs B CEKyHAAX, NO NPOLLECTBUM KO-
TOPOro Ha cepBep BUPTyanusauuy oTnpaBnseTcs TeCTOBbIN
nakeT, A4Nsi NpoBepKM ero paboTocnocobHOCTY;

2) SYSTEM_HOST — BpeMsl B CEKyHAaX, N0 NPOLIEeCTBUM KO-
TOPOro, JOSMKHA BbiTb NONyyYeHa MHOPMaLMs O COCTOSHUM
N KOHUrypaLumm cepeepa BUpTyanu3auuu;

3) MONITOR_HOST — BpeMsl B CEKyHOaXx, No NpoLlecTBUm
KOTOpPOro, AOmKkHa 6bITb nonyyeHa MHopMaLmsi MOHUTO-
puvHra cepsepa BUpTYyanuM3auun (O BbIYMCAUTENBHbIX pecyp-
cax u CeTeBOW Harpyske);

4) STATE_VM — BpeMs B CeKyHAax, Mo NpoLIecTBMN KOTO-
poro, AormkHa ObITb NonydYeHa nHopMauus 0 COCTOAHUN
BM;

5) MONITOR_VM — BpeMsi B CEKyHAaAX, MO NPOLIECTBUM KO-
TOPOro, AOMKHA ObITb NoNy4YeHa MHOpPMaUKns O BblYUCTIU-
TenbHbIX pecypcax, notpebnsembix BM;

6) SYNC_STATE_VM — BpeMs OXugaHus nHpopmMaumm Mo-
HuTopuHra BM. Ecnu 3a ykasaHHoe Bpemsa nHgopmaums He
noslyyeHa, To HanpasnAeTcs NOSHbLIN OT4eT 0 BM

[Mocne BHeCEHMSI UIBMEHEHNI B KOH(PUIypaLUNOHHbIA hann HeobxoamMmo nepesanycTntb
cnyx0y cepBepa ynpaBneHus KOMaHOoN:

sudo systemctl restart opennebula

Mpumep
3HayeHus napamMeTpoB CUCTEMbI MOHUTOPUHIA, YCTAHOBSIEHHbIE MO YMOMYaHUI0

#MANAGER_TIMER = 15
MONITORING_INTERVAL_HOST = 30
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#HOST MONITORING EXPIRATION TIME = 43200
#VM_MONITORING_EXPIRATION TIME = 43200

DB = [
CONNECTIONS = 15
]

LOG = [

SYSTEM = "file",
DEBUG_LEVEL = 3
]

NETWORK = [
ADDRESS = "0.0.0.0",
MONITOR_ADDRESS = "auto",

PORT = 4124,
THREADS = 8,
PUBKEY = "",
PRIKEY = ""

1

PROBES_PERIOD = [
BEACON_HOST = 30,
SYSTEM _HOST = 600,
MONITOR_HOST = 120,
STATE VM = 5,
MONITOR_VM = 30,

SYNC_STATE_VM = 180
]

[na ykaszaHus HacTpoek MH(OopMaLUVOHHOro gpaneepa B KOHUrypaumoHHoM dansne
/etc/one/monitord.conf ucnonbdyercs 6nok IM_MAD, B KOTOPOM YKa3blBalOTCA 3HAYEHUA

napameTpoB, NpuBeaAeHHbIX B Tabnuue [27]

Tabnwunua 27
MapameTp OnmcaHune
NAME HanmeHoBaHMe MHOPMaLIMOHHOIO ApanBepa
SUNSTONE_NAME Tun rmnepBn3opa, yCTaHOBMNEHHOTO Ha CepBepe BUPTyanu3auum
EXECUTABLE MyTb ncnonHsemoro moayns Apaneepa, MOXeT ObITb abCOMOTHLIM UK OTHO-
cUTEnNbHbIM (OTHOCUMTENBLHO KaTanora /usr/lib/one/mads/)
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OkoHyaHue mabnuusi 27

MapameTp Onuncanue

ARGUMENTS MapameTpbl HACTPONKN PYHKLIMOHMPOBaHUA MHPOPMAaLMOHHOIO ApariBepa
1) r — KONMYeCcTBO Nepe3anyckoB areHTa MOHUTOPWHIA, BbIMOSHAEMbIX B CIy-
Yyae OTCYTCTBUSI KOH(POPMaLUN MOHUTOPUHIA B 3a4aHHbIV NEPUOA BPEMEHU;
2) t — KONN4YeCcTBO areHTOB MOHUTOPUHIa, KOTOPbIM OQHOBPEMEHHO ByayT
HanpaeneHbl BHELWHNe koMaHabl (no ssh);

3) w — TanmayT (B cekyHaax) A0 MOBTOPHOMO BhINOMHEHMS BHELLHUX KOMaHA,
(no ssh)

THREADS KOMNM4YeCcTBO NOTOKOB 06paboTkn MHOPMaLIMM MOHUTOPUHTA

Mpumep
HacTpoikn nHgopmaLMOHHOro gpanBepa Anda cepBepa BUpTyanusaumm ¢ runepsn3opom

KVM, ycTaHOBMEHHbIE MO YMONMYaHUo

IM MAD = |
NAME = "kvm",
SUNSTONE_NAME = "KVM",
EXECUTABLE = "one_im_ssh",
ARGUMENTS = "-r 3 -t 15 -w 90 kvm",

THREADS = 0
]

6.1.2. OT4yeT cMCTEMblI MOHUTOPUHIa
Mo ymonyaHui  OTYETbI  CUCTEMbI  MOHUTOPUHIA  COXpaHAKTCA B haun

/var/log/one/monitor.log.

Mpumep
PesynbraThl MOHUTOPWHIa cepBepa BUpTyanusauum ¢ ngeHtngukatopom «0» (host: 0)
W BUPTYyarnbHOW MaLWWHbI ¢ naeHTudgukatopom «10» (VM: 10)
Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Loading drivers.
Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Loading driver: kvm
Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Driver loaded: kvm
Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Loading driver: gemu

Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Driver loaded: gemu
Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Loading driver: 1lxd
Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Driver loaded: 1lxd

Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Loading driver: lxc

Thu Jun 23 12:35:28 2022 [Z0][DxM][I]: Driver loaded: lxc

Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Loading driver: firecracker
Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Driver loaded: firecracker
Thu Jun 23 12:35:28 2022 [Z0][DrM][I]: Loading driver: vcenter
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[ZO][DrM][I]:
[Z0] [HMM] [I]:
[ZO] [HMM] [I]:
[z0] [HMM] [D] :
[ZO] [HMM] [I]:
[Z0] [HMM] [I]:
[z0] [HMM] [D] :
[Z0] [HMM] [I]:
[(ZzO] [HMM] [I]:
(ZO] [HMM] [I]:
[(ZO] [HMM] [I]:
[(z0] [HMM] [D] :

Driver loaded: vcenter
Raft status: SOLO

Successfully monitored VM: 10
Monitoring host fn.brest.local(0)
Successfully monitored VM: 10
Successfully monitored host: O
Start monitor success, host: 0
Successfully monitored host: O
Successfully monitored VM: 10
Successfully monitored VM: 10
Successfully monitored VM: 10

Monitoring host fn.brest.local(0)

Kpome TOro, B gpanne /var/log/one/oned.log Takke (OUKCUPYHTCHA COOOLLEHUS,

OTHOCALWMNECH K cuctemMe MOHUTOPUHIa.

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Mpumep
Jun 23 12:35:40 2022 [ZO][InM][D]: Monitoring datastore images-ds (100)
Jun 23 12:35:40 2022 [Z0][InM][D]: Monitoring datastore system-ds (101)
Jun 23 12:35:40 2022 [Z0][InM][D]: Monitoring datastore default (1)
Jun 23 12:35:40 2022 [Z0][InM][D]: Monitoring datastore files (2)
Jun 23 12:36:23 2022 [Z0][InM][D]: Host fn.brest.local (0)
successfully monitored.

Jun 23 12:36:26 2022 [Z0][InM][D]: Host fn.brest.local (0)

successfully monitored.
Jun 23 12:37:29 2022 [Z0][InM][D]:

10,

VM_STATE update from host: O.

VM id: state: RUNNING

6.1.3. HacTpouka u pacwmpeHue
6.1.3.1. KopupoBaHme nHhopmaumm MOHUTOPUHra

B MK CB MOXHO BKMOYMNTb KOAUPOBaAHME COOBLLEHMIN, KOTOPbIE areHTbl MOHUTOPUHIa

HanpaendT Ha cepBep yrpaBrieHUA. [1ns1 aTOro Heo6xoaMMO BbINOSTHUTL cnegywoume OEencTBuS:

1) Ha cepBepe ynpasneHusi Bontn B8 OC CH noa y4yeTHOM 3anucbio agMuMHUcTpartopa ¢
YPOBHEM LIENOCTHOCTU paBHbIM 127;

2) co3gatb OTKPbITbIN U 3aKPbITbIM KIHOYM, COXPaHUB WX, HanNpumep, B Kartanor
/etc/one/, KOMaAHOOW:

sudo ssh-keygen -f /etc/one/onemonitor

[na Bcex napamMeTpoB OCTaB/IATb 3HA4YEHUA NO YMOJTHaHUIO (cpa3y HaXnMaTb KiiaBULly
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<Enter>;
3) cosgaTtb HOBbIM dharn OTKPLITOro Kntova B oopmate PKCS#1 KOMaHOOM:
sudo ssh-keygen -f /etc/one/onemonitor.pub -e -m pem | \
sudo tee /etc/one/onemonitor_pem.pub
4) B KOH(purypaumoHHom avine /etc/one/monitord. conf, B 6Broke HacTpoek ceTe-

BOro coeamHeHuA yKa3aTtb abcontoTHble NYTU OTKPbITOINoO 1N 3aKpbITOro KIo4ven;

Mpumep

NETWORK = [
PUBKEY = "/etc/one/onemonitor_pem.pub",
PRIKEY = "/etc/one/onemonitor"

]

5) nepesanyctuTb crnyx0by opennebula KOMaHOOWN:

sudo systemctl restart opennebula

6) nepesanyCTUTb areHTbl MOHUTOPMHIA Ha cepBepax BUpPTyanusaumMm KOMaHOoW:
sudo -u oneadmin onehost sync -f

I'Ipmmep BbiBOAA Nocrie BbINMNOJIHEHNA KOMaHAbI:
* Adding fn.brest.local to upgrade
[ ] 1/1 fn.brest.local

All hosts updated successfully.

Ecnu gna obecnevyeHuns 0TKaszoyCTOMUYMBOCTM Cry>bbl cepBepa yrnpaBneHusi NPUMeHs-
eTca TexHonorma Raft, To OoTKpbITbIN 1 3aKPbITLIM KITHOYN, a TakKe KOHUIypauMOHHbIN doains
/etc/one/monitord.conf HEOBXOOUMO CKOMMPOBATb Ha Apyrue 3K3eMnnsapbl cepBepa ynpas-
nexHua. [lna aToro cnenyeT BbINONHUTL crieayowme encTBuUS:

1) ckonmnpoBaTb ghann 3aKpbITOro Kr4ya KOMaHOOoMW:

sudo scp /etc/one/onemonitor <cepsep_ ynpabiieHus>:/etc/one/

rae <cepeep_ylpaBJieHUuss:> — CETEBOE UMS IK3eMNispa cepBepa ynpaenenus. [Jo-

nyckaeTcsi BMECTO CETEBOro MMeHU ykasaTb |P-agpec;

2) ckonmpoBaTb hals OTKPLITOro Krtoya B dpopmarte PKCS#1 KOMaHAom:

sudo scp /etc/one/onemonitor pem.pub <cepsep_ ymnpabieHus>:/etc/one/

3) ckonupoBaTb KOHUrypaLumMoHHbIM hann KoMaHOoMn:

sudo scp /etc/one/monitord.conf <cepeep_ ymnpabreHua>:/etc/one/

4) Ha opyromMm aK3eMnnsape cepBepa ynpaeneHusa nepesanyctutb 3anyCTUTb Crnyxby cep-

BEpa ynpaBneHns KoMaH4oMn:

sudo systemctl restart opennebula
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6.1.3.2. TecTbl

TecTbl NpeacTaBnNAT cObOM cneumnanbHble NporpamMMbl, KOTOpble obecneynBatoT nonyye-
HWe KOHTPOSbHbIX NoKasaTenen MoHUTOpUHra. KoHdurypaumoHHble doannbl TECTOB ONpeaensitoTcs
ana kaxagoro runepsusopa. Onsa runepsnsopa KVM ncnonb3yetcs KOHUrypauuoHHbIA hain
/var/lib/one/remotes/etc/im/kvm-probes.d/probe_db.conf. Cneaywowme napamer-
pbl OCTYMHbI ANS KOPPEKTUPOBKN 3HAYEHUN:

1) obsolete — nepuog BpeMeHU (B MUHyTax), MO NCTEYEHMIO KOTOPOro nHopmawmsi o

crtatyce BM cuntaetca yctapeBLuen n 6yaet yaaneHa;

2) times_missing — KONMMYeCTBO TECTOB, 3aBEPLUNBLLMXCA HEyAa4yeun, Nocre KOTopbIX

Ans BM yctaHaBnvBaeTcsl cTaTyCc «HEQOCTYNHay.

Mpumep
HacTtpouku Tecta ansa cepsepa BupTyanusaumm ¢ runepsusopom KVM, yctaHoBneHHbIE

Nno yMOI4YaHuio
:obsolete: 720
:times_missing: 5

[Mocne BHeCEHUSI UIBMEHEHWIN B KOH(pUIYpaLNOHHbIE hainbl TECTOB He0BXoauMo nepesa-
NYCTUTb areHTbl MOHUTOPUHIa Ha cepBepax BUpTyanusaumum KOMaHO4ou:

sudo -u oneadmin onehost sync -f

6.1.4. NMony4yeHue nHcpopmaLmum o NnoTpedrneHnmn pecypcoB
[nsa BbiBOOa nHdopmMauumn o noTpebneHnn pecypcoB cepBepa BUpTyanu3auum ncnosnbay-

€TCA KOMaHAa:
onehost monitoring <uoeHTUPUKATOP CepBepa BUPTyanusauuu> \

<napameTp_MOHUTOPUHIA> <Bui_oTobpaxeHus>

OnvcaHve napaMeTpoB MOHUTOPWHIa NpyBeAeHo B Tabnuue [28]

Tabnuuya 28
MapameTp OnwucaHve
FREE_CPU KonuyectBo cBoO6oaHbIX LI
FREE_MEMORY O6bem cBob6OAHOM NamMATH
USED_CPU Konnuectso LI, BbigeneHHbIx ansa pabotsl Bcex BM
USED_MEMORY O6bem namsaTu, BbigeneHHon ansa pabotsl Bcex BM
NETRX O6bem BxoasiLero ceteBoro Tpaduka
NETTX O6bem ncxogsaLero ceTeBoro Tpaguka

Ecnu He ykasbiBaTb BUA OTOOpaXkeHuUsi, To MHpopMaLms MOHUTOpPUHra OyaeT BbiBegeHa B
Buae rpadumka (B OC CH pgorxeH 6bITb ycTaHOBNEH NakeT gnuplot). Kpome Toro, B kayectse

BMnaa OTO6pa)KeHI/IFI MH(*)OpMaLI,VIVI MOHUTOPUHIa MOXHO yKa3aTb crneayrLulee:
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- «——-table» — Tabnn4HbIN BUA OTOBPaXKEHWS;

- «——-Ccsv <CHUMBOJI_pasmesuTesisa>» — 0ToOpaxeHne B dpopmare csv.
[ononHnTeNsLHO MOXHO yKasaTb crnefyoLwme napameTpbl 0TObpaxKeHuUs:

- «—-n <KOJMUEeCTBO>» — OTOOpaxaTb yKazaHHOE KONMYECTBO NOCNEaHUX 3anncen;

- «——unit <eguWHWULH u3MepeHUs>» — OTOOpakeHne B 3afaHHbIX eauHULax namepe-
HUA (Hanpumep, «G» — B rurabanTax);

- «--start <pgara>» — oTOOpaxaTb 3anncu, Ha4YMHas C yKazaHHOW AaTbl;

- «--end <gaTa>» — OTODOpa)xaTb 3anvcu, A0 yKasaHHOW AaTbl.

Mpumepbl:

1. OTobpaxeHus konnyecTtea ceoboaHbix LM B Buae rpacdmka (8 OC CH gomkeH 6bITb
yCTaHoBMeH naket gnuplot). [Npumep KomaHab!:

onehost monitoring 0 FREE_CPU --n 10 --unit G

lMpumep BbIBOAaA Nocne BbINOMHEHUS KOMaHAbI:

gnuplot 5.2 patchlevel 6

Host 0 FREE_CPU from 07/07/2022 10:00 to 07/07/2022 12:11

400 4" ——— +
| + * + + + + |
395 |-+ *x ok A A +- |
| * * * %% * % |
390 |-+ * * * % * * +—
| * * * % * * % |
385 |-+ * * * * * * +—
| * % * * % * * * |
380 |-+ * * * * * * +—
375 |-+ * * * % * % * +—
| * * * * * * |
370 |-+ * * * % * % * * k|
| ** * % A * Xkkkkk |
365 | *+ * %% * Kk kkkK +—
| A A** |
360 |-+ +-
| + + + + + + |
3%+ +

12:04 12:05 12:06 12:07 12:08 12:09 12:10 12:11
2. lMpumep koMaHabl Ansa otobpaxkeHusi B BUae Tabnuubi:
onehost monitoring 0 FREE_CPU --table --n 10 --unit G

I'Ipmmep BbIiBOAa NMocre BbINOJIHEHNA KOMaHAbI.
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Host 0 FREE_CPU from 07/07/2022 10:00 to 07/07/2022 12:06
TIME VALUE
11:59 396
11:59 360
12:01 396
12:01 360
12:02 400
12:02 356
12:04 396
12:04 364
12:06 400
12:06 364

3. MNpumep KomaHabl 4ns oToGpakeHnsa B popmare csv:
onehost monitoring 0 FREE_CPU --csv ’';’ --n 10 --unit G

I'Ipmmep BbiBOAa MNMocrie BbINMOJIHEHNA KOMaHAbI:
TIME; VALUE
11:59;396
11:59;360
12:01;396
12:01;360
12:02;400
12:02;356
12:04;396
12:04; 364
12:06;400
12:06; 364

6.2. JlornpoBaHue

6.2.1. HacTponka cuctembl perucrpaumm

B MK CB obGecneunBaetcsa BeaeHue xypHanos Ans 6onbwmnHCTBa pecypcos. MNoaaepxu-
BaeTCH TPU CUCTEMBI permcTpauum: hannosas cuctema permcrpaumm, permctTpaumnsa CUCTEMHbIX
XypHanoB 1 permctpauus B cTaHAapTHbIA NOTOK OWMOOK. [Na HACTPONKN CUCTEMBbI perncTpa-
LUK ncnonbdyetcs 6nok HacTpoek LOG B KOH(UrypaumMoHHOM hanne /etc/one/oned.conf
(cm. pasgen [9).

Mpun ncnonb3oBaHUN PansioBOM perucTpauum co3garTcs oTAeNbHble hanrnbl XXypHanos
ANsl KaXXOgoro akTMBHOIO KOMMOHEHTA, NPY 3TOM BCE OHU XpaHATCA B KaTanore /var/log/one. B
KayecTBe TaKMX aKTUBHbIX KOMMOHEHT MOryT BbICTYNaThb:

- cnyxba oned, permcTpauuoHHasi WMHMOPMaUUa KOTOPOW BbIrpyxaeTcsa B dann

/var/log/one/oned. log;

- MpOLeCC CUCTEMbI MOHUTOPUHIA onemonitord, perucTpaunmoHHas HPOpPMaLuust KoTo-
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pon BbIrpyxaetcs B pann /var/log/one/monitor.log;
- BUpTyarbHble MaluHbl — MHGOPMaUns, oTHocAwasca kK BM, 6ygeT BbirpyxaTbcs B

drann xypHana /var/log/one/<upnentudurkaTop_ BM>.log.

6.2.2. PernctpauymoHHbin chopmar
CoobweHunsa ana annoBon CUCTEMbI PETMCTPALNN UMEIOT CreayoLLYI0 CTPYKTYpPY:
<gmaTa> [Z<zone_id>][<module>][<log level>]: <rekcT coobmeHus>
rae <zone_id> — maeHTudumkaTop 30HbI Npy 06beamHeHnn ak3emnnsipos NK CB B
eauHbi LIOX[ (cnyxebHbin pexum «degepauunsa»), Ang He3aBUCUMOro IK3eMnNIis-
pa MK CB nmeet 3HadeHune «0»;
<module> — KpaTKoe HanMeHoBaHue coctaBHom Yactn K CB (VMM — ans BM,
InM — AN nHopmMaumnoHHOro agpansepa, TM — AN ApavBepa nepefadn SaHHbIX

nTa.);
<log_level> — npeacraBnser cobom oTAeNbHbIM CMMBOJ, YKa3blBakOLLMIA YPO-

BEeHb pernctpaumm: I — ans nHdopmauum, D — Ans oTnagku u T.A4.

Mpumep
CoobLeHna gna dannoBonM CUCTEMbI perucTpaumm npeactaBreHHble B dhanne

/var/log/one/oned.log
Thu Jul 7 16:29:34 2022 [Z0][TrM][D]: Message received: TRANSFER SUCCESS 26 -/
11

Thu Jul 7 16:29:34 2022 [Z0][VMM][I]: Successfully execute transfer manager /
driver operation: tm_ context.

Thu Jul 7 16:29:35 2022 [Z0][VMM][I]: ExitCode: O

Thu Jul 7 16:29:35 2022 [Z0][VMM][I]: Successfully execute network driver /
operation: pre.

Thu Jul 7 16:29:35 2022 [Z0][VMM][I]: Successfully execute virtualization /
driver operation: /bin/mkdir -p.

Thu Jul 7 16:29:35 2022 [Z0][VMM][I]: Successfully execute virtualization /
driver operation: /bin/cat - >/var/lib/one/vms/26/vm.xml.

Thu Jul 7 16:29:35 2022 [Z0][VMM][I]: Successfully execute virtualization /
driver operation: /bin/cat - >/var/lib/one/vms/26/ds.xml.

Thu Jul 7 16:29:35 2022 [Z0][VMM][I]: Successfully execute virtualization /

driver operation: deploy.

Thu Jul 7 16:30:25 2022 [Z0][InM][D]: Host fn.brest.local (0) successfully /
monitored.
Thu Jul 7 16:30:27 2022 [z0][InM][D]: Host fn.brest.local (0) successfully /

monitored.

CoobLeHna ans perncTpaunm CUCTEMHBIX XXYPHaroB UMEIOT CReayoLLyro CTPYKTYpY:

<paTa> <uMsl_KoMIbiTepa> process|[<pid>]: [Z<zone_id>][module][log level]:
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<TekcT_coobmeHus>

an/I 3TOM coobLeHnsa o coctoaHun BM gnga perncrtpaunm CUCTEMHbBIX XXYPHaAIrioB UMEKT Clieflyto-

LLIYtO CTPYKTYPY:

<paTa> <uMsl_KoMIbiTepa> process|[<pid>]: [<upenTudukaTop_BM>][Z<zone_id>]

[module] [log_level]: <TekcT coobmeHus>

Mpumep
Coobuwenus MK CB, npeacrtaeneHHble B anne /var/log/syslog
Jul 7 16:40:49 fn oned[25658]: [VM 26][Z0][VM][I]: New state is ACTIVE
Jul 7 16:40:49 fn oned[25658]: [VM 26][Z0][VM][I]: New LCM state is /
BOOT_POWEROFF
Jul 7 16:40:49 fn oned[25658]: [VM 26][Z0][VMM][I]: Generating deployment /
file: /var/lib/one/vms/26/deployment.1l

Jul 7 16:40:50 fn oned[25658]: [ZO0][VMM][I]: Successfully execute transfer /
manager driver operation: tm_context.

Jul 7 16:40:50 fn oned[25658]: [ZO][VMM][I]: ExitCode: 0

Jul 7 16:40:50 fn oned[25658]: [ZO][VMM][I]: Successfully execute network /
driver operation: pre.

Jul 7 16:40:50 fn oned[25658]: [Z0][VMM][I]: Successfully execute /
virtualization driver operation: /bin/mkdir -p.

Jul 7 16:40:50 fn oned[25658]: [ZO][VMM][I]: Successfully execute /
virtualization driver operation: /bin/cat - >/var/lib/one/vms/26/vm.xml.

Jul 7 16:40:50 fn oned[25658]: [Z0][VMM][I]: Successfully execute /
virtualization driver operation: /bin/cat - >/var/lib/one/vms/26/ds.xml.

Jul 7 16:40:51 fn oned[25658]: [Z0][VMM][I]: Successfully execute /
virtualization driver operation: deploy.

Jul 7 16:40:52 fn oned[25658]: [ZO][VMM][I]: ExitCode: 0

Jul 7 16:40:52 fn oned[25658]: [Z0][VMM][I]: Successfully execute network /
driver operation: post.

Jul 7 16:40:52 fn oned[25658]: [VM 26][Z0][VM][I]: New LCM state is RUNNING

CoobueHna ons pernctpaumm B CTaH4APTHBIN NOTOK OLLUMOOK MMEIT CreayoLyto CTPYK-
Typy:
<maTa> [Z<zone_id>][<module>][<log level>]: <TexcT_ coobmeHus>
<paTa> [<upeHTudukaTop BM>][Z<zone_id>][<module>][<log_level>]:

<TekcT_coobmeHus>

Mpnumep
CoobLeHuns peructpauum B CTaHOAPTHLIN NOTOK OLWMBOK:
Thu Jul 7 17:02:46 2022 [Z0][VMM][I]: ExitCode: O
Thu Jul 7 17:02:46 2022 [Z0][VMM][I]: Successfully execute network driver /
operation: clean.

Thu Jul 7 17:02:46 2022 [Z0][IPM][D]: Message received: SHUTDOWN SUCCESS 26 -/
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00
Thu Jul 7 17:02:46 2022 [VM 26][Z0][VM][I]: New state is POWEROFF
Thu Jul 7 17:02:46 2022 [VM 26][Z0][VM][I]: New LCM state is LCM_INIT
Thu Jul 7 17:03:06 2022 [Z0][InM][D]: Host fn.brest.local (0) successfully /

monitored.

6.2.3. BbiBoag nHopmauum o BUpTyanbHOM MaluMHe
[ns nonyveHnsa nHgpopmaunmn o BM Heobxoammo BbINONMHUTL KOMaHAy:

onevm show <upgeHTuduxarTop_BM>

Mpumep
BbiBog nHdpopmaumm o BM ¢ ngeHtudpumnkatopom «0»:
VIRTUAL MACHINE 0 INFORMATION
ID : 0
NAME : tmp-for-install-os
USER : brest-admin
GROUP : brestadmins
STATE : DONE
LCM_STATE : LCM_INIT
LOCK : None
RESCHED : No
START TIME : 06/21 13:02:01
END TIME : 06/21 14:53:10
DEPLOY ID : 12ba0Oaf-4eda-49al-bd29-7efcldf27b77

USER TEMPLATE

AUTOSTARTVM="0"

HOT_RESIZE=[

CPU_HOT_ADD_ENABLED="NO",

MEMORY_HOT_ ADD_ ENABLED="NO" ]

HYPERVISOR="kvm"

INPUTS_ORDER=""

MEMORY_UNIT_ COST="MB"

SCHED_DS_REQUIREMENTS="ID=\"0\""

SCHED MESSAGE="Thu Jun 23 17:18:34 2022: Cannot dispatch VM to any Host. /
Possible reasons: Not enough capacity in Host or System DS, dispatch limit/
reached, or limit of free leases reached."

SERVICEUSERVM="0"

Owwbka, npuBeaeHHasa B npumepe (none SCHED MESSAGE), yKa3bIBaeT Ha TO, YTO ObIno
HEBO3MOXHO pa3mecTuTb BM Ha cepBepe BUpTyanusaumm, BO3MOXHO HEAOCTAaTOMHO CBOGOAHbBIX

BbIMUCITUTESTbHbIX PECYPCOB.
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6.2.4. BbiBoa nHdopmauum o6 cepBepe BUpTyanumsauum
Ons nonyyeHus mHdopmaumm o6 cepBepe BupTyanusaumm HeobxoauMo BbIMOSTHUTb
KomaHAay:

onehost show <upgenTuduxaTop_cepBepa_BUPTyanu3aluu>

Mpumep
BbiBOA MHopMaummn o6 cepeepe BUpTyanusauum ¢ naeHtugpmnkatopom «0x»:
HOST 0 INFORMATION
ID : O
NAME : fn.brest.local
CLUSTER : default
STATE : MONITORED
IM MAD : kvm
VM_MAD : kvm
LAST MONITORING TIME : 07/07 14:57:49

HOST SHARES
RUNNING VMS : 2
MEMORY
TOTAL : 5.8G
TOTAL +/- RESERVED : 5.8G
USED (REAL) : 3.3G
USED (ALLOCATED) : 4G
CPU
TOTAL : 400
TOTAL +/- RESERVED : 400
USED (REAL) : 44
USED (ALLOCATED) : 50

LOCAL SYSTEM DATASTORE #0 CAPACITY

TOTAL: : 61.8G
USED: : 24.2G
FREE: : 34.5G

VIRTUAL MACHINES

ID USER GROUP NAME STAT CPU MEM HOST TIME
25 brest-ad brestadm ALSE runn 0.25 2G fn.brest.local 13d 02h22
24 brest-ad brestadm ALCE runn 0.25 2G fn.brest.local 13d 02h31
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7. UHTErPALUA B EOVHBINA LLOXA («®EOEPALUS»)

7.1. Obwme cBegeHun

Heckonbko ak3emnnsapos MK CB moryT ObiTb 06beAnHeHbI B €ANHbIN LIeHTP 06paboTkn
n xpaHeHus gaHHbix (LLOXM), koTopbii Ha3biBaeTcs «denepaunsa». B aTtom cnyyae kaxabin
ak3emnnsp MK CB Ha3sbiBaeTcs 3oHoM. OguH 13 aksemnnsipos K CB HacTpavBaeTcs Kak BeayLnm,
ocTanbHble — BEAOMbIE.

«deaepauma» NO3BONAET KOHEYHbIM MOSb30BaTENAM MCMONb30BaTb PECYPCHI, pacnpeae-
neHHble AoMuHuctpatopamu eguHoro LIOX[, He3aBMCMMO OT MecTa X HaxoxaeHus. VIHTerpauus
NPOXOANT KOMIMIEKCHO, TO €CTb NOMb30BaTEN0, aBTOPM30BaHHOMY B BEG-MHTEpderice onpenenex-
HOWM 30Hbl, HE NPUAETCA BbIXOAMUTb U3 CUCTEMbI 1 BBOAUTb afdpec ApYron 30Hbl. BE6-nHTEpPdeNnc
MK CB nosBonseT M3aMeHsITb akTUBHYHO 30HY B toboe BpeMsi, a Takke aBTOMaTUYeCKn nepeHa-
npaensiet 3anpockl B MK CB B ueneson 30He.

CnyxebHbin pexnm «hegepaumsay aBNSAETCs MHTErpaumen ¢ HenocpeacTBEHHbIMUN CBSI-
3amun. Bce ak3emnnspsbl MK CB nmetot obuyto koHdurypaumto (obwme tabnuupbl B) yyeTHbIx
3anucen nonb3oBaTtenen, rpynn 1 NOAHOMOYNA. [JoCTyn BO3MOXHO OrpaHn4nTb 00 KOHKPETHbIX
30H, a TakKe 00 KOHKPETHbIX KIacTepoB BHYTPU AaHHOM 30HbI. Tonbko Beaywas 3oHa MK CB
MMEET npaBa Ha BHECEHME 3anucen B obwme Tabnuubl, y BEAOMbIX 30H XPaHUTCS JloKanbHas
Konna Onst YTeHus. 3TO rapaHTUpyeT LenocTHOCTb AaHHbIX 6e3 yuwepba ans cKopocTu AencTasui
Mo CYUTBLIBAHWUIO.

CuHXpOHM3aLNS BbIMOSHAETCS NyTEM HACTPOKMKKN KoHurypauum MK CB ana pennukaumm
TONbKO onpeaeneHHblx Tabnuy,. Pennukaums cnocobHa pabotatb Npu coeanHeHnsax Ha 6onbLumnx
pPacCTOSAHUSAX U NPU HeCcTabunbHbIX coeguHeHnsax. B cnyyae cbos BeayLLen 30HbI U ee ANUTENbHON
nepesarpyskm BegoMble 30Hbl MOTYT NpodosikaTtb paboTaTb B HOPManbHOM pexmnme, 3a UCKIo-
YEHMEM HECKOSbKUX OEeWCTBUM, HanpuMep, co3aaHne HOBOro nonb3oBaTtens unm obHoBneHmne
naponewn.

HoBble BefoMble 30HbI MOXHO 006aBNATL K CyllecTByowen «degepaumm» B nodomn
MOMeHT. Kpome Toro, agMmHucTpaTop MOXeT 4obaBuTb abcontoTHO HOBbIN ak3emnnsap MK CB nnu
UMMNOPTUPOBATL CYLLECTBYIOLLYIO pa3BepTKy B «dedepaumo», COXpaHUB AEACTBYHOLLMX NOMb30Ba-
Tenewn, rpynn, KOHUrypauuo n BupTyarbHble pecypchbl.

YTto kacaetcsa obHoBneHun MK CB, B[] paspaboTtaHa Taknm ob6pasom, 4ToObl pasfnnyHbie
Bepcum MK CB aBnsnuncb 4acTblo 0gHON 1 Ton xe «denepaummny. Npn HeobxoanmocTn 06HOBUTL
nokanbHble Tabnuubl (BM, O6pas, 06bekTbl VNet) HoBble BEpCUM COXPaAHAT COBMECTUMOCTL C
obwmmn Tabnuuamun. Ha npakTuke 3TO O3HaYaeT, YTo B criydae Bbixoga Hosou Bepcun MK CB
MOXHO OBHOBUTbL KaXayto 30HY B pa3Hoe BpeMs 6e3 kakmx-nnbo nocrneacteumn ons «gegepavumy.

Cnyxb6a Beb-nHTepdenca NK CB Beaywieln 30HbI NOOKIHOYEH KO BCEM 3K3eMMsisipam
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cnyx0bl oned B «degepaunmy, YTo NO3BOMSET NOMb30BATENSAM MEHATb 30HbI. BO3MOXHO ncnonbs-
30BaTb oavH Beb-nHTepdelic MK CB ans Bcen «deaepaumm» Unv B KaXKAon 30He UCNONb30BaTb
cBoi Beb-uHTepdelic MK CB (puc. [5)).

Bepywnn Begombin 1 Bepgombin 2

Beb-nHTepdeic

rx

oned

AA

Puc. 5

BHUMAHUWE! HecmoTps Ha To, 4TO oaHa cnyxb6a Beb-nHTepdenca NK CB moxeT noa-
KnoyaTbCa K pasnuyHbiM 30HaM, Bce ocTanbHble cnyxbbl MK CB 6ygyT pabotatb Tonbko C
NoKanbHbIMU pecypcamm 30HbI.

B «henepaunn» 3apernctpnpoBaH YHUKarnbHbIM akkayHT oneadmin, obnagatowmi npaea-
MW agMUHUCTPaTopa M ABNSIOLWMIACA akkayHTOM agMuHUCTpaTopa «denepauuny. B 6esonacHom
cpene agMUHUCTPATOP KaXkaow 30HbI aBTOPU3YETCA C MOMOLLbIO akkayHTa B rpynne oneadmin. B
APYrnx cueHapusix agMUHUCTpaTop «dedepaummny MOXeT co3aaTtb cneunanbHyo agMUHUCTPaTUB-
HYO rpynmny C NOSTHbIMW NpaBaMu AOCTyNa TONbKO ANs1 OOHOW 30HbI.

AAMWHMUCTPATOPbLlI MOrYT COBMECTHO MCMONb30BaTh YCTPOWCTBA B 30HaxX Gnarogapsi Cnyx-

6e MarasvH NpuoXeHun.
7.2. Hactpouka «degepaumnn»

BHUMAHMUE! [leictBns no HacTpounke «denepaumm» BoinonHsawtca B8 OC CH nog y4er-
Hon 3anucbkto agMmuHuctpaTopa OC CH ¢ BbICOKMM YpOBHEM LIENTOCTHOCTM.

[nsa aBTOMaTMyeckon HacTpouku «denepauum» MOXHO BOCMOSIb30BATLCHA CKPUMNTOM
brestcloud-federation-configure, KOTOPbIN 3anycKaeTCsl Ha cepBepe yrnpasreHus Be-
ayuien 30Hbl OT UMEeHU agMUHUCTpaTopa KOMaHOoWN:
sudo brestcloud-federation-configure

[anee HeobxoauMMo crnefoBaTth yKazaHUAMM MacTepa HaCTPOMKM.
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NEPEYEHb TEPMUHOB

AamuHuctpartop OC CH — nonb3osatens OC CH, Bxogawum B rpynny astra-admin,
KOTOpOMY NpeaoCcTaBnsAlTCS npasa Asis BbiNonHeHNa aenctsun no Hactporike OC, Tpebyroumx
npueunerun cynepnosib3oBaTens root.

ApmunHuctpartop MK CB — agmuHucTpaTtop cpeacrtea BMpTyanu3aumm, BXOOSLLNNA B
rpynny brestadmins, KOTOPOMY NPeaOCTaBAKTCA Npasa ANs BbINOMHEHNA 4EUCTBUA NO ynpaBs-
NeHunto BbluMcnuTernbHbIMU pecypcamu MK CB.

ApmunHuctpaTtop Ceph-knacrtepa — nons3oartens OC CH, koTopomy NpeaocTaBnsaioTca
npaea Ans BbINOSHEHMSI AENCTBUI NO HACTpoKike n ynpaeneHuto Ceph-knactepom.

MpumedaHune. Nopagok cosgaHna yyeTHon 3anmcu agMmmHmuctpatopa Ceph-knactepa
npegctasneH B gokymeHte PYCB.10015-01 95 01-1 «OnepaumoHHas cuctema cneumnanbHOoro
HasHayeHus «Astra Linux Special Edition». PykoBogctso agmuHucTpatopa. Yactb 1».

3aKpbITbIN KIKOY — COXPAHSIEMbIN B TANHE K04 U3 KINKYEBOW Napbl.

MpnmMmevyaHune. He npegHasHayeH onga 3awmtbl MHOOPMaUUM B KOHTEKCTE UCMOMb30-
BaHusA no npegHasHadeHuto MK CB. K kntodam He npeabsBnsaTcs TpeboBaHUsS Mo NCTOYHUKY
nceBaocnyYamHbIX Ymcers, Kpuntorpadomnyeckon CTOMKOCTU, BPEMEHU AENCTBUA U T.NM.

Knroy — napameTp B Buge nocrniegoBaTenlbHOCTU NCeBOOCTYHYanHbIX YnCen.

MpnmevyaHune. He npegHasHayeH onga 3awmtbl MHOOPMaLUUM B KOHTEKCTE UCMONb30-
BaHuUsA no npegHasHadeHuto MK CB. K kntodam He npeabsBnsaTcs TpeboBaHUsS Mo NCTOYHUKY
nceBaocnyYamHbIX Ymcers, Kpuntorpadomnyeckon CTOMKOCTU, BPEMEHN OENCTBUA U T.M.

KnroueBas napa — ynopsgodeHHasi napa MatemMaTuyeckn OgHO3HAYHO CBA3aHHbIX Kilto-
yeun, onpenensoLnx B3anMocBs3aHHble 3alnTHbIe NpeobpasoBaHus.

KoaupoBaHue — 3awmMTHOe npeobpasoBaHme C MOMOLLbIO Koaa.

JNokanbHbIN agMUHUCTpPaTOpP KoMnbloTepa — agmuHuctTpatop OC CH, yctaHoBneHHoOM
Ha KOMMbIOTEpPE.

OTKpbITBIN KNKOY — K04 13 KITIOYEBOW Napbl, KOTOPbIM MOXET ObITb caenaH obuweno-
CTYMHbIM.

MpnmMmevyaHune. He npegHasHayeH onga 3awmtbl MHOOPMaLUUK B KOHTEKCTE UCMOMb30-
BaHuWsA no npegHasHadeHuto MK CB. K kntodam He npeabssnaTcs TpeboBaHUS MO NCTOYHUKY

nceBaocnyYanHbIX Ymcer, Kpuntorpadouyeckon CTOMKOCTU, BpEMEHN OENUCTBUA U T.M.
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NMEPEYEHb COKPALLEHUA

B — 06a3a gaHHbIX
BM — BUpTyarnbHaa MaluvHa
OoC — onepauuoHHasa cuctema

OC CH — onepaunoHHas cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition»

MK CB — nporpammHbin komnnekc «Cpeacrtea Buptyanusauumn «bpect»

oC — (hbannosas cuctema

LUOXO — ueHTp 06paboTkm n xpaHeHns OaHHbIX

ur — LeHTparbHbIM NpoLeccop

CLVM  — Clustered Logical Volume Manager (knactepHoe ynpasneHue norm4eckumm Tomamm)
CPU — Central Processing Unit (LeHTpanbHbIA Npoueccop)

iSCSI  — Internet Small Computer System Interface (npotokon Ha 6a3e TCP/IP gns B3anmo-

OEeNCTBUS 1 yNpaBneHns cucteMam XpaHeHUs AaHHbIX, CEPBEPOB U KITMEHTOB)
KVM — Kernel-based Virtual Machine (nporpammHoe pelueHue, obecnednBatoliee BUpTyanu-
3aumio B cpefe Linux Ha nnaTdopme, KoTopas nogaepXnBaeT annapaTHyo BUpTyanu-

3aumto Ha 6ase Intel VT (Virtualization Technology) nu6o AMD SVM (Secure Virtual

Machine))
LUN — Logical Unit Number (Homep o6bekTa BHYTpu uenu (target))
LV — Logical Volume (nornyeckuii Tom)
LVM — Logical Volume Manager (MmeHemxep Norm4yeckmux ToMoB)
MON — Monitor (cuctemMHbIN Npouecc, oTcnexmearowmn coctosHne knactepa Ceph)
NFS — Network File System (ceteBas ¢ainnosas cucrema)
OSD — Object Storage Device (ocHoBHOe ycTpoKncTBe XpaHeHus obbektoB Ceph, 06bIYHO

CBSA3aHHOE C O4HUM (PU3NYECKMM ONCKOM, B KOTOPOM XPaHATCA hakTUyeckne AaHHble
nonb3oBaTens)

OovVvSs — Open vSwitch (nporpamMMHbIN MHOFOYPOBHEBbLIN KOMMYTaTOp Ansi paboThbl B rmnepsu-
30pax M Ha KOMMbOTEPaX C BUPTyasnbHbIMW MalUMHaMK)

OVSDB — 6asa gaHHbIx OVS

QEMU — Quick Emulator (cpeactsa amyndauumn annapaTHoro obecneyeHus)

RADOS — Reliable Autonomic Distributed Object Store (xpaHunuuie, oTBevaroLee 3a XxpaHeHne
obbekToB knactepa Ceph He3aBMCUMO OT UX TUMNA AaHHbIX)

RBD — Rados block device (6noyHoe xpaHunuuie knactepa Ceph, kotopoe MoxeT otobpa-
Xatbcd, opMaTMpoBaTbCA U MOHTMPOBATLCSA B TOMHOCTM Kak Nnobon gpyron OUCK B
cepBepe)

RDM — Raw Device Mapping (ucrnonb3yetcs Onga npsiMoro NOAKIoYeHNa K BUPTYyarnbHON
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MallHe CyLLecTBYOLWMNX BNOYHbIX YCTPONCTB cepBepa BUpTyanusauum)

SAN — Storage Area Network (ceTb xpaHeHus AaHHbIX)

SCSI — Small Computer System Interface (cuctemMHbIN MHTEPENC ManbIX KOMMNBIOTEPOB)

SSH — Secure Shell Protocol (npoTtokon 3alumiieHHon nepegadm nHdopmMauun)

™ — Transfer Manager (gpanBsep nepenayn)

UDP — User Datagram Protocol (npoTokon nonb3oBaTenbCKUX gentarpamm)

UUID  — Universally Unique Identifier (yHnBepcanbHbI yHUKanNbHbIA UAEHTUdUKaTop)

VLAN  — Virtual Local Area Network (BMpTyanbHasa nokanbHasi BblMUCNTENbHAsA CETb)

VNC — Virtual Network Computing (cuctema yganeHHoro goctyna Kk pabo4emy CTony Kom-
nbtoTepa)

VXLAN — Virtual Extensible Local Area Network (BupTyanbHas maclutabupyemas nokanbHas

BblYUCInnTenbHasa CeTb)
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