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AHHOTALUA

HacTosilwaa MHCTPYKUMA aBRsIeTCS OnucaHueM rnpolecca pasBepTbiBaHUS TECTOBOro
cTeHAa nporpaMmmHoro nagenus «lNporpammHbii komnreke «Cpenctea BupTyanusauum «bpect»
POLIM.10001-02 (nanee no tekcty — MK CB).

B wmHCTpykumn npuseneHbl obuwune cBefeHuss O TECTOBOM CTeHAe W MNopsaoK ero

pa3BepTbiBaHMS.
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1. ONMIUCAHUE TECTOBOI'O CTEHOA

TecToBbIM CTeHO npefHasHayeH [ONA O3HAKOMIEHWS Nofb3oBaTend C MOpPSL4KOM
pasBepTbiBaHua MK CB, wn3syyeHus Beb-uHTepdenca n npuobpeTeHuss HaBblka cO34aHus
LWabnoHoB BMPTYyarnbHbIX MawunH (BM).

TecToBbIN CTEH, ONUCbIBAaEMbIN B HACTOSILLIEN NHCTPYKLUUMK, pasBopadnBaeTca B cpeae
BUPTYanusaumm, QyHKLUNOHUPYIOLLEN B ONepaLmMoOHHON CUCTEME CreumanbHOro HasHadeHuns «Astra
Linux Special Edition» PYCBE.10015-01 ouepegHoe obHoBneHune 1.7 (ganee no tekcty — OC CH).
Mpn aTOM MCNoNb3yeTCcHa NoKanbHbIM CUCTEMHBIA CepBep BUPTyanusaunn (C HaMMeHOBaHNEM
QEMU/KVM).

OnuncaHwue cpenbl BUpTYanusauum npegcrasneHo B gokymeHte PYCB.10015-01 95 01-1
«OnepaunoHHasa cuctema cneyunansHoro HasHadeHust «Astra Linux Special Edition». PykoBogcteo
agMuHucTpartopa. Hactb 1».

BHUMAHUE! B xoctoBon onepaunoHHon cucteme (OC) gormkHa ObiTb BKMAKOYEHA
BMNOXEHHasa BUpTyanusauyus.

MK CB mMoxeT (pyHKUMOHMPOBATbL B ABYX PEXMMaX:

1) B cepBucHOM pexmnme Bce BM 3anyckaloTcss OT MUMEHM HENPUBUNIENMPOBAHHOIO

nonb3oBatens. logeHTndukauus n ayteHTMumnkauma nonb3oBatenen 0OCHOBbIBAOTCS Ha

ncnonb3oBaHun mexaHmama PAM, peannsosaHHoro B OC CH. MNpwu aTtom ayTeHTUdMKauus

OCYLLIECTBISIETCA C NOMOLLbIO fiokanbHon Bl nonb3oBatenen (dpann /etc/passwd) u

nokanbHon Bl nonb3oBaTtenbckux naponewn (pann /etc/shadow);

2) B [OWCKPEUMOHHOM pexume obecneynmBaeTca yHKLMOHMPOBaAHME 3alLULLIEHHOWN

cpegbl BUpTyanusauuMm, B TOM 4uCre OUCKPEUMOHHOe W MaHgaTHOe yrnpaBreHue

poctynom kK BM. B Takom pexxume BM 3anyckaroTcst OT UMEHW JOMEHHOIO nonb3oBarerns,
aBTopm3oBaBLierocs B MK CB. [Ina paboTbl B ANCKPELMOHHOM pexmme Heobxoanmo,
4TObObI BCE KOMMbLIOTEPDI, HA KOTOPbLIX Pa3BepPHYTbl NporpammMHble KomnoHeHThl MK CB,

BXoaunu B ognH gomeH FreelPA.

Pexxum (yHKUMOHMpPOBaAHNA yCTaHaBNMBAETCA Ha 3Tane passepTbiBaHus [1K CB.
[Mocne yCTaHOBKM W MHMUMANU3auMyM NPOrpamMMHbIX KOMMOHEHT MepeKniovyeHne pexnmMoB
dyHKumoHnpoBaHus K CB He npegycmoTpeHo.

[onyckaeTca pasBopaymMBaTb HECKOMBbKO NPOrpamMMHbiX KOMMoHeHT MK CB Ha ogHom
KomnbloTepe. B cBA3n ¢ aTuM cnyxbbl cepBepa ynpasneHus u cepsepa BupTyanusauum éyayT
pasBepHyTbl HA OQHOM rOCTEBOM MalLLUHE.

KoHcpurypauus, npn KOTOPOM COBMELLAIOTCS PONu KOHTposnepa gomeHa FreelPA n

cepBepa ynpasneHnss Ha OQHOM KoMMbloTepe, HegonycTuma. MosTomy npu pasBepTbiBaHUK
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MK CB B anckpeuynoHHOM pexmnme Heobxoammo OyaeT co3gaTtb OTAENbHYI0 FOCTEBYHO MaLUUHY
KOHTponnepa gomeHa FreelPA.

Mpw pa3BepTbiBaHNM ONMCLIBAEMOro TECTOBOIO CTeHAa OyayT 3a4encTBOBaHbI crieqyroLme
BblYUCIIUTENbHbIE PECYpPChbl:

1) npu BbIGOpE cepBuCHOro pexuma gyHkunoHnposanus MK CB (ogHa rocteBas MalumnHa

cepBuca BMpTyanuaauun):

- KONIMYeCTBO NPOLECCOpPOB: 6;
- pasmep namatu (O3Y): 6 I'b;
- obbem aucka: 64 Nb;
2) npu BblbOpe OUCKPEeLMOHHOro pexuma dyHkunoHmpoBaHus MK CB (aBe rocrtesble
MaLUUHBbI):
a) rocteBasi MallMHa cepsBuca BUpTyanusauum:
- KOSIMYeCTBO MpoLeccopoB: 6;
- pa3smep namatn (O3Y): 6 I'b;
- obbem gucka: 64 INb.
6) rocteBas malumHa KoHTponnepa gomeHa FreelPA:
- KONU4YeCTBO NPOLLECCOPOB: 2;
- pa3smep namatn (O3Y): 2 I'b;
- obbem gucka: 16 Ib.

B onucbiBaeMoM TeCTOBOM CTEHAE B Ka4yecTBe YCTAHOBOYHOrO HOCUTENS NCNONb3yeTCH
hann obpasa TexHonornyeckoro ycraHoso4vHoro ancka OC CH ¢ nHterpupoBaHHbIM OGHOBIEHNEM
BIONNETEHDB Ne 2023-0630SE17MD.

Kpome Toro, ons yctaHoBku nporpamMmmHbix komnoHeHT MK CB notpebyetca dann obpasa
YCTaHOBOYHOIO AMCKa M3 KOMMNIIEKTa NOCTaBKN NporpaMmMHoro nagenust «lporpaMMHbI KOMMNeKe
«Cpeqactea BupTyanusauum «bpect».

Mopsgok passepTbiBaHUS TECTOBOrO CTeHaa:

1) NoaroToBKa TECTOBOIO OKPYXXEHUS:

a) pobaeneHve BUpPTYyanbHOW CETU B Nporpamme «MeHemxep BUPTYyarnbHbIX MaLUUHY;
6) cosgaHue rocTeBoM MalLMHbI CEPBUCA BUPTyanu3auuu;

B) yctaHoBka OC CH B rocteBon maluMHe cepBuca BUpTyanu3aumm;

r) nogkntodeHne obpasa yCTaHOBOYHOIMO HOCUTENS K FOCTEBOW MALUUHE;

A) BKntoveHne obuero bydepa obmeHa;

€) HacTpoWKa ceTn B rOCTEBON MalUMHE cepBuca BUPTyanuaauum;

X) TONbKO ONA AUCKPELMOHHOIO peXxmma — YCTaHOBKA WM HACTpoKrKa CryXObl

KOHTpoOrnepa AoMeHa;
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3) TONMbKO ANs AUCKPELMOHHOTO pexmnma — BBOL, B JOMEH rOCTEBON MaLLMHbI cepBUca

BUPTYanu3aumm;

N) HacTpownka peno3nTopmueB B rOCTEBOM MalLMHE CepBMCaA BUPTYyanmM3aumm;
MpnmeyaHune. Jencrena no HacTponke CETU, PENO3IUTOPUEB, a TaKKe OAENCTBUS MO
YCTaHOBKE N HacTponke crnybbl KOHTponnepa gomMmeHa BbinonHsatTca B OC rocteBomn
MaLUMHbI NOA, YY4ETHOW 3an1cbio agMUHUCTPAToOpa C BbICOKMM YPOBHEM LENIOCTHOCTH.

2) yctaHoBKa nporpaMmMHbIx KOMNoHeHT K CB;

MpunmevyaHune. [JlencTeus no yctaHoBKE NPOrpamMmmMHbIX KOMMOHEHT K CB BbinonHAwTCS
B OC rocteBOM MalUMHbl NOA YY4ETHOW 3anMCbio aAMUHUCTPATOPa C BbICOKMM YPOBHEM
LeNOCTHOCTH.

3) nogroTtoBka K pabote cpeabl BUpTyanuaaumm, ynpasnsemon MK CB:

a) perncrpaumsa XpaHunuL;

6) cosgaHue BupTyanbHou ceTn B BeG-nHTepdence MK CB;

B) 3arpyska yCTaHOBOYHOIO HOCUTENSI B XPaHWUSNLLIE;

r) cosgaHue gucka BM (nyctoro) B xpaHunuuie;

A) cosgaHve npegBaputenbHoro wabnoHa n yctaHoBka OC B BM;

€) yCTaHOBKa naketa one-context B BM,;

X) HacTpoyka wabnoHa gna TupaxumposaHus BM;

3) npoBepka TupaxunpoBaHusa BM.
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2. MOAroTOBKA TECTOBOIO OKPYXXEHWUA

2.1. lobaBneHne BUpPTyanbHOW CeTU

Bce rocteBble MalLMHbI HAXOOATCH B BUPTYaribHbIX cerMeHTax ceTen. [1pn aTom xocToBas
MalLMHa SIBNSAETCS AN HUX LUNKO30M MO YMOMYaHMIo.

B onuckiBaeMoM TECTOBOM CTeHAE BHYTPEHHAS (BUPTyanbHasi) CeTb UMeeT criegytoLme
HaCTPOWKM:

- AnanasoH IP-agpecoB cetn: 172.16.1.0/24;

- BCTpoeHHbIn DCHP-cepBep BbIKMOYEH, B TOCTEBLIX MallMHax OyaeT HacTpoeH

cratndeckumn IP-agpec;

- BHYTPEHHsA (BMpTyanbHas) ceTb pabotaeT B pexume NAT.

BHUMAHUWE! Ecnun B xocTOBOM onepaunoHHON cucteMe ananasoH 172.16.1.0/24 yxe
ncnonb3yeTcsi, HeobXxoAUMO B HACTpOMKax BUPTyanbHOW (BHYTPEHHEW) ceTu 3afaTtb ApYyromn
AnanasoH IP-agpecos. Hanpumep, 192.168.123.0/24.

[na nobaBneHns BUpPTyanbHOW ceTn HeOOXO4MMO BbINOMHUTE CneayroLne 4eNCTBUS:

1) 3anyctuTb nporpammy «MeHegxep BUPTYyasibHbIX MaLLUHY;

2) B OkHe nporpammbl «MeHexep BUMPTyanbHbIX MaluH» BblbpaTb NOOKMYEHME K

cucteMHomy cepsepy Buptyanusauun (QEMU/KVM), a 3atem BbIGpaTb MYHKT MEHIO

«[lNpaBka — CBoKnCTBa NOAKMNHOYEHUSA»;

3) B oTKpbiBWEMCHA okHe « QEMU/KVM — cBeeHns 0 NOAKNIYEHUM» OTKPbITb BKNAOKY

«BupTyanbHble ceTu» 1 HaxaTb kHonky [+] (cm. puc. [1));

B= QEMU/KVM — ceeqeHA 0 NogKknKYeHn —_ 0O X
Dain

0630p BupTyanbHble ceTk  [pOCTPaHCTBO OaHHbIX
ﬁ MoppobHocTi | XML

HazeaHue: default

YeTpolcTBo: virbro

CocToAHKE: He akTMBHO

ABTO3anycK: Mpw 3arpyzke

> KoHgurypauus IPva

Puc. 1

4) B oTKpbIBLIEMCS OkHe «Co3aaHve BUpTyanbHoi ceTu» (M. puc. [2)):
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a) B none «HaseaHWe» 3agaTb HaMMeHOBaHWE BUPTYyarlbHOW CETW, HanpuMmep,

virbrl;
6) packpbiTb cekumto «KoHdurypaums IPv4» n 3agatb cnegytowime napameTpbl CETU:
- amnanasoH IP-agpecoB cetun: 172.16.1.0/24;

- cHATb donar «Bkntounte DHCPv4» (BblkntounTb BCTpoeHHbIi DCHP-cepBep);
B) HaxaTb kHONKy [FoToBO].

Co30aHWe HOBO W BUPTYanbHO W CETK

Co3naHve BUPTYanbHOM CeTu

MogpobHocTk | XML

Hazeauwe: | virbri
Pexam: | MAT b

MepeHanpaenaTe Ha:  [Jlwboe duzMyeckoe ycTpoRcTED W

“ KoHdurypauws IPvd
[+ BenoumTs 1IPv4

CeTh: | 172.16.1.0/24
Brnwymte DHCPv4

? Kondurypaums IPv6

? DNS-umMA goMeHa

OTMeHa loToBO

Pwuc. 2

MNocne atoro gobaeneHHasa ceTb oTtobpasutcs B okHe «QEMU/KVM — cBegeHust o
NoaKItoYeHnny» Bo Bknaake «BupTyanbHble cetn» (cm. puc. (3).
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- QEMU/KVM — cBEAeHHMA O MOOKTHYEHNM

dain

0630p BupTyanbHble ceTu TPOCTRPaHCTED O3HHbIX

'- NogpobHocTti | XML

HazeaHuwe: wirbrl

YecTpoicTeo: virbr

COCTORHME: AKTUBHO

ABTozanyck: (¥ NMpu 3arpyzke
NomMen: virbri

Vv KoHdurypauus IPv4

CeTh: 172.16.1.0/24
OuanazoH DHCP:  OTKNKOYEHD
MepeHanpaeneHue: NAT

Puc. 3

2.2. Co3zpaHue rocTeBOU MalluHbI CepBUCa BUpPTYyanusauum

B onucbiBaemMoM TeCTOBOM CTeHAe rocTeBOM MalluHe cepBuca BUpTyanusauuun 6yayT
npeaocTaBrieHbl cregyoLwme BblYUCUTENbHbIE PECYPChI:

- KONM4YeCcTBO NpoLLEeccopoB: 6;

- pa3mep namatn (O3Y): 6 I'b;

- obbem gucka: 64 INb.

MpumeyaHusa:

1. ®ann obpasa yCTaHOBOYHOIO HOCUTENSA NpeaBapuUTeEnbHO JOMKEH ObiTb CKOMMPOBaH B

nyn xpaHunuuia (no ymonyaHuwo /var/lib/libvirt/images).

2. B onuncbiBaeMOM TeCTOBOM CTEH/E B KayeCTBe YCTaHOBOYHOIO HOCUTENS UCNOMb3yeTCs

dann obpasa TexHonorndeckoro ycrtaHoBoyHoro ancka OC CH ¢ nHTerpMpoBaHHbIM

obHoeneHnem BIOJIJIETEHBb Ne 2023-0630SE17MD.
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[na co3gaHusa rocteBon MallnHbl HEOBXOAMMO BbINONHUTE CneayoLwmne 4eNCTBUS:
1) B OkHe nporpammbl «MeHemxep BUPTyarbHbIX MalUMH» BblOpaTb MNOAKMNIOYEHUE K
cucteMmHomy cepsepy Buptyanusauun (QEMU/KVM), a 3atem BbIbpaTb MYHKT MEHIO

«®ann — Co3gatb BUPTYarbHY MalnHy» 6o HaxaTb kKHOMKy [Co3aaTh BUPTYanbHYHO

mawumHy] (cm. puc. [);

®ann [lNpaeka Bwg CnpaBka

| =

Co3Aatb BUPTYyanbHY0 MalmnHy aHue LT

QEMUSEVM

Puc. 4

2) B OTKpbiBWeMCHA OkHe «Co3gaHve HOBOM BUPTyanbHOW MawuHbl (war 1 u3 5)»

yctaHoBuTb donar «JlokansHeinn ISO nnn CDROM» n HaxaTb kHornky [Bnepea] (cm. puc. 9);

Hoean BUpTyanbHaa mallkHa

m Co3pnanve HOBOWM BUPTYanbHOM MalLWHbI

MogknioveHne: QEMU/KYVM

BolifepuTe MeToq YCTaHOBKW ONepaLMoHHON CUCTeMbl
'@'J’Ior(aanblﬁ 1SO wnk CDROM
CeTepan ycTaHoBka (HTTP, HTTPS wnu FTP)
WmMnopT oBpaza gucka

YCTEaHOBKE BPYH4HYO

OTMeHa Hazapg Bnepepn

Puc. 5
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3) B okHe «Co3aaHve HOBOWM BUPTYanbHON MaluunHbI (war 2 u3 5)» B cekumn «Boibepute
o6pa3 ISO nnm CDROM ansa yctaHoBku» HaxaTb kHorky [0630p] (cMm. puc. [B);

Hoean BHPTYalnbHaA MalkHa

m Co3naHve HOBOW BUPTYaNbHOM MallWHDI

BoibepwuTe obpaz IS0 mnvm COROM ONA yCTaHOBKMK:

He BblbpaH HocUTENb

BoibepuTe onepay oHHY CUCTEMY ONA YCTaHOBKK:

OxmoaHwe HocKuTens ," WCTOYHKMEKE NakeToR ONA YCTaHOBKK

ABTOMaTHHECKK onpefennrb No HOCHUTENH: ,v' HMCTOYHKMKY NakeToB ONA YCTaHOBKK

OTMeHa Hazan Bnepeq

Puc. 6

4) B OTKpbIBLLEMCS OKHE «PacnonoxeHne Toma ISO-HocuTens» ykasaTb pacnosnioxxeHme

YCTaHOBOYHOTO HOCUTENS U HaxxaTb kHomKy [Bbi6op Toma] (cMm. puc. [7));

PacnonoxeHwe Toma ISO-HocuTenq

15% default MNopgpoBHocTn | XML
" Kartanor & dainosoi cucTeme
77.15 GIiB ceoBogHo / 13.96 GIB MCromb3yeTcs

Pazmep:
Pacnonoxenue: Avar/lib/libvirt/images

CnucokTtomoe | 4 o B3

CNKWCcoK TOMOB ¥ | PazmMep ®opMaT WMcnone3yeTca

1.7.4-TD-24.04.2023_14.23.i50 4.34 GiB iso

+ X B8 BoibpaTtk dain | | OTMeHa | Bmbop ToMa

Puc. 7

5) B okHe «Co3gaHMe HOBOW BUPTyarbHOM MalMHbI (Wwar 2 M3 5)» HaxaTb KHOMKY

[Bnepen];
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6) B okHe «Co3aaHue HOBOW BMPTYyanbHOW MalMHbI (war 3 u3 5)» (cm. puc. [8)):
- B none «lMamaTb» ycTaHOBUTL 3Ha4YeHue «6144y;
- B none «[lpoueccopbl» YCTAaHOBUTb 3HAYEHUE «6»;

- HaxaTb kHorky [Bnepea];

HoBad BUPTYanbHaA MallluHa

m Co3naHve HOBOW BUPTYanbHOM MaLlWHbI

Bbi6epuTe NapaMeTpbl NaMATH U NpoLleccopa:

MaMaTe: | 6144 - +
HeoctynHo go 15653 Mub
MNMpoueccopbl: | 6 - +

Makc. konwuecTeo — 8

OTMeHa Hazan Brnepepg

Pwuc. 8

7) B okHe «Co3gaHne HOBOW BUPTYanbHOW MalMHbl (war 4 u3 5)» 3agaTtb pasmep aucka

rOCTEBOV MaLUUHbI U HaxaTb kHorky [Bnepea] (cm. puc. [9);

Hoean BUPTYanbHan MallklHa

m Co3naHve HOBOWM BUPTYanbHOM MaLlWHbI

HacTpoWTk NpOCTPaAHCTED XPaHEHWA Oa8HHbIX

Py 3
(®) CozgaTtb obpas gucka 4R BUPTYaNnbHOM MaLUKWHbI

64,0 - + T[wb
B ¥paHunuLLe No yMondaHuo goctynHo 81.5 GiB

BblﬁpEITb WK CO208Te AONONHHUTENEHOE NDOCTRaHCTES JaHHBIX

HacTpoue —

OTMeHa Hazan Brepeq

Puc. 9
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8) B okHe «Co3aaHue HOBOW BUPTYyanbHOW MaLwuHbI (war 5 n3 5)» — cm. puc. [0
a) 3agaTb Ha3BaHWe roCTeBOW MalUVHbI;
0) B Bbinagawowem cnucke «Bbibop cetn» BbIOpaTh pobaBneHHyw paHee
BUPTYyanbHyto cetb (cM. [2.1));

B) HaxaTb kHONKy [FoToBO].

HoeaA BMpTyanoHaA MawKHa

m Co3naHve HOBOW BUPTYanbHOM M3LLWHbI

Mo#HO Ha4WHaTb YCTaHOBKY

brest3.3

Astra Linux 5E 1.7

Nokaneuslia COROM/ISO

6144 Mwmb

6

64.0 ik /var/lib/libvirt/images/brest3.3.qocow2

MNpoEEpWTh KoHDMIYpaL W Nepes, YCTaHOBKOH

“Boibop ceTH

BupTyanbHas ceTb "virbrl® : MAT ]
OTMeHa Hazapg [oToBO
Puc. 10

Mocne 3TOro OTKPOETCS OKHO rOCTEBOW MallWHbI, B KOTOPOM OTOGPA3UTCS MPOLIECC
yctaHoBku OC (cm. puc. [T1).
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= brest3.3 Ha QEMU/KVM

®ain  BupTyanoHad MawwHa Bwg OTNPaBuTb KOMOWHAL MWK KNaBMLL

= @ - %

: > A0 A
ASTRA LINUX'|  ShErzuvionsas

¥CTAHOBKA

Puc. 11

2.3. YctaHoBka OC CH B rocteBoM maluMHe cepBuca BUpTyanusauum

Mpouecc yctaHoBkn OC CH onucaH B gokymeHTe PYCB.10015-01 «OnepauyuvoHHas
cucTemMa cneumanbHoro HasHadeHuna «Astra Linux Special Edition». PykoBogcTBo no yctaHoOBKe»
(dpann 0S-inst-help.pdf pasMeLleH Ha yCTaHOBOYHOM HOCUTENE B AMPEeKTopuM install-doc).
Mpu aTOoM cnegyeT yunTbiBaTh criegytolime 0CoO6eHHOCTUN YCTaHOBKM:

1) Ha cTpaHuue «HacTpownka ceTny» npu NosiBNeHMM coobLleHns o cboe aBToMaTUYECKOM

HACTPOMKN CETU HaxaTb KHOMKY [[poaomkuTsb];

2) Ha cTpanuue «HacTpoika cetn (MeTog HacTponku ceTn)» BblbpaTb NyHKT «[1ponycTuTb

noKa HaCTPOMKY CeTU» N HaxaTb KHonky [[poaonkuTb];

3) Ha cTpaHuue «YcTaHoBka 6Gas3oBoM cuUCTEMbl» BblbpaTb ONA YCTAHOBKM S4pPO

linux-5.15-generic;

4) Ha cTpaHuue «Bbibop nporpammHoro obecneveHnsi» BolbpaTb cnegyowme nyHKTb:

- «['padomuecknn nHtepdenc Flyy;
- «CpencrtBa paboTbl ¢ IHTEpHETY;
- «CpepncTtBa yganeHHoro nogknoyeHmss SSHy;
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5) Ha cTpanuue «dononHutenbHble HacTporku OCy:
- ecnu nnaHupyetca gyHKunoHnposanue MNK CB B guckpeuoHHOM pexnme, BbibpaTb
MaKcuMMarnbHbI YpOBEHb 3alUnLEeHHOCTU «CMOMEHCK» WU YCUITEHHbIN YPOBEHb
3almeHHocTn «BopoHexy»;
- ecnu nnanupyetcsa gyHkunoHnpoaHue K CB B cepBucHom pexume, BbibpaTtb
6a30BbI ypoBeHb 3alumLeHHoCTH «Openy;

6) Ha cTpaHuue «JdononHutenbHble HacTponkn OC» OONONHUTENBHO BbIOPATb MYHKT

«3anpeT aBTOHACTPOWKM CETUY.
2.4. MNopkniovyeHne obpasa yCTaHOBOYHOIO HOCUTENSA K rOCTEBOM MalUMHe

Mpwn nepBou nepesarpyske rocTeBon MalmMHbl nocne yctaHokn OC ob6pa3s yCcTaHOBOYHOTO
HocuTens oTknovaetcd. Moatomy Ang nocneayroLen yCTaHOBKM NakeToB HEOBXOAMMO K roCTEBOW
MaLUMHe NOAKITYNTL 06pa3 YCTaHOBOYHOIO HOCUTENS.

[ns nogkntoveHns obpasa yCTaHOBOYHOIO HOCUTENSA K rOCTEBOW MalUMHE HeoBXxoanmo
BbIMOMHUTbL criegyolmne AencTBus:

1) B OKHe rocTeBOM MalUWMHblI Ha MaHenn MHCTPYMEHTOB HaaTb KHOMKY [lMoka3aTb

BUpTyanbHoe o6opyaoBaHue] (cm. puc. [12);

=(0) =

Puc. 12
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2) B OKHEe napamMeTpoB rOCTEBON MaLUUHbI

B NeBoM none BblGpaTb MyHKT

«SATA CDROM 1» 1 B npaBoM nore Haxatb kHorky [0630p] (cm. puc. [13));

P= brest3.3 Ha QEMU/KVM

®ain  BUPTYanoHas MaWWHa Bua  OTNPaEMTb KOMBMHALMIO KNABHL
=0 0E- %

B 0630p

Ed pezonacHocTs

B hdopmauma o6 OC
MNpon380aUTENBHOCTE
i:} MNpoueccopsl

B2 Namate

i MapaMeTpbl 33rpyaKH
B Virtlo guck 1

G MIC :65:b3:aa

[ZI MnaHwet

. Meiwe

ﬁ KnaeuaTypa

- Owucnneii Spice

Jes 3myKiIChO

&{35 MNMocnegoeatensHoe 1

MogpobHocTi | XML

BUpPTYanbHbIiA GUCK

MyTb K Koay: | He BbiBpaH HocuTenb
Twun ycTpoidcTea: SATA CDROM 1

WwuHa gucka:  SATA

PazMep XpPaHUIMWa: -

» [ononHUTENbHbIE NBapaMeTpbl

6:?5 KaHan gemu-ga

&{35 Kanan spice

- Buoeo QXL

m KowTponnep USB 0

H} KowTponnep PCle O

m KonTponnep SATA O

H} KowTponnep MNocnefoeatensHoe Virtlo 0
@ USB nepeHanpasmtent 1

@ USB nepeHanpasuTens 2

f RMNG /dev/urandom

JNobaeuTb obopynoBaHWe

Ypannte OTMeHa

MpUMEHKUTb

Puc. 13

3) B oTKpbiBLIEMCSI OkHe «PacnonoxeHue ToMa ISO-HocuTensa» ykasaTb pacrofiokeHue

YCTAHOBOYHOIO HOCUTENS N HaXaTb KHOMKY [Bbli6op Toma] (cm. puc. [14));

PacnonoxeHue Toma ISO-HocuTens

15% default MogpobHocTin | XML
Karanor e daiinoBoi cucTeme —

PazMep:
Pacnonoxenwe: Jvar/lib/libvirt/images

~

CnucoxkTomoe 4= | 5

Cnucok ToMoB ¥ | PazMep

1.7.4-TD-24.04.2023_14.23.is0

4.34 GiB
brest3.3.qcow2

77.15 GIiB ceoBogHo [/ 13.96 GiB Mcnob3yeTcA

64.00 GIB  qrow2

Bbi6paTh dain

dopMaT WcnoneayeTca
iso
brest3.3

OTMeHa || Boibop ToMa

Puc. 14

4) B OKHEe NapamMeTpoB rocTeBOM MaLUUHbI B NMPaBOM Mnofie HaxaTb KHOMKy [MpuMeHnTb];

5) B OKHe rocteBoM MalluMHbl Ha NaHenwu MHCTPYMEHTOB HaXaTb KHOIKY [HOKa3aTb

rpacpnyeckyto koHconsb] (cm. puc. [15).

e o

Puc. 15

-

=)
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2.5. BknroyeHue obuwero 6ycdepa obmeHa

[encteus, onvcaHHble B AaHHOM nogpasgene, He oba3aTternibHbl U BbIMOMHAKTCA ANs
yaobcTBa nocneytoLlen HaCTPOMKM FOCTEBOM MaLUMHBI.

[nsa opraHnsaumn obuwero Bydepa obMeHa Mexay XOCTOBOM U FOCTEBOM MalLUMHaAMM
ncnonb3yeTcs NakeT spice-vdagent, KOTOPbIA YCTAaHABMNMBAETCH B rOCTEBOW MaLUUHE.

BHUMAHUE! B okHe napamMeTpoB roCTeBOW MalUMHbl B NEBOM [oOfe [AO0STKHO
NPUCYTCTBOBATb YCTPONCTBO «KaHan spice».

[ns ycTtaHoOBKM nakeTa spice-vdagent HEOBXOOMMO BbIMNOMHUTE KOMaHAY:
sudo apt install spice-vdagent

BHUMAHMUE! Nocne ycTtaHOBKM NakeTa spice-vdagent Heobxoommo nepesarpys3nTb

rOCTEBYIO MaLLUUHY.
2.6. HacTtpouka ceTn B rocteBOoM MallMHe cepBUCa BUpPTyanusauum

B onucbiBaemomMm TectoBOM cTeHae ans obecrneyeHust paboTbl BUPTyaribHOW CETU B
pexmme «CceTeBon MOCT 6e3 mnbTpaunn» B Ka4ecTBE CETEBOINO COeaANHEHNs ByaeT HacTpoeH
MOCT CO CrneayrLlmMn napaMmeTpamu:

- IP-agpec: 172.16.1.20;

- Macka: 255.255.255.0;

- LWUM03 Mo ymosnyanuto: 172.16.1.1.

BHUMAHMUE! Ecnn npu go6aeneHnn BupTyarnbHONU ceTu (CMm. Obin BbIOpaH gpyron
AnanasoH |IP-agpecos, To A5t rOCTEBOM MaLLMHbI HE06X0AMMO Ha3HaunTb IP-agpec n3 BbibpaHHOro
avanasoHa.

[ocTeBon MawwmHe OydeT NPUCBOEHO CETEBOE UMS oneserver, MNPU 3TOM MNOSTHOE
AoMeHHoe ums byaet uMeTb BUA: oneserver .brest.local.

BHUMAHMUE! [eincteus, onucbiBaemble B 3TOM nogpasgerne, BbinonHswtcs B OC
roCTEBOW MalLLUMHbI MOA4 YY4ETHOM 3annCbio agMUHUCTPATOPa C BbICOKMM YPOBHEM LIENTOCTHOCTMW.

[ns HACTPOMKN CETEBOrO COEANHEHNSA HEOOXOAMMO BbINOMNHUTL Crieaylowme eNCTBUS:

1) ycTaHOBUTbL NakeT bridge-utils KOMaHOOWN:
sudo apt install bridge-utils

2) B ann /etc/network/interfaces go6aBuTb cnegyoLmne CTPOKMK:
auto ethO

iface eth0 inet manual

auto br0

iface br0 inet static

bridge ports ethO

address 172.16.1.20

netmask 255.255.255.0

gateway 172.16.1.1
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3) 3anyctntb B paboTy ceteBoOn MHTEPdENC KOMaHOOMN:
sudo ifup br0
Mocne atoro k OC rocteBor MaLUMHBLI MOXHO ByaeT nogknoyunTbes no SSH;

4) dann /etc/hosts NpMBECTU K cneayoLemy Buay:
127.0.0.1 localhost.localdomain localhost

172.16.1.20 oneserver.brest.local oneserver
5) 3apaTb ceTeBOE UMA roCTEBOMN MalUMHE, BbIMOSIHUB KOMaHAY:
sudo hostnamectl set-hostname oneserver.brest.local

CoobLeHne o6 ownbke Buaa:
sudo: unable to resolve host <npepmpgymee HMs I'OCTEBOM MallMHBD>:

BpeMmeHHHN COOM B pa3pelleHHuM HMEH
MOXXHO UrHOPUPOBaTb (MNeped TEM Kak BbIMOMHUTbL KOMaHAy, yTunuta sudo obpallaerca
K panny /etc/hosts, 4T0o6bLlI onpegenutb IP-agpec, ncnonb3ya npeabligyliee umsa

rOCTEBOM MaLUUHbI).
2.7. YcTaHOBKa M HacTpouKa cnyxo6bl KOHTponnepa AoMeHa

YcTaHOBKa M HacTporKka CnyxXObl KOHTposnepa AOMeHa BbINOMHAKTCA TOMbKO ANS
AnckpeumoHHoro pexuma pabotsl K CB. Npu Bbibope cepBUCHOIO pexuma cnegyet nepenTtu K
2.9

[nsa pasepTbiBaHMA cny06bl kKOHTponnepa gomeHa FreelPA Heob6xoanMo BbINMOMHUTD
cnepywowme OeNCTBUS:

1) cosgaTb rocTeBYIO MalLMHY KOHTposnepa goMmeHa FreelPA;

2) yctaHoButb OC CH B rocteBon malumHe KoHTponnepa gomeHa FreelPA,;

3) noaknounTb 06pa3 yCTaHOBOYHOIO HOCUTENS K FOCTEBOW MAaLUUHE;

4) HacTpouTb CeTb B rOCTEBOWN MalLMHe KOHTporsepa goMmeHa FreelPA;

5) yCcTaHOBUTb 1 HAacTPOUTb CNYX0y KOHTponnepa agomeHa FreelPA.

2.7.1. Co3paHue rocteBoM MallMHbI KOHTponnepa gomeHa FreelPA

[lenctems no cosgaHuto rocTeBON MaLlMHbl KOHTporsiepa agoMeHa FreelPA aHanornyHel
AeCcTBMSM, OnncaHHbIM B [2.2], PekomeHayeMble napameTpbl rOCTEBOM MalUVHbl KOHTpornepa
pgomeHa FreelPA:

- KOSIM4eCcTBO NPOLECCOpOB: 2;

- pasmep namsatu (O3Y): 2 I'b;

- obbem aucka: 16 Ib.

2.7.2. YctaHoBka OC CH B rocteBoM MaluMHe KOHTposnsnepa aomeHa FreelPA
Mpouecc yctaHoBkn OC CH onucaH B gokymeHTe PYCB.10015-01 «OnepauyuoHHas
cucTema cneumanbHoro HasHadeHnsa «Astra Linux Special Edition». PykoBogcTtBo no yctaHoBKe»

(dbann 0S-inst-help.pdf pasmMeLleH Ha YCTAaHOBOYHOM HOCUTESNE B ANPEKTOPUM install-doc).
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Mpun yctaHoBke OC CH B rocteBon MawunHe KOHTponnepa gomeHa FreelPA cneayet
yuuTbiBaTb criegytome oCobeHHOCTH:

- Ha cTpaHuue «HacTtporka cetTuy» npu nosiefieHMn coobLieHnsa o cboe aBToMaTUYeCcKomn

HaCTPOWKN CEeTU HaxaTb KHOMKY [[poaomkuTsb];

- Ha cTpaHuue «Hactponka cetn (Metog HacTporiku cetn)» BblbpaTb NyHKT «[1ponycTuTb

MOKa HaCTPOWMKY CETU» N HaxaTb KHOMKY [[poaomkuTsb];

- Ha cTpaHuue «YcTaHoBKa ©0a3oBOM cUCTEMbl» BblbpaTb AN YCTAHOBKU s4pO

linux-5.15-generic;

- Ha cTpaHuue «Bbibop nporpammHoro obecnedeHns» Heobxoanmo BbIOpaTb MYHKT

«Cpeqactea yganeHHoro nogknoyeHns SSHy;

- Ha cTpaHuue «[ononHutenbHble HacTporkn OC» BbiGpaTb MakCUMarnbHbIN YPOBEHb

3awmeHHocTn « CMOMEHCK» UMW YCUIEHHbIN YPOBEHb 3aLUMLLIEHHOCTU «BOpOHEeXy;

- Ha cTpanuue «[ononHutensHble HacTporikn OC» HeoBXoAMMO LONOMHUTENBHO BbIOpaTh

MYHKT «3anpeT aBTOHaCTpOﬁKM ceTun».

2.7.3. NMopkniovyeHne obpasa yCTaHOBOYHOrO HOCUTENSA K FOCTEBOM MallUHe
[lencTBmst MO NOOKITIOYEHUIO K FOCTEBOM MalLMHE KOHTponnepa goMmeHa FreelPA obpasa

YCTaHOBOYHOIO HOCUTENA aHalTOrM4YHbl OEenCTBUAM, ONMCaHHbIM B [23]

2.7.4. HacTtpouka ceTn B rocTeBOM MallMHe KOHTposnsepa aomeHa FreelPA

B onucbiBaeMoOM TECTOBOM CTEHE B rOCTEBOW MaLUMHE KOHTponsepa goMmeHa FreelPA
Oyaet HaCTPOEHO ceTeBoe CoefMHEHUe CO CriefyLWwmMMn napaMmeTpamu:

- IP-agpec: 172.16.1.10;

- Macka: 255.255.255.0;

- LUM03 Mo ymosnyanuio: 172.16.1.1.

BHUMAHMUE! Ecnu npu go6aeneHnn BupTyarnbHOW ceTu (CMm. Obin BbIOpaH gpyron
AvnanasoH |IP-agpecos, To Anst rocTeBON MalwmHbl He06Xx0aMMO Ha3HaunTb IP-agpec n3 BbibpaHHoro
AnanasoHa.

locTeBor MalumHe ByoeT NPUCBOEHO ceTeBOe UMS dc, NP 3TOM MOSTHOe JOMEHHOE UMS
Oyaet nvetb BMA: dc.brest.local.

BHUMAHMWE! [lencTtBus, onvcebiBaeMble B 3TOM MyHKTe, BbiNonHsaTca B OC rocteBou
MaLUWHbI NOA, YYETHOM 3aMUCbio afMUHUCTPATOpPa C BbICOKMM YPOBHEM LE€NOCTHOCTH.

[na HacTponKn ceTeBoro coeauHeHNs Heobxo4MMO BbINOMHUTE CreayroLne 4encTBUs:

1) cospaTtb hann /etc/resolv.conf n gob6aBnTb B HEFO CrieaytoLMe CTPOKN:
search brest.local

nameserver 172.16.1.10

2) B ann /etc/network/interfaces go6aBuTb cnegyoLme CTPOKK:
auto ethO
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iface eth0 inet static
address 172.16.1.10
netmask 255.255.255.0
gateway 172.16.1.1

3) 3anycTutb B paboTy ceTeBOn MHTepdenc KoMaHOOoM:
sudo ifup ethO
Mocne atoro kK OC rocTeBor MaLMHbI MOXHO ByaeT nogknounTbes no SSH;

4) cbann /etc/hosts NpMBECTU K cnegyowemy Buay:
127.0.0.1 localhost.localdomain localhost
172.16.1.10 dc.brest.local dc

5) 3agaTb CETEBOE UMSA rOCTEBOM MalUWHE, BbIMOSHUB KOMaHAy:

sudo hostnamectl set-hostname dc.brest.local

CoobLieHne o6 ownbke Buaa:
sudo: unable to resolve host <npepsgymee HMsS I'OCTEBOW MAaIWHBD :

BpemeHHH CH0OM B paspelleHUu UMEH
MOXHO UrHOPUPOBAaTb (Nepesd TeM Kak BbIMOSHUTL KOMaHA4y yTunuTta sudo obpallaetcs K
anny /etc/hosts 4Tobbl onpegenuTb IP-agpec ncnonb3ysa npegbiayLiee nms rocteBomn

MaLUWHbI).

2.7.5. Uunumanusauua gpomeHa FreelPA

BHUMAHMWE! [JencTteus, onvucbiBaemble B 3TOM NyHKTe, BbiNonHsaTca B OC rocteBou
MalUnHbl KoHTponnepa gomeHa FreelPA nog yyeTtHOW 3anucbio agMUHUCTPATOpa C BbICOKUM
YPOBHEM LIENTOCTHOCTMU.

[ns pasBepTbiBaHUA CNyX0bl KOHTponnepa goMeHa FreelPA Heob6xoanmo BbINOMHUTL
cnegywolwime OENCTBUA:

1) NogKMYUTL K roCcTEBOW MalLuHe chain obpasa ycTaHOBOYHOro Hocutens (cMm. [2.4);

2) yCTaHOBWUTb NAKeT astra-freeipa-server KOMaHOON:

sudo apt install astra-freeipa-server

3) MHMUManuanpoBaTb AOMEH KOMaHLOW:

sudo astra-freeipa-server -d brest.local -n dc -ip 172.16.1.10 -o

a) npun noasneHnn npurnaweHnda gnd sBoaa suaa:
ByOoeT ucnonb30BaH ykal3aHHHNM IP-agpec 172.16.1.10.

npomornxars ? (y\n)
BBECTM «y» U HaxaTb knasuwy <Enter>;
6) 3agaTb naponb agMuMHUCTpaTopa AOMEHa.

06 yCI'IeLlJHOIZ MHUgnann3aummn goMeHa 6yp,eT cBmaetTenbCTBOBaTh criegyouasd Haarnnucb:
ObHapyXeH HACTPOEHHHIN OOMeH brest.local

WEB: https://dc.brest.local
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BHUMAHMUE! lNocne nHuumnanmsaumm gomeHa Heobxoaumo nepesarpy3nTb roCTEBYHO

MaLLUVHY.
2.8. BBop rocteBOM MalluuHbI cepBuca BUpTyanusauum B gomeH FreelPA

BBopa rocteBon maluvHbl cepBuca BupTyanusaumm B fomeH FreelPA BbinonHaeTca Tonbko
ANs AUCKPELMOHHOIO pexnma dyHkunoHmpoaHus MK CB. MNMpwu Bbibope cepBUCHOrO pexnma
cneayet nepentn k2.9

BHUMAHMUE! [eincteus, onucbiBaemble B 3TOM nogpasgerne, BbinonHswtcsa B OC
rocTeBOM MalLMHbI cepBUcCa BUPTYyanu3aunmn nog y4eTHOM 3anmcbio agMUHUCTpaTopa C BbICOKUM
YPOBHEM LIENOCTHOCTMW.

UTtoObl BBECTM rOCTEBYIO MaLLMHY CepBUca BUpTyanusaumm B aomeH FreelPA, Heobxogumo
BbINOMHUTL CcriegyoLne AencTBus:

1) B cbanin /etc/hosts AobGaBuTb CNeayroLLyt0 CTPOKY:

172.16.1.10 dc.brest.local dc

roe 172.16.1.10 u dc.brest.local — IP-agpec “ NOMHOE AOOMEHHOE WMS

KOHTponnepa AOMeHa, 3aflaHHble BO BpeMsi ENCTBUIM NO HACTPOMKE CETU

(cm. [2.7.4);
2) cospgatb hann /etc/resolv.conf n gobaBuTb B HETO Cregyolmne CTPOKK:

search brest.local

nameserver 172.16.1.10

3) ycTaHOBUTb NakeT astra-freeipa-client KOMaHOOW:

sudo apt install astra-freeipa-client

B oTkpbIBEMcs okHe «HacTponka PAM» HaxaTb KHomky [OK];

4) BBECTU rOCTEBYIO MALLUWHY B JIOMEH KOMaHOOMN:

sudo astra-freeipa-client
a) npun noasrneHnn npurmawleHnda ona ssoga suaa.:
JIOrMH agMUHHCTPATOpa He ykaszaH, bymer ucnons3oBaH "admin" (-u adminname)
username = admin
npomomnxkaTrs ? (y\n)
BBECTU «y» U HaXaTb KlaBuLly <Enter>;
6)BBeCTM naposrib agMMHUCTpaTopa nomeHa,sanaHHuﬁ BO BpeMsA ﬂeﬂCTBMﬁ no
MHUUManu3aumm gomera FreelPA (cm. 2.7.5);

5) nepesarpy3uTb rocTEBYH MaLUMHY CEpBUCA BUPTyanu3aumun.

[ns npoBepkun pesynstata BBOAA B AOMEH HEOOXOANMMO BBECTM KOMaHAY:

sudo astra-freeipa-client -i

06 ycnewHoM BBoAe B JOMEH 6yueT cBuaeternbCcTBoBaThb crieaywuiad Haanmcb:

ObHapyXeH HACTPOEHHHN KJIMEHT B OoMeHe brest.local
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2.9. HacTtpowka peno3ntopmeB B roCTEBOM MaluMHe CepBuca BUpTyanusauum

B onuncwiBaeMoM TECTOBOM CTEHAE B KQYECTBE UCTOYHUKA NAKETOB OyAeT AOMONHUTENBHO
3aperucTpmpoBaH JlokanbHbIM peno3uTopui ¢ hannamm yctaHoBodHoro aucka MK CB.

MpumeyaHnune. dann obpasa ycraHoBodHoro gucka MK CB npegBaputenbHoO
AOMmKeH OblTb CKONMpPOBaH B MyN XpaHunuwia Ha XOCTOBOW MawuHe (MO yMOM4YaHWUKo
/var/lib/libvirt/images).

BHUMAHMUE! [einctBus, onucbiBaemble B 3TOM nogpasgerne, BbinonHswtcs B OC
rocTeBOM MalUMHbI cepBUcCa BUPTYanuaaunm nog y4eTHOM 3anmcbio agMUHUCTpaTopa C BbICOKUM
YPOBHEM LIENOCTHOCTMW.

Utobbl cosgaTb nokaribHbIN Peno3nTopun, MUcnonb3ys yctaHoBouHblM auck MK CB,
HeobXxo4MMO BbINOMHUTL crieayrolme AencTBus:

1) NoaKMoYNTb K rocTeBol MalumHe dain obpasa yctaHoBouHoro aucka MK CB (cm. [2.4);

2) cosgaTtb Katanor Ansa pasMeLleHns peno3mTtopmsi KOMaHLOM:

sudo mkdir -p /srv/repo/brest

3) NpUMOHTMpPOBATbL YCTaHOBOYHbIN anck MK CB komaHaon:

sudo mount /dev/sr0 /media/cdrom

4) ckonupoBaTb (hannbl uU3 yctaHoBodHoro gucka K CB B karanor penosutopusi

KOMaHOou:

sudo cp -a /media/cdrom/* /srv/repo/brest

5) oTMOHTMpoBaTb ycTaHOBOYHbIN auck MK CB komaHgom:

sudo umount /media/cdrom

6) NoaKNYMTbL B KAa4YeCTBe SIOKabHOro peno3utopus katanor /srv/repo/brest/, aonga

aToro B hanne /etc/apt/sources.list gobaButb CTPOKY BMAA:

deb file:/srv/repo/brest/ brest main non-free

7) BbIMOMHUTL NOBTOPHYK CUHXPOHM3ALMIO (hainnoB ONMCaHUIN NAKETOB C UX UCTOYHUKOM
KOMaHOOoMW:

sudo apt update
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3. YCTAHOBKA NMPOIrPAMMHbIX KOMIMOHEHT MK CB

[encTteusa no ycraHoBke nporpamMmmHbix KOMNoHeHT MK CB seinonHswoTca B OC rocteBom
MaLUWHbI cepBMca BUpPTyanuaaumm nNog y4eTHOW 3anucblo agMUHUCTpaTopa C BbICOKUM YPOBHEM
LeOCTHOCTW.

[lenctBusa No yCTaHOBKE MAKETOB U MHMLMANM3auumn cepBmMCcHOro pexmnma pabotol MK CB
onucaxbl B [3.1] JencTBusi No ycTaHOBKE NakeToB U MHULMANM3aLmmn QUCKPELIMOHHOTO pexnuma

pabotbl MK CB onucaHbl B (3.2,
3.1. YcTaHOBKa nakeToB U MHMLUMANM3aLnA CepBUCHOro pexuma padotbl MK CB

Onsa wHMumnanmnsaumm cepsucHoro pexuma pabotbl MK CB HeobxoauMo BbIMOMHUTL
cnepywowme OeNCTBUS:

1) yctaHoBuTb 6a3oBbin cepsuc MK CB (cm. 3.1.1));

2) HacTpouTb nogkntodeHue kK Beb-uHTepdpency MK CB B 6paysepe Mozilla Firefox

(cm.[3.1.2);

3) 3apeructpupoBaTb y3en Buptyanu3auun B Beb-uHtepderice MK CB (cm. 3.1.3)).

3.1.1. YcraHoBKa 6a3oBoro cepBuca [NK CB
[ns yctaHoBku 6a3oBoro cepsuca NK CB Heobxoanmo BbINONHUTE CneayroLmne eNCcTBUS:
1) NOAKMYUTL K rOCTEBOM MawunHe dann obpasa yctaHoBovHoro Hocutena OC CH

(cm. [2.4);

2) ycTaHOBWUTb NakeT brestcloud-base KOMaHOOM:

sudo apt install brestcloud-base

B oTkpbiBwemMcs okHe «JIMUEH3VOHHOE COITIALLEHUME» HaxaTb kHonKy [MpuHATBL];

MpnmeyvyaHne. Bo BpeMa ycTaHOBKM nakeTa brestcloud-base aBTOMaTU4ECKU

GyaeT BbINONHEHA MHULManNu3auna cnyxo cepeepa ynpasneHus 1 cepeepa BMpTyanuaauuu.
3) 3agaTb Naposib  fokanbHOMY norb3oBaTenito brestadmin (yy4yeTHas 3anucb

nonb3oBartens brestadmin co3gaeTcd aBTOMaTUYeCKU BO BPeMS YCTaHOBKM MakeTta

brestcloud-base), 3anyCTUB MHCTPYMEHT KOMaHAHOW CTPOKN passwd B UHTEPAKTUBHOM
pexume:

sudo passwd brestadmin

4) nepesarpysvTb roCTEBYIO MaLLVHY.
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3.1.2. Hactponka Gpaysepa Mozilla Firefox n nogknioyeHne k BebG-uHTepchency

NK CB
MoakntodeHune k Beb-uHTepdency MK CB MOXHO ocyLecTBrsaTb € Nloboro KoMnbloTepa,
umetowero ceteson goctyn kK OC rocteBon MallnHbI cepBuca BupTyanuaauuun. [Ana obecneveHus
CeTeBOro JoCTyna no JOMEHHOMY MMEHU, Ha KOMMbIOTEPE, C KOTOPOro NNaHUpyeTCs BbIMOSHATb
noaknyeHne, B pan /etc/hosts Heobxoanmo fo6aBUTL CnegyroLyo CTPOKY:
172.16.1.20 oneserver.brest.local oneserver
roe 172.16.1.20 n oneserver.brest.local — IP-agpec n ceteBoe MMA rOCTEBOW
MaLUWHbI CepBrCa BUpTyanusauum, 3agaHHble BO BPEMS BbINOSTHEHUS AENCTBUI MO HACTPOKKe
cetn (cMm. [2.6).
Ytobbl HacTpouTb nogkntodeHne k Bed-uHtepdency MK CB B 6paysepe Mozilla Firefox,
HeobxoanMmo:
1) yctaHoBuTb 6pay3ep Mozilla Firefox (ecnu npu yctaHoBke OC CH He 6bin BbIGpaH
nNyHKT «Cpenctea paboTbl B CeTU») KOMaHAOM:
sudo apt install firefox
2) 3anyctuTb Bpaysep, Hanpumep, ¢ UCNONb30BaHWEM rpaduyeckoro nHTepdenica: «yck
— CeTb — Beb-6paysep Firefox»;
3) [obaBuTb B UCKIIOYEHME camonoanucaHHbin SSL-cepTudumkar anga nopta 2616:
a) nepenTtn No agpecy https://oneserver.brest.local:2616
6) Ha OTKpbIBLLUENCS CTpaHULE C NpeaynpexaeHnem HaxaTb KHOMKY
[dononHuTenbHO], a 3aTeM — Ha KHOMKy [[IpUHATL PUCK U npoaomkuTb]. Ha
oTKpbIBWencs ctpaHuue «Open Nebula» BBOAUTb HUYETO HE HYXHO;
4) aHanornyHoiM obpasom JobaBUTb B UCKITHOYEHME CaMONOANMUCaHHbIN SSL-cepTudmkaTt
ansa nopta 29876 (Mcnonb3yeTca Ansd NoAKNIYEHUS K yaaneHHomy paboyemy ctony BM).
OTKpbIBLLYIOCS CTpaHULy € coobLieHnem 06 owmnbke MOXHO 3aKpbITh;
5) nepenTtu k BeG-nHTEpdency NK CB no agpecy https://oneserver.brest.local
6) Ha  OTKpbIBWENCA  CTpaHuMue C  npegynpexgeHuemM  HaxaTb  KHOMKY
[AononHuTenbHO], a 3aTeM — Ha KHONKY [[IPUHATL PUCK U NPOAOMXUTL] (4BaXAabl);
7) Ha oTKpblBLUeNCS cTpaHuue «Bpect» (cm. puc. [16):
a) B nosne «JlornH» BBeCTN «brestadminy;
0) B none «[llaponb» BBECTM MApOsSib fOKanbHOrO nosib3oBaTtens brestadmin,
KOTopbI OblN1 3agaH BO BpPeMS BbINOSIHEHUS OEWCTBUM MO ycTaHOBKa 6a30BOro
cepsuca K CB (cm. [3.1.1);

B) HaxaTb KHONky [BouTtu].
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NMorwx

| brestadmin| |

Mapons

B ot

Puc. 16

3.1.3. Peructpauusn cepBepa Buptyanmsauum B Beb6-uHtepdence NK CB
[ns Toro 4tobbl 3aperncTpmpoBaTh cepBep BUpTyanusaumm B Beb-uHtepderice MK CB,
HeobxoanMmo:

1) B BeG-uHTepdence MK CB B meHto cnea BbiOpaTb NYHKT MeHto «HdpacTpykTypa —

Y3nbl» U Ha OTKPbIBLUENCS CTPaHULE «Y3Mbl» HaxaTb KHOMKY [+];

2) Ha oTKpbiBLUENCA cTpaHuLe «Co3aatb y3en» (cm. puc. [17)):
a) B none «Mms xocta» BBecTtu «oneserver.brest.local» — nma rocteBon mallunHbl,
3ajaHHOe BO BpeMsi BbINOMHEHWUS AEeNCTBUIA MO HacTpolike cetu (cM. [2.6));
0) B none «JlorMH agMuHUCTpaTopa» BBECTU UMS NOKanbHOMO agMuMHUCTpaTopa
roCTEBOW MalUMHbI, 3ajaHHOE BO BPEMsI BbINOMHEHUSA aenctanin no yctaHoske OC CH
B rOCTEBOW MalLLUVHE;
B) B norne «[laponb agMnHUcTpaTtopa» BBECTU Napofib NoKanbHOro agMUHUCTpaTopa
roCTEBOW MalUVHbI, 3aJaHHbIA BO BpeMsI BbINOSTHEHNA AencTeui no yctaHoske OC CH
B roCTEBOM MalUWHe cepBuca BUpPTyanusauuu;

r) HaxaTb KHonky [Co3paThb].
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Cospartb y3en
Tun Knactep

KWVM v 0: default v
ma xocTa

55H knioy yxe npobpoweH
TorvH agMUHIC TpaTopa
Mapone agMUHUCTpaTopa

Puc. 17

Ha oTkpbiBLLENCA CTpaHWLEe «Y3Mbl» NOSBUTCA 3anncb O 3aperncTpupoBaHHOM cepBepe
BUpTyanusaumn. Heobxognmo poxpaTtbcs, noka B cTtonbue «Crtatyc» Onsa aToro cepsepa
BUPTyanu3aumm 3HadeHme «MHuumanmsaums» He uameHuTtcs Ha «BKJl». Ona obHoBneHus

CTpaHWLbl MOXXHO BOCMOMNb30BaThCs KHonko [O6HOoBUTBL] (cM. puc. [18)).

Yansbl

@ Y
ID HaszpaHme Knactep  3anyweHo BuigeneHo  BuipeneHo MaMsatu Cratyc

e BM un

Q brest-service 0O 4] 00 OKE /- | MHuywanuzayns

10 * MokasaHsl 3neMedTsl cnnckac 1 no 1wz 1 1

Bcero 1ekn Osukn 0 ownska

Puc. 18

Mocne aToro He06X0AUMO BbINOMHUTL NOArOTOBUTENBbHBIE MEPOMNPUSTUS, ONUCAHHbIE B
pasgene [4]

3.2. YcTaHOBKa NakeToB M MWHMLMaNM3auusa AUCKPELUMOHHOro pexuma paboTtbl
NK CB

[ns nHMumnanmsaumm QUCcKpeunoHHoro pexmnma padotsl MK CB Heobxoanmo BbINOMHUTL
cnegyowme OencTBuS:

1) yCTaHOBWTb U MHULMAnNMU3MpoBaTh cryxby cepBepa ynpaeneHus (cwm. [3.2.1);

2) ycTaHOBUTb M MHMLUMAaNM3nMpoBaTb cryby cepBepa BupTyanusauum (cm. [3.2.2));

3) HacTpouTb noakntoveHne kK Beb-nHtepdpency MK CB B 6paysepe Mozilla Firefox

(cm.[3.2.3).
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3.2.1. YcTtaHOBKa 1 MHMUManu3auma crnyxobl cepBepa ynpaBneHusi

[ns yctaHoBKM 1 nHMumanunsaummn cnyxbel cepepa ynpasneHnst He06XoaNUMO BbINONHUTb
cnenywolwime OENCTBUA:

1) NOAKMKYUTL K rocTeBOM MawuHe dann obpasa yctaHoBovHOro Hocutena OC CH

(cm. [2.4);

2) ycTaHOBWUTb NakKeT brestcloud-ipa KOMaHOOWN:
sudo apt install brestcloud-ipa

B oTkpbiBemMca okHe «JIMUEH3VOHHOE COITIALLEHUME» HaxaTb kHonky [MpuHATBL];

3) nocne ycTtaHOBKM NakeTa brestcloud-ipa nepesarpy3anTb rOCTEBYIO MaLLUHY;
4) BbINOMHUTb MHULMANM3aLMIO CNy0Obl cepBepa yrnpaBrneHust KOMaHAoM:

sudo brestcloud-configure

B npouecce nHmumanmsaumm cnyxbbl cepeepa ynpasneHus Heobxoanmo:
a) napametp «ums agmuHucTpartopa IPA-cepsepa» octaBuTb 6e3 M3MeHeHUn (HaxaTtb
knasuwy <Enter>);
6) BBECTU Naponb agMuMHUCTPaTOpa cepBepa (Maponb agMUHUCTpaTopa AOMEHa
FreelPA), 3agaHHbIn BO BpeMSA BbINOSTHEHUS AEUCTBUI MO YCTAHOBKE N HACTPOMKe
cepBuca KOHTponnepa agoMeHa (cMm. [2.7.5), n HaxaTtb knasuwy <Enter>);
B) 3ajaTb 3Ha4YeHWe napameTpa «forvH Ans agMumHucTpatopa bpecta» (Mms y4eTHon
3anucn agmuHuctparopa MK CB);
BHUMAHUE! B K CB 3apesepBupoBaHbl U He MOryT ObiTb MCNONb30BaHbI
cnegyowme nmeHa nonb3oBarenemn:

- admin;

brestadmin;

oneadmin;
- serveradmin,;
Kpome TOro, B MeHu nonb3oBaTens He J0MyCKaeTCs UCMNoMb30BaHMeE:
- CNny>XeBHbIX CUMBOIOB;
- OyKB B BEpPXHEM perucTpe;
- UMcpoBOro 3Haka B Ha4yane MMeHu Nonb3oBaTens.
r) 3agatb naponb Ang agMuHucTpaTopa bpecTa.
BHUMAHME! MNaponb agmuHuctpatopa MK CB gomkeH yooBneTBOpsTb Cnegyowmm
TpeboBaHMAM CMOXHOCTMU:
- ObITb ANIMHOW HE MeHee 8 CUMBOJIOB;
- naponb JOSMKEH codepXaTb CUMBOSbI N3 HE MeHee YeM Tpex rpynmn: naTmHcKne
OyKkBbl B HWXXHEM pernctpe, natmHckne OykBbl B BEPXHEM perucTpe, undpsbl,

cny>|<e6Hb|e CMBOIbI.
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006 ycnewHon nHuumManmsaumm cnyxobl cepeepa ynpaeneHnsa byget cBuaeTensCTBOBaTb

cnegywuwad Haannmcb:

HacTporka mnpomsna yCHemHO !
BHUMAHMUE! B npouecce nHnynanunsaumm crnyxbbl cepBepa yrnpaBneHus fokarbHOMY

agMuHucTpaTopy OyaeT NPpMCBOEH MaKCMMarbHbIA YPOBEHb LEENOCTHOCTM paBHbIn 127.

3.2.2. YcTaHOBKa 1 MHULManusaumsa cnyXbbl cepBepa BUpTyanusauum
[ns ycTtaHOBKM WM uHMUManu3aumm cnyxoObl cepBepa BupTyanu3aumm Heobxoammo
BbIMOMHUTL criegyolmne AencTBus:

1) yctaHoBUTb NakeT ipa-libvirt-gemu KOMaHOOW:

sudo apt install ipa-libvirt-gemu

2) nocne yCTaHOBKM NakeTa ipa-libvirt-gemu nepesarpy3vTb rOCTEBYO MaLUUHY;

3) BbINOMHUTb MHMLManNM3aumio cnyxbbl cepsepa BUpTyanu3aumm KOMaHaom:

sudo ipa-libvirt-gemu-configure

B npouecce nHmumanmsaumm cnyxbbl cepsepa BMpTyanusaumm Heobxoaumo:
a) napameTtp «MMs agMUHUCTpaTopa ipa-cepBepa» OCTaBUTb 6e3 N3MeHeHUN (HaxaTb
knasuwy <Enter>);
0) BBeCTM Napornb agMUHUCTPAaTopa ipa-cepBepa (Naposib agMUHUCTpaTopa AOMEHa
FreelPA), 3agaHHbIN BO BpEMS BbINONIHEHUSA OENCTBUN NO YCTAHOBKE M HACTPOKKe
crnyx06bl KOHTponnepa goMeHa (cMm. [2.7.5), n HaxaTb knasuwy <Enter>;
B) B KayecCcTBe 3HaA4yeHWs napamMeTpa «MNofiHoe AOMEHHOoe WUMA (PpOHTanbHOM
MalnHbl bpecT» BBeCTM oneserver.brest.local (MMs FrOCTEBOM MaLLUHBbI
cepBuca BUpTyanusawumm, 3agaHHoe BO BPeMS BbIMOMHEHUS AENCTBUIA NO HACTPOMKe
ceTun — CM. N HaxaTb Knasuwy <Enter>;
) B KayecTBe 3HAYEeHUS NapameTpa «MMs foKarbHOro agMuUHUCTpaTopa POHTaNbHON
MawuHbl BbpecT» BBECTM UMSA NOKaNbHOMO agMuMHUCTpaTopa rOCTEBOM MalUWHbI
cepBuca BUpTyanusaumm, 3agaHHoe BO BpeMS BbIMOMHEHUS eNCTBUI MO YyCTaHOBKe
OC CH;
A) B KayecTBe 3HayeHusi napameTpa «naposib JoKanbHOro agMuHUCTpaTopa
dpoHTanbLHOM MaluHbl bpecT» BBeCTM Naponb NoKarbHOro agMuHUCTpaTopa
rocTeBOM MallWHblI CepBuUCa BUPTyanusauuu, 3aaHHbli BO BPeMs BbINOSTHEHNSA

Aencteun no ycraHoske OC CH.
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006 ycnewHon nHuumManmsaumm cnyxobl cepeepa ynpaeneHnsa byget cBuaeTensCTBOBaTb

cnegywuwad Haannmcb:

HacTporka mnpomsna yCHemHO !
BHUMAHMUE! lNocne vHuumanusauum cnyxbbl cepBepa BUpTyanumsaumMm Heobxoanumo

nepesarpy3uTb roCTEBYH MaLLUHY.

3.2.3. Hactponka Gpaysepa Mozilla Firefox u nogkntoyeHne Kk BebG-uHTepcency
NK CB
MoakntoueHune k Beb-uHTepdgenicy MK CB MOXHO ocyLecTBnATb € Nob0oro KoMnbTEPA,
nmetowero ceteson goctyn kK OC rocteBon MallnHbI cepBuca BupTyanuaauuun. [Ana obecnevyeHus
CEeTeBOro AoCTyna no JOMEHHOMY MMEHW, Ha KOMMNbOTEPE, C KOTOPOro MIaHUPYETCS BbIMNOMHATD
noakntoyeHne, B hann /etc/hosts Heobxoanmo fob6aBUTbL CneayoLLyo CTPOKY:
172.16.1.20 oneserver.brest.local oneserver
rae 172.16.1.20 n oneserver.brest.local — |P-agpec n ceteBoe MMA FOCTEBOW
MaLUWHbI cepBrca BUpTyanusauumn, 3agaHHble BO BpeMs BbINONTHEHUS AENCTBUIN MO HACTPOKKe
cetu (cm. [2.6).
UTtobbl HacTponTb NoakntoyeHne k Beb-nHtepdericy MK CB B 6paysepe Mozilla Firefox,
HeobxoanMmo:
1) 3anyctuTb Gpaysep, Hanpumep, ¢ UCNONb30BaHMEM rpadnyecKoro nHTepgenca:
«lMyck — CeTb — Beb-6pay3ep Firefox»;
2) B agpecHylo CTPOKY BBECTU about : config n HaxaTtb krnasuwy <Enter>;
3) Ha OTKpbIBLLUENCS CTpaHULE C npeaynpexaeHnem HaxaTb KHOMKY [[pUHATL pUcK m
NPOAOITKUTD];
4) Ha OoTKpbIBLUENCS CTpaHuLEe «PaclumpeHHble HAaCTPOMKM» B NOSie NOUCKa BBECTU CIOBO
«negotiatey;
5) onga napameTpoB network.negotiate-auth.trusted-urisu
network.negotiate-auth.delegation-uris yCTaHOBUTb 3Ha4YeHUE:
«http://, https://»;
6) pob6aBuTb B UCKIIOYEHNE camonognucaHHblii SSL-cepTudumkaT anga nopta 2616:
a) nepenTun No agpecy https://oneserver.brest.local:2616,
rie oneserver.brest.local — MMA rocTeBON MalLMHbI cepBuca
BMpTyanuaaummn, 3agaHHoe BO BpeMs BbINOMHEHUA OEACTBUN
no HacTpoiike cetu (cm. [2.6));
0) Ha OTKpbIBLUENCHA CTpaHULE C NpeaynpexaeHnem HaxaTb KHornky [lononHuTenbHO],
a 3aTeM — Ha KHonKy [[IpUHATBL pUCK U NpoAOMKUTL]. Ha OTKpbIBLLENCS CTpaHuUue

«Open Nebula» BBOOUTb HNYETO HE HYXHO;
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7) aHanorn4HbiM o6pa3om 4obaBuTb B UCKIOMEHNE camonoanucanHbiin SSL-cepTudmkar
Ansa nopta 29876 (ucnonb3dyeTcs AN NOAKMIOYEHUS K yaaneHHoMy paboyemy ctony BM).
OTKpbIBLLYIOCS CTpaHuULy € coobLieHnem 06 owmnbke MOXHO 3aKpbITh;

8) nepentn k Beb-uHTepdency NK CB no agpecy https://oneserver.brest.local
9) Ha  OTKpbIBLUENCA  CTpaHuue C  npeaynpexneHnem  HaaTb  KHOMKY
[AononHuTenbHO], a 3aTeM — Ha KHOMKY [[IPUHATL PUCK N NPOAOITKUTL].
MpumeyaHune. Ecnn nogknioveHne K Beb-UHTepency ocyLLLeCTBASIETCA HE OT MMEHN
AOMEHHOr0 Mosib30BaTers, TO OTKPOETCH OKHO aBTopu3aLmy;

10) B OTKpbIBLUEMCHA OKHe aBTopu3auuu (CM. puc. BBECTM WMA W Naporb
agMmuHucTtpatopa MK CB, 3agaHHble BO BpeMS BbINOSIHEHWUS 4ENCTBUI NO MHULManNn3aumm

cnyx06bl cepepa ynpaeneHus (cm. [3.2.1) n HaxaTtb kHonky [BownTu];

& oneserver.brest.local
JTOT CaidT NPOCUT Bac BOMTK

VIMA NoNbB30BaTENA

Maponk

OTmeHa

Puc. 19

11) Ha oTKpbIBLIENCS CTpaHuue «bpecTt» (cM. puc. HaxxaTb KHOMKy [BonTu].

BEFELCT

OcTaRaThCA B CHCTEME BoiiTu

Puc. 20
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4. MOArOTOBKA K PABOTE CPEQlbl BUPTYAJIU3ALIMK, YNIPABIIAEMOW MK CB

4.1. OTknoyeHune cnyx6bl FireEdge

B onucbiBaemom TeCcToBOM CTeHAe He ByaeTt ucnonb3oBaTtbes cnyxba FireEdge, kotopas
peanusyeT pacLUMpeHHbIn yHKLMOHanN Beb-nHTepdenca.

B cBs3u ¢ aTm coobuieHnsa o6 owmnbke Buaa:

FireEdge private endpoint is not working, please contact your cloud administrator
MO>XHO UrHoOpupoBaTb.

Onsa Toro 4tobbl OTKMYMTL MPOBEPKY cTaTtyca cnyxbbl FireEdge, Heobxoaumo
B KOH(urypaumoHHomMm panne /etc/one/sunstone-server.conf 3aKOMMEHTUPOBaTb
cregyoLme CTPOKu:
:private fireedge endpoint: http://localhost:2616
:public_fireedge_endpoint: http://localhost:2616
lMocne BHeECEHUS UBMEHEHNI B KOHGOUIypaLMOHHbBIA dhann HeobxoaMmo nepesanycTuTb Cryxoy
Beb-nHTEpdEica KOMaHOOoN:

sudo systemctl restart opennebula-sunstone.service
4.2. Peructpauusa xpaHunuuy

[encTtBua, onucaHHble B AaHHOM nogpa3sgene, He obsizatenbHbl 4S8 BbinosHeHd. [ns
pa3BepTbiBaHNAa BM MOXHO 3agencTBoBaTbh XpaHUnuLa, YCTAHOBMNEHHbIE MO YMOMYaHUIO Npu
MHUUKnanm3aumm cnyxobl cepeepa ynpaeneHus. B aTom cnyvyae JONONHUTENBbHbLIX 4ENCTBUI MO
HaCTPOWKe XpaHunuLy He TpebyeTcs.

B onucbiBaemMom TecToBOM cTeHae ByayT 3aperncTpmpoBaHbl XpaHUnuLla, NoCTPOEHHbIE
Ha Gase ¢annoBon TEXHONOMMKM XpaHeHud. B kayecTBe cucTeMbl XxpaHeHus OyaeTt BbICTynaTb
NoKanbHbIN ONCKOBbLIA PECYPC FOCTEBOM MalUMHbI cepBuca BupTyanusauuun. Npu atom 6yget
ncnonb3oBaTbCA MeTod nepedadn (gpaveep) gcow?2. Vcnonb3oBaHwe apaviBepa gcow2 B
ONUCbIBAEMOWN KOHUIypaLmm TECTOBOIO CTEHAA 3HAYNTENBbHO YCKOPSIET NPOLECChI, CBA3AHHbIE C

ynpasneHnem BM.

4.2.1. Peructpauusa CUCTEMHOro xpaHunuiia

[na Toro 4tobbl 3aperncTpmpoBaTb CUCTEMHOE XpaHunuwe, Heob6xoaMMO BbIMOMHUTL
cnenywowime OENCTBUA:

1) B BebG-uHTephence MK CB B MeHio cneBa BblbpaTb NYHKT MEHK «XpaHunuie —

XpaHnnuiia» 1 Ha OTKPbIBLLUEUCH CTpaHuLe «XpaHunuia» Haxartb KHOMKy [+], a 3atem B

OTKpbIBLLEMCS MEHI0 BblbpaTh NYyHKT «Co3aaTby;

2) Ha oTKpbIBLWENCA cTpaHuue «Co3gaTb XxpaHunuuie» Bo Bknagke «Mactep HacTpPOnKn»

(cm. puc. 21):
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a) B none «HasaHue» 3agaTb HAMMEHOBAHNE XPaHUIMLLA,
Hanpuwmep, «ds_systemy;

0) B BbiNnagatowem cnmcke « Tun xpaHunuia» Bbldbpatb 3Ha4YeHne
«Filesystem - gcow2 modev,

B) ycTaHOBUTb donar «Cuctemay;

r) HaxaTb kKHonky [Co3paThb];

CospaTb XpaHunuuLe

m MacT ep HacTpoHKK

HazeaHue
ds_system
Thn xpaHnnuia K nacrep
Filesystem - gcow2 mode v 0: default v

Tun xpanunuuia

) 06paskl CHcTeMa Dainel

Puc. 21

3) moxpgaTtbcs, Koraa Ha cTpaHuue «XpaHunuway Ans CO34aHHOro XpaHunuuia B none

«Ctatyc» 6yaet ycraHoBrneHo 3HadeHne «ON» (cm. puc. [22).

Xpaunnuwa
o] T
O ID , Haseanue Bnapeneu, Ipynna Harpyska KnacTtep Tun CraTyc
O 100 ds_system brestadmin brestadmins -0 SYSTEM  ON
O 2 files oneadmin brestadmins ?.8GE /61.8GE (16%) 0O FILE OM
O 1 default oneadmin brestadmins ?.8GE / 61.8GE (16%) O IMAGE OM
O 0 system oneadmin brestadmins -f- 0 SYSTEM  ON
10 ¥ lMokazaHbl anemedTol civcka c 1 no 4wz 4 1
Puc. 22

B npeacrtaBneHHOM npuMmepe CUCTEMHOMY XpaHunuwly ds_system MPUCBOEH
naeHtudgukartop «100».

4.2.2. Peructpauua xpaHmnuiwia o6pason

[ns Toro 4tobGblI 3aperncTpMpoBaTb XpaHunuvuie obpasoB, HEOOGXOAMMO BbIMOSHUTL
cnenywowime OEeNCTBUA:
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1) B BebG-uHTephence MK CB B MeHIo cneBa BbiIGpaTb NMYHKT MEHK «XpaHunuie —
XpaHunuiia» 1 Ha OTKPbIBLUENCS CTpaHMLE «XpaHunuwa» HaxaTtb KHomky [+], a 3atem B
OTKPbIBLLEMCH MEHI0 BblOpaTb NyHKT «Co3gaTby;
2) Ha oTKpbIBLWIENCA cTpaHuue «Co3gaTb XpaHunuuie» Bo Bknagke «Mactep HacTPOnKn»
(cMm. puc. 23)):

a) B none «HasBaHMe» 3agaTb HAMMEHOBaHUE XpaHMNMLLA,

Hanpuwmep, «ds_imagesy;

6) B BbiNnagatowem cnmcke « Tun xpaHunuiia» Bblbpatb 3Ha4YeHne

«Filesystem - gcow2 modey;

B) ycTtaHoBUTb donar «Obpasbly;

r) HaxaTb KHoMKy [Co3paThb];

CospaTb XpaHunuuie

m MacTep HacTpo KK

HazeaHue
ds_images
Tun xpaHnnuwa K nactep
Filesystem - gcow2 mode v 0: default v

Tun XxpaHunuw,a

OBpast (O Cucrema Tainol

Puc. 23

3) moxpgaTtbces, Koraa Ha cTpaHuue «XpaHunuuway Ons CO34aHHOro XpaHunuiia B none

«Ctatyc» 6yneT ycraHoBreHo 3HadeHne «ON» (cm. puc. [24).

XpaHunuwa
2] v
O ID , Haapauwe Bnapeneuy, Ipynna Harpyska Knacrep Tun Craryc
O 101 ds_images brestadmin brestadmins 9.8GE / 61.8GE (1626) 0 IMAGE O
o 100 ds_system brestadmin brestadmins 9.8GE /61.8GE{16%) 0O SYSTEM  ON
O 2 files oneadmin brestadmins 9.8GE / 61.8GE {167 O FILE ON
O 1 default oneadmin brestadmins 9.8GE /61.8GE{16%) 0 IMAGE  ON
O [H] system oneadmin brestadmins -0 SYSTEM  ON
10 ¥ MMokazaHel snemedTel cnvckac 1 no 5 ua 5 1

Puc. 24
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B npeacraBneHHOM npumepe CUCTEMHOMY XpaHunuwly ds_images NPUCBOEH

noeHtndumkatop «101».
4.3. Co3pnaHune BMpTYyanbHou cetun B Be6-uHTepcence MK CB

B onncbiBaeMoM TeCTOBOM CTeHAEe NpeacTaBreHbl TONbKO MUHUManbHO Heobxoaumble
HaCTPOWKM BUPTYyasribHON CeTH.

[ns Toro 4ytoGbl co3gatb obnayvHylo ceTb, paboTaloLLlylo B pexume CeTeBOro MocCTa,
HeobXxo4MMO BbINOMHUTL crieayrome AencTBus:

1) B BeG-uUHTepdence MNK CB B MeHto cnea BblbpaTb NyHKT MeHt0 «CeTb — Bupt.ceTn»

N Ha OTKPbIBLUENCA CTpaHuLe «BupT.ceTn» HaxaTb KHOMKY [+], a 3aTeM B OTKpbIBLLEMCA

MeHI0 BblOGpaTb NyHKT «Co3naTby;

2) Ha oTKpbIBLLENCs cTpaHuue «Co3aate BupTyanbHyto ceTb» BO Bknagke «Obwwme» B

none «HasBaHne» 3agaTb HaMMeHOBaHWEe BUPTYanbHOW ceTu (CcM. puc. [25));

Coapartb BuptyancHylo ceTb
m MacTep HacTpoORKKH PacwnpeHHbI i
@ = LY F -
06w me KoHdurypavuma Apnpeca BesonacHocTb KoHTekeT
HazeaHne Knactep
virtnetwork 0: default A
QnucaHwe
=3
Puc. 25

3) Ha cTpaHuue «Cosgatb BupTyanbHyto ceTb» Bo Bknagke «KoHdpurypaums» (cm. puc. [26))
B none «MHTepdenc cer.mocta» ykasaTb HaMMeHOBaHWE CETEBOro MHTepdenca rocTesomn

MawwmHbl (br0), rae br0 — HaACTPOEHHbIN paHee CETEBOM MOCT FOCTEBOM MalLUHBbI
BUpTYyanusaumm (cMm. [2.6);
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Cosparb BuptyanbHyilo ceTb

m MacTep HacTPORKMK PacwupeHHbli

& = LV & =
Obuwwre Kondmrypauus Appeca EezonacHocTb KoHTekcT

WMHTepdgpeic ceT. MmocTa

brQ

Pexum paboTel ceTh

Bridged v

Bridged, BnpTyankHeie MaWwWHEl NOOKNOYEHE! HANPAMY IO K ceTeBoMy MocTy. CeTeBoi MocTLinux bridge) coznaeTca
aBToMaTMYECKN Ha cepeepe Npu HeofxonnmocTH. Tpadhuk He thuneTpyeTeA.

DHaNYECcKoe yoTpoRCTED

Puc. 26

4) Ha ctpaHuue «Co3gatb BupTyanbHyto ceTb» BO Bkrnagke «Agpeca» B none «[llepBbiv
IPv4 agpec» 3apaTb Havano guanasoHa agpecoB, KoTopble ©yayT npucBamBaTtbCA
cosgaBaembiM BM, B none «Paamep» 3agatb pasMmep avanasoHa agpecos (oxugaemoe

konuyecTBo BM) — cm. puc. [27}

CospgaTb BuptyanoHyio ceTb
m MacTep HacTpoiiKu
o = L > -
t Anpeca T T
AROD Pud Pud/6 Pty Ethernet
Mepebli IPud agpec MNepebii MAC-agpec
172.16.1.100
FPazamep
10
“ PaclumpeHHble HacTPORKK
Puc. 27

MpumevaHune. [uanasoH IP-agpecoB cetu AomkeH ObITb HasHayeH ucxogs U3

AnanasoHa, yCTaHOBITEHHOrO Npu co3faHun BUPTyanbHOW ceTu B nporpamme «Menepxep

BUPTYanbHbIX MalwnH» (172.16.1.0/24) — cm. [2.1}

5) Ha cTpaHuue «Co3aaTb BupTyanbHyto ceTb» Bo Bknagke «KoHTekcT» (cm. puc. [28):
a) B none «LLnto3» Bectn «172.16.1.1» (agpec wrnto3a, yCTaHOBNEHHbIV NPY CO3AaHUN

BUPTYyanbHOW ceTu B nporpamme «MeHemkep BUPTYanbHbIX MaLMH» — cM. [2.1));
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6) ecnu B OC BUpTYyanbHOM MalMHbI NNAHUPYETCS OCYLLECTBNSATb NOAKIHOYEHNE K

cetn HTepHerT, To B nosne «DNS» Heobxogumo ykasaTtb IP-agpec obienoctynHoro
DNS-cepBepa, Hanpumep, «77.88.8.8»;

Cospgatb BupTtyanbHyio ceTb
m MacTepHacTpoiiki
O E LV > ]
KoHTekeT
Alpec ceTi IMacka nogceTn
Linwos Lnwos [Bué
172.16.1.1
DMS [MTU rocteporo HTepdeica
77.88.8.8
Puc. 28

6) Ha cTpaHuue «Co3gatb BupTyanbHyto ceTb» HaxaTtb kHornky [Co3paTh];

7) nocne aTOro Ha OTKPbIBLLUENCSA CTpaHuLUe «BMpT.ceTM» NOSIBUTCA 3anncb O CO34aHHON
BUPTYyanbHomn cetu (cM. puc. [29).

Buprt. cetn

El .

ID HaspaHwme Bnapeney [pynna PeszepeupoBaHMe  Knactep  BeigeneHHbie
L4

appeca
a virtnetwork brestadmin brestadmins  Het

]
b

10 - MokazaHel aneMedTel cnnckac 1 no 1wz 1

1 Bcero O uen. IP-agpecos

Puc. 29

4.4, 3arpy3|<a YCTaHOBOYHOIO HOCUTENIA B XpaHUnuuie

B onucbiBaemMom TeCTOBOM CTEHE B KayecTBe YCTaHOBOYHOIO HOCUTENA NCNOSNb3YyEeTCA

dann obpasa TexHonornyeckoro yctaHoso4Horo ancka OC CH ¢ nHterpupoBaHHbIM OGHOBIEHNEM
BIOJNIJTIETEHb Ne 2023-0630SE17MD.

BHUMAHUE! [enctBua, onucbiBaeMble B 3TOM nogpasgene, BbinosiHsawTcs B OC
rocTeBOM MalLMHbI CEPBUCA BUPTYanuaauuu.
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®ann obpasa TEXHONOMMYECKOro AMCKa NpeaBapuUTENbHO AOMKEH ObITh 3arpykeH Ha OUCK
rocTeBor MalUWHbI cepBuca BUpTyanusauum, Hanpumep B Katanor /tmp/, ANA 3TOr0 MOXHO
BOCMOMb30BaTbCA crnefylowen KoMaHagom:
scp <yCTaHOBOUHHIM HOCHUTeJsib> <local-admin>@172.16.1.20:/tmp/
rie <yCTaHOBOUHHMN HOCHUTENL> — (Pann obpasa TEXHOMOrM4Yeckoro AncKka;
<local-admin> — wWMsA nOKanbHOro agMWHUCTpaTopa rOCTEBOW MaLUWHBbI
cepBuca BUpTyanusaumu, 3agaHHoe npu yctaHoke OC (2.3);
172.16.1.20 — IP-agpec rocteBoM MaLUMHbI CepBUCA BUpTyanusauuu,
3aflaHHbI BO BPeMs1 BbINOSHEHWSI AeCTBUI NO HacTpolike cetu (cMm. [2.6)).
[Onsa 3arpy3kn darnna obpasa yCTaHOBOYHOrO HOCUTENSA B XpaHunuwe obpasos
Heo6XoaMMOo BbINOMHUTL criegyouime AenCTBUS:
1) B BebG-uHTephence MK CB B MeHIo cneBa BbIGpaTb NMYHKT MEHK «XpaHunuiie —
Ob6pasbi»;
2) Ha oTKpbiBLWeNcA cTpaHuue «Obpasbl» HaxaTb KHOMKY [+] 1 B OTKPbIBLLEMCHA MEHIO

BblGpaTh NyHKT «Co3gatb» (cM. puc. [30);

O6pasnbl

Ha3aepaHwe Bnapenel, Ipynna XpaHunuile Tin

MmnopT

Puc. 30

3) Ha OoTKpbIBLUENCS CTpaHuUe «YkaxuTe napameTpbl HoBoro obpasa» (cm. puc. [31):
a) B none «Ha3sBaHue» 3ajaTb HaMeHOBaHWe obpasa yCTaHOBOYHOIO HOCUTENS;
0) B BbliNnagatwLem cnucke « Tunx» BolbpaTb 3HavyeHue «CD-ROM Tonbko Ans YTeHus»;
B) B cekuumn «PacnonoxeHne obpasay» ycTaHOBUTb hnar «3arpy3unTby;

r) HaxaTb KHomky [O630p];
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YKa)KuTe napaMeTpbl HoBOro o6pasa

=
Obpas

Hazeanne

td-astra

Tun

CD-ROM Tonbko ANA YTEHWA

PacnonoweHue o6pasa

0630p... | Dain He EbIBPaH.

OnucaHwe

TEeXHONOMMYECKUA ANCK

XpaHuniwe

101: ds_images

MyTe/URL 3arpysuTh

MacTep HacTPOIHKH

MycTol o6pas aucka

Puc. 31

4) B OTKpbIBLUEMCSI OKHE «Bbirpyska ganna» Bbibpatb ISO-hbann obpasa ycTtaHOBOYHOMO

HOCUTENSA M HaxaTb KHOMKY [OTKpbITb];

5) Ha cTpaHuue «YKaxuTe napaMeTpbl HOBOro obpasa» Haxatb kHonky [Co3aaTtk]. [Nocne

3TOro Ha OTKpbIBLUENcs cTpaHule «O6pasbl» 0ToBpa3nTCcs NPoLEece 3arpy3ku obpasa B

xpaHunuiie (cMm. puc. [32));

Zarpyaka..

on

speed: 242 2MBs
Completed: 27 4%

_10.50is0

Puc. 32

6) nocne OKOHYaHMWs 3arpy3km obpasa B XpaHunuuie HeobxoanMo JOXAATbCA MOMEHTA,

Korga Aans 3arpykeHHoro obpasa B none «CtaTtyc» 3HadeHue «3ABJIOKMPOBAH»

namenntca Ha «FOTOBOy». [1na o6HOBNEHMSA CTpaHWULbl MOXXHO BOCMONb30BaTLCA KHOMKOW

[OGHOBUTL].
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4.5. Co3zpaHune gucka BM (nyctoro) B xpaHunuiie

[na co3paHna nyctoro gucka BM, Ha koTopbin B nocneaytowem byaet yctaHoeneHa OC,
Heobxoanmo:
1) B BeO-mHTeppence [TIK CB B MeH crnesa BbibpaTb MYyHKT MEHIO
«XpaHunuwe — Obpasbl»;
2) Ha oTkpbiBLENCA cTpaHuue «Obpasbi» HaxaTb KHOMKY [+] M B OTKPbIBLUEMCSH MEHIO
BblOpaTb NyHKT «Co3aatby;
3) Ha OTKpbIBLUENCS CTpaHuUe «YkaxuTe napameTpbl HOBoro obpasa» (cm. puc. [33):
a) B none «HasBaHue» 3agatb HaMmeHoBaHue obpasa gucka BM;
0) B BbiNnagatowem crnmcke «Tunx» BblbpaTb 3Ha4YeHne
«O6LWur BNOK AaHHbIX XpaHUNULLAY;
B) B BbiNagalolleM Cnncke «ITOoT obpas sBNsSeTCA MNOCTOSAHHbIM» BblbpaTb
3Ha4deHue «a»;
r) B cekumn «PacnonoxeHne obpasa» yctaHoBUTbL donar «llycton obpas agncka;

A) B nosBmBLleMcs nose «Pasmep» 3agatb Tpebyembln pasmep obpasa;

YKaxuTe napameTpbl HOBOT o oﬁpaaa
=
Obpas
MacTepHacTpoilku
Hazeanue OnucaHue
disk-astra Iwek BM cOCCH
#
Twn KPaHWUNHLLE
O6WMrA BNok AaHHbIX XPaHUIULE v 101: ds_images v
370T 0bpasz ABNASTCA Oa v
NOCTOAHHB M
PacnonoxeHue obpasa
MyTe/URL 3arpysuTk MycTol cbpaz aucka
Pazmep
12 e v
Puc. 33

4) Ha cTpaHuue «YKaxuTe napameTpbl HOBOro obpasa» packpbiTb CEKUMIO «PaclumpeHHble
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HaCTpONKMy, B Bbinagatowem cnmcke «LLnHay» BbibpaTb 3HavyeHune «Virtio», B BbinagaroLLeM

cnucke «dopmat» BblibpaTb 3Ha4YeHne «qcow2» (cMm. puc. [34);

# PacluMpeHHble HacTPOAKK
LLnHa Lleneece yCcTpoRCTEO
Virtio v
TopmaT Painoean choTema
E|EDW2 v = v
Puc. 34

5) Ha cTpaHuue «YKaxuTe napameTpbl HOBOro obpasa» Haxatb kHonky [Co3aaTs]. [Nocne
3TOro Ha oTKpbIBLUeNcs cTpaHuue «Obpasbl» HeobXoaMMO YAOCTOBEPUTLCS B TOM, YTO

co3faHHbIi 06pa3 umeet ctatyc «FTOTOBO» (cMm. puc. [35).

O6pasbl
B v
ID , HaspaHue Bnapeneu, I'pynna XpaHunuwe Tun Craryec Kon-eo BM
1 disk-astra brestadmin brestadmins ds_imapes Bnok fgaHHbIx FOTOBO 0
o td-astra brestadmin brestadmins ds_imagses COROM [OTOBRO o]
10 ¥ [MokasaHol anemenToicnuckac 1 no2 w3 2 1
2Bcero  16.3 GB Bcero pasmer

Puc. 35

4.6. Co3pgaHne npeaBapuTenbHoOro wabnoHa n ycrtaHoska OC B BM

B onucbiBaeMom TeCTOBOM CTeHAEe NpeAcTaBneHbl TONbKO MUHUManbHO HeobxoauMblie
HacTpoWKM wabnoHa.

[ns Toro 4yTo6bI co3aaTth WwabnoH BM, Heo6xoanmMo BbINOMHUTL cnegyowme 4ENCTBUSA:

1) B BeG-uHTepdence MK CB B MeHo cneBa BbibpaTb NyHKT MeH0 «LLlabnoHbl — BMy;

2) Ha oTKpbiBWencs cTpaHuue «labnoHbl BM» HaxaTb KHOMKy [+] 1 B OTKpbIBLLEMCSA

MeHto BbIGpaTh NyHKT «Co3aatby (cM. puc. [36);

LLlabnoHbl BM

MMnopTt

, HasBaHwe Brnapenew, rpynna BpeMsi permctpaunm

Puc. 36
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3) Ha oTKkpbiBWweKca cTpaHuue «Cospate wabnoH BM» Bo Bknagke «OOwme»

(cm. puc. [B7):

a) B none «HaseaHue» 3agaTtb HaMMeHoOBaHMeE LWAaboHa;

6) B cekuumn «l'mnepBn3op» yctaHoBUTL donar « KVM»;

B) yKasaTb OCHOBHble napameTpbl BM (namsaTb, npoueccop u T.n.);

Coapartb wabnoH BM

- B &
06w ne Xpanunuuwe CeTb
aem =
PacnwvcaHwe ["pynna BM MeTkn
HazeaHwne
Astral?
CnucaHne
MamaTh Enable hot
9 A By resize?
[ Cromoore 'MECHLL HET b
Physical CPLU
0,25
Cromocts  MECHLL
Wirtual CPL Enable hot
1 A resize?
HEeT v

MacTep HAaCTpORNKHK PacwwpeHHbIiA
| = ey -
OC w UM Beon/Brieon, NercTEMA KoHTekoT
:I:. -
Mmnepenzop

® kKvM O wvCenter

Norotun

Moowdgpueayna O3Y

nofog: ¥

Monwdpukauna CPLU

nofog: ¥

L

Monwdpueauna VL

noboeg: v

O LXC O Firecracker

Puc. 37
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4) Ha ctpaHvue «Cosgatb wabnoH BM» Bo Bknagke «XpaHunuiie» (cM. puc. [38)):
a) anda napameTpa «IUCK 0» ykasaTb CO34aHHbIN paHee nycton auck BM (cm. 4.5);
0) B neBom norne HaxaTb KHonky [+] v gnsa napameTtpa «IOUCK 1» ykasaTb

3arpy>KeHHbln paHee YCTaHOBOYHbI HocuTenb (cMm. [4.4);

Cospartb wabnod BM
m MacTep HacTpoOHKH PacwwpeHHbI A
] = ® 0] = i -
Obwwe XpaHunuile CeTb OC wun EBeon/Beieog, HeAcTENA KoHTekcT
ame = ’ :I:
PacnucaHwe [pynna BM MeTkwn I £
AMCK 0 @ | ® ofpas () BpemeHHbh oncK
Bl BeIBpany cnenyowni obpas: ~
OMCK 1 = e ~
8
ID HazeaHueBnapeney pynna XpaHunuukan Craryc Kon-
- BO
EM
1 disk-1...  bresta. bresta... default Bnok ... roTo.. 0
0 td-astr... bresta.. bresta.. default CDROM roTo0.. 0
10 + MokazaHel 3NeMeHTLl cnucka 1
clnoZws?
“ PaclipeHHbIe Hac TRoNKW

Puc. 38
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5) Ha cTpaHuue «Cosgatb wabnoH BM» Bo Bknagke «CeTb» (cM. puc. [39) ykasatb
cosfaHHyto paHee cetb (cMm. [4.3);

Co3patb wabnoxn BM

m MacTep HACTPORKKN PacwwupeHHbI R

] = & | = - -
Obuwme XpaHunuwe CeTb OCwiUn Beon/Beieog HeicTeunn KoHTekcT
1T [— :
FacnucaHune ["pynna BEM MeTkn UM A

Twun nHTepdpelica Bbi6Gop cetu

Annac ABToMaTMUeckwil BsiBop

RDP connection SSH connection

Activate

Activate
Bbl EbIGPANN CNeny oWy ceTh:! 3
virtnetwork
ID Ha3zpgaHwe Bnapeney [pynna Pe3spBUpoOBaHne Knactep  BueljgeneH
b appeca
0 virtnetwork brestadmin brestadmins Hert Q

Puc. 39
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6) Ha cTpaHuue «Co3gatb wabnoH BM» Bo Bknagke «OC u LM»:

a) B cekumn «3arpyska» yctaHoBuTb dnarm «diskO» u «disk1» (cm. puc. [40);

Coapartb wabnod BM

= m MacTep HACTPORMKMW PacwnpeHHbl A

ObBuwwme XpaHunuwe CeTb ocuun Beon/Broieon, DencTeMA KoHTekeT
sk = L 4 :
PacnucaHwe [pynna BM MeTki N URMA,
( 3arpyska ApxutekTypa CPU Bus for SO disks Tln MawHel
L L
Hopo

~ Foot yeTpoiicTeD
OcobeHHOCTK

Mogens LM
Mopanok zarpy 3K

diskO = disk-astra
disk1 =8 td-astra
O nico &8 virtnetwork

Puc. 40
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6) B cekumn «OcobeHHOCTU» B Bbinagatowem cnucke «locteson areHT QEMU»

BblGpaTb «Ja» (cMm. puc. 41);

Cospartb wabnox BM
m MacTep HacTpoOHKH PacwwrpeHHblA
o = & ' = 8 [ ]
OB e XpaHunuue CeTb ocwuuyn Beon/Beieon DehcTenA KoHTEECT
aee = :I:
Pacnwucanwe [Mpynna BM MeTrun LR A
Sarpyaka ACP| PAE
HAopo v v
APIC HYPERY
L v
( OcoBeHHOCTH
MeCTHOS BpeMA MocTesol aredT QEMLU
Meogene LN v Na v
Quepenn virfic-scsi IJ5E koHTponnep
L v
lothreads
Puc. 41

7) Ha cTpaHuue «CosgaTb wabnoH BM» HaxaTb kHonky [Co3aaTtb]. [Nocne atoro Ha

OTKpbIBLLEliCS cTpanuue «LLiabnoHsl BM» oTo6pasuTcsi cosaaHHbIi WabnoH (cM. puc. 42);

LaénoHbl BM

- a

O ID » HaseaHne Bnageneu, Cpynna BpeMAa pernctpaunmn

O 0 Astral? brestadmin brestadmins 20/04/2022 16:04:05

10 * MokaszaHel sneMedTsl cnvckac 1 no 1 wa 1 1
1 Bcero

Puc. 42
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8) Ha cTpanuue «LlabnoHbl BM» BbibpaTb co3gaHHbIN WAabMoOH U Ha OTKPbIBLLENCS

cTpanuue «LWabnoH BM» HaxaTb kHonky [Co3aaTk 3ak3emnnsp] (cm. puc. 43);

Wa6noH BM o a:tra

= | | M Ex0

Puc. 43

9) Ha oTkpbiBLWeKcsa cTpaHuue «Cosgate BM»:
a) B none «Mma BM» 3agatb HanmeHoBaHue BM;
6) ansa napametpa «CnyxebHas BM» ycTaHOBUTL 3HadYeHne «Bkny;

B) HaxxaTb kHorky [Co3paTb ak3emnnsp] (cm. puc. [44);

CospgaTts BM
Co3AaTh KaK NOCTOAHHYHO
Mnan BIM KONUYeCTeO 3KaemMnnApoR [ Cozaath w nocTaeuTs Ha nayay
temp-for-install-os 1
Cnywebuan BM ABTOZANYCK
Bkn v Bbikn v
Astra
-
| ASTRALINUX L Harpyska = Qncku
MamaTh W OMCK O: disk-astra
2 B v 12288 ME ¥
PUanecknii CEU t‘.".; W OVCK 1: td-astra
0,25 4519 ME ¥
BupTyanoHei# CPU
2
Puc. 44

10) B BeG-uHTepdence B MeHO crieBa BblIOpaTb NYHKT MeHK «3k3emnnspbl BM —
BM» n goxpartbcs, noka B none «CtaTyc» ANs CO34aHHOM Ha npegblayliem Liare
BM 3HauveHve «MHuumnanusaums» He nameHutcs Ha «3AIMYLWEHO» (npomexyToyHble
3HauveHus: «OXKUOAHWUEY, «Mponor» n «3arpy3ka»). [Ana o6HOBNEHUS CTpaHULbl MOXHO

BOCMOSIb30BaThbCs kKHoMKol [O6HOBUTB] (cM. puc. [45);
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BM
T
O b HaagaHuWe Enapeney, Fpynna Craryc Yaen IPs Charter Mone3aoearens,
- 3anycTUBLLMA
BM
(. 0 Fmp-for- brestadmin brestadmins  Mponor bresF- o
I install-os service  192.168.1.100
10 * MokazaHel sneMedTel cnickac 1 no 1wz 1 1
1ecero 1 acmsen O Bokn 0 oxunpanne O owwska
Puc. 45
11) Ha cTpaHuue «3Ik3emnnsapbl BM — BM» BbiGpaTb co3gaHHbIn ak3emnnsap BM;
12) Ha oTKkpbiBWeNnca cTpaHmue «BM» HaxaTb KHOMKy [OTKpbITb] 1 B OTKPbIBLUEMCS
MeHto BbibpaTb NyHKT «VNC» (cm. puc. [46);
=] o] a-Jo-Jo-Je- -
Bl o
e [ VNC ] o & =
CBepgHWA ! Harpyaka BezonacHocTh XpaHunuuwe
Puc. 46
13) Ha nosiBMBLUENCS NaHenu c npegynpexgeHnem HaxaTb KHonky [Hactpomnku] wm
BbIGpaTh NYHKT «Pa3pelunTb BCnnblBatoLLime OkHa Anst oneserver.brest.local» (cm. puc. @7);
O Firefox 3abnokVpoean 1 BCNALIBAKILLEE OKHO C AaHHOTO caiiTa. Hacrpoiikn

(PazpewwnTs BcrsiBaowe okHa 4na oneserver.brestlocal )

HameHnTs Ha(TpOﬁKM 5J10KI.'1pOBKL"I BCMAbIBAHILLAX OKOH...

BM o tmp-for-install-os SAMYLL | | He nokazeieats 310 coofiuienne Npu BAOKMPOEKE BCMNBIBAHILLAX OKOH

Puc. 47

14) Ha OTKpbIBLIENCSA CTpaHWUUe C NOAKMYEHHbIM yaaneHHbIM padoymm ctoriom BM

(cm. puc. BbIMNOSMHWUTL AENCTBUS MO YCTAHOBKE CUCTEMbI.
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@ CONNECTED EExae

#0 - tmp-for-install-os Started on: 16:07:50 20/04/2022 192.168.1.100

ONEPALWMOHHAA
CUCTEMA

NuyeHsus

TLEH3WOHHOE COMNAWEHME MO WCTOMG30BAHM ONEPALMOHHORA CWUCTEM CMIELMAMIEHOMO HASHAYEHWR ASTRA LINUX SPECIAL EDITION

BHUMAHWE! I'IguuTuTe BHUMATENLHO HUKensnokeHHoe JIMIEH3MOHHOE COMNALEHVE, npekfje 4eM yCTaHaBNMBaTk, 2anyckaTk WA WHuM 0Bpa3soM WCnonb30BaTh
NPOFPAMMHGIA MPOAYKT. Mefoe wcnonkzoeaHne MPOFPAMMHONO MPOAYKTA, B ToM UMCne ero YCTAHOBKA M 2anyck, 03HAUSET COFMace © YCroBUAMA
npueefgHHOro Hume JIMLUEH3MOHHOMO COMNAWEHIA.

HacToAuee JMUEH2WOHHOE cornaweHue (COMMALEHWE) RENAeTCA WPUOWUECKUM COTNAWEHWEM MeXpy JIALUEH3WATOM (U3UUECKHM WNKH KPHAMUECKWM NULOM,
MMEHYEMLIM B AantHeliwes MOMb30BATENEM) 1 /luueHznapom (O6WecTEOM C OTrpaHWYeHHOH OTBETCTBEHHOCTLN «PycBUTex-AcTpas, UMEHYEMuM B [anbHeldueM
NPABDOBNAOATENEM), koTopoe ABNAeTCA npaBoobBnafaTeneM ONepaUMOHHOA CUCTEMBl CMEUMANLHOMD HazHaueHWA «=Astra Linux Special Editinn»(l‘IPnl'PAMMl-h\I:‘!
MPOOYKT). Mpu 2akniovednn Mexty NOJB30BATENEM u MPABOOBNADATENEM JIWLEH3WOHHOM O [OrOBOPA, npejycMaTpuBaluero nepefaqy npaea MCMonb208aHUA
NPOFPAMMHOIO MPOOYKTA Ha ycnoBWAX NPoCTOd (HEWCKNIWUMTENEHOM) nuueHzun, COTJIANEHWE W BCe ero NOMOKEHWA ABMNASTCA HEOTBEMNEMOR YACTeK
JNALEH3WOHHOMO [LOr OBOPA. YcTaHaBNUBARA, 2ANYCKAA UMW MHEM 06pazoM ncnonk3ys MPOrPAMMHSIA MPCAYKT, NONE30BATEL TeM cameM COrNauaeTcd ©
NoNOKEHUAMM HacToAwero COTNAWEHWR. Ecnu MONb30BATEME He cornaced Ge3oroBOpouUHO NMPUHATE  MOMNOKEHWA HacToAwero COCNAUEHVA, MPABOOBNANATE L
0TK&3LBAET eMy B npase Ha nwboe ucnone3oeaHue NPOTPAMMHOTO MPOOYKTA. B sToM cnyuyae MOJb30BATEML He WMeeT npaBa yCTaHABNWBETE, 3aNYCKaETE,
KOMWPOBATE MAW WHEM 0BpPazoM UCNONb30BATHE MPOTPAMMHbIA MPOMYKT, a Takke BMpaBe BEpHYTH MPOMPAMMHBIA MPOAYKT OpraHu3aluu, y KoTopod ero
npuoBpen, NpH YCNOBUK LENOCTHOCTH (OTCYTCTBUA NPUZHAKOE BCKPLITUR) TOBARHOM YNaKoBKH.

1. OBUWE MONCKEHA

1.1. MPOrPAMMHSIA NPOOYKT OXPEHAETCA BBTOPCKMM MPABOM, MEXLAYHAPOLOHEMM COTNAUEHWAMA © 3auuTe MHTennekTyaangﬁ coBCTBEHHOCTH M AeACTEYRLUM
3aKoHOaTenLCcTBOM Poccuiickodl Gepepauuu. 0TBETCTBEHHOCTE 3a HapyweHwe npas MPABOOBMAATEMA Ha MPOMPAMMHbIA MPOOYKT HacTynaeT B COOTBETCTEBMM
€ [eficTBYWUHM 3aKOHORaTensCcTEOM Poccuickoi degepaumn

1.2 CooTeeTcTBMe MPOCPAMMHOMO MPOOYKTA TpefopaHuAM Be3onacHOCTH MHHOPMALMKM MORTEEPKAIETCA CEPTUdMKaTaM4, 0OPMIEHHLMA COrNacHo TpeBoBaHWAM
feficTByKIEro 3aKoHopaTenscTBa Poccuiickod Bepepaln

1.3. HacToAwee COMNMALEHVE He npepocTaBnAeT npaso coGCTBEHHOCTH Ha MPOrPAMMHSIA MPOOYKT W ero KOMNOHEHTH, @ TONLKO NPago WCNoNL30BaHUR
NPOFPAMMHOMO MPOOYKTA W ero KOMNOHEHTOR B COOTEETCTBAM € YEMOBWAMW HacToAuero COMMALEHIR. JeficTeue WacToAwero COMNAWEHA pacnpocTpaHseTca
Ha Bce 3neMedTwl MPOMPAMMHOMO MPOLOYKTA kak eguHOro uenoro

14 MpuobpeTeHue HacToswero MPOTPAMMHONO MPOOYKTA - 3To npuobpeTeHMe Npag Ha ero WCMNONbIOBAHME HA YCMOBWAX MPOCTOR (HEMCKMKUWTEMLHOM)
TMLEH3MH.

15. MPABOOBNAJATEN ponyckaeT NpefocTaBNeHMe Npag WCNonk30BaHuA MPOCPAMMHOMO MPOOYKTA Ge3 3akmoueHWA COOTBETCTBYWWEro [OTOBOpA, TOMLKD B
uenax TecTupoeaHua MPOCPAMMHOrO MPOOYKTA Ha U,IJHUF‘! 3BM, T.e. OLUEHKM Ero TEXHMYECKWX XEpakTepucTWK W KauecTB B LUenAx RantHefiuero npuobpeTeHus
MPOrPAMMHOID MPCOOYKTA B cnyvae npepocTtasnequs MNOMb30BATENW NMPABOOENATATENEM npas ucnonb3osaqdn MPOCPAMMHOCO MPOOYKTA & uenfx
TecTMpoBaHWA Ge3 2akMW4eHMA cOOTBETCTBYWWEro JOT0OBOPA NPasa WENOMEI0BAHWA CUNTANTCA NPEJOCTABNEHHEIMM HAa YCMOBWAX MPOCTOR
(HEUCKMKYUT ENBHOR) NHLEH3MW B CTPOFOM COOTBETCTBMM C HacToAwAM COMNAWEHWEM Ha cpok 90 (JeBAHOCTO) KaneHapHLX JHed. [NA TeCTHPOBaHMA Ha
YCNOBUAX, OTNHYHEX 0T OMNUCAHHBX B AEHHOM MUUEHEWOHHOM COTMaleHuW, TpefyeTcA nonydyeHne NUCeMeHHoTo cornackA MPABOOBNALATEM.

9}

| cHimok 3KpaHa | [ CnpaBka
Puc. 48

Mpu aTOM cneayeT yunTbiBaTh criegyowme 0CoO6eHHOCTN YCTaHOBKM:
a) Ha cTpaHuue «HacTtponka ceTu» npu NosiBNeHnn coodeHnsa o cboe aBToMaTnyeCcKom
HaCTPOWKM CETU HaXaTb KHOMKY [MpoaomkuTb];
6) Ha cTpaHunue «HacTtponka cetn (MeTtog HaAcTpoOWMKu CeTM)» BbIOpaTb MyHKT
«lMponycTnUTb Noka HaCTPOWKY ceTU» U HaxaTb KHoMKy [MpoaomkuTe];
B) Ha cTpaHuue «Bbibop nporpammHoro obecneyeHnsa» SOMOMHUTENBHO BbibpaTb
nyHKT «Cpencrea yganeHHoro noaknoveHms SSHy;
r) Ha cTpaHuue «[ononHuTenbHble HacTponkn OC» AONOMHUTENBHO BbIOpaTb MYHKT

«3anpeT aBTOHACTPOWKN CETUY.
4.7. YcTaHOBKa naketa one-context B BM

OpenNebula ncnonb3yeT mMeToad, HasbiBaeMbli KOHTEKCTyanusauuemn, ans oTnpaBku
MHOPMaLMN Ha BMPTyarnbHYHO MalLUMHY BO Bpemsi 3arpy3kun. KOHTeKCTyanusaumns no3sonser
YCTaHOBUTb UK nepeonpenennts AaHHble BM, umetouime HensBeCTHbIE 3HAYEHUS UMK 3HaYeHNs
no ymorn4yaHuio (ums xocTta, IP-agpec, .ssh/authorized_keys u 1.4.).

BHUMAHMUE! [Ina BbINONMHEHUSI ONUCbIBAEMbIX AeNCTBUA Heobxoaumo Bontn B OC

BMPTYaribHOW MalUWHbI NOA YYETHOWM 3anncbio aaMUHUCTPATOPa C BbICOKUM YPOBHEM LIENTIOCTHOCTM.
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Ons obecnedyeHna nopgaepxkn KoHTekcTyanmsauum B OC BupTyanbHOW MalUMHbI
HeobXo4MMO YCTaHOBUTL MNaKeT one-context KOMaHOOW:
sudo apt install one-context

MpumeyvyaHune. Utobbl B rpadmyeckon ceccum BM 3anyctuTb TepmuHas, MOXHO

BOCMNOMNb30BaTbCA MeH «Ilyck — CuctemMHble — TepmuHan Fly».
4.8. HacTtponka wabnoHa gnsa TupaxumpoBaHus BM

Utobbl HacTpouTb WabnoH Ans nocnegyowero tupaxupoaHus BM, Heobxogmmo
BbIMNOMHUTbL criegyoumne AencTBus:

1) B onepaunoHHon cucteme BM yctaHoBuTb MO, KOTOpOE nnaHMpyeTca UCnonb3oBaTh B

JanbHenwemMm, 3aTteM BbiKno4nuTb BM;

2) B Beb-nHTepcpence MK CB Ha cTpaHmue BM ypganute aty BM, HaxaB KHOMKy

[YHnuTOXMUTL (HemeaneHHo)] (cMm. puc. 49);

YHUUTO MW TE

YHAUTO MW TE QEENENE T

Puc. 49

3) B OTKpbIBLUEMCS OKHE C npeaynpexaeHnem HaxaTb kHornky [OK] (cm. puc. [50)

B YHNYTOXUTD

BHumanue! MogTEepauTe YaaneHWe cnegylLLux BUpTyanbHbIX
MaLIMH:

0 tmp-for-install-os

XOTWTE NpoaonNHMUTE?

Puc. 50

MpnumevaHune. uck BM coxpaHuTtcs, T.K. paHee 6bin yctaHoBneH cnar «3T1oT 06pas
ABNAETCHA NOCTOSAHHbLIMY;
4) poxpaTtbcsa yoaneHusa BM, ons obHOBNEHUA CTpaHWLbl MOXHO BOCMONb30BaTbCS

kHonkon [O6HOBUTL];
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5) B Beb-nHTepdence MK CB B mMeHo crneBa BbibpaTb MyHKT MEHIO «XpaHunuwe —
O6pasbl» 1 Ha oTKpbIBLLENCA cTpaHuue «Obpasbl» BblbpaTb auck BM (obpas, B ctonbue
«Tun» KOTOPOro ykasaHo 3HavyeHue «Bbrnok AaHHbIX»);
6) Ha oTkpbiBweNcsa cTpaHuue «O6pas» Bo Bknagke «CsegeHuss» (CM. pwuc.
BbINOMHUTE CneayrLine 0eNCTBUs:

a) B BbiNagawowem cnucke «Tuny» BbibpaTh 3HavyeHne «OCy;

0) B Bbinagatowem cnmcke «loCTOAHHbINY BbIOpaTb 3HAYEHNE KHETY;

06pa3s 1 gisk

&l a-J:-]:-|e-Ju

e & O]
CeeJleHHA
WHdopmaymua MNpaea NonbzopaHue YnpaeneHue AJMWHUCTpPU]
D 1 Bnageney O
HazeaHue disk = rpynna O O O
XpaHunuLwE default Boe a O O

oCTanbHble
Bpema perucTpaumu 15:15:32 25/04/2022
THn oc R
S et Bnapeney,  brest-admin
Tun halnoBoi CHCTEMBI Fpynna brestadming
Pasmep 12GB
CocTofAHne FOTOBO
SanyweHo BM o]
Puc. 51

7) B Beb-nHTEepdpence MNK CB B MeHIo crieBa BbibpaTb NyHKT MeHo «LLabnoHsl — BM» u

Ha OTKpbiBLeKncsa cTpaHuue «lLabnoHbl BM» BbiGpaTh NOAroTOBNEHHbLIN LWWAOOH;

8) Ha oTkpbiBLENCA cTpaHuue «LabnoH BM» HaxaTtb kHonky [O6HOBUTL];

9) Ha oTkpblBLWENCA cTpaHuue «M3MeHnTb WwabnoH BM» OTKpbITb BKNaaKy «XpaHunuiie»

N yoanuTb napameTp «uck 1»;

10) Ha cTpaHuue «M3meHnTb wabnoH BM» HaxaTb kHonky [O6HOBUTBL].

Mpn nocneayrowemM UCnonbL30BaHMM NOAroTOBNEHHOrO WabnoHa 6yayT cosgaBatbest BM
C yxe ycTaHoBneHHon n HactpoeHHon OC. lMpu atom B OC atux BM 6yoet aBTOMatnyecku

HacTpoeHo ceTeBoe coeauHeHne ¢ IP-agpecom 13 3agaHHoro ananasoHa (cm. [4.3).
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4.9. NMpoBepka TnpaxuposaHua BM

[nsa npoepkn TupaxunposaHus BM, HeobxoaumMo BbINOMHUTL cneayoLlme AeNCTBUS:
1) B BebG-uHTeppence MK CB B MeHIo crneBa BblOpaTb NYHKT MeHto «LLabnoHbl — BM» un
Ha OTKpbiBLeKncsa cTpaHuue «lLabnoHbl BM» BbiGpaTh NOAroTOBNEHHbLIN LWAGMOH;
2) Ha oTkpbiBLLENCcA cTpaHuue «LlabnoH BM» HaxaTtb kHonky [Co3aaTb ak3emnnsap];
3) Ha oTkpbiBLUelcsA cTpaHuue «Co3sgate BM» (cm. puc. [52):

a) B none «Mma BM» 3agatb HanmeHoBaHue BM;

6) B none «Konn4ecTtBo 3K3eMMMsipoB» YCTAHOBUTb 3HAYEHUE «2;

B) HaxaTtb kHonky [Co3paTb ak3emMnnsapl;

CospaTts BM

Co3aTth KakK NOCTOAHHYHD

KMran EM KonuyecTeo aKsemMnnapoe CosfaTth W NocTaenTE Ha naysy

test 2

CryswetHan B ApTozanyck

Bkn Bbikn

Astra
ASTRALINUX £l Harpyska = uckm

Mamats 7S B OYCKO: disk-astra

2 Ik 12 re

Puandeckun CPU

0,25

EupTyanoHei CRU

2

Puc. 52

4) B Beb-uHTepdence MNK CB B MeHIo crieBa BbIOpaTh NYHKT MEH0 «3Ak3emnsisipbl BM
— BM» n goxpgatbces, noka B ctonbue «Ctatyc» Ha cTpaHuue «BM» ans cosgaHHbIX Ha
npegbigywem ware BM 3HauveHne «MHnuymanusaumsa» He namenutca Ha «SATTYLEHO»
(npomexyTouHble 3HauveHnsa: «OXKUOAHWE», «[Mponor» n «3arpy3kay). [Ansa o6HoBneHns
CTpaHWLbl MOXXHO BOCMNOSb30BaTbCs KHONKon [O6HOBUTBL];

5) BbIbpaTb oaHy M3 BM 1 Ha oTkpbiBLencsa cTpaHuue BM 3admkcmpoBaTb Ha3HaYEHHbIN

ans atov BM IP-agpec (cm. puc. [53));
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BM 2 test 3anyweno
& a-Jo-Jc-Je-:z-Jo-o-|
o = =] & = 2 o i
CeepeHnn I T : 1i T 1 M
& ] [ | B
WHpopmauma MNpaea MonbsoeaHwe  YnpaBneHwne
Bnageney,
D 2 rpynna (] a
HazeaHue test = Bnapeney
el MRS Bnageney brest-admin =
Teryllee cocToRHKUE BM pynna brestadmins =
Y¥aen fn.brest.local PesepeHble konun BM
»
BbICOKaA AOCTYNHOCTh Het @ Frequency
Pa3pellnTh 3B TOMATHUECKYHD MATPALMIO Het = B EIET e
EM NpUNoHKEHNT
-
ABTOIAMYCK Het i Backup last copy time
2
CrysedHan BM Het — Backup marketplace spp
3anpeT Ha yaaneHue BM Het r Ds
[P-a,u,pe:: 0:172.16.1.101 ]
Bpewma zanycka 11:37:47 24/05/202
Puc. 53

6) BbINOMHUTL OOHY U3 NPOBEPOK:
- BbINONHUTL nogkntoveHne no SSH k OC BupTyanbHOM MawuHbl. [MpoBepka
CUYMTaeTCcs YCneLwHO BbIMOMHEHHOW, eCN YAAnochb OCYLECTBUTb MOAKOYEHME.
Mpumeyvanue. MNpuycraHoke OC (cMm. 4.6) formkeH GbITb OTMEYEH AN YCTaHOBKM
nyHKT «Cpeacrea yganeHHoro nogknoveHmss SSHy;
- BbINONHUTL NogkntodeHne Kk OC BupTyanbHoOM mawuHbl nocpeactsoMm VNC wu
npocmoTpeTb |IP-agpec, yctaHoBneHHbin B OC. [lpoBepka cumMTaetrcs yCnewHo
BbINONHeHHOW, ecnn IP-agpeca (Ha3HayeHHbIN 1 ycTaHoBreHHbI B OC) coBnagator.
Ona nogkntoveHns no SSH k OC BupTyanbHOW MallMHbl Ha XOCTOBOM MalUVHE
HeobXo4MMO BbINOMHUTL KOMaHAY:
ssh <agumuHucTpaTop>W@<IP-agpec>
roe  <aoMHUHHCTpaTop> — UMS NoKanbHOro agMmHuctparopa BM, 3agaHHoe BO Bpems
BbINONHEHMsT Aencteui no ycraHoske OC;

<IP-ampec> — HasHa4yeHHbIn IP-agpec ans BM.

Bo BpeMA YCTaHOBKM TMOAKITHOYEHNA HeobxoanuMo BBECTU naposrib JNOKaribHOro

agMuHuctpartopa BM, 3agaHHbI BO BpeMs BbINONHEHUA genctauin no yctaHoske OC.
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IOnsa npocmotpa IP-agpeca, ykazaHHoro B OC, MOXXHO BOCMOSb30BaTLCA CreayoLwmm
crnocobom:
1) 3anycTuTb TepMuHarn, Hanpumep, ¢ UCNonb3oBaHNEM rpaduyeckoro nHTepdenca:
«lMyck — CuctemHole — TepmuHan Fly»;
2) B TepMnHarie BBeCTu KoMmaHay:
ip a
I'Ipmmep BbiBOAa MNMocrie BbINMNOoJIHEHNA KOMaHAbl:
1: lo: <LOOPBACK, UP,LOWER _UP> mtu 65536 gdisc noqueue \
state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid 1ft forever preferred_lft forever
2: eth0: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc \
pfifo_fast state UP group default glen 1000
link/ether 02:00:ac:10:01:65 brd ff:ff:ff:ff:ff:ff
inet 172.16.1.101/24 brd 172.16.1.255 scope global ethO
valid_1lft forever preferred_lft forever
inet6 fe80::acff:fel0:165/64 scope link

valid 1ft forever preferred_lft forever
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NMEPEYEHb COKPALLEHUA

BM — BUpTyarnbHas MallumHa

oC — ornepauuoHHasa cuctema

OC CH — onepauuoHHas cuctema cneumanbHoro HasHadeHust «Astra Linux Special Edition»
MK CB — nporpammHbin komnnekc «Cpencrea BupTyanuaaumm «bpect»

no — nporpaMmmHoe obecneyeHne

KVM  — Kernel-based Virtual Machine (nporpammHoe pelieHne, obecnednsaroLiee
BUPTYanuaauuio B cpege Linux Ha nnatdopme, KoTopasa NnogaepXmBaeT annapaTHyto
BMpTyanuaaumto Ha 6ase Intel VT (Virtualization Technology) nnéo AMD SVM (Secure
Virtual Machine))

QEMU — Quick Emulator (cpeactsa amynsaumm annapaTtHoro obecneveHms)

SPICE — Simple Protocol for Independent Computing Environments (npocTton npotokon ans
He3aBMCUMOW BblYUCNUTENBHOW cpeabl)

VNC  — Virtual Network Computing (cuctema ypanéHHoro poctyna K paboyemy cTony

KomnbloTepa)
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