HDIMAGE

usb flash drive:

HDIMAGE

HDIMAGE :

[ opt/ cprocsp/ bi n/ and64/ cspt est -keyset -newkeyset -cont '\\.\HD MAGE\ '

sudo /opt/cprocsp/ shin/and64/ cpconfig -hardware reader -add HD MACE store

HDIMAGE /var/opt/cprocsp/keys/< >/

[ opt/ cprocsp/ bi n/ and64/ cspt est -keyset -newkeyset -cont '\\.\Aktiv Rutoken ECP
00 00\ '

0)

: csptest -card -enum -v -v

usb flash drive:

/ opt/ cprocsp/ bi n/ and64/ cspt est -keyset -newkeyset -cont '\\.\FLASH '

5- CSPv.5.0, , , gtk



/opt/ cprocsp/ bi n/ and64/ cspt est - keyset -newkeyset

, GTK-

Kpuntolpo CSP

Select carrier to create container root

FLASH
HDD key storage

Bug nprnosxeHmna:
CSP (rutoken_ecp_390a75ab)

OnwucaHwe:

performance.

OK

-cont

Rutoken ECP

Smart card as key storage. Provides the most advanced

OTmeHa

" " "Active token without secure channel" :




2 Kpuntolpo C5P ool | |

Select carrier to create container MMA_KOHTEAHEDa

RutokenECP

HDD key storage

Bug NpunoxeHnn:
Active token without secure channel (rutoken_crypt_390a7 ~

OnucaHwe:

This mode uses smart card own cryptographic functions.
Excludes key compromise.

QK OTmeHa

/opt/cprocsp/ bi n/ anmd64/ cryptcp -creatrgst -dn "E=user @stralinux.ru, CCRU, CN=
, SN=" -hashalg 1.2.643.7.1.1.2.2 -nokeygen -both -ku -cont ' ' cert.req

1 -dn ,  Subject.
-hashalg . OID 1.2.643.7.1.1.2.2 - 34.11-12 256
-nokeygen -
-both* -/ ;
-ku*- (CURRENT_USER);

cryptcp: _cryptcp.pdf


https://tc26.ru/about/documents/identifikatory-obektov-oid-tekhnicheskogo-komiteta-po-standartizatsii-kriptograficheskaya-zashchita-1.html
http://cryptopro.ru/sites/default/files/products/cryptcp/cryptcp_5.0.x.pdf

cert.req.

'__PKCS#10 PKCS#7 Base64". «» certreq «».

@ cert.req, : $cat cert.req

Cnyxbel ceptuduraumm Active Directory (Microsoft) — CRYPTO-PRO Test Center 2

CepTuchmkar BblfaH

3anpoleHHbIi BaMi CEepTUHKAT GbIN BaM BblaH.

* DER-wndhpoBanne win Basebt4-wnppoeaHne

3arpysnTe ceprudinkar
—===4 3arpyanTb LUenoyky CepTUhNKaToR

1.

[ opt/cprocsp/bin/*/certmgr -inst -crl -file < >l -store CA
2.

[opt/cprocsp/bin/*/certmgr -inst -file < > -store uRoot
3.

/ opt/ cprocsp/ bi n/ and64/ cert ngr -i nst

-file < > -cont <>

[ opt/ cprocsp/ bi n/ anmd64/ cspt est

-keys -cont <_> -keyt exchange -inpcert <

HocguireContext: OK. HCEYPTPROV: 2841443

LetProvParam(PP_MAME]

Crupto-Pro GOST R 34.18-2812 K1 CSP

Container name: 'Shuhrat”

Exchange keuy
Loading cert AT

ilable. HCRYPTKEY: Hxlbb1d53
{CHRAHGE key

Certificate loaded from file ba

kKeys in container:

E

“01D:

ol1o:
Total:
[ErrorCode:

q,1HH =

>


http://www.cryptopro.ru/certsrv/
https://www.cryptopro.ru/certsrv/certrqxt.asp

1
2)

3)

4

-certusage OID

, ,-0ID.

1.3.6.1.55.7.3.1
1.3.6.1.5.5.7.3.2
1.3.6.1.5.5.7.3.3
1.3.6.1.55.7.3.4
1.3.6.1.5.5.7.3.8

1.3.6.1.5.5.7.3.9

* (o), ,,

GTK-

.0ID, ,

(,, key agreement)

OCSP-

. Key Usage (), Extended Key Usage ( ), Application Policy ( ).

PaclumpeHHbIid 3anpoc cepTuthrkara

WgenTuciuumpytouue ceey

I/IM;|:|

3NeKTPoHHARA nouTa: |

OpraHn3alua: |

MoppaszneneHue: |

lopog:
O6nacTe, LWTAT:

Crpana, pernoH:

Tun Tpebyemoro cepTuthukara:

‘Cepwdlm«ﬂ NPOBEPKN NOQ/IMHHOCTH KNneHTa ¥

MNapameTpbl Knoua:

'® Coagare HOBEIA HaGop knoueld ' Micnonb2oBars cylecTEYLWWA HaGop Kiouer
CSP: ‘Cryplo—Pro GOST R 34.10-2001 Cryptographic Senice Provider v

VicnenszoBanne kniouei: @ Koy nognncu v o6meHa

MunMansHei 512

) Kntou nognucu

Paaman kmnua- (R17 [cTanaaoTHEe Dammens knosel: 512 §

| # Kpuntolpo CSP == 28

[LnA 3aEepLUEHWA CO3AaHNA CTYYaRHOR NoCNef0BaTENEHOCTH TpebyoTcA
LONONHWTENBHEIE JeRCTENA, NepeMEeLLaiTe YKazaTeNb MEILLW MIK HBXUMaATe
KABMLLIK

OTMeHa



https://www.cryptopro.ru/certsrv/
https://www.cryptopro.ru/certsrv/certrqma.asp

5) , CryptoPro CSP
6

n o

8) , CAdES-BES

CepTtucpmkar BeigaH

3anpoleHHbIil BaMn cepTUMKaT Bbin BaM BblgaH.

E YCTaHOBUTEL 3TOT CepTUChUKAT

L CoXpaHnTL OTBET

)/—KBMHTOHPO lMpoBepKa co3aaHns anekTpoHHoi nognvcy CAJES-BES

MnarvH sarpyseH. @
BepcuA nnariHa: 2.0.13292 Bepcua KpunTonposaiiaepa: 5.0.11233

Kpuntonposaiigep: Crypto-Pro GOST R 34.10-2001 KC1 CSP

Ceprudmkar:

CN="AKL|WOHEPHOE OBUIECTBO ""HAYUYHO-NPOW3BOACTBEHHOE OBLE[IMHEHWE PYCCKME ~
CN=Wea+oe Vean Meanosuu; Beigan: 18.04.2018 14:53:21
CN=Cupnopos Metp Cepreesny; Buigan: 22.06.2018 12:14:10
CN=Maxmapues Illyxpar, Bagan: 18.10.2018 10:52:19

WHcbopmMauma o cepTidiukare
Bnageneu: CN=Maxmagues LLlyxpart
W3parens: CN=CRYPTO-PRO Test Center 2
Brigan: 18.10.2018 10:52:19
LeiicTuTenex go: 18.01.2019 11:02:19

Kpuntonpogaiigep: Crypto-Pro GOST R 34.10-2001 Cryptographic Service
Provider

Anroputm wntoua: FOCT P 34.10-2001
Craryc: ledicTBATENEH

YcTaHoBneH B xpanuanwe: fla

[aHHble 401 noAnucK:

[Hel1o Worta

Moanuck cdopMMpoBaHa VCMeLLHO:

s uMy, 5.

cli

B

B

»

»

Crkauars naaruu

Crkauars Kpunollpo CSP


https://www.cryptopro.ru/sites/default/files/products/cades/demopage/cades_bes_sample.html
https://wiki.astralinux.ru/pages/viewpage.action?pageId=32833902#id-CSP-Linux

[ opt/ cprocsp/ bi n/ and64/ cryptcp -creatcert -dn "E=user @stralinux.ru, CCRU, CN=
, SNE" -both -cont "\\.\HDIMAGE\ ' -ku -certusage "1.3.6.1.5.5.7.3.2" -ca
http://testca.cryptopro.ru/certsrv -provt 80 -exprt



	Методы получения сертификата с УЦ

