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Astra Linux SE 1.5 Astra Linux CE 1.11 AD. astra-winbind_1.7-1_all.deb
sudo dpkg -i astra-winbind_1.7-1 all.deb

sudo apt-get -f install

Astra Linux AD:

fly-admin-ad_0.1.2_amd64.deb

sudo dpkg -i fly-adm n-ad_0.1.2_and64. deb

s " Active Directory”

(:) ., AD ALD

! samba, AD , /var/cache/samba/* /var/lib/samba/*
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https://wiki.astralinux.ru/download/attachments/1998851/astra-winbind_1.7-1_all.deb?version=1&modificationDate=1514368908902&api=v2
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(root)

root:

sudo passwd —u root

root:

sudo passwd root

root. su root-. root, sudo. root !

/etc/hosts :

letc/hosts

192.168.1.3 ws3. dev. | ocal
127.0.0.1 | ocal host

127.0.1.1 ws3.
/etc/hostname
/etc/hostname

ws3

ip-. /etc/network/interfaces :

/etc/network/interfaces

auto etho

iface ethO inet static
address 192.168.1.3
gateway 192.168.1.1
net mask 255.255.255.0

/etc/resolv.conf

letc/resolv.conf

donmi n dev. | ocal
search dev. | ocal
naneserver 192.168.1.1

sudo servi ce networKking

ws3

restart



ws3 icmp :

pi ng dc. dev. | oca

sudo nt pdate dc. dev. | oca

samba, winbind, ntp, apache2 postgresql:

sudo dpkg -1 sanba wi nbind ntp apache2 postgresq

()

sudo apt-get install nscd nslcd |Iibpamw nbind |ibpam krb5 |i bapache2-nod-
aut h- kerb php5 php5-pgsqgl php5-sybase php5-1dap |ibsasl 2- nodul es-1 dap
I i bsasl 2- nodul es-gssapi-mt krb5-user

sudo | dconfig

/etc/krb5.conf



[l'i bdefaul ts]
defaul t _real m = DEV. LOCAL
krb4_config = /etc/krb. conf
krb4_realns = /etc/krb.real ns
kdc_tinesync = 1
ccache_type 4
forwardable = true
proxi able = true
v4_instance_resol ve = fal se
v4_nane_convert = {

host = {
rcmd = host
ftp = ftp
}
plain = {
sonet hi ng = sonet hi ng- el se
}
}
fcc-mt-ticketflags = true
[ real ms]

DEV. LOCAL = {
kdc = dc. dev. | ocal
adm n_server = dc.dev. | ocal
defaul t _domai n = dev. | ocal
}
[ donmi n_r eal ni
.dev. | ocal = DEV.LOCAL
dev. | ocal = DEV.LOCAL
[1 ogin]
krb4_convert = true
krb4_get tickets = fal se

/etc/samba/smb.conf. - , :

[ gl obal ]

wor kgroup = DEV

real m = DEV. LOCAL

os level =0

invalid users = root

load printers = no

show add printer w zard = no
printcap name = /dev/nul

di sabl e spool ss = yes

dns proxy = no

security = ads

kerberos nethod = secrets and keytab
dedi cated keytab file = /etc/krb5. keytab
encrypt passwords = true

domai n | ogons = no

socket options = TCP_NODELAY

| ocal master = no

domai n naster = no

preferred master = no

idmap config * : range = 10000- 20000
idmap config * : backend = tdb

tenpl ate shell = /bin/bash

tenmpl ate homedir = /hone/ %/ %

wi nbi nd enum groups = yes

wi nbi nd enum users = yes

wi nbi nd use default domain = yes

wi nbind offline |logon = yes

wi nbind refresh tickets = yes

samba, /var/cache/samba/* /var/lib/samba/*



samba, :

t est parm

/etc/security/limits.conf.

letc/security/limits.conf

* - nofile 65536
root - nofile 65536

ulimt -n 65536

/etc/nsswitch.conf:

passwd: conpat wi nbi nd
group: conpat wi nbind
shadow: conpat

hosts: files dns
networks: files
protocols: db files
services: db files
ethers: db files

rpc: db files
netgroup: nis

/etc/pam.d/common-session.

session optional pam nkhomedir.so skel =/etc/skel/ umask=0077

sudo service sanba restart
sudo service winbind restart
sudo service ntp restart
sudo service nscd restart
sudo service nslcd restart

Astra Linux windows ( ):

sudo net ads join -U Adm nistrator

/etc/krb5.keytab.

sudo net ads keytab i st

letc/krb5.keytab:

sudo chnod 0644 /etc/krb5. keyt ab



sudo insserv -v /etc/init.d/ apache2
sudo insserv -v /etc/init.d/ samba

Postgresql :

chkconfig --1ist postgresql

sudo reboot

sudo servi ce sanba st atus

sudo service w nbind status
sudo service nscd status

sudo service nslcd status

sudo service apache2 status
sudo service postgresql status

sudo net ads testjoin

sudo whinfo —p

sudo wbi nfo -t

sudo whinfo —u

sudo getent passwd | grep DEV

Kerberos. tgt :

Kinit Adm nistrator
kli st
kdestr oy

Apache Postgresql Kerberos

letc/apache?2/sites-available/default.  Kerberos:

<Directory /var/ww >
Aut hType Ker ber os
Kr bSer vi ceNane host/ws3. dev. | ocal @EV. LOCAL
Kr b5Keyt ab /et c/ kr b5. keyt ab
Kr bMet hodK5Passwd of f
Kr bLocal User Mappi ng on
Kr bSaveCredential s on
Requi re valid-user
</Directory>

KrbServiceName, /etc/krb5.keytab.

net ads keytab Ii st

www-data, Apache, macdb



usernod -a -G shadow ww\ dat a

setfacl -d -mu:ww-data:r /etc/parsec/ macdb
setfacl -R -mu: wwdata:r /etc/parsec/ macdb
setfacl -mu:ww-data:rx /etc/parsec/ macdb
setfacl -mu:ww-data:r /etc/krb5. keyt ab

sudo pdpl -user -z donai n_user

Apache:

sudo service apache2 restart

[etc/postgresql/9.4/main/postgresqgl.conf.:

|isten_addresses = '*'
krb_server_keyfile = '/etc/krb5. keyt ab’'
krb_casei ns_users = of f

/etc/postgresql/9.4/main/pg_hba.conf:

local all all peer
host all all 192.168.1.0/24 gss

postgres, Postgresql, macdb

sudo usernod -a -G shadow post gres

sudo setfacl -d -mu:postgres:r /etc/parsec/ macdb
sudo setfacl -R -mu: postgres:r /etc/parsec/ macdb
sudo setfacl -mu:postgres:rx /etc/parsec/ macdb
sudo setfacl -mu:postgres:r /etc/krb5. keytab

Postgresql:

sudo service postgresqgl restart

dc

ws3,

sudo setspn -A postgres/ws3.dev.|local ws3

root ,

sudo usernod —e 1 root
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