® Astra Linux Special Edition .10015-01 ( 1.7)
¢ DD * Astra Linux Special Edition .10015-10 (, ).
* TAR ® Astra Linux Special Edition .10015-17

° ® Astra Linux Special Edition .10015-37 ( 7.7)
- ® Astra Linux Special Edition .10015-03 ( 7.6)
* Netcat (nc) ® Astra Linux Special Edition .10152-02 ( 4.7)
® SSH * Astra Linux Special Edition .10015-01 ( 1.6)
° ® Astra Linux Special Edition .10015-16 . 1
- ® Astra Linux Special Edition .10015-16 . 2
" GRUB * Astra Linux Special Edition .10265-01 ( 8.1)
" ® Astra Linux Common Edition 2.12 (, ).
® Netcat (nc)
® SSH
o]
* RSYNC

[e]

[e]
[e]

©  rsync.service
® |uckyBackup
o]

. Astra Linux Special Edition
,  Astra Linux:
® dd;
* tarn
®  rsync;
® JuckyBackup.

(:) BACULA. BACULA,

® .

@ , ( Astra Linux Special Edition - ).

dd
(L)
® ;
L]
, dd ,
( "" /dev/sdal) /media/not-sda-device/sda.bin:

sudo dd if=/dev/sdal of =/ nedi a/ not -sdal-devi ce/ sdal. bin bs=4096


https://www.gnu.org/software/coreutils/manual/html_node/dd-invocation.html
https://www.gnu.org/software/tar/manual/tar.html
https://wiki.astralinux.ru/display/doc/BACULA
https://wiki.astralinux.ru/display/doc/BACULA
https://wiki.astralinux.ru/display/doc/BACULA

of
bs

E.xt2/ Ext3/Ext4

tune2fs -1 /dev/sdal | grep Bl ock

/ dd

sudo dd if=/dev/sdal bs=4096 | sudo gzip > /medi a/ not - sdal- devi ce/ sdal. bi n
gz
( ' ’ ).

sudo dd if=/nmedi a/ nount poi nt/sdal. bi n of =/ dev/ sdal bs=4096

sudo gzip -dc /nedial/not-sdal-device/sdal.bin.gz | sudo dd of =/ dev/sdal
bs=4096

d ()

sudo nount -o | oop /media/ mount poi nt/sdal.bin /mt

TAR

tar

/backup.tar.gz ( ):

sudo tar --xattrs --acls -czf backup.tar.gz \
- -excl ude=/ proc --exclude=/|ost+found \
- -excl ude=/ backup. tar.gz \
--excl ude=/ mt \
--exclude=/sys \
- - excl ude=/ parsecfs \
/

--xattrs
--acls (POSIX Access Control Lists, ACL)
-czf

-Z- gzip
f- ( - backup.tar.gz)



--exclude

. /parsecfs/
L]

Jtmp

Ivar/lib/lsamba/private/msg.sock/
Ivarllib/samba/winbindd_privileged/pipe
Ivarllib/sss/pipes/

O O O O

@ -S (--sparse). " (sparse). ., , - "

o

() s / ;
O (, LiveCD) .

@ tar  Midnight Commander, Astra Linux.

tar , .
netcat (nc) tar.

Netcat (nc)

nc ,

@ . nc

nc netcat

sudo apt install netcat
(tar )

1. nc . (-) 1024 (-p1024) backup.tar.gz. , IP- -192.168.32.97.:

nc -1 -p 1024 > backup.tar.gz
2. tar . (stdout). Stdout (pipe, ™, "™ nc. nc ( IP- 192.168.32.97 1024).
-q0 Ll

tar -cvpz / | nc -q 0 192.168.32.97 1024

SSH

SSH. SSH

sudo tar -cvpz / | ssh 192.168.32.97 "( cat > ssh_backup.tar.gz )"


https://wiki.astralinux.ru/display/doc/SSH
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B7%D1%80%D0%B5%D0%B6%D1%91%D0%BD%D0%BD%D1%8B%D0%B9_%D1%84%D0%B0%D0%B9%D0%BB

® tar (stdout);
° ssh;
® ssh ;

echo 1 | sudo tee /parsecfs/unsecure_setxattr

sudo /usr/shbin/execaps -c 0x1000 -- tar --xattrs --xattrs-include=security.
{PDPL, AUDI T, DEF_AUDI T} --acls -xzf backup.tar.gz -C/

echo 0 | sudo tee /parsecfs/unsecure_setxattr

/

echo 1 | sudo tee /parsecfs/unsecure_setxattr , Iparsecfs/unsecure_setxattr 1, PARSEC_CAP_UNSAFE_SETXATTR (.).
/usr/bin/execaps -c 0x1000 s PARSEC_CAP_UNSAFE_SETXATTR, - /parsecfs/unsecure_setxattr 1.
tar L PARSEC_CAP_UNSAFE_SETXATTR

--xattrs

--xattrs-include=security {PDPL,AUDIT,DEF_AUDIT}

--acls (POSIX Access Control Lists, ACL)
-xzf

.X -

-Z- gunzip

f- ( backup.tar.gz)
-C/ , "m.

",

echo 0 | sudo tee /parsecfs/unsecure_setxattr PARSEC_CAP_UNSAFE_SETXATTR ( Astra Linux Special Edition ).

@ ., (, , LiveCD),

--numeric-owner, /

GRUB



r

@ tar rsync grub. :

/mnt
® dpkg-reconfigure grub-pc,
sudo -s

for f in dev dev/pts proc sys ; do nount --bind /$f /mt/$f

chroot /mt
dpkg-reconfi gure grub-pc

;. done

exit
exi t
0 letc/fstab, .  UUID,
sudo bl ki d
Netcat (nc)
1., nc. 1024  tar . tar (stdin) (f ). -Cltmp , (/tmp). :

nc -1 1024 | tar -xvpzf - -C/tnp
2., - nc 10.0.2.2 1024.:

cat backup.tar.gz | nc -q 0 10.0.2.2 1024

SSH
cat ssh_backup.tar.gz | ssh 10.0.2.2 "tar -xvpzf - -C/tnp"
RSYNC
rsync rsync rsync.service,
tar, :
(, git subversion, luckyBackup, LXC),

rsync.service ,
rsync.service, SSH.



https://wiki.astralinux.ru/download/attachments/41191598/tar_xattr_check-2.sh?version=1&modificationDate=1548071723924&api=v2
https://wiki.astralinux.ru/pages/viewpage.action?pageId=158608412

tar, /backup:

sudo /usr/sbin/execaps -c 0x1000 -- sudo rsync -a --xattrs --acls --exclude=

[ proc --exclude=/Iost+found --exclude=/backup --exclude=/mt --exclude=/sys
--excl ude=/ parsecfs / /backup

-a

-t -
.g -
.0 -
-D-

--xattrs

-X

--acls (POSIX Access Control Lists, ACL)

-A

--exclude .,

/ (-)

/backup

SRC DST, SRC SUB (.. SRC/SUBY/)

cp cp -a SRC DST cp -a SRC/DST : DST/SRC/SUB.

rsync -a SRC DST DST/SRC/SUB
rsync -a SRC/ DST DST/SUB.

( - ssh host.astradomain.ru admin ~admin/backup/):

sudo rsync -a --exclude=/proc --exclude=/|ost+found --exclude=/mt --
excl ude=/sys/ / adm n@ost. astradomrai n. ru: backup

, rsync.service - , ssh.
, SSH.

(D . admin -,

G} ) . Ext4 () . Ext2/Ext3 user_xattr.




sudo rsync -a --X --A --exclude=/proc --exclude=/1ost+found --exclude=/ mt
--excl ude=/sys --exclude=/parsecfs -M --fake-super / / adm n@ost.
ast radonmai n. r u: backup

--xattrs --acls ( -X -A), -M, . --fake-super, (extended attributes) . .. rsync ( / ,,rync , ), - , rsync,

1 rsync , rsync --rsync-path="rsync --fake-super" --rsync-path="sudo rsync --fake-super". -M --fake-super , sudo
rsync ,  ssh.

@ Astra Linux Special Edition PARSEC_CAP_UNSAFE_SETXATTR rsync.

o ( , . tar):

echo 1 | sudo tee /parsecfs/unsecure_setxattr
[ usr/shin/ execaps -c 0x1000 -- sudo rsync -a --xattrs --acls /backup/ /
echo 0 | sudo tee /parsecfs/unsecure_setxattr

, --fake-super

sudo rsync -a --X --A -M --fake-super / adm n@ost. astradomai n. ru: backup /

rsync.service

@ . rsyncd (rsync.service) __,

[

SSH rsync.service.
rsync.service :

, frsync.service , ;
* G, sshy;

Bacula (. )
rsync.service :

1. , /etc/default/rsync
RSYNC_ENABLE=false

RSYNC_ENABLE=true

2. /etc/rsyncd.conf, :


https://wiki.astralinux.ru/download/attachments/41191598/rsync_xattr_check-1.sh?version=1&modificationDate=1548071723910&api=v2

@ max connections = 10
exclude = lost+found/ /tmp/
dont compress = *.gz *.tgz *.zip *.z *.Z *.rpm *.deb *.bz *.rar *.7z *.mp3 *.jpg
[datal]
path = /datal/
comment = Public folders
read only = yes
list = yes
auth users = rsync_d1
secrets file = /etc/rsyncd.scrt
hosts allow = localhost 192.168.32.96 192.168.32.97
hosts deny = *

max connections = 10
exclude = lost+found/ /tmp/ ,
dont compress = *.gz *.tgz *.zip *.z *.Z *.rpm *.deb *.bz *.rar *.7z * mp3 *.jpg =, ()
[datal] ()
path = /datal/
comment = Public folders
read only = yes
list =yes
auth users = userl user2
secrets file = /etc/rsyncd.scrt
hosts allow = localhost 192.168.32.96 192.168.32.97 ,

hosts deny = * ,

rsync.service

3. (- letc/rsyncd.scrt):

@ userl:passwordl
user2:password2
backup:password3

sudo chnod 600 /etc/rsyncd. scrt

sudo systenct| start rsync

5 rsync , SSH, - "",, rsync:

sudo rsync -a userl@ost.astradomain.ru::datal /tnp/

luckyBackup


https://download.samba.org/pub/rsync/rsyncd.conf.html

rsync.
, (- synaptic)

apt install |uckybackup

m e lyckyBackup ().
("Settings™ - "Language”):

% luckyBackup _ A x

Profile  Task Help

r Toolbars > : —

|default v | [ W -] Dynq‘ @ Run |

B Longuage > [GRRPNI —

# include Yz A D sitcen CIMCBK CBC 33aa4N Task

() 3Bosanski
) acatala e

() scedtina ‘ﬁm‘

() 6Deutsch —

(} 7 BNy | /" M3MeHABaHe ‘

() 8English —

() 9angla L ”f

() 10Espafiol

Qn

) 12 Frangais

() 13English

() 141taliano

() 15Nederlands

() 16Norsk

() 17 Polski

() 18 Portugués (Brasil)

C

) 19 Romanian

() 21 Slovenéina

() 22slovenitina

() 23Svenska

# O 2aTiirkee Information window
O 25
: Welcome to luckyBackup, admin )
() 2600(00)

loading default profile ...
profile default loaded successfully !!

The task list is empty

Use the "add" button on the right to get started

rsync,
. rsync;
¢ (dry-run,™)

@ luckyBackup PARSEC_CAP_UNSAFE_SETXATTR.

luckyBackup


https://wiki.astralinux.ru/pages/viewpage.action?pageId=27362363

i luckyBackup

Mpo¢uas  3agaua  Hacrpoiika  Cripaska

MR R K NOR-Y

default

® Bnounte

loading default profile ...

profile default loaded successfully !!

The task list is empty

Use the "add" button on the right to get started

O @ rea | @ Bunontums |

Cnucok sapau

4 Napamerpei 3agaun

3agaua
| 9 foGasurs |
= Ypanute |

/5 vamerie |

¥

Hassanue: ||
BeeauTe Ha3BaHMe 33/3uM (HANPUMEp, "Pe3epaHOe KONUPOBaHUeE JOMALUHETO KaTanora’)
TUR: | Pe38Poman xormn viciwsmma smy 1 pr rasmascrn
VicTounmi: [
HazHaueHue: 4
[ HE cosaasate BnoxetHoro katanora Peseparbix komvid: | 1 O
@ PacnpeHbiii | @ Npoeeputs oK | ® OtmeHa
Wnopmaunn

Welcome to luckyBaekup, admin :-)

Ay Napamerpei

i luckyBackup

Mpo¢uas  3agaua  Hacrpoiika  Cripaska

HaxX e@®

| default >

@ Bnounte

loading default profile ...

profile default loaded successfully !

The task list is empty

Use the "add" button on the right to get started

- 8 X
O & rea | & Bunontums |
Cnucok sapau 3agaua
| & Ro6asaTe |
NapameTpei 3agaun o x
= Ypanute |
Hassauwe: S et |
Tv: | Pe3epeHan KONNA VICTOUHNK BHYTPM HasHaueHuA v .
‘ ¥ B
WcTounmk: [
HazHaueHue: |
Onucanve  WCKIKOUUTE | BKAKOUATE | YAaNEeHHOe NOAKNUeHne Ony < >
[ HE cosaasate BnOXeHHOrO KaTanora Peseperbix konvii: | 1 O
@ Nposeputs | ok | ® Otmera

A Napamerpe:

@ B 1148



3.

i
4 Napamerpei 3agaum

HasBaHue:

Tun: | Pe3epexas KoNUA MCTOUHIKA BHYTPU Ha3HaueHNs
VicTounmi:
HasHaueHme:

OnucaHMe | UCkAKUUTE | BRAKYUTE

YZangHHoe noaknkyeHne | Onuun

TaKske BEINONHUTL

| wasnows |

(M) CoxparsTs BAagensUa n AaTHl
CoxparATL npasa
COXPaHATL CUMBONMYECKVE CChikM

CoxpamsiTL daiinkl yeTpoiice,
cneyuankHuie daiink

[[] CoxpansTe xecTiune ccbiaku

[[] Mcnone3ogate uncnossie ID

(M| YaansTe oTcyTcTRyIoWMe daiinb
[} PekypcuaHo B noakatanorax
) Mponyckars Hoesle daiine!

[[] Wrnopwposars daiinsl kak CVS
[[] HasHauenme - pazgen FAT/NTFS

[C] Attempt super-user activities

3apaHHsIe NoNs30BaTENEM

[ HE co3aasath BnoXetHoro katanora

& Npocroii

:bash —Tep.. ﬁ)lucl\yﬂacl\up

--xattrs --acls):
e
s | ) T

O | Takxe sunonme

Peseperbix konmii: |1 O

@ nposepury ok || % omena

Ay napamerpe: .

Watnors:

Sagane nonssosarenem

e

Crcok gomomHTERE X oML Sy

5 HE cosaears snoxeroro karanora

@ npocroit

Napamerpe:

 AoGaeure

Viawerure
+ ssepc

& 8

Pesepmmenckomuii: 1 O

@ nposepure. 70K || X Ommena

grep <__> /etc/passwd

® FreelPA - web- FreelPA



i pa user-show <__>

® ALD- fly-admin-ald-server

FreelPA - /home;
ALD - /ald_home;

Astra Linux Special Edition  Astra Linux Special Edition
Astra Linux Special Edition ALD - /ald_export_home.

FreelPA - /home/.pdp;
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