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web-
© web- Mozilla Firefox
© web- Konqueror

Kerberos web- apache2 FreelPA ALD. web-, Kerberos. :

1. :ipadomain0.ru;

2.
a. :ipa0.ipadomain0.ru;
3. Web-:
a. web- , ;
b. :web.ipadomainO.ru
web- , web- . web- , . web- curl, web-

web- Astra Linux apache2. apache2 ,
@ Astra Linux Special Edition:
, Astra Linux Special Edition ( SSH), ,

apache2 :

systentt| start apache2
systentt| enabl e apache2

apache2 ,

sudo apt install apache2

Kerberos apache2 Astra Linux

¢ libapache2-mod-auth-gssapi - ;
® libapache2-mod-auth-kerb -

® (libapache2-mod-auth-gssapi):

sudo apt install |ibapache2-nod-auth-gssapi

® (libapache2-mod-auth-kerb):

sudo apt install |ibapache2-nond-auth-kerb

®
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@ () FreelPA apache2 , Kerberos

apache2

web-,  apache2,

1. /etc/apache?2/sites-available/auth-kerberos.conf :
® . libapache2-mod-auth-gssapi:

<Virtual Host *:80>
Server Admi n webnmast er @ ocal host
Docurnent Root /var/ ww
ErrorLog ${APACHE LOG DIR}/error.|og
Cust onLog ${ APACHE_LOG DI R}/ access. | og conbi ned
<Directory /var/ww>
Aut hType GSSAPI
Aut hNane "test"
#Cssapi Basi cAuth On
Gssapi CredStore keytab: < >

# 3 ( web- Ker ber os )
#Gssapi UseSessi ons On
#Sessi on On

#Sessi onCooki eNanme nyapp_web_gssapi _sessi on path=/ny_url; httponly; secure;
Requi re valid-user
</Directory>
</ Vi rtual Host >

web- apache2;

® . libapache2-mod-auth-kerb:

<Virtual Host *:80>
Server Adm n webmast er @ ocal host
Docunent Root /var/ww/ htm /
ErrorLog ${APACHE LOG DI R}/error.|og
Cust onLog ${ APACHE_LOG DI R}/ access. | og conbi ned
<Directory /var/ww htm />
Aut hType Ker ber os

# (realm -

Kr bAut hReal ns <_>

# o,

KrbServi ceNane HTTP/ <___ >
#

Kr b5Keyt ab / et c/ apache2/ keyt ab
Kr bMet hodNegot i ate on
Kr bMet hodK5Passwd  of f
require valid-user
KrbSaveCredential s on
</Directory>
</ Vi rt ual Host >

KrbMethodK5Passwd: on, web- Kerberos. web-;
2. web-, apache2:

sudo a2di ssite 000-default.conf
3. web-:
sudo a2ensite auth-kerberos

4.  Ivar/www/html/auth-kerberos web-:


https://wiki.astralinux.ru/pages/viewpage.action?pageId=27362143

sudo nkdir /var/ww/ htm /aut h- ker ber os

5. Ivarlwww/html/auth-kerberos /var/www/html/auth-kerberos/index.html web-:

<htm >

<body>

<div style="wi dth: 100% font-size: 40px; font-weight: bold; text-align: center;">
Ker ber os.

</ di v>

</ body>

</htm >

6. web-  /etc/apache2/apache2.conf :

AddDef aul t Charset UTF-8

7. Astra Linux Special Edition: /etc/apache2/apache2.conf AstraMode off:

AstraMode of f

Kerberos FreelPA

. a.
Kinit adm n
b.
i pa service-add HITP/ <__ web->
2. Web-:a.
sudo kinit admin
b.
sudo i pa-getkeytab -s ipa0O.ipadomai nO0.ru -k /etc/apache2/ keytab -p
HTTP/ * host nane’
c.
sudo chown ww\ dat a: ww dat a / et ¢/ apache2/ keyt ab
3. apache2:

sudo systemctl restart apache2

Kerberos ALD

ALD , FreelPA, . ALD



al d-admi n service-add HITP/ < web->
al d-adm n sgroup-svc-add HTTP/ < web-> --sgroup=mac

2. web- :

keyt ab="/ et c/ apache2/ keyt ab"

al d-cli ent update-svc-keytab HTTP/ "~ hostnane”™ --ktfil e="3$keyt ab"
chown www« dat a " $keyt ab”

chrmod 644 " $keyt ab"

3. apache2:

sudo systemctl restart apache2

apache2 http://<___web->. curl. , Kerberos Kerberos, KRB5CCNAME. , KRB5CCNAME .

1.
a. web- :

curl http:// hostnane’ /auth-kerberos

<! DOCTYPE HTM. PUBLIC "-//1ETF//DTD HTM. 2.0//EN'>
<ht m ><head>

<title>401 Unaut horized</title>

</ head><body>

<h1>Unaut hori zed</ h1>

<p>Thi s server could not verify that you

are aut horized to access the docunent

requested. Either you supplied the wong
credentials (e.g., bad password), or your

browser doesn't understand how to supply

the credential s required. </p>

<hr >

<addr ess>Apache/ 2. 4. 46 (Debi an) Server at web.i padomai nO.ru Port
80</ addr ess>

</ body></htm >

b. Kerberos:
kdestr oy
c. Kerberos:

curl --negotiate -u : http:// hostnanme’/auth-kerberos/

<! DOCTYPE HTM. PUBLIC "-//1ETF//DTD HTM. 2.0//EN'>
<ht m ><head>

<title>401 Unaut hori zed</title>

</ head><body>

<hl1>Unaut hori zed</ h1>

<p>Thi s server could not verify that you



are authorized to access the docunent

requested. Either you supplied the wong

credentials (e.g., bad password), or your

browser doesn't understand how to supply

the credentials required. </ p>

<hr >

<addr ess>Apache/ 2. 4. 46 (Debi an) Server at web.i padomai nO.ru Port
80</ addr ess>

</ body></ ht nl >

a. Kerberos:
kinit adm n
b. , KRB5CCNAME

echo $KRB5CCNANME

KEYRI NG per si st ent: 67200

( Kerberos)

FI LE: / t np/ kr b5cc_1000

klist:  klist

i
Kli st

Ti cket cache: KEYRI NG persi stent: 1000: 1000
Default principal: adm n@ PADOVAI NO. RU

Valid starting Expi res Servi ce principal
03.11.2021 11:26:24 04.11.2021 11:26:22 Kkrbtgt/| PADOVAI NO.
RU@ PADOMAI NO. RU

export KRBS5CCNAME=KEYRI NG per si st ent: 1000: 1000

c. Kerberos:

curl --negotiate -u : http:// hostname’/auth-kerberos/

<htm >
<body>
<div style="width: 100% font-size: 40px; font-weight: bold; text-
align: center;">
Ker ber os.

</ di v>
</ body>
</htm >



web-

web-, ,web- negotiate.

web- Mozilla Firefox

web- Mozilla Firefox , about:config, negotiate.

net wor k. negoti ate-auth.trusted-uris

, , http- https-, , ,:

http://, https://

Mozilla Firefox

net wor k. negot i at e- aut h. del egation-uris

. KRB5CCNAME. , php

put env( " KRBSCCNAME=". $_SERVER[ ' KRB5CCNAME' ] ) ;

web- Konqueror

Konqueror
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