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bsign;
binutils;
9zip;
Izma,;
bzip2;
gnupg.

sudo apt install bsign binutils gzip | zma bzi p2 gnupg

wN e

sudo gpg --inport secret_key. key

sudo gpg --list-secret-keys

sudo.
sign-deb.sh. web- sign-deb16.sh.

key_id="<_>"
pass_file="< >"

sudo ./sign-debl6.sh /root/pkg /root/pkg_sign


https://nextcloud.astralinux.ru/s/Q6nf9mS2tyC5pJg

sign-deb16.sh

#1/ bi n/ bash
SN
key_id=""

pass_file=""

DI R_BI N=$1

DI R_SI GNED=$2
SN

TMVP_DI R=$DI R_SI GNEDY t np$$

if [ -z$DRBIN] ; then
echo "Specify original directory as first argument."
exit 1

fi

if [ -z$DDR.SIGNED ] ; then
echo "Specify destination directory as second argunent."
exit 1

fi

if [ ! -e $DDRBIN] ; then
echo "Original directory $DIR BI N doesn't exist."
exit 1

fi

l'i st_of _packages="find $DIR BIN -type f -nane "*.deb""
l'ist_of _udebs="find $DIR BIN -type f -nanme "*.udeb""

for i in $list_of_packages ; do
pack_name="echo $i | awk '{sub(/".+\//,"",$0) ; a=$0; print a}'"
echo "Unpacki ng $pack_nane"
nkdir -p $TMP_DI R/ {control, dat a}
cp $i $TMP_DIR
pushd $TMP_DI R &>/ dev/ nul |
fakeroot ar x $pack_nane
SI GN_LOG=${ DI R_SI GNED}/ ${ pack_nane}. | og
# Definig archives type
data_arch_type="Is data.tar* | cut -d'.' -f3°
control _arch_type="Is control.tar* | cut -d."' -f3°
popd &>/ dev/ null
# Unpack data archive
pushd $TMP_DI R/ data &>/ dev/ nul |
case $data_arch_type in
92)
fakeroot tar --sane-permnissions --sane-owner -xzf ../data.tar.gz

bz2)

fakeroot tar --sane-pernissions --same-owner -xjf ../data.tar.bz2

| zma)

fakeroot tar --sane-permi ssions --same-owner --lzma -xf ../data.tar.
XZz)

fakeroot tar --sane-perm ssions --sanme-owner -xJf ../data.tar.xz

esac
popd &>/ dev/ null

# Unpack control archive
pushd $TMP_DI R/ control &>/dev/null
case $control _arch_type in
gz)
fakeroot tar --same-pernissions --sane-owner -xzf ../control.tar.gz
bz2)
fakeroot tar --sane-pernissions --sane-owner -xjf ../control.tar.bz2



| zma)
fakeroot tar --sane-permi ssions --same-owner --lzma -xf ../control.tar.|zma
XZ)
fakeroot tar --sane-pernissions --sanme-owner -xJf ../control.tar.xz
esac
popd &>/ dev/ nul |

# Sign files
pushd $TMP_DI R/ data &> /dev/null
list="find . -type f°
for filein $list ; do
elf="file $file | cut -d: -f2 | awk -F ' "{print $1}'"°
if [ $elf = "ELF" ]; then
#if [ "$(file $file | grep ELF)" ];then
oldstat="stat -c % $file’
bsign -N -s --pgoptions="--batch --pinentry-node=l oopback --passphrase-file=$pass_file --default-
key=$key_id" $file
bsign -w $file
newstat="stat -c % $file’
[ $newstat != $oldstat ] & echo "BSIGN_CHVOD ERROR in $file" >> ${SIGN LOG 2>&1
el se
echo "$file not ELF"
fi
done
popd &> /dev/null

# Counting nd5suns

pushd $TMP_DI R/ control &>/dev/null

if [ -e ./md5sums ] ; then
fil enanes="cat nd5Ssuns | awk -F ' '{print $2}'°
popd &>/ dev/ null
pushd $TMP_DI R/ data &> /dev/nul |
for j in $filenames
do

echo "nd5sum $j° >> $TMP_DI R/ control / md5suns. new

done
sed -e '"s/\ /\ \ /g $TMP_DI R/ control/nmd5suns. new > $TMP_DI R/ cont r ol / nd5suns. new_nod
popd &> /dev/null
mv -f $TMP_DI R/ control / mi5suns. new_nod $TMP_DI R/ control / md5sunms &> /dev/ nul |
rm-f $TMP_DI R/ control / nd5suns. new &> /dev/ nul |

fi

# Packing back in deb

pushd $TMP_DI R/ data &> /dev/null

case $data_arch_type in
gz)
fakeroot tar --sane-permnissions --same-owner -czf ../data.tar.gz .
bz2)
fakeroot tar --sane-perm ssions --sanme-owner -cjf ../data.tar.bz2 .
| zma)
fakeroot tar --sane-perm ssions --same-owner --lzma -cf ../data.tar.lzm .
XZ)
fakeroot tar --sane-perm ssions --same-owner -cJf ../data.tar.xz .

esac
popd &> /dev/null

pushd $TMP_DI R/ control &> /dev/null
case $control _arch_type in
gz)
fakeroot tar --sanme-pernissions --same-owner -czvf ../control.tar.gz .
bz?2)
fakeroot tar --sane-pernissions --same-owner -cjvf ../control.tar.bz2 .



| zma)

fakeroot tar --sane-perm ssions --sanme-owner --lzma -cvf

XZz)

../control.tar.lzma .

fakeroot tar --sane-perm ssions --same-owner -cJvf ../control.tar.xz .

esac
popd &> /dev/null
pushd $TMP_DI R &> /dev/ nul |

fakeroot ar rcs $TMP_DI R/ $pack_nanme debi an-bi nary control .tar. $control _arch_type data.

tar.$data_arch_type & /dev/null

cp ${pack_nanme} $DI R _SI GNED/ ${ pack_nane% deb} _si gned. deb &> /dev/ null
echo "Creating $D R_SI GNEDY ${ pack_nanme% deb} _si gned. deb"

popd &> /dev/null
rm-rf $TMP_DIR &> /dev/null
done

for j in $list_of_udebs ; do
cp $j $DIR_SI GNED
done

echo "done"
exit O

, Astra Linux Special Edition 1.5

G} ., Astra Linux Special Edition 1.5 ,

Astra Linux Special Edition .10015.01 1.4

sudo.

sudo gpg --inport key_for_signing. key

root. - ,

sign_deb.sh

#!/ bi n/ bash

key_i d="00000000"
pass_file="/root/key_password. txt"

DI R Bl N=$1
DI R_SI GNED=$2

TMP_DI R=$DI R_SI GNED/ t np$$
SI GN_LOG=si gn. | og

if [ -z$DDRBIN] ; then

astra-di gsi g- ol dkeys.

echo "Specify original directory as first argument.”

exit 1
fi

if [ -z$DIR.SIGNED ] ; then

echo "Specify destination directory as second argunent."”

exit 1
fi

if [ ! -e $DDRBIN] ; then

echo "Original directory $DIR BI N doesn't exist."

exit 1

/ etc/digsiglkeys/|egacy/ keys/

1.5



fi

l'i st _of _packages="find $DIR BIN -type f -nane "*.deb""
list_of _udebs="find $DIR BIN -type f -nane "*.udeb""

for i in $list_of_packages ; do
pack_name="echo $i | awk '{sub(/".+\//,"",$0) ; a=$0; print a}'"’
echo "Unpacki ng $pack_nane"
nkdir -p $TMP_DI R/ {control, dat a}
cp $i $TMP_DIR
pushd $TMP_DI R &>/ dev/ nul
ar x $pack_nane
SI GN_LOG=${ DI R_SI GNED} / ${ pack_nane}. | og
# Definig archives type
data_arch_type="Is data.tar* | cut -d'.' -f3°
control _arch_type="ls control.tar* | cut -d'.' -f3°
popd &>/ dev/ nul
# Unpack data archive
pushd $TMP_DI R/ data &>/ dev/ nul |
case $data_arch_type in
gz)
tar --same-pernissions --sane-owner -xzf ../data.tar.gz
bz?2)
tar --sane-perm ssions --sanme-owner -xjf ../data.tar.bz2
| zma)
tar --sane-perm ssions --sanme-owner --lzma -xf ../data.tar.|lzna
XZ)
tar --sane-perm ssions --sane-owner -xJf ../data.tar.xz
esac
popd &>/ dev/ nul

# Unpack control archive

pushd $TMP_DI R/ control &>/ dev/ nul

case $control _arch_type in
gz)
tar --same-pernissions --sane-owner -xzf ../control.tar.gz
bz2)
tar --sane-perm ssions --same-owner -xjf ../control.tar.bz2
| zma)
tar --sane-perm ssions --sanme-owner --lzma -xf ../control.tar.lzm
XZ)
tar --sanme-perm ssions --sanme-owner -xJf ../control.tar.xz

esac

popd &>/ dev/ nul

# Sign files
pushd $TMP_DI R/ data &> /dev/null
list="find . -type f°
for filein $list ; do
elf="file $file | cut -d: -f2 | awk -F ' "{print $1}'°
if [ $elf = "ELF" ]; then
#if [ "$(file $file | grep ELF)" ];then
oldstat="stat -c % $file’
bsign -N -s --pgoptions="--defaul t-key=$key_id --passphrase-file=$pass_file" $file
bsign -w $file
newstat="stat -c % $file’
[ $newstat != $oldstat ] & echo "BSI GN_ CHMOD ERROR in $file" >> ${SIGN_LOG 2>&1
el se
echo "$file not ELF"
f
done
popd &> /dev/ nul



# Counting nd5sumns

pushd $TMP_DI R/ control &>/dev/null

if [ -e ./md5sunms ] ; then
filenanes="cat md5suns | awk -F ' ‘{print $2}'°
popd &>/ dev/ nul
pushd $TMP_DI R/ data &> /dev/null
for j in $filenames
do

echo "nd5sum $j° >> $TMP_DI R/ control / nd5sums. new

done
sed -e "s/\ /\ \ /g $TMP_DI R/ control/nmd5suns. new > $TMP_DI R/ cont r ol / nd5suns. new_nod
popd &> /dev/ nul
mv -f $TMP_DI R/ control / nd5suns. new_nod $TMP_DI R/ control / nd5suns &> /dev/ nul
rm-f $TMP_DI R/ control /md5suns. new &> /dev/nul |

f

# Packing back in deb

pushd $TMP_DI R/ data &> /dev/ nul

case $data_arch_type in
92)
tar --sanme-pernmissions --sane-owner -czf ../data.tar.gz
bz?2)
tar --sanme-pernissions --sane-owner -cjf ../data.tar.bz2
| zma)
tar --same-pernissions --sane-owner --lznma -cf ../data.tar.|zma
XZ)
tar --sane-perm ssions --sanme-owner -cJf ../data.tar.xz

esac

popd &> /dev/ nul

pushd $TMP_DI R/ control &> /dev/ nul
case $control _arch_type in
gz)
tar --sane-perm ssions --sanme-owner -czvf ../control.tar.gz
bz?2)
tar --sane-perm ssions --sanme-owner -cjvf ../control.tar.bz2
| zma)
tar --sane-perm ssions --sanme-owner --lzma -cvf ../control.tar.lzm
XZ)
tar --sane-perm ssions --sanme-owner -cJvf ../control.tar.xz
esac
popd &> /dev/ nul
pushd $TMP_DI R &> /dev/ nul
ar rcs $TMP_DI R/ $pack_nane debi an-binary control.tar.$control _arch_type data.tar.$data_arch_type & /dev
/ nul
cp ${pack_nanme} $DI R _SI GNED ${ pack_nanme% deb} _si gned. deb &> /dev/ nul
echo "Creating $DI R_SI GNEDY ${ pack_nane% deb} _si gned. deb"
popd &> /dev/ nul
rm-rf $TMP_DIR &> /dev/nul
done

for j in $list_of_udebs ; do
cp $j $DIR_SI GNED
done

echo "Sign done"



key_id="000000"
pass_file="/root/key_password.txt"

00000 |, , Iroot/key_password.txt .,
gpg --list-keys

sign-deb_package.sh

Astra Linux Special Edition .10015-01 1.5,

sudo.
sudo gpg --inport key_for_signing. key

key_for_signing.key — .

root. Ca ,

sign-deb.sh

#!/ bi n/ bash

key_i d="00000000"
pass_file="/root/key_password.txt"

DI R Bl N=$1
DI R_SI GNED=$2

TMP_DI R=$DI R_SI GNEDY t np$$
SI GN_LOG=si gn. | og

if [ -z$DRBIN] ; then
echo "Specify original directory as first argument.”
exit 1

fi

if [ -z$DRSIGNED ] ; then
echo "Specify destination directory as second argunent."”
exit 1

fi

if [! -e $SDDRBIN] ; then
echo "Original directory $DIR BI N doesn't exist."
exit 1

fi

list_of _packages="find $DIR BIN -type f -nanme "*.deb""
list_of _udebs="find $DIR BIN -type f -nane "*.udeb""

for i in $list_of_packages ; do
pack_name="echo $i | awk '{sub(/".+\//,"",$0) ; a=$0; print a}'"
echo "Unpacki ng $pack_nane"
nkdir -p $TMP_DI R/ {control, dat a}
cp $i $TWP_DIR
pushd $TMP_DI R &>/ dev/ nul |
ar x $pack_name
SI GN_LOG=${ DI R_SI GNED} / ${ pack_nane}. | og
# Definig archives type
data_arch_type="Is data.tar* | cut -d'.' -f3°
control _arch_type="Is control.tar* | cut -d'.' -f3°
popd &>/ dev/ nul |
# Unpack data archive
pushd $TMP_DI R/ data &>/ dev/ nul |
case $data_arch_type in
gz)
tar --same-pernissions --sane-owner -xzf ../data.tar.gz


https://wiki.astralinux.ru/download/attachments/1998873/sign-deb_package.sh?version=1&modificationDate=1562316448580&api=v2

bz?2)
tar --sane-perm ssions --sanme-owner -xjf ../data.tar.bz2
| zma)
tar --sanme-perm ssions --sanme-owner --lzma -xf ../data.tar.|lznma
XZ)
tar --sane-perm ssions --sanme-owner -xJf ../data.tar.xz
esac
popd &>/ dev/ nul

# Unpack control archive

pushd $TMP_DI R/ control &>/dev/null

case $control _arch_type in
92)
tar --sane-pernmissions --sane-owner -xzf ../control.tar.gz
bz?2)
tar --sanme-pernissions --sane-owner -xjf ../control.tar.bz2
| zma)
tar --sanme-perm ssions --sane-owner --lzma -xf ../control.tar.lzma
XZ)
tar --same-pernissions --sane-owner -xJf ../control.tar.xz

esac

popd &>/ dev/ nul

# Sign files
pushd $TMP_DI R/ data &> /dev/nul |
list="find . -type f°
for filein $list ; do
elf="file $file | cut -d: -f2 | awk -F ' '{print $1}'"
if [ $elf = "ELF" ]; then
#if [ "$(file $file | grep ELF)" ];then
oldstat="stat -c % $file’
bsign -9 -N -s --pgoptions="--defaul t-key=$key_id --passphrase-file=$pass_file" $file
bsign -w $file
newstat="stat -c % $file’
[ $newstat != $oldstat ] && echo "BSI GN_CHMOD ERROR in $file" >> ${SIGN_LOG 2>&1
el se
echo "$file not ELF"
f
done
popd &> /dev/ nul

# Counting nd5suns

pushd $TMP_DI R/ control &>/ dev/ nul

if [ -e ./md5suns ] ; then
filenanes="cat md5suns | awk -F ' '{print $2}'°
popd &>/ dev/ nul
pushd $TMP_DI R/ data &> /dev/null
for j in $filenanes
do

echo "nd5sum $j° >> $TMP_DI R/ control / md5suns. new

done
sed -e "s/\ /\ \ /g $TMP_DI R/ control/md5suns. new > $TMP_DI R/ control / nd5suns. new_nod
popd &> /dev/ nul
nmv -f $TMP_DI R/ control / mi5suns. new_nod $TMP_DI R/ control / nd5suns &> /dev/ nul
rm-f $TMP_DI R/ control / md5suns. new &> /dev/ nul

f

# Packi ng back in deb
pushd $TMP_DI R/ data &> /dev/ nul
case $data_arch_type in
gz)
tar --same-pernissions --sane-owner -czf ../data.tar.gz



bz2)
tar --sanme-perm ssions --sane-owner -cjf ../data.tar.bz2
| zma)
tar --same-pernissions --sane-owner --lzma -cf ../data.tar.lzma
XZ)
tar --same-pernissions --sane-owner -cJf ../data.tar.xz
esac
popd &> /dev/nul

pushd $TMP_DI R/ control &> /dev/null
case $control _arch_type in
gz)
tar --sane-perm ssions --same-owner -czvf ../control.tar.gz
bz?2)
tar --sane-perm ssions --sanme-owner -cjvf ../control.tar.bz2
| zma)
tar --sane-perm ssions --sanme-owner --lzma -cvf ../control.tar.lzm
XZ)
tar --sane-perm ssions --sane-owner -cJvf ../control.tar.xz
esac
popd &> /dev/ nul
pushd $TMP_DI R &> /dev/ nul
ar rcs $TMP_DI R/ $pack_name debi an-binary control.tar.$control _arch_type data.tar.$data_arch_type & /dev
/ nul
cp ${pack_narme} $DI R_SI GNED ${ pack_name% deb} _si gned. deb &> /dev/ nul
echo "Creating $D R_SI GNED/ ${ pack_nanme% deb} _si gned. deb"
popd &> /dev/ nul
rm-rf $TMP_DIR &> /dev/null
done

for j in $list_of_udebs ; do
cp $j $DI R _SI GNED

done

echo "Sign done"

key_id="000000"
pass_file="/root/key_password.txt"

00000 , , Iroot/key_password.txt - .o,

gpg --list-keys

GPG

GnuPG
The internals of an OpenPGP key


http://blog.regolit.com/2013/03/06/understanding-gnupg
http://blog.dest-unreach.be/2009/04/13/the-internals-of-a-gpgpgp-key
http://www.phildev.net/pgp/gpgsigning.html
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