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sudo apt install exi mi-daenon-heavy dovecot-i mapd dovecot - gssapi

® exim4-daemon-heavy — (MTA) — Exim4 ;
® dovecot-imapd — (MDA) — Dovecot;
® dovecot-gssapi — GSSAPI- MDA Dovecot;

Dovecot

dovecot /etc/dovecot/conf.d/10-master.conf. "service auth”

uni x_l i stener auth-client {
node = 0600
user = Debi an-exi m

(@

#defaul t _process_limt = 100
#default _client_limt = 1000

# Default VSZ (virtual nenory size) linit for service processes.

This is nmainly

# intended to catch and kill processes that |eak nenory before they eat up

# everything.
#default _vsz_limt = 256M

# Login user is internally used by |ogin processes. This is the nobst untrusted

# user in Dovecot system It shouldn't have access to anything at all.

#def aul t _| ogi n_user = dovenul |

# Internal user is used by unprivileged processes. It should be separate from

# login user, so that login processes can't disturb other processes.

#def aul t _i nternal _user = dovecot



service imap-1ogin {
inet_listener imp {

#port = 143

}

inet_listener imaps {
#port = 993
#ssl = yes

}

# Nunmber of connections to handle before starting a new process. Typically
# the only useful values are O (unlimted) or 1. 1 is nore secure, but O
# is faster. <doc/w ki/Logi nProcess.txt>

#service_count =1

# Nunmber of processes to always keep waiting for nobre connections
#process_min_avail =0

# If you set service_count=0, you probably need to grow this.
#vsz_limt = $default_vsz_limt

}

service pop3-login {
inet_listener pop3 {

#port = 110
inet_listener pop3s {

#port = 995

#ssl = yes

}
}

service Intp {
uni x_listener Intp {
#nmode = 0666

}

# Create inet listener only if you can't use the above UNI X socket
#inet_listener Intp {

# Avoi d making LMIP visible for the entire internet

#address =

#port =

#}

}

service imp {

# Most of the nenory goes to mmap()ing files. You nay need to increase this
#1imt if you have huge nail boxes

#vsz_limt = $default_vsz_limt

# Max. nunber of | MAP processes (connections)
#process_limt = 1024
}

service pop3 {

# Max. nunber of POP3 processes (connections)
#process_limt = 1024

}

service auth {

aut h_socket _path points to this userdb socket by default. It's typically
used by dovecot-I|da, doveadm possibly inmap process, etc. Users that have
full permssions to this socket are able to get a list of all usernanmes and
get the results of everyone's userdb | ookups

The default 0666 node all ows anyone to connect to the socket, but the
userdb | ookups will succeed only if the userdb returns an "uid" field that
mat ches the caller process's UD. Also if caller's uid or gid matches the
socket's uid or gid the | ookup succeeds. Anything el se causes a failure

To give the caller full permissions to |ookup all users, set the node to
sonet hing el se than 0666 and Dovecot |ets the kernel enforce the
perm ssions (e.g. 0777 allows everyone full permni ssions)
uni x_I i stener auth-userdb {
#nmode = 0666
#user =
#group =

HHFHHFHHHHEHHHE

}



# Postfix sntp-auth

#uni x_| i stener /var/spool/postfix/private/auth {

# node = 0666
#}

# Auth process is run as this user.

#user = $defaul t_internal _

uni x_l i stener auth-clie
node = 0600
user Debi an- exi m

}
}

service auth-worker {

# Auth worker process is

# /etc/shadow. If this is
# $defaul t _i nternal _user.
#user root

}

service dict {

# If dict proxy is used,
# For exanpl e: npde=0660,
uni x_l i stener dict {
#nmode = 0600

#user
#group =
}

}

Exim:

sudo dpkg-reconfi

astra.mta

astra.mta

192.168.32.0/24

DNS- :

Maildir /var/mail/

Exim ( /var/log/exim4/paniclog)

Failed to create spool

Ivar/spool/exim4:

IP-_(, 192.168.32.3),

user
nt {

run as root by default, so that it can access
n't necessary, the user should be changed to

mai | processes should have access to its socket.
group=vnai | and gl obal mail _access_groups=vnail

gure exi mi-config

’

file /var/spool/exi md//input//1jb2ok-00031u-5R-D: QOperation not permtted

sudo chown - R Debi an- exi m Debi an- exi m /var/ spool / exi n4/



@ imap/exim1.astra.mta@ASTRA.MTA
smtp/eximl.astra.mta@ASTRA.MTA

FreelPA:

@ Identity Management - Mozilla Firefox - 8 X
W Identity Management X | +
<« ¢ @ @ & astra.mta # 4 @ & =

@ HavanbHas cTpaHuua W Identity Management

T freelPA
WaeHTudrKauma Monutuka AyTeHTUOUKaUMA CeTeBble CyX6bl
Nonb3oBatenu Y3nel Cnyx6bl rpynnbi NpeacTasnenus ID ABTOYYaCTHUK v
Cnyxo6sbl
Q < O6HoBwTL + o6

kinit adm n
i pa service-add i map/eximl. astra. nt a@\STRA. MTA
i pa service-add smtp/eximl. astra. nt a@ASTRA. MTA

imap, smtp.

sudo kinit admin

sudo i pa-getkeytab --principal =i map/ exi mL. astra. nt a@STRA. MTA - - keyt ab=/ var
/11 b/ dovecot/dovecot . keyt ab

sudo i pa-getkeytab --principal =snt p/exi ml. astra. nt a@STRA. MTA - - keyt ab=/ var
/11 b/ dovecot/dovecot . keyt ab

sudo klist -k /var/lib/dovecot/dovecot. keyt ab

Keytab nane: FILE:/var/lib/dovecot/dovecot. keyt ab
KVNO Pri nci pal

1 i map/ exi mL. astra. nt a@\STRA. MTA
1 i map/ exi ml. astra. nt a@\STRA. MTA
1 sntp/eximl. astra. nt a@\STRA. MTA
1 sntp/eximl. astra. nt a@\STRA. MTA

dovecot  Kerberos:

sudo setfacl -mu:dovecot:x /var/lib/dovecot
sudo setfacl -mu:dovecot:r /var/lib/dovecot/dovecot. keyt ab



, letc/dovecot/dovecot.conf POP3, protocols , imap:

protocols = imap

/etc/dovecot/conf.d/10-auth.conf :

di sabl e_pl ai ntext _auth = yes

b Kerberos GSSAPI

aut h_gssapi _host nanme = exinl.astra.nta
aut h_krb5_keytab = /var/|i b/ dovecot/ dovecot. keyt ab
aut h_nechani sms = gssapi

Dovecot:

sudo systenttl restart dovecot

Exim

Exim /etc/exim4/conf.d/auth/33_exim4-dovecot-kerberos-ipa :
dovecot _gssapi:

driver = dovecot

publ i c_name = GSSAPI

server_socket = /var/run/dovecot/auth-client
server_set_id = $authl

Exim

sudo systenttl start exind
sudo systenttl enable exi m

Kerberos FreelPA, (),  ("".1,.13" ).



	Exim+Dovecot с аутентификацией Kerberos в домене FreeIpa

