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— Astra Linux Smolensk SE 1.5 4.2.0-23-generic, x86_64,
® JaCarta IDProtect 6.37;
® libccid;
® pcscd;
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- USB- JaCarta PKI  X.509 ALD (Astra Linux Directory).
, ALD ,
JaCarta PKI, : libccid, pescd, libpesclitel. ,  IDProtectClient, «.» —> —>JaCarta—> JaCarta PK| Linux.
- Kerberos ald/kerberos krb5-pkinit . JaCarta PKI, libengine-pkcs11-openssl opensc.
(CA) OpenSSL. OpenSSL — SSL/TLS. RSA, DH,DSA X.509, , CSR CRT.

EXAMPLE.RU., EXAMPLE.RU, -kdc, -PCclient.

1. CA mkdir /etc/ssl/CA

2. CA:

openssl genrsa -out cakey. pem 2048
openssl req -key cakey.pem -new -x509 -days 365 -out cacert.pem

. Common name EXAMPLE.RU.

3. KDC:

openssl genrsa -out kdckey.pem 2048
openssl req -new -out kdc.req -key kdckey. pem

. Common name kdc.

export REALM-<_>
export CLI ENT=<_>


http://dms.aladdin-rd.ru/6dd82eb7-0624-4212-aa27-1dce2726b184
https://wiki.astralinux.ru/pages/viewpage.action?pageId=53643579

5. pkinit_extensions.

6. KDC:

openssl x509 -req -in kdc.req - CAkey cakey. pem - CA cacert.pem -out kdc. pem -
extfile pkinit_extensions -extensions kdc_cert —CAcreateserial -days 365

7. kdc.pem, kdckey.pem, cacert.pem /var/lib/krb5kdc/

8. /etc/krb5kdc/kde.conf. /etc/krbSkdc/kde.conf, [ kdcdefaul ts] :

pkinit_identity = FILE: /var/lib/krb5kdc/kdc. pem/var/lib/krb5kdc/kdckey. pem
pkinit _anchors = FILE:/var/lib/krb5kdc/cacert. pem

[etc/init.d/ krb5-adm n-server restart
[etc/init.d/ krb5-kdc restart

libengine-pkcs11-openssl opensc. ,

! JaCarta PKI .  pkcsll-tool:

pkcs1ll-tool --slot O --init-token --so-pin 00000000 --1abel 'JaCarta PKI' --
nodul e /1i b64/1i bASEP11. so

--slot0O— ., 0, -12..

--init-token - .

--s0-pin 00000000 — JaCarta PKI. 00000000

--label 'JaCarta PKI' - .

--module /lib64/libASEP11.s0 — libASEP11.s0. idprotectclient. « ».

pkcsll-tool --slot O --init-pin --so-pin 00000000 --login --pin 11111111 --
nmodul e /1ib64/1i bASEP11. so

--slot0O— ., 0, -12..

--init-pin - -.

--s0-pin 00000000 — JaCarta PKI. 00000000

--login -

--pin 11111111 -

--module /lib64/libASEP11.s0 — libASEP11.s0. idprotectclient. « ».

pkcs1l-tool --slot O --login --pin 11111111 --keypairgen --key-type rsa:
2048 --id 42 --label “testl key” --nodule /l|ib64/1ibASEP1l. so

-slot0O— ., 0, -12.
-login --pin 11111111 —, , - «11111111». -,
--keypairgen --key-type rsa:2048 —,  2048.


http://dms.aladdin-rd.ru/970c5538-afbf-4a26-a7ef-d76550cbc435

—-id 42 — CKA_ID.CKA ID .

--label “testl key” — CKA_LABEL .
--module /lib64/libASEP11.s0 — libASEP11.s0. idproteciclient. « ».

openssl.

openssl

penSSL> engi ne dynam ¢ -pre SO PATH: /usr/1i b/ ssl/engi nes/engi ne pkcsll.so -
pre | D: pkcsll -pre LIST _ADD:1 -pre LOAD -pre MODULE PATH:/1i b64/1i bASEP11. so
OpenSSL> req -engi ne pkcsll -new -key 0:42 -keyformengine -out client.req -
subj "/ C=RU ST=Mbscow L=Mbscow O=Al addi n/ QU=dev/ CN=test1l (!_!)

/[ emai | Address=t est 1@mi | . cont'

OpenSSL>qui t

-new -key 0:42, 0 — ,42— CKA_ID .

"/ C=RU ST=Mbscow L=Mbscow O=Al addi n/ OU=dev/ CN=test1 (!_!)/emai | Address=test1@rail . conf

export REALM=<_>
export CLIENT=<_>

openssl x509 - CAkey cakey.pem -CA cacert.pem-req -in client.req -
extensions client _cert -extfile pkinit_extensions -out client.pem-days 365

PEM DER:

openssl x509 -in client.pem-out client.cer -inform PEM -outform DER

pkcsll-tool --slot O --login --pin 11111111 --wite-object client.cer --

type 'cert' --label 'Certificate' --id 42 --nodule /1ib64/1ibASEP11. so
.——slotO— ., 0, -1,2 ..
--login --pin 11111111 —, , «11111111».
--write-object ./client.cer —,

-type ‘cert' —, —.

‘cert' --label 'Certificate’ — CKA_LABEL .
-id42— CKA_ID. CKA_ID, .

--module /lib64/libASEP11.s0 —  libASEP11.s0.

letc/krb5/. /etc/krb5/ CA (cacert.pem) c . kerberos /etc/krb5.conf. [libdefaults] .

[1'i bdefaul ts]

defaul t _real m = EXAMPLE. RU

pki nit _anchors = FILE:/etc/krb5/cacert. pem
pkinit_identities = PKCS11:/I1ib64/1ibASEP1l. so

kinit <usernane>
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