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AHHOTALUA

HacTtoawunn JoKyMeHT ABMNsieTCA pyKoBOACTBOM aiMUHUCTpATopa NporpaMmMHOro n3genus
«lMporpammHbIn kKomnnekc «Cpenctea BupTyanusaumn «bpect» (MK CB «bpect») PAOLIM.10001-
02 (nanee — K CB).

B ookymeHTe npuBeaeHo onucaHue yctaHoBku MK CB, HAacTponkn 1 nopsaka npuMeHeHus
Ha NepcoHanbHOM KOMMbOTEPE C y4eTOM 0COBEHHOCTEN ONepaLMOHHON CUCTEMbI CreunanbsHOro
Ha3HaveHus «Astra Linux Special Edition» PYCBE.10015-01 (ganee no tekcty — OC CH), noa
ynpasneHmem kotopon dyHkumoHupyet MK CB. B gokymeHTe onncaH nopsifok UCrnonb30BaHUs
cpeabl BUpTyanuaaumm, obecrnedeHnsa oTkasoyCToONYNMBOCTU, MacluTabupoBaHusa n BUpTyanusa-
LN OUCKOBbIX MPOCTPAHCTB, CNOCOObLI pa3BepTbiBaHMSA U OpraHn3aunm obnadHbiX peLleHnn ¢
ncnonb3oBaHnem nnatgopmbl OpenNebula.

[ononHuTtensHas nHopMaumst o NopsiAKe KCnyaTauun, a Takke BapuaHTbl peanusauum

OTAENbHbIX peLleHnn nNpuBeaeHsbl Ha odmumnanbHOM canTe wiki.astralinux.ru/docs.
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1. BA3OBbIE CPEACTBA OPFAHU3ALMU 3ALLULWEHHOW CPEQbI BAPTYANIU3ALIUU

OCHOBHbIMK NakeTamu, HeoBXoaUMbIMY A4S BUPTyanM3auumn nepcoHanbHOro KOMnboTepa,
ABNSAIOTCA NakeTbl cpeacTBa aMynsauMM annapatHoro obecneyveHuns Ha ocHoBe QEMU n cepsepa
BupTyanusaumm libvirt n3 coctasa OC CH, a Takke naket rpacdmyeckoro nitepderica ynpasneHus
BUpTYyanusauunen virt-manager.

OnucaHune cpencTs amynsaumMm annapaTtHoro obecnedyeHuns Ha ocHoBe QEMU, cepeepa
BUpTyanusauum libvirt, a Takke NnopagoK HACTPOMKK JOCTyna K cepBepy BupTyanusauum libvirt
npuBeneHbl B gokymeHte PYCB.10015-01 95 01-1 «OnepaumoHHas cuctema cneumnanbHoro
Ha3HauyeHus «Astra Linux Special Edition». PykoBogctBo agmmuHuctpatopa. Yacte 1» 13 cocraea
OC CH.

1.1. YcTaHOBKa OCHOBHbIX KOMMNOHEHTOB

YcTaHoOBKa 1 HAacTpOMKa KOMMOHEHTOB BbIMOMHSAETCA OT UMEHWN afMUHUCTpaTopa UCMOSb-
3yd MexaHu3m sudo.

[nsa ycTaHOBKM OCHOBHbIX KOMMOHEHTOB HEOOXOAMMO BbINOMHUTL CrleayoLlme AenCTBus,
npu atom penosutopun OC CH gormkeH ObiTb yXXe NOOKITHYEH:

1) nogkntounTb penosutopun MK CB:

2) 0BHOBUTbL CMMUCOK AOCTYMHbIX NAKeTOB, BbINOMHUB KOMaHAY:

sudo apt update

3) ycTtaHoBUTb KnneHTckyto YacTb MK CB, BbINOnHMB KOMaHAY:

sudo apt install virt-manager

MpumeyaHunsa:

1. Ons pyHKUNMOHMPOBAHUSA CUCTEMBI B peXMME 3aMKHYTOW nporpammHon cpeabl (3I1C)

HeobXxoaMMO OOMONHUTENbHAs YCTaHOBKa naketTa brest-digsig-key.

2. [Ins BO3MOXHOCTWU MONHOro ynpasneHua BM agmuHucTpaTop LOMKEH BXOAUTb B

rpynnbl disk, kvm, libvirt, libvirt-admin, libvirt-gemu, astra-console "

astra-admin.

3. OAnga pa6botbl ¢ MK CB 06bl4HOMY Nonb3oBaTento He0HBX0ANMO BXOXAEHME MONb30oBaTe-

na B nokanbHble rpynnbl kvm U 1ibvirt-gemu.

BHUMAHUE! Onepauuu no nameHeHno coctasa Unn KoHurypauum BUpTyasbHbIX Ma-
LWMH TPebyIoT BXOXAEHUSA NONb3oBaTens B crneumanbHyo JIoKanbHY0 agMUHUCTPATUBHYIO rpynny
libvirt-admin.

1.2. N'pachnyeckan yrunura virt-manager

B coctaB K CB BxoguT rpaduyeckas ytunuta ynpasneHuss BUpTyanbHbIMW MalLMHaMmn

virt—manager, npenocrtasrnAarowad AoCTyn K BOIMOXHOCTAM cepBepa BUpTyarnnmsaunu libvirt ns



11
PAOLIM.10001-02 95 01

rpachnyeckoro nHTepdeiica nonb3oBaTens. BHelwHUin BUA okHa yTunuTel npuseaeH Ha puc. [1]

= smoll4_sry BupTyanbHas MawvHa

Dain  BupTyanbHas mMawuHa Brg  OTNpaEnTe KOMEWHALKKD KNEBKLW

= L n b . ‘ = c
HoHzonb 3anycTHThb Maysa BrIKNHHEHME CHHMKH Bo BECH 3KpaH
k) 0Bz0p = npoueccopo
kel EBesonacHocTs Kon-eo normdecku: npoueccopoe: 4
u MNapaMeTpbl NPOM3E0AHTENEHOCTH Tekylee eoigeneHie; |2 ﬂﬂ
‘ Mpoueccop Make. BEAENEHHE: |2 ﬂﬂ
B= Namatb

MapameTpel SarpyskH e

)

WirtID Disk 1 ' Tononorus

IDE COROM 1

I

' CoOTEETCTEWE NpoOUeccOpoB
MIC :a3:ch:ab

MnaHweT
MBIl

BeOA,

Avcnner Spice
Serial 1

Channel spice

Bruaeo QXL

KonTponnep USE
KoHTponnep PCI
KonTtponnep IDE

EEELITICLLT,

KoHToonnen Yirtlo Serial =

I{I,J AobaenTe 0fopysoEaHne x OIMEHMTL J OprMeHKTE

Y
Puc. 1

YTunuta no3BonsieT BbINONHATbL AENCTBUSA NO CO3AAHUI0 BUPTYasibHbIX MallUWH, yrnpas-
NEeHn0 X KoHdurypaumen n cgannamm-obpasoB MCKOBLIX HocuTenen. Takke obecneynBaeT
yaaneHHbl AoCTyn K paboyemy cTony BbiOpaHHOW BUPTyanbHOW MalunHbl no npotokonam VNC un

SPICE. bonee nogpo6Has nHhopmaumsi no paboTe ¢ nporpamMmoli npueBeaeHa B pasaene [2
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2. YNNIPABJIEHUE BUPTYAJIbHbIMU MALLUHAMMU

YnpasneHue BupTyanbHbiMn MmawmnHamm B K CB ocyuecTBnaeTcs ¢ nOMOLLbIO MHCTPY-
MEeHTa KOMaHAHOW CTPOKM virsh unu rpacpuyeckon ytunutel virt-manager nytem obpalleHns K
COOTBETCTBYHOLLEMY CepBepy BUpTyanusauum libvirt.

BHUMAHUE! Onepauum no n3aMeHeHN0 CocTaBa Unn KoHUrypauum BUpTyasnbHbIX Ma-
LWIMH TPebyIOT BXOXOEHNS NONb30BaTeNns B cneumarnbHy NIoKanbHY0 agMUHUCTPATUBHYO rpynmny
libvirt-admin.

BHUMAHMUE! CyLiecTByOT OrpaHMyeHnsi No KOHUIypupoBaHUIO U 3anyCcKy BUPTYarbHbIX

MaLLMH B YCMOBWSIX MaHAATHOTO ynpaeneHus goctynom (cm. 4.2)).
2.1. CozpaHue BMpTyasibHOW MaLUUHbI

[nsa cospgaHna BM ¢ nomouwsto rpadudeckon ytunutel Heobxoaumo sontn B OC CH nopa
YYETHOWN 3anucCblo Nofb3oBaTeNs, BKIHOYEHHOIO B COOTBETCTBYIOLLME rPYMMbl COrflacHO npumeYa-
HUK Ha CTp. N 3anycTuTb yTUAUTY virt-manager ogHUM 13 NpUBEAEHHbIX CNOCOOOB:

1) oTKpbITb MeHIo «[llyck», nepenTn Bo BKNaaky « CuctemHble» n BolbpaTtb «MeHemxep

BUPTYasibHbIX MaLUUNHY;

2) HaxaTb koMmOuHauuio knasuw <Alt+F2> ong 3anycka ytunutbl «BbINOMHUTL KOMaHAy»,

B CTPOKe BBECTU virt-manager;

3) HaxaTb kKoMOuHaumto knasuw <Alt+T> gns 3anycka ytunutbl «TepmuHan Fly», B

CTpOKe BBECTU virt-manager.

MpnmevaHune. Ecnu nonb3oBaTternb He BKNIOYEH B COOTBETCTBYHOLLME IPYMMbl COMMacHo
npumedanuii Ha cTp. [10], npu 3anycke ytmunutel noTpebyeTcs naponb agMUHUCTPaTopa CUCTEMBI.

Mo ymonyaHuio ycTaHaBnmMBaeTCcsa NogkNioYeHe K nokarnbHOMY cepBepy BUpTyanusauuu.
[nsa goctyna K yganeHHoMy cepBepy BUpTyanuaauum TpebyeTcsa 3agatb napameTpbl NOAKIYEHNS

B COOTBETCTBUU C pucC. 2|
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EJ MeHegep BUPTyanbHbIX MalLMH - O x
®anrin lpaska Bug Cnpaeka

| =
Mmn

¥ | WMcnonb3oBaHwme LM
w OEMU/KVM
Ao6aBUThL NoaKnw4YeHne

lNinepeusop: QEMU/KVM

(M| YaaneHHoe nogxnoyeHune

Tun: TCP (SASL, Kerberos)

Wma none3sosatens: |
Y3en:

MNMoakntouyaTeca aBToMaTuyecku: ||

Mony4yeHHbIM agpec: gemu-+tcp:///system

OTMEHUTb Mogxno4nTbea

Puc. 2

Mocne YyCTaHOBKM CcoeanMHEHNA C cepBepOoM BUPTYyarin3aumm MOXXHO NpUCTynaTb K co3da-
HUIKO BUPTYalribHbIX MalUWH. [nsa atoro Heobxoaumo:

1) HaxaTb Ha kHomnky [Co3aaTb BUPTYanbHYH MaLIMHY] UNK B NaHENM MeHto BbiGpaTb
«Pain — Co3gatb BUPTYarnbHYH MaLUMHY»;

2) B OTKpbIBLUEMCA OKHE, B COOTBETCTBUU C PUC. E', Bbl6paTb MeTo[ yCTaHOBKU onepauun-

OHHOW cUCTeMbl U3 NpeanaraemMoro cnucka, Hanpumep: «JlokanbHbeln ISO nnn CD-ROMy;

Hoeas en pTyansHaA MallWvHa

O =
m Co3gaHue BUPTYaNbHON MalUWHbI

MogknroueHwre: QEMU/KVM

BbifiepnTe MeTo/ YCTaHOBKM ONepaloHHOM CUCTEMbI:
® NokanbHelid ISO nnu COROM

() Cetepan ycraHoeka (HTTP, FTP nnun NFS)
CeteBasn 3arpyska (PXE)

L3
() Vimnopt obpasa gncka
OTMeHWTB 3a/] Bnepég
Puc. 3

3) ana yCtaHOBKU rocteson OC yKa3aTtb pacnonoXxeHune yCtTaHOBOYHOIo HOCUTENA, KO-
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TOpbIM MOXeT aBnAaATbca 1SO-o6pa3 ycraHoBoyHoro gaucka OC CH wnmn DVD-guck ¢
ancTpubyteom OC CH B cooTBeTcTBUM C puc. 4] 1ISO-06pas npeasapuTenbHO AOMKEH
ObITb go6aBneH B COOTBETCTBYHOLUMIA NyN XpaHEHUSA COrnacHo DVD-guck gomxkeH

ObITb YCTAHOBIEH B YCTPONCTBO YTeHns CD/DVD-auckos;

Hoean BUPTYalbkHaA MallWHa

m Co3/aHune BUPTYaNbHO MallMHbI

PacnonoxeHwve YCTaHOBOYHOro HOCHUTENA

() CD-ROM wnu DVD

® O6pas IS0

/opt/smolensk-1.6.iso ~ | O63op...

(W] ABToMaTMueCKM ONpeaenUTE ONepaLMOHHYI0 CUCTEMY HOCUTENSA

Tvn: HewseectHo
Bepcua: HewmssectHo

OTMeHUTb Haszap Bnepén

Puc. 4

4) B COOTBETCTBUM C puUc. [5] 3aaaTb pa3mep NamsiTn U KONMUYECTBO NpoLEeccopoB Anst BM,

HO He Bonee YKa3aHHbIX OOCTYMHbIX 3HaYeHun;

HoBasa BUpTyanbHaa MaluMHa

m Co3gaHune BUPTYabHOA MallUHbI

HacTtporika namaTi 1 npolieccopos

Mamarte (03Y): 1024 — + Mwb

JocrynHo go 3001 MiB
Mpoueccopbl: 1 +

NoctynHo 2

OTMeHUTB Hazag Bnepép

Puc. 5

5) B cOOTBETCTBWM C puC. [] ykasaTb napameTpbl Anst co3naHus gaiina obpasa 0CHOBHOMO

ONCKOBOIo Hocutend, 3agaB ero pasmep He meHee 8 I'b;
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Hoeasa BupTyansHaa MmaluMHa

m Co3paHve BMPTyanbHOW MalLUVHbI

(8] HacTpouTb NpoCTPaHCTBO XpaHeHWa AaHHbIX

@ Co3aaTb 0Bpas Avcka ANs BUPTYanbHOR MaLLWHBI
80 — + Iwbk
7.8 GiB available in the default location

BblﬁpaTb WK Co38aTk AONONHWTENBHOE NPOCTPAHCTBO AaHHBIX

OTMeHWTE Hazapg Bnepég

Puc. 6

6) Ans 3aBepLUeHWst KOHUrypupoBaHus BM B okHe, NnpuBeaeHHOM Ha puc. [7], Heobxoanmo
ycTaHoBUTbL donar B nosne «lpoBepuTb KOHMUrypauuo nepes yCTaHOBKOM» U HaxaTb

KHomnky [FoToBo].

Hoeas BupTyansHana MalinHa O x

m Co3paaHve BMPTYyanbHOW MallKHbI

MoHo HauyMHaTb yCTaHOBKY
HasgaHwe: astralinux

OC: Crangapt Linux
YcraHoBka: flokaneHbii CD-ROM/ISO
Mamate: 1024 MiB
Mpoueccopsbi: 1
MpocTpaHcTBo gaHHbIX: 8.0 GiB /var/lib/libvirtimages/astralinux.qcow?

MpoBepuTL KOHGUrypauuio nepes ycTaHOBK[gfI
fi“‘. OI'IpE,D,EJ'IEHME DI'IEpELI,MDHHDI:‘i CUCTEMBI NOMOMET YNY4YLUNTE NPOM3B04NTENBHOCTE

~ Beibop cetn

BuptyansHas cete 'default’ : NAT (He akTusHo) »

OTMEHWTBL Hazapg, [oToBO

Puc. 7

B nosBumBLLUEMCA OKHE NPOBEPUTL NapaMeTpbl co3gaBaemon BM.
MpumedaHnwune. Anga ynydwenus pabotsl BM pekomeHayeTcsa AONOMHUTENBHO BbINOM-
HUTb cneayroLmne HaCTPONKMK:

a) B NyHKTe MeHto «[l1poueccopbl» ycTaHoBUTbL donar «Konnposatb KOHGUrypawumio

LIM xocTa» cornacHo pwc.
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astralinux Ha QEMU/KVM

o/ Hauatbycravosky ¢ OTMeHMTL ycTawosky

Bl o630p Mpoueccopsbl

ﬂ Be30nacHocTE Yncno nornyecknx npoueccopoe: 12

‘ Mpoueccopkl Tekyuee: 1 +
B8 Nawsate

“_ MapameTpbl 3arpy3kin (Ergs 1 +

& virtio Avex 1
© mecorom
E NIC :be:e2:7b
( Mbilb } Tononorna
S Aucnneii Spice

6:;) KOHCONB

Kondurypayma

M| KonvpoBaTs kKoH$urypauwmio LIM xocTa

c;j Kawan spice

S Brvaeo QXL

m KoHTponnep UsSB

@ Mepexanpaenexne USB 1
@ Mepexanpaenexne USB 2

Jo6aeuTs ofopyaoBaHue OTMEHNTE MpumeHUTE

Puc. 8

6) B nyHkTe MeHo «VirtlO [nck 1» packpbiTb ceKLmMio «[ononHUTENbHbIE NapaMeTpbl»

n B none «lunHa anckay» BbIGpaTb M3 packpbiBatoLlerocsa cnmucka sHadeHune «VirtlO»
cornacHo puc. [9

astralinux Ha QEMU/KVM

o/ Hauatbycravosky & OTmenuTs ycTarosky

Bl o6z0p BMpTyanuHelii guck

Bl sesonacrocTs MyTe: /var/lib/libvirt/images/astralinux.gcow2
gﬁ rMpoueccopel Twn ycTpoiicTea: Virtlo Anck 1

= Namate Pa3mep xpanunmua: HewsgecTHo

ToNbKO YTeHWE:

‘._ MapameTpel 3arpy3ku

O6wmiA:
5, Virtlo Avck 1
. IDECDROM 1 'ﬂDHUﬂHMTEﬂthIEI'IapaMEprl
gi‘ NIC :be:e2:7b LWwvHa gucka: | Virtlo 3
( Mbilib e

CepuiiHbIi Homep:

S Aucnineli Spice
ﬁj KoMCons DOpMAT XpaHWINLLA: | qrow?

5;;;) KaHan spice

S Bwaeo Virtio

HF KouTponnep USB

@ Meperanpasnexne USB 1

» MapameTpel NPOK3BOANTENEHOCTI

@ Mepexanpasnexne USB 2

Jo6aeuTte 06opyaoBaHie YaanuTs

Puc. 9

B) B NyHKTe MeHio «Bugeo Virtio» B none «Moaenb» BbiOpaTh 13 BbinagatoLLero
cnucka 3HadeHune «Virtioy;
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7) Ansa Havana yctaHoBkn OC BMpTyanbHOW MalUMHbI HaXaTb B NIEBOM BEPXHEM YIIy
kHonky [HayaTb ycTaHOBKY].

BHUMAHMUE! B crny4yae oTMeHbl yCTaHOBKW, HacTporku BM He coxpaHaTcs.

lMocne 3aBepLUeHNA HACTPOKMKK 3anycTuTcs co3gaHHas BM ¢ okHom yctaHoBkun OC CH

kak nokasaHo Ha puc. [10]

[ astralinux (1) - Virt Viewer g@ E
®aiin MpocmoTp OTNPaBWTL KNaBuwy Cnpaska
* ———— OnepauyMoHHan cucTema
ASTRALINUX i CNELMANEHOMD HAIHAHEHWA

special edition . i Penua « CmoneHck»

English

Puc. 10

[na co3gaHvs BUPTyarnbHbIX MaliMH C NMOMOLLbIO KOHCOSbHOW YTUANTBI HEOBXOANMO
BonTn B OC CH nopg y4eTHOM 3anmcbio Nosnb3oBaTens, BKNKYEHHOrO B rpynnbl astra—admin n
astra-console, 3anyctutb TepmuHan Fly (HaxxaB kombuHaumio knasuw <Alt+T> nnbo Haxas
KombuHauuto knasuw <Alt+F2> onsa 3anycka ytunutbl «BeinonHUTL KOMaHAy» U B CTPOKE BBECTHU
fly-term) v BbINOMHUTbL KOMaHAY:
virt-install --connect gemu:///system -n smolenskl6 -r 2048 --vcpus=2
-c /path/to/iso/smolensk.iso --disk

pool=default, size=8,bus=virtio, format=qcow2 --os-type=linux
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rige -n smolenskl6 — Ha3BaHue BM;
-r 2048 — obbem onepaTMBHOW NAMSATH;
- —-vcpus=2 — KOSIM4YeCTBO NPOLECCOPOB;
-c /path/to/iso/smolensk.iso — nyTb K ISO-06pa3sy yctaHoBo4HoOro gucka OC CH;
pool=default — XpaHunuiie No yMon4aHuio;
size=8 — pa3mep xpaHunuwa B I'b;
bus=virtio — WKHa co3gaBaemMoro xpaHunuuwa (aucka BM);
format=gcow2 — pa3mep xpaHunuuwa B ['b;

- —os-type=linux — TWUM OnepaLMOHHON CUCTEMBI.
B pesynbraTte 3anycTuTcs co3gaHHasi BUpTyanbHasa MalimMHa ¢ okHom yctaHoskn OC CH
(puc. [10).

2.2. loctyn K paboyemy cTony BuUpTyallbHOM MalUHbI MO MNPOTOKONam
VNC/SPICE/RDP

Pabo4ynm ctonom BM MOXHO ynpaBnsiTb U3 BCTPOEHHOIO B virt-manager «NPOCMOTP-
LLMKa» UNKn ¢ nomoLLbto Bxoaswmx B coctas MK CB oTaenbHbIX NPUOXeEHMN remote-viewer U
virt-viewer, nossonswowmx nonyunts goctyn (VDI) no npotokonam VNC/SPICE/RDP. MNpuno-
XEHUSI UMEIOT CXOXKMIA PyHKLMOHAn, HO pa3nuyatoTcst CUHTakcucom Bbi3osa. Ha puc. [11] npeacras-
neHbl CTpOKa BbI3oBa U caM UHTepdenc goctyna kK BM ¢ nomowbio virt-viewer. Ha MOMEHT

NoaKmoYeHnst kK pabovemy CTory BUpTyanbHas MallMHa JorkHa ObiTb yXKe 3anyLieHa.
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udarmZ:" % virt-viewer --connect gemu+ssh://admin@arml. cct.rbtssystem -d smolld_srv

]

0 smoll4_srv (1) - ¥irt Viewer

@afn [OpocmoTp OINPaEdTe KNaEWWy Chnpaeka

Puc. 11

2.2.1. Ocob6eHHOCTU ucnonb3oBaHna VNC

Mpwn ncnonesosaHmnm VNC-cepBepa B kayecTtBe rpadumyeckon nogecmcremosl BM y agmMmHm-
cTpaTopa NoABNSAETCS BO3MOXHOCTb YKasaTb PeXnM JOCTyna K AUCHNEO.

[ocTynHbl cnegyoLwme pexxmmbl JOCTyna K AUCNIEr:

- «O6bwwun» — poctyn k VNC-gucnneto npegoctaendetca 6e3 orpaHMyYeHnn konmyecTsa

NOAKITHOYEHUI;

- «MoHononbHbINY — VNC-nogkrtodeHne JOCTYMHO TOSNbKO NepBOMY NOAKMIOYMBLLEMYCS;

- «OKCKMNIO3MBHLINY — NepBbIn KNNMeHT nonyyaet goctyn K VNC-gucnneto, Bce octanbHble

noaknoyeHns otbpacbiBatoTcs. ECnv nepBbIn KNMEHT yKaxeT onuuto «shared», gpyrmne

KITMEHTbI TOXXE CMOTYT MOLKMOYMTCS, TaK Xe yKasaB 3Ty Onuuio;

- «3anpeTuTb 3KCKI3MBHLINY — aoctyn K VNC-gucnneto paspellaeTcs TOMNbKO C ykasa-

HMeMm onumn «shared».

Pexxum gocTyna K gucnnero yctaHaBnmBaeTcs nyTemM Bbibopa 13 BbiNagatoLero cnucka
COOTBETCTBYIOLLErO 3Ha4YeHNs Kak nokasaHo Ha puc. [12] Mopsiook nepexona k napametpam BM u

ynpaeneHue nmu onucanbl B [2.3]
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= vm2 BUpTyanbHasa MallMHa E'
@ain BupTyanbHas MawuHa Bua OTNpaBWTh KOMOWHALM IO KNaBuIL
= LiJ o ’ > -
Koncons | MoapobHoctk | 3anycruib CHHMKH
Bl OB3op H Cepeep VNC
&l besonacHoCTe Tun: VNC-cepsep j
EE NapameTpbl NPOHW3BOAMTENBHOCTH Apec: Wﬂ
{} Npoueccop
B= [lamATb Dopt: 4 AgTO
& [NapaMmeTpbl 3arpy3ku Napoas: [
== IDEDisk1 BT Iij
© IDECDROM1
Bl NIC :a5:96:67 docryn: |06 F
€ Mbiws 06wmii
¢ Bson MOHOMOABHBbI
b SKCAO3MBHbIA
fe= Sound:ich6 3anpeTuTh SKCAI3HBHbI
& Seriall
@& Channel spice
& Buaeo VGA
B Kowtponnep USB
B Koutponnep PCI
B Kowtponnep IDE
HF Kontponnep YirtlO Serial
,@; Mepenanpasnenue USB 1
5}1 Mepenanpasnenue USB 2
31’, Mepenanpasnenue USB 3
.@, Mepenanpasnenue USB 4 =
lobaBuTL 0bOpyAOBaHHE SO MRanuTh
Puc. 12
Mpnumep

MogkntoveHne Kk VNC-cepBepy (C pexXxMmMoM «3anpeTuTb SKCKMH3UBHbIN») C MOMOLLbIO
KnueHTa vncviewer

vncviewer -shared astra-server:5900

2.2.2. OcobeHHOCTU Ucnonb3oBaHus npotokona SPICE

[nsa nonHoueHHoro ncnosnb3oBaHus npotokona SPICE B rocteBon mawwunHe ¢ OC CH
HeobXOAMMO Hanuyune yctaHoBMeHHbIX naketoB QXL-gpanBepa xserver-xorg-video-gxl n
CNyX06bl-knNneHTa spice-vdagent. YCTaHOBKA OCYLLUECTBNAETCA NyTEM BbIMOMHEHUS KOMaHAbI:
apt install xserver-xorg-video-gxl spice-vdagent

lMocne ycTaHOBKM yKa3aHHbIX NakeToB N nepesarpy3kn BM y nonb3oBaTtens nossButcA
BO3MOXHOCTb U3MEHSTb pa3peLleHne aKkpaHa, aBToMaTUyeckn NogkniovaTh 3BYKOBbIE YCTPOMCTBA
y3na B OC BupTyanbHOW MalUvHbI, @ Takke ucnonb3oBatb 6onee ogHOro MoHUTOpa.

B kavecTtBe cnyx6bl-knneHta SPICE MOXeT ncnonb3oBaTbCA remote-viewer.

Mpumep
Bbi3oB 13 komaHaHoW cTpoku noakntodeHnsa k SPICE-cepBepy astra-server

remote-viewer spice://astra-server:5900
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2.2.2.1. NameHeHMe pa3spelleHMA IKpaHa Nnpu noaknoyvyeHun no nporokony SPICE

[ns nameHeHusa paspelleHuns akpaHa npu nogknoyeHmm no npotokony SPICE Heobxo-
Anmo Ha rocteson OC B goMalLHen OMpeKkTopun nonb3oBatens B ann .profile gobaesuTtb
CrneayoLLyo CTPOKY BbI30Ba:
xrandr --output Virtual-0 --mode 1920x1080
rae 1920x1080 — Tpebyemoe paspelueHne akpaHa.

[anee npu Bxoae ykasaHHOro nornb30BaTensi B CeaHC paspelleHne akpaHa byaeTr MeHsITb-
Csl Ha 3aflaHHOe 3Ha4yeHue.

2.2.2.2. NMopkntoyeHne 6onee ogHoro MoHuTopa no nporokony SPICE

Mpu ncnonb3osaHum npotokona SPICE nonb3oBaTtenb MOXET NOAKIIOYUTL A0 YeTbipex
MOHUTOpPOB. [N aT0oro HeobxoanMMo:

1) B COOTBETCTBYHOLLEM KINNEHTE (remote-viewer UNN virt-viewer) OTMETUTbL Tpe-

6yeMb|e MOHUTOpPbLI B COOTBETCTBUAN C PUC. @

(1 spice://astra-server:5900 (1) - Remote Viewer
Paiin - OInpaBuTh KNasuiy Cnpaeka

Bo Becb 3KpaH

Macwrab

JKpaH 2
3KpaH 3
JKpaH 4

Puc. 13

2) B rocteBor OC ¢ NOMOLLbIO CTaHOAPTHOM YTUNUTLI xrandr yKa3aTb UCNOMb30BaHUE
OONOJIHNTEINbHbIX MOHUTOPOB. Hanpmmep, Ona noaknr4veHnAa gByx MOHUTOPOB HeO6XO,E|,I/I-
MO BbINONMHUTb CrneayrLlyro KoMaHay:
xrandr --output Virtual-0 --mode 1920x1080 --pos 0x0 --output Virtual-1
--mode 1280x1024 --pos 1920x0
rae 1920x1080 — Tpe6yeM0e pa3peLleHne nepBoro MOHNUTOPA,
1280x1024 — Tpebyemoe paspeLleHne BTOPOro MOHUTOPA;

1920x0 — cmeLleHne BTOporo MOHMTOpa OTHOCUTENbHO NEPBOTO.

Ecnn onucaHHas KOH(bI/IpraLl,I/IFI 6yneT NCnonb3oBaTbCA NOCTOSIHHO, HEOBXO0AMMO YKa3aH-

Hyt0 KOMaHay Ao6aBuUTb B pain .profile B AOMALLUHEN OVPEKTOPUN NOMb3OBaTENS.

2.2.3. OcobeHHOCTU ucnonb3oBaHusa RDP
[nsa obecneyeHunsa goctyna k paboyemy ctony BM no npotokony RDP Heobxogumo:
1) B web-nHtepdeince OpenNebula otkpbITb Bknagky « OS&CPU» ansa BM v B Beinagato-

Lem cnivicke «loctesoii areHT QEMU» BbiGpaTh «[ax» cm. puc. [14]
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Wnd. nanens MacTep HacTpoitku Pacwwupetibiii

Ixzemnna poi BM
= ) =
B o = <] @ =
Suyme DAHUAMLLE 08 & CPU Cetb Beog/Boisog Euwe
ep
np Topor
acel PAE
e OcobeHHocTu -
[ B
e APIC HYPERV
£ Cepawem | T : .
3 BupT. MapwpyTasaTOpBI
B> TpynnuiBM MecTHoe Bpema [ocTenod areHT QEMU
- Ia
Xpauunuute |
. Dwspepy vrtio-scsi USB xonTponnep
eTs
MnppacTpykTypa
Cuetema

2) Ha BUpTyanbHOWN MallnHe, K paboyemy CTony KOTOpol TpebyeTcs NoaKoUYUTLCS NO
npoTtokony RDP, yctaHOBUTb NakeT xrdp, BbINOMHMB KOMaHAY:

apt install xrdp

2.3. YnpaBneHue KoHcurypaumen BUpTyanbHbIX MallMH C NOMOLbIO rpacduruyeckon

YTUNUTbI U UHCTPYMEHTA KOMaHAHOW CTPOKM

[ns ynpaBneHus KOHMuUrypauuen BupTyanbHbIX MallvH C MOMOLLbIO MeHeXepa BUpYy-
anbHbIX MAWWH virt-manager HEOH6XOAMMO B OCHOBHOM OKHE virt-manager BblibpaTb BM n3
cnvcka u HaxxaTb Ha kHonKy [OTKpbITb] B cootBeTCTBUM C puc. [15Ans OTKpbITWSI OKHa ynpaBneHus
AaHHol BM. 3atem HaxaTb [Mloapo6HocTH] B cooTBeTcTBUM C pUc. [16] Ansa nepexonda B pasaen

KOH(purypuposaHus BM.

. MEeHEAMEP BUPTYanbHbIX MallWH

©afn Opaexka Bug Cnpaeka

=) o o = .
Hoeasa ESan\;CTMTb MEMOCTAHOEWTE  BHIKNHKYKMTE

MoKazaTe NapaMeTpsl M KOHCONE BMPTYansHoH Mawwmne | Mononesoeadke CPU

+ localhost (QEMUY

smolld4_ac
| =
BriknmqeHa

smolld_srv

BriknmqeHa

Puc. 15



= smoll4_srv BUpTYanoHaaA MalvHa

P©ann
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BUpTYanbHaA MAawKMHa Bug  OTNPAEWTE KOMAWHALHKD KNAEHLW

| = | ] ||

=

KoHCone

S

(53

MogpofHoCTH

JanycTuTe

=
=

13330V rIeefFOore i B

D6zop
Ees0nacHoCTh

MapameTpel NPOMEECAMTENEHOCTH

NamATe
MNapameTpbl Sarpysku
YirtIo Disk 1

IDE COROM 1
MNIC 1a3:chiab
MnaHwer

bl b

Beog

Axcnned Spice
Serial 1

Channel spice
Bugeo QxL
KoHTponnep USB
KonTponnep PCI
KoHTponnep IDE

KonToonneo Yirtlo Seria

LL“ AobaenTe obopysoBaHne

N3MEHEeHMs 1 NOATBEPAUTb NyTeM HaxkaTusi KHOMNku [MpuMeHnTb].

Mpouyeccopbl

Kon-E0 NOTMUECHME NpoOUECCOpoE: 4
TekylWwee BoAENEHKE: |2

Makc, eolgeneHne; |2

I KoHtpury paums
F Tononorws

' CoOOTEETCTEWE NpOLecCcOpoB

Puc. 16

& O1MennTE </ OpHMEHHTE

[lns nameHeHus napameTpa HeobGXoanMOo NepenTy Ha COOTBETCTBYIOLLYIO BKMaAKy, BHECTU

YHpaBneHme KOHd)VIpraLlVIeVI BUPTYyalibHbIX MalUNH U3 KOMaHOHOW CTPOKK Npon3BoanTCcA
C NOMOLLbI UHCTpyMEHTa virsh. Hanpvlmep, Ona nSMeHeHund pas3mMmepa OﬂepaTMBHOVI nama-
T N KonmnyecTtea BUPTYalibHbIX NMpoueccopoB HeobXxoanuMo BbINOSTHUTL cnegywuie KoMmaHabl

COOTBETCTBEHHO!

virsh --connect gemu:///system setmaxmem --size 4194304 smolenskl5_srv

virsh --connect gemu:///system setvcpus --config smolenskl5 srv 3 -maximum

man.

Bonee nogpobHoe onucaHue kKoMaHA MHCTPYMEHTa virsh npuBegeHO B pyKOBOACTBE

2.4. NHCTpPYMEHTbI KOMaHAHOMN CTPOKMU

B coctas K CB BxogaT cneayowme NHCTPYMEHTLI KOMaHOHOW CTPOKM:
- gemu-img — MHCTPYMEHT paboTbl ¢ obpasamu UCKOB BUPTYarbHOW MalimHbl QEMU.

Mo3BonsieT BbINOMHATL Onepaumm No cos3aaHuio obpasoB pasnuyHbIX opmMaToB, KOH-

BepTupoBaTb dann obpasa u3 ogHoro popmaTta B Apyron, nony4yatb MHopmaumo 06
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obpasax n 06beANHATE CHUMKN BUPTYarbHbIX MalUVH A8 Tex oopmaToB, KOTOpble 3TO
noagepXXuMBatoT;

- gemu-10 — MHCTPYMEHT AMarHoctupoBaHnsa obpasoB BUpTyarbHbIX HocuTenen QEMU;
- gemu—nbd — MHCTPYMEHT 3KCMOPTUPOBaHUSA hbannoB o6pa3oB BUPTYaribHbIX HOCUTENEN
QEMU c ncnonbsosaHnem npotokona NBD;

- gemu-system-i386 — cpeacTBo amynauum 32-paspsagHon nnatgopmbl x86;

- gemu-system-x86_64 — cpeacTBO amynsaumn 64-paspsgHon nnatdopmel x86;

- virsh — MHCTPYMEHT yrpasreHus BUpPTyanbHbIMX MallvHamu;

- virt-clone — MHCTPYMEHT KITOHUPOBAHUSA BUPTYarbHbIX MaLUWUH;

- virt-convert — MHCTPYMEHT KOHBEPTUPOBAHUSA BUPTyanbHOW MaLUVHbI N3 OQHOro
dopmaTa B Apyron U ¢ 04HOM NporpamMMHo-annapaTHoM nraTtopMbl Ha ApYryto;

- virt-host-validate — MHCTPYMEHT NPOBEPKM KOHUrypaLmu y3na cepeepa BUPTY-
anunsauuu;

- virt-image — MHCTPYMEHT co3gaHNA BUPTYyarbHOM MaLlnHbl No nx XML-onucaHuio;
- virt-install — UHCTPYMEHT CO3[aHnNs BUPTYyaribHON MaLlUHbI C MOMOLLbIO NnapamerT-
pOB KOMaHZAHOW CTPOKM;

- virt-pki-validate — WMHCTPYMEHT MPOBEPKN KOPPEKTHOCTU HACTPOUKU CUCTEMbI
PKI (ceptucurkartoB) cepsepa BupTyanuaauum libvirt;

- virt-sanlock-cleanup — MHCTPYMEHT yaaneHusa yctapesLumx gannos 6r10KMpoBKM
BUPTYyasribHON MalUVHbI;

- virt-xml — MHCTPYMEHT peaakTupoBaHna XML-onucaHum BUpTyanbHOW MaLUUHbI C
MOMOLLbIO NAapaMeTPOB KOMaHLHOW CTPOKW;

- virt-xml-validate — MHCTPYMEHT NPOBEPKM KoppekTHOCTU XML-onucaHnn BupTy-
anbHOW MaLUWHBI.

Bo3MoXHOCTM 1 cnocobbl NCNOMb30BaHUS JaHHbIX MHCTPYMEHTOB OMNMCaHbI B COOTBET-

CTBYIOLLMX pa3fenax pykoBOACTBA man.
2.5. YnpaBneHue channamm ob6pa3oB AUCKOB BUPTYalNbHbIX MaLUUH

B MK CB pab6ota ¢ dannamm obpasoB HocuTenenm Npon3BogmuTCs C MOMOLLbI NYrioB
HocuTenen. Nyn HocuTenen onpegenseT Guandeckoe pacnornoxeHne dansos o6pasos U MOXET
ObITb Pa3fIMYHbIX TUMOB.

[1ns1 HACTpOKKKM NyNoB HOCUTENEN C NOMOLLIbIO rpadnyeckon yTunmnTbl HeobxogMmo Bon-
™ B OC CH nopg y4yeTHOM 3anucbio nonb3oBaTtensd, BKIKYEHHOro B rpynnbl astra—-admin w
astra-console, U 3anyCTUTb MeHeXXep BUPTyarbHbIX MaLUWH virt-manager.

[anee B OkHe MeHemkepa BUPTyarbHbIX MalIWH BblOpaTb NOOKMOYEHNE K HYXXHOMY

cepBepy BUpPTyanusauun u nepenTn BO BKNaaky «XpaHunuuie». [Ansa co3gaHus HOBOro nyna



25

PAOLIM.10001-02 95 01

HocuTeneit HaxaTb [+], a Ans cosgaHus obpasa HaxaTtb [HoBbIN ToM] B cooTBeTCTBUM C pUc. [17]

arm2 CBoKCTBa COEAWHEHWA

$afn

Dbzop

default

Katanor dadnoBod CHCTEMEI

iso-1

O-"’O
Katanor thafnogol cHCTEMB

iso
Katanor GaAnoBEoA CHCTEME

o nfs

BMPTYaNbHEIE CRTH |

default:

HazeaHwe:
THA Nyna:
PacnonoxeHve:

CacTosHWe:

| CEeTEEbIE MHTEpdERACH |

4.97 GB Free f 13.24 G&8 In Use

Idefault

Katanor pafinoEoi CHCTEMBI
Juarfliblibvirt/images

L3 ApTHEEH

Katanor Qadnoeod cHoTEME

L

o-"’O — —-
Katanor fainosoi cHCTEMB

AETOZANYCK!

rona (3 |

MpKW zarpyske

o, ¥
Katanor Qadnoeod cHoTEME

Toma * | Pasmep dopMat McnonesyeTc:
mind.qocow? 2,00 GB qoowe rmind
vml.gcowe  8.00 GE gqoowe

AoBaenTe Nyn ) N

[|_ x| & | iéw HoBwlR TomM & | ¥panuTto Tom -’.-j'-:; OpHMEHHTE
77

Puc. 17

Ha puc. |’I;8| npuMBeaeH BHELLUHUIM BUA ANANoroBbiX OKOH NPW CO34aHuM nyna HocuTteneun

n obpasa HOBOro aucka. B Beinagatowmx cnmckax, COoTBETCTBEHHO, HEOOX0AMMO BbibpaTh TUN

nyna unu popmat obpasa HocuTens.

Nob6aeKTb HOBLIM NYA XpaHeHKA

E* Co3gaHue nysna XpaHeHWs
il

BeifiepHTe THN AoBaEnAeMoro nyna.

JAobaButb TOM XpaHunuwa

E* Co3sfaHue ToMa XpaHunuLla
il

HazeaHwe: Itest_pool

THn: dir: Katanor dafnoeol cHCTEMbI
disk: ©MaHYECKHMA AWMCK
fs: OTdopmaTHpoEaHHoe BnodHoOE YoTROWCTED
iscsi: Llens ISCSI
mpath: PErMcTpaTop MHOMONYTEENY YCTPOHCTE

scsit ¥ocT-agantep SCSI

=R

Makc, BmgocTe: |8,0 ﬂL,'__ e

x OTMEHMTE K/ Hazan

(2 Bnepea

& ommennTs

rave

CozpaiTe . W3 ANA MCNONb20E3HKMA BURTY 3NEHOM MALKMHOM HE3NpAMyH,
Cow

Hazeanne: .qoowz
qoow

DopMart: qoows

! PesepBHO o0y B

KeoTa pazt vpe

vm's gocty vdi aHCTEO! 521.81 GB

L_%- Z3EEPWHTE

Puc. 18

BHUMAHMUE! B MK CB ncnonb3yloTca cpeacTsa aMynsaumMm annapatHoro obecneveHns

Ha ocHoBe QEMU, koTopble nogaepXmBatoT cnegyrowme dopmatbl 06pa3oB: raw (raw-gopmar,

ABnsAeTca akTU4eckn npeacTrasneHnem dusmndeckoro aucka) n doopmar gcow2 (COBCTBEHHbIN
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dopmat QEMU, nogaepkMBatoLLnin BO3MOXHOCTU CXKaTUS, UCMNOMb30BaHUS CHUMKOB U Apyrue
AONONHUTENbHbBIE BO3MOXHOCTM).

MpnmevaHune. CywecTByeT BOSMOXHOCTb UCMOMb30BaHUSA hopmaToB 06pa3oB Apyrnx
CpencTB amMynsumMu annapatHoro obecneveHus, Hanpumep, VirtualBox. Ho anga 3anycka BupTyarnb-
HOWM MalunHbl TpebyeTcsa KoHBepTaumsa B cob6¢cTBeHHbI hopmat QEMU.

Mocne cospaHna obpas MoxeT ObITb 4o6aBnNeH B KOHUrypaLumo BUPTYanbHOM MaLlUnHbI,
Hanpumep, C MOMOLLIbIO OKHa CBOMCTB BUPTYaribHOW MalUUHbI B MEHeKepe BUPTyasibHbIX MaLluH

virt-manager.
2.6. YnpaBneHune BMpTyalbHbIMU CETEBLIMU MHTEpP(encamMm u ceTsamm

B MK CB cyLiecTByeT BO3MOXHOCTb HAaCTPOMKN BUPTYarbHbIX CETEBbLIX MHTEPKENCOB 1~
ceten ansa obecnevyeHns ceTeBoro B3anMoaenCTBUS BUPTYarbHbIX MaLlIUH Kak Mexay cobou, Tak
N C ornepalMoOHHON CUCTEMOW Yy3na.

[1na HaCcTpoOWKM ceTeBbIX MHTEP(ENCOB C NOMOLLLIO rpaddMyECKON YTUINTUTLI HEOOX0AMMO
BonTn B OC CH nopg y4eTHOM 3anucbto nonb3oBaTesisi, BKIKYEHHOrO B rpynnbl astra-admin 1
astra-console, U 3anyCTUTb MEHEMXXEP BUPTYarbHbIX MaLlWH virt-manager.

[anee B okHe MeHemxepa BUPTyanbHbIX MalUMH BblIOpaTb MOAKMOYEHMUE K HY>XXHOMY
cepBepy BupTyanusauuu, nepentn Bo Bknagky «CeteBble MHTepdenchi» n ansa nobdasneHus

HOBOTO CeTeBOro uHTepdeiica HaxaTb [+] B cooTBeTcTBMM C puc. [T9]
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o arm?2 CBoHCTBa coegWMHEHKA

D arn |

Cbzop ‘ BrpTyaneHwe cetH ‘ HKOAHHIHLLE | CeTeeble MHTEpdEACH

=1 MAC: HewnseecTHO
o
COCTOAHME! WA ApTHEEH
Pexum sanycka: none “'
McnonesyeTCcA: -

= KoHdurypauwa IPv4

Pexnm: Static

Agpec: 192,168.32.181/24

MoAgYMHEHHbIE MHTEptheAcbl

Mame ¥ | Interface Type

ethid ethernet

JoBaEnTE MHTEpdERC

Hﬂﬂ 7/ OprmennTe

Puc. 19

7

3atem Bbl6paTb TWN ceTeBoro MHTepcbeVlca, 3afaTb Ha3BaHWE U Bbl6paTb 13 BblMagatoLle-

ro CMncKa pexunMm 3anycka B COOTBeTCTBUN C PUC. @.

HacTpouTb ceTesoid HHTeptheldc HacTtpouTb ceTeBoi HHTepdelic

BoiGepKHTE THMN HHTepdERCa ANA HACTROMKM. P Ibr2

Twn MHTepdieAca: MocT PexmrM zanycka:
Arperagma D
AKTHMEWMPOBATL CeMYac:
Ethernet - 2
WLAN <b=HactpofkK IP</b>  IPwv4: DHCP HactpoRka |
Hactpofkn mocTa: STP on, delay 0.00 sec HacTponka |

BroibeprTe MHTEpgeAcb} ona MocTa:

¥ | Haseanwve Tvn McnonbsyeTcH:
] wneto ethernet
] o ethernet
Bomenms | | (s | @ anena Ropers | @uuen | [
4 2

Puc. 20
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Bbi6op BupTyanbHoro ceteBoro nHtepderica ana BM BbinonHaeTcsa B pasgene KoHpury-

pupoBaHus AaHHoi BM (cm. [2.3) kak nokasaHo Ha puc. 21],

o winkp-2 BUpTYanbHaa Maw4Ha | = | Bl ||
Dain  BupTyanbHas MawkHa Bug  OTNpaBwTh KOMAMHALKK KNaEHLW

=] 3 | M- -

(=) (> @ & . = -
KoHConb 3anyCcTHTE MNayza BrIKNHKUEHWE CHUMEK BO BECH 3KpaH
kly 0630p | DHOTEIEED GOTEET YETpoWcTED x0cTa ethd (Moct 'bri')y
& BezonacHocTe Cozgate Ha baze: BrpTyaneHas cetk 'default' : MAT
[! MapaMeTpel NPOM2E0AMTENEHOCTH BMpTyaneHasa cate 'net' @ NAT

Mofens yCTpoHcTEa:
{;3 Mpoueccop YiEamHTe MMA obWwero yoTpoHcTES
BE Namate MAC-aapec: 52:54:00:fc:35:b7
@5 MapamMeTpel 2arpyskK
&l 1DE Disk 1
@ MnaHwer
& IbilLb
& BEOA

Puc. 21

[ns HaCTpOWMKn BUPTYarbHbIX CETEN C MOMOLLBbIO rpadduyecKkon yTUnnTbl HE0BXoaUMO
Bontn B OC CH noa yyeTHOM 3anvcblo Nonb3oBaTens, BKNKOYEHHOrO B rpynnbl astra-admin u
astra-console, U 3anyCTUTb MEHEKEP BMPTyarbHbIX MaLUWH virt-manager.

[anee BbIGpaTb NOAKMNIOYEHNE K HYXXHOMY CepBepy BUpTyanusauuu, nepentu Bo BKNaaKy

«BupTyanbHble ceTu» u ana AobaeneHns BUPTyanbHOW ceTu HaxaTb [+] B cooTBeTCTBUM C puc. [22]

T arm2 CBEDHCTEA coegvHEeHWA

$ann |

O5zop ‘ BUpTyaneHelEe CETH ‘ XpaHWnHLW e | CETEELIE MHTEpGEHCH

%‘Q default HazeaHme: Idefault
E:Q net YeTpofcTeo: virbro

CoctoaHme: B3 AxTMBEH

AETOZAMYCK: Mpw zarpyzre

I KoHdurypayma IPvd

AoBaEHTE CETE

+ B

3@| - | </ OpurermTe

Puc. 22
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3aTtem 3agaTtb Has3BaHWe U HeOBXoAMMble HAaCTPOWKK (MOACETb M NOAKMNOYEHNE K usnye-

CKOVi CeTu) B COOTBETCTBUM C puc. 23]

CO3AaTh HOBYH EMPTYaNbHYH CETh | CoO3AaTbh HOEYH BUPTYaJbHYH CETh

|:\ Co3naHWe BUPTYanbHOW CeTH |:\ Co3gaHWe BUPTYallbHOW CeTH
W W)

HacTpoATe agpecHoe NpocTpaHcTED IPwW4 ANA BMATYanbHOA CETH: MogKkNKYEHD K (IM3MYECKOW ceTu:
BEAHIYMTE ONpedeneHHE NPOCTRAHCTES agpecos IPv4 ® M30nMpoBaHHaA BMPTYanbHaA CeTh
CeTh: |192.168.1D.D/24 O Nepecbinate Ha hH3MUECKOE CETEEOE YCTPORCTED
@ CoBeT. CeTt gon#Ha ObiTe BbifpaHa B pamkax ogHoro us HasHaushne: | JloBoe dHaMHeckos yeTpokeTED |v |
YacTHbIX AWManazoHoe agpecoe IPv4, HanpuMep: 10.0,0.0/8,
192,168.0.0/16
Bexcmm: MNAT |v

Lnwos: 192.168.10.1
Tun: HacTHas
[ Bknounte ceTeese PYHELMH M EHYTREHHIOK MapWpyTH3aumk IPve

BrunTe DHCPY4 Ecnm aapec IPv6 He 334aH, 3T0T NYHKT DaspellMT BHYTREHHHIW
HEMERE! Ilg:2 168.10.128 MapwpyTHaauno IPvE Mexay EMPTYaneHbIMK MALWKHAMK, o
YMONYaHKWKD MCNONBSYETCA MapWpyTH3auMa P4,

Kowel: |192.166.10.254

lMa gomeHa: Itest
[ BrknoumnTe cTatiueckoe ONpEeAENEHHE MapLIPYTOE

x OTMEHHTE @ Hazag @ Brnepén x OTMEHMTE

@- Hazag | iér' 2aEepWwnTh

Puc. 23
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3. NOOKIMOYEHUE ®U3UYECKOIO YCTPOMUCTBA K BM

3.1. NoakntoueHne USB-yctponuctea k BM

dyHkumnonan MK CB obecneuvnBaet nogkntoveHne USB-yctponctea k BM n nossonsier
ncnonb3oBaTtb ero u3 ceccum BM, ogHOBpeMeHHO orpaHudmBasi 4OCTYN K HEMY C y3na.
Ona nogkntoyeHus USB-yctponcTtea kK BM TpebyeTcst BbINONHUTL crneaytowme 4encTeus:
1) HacTpouTb NpaBa JOCTyna K YCTPOUCTBY:
a) 3anyctuTb Ha y3ne ytunuty fly-admin-smc;
0) BbIOpaTb MYHKT MEHIO «YCTPOMCTBa M npaBuna — YCTpPONCTBa» U Haxatb [+]
(«Co3gaTtb HOBbLIN ANEMEHTY);

B) nogknounts USB-yCTPOMCTBO K Y31y B COOTBETCTBUM C puC. [24]

® Ynpasnewue noauTuKomn GesonacHocTH - PerMcrpauus HOBOro ycTpoMCTBa o|E| %]
®ann [lMpaBka HacTpoiku [ToMoLLb )
DuUnbTp 7
3 astral5-pk I ( Onucanue | CsoWcTBa [
-l Ayomt | |8 828011 (ICH9 Family) i —
L rommmadl| &4 2.0 root hub MoacoepauHurte (] Bntouero
@[y Manpnar =-«% USB Mass Storai e S
5- %% Hactpo & SCSI xocT-ap; VCTPOMCTBO' | |
52 Mo & SCSI Xoct CTaNbHble
&- £ Monb3o =@ ycipoicTs
5 Npusw] & 06w | Ytenme
5~ YcTpoii - g Transce | 3anucn
Mpag & UDF | Brinonuenue
Yetp
fl ly UDF Volume (sdb1) e

9 [OCTYMNHO 2 AeHCTBUA
[ OTKpbITb B M

@ OtkpbiTh B Midnight Commander

9 Transcend 4GB (sdb) B

@ Astra smolensk amdé4 (sr1) B
[1010) . ,. .

Virtualization & Management (sr0) e

Puc. 24

r) BbibpaTb «ycTponctBo SCSI» 1 HaxaTtb kKHonky [[la] B COOTBETCTBUM C puC.



31
PAOLIM.10001-02 95 01

[o6GaB1Tb YCTPOMCTBO i
{(Dmn bTP \ OnucaHue [ Ceoncrea |
828011 (ICH9 Family) USB2 EHC] MpoussoauTens: JetFlash
“+ 2.0 root hub Uspenue: yctporctBo SCSI
=« USB Mass Storage Interfact MNoacuctema: scsi
=-¢» SCSI xocT-apanTep NyTe sysfs: /sys/devices/

~ ¢ SCSI XocT-apantep | pci0000:00/0000:00:1d.7/
usb1/1-1/1-1:1.0/host3/
& 06wmn nutepden [target3:0:0/3:0:0:0
= k& Transcend 4GB D paieep: sd
k& UDF Volume

yCcTpoicTBo SCSI

Tvn: aucK
SCSI xocT: 3
SCSI xocT: 3
SCSI wuna: 0
1] | [+] SCSITarget: 0

{ nNa “ OmeHaJ

Puc. 25

[) 3ajaTb Ha3BaHWe npasuna, ykasaTb nonb3osaTend, rpynny n atpubyTbl (Npasa

Ha YCTPOMCTBO OOSKHbl ObITb TakoBbl, YTOObI MOMNb30BaTENb, OT UMEHN KOTOPOTrO

3anyckaetca BM, nmen Kk Hemy gocTyn), ycTaHoBUTL orar « BKnoyeHo» U COXpaHnTb;
2) ykasatb USB-ycTponctBo B HacTpomnkax BM:

a) 3anyctutb virt-manager;

6) oTKpbITb Tpebyemyio BM 1 nepenTtun B pasgen KOHPUrypupoBaHus;

B) HaxaTb Ha kHomnky [[lo6aBuTbL 060pyaoBaHue];

r) Bol6patb TMn «USB Host Devicey;

A) BbIGpaTh Heobxoanmoe USB-ycTpoiicTBO B COOTBETCTBUM C pUc. [26]

[o6aBnTb HoBoe BupTyanbHoe YCTpOMCTBO ===
Hs Network

€ Input YCTpOHCTBO XOCTa:

] Graphics 001:003 JetFlash Mass Storage Device

fe Sound

=4 Serial

~4 Parallel

=4 Console

=4 Channel

o

USB Host Device
PCI Host Device
Video

Watchdog
Filesystem

Smartcard

USB Redirection
TPM

RNG

Panic Notifier & |
# Otmenntb | </ 3aBepuwuTh

<
L
L |
8
®
o
E)
=)

Puc. 26
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3) nepesarpy3uTb y3en.

3.2. YnaneHHoe nopaknto4vyeHune USB-yctponctB Kk BM no npotokonam
VNC/SPICE/RDP

B cocTtaB MK CB BxoguT rpaguyeckoe npunoxeHme brest-usb-redirect, No3Bonsito-
LLlee Nonb3oBaTento nepeHanpaBnTb NoaknodeHHble USB-ycTponcTBa Ha BUpTYyaribHble MallnHbI
B pamkax gomeHa FreelPA no npotokonam VNC, SPICE nnu RDP.

[nsa Toro 4To6bl 06ecnevnTb BO3MOXHOCTb NepeHanpaBuTb nogknoveHHsle USB-ycTponcTtea
Ha BM, Heob6xoaMMo BbINOMHUTL criegylolmne AencTBus:

1) Ha ppoHTanbHom mawwmHe MK CB:

a) ycTaHOBUTb NakeT brest-vdi-tools, ANs 3TOr0 B TEPMUHANE BbINOMHUTL KO-
MaHay:

apt install brest-vdi-tools
0) B web-nHTtepdence OpenNebula ona BupTyansHOW MaLIMHBI, HA KOTOPYHO HEODXO-
anmo nepeHanpasuTb USB-yCTponCTBO, OTKPbITh BKNaaky «/3MeHnTb KOHUrypawmo
BM» 1 ykasaTb oauH 13 crieqyoLmnx NpoTOKOSOB yaarneHHoro gocTtyna:

- VNC unn SPICE — Bo Bknagke «Beoa/BbeiBog» B cekunn «Cpeactaa rpadunye-

CKOro Aoctyna» BblbpaTb He06X04MMbIN NPOTOKON (CM. puc. [27));

& brestadmin @ OpenNebula
M3MeHUTDb Konqmrypau.mo BM :z sm K
WH. naHens MacTep HacTPOHKH
3xaemnnApsl BM
- ' =] .
E Broa/Bbigog
'I\
X Bupt.m YT Cpepcrsa rpaguyeckoro gocryna YcTpoiicTea BBOAA
LWabnoHb! \
OTeyTeTayeT VNC soL Tun Wika
SPIC i m
e ™ . Cnywats Ha IP
0.0.00
Xpaumnme SungeokapTa
= default b
£ Access pelicy
= Monopoly v
E F
- Facknagka
. KIEBMETYPhI
O
Puc. 27

- RDP — Bo Bknagke «OS & CPU» B Bbinagatowem cnucke «focteBon areHT
Qemu» BbIbpaTh «Ha» (cM. puc. [28)).
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& brestadmin Q@ OpenNebula

N3mMeHnTb KoHdurypaumio BM 3 smolensk1 6-3

WHip. naxens MacTep HacTpoiiKu
SxzeMmnnapsl BM
amm [0} = [ -
222 BM _ - _
== 0S&CPU Be00/EblECO KMOHTEKCT BCe OCTaNbHbIE
% Cepeuchbl
3G BHPT. MaplwpyTH
ACPI PAE
v v
WabnoHbl Oco6eHHOCTH
[ Bm )
S APIC HYPERY
@ CepBucbl n e 3
LEccops v v
3C BHPT. MapuIpyTH _ ~
g . ™
= Tpynnei BM IMecTHoe BpemA | FocTesoit aresT QEMU |
v Na v
XpaHunnuie . 7
P= Xpawunmua O4epepw virtio-scsi USB koHTponnep
B Xpa 2
v v
& O6pazbl BM e
B Qainb
8 Pe3epeHble konu
™ MarasuHbl npuic
&3 Npunomenns
Puc. 28

Ha BupTyanbHOM MaliMHe, Ha KOTOpYyl HeobxoaMmo nepeHanpaBuUTb

USB-ycTpoincTBo, crnenyeTt yCTaHOBUTL MakKeTbl gemu-guest-agent, xrdp U

one-context. [Ina aTOro B TepMmHane BbINOMHUTbL KOMaHAy:

apt install gemu-guest-agent xrdp one-context
B) Npu HeobxoauMocTu ckoppekTupoBaTtb TN USB-koHTponnepa B HacTporkax Bup-
TyanbHOW MalWHbI, Ha KOTopyto ByaeTt nepeHanpasneHo USB-ycTtponcTso (no ymor-
YaHuo 3agencTBoBaH KoHTponnep USB 2.0). Ecnn Heobxogmmo nepeHanpaBuUTb
yctporicteo USB 3.0 u Bbiwe, T0 B web-nHtepdernice OpenNebula Bo Bknagke «M3me-
HUTb KoHGUrypaumo BM — OS & CPU» B Bbinagatowem cnvcke «USB koHTponnep»
cnepyeT BbIGpaTb «3.0» (cm. puc. [29);
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& brestadmin Q@ OpenNebula
WU3MeHnTb KoHurypaumio BM 3 smolenski.6-3

W. nanens MacTep HacTPOKH

Skzemnnapsl BM

- !

=== o = . -
= BM OS&CPU  BE00/BbiE0] KoHTeKeT Boe ocTaNbHbIE

‘_:G.‘ Cepeuchbi
3G BMPT. MaplipyTH
ACPI i

- v
LWa6noHb! OcoBEeHHOCTH
D BM A

o ARIC HYPERV

C?j Cepsnchbi NPOUECe
33 BupT. MapupyTH
R — MecTHoe Bpemd FocTeroii arenT QEMU

v Na v
Mpanunmue

) o
XpaHunmia O4epepn virtio-scsi USB koHTponnep

v v
O6pazbl BM | = |

S _
Paiinb|

Pe3epeHble KOMK

MaraauHel npunc

CnoEmkN

MpUNoMEeHHA

Puc. 29

2) Ha KNUEHTCKOM MaluMHe, ¢ KoTopon ByayT nepeHanpaeneHbl nogkntoyeHHble USB-
yCTpOUCTBa, formkHa 6bITb ycTaHoBneHa OC CH. [Ins nepeHanpaBneHnsa NoaknioYeHHbIX
USB-ycTponcts HeobxoamMMO YCTaHOBUTL MaKeT brest-usb-redirect, BbIMNOMHUB B
TepMuHane KomaHay:

apt install brest-usb-redirect

BHUMAHWME! KnneHtckas mawmHa OOfmKHA BXOOUTb B TOT Xe aomeH FreelPA, yto un

dpoHTanbHaa mawwmHa MK CB.
3.3. NMNopgknroyeHne xectkoro gucka K BM

[ns nogkntoveHns xectkoro auncka kK BM (Ha npumepe yctponctea /dev/sdb), Heobxo-
AUMO BbIMOSHUTL cregyowne 4encTBus:
1) onpepenuTb Ha yane Tpebyembi AUCK:
ls -1 /dev/disk/by-id/ | grep sdb
PesynbTat BbINONHEHMA KOMaHAbl OyaeT cogepxaTb criegytowme CTPOKU:
ata-WDC_WD1003FZEX-00K3CAQ_WD-WCC6Y7YXUX4S -> ../../sdb
scsi-SATA WDC_WD1003FZEX- WD-WCC6Y7YXUX4S -> ../../sdb
2) cosgaTtb NpaBumo OOCTyna K yCTPOMUCTBY B NONMTMKax 6€30nacHOCTH:
a) 3anycTuTb Ha y3ne ytunuty fly-admin-smc («[lyck — Hactpownku — NMonutnka
BGesonacHocTuy);
0) BbIGpaTb NYHKT MEHIO «YCTPOMCTBA U NpaBuna — YcTponcrear, HaxaTtb [+] («Co-
30aTb HOBbIN 3rieMeHT»), 3aTem [Aa];
B) B OKHE HacTpounku B cekuumn «CBoMCTBa» HaxaTb KHoONky [+]. B nosiBuBwenca

Tabnuue 3agatb NapaMeTpbl yCTPOUCTBA:
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- «Tun»: ENV;

- «Kntouy»: ID_SERIAL;

- «Onepauusy: ==;

- «3Ha4yeHme»: WDC_WD1003FZEX-00K3CAO WD-WCC6Y7YXUX4S
r) 3agaTb HaMMeHOBaHWe NpaBuna, ykasaTb Nnonb3oBaTtens, rpynny n atpubyTsl (npa-
Ba Ha YCTPOMCTBO [OMKHbI OblTb TakoBbI, YTOBLI NOsib30oBaTemnb, OT UMEHU KOTOPOroO

3anyckaetcs BM, umen goctyn K yCTpOMCTBY), yCTaHOBUTL ¢pnar Ans nons «Bkniove-

HO» W COXPaHWUTb HACTPOMKKN B COOTBETCTBUM C puc. [30]

®ann [lpaska Hactpoikum [Momolwb
v @ |Bce | MMnopt  kcnopt leuatb
& astrals Perncrpaums HOBOro ycTponcTsa
D Ayamut
©- @l pynnb HanmenosaHue: HDD_sdb X BkniouyeHo
MaHaatHble aTprbyThl 06wne MPI Ayaut ‘ Mpasnna
« HacTpoiiku 6e3onacHo...
lNonb3oBaTtens fpynna OcranbHble
MOAUTUKKA YHETHOR 3a... -
Mons3osaTtenu £ user1 ~ || i libvirt-admin -
Npusunerun X| UteHue X YteHue Htenne
YcTpoicTea v npasuna
P P X 3anucs X/ 3anuce | 3anuce
Buinonvenne BouinonHenwe Beinonnenne
CBoiicTBa
‘ Tun ‘ Knioy | Onepauns 3HayeHue
I‘ENV ~ |ID_SERIAL == ~ WDC_WD10...
OnucaHue
Yy
Puc. 30

3) ykasaTb HDD-ycTponcTBO B HacTponkax BM, oTpegaktupoBaB MX C NOMOLLbIO UHCTPY-
MEeHTa KOMaHOHOMW CTPOKMU virsh. [1NA 9TOro BbINOMHUTL KOMaHAY:

virsh --connect gemu:///system edit vmname

N oTpegakTupoBaTh hann, JobaBmB B cekumo devices onucaHme Brio4HOro yCTpomncTea:
<disk type=’'block’ device='disk’>
<driver name='gemu’ type='raw’/>

dev='/dev/sdb’ />
dev='sdb’

<source
<target bus='sata’ />
</disk>

3aTeM COXPaHUTb KOHUrypaumio;

4) nepesarpy3nTtb y3en.
3.4. NoakntoyeHne PCl-ycTtponctea k BM

MoakntoyeHune PCl-yctponctea kK BM no3Bonnt ncnonb3oBaTb BCE BO3MOXHOCTU y3na B

OC BupTyanbHoOn MawwuHbl. [1ns BodamoxHocTh nogkntodeHnsa PCl-yctponctea k BM y3en gorxeH
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MMETb MATEPUHCKY NnaTy C nogaepXkom Gnoka ynpaeneHusi namatbio BBoga/BbiBoga (1/0
MMU) — texHonorns AMD-Vi(AMD) unu VT-d(Intel). nsa cooTtBeTcTBYIOLWEN TexHonornn B BIOS
MaTEepPUHCKOM NnaTbl y3ra AOMKHO ObiTb YCTAHOBNEHO 3HayYeHne «Enabley.

B npumepe npuBeaeH anroputm noakntoyenms kK BM PCl-BngeokapTbl. AHanormyHbIim

0bpa3om BbINonHAeTCs noagknoveHne apyrux PCl-ycTponcTts, Hanpumep, CETEBON KapTbl.

Mpumep

MoakntoveHne PCIl-enaeokaptsl (Nvidia) Kk BM Ha y3ne Ha 6a3e Intel

1) skntounTb /O MMU B OC y3na:
a) y3Hatb «VendorID» n «SeriallD» BuaeokapTbl, 45151 3TOr0 B KOHCOSM BbINOSTHUTb:
lspci -nn | grep NVIDIA
PesynbTaT BbINONMHEHUA KOMaHAbI:
01:00.0 VGA compatible controller [0300]: NVIDIA Corporation Device
[10de:0fc6] (rev al)

01:00.1 Audio device [0403]: NVIDIA Corporation Device

[10de:0elb] (rev al)

MepBoe ycTponcTBo — Buaeokapta ([10de:0fc6]), BTOpOe — BCTPOEHHAA B Hee
3BykoBas kapTa ([10de: 0elb]);

0) BKMOUNTL B iAPE COOTBETCTBYOWME Moaynu. [ina atoro B ann /etc/modules

HeobxoaMmo 006aBUTbL CTPOKU:

pci_stub

vfio

viio_iommu_typel

viio_pci

viio_virgfd

n nepecobpaTb initrd, BbINOMHUB KOMaHAY:

update-initramfs -u -k all

B) nobaBntb B grub Heobxoaumble MHCTpyKuuu. [Ona atoro B hanne
/etc/default/grub ansa napameTpa GRUB_CMDLINE_ LINUX DEFAULT gobaBuTb
cnefywouime OaHHble:

intel iommu=on pci-stub.ids=10de:0fc6,10de:0elb

n 06HOBUTb grub:

update-grub

r) pobasutb B blacklist pgpamBepa Nvidia. [Ona atoro B dann
/etc/modprobe.d/blacklist.conf BHECTU cneayloLime CTPOKM:

blacklist nvidia

blacklist nouveau
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blacklist lbm-nouveau

options nouveau modeset=0

alias nouveau off

alias lbm-nouveau off

) co3gaTtb UCNOMHAEMbI CKpUNT /usr/sbin/vEio-bind ANA NOAKIYEHUS YCTPOK-
ctea k VFIO-PCI:

#!/bin/bash

modprobe vfio-pci

for dev in "$Q"; do
vendor=$ (cat /sys/bus/pci/devices/$dev/vendor)
device=$(cat /sys/bus/pci/devices/$dev/device)
if [ -e /sys/bus/pci/devices/$dev/driver ]; then
echo $dev > /sys/bus/pci/devices/$dev/driver/unbind
fi
echo $vendor $device > /sys/bus/pci/drivers/vfio-pci/new_id
done
BbICTaBUTb Nnpasa, BbIMNOJIHUB KOMaHAOY:
chmod 755 /usr/sbin/vfio-bind
n 0o6aBnTb CKPMNT B aBTO3anyck ¢ ykazaHuem |ID yCTponcTB, NONy4YEeHHbIX B pe3ysib-
TaTe BbINOITHEHUA D,GVICTBI/IH COrMmacHO NyHKTY @ HacTodllero nepevyncrieHns. ,D,J'Iﬂ
aToro B hanin /etc/rc.local go6aBuTb CrieayoLLy0 CTPOKY:
/usr/bin/vfio-bind 0000:01:00.0 0000:01:00.1
€) BbINONHUTL Nepe3arpy3ky y3na. [ocne nepesarpysku cnegyet NpoBepUTb CTaTyc
IOMMU:
- ansa npoueccopa Intel BbiInonHMB KOMaHAy:
dmesg | grep -iE " (IOMMU|VT-d)"
- ansa npoueccopa AMD BbinonHMB KoMaHay:
dmesg | grep -iE " (IOMMU|AMD-Vi)"
PesyanaT BbIMOJIHEHUA KOMaHAbl OO0JKEeH coaepXKaTtb crieyrolne CTPpOKU:

[ 0.000000] DMAR: IOMMU enabled
[ 0.046886] DMAR-IR: IOAPIC id 2 under DRHD base
0xfed91000 IOMMU 1

[ 0.591348] iommu: Adding device 0000:01:00.0 to group 1
[ 0.591352] iommu: Adding device 0000:01:00.1 to group 1
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[ 0.892308] [drm] VT-d active for gfx access

X) npoBepuTb pci-stub kKomangom:

dmesg | grep pci-stub

PesyanaT BbIMOJIHEHUA KOMaHAbl OOJMKEeH cogepXXaTb crieyrollne CTPOKU:

[ 8.678781] pci-stub: add 10DE:0FC6 sub=FFFFFFFF:FFFFFFFF

cls=00000000/00000000
[ 8.678786] pci-stub: add 10DE:0E1B sub=FFFFFFFF:FFFFFFFF

cls=00000000/00000000
2) cosgaTtb U ckoHdurypupoBatb BM:
a) cosgaTtb BM c BupTyanbHbIM HabopoM MukpocxeM (chipset) pc-g35-2.1 ¢ nomo-
Wb UHCTPYMEHTa virt-install:
virt-install --connect gemu:///system -n vmname -r 4096 --vcpus=2
-c /path/to/iso/smolensk.iso --disk
pool=default,size=20,bus=virtio, format=gcow2 --os-type=linux
—-—-graphics vnc --video cirrus --machine pc-g35-2.1
rie vmname — Ha3BaHWE BUPTYyaribHOW MaLUUHbI;
—--vcpus=2 — KONN4ecTBO A4ep npoLieccopa;
4096 — o6bem onepaTMBHOM NAMATH;
/path/to/iso/smolensk.iso — nyTb Kk ISO-06pa3y ycTaHOBOYHOIrO gucKa
OC CH;
--disk pool=default — OUCKOBOE XpaHUIULLE,
size=20 — pa3mep xpaHunuuwa B 'b;
-—-graphics vnc — TUn gucnnes rocTeBon CUCTEMBI;

--video cirrus — TUN BUOEOYCTPOMCTBA FOCTEBON CUCTEMDI.

Mocne BbINONHEHUS KoMaHAbl HeOBXoANMMO 3anyCcTuTb Virt-manager 1 yCTaHOBUTb
rocteByto OC. Nocne 3aBepLueHns yctaHoBkn OC BbikNo4MTbL BM;
6) oTpegakTMpoBaTb KOHUrypaLMoHHbIN dann BM ¢ noMOLLbIO MHCTpYMeHTa virsh
BbINOSMIHNB KOMaHAy:
virsh --connect gemu:///system edit vmname
1 BHeca B (hann cnegyowme n3aMeHeHus:
1) 3amMeHuTb Bnok:
<domain type=’kvm’>
Ha 6nok:
<domain type=’kvm’
xmlns:gemu='http://libvirt.org/schemas/domain/gemu/1.0’>

2) 3aMeHuUTb Bnok:
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<features>

<acpi/>

<apic/>

<pae/>

</features>

Ha 6nok:

<features>

<acpi/>

<apic/>

<pae/>

<kvm>

<hidden state=’on’/>

</kvm>

</features>

3) ansa nogkntoyeHnsa PCl-yctponctea obaButb B KOHLE KOHOUIYpPaLNOHHOIO

danna 6nok:

<gemu:commandline>

<gemu:arg value='-device’ />

<gemu:arg value=’ioh3420,bus=pcie.0,addr=1c.0,

multifunction=on, port=1,chassis=1,id=root.1’/>

<gemu:arg value=’-device’ />

<gemu:arg value=’'vfio-pci,host=01:00.0,bus=root.1l,addr=00.0,

multifunction=on, x-vga=on’ />

<gemu:arg value=’-device’ />

<gemu:arg value=’vfio-pci,host=01:00.1,bus=root.1l,addr=00.1"/>

</gemu:commandline>

rae host=01:00.0 n host=01:00.1 — agpeca WnH BNOEO U 3ByKa COOTBET-

CTBEHHO.

CoxpaHuTb U3BMEHEHUSA KOHPUTYPALIMOHHOIO hanna;
B) 3anyctuteb BM. B cnncke ycTpomcTB AOSMKHbI MOSABUTCS HOBbIE YCTPOMCTBA —
BMAaeoKapTa N BCTPOEHHAA B HEE 3BYKOBaA KapTa. HeO6XO,D,I/1MO YCTaHOBUTb npaVlBepa

n nepes3arpy3ntb roCTteByo CUCTEMY.

3.5. NoakntoyeHne nocneaoBartenbHoro nopra kK BM

MoaknioveHne ycTponcTBa, NOAKMNIYEHHOrO K nocnegosateribHOMYy NopTy (Hanpumep,
/dev/ttyS0), MOXHO BbINOMHUTL ABYMsi cnocobamu:
1) B kKOHGUrypaunoHHom canne BM gobasute cnegyowwmin 6mok:

<devices>
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<serial type="dev">
<source path="/dev/ttyS0"/>
<target port="1"/>
</serial>

</devices>
2) B MeHegXepe BUpTyarbHbIX MalLVH virt-manager B pasgene KoHgurypmposaHua BM
HeobxoOMMO HaxaTb Ha KHOMKy [[lo6aBuTbL o6opyaoBaHMe] 1 B NOSBUBLLEMCSH OKHE

ykasaTb HeobxogumMoe yCTPOWCTBO B COOTBETCTBUM C puc. [31]

Do6aeuTb HoBoe BupTyanbHoe YCTpoicTBO Bl

& Storage Serial Device

[}EL.‘ Network
€ Input Tun ycrpoictea: CHMBOJbHOE YCTPOHCTBO (PU3MYECKOTO y3na (dev) |' |
& Graphics
e Sound

-1 Serial

~4 Parallel

TyTh: /dev/ttySo

~4 Console

=4 Channel

o USB Host Device
& PCI Host Device
& Video

B watchdog
2 Filesystem
&> Smartcard

@ USB Redirection
i TPM

o RNG

« Panic Notifier

¥ OrmeHuTs </ 3aBepumTs

Puc. 31



41
POLIM.10001-02 95 01

4. BBAMUMOOEUCTBUE AOMUHUCTPATOPA C C3U

Baanmopenctemne agmmnHuctpatopa ¢ C3U MNK CB coctomT 13 06s3aTenbHOro Npoxox-
AeHus npouenypbl ayTeHTUdmKaumMm Ha cepBepe BupTyanusauuu libvirt n pabotsl B ycnosusix
NPUMEHEHNS OUCKPELIMOHHOIO N MaHAATHOrO ynpaBneHus 40CTYMNOM.

OCHOBHbIMK 3aga4aMn agMUHUCTPUPOBAHUS SABNSAIOTCS:

- HacTpoWKa ydaneHHoro JoCTyna K cepsepy BupTyanusauum libvirt;

- HacTpoWKa yaaneHHoro JocTyna K pabo4ymm ctonam BMpTYyanbHbIX MalUMH MO NPOTOKO-

nam VNC n SPICE;

- OUCKPEeLMOHHOEe ynpasrneHue AOCTYNOM K BUPTyaribHbIM MalUMHaM;

- MaHgaTHoe ynpaBsreHne JOCTYNOM K BUPTyasibHbIM MallnHaM;

- ynpasreHue pexmmom 3anpeta moandurkaumm dannos-o6pasoB BUPTYanbHbIX MaLUWH.

MpnmevaHune. Hactponka cepsepa Buptyanusauum ansa pabotsl B EMNM OC CH, a Tak-
Xe ngeHtndukaumnsa n ayTeHTMdukauusa npym gocTyne K cepsepy Buptyanuaauum libvirt n k pabode-
My CTONy BMUpTyarbHbIX MalWWH BbINOMHAETCA B COOTBETCTBUM C  JOKYMEHTOM
PYCB.10015-01 95 01-1.

BHUMAHMUE! [JuckpeunoHHoe n mangaTHoOe ynpasneHne JOCTYNOM, a Takke ynpasneHune
pexXuMomMm 3anpeta moandukaummn dannos-obpasoB BUPTyarnbHbIX MallvH ocylectensaotca C3U
n3 coctasa OC CH.

BHUMAHMUE! Onepaumm N0 n3ameHeHuno coctaBa unm KoHdpurypaumm BM TpebytoT BXox-

AeHnsA nonb3oBaTens B crieumanbHY0 NoKanbHy agMUHUCTPATUBHYO rpynny libvirt-admin.
4.1. HacTponka AUCKPELUOHHOro N MaHAATHOro ynpaerneHue goctynom kK BM

HacTponka ANUCKPELUNOHHOro M MaHOAaTHOro ynpasneHnst 4OCTYNOM OCYLUECTBsSIETCA
nocpeactesom web-nHtepgenca OpenNebula B camom ak3emnnsape BM Bo Bknagke «Security»

(«BesonacHocTb») B COOTBETCTBUM C puc. [32]
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B OpenNebula pasnunyatotca gea Tuna goctyna K BUpTyarbHON MalUVHE:

- «Mcnonb3oBaHe» — NPOCMOTP CBOWCTB, 3arnyck 1 paboTta ¢ BUPTyaribHON MaLlnHOW;

- «AOMUHUCTPUPOBaHME» — MNOMHbBIA JOCTyn K BM, BKkntovasi 3anyck, NpaBKy ee CBONCTB

N ynpaeneHue npasamun SOCTyna K Hew.

[ns HacCTpOVK1 ANCKPELMOHHOTO YNpaBneHns 4OCTYNoM HeO6X0AMMO B COOTBETCTBYHOLLMX
nonsix oopmbl, NPUBEAEHHON Ha puUC. BblOpaTh « Tuny» (nonb3oBaTtenb unu rpynna), « CyebekT»
N YpOBEHb AOCTYNa U HaxaTb Ha kHonky [[lo6aBuTb].

[na HacTponkn maHaaTHOro ynpaesneHna Joctyna TpebyeTcs ykasaTb Mogenb parsec
(aMHamunyeckasa unm ctatmyeckas). [Npu ctatmyeckon mogeny B COOTBETCTBYIOLLEM Mone Heobxo-
ANMO TakXKe ykasaTb METKY.

[Mocne BHECEHUSA MBMEHEHNIN HEODXOAMMO HaxaTb Ha KHOMKy [CoxpaHuTb].

BHUMAHMUE! HacTtporka goctyna BO3MOXHO TOSTbKO Mpw BbIKo4YeHHON BM.

4.2. OrpaHn4YeHUss NO KOH(PUrypuMpOBaHUIO U 3anycKy BUPTyalibHbIX MaluWH B

ycrnoBusxXx MaHO4aTHOro ynpaBrieHUA 4OCTYyNnoOM

[nsa 3anycka BMpTyanbHOM MallMHbl OT UMEHW NONb30BaTeNs ¢ ero MaHgaTHbIMK aTpnby-
Tamn 6e3onacHocTn Heobxoaumo BonTn B OC CH nog yyeTHoOm 3anncbio AaHHOrO Nonb3oBaTens
C 3agaHHbIM MaHOAaTHbIM ypOBHEM. [locrne 4ero 3anycTuTb MEHeXep BUPTYyalnbHbIX MalUUH
virt-manager, BblGpaTb BMPTYyanbHy MallMHy M3 CNUCKA U HaxkaTb Ha KHOMKy [3anycTtuTb] B

COOTBETCTBUM C puc. [33]
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MpumeyaHunsa:

1. Mpu 3anycke BM nprnobpeTtaeT anHammnyeckme mMeTkn 6e3onacHoOCTH, BKoYaoLwme

naeHTudukaTop 3anycTmMBLLErO ee Nnonb3oBaTens U ero MaHaaTHble aTpubyThl. NMocne

3TOro npu gocTtyne K gaHHon BM npumeHATCS OUCKpeUMoHHOe U MaHgaTHOe ynpasneHve

OOCTYMNOM.

2. B cnyyvae vcnonb3oBaHua B kadecTte rocteBon cuctemsl OC CH BupTyansHas mawwmHa

He OOSPKHA 3anyckaTbCa B MaH4AaTHOM KOHTEKCTe. BMecTo aToro HeobxoamMmMo BbINOMHATb

yAaneHHbIn Bxod ¢ TpebyembiM MaHAaTHbIM ypoBHEM gocTtyna cpeactesamm OC CH.

3. MNpu 3anycke BM B HeHyneBOM MaHOaTHOM KOHTEKCTE peKOMeHOYeTCHA UCMOorb30BaTb

PEXUM TOMNbKO Ha YTEHMeE.

BHUMAHME! Tonbko 3anyctmeumin BM nonb3oBaternb univ nosib3oBaTesb, BXOAALWMN B
rpynny agMMHUCTpaTopoB libvirt-admin, MOryT ynpaenaTb yHKUMOHMpoBaHem BM (npu-
OCTaHaBrnvBaTb, OCTaHaBNUBaTh U T.M.).

BHUMAHMUE! Npu ncnons3osaHnv BM ¢ HeHyneBbIM MaHOaTHbIM KOHTEKCTOM B KavyecTBe

CETEBOro agantepa He MOXET ObITb BbIGPAHO YCTPOMUCTBO virtio.

4.3. OcobeHHocT paboTbl OpenNebula B ycnoBusix npumMeHeHUss MaHAATHOro

ynpasneHnsa 4oCTynom

Onsa Toro 4TOo6bLI OGecnevYnTb BO3MOXHOCTb YynpasreHus obnadHon nnatgopmMon
OpenNebula ¢ ucnonb3oBaHvemMm yTMNUT KOMaHAHOW CTPOKM (onevm, onehost n T. 4.) B yCrnoBusx
NPUMEHEHNST MaHAATHOro yrnpaBreHnsa OCTynoM, npeasapuTensHO Heo6xoaMmo:

1) Ha dpoHTanbLHOM MalLnHe B hanne /etc/parsec/privsock.conf obaBuTb cre-

ayoLiee CTpOoKu:

#brest

/usr/bin/oned

2) nepesarpy3uTb (PpoHTanbHy0 MaLluHy.
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5. CPEOCTBA OBECIEYEHUA OTKA30OYCTOU4YUBOCTU

5.1. NMporpammHoe obGecnevyeHue Kracrtepa BbICOKOM JOCTynHocTu. Pacemaker um

Corosync

Pacemaker n Corosync siBnst0TCs NporpaMmMHbiM obecnedeHnemM gnsa nocTpoeHus Kna-
CTEPHbIX CUCTEM BbICOKOM AocTynHocTh. OnncaHue n npumep HacTponkn Pacemaker n Corosync

ANs co3gaHus Knacrtepa BbiCOKOM JOCTynHOCTM npuBegeHsl B PYCB.10015-01 95 01-1.
5.2. OTkasoycTtonumBblie cepBucbl Samba n NFS

[na HacTponkn oTkaszoycTonuymebix cepucoB Samba n NFS n3 coctaa OC CH Heobxo-
AMMO nocnefoBaTenibHO BbIMOMHWUTL Aencteusi cornacHo [5.2.1H5.2.4] ans kaxgoro 13 cepBrCOB.
[AenctBus cornacHo BbIMOMHSAOTCA MAEHTUYHO Ans 060MX CepBUCOB.
5.2.1. HacTtpouTb ceTb:
1) 0o6beauHNTL B OAMH NIOrMYEeCcKnii MHTepdenc Ha cepBepax Knacrepa nyTem YCTaHOBKU
naketa ifenslave-2. 6:
apt install ifenslave-2.6
2) B panne /etc/network/interfaces ykasaTb HaCTPOMKM ON1S1 CETEBbLIX UHTEpPhen-
COB:
- NepBoro cepeepa:
auto lo

iface lo inet loopback

auto ethO

iface ethO inet static
address 10.10.10.99

netmask 255.255.255.0

gateway 10.10.10.2

auto ethl

iface ethl inet static
address 192.168.25.8
netmask 255.255.255.0

auto bond0
iface bond0 inet static
address 192.168.122.10
netmask 255.255.255.0
gateway 192.168.122.1
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bond _mode balance-rr
bond_miimon 100
bond_downdelay 200
bond_updelay 200
slaves eth2 eth3

- BTOpPOro cepsepa:
auto 1lo

iface lo inet loopback

auto ethO

iface ethO inet static
address 10.10.10.100

netmask 255.255.255.0

gateway 10.10.10.2

auto ethl

iface ethl inet static
address 192.168.25.9
netmask 255.255.255.0

auto bond0
iface bond0 inet static
address 192.168.122.11
netmask 255.255.255.0
gateway 192.168.122.1
bond_mode balance-rr
bond miimon 100
bond_downdelay 200
bond_updelay 200
slaves eth2 eth3
rae  ethO — vHTepdenc anga ocTyna K OTAeNbHbIM y3nam Knactepa;
ethl — heartbeat-uHtepenc, no KOTOPOMY OCYLLECTBIISETCA LOCTYN K CePBUCY;
bond0 — nornyecknin nHTepdenc (bonding) Ha 6ase puanyecknx eth2 n eth3 um
ncnonbayetca ansa cuHxpoHusaumm DRBD-pecypcos;
3) Ha obounx cepBepax BbINOMNHUTL crieaytolme KoMmaHabl:
modprobe bonding

echo ’'bonding’ >> /etc/modules
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init 6
5.2.2. YcTtaHoBUTb N HacTpouTb BrnovHoe yctporncTeo Distributed Replicated Block Device
(DRBD) B cootetcTBUM C[6.1.1]
5.2.3. YctaHoBuTb W HacTtpouTb Pacemaker n Corosync B COOTBETCTBMU C
PYCB.10015-01 95 01-1.
5.2.4. HacTpouTb OTKa30yCTOMYMBOCTb CepBuca:
1) Samba-cepsep:
a) nepen HacCTPOMKOWN pecypcoB KracTtepa Ha 06omx cepepax Heobxogmmo ybpaTb 13
aBTO3arpy3ku CKpUNTbl, KOTOPbIE B AanbHenwem 6yayT KOHTPONMPOBaTbCA COrosync:
update-rc.d -f drbd remove
update-rc.d -f samba remove
6) cospatb pecypcbl, 06beanHNTb UX B rPYNMbl U ONPeaenuTb NOPSAOK X 3anycka.
Bce gencteus BbINONHATL HA NEPBOM CepBepe:
- cosgatb pecypc DRBD-pasgena:
crm configure primitive drbd_main ocf:linbit:drbd params
drbd_resource="main" op monitor interval="60s" op start
interval="0" timeout="240s" op stop interval="Q0"
timeout="240s" op monitor role=Master interval="10s" op
monitor role=Slave interval="30s"
- yKasaTb onpegeneHue Begyulero (master)/Begomoro (slave) onga cosgaHHoro
DRBD-pecypca :
crm configure ms ms_drbd main drbd main meta master-max="1"
master-node-max="1" clone-max="2" clone-node-max="1"
notify="true"
- cosgaTb pecypc Toykm moHTupoBaHus DRBD-pasgena, Hanpumep, katanor
/opt/main:
crm configure primitive fs main ocf:heartbeat:Filesystem params
device="/dev/drbd0"\ directory="/opt/main" fstype="ext4"
options="noatime"
- co3pgaTtb pecypc oTkasoyctomumsoro IP-agpeca (no gaHHomy agpecy Oyaet
BbINONHATLCA obpalleHne Kk Samba-cepBepy):
crm configure primitive failover_ip ocf:heartbeat:IPaddr2 params
ip=192.168.25.10 nic=ethl
- €co3paTb pecypc samba:
crm configure primitive samba lsb:samba
- OpraHvM3oBaTb CO30aHHbIE pecypchbl Cy6/cepBMCOB B rpynnbl:
crm configure group group_main fs_main failover_ ip samba

- YKasatb npaBusio MOHTUPOBaHUA — MOHTUPOBATb pPeCcypCbl Ha Yy3ne, rae



47
POLIM.10001-02 95 01

DRBD-pecypcbl Haxogatcss B COCTOSAHUM Beaywmx. 3agaTb UMS, Hanpumep,
cluster resources:
crm configure colocation cluster_ resources
inf: fs_main ms_drbd _main:Master
- yKasaTb Nnopsgok 3anycka CepBMCOB — Nocre 3anycka cooTeetcTaytowmnx DRBD-
pasgenoB. 3agatb UMs, Hanpumep, all _after drbd:
crm configure order all after_ drbd
inf: ms_drbd main:promote group_main:start
- YCTaHOBWUTb NMpeanoyTeHNe 3anycka pecypcoB BeayLero/BegomMoro:
crm configure location prefer main_server-1
ms_drbd _main 100: server-1
crm configure location prefer main_ server-2
ms_drbd main 50: server-2
crm configure location prefer group main_ server-1
group_main 100: server-1
crm configure location prefer group main_ server-2
group_main 50: server-2
M3 BbllLeyKasaHHbIX HAaCTPOEK crefyeT, YTO OCHOBHbIM CepBepPOM 4514 3anycka
cnyx6bl Samba siBnseTcs server-1.
HacTtpoinka 3aBeplieHa, MpoBepka COCTOSIHUS BbIMOMHSAETCSA KOMaHOOW

crm status.

Mpumep
PesynbraT npoBepkun

Last updated: Thu Jun 16 10:58:33 2016

Last change: Thu Jun 16 10:58:10 2016 via cibadmin on server-2
Stack: openais

Current DC: server-1 - partition with quorum

Version: 1.1.7-ee0730e13d124c3d58£00016c3376alde5323cff

2 Nodes configured, 2 expected votes

5 Resources configured.

Online: [ server-1 server-2 ]

Master/Slave Set: ms_drbd main [drbd_main]
Masters: [ server-1 ]

Slaves: [ server-2 ]



48
POLM.10001-02 95 01

Resource Group: group_main

fs_main (ocf::heartbeat:Filesystem): Started server-1
failover ip (ocf::heartbeat:IPaddr2): Started server-1
samba (lsb:samba): Started server-1

B) HacTpouTb Samba-cepBep. [ 3TOro Ha KaXxgoMm cepBepe ykasaTb HaCTPOMKK
Ana gupektopun /opt/main B panne /etc/samba/smb.conf:
[share-drbd]
comment = Astra Linux Samba Share
path = /opt/main
browsable = yes
guest ok = yes
read only = no
create mask = 0755
2) NFS-cepsep:
a) nepen HacTPOMKOW pecypcoB Krnactepa Ha 0bomx cepepax Heobxogmmo ybpaTb 13
aBTO3arpy3ku CKpUNThl, KOTOpPbIE B AanbHenwem 6yayT KOHTPONMPOBaTbCA COrosync:
update-rc.d -f drbd remove
update-rc.d -f nfs-common remove
update-rc.d -f nfs-kernel-server remove
6) cospaTtb pecypcbl, 06beanHNTb UX B rPYNMbl U ONpeaenuTb NOPSAOK UX 3anycka.
Bce ,EI,eIZCTBI/IFl BbIMNOJIHATb Ha NepBOM cepBepe.
- cosgatb pecypc DRBD-pasgena:
crm configure primitive drbd_main ocf:linbit:drbd params
drbd resource="main" op monitor interval="60s" op start
interval="0" timeout="240s" op stop interval="Q0"
timeout="240s" op monitor role=Master interval="10s"
op monitor role=Slave interval="30s"
- ykasaTb onpefeneHue Beaylero/segqomoro ans cosgaHHoro DRBD-pecypca:
crm configure ms ms_drbd main drbd main meta master-max="1"
master-node-max="1" clone-max="2" clone-node-max="1"
notify="true"
- cosgaTb pecypc Toykm moHTupoBaHus DRBD-pasgena, Hanpumep, katanor
/opt/main:
crm configure primitive fs _main ocf:heartbeat:Filesystem
params device="/dev/drbd0"\ directory="/opt/main"
fstype="ext4" options="noatime"
- co3gaTtb pecypc oTkasoyctomumBoro IP-agpeca (no gaHHomy agpecy Oyaer
BbINONMHATLCA obpalleHne Kk NFS-cepsepy):
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crm configure primitive failover_ ip ocf:heartbeat:IPaddr2
params ip=192.168.25.10 nic=ethl
- cosgatb pecypchl nfs:
crm configure primitive nfs-kernel-server lsb:nfs-kernel-server
crm configure primitive nfs-common lsb:nfs-common
- OpraHvM3oBaTb CO30aHHbIE pecypchbl Cy6/cepBMCOB B rpynnbl:
crm configure group group_main fs_main failover_ ip
nfs-kernel-server nfs-common
- YKa3atb npasuno MOHTUPOBaHMA — MOHTUPOBATb PeCcypCbl Ha Yyarne, rae
DRBD-pecypcbl HaxogsaTca B COCTOSHUM Befyliunx. 3agatb UMs, Hanpumep,
cluster_resources:
crm configure colocation cluster_ resources inf: fs_main
ms_drbd _main:Master
- yKasaTb NopsiioK 3arnyckKa cepBucoB — Nnocre 3anycka coorseTcTayowwmx DRBD-
pasgenos. 3agaTtb UMs, Hanpumep, all_after drbd:
crm configure order all_after drbd inf: ms_drbd main:promote
group_main:start
- YCTaHOBWUTb NpeanoyYTeHUe 3anycka pecypcoB BeayLlero/BefomMoro:
crm configure location prefer main_ server-1
ms_drbd main 100: server-1
crm configure location prefer main server-2
ms_drbd main 50: server-2
crm configure location prefer group main server-1
group_main 100: server-1
crm configure location prefer group main server-2
group_main 50: server-2
K] BbllLIEYKa3aHHbIX HACTPOeK clneayeT, 4HTO OCHOBHbIM CeEpBEpPOM AJ1A 3alyCKa
cnyx6bl NFS aBnsaetca server-1.
HacTporka 3aBeplieHa, npoBepka COCTOAHMA BbINOMHAETCA KOMaHOoM

crm status.

Mpumep
PesynkraT npoBepkun

Last updated: Sun Jun 19 21:20:06 2016

Last change: Sun Jun 19 21:18:23 2016 via cibadmin on
server-2

Stack: openais

Current DC: server-1 - partition with quorum
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Version: 1.1.7-ee0730e13d124c3d58£f00016c3376aldeb5323cff
2 Nodes configured, 2 expected votes

6 Resources configured.

Online: [ server-1 server-2 ]

Master/Slave Set: ms_drbd main [drbd_main]

Masters: [ server-1 ]

Slaves: [ server-2 ]

Resource Group: group_main

fs_main (ocf::heartbeat:Filesystem): Started server-1
failover ip (ocf::heartbeat:IPaddr2): Started server-1
nfs-kernel-server (lsb:nfs-kernel-server): Started server-1

nfs-common (lsb:nfs-common): Started server-1

B) HacTpouTb NFS-cepBep. [ns aTtoro HeO6XoOMMO Ha KaXxaoM cepBepe ykasaTb

HaCTpoOWKM Ang aMpekTopumn /opt/main B panne /etc/exports:

/opt/main *(ro,sync) # ToJbKO uUuTeHHE OJIA BCeX
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6. CPEACTBA BUPTYANTUSALUUN OUCKOBbIX NMPOCTPAHCTB

6.1. Opranusauunsa ceresoro RAID

MK CB noggepxusaet paboty ¢ Habopom uHctpymeHToB DRBD 13 coctaBa OC CH ans
opraHusaumn cetesoro RAID.

Distributed Replicated Block Device (DRBD) — pacnpegeneHHoe pennuuupyemoe 6rnoy-
HOe YCTPOMCTBO, NpeaHa3Ha4YeHHoe AN NOCTPOEHUs] OTKa30yCTOMYMBBIX KIAaCTEePHbIX CUCTEM.
DRBD nonHocTblo oTpaxaeT rno ceTn Bce onepaumm ¢ 6novHbim yctporcteom. DRBD aBnsieTcs
ceteBbiM RAID-1.

TexHonorna DRBD nogaepvBaet TonbKo ABa y3na, 6ornee CrnoXxHble KOHCTPYKLUN MOTYyT
CTpouTbLCA NyTeM ncnosnb3oBaHus drbd-ycTponcTBa B Ka4ecTBe fokanbHoro Ans ewe ogHoro drbd-
YyCTPOWCTBA. Y3rbl MOryT paboTaTtb B pexvmMe nepBUYHOIO (primary) nnm BTopu4Horo (secondary)
y3ana. BTopuyHbIM y3en XxpaHuUT OaHHble, HO He MO3BOSSAET OCYLECTBUTb K HUM JlOKalibHbIN
AOCTYnN, NepBUYHbIN NO3BONSET ocywecTBuTb goctyn. DRBD nogaepXuBaeTt pexmm «nepBUYHbIN
— NEePBUYHBINY, NPU KOTOPOM BO3MOXEH AOCTYN K 060uM y3nam.

DRBD paboTtaeT nokasnbHO Ha y3ne n obecnevmBaeT pensivkauuio Ha yaarneHHbIn y3en
COAEPKMMOrO NoKaribHOro 6no4YHoOro yctponcTaa. [na Mcnonb30BaHNSA cO34aeTcsi HOBOE YCTPOK-
CTBO, 00bI4HO /dev/drbdX, rae X — yucno. [na HopmanbHon paboTtsl DRBD gomkeH 6biTh
3anyueH Ha oboux y3nax. Ecnv y3en paboTtaeT B pexume BTOPUYHOIO, TO HA HEM yCTaHOBMe-
HO cooTBeTcTBYloLee drbd-yCcTponCTBO, JOCTYN K KOTOPOMY 3anpelleH. B cnyvyae nosbiweHns
pexnma paboTbl y3na Ao nepBuYHOro, Aoctyn K drbd-ycTpoincTBy oTkpbiBaeTcsA. BONbLINMHCTBO
onepauun OCyLIECTBIISETCA C MOMOLLbIO YTUNUTbl drbdadm, nNpu aToM dakTudeckas pabota
BbIMOMHAETCA Ha YpoBHe sapa. [ns noBbILEHUS CKOPOCTU U HaAEXHOCTU paboTbl HeobxoanMo
HanuMyune OTAEeNbLHOro CeTeBOro NHTepenca Unmnm HeCKONbKUX NHTEPEENCOB, C NOMOLLIbIO KOTOPbIX

OyaeT NponCXoaMTb pennmKaumsa Mexay yanamu.

6.1.1. YctaHoBKa n HacTtpouka DRBD

[nsa yctaHoBkn nogaepxku texHonornm DRBD Heo6xoauMO BbIMOMHUTL criegytoLlee:
1) n3 penosutopus MK CB yctaHoBUTL criegytoLme naketbi:

apt install lvm2 drbd8-utils

2) sanyctutb mogyrns DRBD:

modprobe drbd

Mpumep

Hactpownka DRBD Ha gByx cepBepax ¢ OC CH. Ha kaxxgom cepBepe MMeeTcsi HeMcnorb-
3yembln pasgen sdbl

[ns HacTponkn HeoBXOAMMO BLINOMHUTL CreayLwmin NOpSaoK 4ENCTBUN:

1) noaroToBUTb pasgensl ANs CUHXPOHM3aUnn ¢ Ucrnornb3oBaHnemM TexHonorum LVM. Ha
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KaXxQoM cepBepe co3gaTh Jiormyecku Tom main pasmepom 100 B:

pvcreate /dev/sdbl

vgcreate vg0 /dev/sdbl

lvcreate -L100G -n main vgO

2) Ha oboux cepBepax co3gaTtb  OOMHAKOBLIN  KOHMUrypaLMOHHbIN
/etc/drbd.d/main.res:

resource main {

protocol C;

disk {

fencing resource-only;

}

handlers {

fence-peer "/usr/lib/drbd/crm-fence-peer.sh";

after-resync-target "/usr/lib/drbd/crm-unfence-peer.sh";

}

net {

after-sb-0pri discard-least-changes;

after-sb-1lpri call-pri-lost-after-sb;

after-sb-2pri call-pri-lost-after-sb;

}

syncer {

rate 1000M;

}

on server-1

{

device /dev/drbd0;
disk /dev/vg0/main;
address 192.168.122
meta-disk internal;
}

on server-2

{

device /dev/drbd0;
disk /dev/vg0/main;
address 192.168.122

.10:7794;

.11:7794;

drann
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meta-disk internal;

}

}

B cekuun syncer ykasbiBaeTCa MakCcuMarbHas CKOPOCTb CUHXPOHMU3aLUMU AaHHbIX Mexay
y3anamu. B cekuusaix on server-1uMon server-2 pacnonararwTcs napameTpbl Kaxaoro
n3 cepsepoB. [ng napametpa disk ykasblBalOTCA CUHXPOHU3Mpyemble LVM-Toma, a
ans napametpa address — IP-agpec u nopTt cepBepa, nNo KotopoMy 6yoet NpoxoanTb
CUHXPOHM3aUNS;

3) cosgaTb onncaHHbIn pecypc DRBD, BbinonHUB Ha o6oux cepBepax crnegyrowime Ko-
MaHabl:

drbdadm create-md main

drbdadm up all

4) Ha nepBOM cepBepe caenatb co3aaHHbii DRBD-pecypc nepBuyHbIM (primary):
drbdadm -- --overwrite-data-of-peer primary all

[MpoBepka cTaTyca BbIMNOMHAETCSH C MOMOLLbI KOMaHAb!:

service drbd status

5) Ha nepBoM cepBepe co3aaTb (hannoByrd CUCTEMY, BbIMOSTHUB KOMaHAbI:

mkfs.ext4 /dev/drbd0

tune2fs -m 0 /dev/drbd0

[anee HeobGxoaNMMO O0XAATbCA CUHXPOHM3ALUWK, NOCIE KOTOpOoKr BNoYHOE YCTPOMCTBO

/dev/drbd0 rotoBO K MCMNOMb30BaHUIO.

6.2. PacnpegeneHHble napannenbHble (alinoBblie CUCTEMbI C 3aLMTON OT cboeB

PacnpeaeneHHble hannoBble CUCTEMbI UCNOMb3YIOTCS B BbICOKOCKOPOCTHBIX BbIYMCIEHUSAX
N POKYCUPYIOTCHA Ha BbICOKOW AOCTYNHOCTW, NPOM3BOAUTENBHOCTU U MacwTabupyemocTtu. MK CB
nogaepXxumBaeT ucnonb3oBaHne pacnpegeneHHon gannoson cuctembl Ceph ns coctasa OC CH.

Onuncaxune n HacTponka Ceph npueegeHnsl B PYCB.10015-01 95 01-1.
6.3. CpeacrtBa uHTerpauuu u audcdepeHumaumm 6NOYHbIX YCTPOUCTB

6.3.1. DRBD

MogpobHas nHdopmauusa no pabote ¢ DRBD npeacrtaBneHa B [6.1]

6.3.2. ISCSI

iISCSI — npotokon, 6asupytowmincsa Ha TCP/IP n paspaboTaHHbI Ans yCTaHOBIEHNSA
B3aMMOOENCTBMUSA U yNpaBneHnsa cMcTemMamMm XpaHeHus AaHHbIX, cepBepamn u knueHtamu. iSCSI
OMUCbIBAET:

- TpaHcnopTHbIN npoTtokon ana SCSI, kotopbin pabotaet nosepx TCP;

- MexaHu3Mm nHkancynsaummn SCSI komaHa B IP-ceTy;
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- NPOTOKOI AN HOBOTrO MOKOMEHMS CUCTEM XPaHEHUS OaHHbIX, KOTOpble ByayT MCMNONb30-

BaTb «pogHon» TCP/IP.

Cuctembl Ha ocHoBe iISCSI MoryT 6bITb NOCTPOEHBI C UCMNOMb30BaHMEM MOOON JOCTaTou-
HO ObICTPON TEXHMYECKON KOHUrypaumm, nogaepxusatowlen npotokon IP, Hanpumep, Gigabit
Ethernet unn 10G Ethernet. icnonb3oBaHne ctaHgapTHOrO NPOTOKOMNA NO3BOMSET NPUMEHATL
CTaHOapTHbIE CPeAcTBa KOHTPONSA U yrpaBreHnsi MOTOKOM.

Mpn onucaHmm npotokona iSCSI ucnonbayetcsa cnegyowas TePMUHOMNOTNSA:

- initiator — 0GbeKT-MHMUKMaTOpP, YyCTaHaBNMBAOLLNIN coeauHeHmne ¢ uenbto (target), B 06-

wem cnyyae — y3en. OcyuwectensieT BBOA/BbIBOA, MHpOpMaLMM Ha BriodHble YCTPONCTBA;

- target — akcnopTupyembin 06beKT. B 3aBMCUMOCTUN OT KOHTEKCTa LEenbio sBnseTcs

LeSIMKOM 3KCMOPTUPYIOLLMIA Y3Een UM TONbKO 3KCNOpTUpyeMbln 0O6bekT. Cam oO6bekT

MOXET AennuTbcsa Ha Heckornbko LUN;

- portal — rpynna uenen (targets), koTopble aHOHCUpPYOTCS BMecTe. B obwem cnyyae

OOMVH y3en XpaHeHUs COOTBETCTBYET OOHOW rpynne uenen;,

- ign — nonHoe MMs y4acTHuKa B3aumogencteus. CywecTByeT y nHMumartopa u 'y uenu;

- endpoint — yToOYHEHHOE MM$s pecypca, B obLem cryvyae BKIoyaeT B cebs ign, Homep

LUN 1 ykasaHue Ha KOHKPETHbIN MeToa, A0CTyrna K HeMy (Hanpumep, HOMep COeANHEHWS,

LUN wn IP-agpec, ¢ KoToporo criegyeT nonyyatb AOCTYN K YCTPONCTBY);

- LUN (Logical Unit Number) — Homep obbekTa BHyTpu uenu (target). Bnuxkanwmnm

aHanorom siBNAETCA pasgen gucka Uinn oTAeNbHbIA TOM.

B INK CB B kayecTBe Lenu ucnonb3yeTtca nporpaMmmHbii komnneke Linux-l0 Target (LI1O),
B Ka4yecTBe MHULmMaTopa — open-iscsi.

6.3.2.1. YcTaHOBKa Uenu

Ons nogaepxkun iSCSI-uenn LIO HeobxoamMmo yCTaHOBUTL CreayroLmni NakeT:
apt install targetcli-fb

[nsa ynpaBneHna Uenblo 1 ee HaCTPOMKM NCNOoNb3yeTca KoMaHaHas obonoyka, JocTyn K
KOTOPOM MOXXHO MONy4YnTb, BbINOMHMB B TEPMUHANe koMaHay targetcli. MNMosBuTca cneynansHas
KOMaHaHasa CTpoKa C orpaHuyYeHHbIM HabopoM MHCTpYKUMn ona HacTporkn ISCSI-uenen.

KomaHaa targetcli npeacraBnsier Lenb B BUAE NEPapXMYECKN MOCTPOEHHON CTPYKTYPbI

n genut uenb Ha back-end wu front-end 4yactu. Ha puc. npencrasneHa CTpykTypa uenu.

| o- block
| o- fileio

| o- pscsi
| o- ramdisk

Puc. 34
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CTpyKTypa Lenun BKITOYaET:

- Backstores — pasgern, B KOTOPOM OTobpaxatoTcs 06bekTbl-xpaHunuila. Backstores
SIBNSIETCA CKpbITOM YacTbto iISCSI-uenu;

- fileio — dpann;

- block —XKeCTKMn ONCK, CUMBOMNUYECKNE CCbINKN Ha anck unu LVM;

- pscsi (SCSI pass-through) — no6oe ycTponcTBo A8 XpaHeHnsa nHgopmauuun, noaaep-
xuBatowee SCSI komaHgbl Hanpsmyto, To ectb 6e3 amynsauum SCSI. He pekomeHayeTcs
K MCNOSb30BaHMIO, T.K. MOXET MPMBECTU K NOBPEXAEHMIO 060pYyaOBaHMS;

- 1SCSI — Bugumas yYacTtb iISCSI-uenn. Cogepxunt cnmncok uenen, LUN, npaBa goctyna
nT.n,;

- loopback — MOAysb, NPE4OCTaBASLWMIA JOCTYN K LIENy NOKanbHO.

B Tabnuue [1] npeactaBneHo onucaHme 0CHOBHbIX KOMaHA, UCMONb3yeMblX B KOMaHAHOM

obonouyke targetcli.

Tadbnuua 1 - Cnucok komaHg targetcli

Komanpa Onucanve

help [topic] BblBECTM Ha 3KpaH cripaBky

1ls [path] [depth]

BbiBECTM Ha 3KpaH CTPYKTYpbl Uenn path rnybuHon
depth

BblBECTM Ha 3KpaH TekyLwuii NyTb AepeBa

get [group] [parameter...] MonyuynTb 3Ha4YeHne napameTpa rpynmnbl
set [group] [parameter=value...] | YCTaHOBUTb 3Ha4YeHVe NapameTpa B rpynne
saveconfig CoxpaHuTb KOHGUrypaumto

BbInTn n3 KomaHgHoOM 060NoYkM targetcli

6.3.2.2. Npumep peannsauuum uenu
HacTtponka uenu cepsepa ¢ OC CH (IP-agpec: 192.168.25.10). B ka4ecTBe 6Gno4HOro

YCTPOWCTBA C NpeaoCTaBneHHbIM 00LWMM OCTYNOM BbICTyNnaeT Anck /dev/sdb:

1) cosgatb 6No4YHOE YyCTPOMUCTBO C MMeHEM diskl:

cd /backstores/block

create name=diskl dev=/dev/sdb

2) cospgaTb uerb (3KcnopTupyembli O6BHEKT):

cd /iscsi

Create

B pesynbrate BHyTpyu iISCSI Bynet co3naHa CTpykTypa, npuBeaeHHasi Ha puc. [35] Ana

NMpPOCMOTpPa CTPYKTYpbl BbINOMHUTbL KOMaHAy 1s /.
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pscsi
o- ramdisk

o- ign.2B883-B1.org.linux-iscsi

[no-gen-acls,

o- 0.8.0.8:3264

Puc. 35

B cTpykType, npuBeaeHHon Ha puc. [35;
- ign.2003-01.0rg.linux-iscsi.nodel.x8664:sn.af8d10a0el70 — umsa
uenu;
- tpgl (Target Portal Group) — cnucok IP-agpecos n TCP nopTtoB, KoTopble 6yaet
cnywaTtb JaHHas uenb;
- acl — CnNMCOK agpecoB, C KOTOPbIX MOXHO ByaeT NoaKNIYMTLCS K Lenu;
- luns — cnucok LUN;
- portals — cnucok IP-agpecoB 1 NopToB, KOTOpble OyAeT cnylwaTb Lesb.
3) co3gatb LUN Ha ocHoBe co3gaHHOro xpaHmnuiia diskl:
cd /iscsi/ign.2003-01.0org.linux-iscsi.nodel.x8664:sn.af8d10a0el70/tpgtl/
luns
create /backstores/block/diskl
4) pobasuTtb B cnucok goctyna (ACL) nmsa nHuymartopa, KoTopoe xpaHutcs B channe
/etc/iscsi/initiator.name Ha MalMHe-uHULMaTope (CM. [6.3.2.4):
cd /iscsi/ign.2003-01.0rg.linux-iscsi.nodel.x8664:sn.af8d10a0el70/tpgtl/
acls
create igqn.1993-08.o0rg.debian:01:b43c731£4920

PesynbTtaT HacTpoek npeactaeneH Ha puc. [36]
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I o
[
| o- fileio
| o- pscsi

I o- ramdisk

| 0- ign.28H3-81.org. linux-iscsi.nodel.xB664:sn.afBd1Aalef7d
o- tpol

| o- ign.1993-88.org.debian:H81:b43c73114928

| o- lunB

o- B.08.8.8:3260

\

\

\

\ |

| | o- mapped_lunB
| -

\

\

\

Puc. 36

5) BbINOMHUTBL COXPAHEHNE HACTPOEK N BBINTU U3 YTUIUTDI:

/ saveconfig

exit

6.3.2.3. YcTaHOBKa MHULMaTopa

Ansa nogkntoyeHuns iISCSI-ycTponctea HeO6X0ANMO YCTaHOBUTb NakeT open-iscsi:
apt install open-iscsi

6.3.2.4. NMpumep peanusauum nHULMaTopa

Mopsagok AeNCTBUA MO YyCTAHOBKE W HAcTpoOMKe MHUUMaTopa Ha npuMepe KnueHTta C
IP-agpecom 192.168.25.11:

1) nocne ycTaHOBKW NakeTa open-iscsi 3anyCcTUTb OOQHOUMEHHbIV CEPBUC:

/etc/init.d/open-iscsi start

Mocne nepBoro 3anycka CreHepupyeTca YHUKanbHbIN KOO MHULMATOpa, KOTOPbIN MOXHO

NpocMoTpeTb B panne /etc/iscsi/initiatorname.iscsi:

InitiatorName=ign.1993-08.org.debian:01:c1a92326f6b8

NaHHoe nms ncnonb3yeTcs B acl npu HacTpoiike Lenm (cm. [6.3.2.7).

2) nepeknoynTb NapamMmeTp node.startup B panne /etc/iscsi/iscsid.conf B

3HavyeHne automatic:

node.startup = automatic

3) nepesanycTuTb CEPBUC:

/etc/init.d/open-iscsi start

4) BbINOMHUTbL CKaHMpoBaHue Ans noucka iISCSI-uenen n nogknoyeHne TapreTa:

sudo iscsiadm -m discovery -t st -p 192.168.25.10

sudo iscsiadm -m node -1

roe 192.168.25.10 — IP-agpec uenw.
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7. TIPOrPAMMHbIA KOMMYTATOP OPEN VSWITCH

Open vSwitch (OVS) — nporpaMMHbI MHOTOYPOBHEBBIN KOMMYyTaTop, obecneynBato-
LWKWKW arperayuio NopToB, OOHapyXeHne netenb, 3epkanvpoBaHue noptos, cOOp CTaTUCTUKM O
Tpaduke Ha NetFlow-konnektop, nsonaumio cetn ¢ nomowbio ceten VLAN nytem TermposaHma
NnopToB, a Takke unbTpauunio 6a3oBON CETU U LIEHTpannM3oBaHHOe yrpasrneHue nporpaMmmMHbIMm
KoMMyTaTopamu c nomoLlbto npotokorna OpenFlow.

Apxutektypa OVS COCTOUT U3 TPEX OCHOBHbIX KOMMOHEHTOB: 6a3bl JAaHHbIX, NPOrPaMMHOIO
KOMMyTaTopa W ynpasnsiowero KoHTponnepa. Ha kaxgom m3 usmMyeckux ysrnoB BMeCTe C
rmnepBM30poM pacnonarattcs cobcTBeHHble B[ n kommyTaTop. B[l ob6ecneumBaeT xpaHeHue
BCEW KOHUrypaumm CBOEro yana: HaCTpPouKU MHTepdencoB, NOPTOB, pasfiMyHblie npasuna u
npovee. KommyTtatop nepefaet naketbl. PacnpegeneHHocts OVS gocturaetcs ¢ nOMOLLbLO
KOHTpornnepa.

KoMmmyTaumnsa naketoB NpoOUCXOANT Ha YPOBHE s4pa, Takke NogaepKmBaeTca KoMMyTa-
Lu1s B NOnb3oBaTenbCKOM NpocTpaHcTee. Mpn KoMMmyTauumn B Nonb30oBaTernbCKOM NPOCTPaHCTBE
CHWXaeTcs NPOM3BOAUTESNIbHOCTL MO MPUYMHE YaCTbIX NEPEKIOYEHUA MEXY pexuMamu sapa u
nonb3oBaTens.

BHUMAHMUE! [JaHHOe nporpaMMHoOe CpeaCcTBO B TEKYLEN BEPCUM He nogaepKvBaeT
KnaccudukaumMoHHbIE METKM Y MOXET UCMNOMNb30BaTbCA TOSMbKO HA MUHUMASIbHOM YPOBHE KOH(U-

JEeHUNanbHOCTU.
7.1. YcTaHOBKa

Ha kaxxgom ysne, npegHasHa4dYeHHOM ANS BKIIOYEHUS B CETb, LOMKEH OblTb YCTaHOB-
neH naket openvswitch-switch nporpammHoro kommytatopa OVS . [Ins ycTaHOBKM nakeTa
ncnonb3yeTcs KoMaHaa:

apt openvswitch-switch
7.2. OcobeHHOCTU KOH(UrypupoBaHus

KoHdpurypaums Bcex Open vSwitch kommyTaTtopoB, NOPTOB, HACTPOWMKM NOAAEPKNBAEMbIX
NPOTOKONOB XpaHaTcs B cobcTBeHHON 6a3e aaHHbIX OVS (OVSDB). B ctaHgapTHON KOHpurypaumm

B OVSDB cywecTtsyoT crnegytoune tabnuubi:

Open_vSwitch — Cxema

Bridge
- Port

Interface

Flow_Table — koHdurypaumna OpenFlow
- QoS
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- Mirror

- Controller — napameTpbl nogknoyeHus K koHTponnepy OpenFlow

- Manager — koHdurypauua OVSDB

- NetFlow

- SSL

- sFlow

- IPFIX

- Flow_Sample_Collector_Set

M3Ha4anbHO no4vtn Bce Tabnuubl NyCTbl, TaK Kak KOHdUrypaumsa oTCyTCTBYeT. YTuUnu-
Ta ovs-vsctl ucnonb3yercs Ans BHeceHna nameHeHnn B OVSDB. Komanga ona BHeceHus
n3MmeHeHun B B[l nmeeT crneayoWwmn CUHTaKCUC:
ovs-vsctl <komaHpa> <Tabmnuua> <s3anucbh> <KJIou=3HauyeHue>

[lnsa co3gaHus nporpaMMHOro KoMmMyTaTopa UCMomb3yeTcs KoMmaHaa Buaa:
ovs-vsctl add-br <umsa_xommyTaTopa>

[ns pobaBneHna nopta KOMMyTaTopa UCNOMb3yeTCs KoMaHaa:
ovs-vsctl add-port <umsa_xommyTaTopa> <UMSA_IopTa>

MpocmoTpeTb 3anucu, NpucyTCcTeyOWKne B Tabnumue, onucbiBatowen nopTbl, MOXHO C
NMOMOLLIbIO KOMaHAbI:
ovs-vsctl list port

[ns BbIBOOA cnucka nopToB, BKNHOYEHHbIX B KOHKPETHbIM VLAN, He06X0aMMO BbINONHUTL
KomaHay:
ovs-vsctl find port tag=10

KoHdpurypauma OVS 3agaHHas komaHgamMu ovs-vsctl aBTOMatnyecku NpuMMeHSeTcs u

coxpaHsieTca B panne /etc/network/interfaces.
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8. OBJIAYHAA CUCTEMHAA APXUTEKTYPA OPENNEBULA

Mpun cospgaHmm HagexHoro n addekTnBHOro obnaka npeaBapuTenbHO HEO6X0OMMO Bbl-
OpaTb ero apxuTekTypy B COOTBETCTBUM C NpeanonaraemsiM UCnonb3oBaHneM. [ns aToro Tpeby-
eTcsa onpeaennTb, Kakne KOMMOHEHTbI LeHTpa 06paboTkm n xpaHeHnsa gaHHblx (LLOX[) AomkHbI
BXOoOUTb B obnako. B obwem cnyvyae B coctaB obnaka BXogAaT BCE KOMMOHEHTbl MHPaCTPyK-
TYpbl, Takue Kak UHCTPYMeHTarbHble CpeacTBa opraHM3auum ceTn, XpaHeHus, aBTopusauunm u
BUpPTyanusauuu.

Takke npu cosgaHum obraka paccynTbIBaeTCS ero BO3MOXHbIV pasMep, XapakTepUCTUKM
paboyen Harpysku, KOMYeCcTBO Nonb3oBaTenen n gpyrue napameTpbl, obecneunBaroLme BbICO-
Kyl0 cTeneHb JOCTYMHOCTU CUCTEMbI, onpeaensetcs obecnevyeHne paboyero npouecca, T. €. Kak

KOHe4YHble nonb3oBaTtenu OyayT n3onmpoBaTbCs M UCMONb3oBaTh 0bnako.
8.1. O630p apxXUTEeKTypbl U onpeaerieHMe OCHOBHbIX XapakTepUCTUK obnaka

Mpwn ucnons3oBaHun nnatgopmel OpenNebula npumeHsemasn dumsmnyeckas NHppacTpyk-
Typa AOMKHa UMETb KracTeponogobHy0 apXMTEKTYpY C MalUMHOW npeaBaputenbHon 06paboTku
AaHHbIX ((ppoHTanbHaa MaluMHa) N HECKONbKUMM y3riamMu, Ha KOTOpbIX pacrnonaratTcs Bup-
TyanbHble MawwuHbl. [pyu 3TOM pmsnyeckan ceTb OOIMKHA COEAUMHATb BCE Y3Mbl C MalUMHOW

npeaBapuTensHoi 06paboTkn aaHHbIX (puc. [37)).

XpaHunuwa
JAaHHbIX
(SAN/NAS) Service
Network o—O
BM Netwoks
B OpenNebula
front-end
Pwuc. 37

OCHOBHbIMW KOMMNOHEHTaMM 0BIaYHON apXUTEKTYPbI SABMAKTCA: XpaHUNULLE AAHHbIX,
apxuTekTypa cetu u BupTyanmsauus. basosbimu komnoHeHTamu cuctembl OpenNebula sensioTes:

- MallnHa npegBapuTenbHon 06paboTkn AaHHbIX (PpOHTanbHaa MallnHa) — CAYXUT Ana

yctaHoBkn OpenNebula v BbINONHEHUS €€ CEPBUCOB;

- y3nbl ¢ nogaepxkon runepsusopoB Kernel-based Virtual Machine (KVM) — npegoctas-

NS0T HeobxoauMble ANsi BUPTyaribHbIX MaLUWH PeCcypChl;

- XpaHunuuwa gaHHbix (Datastores) — cnyxart ansa xpaHeHnsa 6a3oBbix 06pa3oB BUPTYyasb-

HbIX MaLUWH;

- dmsmyeckas ceTb — UCNONb3YKTCA ANA NoAAepPKKM B6a30BbIX CEPBUCOB, TaknX Kak 06b-

eOVUHEHNe cepBepPOB XpaHeHMs AaHHbIX, onepauun ynpasneHna OpenNebula v Buptyans-
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HbIX CETEN ANs BUPTYarnbHbIX MalnH. MOXeT ObiTb UCMONb30BAHO HECKONBKO (PU3NYECKMX

ceTemn.

Pa3mMep MHpacTpyKTypbl obraka BO3MOXHO OnpeaeniTh HENOCPeACTBEHHO Ha OCHOBa-
HWUKW Npegnonaraemoi paboyei Harpysku (T.e. BUPTyarbHbIX MallWH), KOTOPYH OOMKHA Bblaep-
XuBaTb obnavHasa MHdpacTpykTypa. B npvBeaeHbl OCHOBHbIE MoKasaTenu, KoTopble

HeobXxo4MMO y4uThbIBaTh Npu onpeaeneHun napametpoB obnaka OpenNebula.
8.2. ®poHTanbHasa MawunHa

8.2.1. XapaktepucTnku opoHTaNbHON MaLUUHbI
MuHMManbHblE PEKOMEHAOYEMbIE XapPaKTEPUCTUKN  (POHTaANbHOM MalMHbl - AN

OpenNebula npuseageHbl B Tabnuue 2]

Tabnuuya 2
Pecypcbl MuH1ManbHas pekomeHgyemasi KoHurypaums
MamaTs 27b
un 1 UM (2-spepHbin)
Pasmep gucka 100 B
Cetb 2 NICS

MakcrmanbHoe KOnmM4ecTBO CepBEPOB (Y3N0B BUPTYyanusaumm), KOTOpbIM MOXHO yrpas-
NSATb € NoMoLbo ogHoro ak3emnnsipa OpenNebula, 3aBUCUT OT NPOM3BOANTENBHOCTM U MacTabu-
pyemMocTu nHdpacTpykTypbl 6a30801M NNaTtdopmbl U rnaBHbIM 06pa3oM OT NOACUCTEMbI XpaHEHUS
AaHHbIX. He pekoMeHayeTca Mcnonb3oBaTh OQUH 3K3eMnnsp nnatgopmbl 4nsa ynpasneHus 6onee
yem 500 cepBepamwu.

®poHTanbHaa MallunHa OOoSKHa MMETb CeTeBOe CoeMHEHNe CO BCEMU y3namu n, no
BO3MOXXHOCTU, JOCTYN K XpaHuUnuwiam gaHHbIX (Kak nokanbHbIM, Tak U ceTeBbiM). [1ns 6a3oson
yctaHoBkn OpenNebula Tpebyetcs He 6onee 150 MB.

B coctae cepsucos OpenNebula BxoasrT:

- cepBuC oned (NpUcoeguHEeHHas nporpamMmma ynpasneHus);

- NNAaHMPOBLUMK mm_sched;

- web-uHTepenc Sunstone ans paboTbl ¢ cepBepoM (sunstone-server);

MpumeyvyaHue. [laHHble KOMNOHEHTbI cBA3bIBatOTCA Yepe3d XML-RPC n moryT yctaHas-
NMBaTbCs Ha PasfnUYHbIX MalUHaXx.

Mo ymonyanuio nocne yctaHoBkn OpenNebula HacTpoeHa Ha ucnonb3oBaHue ¢ B[
PostgreSQL.
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8.2.2. KoHdurypupoBaHue ¢ppoHTanbHON MaLUUHbI

[nsa passepTbiBaHWs obrnadHon nnatdopmbl OpenNebula Ha dpoHTansHOM MalnHe NoAa
ynpasneHnem OC CH Heobxogmmo, 4Tobbl oHa Bxoguna B gomeH ALD unu FreelPA.

Mocne po6aeneHnsa penoautopus MK CB B cnnMcok NCTOYHMKOB (hann sources.list)
Ha PpOHTaNbHON MalUMHE CreayeT BbIMNOMHUTL KOMaHAbI:

- npu ncnons3osaHun ALD:
sudo aptitude install brestcloud-ald

- npu ncnonb3oBaHuu FreelPA:

sudo aptitude install brestcloud-ipa

[Onsa panbHenwero KOHOUrypupoBaHUs OPOHTasIbHOM MaLUMHbI MOXHO MCMNOSib30BaTb
CKPWMNT HACTPOWKN B COOTBETCTBUM C nn6o nnenbykn Ansible (Tonbko c FreelPA) B
COOTBETCTBUM C

YnpaBeneHve obnavHon nnaTtgopmMon OCyLLECTBASETCA C MOMOLbI0 web-uHTepdgenca no
agpecy http://main-server-ip/.

[nsa goctyna kK web-uHTepdeincy ¢ nomolubto 6paysepa Mozilla Firefox Heobxoanmo B
HacTponkax Bpaysepa ykasaTb cepBepbl, AN KOTOPbIX AOCTYNHA ayTeHTU(pMKaums negotiate,
Ans aToro:

1) B Bpaysepe OTKPbITb CTPAHWLYY HAaCTPOEK, BBeASA B aQpeCcHOn CTPoKe about:config;

2) yCTaHOBWUTb 3Ha4yeHue «http://,https://» Ana napameTpos:

a) network.negotiate-auth.delegation-uris;
0) network.negotiate-auth.trusted-uris.
8.2.2.1. HacTtpo#ka ¢ nomowbI0 CKpUnTa
[nsa 3anycka ckpunTta HacTponkn poHTanbHon MawwuHbl MK CB Heobxoaumo B TepMuHa-

J1e BbINMOJIHUTb KOMaHAY:

sudo brestcloud-configure

[Mocne ycnewHoro 3aBepLUEHNA HAaCTPOWKM BbIMOSTHUTL B TEPMUHANE KOMaHAY:
sudo pdpl-user -i 127 <user>
rge <user> — UMS agMUHUCTPATOPa CUCTEMBI.

3atem cnegyeT nepesarpysntb cepsep.

8.2.2.2. HacTtpowka ¢ nomowbto nnendbykoB Ansible

B nomeHe FreelPA ¢ nomoLlubo nporpammHoro cpefcrtea Ansible BO3MOXHO yaaneHHo Ha-
CTpouTb KnacTep. [1nga aToro Heo6xoaMMO Ha MaLlnHe, ¢ KoTopoun ByaeT NpomM3BOaAUTCS HACTPONKa,
OT MMEHWN afiMUHUCTPATOpPa BbIMOSIHUTL Creayowme waru:

1) nogkniunTb ycTaHoBOYHbIM auck ¢ MK CB, gobasuTtb peno3ntopun NK CB B cnucok

MCTOYHUKOB (pann sources.list) n yctaHoBuTb Ansible komaHgon:
sudo aptitude install brest-ansible

2) ckonupoBaTb KaTtanor ¢ nnenbykamm Ansible B fOMaLIHWI KaTanor, BbINOMHUB KOMaHAy:


http://main-server-ip/
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cp -r /var/lib/brest-ansible $HOME

3) ckoppeKkTMpoBaTb pann inventory.ini;

Mpumep

[all:vars]

### FreeIPA

freeipa server fgdn="astral.m.dom"

freeipa_admin="admin"

freeipa admin_pass="Asdf1234"

### Postgresql

db_name="onedb"

db_user="onedbuser"

db_user pass="Asdfl234"

### BpecT

brestadmin_ pass="Asdf1234"

### I[epezarpysxa CHCTEMH

reboot_system=1

[brest-front]

brest front ansible host=’10.10.10.108" ansible user=?toor’
ansible password=’'quertyl23’

[brest-nodes]

brest_node_1 ansible_host=’10.10.10.103" ansible_user=’toor’

ansible_ password=’quertyl23’
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roe freeipa_server_ fgdn — nonHoe JoOMeHHoe ums cepepa FreelPA,
freeipa_admin — uma agmumHucTpartopa cepsepa FreelPA;
freeipa_admin_ pass — naponb agMuHucTpatopa cepsepa FreelPA;
db_names — Ha3BaHue b[] PostgreSQL;
db_user — nmsa nonb3oartena bl PostgreSQL;
db_user_pass — naposnb nons3osatensa b PostgreSQL,;
brestadmin_pass — naponb agMuHuctpartopa bpecta (brestadmin);
[brest-front] — rpynna ansa onnucaHna gppoHTtanbHon mawmnHel OpenNebula;
[brest-nodes] — rpynna ans onucanus yanos OpenNebula;
ansible_ host — IP-agpec nnu nonHoe AoMeHHOE NMS PPOHTaNTIbHON MalLVHbI

(yana);
ansible_user — MMs NOKarbHOrO agMMHUCTpaTopa (PPOHTaNbHOM MalUUHbI

(yana);
ansible_ password — naporsib nokKanbHOro agMmHucTparopa poHTansHon Ma-

WKWHbI (Y3na);

4) 3anyctuTb NNenbyk KOHPUrypMpoBaHMa OPOHTamNbHbIA MaLLWHbI, BbINOMHMB KOMaHAY:
cd ~/brest-ansible

ansible-playbook brestcloud_ipa_configure.yml

8.2.3. Anroputm Raft

Anroputm Raft no3Bonset o6begnMHATL HECKOMBbKO 3K3EMMNNAPOB (PPOHTaNbHOM MaLUMHbI
B 30HY, KOHUIypaLuo KOTOPOM MOXHO MeHATb (4obaBnaTb M yoanaTb yanbl), HE npepbiBasi
paboTy obnaka. [1ns 3TON 30HbI BblOENSETCA NnaBarowwmn (CNOCOBHLIA NMpU HEOBXOANMOCTM
nepexoanTb OT OAHOro yana kK gpyromy) IP-agpec. V3 gOCTynHbIX y3roB BbliOMpaeTca nuaep,
KOTOpPOMY npucBauBaeTCcs paHee BblaeneHHbin IP-agpec. Jlngep obecnyxuBaeT Bce Bxogsiume
3anpocbl. Bce nameHeHnsa Ha nuaepe CUHXPOHU3MPYHKOTCA C OCTarbHbIMWU y3riamMu 30Hbl. Ecnn
pabota nuaepa npepbiBaetca Ha 100 MunnucekyHa, To BblIGUpaeTcs HOBbIM NMaep U3 yicna
ncrnpaeHbIX y3roB. BolaeneHHbln ans 3oHbl IP-agpec npuceamBaeTca HOBOMY nuaepy. Takmm
obpas3om obecneunBaeTcs BbiCoKas 4OCTYMHOCTb (PpOHTaNbHON MaLLMHbI.

[ns pabotbl Raft gormkHbl 61T cobntogeHsbl cneayrowme TpeboBaHus:

1) HacTpoeH Nno KparHen Mepe OAWH KOHTposnnep JOMEHa;

2) HacTpoeHa opoHTanbHas MallmHa obnaka;

3) uMeeTcs YeTHOE Yncno (He MeHee ABYX) AONONMHUTENbHbLIX Y30B;

4) HYM Ha OQHOM U3 Y3MNOB He pa3BepHYT cepBUC apache?2 B pexume «AstraMode off»;

5) BblgeneH IP gns HacTpouku nnasatowlero |IP-agpeca knactepa.

[1ns aBTOMaTM4e€CKOM HACTPOMKN 30HbI, 00BbEeANHAIOLLEN HECKOSBbKO 3K3eMMnAapoB POH-
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TasrbHOM MaLUMHbI, MOXXHO BOCMOSb30BaTbCs CKPUNTOM brestcloud-raft-configure, KOTO-

pbll7| 3arnycKaeTcd Ha o4HOW 13 CprHTaJ'IbeIX MaLllnH OT UMEeHN agMUHUCTpPAaTOopa KOMaHOOoMW:

sudo brestcloud-raft-configure
[anee HeobxoauMo crnefoBaTth YKazaHUAMU MacTepa HaCTPOMKU.
BHUMAHMUE! [na pyHKUMOHMPOBAHUA OAHHOMO CKpunTa 3K3eMnnapbl pOoHTanbLHOM

MaLLWHbI OOJMKHbI BXOAUTb B OOMH U TOT e AomeH FreelPA.
8.3. KoHdurypauusa cepBuca oned

CepBuc oned ynpaensieT y3namu Knactepa, BUpPTyanbHbIMU CETAMWU, BUPTYanbHbIMM
MallMHaMK, Nonb3oBaTensMu, rpynnaMmm n 6asamm AaHHbIX XpaHunuw,. KoHduUrypaumMoHHbIn dann

Ans cepsuca oned.conf HaxoguTcd B Katasnore /etc/one.

8.3.1. NMapameTpbl HAaCTPONKKN cepBMUca
dann koHurypaumm cepeuca nogaepXknBaeT HaCTPONKY NapamMeTpoB, NPUBEOEHHbIX B
Tabnuue [3|

Tabnunua 3

MapameTp Onuncanue

BpeMFI B CeKyHAax, Heobxogumoe A0py Ana oueHKn nepuo-

MANAGER TIMER .
- Ondecknx yHKUMN

Bpems B cekyHOax mexay Luknamu MmoHuTopuHra. Mapa-
MONITORING_INTERVAL METP HE MOXET UMETb 3HAYEHNE MEHbLUE, YEM MapaMeTp
MANAGER_TIMER

MakcumarnbHO€e KonM4yeCcTBO MNOTOKOB, MCMNoJib3yeMbIX 014

MONITORING_THREADS y .
- 06paboTKM COOBLLEHNA KOHTPONMPYOLLEN NporpamMmbl

KonnyecTBo y3noB, KOHTPONMPYEMbIX B KaXabli MHTEpBan

HOST_PER_INTERVAL
- - BpeMeHu

Bpems B cekyHOax, yepes KOTopoe UCTEKAET CPOK KOHTPOb-
HOST MONITORING_EXPIRATION_ TIME| HOW MHGopMaumn. Vicnonb3osaTb 0 ANs OTKNHOYEHUS 3anu-
CVY MOHUTOpPWHra y3na

KoHTposnbHas nHdopmauna BM nonyyaeTtcst BMECTE C UH-
dopmavnmen 06 yane. [Insa HEKOTOPbIX crneumanbHbIX gpan-
BEPOB MOXeET noTpeboBaTbCa akTUBaLMS MHAUBUAYANbHOIO
npouecca MmoHuTopuHra BM

VM_INDIVIDUAL_MONITORING

Konndectso BM, KOHTponupyembiX B Kaxdbl UHTepBan

VM_PER_INTERVAL
- - BpeMeHu

Bpems B cekyHOax, yepes KOTopoe UCTEKAET CPOK KOHTPOb-
VM_MONITORING_EXPIRATION_TIME HoW MHGopMaumn. Vicnonb3oBaTb 0 A4S OTKKOYEHNS 3anu-
CU MOHUTOpPUHra BM

YnaneHHbIn nyTb AnNA XpaHeHunAa CKpunta MOHUTOPUHIa u

SCRIPTS_REMOTE_DIR
- - ynpasneHua BM

PORT MopT, Ha KOTOPOM oned GyAeT NPUMHUMATbL 3anpPockl Xml-rpc
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OkoHyaHue mabnuusi 3

MapameTp Onuncanuve
IP-agpec y3na ansa npyema 3anpocoB xml-rpc (no ymonya-
LISTEN_ADDRESS Apec y A P P pc (no'y
- Huto Bce IP-agpeca)
MapameTpbl HacTpovku B[, ucnonbsyetca ans b
DB
PostgreSQL
Myn noptoB VNC ana aBTomaTU4ecKoro HasHa4yeHuns nop-
ToB VNC, no BO3MOXHOCTW, YyCTaHaBnuBaTb MOPT Ha
START+VMID:
- rt — NepBbl HA3HA4YaeMbI NOPT;
VNC PORTS start ep asHavae opT;

- - reserved — CMMCOK 3ape3epBMPOBaHHbLIX MOPTOB, pas-
AeneHHbIn 3anaTbiMK. [1Ba HOMepa, pasneneHHble JBOETO-
4yMem, yKasblBaloT AManasoH
MpuHyauTensHoe co3gaHMe BM B cocTosiHuM yaep»xaHus

VM_SUBMIT ON_HOLD BMECTO COCTOSIHUSI OXXuaaHusi. Bo3aMOXHble 3Ha4YeHnsa A
unu HET
HacTpolika cuctemsbl permcrpaumm:
- SYSTEM — BO3MOXHbl€ 3Ha4YeHus: £ile (N0 ymonyaHmio),
syslog unu std;
- DEBUG_LEVEL — yCTaHaBMNMBaeT YPOBEHb OTNAaAKN 3ape-
LOG rMMCTPUPOBaHHLIX COOBLLEHNA. BO3MOXHbIE 3HAYEHNS:
- 0 — owmnbka;
- 1 — npegynpexaeHue;
- 2 — nHcopmauus;
- 3 —otnagka

Mpumep

#*****************************************************************************

# ATpubyTH HACTPONKM CEpBUCA

#*****************************************************************************

LOG = [
SYSTEM = "file", DEBUG_LEVEL = 3
]

#MANAGER_TIMER = 15

60

MONITORING_INTERVAL
MONITORING_THREADS= 50

#HOST PER_INTERVAL = 15
#HOST MONITORING_EXPIRATION TIME = 43200
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#VM_INDIVIDUAIL MONITORING = "no"
#VM_PER_INTERVAL = 5
#VM_MONITORING_EXPIRATION_TIME = 14400

SCRIPTS_REMOTE_DIR=/var/tmp/one
PORT = 2633
LISTEN_ADDRESS = "0.0.0.0"

#DB = [ BACKEND = "sqglite" ]
# [pumep koudurypaumum nmns PostgreSQL
DB = [ BACKEND = "pgsql",

SERVER = "localhost",
PORT = 5432,
USER = "postgres",

PASSWD = "postgres",
DB_NAME = "opennebula" ]

VNC_PORTS = [
START= 5900
#RESERVED = "6800, 6801, 9869"

]
#VM_SUBMIT ON_HOLD = "NO"

8.3.2. BuptyanbHble ceTu

BupTyanbHble ceTv NoAAepXVBaOT HACTPONKY NapameTpoB, NpuBeAeHHbIX B Tabnuue [4]

Tabnuua 4

MapameTp Onucanune

NETWORK_SIZE | OnpegensieT pasmep no yMon4aHuio Ans BUPTyarbHbIX ceTel

MAC_PREFIX MAC-npeduKc No ymonyaHuio, npegHasHa4vyeHHbIn AN cCO34aHna aBToMaTU4eCcKn
reHepupyembix MAC-agpecoB (MOXeT nepenucbiBaTbCA WabnoHOM BUPTyarbHON
cetun)

VLAN_IDS Myn VLAN ID gna aBTomaTnyeckoro HazHadeHuss VLAN _ID. [laHHbIA nyn npegHa-

3HayeH ansa ceten 802.1Q (Open vSwitch n gpaneepel 802.1Q). Apansep dOyaet
CHavana nbiTaTbCsl Ha3Ha4YMTb VLAN IDS[3AINYCK]+VNET_ID:

- start — nepBbIt VLAN_ID, KOTOPbIA MOXET UCMONb30BaThCS;

- reserved — CMMCOK HOMepoB VLAN_ID, pa3aeneHHbIx 3anateiMu. [1Ba Homepa,
pasgeneHHble ABOETOYMEM, YKa3bIBAKOT AMana3oH

VXLAN_IDS ABTOMaTMyeckoe HasHadveHne nageHtudgukaropa cetn VXLAN (VNI). Ucnonb3yetca
ansa ceten VXLAN. start — nepsbin VNI, KOTOPbIN MOXET UCMONb30BaThCS
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Mpumep

#************************************************************************

# Koudurypanuus PuanuecKux ceTeH

#************************************************************************

NETWORK_SIZE = 254

MAC_PREFIX = "02:00" VLAN_IDS = [
START = "2",
RESERVED = "0, 1, 4095"

]

VXLAN_IDS = [
START = "2"
]

8.3.3. XpaHunuuwa

Cuncrtema xpaHunuLy No3BoNsieT Nonb3oBaTensaM ycTaHaBnueaTb 06pasbl, KOTopble MOryT
6bITb 06pasamu OC vnu faHHbIX, ANs UCNOMb30BaHNS B BUPTYarnbHbIX MawnHax. [JaHHble obpasbl
MOTYT UCMNOSIb30BaTbCHA HECKOSTIbKUMU BUPTYarnbHbIMU MalLMHAMU OOHOBPEMEHHO, a TaKXe COB-
MECTHO C ApYrMmu nornb3oBatensimu. Moapo6Hoe onucaHve xpaHunui, npueefeHo B pasaene [10]

B xpaHunuwax n wabnoHax o6pa3oB MOXHO HAaCTPOUTb 3HAYEHUSA MO YMOMYaHUIO, NpuBe-

[eHHble B Tabnuvue [5

Tabnuua 5

MapameTp OnucaHue

DATASTORE_LOCATION MyTb K XpaHunuwam. OgnHakoB AN BCeX y3roB 1 hpoHTanb-
HOM MawwuHbl. Mo ymonyaHutoo /var/lib/one/datastores
(B HE3aBMCUMOM pexumme YCTaHaBNMBAETCHA MO YMOSMYaHMUIO
SONE_LOCATION/var/datastores). Kaxgoe XxpaHunuiie
nMeeT COOCTBEHHbIN KaTaror, Ha3biBaembli BASE _PATH, B BUAE:
SDATASTORE_LOCATION/<datastore_id>

[Mpn HeOBXOOUMOCTU MOXKHO MPUCBOUTL CUMBOMBHYIO CChISIKY Ha
3TOT KaTtanor nobomy nyTn. 3HayeHne BASE_PATH reHepupyeT-
CS N3 JaHHOro napamMeTpa Kaxabli pa3 npu 3anycke oned

DATASTORE_CAPACITY CHECK MpoBepsieT HanMyne AOCTAaTOMHOrO NPOCTPaHCTBa A0 CO34aHUS
HOBOro obpa3sa. 3Ha4yeHue Mo yMON4aHuK Yes
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OkoHyaHue mabnuusbi 5

MapameTp OnuncaHue

DEFAULT_IMAGE_TYPE 3HaveHue no ymonyaHuio ons nong TYPE, ey OHO OTCYyTCTBYeT
B WwWabnoHe. Bo3amMoXHble 3Ha4YeHus:

- 0S — ¢hann obpasa, cogepKalinin onepaunoHHY0 CUCTEMY;

- CDROM — chann obpasa, cogepxawwmn CDROM,;

- DATABLOCK — cpann obpasa, cogepalimm 6nok AaHHbIX, CO-
30aBaeMbI Kak MycTom 6ok

DEFAULT_DEVICE_PREFIX 3HauyeHue No ymorn4yaHuio Ans nond DEV_PREFIX, ecrin OHO
oTcyTcTBYeT B WwabnoHe. OTcyTcTBylOLLEe nore DEV_PREFIX
3anonHgaeTcs, korga cosgarotcst obpasbl, MO3ITOMY U3MEHEHME
npedukca He NOBMAMAET Ha cyLlecTByoLmne 0bpasbl. BoaMoxHbIe
3Ha4veHus:

- npedukc hd — anga ycrponctsaa IDE;

- npedumkc sd — anga yctponctea SCSI,

- npegukc vd — anga BupTyaneHoro gucka KVM

DEFAULT_CDROM DEVICE_PREFIX | AHanormyHo DEFAULT DEVICE_PREFIX, HO ANSA YCTPOWCTB
CDROM

Mpumep

#************************************************************************

# Koudurypauusi penosuTopusi obpa3on

#************************************************************************

DATASTORE_CAPACITY_ CHECK="yes"

DEFAULT_IMAGE_TYPE="OS"
DEFAUL_ DEVICE_PREFIX ="hd"

DEFAUL_CDROM DEVICE_PREFIX="hd"

8.3.4. CoopLuk nHdopmauum
3a cbopky nHpopmaumm otBeyaeT gpareep collectd. [panBep nogoepKmMBaeT ycTa-

HOBKY NMapamMeTpoB, NpuBeaeHHbIX B Tabnunue E]

Tabnuua 6
-a: Agpec anga npmBaskuM collectd cokeTa, no ymonyaHuo 0.0.0.0
-p: UDP-nopT ansa nepexasaTta KOHTPOMbHOW UHopMauumn, no ymonyaHuo 4124
-f: WHTepBan B cekyHaax onsi 3anucu Ha guck cobpaHHon nHdopmaumm, No ymonyaxuio 5
-t: KonuuyecTtBo NOTOKOB ANs cepBepa, No ymondanuto 50
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OkoHyaHue mabnuuei 6

-i: Bpems B cekyHaax uukna push moHuTtopuHra. [JaHHbIn napameTp AOMmKEH ObiTb MeHbLLE,
4yeM MONITORING_INTERVAL (cMm. Tabnuuy [26)), B npoTBHOM criyyae push MOHWUTOPUHF
He 6yaeT adbdhEeKTUBHLIM

BHUMAHMUE! [JaHHbIN ApaniBep He MOXET HasHa4yaTbCs AN y3na U JOSMKEH UCNoSb30-
BaTbcs ¢ gpansepamu KVM (cm. [8.3.5)).

Mpumep
IM_MAD=[
name ="collectd"
executable ="collectd",
arguments ="-p 4124-f S-t 50 -i20"

]

8.3.5. UHdpopmaumoHHbIN ApanBep
MHdopMaLmMoHHbIE OpanBepbl UCNOMb3YHTCA Ans cbopa MHopMauum ¢ y3nos Knacrtepa.

MooaepxuBatoT yCTaHOBKY NMapaMeTpoB, NpMBEAEHHbIX B Tabnuue [7]

Tabnunua 7

name Mmsa nHpopmaumoHHoro apaveepa

executable lNyTe ucnonHsemoro moayns WMHAOPMAaLMOHHOrO Apau-
Bepa, MoXeT OblTb abCOMTHLIM WKW OTHOCUTENbHbLIM
/usr/lib/one/mads/

arguments KOH(UrypaumoHHein dann ana ucnonHsemoro apau-
Bepa, MoOXeT OblTb abCOMTHLIM WKW OTHOCUTENbHbLIM
/etc/one/

8.3.6. Cuctema xykoB

Xykun B OpenNebula siBnswoTca nporpammamm, BbINOSTHAEMbIMWU MPU U3BMEHEHUN COCTO-
aHna BM unun y3noB. Xykn MOryT BbINOMHATLCA KaK fOKanbHO, Tak WU yaaneHHo B y3ne, rage
paboTtaetr BM. [Ins HACTPONKN CUCTEMBbI XYKOB HEOBXOANMMO YCTAHOBUTL Criegytolimne 3Ha4YeHus B
KoHdpurypaumoHHom darne OpenNebula:

- executable — NyTb UCNOMHSAEMOro MOAYNS ApanBepa Xyka, MOXeT 6biTb abCONOTHLIM

U oTHocuTernbHbIM /usr/lib/one/mads/;

- arguments — KOH(UrypaumMoHHbIN dhann onsi UICNosTHAEMOro gpanBepa, MOXeT bbITb

a0COonTHBLIM UMY OTHOCUTENbHbLIM /etc/one/.
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Mpumep
=

executable = "one_hm"

]

8.3.6.1. Xykun BuptyanbHon mawmHbl VM_HOOK
Xykn BM onpegenstotca no cnegyowmm napaMmetTpamu:
- name — UMS XyKa;
- on — YCNOBWSA BbINOMHEHNS XyKa:
- CREATE — npu co3gaHum BM;
- PROLOG — npu HaxoxaeHnn BM B coctosiHum PROLOG;
- RUNNING — nocne ycnewiHon 3arpy3sku BM;
- UNKNOWN — npu HaxoxgeHun BM B HEM3BeCTHOM COCTOSIHUW;
- SHUTDOWN — rnocrie oTkno4eHus BM:;
- STOP — nocne octaHoBkn BM (Bkntoyasa nepegady obpasos BM);
- DONE — nocne yaaneHus nnu otkniodeHus BM,;
- CUSTOM — onpegensiemoe nonb3oBaTenemM KOHKpeTHoe COCTossHMe STATE U KOMOU-
Haums CoCcTosiHMM LCM_STATE AN18 3anycka XykKa;
- command — nNyTb MOXeT OblTb  abCoOMOTHBIM WM OTHOCUTENbHbLIM
/usr/share/one/hooks;
- arguments — aprymeHTbl Ans xyka. MoxHo npocmoTpeTb MHdopmaumio no BM c

NMOMOLLbIO KOMaHAb! $:

$1ID — naeHTudukaTtop BM,;

STEMPLATE — wabnoH BM B hopmaTe xml ¢ kognpoBaHuem baseb4;

PREV_STATE — npeablaylwiee coctosiHme BM,;

PREV\_LCM\_STATE npegblaywee LCM-coctosiHne BM,;

- remote — yganeHHoe BbINOfIHEHNE. BO3MOXHbIE 3HAYEHNS:
- YES — 3axBaT4uK BbINOSHAETCH Ha y3ne, rae yctaHosneHa BM;
- NO — 3axBaT4uk BbinonHsetcs Ha cepeepe OpenNebula. AenseTtcs 3Ha4YeHMeM no
YMOJTHaHMIo.

8.3.6.2. Xykm yana HOST_HOOK

XyKu y3na onpegensaiTcs no crnegyowmm napameTpamu:

- name — UMSI XyKa;

- on — YCINOBWS BbINOMHEHNS XyKa:
- CREATE — npu co3gaHun y3na (ucnonb3oBaHne KOMaHabl onehost create);
- ERROR — Mpu HaxoXaeHuu y3na B COCTOSsHUKM cbosi;

- DISABLE — nocrie OTKNoYeHnsd yana,
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- command — nNyTb MOXeT OblTb  abCOMOTHbIM  WANW  OTHOCUTENbHbLIM
/usr/share/one/hooks;
- arguments — aprymeHTbl Ans xyka. MoxHo ncnonb3oBaTtb cregyoLwyo nHpopMauuio
06 yane:

- $1ID — uaeHTudukaTop yana;

- STEMPLATE — wabnoH yana B (popmaTe xml ¢ KognpoBaHnem baseb4;
- remote — yganeHHoe BbINoNHeHne. Bo3aMOXHble 3HaYeHus:

- YES — 3axBaT4uK BbIMOMHAETCA Ha y3ne;

- NO — 3axBaT4yuK BbinonHaeTcs Ha cepBepe OpenNebula. ABnseTtca 3HadeHneMm no

yMOn4aHuio.
Mpumep
VM_HOOK = |
name = "advanced_ hook",
on = "CUSTOM",
state = "ACTIVE", lcm _state = "BOOT_UNKNOWN", command = "log.rb",
arguments = "$ID S$SPREV_STATE S$PREV_LCM_STATE"

]

8.4. MoHUTOpPUHr

MogcucTema MOHUTOPUHIa cobupaeT creayroLyro MHdopMaumio 06 yanax u BUPTyarbHbIX

MaLllnHax:

cTaTyc yana;

OCHOBHbI€ MNMoKa3aTtesin npon3BoanTeribHOCTU,

cTatyc BVIpTyaJ'IbHOI7I MaLllNHBbI;

noTpebneHne BblYNCIUTENBHbIX PECYPCOB.

C6op nHdopmaL MM NpomM3BoaANTCA NyTEM BbiNONHEHUSA ctaTndeckmnx TectoB OpenNebula.
dpoHTanbHaa MallnHa oTBeYaeT 3a coop MHopmauumn n ee 06paboTky C NOMOLLBI COOTBETCTBY-
towero moayns. Kaxaeln ysen nepnoanyeckn nepegaet KOHTPOsbHblE AaHHbIE Ha (OPOHTarbHYO
MaLUunHy. [laHHasa cxema sBnseTca MacTabmupyemon n ee orpaHuyeHmns (KoNM4ecTBo KOHTPONMUpY-
eMblIX BUPTYyanbHbIX MallWH B CEKYHAY) 3aBUCAT OT NPOU3BOANTENBHOCTU CepBepa, Ha KOTOPOM
BbINoNHsAeTcs oned, u cepsepa B/. NMNogpobHas nHdopmaums o nogcnucteme MOHUTOPUHra Npu-

BeaeHa B pasgene [13]
8.5. Y3nbl BupTYyanusauum

Y3nbl — 370 pM3MYeckme MallnHbl, Ha KOTOPbIX BbINOMHAKTCS BUPTyarnbHble MalUWHbI.
MopcucTema BMPTYanu3aumm — 3TO KOMMOHEHT, KOTOPbIV OTBEYAET 3a CBS3b C r'MNepBM30pPOM, yCTa-

HOBJ1I€EHHbIM Ha Yy3J1aX, U BbIlMOJIHEHNE OEencTBMn, HeOBXOOUMbIX AN KaXK4oro atana XU3HEHHOro



73
POLIM.10001-02 95 01

umkna BM.

YeHunA:

Y3anbl BUpTyalnsaunm MMerT crieqyrowne Xapaktepnuctmkn n nx pekomeHgoBaHHbIe 3Ha-

1) ueHTpanbHbIM Npoueccop (LIM) — 6e3 nocnegyowmx AONOAHUTENBbHBLIX HArpy30K Kax-
abin moay”nb LM, 3akpenneHHbIn 3a ogHon BM, gomkeH cooTBETCTBOBAThL (PU3NYECKOMY
agpy UM B cnyyae, ecnu HeobxoAMMO MUHMMU3NPOBATbL KOHKYpeHumio BM 3a npouec-
CopHble aapa. Hanpumep, npu Harpyske B 40 BupTyarnbHbix MawnH ¢ asyms LM kaxgas
ans obnaka notpebytorca 80 domsnyecknx LIN. MNpu atom 80 cpumsnyecknx LM moryT pac-
npeaensTbes No pasnuyHbiM y3ram: 10 cepBepoB C BOCEMbIO SApaMu Kaxabln Unv NsTb
cepBepoB ¢ 16 aapamu kaxabin. MNpn HeobxoaMMOCTM NocneayLWNX AONONTHUTENbHbIX
Harpy3ok apxutektypy LI MoxHO nnaHnpoBaThb 3apaHee ¢ nomoLlbto anemeHToB CPU un
VCPU: CPU onpegenset duaundeckne LM, 3akpenneHHble 3a BUPTyanbHbIMM MallMHaMu,
a VCPU — suptyaneHble LI, nepegaBaemble rocteBon onepalyMOHHON CUCTEMOWN;

2) namaTtb — no ymonyaHuio B OpenNebula otcyTcTBYeT M36bITOYHO BbiaeNngemas naMsiTb.
Kak npaBuno, pekomeHayetca Bcerga npegycmatpusathb pesepsB 10 % no pecypcam, no-
TpebnsaembimM runepen3opomM. Hanpumep, ona Harpysku B 45 BupTtyanbHbix MawmH ¢ 2 b
onepatMBHOM NnamaTn kaxgas Heobxogmumo 90 I'b dmsnyeckon namatu. BaxkHbiM napa-
METPOM SIBNSETCHA KONMMYECTBO Y3M0B, NOCKOSIbKY B CBA3U C NPUMEHEHMEM TMNEPBU30POB
Ha Kaxabli 13 Hux npuxoamtca 10 % 3atpat pecypcoB. Hanpumep, 10 runepsm3opos ¢
10 I'b onepatMBHOM NamMsTK Kaxabl npegoctasaTt no 9 ['b naMsaTu, NOSTOMY OHWU CMOTyT
BblAepXaTb NNaHUPYEMYIO Harpyasky.

Mo ymonyaHnto OpenNebula nogaepxnBaet oguH runepBmn3op C OTKPbITbIM MCXOOHbIM

kogom — runepsusop KVM — n HacTpamBaeTcs Ha B3aMOOENCTBME C y3ramMu, Ha KOTOpPbIX

BbinonHsietca KVM. Ecnu Heobxoanmo obecneynTtb NogaepkKy KOHTEMHEPHOW CUCTEMbI BUPTYa-

nun3aumm, To HeodxoANMO NOAKNHYNTL AOMNONHUTENbHbIN y3en C yCTaHOBJ1€HHbLIM rMNepBn3OpoM

LXC (cm. [8.5.2)

Mo BO3MOXHOCTM KOH(UIypauusi y3noB AOSMKHA ObiTb OAHOPOAHOM B YAacTU YCTaHOBMEH-

HbIX NpOorpaMMHbIX KOMMNOHEHTOB, MOJIb30BATENIbCKOrO yrnpaBrieHUs root, AOCTYMHOCTU XpaHU-

mua n CTPYKTypbl KOMMYTaUun CETH. O}J,HOpO,EI,HbIe Y3I1bl MOTYT FpynnmnpoBaTbCA B KiacTepbl

OpenNebula.

8.5.1. KoHdurypupoBaHue yana KVM

B[B.5.1. |H85 {.7| onnucaHbl OCHOBHbIE OencTBnd, goctaTtoyHble ans KOHCbI/IprVIpOBaHMFI

y3na 1 3aBeplleHuns passepTbiBaHuss OpenNebula. JJononHutensHas nHgopmaums 0 HacTporke

y3na npusefeHa B pasgene [9 KoHdurypupoBaHme Taknx NoacucTeM, Kak XpaHunuiie u ceTb,

onucaHo B pasgenax [10] n [11] cootrBeTcTBEHHO.
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8.5.1.1. YcTtaHOBKa nporpamMmmHoro obecne4eHus
Y3en JormKeH HaxoauMTbCsl B OAHOM AOMeHe C (OpOHTarbHOM MaLlUHOWN.
[ns HacTponku y3na cnegyeT yCTaHOBUTb HEOBXoAUMbIE MaKeTbI, BbINOMHUB KOMaHAY:

- npu ucnonb3osaHum ALD:
sudo aptitude install ald-libvirt-gemu opennebula-node gemu-block-extra
- npwu ucnosnb3oBaHuu FreelPA:

sudo aptitude install ipa-libvirt-gemu opennebula-node gemu-block-extra

[na ganbHenwero KOHMUrypnpoBaHns yana MOXXHO MCMONb3oBaTb CKPUNT HACTPOWKKM B

cootBeTcTBUM C(8.5.1.2| nnbo nnenbykn Ansible (tonbko ¢ FreelPA) B cooTBeTcTBuM €|8.5.1.3]

8.5.1.2. HacTtpownka ¢ noMmoLbO cKpunTa

[ns 3anycka ckpunta HacTporikm y3na NK CB HeobxogmMmo B TepMuHane BbIMOMHUTb

KoMaHay:

ny:

- npu ncnons3osaHun ALD:

sudo ald-libvirt-gemu-configure
- npu ncnonb3oBaHuu FreelPA:
sudo ipa-libvirt-gemu-configure

Mocne ycnewHoro 3aBepLUEHNs HACTPOWKN HEOOXOAMMO B TEPMMHArE BbINOMHUTL KOMaH-

sudo pdpl-user -i 127 <user>

rge <user> — M4 agMUHUCTPATOpPa CUCTEMbI.

3atem cnefnyeTt nepesarpysntb cepsep.
8.5.1.3. HacTtpownka ¢ nomowbto nnendbykoB Ansible
B nomeHe FreelPA ¢ nomouybto nporpammHoro cpeactea Ansible BO3MOXHO yaaneHHo

HacTpouTb y3en K CB. [Jna atoro Heo6xoaMmo Ha MalumHe, ¢ KOTopon ByaeT Npou3BoAUTCS

HaCTpOIZKa, OT UMEeHUN agMUHUCTPAaTopa BbIMOITHUTL crieayowime waru:

1) nogkniunTb ycTaHoBOYHbIM auck ¢ MK CB, gobasutb peno3ntopun MK CB B cnucok
MCTOYHUKOB (pann sources.list) n yctaHoBuTb Ansible komaHgon:

sudo aptitude install brest-ansible

2) ckonupoBaTb KaTtanor ¢ nnenbykamum Ansible B JOMaLIHWI KaTanor, BbINOMHUB KOMaHAy:
cp -r /var/lib/brest-ansible $HOME

3) ckoppekTMpoBaTh hain inventory.ini (cm.[8.2.2.2);

4) 3anycTuTb Nnenbyk KOHPUIypMpoBaHUS y3na, BbINOMHUB KOMaHAy:

cd ~/brest-ansible

ansible-playbook brestcloud ipa kvm nodes.yml

8.5.1.4. Kondmrypauusa cetun

CepBsucam, paboTaLmMm Ha bpoHTanbLHOM MalunMHe, HeobxoAnM AOCTYN K y3nam Ans

ynpasneHus rmnepeu3opamim, MOHUTOPUHIa, a Takke Ans nepemMelleHns garnos obpasos. Ons
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3TON Lenun pekoMeHayeTcsi UCNoNb30BaTh BblaerneHHyo cetb. KoHdurypaums cetu 3aBucuUT OT

BblOpaHHON MoZenu B COOTBETCTBMU ¢ pasgernom [11]

Mpumep

Mpwn BbIGOpE ceTn TuNa «MocT» TpebyeTcsa yCcTaHOBUTL liNUX-MOCT 1 NOAKIOYNTL PU3N-
4Yeckoe YCTPOMCTBO K MocTy. [lanee npu onpeaeneHmn cetn B OpenNebula ykasatb cosgaHHoe
coeguHeHue Tuna «Moct». Taknm obpasom BUpTyanbHast MalnHa GyaeT NoaknveHa K JaHHOMY
MOCTY Ansi obecneyeHnss BO3MOXHOCTU CBA3N C PU3NYECKMM CETEBBIM YCTPONCTBOM. TUMOBOM

y3en C AByMA CeTAMU OOJTKEH MMETb ABa MOCTa B COOTBETCTBUUN C PUC. @

Optional

1
1
1
]
1
1
1
1
1
1
1
1
1
1
1
1
]
1
1
1
1
1
1
1
1
1
1
1
1
1
]
1
1
L

T

L

Puc. 38

OpHa cetb ansa nybnunyHbix IP-agpecos, Hanpumep nogkntoveHHbIx kK ethO NIC, gpyras —
AN YacTHbIX BUPTYyanbHbix ceten, Hanpumep NIC eth1:
brctl show
bridge name bridge id STP enabled interfaces
br08000.001e682f02ac noethO
br18000.001e682f02ad noethl
MpnmedvaHumne. Hactpornka cetn Heobxoauma TOSbKO Ha y3rax. TOMHOe UMS pecypcoB
(br0, brl 1 T.4.) 3HAaYEHMsI HE MMEET, HO BaXXHO, YTOObI MOCTbI N ceTeBble KapTbl NIC nmenu

OOHO M TO Xe M4 Ha BCEX y3nax.

8.5.1.5. KoHdurypauua xpaHunuiia

B koHurypaumm OpenNebula no ymonyaHuio ana xpaHeHns obpas3oB MCNoOsb3yeTcH
nokanbHoe XpaHunuiie ppoHTanbHOM MaLLMHbI, a ANns paboTbl BUPTyarnbHbIX MalnH — floKanbHoe
XpaHunuiie runepen3opos. BoamMoXxHO ncnonb3oBaTth Apyrne xpaHunuwia, Hanpuvep, Ceph, NFS,

LVM u 7. a. NMoppo6Hoe onncaHue 1cnonb3oBaHWs XpaHunuLy npueeaeHo B pasaene [10]
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8.5.1.6. [lobaBneHune y3na

Pernctpauus ysna, ycTaHOBNEHHOro Ha (ppoHTanbHOW MalluHe, Heobxoguma, 4YTobbI
OpenNebula morna 3anyckaTb COOTBETCTBYHOLLME BUPTYalbHble MalUnHbI. Pernctpaumio Mox-
HO BbINOMNHUTL B rpaduyeckom uHTepdence nonb3oBarensa Sunstone nnm yepes KOHCOSbHbIN
nHTepcpenc Command Line Interface (CLI).

[Ho6aBneHue y3na 4yepe3 Sunstone

3anyctuTtb Sunstone. B meHto crneBa nepenTu K cnucky y3nos «Infrastructure — Hosts» n

HaxaTb kHonky [+] B cootBeTcTBUM C puc. [39

OpenNebula Hosts & oneadmin @ OpenNebula
Dashboard @
Instances
Templates ID vy Name Cluster RVMs Allocated CPU Allocated MEM Status
Storage
Network
Infrastructure
& Clusters
& Hosts
@ Zones
10 ¥ Showing O to O of O entries
System
Settings
ltotac 1on Oorr  Ocerror
Support
Mot connected
Puc. 39

BeecTtu nms ysna B none «Hostname», Hanpumep, node01 n HaxaTtb kHonky [Create] B

cooTtBeTCTBMM C puc. [40]
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OpenNebula Create Host & oneadmin @ OpenNebula

Dashboard LE . Reset

Instances
Type Cluster

Templates VM v 0: default ¥

Storage

Network

Infrastructure

== Clusters
&) Hosts
@ Zones

System

Settings

Support
Mot connected

Puc. 40

BepHyTbcs k cnncky yanoB «Infrastructure — Hosts» n ybeantbcs, 4To nepekntoyaTenb
«Status» ansa npobaeneHHoro yana Haxoantcsa B coctosiHum « ON». MIameHeHne cTaTyca y3na MOXeT
3aHaTb oT 20 o 60 c. [1nsa otobpaxkeHna akTyanbHON MHpOPMaLMKN Ha TEKYLLMIN MOMEHT TpebyeTcsa
BbIMOSTHUTL OOHOBIIEHME CTPaHULbI LLENTYKOM JIEBOW KHOMKW MbILIKX MO COOTBETCTBYHOLLEN KHOMKE

kak nokasaHo Ha puc. 41]

OpenNebula Hosts & oneadmin @ OpenNebula

Dashboard
Instances
Templates ID 4 MName Cluster RVMs Allocated CPU Allocated MEM Status

Storage 2 node1 default a O /400 (0%) OKB / 7.7GB (0%)

Network 10 ¥  Showing 1to 1 of 1 entries 1
Infrastructure

£ Clusters l1votac 1on Oorr  Ocerror

& Hosts
G Z:J" 1e5

System

Settings

Support
Mot connected

Puc. 41

Ecnu coctosiHme y3na «ERR» Bmecto «ON», TO He06Xx04MMO NpOBEPUTL COAEpPKaHNE
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davina /var/log/one/oned. log. Hanbonee BepoATHOM NpUYMHON OLWIMGKN aBnsieTca npobne-
Mma c ssh.

[Ho6aBneHue y3na 4yepe3 CLI

Ha dpoHTanbHOM MalumMHe OT MMEeHU NoMb3oBaTens, BXoAALEro B rpynnbl astra-admin
M astra-console, BbINOMHUTbL CRedyoLLy0 KOMaHay:
sudo onehost create <node(0l> -i kvm -v kvm

MpoBepuTb go6aBNEHHbIV y3en C NOMOLLLI KOMaHAbI:
sudo onehost list
ID NAME CLUSTER RYM ALLOCATED_CPU ALLOCATED_MEM STAT
1 localhost defaultO - -int

B BbiBOAE pesynsrata BbINOMHEHNSA KOMaHAbl CIMCOK YCTAHOBMNEHHbIX y3rnoB. [lobaBneHve
yana 3anmert ot 20 go 60 c:

sudo onehost list

ID NAME CLUSTER RYM ALLOCATED_CPU ALLOCATED_ MEM STAT
0 node01 default0 0 0 / 400 (0 %) OK / 7.7 G (0 %) on

Y6eantbcs, 4To NnapameTp y3na STAT HaxoauTCA B COCTOSAHUKM on. Ecnn ykasaHo cocTo-
SiHMe y3na err, TO HEOOXOANMMO NPOBEPUTL copepkaHne panna /var/log/one/oned. log.
Hanbonee BepoaTHOM NpnynHOM ownMbkM aBnsieTcs npobnema c ssh.

8.5.1.7. UMmnopT BUpTyarnibHbIX MaLIUH

MmnopT paboTalowmx B TEKYLUNMA MOMEHT BUPTYarbHbIX MalWH MOXHO BbINOMNHATL B
noboe BpeMs. OYHKLMIO TakKe BO3MOXHO MCMOMb30BaTh ANA NPOCMOTpa paHee pasBepHYyThIX B

OpenNebula BupTyanbHbIX MaLUWUH.

8.5.2. Ocob6eHHOCTM Ucnonb3oBaHuA y3na LXC

[na obecneyeHnsa Nnogaoepkn KOHTEMHEPHOWN cucTemsbl BupTyanuaaumm (LXC) Heobxoau-
MO:

1) Ha ppoHTanbHoM MmawumHe MK CB yctaHOBUTL NakeT opennebula-1xc, BbINOMHUB

KOMaHAay:

sudo apt install opennebula-1lxc

1 nepesanyctTutb cryx0y opennebula KOMaHOoW:

sudo systemctl restart opennebula
2) Ha HOBOM ya3re BMpTyann3auum yctaHOBUTb NakeT opennebula-1xc-node, BbINOM-

HMB KOMaHAOY:

sudo apt install opennebula-lxc-node
3) B web-nHtepderice OpenNebula oTkpbiTe Bknagky «HMpacTpykTypa — Y3anbi» U
HaXkaTb Ha KHOMKYy [+]. B OTKpbiBWeENCS BKNaZke B pacKpbiBaloWeMca crimcke «Tuny

BblGpaTh «LXC» 1 HaxaTb Ha kHonky [Co3aaTb] (cM. puc. [42).
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Vs naens m

Swzemnnapb BM
wn Knactep

| LXC v | 0: default v

LWaBnous

XpaHunuue

WmmxocTa

Ceto

astra.m.dom |

MHpacTpykTypa
= Knactepn
5 Yanoi

@ FoHo

CucTema

HacTpoikn

Puc. 42

[na Toro 4tobbl co3natb LXC-wabnoH OC CH, HeobxoamMmo Ha dpOoHTanbHOW MalluHe

MK CB BbINONHUTL KOMaHAY:

sudo brest-lxc-configure
MpocmoTpeTb nmetowmeca LXC-wabnoHsbl moxHO B web-nHTepderice OpenNebula Bo

Bknagke «Llabnoxbi» (cm. puc. @43).

l 3 astralinus-lc oneadmin oneadmin 22/09/2020 12:02:42 l

Puc. 43

lMopsiook AencTBumn NO CO34aHNI0 HOBbIX KOHTENHePOB 13 LXC-wabnoHa Takon xe, Kak n
npu cosgaHun BM.

MpumeyvyaHune. lNo ymonyaHuio Ans Bxoga B KOHTEMHEP YCTAHOBIEHbI creaytowme
ayTeHTUdMKaUMOHHbIE NnapaMeTpbl: UMSA nonb3oBatensd ¢ agMUHUCTPATUBHBLIMWU NpaBamMu —

«admin», naponb — «astralinux».
8.6. XpaHunuiye gaHHbIX

[nsa xpaHeHust o6pa3oB gMckoB BMpTYyanbHbIX MawunH OpenNebula ncnonesyet xpaHu-
nuwia gaHHbIX. XpaHnuuie gaHHbIX — 3TO No6OoM HOCUTENb AaHHbLIX C NOAAEPXKKOWN CEPBEPOB
SAN/NAS. K kaxxgoMy XpaHuUnuLly AaHHbIX A0MKeH obecnevmBaTbCst 4OCTYN Yepe3 PpOoHTamNbHYO
MawmrHy ¢ nomoLubto TexHornornm SAN/NAS nnbo yepes cuctemy XpaHeHUst AaHHbIX C NPSMbIM
NogKnto4YeHneMm.

Mpwn pasBepTbiBaHUM BUPTYarnbHOM MalUMHbI ee 0bpa3bl NnepegarnTcss U3 XpaHunumia
AaHHbIX Ha y3nbl. B 3aBUCMMOCTU OT MCNOSIb3YeMOW TEXHOSMOMMN XpaHeHUs OaHHbIX obpasbl
nepegarTcs NyTeM KOMMPOBaHMUS, NO CUMMBOSIbHOM CCbISIKE UKW NyTEM ycTaHoBKM Toma LVM
(ynpaBneHne norn4yecknmm Tomamm).

Xpanunuwe aaHHbix OpenNebula nogpasgendetca Ha Tpy TUNa XpaHuUnuL;:

- XpaHunuue obpasos (Images Datastore) — ncnonb3yerca ona xpaHeHUst BCex 3aperu-

CTPMpPOBaHHbIX 06pa3oB, KOTOPbIE MOTYT UCNONb30BaTbCA ANs co3aaHms BM, onncaHue
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AaHHoro Tuna xpaHunuwa npusegeHo B [10.1]

- cuctemHoe xpaHunuule (System Datastore) — ncnonb3dyetca ong XxpaHeHUs ONCKOB

BMPTYarnbHbIX MallWH, paboTarowmx B TeKyLMA MOMeHT. OBpasbl JUCKOB NepemeLLatoTcs,

WINW KNOHWUPYIOTCS, B XpaHUnuvLle 06pasoB Uy U3 Hero Npu passepTbiBaHUN U OTKITHOYEHUN

BMPTYyarbHbIX MaLLVH, NPU NOACOEANHEHUN UK (DUKCMPOBAHMMN MIHOBEHHOIO COCTOSIHUSA

AUCKOB;

- xpanunuwe dannos n agep (Files & Kernels Datastore) — ncnonesyetca ansa xpaHe-

HUA 0b6bIvHbIX dhannos. Pannbl MOryT MCMONb30BaTLCS Kak sapa kernels, nceBgognckm

ramdisks nnu gannel kKoHTekcTa. OnnucaHne gaHHOro Tuna xpaHunuwa npuseaeHo B (10.2]

OpQHMM 13 OCHOBHBbIX CMOCOBOM yNpaBneHUsa XpaHWUNLLIEM OaHHbIX SBNSAETCS OorpaHmye-
HWe XpaHunuwa, 4OCTYMHOro ANs nonb3osaTtenen, nytTem onpegeneHus KBOT No MakCcumanbHOMY
KONM4YeCTBY BMPTYarbHbIX MaLWH, a Takke MakcMmanbHoro obbema 3Hepro3aBUCMMON NamMaTH,
KOTOPbIN MOXET 3anpoCcuTb NONb3oBaTesNb, N obecnevYeHnss 4OCTaTOMHOMO NPOCTPAHCTBA XpaHe-
HWSA CUCTEMHbIX JAaHHbIX 1 06pa3oB, OTBEYAOLEro NpeaenibHbIM YCTaHOBNEHHbIM KBOTaMm. [pu
HeobxogmumocTtn OpenNebula nossonser agMuHucTpatopy 06aBNATL XPaHUNLLA CUCTEMHbIX
AaHHbIX N 06pa3oB.

MpumeyvaHue. [1o ymonyaHuio XxpaHunuiia AaHHbIX U CUCTEMA HAaCTPOEHbI HA UCMOSb-

30BaHue pannoBon cUCTeMbl C ApariBepamMu nepegaym ssh.
8.7. OpraHusauusa ceTtm

[ns obecneyeHnsa HagexXHOCTU 06navyHoOM MHAPACTPYKTYpPbl BO (PpOHTaNbHOM MaLLUHE
(nyGnun4yHom n cepBUCHON) AOMKHbI OblTb YCTAHOBMEHbI ABE UMW TpY CETEBbIE NNaThl (B 3aBUCUMO-
CTW OT CepBEepPHOM YacTn MOXET NoTpeboBaTbCA AOCTYN K CETU XPaHEHNSA OaHHbIX).

B kaxxgom ysne BMpTyanusaumm B 3aBUCUMOCTU OT KOH(pUrypaumm xpaHmnuia n cetu
AOMMKHO BbITb YCTAHOBIEHO A0 YeTbipex CeTeBbIX NnaT: Ans NpuBaTHOMW, Ny6rMYHON, CEPBUCHON
ceTeun N CeTU XpaHEeHUsa OaHHbIX.

OpenNebula obecneunBaeT aganTupyemyto 1 HacTpanBaemMmyrto NoACUCTEMY CEeTU ANs
MHTErpauum KOHKPETHbIX ceTeBbIX TpeboBaHun cyuiecTtsytowmx LIOX[. Tak ke Heobxoanmo
Hanu4yMe MUHUMYM OBYX PasfMyHbIX PUNYECKNX CETEN:

- cepsucHas cetb (Service Network) — ncnonbsyetcsi cepucamm pOHTaNbHON MaLUUHbI

OpenNebula ansa obecnedyeHuns goctyna K y3nam € Lenbto ynpaBneHust U MOHUTOpUHra

rMnepBmn3opoB N nepemMeLLeHmns annos obpasos;

- ceTb ak3emnndapoB (Instance Network) — obecneunBaeT BO3MOXXHOCTb CETEBOIrO Noa-

KNOYEHUs K BUPTyaribHbIM MalUMHaM Yyepes pasnuyHble yanbl. [ns acdekTnBHOro pas-

BEPTbIBaHMS BUPTYaribHbIX MalUWH, CriegyeT co3aatbh OOHY UM HECKOMNBbKO PU3NYECKNX

ceTemn.
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Aomunuctpatop OpenNebula MoXeT COOTHOCUTb OAMH M3 CreaylLlmnx ApanBepoB C
KaXXablM Y310M:

- dummy — ncnonb3yeTcd No YMOSYaHUIO, He BbINOSHSAET CETEBbIX onepauui, npasuna

MEXCEeTEBOIo aKpaHMPOBAHUSA UTHOPUPYIOTCS;

- fw — npaBuna mexceTeBoro aKpaHMpPoOBaHUSA MPUMEHSIIOTCH, HO U30NALMA CETEBOIO

COeUHEHUs1 UTHOPUPYETCS;

- 802.1Q — orpaHnymnBaet ceteBon goctyn yepe3 VLAN-TermpoBaHue, anga vyero tpebyer-

CA nogaepka annapartHbIX nepeknyarenen;

- ebtables — orpaHuunBaet ceteBon goctyn no npasunam Ebtables. Ocobas koHdurypa-

LUunsa annapaTHbIX CpeacTB He TpebyeTcs;

- ovswitch — orpaHunymMBaeT ceTeBOM OOCTYN C MOMOLLLIO NPOrpaMMHOro KoMMyTaTtopa

Open vSwitch (OVS);

- vxlan — cermeHTUpyeT VLAN B M30MMPOBaHHbLIE CETU C MOMOLLbIO NPOTOKOMAa UHKarncy-

naumn VXLAN.

Mopsiaok HacTpovikm ceTn onucaH B pasaene [T1]

8.8. AyteHTndukaums

[nsa obecneyenunsa goctyna k OpenNebula nogaepxmnBaroTca JOMEHHasa ayTeHTUdMKaLMS.
8.9. OTKa3oycTON4YNBOCTbL BUPTYaribHOW MalUUHbI

B OpenNebula nHterpmpoBaH mexaHusm (Mogynb) obecrnevyeHnss otkasoyctonymsoctn BM
C COXpaHeHWeM MaHAaTHbIX U AUCKPETHbIX aTpnbyToB 6e3onacHoCTH.

[ns pabotbl Mmogynsa HeobxogMmo cobniogeHne creayroLwmnx yCrnoBui:

- Hanuyue B Krnactepe MUHMMYM AByX paboyunx y3noB BUpTyanusaumu,

- obuwee xpaHunuwe guckos BM, goctynHoe Ha Kaxgom m3 y3nos;

- nogaepxkka co ctopoHbl y3noB TexHonorun IPMI (Intelligent Platform Management

Interface). JaHHble ans astopudaumn no IPMI gomkHbl ObiTb yYKa3aHbl B HAacTpoOMKax

KaxXaoro y3ria suptyalim3aunn B COOTBETCTBUKN C PUC. @
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| sm=c | & trocatniaz - O Opoaticoen
OpenNebula Host 1 astrat6-virt.m.dom

pasos 0a EEDESETED 1A

Instances
il - (=) n
Templates Info Graphs Ms ds Zombies
Storage
Network Information Capacity
InfSUUSHES D 1 Allocated Memory OKB / 2.9GB (0%)
= B Name astral 6virt m.dem = Allocated ENEU 0/ 200 {0%)
& Hosts _
Q@ Zones Ele ol Tl L Real Memory 970.7MB / 2 9GB (32%)
State MONITORED o
Real CPU 8200 (4%)
System IM MAD kvm
Settings VI MAD Kvm Datastore ID Capacity
0 S5.2GB/ 12.7GB (41%)
IPMI
1P =
Username =
Password e =
Check connection

Puc. 44

- ona BM gomxeH ObITb ycTaHOBIEH npu3Hak oTkasoyctonynsocTtu (High Availability) B

COOTBETCTBUM C puc. 45|

% & brestadmin2 @ OpenNebula
o VM 1 trylinux - kvm-1 POWEROFF

—_— (e=]ogelr]o-Jc-]=-Jas-]e-]c-

Instances
ssn [:] = o = Q ks o 0 B
2 VMs Info Security Capacity Storage etwor eme 0 Template 0
o Services
3¢ Virtual Routers Information
Templates
5

Storage A k
Network R 4
Infrastructure D 1
= Clusters B

Mame tiylinux - kvm-1 (E4
£ Hosts
Q@ Zones State POWEROFF

LCM State LCM_INIT

em
Syt Host astralg-virt m.dom
Settings =
| High vailability Yes = |

P =

Start time 11:15:41 14/08/2018

Deploy ID one-1

Reschedule no

Puc. 45

B npouecce paboTtbl mogyns:
- OpenNebula nonyyaet curHan o HemcnpaBHOCTY y3na BUpTyanuaauum;
- CYMTBbIBAETCS CMUCOK 3anyLUeHHbIX Ha HeucnpaBHoM y3ne BM ¢ ycTtaHOBREHHbIM npu-

3HakoM oTkasoyctondmsocTu (High Availability);
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- CUMTbIBAKOTCS COXpaHuBLUMECSt aTpubyThl 6e3onacHocT BM (MaHgaTHas meTka u umsi
norb3oBaTensi, 3anyCTMBLUErO BUPTYarnbHYH MaLlVHY) U NPOU3BOANUTCS ee nepesanyck Ha

pabo4yem ysne.

8.9.1. ABTOCTapT BMpPTYasibHbIX MalWH

MexaHu3m aBTocTapta BM nossonsieT aBTomatnyecku 3anyctmte BM, HacTpoOeHHble Ha
aBTOCTapT, Ha y3rax Npu BOCCTaHOBNEHNN obnaka nocne aBapuMmMHOrO OTKIHOYEHNS.

[ns BkntovYeHnsa aBToctapta Ha BM cnefyet B cBoncTtBax gaHHon BM Bo Bknagke «O6-
LLiee» nepeBecTn HacTponky «Autostarty B coctosiHne «Ony.

ABTOCTapT NPOMCXOANT criegyowmm obpasom:

1) npu BoccTaHOBMEHMM paboTbl obnaka poHTanbHas MallnHa 3anyckaeTcs B NepByto

ovepepb;

2) dpoHTanbHasa MallMHa NPoBeEPSIET COCTOSIHME Y3M0B, OXUAAs UX 3anycka;

3) dpoHTanbHas MalnHa NPOBEPSIET HaNMYne Ha 3anyLleHHbIX yanax BM, ana kotopbix

HaCTpPOEH aBTOCTapT;

4) ecnu Takme BM npucyTcTBylOT, opoHTanbHas MawnHa aBToOMaTUYECKN 3anyCcKaeT ux.

Ecnu ncnonbayetca anroputm Raft (onvcanHbin B [8.2.3)), To ANs KoppekTHON paboThbl
aBTocTapTa Heobxoammo B hanin /1lib/systemd/system/libvirtd. service, Haxoasawuncs
Ha opOoHTaNbHOW MalnHe, 4O6aBUTb CTPOKY:

After=opennebula.service
8.10. Murpauuu auckos BM mexay xpaHunuwiamm

Murpauuun guckoB BM MoxeT 6bITb OCyLLeCTBeHa TONbKO MeXay OOUHAKOBbIMWU TUNaMu
xpaHunuw, (Hanpumep n3 LVM_LVM B LVM_LVM wnnn 13 Qcow2 B Qcow?2) 1 TOMbKO B pamKax
OOHOrO y3na BupTyanusauum.

Ons oHnanH murpauumn anckos BM (6e3 BoikntoveHns BM) Heobxoanmo:

1) B web-untepdernce OpenNebula oTkpbITb BKNaaky ynpasneHus BM n Bbibpatb NyHKT

meHto «[MepeHecTn BM» (cm. puc. [46).
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0O ENED [EEE CICEm

a [

Hudopmauymna BesonacHocTe PesepeHble konuk BM M)

MepeHectn BM E0ERE
HUHdpopmauma P
L spacial edition SaI'IJ'IaHHD-:JEIaTb NOBTOPHO
D

OTMEHHTE NOBTORHO 3annaHHpoEaHHoe

fOedcTeme
Hassanue

BoccTaHoBKTE
CocToRHHe

PezepeHan KonKA
Texywee coctoAnue BM

Puc. 46

2) B OTKpbIBLUEMCSH OKHe «MurpupoBaTb BUPTYarbHYH MalLWHY» CReayeT BbIMOMHUTb
cneayowiye waru:
a) B cekumn «BblbepuTe Yaen us cnvcka» BblibpaTh TOT e Y3erl, Ha KOTOpPOM 3anylie-
Ha BM (cm. puc. [47);

Mwn rpnpoBatb BUPTYyasibHYHO MallUHy

| BM 84 brest-stend B HacToAWee BpemMA zanywleHo Ha Yane srv-01.example.dom, N2 xpanmnemwa - 103 |

Buibpatb y3zen

Bribepute Yaen ua cnucka o
ID _ HazeaHue Knactep 3anyweHHble BM Beigenexo LN BeigeneHo Mamartu Cratye VM MAD
5 srv-03.example.dom default 6 o 440 /1800 (28%) 75GB /125.8GB (60%) Bun kvm
4 srv-02.example.dom default 5 . 390/ 1600 (24%) 72GB/125.8GB (57%) Bn kvm
3 srv-01.example.dom default 4 . 250 /1800 {16%) 48GB /125.8GB (38%) pupn kvm
10 v [NokazaHbl anemeHThl criMcka ¢ 1 no 4 na 4 1

w PacluMpeHHsle HaCTPORKK

Puc. 47

0) B OTKpbIBLIENCH ceKuumn «lloxanyncra Bblbepute xpaHunuiie u3 crnmcka» Bbl-
OpaTb XpaHuUnuLLe Takoro Xe Tuna, Kak XpaHunuiie, B KOTOPOM Ha TEKYLLUMA MOMEHT
xpanuTcs avuck BM (cm. puc. 48);
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hAHFpHpOBaTb BUPTYallbHYHO MallKUHY

BM 84 brest-stend & HacToALee BpemMA aanylleHo Ha Yane srv-01.example.dom, N2 xpanunuwa - 103

BuiGpath yaen

Bl BuiBpany cneayowm1i Yaen

~
L%

BrineneHo MNamaTH

OKB 7 7.1GB (0%)
T5GB / 125.8GB (60%)
T2GB / 125.8GB (57%)

48GE / 125.8GB (38%)

Knactep

D = HaasaHue Knactep 3anyweHHeie BM Briaeneno UN
8 usb-test.example.dom default 0 0/800 (0%)
5 srv-03.example.dom default 6 440 /1600 {28%)
4 srv-02.example.dom default 5 390/ 1600 (24%)
3 srv-01.example.dom default 4 250 /1600 {16%)
10 v [MokasaHsl anemeHTsl cnicka c 1 no 4 uz 4

~ Pact H TPOHKA

[J Nposepra
BeiGepuTe xpaHunuwe
MoxanyicTa BLIGepUTE XPaHKNWLLE W3 CNIWCKA o

ID _ HassaHue Bnapeney Mpynna MpoussoguTenbHOCTL
103 lvm-lvm-system oneadmin brestadmins 48.6GB/1.8TB (3%) 0
104 lvm-lvm 1 oneadmin brestadmins 486GB/18TB(3%) 0o
10 w [loKazaHkl aNeMeHTEl crMcka ¢ 1 Mo 1 M3 1 (0T@MNLETROBAHD Ha 2

ANemMeHTOB CrvcKa)

Puc. 48

B) HaxaTb Ha KHonky [[MepeHecTn BM].

8.11. ABTtomaTtnueckun Beog BM B goMeH yepe3 MexaHU3M KOHTEKCTa

Cratyc
OLUIMBKA
Bun

Bun

Brn

Tun
CuctemHsin

CuctemHeif

Crartyc

MexaHn3m KOHTeKCTa NO3BONSET HAacTpouTb WwabnoH BM Ttakum obpasom, 4Tobbl npu

pasBopayunsaHum BM n3 wabnoHa, ata BM Gyget aBToMaTMyeckn BKITHOYEHA B CYLLECTBYHOLLMN

pomeH ALD vnun FreelPA. [Ins aToro Heob6xoaumo:

1) cosgatb 6a3oByto BM, Ha ocHOoBe KOTOpoOW ByaeT NOArOTOBMEH LWAGMNOH;

2) B 6asoBon BM BbINONHMTL criegyowmne waru:

a) yctaHosutb OC CH,;

0) ycTtaHoBUTb NakeT one-context;

B) B panne /etc/one/oned.conf paCKOMMEHTMPOBATbL CrEAYOLLYIO CTPOKY:

ONEGATE_ENDPOINT =

r) BblkMoYMTb 6asoyto BM n 13 obpasa gmucka 6asoson BM cosgaTh wabnow;

3) Ha (hpoHTanbHOM MallMHe nepe3anycTuTb cry0y opennebula, BbINONHMB KOMaHAY:

sudo systemctl restart opennebula

4) B web-untepdence OpenNebula gna cosgaHHoro wabnoHa OTKpbITb BKNagky

«OS&CPU» u B Bbinagawouwem cnucke «loctesor areHT QEMU» BbiOpatb «[a»
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cMm. puc. [49

Wud. nanens MacTep HacTpoikKn PacLupetitb

Skaemnnapsi BM

232 BM — E [V} @ =
o Sujme pAHUMMLLE 0S & CPU CeTb Beca/Buisog Ewe
&% Cepamce:
3C BupT. MapuwpyTusaTopbI
A0PI PE

Wanoue: OcoberHocT N N
[ em )

. ARIC HYRERY

3] Cepancer ROLECCODa
M v

3 Bupr. mapupyTaatops:

(= MpynnoiBM MecTge apenm FocTeacd arenT QEMU
= ns =
Xpanunuue
@ Ouepeny virtio-scs: USB koHTponnep
etn
- v
MubpacTpyTypa
Cucrema

Puc. 49

5) B web-uHTepdence OpenNebula ana cosgaHHoro wabnoHa oTKpbITb BKNagky «KoH-
TEKCT» M BbINOMHUTb CreayoLlme warn:

a) B cekumn «KoHdurypaumsi» yctaHoBuTb donar «Add OneGate token» cm. puc. [50]

WHe. navenn MacTep HacTpoiu
3usemnnaps: BM

HE oM (—
&% Cepancni

35 BupT. MapwpyTHIATOpLI

HoHTekeT

Kondurypauma
purypaly L P ——— L ——

WaGnowa: OTxpaiTari amios SSH B/ 44 OneGatstoken
NApasnnmuge
CooBuyire OnsGate, <70 cocToamis [oTom

Cern
MHbpactpyicTypa = V]
Cucrema TrEERRe CxpunT npu sanycxe

HacTpoiikn

y

B konpossts cxpunt & 825264

Puc. 50
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6) B cekuun «Onuumn FreelPA/ALD» ykasaTb napamMeTpbl KOHTpOsfepa JOMeEHa

Mpumep

WM. nanens Mactep HacTposiku

Jusennnapel BM

£ B -
Konrexe

Wabnono: FresiFa, ALD

(REALM)*

Hpannnnue Hoves

Cemn EXAMPLE COM

WndpacTpykTypa Onyun
FreelPAJALD

CucTema

Hacrpoiiic

IPaapeccepaspa*

109010901

Moxasars napons

Puc. 51

rae [Mepeknoyatens «KoHTponep AomMeHa» npegHasHadveH angd Belbopa Tmna gomeHa
(FreelPA/ALD);
B none «JomeHHoe nms (REALM)» — ykasbiBaeTcsi HQAMMEHOBaAHUE AOMEHS;
B nosne «[lonHoe gomeHHoe nms cepsepa (FQDN)» — ykasbiBaeTcst nonHoe o-
MeHHOe nMs KoHTpornnepa gomeHa FreelPA/ALD;
B none «IP agpec cepBepa» — ykasbiBaeTcs |IP-agpec koHTponnepa goMeHa
FreelPA/ALD;
B none «JlormH agMuHUCTpaTopa» — ykasblBaeTca UMsi agMuUHUCTpaTopa JoMeHa
FreelPA/ALD;
B none «[lMaponb agMnHUCTpaTopa» — yKasblBaeTCs Naposib agMUHUCTpaTopa
pomeHa FreelPA/ALD;
B none «YctaHoBUTb nNpedukc ans nmeHn BM» onunoHanbHO MOXHO yKasaTb

npedukc, koTopbin ByaeT gobaBnaTbcs kK MeHn (hosthame) cosgasaemon BM.

MpumeyaHue. No ymonuaHuto cosgaBaemon BM Oyget npucBoeHO umsa Buga
«one-ID_VM» (Hanpumep, «one-0.example.com»). Nocne gobaeneHus npedukca
«PREFIX_NAME» cosgaBaemon BM 6yaet npucsoeHo ums snga «PREFIX_NAME-

one-ID_VM» (Hanpumep, «prefixname-one-0.example.comy).
8.12. lononHnUTenbHble KOMMOHEHTbI

lMocne yctaHoBKM 1 3anycka obnaka OpenNebula moxHO ycTaHOBUTL cnegytowme Aonorn-
HUTENbHbLIE KOMIMOHEHTHI:

- npunoxeHuna Multi-VM n Auto-scaling (aBTomacwtabuposaHue): OneFlow nossonsiet
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nonb3oBaTensam 1 agMUHUCTpaTopaMm ornpeaensTb, BbINOMHATbL U OCYLLECTBATb ynpas-
neHne MHOroYPOBHEBLIMU MPUNOXEHUAMU UK cepBUCaMN, COCTOSILLMMU U3 B3anMO-
CBSI3aHHbIX B YaCTu pa3BepTbiBaHUS BUPTYaribHbIX MawwuH. B Yactn passepTbiBaHUA 1
ynpasneHus Kaxaas rpynna BUpTyanbHbIX MalUVH SBRSETCA eANHbIM OObEKTOM, MOMHO-
CTbI0 UHTErpMpPOBaHHbLIM B AOMNOSTHUTENBHOE YrpaBreHne nonb3osBaTensamMm u rpynnamm
OpenNebula;

- Application Insight (AHannsatop npunoxenuin): OneGate no3BonseT rocteBbIM NOMb30-
BaTENsIM BUPTYarnbHbIX MalIWH OTNPAaBMATbL KOHTPONbHY0 nHdopmaunto B OpenNebula.
Monb3oBaTtenn n agMMHUCTPATOPbl MOMYT UCMNOMb30BaTh ero Ansa cbopa nokasarenen,
onpegeneHns Npobrnem B CBOUX MPUMOXEHUSIX U akTUBaUMM nNpasun asTomaclutabuposa-

H1a OneFlow.
8.13. YnpaBneHue nonb3oBaTensamMmm

[nsa ynpaBneHnsa nonb3oBatensammn Ha ocHoBHOM y3ne OpenNebula ncnonb3yercsa MHCTpY-
MEHT KOMaHOHOW CTPOKN brestuser.

BHUMAHMUE! [Mpn paboTte ¢ gaHHbIM MHCTPYMEHTOM KOMaHOHOW CTPOKM Heobxoammo,
4yTobbI BCe y3nbl knactepa OpenNebula 6b1nn B pexxnme online. Bce BbI30BbI 4OMKHbI OCYLLECTB-
NATbCA Nonb3oBartenem, obnagatowmm npaBsamu agMuHUCTpaTopa.

[ns npocMoTpa cnucka AOCTYMNHbIX KOMaHg UHCTPYMEHTAa BbIMOSHUTD!
sudo brestuser help

I'Iepet-leHb OCHOBHbIX KOMaHA UHCTPYMEHTa brestuser NpuUBedeH B Tabnuue .

Tabnunua 8

KomaHga OnuncaHuve

create <umsa_nomnb3osaTena>| Co3gaHue nonb3oBaTens. KomaHaa OomKkHA BbINOMHATLCS OT UMEHM
agMUHUCTpaTopa

passwd <umsa_nonb3oBaTena>| /3MeHeHue napons cyllecTBytoLLero nons3oBaTens

del <uMsa_IoJyb30BaTEIA> YaaneHue CyLLeCTBYOLLENO Nonb30BaTens U3 CUCTEMbI (B TOM YMcne
N3 KOHTpoOrnnepa gomMeHa)

list NpocmoTp  cnucka  3aperncTpyMpoBaHHLIX  Mofb3oBaTenen
OpenNebula

sync CUHXpOoHM3auusa nonb3oBaTenen ¢ yanamm Knacrepa.

BHUMAHWE! KomaHay crnegyeT BbINONHATL KaXAbld pa3 nocrie
AobaBneHnsa HOBOrO ya3ra B Kractep Ans NpefocTaBneHns cylue-
CTBYIOLLMM MoOrib30BatensamM gocTyna K HoBomy yany. Mo ymonyaHuio
CyLLlecTBYyOLLME NONb30BaTeNy He UMEKT AoCTyna K AobaBnsembim
y3nam

Ecnu pomeH paboTtaet Ha ocHoBe FreelPA, ynpaBneHne JOMEHHbIMW Nosib3oBaTeNsaMm

N rpynnamMm MOXHO OCYLLECTBIATb Yepes3 NyHKT MeH «System» rpaduyeckoro nHtepdenca
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OpenNebula.
AsToCcTapT BM BO3MOXHO Npon3BOAUTbL OT MUMEHU cryxebHoro nonb3oBatens. [ng aToro

cnepyet B ceoricTBax BM Bo Bknagke «ObLee» BKIIOUYNTL HAcTporky «Service VM».
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9. OCOBEHHOCTW HACTPOWKMU Y3JA

9.1. TpeboBaHus

Mo BO3MOXXHOCTN HEOBX0AMMO UCNoNb30BaTh Virtio Ans cetu (B cnyyae, ecnu He UCnorb-
3yeTca MaHgaTHoe ynpasneHne goctynom) n anckos. MHpopmauus o virtio npueeaeHa B(9.3.3]
[MpuMeHeHne aMynNMPOBaHHbIX annapaTHbIX CPeaCTB AN CETU U OUCKOB OKasblBaeT BNUSAHME Ha
NPON3BOANTENBHOCTb N HE PacKpbIBaAeT BCe MMetoLmnecs (OyHKUMOHaNbHbIe BO3MOXHOCTU. Hanpu-
Mep, ecrniv He ucrnornbayeTtcs virtio ana gpanBepoB ANcKa, HEBO3MOXHO NPEBLICUTL OrpaHNYeHNs
no HeGOMbLIOMY KONMYECTBY OMCKOB, NOACOEONHEHHbIX K KOHTPOSNEpPY, U OHO He OEeNCTBYET, noka

paboTtaet BM (nogkntodeHune amncka 6e3 BbIKITHOYEHUS).
9.2. HacTtpownka

9.2.1. Hactpouka KVM

Maketbl OpenNebula BbinonHsT HacTponky KVM aBTomMaTnyecku.

9.2.2. lpanBepbl
Opaneep KVM B OpenNebula nogkntoyeH no yMonyaHuio.

9.2.3. lIuHamunyeckoe nepemeLleHne ona Apyrux napaMmeTpoB K3LWUPOBaHUA

B cnyyae ucnonb3oBaHUs AUCKOB C YCTAHOBKOW KAlLa, OTAIMMHOM OT «nonex», MoryT
BO3HUKHYTb TPYAHOCTU C AMHAMWYECKUM nepemMeLleHneM B 3aBUCUMOCTU OT Bepcun libvirt. lNe-
pemMeLlleHne MOXHO akTuBupoBaTb, oOaBMB napametrp --unsafe K koMaHge virsh. Heob-
xogumo B (panne /var/lib/one/remotes/vmm/kvm/kvmrc pacKOMMEHTUPOBATb CTPOKY
MIGRATE_OPTIONS=--unsafe 1 3aTeM OT UMEHWN afMUHUCTPATOPA BbINOSIHUTL KOMaHAY:

sudo onehost sync --force
9.3. Ucnonb3oBaHue

9.3.1. CneuunanbHble onuun KVM

B tabnuue [9) npuBeaeHo onucaHne O0CHOBHbIX MapameTpoB LLABNOHOB, XapakTepHbIX ANs

KVM.
Tabnuua 9
MapameTp OnucaHune
YcTtponcTteo DISK
TYPE Onpepgensaet Tun HocuTensd, Bblgensemoro Anss BM. Bo3moxHble 3HavyeHus: disk
(mo ymon4yaHuio), cdrom unn floppy. CooTBeTCTBYET 3Ha4YeHUO media napameTpa
—-driver KOMaHabl kvm
DRIVER OnpepgensieT hopmat obpasa gucka. BoaMoxHble 3HayeHus: raw, gcow2. COOTBETCTBYET
3HaveHuo format napameTpa —-driver KOMaHAbl kvm
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OkoHyaHue mabnuusi 9

MapameTp OnuncaHue

CACHE YKkasbiBaet OI'ILI,I/IOHaJ'IbeI17I MeXaHU3M K3LLMpoBaHUA. Bo3moXxHble 3Ha4YeHus: default,
none, writethrough n writeback

I0 YcTaHaBnvBaeT NonuTUKy BBoAa/BbiBoga. BoaMoxkHble 3HaYeHusi: threads n native

YcTponcTteo NIC

TARGET Mwms tun ycTporcTtia, cosgaHHoro ang BM. CooTBeTCcTBYeT 3Ha4YeHuto i fname napameTpa
-net KOMaHObl kvm

SCRIPT Nms ckpunta 060M04KM, KOTOPLIA JOMMKEH BbIMOMHATLCA NOCMe co3daHus tun ycTponcTea
ana BM. CooTBeTCTBYET 3Ha4YeHUIO script napamMeTpa —-net KOMaHAbl kvm

MODEL AnnapatHble cpeacrtea Ethernet, KOTOpble HeobxoaMmo AMynupo-
BaThb. Cnucok OOCTYMHbIX mMoaenemn MOXHO Nony4YnTb KomMaHzom

$ kvm -net nic,model=? -nographic /dev/null

FILTER Onpenendet npaBuno unestpaumm cetn ans nHtepdgenca. Libvirt BknovaeT B ceba
HeKkoTopble NpeaBapuTENbHO 3afaHHbIe NpaBuna, Hanpumep, O4YUCTKU Tpadmka, KOoTopble
MOryT ucnosnb3oBaTbcsi. CNMCOK NpaBusii B CUCTEME MOXHO MPOCMOTPETb KOMaHAoW
$ virsh -c gemu:///system nwfilter-1list

9.3.2. N'pachnyeckan nogcmucrema

Libvirt 1 KVM npu KoppeKkTHOM HacTponke moryT pabotatb ¢ npoTtokoniom SPICE. [ns ero
Bbl6opa Heobxoammo gobaBuTb B pasgen GRAPHICS napameTp:
TYPE = SPICE

Mcnonb3oBaHne SPICE obecneumBaeT Takke nogady apaviBepoM KOHKPETHOW KOHduMrypa-

LUUKW NS AaHHbIX MalnH. HacTponkn MOXHO M3MeHUTb B KOH(UrypaumoHHoMm danne gpansepa
(nepemeHHas SPICE_OPTIONS).

9.3.3. Virtio

Virtio saBnsieTca openmBopkoM BUpTyanusaumm seoga-sbisoga B KVM. [Ans «roctay» no-
TpebyeTcs aapo linux ¢ gpansepamu virtio. [1na ncnons3oBaHusa gpaneepa virtio Heob6xogmmo
nobaBnTb K CreayroLwmm YCTPONCTBaM COOTBETCTBYIOLLME NapaMeTpbl U UX 3HAYEHUS:

- DISK — gobaBuTtb napameTp DEV_PREFIX="vd";

- NIC — go6aBuTb NnapameTp MODE="virtio".

9.3.4. Nopsyee nogkntovyeHue/otknrovyeHue Disk/NIC

KVM nogaepxuBaet ropsiduee nogknioveHue K virtio n wmHam SCSI. Cnocob nogkntoyeHus
Ancka onpegensieTca 3HayeHnem napametpa DEV_PREFIX wabnoHa aucka, Hanpuvep:

- DEV_PREFIX=vd — ropsiiee nogkroyeHue K virtio (pekomengyercs);

- DEV_PREFIX=sd — ropsdee nogkrnodeHune Kk SCSI (no ymonyaHuo).

Mpu nepegadve napameTpa TARGET BMeCTO DEV_PREFIX NPUMEHSAIOTCH Te Xe npasuna
(T.e. OpenNebula co3pgaeT TARGET Ha OCHOBaHUM DEV_PREFIX, ecnv TARGET He npedocTaBns-
ercs).
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HacTpownku ansa tuna kawa no yMornyaHuio Ang BHOBb NMOAKMIOYEHHbIX ANCKOB BbINOSHA-
loTca B panne /var/lib/one/remotes/vmm/kvm/kvmrc:
DEFAULT_ATTACH_CACHE=none

B otHoweHun auckoB n NIC, ecnu rocteson OC BupTyanbHon MawwmHbl sernsietca OC
cemencTBa Linux, rocTio Heo6xoaMmMo 04HO3HAYHO yKasaTb Ha He0BXO4MMOCTb MOBTOPHOMO NpPo-
cMmoTpa WwuHbl PCIl. 3To MOXHO caenaTb nNyTeM BbIMNOMHEHUS crefyowen KoMaHabl ¢ npaBsaMu
afiMUHUCTparopa:

# echo 1 > /sys/bus/pci/rescan

9.3.5. NoaknioyeHne QEMU Guest Agent

QEMU Guest Agent obecneunBaeT BO3MOXHOCTb B3anmogenctausa ¢ rocteson OC. [Ans
OTMPaBKX M NONyYeHMs KOMaHA OaHHbIN areHT UCMoNb3yeT nocneaoBateNnbHoe coeguHeHue virtio.
OH noseongeT 3adumkcmpoBaTb hannoByrd CUCTEMY A0 BbINOSTHEHNSA CHUMKA, NPU 3TOM B CHUMKE
He ByaeT 60MbLIOK YacTh 3anUcaHHbIX AaHHbIX. Pukcauma annoBo CUCTEMbI BO3MOXHA TOMbKO
c gpaneepamun xpaHunuw, Ceph n qcow2. HeobxogmmbiM yCnoBMEM WUCMONb30BaHUA areHTa

SBNSETCA YCTaHOBKA NakeTa gemu-guest-agent BHyTpu rocteson OC.

9.3.6. UMnopT BMpTyasribHON MaLUUHbI
BupTtyansHas mawwuHa, pabotatowasa Ha runepsusope KVM, kotopas He Obinia 3anyuieHa
yepe3 OpenNebula, moxeT 6bITb UMnopTnpoaHa B OpenNebula. Npu 3Tom B Xxooe nmnopta

Oyaet cosgaH knoH BM, a opurmHan octaHeTcss HEM3MEHHbIM.

9.3.7. CepBUCHbIN peXxnm y3na

B cnyyae HeobxoauMOCTU NpoBeaeHUst TEXHUYECKOro 0B6CnyXnsaHust nnu apyrux pabor
Ha y3ne peKkoMeHOyeTcs nepeBecTy JaHHbIW y3en B CEPBUCHbLIN PEXUM.

[nsa nepeBoga yana B CEPBUCHLIVM PEXUM criegyeT B CBOMCTBAxX y3fa BbICTaBUTb ANA
HacTpownkn «Resched VMs when host disable» 3HadeHue «Yes», 3aTeM OTKNIOYMTL y3ern HaxaTnem
Ha kHonKy [DISABLE]. NMepepn oTkntoyeHneM yana pasmelleHHble Ha Hem BM 6yayT MurpupoBaHb!

Ha gpyrve AOCTYMNHble y3bl, YTO NO3BOSIUT UM NPOAOITXUTL paboTy.
9.4. YnpaBneHue xoctamu no IPMI

YTnnuta ipmitool CNyXuT ons ynpaeneHust xoctamm no npotokony IPMI. B 6onbLiny-
CTBE CriydaeB BbI30B ipmitool MMeeT crneaywmin opmar:

ipmitool [<ommuwm>] <kKomaHma>

Mpnumep
ipmitool -I lanplus -H 192.168.17.12 -U USER -P PASSWORD chassis power off
ipmitool -I lanplus -H 192.168.17.12 -U USER -P PASSWORD chassis power on
ipmitool -I lanplus -H 192.168.17.12 -U USER -P PASSWORD chassis power reset
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rme 192.168.17.12 — IP-agpec IPMI-uHTepdenca;
USER — nonb30BaTensb;

PASSWORD — naporib.

YKasaHHble KOMaHbl NO3BOMSAKT BbIKMHOYNTL, BKITHOYNTL, U nepesarpy3ntb cepBep CoOT-
BETCTBEHHO.

Bonee nogpobHoe onucaHve yTunutbl NpMBeaeHo B man ipmitool.
9.5. MNepeHanpaBneHue PCl-ycTtponcts

9.5.1. TpeboBaHusA
Y3en, KOTopbI NpeanonaraeTcsi UICNoNnb3oBaTh A9 BUPTyanu3aunn, JOMKEH Nnogaepxu-
Batb I/O MMU (Intel VT-d, AMD-Vi).

9.5.2. HacTtpouka runepsusopa

9.5.2.1. KoHdurypauusa sgpa

KoHurypauua sgpa [ormkHa BbIMOMAHATLCSA C y4ETOM HeobXoauMOCTU MOAOEPKKM
/O MMU un 6nokupoBku nodbix gpanBepoB, KOTOpble MOMYT OCYLWECTBNATbL JOCTYN K YCTPOK-
ctBam PCI, npegnonaraembiM Ans UCNONb30BaHUS B BUPTYasribHbIX MaluvHax. NapameTtp ans
noakntoyerHuns 1/0 MMU:
intel iommu=on

Heobxogmmo Takke paspelnTb A4py 3arpyxatb gpansep vfio-pci n 6nokmposatb apan-
Bepbl ANsi BblOpaHHbIX KapT. Hanpumep, ana rpaduyeckon kaptbl Nvidia MOXHO NpMMeEHSATb
cnegylowime napameTpbl:
rd.driver.pre=vfio-pci rd.driver.blacklist=nouveau

9.5.2.2. 3arpy3ka gpauBepa vfio B initrd

Cnepywowme moaynu ans vfio gomkHbl 6biTe AobaBneHsl B initrd:

- vfio;

- vfio_iommu_typel;

- vfio_pci;

- vfio_virgfd.

Hanpumep, ecnun cuctema  wucnonb3dyet dracut, pobaBute B daunn
/etc/dracut.conf.d/local.conf CTPOKY:
add_drivers+="vfio vfio_iommu_typel vfio_pci vfio_virqgfd"

N creHepupoBars initrd:
# dracut --force

9.5.2.3. bnokupoBKa ApanBepoB

BrnokupoBka, KoTopasi onpeaenseTca B napaMmeTpax 8apa, A0MKHa ObITb onpeaeneHa n B

HaCTpPOWKax CUCTEMBI.
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Mpumep

®ann /etc/modprobe.d/blacklist.conf gnga rpadudeckon kaptbl Nvidia
blacklist nouveau blacklist lbm-nouveau options nouveau modeset=0 alias nouveau
off

alias lbm-nouveau off

[laHHbIN KOHUrypaunoHHbIM apareep viio gormkeH 3arpyxatbca nepegaden id kapt PCl,
KoTopble npeanonaraeTca nogkniounts kK BM. Hanpumep, ansa rpadgpuyeckon kaptol Nvidia Grid K2
nepegaetca id 10de:11bf B (hanne /etc/modprobe.d/local.conf
options vfio-pci ids=10de:11bf

9.5.2.4. MNMpuBsaska ycTponucTB K vfio

I/O0 MMU pasgensieT kapTtbl PCl Ha rpynnbl 4na n3onnpoBaHus paboTbl NamMaT Mexay
yctporictBamu 1 BM. [Ina gobaeneHus kapT B vfio n HazHavyeHus UM rpynnbl MOXXHO MCMONbL30BaTh

COBMECTHO BbINOJIHAEMbIE CKPUMTHI.

Mpumep
CkpunT npuBsi3bIBaeT KapTy K vfio, nponucbiBaeTcs B daiine
/usr/local/bin/vfio-bind
#!/bin/sh
modprobe vfio-pci
for dev in "$@"; do
vendor=$(cat /sys/bus/pci/devices/$dev/vendor) device=$(cat
/sys/bus/pci/devices/$dev/device)
if [ -e /sys/bus/pci/devices/\$dev/driver ]; then
echo $dev > /sys/bus/pci/devices/$dev/driver/unbind
fi
echo $vendor $device > /sys/bus/pci/drivers/vfio-pci/new_id
done

Q70T CKpunt HeobxoaMmo 0o6aBuTL B aBTO3aryck npun 3arpy3ke cuMCctemMbl.

KoHdurypaumsa nponuceiBaetcs B dpavine /etc/sysconfig/vEfio-bind. KapTbl ykasbl-
BatoTcs ¢ PCl-agpecamn. Agpeca MOXHO Nosny4nTb KOMaHOon 1spci, Ao6aBuB B Ha4ano JOMEH,

kak npasusno, 0000.

Mpumep
DEVICES="0000:04:00.0 0000:05:00.0 0000:84:00.0 0000:85:00.0"

9.5.2.5. KoHdurypauua QEMU

lMocne npuBsaskM ycTponcTs K viio Heobxogmmo npegoctasuts QEMU-gocTyn K 4aHHbIM
ycTponcTBam Ans rpynn, HasHavyeHHbiX kaptam PCl. Cnuncok kapt PCIl u nx I/O MMU rpynny
MOXHO NOMYYUTb C MOMOLLbIO KOMaHAbI:
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# find /sys/kernel/iommu_groups/ -type 1

Mpumep

[nsa kapt ¢ rpynnamun 45, 46, 58 n 59 B hann /etc/libvirt/gemu.conf gobaBuTb
KOH(purypaumtio:
cgroup_device_acl = |
"/dev/null", "/dev/full", "/dev/zero", "/dev/random", "/dev/urandom",
"/dev/ptmx", "/dev/kvm", "/dev/kgemu", "/dev/rtc","/dev/hpet",
"/dev/vfio/vfio", "/dev/vfio/45", "/dev/vfio/46", "/dev/vfio/58",
"/dev/vEio/59"
]

9.5.3. HacTtpouka gpanBepa

EanHcTBEHHON HEOOXOANMOW HACTPOMKON SABASETCSA HAcTponka cdounsrpa ansa tecta Mo-
HUTOPUMHra, KOTopbIn nosnydaet cnmcok kapT PCI. o ymonyaHuio TeCT nepeymncnseT Bce KapThl,
nmetomnecs B yane. [1na naMeHeHnsa aHHOro cnmcka HeobxoanMo M3MEHUTb HACTPOMKK hunb-
Tpa B panne /var/lib/one/remotes/im/kvm-probes.d/pci.rb 1 yCTaHOBUTb CMNCOK C
Takum xe copmaTom Ispci:

# JanHasa QYHKIMHA COOEPHUT QUILTPH OJIS MOHMTOPHMHra kapT PCI. dopmar

# Taxon xe, kak lspci, u mMo%HO LOGABUTL HECKOJIBLKO QUILTPOB uUepe3 3aNsTHE.
# Hynesom Q¢unbTp obecrneuuT usBJleueHHMe BCex KapT PCI.

#

# U3 pasgperna nomomu lspci:

# -d [<vendor>]:[<device>][:<class>]

#

# Hanpumep

#

# FILTER = ’::0300’ # Bce kaptu VGA

# FILTER = ’'10de::0300’ # Bce xapTe NVIDIA VGA

# FILTER = "10de:11bf:0300’ # Tombko GK104GL [GRID K2]

# FILTER = ’'8086::0300,::0106" # Bce kapTu Intel VGA u mobre KOHTpoOJuiepk SATA

9.5.4. Hactpouka ncnonb3oBaHus yctpomucts PCI

OCHOBHbIM Ha3Ha4YeHUeM sIBAseTCA NPOCcMoTp MHdopmaumm yana B CLI n B Sunstone,
obHapyxeHne goctynHbix ycTporncTte PCl n gobaeneHune xenaemoro yctponcTea B wabnoH BM.
Yctponctea PCl MmoxHO go6aBnaTb ykasaHnem 3HadeHun vendor (npogaeel), device (ycTpown-
CTBO) U class (knacc). OpenNebula 6yget passepTbiBaTb BM TONbKO Ha yane ¢ nmerwmnmcs
yctponcteoM PCIl. Ecnu Taknx y3noB HET, B XXypHarne nnaHuMpoBLLMKa NosiBUTCA coobLieHne o6

owmokKe.
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9.5.4.1. Hactpownka B CLI
[ns npocmoTpa cnucka yctponcte PCl yana Heo6xoanmo BbINOMTHUTL KOMaHAY:
onehost show <uomep_ y3mna>

Pe3yanaT BbINONHEHNA KoMaHabl Ans y3na ¢ Homepom 0 npuBedeH Ha puc. .

PCI DEVICES

WM ADDR TYFE MAME
00:00.0 ¢ 0500 Haswell-ULT DRAM Controller
00:02. 10300 Haswell-ULT Integrated Graphics Controller
123 00:03. 0403 Haswell=ULT HD Audio Controller
00:14, USE xHCI HC
00:16. HECT
00:1b. HD Audio Controller
00:1c. ] PCI Express Root Port 1
00:1c. 10504 8 Series PCI Express Root Port 3
00:1d. :0c03 8 Series USB EHCI
00:1f. 8 LPC Controller
00:1f. SATA Controller 1 [AHCI mode]
00:1f. SMBus Controller
02:00. (0280 Wireless 7260

Puc. 52

B cootBetcTBMM C puc. B2}

- VM — nageHTnduKaumoHHbii Homep BM, ncnonbaytoLlen gaHHoe ycTponcTeo. He ykasbl-
BaeTCH, eCrin 3TO YCTPOMUCTBO HE Ucnonb3yetcs H1 ogHown BM;

- ADDR — agpec Ha wuHe PCI;

- TYPE — 3Ha4yeHMsi OnMcaHnsa ycTtponctea. 970 vendor :device:class. [JaHHble 3Ha-
4yeHust ncnonb3yrTcsa Npu Boldope ycTponctea PCIl ana nogkntoyeHus;

- NAME — ums yctponicTtea PCI.

[nsa obecneveHns ncnonb3oBaHnst ogHoro m3 yctporncts PCl B BM gomkHa 6biTb fobaBne-

Ha HOBaA beHKLl,I/IFI, C NoMoLLbikO KOTOpOI7I npon3BoanTCA Bbl60p yCTpOIZCTBa A1 UCMNoJfib30BaHUA.

Mpumep

3anpoc Haswell-ULT HD Audio Controller
PCI = |
VENDOR = "8086", DEVICE = "0alOc", CLASS = "0403"

1
YCTPONCTBO MOXET ObITb TakkKe ykazaHo 6e3 TMNOBbIX 3HAYEHUN.

Mpumep

Monyyenune nobobix noptos PCl Express Root Ports
PCI = [
CLASS = "0604"

]

[nsa nogknioveHmsa 6onee ogHoro yctponctea PCl k BM Heobxogmmo gobaBuTb 4OMOMHK-

TenbHble MapameTpbl PCI.
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9.5.4.2. Hactponka B Sunstone
B Sunstone nHdopmauua o goctynHbix yctponcteax PCl yana otobpaxaercsa BO Bknagke

«PCl» B cootBeTcTBMM C puc. B3|

o AT & 8 =
Info Graphs WS Wilds PCI
VM PCl Address Type Name
00:00.0 B086:1604:0600 Broadwell-U Host Bridge -OPI
00:02.0 BOBA:1616:0300 Broadwell-U Integrated Graphics
00:03.0 8086:160c:0403 Broadwell-U Audio Controller
00:04.0 8086:1603:1180 Broadwell-U Camarillo Device
00:14.0 8086:9ch1:0c03 Wildcat Point-LP USB xHCI Controller
00:16.0 B086:9cha:0780 Wildcat Point-LP MEI Controller #1
00:1b.0 B086:9cal:0403 Wildcat Point-LP High Definition Audio Controller
00:1c.O BOB6:9c50:0604 Wildcat Point-LP PCI Express Root Port #1
00:1c.3 BOB6:9c56:0604 Wildcat Point-LP PCI Express Root Port #4
00:1d.0 8086:9cak:0c03 Wildcat Point-LP USB EHCI Contraller
Puc. 53

[Ons po6aeneHus yctponctea PCIl B wabnoH BM nepentun Bo Bknagky «Other» n 3anon-

HUTb NPUBEAEHHYIO Ha puc. [94| dopMy ansa cooTBeTcTBytoWero yctponctea PCI.

o = Q V) = = sia &
General Storage Network 0S5 Booting  Input/Output Context Scheduling Hybrid Other
RAW data
TYPE DATA
E
PCl Devices
Vendor Device Class

+ Add PCI device

Puc. 54

9.5.5. Ucnonb3oBaHue yctpouctB PCl B kayecTBe ceTeBbIX UHTepdencoB
Yctporicteo PCl MOXXHO Mcnonb3oBaTb Kak ceTeBon MHTepdenc HenocpeacTBEHHO B

OpenNebula. [Jna atoro HeobxogmMmo B HacTporkax BM 4epes nHtepdenc Sunstone namMeHnTb
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Apaneep ycTponctea. locne nsameHeHna gpanBepa yCTPOMUCTBa Npu onpeaeneHnn cetn AaHHbIN
ApaviBep bygeTt ucnonb3oBatbes Ans nnat ceteBoro uHTepdenca PCI passthrough. MNpu atom,
ecnu ucnonedyetcs VLAN, pekomeHayeTca ykasbiBaTb (OUKTUBHBIM (dummy) ceTeBoun apansep
nnn 802.1Q. Heobxogumo ykasatb ntoboe nponssonbHoe 3HavyeHue B none BRIDGE, 1 oHO Byaet
urHopuposatbcd. [nsg 802.1Q none PHYDEV MOXHO OCTaBUTb MYCTbIM.

[MakeTbl context nogaepXunBarT HACTPOMKY CreaytoLmMX Onumi:

- MAC — N3MeHSeT mac-agpec COOTBETCTBYHOLLEro ceTeBoro nHtepdgenca Ha MAC, Ha-

3HaveHHbI OpenNebula;

- IP — HasHavaeT |IPv4-agpec nHtepdency npm ycnoBmum UCNOMb30BaHUS Mackn noaceTu

124;

- IPV6 — HasHavaerT |IPv6-agpec nHtepgency npu ycnosum NCrnonb30BaHNA Macku nog-

cetn /128;

- VLAN_ID — npu Hanu4mm ByaeT co3gaBaTtb TEMMPOBaHHLIN MHTEpdENC 1 NnpucBamBaThb

IP TermpoBaHHOMY UHTEpENCy.

9.5.5.1. HacTponka uyepes CLI

Ecnu pasgen PCI B wabnoHe BM cogepxuT napametp TYPE="NIC", AaHHOE YCTPONCTBO
Oyget paccmartpuaeTcs B kadecTtBe ceteBoro, u OpenNebula npucsout emy MAC-agpec, VLAN_-
ID, IPunT.A.

Mpumep

Pasgen PCI nHTepdenca, npuHnmaemoro 3a NIC
PCI=|
NETWORK="passthrough", NETWORK_ UNAME="brestadmins", TYPE="NIC",
CLASS="0200", DEVICE="10d3", VENDOR="8086" ]

9.5.5.2. HacTtpowka 4yepe3 Sunstone

Bo Bknagke «Network» B nyHKTe gonosniHuTernbHbIX napametpoB «Advanced options»
HanTn pasgen «Hardwarey, yctaHoButb donar «PCl Passthrough» n 3anonnnte none PCl-agpeca.
BbibpaTtb ceTeBoe YCTPOMCTBO M3 BhinagatoLlero cnmcka. 3HaveHms «Vendory, «Devicey, «Class»
Ans BbIOpaHHOro yCTpOMCTBa NpuBeaeHbl B CBOMCTBaxX yarna — Bknagka «PCly», ctonbeu «Type»

(cM. puc. [563). 3Tn 3HaveHnst cnegyeT BPYYHYt0 BBECTU B COOTBETCTBYIOLLME MOJIsi, Kak NOKa3aHo

Ha puc. [55]
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Hardware

® PCI passthrough

Device name Vendor Device

82574L Gigabit Metwork Connection ¥ 8086 10d3

Puc. 55

Class

0200
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10. YCTAHOBKA OTKPbITOINO OBJIAYMHOIMO XPAHUITULLIA

10.1. XpaHunuwe obpasoB

B 3aBucMmocTn OoT 6a30BON TEXHOMOMMN XpaHeHUAd pas3rnmyaroT cneayrwime Tunbl XpaHu-

nuu obpasos:

- Filesystem — xpaHunuiue gaHHbIX hainoBon cuctTeMbl A4S XpaHeHnst obpasoB B opme

danna;

- LVM — xpaHeHue obpa3soB B normyeckux tTomax LVM (MeHemxep normyeckmx TOMoB);

- Ceph — xpaHeHune 06pa3oB ¢ NomoLLb BoYHbIX YyecTponcTs Ceph;

- Raw Device Mapping — npsimoe nogkntoyeHnne kK BM cyliecTByroLmnx 6roYHbIX YCTPOUCTB

B y3nax;

- iISCSI-Libvirt Datastore — goctyn k yctponcteam iSCSI| 4yepe3 BCTPOEHHYO NOAOEPXKKY

QEMU.

O6pa3sbl gUCKOB NepeparnTca Mexay XpaHunuwem o6pa3oB N CUCTEMHBLIM XPaHUIULLIEM C

nomoLLbto apansepoB nporpammHoro obecnevenus (M0) Transfer Manager (TM). 3Tn gpaviBepsbl

npeacrtaBnAaroT cobon cneyunanbHble anemeHTsl 10, KOTOpPbl€ BbIMOJIHAKOT HU3KOYPOBHEBLIE Olne-

paunn xpaHeHus. B Tabnuue [10| npuBeaeHo onvcaHne AOCTYNHbIX METOAOB NepeaayYm AaHHbIX

ANS XpaHunuLLa Kaxkaoro Tuna.

Taobnuuya 10
MeTogbl nepegayn gaHHbIX Me XpaHnnuLeM obpasoB U CUCTEMHbIM
XpaHunuie A pedaun 4 KOy Xp il P
XpaHunuiiem
shared — o6pasbl 3KCNOPTUPYHOTCA B COBMECTHO MCMNOMb3yemMyto haiinoByto cucte-
: my;
Filesystem y
sh — obpasbl KONUPYTCA C NOMOLLBLIO SSh-NpoToKoNa;
qcow2 — aHanornyHo shared, Ho ansa dannos gopmara gcow?2
ceph — Bce ob6pas3bl akcnoptTupytotca B Ceph-nynebl;
Ceph shared — sHeprosaBucumeble (volatile) n koHTeKkcTHble (context) onuckK, akcnopTUpy-
eMble B COBMECTHO ucnonb3yemyto cdarnnosyto cuctemy (shared FS)
LVM fs_lvm — obpasbl, aKCnopTMpyemble B COBMECTHO UCMONb3yeMyto dhaifioByto CUCTe-
MY, HO pasrpyxaemble B LV
Raw Devices dev — oOpas3bl NpeacTaBnAlT cO00N CyLecTBYOLME BoYHbIE YCTPONCTBA B y3rax
iISCSI libvirt iscsi — obpa3bl NpeacTaBnsalT cobor koMnoHeHTbl iISCSI target

10.1.1. XpaHunuwe AaaHHbIX PannoBOU CUCTEMBDI

XpaHunuue AaHHbIX dannoBon cMcTeMbl NO3BONSIET XpaHUTb obpasbl BM B Buae danna.

PekomeHOyeTCs MMeTb HECKOSbKO XpaHUNUL, AaHHbIX (dannoBon CUCTEMBI ONS:

- pacnpepnerneHnd onepauvu7| BBOAa-BbIBOOa MeXAY cepBepaMn XpaHEHUA OaAHHbIX;

- UCNOJIb30BaHNA Pa3fmIMYHbIX XpaHUNUL, ANnA pasfiMyHbIX Y3I10B KrnacTtepa,
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- NMPUMEHEHNSA Pa3NIMYHbIX PEXMMOB Nepeaayn AaHHbIX B pa3niMyHble 06pasbi;

- MPUMEHEHNs pasnuyHbiXx SLA-NONUTUK, Hanpumep, pe3epBUpoOBaHUs, K pasnuyHbIM

Tunam BM vnn nonb3oBaTtensm;

- pnobaBneHnst HOBOro XpaHunuiia k obnaky.

10.1.1.1. Cxema xpaHunuLia AaHHbIX

O6pas3bl COXpaHATCS B COOTBETCTBYHOLLNN KaTanor XpaHunuwia
(/var/lib/one/datastores/<datastore_id>). [Ona kaxgon paboyen BM cywecTBy-
€T KaTarnor ¢ Ha3BaHMeM Mo NnaeHTUKaunoHHomy Homepy BM B COOTBETCTBYHOLLEM CUCTEMHOM
XpaHunuile. B gaHHbIX KaTanorax cogepxarcs anckn BM 1 gononHuTtensHble doansbl, Hanpumep,
drannbl KOHTPOSbHbLIX TOYEK U dhansibl CHUMKOB.

MpumevyaHue. CtaHgapTHbI NyTb AN /var/lib/one/datastores MOXHO n3Me-
HUTbL B panrie oned. conf yepes onumo HacTpomkm DATASTORE_LOCATION.

Pexumbl nepegaym Shared n Qcow?2

[pansep coBmecTHOoM nepenayn (shared transfer driver) npegnonaraet, 4To XpaHunuuie
YCTaHOBJIEHO Ha Bcex y3nax knacrtepa. Kak npaBuno, aTo JOCTUraeTcsi C NOMOLLbIO pacnpeneneH-
Hon dharnoBoun cuctembl (distributed FS), Takon kak NFS.

Mpwu cosgaHun BM ee gucku (dannsl disk. i) KONMpyHOTCA B COOTBETCTBYHOLMI KaTanor
CUCTEMHOro XpaHunuuwia. [JaHHble dannosble onepawmm Bcerga BbIMNOMHAKTCA y4aneHHOo Ha y3ne

HasHa4eHus (cM. puc. [56)).

Hosts
Image Datastore
.1
(100) $DATASTORE_LOCATION/
—0/
— 7/ Symbglik Link
disk.0
SAN/NAS disk.1
—16/ Copy
100/
mms OpenNebula front-end 67169947
Ivallib/one/datastores ——4b2cda93 N
o/ L Image operations (In, cp...)
are performed in the host
— 7/ not in the front-end
—16/
100/
— 67699d7
——4b2cda93
—— 808bdfcb

Puc. 56

[aHHbIn MeToa Nepefaymn cokpallaeT Bpems passepTbiBaHus BM n obecneumBaeT BO3-
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MOXXHOCTb ANHamMmyeckoro nepemMelleHns. OgHako BO3MOXHO CHUXXEHME MPOU3BOANTENBHOCTU
BUPTYyarnbHbIX MAaLLWH, €CNU BUPTYanM3npoBaHHbIe CNYXObl OKa3blBalOT UHTEHCUBHbIE Harpy3Kku
Ha ANCK. OTO OrpaHMyYeHne MOXHO NPeoaoneTb NyTeMm:

- UCMNOMb30BaHUSA CepBEPOB C PasfnUyYHbIMU (PaNNOBbIMU CUCTEMAMWN AN XPaHUINLL

o6pa3oB ¢ pacnpegeneHneMm akTM4eckom NponyckHOM CNocoBHOCTM NOACMCTEMbI BBOAA-

BbIBOAA;

- anbTepHaTMBHOIO UCMOSIb30BaHUA SSh-CMCTEMHOro XxpaHunuiia, npu KOTopom obpasbl

KOMMPYIOTCA NOKanbHO Ha KaXabln y3ern,

- HaCTPOWKN UIun ynyylleHus cepBepoB (pannoBbIX CUCTEM.

Pexum nepepaumn SSH

Mpu gaHHOM pexrMe nepefayn CUCTEMHOE XpaHunuLe pacnpegenserca mexay y3namu.
[panBep nepegaym ssh ncnonb3yert nokanbHOE XpaHUMWLLE Y3NoB ANsl pa3MeLleHus obpasos
paboTaloLmx BUpTyanbHbIX MalwnH. Bnocneacteum Bce onepaumm BbINOMHAKTCA JIOKanbHO, HO
obpasbl Bcerga HeobxoaMmMo KonupoBaTb Ha y3nbl. [aHHbI ApaniBep Takke npegoTBpallaeT

1cnonb3oBaHe QUHaAMUYECKUX NepeMeLleHnn mexay yanamm (cm. puc. [57).

Hosts
—
W= OpenNebula front-end $DATASTORE_LOCATION/
/vallib/one/datastores ‘_ 0/
—0/ —7/
7 SSH Copy > — disk.0
16/ : — disk.1
100/ Dlrggr:tt:ch 16/
| 6769947 L
——4b2cda93
— 808bdfcb

Image Datastore (100)
Puc. 57

10.1.1.2. YctaHoBKa ppOHTarIbHON MaLUUHbI

Mepen ycTaHoBKOW (hpOHTanNbHOM MalLMHbl TpebyeTcss NOAroTOBUTL NaMATb ANS:

- XpaHunuw, ob6pa3sos;

- CUCTEMHbIX XpaHUNuLy,

Pexumbl nepegaym Shared n Qcow?2

CmMoHTMpoOBaTb Katanor xpaHunuuwa obpas3oB Ha (PpOHTanNbHOW MalliMHe Mo agpecy
/var/lib/one/datastores/<datastore_id>. Ecnun BCce XxpaHunuiia 0gHOro Tuna, MoXXHo

CMOHTMpOBaTbL BeCb Katanor /var/lib/one/datastores.
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BHUMAHMUE! [Ina ¢ppoHTaneHOM MalmHbl HEO6X0ANMMO CMOHTUPOBATbL TONBKO XPaHWUIK-
La obpasos.

Onsa moHTMpoBaHua NFS-TomoB pekomeHayloTca onuuu soft, intr, rsize=32768,
wsize=32768, no _root_ squash.

Pexum nepeaaun SSH

Y6eantbces, 4To B pasgene /var/lib/one/datastores AOCTAaTOMHO MecTa AN XpaHe-
HUS 06pa3oB M OUCKOB OCTAHOBIMEHHbIX N HE Pa3BEPTbIBAEMbIX BUPTYarnbHbIX MallvH. Mpun atom
/var/lib/one/datastores MOXeT MOHTUpoBaTbcAa n3 nboro SAN/NAS cepBepa B ceTw.

10.1.1.3. YcTaHoOBKa y3na

Pexumbl nepegaym Shared n Qcow2

CMOHTUpOBaTb Ha KaX4oM y3ne Katanorn xpaHunuiy o6pasoB M CUCTEMHbIX XpaHUULL, NO
appecy
/var/lib/one/datastores/<datastore_id>. Ecnu Bce xpaHunuwa ogHoro Tuna,
MOXHO CMOHTUPOBAaTb Becb Katasnor /var/lib/one/datastores.

Pexum nepepaumn SSH

Y6enutbes, 4To B pasgene /var/lib/one/datastores Ha AaHHOM y3re OOCTAaTOYHO
MecTa Onsl XpaHeHUs ANCKOB paboymnx BUPTYyasibHbIX MaLUWH.

BHUMAHUE! Y6eoutbca B TOM, YTO BCe Y3nbl, BKIOYas OPOHTaNbHY MaLlnHy, MOTyT
ocyLecTBnATb ssh-nepegayvy Ha nobon apyron ysen, BkNovas cammx cebs. B npoTnBHOM criyyae
nepemMeLLeHmsa He ByayT BbINOMHATLCS.

10.1.1.4. Hactpounka OpenNebula

lMocne ycTaHOBKM XpaHunua gannoBon cuctemsl HacTponka OpenNebula BeinonHseTcs
B ABa 3Tana:

- cO3[aHne CUCTEMHOrO XpaHUIuLLa;

- cosfaHune xpaHunuue obpasos.

Co3paHne CUCTEMHOro XpaHunuiya

Mpn cos3gaHnm HOBOrO CUCTEMHOIO XpaHunvia HeobxooMMo ykasaTb €ro UMs, Tun u

cnocob nepefaym AaHHbIX B COOTBETCTBMU € Tabnuuen (11|

Tabnuuya 11
MapameTp 3Ha4yeHne
NAME Nmsa xpaHunuwa
TYPE SYSTEM DS

shared — onga pexuma COBMECTHOW nepenayu;
T MAD gcow2 — AN pexunma nepegayvm qcow2;
ssh — onga pexuma nepegadn ssh
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Mpumep

CosgaHue CMCTEMHOrO XpaHunuLia ¢ peXxumMomMm COBMECTHOM nepeaadn Kak B Sunstone,
Tak u B CLI
$ cat systemds.txt
NAME = nfs_system TM_MAD = shared TYPE = SYSTEM_DS

$ onedatastore create systemds.txt ID: 101

Co3paHue xpaHunuwa ob6pasos
Mpn co3gaHun HOBOro XpaHunuwa obpa3oB HEOBXOAUMO yKa3aTb €ro UM, TMn 1 cnocob

nepedayv AaHHbIX B COOTBETCTBUM ¢ Tabnuuen [12]

Tabnuuya 12
MapameTp 3HayeHune
NAME Nmsa xpaHunuwa
TYPE fs

shared — Anga pexuma COBMECTHOW nepeaayu;
TM_MAD gcow2 — ANa pexunma nepegaydm qcowz;
ssh — aAnga pexuma nepegaym ssh

Mpumep

CospgaHue xpaHunuuia obpasoB ¢ UCMNoNb30BaHNEM ApaliBEPOB COBMECTHON Nepeaaym
JaHHbIX
$ cat ds.conf
NAME = nfs_images DS_MAD = fs TM_MAD = shared

$ onedatastore create ds.conf ID: 100

BHUMAHUE! O65a3aTensHO MCNonb30BaTbh OANHAKOBOE 3Ha4YeHne napametpa TM_MAD
AN CUCTEMHOIO XpaHunuia u ans XxpaHunuwa obpasos.

MpumevaHwne. JONONHNUTENBHO MOXHO YCTAHOBUTbL aTpmbyThl WabnoHa xpaHunuuia.

10.1.1.5. lononHuTenbHbIe NapamMeTpbl

[pansepbl qcow2 SBNAKTCA PAa3HOBUOHOCTBIO COBMECTHO UCMONb3yeMbIX ApaniBeEpPOB AN
paboTbl ¢ popmaTtom gcow2 Anis obpasos auckoB. O6pasbl co3aanTca U NepeatoTcsi C NOMOLLbIO
KOMaHabl gemu-img C MCNONb30BaHMEM OpUrMHanNbHOro obpasa B Ka4eCcTBe ONOPHOro danna.
CTtangapTHble napameTpbl MOXHO OTNPaBUTb Ha KNOHMPOBaHWE gemu-—img C MOMOLLbI YHKLNN

QCOW2_OPTIONS B /var/lib/one/remotes/tm/tmrc.

10.1.2. XpaHunnuuwe AaHHbIX LVM
HpanBep xpaHmnuua gaHHbix LVM o6ecneunBaet OpenNebula BO3MOXHOCTb MCNOSb-
30BaHMs LVM-ToMOB BMeCTO OBbIYHbIX hannoB Ans xpaHeHust odpasos. Mpu ncnonb3oBaHnm

AaHHOro TMNa XpaHunuLa oTCyTCTBYeT He0OXOAMMOCTb B opraHM3auun ¢annoBon CUCTEMBI.
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10.1.2.1. AipanBep xpaHunuwa FS_LVM

O6pa3sbl XpaHATCSA Kak 00blYHbIE hannbl, CTaHAAPTHLIN NYTb pasMeLleHnss B XpaHumu-
e obpasoB /var/lib/one/datastores/<id>, HO nNpu co3gaHmm BM oOHM BbIrpyxatoTcs B
nornyeckune Toma (LV). BupTyanbHble MmawmnHbl 3anyckatotca ua LV Ha yane.

Ha puc. 58| npuBegeHa pekomenayemasi cxema Ans pacluMpeHust dyHKUMOHamNbHbIX
BO3MOXHOCTEWN, KOTOPYIO crneayeTt NPpUMEHATb NpU Hanu4mm cetu XxpaHeHus aaHHblx high-end SAN.
LUN MOXHO aKCnopTMpoBaThb Ha BCe Y3rbl, PN 3TOM BUPTYasibHble MalUMHbI CMOryT paboTaTb
HenocpeacTBeHHO n3 SAN.

MpumevaHue. Ona xpaHunuwa LVM He TpebyeTcsi HaCTponKa KnacTepHoro ynpasne-
H1a norndeckumn Tomamm (CLVM) B knactepe. [panBepbl 06HOBASAT MeTagaHHble LVM kaxabin

pas, korga obpas TpebyeTca B 4pyrom yane.

4 )
Frontend - ONED

|fpaiBep xpaHnuiua aaHHbIX LVYM|
Ll

|  O6pa3bi B BUAE thaiinos |
T

Puc. 58

Mpumep
B cucteme aBe BupTyanbHble MawwuHbl (9 1 10) ncnoneaytot auck ¢ ID 0, paboTatownn B
xpaHunuwe LVM. Ha y3nax BbinonHeHa HacTporka coBMecTHO ucnons3dyemoro LUN n cosgaHa

rpynna Toma ¢ UMeHeM vg-one-0. XpaHmnmu_l,e 6y,1:|,eT MMETb CneayrLlyo CXemMy:

# lvs
v VG Attr LSize Pool Origin Data% Meta% Move
lv-one-10-0 vg-one-0 -wi---—---- 2.20g
lv-one-9-0 vg-one-0 -wi--————--—- 2.20g

BHUMAHMUE! O6pa3sbl XpaHATCA B COBMECTHO MCMNOMb3yeMOM XpaHunuiie B Buae canna,
Hanpumep, NFS. Mpn aToM HEO6XO0AUMO BbINONMHUTL HACTPOWMKY KaTanoroB XpaHunumiia u To4ek
MOHTVPOBAHWS KaK CTaHAAPTHOTO COBMECTHO UCMONb3yeMoro xpaHunuiia obpasos (cm. [10.1.1).

PeKOMeH,ElyeTCFI CHa4ala BbINOJIHUTb pa3BepTbiBaHME COBMECTHO UCMNOJIb3yeMOro xpaHunuila
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dannoBor cuctemsbl, 3aTemM, yoeanBLLMCL B €ro KOPPEKTHOM paboTe, 3aMEHUTb COOTBETCTBYHOLLEE

CUCTEMHOE XpaHunuile Ha xpaHunuwe LVM.

[ononHuTtensHasa HacTporka PpoHTaNbHON MalLVHbI He TpebyeTcs.

Yanbl OMKHbI OTBEYaTb creayloLlwmnm TpeboBaHusaM:

- Ha y3nax gormkeH 6biTb LVM2;

- lvmetad gomkeH 6bITb OTKNIOYEH. [Insa aToro B panne /etc/lvm/lvm.conf ycTaHo-

BUTb clrieayrline 3Ha4yeHne arn4d napamMmeTpa.

use_lvmetad = 0

- BCe Yy3Ilbl AOJXHbI UMETb AO0CTYN K OOHUM U TEM XKe LUN;

- Ha 0gHOM y3ne gomkeH 6bITb co3gaH LVM VG B coBmecTHO ucnonb3yemblx LUN gns

KaXkgoro XxpaHuvnuiia ¢ UMeHeM vg-one-<system_ds_id>;

- OUCKN BUNPTYaJibHbIX MaLLUWNH ABJTAOTCA CUMBOJIbHbIMU CCbIJIKaMW Ha yCTpOVICTBa ono-

ka. [lononHutenbHble dannbl BM, Takne kak dansbl KOHTPONbLHOMW TOYKU UNn doansbl

pa3BepTbiBaHUA, XpaHATCA B Katanore /var/lib/one/datastores/<id>;

- BC€ Y3Mbl JOMKHbI MMETb AOCTYMN K XpaHUnuy obpa3os, A4S Yero co3aaeTcsl COOTBET-

CTBy}OU.lMVI KaTanor.

Mocne yctaHoBKKM XpaHunuwa Hactponka OpenNebula BeinonHseTca B ABa aTana:

- cO3[aHMe CUCTEMHOrO XpaHUNULLa;

- cO30aHue XpaHunuuwa obpasos.

CucrtemHble XpaHunnuuia LVM pgosrkHbl co3gaBaTbCHa CO 3HAYEHUSIMU, npmeegeHHbIMN B

Tabnuue
Ta6bnuuya 13
MapameTp 3HayeHune
NAME Nmsa xpaHunuwa
T™ MAD fs_1lvm
TYPE SYSTEM_ DS
Mpumep

> cat ds.conf
NAME = lvm_system
T MAD = fs_lvm
TYPE = SYSTEM_DS

BRIDGE_LIST = "NODE1l NODE2"

> sudo onedatastore create ds.conf

ID: 100
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XpaHunuia o6pa3oB A0MKHbI CO30aBaTbCs CO 3HAYEHUSIMU, NPUBEAEHHbIMI B Tabnuue

Taobnuuya 14
MapameTp 3HayeHne
NAME Nmsa xpaHunuwa
TYPE IMAGE_DS
DS_MAD fs
T™ MAD fs_lvm
DISK TYPE BLOCK
BRIDGE LIST Cnuncok y3noB, pasgeneHHbix npobenamu, ¢ 4O0CTYNOM K COBMECTHO UCMOSb-
- 3yeMOMY XpaHUNuLLy, NpeaHasHavYeHHOMY A5t KONMPOBaHMsT HOBbIX 06pa3oB

Mpumep
CospgaHue xpaHunuwa LVM ¢ ncnonb3oBaHmeM KOHUrypaunoHHoro ganna. Ysen NODE1
NCcnonb3yeTcs Kak oanH u3 y3nos, nogkntodaemMbix OpenNebula LVM
> cat ds.conf
NAME = production
DS_MAD = fs
™ MAD = fs_lvm
DISK_TYPE = "BLOCK"
TYPE = IMAGE_DS
SAFE_DIRS="/var/tmp /tmp"
BRIDGE_LIST = "NODEl NODE2"

> sudo onedatastore create ds.conf

ID: 101

10.1.2.2. ipanBep xpaHunuwa LVM_LVM

[panBep No3BoONSAET opraHM3oBaTh XpaHunuile obpa3oB U cUCTEMHoe xpaHunuuwe B LVM.
Mpun ncnonb3oBaHnn gpareepa xpaHunuwa LVM_LVM Heobxogmmo Hanuume Ha BCeX yanax
Knactepa obLmx 6roYHbIX YCTPONCTB XpaHEeHUs AaHHbIX. [1pn 3TOM, B OTMYME OT UCMONb30BaHUSA
apaneepa FS_LVM, HeT HeobxoamMmocCTu co3fgaBath 06LLyo ceTeBYHO (hannoByto cuctemMy ans
obpasos.

OcobeHHOCTN PYyHKLMOHMPOBaHUA apanBepa xpaHmnuwa LVM_LVM:

- npepBapuTenbHO He0BX0AMMO co3aaTth oTaenbHble rpynnbl LVM-ToMOB Ana xpaHunuwa

06pas3oB N CUCTEMHOIO XpaHMNMLLa;

- npwv 3arpy3ke obpasa gucka BM B xpaHunuiie obpas3oB aBToMaTUYECKM CO3aaeTcs

LVM-ToMm, B KOTOpbIM 3anucbiBaeTCcs 3arpykaemMbiii 0bpa3 B popmaTte raw;
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- npv passepTbiBaHUM BM B cucTeMHOM XpaHunvile aBToMaTtn4yecku co3gaeTcs Konvs

LVM-Toma n3 xpaHunuiia obpasos.

BHUMAHMUE! B gpaneepe xpaHunuwia LVM_LVM He nogaepxunBaetcs co3gaHue cHan-
LLIOTOB AucCKa.

[encteus, BbiNONHAEMbIE Ha y3nax:

1) B cpavine /etc/lvm/lvm.conf yCTaHOBUTb criegylollee 3Ha4eHne napameTpa:

use_lvmetad = 0

2) ocTaHOBWTb U yOpaTb U3 aBTO3arpy3kn cepeBuc lvm2-lvmetad, Ans 9TOr0 B TEpMUHA-

ne BbINOMHUTL KOMaHAbI:

systemctl stop lvm2-lvmetad.service

systemctl disable lvm2-lvmetad.service

[encTteus, BbINONHAeMble Ha (PPOHTaNbHON MaLUUHE:

1) cosgaTb XpaHunuiie obpas3oB U CUCTEMHOE XPaHUIULLE;

2) cospatb oTaenbHbie rpynnbl LVM-TomoB ans xpaHunuuwa obpas3oB U CUCTEMHOIO

XpaHunumuia.

Mpumepbl:

1. CosgaHue xpaHunuuwa obpasos

cat > images-ds.conf <<EOT
NAME="1vm-images"

TYPE="IMAGE_DS"

DISK_TYPE="BLOCK"

DS_MAD="1lvm"

T™ MAD="lvm_lvm"

DRIVER="raw"

EOT

onedatastore create images-ds.conf
2. Co3gaHne CUCTEMHOIO XpaHunuwia
cat > system-ds.conf <<EOT
NAME="1vm-lvm-system"
TYPE="SYSTEM DS"

™ MAD="lvm_lvm"

DRIVER="raw"

EOT

onedatastore create system-ds.conf
3. CospaHue rpynn LVM-TomoB gns xpaHunuuia obpasoB M CUCTEMHOIO XpaHunuiia
Ha Gno4HbIX ycTponcTBax (dpumsndeckmx guckax) /dev/sdc n /dev/sdb XxpaHunuia
OaHHbIX
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pvcreate /dev/sdc

pvcreate /dev/sdb

vgcreate vg-one-${IMAGE_DS_ID} /dev/sdc

vgcreate vg-one-${SYSTEM DS_ID} /dev/sdb

roe  S${IMAGE_DS_ID} u ${SYSTEM DS_ID} — uaeHTUdMKaTOpbl XpaHunuiia obpa-

30B N CUCTEMHOIO XpaHuUnilia, CoOoTBETCTBEHHO.

10.1.2.3. ApanBep xpaHunuwa LVM_THIN

[panBep no3Bonser opraHM3oBaTb XpaHunuiie obpasoB N CUCTEMHOE XpaHUNuLie B
LVM. lMpun ncnonbsoBaHuu gpaveepa xpanvnuuwa LVM_THIN, B otnnume ot gpaneepa LVM_-
LVM, cucteMHOe XpaHunuLLe opraHn3yeTcss MHOMBUAYanbHO — ANs 3TOro HeobxoaMmo ykasaTb
oTaenbHoe BroYyHoe yCTPOMCTBO, C KOTOPbIM ByaeT B3anMOAENCTBOBATL y3en. OTO MOXET ObITb
nokarnbHoe 6noYyHoe YCTPOMCTBO Y3na Uin BelAENEeHHOEe (Ansa Kaxaoro yana) 6rno4Hoe yCcTponcTBo
XpaHunuLia AaHHbIX.

OcobeHHOCTN yHKUMOHMpPOBaHUA ApanBepa xpaHunuwa LVM_THIN:

- npegBapuTenbHO HeobxoaMMO co3aaTth oTaenbHble rpynnbl LVM-ToMOB Ana xpaHunuwa

06pas3oB 1 CUCTEMHOIO XpaHUNMLLa;

- npwv 3arpy3ke obpasa gucka BM B xpaHunuie obpasoB aBToMaTUYeCKn cosgaeTcs

LVM-ToMm, B KOTOpPLIN NuLleTcs 3arpyxaemMmbli obpas B gpopmate raw;

- nNpu passepTbiBaHM BM B cucteMHOM xpaHunuiie n3 obpasa gucka aBToMaTn4ecku

cosgaetcd ToHku LVM-Tom B popmaTe gcow?2.

BHUMAHMUE! B gpansepe xpanunuwa LVM_THIN He nogaoepxunBaetcs murpaums BM.

[encTteus, BbINONHAeMble Ha y3rnax 1 POHTanNbLHOW MaLUMHE:

1) Ha kaxgom y3ne B panne /etc/lvm/lvm.conf YyCTaHOBUTL Crneaytollee 3HavyeHmne

napamerpa:

use_lvmetad = 0

2) Ha KaXgom ysre OCTaHOBUTb U YBpaTb 13 aBTo3arpy3ku cepsuc lvm2-lvmetad, Ans

3TOro B TepMMUHAre BbINOMHUTbL KOMaHabI:

systemctl stop lvm2-lvmetad.service

systemctl disable lvm2-lvmetad.service

3) Ha (ppoHTanNbLHOM MaLUMHE co3aaTb XpaHunumLie o6pa3oB N CUCTEMHOE XPaHUIULLE;

4) Ha bpoHTanbHOM MaluHe co3aaTtb otaernbHyto rpynny LVM-TtomoB anga xpaHvnuiwia

0bpas3oB;

5) Ha kaxaoMm yane cosagatb otaensHyto rpynny LVM-TOMOB Ansi CUCTEMHOMO XpaHUuLLa.

Mpumepbl:
1. CosgaHue xpaHunuuia obpasoB

cat > images-ds.conf <<EOT
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NAME="1vm-thin-images"
TYPE="IMAGE_DS"
DISK_TYPE="BLOCK"
DS_MAD="1lvm_thin"
TM MAD="1lvm_thin"
DRIVER="gcow2"
EOT
onedatastore create images-ds.conf
2. CospgaHne CUCTEMHOro XpaHunuuia
cat > system-ds.conf <<EOT
NAME="1lvm-thin-system"
TYPE="SYSTEM_ DS"
TM_MAD="1lvm_thin"
EOT
onedatastore create system-ds.conf
3. CosgaHue rpynnbl LVM-ToMoB ans xpaHunuviia obpasoB Ha 6104YHOM yCTpOMUCTBE
(dbusnyeckom ancke) /dev/sdc xpaHunuiia gaHHbIX
pvcreate /dev/sdc
vgcreate vg-one-${IMAGE_DS_ID} /dev/sdc
roe ${IMAGE_DS_ID} — ngeHtudumkaTop xpaHunuwa obpasos.
4. CosgaHue rpynnbl LVM-TOMOB nsi CACTEMHOIO XpaHunumia Ha nokanbHOM G65I04HOM
ycTpouncTee (pusnyeckom aucke) /dev/sdb Kaxgoro yana
pvcreate /dev/sdb
vgcreate vg-one-${SYSTEM DS ID}-${HOSTNAME} /dev/sdb
lvcreate -T -L ${SIZE}G vg-one-${SYSTEM DS ID}-${HOSTNAME}/onethinpool
rae  ${SYSTEM DS_ID} — MAEHTUMPUKATOP CUCTEMHOIO XpaHUNULLA;

$ {HOSTNAME } — uMs y3na Knacrepa;

${SIZE} — pa3mep TOHKoro nyna B b, gomkeH 6bITb He Gonblie pasmepa

nokanbHoro 6no4Horo yctponctea /dev/sdb.

MpumeyvyaHuns:

1. Tpwun cosgaHum ToHkoro LVM-Toma gononHutensHoO K ncxogHomy LVM-Tomy cospatotcs
ABa CKpbITbIX TOMa Nnoj, MeTagaHHble (MHopMaLmMs O BblAeneHHbIX 6rokax).

2. MNpun ncyepnaHmm cBOBOAHOrO MeCTa Ha CKpbITbIX TOMax, BblAENEHHbIX Nog MeTa-
AaHHble, BO3HUKaeT notepsa MeTagaHHbIX U pansioBbiX CUCTEM HA TOHKUX TOMax, 4To
NpMBOAMT K OLIMOKe 3anucu.

3. lNoBpexaeHHble MeTagaHHble BO3MOXHO BOCCTAHOBWUTL C MMOMOLLBID KOMaHAbl

lvconvert —--repair VG/ThinPoolName.
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4. [Opaneep xpanunuwa LVM_THIN nogaoepxxnBaeTt aBToMmatndeckoe yBennyeHme pas-
Mepa TOMOB, B TOM YUCIlIe U CKPbITbIX TOMOB, BblAeNeHHbIX Nog MeTagaHHble. [Ona
3TOro HeobxooMMO Bcerga ocTaBnATb cBobogHoe mecTto B rpynne LVM-tomoB. ABTO-
MaTmnyeckoe yBernmyeHne pasmepa TOMOB HacTpanmBaeTcs B KOH(UrypaunoHHOM hanne

/etc/lvm.conf, napameTp: thin pool autoextend.

10.1.3. Xpanunuuwe aaHHbix Ceph

HOpaneep xpanmnuwa Ceph obecneunBaet nonb3oBatensm OpenNebula BO3MOXHOCTb
ncnonb3oBaHnsa 6no4vHbIX ycTponcte Ceph B kayecTBe BMpTYyanbHbIX 06pa3oB.

BHUMAHMUE! [Ina paboTbl gaHHOro gpaneepa Heobxoammo, 4tobbl y3ansl OpenNebula,
ucnoneayowme gpansep Ceph, asnsannce Ceph-knueHtamu pabotatowero Ceph-knacrepa.

10.1.3.1. Cxema xpaHunuiia AaHHbIX

O6pa3sbl 1 ANCKM BMPTYyanbHbIX MalMH XpaHaTca B ogHoMm Ceph-nyne. Kaxabin obpa3s
NMeeT B nyne umsa one-<IMAGE_ID>. BupTyanbHble MawwmHbl BygyT ncnonb3oBatb 3T RBD-
TOMa 4f1si CBOMX OMCKOB ecrniv 0bpasbl SBNAKTCA YCTOMYMBBLIMU, B NPOTUBHOM Crlydae co3fatoTcs
HOBbl€ MOMEHTAasbHbIE CHUMKN COCTOSAHNA B BUAE one-<IMAGE_ ID>-<VM_ID>-<DISK_ID>.

10.1.3.2. YctaHoBKka Ceph-knacrtepa

MpenBaputensHo Ceph-knactep gomkeH 6biTb pa3BepHyT. [ononHUTENbLHO HeoBxoaMMOo
BbIMOMHUTL CriefyoLne HaCTPOMKN:

- cospgatb nyn ansa xpanunuw, OpenNebula. 3anucaTtbe UMA nyna ans ero BKNKYeHUs B

onucaHne XpaHunuuy;

$ ceph osd pool create one 128

$ ceph osd lspools

0 data,l1 metadata,2 rbd, 6 one,

- onpegenutb Ceph-nonb3oBaTens, KOTopbln ByaeT MMETb AOCTYN K Nyny XpaHWUIIULL.

[aHHbIn nonb3oBatenb 6yaeT Takke mcnonb3oBaTbes libvirt ans goctyna k obpasam

OVCKOB, Hanpumep:

$ ceph auth get-or-create client.libvirt mon ’"allow rwx’ osd \

"allow rwx pool=one’

Kpome TOro, Heo6xoanmMo Nony4nTb KOMUIO KNkova aHHOro nonb3oBaTtens aAns ee aanb-

Henwen nepegaym Ha y3nbl OpenNebula, Hanpumep:

$ ceph auth get-key client.libvirt | tee client.libvirt.key

$ ceph auth get client.libvirt -o ceph.client.libvirt.keyring

- HecCMoTps Ha To, 4To RBD-(hopmaT «1» nogaepXuBaeTcd, HaCTOSATENTbHO PEKOMEHAYET-

cqa ucnonb3oBatb RBD-hopmat «2», ansa atoro B ¢panne ceph.conf ykasarb:

[globall

rbd_default_ format = 2

- Bbl6paTb rpynny KrmeHTCKMX Yy3510B KracTtepa Anda Ucnojib3oBaHnA B Ka4eCTBe MOCTOB
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XpaHunuuy storage bridges. 37K y3nbl BygyT ncnonb3oBaTbCsa AnNg nmnopTta obpas3os
B Ceph-knactep n3 OpenNebula. B gaHHbIX y3nax gormkHa OblTb YCTaHOBMNEHa KoMaHaa
gemu-img.

10.1.3.3. YcTtaHOBKa (ppOHTaNbHOW MaLWMWHbI

[na dpoHTanbHOM MawunHbl He TpebyeTcsa cneunanbHas yctaHoBka Ceph. ®poHTanbHas

MaLlnHa 6yueT BbIMOJTHATb AOCTYN K Ceph-KnaCTepy yepe3 MOCTbI XpaHUITNLL,.

Y3I10B:

10.1.3.4. YcTaHoBKa y3na

[na ncnonb3oBaHus Ceph-knactepa HEO6X04MMO BbINOMHUTL CIEAYHOLLYI0 HACTPOMKY

- AOJXKHbI ObITb YCTaHOBIEHbI KITMEHTCKME NHCTPYMEHTAllbHblE CpEeNCTBA Ceph;
- OeMOH MON O0J1KeH ObITb onpegeneH B ceph.conf gnga Bcex Y3510B, NO3TOMY 3Ha4YeHUA
hostname 1 port He TpebyeTca ykasbiBaTb B Ceph-komaHaax;
- OT UMEHM Nonb3oBaTens, BXoAswWwero B rpynnbl astra-admin M astra-console,
ckonupoBaTb Habop kntoyen Ceph-nonb3oBaTtensa ceph.client.libvirt.keyring
Ha y3nbl B KaTanor /etc/ceph U KoY nonb3oBatensd client.libvirt. key B katanor
/var/lib/one:
$ scp ceph.client.libvirt.keyring admin@node:/tmp
$ scp client.libvirt.key admin@node:/tmp
$ ssh admin@node "sudo mv /tmp/ceph.client.libvirt.keyring /etc/ceph"
$ ssh admin@node "sudo mv /tmp/client.libvirt.key /var/lib/one"
$ ssh admin@node "sudo ln -s /var/lib/one/client.libvirt.key

/root/client.libvirt.key"
- CreHepupoBaTtb CereTHbIVI KN4 ana Ceph-I'IOJ'Ib3OBaTeJ'IFI N CKONnpoBaTtb €ro Ha ya3asbl
B Katanor /var/lib/one. 3anOMHUTb YHMBEPCArbHbIA YHUKAlNbHbIA aeHTUgmnKaTop
(UUID) ons ganbHenwero ncrnorb3o0BaHnS:
$ UUID='uuidgen’
$ cat > secret.xml <<EOF
<secret ephemeral=’'no’ private='no’>

<uuid>$UUID</uuid>

<usage type='ceph’>

<name>client.libvirt secret</name>
</usage>

</secret> EOF

$ scp secret.xml admin@node:/tmp
$ ssh admin@node "sudo mv /tmp/secret.xml /var/lib/one"

$ ssh admin@node "sudo 1ln -s /var/lib/one/secret.xml /root/secret.xml"
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YCTaHOBUTb CEKPETHbIN KItod libvirt n yoanute pannel Knoya Ha y3nax:

$ ssh admin@node "sudo virsh -c gemu:///system secret-define secret.xml"

$ ssh admin@node "sudo virsh -c gemu:///system secret-set-value --secret

$UUID --base64 $(cat /root/client.libvirt.key)"

$ ssh admin@node "sudo rm /root/client.libvirt.key"

$ ssh admin@node "sudo rm /var/lib/one/client.libvirt.key"

y6eanTtbes, 4To Ceph-KNMeHT NMeeT KOPPEKTHbIE HACTPONKM Ha y3ne:

$ ssh admin@node "sudo rbd ls -p one --id libvirt"

y6e,EI,I/ITbCFI, YTO Ha y3nax BblaeneHo AO0CTaTO4HO MeCTa AN XpaHEeHUA BCnoMoraTesib-

HbIX pannoB BUPTYyanbHbIX MalUWH, TakMX Kak context-gucku, pannsl passepTbiBaHUS U

drannbl KOHTPOSTbHOM TOYKMU.

10.1.3.5. Hactpounka OpenNebula

[nsa ncnonb3oBanus Ceph-knactepa ¢ OpenNebula HeobxogmMmo onpeaenuTb CUCTEMHOE

XpaHunuLLe 1 xpaHunuiie obpasos. Oba xpaHunMLLa COBMECTHO UCMOMb3YOT OOHM U Te e Onuum

KoHdurypaumu, npmeeaeHHble B Tabnuue [15, n Ceph-nyn.

M punMmedyaHune. MoxHo fo6aBuTb AOMNONTHUTESNbHbIE XpaHunua o6paaoB n CUCTemM-

Hble XpaHunuuia, ykasaB Agpyrue nyinbl ¢ OTJINMHbIMU OT Ceph noNnnTUKamMmn pacnpeneneHnd

pecypcoB/pennukaunm.
Taobnuuya 15
MapameTp OnucaHue Obsi3aTernbHbI
POOL_NAME Uma Ceph-nyna OA
CEPH_USER V|I.VI$I .Ceph-I'IOJ'IbBOBaTeJ'IFI, ncnosnib3yemoe KomaHgamu 1A
libvirt n rbd
TM_MAD ceph OA
CEPH CONF HectaHgapTHbIn KoHUrypauuoHHbln dann Ceph, ecnu HET
- Heobxoamm
RBD_FORMAT Mo ymonyanuto 6yget ncnonb3oBatbes RBD-chopmat «2» | HET

Co3gaHue CUCTEMHOro XpaHunuiia

Cospatb cuctemMHoe xpaHunuule yepes Sunstone unum CLI.

Mpumep

Cospganune xpaHunuuwa ncnonsbsya CLI

$ cat systemds.txt
NAME = ceph_system
T™M MAD = ceph

TYPE = SYSTEM_DS
POOL_NAME = one
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CEPH_USER = libvirt

$ sudo onedatastore create systemds.txt ID: 101

MpumeyvyaHune. Tavke Ceph moxer pabotaTb C CUCTEMHBLIM XPaHUMULLEM Tuna

Filesystem B pexume coBmecTHoW nepegayun cornacHo [10.1.1] B atom cnyyae aHeprosasu-

CMMblEe ONCKM M ANCKU NOAKAYKM CO3AaTCH B BUAE OObIYHbIX haliyioB B CUCTEMHOM XpaHWUULLE.

Kpome Ceph-knactepa Heo6xoamMmo BbIMONTHUTL YCTAHOBKY COBMECTHO MCMNONb3yeMon hannoBom

CUCTEMBbI.

Co3paHue xpaHunuuwa ob6pasoB

Mpu co3gaHumn xpaHunua obpa3oB AOMNOMHUTENBHO K NapameTpam, NPUBEAEHHBIM B

Tabnuue [15] yctaHaenuBatoTcs napameTpesl, ykasaHHble B Tabnuue [16]

Tabnuuya 16
MNapameTp OnwucaHve Obsa3zaTternbHblf
DS_MAD ceph OA
DISK_TYPE RBD OA
BRIDGE_LIST Cnmncok mocToB xpaHunuuwia anga goctyna k Ceph-knactepy | A
CEPH HOST PasgeneHHbin npobenamu cnucok Ceph-moHuTOpOB, HaNpu- oA
- Mep, NODE1l :portl NODE2:port2 host4:port4
CEPH_SECRET UUID cekpeTHoro krtoda libvirt OA
STAGING_DIR MyTb MO ymonuaHuio ang onepauui ¢ odbpasom B MoCTax HET

Mpumep

XpaHunuuwe obpasos

> cat ds.conf

NAME = "cephds"

DS_MAD = ceph
T MAD = ceph
DISK_TYPE

POOL_NAME

CEPH_HOST

CEPH_USER

CEPH_SECRET

BRIDGE_LIST

RBD

one

NODE1 :portl NODE2:port2
libvirt

"6£88b54b-5dae-41fe-a43e-b2763£601cfc"
NODE1l NODE1l

> sudo onedatastore create ds.conf

ID: 101
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10.1.3.6. lononHuTenbHble NapameTpbl

Cnepywowme 3HadyeHna no ymonyanuo gna Ceph-gpanBepoB Haxogsatcs B doanne
/var/lib/one/remotes/datastore/ceph/ceph.conf:

- POOL_NAME — rpynna TOMOB;

- STAGING_DIR — nyTb ANna onepauuin ¢ obpasom;

- RBD_FORMAT — cpopmat ans RBD Tomos.

10.1.4. Xpanunuwe Raw Device Mapping

Xpanunuwe Raw Device Mapping (RDM) aBnsieTca xpaHunuwem obpasos, obecneymBa-
OLLIMM OUHAMUYECKUA OOCTYN K 6rOYHbIM YyCTPOMCTBaM y3na.

10.1.4.1. Cxema xpaHunuLia

Xpanunuwe RDM npegHasHayeHO AN perncTpaumm yxe CyLeCTBYHOLMX BrIOYHbIX
YCTPOWNCTB y3na. YCTPOMUCTBa AOMKHbI OblTb YCTAHOBMEHbI U AOCTYMHbI, @ BUPTYyarbHble MaLUWHbI,
NCnonb3yoLne 3T yCTPONCTBA, AO/MKHbI OblTb HACTPOEHBLI AN paboTbl B NOATOTOBMAEHHbLIX ANSA
HUX y3nax. [lJononHuTenbHble dpannbl BUPTYanbHbIX MaLUWH, Takne Kak ansibl pa3sepTbiBaHUS
NN 3Hepro3aBMUCUMbIE ONCKU, CO3AA0TCH Kak 0OblvHble dhannbl.

10.1.4.2. YctaHOoBKa PpOHTaNIbHOW MaLUUHbI

[lononHuTenbHasa yctaHoBKa He TpebyeTcs.

10.1.4.3. YctaHOBKa y3na

[lononHuTtenbHasa yctaHoBKa He TpebyeTcs.

10.1.4.4. Hactponka OpenNebula

Mocne yctaHoBkKu xpaHunuuwa Hactponka OpenNebula BeinonHseTca B ABa aTana:

- co3gaHne CUCTEMHOrO XpaHUnuLa;

- co3faHune xpaHunuuwa obpasos.

Co3gaHme CUCTEMHOroO XpaHunuia

Xpanunuvwe RDM moxeT pabotatb ¢ XpaHunuwamm gannoBon CUCTEMbI B CrieayHoLLMX
pexnmax:

- B pPEXMMEe COBMECTHO UCMONb3yeMON nepenayu;

- B pexumMme nepegadn ssh.

XpaHunuile dansioBon cMCTeMbl UCNOMNb3YETCS TOMbKO AN S3HEPro3aBUCUMbIX OUCKOB U
context-ycTponcTs.

Cos3paHune xpaHunuiia obpasoB

XpaHmnmu.la O6p830B OOJDKHbI cO30aBaTbCA CO 3HA4YEHUAMMU, NpuBeJEHHbIMAN B Tabnu-

ue (171
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Taobnuuya 17

MapameTp 3HayeHune
NAME Nmsa xpaHunuwa
TYPE IMAGE_DS
DS_MAD dev
TM_MAD dev
DISK_TYPE BLOCK

Mpumep

> cat rdm.conf

NAME

rdm_datastore

TYPE = "IMAGE_DS"
DS_MAD = "dev"
TM_MAD = "dev"

DISK_TYPE = "BLOCK"

> sudo onedatastore create rdm.conf

ID: 101

10.1.4.5. Ucnonb3oBaHWe XxpaHunuiia
B xpanunuie moxHo fo6aBnaTe HOBble 06pa3sbl ¢ ykasaHveM nyTu. [1pu ncnonb3oBaHumu
CLI Henb3s npuMeHsTb cokpalleHHble napameTpsbl, T.k. CLI npoBepsieT, cywecTByeT nv hann n

YCTPOWMCTBO Ha PpOHTAsIbHOM MalLnHe.

Mpumep

LLlabnoH obpasa, B KoTopbI AobaBnaeTcsa aguck yana /dev/sdb
NAME=scsi_device
PATH=/dev/sdb
PERSISTENT=YES

MpumeyvyaHwne. [laHHOE XpaHUnULLE SBNAETCA KOHTEMHEPOM NS CYLLECTBYHOLLNX
YCTPOWCTB, 1 06pa3bl CNOMb3YOT ero namaATb. Bce 3apernctpMpoBaHHble YCTPOUCTBA UMEKOT

pa3mep 0, a XpaHunuLle yCTPONCTB B LierioM 3aHnMaeT He 6onee 1 MB gocTynHoro npocTpaHcTaa.

10.1.5. Xpannnuuwe iSCSI-Libvirt
[aHHOe XpaHunuLe NpeaHa3HavYeHo Ans perncTpaumm yxe cywecTtsyowmx Tomos iISCSI,

OOCTYMHbIX y3J1aM rmnepBn3opa.
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10.1.5.1. YctaHoBKa ppOHTaNIbHOW MaLUUHbI

[ononHuTtensHaa HacTponka He TpebyeTcs.

10.1.5.2. YctaHOBKa y3na

[lononHuTtenbHasa HacTponka He TpebyeTcs.

10.1.5.3. AyteHTucpukaumusa iSCSI CHAP

[nsa ucnonb3oBaHus ayteHTMduUKauumn no npotokony CHAP Heobxoaumo co3gaTb cekpeT-
HbIW KNtOY 1ibvirt Ha BCex y3nax.

Mpn ncnonb3oBaHnn ayteHTudmkaumm CHAP HeobxoauMo yyecTb cnegytoLlee:

- none incominguser B (panne ayteHTudukauum iSCSI gormkHO COOTBETCTBOBATL Na-

pamMeTpy xpaHunuuia ISCSI_USER,

- none <target> B XML-(paisyie CEKPEeTHOro Knkya OOfMKHO coepXaTb napamerp

ISCSI_USAGE;

- [0EeNCTBUSA OOIMKHbI OblTb BbINOMHEHbI HA BCEX y3nax.

Ons HacTponkun ayteHTudpmkauun CHAP Heobxoaumo:

1) cosgatb hann ayteHTUpmkauyum iISCSI-nctovHmka:

<target ign.2013-07.com.example:iscsi-pool>

backing-store /home/tgtd/iscsi-pool/diskl

backing-store /home/tgtd/iscsi-pool/disk2

incominguser myname mysecret

</target>

2) cosgatb (pann iscsi-secret.xml:

$ cat > iscsi-secret.xml <<EOF

<secret ephemeral=’'no’ private=’yes’>

<description>Passphrase for the iSCSI example.com server</description>

<usage type='iscsi’>

<target>libvirtiscsi</target>

</usage>

</secret> EOF

3) 3apermcTpmpoBaTb Co34aHHbIN XML-dann B libvirt:

$ sudo virsh secret-define iscsi-secret.xml

Secret c4dbe20b-bla3-4acl-b6e6-2ac97852ebb6 created

$ sudo virsh secret-list

UuUID Usage

c4dbe20b-bla3-4acl-b6e6-2ac97852ebb6 iscsi libvirtiscsi
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$ MYSECRET='printf %s "mysecret" | base64’

$ sudo virsh secret-set-value c4dbe20b-bla3-4acl-b6e6-2ac97852ebb6 SMYSECRET

Secret value set

10.1.5.4. Hactpounka OpenNebula

Mocne yctaHoBKKM xpaHunuuwa Hactponka OpenNebula BeinonHseTca B ABa aTana:

- Cco3gaHne CUCTEMHOro XpaHunuLa;

- co3daHune xpaHunuuwa obpasos.

Co3paHMe CUCTEeMHOro xpaHunuua

Xpanunuvwe RDM moxeT pabotatb ¢ XpaHunuwammn gannoBon CUCTEMbI B CIEAYHLLMX
pexnmax:

- B COBMECTHOM pEXMME;

- B pexume ssh-TpaHcnopTa.

XpaHunuiie annoBon CUCTEMbI UCNOSTb3YETCH TONbKO ANSA 9HEepProsaBUCUMbIX OUCKOB U
context-ycTponcTs.

Co3paHue xpaHunuwa obpasos

XpaHunuiya o6pa3oB AOMKHBI CO3AABATLCS CO 3HAYEHWSIMM, NPUBEAEHHbIMK B Tabnuue[18]

Tabnunua 18
MapameTp 3HaueHne
NAME Uma xpaHunuwa
TYPE IMAGE_DS
DS_MAD iscsi
T™M MAD iscsi
DISK_TYPE iscsi
ISCSI_HOST Y3en iSCSI. Hanpumep, host unu host:port

Mpun HeobxogmMmocTn ucnosnb3oBaTb ayTeHTUpukaunio CHAP gobaBuTb K XpaHunuily

napameTpbl, NpvBeAeHHble B Tabnumue [19

Tabnwunua 19
MapameTp 3HauyeHne
ISCSI_USAGE Mcnonb3oBaHMe CEKPETHOro Kroya co CTpokon ayTeHTudukauum CHAP
ISCSI_USER AyteHTndurkaumsa iSCSI CHAP nonb3oBaTtens
Mpumep

> cat iscsi.ds

NAME = iscsi
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DISK _TYPE = "ISCSI"
DS MAD = "iscsi"
TM MAD = "iscsi"

ISCSI_HOST = "the_iscsi_host"
ISCSI_USER = "the iscsi_user"
ISCSI_USAGE = "the_iscsi_usage"

> sudo onedatastore create iscsi.ds

ID: 101

BHUMAHUE! O6pa3sbi, co3gaBaembie B AaHHOM XpaHUNuLe, AOMKHbI ObiTb YCTONYK-
BbiMU. Ecnu o6pasbl He ABNAITCS YCTONYUBBLIMU, MOSIBASIETCA BO3MOXHOCTb MCMOSIb30BaHUS
AaHHOoro yctporcTtea bonee 4yem ogHon BM, 4To MOXeT NpuBECTU K BO3HUKHOBEHMIO Npobnem u
NoBpPEXOEHUIO LaHHbIX.

10.1.5.5. Ucnonb3oBaHMe XpaHUnuLya

MoxxHo fo6aBnATb HOBble 0bpasbl C ykaszaHueM nonHoro nytu. Mpu ncnonb3osaHumn CLI
He crieayeT NPUMEHATb CoKpaLlleHHble napameTpsbl, T.K. CLI npoBepsAT, cylecTByeT nv dann u

YCTPOMCTBO Ha OpOHTasIbHOM MalLUHE.

Mpumep
LLabnoH obpasa, B KOTOPbIN nobasnsetca ANCK yana

ign.1992-01.com.example:storage:diskarrays-sn-a8675309

NAME

iscsi_device

PATH

ign.1992-01.com.example:storage:diskarrays-sn-a8675309
PERSISTENT = YES

BHUMAHUE! [aHHoe XxpaHunuuwie sBnAeTCS KOHTEMHEPOM AN  CyLeCTBYOLWMX
YCTPOWCTB, 1 06pa3sbl NCMONb3YHT ero naMmAaTb. Bce 3apernctpupoBaHHbie YCTPONCTBA MMEKOT
pasmep 0, a xpaHunuLLe YCTPOMUCTB B Lernom 3aHnmaeT He bornee 1 Mb goctynHoro npoctpaHcTBea.

MpumeyaHune. MOXHO OTMEHUTb onuun ISCSI_HOST, ISCSI_USER, ISCSI_USAGE
M ISCSI_IQN B wabnoHe obpasa. OTMEHEHHbIE ONUMUKN BCTYNAT B 4ENCTBUE AN HOBbIX BUPTY-

allbHbIX MaLUUH.

Mpumep

WabnoH iSCSI LUN, ncnonesytowmn gaucnetyep nepegaym iSCSI
NAME=iscsi_device_with_1lun
PATH=ign.2014.01.192.168.50.61:test:7cd2ccle/0
ISCSI_HOST=192.168.50.61
PERSISTENT=YES
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10.2. XpaHunuwe dannos

XpaHunuue dannos NO3BONAET XpaHUTb OOblYHbIE ddalnbl, KOTOPbIE€ MOTYT UCMOMb30-
BaTbCA Kak siapa BUpTyanbHbIX MawunH (kernels), BpeMmeHHble anckn (ramdisks) UM KOHTEKCTHbIE
dannsl (context-cpannbl). XpaHmnuwie dannoB He ABNSETCS 0COObIM MEXaHM3MOM XpPaHEHUS.

darinoBoe xpaHunuuie cosgaetcsa no ymondanuto nocne yctaHokn OpenNebula (xpaHunuuwe ¢
ID: 2).

10.2.1. TpeboBaHuA
CneuunanbHble TpeboBaHMs OTCYTCTBYIOT. B xoae paboTbl MCNONb3yTCA CTaHAapTHbIE

YTUNUTLI, HAaNpUMep, cp, 1n, mv, tar, mkfs, KOTOPbIE YCTAHOBIEHbI B CUCTEME MO YMOMYaHUIO.
10.2.2. HacTpouka
BonbLUMHCTBO KpUTEPUEB HACTPOMKN, UCMNOMNb3yEMbIX AN XpaHUnuL, o6pa3oB OUCKOB,

NPUMEHSIOTCA K (dannoBOMY XPaHWUITULLLY.
Ocobble aTpnbyThl AN ApaviBepa AaHHOTO XpaHunuwa nepevncnensl B Tabnuue [20]

Taobnuuya 20
MapameTp OnuncaHue

TYPE Wcnonb3oBate FILE_DS AN YCTAaHOBKU XpaHunuwia ¢annos

DS MAD Tun xpanunuuwa. NpumeHnTb £5 ANS Ucnonb3oBaHusa annoBbIX Apain-
- BEPOB

T™M MAD Opansepbl nepegayn ang xpaHunuwa. Micnonb3osaTtb pexum ssh ans
- nepegadn cannos

Mpumep

CospaHune xpaHunuwa cannos

> cat kernels_ds.conf

NAME = kernels
DS_MAD = fs TM MAD = ssh TYPE = FILE_DS

SAFE_DIRS = /var/tmp/files

> sudo onedatastore create kernels_ds.conf

ID: 100

> sudo onedatastore list
ID NAME CLASTER IMAGES TYPE DS T™ MAD

0 system - 0 Sys - dummy

1 default - 0 img dumm dummy
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2 files - 0 fil fs ssh
100 kernels - 0 fil fs ssh

3HayeHuss napaMeTpoB DS M TM MAD MOXHO BMOCMEACTBUN U3MEHUTb KOMaHOOW
onedatastore update. [logpoGHble 3HaYEHMS MApaMeTPOB XpaHUNMLLA MOXHO NMPOCMOTPETb

C NOMOLbIO KOMaHAbl onedatastore show.

10.2.3. Hactpouka y3na
PekomeHgyembin gpanBep ssh gns xpanvnuuwia dannos He TpebyeT ocobor HacTpom-
kn. JoctatoyHo ybeauTtbesd, 4To B pasgene $DATASTORE_LOCATION JOCTaTOMHO MecTa gns

XxpaHeHna gannos BM Ha dppoHTanbHOW MallMHe U Ha y3nax.
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11. YCTAHOBKA OTKPbITOW OBJIAYHON CETHU

Mpwn 3anycke HoBor BM OpenNebula nogcoeanHaeT cBon ceTeBble MHTEpPenChI, onpeae-
naemble onuuen NIC, kK m3nyeckum ycTporncTBam rmnepemnsopa B COOTBETCTBMM C HACTPOMKaMU
BUpPTYyarnbHoOW ceTn. ATo no3sonsieT BM nmetb JOCTYN K NyBANYHBIM M YaCTHbIM CETSM.

OpenNebula nogaepxuBaeT YeTbIpe CETEBLIX peXnma:

- pexum Bridged (ceteBon mocT) — BM Hanpsimylo coeanHsieTcsl C CyLleCTBYHOLLNM

MOCTOM B runepsusope. [JaHHbI pexXnm MOXeT OblTb HACTPOEH Ha UCMOSb30BaHUeE rpynn

BGe3onacHOCTM N U3oNsAUMK CETU;

- pexxum VLAN — BupTyarnbHble CeTU BHELPAOTCA C NPUMEHEHNEM TEXHOMNOIMMN Ha3Ha-

YeHUs NOPTOB Ha BUPTYyarnbHble fokanbHble cetu VLAN crangapta IEEE802.1Q (VLAN-

TernposaHue ctaHgapta IEEE802.1Q);

- pexxum VXLAN — BupTyanbHble ceTn 3agencteytoT cetn VLAN, ncnonb3ys NpoTOKON

VXLAN, ocHoBaHHbIM Ha UDP-nHkancynaumm u rpynnoson agpecauuu IP;

- pexum Open vSwitch — ananorndeHn pexumy VLAN, HO ncnonb3yeT nporpaMmmHbIn

kommyTaTop Open vSwitch (OVS) BmecTo Linux bridge. pynnbl 6e3onacHoCT AaHHbIM

PEXMMOM He NoaAePKMUBAOTCS.

Mpwn cospaHun HoBOW ceTu Heobxoammo Aob6aBuTb NapamMeTp VN_MAD B WabroH, B
KayecTBe 3Ha4YeHUs yKa3aB CEeTEeBOW PEXMM N9 UCMOSb30BaHNA.

CeteBon ctek OpenNebula MoxeT 06beamHATLCS € BHELWHUM aucneTtdepom IP-agpecos

(IPAM). [lnga aTtoro Heobxoanmo Ao06aBUTb CBA3YIOLLNIN NIEMEHT.
11.1. YcTaHoBKa y3na

11.1.1. CeTteBon pexum Bridged

11.1.1.1. Tpeb6oBaHusA

[1ns HaCTPONKN CETEBOrO pexxmMma HeobXxo4MMO BbINOSIHEHNE cnegyowmnx TpeboBaHui:

- porxeH 6bITb ycTaHoBneH nakeT y3na OpenNebula B cootBetcTBuUM € [8.5.1]

- HeobXoOUMO YCTaHOBUTL Ha y3rbl NakeT ebtables, KOTOPLIN NO ymMonyaHuio obecne-

YMBaET N30MNALNIO CETMW.

11.1.1.2. HacTponka

Cosgarb Linux bridge onsa kaxxgon cetn, B KoTopon 6yayT paboTtatb BUpTyarnbHble MaLLWHbI.
Mcnonb3oBaTb OAHO MMS ceTU Ha Bcex yanax. [1o6aBuntb hnsnyecknin ceteBon MHTEpdeEnc K

MOCTY.

Mpumep

Y3en ¢ agBymMsa cetamu: nybnuyHomn, nogknodeHHon K ethO, n YacTHOW,NOAKNKYEHHOM K
eth1, pomxkeH nmeTb ABa MocTa
brctl show
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bridge name bridge id
STP enabled interfaces
br08000.001e682f02ac noethO
br18000.001e682f02ad noethl

11.1.2. CeteBon pexum VLAN

11.1.2.1. Tpeb6oBaHusA

[1ns HACTPONKN CETEBOrO pexmmMma HeobXxo4MMO BbINOMNHEHNE cnegyowmx TpeboBaHui:

- porxeH 6bITb ycTaHoBneH nakeT y3na OpenNebula (cm. [8.5.1));

- moayrnb 802.1Q gomkeH BbITb 3arpy>KeH B S4p0;

- Hanu4une nepekntovarens cetn, cnocobHoro HanpaensaTe VLAN-TernpoBaHHbIn Tpadmk.
dunsnyeckmne NopTbl NepeknovaTens AomKHbl OblTb KaHanammu cessm VLAN.

11.1.2.2. HacTponka

[ononHuTtensHasa HacTporka He TpebyeTcs.

11.1.3. CeteBon pexxum VXLAN

11.1.3.1. TpeboBaHusA

[1ns HACTPOMKN CETEBOrO pexxmMma HeobXxo4MMO BbINOMHEHNE cnegyLwmnx TpeboBaHui:
- porxeH 6bITb ycTaHoBneH nakeT y3na OpenNebula (cm. [8.5.1));

- MpW NOAKIKYEHMM BCEX Y3MOB K O4HOMY AOMEHY nepeaayn AaHHbIX rpynnoBon Tpaduk
He JormKeH punsTpoBaTthes npasunamu iptables B yanax. Ecnv rpynnoson Tpaduk gomkeH
NPOXOAUTb Yepe3 MapLIpyTU3aTopbl, HEOBXOAMMO HaCcTPOUTb B CETU MHOroagapecHbIN
npoTokos, Hanpumep, IGMP.

11.1.3.2. HacTponka

[ononHuTtenbHasa HacTporka He TpebyeTcs.

11.1.4. CeteBon pexum Open vSwitch

11.1.4.1. Tpe6oBaHus

[ns HacCTPONKN CeTeBOro pexmMma Heobxo4MMO BbINOMHEHNE cnegyowmnx TpeboBaHui:
- porxeH 6bITb ycTaHoBneH nakeT y3na OpenNebula (cm. [8.5.1));

- Ha Kaxgom y3ne pormkeH ObiTb  yctaHoBrneH Open  vSwitch  (naket

openvswitch-switch).

Mpumep
Y3ern, KOoTopbl HanpasnaeT Tpauk BUPTYyarbHbIX CETEN Yyepe3 CeTeBOW UHTepdenc
enp0s8, AOMMKEH co3hasBaTth crnegyowmn nepeknodatens Open vSwitch:

$ sudo ovs-vsctl show

c61ba96f-fcl1-4db9-9636-408e763£f529e Bridge "ovsbr0O"
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"ovsbr0O"

Interface "ovsbr0O" type: internal

Port "enpOs8"

Interface "enpOs8"

11.1.4.2. HacTponka

[ns HacTponkun Heobxoanmo cosgaTtb Open vSwitch ansa kaxgon cetu, B KOTopon byayT

paboTaTb BMpTYyarbHble MalnHbl. Ha Bcex yanax Heobxoaumo ncnonb3oBatb oaHo UMs anst Open

vSwitch. 3atem gobasuTtb uamyeckuint ceteBon nHTepdenc k Open vSwitch.

11.2. CeTeBOM MOCT

B naHHoM pexume Tpadmk BM Hanpamyto nepegaetcs Yepes cyuectsytowmm Linux bridge

B y3nax. MocTbl MOoryT pa6OTaTb B TpeX pa3finvHbIX pexXnmax B 3aBUCUMOCTU OT AONONTHNTENBHON

dunsTpaumn Tpaduka, soinonHaemon OpenNebula:

- Dummy — douneTpaumnsa He BbINONHAETCS;

- Security Group — ycTaHaBnuBatoTca npasuna iptables gns BHegpeHna npasun rpynn
6esonacHocTH;

- ebtables VLAN — aHanornyHo Security Group ¢ gononHuTenbHbIMU NpaBunamu ebtables

Ansa nsonsaummn (L2) Bcex BUPTYyarnbHbIX CETEN.

11.2.1. OcoGeHHOCTU U orpaHUYeHus

Mpun nsonauumn Tpadumka HeobxoaMMO yunTbiBaTh CreayoLlee:

- B pexumax Dummy n Security Group MoXHO 006aBnATb TErMPOBaHHbLIE CETEBLIE MHTEP-
dencobl anga obecnevyeHnsa ceTeBon U3oNAUUKN. [JaHHbIN PEXUM ABISETCA peEKOMEHOYyeMOM
cTparterven passepTbiBaHNSA B paboTaroLWwmx cMctemMax (He TeCTOBbIX);

- pexum ebtables VLAN npegHasHauyeH ans Hebonblumnx cpen 6e3 cooTBETCTBYOLLEN
annapatHon nogaepxkun ana BHegpeHuna cetern VLANS. [JaHHbIN pexXum orpaHu4veH
cetamu /24 v IP-agpeca He MOryT nepekpbiBaTbCA B BUPTYanbHbIX CeTAX. PekomeHayeTca

TONbKO ANA Lenen TeCTUPOoBaHuS.

11.2.2. Hactpounka OpenNebula

MocToBasi ceTb He TpebyeT cneumnanbHbIX HACTPOEK.

11.2.3. OnpeneneHne MOCTOBOM ceTU

Ans co3gaHusi cetn HeobxoauMo [06aBUTL NapameTpsbl, NpUBeAeHHbIE B Tabnumue 21]
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Tabnuuya 21

MapameTp 3HayeHune Ob6s3aTtenbHbii

Dummy — Anga pexuma Dummy Bridged mode;
VN_MAD fw — gnsa pexuma Bridged ¢ rpynnamm 6e3onacHocTy; OA
ebtables — anga pexuma Bridged c nsonsuuen ebtables

BRIDGE Mms linux bridge B yanax OA
Mpumep
CeTb TMNA «MOCT» C UCMONb30BaHNEM pexuma rpynn 6esonacHocTu (Security Groups
mode)
NAME = "bridged net"
VN_MAD = "fw"
BRIDGE = vbrl

11.2.4. Pexxum ebtables VLAN

MpaBuna ebtables, koTopble co3patoTca Npu HEO6XOANMOCTU OTNAAKM HACTPONKMU:
# UrHopupOBaTh IIAKETH, KOTOPEHE HE COOTBETCTBYIT MAC-agpecy CeTHu
-s ! <mac_address>/ff:ff:ff:ff:ff:0 -o <tap_device> -j DROP
# IpeporepaTurs MAC-cny@uur

-s ! <mac_address> -i <tap_device> -j DROP
11.3. Cetn 802.1Q VLAN

[aHHbIN gpanBep co3gaeT MOCT Ans Kaxaon sBuptyansHon cetn OpenNebula v noaknto-
yaeT VLAN-TermpoBaHHbIN ceTeBon MHTepdenc K MocTy. MexaHnsm COBMECTUM CO CTaH4apTOM
IEEE 802.1Q.

WoeHTudumkaumoHHbin Homep VLAN 6yaet ogmMHakoBbIM AN BCeEX MHTEP(ENCOB B KOH-
KPETHOWN CeTK 1 aBTOMaTU4eckn paccuntbiBatbca OpenNebula. Bo3aMoXHO Takke NpUHYANTENBHO

yKasaTb 3Ha4yeHune napameTtpa VLAN_ID B LiabrnoHe BUpTyanbHOWM CETW.

11.3.1. Hactpounka OpenNebula
3HayeHne napameTpa VLAN_ ID pacCyuMTbiBaeTCa B COOTBETCTBMM C MapamMeTpoM Ha-

CTPOWKKN oned. conf:
# VLAN_IDS: Iyn VLAN ID Oy aBTOMATHUECKOI'O Ha3HaueHuss VLAN_ID. [aHHHE OyII

# npenHasHaueH Onsa cerelr 802.1Q (Open vSwitch u gmpatiepmr 802.1Q).

VLAN_IDS = |
START = "2",
RESERVED = "0, 1, 4095"
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M3amMeHeHneM gaHHOM onumm MOXHO 3apesepBupoBaTb HekoTopble ceTn VLAN, 1 oHM He
OyayT HasHadaTbCHa BUpTyanbHoON ceTu. MOXHO Takke ykasaTb nepsbid HoMep VLAN_ID. [pwu
co3gaHumn HoBon nsonmnpoBaHHon ceTu OpenNebula HaxoguT cBoBOAHLIM HOMep VLAN _ID u3

nyna VLAN. 31oT nyn aBnsieTcs rnobanbHbiM 1 COBMECTHO UCMNOSIb3YETCS C CETEBLIM PEXUMOM

Open vSwitch.

B danne /var/lib/one/remotes/vnm/OpenNebulaNetwork.conf MOXHO OTKOp-

PEKTUPOBATb MNapaMeTp HACTPOMKN validate vlan_id. YCTaHOBMB 3HA4YeEHME true MOXHO

npoeepuTb, 4YTO Apyrue cetn VLAN He noacoeanHeHbl K MOCTY.

11.3.2. OnpegeneHue cetn 802.1Q

[na cosgaHns cetn no ctaHgapty 802.1Q HeobxoamMmo 3apathb 3HaYeHUs, NpUBeaeHHbIe

B Tabnuue [22]
Tabnuua 22
MapameTp 3Ha4yeHne Ob6sa3aTtenbHbin
VN_MAD 802.10Q OA
Nmsa cdmsnyeckoro ceteBoro yCTpomcTea, kotopoe Oy-
PHYDEV ® yerp P y OA
AeT NOOKITYEHO K MOCTY
Mmsa linux bridge, HasHayaeTcd NO yMOMN4YaHWio
BRIDGE 9 y HET
onebr.<net_id> unu onebr.<vlan_id>
MaoeHTUdrKaLuoHHbIN HoMep cetu VLAN. | OA
VLAN ID byoer creHepupoBaH, €cnM  He yKasaH, a | (ecnu He
AUTOMATIC_VLAN_ID yCTaHaBnuBaeTcs Ha YES AUTOMATIC_VLAN_ID)
Obsa3aTenbHbIN U JoSmkeH ObITb YyCTAaHOBIEH Ha YES, A
AUTOMATIC_ VLAN ID A y A
- - ecnu VLAN_ID onpegeneH (ecnn He VLAN_1ID)
MakcumanbeHbln nepefaBaemMbii MOLYSb  OAHHbIX
MTU . HET
(MTU) ana TernpoBaHHOro nHtepdeinca n mocta
Mpumep
OnpepeneHne cetn 802.1Q
NAME = "hmnet" VN_MAD = "802.1Q"
PHYDEV= "ethQO"

VLAN_ID = 50

BRIDGE= "brhm"

B paHHOM npumepe gpareep NpoBepsaeT Hanmume mocta brhm. Ecnn oH He cyuecTByer,

To Byaet co3gaH. Eth0 Gyaet TermpoBaH (eth0.50) n nogcoeamHeH K brhm.

11.4. Cetn VXLAN

[aHHbIn gpanBep co3gaeT MOCT Ans Kaxaon suptyansHon cetn OpenNebula v nogknto-

yaeT VXLAN-TermpoBaHHbIN ceTeBON MHTEPdENC K MOCTY.
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NpoeHTtndmkauymoHHbin Homep VLAN Oyaet ogmMHakoBbIM Anst BCEX MHTEP(ENCOB B KOH-
KpeTHOW ceTn 1 aBTomMaTu4eckn paccuntbiBatbca OpenNebula. Bo3aMOXHO Takke NpUHYAUTENbHO
yKasaTb 3HadeHne napameTtpa VLAN_ID B wabnoHe BUpTyaribHON CETMW.

Kpome Toro, kaxgas cetb VLAN HasHayaeT rpynnoBon agpec Ans MHKancynaumm TpaHc-
nupoBaHus L2 v rpynnosoro Tpaduka. [JaHHbIM agpec HazHa4yaeTcs No YMONYaHUo uanasoHy
239.0.0.0/8 B cootBetcTBUMM ¢ RFC 2365 (agMMHUCTpATMBHO Ha3HadYaemasd rpynnosas agpecaums
IP). B yactHOoCTM, rpynnoBon agpec nony4vaetca gobasneHnem VLAN _ID K OCHOBHOMY agpecy
239.0.0.0/8.

11.4.1. OCOGEHHOCTU M OrpaHUYeHunsA

[panBep pabotaet co ctaHgapTHbiM UDP-nopTtom cepsepa 8472.

Tpadmk VXLAN HanpaBnaeTca Ha omM3nyecKoe YCTPONCTBO, KOTOPOE MOXET BbITb ycTa-
HoBneHo kak VLAN-TernpoBaHHbI MHTEPKENC, HO B 3TOM Criy4yae Heobxoammo ybeamTbCsa B TOM,

YTO TErMpoBaHHbIN UHTepdeiic ByaeT cosaaH Bpy4HY M3HAYanbHO Ha BCex yanax.

11.4.2. Hactpounka OpenNebula
MoxHO  ykasaTb  HayanbHbih  VLAN _ID nyTem KOPPEeKTUPOBKKU  dhanna

/etc/one/oned. conf:

# VXLAN_IDS: ABTOMATHUECKOE Ha3HAUEHHE HOSHTUPUKALMOHHOIO HOMepa ceTu VXLAN (/
VNI). Hcnonb3yeTcs

# ona cerem vxlan.

# zsanycx: I[lepBuii VNI, KOTOPHH MOXET HCIIOJIL30BATLCSH

VXLAN_IDS = [
START = "2"

[MapameTpbl HACTPOViKK, NPUBEAEHHbIE B Tabnumue MOXXHO OTKOPPEKTMpOBaTb B hanne

/var/lib/one/remotes/vnm/OpenNebulaNetwork.conf.

Tabnuuya 23
MapameTp OnmcaHune
OcHoBHoN rpynnoBon agpec ansa kaxgon cetm VLAN. pynnoson agpec:
vxlan_mc .
- vxlan\_mc + vlan\_id
Bpemsi xun3Hn (TTL) AomkHO OblTb MeHbLUE 1 B MapLUpyTMU3MPYEMbIX MHOIO-
vxlan_ttl
- agpecHbix ceTax (IGMP)
validate vlan id ZZI’?H“;):CM:; Ha true Ansa nposepku, uyto apyrue cetn VLAN He nogcoenmHe-

11.4.3. OnpepneneHue cetu VXLAN
[nsa co3panns cetn VXLAN Heobxoammo 3agatb 3HaAYeHUs, NpMBEAEHHbIE B Tabnvue .
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Tabnunua 24
MapameTp 3Ha4yeHune Ob6s3arenbHbii
VN_MAD vxlan OA
PHYDEV ?gHﬂoi)v:gsffKoro CETEBOroO YCTPOWCTBA, KOTOpoe OyaeT NOoAKIto- A
BRIDGE Mwms linux bridge, Ha3Ha4aeTcs No ymornyaHuio onebr . <net_id> HET

W onebr.<vlan_id>

VIAN ID MpoeHTndunkaumoHHbin Homep cetn VLAN. bygeTt creHepupoBaH, HET
- €Crnv He yKasaH

MakcumanbHbIM nepegaBaemMbin Moaynb gaHHbix (MTU) ana Te-

MTU rMMpoBaHHOIO MHTepdenca n Mmocta HET
Mpumep
Onpegenexne cetn VXLAN
NAME = "vxlan_net"
VN_MAD = "vxlan"

PHYDEV = "ethQO"
VLAN_ID = 50 # optional
BRIDGE = "vxlan50" # optional

B maHHOM npumepe gpariBep npoBepsieT Hannume mocta vxlan50. Ecnv oH He cyule-
CTBYeT, TO ByaeTt co3gaH. eth0 6yaet TermpoBaH (eth0.50) n nogcoeamHeH Kk vxlan50. ethO
MoxeT umeTb 802.1Q TerMpoBaHHbIN MHTEPdENC, eCcnn NpegnonaraeTca n3onmpoBaTb Tpaduk
cetn VXLAN OpenNebula.

11.5. Cetn Open vSwitch

Cetn Open vSwitch cosgatotca Ha 6ase nporpammHoro kommyTtatopa Open vSwitch.

Open vSwitch — nporpaMmHbI MHOTOYPOBHEBLI KOMMYTaTOp, 06ecneyYnBaroLLmMii N3ons-
uuto cetn ¢ nomoulbto ceter VLAN nytem TermpoBaHus noptoB 1 hunstpaumio 6a3oBon cetn ¢
nomotlbto OpenFlow.

Apxutektypa OVS cocTonUT U3 TpeEX OCHOBHbLIX KOMMNOHEHTOB: 6a3bl AaHHbIX, HeNocpea-
CTBEHHO MPOrpaMMHOro KOMMyTaTopa M ynpaBndaoLWero KOHTposnepa. Ha kaxgom u3s pusunye-
CKMX Y3r10B BMECTE C rMnepBM30pOM pacrnonaratoTca cobcTtBeHHble B[ n kommyTatop. 3Tn ABa
KOMMOHEeHTa 06pasyoT OTAENbHO CTOSLNIN KOMMYTaTOp, HE 3HAOLWNI O APYIMX NPOrpamMMHbIX
KOMMyTaTopax Ha cocegHux y3nax.

BHUMAHMWE! [JaHHbIi gpariBep HECOBMECTMM C rpynnaMmm 6e30nacHOCTu.
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11.5.1. Ocob6eHHOCTU KOHhbUrypupoBaHusa

KoHpurypaums sBcex Open vSwitch kommyTaTtopoB, NOPTOB, HACTPOWMKM NOAAEPXKMBAEMbIX
NPOTOKOMOB XpaHATCcA B cobcTBeHHON 6ase aaHHbIXx OVS (OVSDB). B ctaHaapTHON KOHGUrypauum
B OVSDB cywecTsytoT cnegytouine tabnumubi:

- Open_vSwitch — Cxema

- Bridge

- Port

- Interface

- Flow_Table — koHurypaums OpenFlow

- QoS

- Mirror

- Controller — napameTpbl nogkntoyeHus k koHTponnepy OpenFlow

- Manager — koH(urypaums OVSDB

- NetFlow

- SSL

- sFlow

- IPFIX

- Flow_Sample_ Collector_Set

M3Ha4anbHO no4vtn Bce Tabnuubl NyCTbl, Tak Kak KOHdUrypaumsa oTCcyTCTBYeT. YTuUnu-
Ta ovs-vsctl npegocTaBnseT nHTepdenc ansa BHeceHuss nameHeHnn B bBJl. [1na BHeceHusa
M3MEeHeHU ucnonb3yeTcs KomaHga suaa:
$ sudo ovs-vsctl <komaHpa> <Tabinuia> <3anuch> <KJIou=3HaueHHe>

[nsa cosgaHna nporpaMMHOro KommMmyTartopa ¢ UMEHEM ovs—sw0 He0BX04MMO BbINOMHUTL
cnenyroLLyro KomaHay:
$ sudo ovs-vsctl add-br ovs-swO

lNocne nosenseTcs BO3MOXHOCTb noakmntoveHuss BM. IMpu atom BM, nogkntoyeHHble K
ovs-swO0, Byayt paboTatb B n3onmpoBaHHou ceTn. [nga Toro, 4Tobbl NpeaocTaBUTb UM JOCTYN K
BHELLUHEen ceTn, HeobxoaAnMO NOAKIYNTL K ovs—-sw0 B KadecTBe noprta usndeckum nHtepgenc
ethO0, BbINOMIHMB KOMaHAY:
$ sudo ovs-vsctl add-port ovs-swO ethO

[nsa Ttoro 4tobbl paspewnTb NOPTY eth0 NponyckaTtb BO BHELUHIOK CETb Tpaduk n3
onpegeneHHbix VLAN, Heo6xoauMo BbIMOMHUTL KOMaHAY:
$ ovs-vsctl set port eth0 trunks=10,20,30,40,50

Hwxe npegcraBneH CnMcok BapMaHTOB KOMaHA C napameTpamMin Bbi30Ba:

- list <Tabnuupa> <3amnucb>

- find <Tabmnuua> <ycrnosue>

- get <rTabmnuua> <3anuchb> <KIOU=3HaueHue>



130
POLIM.10001-02 95 01

- add <rTabnuuna> <3anuch> <KJU=3HaueHue>

- remove <rTabnuia> <s3aluchk> <KJIOU=3HaueHUe>

- clear <rTabmnuua> <3anuchb> <KIIOU>

- create <rabnuua> <s3anuch> <KJIOU=3HaueHUE>

- destroy <rabmnuna> <3anuchb>

- wait-until <Tabnuia> <3amnuch> <KJIOU=3HaueHUe>

[nsa npocmoTpa 3anucen, NpUCcyTCTBYOLWMX B Tabnuvue, onucbiBatowen nopTbl, BbIMOMHUTb
KomaHAay:
$ sudo ovs-vsctl list port

[ns BbiBoAa cnvcka nopToB, BkNoYeHHbIX B VLAN, He06X04MMO BbINOMAHUTE KOMaHAY:

$ sudo ovs-vsctl find port tag=10

11.5.2. ArperupoBaHue pu3nyeckmx nHTepcencos

[ns noBbIWeEHNSA NPOMYCKHOM CNOCOOHOCTM M YPOBHSA 0TKaszoycTonumeocTn B Open vSwitch
KOMMYyTaToOp MOryT ObITb BKITHOYEHbBI HECKONBKO (PM3NYECKMX NHTepencos ¢ 3a4eNCTBOBAHHOM
Ha Hux arperauuen no npotokony LACP (Link Aggregation Control Protocol). BeinonHsercsa Ha
KaHanbHOM ypOBHe NMyTeM Co3aaHusa oobeanHeHHoro nHtepgenca (Bonding).

[ns co3gaHnsa obbegmMHeEHHOro nHTepdgerica Ha 6ase uranyecknx MHTepdencoB eth n
ethl Heobx04MMO BbINOMHUTE CREAYHLLY0 KOMaHAy:
$ sudo ovs-vsctl add-bond ovs-swO bond0 eth0 ethl

lMocne cneayet BKNOYMTL lacp Ha co3gaHHOM 06begMHEHHOM MHTEpdence:
$ sudo ovs-vsctl set port bond0 lacp=active

Ha aTom HacTponka 0TKa3oyCTOMYNMBOCTU CETEBLIX MHTEP(ENCOB 3aBepLUEHa.

11.5.3. 3epkanMpoBaHue NOPTOB

Open vSwitch no3BonsieT HanpaBnATb KOMUIKO NOTOKa Tpadmka U3 0gHOro UM HECKOMbKNX
NHTepdENCOB B APYron. Tak e OH MOXET OpraHn3oBaTb NepeHarnpasneHne Tpaduka ns Bcen
VLAN B KOHKPETHbI/ NOPT U HAaoBOopPOT. 3epKanmpoBaTbCA MOXET TONbKO BXOAALLMI, TONbKO
ncxogawmm nnm oba tvna Tpadguka. Micnonb3oBaHne Takon BO3MOXHOCTU MO3BOSIUT BECTU KOH-
Tponb ceTeBOro Tpaduka, nepeaasaemoro mexagy BM c uenbio obHapyxeHns (npegynpexaeHus)

KOMMbIOTEPHbIX aTak.

Mpumep
3epkanupoBaHue Tpaduka n3 nHTepdenca vnet2, npuHagnexawero ogHon BM, B
cneunanbHO CO3LI,aHHbIl7I A4 npocnywmBaHn4a nopr mirror0O ¢ TMNOM internal.
$ sudo ovs-vsctl -- set Bridge ovs-sw0 mirrors=@m -- --id=@mirror0 get Port
mirror0 -- --id=@vnet2 get Port vnet2 -- --id=@m create Mirror
name=mymirror select-dst-port=@vnet2 select-src-port=@vnet2

output-port=@mirror0
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KpaTtkoe nosicHeHue:

- —-id=@<uMsa_nepeMeHHOI> — UCMOMb30BaHNE NepeMeHHON;

- set Bridge ovs-sw(O mirrors=@m — co3gaHue 3epkana, Mg 1 napameTpbl KOTO-

pOro rnonyvyarTca U3 NepeMeHHON @m;

- ——id=@mirror0 get Port mirror0 -- --id=@vnet2 get Port vnet2 — B

nepemMeHHble @mirror0, @vnet2 3anuUcbiBalOTCA NOEHTUPUKATOPLI COOTBETCTBYHOLLNX

NnopToOB.

- ——id=@m create Mirror name=mymirror select-dst-port=Q@vnet2
select-src-port=@vnet2 output-port=@mirror0 — B NepemMeHHyl @m

3anucbiBaeTcs naeHTndukaTop Mocta mymirror, KOTOpasa NogCTaBnseTcss B NepBoun

KOMaHAe B NepeMeHHylo @Qm.

C nomoubio tcpdump, 3anyLLEHHOro Ha yane, MOXHO NpocMaTpuBaTth BeCb Tpaduk BM:
$ tcpdump -i mirrorO
Takke MOXHO opraHn3oBaTb peTpaHCrsaunio BCeX NakeTos, npuweawmnx Ha nopt etho

unn ethl Ha nopt eth2:

$ sudo ovs-vsctl -- set Bridge ovs-sw0 mirrors=@m -- --id=QReth0 get Port ethO
-- —-id=@ethl get Port ethl -- --id=@eth2 get Port eth2 -- --id=@m create
Mirror name=mymirror -- select-dst-port=@ethO, @ethl

select-src-port=@ethO0, @ethl output-port=@eth2
rie select-dst-port — 3epkanupoBaHune BXoasLwero Tpaduka Ha nopTel @eth0 n @ethl;
select-src-port — 3epkanupoBaHue ucxoasuero Tpaduka;
output-port — MecTo nepeHanpasneHusa Tpaduka.
,D,.I'Iﬂ OTMEHbI 3epKarinpoBaHuA BbIMNONMHUTbL KOMaHOY:

$ sudo ovs-vsctl remove Bridge ovs-sw0 mirrors mymirror

11.5.4. Hactponka OpenNebula

3HayeHne VLAN_ID pacCyYMTbiBaeTCss B COOTBETCTBMM C MapamMeTPOM HaCTPOWNKU
oned.conf:
# VLAN_IDS: Iyn VLAN ID gy aBTOMATHUECKOr'O Hal3HaueHus VLAN ID. [aHHHE Oy

# npepmHaszHaueH nOnsa cered 802.1Q (Open vSwitch u gppamiBepmr 802.1Q).

VLAN_IDS = [
START = "2",
RESERVED = "0, 1, 4095"
]
MN3ameHeHnem gaHHoro napamMmeTtpa MOXHO 3apesepBupoBaTtb HekoTopble ceTn VLAN, n

OHM He ByayT Ha3HavaTbCs BUpTYyarnbHoW ceTn. MOXHO Takke ykasaTb nepBbii HOMep VLAN_ID.
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Mpw co3gaHmm HoBow n3onmnpoBaHHon cetn OpenNebula HaxoguT cBo6oaHbIM HOMEP VLAN ID
n3 nyna VLAN. 3701 nyn asndaetca rnobanbHbIM, a Takke COBMECTHO UCMONb3yeTcs C CETEBbLIM
pexunmom 802.1Q VLAN.

B dpanne /var/lib/one/remotes/vnm/OpenNebulaNetwork.conf MOXHO OTKOp-
peKkTMpoBaTb NnapameTp HaACTPOWKU arp cache_poisoning, OTBeYawOLWMA 3a MOAKNKOYEHME
npasuna npegorepaleHnsa nameHeHns kawa ARP (ARP Cache Poisoning).

BHUMAHUE! Heo6xoanmo BbINONHUTE KOMaHAy onehost sync Ans npumeHeHust dan-

J1a KO BCEM Ya3J1aM.

11.5.5. OnpepeneHue cetn Open vSwitch
[nsa cosganus cetn Open vSwitch HeobxoamMmo 3agaTth 3Ha4YeHUd, NpuBeaeHHbIe B Tabnn-

ue 25|

Tabnuuya 25
MapameTp 3Ha4yeHne Ob6sa3artenbHbii
VN_MAD ovswitch OA
Nmsa nepekntoyatena Open vSwitch, KOTOpbI AOIKEH NCNOMNb30-
BRIDGE P P » KoTopeM A 0A
BaTbCH
NpeHTndunkaymoHHbin Homep cetn VLAN. Byaet creHepupoBaH
VLAN_ID a ¢pukayy P ya pup | HET
€CInn He ykasaH
Mpumep

OnpepneneHns cetn Open vSwitch
NAME = "ovswitch net" VN_MAD = "ovswitch"
BRIDGE = vbrl
VLAN_ID = 50 # optional

11.5.6. MHorokaHanbHble ceTu VLAN (VLAN TpaHKUHr)
VLAN TpaHKunHr nogaepxmBaetca nytem gobasneHust tera VLAN_TAGGED_ID: K ane-
MeHTYy NIC B wabnoHe BM unu wabnoHe BupTyanbHon ceTu. Ter No3BOnsieT ykasaTb AnanasoH

ceten VLAN, nognexaiwunn TermposaHuto, Harnpumep, 1,10, 30, 32.

11.5.7. NMpaBuna OpenFlow
11.5.7.1. MAC-cnyduHr
[aHHble NpaBuna npeaoTBpaLlaloT Bbixod Ntoboro Tpaduka ¢ nopta, ecnv 6bin U3MeHeH

MAC-agpec.

Mpumep
in port=<PORT>,dl src=<MAC>,priority=40000,actions=normal
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in_port=<PORT>,priority=39000, actions=normal

11.5.7.2. IP-3axBat

[aHHble npaBuna npegoTepaLLaoT Bbixod noboro Tpaduka ¢ nopta ansa IPv4, ecnv He

HacTpoeH IP-agpec ana BM.

Mpumep
in port=<PORT>, arp,dl src=<MAC>priority=45000,actions=drop

in_port=<PORT>, arp,dl_src=<MAC>,nw_src=<IP>,priority=46000, actions=normal

11.5.7.3. YepHble nopThl

anMeHﬂeTCﬂ OOHO NpaBUITo Ha NOPT.

Mpumep
tcp,dl_dst=<MAC>, tp_dst=<PORT>, actions=drop

11.5.7.4. ICMP-urHopupoBaHue

C nomoLlblo JaHHON HACTPOMKM MOXHO, Hanpumep, 3abnokuposaTb ping-3anpocskl kK BM.

Mpumep
icmp, dl_dst=<MAC>, actions=drop
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12. MATA3UH MPUNOXEHUA

MarasuH npunoXeHun BbICTYNaeT B pOnn yaaneHHoro xpaHnunuwa npunoxerHunn MK CB.

MpunoxeHue — 3710 nornyeckoe ob6beauHeHne obpasa Aucka u WwabnoHa BUPTYanbHOM MaLUUHBbI.
12.1. TpeboBaHusa

Mpn ncnonb3oBaHUM MarasmHa NPUOXKEHUA OOIMKHbI ObiTb cobntoaeHbl creayrolme
TpeboBaHus:

1) B Ka4yecTBe MarasvHa NpUNoXKeHUN MOXHO UCMOoNb30BaTh Ntobon y3en, kpome PpoH-

TanbHon mawuHbl OpenNebula;

2) Ha y3ne, KOTOpbIn By4eT MCnonb30BaTbCA B KAYECTBE MarasnHa NpunoXXeHUn, 4OmKeH

OblTb YCTAHOBIEH NakeT apache?.

12.2. YctaHOBKa U HacTpoMKa Mara3mHa NpuUsIoXXKeHUn

Ha dpoHTansHon mawumHe OpenNebula HeobxogMmo  yCcTaHOBUTbL  NaKeT
brest-marketplace, BbINOMHUB B TEPMUHAIE KOMaHay:
sudo apt install brest-marketplace

[na nepBoHa4yaribHOM HACTPOMKN U/MNN NOOKNIOYEHUST MarasvHa NpUnoXXeHns Heobxoau-
MO 3anyCTuUTb MacTep HaCTPOWKW, BbIMOMHMB B TEPMUHANE KOMaHAay:
sudo brest-marketplace-configure

Bo Bpemsi paboTbl MacTepa HacTponkn HeobxoamMmo ykasaTb |IP-agpec (nonHoe goMeHHoe
nUM$) y3na, BbICTyNaroLWwero B poniv MarasnHa NpunoXeHun, UMsi MarasuHa nNpunoXeHun u pexmm
poctyna. [locTyn K MarasuHy NpunoXxXeHun BO3MOXEH B ABYX pPeXnmax:

1) «[ocTyn Ha ynpaeneHue» — no3eonset 4obaBnaTtb, yaanaTb U CKaunBaTb NPUNOXKEHNS;

2) «OTKa3s oT gocTyna» — No3BOMSET TOMbKO CKaYMBaTb MPUIOXKEHUS.

BHUMAHMUE! [Mpn nepBoHa4anbHOM HACTPOMKE MarasumHa NpUoXeHnn Heobxoanumo
BblOpaTb pexunm «[ocTyn Ha ynpaBneHuey.

K ogHOMYy MarasunHy nNpumnoXeHuin MOXXHO NoaknioumTb Heckornbko MK CB, npu aTom pexnm
«[JocTyn Ha ynpaBneHne» MoxeT uMeTb Tonbko oauH MK CB. [na nameHeHnsa pexmnma gocrtyna
HeobXxo4MMO NOBTOPHO 3anyCTUTb MacTep HACTPOWMKU brest-marketplace-configure Ha
dpoHTanbHon mawmHe Toro MK CB, ans KoToporo He06XO0ANMO N3MEHUTb PEXMM LOCTYyna.

Mo okoH4YaHuK paboTbl MacTepa HacTponkn B web-uHtepcernce OpenNebula nosiButca

MHpopmaunsa o gobaBneHHOM MarasvHe NpunoxeHun (cMm. puc. |59).
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& brestadmin @ OpenNebula
MarasuHbl I'IpHﬂO)KEHHﬁ
ID v HassaHue Bnapgeney Mpynna MponsBoAMTENbHOCTb MpunoxeHnA Opaisep 3oHa

[ 101 brestmarket  oneadmin brestadmins OKB/- 2 brest OpenMebula ]

o

upepNebuIa oneadmin brestadmins OKB/- g one OpenMebula

Public

10 v [lokasaHbl anemenTel cnnckac 1 no 2ua 2 1
2 scero
Puc. 59

Cospatb NPUNoOXeHune n nobaBnTb ero B MarasuH I'Ipl/lJ'IO)KGHI/II7I MOXHO UCIOJ1b3YyA o6pa3

Aavcka u3 xpaHunuwa OpenNebula nnm umetoLLyocs BUPTyanbHYH MaLUyHY.

12.3.1. Co3paHue
OpenNebula

NPUIOXeHunA,

ucnonb3ys

obpa3 pAaucka

M3 XpaHunuwa

[na Toro 4yTOObI CO3aaTb NpUNoXeHne n nob6aBnTb €ro B MarasuH I'Ipl/lJ'IO)KGHVIVI, Heobxo-

ANMO:

1) B web-nntepgerice OpenNebula Bo Bknagke «[MpunoxeHusi» HaxaTb Ha KHOMKY [+]

(cm. puc. [60);

WHg. naHene
3ksemnnapel BM
La6noxel
XpaHunuwe
Xpanunuiwa
O6pasel BM

Dannbl

nEmEkeN

PesepBHble KOMKKM E

MarasuHb! NPANoX

MpunoxeHnsa

Ba

ID v HazBaume Bnageney,

10 ¥ Cnucok mycT

pynna Paamep

Puc. 60

CocToAHne

& brestadmin @ OpenNebula

Bpema perncTpaumm PbiHOK 3oHa

2) Ha OTKpbIBLUElCS cTpaHuue (cM. puc. [61) BeINONHUTL cnedytolwme AencTBus:

- B none «HaseaHne» 3agaTb HAaMMeHOBaHUE NPUITOXXEeHUA;

- BblOpaTb 06pa3 ans co3gaHns NPUIOXEHNS;

- BblbpaTb MarasuH MpUIIOXeHU, B KOTOPbIN Heobxoaumo gobaBuTb Cco3gaHHOE
NPUNoXeHue;
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- HaxaTb Ha kHonky [Co3aaTthb].

WHg. naHenb
3usemnnaps BM
Lia6notbl
XpaHunuwe

5 Xpatunumwa

& 06pasel BM

B ®aiino

B Pesepenbie konuu
™ MarasuHbl NpUnom

£3 Mpunomenna

CeTb

WndpacTpykTypa

Cucrema

HacTpoiku

CosfaTb NpuioXeHWe B MarasmHe ﬂpHﬂO}KEHHﬁ

MacTep HaCTPOHKH

& brestadmin @ OpenNebula

PacWwMpeHHsIR

O e )

HassaHne

[example_app ]

anucaHne Bepcua

BbiGepuTe 06pa3 Ana coaganna Npunoxenua

Bbl BEIGPaNK CNEQYOWWA 06pas: o

ID , HazsaHwe Bnapeney Fpynna Xpanunuuge Pazmep Tun

Crartyc Kon-so BM

[ 0 examle brestadmin brestadmins  default 24MB ac

roToBO 0 ]

10 v [MoKa3aHel 3nemeHTel cnuckac 1 no 1 sl

BblsEpHTE MarasuH I'Ipll.ﬂﬂ)l(EHIlﬁ ANA co3faHWA NPHNOKEHHA

Bbl BEIGpaNM CReOYIOWMIA MarasuH NpUACHEHMA: ~
L
brestmarket

ID v Ha3zeauue Bnapeney, pynna MNpoH3BOANTENLHOCTE

MpunoxeHna

3oHa

Dpaieep

[101 brestmarket  oneadmin

brestadmins OKB/-

brest OpenNebula ]

OpenMebula

) oneadmin brestadmins QKB/-
Public

10 + [oka3aHel anemeHTei cnnckac 1 no 2 ua 2

Puc. 61

ane OpenMebula

CosgaHHoe npunoxeHune dyaet otobpaxeHo B web-nHtepdence OpenNebula Bo Bknagke

«Mpunoxenus» (cm. puc. [62).

WHg. naHene
Jusemnnapel BM
LLaénoHe!

KpaHunuuwe

B Xpanunuwa
OGpasel BM
ailnbl

PesepBHble KONuK E
MarasuHbl MpUAoKH

&3 Npunoxenus

& brestad @ OpenNeb

MpunoxeHua
(+] 2 (=]

|:| ID  HazeaHwe Bnapeney, Mpynna Pazmep CocToAHKe Bpema PbIHOK 3oHa

PerueT paLun

— 21/07/2021
[l_l 5 example_app onsadmin brestadmins  24MB [OTOBO 1?;48-12 9 brestmarket OpenNebuIa]

0 + [loka3aHel 3nemeHTel cnckac 1 no 1 u3l 1

1 scero
Puc. 62

MpnumeyvaHne. lNocne co3gaHnsa 1 3aBepLUEHUS 3arpy3ku rnpurioxxeHnda B mara3vH



137
POLIM.10001-02 95 01

NPUNOXEHNN OHO UCYE3HET N3 web-nHTepgenca n B Te4eHNN OAHON MUHYTLI MOSIBUTCS.

12.3.2. Co3paHue NpuUnoXeHns, UCNOSb3ys UMEIOLYIOCA BUPTYyasibHY0 MallUHY

[na Toro 4yTObObI CO3aaTb NnpuoXeHne n nob6aBnTb €ro B MarasuH I'IpVIJ'IO)KGHVIVI, Heobxo-
OnMo B TepMUHane BbINMOJIHUTbL KOMaHAy:

sudo one-vmtomarket {id_vm} {id_market} {app_name}
rae  {id_vm} — ID BupTyansHON MalUUHbI;
{id_market} — ID marasnHa npunoxeHuu;
{app_name} — HanMeHoOBaHMe NPUNoOXeHus (He o6s13aTeNbHO).

BHUMAHMUE! BupTyanbHaa MalunHa JosmKkHa cogepkaTb TONbKO OANH ANCK N HAXOAUTLCA
B BbIKITFOYEHHOM COCTOSIHUW.

Mpumep
CospaHne npunoxeHnus «test app» n3 BM ¢ ngeHtndpumkaropom «1» n gpobasneHme ero B
MarasuH NpunoXxeHun ¢ naeHtTudukaropm «101»:

sudo one-vmtomarket 1 101 "test app"

CosgaHHoe npunoxeHune byaet otobpaxkeHo B web-nHtepdence OpenNebula Bo Bknagke
«Mpunoxexusi» (cMm. puc. [63).

& brestadmin @ OpenNebula
MpunoxeHua

Wrg. naHenb H -

3k3semnnapel BM

LLiaGnotbl Bpema

ID , Hazpauwe Bnageney Mpynna Paamep CocToAHHe PbIHOK 3oHa
perncTpaumMn
KpaHunuwe
. . . 21/07/2027
& Xpanunmwa 10 testapp oneadmin brestadmins 24MBE FOTOBO 201536 brestmarket Openiebula
Sl
-{B O6pasul BM
[ 10 v [loKasaHel sneMedTeicnnckac 1 no 1 ual 1
B Paino
B FesepBrbie Konuu
™ Marasutel NpUACHI 1 Bcero

Puc. 63
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13. MOHUTOPUHI U YYHET

13.1. MOHUTOPUHr

B OpenNebula ncnonbsyetca pacnpegeneHHas nogcucrema MoHutTopuHra. Cepsuc nog-
CUCTEMbI MOHUTOPUHIa collectd BbINOMHAETCHA HA PPOHTASNIbHOM MalUMHE U NepexBaTbiBaeT
UDP-coeaguHeHnsa oT y3noB Ha nopte 4124.

BHUMAHMUE! MexceTeBon akpaH (hpOHTaNbHOM MaLUMHbI AOSMKEH paspeLuaTth NofnyyYeHne
UDP-nakeToB ¢ y3noB no nopty 4124.

Mpu nepsBuyHOM 3anycke cuctembl MOHUTOpMHra OpenNebula nogkntovaeTcs K y3ny ¢
NOMOLLbIO SsSh 1 3anyckaeT Ha HEM CepBUC, KOTOPbIN BbIMOMHAET TECTbI U 3aTeM OTChIflaeT cobpaH-
Hble JaHHble cepBUCy collectd Ha bpoHTanbHOM MawmHe. VIHTepBan nepefayn cobpaHHbIX
AaHHbIX B CeKyHOax onpegensercs onumen -i B collectd IM_MAD. [lpn 3TOM cucteme Mo-
HUTOPUHra He TpebyeTcHa BbINONHATL HOBble Ssh-coeguMHeHus Ans nonyyeHus AaHHbix. Cxema

paboTbl CMCTEMbI MOHUTOPUHIA NpuBeaeHa Ha puc. [64]

r ™
flapo OpenNebula (oned)
— _J
A
I In memory (pipe) communication
IM driver )
| KVM-Xen J [ Collectd |

———» Async UDP messages (push)

- 5
: T O ——» Start probe to periodically send
: monitor data (pull - ssh)

Y

®poHTanbHan
MallHa

Puc. 64

B cnyyae octaHOBKM cepBuca Ha kakoM-nnbo mns yanos, OpenNebula nepectaHeT nony-

4yaTb AAaHHbIE MOHUTOPUHIA U C MOMOLLbIO ssh nepesanycTtmut cepBnc Ha JaHHOM Yyane.

13.1.1. KoHdwmrypaumsa OpenNebula
13.1.1.1. NoaknioyeHne gpanBepa MOHUTOPUHra
[na nogknioyeHns nogcuctemMbl MOHUTOPUHIa B (panne /etc/one/oned.conf gn4d

KVM pomnxeH 6bITb BKMOYeH ApariBep collectd. OnucaHne napameTpoB AparviBepa npuBeaeHO

B[B.3.4l

# HacTpomnka pucneruepa gpanBepoB uHopmanuu UDP-nporankuBanus KVM
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# -r KOJIMUECTBO IOIHTOK IIPp¥ MOHHTOPHHI'€ Y3Jia

# -t KoyMUecTBO NIOTOKOB, T.e&., YB3JIOB, KOHTPOJIUPYEMEX ONHOBPEMEHHO

IM MAD = |

NAME = "kvm",

SUNSTONE_NAME = "KVM",

EXECUTABLE = "one_im_ssh",

ARGUMENTS = "-r 3 -t 15 kvm" ]
-

13.1.1.2. NapameTpbl HACTPOMUKMN MOHUTOPUHra
OpenNebula nossonsaetr HacTpouTb obLiee noBeaeHWe BCEW CUCTEMblI MOHUTOPUHIa

“cnonb3ys NapaMeTpbl, NpuBeaeHHbIE B Tabnuue [26]

Tabnuuya 26
MapameTp Onmcanune
MONITORING_INTERVAL Bpemsa B cekyHaax Mexay unknamm MoHuTopuHra yana n BM. [JormkHO
ObITb BonbLue, Yem Bpemsa uukna push moHutopuHra (cm. (13.1.1.1)
HOST PER_INTERVAL KonuyecTtBo y3noB, KOHTPONMPYEMbIX B KaXObIi UHTEpBar BpeMEHM

13.1.2. OT4yeT CUCTEMbI MOHUTOPUHra
Kaxgbln uvHTEpBan BpPEeMEHW, 3adaHHblA  onuuen monitoring push_cycle,

OpenNebula nony4yaeT gaHHble MOHUTOPKMHIa No kaxaon BM u yany.

Mpumep
Tue May 24 16:21:47 2016 [ZO][InM][D]: Host thost087 (0) successfully monitored.
Tue May 24 16:21:47 2016 [ZO][VMM][D]: VM 0 successfully monitored: STATE=a
CPU=0.0 MEMORY=113404 NETRX=648 NETTX=398
Tue May 24 16:22:07 2016 [Z0][InM][D]: Host thost087 (0) successfully monitored.
Tue May 24 16:22:07 2016 [Z0O][VMM][D]: VM 0 successfully monitored: STATE=a
CPU=0.0 MEMORY=113516 NETRX=648 NETTX=468
Tue May 24 16:22:11 2016 [ZO][VMM][D]: VM 0 successfully monitored:
DISK SIZE=[ID=0, SIZE=27] DISK SIZE=[ID=1,SIZE=1]
Tue May 24 16:22:27 2016 [Z0][InM][D]: Host thost087 (0) successfully monitored.
Tue May 24 16:22:27 2016 [Z0][VMM][D]: VM 0 successfully monitored: STATE=a
CPU=0.0 MEMORY=113544 NETRX=648 NETTX=468

Mpun 3TOM ecnu B oned . 1og BbINOMHAETCA NEPUOANYECKUIA aKTUBHbBIA MOHUTOPVHT yana
KaXkabli UHTepBarn BPeMEHW, 3afaHHbli NapamMeTpoM MONITORING INTERVAL, TO MOHUTOPUHI

paboTaeTr HEKOPPEKTHO.
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Mpnumep
Tue May 24 16:24:23 2016 [Z0][InM][D]: Monitoring host thost087 (0)
Tue May 24 16:25:23 2016 [Z0][InM][D]: Monitoring host thost087 (0)
Tue May 24 16:26:23 2016 [Z0][InM][D]: Monitoring host thost087 (0)

13.1.3. Hactpo#ka n pacwumpeHue

13.1.3.1. KoppeKkTupoBKa UHTepBaroB MOHUTOPUHra

[nsa TouHoW HacTponku cuctembl MmoHnTopuHra OpenNebula Heobxoanmo oTKoppeKkTu-
poBaTb ONuuio —i PyHKUMKM collectd IM_MAD (umkn push moHuTopuHra). B pabote cucremsl
MOHUTOPUHIra MOryT npoucxogutb cbou M3-3a HegoCTaTOMHOM MPONYCKHOW crnocobHocTtn B[.
OpenNebula 3anuceiBaet B B[] 4aHHbIE MOHUTOPUHIA 06bemoM NpnbnuantTensHo 4 Kb ons kax-
non BM. Mpu 6onbwom konuyectse BM 1 kopoTkom uukne push moHntopuHra OpenNebula He
CMOXET 3anucaTtb Takon oobem JaHHbIX B B/.

13.1.3.2. TecTbl

TecTbl (probes) npegcraBnsaoT cobon cneumnanbHble NporpaMmmbl, KOTopble obecneymn-
BalOT MOSTy4YeHMEe KOHTPOSIbHbBIX NoKasaTenen MOHUTOpPUHra. TecTbl onpeaensaiTca ANs Kaxaoro
rmnepeu3opa U HaxoaAaTcsd no agpecy /var/lib/one/remotes/im/kvm-probes.d.

HeobxoanMo BbINOMHATL CUHXPOHU3ALMI0O TECTOB MOHUTOPUHIA Ha y3nax C NOMOLLbIO

KOMaHgbl onehost sync.
13.2. YyeT ncnonb3osaHua BM

WNHCTpyMeHT ans BeAeHUsi y4eTa no3BonsieT nonyyaTtb AaHHble OT rMnepeusopa o notTpeb-

NNeHnn pecypcoB BMUPTYyalibHbIX MaLlLUWUH.

13.2.1. Nony4eHne nHdopmauum o notpedbneHnn pecypcoB ¢ nomouwbo CLI
[ns BbiBOAA MHOpMauun o NoTpebrneHnn pecypcoB BUPTYarbHbIX MaLLUMH UCMOSMb3YeTCs

koMaHAa oneacct. OnucaHve napameTpoB KOMaHAbl NpuBeaeHo B Tabnuue [27]

Tabnuuya 27
MapameTp Onucanne

-s, --start TIME lMNpenoctaBnTb MHGOPMaLMIO 3a Nepuog Nnocre ykasaHHOW AaTbl.
MoxeT ncnonb3oBaTbCA COBMECTHO C KOMaHAoOW —e, --end TIME

-e, --end TIME MpepocTtaBuTb MHGOPMaLMIO 3a Nepuoa o ykasaHHon aatbl. MoxeT
MCNonb3oBaTbCH COBMECTHO C KOMaHAoW -s, —--start TIME

-u, --userfilter user msa unu nageHtndgukatop nonb3osatend Ansa punstpaumm npeno-
cTaBnsieMon nHpopmarmm

-g, —--group group Wms nnu ngeHtudpmkatop rpynnel 4na punstpauum npegocrasnge-
MO MHopMaLmnm

-H, --host HOST Uma nnun ngeHtndmrkatop ysna ana ounsrpaumm npegocrasnsemMon
MHdopMaLuu




141
POLIM.10001-02 95 01

OkoHyaHue mabnuusi 27

MapameTp Onuncanune

--xpath XPATH_EXPRESSION | BuipaxeHune Xpath Ana dpunstpaummn npegocrasnsemon nHgpopma-
umn. Hanpumep, oneacct --xpath HISTORY[ETIME>O0]’

-x, --xml MpepoctasuTb MHGOPMaLMO B popmaTte xml

-j, --Json MpepoctaBsnTb MHGOPMaLMO B opmaTte json

--split BbiBecTn nHdopmaumto B Tabnumue otaenbHO Ans kaxgon BM

-v, —--verbose 3anyctutb B pexxume Verbose

-h, --help BbiBeCTM onucaHne napamMeTpoB KOMaHAbI

-V, --version OT06pa3uTb Bepcuo 1 nHpopmauunio o6 aBTOPCKMX nNpaBax

--describe BbiBecTn onncaHne ctonbuos

-1, --list x,y,z BbibpaTb cTonbubl Ansi OTOOpa)eHUs1 NpU BbIMONIHEHMN NepPeYHs
KoMaHA

--Ccsv BbiBecTn Tabnuvubl B oopmaTe csv

—--user name Mmsa nonb3oBatena ans nogkntodeHuns k OpenNebula

--password password Maponb nonb3oBatens gns ayteHtudukauum B OpenNebula

--endpoint endpoint URL-agpec OpenNebula XML-RPC front-end

Hata 3anucbiBaetca B @dopmate month/day/year hour:minute:second
(mecsau/oeHb/roq 4ac:MuHyTa:cekyHga), nubéo B nobom OpyroMm aHanorMyHom dopmare,
Hanpumep, month/day hour:minute (Mecsu/geHb Yac:MUHYTA).

[nsa BHegpeHUs 4aHHOro MHCTPYMEHTa B ApYyrne CUCTEMbl MOTYT UCMNOSIb30BaTbCA MET-
Kn -j, -x UnNn --csv, obecneymsarLne BbIBOA MHPOpMaLMM B NPOCTOM MaLUMHOYUTAEMOM
dopwmare.

C nomMoLbo KOMaHAbl oneacct MOXHO OTOOPa3nTb COXPaHEHHbIE 3anncu A58 OTAeNbHON
BM. Ina ogHon BM MOXHO nony4mTb 3anncu 0 NnoTpebneHnm pecypcoB Afis Kaxaoro 4encTeums
nepemeLleHns/octaHoBkN. HoBas 3anuck Takke Byaet cosgaHa B cnyyae M3MeHeHusa pasmepa
U NOAKNIOYEHNS Jucka/ceTeBon KapThbl.

Kaxkgasi 3anucb cogepXxuT nomnHyo nHgopmauuto o BM, Bkntovasa ee KOHTPOSbHYH UH-
dopmauuio. Mo ymonyaHuio oT4eThl CO34aKTCA TONBbKO O NOTPebneHnn ceTeBbiX pecypcoB. bonee
nogpobHas nHdopmaumsa npmeegeHa B|(13.2.3]

Mpun punsTpayum pesynsratoB ¢ NOMOLLLIO NapaMeTpoB —s (Ha4yano nepuoaa otyerta)
n/mnun —e (OKOH4YaHWe Nepuoaa oTyeTa) OTobpaXKalTCs BCe 3anMcn B XPOHOOrM4eckoM Nopsiake,

KOTOpble ObiNy akTUBHbI B 3a4aHHbIA NEpUOS BPEMEHM.

Mpumep
3anpoc nHgopmauyum o BM, pabortaswen ¢ 1 masa no 1 noHs
$ sudo oneacct -s 05/01 -e 06/01
Showing active history records from 2016-05-01 00:00:00 +0200 to 2016-06-02
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00:00:00
+0200

# User 0

B npuBegeHHOM Bbille npumepe B 3anucu bygeTt oTobpaxeHa nonHas UCTopus, a Takke
obLlee noTpebneHne ceTeBblX pecypcoB. byayT oTobpaxeHbl AaHHbIE O NOTPEBNeHNN TOMbKO 3a
MaMn.

Takke HeobxoaAnMMOo MMETb B BUAY, YTO aKTUBHbIE XPOHOMOrMYeckn 3anmcn ¢ END_TIME
OBHOBNAKT CBOK KOHTPOSMbHYK MHMOpMaLMo npu Kaxaom MoHuTopuHre BM. Ecnn BM 6bi-
na OTKIloYeHa, nepemelleHa unm octaHosrneHa, END_TIME ycTaHasnueaeTcs, n cobupaemas
KOHTpOrbHasa nHopMaums 3amopaxusaetcs. OKOHYaTenbHble 3Ha4YeHUs1 OTpaxatoT obLme pe-

3ynbTaThl Ansi CyMMapHbIX aTpubyToB, HanpuMmep, NETRX/NETTX.

Mpumep

lMonyyeHne Bcen MmeroLLen y4eTHON HGopMaLnm
VID HOSTNAME ACTION REAS START_TIME END_TIME MEMORY CPU
NETRX NETTX  DISK

13 host01 nic-attach user 05/17 17:10:57 05/17 17:12:48 256M 0.1
19.2K 15.4K 8G

13 host01 nic-detach user 05/17 17:12:48 05/17 17:13:48 256M 0.1
36.9K 25K 8G
13 host01 nic-attach user 05/17 17:13:48 05/17 17:14:54 256M 0.1

51.2K 36.4K 8G

13 host01 nic-detach user 05/17 17:14:54 05/17 17:17:19 256M 0.1
79.8K 61.7K 8G

13 host01 nic-attach user 05/17 17:17:19 05/17 17:17:27 256M 0.1
79.8K 61.7K 8G

13 host01 terminate-hard user 05/17 17:17:27 05/17 17:37:52 256M 0.1
124.6K 85.9K 8G

14 host02 nic-attach user 05/17 17:38:16 05/17 17:40:00 256M 0.1
16.5K 13.2K 8G
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14 host02 poweroff user 05/17 17:40:00 05/17 17:53:40 256M 0.

38.3K 18.8K 8G

1

14 host02 terminate-hard user 05/17 17:55:55 05/18 14:54:19 256M 0.1
1M 27.3K 8G
OnuvcaHue 3HaveHn cTonGLOB M3 NpuMepa npusedeHo B Tabnuue [28]
Tabnuua 28
Cronbel, OnucaHuve
VID VpoeHTndmrkaTop BUPTYanbHOW MalUnHbI
HOSTNAME Uma yana
ACTION [encteme BUpTyanbHOMW MaLUUHbI, HA OCHOBaHMM KOTOPOro co3gaHa HoBas
3an1cb
REASON MpuynHa nameHeHnsa coctosiHua BM:
- none: BM go cux nop pabortaer;
- error: BO3HUKHOBEHME owndku BM;
- user: gencrteme BM, nHmummpoBaHHoe nonb3oBaTenem
START TIME Bpemsa Havana
END_TIME Bpems okoH4aHus
MEMORY BblaeneHHas namatb. ATO 3anpolleHHas namaTb, a He noTpebnsemas
CPU Uucno UIM. 3T1o 3anpoweHHoe konnyecTtso pasgensemblx LM yana, a He
notpebnexne LI
NETRX [aHHble, nony4eHHble Mo ceTu
NETTX [aHHble, OTNpaBneHHbIE MO CeTh
Mpumep

MonyyeHne y4eTHOM MHpOpMaUMK ONa onpegeneHHoro nonb3oBaTens

$ oneacct -u 0 --split

# User 0

VID HOSTNAME ACTION REAS START_TIME END_TIME MEMORY CPU
NETRX NETTX DISK

12 host01 05/09 19:20:42 19:35:23 1

29.8M 638.8K 0K

VID HOSTNAME ACTION REAS START_TIME END_TIME MEMORY CPU
NETRX NETTX DISK
14 host02 17:38:16
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16.5K 8G
14 host02
38.3K 8G

14 host02

8G
VID HOSTNAME ACTION REAS START_TIME END_TIME MEMORY CPU
NETRX NETTX DISK
29 host02 none none 05/27 17:09:28 - 256M 1
2.4M 1.3K 10G

Ecnun ucnonb3ayetcs napameTp —-csv Ans BbiBoga B popmaTe CSV, To Oyaet oTobpaxeH

3arofloBOK C Ha3BaHMEM KaXkaoro ctonoua, a 3aTemM JaHHble.

Mpumep

$ oneacct --csv

UID,VID, HOSTNAME, ACTION, REASON, START TIME, END TIME,MEMORY, CPU,NETRX,NETTX, DISK

0,12,host01, none,user,05/09 19:20:42,05/09 19:35:23,1024M,1,29.8M, 638.8K, 0K

0,13,host01,nic-attach,user,05/17 17:10:57,05/17 17:12:48,256M,0.1,19.2K,15.4K,
8G

0,13,host01,nic-detach,user,05/17 17:12:48,05/17 17:13:48,256M,0.1,36.9K, 25K, 8G

0,13,host01,nic-attach,user,05/17 17:13:48,05/17 17:14:54,256M,0.1,51.2K, 36.4K,
8G

0,13,host01,nic-detach,user,05/17 17:14:54,05/17 17:17:19,256M,0.1,79.8K, 61.7K,
8G

0,13,host01,nic-attach,user,05/17 17:17:19,05/17 17:17:27,256M,0.1,79.8K, 61.7K,
8G

0,13,host01, terminate-hard, user,05/17 17:17:27,05/17 17:37:52,256M,0.1,124.6K,
85.9K, 8G

0,14,host02,nic-attach,user,05/17 17:38:16,05/17 17:40:00,256M,0.1,16.5K,13.2K,
8G

0,14,host01, poweroff,user,05/17 17:40:00,05/17 17:53:40,256M,0.1,38.3K,18.8K, 8G

0,14,host02, terminate-hard, user,05/17 17:55:55,05/18 14:54:19,256M,0.1,1M,27.3K,
8G

0,29,host02,none,none, 05/2717:09:28,-,256M,1,2.4M,1.3K,10G

Ecnu ncnonbsyetca napameTp -x, To 6yaeT BbiBeaeH XML-hann, KoTopbin onpeaeneH

xsd.

Mpumep

<?xml version="1.0" encoding="UTF-8"?>
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<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified"
targetNamespace="http://opennebula.org/XMLSchema"
xmlns="http://opennebula.org/

XMLSchema">

<xs:element name="HISTORY_ RECORDS">
<xs:complexType>
<xs:sequence maxOccurs="1" minOccurs="1">
<xs:element ref="HISTORY" maxOccurs="unbounded" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

</xs:element>

<xs:element name="HISTORY">

<xs:complexType>

<xs:sequence>
<xs:element name="0OID" type="xs:integer"/>
<xs:element name="SEQ" type="xs:integer"/>
<xs:element name="HOSTNAME" type="xs:string"/>
<xs:element name="HID" type="xs:integer"/>
<xs:element name="CID" type="xs:integer"/>
<xs:element name="STIME" type="xs:integer"/>
<xs:element name="ETIME" type="xs:integer"/>
<xs:element name="VM_MAD" type="xs:string"/>
<xs:element name="TM MAD" type="xs:string"/>
<xs:element name="DS_ID" type="xs:integer"/>
<xs:element name="PSTIME" type="xs:integer"/>
<xs:element name="PETIME" type="xs:integer"/>
<xs:element name="RSTIME" type="xs:integer"/>
<xs:element name="RETIME" type="xs:integer"/>
<xs:element name="ESTIME" type="xs:integer"/>

<xs:element name="EETIME" type="xs:integer"/>

<!-— REASON values:
NONE = 0 History record is not closed yet

ERROR = 1 History record was closed because of an error
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USER = 2 History record was closed because of a user action
-——>

<xs:element name="REASON" type="xs:integer"/>

<!-- ACTION values:
NONE_ACTION =0
MIGRATE_ACTION =1
LIVE_MIGRATE_ACTION =2
SHUTDOWN_ACTION =3
SHUTDOWN_HARD_ACTION =4
UNDEPLOY_ACTION =5
UNDEPLOY_HARD_ACTION =6
HOLD_ACTION =7
RELEASE_ACTION =8
STOP_ACTION =9
SUSPEND_ACTION =10
RESUME_ACTION =11
BOOT_ACTION =12
DELETE_ACTION =13
DELETE_RECREATE_ACTION =14
REBOOT_ACTION =15
REBOOT HARD ACTION =16
RESCHED_ACTION =17
UNRESCHED_ ACTION =18
POWEROFF_ACTION =19
POWEROFF_ HARD ACTION =20
DISK_ATTACH_ACTION =21
DISK_DETACH_ACTION =22
NIC_ATTACH_ ACTION =23

=24
DISK_SNAPSHOT CREATE_ACTION =25
DISK_SNAPSHOT DELETE_ACTION =26

TERMINATE_ACTION =27
TERMINATE HARD_ACTION =28
-—>

<xs:element name="ACTION" type="xs:integer"/>
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<xs:element name="VM">
<xs:complexType>
<xs:sequence>
<xs:element name="ID" type="xs:integer"/>
<xs:element name="UID" type="xs:integer"/>
<xs:element name="GID" type="xs:integer"/>
<xs:element name="UNAME" type="xs:string"/>
<xs:element name="GNAME" type="xs:string"/>
<xs:element name="NAME" type="xs:string"/>
<xs:element name="PERMISSIONS" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="OWNER_U" type="xs:integer"/>
<xs:element name="OWNER_M" type="xs:integer"/>
<xs:element name="OWNER_A" type="xs:integer"/>
<xs:element name="GROUP_U" type="xs:integer"/>
<xs:element name="GROUP_M" type="xs:integer"/>
<xs:element name="GROUP_A" type="xs:integer"/>
<xs:element name="OTHER_U" type="xs:integer"/>
<xs:element name="OTHER_M" type="xs:integer"/>
<xs:element name="OTHER_A" type="xs:integer"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="LAST POLL" type="xs:integer"/>
<!-- STATE values,
seehttp://docs.opennebula.org/stable/user/references/vm_states.html
-—>
<xs:element name="STATE" type="xs:integer"/>
<!-- LCM_STATE values, this sub-state is relevant only when
STATE is ACTIVE (4)
seehttp://docs.opennebula.org/stable/user/references/vm_states.html
-—>
<xs:element name="LCM STATE" type="xs:integer"/>
<xs:element name="PREV_STATE" type="xs:integer"/>
<xs:element name="PREV_LCM STATE" type="xs:integer"/>
<xs:element name="RESCHED" type="xs:integer"/>

<xs:element name="STIME" type="xs:integer"/>
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<xs:element name="ETIME" type="xs:integer"/>
<xs:element name="DEPLOY_ ID" type="xs:string"/>
<xs:element name="MONITORING">
<!--
minOccurs="0" maxOccurs="1"/><xs:complexType>
<xs:all>
<- Percentage of 1 CPU consumed (two fully
consumed cpu is 200) ->
<xs:element name="CPU" type="xs:decimal"
minOccurs="0" maxOccurs="1"/><- MEMORY
consumption in kilobytes ->
<xs:element name="MEMORY" type="xs:integer"
minOccurs="0" maxOccurs="1"/><- NETTX: Sent
bytes to the network ->
<xs:element name="NETTX" type="xs:integer"
minOccurs="0" maxOccurs="1"/><- NETRX: Received
bytes from the network ->
<xs:element name="NETRX" type="xs:integer"
</xs:all>
</xs:complexType>
-——>
</xs:element>
<xs:element name="TEMPLATE" type="xs:anyType"/>
<xs:element name="USER_TEMPLATE" type="xs:anyType"/>
<xs:element name="HISTORY_ RECORDS">
</xs:element>
<xs:element name="SNAPSHOTS" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="DISK_ ID" type="xs:integer"/>
<xs:element name="SNAPSHOT" minOccurs="0"
maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="ACTIVE" type=
"xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="CHILDREN" type=

"xs:string" minOccurs="0" maxOccurs="1"/>
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<xs:element name="DATE" type=
"xs:integer"/>

<xs:element name="ID" type=
"xs:integer"/>

<xs:element name="NAME" type=
"xs:string" minOccurs="0" maxOccurs="1"/>

<xs:element name="PARENT" type=
"xs:integer"/>

<xs:element name="SIZE" type=
"xs:integer"/>

</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

</xs:element>

</xs:schema>

13.2.2. Nony4eHne nHdopmauumm o noTpedbneHnn pecypcoB ¢ nomowbio Sunstone
NHdopmaums o notpebrneHun pecypcoB AOCTyMHa ANs pexumoB npocmoTpa User u
Admin. B pexume npocmotpa Cloud MOXHO nonyyaTb AOCTYN K Y4€THOW MHADOPMaL MK B NaHeNu
MOHUTOPWHra, NPV 3TOM agMUHUCTPATOPY rpynnbl OHa AOCTyNHa B pasaene nonb3osatenein. OKHO

C VHdopMaLumen o noTpebneHnn pecypcoB NpuBeAeHo Ha puc. [65
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Al =]

Accounting
Start time End time Group by
04/01/2016 05/30/2016 VM v

Puc. 65

13.2.3. ToHKasa HacTpoMKa n paclumpeHue

CywecTtByeT ABa TMNa nosnyyaeMon HopMaLnmn o NoTpedneHum :

1) Tekywme 3HayeHus — Hanpumep, VM/CPU nnn VM/MEMORY noka3sbiBaloT AaHHbIE O
noTpebneHnn NamaTtu, NonyYeHHble B NOCNEAHN pas;

2) cymmapHsble 3HadyeHna — Hanpumep, VM/NETRX n VM/NETTX otobpaxatoT obuiee

r|0Tpe6neHV|e CeTeBbIX peCypCcoB C MOMEHTa Ha4dalla BeJeHNUA y4eTa.
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13.3. JlornpoBaHue

OpenNebula obecneunBaeT BegeHune xypHanos ans 6onbwnHCTBA pecypcoB. MNogaepxu-
BaeTCA TPU CUCTEMbI permctpaumm: dannosas cuctema permcTpaumm, permctpaumns CUCTEMHbIX
XYPHanoB 1 pernctpauuns B CTaH4apTHbIN NOTOK OLUMBOK.

Mpun ncnonb3oBaHum annoson permctpaunn OpenNebula Beget otaenbHble dannbl
XXYPHanoB ANs KaX4oro akTUBHOIO KOMMOHEHTA, Mpu 3TOM BCE OHU XPaHATCA B KaTanore
/var/log/one. [Nonb3oBatenu n agMMHUCTPATOPbl MOTYT UMETb LOCTYMN K HEKOTOPbIM coobLLe-

Huam o6 owmndke ns CLI nnn Sunstone.

13.3.1. HacTtpomnka cuctembl peructpauum
Cuctema permcrtpaumm MOXeT bbITb n3MeHeHa B panne /etc/one/oned.conf nytem
KOPPEKTUPOBKM pa3gena LOG. Bo3MOXHbI UI3MEHEHUS CreayoLmMx napameTpoB:
- SYSTEM — TN cucTeMbl permctpaumun. NpuHnmaemble 3Ha4EeHUS:
- syslog — perncrpaums CUCTEMHbIX XYPHAaroB;
- file — dpannosasi cuctema permctpawmm, UCNomnb3yeTcs N0 YMONYaHUIO;
- std— perucrpaumsa B CTaH4APTHbIA MNOTOK OLIMBOK;
- DEBUG_LEVEL — ONnpeaensiowunin ypoBeHb AeTanusauumn pernctpauuu.
[ns nnaHMpoBLLUMKa cUCTEMA permcTpaumnm MoxXeT ObiTb MU3BMEHEHA TakMM e cnocobom B

danne /etc/one/sched.conf.

13.3.2. PernctpaumoHHble pecypcChbl

CyLecTByIOT pasnuyHble perncTpaumoHHble pecypcCbl, COOTBETCTBYIOLINE Pa3fIUYHbIM
koMmnoHeHTam OpenNebula:

- cepsuc ONE — core-komnoHeHT OpenNebula, BbIrpy>aeT BCHO peruMctpaunuoHHyH

nHopmaumio B pann /var/log/ one/oned.log. [letanusaumna perynupyerca na-

pameTpoMm DEBUG_LEVEL B panne /etc/one/oned.conf. 1o ymonyaHuio komaHaa

one start up OyaeT pesepBupoBaTb nocrnegHun ann oned. log UCNONb3ys TeKyLlee

Bpemsi, Hanpumep, oned.1og.20121011151807. AnbTepHaTMBHbIN BapuaHT — AaHHbIV

pecypc MOXeT 3arpyatbCsl B CUCTEMHbIV XXypHar,

- MNAaHUPOBLLUMK — BCA WHMOpMaUus nrnaHMpPOBLLMKA BbIrpy>Xaetcsa B ann

/var/log/one/sched. log. [JaHHbIN peCypC MOXET 3arpy>KaTtbCs B CUCTEMHbIN XYyp-

Han;

- BUpTYyanbHble MalvHbl — MHOpMaLms, oTHocAawasaca kK BM, BygeT BbirpyaTbcs B

rann xypHana /var/log/one/<vmid>. log.

13.3.3. PerncrpaumoHHbin chopmat
CoobuweHua OpenNebula ana dannoBon cucteMbl permctTpaumm UMET CreayoLLyto

CTPYKTYpPY:
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date [Z<zone_ id>][module][log level]: message body

CoobuweHna OpenNebula gna pernctpaumm CUCTEMHBIX XXYpPHaNoB MMEKT CIeay oLy
CTPYKTYpY:

date hostname process[pid]: [Z<zone_id>][module][log level]: message

Mopgynem asnsetcs nobon n3 BHyTpeHHUX komnoHeHToB OpenNebula: VMM, ReM, TM n
T.4. NapameTp log_level npeacTtaBnseT coObon OTAENbHbIN CUMMBOJ, YKa3biBaOLLNN YPOBEHb
peructpauun: I onsa uHgopmaumn, D ons otnagkm u T.4.

Mpn pernctpaumm cuctemHblx xypHanoB OpenNebula Takke 6yaetr pernctpupoBaTtb

coObITa BM.

Mpumep

date hostname process([pid]: [VM id][Z<zone_id>][module][log level]: message

[ns pernctpaumm Tmna stderr, ansa oned n cobbiTnn BM cdopmat Byaet cnegyowmnm:
date [Z<zone_id>][module][log_level]: message

date [VM id][Z<zone_id>][module][log_level]: message

13.3.4. OM6KN BUpTYyanbLHON MaLUUHbI

Owwmnbkm BM moryT npoBepATbCA € MOMOLLbI0O KOMaHAbl onevm show.

Mpumep
$ sudo onevm show 0
VIRTUAL MACHINE O INFORMATION ID : O
NAME : one-0
USER : brestadmin
GROUP : brestadmins
STATE : ACTIVE
LCM_STATE : PROLOG_FAILED
START TIME : 07/19 17:44:20
END TIME : 07/19 17:44:31
DEPLOY ID : -

VIRTUAL MACHINE MONITORING NET_TX : 0
NET RX : 0

USED MEMORY : 0

USED CPU : 0

VIRTUAL MACHINE TEMPLATE CONTEXT=[
FILES=/tmp/some_file,

TARGET=hdb ]

CPU=0.1

ERROR=[

MESSAGE="Error excuting image transfer script: Error copying /tmp/some_file /
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to /var/lib/one/0/images/isofiles",
TIMESTAMP="Tue Jul 19 17:44:31 2011" ]
MEMORY=64
NAME=one-0 VMID=0

Owwnbka, npuBegeHHas B NpUMepe, YKasbiBaeT Ha TO, YTO OblfTI0 HEBO3MOXXHO CKONUPOBaTh
drain; BO3MOXHO, YTO OH He CyLlecTBYeT. Takke MOXHO NpoBepuTb hansbl XXypHanos ans BM B

/var/log/one/<vmid>. log.

13.3.5. OwKnbkKM y3na
OwnbKM y3na MOXHO NPOBEPUTbL KOMaHAOM onehost show.
CoobLeHne o6 owmnbke nosensieTca B none ERROR MOHUTOPUHra. [JONONHUTENbHYHO

MHdOPMaLMIO MOXHO NPOCMOTpeTh B hanne /var/log/one/oned. log.
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14. OrPAHUYEHUA NPU NCNMOJIb3OBAHUN

CyuwecTByeT psg orpaHuydeHnin npu mucnonb3oBaHun MK CB B ycnoBmax maHOaTHOroO
ynpasneHnsa OCTynoMm:

1) nogknoyeHne USB-ycTponcTBa ¢ KoMMbloTepa nonb3osaTtensa no npotokony TCP
(SASL+Kerberos) c ncnonb3oBaHMem nporpamm virt-viewer n remote-viewer BO3MOXXHa
TOSbKO B pamMKax OAHOro AOMeHa, T.e. KOMMNbITEpP Mornb3oBaTens, y3en suptyanusauum un
BM nomkHbl 6bITb B O4HOM JOMEHE;

2) B kayecTBe ceTeBoro agantepa BM He MoxXeT BbITb MCMONb30BaHO YCTPOWUCTBO Virtio;
3) npwu passopaunBaHum BM ¢ OC cemerictBa Windows He pekOMEHAYETCSI MCMOSb30BaTb
BUpTYyaribHble OUCKN Ha LWKUHe Virtio;

4) He pekoMeHayeTcsa nogkntoyvaTte K BM pasnuyHble husmyeckne ycTponcTea (Buaeokap-
Ta, USB-ToKeH, nctouHuk 6ecnepebonHoro nutaHms no USB-wunHe 1 T.4.), T. K. UMeeTcs
BO3MOXXHOCTb HECaHKLMOHNPOBAHHOW 3annCK Ha JaHHble YCTPONCTBA;

5) He pekomMeHAOyeTcHa ycTaHaBnMBaTb NakeT spice-vdagent B BM ¢ HeHyneBon maH-

JaTHON METKOMW.



B0 —
BM —
AN —
EMM —
oC —
OCCH —
NMKCB —
no —
C3un —
oC —
uoxag -
L -

ALD —
CHAP —
CephFS —
CLI —
CLVM —
CPU —
DRBD —

/O MMU —

IPMI —

iISCSI —

KVM —
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NMEPEYEHb COKPALLEHUA

©a3a gaHHbIX

BMpTYyanbHas MallmHa

rpacpuyecknin nHTepdgenc nonb3osatend (GUI)

e4MHOEe NPOCTPaHCTBO NOnb3oBaTenemn

orepaumMoHHas cuctema

ornepaumoHHas cuctema crneunanbHoro HasHadeHus «Astra Linux Special Edition»
nporpamMmmMHbIn Komnnekc «Cpencrea BupTyanuaaumm «bpect»
nporpaMmmHoe obecneyeHue

cpencTea 3awmTbl UHGOPMaLUK

drannoBas cuctema

LEeHTp 00paboTKn 1 XpaHeHUst AaHHbIX

LeHTpanbHbIN npoueccop

Astra Linux Directory (eauHoe npocTpaHCTBO nosib3oBartenen)

Challenge Handshake Authentication Protocol (npoTokon ayTeHTudmnkaumm ¢ KOCBEH-
HbIM COrfiacoBaHMeM, NpeaycmaTpuBaloLLmMM nepegady He caMmoro nNaponsi Nonb3oBa-
Tens, a KOCBEHHbIX CBEEHUN O HEM)

Ceph File System (POSIX-coBmecTnBams hannosasa cucrema Ha 6ase knacrtepa
Ceph)

Command Line Interface (MHTepdenc kKomaHOHON CTPOKN)

(knacTepHoe ynpasneHue fIorm4eckMmMmm Tomamm)

Central Processing Unit (ueHTpanbHbI npoueccop)

Distributed Replicated Block Device (pacnpeaenénHoe pennuumpyemoe 6rouHoe
YCTPOMWCTBO)

Input/Output Memory Management Unit (briok ynpaeneHus namaTbio Ans onepauui
BBOa-BblBOAA)

Intelligent Platform Management Interface (nHTepdeic, obecneunBatowmim aBTOHOM-
HbI MOHUTOPWHI, BOCCTAHOBMEHUE U XypHanupoBaHne paboTbl OyHKUNA, BCTPOEH-
HbIX HEMOCPeaCTBEHHO B annapaTtHoOe U MUKponporpaMmHoe obecnevyeHnss cepeep-
HbIX NnaTtgopm)

Internet Small Computer System Interface (npotokon Ha 6a3e TCP/IP ansa B3anmo-
AENCTBUSA MU ynpaBneHns cCucteMam XpaHeHUs AaHHbIX, CEPBEPOB U KITMEHTOB)
Kernel-based Virtual Machine (nporpammHoe pelueHne, obecneymsatoLiee BupTya-
nusauuio B cpege Linux Ha nnatdopme, KoTopas nogaepKMBaeT annapaTHyro BUp-

Tyanusauuio Ha 6ase Intel VT (Virtualization Technology) nuéo AMD SVM (Secure
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Virtual Machine))

LIO — Linux-IO Target (nporpaMmHbIN KOMMEKC)

LUN — Logical Unit Number (Homep obbekTa BHYTpY Lenu target)

LV — Logical Volume (normnyeckuii Tom)

LVM — Logical Volume Manager (MmeHemxep NIOrm4eckmux ToOMoB)

MDS — Metadata Server (cepep knactepa Ceph, oTcnexvsaoLlwmin metagaHHble annoson

nepapxmm gns CephFS)

MON — Monitor (gemoH, oTcnexunsaroLwmn coctosiHne knactepa Ceph)

NBD — Network Block Device (ceTteBoe 6Gno4HO€E yCTPOWNCTBO)

NFS — Network File System (ceteBas cpannosas cucrema)

OSD — Object Storage Device (ocHOBHOe ycTponcTBe XxpaHeHnsa oobekToB Ceph, 06bIYHO

CBSI3aHHOE C OOHUM (PU3NYECKMM LUCKOM, B KOTOPOM XPaHATCA hakTU4EeCKNe faHHble
nonb3oBaTens)

OoVvS — Open vSwitch (nporpaMMHbI MHOFOYPOBHEBLIN KOMMYTaTOp Anga paboThl B runepsu-
30pax U Ha KOMMbIOTEPaXx C BUPTyanbHbIMW MalLMHaMWn)

OVSDB — 6a3a gaHHbix OVS

PCI — Peripheral component interconnect (lunMHa BBOga-BbIBOAA ANS NOLKHOYEHNSA Nepu-

epUrHbIX YCTPOUCTB K MaTEPMHCKOWN nriate KoMnbloTepa)

RDP — Remote Desktop Protocol (npoTtokon yganéHHoro pabo4vero crona)
QEMU  — Quick Emulator (cpegcTtsa amynsauumn annapatHoro obecneyeHus)
RADOS — Reliable Autonomic Distributed Object Store (xpaHunuiuie, otBevaroLLee 3a XpaHeHne

obbekToB knactepa Ceph He3aBUCUMO OT UX TUMNA LaHHbIX)

RBD — Rados block device (bnodyHoe xpaHunuile knactepa Ceph, KoTopoe MOXeT oTobpa-
XaTtbcs, bopMaTMpoBaTLCA U MOHTUPOBATBLCS B TOMHOCTU Kak ntobow Apyron ANCK B
cepsepe)

RDM — Raw Device Mapping (ucnonbsyetcs asnisi NpsiMoro NogkKnto4YeHns K BUPTyanbHON
MaLUWHe CyLeCTBYOLWMX BrIOYHbIX YCTPONCTB B y3rax)

SCSI — Small Computer System Interface (cuctemMHbIN NHTEpPENC ManbiX KOMMNLIOTEPOB)

SPICE  — Simple Protocol for Independent Computing Environments (npocton npoTtokon ans

HEe3aBMCUMOW BblMUCNNTENBHOW Cpeabl)

SSH — Secure Shell Protocol (npoTokon 3alumiieHHon nepegaym nHpopmMaumm)
TLS — Transport Layer Security (6e3onacHOCTb TPaHCNOPTHOIO YPOBHS)

™ — Transfer Manager (gpaviBep nepegayn)

UDP — User Datagram Protocol (npoTokon nonb3oBaTenbCKUX AenTarpamm)

UuID — Universally Unique Identifier (yHMBepcanbHbI YHUKaNbHbIA nOEHTUdUKATOP)

VCPU — Virtual Central Processing Unit (BupTyanbHbIN LieHTparnbHbIA npoLeccop)
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VDI — Virtual Desktop Infrastructure (MHpacTpykTypa BMpTYyanbHbIX paboynx CTONoB)

VLAN — Virtual Local Area Network (BupTyansHas nokanbsHasi BblMUCIUTENbHAs CETb)

VNC — Virtual Network Computing (cuctema yganéHHoro goctyna Kk pabovemy cTony Kom-
nbtoTepa)

VXLAN — Virtual Extensible Local Area Network (BupTyanbHas macwtabupyemas rnokanbHas

BblHUCIIUTENbHAsA CeTb)
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Jlnct pernctpaunn nameHeHun

Homepa nucTos (cTpaHuu) Beero BxoasiLuuit

n nmcros Homep ;C?M:T%J:E:CF))I?O- Mognuck| Oarta
3M{ nsmeHeH- | 3ameHeH- HOBBIX @HHYNMPO- | (crpanuu) | mokymenTa a0 a0
HbIX HbIX BaHHbIX | 1okymenTe AOKyMeHTa
v narta

1 Bce POLLIM.02-18 21.08.18
2 Bce PLIN.03-19 11.11.19
3 Bce PLLLM.02-20 06.07.20
4 Bce POLIMN.01-21 05.02.21

5 Bce POLLM.04-21 01.12.21
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