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AHHOTALUA

HacTosiwuin OoKyMeHT SBnsieTcs onncaHnemM NpUMeHeHUs onepaunoHHOM CUCTEMbI Cre-
uManbHoro HasHadeHus «Astra Linux Special Edition» PYCB.10015-01 (ganee no Tekcty —
0C).

B nokymeHTe onucaHbl HazHayeHne OC, ycnoBus ee NPUMEHEHUS, onNncaHve 3agadun, npu-
BeOeHbl BXOOHbIE U BbIXOAHbIE AaHHble. Takke NpuBeaeHbl CBeAEHMS NO NONyYeHUto 0GHOBEHNI
OC.
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1. HASHAYEHUE MNMPOIrPAMMbBI

1.1. HasHauyeHuUe

OC npegHa3sHayeHa AN NOCTPOEHMS aBTOMaTU3MPOBAHHBIX CUCTEM B 3aLUULLEHHOM
UCMonHeHnn, obpabaTbiBatoLLMX MHGOPMALMIO, COAEPKaLLy0 CBEAEHUS, COCTaBNsAoLWMe rocyaap-

CTBEHHYI0 TalHy C rpupoM He Bbllle «COBEPLLUEHHO CEKPETHOY.
1.2. OCHOBHbIEe XapaKTePUCTUKMU

B coctaB OC BxogaT cnegytowime KOMMNOHEHTbI:

- sapo OC,;

- cpeacTBa ycTaHOBKM M HacTpownkn OC;

- CUCTEMHbIE N CEPBUCHbBIE YTUIMNTBI;

- ©asoBble ceTeBble CryX0Obl;

- CpeacTBa opraHu3aumm eguHoro npoctpaHcTea nonb3osatenen (ENMM);
- NporpamMmmbl 3alnLEHHOW rpadnyeckon NogCUCTEMBI;

- CcpeacTBa ynpasrieHust NPorpaMmMHbIMKU NakeTamu;

- CcpencTBa pe3epBHOrO KOMMPOBaHWS U BOCCTAHOBNEHUS AAHHbIX;

- 3alUMLLEHHbIN KOMMNEKC NporpamMmm nevaTn u yyeta JOKYMEHTOB;

- 3aLMLLEHHbIN KOMMMEKC NpOorpamMm rmnepTekcToBor 06paboTkn AaHHbIX;
- 3aWMeHHas cuctema ynpaeneHus 6asammn gaHHbIX;

- 3alMLEHHbIN KOMNMEKC NporpamMm 3f1IEKTPOHHOM NOMThI;

- MakeT OPUCHBLIX NPOrpamMmm.
1.3. BoamoxHocTu

OC npenocTaBndeT creayome BO3MOXHOCTHU:

- YCTaHOBKY M (DYHKLIMOHMPOBAHME Ha COBPEMEHHbIX cepBepax 1 pabounx CTaHUMUSAX Ha
nnatcopmMmax C NpoLECCOPHOM apXUTEKTYpon x86-64, a Takke NogaepKKy COBPEMEHHOIO
nepugepunHoro o6opyaoBaHus;

- NoaaepXKy OCHOBHbIX ceTeBbix npoTtokonos (TCP/IP, DHCP, DNS, FTP, TFTP, SMTP,
IMAP, HTTP, NTP, SSH, NFS, SMB);

- co3daHuMe 3allMLIEeHHON cpeabl BUpTyanusauuu;

- OpraHuM3aLuMio CETEBOro OMEHA C LIeHTPanM30BaHHbIM XPaHEHUEM YYETHbIX 3anucen;
- MOAAEPXKKY OTKa30yCTOMUMBOrO pexmma paboThbi;

- paboTy ¢ MynbTUMEANAHLIMU AAHHLIMU;

- paboty ¢ penauynoHHbIMn B[;

- paboTy C ANEeKTPOHHOW NOYTON;

- paboTy C rMNepTekcToBbIMU JaHHbLIMMU;
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- 06paboTKy TEKCTOBbIX AOKYMEHTOB U 3NIEKTPOHHbIX Tabnumy, pasnuyHbix opmMaToB.
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2. ycnosumda nPUMEHEHUA

2.1. TpeboBaHMA K TEXHUYECKUM CpeacTBam

Onsa dpyHkumoHnpoBaHna OC Heobxoguma cnefgyowasi MUHMManbHaa KoHUrypaumsa

obopyaoBaHus:

annapaTtHas nnatdgopmMa — npoLeccop ¢ apxutektypon x86-64 (AMD, Intel);

onepartmBHasa namaTb — He MeHee 1 'B;

ob6bem cBO6OQHOrO AMCKOBOIO NPOCTpaHCcTBa — He MeHee 4 b;

ycTponcteo YteHna DVD-anckos;

cTaHaapTHbI MmoHuTop SVGA 19”.
2.2. CoBMecTMMOCTb C 060pyaOBaHNEM

LLtaTHOe, NpegycMoTpeHHoe AoKyMeHTaumen, yHkumMoHnposaHne OC obecneunBaeT-
CS1 TONbKO Ha pekoMeHaoBaHHOM uarotoButeriem OC coBmecTumom obopynoBaHuu. MNMepedeHb
pPEKOMEHAYEMOrO K NMPMMEHEHWI0 060pya0BaHMs, a TakKe pernameHT cepTudmnKkauum Ha CoBMe-

CTUMOCTb OnybGnNMKOBaHbl Ha canTe astralinux.ru.
2.3. NMopspok akcnnyatauum

Mopsagok ycTaHOBKM, HAacTponku u akcnsyatauyum OC ocyLLecTBSETCS B COOTBETCTBUN
C 9KcnsyaTtaunoHHon gokymeHTtaumen cornacHo PYCB.10015-01 20 01 «OnepaumoHHasa cucte-
Ma cneumanbHoro HasHauyeHus «Astra Linux Special Edition». BegomocTb akcnnyaTtaumoHHbIX
OOKYMEHTOBY.

[ononHuTensHas nHopMaums o NopsAKe aKcnyaTauun, a Takke BapuaHTbl peanuasauum
oTAenbHbIX pelweHnn ¢ ncnonob3osaHnem OC npmBeaeHbl B pyKOBOACTBAX man, INEKTPOHHON

cnpaske n3 coctaBa OC 1 Ha oduumanbHOM canTe wiki.astralinux.ru.


astralinux.ru
wiki.astralinux.ru
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3. MOPAAOK OBHOBJIEHUA OC

B uensx peanusaunmn dyHKUmMIA 6€30MacHOCTM NO ynpaBneHnto 06HOBNEHNAMU OYHKLNIA
C3U1 ona OC npenycMOTpeEH BbINYCK o4epefHbIX (NfiaHoBbIX) OOHOBIEHU (HOBLIX BEPCUin) U

BbINYCK BHeoYepeaHbIX (onepaTuBHbIX) OOGHOBNEHWUI.
3.1. OuyepegHoe (nnaHoBoe) OOHOBMEHME

OuepegHoe (nnaHoBoe) o6HoBneHne OC npeactaensieTr cobon HoByko Bepcuto OC u
pellaeT criegyroLwmnmnm KOMNNeKke 3agay:

- obecneyeHne NogaepX KU CoBpeMeHHOro obopyaoBaHns;

- peanusaums HoBbIX (PYHKLMNOHAarbHbIX BO3MOXHOCTEN NPOrpaMMHbIX CpeacTB (KoMmno-

HeHT) n3 coctasa OC;

- yCTpaHeHue oWMBOoK N NOBbILLEHNE YPOBHSA 3aLUULLEHHOCTMU;

- noBbllWeHne ygobcTBa UCnonb3oBaHNAa 1 ynpasneHnst KomnoHeHTamu OC.

JInueHamnatbl (NnoTpebuTtenn) onoBeLLalTCs 0 BO3MOXHOCTU U NOpSAAKE MNONyYEeHUS ove-
pegHoro obHoeneHna OC kak ¢ UCNonb30BaHMEM KOHTAKTHOM MHOpMaLUK, yKa3aHHOW B 3aKmto-
YEHHbIX paHee NULEH3MOHHbLIX AoroBopax (4OMOMHEHUSX K JIMLEH3UOHHBIM JOroBOpam), Tak m
nyTemMm pasmeLleHns COOTBETCTBYIOLEN MHGOPMaLUKN Ha canTe pa3paboTymka astralinux. ru.

MonyyeHne oyepenHoro obHoBneHnst OC ocyLLECTBNSIETCA YCTAaHOBIEHHBbIM MOPAAKOM
NpwU 3aKNiOYEHNUN COOTBETCTBYHOLLErO NULEH3NOHHOIO AoroBopa (4OMOMHEHUS K UMEIOLLLEMYCS
NNUEH3NOHHOMY 0roBOpY).

KoHTponb LenocTHocTM notpedbutenammn odepeaHoro obHoeneHnsa OC (BXOQHOW KOHTPOIb)
OCYLLEeCTBNSAETCSA NOCPeACcTBOM nogcyeTa KOHTPOSbHbIX cyMmM DVD-guckoB. 3Ha4eHUS KOHTPOSb-
HbIX CYMM U NMopsgoK Ux BblducneHnsa onpegeneHsl B gokymeHTe PYCB.10015-01 30 01 «Onepa-
LMOHHasa cuctema creumanbHoro HasHadyeHus «Astra Linux Special Edition». ®opmynsap».

JononHNTENbHbIN KOHTPOSb LIEeNOCTHOCTU hansioB, BXOAALWMX B COCTaB OYepeHoro
obHoBneHust OC, ocywecTenseTcs:

- pernameHTHO — cpeacTBaMmM KOHTPOSS LLeNOCTHOCTU NYyTEM BbIMMCIEHUSI U CPABHEHUS

KOHTPOnbHbIX cyMMm dhanrnos OC c 3TanoHHbIMK 3HAYEHUSIMW, YKaszaHHbIMK B channe

gostsum. txt, pa3MeLLeHHOM Ha ycTaHoBoYHOM gucke OC, B COOTBETCTBUM C onuca-

Huewm, npmeegeHHom B gokymeHTe PYCB.10015-01 97 01-1 «OnepaunoHHas cuctema

cneumanbHoro HasHadeHus «Astra Linux Special Edition». Pykosogcteo no KC3. YacTtb 1»;

- aBTOMaTU4eCKM — cpenCcTBaMM OrpaHNYEHUs NporpaMMHON cpeabl B COOTBETCTBUMN C

onucaHunem, npmeeaeHHbIM B gokymeHTe PYCB.10015-01 97 01-1.

HoseneHne odepeaHoro o6HoBneHns OC oo aBTOMAaTM3MPOBaHHbLIX CUCTEM B 3aLUULLEH-
HOM mcnonHeHun MuHucTepcTBa 060pOHbI Poccunckon degepaummn ocyLlecTBsieTcs Yyepes

[MaBHbIN BblYMCNNTENBHLINM LEeHTP MuHucTepcTBa 06opoHbl Poccuinckon degepaunn.


astralinux.ru
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3.2. BHeo4yepegHoe (onepaTtMBHOE) OOHOBIEHME

Mpun nonyyeHnn ceegeHnin 0 Hanu4Yuu B KoMnoHeHTe OC yA3BUMMOCTU, KOTOpas MOXET
ObITb UCMONb30BaHa 4S5 HapyLEeHWs1 YCTAaHOBMEHHbIX NPaBusl pasrpaHuyeHnsa ocTtyna K MHgop-
Maummn, paspaboTtumnk OC BbinyckaeT BHeovepeaHoe obHoreHne OC.

BHeouepeaHoe obHoBneHne OC mMoxeT BbITb 4OCTYNHO B BUAE:

1) oTAenbHbIX UHCTPYKUUIA, coaepXalmnx ceeaeHns o6 obasatenbHbIX K MPOBEEHMIO MpK

akcnnyataumm OC opraHM3aumMoOHHO-TEXHUYECKUX MEPONPUATUSAX;

2) oTAenbHbIX harnos Nporpamm, MHCTPYKLUMI NO X YCTAHOBKE M HACTPOMKE, a TakkKe WH-

dopmauun, cogepxallen cBefeHns1 0 KOHTPOSbHbIX CyMMaXx BCceX hannoB BHEOYEPELHOro

obHosneHus OC;

3) nakeToB NporpaMm, MHCTPYKLMI MO UX YCTAHOBKE M HACTPOWNKe, a Takke MHopmaumn,

cofeprkallen cBefeHnst 0 KOHTPOSbHbIX CyMMax Bcex hannos BHeovyepenHoro obHoBne-

Hua OC;

4) MeToOou4eCcKMX yKasaHWn no HacTponke n ocobeHHocTaMm akcnnyatauumn OC ¢ ycTaHoB-

NEeHHbIM BHeoYepeaHbiM obHosneHnem OC.

JTnueHsnatel (noTpebuTtenn) onoBeLLaTcs 0 BO3MOXHOCTU N NopsaaKe NoslyvyeHusi BHe-
ovepegHoro o6HoBneHnss OC Kak C MCMNONb30BaHMEM KOHTAKTHOW WMHAOpMauuK, yKasaHHOW
B 3aKMOYEHHbIX paHee NMUUEH3MOHHbIX OOoroBopax (OOMOSHEHUAX K FNULUEH3UNOHHbLIM OO0roBO-
paMm), Tak U NyTem pasMeLLleHUsi COOTBETCTBYHOLLEN MHOPMALMM Ha canTe paspaboTyumka
astralinux.ru.

KoHTposnb LenocTHOCTM BHeoYepeaHbix 06HoBneHnn OC ocyLecTBASIETCS C NOMOLLbHO
KOHTPOSbHbIX CYMM, pacCYMTaHHbIX C UCNOSIb30BaHMEM NporpaMmM nogcyeTa KOHTPOSbHbIX CyMM
gostsum (ans annoB) n gostsum_from_deb (ana deb-naketoB) n3 coctaBa OC, a Takke
yTnunutbl vimdiff n3 coctasa OC.

[ononHUTENbHBIN KOHTPOSb LIENTOCTHOCTU (hansioB, BXOAALLNX B COCTaB BHEOYEPEaHOro
obHoerneHust OC, ocywecTenseTcs:

- pernameHTHO — cpeacTBaMm KOHTPOSS LLeNOCTHOCTU NyTeM BbIMUCIIEHNUS U CPABHEHUSA

KOHTpOrbHbIX cyMM ¢pannioB OC ¢ 3TanoHHbIMU 3HaYEeHUSIMU, YKa3aHHbLIMW B dhaunne

gostsum. txt, BXogsWeM B cocTaB BHeoyepeaHoro obHoneHns OC, B COOTBETCTBUU C

onucaHunewm, npmeegeHHom B gokymeHte PYCB.10015-01 97 01-1;

- aBTOMaTU4YECKN — CpeaCcTBaMmn OrpaHMYeHns NPporpaMMHON cpefbl B COOTBETCTBUM C

onucaHunem, npveeneHHbIM B JokymeHTe PYCB.10015-01 97 01-1.

NcToyHnkom BHeodepenHoro obHoBneHns OC ansa nHpopMaumoHHbIX (aBTOMaTM3nMpoBaH-
HbIX) cUCTEM, Haxogsawmxcsa B komneteHunn ®CTIK Poccun, aBnsieTca COOTBETCTBYIOLWMIA pa3gen
Ha ouumanbHoM cante paspaborumka OC (astralinux.ru/update).

[loBegeHue BHeo4epegHoro obHoeneHuns OC go aBTOMaTU3NpoBaHHbIX CACTEM B 3alLlu-


astralinux.ru
astralinux.ru/update
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LLIEHHOM McnonHeHnn MuHucTepcTBa 060poHbl Poccuiickon degepaunm ocywecTBnseTca Yepes

[MaBHbIN BbMUCTIUTENBHBIN LeHTP MunHnctepcTea o60opoHbl Poccuinckon ®egepaumu.
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4. ONUCAHUE 3AOAYU

OcHoBHas 3agaya, pewaemas OC B npouecce cBoero yHKLUNOHMPOBaHUS, — obecne-
YyeHue nHTepdenca ana goctyna MO K yCTponCTBaM BbIMUCINTENBHOM CUCTEMbI NOCPEACTBOM
ynpaBreHns YCTPONCTBaMM U BblYUCAUTENbHBIMU NpoLeccamm n 3deKTUBHOIO pacnpeaeneHns
BbIYUCITUTENBHbIX PECYPCOB MEXAY BbIYUCIIUTENBHBIMU NPOLIECCaMM B COOTBETCTBUM C TpebOBaHK-
MU PYKOBOASALLMX AOKYMEHTOB MO obecnevyeHunto 3awmTbl MHOpMaL MK, CoaepKaLlen cBeaeHus,

COCTaBnALNe rocygapCTBEHHYI TalHy C rpucOM He Bbille «COBEPLUEHHO CEKPETHOY.
4.1. Knaccbl pewaembix 3aaad

[nsa peweHnss ocHOBHOM 3agayn pyHKumMoHupoBaHna OC oHa OEKOMMO3MpyeTcsa Ha
crnegyowme Knaccbl 3agaud:

- 3arpyska nporpamm B Ol n ynpasneHue nx BbINONIHEHNEM;

- obecneyeHne MHOro3aga4vyHoro pexmma yHKLMOHMPOBaHUSA (OAHOBPEMEHHOMO BbIMOS-

HEeHUsi MHOXeCTBa NMpoLecCcoB);

- pacnpefeneHne pecypcoB BbIYMCINTENbHOW CUCTEMbI MEXAyY npoLeccamu;

- ynpasneHue pacnpegeneHnem Ol mexay npoueccamu 1 opraHM3auuns BUpPTyasribHOM

namaTu;

- obecneyeHne gocTyna K AaHHbIM Ha 3HeproHezaBncuUMbIX HocuTenax (HXMU, ontuye-

CKne ONCKM W Mnp.), OpraHn3oBaHHbIM B Buae Hekotopon OC;

- BbIMOSIHEHWE NO 3anpocy NporpaMm HU3KOYPOBHEBbLIX onepaunin (BBOL-BbIBOS, AAHHbIX,

BblAeneHne n ocsoboxaeHne namaTu, 3anyck U 3aBepLUeHne NporpaMm 1 T. 4.);

- npegocTaBrieHne CTaH4apTM30BaHHOIO AOCTyNa nNporpamMm K nepudepuHbiM yCcTpou-

cTBaM (ycTponcTBam BBOAA-BbIBOAA);

- nogaepxka CTEKOB CETEBbIX NPOTOKOMOB;

- obecnedeHne paboTbl B cpeae BUpTyanmsaunm (M3onsaums BUPTyarnbHbIX MaLUWH, pas-

rpaHuyeHne AocTyna BUPTYyasbHbIX MalwH k pecypcam 1 T.4.) (4.1.9);

- obecneyeHne MHOrononNb30BaTENbCKOrO pexnumMa paboTsl;

- obecneyeHue nonb3oBaTenbckoro HTepderica (4.1.2);

- ngeHTudmkauma n ayteHtudpumkaums (4.1.3);

- OopraHu3auus eanHoro npocTtpaHcTea nons3osatenen (EMMM) (4.1.4);

- ONCKpeuunoHHoe ynpasneHue goctynom(4.1.5);

- MaHgaTHoe ynpasrneHue goctynom(4.1.6);

- OpraHu3aumsi HagexHblX BbluncneHnn (nsonaumsa npoueccon) (4.1.7);

- obecneyeHune B3anmoaencTems mexay npoueccamu (4.1.7);

- peructpauus cobbiTun 6esonacHocTn (NpotokonuposaHue) (4.1.8));

- O4YMUCTKa onepaTtnBHOM U BHewHeN namatu (4.1.9);
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- KOHTpornb uenoctHoctu (4.1.10);

- orpaHuyeHune nporpammHoii cpeabl (4.1.11);

- MapkuMpoBka JOKyMeHTOB (4.3.1));

- obecneyeHune paboTbl B 0TkasoycTonunsom pexume (4.3.2);

- obecneyeHne HagexHoro gyHkumMoHnpoaHus (4.3.3);

- obecrneyeHne goctyna k B[l B cooTBeTCcTBUMN C TpeboBaHMSMU ONA pasrpaHnUyeHus
[OoCTyna K uHopmMauum, cogepkallen cBefeHus, COCTaBnsolme rocyaapCTBEHHYIO
TanHy ¢ rpnudoM He Bblllie «COBEPLUEHHO cekpeTHo» (4.3.4);

- obecneyeHne gocTyna K HopMauumn Yepes cepBep rmnepTekCToBon o6paboTkn AaH-
HbIX B COOTBETCTBUN C TpeboBaHUSAMW ONA pasrpaHMyYeHnsa octyna K uHdgopmauuu,
cofepxallen cBefleHnsi, COCTaBnAlLLne rocygapCcTBeHHY TanHy € rpupom He Bbllle
«CoBepLUeHHO cekpeTHo» (4.3.9));

- obecnevyeHne obmeHa cooBLLEHNAMM INEKTPOHHOM NOYTHI B COOTBETCTBUM C TpeboBa-
HUSIMW NS pasrpaHuyeHns gocTyna K MHdopmauun, cogepxallen ceefeHunsi, CoctTaBnsito-

LLIe roCcyaapCTBEHHYIO TaliHy C rpudOM He Bblllie «COBEpPLUEHHO ceKkpeTHoy (4.3.6)).

4.1.1. O6ecne4vyeHune paboTbl B cpeae BUpTyanusauum

[na naonsauum n ynpaeneHna BUpTyasrbHbIMU rOCTEBbIMU MalUMHAMWU UCMOSb3YETCS TEX-
Honorna KVM (Kernel-based Virtual Machine), koTopas BkntodaeT crneunanbHbii Moayrb aapa
KVM n cpeactBo cos3gaHus BUpTyanbHOro annapaTtHoro okpyxeHna QEMU. KVM ncnonb3yet
TEXHOSOrMo annapaTHoOn BMpTyanusauun, NogaepXXmBaemMyro CoBpeMeHHbIMU npoueccopamm ot
Intel 1 AMD un nsBecTHyto nog HassaHuaMu Intel-VT n AMD-V. Vicnonb3ys 3arpyeHHbIn B NamMsaTb
moaynb agapa, KVM, ¢ nomoLlbto apanBepa nornb3oBaTeNbCKOro pexmma (KoTopbl npeacTtasnser
cobon moandumLmpoBaHHbIn apansep oT QEMU), amynupyeT cron annapaTtHoro obecnevyeHus, B
cpene KOToporo MOryT co3gaBaTbCs U 3anyckaTbCsl BUPTyarnbHble MalUMHbL. YNpasneHne cpenomn
BUpTYyanusauumn obecnevmBaeTcs yTUNUTOM virsh ¢ Mcnonb3oBaHMeEM NPOrpamMMHOro UHTepdenca
libvirt.

4.1.2. ObecneyeHne Nonb30BaTeNbCKOro nHTepdenca

PelwweHne 3agaum obecneyeHns rpadpmyeckoro Nonb3oBaTeNbCKOro MHTepdenca 0CHOBaHO
Ha ncnonb3oBaHun cuctemsl X Window, koTopasi UMeeT apXUTEKTYPY «KITMEHT-cepBep». X-cepaep
OTBeYaeT 3a B3aMMOAENCTBME C AUCMNEEM U YCTponcTBaMn BBoAa. KnneHTbl coequnHATCs C
X-cepBepomMm foKasbHO (C ncnonb3oBaHMEM COKeTOB) unu yaaneHHo (TCP/IP).

[ns npepoTtBpalleHns peanusauun yrpo3 HapyLeHNss KOHPMAEHUNANbHOCTU N LLENOCTHO-
CTU MHopMaLmy B 06xoa MaHaaTHoro ynpaeneHnust goctyrom (4.1.6), B T. 4. ¢ ncnonb3oBaHnem
MEeXaHM3MOB «KONMUPOBAHUA-BCTaBKN» U «ByKcnpoBKkM» (copy-paste n drag-and-drop), ons nepe-

Hoca MHopMauunm U3 CEKPETHOIO AOKYMEHTa (OKHA) B HECEKPETHbLIN B rpadpuyeckon cucteme
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OC peanunsoBaH NogxoA Ha OCHOBE MOSIHOMO pasfdeneHns B COOTBETCTBMM C MaHAATHbLIM KOH-
TEKCTOM (covyeTaHMeM YPOBHA U KaTeropui). NogobHbIM Nnogxod O3HavaeT, YTo AN Kaxgoro
MaHOaTHOro KOHTEKCTa 3anyckaeTcsi COOCTBEHHbIN X-CepBep U, COOTBETCTBEHHO, rpadpnyeckumi
ceaHc. [Mpn rpadmyeckom Bxoge B CUCTEMY NOSb30OBATENO NpeanaraeTcsa B cneyyansHoOM gna-
nore BblIOpaTb MaHAATHBIN KOHTEKCT U3 AOCTYMHbLIX MOMb30BATENO YPOBHEN U/UIN KaTEropuMn.
Hanee rpaduyeckasa ceccus 6ygeT BbINONHATLCH B BbIOPAHHOM MaHAAaTHOM KOoHTekcTe. OgHo-
BPEMEHHO Nosib3oBaTeNeM MOXET ObITb BbINOSIHEHO HECKOSBbKO BXOA4OB C Pa3HbIMU MaHAATHbIMMN
KoHTekcTamu. Ceccum n3onnpoBaHbl, N nepegada nHopMmaunm mexagy HUMMU HEeBO3MOXHA.

padnyeckas nogcuctema OC Bce e No3BONSeT BHYTPU rpadpnyeckon ceccuu, BbInos-
HAeMoW B onpedesieHHOM MaHA4aTHOM KOHTEKCTe, 3anyckaTb NPUITOXKEHUs! C MHbIM MaHAATHbIM
KOHTeKkcToM. [1pn aToM AnA npeaoTBpaLLeHna peannu3aumn yrpo3 HapyLeHna KoHuaeHumans-
HOCTU M LIeNTOCTHOCTU MHGopMaumm B 06xo4 MaHA4aTHOro yrnpaBneHns JOCTYNOM UCMNONb3yeTcs
cneumanbHbI MOAyIb-paclunpeHne X-cepeepa — XPARSEC. B moayne mncnonb3yetca Habop
«nepexBaTymkoB» («hooks»), npeaocTaBnsieMbli BCTPOEHHbLIM paclumpeHmeM X-cepeepa — XACE.
Mpn nony4eHnn 3anpoCcoB OT KNUeHTa «nepexsaTynkm» XACE nepeaartoTt ynpasneHue n napamet-
pbl B XPARSEC, KOTOPbIV aHanu3anpyeT apryMeHTbl 3anpocoB U B COOTBETCTBUN C YCTAHOBITEHHbIMMN
npasunaMmy pasrpaHu4yeHns 4OCTyna paspeLlaeT unu 3anpeLlaeT BbIMOofTHEHNE 3anpoCoB KMeHTa.
B OC mMaHaaTHbIM KOHTEKCT CYMTBLIBAETCS MPU KaXKAOM 3anpoce KrMeHTa.

[nsa obecnevyeHnss BO3MOXHOCTM paboTbl NPUBUIIEMMPOBAHHOIO KINMEHTa (MeHeoxepa
OKOH), KOTOPOMY HEOBXOAMMO BbIMOSTHATbL HEKOTOPbIE 3anpockl K X-cepBepy, HeE3aBUCUMO OT
MaHOAaTHOrO KOHTEKCTa CBOen MeTKM B cneunansHom danne (/etc/X11/trusted) pa3meLLaeT-
ca MHopMaLma C ykaszaHMeM MNOSTHOro NyTn 3anycka. [Npu fiokanbHOM coeguHeHnn X-cepBep
nonyyaet PID (ngeHTudukatop npouecca) KnneHTa, onpeaenseTt nyTb 3anycka U NnpuBunerum
KnveHTa. MeHeXep OKOH MOXET rnonyyaTb METKM OKOH U Ha OoCcHoBe peanu3oBaHHoro B OC
crneumanbHOro paclumpeHmsi X-npoTokona BbINOMHATL NPUBUNErMPOBAHHbIE onepaLumu.

B coctas rpadgumyeckon noagcuctemol OC BxoauT pabouunn cton nonb3osatens Fly, nHre-
rPUPOBaHHbIN C BHEAPEHHBIMW B X-CEepBEpP MexaHu3MaMu 3awnTbl MHopmaumm n obecnevmsato-
LM oTOBpaXkeHue:

- MaHOATHOrNro KOHTeKCTa cecCcn B CUCTEMHOM J10TKEe (Tpe|7|);

MaHOAaTHOIo YPOBHA KaXaO0ro OKHa;

MaHZaTHOrO YPOBHS BO BCEX NPUIOXEHMsIX paboyero cTona;

3anycka npurioxeHna ¢ pa3HbiMi MaHOAaTHbIMU KOHTEKCTAaMU;

YPOBHSI JOBEPEHHOCTM OKHA 4115 NIOKanbHbIX U yAAneHHbIX NPUnoXeHun (B yaaneHHOM
pexunme ByayT LBETHas paMka, COOTBETCTBYIOLLASA MaHOATHOM METKe, U NYHKTUPHas).
padmnyeckas nogcmuctema OC rotosa k paboTte ¢ cobnogeHnemMm MaHgaTHOro pasrpa-

HU4YEeHUA O0CTyNna HenocpeaCcTBeHHO MNnocrie yCTaHOBKU OC 6es npoeegeHnAa OonoNnMHNTEerbHbIX
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HaCTpOex.

4.1.3. UpeHTndmkauma m ayteHtudukaumsa

PelwweHne 3agaun naeHtuukauum n ayteHtudpmkaumm nons3osarenen B OC ocHoBbIBa-
€TCH Ha ucnosnb3oBaHn mexaHnama PAM, koTopbii NnpeactaBndetr cobon Habop pasgensiembix
onbnuotek (Mogynen), C NOMOLLbI KOTOPbLIX aAMUHUCTPATOP MOXET OpraHM3oBaTb npoueaypy
ayTeHTUmKaumm (NoATBEPXKAEHME NOASIMHHOCTIN) NONb3oBaTeNen NpMKNagHbIMKM NporpaMmMamm.
Kaxxabii Mmogynb peanuayeT COBCTBEHHbIN MexaHn3Mm ayTeHTudukaumn. MameHsas Habop n nops-
AOK CriegoBaHus Mogyrnemn, MOXXHO NOCTPOUTb CLeHapu ayTeHTudmkauumn. NMogobHein noaxon
No3BONSET N3MEHATb NMpoueaypy ayTeHTudukaunum 6e3 naMeHeHMss UICXOAHOro Koga u NoBTOp-
Horo komnunupoBaHna PAM. CueHapuun ayTeHTUdMKaLUM ONUCHIBAKOTCS B KOHPUTYpaUUOHHbIX
dannax.

Ecnu OC He HacTpoeHa ans pa6otbl B EMM (4.1.4), To ayTeHTUdMKaLmMs ocyLecTensi-
eTcs ¢ noMmoLbio nokansHon B[l nonb3osatenen. Npu ucnonb3osaHuu ENMM ayteHTUdMKauuns
nonb3oBaTenen oCyLecTBSeTCa LeHTpann3oBaHHO No NnpoTokony Kerberos.

B OC peanusoBaHa BO3MOXHOCTb XpaHEHUs1 ayTEHTUUKALMOHHON MHGOPMALMK NONb30-
BaTenen, nosiydeHHoM C wucnonb3oBaHnem xaw-pyHkumm no [OCTP34.11-94 un no
OCT P 34.11-2012.

4.1.4. OpraHusauusa eQUHOro NpPoOCTpaHCTBa Nonb3oBaTesnen

PeweHune 3agayn opraHnsauum ENMM (co3gaHne gomeHa) obecneynBaer:

CKBO3HYIO ayTeHTU(UKaLMIO B CETH;

LUeHTpannM3auno XpaHeHnA VIHd)OpMaLl,I/II/I 06 OKpPYy>XeHnn nonb3oBaTeneu;

LeHTpanusauuo XpaHeHusi HaCTPOEK CUCTEMBI 3aLLnNTbl MHbopMaLuK Ha cepBepeE;

- MHTEerpaumio B JOMeH 3aumulieHHbIX cepeepoB CYB[] , 3ANEKTPOHHOWN noYThl (4.3.6),

rMNepTeKcToBo 06paboTKN AaHHbIX n nevyatn (4.3.1);

- LeHTpanu3oBaHHY HACTPOWNKY NpaBun permctpaumm cobbiTuin 6e3onacHOCTN B pamMKax

OOMEHa;

- LleHTpann3oBaHHbIN yYeT NoaKNYaeMblX YCTPOUCTB.

CeteBasa ayTeHTUdMKALMA U LEHTpPaNun3aumsa XpaHeHuss MHopMaunum o6 OKpY>KEHUN
nonb3oBaTensa nogpasymMeBaeT NUCNOSb30BaHWE OBYX OCHOBHbIX MEXaHU3MOB: NOAAEPKKN KPOCC-
NnaTtgoOpMEHHbIX CEpPBEPHbIX NpUNoXxeHnn ans obecnedyeHuss 6e3onacHoctn NSS n PAM
(cm.[4.1.3).

[na peanusaumn yganeHHon ayteHTudukaumm ncnonbdyetcsa cnyxba katanoros LDAP
B Ka4eCTBe UCTOMHUKA AaHHbIX N5 6a30BbIX CUCTEMHBIX CIY>KO Ha oCcHoBe MexaHu3mMoB NSS u
PAM. B peaynbraTte Bcs crnyxebHast tHopmauma nosb3oBaTenien CeTM MOXET pacnosaratbcs

Ha BblJENEeHHOM CepBepe B pacnpeneneHHon reteporeHHon ceteBon cpege. [lobaBneHne HOBbIX
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CeTeBbIX NONb30BaTeNen B 3TOM Criyyae Npom3BoANTCS LIEHTPanM30BaHHO Ha cepBepe CnyXobl
katanoroB. CeTeBble CryX0bl, NoAAepXNBaKOLLNE BO3MOXHOCTb ayTeHTMdUKaUun nonb3oBaTenen,
MOryT BMECTO JTOKarbHbIX YYETHbIX 3anncen ucnons3osatb katanor LDAP. AoMuHucTpaTop MoXeT
LeHTpann3oBaHHO yNpaBnATb KOH(Urypaumen cetu, BKNoYasa pasrpaHuyeHe 4ocTyna K CeTeBbIM
cnyx6am.

Bnarogaps npegoctasneHuto nHgopmauun LDAP B nepapxudeckon gpesoBmaHon hopme
pasrpaHuyeHne gocTyna B pamkax cnyxbbl katanoros LDAP MoxeT 6bITb OCHOBaAHO Ha BBEOEHUN
AoMeHoB. B kadecTBe gJomeHa B fJaHHOM crnyyae Byaet BbiCTynaTtb nogaepeso criykbbl katanoros
LDAP. Cnyx6a katanoros LDAP nossonsiet pasrpaHnymBatb 4OCTYMN NOMb30oBaTeNen K pasHbim
nogaepeBbsaM Katanora, Xxotd no ymonyaxHuio B OC peanuayetcs cxema ogHOro JoMeHa.

CkBO3Has goBepeHHasi ayTeHTUdUKauma peanuayetcsa TexHonornen Kerberos.

LleHTpanuaaumsa xpaHeHus nHpopmMaumm 06 OKpy>XeHUKU nonb3oBaTenen nogpasymeBa-
eT TakkKe W LUeHTpanM3oBaHHOe XpaHeHue OOMalUHUX KaTanoroB nonb3oBartenen. na aToro
ucnoneayetcs ceteras 3awmueHHas OC CIFS.

B cpege OC nonb3oBaTtento NOCTaBreH B COOTBETCTBME psi aTpubyTOB, XapakTepusyo-
LWMx ero MaHgatHole npaea. KoHuenuusa ENMN nogpasymeBaeT XxpaHeHWe CUCTEMHOW MHGOpMaLmnm
0 nonb3oBartene (BKroYyas JOCTYMNHbIE MaHA4ATHbIE YPOBHU U KaTeropun) LeHTpanm3oBaHHo. B
AaHHOM criydae Bcsi MHGopMauusa xpaHutcs B cnyxbe katanoros LDAP.

MHdopmauma o maHgaTtHbIX aTpmbyTax nonb3oBaTenen XpPaHUTCA NoKanbHO B
COOTBETCTBYHOLUNX KOHUIYPaLMOHHLIX doannax. Npun nasmeHeHnn KOHpUrypaumm cuctemsl ans
NCNOMb30BaHWS B CETEBOM KOHTEKCTE MaHAaTHbIE NpaBa nosfb3oBaTenen AOMKHbI NepemMecTUTbCA
BCrea 3a OKpyXXeHuMeM nonb3oBatens (MaeHTuduKaTopbl Nonb3oBaTtenen, rpynn, goMallHue
KaTanoru un np.) B cnyx6y katanoros LDAP. [loctyn kK maHgaTHbIM aTpubyTam nonb3oBatenemn
OCYLLECTBISETCA C UCMONb30BaHNEM NPOrpaMMHOro MHTepdenca nogcmcteMbl 6e3onacHoOCTH
PARSEC. [JaHHbIM nHTepdenc no3BonseT nonyy4nTb N3 COOTBETCTBYIOLLEro KOHUrypaLMoHHOro
danna nHgopmaumo 06 NCTOYHUKE AaHHbIX Ana MaHgatHbix C3U cuctemsl. Mo ymonyaHuio
NCNonb3yHTCA NoKanbHble TekcToBble dannbl. MNpu pabote OC B CeTEBOM KOHTEKCTE B KayecTBe
NCTOYHMKA AaHHbIX BbiCTynaeT cnyxba katanoros LDAP. MNepekntoyeHne KOHTEKCTa NpoM3BoanTCS
nyTemM npaBkM COOTBETCTBYIOLLLErO KOH(pUrypaumoHHoro danna.

Ona ynpaesnenus ENMM B OC Bknto4veHbl cnyx6bl ALD n FreelPA, koTopblie oTnn4atoT-
CH YPOBHSIMM pa3BepTbiBaHMA U MacwTabupoBaHus. OHn 6asmpytoteca Ha TexHonorusx LDAP,
Kerberos n Samba, npegocraensioT rpaduyeckme nHTepgencsl ynpasneHnss 1 agMMHUCTPUpOBa-
HUSA U aBTOMATU3MPOBAHHYO HACTPOMNKY BCceX HeobXxoanmbIx harnnoB KOHGUrypaumm BXxogsaimx B

HUX cnyx6.
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4.1.5. [IuckpeumoHHoe ynpaBrieHue AOoCTYNnom

B OC mexaHu3Mm guCcKpeuMOoHHOro ynpasneHns OCTyrnoMm obecnevmBaeT npoBepKy Auc-
KpeumoHHbIx MNP, dbopmmpyembix B Buae 6asosbix MNP OC cemenctsa Linux, dhopmupyembix
B BUAe naeHtudumnkatopos cyobektoB (naeHTudukatop nonbsosatens (UID) n nageHtudmkarop
rpynnbl (GID), nmerowmx gocTyn K o6bekTy (4TeHue, 3anucb, ucnonHeHme). Kpome toro, ans
dopmunpoBaHna auckpeunoHHsix MNMPO B OC ncnonb3ytotcsa cnvckn KoHTponsa goctyna (ACL) n
MexaHn3M cuctemHbix npusunerun OC cemencTea Linux.

B coctaB OC BxogAT 3awmLLeHHble koMnnekebl nporpamm: CYB[], aneKTpoHHOM NoYThI 1
rmnepTekcToBon 06paboTkn OaHHbIX.

B 3aLymLieHHbIX KoMnnekcax nporpamMm 3feKTPOHHOW MOYThl U rTMNepTeKCTOBON 06paboTku
AaHHbIX 3almwaemMbiMm obbektamm aBnaTCcA 06bekTbl PC. Takmum 0bpa3om, ANCKPELIMOHHOE

ynpaBneHne OOCTYNOM K HUM obecrnednBaeTcs Tak Xe, Kak 1 K npounm obvektam PC.

4.1.6. MaHgaTHble ynpaBreHue AOCTYNOM U KOHTPOSb LefIOCTHOCTHU
PelweHne 3aga4y MaHgaTHOrO ynpasnieHus 4OCTYNOM NpoLLeCcCoB K pecypcaM U MaHOaTHOro
KOHTPOISA LLeNOCTHOCTM OCHOBaHO Ha peanu3auumn COOTBETCTBYHOLMX MexaHu3moB B sape OC.
MpuHATHE pelueHuns o 3anpeTe Unu paspeLLeHny goctyna cybbekTa K 06bekTy npuHMmaeT-
CSl Ha OCHOBE TuNa onepauumn (4TeHne/3anncb/McNonHEHNE), MaHAATHOrO KOHTEKCTa 6e3onacHoCTH
cyObekTa u MaHOaTHOW MeTkM obbekTa.
MexaHn3M MaHOaTHOro ynpasneHusa JOCTYNOM 3aTparmBaeT cneayroLmne noacuctemMsi:
mexaHusmsbl IPC;
ctek TCP/IP (IPv4);
OC Ext2/Ext3/Ext4;
ceteBble ®C CIFS;
@C proc, tmpfs.

MaHngaTHass MeTka COCTOUT U3 KrnaccudukaumMoHHON METKOM (onpedensercs ypoBHEM U
KaTeropnsmm) 1 ypoBHS LIENOCTHOCTU (KaTeropuin LernoctHocTn). OnucaHne npuMeHeHuUst MeTKn
npueeaeHo B PYCB.10015-01 97 01-1.

OC nosBonseT ncnornb3oBaTtb 256 3HaYEHUN ANS nepapxm4ecknx ypoBHen KOHpuaeHUm-
anbHocTH (uenble Yncna ot 0 Ao 255) n 64 pasnuyHbIX Henepapxmyeckmx kateropun (Nnpegcras-
NEHHbIX B BUAE paspsigoB GUTOBOW Mackm).

B OC ncnonbayercs pelueTka YpOBHEN LIENOCTHOCTM (aHanor peLwweTkn Hemepapxmyeckmnx
Kateropuin) B guanasoHe 3HavyeHun ot 0 o 255. 3ToT AnanasoH cogepXmuT Habop HECPaBHUMbIX
mexay cobon ypoBHen LenoctHoctu (Hanpumep, 1=0b00000001, 2=0b00000010, 4=0b00000100,
8=0b00001000,16=0b00010000,32=0b00100000,64=0b01000000,128=0b10000000), KOTOPHLIE
MoryT 6biTb 3a,€NCTBOBaHbI A4S CUCTEMHbIX CEPBUCOB (HanpMMep, YpoBeHb LIeNOCTHOCTU 8 3ape-

3epBupoBaH Ansa rpadudeckoro cepeepa Xorg). MNpu yctaHoBke OC no ymonyaHuio npegnaraercs
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MaKCUMarnbHbIA YPOBEHb LenocTHocTn 63 (B aBonyHon cucteme 0b00111111), MMHUManNbHbIA ypo-
BeHb Bcerga 0. MakcumManbHbIMU YPOBHAMM LENOCTHOCTU B CUCTEME MOTYT ObITh YNCIA, Y KOTOPbIX
OuToBas macka BKMto4aeT BUTOBbIE MAacKM BCEX OCTaslbHbIX UCMOMb3yeMbIX YPOBHEN LIENOCTHOCTU
B cucteme (Hanpumep, 63=0000111111, 127=0b01111111, 191=0b10111111 n 255=0b11111111).

Cuctema Linux-npusunernn OC, npegHasHavyeHHasa ons nepegaydv otaenbHbIM Nosfib30Ba-
TernsiMm npaB BbINOSIHEHUS onpeaesieHHbIX aAMUHUCTPaTUBHBLIX AeNCTBUI, pacumpeHa PARSEC-
npusunernamn. [ladHole npusmnerun otHocAatcsa Kk cucteme PARSEC u o6ecneumBatot paboty ¢
MeXaHM3MOM MaHAaTHOro ynpaBneHne 4OCTYNOM.

PARSEC-npuBunern HacnegyroTcsa npoueccamm oT CBOUX «poauteneny. lNpouecchl,
3anyLweHHble OT UMEHU Cynepnonb3oBaTers, He3aBUCUMO OT HanNn4ust y HUX NPUBUMETNA, UMEIOT
BO3MOXXHOCTb OCYLLIECTBIIATb BCE NEPEYNCNEHHbIE MPUBUIENMPOBAHHbIE eNCTBUS. [lepedeHb n
onucanne PARSEC-npusuneruin npueegeHsl B PYCB.10015-01 97 01-1.

B kavecTtBe ocHoBHOM ceTeBon PC mncnonbsyetca CIFS, koTopas siBnsietca paclumpeHmem
SMB u nogaepxumBaet atpndytel @C UNIX n nmeeT orpaHnyeHHyo NoaaepXkKy paclumpeHHbIX
aTpunbyToB. [JaHHaa ®C WMpoKo pacnpocTpaHeHa n paboTaeT B reTeporeHHbIX ceTax (noaaepxu-
BaeTca mHoruMmn OC), a Takke nogaepxmBaeT ayTeHTudukauuio cpeacteamm PAM n Kerberos
(cm. 4.1.3).

B3anmopgencrteue npu nomoLum cetesoro npotokona IPv4 ocylwiectenaerca yepes npo-
rpaMMHbIN MHTEpdenc 06 bEKTOB AOCTYNA, ABMSKOLWMXCS fIEMEHTaMMN MEXMNPOLECCHOro U ceTe-
BOro B3aMMOOENCTBUSA (Hanpmmep, CETEBbLIX COKETOB), KOTOpblE 0becneymBaroT 0OMEH LaHHbIMN
Mexay npoueccamu B pamkax ogHon nnun Heckonbkux OC, o6beanHEHHbIX B NOKarbHY BbIYMC-
NNTENBHYIO CETb.

[na nogaoep)Xkn mMaHOaTHOro KOHTpond OOCTyna B ceTeBble MakeTbl npoTtokona IPv4
BHELPSAITCA KnaccudukaumoHHble MeTkU. [1opsaoK NPUCBOEHNS KNacCUPUKaLMOHHBbIX METOK U UX
dopmat cooTBeTCTBYET HaumoHanbHoMmy ctaHgapty FTOCT P «3awmrta uHgpopmauun. YnpasneHue
noTokamm MHdopMaumn B MHOpMaLmMoHHoN cucteme. Popmat kKnaccndmkaumMoHHbIX METOKY.
Mprnem ceTeBbIX NakeToB NogumHseTcs maHaatHeiM MNP, Cnegyet oTMETUTb, YTO METKA CoKeTa
MOXeT UMeTb TUM, NO3BOSISAOLLNN CO30aBaTb CETEBbIE CEPBUCHI, MPUHUMAIOLLME COeAUHEHNS C
NoBbLIMU YPOBHAMMU CEKPETHOCTH.

Mpn HeobxoammocTn ans obecneveHnsa LenoCcTHOCTK 3aronoBka |P-nakeTos, cogepxatue-
ro KnaccmumkaumMoHHy0 METKY, OMYyCKaeTCa NpMMmeHeHne nporpammHoro cpegcrea OpenVPN.
Onuncanune ncnonb3oBaHuss OpenVPN npueegeHo B gokymeHte PYCB.10015-01 95 01-1.

OTcyTCcTBME METKM Ha OObEKTE AOCTYNa SKBUBANEHTHO HYNEeBOW MaHA4ATHON MeTKe. Takum
obpasom, saapo OC, B kKoTopon Bce 06bEKTbI U CyObEeKTbI A4OCTYyNa MMEKT YPOBEHb CEKPETHOCTU
«HECEeKpPEeTHO», (PYHKLMOHUPYET aHanormyHo ctaHgapTHoMy aapy OC Linux.

[nsa psga ceteBbix cepsucoB (cepBepa LDAP, DNS, Kerberos u 1. 4.) Heobxoanmo obec-
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NeYnTb BO3MOXHOCTb UX paboTbl C KIIMEHTAMN, MMEKLLMMN Pa3HbI MaHOATHbLIN KOHTEKCT 6e3-
onacHocTK, 6e3 BHECEHNSA UBMEHEHUI B UCXOOHbIE TEKCThLI CEPBUCA.

OGecneveHne maHOATHOroO ynpaBneHns 4OCTYNOM B 3aLUMLLEHHbLIX KOMMSIEKcax NporpaMm
rMNepTekcToBon 06paboTkn AaHHbIX (CM. N 3NEeKTPOHHOW MoYThI (CM. peanunsoBaHo
Ha OCHOBe MporpamMmmHOro nHTepdgenca 6ubnmotek nogcmncrtemsl 6esonacHoct PARSEC. Ha
cepBepax KOMMJIEKCOB MporpaMmm rmnepTekcToBon o6paboTkn AaHHbLIX U SNEKTPOHHOW MOYThI
npn obpaboTke 3anpoCcoB Ha COeAMHEHME BbIMOMHAETCS MonyyYyeHne MaHOaTHOrO KOHTEeKcTa
COeQVHEeHUs, yHacnegoBaHHOro ot cybwekTa (npouecca). CokeT cepBepa, OXnaatoLmii BXOAALLNX
3anpocoB Ha coeauHeHne, paboTaeT B KOHTEKCTE MpoLecca, UMEHLLEro NPUBUMNENNIO ANs Nnpuema
COEeAVHEHUN C NIOOLIMK YPOBHAMMN CEKPETHOCTW.

[Mocne ycTaHOBKM COEAMHEHNS N YCNELIHOro NPOXOXAEHMS Npoueaypbl naeHTudmKkaumm
N ayTeHTudmKauumn nonb3oBaTens npouecc cepepa, obpabaTbiBaloWwmi 3anpockl Nofib3oBaTens,
nepeknoyaeTcst B KOHTEKCT Ge3onacHOCTM nonb3oBaTtensi, copacbiBaeT npusunerum, obpabartbia-
€T 3anpochbl NOMbL30BaTeNs N 3aBepLLAETCS.

B komnnekce nporpamm runepTekcToBon 06paboTkm AaHHbLIX NONb3oBaTenb NnonyyaeT
AOCTYN K pecypcawm, sipnawwmmcs obbektamn dC. Komnnekc nporpamm 3reKTPOHHOW NOYTbI
ncrnonb3yeT TexHonoruo maildir, obecneymsaroLLyto XpaHeHUe NoYTOBbIX COOBLEHUN B BUAE OT-
AenbHbix 06bekToB ®C. Co3zgaBaeMble hannbl NOYTOBLIX COOOLLEHMI MAPKMPYOTCA MaHAaTHLIMM
METKamu, yHacnegoBaHHbIMU OT npouecca-co3narens. Takum obpasom, B 060mMX KOMNeKcax
NporpamMmm pecypchbl, K KOTOPbIM OCYLLECTBNSETCHA OOCTYN OT MMEHU CEPBEPHbIX NMPOLIECCOB, 06-
pabaTbiBaloLLMX 3arnpockl norb3oBaternen, anaTca obbektammn GC. CnegosareribHO, JOCTYN
K 3amwiaemblM pecypcam npu npyeme n obpaboTke 3anpocoB MNonb3oBaTernen B npolecce
YHKLUMOHNPOBaHUS CEPBEPOB KOMMMEKCOB NPOrpaMmm rmnepTekcToBOM 06paboTkn AaHHbIX U

ANEKTPOHHOW NOYThl NoAYnHAETCS MaHaaTHbIM P/,

4.1.7. U3onaumua npoueccoB

PelwieHne 3agaym msonsumm agpecHbiX NPOCTPAHCTB MPOLECCOB OCHOBAHO Ha apXu-
Tektype agpa OC, kotopoe obecneymBaeT ONA KaXaoro npouecca B cucteme cobCTBEHHOE
N30NMPOBaHHOE agpecHOe NPOCTPaAHCTBO. [JJaHHbI MEXaHM3M MU30MSLUMN OCHOBaH Ha CTpaHU4-
HOM MeXaHM3Me 3alUTbl NaMATU, a TakKe MexaHu3Me TPaHCMALMM BUPTyarnbHOro agpeca B
dunanyeckni, nogaepxxmsaemMbli Mogynem ynpasneHus namatbto. OgHU 1 Te e BUpTYyarnbHble
agpeca (c KoTopbiMKn 1 paboTaeT npoueccop) npeobpasytoTcsa B pasHble pusnyeckme ans pasHbixX
agpecHbIX NpocTpaHCTB. NMpouecc He MOXET HECAHKLMOHUPOBAHHBIM 06pa3om NonyyYnTb OCTYN K
NPOCTPaHCTBY APYroro npouecca, T. K. HeNpUBUNErMPOBaHHbIN NOMb30BaTENbCKUI NPOLECC NULLEH
BO3MOXHOCTU paboTaTb C M3MYECKON NAMATLIO HANPSIMYHO.

MexaHun3m pasgenseMon NnamsaTu SBMSeTCS CaHKLUMOHUPOBAHHbBIM CNOCOB0OM Nony4nTb

HECKOITbKMM npoueccam A0CTYN K OAHOMY U TOMY e y4aCTKy NaMATU N HaXoOUTbCA Mo KOHTPO-
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nem OUCKPELMOHHbIX U MaHaaTHbIX [P (cm. ni4.1.6).

AJpecHoe NpoCTPaHCTBO A4pa 3alMLEHO OT NPSIMOro BO3AENCTBUSA NOMNb30BaTENbCKNX
NPOLIECCOB C MUCMONb30BaHWEM MeXaHn3Ma CTpaHU4YHOM 3awmTbl. CTpaHuLbl NPOCTPaHCTBa A4pa
ABNATCS NPUBUIENMPOBAHHBIMA 1 AOCTYN K HUM U3 HEMPMBUIIETMPOBAHHOIO KOA4A Bbl3blBAET
NCKNIOYEHME npoLleccopa, KoTopoe obpabaTtbiBaeTcst KOPPEKTHbIM 0bpa3om sapom OC. EgnH-
CTBEHHbIM CaHKLUMOHMPOBaHHbIM cnocobom goctyna k sapy OC n3 nonb3oBaTenbCKOM NporpamMmmbl
SABNSETCA MEXaHU3M CUCTEMHbIX BbI30BOB, KOTOPLIA rapaHTUpyeT BO3MOXHOCTb BbIMOSIHEHUSA

nornb3oBaTtesieM TOJ1IbKO CaHKLUMOHNPOBAHHBbIX DENCTBUN.

4.1.8. Peructpaumnsa cobbiTun 6e3onacHocTun

B OC peanusoBaHa paclumpeHHas nogcuctema npoToKONMpPOBaHNSA, OCyLLeCTBASoLWas
perncTpaunto cobbiTUn B ABONYHbIE haisbl C UCMOMb30BaHNEM cepBuca parlogd.

B 6ubnunotekax nogcmctembl 6esonacHoctn PARSEC peannsoBaH nporpaMmHbIN MHTEP-
denc onst NPOTOKONUPOBAHNA COOLITUI C UCMNONBb30BaHMEM PaCLUMPEHHOW NOACUCTEMbI MPOTOKO-

nupoBaHus. [laHHbIM NPpOrpaMMHbIN MHTEPdENC NPUMEHEH AN pernctpauumn codbitun B CYB[
PostgreSQL (4.3.4.3).

4.1.9. Ouyuctka onepatTMBHON U BHELUHEN NAMATHU

PelwweHune 3agaum ounctkm Ol ocHoBaHO Ha apxuTekType aapa OC, KOoTopoe rapaHTUpyer,
YTO OObIYHbLIA HENPUBUIEINMPOBAHHbINA MPOLECC HE MOMYYMT AaHHbIE YY>KOro npolecca, ecnm 310
SIBHO He paspelueHo MNPL. 3To o3Ha4aeT, 4To CpeacTBa B3auMoaeNCTBUA Mexay npoueccamm
KOHTponupytotcs ¢ nomouubto MNP, 1 npouecc He MOXET NOMyYnUTb HEOUULLIEHHYHO NaMATb (Kak
onepaTuBHYHO, Tak U OUCKOBYHO).

PelueHne 3agaym O4YNCTKM NaMATU Ha BHELLHMX HOCUTENSX OCHOBAHO Ha peanusauuu
MexaHu3ma, KOTOpbIN ovnLLaeT Hencnonb3yemble 6rnokn ®C HenocpeacTBEHHO NpU X 0CBOBOX-
AeHun. PaboTa Ha3BaHHOro MexaHn3ma CHUXaeT CKOPOCTb BbINOSIHEHUS onepauui yaaneHus
n yceveHns pasamepa danna. MexaHmsm siBnsieTca HacTpamBaeMbiM M NO3BONSET obecneunTb
paboty ®C OC (Ext2/Ext3/Ext4) B 0OAHOM M3 CreayLmMX PEXMMOB:

- OaHHble NobbIX yaansembix/ypesaembix ¢annos B npeaenax 3agaHHon ®C npeasapu-

TENbHO OYULLIAIOTCS MACKUpYIOLLIEN NOCNea0BaTENbHOCTLIO;

- daHHble ®C ocBoboxaarTcs 00bl4HLIM 0B6pa3om (6e3 NnpeaBapuTENbHOrO MackMpoBa-

HKS).

Pexxum pabotbl C MoxeT 6biThb BiOpaH agmuHuctpatopom OC n 3agaH B Buae napa-
MeTpa MOHTUpoBaHus PC.

Kpome Toro, B OC peanu3oBaH MexaHW3M BKITHOYEHUSA OYMCTKM aKTMBHbIX pa3nerioB

CTpPaHM4YHOro obmeHa.
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4.1.10. KOHTpOnb LEeNnoCTHOCTHN

PelieHne 3agay KOHTPONS LENOCTHOCTU OCHOBAHO Ha MCNONb30BaHUM OMBNnotekm
libgost, B KOTOpPOM peanu3oBaHbl PyHKUMN xawmpoBaHus B cootseTcTBum ¢ FTOCT P 34.11-94,
MOCT P 34.11-2012 ¢ pnuHom xaw-koga 256 out n NOCT P 34.11-2012 ¢ anuHoOM xaw-koaa
512 6uT. JaHHasa 6ubnmnoTteka ncnonb3yeTcsa B CpeacTBax KOHTPOMNS LEeNOoCTHOCTM ANCTpmnbyTrea u
cpeacTBax KOHTposst uenoctHoctn ®C.

KoHTponb uenoctHocTh anctpmbyTtmea obecneumBaeTcs METOAOM pacyeTa ero KOHTPOsib-
HOW CYyMMbl 1 CPaBHEHUS NOSTYYEHHOIO 3HAYEHUS C 3TANOHHLIM 3HAYEHMEM KOHTPOMBbHOW CyMMbI.

KoHTponb uenoctHoctn OC, npuknagHoro MO n C3M obecneynBaetca Habopom npo-
rPaMMHbIX CPEACTB, KOTOPbIA NPegoCTaBNAeT BO3MOXHOCTb NEPMOANYECKOro (C MCMONb30BaHNEM
CUCTEMHOrO NfIaHMPOBLLMKA 3a4aHWU cron) BblYUCIIEHNSA KOHTPOSIbHbLIX CyMM hanmnoB N COOT-
BETCTBYHOLLMX UM aTpuByTOB C NocneayoLmMm CpaBHEHNEM BbIYMCIEHHbIX 3HAYEHUIN C 3TalOH-
HbIMW. B ykazaHHOM Habope nporpaMMHbIX CPeACTB peann3oBaHO MCMNonb3oBaHMe GUbnNnoTeku
libgost 1 KOHTPOMb LIENOCTHOCTM CBSI3aHHbIX C hannamm aTpubyToB pacLUMPEHHON NoacucTe-
Mbl 6e3onacHocTn PARSEC (maHgaTHbIX aTpubyToB 1 atpubyToB pacLUMPEHHON NOACUCTEMbI

NPOTOKONMPOBAHMS).

4.1.11. OrpaHu4yeHune nporpaMmmMmHoOun cpeabl

4.2. 3aMmKHyTasa nporpamMMHasi cpena

MHCTpYMEHTbI 3aMKHyTOW nporpammMmHon cpeabl (3MC) npegoctaBnsaioT BO3MOXHOCTb
BHeZpeHMa undpoBon nognucu B ucnonHsemole dannel dopmata ELF, Bxogsuwme B coctas
yctaHasnueaemoro Cl10, 1 B paclumpeHHble atpubyThbl hainfioBo CUCTEMBI.

MexaHn3M KOHTPOSISi LLeNOCTHOCTU UCMONHAEMbIX hannoB 1 pasgensieMbix Gnbnuotek
dopmata ELF npu 3anycke nporpammbl Ha BbINOfNHEHME peanu3oBaH B moayne sgpa OC
digsig_verif, KOTOpbIN ABNAETCH HEe BbIrpyXaeMbiM Moaynem sgpa Linux n moxeTt dyHK-
LMOHMPOBaTbL B OOHOM U3 Cneaytowmnx pexmmMoB:

1) ucnonHsemblM harinam u pasgensembiM 6ubnuotekam ¢ HesepHoun JLI, a Takke Ge3

OUI1 3arpyska Ha ucnonHeHne 3anpeLtaetcs (LUTaTHbIN PEXUM YHKLUMOHNPOBAHUS);

2) ucnonHsembiM dannam n pasgensieMbiM 6ubnmnotekam ¢ HesepHon AU, a Takke 6e3

OUIT 3arpy3ka Ha ncnonHeHue paspeLuaeTcd, npu 3ToM BbigaeTcst cooblieHne o6 owmnbke

nposepkn LM (pexum ana nposepkn AUIM B CI10);

3) 9UIM npwm 3arpy3ske ncnonHsemMbix annos 1 pasgensembix 6ubnnoTek He npoBepsieTcs

(oTnagoyHbIv pexum ans tectupoBaHus Cl10O).

MexaHn3M KOHTPOMA LenoCTHOCTM hannoB Npu UX OTKpbITUKM Ha ocHoee JLIN B pacluu-
PeHHbIX aTpmbyTax hannoBon CUCTEMbI Takke peanusoBaH B moayrne sapa OC digsig_verif

N MOXET (PYHKLMOHMPOBATbL B OAHOM U3 CNEAYOLLNX PEXUMOB:
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1) 3anpewaeTcsa OTKpbITUE (hannoB, NOCTABIEHHbLIX HA KOHTPOSb, C HeBepHon AL nnun
6e3 JUIT;

2) OTKpbITME hansioB, NOCTABMNEHHbIX Ha KOHTPOSb, ¢ HeBepHon JUIMT unn 6e3 SLI
paspeluaeTcs, Npu 3ToM BblgaeTcs cooblieHne 06 owmnbke nposepkun ILI (pexxum ana
npoBepkn LM B pacwmpeHHbix atpubyTtax ¢annoBon CUCTEMbI);

3) UM npu oTkpbITUN hannoB He NPOBEPSIETCS.
4.3. CucteMHble orpaHu4eHns u GrIOKNPOBKU

HononHutensHo B OC peann3oBaHbl MEXaHU3MbI, MO3BONSAOLLME YCTaHABNUBATL Cneayto-
LMe orpaHmyeHnst 1 GrOKMPOBKMK:

1) cuctemHble orpaHuYeHnin, 3afgaHHble B panne /etc/security/limits. conf;

2) 3anpeT yCTaHOBKMN BUTa NCNOMHEHNS;

3) GnokmpoBKa KOHCONWU ANSA Nonb3oBaTenen;

4) GrnoKMpoBKa MHTEPNPETATOPOB;

5) BGnokupoBKa MakpoCoB;

6) 6rnokupoBka TpaccupoBku ptrace;

7) 6nokupoBka knaeuw SysRq.

OnucaHue ynpaBneHUss CUCTEMHbIMU OrpaHUyYyeHUsIMM U BNOKMPOBKaMU NpUBELAEHO
B PYCB.10015-01 95 01-1

4.3.1. MapknpoBKa AOKYMEHTOB

PelweHve 3agaym MapkupoBKM LOKYMEHTOB MpU BbIBOAE Ha nevyaTtb OCHOBAHO Ha MC-
nonb3oBaHum B OC 3awmiieHHoro cepeepa nedatn CUPS, koTopbin o6ecneumBaeT MapKnpoBKYy
BbIBOAMMbIX Ha neyaTtb JOKYMEHTOB. MaHaaTHble aTpmbyTbl aBTOMATUYECKN CBA3LIBAOTCS C 3aja-
HMeM ONis neyYaTy Ha OCHOBE MaHAATHOrO KOHTEKCTa Nofly4aeMoro CeTeBoro coeavHenns. Boisog
Ha neyaTb AOKYMEHTOB 6e3 MapKMpoBKM cybbekTamu gOCTyna, paboTalowmmMmm B HEHYIIEBOM
MaHOATHOM KOHTEKCTE, HEBO3MOXKEH.

Onsa paspewenus cepeepy CUPS obpabatbiBaTb 3agaHua neyatn, popmupyembie B
HEHyreBOM MaHOAaTHOM KOHTEKCTEe, HeobBXoaMMO OT MMEHU aiMUHUCTPATOpa BbIMOMHUTL onpeae-
NEeHHble OeNCTBUSA, onpegenstowme BO3MOXHbIM MaHOATHbIA KOHTEKCT, B KOTOPOM MOryT dhopMu-
poBaTbCA 3adaHns AN nevyaTn Ha KOHKPETHOM MpUHTEpE.

MapkupoBKa LOKYMEHTOB OCYLLECTBIISIETCA Ha OCHOBE CrneayoLlwmnx MoanuumpyemMbIx
dannos wWabnoHoB:

- (pann wabnoHa, cogepxawmmn nHgopmaumo 06 aTpnbyTax MapKMpOBKM 1 UX NOSIOXKEHNUN

Ha CTpaHuLe Npy NeYatn AOKYMEHTa;

- chann wabnoHa, cogepxalunin tHdopmMauuio 06 atpnbytax MapknpoBkm obopoTta no-

crnegHero nnMcta goKymMmeHTa 1M UX nonoXeHmn Ha ctpaHuue npun nedyatm natm u MeHee
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9K3eMMNsiPoOB JOKYMEHTA;
- (bann wabnoHa, cogepxawmmn nHpopmauuno od atpmbytax MapkupoBkn obopoTta no-
cnegHero nucta AOKYMEHTa M UX MOSIOXKEHUN Ha CTpaHuue npu nedyatn 6onee natn

3K3eMMNNSAPOB AOKYMEHTA.

4.3.2. O6ecne4vyeHune paboTbl B OTKAa30yCTOMUYNBOM peXxume

®yHkunoHan OC nogaepXmMBaeT co3faHue KnactepHon annoBon cuctembl ¢ obecneye-
HMEM ee OTKa30yCTOMYMBOCTU (OTKaA30yCTOMYMBLIN KnacTep). [na co3gaHnsa oTKasoyCcTOMYMBOro
knactepa ucnonb3ytotca naketol Pacemaker, Corosync n Keepalived, a Takke Ceph ansa cosna-
HUS1 OTKa30yCTONYMBOW pacrnpeneneHHon annoBon cuctemMol. B oTkazoycToM4ymMBOM Kractepe
N OTKa30yCTOMYMBOWN pacnpepeneHHon hannoBon cucteMe npu BbIXO4Ee U3 CTPOS OAHOro U3
CepBepPOB COXpPaHSETCA AOCTYMNHOCTb CEPBMCOB U MHGOpMaLUK.

Bonee nogpobHas nHgpopmauma npuseaeHa B gokymeHte PYCB.10015-01 95 01-1 «One-
pauMoOHHasa cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBogctBo

agMuHucTpartopa. Yactb 1».

4.3.3. Obecne4vyeHne HapexHoro (pyHKLMOHUPOBaHUS

[nsa peweHnsa 3agaym obecneyeHns HagexxHoro yHkunoHnposaHmsa B OC peann3oBaHbl
CpencTBa pe3epBHOrO KOMMPOBaHUS 1 BOCCTAHOBMEHUA nocrie cboeB 1 0TKa3oB 060pyaOBaHUS.

CpencTtBa obecneveHnsa HagexHoro yHKUMOHNMPOBaHNA NPeaoCTaBnsaT creayowme
BO3MOXHOCTMU:

- aBTOMaTU4eCcKoe BbINOMHEHUE B npoLecce nepesarpyskun nocre cbosi nporpammbl Npo-

BepkM n BocctaHoBrieHuss OC;

- pesepBHOE KonMpoBaHue n BocctaHoBneHme OC;

- pe3epBHOE kKonnpoBaHue n BocctaHoBneHne CYB/.

Bonee nogpobHas nHgopmaumnsa npueegeHa B gokymeHtax PYCBE.10015-01 95 01-1 n
PYCB.10015-01 97 01-1 «OnepauMoHHasa cuctema cneumanbHOro HasHadeHus «Astra Linux

Special Edition». PykoBoactso no KC3. Yactb 1».

4.3.4. Obecne4yeHue poctyna Kk b[j

PeweHne 3agaym obecneyeHus goctyna k b[] ocHoBaHO Ha MCMOMb30BaHUN 3aLLMLLEHHOIO
komnnekca nporpamm CYB/[l Ha ocHoBe 06bekTHO-penaunoHHon CYB[ PostgreSQL, B koTopom
Ha HM3KOM YPOBHE [aHHble XpPaHATCH B OTHOLWEHUAX (Tabnuuax, Buagax), U AoCTyn K JaHHbIM
pasrpaHn4nBaeTcs B NOHATUAX pensumoHHon CYB[.

[aHHble B pensiumoHHon B] xpaHaTcs B OTHOLWEHMSX (Tabnuuax), COCTOSALMX U3 CTPOK U
cTonbuos. [pn 3TOM eguHMLEn XpaHeHUs U JOCTyNa K AaHHbIM SABMASETCS CTPOKa, COCTOoSALWas
N3 nonewn, aeHTUUUNpyeMbIX MMeHammn ctonbuos. Kpome tTabnuu, cywecTByoT gpyrine Tunbl

obbekToB B[] (B1AbI, Npoueaypsb! 1 Np.), KOTOpble NPeaoCTaBNAOT AOCTYN K AaHHbLIM, XPaHSALLMMCS
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B Tabnuuax.

Taknm obpasom, B 3aLLmLLEHHOM KoMnnekce nporpamm CYB[] onpegeneHbl TUnbl 06bek-
TOB, C KaXablM U3 KOTOPbIX accoLMmpyeTcsi onpeaeneHHbii Habop TMNoB AocTyna (BO3MOXHbIX
onepauuin). [ina kaxxgoro o6bekTa ABHO 3a4aeTCA CMUCOK paspeLLeHHbIX AN KaXaoro n3 nonme-
HOBaHHbIX cybbekToB B[] (nonb3osatenen, rpynn nnu ponen) ACL. N B ganbHerwem npu pasdope
3anpoca k B[] ocyuwiecTBnaeTca npoBepka BO3MOXHOCTU NpeaocTaBneHns AocTyna cybbekTa K
00bEKTY TMMNa, COOTBETCTBYIOLLETO 3anpocy.

4.3.4.1. InckpeunoHHoe yrnpaBreHme OCTynom B 3awuweHHon CYB[

B o6wem cnyyae otgenbHas CTpoka Tabnuubl He ABNSIETCA OQHO3HAYHO naeHTuduumpye-
MbIM OOBEKTOM (KaXkgas CTpoka MAEHTUULMPYETCS TONbKO HAbOpPOM COAEpPXXMMOro CBOMX MOMen,
HO 6e3 cneumanbHbIX OENCTBUIA, HAaNpMMep, CO34aHNA NEePBUYHONO Kroda unu dmsanyeckoro
YHUKaNbHOIo naeHTudukaTopa cTpoku B b1, Takas naeHTudukaumsa He SBNSeTCs YHUKanbHOM),
N COOTBETCTBEHHO ANCKpeLnoHHbie MNMPL K Hel NpuMeHeHbl ObiTb He MoryT. CTonbubl MOryT siB-
NATbCA 06beKTaMmn UCKPELMOHHOIO yNpaBneHns OCTYNOM, NOCKOMbKY MOryT ObiTb OAHO3HAYHO
NOEHTUPULMPOBaHbI NO COCTaBHOMY MMeHU obbekTa n ctonbua (Mma ctonbua BHYTpU obbekTa
SABNSAETCHA YHUKANbHbIM).

B pamkax guckpeumoHHblx NP onpegeneHsl criegyrowme onepaunm Hag tabnuuamm mn
XPaHALLMMUCA B HUX OAHHBIMM:

- SELECT — YTeHue JaHHbIX 13 Tabnuupl;

- INSERT — BCTaBKa HOBbIX AaHHbIX B Tabnuuy;

- DELETE — yganeHue HeKoTopbIX/BCeX AaHHbIX B Tabnuue;

- UPDATE — M3MEHEHWe JaHHbIX B Tabnuue;

- REFERENCES — MCMNOfb30BaHNe AaHHbIX Tabnuubl NS BHELUHUX KIOYen;

- TRIGGER — CO34aHue 1 Ha3Ha4yeHne Ans Tabnvubl TPUITepOoB;

- TRUNCATE — o4ucTka Tabnuupl (yaaneHue Bcex AaHHbIX).

[nsa o6bekToB «BUA» (CNocob opraHM3aumu npegsapuUTeNnbHO NOArOTOBMEHHBLIX 3anNpoCcoB)

onpeneneHsl cneayoLmne onepauum:

SELECT — 4TeHune gaHHbIX U3 BMaa,;

INSERT — BCTaBKa HOBbIX AAaHHbIX B BUA;

DELETE — yAaneHue HeKOTOPbIX/BCEX AaHHbIX B BUAE;

UPDATE — n3aMeHeHue gaHHbIX B BUAE.

[na obbekToB «nocnegoBaTeribHOCTb» (CI'IOCO6 nonyyvYeHna yHuKarnbHbIX 3Ha4YEeHUNn —
C‘-IGT‘-II/IK) onpegeneHbl crnegywmne onepaunn:

- SELECT — 4YTeHMe 3Ha4YeHUNda CYETUUKa;

- UPDATE — yCTaHOBKa 3Ha4eHUda CHETYUKa,

- USAGE — BbINOfNHEHNE C*)yHKLlMVI MaHuUnynmpoBaHnMA CHETHNUKOM.
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[nsa o6bekToB «6a3a AaHHbIX» (CNocob opraHM3aumm obnacTn gaHHbIX, CoAepXKaLLmX BCe
ocTanbHble 06bekThl, onpegeneHHble B CYB]]) onpeaeneHsl criegyowue onepaummn:

- CREATE — co3gaHue b[;

- CONNECT — ycTaHOBKa coeanHeHusa ¢ b[;

- TEMPORARY/TEMP — co3aaHne BpeMeHHbIX Tabnuy, B B/1.

[na 06beKkToB «PyHKLUMAY (MPOrpaMMHbIA KOO MaHUNyNMPOBaHUSA AaHHLIMU Ha CepBepE)
onpegeneHa onepauns EXECUTE (BbINOMHEHWE (DYHKLMM).

[nst 06bEeKTOB «A3bIKY» (A3bIK HANUCaHUA YHKLUI Ha cepBepe) onpeaerneHa onepauns
USAGE (Mcnonb3oBaHue A3blka Ans HanncaHus OyHKUNN).

[Onsa obbekToB «cxema» (cnocob opraHusaumm obbekToB B npegenax otgensHon b)
onpeaeneHsl cneayoLlmne onepaumm:

- CREATE — co3gaHue o6bekToB B yKa3aHHOMN CXeMme;

- USAGE — 1CNonb3oBaHNe 0ObEKTOB YKa3aHHOW CXEMbI.

[nsa o6bekToB «TabnmyHoe npoctpaHcTBO» (cnocob opraHnsaumm B B8 ®C OC) onpeae-
neHa onepaumsi CREATE (co3gaHme o6bekToB B YKka3aHHOM TabrMyHOM NpOCTPaHCTBE).

[1ns1 KOHTPONS BbLINOMHEHUSI BCEX NEPEYNCTIEHHbIX onepauuini auckpeunoHHbix MPL cyue-
CTBYHOT COOTBETCTBYOLLME NpaBa goctyna. [paBo Ha npegocTaBneHe npae A4ocTyna K obbekTam
He MOXeT ObITb NpegoCcTaBNeHo APYrMM NMonb3oBaTensiM 1 A0OCTYMHO TOSMbKO agMUHUCTpaTopy
CYB/[] (npn cOOTBETCTBYHOLLMX HACTPOMKaxX cepBepa MOXET ObITb NpeaocTaBrneHo 1 BnagernbLy
obbekTa).

Kpome paccMOTpeHHbIX (genermpyemMbix) NpaB AoCTyna, CyLWeCcTBYeT psid npas, KOTopble
BCerga npuHagnexart Brnagenbuam o6bekToB n agmuHuctpatopam CYB. OTu npaBa He moryT
ObITb AenernpoBaHbl UM oTMeHeHbl cpeactBamu CYB[. K Takum npaBam OTHOCATCA: yoaneHue u
moandukaums obbekTa U HasHavYeHne Nonb3oBaTeNsIM Aenernpyemblx npas gocTyna K obbekTam.

Cpasy e nocrne co3gaHus obbekTa TONbKO ero Brnageney n agmvHuctpatopsl CYB[
MOTyT UCNONb30BaTb €ro Kakum-nmbo obpasom. [1ns Toro 4Tobbl ¢ 3TUM OOBLEKTOM MOrnM paboTaTb
Apyrve nonb3oBaTtenu, Bnagernew obbekta unu agmmiuctpartop CYB[] aormkeH SBHO NpegocTaButb
UM COOTBETCTBYIOLLME OANCKPELNOHHbIE NpaBa AoCTyna.

Mogudumkaumsa metagaHHbIX BO3HUKAET Kax bl pa3 npu uaMeHeHuu cTpykTypbl B, 4To
BKNtOYaET B cebsa cosgaHne, moamndumkauuio n yganeHne obbektos Bl.

PasrpaHnyeHune gocTyna K nepedncneHHbiM onepaunam Ha yposHe CYB/[ Tak xe peanu-
3yeTcq npuMmeHeHneM auckpeunoHHbix MNPA. [Ona atoro ncnonesyerca npaBo BnageHUsi OObEKTOM,
npaBo Ha co3aaHne o0beKToB. MpaBo BnageHus oObLEKTOM NpefocTaBndaeT Bragensly obbekTa
BO3MOXHOCTb MoaMduUumMpoBaTh 1 yaanaTe o6bekT. Kak npaBuno, BnagensLemM aBnseTcs cosaa-
Tenb obbekta unn agmmHmuctpatop OC (agmuHuctpatop CYB[). MNMpaeo Ha co3gaHue (CREATE)

CyuwlecTtByeT K obbektam B[, asnsowmxca KOHTeIZHepaMI/I ana gpyrux 06bEeKTOB, @ MMEHHO:
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HenocpeacTBeHHO cama b[l, cxema, TabnmyHoe NpOCTPaHCTBO.

Mpu BbINONHEHMM Nob6oro 3anpoca nonb3oBatens (cyébekrta B) k 3awuwaemomy pecyp-
cy (o6bekTy B[1) BbINONHAETCS ANCKPELMOHHOE ynpaBreHne JOCTYNOM Ha OCHOBE YCTaHOBMEHHbIX
nonb3oBaTento npas. [na Kaxaon BbINONHAEMOW onepaummn NpoM3BOANTCA NPOBEpPKa HanMyms
npaea y nonb30BaTensi Ha BbIMOMHEHNE OAHHOW KOHKPETHOWN onepauunn.

[uckpeunonHsble MNP npumeHsitoTcs nocne pasbopa 3anpoca nonb3oBaTtens u nocTpoe-
HUSA NnaHa ero BbIMOSTHEHMS.

OunckpeunonHbie MNP k ctonbuam obbekTa NPUMEHSAIOTCS TONMLKO NPU OTCYTCTBUM SIBHOTO
paspeLleHnst Ha AOCTyn K camoun Tabnuue. Takum obpa3om, NpaBa JOCTyNa K OObEKTY ABMAKOTCA
AOMUHMPYOLWMMK. [Tpyn 3TOM Mpm OTCYTCTBMM SIBHO 3aaHHbIX NpaB Ha 00beKT HeNb34 ckasaTtb
onpeaeneHHo o npegocTtaBneHnMn AOCTyna A0 TexX nop, noka He ByayT npoBepeHbl npaBa Ha
cTonOLUbl 0ObekTa.

B CYBL PostgreSQL napameTp KoHdurypaumm ac_enable trusted_owner NO3BO-
naetT agMUHUCTPATOpy 3anpeTuTb Bragensuam o6bekToB nepegasaTtb Npasa Ha JOCTYN K HAM
apyrum nonb3osartenam CYB[. B cnyyae ycTaHOBKM 3HA4YEHMs1 3TOW NEPEMEHHON KOHUrypaLumm
B FALSE pacnpeaeneHnue npaB goctyna k oobektam B[] paspelueHo TonbKo agMuHMUCTpaTtopam
CybA.

MapameTp KoHUrypaumm ac_enable_truncate NO3BOMSET agMUHUCTPATOPY 3anpe-
TUTb BNagenbLuamMm o6beKToB 1 NtobbIM Nonb3oBartensam, obnagaroLwmnmM COOTBETCTBYHOLWMM NPaBoM
TRUNCATE, BbINOSIHATb yAaneHne Bcex 3anucen na tabnuuy. B cnyyae yctaHOBKM 3HaYeHUs
3TOM NepemMeHHoN KoHdurypaumm B FALSE, BbINOfHEHWE KOMaHAbl TRUNCATE 3anpeLLeHo BCeM
nonb3oBaTensm.

4.3.4.2. MaHgaTHOoe ynpaBrieHMe JoCTynom B 3awmweHHon CYB[

B ocHoBe MexaHM3Ma MaHZaTHOro yrnpasrieHus AOCTYNOM MeXNUT ynpasneHne 4oCTyrnoMm
K 3awmaemMbiM pecypcam B[] Ha OCHOBe MepapxXmMyYecKknx N He nepapxmyecknx MeTok goctyna.
OTO NO3BOMSET peann3oBaTb MHOTOYPOBHEBYIO 3alLMTy ¢ obecnedyeHnemM pasrpaHudeHnst 4ocTyna
nosib3oBartenen K sawuiaemoiM pecypcam Bl n ynpaBneHne notokamu nHgopmauum. B ka-
4YyeCcTBe Mepapxnyeckmux n He nepapxmyHecknx MeTok goctyna npu uncnonb3osaHum CYB[ B OC
NCMONb3YTCA METKN KOHunaeHUMansHoCTn nnn metkn 6esonacHoctn OC.

CYB[ PostgreSQL He nmeeT coOGCTBEHHOIO MeEXaHM3Ma Ha3Ha4YeHWs1, XpaHEeHUs U MOAM-
durKaumMm METOK Nonb3oBaTenen U NCNonb3yeT Ansi 3Toro mexaHnambl OC.

B pensumoHHOM Mogenu B KadecTBe CTPYKTypbl, obnagawouwen MeTkon, Heobxoaumo
BbIGpaTb KOPTEX, NOCKONbKY MMEHHO Ha 3TOM YPOBHE AeTanu3aumm OCyLLEeCTBSTCS onepaumm
yTeHunsa-3anmcun nHgopmaumm B CYB[. INpu 3TOM MECTOM XpaHEHUA METKU MOXET ObiTb BblIOpaH
TONbKO CaM KOpTeX, Tak MeTka OyaeT HepaspbiBHO CBsi3aHa C AAHHbIMW, COAEpPKaLLMMUCA B

KopTexe. Kpome aToro, MeTka Takke MOXET ObITb onpeaeneHa ans takmx oobektos bll, K KOTopbIM



26
PYCBE.10015-01 31 01

NPUMEHUMbI BUAbl 4OCTYNa Ha YTeHne-3anncb AaHHbIX, @ UMEHHO Tabnuubl n Buapl. B atom cnyyae
MeTKM 06bEeKTOB pacnonaratTcs B 3anncu cMcTeMHon Tabnuubl, HenocpeacTBEHHO OMNUCHIBAOLLEN
3awmiaemMbln 00beKT. Tak Kak MaHLaTHbIA KOHTPOMb AOCTYNa MOXeT ObITb onpeaesieH ToNbKo
AN BUAOB JOCTYrNa Ha YTeHWe 1 Ha 3anucb MHopMaLMK, BCe MHOXECTBO onepauui ¢ JaHHbIMM
B 3alyMaemMbix 06beKTax NpMBOAUTCS K HUM crneayowmum obpasom:

- INSERT — JOCTYn Ha 3anuce;

- UPDATE, DELETE — nocriegoBaTefibHoe BbINOfIHEHME [OCTyMna Ha YTeHWe U 3anucb

MHdOpMaLnK;

- SELECT — OOCTYyn Ha YTeHue.

Mpu obpalleHnn nonb3oBatens K b onpegensatoTca ero 4ONYyCTUMbIN Mana3oH METOK U
Habop cheunanbHbIX MaHOaTHbIX aTpubyToB. ECcnn nonb3oBaTento He NPMCBOEHa MeTKa, TO OH
nony4aeT no yMOSIHaHMIO HYNEBYHO METKY, COOTBETCTBYIOLLYIO MUHUMAITbHOMY YPOBHIO A4OCTYyna.
MakcumanbHas MeTka onpegenseTca No MeTke, 3aaHHOM NMpu perucTpaumm nonb3oBatens B
OC. CepBep Bl Takke moxeT paboTtaTb Ha pasHbIX YPOBHSX AocTyna. B cnyvyae ecnu meTtka
nonb3oBaTens Bbille METKM cepBepa, TO Nonb3oBaTento ByayT paspeLleHbl TONbKO onepauuu
yTeHns. Tekyllasi MeTKa Nonb3oBaTens onpeaensaeTca no yCTaHOBNEHHOMY COELAMHEHUIO U MOXET
ObITb 3agaHa B npegenax ero AonycTUMOro guana3oHa MaHOaTHbIX aTpubyToB Mpu Hanuuyuu
COOTBETCTBYHLLEN NMPUBUMETNN.

MpnumeHeHne mangaTtHbix MNMPL ocywecTBnsieTca Ha YpoBHe focTyna K obbektam B n Ha
YPOBHE A0CTYyrna HeNnocpeaCTBEHHO K AaHHbIM (Ha ypOBHE 3anucen).

lMpoBepka MaHOaTHbIX NpaB A4ocTyna K Tabnuuam n BMaam OCyLLEeCTBISIETCA OAHOBpe-
MEHHO C NPOBEPKOWN AUCKPELMOHHbIX NpaB AoCTyna K HUM, nocrne pasbopa n NOCTPOeHUs nnaHa
3anpoca, HenocpeaCcTBEHHO Nepes, ero BbINOMHEHNEM, KOraa onpeaerneHsl Bce Heobxoammble aons
NpoBEepPKN AaHHble 1 NpoBepsieMble 00beKTbI. Taknm o6pa3om, 4OCTYN NPEAOCTaBMAETCH TONbKO
npu 04HOBPEMEHHOM CaHKLUWOHUPOBaHUN ANcKpeLmoHHbIM MPL.

lMpoBepka MaHAaTHbIX NpaB 4OCTyna K 3anucsam Tabnuvu, ocyLecTBRsieTcs B npoLecce
BbINOSMIHEHWNS 3anpoca Npu nocneaoBaTenbHOM UM MHOEKCHOM CKaHMPOBAHUW OAHHbIX.

Bce 3anucu, nomewaemble B Tabnuubl, N5 KOTOPbIX YCTAHOBMEHA 3allMTa Ha YpOBHE
3anucen, HacneayT TekyLLy MeTKy nonb3oBatensd. OBHOBNAEMbIe 3arnMcu COXPaHSOT CBOKO
MEeTKY nNpu nameHeHun. [1ocTyn K CyLeCcTBYIOLMM 3annucsaMm N1 BO3MOXHOCTb MX OBHOBIEHUS U
yaaneHusi onpeaensatTcs YCTaHOBMEHHbIMW MaHAaTHbIMW NpaBunamun.

Ons agmuHuctpaTtopa CYBL npegyCMOTpeHbl CUCTEMHbIE MPUBUNETMU UTHOPUPOBAHNSA
MaHOAaTHOro ynpasneHust 40CTYNOM. TOMbKO TakMm 06pa3omM MOXHO NPOU3BOAMTbL perflaMeHTHble
paboTtbl ¢ B[] (Hanpumep, BOCCTAHOBIEHME PE3EPBHOM KOMMM), T. K. 3TO TpebyeT yCTaHOBKM METOK
AAHHbIX, COXPaHEHHbIX paHee.

B cBsi3n ¢ Tem, 4to B PostgreSQL obbekTaMu 3awmTbl SBASOTCSA CTONOLbI, BbINOMHEHA
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peanusaunsa mangatHbix [P ana ctonbuoB 06bekToB. B aTOM crnydyae meTku ctonbuoB 06bHEKTOB
Takke pacnonaraloTca B 3anucy COOTBETCTBYHOLLEN CUCTEMHOW Tabnuubl, HenocpeaCcTBEHHO
onucbiBarLwen 3awmuaemolt ctondeud. MangatHele MNP ctonbuoB n camoro obbekTa He MoryT
ObITb NPUMEHEHBLI OAHOBPEMEHHO. Pexnm npumeHeHuns manaatHbixX MNP Tonbko K camomy 06bekTy
UIM TONbKO K ero crtonbuam MOXeT ObiTb 3af4aH ANis Kakaoro oobekta B OTAeNbHOCTU. 3awuTa Ha
YPOBHE 3anncen MoXeT UCNonb30BaThCA B Sl0O60M criyyae.

B OC kaxabin nonb3oBaTerib MOXET UMeTb MHOXECTBO METOK, KOTOpOe 3a4aeTcs Mu-
HUMarbHOM N MakcMMaribHOM MeTkamu gumanasoHa. Ytobbl nogaepxatb 3Ty mogens B CYB[]
PostgreSQL, kaxxgon ceccun nonb3oBaTternsi Ha3Ha4YaeTcsl TPU METKU: MakCuMasnbHasa, MUHUMarb-
Hasa 1 Tekywas. X HavanbHasa nHuumManuaaums ocyLecTBRAsieTCs Mo creayrowemMy anroputmy:

- rocre NpoxoXxaeHusi nonb3oBaTenemMm cTaH4apTHOW Npoueaypbl ayTeHTUduKaummn cep-

Bep cunTbiBaeT n3 OC 3Ha4yeHMs MakCMMarnbHOW 1 MUHUMAarnbHOW METOK NMosib3oBaTens u

NPUHUMAET UX KaK MakCUManbHY N MUHUMAarbHYK METKK ceccuu. [pu aToM ecnn 3anncb

O MeTKax Ans nonb3oBaTens He HangeHa, TO MakcMMmarnbHas U MUHMManbHas MeTKU

NPUHMMALOTCA paBHbiMK Hyno. CrnegoBaTenbHO, NONb30BaTENN, 3apErMCTPUpPOBaHHbIE

Tonbko Ha cepeepe CYB[ PostgreSQL n He nmetowme y4eTHom 3anmcn Ha cepsepe OC,

BCerga UMerT MUHMMAarbHbBIA YPOBEHb JOCTYNa K MHopmaLmu;

- eCcnu napameTp KOHurypauum ac_ignore_socket_maclabel ycTtaHOBreH B FALSE,

CUYNTbLIBAETCS METKA BXOASALWEro COEANUHEHUS, U, €CNN OHa NonagaeT B AnanasoH METOK,

cunTtaHHbIX n3 OC, To MakcMmarnbHagd MeTKa Ceccum yCcTaHaBfMBaeTCs paBHOW MeTKe

BXoaswero coeanHeHus. Npu aToM ecnn MMHUMarbHasi MeTKa Takoro rnonb3oBaTens B

OC cepBepa Bbile METKN BXOASLLEro COeANHEHUS, TO OH BOObLLe He ByaeT AonyLleH K

pabote ¢ b[];

- eCcnu napameTp KOH(urypaumm ac_ignore_server _maclabel ycTaHOBreH B FALSE,

TO CYMTbIBAETCHA METKa CepPBEPHOro npolecca 1, ecriv oHa He COBMECTMMa C MakcumMarb-

HOW METKOM Ceccun, To NpoLecc ayTeHTUMUKaLnn npepbiBaeTcs;

- TeKyLlen METKON CECCUM CTAHOBUTCH MakcumMaribHas MeTka ChOpMUPOBAHHOIO TakuMm

obpas3om gmanasoHa.

Ecnu Ha ntobom n3 aTnx atanos BO3HUKAET CUTyauusl C HECOBMECTUMOCTbIO METOK Ui
BbIXOOOM 3a npeernbl Auana3oHa, TO Npouecc ayTeHTUdUKaLmMm KnmeHTa npepbiBaeTcs 1 OCTyn
k B[] 6nokunpyetcs.

Ecnu nonb3oBatenb MMmeeT MaHOaTHbIN aTpubyT ac_capable_setmac, TO OH MOXET
N3MEHSTb CBOIO TEKYLLYIO MaHAATHYH METKY B AMana3oHe OT MUHMMAabHOW 4O MakCUManbHOM.

CYB[ PostgreSQL npepocTtaBnsaeT nonb3oBaTesisiM BO3MOXHOCTb CO34aBaTb (OYHKLMU
(n, cnepoBartenbHO, TPUITEPDI), YKasdbiBas Npu 3TOM, OyayT NN OHU BLIMOMHATLCA C YPOBHEM

OOCTyna nonb3oBartend, npaMo Ui KOCBEHHO Bbi3BaBLLEro (byHKLI,I/IlO (SECURITY INVOKER), nnn



28
PYCBE.10015-01 31 01

C YPOBHEM [OCTYyNa Nonb3oBaTensi, Co3faasLUero 3Ty yHKumo (SECURITY DEFINER). [1pu aTOoM
B MOHSATME «YPOBHSA OOCTYNa» BXOAAT KaK ANCKPELMOHHBIN YPOBEHb AOCTYNa, Tak U MaHAATHbIN,
KOTOpbI B AAHHOM Clly4ae onpeaensieTcs TekywmMMmn MaHgaTHbiMu aTpubytaMmm nonb3oBaTtenst
CYB[, Bbi3BaBLUErO MNU co3adaBLUero OyHKLMI, COOTBETCTBEHHO. [1py 3TOM METKM TeKyLuen
ceccumn nonb3oBaTens, Bbi3BaBLUErO (PYHKLMIO, HE UBMEHSIOTCS.
Cnegnyert yunTtbiBaTh, YTO:
- Npwv onpeaeneHnn pyHKUMmM kak SECURITY DEFINER oHa Oyaert Bcerga Bbi3biBaTbCH C
nepeycTaHOBKOW MaHAaTHbIX aTpubyToB Ha aTpnbyTbl CO34aBLUEro ee nonb3oBaTens;
- npw onpegeneHnn oyHKUuKn Kak SECURITY INVOKER OHa Bcerga OyaeT BbINOMHATLCA
6e3 N3MeHeHNs1 TEKYLLEro 3Ha4YeHnss MaHgaTHbIX aTpubyToB;
- Npu Bbl30Be (PYHKLMU B Ka4yeCcTBe Tpurrepa BbINOMHAKTCA criedylowme npasuna B
AOMNOMHEHNE K YKa3aHHbIM:
- nepeq BbI3OBOM B KadecTBe Tpurrepa BcTpoeHHon B CYB[ phyHKUMN K TekyLum
MaHaaTHbIM atpubyTtam Bcerga gobaenstoTca donarm ac_capable _ignmaclvl u
ac_capable_ignmaccat, 4ToObl 06ecneynTb NOMHOLEHHYO NPOBEPKY CCbISTOYHOWN
uenoctHocTn B[;
- nepepn Bbi30BOM B Ka4eCTBe TpuUrrepa He BCTPOEHHON (DYHKLMN B Ka4eCTBE TEKYLLNX
MaHaaTHbIX aTpubyTOB BCerga yCcTaHaBNMBalOTCA MaHAaTHble aTpubyThbl NOMb30Ba-
Tens, 3anycTMBLUEro JaHHYK Ceccuio (coeamnHeHune) (T. e. Nonb3oBaTens ¢ MMEHEM
SESSION_USER). OT0 Heobxoanumo, 4Tobbl NpeaoTBpatuTh nonyyeHne yHKuMen-
TPUIrepoM Nonb3oBaTens C HU3KUM YPOBHEM A0CTyNa BbICOKUX NMPUBUNENIA B Cryvae
KackagHoro Bbi30Ba TPUITEPOB.
Mocne Bo3BpaTta ynpaBneHns n3 PyHKUUM 3HaYEeHNA TEKYLUMX MaHOaTHbIX aTpubyToB
BCerga BOCCTaHaBNMBAOTCA B UCXOAHbIE (40 BbI30BaA (PYHKLMM) 3HAYEHUS.
®PyYHKLUMM, HaNMCaHHbIE Ha sI3blKax HU3KOMO YPOBHS, MOCNE X NOAKMYEHNA UMEKOT Nof-
HbI JOCTYN KO BCEM BHYTPEHHUM CTpyKTypam cepBepa CYB[ PostgreSQL 1 moryT npon3BonbHO
nx moamndurumposatb. Kpome aToro, noCKorbKy OHU BbINOMHAKOTCS B paMKax npolecca cepsepa,
OHM NMEIOT COOTBETCTBYIOLME NpaBa gocTtyna Kk oobektam OC B cpene (OyHKLUMOHUMPOBAHUA
cepBepa. IMeHHO No3TOMY NpaBa Nosfb3oBaTens postgres, NoA4 KOTOPbIM 3anyckaeTcs cepsep,
HeobXxoaMMO CBECTU K He0BXOOMMOMY MUHUMYMY, MUHYS KaKOW-NMBO KOHTPOSb C €ro CTOPOHbI
(BKIOYasa Tekywme maHaaTHble atpubyThl).
Mpn HanNMuuMn ManZaTHBIX METOK Ha cam 0OBLEKT, ero ctondew, U HeNnoCpeaCcTBEHHO CTPOKY
BO3MOXHbI CrneayloLmne BapmaHTbl Ucnonb3oBaHmst MaHaatHbix MNP (Ha npumepe Tabnuu):
- METKM OTCYTCTBYHOT — MaHaaTHble [P He npumeHsitoTcs. B aTom cnyyae meTka o6bekta
He YCTaHOBIIEHA, METKM CTONOLIOB HE YCTAHOBIEHBI, @ caM 0ObEKT co3aaH 6e3 3alnTbl

ctpok. CYB[l (byHKUMOHUPYET B LUTATHOM peXume 3allnTbl C UCMOMb30BaHNEM TOSTbKO
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anckpeumoHHbix MPL;

- MeTKaMu 3almLaoTcsa Tonbko 3anncu. MeTtka obbekTa He yCcTaHOBMeHa, METKN CTonb-
LLOB HE YCTaHOBMEHbl, a caM 00BLEKT co3faH C 3awmTon cTpok. AuckpeunoHHble MPO
NPUMEHAITCA Nepes BbiNorHeHneM 3anpoca. MaHgaTtHble MNP npuMeHsaoTcs TonbKo
Ha ypoBHe 3anucen. Co3gaHue 3anmcen paspeLlleHo BCeM CyObekTam, Npu 3TOM 3anmcu
HacnegyT MeTKy cybbekTa. Onepauum YTeHnsa n mogudmkaummn ocyLLecTBNATCS Hag
MHOXeCTBaMu 3anuncemn, AOCTYMHbIX cyObekTy no maHaaTHeiM [P, NMpoBepka MaHOAaTHbIX
MPL ocyuwlecTtenseTcs nocrie ycnewHoro npuMmeHeHna guckpeumoHHelx MNP, HapyweHne
6e30nacHOCTM He BO3HUKAET;

- MeTKamu 3awmLiaeTcs Tonbko 06bekT. MeTka oObekTa ycTaHOBMEHa, METKMN CTONOLIOB He
yCTaHOBMEHbI, a caM 06bekT co3aaH 6e3 3awmnTbl cTpok. MaHgaTHble MNP npumeHstoTca
TONbKO Ha ypoBHe 00beKTa, BCe AaHHble, coaepxalumnecs B obbekTe, paccMaTpuBaroTcs
Kak nmetome MeTky obbekta. CosgaHue 3anuncen paspelleHo cybbektam ¢ MeTkamu, Hag
KOTOPbIMU OOMUHUPYET MeTKa obbekTa, Npu 3TOM 3anucu HacneayT MeTKy cybbekTa.
Onepauun YyTeHns n moanmkaLmm ocyLLecTBnATCs No MaHaaTHbIM NP k 06bekTy. MaH-
AaTHble [PL npuMeHATCA TOMbKO B Crlydae yCneLwHOW NpoBepKkn AncKpeumoHHbIx MNP,
KOTopble K cTonbuam obbekTa NPUMEHSAKOTCS TONBKO MPU OTCYTCTBUU SIBHOTO pa3peLleHus
Ha JOCTyn K camoun Tabnuue;

- MeTKaMn 3alumiaeTcs obbekT 1 ero 3anucu. Metka obbekTa ycTaHOBEHa, METKM
CcTON6UOB HE YCTAaHOBIMEHBI, @ CaM 06BEKT co3aaH C 3alUMTON CTPOK. AHANOMMYHO Npeabl-
aywemMy BapuaHTy co3fiaHue 3anucen paspeLleHo CyObekTaM ¢ MeTKaMu, Hag, KOTOpbIMK
AOMUHMPYET MeTKka obbekTa, Npu 3TOM 3anucK HacneayrT MeTKy cybbekTa. MaHaaTHble
MPL npymeHsa0TCA Kak Ha ypoBHE 0ObEKTa, Tak 1 Ha ypoBHe 3anuncen. Onepauum mogu-
duKaunm BO3MOXHbI TONbKO HaZ AaHHBbIMWU, UMEIOLLMMM METKY, paBHYHO MeTKe Tabnuubl;
- MeTKaMn 3awmwiarotea ctonbubl obbekta. MeTka obbekTa He ycTaHOBMneHa, METKU
CTONOLOB YCTAHOBIEHbI, @ caM 0ObeKT co3aaH 6e3 3aLmTbl CTPoK. [pn aToM MaHgaTHbIe
MPO npumeHstoTcs Ha ypoBHe cTonbuoB. CyGbekT MOXET untaTtb M3 cTonbuoBs, Hag
MeTKaMu KOTOPbIX AOMUHUPYET €ro MeTKa, BCTaBNATb AaHHble B CTONOLbI, YbM METKM
AOMUWHUPYIOT HaZ ero, n MoanuLmMpoBaThb Te, YbM METKM paBHbl ero. Onepauumn yganeHus
HEBO3MOXHbI MPU HaNMYUKN pa3HbIX METOK Ha CTONOLbI, T. K. onepauus NPUMeEHSIETCS KO
BCEMN CTPOKe. JTO CBA3AHO C TEM, YTO Onepaums yoaneHns NHTepnpeTupyeTcs Kak nocne-
AoBaTtenbHOoe npefocTaBneHne JoCcTyna Ha YTEHUe U Ha 3arnucb, YTO BO3MOXHO TOSbKO
npwu paBeHCTBE METOK cybbekTa n obbekta. B cnyyae, korga ctonbubl MMeT pasHble
METKW, aHHOE YCroBMe BbIMONMHUTBLCA He MOXeT. Onepauuns yaaneHus 4OCTYMNHa TONbKO
ANs agMuUHUCTpaTopa 1 nonb3oBaTenen, obnagarLwmx NpMBMUIErMSMn UrHOPUPOBAHUS

MaHOAaTHOro ynpasfieHNUA OOCTYMNOM;
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- MeTKaMu 3awmiatoTcsa ctondubl n 3annucu obbekTa. B aTom cnyyae meTka obbekTta He

YCTaHOBIIEHA, METKM CTONMBLOB YCTAHOBMEHLI, @ caM OO6bEKT co3daH C 3alLUMTON CTPOK.

Mpun atom mangatHble MNMPL NpuMeHATCS Kak Ha ypoBHE CTONOLOB, Tak U Ha YPOBHE

3anucen. CybbekT MOXET BCTaBNATb AaHHbIE B CTONOLbI, YoM METKM JOMUHMPYHOT Hag

€ro, Npy 3TOM 3anucu HacneayT MeTKy cyobekTa. Onepaumm YteHnsa n mogmdukaumm

OCYLLIECTBIAIOTCA Ha4 MHOXECTBOM 3anucen, OCTYMNHbIX cybbekTy no maHaatHeiM [P

Ha 3anucu, n TonbKo No ctonbuam, 4OCTYNHbIX N0 MaHaaTHbIM MNP Ha cTonbubl.

lMockonbky B npouecce paboTbl ¢ AaHHbIMK B CYB[] BO3MOXHO M3MEHEHMNE OpraHn3aLmnm
NX XpaHEeHUs1 NyTEM U3MeEHeHMs1 cxeMbl 06bekToB B[l (MeTagaHHbIX), K NoAOOHBbIM onepaunam
Takke npumenstoTca MNPO.

Mopgudumkaumsa metTagaHHbIX BO3HUKAET Kaxabli pa3 npyu u3aMeHeHuu cTpykTypbl B, 4To
BKNtOYaET B cebsa cosgaHmne, moamndumkauuio n yganeHne oobektos BlI.

Tak Kak HekoTopble AencTBUs Hag obbekTamu B MOryT BMMATL Ha XpaHALWMECS B HUX
AaHHbIX (Kak NpaBunio, MogMdukauusa unu yaaneHme obbekta unm ero 4actu), Npy UCnonb30BaHUm
MaHLAaTHOro ynpasneHnsa OCTYNOM K AaHHbIM 06bekTa HEOOXOAMMO pasrpaHnYMBaTh M OOCTYN K
N3MEHEHNI0 METAAaHHbIX B YaCTK, OTHOCALLIENCS K 3TOMY OOBEKTY.

AHanorm4yHo onepaunsam ¢ gaHHbIMM gencTens ¢ obbektamm b1 AomKHbI 6bITb NPUBEAEHDI
K BMAAM OCTyna Ha YTeHMe M Ha 3annucb MHAOPMaUNN A5t BO3MOXHOCTU MPUMEHEHUS K HUM
mangaTtHbix MNMPL. Bce MHOXeECTBO onepawmi ¢ MeTagaHHbIMU MOXET ObITb MPUBEAEHO CrieayoL MM
obpasom:

- CREATE, ADD — OOCTYn Ha 3anuch;

- ALTER, DROP — nocriegoBaTtefibHOe BbINOSIHEHWE JOCTYNa Ha YTeHWEe U 3anncb UHOpP-

Maumu;

- ucnonb3oBaHne nnu obpauleHne Kk obbekTy B apyrx SQL-komaHgax — OOCTyn Ha

yYTeHue.

lMpoBepka MaHOaTHbIX NpaB JOCTyNa K MeTafaHHbIM OCYLLEeCTBNAETCH OQHOBPEMEHHO C
NPOBEPKON ANCKPELMOHHLIX NpaB 4OCTyna K HUM, nocrne pasbopa u NOCTPOEHMs NnaHa 3anpoca,
HenocpenCcTBEHHO Nepen ero BbINONHEHMEM, KOrda onpeaeneHbl Bce Heobxoaumble Ansi NpoBep-
K1 JaHHble N NpoBepsieMble 06beKTbI. Takum ob6pasom, 4OCTYN NpefoCTaBseTCsa TOMNbKO Mnpu
OAHOBPEMEHHOM CaHKLUMOHMPOBAHUM AncKpeunoHHbim MNPL.

HekoTopble onepauun Hag o6bekTaMun, Takne kak DROP Bcero oobekta nnm ero cronbua
n TRUNCATE, BreKkyT 3a cobou yganeHue aaHHbix. B cnyyae 3awuTbl MeTkamm 3anucen obbekTa
CYLECTBYIOT OrpaHNYeHmnsi Ha BbIMOMHEHNE 3TUX onepaLymin.

Onepauun yaaneHnst HEBO3MOXHbI MPU HANN4YMK pasHbiX METOK Ha 3anucsx, T. K. onepaums
NPUMEHSIETCA KO MHOXECTBY CTPOK. OTO CBA3AHO C TEM, YTO onepauus yaaneHus MHTepnpeTupy-

€TCA KaK nocnengosaresribHoOe rnpeagocrasrieHne ocTtyna Ha 4YTeHne n Ha 3arnuncb, 4HTO BOSMOXXHO
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TONbKO MpU paBeHCTBE METOK cybbekTa 1 o6bekTa. B cnyyae, Korga CTPOKM MMEIOT pasHble METKY,
AaHHoe yCrioBue BbIMOSTHUTLCS HE MOXET.

Onepauusa yaaneHus OCTyNHa TONbKO N5 agMuUHUCTpaTopa 1 nonb3oBartenen, obnaga-
IOLLMX MNPUBUNENMAMU UTHOPUPOBAHUSA MaHAATHOIO yrnpasrneHnsa JOCTYNOM.

[ns HacTponkn paboTbl cepBepa ¢ MaH4aTHbIM ynpaBneHnemM AOCTYNOM CyLLeCcTBYeT
pA4 KOHUrypauMoHHbIX NapaMeTpoB, YKasbiBaeMbIX B KOHPUIypaLMOHHOM dhamnre KOHKPETHOro
Knactepa gaHHbIX:

- ac_ignore_socket_maclabel — onpegensert, 6yaet nu cepsep CYB[ ncnonb3o-

BaTb METKY BXOAALLEro coeauHeHnsi. Ecnun aToT napameTp ycTaHoBMNeH B FALSE, TO MeTKa

BXOOsLWEero coegMHeHns bygeT yuntbiBaTbCs Npy onpeaeneHnn MakcumaribHoM 4oCTyn-

HOM METKM ceccun 1 nocrne nogknioyeHns dyaet 40CTynHa TONbKO MHAOPMaLMS C METKOW

He Bbllle MEeTKM BXxogsLiero coeanHeHus. Npu yctaHoBKe 3TOro napameTtpa B TRUE METKM

ceaHca OyayT onpegensaTbCa MakcMmarbHOW METKOWM nonb3oBaTens, nonydeHHom na OC;

- ac_ignore_server_maclabel — onpegenseT, 6yget nu cepsep CYBM gononHu-

TeNbHO NCNONb30BaTb CBOK METKY (METKY Morb3oBaTens postgres) Npy onpeaeneHnm

npas Nonb3oBaTensa Ha BHeCceHue, yaaneHne u Mmogudukauuio AaHHbIX Unu Het. Ecnn

9TOT NapameTp ycTaHoBreH B FALSE, TO MeTKa cepBepa ucnonb3yercsa ans érnokMposa-

HUA BHeceHna B B nHdpopmaumm ¢ MeTkon, npesbilLaroLLlen MeTky cepeepa. Ecnu atot

napameTp ycTaHoBneH B TRUE, TO MeTKa cepBepa He y4nTbIBAETCS;

- ac_enable_trusted_owner — onpegensiet, MOryT nn enagenblbl 06bEKTOB Ha3Ha-

4yaTb NpaBa Ha AOCTYN K HUM ApYrnM nonb3oBaTenam. Ecnu aToT napameTp yCTaHOBMEH B

3HayeHue FALSE, TO NpaBO Ha3Ha4aTb NpaBa Ha JOCTYyn K Nobbim o6bektam B numeet

TONbKO agMUHUCTpaTop. JTO NpeaoTBpaLLaeT HEKOHTPONMpyemMoe pacnpocTpaHeHue

npaB Ha OOCTyn K uHdopmauumn. Ecnm atoT napameTtp yctaHoBneH B TRUE, TO, Kpo-

Me agMUHUCTPaTopa, KaXabln Bnagerney obbekTa MOXET Ha3dHavyaTb nNpaBa Ha 4OCTyn

nonb3oBaTenen K «CBoeEMYy» OBbEKTY;

- ac_enable_truncate — 6nokupyet (3Ha4eHne FALSE) unu pasbnokupyer (3HadeHune

TRUE) BO3MOXHOCTb BbINOSIHEHUS KOMaHAbl TRUNCATE;

- ac_enable_sequence_mac — eCfnn napameTp KoHdurypawumm yCcTaHOBMEH B FALSE,

TO MaHZATHbIN NMPUHLUMMN KOHTPONA LOCTYNa Ha nocreaoBaTenbHOCTU He NPUMEHSETCS;

- ac_enable_copy_to_file — OnokupyeT (3HadyeHve FALSE) unun pasbrnokupyet

(TRUE) BO3MOXHOCTb BbIMOMHEHUs KOMaHAbl COPY C BbIBOOOM pe3ynbratoB B doaun,

aocTtynHbin cepepy CYB[;

- ac_debug_print — ecnu yctaHoBrneH B TRUE, Ao6aBnsaeT B XXypHan cepBepa oTna-

A0YHYI0 MHGOpMaLMo 0 paboTe MeXaHM3MOB 3aLUUTHI.

Cuctema npusunernn CYB[ PostgreSQL npegHasHayeHa ans nepefayuv otaenbHbIM
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Nnonb3oBaTeNnsaM nNpaB BbIMOMHEHUS ONpeaeneHHbIX agMUHUCTPATMBHbIX AencTBuin. OObIYHbIN
nosib3oBaTeNb CUCTEMbI HE UMEET AOMNONMHUTENBHbLIX MPUBUNETNN.

MpuBunerun sensaTCa nogknaccom atpmbytoB nonb3oBatens CYB[ PostgreSQL.

MpuBunermmn OC, wucnonb3yemble B CYB[ PostgreSQL, «kpome atpubyta
ac_session_maclabel, He MOryT GbITb N3MEHEHBLI C NnoMoLbio cpeacTs CYB[] HM nonb3oBaTe-
namu, HU agMuHucTpaTtopamu CYB[:

- ac_session_maclabel — Tekyuwass MaHgaTHaa meTka ceccum nonb3oBatens CYB/.

OTa MeTKa onpeaenseTt AOCTynHble nonb3oBaTtento 06bekTol B n aBnaerca meTkon no

YMOS4YaH1Io Ans co3gaBaeMbix nonb3oBarteneMm oobekToB. [pu coeanHeHnn nonb3oBare-

na ¢ CYB[] 3HaveHune aToro atpubyTta yctaHaBNMBaeTCs paBHbIM METKM COeQUHEHUS Unn

ac_user max maclabel;

- ac_user max_maclabel — MaKkcumManbHO BO3MOXHO€E 3Ha4yeHne Onga

ac_session _maclabel;

- ac_user_min maclabel —  MMHMMaNbHO  BO3MOXHOE€  3Ha4dyeHue  AOns

ac_session_maclabel;

- ac_capable_ignmaclvl — NO3BOMSET MOMb30BaTENO UIHOPUPOBATb MaHOATHbLIN

KOHTPOSb MO YPOBHSM;

- ac_capable_ignmaccat — NO3BONSIET MONb30OBATENO UIHOPMPOBATb MaHOATHbLIN

KOHTPOIb MO KaTeropusim;

- ac_capable_mac_readsearch — no3BongeT nonb3oBaTento MrHopmposaTb MaHaaT-

HbI/ KOHTPOSb MO YPOBHSAM U KaTEropusaM rnpu YTEHUU OaHHbLIX;

- ac_capable_setmac — NO3BOMNSAET NOSMb30OBATENO UBMEHATL TEKYLLYIO METKY CBOEM

ceccum B npefenax, 3afaHHbIX €e MUHMMarnbHbIM U MakCuMaribHbIM 3HAaYEHUEM;

- ac_capable_chmac — N03BONSAET NOMb30BaTENO N3MEHATbL METKM 0ObekToB B/I.

B cnyyae, ecnu nonb3oBatens CYB[] He 3apernctpupoBaH B OC Ha cTopoHe cepBepa
CYB[l, Bce ero maHgaTtHble aTpmbyThl MMEIOT HyneBoe 3HadyeHue. AgmuHucTpaTtopam CYB[ po-
nonHuTenbHO K nx atpubytam ns OC Bcerga gobaenstTtca atpubyThl ac_capable ignmaclvl,
ac_capable ignmaccat U ac_capable chmac.

4.3.4.3. Peructpaumusa cobbiTnn B 3awmweHHon CYbl

PeweHne 3agaum peructpaumm cobbitun B 3awumuieHHon CYB[ obecneuymBaetcs Ha
OCHOBE MCMNosib30BaHus peannsoBaHHon B OC pacluMpeHHON NOACUCTEMbI NPOTOKONMPOBAHUS
(cm. . HacTponka nogcucrtemsl peructpaumm cobbitnin B 3awmuweHHon CYB/[ obecneunsaet-
€Sl KOH(pUrypaumMoHHbIM hanniom pg_audit.conf KOHKPETHOro Knactepa gaHHbIX.

B aTtom KoHGMrypaunmoHHom canne MoXHO 3afaTtb CNUCKM YCneLHbIX (success events
mask) n HeycnewHbix (failure events mask) TMnoB 3anpocoB Ha A4oCTyn, KOTopble ByayT peru-

cTpupoBaTbca B xypHane CYB[ n nogcucteme ayguta OC ansa otaensHbIX nonb3oBatenen n no
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ymon4daHuio. Cnmcku TMNOB 3anpocoB Ha AOCTYN 3a4aloTcsa B BUAE WeCTHaAUaTepuyHbIX Yncen, B
KOTOpbIX KaXg4oMy Ty 3anpoca COOTBETCTBYET YCTAHOBMNEHHbIV (4118 permcTpmpyeMbIixX 3anpocoB)
U COPOLLEHHbIN (4NS HE perMcTpupyeMbix 3anpocoB) OuT:
- Ha gobaBneHne/nameHeHue/yganeHue nonb3osartenen u rpynn (SUBJECT) COOTBETCTBY-
€T HyneBon 6uT (LuecTHaguaTepmnyHoe 3HadeHne — 1);
- Ha U3MeHeHne KOHUrypaumm, BINSIOLWEN Ha AOCTYN K AaHHbIM (3anpoc Ha U3MEHeHne
3Ha4YeHnss NepeMeHHon ac_session_maclabel) (CONFIGURATION), COOTBETCTBYET
nepBbii GUT (LLEeCTHagUATEPUYHOE 3HAYEHNE — 2);
- Ha U3MeHeHue npaB gocTtyna K oobektam B[l (RIGHTS) COOTBETCTBYET BTOPOM OUT
(wecTHaguaTepuyHoe 3HavyeHne — 4);
- Ha BbI6OpKY UHopmauun n3 Bl (SELECT) COOTBETCTBYET YeTBEPTLIN OUT (LecTHaaua-
TepuyHoe 3HadyeHune — 10);
- Ha pobaeneHune nHdopmauum B B} (INSERT) COOTBETCTBYET NATbIN OUT (LecTHaguare-
pu4Hoe 3HadyeHne — 20);
- Ha nameHeHne nHgpopmauum B B[] (UPDATE) COOTBETCTBYET LLECTON OMT (LWecTHagua-
TepuyHoe 3HadeHune — 40);
- Ha ypaneHue nHpopmauuun u3 Bl (DELETE) COOTBETCTBYET cebMon buT (wectHagua-
TepuyHoe 3HadyeHune — 80);
- Ha OYUCTKY AaHHbIX (TRUNCATE) COOTBETCTBYET BOCbMOWN GUT (LWecTHaguaTepuyHoe
3HayeHne — 100);
- Ha 3aJaHune KONMOHKM Tabnuubl B KayecTBe BHELLHero Kknoya (REFERENCES) COOTBET-
CTBYET AecATbIN OUT (LecTHaguaTepuyHoe 3HadyeHmne — 400);
- Ha pobaBneHue Tpurrepa Kk Tabnuue (TRIGGER) COOTBETCTBYET OAMHHAAUATbIA 6UT
(wecTtHaguaTepnyHoe 3HadveHne — 800);
- Ha 3anyck XxpaHUmow npoueaypbl unu Tpurrepa (EXECUTE) COOTBETCTBYET ABEHAALATHIN
6uT (WecTHaguaTtepunyHoe 3HadveHne — 1000);
- Ha ncnonb3oBaHue obbekTa bl (USAGE) coOTBETCTBYET TpMHAALATbIN OUT (WecTHagua-
TepuyHoe 3HadyeHune — 2000);
- Ha co3gaHue obbekToB B B[] (CREATE) COOTBETCTBYET LWeCTHaauaTbln OuT (LecTHaaua-
TepuyHoe 3HadeHne — 10000);
- Ha cosgaHue BpeMeHHbIX 06bekToB B B[] (CREATE) COOTBETCTBYET CEMHaauaTbi 6ut
(wectHaguaTepudHoe 3HavyeHne — 20000);
- Ha yganeHue obbekToB B[] (DROP) COOTBETCTBYET BOCEMHaALUATLIN BUT (LWecTHaauaTe-
pu4Hoe 3HavyeHne — 40000);
- Ha nameHeHne obbvekta B[] (ALTER) COOTBETCTBYET AEBATHaALATbLIN OUT (LecTHagua-

Tepu4Hoe 3HaveHue — 80000).
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WHopmaums o coegmHeHnn nonb3osartenen ¢ b1 (CONNECT) u pasbe4uHEHUN C HeW

(DISCONNECT) pernctpupyetcs Bcerga.

4.3.5. TlmnepTtekcTtoBas obpaboTka AaHHbIX

PelwweHne 3agaum runepTekcToBon 06paboOTKM JaHHbIX OCHOBAHO Ha MCMNOMNb30BaHUU
3aLMLLEHHOro KOMMJSieKkca NporpaMmm rmnepTekcToBon 06paboTkM AaHHbIX, KOTOPbIN BKIIOYaeT
web-cepBep Apache2 n 6paysep Mozilla Firefox, gopaboTaHHble ANsa MHTEerpauun ¢ S4pom
OC u 6asoBbiMn BUbNMoTEKaMK C Lenblo obecnevyeHuss MaHOaTHOrO ynpaeneHus OOCTYNnoMm
Npyv opraHu3auum yganeHHoro AocTyna K MHAOPMaUNOHHBIM pecypcaM B MHAOPMaLMOHHbIX
N ynNnpaBnsaloLWKUX cUCTeMax, B KOTOPbIX OCYLLECTBNAETCA xpaHeHue, obpaboTka n nepegaya
KOHMaeHUmnansHOM NHgopmaumm n nHpopmaumm, cogepxallen csefeHud, coctasnstowme
rocyAapCTBEHHYIO TanHy.

Web-cepBep 3aLMLeHHOro KOMMekca NnporpaMm rmnepTekcToBo obpaboTkn 3anyckaeT-
csa kak cepsuc OC. MNpu o6cnyxmMBaHMKM 3anNpoCOB MOMb30BaTENEN OCYLLECTBISETCA NEPEKITOYEHNE
B MaHAATHbIN KOHTEKCT 6e3onacHOCTM nonb3oBaTtend. MIHpopmaumoHHbIe pecypchbl, K KOTOPbIM
OCYLLECTBSAETCA OOCTYN, XpaHATCS Kak 06bekTbl PC. Takmm obpasom, 4OCTYN K 3aLLmLLLaEMON
MHdOpPMaLMN pasrpaHMYNBaETCA CpeACcTBa paclumpeHHon nogcuctemol 6esonacHoctn PARSEC.

B 3awmweHHom koMnnekce nporpamm runepTekctoBon o6paboTkm obecneveHo yHKUMO-

HuposaHue B EIMM (cm. 4.1.4).

4.3.6. ObMeH coObOLWEeHMAMM INEKTPOHHOWN NOYTbI

PeweHune 3apgaym obmeHa coobLLEHNAMN INEKTPOHHOM NOYTbI OCHOBAHO Ha MCMNOMb30Ba-
HUM 3aLMLLEHHOIO KOMMJSIEKCa NPOorpaMm 3MeKTPOHHOM NOYTbI, KOTOPbIA BKIKOYaeT cepBep arek-
TPOHHOM MOYTbI, COCTOALWMN N3 areHTa rnepegadun anekTpoHHOM noyTbl EXim4, areHTa gocTaBKku
AneKkTpPoHHoM nouTbl Dovecot 1 knueHTa anekTpoHHon noyTbl Mozilla Thunderbird, aopaboTaHHbIX
AnNs peanusaumn cnegyrowmx oNoNHNTENbHBIX (PYHKUMOHANbHbBIX BO3MOXHOCTEWN:

- nHTerpaumm ¢ sgpom OC n 6aszoBbiMM Gubnmotekammn ana obecnevyeHns MaHgaTHO-

ro ynpasneHus OCTYNOM K MOYTOBbLIM COOBLLEHNAM, XPaHALMMCS C UCMOfNb30BaHNEM

dopmata Maildir;

- aBTOMaTU4ECKOM MapPKMPOBKM CO34aBaEMbIX MOMb30BATENEM NMOYTOBLIX COOOLLEHNN, C

MCrnonb30BaHNEM TeKyLLLero MaH4aTHOro KOHTEKCTa norb3oBaTens.

AreHT nepegaym 9neKTPOHHOW MNoYTbl Ucnonb3yeT npotokonn SMTP n obecnevnBaet
pelleHve cnegyroLwmx 3anauq:

- AOCTaBKy MUCXOAOsLLEN MOYTbl OT aBTOPWU3OBAHHbLIX KIMEHTOB O cepBepa, KOTOPbIN

aBnsaeTca uenesbiM Ans 06paboTkm NOYTOBOro JOMEHa nonyyaTens;

- npuem n 06paboTKy NOYTOBbLIX COOBLLEHNA JOMEHOB, ANSA KOTOPbIX OH SIBMSIETCA Lene-

BbIM;
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- nepegadvy BXOAALLMX MOYTOBbLIX COOBLEeHUN Ans o6paboTkm areHTOM JOCTaBKU 3nek-

TPOHHOWM MNOYThI.

AreHT JOCTaBKM aneKkTpoHHOW nodTbl Dovecot npegHasHayeH Ans pelleHus 3agad no
o6CcrnyXMBaHMIO NOYTOBOIO Katarnora v NnpegocTaBneHns yaaneHHoro JocTyna K NoYTOBOMY SALLUKY
no npotokony IMAP.

CepBep 3alUyLLEeHHOro KoMMeKkca nporpamMM 3NeKTPOHHOW NOYTbI UCMOSb3YeT B KadecTBe
dopmata noyToBoro xpaHunuwa MailDir, T.k. dpopmat mailbox He noggepxuBaeT paboTty C
MaHAaTHbIMU YPOBHAMU N KaTETOPUAMU, OTIIUYHBIMU OT HyIS.

KnueHT anekTpoHHON noYvTbl — NpuknagHoe N0, yctaHaBnnBaemoe Ha paboyem mecte
nonb3oBaTens n npegHasHavYeHHoe ANs NonyyYeHust, HanMcaHus, OTNPaBKU U XpaHEeHNsA coO0LLeHn
3NEeKTPOHHOW MoYThl Nonb3oBaTens.

B 3awwmiLieHHOM KoMnfekce NporpamMmm 31EKTPOHHON NoYTbl 06ecnevyeHo PyHKLMOHNPOBa-
Hue B ElMN (cm. 4.1.4).
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5. BXOOHbIE U BbIXOAHbIE OAHHbLIE

5.1. BxogHbiMu gaHHbiMu ang OC asnatoTcs:

- obpaweHue cybbekToB goctyna (npoueccoB n komaHa CYB/) k 3awmuwaeMbiM UMEHO-

BaHHbIM 06bekTam JocTyna — hannam (nporpammam, bubnuortekam, dannam ¢ Nonb3o-

BaTENbCKOW N Cry>kebHOoM MHdopmaLmen), katanoram, cneunanbHbiM annam (ycTtpon-

cTBaM, ccbifikaM, kaHanam FIFO n T.n.), B n nx anemeHtam (tTabnuuam, 3annucam, nonsm

3anucen, Tpurrepam u T.1.), a Takke cpeacteam IPC (noptam, coketam, cemacdopam);

- atpubyTbl, onpeaensoLmne NoNHOMoUNS CyGbEKTOB AOCTYNa U NpasBuna pasrpaHuyeHns

AocTyna kK o6bektam goctyna.

5.2. BbixogHbiMn aaHHbiMK ana OC aBnaetca pesynbraT MCMNoNb30BaHUSA CyObekToM
AocTyna 3awmuaemoro obbekTa, NpegoCcTaBeHHOro eMy B COOTBETCTBUMN C YCTAHOBIEHHBIMU
MPO. K Taknm pesynstatamM MOryT OTHOCUTLCS: 3anyck nporpamMmbl, pefaktupoBaHue danna,

co3gaHue cokeToB, JobaBneHne gaHHbIX B B v 1. n.
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NEPEYEHb COKPALLEHUN
B — 06a3a gaHHbIX

EMM  — egmHoe npoCTpaHCTBO Mosb3oBaTenemn

HXMI — HakonuTenb Ha Xe€CTKOM MarHUTHOM AuCKe

on — onepatmBHas NamsaTb

oC — ornepauyuoHHasa cuctema

rno — nporpammMmHoe obecneveHune

NMPO  — npasuna pasrpaHnyeHnss JOCTYNoM

C3n — cpeacTea 3aluTbl MHopMaLuum

CYB — cuctema ynpaeneHus 6asammn gaHHbIX

oC — (hbannosas cuctema

ACL — Access Control List (cnncok kKoHTpona goctyna)

ALD — Astra Linux Directory (egMHoe npocTpaHCTBO norb3oBaTternemn)

CIFS — Common Internet File System (o6wwuin npotokon goctyna k pannam VIHTepHeT)

DHCP — Dynamic Host Configuration Protocol (npoTokon guHaMmmMyeckon KoHuUrypauum xocta)

DNS — Domain Name System (cnyx6a 4OMEHHbIX MUMEH)

FIFO — First-In, First-Out (nepBbiM Npuwen — nepsbiM 06CNyXeH — aucuunanHa odepeam)

FTP — File Transfer Protocol (npoTtokon nepeaayun ¢annos)

GID — Group ldentifier (ngeHTMdmMKkaTOp rpynnbi)

HTTP — HyperText Transfer Protocol (npoTokon nepegayn runepTekcToBbiX hanson)

IP — Internet Protocol (npotokon UHTepHeT)

IPC — InterProcess Communication (mexnpoLeccHoe B3auMmoaencrame)

IMAP  — Internet Message Access Protocol (npoTtokon goctyna k coobLieHnsam B cetn VIHTepHeT)

LDAP — Lightweight Directory Access Protocol (rierkoBecHbIn NpoTOKOS AOCTYNa K cepBucam
KaTtanoroB)

NFS  — Network File System (ceteBas cpannosas cucrema)

NTP  — Network Time Protocol (CMHXpOHU3NpPYOLWMIA CETEBOK NPOTOKOS)

NSS — Name Service Switch (gucnetdyep cnyx6bl UMeH)

PAM  — Pluggable Authentication Modules (BcTpanBaemblie Moaynu ayTeHTUUKaLMM)

PID — Process |dentifier (ngeHTudmkatop npouecca)

SMB  — Session Message Block (6nok ceCCMOHHbIX COOBLLEHNI)

SMTP — Simple Mail Transfer Protocol (npocTon NpoTOKOs 3NEeKTPOHHOW MOYTbI)
SSH  — Secure Shell Protocol (npoTokon 3awuweHHon nepegayun nHgopmaumm)

TCP  — Transmission Control Protocol (npoTokon nepegayn gaHHbIX)
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TFTP — Trivial File Transfer Protocol (npocTtenwwnin npotokon nepegayn gannos)

uiD — User |dentifier (nageHTudmkatop nons3osarens)
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/lucm pezucmpayuy U3MeHeHul

Homepa nucmab (cmparuy) Brezo Bxodsujuu

I MEHE MEHEH AHHYALPO Aucmop Horep 5H i;vepecanpa- /lod Jama
M| usmMeHeH- | 3ameH oBa ﬁai’/-/bg( cmpanuy 6| dokymenma % um Zb/-mza odnucek
HbIX ~HblX - dokyrerme OKyMeHma
y dama

1 Bce 36 PYCB 14 03-11 20101
2 Bce 36 PYCB 14 04-13 210313
3 Bce 36 PYCB 14 05-1k 1911k
L Bce 36 PYCB 14 02-16 170216
5 Bce 36 PYCB 14 03-17 050417
6 Bce 36 PYCB 14 02-18 10418
7 Bce 38 PYCB 14.03-18 190418
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