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AHHOTALUA

HacToswmn gOKyMeHT aBnsieTca NepBoOM YacTblo PYKOBOLCTBA MO KOMMSEKCY CPeacTs
3awmThl (KC3) onepauynoHHOM cucTembl cneuunanbHoro HasHadeHus «Astra Linux Special Edition»
PYCB.10015-01 (ganee no tekcty — OC).

[loKyMeHT npegHasHaveH onst agMMHUCTpaTopoB 6e3onacHOCTH.

PykoBoacteo no KC3 cocTouT 13 AByx YacTemu:

- PYCB.10015-01 97 01-1 «OnepaunoHHas cmctema cneumanbHOro HasHadyeHuns «Astra

Linux Special Edition». PykoBoactso no KC3. Yactb 1»;

- PYCB.10015-01 97 01-2 «OnepaumoHHasa cuctema crneumnanbHoro HasHavyeHnsa «Astra

Linux Special Edition». PykoBoacteo no KC3. YacTtb 2».

B nepson yactu pykoBoacTBa npuseaeHbl obwme ceegeHus o KC3, paccMOTpeHbl UAEHTU-
dukaums n ayteHTUduKaums, ANCKpeLMoHHOe N MaHaaTHoe ynpasneHne 4oCcTynoMm, 3awuTa na-
MSATW, N30NSALMS NPOLIECCOB, 3aluMTa cpeabl BUpTyanusaunm, MapkupoBka AOKYMEHTOB, KOHTPOSb
NOAKMIOYEHUS] CbEMHBIX MALUMHHbIX HOCUTENen NHopMaLUuK, conocTaBneHmne nonb3oBaTens ¢
YCTPOMCTBOM, permcrtpaums cobbitnn 6e3onacHoCTu, HagexXHoe PyHKLMOHUPOBaHue, punstpa-
LS CETEBOro MOTOKA, KOHTPOIb LEENOCTHOCTU, reHepaumsa KC3, pexxum orpaHn4eHns 4enctaeum
nonb3oBaTtensa Knock-2, a Takke nopsgok 3anycka n npumeHenus OC.

[ononHuTtenbHaa MHdopMaumsa O HacCTPOMKE KOMMOHEHTOB U yrpaBfieHUM Nporpamm-
HbIMW NakeTamn, a Takke BapuaHTbl peanusaumm OoTAENbHbIX peLleHnit ¢ ucnonb3osaHnem OC
npmBeaeHbl Ha oduumanbHOM cante https://wiki.astralinux. rul

Bo BTOpOWM Yactn pykoBoacTBa npueeneHo onucaHue tectoB KC3.
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1. OBLLME CBEOAEHUA

KC3 (nogcuctema 6e3onacHoctn PARSEC) npeaHasHayveH ans peanusaumm gyHkunn OC

no 3awute nHgopmauuun ot HC n npegoctaBneHna agMnuHucTpaTopy 6esonacHoctu nHgopma-

LUuKn cpeacTts ynpasneHnsa yHkumoHmposaHuem KC3.

BHUMAHMUE! Mocne yctaHoBkn OC MHTEPAKTMBHBIVA BXO4 B CUCTEMY Cyneprnonib3oBarTens

root Mo ymon4yaHuio 3abnokupoBaH. Co3aaBaemblli NPU yCTAHOBKE OnepauvoHHON CUCTEMBbI

nonb3oBaTenb BKMNoYaeTcsd B rpynny astra-admin. lNonb3oBaTensam, Bxogawmm B Ha3BaHHYHIO

rpynny, Yepes MexaHu3am sudo NpeaoCcTaBnsaloTCs NpaBa Ans BbINOMHEHWUS AeNCTBUI NO HACTPOViKe

OC, Tpebytounx npmusunernn cynepnonb3oBaTens root. [lanee no TEKCTy Takow Nonb3oBaTesb

MMeHYyeTCA agMUHUCTPAaTOPOM.

HCA:

1.1. CocTtaB KC3

B coctaB KC3 BxogaT cnegytowmne 0CHOBHbIE MOACUCTEMBI:

mMoaynu nogcuctemol 6e3onacHoctn PARSEC, Bxogsawume B coctas sigpa OC;
onobnmoTteku;

yTUNUTBLI 6e30NacHOCTY;

noacucTema npoTOKONMPOBaHUA (pernctpaummn);

Moaynun ayTeHTudmkauuu;

rpadoumyeckas noacmcrema,;

KOHCOMbHbIN BXO4 B CUCTEMY;

cpeacTBa KOHTPONS LENOCTHOCTMU;

CpeacTBa BOCCTAHOBIEHWS;

cpefcTBa pasrpaHNyeHnst ocTyna K BUpTyanbHbIM MatnHam’) ;

cpeacTea pasrpaHndeHnda aoctyna K nogkno4vyaemMblM yCTpOIZCTBaM.

1.2. KoHTponupyembie hyHKLUMN

KC3 obecneunBaet peanusaumio cnegyowmx dpyHkunn OC no 3awmrte nHgpopmMaumm ot

1) B cooTBeTCTBMM C TpeboBaHMsIMU 6e30MacHOCTU MHOpMaLMK K onepaunoHHbIM Ch-

2).

creMam®’ ;

noeHTUUKaUnIo N aytTeHTudmKaumio;

ynpasrieHne OOCTYMNoMm,

perncTpauuio cobbiTuii GesonacHocTy;

orpaHuMyeHue nporpaMmMHon cpeabl;

) Ins npoueccopos, NoaAepX1BaloLLMX TEXHONOIIO BUPTyanusaumn. HegocTynHo B pexume «MoBumbHbIN».
2) TpeGosaHuss 6e30MacHOCTY MHGOPMAaLMK K ONEPaLMOHHBLIM cucTeMam yTeepxaeHsl npukasom ®CTIK Poccum ot

19 aBrycta 2016 . Ne 119.

1.7.5
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N30MALMIO MPOLIECCOB;

3alUMTy NamMaTy;

KOHTPOIb LEJTOCTHOCTU;

HagexHoe (pyHKUMOHNPOBaHWE;

uNbTpPaLuo CeTEBOro NOTOKA;

MapKupoBaHWe JOKYMEHTOB;
2) B COOTBETCTBMM C TpeboBaHuAMM MO 6e3onacHOCTN MHpOPpMALMK K cpeacTBam BUPTY-

anusauyun? :

AOBEPEHHYIO 3arpy3ky BUPTYanbHbIX MaLLVH;
- KOHTPOSIb LENTOCTHOCTMU;
- pernctpauuto cobbiTuin 6esonacHocTy;
- ynpaeneHue A0CTYNoMm;
- pe3epBHOE KONUPOBaHWUE;
- ynpasrieHve notokamu nHgopmauuu,
- 3alWmMTy namaTu;
- OorpaHvyeHne NpPorpamMmmMHoON cpenbl;
- MAEHTUUKaUUIO 1 ayTeHTUdUKaLmo nonb3oBaTenen;
- LeHTpanu3oBaHHOe ynpasreHme obpaszamm BUPTYyarnbHbIX MaLUMH U BUPTYasibHbIMN
MaLUMHaMu;
3) B cooTBeTCTBUK C TpeboBaHMAMU No 6e3onacHOCTN MHGOPMaLMK K CpeacTBaM KOHTEN-

Hepusauumn?

N30MALMI0 KOHTEMHEPOB;

BbISIBNIEHME YA3BMMOCTEN B 06pasax KOHTENHEPOB;

KOHTPOMNb LENOCTHOCTM KOHTEMHEPOB U UX 06Pa30B;

perncTpauuio cobbiTuii GesonacHoCTy;

noeHTUdUKaLnio N aytTeHTUduKauuo nosnb3osaTenen.

Peanusauusa nepevmcneHHbIX Bbille YHKLUA OCHOBaHa Ha CriefytoLwmnX OCHOBHbIX NOMo-
XeHUAX:

1) npn mogenupoBaHun 1 onucaHum ynpasneHna goctyrnom B OC Ha ocHoBe TOCT P

59453.1-2021 ncnonb3yloTcs cnegyowme TepMUHbI:

) TpeGosaHus nNo 6e30nacHOCTM MHOPMALIMK K CPeacTBaM BUpTyanusauumn yTeepxaeHsl npukazom ®CTIK Poccun

oT 27 okTs6psa 2022 r. Ne 187.
2) TpeboBaHua nNo 6e30MacHOCTU MHAOPMAaLMN K CPEACTBAM KOHTENHepU3aLuun yTeepxaeHbl npukasom ®CTIK

Poccun ot 4 niong 2022 r. Ne 118.

1.7.5
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a) cyOGbekT gocTtyna — akTMBHbIN KOoMMOHeHT OC (Hanpumep, Npouecc, 3anyLEeHHbIN
OT UMEHU YYETHOM 3anncu nornb3oBaterns), 4OCTYMNbl KOTOPOro perfiaMmeHTUpYTCA
nonuTUKamMm ynpasneHusi 4OCTYMNoM;
6) cywHocTb (06beKT AocTyna) — naccuBHbI KOMNOHEHT OC, AOCTYN K KOTOPOMY
pernaMmeHTnpyeTcs NosiMTUKaMn yrnpasreHuss JOCTYNOM, NpY 9TOM UCMOSb3YHTCH
cnegyowme Buabl cywHocTen (06bekToB gocTyna):
- CYLHOCTb-O6BEKT (00beKT) — naccuBHbIN koMnoHeHT OC (Hanpumep, dann, ce-
TeBoe coeauHeHune (ann-cokeT), YCTPONCTBO (hann-yCTponcTeo), dann-obpas
BUPTYanbHOW MalUWHblI UMK KOHTenHepa, Kak cpeactBa M3onauuMm nporpamm-
HOW cpefbl), 4OCTYN K KOTOPOMY perfiaMeHTUpyeTcsl NonnTukaMmun ynpasneHus
AOCTYMNOM, K YacTsIM KOTOPOro No OTAENbHOCTW ynpaBrneHne 4OCTYNOM He OCy-
LLIeCTBIAETCS;
- CYLLHOCTb-KOHTENHepP (KOHTENHEpP) — MacCUBHbLIN COCTaBHOM KOMMOHeHT OC
(Hanpumep, kaTanor, ToM), 4OCTYN K KOTOPOMY perfiaMeHTUpyeTcsa nomTnkamm
ynpaerieHnsa SOCTYNOM, COCTOSILLUNA U3 CYLLIHOCTEN-OOBEKTOB UMK CYLLHOCTEN-
KOHTEMHEePOB, K KOTOPbIM MO OTAENbHOCTM BO3MOXXHO OCYLLIECTBIIEHME YNPaBNeHNs
AOCTYMNoM,;
2) C KaxablM Mosib3oBaTenemM CUCTEMbI CBSA3aH YHUKANbHbIN YNCHEHHbIN MAEHTUdUKATOP
— npeHtudukatop nonb3osarens (UID), koTopbi ABRASIETCA KITHOHOM K COOTBETCTBYIOLLEN
3anucu B B[l nonb3oBartenen, cogepxawen MHpopmMaumo O nonb3oBaTenax, BKo4as
NX pearnbHble N CUCTEMHbIE MMeHa. B[] nonb3oBaTenen nogaepXXmnBaeTca 1 ynpasnseT-
CH cucTeMHbIM agmuHucTpatopom. UID aBnaetca aprnblkoM cybbekTa (HOMUHAMbHbIN
CyObEKT), KOTOPbLIM cUCTEMa Nosnb3yeTcsa AN onpeaeneHus npas gocrtyna. b nonb3o-
BaTenen B OC MoxeT ObITb Kak nokanbHOM ANs CUCTEMbI, TaK U ABNATbCsS YacTbto ENMM,
dyHKLMOHMpPYOLEero Ha ocHoBe npoTtokora LDAP;
3) Kaxabln nonb3oBarternb BXOAUT B OAHY unu 6onee rpynn. pynna — 3To0 CNUCOK MONb30-
BaTenen cuctemsbl, nMetowmnn cobecteeHHbI naeHTudmkatop (GID). Mockonbky rpynna
006beaNHSIET HECKOSbKO MOMb30oBaTeNnen CUCTEMbI, B TEPMUHAX NONUTUKM Be30nacHOCTH
OHa COOTBETCTBYET MOHATUIO K MHOXECTBEHHbIN cybbekT». GID saBnsercsa sprbikoM MHO-
KECTBEHHOro CybbekTa, KOTOPbIX Y HOMUHANBLHOIO CyObekTa MOXET OblTb Bonee ogHoro.
Takum o6pasom, ogHomy UID cootBetcTByeT cnncok GID;
4) ponb gencrteutenbHoro (paboTarLlero ¢ CylHOCTAMN) cyObekTa urpaet npoLecc.
Kaxxgomy npoueccy npucsansaetcsa eanHcTeeHHbI UID, asnawowmnncs naeHTngunkaTtopom
3anycTMBLUEro nNpouecc HoOMUHarnbHOro cybbekTa, T. e. nonb3oBartens. [pouecc, Nopox-
AEHHbIN HEKOTOPbIM NpoLeccoM nonb3osaTend, Hacneayet UID poguTtenbckoro npouecca.

Takum obpasom, Bce NpoLecchl, 3anyckaeMble Norib3oBaTenemM, UMeKT ero naeHTuduka-
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TOop. Bce npouecchl, npuHaanexawue nonb3oBatento, 06pas3yroT ceaHc nonb3oBaTens.
[MepBbIN NpoLecc ceaHca nornb3oBaTens NOPOXAaEeTCA Nocne NPOXoXaeHns npoueayp
noeHTudukauum n ayteHtudukaummn. MNpn obpalleHnn npouecca K CyLHOCTU SOCTYnN
NpeaocTaBnseTca no pesynsratam npoueaypbl aBTopm3anmm, T. e. 06paboTkm 3anpoca Ha
OCHOBe MaHAaTHbIX N AnckpeunoHHblx MNPL;

5) mexaHuam MNP peanusosaH B aape OC, 4Tto obecnevmBaeT ero npasuibHoe yHKLNO-
HUPOBaHME NPU UCNOSb30BaHUM NOObIX KOMNOHEHTOB, NpegocTaensemblx OC. Peanu3sa-
LUMsa MaHOATHOrO yrnpaBneHus A0OCTYMNOM 3aTparMBaeTt Bce NogCUCTEMbI 94pa, B KOTOPbIX
peanvM3oBaHO ANCKPELIMOHHOE ynpaBneHne goctynom. [pu atom ob6a Bnga ynpaeneHus
AOCTYNOM OYHKUMOHUPYIOT NapannenbHo, He BNNASA Ha NPUHATUE peLueHnid Opyr apyra
(HenpoTMBOpPeuYnBOCTL). [IOoCTYN pa3peLluaeTcsa B TOM Criydae, eCriv OH BO3MOXEH C Y4ETOM
OVCKpeLMOHHbIX U MaHgaTtHbix MPL. 3anpewaeTtcs B cnyyae, ecnv AocTyn 3anpeLueH

X0Ts 661 ogHUM 13 B1MAoB MNP (AMCKPELMOHHBIM MM MaH4aTHbIM).
1.3. CpeactBa opranusauuu ENM

Opranusaumnsa ElMM obecne4ymBaer:

- CKBO3HYIO ayTeHTMdUKaLUUIO B CETY;

- LUeHTpanusaumio xpaHeHnsa nHpopmaumm ob okpy>keHUn nonb3oBaTenem;

- LeHTpanusauuio XxpaHeHus HacTpoek CUCTeMbI 3almTbl MHbopMaLmMn Ha cepBepe.

CeteBasa ayTeHTUdMKALMA U LEHTpanu3aumsa XpaHeHuss nHopmaunm o6 OKpy>KeHUK
nonb3oBaTtens nogpasyMeBaeT UCNONb30BaHNE ABYX OCHOBHbIX MEXaHW3MOB: NOAAEPXKKN KPOCC-
nnaTopMeEHHbIX CEPBEPHbLIX MpUnoxeHnn onsa obecnevyeHus 6esonacHoctn (NSS) n noarpyxae-
MbIX ayTeHTUdUKaUMOHHbIX Mogyren (PAM). CkBo3Hast ayTeHTuurkaumsa B ceTu peanuasyercs Ha
OocHOBe npoTtokona Kerberos ¢ ncnone3oBaHmem cny»06bl katanoros LDAP B kayecTBe MCTOYHMKA
AaHHbIX Ans 6a30BbIX CUCTEMHBIX Cry»6 Ha 6a3e mexaHnamoB NSS 1 PAM. NMogo6HbIM noaxon
obecneymBaeT LeHTpanM3aumio XxpaHeHnsa nHopmMaunm o6 OKpy>KeHMUM Nonb3oBaTenemn (B ToM
yucne npegHasHavyeHHy ansa obecneyeHns MaHgaTHOrO yrnpaBeHns 40CTYNOM):

- CYLLeCTBYyOLME B CUCTEME YPOBHU N KaTeropmm KOHMAEHUManbHOCTH;

- MUHUMasbHblE U MakCMMaribHble YPOBHU KOH(PUAEHLMANBHOCTU, AOCTYMNHbIE NOMb30Ba-

Tensam nNpu BXoge B CUCTEMY;

- MUWHUMarbHbIEe N MaKCuMarbHble Habopbl KaTeropu KOHPUAEHUNANLHOCTU, AOCTYMNHbIE

nonb3oBaTensiM Npu BXoAe B CUCTEMY;

- YrieHbl NPUBUIIEMMPOBAHHBIX FPYNM, KOTopble MOryT nony4yatb u3 Bl cnyx6bl katanoros

LDAP onpegeneHHyto nHpopmaLmio o nosfib3oBaTensx.

Kpome Toro, ¢ ncnonossosaHnem C3®C CIFS obecneyeHo LeHTpann3oBaHHOE XpaHeHne

AOMAaLLHUX KaTaroroB nonb3oBaTenen.
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[na cCHWKeHNa Harpys3ku Ha CeTb M NOBbIWEHUS npounasoanTenibHocTn B ENMM moxeT
NPUMEHSTLCS KILUMPOBAHNE peaKo U3MEHAEeMON NHpOopMaLMN B JIOKANbHOM K3LLe.

BHUMAHMUE! 3veHeHHas Ha cepBepe HGOopMaLMs MOXET NONacTb B flOKalbHbIW K3LU
C 3a1€P>KKON.

Bonee nogpobHoe onucanue ENMM npusegero B PYCB.10015-01 95 01-1 «OnepaunoHHas
cucTema creumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBoacTtso agMuHucTparopa.

YacTtb 1».
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2. VDEHTU®UKALUA U AYTEHTUDOUKALIUA

NaeHTndukaumnsa n ayteHTudukaumnsa nons3osatenent B OC BbINOMHAETCA C y4eToM Tpebo-
BaHun FOCT P 58833-2020 «3awmta nigpopmauuun. igeHtndukaumsa n ayteHtudgpukaums. Odwue
NONOXEHMUS».

B obwem cnyyae naeHTndukauma n ayTeHTudunKaumsi OXBaTbiBatoT:

1) nepBUYHYIO MOEHTUMUKALNIO, BKIHOYAIOLLYIO MOArOTOBKY, (hOpMUpPOBaHNE 1 perucTpa-

Lo nHpopmaumm o cybbekTe (06bekTe) AoCcTyna, a Takke NpUCBoeHne cyobekTy (06b-

eKkTy) AocTyna ngeHTudukaTopa OCTyna U ero peructpaumio B nepedHe npucBOEHHbIX

NOEHTUUKATOPOB;

2) XpaHeHue u nogaepkaHue akTyanbHOro COCTOSAHUA (0OHOBNEHNE) MAEHTUUKALNOH-

HOW N ayTeHTUdUKaLNOHHON MHGopMaumm cybbekTa (o6bekTa) A4oCTyna B COOTBETCTBUM

C YCTaHOBMEHHbIMM MpaBunamu;

3) BTOpPUYHY naeHTnmrkaumio, kotopas obecneymBaeT ono3HaBaHne cyobekTa gocryna,

3anpocumBLLEero 4oCTyn K 06bekTy AocTyna, No npeabsBrieHHOMY naeHTuduKaTopy;

4) ayTeHTUdMKaLmIo, BKIHOYAOLWYO NPOBEPKY NOASIMHHOCTU cybbekTa (obbekTa) goctyna

N NPUHAONEXHOCTU eMy NpenbsBNeHHbIX uaeHTudukatopa n ayTeHTUUKaLMoHHOM

MHGOpMaLN.

OyHKUMA ngeHTudukaumm n ayteHTndukaummn nons3osatenen B OC ocHoBbIBaeTCA Ha
ncnonb3oBaHuUM mexaHnama PAM.

PAM npeactaBnsaoT cobon Habop pasgensiembix 6ubnuotek (T.H. Moaynemn), ¢ nomo-
LLIbIO KOTOPbIX CUCTEMHbBIN aAMUHUCTPATOP MOXET OpraHM30BaTh npoueaypy ayteHTudumkaumm
(nogTBEPXKAEHNE NOASNIMHHOCTK) NOoMb3oBaTENEeN NPUKNagHbIMK NporpammMmamin. Kaxxabii moaynb
peanuayet COBCTBEHHbIN MeXaHU3M ayTeHTUudukaunn. MameHas Habop 1 nopsagok cnegoBaHus
MOAYIen, MOXHO NOCTPOUTL CLEHapUn ayTeHTUdMKaLmu.

Mopo6HbIN Nogxoa NO3BONAET N3MEHATL NpoLeaypy ayTeHTudukaumm 6e3 nameHeHms
MCXOAHOro Koda M NOBTOPHOro komnunuposaHus PAM.

CueHapum ayTeHTUdMKauuK (T. e. paboTa aTnx (PyHKLMI) ONMCbIBAOTCS B KOHUIYPaLIMOH-
HOM (pavine /etc/pam.conf u B psage KOHPUrypaLMoHHbIX pannoB, pacnofioXeHHbIX B KaTarnore
/etc/pam.d/. Cama ayTeHTUdMKaLmns BbiNnonHsaeTcs ¢ nomowsio PAM. Moaynu pacnonararoTcs
B KaTanore /lib/security B BUAe AUHaMUYECKN 3arpykaemMblX 0ObEKTHbIX hansioB.

Ecnn ETMM He ncnonesyetcsd, ayTeHTUMUKALMA OCYLLECTBAAETCHA C MOMOLLbIO floKalb-
Hon B[l nonb3oBaTenen (dann /etc/passwd) 1 nokanbHon B[] nonb3oBaTtenscknux naponemn
(cpann /etc/shadow). [NogpobHyO MHpOPMaUUIO O CTPYKTYpE ITUX (hanfioB MOXHO MOMNYyYUTb

C NOMoLLb KOMaH4 man 5 passwd M man 5 shadow cooTBeTcTBeHHO. B OC peanu3oBaHa
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BO3MOXHOCTb XpaHEeHUs ayTeHTUUKaLMOHHON MHGopMaumMn nosib3oBaTenemn, nonyyYyeHHom ¢
ncnons3osaHvem xew-gyHkuun no NOCT P 34.11-2012 (TOCT P 34.11-94).

Mpw ncnonssosanun ENNMMM ayteHTUpMKaLma nonb3oBaTenen ocyLwecTBASETCH LeHTpanu-
30BaHHO no npotokosny Kerberos. [1ns 3awntsl ayTeHTUOMUKALNOHHON MHGOPMaLUK MO YMONYaHUIO
ncnonb3yTca otedecTBeHHble anroputMbl No FOCT 28147-89 u TOCT P 34.11-2012.

B EIIN B ka4ecTBe UCTOYHMKA AaHHbIX ANs naoeHTUdUKaumMm n ayTeHTugukanmm nonb3o-
BaTenen npumeHaTcs cnyxobbl katanoros LDAP. B pesynbsraTte Bca cnyxebHas nHgpopmaums
nornb3oBaTenen cCetTn MOXeT pacnosaraTtbCa Ha BblAeNeHHOM cepBepe B pacrnpenerieHHoOn retepo-
reHHon ceteBown cpeae. [lobaBneHne HOBbIX CETEBLIX NONb30BaTENEN B 3TOM Criyvyae Npoun3Bo-
ANTCA LeHTpanu3oBaHHO Ha cepBepe crnyObl katanoros. CeTeBble cry0bl, NogaepXxmearoLme
BO3MOXHOCTb ayTeHTUdMKauum nonb3osatenen (web, FTP, noyta), MOryT BMECTO JfioKasbHbIX
YYeTHbIX 3anncemn ncnonb3oBaTb TOT e KaTanor LDAP npoBepkn ayTeHTUdMKALMOHHON MHOP-
Maunmn. ADMUHUCTPaTOP CETU MOXET LieHTParnm3oBaHHO ynpaBnaTb KOHUrypauunen cetu, B T. 4.
pasrpaHu4mMBaTb SOCTYM K CETEBbLIM Cryxb6am.

bnarogapsa npegoctaeneHuto nHdopmaumm LDAP B nepapxmyeckon gpesoBuaHon popme
pasrpaHudeHne gocTyna B pamkax cryx6bl katanoroe LDAP MoxeT GbITb OCHOBaAHO Ha BBEOEHUN
AOMeHoB. B kayecTBe gomMeHa B JaHHOM criydae OyadeTt BbiCTynaTb NogaepeBo CrnyXObl kata-
noros LDAP. Cepsucbl LDAP nossonstoT pasrpaHnymBatb JOCTYN Nosib3oBaTenien K pasHbiM
nogaepeBbAM Katarnora, Xots no ymonyanuio B8 OC peanuayetca cxema O4HOro AOMeHa.

[ns ynpaeneHus nonb3oBaTensamu, rpynnamm n HacTponkamm nx atpubyToB MCMONb3yeTcs
rpadpudeckas ytunuta £ly-admin-smc. OnncaHue rpadpuyeckon yTunnTbl CM. B 3NEeKTPOHHOM
crnpaBke.

Ona ynpasnenusa Bl ALD B pexume KOMaHOHOW CTPOKU MUCMONb3YeTCA UHCTPYMEHT
ald-admin, nogpobHoe onucaHme KOTOpou NpMBEAEHO B man ald-admin.

MpumevaHwue. MNpn coszgaHnmn nokanbHbIX Nonb3oBaTenen unun nonb3osarenen ENMM
Heobxoanmo obsA3aTernbHO yCTaHaBNUBaTh 4S9 HUX AManasoHbl JONYCTUMbIX YPOBHEN U KaTeropui
KOHUAEHUMANbHOCTU: MUHUMArbHbIA N MakCUMaribHbIN YPOBHU KOHPUAEHUMANbLHOCTU, MUHN-
ManbHbI 1 MakcumarbHbI Habopbl kaTeropuii kKoHduaeHumansHocTu (cM. pasgen ). OtcyTcTBre
YCTaHOBMEHHbIX AOMNYCTUMbIX AMana3oHOB MaHAATHbIX aTpUbyTOB NPUBOAUT K 3anpeLLeHnto JoCTy-
na npu obpalleHnn K ceTeBbIM cryXbam 3aLlmLeHHbIX KOMMIEKCOB NporpaMmm rmnepTekCToBON
00paboTkM AaHHbIX, aNEeKTPOHHOM noyTbl, CYB[ 1 nevartn.

Mo ymon4yaHuio B cueHapumn /etc/pam.d/common-auth, cogepxaliem obwme ans Bcex
cnyx06 HacTpPONKM 1 NpegocTaBnsoLeM cnyxby ana Bxoga B cuctemy, ncnonbdyetrca PAM-moaynb
pam_tally.so. JaHHbin PAM-Mogynb npu Havane npouenypbl ayTeHTudunkauum nonb3osarterns
yBenu4YMBaeT CHETYMK HEYCMNELLHbIX MONbITOK ayTeHTUdunkaumm nonb3oBarensd Ha eguHuuy. Ymucno
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HeyCMELLHbIX MOMbITOK ayTEHTUMUKALMM NOMb30BaTENS MOXET ObITb MPOCMOTPEHO CrieayroLLen
KOMaHOoMm:
faillog -u <umMs_IOJb30BaTEIIS>

MNocne yCnewHoro 3aBepLlleHna TMornbITKA ayTeHTI/I(bI/IKaLI,I/IVI nornb3oBaTena CHeT4YunkK
HeycrneLHbIX NONbITOK ayTeHTUMKaunm cbpacbiBaeTcsa B HOMb. MakcmarnbHoe YnCno HeycneL-
HbIX MOMNbITOK ayTeHTVICbVIKaLI,VII/I nonb3oBaresida onpegendeTtcda Ha OCHoBe 3Ha4YeHUd, 3agaHHOro
WHCTPYMEHTOM KOMaHAHOM CTpokn faillog, U 3HA4YeHUM NapamMeTpoB deny U per_user:
auth [success=ignore default=die] pam_ tally.so per_user deny=10

Hannune napametpa per_user 03HA4aeT, YTO €Cfln C MOMOLLbI0 MHCTPYMeHTa faillog
Obino 3aflaHo HepaBHoe 0 MakcumalsibHoe 3Ha4deHue HeyChneLwHbIX MOornbITOK ayTeHTVICbVIKaLI,VIVI
aOng nonb3oBaTtend, To 6y/:|,eT NMPUMEHATBLCA OHO. NHaue npuMeHAeTCcd 3Ha4YeHne, onpegendemoe
napameTpom deny. [pn OTCYyTCTBMM NapaMeTpa per_user UCMNOSb3YeTCHa 3Ha4YeHne napameTpa
deny.

[na cbpoca cyeTumka HeycneLHbIX NOMNbITOK ayTEHTUMKaUUK ansa nonb3oBaTens Heob-
XOOAMMO BbIMNMOJIHUTb KOMaHAY:
faillog -r -u <ums_IOJIL3OBATEJISA>

Bonee nogpobHoe onucaHne cM. B pykoBoACTBe man Ha faillog M pam_tally.
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3. ACKPELUMOHHOE YNPABJIEHUE OOCTYINOM

3.1. Obwme cBegeHun

B OC peanusoBaH MexaHu3am anckpeuunoHHbIX npae goctyna (MPLO) nmeHoBaHHbIX cyObek-
TOB (Nonb3oBaTenen) K UMeHOBaHHbLIM CYLLHOCTAM (dannam, katanoram). Peanusauns mexaHmama
anckpeumoHHbix MNP obecneunBaeT cosgaHue ans Kaxaon napbl (CyObekT-CyLHOCTb) ABHOIO U
HeABYCMbICITIEHHOIO NepPeYnNCieHns paspeLleHHbIX TUMOB AoCTyna.

[nckpeunoHHoe ynpaeneHve A0CTYNOM NPUMEHSIETCA K KaXKA0W CYLHOCTU N CyObeKTy 1
3aKnto4yaeTcsl B TOM, YTO Ha 3aliMiaemMble UMEHOBaHHbIE CYLLHOCTU NPW UX CO34aHUN aBTOMaTu-
Yyeckn yctaHaenmeatoTcsa 6asosble MNP B Buae naeHTndmkaTtopoB HoMMHanbHbIX cyobektos (UID
n GID), koTopble BnpaBe pacnops)aTbCsi AOCTYNOM K AaHHOW CYLLHOCTMW, U NpaB A0CTyNa AaHHbIX
CyObEeKTOB K CO34aHHOM CYLLHOCTH.

Onpegenstotca Tpy Buaa goctyna: yteHue (read, r), 3anucek (write, w) 1 ncnonHeHue
(execution, x). lNpaBa gocTyna BKNOYaT CNMCOK (OMTOBYIO MacKy) U3 AEBATU NYHKTOB: NO Tpy BUAa
AOCTyna Anga Tpex KnaccoB — Monb3oBaTens-Brnagensyua, rpynnbl-BnagenbLla u BCex oCcTanbHbIX.
Kaxxabli NyHKT B 3TOM CMCKe MOXeT BbITb NMOO0 paspelueH, NMbo 3anpelueH (paseH 1 unu 0).

Mpn obpalleHnn npoLecca K CyLWHOCTM (C 3anpocoM [OCTyna onpefeneHHoro suaa,
T.€. Ha YTeHWe, 3anuUcb NN UCMNOSIHEHNE) CUCTEMA NPOBEPSIET CoBNageHNe NaeHTMPNKaToOpOB
BnagenbLeB npouecca 1 BrnagensueB anna B onpegeneHHom nopsake, u, B 3aBUCMMOCTU OT
pesynbrata, NPUMEHSIET TY UM UHYIO rPYnny npas.

lMpaBa goctyna CywHOCTH, ABNAOLWENCa annoBbiM 0OGbEKTOM, MOTYT ObITb N3MEHEHDI,
€CNnn 3TO paspeLleHo (CaHKUMOHMPOBAHO) TEKYLLMMM NpaBunamMmn pasrpaHnyeHns octyna.

CyLlecTByIOT Takxke crieymanbHble OUTbl, Takne Kak:

- SUID (Set User ID) — 61T cMeHbl naeHTudukaTopa nosb3oBarens;

- SGID (Set Group ID) — 6MT cmeHbl naeHTUMKaTopa rpynnbl;

- Sticky — onpegenser Bnagenbua CyLWHOCTEN B KaTanore.

Korga nonb3oBatenb nnm npouecc 3anyckaeT UCnonHseMbl dann ¢ OgHUM U3 YCTaHOB-
NEeHHbIX 6UTOB SUID unu SGID, TO hanny BpeEMEHHO Ha3Ha4yarTCcA npasa ero (dawvna) snagenoLa
Unu rpynnsl (B 3aBMCUMOCTM OT TOro, Kakon 6uT 3agaH). Takmm ob6pasom, nonb3oBaTenb MOXET
3anyckaTb hannbl gaxe OT MMEHW Cynepnonb3oBaTens.

Katanor ¢ yctaHOBNeHHbIM Sticky-OMTOM O3Ha4aeT, YTo yaanutb dann u3 aToro Kkata-
niora MOXeT TOfbKO Briagenew canna unu cynepnonb3oBatens. [Jpyrne nonb3oBaTeny nuwarTcs
npaBa yaanaTte gannbl. YCTaHOBUTb Sticky-OMT Ha KaTanor MOXHO TOSMbKO OT MMEHU cynep-
nonb3oBaTensi C UCnonb3oBaHMeM MexaHuama sudo. Sticky-buT kaTanora octaeTcsa oo Tex nop,
noka Bnagernew Kkatanora unu cynepnonb3oBaTteflb He yaanuT Katanor Uin He N3MeHUT npasa

poctyna. Bnageney katanora MoXeT yaanutb Sticky-0UT, HO HE MOXET ero yCTaHOBUT.
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HononHutenbHo B OC mexaHn3mMoM guckpeunoHHblx MNP nogaepxmBatoTcst CNUCKU KOH-
Tpons poctyna ACL (Access Control List), peannsoBaHHble Ha OCHOBE pacLlUMpPEHHbIX aTpubyToB
dannosbix cuctem. C ncnonbzoaHnem ACL MOXHO OOMOMHUTESNBHO AN KaXOoW CYLHOCTU
3agaBatb NpaBa Ha AOCTYN CyObEeKTOB K HEN.

ACL coctouT M3 Habopa 3anucen. lNpaBa goctyna K CyWHOCTU ANs Nonb3oBaTens-
BnagenbLa, rpynnbl-Bnagensya u BceX ocTasibHbIX MMEKT COOTBETCTBYIOLLIEE NpeacTaBneHme
B ACL B Bnae otgenbHbix 3anucen. ACL, cootBetcTBytowmn 6asosbiM MNPL, HasbiBaeTcs MUHK-
manbHbiM ACL. Takum o6pas3om, Kakgon CyLHOCTM BCerga conoctaBnsaeTcs MmHumManbHbin ACL,
BKIOMaOLLNA TpU 3annucun: AN nonb3oBartensa-snagensua, rpynnbl-BnagensLa n Bcex oCTarbHbIX.
MpaBa goctyna onsa AONOSTHUTENbHbBIX CYyObLEKTOB OonpeaensoTcs B JOMNOMHUTENbHbIX 3anncsx
ACL.

ACL, Bknovatowmn bonee Tpex 3anncen, HasbiBaetcst pacwmpeHHbiM ACL. OH gononHum-
TENbHO COAEPXUT 3anucb ANs Macku AOCTyna u Habop 3anucen AN UMeHOBaHHbIX MoNb3oBaTenen
N UMEHOBAaHHbIX rpymnn.

B obwem cnyyae ACL BknoYaeT 3anucu crnegyowmx TUnos:

- nonb3oBatenb-Briageney (TEKCTOBOE NPeACTaBIIEHNE: USer : : TWX);

- MMEHOBaHHbIM Nonb3oBaTernb (TEKCTOBOE NpeACTaBleHMe: user :user_name: rwx);

- rpynna-snagesnbua (TeKCTOBOE NpeaCcTaBleHne: group: : rwx);

- MMEeHOBaHHas rpynna (TEKCTOBOE NpeACTaBfIEHME: user : group_name : rwx);

- Macka goctyna (TeKCToBoe npeacTaBneHue: mask: : rwx);

- BCe OcCTarbHble (TEKCTOBOE NpeAcTaBfneHune: other: : rwx).

3anucb Mackn JocTyna UCNonb3yeTcst ANs orpaHNYeHnsa pacnpocTpaHeHns npae gocTtyna
MMEHOBaHHbIX Monb3oBaTernen u rpynn.

B mexaHmame auckpeumoHHbix MNP peanu3oBaHo oTobpakeHne npaB AOCTyna K CyL-
HOCTW, yKa3aHHbIX B OMTOBOW Macke ANs Tpex KnaccoB (nosib3oBaTens-snagensua, rpynnbl-
BnajenbLa 1 BCeX ocTanbHbIX) B cooTBeTCTBYOWME 3anmcn ACL.

Mpn ncnons3oBaHnn MmHnmansHoro ACL:

- nNpaBa gocTtyna n3 6GUToBOM Macku Ans Knacca nonb3oBaTtenb-enagenew (Hanpumep,

rwx) oToOpaXkalTcsa B MAEHTUYHbIE NpaBa goctyna 3anucn ACL Tuna nonb3oBaTesib-

Bnageney, (HanpMMep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku ANs Krnacca rpynna-snagenbsua (Hanpumep, rw-)

oTobpaxarTca B naeHTu4Hble npasa goctyna 3anucu ACL Tuna rpynna-snagensua

(Hanpumep, group: : rw-);

- npaBa gocTyna n3 6UTOBON MacKku Ans Krnacca Bce ocTasnbHble (Hanpumep, r—--) oTob-

paxatTcs B MAEHTUYHbIE NpaBa gocTtyna 3anucn ACL Trna Bce ocTarnbHble (Hanpumep,

other::r--).
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Mpun ncnonesoBaHun pacwmpeHHoro ACL:

- npasa gocTtyna u3 6UToBOM Macku ONA Knacca nosib3oBaTenb-Brnageney (Hanpumep,

rwx) oToOpaXkalTcsa B MAEHTUYHbIE NpaBa goctyna 3anucn ACL Tuna nonb3oBaTesib-

Bnageney (HanpMMmep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku Ans Krnacca rpynna-snagensua (Hanpumep, rw-)

oTobpaxaloTcs B naeHTUYHble npasa goctyna 3anucy ACL Tuna macka goctyna (Hanpu-

mMep, mask: : rw-);

- npaBa gocTyna n3 6MTOBON MacKu Ans Kracca Bce ocTarnbHble (Hanpumep, r—--) oTob-

paxaloTcs B uaeHTUYHbIe npasa goctyna 3anucy ACL Tvna Bce ocTanbHble (Hanpumep,

other::r--).

PeanunsoBaHHasa B MexaHu3me guckpeumoHHbix MNMPL npoeepka npas focTyna cybbekTa K
CYLLLHOCTW BbINOMHAETCA B ABa 3Tana. Ha nepsom atane Bbibupaerca 3anucs ACL, COOTBETCTBYHO-
waga cywHoctn. 3anucy ACL anga cywHocT npocMaTpumBaloTCs B criefyoLlem nopsake:

1) 3anucb ons nonb3oBaTens-sBnagensua;

2) 3anuMcm UMEHOBaHHbLIX NONb30BaTeENEN;

3) 3anucb rpynnbl-Bnagenbua;

4) 3anMcu MMeHOBaHHbIX rpynm;

5) 3anuck ans Bcex ocTanbHbIX.

PelleHne o goctyne npMHMMaeTcs TONbKO HA OCHOBE ogHoW Bbl6paHHon 3anuncu ACL. Ha
BTOpPOM 3Tane nposepsietcs, 4To 3anuck ACL cogepXut Heobxoammble npaea gOCTyna.

AnropuT™M NpoBepKU NpaB AOCTyNa UMeET crieayoLWnin BUA:

1) npoBepsieTcs, ABNAETCS N CyObeKT AOCTyna nonb3oBaTenem-BrnagenbLeM CyLLHOCTN.

Ecnu cybbekT gocTyna He ABMSETCA Nonb3oBaTenemM-snagenbuem CyLHOCTU, TO NpoBepKa

npogomkaerca. Ecnu cybbekT goctyna siBNsieTcs nonb3oBartenem-snagensLeM CyLHOCTH,

TO NPOBEPSIETCS, pa3peLLEeH N B COOTBETCTBUM C Bbl6paHHOM 3anucbto ACL 3anpoLueHHbIn

cybbekTtom BMA goctyna. o pesynsratam npoBepku Joctyn nmubo paspeluaetca, nnmbo

3anpeLyaercs;

2) npoBepsieTcs, ABNSETCA N CyObEKT AOCTyNa OOHUM U3 UMEHOBAHHbIX NOMb30BaTeNewu,

ykasaHHbIX B 3anucsx ACL. Ecnun cybbekT gocTyna He SBRsieTca MMeHOBaHHbIM MOfb30Ba-

Tenem, ykasaHHbiM B 3anucax ACL, To npoBepka npogomkaetca. Ecnn cybbekT goctyna

ABNSETCS MMEHOBAHHbLIM MOMb30BaTeNeM, TO NPOBEPSAETCH, pa3peLLEH NN B COOTBETCTBUM

¢ BblbpaHHon 3anucbio ACL 1 3annckio mackm goctyna ACL 3anpolleHHbI CyObekTomM

BMA goctyna. o pesynsratam NpoBepkn JOCTYN NMBo paspeluaercd, NMbo 3anpeLaercs;

3) npoBepsieTcs, ABNSETCA N1 ogHa M3 rpynn cybbekTa AocTyna rpynnon-enagensuem

cywHocTtu. Ecnu HM ogHa u3 rpynn cybbekTa AoCTyna He siBNSeTcs rpynnon-snagenbuem

CYyWHOCTHN, TO NpoBepKa npoaosnKaeTcA. Ecnv ogHa u3 rpynn Cy6'beKTa OOCTynMna 4BliAa-
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eTcsa rpynnon-srnagenbLem CyLHOCTU, TO NPOBEPSETCS, paspeLLeH N B COOTBETCTBUN

C BblbpaHHOM 3anucbio ACL 3anpolueHHbIn cybbekToM Bua goctyna. o pesynsratam

nposepku goctyn nnbo paspellaeTtcs, NnMbo 3anpeLLaercs;

4) npoBepseTcH, ABNAETCA M 0gHa U3 rpynn cybbekTa JoCcTyna OgHOW N3 MMEHOBAHHbIX

rpynn, ykasaHHbix B 3anucax ACL. Ecnu Hu ogHa 13 rpynn cy6bekta gocTyna He saBnsieTcs

MMEHOBaHHOM rpynnown, ykasaHHoun B 3anucax ACL, To npoBepka npogosrmkaetcs. Ecrnn

ofHa 13 rpynn cybbekTa goctyna ABnseTcs MMEHOBAHHOW rpynmnomn, TO NpoBepseTcs,

paspeLleH N1 B COOTBETCTBUKN C BbibpaHHoW 3anucbto ACL 1 3anmcbio Mmacku gocTtyna

ACL 3anpolleHHbI cybbekTom BuA goctyna. o pesynstatam npoBepku JOCTyn nnbo

paspeluaetcs, Nnbo 3anpeLaeTcs;

5) npoBepsieTcs, paspeLleH nn B COOTBETCTBMU C 3anucbio ACL ans Bcex ocTanbHbIX

3anpoLLeHHbI cybbekToM BUA aoctyna. o pesynsratam npoBepku 4OCTyn nMbo paspe-

LwaeTcs, nMbo 3anpeLuaeTcs;

6) ecnu goctyn He Bbin paspeLlleH Npu NposeaeHUn NpeablayLmMx NpoBepok, To 40CTynN

3anpeLiaercs.

PeanunsoBaHHbin B OC mMexaHnam guckpeumoHHbix NP npegycmatpuBaeT Hanmume y
cywHocTen-koHTenHepoB ACL, ncnonsdyemoro no ymonyanuio. HassaHHbin ACL Hacneayetca
CYLHOCTSIMW, CO34aBaeMbIMUN B CYLLLHOCTU-KOHTENHEpE.

CyLHOCTAMM OocTyna SBMSOTCS:

dannsl;

coeanHeHuns (CokeTbl);

ceTeBble NMakeThl;

mexaHn3mbl IPC (pasgensemasi namsaTb, odepeam coobLueHnn n ap.).

MexaHunam, peanuayowwmin JUCKPELMOHHOE ynpaBneHme JoCcTynom, obecneumBaeTt BO3-
MOXHOCTb CaHKLMOHMPOBAHHOIO M3MEHEHUsT CMCKa Nosib3oBaTeniern U Crnvcka sawuuaemMbix
CyLIHOCTEN, aBnsowmxca dannoBbiMm obbekTamum.

MpaBo nameHeHusa MNP npeagocTtaBneHo BbiAENEHHOMY CyObEKTY-Cynepnonb30BaTento
root (nonb3oBatento ¢ UID, nmetowmm 3HadveHne 0). ADMUHUCTPATOP MOXET M3MEHATL NpaBa
C ucnonb3oBaHMeM MexaHmama sudo. Kpome Toro, npaBa JOCTYyMNa K CYLHOCTU, KaK YKa3aHHble
B GUTOBOM Macke Ansi Tpex KnaccoB (Mornb3oBartens-Brnagensua, rpynnbl-Bnagensua n Beex
ocCTanbHbIX), TaK U yKadaHHble B 3anucsx ACL, moryT ObiTb M3MEHEHbI CyObEKTOM, ABMSOLWMMCS
nonb3oBaTenemM-snagenbuemM CyLLHOCTH.

Peanusauma B OC mexaHuama guckpeunoHHbix MNP o6ecneymBaeT HENPOTUBOPEYNBOCTb
npasun U3MeHeHNa OnckpeunoHHbix MPL.

Mpn ncnonb3oBaHuM ons cywHocTn MmHMMmansHoro ACL npsimoe n obpaTtHoe oTobpake-

Hue MNP obecneynBaeTca cnegyowmm obpasom:
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1) npu n3meHeHnn nNpae AocTyna B GBUTOBOM Macke Ans nonb3oBaTensi-Bnagenbua naex-

TUYHLIM 06pPa3oM U3MEHAKTCA NpaBa AoCTyna AN nosb3oBartens-enagernsLua B 3annucu

ACL;

2) npu U3MEHEHUN NpaB 4OCTyna Ans nonb3oBaTens-enagensua B 3anncu ACL naeH-

TU4YHbIM 06pa3oM M3MEHAKTCA NpaBa AOCTyna B GMTOBOM Macke Ans nonb3oBaTens-

BnagenbLa;

3) npw nameHeHun npas JoCTyna B GUTOBON Macke AN rpynnbl-Bnagensua NaeHTUYHbIM

0bpa3om M3MeHsTCA nNpaBa AocTyna Ansa rpynnel-enagensua B 3anucn ACL;

4) npun nsameHeHUW Npae gocTyna Ang rpynnbl-Bragensua B 3annucu ACL naeHTUYHbIM

00pa3omM U3MeHsTCA nNpaBa JocTyna B GUToOBOM Macke Ans rpynnbl-BnagensLua;

5) npu nameHeHun nNpas goctyna B GUTOBOM Macke Afisi BCEX OCTalnbHbIX NOEHTUYHbBIM

06pa3om M3MeHsTCA NpaBa JoCcTyna Ansa Bcex octanbHbiX B 3anmcn ACL;

6) Npu M3MEeHeHUN nNpaB AOCTyna ANs BceX ocTasnbHbIX B 3anmcn ACL MOeHTUYHbIM

00pa3omM U3MeHsTCA NpaBa JoCcTyna Ans BCceX ocTalnbHbIX B GBUTOBOM Macke.

Mpn ncnonb3oBaHun ons cywHocTn pacwmpeHHoro ACL npsimoe n obpatHoe oTobpake-
Hue NP obecneunBaeTca cnegyowmm obpasom:

1) npu n3meHeHnn npae JoCTyna B BUTOBOM Macke ANs nonb3oBaTtens-snagenbua naex-

TUYHLIM 06Pa3oM U3MEHSAKTCA NpaBa AoCTyna AN nosfib3oBartens-snagensua B 3annucu

ACL,;

2) Npu U3MeHeHMn NpaB gocTyna Ana nosib3oBarens-snagensua B 3anmcu ACL naeH-

TUYHBbIM 06pPa3oM M3MEHAITCA NpaBa JOCTyna B BGUTOBOM Macke Ans nonb3oBaTens-

BnagenbLua;

3) npu nameHeHun npas AoCTyna B GUTOBON Macke AN rpynnbl-Bnagensua naeHTUYHbIM

obpa3om nameHsieTcs macka goctyna B 3anucn ACL;

4) npun n3ameHeHun macku goctyna B 3anmcu ACL naeHTnYHbIM 06pas3om M3MeHsATCS

npaBa goctyna B OMTOBOM Macke Ans rpynnbl-Bnagensua;

5) npu nameHeHun Npae gocTtyna B GUTOBOM Macke Afsi BCEX OCTalNbHbIX NOEHTUYHbBIM

00pa3omM M3MeHsTCA NpaBa gocTyna Ansa Bcex octanbHbiX B 3anmcn ACL;

6) Npyn n3aMeHeHUn npas JocTyna Ansa BceX ocTanbHbiX B 3annucy ACL naeHTUYHbIM

006pa3om M3MeHsTCA NpaBa JOCTyna Ansa BCeX OCTalnbHbIX B GBUTOBOM Macke.

Takum obpasom, peannsoBaHHbii B OC MexaHn3M, perynmpyrowmnn NpUHLUN GUCKPELNOH-
HOro ynpasrieHnsa JOCTYNnoMm, NnpeaycMaTpuBaeT CaHKLMOHUPOBaAHHOE U3MEHEHNE OUCKPELMOHHbIX
MPLO, BkMOYasa CaHKLMOHMPOBAHHOE M3MEHEHME CrMcKa CYyObEeKTOB M CNMCKa 3allmuiaeMblX CyLL-

HOCTEWN.
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3.2. Linux-npuBuneruu

Linux-npmBunernn npegHasHadveHbl Ans nepefadn oTAenbHbIM MONb30BaTensiM npas
BbIMOSTHEHUST ONpeaeneHHbIX agMUHUCTPATMBHbLIX OEACTBUN U ABMASIOTCA CTaHAAPTHbIMU ONS
cuctemsl Linux.

K Linux-npusunernam OTHOCATCS: CAP_CHOWN, CAP_DAC_OVERRIDE,
CAP_DAC_READ_SEARCH, CAP_FOWNER, CAP_FSETID, CAP_KILL, CAP_SETGID,
CAP_SETUID, CAP_SETPCAP, CAP_LINUX_IMMUTABLE, CAP_NET_BIND_ SERVICE,
CAP_NET_ BROADCAST, CAP_NET ADMIN, CAP_NET RAW, CAP_IPC_LOCK, CAP_IPC_OWNER,
CAP_SYS_MODULE, CAP_SYS_RAWIO, CAP_SYS_CHROOT, CAP_SYS_PTRACE,
CAP_SYS_PACCT, CAP_SYS_ ADMIN, CAP_SYS BOOT, CAP_SYS NICE, CAP_SYS RESOURCE,
CAP_SYS_TIME, CAP_SYS_ TTY CONFIG, CAP_MKNOD, CAP_ LEASE.

Linux-npmBunernn HacnenywTcsa npoueccamu OT CBOUX «poautenen». lNpouecchl, 3a-
NyLWEeHHble OT UMEHM CYNnepnonb3oBaTesis, HE3aBUCMMO OT HaNMYUSA Y HUX NPUBUMETNA, UMEIOT
BO3MOXXHOCTb OCYLLECTBIATb BCE NEPEYNCIIEHHbIE NPUBUIErMPOBaHHbIE ENCTBUS.

Cuctema npusunermn OC pacwmpeHa MNpuBUNErnsaMmn, OTHOCALLIMMUCA K CUCTEME
PARSEC. PARSEC-npusunernm, onucaHve kotopbix npueaeHo B [4.7], obecneunBatoT pabo-
Ty C MEXaHU3MOM MaHAATHOrO ynpaBneHns 4OCTYMNOM.

Bce npuBunerun nonb3oBartens HacneayTcsa 3anyLeHHbIMU OT UMEHW ero y4eTHOW 3anu-
cu npoueccamu. Npu 3anycke npouecca ¢ yCTaHOBNEHHLIMU MPUBUIIEMMAMUN 3arpy3vymK guHaMmmnye-
CKMX BUBNMoTEK ocyLlecTBNAET COPOC NEPEMEHHBIX Cpeabl OKPY>KEHMS, NO3BONSOLWMX OCYLLECTB-
NATb 3arpy3ky AMHaMn4ecknx 6GubnmoTtek n3 HecTaH4apTHbIX KaTanoros LD _LIBRARY PATH u
LD_PRELOAD. Takum o6pa3om, ycTaHOBKa Linux-npuBuneruin gns nonb3oBaTens MOXET NPUBECTU
K HEBO3MOXHOCTM 3anycka NpUoXeHUA, NCMOMb3YOLWMX ANHAMUYECKYIO 3arpy3Ky 6ubnmoTek ua
HecTaHOapTHbIX KaTtanorosB (Hanpumep, Firefox, Thunderbird, LibreOffice, £1y-scan).

Ona Hactponkn KC3 moryT ucnonb3oBatbcs Kak Linux-, Tak 1 PARSEC-npusunernn.

Mopsinok ynpaeneHusi npmsunernsamu onucaH B [4.16]
3.3. CpeacTBa ynpaBneHus auckpeunoHHbivu MPL

[na ynpaeneHus auckpeunoHHbiMu MNP ncnonbayetca rpadpuyeckas ytmnuta £1ly-£fm
(«MeHnepxep dannos»). bonee nogpobHoe onucaHne yTUnnTbl CM. B 3N1EKTPOHHOW CrpaBKe.

[na ynpaenenus Linux-npuBmnnervsamm nonb3oBaTenen CUCTEMbl UCNONb3yeTcs rpaduye-
ckaqa ytunuta fly-admin-smc («YnpaBneHme nonmtmkon 6esonacHoctny). bonee nogpobHoe
ONUCaHne YyTUNUTbl CM. B 3NEKTPOHHOW CrnpaBke.

[anee paccMoTpeHbl cpeacTea ynpasneHusa anckpeunoHHsimu MNP B pexxume KomaHgHON

CTPOKM.
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3.3.1. chown

KomaHga chown uameHseT Bnagensua u/vnu rpynny, BnagetoLlyo KaxabiM N3 ykasaHHbIX
drannos, COrnacHo 3agaHHbIM apryMeHTam, KOTopble MHTEPNPETUPYIOTCS B NocrneaoBaTernibHOM
nopsigke. Ecnv 3agaHo TOnNbko UMs Nonb3oBaTtens (MNn ero YNCNoBOW MAeHTUdUuKaTop), TO
AaHHbIN Nonb3oBaTeNb CTAHOBUTCA BNagerbLeM KaXaoro u3 ykasaHHbiX ¢hannos, a rpynna
3TUX pannoB He naMeHsieTcs. Ecnu 3a nmeHeM nonb3oBaTensa Yyepes ABoeToune criegyeT UMs
rpynnbl (UAN YNCNOBOW naeHTUdMKaTop rpynnbl) 6e3 npobenoB Mexay HUMKU, TO U3MEHSETCS
Takke u rpynna ¢dannos. Ecnn gBoetoune unm Touka criegyeT 3a UMeHeM Mnonb3oBaTens, Ho
rpynna He 3afiaHa, TO JaHHbIW NoNb3oBaTeNb CTAHOBUTCA BriagerbLeM ykasaHHbIX hannos, a
rpynna ykasaHHbIX pannioB U3MEHSIETCA Ha OCHOBHYIO rpynny nonb3oBaTtend. Ecnv onyweHo nvs
nonb3oBaTens, a ABOeTo4Yne Unn Touka BMecTe C rpynnon 3agaHbl, To 6yaetr namMmeHeHa TOnbKo
rpynna ykasaHHbIX pannos; B 3TOM criydae chown BbINOMHAET Ty Xe PYHKUUIO, YTO U chgrp
(3.3.2). KomaHpa chown usmeHsieT BnagenbLua u/unu rpynny kaxagoro FILE Ha OWNER w/vnu
GROUP.

CuHTaKcuc KomaHabl:

chown [nmapameTp]... OWNER[:[GROUP]] FILE...
chown [napamerp]... :GROUP FILE...
chown [nmapametrp]... —--reference=RFILE FILE...

OnuncaHne 0CHOBHbIX NapaMeTpoB KOMaHAb! NpuBeaeHo B Tabnuue [1]

Taobnuuya 1

MapameTp Onuncanue

To e, YTo n —-verbose. [MNogpoOHO onuckIBaTh TONLKO ddannbl, Yen

-c, ——changes .
Bnageney 0encrtBuTesibHO UAMEHAETCA

MNameHuTb Bnagenbua darna, Ha KOTopbI YKasblBaeT CUMBOSbHas

—-—-dereference N N
CCblflKa, BMECTO CaMOW CUMBOJIbHOW CCbINKN

PaGoTaTtb ¢ caMMMKn CMMBOJSIbHBIMU CChIfIKaMu, a He ¢ dparnamm, Ha
-h, -—-no-dereference KOTopble OHU yKa3sblBaloT. [laHHbIN napaMeTp JOCTYNeH, TOMNbKO ecrnuv
MMeeTCsl CUCTEMHBIN BbI30B 1chown

MameHnTb Briagenbua w/vnn rpynny Kaxgoro danmna, Tonb-
KO ecnu  Tekywun Brnageney u/vnu rpynna cosnagaer C
TEKYIWUY BJIANEJIEL: TEKYIIAS T'PYNNA. Kak rpynna, Tak v Bnage-
new, MoryT ObITb OMNyLUEHbI, B 3TOM Clny4Yae coBnageHue anst 4aHHOro
aTpubyTa He obsA3aTenbHO

- - from=TEKYIIWI_BJIAIEJEI]
TEKYIAS_T'PYIIA

He BbiBOANTL cooOLLeHns 06 owmbkax Ha channbl, Yen Bnageney He

-f, ——silent, ——quiet
MOXET ObITb M3MEHEH

BmecTo 3agaHHbIX 3Ha4YEHUI BJIAOEJIEL : T'PYTIIIA ncnofb3oBaTb Bra-

--reference=Co®ANI N ,
t t aensua v rpynny canna CeANII

-R, -—recursive PeKprVIBHO M3MEHATb Bllagersiblua KaTtasioroB  BCero nxX cogep>KnMmoro

--help BbiBecTu cnpaBky 1 BbINTU
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OkoHyaHue mabnuusi 1

MapameTp Onuncanue

--version BbiBeCTV MHOpMaLNO O BEPCUN U BBINTY

Bnageneu He nameHsieTcH, ecrnn OH He CyLlecCTBYyeT. prnna TaKkKe He UBMEeHAETCA, eCrn

OTCYTCTBYET, HO USMEHAETCA Ha rpynny no ymon4aHuto, ecJyin He 3aaH MnoJib3oBaTeslb.

3.3.2. chgrp
KomaHga chgrp U3MeHseT rpynny, BnagetoLlyto KaxablM U3 ykasaHHbIX pannoB FILE, Ha
rpynny GROUP, koTopasd MOXET OblTb 3aaHa MMeHeM rpynnbl AN YACTTOBLIM NOEHTUUKATOPOM

rpynnbl.
CuHTaKkcmnc komaHAapbl:
chgrp [napamerp]... GROUP FILE...
chgrp [napamerp]... —--reference=RFILE FIIE...

OnuncaHne napaMeTpoB KOMaHAap! NpuBedeHo B Tabnuue [2|

Tabnuuya 2

MapameTp OnucaHune

To e, UTo U ——verbose, HO BbIBOOUTb COOBLLEHWE TONbKO Toraa, Koraa

-c, ——changes . .
AencTBuTEnbHO Gbina uamMeHeHa rpynna dganna

M3meHuTb Bnagensua ¢anna, Ha KOTOpbIN YKa3biBaeT CUMBOSbHAsA CCblf-

—-—-dereference . .
Ka, BMECTO CaMOW CUMBOJSIbHOW CCbIJIKN

M3ameHnTb BNagenbLa CUMBOSIBHOM CCbISIKK, a He Bragenbsua ganna, Ha
-h, -—-no-dereference | KOTOPbIA YKa3blBAET 3Ta CCbINKa (AOCTYNHA TONBKO HA CUCTEMAX, UMEIOLLMX
CUCTEMHBIN BbI30B 1chown)

-f, --silent, -—quiet | He BbIBOAUTb co0OLLIEHNS 00 OLLIMOKax

--reference=RFILE M3meHnTb rpynny cdarna FILE Ha Ty, YTO BrnageeT dpannom RFILE

-R, -—recursive PeKprI/IBHO N3MEHATb Blagerbla KaTtajioroB " nx coaepxmmoro

BbiBOOUTL AMarHocTuyeckoe cooblieHne 06 n3aMeHeHUn BragensLla ans

-v, ——verbose .
Kaxkgoro cpanna

--help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBeCTV MHOPMaLINIO O BEPCUN U BBINTY
3.3.3. chmod

KomaHga chmod npuMeHAeTCd ond nsSMeHeHusA npas AoCcTtyna.
CuHTakcuc KomaHgpbl:

chmod [nmapameTrp]... MODE[,MODE]... FILE...
chmod [nmapamerp]... OCTAL-MODE... FILE...
chmod [mapametrp]... —--reference=RFILE FILE...

OnuncaHune napaMeTpoB KOMaHAbl chmod npuBeaeHo B Tabnuvue
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Tabnunua 3
MapameTp Onucanune
o changes To e, 4To n —-verbose, HO BbIBOOUTb COOOLLEHNE TONLKO Torga, Koraa
! g Obinn Npon3BeaeHbl U3MEHEHMUS
-f, --silent, He BblgaBaTb coobuieHnst 06 owmnbkax Ha Te dpannbl, YbM NpaBa He MOTyT
-—quiet ObITb U3BMEHEHBI
-v, --verbose MoapobHO onucbiBaTb M3MEHEHHbIE NpaBa AOCTyna

--reference=RFILE | VIaMeHUTb NpaBa AocTyna K (ainy Ha Te npaea, YTo UMeeT RFILE

-R, —--recursive PekypcvBHOE M3MeHeHWe npaB JoCTyna Af1s KaTanoroB U UX CoaepXnmoro
--help BbiBecTy cnpaBky v BbIATH
--version BbiBeCcTM nHpopmaLnio o BEpcun 1 BbITU

KomaHaa chmod na3MeHsieT npaBa AocTyna ykaszaHHoro gavna FILE B COOTBETCTBUU
C NpaBamu A0CTyna, ykazaHHbIMW B napameTpe MODE, KOTOPbIA MOXET ObiTb NpeacTaBneH Kak
B CMMBOSIbHOM BUAE, Tak U B BUAE BOCbMEPUYHOrO Yncna, npeacrasnstowero GutoByto Mmacky
HOBbIX NpaB gocTyna.

Yncnoson pexmm COCTOUT U3 He Boree 4YeTbipex BOCbMepPUYHbIX undgp (ot 0 go 7),
KOTOpble CKnaabiBatoTcst U3 6UTOBbIX Macok 4, 2 n 1. JTltobble NnponyLUeHHbIe pa3psiabl 4ONOMHAKTCA
nnavpytowmmmn Hynsmu. MNepeas undpa BolbnpaeT ycTaHOBKY MaeHTUdmKaTopa nonb3oBartens
(setuid) (4) nnu nageHTtudumkaTopa rpynnel (setgid) (2) nnu sticky-6uta (1). Bropas umdpa
BbIOMpaeT npaBa AOCTyna Ans nonb3oBaTtens, BnagetoLwero AaHHbIM hannom: yteHune (4), 3annco
(2) n ncnonHexmne (1); TpeTbsa undpa BbibUpaeT NnpaBa 4oCTyna Ans Nonb3oBaTenen, BXoAALWNX
B @HHYO rpynny, C TeM e CMbICIIOM, YTO MU Yy BTOPOW LMdPbI; U YeTBEPTLIN pa3psa Boibnpaet
npaBa AOCTyna Ans ocTanbHbIX Nofib3oBaTenen (He BXOAALMX B AAHHYHO rpynmny), onsiTb C TEM Xe
CMbICIIOM.

dopmaT CMMBOIbLHOTO BMAa NapameTpa MODE:
[ugoa...][[+-=][rwxXstugo...]...]1[,...]

Kaxxablhi apryMeHT — 3TO CMUCOK CMMBOJSIbHbBIX KOMaHA U3MEHEeHUs npaB JocTyna, pas-
AeneHHbIX 3ansaTeiMn. Kaxgas Takas komaHga HadnmHaeTcsa ¢ Hyns unm 6onee 6ykB ugoa, KOM-
OvHaumMAa KOTOpbIX YKasblBaeT, YbW nNpaBa gocTyna Kk cdanny 6yayT nameHeHbl: nonb3oBarens,
BnagetoLero dannom (u); nonb3oBartenen B JaHHOW rpynne (g); ocTanbHbIX NOfb3oBaTenemn, He
BXOOALWNX B AaHHYO rpynny (o), nnu xe Bcex nonb3oBartenen (a). byksa a akBMBaneHTHa ugo.
Ecnu He 3agaHa HM ogHa BykBa, TO aBTOMaTuyeckn Byaet ncnonb3oBatbed BykBa a, HO GUTHI,
YyCTaHOBIEHHble B umask, He ByayT 3aTPOHYTHI.

OnepaTtop «+» gobaBndaeT BbiOpaHHbLIE NpaBa AOCTYMNa K YK€ UMEKLMMCH Yy Kaxgoro

darina; «-» yaansiet 3T1 npaea; a «=» npuceavBaeT TONbKO 3TW NpaBa KaXaomy ykazaHHOMY

danny.
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BykBbl rwxXstugo BbIOMpaloT HOBbIE NpaBa 4OCTyNa AN Nnonb3oBaTens, 3a4aHHoro oa-
HOM 13 ByKB ugoa: YTeHune (r); 3annck (w); UCMONHEeHWe (UK JOCTYN K Katanory) (x); BbINONHeHWe,
ecnu chann ABnsieTca KatanoroM Unn yxe MMeeT NpaBo Ha BbIMOMHEHUE ANsi KaKoro-HMbyab
nonb3oBatens (X); setuid- nnu setgid-6utbl (s); sticky-6ut (t); yctaHoBKa Ans oCTanbHbIX TaKUX
e npaB AocTyrna, KoTopble UMeeT nosfb3oBaTenb, Bnagewmn 3Tum damnnom (u); yctaHoBka
AN ocTanbHbIX TakKMX Xe npaB 4OCTyna, KoTopble MMeEeT rpynna danna (g); yctaHoBKa Ans

ocCTarnbHbIX TakuX e nNpaB 4OCTyna, KOTOpble MMEIOT OCTarnbHble MNONb30BaTeNnu (He BXOAsLINE B
rpynny canna) (o).

Mpumep

KomaHga chmod g-s file cHuMMmaeTr 6uUT set-group-ID (sgid), KomaHaa
chmod ug+s file ycTaHaBnuBaeT OwuTbl suid W sgid, B TO BpeMsi Kak KOMaHOa

chmod o+s file HM4Yero He genaert

OnvcaHve napaMeTpoB CMMBOMNBLHOIO BuAa MODE npusefeHo B Tabnuue [4]

Tabnuua 4

MapameTp OnwucaHve

u Monb3oBaTenb (BNageney ganna) — ot user (Nonb3oBaTtenb)

g lpynna — ot group (rpynna)
OcTtanbHble nonb3oBartenu — oT other (ocTtanbHbIE)

a Bce nonb3osatenu — ot all (Bce)

+ [ob6aBnTb paspeLleHns K TEKYLLMM NpaBam OOCTyna

- YoanuTb paspeLlleHnst N3 TekyLmMx npas gocTyna

= YCTaHOBUTL pa3speLleHns BHE 3aBMCUMOCTU OT TEKYLLMX NpaB AocTyna

r PaspelueHne Ha yTeHue — oT read (YnTatb)

w PaspelueHne Ha nameHenne — ot write (nucatb)

X PaspelueHne Ha ncnonHeHne — ot execute (BbIMOSHATD)
brokmpoBka hanna ana gpyrux nonb3oBaTtenen npu gocryne

KomaHga chmod He M3MEHSIET NpaBa Ha CMMBOSIbHbIE CCbIfIKKU, T.K. 3TOr0 He Aenaet
CUCTEMHbIV BbI30B chmod (NpaBa CUMBOJSbHbBIX CCbISTOK HE ncnornbayoTed). OgHako Ans Kaxaon
CUMBOJSIbHOWN CCbINKKW, 3aJaHHON B KOMaHOHOW CTpoKe, chmod M3MEHSIET NpaBa A4oCTyna cBA3aH-
Horo ¢ Hen channa. Mpu pekypcmBHOM 06paboTke kaTanoroB chmod UrHOPUpPYET BCTpeYaroLmnecs

CUMBOJ1bHbIE CCbIJTKW.

3.3.4. umask
KomaHga umask — 910 nonb3oBaTtenbckas macka (user mask), kotopasi ucnonb3yercs ans

NPUCBOEHUSA onpeaeneHHbIX NpaB 4OoCTyna Mo YMOSYaHUIo Npu co3gaHny darna unm katanora.
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CunHTakcmc KomaHabl:
umask [-p] [-S] [<macka>]

Monb3oBaTenbckass Macka co3gaHuda awnna ycTaHaBfMBaEeTCA pPaBHOW aprymeHTy
<macka>. Ecnu macka HaunHaeTcs ¢ umdpbl, OHa MHTEPNPETUMPYETCS Kak BOCbMEPUYHOE YNCHO,
MHa4Ye — Kak Macka B CUMBOSIbHOM dpopmare, aHanorm4HoMm Ucnosib3yeMomy B KoMaHge chmod
(cm. [3.3.3). Ecnn macka He ykasaHa wnv 3afgaH napameTp -S, BblaeTcs Tekyllee 3Ha4YeHne mac-
Kn. NapameTp -S BbI3bIBAET Bbldavyy Macku B CUMBOSIbHOM doopMate; Nno YMOS4aHUIo BblgaeTcs
BOCbMepUYHOe Yuncro. Ecnu ykasaH napamMeTp -p, a Macka He 3ajjaHa, pe3ynbraTt BblaaeTcsa B
BMAE, KOTOPbIA MOXHO MCMNONb30BaTb BO BXoAHOM kKomaHae. CtaTtyc Bbixoga — 0, ecnu macka
Oblna ycrnewHo N3MeHeHa Unn He ykasaHa, 1 1 — B NpOTUBHOM CIiy4ae.

KomaHga umask pacno3HaeTcsi 1 BbINOMHAETCA 000Mno4kon shell.

KomaHagy umask uenecoobpasHo BKOYMUTb B NOMb30BaTENLCKUN pro-thann. Torga oHa
Oyaet aBTOMaTUYECKN BbI3bIBAaTbCS MPU BXOAE B CUCTEMY U YCTAHOBUT HEOBXOANMbBIA PEXMM

AocTyna K co3gaBaeMbiM bannam n Katanoram.

3.3.5. getfacl
Ona kaxporo hanna getfacl BbIBOOUT UMSA (hanna, Bnagensua, rpynny-snagensua n
Ha3HayeHHble ACL. Ecnn katanor umeetr ACL no ymonyanuto (default), To getfacl BbiBOOUT
Tarke ACL no ymonuanuto. ACL no ymonyaHuio onpegensitoT CNUcKM JocTyna, KoTopble ByayT
Ha3Ha4aTbCsa co3gaBaeMbiM B JaHHOM Katanore obbektam. ®annbl He moryT nmetb ACL no
YMOSHYaHMI0.
CuHTaKcuc komaHAapbl:
getfacl [-dRLP] <@awnm>
dopmart BbiBOAA:
# file: somedir/
# owner: lisa

# group: staff

1

2

3

4: user::rwx
5 user:joe:rwx teffective:r-x
6 group: : rwx teffective:r-x
7 group:cool:r-x

8 mask:r-x

9: other:r-x

10: default:user::rwx

11: default:user:joe:rwx teffective:r-x
12: default:group::r-x

13: default:mask:r-x

14: default:other:---
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CTtpoku 4, 6 1 9 OTHOCATCS K TPaANLMOHHBIM BMTaM npaB AocTyna K gansy, COOTBETCTBEH-

HO, ONd Bnagernbua, rpynnbl-sBragenbua n BCeX OCTallbHbIX. oK TPW anemMeHTa ABNATCA 6aso-

BbIMW. CTpOKI/I 5 1n 7 aBna0TCA anemMmeHTaMun Ans OTAeNbHbIX NoNb3oBaTens u rpynnbl. CTpOKa 8 —

Macka 3(ppeKTMBHLIX NpaB. ATOT AMIEMEHT orpaHnymBaeT apdeKTMBHbIE NpaBa, NpeaocTasnse-

Mbl€ BCEM rpyrnnam n otaeribHbIM NOJib30BaTENAM. Macka He BNUsiIeT Ha npaBa Oond BrnagesbLa

danna u Bcex gpyrux. Ctpokn 10-14 nokasbiBaot ACL no ymosnyaHuio, accoummpoBaHHbIA C

A3aHHbIM KaTaJioroMm.

KomaHga getfacl BbiBognT ACL ¢harinoB n katanoroB no yMOnyaHuio.

[Ona 6onbworo konuyectea gannoB getfacl BbiBOAUT ACL, pasgeneHHble nycTbiMn

CTpOKaMW. Pe3yﬂbTaTbI koMaHabl getfacl MOryT MCNONb30BaTbCA Kak BXOAHble AaHHbIe Ans

KomaHapbl setfacl (3.3.6).

OnuvcaHve napaMeTpoB MHCTPYMeHTa getfacl npuseneHo B Tabnuue (5|

Tabnuua 5

MapameTp

OnucaHune

—a, ——access

BbiBectn Tonbko ACL dhanna

-d, ——default

BbiBectn Tonbko ACL no ymon4yaHuio

-c, ——omit-header

He nokasbiBaTb 3arorioBok (MMs cpanna)

_e’
—--all-effective

MokasaTb BCce ahheKTMBHbIE NpaBa

-E, -—no-effective

He nokasbiBaTb ahheKkTnBHbIE NpaBa

-s, ——skip-base

MponyckaTtb dannbl, UMeIoLLNEe TOSTbKO OCHOBHbIE 3anncu

-R, ——-recursive

[lns noakartanoroe pekypcuBHO

-1, --logical

CnepoBatb N0 CUMBOSIMYECKUM CChISIKaM, MO YMOSMYAHUIO CUMBOSINYECKNE
CCbIfKW, He yKa3aHHble B KOMaHA4HOWM CTPOKE, MTHOPUPYHOTCH

-P, -—-physical

He cnepoBatb MO CUMBOSIMYECKUM CCbIflkaM, Aaxke ecrin OHU YKa3aHbl B
KOMaHaHom CTpoOKe

-t, ——tabular

Mcnonb3oBaTtb TabynnpoBaHHbIN hopmaT BeiBoAA

-n, ——numeric

lMoka3sbiBaTb YNCIOBbLIE 3HAYEHUS I'IOJ'IbSOBaTeJ'IFI/prI'II'IbI

_p,
—-—absolute-names

He ynanaTe Begywime «/» u3 nytu canna

-h, --help

BbiBECTM cnpaBKy v BbIATU

-v, ——version

BbiBECTM MHpOpMaLNO O BEPCUN U BbIATH

3.3.6. setfacl

KomaHga setfacl nameHset ACL k hannam nnu katanoram. B komaHgHOW CTpoke 3a

nocregoBaTenbHOCTLIO KOMaHA MAET NocnefoBaTeNbHOCTbL hannoB (3a KOTOPOW, B CBOKO o4yepeb,

TakKe MOXeT UaTu NocrnenoBaTenbHOCTb KOMaHA U T. 4.).

CUHTaKcuc komaHAabl:
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setfacl [-bkndRLP] { —m|-M|-x|-X ... } <dawnm>

OnuncaHune napameTpoB KOMaHAbl NpuBegeHO B Tabnuue @]

Tabnuua 6
MapameTp Onuncanuve
-m, —-modify=acl MNameHnTb Tekywmin ACL ansa daina

-M, --modify-file=file | lNpountatb 3annucu ACL gnsa mogudukaumm ns ganna

-x, ——remove=acl Yaanutb 3anucn n3 ACL danna

-X, -—remove-file=file | Npouutatb 3annucu ACL ansa yganeHus us danna

-b, ——remove-all YaanuTb Bce paclmpeHHble 3anncn ACL

-k, -—remove-default Yaanute ACL no ymonyaHuio

--set=acl YctaHoeuTtb ACL gns danna, 3ameHnB Tekywmn ACL
--set-file=file Mpountatb 3anncu ACL gns yctaHoBneHus 13 danna
--mask MepecunTtatb Macky adhdeKTUBHbIX NpaB

He nepecunTbiBaTh Macky acpeKkTUBHbIX NpaB, 0bbl4HO setfacl ne-
pecynTbiBaeT Macky (KpoMe cryyast sBHOro 3agaHusi Macku) ans Toro,

-n, —-no-mask yTOObI BKMIOYNTL €€ B MakCUmaribHbIi HAbop npaB JOCTyna aneMeH-
TOB, Ha KOTOpble BO3OEeNCTBYET Macka (4nsa Bcex rpynn n oTaenbHbIX
nornb3oBaTernemn)

—-d, --default Mpumennts ACL no ymonyaHuio

-R, --recursive [ns nogkatanoroB pekypCcuBHO

CnepoBaTb NO CMMBONMYECKNUM CCbIfTKaM, Mo YMON4YaHUK CCbISTKK, He

-1, --logical .
yKa3aHHble B KOMaHOHOW CTPOKe, UTHOPUPYIOTCH

He cneposaTb N0 CUMBOSIMYECKMM CChIfIKaM, AaXke eCrin OHU YKa3aHbl

-P, ——physical .
B KOMaHOHOWM CTpPOKe

BoccTaHoBUTL pe3epBHY0 KOMUIO NpaB A0CTYMNa, CO34aHHYH KOMaHOowm
getfacl -R unu e nogobHon. Bce npaBa goctyna gepesa kararo-
roB BOCCTaHaBNUBAKOTCS, UCMONb3ys 3TOT MexaHn3m. Ecnn BBogmMmble
AaHHble codep)XaT anemMeHTbl ANs Bnagenbua unn rpynnbl-Bragernsua
n KomaHga setfacl BbINOMNHSAETCS NMOMb3oBaTENEM C UMEHEM root,
TO Bnagenew v rpynna-enagerew, Bcex hannoB Takke BOCCTaHaBNMBa-
oTCSl. TOT NapameTp He MOXET UCMONb30BaTbCS COBMECTHO C APYrMMU
napamMmeTpamu, 3a UCKITIOYEeHMEM napameTpa ——-test

—--restore=file

-—test Pexnm TectupoBaHust (ACL He nameHsioTcs)
-h, —-help BbiBECTM CnpaBKy U BbINTH
-v, ——version BbiBECTM MH(OPMaLNIO O BEPCUN U BbIATH

Mpn ncnonb3oBaHUM NAapaMeTpoB ——set, —m U —x AOMKHbI ObITb NEepeYncneHbl 3anucu
ACL B komaHaHowm cTpoke. AnemeHTbl ACL pasgensoTca oguHapHbIMU KaBbl4KaMu.

Mpwn yteHun ACL n3 danna npu nomoLwum napameTpoB --set-file, -M n -X KOMaHaa
setfacl NpMHUMaET MHOXECTBO af1leMeHTOB B hopmaTe BbiBoAa getfacl. B cTpoke 0ObIYHO

cogepxuTcs He 6onblle ogHoro anemeHTta ACL.
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3.3.6.1. OnemeHTbl ACL

KomaHga setfacl ucnonb3yeTt criegyowme gopmatbl aniemeHToB ACL:

1) npasa gocTyna oTAenbHOro nonb3oBaTens:

[d:] [u:]uid [:perms]

Ecnu He 3apaH uid, TO0 npaBa gocTyna Bnagensua anna;

2) npaBa gocTyna oTAenbHOW rpynmbl:

[d:] g:gid [:perms]

Ecnu He 3agaH gid, TO npasa gocTtyna rpynnbl-Briagensya;

3) macka appEeKTUBHBIX NPaB:

[d:] m: perms

4) npaBa gocTyna BCeX OCTasbHbIX:

[d:] o: perms

OnemeHT ACL B none perms MCNOMb3yeTCs B onepaumnsax yCTaHOBKM UM Mogudukaumm
ACL. MNpaBa goctyna ans oTaenbHbIX Nofb3oBaTenen, rpynnbl, HE CoOAepXKaLme HUKaKUX nonen
nocne 3HavyeHun uid, gid (None perms Npu 3TOM OTCYTCTBYET), MCMNOSb3YIOTCA TONMbKO ANs
yAaneHus afieMeHToB.

3HayeHuns uid n gid 3agatoTcs UMeHeM unm Yucnom. lNone perms MoxeT ObITb Npea-
CTaBNEeHO KOMOUHALMEN CUMBOSIOB «I», «W», «X», «—» Unun uudp (ot 0 go 7).

3.3.6.2. ABTOMaTU4YeCKM co3faHHble npaBa AocTyna

M3HavanbHO hannbl 1 KaTtanorn cogepxart Tonbko Tpu 6a3oBbix anemeHTa ACL: ansa
Bnagenbua, rpynnbl-Brnagensua u Bcex ocTanbHbIX Nonb3oBatenen. CyliecTByeT psag npasun,
KOoTopble crieayeT BbIMOMHATD:

1) He moryT GbITb yaaneHbl cpasy Tpu 6a3oBbIX anemeHTa. [JomkeH NpUCyTCTBOBATb XOTSH

Obl 0guH;

2) ecnu ACL cogepxut npaBa gocTtyna ans otTaenbHOro nosib3oBatens unm rpynnsl, To

ACL Takke gormkeH cogepxaTb Macky adhdeKTUBHbIX Npas;

3) ecnn ACL copgepxunt kakne-nmbo anemeHtbl ACL no ymonyaHuoo, To B NocrnegHem

OOSMKHbI TaKKe NpUCyTCTBOBaTb TpU 6a30BbIX anemeHTa (1. e. NpaBa AocTyna no ymonya-

HWIO AN Bnagensyua, rpynnbl-Bnagensua n Bcex ocTasbHbIX);

4) ecnn ACL no ymonuaHuio cogepXuT npaea AocTtyna Ansa oTAenbHbIX Nofib3oBaTtenemn

unu rpynn, To B ACL Takke JoSmKHa NpUCYTCTBOBaTb Macka a(p(peKTUBHbIX Npas.

[nsa Toro, 4ToObl NOMOYb NOSIb30BATENO BbINOMHATL 3TU NpaBuna, setfacl co3naet
npasa JocCTyna, UCNoNb3ys yXe CyLeCTBYHLLME, COrfTacHO CreayoLwmnM YCITOBUAM:

1) ecnu npaea gocTyna Ans OTAENbHOro Nonb3oBaTtens unu rpynnel gobasneHsl B ACL, a

MacKu npaB He CYLLECTBYET, TO CO3[1aeTCA Macka C npaBamu JOCTyna rpynnbi-BnagensLa;
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2) ecnu co3gaH anemeHT ACL no ymonyaHmio, a Tpex 6a3oBbIX 31IEMEHTOB He 6bIno,
Torga genaetca ux konusa n oHn gobasnatotca B ACL no ymonyaHuio;

3) ecnn ACL no ymonyaHuio cogepXuT Kakne-nmbo npasa goctyna Afst KOHKPETHbIX
Nnonb30oBaTesnst UNu rpynnbl U HE COAEPXKMUT MACKy npaB 4OCTyrna No yMON4YaHuio, To Npu

co3gaHumM aTa Macka GyaeT MMEeTb Te e npaea, YTo M rpynna no ymosryaHuio.
3.4. IuckpeunoHHoe ynpasneHue goctynom B CYB[l PostgreSQL

B kavecTBe 3awmweHHon CYB[ B coctaBe OC ncnonbayetcs PostgreSQL, gopaboTtaHHas
B COOTBETCTBUU C TpeboBaHneM nHterpauumn ¢ OC B YacTu MaHAaTHOro yrnpasneHust 4OCTYNOM K
nHdopmauuu.

CYB[] PostgreSQL siBnsieTcss 06beKTHO-peNsALUNOHHON. Ha HM3KOM ypoBHE OaHHble Xpa-
HATCA B OTHOWeEHMAX (Tabnuuax, Bugax), U A4oCTyn K AaHHbIM pa3rpaHMYnMBaETCA B MOHATUAX
pensunoHHon CYB[.

CyLlHOCTM (OaHHbIe) B pensaumoHHon B[] xpaHaTca B OTHOLWEHMAX (Tabnmuax), COCTOALLMX
N3 CTPOK N cTonbuos. Npu 3TOM eanHULEN XpPaHEeHUs U AO0CTyNa K AaHHbIM SIBASETCA CTPOKa,
cocTosdLas u3 noneun, naeHTuUUMpyemMbix meHamm ctonbuos. Kpome Tabnuu Takke cyuiecty-
0T gpyrne obbekTol B (BMAbI, Npoueaypbl U T.1M.), KOTOpble NPeAoCTaBnAST AOCTYN K AAHHbIM,
XpaHsaWwumes B Tabnuuax.

C kaxgbiM TUNom obbekTtoB B[l accouunpyetcs onpegeneHHbin Habop TMNOB AOCTY-
na (BO3MOXHbIX onepaunin). [Ansa kaxgoro obbekta siBHO 3a4aeTcsl CNUCOK paspeLleHHbIX ans
KaXkaoro u3 noMMmeHoBaHHbIX cyobekToB B[] (nonb3oBatenen, rpynn unm ponen) TMnoB goctyna
(T.e. ACL). N B ganbHenwem npu pasbope 3anpoca k b1 ocywectensieTcsi npoBepka BO3MOXHOCTU
npegocTaBneHnst AocTyna cybbekTa K 06bekTy Tuna, COOTBETCTBYHOLLEro 3anpocy.

B PostgreSQL o6bektamu ANCKPELMOHHOIO yrnpaBneHns JOCTYNoM MOryT 6biTb cToN6LbI
Tabnuvubl, NOCKONbKY OHWU OAHO3HAYHO UAEHTUMULMPYIOTCS NO COCTaBHOMY MMEHU Tabnuubl n
cTtonbua, T.K. umMsa ctonbua BHYTPU Tabnuubl ABASETCA YHUKAIbHbBIM.

B 1O e Bpemsa oTaenbHasa cTpoka Tabnuubl He ABNSeTCS O4HO3HAYHO naeHTuduumnpye-
MbIM OOBEKTOM, U B 06LLEM cnyyae AUCKPEeLMOHHbIE U Ntobble apyrve npasuna pasrpaHn4eHus
AOCTyNa K Her NpuMeHeHbl 6biTb He MOoryT. MoCcKonbKy Kaxaasi CTpoka MAeHTUPMLMPYETCA TONMbKO
HabopoM coaepXXMMoro CBoux noren, To paspaboTyuky notpebyercs BbIOpaTb Ty UMAN UHYLO
npoueaypy naeHtndmkaumm ctpok B b1, Hanpumep, co3gaHme NePBUYHOIO Kroya Unu cosgaHue
JoM3n4EeCKOro yHMUKanbLHoOro naeHTudunkatopa ctpokm B b1.

[ononHntensHO ANs orpaHnyeHnst Habopa AaHHbIX, BblAaBaeMbIX NONb30BaTEN0, MOXHO
npuMeHATb Bxogsawyto B PostgreSQL cuctemy dpunstpaumm ctpok (POLICY) nog HassaHnem ROW
LEVEL SECURITY — gunstpoBaTh CTPOKK, BblgaBaeMble U3 Tabnumubl ykazaHHOMY Nofb30BaTento

(I'IOJ'Ib3OBaTeJ'IFIM) Ha OCHOBAHUN BblYNCIIEHNA 3a0aHHOIO JTOrM4YEeCKOro Bblpa>KeHus.
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B pamkax guckpeumoHHbix NP onpegeneHsl crniegyowme onepaunm Hag Tabnuuamm mn
XPaHALWNMUCA B HUX OAHHBIMM:

- SELECT — YTeHMe OaHHbIX U3 Tabnuubl;

- INSERT — BCTaBKa HOBbIX AaHHbIX B Tabnuuy;

- DELETE — yganeHue HeKOTOpbIX/BCEX AaHHbIX B Tabnuue;

- UPDATE — M3M€EHeHMe OaHHbIX B Tabnuue;

- REFERENCES — MCMNOMb30BaHWe AaHHbIX Tabnuubl NS BHELUHUX KIHOYen;

- TRIGGER — CO34aHu1e 1 Ha3Ha4yeHne Ans Tabnvubl TPUrrepos;

- TRUNCATE — o4ncTKa Tabnuubl (yaaneHme BCEX AaHHbIX).

[nsa 6onee rmbkon paboTtbl ¢ gaHHbIMKM B CYB[] BBeAeHb! criegytolme o6bekTbl, K KaXXaoMy
N3 KOTOPbIX TaKKe CyLLecTByeT Habop onepauunm:

1) BMg — cnocob opraHuM3auum npeaBapuTenibHO NOATOTOBMEHHbBIX 3anpocoB. Habop

ornepauun coBsnagaeT ¢ Habopom onepaunin ans Tadbnuuy, 3a UCKNIOYEHNEM CO34aHMs

TpurrepoB N BHELLWHUX KIo4en:

SELECT — 4YTeHune gaHHbIX U3 Buaa;

INSERT — BCTaBKa HOBbIX JaHHbIX B BUA;

DELETE — yganeHue HeKOTOprX/BCGX OaHHbIX B BUAeE,

UPDATE — U3MEHEHNEe JaHHbIX B BUAE;
2) nocnefoBaTtenibHOCTb — CNOCcob NoNyyYeHnst yHUKanbHbIX 3Ha4yeHun (cueTtumk). Onpeae-
NeHbl creayroume onepauun:

- SELECT — YTeHUe 3Ha4YeHns CHETUMKA;

- UPDATE — yCTaHOBKa 3Ha4Ye€HUs1 CHETUMKA;

- USAGE — BbINOMIHEHNE (DYHKLNA MAHUMYIIMPOBAHUSA CYETUNKOM;
3) B[l — cnocob opraHnsauum obnactu AaHHbIX, CoAepXKalLmnX BCe ocTarnbHble 0ObEKThI
CYB[. OnpeaeneHbl criegyrowme onepauuu:

- CREATE — co3ganue b[;

- CONNECT — ycTaHoBKa coeanHeHus ¢ b[;

- TEMPORARY/TEMP — co3aaHue BpeMeHHbIX Tabnuy B B[;
4) yHKLMA — NpOrpaMmHbIN KOA4 MaHUNyNUMpoBaHMA AaHHbIMU Ha cepBepe. OnpegeneHa
onepaunst EXECUTE — BbINOfHEHNE DYHKLMNW;
5) A3bIK — A3blk HanNucaHus yHKUMn Ha cepBepe. OnpegeneHa onepaums USAGE —
MCNONb30BaHME A3blKa A5 HanMcaHnsa yHKLUNI;
6) cxema — cnocob opraHu3aumm o6bEKTOB B npegenax otaenbHon B. OnpegeneHsbl
cnegyowime onepawmm:

- CREATE — co3aaHne OObEKTOB B yKa3aHHOW CXEME;

- USAGE — 1cnonb3oBaHMe 06beKTOB YKa3aHHOW CXeMb;
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7) TabnuyHoe npocTpaHCcTBO — cnocob opraHm3aumm B B ®C OC. OnpegeneHa onepa-

uns CREATE — co3faHne oObeKTOB B yKazaHHOM Tabnn4yHOM NpOCTpaHCTBeE.

8) BuHapHbIN 06BEKT — cnocob xpaHeHUs BonbLUUX ABOUYHLIX 06BLEKTOB (hbannos, OOKY-

MeHTOB, ooTorpachun, u 1.n.) B b. OnpeaeneHbl crneayowme onepaunmn:

- SELECT — 4TeHne GuHapHoro oobLekTa;
- UPDATE — uamMeHeHune buHapHoro obbLekTa;

9) B B[] MoryT npucyTCTBOBaTb 4ONOMHUTENbHBIE OOBHEKTHI, ANA UCNOMNBb30BaHWUS KOTOPbIX

onpegeneHa onepauunsa USAGE.

[na KOHTPONS BbINOMHEHNSA BCEX MEPEYNCIIEHHbBIX onepauunn guckpeunoHHbix MNP cyule-
CTBYHOT COOTBETCTBYHOLLME NpaBa gocTyna. [paBo Ha npegocTasneHne npas 40CTyna K CyLHOCTAM
He MoXeT ObITb NpegoCTaBneHo APYrMM Nonb3oBaTeNnsaM U JOCTYMHO TOMNbKO agMUHUCTPaTopPy
B[l (Npn COOTBETCTBYIOLMX HACTPOMKaxX cepBepa MOXeT ObiTb NPeAoCTaBneHO U BragesnbLy
CYLLHOCTM).

Kpome paccMOTpeHHbIX (genermpyemMbix) npaB AoCTyna, CyLWeCcTBYET psid npas, KOTopble
BCeraa npuHagnexar Bnagensuam cywHocten n agmuHuctpatopam CYB/L. 3tn npasa He MoryT
ObITb AenernpoBaHbl UnNn oTMeHeHbl cpeacteammn CYB[. K Takum npaBam oTHocATCA: yaoane-
HUe 1 MoanduKaumsa CyLHOCTU N Ha3Ha4YeHue Nonb3oBaTendam genermpyemMolx npas gOcTyna K
CYLLHOCTSAM.

Cpaay e nocne cosgaHus CyLLHOCTM TONbKO ee Bnagenew, n agMmHuctpatopbl CYB[]
MOryT MUCMONb30BaTh €€ KaknmM-nnbo obpasom. [1ns Toro 4todbl C 3TOM CYLLHOCTLI MO pa-
ooTtaTb gpyrve nosb3oBaTenu, Brnagenel cywHoctTn unu agmuHnctpartop CYB[ aosmmkeH 9BHO
npeaocTaBmMTb UM COOTBETCTBYIOLLME ANCKPELMOHHbIE NpaBa AocTyna.

Mogudurkaumsa metagaHHbIX OCYLLECTBNAETCA KaXabl pa3 Npu U3MeHeHUn CTPYKTYpbl
B[], uto BKNtouaeT B cebsa cozgaHue, mogudukaumo n yoaneHne oovektos b[.

PasrpaHnyeHune goctyna kK nepevmcneHHbiM onepaumam Ha yposHe CYB/] Takke peanuay-
eTcsa NpMMeHeHnemM auckpeunoHHblx MNPL. [Ona aToro ncnonb3yeTcda npaBo BnageHus 06bLekTom,
npaBo Ha co3faHne 0bbekToB. MpaBo BnageHnsa o6bekTom npeaocTaBnseT BnagenoLy obbekTa
BO3MOXXHOCTb MoauduumnpoBaTth 1 yaanaTbe 06bekT. B obuwem cnyvae, BnagenbLeM siBRsieTcs
cosgatenb obbekTa unu agmuHuctpatop bA. lNMpaBo Ha co3gaHme (CREATE) NpUMEHSIETCA K
obbekTam B[], aBnsoWmUMCS KOHTerHepamun Ans Apyrnx o6bekToB, a UMEHHO: HENOCPEACTBEHHO
cama b[l, cxema, TabnnyHoe NpoCTpPaHCTBO.

Mpu BbINONHEHMM Nb6oro 3anpoca nonb3oBatens (cyébekta B) k 3awuwaemomy pecyp-
cy (06bekTy B[1) BbINONHAETCS ANCKPELMOHHOE ynpaBreHne JOCTYNOM Ha OCHOBE YCTaHOBMEHHbIX
nonb3oBaTento npas. [na KaXaon BbINOMHAEMON onepaumm Npon3BOANTCSA NPOBEpPKa HanMyus

npasa y nosfb3oBaTens Ha BbINOMHEHWE AAaHHOW KOHKPETHOWM onepauun.
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[OuckpeunoHHble MNP npumenstoTca nocne pasdopa 3anpoca nonb3oBaTens u nocTpoe-
HUSA nriaHa ero BbIMOSTHEHWS.

OunckpeunonHble MNP k ctonbuam obbekTa NPUMEHSAIOTCS TOMBLKO NPU OTCYTCTBUM SIBHOTO
paspeLLeHnst Ha OOCTyn K camon Tabnuue. Takum o6pa3om, NnpaBa JOCTyna K 0ObEKTY SBNAKOTCA
AoMuHMpyowmMn. Mpu aToM, B cnyyae OTCYTCTBUS SIBHO 3a4aHHbIX NMpaB Ha OO6beKT Hemnb3s
cKasaTb onpeferieHHo O NpefocTaBneHnn JOocTyna 4O TexX nop, Noka He ByayT npoBepeHbl Npasa
Ha cTonOubl 0ObekTa.

B CYB[ PostgreSQL napameTp KOH(urypaumm ac_enable_trusted_owner No3BO-
naeT agMUHUCTpaTopy 3anpeTuTb BnagenbLlam o0beKkToB nepeaasaTth nNpasa Ha JOCTYN K HAM
apyrum none3osatenam CYB[. B cnyyae ycTaHOBKM 3HA4YeHUs1 3TON NepeMEHHON KOHGUrypaumm
B FALSE pacnpefgeneHue npae goctyna k obbektam B[] paspelleHo Tonbko agMUHUCTpaTopam
CYBL.

MapameTp koHurypauum ac_allow_grant_options MNo3BoONAeT agMUHUCTPATOPY
3anpeTnTb nepegadvy yxe MMEKLMUXCa npaB AocTyna Ha o6bekT apyrum ponsm. Ecnu
ac_allow_grant_options ycTaHOBMeH B FALSE, TO 3anpeLljaeTca Ucnornb3oBaTb KoMaHay
GRANT c npusunerned WITH GRANT OPTION. Ecnuy ponu ectb npusunerna GRANT OPTIONS
M ac_allow_grant_options = false, TO nepegaya npaB AOCTyna APYrMM ponsaM Takxe
3anpewaetcs. N3bsatne (REVOKE) npueunernm GRANT OPTIONS paspeluaetcs Bcerga.

MapameTp KOH(uUrypaumm ac_allow_admin_options NO3BONSET agMUHUCTPATOpPY 3a-
npeTuTb Nepegady npae YreHcTBa ponu Apyrum ponsam. Ecnm ac_allow_admin_ options ycTa-
HOBMeH B FALSE, TO 3arnpeLiaeTcs ucnonb3oBatb GRANT ¢ npusunernen WITH ADMIN OPTION.
Ecnu y ponn ectb npusunerna ADMIN OPTIONS M ac_allow_admin_options = false, TO
nepegaya npas YNeHCTBa ApYrMM ponsam Takke 3anpeldaetca. M3batue (REVOKE) npusunerum
ADMIN OPTIONS pa3peluaetca Bcerga.

MapameTp KoHUrypaumm ac_enable_truncate NO3BOMSET agMUHUCTPATOPY 3anpe-
TUTb BNnagensuam ob6bekToB 1 NobbiM Nonb3oBaTensM, obnagarwL MM COOTBETCTBYHOLLUMM NPaBoM
TRUNCATE, BbINOMHATb yaaneHne Bcex 3anucen M3 Tabnuu. B cnyyae yCTaHOBKM 3HaYeHUA
3TON NepeMeHHOn KoHdurypauuu B FALSE BbINOMIHEHME KOMaHAbl TRUNCATE 3anpeLeHo BCeEM

noJsib3oBaTeNnAM.

3.5. CpeactBa ynpaBneHua pauckpeumoHHbiMu TP k o6bektam B CYB[
PostgreSQL

[nsa ynpaenenunsa auckpeumoHHbivn MNP k o6bektam B CYB[ PostgreSQL ucnonbayetcs
rpacmyeckasn ytunmta pgadmin3.

[na gpenernpoBaHnsa ANCKPELMOHHBIX NpaB AOCTyNa K 06bekTamM MCNomnb3yeTcst KoMaHaa
SQL GRANT, a gnsi OTMeHbl — KOMaHga REVOKE. Hanpumep, ecnv B cucteme cyLlecTByeT
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nonb3oBaTtelb ivanov, TO eMy MOXeT ObITb npeagoctaByieHo nNpaBoO Ha M3AMEHEHNE OJaHHbIX B
Tabnuue CueTa C NOMOLLKO CNeayrLWwen KoOMaHabl:
GRANT UPDATE ON "Cuera" TO ivanov

[ns npepoctaBneHns npaB JocTyna K 06bekTy cpa3y BCEM MOMb30BaTENAM CUCTEMDI
CyLLeCTBYeET cneunarnbHoe «MMA nornb3oBaTtena» PUBLIC, a Ana npegoctaBneHna Bcex npaB —
cneunanbHoe «npaso» ALL. Hanpmmep, YyTOObI OaTb BCEM Mosrib3oBarteridaMm MOSHbIN AOCTyn K
Tabnuue CueTa, crieqyeT UCMONb30BaTb CEAYOLLY KOMaHay
GRANT ALL ON "Cuera" TO PUBLIC

I'Ipvl HeO6XO,EI,I/IMOCTl/I npaBo OOCTyMa MOXeT ObITb npeaocrtaBs/ieHOo nosib3oBaTtersito (HO He
rpynne) C BO3MOXXHOCTbK AenermposaHuna gaHHOIo npaea ApPyrumMm poridm. ,D,J'IFI 3TOro NCnosJib3yeTcd
kntodeBasi ppasza WITH GRANT OPTION:
GRANT UPDATE ON "Cuera" TO ivanov WITH GRANT OPTION

Bnapeney ob6bekTa MOXET OTMEHUTb COBCTBEHHbIE Aenernpyemble npasa, Hanpumep,
nepeBensi OOBLEKT B PEXUM «TOSbKO ANS YTeHUs» Ans cebs, Tak e Kak 1 Ansa Bcex ocTarnbHbIX

rnorib3oBaTenemn.
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4. MAHOATHOE YNPABJIEHUE OOCTYNOM U MAHOATHbIA KOHTPOJb LLEENOCTHOCTU

4.1. O6wume cBegeHus

MaHngaTHoe ynpasneHue 4oCTyrnoM U MaHaaTHbIM KOHTponb uenoctHoctu (MKLL) peanu-
30BaHbl B agpe OC 1 3aTparvealoT cnegyrowime nogcnctemMsl:

- MexaHu3mbl IPC;

- ctek TCP/IP (IPv4, IPv6);

- OC ext2/ext3/extd/XFS;

- ceteBble PC CIFS, OCFS2, Ceph;

- ©C proc, tmpfs.

4.2. MaHpgaTHoe ynpaBrieHue AO0CTYyrnom

Mpn peanusaumu NOMUTUKM MaHOATHOrO ynpaBneHus AOCTYNoM cy6bekTam U CyLLHO-
CTSIM NpUCBaMBatoTCS KraccuuKaunoHHble MeTKM (YPOBHU KOH(PMAEHLMANBHOCTU U KaTeropun
KOHDMAEHLMANBLHOCTU, ONUCAHNE KOTOPbIX NPUBELAEHO B " COOTBETCTBEHHO).

Tarke MoryT 6biTb NPUCBOEHbI AONOMNHUTENBbHbIE aTpUbyThl CYLLHOCTEN ANA MaHOATHOro
ynpaeneHus JOCTyrnoMm, onncaHne KoTopbix npueeaeHo B[4.2.3

Ana agMUHUCTPUPOBaHNA NOACUCTEM C MaHOATHLIM ynpaBneHMeM AOCTYNOM MHOXe-
cTBO npuBunernn Linux pacwmpeHo cneumansHeiMm PARSEC-npusunernsamm, nofnHoe onucaHune

koTopbIx NpueaeHo B [4.7]

4.2.1. YpoBeHb KOHhMaeHUNanNbHOCTH

Nepapxudecknin ypoBeHb KOHpUOEHLMANbHOCTU (YPOBEHDb KOH(OUAEHUNANBHOCTHK) onpe-
AenseT CTeneHb CEKPETHOCTU CYLLHOCTM U COOTBETCTBYHOLLMI YPOBEHb AOCTYNa K HEW, Ha3HAYeH-
HbI CYyObEKTY.

YpoBeHb KoHMAEHUMaNbLHOCTU NpeacTaBndeT cobon ymucnosoe 3HavyeHne ot 0 go 255
(BkMOUMTENBHO). Kaxxaon knaccnukaumMoHHOM METKE B KaXObli MOMEHT BpEMEHU MOXET ObITb
Ha3Ha4eH TONbKO OAMH YPOBEHb KOH(PUAEHUMANBHOCTH.

Yncnoeble 3Ha4YEHNSA YPOBHA KOHOMOEHLNANBHOCTM CPaBHUMbI MeXay COOOMN U TEXHU-
Yeckn peanusoBaHbl Kak 8-OuTHas 6e33HakoBas BenuyuHa (uint8_t). B nonb3oBaTenbckmx
UHTepdencax NnpeacTaBnsaeTcs AeCATUYHbIM 3HaYEHNEM NN HAMMEHOBAHNEM.

Cy06bekT ¢ onpegeneHHbIM YPOBHEM KOH(UAEHUNANBHOCTM MOXET MOMy4nTb AOCTYN Ha
YTEHWe K CYLLIHOCTU, ECIN ero YpoBEHb KOHPUOEHUNANBHOCTU HE HUXKE YPOBHS KOHMaeHUManb-
HOCTM CYLLHOCTW.

Cy6bekT ¢ onpegeneHHbIM YpOBHEM KOHUAEHUMANBHOCTM MOXET MOMy4nTb AOCTYN Ha
3anuncb K CyLLHOCTW, ECIN €ro YpOBEHb KOH(PpMOEHLMaNbHOCTN COBMNaaaeT C YPOBHEM KOHPUAEH-

UnaribHOCTUN CYLWWHOCTMW.
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Takum obpasom, nonb3oBaTenb, ECNN eMY He NPUCBOEHLI crneunarnbHble NPUBMIertn B
COOTBETCTBUUN C n/vnn ecnu garnam He 3agaHbl JOMNONHUTENbHbIE aTPUBYTbI CyLLHOCTEN
ANSt MaHAATHOTO yrpaBrieHust 4oCcTynoM B cooTBeTcTBuM ¢ [4.2.3, MoXeT untatb daiinbl, ypoBeHb
KOHMUAEHUMANbHOCTM KOTOPbIX HE NMPEBOCXOANUT €ro YpPoBHSA AOCTYNa, a nepeaaBaTh AaHHble

TONbKO Ha OHOM YPOBHE KOH(PMAEHUMNANBHOCTH.

4.2.2. Kateropusa KoHuaeHUNaNbHOCTHU

MHOXXeCTBO Henepapxmyeckmx KaTeropun KoHPUAEHUNaNbHOCTU (KaTeropmm KoHpnaeH-
LmnanbHOCTW) onpegenseT Habop KaTeropun, OCTYMNHbIX CYObeKTy UM Ha3HAYEHHbIX CYLLHOCTH.

KaTteropun koHdmaeHUnanbHOCTM NpeacTaBnsatoT cobor GUTOBYO MacKy, COCTOSLLYIO
n3 Habopa kaTeropm KOHpNOEHUNanNbLHOCTU, Kaxaas U3 KOTopbiX NpeacTaBnseTcd B Buae oT-
aenbHoro paspsga 6utoBon macku. 3HadyeHue paspsiga GMTOBOM Macku, paBHoe 1, O3Haya-
eT Hanuyne COOTBETCTBYIOLLEN KaTeropum KOHUAEHUNanbHOCTU Y CylUHOCTU (cybbekTa), a
paBHoe 0 — OTCYTCTBME JaHHOMW KaTeropum.

B OC peanusoBaHO ncnonb3oBaHue o 64 kateropun KoHpuaeHunanbHocTn. Kaxgon
KrnaccndurkaunoHHON MeTKe B KaXKAbIi MOMEHT BPEMEHN MOXET ObiTb NPUCBOEH €AVUHCTBEHHbIN
Habop kaTeropumn KoHpUAeHLManbHoCcTU. Habop kateropuin KOHOMAEHUNANBHOCTN MOXET NPUHK-
maTb 3HadeHunsa ot 0 go OxFFFF FFFF FFFF FFFF (BkntounTenbHO), TEXHUYECKM peann3oBaH Kak
64-6uTtHas macka, 6e3sHakoBas BenuumMHa (uint64_t).

KaTteropmn KoHuMaeHUNanbHOCTU MOryT ObiTb HECPaBHUMbI Mexay cobon. B nonbao-
BaTeNbCKUX MHTepdpencax NpeacTtaBnalTCa WecTHaguaTePUYHbIM 3HAYEHNEM WU CMIMCKOM
HauMeHOBaHW KaTeropum.

CybbekT ¢ onpegeneHHbIM Habopom KaTteropun KOHPUAEHUNANTBHOCTM MOXET NOSy4nTh
AOCTYN Ha YTEHME K CYLLLHOCTU, ecri B ero Habope Kateropmmn KoHuaeHUnansHoCT! NpucyTCTBy-
0T KaTeropmm KOHUAEHUNaNbLHOCTN, 3a4aHHble AaHHOW CYLLHOCTH.

CybbekT ¢ onpegeneHHbIM HabopoM KaTteropun KoOHPUAEHUNANTbHOCTU MOXET NOSy4nTh
AOCTYM Ha 3anncb K CYLLHOCTU, ecnn ero Habop KaTeropum KOHPUAEHLMaNbHOCTU COOTBETCTBYET
Habopy KaTeropui KOHpMaeHLManbHOCTN, 3a4aHHOMY LaHHOW CYLLHOCTH.

Takum obpasom, nonb3oBaTenb, ecrnv emy He npucsoeHbl PARSEC-npusunernmn B co-
otBeTcTBUM C [4.7|nmnun ecnu chaiinam He 3aaaHbl AOMOMHUTENbHBIE aTPUBYThI CYLLHOCTEN Anst
MaHOaTHOro ynpaeneHusi OCTYNoM B cooTBeTcTBuUM ¢ [4.2.3 MoxeT untatb aiinel, Habop kaTte-
ropu KOHOMAEHLNANBHOCTN KOTOPbLIX BXOAUT B HABOp AOCTYMHbIX NOMb30BaTENt0 KaTeropum, a

N3MEHATb Ct)aVIﬂbl — TOJIbKO €CJIn 3Tn Ha60pbl coBnapgatoT.
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4.2.3. lononHUTenbHble aTpubyTbl CyLHOCTEM ANs MaHAATHOro ynpaBneHus
OOCTYyrnom
[ononHuTenbHble aTpubyTbl CYLLHOCTEN A1 MaHAATHOro ynpaBneHust 40CTYNoM Mno3Bo-
NAT YTOYHATb UMY N3MEHATL NpaBuiia MaH4aTHOMo yrnpasneHus A0OCTYNOM AN TeX U UHbIX
CYLLHOCTEMN:
- ccnr — npuceamBaeTcs KoHTenHepam. Onpeaensier, YTo KOHTENHeP MOXET coaepKaTb
CYLHOCTU C pasfnnYHbIMW KNacCUPMKaLUNOHHBbIMM METKaMU, HO He BONbLUNMK, YEM ero
cobCTBEHHas KnaccuukaumMoHHas MeTka. YTeHne cogepXMMOro Takoro KOHTenHepa
paspeluaeTcsi CyObekTy BHE 3aBUCMMOCTM OT 3HAYEHUsI ero KrnaccugukaumoHHON METKN,
npw 3TOM CyObekTy JOCTynHa MHAPOPMaLMA TONbKO NPO HAXo4sLWMeCcs B 3TOM KOHTEN-
Hepe CyLHOCTU C KnaccudumkaumMoHHON METKOW He Bornbluen, yem ero cobcTBeHHas
KnaccudmkaunmoHHas MeTka, nMMbo Npo CyLHOCTU-KOHTENHEPDI, TaKkke umerLlime atpnbyT
ccnr;
- ehole — npucBamBaeTca obbekTam (annam), UMeLLMM MUHUMAanbHYHO Knaccuduka-
LIMOHHYIO METKY N HYNEeBY METKY LEenoCTHOCTU. [1pMBOANT K MTHOPMPOBaHUIO MaHOATHbIX
npaBun yrnpaeneHns 4oCTYNOM Npu Nosly4eHMn AoCTyna Ha 3anucb K AaHHbIM OObekTa.
ATpnbyT NnpeaHasHadeH Ana 06bEKTOB, M3 KOTOPbIX CYOBHEKT HE MOXET NPOYNTaTh AaHHbIE,
3anuncaHHble B HUX cybbekTamu ¢ 6ornee BbICOKOM KnaccudunKaLMOHHON METKOW, YeM ero
cobcTBeHHasn knaccmdurkaumoHHaa meTka (Hanpumep, /dev/null);
- whole — npucBamBaeTcs obbekTam (thannam), UMeLMM MakCUMarbHy Knaccu-
dmKaunoHHYy0 MeTKy. PaspeluaeT 3anucb B HUX cybbekTam, nmerowmnm 6onee HU3KyH
KnaccuuKauMOHHYI0 MeTKY (B 0BbIMHOM Crnydae 3anucblBaTb «CHU3Y BBEPX» 3arpeLueHo).
MpumevyaHune. ATpnbyt ccnri 6onee He ncnonbsyerca B OC onsa ynpaeneHust 4OCTy-
nom, rnpu 3ToM WTaTHoe pyHKUnoHuposaHne OC cooTBeTCTBYET (PYHKLNMOHUPOBAHUIO C YCTAHOB-
NeHHbIM aTpnbyToM ccnri. BO3MOXHOCTb YCTAaHOBKM M NOMyYeHWUs 4aHHOro atpmbyTa coxpaHeHa
B OC gna obecnevyeHns coBMectuMoctTn ¢ cuctemamm u MO, koTopble ero ncnosnb3yet. AT-
pubyT ccnra B OC npupaBHUBaeTCA K aTpubyTy ccnr M Takke cOoxpaHeH Ans obecneyeHus
COBMECTMMOCTU N HE PEKOMEHOO0BAH K MCMOMNb30BaHUIO.
[ononHutenbHble aTpnbyThl CYLLHOCTEN AN MaHAATHOrO ynpaBneHns OCTYNoM MOryT
ObITb yCTAHOBNEHbI (CHATbI) TONBKO CyObEKTOM C Hannynem npueunernm PARSEC_CAP_CHMAC
(cM. Tabnuuy [8) unu cybbekTom ¢ npuBKUnerMein root M ¢ MakCMMarnbHbIM YPOBHEM LIENOCTHOCTU

(Takomn cybbekT obnagaet npmusunernen PARSEC_CAP_CHMAC N0 YMOSYaHUIO).
4.3. MaHOaTHbLIA KOHTPOSb LLeNIOCTHOCTU

|_|pl/l peann3aunn nonmMTuKN MaHgaTtHoOro KOHTponA UesioCTHOCTU Cy6'beKTaM N CyLLHO-

CTSIM 3aJatoTcsl METKU LENOCTHOCTM (Hemepapxmyecknii ypoBeHb (KaTeropusi) LLenoCTHOCTU U
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Mepapxuyeckuii (MMHENHbIN) ypoBEHb LIENMOCTHOCTU), ONUCaHNe METKM LIeNOCTHOCTY NpYBEAEHO
84.3.1

Takxe CyLHOCTSIM MOTYT BGbiTb NPUCBOEHBI aTPMBYThI ANt MaHAATHOTO KOHTPONS! LIenocT-
HOCTM, onucaHne KoTopbix npueeaeHo B 4.3.2]

Ans agMUHUCTPUPOBaHMSI MOACUCTEM C MaHAATHLIM KOHTPOMNEM LIENOCTHOCTU MHOXe-

CTBO npusunerun Linux pacwmpeHo cneumansHbiMn PARSEC-npusunernamm, nornHoe onvcaHue

KoTopbIx nNpuBeaeHo B 4.7]

4.3.1. MeTKa LenoCTHOCTHU

Cyb6bekTtam 1 CyLLHOCTAM 3a4atoTcs METKM LIeNOCTHOCTM — COBOKYMHOCTb (4€KapTOBO Mpo-
n3BegeHne) Hemepapxmyecknx ypoBHen (KaTeropuin) LLerfloCTHOCTU U nepapxmyecknx (NMUHEnHbIX)
YPOBHEN LEeNIOCTHOCTH.

MeTka LUenoCTHOCTU CYLLIHOCTU OTpaXkaeT CTeneHb YBEePEeHHOCTU B LENOCTHOCTU coaep-
Xailenca B Hen nHpopmauun. MeTka LenocTHoCcTM cybbekTa COOTBETCTBYET €r0 MOSTHOMOYUAM
MO OOCTYNY K CYLLHOCTN B 3aBUCMMOCTM OT €€ METKM LLeNOCTHOCTU, a TakkKe OTpaxkaeT CTeneHb
YBEPEHHOCTU B KOPPEKTHOCTM €ro OyHKLNOHANbHOCTMW.

lMpouecc npu ero HeNoCcpeaCTBEHHOM 3arnycke HacneayeT MeTKy LernoCcTHOCTU npolecca-
poauTens.

CyObekT ¢ onpeaeneHHon METKON LeNOCTHOCTU MOXET NONYyYMTb AOCTYN Ha 3anuchb K
CYLLIHOCTW, eCri1 ero MeTKa LefIOCTHOCTM HE HMXE METKU LLeNOCTHOCTU CYLLHOCTH.

B cTtaHpapTHOIM peanu3aumm nepapxmieckui (NMMHENHbIN) ypoBeHb LenocTtHocTn B OC
3ape3epBUpPOBaH M He NOoAAEPXKMBAETCS €ro UCMosib30BaHNE.

Hewnepapxuyeckuin ypoBeHb LIeNTOCTHOCTU TEXHUYECKM peannu3oBaH Kak 32-0uTtHasi mac-
Ka, 6e33HakoBasi BenuuuHa (uint32_t). B nonb3oBaTenbCkux MHTepgencax npeacrasnserca
AECATUYHBIM UMK WeCTHaAUaTePUYHbIM YNCIIOM UM HaUMEHOBaHNEM.

B OC no ymonuaHuto BblaeneHbl HyneBomn, YeTbipe HEHYNEBbLIX N HECPABHUMbIX MEXAY CO-
6on (oanee — N30NMPOBaHHLIX) HEMEPAPXUYECKUX YPOBHS LIENTOCTHOCTU, a Takke MakCUMarbHbIN
Henepapxmyecknin ypoBeHb LIeNTOCTHOCTU, KOTOPbIA HE MEHbLLE BCEX OCTallbHbIX B CUCTEME.

Mpwn yctaHoBke OC no ymonyaHuio npegnaraeTcss MakCMmarbHbIM HeEnepapxmyeckui
YPOBEHb LENOCTHOCTM max_ilev, paBHbIM 63 (butoBas macka 00111111), a MUHUMaArbHbIN
Bcerga 0.

[ononHutensHo Ans 0603HaYeHNA MakCMManbHOIo YPOBHS LIENOCTHOCTU B YCTaHOBIEH-
Hon OC 3apes3epBUpPOBaAHO crieLmansHoe HaMeHoBaHNe YPOBHSA LEeNOCTHOCTU Bricokuit (High),
Ans 0603HavYeHns HyNeBOro ypoBHS LENOCTHOCTU 3ape3epBMpOBaHO creunanbHoe HauMeHoBaHue
Huskun (Low).

MeTka LenoCTHOCTU MOXET BbITb Ha3Ha4YeHa Nonb30BaTENO UK rpynne norb3oBaTenen.

MeTka LenocTHOCTM nonb3oBaTens ykasblBaeTcs B /etc/parsec/micdb (ANa NokanbHoOW yyeT-
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Howm 3anucu) unn B 6ase FreelPA (ans gomeHHon yvyeTHom 3anucu). MeTka LenocTHOCTM Ans
rpynnsl nonb3oBaTtenen (FIokanbHOM UM JOMEeHHOW) yKasblBaeTcs B /etc/parsec/micgrdb.

BHUMAHMUE! Ecnu nonb3oBaTtento HazHadyeHa nepcoHasribHasi MeTka LefloCTHOCTU, TO
OHa MMeeT NPUOPUTET HaL METKOW LLeNIOCTHOCTM Ipynnbl, B KOTOPYIO BXOANT AaHHbLIN NONb3oBaTerb
(T.e. MeTKa LEeroCTHOCTU rpynrbl HE NPUMEHSETCS).

Ecnn nonb3oBatento He Ha3HavyeHa nepcoHanbHasg MeTKa LIeIoCTHOCTH, TO Npu BXoae B
Ceccuo eMy npucBamBaeTCs MeTKa LeNOCTHOCTU rpynnbl, B KOTOPYI OH BXOAMWT.

Ha oagHy rpynny MOXeT ObiTb Ha3Ha4yeHa TOMbKO OgHa MeTKa LernoCTHOCTU, Npu 3TOM
nonb3oBaTernb MOXET COCTOATb B HECKOIbKUX rpynnax. B Takom criyyae npu Bxoge nonb3oBartens
B CECCUI0 BblYUCNSeTCs ero apekTuBHas MeTka LLenoCTHOCTU Ha OCHOBE METOK LIeNOCTHOCTU
BCEX rpynr, B KOTOPbIX OH COCTOUT. OPPEKTUBHAA MeTKa LEeNOoCTHOCTU npeacTaBnseT cobon
OMTOBYIO MacKy, B KOTOPOW Kaxabln OUT yCcTaHaBNMBaETCA paBHbIM 1, €Cnun OoH paBeH 1 B MeTke
LeNoCTHOCTU XOTs Obl ogHOM 13 rpynn (normyeckoe «UJMA»). Ecnn B MeTkax LenoCTHOCTU BCEX
rpynn 6uTt paseH 0, TO B ahPeKTUBHON METKE OH TakKe ycTaHaBnmBaeTcs paBHbIM 0.

HenpuBunernpoBaHHbIM NoNb3oBaTeENAM, KOTOPbIM SIBHO HE Ha3HayYeHa nepcoHanbHas
MeTKa LLeNOCTHOCTU M Y KOTOPbIX OTCYTCTBYET METKa LLeNOCTHOCTU rpynnbl, HESIBHO NPUCBanBaETCS
HyrneBasi MeTKa LenoCcTHOCTH.

AOMUHUCTpaTopy, co3gaBaemomy npu yctaHoske OC, npucBanBaeTcs MakCuMarsibHbin
YPOBEHb LIeNOCTHOCTHK 63.

8a cuctemMHbIMK cnyxbamu, nepeyeHb 1 onuMcaHne KOTopbix NpuBedeHsl B Tabnuue (7]

3apes3epBnpoBaHbl HETbIPpE N30NTMPOBaAHHbLIX YPOBHA LEJTOCTHOCTHW.

Tabnwuua 7
YpoBeHb| 3HaveHue Burosas OnucaHune
macka
1 001 0000 0001 YpoBeHb 3a4eNCTBOBAH A5l CETEBbIX CMNyxX0
2 002 0000 0010 YpoBeHb 3a0eMCTBOBaH 4S5 BUpTyanu3aumm
3 004 0000 0100 YpoBeHb 3a4encTBOBaH Ans cneuyunansHoro N0
4 008 0000 1000 YpoBeHb 3a4eMCTBOBaH Ans rpadmnyeckoro cepeepa

MpunmeyaHune. B Tekywen peanusauumn, ¢ y4etoMm 32-OMTHOM MaCKU, KONMYECTBO
N30NMPOBaAHHbIX YPOBHEN LIENTOCTHOCTM MOXET ObiTb YBENMYEHO 40 32 NP NOBbLILEHUN MaKCU-
ManbHoro ypoBHs uenoctHocty no OxFFFF FFFF.

Mocne yctaHoBkn OC makcMManbHbIN YPOBEHb LENTOCTHOCTM B CUCTEME MOXET ObiTb
NnoBblIlEH. MakcumanbHbIMU YPOBHAMU LLENTOCTHOCTM B CUCTEME MOTYT ObITb YMCNa, Y KOTOPbIX

OuTOBas Macka BKIoYaeT BUTOBbIE MACKM BCEX OCTalbHbIX MNCMNoJib3yeMbIX ypOBHeIZ LIeNTOCTHOCTU
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B cucteme, Hanpumep, 63 (0x3F, butoBas macka 00111111), 127 (Ox7F, 6utoBas macka 01111111),
191 (OxBF, 6butoBaga macka 10111111) u 1.4.

BHUMAHMUE! lNpn noBbilWeHM MaKkCUManbHOro ypoBHs LienocTHocTn B OC Bbille 3Have-
HKUA 63, 3agaHHoro npu yctaHoske OC, Heobxoammo yb6eanTbesi B NOBbILEHUM YPOBHS LIENOCTHO-

ctn agmnHuctpatopa OC.

4.3.2. [lononHuTenbHble aTpubyTbl CyWHOCTEM AN MaHOATHOro KOHTpons
LLeNOCTHOCTHU
[ononHutensHble atpmnbyThl cylwHocTen ana MKLL no3BonsatoT yTOUHATL UM NBMEHATL
npasuna MKL] ans Tex nnu nHbIX CyLLHOCTEN:

- silev — npuceauBaetcs ¢annam. lNpoueccy, 3anyckaemomy 13 anna c atpubytom
silev, NpMcBaMBaeTCa MeTKa LENOCTHOCTU, paBHas HanbornbLIeMY 3HAYEHUIO, KOTOPOEe
OOHOBPEMEHHO MEHbLUE UMM PaBHO 3HAYEHUAM METKM LIeNOCTHOCTWU dhanna n Makcu-
ManbHON METKM LIeNTOCTHOCTM B CUCTEME (3HaYeHMe napameTpa KOMaH4HOW CTPOKM siapa
parsec.max_ilev). Hanpumep, ecnvm meTka LenoCcTHOCTN dpanna MeHbLUE UNn paBHa
MaKcuManbHON MeTKe LIeNToCTHOCTN B CUCTEMeE, TO MpoLEecCy HasHavyaeTcsl MeTka LenocT-
HOCTUW, paBHasa MeTKe LenocTHOCTU darna. ATpnbyT silev HeOOX0AMM AN KOPPEKTHOTO
3anycka npouecca cMeHbl napons U3 anna /usr/bin/passwd, UMeKOLEro BbICOKYHO
METKY LIeNOCTHOCTHU, NoNnb3oBaTenemM C HA3KOM METKOW LefTOCTHOCTM.

BHUMAHUE! Ncnonb3oBaTb aTpubyT pEKOMEHOYETCA B UCKIOYUTENBbHbIX Cryyasx B
COOTBETCTBUM C NPUHATON NONMUTMKON 6e30MacHOCTH;

- irelax — npucBamuBaeTcs katanoram. Onpegensiet, YTo B KaTtanor MOXeT OCyLLecTB-
NAaTb 3anucb npouecc ¢ nobon MeTkon LenoctHocTu. Co3gaBaemble B JaHHOM KaTarnore
CYLLIHOCTM HacneayT MeTKY LeNoCTHOCTM OT CO3[atoLero ux npowecca, ecnm ero MeTtka
LEeNnOCTHOCTU MEHbLLE UMM paBHa MEeTKe LIeNIOCTHOCTM AaHHOro Katanora. Ecnv meTtka
LleNOCTHOCTM MpoLecca Bbile UM HecpaBHMMa C METKOM LLeNOCTHOCTM JaHHOro KaTanora,
TO MeTKa LIeNOCTHOCTM CO31aBaeMON B HEM CYLLIHOCTU YCTaHaBNMBaeTCH Kak HanbornbLuee
3HavYeHune, KOTopoe OLHOBPEMEHHO MEHbLUE UMW PaBHO 3HAYEHUAM METKU LEeNIOCTHO-
CTW JAHHOrO Katanora u MeTKU LIerTOCTHOCTM npouecca. ATpmbyT JOCTYNeH TONbKO npwu
BKIMOYEHHOM paclumpeHHoM pexume MKLL (cm. [4.95).

HononHutenbHble atpubyThl cywHocTen ans MKL, moryT ObiTb ycTaHOBMNEHbI (CHATbI)

TONbKO CyOBEKTOM C NpUBUIIErMEN root U C MaKCUMarnbHbIM YPOBHEM LIENTOCTHOCTM.
4.4. MaHAaTHbLIW KOHTEKCT 6e30nacHOCTU

MaHaaTHbIN KOHTEKCT 6e3onacHOCTM CybbekTa onpeaendeTca ero MeTkon 6esonacHocTn

COBMECTHO C Ha3Ha4Ye€HHbIMU eMYy NMpUBUIIETNAMN.
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MaHaaTHbIN KOHTEKCT 6€30MacHOCTM CYLLHOCTU onpeaensieTcsa MeTkon 6esonacHocTm
CYLLHOCTWN COBMECTHO C NMPUCBOEHHbLIMU el aTpubyTammn CyLHOCTEN A1 MaHO4ATHOro ynpasneHus
pocrtynom n ana MKL,.

MeTka 6e30MacHOCTM COCTOUT U3 KnacCUUKaLNOHHON METKM N METKWN LLENTOCTHOCTMU:

1) KnaccudukaumMoHHaa MeTKa, onpenensieTcs:

a) mepapxmyecknm ypoBHeM KOH(PUAEHUNANBHOCTY;
0) HemepapxuyeckumMmn KaTeropmsiMm KOHULAEHLNANbHOCTMY;

2) MeTKa UenoCcTHOCTU, onpeaenserca:

a) vepapxmyecknm (NMMHENHbIM) YPOBHEM LeNOCTHOCTU (3ape3epBUpOBaH);
0) Hemepapxuyeckum ypoBHeM (KaTeropmen) LenocTHOCTH.

Cy6beKTbl Unm CyLHOCTN, KOTOPbIM SIBHO He 3a4aH MaHAaTHbIA KOHTeKCT 6e3onacHo-
CTW, CHATAIOTCH NMELUMN MUHUMAanbHbIA (HYNeBOM) MaHAaTHbIN KOHTEKCT 6e3onacHoCTy, T.e.
mMeTka 6€30MacHOCTN MMEET MUHUMASIbHbIE ONYCTUMbIE 3HAYEHUS (HanpuMep, paBHbIE HYMHO) 1
npuBmMnNerMm NN AoNonHUTENbHbIE aTpubyTbl OTCYTCTBYIOT.

YnpaBrneHne KOHTEKCTOM 6e30MacHOCTU CYLLHOCTEN OCYLLECTBNAETCA C NOMOLLbIO UHCTPY-
MeHTa pdpl-file B cootBeTcTBMU C onucaHnem 4.15.1]

[MpaBuna NpMHATUA peLleHns 0 NpeaoCTaBneHnMn JOCTyNa Ha OCHOBE METKN 6e30MacHOCTH
onucaHbl B 4.6l

BHUMAHME! YctaHaenuBatb AN nonb3oBaTesisi O4HOBPEMEHHO BbICOKMN YPOBEHb KOH-
draeHUManbHOCTU (KnacCUUKaLNOHHYIO METKY) U BbICOKMIW YPOBEHDb LIESTOCTHOCTU HE PEKOMEH-
ayeTcs.

BHUMAHUE! HeBoamoxxeH BXof, B CECCUIO C BblIOpaHHbIMU OAHOBPEMEHHO HEHYNEBOW
METKON KOHPUAEHUNANBHOCTU N HEHYNEBBIM YPOBHEM LENIOCTHOCTH.

BHUMAHMUE! [Mpun BkntoyeHHOM B cucTeMe paclumpeHHoMm pexume MKL npu Bxoge
B CECCU0 YPOBEHb LIENOCTHOCTU Ha3Ha4YaeTcs aBTOMaTU4eCKM U3 MakCMMarbHO AOCTYMHOro

AaHHoMYy ronb3oBatento (cMm. 4.5).
4.5. PacluMpeHHbIN peXXuM MaHAATHOrO KOHTPOSA LeNIOCTHOCTHU

B pexxume MKL| npouecc npu ero HenocpeacTBEHHOM 3arnycke HacnegyeT YPOBEHb Lie-
NOCTHOCTW npouecca-poautens. Mpu atom B pacwmpeHHoM pexnme MKL (strict mode) Henocpea-
CTBEHHbIN 3anycK npouecca 3anpeLleH B TOM criydae, ecnm UCNonHaeMbln ainn, ns Kotoporo
3anyckaeTtcsa npouecc, UMeeT YypOBeHb LIEeNTOCTHOCTU MEHbLUE UMW HECPaBHUMbIA C YPOBHEM
LLenoCTHOCTU Npouecca-poantens. B gaHHOM criydyae npouecc BO3MOXHO 3anyCTUTb TOMbKO C
MCMNoNb30BaHMEM MHCTPYMeHTa sumic, onvcaHue kotoporo npveeaeHo B [4.15.10]

CospaBaemomy anny (Katanory) HazHa4YaeTcsl ypOBEHb LIENOCTHOCTU, PaBHbIA YPOBHIO

LerTOCTHOCTU TOro KaTtasiora, B KOTOPOM OH co3gaetcs. [pu aTom 3anpelleHo co3gasaTtb dann
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(kaTanor) ¢ ypoBHEM LENOCTHOCTU BbiLLE UM HECPABHMMbIM C YPOBHEM LIENTOCTHOCTM npouecca,
cosgatoLlero AaHHbln dpann (katanor).

BHUMAHMUE! PacwunpeHnHbin pexxum MKLL npegHasHadeH gnsa ycunexma sawmutbl OC.
BmecTe ¢ Tem ero BknoyeHMe MOXET npuBecTn K cbosim B paboTte HekoToporo npuknagHoro MO
(ocobeHHO yxe ycTaHoBIEHHOro). [oaToMy nepen BKAOYEHNEM pacluMpeHHoro pexunma MKL]
B OC agMuHUCTpaTOpy pekoMeHOyeTCs NPOBEeCTU TECTUPOBaHME UCMONb3yEMOro NpUKNagHoro
MO c uenblo NpoBepkM ero paboTocnoCoOBHOCTM NPU BKITHOYEHHOM pacluMpeHHoMm pexume MKL, n
HeobXxo4MMOCTHM ero AOMNOSTHUTENbHON HAaCTPOWKN.

BkntoyeHue pacwmpeHHoro pexxuma MKLL ocylecTBnseTcs nytem BbIMOSHEHUSA OT UMEHN
aAMUHUCTpaATOpa KOMaHAbl:
astra-strictmode-control enable

B pesynbrate 6yayT BbINOSIHEHLI HEOOXOAMMbIE HACTPOMKM METKM LIENOCTHOCTU CYLLIHO-
CTen N Ang napameTpa KOMaHOHOW CTPOKM spa parsec.strict_mode ycTaHOBNEHO 3Haye-
Hue 1. [lna aktnBauumn paclumpeHHoro pexuma MKL, Heobxoanmo nepesarpy3nts OC

[ns npoBepKM TeKyLero CoctosiHus pacumpeHHoro pexxmma MKLL (akTtnBeH/HeakTUBEH)

MO>XHO BOCMNOJS1b30BaTbCsl KOMaHAO0M:

astra-strictmode-control status

B cny4yae, ecnu nocne BbINOMHEHUS KOMaHObl BKIOYEHUS paclumpeHHoro pexmnmva MKL
He BbINonHsanack nepesarpyska OC, pesynsrat KOMaHAbl MPOBEPKN COCTOSHUS pexnma oyaet
HEAKTHUBHO. [Ing nonyyeHna nHdopmMaunm o coctosHUn pacumpeHHoro pexnma MKLL, kotopoe

oyaet nocne nepesarpy3ku OC, BbINONHUTL KOMaHAY:

astra-strictmode-control is-enabled

Mpun BKkNtoYeHUM pacmpeHHoro pexmnmva MKL gomawHum katanoram nonb3oBaTteneu,
ANs1 KOTOPbIX 3afaH HEHYNEBOW YyPOBEHb LIENOCTHOCTU, NPUCBanBaeTCsl ypOBEHb LIENOCTHOCTH,
COOTBETCTBYIOLUN MakCMManbHO JOCTYMHOMY YPOBHIO LIENTOCTHOCTU NS AaHHOMO Norb3oBaTtens.
B ganbHenwem npyu HasHa4YeHUM NOMb30BaTEN0 HEHYNEBOrO YPOBHSA LENOCTHOCTU Takke criegyet
ero AJoMallHeMy KaTtanory HasHauuTb YPOBEHb LEefIOCTHOCTU, COOTBETCTBYIOLLNN MaKCUMasnbHO
OOCTYMHOMY YPOBHIO LIEMOCTHOCTU AN AaHHOro nonb3oBatens. Ecnu ypoBeHb LEenocTHOCTU
ero goMallHeMy katanory He 6ygeT HasHayeH, To nocrne nepesarpy3km OC oH OyaeT HasHayeH
aBTOMAaTUYECKMN.

Mpwn BKkNtoYeHHOM paclumpeHHoM pexume MKL, npumeHaoTca cnegyrowme nsmeHeHus B
pabote OC:

1) BXOO4 B CECCUI0 BO3MOXEH TOMbKO Ha MakCUMManbHO OOCTYNMHOM MOMb30BaTENto

Henepapxmyeckom ypoBHe LIenoCTHOCTU (Bblbupaetca aBTomaTtuyeckun). T.e. agMuHU-

CTpaTop C BbICOKMM YPOBHEM LE€STOCTHOCTU, eCnun Npu BXxoAde B ceccuto Obina BoibpaHa

HyJneBad KJ'IaCCVI(bVIKaLI,VIOHHaFI MeTKa, He CMOXET BbIMNONTHNTb BXO4 Ha HyrneBOM YypOBHEe
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LenocTHOCTU. N HaobopoT, ecnu agMMHUCTPATOPOM C BbICOKMM YPOBHEM LIENTOCTHOCTU
npw Bxoae B ceccuto bbina BbibpaHa HeHyneBasi KnaccudukalumMoHHas MeTka, TO BXOp
OyneT BbINOMHEH Ha HYNEBOM YPOBHE LIENOCTHOCTY;

2) He NpuMmeHsieTcs NpuBKUnernst PARSEC_CAP_IGNMACINT (cM. Tabnuuy [8);

3) He NpuMMeHsIeTCA NapameTp KOMaHOHOW CTPOKU agpa parsec.ccnr_relax (CMm. Tab-
nuuy [32);

4) BO3MOXHO MpYMeHeHWe npuBuUnern PARSEC_CAP_CCNR_RELAX (cM. Tabnuuy [);

5) BO3MOXHO NpMMeHeHWe aTpmbyTa irelax (cMm. [4.3.2).

4.6. NpumeHeHMe npaBun MaHOATHOroO yrnpaBneHUA AOOCTYNOM W MaHAaTHOro

KOHTpOIA LUesIoOCTHOCTU

MpuHATUE peLleHns O 3anpeTe unu paspeLlleHnn octyna cybbekTa K CyLHOCTU NPUHN-
MaeTCsl Ha OCHOBE Tuna onepauun (YTeHne/3anmcb/MCNonHeEHNe), MaH4aTHOrO KOHTeKCTa 6esonac-
HOCTM cybbekTa n MaHAATHOro KOHTEKCTa 6e30MacHOCTM CYLLIHOCTM.

Mcnonb3oBaHne ypoBHS M KaTeropun KoHMAeHUManbHOCTN obecneynBaeT 3alnTy oT
HeCaHKUMOHMPOBAHHOIoO A4oCTyna K MHcpopmaumn.

Mcnonb3oBaHne ypoBHS LLENOCTHOCTM obecnednBaeT LenoCTHOCTbL MHopMaLmMm nyTem
3anpeTta MoaMduKaLnmn CyLHOCTEN C BbICOKMM YPOBHEM LIENOCTHOCTU HEAOBEPEHHBIMU CyObEKTa-
MU ¢ Bornee HU3KNUM YPOBHEM LIENOCTHOCTW.

Onepaunmn YTEHUS1 N UCMNONHEHNSA pa3peLleHbl, eCliM YPOBEHb KOHMUAEHLNANTbHOCTH
cyObeKkTa He HMXe YPOBHS KOHPUAEHLMANBHOCTU CYLLIHOCTKN, BUTLI HAbopa KaTteropmnin KOHK-
AeHUuManbHOCTM cyObeKkTa BKMOYaT OuTbl HAbopa KaTeropmin KOHPUAEHUNANBHOCTU CYLLHOCTW.
PaspelueHne He 3aBUCUT OT 3HAYEHUN METKM LLENTOCTHOCTM.

Onepauus 3anncu paspeLleHa, ecnm ypoBHU 1 KaTeropumn KoHpunaeHumnanbHoCTn cybb-
€KTa M CYLLHOCTM COBMajatoT, a YPOBEHb LIENTIOCTHOCTU cybbekTa Gonblue unm paBeH YPOBHIO
LLeNTOCTHOCTUN CYLLHOCTMW.

B oTHoweHun meTkn 6e30nacHOCTU AENCTBYIOT criefyoLlmne npaBunia HacrnegoBaHus:

- €eCnu B ceccum cyObekT cosgaeT apyroro cybbekra (mpouecc co3gaeT npouecc), To

CO3[aHHbIN CyOBbEKT MOMHOCTBLIO HacneayeT MeTky 6e3onacHOCTU (YypoBEHb KOHUAEHUN-

anbHOCTU, KaTeropun KoHpaeHUNanbHOCTH, YPOBEHb LIENOCTHOCTH);

- €eCnn CyObeKT co3haeT CyLHOCTb (npouecc co3gaeT hawns), To co3aaHHasi CyLHOCTb

Hacnegyert TONbKO KnaccuduKaunoHHy METKY (YypoBEHb KOH(OMAEHUMANBHOCTU 1 KaTero-

pun KOHNAEHUNANBHOCTK), U, HE3AaBUCMMO OT YPOBHS LIENOCTHOCTM cyObekTa, Bceraa

nony4aeT HyneBow ypoBEHb LLENOCTHOCTH.

KnaccugukaumoHHble METKU CYLLLHOCTEN He MOryT npeBbllaTh 3Ha4YeHNs Kraccudukauym-

OHHOWN METKM KOHTEMHEpa, NX copep KaLlero.
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MpumeyvyaHue. B MHHOPMAUNOHHBLIX CUCTEMAX C MAHAATHbLIM yNpaBfeHneM LOCTYNOM
Kak npaBuno NPUMEHSIIOTCS KnacCurKaLunMoHHbIE METKN, B KOTOPbIX MCMOSMb3YETCH TONbKO YEThIpe
YPOBHS KOHMAeHUmanbHocTn ot 0 go 3 1 64-6utoBas mMacka C pasfnyHbIMKU COYETAHUAMM
KaTeropum.

BHUMAHMUE! /3meHATb KnacCUUKaLMOHHY0 METKY CYLLHOCTU (T.e. UBMEHSTb YPOBEHb
KOH(MAEHLMANbHOCTU U/UNN KaTeropun KOHMUAEHUNANLHOCTN) MOXET TOMNbKO CYOBHEKT, UMEroLLniA
YPOBEHb LENOCTHOCTUN HE HXKE YPOBHS LIENTOCTHOCTM 3TON CYLLHOCTU 1 oBnagaroLmnin npusnunernem
PARSEC_CAP_CHMAC (cM. Tabnuuy [8), unun cybbekT ¢ npuBunernein root n ¢ MakCMmarbHbIM
YPOBHEM LIENOCTHOCTMW.

BHUMAHMUE! lNoHuxaTb ypoBEHb LENTOCTHOCTU CYLLHOCTU MOXET TONMbKO CyOBLEKT C Ha-
nnymem npuemnern PARSEC_CAP_CHMAC (cM. Tabnuuy [8) n umetoLumnii ypoBEHb LIENOCTHOCTM
He HWXe YPOBHS LeNOCTHOCTU 3TOM CYLLUHOCTU. [MpOM3BOSIbHO N3MEHATb YPOBEHb LIENTOCTHOCTH
CYLLHOCTM MOXET TOSTbKO CYyOBbEKT C NpMBUNErMen root N ¢ MakCMmaribHbIM YPOBHEM LIENOCTHO-
cTu.

BHUMAHUE! [Ona n3ameHeHna knaccuduKaumMoOHHOW METKM (T.e. YPOBHS KOHOUAEH-
LUManbHOCTU U/MNN KaTeropum KOHMUAEHLMANbHOCTN) NMpouecca UCNoNb3yeTcs NpuBUNerus
PARSEC_CAP_SETMAC (cM. Tabnuuy [8).

BHUMAHME! [1ns npouecca BO3MOXHO TOSIbKO MOHU3UTL YPOBEHb LENOoCTHOCTU. [n4a
BbIMOMHEHNSA 3TOro 6e3onacHbIM CNocoboMm, T. €. C 3aKpbITUEM HacnenyeMbIX OT POAUTENBbCKOro
npouecca annosbiX JECKPUNTOPOB, PEKOMEHOYETCH UCMNONb30BaTh yTUNUTY sumic (cM. 4.15.10)
n BnbnmnoTteydHyto pyHKUMI pdp_set_pid_safe.

[nsa co3gaHns B KOHTENHEpe, MMeoLeM aTtpubyT ccnr, BOXEHHOW CYLHOCTN C YPOBHEM
N KaTEropmMsiMm MEHbLLUMMU, YEM Y KOHTENHEpA, Heobxoanumo obnagaTte cneumnanbHbIMU NPUBUIE-
rMaAMU PARSEC_CAP_IGNMACCAT U PARSEC_CAP_IGNMACLVL, ONUcaHue KOTOPbIX NpuBeaeHO
B4.7l

BHUMAHMUE! Ecnu B 3arpy3unke OC ykasaTb 3Ha4eHue napamerpa KOMaHOHON CTPOKM
aapa parsec.ccnr_relax=1, TO HENPUBUIIENMPOBAHHbLIN MOMNb30BaTENb CMOXET NPOU3BOANTL
3anucb (pannos ¢ pasHbiM YPOBHEM KOH(OMAEHLMANbHOCTU B KOHTENHEP (KaTanor) ¢ yCTaHOBMEH-
HbIM aTpubyTOM ccnr.

MaHgaTHbIM KOHTEKCT 6e30nacHOCTU Ha KOpHe dhanfioBOM CUCTEMbI ONpeaensieT Makcu-
ManbHbIN MaHOATHbIA KOHTEKCT 6e30nMacHOCTM cylHoCcTen. MaHaaTHbIN KOHTEKCT 6e30nacHoCTy,
yCTaHaBnMBaeMbI N0 YMOMYaHM0 Ha KOpeHb (PanroBoOn CUCTEMBI, @ Takke MaHOaTHbIN KOHTEKCT

OTAEeNbHbIX CYLWHOCTEN, onpeaeneH B cueHapun /usr/sbin/pdp-init-£s.
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4.7. PARSEC-npusuneruu

PARSEC-npusuneruu, kak 1 Linux-npusuneruu, npveeaeHHble B [3.2) HacnegytoTcs npo-
ueccamun oT npoeccos-pogutenen. Npouecchkl, 3anyLeHHble OT UMEHU cyrneprnonb3oBaTens,
MMEIOLLLEro MakCuMarnbHbIN (Beicokuii) YPOBEHb LIESTOCTHOCTU NO YMOMYaHUIo, He3aBUCUMO OT
SAIBHOIO Ha3Ha4YeHns1 UM MPUBUMETUI, UMEIT BO3MOXHOCTb OCYLLECTBNSATbL BOMbLUMHCTBO NpuUBMne-
rMMPOBaHHbIX AENCTBUN.

PARSEC-npuBuneriv u nx onucaHue npusegeHbl B Tabnuue (8

Tabnunua 8

MpuBnnerus

OnucaHune
ButoBas macka

PARSEC_CAP_AUDIT

0x00002 Mo3BonsieT ynpaBiAaATb NOJIMTUKOU ayauTa

PARSEC_CAP_ BYPASS_XATTR

0x40000 OTknoYaeT NpoBepKy noanucy gannoe B xattr

Mo3BornsieT npoueccy HasHavaTtb cebe nboin HeNPOTMBOPEUMBbIN
HaGop NPUBUNErNA U YMTaTb NPUBUNETNNA, NPUCBOEHHBLIE NPOLEC-
cam

PARSEC_CAP_CAP
0x00400

Mo3BonseT ocywecTBNATb B Katanore ¢ yCTaHOBMEHHbIM aTpuby-
TOM ccnr AeNCTBus (Co3gaHue, yaaneHue u ap.) Hag BNoXeHHbI-
PARSEC_CAP_CCNR_RELAX MK dhannammn n Katanoramm ¢ YpoBHAMM KOHOUAEHLUMASTBHOCTH,

0x100000 He BbllLle YPOBHSA KOH(pMAEHLNaNbLHOCTN AaHHOro KaTtanora. MNpu-
BUITEMNSA NPUMEHAETCS MPU BKITIOYEHHOM PaCLUMPEHHOM peXume

MKL| (CM.’R[)

Mo3BonsieT cyGbekTy U3MEHATb METKY 6e30MacHOCTM CYLLHOCTH,
€Cnn YpOBEHb LIENOCTHOCTU CYLLIHOCTU MEHbLLE UM PaBEH YPOBHIO
LIeNIoCTHOCTU cybbekTa.

MpuBUNer1st NO3BONsAET U3MEHATL aTPUOYThl CYLLHOCTEN AN MaH-
AaTHOro ynpasneHus goctynom (cwm. [4.2.3).

MpuBUnEerMs No3BonsAeT TONMbKO MOHMXKATb YPOBEHb LIENOCTHOCTM
CYLLHOCTMW.

MpuBUNerns He NO3BONAET N3MEHSITb aTPUBYThI CyLLHOCTEN Ans

MKL{ (cm. F-3.2)

PARSEC_CAP_CHMAC
0x00008

He ncnonbayetcs.
Ona n3amMeHeHuss MeTOK 6e30nacHOCTU (hannoBbIX OOBLEKTOB
ncnonb3oBaTb NpuBmunernto PARSEC_CAP_CHMAC.

PARSEC CAP FILE CAP
— = - [nsa nameHeHna MeTok 6e30MacHOCTU NPOLIECCOB UCMOMNMb30BaTh

0x00001
X PARSEC_CAP_SETMAC.
D,J_lﬂ N3MEeHEeHNA anBMﬂeerlZ npoueccos MNCNOoNb30BaTb
PARSEC_CAP_CAP
PARSEC_CAP_IGNMACCAT No3BongeTt UrHopmpoBaTb MaHOATHYIO MOJIMTUKY NO KaTeropnam
0x00020 pocTyna

[ns aaHHoOro npouecca oTkMAYaeT NpPoBepPKy Npasun JOCTyna Ha
OCHOBE YPOBHEW LenocTHOCTU. [puBunerna He NpuMeHseTcs npu
BKMOYEHHOM paclumpeHHom pexume MKL (cm. )

PARSEC_CAP_TIGNMACINT
0x02000
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MpuBnnerus
BbuTtoBasa macka

OnucaHue

PARSEC_CAP_IGNMACLVL
0x00010

Mo3BonsieT UrHOPMPOBaTb MaHAaTHYIO NOMUTMKY MO YPOBHSIM KOH-
dvaeHumnanbHocTm

PARSEC_CAP_INHERIT_INTEGRITY

0x20000

Mpun co3gaHuun dannoBbix 06 LEKTOB HA HUX aBTOMaTU4ECKM yCTa-
HaBNUBAETCHA MaKCMMaribHO BO3MOXHasi LIENOCTHOCTb, OAHAKO He
BbiLLle, YEM LIENOCTHOCTb NpoLecca-co3aaTtens U LernoCTHOCTb KOH-
TenHepa, B KOTOPOM co3aaetcs hannoBbin 00bekT. McnonbayeTcs
Ans yctaHoBuwmMKka naketos (dpkg)

PARSEC_CAP_IPC_OWNER
0x10000

OTMeHsaeT MaHOaTHble orpaHMyeHus npu paboTte ¢ CyLWHOCTAMU
IPC, Takumm kak shared memory, message queue u T1.4. (PARSEC-
npusunerus, aHanornyHasa Linux-npusunernn CAP_IPC_OWNER)

PARSEC_CAP MAC_SOCK
0x00800

lMo3BonsieT n3amMeHATb MeTKM 6e30nNacHOCTU TOYeK CoeauHEeHUs
(UNIX-cokeToB). [1nsi ceTeBbIX COKETOB UCMOSb30BaTh NPUBKIETNIO
PARSEC_CAP_PRIV_SOCK

PARSEC_CAP_PRIV_SOCK
0x00100

lMo3BonseT co3gaBaTh HOBblE CETEBLIE COKEThI NpoLiecca B NpuBK-
nernpoBaHHoMm pexume (aTpnbyT ehole). [NpuBUIErMpoOBaHHbIN
COKET MO3BOSISIET OCYLLECTBNATbL CETEBOE B3aMMOAENCTBUE, UTHO-
pUpys MaHOaTHYH MOSIUTUKY.

Ina Touek coeanHenuns (UNIX-cokeToB) ncnonb3oBatb npusunie-
rmio PARSEC_CAP_MAC_SOCK

PARSEC_CAP_PROCFS

Bkntoyaet urHopupoBaHue ypoBHeN KOHpUAEHUNaNsLHOCTU U YpOoB-

0x80000 Heln uenocTHocTu npu paboTe ¢ /proc
PARSEC_CAP_READSEARCH Mo3BonsieT urHopnpoBaTb MaHOATHYIO NMOMUTUKY NPU YTEHUUN U
0x00200 noucke dannoBbix 0GBEKTOB (HO HE MpKU 3anucK)

PARSEC_CAP_SETMAC

Mo3BonsieT npoueccy N3MeHsTb COBCTBEHHYHO KnaccudmKaLMoH-

0x00004 HYI0 MeTKY (YPOBEHb U KaTeropmm KoOHpMaeHUNansHOCTH
PARSEC_CAP_SIG lMNo3BonseT nocbinaTb cUrHansl Npoweccam, UrHopupyss MaHaar-
0x00040 Hble npasa

PARSEC_CAP_SUMAC
0x04000

Mo3BonsieT 3anyckaTb NPOLECChl C APYron KraccnugukaumoHHoOm
METKON (C ApYyruM nepapxmyeckum ypoBHeM KOHUAEHLMANBHO-
CTW 1 APYTMMU HENEPapPXUYECKUMUN KaTeropmsammn gocTyna)

PARSEC_CAP_UNSAFE_SETXATTR

0x01000

Mo3BonsieT ycTaHaBnmMBaTb MaHgaTHble aTpnbyTbl 0O6BHEKTOB dhani-
noson cuctembl 6e3 yyeta MaHOaTHbIX aTpubyToB poauTerb-
CKOro KoHTeWHepa. NpuBunerna ncrnonb3yeTcsa A BOCCTaHOB-
neHns obbeKToB (pannoBon CUCTEMbI U3 pPe3epBHbIX KOMWUIA
W TONMbKO MOCNe YCTaHOBKW 3HadeHna «1» aOna napametpa
/parsecfs/unsecure_setxattr

PARSEC_CAP_UPDATE_ATIME
0x00080

Mo3BonseT u3amMeHsTb Bpems JocTyna K hannoBbiM 06bekTam

Ona HacTtponkn KC3 moryT ncnosnesoBatbcs kak PARSEC-, Tak n Linux-npusunerun.

Mopsinok ynpaeneHusi npmsunernsamu onucax B [4.16]
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4.8. BKno4yeHune 1 BbIKINKOYEeHUe MaHAaTHOro yrnpaBrneHusa 4OCTYNOM

4.8.1. Bkno4yeHne MaHAATHOrO yrnpaBrieHUs AOCTYNOM

MaHngaTHoe ynpaBneHne 4oCTynoM MOXeT ObiTb BKNHOYEHO B npouecce yctaHoBkn OC
nytTemMm Bblbopa COOTBETCTBYHOLLEIO NyHKTa nporpammbl yctaHoBkn OC.

BkntoyeHne maHgaTHOro ynpaeneHnsa Aoctynom nocne yctaHoBku OC BbINOMHAETCH
C NMOMOLLbIO MHCTPYMEHTa astra-mac-control, onucaHHoro B [16.5.32] unu rpaduyeckoi
yTmnnTbl £ly-admin-smc (CM. SIEKTPOHHYH CMpaBKy).

Mpun BKNIOYEHUN MaHAATHOrO ynpaBneHns AOCTYNoM And napameTpa KOMaHOHOW CTPOKM
agpa parsec.mac B 3arpy3dnke OC yctaHaBnmBaetcs 3HadeHme 1. [pu aTom Bce gopaboTaHHble
Ans PYHKUMOHNPOBAHMS B YCIOBUSX MaHOATHOrO ynpaBreHuUst AOCTYNOM CeTeBble CryX0Obl,
cuctemsbl IPC n cuctembl HMumanuaaumm 6yagyTt pabotatb B pexxMme MaHOaTHOro ynpasneHus
poctynoM. Takke nporpaMmmam 6yaeT AOCTynHa BO3MOXHOCTb paboTaTh ¢ pannoBbiMy o6bekTamu,

NUMEILLIMMUN HEHYNEBYHO KNaccUUKaLMOHHY METKY.

4.8.2. BbiknioyeHne MaHAATHOro yrpasreHUs 4OCTYNOM

BblkniodeHne maHgaTHOro yrnpasrneHuss AOCTYNOM uenecoobpasHo NPUMEHSATb TOMNbKO
ANs oTNnagoudHbIX uenen. BoiNoNHATL BbIKIOYEHUE B CUCTEME, BBEAEHHOW B JKCMnyaTtauuio,
He peKkoMeHAOyeTCsl, MOCKONbKY BbIKHOYEHNE MaHOATHOrO yrnpasrieHus JOCTYNOM MOXET Mpu-
BECTM K HECOrnacoBaHHOMY COCTOSIHUIO 0ObEKTOB PanfioBOM CUCTEMbI C Pa3HbIMU YPOBHAMM
KOH(pbnaeHUunanbHOCTH.

BbiknioyeHne MaHgaTHOrO yrnpasneHns 4OCTYNOM BbINOSHAETCS C NOMOLLbIO MHCTPYMEHTa
astra-mac-control, onucaHHoro B [16.5.32, unu rpadmyeckoit ytunutel £1y-admin-smc.

[Mpu BbIKMOYEHUN MaAHOATHOIO ynNpaBneHus OCTYNOM 4115 napameTpa KOMaH4HOW CTPOKM
agpa parsec.mac yCTaHaBnMBaeTcs 3HavyeHue 0.

BHUMAHMUE! lNpu BbIKNIOYEHHOM MaHOATHOM yrnpaBneHUn OOCTYNOM Cry»0Obl, KOTOpbIE
AOJSMKHbI 3anycKaTbCA Ha HEHYNEBOM YPOBHE KOH(pMAEHLManbHOCTU unm B npouecce paboThl
NOBbILLIAKOT CBOW YpOBEHb KOH(bMAeHUMansHOCTK, ByayT 3anyLwieHbl Ha HyNIeBOM YPOBHE KOH(un-
AEeHUManbHOCTU nnn He ByayT 3anyLleHbl C BbIBOAOM MHopMaumm 06 owwmbke.

Mocne BbIKNIOYEHNST MaHOATHOrO yNpaBneHnsa AOCTYNOM Ang nporpaMmm Gyaer oTknoyeHa
BO3MOXHOCTb paboTaTtb ¢ (pannosbiMM 06beKTaMn, UMEKLLUMU HEHYNEBYHO KNacCUUKALNOHHYIO
METKY.

BHUMAHMUE! OTkntoyeHne BO3MOXHOCTM paboTbl nporpamm ¢ bannoBbiMn obbekTamu,
UMEIOLLMMMN HEHYMNEBYIO KNACCU(UKALNOHHYO METKY, HE PaBHOCUIbHO yAaneHU0 Takux 06 beKToB.
dannoBble 00bEKTLI, UMEIOLNE HEHYNEBYHO KIAaCCUMPUKALMOHHYIO METKY, Nocne OTKMYEeHUs
BO3MOXHOCTU paboTbl C HAMKN cOXpaHsATCA. [JocTyn K TakuM 06bekTaM He MOXET ObITb NonyyeH

wraTHbIMK cpeactBammn OC, HO AOCTYN K HUM MOXET OblTb NOMYYEH NPU HANMMYMKN HEKOTpOnupye-
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MOro (*)VISVI‘-IeCKOFO OOCTymna K KOMNbTEPY U BO3MOXXHOCTU UCMONb30BaTb HA HEM HeLUTaTHbIe

cpeacTaa.
4.9. BKknrouyeHue U BbIKMIOYEeHne MaHOaTHOro KOHTPONSA LeNIoOCTHOCTU

BkntoyeHne MKLL moxeT 6bITb BbIMONHEHO B npouecce yctaHoBkn OC nytem BbiOOpa
nyHKTa «MaHaaTHbIN KOHTPOSb LEeNOCTHOCTUY B nporpamme yctaHoBkn OC.

BkntoveHne u BbiknoveHne MKL nocne yctaHoBkn OC BbIMOMHAETCA C MOMOLLBIO
MHCTPYMEHTa astra-mic-control, onucaHHoro B |16 8, nnn rpacduyeckon yTUnNUTbI
fly-admin-smc (CM. 3NeKTPOHHYI0 cnpaBky). Mpu BkntoveHun/BoikntoveHnn MKL|, asTtomatnye-
cku Bkrtodaetcsi/Bbikntovaetcs MKL, Ha darinooii cucteme (cm. [4.10).

Mpu BrkntoveHnn MKL onsa napameTpa KOMaHOHOW CTPOKU siipa parsec.max_ilev B
3arpy3umke OC ycTaHaBNMBaeTCHa 3HAYEeHNEe MakCMMarnbHOro YpOBHS LeNOCTHOCTU B cucteme. Mo
YMOIMYaHMUIO 3HAYEHNE MaKCUMarbHOrO YPOBHS LIENTOCTHOCTU B cUCTEME 63 (ecnuv npu BKIOYEHUM
MKL| He 6bino ykasaHo apyroe 3HayeHue, cM. [16.5.28)).

BHUMAHMUE! 'padnyecknin cepsep Xorg No ymonyaHuo paboTtaet oT UMEHN y4eTHOMN
3anucu nonb3oBaTens Ha BblAENEHHOM YPOBHE LIENOCTHOCTH 8.

Mpu BbikntoyeHnn MKL|, ona napameTpa KOMaHOHOW CTPOKM siapa parsec.max_ilev

yCTaHaBnuBaeTcs 3HayeHue 0.
4.10. MaHAaTHbLIA KOHTPOSb LIENTIOCTHOCTU Ha (panioBon cucteme

Mpu skntoveHnn MKL, cornacHo obbekTam hannoBon CUCTEMbI aBTOMaTUYECKM MpuU-
cBaumBatoTca atpubytel MKL.

Mpuceoenne atpudytoB MKLl o6bektam harnoBon CMCTEMbI OCYLLLECTBIISIETCHA B COOT-
BETCTBUWN C KOHPUrYpauNOHHbIM dpannoM /etc/parsec/fs-ilev.conf. B gaHHOM KOHQwUry-
pauMoHHOM dhansne nepedncneHbl 06bekTbl (hansioBon CUCTEMbI U UX YPOBEHb LESTOCTHOCTU B
dopmare:
<ypOBeHb_LIeJ'IOC'I‘HOC'I‘I/I> <1'IY'I‘1’:>>
rie <ypoBeHb_LIEJIOCTHOCTU> — YPOBEHb LENIOCTHOCTM ANnsi 00bekta annoBon CUCTEMBI,

YKa3aHHOIo B <nyThb>,

<nyTb> — 06beKT/06bEeKTbI PannoBOM CUCTEMbI UMW NYTb K HUM.

3HayeHus, yKasblBaeMble B KOHPUINypaLnMoHHOM (hansie B Ka4eCTBe YPOBHS LIENOCTHOCTU

<level>, npuBeaeHsl B Tabnuue [9

Tad6bnuua 9
3HayeHune OnucaHwne
<4yucIOo> OnpeneneHHbI YpoBEHb LIENOCTHOCTU, 3aaHHbIN YNCNOBLIM 3Ha4YeHnem. MoxeT
ObITb AECATUYHBIM, BOCbMEPUYHbBIM, LLIECTHAALATEPUYHBIM UMW ABOUYHBIM YACIIOM
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OkoHyaHue mabnuusi 9

3HayeHune OnuncaHue

high Tekylwimi max_ilev — MakcMManbHbIM YpoBeHb LenocTtHocTn B OC, 3agaHHbIN B
napameTpe KOMaHAHOW CTPOKM spa parsec.max_ilev

max Tekywmii max_ilev — MakcMMarnbHbIA ypoBeHb LenocTtHocTn B OC, 3agaHHbI B
napameTpe KOMaHOHOW CTPOKM siipa parsec.max_ilev

low To ke YTO 1 HyreBoOW ypoBEHb LIENOCTHOCTHU

min To ke YTO 1 HyreBOW ypoBEHb LIENOCTHOCTU

exc WrHopuposatb hann npu npoBepke LEenocTHocTh. B kayecTBe cumBona nogcrtaHoB-

KN B KOHLUE NYTU MOXHO MUCMOJib30BaTb CUMBOIJ1 «*»

Ecnn B q)a|7|ne YKa3aHbl HeCyllecTByoune 1 HeabCOomnTHbIE nyTn, TO OHN UTHOPUPYHOTCA.

KopHeBomy kaTasnory («/») ypoBeHb LleNOCTHOCTN HEe Ha3Ha4YaeTCA.

Mpnumep
KoHurypaunoHHeii pann /etc/parsec/fs-ilev.conf
exc /etc/xdg/autostart/vboxclient.desktop
exc /etc/X11/Xsession.d/98vboxadd-xclient
exc /etc/ld.so.*
exc /etc/resolv.conf
exc /root/.config/*
exc /root/.gnupg/gpg-agent.conf
max /etc
max /1lib
max /1ib64
max /1ib32
max /bin
max /sbin
max /boot
max /root
max /opt
max /srv
max /usr

Ona ynpasnenus MKL| Ha dannoBon cucrteme ncnosib3yeTca MHCTPYMEHT KOMaHOHOM
CTPOKU set-fs-ilev.

Mpumep

lMocne ycTaHOBKM HOBbIX MAKETOB, a Takke B npouecce pabotsl OC MoryT cosgaBaTtbCs

HoBble (hannbl B kKatanore /etc/, kotopbim atpndytel MKL|, aBTOMatnyeckn He npuceamBatoT-
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cq. Ytobbl npmsectn MKL channoBon cuctembl B COOTBETCTBUE KOHGUIypPaUMOHHOM dhanny
/etc/parsec/fs-ilev.conf, HEOBXOAMMO BbINOMHUTL KOMaHAY:

sudo set-fs-ilev enable

lMogpobHoe onucaHne MHCTpymMeHTa set-fs-ilev NpMBegeHO B man set-fs-ilev.

Takke gna ynpasneHna MKL|, Ha pbannoBon cucteme MOXeET UCNOoNb30BaTbCsA rpaduye-
ckas ytmnuta £ly-admin-smc (CM. 3NEKTPOHHYIO CNpaBkKy).

BeikntoyeHmne MKL| Ha charinoBor cucteme oCyLeCTBNAETCS aBTOMaTUYECKN NPU BbIKIHO-
yeHun MKL| cornacHo 4.9

[nsa obecneveHnsa coBmectumocty B OC coxpaHeH yCcTapeBLUMA UHCTPYMEHT BbIKIHOYEHUS

MKL, Ha dpannoson cucteme unset-fs-ilev.
4.11. AgmnHuctpupoBaHme OC npu BknroyeHHom MKL|

HenpueunernpoBaHHbIN NOSib30BaTeNlb MOXET BbINOSMHATL BXOA4 B CUCTEMY TOSBbKO Ha
HW3KOM YPOBHE LIeNTOCTHOCTU (COOTBETCTBYET MUHUMANbHOMY YPOBHIO LIeNocTHOCTH). Mpusunern-
pOBaHHbIV NONb30BaTeNb, NPU HaNM4YMM COOTBETCTBYHOLLEro NpaBa, MOXEeT BXOAUTb B CUCTEMY
Ha BbICOKOM YPOBHE LIeNTOCTHOCTU (COOTBETCTBYET MakCUMarbHOMY ypoBHIO LieriocTHocTu OC) n
TONMbKO ANS BbINOMHEHNA 3a4a4d no KoHgurypmuposanuio OC.

AOMUHUCTpaTOp, CO3AaHHbIN Npu yctaHoBke OC, MOXET BbINOMNHATL BXO B CUCTEMY C
BbICOKMM YPOBHEM LENTOCTHOCTU (MO YMOMNYaHUIO 63) Unn C HA3KMM YPOBHEM LieriocTHOCTU. [MNpu
rpaduyeckom Bxoge B CMCTEMY A1l TAKOro aaMUHUCTpaTopa No yMonyaHuo BbibpaH BbICOKUI
YPOBEHb LIeNOoCTHOCTU. padunyeckmin pabounin cTon Ha BbICOKOM YPOBHE LIENOCTHOCTU MMEET
KpacHbIN ¢OOH.

Mpn KOHCONBLHOM BXOA4E B CUCTEMY aAMUHUCTPATOP OOSMKEH BPYYHYIO BbICTaBNASATb YpPO-
BEHb KOHTPOSIS LLENOCTHOCTU (41151 BbICOKOro YpoBHSA — 63, Ansa Hu3koro — 0 vnu nponyctntb
AaHHbIN Lwar).

BHUMAHUE! Bxog B cuctemy npmBUIErmpoBaHHbIM nosib3oBaTenem (agMmHUCTpaTo-
pOM) HEOBXOAMM TOMNbKO AN BbIMNOMHEHNA HACTPOEK CUCTEMbI U TONBKO C BbICOKUM YPOBHEM
LenocTHocTu. [1na obbl4HOro (WTAaTHOro) pexxmuma paboTbl peKOMEHOYETCA OCYLLECTBNATL BXOA B
CUCTEMY OT MMEHU HENPUBUNENMPOBAHHOIO MOSb30BaTeNs Ha HU3KOM YPOBHE LIeNOCTHOCTMU.

BHUMAHMUE! lNpwn BknovyeHHOM B cucteme pacwumpeHHom pexnme MKLL npu Bxoge
B CECCU YPOBEHb LIENOCTHOCTU Ha3HavYaeTcs aBTOMaTU4eCKM U3 MakCuMMarbHO AOCTYMHOro

AaHHOMY Nosib30BaTento.
4.12. 3anyck cnyx6 systemd ¢ ypoBHEM LeNIOCTHOCTU U KOH(MAEHUNaNbLHOCTH

[na 3anycka cnyx6bl systemd ¢ onpegeneHHon meTkon 6e3onacHocTn Heo6xoanmMo B
KOHpUrypaumoHHoM doanne (IoHUTE) COOTBETCTBYHOLEN CNYXObl (<uMmsi_oHuUTAa>.service) B

pasgene [Service] gobasuTb criegyowmm napameTp (MeTky):
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[Service]
PDPLabel=<YpoBeHb>:<YpPOBEHb_lleJIOCTHOCTU> : <KaTeropuu>

[nsa ynpaBneHnsa loHUTaMn nonb3oBaTtesb JOSMKEH UMETb YPOBEHb LIENMOCTHOCTH, BKIOYa-
OLWKNN B cebsa ypoBEHb LIENOCTHOCTU YNpaBnaeMOoro toHUTa (3agaHHbI napameTpoMm PDPLabel,
no ymonyaHuto 0: 63). MNonbITkKM nonb3oBaTens ynpaenaTb IOHUTaMU, UMEKLIUMU YPOBEHDb Lie-
NOCTHOCTH BbILLE, YEM €ro, PErUCTPUPYIOTCH B CUCTEMHOM XXypHane.

YpoBeHb LIeNOCTHOCTN Ha3Ha4yaeTCcs TONbKO B npedenax max_ilev.

®opmat meTkn PDPLabel aHanornyeH npuHatomy B cucteme PARSEC 3a ucknioveHnem
nons TMna MeTKN — MeTKa Crybbl He MOXEeT UMEeTb JOMOMNHUTESbHbLIM aTpUbyT CyLHOCTU Ans
MaHAaTHOro ynpasneHnsa OCTyrnom (Hanuune ehole/whole Hegonyctumo). bonee nogpobHas
MHdopMaumsa o dopmate MeTKM LOCTYMHa B BbIBOAE KOMaHAbI:
pdpl-file --help

[nsa MeTkn pekomeHayeTcs UCMornb30BaTh YMCOBbIEe 0603HaYeHNS, Tak Kak npu paspeLue-
HUM UMEH MOTYT OKa3aTbCHA 3aeNCTBOBaHbI CETEBbLIE pecypcbl, Hanpumep, LDAP-kaTtanoru, 4yto
MOXET NPUBECTU K owmbkam KOHUrypauum, KOTopble CRoXHO ANarHOCTUPOBaTb.

[nsa HasHadveHus cnyxbe PARSEC-npusunerui, npusegeHHbIx B|4.7], B COOTBETCTBYOLLEM
IOHUTE (<umsi_toHUTA>.service) B pasgene [Service] fobasuTtb napameTp:
[Service]
CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK
rae JYepes npoben moryT ObiTh NnepevncrieHsl PARSEC-npusunermm.

Mocne penakTnpoBaHus kKOHUrypaunoHHoro canna cnyxbbsl HeobxogMmo nepesany-
CTUTb systemd 1 COOTBETCTBYIOLLYIO CIy>KOy, BbIMNOMHUB KOMaHAb!:
systemctl daemon-reload
systemctl restart <umsa_cnyxOwr>.service

[ns npocMoTpa MeTkM cry>6bl BbINOSTHUTL KOMaHAY:
pdpl-ps <PID>
roe  <PID> — naeHTuduKaTop Criyxosbl.

[ns npocmMoTpa ycTaHOBMNEHHbIX Ha cnyk6e PARSEC-npuBunernii BeinofHATL KOMaHAY:
pscaps <PID>
[na onpenenenus PID ncnonb3yetca komaHaa:

systemctl status <umsa_cnyxbu>.service
4.13. CeteBoe B3aumopencreue. MexaHusm privsock

B ka4yecTBe oCHOBHOro npoTokona gocrtyna k ceteson ®C ncnonbayerca npotokon SMB,
KOTOpbIV NnogAep>XuBaeT nepegadvy pacliMpeHHbIX aTpubyToB, coaepkawmx MHgpopmaumo o
MaHOaTHOM KOHTeKCTe (MeTke 6e30MacHOCTM M MaH4aTHbIX aTpmubyTax ynpaBrneHus 4oCTyrnom).

[aHHbIN MPOTOKOJT LLNPOKO pacripoCTpaHeEH " pa60TaeT B reTeporeHHbIX CeTAX (nop,,u,epx(MBaeTcsq
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pasnuMyHbIMK OMepaunoHHbIMK CUCTEMAaMI), a Takke NoaAepXXMBaEeT COOCTBEHHYIO ayTEHTUdUKA-
LUIO 1 ayTeHTUdUKaLmo ¢ ncnonb3osaHmem Kerberos.

BsaumogencTteue npu nomowmn cetesoro npotokona IPv4 (IPv6) ocywectensieTcs yepes
nporpamMmMHbIN MHTepdenc 06beKTOB OOCTYNa, ABNALWNXCH NeMeHTaMn MEXNPOLLECCHOro U
CETEBOr0 B3aMMOOENCTBUSA (HAanNnpuMep, CETEBbLIX COKETOB), KOTOpble obecneymBatoT obmMeH aax-
HbIMW MeXay npoLeccamMmu B paMkax ogHon nnu Heckornbkmux OC, oO0beaMHEHHbIX B NOKaNbHYO
BbIYMCNUTENBHYIO CEThb.

[ns nogaepXkn mMaHOaTHOro ynpasneHus AOCTYNOM B CeTeBble MakeTbl MpoToKona
IPv4 (IPv6) BHegpstoTCcs KraccudukaunmoHHble MeTkU. [lopsigok NpucBoeHnsa knaccudukaum-
OHHbIX METOK U UX popmaT COOTBETCTBYET HauuoHanbHomy ctaHgapty OCT P 58256-2018.
lMprem ceTeBbIX NakeToB nogvmnHsieTca maHaatHoelm MNP, Cnegyet oTMeTUTb, YTO MeTKa 6e3onac-
HOCTM COKeTa MOXeT MMeTb TUM, NO3BONSAIOLWUI CO34aBaTb ceTeBble Cry>0Obl, NpMHMMaloLWwme
coefvHeHus ¢ NobbIMN YPOBHAMWN CEKPETHOCTMW.

Mpn HeobxoammocTn ans obecneveHnsa LenocTHOCTK 3aronoBka |IP-nakeTos, cogepalue-
ro KnaccmukaumMoHHyo METKY, [OMyCKaeTca NpMMmeHeHne nporpammHoro cpegcrea OpenVPN.
Onucanune ncnonb3oBaHus OpenVPN npueeneHo B gokymeHte PYCBE.10015-01 95 01-1.

OTcyTCcTBME Y CYLLLHOCTU METKN Be30MacHOCTN 3KBMBASIEHTHO HYNeBon MeTke 6esonacHo-
ctn. Takum obpasom, sapo OC, B KOTOPOM BCE CyLLHOCTU U CyObEKTbI 4OCTYNa UMEIT YPOBEHb
CEKPETHOCTUN «HECEKPETHO», PYHKLUMOHUPYET aHaNorm4yHo CTaHgapTHOMY SApy onepaumoHHON
cuctemMbl cemencTaa Linux.

[Ons pspa cetebix cnyx6 (cepsepa LDAP, DNS, Kerberos u T. 4.) Heobxogmmo obecne-
YNTb BO3MOXXHOCTb UX paboTbl C KMMEHTAaMU, UMEIOLLMMM Pa3Hbl MaHOATHbIN KOHTEKCT Be3onac-
HOCTW, 6e3 BHECEHNS NBMEHEHUIN B UCXOOHbIE TEKCTbI CryXbbl. [1na npegocTtaBneHns Ha3BaHHOM
BO3MOXHOCTM B nogcucteme 6esonacHoctn PARSEC peanu3oBaH MexaHM3M 3anycka CeTeBbIX
cnyx6 ¢ ncnonb3oBaHMEM NPUBUIErMPOBAHHOIO COKeTa NSl OXXUAAHUSA BXOASLWMX COeQUHEHNN —
MexaHU3M privsock.

MexaHnam privsock npegHasHayeH ans obecneyeHnss OyHKLNOHUPOBAHWUS CUCTEMHbIX
ceTeBbIX CNyX06, He ocylecTBNALWMX 06paboTKy MHOPMaLUKN C UCNOMNb30BaHMEM MaHAATHOMO
KOHTEKCTa, HO B3aMMOLENCTBYIOLWMNX C npoueccamn, paboTarowmmm B MaHOATHOM KOHTEKCTe
cybbekTa gocrtyna.

[na ero ncnonb3oBaHMAa Npu PyHKUMOHMPOBAHNN cETEBON Cry»bbl HeoBX0aMMO OTpe-
AakTnposaTtb (hann /etc/parsec/privsock.conf, 4ob6aBuB B HEFO CTPOKY, COOEPXKALLYHO
NONHbLIA NYyTb K UCnonHaeMmomy canny cnyx6bbl. [anee npueegeH npumep CTPOKM u3 channa
/etc/parsec/privsock.conf gnsa 3anycka DNS-cepBepa ¢ MCNOMb30BaHMEM MeXaHu3ma

privsock.
Mpumep
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/usr/sbin/named

[Ons ncnonb3oBaHNa MexaHu3Ma privsock HeobxogmMmo, 4YToObl NnepemMeHHass PATH,
ncnonb3yemasi Npu 3anycke cryx0bl, cogepxxana cnegyowmun nyTb:
/usr/lib/parsec/bin

D,anee npmeegeH npumMmep 3agaHms Tpe6yeM0ro nyTtn B nepemeHHon OKpyXeHunda and

3anycka DNS-cepBepa.

Mpumep

YcTaHOBKa 3Ha4YeHNs NEPEMEHHON OKPY>XeHUSA PATH MOXET ObITb BbINofnHeHa AobaBneHu-
eMm B hann /etc/default/bind9 crneayowen CTPOKK:
PATH=/usr/lib/parsec/bin:$PATH

MogpobHoe onucaHne mexaHm3Ma privsock NpMBeeHo B man privsock.
4.14. llinna mexnpoueccHoro B3aumogeuncteus D-Bus

D-Bus no3BonsieT opraHn3oBaTtb B3aMMoaencTBmne NpoLEeCcCoB C UCMOb30BaHMEM CO06-
LWEeHUn 1 obwux WuH. Ona nepegayn coobLLeHns Mexay npoLeccoM M LLUMHOW UCNonNb3yeTcs
MEXaHN3M COKeTOB. BbloensioT ABa Tuna LUMH: CECCUMOHHbIE LWMHBI (Session bus) n cuctemHas
lWwnHa (system bus).

CeccunoHHas WnHa co3gaeTca Anst Kakaon Nonb3oBaTenbCKOM CECCUM MPU ee 3anycKe.
OHa paboTaeT ¢ MmeTkon 6e30nacHOCTM NONb3oBaTeNsi CUCTEMbI U BCE B3aMMOAENCTBYHOLLME
Yyepes Hee MPOoLECChl TaKKe NMEKT JaHHYK MeTKy 6e3zonacHocTu. Baanmogencrene npoueccos ¢
NMHOW MeTKon 6e3onacHOCTM He nponcxoauT. JononHUTENbHbIE CECCUOHHbLIE LLUMHBbI MOTYT BbIThb
CO37aHbl C UCMONb30BaHNEM YyTUNnTbl dbus-launch, KOTopas NO3BONSAET 3anyCTUTb NpoLecc
O[HOBPEMEHHO C CO31aHNEM HOBOW CECCUOHHOM LUKHbI. [1pn 3TOM nmeeTcs BO3MOXHOCTb yKasaThb,
Mcnonb3ys NepeMeHHyto DBUS_SESSION_BUS_ADDRESS, KaKyk M3 CECCUMOHHbIX LUWH AaHHbIN

npouecc 6yneT BOCNPUHMUMATb KakK CECCUOHHYH LLUNHY.

Mpumep
user@astra:~$ echo $DBUS_SESSION_BUS_ADDRESS
unix:abstract=/tmp/dbus-FMSYkkteW0, guid=2£f874cb94£fd70c984eff1d8857d24781

AHanornmyHo (PyHKUMOHMPYET CUCTEMHAs WNHA. [laHHas WnHa co3gaeTcs TONbKO B O4HOM
aksemnnape npu ctapte gemoHa D-Bus v yepes3 Hee B3anMogencTBYHOT NPOLECChl PasfnnyHbIX
YPOBHEWN.

Mogynb dbus-daemon peanuayeT U CECCUOHHbIE, U CUCTEMHYIO LUMNHbI, NO3TOMY Mexa-

HU3M MaHOAaTHOro ynpaslieHNA OOCTYMNOM UCIMOJIb3YyETCA BO BCEX LLUNHAX.

4.14.1. Buabl coobLieHnmn

D-Bus nogaepxuBaeT crneayroLwme BUabl COOOLLIEHNI:
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- method_call — BbI30B MeToaa. [lpouecc TpebyeT Bbi3oBa MeToaa, peannu3oBaHHOro
apyrum npoueccom. [JaHHoe coobLieHne MMeEET KOHKPETHOro agpecarta WU COAEpPXUT
NHopmaumo 06 NCToUHMKE COOOLLEHUS;

- method_return — Bo3Bpart. Kak npaBuno, nocre Bbl3oBa MeToAa AaHHOe coobLieHne
ncnonb3dyeTca ONd Bo3BpaTa 3Ha4vyeHus. AgpecaTtoM COOoOLLEeHUsT SBNSETCA UCTOYHUK
MCXOQHOro COOBLEHNS;

- error — owwmbka. Ecnu npu BbI3oBe npousowuna owmnbka, BMECTO BO3BpaTa MOXET
ObITb OTNpaBneHo cooblieHne 06 owmnbke. AgpecaTtomMm COOBLLEHUSA ABNAETCA NCTOYHUK
MCXOQHOro COOBLEHNS;

- signal — curHan. [laHHoe coobLeHne NMeeT NCTOYHWMK, HO, Kak NpaBuno, He nveet
KOHKPETHOro agpecara v paccbifiaeTcs LWMHOW BCeM, KTO NoanucaH Ha AaHHoe coobLleHre
(c ucnonb3oBaHnem match-punerpa). Ecnn ykazaHo umsa cnyx6bl, To coobLieHne Ha-
NpaBnsieTca TONbKO ONpeaerieHHOMY COeAMHEHWIO (T. €. NepBMYHOMY BnagenbLy AaHHOMO
cnyx6bl).

Bce coobuieHuns sisnaiTca OAHOHanpasJli€HHbIMX, MOTYT MME€Tb Ha3HaA4YeHUe, a TaKkke

MOryT nogpasymeBaTb (HO He TpeboBaTb) OTBET, Hanpumep, nocrne method_call MOXHO He

nocbinatb method_return. (DyHKLI,VIOHaJ'I oTnpaBsuUTenNa 1 nonyvyarena OormkKeH ObITb cornacoBaH.

4.14.2. Mpouecc B3aumMoaemncTB1A C LUMHOMN

Ons VILI,eHTVI(pVIKaLWIVI coeAnHEHNA Ha LWNHEe UCMOJb3YIOTCA NapaMeTpbl, NnpuBeaeHHbIE B

Tabnuue [10]

Tabnwunua 10

MapameTp OnucaHue

unique connection name (UCN) | YHUKanbHoe MMsi coeguHEHNS — NOEHTUUKATOP COeaNHEHNS

org.share.server O6wenssecTHoe umsa (cnyxba) coeamHenns. [laHHoe nms nc-

nonb3yeTcs Ans npuema CooOLLUEeHNS OT APYTUX KITMEHTOB (T. €.
NO 3TOMY UMEHUN KINUEHTbl MOTYT HAWTW AaHHbIA NpoLecc)

/org/share/server/object [aHHbIn NyTb ABNAeTCca MMmeHeM obbekTa. Kaxaas cnyxba

MOXET CO30aBaTb HECKONIbKO OOBHEKTOR

com.share.interface Nma nHtepdperica. CooTBeTCTBYET HEKOTOPOMY Habopy mMeTo-

0B (B TOM YMcCne cTaHOapTHbIM MeTof4aMm, obLwmm ans obbek-
TOB), KOTOPbIE AOIMKHbI KOPPEKTHO 0bpabaTbiBaTbCA OOHLEKTOM

GetMyName Nma metoga obbekTa nnu nHtepgenca, KoTopbl MOXHO Bbl-

3BaTb

[1na Bbi3oBa MeToga Heobxoanmo:
- yKasaTb 0OLlen3BECTHOE UMSI COeAUHEHUsI, UMSI 0ObEKTa, UMS UHTepdbelica U M
MeToaa;

- chopmupoBaTb Habop aprymMeHToB;
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- BbIMOSTHUTb BbI30B.

[na o6paboTkn pesynsraTta HeOBXOANMO MPUHATL OTBETHOE COOBLLEHNE (KOTOPOE MOXET
ObITb Kak coobLleHEM TUNa BO3BpaT, Tak U OLMOKON). Takke CyLeCcTBYHT LMPOKOBELLATENbHbIE
coobLLeHns-CUrHarnbl, KOTOpble OTNPaBNATCA NPOLECCOM Ha LUUHY, rae nepeagpecoBbiBalOTCA
BCEM COEAMHEHMAM, KOTOpPbIE Ha HEro NoAnuMcaHsbl.

Kaxgbin npouecc ans pabotbl Yyepe3 D-Bus noakntoyaeTcsa K 3afaHHOW LwuHe (npu
3TOM CO3[aeTcs YHUKanbHOe CoenHEHne ¢ MeHeM Buaa : 1. 8) ¢ ncnosnb3oBaHnem yHKLNN
dbus_bus_get (). [lpn aTOM Npu NOAKNIOYEHNUN OCYLLECTBNAETCA MeXaHU3M ayTeHTudukaumm
KNMeHTa C UCMNONb30BaHMEM AaHHbIX COKeTa. [locne 3Toro KNMeHT MoxeT paboTaTb C LWMHOW C

NCMNoNb30BaHNEM COOBLLEHWUN.

4.14.3. MNMpouecc coeANHEHUA C CUCTEMHOMN LLUHOMN

Mocne ayTeHTUdMKaUUKN KNMEHT oTnpasnseT coobuleHmne Tuna method_call Hello
cepBepy D-Bus. [lanee npoBepsieTcst BO3MOXHOCTb JOCTaBKW AAHHOMO COOBLEHMS C UCMNOSb-
30BaHMeM pdp U selinux QyHKUnK. [nsa Toro, 4tobbl D-Bus mor obpaboTtaTb AaHHbIA BbI30B
C HeHyneBbIX YPOBHEN, HeO6X0AUMO AN Hero yCTaHOBUTbL COOTBETCTBYHOLWME npusunervn. B
YaCTHOCTW, 3TO peanu3oBaHo 3a CcYeT ycTaHoBKKN npuBunermi 0x30 (Ignore Lev & Cat) Ha cnyx0y
org.freedesktop.Dbus. [laHHble NpuBMAErMn NO3BONSAOT NpoLeccam (coeanHeHnam) c bonee
BbICOKMM YPOBHEM BbINOSHATL (PYHKLMK NPOLECCOB C HU3KMM ypoBHeM (dbus), 4to He npeay-
cMaTtpuBaeT MaHAaTHoe ynpasrieHne JOCTYNOM, HO paspeluaeTcs npusunernsmm 0x30, KOTopble
no3BonstT cybbekTy (dbus) urHopmpoBaTb METKY 6GE30MAaCHOCTU COEAMHEHUS, MbITAOLErocs
BbINOMHUTbL €ro MeToA,.

Mocne atoro cbopmupyeTca oTBETHOE coobuleHne Tuna method_return, KOTOpoe BO3-
BpallaeT OTBETHbIA cTaTtyc 06 ycnewHOM co3fjaHum coeauvHeHnsa ¢ WwnHon. OgHOBpeEMEHHO
nponcxoguT yCTaHOBKa Briagenbua cnyxo6bl. Mo cnyx6or noHMMaeTcs Ms Ha LUMHE, KoTopoe
COOTBETCTBYET HEKOTOPOMY coeanHeHuto. MNpu aTom Bnagenbuamm yHuKanbHbIX UMeH (Buga : 1. 6)
MOryT ObITb TONbKO cCaMu coeguHeHus. Ecnn ncnonb3yeTcsa nonb3oBaTenbckoe UMsi, Hanpumep,
org.share.linux, TO ero BnagenbuemM MOXeT OblTb COEAUHEHNE C HEKOTOPbIM YHUKANbHbIM
nmeHeM. [lpyrne npouecchl (COOTBETCTBEHHO C APYIMMU YHUKANbHBIMU UMEHAMU COeQUHEHWIA)
Takke MOryT 3anpocuTb 4OCTYN BNageHus 4aHHbIM UMeHeM. B 3aBUCMMOCTM OT HAacCTPOEK MOXET
NPON3ONTUN KakK 3aMeHa Brnajenbua, Tak U YCTaHOBKa ero B oyepedb Ha BnageHue. [pu atom,
Korga TekyLwimi Brnagenew ocBoboanT gaHHoe MMSA (OTKIHYUTCA OT LWKHbI), BriagenbLeM CTaHeT
cnepytoLlee no CnMcKy coeguHeHne (ecnu Takue ectb). BaxxHo, 4TO UMEHHO Bnageneu, T. e. coeu-
HeHWe 1 COOTBETCTBYIOLNIA eMy npouecc, byaet obpabaTtbiBaTe agpecoBaHHOE AAaHHOMY MUMEHN
(cnyx6e) coobuweHne. B gononHeHne K OTBETY UCTOYHUKY coobLleHns method _call Hello
npoucxoant bopMupoBaHue curHana signal. D-Bus popmupyet curHan NameAquired (T.e.

ncTtodHnKom siensietca D-Bus), koTopbin coobuaeTt, yto umsa (B gaHHoM criydae UCN) nony4deHo.
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Hanee ans nonyyeHuns BrnageHusa HEKOTOPbIM NMEHEM (chbyHKUMA
dbus_bus_request_name) dopmMmupyetca coobuweHne method_call RequestName
cepsepy D-Bus. Npu aTom MoryT ncrnonb3oBatbcd crnegyouime dnaru:

- paspewmnTb 3ameHy Bnagenbua. OTHOCUTCA K AaHHOW cnyxbe — ecnu gpyroe coegu-

HeHue noTpebyeT 3amMeHNTb Briagernbua, To 3TOT dofiar paspeLlunT BbIMONIHUTL CMEHY C

y4eTOM METOK U LieNOCTHOCTH,;

- 3amMeHuTb Briagensua. Ecnu paspelueHa 3ameHa, 10 OH ByLeT 3aMeHeH y paHee co3aaH-

HOW CNnyX6bl;

- He CTaBUTb B oyepenb, ecnu Bnagesnbla Henb3s cendac 3ameHuTb. Hade gaHHoe

coeuHeHue BCTaHET B KOHeL, odepeau, 1 Korga dyayT ocBoboxaeHbl BCe Bnagenblbl —

OHO CTaHeT Bragenbuem.

Ecnn 3ameHa Bo3MOXHa, TO Bbl3blBaeTcs ApanBep-pyHKUMSA RequestName. [locne cme-
Hbl BNagenbua cnyo6bl dopmMumpyeTcsa curHan NameOwnerChanged. Nocne ocBoboxaeHust nme-

HU popMuMpyeTcs curHan NameLost.

4.14.4. O6bEeKTbl U CYyOBHEKTblI CUCTEMDI

B pamkax D-Bus obbektamun n cybbektamm ABNAKOTCA CYLLHOCTW, COMNMOCTaBIEHHbIE C
MMEeHaMn coeanHeHnn n cnyxo6 (T.e. yHMKanbHbIMW MMEHaMN N O6LEN3BECTHBIMU UMEHAMMN).
CoO0TBETCTBEHHO, KaXaoe coeanHeHe UMeeT CBOK MeTKy 6esonacHocTn. Kpome atoro, npu cosga-
HUKM CNyX6bl (NoNyyYeHns nMeHn Yepes dbus_request_name), @ TakKe CO34aHUM YHUKANBHOIO
NMEHU, NPOUCXOANT Ha3HadeHne um MeTkn 6esonacHocTn. CBegeHns o meTkax 6esonacHoOCTu
cogepxarca B xelw-tabnuue, rae KaxaoMy UMeHW COOTBETCTBYET MeTka 6e3onacHocTu. Npu ocso-
OOXAEHUN UMEHU, Korda NocrneaHn Bnageney, yXoamT u3 odepeamn Unn KImeHT oTcoegmHseTcs
OT LUWHbI, BbINOMHAETCA yaaneHne COOTBETCTBYIOLEN 3anucn Tabnuubl (MpyM MCNosib30BaHUN
LOCKED-HaCTpoWnku meTka 6e30nacHOCTU ocTaeTcs).

lMpoBepka pdp [OCTyNa OCyLLECTBSAETCS NpU Cneaywmx cobbITUsIX:

- NPUHATME peLleHnss 0 JOCTaBKe COObLLEHMSI B 3aBUCUMOCTM OT €ro Tuna;

- nony4veHve BriageHus cnyxoou;

- BbINOMNHEHUA metogos AemoHa D-Bus.

Kaxxgoe coegmHeHne nNpy cBoeM co3gaHum (NonyYeHUn YHUKanNbHOro MMeHn) nonyyaet

COOTBETCTBYIOLLYIO METKy 6e30MacHOCTM Ucxoas N3 MeTkn 6e3onacHoCTM CokeTa.

4.14.5. ANroputMm nNpoOBEPKM METOK ANA pPas3fiMYHbIX COOOLWEHUN U pPexnmoB
paboTbl
Baanmopencteume no wmHe D-Bus MoxHO pasgenuntb Ha ABa Tuna:

- coobLeHna mexay cnyxbamm n coeguHeHnamu;
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- coobueHnsa, agpecoBaHHble aemoHy D-Bus. 3aeck npeactaeneHbl crnyxebHble coob-

LLIeHNS, KOTOpble MO3BOSIAOT Noslyd4aTb MHAOPMAaUUIo O ApYrux cnyxbax n coeanHeHnax

Ha wuHe. T.e. B napameTpax COoOLLEHNS MOXET ObITb YKa3aHa 3agaHHasi cnyxba, uH-

dopMaLmio 0 KOTOPOM HEOBXOOMMO NONYYUTD.

Ona coobweHnn wmexay cnyxbamm n COeaAuHEHUSMU MCMNONb3YeTCa  PyHKUMSA
bus_pdplinux_allows_send(). [1pu wmnpokoBeLaTesibHOMW pacchiyike CUrHanoB Takke npo-
NCXOOMT NPOBEpPKa KaXXgoro coobLLeHus.

Onsa coobLeHnn, agpecoBaHHbIX  OEMOHY D-Bus, ncnonb3yeTca CHa-
yana yHKUMS bus pdplinux allows_send(). OHa onpegenaetr BO3-
MOXXHOCTb  OTMpaBKM  COOOLLUEHUS Ha D-Bus. 3aTtem BbI3blBAeTCA  PYHKUUS
bus_pdplinux service_allows_connection_to service € 3agaHHbIMXM NapameT-
pamu, KoTopasa onpeaensieT BO3MOXHOCTb BbINOSTHEHNSA TEX UIN UHbIX METOA0B.

Ons meToooB service exists, get service owner, list queued_owners,

get_connection unix_user, get_connection unix process_id,
get_adt_audit session data, get connection selinux_ security_ context,
get _connection pdplinux_security context helper, introspect,

bus_driver_handle_get_id un gOp. B 3aBUCUMOCTW OT HaCTpPOEK MNpoBepsAeTcA BO3MOX-
HOCTb AdocTyna READ (TOS_READ) K 3agaHHou cnyxbe. [Ina metoga list_queued_owners
BbIBOAATCS TONbKO Te Bragerblbl, METKA 6€30MacHOCTU COeAUHEHUSI KOTOPbIX MEHbLUE, YEM Y
CoeauHeHus1, co3gaBLlero gaHHoe coobueHme (T. e. Bbi3BaBLUEro MeToa). Hanmume npmsmnernn
MOXET pa3peLlaTb JaHHbIN BbI30B B Crlydae HeBbINOMHEHNSA NocneaHero ycnosus.

[Onsa metoga 1list_services BbIBOAUTCA MHGOPMALUSA TOMBKO NO TeEM crnyxbam, meT-
ka 6e30MacHOCTM KOTOPbIX MEHbLLIE, YEM Y COEANHEHNS, CO3aaBLUEro AaHHOe coobuieHne (T.e.
Bbl3BaBLlee MeTo). Hannuune npmBmnernn MoxeT paspellaTtb AaHHbIA BbI3OB B CllyYae HEBbINOS-
HEeHUs1 nocnegHero ycroBus.

Onsa nonyyeHna BnageHuna cnyxbom B MeTogax acquire_ service, add_owner,
swap_owner  (QYHKUMA bus_pdplinux_service_allows_connection_to_service
BbI3blBAa€TCA C YyKasaHuMem nceBgogoctyna ETOS _ADDOWNER (Ans acquire_service
ncnonb3dyercd ETOS_ADDOWNER ACQUIRE_SERVICE), KoTopas B  3aBUCUMOCTM  OT
HacTpoeKk napameTtpa KoHpurypaumm <pdplinux_allow_different owners>
(BUS_CONTEXT PDPLINUX_GET pdplinux_allow_different_ owners) NpoOBEpsieT Hanu-
yme noTeHuManbHbIX BnagenbueB B odepean ¢ METKoM 6e30MacHOCTU, OTSIMYHOM OT METKMU
©esonacHocTu cnyx6bl. Ecnn napameTp pdplinux_allow_different_owners YCTaHOBIEH,
TO BO3MOXXHO NOSyYyeHne BrageHns cnyxoon.

[Ina HenocpeacTBEHHON NPOBEPKN BO3MOXHOCTM 3aMeHbl BNaaensua cnyxobl moanduum-

poBaHa (pyHKUMS bus_service_get_allow_replacement (), KOTOpas BbINOMHAET NPOBEPKY
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LeNOCTHOCTU M He MO3BONSET NPOBOAMTL COOTBETCTBYIOLLYIO 3aMeEHY B Criyvae, ecnv LenocTHOCTb
Cny>06bl BbllLE LIENOCTHOCTM HOBOMO BriagesnbLa.

Mpn nepecblinke coobLieHnn Hapagy ¢ nonydvatenem CoobLEeHNss MOXET NPUCYTCTBOBATb
coeanHeHne eavesdroping. Npn aToM coobLueHne agpecyeTcsa He TONbKO MCTUHHOMY nosnyya-
TEnt, HO 1 NepeHanpaBnaeTcsa Ha JONONMHUTENbHOE COEANHEHNE, KOTOPOE MOXET ObITb CO34aHo,
Hanpumep, nporpammon dbus-monitor.

[Onsa kaxgoro Tuna coobLueHns gopmMupyeTcs COOTBETCTBYHOLWNMIN BMA AocTyna. Ona
method_call NpUMeHsieTcs OOCTyn exec. [Ans 3TOro cpaBHMBAKOTCA METKM 6e30macHOCTM
MCTOYHMKA COOOLLEHUS MU COOTBETCTBYIOLLEN CNYyXObl, COBNagawWen C ee TeKylum Bna-
penbuem. Ecnn meTkm 6GesonacHOCTM paBHbl, TO AOCTyn paspelwaetcs. Havye BbI3blBaeT-
ca pyHKUMA bus_pdplinux_allows_execution(), KOTopaa paspellaeTr HU3KOYPOBHEBbLIM
obbekTam 3anyck yHKuMA obbekTa BGonee BbICOKOrO YpoBHSA. Ecnm 3anyck 3anpelleH, TO
npoBepsitoTCca npuBunernn. Hanpumep, ecnn cnyxba, MeToa KOTOpoW 3arnyckaeTcs, UMeet
npusunernn 0x30, TO 3anyck paspellaeTcd. Takke CyllecTBYeT BO3MOXHOCTb 3arnycka me-
To4a, €Cnv coeauHeHue-nonyyartenb MMeeT AONOSHUTENbHbIN aTpubyT ehole B OyHKUUK
bus pdplinux allows_execution helper().

[Ons method_return, error, signal nonyyatens COOBLEHNS CYUTBIBAET AaHHbIE U3
NCTOYHUKA. Takum 06pas3oM OHM MEHSIOTCA MecTaMu (nony4dartenb sIBNAeTCs CyObekTOM, MCTOYHMK

— 06bEKTOM) 1 JOCTYN Ha3HavyaeTcsa paBHbIM read. MNpoBepka pdpl_permission().

4.14.6. NMpusnnerum npouecca dbus-daemon

YctaHoBKa npusunernn npouecca dbus—-daemon 3aBUCUT OT YCTAHOBKM napameTpa cbop-
KW ——enable-audit/--disable-audit. 310 BneyeT 3a cobon define: HAVE LIBAUDIT
(--enable-libaudit).

B cnyvae, ecnu HAVE_LIBAUDIT onpegeneH, To Bcrneacrene [opaboTkm pyHk-
umm dbus_change_to_daemon_user B daunne audit.c B TOYKY CHUTbIBAHUS MPUBWU-
nermm CAP_AUDIT WRITE pobaBneH KoA CYMTbiBaHMS PERMITTED (CAPNG_PERMITTED)
npuBuernn npouecca B nepemMeHHble dnaroB have_ cap_override, have_cap_ ptrace,
have_cap_admin (4na COOTBETCTBYIOLNX NpuBmunerui). Ecnv sHadyeHne gaHHbIX NepeMeHHbIX
true, TO NPOU3BOANTCH yCTaHOBKa CAP_DAC_OVERRIDE, CAP_SYS PTRACE, CAP_SYS ADMIN
npvsunervn ans npouecca dbus-daemon. BbinonHsaerca ana obecnedeHns BO3MOXHOCTM AOCTY-
na dbus-daemon K MMéHaM NpoOLLeCCOB.

B cnyyae, ecnu HAVE LIBAUDIT He onpegeneH (--disable-audit), TO
npoussoantca  obpabotka  dyHkuMm  dbus_change_to_daemon_user B  (panne
dbus-sysdeps-util-unix.c. [Mpn atom pobaBneH yHKUMOHAN, MO3BONSAIOWMUNA CKOMU-
poBaTb BCe MpuBuUnernun rnpouecca n3 CAP_INHERITABLE B CAP_EFFECTIVE (npu ycrosuu,
yT1o dbus 3anyuleH oT UMeHU nonb3oBaTens root). [peanonaraeTcs nonyyeHve NpuBUNErnn
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CAP_SYS_ADMIN CAP DAC_OVERRIDE CAP_SYS PTRACE AN CYMTbIBAHUS UMEHM NpoLecca.
[aHHble npuBunernn npegBapuTeribHO YCTaHaBMMBAKOTCA C WUCMNOSMb30BaHMEM systemd B
KOH(urypaumoHHom cdamnne dbus . service:
# AmbientCapabilities=CAP_SYS_ADMIN CAP_DAC_OVERRIDE CAP_SYS_PTRACE
# SecureBits=keep-caps

B HacTtosawmn momeHT napameTpbl AmbientCapabilities W SecureBits B
dbus.service 3aKOMMEHTUPOBaHbI, N Ucnonb3yeTcAa HAVE_LIBAUDIT. Takke npu ucnosb-
30BaHMM HOBOMo systemd BO3MOXHO ucnonb3oBaHne PARSEC-npuBunervn ans npouecca
dbus.socket:
CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK PARSEC_CAP_IGNMACCAT PARSEC_CAP_IGNMACLVL

4.14.7. PaclumpeHHoe yrnpaBreHue nosimTukamm
4.14.7.1. KoHcdpurypaumoHHbIn dann
OCHOBHbIMU CeKLMSIMU KOHpurypaumoHHoro ganna D-Bus system.conf gasnstoTtcs

<busconfig> (KOpHeBas cekuus), <type> u <policy>.

Mpumep
KoHurypaunoHHbii dpann wunHbl accessibility

<!DOCTYPE busconfig PUBLIC "-//freedesktop//DTD D-Bus Bus Configuration 1.0//EN"
"http://www.freedesktop.org/standards/dbus/1.0/busconfig.dtd">
<busconfig>
<type>accessibility</type>
<servicedir>/usr/share/dbus-1/accessibility-services</servicedir>
<auth>EXTERNAL</auth>

<listen>unix:tmpdir=/tmp</listen>

<policy context="default">
<!-- Allow root to connect -->
<allow user="root"/>
<!-- Allow everything to be sent -->
<allow send_destination="*" eavesdrop="true"/>
<!-- Allow everything to be received -->
<allow eavesdrop="true"/>
<!-- Allow anyone to own anything -->
<allow own="*"/>
<deny send_interface="org.ally.atspi.Text" send member="GetStringAtOffset"/>
<deny send_interface="org.ally.atspi.Text" send member="GetText"/>

<deny send_interface="org.ally.atspi.Text" send member=
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"GetTextBeforeOffset"/>

<deny send_interface="org.ally.atspi.Text" send_member="GetTextAtOffset"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetTextAfterOffset"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetCharacterAtOffset"/>

<deny send_interface="org.ally.atspi.EditableText" send member=
"SetTextContents"/>

<deny send_interface="org.ally.atspi.EditableText" send member=
"InsertText"/>

<deny send_interface="org.ally.atspi.DeviceEventListener" send member=
"NotifyEvent"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send member=
"RegisterKeystrokeListener"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send member=
"RegisterDeviceEventListener"/>

<deny send interface="org.ally.atspi.DeviceEventController" send member=
"GenerateKeyboardEvent" />

<deny send_interface="org.ally.atspi.DeviceEventController" send member=
"GenerateMouseEvent"/>

<deny send interface="org.ally.atspi.Document" send member=
"GetAttributevValue"/>

</policy>

Cekuua <policy> onpegenset nonutuky 6e3onacHocTu, KoTopasi AOMKHA NPUMEHSTLCA
K KOHKpeTHOMY Habopy noakniyeHun K wuHe. MNonutnka coctouT na npasun <allow> (pas-
peweHne) n <deny> (3anpeT). [NonnTtuka, kak npaBuso, 3agaetca And CUCTEMHOW LUWHbI U
ncnonb3yeTcsa Ansa paspeweHuns nmbo 3anpeta nepegadm coobLLEHNI.

CuctemHas WwmHa MMmeeT NONUTUKY NO YMOSYaHuIo, KOTopas 3anpeLlaet OTnpaBky CO-
obuweHnn Tuna method_call u nonyvyeHne BnageHus crnyxbamu Ha wuHe (own). OcTanbHble
AENCTBUS, B YaCTHOCTU, OTBETbI Ha coobLeHns (reply), NONyYeHNe OWNOOK (error) U CUTHANOB
(signal) N0 yMONYaHUIO B NONNTUKE pa3peLleHbl.

Taknm obpas3om, NpeanodTUTENbHEE peanun3oBbiBaTb CUCTEMHbIE CYXObl B BUae Hebonb-
LUKX, LeneBbIX NporpaMM, KoTopble paboTarlT B 04HOM npoLuecce 1 TpebytoT ogHoro obLensBect-
HOro MMeHN (MMeHU cry>0Obl) Ha WKnHe. B pesynbtaTe onga onpegeneHns NonnTUKM OCTaTOYHO

OyneT co3aath <allow>-NpaBuna Ans paspeLlleHunin Tuna own, YTobbl NO3BONUTL NpoLiEccam Co-
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3naBaTb cOBCTBEHHbIE CryXbbl, N 4o6aBUTL NapaMeTp send_destination, 4Tobbl paspewmnTb

TpaCbI/IK OT HEKOTOPbIX UJTN BCEX nosnib3oBaTtenen K JaHHbIM cny>|<6aM.

Cekummn <policy> Ha3HayaeTcs OAMH U3 YETbIpEX NapaMeTpoB:

- context — BO3MOXHble 3Ha4YeHUd: default, mandatory;

at console — BO3MOXHble 3Ha4yeHUdA: true, false;

- user — M4 NoJib3oBaTesid Ujin ero I/I}J,eHTI/I(bVIKaTOp;

- group — UMS rpynnbl U1 ee naeHTndmkaTop.

MNonutukun NPUMEHATCA K COeJnHEeHNAM B Ccrieayruiem nopdagke:

1) all context="default";

2) all group="connection’s user’s group";

3) all user="connection’s auth user";

4) all at_console="true";

5) all at_console="false";

6) all context="mandatory".

nOpﬂﬂ,OK NMPpUMEeHEeHNA NONMNTUK NSMEHAETCA B TOM Cllydae, Koraa noJiImTukn nepecekaroTcA

Mo YCNOBUSIM NpUMeHeHus1. HeCKonbko NONUTUK C TEM Ke Mornb3oBaTenemM/rpynnoin/kOHTEKCTOM

NMPUMEHAIOTCA B NopAagke X nodsrieHUd B KOHCbI/IpraLI,VIOHHOM cbal7|r|e.

BoamoxHble napameTpbl npaBuil NONUTUK NpuBeaeHbI B Tabnuue . I'Iapameprl npasun

<deny> onpegensioT Heo6XoAMMOCTb 3anpeTa yka3aHHOro B napameTpax COOGLLEHMS.

Tabnuuya 11

MapameTp

OnucaHue

send_interface

Nma nHtepgenca otnpasutens coobeHuns

send_member

Nma meToga unm curHana otnpasuTenst coobLleHns

send_error

imsa omnodkm

send _destination

B kayecTBe 3Ha4YeHUs yKkasbiBaeTCsa UMS.

[ns npaBuna <deny> napameTp O3Ha4aeT, YTO COOOLLEHUSA HE MOTYT
ObITb OTNpaBneHbl BNagenbLeM JaHHOIO MMEHW, a He JaHHOW cryxbe.
To ecTb, ecnu coeavHeHne Bnageet cnyxbamn A, B, C, n otnpaeka k A
3anpelleHa, To otnpaska k B unu C Takke byget 3anpelleHa

send_type Bo3mokHble 3HadeHud: method call, method return, signal u
error.
3agaeTt TMN UcxogsaLlero cooodLleHmns

send_path MyTb BMOa /path/name oTtrnpaButens coobLueHns

receive_interface

Nmsa nHtepdenca nonyyaTtenst coobLleHns

receive_member

Mma metoga unu curHana nony4varensa COO6LL|,eHVIFI

receive_error

Nmsa owmbku
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MNapameTp

OnuncaHue

receive_ sender

B kauecTBe 3Ha4YeHUs yKasbiBaeTcs UMS.
[ns npaBuna <deny> napaMeTp 03HaYaeT, YTO COOBLLEHNS HE MOTYT
ObITb MONy4YeHbl BNagenbLeM AaHHOrO MUMeHW, a He AaHHOW CryX0oM

receive_type

BoamoxHble 3HayeHus: method _call, method return, signal u
error.
3a,u,aeT T”hnN nojtiy4yaemoro COO6LL|,€HVIFI

receive_path

MyTb BMAa /path/name nony4varensa coobuleHus

send_requested_reply

Bo3moxHble 3HayeHus: true, false.

MapameTp paboTaeT aHanorM4yHo napameTpy eavesdrop: paspeLlaeT
mnn 3anpewaet (<allow> unm <deny>) coobLieHne, nonyYeHHoe B
KayecTBe 0Xungaemoro oteeTa (requested_reply), COOTBETCTBEHHO,
npegLwecTByeT 3TOMy cooblleHue BbizoBa MeToga (method call).
[aHHbI napamMeTp akTyaneH TONbKO 4115 OTBETHbIX COOOLEHUN (error
n method_return) U urHopupyetcs onst Apyrnx TUNoB COOBLLEHNIA.
Onsa npasuna <allow> 3HayeHue napametpa
send_requested reply="true" ABNAETCA  3Ha4YeHuem no
YMOM4YaHUIO W YyKasblBaeT Ha TO, YTO TOMbKO 3arpoLleH-
Hble OTBETbl paspelleHbl NpaBuNoM. 3HadeHne napamMeTpa
send_requested_reply="false" 0O3Ha4yaeT, YTO NpaBuUo MO3BO-
nsaet nobon OTBET, AaXe ecnv OH He oXungarcsi.

Ona npasuna <deny> 3HadeHune napameTpa
send_requested reply="false" dBngerca 3HayeHuem 1O
YMOMYaHUIO M YyKasblBaeT Ha TO, 4YTO MnpaBuro paboTaeT Torlb-
KO Korga oOTBeT He Obin 3anpouweH. 3HayeHMe napameTtpa
send_requested_reply="true" YyKa3bilBaeT Ha TO, 4YTO nNpa-
BUNo pabotaetr Bcerga, He3aBUCUMO OT COCTOSHUSA OXUAaHUA
oTBeTa

receive_requested reply

AHanornyHo napameTpy send_requested_reply

eavesdrop

Bo3moxHble 3HayeHus: true, false.

MpocnywuneaHune (Eavesdropping) BO3HUKAET, Korga npurioXxeHne nosny-
Yyaet coobuleHre, agpecoBaHHoe crnybe, KOTopon He BnageeT npuso-
XEHWe, Unn oTBeT Ha Takoe coobLueHune.

[na npaBmn <allow> 3HayeHWe napameTpa eavesdrop="true" yKa-
3blBaeT Ha TO, YTO NpaBuno ByaeT NPUMEHSITLCA AaXe KOorga OCyLUecTB-
nsieTcs npocnylwmnBaHne. 3HayeHe napameTpa eavesdrop="false"
3a4aHo Mo YyMOMYaHUIo 1 03HaYaeT, YTo NPaBuIio paspeLlaeT Te coob-
LeHnd, KOoTopble JOCTaBnalTCa TONbKO yKasaHHOMY nony4yarento.
Ona npaBun <deny> 3HadyeHWe napameTpa eavesdrop="true"
yKasblBaeT Ha TO, 4YTO npaBuno OyoeT NPUMEHSATBCA TOMbKO TO-
rga, Korga BbINOMNHSAETCA npocnyluBaHue. 3HaveHWe napameTpa
eavesdrop="false" 3a4aHO NO yMONYaHWIO N O3Ha4YaeT, YTO Nnpa-
BUNO NPUMEHAETCA BCceraa, AaXke Koraa He OoCyLeCcTBNAETCA Npocny-
LUnBaHue.

MapameTp eavesdrop MOXHO KOMOBUHMPOBATL TOMBKO C NpaBuiamMm
TMNa npuema u nepefaym (send_* N receive_*)

own

Nmsa
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OkoHyaHue mabnuusbi 11

MNapameTp Onuncanune

own_prefix B kayecTBe 3HayeHUs ykasbiBaeTCca UMs.

MpaBuno <allow own_prefix="a.b"/> NO3BONSAET BrageTb
MMEHEM a.b unM nbbiIM MMEHEM, HaYMHAKOWKUMCA C a.b, Ha-
npumep, 3TO BbINONHAETCA And a.b.c WM a.b.c.d, HO He
BbINOMHAETCA ANA a.bc WNKM a.c. AKTyanbHO, Koraa cnyxobl,
HanpumMmep, Telepathy U ReserveDevice, onpegendwT 3Ha-
yeHusi cnyxb ans noggepeBbeB OOLLEN3BECTHbIX WMEH, Hanpu-
mep: org.freedesktop.Telepathy.ConnectionManager.
<IpOU3BOJIbLHOE IIPOOOJIKEHUE> 7] org.freedesktop.
ReserveDevicel .<npou3BOJIBLHOE MNPOLOJIKEHUED>

user B kayecTBe 3HayeHUs ykasbiBaeTCa UMS Nonb3oBaTensl.
MpaBuna <deny> 03Ha4aloT, YTO OaHHbLIA NMOMbL30OBATENL HE MOXET
NOAKMIOYNTLCA K LUMHE COOOLLIEeHUI

group B kayecTBe 3Ha4YeHUs yKasbIBaETCA MMS rpynnbi.
[lecTBre napameTpa aHanorM4yHo napameTpy user

He nmeeT cmbicna 3anpewatb nonb3oBaTensa UM rpynny BHYTPU cekumm <policy>
— 3anpeT nosib3oBaTensa/rpynnbl MOXeET ObiTb TOMBKO B NOMUTUKE context="default" wunu
context="mandatory".

OTpenbHoe npasuso <deny> MOXET cogepxaTtb KOMOUMHaunun na-
pamMeTpoB. B pgaHHOM  cnydae  3anpeT  BbINOSIHSETCA  TOMbKO  ToOraa, KO-
raa BCE napameTpsbl COOTBETCTBYHOT coobLeHno. Hanpumep, npasuso
<deny send interface="foo.bar" send destination="foo.blah"/> 3anpeLia-
eT coobLleHnsa ¢ nHtepdencom foo.bar n ykazaHHbIM UMeHeEM cry0bl foo .blah.

Henb3a BkMoYaTb OAHOBPEMEHHO NapaMeTpbl send_* U receive_* B 04HO NpaBusio.

HeobxoanMo C OCTOPOXHOCTbIO MCMNOfb30oBaTb MNapaMeTpbl send interface u
receive_interface, T.K. none nHtepdenca B coodLLEHUSAX He saBnaeTca obssaTtenbHbiM. B
YaCTHOCTWU, HeNb34 yKasblBaTb <deny send_interface="org.foo.Bar"/> — gaHHoe npa-
BUNO NPUBELET K TOMY, YTO coobuieHnst 6e3 nHtepdenca dyayt 3abnokMpoBaHbl 4515 BceX Cryxo.
Bcerga Heobxoaumo ncnonb3oBaTth NpaBusio B crneayrowen opme:

<deny send_interface="org.foo.Bar" send_destination="org.foo.Service"/>

Mpumepsl:

1. <deny send_destination="org.freedesktop.Service"
send_interface="org.freedesktop.System" send member="Reboot"/>
2. <deny send destination="org.freedesktop.System"/>

3. <deny receive_sender="org.freedesktop.System"/>

4. <deny user="john"/>

5. <deny group="enemies"/>

1.7.5



69
PYCB.10015-01 97 01-1

4.14.7.2. PopMmnpoBaHMe KNUEHTCKUX MNOSIMTUK U3 NOSIUTUK LUMHbI
O6paboTtka hanna koHpuUrypauum n cumtbiBaHne pannoB HACTPOEK, B TOM Yucrie no-
NUTUK B parent. Ecnu B 06paboTymke BO3HMKAET owmnbKa, TO PyHKUMS Bo3BpawiaeT NULL u,

COOTBETCTBEHHO, HNYEro He CHNTbIBAETCA.

Mpumep
get_correct_parser ->
bus_context_new ->
bus_context_reload_config ->

include_file ->

bus_config load (const DBusString *file,
dbus_bool_t is_toplevel,
const BusConfigParser *parent,

DBusError *error)

MHnumnanumsauma obpadotynka B pyHKUMN XML,_SetElementHandler:

expat_ StartElementHandler -> bus_config parser start_element ->
start policy child -> append rule from element

Mpn aHanuse BbI30BOB (hOpMMPOBAHME MOMUTUK MPOUCXOANT Crieaytowmm obpasom:
bus_driver handle hello ? bus_connection complete
process_config every time ? Dbus_connections _reload policy
bus_connections_reload_policy unu bus_connection_complete ->
bus_context create client policy -> bus policy create client policy

OyHKUMA bus_policy create_client_policy pa3bupaeT MOMUTUKA  LUUHBI
BusPolicy * M co3gaeT BusClientPolicy* ncxoga n3 coeamHeHna DBusConnection *.
Takmm obpa3om BusPolicy * Ha ocHoBe DBusConnection *  COOTBETCTBYET

BusClientPolicy*.
4.15. CpegcTtBa ynpaBrneHuMa MmaHgaTHbimu MNP

[ns ynpaBneHus nokanbHbiIMn MaHgaTHeiMM PO ncnonbayotca cnegyowme rpadgpuye-
CKue yTUnuThbl:

- fly-fm («MeHemxep dannoB») — ynpaBneHme MaHgaTHbIMM aTpnbytamm annos;

- fly-admin-smc («YnpaBneHne nonutukon 6e3onacHoCTU») — ynpasBneHne npusm-

nervsMn U MaHgatHelMM atpubyTtamu nonb3oBartenen, pabota ¢ nonb3oBaTensmu u

rpynnamu.

Bonee nogpobHoe onucaHne yTUnuT CM. B 3NEKTPOHHOWN CrpaBKe.

[na ynpaBneHns nokaneHbIMM MaHgaTHbiMu NP B pexume KoMaH4HOM CTPOKWU UCMOrb-

3yHTCA Crieayomne NHCTPYMEHTbI:
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- pdpl-file — ynpaBneHne maHgaTHbIMM atpnbyTamu pannos, onvcaHne npmBegeHo
BE4.15.1}

- pdp-id— oTobpaxeHne MaHgaTHbIX aTpmbyToB ceccum nonb3osartens OC, onvcaHue
npveeaeHo B[4.15.2]

- pdp-init-fs — cueHapui uHMUnanusaumm maHgatHbix atpubytoB PC, onucaHue
npveeaeHo B [4.15.3;

- pdp-1s— BbIBOA aHaNornM4yHo ctaHgapTHOW KomaHae ls mHdopmaumm o davnax c
oTobpaxeHnem MaHaaTHbIX aTpubyToB, onucaHve npusedeHo B [4.15.4}

- pdpl-ps— ynpasneHne MmaHgaTtHbiM1 aTpnbyTamm nNpoLeccoB, onNnucaHue nNpmMBeaeHo
B4.15.5]

- pdpl-user— ynpaBneHue gONyCTUMbIMU YPOBHSMU KOHPMOEHUNANBHOCTU U KaTero-
puamu nonb3oBartenen OC, onucaHune npmeegeHo B 4.15.6;

- pdpl-group — ynpasreHne MeTKOWN LLeNoCTHOCTKM rpynnbl nonb3osaTtenen OC, onunca-
Hue npuseaeHo B [4.15.7]

- pdp-exec — 3anyck NpPoLeCccoB B 3afaHHOM OKpy>eHuu, onncaHune npusegeHo B4.15.8]
- sumac— 3anyck npouecca ¢ 3agaHHbIMWU MaHOATHBIMWU YPOBHEM U KaTeropmen B otaesnb-
HOW rpadmyeckon ceccum, onucaHve npusegeHo B [4.15.9;

- sumic — 3anyck npouecca Ha NOHMXKEHHOM (3aﬂ,aHHOM) YpOBHE LENToOCTHOCTU, onncaHne

npveeaeHo B 4.15.10;

- userlev — namMmeHeHue B[l ypoBHeN KOHMUAEHUNANBHOCTU, ONNUCAHUE MPUBELEHO
BA.15.11}

- usercat— nameHeHuwe b[l kateropnn KoHUAEHUMANBHOCTN, ONUCaHNE NPUBELEHO
B(4.15.12

[ns ob6ecneyeHns coBmectumocTn B OC coxpaHeHbl cnegyowme yTunnTbl KOMaHOHOW
CTPOKM Ons ynpasneHna maHgatHeivun MNPO;

- chmac — ynpaBneHne MaHgaTHbiMK aTtpubyTamu ¢annoB, onucaHue npuBeaeHo

B[4.15.13.1}

- 1sm — BbIBOA, aHaNorM4yHo ctaHg4apTHOWM KomMaHge ls, MHdopmaumn o dannax ¢

oTob6paxeHnemM MaHAaTHbIX aTpubyToB, onucaHune npueeaeHo B 4.15.13.3]

- macid — oTobpaxeHne maHaaTHbIX aTpnbyToB ceccum nonb3osatena OC, onucaHue

npveepeHo B [4.15.13.2

- psmac — ynpaBreHne MaHgaTHbIMKU aTpubyTamu NpoueccoB, onNucaHne rnpuBeaeHo

B14.15.13.4;

- usermac — ynpasreHme AoNyCTUMbIMU YPOBHAMWU KOH(PUOEHUMANBHOCTU U KaTeropmns-

Mu nonb3oBatenen OC, onucaHune npmeeaeHo B 4.15.13.9]
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- getfmac — nonyyeHne MeTok 6e3onacHocTn aiinoBbiX 0OGLEKTOB, ONUCaHWe NpuBeae-

Ho B[4.15.13.6]

- setfmac — nameHeHne Metok 6esonacHocT hannoBbix 06HLEKTOB, ONMCaHue npmee-

neHo B[4.15.13.7,

Onsa ynpasnenus mangatHeimu MNP B ENMN ncnonb3ytotca crnegyowme rpadpuyeckme
WHCTPYMEHTbI:

- web-untepenc FreelPA — ecnu passepHyTa cnyxba FreelPA;

- fly-admin-smc («YnpaBneHne nonumTnkon 6e3onacHOCTM») — eCnu pa3BepHyTa Cryx-

6a ALD.

[nsa ynpaenenma mangatHeivu MNP 8 EMNM B pexxume KOMaHOHOW CTPOKM MCNOMb3YHTCA
crnegyowme NHCTPYMEHTbI:

- ipa user-mod — ecnu pasBepHyTa cnyxba FreelPA (nogpobHas nHdopmauusa no

MCMNONb30BAHUID MHCTPYMEHTa KOMaHOHOW CTPOKM OOCTYMHbI B CNPaBOYHOW CTpaHuue

ipa help user-mod);

- ald-admin — ecnu pasBepHyTa cnyx6a ALD (nogpobHas uHdopmaumsa no wmc-

NONb30BaHUID WHCTPYMEHTa KOMaHAHOW CTPOKW AOCTYMHbI B CMPaBOYHOW CTpaHuLe

man ald-admin).

4.15.1. pdpl-file
NHCTpyMeHT KomaHAHOM CTPOkM pdpl-£file npegHasHayvyeH Ang ynpasneHus MaHgaTHbI-
MK atpmbyTtamm (MeTkor 6e30nacHOCTU, AONONMHUTENBHBIMU MaHOATHbIMK aTpubyTamu ynpaene-
HUSA OOCTYNOM M AononHuTensHeiMn atpudytamu ana MKLL) cywHocten OC.
CWHTaKCUC UHCTPYMEHTA:
pdpl-file [<napameTp>[...]]
[<ypoBeHB_KOHPUOEHIMAJTIBHOCTH> ] [ : <YypOBEHBL_1]€JIOCTHOCTH>
[ :<KaTeropus_ KOHPUIESHIIMAJILHOCTH> [ : <OOMNOJIHUTEJNbHHN aTpubyTr>]]] [<cymHOCTB> ]
YpoBeHb U KaTeropusi KOHUAEHLMaNbHOCTM MOryT ObiTb 3a4aHbl UMEHEM UNN LLECTHa-

auarepuyHbIM 3Ha4YeHNEM.
Mpumep
PekypcuBHO ansa Bcex ¢hansnioB katanora /tmp N3MEHUTb YPOBEHb HA CeXxpeTHO U KaTe-

roputo Ha Kareropusi_A (YPOBEHb U KaTeropus LOMMKHbI ObiTb onpeaeneHbl B cucteme):

pdpl-file -Rv CekpeTHo:0:KaTeropus A /tmp

[ns npucBOEHUs CyLLHOCTM OOHOBPEMEHHO BCEX KaTeropuii, KOTopble onpeaeneHs! B

cucrteMe, MOXXHO MUCMoSb3oBaTh 3Ha4YeHue -1 Ang <karTeropus_KOHQUOEHIIMATILHOCTI>.

Mpumep
pdpl-file 1:0:-1 /tmp
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[dononHutenbHble aTpubyTbl AN MaHOATHOrO ynpasneHus AOCTyrnoMm ccnr, ehole,
whole u gononHutenbHble atpubyTel ona MKL, silev n irelax MoryT O6bITb 3agaHbl 3Ha-

YeHUAMN N1 nMeHamMmm 4epes 3andTylo.

Mpumep
pdpl-file 2:0:0:ccnr /tmp

OnuncaHne napameTpoB MHCTPYMeHTa pdpl-file npuBeaeHo B Tabnuue [12

Tabnuuya 12

Onuusa Onuncaxwve

-f, --silent, -—quiet | He BbIBOANTb cooOLLIeHM 06 oLnbKax

-v, ——verbose BbiBOOMTbL guarHocTU4ecKkne coobLLeHNs ansa Kkaxgoro danna

-c, ——changes To e, YTo U ——verbose, HO cOOBLLATb TOMBLKO 06 U3MEHEHUAX

O6beanHUTbL TeKyLLyH MeTKy 6e30MacHOCTU CYLLHOCTU C yKa3aHHOW B

-u, ——unite
KadecTBe aprymeHTa

BbluecTb 13 TekyLien MeTkn 6e30nacHOCTU CYLLIHOCTM MEeTKy ©6e3onacHo-
CTW, YKa3aHHYl0 B KayecTBe aprymeHTa. Npn aTom Ons UTOroBoW MeTKu
6e30nacHOCTM 3HaYeHUs1 3a4atoTCs Mo crneayLwum npasunam:

- YpOBeHb KOH(pMAEHUMaNbHOCTU — MUHMMAarbHOE 3HaYeHne N3 TekyLlen
MeTKn 6e30MacHOCTM M YKa3aHHOW B Ka4eCTBe aprymeHTa;

- YPOBEHb LEeNIOCTHOCTU — MUHUMarnbHOEe 3HavYeHne N3 TeKyLlen MeTKn
-s, -—subtract 6e30nacHOCTM U yKasaHHOW B Ka4yecTBe aprymeHTa (4OMmKHO BbITb yka3aHo
B JECATUYHOM BUaE);

- KaTteropuu KoHpnaeHUNansHOCTU — U3 TeKyLLen MeTkn 6e3onacHoCcTu
BblYMTAIOTCH KaTeropuu, ykasaHHble B Ka4ecTBe apryMeHTa;

- JonornHuTernbHble atpubyTbl — U3 TekyLlen MeTku 6e30nacHOCTU BblYn-
TalTCA AONOMNHUTENbHbIE aTpUbyThl, yKa3aHHbIe B Ka4yecTBe aprymeHTa

-R, -—recursive MpyMeHNTb pekypcuBHO
-r, ——reverse CHavana dannbl B kKaTtanore, NOTOM KaTanor
-h, --help BbiBeCcTu cnpaBky 1 BbINTH
--version BbiBeCTM MH(popMaLnio 0 BEPCUN U BbIATU
4.15.2. pdp-id
CuHTaKcuc:

pdp-id [mapameTp:]
KomaHga pdp-id BbIBOOUT MaHOaTHble aTpubyThl ceccumn nonb3osartens OC.

MapameTpbl NpuBeaeHbl B Tabnuue [13

Tabnunua 13
Onuwms OnucaHue
-1,--level BbIBECTU TONBKO YPOBEHb KOHUAEHLMANIBHOCTM
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OkoHyaHue mabnuuei 13

Onums OnucaHue

-i,—-ilevel BblBECTM TONBbKO MaHAATHbIN ypoB€Hb LEeNmToOCTHOCTHU

-c,--categories | BblBECTM TONbKO KaTeropuio

-r,-—categories | BbiBeCcTn TONbKO ponu

[ns napameTpoB —1c BbIBOAUTb MMEHA BMECTO YMCIOBLIX 3Ha-
-n,—-—-name

YeHuin
-h,--help BbiBeCTM cnpaBky 1 BbIATU
--version BbiBeCTM MHpopmaLmio o BEpCUKN 1 BbINTU

|_|pl/l OTCYTCTBUM NapaMeTpPoOB BbIBOAUT CTPOKY TEKYLLUNX MaHOATHbIX CBOWUCTB.

Mpumep
pdp-id
YpoBeHb KOHP: CexpeTHO YpoBeHb LejyiocTHocTH: 0 KarTeropum: KarTeropus A
B aTtoMm npumepe Tekywias ceccusi nonb3oBaTend UMeeT YpoBEHb KOH(PUAEHLMANbLHOCTH

CexpeTHO, MUHUMASTbHbIN YpPOBEHb LENMOCTHOCTU U KaTeroputo Kareropus_A.

4.15.3. pdp-init-fs

CuHTakcuc:
pdp-init-f£fs

CueHapui nHnymanmsauum maHgatHbelx atpnbytoB OC pdp-init-£fs Bbi3biBAaeTCA Npu
MHULManNu3aumm n nepesanycke CUCTEMbl OS5 YCTaHOBKM KOPPEKTHbIX MaHOATHbIX aTpubyToB Ha
cucTeMHble dhannoBble 06bEKTbI (hannbl 1 kaTanoru), HadnHas ¢ kKopHs PC.

CueHapui pacnonaraertcs B katanore /usr/sbin 1 AOCTYNeH ANs NPaBKW TOMbKO agMu-
HUCTpaTopy.

BHUMAHMUE! HacTtosTenbHO He peKOMeHOYETCS BHOCUTbL M3MEHEHUS B yKa3aHHbIN cue-
Hapui 6e3 HeobxoamMmocTn. IameHeHnst TpebyoTcs TONbKO B Criyvae M3MEHEeHUS MakCUMarnbHOro

YPOBHA KOH(bI/I}J,eHLI,I/IaJ'IbHOCTI/I nnn UernocTHOCTN B CUCTEME.

4.15.4. pdp-Is

CuHTakcuc:
pdp-1ls [napamerpr] [umMmsa Qauinal

KomaHga pdp-1s BbIBOAUT aHaNOMM4yHoO cTaHgapTHOW KOMaHAe 1s MHgopmMauuio o dhan-
nax (No ymon4yaHuio — O TeKyLleM Kartarore).

Mcnonb3oBaHMe OaHHOM KOMaHAbl B LLIENOM He OTNMYaeTcsi OT MCNosb30BaHus pdp-1s,
3a VICKITIOYEHNEM CrieayroLmnx 0COB6eHHOCTEN:

- ecnu Ha channe yctaHoeneHbl ACL, TO kK HUM go6aBNsSETCS CUMBOI «+;
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- ecnu Ha ghanne ycTaHoBreHa HeHynesast metka 6esonacHoctn, To K ACL gobaensietca
CMMBOI «My;
- eCnu Ha dhanne ycTaHOBMEHbI CNNCKU pernctpauum cobbitnin, To Kk ACL gobasnsetcs
CYMBOS «av;
- OOCTyrneH napameTp -M, KOTOPbIN MOXET ObiTb UCMOMb30BaH AN NPOCMOTPa METOK

BGesonacHOCTN Ha hannoBbiX OObEKTaX.

4.15.5. pdpl-ps

CwuHTakcuc:
pdpl-ps [-nzhv] <upgeHTHUPUKATOP HpOolecca>

KomaHga pdpl-ps NO3BONSIET cYMTATb MaHAATHbIA KOHTEKCT 6e30nacHOCTM C Npouecca,
3aJaHHOro napaMmeTpom (naeHTudmkaTop npouecca).

Tonbko aOMUHUCTPATOP MOXET yCTaHaBiMBaTb U CHUTbIBATb MaHﬂaTHbIVI KOHTEKCT 6e3-
OonacHoOCTK NpPOn3BOJIbHOIO Nnpouecca, 0ObIYHbIV NONb30BaTENb MOXET TONbKO CYMUTbIBATb KOHTEKCT
C COBCTBEHHOrO npouecca, a4 3Toro napameTp AoimkeH MMeTb HyJ1ieBOE 3Ha4YeHune.

Onuuun npuseaeHbl B Tabnuue [14]

Tabnunua 14

Onuwms OnucaHue

-n, ——numeric BbiBecTu I/IH(*)OpMaLI,I/I}O O KOHTEKCTE B YNCI1IEHHOM BUOE

Ecnn meTka Ge3onacHOCTM HyrneBasi, TO 3aBepLUMTLCS C
-z, -—iszero kogom 0, MHaye 1, ecnv He yaanochb NonyyYnTb MeTky 6es-
onacHoCTM npolecca, To 74

-h, --help BbiBECTM CnpaBKy U BbINTK

--version BbiBeCTM nHpopmaunio o BEpCUnN U BbITU

4.15.6. pdpl-user
CuHTaKcuc:
pdpl-user [-dzhv [-m MHHHMAJIBHHMN :MakKCHUMaJIbHHN YPOBEHB KOHQPUOEHIIMaJIbHOCTH ]
[-i MakcuUManibHHE YPOBEHBL LIE€JIOCTHOCTH ]
[-c MuHUMAasIbHAS KaTeropus:MaKCHMasbHas Kareropus]] <mojb3oBaTeslb>
KomaHaa pdpl-user oTobpaxaeT U ycTaHaBnuBaeT LONYCTUMbIE YPOBHU KOH(pMAEHUN-
anbHOCTU U KaTeropun nonb3osatenen OC.

Onuuun npuBegeHsbl B Tabnuue [15]

Tabnwunua 15
Onuwms OnucaHue
-d, -—-delete YaanuTb CTPOKY nonb3oBaTtens u3 ganna
-Z, ——Zero O6HYNNTb 3Ha4YeHMs YPOBHEN U KaTeropun
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OkoHyaHue mabnuuei 15

Onuwms OnucaHue
-1, --levels YCTaHOBUTbL JONYCTUMbIE YPOBHU KOHDUAEHUNANBHOCTH
-i, --ilevel YCTaHOBUTb MakCMManbHbIN YPOBEHb LIENOCTHOCTH
-m, —-maclabels To xe, 4To 1 -1 (Mcnonb3yeTcsa Anst COBMECTUMOCTH)
-c, -—category YCTaHOBUTb JONYCTUMbIE KaTeropmm
-h, —-help BbiBECTM cnpaBKy U BbIATH
-v, —-version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH

Ecnu B kayecTBe napameTpa Kro4el —-m UMM —c ykasaHO OOHO 3HA4YeHWe WM OfHO

3HavYeHune C npegwecTsyrowinMm BoeTo4nem, 3To0 3Ha4eHNE MHTEPNPETUPYETCA KaK MakCuMalribHOe

3Ha4veHue, ecrim ogHO 3Ha4dYeHune C nocneayrwwmm ABoeTodHnemM — Kak MMHUMaribHoOe.

KomaHga pdpl-user npu ycnewHoMm BbINONMHEHUW BCerga BbiIBOAUT 3HAYEHUSA YCTaHOB-

JIeHHbIX OONYCTUMbIX METOK 6esonacHocCTH.

YTobbl MPOCMOTPETb TeKyLne aonyCtuMmble METKU 6e30nacHOCTHN, BbINOMHUTb KOMaHAOy

0e3 kno4ven:

pdpl-user nmonb3OBATEIb

Mpumep

pdpl-user -m YpoBeHb_ 0:YpoBeHb 3 -i 0 -c O:Kareropus 2 userl

B cUCTeMe. 3Ha4YeHUsi YpOBHEW U KaTeropuin MoryT GbiTb 3agaHbl B YNCNOBOW hopMme.

[aHHas kKomaHaa onga nonb3oBaTtend userl YCTaHOBUT:

- MWHUMarnbHbIN YpoBeHb — YpoBeHb_0(0);

- MakcuMarsbHbI YpOBEHb — YpoBeHb_3(3);

- MakcuMmarsbHbIn YPOBEHb LEeNTOCTHOCTU — MunHuManbHEM (0) ;

- MUHUMarnbHYy KaTeropmto — 0x0 (0) (6e3 kateropui);

- MakcumarnbHy0 Kateropmio — 0x2(2).

YpoBHU Ypoeens_0, YposeHb_ 3, KaTeropust Kareropusi_2 OOMKHbl ObITb onpeaeneHsl

4.15.7. pdpl-group

MHCTpYyMEHT KoMaHOHOW CTPOKM pdpl-group NO3BONSET YyCTaHABNMBATL U NpocMaTpu-

BaTb YPOBEHb LIeNTOCTHOCTY rpynnbl nons3osatenen OC (cm. 4.3.1)).

CVHTaKcUC UHCTpyMeHTa pdpl-group:

pdpl-group [mapamerp] [rpynmnal

Nmsa rpynnbl 3agaetca B TeKCToBoM chopmaTe. OnvcaHve napameTpoB MpUBEOEHO B
Tabnuue [16]
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Taobnuuya 16
MapameTp OnucaHune
-d, —--delete <rpynma> YaanuTb CTPOKY rpynnbl U3 danna
OGHYNUTb 3HaYeHWe YPOBHSA LIENOCTHOCTU
-z, ——zero <rpynmna>

rpynnbl

YCTaHOBUTbL MaKkCuUMarbHbIA YPOBEHL Lie-

-i,--ilevel <ypoOBeHBb_LEeJIOCTHOCTU> <rpymnna>
- NOCTHOCTU Ang rpynnbl

BbiBecTtun crnpaBky Mno ncnoJjib3oBaHMO WH-

-h, --help
CTPYMEHTa

BbiBeCTn MHGOpMaUnio O BEPCUN UHCTPY-
MeHTa

-v, ——version

Mpumep
|_|pl/ICBOI/ITb rpynne groupl YpPOBEHb LEJTOCTHOCTH, paBHbIIZ 63:
pdpl-group -i 63 groupl
PesyanaT BbIMNOJTHEHNA KOMaHAbI:
minimal pdpl: YpoBenb_ 0:Husxkuwi:Her:0x0
0:0:0x0:0x0
maximal pdpl: Yporenb_0:Bricokuii:HeT:0x0

0:63:0x0:0x0

4.15.8. pdp-exec

MHCTpyMeHT pdp-exec NO3BONSET agMUHUCTPATOPY 3anyckaTb NPOLECCHl B 3a4aHHOM
OKPY>XEHUN:

- MM4 nonb3osaTesns, OT UMeHU KOTOPOro 3anyckaeTcs NpoLiecc;

- MeTka 6e3onacHOCTM Npouecca;

- PARSEC-npusuneruu.

[Mpy ncnonb3oBaHUN MHCTPYMEHTA pdp-exec CreayeT yYnTbiBaTb, YTO BO3MOXEH 3arycK
npouecca 6e3 NpUMEHEHUsT MaHOATHOrO KOHTeKcTa 6e30MacHOCTM, NO3TOMY MCMNOSib30BaHME
pdp-exec OOMKHO ObITb pernaMmeHTUpoOBaHO N OrPaHNYEHO.

CWHTaKCUC MHCTPYMEHTa:
pdp-exec [napamerp|[napameTp...]] [--] [<xomanpma>] [<mapaMmeTpr 3amnycka_KOMaHOLD> ]

B cnyyae ecnun ¢ komangoun 3aaHbl NapamMeTpbl ee 3anycka, TO yKa3aHue CUMBOMOB «——»
nepen komaHgon obsizaTensHo.

OnuncaHne napaMeTpoB MHCTPYMeHTa pdp-exec NpuBeaeHo B Tabnumue
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Taobnuuya 17
MapameTp OnucaHune
—-c <IpUBHUIIETUK>, YCTaHOBUTbL NPOLIECCY YKa3aHHbIe NMPUBUIENMM B KayecTBe ag-
--capability=<npusuneruun> heKTUBHBIX (TEKYLLMX), HAacneayeMbIX U pa3peLleHHbIX

-u <HMsI_IIOJIb30BaTEJISA>,

3aI'IyCTI/ITb npouecc oT UMeHN yKa3aHHOIo nonb3oBartend
——-user=<uMA_IOoJIL30BaTEJIA>

-1 <meTka_6eszomacHoCcTH>,

YCTaHOBUTbL NPOLIECCY YKa3aHHY MeTKy 6e30macHoCTU
--label=<meTrka_6e3onacHocTu> poueccy y y y

-v, -—version BbiBeCTM NMHpopmMaLnio 0 BEpCUN U BbIATU

-h, --help BbiBeCTU cnpaBKy U BbIATH

MpuBunernn 3agaroTcs B Buae 6GUTOBOM Macku (Kak npaBuno, B LWeCTHagUaTeEPUYHOM
Bnae). CoorBeTCcTBNE OTAENBHBIX OBUTOB MNONMHOMOYMAM NPUBEOEHO B man parsec_capset, a
Takke B Tabnuue (8|

MeTka 6e3onacHoOCTM 3agaeTca B BUAE:
[<ypoBeHb_KOHPUAOEHIMATILHOCTU>] [ : <YypOBEHb_1I€JIOCTHOCTH>

[ :<xaTeropus KOHPUIOEHLMATILHOCTM>] ]

Mpumepbl:
1. Mepesanyctutb cnyxby dbus ¢ PARSEC-npusunernein PARSEC_CAP_PRIV_SOCK:
pdp-exec -c 0x100 -- /etc/init.d/dbus restart

2. 3anyctntb obornoyky bash OT uMeHW nonb3oBaTtens secretuser ¢ PARSEC-

npueunernen PARSEC_CAP_SIG u ¢ meTkon 6e3onacHoctn 1:1:

pdp-exec -c 0x40 -u secretuser -1 1:1 -- bash
Bonee nogpobHoe onucaHne pdp-exec NpMBEAEHO B man pdp-exec.

4.15.9. sumac

NHCTpyMEHT KoMaHOHOM sumac UCMNOMb3yeTcsa ANng 3anycka npowuecca ¢ 3aiaHHbIMU YPOB-
HEM U Kateropmven KoHPUOEHLUMaNbLHOCTN B OTAESbHOM rpadpuyeckon ceccum ¢ UCnonb3oBaHNeEM
BUPTYanbHOro rpadguyeckoro cepsepa Xephyr. lNonb3oBarternb MOXET 3anyckaTb MPOoLUecC TONbKO
B Npeaernax paspeLleHHbIX eMy YPOBHEN U KaTeropum.

CunHTaKcuc NHCTpyMeHTa:
sumac [<napameTp>] [<xoMaHZa>]

BHUMAHMUE! [1na 3anycka npouecca Ha ypoBHe, OTIIMYHOM OT YPOBHSA TEKYLLEN CECCUMU,
He JormKHa CToATb BNoKMpoBKa MCMONb30BaHUA sumac B rpaduyeckon ytunute £ly-admin-smc

(CM. SMnEeKTPOHHYH CrpaBKy) M Monb3oBaTento AofmkHa OblTb HasHayeHa npuBUerus

PARSEC_CAP_SUMAC (cm. [4.7).
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BHUMAHMUWE! [1ns ncnonb3oBaHna sumac npu BkrtodeHHoM MKL, Takke AomkHO BbITb
BkntovyeHo MKL, Ha dpannoson cucreme.

Ecnn ykasaHHbIN ypoBEHb KOHOUAEHUNANBHOCTY BbiLEe TEKYLLEro, T. €. NPOUCXOANT yBe-
nnUyeHne ypoBHS, TO NepeMEHHbIe OKPYXXEeHUSA HacneayTCcs OT TeKyLLero npouecca. Tekyuime
NepeMeHHbIE OKPYXXeHMs1 cobpacbiBatoTCs, YTOObI n3bexarb yTeukn MHdopmaumn. Takke npu
NOPOXAEHNN HOBOMO NpoLIeCcca 3aKpblBaOTCS BCe dpannoBble 4eCKpUNTopbl, MeTka 6e3onacHocTu
KOTOpPbIX HE COBMagaeT C yKadaHHOMW B KOMaHOHOW CTpoke. B ToM vncne 3akpbiBatoTcsa stdin,
stdout, stderr. [lepeHanpaBuUTb CTaHAAPTHbLIA BBOA M BbIBOA ANS1 HOBOrO NpoLiecca MOXHO C
NOMOLLIbIO NapaMeTpoB -i, —o, —e And stdin, stdout N stderr, COOTBETCTBEHHO.

BHUMAHMUE! 3anyck npouecca ¢ NOHMWKEHUEM YPOBHS KOH(PUAEHUMANbLHOCTU UNKN C
COKpaLlleHneM Habopa kaTeropmi KOHUOEHUNaNbLHOCTU 3anpeLleH Ans npeaoTBpaLLeHnst YyTeYKN
MHdopMaunn Ha 6onee HM3KME YPOBHU CEKPETHOCTM.

OKHO rpadnyeckoro nNpUNOXeHns, 3anyLLEeHHOro B OTAENbHON CECCUN Ha OPYrOM YPOBHE,
OyoeT MMeTb LBETHYO paMKy, LiBET KOTOPOW COOTBETCTBYET YPOBHIO KOH(pMAEHUNANBHOCTN Npu-
noxeHunsa. OnncaHne LBeToBON uMHAMKauum npueeneHo B aokymeHte PYCB.10015-01 93 01
«OnepaunoHHasa cuctema cneymnanbHoro HasHadeHust «Astra Linux Special Edition». PykoBogcteo

noJsib3oBaTena».

Mpumep
3anyck rpadm4eckoro nNpunoXeHnss xterm ¢ ypoBHEM KOH(OMAEHUMANBHOCTU 2 U KaTero-
puen KoHmaeHumanbHoCcTN Oxf££f £

sumac -1 2 -c Oxffff xterm

MapameTpbl MHCTPYMeHTa sumac npuBefeHb! B Tabnuue [18]

Tabnuuya 18

MapameTp Onucanue
-1 , --level= 3anycTutb npouecc ¢ ykazaHHbIM YPOBHEM KOHUAEHLMANBHOCTH
-c , —--category= 3anycTutb Npouecc ¢ ykazaHHOM KaTeropmen KoHnaeHUnansHoOCTH
-i , --stdin= MepeHanpaBuTb stdin 3anyLeHHOro npouecca B ykasaHHbI hann
-0 , --stdout= MepeHanpaBuTb stdout 3anyLWeHHOro npoLuecca B yKasaHHbIn chainn
-e , --stderr= MepeHanpaBuTb stderr 3anyLWEeHHOro NpoLecca B yKasaHHbIN dain
%, —-xauth MonbiTaTbca co3gaTth 3annck B . Xauthority. B cnyyae Heyaaum npepsaTtb

BbINOMHEHME NpoLecca

-h, --help BbiBeCTM cnpaBKy v BbIATU
-v, --version BbiBECTM MH(pOpMaLMO O BEPCUN U BbIATH
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4.15.10. sumic

MHCTpYMEHT sumic No3BOMseT 3anyckaTb NpoLEeCcChl Ha YPOBHE LIENOCTHOCTU HUXE, YeM
YPOBEHb LIENOCTHOCTU npouecca-poautens. [Npu aTom 3anyckaemMbln C UCNOSb30BaHMEM sumic
npouecc 6yaetr MMeTb YPOBEHb LIENOCTHOCTU He Bbllle YPOBHA LIETOCTHOCTU MUCMNOMTHAEMOro
dranna, n3 KoToporo oH 3anyuieH. Npu 3anycke npouecca ¢ NOMOLWbIO sumic 3anpeLiaercs
HacnegoBaHWe OTKPbITbIX B NpoLiecce-poguTene pecypcoB, MMEKLLNX YPOBEHb LIENOCTHOCTH,
NpeBbILWAOLLMIA YPOBEHb LIENOCTHOCTU CO34aBaeMoro npouecca. 3anyck rpamyeckon yTunnutbl ¢
NCrorb3oBaHNMeM sumic BbINOMHAETCA B U30NIMPOBaHHOM X-cepBepe.

CWHTaKCUC MHCTPYMEHTa:
sumic [mapameTrp] [--] [<komaHma>] [<mapaMeTps_3anycka_KOMaHOED> ]

OnvcaHve napaMeTpoB MHCTPYMeHTa sumic npuBeseHo B Tabnuue [19)

Tabnunua 19

MapameTp Onuncanune

YpoBeHb LeNOCTHOCTU, Ha KOTopoM ByaeT 3anylieH npouecc yka-
-i <ypoBeHb_1uernocTHOCTH> | 3@aHHOW KOMaHAbl. B criyuyae oTcytcTBUSA napameTtpa npouecc byaet
3anyLleH Ha HyrNeBOM YpPOBHE LIeNOCTHOCTU

-v, ——version BbiBeCTM MHpOpMaLINIO O BEPCUN U BBINTY

-h, --help BbiBECTM CnpaBKy W BbINTK

4.15.11. userlev

CuHTtakcuc:
userlev [-d, --delete] [-a, --add<sHaueHue>] [-r, --rename<uMma>]
[-m, --modify<sHauenue>] [-h, --help] [--version] <ypoBeHBbB>

KomaHnga userlev CryXuT gnsa npocMoTtpa n nameHeHus B bl ypoBHen KoHpuaeHuUun-
anbHocTU. [1ns1 npocMoTpa BCEX YPOBHEN KOMaHAy cnegyet 3anyckatb 6e3 napameTpoB. BHocuTb
nameHeHus B B[] ypoBHeN MOXET TOMNbKO aaMUHUCTPATOP.

Onuuun npuBegeHbl B Tabnuue [20]

Tabnwunua 20
Onuusa Onucanue
-d, --delete Ynanutb ypoBeHb 13 B[]
-a, ——add<s3HaueHue> [o6aBnTb HOBbIV ypoBeHb B B[]
-r, -—rename<HOBOE HMI> [MepevmeHoBaTb CyLLECTBYIOLNA YPOBEHD

-m, —-modify<HoBoe 3HaueHUe> N3MeHUTb 3Ha4YeHne ypoBHS

-h, —-help BbiBECTM CnpaBKy U BbINTH

--version BbiBECTM MHOPMaLNIO O BEPCUN U BbIATH
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4.15.12. usercat

CuHTakcuc:
usercat [-d, --delete] [-a, —--add<auaueHue>] [-r, --rename<umsa>]
[-m, —--modify<suauenue>] [-h, --help] [--version] [xaTeropus]

KomaHga usercat cnyxut gna npocmoTpa n nuameHenus bl kateropuin. [na npocmoT-
pa BCex KaTeropuni komaHay crnenyet 3anyckatb 6e3 napametpoB. BHocuTb nameHeHnsa B B[
KaTeropmm MOXET TONbKO aAMUHUCTPATOP.

Onuuun npuseaeHbl B Tabnuue [21]

Tabnunua 21
Onuwms OnucaHue
-d, —--delete Ypanutb kateropuio n3 b
-a, —~—add<sHaueHue> [ob6aBuTb HOBYIO KaTeropuio B b[]
-r, -——rename<HOBOEe HMS> lMepenmeHoBaTb CyLLECTBYIOLLYHO KaTEroputo

-m, --modify<uoBoe sHauenue> | MI3MEHUTb 3HAYEHME KaTeropum

-h, --help BbiBecTu cnpaBky 1 BbINTH

--version BbiBECTM MH(OPMaLINIO O BEPCUUN U BbIATH

4.15.13. YcTtapeBlwue yTunuThbl ynpasneHus madaatHeimu MNMPAO

[Ons obecnedyeHunsn comectumocTtn B OC coxpaHeH psag yTUIMT KOMaHAHOW CTPOKKU Ans
ynpasneHns maHgatHoimu MPL.

BHUMAHMUE! HactoaTtenbHO He pekoMeHAayeTCcs NPUMEeHATL ycTapeBsLume yTunuTel. [aH-
Hble YTUNNTbI He NO3BONAT paboTaTb C YPOBHAMM LIENOCTHOCTU U OTOBpaxakT MaHAaTHbIe
aTpubyThbl B hopmate, oTnndHom OT onpeaeneHHoro B OC dopmara.

4.15.13.1. chmac

CuHTakcuc:
chmac [mapamerpr] [ypoBeHb][:kaTeropus|:cneuuanocHeae aTpubytH]] [umsa @arna]

KomaHaa chmac nameHsieT maHaaTHble atpubyTel dhannos OC, KOTOpble BKNOYAOT METKY
6e3onacHOCTM 1 cneyunanbHble MaHaaTHble aTpubyTel hanna.

Onuuun npuseaeHsbl B Tabnuue [22]
Tabnuuya 22

Onums OnucaHue

-f, --silent, -—quiet | He BbIBOANTb cooOLLIEHMI 00 oLnbkax

-v, -—verbose BbiBOOUTb AnarHocTMyeckne coobLLeHns Ansa Kaxaoro danna
-c, --changes To e, YTo U ——verbose, HO coObLLaTb TOMBLKO 06 U3MEHEHUAX
-R, --recursive MpPUMEHUTb PEKYPCUBHO
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OkoHyaHue mabnuuei 22

Onumsa OnucaHue
-h, --help BbiBecTy cnpaBky v BbINTU
--version BbiBeCTM MHpopmaLnio o BEpCUN U BbITU

ypOBeHb N Kateropumnda MmoryTt ObITb 3a4aHbl UMEHEM UNK wectHaguaTtepnyHbiM 3Ha4YEeHNEM.

Mpumep

chmac -Rv CekperHo:KaTeropusi A /tmp

[aHHaa komaHOa pekypcuBHO ONA BCcex (pannos Kkatanora /tmp M3MEHUT YpOBEHb Ha
CeKpeTHO M KaTeropmio Ha Kareropusi_A (YPOBEHb U KaTeropus A0mkHbl ObITb onpeaeneHsl B
cucTteme).

CneuuanbHble aTpubyTbl MOryT ObITb 3a4aHbl 3HAYEHUEM UNN CTPOKOW CUMBOSIOB rWwXIrwX,
B KOTOPOWN N0BOMN M3 CUMBOSOB MOXET ObiTb 3aMEHEH Ha «-» AN CHATUA COOTBETCTBYHIOLLIErO

aTpubyTa.

Mpumep

chmac 0:0:rwxrwx /tmp

[aHHasa komaHga onga katanora /tmp yCTaHOBUT UrHOPUPOBaHWE YPOBHEN U KaTeropum
KOH(bMAEHUMANbHOCTN NPU BbIMNOMTHEHUN ONepauUnii YTEHUS, 3anNnCU U UCMOSTHEHUS.

Mpun 3agaHum cneumanbHbiX aTpubyTOB BMECTO rwx MOryT ObiTb MCNOMb30BaHbI Cneayto-
LLIMEe COKpaLLEHWS:

- equ — UrHOpMpOBaHME YPOBHEN U KaTeropmi KOHPUAEHLMANbHOCTU NPU BbINOSTHEHUN

onepaunin YTeHUs, 3anncu N UCMNOSTHEHUS;

- equ_w — UrHOPUPOBaHME YPOBHEW N KAaTeropmi KOHUAEHLMANBHOCTU NPU BbINOSIHEHUN

onepauun 3anucu;

- low — UrHOpPMpPOBaHWE YPOBHEN U KaTeropmi KOHPUAEHLMANbHOCTU NPU BbINOSTHEHUN

onepaunin YTEHUS N UCMOSTHEHUS.

BHUMAHUE! B HacTosiLee BpeMda UCNONb3yeTca ApyroM Habop cheuuanbHbIX aTpu-
OyToB. [laHHas yTunuta He no3BonsieT pabotatb ¢ HUMKU. CyLecTByeT COOTBETCTBME MeEXAY
cTapbiM aTpnbyToM equ (rwxrwx) U HOBbIM ehole. Takum obpasom, pasgernbHoe ynpaBneHue

crneunarnbHbIMA anI/I6yTaMI/I Bna rwxXrwx He rnpegycMmoTpeHo.

Mpumep
chmac 0:0:equ /tmp
4.15.13.2. macid

CuHTakcuc:

macid [mapamMeTpH]
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KomaHaa macid BbIBOAUT MaHOaTHble aTpubyThl ceccun nonb3oBatens OC.

Onuuun npuBegeHbl B Tabnuue .

Tabnunua 23
Onuusa OnuncaHue
-1,--level BbIBECTM TONLKO YPOBEHL KOHPUOEHUMNATIBHOCTH

-c,——categories BblBECTM TOMBKO KaTteropuio KOHCbVID,eHLI,I/IaJ'IbHOCTVI

n name ,D,J'IFI napameTpoB —1c BbIBOAUTb MUMEHa BMECTO YMUCIOBbLIX 3Ha-

YeHui
-h,--help BbIBECTM CnpaBKy U BbINTH
--version BbiBECTM MHOPMaLINIO O BEPCUN U BbIATH

Mpw OTCYTCTBUM NapaMeTPOB BbIBOAUT CTPOKY TEKYLUMX MaHAATHbIX CBOMCTB.

Mpumep
macid

YpoBeHb=2 (CekpeTHO) Kareropus=1l(Kareropus_A) IllpuBuneruun=0

B aToM npumepe TekyLiasi ceccus nonb3oBaTens UMEET YPOBEHb CEKPETHOCTU CeKpeTHO
N KaTteroputo KarTeropus_A.

4.15.13.3. Ism

CuHTakcuc:
lsm [mapameTpr] [uma ¢arnal

KomaHaa 1sm BbIBOOUT aHanorMyHo ctaHgapTHoOM KoMaHae 1s nHgopmaumo o pannax
(MO ymonyaHuio — 0 TeKyLeM KaTtanore).

Vicnonb3oBaHne JaHHOW KOMaHAbl B LIENIOM He OTNuYyaeTcs OT UCNornb3oBaHuA 1s, 3a
NCKITIOYEHMEM CrefyoLmMX 0COBEHHOCTEN:

- ecnu Ha hanne yctaHosneHsl ACL, TO K HUM go6aBnseTcst CUMBOS «+;

- ecnun Ha ghanne yctaHoBreHa HeHynesast meTka 6esonacHocTn, To K ACL gobaensietca

CUMBOI «M;

- eCnuv Ha dhanne ycTaHOBMEHbI CNCKU pernctpauum cobbitnin, To Kk ACL gobasnsetcs

CUMBON «ay;

- OOCTyrneH napameTp -M, KOTOpbIn MOXeT BbITb UCMONb3oBaHa A9 NPOCMOTPpa METOK

6e3zonacHoOCTM Ha hbannoBbIX OObEKTAX.

4.15.13.4. psmac

CuHTakcuc:
psmac [-d, --delete] [-n, --numeric] [-h, --help] [--version]

<upenTHdUKaATOP Npolecca> [MerTka 6€30macHOCTH. . . ]
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KomaH,u,a psmac Nno3BoJfideT USMEHATb UITN CHUTATb MaHﬂ,aTHbIVI KOHTEKCT 6e3onacHoCTu
Bbl6paHHOFO npouecca. Ecnun B kavecTBe apryMmeHTa He yKa3aHa MeTKa ©e3onacHoOCTU, TO KO-
MaHAa C4HUThbIBaeT MaH,D,aTHbII‘/'l KOHTEKCT C rnpouecca, 3agaHHOoro napametTpom (I/I,El,eHTI/I(*)MKaTOp
npouecca).

Ecnun aprymeHT-MeTka 6e30nacHOCTU NPUCYTCTBYET, TO KOMaHAa yCTaHaBNMBAaET 3a4aH-
Hyt0 MeTKy 6e3onacHocTu Ha npouecc. MeTka 6e3onacHOCT 3agaeTcs B BUAE:
<YpoBeHB>[ : <KaTeropuun>]
rje <YposeHb> U <KaTeropuu> MOryT ObITb 3alaHbl KaK B YNCJTEHHOM, TaK U B CUMBOJIbHOM
Buae. CnoxHble <KaTeropuun> MOryTt ObITb 3adaHbl B BUAe CrnnMcka CBOUX COCTaBnAoLWnNX.

Tonbko aaMUHUCTPATOP MOXET yCTaHaBJInBaTb N CHUTbIBATb MaHﬂaTHbIVI KOHTEKCT 6es-
OnacHOCTU NPOn3BOJIbLHOIO Nnpouecca, 0ObIYHbIV NOMNb30BaTENb MOXET TONbKO CYMUTLIBATL KOHTEKCT
C cOBCTBEHHOrO npouecca, a4 3Toro napameTp AoimkKeH MMeTb HyJieBOE 3Ha4YeHue.

Onuuun npuBeaeHbl B Tabnuue [24]

Tabnunua 24
Onuwms OnucaHue
-d, --delete O6HYNNTb MaHAAaTHbLIN KOHTEKCT 6e3onacHOCTM npoLecca

-n, -—numeric BbiBecTu I/IHCbOpMaLl,I/ﬂO O KOHTEeKCTe B YnCrieHHoOM Buge

-h, --help BbiBeCcTM cnpaBKy v BbIATH

--version BbiBeCTM MH(popMaLno 0 BEPCUN U BbIATU

4.15.13.5. usermac
CwuHTakcuc:
usermac [-dzhv [-m MUHMMAaJILHHMN YPOBEHDL:MaKCHMAJILHHN YPOBEHED ]
[-c MuUHUMalIbHAs KaTeropus:MaKCHUMaJlbHasi KaTeropusi]] oOIb30BaTeNb
KomaH,u,a usermac U3MEeHAET O0oNyCTUMblIEe YPOBHU N KaTeropmn KOHCbI/ILI,eHLI,I/IaJ'IbHOCTI/I
none3oatenen OC.

Onuuun npuBegeHbl B Tabnuue [25]

Tabnuuya 25
Onuus Onucanune
-d, --delete Ynanutb CTPOKY nonb3oBaTtend u3 dganna
-2, ——Zero OBHYNUTb 3HaYeHWNs1 YPOBHEN U KaTeropum
-1, —-levels YCTaHOBUTbL 4OMYCTUMbIE YPOBHU KOH(PMAEHLMANBHOCTH
-i, ——-ilevel YCTaHOBUTbL MakCUManbHbIA YPOBEHb LIESTOCTHOCTMU
-m, —--maclabels To Xe, 4TO U -1 (MCnonb3yeTcs ANns COBMECTUMOCTHN)
-c, -—category YCTaHOBUTb 4OMYCTMMbIE KaTeropum
-h, --help BbiBecTu cnpaBky v BbIATH
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OkoHyaHue mabnuuei 25

Onuwms OnucaHue

-v, ——version BbiBeCTM MHOpMaLMO O BEPCUN U BBINTY

Ecnn B kayecTBe napameTpa Kro4Yen -m UAM —c ykasaHo Of4HO 3Ha4yeHMe Unm ogHo
3Ha4yeHWe C NPeALEeCTBYHOLMM ABOETOYMEM, STO 3HAYEHNE MHTEPNPETUPYETCS Kak MaKcumarnbHoe
3Ha4YeHne, ecn OAHO 3Ha4YeHne C NocrneayLMM ABOETOYMEM — KaK MUHUMAanbHOE.

KomaHnga usermac npu ycnewHOM BbINOMHEHUN BCEr4a BbIBOOUT 3HAYEHUST YCTAHOBMEH-
HbIX JONYCTUMbIX METOK 6e30MacHOCTH.

YUToObl NPOCMOTPETL TEKYLLME AONYCTUMbIE METKM 6GE30MaCHOCTM, BbINOMHUTL KOMaHAYy
0e3 kno4ven:

usermac II0OJIB3OBaATEIIb

Mpumep

usermac -m HECEeKpPEeTHO:CEeKpPeTHO —-C KaTeropusi A:kaTeropusi_B userl

[laHHast kKomaHaa ansa nonb3oBaTtend userl YCTaHOBUT:

MWUHUManbHbIN YPOBEHb — HECEKPETHO,

MakcuMarsbHbIN YPOBEHb — CEKPETHO,

MUHUMAnbHYIO KaTEroputo — xaTeropus_A,

MaKCUMarbHYH KaTeroputo — xaTeropusi_B.

YPOBHU HeCeKpEeTHO, CEKPETHO U KaTeropum xkareropusi_A, kaTeropusi_B AOSMKHbI
ObITb onpegerneHbl B cucteMe. 3HavyeHnst YpoBHEN U KaTeropmin MoryT ObiTb 3aaHbl B YACITOBOW
dopwme.

4.15.13.6. getfmac

CwnHTakcuc:
getfmac [-R, --recursive] [-L, --logical] [-P, --physycal] [-n, --numeric]
[-p, —--absolute-names] [-c, --omit-header] [-s, --skip-empty]
[-h, --help] [-v, —--version] Qaine u/unm KaTasoru

KomaHga getfmac CnyxuT ansa nonyyYeHns MeTok 6e3onacHoCcTu hansioBbix 0OBHEKTOB.

NHdopmaumsa o meTkax 6€30nacHOCTM NOChINaeTcs Ha CTaHAapTHbIN BbIBOO U MOXET SABNATLCS

BXOAHbIMM JaHHbIMU AN KoMaHabl setfmac (cM. [4.15.13.7)).
Onuuun npuBeaeHbl B Tabnuue [26]

Tabnuua 26
Onums OnucaHwune
-R, ——recursive [ns nogkatanoroe pekypcuBHO
-L, --logical CnepnoBaTb NO CUMBOSIMYECKMM CCbISIKaM
-P, —-phisical He cnepoBatb N0 CMMBONMNYECKUM CCbINKam
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OkoHyaHue mabnuuei 26

Onumsa OnucaHwune

BbIBOD,I/ITb MH(*)OpMaLI,I/II'O O KOMMOHEeHTax MeTKn 6e3onacHoCTH B LI,I/I(prBOI7I
dopme
-p, ——absolute-names | ADCONIOTHbIE MMEHA

-n, ——numeric

-c, ——omit-header He nokasbiBaTb 3arorioBok (MMs cpanna)
-s, ——skip-empty MponyckaTb hannbl ¢ NycTbiMK aTpubyTamm
-h, --help BbiBecTu cnpaBky ¥ BbINTU

-v, --version BbiBeCTM MHOpMaLMIO O BEPCUN U BBINTY

4.15.13.7. setfmac
CuHTakKcuc:
setfmac [-s, --set] [-m, --modify] [-S, --set-file] [-B, --restore]
[-R, --recursive] [-L, --logical] [-P, --physical] [-h, --help]
[-v, --version] [MeTka 6ezonacrHocTu] Pammnel u/UJIM KaTaJyoOr'u
KomaHaa set fmac yctaHaBnmBaeT MeTku 6e3onacHoCcTu Ha hannbl. MeTkun 6e3onacHocTu
3afalTcHa UNu B KOMaHOHOW CTPOKe (napamMeTpbl —s, —m), unu B hanne (napametpbl -S, -B).
Mpun aTom, dhansibl MOryT BbITb COOPMUPOBaHLI C MOMOLLIBIO NepeHanpaBneHnsi BbIBO4a KOMaHAb!

getfmac (4.15.13.6).

MeTka 6e3onacHOCTM 3afaeTcs B BUAE:
<YpoBeHB>|[ :<KaTeropuu>|[ :<Tumn>] ]
roe <ypoBeHb> U <KaTeropuu> MOTyT ObiTb 3aaHbl Kak B YACITIEHHOM, Tak U1 B CUMBOJSIbHOM
Bnae. CrioxkHble <KaTeropuu> MOryT ObITb 3aaHbl B BUAE CrMcKa CBOMX COCTaBNAKOLWMX, Ha-
npumep: Tauku, CaMoOJIETHL.
TonbKo aAMUHUCTPATOP MOXET yCTaHaBNMBaTb METKN ©6e30nacHOCTU Ha channbl.
BHUMAHUE! C nomoLwbto 4aHHON KOMaHAbl HEBO3MOXHO YCTaHOBUTbL METKY 6e3onacHo-
CTW Ha pannoBbin O6BLEKT-COKET.

Onuuun npuBegeHbl B Tabnuue [27]

Tabnwunua 27
Onuus Onucaxune
s, ——set YcTaHoBUTb MeTKy 6e30MacHOCTU 13 KOMaHOHOW CTPO-
Kn
-m, -—modify M3MeHnTb MeTKy 6e30nacHOCTM U3 KOMaHOHOM CTPOKM
-S, ——set-file YcTtaHoBUTbL MeTKM 6e3onacHoOCTM 13 darna
-B, -—restore BoccTaHoBUTL MeTKK Be3onacHocTM 13 danna
-R, -—recursive [na nogkatanoros pekypcuBHO
-1, --logical CnepoBaTb MO CUMBOMNYECKMM CCbIFKaM
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OkoHyaHue mabnuusi 27

Onuwms OnucaHue
-P, —-physical He cnepoBatb N0 CMMBOMMYECKUM CChINKam
-h, --help BbiBecTu cnpaBky v BbIATU
-v, ——version BbiBeCTM MH(popMaLnio 0 BEPCUN U BbIATU

4.16. CpeactBa ynpaBreHMA NpUBUNErusaMm nosib3oBaTterien U npoueccos

[na ynpaBneHns npyBunernamun norb3oBarenen n NpoLeccoB NCNonNb3yeTca rpaduye-
ckasa ytunuta fly-admin-smc («YnpaBneHue nonutmkon 6esonacHoctny). bonee nogpobHoe
onucaHune yTUnnTbl CM. B 3NIEKTPOHHON CrnpaBkKe.

Takke ona ynpaeBrneHus NpyMBMNerMsiMu norb3oBaTtesien n NpoueccoB UCMOMb3YyHTCs
WHCTPYMEHTbI KOMaHLHOWN CTPOKU usercaps, execaps W pscaps, OnNMcaHne KoTopbIX NpUBeaeHo,

COOTBETCTBEHHO, B IZ 6. |, 4.16.21n[4.16.3]

BHUMAHMWE! YnpasneHuve npusunernsMmmn nonb3oBaTtenemn BbINOMHAETCA TONbKO agMUHK-

CTpaTtopomM C MakCumalsibHbIM YpOBHEM LIENTOCTHOCTU, YCTAHOBJTIEHHbBIM B OcC.

4.16.1. usercaps

MHCTpYMEHT KOMaHOHOW CPOKM usercaps MNO3BOMAET NpocMaTpmBaTh U yCTaHaBNUBaTb
npmeBunernn nonb3oBarenen un npegHasHadyeH anda ncnosib3oBaHnA agMUHUCTPATOPOM 4epes
MexaHn3m sudo.

CWHTaKCUC MHCTPYMEHTa usercaps:
usercaps [<napameTp>] [<nomnb3oBaTeENb> ]
usercaps [-1 <linux-npuBunerun>] [-m <PARSEC-npuBusneruu>] <mnoJjb30BaTeJb>

B kayecTBe 3Ha4YeHUN <linux-npusunerun> U <PARSEC-npuBuneruun> yKasblBaeTcs
CInoBO uinu crioBa, pas3gerneHHble 3ansaTon «,» NN ABOETOHNEM «>». Ka)KJJ,OG CINOBO MOXET ObITb
CTpOKOIZ B BEPXHEM UIN HUXKHEM PETNUCTPE UIN YNCIIOM, Nepes KOTOPbIM CTOUT 3HaK MAC «+»
UNKN 3HaK MUHYC «-». BepxHuU perncTp Ana CTpok 1 3HaK «+» A58 Yncen ycraHaBnmBaloT COOTBET-
CTBYHOLLYIO NPUBUIETUIO MOSb30BaTEN0, HUXXHUA PErMCTP U 3HaK «-» CHUMAKT COOTBETCTBYIOLLYIO
npmuBuUNernio C nNosrib3oBaTten4.

Cnuncok BO3MOXHbIX LinUX-I'IpI/IBI/IJ'IeFI/Iﬁ C Ha3BaHMAMU B CTPOKOBOM 1N YUCITOBOM BUAOE
MO>XHO BbIBECTU, BbINOJIHNB KOMaHAYy:
usercaps -L

Cnuncok Bo3aMoxHbIx PARSEC-npuBunerni ¢ HassaHMssM1M B CTPOKOBOM M YNCITOBOM BUAE
MO>XHO BbIBECTU, BbINOJIHNB KOMaHAYy:
usercaps -M

[lnsa npocmMoTpa Bcex npuBUnern nonb3oBaTens BbINOSHUTL KOMaHAY:

usercaps <MNOJIL30OBATENB>
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[lnsa npocmoTpa Linux-npueBunernin nonb3oBaTens BbiNOMHUTbL KOMaH4Y:
usercaps -L <nomep3oBaTesnb>
[na npocmoTtpa PARSEC-npuBunernin nonb3oBaTesisi BbIMOMHUTL KOMaHAY:

usercaps -M <nomb3oBaTesb>

OnvcaHve napaMeTpoB usercaps NpueeaeHo B Tabnuue 28

Tabnuua 28
MapameTp Onuncanue
-d, —-delete Yoanutb CTPOKY nonb3oBaTtend us ganna npusunerum
-z, -—Zero C6pocuTb BCe npuBMnierM1 nornb3oBaTens
-f, -—full MprcBOMTL BCE BO3MOXHbIE NPUBUNETNN NOMNb30BAaTENIO

-1 <linux-HIpuUBUIIEUN>,

, , M3meHuTb Linux-npusunerum nonb3osaTens
--linux <linux-npuBuUJIEruu>

-m <PARSEC-npuBUJIEHUN>,

NameHnTb PARSEC-npuBunernu nonb3osatens
—--parsec <PARSEC-npusunerumu> P

-1, --Linux BbIBECTM CNUCOK BO3MOXHbIX Linux-npnBmnernn

-M, --PARSEC BbiBecTn cnuncok Bo3amoxHbix PARSEC-npuBunerun

-n, -—numeric BbiBeCcTn npusunerum B WwectHaguaTepnyHomMm popmare
-h, --help BblBECTM CnpaBKy U BbINTH

-v, —--version BbiBeCTM MHpOpMaLINIO O BEPCUUN U BBINTU

OnuncaHune usercaps TakKke npmBeaeHo B man usercaps.

4.16.2. execaps

MHCTPYMEHT KOMaHOHOW CTPOKN execaps MOXET OblTb UCMOMb30BaH agMUHUCTPATOPOM
AN 3anycka npouecca ¢ 0OgHOBPEMEHHON ycTaHOBKOW BblbpaHHbIXx PARSEC-npuBunernn.

CWHTaKCUC MHCTPYMEHTa execaps:
execaps [<mapameTp>] [-c <nopuBuneruun>] [--] [<komaHpa>]

MpuBunernn 3agatoTcs B BuAe 6GUTOBOM Macku (Kak npaBuno, B LWecTHaguaTepuyHoOM
Bnae). CoorBeTCcTBUE OTAENBHBIX BUTOB NONMHOMOYMAM NPUBESEHO B man parsec_capset, a
Takxke B Tabnuue 8]

B kayecTtBe kOMaHObl MOXET ObITb 3afaHa nporpammMa C napameTpamu ee 3anycka. Ecnu
KOMaH4a 3agjaeTcs ¢ napamMeTpamu 3anycka, TO yKka3aHue CMMBOSIOB «—-» nepen KoMaHOomn

obs3aTernbHo.

Mpumep

BbIinonHnTb KOMaHAy pscaps ¢ npuBunernen 0x00008:
execaps -c 0x00008 pscaps 0

Mpouecc pscaps 3anycTUTCS ¢ 3agaHHbIMU NPUBUIETMSIMU U OTOOPA3nT NX B BbIBOAE:
00000008 00000008 00000008
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OnvcaHne OCHOBHbIX NapaMeTpoB execaps NpuBefeHo B Tabnuue 29

Tabnuuya 29
MapameTp Onmcanune
—-c <I[puBHUIIETUK>, YCTaHOBWTb NPOLIECCY YKa3aHHbIE NMPUBUNENMM B KayecTBe ag-

--capability=<npusuneruu> (peKTUBHBIX (TEKYLUMX), HAcNeayeMbIX U paspeLLleHHbIX

Bbi3BaTtb npouecc, gaxe ecnn He yaanocCb yCTaHOBUTb NpuBune-

-f, —--force
rmm
-h, --help BbiBECTM CnpaBKy 1 BbINTH
-v, —--version BbiBeCTM MHPOPMALINIO O BEPCUN U BBINTY

bornee I'IOE,pO6HO€ onncaHne execaps npmMBeaeHoO B man execaps.

4.16.3. pscaps

MHCTpYMEHT KOMaHOHOM CTPOKU pscaps MPUMEHSETCA ONS NPOCMOTpPa N YyCTaHOBKMU
PARSEC-npuBunerui npouecca.

CWHTaKCMC MHCTPYMEHTa pscaps:
pscaps <mapameTp>
pscaps <PID> [<Tekymyue MNPpUBUIIErHN> [<pa3peleHHHEe NPUBUJIErHN>

[<macnepyemrle npusunerun>]] ]
rae <PID> — maeHTudumkaTop npouecca.

Ecnn B kayecTBe napameTpa ykasaH TOMbKO uMaeHTudukaTop npouecca <PID>, TO
pscaps nokasbiBaeT Habop PARSEC-npusunerni (ykazaHHbIx B Buae GUTOBbLIX Macok npusure-
rmin) npouecca. lNpu ykasaHun B kayectBe <PID> 3HadyeHne 0 BGyaet nokasaH Habop npuBMnerni
npouecca pscaps.

Mpu ykasaHun B KOMaHge BUTOBLIX MacoK NpUBMNErnin (B AeCATUHHOM UNK WecTHagua-
TepuyHoM Buae) 6yayT nameHeHbl NpMBUNErnn npouecca pscaps. B aTom cnyyae B kadyecTtse
3Ha4YeHNsa <PID> OOMKHO BbITb yKa3aHo «0» nnu ngeHTudukaTop npouecca pscaps.

OnvcaHve napaMeTpoB pscaps npuBedeHo B Tabnuue [30]

Ta6bnuuya 30
MapameTp OnucaHue
-h, --help BbiBeCcTy cnpaBky v BbIATK
-v, --version | BbiBeCTn UHOpMaLUIO O BEPCUM U BLINTH

OnvcaHne pscaps Takke NPMBEAEHO B man pscaps.
4.17. ManHgatHoe ynpaBneHue goctynom B CYB[] PostgreSQL

B kavectBe 3awumuweHHon CYB[ B coctaBe OC ncnonb3yetca CYB[l PostgreSQL, nopa-

©oTaHHasaA B COOTBETCTBUN C Tpe6OBaHVIeM MHTEerpaunmmn c OC B yactTM maHgaTHoOro ynpasreHnsa
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AOCTYNoOM K MHopmauum n cogepxaiian peanusauuio AlM-mogenn ynpaeneHmss 4OCTYNOM 1
MHOPMAaLMOHHLIMK noTokamu. [aHHas [-mogenb onucbiBaeT BCe acnekTbl ANCKPELMOHHO-
ro, MaHgaTHOIo M POSIEBOrO yrnpaBneHust 4OCTYNOM € y4eToM 6e30nacHOCTM MHPOPMALMOHHBIX
NOTOKOB.

BHUMAHUE! [-mopenb B PostgreSQL paboTtaetr Tonbko npu HactpoeHHom B OC
MexaHn3mMe MaHAaTHOro ynpasfeHust 4OCTYMNOM.

B ocHoBe mMexaHM3Ma MaH4aTHOro ynpasreHust 4OCTYNOM NEXUT ynpasneHne 4oCTynoMm
K 3awmaemMbim pecypcam bl Ha OCHOBE nepapxnuyecknx n Hemepapxmieckmx MeToK JocTyna.
OTO NO3BOMSET peann3oBaTb MHOTOYPOBHEBYHO 3aLLMTY C 06ecnedYeHneM pasrpaHMyeHnst 4ocTyna
nonb3oBaTenen K 3awuwaemblim pecypcam B[l n ynpaBneHne notokamm nHgpopmaumn. B ka-
YeCcTBE MepapxXnYecKnx U Hemepapxmdecknx MeTOK gocTtyna npu ncrnons3osaHun CYBL B OC
ncnonbayTca MeTkn 6esonacHoctn OC.

CYB[ PostgreSQL He nmeeT coGCTBEHHOIO MeXaHM3Ma Ha3Ha4YeHUs!, XpaHEeHUst 1 MOAM-
dukaumm MeToK nonb3oBaTenen n ncnonbayeTt Ans 3Toro mexaHnamol OC.

CornacHo [lNM-mogenu B 4acTu peanuaauumn MaHgaTHOroO ynpaeneHus JOCTYynoM OOMNOSHU-
TENbHO K KrnaccnukauMoHHON METKE BBOAUTCS MOHATUE CYLLIHOCTEN-KOHTENHEPOB (CYLLHOCTEN,
KOoTopble MOryT cogepxatb gpyrue cywHocTtu). [Ans 3agaHna cnocoba gocTtyna K CyLHOCTSM
BHYTPU KOHTENHEPOB ncnonb3yetcs MmaHgaTtHbin npmusHak CCR (Container Clearance Required).
B cny4ae korga oH yCTaHOBIEH, 4OCTYN K KOHTEMHEPY M €ro COAEPKMMOMY ONnpeaensaercs ero
KnaccmndmrKaLmMoOHHON METKOW, B MPOTMBHOM Crnyyae OOCTYN K COAEePXXMMOMY pa3spelleH 6e3 yyeTa
YPOBHS KOH(PMAEHUMANBHOCTM KOHTENHEPA.

B kauecTBe rmaBHOro KOHTENHepa BbIOpaHO TabnnyHoe NPOCTPaHCTBO pg_global, KOTO-
poe co3gaeTcsa 04HO Ha knacTtep 6a3bl AaHHbIX. Takum o6pa3om, knactep ABASIETCA COBOKYMHO-
CTblo ponen, 6a3 AaHHbIX U TabnMYHbIX NPOCTPaHCTB.

BHUMAHMUE! [il-mogenb HaknaabiBaeT orpaHNYeHne Ha KnaccuuKauMOHHY0 METKY
CYLLLHOCTM: MeTKa CYLLHOCTU HEe MOXET MpeBbilaTb METKY KOHTEMHEpPA, B KOTOPOM OHa coaep-
xutca. Takmm obpasom, Ans Ha3Ha4YeHUs KnaccMguKaLMOHHbIX METOK AaHHbIM CHavana gOSTKHbI
ObITb NOCNeaoBaTeNbHO 3a4aHbl MakCUMarbHble KIacCUUKaLMOHHbIE METKU COOTBETCTBYHOLLINX
KOHTENHEePOB: Knactepa, 6a3bl AaHHbIX, TAaBNUYHOro NPOCTPAHCTBA, CXEMbI U Tabnuubl.

B pensunoHHOM Mogenun B KayecTBe CTPYKTypbl, obnagatowen metkorn 6e3onacHoCcTy,
€CTECTBEHHO BbIOpaTh KOPTEX, MOCKONbKY MMEHHO Ha 3TOM YPOBHE AeTanm3aumm OCyLLEeCTB-
nalTCca onepauun yteHnd/3anucn nHgopmauumn B CYB[. Npu 3TOM MecToM XpaHeHUs MeTKU
6e3onacHOCTM MOXeT BbITb BblIOpaH TONMbKO CaM KOPTEX — TONbKO Tak MeTka 6eszonacHocTu byaet
HepaspbIBHO CBSA3aHa C AaHHbIMK, coaepXalmmMmmcs B kopTexe. Kpome atoro, MeTka 6e3onacHoCcTH
Takke MOXeT ObITb onpegeneHa ans oobekToB B/, K KOTOPbIM NPUMEHNMBbI BUAbI AOCTYMNa Ha YTe-

HWe/3anucb AaHHbIX, @ UMEHHO: Tabnuubl U BUAbI. B 3TOM Cltydyae METKHU 6esonacHOCTN 06HLEKTOB
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pacnonaratloTca B 3anmcu CUCTEMHON Tabnuvubl, HENOCPEACTBEHHO ONMUCHIBAKOLLEN 3aLlMLLLaeMbIV
00ObEeKT.

B ka4yecTBe MHOXECTBa CyLHOCTEN (CYLLHOCTEN-OOBHEKTOB U CYLLIHOCTEN-KOHTENMHEPOB) C
3a[laHHOM Ha HEM MepapXMYECcKOn CTPYKTYPOM paccMaTpuBatoTCa Hocswme NoAo6OHbIN XapakTep
00bEKTbI peNnSAUNOHHbIX 6a3 AaHHbIX, NnpuMmeHsiemble B CYB[] PostgreSQL. Mpn aTom, nockonbky
3anucu 6a3sbl AaHHbIX coaepXaT B CBOEM COCTaBe YpOBEHb KOH(PMAEHUNANBLHOCTN, OHU paccMar-
puUBalOTCA B MOAENN B Ka4yeCcTBe OOBLEKTOB, a coaepXxalumne nx tabnuubl, COOTBETCTBEHHO, — B
KadecTBe KOHTEMHEPOB.

CuctemMHbIN KaTanor (MeTagaHHble) paccMaTpuBaeTca Kak camoctoaTensHas b, pea-
nmn3oBaHHaga ¢ nomowbio cpeacts CYB/. Mpu atom, Bce onepauum ¢ aton B[] ocyuiectensatoTcs
nmnbo ¢ NOMOLLbIO cneumanbHbIX KOHCTPYKUMIA s3blka 3anpocoB SQL, nnbo npuBunierMpoBaHHbIM
nonb3oBaTenem B creynanbHOM pexume. Takum obpa3omM, MaHAaTHOE ynpasneHne 4oCTYnoMm
npumMmeHsieTca Ko BceM obbektam BL. MeTkn 6e3onacHOCTN CUCTEMHbIX O6BEKTOB pacnonaralTcs

B 3anucsx Tabnuy, CUCTEMHOro Kartanora, HenocpeacTBeHHO OonmcbiBatoLLnX 3awmwaemMbli O6bEKT.

4.17.1. NMopanok npuMmeHeHUss MaHAATHbIX NpPaBuUn ynpaBneHusa AOCTYNnom

Tak Kak MaHgaTHoOe ynpasfieHMe AOCTYNOM MOXeT ObITb onpeaeneHo TOMNbKO ANs BU-
AOB JOCTyna Ha YTeHWe U Ha 3anucb MHdOpMaLnN, BCe MHOXECTBO onepaunn ¢ JaHHbIMU B
3awmuaeMblx obbekTax NpMBOAMTCH K HUM criegyrowmm obpasom:

- INSERT — OOCTYN Ha 3anuce;

- UPDATE, DELETE — nocriegoBaTefibHoe BbIMOfMIHEHME OCTyna Ha YTeHne 1 3anucb

MHdOpMaLnK;

- SELECT — [OCTYN Ha YTeHue.

Mpun obpawieHnn nonb3oBatensa k B[l onpegensatTcs ero AONYCTUMbIM AMana3oH Me-
TOK 1 Habop cneunanbHbIX MaHAaTHbIX aTpubyToB. Ecnu nonb3oBaTtento He NPUCBOeHa MeTKa
©e30MnacHOCTU, TO OH MNOSTy4aeT Mo YMOMYaHUIO HYNeBYHO MeTKY 6e30nacHOCTUN, COOTBETCTBYHO-
LLYIO MMHMMaNbHOMY YPOBHIO AocTyna. MakcmanbHast MmeTka 6e3onacHoCTy onpegensieTcs no
3agaHHoun npu pernctpaumm nonb3oartensa B OC. Nockonbky cepep Bl Takke MOXeET UMETb
MeTKy 6e3onacHocTu, TO ecnu MeTka 6e3o0nacHOCTM Nosb30BaTenNs NpeBbIaeT MeTKy 6e3onacHo-
CTWU cepBepa, TO Nosib3oBaTento ByayT paspelleHbl TONbKO onepaunn YteHns. Tekywasa meTka
B©esonacHOCTU nornb3oBaTens onpeaensercs No YCTaHOBNEHHOMY COEAUMHEHUI0 U MOXET OblTb
yCTaHOBMEeHa TOMbKO B Mpedenax HasHayeHHOro emy AuanasoHa MaHOaTHbIX aTpubyToB npu
HanMyYun COOTBETCTBYIOLLEN NPUBUNETNN.

MpumeHeHne maHaaTHbIX MNP ocywecTBnaeTca Ha ypoBHe goctyna k obbektam B 1 Ha
YPOBHe 4OCTYyMna HEMOCPEACTBEHHO K JaHHbIM (Ha ypoBHE 3anucemn).

lMpoBepka MaHAaTHbIX NpaB AOCTyna K 06bekTam OCyLLeCTBNAETCA OOHOBPEMEHHO C

NPOBEPKOWN ANCKPELIMOHHbIX NpaB AOCTYyMNa K HAM, nocne pa3bopa 1 NOCTPOEHUs MrlaHa 3anpoca,
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HEenOCpeACTBEHHO nepep ero BbiMNONIHEHNEM, KOrga onpeaeneHsl Bce Heobxoammble aAng npoBep-
K1 JaHHble N npoBepsieMble 06bekTbl. Takum obpasom, 4OCTYN NpefoCTaBsSeTCa TOMNbKO Mpu
OOHOBPEMEHHOM CaHKLUMOHUPOBAHUN ANCKpeunoHHbimu MNP,

lMpoBepka MaHAaTHbIX NpaB 4OCTyNa K 3anucsam Tabnuu, ocyLecTBRseTcs B npoLecce
BbINOMIHEHWNS 3anpoca Npu NocneaoBaTenbHOM UM MHOEKCHOM CKaHMPOBAHUW OAHHbIX.

Bce 3anucu, nomewaemsle B Tabnuubl, A5 KOTOPbIX YCTAHOBMIEHA 3alUmMTa Ha YPOBHEe
3anucen, HacneayroT TekyLyto MeTKy 6e3onacHocTu nonb3oBatens. OGHoBNSeMble 3anMcu co-
XPaHAT CBOK MEeTKy ©6e3onacHOCTU npwu nameHeHun. [ocTyn K CyLeCTBYHOLWUM 3ancam U
BO3MOXHOCTb MX OBHOBNEHMSA 1 yaaneHus onpeaensatoTcs YCTaHOBEHHbIMWM MaHAATHBIMU NpaBu-
namu.

Ana agmuHncTpatopa b npeaycMoTpeHbl CMCTEMHbIE NPUBUNETNN UTHOPUPOBAHNSA MaH-
AaTHOro ynpasneHns OOCTYNOM, TOMbKO TakuM o6pa3omM MOXHO NPOU3BOAUTbL pernameHTHbIe
paboTbl ¢ B[] (Hanpumep, BOCCTAHOBIIEHNE Pe3epPBHON KOMUM), T. K. 9TO TpebyeT yCTaHOBKN METOK
AaHHbIX, COXpPaHEHHbIX paHee.

[ns HacTponkn paboTbl cepBepa B YCNOBUAX MaHOATHOrO yrnpaBrieHUs OOCTYNOM Cy-
LLeCTBYET psig KOH(PUrypaunoHHbIX NapamMeTpoB, YKasblBaeMblX B KOHUrypaunoHHoM canne

postgresql.conf KOHKPETHOrO KnacTepa AaHHbIX (Tabnuua [31).

Taobnuuya 31

MapameTp Onuncanue

Onpepensert, 6yget nu cepeep CYB[L gononHnTensHO ncnonb3o-
BaTb CBO MeTKy 6e3onacHocTu (MeTKy Ge3onacHoOCTM npouecca,
Hanpumep Ha3Ha4Yaemylo napameTpoMm PDPLabel, CM. npu
onpeaeneHun npae nonb3oBatens Ha AobaBnexHve, yaaneHme u
N3MeHeHne JaHHbIX U HeT. Ecnu aToT napameTp yCcTaHOBMNEH
B FALSE, TO MeTka 6e3onacHOCTK cepBepa Mcnonb3yerca ans
onokupoeku gobaeneHusi B Bl nHgpopmaumm ¢ metkon 6esonac-
HOCTK, NpeBbilatoLlen MeTky 6esonacHocTn cepsepa. Ecnu atot
napameTp yCTaHoBreH B TRUE, TO MeTka ©6e3onacHOCTM cepBepa
He yuMTbIBaeTCA

ac_ignore_server_maclabel

Onpepengert, 6ynet nu cepeep CYB[ ucnonb3oBatb MeTKy 6e3-
OnacHOCTM Bxogsulero coegmHeHnsi. Ecnn aTtoT napameTtp ycta-
HOBMNeH B FALSE, TO MeTka 6e30nacHOCTM BXOOSLLEro CoOeanHe-
HUSA ByOoeT yunTbiBaTbCA NMpU OnNpeaeneHnn MakcumarnbHOW Jo-
CTYNHOM METKM ©e30MacHOCTM CECCUM, U MOCIEe MNOAKITHYEHNS
OyneTt [ocTynHa ToNbKo MHAOpMaLUmMs ¢ MeTKon 6e30nacHoCTMH,
He npeBblWwarLen MeTky 6e30NacHOCTM BXOOSLLErO COeANHEHUS.
Mpun ycTaHoBKe 3TOro napameTpa B TRUE MeTkn 6e3onacHOCTM ce-
aHca GyayT onpeaenaTbCsi MakCMMarlbHOM MeTKON 6e30nacHOCTH
none3osartend, nony4yeHHon ns OC

ac_ignore_socket_maclabel
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lNpodomxkeHue mabnuupkl 31

MapameTp OnuncaHue

Ob6ecneunBaeT BO3MOXHOCTb paboTbl ¢ 6a30i Npu OTKITHOYEH-
HOM MaHOaTHOM ynpaereHun goctynom. Ecnv gaHHbIn napa-
METP YCTaHOBIMEH B 3Ha4YeHue TRUE, TO MaHAaTHble aTpubyThl
nonb3oBaTens He 3anpalwmBalroTcs, MeTka Ge3onacHoCTu cec-
CUN YCTaHaBNUBAETCS HYNEBOW BHE 3aBUCMMOCTM OT 3HAYEHUS
ac_ignore_socket_maclabel. MeTka 6e3onacHOCTU cepBe-
pa NpUHUMAaETCS HyJNIEBOW BHE 3aBUCMMOCTM OT 3Ha4YeHus napa-
MeTpa ac_ignore_server_maclabel

ac_ignore _maclabel

OnpepgenseTt, MOryT N BnagenbLbl 06bEKTOB Ha3Ha4aTb nNpasa
Ha JOCTYyN K HUM Apyrum nonb3oBatenam. Ecnun atoT napameTp
yCTaHOBINEH B 3Ha4yeHne FALSE, TO NpaBo HasHa4yaTb npasa Ha
Aoctyn Kk nobbiM obbektam B[] MMeloT TonbKko cynepnonb3oBaTe-
ac_enable_trusted_owner nun. 3To NpefoTBpaLlaeT HEKOHTPONMpyeMoe pacnpocTpaHeHme
npas Ha A4ocTyn K nHopmMauuun. Ecnm aToT napameTp ycTaHoB-
neH B TRUE, TO, KpOMe cynepronb3oBaTtenei, Kaxabli BnageneL,
obbekTa MOXeT Ha3HavaTb nNpaBa Ha OOCTYN nonb3oBaTenen K
«CBOEMY» 0OBbEKTY

Onpepnenset, MOryT nvM ponu nepegaesatb MNpaBa Ha AOCTynN
C NapameTpoM WITH GRANT OPTIONS papyrum ponam. Ec-
M ac_allow_grant_options ycTtaHoBneH B FALSE, TO
3anpeLllaeTca MCnonb3oBaTb KOoMaHAy GRANT C npuBuneru-
ac_enable grant options e WITH GRANT OPTION. Ecnu y ponu ectb npusuneruns
GRANT OPTIONS M ac_allow_grant_options = false, TO
nepegada npas goctyna ApYruM ponsaM Takke 3anpeliaeTtcs.
N3bsatue (REVOKE) npuBunernm GRANT OPTIONS paspeluaeTcs
Bcerga

OnpepgenseTt, MOryT nu ponu nepegaeartb MpaBo YIIEHCTBA po-
nu gpyrum ponam. Ecnn ac_allow_admin_options yCTaHOB-
JieH B FALSE, TO 3anpeLlaeTcsa UCrnonb3oBatb GRANT ¢ nNpuBu-
nerven WITH ADMIN OPTION. Ecnu y ponu ecTb npuBmunerus
ADMIN OPTIONS M ac_allow_admin_ options = false, TO
nepegadya npas YreHCTBa OpPYrMM pondaMm Takke 3anpeLlaeTcs.
N3bsaTue (REVOKE) npusunern ADMIN OPTION paspellaetcs
Bcerga

ac_enable admin_options

BrnokupyeT (FALSE) unu pasdnoknpyeT (TRUE) BO3MOXHOCTb Bbl-

ac_enable truncate
- - MonHeHnst KomaHabl TRUNCATE

Mpwu ycTaHoBKe 3TOro napameTpa B TRUE pa3peLuaeTcs Ucnorsb-
3o0BaHue npusHaka CCR gns nocnepoBartenbHOCTEN aHaNorm4yHo
Tabnmuam 1 Bugam, B NpPOTMBHOM criydae npusHak CCR ans
nocrieqoBaTeNlbHOCTEN CHUTAETCS BCErda YCTaHOBMEHHbIM

ac_enable_ sequence_ccr

Ecnuv napametp koHdurypaumm yctaHoBrneH B TRUE, paspeluaeT-
ac_enable dblink mac cs ucnornb3oBaHue dblink u BHEWHUX Tabnuy, FOREIGN TABLE
B YCNOBUAX MaHOATHOIO yrnpaBreHUa OOCTYNoMm

Ecnn napametp koHdurypaumm yctaHosneH B TRUE, paspeLua-
eTcs aBToMaTnyeckas yCTaHOBKa METOK KOHTeNHepoB. lNpume-
HAETCA NPU BOCCTAHOBMEHUN PE3EPBHbIX KOMUIA, CO3AaHHbIX B
npeabligywmx sBepcusax CYB[

ac_auto_adjust_macs
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OkoHyaHue mabnuuei 31

MapameTp Onuncanue

Brnokupyet (FALSE) unu pasbnokupyeT (TRUE) BO3MOXHOCTb Bbl-
ac_enable_copy_to_file NOrHeHNst KomaHabl COPY C BbIBOAOM pesyrnbraToB B ann, Ao-
CTynHbIN cepBepy CYB[

Bpemsi xkun3Hn B cekyHaax nHdopmaumm o npuBmuniernax nonb3o-
BaTensa nogcuctemMbl 6e3onacHoctn PARSEC (onpegensiet Bpems
XKU3HU KaWwmpoBaHHoOM uHdopmauum o PARSEC-npusunerusax
ac_caps_ttl Nnosnb30BaTeNs; yMeHbLUEHMNE 3HAYEHMS NPUBOANT K YBEITMYEHUIO
ymcna obpauleHun cepeepa CYB[ k nogcucteme 6e3onacHoOCTU
PARSEC un kak cnegctBne — K CHUXEHUO NPpOon3BoaUTENbHOCTH
cepepa CYB[)

Ecnu yctaHoeneH B TRUE, Ao0aBndeT B XXypHan cepeepa oTna-
A0YHY0 MHopMauno 0 paboTe MEXaHN3MOB 3aLUUThI

ac_debug_print

[nsa 6onee rmbkon HacTporikn cepeepa CYB[] paclumpeH cnHTakcmc KOHMUrypaumoHHoro
danna pg_hba.conf napamMeTpoM ignore_socket_maclabel. [JaHHbIN napameTp MOXET
ObITb YKa3aH nocrie metoga ayTeHTumKaumnu.

NapameTp ignore_socket _maclabel=1 no3BONsET NOMb30BaATENSAM NOAKIHOYATLCS
K 6a3amM gaHHbIX C UTHOPUPOBaHMEM METKM 6e30nacHOCTM cokeTa coeanHeHua. Ecnn aToT na-
paMeTp He yKa3blBaeTcsl B KOHUrypaumMoHHOM doarnne pg_hba.conf nnu yctaHoBneH B 0, TO
UrHopmpoBaHue MeTKM 6e30nacHOCTM COKeTa A 3TOro NOAKMOYEHNS HE NPOUCXOANT.

B OC kaxabln Nonb3oBaTenb MOXET MMETb MHOXECTBO MEeTOK 6e30nacHOCTH, KOTopoe
3agaeTcs MMHMMAarbHOM N MakcMMarbHOM MeTKaMu 6e3onacHocTn ananasoHa. Ytobbl nogaep-
XaTb 3Ty mogenb B CYB[] PostgreSQL kaxxgon ceccumn nonb3oBaTtensd HasHavyarTca TPU METKU
6e3onacHOCTM: MakcMmarbHas, MMHUMarnbHasa u Tekywas. VX HavanbHas nHuumManmsaumns ocy-
LLIECTBNSAETCA NO crnegyoLwemy anroputmy:

1) nocne nNpoxoXxaeHusa nonb3oBaTenem CTaHAAPTHOW npoueaypbl ayTeHTMdMKaLMK cep-

Bep cuntbiBaeT n3 OC 3Ha4YeHMss MakcMmMasribHOM U MUHUMarbHOW METOK 6e3onacHoCTr

nonb3oBaTens U NPUHUMAET UX Kak MakCMMarbHY 1 MUHUMAIbHY0 MeTKM 6e30nacHoCTH

ceccuun. Mpn atom, ecnn 3anucb 0 MeTkax 6e3onacHOCTM NS Nonb3oBaTensd He Hange-

Ha, TO MakCMManbHas U1 MUHMManbHas MeTKM 6e30MacHOCTM MPUHMMAKOTCA paBHbIMA

Hynto. CrnegoBaTtenbHO, NOMb30BaTeNn, 3aperncTpmpoBaHHble Tornbko B cepeepe CYB[

PostgreSQL u He nmetowwme yyetHom 3anmcm B OC cepBepa, Bcerga MMerT MUHUMarnbHbIN

YypOBEHb A40CTYyNa K MHpopMauuu;

2) ecnu napameTp KOHwurypauum ac_ignore_ socket_maclabel YyCTaHOBIEH B

FALSE, cuMTbiBaeTcsd MeTka 6e30MacHOCTM BXOASLWEro COeAUHEHUsI, U, ecrin OHa no-

nagaet B Anana3oH MeTok 6e3onacHoCcTU, cunTaHHbiX U3 OC, To MakcumarnbHasa MeTka
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6Ge30nacHOCTN ceccumn yCTaHaBNMBAETCA paBHOW MeTke 6e30nacHOCTM BXOAALLEro coeamn-

HEeHUS;

3) ecnu napameTp KOHUrypaumm ac_ignore_server_ _maclabel ycTaHOBMNEH B

FALSE, TO cYMTbIBaeTca MeTka 6e30nacHOCTN CEpBEPHOro npoLecca 1, ecriv OHa HeCOB-

MeCTMMa C MakCUManbHOM METKOW 6e30nacHOCTN CECcum, TO NPOLECC ayTeHTUdMKaUnn

npepbliBaeTcs;

4) TekyLlen MeTkon 6e3onacHOCTN Ceccum CTaHOBUTCA MakcuMarbHas MeTka 6esonacHo-

CTN cOOPMUPOBAHHOIO TakMm 0Bpas3om amnanasoHa.

Ecnun Ha ntobom 13 3Tnx 3TanoB BO3HWKAET CUTyaLMsi C HECOBMECTUMOCTbIO METOK 6e3-
ONacHOCTM UK BbIXOAOM 3a npeaenbl AnanasoHa, TO npouecc ayTeHTUduKaLmMm KnneHTa npepbl-
BaeTcs n goctyn k B 6nokmpyeTtcs.

Ecnu nonb3oBatenb nmeeT napamMeTp ac_capable_setmac, TO OH MOXET U3MEHATb
CBOIO TEKYLLYIO MeTKy 6e30nacHOCTU B AManas3oHe OT MUHMMAarbHOW A0 MakCMMarbHOMN.

CYB[ PostgreSQL npegocTtasnsieT nonb3oBatensmM BO3MOXHOCTb CO3aaBaTb OYHKLNN
(n, cnepoBaTtenbHO, TPUITEPDI), YKasbiBas Npu 3TOM, OyAyT NN OHW BbINOMHATLCA C YPOBHEM
AoCTyna nosnb3oBaTens, NPSAMO UM KOCBEHHO Bbi3BaBLUEro PYHKUMIO (SECURITY INVOKER), Mnu
C YPOBHEM [0CTyna nonb3oBarensi, co3fasLuero aty yHkumio (SECURITY DEFINER). [1pun aToM
B NMOHATUE «YPOBHS OOCTyNa» BXOAAT KakK OUCKPELMOHHbIN YPOBEHb AOCTYNA, Tak U MaHAATHbIN,
KOTOPbIN B A@HHOM crny4yae onpenensercsa TekywmnMm MaHgaTHbIMmn aTpubyTamm nonb3oBaTtens
CYB[], Bbi3BaBLUErO UM CO3aaBLUErO OYHKLMNIO, COOTBETCTBEHHO. Mpn 3TOM MeTKn 6e3onacHocTH
TeKyLLen ceccum nonb3oBaTtensi, Bbl3BaBLLEro (PYHKLNIO, HE N3MEHSIOTCS.

Mpn aToM cneayeT yunTbiBaTh, YTO:

1) npu onpegeneHun yHKLMM Kak SECURITY DEFINER oHa OyaeT Bcerga Bbi3biBaTbCA

C NepeycTaHOBKOW MaHAaTHbIX aTpubyToB Ha aTpmbyTbl CO34aBLUErO ee Nonb3oBaTens;

2) npw onpegeneHnn pyHkumMm Kak SECURITY INVOKER OHa Bcerga byaeT BbIMOfHATLCA

6e3 M3MeHeHNs TeKyLero 3Ha4eHnsa MaHaaTHbIX aTpubyToB;

3) npu Bbl30BE (PYHKUMN B KA4eCTBE TpUITepa BbINOSHATCA creaylowime npasvna B

AOMNOMHEeHne K yKa3aHHbIM:

- nepen BbI30BOM B kKayecTBe Tpurrepa BctpoeHHon B CYB[ hyHKUMN K TeKyLmum
MaHgaTHbIM aTpubyTam Bcerga gobasnsatoTca narm ac_capable _ignmaclvl un
ac_capable_ignmaccat, 4TOBbl 06ecne4ynTb NOMHOLEHHYO MPOBEPKY CChINTOYHOM
uenoctHocTn B;

- nepes BbI30BOM B Ka4eCTBe Tpurrepa He BCTPOEHHON PYHKLUMM B Ka4eCTBe TeKyLLnX
MaHOaTHbIX aTpMbyTOB BCeraa ycTaHaBnmMBaloTCs MaHAaTHble aTpmbyThl NONb30Ba-
Tens, 3anyCcTUBLUEro JaHHY ceccuto (coeanHeHue) (T. e. nonb3oBaTens C MMEHeM

SESSION_USER). 3TO Heobxoanmo, 4Tobbl NpegoTBpaTuTb nonyyeHne oyHKumen-
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TPUITEPOM MNOSb30BaATENS C HA3KUM YPOBHEM AOCTYMNa BbICOKUX MPUBUNETNA B Cryvae
KackagHOro Bbl30Ba TPUITEPOB.

Mocne Bo3BpaTa ynpaBneHust N3 PyHKUNN 3HaYeHUs1 TeKYLMX MaHOaTHbIX aTpubyToB
BCerga BOCCTaHaBMMBAKOTCA B UCXOAHbIE (40 Bbl30Ba (OYHKLUMN) 3HAYEHUS.

DYHKUUKM, HaNUCaHHbIE Ha A3blKkaxX HU3KOro YPOBHS, NOCME MX NOAKITHOYEHUS UMEKOT MOos-
HbI OCTYN KO BCEM BHYTPEHHUM CTpykTypam cepBepa CYB[] PostgreSQL n moryT nponsBonbHO
nx mogmduumpoatb. Kpome 3TOro, NOCKONbKY OHW BbIMOMHAKTCA B paMKax npolecca cepeepa,
OHM MMEKT COOTBETCTBYKOLWME NpaBa gocTtyna k obbektam OC B cpene dyHKLUNMOHMPOBAHUS
cepBepa. MIMeHHO NO3TOMY MpaBa Nofb3oBaTens postgres, NO4 KOTOPbIM 3anycKaeTcs cepsep,
HeobXo4NUMO CBECTU K HEOBXOAUMOMY MUHUMYMY, MUHYSI KAKOW-ITMBO KOHTPOSb C €ro CTOPOHbI
(BKMOYana Tekywme maHgaTHble atpubyThl).

Mockonbky B npouecce paboTbl ¢ AaHHbIMK B CYB[] BO3MOXHO M3MEHEHME OpraHn3aLmnm
NX XpaHEHUsI MyTEM U3MEHEHNS cxeMbl 00bEKTOB B[] (MeTagaHHbIX), K NO4OOHbLIM onepauusm Tak
Xe npumeHsotea MNPL.

Moaundukauma metagaHHbIX OCYLLECTBISIETCA KaXabl pa3 Nnpyu N3MeHeHuUn CTPYKTYpbl
B[], uto BKNtoyaeT B cebsa cozgaHue, mogudukaumo n yoaneHne obbektos b[.

Tak kak HekoTopble AencTBUsS Hag obbekTamu B MOryT BANATL Ha XpaHALWMECS B HUX
AaHHble (Kak npaBuno, moaudukaums nnu yaaneHne obbekta unm ero 4actu), Npy Cnonb3oBaHum
MaHLAaTHOro ynpasneHnsa OCTYNOM K AaHHbIM 06bekTa HEOOX0AMMO pasrpaHnYMBaTh M OOCTYN K
N3MEHEHNI0 METAAaHHbIX B YaCTW, OTHOCALLIENCS K STOMY OOBEKTY.

AHanorn4yHo onepauusim ¢ AaHHbIMWU: AenUCcTBUA ¢ ob6bekTtamun B omkHbBI ObITb NpMBe-
AeHbl K BMAam O0CTyna Ha YTeHWe M Ha 3anncb MHAOPMaUNM ANt BO3MOXHOCTU NPUMEHEHMUS
K HUM maHgaTHbix MNMPO. Bce MHOXECTBO onepauun ¢ MeTagaHHbLIMU MOXET ObiTb NPUBEAEHO
cnegyowmm obpasom:

- CREATE, ADD — OOCTYn Ha 3anuchb;

- ALTER, DROP — nocriegoBartefibHOe BbINOSIHEHWE QOCTYNa Ha YTeHWE U 3anncb UHOpP-

Mauumu;

- MCnonb3oBaHMe UnNn obpalleHne kK obbekTy B Apyrnx SQL-komMaHgax — OOCTyn Ha

YyTeHue.

lMpoBepka MaHAaTHbIX NpaB A4OCTyNa K MeTafaHHbIM OCYLLECTBIISAETCA OAHOBPEMEHHO C
NPOBEPKON ANCKPELMOHHBIX NpaB AocTyna K HAM nocne pasbopa u NoCTpPoeHus nnaHa 3anpoca
HenocpeacTBEHHO Nepes ero BbINOSTHEHNEM, Korda onpeaeneHbl Bce Heobxoaumble ans npoeep-
K1 JaHHble N npoBepsieMble 06beKTbI. Takum ob6pa3om, 4OCTYN NpeoCTaBsSeTCsa TOMNbKO Npu

OLHOBPEMEHHOM CaHKLMOHUPOBAHUU aUCKpeLMOHHbIMU MNP/,
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HekoTopble onepauun Hag o6bekTaMmun, Takne Kak DROP Bcero oobekta nnm ero cronbua
n TRUNCATE BnekyT 3a coboun yganeHue gaHHbiX. B cnyyae 3awmTbl MeTkamu 6e3onacHoOCTuU
3anucen oObeKTa CyLLECTBYIOT OrpaHNYEHMS Ha BbINOMTHEHWE 3TUX onepauui.

Onepauun yaaneHnst HEBO3MOXHbI MPU HANN4MM pasHbiX METOK 6€30MacHOCTM Ha 3anucsix,
T. K. onepaumsi NPUMEHSIETCA KO MHOXECTBY CTPOK. OTO CBA3aHO C TEM, YTO onepauus yaaneHus
NHTEPMNPETMPYETCA Kak nocnegoBaTernibHOe NpeaocTaBneHme OCTyna Ha YTeHUe 1 Ha 3anuchb,
YTO BO3MOXHO TOSIbKO NPWU paBeHCTBE METOK B6e3onacHoCcTn cybbekTa n obbekTa. B cny4vae, korga
CTPOKM MMEIOT pasHble MeTKM 6e30MacHOCTU, JaHHOE YCIOBUE BbIMOMHUTLCA HE MOXET.

Onepauus yaaneHus OCTynHa TONbKO ANsi agMUHUCTPaTopa M nonb3oBartenen, obnaaa-

WnX npusunernaMmm UrHopnpoBaHnAa MaHgaTHoOro ynpasrieHnAa 4OCTYNOM.

4.17.2. CpepctBa ynpaBneHna maHaaTHbimu MNP k o6bektam B

Onsa ynpaenenns mangatHeimu MNP k o6bektam B CYB[] PostgreSQL ncnonbayetca
rpadouyeckas ytunuta pgadmin3.

Mpwn co3gaHum obbekTa Bl eMy 3agaeTcs meTka 6e30MacHOCTU, paBHas TEKYLLEN METKe
©e3onacHOCTM co3gaBLUEro ero nonb3oBartens, MaHaaTHbIi npu3Hak CCR npu 3ToM BbiCTaBNsAeTCA
B 3Ha4eHue ON.

Ecnun nonb3oBaTenb UMeeT napameTp ac_capable_ chmac, TO OH MOXET MEHATb METKY
6e3onacHOCTK NpuHaanexawmx eMy o6bLEKTOB B Npefenax CBoero gnanasoHa MeTok 6esonacHo-
CTW C NOMOLLbIO CrieayoLen KoMaHabl:

MAC LABEL ON <tun_obmekra_ BI> <umsi_obwekra_ BI> IS <HOBas_ MeTKa_ 0e30IaCHOCTH>;

B kayecTtBe TMna obbekTa ykasbiBaeTca Tvn obbekta B[l, Hanpumep DATABASE, TABLE,
FUNCTION.

AHanorn4yHoiM obpasom Ansa KOHTEMHEPOB MOXET ObiTb U3MEHEH MaHAATHbIN NPU3HaK
CCR:

MAC CCR ON <tun_obwexTa BI> <umsa_obwekTa BI> IS { ON | OFF };

[ononHutensHO BBeAEH HOBbIM TN 06bekTa — knactep CLUSTER. [1ns1 yCTAHOBKN METKM

©e30nacHOCTM Ha KnacTep MCMNONb3yeTCs CrneayrLmi 3anpoc:

MAC LABEL ON CLUSTER IS <HOoBas_MeTKa_ 6e30mNacHOCTH>;

4YTO ABNSETCA CUHOHMMOM K KOMaHae

MAC LABEL ON TABLESPACE pg global IS <HoBas_MeTKa_ 6e30MacHOCTH>;

[na nameHeHus maHaaTtHoro npusHaka CCR knacTtepa ucnonb3yeTcs criegyowas KoMmaH-

aa:
MAC CCR ON CLUSTER IS { ON | OFF };
YTO ABNSIETCA CUHOHMMOM K KOMaHae
MAC CCR ON TABLESPACE pg global IS { ON | OFF };
3Ha4veHus meTok 6e3onacHOCTN 06BLEKTOB coaepaTcs B nonsix maclabel Tabnuy cu-

CTEMHOrIO KaTtasnora, oTkyga MmoryTt ObITb Bbl6paHbI COOTBETCTBYHOLLMM 3anpocoM.
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3HaveHna maHaaTHoro npmnsHaka CCR KOHTENHEpPOB cogepXXaTca B CrieayoLmx nonsx

Tabnuy, cMCTEMHOro KaTtanora:

ans 6a3 gaHHbIX — datmacccr cMcTeMHon Tabnuubl pg_database;

OISl CXeM — nspmacccr CUCTEMHOM Tabnuubl pg_namespace;

AN TabnmyHbIX NPOCTPAHCTB - spcmacccr CUCTEMHOM Tabnuubl pg_tablespace;

- ANs OTHOLEHUN — relmacccr CUCTEMHOM Tabnuupbl pg_class.

[na npocmoTpa maHgaTHoro npu3Haka CCR knactepa MoXeT OblTb MCNoMb3oBaHa cneay-
lowasi KomaHaa:
SELECT cluster_ _macccr;

Mo ymonuyaHuto 3anncu cosgaBaembix Tabnuuy He 3awmuieHbl MeTkammn 6e3onacHoCTu.
[nsa Toro 4to6bl co3gaTth Tabnuubl € 3anUcamMu, 3alULLEHHBIMU MeTKamMn 6e3onacHoCTH, cneayet
NCnonb3oBaTth CreayLwmnin BapuaHT koMaHabl CREATE TABLE:
CREATE TABLE <umsa_Tabmuue> (...--<cnmcok cronbuos>) WITH (MACS = true, ... );

Mpn 3TOM BCe BCTaBMsiEMbIE 3anUCU MO YMOSYAHUIO HACMeaywT Tekywime
MeTKM 06e30nacHOCTU co3daBlMX UMX nonb3oBatenen. [lonb3oBaTtenu, uMmerwwmne ycrta-
HOBMEHHbIN MaHAaTHbIM  aTpubyT ac_capable chmac, MOryT $BHO 3ajaTb 3Hade-
HMe MeTKu ©Oe3onacHOCTU BcTaBnsgemon 3anucu. 3agaBaemasi MeTka ©6e3onacHocTU
JomkHa OblTb B npegenax AuanasoHa MeTok 6e3onacHocTM nonb3oBatens, nmbo
nonb3oBatenb [OOMMKEH WMETb aTpubyTbl WUFHOPMPOBAHUS  MaHOATHOrO  ynpaBneHus

ac_capable ignmaclvl W ac_capable ignmaccat C MNOMOLLbIO BapuaHTa KoMaHObl

INSERT:
INSERT INTO <umMs_oTHomeHHsa> (maclabel, ...<cmoucok_cTonbuos>)
VALUES (<3HaueHHe MeTKH 60e30MacHOCTH>, ...<3HaueHUs CTOJOIOB>)

[nsa 3awnTbl 3anMcen yxxe co3gaHHbIx Tabnuy 6e3 meTok 6e3onacHOCT cneayeT UCnorb-
30BaTb CrneayloLlnin BapuaHT koMaHabl ALTER TABLE:
ALTER TABLE <umsa_Tabnuue> SET WITH MACS;
[Mocne ncnonHeHns 3Ton KomMaHabl BCe 3anucu Tabnuubl aBTOMaTUYECKU NOnyyaTt TEKYLLYH0 METKY
©e3onacHocTK Tabnuubl.

[nsa Toro 4yTobbl YOpaTh 3aWnTy 3annucen MetTkamm 6e3onacHoOCTH, criegyeT UCnonb3oBaThb
cnegyowmin BapnaHT kKomaHabl ALTER TABLE:
ALTER TABLE <wumsa_Tabmuner> SET WITHOUT MACS;

[ns nameHeHns meTok 6e30MacHOCTM CyLLECTBYIOLUX 3anncen nonb3oBaTenn ¢ atpmnby-
TOM ac_capable_chmac MoOryT ucnomnb3oBatb KomaHay CHMAC:
CHMAC <umsa_oTHomeHus:> SET maclabel=<HOBOe 3HaueHHe MeTKU bOeszomacHocTu> WHERE

CoBokynHasa MeTka 6e3onacHOCTM 3anucen Tabnuubl (MakcumManbHasi No YPOBHIO KOH-
dmaeHUmnanbHOCTU N Hanbornee nonHasa no KateropusMm KoHUAeHUNaNbHOCTU) MOXET ObiTb
nosilydeHa ¢ NoOMoLLbI0 arpermpyrowen PyHKUMN supmaclabel:
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SELECT supmaclabel (maclabel) FROM <umsa_OTHOWNEHUS>;

lMpocMoTpeTb 3Ha4YeHNa MeToK 6e30NacHOCTU AOCTYMHbIX 3anMcen MOXXHO C MOMOLLIbHO
KomMaHabl SELECT:

SELECT maclabel FROM <umsi_OTHONEHUS>

B komaHgax INSERT M CHMAC 3Ha4yeHUsi MeTok 6e3onacHOCTU He 06a3aTesibHO AOMKHbI
ObITb 3afaHbl B sBHOM Buae. [ina 3agaHna MeTkun 6e3onacHoOCTU AonycKkaeTcs NCNofb3oBaHne
nbOoro ckansapHoOro BblpaXeHWs, BO3BpaLLatoLLero pesynsrat, NPUBOANUMbINA K TUNY MeTKn bes-
OrnacHoCTH.

[ns Toro 4toObl COXpaHUTb 3anncu BMecTe C UX MeTkaMn 6e30nacHOCTU B apXuBe U B
AanbHenLwemMm 3arpy3nTb Ux obpaTHo, NpeayCcMOoTpeH cneumanbHbin doriar MACS KoMaHgbl COPY.
BbiBeCcTn OoCTyrnHble NONb30BaTeSNto AaHHbIE BMECTe C MeTKaMu 6e30nacHOCTU MOXET fobon
nonb3oBaTternb, 3arpy3nTb XXe 00paTHO — TOMNbLKO NOSib30BaTesNb C YCTAHOBSIEHHbIM MaHAATHbLIM
aTpnbyTom ac_capabel_chmac. [py 3TOM MeTKn 6€30MacHOCTU 3arpykaemblx 3anmcemnt AOMKHbI
HaxoAUTbCS B Npegenax guanasoHa MeTok 6e3onacHOCTM nornb3oBaTens, fMbo nonb3oBaTenb
OOSHKEH MMeTb aTpubyTbl UTHOPUPOBaHUS MaHOATHOrO ynpaBneHnsa ac_capable_ignmaclvl
W ac_capable_ignmaccat. Hanpumep, Bbirpyska n obpatHas 3arpyska gaHHbIX n3/B Tabnuupl
test MOXeT BbIMsAeTb Tak:

COPY <umsa_orHomenHus> TO stdout WITH MACS
COPY <umsa_oTHomeHus1> FROM stdin WITH MACS

Mcnonb3oBaTtb koMaHgy COPY 6e3 ykazaHusa METOK MOXET fitobon nonb3oBaresb. 3arpy-
XEHHble TakuMm obpa3omM AaHHble ByayT MMeTb METKM 6e30MacHOCTU, paBHbIE TEKyLlen MeTke
©e3onacHOCTH ceccun nonb3oBaTens.

[MapameTp KOHUrypaumm cepsepa ac_enable_copy_to_file paspellaeT BbINOSHATb
KoMaHay COPY C BbIBOAOM pe3ynbTaToB B dann, JoCTynHbIn cepepy CYB[. [1na 3Toro oH JOmKeH

ObITb ycTaHoBneH B TRUE.

4.17.3. LlenocTHOCTbL MaHAATHbLIX aTPUOYTOB Krnactepa 6a3 AaHHbIX

B CYB[ PostgreSQL AlM-moaens HaknagbiBaeT orpaHUYyeHne Ha KnacCugUKaLnOoHHYHO
MeTKy obbekTa: knaccudumkaynoHHasa Mmetka obbekta He MOXET NPEBbILLATh KNacCUUKaLNoOHHY0
METKY KOHTenHepa, B KOTOpOM OH cogepxutca (4.17)).

[nsa BbiBOga nHopmaunmn o cobnogeHun AlM-mogenn mexay KOHTEeMHepamMun 1 Haxo-
AAWmMMMca B HUX obbekTamun peanmsoBaHa SQL-pyHKuna check_mac_integrity, KoTOpas
BbIBOOAMT MH(pOpMaLMIO B creyowem Buae:

- objid — nageHTUdUKaTop 0OBLEKTA;

- classid — ngeHTuduUKaTop Krnacca obbekTa;

- cobjid — nageHTndmkaTop KOHTENHEpPA, COAepXKaLLero O6beKT;

- cclassid — naeHTuduMKaTop Knacca KOHTENHepa, coaepallero 00bLEKT;
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- status — pesyneraT npoBepkn. MOXET NpUHMMaTL cregyoLlme 3Ha4eHus: OK(mogenb

cobniogaetca Ans obbekTa n KoHTenHepa) u FAIL(moaens He cobnopaetcs Ana obbekra

N KOHTENHepa).

MpunmevyaHune. MHdopmauma o cobniogeHnn Mogenu BbiBOOUTCS TOMbKO ANs OT-
HoweHun (Tabnuy, npeacTaBneHnn, NnocnegoBaTenbHOCTEN), cxeM, 6a3 gaHHbIX U TabnMYHbIX
NPOCTPaHCTB.

[Onsa wvcnpaBneHns HEKOPPEKTHO YCTAHOBMEHHOMW METKM Ge30MacHOCTU OTHOLUEHUS,
Hanpumep, NP BOCCTAHOBIIEHUN PE3EPBHOM KOMUM Kractepa paHHUX BEPCUN, UCMOSb3yeT-
ca SQL dyHkuma fix mac_integrity. [JaHHas yHKUMS MOXET ObiTb MCMOMHEHa TOslb-
KO nonb3oBaTtenieM C npaBaMn agMUHUCTpaTopa, a Takke Npu yCTaHOBNEHHOM MapamMeTpe

ac_auto_adjust_macs = true B KOHpUrypaunmoHHoMm anne postgresql.conf.

4.17.4. CcbinoYHas LenoCTHOCTb MaHAAaTHbIX aTpMOyTOB
CpeacrtBa obecrnevyeHus LenocTHOCTU B pensiuMoHHbIX B npeactaBnsaoT cobon mexaHns-
Mbl aBTOMaTU4eCKOM NoAAEPKKN CUCTEMBI NPaBUI, ONPeaenaoLWLmnX 4oNyCTUMOCTb U KOPPEKTHOCTb
obpabatbiBaeMbIX JAaHHbIX, U MOTYT ObiTb Pa3buTbl HA HECKOSTbKO BUOOB:
- OrpaHn4YeHne LENOCTHOCTM NONen OaHHbIX — OrpaHUYEeHMsl, HaKNaabiBaeMblE Ha UCMOSb-
3yemMble B OTHOLUEHMN OOMEHbI (3agaHne paspeLlleHHbIX AnanasoHoB 3HA4YEHUI, 3anpeT
Hannumna HeonpegeneHHblx 3HadyeHnn NULL, 3agaHne 3HayeHun No yMOmYaHuio) unm
OorpaHMyeHust HenocpeacTBEHHO Tabnuubl (YHUKaNbHOCTb KaXaon 3anmcu, orpaHmyeHmne
YHUKaNbHOCTKN NO BblIOpPaHHbIM CTON6GLAaM, BblYMCASIEMbIE 3HAYEHUSA CTONBLOB 1 YCNOBUSA
AONYCTUMbIX COMETaHUM 3HA4YeHU B cTonbuax);
- [eKnapaTuBHas CCbINOYHasi LLENOCTHOCTb — OMMUCaHne 3aBUCUMOCTEN MeXay pasHbiMu
OTHoWeHuAMN B B[l (Hanuunsa B 04HOM OTHOLLEHMM BTOPUYHOIO Krto4a, CCbinaroLierocs
Ha NepBUYHbIA KNoY B apyrom). NogobHble 3aBUCUMOCTU MOTYT ObiTb BbISIBIIEHbI MpU
aHanuae npegMeTHOM obnacTn Mexay ee CyLWHOCTAMM UM Npu npoekTnposaHuu b B
npouecce Hopmanusaumm (B 3TOM criydae ogHa CyLLUHOCTb NpeaMeTHON obrnactun MoxeT
COCTOATb U3 Habopa oTHoweHun). CcbinoYyHas LENOCTHOCTb peanuayeTca nyTeM onuca-
HUS OrPaHNYEHNIN Ha 3HAYEHNS BTOPUYHBIX KITHOYEN B OOHOM OTHOLLUEHUM U NpaBui Ux
00paboTkM B criydae namMeHeHusi NePBUYHbIX KINOYen B OPYroMm;
- ANHaMMn4eckas CCbIflovHasa LEeNoCTHOCTb — TPUrrepbl, Ha3Ha4YaeMble ANns BbiMOMHEHUS
npv peanus3aumm 3a4aHHoro Buaa A0CTyna K KOHKpeTHon Tabnuue. Tpurrep npeacraBnsaeT
cob0MN MCMNOMNHAEMbIN KOA, KOTOPbIN MOXET ANHAMUYECKM NPOBEPUTL 3aaHHbIE YCIOBUSA
KOPPEKTHOCTU BLINOSHSAEMON onepaunun, n npu HeobxogMmMoCcTn BHECTU U3MEHEHMUS B
apyrve tTabnuupl.
B npuBegeHHOM onpegeneHnn oTCyTCTBYIOT MaHAaTHble aTpubyThbl, Tak Kak B obwem

cnyvyae Mexay KJ'IaCCVI(bI/IKaLI,I/IOHHbIMI/I MeTKaMu 3anucem Pa3HbIX Tabnuy MoXeT He ObITb 3aBUCK-
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mocTu. C Apyron CTOPOHbI, CYLLLECTBYET YACTHbIN Crly4an CCbINTIOYHON LIENOCTHOCTU, 06pa3oBaHHbIN
mMexay Tabnvuamu, SBhsWLMMUCS YacTAMU OOHOW CYLHOCTU nNpegMeTHoM obnacTu, YTo MoXeT
BO3HUKHYTb B NnpoLiecce HopManusauum.

[ns obecnevyeHnsa LenoCTHOCTM MaHAaTHbIX aTpMbyTOB CNUCOK COBLITUIN AN orpaHuye-
HWI LLeNOCTHOCTU Hapsagy C CyLeCTBYOLWMMN COObITUSMN ON SELECT, ON INSERT, ON UPDATE,
ON DELETE pacwmpeH cobbiTueM M3MeHeHus MaHaaTHbIX aTtpnbyTtoB ON CHMAC. Takum obpa-
30M, BO3MOXHO CO3aHne orpaHnyeHne CCblfI0O4HOM LIENOCTHOCTU crieaytowmm obpasom:

ALTER TABLE <umsa_Tabsmuiwl> ADD CONSTRAINT <uMsa_OrpaHUUEHUS>
FOREIGN KEY (<cmucok_mnosieril>) REFERENCES <umsa_ Tabnuum2> (<CIHCOK_IOJein2>)
ON CHMAC {NO ACTION | RESTRICT | CASCADE }

MexaHn3am genCcTBUA TaKoro orpaHMyYeHust LeNnoCTHOCTU aHanornyeH MexaHnsmy 4encTauns
nogo6bHOro orpaHnyeHnsa ans cobbiTna ON UPDATE ANS AaHHbIX: MPU U3MEHEHUN MaHOATHbIX
aTpnbyToB 3an1cy B 04HON Tabnuue MOXHO yKkasaTb KackagHoe U3aMeHeHne MaHaaTHbIX aTpubyToB
CBSI3aHHbIX 3anMcen BTOpon Tabnuubl, NMG0 3anpeT Ha BO3MOXHOCTb TAKOro M3MEHEHNS.

AHanNOrM4yHoO CyLLLECTBYET BO3MOXHOCTb CO3[4aHUSA TPUITEPOB A1 YKa3aHHOro cobbiTms
N3MeHeHnsa MaHgaTHbIX atpubyToB (CHMAC), Hanpumep:

CREATE TRIGGER <umsa_Tpurrepa>

BEFORE CHMAC ON <wums_Tabiuusr>

FOR EACH ROW

EXECURE PROCEDURE <ums_mnpouenypsr ()
Takum xe obpazom MoryT ObITb 3a4aHbl U Npasuna Ans BUOOB:
CREATE RULE <wuwms_IpabBuia>

AS ON CHMAC TO <ums_Buna>

DO ALSO
CREATE RULE <ums_IpabBuia>

AS ON CHMAC TO <ums_Bupa>

DO INSTEAD

B aTom cnyyae npu nameHeHnn maHaatHbIX aTpubyToB 3anmcu 6yayT Bbi3biBaTbCSA COOT-
BETCTBYHOLLME DYHKLUM N NpaBuna, YTo AaeT BO3MOXHOCTb 3anporpaMmMmmnpoBaTb NPOU3BOSIbHYHO

nornky obecrnevyeHns LenoCTHOCTM MaHAaTHbIX aTpubyToB BHyTpu B.

4.17.5. OcobeHHOCTM co3aaHUA NpaBusl, CUCTEMbI PUNLTPaLUM U TPUrrepos

B CYB[ PostgreSQL npasuna (RULE), cuctembl ounstpaumnmn (POLICY) U TpuUrrepsbl
(TRIGGER) HacnegywT MeTKy Tabnuupbl, Anst KOTOPOW OHM co3aaHbl. OTU 00bEKTbI MOTyT ObITb
co3aaHbl Nonb3oBaTenem-enagensuemM Tabnuubl (MeTka Kotoporo 6yaet coBnagaTb C METKOW
Tabnuubl), NMGO Nonb3oBaTeENAMM C NPUBUNETMAMU UTHOPMPOBaHUS MaHaaTtHoOro gocrtyna. B

NPOTMBHOM Cry4yae reHepupyeTtcs olimnbka gocryna.
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Ecnu Tpurrep ncnonb3yeT TpUIrepHyro OyHKUUIO, MeTKa KOTopomr oTrnnyHa ot {0, 0}, To
npv UCMOSNTHEHUN TpUrrepa Anga Tabnuupbl co cOpoLLeHHbIM MaHaaTHbIM NpuaHakoM CCR BO3MOXHbI
HapyLleHusi B paboTe TpurrepoB. OTO 06YCNOBNEHO TEM, YTO 3aMUCb TPUITEPHOWN PYHKLNN MOXET
ObITb HEQOCTYNHA Anda nonb3oBaTtens B cBA3M ¢ MmaHaatHbimu MPO. B Takmx cnyyasx 6yger
BbIBEQEHO COOOLLEHME:
cache lookup failed: BHyTpeHHSAs omubKa WM OTCYTCTBYIT HEOOXOOUMEHE MaHOaTHHE
aTpubyTH

Bo nsbexxaHum aToro HacToATENbHO PEKOMEHOYETCH YCTaHaBNMBaTb MaHO4ATHYIO METKY
TpUrrepHon pyHKUMN B 3HaveHne {0, 0}.

Cuctembl punstpaumm (POLICY), Takme Kak ROW LEVEL SECURITY, MOryT JOMOSHATb
BCTPOEHHbIE MeXaHU3Mbl pa3rpaHn4yeHns gocTyna nytem gobaBneHust norvuku, peanusyoLemn
npasuna Bblga4ym CTPOK nonb3oBaresnto. Punerpaums MOXET OCHOBbIBATLCA Kak Ha AaHHbIX CTPOKM,

TaK U Ha BHELWHMX (hakTopax (Hanpumep, TekyLleM BPeMEHN).

4.17.6. OCOOEHHOCTM MWCNONMb30BaHUA NpPEeACTaBleHMM U MaTepuanm3oBaHHbIX
npeacraBneHun

MpenctaBneHns (VIEW) U MaTepuanu3oBaHHble npeacTtaBnenHns (MATERIALIZED VIEW)
He MOryT UMeTb MeTKM 6e30MacHOCTMN Ha CTPOKax, NOCKOMNbKY BbINOSHAT arperaumio AaHHbIX 13
APYrMX UCTOMHUKOB AaHHbIX (Tabnuu u npeacTaBneHni).

MpumeyaHue. NpeacrasneHnsa cosgaroTcs ¢ yctaHoBreHHbIM ¢ornarom CCR, noaTo-
My NpW NONbITKE AOCTYNa K HEMY OT MMEHW Nonb3oBaTens, MeTka 6e30MacHOCTM KOTOPOro He
npeBoCXoanT MeTKN 6e30nacHOCTU NpeacTaBneHns, 3To NpeacTaBneHe He Byoet «BUOHO» MOSb-
3oBartento B cuny maHgatHbix MPO. Ons Toro, 4Tobbl Nnonb3oBaTenb MMen AOCTYN K TakoMy

npeacraeneHnto, Heobxoanmo cobpocntb MaHaaTHbIM NnpuaHak CCR npeacraeneHus.

4.17.7. PyHKUMM cpaBHeHUA AnNs TMna maclabel

B CYB[] PostgreSQL n3ameHeHo noBegeHne crneayrowmx yHKUMA ona Tuna maclabel:
eq, ne, 1t, le, gt, ge. B ykaszaHHbIX (pyHKUMSX BMECTO MHAEKCHOIO CpaBHEHUSI NCMOSb3YyeTCs
CcpaBHeHVe MeToK 6e30MacHOCTM COOTBETCTBYIOLWUMMY onepaTtopamu =, <>, <, <=, >, >=,

[1ns npoBepKkn Ha HECPABHUMOCTb METOK 6e3omacHOCTM Ucnonb3dyeTcs OYHKUNA nc.

OnepaTopbl MHOEKCHOMO CpaBHEHUSI MEpPeUMMEeHOBaHbl B maclabel idx_eq,
maclabel idx_ ne, maclabel idx 1t, maclabel idx le, maclabel idx gt,

maclabel idx_ge.

4.17.8. Cucrema npusunerun CYB[]
Cuctema npusunernn CYB[ PostgreSQL npegHasHayeHa ans nepegayun OTAenbHbIM
nonb3oBaTeNnsaM MNpaB BbIMOMHEHUST ONpeaeneHHbIX agMUHUCTPATMBHbLIX AencTBuin. OBbIYHbIN

nosib3oBatesib CUCTEMbI HE UMEET AOMNONMHUTESNbHbIX I'IpI/IBI/lJ'IeFVIIZ.
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MpuBnnerun sensaTCa nogknaccom atpmdytoB nonb3oBatensa CYB[ PostgreSQL.

Mpusunermn OC, wucnonbdyemble B CYB[ PostgreSQL, «kpome atpubyTta
ac_session_maclabel, He MOryT BbITb M3MEHEHbI C noMoLwbio cpeacTs CYB[] HM nonb3oBaTe-
namu, H1 agMmmnHmnctpatopamu CYB[:

- ac_session_maclabel — TeKkywass MeTka 6e30MacHOCTU Ceccuu Mnorb3oBaTens

CYB[. 3ta meTka 6e3onacHOCTU onpeaenseT AOCTYMHbIe Nonb3oBartento oobekTbl B n

ABNSIETCA METKON 6€30nacHOCTU MO YMOSIYaHWUIo AN co3aaBaeMblX Nofib3oBaTenem obbek-

ToB. [Npn coeanHeHmmn nonb3osatensa ¢ CYB[] 3HavyeHne aToro atpubyTta ycTaHaBnMBaeTca

paBHbIM MeTKe 6e30MacHOCTU COeQMHEHUS UMW ac_user_max_maclabel;

- ac_user_max_maclabel —  MakCcMmMarnbHO BO3MOXHO€  3HavyeHue  Ongd

ac_session_maclabel;

- ac_user min maclabel — MWHUMaIbHO BO3MOXHO€E 3Ha4yeHune ansa

ac_session _maclabel;

- ac_capable_ignmaclvl — no3BoOndeT MNonbL3oBaTento UrHopuposaTb MaHOaTHoe

ynpassieHne Mo ypOBHSAM,;

- ac_capable ignmaccat — No3BoOndeT MNonb3oBaTeriio UrHopmpoBaTb MaHgaTHoe

ynpaBrieHne no Kateropusim;

- ac_capable mac_readsearch — No3BONdA€eT Nonb3oBaTento MrHopnuposaTb MaHgaT-

HOe ynpasrieHne Mo YPOBHAM U KaTeropusiMm rnpu YTeHUU JaHHbIX;

- ac_capable_setmac — MO3BOMSAET NOSb30BATENO U3MEHATb TEKYLLYHO METKY 06e3-

OMacHOCTU CBOEN ceccun B Npeaenax, 3agaHHbiX €e MUHUMarbHbIM U MakCUMarbHbIM

3HaJYeHNeM;

- ac_capable_chmac — no3BonseT Nofb30BaTeNt0 N3MEHATL MeTKM 06bekToB B/.

B cnyvae, ecnu nonb3osatens CYB/[ He 3apernctpupoBaH B OC Ha CTOpoHe cepBepa
CYB[, Bce ero maHgaTtHble aTpnbyThbl MMEIOT HyneBoe 3HadvyeHue. AamuHucTpaTtopam CYB[ po-
nonHuTenbHO K nx atpubytam n3 OC Bceraa gobaenstoTca aTpubyTbl ac_capable_ignmaclvl,
ac_capable ignmaccat U ac_capable chmac.

Onsa ynpaenenna npusunernammn CYB[ PostgreSQL moxeT ObiTb ncnonb3oBaHa rpacu-
yeckasi yTunuta pgadmin3.

[MpocMoTpeTb TeKyLMe 3HaYeHnsa npmeunerun (aTpnbyToB Nonb3oBaTensi) MOXXHO C NOMO-
LLIbIO KOMaHAbI:
SHOW attr_name

YCTaHOBUTb HOBOE 3HadeHue atpubyTa ac_session_maclabel MOXHO C MOMOLLbIO
KoMaHz;:
SET ac_session _maclabel=<HOBOe_ 3HaueHHEe MeTKH 0Oe30IacHOCTH>

SELECT set_config(’ac_session maclabel’,6 <HoBas_meTka_ bezonacHocTu>, false);
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B nepBon oopme B Ka4eCcTBe HOBOrO 3HAYEHUSA METKM 6€30MacHOCTN MOXXHO MCMONb30BaTb
TOMbKO SIBHO 3aflaHHble 3Ha4YeHUs1 METKU, BO BTOPON — 3HaYeHne MeTKkn 6e30MacHOCTU MOXET
ObITb NOOLIM BbIpaXXeHNeM, BO3BpaLLaloLLNM CKandpHoe 3Ha4YeHne, NpMBOAMMOE K TUNY METKU

6e3onacHocTHU.

4.18. ManpgaTHoe ynpaBneHue AOCTYyNnom B KOMMeKcax nporpamm

rMNepTekcToBom o6paboTKM AaHHbLIX U ANEKTPOHHOWU NOYTHI

O6GecneyeHne MaHAaTHOrO ynpaBneHms 4OCTYNOM B KOMMEKcax NporpaMm rmnepTekcTo-
BOM 006paboTKM AaHHbBIX U 3MEKTPOHHOW MOYTbl peann3oBaHO Ha OCHOBE MPOrpamMMHOro MHTep-
denca 6ubnumotek nogcnctemol 6esonacHoctn PARSEC.

Ha cepBepax KOMNNEKCoOB NporpamMmm runepTekcToBon o6paboTkM AaHHbLIX U SNEKTPOHHOWN
noyThbl Npu 06paboTke 3aNPOCOB Ha CoeANHEHNE BbINOTHAETCSA NOMyYeHne MaHO4aTHOrO KOHTEKCTa
COefMHeHus, yHacnegoBaHHOro ot cybbekTa (npouecca). CokeT cepBepa, OXnaatoLmii BXOQALLNX
3anpocoB Ha coeauHeHne, paboTaeT B KOHTEKCTE MpoLecca, UMEHLLEro NPUBUNENNIO ANs Nnpuema
COEeAVHEHUN C NIOObIMK YPOBHAMU CEKPETHOCTW.

lMocne ycTaHOBKM COEANHEHMS U YCNELLHOMO NPOXOXAEHUs npoueaypbl naoeHTumnKkaumm
N ayTeHTUdMnKauumn nonb3oBaTens npouecc cepepa, obpabaTbiBatownin 3anpockl Nosfib3oBaTens,
NnepeknyaeTcst B KOHTEKCT Ge3onacHOCTM nonb3oBaTtensi, copacbiBaeT npmsunerum, obpabartboia-
€T 3anpochbl NOMbL30BaTeNs N 3aBepLLAETCS.

B komnnekce nporpamm runepTekCcToBon 06paboTkn AaHHbIX NONb3oBaTeNb nony4vaet
AOCTYN K pecypcawm, apnawmmes odbbektamn dC. Komnnekc nporpamm 3reKTPOHHOM NOYTbI
MCNonb3yeT TEXHOMNOrM maildir, obecneynBaroLlyto XpaHEHME NOYTOBLIX COOOLLEHNIA B BUAE
oTaenbHbIXx 06bekToB PC. Co3gaBaemble daisnbl NOYTOBbLIX COOBLLEHNA MApPKMPYIOTCA MEeTKaMm
6e3onacHOCTH, yHacnegoBaHHbIMKU OT NpoLuecca-co3aartens. Takum obpa3om, B 060mMx KoMmnnekcax
nporpamMmM pecypcbl, K KOTOPbIM OCYLLECTBNAETCSA AOCTYN OT MMEHU CEPBEPHbLIX NMPOLIECCOB,
obpabaTbiBatoLmMX 3anpockl nonb3oBartenen, aenatcsa obbektamm OC. CnegoBaTtenbHO, AOCTYN
K 3awuaemMbliM pecypcam npu npueme n obpaboTtke 3anpocoB Norb3oBaTernen B npolecce
YHKLUMOHNPOBaHUS CEPBEPOB KOMMMEKCOB NPOrpaMmm rmnepTekCcToBOM 06paboTkn AaHHbIX U

3NIEKTPOHHOW NOYThl NoAYnHAETCS MaHaaTHbIM MNP/,
4.19. HacTtpouka 3arpy3umka GRUB 2

Mocne yctaHoBku OC npu HeOBXOAUMOCTU U3MeHeHMe HacTpoek 3arpy3dmka GRUB 2 ocy-
LLLEeCTBNSAETCA C UCNOMb30BaHNEM rpadmnyeckon yTunutbl £ly-admin-grub2 (CM. 3NEKTPOHHYIO
crnpaeky).

B 3arpysunke GRUB 2 Bo3aMOXHO 3aaaTb napameTpbl KoMaHaHon cTpoku sapa PARSEC,

npvBeneHHble B Tabnuue [32]
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MapameTp

OnucaHue

parsec.max_ilev

3agaeT MakcumanbHbIA YPOBEHb LIeNOCTHOCTH (BOCMPUHMMaEMbI
mogynsamu) B OC Ha MOMEHT 3anycka.

Honyctnmble 3HaveHuns ot 0 go 255. MNpwu yctaHoeske OC 3apaetcsa
no yMon4yaHuio 3HayeHune 63.

BHUMAHMWE! Ecnu B cnucteme NpuUCyTCTBYIOT (painbl C METKaMu
6e30nacHOCTU, UMEILLIMMUN YPOBEHb LLEENOCTHOCTY BbilLE 3a4aBa-
€MOro B JaHHbIN MOMEHT, 3TO MOXET BbI3BaTh OTKa3 AOCTyna K
OaHHbIM hannam (cokeTam, katanoram n 1. 4.)

parsec.ccnr_relax

Mpun 3agaHHOM 3Ha4YeHUU 1 NO3BOMSET HeNPUBUNErMPOBaHHOMY
NoNb30BaTENIO BLINOSIHATL 3anucbk oannoB ¢ pasHbiM YPOBHEM
KOHMAEHUMANbHOCTN B KOHTENHEpP (KaTanor) ¢ yCTaHOBEHHbIM
OOMNOSTHUTENbHBIM MaHOaTHbIM aTpubyToM ccnr. 3HadeHue no
ymonyaHnuto 0. MNapameTp He NpUMeHAETCs Nnpu BKIOYEHHOM pac-
wupeHHoM pexnme MKL, (cm. ’4_5|)

parsec.reset_ilev_on_chroot]

C6poc (0bHyneHne) ypoBHSA LEeNOCTHOCTU METKM Be3onacHoCTU y
A0YEPHMX NPOLECCOB MPU UCMONBb30BaHUN POAUTENBCKUM NpoLiec-
COM CUCTEMHbIX BbI30BOB chroot U pivot_root.

TekyLlee 3Ha4YeHMEe YPOBHS LIENOCTHOCTU HE BIUSIET HA NPUMEHE-
HVWe napameTpa.

fonyctumble 3HadyeHunss 0/1, y/n. 3Ha4yeHne no ymonyaHuio 1
(0BHYNSAET ypoBeHb)

parsec.noload_files

3anpert 3arpy3ku mogyneu sapa, BCTPOEHHOro nNporpammMHoro obec-
neyeHusi, obpas3oB kexec, kntoven n ceptndukaror X.509 npusu-
nerMpoBaHHbIM nonb3oBaTenem (root, uid=0) C HU3KUM YPOBHEM
LiernoCTHOCTW.

Honyctumble 3HayeHnsa 0/1, y/n. 3HayeHne no ymonyaHuo 1
(3arpyska 3anpetluleHa)

parsec.ccnr_reject

3anpeT yCTaHOBKU LOMNOMHUTENBHOrO MaHAaTHOro atpubyTa cenr
npuBMnerMpoBaHHbIM nornb3oBaTtenem (root, uid=0).
[onyctumblie 3HadeHus 0/1, y/n. 3HayeHue no ymon4yaHuo 0
(ycTtaHOBKa paspeLlueHa)

parsec.enable_exec_on_fuse

PaspelueHne 3anycka cLueHapmveB 1 UCMONHAEMbIX hainoB n3 gamn-
NOBbIX CUCTEM, CMOHTMPOBAHHLIX C NOMOLLLI0 (hannoBOM CUCTEMBI
FUSE.

Jonyctnmble 3HavyeHns 0/1. 3HadeHne no ymonyaHuio 0 (3anyck
3anpeLueH)
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5. 3BALLUNTA CPEAbLI BUPTYATNTU3ALIUUA

OC paspaboTtaHa C y4eTOM NPUMEHEHNSA BCTPOEHHbIX CPEACTB 3aLUNTbl B BUPTYanbHON
MHPPACTPYKTYpe 1 BKMOYaET B CBOM COCTAB AP0 C NOAAEPKKOM TeXHOMorMn BupTyanusaumum®
Kernel-based Virtual Machine (KVM, runepsusop ll-tnna).

OC npepnocTaBnsieT BO3MOXHOCTb CO34aHNSA U 3amnTbl Cpeabl BUpTyanusauum ¢ obecne-
YeHMeM BbINONHEHNS crieayowmx pyHKumM 6esonacHoCTK:

- JoBepeHHas 3arpyska BUpTyarbHbIX MaLlWH;

- KOHTPOIb LIeNOCTHOCTHU;

- peructpauus cobbiTum 6e3onacHoCcTy;

- ynpaBsreHue LOCTYroMm;

- pe3epBHOE KONMUPOBAHWUE;

- ynpasneHve noTokamu nHopmauuu;

- 3awmTa namsaTu;

- OorpaHuyeHue nNporpammMHoOn cpeabl;

- MAeHTUMKauua 1 ayTeHTudunkaums nonb3osartenem;

- UeHTpanu3oBaHHOe yrnpasrieHne obpasamn BUPTYyarnbHbIX MalivH WU BUPTYanbHbIMA

MaLUMHaMu.

OcCHOBHbIMK cpeacTBamMu, HeOBXoANMBIMU NS CO3A4aHUS Cpeabl BUpTyanusaunm, SensoT-
cs:

- cepBep BupTyanum3auum libvirt;

- nporpamma amynsiumMm annapatHoro obecnevyeHns QEMU.

YnpasneHue cpefoun BupTyanuaauum obecnevmBaeTca MUHCTPYMEHTOM KOMaHAHOW CTPOKK
virsh ¢ ncnonb3oBaHMEM NPOrpamMMHOro nHTepdgenca libvirt, KOTOPbIN NPeaocTaBndaeT cpea-
CTBa co3faHus n ynpasrneHns BM: HacTpolika KOHurypaumm v 3anyck, ynpasneHme dannamm-
00pa3oB ANCKOBbLIX HOCUTENEN, YNpaBneHne BUPTYyanbHbIMU CETEBbIMU aganTepamMm N CETAMM,

dopMmnpoBaHMe KOHTEKCTa doyHKLMOHMpoBaHus BM B Buge npouecca OC.
5.1. IncKkpeLMOHHOE ynpaBneHue AOCTYNOM B cpefe BUpTyanusauum

Pabota B cpege BupTyanusaumm libvirt nogyuvHsieTca npasunam ANCKPELMOHHOIo
yrnpaBneHns OOCTYNoM U BO3MOXHa TOMbKO Mocne npoxoxaeHus obsizaTenbHOW npouenypbl
ayTeHTUrKaumm.

AdunckpeunoHHoe ynpasneHne AocTyrnoM npu pabote ¢ cepBepoM BUpTyanusauum
libvirt ocywecTBnsAeTca COBMECTHbIM UCMOSb30BaHNEM MOAYNA ANCKPELIMOHHOrO yrpasre-
HWUS1 4OCTYNOM dac M cneumanbHO pasdpaboTaHHOro Mogyrns MaH4AaTHOro ynpasneHust 4OCTYNOM

parsec, B3aumogenctaymwoulero ¢ nogencremon 6esonacHoctv PARSEC OC. Moaynb nogaepku

") HepocTynHo B pexume «MoBUMBHBINY.
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ANCKPELMOHHOIO yrnpaBrieHns 4OCTyNnom dac MCMonb3yeT ANCKPELMNOHHbIE aTpubyThl, COCToALME
N3 yHUKanbHbIX naeHTudunkatopo. OCHOBaHMEM AN NPUHATUS peLleHnsa O npeaocTaBneHnm
AOCTyna SIBNSIETCS CpaBHEHUE OUCKPELMOHHbIX aTpubytoB BM 1 gmnckpeumnmoHHbix aTtpmbyToB
nosib3oBaTens ¢ y4eTOM BbINOSTHAEMON ornepauunm, a Takke ¢ y4eToM porn nosib3oBaTens.

[OunckpeunoHHblie atpnbyTsl BM mMoryT 6b1Tb AUHAMNYECKUMU U CTATUYECKUMM:

- ONHaMU4YecKue reHepupyroTca B MOMEHT 3anycka BM Ha ocHoBe aTpubyToB 3anyckato-

LLlero nonb3oBaTtens (ero yHuKanbHoro naeHtudukaropa);

- cTaTU4ecKMe 3aJatoTcsa agMUMHUCTPaTOpOM B KOHdurypauum BM n onpegenstot atpmby-

Tbl ee 3anycka.

Bce onepaunn ¢ BUpTyanbHOW MalLUMHOW pa3fensaltoTcs Ha HenpuBuierMpoBaHHbIE Y
npusuIerMpoBaHHble, HaNpPUMep onepaunn NosTly4eHNs crmcka BUPTYanbHbIX MaLWWH U MHGOopP-
MaLuMn O KOHGUrypauumn BUpPTYyanbHOW MalUMHbI SBISIKOTCS onepauusaMn HenpuBuIermpoBaHHbIMU,
a ornepauuu cosgaHusd, yganeHus Unm naMeHeHus KoHurypauumn BupTyasibHbIX MalluH — NpUBK-
nernpoBaHHbIMN.

[MpmBUNernpoBaHHble onepaumm No M3AMEHEHUIO COCTaBa NN KOHUIypaLmmn BUPTYyanbHbIX
MaLLMH TpebytoT BXOXOEHWS NONb30BaTENs B JIOKAbHYHO aAMUHUCTPATMUBHYHO Fpynny, UMsi KOTOPOW
3apaeTcd B KOH(UrypaunoHHom pamne /etc/libvirt/libvirtd. conf B KayecTBe 3Ha4YeHUA
napameTtpa admin_group, 3Ha4eHue No ymonyaHuw libvirt-admin:
admin group = "libvirt-admin"

HenpuBunernpoBaHHble eNCTBUS OOCTYMHbI Nonb3oBaTenam rpynnbl libvirt.
5.2. MaHpaTHOe ynpaBrneHne JOCTYNOM K BUPTyalibHOWU MaluuHe

PaboTta B cpege BupTyanusauumn libvirt Nog4YMHAETCA npasBuiam MaH4aTHOro ynpas-
NeHns 4OCTYNOM M BO3MOXHA TOMbKO Mocrie NpoxoxaeHnsa obsizatenbHOW npoueaypbl ayTeHTugu-
Kauumu.

MaHngaTtHoe ynpaBneHue 4ocTynom npu pabote ¢ cepBepom BMpTyanuaaumm libvirt
BbINOMHAETCA MOAYNeM NOAAEPXXKU MaHAATHOro yrnpaBneHns 40CTYNoM parsec, pa3paboTaHHbIM
C MCMONb3oBaHMEM MPUKIALHOro NporpaMMHOro MHTepdenca gpamBepoB AocTyna libvirt.
Moaynb parsec ucnonb3yet MeTky 6esonacHocTu nogcuctemol 6e3onacHoctn PARSEC OC.
OcHoBaHVeM ONnA NPUHATUS peLleHns 0 NpedocTaBneHnn 4oCTyna SBNaeTcs cpaBHEHUE METOK
6esonacHocTn BM 1 nonb3oBaTtens ¢ y4eTOM BbINOMHAEMOM onepauuu.

MeTka 6e3onacHocT BM MoxeT ObiTb AMHAMNYECKOWN NN CTaTUYECKOMN:

- OMHaMun4yeckasa reHepupyeTcs B MOMEHT 3anycka BM Ha ocHoBe meTku 6e3onacHocTm

3anyckatoLlero nonb3oBaTens;

- cTaTudeckasi 3afjaeTcsa agMMHUCTPaATOpPOM B KOHdurypauun BM u onpegenseT KOHTEKCT

6esonacHocTn ee 3anycka.
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Bce onepauuu ¢ BM pasgensatoTcs Ha onepauum YTeHUa 1 3anncu, Hanpumep onepaumm
NonyyYeHns cnmncka BUpTYyarnbHbIX MaLMH UK MHPOPMaLMM O KOHUIypaLmn KOHKPETHON MaLLMHbI
ABNAOTCA onepaunsaMmn YTeHusl, a onepaunmn cosgaHus, yaaneHnsa nnm naMeHeHns KoHdurypawmm
BM — onepauusmun 3anucu.

MaHgaTHoe ynpaBneHne JOCTYNOM OCYLLECTBASETCS MO cneayowum npasunam:

- cosgaBaemas BM nonyyaet meTky 6e30nacHOCTM co3gatoLwero ee nonb3oBaTens;

- 06pa3 BM He obnagaet meTkon 6e3onacHOCTM (eCnu ANg HEro He 3aJaHa ctaTudeckas

MeTKa 6e3onacHoCTH);

- 3anyweHHas BM Hacnenyet meTky 6e30nacHOCTM 3anyckarowero nosnb3oBartens (310

OTpaXkaeTcs B BUAE HanMyusa AnHamMmyeckmx MeTok 6esonacHocTu Kak y npouecca BM B

OC, Tak n y channoB-06pasoB 1 yCTPOUCTB, NpuHaanexawmux BM);

- AOCTyn K doyHKUMOoHMpytowen BM npenoctaBnsieTca TOMbKO NPy paBeHCTBE METOK

©es3onacHocTu nonb3oBartens n BM;

- OOCTYyn K nony4veHuto nHcgopmaumm o BM n ee koHurypaumm npeaocTaBnseTcs B COOT-

BETCTBUW C NpaBunamMmm MaH4aTHOro yrnpasreHns JOCTYNOM C y4eTOM MeTOK 6e3onacHoCTu

nonb3oatensa n BM.

MpumevyaHuns:

1. B cny4ae ucnonb3oBaHus B kayectBe rocteorn cuctembl OC BMpTyanbHasi MallmMHa

He JOMKHa 3anyckaTbCa B MaHAaTHOM KOHTeKcTe. BMecTo 3Toro Heobxoanmo BbINOMHATL

yAaneHHbIn Bxoq ¢ TpebyemMbiM YpOBHEM KOHUAEHLMANBHOCTM OOCTYNa cpeacTtBamm

OC.

2. HactoaTenbHO pekoMeHOYeTCA UCMONb30BaTb PEXUM «TOMbKO YTEHME» NPU 3anycke

BMPTYarnbHbIX MallWH B HEHYNIEBOM MaHL4ATHOM KOHTEKCTE.
5.3. PoneBoe ynpaBneHue JOCTYNOM B cpefe BUpTyanusauum

B OC poneBoe ynpaeneHue fOCTynom npu paboTte ¢ cepBepoM BUpTyanu3auum libvirt
peannayeTcs Kak C UCMonb3oBaHWEM AparBepa Aoctyna polkit, Tak U € UCMNOMb30BaHNEM
ApanBepa goctyna parsec. PoneBoe ynpaeneHve JocTyrnom obecneyvsaeT pasrpaHuyeHue
BO3MOXHOCTEN BbIMOMHEHNS NPUBUNErMPOBaHHbLIX Orepaunin co cpeacTsamMmu BUPTyanuaawumu.

[pansep ynpasneHns OCTYNoM polkit NPUMEHUM TONLKO B CriyYae, ecrnn coeguHeHus
¢ libvirt orpaHunyeHsbl coketoM gomeHa UNIX. Ecnn coeanHeHuns BbinonHsatoTcs ¢ coketom TCP,
noeHTuuumpyowas nHdpopmauusa cybbekrta byaet HegocTynHa M AOCTYN CyBbekToB AocTyna K
onepauusim ¢ cepBepom BupTyanusauumn dyget 3anpelleH. Ecnu cybbekT nogkntodaetca no SSH,

TO ByaeT naeHTMduMUMpoBaH nokanbHbIN nosnb3oBaTtenb SSH.
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[panBep ynpaBneHnsi OCTYNOM parsec He 3aBUCUT OT COKETA W MNO3BOSISIET OCYLLECTB-
NATb yAaneHHble coeauHeHus. MpoBepkn paspeLleHmnin Ha NCMoNb30BaHMe NOMHOMOYMUI porel
OCYLLIECTBMATCSA Ha XOCTE CepBepa BMPTYyanu3aumu.

Ans peanu3aumm poreBor  MNOMUTUKM  OOMMKEH OblTb  YyCTaHOBMEH  nNakeT

astra-kvm-secure.

5.3.1. HacTtpouka poneun
Peanusauus poneBoro metoaa ynpasneHus 4OCTynoM nogpasymMmeBaeT pasrpaHnyeHme

AOCTyna no ponsim:

agMUHUCTPATOpP cpeacTBa BMPTyanusauuu;

agMuHMcTpaTop 6e3onacHOCTU cpeacTBa BUPTYyanu3aumu,

pa3paboTunk BUPTyaribHOM MalLVHbI;

agMVHUCTPaToOp BUPTYarbHON MaLUUHBbI.
HasHayeHune pornen 1 NorTHOMOYNIA OCYLLIECTBIISAETCH agMUHUCTPATOPOM CUCTEMBI C BbICO-
KMM YPOBHEM LIENOCTHOCTW.
Ons paboTbl B cpeacTse BupTyanu3aumm Ons poren 3apes3epBuMpOBaHbl CUCTEMHbIE
rpynnbl libvirt-dev, libvirt-adm, libvirt-admin, astra-audit v 1libvirt-admvm.
Ponb agmuHucTpartopa cpeactsa BUpTyanu3aumm no3BosisieT co3gaBaTb U ynpasnsTb
y4YyeTHbIMM 3anucsiMy Norb3oBaTernen CpeacTB BUPTyanuaaunn, HasHadaTtb npasa 4OCTyna Norb30-
BaTensm CpeacTBa BUPTyanusauum K BUpTyarbHbIM MallnHaM, co3gasaTth U yoanaTb BUPTyanbHoe
obopyaoBaHue, N3MeHATb KOHUIypaumm BUpTyanbHOro o60opyaoBaHus, ynpaenaTb JOCTYNOM
BUPTYarnbHbIX MalWWH K OU3NYECKOMY U BUPTyanbHOMY 0B6OpyaoBaHUIO, YyNpasnsaTb KBOTaMMU
AOCTyna BMpTYyarnbHbIX MaLlMH K OU3NYECKOMY U BUPTyanbHOMY 060OpyaoBaHUIO, ynpasnsaTb
nepemMeLLeHnem BUpPTyarnbHbIX MaLUVH, YAansaTb BUPTYyarbHble MalluHbl, 3anyckaTb U OCTaHaBNn-
BaTb BMPTyalibHble MaLLWHbI, CO34aBaTb CHUMKN COCTOSIHUS BUPTYarbHbIX MALIMH (BKIOYAKOLLMX
hannbl KOHUrypauumn BupTyansHOM MallnHbI, o6pa3a BUPTYyanbHOM MaLllUHbLI U 06pasa namMaTu
BUPTYyarbHOW MaluHbl). [Monb3oBaTtento ¢ AaHHOW Porblo HEOBXOOUMO Ha3HaYMUTb BO3MOXHOCTb
paboTbl NOA, BLICOKMM YPOBHEM LENOCTHOCTU (63), a Takke:
1) npu ncnonb3oBaHun gpaneepa polkit:
a) BKMYMTb ero B rpynnbl libvirt-adm, libvirt-admin, libvirt,
libvirt-gemu, kvm M astra-admin,;
6) nobaButb B /etc/sudoers ANd Nofny4eHUs NOIHOMOYMIA Ha NPUMEHEHNE Mexa-
HM3mMa sudo:
- OTKpbITb (hann:
sudo visudo /etc/sudoers
- 0o6aBnUTb CTPOKY:
$libvirt-adm ALL=(ALL:ALL) ALL
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2) npv Ucnonb3oBaHUM ApanBepa parsec:

a) BKIMOYMTb ero B rpynnbl libvirt-admin, libvirt, libvirt-gemu, kvm n
astra-admin;
6) pobaButb B /etc/sudoers AN NONy4YeHUsi MOTHOMOYNIA HA MPUMEHEHNE MeXa-
HM3Ma sudo:

- OTKPbITb (hann:

sudo visudo /etc/sudoers

- [obaBnTb CTPOKY:

$libvirt-admin ALL=(ALL:ALL) ALL

Ponb agmMuHucTpatopa 6e3onacHOCTU CpeacTBa BUPTYyanmM3aLumm No3BonsieT UMeTb 4OCTYnN
Ha YTeHue K XXypHany cobbiTuii 6e3onacHoCT1 cpeacTs BUpTyanusaumm, opMmMpoBaTh OTYETHI C
y4eTOM 3aJaHHbIX KpUTepmeB oTbopa, OCyLLEeCTBIATb BbIrPy3Ky (3KCMNOPT) AaHHbIX U3 XXypHana
cobbITu BesonacHOCTN cpeacTBa BUpTYyanusauun. lNonb3oBaTtens ¢ 4aHHOW porblo HeobXxoanmo
BKMIOYUTL B rpynny astra-audit M UCKMOYUTL U3 rpynn libvirt, libvirt-gemu, kvm.

Ponb pa3spaboTymka BUpTyanbHOM MallnHbl NO3BOSSET Co3AaBaTb BUPTyalbHble MaLLWHbI
N U3MEHATb KOHGUrypaumm BUpTYyanbHbIX MaluH. lNonb3oBaTtensa ¢ AaHHOW porblo HeobxoamMmo
BKIMIOYUTL B rpynnbl:

- Mpu ucnonb3oBaHUn apaneepa polkit — B rpynnbl libvirt-dev, libvirt-admin,

libvirt, libvirt-gemu 1 kvm;

- MPU UCMNOSb30BaHUW [ApanBepa parsec — B rpynnbl libvirt-dev, libvirt,

libvirt-gemu u kvm.

Ponb agmuHucTpartopa BupTyanbHOW MallvHbl MO3BOMSAET OCYLLECTBNATL JOCTYM Nosib-
30BaTens cpeacTsa BUpTyanu3aummn K BUpTyanbHOM MallvHe U3 uHtepdenca cpencresa BUpTY-
anusauuu. MNonb3oBaTtens ¢ 4aHHOW Ponblo HEOBXOAMMO BKNKOYNTL B rpynny libvirt-admvm.
[ononHntenbHO ANg ocyllecTsrneHns goctyna kK BM nonb3oBatento n3 rpynnbl libvirt-admvm
AOMMKHbI ObITb HAa3Ha4YeHbl NpaBa AocTyna K AgaHHoM BM nytem HacTponku npasun QUCKPELNOHHOM
nonutukn goctyna (ACL). [ns atoro Heobxoanmo B rpadpnyeckon yTunute virt-manager:

1) nepenTtn B cBoncTBa BM;

2) BblbpaTb pasgen «be3onacHoCTbY;

3) Bo Bknagke «lMogpobHocTny B Tabnuue «ANCKPELMOHHbIA KOHTPOMb AOCTyna» Ans

nonb3oBaTess yCTaHOBUTb pa3peLleHune «Vicnonb3oBaHne» B cooTBeTcTBUM C puc. [1]
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Mogpo6HocTk | XML

Mopene: DAC
Tan: (@) TuHaMKYe ki

MeTka:

Mopaenb: PARSEC
Tan: (&) AuHamuqeckni

CTaTMYecKni

MeTka:

[AWCKpeLMoHHBIIA KOHTPONE AOCTYNA

Type CybwexT | MNpaga gocTyna
Monsk3oBatens test4 Mcnonb3oBaHue
S b

Tun: (®) Monb30BaTenu U rpynmsl
Monb3oBaTenu
Tpynnbl
MokasblBaTh CUCTEMHbIE O6BEKTHI
PeXXWMM TONbKO YTEHNE
Tun: (o) OTKNKOYEH

BpeMeHHbIA CHUMOK
CHAMOK

MonHaa konua

Puc. 1

MpuHATME pelueHns o goctyne nonb3osatens K BM ocyuwlectBnaeTca Ha OCHOBE MPOBEPKM
BXOXEHUs nornb3oBatens B rpynny libvirt-admvm M HanMuMa Ans norb3oBaTerisi COOTBET-

cTByloLlero npaesa goctyna B8 ACL gaHHon BM.

5.3.2. HacTtpouka poneBoro yrnpaBrneHUs AOCTYNOM C UCMNOfb30BaHUEeM ApanBepa
poctyna polkit

[nsa BkNtoYeHUA poneBoro yrnpasneHna JOCTYNOM Ha OCHOBe ApaunBepa JocTyna polkit
HeobXxoaAnMO B KOH(UrypaunmoHHoMm danne /etc/libvirt/libvirtd.conf Ang napametpa
access_drivers 3agatb 3HadyeHne [ "polkit", "parsec" ]:
access_drivers = ["polkit", "parsec" ]

3aTtem nepesarpy3uTtb cnyx0y libvirtd, BbIMOMHMB KOMaHAbI:
sudo systemctl reload libvirtd
sudo systemctl restart libvirtd

Mpwu yCTaHoBKe cepsepa BUpTyanusauum libvirt B KaTanore
/usr/share/polkit-1/actions/ co3galTcad NO YyMOSMYaHWIO aunsl € OnucaHuem

BO3MOXHbIX NPVBUNErMPOBaHHbIX Onepauuii:
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1) davn org.libvirt.unix.policy — onucbiBaeT ABa rnobanbHbIX paspeLleHns no

AOCTYyny K BUPTYanbHOW MHAPACTPYKType:

- org.libvirt.unix.monitor — NO3BONAET BbIMNONHATL MOHUTOPUHI BUPTYyarnb-
HOW NHPPACTPYKTYPHbI;

- org.libvirt.unix.manage — NO3BONSAET BbINOMHATL yNpaBrieHne BUPTYyarnbHON
NHPaCTPYKTYpOW;

2) dann org.libvirt.api.policy — COAEPXUT CANCOK onepauun (Hanpumep, co-

3gaHve BM, yoaneHue cetu 1 T.4.), KOTOpble CTAHOBATCS LOCTYMHbI NOMb30BaTENAM, €CNN

npoBepka No npaeBuny org.libvirt.unix.policy NponaeHa.

Mocne yCTaHOBKMU naketa astra-kvm-secure B KaTanore
/var/lib/polkit-1/localauthority/ co3galoTca npasuna, peanusyloume paspeLleHus
Ansa rpynn agMMHUCTPaTOPOB B COOTBETCTBUMN C UX PONAMM.

B katanore /var/lib/polkit-1/localauthority/10-vendor.d co3gaeTcsa npa-
BUNo 60-libvirt.pkla, KOTOpoe no3BONAET nonb3oBatenam rpynn libvirt-dev,
libvirt-adm 1 libvirt OCywWeCTBNATb AOCTYN K onepaumsaM no yrnpasreHuo BUPTYyarbHON
MHAPACTPYKTYPON, CO CreayoLWmnM coaepXnMbiMm:

[Allow group libvirt-dev, libvirt-adm, libvirt managment permission]
Identity=unix-group:unix-group:libvirt;libvirt-dev;unix-group:libvirt-adm;
Action=org.libvirt.unix.manage

ResultAny=yes

ResultInactive=yes

ResultActive=yes

B kartanore /var/lib/polkit-1/localauthority/15-1libvirtd.d cosgatoTcd
npaesuna BuMga <.org.libvirt.api.*.pkla>, KOTOpblE ONpeaensoT paspeLleHns ans poneun.

Ons pefakTupoBaHUS npasun ncrnonbayeTcs rpadgouyeckas yTunmta

fly-admin-policykit-1 (onucaHue yTUnuTbl NpUBEOEHO B 3MIEKTPOHHON CnpaBke).

5.3.3. HacTtpouka poneBoro yrnpaBrneHUss A4OCTYNOM C UCMNOfb30BaHUEM ApanBepa
pocTyna parsec

[nsa BKIoMEeHUA poneBoro yrnpasneHus 40CTYNOM Ha OCHOBe AparBepa AOoCTyna parsec:

1) B KOHUrypaumoHHom dpanne /etc/libvirt/libvirtd.conf gna napametpa

access_drivers AOMKHO ObiTb 3a0aHO 3Ha4YeHne [ "parsec" ]:

access_drivers = [ "parsec" |

2) B KOHQMrypaumoHHoMm panne /etc/libvirt/parsec_roledb.conf ans napa-

MeTpa enable AOMKHO BbITb 3a4aHO 3HaYeHune 1:

enable =1

[Mocne BbINOMHEHHbLIX 4ENCTBUA HEOBX0AMMO nepesarpy3nTb cepBuC libvirtd:
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sudo systemctl reload libvirtd
sudo systemctl restart libvirtd
KoHdurypauunoHHbln cann /etc/libvirt/parsec_roledb.conf coaepxuT nepe-
YeHb BCEX MPUBUIIErNMPOBAaHHBLIX onepauun npu pabdote ¢ cepBepoM BupTyanusauum libvirt, k
KOTOPbIM NPUMEHSETCA NONUTMKa JOCTYNa, U paspeLlleHna Ha BbIMONIHEHWE JaHHbIX ornepaunmi
Ans rpynn agMMHUCTPATOPOB B COOTBETCTBUN C UX POSISIMU, OnpeaeneHHble poneBon NOMMTUKOMN.
[ononHuTenbHO nepepacnpeneneHne NosIHOMOYUKM nornb3oBaTenen cpeacTea BUpPTya-
nu3aumn B npegenax HasHa4yeHHbIX UM pornen ocyLecTBNAeTCs B KOHpUrypaumMoHHoM dpanne
/etc/libvirt/parsec_roledb.conf. [Ina pegaktnpoBaHusi KOH(pUrypaumoHHoro dgavna
BO3MOXHO MCNOMb30BaTb MHCTPYMEHT virsh, Ang 3TOro BbIMNOAHUTL KOMaHAy:
sudo virsh -c gemu:///system config --edit-config

/etc/libvirt/parsec_roledb.conf

Mpumep

3anpetutb nonb3oBaTento u_adml, peanuayoLwemMy porb agMMHMcTpaTopa cpeacTea BUp-
Tyanusauun, yaanatb BM. [Ins aToro Heob6xoamMmMo OoTpeaakTMpoBaTh paspeLlleHunst Ans onepauun
domain_delete cneayowmm obpasom:

domain_delete = ["g:libvirt-admin","-u:u_adml"]

MNpy BHECEHUWN NU3MEHEHUI C MOMOLLbIO virsh N3MEHEHMUSI MPUMEHSIIOTCS NOcre CoxpaHe-

HUA KOHJUrypaLmMoHHoro carna n nepesanyck cnyxbol 1ibvirtd He TpebyeTcs.

5.4. Pexxnm «TONbKO u4TeHMe»: 3anpeTt moaudukauum obpasa BUpPTyaribHOWU

MaLUUHbI

Moppepxka (PyHKUNMOHMPOBaHUS BUPTYarbHOW MaLUMHbI B peXume 3anpeta Mmoauduka-
UMM ee obpasa oCyLlecTBAAETCA cneyuanbHbIMM cnocobamu 3anycka BUPTyaribHONM MalUWHBbI,
npun KOTOPbIX OCHOBHOW 00pa3 3alumiiaeTca oT 3anucu. B 3aBucnmocTn ot BbIGpaHHOMO pexmma
OCYLLEeCTBSAETCA co3aaHne omM3ny4eckom KOnmm unm NpUMEHSIIOTCS pasnnyHble BapuaHTbl co3aa-
HUSA CHUMKOB 0Opasa Cc nocnenyLwwmm Ux yaaneHnem nocne 3aBepLueHnsi paboTbl BUPTyanbHOM
MaLLUVHbI.

[aHHbIN pexxum paboTbl Ha3bIBAETCA «TOMNBbKO YTEHUE» U peannuayeTcsl TpeMs crnocobamu:

- BPEMEHHbIN CHUMOK — crocob 3anycka BUPTYyanbHOM MalUWHbI, MPU KOTOPOM OCHOBHOM

obpas 3awumuaeTca ot 3anucu, a Bce peaynbratbl paboTbl Nonb3oBaTens PUKCUpPYOT-

CA BO BPEMEHHOM CHUMKE, CYLLECTBYIOLLEM TOMbKO B npouecce PyHKUNOHUPOBAHUS

BUPTYyasibHON MalUVHbI;

- CHMMOK — BO BpeMsi 3anycka BUpTyarbHOM MalUMHbl B 3a4aHHOM KaTarore co3gaeTcs

CHUMOK, yaansiemMblii nocrne 3aBepLUeHns PyHKLUMOHNPOBaHNSI BUPTYaribHOM MaLLMWHbI;
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- MofnHaga Konma — BO BpeMsA 3arycka BUPTyasribHOWM MalluHbl B 3agaHHOM KaTarore
cosgaeTcs nonHasa konus obpasa, ygansemas nocne 3aseplueHna PyHKUNOHUPOBaHUS
BUPTYanbHOW MaLUUHbI.

Co3agaHne NosmHoM KOMuMu MOXET 3aMeanaTb NpoLecc 3anycka BUPTyanbHOW MalUMHbI MO
NpUYNHE KonNnpoBaHMs obpasa 6onbLLIOro pasMmepa, HO AaHHbIN BapuaHT NO3BOMSAET UCMONb30-
BaTb BO3MOXXHOCTU MO COXPaHEHNIO COCTOAHUS BUPTYyasribHOM MaLUVHbI A9 nocneayrLuero ero
BOCCTaHOBMEHUS.

Mpn ncnonb3oBaHMM CHUMKOB B Cryyae Ntoboro BbIKMHOYEHNA BUPTYarbHOW MalUWHBbI
BCNEACTBME BbIKMIOYEHUS UNK annapaTtHoro cbos cepBepa BUpTyanusauuu Bce pesynbrarbl
paboTbl BUPTYanbHOM MaLUMHbI ByoyT NOTEPSIHbI.

Karanor pasmelwieHna BpeMeHHbIX (pannoB 3agaeTca B KOHurypaunmoHHoMm dhanne
/etc/libvirt/gemu.conf cnegyroumm KOHPUrypauuoHHbIM napaMmeTpoM:

run_images_dir = "/var/lib/libvirt/runimages"
5.5. UnpeHTndumkauma n ayteHTuukauma nonb3oBatenien B cpeae BUpTyanmsauumm

Mpwn goctyne K BUpPTyarnbHbIM MallMHaM pasnuyaeTcsa OCTYN K cepBepy BUpTyanusaumm
libvirt Ang ynpaBneHnsa BMpTyanbHbIMX MalIMHAMKW U OOCTYN HENOCPEACTBEHHO K pabovemy cTony
BUPTYaribHON MaLUUHbI.

lMonb3oBaTenb MOXET BbINOMHUTL 3anyck BM unu nonyuntb OOCTYN K paHee 3anyLueH-
Hon BM nocne npoxoxaeHus npoueaypbl naeHTudunkaumm n ayteHtndpukaumm B OC. Joctyn
npegocTaBriseTcs B COOTBETCTBUM C YCTAHOBMEHHbIMUY MpaBunamMm pasrpaHnyeHust goctyna. 3a-
nyLwieHHasa BupTyanbHas MallnHa npeactasnset cobon npouecc OC, KOTOPbIN PYHKLUNOHUPYET OT
WMEHW YY4ETHOW 3anucu nornb3oBaTens ¢ ero MaHgaTHeiMn atpubytammn 6e3onacHoCTy.

Bxoa B cuctemy ocyuiectBngeTca no naeHtudukatopy n naponto. lNpu Bxoge B cuctemy
OCYLLEeCTBSAETCA UaeHTUdMKaumsa 1 NnposBepka NogNMHHOCTM CyObEKTOB AOCTYNa npouenypown
ayTeHTudmKaummn. Mo ymMonyaHuio B CUCTEME OTKMIOYEH pPeXuM aBTOMAaTMYECKOro Bxoga mno
COXpaHeHHbIM y4eTHbIM AaHHbIM U 6e3 napons. HacTtporka Bxoga B CUCTEMY OCYLLIECTBNAETCA
C UCNOMb30BaHMEM yTUNUTbI £1ly-admin-dm.

YcTaHOBKa naporsisi nofnb3oBaTens ocywecTBNAeTca agMUHUCTPATOPOM C MOMOLLLIO UH-
CTPYMEHTOB ynpaBneHnst NonnTukon 6esonacHoctn (ytunuta £ly-admin-smc).

OrpaHunyeHne KonmyecTBa HeycneLHbIX NOMbITOK BXoAa U BrokMpoBaHUSA y4eTHON 3anucu
N ceaHca [OCTyna nonb3oBaTens npu nNpesBbILLEeHUM YUCTa HeYyCneLHbIX NOMNbITOK ayTeHTUdun-
Kauuu B cMCTeMe ycTaHaBnMBaeTCs agMUHUCTPATOPOM C NMOMOLLbK MHCTPYMEHTOB YNpaBreHus
nonuTUKon 6e3onacHoCTw.

B OC obecneunBaercs BO3MOXHOCTb CMEHbI YCTAaHOBNEHHOrO agMuHucTpatopom OC

naporsia nosib3oBartend rnocrne ero I'IepBVI‘-IHOﬁ ayTeHTI/I(bVIKaLI,MVI.
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Kaxxgomy nonb3osatento B OC no ymonyaHuio nNpMcBanBaeTCs yHUKANbHOE NMS U NOeH-
Tudumkatop. Npu nonbiTke BBOAA HEMPaBUIbHOIO 3Ha4YeHUa naeHTudukatopa nnu napons nosnb-
3oBaTens rpagpuyeckon nogencremon OC BbiBOAUTCA coObLLEHME O TOM, YTO BXOA4 B CUCTEMY
He BbINOSIHEH, U NONb30BaTEeNO NOBTOPHO NpeAnaraeTcsa BBECTU NpaBuibHbIA naeHTUdUKaTop u
napornb.

BrnokMpoBka y4yeTHbIX 3anucen norb3oBaTerien BbINOMHAETCA aBTOMAaTUYeCKn no Ao-
CTWXKEHUWN 3a[aHHOIO KONMMYecTBa Crneayowmnx noapas HeyaadHblX NonbITOK ayTeHTUduKaummn
nonb3oBatens. Pa3brnoknpoBka y4eTHOM 3anncu Nonb3oBaTensi BbIMOMHAETCA aBTOMaTUYECK/ B
COOTBETCTBUN C YCTAHOBMEHHBIM aAMUHUCTPATOPOM B MOMUTUKE YYETHbIX 3annucen BpeMeHHbIM
WHTepBanom.

3awmTa naponsa nonb3oBaTtens nNpu ero BBoge obecnevnBaeTcd 3a cHET OTObpakeHus
BBOAMMbIX CUMBOJIOB YCIOBHbLIMW 3HaKaMu.

XpaHeHne ayTeHTUdMKaUMOHHON MHpopMauum nonb3oBaTenen ocyLecTBAAeTCs C UC-
nonb3oBaHueM xeLw-pyHkumm no NOCT P 34.11-94 n no NOCT P 34.11-2012, yto obecneymsaet
3aWmTy ayTeHTUPUKALNOHHON NHGOPMaLIN.

OnvcaHne nepevncneHHbIX Boille npoueayp npuseneHo B pasaene 2|

[na ayteHTudmkaumm B ycnosuax ENMM v npyu yganeHHOM JOCTyne K cepBepy BUpTyanu-
3aumun ncnonbytotcs metoabl SSH-, SASL- nnu SSL/TLS-ayTeHTUUKaumm B COOTBETCTBUN C
PYCB.10015-01 95 01-1.

5.6. [loBepeHHas 3arpy3ka BUpPTyasibHbIX MaLUUH

[loBepeHHas 3arpy3ka BUpTyarnbHbIX MalMH obecnevmBaeTca C NCNONb30BaHMEM CPEACTB
AVNHaMWYECKOro KOHTPONA LEefIOCTHOCTU (Co3gaHne 3aMKHYTOW NMporpaMMHON cpefbl) B pexnme
KOHTPOMSA LEenioCTHOCTU (bansioB Npu UX OTKPbITUM Ha ocHoBe OLI B pacluMpeHHbIX aTpnbyTax
dannosoun cnuctemsl. [pn BbisBNEHUN HapyLUEHUSA LLENOCTHOCTU KOHMUrypauum BupTyanbHOro
obopynoBaHMs N LENOCTHOCTM harnoB BUPTYyanbHOW 6Ga30BON CMCTEMbI BBOAA-BbIBOAA Cpes-
ctBamun OC ocyuectensieTcs 6rokMpoBKa 3anycka BUpTyasibHbIX MawnH. OnucaHmMe npMMeHeHus
3aMKHyTOM nporpammHon cpeapl (3MC) npuseaeHo B [16.1|

Takke B Lensx GrOKMPOBKN 3anycka BUPTyarbHOW MalUMHbI NP BbIABNEHUM HapyLue-
HWS LeNOCTHOCTU KOH(pUrypauum BMpTyanbHOro obopyaoBaHns 4aHHOW BUPTYyaribHOW MaLUUHbI
NN HapyLWeHUs LernocTHOCTM dhannoB BUpTyanbHON 6a30BON CMCTEMbl BBOOA-BbIBOAA MOXET

NPUMEHATbCA MeXaHNU3M KOHTPOJIA LEJTOCTHOCTU «O0TNne4vYaTokK KOchmrypau,mm».

5.6.1. [lpumeHeHMe pexuma KOHTPOSA LeNIoCTHOCTU (hanfioB NPU UX OTKPbITUM Ha
ocHoBe AU
BriokMpoBka 3anycka BMpTyasribHOM MaLUMHbl NPU BbISIBNIEHUW HapyLLEHUS LEeNTOCTHOCTH

KOHdUMrypawmm BupTyansHoro obopyaosaHus nnu dannos BMpTyanbHoM 6a3o0BoM CUCTEMbI BBOAA-
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BbIBOAA OCYLLECTBISETCS C UCMONb30BaHNEM CPeaCTB AUHAMUYECKOrO KOHTPONSA LEeNOCTHOCTH
B pexume 3anpeta OTKpbITUS (pansioB, NOCTaBMNEHHbLIX HA KOHTPOSb, C HeBepHon AL nnu 6e3
AU B cootercTBum ¢ [16.1]

HacTponka pexunma yHKLUMOHNPOBaHUS MeXaHMU3Ma KOHTPOMA LeNoCTHOCTU ¢hannoB npu
NX OTKPbITUM Ha ocHoBe JLII B paclumpeHHbIx aTpubyTax dannoBon CUCTEMbI OCYLLECTBNSETCA
C NoMoLLbto rpadumyeckon yTunntbl £ly-admin-smc (CM. 3fIEKTPOHHYIO CMpaBKy) Unn nytem
penakTnpoBaHUs KOHUrypaumoHHoro pavna /etc/digsig/digsig_initramfs.conf.

[ns BKNIOYEHUA NPOBEPKM NOANUCEN B peXnMe 3anpeta OTKPbITUS NOCTaBNEHHbIX Ha
KOHTponb dannoB ¢ HesepHon AL nnun 6e3 3L B pacwmpeHHbIx atpubyTax Heobxoaumo
yCTaHOBWUTb A5l NapameTpa DIGSIG_XATTR MODE 3HayeHue 1:

DIGSIG_XATTR MODE=1

[1ns BO3MOXHOCTW OCYLLECTBIEHNSA nNoanncy dannoB HeOBXoaANMO co3aTh KITHOYEBYHO
napy ¢ NOMOLLbI yTUNnUThLl gpg (6onee nogpobHoe onvcaHne HacTponkm Moaynsa digsig verif
1 nognucaHuna dannos npueeneHo B (16.1)):

1) creHepupoBaTb KITHOM:

gpg --full-generate-key

B BbIBOAE KomMaHAabl COXpaHuTb uid Knro4va (Bnpa

TestTest <test@astralinux.ru>);

2) BbIMOMHUTL 3KCMNOPT KNtoYa B Katanor /etc/digsig/xattr_keys/ C ykasaHWeM ero

uid kntova:

gpg --export "TestTest <test@astralinux.ru>" >

/etc/digsig/xattr_keys/secondary_gost_key.gpg"

BHUMAHUE! [locrne BHeceHMA WN3MEHEHUW B  KOHMUrypauuoHHbIM  hann
/etc/digsig/digsig_initramfs.conf v Ansg 3arpys3kn mogynem digsig verif knoden
nocne ux pasmelleHusl B katanorax /etc/digsig/keys/ n /etc/digsig/xattr_keys/
HeobXxoOMMO OT MMEHM YYETHOM 3anucu agMUHUCTpaTopa Yyepe3 MexaHnsm sudo BbIMOMHUTb
KomaHAay:

sudo update-initramfs -u -k all

5.6.1.1. KoHTponb channoB KoHduUrypaumm BUpPTyanbHOro ob6opyaoBaHUSA BUPTYyalibHbIX
MaLUuH

Ha KOHTpOrb LenoCcTHOCTN hansioB Npu UX OTKPbITUKM Ha ocHoBe AL ycTaHaBnmBalTcA
KOHpurypaumoHHble cannbl 06opyaoBaHms BUpTYyanbHbIX MalwmH B oopmate XML, pacnonoxex-
Hble B Katanore /etc/libvirt/gemu/.

[na BHegpeHns SLIM B paclumpeHHble aTpnbyTbl HEO6X0AMMO NoanucaTb Ha CO34aHHOM

Krtove daiinbl KOHUrypauum ¢ UCnonb3oBaHWeM YTUNUTLI bsign.
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Mpumep
[nsa BHegpeHus SUI B dhann KoHurypaunm supTyansHOro obopygoBaHust BUPTyarbHON
MaLUUHbI alse HEOBXOANMMO BbINOSIHUTL KOMaHAY:
bsign --sign --xattr /etc/libvirt/gemu/alse.xml
MpoBepuTb HanMyme NoaNUCU MOXHO KOMaHLOWN:
getfattr -dm- /etc/libvirt/gemu/alse.xml
UNU KOMaHAoMN:

bsign -v /etc/libvirt/gemu/alse.xml

[anee BbINONHUTL HACTPOKKY 3anucen nmeH annos obopyaoBaHNA BUPTYanbHbIX Ma-
LUMH, Ha KOoTopble pacnpocTpaHsieTca npoBepka LM B pacwmpeHHbix atpnbytax ®C. [nsa aToro

HeobxogmMmo B dpanne /etc/digsig/xattr_control 3agaTb MX CMIMCOK.

Mpumep
[na nobaBneHnsa B CNMCOK KOHTponupyemoro ganna /etc/libvirt/gemu/alse.xml
BbIMONMHUT:

echo ’/etc/libvirt/gemu/alse.xml’ >> /etc/digsig/xattr control

BHUMAHUE! [locrne BHeceHMA WN3MEHEHUW B  KOHMUrypauuoHHbIM  chann
/etc/digsig/xattr_control HeobxogMmMO OT WMMEHW YYETHOW 3anucu agMUHUCTpaTo-
pa Yyepe3 MexaHn3Mm sudo BbIMOMHUTL KOMaHAy:

sudo update-initramfs -u -k all

BHecTn umsa koHTponmpyemoro panna B /etc/digsig/xattr_control BO3MOXHO U C
Ncnonb3oBaHMeM rpadPnyeckon YyTUnuTbl ynpaeneHms nonutnkon 6esonacHoctn £ly-admin-smc

(CM. aNeKTpPOoHHYIo cnpasky), AobasuB B rnore «lLabnoHbl nmeH dannos Ansi» B COOTBETCTBUM C

puc. 2
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? YnpaeneHue nonuTMKoi 6e3onacHocTk - HACTPOMKKM 3aMKHYTOM NporpaMMHoi cpegsl

@ain  MNpaBka HacTpoiku MNoMolb
e O e
L5 @ s

HacTpoikK 2aMKHYTOH NpOrpaMMHOin cpegbl

[ T | astra

7/ AyouT

- 2 HacTpoiiku Knoym # Mopgnuch
== [pynnbl
KITHOHHK KoHTponb McnonHAEMblx dainos KoHTponb pacliMpeHHbix aTprbyTos
# MNognuce BhIKNHKHUTE Bblknio4UTb
@ Mannarroe ynpasnenme ... OTnagka OTnagka
#/ ManoaTHbie (®) BrouuTh (®) Brnouns
M

MaHOaTHBIA KOHTPONb LEe... . "
aras f H WabnoHbl MMEH GaiNoB ANA KOTopbix ByOeT NpOM3BOLWTLCA NPOBEPKA MNOAMMCK B PaclUMpeHHbIX aTpubyTax

Jetc/digsig/xattr_control:

! ! Jetc/libvirt/gemu/smolensk16.xml
MonUTHKK Y4eTHOR 2anMck /usr/share/OVMF/OVMF CODE.fd|

Oonbz0oBaTenM

MprEMNEriK

[0 BTES

YNpaeneHre KEoTamMM

DOWCTEE M npaewna

nfA NpoBepKW KOHKPeTHbIX daitnoe (6ez macku), TpebyeTca yka3aTh LONONHWUTENbHbIA CUMBON /" B HA4Yane nyTu.
HanpumMep, //bin/dash

Puc. 2

5.6.1.2. KoHTponb annoB BupTyanbHonm 6a3oBOM CcUCTEMbl BBOAa-BbiBOAA
(nepBUYHOro 3arpy3yvka BUPTyaribHOU MalUUHbI)

B OC Bxogut nakeT ovmf (OosmKeH ObITb YCTAHOBIEH NakeT astra-kvm-secure), KO-
TOpbIN NpegocTaBndeT nogaepxky sarpysdnka UEFI v nossonser ncnonb3oBaTb B BUPTyarbHOM
mawmnHe 3arpy3dnk UEFI BmecTo TpagmumonHoro BIOS. TpaguumoHHbin BIOS BctpoeH B QEMU,
ncnonHaembl hann gemu-system-x86_64 KOTOPOro N0 yMOMYaHUo NoANMCaH A5 KOHTPONs
3anycka B 3[1C (npun aToM JomKeH ObITb BKITHOYEH PEXMM 3anpeTa 3anycka UCNonHAeMbIX doan-
noB 1 pasgensaemMblix bubnmotek ¢ HeBepHom JUIM, a Takke 6e3 ST — 3Ha4YeHMe napameTpa
DIGSIG_ELF_MODE=1, cm.[16.9).

[ns ucnons3oBaHusa B BUpTyanbHon mawuHe UEFI BmecTo TpagmumoHHoro BIOS Heobxo-
ANMO B NpoLecce co3aaHnsi BUPTyarbHOW MalUMHbI C UICNONb30BaHNEM virt-manager YCTaHo-
BUTb cpnar «lMpoBepuTb KOHUrypaLmio nepes yctaHoBKoM» U HaxaTb [[oToBO] B cooTBETCTBUM
c puc.[3
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Hoeana BUPTYaNnbHaA MallkHa

m Co3gaHve BUPTYaNkHOR MalLWHEI

MOXHO Ha4YMHaTb YCTaHOEKY

HasBaHue: ‘ smolensk162| ‘

OC: AstraLinuxSE1.6
YcraHoBka: fokanbHelid CD-ROM/ISO
NamaATe: 2048 MIiB
MNpoueccopbl: 1
MpocTpaHcTBo faHHbIX: Het

[¥| NpoBepuTs KoHGUIypaLKio Nepe | yCTaHOBKOIA

> Boifop ceTi

OTMEHWUTB Hazag lfoToBO

Puc. 3

B oTkpbiBleMcs okHe koHdurypauum BM B pasgene «O630p» B cekummn «CBonctea
rmnepem3opa» B packpbiBatowemcs cnucke «Firmware» BbibpaTb HE0OX0AMMYHO BEPCUIO 3arpy3-
yuka UEFI, Hanpumep «UEFI x86-64: /usr/share/OVMF/OVMF_CODE_4M.fd». 3atem HaxaTb
[MpnmeHnTb] M [HayaTtb ycTaHOBKY].

[MpoBepuTbL CBOMCTBA rMnepBM3opa BO3MOXHO B CBOMCTBax co3gaHHon BM B cooTeeTcTBUM

c puc. {4}
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NMogpoEHoctk | XML
OCHOBHEIE NapaMeTphbl
HaseaHue: | smolensk162

UuID: a76fdbob-6469-4c74-93dc-05c7dbfcg3e7

CoctonHue: (Il PaboTaeT (3arpyxeHa)
3arofoBokK;

OnuvcaHue:

CEOICTBA rUNepBu3opa

MMnepeunsop: QEMU TCG

ApXUTEKTYpa: x86_64

3IMynaTop: Jusr/bin/gemu-system-x86_64

Habop mukpocxem: Q35

Firmware: UEFI x86_64: fusr/share/OVMF/OVMF_CODE_4M.fd
Puc. 4

PacnonoxeHHble B katanore /usr/share/OVMF hannel ¢ paclumpeHnem . £d OOSKHbI
ObITb YCTAHOBMEHbI aAMUHUCTPATOPOM Ha KOHTPOSb LIENOCTHOCTW.
[nsa sHegpeHusa SUI B pacwumpeHHble atpmubyTbl HeO6X0ANMMO nognucaTtb Ha CO34aHHOM

BTOPUYHOM KJ1HO4E€ KOHTPOJIMpyEMbIE (baIZJ'IbI C UCnosib3aoBaHMEM YTUNUTbI bsign.

Mpumep
[ns BHeapeHua JUMM B gann /usr/share/OVMF/OVMF_CODE. fd Heo6xogMmo BbInos-

HATb KOMaHAy:
bsign --sign --xattr /usr/share/OVMF/OVMF_CODE.fd

npOBepI/ITb Hann4yme noannucu KOMaHD,OI‘;II
getfattr -dm- /usr/share/OVMF/OVMF_CODE. fd

[anee BbINONHUTL HACTPOWNKY 3anncen MMeH pannos, Ha KOTOpble pacnpoCcTpaHsaeTcA
npoBepka AL B pacwmpeHHbix aTpubyTtax ®C. [1ns 3TOro MOXHO C UCnonb3oBaHMeM rpadu-
YEeCKOW YyTUNUTbl ynpasreHns nonutukon 6esonacHocTn fly-admin-smc (CM. 3NIEKTPOHHYHO
cnpaBky) nobasutb B norne «lWabnoHbl uMeH annos ans....» nyTb K KOHTponupyemomy damnny

3arpysyvka B COOTBETCTBUM C puc. [2]

5.6.2. lpumeHeHne MexaHU3Ma KOHTPOSIA LEeNIOCTHOCTU C UCNONb30BaHUEM
anroputmMma paboTbl C KOHTPOSIbHLIMU CyMMaMM («OoTnevyaTKa KOHuUrypauummy)
MpuMeHeHne MexaHn3Ma KOHTPOsisl LenocTHOCTM obecneymBaeT gUHAMU4YECKOe COo-

3daHne Xela C UcnoJjib3oBaHMEM asriroputma nogcydeta KOHTPOJibHbIX CYyMM MO CTaHOapTy
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MOCT P 34.11-2012 gnga kaxgoro nerMTMMHO 3arpy»kaemoro dpanna koHdurypauum n coxpa-
HeHWe 1X B KaTariore ¢ BbICOKOM LLeNOCTHOCTbIO /var/lib/libvirt/hash.

BHUMAHMUE! [1ns obecneyeHns 3awwmtbl 6a3bl 3TaNIOHHbIX KOHTPOSbHLIX CYMM PEKOMEH-
AYEeTCs BKIOYUTb MaHAATHBIV KOHTPOMb LEnocTHOCTM cornacHo 4.9

MexaHn3m KOHTpoNupyeT crneaylowmun nepedeHb KoHpUrypaunm suptyanbHon nHdpa-
CTPYKTYpbI:

1) koHdurypaumnoHHsle gannsl BM dopmata XML,

2) KOHMUrypaumnoHHbie dannbl Apyrnx 0ObEKTOB BUPTYanbHOW MHPACTPYKTYpbl hopma-

Ta XML (nwfilter, storage, cpu_map ¥ ap.);

3) KOH(purypaumnoHHble hannbsl cpeacTea BUpTyanuM3aumm ¢ paclumpeHmem * . conf, pac-

NnosioXKeHHble B KaTanore /etc/libvirt/ n cogepxawme napaMmeTpbl HACTPOWKK cpea-

CTBa BMpTyanuaauuu;

4) cpannbl BUpTYyanbHon 6a30BoOM cUCTEMbI BBOAA-BbiBOAA (MEpBUYHOrO 3arpysdnka BM).

YnpaBneHue KoHUrypaunusamMmm BupTyanbHONU MHMPPACTPYKTYPbl BO3MOXHO TOSIbKO B KOH-
TEeKCTe AoBepeHHbIX npoueccos libvirt, focTyn K KOTOpbIM, B COOTBETCTBUM C PONEBOW NMOSTIUTUKON
AOCTyna, paspeLUeH TONbKO A58 nonb3oBaTenen, obnagatroLmx NofIHOMOYMAMMN POnvM agMUHUCTPa-
TOpa cpeacTBa BUpTyanuaauum (ynpaeneHue KoHurypaumsmu cpeacrea BupTyanusawgmm) nnu
ponu paspaboTymka BUPTYarbHbIX MaLWWH (ynpasneHue KOHUrypaunsamm BupTyarbHbIX MaLLmvH).

[na orpaHn4yeHns BO3MOXHOCTEN UCMONb30BaHNA onepauumi N3MeHeHUs1 KoHdurypawumm
BUPTYanbHOW MHPACTPYKTYPbl PEKOMEHOYETCH UCNONb30BaTh POrieBoOe yrpasrneHne JOCTYNOM B
cootBeTcTBUM c[5.3

[na ncnonb3oBaHUA MexaHn3ama AofmkeH ObiTb YCTAHOBMEH NaKeT astra-kvm-secure.
YcTaHOBKAa BbIMOSTHAETCA KOMaHOOoW:
sudo apt install astra-kvm-secure

lMocne ycTtaHOBKM NakeTa HeOBXOAMMO BKMOYUTE AMHAMUYECKUIN KOHTPOSb LENOCTHO-
CTW, 3afaB B KOHUrypaunmoHHom danne /etc/libvirt/libvirtd.conf Ana napametpa
integrity control 3Ha4deHue 1.
integrity control =1

Bknoyate AMHaMU4eCKuU KOHTPOSb LEeNOCTHOCTU peKOMeHAYEeTCH TOMbKO Mocrie Bcex
HaCTPOEK CUCTEMbI BUPTyanu3aumn.

[ns npyuMeHeHus HacTpoek crneayeTt nepesarpy3nTb Cnyxby libvirtd:
sudo systemctl restart libvirtd

[Mocne BkNOYeHUss MexaHn3Ma «OoTrne4vyaTok KOHUrypaummn» rnermTMMHOe U3MeHeHue
KOHpUrypaLUMOHHbIX (hansioB cpeacTBa BUPTyanusauum ¢ paclumpeHnem * . conf, pacnosnoxeH-
HbIX B KaTanore /etc/libvirt/, BO3MOXHO C UCMONb30BaHNEM UHCTPYMeHTa virsh nytem

BbINOJIHEHNA KOMaHAbI:
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sudo virsh -c gemu:///system config --edit-config
/etc/libvirt/libvirtd.conf

MpuMeHeHWe virsh onga pegakTMpoBaHUs KOHUrypaumMoHHoro gpamna obecneymsaet
aBTOMATUYECKUIN NepecyeT KOHTPOSTbHON CyMMBbI NOCIE COXPaHEHUS!.

[MepecyeT KOHTPONbHOM CYyMMbI KOH(PUTYpaLMOHHBLIX dannoB cpeacTBa BUpTyanumsaumm
libvirt c pacwupeHnem * . conf Takke BO3MOXEH C UCMOMNb30BaHNEM KOMaHAbI:
sudo virsh -c gemu:///system config --update-hash

/etc/libvirt/libvirtd.conf

JlerntnmMHoe wn3ameHeHne KoHdurypaumii o6beKkTOB BUPTYanbHOW WHAPACTPYKTYPbI
(domain, nwfilter, storage 1 Ap.) BO3MOXHO nyTeM koppektupoBkn XML-canna kak ¢ uc-
Nofnb30BaHMEM UHCTPYMEHTA virsh, BbINOMHUB KOMaHAy:
virsh edit <vM>
TaK N C NOMOLLIbIO rpadouyeckon yTunnTbl virt-manager — OTKPbITb cBoNcTBa BM 1 B pasgene
«O6wue» nepentn Bo BkNagky «XML».

[nsa BkNoYeHNa BO3MOXHOCTM pegakTupoBaHus XML B virt-manager Heo6xoanmo B
rMaBHOM OKHe nporpamMmmsbl nepenTtun «lpaBka — HacTporku» n B okHe «HacTporku» BO BKnagke
«OBwmey» yctaHoBuTb donar «Bknounte peagaktnposaHne XML».

Mpn ucnonb3oBaHuUM virsh u virt-manager ANS pedakTUpPOBaHUA KOHUrypaumm
BM KOHTpOSbHblE CyMMbl (©ansfioB KOHUrypaumMm aBTOMaTUYECKN NepecHmUTbIBaOTCS nocre
COXpaHeHus KoHdUrypauum, a nsmeHeHust BCTynarT B CUiy nocne nepesarpy3ku BM.

YnaneHne o6beKTOB BUPTYanbHOW MHPPACTPYKTYpPbl MPU UCNONb30BaHUN KOHTPONS Le-
NOCTHOCTU TaKke HeoBX04MMO BbINOMHATE C MOMOLLbI0 virsh U virt-manager, obecneynsato-
LLNX NEMMTUMHYIO OYUCTKY 6a3bl 3TANOHHbLIX KOHTPOSBbHbBIX CYMM.

lMocne BKIOYEHMS MeXaHU3Ma Npu Kaxkaow 3arpyske cnyx6bl 1ibvirtd 6yaert Bbinon-
HATLCA CpaBHEHNE KOHTPOSbHbIX CYMM 3arpy>aembixX B NamMATb KOHUIypauum ¢ aTasioHHbIMU.
Ecnun 6bIno ocyLLEeCTBNEHO HENETMTUMHOE U3MEHEHNE KoHdUrypauun BM, BbluMCNEHHOE 3Ha4Ye-
HWEe KOHTPOSbHOM CYMMbI HE COBMAAET C 3TanoHHbIM U paboTa ¢ aton BM 6yaet 3abnokvposaHa.
Mpn HapyLeHNn LLenoCTHOCTU KoHdUIypaLmm cpeacTsa BUpTyanuaaunm 6rnokmpyetcs 4ocTyn K
CpeacTBy BMpTyanuaauuu.

CobbITS HapyLLIEeHWsT LLeNOCTHOCTM KoHdurypaumm BM n koHdurypaumm cpeacrea Bup-
Tyanumsauum permcTpupyroTcs NOACUCTEMON pernctpauum cobbITU 1 3anUCbIBAKOTCS B XKypHarn
cobbITM — 3anucn «HapylweHne LenocTHOCTM» C yKkasdaHneM umeHu channa un «HapyweHne

LlenoCTHOCTN KOHurypaumm CB» COOTBETCTBEHHO (CM. [6.5)).
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5.6.3. [[pumeHeHMe MexaHM3Ma KOHTPONA UEeNoCTHOCTM ¢annoB rocTteBom
onepayuoHHON CUCTEMbI

[MpMeHeHne MexaHM3Ma KOHTPOMs LienoCTHOCTM obecneynBaeT BbIBOPOYHYO YCTaHOBKY
Ha KOHTPOIb LeSIOCTHOCTU ¢banfioB U3 CoCTaBa rocTeBOW ornepaunmoHHON cuctemMbl. KOHTponb
OCYLLECTBISETCA CPeACTBOM BUPTyanmM3aunmn nytem BbIYUCIIEHNS KOHTPOSbHbBIX CyMM ¢dalnnoB
B cootBeTcTBMM ¢ TOCT P 34.11-2012 (¢ anuHon xew-koaa 256 unn 512 6uT) ¢ nocnegyowmm
CpaBHEHNEM BbIYUCIIEHHbIX 3HAYEHUI C 3TArIOHHbIMU. [Na NCNonNb3oBaHWUs MexaHM3Ma B cucteme
AOMKeH BbITb YCTAHOBMNEH NakeT astra-kvm-secure.

lMoacyeT KOHTPOSbHBLIX CYMM MOXET OCYLLECTBNATLCA KakK B B MpoLecce 3arpysku, Tak n
nepuogmyeckn B npouecce paboTbl rOCTEBON ONEPALMOHHON CUCTEMBI. JTaNTIOHHbIE 3HAYEHUST KOH-
TPONbHbLIX CYMM XPaHATCH B KOH(PUIypaUMOHHbIX dhannax BUpTyanbHbIX MaLUWH, YCTaHOBMEHHbIX
Ha KOHTPOIb, YTO MO3BOMAET NPUMEHATL MEXaHU3M B ycnoBusax murpaumm BM. Mpu BeisBneHun
HapyLleHNs1 LLeNOCTHOCTM (halnoB rocTEBOW OnepaunoHHON cucTeMbl obecnedmnBaeTcs GNOKMpPOB-
Ka ee 3anycka un permctpaumsa akTtoB HapyLeHUs LLeNnoCTHOCTM OOBEKTOB KOHTPOMSA B XXypHan
noacuCTEMbI perncTpaumm codbiTuim (CMm. N B XypHan /var/log/syslog.

HacTtponka mexaHnama KOHTpOns LerioCTHOCTU (hansioB rocTeBon onepaumoHHON cUcTe-
Mbl OCYLLECTBNAETCA B KOH(pUrypaumoHHom camnne /etc/libvirt/libvirtd. conf. Hactpon-
Ky peKOMeHAYETCS BbIMOSHATbL C UCMONb30BaHNEM virsh NyTeM BbINOMHEHUS KOMaHAbI:
sudo virsh -c gemu:///system config --edit-config

/etc/libvirt/libvirtd.conf

Ona BKAOYEHMA MexaHu3Ma KOHTPONsS LefIoCTHOCTU ¢anroB rocTeBOM ore-
pauuoHHOM cuUcTeMbl B npouecce ee QYyHKUMOHMPOBaHMS Heobxogumo B panne
/etc/libvirt/libvirtd.conf pana napametpa file integrity check period_s
3agaTb 3Ha4YeHne nepuoga NpoBepkun (B cekyHaax):
file integrity check_period s = 30

Mpun atom Byget obecneumBaTbCa TONbLKO pernctpauus akTtoB HapyLleHUs LenoCTHOCTH
00bEKTOB KOHTpONA 6e3 6nokuposBkn paboTsl BM.

Onsa NPUHYOUTENBHOIO BbIKNOYEHUA JYHKUMOHMpPYIOLLEN BM B cny-
Yyae HapyLleHu1s LEenoCTHOCTH YCTaHOBMNEHHbIX Ha KOHTPOSb dannos
Heobxoaumo B danne /etc/libvirt/libvirtd.conf ans napametpa
file_integrity_ check shutdown_domain 3agaTb 3Ha4yeHue 1:
file integrity check_shutdown_domain = 1

Mpun aTtom Byget obecneumBaTbCa permcTpaunsa akToB HapyLLUEHUS LIENOCTHOCTN 00b-
€KTOB KOHTPOSIS C nocreayowmm NpUHyamMTenbHbiM BbikrtodeHnem BM, ecnm xota 6bl y ogHOro
YCTaHOBMEHHOIo Ha KOHTPOrb haina rocTeBon onepaunoHHON CUCTEMbl 3HAYEHNE KOHTPONbHOM

CyMMbl HE coBnageT C 3TalloHHbIM 3Ha4Y€HNEM, XpaHALLMMCA B KOHC*)I/IpraLI,VIOHHOM cbal?me BM.
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[ns npyuMmeHeHus HaCcTpoeK crneayeTt nepesarpy3nTb Cnyxby libvirtd:
sudo systemctl restart libvirtd

[na BKNIOYEHNS MEXaHM3Ma KOHTPOMSA LLeNOCTHOCTU cbanioB rocTEBON onepauMoHHOMN
CUCTEMbI B MpoLiecce ee 3arpyskum Heobxogmmo B hanne /etc/libvirt/libvirtd.conf gns
napameTtpa file_integrity check_ shutdown_domain 3apgatb 3HadyeHue 1:
file integrity on startup VM = 1

Mpwn sTom ByaeTt obecneumBaTbcs pernctpaums akToB HapyLUEHNSA LENOCTHOCTN OObekK-
TOB KOHTpOrs 1 6nokuposka 3anycka BM, ecnn xoTa 6bl y 0QHOMo YCTaHOBNEHHOMO Ha KOHTPOSb
rarna rocteBon ornepaunoHHON CUCTEMbI 3HAaYEHNE KOHTPOMBHOMW CYyMMbl HE COBMaeT C aTarnoH-

HbIM 3HA4YeHMEM, XpPaHALWMMCA B KOHUrypaumoHHom anne BM.
[na npumeHeHNs HacTpoek cneayeTt nepesarpy3ntb cnyxby libvirtd.
VMcnonb3oBaHue MexaHu3ma KOHTPOMS LLeNTOCTHOCTU BO3MOXHO Mpu YyCNOBUKM UCMOSb30-
BaHns OC B kayecTBe rocTeBOM onepaunoHHON CUCTEMbI N YCTAHOBKM B HEW rOCTEBOrO areHTa
gemu-guest-agent n3 coctaBa OC, NO3BOMAKOLENO CYATLIBATb 3HAYEHUS] KOHTPOSbHbBIX CYMM
00BLEKTOB KOHTPON4. YCTaHOBKa areHTa BbINOSIHAETCA KOMaHO0WN:
sudo apt install gemu-guest-agent

lMepepn yCcTaHOBKOW Ha KOHTPOSb (harnoB rocTeBon onepaumoHHON CUCTEMbI HEOBXOANMO

Ans Kaxgoro canna onpenenntb:
- MOSTHBLIW MYTb K KOHTpONupyemMomy dansly rocteBon onepaumoHHON CUCTEMbI,
- TOYKY MOHTUPOBaHMUS;
- HauMeHOBaHME OUCKa XpaHEeHUs KOHTponupyemoro dpainsa rocteBon onepaumoHHON

CUCTEMBbI.
Ons onpepneneHnda HamMmeHoBaHMA pasgerna n TO4KM MOHTUPOBaHUA B rocTeBou onepa-

LMOHHOM cucteme BM BO3MOXXHO MCnNonbL3oBaTb MHCTPYMEHT 1lsblk Ana npocmMmoTpa Tabnuupl

pa3aenos.

Mpumep
BbiBOog kOomMaHAabl 1sblk:
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sr0 11:0 1 1024M O rom
vda 252:0 0 20G 0 disk
--vdal 252:1 0 18,6G 0 part /
--vda2 252:2 0 512M 0 part /boot/efi
--vda3 252:3 0 976M 0 part [SWAP]
vdb 252:16 0 10G 0 disk
dannoBas cMctema pacnonoxXxeHa Ha Aucke vdal, COOTBETCTBYIOLWAA TO4Ka MOHTUPOBA-

HUA ykasaHa B cTondoue MOUNTPOINT — «/».
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Ha xocTe runepBusopa AaHHble 3HAYeHUs 3afdaloTcs Ans o6beKkToB, noaBepraembixX

KOHTPOIJ0.

ﬂ,J'IFI YCTAHOBKM Ha KOHTPOJIb LEJTOCTHOCTU o0bekToB KOHTpPOI1A NCnoJib3yeTcd KoMaHaa:
virsh file-integrity <domain> --path-add <mnyre_x_¢anny> --mount-point

<Touka_MOHTHPOBaHUsA> --disk-name <ums_nucka>

rje <domain> — HammMmeHoBaHue BM;
<nyTb_K_Qarny> — NOSHbIA NYTb K (hanny, noanexaiwlemMmy KOHTPOso;
<TOuKa_MOHTHPOBAHUSI> — TOYKA MOHTMPOBAHUSA pa3gera, B KOTOPOM XpaHUTCA dhans;

¥MMsA_IuCcKa — HaMMeHOBaHWe aucka, Ha KOTopoM XpaHuTcs dain B roctesoi OC.

Mpumep
virsh -c gemu:///system file-integrity alse --path-add /bin/afick

--mount-point / --disk-name vdal

YCTaHOBKY Ha KOHTPOIb LEeNOCTHOCTN (bansioB rocTEBON ONepaunoHHON CUCTEMbI PEKO-
MEHOYETCH BbINOSHATb NPU BbIKOYEHHON BM.
[Mocne ycTaHOBKM Ha KOHTpOrb ¢pannoB oHM OyayT ykasaHbl B Buae 3anucen Oroka

<fileintegrity> KoHGUrypaumoHHoro panna BM.

Mpumep
<fileintegrity check="-1">
<item mount_point="/" disk_name="vdal" alg="gost512" path="/bin/afick">

</fileintegrity>

[MapameTp check MOXeT NpUHUMAaTL Criedylolne 3Ha4YeHus1, onpeaensowme CoCTosHue
NPOBEPOK LeNOCTHOCTU hansfioB rocTeBOM onepaunoHHON CUCTEMBI:

1) 3Ha4yeHne -1 — nepBUYHOE COCTOSAHWE MNPOBEPOK MexaHU3MOM, Korga B ro-

CTEBOW OMNepaumoHHON CUCTEME elle He orpeferieHo HanuyMe rocTeBOoro areHTa

gemu-guest-agent. [Nocne 3arpy3kn BM u ycnewwHo BbINOMHEHHOW MPOBEPKU HanNn4yums

rOCTEBOrO areHTa 3HayeHue —1 aBToMaTU4eCckn MeHsieTcs Ha 1;

2) 3HayeHue 1 — KOHTPOrIb LIENOCTHOCTU (hannoB roCcTEBON ONepaLmMoHHON CUCTEMbI ANS

JaHHon BM BbinonHaeTcs;

3) 3HayeHne 0 — KOHTPOrb LIeNoCTHOCTM (pannoB rocTeBon onepaumoHHON CUCTEMBI A5

JaHHon BM BbIKIHOYEH.

Mocne 3arpysku rocteBon onepaunoHHON CUCTEMbI M YCMELLHO BbINOSTHEHHbIX NPOBEPOK
Noucka areHTa gemu-guest-agent M yKasaHHbIX (pannoB B 3anncsx, acCOUMUPOBAHHBIX C

KOHTpONupyembiMn ob6bektamu, opMUPYIOTCA 3HAYEHNUS STASNTOHHbBIX KOHTPOSbHBIX CYyMM.
Mpumep
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<fileintegrity check="1">

<item mount_point="/" disk_name="vdal" alg="gost512" path="/bin/afick"
hash="67f6...">

</fileintegrity>

MpumevaHune. Ina <item> BO3MOXHO aBTOMatnyeckoe gobasrneHne napameTpoB
disk_num (MOpsSgKoBbIM HOMeEP aucka B KoHdurypauum BM), part_num (NOpsiAKoBbIN HOMEP
pasgena Ha Aucke) n alg (onvHa Kn4va anropuTMa nogcyeTa KOHTPOSbHbIX CyMM). 3HayYeHus
ANS AaHHbIX NapaMeTpoB POPMUPYIOTCA aBTOMATMYECKM U HEOBXOAMMbI 4Nsi KOPPEKTHOM paboThl
MexaHu3ma.

B cnyyae oTcyTCcTBMA B rocTeBOM onepaunoHHon cucteme BM ycTaHOBEHHOro areHTa
gemu-guest-agent KOHTPOSb LENTOCTHOCTH (hannoB ByaeT oCyLecTBNSATLCH TONbKO B NpoLecce
3arpysku BM.

[MepepacyeT KOHTPOSbHbLIX CYMM B Cllydae HapyLLleHUsl KOHTPONS LEeNOCTHOCTN OOBbEKTOB
KOHTPONS BbINOMHAETCHA C UCMNONb30BaHMEM KOMaHAbI:
virsh file-integrity <domain> --update-hash <nyrb_x Qanny>

lMepepacyeT KOHTPOSbHbBIX CYMM peKOMeHAYEeTCs BbIMNOMNHATL NPU BblKNoYeHHOM BM.

BbIkntoyeHne KOHTPOrS LernoCcTHOCTU (pannoB rocTeBOM onepaumoHHOW CUCTEMBI BbINoSi-
HAEeTCA KOMaHAaoMn:
virsh file-integrity <domain> --stop

Bonee nogpobHasa nHgopmauma 06 ncnonb3oBaHMm KoMaHabl virsh file-integrity
npuBedeHa Ha CTpaHULEe NOMOLLIN:

virsh file-integrity --help

5.6.4. KoHTponb uenoctHoctu obpasos BM

MexaHn3m KOHTpons LenoctHocTn obpasos BM nossondet 6nokuposaTb 3anyck BM un3
06pa3oB, pacrnonoXeHHbIX B (hannoBbIX XpaHUNMLLAX CUCTEMbI BUPTYanu3auuu, LEenocTHOCTb
KoTopbIX 6bina HapylweHa. MNpMMeHeHne mMexaHm3ama BO3MOXHO TOSTbKO Mpw BKNIOYEHHOM Mexa-
HU3Me KOHTPOMS LENOCTHOCTU C UCMNOMb30BaHMEM anroputma paboTbl C KOHTPOMbHLIMU CyMMaMu
(cm.[5.6.2).

MpnmevaHune. MexaHnam acbdekTnBHo pabotaet ¢ HebonbLwMMKN anckamm B bopmare
QCOW2, npu pabote ¢ guckamn B dopmate RAW BO3MOXXHO YBENNYEHNE 3aTpaT BPEMEHU U
pecypcos.

[na  BKMOYEHUS KOHTpPONsS UenocTHocTM obpasoB BM Heobxogumo B dhanne
/etc/libvirt/libvirtd.conf ang napametpa integrity_ image_control 3agaTb 3Ha-
yeHue 1:
integrity_image_control = 1

[ns npuMeHeHus1 HacTpoek TpebyeTcst nepe3anycTuTb Cnyx0y libvirtd:
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sudo systemctl restart libvirtd

Mocne BKMOYEHNA KOHTPONSA LENnoCTHOCTM obpasoB BM npum nepsBom 3anycke
BM paccuntbiBaeTcs KOHTpOSibHasi cymma (xew) obpasa M CcoxpaHseTcs B Katanore
/var/lib/libvirt/hash. [Npun BbikNo4YeHU BM paccumTbiBaeTCcA KOHTPOSbHAs cymMma u3-
MeHeHHoro obpasa BM n nepesanucbiBaeTtcs. [pu kaxxgom nocnegyowem BkroveHnn BM Bbl-
NONHSAETCA NpoBepKa KOHTPOSIbHOM CyMMbl 06pasa. Ecnu BbluMCIeHHast KOHTPONbHAsa CyMmMa He
COOTBETCTBYET COXpaHeHHOM B /var/lib/libvirt/hash, To 3anyck BM 6nokupyetcs. Takke
BbIMOMNHAETCHA nepepacyeT KOHTPONbHOW CyMMbl NMPWY CO3A4aHUN CHUMKOB, COXpPaHEeHUU 1 nepesa-
rpyske BM.

Mpun yctaHoBke HoBoM BM nocne BKNIOYEHUS MeXaHM3Ma KOHTPONSA LEeNOCTHOCTU KOH-
TponbHasi cymma obpasa BblYMCNAETCS cpasy npu cosgaHnm obpasa.

Mpwn BKIOYEHHOM KOHTpPONE LEernocTHOCTM obpasos 3anyck BM BbinonHseTca gonblue,
noatomy ans 6onee GbICTPOro BbIMUCNEHNS PEKOMEHAYETCS MCNOMb30BaTh anroputmM xxhashl28
BMeCTO gost512. [1na Bbibopa anroputMa Heobxoaumo B /etc/libvirt/libvirtd.conf

Ans napameTpa hash_type ykasaTb COOTBETCTBYIOLLEE 3HAYEHNE:
hash_ type = "xxhashl28"

5.7. KOHTpoOnb LenocTHOCTM B cpeae BUpTyanusauum

[nsa ocywecTBneHUss KOHTPONS UEeroCTHOCTU B cpede BupTyanusauum UCnonb3yTcA
cnegyowme MexaHn3mbl:

1) MexaHM3M KOHTpOMs 3anycka ucnonHaemblx gannos opmarta ELF n koHTpons pac-

LwmpeHHbIx atpubyTos B 3MNC B cootBetcTBUM ¢ [5.7.1]

2) mMexaHn3M pernameHTHOro KoHTposns uenoctHoctn Another File Integrity Checker

(AFICK) B cootBeTcTBUM C[5.7.2}

3) MexaHW3M KOHTPOSsi LIENOCTHOCTM «OTMEeYaToK KOHdUrypauumy» B cooteetcTaum c[5.6.2;

4) MexaHn3M KOHTPONSA LIENOCTHOCTU UCMNOSHAEMbIX d)alinoB roCcTEBON OnepaLmoHHON

cuctembl B cootBetcTBuM ¢ [5.6.3;

5) MexaHW3M KOHTPOns LenocTHocTn obpasos BM B cootBetcTBMM C[5.6.4}

6) MexaHM3M KOHTPOSs LenocTHocTM obnacten namatn BM (no 3anpocy n3 rocteBon

onepaumoHHol cuctemsbl) B cootBetcTBum ¢ [5.12

KOHTpOsib LIeNoCTHOCTM OCYLLECTBNAETCA ANA Creayowmx TMNoB 00bEKTOB: KOHpUrypa-
LK BUPTYyanbHOro obopyaoBaHust BUPTYarnbHbIX MallWH, KOHUIypaumin o0bEKTOB BUPTYanbHOM
NHGPACTPYKTYpPbI, UCNOMHAEMbIX (pannoB U NapameTpoB HACTPOMKN CPEeACTB BUPTyanusauum,
hannos BUpTyanbHon 6a3oBOV cMCTEMbI BBOAA-BbIBOAA (MEPBUYHOIO 3arpy3ynka BUpTyasribHOW
MaLUWHbI), UCMOMHSAEMbIX (pansioB rocTeEBOM ONepaLmMoOHHON CUCTEMbI BUPTYasribHON MalUWHBbI,

obnacrten namsaTu BUPTYanbHOW MaLLUHbI.
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Pervctpauus cobbiTuin 6€30NacHOCTM, CBA3aHHbIX C LEENOCTHOCTBLIO CPEACTB BUPTyanuaa-
LMW 1 BUPTYarbHbIX MaLLWH, OCYLLECTBISETCS NOACUCTEMON perncTpaumm cobbiTuii B COOTBET-
ctBumn c 6.5l

5.7.1. NMpumeHeHue AMHAMMNYECKOro KOHTPONSA LenocTHocTu B pexume 3lM1C

MHcTpymeHTbl 3MNC npenocTaBnsoT BO3MOXHOCTbL BHeapeHusa AL B ncnonHsemble
dannsl popmarta ELF n B pacwumpeHHble aTpmbyThl hannoBon cuctemMbl, obecnednsas Takmm
0bpa3oM KOHTPOSb LESIOCTHOCTU KaK B npouecce 3arpys3ku cpeactsa BupTyanusauuu, Tak U
ANHaMM4Yeckn B npouecce YHKLUMOHNPOBAHUS.

5.7.1.1. PeXkuM KOHTpONsi HEU3MEeHHOCTU U MNOANIMHHOCTU 3arpyxaemblX
ucnosnHsembix dannoB copmarta ELF

[nsa obecnevyeHns KOHTPONS LLENOCTHOCTU UCNONHAEMbIX (hannoB cpeacTea BUpTyanu-
3aumn OormkeH ObITb BKINKOYEH PEXNM 3anpeTa 3anycka UCMNonHAeMblX oannoB 1 pasgensaemblx
6ubnuotek ¢ HeeepHon SUIT nnn 6e3 LN B cootBeTcTBUM C(16.1]

HacTponka pexuma ocywecTBnsercas C MNOMOLWb  rpaduyeckon  yTUnuTbl
fly-admin-smc (CM. 3MEKTPOHHYIO CMpaBKy) WM NyTeM peaakTUpOBaHUSA KOHUrypauum-
OHHOro panna /etc/digsig/digsig_initramfs.conf.

[nsa BKIOYeHMS NpoBepKM Nognucen B pexnme 3anpeta 3arpy3km Ha UcnonHeHne annos
n pasgensembix 6ubnuotek ¢ HesepHon LI, a Takke 6e3 S, HeobxoanMO ycTaHOBUTL ANs
napameTtpa DIGSIG_ELF MODE 3HayeHue 1:

DIGSIG_ELF MODE=1

BHUMAHUE! [locrne BHeceHMA WN3MEHEHUW B  KOHMUrypauuoHHbIM  hann
/etc/digsig/digsig_initramfs.conf HeoOXOAMMO OT WMMEHW YYeTHOM 3anucu apj-
MUHUCTpATOpa Yepe3 MexaHM3M sudo BbINOMHUTL KOMaHAy:

sudo update-initramfs -u -k all

McnonHsiemble dhannbl cpeacTsa BMpPTyanu3aumm NognucaHbl No YMOMYaHUIo AN KOHTPO-
nga 3anycka B 3l1C.

BHUMAHME! [1na KOHTpONsa LenoCTHOCTU UCNOMHAEMbIX dansioB rocTeBOW onepawmoH-
HOW CUCTEMbI PEKOMEHOYETCS B KA4YE€CTBE rOCTEBOW OMNEpPaLMOHHON cucTteMbl ncnone3osatb OC ¢
BKMOYEHHBIM PEXMMOM 3anpeTta 3arpy3kn Ha UCnofniHeHne annos u pasgensembix 6ubnuortek ¢
HeBepHon LI, a Takke 6e3 JLUIM.

5.7.1.2. PeXxuM KOHTPONA LeNIOCTHOCTM (hannoB npu UxX OTKpbITUM Ha ocHoBe DL

[na obecnevyeHnss AUHAMMYECKOrO KOHTPOMS LIENOCTHOCTU NMPUMEHSIETCSA PEXMM 3anpeTa
OTKPbITMSA harnoB, NOCTaBNEHHbIX HA KOHTPONb, ¢ HeBepHon OLUM nnun 6e3 3L B paclumpeHHbIxX
aTpubytax B cootBetcTBUM C[5.6.1]

KoHTponto nognexar cnegyrowme gannoi:
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1) KoHuUrypaumoHHble dannel libvirt ¢ pacwmpeHnem . conf, pacnonoxeHHble B kKaTano-
re /etc/libvirt/;

2) KOHUrypaumoHHble channbl BUPTYanbHbiX MawunH B dgopmate XML, pacnonoxeHHble
B KaTanore /etc/libvirt/gemu/;

3) hannbl BUpTYyanbHON 6a30BON CUCTEMbI BBOAA-BbIBOAA C paclumpeHuem . £d, pacno-

No)eHHble B KaTtanore /usr/share/OVME/.

5.7.2. NNpnmeHeHne pernamMmeHTHOro KOHTponsa uenoctHoctn AFICK

OpraHusaumsa pernaMmeHTHOro KOHTPOMS LIENOCTHOCTU OB6BbEKTOB KOHTpons obecneyun-
BaeTcs nporpammMHbiM cpeactBoM AFICK nytem BblMMCNEHUA KOHTPOSbHLIX CyMM (hannos u
COOTBETCTBYIOLLNX UM aTpnbyToB pacumpeHHon nogcuctemol 6e3onacHoctn PARSEC (manpat-
HbIX aTpnbyTOB N aTPUBYTOB paCLLUMPEHHON NOACUCTEMbI NPOTOKOSIMPOBAHNSA) C NOCHEAYOLWNM
CPaBHEHWNEM BbIYMCIEHHBIX 3HAYEHUIA C STanoHHbIMK B cooTBeTCTBUM C [9.4]

Bo3moxHOCTb NpoBegeHUs Nepnoanyeckoro KOHTPONSA OCYLLECTBSETCH C UCMOMb30BaHU-
€M CMCTEMHOrO NNaHnpoBLLMKa 3adaHnn cron. CUCTEMHBIV NNAHUPOBLUMK 3a4aHNA cron Takke
NO3BONSAET BbINOMHATL NPOBEPKY LIENOCTHOCTM 06BEKTOB KOHTPONS B npouecce 3arpy3ku OC.

[Ona KoHTpona  UEenocTHOCTM HeobxoaMmo B KOHdurypauuoHHom  dhanne
/etc/afick.conf 3agaTb CNUCOK (hansioB M KaTaroroB, KOTopble GyaeTr KOHTPONMpoBaTb
AFICK.

KoHTponto nognexar cneayrowme dannsi:

1) KoHurypaumoHHble dannsl libvirt ¢ pacwmpeHnem . conf, pacnonoxeHHble B KaTano-

re /etc/libvirt/;

2) KOHUrypaumoHHble channbl BUPTYanbHbiX MawunH B dopmate XML, pacnonoxeHHble

B KaTanore /etc/libvirt/gemu/;

3) havinbl BUpTYyanbHoON 6a30BON CUCTEMbI BBOAA-BbIBOAA C paclumpeHuem . £d, pacno-

noxeHHble B katanore /usr/share/OVME/.
5.8. Perncrtpaums cobbiTMn 6e3onacHOCTU B cpeae BUpTyanusauum

5.8.1. Hactponka perucrtpaumm coObITUN 6e30NacHOCTU, CBA3aHHbIX C
(hpyHKLMOHMpPOBaAHMEM CpeacTBa BUpTyanusauum

B cpene BupTyanusauumn obecnednBaeTcsa permcrtpaumst cobbitun 6e3onacHocTu, CBs3aH-
HbIX C PYHKLMOHMPOBaHNEM CPEACTB BUPTYyanu3aLmm, 1 onoseLleHne agMmHucTpaTopa 6esonac-
HOCTM CpeacTBa BUpTyanuaauum o cobbituax 6esonacHoctn. CocTtaB pernctpupyemon nHgpopma-
uumn coorBetctyeT [OCT P 59548-2022.

Pernctpauna cobbitun 6e3onacHOCTH, HAaCTpoONKa pearmpoBaHns CUCTEMbI HA COObITUS K

MHd)OpMMpOBaHMe aaMUHUCTpAaTOopa OCYLLECTBIIAETCA NnoacnUCcTeEMOWN perncrtpauunnm coObITUM N3
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coctaBa OC. OnncaHme noacucTeEMbl permcTpaumm cobbITUM K XXypHana cobbITun NpMBeaeHO
B6.5

Takke permcTpaumio cobblTU ocyllecTBnseT cnyxba libvirtd. 3anuce cobbiTui
OCYLLECTBISETCA B >XypHasn MNoACUCTEMbl pernctpaumm cobbiTUM M B CUCTEMHbIN XXypHan
/var/log/syslog.

[na kaxgown 3anvcu B XXypHane permctTpupyroTcs HoMep (YHUKanbHbIM naeHTudukaTop),
aaTta, Bpemsi n Tun cobbiTnus 6e3onacHoCcTu.

[MpOCMOTP CMCTEMHOrO XXypHana OCyLeCTBNAETCA agMUHUCTPATOPOM C UCMONb30BaHUEM
MHCTPYMEHTOB KOMaHOHOW CTPOKM (ausearch, aureport, aulast N auvirt) u rpadudeckon
yTUnuTbl ksystemlog.

MHCTpyMeHT auvirt ncnonb3dyeTtcs AN NoMcka B XypHarne ayguTa 3anucemn, CO34aHHbIX
libvirt, yToOBbI BbIBECTM cnucok ceaHcoB BM. Takxe OH BbIMOMHAET NOUCK COObITUN, CBA3aHHbIX C
rocTeBbIMU CUCTEMaMn (OCTaHOBKA XOCTOBOW CUCTEMBbI, OTKa3 B AOCTYNE), U COObITUIA, CBA3AHHbIX

¢ QEMU-npoueccamn.

5.8.2. MexaHn3m UeHTpanuM3oBaHHOro cbopa XypHarnoB C yAarieHHbIX XOCTOB
BUpPTyanusaumm

[na pelwenns 3agad UeHTpanmM3oBaHHOrO cbopa XXypHarnoB € yaaneHHbIX XOCTOB BUpPTya-
nmnsauum BO3MOXHO NPUMEHEHNE BCTPOEHHbBIX MEXAHN3MOB MOACUCTEMBI permcTpauumn cobbITun
(cm. [6.5).

Cnyx6a syslog-ng 13 coctaBa NogcMCcTEMbI perncTpaumm cobbITUi NpegoCcTaBnseT BO3-
MOXXHOCTb LleHTpann3oBaHHOro cbopa cobbiTnii 6€30NacHOCTU, CBA3AHHbIX C PYHKLMOHNPOBAHMEM
CpeacTBa BUpTyanusauuu, U3 XXypHanos cobbiTnin 6e3o0nacHOCTH.

lNpu ycTaHOBKe NakeTa astra-kvm-secure CO34aKOTCA KOHUrypaumMoHHble doansbl
Ansa yaaneHHoro cbopa gaHHbIX 0 coObITUAX 6e3onacHOCTMW.

[na HacTporkm oTnpaBkM cOObLITUA C yAaneHHOro xocta HeobxoaMmMoO B KOHMU-
rypaumoHHomMm damnne /etc/syslog-ng/conf.d/mod-astra-libvirtd-remote.conf B
COOTBETCTBYIOLLIEN CTPOKE YyCTaHOBUTb 3HadeHune |P-agpeca cepBepa cbopa >XypHanos
(BMecTo ykasaHHOro no ymosnyaHuto "127.0.0.1") M pacKOMMEHTMpoOBaTb MNapameTp
destination(libvirtd_remote_dst):
destination libvirtd remote dst {
network(

"127.0.0.1" #ip for remote host
port(2222) # for example
transport(tcp) # or udp

);

}i
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log {
source(s_src);
filter(libvirtd_syslog_filter);
destination(libvirtd_remote_dst);
bi
,D,J'IFI OocyLleCTBIIEHNA BO3MO>XHOCTU npunema nakeToB Cc yOoaneHHbIX XO-
CTOB HeobxogMmo B  KOHdurypaunmoHHom  dhanne cepBepa cbopa  KypHarnos
/etc/syslog-ng/conf.d/mod-astra-libvirtd-remote-server.conf packoMMeH-
TUpoBaTb NapamMmeTp destination(astra_json_dst):
source libvirtd_remote_src {
network(
port(2222) # for example
transport(tcp) # or udp
);
bi

log {
source(libvirtd remote src);
filter(libvirtd_syslog_filter);
parser(libvirtd syslog parser);
parser(astra_libvirtd parser);

destination(astra_json_dst);

}i
5.9. Pe3sepBHOe KOnnpoBaHMe B cpeae BUpTyanusauum

Pe3epBHoe konvpoBaHne 06pa3oB BMPTYaribHbIX MALIMH U KOHUIypaunm BUPTYanbHOro
obopyaoBaHWst BUPTYaribHbIX MaLUWH, a Takke napamMeTpoB HAaCTPOWKMN CpeacTB BUPTyanuaauum u
cBefeHnin 0 cobbITUAX Be3onacHOCTN peannayeTcs C UCMNONb30BaHMEM BCTPOEHHbIX B CPeACTBa
BupTyanusaumm OC mexaHn3mMoB pPe3epBHONO KONMMPOBaHUS (MHCTPYMEHTOB KOMaHOHOW CTPOKM
virsh backup-begin, virsh dumpxml U virsh snapshot-create), a Takke BCTPOEHHbIX
B OC cpenctB pe3epBHOro KONMpoBaHuUA.

MO pesepBHOro KONMPOBaHUA N BOCCTaHOBNEHNS N3 coctaa OC BKOYAET MHCTPYMEHTDI
KOMaHAHOW CTPOKM N pacnpeaeneHHble CUCTEMbI YNPaBEHNST XpaHUnLLAMN AaHHbIX:

1) xomnnekc nporpamm Bacula;

2) WHCTPYMEHT KONMUPOBaHUSA rsync;

3) WHCTPYMEHTbLI apXnBMPOBaAHMS N KONUMPOBAHWUA tar, cpio, gzip, cp.

OnuncaHne ykasaHHbIX MHCTpymMeHTOB nNpusegeHo B PYCB.10015-01 95 01-1.
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5.9.1. Pe3sepBHOe KkonupoBaHue o06pa3oB BUPTYyasibHbIX MaLWH

lMonHoe pesepBHOE KONMPOBaHME TeKYLLLEro COCTOSIHUA obpasa BUPTyasribHOM MalUWHBbI
BbINOJSTHAETCA C UCNOMb30BaHNEM UHCTPYMeHTa virsh backup-begin, npu atom BM gorxHa
ObITb BKINIOYEHa:
virsh backup-begin <domain-id|domain-name|domain-uuid>

lMocne BbINOMTHEHNSA PE3EePBHOIO KOMMPOBaHUS KON 0Opa3oB COXPaHSATCA B Katanor

/var/lib/libvirt/gemu/images/.

Mpumep
[ns BbINONHEHUS pe3epBHOro KONMpoBaHus KoHdurypaumm BM alse HeobBxogumo ot
UMeH agMUHUCTpaTopa cpeacTasa BupTyanusauyum 3anyctutb BM alse:
virsh -c gemu:///system list --all
virsh -c gemu:///system start alse
OcyuecTBuTb pesepBHOe KonupoBaHue obpasa BM alse:
virsh -c gemu:///system backup-begin alse
[na npoBepku ctatyca 3agaHus, 3anyLeHHoro B oTHowweHun BM alse, MOXHO BbINOMHUTL
KomMaHAabl ¢ napameTpoM domjobinfo:
virsh -c gemu:///system domjobinfo alse
virsh -c gemu:///system domjobinfo alse --completed
[MpoBepuTb HanNnuMe co3gaHHOM pe3epBHOM KOMUU KOMaHOOM:

sudo 1ls -lash /var/lib/libvirt/images/

5.9.2. PesepBHOe KonupoBaHuWe KOHcUrypauum BupTyanbHoro obGopyaoBaHuUA
BUPTYyasibHbIX MalWH

BbInonHeHne pesepBHOro KONMPOBaHUSA KOHdUrypauum BUpTyanbHOro obopyaoBaHus
CO3aHHbIX BUPTYarnbHbIX MawwwnH (cywecTsytowero XML-canna BM) ocywecTBNAeTca ¢ MOMOLLbIO
MHCTpPYMeHTa virsh dumpxml:

virsh dumpxml <domain-id|domain-name|domain-uuid> <ums_xonuu>

Mpumep

[ns BbINOMHEHUS pe3epBHOro KONMpoBaHusa KoHdurypaumm BM alse Heobxogumo ot
MMeHN afMUHUCTpaTopa cpeacTea BupTyanusauyum 3anyctnte BM alse v BbINONHUTL KOMaHOY
pe3epBHOro KOMMpPoOBaHUS KOHGUrypauuu:
virsh -c gemu:///system list --all
virsh -c gemu:///system start alse

virsh -c gemu:///system dumpxml alse > alse backup.xml

1.7.5



132
PYCB.10015-01 97 01-1

5.9.3. Pe3sepBHOe KONMpoBaHMe NapamMeTPOB HACTPOMKU CpeacTBa BUpTyanusauum
BbinonHeHne pe3epBHOro KONMPOBaHUA NapamMeTpoB HACTPOWKM CpeacTBa BUpPTyanuaauum
OCYLLIECTBNSIETCHA C UCNOSMb30BaHMEM UHCTPYMEHTOB apXMBUPOBAHUSA U KOMMPOBaHUSA U3 CocTaBa

OC: tar, cpio, gzip, cp.

Mpumep

[na BbINONHEHUSI pe3epBHOIO KOMMPOBAHUS KOHUIypaumMoHHbIX (hannoB B Katanore
/etc/libvirt/ BbINONHUTbL KOMaHObI:
cd /etc/libvirt
tar --xattrs --acls -czv conf backup.tar.gz /etc/libvirt/libvirtd.conf

/etc/libvirt/libvirt.conf /etc/libvirt/libvirt-admin.conf

5.9.4. CozpaHMe CHUMKOB TeKyLLero COCTOSSHUA MalUuUHbI

YnpaeneHne cHuMkamm BM 13 KOMaHOHOW CTPOKWM BbINOSTHAETCHA C UCMNOSIb30BaHMEM
MHCTpyMeHTa virsh snapshot-create:

1) cosgaHue cHumka (O3Y u guck) us camna XML:

virsh snapshot-create <domain> [--xmlfile <cTpoka>] [--disk-only]

[-- live]...

2) cosgaHue cHumka (O3Y u auck) nytem 3agaHust Habopa napameTpoB:

virsh snapshot-create-as <domain> [--name <crpoka>] [--disk-only]

[-- livel...

CospnaHHble cHMMKM BM coxpaHsitoTes B kaTtanor /var/lib/libvirt/gemu/snapshot/.

Mpumephbl:

1. [Ins npocMoTpa CyLLECTBYOLLNX CHAMKOB JOMEHA alse BbIMOMHUTL KOMaHAY:
virsh snapshot-list --domain alse

2. [Insa BocctaHoBneHns BM 13 cHMMKa BbINOMHUTL KOMaHAY:

virsh snapshot-revert --domain alse --snapshotname snapshot_alse

[nsa ynpaeneHusi cHumkamum BM B yTunute virt-manager Heo6xoammo:
1) B rmaBHOM OKHe YyTUNUTLI BbibpaTb BM,;
2) HaxaTtb [OTKpbITb];

3) B OTKpbIBLUEMCH OKHE HaxaTb [YnpaBneHue CHUMKamu].

5.9.5. Pe3epBHOe KonupoBaHue U NMosiHass OYMCTKa XXypHanoB

PesepBHOe KonupoBaHWe cBeeHUn 0 cobblTuAX 6e3onacHOCTU peannsyeTcs C UCMNOSb-
30BaHneM BCTpoeHHbIXx B OC cpeacTs poTtaunmn n apxmBmpoBaHus XXypHanoB logrotate. Ha-
CTpoMKa poTauum BO3MOXHa C UCMNofb3oBaHMeM yTunntel £ly-admin-events («HacTtponka

perncTpaunnm CUCTeMHbIX CO6bITI/1I71»), onucaHune ytunntbl npuBeneHo B SJ'IeKTpOHHOIZ CripaBke.
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3anyctuTb poTaumio KypHana BO3MOXHO Bpy4dHyto, 6e3 oXunaaHusi yCTaHOBNEHHOIO B
cron npaBuna, Anst 3Toro BbINOMHUTL KOMaHAY:

sudo logrotate /etc/logrotate.d/syslog-ng-mod-astra
5.10. YnpaBneHune notokamu uHcpopmMmauum B cpege BUpTyanusauum

YnpasrneHue notokamu nHopMaunm Mexay BUpTyasibHbIMWU MalluHaMu 1 MHopmam-
OHHbIMM (aBTOMAaTU3MPOBAHHBLIMUW) CUCTEMAMM Ha KaHaNbHOM U CETEBOM YPOBHSAX peanuayercs
WwTatHbiMu cpeacTeamu OC, peanuayroLmnMmn TEXHONOMMIO BUPTYanbHbIX fokanbHbIx ceter (VLAN)
ctangapta IEEE 802.1q.

[na ynpaBneHna notokamn nHgopmauum B BUPTYanbHOW MHAPACTPYKTYpe NMPUMEHAOTCA
cnegylowme MexaHu3ambl, obecneymsaroLLme ceTeBYO OUNBTPALINIO:

1) ApanBep BupTyanbHbIX ceTen libvirt — npegocTaBnaeT N3onMpoBaHHOE MOCTOBOE

YyCTPOMNCTBO (0e3 NoakntoyeHns PU3NYECKUX CETEBLIX KapT), K KOTOPOMY MOAKMOYEHbI

rocteBble TAP-ycTponctea. [Ins BM paspeluaetca obmeH ceTeBbiM TpadMKOM MeXxay

cobon n ¢ xoctoM. [1ns1 BUpTyarnbHON CETM BO3MOXHbI TPU KOHGUIypauuu:
- «M3onupoBaHHbINy (isolated) — Becb BHeELHUIN TpaduK MNOMHOCTLIO BnokupyeTcs;
- NAT — ncxogswmm Tpaguk BO BHELLHIOK CETb paspeLleH, HO 3aMaCcKUPOBaH;
- «MapuwpyTtusaums» (forward) — ncxogawmm Tpadurk B NOKanNbHy CETb pPa3peLUeH;

2) ppaviBep ceteBbix punbTpoB libvirt — obecneunBaeT NONHOCTBIO HacTpanBaemyto

CeTEBYIO uUNbTpaUmo Tpadmka Ha roCTEBLIX CETEBLIX KapTaxX C UCNOSIb30BaHUEM CETEBbIX

dunbTpoB nwfilter. Habopbl npaBun gna ynpaBneHust TpaddMkoM OnpeaenstoTca Ha

ypoBHe xocTa. 3aTem Habopbl NpaBun CBA3LIBAOTCA C onpeferieHHbIMU roCTEBbIMU

CceTeBbIMU KapTamu;

3) nsonsauusa ceten ¢ nomoLbio VLAN — nporpaMMHbIN MHOTOYPOBHEBBLIN KOMMYTaToOp

Open vSwitch (OVS) gns BupTyanbHbix ceTen obecnedumBaeT U3onsLmM0 CETU C NOMOLLbIO

VLAN nytem TermpoBaHusa nopToB, a Takke dunsrtpaumo ceteBoro tpaduka. Onmcanune

HacTponku n padotel OVS npusegeHo B PYCB.10015-01 95 01-1.

5.10.1. YnpaBneHue ceteBbiMu punsrpammu nwiilter

KoHTponb B3auMOAeNCTBUS BUPTYaribHbIX MalUWMH Mexay cobon peanusyeTcs C UCNoSb-
30BaHneM ceTeBblX punbTpoB nwfilter. CeTeBble PUNLTPbI NPEAOCTABNAIT BO3MOXHOCTb
HacTpauBaTb U NPUMEHATb Npasuna puneTpaunmn ceTeBoro Tpaduka Ha BUPTYyarbHbIX MallUHaXx,
a TaKke ynpaenaTb NapameTpamn BXOOALErO N ucxoaswero ceteBoro Tpaduka. Nockonbky npa-
BUNa unsTpauum Henb3s 06oNTU BHYTPY BUPTYanbHOW MallMHbI, 3TO AenaeTt nx obsasarenbHbIMy
npy NCNONb30BaHUW BUPTYarbHOW MaLUMHbI.

YnpaeneHvne punsTpaMmu BbINOMHAETCA Kak aBTOHOMHbIMU 06beKTaMn BEPXHEro YPOBHS U

ocywecrtendeTtca aaMMHNUCTPAToOpOM cpeacTBa BUpTyanmi3aumnm ¢ NCnosib3oBaHNEM UHTepdencos
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ynpaBrneHnsa cpeacreamu Buptyanuaaumm libvirt. B ceTeBbix dounbTpax MoryT 6biTb HACTPOEHbI
npasuna dpunsrTpaummn cetesoro Tpadgpuka BM oTaenbHO Ans Kaxaoro ceTeBoro nHtepdenca
yepes KoHUrypaunoHHsin XML-dghann BupTyarnbHbix MalwuvH. [paBmuna NnpuMeHsoTCca Ha XocTe
npw 3anycke BUPTYanbHOW MalUMHbI U MOTYT OblTb U3MEHEHbI BO BpeMs paboTbl BUPTyasribHON
MaLmHbl (NyTem nameHeHna XML-onucaHusa ceteBoro punerpa).

Heckonbko BUPTYanbHbIX MaLlLMH MOTYT UCNOSIb30BaTb OAMH U TOT Xe CeTeBON oUnbTp.
Mpn nameHeHnn Takoro punsrpa 06HOBNAKTCA NpaBuna dunsTpaumm ceTeBoro Tpagmka Bcex
3anyLeHHbIX BUPTYyasibHbIX MaLUWH, B KOTOPbIX NPUMEHSAETCH OaHHbIN CETEBON OUMLTP.

Takke BO3MOXHO HacTpamBaTtb npasuna unsTpauum ceteBoro Tpaduvka Ha otaenb-
HbIX CceTeBbIX MHTepdencax, HACTPOEHHbIX ANs onpeferieHHbIX TUNOB CeTEBbLIX KOHMUrypauum
BUpTYyanbHbIX MawwuH (network, ethernet B pexxnme mocTta, bridge).

CeteBble unbTpbl 3apgatotca B dopmate XML wn pacnonaratoTcs B Kartanore
/etc/libvirt/nwfilter/.

Mpumep
filter name=’no-spamming’ chain='XXXX’>
<uuid>d217£2d7-5a04-0e01-8b98-ec2743436b74</uuid>

<rule ...>

</rule>
<filterref filter='XXXX’'/>

</filter>

Kaxabi punetp numeet uma n UUID, koTopble crnyXaT YHUKanbHbIMU UAEHTUUKaTopamu.
dunbTp MOXET coaepaTb <rule>, KOTOpPble UCMOMb3YOTCA ANA PaKTUYECKOro onpeaeneHns
CeTEBbIX ANIEMEHTOB yrnpaBreHus. AneMeHT <rule> UMeeT napameTpbl action (gencreue),

direction (HanpaBneHue) n HeobA3aTenbHbIN priority (MPUOPUTET).

Mpumep

<rule action=’drop’ direction='out’ priority=’500’>

B npaBunax ncnonb3yoTcs aneMeHTbl CONOCTaBNEHUS C KOHKPETHbIM NpoTokornoMm. lMoa-
AepXXnuBaemMble NPOTOKOMbI: mac, arp, rarp, ip, ipve, tcp/ip, icmp/ip, igmp/ip, udp/ip,
udplite/ip, esp/ip, ah/ip, sctp/ip, tcp/ipv6, icmp/ipv6, igmp/ipv6, udp/ipve,
udplite/ipv6, esp/ipv6, ah/ipv6, sctp/ipv6. Kaxabin NpoToOKON onpeaenseT, 4To Aony-
CTMMO yKa3sblBaTb BHYTPU 3riemMeHTa <rule>. 3anncb UMEET BUA:

<protocol match=’yes|no’ attributel=’valuel’ attribute2='value2’/>

Mpumep

3anucb anga npotokona TCP ¢ noptamu 0-1023:
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<tcp match=’yes’ srcportstart=’'0’ srcportend='1023"/>

Ha6op npasus no ymon4aHm MOXHO NOCMOTPETb, BbINMOJTHNB KOMaHAY:
virsh nwfilter-1list

lNepeyeHb ounsTPOB, aBTOMATUYECKM yCTaHaBnmnBaeMbix BmecTe ¢ libvirt, npuseneH B
Tabnuue [33]

Tabnuuya 33
dunetp OnuncaHune

no-arp-spoofing 3anpeTuTb BUpTYyanbHoOW MalwmHe nogaenky ARP-Tpaduka. dunstp paspe-
LLIaeT Tonbko cooblueHmns 3anpocoB u otBeToB ARP 1 obecneunBaet, YToObI
3T naketbl cogepxanu MAC-agpeca u IP-agpeca BupTyanbHON MalUWHBbI

allow-arp Paspewntb Tpaduk ARP B 06omnx HanpaBneHusx

allow-ipv4 Paspewntb Tpaduk IPv4 B 060Mx HanpaBneHnsax

allow-ipvé Paspewntb Tpaduk IPv6 B 060Mx HanpaBneHnsax

allow-incoming-ipv4 | PaspewunTb Bxoasawmm Tpaduk IPv4

allow-incoming-ipv6 | PaspewnTtb Bxoasawmm Tpaduk IPv6

allow-dhcp PaspelwnTb BUpTYanbHon MawmnHe 3anpawmeaTth IP-agpec yepes DHCP (c
noboro DHCP-cepsepa)

allow-dhcpv6 AHanornyHo allow-dhcp, Ho ana DHCPv6

allow-dhcp-server PaspelmTb BUpTYyansHoOM mMalluHe 3anpawusaTh IP-agpec ¢ ykasaHHOro

DHCP-cepBepa. JecatnyHbin IP-agpec DHCP-cepBepa ¢ Toukamu 4OMmKeH
ObITb YKa3aH B CCbIfike Ha 3TOT hunbTp. MMss nepeMeHHON SOMKHO ObiTb
DHCPSERVER

allow-dhcpv6-server | AHanornyHo allow-dhcp-server, Ho ans DHCPv6

no-ip-spoofing 3anpeTntb BUPTYyanbHOW MallMHe OTNpaBnATb naketbl IPv4 ¢ MCXoaHbIM
IP-agpecom, oTnMYHbIM OT agpeca B NakeTte

no-ipv6-spoofing AHanornyeH no-ip-spoofing, Ho anga IPv6

no-ip-multicast 3anpeTnTb BMPTYyarbHOW MalUMHE OTMPaBNATb MHOroagpecHble |P-nakeTobl

no-ipv6-multicast AHanornyeH no-ip-multicast, Ho ans IPv6

clean-traffic 3anpetntb BUpTyanbHon MawwnHe nogaenky MAC, IP u ARP. JaHHbIn
duUneTp ccbinaeTcs Ha ocTaribHble UNLTPbI

BonbWWHCTBO (hUNLTPOB MO YMONYAHUIO SBMISOTCA COCTaBHbIMU (MCMONb3YHOT Apyrue
duneTpbl N0 yMonyaHuto). MNMpu aTom punbtp clean-traffic obbeanHAET BCe OUNLTPLI B OOWH
dunbTp, KOTOPbIN 3aTEM MOXHO CBS3aTb C ceTeBon KapTton BM. Takoe npumeHeHne no3songeT
npenoTBpaTUTb camble pacrnpocTpaHeHHble ataku: nogaenka MAC, IP n ARP.

MocmoTpeTb KoOHUrypauno punstpa MOXHO, BbIMOMHUB KOMaHAY:

virsh nwfilter-dumpxml <filter name>|<UUID>
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Ons  obHoBNeHWa  (UNLTPOB  pekoMeHAyeTCs  MUCMOoNb30BaTb  WMHCTPYMEHT
virsh nwfilter-define, 4TO rapaHTUpyeT KOPPEKTHOE TMpUMEHEHuUe  npasun
iptables/ebtables ans BM.

[nsa ynpaeneHust ceTeBbIMU PUNbTPaMmn MCnonb3yeTcs Habop MHCTPYMEHTOB virsh:

- virsh nwfilter-define — No3BONSET onpeaenuTb Unn obHOBUTL CETEBOWN OUNMLTP

n3 XML-cpanna,;

- virsh nwfilter-undefine — No3BONAET OTMEHUTb OnpeaeneHne ceTeBoro punb-

Tpa;

- virsh nwfilter-dumpxml — NO3BONSAET BbIBECTU NMHOPMALIMIO O CETEBOM (pUnsTpe

B popmate XML;

- virsh nwfilter-1list — BbIBOAUT CMNCOK CETEBLIX PUILTPOB;

- virsh nwfilter-edit — no3sonsieT uameHuUTb KoOHpurypauuo XML ona cetesoro

dunetpa.

[Ons npymeHeHna npasuna gpunstpaunn Tpebyetca B XML-cann BM fob6aButb CCbInKy

Ha uUneTP.

Mpumep
Ceszatb punbtp clean-traffic ¢ BM. [nsa atoro Heo6xoanumo OTpedakTMpoBaTb
XML-cpanvn BM, BkntoumnB B <interface> ccbinky Ha punetp <filterref>, a Takke ykasaB
IP-agpec, KoTopbi paspeleHo ncnonb3oBaTe BM:
<interface type=’bridge’>
<mac address=’'52:54:00:56:44:32' />
<source bridge='brl’ />
<ip address=’10.33.8.131"/>
<target dev='vnet0’/>
<model type='virtio’/>
<filterref filter='clean-traffic’/>

</interface>

Ecnu IP-agpec He ykasaH, ApanBep ceTeBOoro ounsrpa akTuBmpyeT learning mode
(pexnm oby4deHuns). ns aToro ncnonb3yetcs Moaynb libpcap, KOTOPbIA OTCREXMBAET CETEBON
Tpaduk, oTrnpasnsemMbln BM, n neiTaeTca onpenenntb Nepsbii ucnonb3yemsii um IP-agpec. B
pesynbsrate 6yget 3abnokmpoBaH TpaduK Ha 3TOT agpec.

[panBep ceteBoro uneTpa wucnonb3yetr KoMOuHauuio ebtables, iptables wu
ip6tables B 3aBMCUMOCTMN OT TOrO, Ha Kakne NpOTOKOMbI ccbinaeTca punetp. Npasuna dounstpa-
unun clean-traffic TpebyloT MCNONBb30BaHUSA TONbKO ebtables. Npn ykazaHMM NPOTOKOSOB
tcp, udp n gp. (Hanpumep, ecnu 4obaBuUTb HOBbIN OUNETP, BriokMpyoLwmn NopT 25, ANa NpegoT-

BpaLLleHMs cnama no aNeKTPOHHOM noyTe) ByaeT Takke UCNonNb3oBaTbCs iptables.
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Mpumep

dunbTp ceTeBoro Tpaduka, npegoTepalLarowmnn nogmery IP-agpeca co cTopoHsl BM:
<filter name='no-ip-spoofing’ chain='ipv4’>
<uuid>fce8ae33-e69e-83bf-262e-30786cl1£8072</uuid>
<rule action=’drop’ direction='out’ priority=’500’>
<ip match='no’ srcipaddr=’'$IP’'/>
</rule>
</filter>

[aHHbIn rnbTp peanunsyeT npaBuno otbpackiBaHus Tpaduka, ecnu IP-agpec (ykazaHHbIN

yepes 3HavyeHne nepemeHHon IP) B ucxoasdiwem IP-nakete He COOTBETCTBYET OXMOAEMOMY.

5.10.2. Peanusauns co6CTBEeHHbIX NpaBu

Ha xocTe BCcA punbTpaums Tpaduka, ocyliectTensgemas nogcucteMon CeTeBblX pUnsTpoB
libvirt, cHayana npoxoauT Yyepes NoaaepPXKy hunsTpaunmn, peannu3oBaHHyo ebtables, U TOMBKO
3ateM 4vepes puneTpbl iptables nnu ipe6tables. Ecnu B gepeBe punsTpoB ecTb npasuna
C npoTokonamu mac, stp, vlan arp, rarp, ipv4 unun ipve, To NpaBuna ebtables 6yoyT
co3aHbl aBTOMATUYECKN.

Ponb atpubyta uenodkn B XML-hanne ceteBoro dunbrpa 3aknovaeTca B TOM, YTO
BHYTPW CO30aeTcqa HOBasl, onpeaensieMasi nonb3oBatenem, Tabnvua ebtables, KoTOpas 3aTemM,
HanpumMep, ecnu ykasaHa uenoyka ARP, nonyyaet Becb Tpaduk ARP, ncxogsawmim ot BUpTyanbHON
MaLLMHbI UNW HanpasenswLwWunca K Hen. [lanee B KOpHEBOW LieNoYke UHTepgenca reHepupyertcs
npaBumo, KOTopoe HanpaenseT Becb |IPv4-Tpadumk B 3agaHHyo nonb3oBartenem uenoyky. Cnenosa-
TenbHo, Bce nNpasuna Tpadumka ARP 3atem aomkHbl 6bITb NOMeLLEHbI B OUMLTPLI, onpegenstowme
3Ty UenoYky. STOT TUN BETBIIEHNSA B NOSb30oBaTeNnbCckmue Tabnuubl nogaepXuBaeTcst TONbKO Npu
douneTpaummn Ha ypoBHe ebtables.

MoxHO co3faBaTb HECKOSMBLKO Lienoyek Ansi OAHOro 1 TOro e npotokona. [ns atoro nmsa
LenoYKN JOIMKHO UMETb NpedmKC OQHOMO U3 paHee nepeyvmcrieHHbIX NPOTokonoB. YTobbl co3aaTh
AOMONHUTENbHYI Lenoydky ana obpabotkn ARP-Tpadumka, MOXHO ykasaTb Lenoyky ¢ UMeHeM
arp-test.

Hanpumep, moxHo counerposate UDP-Tpadumk no ncxogHblM U KOHEYHbIM NopTam, Uc-
nonb3ys punesTp IP-npoTokona u ykasbiBas atpmbyTbl Ans NPOTOKONA, UCXOAHOMO U KOHEYHOIO
IP-appecos 1 noptos UDP-nakeToB, KOTOpble AOMKHbI OblTb NPUHATLI. OTO NO3BONSET PUMIBTPO-
BaTb UDP-Tpaduk ¢ nomoLybio ebtables. OgHako nocne Toro, kak naket IP unu IPv6 (Hanpumep,
UDP) npowen ypoBeHb ebtables n ecnu B gepeBe uUbTPOB €CTb XOTS Obl 0O4HO NpaBuno,
KOTOpOEe co3faeT aK3eMNnsapbl NpaBun iptables nnn ip6tables, HEOBXOAUMO Hanuyme npa-
BUNa, paspeluatoLlero npoxoxaeHue nakera UDP. 3Toro MOXHO JOOUTLCS C NOMOLLLIO NpaBuna,

cogepXallero CoOTBETCTBYOLWNIM y3en punstpauum Tpadgmka udp unm udp-ipve.
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Mpumep

[nsa BupTyanbHOM MalWnHbI test ¢ MHTepdencom eth0 cosgatb puneTp test-etho,
oTBevawLWun crnegyowmnm TpeboBaHnsaM:

1) npepoTBpawaeT nogaenky nHTtepdencos BuptyansHon mawmHel MAC, IP n ARP4;

2) oTtkpbIBaeT Tonbko TCP-nopThl 22 n 80 nHTtepenca supTyasibHOM MaLUVHbI;

3) no3BosisieT BUPTyanbHOW MalluMHe OTNpaBnsTb ping-Tpaduk ¢ uHTepgenca, HoO He

NO3BONSIET NMUHIOBAaTb BUPTYaribHY0 MalLMHYy Ha nHTepdelice;

4) no3BonsieT BUpTyarbHON MalumHe BbinonHATb nomck DNS (UDP k nopty 53).

TpeboBaHne no NnpeaoTBpaLLEHMIO NOAAENKN BbINOSTHAETCH CYLLECTBYOLWNM (OUABTPOM
clean-traffic, NO3TOMY BO3MOXHO ccblinatbca Ha unbtp libvirt U3 cosgaBaemoro nonb3oBa-
TENbCKOro counerpa.

UTto6bl BkNtounTb Tpadumk ana TCP-noptoB 22 n 80, Heobxoaumo nobasuTb ABa Npasuna
ANS BKITIOYEHUS 3TOro tmna Tpadmka. Ytobbl paspewmntb BUPTyanbHON MalluvHe OTNpaBnsiTb
ping-Tpaduk, Heobxogmmo gobasutb npasuno ans ICMP-Tpaduka. Bo3aMoXHO paspeLlumnTb NHK-
yumposatb obwmn ICMP-Tpaduk ¢ BUpTyanbHOW MaLlUHbI, @ HE TONbKO 3x0-3anpockl ICMP 1
OTBETHblE COObLEeHMs. YTOObI B AanbHENLEM 3anNpeTUTb OCTanNbHOM UCXOOALWMA U BXOAALLNNA
TpadmK AN BUPTyarbHOM MalUuHbI, NoTpebyeTcs 4obaBuTb NpaBunio, KOTOpoe OoTbpackiBaeT BeCb
apyron Tpaduk.

[nsa cosgaHusa gunsTpa Heobxoanumo:

1) cospgaTtb pann duneTpa B Katanore /etc/libvirt/nwfilter/:

sudo touch /etc/libvirt/nwfilter/test-eth0.xml

2) pobaBuTb B co3gaHHbIn pann XML-koa:

<filter name=’'test-eth0’>

<!-- reference the clean traffic filter to prevent

MAC, IP and ARP spoofing. By not providing

and IP address parameter, libvirt will detect the

IP address the VM is using. -->

<filterref filter=’clean-traffic’/>

<!-- enable TCP ports 22 (ssh) and 80 (http) to be reachable -->

<rule action=’accept’ direction='in’>

<tcp dstportstart=’22’/>

</rule>

<rule action=’accept’ direction=’'in’>

<tcp dstportstart=’80'/>

</rule>

<!-- enable general ICMP traffic to be initiated by the VM;

this includes ping traffic -->
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<rule action=’accept’ direction='out’>

<icmp/>

</rule>

<!-- enable outgoing DNS lookups using UDP -->

<rule action=’accept’ direction=’out’>

<udp dstportstart=’53’/>

</rule>

<!-- drop all other traffic -->

<rule action=’drop’ direction=’inout’>

<all/>

</rule>

</filter>

MpaBuna B gobasnsemom XML-koge He cogepxaT IP-agpec BMpTyanbHOW MalUWHBbI
B KayeCTBE MCXOQHOro UM KOHEYHOro agpeca, ogHako cunsTpauus Tpaduka éyget
paboTaTb KOPPEKTHO, T.K. BHYTPEHHASA NHTEPNPETALMSA NPaBWI BbINOMHAETCA NS KaXA0ro
nHTepdenca, n npasuna UHTEPNPETUPYIOTCA HA OCHOBE WMHGOPMALIUM O TOM, KaKom
nHtepdgenc (TAP) oTnpaBun nnu nony4nT NakeT, a He Ha ToM, kakon |IP-agpec ncTtoyHuka
UNW nony4varens MoXeT ObITb;

3) 3arpy3uTb (NPUMEHUTBL) NPaBUIIO:

sudo virsh -c gemu:///system nwfilter-define test-eth0.xml

4) B KOH(pUrypaumm BUpTyanbHON MallWHbl B CEKLUMUN network B Ka4eCTBE 3HAYeHus
napameTp filterref filter ykasaTb PuUIbLTP:

<interface type=’'bridge’>

<source bridge='mybridge’ />

<filterref filter=’test-eth0’/>

</interface>

5) BkntounTb BM 1 NpoKOHTpONMpoBaTh, YTO NPaBuio NPMMEHUNOCh, AN 3TOro BbIMos-
HUTb KOMaHAy:

virsh nwfilter-binding-list

Pes3ynbraT BbINOMHEHUS KOMaHAbI:

YCcTpOoUCTBO mIopTa dunsTpP

vnetl95 test-ethO

UTto6bl 6bonee cTporo KoHTponupoeatb Tpaduk ICMP 1 rapaHTupoBaTth, YTO C BUPTyaribHOM
MaLUMHblI MOTYT OTNPaBASATLCA TONbKO axo-3anpockl ICMP, a BUupTyanbHasa malumMHa MoXeT
nony4yaTb Tonbko axo-otBeTbl ICMP, npuBeaeHHoe Bbiwe npasusio ICMP MOXHO 3aMeHNTb

cnegyrowmmMmn asymMmsa npaBuiiaMun:
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<!-- enable outgoing ICMP echo requests—--—>
<rule action=’accept’ direction=’out’>
<icmp type='8'/>

</rule>

<!-- enable incoming ICMP echo replies-->
<rule action=’accept’ direction='in’>
<icmp type='0’/>

</rule>

5.11. 3awuTa namaTK B cpeae BUpTyanusauum

[ns o4ncTkM ocTatodHOM MHGOPMaLUK B NaMATU CPeaCcTBa BbIYUCUTENTBHON TEXHUKN
MCNOSb3YOTCH MeXaHU3Mbl, KOTOpble 06ecnevmBaloT oumLLeHne Heucnonb3yemblx 6rnokos ®C
HernocpeaCTBEHHO NPU UX OCBODOXAEHUM (pacnpeneneHnm) N OYULLEHNE akTUBHbIX pa3nerioB
cTpaHn4Horo obmeHa. OnncaHme mexaHM3MoB npuseaeHo B 8.1

YnpaBneHne MexaHn3amMoM OYMUCTKM HencnosbdyeMblx 6riokoB ®C HenocpeacTBEHHO Npu
X 0CBOBOXAEHNN OCYLLECTBISETCA C UCMOMb30BaHWEM UHCTPYMEHTa astra-sec-control.
YnpaBneHve MexaHM3mMoM OYUCTKM aKTUBHbIX Pa3aenoB CTPAaHNUYHOrO obMeHa OCyLLEeCTBSETCA C
Mcrnonb3oBaHMEM UHCTPYMEHTa astra-swapwiper-control.

3awuTta 3agad sapa 1 NpoLLeccoB Nonb3oBaTernen Npu 4oCTyne K cCTpaHuuam onepaTtusHon
namsiTn obecnevnBaeTcs apxuTekTypoi n napametpamm sgpa OC (cwm. [8.2).

[na npegynpexaeHna HeCcaHKUMOHUPOBAHHbBIX M3MeHeHu moaynen aapa B coctae OC
npumeHsietcs moaynb lkrg (cm. [16.5.16), koTopbiii 06ecneurBaeT MOHUTOPUHT Yrpo3 1 GrokmpoBa-
HMe HeCaHKLMNOHMPOBaHHbIX nameHeHun B aape OC. Takum obGpa3om, LEenoCTHOCTbL Bcen obnactu
namatn BM npu ncnonssosaHmm Ikrg o6ecneumBaeTcs no ymonyaHuio. [1nsa obpaboTkm KpUtnyeckn
BaXHbIX AaHHbIX peKoMeHayeTcs Ha XocTe ucnosb3oBaTb OC ¢ BKAOYEHHbIM Mogynem lkrg u
3MC (cm. [16.1)), a B rocTeBbiXx OnepaumoHHbIX cucTemax npumMeHsiTe OC Ha yCUNEeHHOM Wnu
MaKCMMarbHOM YpPOBHe 3aliumiieHHoCcT ¢ aapomM hardened u BkntoyeHHbIM 31C.

Ana nsonaumm n ynpaeneHnsa BUpTyanbHbIMU rOCTEBBIMW MaLUMHAMWN UCMONb3yEeTCHa TeX-
Honorna KVM, koTopas BkntodaeT crneuyuwansHelin mogyns aapa KVM u cpencrtso cosgaHus
BUPTYyanbHOro annapaTtHoro okpyxeHnsa QEMU gnsa unsonsummn v ynpaBneHus BUpTyanbHbIMU
rocteBbiMK MalumHamn. KVM, ncnonbsya sarpyXeHHbl B NaMATb MOAYIb S4pa, C NOMOLbLIO Apan-
BEpa Nosb30BaTeENbCKOro pexuma (KoTopbi npeacTtaBnser cobor moanduumpoBaHHbIA apaniBep
ot QEMU) amynupyeT cnomn annapatHoro obecneyeHusi, B cpefe KoToporo MoryT co3gaBaTbCs U
3anyckaTbCs BUpTyarbHble MalUVHbI.

B apxutektype KVM BupTyanbHas MallnHa BbINOMHSETCA Kak 06bl4HbIM npouecc OC, Ha

KOTOpbLIN pacnpocTpaHsieTcst AecTBME Mep NO 13onsumm npoueccoB. Kaxaas rocteBas onepa-
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LMOHHas cMcTeMa B paMKax CBOen BUPTyasribHOW MallMHbl HA YPOBHE XOCTOBOW OnepaLnoHHON
cucTeMbl ABMNSETCS OObIYHBIM MPOLIECCOM, BbIMOMHSALWMMCS C KONMen npouecca gemu. Ans
KaXxgoro BMpTyarbHOro npoueccopa co3gaeTcsi MOTOK. OTU NPOLECCHI U MOTOKM HE OTNNYaroTcs oOT
aHarnornyHblX B XOCTOBOW OMepaunoHHON cuctemMe. B yacTn usonauumn n pasrpaHnyeHns goctyna
npouecchl BUPTyaribHbIX MalnH BygyT paccMaTpmBaTbCsa Kak 0OblYHbIE NPOLECCHI OnepaLmMoH-
HOW CUCTEMbI U ONsl HUX ByAyT NPUMEHATLCA CTaHO4apTHbIE NpaBuna pasrpaHnYyeHnst 4ocTyna
N KOHTPONS PECYPCOB CUCTEMbI. Takne npasuna rapaHTUpYHoT, YTO NporpaMmmHoe obecneveHue,
3anyLleHHoe B BUPTYyarbHOW MallMHE, HE CMOXET CHU3UTb NPON3BOAUTENBHOCTb UMW HAPYLLUTb
paboTy ApyrMx BUPTYyarbHbIX MaLUWH UK TMNepBu3opa.

PeweHune 3agaym nsonaumm agpecHblx NPOCTPaAHCTB NPOLECCOB OCHOBAHO HA apXUTEKTY-
pe siapa OC (cm. [7.1). U3onsiums obnacTeit namMsiTv BUpTyanbHbIX MaLlUH obecneynBaetcs nytem
NPUMEHEHNA MexaHM3Ma yrnpaBneHus namaTbio annapatHon nnatgopmbl IOMMU (input/output
memory management unit), KOTOPbIN OTBEYAET 3a TPAHCMALNIO BUPTYarbHbIX aApecoB, BUANMbIX
annapaTHbIM YCTPOMCTBOM, B hn3nyeckne agpeca n no3BonsieT 3aaBatb OrpaHuyYeHns onepawmmn
BBOAA-BbIBOAA ANSA U30MSUMM MPU UCMONMb30BaHUN BUPTyanusauum.

Bnok ynpaeneHust namaTtbio anga onepaumn Beoga-sbisoga (IOMMU) — ato Tmn 6noka
ynpasneHusi namateto (MMU), KoTopbI NOAKNIOYAET LUNMHY pacLUMPEHNS ¢ NOAOEPXKKON NMPsiMOro
poctyna Kk namstn (DMA) k ocHoBHOM namsaTn. OH pacluMpsieT CUCTEMHYIO apXUTEKTypy, JobaBnss
noadepKy BMpTyanusauum agpecoB NaMsTv, NCNoNb3yeMbiX NnepngepunHbiMn YyCTPONCTBaMM.
Kpome Toro, oH obecrneumBaeT U3onauuio n 3awmTy naMmsaTi, No3Bonss CUCTEMHOMY MPOrPaMMHO-
My oBecrneyeHnIo KOHTPONMPOBaTb, K Kaknm obnactamM pusndeckon namsat MOXeT obpallatbes
YCTPOWMCTBO BBOAA-BbIBOAA. DTO Takke nomoraeT unsTpoBaTh U NepeHasHavaTb NpepbiBaHNS OT
nepuepniiHbIX YCTPOMUCTB. YCTPONCTBO MOXET NOMYYUTb JOCTYN TOMbKO K 06racTtsiM namsaTn, Ko-
Topble conocTtasneHbl Ana Hero. CnegosaTernbHO, HEeUCNpaBHble U/UNKY BPe4OHOCHbIE YCTPOMUCTBa
He MOryT noBpeauTb NamaTb. M3onaumna namsaty no3sonsetr 6e3onacHo Ha3HavaTb YCTPOMCTBa
BUpTyanbHoON MalmnHe 6e3 yuwepba ons xocta un gpyrux rocteebix OC.

[ns npyumeHeHns MexaHn3amMa ynpasneHus NnaMsaTblo annapatHon nnatgopmbl He0bxo-
AUMO BKIIOYMTbL annapaTHyo Noaaepxky suptyanusaumm B Hactponkax UEFI ana npoueccopos
Intel/AMD w1 BknounTb BNOXEHHYIO BUpTyanuaauuio ansg BM. [1na atoro cneayert:

1) ybenuTtbes, 4YTo B HacTponkax BIOS annapaTHon nnatopmbl BKIIOMEHA NOAOEPXKKA

BMpTYyanu3auuu, npoueccop AMD-Vi/Intel VT-d nogaepXmBaeTcs 1 BKINOYEH B HACTPOMKax

BIOS;

2) cospatb hann /etc/modprobe.d/kvm.conf C COOAepPXXMMbIM B 3aBUCUMOCTU OT

aApPXMTEKTYpbI:

kvm_intel nested=1

nnn
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kvm_amd nested=1

3) BbINOMHUTL Mepe3arpysky XOCTOBOW MalUMHbI. locne 3arpy3kum XOCTOBOW MaLLUUHbI
NPOBEPUTb aKTMBaLMIO nested BUPTyann3aunum MOXHO KOMaHOOW:

sudo virt-host-validate

4) ansa sknmoveHna IOMMU Ha xocTe runepsusopa Heobxogmmo gobasuTb B KOHU-
rypaunoHHbin oann GRUB /etc/default/grub napameTtp intel_ iommu=on unm
amd_iommu=on (B 3aBUCMMOCTWN OT apXUTEKTYpPbI):
GRUB_CMDLINE LINUX DEFAULT="parsec.mac=0 quiet net.ifnames=0
intel_iommu=on"

3arteM 0OHOBUTb KOHQUIypauuio 3arpysyuka:

grub2-mkconfig -o /boot/grub2/grub.cfg

5) nepesarpysuTb CUCTEMY W BbINOMHUTL NpoBepKy Hannuma mogyns IOMMU B cucteme,
BbIMOSTHMB KOMaHAy:

sudo virt-host-validate

PesynstaT BbINONHEHUA KOMaHAb! NPU YCNeLHOW NpoBepKe:

"QEMU: Checking if IOMMU is enabled by kernel"

6) B KOHdwurypaumwo BM B cekuuto <features>  pobaBuTb  CTPOKY
<ioapic driver="gemu"/>:

<features>

<acpi/>

<apic/>

<vmport state="off"/>

<ioapic driver="gemu"/>

</features>

7) B KOHurypaumo BM B cekumio <devices> aobaButb cregytoime CTpoku (ykasas
Ang napameTpa iommu model B KavyecTBe 3Ha4YeHUA intel MNU amd B 3aBUCMMOCTU OT
apXuTeKTypbl):

<iommu model="intel">

<driver intremap="on" caching_mode="on"/>

</iommu>

8) 3arpyautb BM 1 B rocteBon onepaumoHHON CUCTEME B KOHPUrypaLMOHHOM dhanne
GRUB /etc/default/grub Takke ykasatb 3arpy3ky IOMMU:

GRUB_CMDLINE_LINUX_ DEFAULT="parsec.mac=0 quiet net.ifnames=0
intel_iommu=on"

3ateM 0OHOBUTL KOHGUIypauuio 3arpysyuka:

grub2-mkconfig -o /boot/grub2/grub.cfg

9) nepesarpy3nTb rOCTEBYIO ONEPALMOHHYIO CUCTEMY;
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10) 3arpy3utb BM 1 B rocteBon onepaunoHHON CUCTEME BbINOMHUTL KOMaHAY:
sudo dmesg | grep -e DMAR -e IOMMU

B BbiBOAE npoBepuTb Hanuune nHgopmauum o6 aktusauun IOMMU:

[ 0.008446] ACPI: DMAR 0x000000007FFE2961 0000E8 (v0l1l BOCHS BXPC
00000001 BXPC 00000001)

[ 0.008457] ACPI: Reserving DMAR table memory at [mem
0x7ffe2961-0x7ffe2a48]

[ 0.021407] DMAR: IOMMU enabled

11) B rocTteBoKn onepaumoHHOM cucteme Ansi Nnpoeepkn Hanmuua moaynsa IOMMU Bbinon-
HUTb KOMaHAy:

sudo virt-host-validate

Pe3ynbraT BbINOMHEHUS KOMaHAb!I NPU yCNELWHOW NPpOBEPKE:

"QEMU: Checking if IOMMU is enabled by kernel"

5.12. [lpumeHeHMe MexaHM3Ma KOHTPONS LesIoCTHOCTU obnacten namsiTu no

3anpocy u3 rocteBoi onepaLuoHHON CUCTEMbI

MexaHnam KOHTpons LenocTHocTn obnacten namatn BM 6asunpyeTtca Ha co3gaHum Ka-
Hana npuema-nepegaym gaHHblx mexay BM n cpegctBom BupTyanusauum ¢ MCNOSib30BaHNEM
MexaHu3ma nepegaydv 3anpocoB 13 rocTeBOM OnepaLmMoOHHON CUCTEMbI NOCPELCTBOM Cry>KeBHOro
COKeTa Tuna vsock.

KoHTporb ocyulecTBnsieTcs CpeacTBOM BUPTYyanu3aumm nyTemM BblYUCIIEHUS KOHTPOMb-
HbIX CyMM 3a4aHHbIX obnacten namsatn B cootBeTctBum ¢ FOCT P 34.11-2012 ¢ nocnegyowmnm
CpaBHEHMEM BbIYUCMNEHHbIX 3HAYEHUI C 3TaNOHHbIMU. [1oacYeT KOHTPOMbHbLIX CYMM OCYLLEeCTBIIS-
eTCsa nepnoanyeckun B npouecce paboTbl rOCTEBOM onepaumoHHon cuctemsl. MNMpn murpaumm BM
AaHHble 00 3TanoHHbIX 3HAYEHUAX YCTAaHOBMEHHbIX HA KOHTPOMNb obnacten namaTtn ByayT Takke
nepegaBaTbCa BMECTe C Apyromn cnyxebHon nidopmaumen o BM gns BoO3MOXHOIO nocreayroLlero
BbIMOMHEHNS KOHTPONSA LENOCTHOCTM Ha OPYroM XOCTe.

[ns npuema 3anpocoB Ha OCYLLECTBNEHNE KOHTPOSS LEeNOoCTHOCTM obrnacTten namsatu
rocTeBOM OnepaLmoHHON CUCTEMbI UCMOoNb3yeTcs cnyxba vsockd Ha XocTe runepeusopa, kotopas
oTKpbiBaeT cnywatowmin cokeT VSOCK. BuptyanbHasa mawmHa nepegaeT B COKET cooblieHme ¢
napameTpamu start_addr (pusmyeckuin agpec Hayana 6noka namsaTn rocTeBOM onepaLMoHHON
cuctembl) U end_addr (hmanyecknin agpec KoHua 6noka namaTtu rocteBon onepauyoOHHON
cuctembl). Cnyxba vsockd Ha xocTe npuHumaeTt coobuieHne, nonyyaet agpec CID VSOCK
N OTnpasnsgeT 3anpoc B cpencTtso BupTyanusauum (libvirt) ona nocneayrowero Bbl4MCNEHUS
KOHTpOribHOM cyMmmbl no anroputmy FOCT P 34.11-2012.

OTaroHHble 3HaYeHWNsI KOHTPOMbHbBIX CYMM 0BacTen namMaTu XpaHSaTCsa B NamMATH cpeacTaa

BUPTYanu3aumm 4o BbikntodeHus BM. Npu BbISBNEHUM HapyLUEHWST LENOCTHOCTU obnacTen namaTu
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rocTeBOM ONepaLnoHHON CUCTEMbI BO3MOXHA BriokmpoBka paboTtsl BM n pernctpauuns dakrtos
HapyLLIEeHUs LLeNOCTHOCTU OOBLEKTOB KOHTPOSIS B XXypHan nogcuctemsl pernctpaumm cobbitum
(cm. W B XypHan /var/log/syslog.

[Onsa wucnonb3oBaHus MexaHM3amMa B CcUCTeMe [OrbkeH ObiTb YCTaHOBMEH MakeT
astra-kvm-secure.

HacTpoika mexaHnama KOHTpOons LerioCTHOCTU (hansioB rocTeBon onepaumoHHON cucTe-
Mbl OCYLLECTBISeTCA B KOHpUrypaumoHHom canne /etc/libvirt/libvirtd. conf. Hactpoun-
Ky peKkoMeHOyeTCs BbIMOMHATL C UCMOfb30BaHNEM virsh NyTEM BbINOSHEHUS KOMaHAbI:
virsh -c gemu:///system config --edit-config
/etc/libvirt/libvirtd.conf

[ns BKMOYEHUA MexaHn3Ma KOHTPOSS LeNIOCTHOCTM obnacten naMsiTu rocTeBoun one-
pauMOHHOM cucTeMbl Heobxoaumo B panne /etc/libvirt/libvirtd. conf Ans napamerpa
memory_integrity_ check_ period_s 3agaTb 3Ha4yeHMe nepuoga npoBepku (B cekyHaax):
memory_ integrity check period s = 30

Mpn aTom ByaeT obecneumBaTbCAa TOMBKO permctpaumst GakToB HaApPYLLUEHMS LLENTOCTHOCTH
00BLEKTOB KOHTpONA 6e3 6nokupoBkn paboTsl BM.

Onsa NPUHYOUTENBHOIO BbIKNOYEHUA dYHKUNOHMpPYIOLLEN BM B cny-
Yyae HapyweHuMsl LENOCTHOCTU  YCTAHOBMIEHHbIX Ha  KOHTPONb obnacten  nams-
™M  Heobxogumo B damne  /etc/libvirt/libvirtd.conf ana  napameTpa
memory_integrity check shutdown_ domain 3agaTtb 3Ha4vyeHue 1:
memory_integrity check shutdown domain = 1

Mpn atom Byaet obecneunBaTbCs permctTpauuns akToB HapyLIEHNS LenoCTHOCTM obna-
cTen NamMATU € NocnenyoLWwnM NpUHYANTENbHbLIM BblktodeHneM BM, ecnun 3HavyeHne KOHTPOMbHOM
CyMMbI XOTS1 6bl OAHOW YCTAaHOBIIEHHOM Ha KOHTPOSb 06n1acTv NamMATN rOCTEBOW OMNepaLMOHHON
CUCTEMbI HE COBMafeT C 3TANOHHbIM 3HAYEHMEM, XPaHALLMMCS B KOHGUrypaLmMoHHoM ¢hanne BM.

[ns npyuMeHeHus HacTpoek crneayeTt nepesarpy3nTb Cnyxby libvirtd:
sudo systemctl restart libvirtd

K BM Heobxogmmo noakntountb cokeT VirtlO VSOCK ans cBasn rocteBorn onepaumoHHON
CUCTEMbI C XOCTOM. [1nsi 3Toro Heo6xoaumMo B virt-manager:

1) oTKkpbITb cBONCTBA BM 1 Haxatb [[JobaBUTL 060pyaoBaHue];

2) B okHe «[lobaBneHune BupTyanoHoro obopyaosaHusa» Bblbpatb «VirtlO VSOCKNy;

3) Bo Bknagke «logpobHocTuy» anda napametpa «CID rocteBon cucteMbl» YyCTaHOBUTb

donar «ABTO»;

4) HaxaTb [[oTOBO].

B pesynbraTte B KOHUrypaumoHHom canne BM 6yget cchopmupoBaHa 3anuck Buaa:

<vsock model="virtio">
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<cid auto="yes" address="3"/>
<address type="pci" domain="0x0000" bus="0x07" slot="0x00" function="0x0"/>
</vsock>

Kaxxgomy cokeTy aBToMaTuyecku npucsameaetcsa metka CID rocteBon onepaunoHHOM
cUcTeMbl, KoTopas 0603HayaeT CKBO3HOW naeHTudukatop kaxaon BM.

Mocne pobaBneHns coketa HEOHBXOAMMO BbIMOMHUTL 3aMyck roCTEBOWM ONepaLnoHHON
CUCTEMBI.

Mcnonb3oBaHne MexaHu3ma KOHTPOMS LeNTOCTHOCTU BO3MOXHO Mpu YyCNOBUM UCMOSb30-
BaHus OC B kayecTBe rocTeBOM onepaunoHHON CUCTEMbI U YCTAHOBKM B HEW FOCTEBOrO areHTa
gemu-guest-agent n3 coctasa OC.

YCTaHOBKY Ha  KOHTponb obnacte namatu  obecneumBaeTr  MHCTPYMEHT
/sbin/memcontrol_VM, MPUHUMAKOLWMA B KayeCTBe aprymeHTOB AaHHble 006 wmnaeHTudu-
KaTope KOHTponupyemoro npouecca (pid) n agnanasoH BUpTyasrnbHbIX agpecoB 6rnoka namstm B
LecTHaguaTtepn4yHom gopmare.

CuHTakcuc KomaHgbl:

1) B cnyyae ncnosnb3oBaHUS BUPTYyalibHbIX aapecos npolecca ¢ pid:

memcontrol VM --virt <pid> <address_start> <address_end>

2) B crnyyae UCnosfb3oBaHUs PU3MYECKUX aapecoB NamMsTM rocTeBON onepaumoHHOMN

CUCTEMBbI AS151 MOCTAaHOBKM Ha KOHTPOJSIb:

memcontrol VM --phys <address_start> <address_end>

[nsa onpegeneHns guanasoHa BUpPTyanbHbIX agpecoB 6roka namatu BM B rocteBom
onepawmMoHHOM CUCTEME UCMNONb3YETCH MHCTPYMEHT ps, BbIBOAALWMI MAEHTUMKATOP npouecca no
ero HasBaHuto, 1 pann /proc/<pid>/maps, cogepXxawmn agpeca obnacren namsaTn, KOTopble

MCnosnb3yrTCA NpoLeccom B AaHHbIN MOMEHT, C YKa3aHuewm npae goCcTtyna K HAM.

Mpumep

[ns ycTaHOBKM Ha KOHTPOrb obnacten namaTn, 3aHMMaeMblX NPoLeccoM syslog-ng,
Heobxoanmo:

1) onpemenuTb naeHTUGUKaATOP NpoLecca KOMaHOOoM:

ps aux | grep syslog-ng

BbiBOA KOMaHAbI:

root 394 0.5 1.8 624928 38180 7 Ssl 16:20 0:27

/usr/sbin/syslog-ng -F —--no-caps

u 1438 0.0 0.0 6228 872 pts/2 S+ 17:44 0:00 grep

syslog-ng

B BbIBOge komaHab! pid npouecca paBeH 394;

2) BbINOSIHUTL NMOMCK agpecoB obnacTen namsaTn, KOTOPbIE UCMNOSMb3YKTCA NPOLECCOM C

pid, paBHbIM 394, B 4@HHbIA MOMEHT:
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sudo cat /proc/394/maps

BbiBog KOMaHAbI:

00400000-00402000
00402000-00403000
00403000-00404000
00404000-00405000
00405000-00406000
00c12000-01165000

r--p
r--p
rw-p

rw-p

00000000
00002000
00003000
00003000
00004000
00000000

731£6c000000-731£6c070000 rw-p
731£6c070000-731£70000000 ---p
731£737££000-731£73800000 ---p
731£73800000-731£74000000 rw-p
731£74000000-731£74023000 rw-p
731£74023000-731£78000000 ---p
731£78000000-731£78021000 rw-p
731£78021000-731£7c000000 ---p
731£7c000000-731£7c021000 rw-p
731£7c021000-731£80000000 ---p
731£80000000-731£80021000 rw-p
731£80021000-731£84000000 ---p
731£84000000-731£84032000 rw-p
731£84032000-731£88000000 ---p
731£88000000-731£88021000 rw-p
731£88021000-731£8c000000 ---p
731£8c000000-731£8c025000 rw-p
731£8c025000-731£90000000 ---p

08
08
08
08
08
00

:01
:01
:01
:01
:01
:00

1320884
1320884
1320884
1320884
1320884
0 [heap]

00000000 00:00
00000000 00:00
00000000 00:00
00000000 00:00
00000000 00:00
00000000 00:00
00000000 00:00
00000000 00:00
00000000 00:00
00000000 00:00
00000000 00:00
00000000 00:00
00000000 00:00
00000000 00:00
00000000 00:00
00000000 00:00
00000000 00:00
00000000 00:00

/usr/sbin/syslog-ng

/usr/sbin/syslog-ng

/usr/sbin/syslog-ng

/usr/sbin/syslog-ng

/usr/sbin/syslog-ng

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

CermeHT C npaBamMmnm OOCTyMa r-xp YKa3blBa€T Ha XpaHeHune MUCnosiHAeMoro Ko-

Aa syslog-ng. CooTBeTCTBYIOWAA eMy 0brnactb NaMsaTV MMeeT AnanasoH agpecoB
00402000-00403000 (0x402000-0x403000 B WecTHaguaTepuyHom dopmare);

3) 13 rocTeBon onepaLmoHHON CUCTEMbI BbIMOMHUTL 3anNpoC NOCTAHOBKN HA KOHTPOSb

LLefIOCTHOCTU BblbpaHHOM 0bnacTu namMsaTu Ansa npouecca ¢ pid, paBHbIM 394:

sudo memcontrol VM --virt 394 0x402000 0x403000

B BbIBoge komaHabl 6yayT ykasaHbl husmyeckne agpeca Hadana v koHua énoka nocras-

NEHHOW Ha KOHTPOSb NaMATU rocTeBOM ONepauMOHHON CUCTEMbI U pacCYMTaHHOE AN

3Tol 06MacTn 3HaYeHne 3TarloHHOW KOHTPOMbHON CYMMBbI.

B pesynbrate KOHTPOJibHadA CyMmma obnacTtu namaTu 6yn,eT 3anncaHa B NamMmdaTn cpenctea

BMPTyanusaumm ¢ Lenbto AanbHEenLWero KOHTPOos LEenoCTHOCTH.

Ans ynpaBneHus pexxMMoM KOHTPOSS LIeNOCTHOCTU obrnacten namsatv Ans oTaenbHO

B3ATOWN BMpTyaHbHOIZ MaLUMHbI UCMOJIb3yeTCA KOMaH4a:

virsh memory-integrity <domain>

[--clear]

[--start]

[--stop]
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5.13. OrpaHu4yeHme NnporpaMmMHOM cpeabl B cpeae BUpTyanusauum

KoHTporb 3a 3anyckoM KOMMOHEHTOB NporpammMHoro obecneveHusi, obecneynsatomm
BblSIBNEHNE 1 BNOKMPOBKY 3anycka KOMMOHEHTOB NPOrpaMMHOro obecnevyeHuns, He BKITHOYEHHbIX
B nepeyveHb (CNUCOK) KOMMOHEHTOB, paspeLUeHHbIX A51s 3anycka, OCyLLeCTBNAETCA WTaTHbIMU
cpeacteamm OC:

1) MexaHU3MOM OMHaMWYECKOro KOHTpons uernocTtHoctu (pexum 3I1C) ncrnonHsaembix

hannos n pasgensieMblx 6Gubnunotek popmarta ELF npu 3anycke nporpaMmbl Ha BbINOSHe-

Hue (cm. [16.1));

2) npuMeHeHueM pexnma Knock-2, KOTopbIn CIIY>XUT AN1s OrpaHnyYeHuns npae nonb3oBarte-

neit Ha 3anyck nporpamm B OC (cM. [16.2)). CTeneHb 3TVX OrpaHWYeHUin 3a4aeTcs Macko

KMocKa, KOTopasi HaknaAblBaeTcs Ha npaBa A4OCTyna K UcnonHsemsiM dannam npu niobom

nonbITKe Nonb3oBaTtens nonyyYnTs JOCTyn.

BbisiBneHne n 6rnokmpoBka 3anycka KOMMOHEHTOB NPOrpaMMHOro obecnevyeHms, LenocT-
HOCTb KOTOPOrO HapyLleHa, OCYLLEeCTBNAETCA MEXaHN3MOM AMHAMNYECKOrO KOHTPOISA LLeNOCTHOCTU
ncnonHsembix hannos n pasgensembix 6ubnmotek gopmata ELF nytem BHegpeHus umndposomn
nognucu B pannel, Bxogswme B coctas 0. NMpn BKNIOYEHHOM pPEXMME KOHTPONS LMdPOBOM

NoAnMcK BbINONHATLCS ByayT TOMNbKO NoANMCaHHbIE UCMOMHSAEMbIEe ddansibl.
5.14. LleHTpann3oBaHHoOe ynpaBrieHue

B cpene BupTyanusaumm peanvMsoBaHo co3fgaHue, Mogudukaums, XxpaHeHue, nonyyeHme
n yganeHue (B T.4. LeHTpanu3oBaHHOE) 00pa3oB BMPTyarnbHbIX MalWH B MHAOPMALMOHHOM
(aBTOMATU3MpPOBAHHOW) CUCTEME.

[ns ueHTpanu3oBaHHOrO XpaHeHns obpasos BM ncnonb3yerca xpaHnnuuie gaHHbIX —
nyn (pool). XpaHunuiie onpeaensieT omnsndeckoe pacnonoxeHme gannos-odpasoB U MOXeT
ObITb pa3nMyHbIX TUNOB. XpaHUNULLE AOMKHO ObiTb 4OCTYNHO ANS NOAKIOYEHMS Ha cepBepax
BUPTyanuMsauuu.

[na pacnpeaeneHHoro xpaHunuuwia cnegyeT UCnosnb30BaTh KnacTepHyo oaninoByo cu-
ctemy ocfs2 nnu 6noyvHoe yctporncteo ceph/rbd. O6pasbl BUpPTYanbHbIX MallMH NOMELLATCA B
AaHHOEe XpaHUIMLLE N CTAHOBATCSA AOCTYMHbIMWN AN BCEX Y30B BUPTYyanusauum.

OC nopaepxmBaeT BO3MOXHOCTb MUTpaUnN BUPTYyarbHbIX MalUWMH MeXay cepBepamu
BMpTyanuaaumn. Murpauns no3BonsieT nepeHecTy paboTy BUPTYanbHOW MaLLMHbI C OQHOr0 on3n-
4YeCcKoro xocTta (cepBepa BuMpTyanmsaunmm) Ha gpyron 6e3 octaHoBku ee paboThl. [1pu atom obpas
ANCKa BMPTYyanbHOW MalUMHbI AOCTYNEH HA 00omx cepBepax BUpTyanusauun. [ns aToro ncnonb-
3yeTcsa pacnpegeneHHoe XpaHunuile AaHHbIX: Ha 06oux cepBepax BUPTyanu3auum XpaHunuile
AOIMKHO MOHTUPOBATbLCS B O4HO U TO XXe MeCcTo 1 obpas BUPTyaribHOM MalUMHbl OOKEH ObiTb

pacnosioXXeH B AaHHOM XpaHUIniie.
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YnpaBneHne nepemelleHneM BUPTYyarnbHbIX MalUWH peanusyetcs C UCNoSib30BaHNEM
NMHTepdenCcoB ynpasneHns cpeactsam BupTyanusauum libvirt B COOTBETCTBMM C YCTaHOBNEHHBIMA
npasuaMmmn ceTeBOro B3aMmogemncTBus.

[ns peweHus 3agay LEeHTPann3oBaHHOrO MPOTOKOSIMPOBAHUS UM aHanuaa >XypHaroB
ayauTa ncnonb3yetcsa Zabbix.

[ns pelweHna 3agad LeHTpanu3oBaHHOro cbopa XXypHaroB C yaaneHHbIX XOCTOB BUPTY-
ann3aumm BO3MOXHO NPUMEHEHNE BCTPOEHHbBIX MexaHn3MoB cbopa MHGOopMaLnmn 0 CobbITUSAX
syslog-ng. BmecTe c ycTaHOBKOM NakeTa astra-kvm-secure obecneymBaeTcs co3gaHNe KOH-
durypaumoHHbix hannos Ansa yganeHHoro cbopa AaHHbIX 0 COBbITUAX 6e30NacHOCTU, CBA3AHHbIX

C (byHKLI,I/IOHI/IpOBaHVIeM cpencrtea supTyanun3daunm, U3 KypHaros cobbITMI BGe30MacHOCTH.

5.14.1. NMpumep opraHusauum pacnpeneneHHoOro xpaHunuua

OpraHu3auusa pacnpegeneHHoro XxpaHunuila ans cepsepoB BUPTyanusaumm Ha npumepe
ABYX CEpBepOB BUpPTyanusaunm n cepeepa xpaHeHus aaHHbix (CXM):

1) CX[ — ums KomnbloTepa astra-storage, IP-agpec 172.16.1.20;

2) nepBbln CcepBep BupTyanu3auum — WUMA KOMNbloTepa astral, IP-agpec

172.16.1.21;

3) BTOpOW cepBep BUpTyanu3aumm — nMsi KomnotoTepa astra2, IP-agpec 172.16.1.22.

KomMnbtoTepbl 4OSMKHbI ObliTb 0O0bEANHEHDBI B NTOKANbHYO CETb W SOCTYMNHbI N0 UMEHUN KOM-
netotepa (B /etc/hosts Ha KaXaoM KOMMbIOTEPE AOIMKHbI ObITb BbINOSIHEHLI COOTBETCTBYHOLLNE
HaCTPOWKN).

[na cospaHusa ceteBoro xpaHunuiwa gaHHblx Ha CX[ npumeHsieTca TexHonorns SAN,
no3BonsoLas MOHTUPOBATbL Ha KOMMbIOTEpPE ceTeBoe BnoYHOe YCTPOWMCTBO Kak JloKasribHOe
©rnoyHoe yctponcteo. [JocTyn K ceTeBoMy 6OYHOMY YCTPOMCTBY HAcTpamBaeTCs No NpoTOKOMy
iISCSI.

5.14.1.1. Co3pgaHue 1 noakro4YeHne CeTeBOro XxpaHmnuiia

[Ons cospgaHua SAN-xpaHunuiia (ceteBoro 6ro4HOro ycTtponcTea) HeobxoanMo BbIMNOS-
HUTb criegyowne AeNCcTBNA Ha astra-storage:

1) BbIBECTU NEpPEYEHb NMEOLLMXCA BIOYHbIX YCTPOUCTB KOMaHAOM:

1sblk

Mpumep BbiBOAA KOMaHAbI:

NAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT

sda 8:0 0 465,8G 0 disk

sdb 8:16 0 298,1G 0 disk

|__sdbl 8:17 0 512M 0 part /boot/efi
|__sdb2 8:18 0 296,7G 0 part /

|__sdb3 8:19 0 977M 0 part [SWAP]
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sdc 8:32 0 465,8G 0 disk
|__sdcl 8:33 0 465,8G 0 part
sr0 11:0 1 1024M O rom

M3 BbiBOAa KOMaHAbl onpegenutb BGroYHOe YCTPOWMCTBO, HA OCHOBE KoToporo Oyaer
CO37aHoO ceTeBoe BI0YHOE YCTPONCTBO (Hanpumep, sda);

2) ycTaHOBWUTb KOHcOsb ynpaeneHus Linux-l10O Target komaHgomn:

sudo apt install targetcli-fb

3) 3anyctutb KoHcornb ynpasneHus Linux-10 Target komaHgow:

sudo targetcli

4) B koHconm ynpaeneHus Linux-l10 Target BbIBECTU TEKyLLYIO KOHpUIypaLuo KOMaHOoMN:
1s

Mpumep BbiBOAA KOMaHAbI:

O e e e e e e e e e e [ ]
O— bacCKSLOrEesS . i i e e e e e e e e e e e e e e e e [...]
| 0= block ..t e e e e e e e [Storage Objects: 0]
| 0— filedo .. e e e e e [Storage Objects: 0]
| 0= PSCSI i e e e e e e e e [Storage Objects: 0]
| o— ramdisk ..... ... e e e e e e [Storage Objects: 0]
R I T X s [Targets: 0]
00— loopback ... e e et e e e e e e [Targets: 0]
T Vo T ¥ wA [Targets: 0]
O XEN—PVSCSL it ittt ittt ettt ettt et eeaaeeeeeeeeeeeeeeeenns [Targets: 0]

5) cospaTb (3aperucTpupoBaTtb) ceTeBoe Oro4yHOEe YCTPOMCTBO B  pasgene

/backstores/block KOMaHOON:

/backstores/block create <ums_ycrpoucrtea> /dev/<brsouHoe_ yCTPONUCTBO>

rpe  <uMs_yCcTpomcTBa> — HaMMeHOBaHWe, KOTopoe OyaeT NpMCBOEHO co3gaBaeMoMy
ceTeBOMy GNOYHOMY YCTPOWCTBY;
<67ouHOE_yCcTporcTBO> — BblbpaHHOe 6roYHOe YCTPOMCTBO AN1A CO3[aHus ceTe-
BOro 61104HOro yCTpOMCTBA.

Mpumep kOMaHAbl ANSA TeKywen KoOHpurypaumm:

/backstores/block create san_storage /dev/sda

Pesynbrat BbINOMHEHUS KOMaHAbI:

Created block storage object san_storage using /dev/sda

6) npoBepuTb co3gaHne ceTeBoro 6oYHOro yCTPONCTBaA san_storage KOMaHAOM:

1s

Pesynbrat BbINOMHEHUS KOMaHAbI:

O— baACKSEOTES . i e e e e e e e e e e e e e e e e e [...]
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| 0= block ..t e e e e e e [Storage Objects: 1]
| | o- san_storage ...... [/dev/sda (465.8GiB) write-thru deactivated]
| 0= AlUA ittt e e e e e e e e e e [ALUA Groups: 1]
| ] o- default_tg pt gp ........... [ALUA state: Active/optimized]
| 0= filedo .. iiiii i e e e e e e e e [Storage Objects: 0]
| 0= PSCSI ittt e e e e e e e e e e [Storage Objects: 0]
| o— ramdisk ..... ... e e e e e e [Storage Objects: 0]
R = o X< [Targets: 0]
00— loopback ... et e e e e e e [Targets: 0]
f T v o ¥ Y= ol [Targets: 0]
O XEN—PVSCSL ittt ittt ettt ettt eeeeneaeeeeeeeeeeneeeeenns [Targets: 0]

7) cos3gatb uenb ans cetesoro 6noyvHoro yctponctea (iISCSI-target) B pasgene /iscsi
KOMaHOOMW:

/iscsi create

Pes3ynbraT BbIMNOMHEHUS KOMaHAb!:

Created target iqgn.2003-01l.org.linux-iscsi.astra-storage.x8664:
sn.727a2d3719d4.

Created TPG 1.

Global pref auto_add default portal=true

Created default portal listening on all IPs (0.0.0.0), port 3260

Ons CEeTeBoro ©no4Horo ycTponcTea oblna cos3gaHa uenb
ign.2003-01.0rg.linux-iscsi.astra-storage.x8664:sn.727a2d3719d4;
8) npoBepuTb co3gaHune Lenu KoMaHOoM:

1s

PesynetaT BbINOMHEHUS KOMaHAbI:

o T [ 1
O— backstores ... . i e e e e [...]
| 0= BloCKk i e e e e e [Storage Objects: 1]
| | o- san_storage ...... [/dev/sda (465.8GiB) write-thru deactivated]
| ] O— AlUA .ttt it et e e e e e [ALUA Groups: 1]
|| o- default tgpt gp ........... [ALUA state: Active/optimized]
| 0= filelo ittt e e e e [Storage Objects: 0]
| 0= PSCSL it e e e e e e e e [Storage Objects: 0]
| 0o— ramdisk ... ... e e e e e [Storage Objects: 0]
L@ T = o< [Targets: 1]

| o- ign.2003-01.org.linux-iscsi.astra-storage.x8664:sn.727a2d3719d4
[TPGs: 1]

| O— PGl Lt e e e e e e e e [no-gen-acls, no-auth]
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| Lo T o 2 = T [ACLs: 0]
| o T IS = [LUNs: 0]
| O— POrEals ..t i et e e e e e e [Portals: 1]
| 0= 0.0.0.0:3260 ...ttt e e e e e e e [OK]
00— loopback ... e e e e e e e e e e [Targets: 0]
R Vo Lo ¥ wA [Targets: 0]
O XEN—PVSCSL ittt ittt ettt ettt et eeeeeeeeeeeeeeeeeeeenns [Targets: 0]

9) cospgatb LUN (Logical Unit Number — HoMep nornyeckoro yCTponcTea) Ha OCHOBe ce-
TeBOro GyI04HOrO YCTPOMCTBA (3aperncTpMpoBaHHOro B pasgene /backstores/block)
KOMaHOOoMW:
/iscsi/<uenb>/tpgl/luns/ create /backstores/block/<umsa_ycTpoicTBa>
roe  <uenb> — Lenb A4S ceTeBoro 6moYHOro ycTponcTea, co3gaHHasi CornacHo NyHKTY
nepeuvicnexus [7);
<UMsl_yCTpPOHCTBa> — HAaMMEHOBaHNE CeTeBOro 6roYHOro YyCTponuCTBa, 3agaHHOe

npun ero co3gaHumn cormnacHo NyHKTY nepedncrieHna .

Mpumep kOMaHAbl ANA TeKywen KoOHpurypaumm:

/iscsi/ign.2003-01.0org.linux-iscsi.astra-storage.x8664:sn.727a2d3719d4/
tpgl/luns/ create /backstores/block/san_storage

Pe3yJ'IbTaT BbINMOITHEHNA KOMaHAbI:

Created LUN O

10) npoBepuTb pesynbraT co3gaHna LUN komaHgou:

1s

Pe3yanaT BbINOJIHEHNA KOMaHAbI:

o T [ ]
O— backstores ... . i e i e [...]
| 0= block ..t e e e e e e e e [Storage Objects: 1]
| | o- san_storage ........ [/dev/sda (465.8GiB) write-thru activated]
| Lo L= 5 - [ALUA Groups: 1]
|| o- default_ tgpt gp ........... [ALUA state: Active/optimized]
| 0= f£iledo ittt e e [Storage Objects: 0]
| 0= PSCSL it e e e e [Storage Objects: 0]
| Oo- ramdisk ... ... e e e [Storage Objects: 0]
R = T X< [Targets: 1]

| o- ign.2003-01.0rg.linux-iscsi.astra-storage.x8664:sn.727a2d3719d4

TPGs: 1]

| L T o o T [no-gen-acls, no-auth]
| 0= ACLS i e e e e e e e e [ACLs: 0]
| 0= LUNS ittt e e e e e e e e e [LUNs: 1]
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| | o— 1un0 .... [block/san_storage (/dev/sda) (default tg pt gp)]
| O— POTEALlS ittt it e e e e e e e e [Portals: 1]
| 0— 0.0.0.0:3260 ...ttt e e e e e [OK]
00— loopback ... e e e e e e e e e e [Targets: 0]
R Vo Lo ¥ oA [Targets: 0]
O XEN—PVSCSL ittt ittt ettt ettt et eeeeaeeeeeeeeeeeeeeeenns [Targets: 0]

11) B AaHHOM rpuMepe He UCMOoJ1b3yeTCd aBToOpuU3aunsd, nosTomMy Ajid OTKIHO4YeHNA KOH-
Tpona AocCTtyna K uenun HeO6XOLI,I/IMO fnocnenoBaTtesibHO BbINMOJIHUTb KOMaHAbI:
cd /iscsi/<uens>/tpgl
set attribute generate_node_acls=1
set attribute demo_mode_write protect=0
Mpumepbl KOMaHA ONSA TeKywen KoOHurypaumm:
a) cd /iscsi/ign.2003-01.0rg.linux-iscsi.astra-storage.x8664:
sn.727a2d3719d4/tpgl
0) set attribute generate_node_acls=1
PesyanaT BbINMOJTHEHNA KOMaHAbI:
Parameter generate _node_acls is now ’'1’
B) set attribute demo_mode write_protect=0
Pe3yanaT BbINMOJTHEHNA KOMaHAbI:
Parameter demo_mode write protect is now ’0’
12) coxpaHuTb KOHGUrypauu ceTeBoro Br104HOro YCTPOMCTBa KOMaHAOMN:
/ saveconfig
Pe3yJ'IbTaT BbINMOINTHEHNA KOMaHAbI:
Configuration saved to /etc/rtslib-fb-target/saveconfig.json
KoHdpurypauyus ceTeBOoro  GNOYHOro  YyCTpOWMCTBA  COXpaHeHa B dhaun
/etc/rtslib-fb-target/saveconfig. json;
13) BbINTK U3 KOHCONK ynpasneHus Linux-10 Target komaHgon:
exit
PesyanaT BbINMOJTHEHNA KOMaHAbI:
Global pref auto_save_on_exit=true
Last 10 configs saved in /etc/rtslib-fb-target/backup/.
Configuration saved to /etc/rtslib-fb-target/saveconfig.json
5.14.1.2. NopgknioyeHne Ha cepBepax BupTyanusauMum ceTeBOro OroOYHOro
ycTpoucTBa
CospaHHOe Ha astra-storage ceTeBoe 6noyHoe ycTtponcTteo (iISCSI-target) Heobxo-
AVUMO NOAKMIOYMNTL B KA4YeCTBE NoKanbHOro 6ro4yHoro ycTponcTea Ha cepBepax BUpTyanusaumm

(ISCSl-initiator).
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ﬂ,aHHbIe HaCTpOIZKVI OOJIMKHbI ObITb BbINOJTHEHbI HA BCEX KOMMblOTEpPax, Ha KOTOPbIX HAcTpa-
MBaeTCAd OO0CTYyN K CETEBOMY 6nquomy yCTpOIZCTBy. B OJaHHOM TpumMepe HaCTpOIZKI/I BbIMOJTHAKOTCA
Ha cepBepax BMpTyanu3aumn astral U astra?2. D,J'IFI nogKnr4yYeHn4a ceteBoro ©no4Horo yCTpOI71-
CTBa K CepBepy BUpTyanusauum Heobxoanmo:

1) yCTaHOBWUTb NAKET open-iscsi KOMaHAOWN:

sudo apt install open-iscsi

2) HacTpouTb aBToMaTudeckoe nogknodeHne LUN npu nepesarpyske cepBepa BUPTY-

anusauun. [1na aToro B KOHMPUrypaunoHHoMm anne /etc/iscsi/iscsid.conf gns

napameTpa node.startup YyCTaHOBUTb 3Ha4YeHMe automatic:

node.startup = automatic

3) 3anycTutb cnyxby iscsi KOMaHAOMW:

sudo systemctl start iscsi

lMocne nepBoro 3anycka cnyxObl iscsi OyaeT creHepupoBaH YHUKanbHbIA WOEH-

Tnukatop wmHuumartopa (iISCSl-initiator), KoTopbIM MOXHO NPOCMOTPETL B (hanne

/etc/iscsi/initiatorname.iscsi, BbINOMHMB KOMaHAOY:

sudo cat /etc/iscsi/initiatorname.iscsi

PesyanaT BbIMNOJTHEHUA KOMaHObl HA astral:

## DO NOT EDIT OR REMOVE THIS FILE!

## If you remove this file, the iSCSI daemon will not start.

## If you change the InitiatorName, existing access control lists

## may reject this initiator. The InitiatorName must be unique

## for each 1SCSI initiator. Do NOT duplicate iSCSI InitiatorNames.

InitiatorName=ign.1993-08.org.debian:01:694dac4a%eba

PesyanaT BbIMNOTHEHUA KOMaHObl HA astra?l:

## DO NOT EDIT OR REMOVE THIS FILE!

## If you remove this file, the iSCSI daemon will not start.

## If you change the InitiatorName, existing access control lists

## may reject this initiator. The InitiatorName must be unique

## for each iSCSI initiator. Do NOT duplicate iSCSI InitiatorNames.

InitiatorName=iqgn.1993-08.0org.debian:01:7c60£380d4d294

4) BbINOMHUTb NOUCK AOCTYMNHbIX Lienen (ceTeBbix 6noyvHbIX ycTponcTs, iISCSI-target):

sudo iscsiadm -m discovery -t st -p <IP-apgpec>

roe <IP-agpec> — IP-agpec KomnbloTepa, Ha KOTOPOM 3aperMcTpupoBaHo ceTeBoe

BGno4YHOe YCTPONCTBO.
Mpumep kOMaHabl ANSA TeKywen KoOHurypaumm:
sudo iscsiadm -m discovery -t st -p 172.16.1.20

PesyanaT BbIMNOJTHEHNA KOMaHAbI:
172.16.1.20:3260,1 igqn.2003-01l.o0rg.linux-iscsi.astra-storage.x8664:
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sn.727a2d3719d4

5) aBTOMaTUYECKM NOOKMIOYNTL BCE HANOAEHHbIE LiENu:

sudo iscsiadm -m node -1

Pe3yanaT BbINMONMHEHNA KOMaHAbI:

Logging in to [iface: default, target:
ign.2003-01.0org.linux-iscsi.astra-storage.x8664:sn.727a2d3719d4,
portal: 172.16.1.20,3260]

Login to [iface: default, target:
ign.2003-01.0org.linux-iscsi.astra-storage.x8664:sn.727a2d3719d4,
portal: 172.16.1.20,3260] successful.

6) npoBepuTb, YTO Ha cepBepe BUPTyanu3aumm oo gobasneHo HoBoe BnovHoe ycTpou-
CTBO.

1sblk

PeayanaT BbIMNOJTHEHUA KOMaHObl HA astral:

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sda 8:0 0 931,5G 0 disk

| sdal 8:1 0 512M 0 part /boot/efi
| sda2 8:2 0 28G 0 part /

|_sda3 8:3 0 18,6G 0 part [SWAP]

| _sda4 8:4 0 884,5G 0 part /home

sdb 8:16 0 465,8G 0 disk

sr0 11:0 1 1024M O rom

Ha astral gobasneHo HoBoe 6novHoe yCTponcTBO /dev/sdb.
Pesynbrar BbINONHEHMSA KOMaHAbl HA astra?2:

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sda 8:0 0 465,8G 0 disk

nvmeOnl 259:0 0 238,5G 0 disk

| _nvmeOnlpl 259:1 0 512M 0 part /boot/efi
|_nvmeOnlp2 259:2 0 28G 0 part /

| _nvmeOnlp3 259:3 0 7,56 0 part [SWAP]

| _nvmeOnlp4d 259:4 0 202,6G 0 part /home

Ha astra2 pobaBneHo HOBOe BGNOYHOE YCTPONCTBO /dev/sda.

5.14.1.3. HacTtpounka knacrtepa

[ns ncnonb3oBaHMsA CETEBOrO XpaHUnuLLa cepeepammn BUpTyanu3aumm TpebyeTtca co3gatb
Knactep u pasMeTuUTb Ha HeM KnacTepHyto pannosyto cuctemy OCFS2.

Co3paHue Knacrtepa

[ng co3gaHung knactepa Heo6XoaAMMO Ha OQHOM U3 y3M0B Kractepa (Hanpumep, astral)

BbIMNOJIHNTL cneaywuine nencTeus:
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1) yctaHOBUTb NakeT ocfs2-tools KOMaHAOW:
sudo apt install ocfs2-tools
2) cospgatb ocfs2-knactep KOMaHOoMW:
sudo o2cb add-cluster <ums_xkJacTepa>
Hanpumep:
sudo o2cb add-cluster ocfs2cluster
B pesyrnbrate BbINOJNIHEHNA KOMaHObl 6y/:|,eT Cc0o34aH (*)aIZJ'I KOHCbI/IpraLI,VII/I Knacrtepa
/etc/ocfs2/cluster.conf;
3) nobaBuTb onMcaHme y3roB KracTepa, BbINOMHMB KOMaHAY AN KaX4oro yana knacrepa:
sudo o2cb add-node <umsa_kJacTepa> <ceTeBOe_ uMsa_y3ja>
-—-ip <IP-agpec_y3mna>
rae <umsi_KjiacTepa> — UMSA CO34aHHOro Knacrepa;
<ceTeBoe_wumMs_y3ra> — UMA KOMMbIOTepa, AobaBnsaemMoro B ka4yecTse y3na kna-
cTepa;
<IP-agpec_y3ana> — |IP-agpec komnbtoTepa, obaBnsemMoro B Ka4ecTBe yana kna-

cTepa.

Mma ysna knactepa OOSMKHO COOTBETCTBOBATb MMEHM KOMMbIOTEpA, YKa3aHHOMY B
/etc/hostname, Takke MMeHa KOMMNbOTEPOB U X IP-agpeca fomkHbl ObiTb yKasaHbl B
/etc/hosts Ha gpyrux ysnax knacrepa.
Mpumep kKOMaHg Ansa TekyLwen KoHpurypaumm:
sudo o2cb add-node ocfs2cluster astral --ip 172.16.1.21
sudo o2cb add-node ocfs2cluster astra2 --ip 172.16.1.22
[aHHble o A006aBneHHbIX y3nax Knacrepa 3anucbliBaloTcs B
/etc/ocfs2/cluster.conf.
MpoBepuTb cogepxxmmoe hanna KoHpuUrypaumm knactepa BO3MOXHO C MOMOLLbIO KOMaH-
abl:
cat /etc/ocfs2/cluster.conf
PesynbtaT BbINOMHEHUS KOMaHAbI:
cluster:
heartbeat_mode = local
node_count = 2

name = ocfs2cluster

node:

number = 0

cluster = ocfs2cluster
ip port = 7777
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ip_address = 172.16.1.21

name = astral

node:

number = 1

cluster = ocfs2cluster
ip port = 7777

ip_address = 172.16.1.22
name = astra2
Ha Bcex ocTanbHbIX y3nax knactepa Tpebyetcs BbINOMHUTL criegylowme encTBnsa ans
HaCTPOWKM KnacTepa:
1) yctaHOBUTb NakeT ocfs2-tools KOMaHAOMW:
sudo apt install ocfs2-tools
2) ckonupoBaTb B foKanbHbIN KaTtanor /etc/ocfs2/ dann KoHpUrypauumn knacrepa:
sudo scp
<JIOKaJsIbHHEM aIMuHUCTpaTop>@<IP-ampec ysna>:/etc/ocfs2/cluster.conf
/etc/ocfs2/
roe <IP-agpec_yasna> — IP-agpec y3na knactepa, Ha KOTOpoM Oblna BbINOMHEHA Ha-
CTpOWKa Knactepa 1 ¢ KOToporo KkonupyeTcs dann KoHdurypaumm,
<JIOKAJIbHHM_aIMUHUCTPATOP> — UMSA NOKanNbHOro agMmuHucTparopa yana kna-
cTepa, Ha KOTopoM Bbina BbINOHEHA HACTPOMKa Knactepa U C KOTOPOro KONMpyeTcs

dann KoHurypaumm.

B xoae BbInonHeHNsa kKomaHabl TpebyeTcs:
- Ha 3anpoc napons ang KoMmaHabl sudo — BBECTU Naposib foKanbHOro agMmHu-
CcTpaTopa y3na Kracrtepa, Ha KOTOpbI KonupyeTtcsa daist;
- Ha 3anpoc YCTaHOBKM COEAMHEHNSA OTBETUTL «yes» («[a»);
- BBECTM Naporib JI0KanbHOro agMmMHUCTpaTopa y3na Knacrepa, ¢ KOTOporo Konu-
pyetcsa dhann KoHurypaumm.

Mpymep koMaHgbl AN Tekywen KoHUrypauum, BoINOSTHAETCA Ha astra?2:

sudo scp adminl@172.16.1.21:/etc/ocfs2/cluster.conf /etc/ocfs2

Pe3yanaT BbINMOJTHEHNA KOMaHAbI:

[sudo] mapone gynsa admin?2:

The authenticity of host ’172.16.1.21 (172.16.1.21)’ can’t be established.
ECDSA key fingerprint is SHA256:mONKRK1GRAcC1ZEywS/sYRVAZINN2PAHJIKRwWLFzMGSM.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added ‘172.16.1.21" (ECDSA) to the list of known hosts.
adminl@172.16.1.21's password:

cluster.conf 100% 371 197.3KB/s 00:00
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Ha y3ne astra2 npoBepuTb NONyYeHHbIN ddann KOHpUrypaumm:

cat /etc/ocfs2/cluster.conf

dann koHdurypaumm knactepa Ha yane astra2 /etc/ocfs2/cluster.conf OOMmKeH

ObITb MAEHTMYEH hbanny KoOHUrypauum Knactepa Ha yane astral.

-- Logs begin at Thu 2023-06-01 13:49:19 MSK,
14:12:52 MSK.
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

HIOH

HIOH

HIOH

HIOH

HIOH

HIOH

HIOH

HIOH

HIOH

HIOH

HIOH

HIOH

HIOH

01
01
01
01
01
01
01
01
01
01
01
01
01

Ha kaxxgom y3ne HacTtpouTb knactep OCFS2:

1) 3anyctuTb MmacTep HacTponkm knactepa OCFS2 komangomn:

sudo dpkg-reconfigure ocfs2-tools

2) B mactepe HacTponku knactepa OCFS2:

- paspewmnTb 3anyckaTb knactep OCFS2 (O2CB) Bo BpeMsi 3arpy3ku, HaXkaB KHOMKY

[Aa];

- 3apaTb MMs knactepa (Hanpumep, ocfs2cluster) n HaxaTtb KHonky [Ok];

- A4 OCTalibHbIX NapamMmeTpoB Bbl6paTb 3Ha4YeHUA, YCTaHOBJ1IEHHbIE MO YMOJIHaHUIO;

3) nepesanyctuTb Cryx0y o2cb KoMaHOoM:

sudo systemctl restart o2cb

4) NpoBepUTb yCMeLHbIN 3anyck cnyobl o2cb. [na 3T0ro NnpocMoOTpeThb B XXypHarne

perncrtpaunmn cobbITKS, OTHOCALLMECSH K CJ'Iy)KGGZ

sudo journalctl -u o2cb

Mpumep BbiBOOA KOMaHAb! Ha y3ne astral:

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
12:
12:
12:

38
38
39
39
39
39
39
39
39
39
34
34
34

Unregistering 02
14:12:34 astral
14:12:34 astral
14:12:34 astral
14:12:34 astral

HIOH

HIOH

HIOH

HIOH

01
01
01
01

astral
astral
astral
astral
astral
astral
astral
astral
astral
astral
astral
astral

astral

systemd[1l]: Starting Load o2cb Modules...
02cb[3293]: checking debugfs...

02cb[3293]: Loading stack plugin "o2cb": OK
02cb[3293]: Loading filesystem "ocfs2 dlmfs": OK
02cb[3293]: Mounting ocfs2 dlmfs filesystem at /dlm:
02cb[3293]: Setting cluster stack "o2cb": OK
02cb[3293]: Registering 02CB cluster "ocfs2cluster":
02cb[3293]: Setting 02CB cluster timeouts OK
o2hbmonitor[3342]: Starting

systemd[1l]: Started Load o2cb Modules.

systemd[1l]: Stopping Load o2cb Modules...
02cb[3418]: Clean userdlm domains: OK

02cb[3418]: Stopping 02CB cluster ocfs2cluster:
02cb[3418]: Unmounting ocfs2_dlmfs filesystem: OK
02cb[3418]: Unloading module "ocfs2_dlmfs": OK
02cb[3418]: Unloading module "ocfs2_stack_o2cb": OK
systemd[1]: o2cb.service: Succeeded.

end at Thu 2023-06-01

CK

CK
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mioH 01 14:12:34 astral systemd[l]: Stopped Load o2cb Modules.
moH 01 14:12:34 astral systemd[1l]: o2cb.service: Consumed 185ms CPU time.
moH 01 14:12:34 astral systemd[1l]: Starting Load o2cb Modules...
mon 01 14:12:34 astral o02cb[3485]: checking debugfs...
mor 01 14:12:34 astral o02cb[3485]: Loading stack plugin "o2cb": OK
moH 01 14:12:34 astral o02cb[3485]: Loading filesystem "ocfs2_dlmfs": OK
mod 01 14:12:34 astral 02cb[3485]: Mounting ocfs2_dlmfs filesystem at /dlm: OK
mor 01 14:12:34 astral o02cb[3485]: Setting cluster stack "o2cb": OK
moH 01 14:12:34 astral o02cb[3485]: Registering O2CB cluster "ocfs2cluster": OK
morH 01 14:12:34 astral o02cb[3485]: Setting O2CB cluster timeouts : OK
moH 01 14:12:34 astral o2hbmonitor[3531]: Starting
moH 01 14:12:34 astral systemd[1l]: Started Load o2cb Modules.
B XypHane OomkHbl OTCYTCTBOBaTb COOOLLEHUA 06 owmnbkax 3anycka cnyxbbl. Ona
BbIXO4a M3 NPOCMOTpa XXypHara HaxaTtb Knasuwly <q>.
Pa3meTka knactepHoun ¢pannnoBom CUCTEMbI
PasmeTtka NOoAKMNK4YEeHHOIro ceTeBoro Brno4yHoro yCTpOIZCTBa O5Aa UCNonb30BaHUA KnacTtep-
Hon dharnoBon cuctembl OCFS2 BbINnoOnHAETCA Ha OAHOM M3 Y30B KnacTtepa.
,D,J'Iﬂ pa3MeTKHN HeO6XO,£I,VIMO BbIMOJTHUTb KOMaHOY:
sudo mkfs.ocfs2 -T vmstore <6JIOUHOE yCTPOUCTBO>
rae  -T — 3anycTUTb aBTOMAaTUYECKYI0 TOHKYHO HAaCTPOWMKY NapaMeTpoB hamnnoBon CUCTEMBI;
vmstore — MPOU3BOANUTb TOHKYHO HaCTpOVIKy ansa obecnevyeHnsa MmakcumanbHOM npon3Bo-
ANTENBHOCTM NpU pa3MeLLeHnn Ha 6r1o4YHOM YCTpPOMCTBE (hannoB 06pa3oB BUPTYanbHbIX
MaLlluH;
<6J10UHOE_yCTpPOMCTBO> — CETEBOE OrIOYHOE YCTPOWMCTBO, MOAKMNIOYEHHOE cornac-
Ho5.14.1.21
[na Tekylen KoHUrypaumm BbINoOSIHUTL pa3MeTKy ceTeBOro 6rio4HOro yCTpomcTea Ha
y3rne astral KOMaHOOW:
sudo mkfs.ocfs2 -T vmstore /dev/sdb
BbiBOO KOMaHABbI:
[sudo] mapone gy adminl:
mkfs.ocfs2 1.8.5
Cluster stack: classic o2cb
Filesystem Type of vmstore
Label:
Features: sparse extended-slotmap backup-super unwritten inline-data
strict-journal-super xattr indexed-dirs refcount discontig-bg append-dio

Block size: 4096 (12 bits)

1.7.5



159
PYCB.10015-01 97 01-1

Cluster size: 1048576 (20 bits)
Volume size: 500107837440 (476940 clusters) (122096640 blocks)
Cluster groups: 15 (tail covers 25356 clusters, rest cover 32256 clusters)
Extent allocator size: 188743680 (45 groups)
Journal size: 134217728
Node slots: 8
Creating bitmaps: done
Initializing superblock: done
Writing system files: done
Writing superblock: done
Writing backup superblock: 5 block(s)
Formatting Journals: done
Growing extent allocator: done
Formatting slot map: done
Formatting quota files: done
Writing lost+found: done
mkfs.ocfs2 successful
B pesynsrate Ha 6noyHom yctponctBe /dev/sdb (ceteBoe 6GNOYHOE YCTPOMCTBO
san_storage) 6bina co3gaHa cannosas cuctema OCFS2.
[nsa npocMoTpa AOCTYMHbIX CeTeBbIX BrOYHbIX YCTPOWCTB C KNacTepHOM (hanroBon cucte-
mor OCFS2 BbINONHUTL KOMaHAy Ha NOOGOM 13 y3noB Kracrepa:
sudo mounted.ocfs2 -d
Pe3yanaT BbIMOJIHEHUNA KOMaHAbl Ha y3rie astral TeKyLLl,eﬁ KOHCbI/IpraLI,I/II/IZ
Device Stack Cluster F TUUID Label
/dev/sdb o02cb E42202DFA47B42DBO9B7DE6778555B4A4
Pa3medeHHoe ceTeBOe BNOYHOE YCTPOMCTBO HEOBXOAUMO NPUMOHTUPOBATL Ha KaXaoMm
y3ne knactepa, ans atoro Tpedyercs:
1) cosgaTb TOYKY MOHTUPOBAHUSA:
sudo mkdir -p <ToOuka_ MOHTHUPOBAHUSI>
2) NPMMOHTUPOBATL ceTeBoe BroYHOEe YCTPOMCTBO:
sudo mount <ceTeBoe_6JI0UHOE_YyCTPOHCTBO> <TOUKA_MOHTHUPOBAHUSI>
Mpumep komaHg Ha y3ne astral Angd Tekywen KoHdurypauuu:
1) co3gaTb TOYKY MOHTUMPOBAHUS:
sudo mkdir -p /mnt/ocfs2-storage
2) NPMMOHTUPOBATbL ceTeBoe BroyHoe YCTPOMCTBO /dev/sdb:
sudo mount /dev/sdb /mnt/ocfs2-storage/
3) 0514 NpoBEPKN MOHTUPOBaAHUA CETEBOIO Bno4yHoro yCTpOIZCTBa BbIMOJIHUTb KOMaHAOY.
1sblk
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Pe3yJ'IbTaT BbIMOJIHEHNA KOMaHObI:
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sda 8:0 0 931,5G 0 disk

| _sdal 8:1 0 512M 0 part /boot/efi

| _sda2 8:2 0 28G 0 part /

| _sda3 8:3 0 18,6G 0 part [SWAP]

| _sda4d 8:4 0 884,5G 0 part /home

sdb 8:16 0 465,8G 0 disk /mnt/ocfs2-storage
sr0 11:0 1 1024M O rom

[na npocmoTpa NPUMOHTUPOBAHHbLIX CETEBLIX BITOYHBIX YCTPOWUCTB C KnacTepHon danno-
Bon cuctemon OCFS2 HeoBxoamMmo BbLINONHUTL KOMaHAy Ha Nbom 13 y3noB KnacTtepa:
sudo mounted.ocfs2 -f

PesynbtaT BbINONMHEHUS KOMaHAbI Ha y3ne astral TeKyLlen KoHUrypaumm:
Device Stack Cluster F Nodes
/dev/sdb o2cb astral, astra2

B BbiBOOE KOMaHAbl oToBpaxkaeTca ceteBoe BroYHoe YyCTPOMCTBO M CMIMCOK Y3r0B KrnacTe-
pa, Ha KOTOPbIX OHO NMPUMOHTUPOBAHO.

5.14.1.4. ABTOMaTU4YeCcKoe MOHTUpPOBaHUe

[na obecneyeHns aBToMaTM4ECKOro MOHTUPOBAHNA CeTEBOro Br1I0MHOMO YCTpOMCTBa Npw
3arpyske yana Heobxoaumo:

1) onpegenutb UUID 6no4Horo yctponcTea, BbINOMHMB KOMaHAy Ha nobom 13 yanos

Knacrepa:

sudo blkid

PesynkraT BbINONHEHUS KOMaHAb! Ha y3ne astral Tekylwen KoHpurypaumm:

/dev/sdal: UUID="503E-AC24" TYPE="vfat"

PARTUUID="8dabfe8a-031le-4da6-b5be-33a8cbad97322"

/dev/sda2: UUID="68de36df-e90e-4fb9-8bba-47dd0b5f4dca"

TYPE="ext4" PARTUUID="e2aab324-2f15-4962-98f2-744cad4e8£844"

/dev/sda3: UUID="b2f367e4-3e3f-4c58-al59-0e222ebdc422"

TYPE="swap" PARTUUID="f2e75fdf-db3e-40ee-8a9f-ab634363c6fe"

/dev/sdad: UUID="abcl73bd-a889-499e-9424-96ce8£8c2bob"

TYPE="ext4" PARTUUID="f5de7620-7636-4bb0-afe2-1c4192a5claa"

/dev/sdb: UUID="e42202df-a47b-42db-9b7d-e6778555b4a4" TYPE="ocfs2"

2) Ha KaxaoMm ysne KnacTtepa oTpegakTupoBaTb hann /etc/fstab, 4oOaBMB CTPOKY

BMAa:
UUID=e42202df-a47b-42db-9b7d-e6778555b4a4 /mnt/ocfs2-storage
ocfs2 _netdev, x-systemd.requires=02cb.service 0 0
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rme e42202df-a47b-42db-9b7d-e6778555b4a4 — UUID ceteBoro Ono4yHoro
YCTPOWCTBA;
/mnt/ocfs2-storage — TOMKa MOHTUPOBAHWS;
ocfs2 — Tun gannoson cuctembl OCFS2;
_netdev,x-systemd.requires=02cb.service — napameTpbl MOHTUPOBAHUA,
3agarolme MOHTUPOBaHWE MOCre 3arpy3ku CeTeBbIX CNYX0 U npu 3anyLieHHOn

cnyxbe o2cb.

5.14.1.5. LUeHTpanu3oBaHHoOe ynpaBfieHue B cpeae BUpTyanusauum
[nsa co3gaHus ueHTpanu3oBaHHOMO XpaHunuwa obpasos (pool, nyn) HeobxogMmo Ha
Ka)xaoMm cepBepe BupTyanuaaumm, ob6beanmHeHHOM B Knactep (astral, astra2), BbIMOAHUTb
pobasneHue nyna:
1) Ha y3ne astral BonTtn B OC Noa y4eTHOM 3anvcbio agMUHUCTpaTopa, BXOAALLErO B
rpynny libvirt-admin. Ecnu B cncteme BKMOYEHO poreBoe ynpaseHne 4OCTYNOM B
cpene BupTyanusaumm (cm. [5.3), To HeobxoaMMO BbINOMHUTL HACTPOWKM B COOTBETCTBUM
c
2) 3anycTuTb virt-manager, B [MTAaBHOM OKHE NporpamMMbl BbibpaTb CTPOKY MOAKM0Ye-
HUs « QEMU/KVM» n B MeHio BblbpaTb «lMpaBka — CBOMCTBA NOOKINIOYEHUNY;
3) B okHe «QEMU/KVM — cBegeHns 0 nogkrodeHumn» nepentn Bo Bknagky «lpoctpaH-
CTBO [aHHbIX» 1 HaxaTb kHonky [+] ([o6aBuTb nyn));
4) B okHe «[loGaBneHue npocTpaHCcTBay:
a) B none «HasBaHue» 3agatb HaMMeHOBaHWe nyna, Hanpumep «ocfs2-pool» (Hasea-
HWe nyna Ha Bcex y3nax MOXeT ObiTb OAMHaKoBbIM Ans yaobcTea);
6) B none «[lyTb K LenM» ykasaTb TO4YKY MOHTUPOBaAHMSA CETEBOro Br1I04HOro yCTpOon-
cTBa (Ha y3ne astral Ans Tekylen KoHpurypaumm /mnt/ocfs2-storage);
B) HaxaTb [[oTOoBO];
5) nNpoBepuTb HanMyne NOAKMHYEHHOrO XpaHunuwa — Nyn JOSMKEeH oTobpaxaTbecst BO

BKnagke «npOCTpaHCTBO OaHHbIX» B COOTBETCTBUN C PUC. ;
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= QEMU/KVM — cBeOeHWA 0 NOAKNKHEHR MK

®aiin

0630p BWpTyanbHble CETW MMpOCTPaHCTEO AaHHBIX

4, default Moapo6Hoctn | XML

Katanor & hailnoBoi cucTeme

o% ocfs?_-poolu . HasgaHue: ocfs2-poal
Katanor B §ainoeni cucTeme

Pasmep: 462.33 GIB cBobogHo / 3.43 GIB ucnoms3yemca
PacnonoxeHue: /mnt/ocfs2-storage

CocTofHuMe: 3| AkTHEHO

ABTO3aMycK: [v] Npu 3arpyzre

CnucokTomoe <= = B3

Cnrcok ToMoB ¥  Pasmep Popmat WMcnonb3yeTca

lost+found 0.00 MiB  dir

Puc. 5

[na npoBepkn COBMECTHOIO UCNONb30BaHWs Myrna Heobxoammo:
1) Ha ogHOM M3 Y3rOB Knactepa (Hanpumep, astra2) BbINOAHUTL KonMpoBaHue obpasa
BM B xpaHunuiie KomaHOown:
sudo cp <nyTb_K_obpasy>

<TOUKa_MOHTHUPOBAHUS_ CETEeBOr'O_OJIOUHOI'O_yCTPOHCTBA>
Mpumep:
sudo cp ~/alse-vanilla-1.7.2-gemu-max-mg8.0.0.gqcow2 /mnt/ocfs2-storage
2) Ha KakgoM M3 y3roB KracTtepa npoBepuTb oTobpaxkeHne obpasa Bo Bkraake «[l1po-
CTPaHCTBO AaHHbIX» B CNUCKe TOMOB (NpeaBapuTenbHO TpebyeTcs HaxaTb KHOMKY 0O6HOB-

NIeHUs1 crmcka TOMOB) B COOTBETCTBUM C puc. [6]

= QEMU/KVM — cBEOeHWA O NOAKMKHEHHKA

®ain

0630p BupTyanbHble ceTW MpOCTPAHCTEO JaHHbIX

42, default Moapo6HocTi | XML
Katanor B $ainoBoi cucTeme

oy Ocfs2-pool HazBaHue: ocfs2-pool
Katanor B gainosoi cucTeme

Pasmep: 461.83 GIB ceoBogHo / 3.93 GiB ucnoassyemca
PacnonoxeHune: /mnt/ocfs2-storage

CocToAHKE: 53] AkTMEHD

ABTO3aMNycK: (| Npu 3arpyzke

Cnwvcok TomoB 4 | 5

CrMCcok TOMOB ¥ Pasmep | ®opmar | Wcnone3syetca

alse-vanilla-1.7.2-gemu-max-mg8.0.0.qcow2 25.30 GIB  qrow2
lost+found 0.00MiB  dir

Puc. 6
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5.14.2. NMpnmep Mmurpaumm BUpTyanbHbIX MalUH

Murpaums 3anyweHHon BM ¢ ogHoro cepeepa BUpTyanusaumm Ha Opyron cepsep BUpTYya-
nmM3aumm BO3MOXHA Npy MCNOMb30BaHNN cepBepamMun BUPTyanu3awumm pacnpeaeneHHoro XxpaHunm-
wa.

Mwurpaunsa BbinonHAeTcss no SSH, nNosToMy npeaBapuUTENbHO Ha KaXOoM cepBepe
BUPTyanuaaumn [ormkHa OblTb HacTpoeHa cnyxba ssh (onucaHue HacTpoukuM ssh CM. B
PYCB.10015-01 95 01-1) n Ha ogHOM M3 cCepBepoOB BUpTyanusaumm OOrmKHa ObITb co3gaHa
BM.

Ha cepBepe BupTyanusaummn, ¢ KOTOporo 6yaet BbIMOMHATLCA MUrpaums 3anyLieHHOn
BM (Hanpumep, astral), Heob6xogMmo noaknounTbe No SSH BTOpOW cepBep BUpTyanusauum
(Hanpumep, astra2). [nsa atoro:

1) Bonth B OC Ha y3ne astral v 3anyCcTuTb virt-manager;

2) B MeHIo BblibpaTb «Pann — [JobaBuTb coeanHeHne» 1 gobasntb nogknoyeHne no SSH

K y3rny astra2 B COOTBETCTBUU C puUC. |/, yKasaB B none «VmMs nonb3oBaTtensy» y4eTHyto

3anMcb agMUHUCTpaTopa y3na astra?2;

OobaBuTe coegUHEHKWE

lnepensop: QEMU/KVM v
| MoAKTHHUTECA K YAaNEHHOMY Y31y € NOMOLLbI S5H

VIMA NoAbL30BaTeNs: admin2

Yaen: astraz

MoaKNHYaTLCA aETOMATIAYE CKIA:

Mony.eHHbIA agpec: gemu+ssh://admin2 @astr...
OTMeHa MoAKMoHUTLCA
Puc. 7

3) B OKHe noaTBepXXAeHUs coeaunHeHns HaxaTb [Aa];
4) B OKHE aBTOpM3aUUM BBECTM NApPOSib OT YYETHOW 3anucu agMuHMCTpaTtopa Ha yane

astraz;
5) B rmaBHOM OKHe virt-manager B CnuUcKe coeguHeHun byaet gobasneHo noaknove-

HWe K y3ny astra2 B COOTBETCTBUM C puc. [§]
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B= MeHeqxep BAPTYaNbHbIX MaALWLKH

®aiin TMpaeka Buag CnpaBeka

[ -
Mma ¥ | Mcnone3oBaHue LN
e QEMUKYM

alse17-astral

PaboTaer

' QEMU/KVM: astraZ

alse17-astra2
I!‘ PaboTaer

Pwuc. 8

Ona cospaHna BM Ha cepBepe BupTyanusaumm astral, Hanpumep nytem umnopta
obpa3sa gucka BM, go6aeneHHoro B xpaHunuie cornacHo [5.974.1.5, Heobxogumo:
1) 3anyctuTb virt-manager;
2) BblbpaTb nogknoveHne «QEMU/KVM» n B meHto Bbibpatb «®ann — Co3gaTtb BUPTY-
arbHY MaLLVHY»;
3) B OTKpbIBLUEMCSA OKHe «HoBas BMpTyanbHad MaluvHa» BblbpaTb «MmnopT obpasa
aucka» n Haxatb [Bnepepa];
4) Ha cnepylowem Lare:
a) B none «Ykaxute NyTb K NPOCTPAHCTBY XpaHEHMS» yKasaTb B KA4eCTBE UCTOYHUKA
obpa3 BM B xpaHunuuwe (Hanpumep, ocfs2-pool);
6) B none «BbibepuTe onepaumnoHHy0 cMCTEMY ANs yCTaHOBKU» BblOpaTb Ha3BaHWe
onepauunoHHo cucTeMbl MMnopTupyemon BM B cootBetcTBUM C pUc. [9

B) ONns nepexoaa K cneayrowemy wary Haxatb [Bnepea];

Hosan BHUPTYaNbHaA MalKHa

m Co3aHve HOBOW BUPTYaNlbHOA MaLUMHLI

YKaKATe MYTb K NPOCTPAHCTBY XpaHeHWs:

fmnt/ocfs2-storage/alse-vanilla-1.7.2-gemu-max-mg8.0.0.qcow2 0630p...

BbibepuTe onepaLyoHHYIO CMCTeMY AR YCTaHOBKM:

Q, AstraLinuxSE1.7 a

OTmeHa Hasapg | Brnepeg |

Puc. 9

5) Ha cnegyowem ware, Npy HeoBXoAUMOCTH, 3aaaTb 3HAYEHNA NAMATN U KONUYeCcTBa
npoLeccopos, 3aTeM HaxaTb [Bnepea];

6) Ha cneayowem ware B none «HasBaHue» ykasatb uMs BM, Hanpumep alse-astral.
Mpn HeoBxoaMMOCTN NPOBEPUTL UITN N3MEHUTL KOHGUrypauuio BM — yctaHoBuUTbL donar
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«[NpoBepuTb KOHUrypauuto nepeq ycTaHOBKOM». 3aTteM Afs OKOHYaHUs HaCTPOWKW,

co3faHuna 1 3anycka nmnoptuposaHHon BM HaxaTtb [FoToBO].

[ns BbinonHeHus murpauunn 3anyweHHon BM ¢ ogHoro cepeepa BupTyanusaumn Ha gpy-
rov cepeep BUpTyanusaumm Heobxoanmo B IMaBHOM OKHe virt-manager OTKPbITb KOHTEKCTHOE
MeHto BM u Bbibpath «Murpaums». B oTKpbIBLLEMCS OKHE M3 pacKpbiBatoLLLErocsa cnucka «Hoebin
y3en» BblOpaTb cepBep BUpTyanusauum, Ha KOTopbli Heobxoanmo nepemectnts BM, n Haxatb

[Murpauwms] B cootetctaum ¢ puc. [10]

MUrpauKMa BUpTYanbHOR MALLKMHBbI

[ Mwurpauusa «alsel7-astra»

MogpobHocT | XML

alse17-astra
astral (QEMU/SKVM)

QEMU/KVM: astraZz

CoefMHEeHWe

Pexum: | Hanpamyio v

Agpec: [v]  astra2

Mopr: [v| 49152 — +

> JononHUTeNbHbIE NapaMeTphl

‘ OTMeHa Murpawms

Puc. 10

B pes3ynbrare BbINONMHEHUA MUrpaummn BUpTyanbHasa MallnHa alse-astral MUIPUPYET C

y3na astral Ha astra2 (cm. puc. [T1).
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B= MeHeqxep BAPTYaNbHbIX MaALWLKH

®aiin TMpaeka Buag Cnpaeka

E_‘ ? OTKDPBITE -

mg ¥ | Micnonb3oBaHde LN
QEMUSKNM

s QEMUSKVM: astra2
alsel17-astral f_
I—S‘ PaboTaer /

alsel7-astra2 4
IEJ PaboTaer Y \

Puc. 11
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6. PETUCTPALISA COBbITUA BE3OMNMACHOCTH

B OC perucrtpaumsa cobbiTnin 6e30MacHOCTU BbLIMNOMHAETCA C y4eToM TpeboBaHumn
FOCT P 59548-2022 «3awuta nHdopmaumn. Pernctpauunsa cobbitum 6esonacHoctn. TpeboBaHus
K pernctpmpyemon nHgopmawmmy.

Pernctpauusa cobbiTnin 6esonacHoOCTU peanuayeTcs UCMNOoSb30BaHMeEM CryX0bl auditd u
noacuctemsl permctpauumn coboitui n3 coctasa OC, onMcaHne KOTOpown NpuBeaeHo B [6.9]

Cnyx6a auditd BbINOMAHSAET perncrtpauuto cobbiTuin 00bLEKTOB (hansioBON CUCTEMBDI
(ayauT channos) n nonb3oBaTenen (ayaut NpoLeccoB) CornacHo 3agaHHbiM npasunam. Pabota ¢
npasunamu ayauMra onvcaHa B n[6.2l Pernctpaums cobbiTuii oCyLLeCTBNSETCS B XypHan ayau-
Ta, onuncaHve kotoporo npuseaeHo B 6.3} OnuncaHve HacTpoiiku NapameTpoB ayauTa NpuBeOeHO
B6.4.

lNpMMeHeHMe HaCTpPOEeHHbIX NapamMeTpoB ayauTa npoueccoB ocyulectenderca PAM-
moaynem pam_parsec_aud. [1o ymonyaHuo peructpauns cobbiTuin ayguTa npoLeccoB BKOYEHA
B PAM-cueHapuu: £ly-dm, £ly-dm-np, login, su, sshd, sumac.xauth. [Ina perncrpauyum
cobbITUN ayguTa NpoLeccoB Nonb3oBaTensd, npoxoasilero ayteHTudmkaumo Yyepes gpyrne PAM-
cLueHapumn, HeobxoaUMO BKIHOYUTL B COOTBETCTBYIOLLME CLEeHapun CTPOKY cneayroLero Bmaa:
session required pam parsec_aud.so

B 6ubnuotekax nogcmuctemsl 6e3onacHoctn PARSEC peanv3oBaH nporpaMmMHbIN MHTEP-
denc ona permcrtpaumm cobbliTUin C UCNOMNBb30BaAHNEM CNYXObl pernctpaumm codbbltun 6esonacHo-
ctn OC, npumeHsiembln ansa pernctpauumn coboitnn B CYB[ PostgreSQL (onncaHne npuseneHo B

¥ KOMMNNEeKce Nporpamm 3neKTPOHHOM MoYTbI.
6.1. NMpaBuna perncrpauum codbbITUN

Peructpauus cobbITnin ocyllecTBNSeTCs B COOTBETCTBUM C NpaBunamMu ayauTa, npasuna
Aenatcsa Ha ABa Tuna:

1) BpeMeHHble — OEeNCTBYIOT 4O Nepe3arpy3kn cuctemMol. [lJaHHble NpaBmna OTHOCATCA K
nogcvcteMe a4epHOro aygura: OHM 3a4atoTcs NocpeaCcTBOM MHCTPYMeHTa auditctl n
Ha4YMHaIOT BbINONHATLCS NPU 3anycke cnyxobbl auditd;

2) NOCTOSIHHbIE — AEWCTBYIOT BCerga, gaxe nocre nepesarpy3ku CUCTeMbl. Takue
npasuna 3agalTcsa B pannax ¢opmara *.rules, pacrnonarallmnxca B KaTarnore
/etc/audit/rules.d/.

lMogpobHoe onncaHue npasun ayauTta, a Takke CUHTaKCUC UCMOSb30BaHMSA MHCTPYMEHTa

auditctl npuBeaeHsbl B CNpaBoOYHOM CTpaHULUE man auditctl.

Mpumepbl:
1. PernctpupoBaTb BCE CUCTEMHbIE BbI3OBbLI OT npouecca ¢ ngeHtudgpukatopom (PID)
1005:
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auditctl -a exit,always -S all -F pid=1005
2. PernctpupoBatb BCce hansibl, OTKPbITbIE MONb3oBaTeNeM ¢ naeHTugukatopom auid
510:

auditctl -a exit,always -S open -F auid=510

I'Ipvl nob6aBneHnn NOCTOSHHbIX npasun ayauta B cbaﬁnax NCcnosib3yeTcAd CUMHTakKCnUC UH-

CTpyMeHTa auditctl 6e3 ykazaHUs UMEHU MHCTPYMEHTA.

Mpumep
PernctpupoBaTtb BCe CUCTEMHbIE BbI30BbI OT Npouecca ¢ ngeHtudpukatopom (PID) 1005:

-a exit,always -S all -F pid=1005

Moacuctema 6e3onacHoctn PARSEC npegoctaenset gononHuTenbHbI cnocob Bbibopa
cobbiTn ans pernctpauun — PARSEC-ayguTt. OH ncnonb3yeT CNUCKM NMpaBu perncrpaumnm
cobbITMIA, Ha3Ha4YaeMble Ha NpPoLecchl N dansibl C MOMOLLbIO MHCTPYMEHTOB KOMaHAHOW CTPOKM
setfaud (cMm.[6.4.3), useraud (cm.[6.4.4), psaud (cm. [6.4.5).
Ons pabotel PARSEC-ayauta B paninax /etc/audit/rules.d/10-parsec.rules
(ayouTt npoueccoB u pannoB) n /etc/audit/rules.d/10-parsec-nw.rules (ceTeBon
ayauT) 3afaHbl criegylolme NocTosiHHbIE npasuna:
1) npaBuna ayguta npoueccoB (Heobxoanmbl ansa paboTbl useraud M psaud):
-a always,exit -F subj_ type=psaud -F arch=<apxurexrypa> -S
<cucTeMHHE BH3O0BE> -k parsec-p

rpe -a always,exit — permctpumpoBaTb COBbITUA B XypHane, 4obaBntb NpaBusio B
CNUCOK exit (cobbITUA, NpoMcxoasLme Npu BbIXode U3 CUCTEMHOIO BbI30Ba);
-F subj_type=psaud — ob6pabaTtbiBaTb npaBuna, 3agaHHble C MNOMOLLbIO
useraud U psaud;
-F arch=<apxuTekTypa> — annaparHas nnatgopma;
-S <cucTeMHbHE_BH3OBH> — NEPEXBaTbiBaTb COObITUS NPW BbI30BaX, YKa3aHHbIX B
<CHUCTeMHHe_BH30BE> (CMNCOK BbI30BOB, Pa3feneHHbIX 3ansTon);
-k parsec-p — NPUCBOUTb KITOY UAbTPaUNN parsec—p COObITUAM NO JaHHOMY
npasuny;

2) npasuna ayguta ¢annos (Heobxoaumbl ans pabotel getfaud n setfaud):

-a always,exit -F obj_ type=faud -F arch=<apxurekrtypa> -S

<CcHCTEeMHHE_BH3O0OBH> -k parsec-f

1.7.5



169
PYCB.10015-01 97 01-1

rae -a always, exit — permctpumpoBaTb CObbITUA B XypHane, 4obaBntb NpaBusio B
CNUCOK exit (cobbITUA, NpoMcxoadaLme nNpu BbIXode U3 CUCTEMHOIO BbI30Ba);
-F obj_type=faud — obpabaTtbiBaTb NpaBuna, 3agaHHble ¢ NoMoLLbto setfaud;
-F arch=<apxurexTypa> — annaparHas nnargopma;
-S <cucTeMHHE_BH3OBH> — NE€pexBaTbiBaTb COObITUS NPW BbI30BaX, yKa3aHHbIX B
<cucTeMHHEe BH30BE> (CMNCOK BbI30BOB, pasfeneHHbIX 3ansTon);
-k parsec-f — NpMCBOUTDL KoY punbTpauun parsec—£ cobbITUSAM NO JAHHOMY
npasuny;

3) npaBuna ceTeBoro ayguTa (aHanuanpytoT paboTy CUCTEMHBIX BbI30BOB, CBA3AHHbIX CO

B3aMMOOEeNCTBMEM MO CETU):

-a always,exit -F subj_type=psaud -F arch=<apxurexTypa> -3

<ceTeBHE_CHCTEMHHE BH3OBH> -k parsec-p

roe -a always, exit — permctpuvpoBaTb COBbITUSA B XypHane, obaBnTb NpaBusio B

CrMcoK exit (cobbITUSA, NPOUCXOASALLME NPU BbIXOAE N3 CUCTEMHOIO BbI30BA);

-F subj_type=psaud — ob6pabaTtbiBaTb npaBwuna, 3agaHHble C MNOMOLLbIO
useraud U psaud;

-F arch=<apxurexTypa> — annaparHaga nnargopma;

-S <ceTeBHEe_CHCTEMHHE BH3OBH> — MNepexBaTbiBaTb COObITUS NpW BbI30BaX,
yKa3aHHbIX B <ceTeBHeEe_CHUCTEMHHE BH3OBE> (CMUCOK BbI30BOB, pas3AeneHHbIX
3anaTon);

-k parsec-p — MPUCBOUTDL KIOY PUNLTPaUNN parsec—p COBLITUSM NO JAHHOMY
npasuny.

BkntoyeHune un BbikntoveHne npasmn PARSEC-ayauTta npoueccoB 1 (pannoB BbINOMHSAETCA
C NMOMOLLIbIO MHCTPYMEHTa KOMaHAHOW CTPOKM astra-audit-control (onmMcaHue npuBeae-
Ho B [16.5.34)). BkntoueHune u BblkntodeHne npasun cetesoro PARSEC-ayauTa BbinonHsercs
C NOMOLLbIO MHCTPYMEHTa KOMaHAHOW CTPOKU astra-audit-network-control (onucaHue
npueeneHo B [16.5.35).

B pononHeHue k noctosiHHbIM npasunam PARSEC-ayauTa (¢aninos, npoueccoB 1 ceTeBo-
ro) MOXHO 3afaBaTb COBCTBEHHbIE MOCTOSAHHbIE NpaBuna ayauTta. lNpasuna pekomenayetca aobas-
naTtb B pann /etc/audit/rules.d/audit.rules. [Npn HEOBGXOOMMOCTN BO3MOXHO CO34aTb
B KaTtanore /etc/audit/rules.d/ HOBbIN ¢bann ¢ NPON3BOSbHBIM UMEHEM U pacCLLUMPEHNEM
* . rules u 3agaTb B HeM Heobxoammble npasuna. ®amn /etc/audit/rules.d/audit.rules
MOXHO pedakTUpoBaTb BPYYHYHO UM C MOMOLLbIO rpaddMyeCcKon yTUnnTbl rpaconyeckon yTununThbl
system-config-audit («KoHdurypaums ayguta», onucaHne yTunutbl NpUBEAEHO B SMEKTPOH-

Hol cnpaeke). [pyrue dainbl NpaBui MOXHO peaakTUpPOBaTh TOMbKO BPYYHYIO.

1.7.5



170
PYCB.10015-01 97 01-1

6.2. Pernctpauusa cobbiTuiM Ha OCHOBE MeTOK 6e30MacHoOCTH

B OC nopnepxumBaetcsa perncrpaumsi cCobbiTun Ha OCHOBE MeTOK 6e30nacHOCTU CyObHLEKTOB
n o6bekToB. [1Ns1 3TOro UCNomnb3yTCA NapamMeTpbl subj_type U obj_type U onepauum «=»
(paBHO) 1 «!=» (He paBHO) C HUMW.

MeTka nmeet cnegyowmn sug (npu aTom noboe 13 s3Ha4yeHUn MOXET ObITb NYCTbIM):

<YpoBeHBL>:<YpPOBEHb_LIeJIOCTHOCTHU> : <KaTeropuu>: <Tum>

Mpumep
Pernctpaumsa cobbiTuii goctyna k obbektam kaTanora cyObekramu HyrneBOro YpoBHS
KOHMAEHUMANbHOCTH:

-a always,exit -S all -F dir=/var/levell dir -F perm=rwxa -F subj_ type=0:::

6.3. XKXypHan ayauTa

Cnyxba auditd peructpupyetr cobbiTua 6e3onacHOCTM B >XypHane ayauta
/var/log/audit.

Takxke B xypHane ayauta /var/log/audit permcTpupyroTcs OeNCTBUSA C XXYpHAroMm
cobbITUN NoacUCTEMbI perncTpaumm codbiTuim (CMm. — yOoaneHue, nepeMMmeHoBaHue, nepemMe-
LLleHMe, poTauusa dpanna XXypHana cobbITUin.

[nsa npocmoTpa XypHana ayamta ucnonb3dyeTtca rpaguyeckas ytunmta ksystemlog,
onucaHune yTunuTbl NPUBEAEHO B 3NIEKTPOHHON CrnpaBKe.

[encTteua ¢ xxypHanom ayguta /var/log/audit (yganeHue, nepeMmeHoBaHue, nepe-
MeLLEeHne hanna XypHana ayauTta) permcTpupyroTcs nogcuctemMon permcrtpauum cobbitui um

yKasbIBaKOTCS B XXypHane cobbitnin (cMm. 6.5.2)).
6.4. CpencrtBa ynpasneHus ayauTom

6.4.1. N'pacpnyeckme yTunutbl

[ns ynpaBneHus ayantom MoOryT UCMONb30BaTbCA crieaytowme rpadpudeckue yTunmThbl
(onncaHne yTunnT OOCTYNHO B 9NIEKTPOHHOW CrpaBKe):

- fly-admin-smc («YnpaBneHue nonvtukon 6e3onacHoCTn») — ynpasreHne ayauToMm,

NpUBUIErMAMU U MaHAATHLIMK aTpubyTammn nonb3oBartenemn, paborta ¢ Nonb3oBaTeNsiMn n

rpynnamu;

- system-config-audit («KoHdurypauusa ayauta») — BKIKOYEHME U BbIKINIOYEHUE

permcTpaumm cobbITuUi, HaACTpomKka cnyxobl auditd, HACTpOMKa XypHana ayauTta, a

Takke gobasneHve, yaaneHne n pegaktmpoBaHue npasuni ayanTa;

- fly-admin-events («HacTporika permctpauumnm CUCTEMHbIX COBbITUNY) — yTUNMTa U3

cocTaBa NoAcuCTeMbI pernctpauum cobbiTuii (cMm. [6.5), ¢ nomoLLbio KOTOPOI BO3MOXHO

HacCTPOUTb perncTpaLunio cobbITUIA 3anycka U OCTAHOBKU CNy»0bl auditd, perncrpaumio
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cobbITni fobaBneHnsa 1 yaaneHusa npasun auditd, pernctpaumio 4eNCTBUN C XKypHarom

ayouta. [lononHuTensHo yTunnTa no3BondeT nobaenatb npasuna ayguta.

6.4.2. getfaud

KomaHaa getfaud CnyxuT Ans nonyyYyeHust CIMCKOB NpaBui perncTpaumm codbITuin Hag,

darinosbiMn obbekTamu. Cneaytouime cobbITUSE AOCTYMHbI AN PEMUCTPaLUN:

- 0, open — OTKpbITUE (hanna;

- ¢, create — co3gaHue hanna;

- X, exec — UCNonHeHne ganna;

£

delete — yganeHue anna (B kartanore);

- r, acl —cmeHa ACL;

1
k=

chown — cMeHa BnagenbLa;

- m, mac — USMEHEHNE METKWU;

1
<

modify — U3aMeHeHne canna;

- a, audit — M3MEHeHne cnmcka permcTpmpyembix cobbiTuin dpanna;

- d, chmod — n3amMeHeHue npas JocTyna K anny.

MH(bOpMaLI,I/Iﬂ O CMcKax nocblilaeTcd Ha CTaH,D,apTHbIVI BbIBOO N MOXET ABINATbCA BXOAHbI-

MW AaHHbIMM Ans koMaHdbl setfaud, onMcaHwe KoTopow npueeaeHo B [6.4.3]

CuHTakcuc KomaHgbl:

getfaud [<napameTp> [<napameTp>...]] <®ausne u/wuiy_KaTajnoru>

OnvcaHve napaMeTpoB get faud npuBeaeHo B Tabnuue [34]

Tabnuuya 34

MNapameTp

OnucaHne

-d, -—-default

PaboTaTtb cO cnnckom npaBui perucTpauum no yMonyaHuo

-R, ——recursive

[lna noakaTanoros pekypcuBHO

-L, --logical

CnepoBatb N0 CMMBOJSIMYECKNM CCbISIKaM

-P, ——physical

He cnepoBaTb MO CMMBOMMYECKUM CCbIfIKam

-n, ——numeric

BriBOANTb MHGOpMaUMto o dnarax pernctpaumm cobbITuUn B LMdpOBON
tdopme

-1, --1long

BbiBOOMTL dhnarm perncrpauum cobbituin B ANNHHOW bopme

-p, ——absolute-names

ADCONIOTHbLIE MMEHa

-c, ——omit-header

He nokasbiBaTb 3arofioBok (Mms charna)

-s, ——skip-empty

MponyckaTtb dannbl ¢ NycTbiMu aTpnbyTamm

-h, --help

BbiBECTM cnpaBKy 1 BbINTH

-v, —--version

BbiBECTM MHpOpMaLNO O BEPCUN U BbIATH

OnuncaHne KomaHabl NPUBEAEHO B CNPABOYHONM CTpaHULUE man getfaud.
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6.4.3. setfaud
KomaHaa setfaud ycTaHaBnuBaeT Ha pannbl U KaTanorn CNMCKN Npasun pernctpaumm
cobbiTun. NMpaBuna 3agarTca UNn B KOMaHZHOW CTpoKe (napameTpbl —s, —m), Unu B hannax (napa-
MeTpbl -S, -M, —-B). [pun aTOM dhainbl MOryT 6biTb CHOPMUPOBaHbLI C MOMOLLbIO NepeHanpaBneHns
BblBOAA KOMaHAbl getfaud (cMm. [6.4.2)).
Tonbko agMUHUCTPATOP MOXET M3MEHSATbL CMIUCKU NpaBui pernctpaumm codbITuin y hannos
M KaTanoros.
CuHTaKcmnc komaHAabl:
setfaud [mapameTpr] [npaBuna_perucrpauuu] [06bekT]
lMpaBuna perncTpaunmn 3agatoTca B Buae:
[u:<nombz3oBaTenb>:<dyaru_peruvcrpanumn> |
[,g:<rpynna>:<dnaru_perucrpauuun>] [, o:<dnaru_perucrpanuu> ]
rae <mnonb3oBaTesib> U <rpymna> — CUMBOSIMYECKME WUIN YUCHEHHbIE UAEHTUdMKATOPbI
nosnb3oBaTens v rpynnel;
u: — npaBuno An4 nonb3oBaTens;
g: — NpaBuIIo ANA rpynnbl;
0: — MpaBumo ANg ocTarnbHbIX Nofnb3oBaTenen (4Ns KOTOPbIX NpaBuna He 3adaHbl BHO).
dnarn pernctpauumm 3agaroTcs B BUge:
<$maru_ycnemHux_onepauun>|[ [ :<pjmaru_HeyCIEmHHX onepanun>], ...]
Mpwn aTom cpnarm onepaunn MoryT UMeTb BUA;:

1) <+|-><uMsa_perucTpupyeMoro_CoOHTus>, . ..

Mpumep

YcTaHoBKa cnucka npasuil pernctpaumm ycnewHoro coobltus BbINONHEHUS hanna, peru-
cTpauun HeycneLwHoro yaaneHusa danna n yaaneHue npasuna permctpaumnm HeycrneLwHoro
OTKpbITUS (hanna:

+exec:+delete-open

2) [+|-]<uucmno>

3) <CcoxpameHHOE HMs_PEerucCTPUPYEMOro_cobuTus>, .. .

Mpumep

Perncrtpaums ycnewHbiX CoOObITUI OTKPLITUA U yaaneHus danna (M HUKakux gpyrmx):

ou

[ns katanoros, Hapsay ¢ 06bI4HBIM CMIMCKOM NPaBWi pPerncTpaumum cobbITUI, BO3MOXHO
YyCTaHOBUTb CMMUCOK NpaBun perncrpaumm cobbiTuii No ymonyaxuio. Ecnm Ha kaTtanor yctaHoBneH

CMN1COK npasun perncrtpauum no ymony4yaHumo, To Ha Bce (baI7IJ'IbI n go4vyepHune Kartanorum, Kotopbie
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OyayT co3naHbl B AaHHOM kaTtarnore, OyayT yCTaHOBMEHbl CMIMCKM perncTpaumm cobbiTuiA M3 cnncka

no ymorsrn4aHuio.

[1ns BHECEHUSA N3MEHEHWNIW B CMMUCOK MO YyMOINMYaHMIo ncnonb3yeTca napametp —-d. [aHHbIN

napamMmeTp B3aMOUCKIIOYaeM ¢ napameTpom —R. Mpu Ucnonb3oBaHum napaMeTpa —R U3MEHS0TCS

PEKYPCMBHO CMUCKM NpaBuUN permctpaumnm cobbiTUiA NS KaTanora U BCEX YXKe CYLLECTBYHLLNX

d)aVIﬂOB N JOYEPHUX KaTarioroB B HEM. |_|pl/l MCMOJIb30BaHNN HECKOJIbKNUX MapaMeTpoB NnapameTp

—-d JOMmKeH ObITb NepBbIM (-ds — nNpaBusibHO, —sd — He ByaeTt paboTaTth).

Mpumepbl:

1. Pernctpaums ycrnewHblX U HeycnewHbIX onepaunn yganeHns ¢amnnos n godepHunx

KaTtaJjioros B Kartarnore /opt/test, BbIMNOJTHAEMBbIX MOJSib30BaTefiIEM username. I'IpaBVIna

pernctpaumm ByoyT HasHayaTbCsl BceM oObekTaM, co3gaBaeMbiM B /opt/test. NpaBuna

ANst Y)Ke CYLEeCTBYOLWMNX 06 bEKTOB U3MEHEHBI He ByayT.

setfaud -ds u:username:+delete:+delete /opt/test

2. Peructpauus ycnewHblX 1 HeycneLlHbIX onepauni 3anycka gannos Ha UCMNOMHEHVE B

Karanore /opt/test, BbIMOJTHAEMbIX MOJIb30OBATESNIEM username. I'Ipanma perncTtpauun

OyayT Ha3Ha4YeHbl JaHHOMY KaTasnory 1 yXe CyLeCcTBYOLWMM 06bekTam B JaHHOM KaTasore.

Cos3naBaeMble B kaTanore /opt/test 00bekTbl He ByayT MMETb Ha3HAYEHHbIX NpaBun

perncrpauum.

setfaud -Rs u:username:+exec:+exec /opt/test

OnvcaHune napameTpoB setfaud npuseaeHo B Tabnuue [35]

Tabnuuya 35
MapameTp OnuncaHue
-s, --set YCTaHOBUTb CMUCOK PErMCTpUpPYEMbIX COObITUA N3 KOMAHOHOW CTPOKM

-b, ——remove

Ypanutb BCce arneMeHThl Crncka perncTpmpyemMblx Co0bLITUN

-m, ——-modify

N3MeHUTb nnu ,EI,O6aBVITb 3MeMEHTbI Cncka U3 KoMaHgHOM CTPOKM

-d, -—default

Ucnonbayetca ans katanoros. PaboTtaTb CO CNUCKOM perncTpmpyemMbix cobbi-
TUI NO ymMOnYyaHuto (yCTaHOBKa CMMCKa pernctpmpyemMbix cobbiTuii Ha co3na-
BaeMble B KaTanore o6bekThl). MNapameTp Bcerga gormkeH 6biTb nepebiM. He
MOXET MCNOfb30BaTbCsA C NapameTpom -R

-5, ——set-file

YCTaHOBUTbL CMUCOK PETMCTPUPYEMBIX COObITUIN U3 danna

-X, ——remove-all

Yoanutb BCe CMUCKN permcTpupyemMbix cobbITUR

-M, -—-modify-file

N3meHnTb nnu fobaBuTb 3NeMeHTbl CNCcKa permcTpupyemMbix CoObITUIA U3
danna

-B, ——restore

BoccTtaHoBuTb aTpubyThl U3 dpanna

-R, -——recursive

WNcnonbayetcst anst katanoroe. HasHaunTb cnncok perncrpaumm cobbiTui
PEKYPCUBHO

-1, --logical

Cﬂe,El,OBaTb Nno CUMBOJTIU4ECKMUM CCbIJTIKaM
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OkoH4yaHue mabnuubl 35

MapameTp OnucaHue
-P, —-physical He cnepoBatb N0 CMMBOMMYECKUM CChINIKam
-h, --help BbiBecTM cnpaBky v BbIATU
-v, --version BbiBeCTM NMH(popMaLnio 0 BEPCUN U BbIATU

Cnncok perncTpmpyemblx COObITUIA, a TakKe OnNucaHne kKoMaHabl NPMBEAEHbI B CNpaBoY-

HOW cTpaHuue man setfaud.

Mpumep
Ayaut Bcex onepauni (Kpome n3aMeHeHust gpanna) — Kak ycnewHblX, Tak U He YCMNeLHbIX —
C (pannom filename, BbINOMHAEMbIX MOSb30BaTENAMM, 4SS KOTOPbLIX NpaBua He 3adaHbl ABHO:

setfaud -m o:oxudnarmc:oxudnarmc filename

6.4.4. useraud

KomaHna useraud NO3BONIAET NpocMaTpmBaTb N USMEHATL NMpasuna perncrpauum coObl-
TU ONs nosib3oBaTenen.

CuHTaKcmnc komaHAabl:
useraud [<napameTp> [<mapameTp>...]] [uUMa_nonb3oBaTesis (PYIINH) ]

[§maru_perucrtpauuu]

®dnarn pernctpauumm 3agatoTcs B Buge:
<$maru_ycnemHux_onepauun>|[ [ :<dmaru_HeyCNemHHX onepauun>], ...]

Mpn aTtom chnarn onepaumn MOryT UMeTb BUA:

1) <+|-><umMs_perucTpupyeMoro_CoOuTus>, ...

Mpumep

Perncrtpaums ycnelwHoro cobbITns BbINOMHEHNA hanna:
+exec

Pernctpaums HeycnelwHoro cobbITUs OTKpbITUA dpanna:

-open
2) <CcoKXpaleHHOEe HMs_PEerucCTpUpPYyeMOoro_coburus>, .. .

Mpumep
Pernctpaums ycnewHbix cobbITUI OTKPLITUA U yaaneHus danna:

ou

OnuncaHve napameTpoB useraud npuBeaeHo B Tabnuue [36]
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Taobnuuya 36
MapameTp OnucaHue
-d, -—delete C6pocuTb NpaBunia perucrTpaunm codbiTun
-n, ——numeric BbiBecTu hnaru B WwectHaguaTtepuydHom popmate
-1, --long OnuHHbIA popmaTt BbiBOAA hraros
-g, ——group Ana rpynnbl (N0 yMonYaHWio — ANS Nonb3oBaTens)
-0, -—other Ans octanbHbIX (Ntobon nonb3osBaTerb)
-m, --modify N3mMeHuTb cyliecTBytoLee NnpaBuno
-h, --help BbiBeCTU cnpaBKy v BbIATH
-v, --version | BbiBeCTU MHGOPMALUIO O BEPCUM U BBINTH

OnuncaHne KOMaHAbl U CMUCOK PErMcTpupyemblx COObITUA NpuBEAEHbI B CMPaBOYHOM

CTpaHuue man useraud.

6.4.5. psaud

MpaBuna pernctpaumm cobbITUN HaAcCNeayTCa NOPOXaeHHbIMKU npoueccamn. KomaHaa
psaud No3BoNsSeT N3MEeHUTb UMK CYUTaTb NpaBuia perncTpauun cobbITMn BelBpaHHOro npouecca.

TonbKo agMMHMUCTPATOP MOXET YyCTaHABMNMBATbL M CHMTbIBATL NpaBuna permctpaumm cobbil-
T ayguTa npoLeccos.

CuHTaKcuc KomaHabl:
psaud [<mapameTp> [<napameTp>...]] [<dnaru_perucrpaunun> ]

Ecnn napameTp <@naru_perucrpauuu> NPUCYTCTBYET, TO KOMaHA4a yCTaHaBnvBaeT
yKasaHHble donarn perncrtpaumm cobbiTuin Ha npouecc. Ecnu dpnarm pernctpauum cobbiTui He
yKasaHbl, TO KOMaHAa BbIMOSIHAET UX CHUTbIBAHME C npoLecca, 3a4aHHOro napameTpom (MAeHTU-
dukaTop npouecca).

dnaru pernctpaumn 3agatoTcs B Buae:
<$maru_ycnemHux_onepauui>|[ [ :<dmaru_HeyCNEemHHX onepanun>], ...]

Mpwn aTom cpnarun onepaunn MoryT UMeTb BUA;:

1) <+|-><umMsi_perucTpupyeMoro_CobuTus>, .. .

Mpumep
Pernctpaums ycnelwHoro cobbITns BbINOMHEHNS hanna:

+exec

Pernctpaums HeycnewHoro cobbiTns OTKpbITUA doanna:

—-open
2) <CoXpameHHOEe HMs_PEeruCTPUPYEMOIrO_COOHTHUS>, . . .

Mpumep
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Perncrtpaums ycnewHbix coObITUI OTKPLITUA U yaaneHus danna:

ou

OnvcaHve napameTpoB psaud npvBeaeHo B Tabnuue [37],

Taobnuuya 37
MapameTp OnucaHune
—-d, —-delete CHaTb Bce npaBuna pernctpauumn cobbiTuii ¢ npouecca

-n, ——numeric

BuiBOAUTL Mchopmau,vno O npasunax perncrtpauunmn CcOoBbITUIA B YNCIIEHHOM Bunae

-1, --long BbiBOOUTBL MH(pOpMaLMio 0 NpaBunax pernctpaumm cobbiTuii B ANIMHHON dhopme
-h, --help BbiBecTu cnpaBky v BbIATK
--version BbiBeCcTM nHpopmaumio o Bepcun 1 BbITU

Cnncok cobbITUI MOXXHO MPOCMOTPETb Ha CTpaHuLLE NOMOLLM KOMaHabl psaud -h.

OnuncaHne KkomaHabl NPUBEOEHO B CNPaBOYHON CTpaHuUe man psaud.

6.4.6. ausearch

KomaHaa ausearch npegHasHadeHa gnsi npocmoTpa alnoB XypHana perucrpauum

cobbITHI A0pa, a Takke cobbITMI Nonb3oBaTens.

CuHTtakcuc

KOMaHAbl:

ausearch [<napameTp> [<napameTp>...]]

OnuvcaHne napameTpoB ausearch npueefeHo B Tabnuue [38

Taobnuuya 38

MapameTp

OnucaHue

-a, ——event

Mouck coObITUI c 3a4aHHbIM noeHTMdnKaTopom coObI-
T7S. Coo0LeHund 06bI4HO Ha4ynHarTcs c 3anmcu BMAaa
msg=audit(1116360555.329:2401771). WpeHTndukatop cobbl-
™M — 4ucno nocne «:». Bce cobbiTvs ayguTa, cBsi3aHHble C OA4HUM
CUCTEMHbBIM BbI3OBOM, MMEKOT OAMHAKOBbLIA naeHTudmKaTop

-c, ——comm MckaTb cobbiTus ¢ 3agaHHbIM MMEHEM MUCMONHSAEMOro danna 3agadn
deb BbiBECTM MHOpMALIMIO O HEKOPPEKTHBLIX COOLITUSIX, HE MOMNaBLUNX B CTaH-
- u o
g OapTHbIN BbIBOA OLUMOOK
" WNckaTb cobbITMa No 3agaHHOMY Kody 3aBEpLUEHMS CUCTEMHOIO BbI30Ba U
-e, ——ex1 .
Koay nocrieaHen owmnobku
-f, --file MckaTb cobbITna ¢ 3agaHHbIM MMEHEM dharna

-ga, -—gid-all

MckaTb cobbiTvsa ¢ 3agaHHbIM 3hEKTUBHLIM MNN 00bIYHBIM NOEeHTUdMKaTO-
pOM rpynnbl

-ge,
--gid-effective

MckaTb cobbiTus ¢ 3agaHHbIM 3PPEKTUBHBIM NOEHTUAMKATOPOM rpynmnbl
UM UMEeHeM rpynnbl

-gi, --gid

NckaTb cobbITns ¢ 3agaHHbIM MﬂeHTM(bMKaTOpOM rpynnbl Unn MUMeHewm rpyn-
nbl
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lNpodomxkeHue mabnuups! 38

MapameTp OnucaHune
-h, --help BbiBecTn cnpasky
ho ——host WNckaTtb cobbITvsA ¢ 3agaHHbIM MMeHeEM y3na. Mims y3na MoxeT ObiTb UMEHeM

y3na, NofiHbiIM JOMEHHbLIM UMEHEM Unn ceTeBbiM apecom

-i, -—interpret

TpaHcnnpoBaTb YNCMOBLIE 3HAYEHNA B TeKCToBbIE. Hanpumep, naeHTuguka-
Top nonb3oBaTens ByaeT TpaHCNUMpoBaH B UMS Nonb3oBaTtensd. TpaHcnsaums
BbINOMHAETCHA C MCMOMb30BAaHMEM AAHHbIX C TOA MalUMHbI, r4e 3anyLleH
ausearch

-if, -——input

Ncnonb3oBaTb ykasaHHbIN (aiin unm katanor BMeCTO XypHana ayauTa.
MoxeT ObITb NONE3HO NPY aHanNM3e XypHana ayauta ¢ Apyro MawvHbl Uiu
Npu aHanmae 4acTUYHO COXPaHEHHOro XypHana

--input-logs

Wcnonb3oBaTb  pacrnonoxeHue (pavna KypHana, YykasaHHoe B
auditd.conf, B KayecTBe BXOAHbIX AaHHbIX ANA noucka. JTO Heob-
XOAMMO NpW UCMOrb30BaHUM ausearch B 3aja4ve cron

--just-one

Mckatb oo nepBoro coenageHus

-k, ——key

MckaTb cobbiTus ¢ 3agaHHbIM KJ1l04eBbIM CJTOBOM

-1, —--line-buffered

OuncTUTb BbIBOA KaXaowm CTPokn. MoxeT ObITb NonesHo, koraa ctaHaapT-
Hbli BbIBOA KOHBENEPHO nepeHanpaenseTcs U MCNonb3oBaHWe cTpaTernm
Oydepusauunmn 6noKoB MO yMONMYaHUIO HeXenaTenbHo

-, ——message

WNckaTtb cobbiTna ¢ 3agaHHbIM TUNOM. BO3MOXHO ykasaTb CMMCOK 3Ha4YEeHWHN,
pasgeneHHbIX 3anaTtbiMy. [ns nonyyYeHns BCeEX COOOLLEHMI CUCTEMbI ayauTa
ykasaTb TMn ALL. Ecnun ykasaTtb AaHHbIM napameTp 6e3 3HaveHus, byget
BbIBEAEH CMMCOK AOMYCTMMbIX TUMOB. TuM COOBLLEHNS MOXET ObITb CTPOKOWN
U YUCIIOM

-n, —--node

BbiBeCTM COBLITUA C YKa3aHHOW MaLUUHbI. BO3MOXHO yKa3aTb HECKOMNbKO
MaLUWH, Torga BbIBOAATCA COObITUS ANS KaXOoW M3 yKasdaHHbIX MallUvH

-0, ——object

NckaTb cobbITusl ¢ 3a4aHHBIM KOHTEKCTOM (OGHLEKTOM)

-p, --pid WckaTb cobbiTus ¢ 3agaHHbIM naeHTugrkaTopom npouecca
-pp, ——ppid WckaTb cobbITus ¢ 3agaHHbIM MOEHTMUKATOPOM pOaUTENBLCKOrO npoLecca
c raw HeobpaboTaHHbIN BbIBOA,. Vcnonb3yeTcs AN M3BMeYeHusa 3anucen ans

JanbHenwero aHanusa

-sc, ——-syscall

MckaTb cobbiTua ¢ 3agaHHbIM CUCTEMHbIM Bbi30BOM. MoXKHO yKa3aTb €ero
Homep vnun ums. Ecnun ykasaHo nvs, oHo Oyoet NnpoBepeHo Ha MaluvHe, rae
3anyuweH ausearch

-se, ——context

NckaTb cobbiTMs € 3agaHHbIM KOHTEKCTOM (scontext/subject unu
tcontext/object)

-su, --subject

MckaTb cobbiTns ¢ 3agaHHbIM KOHTEKCTOM scontext (subject)

—-SV, ——success

MckaTb coObiTMs ¢ 3agaHHbIM (1aroM YCreLHOro BbiNofHeHus. [Jonyctu-
Mble 3Ha4yeHUs: yes (YCNeLHo) N no (HeyCcneLuHo)
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OnucaHne

NckaTb cobbITus, KOTOpble MPOU3OLUNN B YKa3aHHOE BpeMs UNu paHbLue.
dopmat aatbl U BpEMEHM 3aBUCUT OT pernoHarnbHblX HacTpoek. Ecnn gata
He ykasaHa, To nogpasymeBaeTcs Tekyluh aeHb (today). Ecnn He yka-
3aHO BpeMms, TO nogpasymMmeBaeTcs TEKYLLUMA MOMEHT (now). Micnonb3yeTtcs
24-yacoBas HoTaumst BpeMeHu. Hanpumep, gata MOXeT ObiTb 3ag4aHa Kak
10/24/2005, aBpema — 18:00:00

MNapameTp
-te, ——end
-ts, ——start

MckaTb cobbITUS, KOTOpblE MPOU3OLLSIN B YKa3aHHOE BPEMSI UM MO3XKeE.
dopmart gatbl U1 BpeMeHU 3aBUCUT OT perMoHanbHbIX HacTpoek. Ecnu gata
He yKasaHa, TO nogpasymeBaeTcs Tekylwmi geHb (today). Ecnn He yka-
3aHO BpeMs, TO nogpasymeBaeTcs nonHovb (midnight). Ucnonbayetcs
24-yacoBas HoTaums BpeMmeHu. Hanpumep, gata MOXeT ObiTb 3adaHa Kak
10/24/2005, aBpema — 18:00:00

-tm, -—terminal

WNckaTb cobbiTusi ¢ 3agaHHbIM TepMuHanom. HekoTtopble cnyx6bl (Hanpumep,
cron M atd) UCNOMb3YIKT UMSA CAYXObl Kak UMA TepMuHana

-ua, —-—uid-all

MckaTb coObITus, y KOTOPbIX MAEHTUdUKaTop nonb3oBarens, acpdekTns-
HbIN naeHTUdUKaTop Nonb3oBaTend unn loginuid (auid) coBnagaroT C
3agaHHbIM nAeHTUMKATOPOM Nonb3oBaTens

-ue,
—-uid-effective

WNckaTb cobbiTus ¢ 3agaHHbIM 3¢ EKTUBHBIM MOEHTUDOMKATOPOM MOSb30Ba-
Tens

-ui, —-uid

MckaTb cobbiTna ¢ 3agaHHbIM VI[J,eHTVId)VIKaTOpOM nonb3oBartens

-ul, --loginuid

WNckaTb cobbITUA ¢ 3aaaHHbIM MAeHTUdUKaTopoM nornb3osartens. Bce npo-
rpammbl, KOTOPbIE Ero UCMOMb3YHOT, AOMKHbI UCMONb30BaTh pam_loginuid

-uu, —-uuid

MckaTtb cobbiTva ¢ 3a4aHHbIM uuid

-v, ——verbose

lMoka3aTb BEpPCUIO U BbIATK

-vm, ——vm-name

CoBnageHue ¢ nonHbiM crioBoM. NogaepxunBaeTca angd umenun darna, nme-
HW y3ra, TepMMHana n KOHTeKcTa

-w, ——word

Monck No 3agaHHOM CTPOKe C MOrnHbIM coBrnageHueMm. MNogaepxusaeTca agns
nMeHu danna, MUMeHn y3na, TepMuHarna U KOHTeKkcTa

-xX, ——executable

MckaTb cobbiTna ¢ 3agaHHbIM MMEHEM WUCMONHAEMOM nporpamMmmbl

OnuncaHne KkomaHabl npmBegeHoO B cnpaBquoﬁ CTpaHuue man ausearch.

Mpumepbl:

1. OT06pa3nTb cobbITUA NPOLECCOB M Nonb3oBaTenemn

ausearch -i -ts

"11:35:35" -te "11:36:00" -k parsec-p

2. Peructpaumsa cobbitui ¢ hannamm

ausearch -i -ts

"11:35:35" -te "11:36:00" -k parsec-f

3. MpoTokonupoBaHue CobbITUI, CBA3aHHbLIX C MaHAATHLIM yNpaBneHneM JOCTYNOM U

ayauTom

ausearch -i -ts

"11:35:35" -te "11:36:00" -m avc

4. lNMpoTokonupoBaHMe codbITUIA, NPUXOOALLNX OT NOoNb30BaTeENs

ausearch -i -ts

"11:35:35" -te "11:36:00" -m user_avc
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6.4.7. MapameTpbl perncrpauum codbbITUn

Mpn HEOBXOAMMOCTM BO3MOXHO OTKIOYUTL permcTpaumio cobbiTui B XXypHarn, HO npasuna
PARSEC-ayanta Bce paBHO npogormkat obpabaTbiBaTbCs 1 3arpyxatb pecypcbl OC.

OTkntoyeHne pernctpaunm Habopa CUCTEMHBIX BbI3OBOB BO3MOXHO BbINOSHUTL OOHUM U3
cnegyoLwmx cnocoobos:

1) OTKNOYEHME perncTpauumn CUCTEMHbIX BbI3OBOB, HE UCMNOMNb3yeMbIX ANA MaHAATHOro

ynpaBneHns JoCTYNOM — BbIMOMIHUTb KOMaHAY:

echo 1 > /parsecfs/disable-non-mac-audit

[na npoBepkn COCTOSHUA perncTpauun BbIMOSTHUTL KOMaHAy:

cat /parsecfs/disable-non-mac-audit

Ecnu BbIBOA KOMaHAbl paBeH 1, TO perncTpaunsa CUCTEMHbIX BbI30BOB, HE MCMONb3yeMblX

ANS MaH4aTHOroO ynpaBreHnsa OOCTYMNOM, OTKIOYEHa;

2) OTKIMOYEHMNE PErNCTPALIMN BCEX CUCTEMHBIX BbI3OBOB — BbIMOMHUTL KOMaHAY:

echo 1 > /parsecfs/disable-all-audit

[1ns NpoBepKn COCTOSIHUA perncTpauumn BoIMOSTHUTL KOMaHAy:

cat /parsecfs/disable-all-audit

Ecnu BbiIBO4 KOMaHAbl paBeH 1, TO pernctpawums BceX CUCTEMHbIX BbI30BOB OTKITHOYEHA;

3) OTKNoYeHMe perucTpaumm 3anpeToB JOCTyna (Ha OCHOBE MaHAATHOroO ynpasreHus

AOCTYNOM) — BbINOMHUTbL KOMaHAY:

echo 1 > /parsecfs/disable-denied-audit

[ns NpoBepKn COCTOSIHUA perncTpauumn BobIMOSTHUTL KOMaHAy:

cat /parsecfs/disable-denied-audit

Ecnu BbIBO4 KOMaHAbl paBeH 1, TO pernctpaums 3anpetoB 4OCTYMNa OTKIIOYEHa.

Ons ontummsauum paboTbl U yMeHblueHuss Harpy3km Ha OC pekomeHayeTcsi Bbl-
MNOMNHATbL OTKMOYEHME perncTpaunm CobbITUN C MOMOLLBKD WMHCTPYMEHTA KOMaHOHOW CTPOKU
astra-audit-control (onucaHue npusegeHo B[16.5.34). B Takom crnyyae 6ydert oTknoveHa
Kak permctpaunsa cobbITuin B XXypHar, Tak n cama obpabotka npasun PARSEC-ayguTta.

6.5. Moacucrtema perncrpauum cobbiTUN

6.5.1. Peructpauusa cobbiTum n yBeaomsieHme o coobITUAX

B OC peanusoBaHa nogcuctema permctpaumm cobbiTui, Kotopas cobupaeT nHdopmaumo
0 COBbITUAX, B TOM YKCE O COBbITUAX BE30MAaCHOCTU, N3 PasfMYHbLIX UCTOYHUKOB U NpeaocTaBnsaeT
WHCTPYMEHTbI 41151 NPOCMOTpa CobpaHHbIX AAaHHbBIX U pearnpoBaHUs Ha cobbITUS.

lMoagcuctema perucTpaumm codbiTUI BKKOYAET crnefyowme OCHOBHbIE KOMMOHEHTHI:

1) MeHemXxep 1 MapLlpyTnsaTop cobblTun syslog-ng — OCHOBHas cnyxba nogcmcremsbl

pernctpaumnm cobbITUin, KOTopas peann3oBaHa B COOTBETCTBUM CO cTaHaapTom Syslog.

Cnyx6a syslog-ng NpUHMMaET MHAOPMAaLMIO O COBLITUSX U3 Pa3NIUYHbIX UCTOYHUKOB
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(cobbITnst OT auditd, cCOBCTBEHHbIE NOAKNOYaeMble Moaynu, dannsl, npuknagHoe MO n

Ap.), BbINOMHAET punbTpaumnio 1 06paboTKy NoNyYeHHbIX AaHHbIX, PErMcCTpupyeT cobbiTus

B XXypHarn, a TaKkke, B 3aBUCUMOCTUN OT KOH(pUrypauumn, coxpaHsieT B pann, oTnpasnseT

no cetTm n 1.4.;

2) moaynb syslog-ng-mod-astra — Mogysnb Ans syslog-ng, BbIMOMAHSOLWMNA SOMOS-

HUTENbHY0 06paboTKy 1 bmunbTpauuno codbITUN;

3) astra-event-watcher — cnyx0bl yBeqOMMNEHNSA Nonb3oBaTens 0 cobbITuAX, obpa-

BGOoTaHHbIX MEHeQKEPOM syslog-ng;

4) astra-event-diagnostics — MHCTPYMEHT AMarHOCTUKN NOACUCTEMbI perucTpaumm

CoBbITUI, ONUCaHNe MHCTPYMEHTa npueeaeHo B (6.5.3]

Pabota mogyns syslog-ng-mod-astra HacTpanBaeTcs B Cregyowmx KoHpurypaum-
OHHbIX (hannax:

1) /etc/astra-syslog.conf — CIUCOK PErNCTPUPYEMbIX COBLITUN,

2) /usr/share/syslog-ng-mod-astra/event-settings/ — Kkaranor ¢ pannamu

HaCTPOEK MO YMOMNYaHUIO ANS KaXaoro codbITus.

[1ns HacTpPonKn perncTpmpyemMbix cObbITUIN MCNOMb3YOTCA:

1) rpadpudeckas ytunuta fly-admin-events («HacTponka perncrtpauum cucteMHbIxX

coObITMIY), ONUCaHNE YyTUNUTbI NPUBEOEHO B 3NEKTPOHHOW CnpaBkKe;

2) MHCTPYMEHT KOMaHAHOW CTPOKN astra-admin-events.

[na npocmoTpa ¢ NOMOLbLI0 UHCTPYMEHTa astra-admin-events cnvcka pernctpupye-

MbIX COBbITUIA HEOBXOAMMO BbINOMHUTL KOMaHAy 6e3 napameTpoB:
astra-admin-events
B BbIBOAE cnucka cobbITU 3Ha4YeHne «1» — cobbiTUEe perncTpupyeTcs, aHadyeHme «0»
— cobbITne He pernctpupyetcs. Nopsagok NCNonb3oBaHNA MHCTPYMEHTA NPUBEAEH Ha CTpaHuLUe
NOMOLLIN:
astra-admin-events -h
Moaynb syslog-ng-mod-astra MHOPMAaLUIO O COBbITUAX PErMcTpupyeT B CrneayroLmnx
dannax:
1) /parsec/log/astra/events — XypHan cobbitun B popmate JSON, onucaHune
XypHana npuseaeHo B [6.5.2
2) /var/log/astra/prevlogin-<ums_nonb3oBaTens> — XypHan B dopma-
Te JSON cBOAHOM CTaTUCTUKM Npeabiaylmx BXOOOB B CUCTEMY MOfb3oBaTens
<uMs_Iosb3oBaTerns>. BK4vaeT gaHHble O nocnegHen 3aBeplleHHOW ceccun aaH-
HOro NoNb30BaTesis, a TakKe KONMUYECTBO YCMNeLHbIX U HeYCneLwHbIX BXOA0B OaHHOMo
nonb3oBaTesNsl Co BpEMEHU Havarna BeAeHnsa cTaTuCTUKnN. [LoCTyneH Ansa YTEHUS TOSMbKO

Nonb30BaTENO <UMSA_IIOJIL30BATEJIA>.
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MapameTpbl yBeooMneHUM OeMOHa astra-event-watcher onpegeneHbl B han-
ne /usr/share/knotifications5/astra-event-watcher.notifyrc. [lapameTpbl yBe-
AOMMNEHUNn AN onpefeneHHoro nornb3oBatens MoryT ObiTb nepeonpeferneHsl B anne
/home/<ums_nonbz3oBaTensa>/.config/astra-event-watcher.notifyrc.

MHdpopmmnpoBaHue (onoeelleHme) o0 cobbITuax 6e30nacHOCTM OCYLLIECTBIISAIETCS C MOMO-
Wbto rpacpuyeckon ytunutel £ly-notifications («LieHTp yBegomneHuin»), onncaHme ytunurhbl

NPUBEAEHO B 3NEKTPOHHON CnpaBkKe.

6.5.2. XKypHan coG6biTnn

Cnyx6a syslog-ng  BbINOMHSAET  perucrtpauuio  cobbITUN B XKypHan
/parsec/log/astra/events. B >XypHane cobbITUM perncTpupyroTca MOMbITKA 3anycka
HenoanucaHHbIX hannos, ycnewHas 1 HeycnelwHas aBsTopmsauust, AaHHbIE O NOfb30BaTENbCKUX
ceccusix u apyrvue cobbiTusi 6e3onacHoOCTH, permcTpaums Kotopbix HacTpoeHa (cM. [6.5.1).

Takke B >XypHane coObiTUA pPerucTpupyroTca AEncTBUS C >KypHanom ayauTa
/var/log/audit cnyx0bl auditd (cm. — yaaneHue, nepeMMmeHoBaHune, nepemMelleHune
dranna xypHana aygura.

dann XypHana cobbITuin OOCTYNEeH ANA YTEeHUS TOSbKO MOnb3oBaTensiM M3 rpynnbl
astra-audit.

dann xxypHana cobbITU JOCTYNEH NSl YTEHUS U 3anuMcKu B KOHeL, doarna TofbKo agmMu-
HUcTpaTopy. PaspelueHne Ha 3anuck B KOHeL, hanna 3agaHo yCTaHOBKOW Ha dann atpubyTta a
(chattr +a).

Mpu BkntoveHHoMm MKLL cpavin xypHana cobbITuii UMEET BbICOKUIN YPOBEHb LIENTOCTHOCTM.
Mpouecc, ocyLLecTBNAKLWMIA perncTpaumio cobbiTuin B thansne xxypHana, Takke MMeeT BbICOKUI
YPOBEHb LeNIOCTHOCTU. Takum obpas3om, nameHeHne danna xxypHana cobbiTuin OCTYMNHO TOMNbKO
aAMWHUCTPATOPY Ha BbICOKOM YPOBHE LIENTOCTHOCTMW.

[ns npocmMoTpa XXypHana cobbITUA MOXET UCMNONb30BaTLCS:

1) rpadmnyeckas ytunurta fly-event-viewer («XKypHan CUCTEMHbIX COBLITUIY ), ONK-

caHue yTUnNuTbl NPMBEAEHO B 3NEKTPOHHON CMpaBKe;

2) WHCTPYMEHT KOMaHOHOW CTPOKU astra-event-viewer, NOPSAOK UCMONb30BaHNA

WHCTPYMEHTa NpuBELEeH Ha CTpaHuLe NOMOLLMN:

astra-event-viewer -h

Hencteus ¢ xypHanom cobbiTun (yaaneHue, neperMeHoBaHue, nepemeLLeHne, potaums
hanna xypHana cobbiTU) perncTpupyroTCa NOACUCTEMOMN perncTpaumm codbITUn U YKa3blBaloTCS
NnepBon 3anucbio B XXypHarne cobbITUiA:

- yoaneHue XypHarna cobbiTui pernctpupyetcs cobbituem «XKypHan coObiTui yaaneHy;

- NepenMeHoBaHue U nepemeLleHmne xypHana cobbITun permcTpupyetcsa codbltnem

«KypHan cobbITuin NepeMMEHOBaH UK NepeMELLEHY;
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- poTauus xypHana cobbliTuin permctpmpyetca cobbitnem «XKypHan cobbiTuii pOTUPOBaHY;
- OENCTBUSA C XXypHariom cobbITUN HeJOBEPEHHbLIMU MpoueccaMmun (BCcemMu npoueccamu,
KpomMe npoueccoB syslog-ng U logrotate) peructpupyrotcs cobbitmem «>KypHan
COBbITUIN MBMEHEH HEQOBEPEHHBLIM MPOLIECCOMY.

Takke 0EeNCTBUSA C XXypHANom cobbITUI perncTpmpytoTcsa cnyxbom auditd n ykasbiBaloTCs

B XXypHane ayauTta /var/log/audit (cm.[6.3).

6.5.3. CamogmarHocTuka nogcmuctemMbl permcrtpauum coobITumn

MHCTpYyMEHT astra-event-diagnostics obecneynBaeT caMmogmMarHOCTUKy nogcucTe-
Mbl perncTpaumnm cobbITUN.

CamoamarHocTuka BbINosHAeTCs:

1) aBTOMaTu4yecku npu 3arpy3ke OC nocne 3anycka cnyx6 syslog-ng n auditd;

2) nepuognyeckn B npouecce pyHKUMoHNpoBaHusa OC, NepuoanyHOCTb CaMOAMAarHOCTUKN

HacTpauBaeTCcd B IOHUTE astra-event-diagnostics.timer.

Takke NpoBeCcTN ANarHOCTUKY BO3MOXHO, BbINOMHUB KOMaHAy:
sudo astra-event-diagnostics -v
[Mpu BbINOMHEHUM CaMOLMarHOCTUKN NPOU3BOAATCS CriefytoLmne NpoBepKu:
1) 3anyck n pabotocnocobHocTb cnyx6 syslog-ng u auditd,
2) Hanu4yne HeobxooMMbIX Mogynen U3 coctaBa syslog-ng-mod-astra;
3) KOPPEKTHOCTb KOHGUIypaLMOHHbIX (Daninos:
a) /etc/audit/rules.d/astra-syslog.rules;
0) /etc/astra-syslog.conf;
B) /etc/syslog-ng/conf.d/mod-astra.conf;
r) HEeKOTopbIX pannoB U3 /usr/share/syslog-ng-mod-astra/event-settings.
Bo3MoXxHO HacTpouTb aBTOMaTn4eckoe 6nokMpoBaHMe y4eTHOM 3anucu nonb3oBaTens,
€CInn B pesynbkrarte caMoauarHoCTMKM BbisiBMEHbl owmnbkn. [ona aToro Heobxoanmo 3anycTuTb
KOMaHA4y camoguarHoCTUKN ¢ napameTpom -b:
sudo astra-event-diagnostics -b

OnucaHue napamMeTpoB KOMaHAbl NPUBEAEHO Ha CTPaHWLIE MOMOLLIN:

sudo astra-event-diagnostics -h

Pa3bnokunpoBka y4eTHOM 3anucu, 3abnokMpoBaHHOW Nocrne BbisiBNEeHMs owmnbok npu ca-
MOAMAarHoCTUKe, MOXET ObITb BbIiNOMHEHA B rpaduyeckon ytunute £ly-admin-smc («lMonutnka
BesonacHoCTUY).

Pernctpaums cobbiTuin 0 pesynsratax cCaMOAMarHoCTUKN OCYLLIECTBIISAETCS:

1) B XypHan /parsec/log/astra/astra-event-diagnostics;

2) B XypHan /var/log/syslog;
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3) B XypHan cobbiTun /parsec/log/astra/events (B crnyyae, ecnv nogcmcrema

pernctpaunm cobbITnin YacTMyHo paboTtocnocobHa);

4) c MCnonb3oBaHWEM astra-sosreport.

Ecnn B pesynbrate camoguarHoCTukm Obinn BbiBMNEHbl owWNbKK B paboTe noacucrte-
Mbl pernctpaumm cobbITuin, To cobbITUA O pesynbTatax PErmcTpUpyTCA C YPOBHEM BaXXHOCTU
«Kputnyeckmmny.

YBegomrnieHe 0 pesynbratax — camoguarHoctmkm — obecnedmBaeTr  cnyxba
astra-event-watcher.

WHopmmpoBaHue (onoBeleHne) 0 COBbITUAX OCYLLECTBIISAETCA C MOMOLLbIO YTUANTDI
fly-notifications («UeHTp yBegomneHumny). OnucaHue ytunutbl NpMBeaeHO B 3NEKTPOHHOM

cripaBke.
6.6. Peructpaumsa co6bitun B CYBl PostgreSQL

6.6.1. Pexxumbl perncrpayum coobiTumn

B CYBL PostgreSQL ana HacTporku pexuma perncrtpauum cobbITUW MCNosb3yeTcA
KOHUIypaumMoHHbIM nNapamMeTp ac_audit_mode panna postgresqgl.conf. OTOT napameTp
MOXET ObITb M3MEHEH TOMbKO Nepes3anyckom cepaepa. [lapameTp MOXET NpUHUMaTh criegyoLume
3HayeHus:

- internal — Ons HAaCTPOWKKN permcTpaumnmn cobbITUN CMONb3YOTCS COOTBETCTBYHOLLME

komaHabl SQL, a HacTporkn xpaHaTca B Tabnuue pg_db_role_settings;

- external — Ons HACTPOMKM perncTpaumm cobbiTU UCMONb3yeTCs BHELHUN dhann

pg_audit.conf;

- external, internal — CMeLWaHHbIN pexum. HacTporkmn pernctpauum cobbitum 6e-

pyTCS CHayana u3 BHelwHero anna pg_audit.conf, nocne 4yero OOMNOMHAKTCA Ha-

CcTpovikamu n3 Tabnuubl pg_db_role_settings;

- internal, external — CMeLllaHHbIN peXxunm. HacTtponku permctpaumm cobbiTnn Ge-

pyTCa cHayana mn3 Tabnuubl pg_db_role_settings, nocne 4Yero AOMNOSHATCSA Ha-

CTpOMKamMu n3 BHewHero danna pg_audit.conf;

- none — perncTpaums cobbiTUin OTKIYEHa.

6.6.2. HacTpomnka Mackum permcrpaumm coobITUN

B CYB[ PostgreSQL Bepcun 11 macka permctpaumm cobbiTu ycTaHaBnmMBaeTcH B Npo-
Lecce aBTopu3aunn nonb3oBaTens COrfacHo BblIOpaHHOMY peXxumMy permcTpaumm codbiTuin u
HaxoauTcsa B atpmbyTe ceccum ac_session_audit.

Mpw 3TOM peanv3oBaH crieayrLLmMin NopsAoK NPUMEHEHNUSI HACTPOEK perncTpaumm cobbl-

1) HacTPOMKM ONA KOHKPETHOM POfN U KOHKPETHOW Ba3bl A4aHHbIX;
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2) HaCTpPOWKM ONsi KOHKPETHOW Ponu;

3) HacCTPOWKM O5151 KOHKPETHOW Ba3bl AaHHbIX;

4) Ons Bcex ocTasnbHbIX.

Macka pernctpauum cobbiTnii nmeet Bua {YCIEX:OTKA3}, rae YCIEX — CNUCOK yCneLw-

HbIX COObITUI, OTKA3 — CMUCOK HeycrneLwHbIX cobbiTun. OHa MOXET ObiTb 3a4aHa C MOMOLLbLO

6yKBeHHbIX KOOoB U C NOMOLbIO WeCcTHaguaTepnyHoro 4ncna. BbiBOg Macku npon3sognTCA B

TEeKCTOBOM BUAe.

B Tabnuue [39 npvBeaeHo cooTBeTCTBME MEXAY COOLITUAMM, GyKBEHHLIM U LIeCcTHaaLaTe-

PU4YHBIM 3Ha4YeHUeM MacCKn permctpaunmn cobbITUR.

Tabnunua 39
CobbiTne Cumeon | WectHaguatepunyHoe Onucanwne
3HaveHue

SUBJECT S 1 [obasneHve/nameHeHve/yaaneHne nonb3osare-
new v rpynn

CONFIGURATION s 2 N3ameHeHne KoHdurypauum, BRusioLLen Ha go-
CTYN K AA@HHbIM (3aNpocC Ha U3MEHEHME 3HaYeHUs
NnepemMeHHoOn ac_session_maclabel)

RIGHTS R 4 3anpoc Ha moandukaumio npae gocTtyna K oob-
ektam b[]

CHECK_RIGHTS Y 8 lMpoBepka npas gocTtyna

SELECT r 10 Bbi6opka nHdopmaumm ns b

INSERT a 20 [o6aeneHne nHdopmaumm B B

UPDATE W 40 N3meHeHne nHdopmauumn B B

DELETE d 80 YnaneHne nHgopmauum ns b

TRUNCATE D 100 OuncTka gaHHbIX

REFERENCES X 400 3apgaHue ctonbua Tabnuubl B Ka4ecTBe BHELL-
Hero knoya

TRIGGER t 800 [loGaBneHue Tpurrepa kK Tabnuue

EXECUTE X 1000 3anyck xpaHumow npoueaypbl Unu Tpurrepa

USAGE U 2000 Mcnonb3oBaHue obbekTa B

CREATE C 10000 CosnaHune ob6bekToB B B[]

CREATE TEMP T 20000 CospaHve BpemeHHOro obbekTa

DROP E 40000 YnaneHne o6bekToB B

ALTER M 80000 MN3meHeHne obbekTa B[]

CONNECT c 40000000 3anpoc Ha Ha4ano ceccuu

DISCONNECT e 80000000 3anpoc Ha OKOH4YaHue ceccum

3ape3epBUpPOBaHHbIN | * COOF3DFF lMonHas macka pernctpauumn cobbiTui

CUMBOIJ1
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OkoHyaHue mabnuub! 39

CobbiTne Cumeon | WecTtHaguatepuyHoe OnuncaHuve
3Ha4YeHue
3apesepBnpoBaHHbIv | O 0 Pernctpaumsi cobbITuin oTKMOYEHa
CUMBON

ATpuBYT ceccum ac_session_audit MOXET OblTb U3MEHEH TONBbKO agMUHUCTPATOPOM
C NOMOLLbIO KOMaHAbl SET:
SET ac_session_audit TO ’'HoBOe_3HaueHue'’;
N NPOCMOTPEH C MOMOLLbIO KOMaHAbI:
SHOW ac_session_audit;

[na npocMoTpa Macku ceccum UCnonb3yeTca crnepytollasi KoMaHaa:
SELECT session_audit;

[na npocMoTpa TeKyLen Mackn Cnonb3yeTcsa crneayroLllasa KomaHaa:
SELECT current_audit;

[1na KoHBepTaumMm Mackm perncTpupyemMbix cobbiTUin N3 TEKCTOBOrO (GYKBEHHOIO) B LLECT-
HaguaTepuyHoe 3Ha4YeHMe N U3 LWEeCTHaALaTEPMYHOro B TEKCTOBOE (OYKBEHHOE) NCMONb3YHTCSA
SQL-byHKUMKM text_to_auditmask (TEXT) M auditmask_to_text (TEXT) COOTBETCTBEH-

HO.

Mpumep
SELECT text_to_auditmask(’ {ace:ce}l’);

text to_auditmask

{0xC0000020:0xC0000000}

(1 crTpoxka)

SELECT auditmask to text(’ {0xC0000020:0xC0000000}");
auditmask_to_text
{ace:ce}

(1 crpoxa)

6.6.3. HasHayeHMe cNUCKOB perncTpaumm coobITM B pexxume internal

[ns HasHayeHuMss Mackm cobbITUM B pexmme internal WCNONb3yeTca KOMaHAa
ALTER ROLE:
ALTER ROLE { ALL | uma_pomnu } [ IN DATABASE uma_6a3w_pgaHuHux | SET
ac_session_audit TO HOBOe_3HAUEHUE;

D,J'IFI yaarneHna Crnncka perncrtpauyunm cobbITMn ncnonb3dyeTcqd cnenyroulad KomaHaa:
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ALTER ROLE { ALL | umsa_pomnu } [ IN DATABASE umMa_ 6a3H_maHHHEX | RESET
ac_session_audit;

Mpn mMogudumkaumm mMackm npoucxXoamT asTomMatudeckoe OO6HoBMeHWe aTpubyTta
ac_session_audit.

MpumedyaHwue. [Ina BoINONHEHUS NpUBEAEHHbBIX KOMaHA TpebyroTcsa npaBa agMUHK-
cTparopa.

M pnmMmevyaHume. |_|pl/l MHULUManm3aunmmn Knacrtepa 0as3 OaHHbIX aBTOMAaTn4yeCckun }J,O6aBJ'IFI-
loTCA cnegyowme npasuna:
ALTER ROLE postgres SET ac_session_audit TO ' {SsRawdCTEMce:cel}’;
ALTER ROLE ALL SET ac_session audit TO ’ {SsRDxCTEMce:SsRVrawdDxtXUCTEMcel}’ ;

6.6.4. HazaHayeHMe CNUCKOB perncTpaumm coobITM B pexxume external
[nsa HazHayeHWst Mackn CobbITUI B peXXuMe external UCNOMNb3YETCA KOHPUNYPALMOHHbIN
dann pg_audit.conf KOHKPETHOrO KracTtepa AaHHbIX, KOTOpbI UMEEeT crneaywmn dopmar:

success events mask = 3xHauenwme failure events mask 3HaAueHue user

vMs_nonb3oBaTenss database = wumsa_6a3k OaHHHEX

success events mask 3HaueHue failure events mask 3HaAueHue user

HMsA_T10JIb30BaTeEJIA

3HaueHue failure events mask

success events mask 3HaAUEeHHe

Mpumep

®ann pg_audit.conf

- ayauTt pencteun agMuHuctpartopa CYB[:

success events mask = FOOE7 failure events mask = 0 user = postgres

- AnA nonb3oBaTtesia any BbIMONMHATbL PETNCTPaUnio TOJTIbKO HeyCMNeLHbIX )J,GVICTBVIVIZ
success events mask = 0 failure events mask = FFFFF user = any

- A4 BCeX OCTallbHbIX Nnonb3oBaTenemn BbIMOMHATb perncrpaunio Bcex HeycnewHbIX ,D,GVI-
CTBUWN 1 BCEX YCMNELIHbIX eNCTBUI, KpOMe A0CTyNna K AaHHbIM:

success events mask = F0707 failure events mask = FFFFF

B KOHGMrypaumoHHOM hanne 3agaroTcsa CNUCKM yenewHblx (success events mask) n
HeycnewHbIX (failure events mask) TMnoB 3anpocoB Ha JOCTyN, KOTopble ByayT perncTpnupoBaTbCs
B xXypHane CYB[ u xypHane ayguta OC ansa otaernbHbIX nonb3oBaTenen n no yMOnYaHuio.
Cnvcku TMNOB 3anpocoB Ha AOCTYN 3a4aloTcHa B BUAE LeCcTHagUuaTepuYHbIX YMCerl, B KOTOPbIX
KaxgoMy Tuny 3anpoca COOTBETCTBYET YCTAHOBIIEHHbIN (A8 perncTpupyemMbix 3anpocoB) Unu
COpOLLEHHbIN (ANS He perncTpupyembix 3anpocos) 6UT. Tkl 3anNpoCcoB 1 UX OrMcaHne NpuBeaeHbI
B Tabnuue [40]
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Tabnwnuya 40
Tvn 3anpoca OnucaHune but meCTZaHgIJZLiquHoe
SUBJECT Tﬂ;6:ﬁm;er:3ﬁf1msmeHeHMe/ynaneHme nonb3oBa- 0 1
MN3meHeHne KoHurypauum, Bnnaowen Ha go-
CONFIGURATION | CTyn K AaHHbIM (3anpoc Ha U3MEeHeHue 3Haye- 1 2
HUA NepeMeHHON ac_session_maclabel)
RIGHTS M3meHeHne npae goctyna k oobekTam B[] 2 4
CHECK_RIGHTS Moaundurkaumst npae goctyna k obbektam B[] 3 8
SELECT Beibopka nHdopmauum ns b 4 10
INSERT Ho6asneHne nHdopmaumm B B 5 20
UPDATE N3meHeHne nHdpopmaunn B b 6 40
DELETE YnaneHne nngopmauum n3 b 7 80
TRUNCATE Ounctka gaHHbIX 8 100
REFERENCES 3:f(|,)a::rvllzqcamn6ua Tabnuvubl B KQ4eCTBE BHELL- 10 400
TRIGGER HobaeneHue Tpurrepa k Tabnuue 11 800
EXECUTE 3anyck xpaHMMou npoueaypsl Unu Tpurrepa 12 1000
USAGE Mcnonb3oBaHue obobekTa B[] 13 2000
CREATE CospaHue obbekToB B B/1 16 10000
CREATE_TEMP Co3gaHne BpeMeHHbIX 00bekToB B B[] 17 20000
DROP YpaneHue obbektoB B[] 18 40000
ALTER M3ameHeHne obbekTa B[] 19 80000
CONNECT CoeanHeHne nonb3oBatens ¢ bl 30 40000000
DISCONNECT PasbeanHeHne nonb3oearens ¢ b 31 80000000

MHdopmaumsa o coegmHeHumn nosnb3oBaTenen ¢ B[] (CONNECT) 1 pasbeanHEHUN C HeWn
(DISCONNECT) pernctpupyeTcs Bcerga, npu ycrnoBum, YTo ClMCOK COBbITUN He yCTaHoBIEH B 0.
MpumeyaHune. Jllobble nameHeHns aTtoro darna 6yayT NPMMEHEHbI TOMBKO Npu nepe-

3anycke cepsepa.

6.6.5. HasaHayeHMe cnNUCKOB perucTpauuMm cooObITUM B pexummax external,
internal u internal, external

3arpyska Macku permcrpaumm cobbiTun B pexumMme external, internal AByxaTanHas:
CHavana BbIMOSTHAETCS 3arpy3ka Macku permcrpaumm codbiTuin 3 cpaina, nocrne Yero AonosHAETCS
HacTporkamn 3 pg_db_role_ settings,ecnmBpg db role_ settings ecTb bonee TouHble

HacTpoWKK. [1ns U3MeHeHUsi Macku permcrTpaumm cobbiTUin ceccum MoryT ObITb MCNOMb30BaHbI

kKomaHabl 13 [6.6.3]
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AHanornyHo u ansa pexmma internal, external.

6.6.6. HazHayeHMe CNUCKOB perucTpaumm cobbITUM B peXxnmMe none
B pexnme none pernctpauusi CoobITUIA OTKIOYEHA, HO aAMUHUCTPATOP MOXET U3MEHSITb

MacKy permcrpaumm cobbITUn C MOMOLLbI0 KOMaHA, 13 (6.6.3|
6.7. CpeAcTBa LIEHTPaNU3oOBaHHOMO ayaAuTa U NPOTOKONMUPOBaHUSA

B coctae OC BxoguT nporpammHoe cpeactBo Zabbix, obecnevnBatowiee pyHKUMOHAN
A51s1 HACTPOWKK, cbopa AaHHBLIX 1 MOHUTOPUHIa COCTOAHUS CETU, a TaKKe XXM3HECNOCOBHOCTU U
LeNnoCcTHOCTK pecypcoB ceTu. OnncaHmne yCTaHOBKM MU HAacTPOnKn Zabbix npMBeaeHoO B JOKYMEHTE
PYCB.10015-01 95 01-1.
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7. 130NAUNA NMPOLIECCOB

7.1. N3onauunsa npoueccoB OC

Anpo OC obecneunBaeT Ans Kaxkaoro npouecca B cucteMme co6CTBEHHOE N30NMPOBAHHOE
agpecHoe NPOCTPaHCTBO. [JaHHbIN MeEXaHM3M M30MSALMM OCHOBaH Ha CTPAHUYHOM MeXaHu3me
3alWnTbl NaMATH, a TakKe MeEXaHN3Me TPaHCnALMM BUPTyanbHOro agpeca B usnyeckui, nogaep-
XUBaeMbIn Mmogynem ynpaeneHusi namstbto. OgHn 1 Te e BUpTyanbHble agpeca (C KOoTopbiMuU
n paboTaeT npoueccop) NpeodbpasyoTca B pasHble husnyeckme ans pasHbiX agpecHbIX Mpo-
cTpaHcTB. NMpouecc He MOXET HECAHKLMOHNPOBAHHBLIM 00pa3oM NOnyyYnTb JOCTYN K MPOCTPAHCTBY
Apyroro npowecca, T. K. HENPUBUNEINMPOBaHHbIVA NOMb30BaTENBCKUI NPOLECC NIULLEH BO3MOXHOCTHU
paboTaTb C PM3MYECKON NAMATLIO HANPSAMYHO.

MexaHun3m pasgenseMon NnamsaTy sIBMsSeTCs CaHKLMOHNMPOBaHHbIM CNOCO60OM Nony4nTb
HECKOIbKNUM npoLieccamM AOCTYN K OOHOMY M TOMY e Y4acTKy NamsaTi U HAaXOO4MTCA NOA4 KOHTPOMeMm
OVCKPELMOHHbIX 1 MaHaaTHbIX [MPL.

AppecHoe NpOoCTPaHCTBO siapa 3alMLEHO OT NPAMOro BO3OeNCTBUSA NOMb30BATENbCKUX
NPOLIECCOB C MUCMOSb30BaHNEM MEXaHU3Ma CTPaHU4YHOWM 3almTbl. CTpaHuLUbl NPOCTPaHCTBa A4pa
ABMSAOTCA NPUBUIETNMPOBAHHLIMWU, N AOCTYMN K HAM N3 HENPUBUIENMPOBAHHOMO KOAA Bbi3biBaET
NCKINIOYEHME npoLlieccopa, KoTopoe obpabaTtbiBaeTcst KOPPEKTHbIM 0bpa3som sapom OC. EgnH-
CTBEHHbIM CaHKLUMOHMPOBaHHbIM cnocobom goctyna kK sapy OC n3 nonb3oBaTenbCKOM Nporpammbl
ABNSAETCA MEXaHU3M CUCTEMHbIX BbI3OBOB, KOTOPLIA rapaHTUpyeT BO3MOXHOCTb BbIMNOSIHEHUSA

nornb3oBaTenem TONMbKO CaHKLMOHMPOBAHHbLIX AEWCTBUN.
7.2. Co3paHue 1 3awmTa U30NIMPOBaHHbIX NPOrpaMMHbIX cpef (KOHTeMHepoB)

OC cogepxuT nporpaMMmHble CpeacTBa (CpeacTBa KOHTeMHepusauum), peanuaytoLmne co-
3a0aHune 1 PyHKLUMOHMPOBaHME U30NMPOBAHHbLIX MPOrpaMMHbIX cpef, ¢ obecnevyeHnem BblNoHEHS
cnegyowmx yHKUMn 6e30nacHOCTH:

- M30NAUMS KOHTENHEPOB;

- BbISIBMIEHNE YSI3BUMOCTEN B 0Opa3ax KOHTENHEPOB;

- NpoBepKa KOPPEKTHOCTU KOHpUIypaLUmMn KOHTENHEPOB;

- KOHTPOSIb LIENOCTHOCTN KOHTEMHEPOB 1 UX 00pa3oB;

- peructpauusa cobbiTum 6e3onacHoCcTy;

- nageHTnmkauma n ayteHTMumkaums nonb3osaTenen.

CpencrBa KOHTENHEpPU3aLUmMn peannsyroT YHKLNOHaNbHbIE BO3MOXHOCTM MO CO34aHUI0
06pa3oB KOHTENHEPOB, (POPMUPOBAHUIO CPELbl BbIMNOSTHEHNA KOHTEMHEPOB M 06ecneveHmns BbINos-

HEeHWs NX NPOLIeCCOB, 3amnycKy KOHTelHepa, a Takke NO3BOMST YNpaBnsTb 4aHHBIM KOHTEAHEPOM.
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B coctaB OC BxoguTt nporpammHoe obecnedeHne Docker ona aBTomarmsaumm passep-
TbIBaHUS M yripaBreHnsa NpunoXeHMsSMn B cpegax ¢ noaaepXkon koHtenHepmusaumm. OnvcaHue

YCTaHOBKM, HACTPOMKMN N paboTbl ¢ koHTerHepamn Docker npueegeHo B PYCB.10015-01 95 01-1.

7.2.1. U3onsauma KOHTEMHEPOB N NPOCTPAHCTB

B OC peanu3oBaHbl MexaHW3Mbl U30MSAUMN YPOBHSA siapa Linux, onucaHue KOoTopbIX
npmeeaeHo B (7.1, MexaHuambl n3onaumy peanusytot (yHKLUM U30NALMN KOHTENHEPOB, BKIHOYas
N30NAUMI0 NPOCTPAHCTB NOAEHTUUKATOPOB NPOLECCOB KOHTEMHEPOB M MPOCTPAHCTB MEH.

M3onauma goctyna KOHTEMHEPOB K pecypcam annapaTtHoOW nnatgopmbl 4OoCTUraeTcs ny-
TeM NPUMEHEeHNss MexaHu3Ma rpynn ynpaeneHms control groups (cgroups), UCNONb3YEMOro
OS5 orpaHnyeHuns B pecypcax rpynnbl NPOLECCOB, BbIMOSTHAKOLWMXCA B KOHTENHEpe, a Takke Ans
orpaHuyeHust gpyrux rpynmn, HanpumMep rpynn npoLeccoB, NpUHaanexawmx kakon-nmbo cnyxobe
WX NONb30BaTENbCKOMY CeaHcy.

Pasnuyatot cnegytowime KOHTponnepsbi:

1) cpu — HaknagblBaeT orpaHNYeHNss Ha SO NPOLEeCCOPHOro BpeMeHu (cpu share);

2) cpuacct — noacyMTbiBaeT NoTpebrneHHble pecypchl NpoLeccopa;

3) cpuset — NpuMBA3bIBAET NPOLECCHI K KOHKPETHBIM NpoLeccopam;

4) memory — orpaHn4mBaeT notpebneHne namaTy;

5) devices — orpaHunyMBaeT JOCTYN K hannam yCTPOUCTB;

6) freezer — NO3BONSET NPUOCTAHABNMBATL M BO30OHOBNATL paboTy rpynn NpoLEeccos;

7) net_cls N net_prio — Ha3HayalT CETEBOMY TpadunKy NpoLLeCcCcCoB Knacc n npmopu-

TeT 06paboTkM ANg NCNOMNb30BaHMA CETEBbIMU (hunbTpaMu 1 NNaHNPOBLLNKaMU;

8) blkio — orpaHM4mMBaET KOMMYECTBO 3anpocoB K 6NOYHbIM (OUCKOBbBIM) YCTPONCTBaAM

npv noMmowum nnaHmposLlmka CFQ;

9) pids — HaknagplBaeT orpaHMYeHne Ha KONMMYecTBO NpPOLLEeCCOB B rpynne.

M3onsums goctyna KOHTEMHEPOB K CUCTEMHBLIM Bbl30BaM siipa XOCTOBOM OnepaLnoHHON
cucTeMbl peanunayetcs mexaHnamom sgpa Linux SecComp, no3sonsowmMm npoueccam onpege-
NATb CUCTEMHbIE BbI30BbI, KOTOPbIE OHWM ByAyT MCNONb30BaTb. ECNU 3N0OyMbILLNEHHNK NONYyYnT
BO3MOXXHOCTb BbINOMHUTL NPOU3BOSbHLIN Koa, SecComp He AacT eMy UCNofb30BaTb CUCTEMHbIE
BbI30BbI, KOTOPbIE He Oblnn 3apaHee onpeaeneHsbl.

JdononHutensHo 4na usonauum cpeabl yHKLMOHNPOoBaHMSA KoHTenHepa B OC npegycmoT-
peHa BO3MOXHOCTb 3anycka KoHTenHepa Docker Ha NOHMXXEHHOM YPOBHE LIENOCTHOCTYU 2.

Mo ymonuaHuio oyHKUKNSA 3anycka KOHTEMHEPOB Ha NOHWXeHHOM ypoBHe MKLL Bbiknto-
YyeHa. YnpaBneHue qyHKUWEN NPOU3BOAUTCHA C NMOMOLLLI WMHCTPYMEHTa KOMaHOHOW CTPOKU

astra-docker-isolation, onucaHue kotoporo npmseaeHo B([16.5.14]
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Takke B OC coxpaHeH Ons COBMECTMMOCTU WHCTPYMEHT KOMaHOOW CTPOKM
docker-isolation. ﬂ,]‘lﬂ BKINO4YeHnA (*)yHKLl,I/II/I 3anycka KOHTeIZHepOB Ha NMNOHMXEHHOM YpOBHE
MKU, C 1Ucnosib3oBaHUEM 3TOIN0 MHCTPYMEHTa cnenyeT BbINMOJIHUTL!
sudo /usr/share/docker.io/contrib/parsec/docker-isolation on
sudo systemctl restart containerd
sudo systemctl restart docker

[ns BbIKMOYEHUA YHKLUMM CcrieayeT BbINOMAHNUTD:
sudo /usr/share/docker.io/contrib/parsec/docker-isolation off
sudo systemctl restart containerd

sudo systemctl restart docker

7.2.2. BbifiBNeHne ya3BMMOCTEN B OOpa3ax KOHTEMHEpPOB

B coctaB OC BxoguTt nporpammHoe obecneyeHne OpenSCAP n nakeT oscap-docker,
obecneunBaroLme BbiBNEHME ya3BMMOCTEN B obpasax kKoHTenHepoB. OpenSCAP ucnonbayet
onbnuoteky libopenscap Ans ckaHMpoBaHusi. CKaHMpOBaHME YA3BUMOCTEN BbIMOMHAETCS C
nucnonb3oBaHuem arna 6asbl AaHHbIX ya3sBumocTen, pekomeHgyemoro PCTIK Poccun n cogep-
Xawero cBefeHnsa 06 ya3BumMocTsx 6aHka gaHHbIX yrpo3 6esonacHocTn nHgopmaumm ®CTIK
Poccuw.

MpoBepka 06pa3oB U KOHTENHEPOB HA HaNU4Me ysa3BMMOCTEN BbINOMHSAETCA aBToMaTnye-
CKM NpU cneayroLmx cobbITmsx:

- co3gaHune obpasa ns Dockerfile nnm ns koHTenHepa;

3arpyska obpasa 13 apxvBa Wnu NoToka BBOAA;

co3gaHune dannoBor cuctembl obpasa 13 apxmea;

ckaumBaHue obpasa n3 peecTpa;

3anyck unu nepesanyck KoOHTenHepa.

Mepunogunyeckasi npoBepka 06pa3oB KOHTEMHEPOB HA HaNM4YMe N3BECTHLIX YA3BUMOCTEN
OCYLLEeCTBISAeTCA aBTOMaTUYECKN OAMH pa3 B HeJento.

Mpn obHapyXeHUn ysa3BuMOCTeN JarnbHenlee Ucnonb3oBaHne obpasa KoHTerHepa 3a-
npeLleHo. CooTBETCTBYIOLLEE OrpaHNUYEHME NO AKCNyaTaumm npueeaeHo B (17.2,

[nsa GrnioknpoBKKM 3anycka KOHTeWHepa, B obpase KoToporo obHapyXeHa ysa3BUMOCTD,
npumeHsieTcs rnobanbHbIN NapameTp astra-sec-level B KOHUrypaunoHHom canne Docker.
B kayecTBe 3HayeHus1 napameTpa 3agaeTcs Yicno ot 1 go 6, KoTopoe onpeaenseT Knacc 3alnThbl:

1) 1-5 knaccbl 3awmTbl — NpU 0OHAPYXXEeHUN YA3BUMOCTU B KOHTEMHEpPE €ero 3anyck

Gnokupyertcs;

2) 6 knacc 3awmTbl — OTNIAA0YHbLIN PEXUM, NPU OBHaPYXEeHUN YA3BUMOCTN B KOHTENHE-

pe BbIBOAUTCHA COOTBETCTBYlOLLEE npeaynpexaeHne, npun aToMm 3anyck KOHTenHepa He

Gnokupyertcs.
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3agaTtb knacc 3awmuTbl MOXXHO O4HMM M3 CNocoboB:
1) po6aBnTb B KOHMUrypaunoHHbIn pann /etc/docker/daemon. json CTPOKY:
{

"debug" : true,

"astra-sec-level" : <kJjacc_3amuTe>
}

Mpumep

{

"debug" : true,

"astra-sec-level” : 4

}

2) 3anyck dockerd c napameTpoM astra-sel-level, B Ka4eCTBE 3HAYEHNSA KOTOPOro

YKa3aH KJiacc 3alUnTbl:

--astra-sec-level <xknacc_3amuTe>

Mpumep

sudo dockerd --astra-sec-level 2

KoHTelHep, B KOTOpOM Obifia 06HapyXeHa YsI3BUMOCTb, MOXET ObITb 3anyLLUEeH B PeXu-
Me oTnagku (6 Knacc 3awuThbl) AN yCTpaHeHus yS3BUMOCTM WM MocreaytoLllero 3anycka 6es
GroKNPOBKK C Goriee BbICOKMM KITacCoM 3aLmUThbl.

B cnyyae ecnu knacc sawmTbl He 3agaH UM 3agaH He U3 ananasoHa 1-6, To npwu
oBHapyXeHUN YsI3BUMOCTU B KOHTEHepe aBToMaTnyecku 3agaetcs 1 knacc 3awmTbl C BbIBOAOM
COOTBETCTBYIOLLENO COOBLLEHMS B XypHar 1 3anyck KOHTelHepa BrokupyeTcsi.

Co6bITnst 6e30NacHOCTM, CBSI3aHHbIE C BbISIBIIEHMEM YSI3BUMOCTEN B KOHTEMHEpPE, peru-

CTPMPYIOTCS B COOTBETCTBUM C onucaHvem [7.2.5

7.2.3. ObecneyeHne KOPPEKTHOCTU KOHUrypaunum KOHTeMHepoOB

Ob6ecneyeHne KOPPEKTHOCTU KOHUIypaunum KOHTEMHEPOB, B TOM YUCNE OrpaHNYeHne
npaB NPUKIIaAHOro NporpaMMHoOro obecneyeHunsi, BbIMOMHAEMOro BHYTPU KOHTEWHepa, Ha Uc-
nonb3oBaHue NepudepunHbIX YCTPOUCTB, BbIYUCIIUTENBbHBLIX PECYPCOB XOCTOBOW ONepaLmoOHHON
CUCTEMbI, YCTPOWCTB XPaHEHUS AAHHbIX U CbeMHbIX MaLLUMHHbBIX HOocuTenen nHgopmarmm (6nou-
HbIX YCTPOWCTB); a Takke MOHTUPOBaHME KOPHEBOW (haNIOBON CUCTEMbI XOCTOBOM OMEpaLMOHHON
CUCTEMBbI B PEXMME «TONbKO ANSA YTEHUSI» U OrpaHNYEeHne OOoCTyna NpUKNagHoro NporpamMmMHo-
ro obecneyeHns, BbINOSIHAEMOro BHYTPU KOHTENHepa, K CUCTEMHbIM Bbl30BaM siipa XOCTOBOM
ornepaunoHHON cucTemsl, ocyllectTBndaeTca cpecreamu Docker.

[na orpaHnyeHnsa npae NPUKNagHOro NporpaMmMHOro obecneyeHuns, BoiNOTHAEMOro BHYT-

pun KOHTeIZHepa, Ha UCnosib3oBaHNUE BbIYUCIIUTENTbHbBIX pEeCypCcoB (OﬂepaTI/IBHOIZ namMAaTu, OI'IepaLI,I/IIZ
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BBOJA-BbiBOAA 3a Nepuog BPEMEHN) XOCTOBOW ONEPaLMOHHON CUCTEMbI HEOBXOANMO YCTaHOBUTL
orpaHuyeHue Ha obbem NamsaTy NyTemM NocrefoBaTeNbHOrO BbIMOSTHEHUS CrieyoLWmnX KOMaHA:
1) ycTaHOBUTb OrpaHuyeHue:
sudo docker run -it --memory=<obwem>m ubuntu bash
roe <obsem>m — 06bem namaTn B Mb;
2) orpaHuMyuTb onepawmu BBOLa-BbIBOAA:
sudo docker run -it --memory=<obwvem>m --device-write-bps
/dev/sda:<obwem>mb ubuntu bash
[ns HacTpoOMKM MOHTUPOBAHUA KOPHEBOM (panfioBoM CUCTEMbI XOCTOBOM OnepaLnoH-
HOW CUCTEMbI B PEXMME «TONbKO NS YTEHUS» HEOOXOANUMO 3anycTuTb docker C NapaMeTpom
--read only:
sudo docker run -it --read-only ubuntu bash
[ocTyn K cMcTeMHbIM BbI30BaM sijpa XOCTOBOMW OMepaulnoOHHON CUCTEMbI peanusyeTcd
orpaHuMyeHneM 3anycka (6rmokMpoBKO BbI3OBOB):
{
"defaultAction": "SCMP_ACT_ ERRNO",
"architectures": [
"SCMP_ARCH_X86_64",
"SCMP_ARCH_X86",
"SCMP_ARCH_X32"
1,
"syscalls": [
]
}

7.2.4. KOHTpOnb LEenoCTHOCTU KOHTENHEepOB U nx obpasoB

KOHTpOnb LEenoCTHOCTU O6BLEKTOB KOHTPOss (06pa3oB KOHTEMHEPOB U UCMONHAEMbIX
¢hansioB KOHTENHEPOB, NAapaMeTPOB HACTPOWMKN CPeaAcTBa KOHTENHepU3aLmn) peanusyeTcs cep-
TUPULNPOBAHHBIMU CpeacTBaMu pernaMmeHTHoOro kKoHTponsa uenoctHoctn AFICK n3 coctasa OC
(cm. [9.4).

[1ns KOHTPONS LEeNnoCTHOCTN 0B6Pa30B KOHTEMHEPOB N UCMOSTHAEMbIX (hanfioB KOHTENHEPOB
HeobxoauMOo nony4nTb 06pas KOHTEMHEPA N NOCTaBUTb Ha KOHTPOSb LIENOCTHOCTU KaTanor ¢
obpaszamn n katanor ¢ kawem, obaBmB B KOHUrypauMoOHHbIN dann /etc/afick.conf B
cekumn file section crnegyroLliye CTPOKU:

LTI E LT L
# file section

HHEFHESHHEEASH
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/var/lib/docker/image ETC
/var/lib/docker/overlay2 ETC

[1ns1 KOHTPONSA LENOCTHOCTN NapaMeTPOB HACTPOWMKN CPEACTBA KOHTEMHEpPU3aLmm Heob-
XO0OMMO B KOHUIypaumoHHbii danmn /etc/afick.conf B cekuum file section gobaBuTtb
dann /etc/docker/daemon. json ANns KOHTpons afick:

HheHHHHFFFFHHH
# file section

FHE#HHHHEEEEES

/etc/docker/ ETC

CUCTEMHBbIN NNAHUPOBLLMK 3aaHMI cron NO3BOMSET BbINOMHATL NPOBEPKY LIENOCTHOCTU
00OBEKTOB KOHTPONSA B NpoLecce 3arpy3ky onepaunoHHON CUCTEMBI.

JNlokanbHoe pearnpoBaHne Ha cobbITUA B aBTO3anycke Ans ceccum nonb3oBaTens obecne-
ynBaeTcH cnyxbon astra-event-watcher n3 coctaBa NoOACUCTEMbI perucTpaumm cobbiTnin n
BbIMOJIHSAET 3a[jaHHOE AeliCTBMe, HanpumMep yBeaomneHve (cum. [6.5). MNepeaaya AaHHbIX BbINOMHS-
eTcsa ¢ ucnonb3oBaHnemM D-Bus. Peanusauusa gencreum ocyuwiectensaetrca mogyrnem KNotifications.
Cnyx6a nony4aeT nHopMauuto ToNbKO O COBLITUSX, ANS KOTOPbIX HACTPOEHO pearnpoBaHue.
Cnyx6a, 3anyweHHasi OT UMeHM onpeaerieHHOro nonb3oBaTessl, pearnpyeT TofbKo Ha Te cobbl-
TUs1, KOTOPbIE HACTPOEHbI ANs AaHHOro nonb3oBaTens. [na atoro cnyxb6a oTcnexmnBaeT curHan,
nepegasaembin syslog-ng no D-Bus BceM 3anHTepecoBaHHbIM NpunoxeHusm. B curHane takxe
nepenaeTcsa CNUCOK MMEH Nosib3oBaTenen u UMeH rpynn, Ans KoTopbix TpebyeTcs peakumna Ha
cobbiTne.

Pernctpaums cobbitmin 6e3o0nacHOCTM 1 onoBeLeHne agMnHUcTpaTopa 6esonacHocTm
cpeacTBa BMpTyanusauumn o cobbiTusax 6e3onacHOCT OCYLLECTBASETCA NOACUCTEMOW perncTpauum
cobbITnit (cMm. [6.5).

LlenocTHOCTb 06pa3oB KOHTEMHEPOB N MAapaMeTPOB HACTPOMKN CpeacTBa KOHTENHEpPU-
3aUnn TaKkKe KOHTPONMPYETCs NyTEM NPUMEHEHNSA LMPOBOMN NOANMUCU — CO34aHMUS 3aMKHYTON
nporpammHoi cpefbl B cootBeTcTBUM ¢ [16.1] [Ins BINONHEHWS KOHTPONS HEOBXOAUMO OT UMEHU
Y4YETHOW 3anMcu agMuHUcTparopa:

1) HacTpouTb 3aMKHYTYH NporpaMmHyto cpeay (cm. [16.1);

2) nony4nTb MAEeHTUMUKaATOp KOHTENHEpPA:

root@Rastra-test:/var/lib/docker# docker inspect nginx | grep Id

3) nognucatb dann KoHgurypaumm obpasa:

/var/lib/docker# bsign --sign --xattr
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./image/overlay2/imagedb/content/<id>

roe <id> — naeHTudurkaTop KOHTENHepa;

4) pobaBuTb MM KOHTponupyemoro panna B /etc/digsig/xattr_control:
sudo echo "var/lib/docker/image/overlay2/imagedb/content/<id>

roge <id> — naeHTU@UKaTop KOHTENHepa;

5) BbINONHUTbL KOMaHAY:

sudo update-initramfs -u -k all
6) BbINONHUTBL Nepesarpyaky.

Mpwn HapyLLUEeHUM LIeNOCTHOCTM 3anyck obpasa KoHTelHepa brokupyeTcs.

7.2.5. Pernctpaumsa coobIiTUN 6€30nacHOCTU, CBA3aHHbIX C KOHTEMHepamMm
Pernctpaumsa cobbitum 6e3o0nacHOCTU, CBA3aHHbIX ¢ obpaszamu U KOHTenHepamu, ocy-
LLleCTBNSETCA NOACUCTEMON peructTpaumm cobbituin (cm. [6.5), a Takke WTaTHBIMKU CpeacTBamm
B CUCTEMHbIe XypHarnbl. CobbiTnamMm 6e30nacHOCTU, CBSAI3aHHbIM C 0bpasamu U KOHTENHepaMu,
npucesamnBalTca MeTkn dockerd _audit.
Mpwn pernctpaumm cobbiTuI, CBA3aHHbLIX C 0bpaszammn n KoHTeNHepamu, ykasbisaetca UID
n nmsa nonb3oarena OC, OT UMEHM KOTOPOro BbINMOMHEHO AaHHOe aencteue. Ecnun gencreme
Obino BbINONHeHO yaaneHHo, To BmecTto UID n nmeHn nonb3oBatens ykasbiBaeTca |P-agpec
KOMMbIOTEPA, C KOTOPOro BhbINOMHEHO AencTeue. Ecnn nHuumatop aencreus B Ton xe OC, yto n
cnyxb6a dockerd, HO He yaanocb onpeaenutb UID nonb3osatens, To BMecto UID 1 nmeHn nonb-
30BaTens ykasblBaeTCA CUMBOS «@». Takke ans cobbiTus ykasbiBaeTCs pe3yribtaT — YCMNeLwHo
nnu HeycnewHo. B cny4yae HeycnewHoro cobbiTUSA yKasbiBAaeTCA NPUYMHA OLLIMOKMN.
Co0bITnst ayTEHTMdMKALUKN NONb30BaTENS, B T.4. HEYCMeLHble MNOMNbITKA ayTeHTUdUKaLmm,
perncTpupyroTcs:
1) B XypHane noacvcTeMbl peructpauum cobbituin (cm. [6.5);
2) B XXypHane /var/log/auth.log.
Pernctpaums cobbiTuin 6€30nacHOCTU, CBA3AHHbIX C BbISIBEHWEM YA3BUMOCTEN B 0Opase
N B KOHTEMHEpPE, OCYLLECTBNAETCH B XXYypHan nogcmMcTemMbl pernctpaumm cobbituin (cMm. [6.5), a Takke
B CUCTEMHbIE XYypHanbl /var/log/daemon.log U /var/log/syslog.log. Peructpupytorcs
cnegyowme cobbITus:
1) 3anyck ckaHupoBaHus (start) ¢ ykazaHmem nytu n ID ckaHupyemoro koHTenHepa/obpa-
3a;
2) pesynbraT CKaHUPOBAHWS:
a) ecnu ysa3BUMOCTb He OOHapyxeHa, To coobLleHne 06 OKOHYaHUN CKaHMPOBaHUSA
(complete) ¢ ykazaHnem nytun u ID ckaHMpyemoro KoHTenHepa/obpasa;
6) ecnn ysa3BMMOCTb OBHapykeHa, To coobLeHne O HeyCnewHOM CKaHMPOBaHUN

(fail) ¢ ykaszaHnem Bepcuu 0O, onepaLMOHHON CUCTEMBI, OBHaPYXXEeHHON YA3BUMOCTH,
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agpeca oTyeta CkaHuMpoBaHus. Ecnu npu aTom 3anyck KoHTerHepa 6bin 3abnoknpoBaH
(knacc 3awuTbl 1-5), TO Takke perncTpupyetca cooblieHne o 6nokMpoBke 3anycka
KOHTenHepa.

Peructpaumsa gencrteum ¢ obpasamm n KOHTEMHEpaMn (CobbITUSE co3a4aHms, MogMduKaLum
N yganeHns obpasoB KOHTEMHEPOB; MOSyyYeHust AocTyna K obpasamM KOHTEMHEPOB; 3anycka 1
OCTaHOBKWN KOHTEMHEPOB C yKazaHMeM NMpU4MHbl OCTAHOBKW; MoandrKauumn 3anyckaemblX KOHTEN-
HEepOB) OCYLLIECTBIISIETCS B XXypHane noAcuUcTeMbl pernctpaumm cobbitum (cum. N B XXypHane
/var/log/syslog.log.

HacTtpoiika cobbiTviA, KOTOpbIE NoanexaT perncTpaunn, 1 pearmpoBaHne Ha HUX CUCTEMBbI
OCYLLIECTBMSETCA C NOMOLLBIO yTUNUThl £ly-admin-events («HacTpovika pernctpauumn cuctem-
HbIX COBbITUI»). OnoBeLLleHne agMuUHMCcTpaTopa 6e30nacHOCTU CpeacTBa KOHTEMHepU3aumm o
cobbITUsAX 6e30MacHOCTM OCYLLECTBMSETCA C UCMONb30oBaHMeM yTunnTbl £ly-notifications

(«LleHTp yBeaomMneHnuii»). OnucaHme yTunuT NpMBeaeHo B SNEKTPOHHOM CripaBke.

7.2.6. UpeHTncpukauma n ayteHTupMKauma nonb3oBartenen

lMepBrYyHas naeHTUdUKaLUMS nonb3oBaTenen cpeacTsa KOHTEMHepM3aUnmn ocyLLecTBnsEeT-
Csl agMMHUCTpaTOpPOM 6e30MacHOCTM cpeacTBa KOHTenHepusauun. oeHtudukaums n ayteHTu-
dukaums nonb3oBaTenen B cpeacTBe KOHTEMHePMU3aLUmm ocyLecTBnseTCa ¢ y4eTom TpeboBaHui
pasgenos OCT P 58833-2020. Mpu Bxoge B CUCTEMY OCYLLECTBNATLCA MAEHTUMUKaLMS 1 Npo-
BepKa NoanMHHOCTWN CyBbekToB JOCTyna npoueaypon ayteHtudukaumm. OnnucaHue npouenypsi
npvBeaeHo B pasgene [2]

XpaHeHne ayTeHTUdMKaUMOHHON MHpopMauum nonb3oBaTenen ocyLecTBAAeTCs C UC-
nonb3oBaHneMm xew-pyHkumm no NOCT P 34.11-94 n no NOCT P 34.11-2012, yto obecneuymsaet
ee 3awumry.

YcTaHoBKa napons nonb3oBaTerns OCyLecTBNSeTCS aAMUHUCTPATOPOM C NOMOLLIbIO rpadu-
Yyeckon yTunutbl £ly-admin-smc («lMonuTtuka 6esonacHocTn»). OnnucaHne yTunutel NpuBegeHo
B 9NEKTPOHHOWM cripaBke.

[Maponb nonb3oBaTens JOSMKEH coaepXaTb He MeHee 8 CMMBOSOB Npu andasnTe napons
He meHee 70 cumBonoB. MakcmansHoOe KONMMYecTBO HeYCrneLlHbIX MOoMbITOK ayTeHTUduKaumm
(BBOOA HenpaBuIibHOrO nNaposs) 4o 6noknpoBkM — 4.

3anperT 3anycka cpeacTBOM KOHTEMHEpU3aLMmM B XOCTOBOW onepaLmMoHHON cUucTeME Npo-
ueccos, obnagatoLmx NpUBMNErnaSMmn agMMHUCTpaTopa MHPOPMaLMOHHON (aBTOMAaTU3NPOBAHHOW)
CUCTEMbI U aaMUHUCTpaTopa 6e30nNacHOCTN MHPOPMALIMOHHON (aBTOMATM3NPOBAHHOW) CUCTEMBI,
OCYLLECTBISIETCS C NOMOLLbIO YTUNUTBLI unshare, NO3BONAIOLLEN peanu3oBaTh:

1) 3anpeT 3anyck NpoueccoB OT MMeHU cynepnornb3oBaTens root;

2) 3anpeT NpocMoTpa NPOLECCOB XOCTOBOW MaLLMWHbI;
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3) HEBO3MOXHOCTb KaKoro-nmbo BrUSIHAS Ha NPOLIECCbl XOCTOBOW MalUMHbI U ApYruX
NPOCTPaHCTB;
4) HEBNUSIHUE MOHTMPOBAHUSA U pasMoHTUpoBaHus ®C Ha cocTaB ApeBa KaTaroros

XOCTOBOW MaLUUHBI.

7.2.7. Pa6ota c Docker B HenpuBunermpoBaHHOM peXxumMme C HeHyreBbIMU MeTKaMu

6e3onacHocTH

7.2.7.1. NMpuHUMN PyHKLMOHMPOBAHUA

KoHTenHepbl Docker B HenpuBunernposaHHom (rootless) pexume (onucaHue pexuma

npueegeHo B PYCBE.10015-01 95 01-1) moryT 6bITb 3anyLleHbl OT UMEHM NOOBOro HENPUBUIETMPO-

BaHHOIO MoJsib3oBaTesid C HeHyJ'IeBOIZ MeTKOM 6e30nacHOCTH KOHTeIZHepa.

MeTka 6e3onacHocTu KOHTGVIHepa BCerga 3agaeTcd 4YeTblpbMAa JECATUYHBIMU HEOTPULIA-

TEeNbHbIMU YKC1aMN, pa3gefieHHbIM OBOETOYUEM!

0:63:0:0

roe

nepBOe YMCII0 — MepapxXn4ecknin ypoBeHb KOHUAEHUNANbLHOCTH;

BTOPOE YMCIO — nepapxmyeckmi ypoBeHb LenoCTHOCTH;

TPETbe YNCIIO — HeMepapxudeckne Kateropun KoHPUAEHUNanbHOCTK;

YyeTBEPTOE YUCNO — 3apes3epBMpoOBaHO ANs 3agaHuda atpubytoB MPL ans dannosbix
06bekToB, 1 B paboTe C KOHTEMHEPaAMN HE NPUMEHSAETCA (cneayeT Bcerga Ucnonb3oBaTb

3HadeHue 0).

[nsi KOHTeHepa B HENPUBUNErMPOBAHHOM PEXMME C HEHYNEeBOW MeTKo 6e3onacHocTu

NPUMEHATCA crneayrline orpaHn4eHnA:

1) 3anyck NpoLeccoB BHYTPU KOHTEMHEPA BO3MOXEH TOMbKO C OAVMHAKOBOM NS BCEX
npoueccoB MeTkon 6e3onacHOCTN, paBHOW MeTKke 6e30nacHOCTU KOHTenHepa (3agaeTtca
Npw 3anycke KOHTENHepa);

2) B MeTke 6e30MacHOCTM KOHTENHEpPA HEHYNEBOW MOXET ObiTb NMMBO TONLKO Knaccmudu-
KaunoHHasa mMeTka, NMMbo TONbKO MeTKa LefIOCTHOCTM (Mpy 9TOM oTpuuaTtenbHaa MeTka
LeNOCTHOCTUN TaKXKe SIBMSeTCS HEHYNEBOW METKON);

3) 4NnA CUCTEMHBIX (hansioB BHYTPU KOHTENHEPA (MCNOSTHAEMbIX, KOHPUIYPaLMOHHbIX U
T.0.) BCeraa Ucnonb3yeTcsl HEHYNeBOW YpOBEHb LIeNOCTHOCTU (Hanpumep, 0:2:0: 0 unu
0:63:0:0), N, COOTBETCTBEHHO, BCerga MUCnorb3yeTcs Hynesas KrnaccugukaunoHHasa
MeTKa;

4) BHYTPW KOHTEWNHEpPa, 3anyLeHHOro B HenpusunernposaHHom pexume, APl PARSEC
He paboTaer;

5) ecnu BHYyTpW KOHTeHepa Heobxoamma paboTa ¢ parnamm ¢ HeHyneBow Knaccuduka-
LIMOHHOWN METKON, TO AaHHble hainbl LOMKHbI FPYNNMPOBATLCA B CNeLmanbHO CO34aHHbIX

KaTtanorax:
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/home/ .pdp/<umsa_mnonb3oBaTesnsa>/<ypoBeHb KOHPUIEHIIMATIBHOCTH> :
<uepapxUueCKU!_ypPOBEHb_IIeJIOCTHOCTHU> : <KaTeropuu KoHuOeHImanbHOCTU> : 0

Mpwn atom:

a) MeTkn 6e30nacHOCTU TaKkMX KaTanoroB MOryT coYyeTaTb HEHYrEBLbIE Kraccudukawm-
OHHble METKN 1N HEHYNEBbIE METKU LIeNOCTHOCTY;

6) npu pabote B pacwupeHHom pexume MKL (strict mode) meTkn uenocTtHocTm
co3gaBaeMbIX BHYTPU 9TUX KaTasioroB oannoBbix O6bEKTOB HacneayT 3Ha4yeHne
METKM LIeNTOCTHOCTW pOAUTENBLCKOro KaTanora.

[nsa xoctoBonn OC KOHTENHEP, 3anyLLEHHbIN B HEMNPMBUIIETMPOBAHHOM peXnNMe, ABMSIETCA
rpynnown npoLeccoB:

1) nmetrowmx MeTky 6esonacHoCcTu cybbekTa, 3anyCTUBLLENO KOHTEMHED;

2) He umeloLWKX NpaB agMUHUCTPATOpPa;

3) paboTtatowmx ¢ Habopom annoBbix 06HLEKTOB, PACNONOXEHHbIX B (danfioBon cucteme

KOHTENHEepa 1 UMeLnX COBCTBEHHbIE METKN 6Ee30MacHOCTMW.

Mpn aTOM Npouecchl BHYTPU KOHTENHepa:

1) 3anyLleHbl OT UIMEHU aaMUHUCTPAaTOPa;

2) MMEIT HEOrpaHMYEHHbIN OOCTYN K 06bekTaM (hannoBon CUCTEMbI KOHTENHepa (3a

NCKITIOYEHNEM BO3MOXHOCTU U3MEHSATb METKM 6e30nacHOCTH).

darnnosble 06bEKTLI B (hansioBon cuctemMe KoHTenHepa (rootFS) cospatotca ¢ meTkomn
©e3onacHOCTK, B KOTOPON:

1) knaccudukaunmoHHas MeTka paBHa KnaccudukaumMoHHON MeTke cybbekTa, 3anycTmB-

LIEero KOHTenHep;

2) MeTKa UenocTHOCTU Bceraa Hynesas.

Mpun aTom Kk npoueccam (cybbekTaM) BHYTPU KOHTEMHEpPA, 3anyLEHHOro B HENpUBUIe-
rMpoOBaHHOM pexume, ByayT npumeHaTbes obwwme npasuna MPL n MKL, xoctoBon OC. Hanpu-
Mep, NPOLeCChl KOHTENHEPA B HENPUBUIIENMPOBAHHOM peEXMME, UMEIOLLLEro MeTKy 6e3onacHoCcTu
1:0:0:0, cMOryT UaMeHsATb hansbl ¢ MeTkon 6esonacHocT 1:0:0:0, yiaTaTb COAEPXKMMOE
dannos ¢ metkon 6esonacHoCT™M 1:0:0:0 unm 0: 0:0: 0).

Mpouecchl (cybbekTbl), paboTatoLime BHYTPpU KOHTEHEPa B HEMPUBUIErMPOBAaHHOM pe-
XUMe, He MOryT M3MeHATb MeTKM Be3onacHOCTU hannoBbix 06BLEKTOB B (hansioBon cucteme
CBOEro KOHTenHepa, T.K. AN KOHTEMHEPOB B HEMPUBUMIENMPOBAHHOM PEXMME HET BO3MOXHOCTH
3anycka c npusunernamm (docker run —--privileged) W, COOTBETCTBEHHO, HET JOCTYNa K
nporpaMmmHoMy nHTepgency Parsec (Parsec API) yepes ParsecFS.

OnuncaHne pabotbl ¢ KoHTenHepamu Docker B HenpmBUIErMpoBaHHOM peXUMe C
HeHyrneBbIMM MeTKaMun Ge3onacHOCTU Takke npuBedeHO B man rootless-helper-astra

man rootlessenv.
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7.2.7.2. YnpaBneHue 3anyCcKoM KOHTEMHepa C HeHyNieBOu MeTKon 6e3onacHoOCTH

[na npepocTtaBneHns BO3MOXHOCTU paboTaTb C KOHTEMHEPaMKU B HENPUBUIErMPOBaHHOM
pexnme OT MMEHM NOoSib30BaTessi C HEHYNeBOW METKOM Be3onacHOCTU credyeT 3anycTuTb Ans
3TOro nosib3oBaTens HeNpuBUNErMpoBaHHylo cnyxby Docker ¢ ykaszaHMeM COOTBETCTBYHOLLEN
METKM 6e3o0nacHOCTH.

3anyck cnyx6bl Ans paboTbl C HEHYNEBOW KnaccuduKauMOHHON METKOMW BbINOMNHAETCS
KOMaHI0oMW:
sudo systemctl start rootless-docker@$(systemd-escape <umsa_nonb3oBaTensa>(@
<meTKa_bHeszomacHoCTH>)

3anyck cnyx6bl 4nst paboTbl C pasnMYHbIMIN KNAacCUUKaALMOHHBIMU METKAMM BbINOSHAET-
Ca KOMaHOown:
sudo systemctl start rootless-docker@$(systemd-escape <ums_nonb3oBaTens>(@
0:0:0:0@privsock)

Npuv 3TOM MCNoNb30oBaHWe drara privsock 3anyckaeT HenpueunernpoBaHHyto cnyxoy Docker
C npusunernen PARSEC_CAP_PRIV_SOCK, NO3BOSISAOLWEN BbINOMHATL KOMaHAbl AN ceTeBbIX
nogknodeHnn (Hanpumep, docker pull) UrHOPUPYA MaHAaTHbIE OrpaHnUYeHns (cMm. (4. 7).

[ns HaCTPOMKM aBTOMAaTMYECKOro 3anycka cnyobl nocne nepesarpy3ky MOXHO BbINOS-
HUTb KOMaHAay:
sudo systemctl enable rootless-docker@S$(systemd-escape <umsa_nonb3oBaTessa>@
<meTka_beszonacHocTu>@privsock)

Mocne 3anycka ons nonb3oBaTensi HenpuBUNErMpoBaHHom cnyxobl Docker BO3MOXHO
BbINonHeHne komaHg Docker OT nmeHn fJaHHOro nonb3oBaTens (HanpuMmep, KonupoeaHne o6pasos
B NONb30BaTeNbCKNe peno3ntopun obpasoB UnNun 3anyck KOHTENHEPOB).

7.2.7.3. KonupoBaHue ob6pa3a B peno3uTopun nonb3oBarens

[na 3anycka KOHTeWHepa Nosfib3oBaTenieM B CECCUMU C HEHYNEBOW KriaccudukaunoH-
HOW MeTKoM TpebyeTca co3gaTbh Nonb30BaTENbCKUN PENO3NUTOPUIA C COOTBETCTBYHOLLIEN METKOW,
cogepxawmim obpasbl.

[ns cosgaHusa nonb3oBaTenbCkux konmn obpasos Docker Heob6xoaMMo:

1) akcnopTupoBaTb 0bpas:

rootlessenv docker save -o /tmp/<umsi_apxuBa>.tar <umsa_obpasza>

OKCNOpPT peKkoMeHAyeTCs BbIMOMHATL B KaTtanor /tmp/, AOCTYNHbLIM ANS YTEHUS] BCEM

nonb3oBaTensaMm;

2) paspelunTb YTEHNE SKCMNOPTMPOBaHHOro obpasa:

a) BCEM MNOJ1b30BaTeENAM:
chmod o+r /tmp/<umsa_apxupa>.tar

6) TOJIbKO YKa3aHHbIM MOJib30BaTENIAM!
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setfacl -m u:<ums_nosnb3oBaTensa>:r /tmp/<umsi_apxuBa>.tar

3) umnopTMpoBaTb 06pa3 C NOMOLLBIO UHCTPYMEHTa pdp-exec, Yka3aB B KOMaHAe NMS

Nnonb3oBaTesisi C HY>XHbIMW MeTKaMn 6e30nacHOCTU (MpY 9TOM LOMMKHbI ObIThb 3anyLUeHb!

HenpuBunernpoBaHHble cnyxbbl Docker ans ykazaHHOro nonb3oBaTensa ¢ COOTBETCTBYHO-

LWMMK MeTkamu 6e30nacHoOCTK):

sudo pdp-exec -u <uMs_IoJsib30oBaTesss> -1 <MeTka_6e3omacHoCTu>

-- rootlessenv docker load -i /tmp/<ums_apxusa>.tar

7.2.7.4. BbinonHeHMe KOMaHA M 3anycK KOHTEMHEPOB B HenpuBUIErMpoBaHHOM
peXxume oT UMeHU nonb3oBaTens

KomaHabl Docker, BbinonHaemMble nonb3oBartenem (Mnv agMuUHUCTPATOPOM OT MMEHWU
nonb3oBaTens) BbIMOMHATCA C METKOM 6e30MacHOCTUN ceccum nonb3oBaTtens (MNn ykasaHHON
aAMUHUCTPATOPOM):

1) Ang 3anycka KOHTenHepa nonb3oBaTenieM U3 CBOEn ceccun (KoHTernHep byaeT 3anyLueH

13 penosmtopmnsa ob6pasoB Nonb3oBaTens, UMEKLLEro MeTky 6e30nacHOCTH, paBHYH METKE

BGesonacHOCTW ceccuu Nonb3oBaTensd, U yHacrneayet aHHY MeTKy 6e30nacHOCTu):

rootlessenv docker run <ums_obpasza>

2) ans 3anyck agMUHUCTPATOPOM 0B0MNOYKM KOMaHAOW CTPOKM KOHTENHEPA, U3 KOTOPOM

MOXXHO BbIMONHATE KOMaHabl Docker oT uMeHn ykaszaHHOro nonb3oBaTesis, BbIMOMHUTb

KoMaHay:

sudo pdp-exec -u <uMs_IoJsb30oBaTensas> -1 <uMeTka_ 6Oe3omacHoCTu>

-- rootlessenv

3) Onsa 3anycka KoHTenHepa agMWHUCTPATOPOM OT MMEHW yKa3aHHOro nosib3oBaTens

BbIMOSTHATL KOMaHAy:

sudo pdp-exec -u <uMs_IoJsb3oBaTens> -1 <umeTka 6es3omacHoCcTu>

-- rootlessenv docker run --rm -ti <umsa_obpaza>

Monb3oBaternb (agMUHUCTPATOP) MOXET CO CTOPOHbI XocToBon OC npuceavBaTb METKU
6e3onacHocTM hannoBbiM 06beKTaM B pansioBO CUCTEME KOHTeNHepa (Hanpumep, 1:0:0: 0 gns
KOH(pmnaeHumManbHbIX Nofb3oBaTeNbCKMX hansioB n 0:2: 0 : 0 AN CUCTEMHbIX (bainoB KOHTENHepa
C BbICOKOW LIENTOCTHOCTBIO).

MecToHaxoxaeHne ¢ansioBon CUCTEMbI KOHTEHepa Ha xoctoBon OC MOXHO y3HaTb
KOMaHOoMm:
docker inspect <umsi_koHTenHepa> | egrep " (Lower|Upper)Dir"

Mpn pabote agMUHUCTPaTopa C KOHTEMHEPOM MOMb30BaTENS AAaHHAA KOMaH4a OOIKHa
BbIMOMHATLCS OT MMEHM NOMb30BaTENS C YKa3aHNEM HY>XHOW METKM 6e30MacHOCTU:
sudo pdp-exec -u <uMsa_IoJb3oBaTesnsa> —-1 <meTka_6Oe3onacHocCTH>

-- rootlessenv docker inspect <ums_xoHTernHepa> | egrep " (Lower|Upper)Dir"

1.7.5



201
PYCB.10015-01 97 01-1

8. SALLUNTA NAMATU

8.1. OyucTtka namaTtu

Anpo OC rapaHTupyeT, 4TO 06bIYHbIA HEMNPUBUEMMPOBAHHbLIN NPOLIECC HE NOMYyYnT AaH-
Hble Yy>XOro npouecca, ecnm 31o 9BHO He paspelueHo NMPL. 3T1o o3HayaeT, 4To cpeactea IPC
KOHTponupytotca ¢ nomolubto MNP, n npouecc He MOXET NONYyYNTb HEOUYULLEHHYIO NaMATb (Kak
onepaTuBHYH, TaK N OUCKOBYHO).

B OC peanunsoBaH MexaHU3M OYUCTKM OCBODOXAAeMON BHeLWHeNn namsatn. MexaHnam
MOXeT ObITb BKNtoYeH npu yctaHoBke OC nytem Bblbopa COOTBETCTBYHOLLErO nyHKTa. [locne
yctaHoBku OC BKIoYeHWE MexaHn3ma ocyluectansietcs B cootseTcTBum ¢[16.5.30]

[ononHuTenbHble BO3MOXXHOCTU MO OYUCTKE OCTAaTOMHOW MHpopMauuu npegocrtaBnsaet
AP0 C ycuneHHon camosawmton hardened. Habop nsameHeHun n napametpos siapa hardened
obecneymnBaer:

- OYUCTKY ocTaTo4yHou nHdopmaumm B sgepHom cteke (STACKLEAK);

- OYUCTKY ocTaToyHOM NHpopmaumm B aaepHom kyde (PAGE_POISONING).

PeanusoBaHHbIn B OC MexaHn3M O4MCTKM 0CBOBOXKAAaeMOM BHELUHEN NaMATU o4YnLaeT
Hencnonbdyemble 6rokm PC HeENOCPEACTBEHHO MPU UX OCBOBOXAEHUN, a TaKXKe OYULLIAET pasgenbl
CTpaHn4yHoro obmeHa. Pabota gaHHOro MexaHmama CHMXaeT CKOPOCTb BbIMNOMTHEHMS onepauunn
yaaneHus u ycedeHusa pasmepa ganna.

[aHHble nobbix yaanaembix/ypesaemblx hannos B npegenax 3agaHHon ®C npensa-
PUTENbHO OYULLIAIOTCA NpeaonpeneneHHon unn ncesgocny4anHon Mackmpyrowen nocregosa-
TeNbHOCTLI0. MexaHM3Mm ABNsieTcsl HacTpamBaeMbiM 1 No3BonsieT obecneuntb paboty ®C OC
(ext2/ext3/ext4/XFS) B ogHOM U3 cnegyowmx pexmmos:

1) ouncTka ocyLLleCTBNAeTCsa nyTeM nepesanncu kaxaoro 6anta B ocBoboxgaemon

obnactn nocpeaCTBOM YETbIPEX CUrHATyp creaytowero eyuga: 11111111, 01010101,

10101010, 00000000. Ncnonb3oBaHMe pexnma BKIOYaeTCs NnapamMeTpoMm secdel B

KOHUrypaumoHHoMm dhanne /etc/fstab ans pasgena ®C, Ha kKoTopom TpebyeTca

oumwatb 6roku namaTn Nnpu nx ocsoboxaeHmn (Hanpumep, /dev/sdal). B cnucok napa-

METPOB MOHTMPOBaHUS AobaBnsieTcs napameTp secdel.

Mpumep
/dev/sdal /home ext4 acl,defaults,secdel 0 2

2) o4ncTKa OcCyllecTBnsieTcs nyteM nepesanncu kaxagoro 6anta B ocBoboxgaemon
obnacTtu nocpeacTBOM YeTbipex curHatyp cregytoulero suga: 11111111, 01010101,
10101010, 00000000. KonnyecTtBO nepesanucen onpenendercsd agMUHUCTPATOPOM.
Mcnonb3oBaHve pexxnma BKNioYaeTcs yCTaHOBKOW 3HadYeHus napameTtpa secdel B KOH-

durypaumnoHHom aine /etc/fstab gns pasgena ®C, Ha koTopom TpebyeTcs ounaTb
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6nokn namat npu nx oceoboxaeHun (Hanpumep, /dev/sdal). [pu yctaHOBKe Yncna
nepesanncen Gonblue YeTblpex CUrHaTypbl NCMNOMb3YOTCA NOBTOPHO. Hanpumep, npu
yCTaHOBKEe 4Yucna nepesanucen, paBHOro 6, NOcCneaoBaTenbHOCTb CUrHATYp, MCMOSb-
3yeMbIX 4514 nepesanncu, umeet crneayowmi sug: 11111111, 01010101, 10101010,
00000000,11111111, 01010101. B cnncok napamMeTpoB MOHTUPOBaHNA fobaBnsieTcs

napameTp secdel=6.

Mpumep
/dev/sdal /home ext4 acl,defaults,secdel=6 0 2

3) ouncTKa OCyLecTBAAETCA NyTEM nepesannucu Kaxgoro 6arta B ocBoboxxgaemom ob-
nacTu NocpeacTBOM YeTbipex NMCeBAOCHyYamHbIX curHatyp. cnonb3oBaHue pexuma
BKItoMaeTcsa napameTpoM secdelrnd B KOHGUIypaunoHHoOM danne /etc/fstab gnga
pasgena ®C, Ha koTopoMm TpebyeTca ounwaTtb Brokn namaTu Npyu Ux ocBoboXaeHUn
(Hanpumep, /dev/sdal). B cnncok napameTpoB MOHTUPOBaHUA obaBnseTcs napameTp

secdelrnd.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd 0 2

4) o4yMCTKa OCyLLeCTBNSIETCS NOCPEeACTBOM nepesanucu kaxagoro 6anta B ocsoboxaa-
emon obnactu nocpeacTBoM MNceBaocnyyarHblx curHatyp. Konndectso nepesanucen
onpeaensieTca agMMHUCTpaTopoM. Vicnonb3oBaHMe pexxMmMa BKITHYaeTCs YCTaHOBKOW 3Ha-
YyeHust napameTpa secdelrnd B KOH(pUrypaumoHHoMm panne /etc/fstab anga pasgena
®C, Ha KoTopoM TpebyeTca oumwiatb Broknm namsaTn Npu mx ocBoboXaeHun (Hanpu-
mep, /dev/sdal). Hanpumep, npu ycTaHOBKE Yncna nepesannucen, paBHoro 6, B CIUCOK

napameTpoB MOHTUpPOBaHUsS fobaensieTcs napameTp secdelrnd=6.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd=6 0 2

BkntoueHne mexaHnama o4YnCTKM BrIOKOB NamsTm npun mnx ocBoboxaeHun B nepBom pe-

XNMMe MOXeT ObITb BbIMNOMHEHO C UCMONb30BaHNEM MHCTPyMeHTa astra-secdel-control,
onucaHHoro B [16.5.30

YcTaHoBKa napameTpa MOHTUPOBaHUA OJ1A OYUCTKU GrokoB namaTn npu mnx 0CBOBOX-

AEHNUN MOXET ObITb BbIMOMIHEHA C UCMNOMb30BaHMEM Fpa(*)l/l‘-IeCKOIZ yTunntbl £ly-admin-smc,

3anyLeHHOW aAMUHUCTPaTOPOM.

[ns BKNHOYEHUS OYUCTKN aKTUBHbIX pa3gernoB CTpaHN4YHOIo obmeHa Heobxoanmo yCTa-

HOBUTb B KOH(UrypaumoHHom danne /etc/parsec/swap_wiper.conf Onsg napametpa

ENABLED 3Ha4yeHue Y.
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Mpumep
ENABLED=Y

BkrtoveHne 04YMCTKM aKTMBHBIX PasgenoB CTPAHUYHOrO 06MeHa MOXeT ObiTb BbIMOMIHEHO
C UCMonb30BaHMEM MHCTPYMEeHTa astra-swapwiper-control, onucanHoro B[16.5.31]

Ans 3apaHus cnucka pasfenoB CTPaHUMYHOTO obMeHa, ANS KOTOpbIX He BbIMOSHAETCA
o4mMcTKa, MOXET ObITb NCMOMNb30BaH NapameTp IGNORE, 3Ha4eH/e KOTOPOro SABMSAETCS CMMCKOM

nepevncrieHHbIX 4epes r|p06en UrHopupyembix pasgenoB CTpaHU4YHOIo obmeHa.

Mpumep
IGNORE="/dev/sdz1l0 /dev/sdzll"

HacTponka o4ncTkn pasgenos CTpaHMYHOro obmMeHa rnpu BbIKITHOYEHUN CUCTEMbI MOXET
OblTb BbINOMIHEHA C UCMNOMb30BaHMEM rpaduyeckon yTunutbl £ly-admin-smc, 3anyLieHHOn

adMUHNCTPAaTOPOM.
8.2. CpeJJ,CTBa orpaHuyeHus npaB AoCTyna K CTpaHMuamMm namMaTu

CpencTBa orpaHMyeHna npae 4OCTyna K cTpaHuuamM namaTu peann3oBaHbl HA OCHOBE
CTaHOapTHbIX BO3MOXHOCTEN s4pa, a Takke Habopa U3MeHeHUn N 0cobbix NapameTpoB sapa
OC (hardened). BkntodeHHble napameTpbl gapa OC npenoctasnalT 3almMTy 3agadam sapa v
npoueccam nonb3oBaTenen Npu 4ocTyne K cCTpaHvuam onepaTtMBHON NaMATn:

3arpeTt 3arnncu B obnacTtb namsaTu, NOMEYEHHY0 KaK UCMNoJTHAeMasn;

3anpeT co3aaHn4a UCnoriHAeMbIX obnacrten namaTty;

3aripeT co3gaHn4d UCrnosiHAEMOro CTeka,

paHgoMU3auunio agpecHoro NpPocTpaHcTBa npolecca.

MpenoTBpalleHre BbINOMHEHNA NPOUN3BOSILHONO Kofa obecneynBaeTcs NyTeM KOHTPONs
AOCTyna K cTpaHuuaMm NamaTtu Mo Tunam: YTeHue, 3anucb, UCMOMHEHNE UK NX KOMOMHaUuu.

MpumeHsaTCa pasnuyHble MeXaHU3Mbl 3aLlUTbl NAaMATU, KOTOPble OCHOBaHbI HA AMYIs-
uum unu annapatHon peanusaunmn NX-6uta (6uta ncnonHeHust Ha ctpaHuuax namsatn) n PCID
(Processor-Context ID — ngeHTUdmKkaTop KOHTEKCTa BbINOMHEHMS), a Takke TexHonormm ASLR
(paHooMM3aumMa pacnonoXeHnsa BUpPTYyanbHOro agpecHoro npoctpaHctea) n KASLR (paHoomusa-
Luna agpecHoro npocTtpaHcTea sagpa). MNpu Hanvyauu annapatHon nogaepxkn NX-6uta n PCID Ha
npoueccopax x86-64 npon3BoanTESNbHOCTb BbIYUCINUTESNTIbHOW CUCTEMbI HE YXYALLAETCH.

Apnpo OC nmeet apxmtekTypy, obecneymBaroLLyto HEBO3MOXHOCTb €ro NepemMeLLeHNs B
hM3nM4eCcKoM aipeCHOM NPOCTpaHCTBE, Npu aToM TexHonorna KASLR 3aget cnyyanHoe cmelleHne
HayanbHOro agpeca BbINOSIHEHUS SApa NPU Kaxaon ero 3arpyske.

TexHonorna ASLR obecnevmBaeTt criydamHbI Xapaktep (paHOOMU3aunio) CMELLEHU
CEerMeHTOB KoAa M JaHHbIX (B TOM YMCe CTeKa 1 Kydn) Npu UCMosib30BaHUN CUCTEMHOIO Bbl30Ba

oToGpaxxeHnst B NamsATb mmap () .
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apaHTusa TOro, YTO aapeca C NPOM3BONbHLIM AOCTYNOM He ByayT OgHOBPEMEHHO AOCTYM-
Hbl Ha 3aMMCb W BbINOMTHEHUE, Ppeann3yeTcsl UCNOSIb30BaHWEM BO3MOXHOCTEN CUCTEMHbIX BbI30OBOB

mmap () MWmprotect ().
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9. KOHTPOIJIb LENNIOCTHOCTHU

[na obecnevyeHns KOHTPONS LENOCTHOCTU (B T.4. KOHTpons uenoctHoctu KC3) B OC

pearnin3oBaHbl:

CpencTBO NofcHeTa KOHTPOrbHbIX CyMM hannos 1 onTudecknx anckos (9.1));

CPEeACTBO NnoAcyeTa KOHTPONbHbIX CyMM cbainnos B deb-naketax (9.2}

CpencTBO KOHTPOMNsi COOTBETCTBMA AucTpmbyTtumay (9.3);

cpeacTBa pernameHTHoro KoHTpons uenoctHocTu (9.4);

cpencrtea co3gaHus u nposepkun 3l (9.5);

cpencTBa co3aHus 3aMKHYyTon nporpammHon cpenbl (16.1)).

[ng peweHnsa 3agay KOHTPONS LEeNoCTHOCTM ucnonb3yeTtca bubnmoteka 1ibgost, B KOTO-
powvi ANs BbIYUCNEHNSI KOHTPOMbHbBIX CYMM peann3oBaHbl (OYHKLUMW XELLMPOBAHUSA B COOTBETCTBUM
c NOCT P 34.11-94, TOCT P 34.11-2012 ¢ anuHon xew-kofa 256 6ut n NOCT P 34.11-2012 ¢
ANMHOM Xeww-koga 512 6uT. o ymonyaHuio ncnonb3yoTes PyHKUMM XELUMPOBaHUSA B COOTBETCTBUM
c NOCT P 34.11-2012. Ncnonb3oBaHue yHkuun B cootsetcTBun ¢ FOCT P 34.11-94 coxpaHeHo
ANs COBMECTUMOCTW.

Bubnnoteka 1libgost ncnonb3yeTcsa B cpeacrTBax NofcveTa KOHTPOSbHbIX CyMM dhan-
NIOB U ONTUYECKUX OMUCKOB, KOHTPOMSA COOTBETCTBUSA OUCTPUBYTMBY N perfnaMeHTHOro KOHTpons

LIeNOCTHOCTU, MOAYNAX ayTeHTUUKaLUN.
9.1. CpeaAcTBO noAcueTa KOHTPOJIbHbLIX CyMM (palyioB U ONTUYECKUX OUCKOB

[na nogcyeTta KOHTPOSMbHbBIX CyMM dhansioB 1 onTudecknx anckos B coctaB OC BKIIOYEH
WHCTPYMEHT KOMaHOHOW CTPOKN gostsum. [Ing BbiBoAa MHGOpMaLMN O CUHTaKCUce gostsum
HeobXo4MMO BbINOMHUTL KOMaHAY:
gostsum -h

CWHTaKCUC UHCTPYMEHTA:
gostsum [KJIOU] ... [DAWI]

MapameTpbl MHCTPYMeHTa gostsum npvBeaeHsl B Tabnuue 4 1]

Tabnuuya 41
MapameTp OnucaHue
--gost-94 YcTtaHaenumBaert, uto byaet ncnone3osaH anroput™ MOCT P 34.11-94

YcTaHaBnmBaer, 4Tto Oyget ucnonb3oBaH anroputm MOCT P 34.11-2012 ¢ pnu-
-—-gost-2012 HOW xeLl-koda 256 6UT (UCNonb3yeTcs B KAYECTBE anropMTtMa no yMonyaHuto,
ecnv anropuTM He 3afaH napaMmeTpom)

YcTtaHaenuBaer, 4to 6yget ucnonb3oeaH anroputm FOCT P 34.11-2012 ¢

--gost-2012-512 ANuHon xew-koaa 512 éut

-b YcTaHaBnmBaeT pasmep 6rokoB, KOTOpbIMU ByAeT cumTbiBaTbCA hann
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OkoHyaHue mabnuusi 41

MapameTp Onuncanue
° 3apgaet vmsa pavina onsg BbIBOAA KOHTPOMNbHOW CYMMBbI (MO YMONMYaHUIO —
CTaHOapTHbIV NOTOK BbIBOAA)
q 3apgaet ums darina ycTponcTea YTEHUS ONTUYECKUX ANCKOB (dhanna ¢ obpa-
30M OMTMYECKOro Aucka) Anst nogcyeTa KOHTPObHOW CyMMbI
-t TecTupoBaHve anropnTMOB NOACHETa KOHTPOSbHbLIX CYMM
TecTupoBaHvne anropnuTMoB nogc4eTa KOHTPOSbHBIX CYMM B MHOTOMOTOYHOM
P cpege
-h [--help] lMokasaTb 3Ty CApaBKy U BbINTK

Mpumep
lMoacyeT KOHTPOSIbHOM CYMMbI ONTUYECKOro AncKa

gostsum -d /dev/cdrom

9.2. CpeacTBO noacyeTa KOHTPOSibHbIX cyMM channoB B deb-nakeTtax

[nsa nogcyeTta KOHTPONbHLIX cyMM hannoB B deb-naketax B coctaB OC BKMOYEH UH-
CTPYMEHT KOMaHAHOW CTPOKN gostsum_from_ deb. [Ing BbiBoga MHpopmMauum 0 cMHTakcuce
gostsum_from_deb He06XOOUMO BbIMOMHUTE KOMaHAY:
gostsum_from deb -h

CWHTaKCUC UHCTPYMEHTA:
gostsum_from deb [gostsum aprywmentr] [-d xaranor] [-p deb-naxker]

MapameTpbl MHCTPYMeHTa gostsum_from_deb npuBeaeHs B Tabnuue [42]

Tabnunua 42
Mapametp OnucaHue
--gost-94 YcTtaHaBnuBaert, 4to byaet ncnone3osaH anroput™ MOCT P 34.11-94
——gost-2012 YcTtaHaenuBaer, 4to 6yaet ucnonb3oBaH anroputm FOCT P 34.11-2012 ¢

ANMHON xew-koaa 256 6uT (No yMoryaHuio)

YctaHaBnuBaer, 4to 6yget ucnone3oBaH anroputm FOCT P 34.11-2012 ¢

--gost-2012-512 ASMHOM Xeww-kogda 512 6ut

gostsum arguments | APrymeHTbl YTUNUTbLI gostsum

3agaet MMmsa KaTanora, cogepxallero deb-naketbl, Ans gannoB KOTOPbIX
BbIYUCIIAKOTCA KOHTPOMbHbIE CYMMBbI

-d kara’sor

3apaet ums deb-naketa, Ans ¢annoB KOTOPOro BbIYUCIIAKOTCA KOHTPOIbHbIE

-p deb-naxker
CYMMb

9.3. CpeacTBO KOHTPONSA COOTBETCTBUA ANCTPUOYTUBY

Cpeﬂ,CTBO KOHTpPOJIA COOTBETCTBUA ,EI,VICTpVI6yTVIBy npenocrtaBndet BOSMOXHOCTb A4

KoHTpons cooteeTcTBus 06bekToB PC OC anctpmbyTtumsy. [1ns obecnevyeHnss KOHTPOssS LenocT-
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HocTn 06bekToB PC OC (B T.4. C3M) B cocTtaB anctpnbytnea BXoanuT hanmn gostsums. txt CO
CMNCKOM KOHTporibHbIX cymm no NTOCT P 34.11-2012 ¢ gnuHon xew-koga 256 6ut ansa Bcex
dannos, BxogsWmMX B NakeTbl nporpaMmm AncTpubytmBa. Ncnonbadyst rpadouyeckyto yTunuTy
fly-admin-int-check, MOXHO NPOBECTU BbIYUCNEHME KOHTPOSbHbLIX CyMM hbannoB cucrte-
Mbl U MPOBEPKY COOTBETCTBUS MONYYEHHbBIX KOHTPOSbHbIX CYMM (0anfioB CUCTEMbI 3TANIOHHBbIM

KOHTPOnbHbIM cyMmmaM. bonee nogpobHoe onnucaHue yTunnTbl CM. B 9NEKTPOHHOW CripaBke.
9.4. CpeacTBa pernamMmeHTHOro KOHTPOSA LefIOCTHOCTH

OpraHusaums pernameHTHoro koHtponsa uenoctHoctn OC, npuknagHoro MO n C3U
obecneuymBaeTca Habopom nNporpaMmHbIX cpeacTB Ha ocHoBe Another File Integrity Checker, npegn-
CTaBrneHHoro naketoM afick. B ykazaHHOM Habope peanu3oBaHa BO3MOXHOCTb ANsi NPOBeAEHMUS
nepunogmyeckoro (C NCNosib30BaHNEM CUCTEMHOIO NIIaHUPOBLLNKA 3a4aHU cron) BblMUCIIEHUS
KOHTPOSbHbIX CyMM (pansioB M COOTBETCTBYIOLLMX UM aTpubByTOB pacLUMpPeHHOW NoaCUCTEMbI
6e3onacHocTn PARSEC (maHgaTtHbIx aTpnbyToB 1 aTpubyTOB pacLUMPEHHOW NOACUCTEMbI NPO-
TOKONMMPOBaHUS) C NOcCneayLWwmuM CpaBHEHNEM BbIYUCIEHHBIX 3HAYEHUN C 3TanoHHbIMK. B yka-
3aHHOM Habope nNporpamMMHbIX CPEeACTB peanu3oBaHO UCMNoNb3oBaHue 6ubnuotekn libgost,
obecneymnBatoLlen NOACHET KOHTPOSbHbIX cyMM B cooTBeTcTBMM ¢ TOCT P 34.11-2012 ¢ annHon
Xell-koga 256 our.

OTanoHHble 3Ha4YeHMS KOHTPOSbHBLIX CyMM U aTpubyToB thannos xpaHatcs B B. daHHas
B[ KOHTPOMbHBIX CyMM 1 aTpMbyTOB MOXET ObITb CO34aHa Npu NOMOLM KOMaHAb!:
afick -1

CosgaHHbIN B pesynbrate BbIMOMHEeHUs KoManabl pann /var/lib/afick/afick sB-
ngaetca bl popmarta ndbm. B channe cogepxutcs Habop CTPOK, B KaX40W CTPOKE yKa3aHO NMS
darna n yepes npoben ero atpmbyTbl U curHatypbl. Bl 3awmwaeTcs cMcTeMon pasrpaHMyeHus
aoctyna.

[na BblYMCNEHNA KOHTPOMbHLIX CyMM MOryT ncnonb3oBatbcsa anroputmbl MDS-Digest n
MOCT P 34.11-2012.

HacTtporika pernaMmeHTHOro KOHTPOrs LIeSTOCTHOCTY BbINOMHAETCA B KOH(PUrypaumoHHOM
danne etc/afick.conf, B KOTOPOM yKasblBaOTCA NyTU K dpannam/katanoram, nogseprae-
MbIM KOHTPOJSIO LIENOCTHOCTU, U NpaBuia KOHTPOsS LEeNOCTHOCTU, NPUMEHSeMbIe K dhannam um
katanoram. NogpobHoe onucaHue danna npueegeHo B man afick.conf.

Mo ymonyaHuio B hanne etc/afick.conf Ucnonb3yTCca cnegyowme npasuna Kox-
Tpons LEenocTHOCTH:

1) npaBuno PARSEC:

PARSEC = p+d+i+n+u+tg+s+b+md5S+mte+t
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roe  p+d+i+n+u+g+s+b+md5+m — crnexeHve 3a BCEMU CTaHA4APTHbIMW aTpmbyTamu
danna n ncnonb3oBaHue xew-pyHkumm MDS-Digest onsa cnexeHns 3a LenocTHO-
CTbIO coaepXnmoro dpannos;
+e+t — KOHTPOMb pacLUMpPEHHbIX aTpnbyToB: MeTKM 6e3onacHOCTK 1 dnaros ayguTa,
COOTBETCTBEHHO.

KoHTponb ACL ocyliecTBnsaeTcs npu yctaHoBke hnara +g;

2) npaBuno GOST:

GOST = p+d+i+n+u+g+s+b+gost+mte+t

rae  p+d+i+n+u+g+s+b+gost+m — cnexeHne 3a BCEMU CTaHAAPTHLIMKU aTpmbyTamum
danna n ucnosnb3oBaHue xeww-gyHkuum NOCT P 34.11-2012 ¢ gnuHon xeww-koga
256 OuT onsa cneXxeHus 3a LEenoCTHOCTLI COAepXXMMOoro hannos;
+e+t — KOHTPOMb pacLUMpPEHHbIX aTpnbyToB: MeTKM 6e3onacHOCTK 1 donaros ayguTa,
COOTBETCTBEHHO.

KoHTponb ACL ocyliecTBnseTcs npu yctaHoBke hnara +g;

B chanine /etc/afick.conf Ha OTAeNbHON CTPOKe 3adaeTca nyTb K dpanny unu Kkatanory

N rpuMeHdemMoe K HeMy npaBunJ1o KOHTPOIA

Mpumep
/boot GOST
/bin GOST
/etc/security PARSEC
/etc/pam.d PARSEC
/etc/fstab PARSEC
/lib/modules PARSEC

/1ib64/security PARSEC

/lib/security PARSEC
/sbin PARSEC
/usr/bin PARSEC
/usr/1lib PARSEC
/usr/sbin PARSEC

B KoHurypaumoHHOM hanne Takke npeacrasrneH psag ONONMHUTENBHBLIX MyTen ¢ npasu-
namum koHTpons. CooTBETCTBYIOLLNE CTPOKM NMOMEYEHbBI 3HAKOM KOMMEHTapusa «#» 1 MOryT ObiTb
aKTMBMPOBaHbI yaaneHnem 3Toro 3Haka.

Mpu 3anycke afick aBToMaTnyeckn Bynet yCTaHOBIEHO exXeHEBHOE 3aaHne s cron.
dann ¢ 3agaHMeM Haxoantca B /etc/cron.daily/afick_cron.

MapameTp report_url:=stdout 3agaeT MecTononoxeHune dganna-oryera.
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B KOH(purypawmoHHOM hainne npuMeHeH nNpoCcTon s3blKk MaKpOCOB, KOTOPbIN MCNOSb3yeTcs
npu onpegeneHu nepeMeHHbIX Ans 3agaHun CUCTEMHOIO NNaHNPOoBLLUKMKA 3aaHnin cron.

Pekomengyetcs ytunuton afick n/vnu cpegctesamm annapatHO-NporpaMMHOro Mogyns
AOBEPEHHON 3arpy3ku obecnednTb KOHTPOSb LIEeNTOCTHOCTU CriefyoLwmx o6beKkToB:

1) dannos obpasos sagpa OC:

/boot/vmlinuz-*

2) dannoB o6pa3oB BpemMeHHOWN hannoBon cuctemsbl, ncnonbdyemon sgpom OC npu

HayanbHOW 3arpy3ke (406aBnsTCA B CMMCOK KOHTPONS LENOCTHOCTU NOCIe BbINOSHe-

HUS BCEX HEOOXoauMbIX onepauur No HacTponke, Tpebywmx obHoBNeHNA obpasos

BpeMeHHOW (hannoBon CUCTEMbI):

/boot/initrd.img-*

3) KOHUrypaumoHHOro hanna MeHio 3arpysynka GRUB 2:

/boot/grub/grub.cfg

4) koHGUrypaunoHHoro ganna, onpeaensoLero NCnosb3yemMbli N0 YMon4aHuio rpadgm-

YeCKUM ONCNNENHBIN MEHeoXeP:

/etc/X11/default-display-manager

5) KOHpurypaumnoHHoro carina HacTporKkn annoBbIX CUCTEM, AOCTYMHbLIX 411 MOHTUPO-

BaHus yepe3 NFS:

/etc/exports

6) KoHdUrypaumoHHoro carna, cogepxawero MUHOpMaLmMo O Pa3fiMYHbIX YCTPONCTBAX

XpaHeHna 1 (hannoBbIX cUCTEMAX:

/etc/fstab

7) danna, cogepxawero nepeyeHb nokanbHbix rpynn OC (gobaBnseTcss B CNMCOK KOH-

TPOns LEeNnoCTHOCTM NOCNe Co34aHnsa BCeX HeobXxoanmbIx rpynn):

/etc/group

8) cueHnapueB onga 3anycka cnyxb6 B katanore

/etc/init.d/

9) KoHdUrypaumnoHHoro carna, onpeaensatoLero napameTpbl paboTbl NEPBOro npouecca

Nnonb3oBaTesibCKOro pexuma init:

/etc/inittab

10) kOHUrypauunoHHbIX hannos, onpegenstowmx nopagok padotsl PAM-mogynen:

/etc/pam.conf

/etc/pam.d/chfn

/etc/pam.d/chsh

/etc/pam.d/common-account

/etc/pam.d/common-account.pam-old

/etc/pam.d/common-auth

/etc/pam.d/common-auth.pam-old
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d/common-password

d/common-password.pam-old

d/common-session

d/common-session.pam-old

d/cron
d/cups

d/cvs

d/dovecot

d/fly-dm

d/fly-dm-np

d/login
d/other

/etc/pam.d/passwd

/etc/pam.d/polkit

/etc/pam.d/samba

/etc/pam.d/sshd

/etc/pam.d/su

/etc/pam.d/sumac.xauth

11) channa, cogepxallero nepeveHb nokanbHbIX nonb3osatenen OC (gobasnseTtca B
CMMCOK KOHTPONSA LENOCTHOCTU Nocre co3aaHns BcexX HeobxoamMMblx nonb3oBaTenen):
/etc/passwd

12) CMMBONMYECKNX CCbIFIOK Ha cueHapun Ans 3anycka cnyx6 B karanorax:

/etc/rc*

13) KOHMUrypauMoHHOro canna, onpeaensaoLwero nepeyeHb TEPMUHaNoB, ¢ KOTOPbIX
cynepnonb30oBaTerlb root MOXET PerMcTpnupoBaTbCs B CUCTEME:

/etc/securetty

14) kOHUrypaumMoHHOro darna, onpeaensoLwero nepeyeHb permcTpupyemMbix obonoyex
B OC:

/etc/shells

15) KOHUrypaumoHHoro gamnna, cogepxallero s3Ha4eH1Msl napameTpoB KOMaHLHOW CTPO-
Kv sapa:

/etc/sysctl.conf

16) mogynewn aapa, Bxoaswmx B nogcmnctemy 6esonacHoctn PARSEC:
/lib/modules/*/misc/digsig verif.ko

/lib/modules/*/misc/parsec.ko

/lib/modules/*/misc/parsec-cifs.ko

C nomouybto KoMaHg 1smod U modinfo MOXHO onpenenuTb nepedeHb Mmoaynen aapa,

noanexalimx KOHTPOs LenoctHocTn cpeactsamu ArNMMAS;
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17) PAM-mogynen B katanore:
/lib/security/pam
18) ucnonHaembix pannoB B KaTanorax (B cnyyae, ecnv B OC He ncnonb3yeTcs 3aMKHY-

Tasi nporpammHas cpega (cm. [16.1)):

/bin/

/sbin/

/usr/bin/

/usr/sbin/

B pexume «MobunbHbii» B kKatanore /usr/sbin/ AOCTYNHbI CLEHapUn pernameHTHOro
KOHTPOIS LeNOCTHOCTMU:

1) astra-mobile-create-int-db — co3gaHme 6a3bl JaHHbIX 3TANIOHHOIO COCTOSIHUSA

cuctembl. Ecnn BkntoveHa oyHKUNA NPOBEPKN LLENTOCTHOCTM CUCTEMbI MPU 3anycke, To

cueHapuii OyaeT BbIMONHATLCA NPU KaKaoM OGHOBNEHUM cnvcka nakeToB (ycTaHOBKe/yaa-

NEHUN NakeToB);

2) astra-mobile-int-check — npoBepka LenocTHOCTU cuctembl. CueHapuin byaet

BbIMOSTHATLCS MPW 3anycke CUCTEMbI, eCnn PYHKLMS NPOBEPKN LIENOCTHOCTU BKIOYE-

Ha. B cnyyae HeygadHou MpoBepKU AeriaeTcs COOTBETCTBYIOLLYH 3anucb B dhanne

/tmp/astra-mobile-int-check.log.

OnucaHne HaCTPOWMKN pernameHTHOro KOHTPOMs LIENOCTHOCTU C nomollbto afick B
rpadudeckom nHTepdence pexnma «MobunbHbIM» NpUBEAEHO B ANEKTPOHHOM cripaBke («[oKy-

MeHTaums — Mpadmyecknin nutepdenc — Pexum « MoBunbHbINY ).
9.5. CepBM1C 3NEKTPOHHOW NoANUCHU

Komnnekc nporpamm mn3 coctaBa OC npenocTaBnsieT CepBUC 3MEKTPOHHOM Nognncu
(C3IT), obecneunBatoLLmMin MHTErpaLmIo C AONOMHUTESNBHO YCTaHaBNMBaeMbIMU CePTUPULNPOBaH-
HbIMU ®CB Poccum cpeacteamu Kpuntorpaduyeckoi sawmTsl nHdopmauum') (CK3W) B uensx
CO34aH1A U NMPOBEPKN YCUNEHHOM KBaNnUOUUMPOBAHHOWN 31EKTPOHHOW MOAMUCH.

BHUMAHUE! C3I1 npegocraBnseTcsa nporpaMmmamMn, yHKLUMOHUPYOLLMMU B YCNOBUAX
NONUTUKN pasrpaHuYeHunst 4OCTyna, He gonyckawuwen ux npumeHeHne cosmectHo ¢ CK3U B
pexunme o6paboTku cBedeHUI, COCTaBNSALWMNX rOCYAapPCTBEHHYIO TalHy.

BHUMAHMUE! Skcnnyataumna CK3U B coctaBe MHOPMALMOHHBLIX CUCTEM AOSMKHA OCY-
LLIEeCTBIATLCA B COOTBETCTBUM C Npasunamu nonb3oBaHus CK3W n ykasaHnamu, onpegeneHHbIMu

B hopmynape (Mnun UHbIX SKCMyaTauMoHHbIX AoKyMeHTax) Ha CK3U.

) He ponyckaeTcst npUMeHeHWe AN 3aluThbl MHOpMaLIMK, coaepXallieil CBefeHNs, COCTaBNSALLME roCyJapCTBEH-

HYIO TanHy.
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C3I obecneunsaet cosnaHune n nposepky A" aneKkTPOHHLIX JOKYMEHTOB B COOTBET-
cteum ¢ TOCT P 34.10-2012 cpeactsamu ceptudmumpoBaHHbix CK3N.

HononHutenbHas nHdopmauus o Hactponke OC n CK3UM gna coBMeCTHOro MCnosib-
30BaHUS, a TakKe BapuaHTbl peannsauumn oTAerNbHbIX peLleHnin NpuBeaeHbl Ha ouumansHOM

nHpopmaumnoHHom pecypce paspabotumka OC https://wiki.astralinux. ru.

9.5.1. MpuHUMN PYHKLMOHMPOBAHUA

C3M? obecneumBaeTcs COBOKYMHOCTHIO COBMECTHO (DYHKLIMOHMPYIOLLMX NPOrpaMMHbIX
komnoHeHToB OC:

1) astra-csp-cryptopro — NporpaMmMHbIi MOAyrb, obecnevmBatomMii NnpegocTas-

neHve C3I1 n3 komaHgHOM CTPOKN U NporpaMMHOro nHtepdenca. Peanuayet yHKUmm

cosgaHua u nposepkn Al 6e3 B3anmogencTeus B rpadmyeckomMm nHTepdence;

2) fly-csp-cryptopro — NporpaMMHbI MOgynb, obecnevmBaroLnin NnpeaocTaBneHme

C3I1 n3 0CHOBHOro MeHto, rpadomyeckoro nHTepdgenca meHemaxkepa pamnos £ly-£fmu

KOMaHgHoOW CTpoku. NMpegocTtaBnseT yHKLUMM co3gaHus u nposepkn Al B rpacdmyeckom

nHTEepdence nonb3oBaTens;

3) libreoffice-astracsp-plugin — paclumpeHue, obecneymBatoLlee npegocTas-

nexHne C3I1 n3 rpaduyeckoro nHtepgenca naketa odpucHolx nporpamm LibreOffice B

npouecce paboTbl C ANEKTPOHHBIMWU JOKYMEHTaMU;

4) fly-csp-preview — pacwupeHue, obecnedmsaroLlee rpaduyeckoe npeacrasneHme

Ha 3NEKTPOHHOM AOKyMeHTe OoTMeTkM 06 3lT;

5) meHemxep cannoB £ly-fm;

6) nakeT odpucHbix nporpamm LibreOffice.

HenocpeacteeHHoe B3anmoaencteme ¢ CK3U (dbopmmpoBaHmne ynpaBnsaoLwmx KOMaHz,
nonyyeHune n otobpaxeHue pesynsrata pabotel CK3U ¢ ncnonb3oBaHveM nporpamMmmbl cryptcp)
OCYLLEeCTBMSET NPOrpaMMHbIA MOAYSb astra-csp-cryptopro.

MporpammHbIi Moaynb fly-csp-cryptopro B Uensax peweHnss pyHKLMOHarbHbIX 3a-
Aady COl1 B3aumogencTeyeT ¢ NporpaMMHbIM MOAyNeM astra-csp-cryptopro U He B3auMo-
aencreyeT HenocpeacTeeHHo ¢ CK3N.

MeHepxep cannoB fly-fm, pacwmpeHue naketa oducHbix nporpamm LibreOffice

libreoffice-astracsp-plugin W pacwupeHne ans podaeneHns oTtmeTtkn o6 3l

) OnekTpoHHas noanuce (B cooteeTcTBUM ¢ N2 63-®3 ot 06.04.2011) — MHOPMAaLMS B SNEKTPOHHOI popme, KoTopasi
npucoeguHeHa K gpyrov MHcpopmaLuum B aNeKTPOHHON hopme (MognucbiBaeMon MHpopmaLuum) unm nHeim obpasom
CBsi3aHa C TakoW UHopMaLmen 1 KoTopas Ucnonb3yeTca Ana onpegeneHns nuua, nognucsIBatoLLEro MHopMaLnio

(ABnNseTcsa pUANYECKU 3HAYMMON).
2) 3pechb 1 fanee B kavecTBe NpUMeEpa NpUBEAeHO onucaHve sB3ammoaeiicteua ¢ CK3U «Kpuntolpo CSP».
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fly-csp-preview B Uenax peweHns yHKunoHanbHbixX 3agad C3l1 B3aMmogencTByoT € npo-
rpaMMHbIM Mogynem fly-csp-cryptopro U He B3anMoAencTBYHT HenocpeacTBeHHo ¢ CK3.

MakeT odumcHbIx nporpamm LibreOffice B3anmogencrsyeT ¢ paclumpeHmem naketa oguc-
HbIX nporpamm LibreOffice 1ibreoffice-astracsp-plugin U He B3anMOAENCTBYET HeEMO-
cpenctBeHHo ¢ CK3U.

B npouecce gyHkumoHnposaHus C3I1 ocyLLecTBNAETCS BbI30B NepeyncreHHbx B [9.5.4
nporpamm n3 coctasa OC ansa npeaBapuTENbHONO MPOCMOTPA ANEKTPOHHbIX AOKYMEHTOB, (hOpMU-
pytoTca ynpasnsatowme komaHabl ans CK3U ¢ uenbto BbidoBa OyHKLUMA NPOBEPKN UM CO3A4AHNUSA
Or, ocywecTBnseTcs otobpaxeHne norny4aemMoro nocre BbiMOMHEHNS Bbl3biBAaeMbIX OYHKLNI
pesynerara.

O6palleHne kK nporpaMMHOMY Moayrnto fly-csp-cryptopro OCYyLEeCTBNAETCA:

1) meHemxepom channoB £ly-£fm (C MCNOMb30OBAHMEM COOTBETCTBYIOLLErO MYyHKTA KOH-

TEKCTHOIO MEHI0);

2) nonb3oBaTtenemM nytTeM MHTEPAKTUBHOIO 3arnycka MpuUsioXXeHusi ¢ UCNnorb30BaHNEM

ocHoBHOro meHo OC («YTunutbl — AnekTpoHHas noanuck Kpuntollpoy);

3) pacwwupeHnem naketa ocducHbix nporpamm LibreOffice, 3anyck KoToporo MHUUMNPY-

€TCs NyTeM Bbl30Ba MosSib30BaTeNEM COOTBETCTBYIOLLErO MyHKTa MeHK rpadu4eckoro

MHTepenca naketa ogucHolx nporpamm LibreOffice.

Ob6palleHne K nporpaMMHOMY MOAYIO astra-csp-cryptopro OCYLWEeCTBNAEeTCS NoMb-
3oBaTtenem nocpeacTtBoM MHTepdenca KoMaHgHOW CTPOKU U NPUKNaaHbIM NporpaMMHbiM obecne-
YeHneM nyTeM 3anycka Ha BbINOSfIHEHNE MPOrpamMMHOro Moaynsa ¢ COOTBETCTBYOLUMN NapamMeT-

pamu.

9.5.2. YcnoBusa npuMeHeHus

B kauectBe CK3U paspewaetca ncnonbsoBatb Torbko Kpuntollpo CSP Bepcumn 4.0 R4
(ncnonHeHna 1-Base u 2-Base), Kpuntollpo CSP Bepcun 5.0 (ucnonHeHns 1-Base n 2-Base) u
Kpuntollpo CSP Bepcun 5.0 R2 (ncnonHeHus 1-Base n 2-Base).

CK3UM Kpuntollpo CSP B ncnonHeHun 2-Base [omkHO MCNonb30BaTbCs C annapaTHo-
nporpaMmMHbIM Mogyrnem gosepeHHown 3arpy3sku (ArNMA3).

Mpun akcnnyatauun CK3W Heobxogmmo cobniogatb TpeboBaHUS U peKoMeHaauumn aKCnny-
aTaumoHHon gokymeHtaumm Ha CK3W, B yacTHoOCTM TpeboBaHUSA No 3awmnTe OT HECaHKLNOHUPO-
BaHHOro 4OCTyna v Mo Kpuntorpadunyeckomn s3auTe, a Takke TpeboBaHMa No nogaepXxnesaeMbiM
CK3W annapaTHo-nporpamMHbIM nnatgopmam. B yactHocTn, npu ncnone3osaHum C3I1 co BCTpo-
eHHbIM CK3W Heobxoaumo npoBegeHue npoBepkn nporpammMHoro obecneyveHus BIOS BBM, Ha
KoTopbIX npegnonaraetcsa yHkumoHnpoaHme CK3UM n C3I1, Ha cooTBeTCTBME METOANYECKUM

aokymeHtam ®CB Poccum B obnactu nccnegoBanum nporpammHoro obecneyenms BIOS.
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KoHTponb uenoctHoctn CK3U 1 C3I aormkeH BbINOMHATLCA C UCMONb30BAHNEM MEXaHU3-
Ma 3aMKHYTOM nporpammHon cpeabl OC unum ¢ ncnonb3oBaHMEM CTaHO4APTHbLIX CPEACTB KOHTPOSS
uenoctHocTn Kpmntollpo CSP.

M3 umcna kKomnoHeHTOB CO3I1 KOHTPOMNO LEMNOCTHOCTM MNOAMEXUT nporpamMmm-
HblM MoOAyNb astra-csp-cryptopro. KOHTpOnbHasi cymma nporpamMmHOro Moayns
astra-csp-cryptopro, paccuntanHHas no NOCT P 34.11-2012 ¢ ucnonb3oBaHnem nporpammbl
nogcyeta KOHTPOSbHbIX CYMM gostsum U3 COCTaBa MU3Lenus:

c38cel23cee3aeaf38793b907e763573

55b78e7407766da35892£d224c555£19

[na nogcyeTa KOHTPOSIbHON CyMMbI C UCMOSIb30BaHNEM gostsum Heobxoanmo Ha pabo-
Yyeun CTaHUWUK NMOA ynpasBneHuem nsaenus BoiMONMHUTbL B KOMaHOHOW CTPOKE:
gostsum <nyTb_K_¢ganny>

MepeyeHb komnoHeHTOB CK3W, noanexalimx KOHTPOsO LIENOCTHOCTU, NPUBEAEH B SKC-
nryataymMoHHON aokymeHTaummn Ha CK3WU.

MogpoBHbIN NOPSAOK HACTPONKM MEXaHM3Ma KOHTPOIS LLeNOCTHOCTM ONUCaH B 3KChsyaTta-

LMoHHON aokymeHTaumm Ha OC n ncnonbsyemoe CK3W.

9.5.3. YcTtaHoBKa

MeHemxep cpannoB £1ly-£fm n naket odpucHbix nporpamm LibreOffice na coctasa OC
yCTaHaBNMBalTCA B COOTBETCTBUN C KCMNyaTaumMoHHom aokymeHTauunen OC.

[ns ncnonesoBaHua CII1 4ONONHUTENBHO B CUCTEME AO0SMKHbI ObITb YCTAHOBMNEHbI Chne-
aylwme nporpaMMHble KOMMOHEHTbI (OnMcaHne KOMMOHEHTOB NPMBEAEHO B M3 cocTtaea
OC:

1) nporpaMMHbIM MOAOYMb astra-csp-cryptopro;

2) nporpaMmHbIN Mogynb fly-csp-cryptopro;

3) pacwwupeHune libreoffice-astracsp-plugin.

[lna ycTaHOBKM NMPOrpaMMHOro Mo4ymnsa U paclumpeHus HeobxogMmo B TepMuHane nocrie-
AoBaTenbHO BbIMOMHUTL CneaylLne KoMmaHabl OT UMEHN adMUHUCTpaTopa:
apt update
apt install astra-csp-cryptopro
apt install fly-csp-cryptopro
apt install libreoffice-astracsp-plugin

lNpu yctaHoBKe pacwupeHus libreoffice-astracsp-plugin nNpoBOAUTCSH MpPO-
Bepka Hannuus B MHPOPMALMOHHOM CUCTEME YCTaAHOBMNEHHOINo MPOrpamMMHOro MoAyns

fly-csp-cryptopro 1 naketa oucHolx nporpamm LibreOffice.
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Mpwn 3anycke nporpaMmHbIX Moaynen £ly-csp-cryptopro M astra-csp-cryptopro
NpOBOAUTCA NPOBEpPKa Hann4na B MIHOOPMaLNOHHON CUCTEME YCTaHOBNEHHOIo NPOrpaMMHOro
obecneyeHus CK3U n naketa odpucHbix nporpamm LibreOffice.

[ononHUTENBLHO BO3MOXHO YCTaHOBUTbL paclumMpeHne fly-csp-preview (onmcaHue
paclunpeHusi npusegeHo B[9.5.1)), BbINonHMB B TepMuHane komaHay oT UMEHU agMUHUCTpaTopa:
apt install fly-csp-preview

[MporpaMmmHble MOgYyNM astra-csp-cryptopro U fly-csp-cryptopro pa3pabotaHbl
Ha s3blke nporpammunpoBaHus Python Bepcuu 3 1 BKkNoyaroT B CBOM COCTaB:

1) ocHOBHOW (hann nporpaMmmbl /usr/bin/astra-csp-cryptopro;

2) hann rpagmyeckon nporpaMmmbl /usr/bin/fly-csp-cryptopro;

3) oononHuTenbHble dransbl " onbnuoTeku B KaTanorax

/usr/lib/python3/dist-packages/astra_csp_cryptopro "

/usr/lib/python3/dist-packages/astra _csp-0.1.0.egg-info;

4) bannbl ¢ ykasaHueM 3HadyeHun napameTposB CIIl1, 3agaBaeMbix N0 YMONMYaHUIO:

a) /usr/share/astra-csp/astra-csp.yaml — obLwime napameTpbl NporpaMmm-
HbIX MOAynewn;

0) /usr/share/astra-csp/fly-csp.yaml — napameTpbl NPOrpaMmMHOro Moay-
na fly-csp-cryptopro;

B) /usr/share/astra-csp/cryptopro/astra-csp-cryptopro.yaml — Mo-
pPSOO0K B3aMMOLENCTBUSA NPOrpaMMHOro Moayns astra-csp-cryptopro ¢ CK3U;
r) /usr/share/astra-csp/cryptopro/fly-csp-cryptopro.yaml — nops-
A0K B3anMogencTBns nporpaMmmHoro mogynsa £ly-csp-cryptopro ¢ CK3U;

5) Apnblk gns 3anycka /usr/share/flyfm/actions/fly-csp-cryptopro.desktop.

®ann /usr/share/astra-csp/astra-csp.yaml COOAepXUT cneayroLine napameTpbl
N UX 3HAYEHUS MO YMOMYaHUIO:

1) makcumarnbHO AonycTuMbin Ans npegoctasneHus C3M ypoBeHb KOHmaeHUMansHo-

CTun:

max_mac_level: 1

2) MakcumanbHoe BpeMsi OXXnaaHus BbinonHeHus 3anpocos K CK3U:

max_csp_time waiting: 30000

3) nepeyeHb pacluMpeHnin ansioB ANEKTPOHHbBIX JOKYMEHTOB, 4SS KOTOPbIX pa3peLLeHo

npenoctasneHne COrl:

file extensions_filter:

extensions: [’/.pdf’, ’.png’, ’'.Jjpg’, ’.html’, ’.xml’, ’.txt’, ’'.odt’,
".ods’, '.odp’, ’'.odg’, ’'.doc’, ’.xls’, ’'.ppt’, ’.docx’, ’.xlsx’, ’.pptx’]
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4) oTkntoveHue (false) unu BKOYEHNE (true) 4ENCTBUS NEpPeYHs, 3a4aHHOro B MyHK-

Te [3) nepeuncnennsa, no ymonuaHmo false:

file_extensions_filter:

enable: false

YcTtaHoBKa 3HayeHus1 false JonyckaeTcs TOMNbKO ANS Lenen TecTMpoBaHus U anpobauun

TEXHUYECKNX peLleHnr ¢ npumeHeHnem C3I1 B MHpOpMaLMOHHOW CUCTEME.

B cpanne /usr/share/astra-csp/fly-csp.yaml NpMBeaeH nepedyeHb mime-Tunos
harinoB aNeKTPOHHbIX LOKYMEHTOB, AN NPOCMOTPA KOTOpbIX ByAeT NpoBeAeHa npeaBapuTenbHas

KOHBepTauusa BO BpeMeHHbIn dann gpopmata PDF:

pdf_conversion_mime_types:

- application/vnd.oasis.opendocument.text

- application/vnd.oasis.opendocument.spreadsheet

- application/vnd.oasis.opendocument.presentation

- application/vnd.oasis.opendocument.graphics

- application/msword

- application/vnd.ms-word

- application/vnd.ms-excel

- application/vnd.ms-powerpoint

- application/vnd.openxmlformats-officedocument.wordprocessingml.document
- application/vnd.openxmlformats-officedocument.spreadsheetml.sheet

- application/vnd.openxmlformats-officedocument.presentationml.presentation

- text/plain

B cnyyae, ecnn mime-tun BblIBpaHHOro danna 3reKTPOHHOro JOKYMEHTa BKITHOYEH B
CMUCOK, onpeaeneHHbIn B hanne /usr/share/astra-csp/fly-csp.yaml, 6yaeTr nposegeHa
npenBapuTenbHas KoHBepTaumsa danna anekTpoHHOro JokymeHTa B oann oopmata PDF.

®ann /usr/share/astra-csp/cryptopro/astra-csp-cryptopro.yaml cogep-
XWUT napameTp, 3agarowmnm agpec NCTOYHUKA JOBEPEHHOIO BPEMEHMU:
time address: ’'http://testca20l12.cryptopro.ru/tsp/tsp.srf’
[aHHbIM UCTOYHMK OONYCTUMO MCMONb30BaTb TOSMbKO AN BbIMNONHEHUS TecTupoBaHua. [pu
akcnnyatauum CO3I1 UCTOYHMK [OBEPEHHOrO BPEMEHM AOMKEH ObiTb 3agaH B dhanne
/etc/astra-csp/astra-csp-cryptopro.yaml (ecnu cann oTcyTCTByeT, TO HeobxoanuMo
co3aaTtb ero) B Ka4ecTBe 3HavyeHusl napameTpa time_address:
time_address: <agpec_HCTOUHHKA_JOBEPEHHOI'O_BpPEMEHH>

BHUMAHMUE! BHeceHune nameHeHun B nobbie dannbl n3 coctaa CIAl, pacnonoxeH-
Hble B KaTanore /usr/, B T.Y. B /usr/share/astra-csp/, 3anpeweHo. Npn Heobxoanumo-
CTW nepeonpenennTb 3Ha4YeHna napameTpoB, 3afaHHbIX N0 yMOnYaHuio B (hannax B Katanore
/usr/share/astra-csp/, TpebyeTca N3MeHUTbL 3Ha4YeHUs1 NapaMeTpoB B hanmnax ¢ aHano-

MMYHBIMM MMEHaMW, PacnoSiOKeHHbIX B kaTanore /etc/astra-csp/ (ecnu cdann ¢ Takum xe

1.7.5



217
PYCB.10015-01 97 01-1

NMEHEM OTCYTCTBYET, TO €ro criegyeT co3aatb). [lepeonpenensaTb 3Ha4YeHNs1 NapamMeTpPoB pa3pe-
LLEHO TONbKO aAMUHUCTPATOPY.

BHUMAHMUE! [Jo6aBneHne B KOHPUIrypaunoHHbIM harn mime-TUnoB, OTIIMYHbIX OT nepe-
YnCneHHbIX, 6e3 NpoBeaeHNs1 AONOMHUTENBHbIX NCCIEeNOBaHUIA 3anpeLLeHo.

Ons N3MEHeHUs napamMmeTpos, yKasaHHbIX B dhannax
/usr/share/astra-csp/astra-csp.yaml U /usr/share/astra-csp/fly-csp.yaml,
Heobxoanumo co3gaTtb doansbl /etc/astra-csp/astra-csp.yaml "
/etc/astra-csp/fly-csp.yaml, B KOTOpbIX TpeOyeTcsa ykas3aTb TOMbKO W3MEHSEMble
napamMeTpbl C HOBbIMW 3HayYeHusMU. [Ons ocTanbHbIX nNapamMeTpoB OyayT MCNoNb30BaTbCA
3Ha4yeHus, 3agaHHbIe Mo yMonyaHuo B dpannax /usr/share/astra-csp/astra-csp.yaml u
/usr/share/astra-csp/fly-csp.yaml.

Takke BO3MOXHO U3MEHUTb 3HAYEHUSI HEKOTOPLIX NapamMeTpoB, yKasaHHbIX B dpannax
/usr/share/astra-csp/astra-csp.yaml U /usr/share/astra-csp/fly-csp.yaml,
C Mcnonb3oBaHMEM rpadmyeckon yTunuTtbl £ly-csp-cryptopro (CM. 3NEKTPOHHY CNpaBKy).
Mpwn atom hbannbl /etc/astra-csp/astra-csp.yaml U /etc/astra-csp/fly-csp.yaml

C U'BMEHEHHbIMN 3HA4YEHNAMU NapamMeTpoB 6y,1:|,yT CO30aHbl aBTOMAaTU4Ye€CKN.

9.5.4. MpocMOTp 3NEKTPOHHOro AOKYMEeHTa

lMpocMOTp AOKYMEHTa Npu co3gaHum 1 NPOBEPKE 3NeKTPOHHOW nognucy npu pabote COIT
OCYLLECTBIISIETCS C UCNOMb30BaHWEM NPOrpamMmMHbIX CpeacTB, BKITOYEeHHbIX B coctaB OC. locTyneH
npeaBapuUTenbHbIN NPOCMOTP ANIEKTPOHHbLIX AOKYMEHTOB, XPaHALLUMXCA B (hannax crnegyromx
dopmaTos:

1) PDF — gns npocmoTpa ncnosnbayetcsa nporpamma Okular;

2) PNG, JPG — gnst npocMoTpa Ucnosnb3yeTcsa nporpaMmma gwenview;

3) HTML, XML — gnsa npocmoTpa ucnonb3yetcs 6paysep n3 coctasa OC, 3agaHHbIN B

KadecTBe BGpaysepa no ymonyaHuio.

[na npegBapuTenbHOro NPOCMOTPA 3NEKTPOHHbIX AOKYMEHTOB, XpaHSALMXCA B hannax
dopmatos TXT, ODT, ODS, ODP, ODG, DOC, XLS, PPT, DOCX, XLSX n PPTX, ocywiecTBnsiercs
X aBTOMaTU4yecKasi npegBapuTenbHas KoHBepTaumsa B gopmat PDF nytem Bbi3oBa cpeacTts M3
cocTaBa naketa oducHbix nporpamm LibreOffice n otobpaxkeHne nonb3oBatento.

lNepeyeHb mime-TMNoB dhanos, npegnonaratoLwmx 41 NpocMoTpa nNnpeaBapuTernbHYHO
KoHBepTaumio B popmaT PDF, 3agaetcs B KOHGUrypaunoHHoM hanne B COOTBETCTBUMN C ONUCAHU-
eM B v npvBeaeH B Tabnuue 43

Tabnunua 43

Mime-Tun cdarna Onucanne

text/plain TekcTtoBbIN AOKYMeHT TXT
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OkoHyaHue mabnuub! 43

Mime-tun cdanna Onwncanune

application/vnd.oasis.opendocument.text TekctoBbI fokymeHT ODT

application/vnd.oasis.opendocument.spreadsheet OnekTpoHHasa Tabnuua ODS

application/vnd.oasis.opendocument.presentation | [Npe3eHTaums ODP

application/vnd.oasis.opendocument.graphics Ipadmuecknn gokymeHt ODG
application/msword TekcToBbI fOKyMeHT DOC
application/vnd.ms-word TekcToBbI fokyMmeHT DOC
application/vnd.ms-excel OnekTpoHHas Tabnuua XLS
application/vnd.ms-powerpoint Mpe3eHTaunsa PPT

application/vnd.openxmlformats-officedocument.

TekcToBbI gokymeHT DOCX
wordprocessingml.document ekero Alokyme oC

application/vnd.openxmlformats-officedocument.

AnekTpoHHasa Tabnuua XLSX
spreadsheetml. sheet P H

application/vnd.openxmlformats-officedocument.

. . MpeseHTauuna PPTX
presentationml.presentation

9.5.5. lpoBepka ypoBHA KOHMAEHLMANbLHOCTU ceaHca

B uensax ncknioveHms ncnonb3oBaHnss CK3W npu o6paboTke nHopmaumm, cogeprallen
CcBeAEeHNs, COCTaBNALLME rOCYAaPCTBEHHYIO TalHy, nepen Havdanom paboTbl BbINOMHAETCA Npo-
Bepka gonyctumoro anga npegoctasneHna C3OIN ypoBHA KOHUAEHUMANbHOCTU NyTEM CPaBHEHNUS
YPOBHSI KOHPUAEHUMNANBHOCTM CeaHca TeKyLero nonb3oBartenst ¢ MakCMMasnbHO AOMYCTUMbIM
3HavYeHneM, 3aaHHbIM B KOHUIypaunoHHOM anse.

MakcumanbHO gonyctumbii ans npegoctaenexHmst COlN ypoBeHb KOHbMAEHUMANBHOCTH
3afaetcs B KOHUrypaumoHHom panne /usr/share/astra-csp/astra-csp.yaml napamer-
pOM max_mac_level, a Takke B rpaduyeckon ytunute f£ly-csp-cryptopro (CM. 3fIEKTPOH-
Hyt0 cnpaeky). 1o ymonyaHuio yCTaHOBMEHO 3HaYeHne max_mac_level: 1 U MOXET ObITb U3Me-
HEeHO agMUHUCTpaTopoM Ge3onacHoCTU. [onNMTMKON ynpaBneHus 4OCTYNOM 1 OpraHn3aumoHHO-
pacnopsanTenbHbIMU JOKYMEHTaMM Mo 3almTe nHdopmaumm obbekta uHpopmaTmsauum (obbekTa
BbIYNCANTENBHOWN TEXHMKN) AOIMKEH ObITb NMPeayCMOTPEH SIBHbIN 3anpeT BHECEHUA U3MEHEHUN
B KOHUIypauUNOHHbIN hann nobbiMn Nonb3oBaTeNnaMm, 3a UCKIIOYEHMEM OTBETCTBEHHOIO 3a
3awnTy nHdopmMmaumm agMmmHucTpaTopa 6esonacHocTu, 3apermctpupoBaHHoro B OC kak npusunie-
rMPOBaHHbIV NOMb30BaTeNb.

B cnyyae, ecnn ypoBeHb KOH(MAEHUMANbHOCTU TEKYLWEro ceaHca Monb3oBaTens
NpeBbIaeT YpOBEHb, 3aJaHHbI B KOHUrypaumoHHom channe, npu 3anycke nporpammbl
fly-csp-cryptopro unm astra-csp-cryptopro 6yaer BbiBe4eHo cooblieHne o6 owmnb-

Ke 1 nporpaMmMa 3aBepLUUT CBOK paboTy.
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10. HAODEXXHOE ®YHKUMOHUPOBAHUE

10.1. BoccTtaHoBneHue OC nocne c6oeB 1 OTKa3oB

OCHOBHbIMU MpUYMHaMK HapyLeHna npouecca yHkumnoHunposaHua C3W OC aenstoTcs
cbon obopynoBaHus, npueBealumne K pasnuyHbim nospexgeHnam OC. K TakoBbiIM OTHOCATCS:
cbou aneKkTponuTaHus, NOBPEXAEHUA HOCUTENEN MHAOPMaLUN (KECTKUX OUCKOB), NOBPEXAEHUSA
coeavHUTENbHbIX Kabenen.

B npouecce nepesarpy3ku nocrne c6osa OC aBTomaTUYeCKM BbINOMHUT NporpamMmmy npo-
Bepku n BocctaHoBneHns ®C — fsck. Ecnun nospexaeHns ®C okaxyTcs He3HaYUTENbHbIMU, TO
ee BbIMOSTHEeHUsA JOCTaTOYHO Ans obecneveHuns LenoctHoctn OC.

B cny4ae obHapyxeHus cepbesHbix nospexaeHnn ®C gaHHas nporpaMmma MOXeT npea-
NOXUTb Nepes3arpy3nTb KOMNbIOTEP B O4HOMOMb30BaTENBCKUN PEXUM U MPOU3BECTU 3aMycK Npo-
rpammbl £sck Bpy4YHY0. ADMUHUCTPATOP, KOHTponupyowmin npouecc 3arpyskm OC, nocne cbos
AOMKeH crefoBaTh MHCTPYKUMAM, BbldaBaeMblM nporpammon £sck. OnucaHue nporpaMmmbl npu-
BegeHo B man fsck.

Mocne 3aBepLieHus 3arpyskn OC cnegyeT NpoBepuTb LENOCTHOCTb PanoB C NOMOLLbIO
nporpamMmmbl KOHTPONSA LENOCTHOCTU. Ecnu B pesynbraTte NpoBepKN HauayTCs NOBPEXAEHHbIE UMK
n3MeHeHHble (annbl, 0COBEHHO B kaTanore /etc n ero nogkartanorax, To cnegyer BOCCTAaHOBUTb

nospexageHHble d)aVIﬂbl n3 p63€pBHOl7I KOonmun. MHCprMeHTbI CO30aHnA pe3epBHbIX Konun u

BOCCTaHOBIEHMSA U3 HUX onucaHbl B fokymeHTe PYCB.10015-01 95 01-1, a takke B[10.1.1|n|10.1.2,

Ecnu cbon npueen K BbIXOAY U3 CTPOS XKECTKMX ANCKOB, TO cneayeT 3aMeHUTb BblllefLlee
n3 ctposi obopygosaHue n nepeycraHosutb OC ¢ DVD-gucka ¢ guctpmbyTmMBoM, a Nonb3oBaTerb-
CKMe OaHHble BOCCTAHOBUTb C Pe3epPBHOMN KOMUW.

Mocne cepbesHoro nospexaeHuss PC, koraa KOMMNbOTEP HEBO3MOXHO nepesarpy3uThb,
CyLLEeCTBYyET BO3MOXHOCTb BOCCTaHOBNEeHUs 6e3 nepeycraHoBkmn OC. [Ina atoro Heob6xoanmo:

1) yctaHoButb DVD-guck ¢ auctpubytmsom OC B ycTponcTBo YTeHnss DVD-anckos;

2) 3arpy3ntb nporpammy yctaHoskn OC ¢ DVD-gucka;

3) B OKHe MPUBETCTBUSA NpPOrpamMMbl YCTAHOBKU BbIBpaTh S3bIK YCTAHOBKU (PYCCKU Un

AHITIMACKNN);

4) B OKHe NPMBETCTBMSA NPOrpamMmbl YCTaHOBKM BblOpaTh «PexXnumM BOCCTaHOBNEHNS;

5) B okHe «[!!] JlnueHsna» noaTBepAnTb cornacue € JIMUEH3NOHHBIM CornalleHnem;

6) B okHe «[ ! ] HacTponka knaBuatypbl» BblbpaTb HACTPOMKM NEPEKIIOMEHNSA pacKnaakm

KnaBuaTypbl, NOCe Yero NnporpaMmon ycTaHoBK/ ByaeT BbinonHeHa nposepka obopyao-

BaHWS N NepBUYHAs 3arpyska nporpamm;

7) B okHe «[!] HacTpovika ceTu» 3agatb MMSA KOMMbioTEPA (MOXHO YKasaTb NPOU3BOSIbHOE

NMSI KOMMbOTEPA, HAaCTPONKKN BoccTaHaBnmBaemon OC He naMeHsTcs);
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8) B okHe «[ ! ] HacTpowka BpeMmeHu» BbibpaTb YacoBOW MOSC;
9) B OKkHe «[ ! ! ] BonTu B pexxum BOCCTaAHOBIEHUSA» NOCeL0oBaTelbHO BbINONHUTL crieqy-
oLune waru:
a) BblbpaTb NYyHKT «He ncnonb3oBaTb KOPHEBYIO (DANMOBYIO CUCTEMYY;
6) BbIOpaTb CrneayrLy onepauuio pexnmMma BOCCTaHOBNEHUS: «3anyck 000MnoYku B
paboyen cpege nporpaMmmbl YCTaHOBKNY;
B) HaxaTb Ha KHOMKy [<Mpoaonkntb>].
Byget BbINOMHEH Nepexod B peXXnumM KOMaHOHOW CTPOKM NoA yrpasneHneM sapa, 3arpy-
XeHHoro ¢ DVD-gucka;
10) onpegenuTb UMA pasgena, B koTopbln 6bina yctaHosneHa OC, Ans 3Toro BbIMNOMHUTL
KoMaHAay:
blkid
Ha akpaHe MOHWUTOpa AOmKHa NOABUTLCHA MHpOpMaLmMs O pasfenax XecTkoro aucka (ecnu
B pesyrnbraTe BBOAA KOMaHAbl HA 3KpaHe MOHUTOpPa HeT UHopMaLumn O pasgernax gucka,

TO noBpexaeHmsa CIMMLKOM CePbe3Hbl U Heobxoguma nomnHas nepeycraHoBKa CI/ICTeMbI).

Mpumep

BbiBOA BbiNoONHEHUst KOMaHabl blkid

/dev/sdal: UUID="bc485787-ef37-431c-8c8b-401055066c99" TYPE="ext4"
PARTUUID="9492e90e-01"

/dev/sdab5: UUID="e8987cad-eel6-427a-a768-a%aa896b048c" TYPE="swap"
PARTUUID="9492e90e-05"

/dev/sr0: UUID="2021-06-11-12-41-04-00" LABEL="Astra Linux"
TYPE="1s509660" PTUUID="66c613b0" PTTYPE="dos"

B npueegeHHom npumepe OC 6bina yctaHoBneHa B pasgen /dev/sdal,;
11) 3anycTUTb aBTOMaTUYECKYO NPOBEPKY M BOoccTaHoBNeHne ®C, BbINOMHMB KOMaHAY:

fsck.ext4 -p -f -c /dev/<umsa pasgena>

Mpumep

BbIBO,EI, BbINONHeHUa kKomaHabl fsck

/dev/sdal:Updating bad block inode.

/dev/sdal:318177/2297456 files (0.2% non-contiguous), 4157309/9186816
blocks

12) nocne npoBepku HaxaTb kKoMmBuHaumo knasuw <Ctrl+D> n nseneys DVD-guck ¢
anctpmnbytnsom OC n3 yctponctea yteHus DVD-gucKoB;
13) B okHe «[ ! | ] BonTu B pexum BoccTaHoOBMNeHUA» BblbpaTb NyHKT «[llepesarpyska

CUCTEMbI».
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10.1.1. Komnnekc nporpamm Bacula

Bacula obecneunBaeT nogaep)xKy CoOXpaHeHusi pacluMpeHHbIX aTpubyToB KaTanoros n
¢annos n, Npu He0BXoANMOCTH, UX NOCneayrLee BOCCTaHOBMNEHNE.

OnucaHue komnnekca nporpamm Bacula, a Takke ero yctaHOBKM 1 HAaCTPOWKK NPUBEAEHO
B gokymeHTe PYCB.10015-01 95 01-1.

BHUMAHMUE! [1nsa BocctaHoBneHus oobektoB PC ¢ yCTaHOBNEHHBIMW MaHAATHbIMK aT-
pnbytamm Heobxoanmo 3anycTuTb KOHCOSb ynpaeneHus Bacula ¢ PARSEC-npusunernen 0x1000
(PARSEC_CAP_UNSAFE_SETXATTR). NpuBunerns moxet 6biTb NofyyYeHa C UCMNONb30BaHMEM
YTUNUTbI execaps:
sudo execaps -c 0x1000 -- bconsole

BHUMAHMUE! Nocne BoccTtaHoBNeHus o6bektoB PC ¢ yCTaHOBNEHHbIMWU MaHOAATHLIMU
aTpubytamm HeobxoaMMO BbINOMHUTL NepeMoHTUpoBaHne C, B KOTOPOW BOCCTaHABIMBANUCh

06bekTbl, unu nepesarpy3ntb OC.

10.1.2. YTunuta apxmBupoBaHusa tar

BHUMAHUE! Pa6oTta ¢ maHgaTHbIMK aTpubyTamun n atpubytamm aygurta npu UCnosib-
30BaHWM PasnNUYHbIX YTUMUT CO30aHUSA pe3epBHbIX KOMnui TpebyeT NCnonb3oBaHNA napameTpoB
COXpaHeHMs pacLUMpeHHbIX aTpubyToB (Kak npaBuno Buga —xattrs).

BHUMAHMUE! lNepen BoccTaHOBNEHNEM MaHOATHbIX aTpnbyToB (hannoB N3 pe3epBHbIX
Konui HeobxogMMo OT MMEHM YyYETHOW 3anncu agMMHUCTPATopa BbIMOMHUTL KOMaHAY:
echo 1 | sudo tee /parsecfs/unsecure_setxattr

BHUMAHMWE! [1na BoccTaHOBNEHM MaHAaTHbIX aTpnbyToB hannoB M3 pe3epBHbIX KONWI
npouecc gormkeH nmetb PARSEC-npusunernio 0x1000 (PARSEC_CAP_UNSAFE_SETXATTR).
MpuBunerna Moxet BbITb NOMyyYeHa C UCMOSb30BaAHNEM YTUIUTbLI execaps:
sudo execaps -c 0x1000 -- tar

BHUMAHMUE! BoccTtaHoBneHne paclimpeHHbIX atpnbyToB hannos ¢ CNofnb30BaHNEM
unsecure_setxattr BO3MOXHO TOSMbKO B crniy4yae, ecnv atpubyTbl BOCCTaHaBNNBAKOTCA C No-
MOLLbIO CUCTEMHOIO BbI30Ba setxattr NyTemM yCTaHOBKM aTpubyTta security.PDPL. Mcnonb-
30BaHMe unsecure_setxattr He BAUSET HA BO3MOXHOCTb N3MEHEHUS MaHO4aTHbIX aTpnbyToB
¢dannoB CUCTEMHbIMU Bbl3oBaMUu pdpl_set path, pdpl set fd.

lMocne BoccTaHOBNEHUSA U3 pe3epBHbLIX KONu hannoB ¢ MaHgaTHbIMK aTpubyTammn Heob-
XOAWMO BbINOSHUTL KOMaHAy:

echo 0 | sudo tee /parsecfs/unsecure setxattr

Mpumep
Wcnonb3oBaHne tar, npu KOoTopom OyayT BOCCTAHOBMEHbI paclUMpeHHble aTpubyTbl

KaTtasoros u1 cba|7|nos, BITOXXEHHbIX B apXUB.
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[1o0 ncnonb3oBaHus YTUINMNTbI OOJTKEH ObITb cO3aaH nonb3oBartenb userl, Ansg KOTOpOro
3alaHbl MaHOaTHbIE anI/I6yTbI, N nonb3oBaTtesib AOJKEeH BbIMNOJNIHUTbL BXO4 B CUCTEMY.

Cospatb OT UMEHN yquHoﬁ 3anncn agMnMHNCTpaTopa apxXxmB AoOMaLLHEro Kartarnora norsb-
3o0Bartesid ¢ NOMOLL b KOMaHAbI:

sudo tar --xattrs --acls -cvzf /opt/home.tgz /home/.pdp/userl

rge —-xattrs — BKIKOYAET NOAAEPXKKY paclUMpeHHbIX aTpubyToB;
—acls — Bkntodaet nogaepxky POSIX ACL;
-cvzf — obecneymBatoT, COOTBETCTBEHHO, CO3[jaHMe apxumBa (create), BKMOYEHNE peXMMa
oTobpaxeHuns obpabaTbiBaeMbIx pannoB (verboze), NpUMEHeHWe MeToda cxatus (gzip),
yKkasaHue panna (file);
/opt/home.tgz — 3agaeT MeCTO PacnosioKeHNs CO30aHHOMO apXmBa 1 ero UMsi;

/home/ .pdp/userl — onpenenseT karanorn unn dannsl Ans 4odaBneHns B apxms.

Mepen BoccTaHOBNEHWEM HEOOXOAMMO BbIMONHUTL CEaYHOLLYI0 KOMaHAy, yCTaHaBnmBat-
LLYIO ANA napameTpa 3almTbl panroBon cuctemsl /parsecfs/unsecure_setxattr 3HaYyeHune
«1», paspellatoLiee nNpUMMeHATb NpuBunernio PARSEC_CAP_UNSAFE_SETXATTR:

echo 1 | sudo tee /parsecfs/unsecure_setxattr
BbINoOnMHNTL BOCCTAHOBIIEHNE C MOMOLLLI KOMaHAbI:

sudo execaps -c¢ 0x1000 -- tar --xattrs

--xattrs-include=security. {PDPL,AUDIT, DEF_AUDIT}

--acls -xvf /opt/home.tgz -C /opt/home2/
roe -—-xattrs-include=security.PDPL,AUDIT,DEF AUDIT — onpegenser noaknkwoyae-

MbIl LWABMOH BOCCTAHOBNEHUS PaCLUMPEHHbIX aTpubyToB (MaH4aTHbIX aTpubyToB, aTpmby-

TOB ayauTa n atpmbyToB ayguTa no yMOnNYaHuio) Ang Knya xattrs;

-xvf — obecneynBaeT, COOTBETCTBEHHO, N3BMNeYeHne n3 apxmea (extract), BKNOYEHME

pexuma otobpaxeHusi obpabaTbiBaeMbix pannoB (verboze), ykasaHue anna (file).

Mocne BoccTaHOBNEHUSA HEOOXOAMMO BbIMOMHUTL KOMaHAy, YyCTaHaBNUBAIOLLYHO 3anpeT Ha
npuMeHeHne npmeunermn PARSEC_CAP UNSAFE_SETXATTR (Hactporika OC no ymon4aHuio):

echo 0 | sudo tee /parsecfs/unsecure_setxattr
[lononHuTenbHas nHopmaumsa no komaHae tar npmeegeHa B PYCB.10015-01 95 01-1.
10.2. BocctaHoBneHune CYB]] PostgreSQL nocrne c6oeB n otkasoB

Bo n3bexaHne notepb AaHHbIX B[] PostgreSQL gosmkHbI perynsipHo apxXxmBmpoBaThbCS.

B cnyyae BO3HUKHOBEHUS OWMBOK B XpPaHALMXCA OaHHbIX, HApyLUEeHUs LLernoCTHOCTH,
UnNu B criydae nporpamMmmMHoro n/unu annapatHoro c6osi cepsepa bl HeobxoamMmo nposegeHne
npoueaypbl BocctaHoBneHna B. [Npn aToMm, B 3aBUCUMOCTU OT TSXKECTU NOBPEXAEHUN MOXET

OCYLLIECTBNATLCS Kak COXpaHeHue cyLecTBytoLlero knacrtepa b1, ¢ nocnegyowmm ero BoccTa-
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HOBEHMEM, TaK N BOCCTAHOBMNEHNE M3 pe3epBHbIX KOMWUIA, CO30aHHbIX B MpoLecce perynsapHoro
npoBeaeHns pernameHTHbIX paborT.

B PostgreSQL cyuiecTtBytoT Tpu pbyHAaMEHTanNbHO OTAMYalLWNXCA NOAX0AA K pe3epBHOMY
KOMMpPOBaAHMIO OAHHbIX:

- SQL-pamn;

- pesepBHOe KonupoBaHue Ha ypoBHe ®C;

- HenpepbIiBHOE apXUBMPOBaHUE.

Bonee noapobHoe onvMcaHme 3TUX METOAOB U Npoueayp KONMpoBaHUS U BOCCTAHOBIEHUS
npueeneHo B gokymeHTaummn Ha CYB[] PostgreSQL B nakeTe postgresqgl-doc-x.x.

CYB[] PostgreSQL cogepxuT psag cTaHOapTHbIX CPenCcTB pe3epBHOr0 KOMMpPOBaHUS
n BocctaHoBnenns BM. K Hum oTHocaTes ytunutel pg_dump (10.2.2), pg_dumpall (10.2.3),
pg_restore N, B TOM Yncne, UHTEpPaKTUBHbIA TepMUHaN psgl, C MOMOLLbIO KOTOPOro

MOryT OblTb BOCCTAHOBIEHDI pe3epBHblEe KOM1Mn, coxXxpaHeHHble B BUAe CLueHapud SQL.

10.2.1. Co3paHMe M BOCCTaHOBIIEHME pe3epBHbIX KOMuUA ©6a3 p[aHHbIX C
MaHAaTHbIMU aTpubyTtammu

[ns cosgaHus M BOCCTAHOBIIEHUS pe3epBHbIX KOMU 6a3 AaHHbIX C MaHOaTHbIMU
aTpubytammn Heobxoaumo, 4Tobbl nonb3oBaTenb MMen npuBunernn PARSEC_CAP_ SETMAC,
PARSEC_CAP_CHMAC.

B cny4yae cosgaHusa pesepBHOM KONMUU HEOBXOAMMO Ha3HaYUTb MakCUMarbHYK METKY Ha
KaTanor, B KOTOpbI ByaeT Bbirpy>keHa 6a3a gaHHbIX (4189 Ha3HadYeHnsa METKN Ha dbain Konum).

B cnyyae BoccTaHOBNEHNA MOMUMO yKa3aHHbIX NPUBUNErnin TpebyroTca npasBa agMUHU-
cTpaTopa B 6a3e gaHHbIX (4Ns co3A4aHMs OObEKTOB U HA3HAYeHUs MaHOaTHbIX aTpubyToB).

[ns BoccTaHoOBNEHMS Konun 6asbl AaHHbIX C MaHOaTHbIMK aTpnbytamn B apyron 6ase
JaHHbIX HE0OX0AUMO:

1) Ha3Ha4YMTb MakCcMMarbHYK METKY Ha KaTanor, B KOTOpbI ByaeT NpoBOANTLCS BbIrpy3ka

pe3epBHOMN Konuu;

2) cosgaTtb pe3epBHY KOMUIO MCXO4HOW 6asbl JaHHbIX OT MMEHU NONb3oBaTeNs C NpUBU-

nervamm PARSEC CAP SETMAC n PARSEC _CAP CHMAC.

3) Ha ueneBoM KnacTepe Has3Ha4yMTb MaHAaTHble aTpubyTbl Ha KnacTep;

4) BOCCTAHOBWUTb pPe3epBHYD KOMUKO B6a3sbl JaHHbIX C MOMOLLBIO KNneHTa psql (ecnu

pe3epBHasi Konusa caenaHa B TEKCTOBOM BWMAE) UM C MOMOLLBIO pg_restore (ecnu

pe3epBHas Konusa caenaHa B OMHapHOM BMAE) OT MMEHW NONb3oBaTens agMnHucTpaTopa

6a3bl AaHHbLIX C NpuBMIernsMm PARSEC_CAP_SETMAC n PARSEC_CAP_CHMAC.

MpumeyvyaHns:
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1. YTunuta pg_dump, noctaensemas Bmecte ¢ CYB/[l Bepcumn 11, BbIrpy>kaeT KoMaHgbl
NO yCTaHOBKE KOMMEHTapMeB, METOK 6€30MacHOCTM N Ha3HAYEeHMIO MaHAAaTHbIX aTpubyTOB
B CreagyrouwemM Buae:

COMMENT ON DATABASE CURRENT_DATABASE IS ’xoMmMeHTapui’ ;

SECURITY LABEL ON DATABASE CURRENT_DATABASE IS ’'...’;

MAC LABEL ON DATABASE CURRENT DATABASE IS '...’;

MAC CCR ON DATABASE CURRENT DATABASE IS ’...';

Takas pesepBHas Konusi MOXeT BbITb BOCCTAHOBMEHA C YCTAHOBKON KOMMEHTapueB, METOK
6e3onacHOCTN U MaHOaTHbIX aTpMbyToB B Xenaemyto 6a3y faHHbIX.

2. [Ina BOCCTaHOBMEHUS pPEe3EpPBHbLIX KOMUA ©0a3 [aHHbIX, CAenaHHbIX B npenbl-
aywmx Bepcusix, B CYB[ Bepcum 11 HeobxogMmo YyCTaHOBUTL MNapameTp
ac_auto_adjust_macs = true;

3. [ns nepeHoca knactepa ¢ npeabiaywmnx sepcuin CYB[] Ha Bepcuto 11 Heobxogmmo
BOCMOS1b30BaTbCS YTUNNTaMn pg_upgradecluster UnNu pg_upgrade (CM. JOKYMEHT
«OnepaunoHHas cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition» Pyko-

BOACTBO agMunHUCTpaTopa. HacTb 2»).

10.2.2. pg_dump

[na cosgaHus pesepsHon konuu B B BUAe danna B TEKCTOBOM UK ApYyrMx doopmaTtax

ncnonb3yeTcs yTunuTa pg_dump, KOTOpasi co3aaeT CornacoBaHHyo Konuto, gaxe ecnu B[, uc-

nonb3yeTcs, Npu 3TOM AOCTYN K HEN ApYrux nonb3oBaTtenen (Kak YnTaloLmx, Tak 1 NULyLmX) He

onokupyeTcs.

P63€pBHaFI KOMunda MOXET co3daBaTbCA B BUAE CUeHapua Uin B d)opmaTax yrnakoBaHHOIo

darina. CueHapuii pe3epBHOI KONy nNpeacTaBnseT cobol TEKCT, coaepXaluuii nocrnegoBaTenb-

HocTb SQL-komaHa, HeobxoauMblx Ans Bocco3ganust bl 4o cocTosiHMA, B KOTOPOM OHa Gbina

coxpaHeHa. [1nsi BOCCTAaHOBMNEHMS U3 CLieHapUsi OH NofaeTcs Ha BXxoA yTunutel psql. CueHa-

p|/||7| MOXET ObITb MCNOSb30BaH Af1si BOCCO34aHus B[ Ha OPYrom cepBepe Ui apxXnTektype n c

HebonbWnMKN n3meHeHnamun Ha apyrmux CYB/.

CuHTakcuc:

pg_dump [OPTION]... [DBNAME]

OnvcaHne OCHOBHbIX NapaMeTpoB pg_dump NpuBefeHo B Tabnuvue [44]

Tabnuuya 44
MNapameTp OnucaHue
-f, --file=FILENAME Mms BbixogHoro danna
dopmar BbiIxogHoro danna (Nonb3oBaTeNbCKUN, tar, TEKCTO-
-F, —--format=c|tlp o
BblIi1)
-v, --verbose Pexxum BbiIBOga Bcex coobOLLEeHU
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OkoHyaHue mabnuusi 44

MapameTp OnucaHune

-Z, --compress=0-9 YpoBeHb cxatusi 4ns opMaToB CxaTus

3aBepLlueHne owmnbkon nocne oxmnagaHna TIMEOUT ans 6rnoku-

—-lock-wait-timeout=TIMEOUT
pPOBKM Tabnuupl

) NcknounTe 13 BbIFPY3KM BbIBOA4 KOMaHg MAC LABEL U
-—-disable-macs

MAC CCR
--help BbiBeCTM cnpaBky 1 BbINTH
--version BbiBECTM MH(OPMaLNIO O BEPCUUN U BbIATH

Ecnn He ncnonbayetca -£/--file, SQL-cueHapun 6yaet HanpaeneH B CTaHAAPTHbIV

BbIiBOA.
[MapameTpbl yCTaHOBKM coeguMHEHUs NpuBeaeHbl B Tabnuue
Tabnuua 45
MapameTp OnuncaHue
-h, --host=HOSTNAME Uma cepsepa B[] nnu katanor coketos
-1, --database=DBNAME | YkasaTb anbrepHaTuBHyto B[l — wabnoH
-p, --port=PORT Homep nopta cepsepa b/l
-U, --username=NAME CoeanHnTbCs Kak ykasaHHbIW nonb3oBaTenb
-w, —--no-password He 3anpawwueaTtb naposnb
W, --password QK[I)AV)IHyD,VITeJ'IbeIVI 3anpoc napons (4OmMKeH NPOMCXOAMTb aBToMaTuye-

Ons nony4veHund NoSTHON I/IH(bOpMaLI,I/II/I 0 cnocobax nucnonb3oBaHnA yTUnnTbl pg_dump

CM. PYKOBOACTBO man And yTUNnT pg_dump M psqgl.

10.2.3. pg_dumpall

Ytnnuta pg_dumpall MCNONb3yeTcsa ANs Co3naHus pe3epBHON KOMUM BCEro Krnactepa B
BUAE CLeHapus.

Cuenapun cogepxut SQL-komaHabl M MOXeT ObiTb NogaH B AanbHEWWeM Ha BXOA4
yTUNuTbl psql Ansa BocctaHoBneHus. Onepaumsa ocyLLeCcTBAsIETCA nocneaoBaTesibHbIM BbI30BOM
yTMnnThl pg_dump Ana kaxgon bl knactepa. Kpome a1oro, pg_dumpall coxpaHsieT rnobanbHble
00bekThl, eauHble Anga Bcex bl (pg_dump NnogobHble 06beKTbl He coxpaHseT). [laHHble 00bEKThI
BKNIOYalOT B ceba MHgopmaumio O nonb3oBaTensx U rpynnax v Takue CBOMCTBA, Kak: npasa
[ocTyna, npuMmeHsieMmble ans Bcex bl B uenom.

CuHTakcuc:
pg_dumpall [OPTION]...

Onuum obLero xapaktepa npuseseHbl B Tabnuue [46]
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Tabnuuya 46

Onuwms OnucaHue

-f, --file=FILENAME Mms BbixogHoro channa

3aBeplueHre owmnbKoi nocne oxugaHmsa TIMEOUT Ans Grnoku-

--lock-wait-timeout=TIMEOUT
pPOBKM Tabnuubl

--help BbiBECTM cnpaBky 1 BbINTH

--version BbiBECTM MH(OPMaLINIO O BEPCUUN U BbIATH

Onuumn ycTaHOBKN COeQMHEHUs aHanornyHbl kKomaHae pg_dump (cM. Tabnuuy 45).
[ns nony4eHns nonHom nHdopmaumm o cnocobax NCNonNb3oBaHUSA YTUNUTbl pg_dumpall

CM. PyKOBOACTBO man A YTUNuT pg_dumpall U psql.

10.2.4. pg_restore

[lns BoccTaHOBNEHUs apxXMBOB pe3epBHbIX Konun B, Nofy4eHHbIX C MOMOLLLIO YTUNTBI
pg_dump, UCNonb3yeTcs yTunuTta pg_restore. OHa BbINOMHAET KOMaHAbl, Heobxoaumble Ans
Bocco3gaHnda B[] 0o COCTOSAHMS HA MOMEHT BpPeMEHU CcOo34aHus pe3epBHON Konuu. ApXmBHbIE
annbl Takke NO3BONSAT BbIOMPATh C NOMOLWbLIO YTUMUTLI pg_restore, YTO MMEHHO BOCCTaHaB-
nvBaTh, U Jaxe MeHSTb NOPSA0K BOCCTaHaBNMBaeMbIX arieMeHToB. Painbl apxuBoB pa3paboTaHbl
nepeHoOCUMbIMU MeXAy pasHbIMU apXUTEKTYpaMu.

YTunurta pg_restore MOXeT (PyHKUMOHUPOBATL B ABYX pexumax. [pu ykasaHun B[]
apxvB BOCCTaHaBIMBAaETCHA HeNocpeaCcTBEHHO B Hee. B apyrom cryyae, cueHapun, cogepxawimm
Heobxoaumble ona nepecosganus Bl SQL-komangbl, co3gaeTca n BbiBOAUTCA B dhann unm
CTaHOapTHbIM NOTOK BbiBOAA. Pe3ynsTnpyowmnn cueHapun akBnBaneHTeH popmarty TEKCTOBOIO

BblBOAA YTUNUTbLI pg_dump. Bcnencrteue atoro HEeKOTOpble NapaMeTpbl, yrnpasndlouine BbiIBOAOM,

aHanornyHbl napametpam pg_dump (cMm. [10.2.2).
CwuHTakcuc:

pg_restore [ONIUA]... [DAWI]

Onuum obLero xapaktepa npusefeHbl B Tabnuue [47]

Taobnuuya 47
Onuwms OnucaHue
-d, --dbname=KMMd MogcoeanHUTbLEA K yKasaHHon B/
-f, --file=FILENAME Mmsa BxogHoro dhanna
-F, —--format=c|t dopmart anna pes3epBHON KONUK (AOIMKHO ObITb aBTOMATUYECKM)
-1, --list HanevaTtaTb UTOroBoe OrrnaeneHne apxuea
-v, --verbose Pexxum BbiIBOga Bcex cooOLLeHU
--help BbiBecTu cnpaBky 1 BbINTH
--version BbiBeCTM MHpopMaLnio 0 BEpPCUN U BbIATU
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[ns nony4eHns nonHon nHdgopmaumm o cnocobax UCNonb3o0BaHUS YTUNUTLI pg_restore

CM. PYKOBOACTBO man 4S8 YTUNNUTbl pg_restore.
10.3. BocctaHoBneHune B pexume «MoOGUNbHbLIN»

Mpn dyHkumoHmpoBaHumn OC B pexume «MoOunbHbI» B crnydyae cbosi BO3MOX-
HO BoccTaHoBrieHne OC C coxpaHeHMeM [aHHbIX B KaTanorax /opt M /home nyTtem Bbl-
NonHeHns obHoBneHus ¢ yctaHoBodHoro USB-Hocutena wmnu u3 obpasa B ¢opmarte IMG
(cm. PYCB.10015-01 95 01-1).

B cnyyae owmnbku nnm otkasza OC BO3MOXHO COPOCUTL €€ HACTPOMKN K 3HAYEHUAM MO
ymMorn4yaHuto (Ha coctosiHme nocre yctaHosku OC), npyn 3TOM BCe AaHHblE Ha ycTpouncTee Byay
yAaneHobl.

[ns cbpoca HacTpoek He06X0AUMO BbIMOTHUTE KOMaHAY:
sudo astra-mobile-factory-reset
Takke BO3MOXHO BbINOMHUTL COPOC HacTpoek B rpadhnyeckoM MHTepdence:
1) OTKpPbITb NAHemNb GbICTPOro A4OCTyNa N HaXxaTb Ha KHonky [HacTpounku];
2) BbIbpaTb NyHKT «OBHOBNEHNE CUCTEMDIY;
3) HaxaTb KHOMKy [COpocUTb K 3aBOACKMM HacTpoukam] 1 3aTeM B npeaynpexgeHum
HaxaTb [A yBepeH];
4) B OKHe ayTeHTUdMKaLmm BBECTU Naposb agMUHUCTpaTopa 1 HaxaTtb [Aa];
5) B OKHe nporpaMmmbl Ha4anbHON HaCTPOWKN:
a) HaxaTb [HayaTtb];
6) B okHe «[laponb agmMuHucTpaTopa» 3adaTb MNapofb AMA YYETHOW 3anucu
administrator N NEpenTn K criegytoLen HacTPOKKe;
B) B OKHE «YPOBHM 3aLUULLEHHOCTM» M3 BbiNagatoLlero cnmcka BblbpaTb ypoBEHb
3awmweHHoctn (cm. PYCB.10015-01 95 01-1) n npu HeoBXoOMMOCTU BKITHOUUTb
dyHKUMM 6e30MacHOCTMK:
- ecnu BblbpaH yCUneHHbIN YpoBeHb 3aLUMLLIEHHOCTU, TO ANA BKIOYeHus byaet
AOCTYNeH MaHAaTHbIA KOHTPOSb LENOCTHOCTY;
- ecnu BbIbpaH MakcMMaribHbIN YPOBEHb 3aLUMLLEHHOCTU, TO ANSA BKIOYEHUNA
OyayT 4OCTYNHbI MaHAATHbIN KOHTPOSb LENOCTHOCTM U MaHOAaTHOE ynpasrneHune
AOCTYMOM.
[MepenTun K cnegyroLLen HaCTPOUKE;
r Ansa npMMeHeHUs HacTpoeHHon KoHdurypaumm OC HaxaTb [CoxpaHuTb] 1 noa-
TBEPAUTb OENCTBUE B OTKPbIBLUEMCS ANAriorOBOM OKHE — rnocrie NPUMEHEeHNsa HacTpo-
ek OC Oyaet nepesanyweHa. Ecnu HeobxoaMmo n3ameHuUTb BblOpaHHbIE HACTPOKKM,

cnenyet Haxatb [Hasag)]. na oTMeHbl HACTPOEK M 3aKpbITUA NMPorpamMmbl Havanb-
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HOWM HaCTPOWMKM HaxxaTb [OTMEeHUTb] — Npu 3TOM YCTPOMCTBO OyAeT BLIKMOYEHO, a
npu criegyowemM BKITIYEeHNN YCTPOUCTBa ByaeT 3anylleHa nporpamMmmMa HadanbHOm

HaCTPOWKMU.
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11. PUNBLTPALINA CETEBOIO NMNOTOKA

11.1. BknroyeHune unsTpaumum ceteBoro NoToka

Mpn nomowm punsTpa ceTeBbiX NAKETOB MOXHO OCYLUECTBMAATbL KOHTPOSb CETeBOro
TpadoumKa, NPOXoasiLLEro Yepes KOMMbIOTEP.

3anyck unbTpaunmn naketoB obecnevmBaeTcs MexceTeBbiM 3kpaHoMm ufw. Mexceteson
3KpaH NO3BONSAET co3gaBaTb nNpasuna unbTpaunm UCNosb3yst TEXHOMNOMIO iptables.

YnpasneHne MexceTeBblM 3KpaHOM OCYLLECTBASAETCS C NOMOLLbIO rpapnyeckon yTunnTbl
gufw UM ¢ NOMOLLLI0 MHCTPYMEHTa KOMaHOHOW CTPOKN astra-ufw-control.

[na BKMHOYEHUS MEXCEeTeBOro akpaHa C NOMOLLbD MHCTPYMEHTa KOMaHOHOW CTPOKMU
BbINONHUTb KOMaHAy:
astra-ufw-control enable

[N BbIKMIOYEHNA MEXCETEBOro 3KpaHa C NOMOLLb MHCTPYMEHTa KOMaH4HOW CTPOKMU
BbINOMNMHUTb KOMaHAay:
astra-ufw-control disable

lMpoBepKka COCTOAHUS MEXCETEBOIo 3KpaHa BbIMOMHAETCH C MOMOLLbIO KOMaHAbI:
ufw status

Pe3ynbraT BbINOMHEHUS KOMaHAbI:

- active — MEXCETEBOW 3KPaH BKIHOYEH;

- inactive — MeXCeTeBOM 3KpaH BbIKIHOYEH.
11.2. dunbTp ceTeBbIX NakeToB iptables

dunbTp ceTeBbIX NAKeTOB peanu3oBaH Ha OCHOBE TEXHOSOMMN iptables 1 No3sBonseT
BbIMOMHATL cnefyoLlne 3agayu:

1) comnbTpaumo NakeToB — 3TO MEXaHU3M, KOTOPbIM Ha OCHOBE 3aJaHHbIX Npasus, pas-
pellaeT nnu sanpewaeT nepegadyy MHopmMaunmn, NPoxoasLlen Yyepes Hero, C Lernbo
orpaxaeHus NoAceTU OT BHELLHEro JocTtyna, unn, HaobopoT, Ans HegonyLeHNs Bbixoaa
Hapy>Xy. PunsTp NakeToB MOXET onpeaensTb NpaBOMEpPHOCTb Nepefayn nHopmaumm
TONbKO Ha OCHOBE 3arofioBKoB |P-nakeToB, a Takke MOXET aHanM3MpoBaTb U UX COOEPXU-
Moe, T. €. UCNOMb30BaTb AAaHHbIE MPOTOKONOB 6oree BbICOKOrO YPOBHS;

2) TpaHCnAumMi ceTeBbIX agpecos (T.H. «MackapaiuHry) — 9To NoAMeHa HEKOTOpbIX Na-
pameTpoB B 3arofioBkax |P-nakeToB. cnonb3yetca Ans CokpblTUS pearnbHbix IP-agpecos
KOMMbIOTEPOB 3alLMLLIaeMON NOACETU, a TakKe ANS opraHu3auumn OocTyna U3 NoaceTu ¢
KOMNblOTEPAMU, HE NMEKLLMMKN pearnbHbiX IP-agpecos, K rmobanbHomn cety;

3) nNpo3payHoe NPOKCMpOBaHWEe — 3TO Nepeagpecaums nNakeToB Ha APYron NOpT KOMMbHO-

Tepa. O6bI4HO ncnonb3yeTcd and Toro, 4YTOObI MONb30BaTENN U3 NOACETM UCMONb30BaNU
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proxy-cepsep MapLipyTusatopa 6e3 4ONONMHUTENBHOMO KOH(UIYPUPOBAHNS NX KITMEHTCKMX
nporpamm.
HacTpoiika paccMOTPEHHbIX MexaHU3MOB (PUNbTPaLNsS NAKeToB, TPAHCMALUUS CETEBbIX

afpecoB 1 Npo3payvyHoe NPOKCUPOBaHME) BbINOMHAETCA KOMaHAoM iptables.
11.3. PopMmupoBaHume npasun

Kaxxgoe npaBuio — aTo CTpoKa, codepKallasa Kputepuu, onpegenstolme npuMeHnMocTb
AAHHOro npaswuna K nakeTy, U JencTeue, KoTopoe HeobXoaUMO BbINOMHUTL B CllydYae BbINOSIHEHNUS
Kputepus.

[MpaBuna umerT creayowmn CUHTaKCUC:
iptables [-t table] command [match] [target/jump]

Ecnu B npaBuno He BkNtoyaeTcsa cneuyudmkatop Tabnuubl [-t table], TO N0 yMONYaHMO
npegnonaraeTcs ucnonb3oBaHue Tabnuubl £ilter. Ecnn HeobxoanMo Mcnonb3oBaTb APYryto
Tabnuuy, To aTo TpebyeTcs ykasaTb ABHO. CneuundmkaTop Tabnumubl MOXHO yKasbiBaTb B Jl0O60M
MecTe CTPOKU npasurna, ogHaKko NPUHATO yKasbiBaTb B Ha4yarne npasuna.

HenocpeacTBeHHO nocne umeHn Tabnuubl JOoMKHA CTOATb KomaHaa. Ecnu cneuudmkaTo-
pa Tabnuubl HET, TO KOMaHAa Bcerga gOrmKHa CTosATb nepBon. Komanga onpenensder gencrame
iptables, Hanpumep, BCTaBUTb, 4OOABUTb B KOHEL, LLEMOYKN UNu yaanuTb Npasumo.

B pasgene match yka3sbiBalOTCS KpUTEPUU NMPOBEPKU, MO KOTOPLIM Orpenenserca npume-
HUMOCTb JaHHOTO NMpaBuna K nakeTy. BoaMoXHO ykasaTb B kadecTBe KpuTepus |IP-agpec uctovHuka
naketa unu cetn, CeTeBON MHTepgenc n T. 1.

MapameTp target ykasblBaeT, Kakoe AeNCTBUE JOMKHO OblTb BbINOSIHEHO NPU YCNOBUK
BbIMOMHEHUS KpUTEpPUEB B NpaBune. Bo3MOXHbI Takne OeNCTBUS KakK: nepedada nakera aapom B
APYryro LUenoyky npasun, «COpocuTby nakeT n 3abbiTb NPO HEro, BblAaTb Ha UCTOYHUK COOBLLEHNe
00 owmnbke n T.N.

Co3sgaHHble npasuna unbTpaLmm COXpPaHATCS U MPUMEHSOTCA TOMNBbKO A0 nepesarpysku
OC, nocne nepesarpy3kn OC TpebyeTtcsi noBTOpHOE (POPMUPOBAHNE NPaBUIT.

[ns obecnevyeHna BO3MOXHOCTU BOCCTAHOBIEHUS NpaBun ounsTpaunm nocre nepesa-
rpy3skm OC Heobxoammo:

1) cosgaTtb hann /etc/iptables.rules ANa COXpaHEHUs NpaBui PUNLTPaLUN:

sudo touch /etc/iptables.rules

2) yCTaHOBUTb AN CO34aHHOrO (hanna orpaHUYeHns Ha YTeHue, Tak Kak U3 Hero MoXHo

NoNyyYnTb MHGOPMaUUo 06 OTKPLITBIX CETEBLIX MOPTax, KOTopas MOXeT BbITb UCMOMb30-

BaHa On1d atak Ha KOMMbloTep:

sudo chmod 640 /etc/iptables.rules

3) coxpaHuTb CyLLeCTBylLMe NpaBuna gpunstpaumm B anne /etc/iptables.rules:

sudo iptables-save | sudo tee /etc/iptables.rules > /dev/null
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4) cospgaTtb cueHapun /etc/network/if-pre-up.d/iptables cO cnegywwmm co-

OepXUMbIM:

iptables-restore < /etc/iptables.rules

exit O

5) cospaTb cueHapun /etc/network/if-post-down.d/iptables CO cnegyrowmm

COLEPXKUMBIM:

touch /etc/iptables.rules

chmod 640 /etc/iptables.rules

iptables-save > /etc/iptables.rules

exit O

6) coenaTb co3fgaHHble CLueHapuM UCNOSTHAEMbIMU:

sudo chmod +x /etc/network/if-post-down.d/iptables

/etc/network/if-pre-up.d/iptables

MpumeyvyaHune. Ina coxpaHeHns npasun unsTpauum pekomeHayeTCs BbIMNOSTHATb
nyHkTbl [1)H3)] nepeuncnenus Ha ctp. [230] nocne kaxaoro nameHeHusi npasun. CueHapuii, npuse-
AEHHbIN B MYHKTE |5)| NepeyncrieHns], COXpaHseT TEeKYLLYK BEPCUIO NMpaBusi aBTOMaTUYeCckn TONbKO
Npw LWUTAaTHOM BbIKMIOYEHUN KOMNboTepa. [1py HeWTaTHOM BbIKITHOMEHMM KOMMbIOTEPA Unu cboe

N3MEHEHNs B Npasunax punsrpaumm MoryT 6biTb yTEPSIHBbI.
11.4. NMopAAoK NpoxoXxAaeHUsa Tabnuy u ueno4vek

Korga nakeT npuxoauTt Ha ceTeBoun (ounbTp, TO OH CHavana nonagaeTt Ha ceTeBoe YCTpon-
CTBO, MepexBaTbiBaeTCA COOTBETCTBYOLWMM ApanlBePOM U Aanee nepefaeTtcs B 94p0. 3aTteM naket
NpoXoauT HEeCKONbKO Tabnuu, npexae Yyem oH ByaeT nepenaH ganee. Ha kaxagom atane naket
MOXeT ObITb OCTaHOBMEH. [locne npoxoxaeHnsa Tabnuu nakeT nepegaetca NMB0 NoKansHOMY
NpUNoXeHuto, NMGO NepeHanpaBnNAeTCs Ha APYro KOMMbIOTEP.

B Tabnuue filter uenoyky FORWARD NPOXOAAT BCe MakeTbl, KOTOpble ABUXYTCS Yepes

ceteBon unbetp. Nopsaok cnegoBaHns naketa npuBedeH B Tabnuue .

Tabnuuya 48
War | Tabnuua Llenouka Onucanue
1 = = Kabenb
2 = = CeteBown uHTepdenc (Hanpumep, eth0)

|/|CI'IOJ'Ib3yeTCFI AnNs BHECEHNSA N3MEHEHUI B 3arofioBOK NakeTa, Ha-

3 mangle | PREROUTING
npuMep, Ana UameHeHust 6UToB TOS U Np.

Mcnonb3yeTtca Ana TpaHCcNsAauMmM ceTeBbiX aapecoB DNAT. SNAT Bbl-
NOSHSAETCA No3aHee, B Apyron uenodke. Jltoboro poga dunsrpauns
B 3TOW LIEMOYKE MOXET MPOM3BOAUTLCS TONBLKO B UCKMOYUTENBHBIX
cnyyasx

4 nat PREROUTING
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OkoHyaHue mabnuubi 48

LWar | Tabnmua Llenoyka OnuncaHue

MpuHATHE pelueHnda O AanbHenwen MmapLpyTmMsaumm, T.e. B 9TON
5 | = = TOYKe peluaeTcs, Kyaa nonaeT nakeT — foKanbHOMY MPUNOXEHNIO
UNn Ha apyromn ysen cetu

MonagatoT TONbKO Te€ MaKeThbl, KOTOpble MAYT Ha APYron KOMMbO-
Tep. Bea cdovneTpauma TpaH3nMTHOMO Tpaduka A0MKHA BbINONMHATHCA
6 filter | FORWARD 34echb. Yepes aTy Lenoyky npoxoamT Tpaduk B oBoMx Hanpasne-
HUAX, NO3TOMY 00s3aTENBHO YUNTBIBATb 3TO 0O6CTOATENBCTBO MpPU
HanucaHun npasun punsTpaumnm

MpenHa3HayeHa B nepByo ovepenb Ans SNAT. He ucnonb3oBaTtb
7 nat POSTROUTING | ang cpunerpaumm 6e3 ocobon HeobxoanmocTun. 30ecCh e BbINOSHS-
eTCsl U1 MackapaguHr

8 = = BbixogHow ceTeBorn nHTepdenc (Hanpumep, ethl)

9 = = Kabenb

MakeTbl, NpeaHa3HaYeHHbIE NTOKanNbHOMY NPOLIECCY/MPUNOXKEHUIO, NPOXOANAT Yepes Lienoy-

Ky INPUT, a He Yepe3 FORWARD. B Tabnuue 49| npeactaBneH nopsaok ABMXKEHUS MakeTa.

Tabnuuya 49
War | Tabnuua Llenouka Onucanune
1 = = Kabenb
2 | = = BxoaHow ceteBon nHTepdeinc (Hanpumep, eth0)

OO6bIvHO ncnonb3yeTca And BHeCeHuA N3MEHEHWUI B 3arofioBOK Nake-

3 mangle | PREROUTING
Ta, Hanpumep, ana yCtaHOBKU ouToB TOS ” np.

MpeobpasoBaHne agpecoB DNAT. dunbrpaumsa naketoB 30ecb Oo-
NyCKaeTCs TONbKO B UCKITHOUUTENbHBIX Cry4asix

4 nat PREROUTING

5 | = = MpUHSTUE peLleHns 0 MapLIpyTU3aLmm

dunbTpaumsa Bxoasiuero Tpaduka. Bce Bxogsalme nakertsl, aapeco-
6 | filter | INPUT BaHHble NOKaribHOMY MPUMOXEHWNIO, NMPOXOAAT Yepes 3Ty LIENouKY,
He3aBMCUMO OT TOrO, C KaKoro MHTepdenca oHu NocTynunu

7 = = JlokanbHbIN Npouecc/npunoXxeHne

B Tabnuue npeacrtaBlieH NOpPAOOK ABUMXKEeHUA NakKeToB, CO34aHHbIX JTOKalribHbIMWU MPO-

Leccamu.
Tabnuua 50
LWar | Tabnuua Llenouka OnucaHue
1 = = JlokanbHbIN npouecc
mangle OUTPUT BHeceHmevmameHeHMVl B 3arofioBok naketa. PunsTpaumsi, BblNomnHsie-
filter Masi B 3TON LIENoYKe, MOXET MMETb HEraTUBHbIE MOCNEACTBUS
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OkoHyaHue mabnuub! 50

LWar | Tabnuua Llenoyka OnucaHne

4 _ _ MpuHAaTHe pelueHna o maplipyTusaumm. 30ecb peluaeTcs — Kyaa
nowaeT nakeT ganblue
3aecb BbiNonHseTcs SNAT. He cnenyet B 3TOW LeNoYke NPON3BOANTb

MNbTPaLMIO NaKeToB BO n3bexaHne HexxenaTerbHbIX MoOoYHbIX -

5 nat POSTROUTING ® pau ®
dekToB. OgHAKO 1 34EeCb MOXXHO OCTaHABMUBATL MaKETbI, MPUMEHSIS
NONUTUKY NO YMOMYaHNo — DROP

6 = = CeteBown uHTepdpenc (Hanpumep, eth0)

7 = = Kabenb

mangle
B Ttabnvue mangle He cnegyeT NpomM3BOAUTb (punbTpaumio, MackMpoBKY Mnn npeodb-

pa3oBaHue agpecoB (DNAT, SNAT), B HEMN OOMNYCKAETCs BbINOMHATL 4ENCTBUS, NPpUBEAEHHbIE B
Tabnuue [51]

Tabnuuya 51
JencTteue Onucanue
T0S BbinonHseT yctaHoBKY 6MTOB nonst TOS. OTO norne Ucnonb3yeTcst Ans HazHa4YeHUs CeTEBON
MONMUTMKM OBCINYXMBaHWUSI NAKeTa, T. €. 3a[a€ET XKenaemblil BapuaHT MapLipyTusaumm
TTL V|CI'IOJ'Ib3yeTC$I 4ana yCtaHOBKM 3Ha4YeHUa nond TTL nakeTa
YCTaHaBnNuBaeT cneumanbHyl0 METKY Ha MakeT, koTopasi 3aTeM MOXeT bbiTb NpoBepeHa
MARK ApYrMMun npaBunaMu B iptables unu gpyrumm nporpammamMu, Hanpumep, iproute2. C

MOMOLLIbIO METOK MOXHO YNpPaBnsTh MapLUpyTM3aLmMeln NakeToB, orpaHnymMBaTh Tpaduk n
T.M.

Tabnuua nmeet ABe LenoyKu:

- PREROUTING — UCMOMnb3yeTcs ANd BHECEHUS U3MEHEHUI Ha BXOAEe B CETEBON ounbTP

nepeq NPUHATUEM peLLeHNa O MapLupyTusauuu,

- OUTPUT — Ons BHECEHUS U3MEHEHUI B NaKeTbI, NOCTynatoLwue oT NPUIIoXeHUn BHYTPU

ceTeBon ouneTp.

nat

TonbKo NepBbIN NakeT U3 NOTOKa NPOXOAUT Yepes Lenodkn Tabnuupsl nat. TpaHcnauns aa-
pecoB MM MackMpoBKa NPUMEHSAKOTCH KO BCEM NOCMeayLWNM naketam B NoToKke aBTOMaTUyecku.

Ans atoi Tabnuubl xapakTepHbl AeACTBUS, NpuBedeHHble B Tabnuue [52]

Tabnuuya 52

JenctBue OnucaHwune

rlpOVI3BO,D,VIT npeo6pasoBaHV|e agpecoB Ha3Ha4YeHUA B 3arojioBkax nakeToB. ,ElperMM
DNAT crnoBamu, 3TUM OENCTBUEM nepeHanpaBnAlTCA NakeTbl HA gpyrme agpeca, otTrinyHble
OT YKa3aHHbIX B 3arofioBkax naketoB
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OkoHyaHue mabnuuei 52

HencTtBue OnucaHune
SNAT Mcnonb3yetca ana MsamMeHeHus UCXOAHbIX agpecoB naketos. C NOMOLLBIO 3TOro aen-
CTBUSI MOXXHO CKPbITb CTPYKTYPY JNOKasNbHOW CEeTH
MpumMeHsieTcst B TEX e Lensix, 4To U SNAT, HO B OTNIMYME OT NnocregHen gaet bonee
CUINbHYIO Harpysky Ha cuctemy. lNpoucxoguT aTo NOTOMY, YTO KaXAbl pas, korda Tpeby-
eTCcs BbINOMHEHNe 3TOro AencTBusa, nponssoauTtca 3anpoc IP-agpeca anga ykasaHHoOro
MASQUERADE A P A P AP Ana'y

B JEWCTBUM CETEBOro UHTepdenca, B TO BpeM4d Kak ans SNAT |IP-agpec ykasbiBaeTcs
HenocpeAcTBeHHO. OgHako Gnarogaps Takomy oTnmymio, MASQUERADE MOXeT pabotaTb
B Cny4vasix ¢ guHamunyecknm IP-agpecom

Tabnunua nmeeT aBe LEenoYKu:

- PREROUTING — UCMNOMb3yeTcs AN BHECEHNS U3MEHEHWUI B NaKeTbl HA BXOAE B CETEBON

ouneTp;

- OUTPUT — ucnonb3yeTcs Ans npeobpasoBaHUs NakeToB, CO30aHHbIX NPUNOXEHUSIMN

BHYTPUM CeTeBOro omnerpa, nepeq NpUHATUEM peLLEeHN O MapLupyTU3aummn.

filter

B Tabnuue filter cogepxatcs Habopbl NpaBu ANs BbINONHEHUS UNBTPaLUK NakeToB.
MakeTbl MOryT NnponyckaTbCcs Aanee nMbo oTBepraTbCsl B 3aBUCMMOCTU OT UX COAEPXKMMOTO.

B Tabnuue filter MOXHO BbIMNOMHUTL DROP, LOG, ACCEPT unm REJECT. ImeeTcs Tpu
BCTPOEHHbIX LIEMOYKN:

- FORWARD — MCMoOnb3yeTcs Ana punsrpaumm NakeTos, MAYLWNX TPAH3NUTOM Yepes ceTe-

BOV (punbTp;

- INPUT — NpoXogsAT NakeTbl, KOTOpble NpeaHa3HayYeHbl IoKanbHbIM NPUIoXeHnaMm (ceTte-

BOMY puneTpy);

- OUTPUT — mucnonb3yeTca aAna punbTpaumm NCXOASALWMX NaKeToB, CreHepUpPOBaHHbIX

NPUNOXEHUSIMW HA CaMOM CETEBOM (pUnbTpe.
11.5. MexaHu3m TpaccUpPOBKU CoeAUHEHUN

MexaHn3m TpaccupoBKN COEAUHEHNIN ABNSIETCA YaCTb CETEBOro ounbstTpa iptables u
YCTPOEH Tak, 4Tobbl netfilter MOr NOAYYUTb MHPOPMALMIO O COCTOSHUU KOHKPETHOroO coeanHe-
H14a. Hannyune atoro mexaHnama no3BonsieT co3gaBaTb 6onee HagexHble Habopbl NpaBun.

B npepenax iptables coeanHeHne MOXET UMETb OAHO M3 YeTblipex 6a30BbIX COCTOAHUMN:
NEW, ESTABLISHED, RELATED 1 INVALID. [Ina ynpaBneHns naketaMy Ha OCHOBE UX COCTOSHUSA
MCrnonb3yeTcs KpuTepun —-state. TpaccupoBLUMK onpeaenseT YeTblpe OCHOBHbIX COCTOSHUSA
kaxxgoro TCP- unn UDP-nakeTa n HekoTopble AONOSHUTENbHbIE XapakTtepuctuku. [na TCP- n
UDP-naketoB — aT1o IP-agpeca otnpasuTtens 1 nonyvarens, NopTbl OTNpaBUTeNs u nony4vartens.

TpaccupoBka npou3BoanTCcsa B Lenodke PREROUTING. OTO O3HayaerT, YTo iptables

npon3BOoaANT BCe BblYUCIIEHUA, CBA3aHHbIE C ornpeneneHnem CoCTtoAaHu4A, B npeaenax 3TOW LENOYKMN.
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Korga oTnpaBnsaeTcss MHNLUUUPYOLWMA NAKET B NOTOKE, TO EMY NPUCBaANBAETCS COCTOsIHME NEW, a
Korga BO3BpaLLaeTcsa nakeT OTBeTa, TO COCTOSIHME COeANHEHMUS] M3MEHSAETCA Ha ESTABLISHED 1
T. 0.

Tabnuua TpaccupoBKM

Tabnuua TpaccupoBLMKa 3anucaHa B anne /proc/net/ip_conntrack. B Hewn co-
OEePXUTCH CMMCOK BCEX aKTUBHbBIX COEAUHEHNIA.

Ecnn mogynb ip_conntrack 3arpyxeH, To KoMaHga cat /proc/net/ip_conntrack
AOIMKHA BbIBECTMU:
tcp 6 117 SYN _SENT src=192.168.1.6 dst=192.168.1.9 sport=32775 dport=22

[UNREPLIED] src=192.168.1.9 dst=192.168.1.6 sport=22 dport=32775 use=2

B npumepe BbiBOAA KOMaHAbl COAEPXUTCS BCA MHGOPMaLMSA, KOTopasi U3BECTHa Tpaccu-
POBLLMKY MO KOHKPETHOMY COEOUHEHMIO.

B Hayane ykasaHo Ha3BaHue NpoTOKona, B JaHHOM criyyae — tcp. [lanee cnegyer HEKOTO-
poe umcno B 06bIMHOM AECATUYHOM NpeacTaBneHmun. [locne Hero cnegyeT Yicno, onpegenstouiee
«BPEMS XNU3HU» 3anucn B Tabnuue (T.e. KONMYecTBO CEKYyHA, Yyepe3 KOTopoe MHgopmMaums o
coegvHeHun byaet yganeHa ua tabnuubl). B npuBegeHHoM npumepe 3anuck B Tabnuue éyaet
XpaHuTbCS elle 117 ¢, ecnu yepes 3To coeanHeHne bonee He npocnenyeT HM O4HOro NakeTa, B
NPOTUBHOM CIlyvae 3TO 3HayYeHue OyaeT yCTaHOBMEHO B 3HAYEHME MO YMOSTYAHUIO ANs 3agaHHo-
r0 COCTOSIHUS. OTO YNCNO YMeHbluaeTcs Ha 1 kaxayl cekyHay. [lanee cnenyet daktndeckoe
COCTOSIHWE coeanHeHus. B npumepe 31O COCTOSAHME UMeeT 3HayeHne SYN_SENT. BHyTpeHHee
npeacTaBrieHNe COCTOAHNA HECKONbKO OTNIMYAEeTCs OT BHELWHero. 3HayeHme SYN SENT roBopuT
O TOM, YTO Yepes AaHHOoe coeauHeHue npocrenoBan eguHCTBEHHbIM nakeT TCP SYN. [lanee
pacnonoXeHbl agpeca oTnpaBuTeNd 1 nonyyarens, nopTel OTNpaBMTENS K nonyyarens. 34ech xe
yKa3aHo KI1H04eBOE CrOBO, KOTOpOe COOobLLaeT 0 TOM, YTO OTBETHOMO TpadurKa Yepes 3T0 coeanHe-
HKMe elle He Gbino. [lanee npuBogMTCs AONONHUTENbHAs MHPOPMaLUMs NO OXNgaeMoMy NakeTy —
aTo IP-agpeca n Homepa NopToB OTNPaBUTENS U NonyyaTensa Ang oXXuaaeMoro OTBETHOro nakeTa
(Te e gaHHble, TONbKO MOMEHSABLUMECA MeCcTamm).

Mocne nony4yeHus oTBeTa TPACCUPOBLUMK CHUMET doriar [UNREPLIED] M 3aMEHUT €ro
dnarom [ASSURED]. 10T donar coobLLaEeT, YTO COEANHEHME YCTAHOBMEHO, K 3Ta 3anncb He ByaeT
cTepTa rno JOCTMXKEHUN MaKCUMarnbHO BO3MOXHOIO KONMYecTBa TpaccupyeMbiX COeANHEHNI.

MakcnmanbHOe KONMYEeCTBO 3anncen, KOTopoe MOXET codepaTbCs B Tabnuue, 3aBUCUT
OT 3HaAYEeHNHA NO YMOMN4YaHUIO, KOTOPOE MOXET ObITb YCTAHOBNEHO BbI30OBOM DYHKLUMU ipsysctl.

[na o6bema O3Y 256 Mb 3HaueHune cooTBeTcTBYET 16376 3anncam. MOXHO NOCMOTPETb
N U3BMEHUTb 3TO 3HAYEHME Yepes:

/proc/sys/net/ipv4/ip_conntrack max
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CocTtosaHuA

CeTteBble nakeTbl MOryT UME€Tb HECKOJIbKO pa3JiNM4HbIX COCTOSIHUIA B npegenax aapa B

3aBMCNMMOCTUN OT TUNa NPOTOKOJ1a. OpgHako BHe A0pa NMeeTcA TOJIbKO YeTblpe COCTOAHUA, KaK

6bIno ckasaHo Bbile. [apameTpbl, onucbiBatoLLMe COCTOsIHME NakeTa, UCMOSb3YTCS B KpUTEPUU

--state. [lonyctumMbiMn ABNSAOTCA: NEW, ESTABLISHED, RELATED 1 INVALID.

B Tabnuue [53| nogpobHO paccMoTpeHo Kaxaoe U3 BO3MOXHbIX COCTOSIHUIA U NpUBeaeHbI

HeobxoanMble KOMMEHTapUN.

Tabnuuya 53

CocTosiHMe

OnucaHune

NEW

CoobuaetT o ToM, YTO NakeT ABNAETCA MepBbiM ANA AAHHOMO COeAMHeHUs. ATo
O3Ha4yaeT, YTo 3TO NepBbI NaAKET B JAHHOM COEAVHEHUN, KOTOPLIN YBUAEN Moayrb
TpaccupoBLLUKa

ESTABLISHED

FOBOPUT O TOM, YTO 3TO He MepBbIi NakeT B coeanHeHun. [Ina nepexoaa B COCTOAHME
ESTABLISHED Heo6XxoaMMo, YTOGbl OAMH KOMMbIOTEP Nnepeaan nakeT v nonyyun Ha
Hero oTBET OT ApPYroro KomnbtoTepa. Mocne nony4yeHus oTBeTa NPU3HaK COEANHEHUS
NEW 6yueT 3aMeHeH Ha ESTABLISHED

RELATED

MosiBNAieTcs, ecnun AaHHoe COeMHEHNE CBSA3aHO C APYIMM COeAVHEHMEM, UMEOLLUM
npusHak ESTABLISHED, T.€. COeQUHEHNE UHULMNPOBAHO U3 YK€ YCTaHOBINEHHOIO
COoeVHEeHs1, UMetoLLIEero NpusHak ESTABLISHED

INVALID

[OBOPUT O TOM, YTO NaKeT HE MOXET ObITb MAEHTUMULNPOBAH U NOITOMY HE MOXET
UMeTb onpedeneHHoro cratyca. 3T0 MOXET NPOUCXOAUTb MO pasHbIM MpUYUHaM,
HanpuMep, Npu HexBaTke NamsTy unu nNpu nonyveHnn ICMP-coobuleHusi, koTopoe
He COOTBETCTBYET KakOMy-nmbo N3BeCTHOMY coeuHeHuo. Hannyywmm BapnaHTom
ObIr10 6bl MpMMeHeHMe aencTBnst DROP K Taknm naketam

Tabnuubl

MapameTp -t ykasbiBaeT Ha ucnonb3yemyt Tabnuuy. o ymonyaHuio ucnonb3yeTcs

Tabnuua filter.

KomaHgbl

B Tabnuue NPUBOAMTCSA CMMCOK KOMaHA, KOTopble MCMOoNb3ylTcs B iptables, U

npasuiia nx ncnosrb3oBaHUA. nOCpe,D,CTBOM JaHHbIX KOMaH iptables y3HaeT, 4To Heobxoanmo

BbINONHUTL. OB6bl4HO npeanonaraetTcda ogHoO 13 AByX Aenctemm — ato gobasneHne HOBOro npasuna

B LIENOYKY UIN yOoaneHue CyLLEeCTBYHOLLIEro npasuna nu3 Tol unn nHom Tadbnuubi.

Tabnuuya 54

KomaHga

Mcnonb3oBaHune

-A, --append

[loGaBnser HOBOE NPaBUIO B KOHEL, 3a4aHHOW LIEMOYKM.

Mpumep
iptables -A INPUT
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lNpodomkeHue mabnuubl 54

KomaHpga Ncnonb3oBaHne

Ynanset npasuno u3 uenoykn. KomaHga nveet gea cdopmara 3anucu: nep-
Bbll — KOrga 3ajaetcs KpuTepuin cpaBHeHUst ¢ napaMmeTpom -D, BTOPOU —
nopsaKkoBbIA HOMep npasuna. Ecnn 3agaeTcsa Kputepun cpaBHeHUs, To yaans-
eTCcsl NpaBuno, KOTopoe UMeeT B cebe 3TOT KpUTEPUIn, eCnNn 3aaeTcst Homep
-D, --delete npasuna, To 6yaeT yaaneHo npasBuro ¢ 3agaHHbIM Homepom. CyeT npasun B
LenoYvkax HadnmHaeTcs ¢ eauHULbI.

Mpumep
iptables -D INPUT --dport 80 -j DROP, iptables -D
INPUT 1

BbinonHaeT nepenMmeHoBaHMe Nob30BaTENbCKOW Lenodkn. B npumepe ue-
noyka allowed ByoeT nepenmMeHoBaHa B Uenoyky disallowed. ITU nepe-
NMEHOBaHWSI HE N3MEHSIIOT NopsaoK paboThl.

-E, —--rename-chain
Mpumep

iptables -E allowed disallowed

KomaHaa gomkHa 6bITb ykasaHa Bcerga

C6poc (yaaneHue) Bcex nNpaBun U3 3agaHHom uenoYku (tabnuupl). Ecnu nvsa
LenoYkn n Tabnuupbl He yKkasblBaeTcs, TO yoansalTCca Bce npasuiia BO BCeX
-F, --flush Leno4kax.

Mpumep

iptables -F INPUT

BcTaBnsieT HOBOE MPaBMIIO B LiENOYKy. Yncro, crieaylollee 3a UMEHeM Lie-
MOYKM, yKa3blBaeT HOMep NpaBuna, nepes KOTOPbIM CreayeT BCTaBUTb HOBOE
. npaBuro. B npumepe Bhbillie yKasbiBAETCS, YTO JAHHOE MPABUIIO JOMKHO ObiTh
-1, --insert nepBbIM B Lienoyke INPUT.

Mpumep
iptables -I INPUT 1 --dport 80 -j ACCEPT

BbiBOg cnvcka npaBun B 3agaHHoN Lenoyke. B HkenpveeaeHHOM npumepe
npeanonaraeTcs BbIBOA NpaBun U3 Lenovkn INPUT. Ecnu nmsa uenodkn He
yKa3blBaeTCcsl, TO BbIBOAUTCS CMUCOK MpaBun Ans Bcex uenoyek. dopmar
_L, --list BbIBOZA 3aBUCUT OT HanNM4Ms OOMNOMHUTENbHBIX KIOYel B KOMaHae, Hanpumep
-n, -v U np.

Mpumep
iptables -L INPUT

Cosfaetcsl HoBas Liernoyka ¢ 3afaHHbIM MMeHeM B 3ajaHHoin Tabnuue. B
HWXENpPVYBEAEHHOM NMPUMeEpe CO34aeTcsl HoBasi Lienoyka ¢ MMeHeM allowed.
. VIMsi LenoYKM JOIMKHO ObITb YHUKANbHBIM M HE JOMKHO COBMadaThb C 3apesep-
-N, --new-chain BUPOBAHHbLIMU UMEHAMM LienoYek U AeNCTBUN (DROP, REJECT U T.1.).

Mpumep
iptables -N allowed
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OkoHyaHue mabnuusi 54

KomaHpa Vcnonb3oBaHue

Onpepensert NonUTKKY No YMOMYaHWio Ans 3aaaHHoN Lenodku. Monutuka no
yMOMuaHuio onpefensiet AeicTB1e, NpYMeHsieMoe K NakeTam, He NonasLUKM
' noa AEWCTBME HU OQHOMO M3 MpaBwun B Liernoyke. B kayecTBe nonmTmku no
-P, —-policy yMOMnYaHuto JonyckaeTcsl UCrnonb3oBaTb DROP, ACCEPT U REJECT.

Mpumep
iptables -P INPUT DROP

ﬂaHHaﬂ KOMaHOa 3amMeHdaeT OaHO npaBuio Apyrum. B ocHoBHOM OHa ncnonb-

3yeTcHa BO BpeMs OTnagky HOBbIX MpaBun.
-R, —--replace
Mpumep

iptables -R INPUT 1 -s 192.168.0.1 -j

YnaneHue 3agaHHON LENoYKM U3 3aaaHHou Tabnuubl. Yaansemas uenovka
He JOMKHa UMETb NPaBWI U He OOMKHO ObiTb CCbINOK M3 APYrUX LEenoYek Ha
yoansiemyto uenoyky. Ecnm nmsi Lenoyku He ykasaHo, To GyayT yaaneHsl Bce
-X, —-delete-chain| U€MOYKM, onpeaerneHHble koMaHaoln -N B 3aaaHHoN Tabnuue.

Mpumepsbl:
1. iptables -X allowed
2. iptables -P INPUT DROP

OGHyneHne Bcex CYETYMKOB B 3aJaHHOM uenodvke. Ecrnv umsa uenoyvku He
ykasblBaeTcs, TO nogpasyMeBatoTcs Bce Lienoyku. Mpu ncnonb3oBaHum Knoya
-v COBMECTHO C KOMaHaou -L Ha BbiBoA OyayT nogaHbl U COCTOSIHUSI CYET-
-7, --zero YMKOB MaKeToB, MoNaBLUMX Noa AeWcTBUe Kaxaoro npasuna. JonyckaeTcs
COBMECTHOE MCMOoSb3oBaHMe KoMaHa -1 1 -Z. B atom cnyyae 6yaet BblgaH
cHayarna CrnvMcoK npaBus Co cYeTYMKamu, a 3aTem npousonaet obHyneHue
CYETUYMKOB

Knouu
HekoTopble kKoMaHAbl MOTYT UCMOMbL30BATLCS COBMECTHO C AOMOSHUTENBHLIMU KINKOYaMu.

MepeyeHb kntoyelt 1 ux onvcaHne npueeaeHsl B Tabnuue [55

Tabnuuya 55
Kntoy OnucaHue
Mcnonb3yeTcs BMecTe ¢ KoMaHaamMuM ——insert, ——append U —-replace
npy co3gaHUM HOBOIO NpaBuna Ansg yCTaHOBKM CYETUYMKOB NakeToB U 6aiT B
c, —--set-counters

3agaHHoe 3Ha4vyeHue. Hanpumep, Koy —-—set-counters 20 4000 ycTaHo-
BUT cyeT4ynk naketoB B 20, a cdeTymk 6anTt B 4000

Mcnonb3yetcss BMeCcTe ¢ KOMaHAoW —-1ist, BKMOYAET peXuM BbiBoda HO-
--line-numbers MepOB CTPOK Npu oTobpaXkeHUn cnucka npaeun koMaHaon —-1ist. Homep
CTPOKMN COOTBETCTBYET NO3NLIMKN NpaBuia B Lienoyke

MoxeT ucnonb3oBaTbCs ¢ MO0 KOMaHA4OoN, onpeaensieT KoMaHay 3arpys-
--modprobe K1 mMoayns siapa. [aHHblA KoY UCMonb3yeTcs B crlyvyae, ecnv KomaHaa
modprobe HaxoAMTCst BHE MyTW Noucka

McnonbayeTca BMecTe ¢ komaHaon —--1ist. 3actaBnser iptables BbIBO-
n, —--numeric anTb IP-agpeca 1 Homepa nopToB B YMCMNOBOM BUAE, NpefoTBpaLLas nonbITkU
npeobpasoBaTtb UX B CUMBOMNNYECKME UMEHA
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OkoH4yaHue mabnuubl 55

Krito4 OnucaHne

-v,

—--verbose

Wcnonb3dyetca BMecTe C KomMaHgamu --list, --append, --insert,
--delete U --replace ANS NOBbILEHNA MHPOPMATUBHOCTM BbiBoga. B
crnyvae ucnonb3oBaHNsA ¢ KOMaHOoW ——1ist B BbIBOO 3TOW KOMaHAbl BKIHO-
yarlTcsa Takke UMa uHTepdenica, CYeTYNKN NaKeToB M BanT AN KaXKaoro
npasuna. Popmat BbiBOAa CHETYMKOB Mpeanoraraet BbiBo4, Kpome undp
yucna, ewe M CUMBOIMbHbLIX MHOXUTenen K (x1000), M (x1,000,000) v G
(x1,000,000,000). Ytobbl KOMaHOa --1ist BbIBOAMNA MNOMHOE 4ymcro (bes
ynoTpebneHnst MHoXuTenen), Tpebyetca NPUMEHATb KoY —X, KOTOPbIN ONK-
caH Hmxe. Mpn ncnonb3oBaHWM ¢ gpPYrMMmn kKomaHgammn Ha BbiBog, 6yaeT nogaH
noapoOHbIA OTYET O NPOMN3BEAEHHON onepaummn

-X,

-—-exact

Mcnonb3yeTcs BMecTe ¢ KoMaHaon —-1ist. [Anga Bcex Yncen B BbIXOOHbIX
OaHHbIX BbIBOOATCS MX TOUHbIE 3Ha4YeHMs 6e3 okpyrneHnst n 6e3 npumeHeHus
MHOXUTeNen K, M, G. BaxxHO TO, YTO AaHHbLIW KIS0 UCMOMNb3YEeTCH TOSbKO C
KOMaHaon —-1ist N HEe NPUMEHSIETCA C APYrMMM KOMaH4aMU

11.6. Kputepuu BbiaeneHns nakeToB

BbigenstoTca cnegyowme Kputepuu:

1) obwue — KpuTepmmn, KOTopble JOMYCTUMO YNoTpednsaTb B Nobbix npasunax. OHU He
3aBUCAT OT Tuna NpoToKosia U He TpebyroT NoAarpy3kn mogynen pacwumpenus. B aty
rpynny gobaBneH KpuTepun --protocol, HECMOTPA Ha TO, YTO OH MCMNONb3YeTCHa B
HeKOTOopbIX creunduyHbIX OT NMPOTOKOMNa pacwupeHnax. Hanpumep, npu ncnosnb3osa-
Hun TCP-kpntepusi HeobXoAUMO MUCNONb30BaTb U KPUTEPUN —-protocol, KOTOPOMY B

KayecTBe [OMONMHUTENBLHOIO KNnko4va nepenaeTtcs HasBaHue npotokona — TCP. OgHako

—--protocol cam no cebe ABNSETCS KPUTEPUEM, KOTOPbIA UCNONb3YyeTCs ANs yKasaHus

Tvna NpoToKona;

2) HesiBHble — 3TO KpUTEPUU, KOTOPbIE NOArPYXarTCsl HEABHO U CTAHOBATCSA AOCTYMHbI,
HanpumMmep, NpU ykaszaHuu Kputepus —-protocol. CywecTByeT Tpy aBToMaTtuyeckn nog-
rpyaembix pacwmpenus: TCP-, UDP- n ICMP-kputepun. 3arpyska aTux paclumpeHuin
MOXET NPOM3BOAUTLCS U ABHBbIM 06pa3oM C MOMOLLBIO KItoya -m, —-match, Hanpumep:

-m tcp

3) nepen UCNornb30BaHWEM BbILLEONUCAHHbBIX PacLUMPEHUN OHU OOMKHbI ObITb 3arpyXXeHbl

SIBHO, C MOMOLLIbIO KNtova —m unn ——match. Tak, Hanpumep, ecriin NCnonb30BaTb KPUTEPUN

—-—-state, TO CcriegyeT sABHO yKa3aTb 3TO B CTPOKe MnpaBura —-m state nesee UCMNOSb3y-

€MOro Kputepu4. Bce otnnuue mMexay ABHbIMU U HEABHBLIMU KPUTEPUAMU 3aKioHaeTCA

TONbKO B TOM, YTO MepBble HEOBXOAMMO MOArPYKaTb SIBHO, a BTOPbIE MOArPYKarTcs

aBTOMaTU4eCKN.
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11.7. JenctBuA 1 nepexoabl

[denctBnsa n nepexoabl coobLLAT NpaBuny, YTO HEOOXOANUMO BbINOMHUTL, ECINU NaKeT
COOTBETCTBYET 3alaHHOMY KpuTeputo. Yalle Bcero ynotpebnsawTtca aencTenst ACCEPT 1 DROP.

OnncaHve nNepexoaoB B NpaBunax BbIMMSAAUT TOYHO TakK e, Kak U onncaHue OencTBui, T. e.
CTaBUTCS KIMOY —3 U yKa3biBAETCS Ha3BaHWe LIenoYku NpaBus, Ha KOTOPYH BhIMOMHSETCA Nepexom.
Ha nepexoapbl HaknaabiBaeTcs psa orpaHUYeHnin, nepBoe — Lienoyka, Ha KOTOPYH BbINOMHAETCS
nepexon, AOIKHA HaxoaAUTLCA B TOW e Tabnuue, YTo M Lerno4vka, U3 KOTOPOoW 3TOT nepexop
BbIMOSHAETCS; BTOPOE — LIENoYKa, SABNSLIascs Lenbio nepexoaa, AomkHa ObiTb co3gaHa Ao Toro,

Kak Ha Hee ByayT BbINOMHATLCS NEPexoabl.

Mpumep
Cospatb Uenoyky tcp_packets B Tabnuue filter ¢ NOMOLWbLIO KOMaHAbI:
iptables -N tcp_packets
BbINONHATL Nepexobl Ha 3Ty LIEeMNOYKY:
iptables -A INPUT -p tcp -j tcp_packets
T.e., BCTpeTMB nakeT npoTtokona TCP, iptables Npou3BeAET Nepexos Ha LEeNoYKy tcp_packets

N NPOOOIMKUT OABMXXEHNE NakeTa MNno 3TOM LIeMNoYKe.

Ecnu naket gocTtur KoHUa LEenoYkn, To OH OyaeT BO3BpaALLEH B BbI3bIBAOLLYIO LIEMNOYKY
(B npumepe — 370 Lenodka INPUT), 1 ABUXEHME NakeTa NPOAOIMKUTCS C NpaBuna, creayroLwero
3a NpaBuIioM, Bbi3BaBLLMM nepexon. Ecnun k nakeTy Bo BNOXeHHOW Lenoyke byaeT npuMeHeHo
aenctene ACCEPT, TO aBTOMaTMYeCKM NakeT OyaeT cuMTaTbCd MPUHATLIM M B Bbi3blBAlOLLEN
Leno4dke n yxxe He ByoeT npogosmkaTtb ABUXKEHWE MO Bbi3biBalOWMM Lenovkam. OgHako naket
nongeT no Apyrum Lenoyvkam B Apyrnx tabnuuax.

[encTBne — 310 NpegonpeneneHHas KomaHaa, onucbiBatoLLas 4eNcTBme, KOTopoe Heob-
XOOAUMO BbIMNOSIHUTb, €CIM MNaKeT coBnan ¢ 3afgaHHbIM KpuTepmneM. Hanpumep, MOXXHO NMPUMEHUTb
aencteme DROP unn ACCEPT K nakeTy. B pesynbrate BbINOMHEHUS O4HUX OEACTBUA NAKET npekpa-
LLIaeT cBOe NpOoXOXAeHne no Lenodvke, Hanpumep DROP n ACCEPT; B pesynbrate apyrux, nocne
BbIMNOSNIHEHMS HEKUX OMnepaunin, NPoAoIKaeT NpoBePKY, Hanpumep LOG; B pe3dynbrate paboTbl
TPETbUX — faxe BUOAOU3MEHSIETCS, Hanpumep DNAT 1 SNAT, TTL 1 TOS, HO TakK e npogosnkaeT
NpoaBMXEHME NO LienoykKe.

ACCEPT

Ecnn Hag nakeTom BbINOMNHAETCH AencTene ACCEPT, TO NakeT npekpawlaeTt ABUKEHNE No
uenoyke (M BCeM Bbi3BABLUMM LiEMOYKaM, ECIM TEKYLLAs Lienoyka Obinia BIOXKEHHOW) U cUMTaeTcs
NPUHATBLIM, TEM HE MeHee, NaKeT NPOAOIKUT ABMXKEHME MO LUenodykam B Apyrnx Tabnumuax n Moxet
ObITb OTBEPrHyT Tam. [lencTBue 3agaeTcs C NOMOLLbIO Kntoya —j ACCEPT. [JONONHUTENbHbIX

KIoYen He umeer.
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DNAT

DNAT ucnosb3yeTcs Ans npeobpasoBaHust agpeca MecTta HasHadeHus B |IP-3aronoske
naketa. Ecnun nakeTt nognagaet nog KpUTepuid NpaBunia, BbiNomHAKLWEro DNAT, TO 3TOT NaKeT U
BCe nocregyoLlme nakeTbl U3 3TOro e noToka 6yayT nofBeprHyTbl NpeobpasoBaHnio agpeca
HasHa4yeHusi 1 nepedaHbl Ha Tpebyemoe YCTPOMCTBO, KOMMLIOTEP UIN CETb.

MoXeT BbINOMHATLCA TOMbKO B Lienovykax PREROUTING M OQUTPUT Tabnuupbl nat U BO
BIOXEHHbIX NoALIenoYKax.

Kntou ans penctBust DNAT — --to-destination.

Mpumep
iptables -t nat -A PREROUTING -p tcp -d 15.45.23.67
--dport 80 -j DNAT --to-destination 192.168.1.1-192.168.1.10

OTOT KIoY yKasbIBaeT, kakon |IP-agpec gomkeH 6bITb NoagcTaBneH B kKa4yecTBe agpeca
MecTa HasHa4yeHusd. B BbilenpnBeaeHHOM NpMMepe BO BCEX MaKeTax, NpULLIEAWnX Ha agpec
14.45.23.67, agpec HazHa4YeHnsa 6yneT M3MEHEH Ha OO4MH U3 AMana3oHa oT 192.168.1.1 go
192.168.1.10. Bce nakeTbl 3 ogHoro notoka 6yayT HanpaenNATbLCA HA OOWH M TOT XXe agpec, a
ANs Kagoro HoBOro notoka 6yaert BbIbMpaTbCs OANH U3 aApecoB B YkadaHHOM AnanasoHe Cny-
YanHbIM obpasoM. MOXHO Takke onpenenuTb eauHCTBEHHbIN IP-agpec. MOXHO 4OMONHUTENBHO
yKasaTb NopT uUiv ananasoH NOpPTOB, Ha KOTOpbIV (KoTopble) ByaeT nepeHanpasneH Tpaduk. Ons
atoro nocre IP-agpeca 4yepes ABoeTouMe yKkasaTb NOpT, Hanpumep:
—--to-destination 192.168.1.1:80
A8 yKasaHua guanasoHa nopTos:
—--to-destination 192.168.1.1:80-100

CuHTakcuc genctemim DNAT M SNAT BO MHOMOM CXOX. YKaszaHue MOpToOB LOMycKaeTcs
TONbKO Npu pabote ¢ NpoTokonom TCP wunu UDP, Npu HanMuMm napametpa —--protocol B
Kputepun.

DROP

DROP cbpacbiBaeT NakeT n iptables 3abbiBaeT 0 ero cywecrsoBaHnn. COpoOLLEHHbIE
nakeTbl NpeKpaLLlaT CBOE ABMXXEHME MOMHOCTLIO, T. €. OHN HE NepefarTcs B Apyrme tabnuupl,
Kak 3TO NpoucxoauT B crnyyae ¢ gencrenemM ACCEPT. CrieayeT NOMHUTb, YTO AaHHOEe AenCTBue
MOXET UMETb HeraTMBHblE MOCIEACTBUS, MOCKOMbKY MOXET OCTaBfATb HE3aKpbITble COKEThI
Kak Ha CTOpPOHe cepBepa, Tak U Ha CTOPOHE KIMeHTa, Haunyywum cnocobom 3awmtbl Oyaet
ncnonb3oBaHne genctend REJECT, 0COGEHHO NMpu 3aLUmMTe OT CKaHMPOBAHMUS MOPTOB.

LOG

LOG CRyXuT AN XXypHanMpoBaHUsa OTAErNbHbIX MNAaKeTOB U cobbITMIA. B XXypHan moryT

3aHOCUTbCA 3arofnioBku IP-naketoB n gpyras nHtepecyowas nHpopmaums. MHpopmauus ms
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XXypHana MoXeT ObITb NpoynTaHa ¢ NOMOLLbIO dmesg UK syslogd, NIMGO ¢ NOMOLLBIO ApPYruX
KOMaHz,.

Kntoun gencteusa LOG npuBefeHbl B Tabnuue [56]

Tabnuuya 56

Krito4 OnucaHne

Ucnonb3yeTca ons 3agaHusa ypoBHS XXypHanupoBaHus. MoxHo 3agaTh crieqy-
owme ypoBHu: debug, info, notice, warning, warn, err, error, crit
alert, emerg N panic. KnioueBoe CrioBo error O3HA4yaeT TO Xe camoe,
YTO U err, warn — warning M panic — emergqg. [NpuopuTteT onpegenser
pasnuuusa B TOM, Kak ByayT 3aHOCUMTbCA coobLeHnsa B XXypHan. Bce coob-
LLEeHMs 3aHOCATCA B XypHan cpeactsamu agpa. Ecnn yctaHOBUTL CTPOKY
--log-level kern.=info /var/log/iptables B panne syslog.conf, T0 Bce co0b-
leHus u3 iptables, ncnonbeayowme ypoeeHb info, 6yayT 3aHOCUTLCS B
ann /var/log/iptables. OgHako B 3TOT hann nonagyT v Apyrme coob-
LeHUs, nocTynaroLwme u3 Apyrux nogcucTemM, KotTopble UCNonb3yrT YPOBEHb
info.

Mpumep
iptables -A FORWARD -p tcp -Jj LOG --log-level debug

3apaeT npeduKc, KoTopbii OydeT CTOATb nepen BCEMWU COOOLLEHUSMU
iptables. CoobLleHns co cneundudHbiM npedmnKcoMm 3aTemM Nerko Mox-
HO HaWTW, K NpUMepy, ¢ NoMoLlblo grep. lNpedunKc MOXeT cogepxaTb A0

--log-prefix 29 cMmBoroB, Bkro4as npobensi.
Mpumep
iptables -A INPUT -p tcp -j LOG --log-prefix "INPUT
packets"

Mo3BonsieT 3aHoCUTb B XXypHan Homep TCP Sequence-naketa. Homep TCP
Sequence ngeHTNMOUUNPYET KaXKablA NakeT B NOTOKE M onpeaenseTr nopsi-
AOK COOpKM NOTOKa. ATOT KNIoY NMoTeHumnarnbHO onaceH ans 6e3onacHocTn
CUCTEMbI, €CITN CUCTEMHbBIN XXYpHan paspeluaeT AOCTYN «Ha YTeHME» BCEM
--log-tcp-sequence K Goi > v 6

none3oBatensaMm. Kak u nobon gpyron xxypHan, cogepxalimi coodLieHms ot
iptables.

Mpumep
iptables -A INPUT -p tcp -j LOG --log-tcp-sequence

[Mo3BONSET 3aHOCUTL B CUCTEMHBIV XXypHan pasfnnyHble CBEAEHUS U3 3arofioB-
ka TCP-naketa. Takasg BO3MOXHOCTb MOXET ObITb NonesHa npu otnagke. 10T
--log-tcp-options | KMOY HE MEET AONONHUTENBHBIX NapaMeTPOB.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-tcp-options

[Mo3BONSIET 3aHOCUTL B CUCTEMHbIV XXypHan pasnuyHble CBEAEHUS U3 3arofoB-
ka IP-naketa. Bo MHOrom cxox c knto4oM -—log-tcp-options, Ho paboTtaeT
-—log-ip-options TOnbKO C |P-3aromnoskom.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-ip-options
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MARK

MARK UCMonb3yeTcs sl YCTaHOBKM METOK AN ONpeAeneHHblX MakeToB. ITO A4ENCTBUE MO-
XXET BbINOSMHATLCS TONbKO B Npeaenax 1abnuubl mangle. YCTaHOBKA METOK OObIYHO MCMONb3yeTCs
AN HYXXO MapLUpyTM3auumn NakeToB Mo pas3nnUYHbIM MapLupyTam, Ans orpaHu4eHns Tpaduka u T.n.
MeTka nakeTa cyLlecTByeT TONbKO B NEpMOA BPEMEHM, NMOKA NAKET HE MOKMHYN GpaHamayap, T.e€.
MeTKa He nepegaetcs no cetn. Ecnv HeobxoauMo Kak-To MOMETUTb NaKeTbl, YTOObI UCMOMb30BaTb
MapKUPOBKY Ha OPYroM KOMMbHOTEPE, TO MOXHO MaHUNynmMpoBaTb Gutamm nonsa TOS.

Kntoy ana gencreust MARK — —--set- — yCTaHaBNMBaEeT METKY Ha nakeT. [Nocrne kno4a

—-—-set-mark OOMXHO cnegoBaTh Lienoe Yucro.

Mpumep
iptables -t mangle -A PREROUTING -p tcp --dport 22 -j MARK --set-mark 2

MASQUERADE

MackapaguHr nogpasymeBaeTt rnonyyveHue |IP-agpeca ot 3agaHHOro ceTeBoro MHTepgenca,
BMECTO NMPSIMOro ero ykasaHusi, Kak 370 enaeTcs C MOMOLLbIO Krya —-to-source B AENCTBUN
SNAT.

Hencrtene MASQUERADE MOXET OblTb MCNOMNb30BaHO BMECTO SNAT, JaXe eCrnn UMeeTCA
NoCTOAHHbIN IP-agpec.

MASQUERADE fonycKaeTcs ykasbliBaTb TOMbKO B Lienoyke POSTROUTING Tabnuubl nat,
Tak e Kak 1 gencteme SNAT. MASQUERADE MMeET KITo4, MCNOoMb30BaHWe KOTOPOro Heobs3aTenb-
HO.

Kntou ansa gencreua MASQUERADE — —--to-ports — UCMNOMb3yeTcs ANa ykasdaHusa nopra
WCTOYHMKA Uy JuanasoHa nopToB ucxogsiero nakera. MoXHo ykasaTb o4uH MOpT, Hanpuvep:
-—-to-ports 1025
UM guanasoH NnopToB:

—-—to-ports 1024-3100
OTOT K104 MOXHO MCNOSb30BaTh TOMbKO B NpaBunax, rae KpUuTepumn cogepXuT sBHoe

ykasaHue Ha npoTtokon TCP vnn UDP ¢ nomoLbio knoya —-protocol.

Mpumep
iptables -t nat -A POSTROUTING -p TCP -j MASQUERADE --to-ports 1024-31000

REDIRECT

REDIRECT BbINOSIHSAET NepeHanpasfieHne NakeToB M MOTOKOB Ha ApYron rnopTt TOro xe
camoro KomnbloTepa. K npumepy, MOXXHO nakeTbl, noctynatwowme Ha HTTP-nopt, nepeHanpaBuTb
Ha nopT HTTP-npokcu. [enctBne REDIRECT OYeHb YyOOOHO 4SS BbINOMHEHUS MPO3pavyHOro
npokcunpoBaHus (transparent proxying), korga komnbtotepbl B JIBC gaxe He nogo3peBaroT O

CcyLiecTtBOBaHMM MPOKCH.
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REDIRECT MOXET UCMONb30BaTbCs TONbKO B LienovYkax PREROUTING un OUTPUT Tabnuubl
nat, a TakkKe BbINOMHATLCA B NoALENoYKax.

Kniou gna genctBust REDIRECT — —-to-ports — onpegensietr nopt unu guanasoH
NopToB Ha3HaveHus. bes ykasaHua knova —-to-ports nepeHanpasfieHNs He NPOUCXOOUT, T. €.
nakeT naeTt Ha TOT NopT, Kyaa v ObinT Ha3HaYeH.

Ons YKa3aHnAa o4HOoro rnoprta HasHa4eHud BBECTU:.

iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports 8080

Ecnu HeoGxoanmo YKa3aTb Anana3oH NnopToB:
iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports /
8080-8090

OTOT KI104 MOXKHO MCNOSb30BaTh TOMLKO B NpaBunax, rae KpUTepumn coaepXuT siBHoe
ykasaHue Ha npotokon TCP nnn UDP ¢ nomoLybio kntoya —-protocol.

REJECT

REJECT mcrnonb3yeTcs, Kak npaBuno, B TeX e CaMblX CUTyauusix, 4To n DROP, HO B
oTnnyme oT DROP, KoMaHAa REJECT BblgaeT cooblieHne o6 owmbke Ha KoMnbloTep, nepenas-
lWwnin nakeT. [lenctBne REJECT paboTaeT ToNbKo B Lenovkax INPUT, FORWARD n OUTPUT (M BO
BMOXEHHbIX B HMUX Lienoykax). [loka CcyLlecTByeT TONbKO €AWNHCTBEHHbIN KoY, yrnpaBnisaoLwmnini
nosegeHnemM KomaHabl REJECT.

Knou ana genctBus REJECT — --reject-with — ykasbiBaeT, Kakoe coobuieHune
HeoOxoauMMO nepenaTtb B OTBET, ECMM NaKeT coBnan C 3agaHHbiM Kputepuem. Npu npumeHe-
HUM OgencTBus REJECT K nakeTy cHadana Ha KOMMblTep-oTnpaBuTens OyaeTr oTocnaH yka-
3aHHbIN OTBET, a 3aTteM nakeT byaet cbpowleH. [lonyckaeTcs UCNosib3oBaTb Crieayowmne TUnbl
OTBETOB: icmp-net-unreachable, icmp-host-unreachable, icmp-port-unreachable,
icmp-proto-unreachable, icmp-net-prohibited n icmp-host-prohibited. Mo ymon-
YaHuo nepepaeTcsa coobuleHne port—-unreachable. Bce BblileykaszaHHble TUMbI OTBETOB SABMS-
toTca ICMP error messages (coobweHuamm o6 owmnbkax). Tun oTBeTa tcp-reset NCNONb3Y-
eTcs Tonbko anga npotokona TCP. Ecnu ykazaHo 3HadYeHue tcp-reset, TO gencTBme REJECT

nepegact B oteeT naket TCP RST, KOoTopbIv ncnonedyetcsa Ans 3akpbitusa TCP-coeanHeHus.

Mpnumep
iptables -A FORWARD -p TCP --dport 22 -j REJECT --reject-with tcp-reset

RETURN
RETURN npekKkpawaeT gBMXeHne rnaketa no TeKyLI_l,eIZ Luerno4yke rnpasuit U npomn3BoanT
BO3BpaT B Bbl3blBalOLL YO LEMOYKY, €CIin TEKYLLaA Lerno4vka Oblna BMNOXEeHHOW, Unu, ecnu TeKyLwas

Liernoyka NexuT Ha caMOM BEpPXHEM YpPOBHe (Hanpumep, INPUT), Kk nakeTy GyaeT npMMeHeHa
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nosiMTUKa Nno ymonyaHuto. B kayecTBe NOMNTUKM NO YMOMYaHUIO HasHa4varT encTBus ACCEPT
nnn DROP.

SNAT

SNAT MCnonb3yeTcs Ans Nnpeobpa3oBaHNs CETEBbLIX a4pecoB, T. €. UBMEHEHMS NCXOOSALLETO
IP-agpeca B IP-3aronoBke nakera. SNAT 4ONYCKAETCA BbINOMHATL TONbKO B Tabnuue nat, B LENOY-
Ke POSTROUTING. [lpyrumn cnoBamu, TOMbKO 34eCb AOMNycKaeTcs npeobpasoBaHne UCXoasmx
agpecoB. Ecnu nepBbii NakeT B COeANHEeHMM noaeeprca npeobpasoBaHMio UCXOASALLEro agpeca,
TO BCE MocrenyLlme nakeTbl U3 3TOro Xe coeanHeHust byayT npeobpasoBaHbl aBTOMAaTUYECKN U
He NonayT Yyepes 3Ty LenoyKky npasus.

Kntou ana gencteus SNAT — --to-source — MCNOSb3YeTCA AN yKasaHus agpeca,

npunceamBaeMoro rnakery.

Mpumep
iptables -t nat -A POSTROUTING -o ethO -j SNAT --to-source
194.236.50.155-194.236.50.160:1024-32000

YkasbiBaeTcs IP-agpec, KoTopbii ByaeT nofgcTaBneH B 3arofiloBOK MakeTa B KaydecTBe
ncxopswero. Ecnv HeobxoamMmo nepepacnpenenvTb Harpy3ky Mexay Heckonbkumm 6paHamaya-
pamMu, TO MOXHO yKasaTb Auana3oH agpecoB, r4e HavarnbHbI U KOHEYHbIN agpeca guana3oHa
pasgensaiTca geduncom, Hanpumep:
194.236.50.155-194.236.50.160

Torga koHkpeTHbIM |IP-agpec 6ygeT BbibupaTbcsa M3 AnanasoHa crny4vyamHbiM obpasom
ANS KaXQoro HOBOro notoka. [JonosHMTeNbHO MOXHO YKa3aTb AMana3oH NopToB, KoTopble 6yayT
NCNoNb30BaTbCA TONbKO ANSA HY>X4 SNAT.

TOS

TOS ucnonb3yeTcs Ans yctaHoBKW 6uT B none TOS IP-3aronoska. [None TOS coaepXut
BOCEMb OUT, KOTOPbIE UCMONbL3YOTCA ANA MapLPyTU3aUnn nakeToB. ATO OQHO M3 HECKOJSTbKUX
noneu, ncnomnb3dyembix iproute?2. [laHHOe none MoXeT obpabaTbiBaTbCA pasfMyHbIMN MapLLpPY-
TM3aTopamu C Lenbio Bbibopa MaplipyTa ABmKeHUs nakeTta. Kak ye ykasbiBanoch Bbllle, 3TO
none, B OTNiM4ne OT MARK, COXpaHSAET CBOE 3Ha4YeHue Npu ABMXEHUN NO CETU, a NOITOMY MOXET
NCNonb30BaTbCA ANs MapLipyTmu3aunm naketa. [laHHoe AercTBne 4onyckaeTcsi BbINOMHATL TOMbKO
B npegenax tabnuubl mangle.

Kntou gnsa genctems TOS — —-set-tos — onpegenseTr YACNOBOe 3HaYeHNe B LECATUYHOM

nnn wecTtHaguatepn4Hom sunae.

Mpumep
iptables -t mangle -A PREROUTING -p TCP --dport 22 -j TOS --set-tos 0x10
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MockonbKy none TOS siBNAeTcs 8-6UTHLIM, TO MOXXHO yKa3aTb YMcno B AnanasoHe ot 0 oo
255 (0x00—0xFF). BonbLUMHCTBO 3HAY€HWI STOrO NOMS HUKaK He ucnonb3yetcs. Jlyyle ncnons3o-
BaTb MHEMOHU4Yeckmne obo3HaveHus: Minimize-Delay (16 nnun 0x10), Maximize-Throughput (8 nnu
0x08), Maximize-Reliability (4 nnu 0x04), Minimize-Cost (2 unn 0x02) nnu Normal-Service (0
nnmn 0x00). Mo ymonuaHuto 60nbWMHCTBO NakeToB nmetoT npuaHak Normal-Service nnu 0. Cnncok
MHEMOHWK MOXXHO MOMNYyYnTb, BbIMOMTHUB KOMaHAY:
iptables -j TOS -h

TTL

TTL MCNONb3yeTcs ANs U3MeHeHus cogepxxmmoro nonst TTL B IP-3aronoske. OanH 13 Ba-
PUaHTOB NPUMEHEHNHA 3TOro AeNCTBUS — yCTaHaBnMBaTb 3Ha4yeHue nons TTL BO BCEX UCXOOALLUX
nakeTax B OQHO M TO Xe 3HayYeHue.

[encteme TTL MOXHO yKasblBaTb TONbKO B Tabnuue mangle.

Kntoun ans gevicteust TTL npvBeAeHsl B Tabnuue [57]

Tabnwuuya 57

Krirou OnucaHune

YcTaHaBnuBaert norne TTL B 3agaHHOe 3HayeHue. OnTMMarbHbIM CYMTAETCS 3HaYeHne

okono 64.
-—-ttl-set
Mpnumep

iptables -t mangle -A PREROUTING -o eth0 -j TTL --ttl-set 64

YMeHbLUaeT 3HavyeHne nons TTL Ha 3agaHHoe Yncno. Hanpumep, nycTb BXOAALWMI NakeT
UMeET 3HavyeHne TTL, paBHoe 53, BbINOMHAETCA KOMaHaa —-ttl-dec 3. Torga naket
NOKWMHET KOMMbIOTEP C nonem TTL, paBHbiM 49. CeTeBON kof aBTOMaTUYECKN YMEHLLUNT

--ttl-dec| 3yayenue TTL Ha 1, NoaToMy pakTnyeckm nonyyaercs: 53 - 3 - 1 = 49.

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-dec 1

YBennumeaeT 3HadeHme nongd TTL Ha 3agaHHOE YnUCno. |_|yCTb noctynaet naket ¢ TTL,
paBHbIM 53, Torga nocne BbINOMIHEHNA KOMaHAbl ——ttl-inc 4 Ha BbIXO4E C KOMIMbHO-
Tepa naket 6y,1:|,eT nvetb TTL, paBHbIVI 56, He cTounT 3abbiBaTb 06 aBTOMAaTU4YECKOM
——ttl-inc | YMEHbLUEHUN NONA TTL ceTeBblM KOOOM A4pa, T. €. (baKTVI‘-IeCKVI nony4yaeTcda BblpaXeHune:
53 + 4 - 1 = 56.

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-inc 1

ULOG

ULOG NpeaocTaBnsieT BO3MOXHOCTb XXYpPHanNMpOBaHUsi NakeToB B NOMb30BaTENbCKOE Mpo-
cTpaHcTBO. OHO 3aMeHsieT TPaAULMOHHOE AelcTBUE LOG, 6asmpytolleecsi Ha CUCTEMHOM XKypHare.
Mpw ncnonb3oBaHUM 3TOrO AEeNCTBUS NaKeT Yepe3 CoKeTbl netlink nepenaercs cneumanbHOMY
[IEMOHY, KOTOPbI MOXET BbINOMHSATL O4EHb AETarbHOE XXYpHanNMpoBaHMe B pasnnyHbIX doopmarax

(Hanpumep, OBbIYHbBIN TEKCTOBBIN dal) U K TOMYy Xe nogaepXuBaeT BO3MOXHOCTb Jobasne-
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HUA HaACTPOEK (NNarnHoB) Anst GOPMMPOBAHMS Pa3NUYHbIX BbIXOAHbBIX ddopMaToB U 06paboTkm
CeTeBbIX MPOTOKOSOB.

Kntoun ansa gercteust ULOG npuBeneHbl B Tabnuue (68

Tabnuuya 58

Krito4 OnucaHne

CoobuaeT ULOG, B kakyt rpynny netlink gormkeH ObiTb nepedaH Naker.
Bcero cywectyet 32 rpynnbl (0T 1 go 32). Ecnin Heobxoaumo nepedatb NakeT
B MATYIO rpynmny, TO MOXHO yKa3aTb:

--ulog-nlgroup 5

--ulog-nlgroup Mo ymonyaHuio ucrnonb3yetca nepsas rpynna.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-nlgroup 2

MmeeT TOT Xe CMbICH, YTO U aHanornyHbIn napameTp B genctsum LOG. [nvHa

CTPOKM nNpedmkca He JOrmKHa npeBblwaTb 32 cumBona.

--ulog-prefix Mpumep

iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-prefix "SSH connection attempt: "

OnpepenseT Kakyto onto naketa B 6antax Hago nepegasaTtb AeMOHY ULOG.
Ecnn ykasatb uncrnio 100, kak nokasaHo B NpuMepe, To AeMOHY ByaeT nepe-
AaHo Tornbko 100 b 13 nakeTta, 3TO 03HaA4aeT, YTO AeMOHY OyaeT nepenaH
3arofnioBOK NakeTa M HekoTopasa YacTb obnacTu gaHHbIX naketa. Ecnu yka-
--ulog-cprange 3atb 0, TO ByaeT nepefaH BeCb NakeT, HE3aBUCUMO OT ero pasmepa. 3HavyeHune
no ymon4yaHuio pasHo O.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-cprange 100

YctaHaBnuBaeT BenuunHy Bydepa B obnactu agpa. Hanpumep, ecnu 3agatb
BenuyuHy 6ydepa, pasHom 10, Kak B npumepe, TO 54po Byaet HakannueaTtb
XypHanupyemble nakeTbl BO BHyTpeHHeM Bydepe v nepeaaBatb B Nofb30Ba-
--ulog-qgthreshold | TeMbCKOe MPOCTPAHCTBO rpynnamu no 10 nakeTos.

Mpumep
iptables -A INPUT -p TCP --dport 22 -j ULOG
--ulog-gthreshold 10

11.8. NMNoppepxka punbTpaumMm Ha OCHOBE KraccUPUKaLuMOHHbIX METOK

11.8.1. Moaynu iptables ansa paboTtbl ¢ KnaccuprKkauMoHHbIMU MEeTKaMm

Mopaepxka omnbTpaumm Ha OCHOBE KracCUdMKaLMOHHbLIX METOK peann3oBaHa ¢ NoMo-
LLIbIO OOMNOSNMHUTENBHOrO MOAYNSA TECTUPOBaHUSA astralabel, obecnevnBatoLero TeCTMpoBaHme
3Ha4YeHNN MaHAaTHbIX aTPUBYTOB C NOMOLLLIO NAapaMeTpoB —-maclev U —-maccat.

[Ona paboTtbl ¢ KnaccuuKaumMoHHbBIMMU METKamMuM Heob6XOAMMO YCTaHOBUTb MNaKeTbl

iptables (M0 yMOn4yaHuWiO NakeTbl He yCTaHaBNMBAKOTCS):
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- iptables-astralabel-generic — Moaynu AN UCNOMNb30OBaHUS C SAPOM generic;

- iptables-astralabel-hardened — Ans ncnonb3oBaHua ¢ a4pom hardened;

- iptables-astralabel-common — obLine Moaynu.

Ons YCTaHOBKUM NAKETOB BbIMNMOJTHUTbL!

- Ans agpa generic

sudo apt install iptables-astralabel-common iptables-astralabel-generic

- ana sgpa hardened

sudo apt install iptables-astralabel-common iptables-astralabel-hardened

Mpn HeobxogmmocTn mogynu ansa generic n hardened moryT 6bITb YCTAaHOBMEHbLI O4HO-

BPEMEHHO.

Mopaynb astralabel nogaepxvBaeT cTaHO4APTHBIN CUHTAKCUC KOMaHOHOW CTPOKMU, UC-

HOJ'IbSyeMbIIZ B iptables, a TakkKe OononHUTENbHbIE NapaMeTpbl ANA KOHTPONA MaHOaTHbIX

aTpMOyTOB CETEBLIX NAKETOB, NpUBEAEHHbIE B Tabnuue

Taobnuuya 59

MapameTp

OnucaHue

-m astralabel

YkasaHue Ha ncnonb3oBaHme Moaynsi astralabel ans o6paboTkn ceTeBoro
Tpadvka

--maclev <ypOBeHB>
[ :<ypoBeHB>]

lNpumeHeHne npasuna K nakeram, UMeKLLMM YKasaHHbIN nepapxuyecknn
ypoBeHb KoHuaeHumnanbHocTU. na 3agaHna ananasoHa ypoBHeEN KOHU-
AEeHUManbHOCTU YPOBHW YKa3sblBaKOTCS Yepes3 CUMBOST «:» BKNIOYUTEMBHO.

Mpumep

He NPpUHNMaTb NakeTbl C Nepapxm4eCKMMmn ypoBHAMUA KOH(*)VI,EleHLI,VIaJ'IbHOCTVI
otr1p003

iptables -A INPUT -m astralabel --maclev 1:3 -j DROP

MapameTp maclev MOXET MPUMEHATLCS OOHOBPEMEHHO C MapamMeTpoMm
maccat B ogHOM npasune. Pesynbtupytowmin punstp Oyaet npeactaBnaTb
cobor o6beguHeHe UNLTPOB, 3afaHHbIX AaHHLIMU NapaMeTpamu

3HayeHne unsTpa, 3agaBaemMoro napameTpom —-maclev, MOXeT BbITb MH-
BEPCMPOBAHO C NOMOLLbIO MoandukaTopa «!».

Mpumep

He nponyckaTb ucxogsune nakeTbl, UMeKLLMe HEHYNEBOW nepapxmieckuni
YpOBEHb KOH(PMAEHLMaNbHOCTH

iptables -A OUTPUT -m astralabel ! --maclev 0 -j DROP

[NlaHHoe npaBuno Gyaer nponyckaTb UCXOASALME NaKeTbl, UMetoLLe HyneBo
nepapxmyeckunii ypoBeHb KOHOUAEHUMANbHOCTU U HEHYNEeBble Herepapxmye-
cKkue kaTeropuv goctyna
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OkoHyaHue mabnuuysb! 59

MapameTp OnuncaHue

lMpumeHeHne NpaBuna Kk nakeTam, MMELLNM yKasaHHble Herepapxmuyeckme
KaTeropum KoHduaeHumManeHoCcTN. 3agaHne AManas3oHOB U UHBEPCUPOBaHWE
He nogaepxwuBarTcsa. B ogHOM npaBune MoxeT ObiTb yKasaHO HECKONbKO
napamMeTpoB maccat, B TaKOM cryyae npasuno OyaeT NpUMEHsiTbCSA TOMbKO K
MakeTam C yCTaHOBMNEHHbIMU OQHOBPEMEHHO BCEMW YKa3aHHbIMU KaTeropmsiMm
(6utamn).

MpumMeyaHwue. Hymepauus GUTOB KaTeropuii HaYMHaAETCA C €AUHULbI.

Mpumep

He nponyckaTb ncxogduime nakeTbl ¢ yCTaHOBNEHHbIMW OOQHOBPEMEHHO BuTa-
MU Kateropun 1 1 2

iptables -A OUTPUT -m astralabel --maccat 1 --maccat 2

-3j DROP

—-—-maccat
<6buT_xrarTeropumu>

MapameTp maccat MOXET MPUMEHATLCS OOHOBPEMEHHO C NapamMeTpoMm
maclev B ogHOM npasune. Pesynbtupytowmin punstp Oyaet npeactaenaTb
cobor o6beguHeHne UNLTPOB, 3afaHHbIX AaHHBIMU NapaMeTpamMu.

Mpumep

He npyvHumaTh NakeTbl C YCTAaHOBIIEHHbIMW OUTaMu Kateropuin 1 n 2 n ypoBHEM
KOHdunaeHumnanbHocTn 3

iptables -A INPUT -m astralabel -maclev 3 --maccat 1
--maccat 2 -j DROP

BHUMAHMUE! Ecnn napameTpbl gna punstpaumm nakeTtoB Ha OCHOBE Kriaccudumkaum-
OHHOW METKWN He yKasaHbl, TO NpaBuUrio NPUMEHSAETCS KO BCEM MakeTam, MMEKLUM HEHYIEBYIO
KnaccugukaumMoHHy MeTKy. Hanpumep, npasuno

iptables -A OUTPUT -m astralabel -3j DROP
3anpeTuT BCe UCXOASALLME NaKeTbl, UMeoLLME HEHYNEBYHO KIacCUUKaALMOHHYO METKY (T.e. umeto-
LLIEe HEeHYNEBOW YPOBEHb KOH(PMAEHLUMaNbLHOCTN U/UNN HEHYNEBbIE KaTeropum 4ocTyna).

OnucaHue mogynen iptables Ansa unsTpauumn NakeToB Ha OCHOBE KnaccudukalmoH-

HOM METKM NpUBEAEHO B PYKOBOACTBE man ANA iptables-astralabel.

11.8.2. Ucnonb3oBaHue ufw gna pabotbl ¢ KnaccnPmUKauMOHHbLIMU MeTKaMu

B mexceTteBOoM akpaHe ufw BKkMouYeHa nogaepkka paboTbl ¢ kKnaccumkaumoHHbIMU MET-
Kamu no ymonyaHuio. [ing ynpasneHns CETEBbIMU COEAMHEHUAMU C YH4ETOM KrnaccuUKauNOHHbIX
METOK B MexceTeBon akpaH ufw gobasneHbl napamMeTpbl mac, maclev U maccat, N0 AENCTBUIO
aHanornyHble napameTpam iptables.

[na Toro, 4ytob6bl AaHHble NapamMeTpbl paboTanu, B cucteMe OOSMKEH OblTb yCTaHOB-
neH B cootBetcTBuM C [11.8.1] nakeT iptables-astralabel-common U OOMH U3 MaKeTOB
iptables-astralabel-generic Unm iptables-astralabel-hardened, COOTBETCTBYIO-

LM MCNoNb3yeMoMy Sapy.
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Mpumepbl:

1. 3anpet otnpasku Ha 80 IP-nopT nakeToB C HEHYNEeBOW KriacCudUKaLMOHHON METKOWN:
ufw deny out 80/tcp mac

AHanorn4yHo napametpam iptables:

-A OUTPUT -p tcp —--dport 80 -m astralabel -j DROP

2. 3anpet otnpasku Ha 80 IP-nopt (npoTtokon HTTP) ceTeBbIXx NakeToB, MUMEIOLLNX YPO-
BEHb KOHMAEHUMANLHOCTHU 2:

ufw deny out 80/tcp maclev 2

AHanorn4yHo napameTpam iptables:

-A OUTPUT -p tcp --dport 80 -m astralabel --maclev 2 -j DROP

3. 3anpert otnpasku Ha 80 IP-nopT (npoTtokon HTTP) ceTeBbIXx NAKeTOB, UMEOLLNX KaTe-
ropuio KOHUAEHUManNbHOCTN 3:

ufw deny out 80/tcp maccat 3

AHanornyHo napameTpam iptables:

-A OUTPUT -p tcp --dport 80 -m astralabel --maccat 3 -j DROP

Bo3MoXHOCTb MHBEPCUN npasuil 1 BO3MOXHOCTb OAHOBPEMEHHOIO YKa3aHUA HECKOJTIbKUX
KaTeFOpMVI B O4HOM npaBure TeKyU.leVI peanmsau,mel‘/'l ufw He nogaep>XxXmBaroTCA.
Onuncaxune ufw gns CbI/IJ'IpraU,I/II/I NnakeToB Ha OCHOBE KJ'IGCCI/I(*)I/IK&LI,I/IOHHOI?I MEeTKU npmee-

JEeHO B pykoBoACTBE man And ufw.

11.8.3. Ucnonb3oBaHne Open vSwitch gna pabotbl ¢ knaccudpukauMoOHHbIMU
MeTKaMu

MporpammubIn kKommyTaTop Open vSwitch (OVS) 3 coctaBa OC nogaepxuBaeT Kraccu-
UKaLMOHHbIE METKM (YPOBHU U KaTeropmm KOHUAEHUNANbHOCTN) U MOXET UCMONb30BaTbCsA ANs
hunbTpaLmMmM ceTeBoro NoToka B YCroBUSX MaHOATHOrO ynpaBneHnsa OCTYMNOM.

duneTpaums IP-nakeToB, KOTOpble cogepXaT KraccuuKaunoHHbIE METKM, cHavarna Bbl-
NONHSETCHA Ha nopTtax, 3ateM Ha ocHoBe npasun OpenFlow kommyTaTtopa OVS. NapameTpbl
unsTpaumm 3agatTcsa NyTeM Ha3HaYeHUs KraccuukaLMoHHbIX METOK nopTamM 1 obasneHuns
KnaccudukaumoHHbIX MeTok B npasuna OpenFlow.

[na HasHadeHna nopTy unn ykasaHus B npasune OpenFlow ypoBHS KOHpmaeHUnansHo-
CTW UCMOnb3yeTcsa napaMeTp astra_mac_level:
astra mac_level=<ypoBeHb_KOHQUIOEHIIHNAJTILHOCTU>
rie <ypoBeHb_KOHYUIEHLMATILHOCTHU> — AECATUYHOE YUCIO, COOTBETCTBYIOLLEE YPOBHIO KOH-
duaeHUnanbLHOCTU.

[na HasHavyeHusa nopTy unu ykasaHus B npasune OpenFlow kateropun koHduaeHLmanb-

HOCTM Ucnonb3yeTcs napameTp astra_mac_categories:

1.7.5



251
PYCB.10015-01 97 01-1

astra_mac_categories=<xaTeropuu_KOHPUIOEHIIMATILHOCTU>
roe <xarTeropuu_KoHPUIOEHIIMAJILHOCTHU> — LWeCcTHaauarepmyHoe 4Ymcno, ouToBasa mMacka Ko-
TOporo onpeaensieT Habop kateropnin KOHpNAEHUNANBHOCTN.

Ecnn napameTpbl YpOBHS U/unu kateropuin KOHUAEHUManbsHOCTU OTCYTCTBYIOT, TO MO
YMOSYaHUIO AS18 HAX NpUHUMaeTcs 3HadeHne 0 — HyneBown ypoBeHb KOHMUAEHUMaNbHOCTU U/nnu
0e3 kaTeropuin KOHPUAEHLNANTbHOCTMW.

Mpun dovneTpaunn IP-nakeT nponyckaetcs Yepes nopt n npasunom OpenFlow, ecnu IP-
nakeTy HasHayeHa knaccuurkaumMoHHas MeTka He Bbllle, YeM KraccugukaumoHHas MeTka nopra
n B npaesune OpenFlow cooTBeTcTBeHHO. Hanpumep, ecnu B npasune OpenFlow 3agaHa 6noku-
pOBKa CO 3Ha4YeHUAMU NapamMeTpoB astra mac_level=2 N astra_mac_categories=0x03,
TO NpW NPUMMEHEHNN NpaBuia He ByayT nponyLleHbl IP-nakeTbl, MMeKLWNe HYNeBON, NEPBbLIA UMK
BTOPOW YpOBEHb KOH(PMAEHUMANBHOCTM U UMEIOLLME KaTeropmum KoHpuaeHumnansHocT1, butosas

MacKka KOTOpbIX coaepXuTtca B 6utoBon macke 0x03.

Mpumepsl:
1. Jo6aBuTtb NopT tap0 M Ha3Ha4YMTb eMy BTOPOW YPOBEHb KOHMUAEHUMANBHOCTU U
KaTteropmm KoHmaeHumMansHOCTN, COOTBETCTBYOWME BUTOBOM Macke 0x03:
sudo ovs-vsctl add-port br0 tap0 astra_mac_ level=2
astra mac_categories=0x03
2. [lobaBnTb NOPT tapl U Ha3HaA4YNTb EMY KaTeropun KoHpUaeHUNnanbHOCTU, COOTBET-
cTBylowme 6utoBor macke 0x08, NO ymonyaHuo GyaeT HasHayYeH HyrneBOW ypOBEHb
KOHMAEHUMANbHOCTH:
sudo ovs-vsctl add-port br0 tapl astra mac categories=0x08
3. Job6aBnTb NopT tap3 C HyNeBbIM YPOBHEM KOH(pMAEHLUMansHOCTU 1 6e3 kateropui
KOHMAEHUMANbHOCTH:
sudo ovs-vsctl add-port br0 tap3
4. [Ina nopta tap0 U3MEHUTb TEKYLLUUN YPOBEHb KOHOMAEHUNANBHOCTN HA TPETUN YPO-
BEHb KOHMAEHUMNANbLHOCTK (ByayT N3MEHEHbI TONbKO YKa3aHHblE NapameTpbl):
sudo ovs-vsctl upd-port br0 tap0 astra mac level=3
5. [1na nopTa tap3 M3MEHUTb TEKYLLME YPOBEHb U KaTeropmm KoHpnaeHUnanbHOCTK Ha
nepBbl YPOBEHb KOHPUAEHUMATTBHOCTN N KaTeropmm KoHunaeHUManbsHOCTN, COOTBET-
cTByloLMe 6muToBon Macke 0x7 (ByayT M3MEHEHbI TOMbKO yKa3aHHble NapaMeTpbl):
sudo ovs-vsctl upd-port br0 tap3 astra mac_level=l1l
astra_mac_categories=0x7
6. JoGaButb npaBuno 6noknpoBku IP-naketoB, KOTOpble B CBOeEM ypoBHe |IP nmetoTt
ip_dst=87.250.250.242 1 KOTOPbIM Ha3Ha4YeH TPETUN YPOBEHb KOHUAEHLMANBbHO-

CTU N KaTeropmm KoHUAEHUNANbLHOCTMU, COOTBETCTBYIOLME BMTOBON Macke 0x200:
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sudo ovs-ofctl add-flow br0 ip,ip dst=87.250.250.242,astra mac_level=3,
astra_mac_categories=0x200,actions=drop

7. Jo6aBuTb npaBuno 6riokmpoBkKn IP-nakeToB ¢ TpeTbMM YPOBHEM KOH(PMAEHUMANBHOCTH

n nobbiM Habop KaTeropu KOHpUOEeHLManbHOCTH:

sudo ovs-ofctl add-flow br0 ip,astra mac level=3,actions=drop

MHdbopmaumsa o HazHadeHHbIX noptam kommyTatopa OVS ypoBHSIX U KaTeropusax KoHgu-
AeHUManbHOCTM oToOpaXkaeTca B BbIBOAE KOMaHAbI:

sudo ovs-vsctl show

Mpumep
sudo ovs-vsctl show

BbiBOA, kKOMaHAb!:
aea83ec6-49bd-4b44-aab6b-82967bcd4abb
Bridge br0
datapath_type: netdev
Port tapl
MAC categories: 0x0000000000000008
Interface tapl
Port tap0
MAC Level: 3
MAC categories: 0x0000000000000003
Interface tapO0

Port tap3

MAC Level: 1

MAC categories: 0x0000000000000007
Interface tap3

Port br0

Interface br0

type: internal

ovs_version: "3.0.1"

Ons nony4veHund I/IHC*)OpMaLI,I/II/I O npasuiax, B KOTOPbIX 3adaHbl YPOBHU N KaTeropumm
KOHC*)VIﬂ,eHLl,VIaJ'IbHOCTVI, BbIMOJIHUTb KOMaHAY:

sudo ovs-ofctl -F astra dump-flows bridge
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12. MAPKUPOBKA OKYMEHTOB

12.1. O6wme cBeaeHun

3alwmLLEHHbIN KOMMMEKC NporpaMmm nevyatm u1 MapkupoBKM OOKYMEHTOB obecneymBaeT
MapKMPOBKY BbIBOOUMbIX Ha NneYaTb JOKYMEHTOB. MapkupoBKka LOKYMEHTOB OCYLLECTBASIETCA Npy
BkntovyeHHom B OC MaHgaTHOM ynpaBneHun SOCTYNOM.

[ONONHNTENbHO K OUCKPELMOHHOMY YNpaBneHnio 4OCTYNOM Ha OCHOBE MONUTUK cepBepa
CUPS ucnonb3yetca maHgaTHoe ynpasneHue goctynomMm. MaHgatHble atpubyThl NOPOXAaEMbIX
o6bekToB B CUPS HacneayioT MaHAaTHbIA KOHTEKCT, Nofly4aemMbli C CETEBOIO COeAMHEHUS.

Bce cybbekTbl gocTyna (nonb3oBaTenn) cepeepa nevyaTn AensaTca Ha ABe rpynnbl: agmu-
HUCTPATOPOB M ObObIYHBLIX NONb3oBaTENEN.

AOMUHUCTpaTOpaM paspeLLEeHO BbINOMHATL psaa AeNcTBUn no mogudukaumm cepeepa
neyaTtun (qobaeneHne/yaaneHme NpuHTEPOB, MogMdmrKaunsa nx napameTpoB U T.4.).

BHUMAHMUE! [laHHble onepaumn OOMMKHbI NPOBOANTLCA TOMBbKO Mo HyreBbIM MaHaaT-
HbIM KOHTEKCTOM.

Monb3oBaTenam paspeLlaeTcs BbIBOAUTb AOKYMEHTbI Ha nevaTb, BbINOMAHATbL Moguduka-
LMI0 1 NPOCMOTP 3aaHui COrMacHo MX MaHAaTHOMY KOHTEKCTY focTyna. B Tabnuue [60] nprseneHo

pasgerneHve onepauumii no rpynnam AocTyna v Tunam onepauui goctyna.

Taobnuuya 60

YTteHne 3anucb

Pause-Printer
Resume-Printer
Set-Printer-Attributes
Enable-Printer
CUPS-Get-Devices Disable-Printer
CUPS-Get-PPDs Hold-New-Jobs
CUPS-Get-PPD Release-New-Jobs
CUPS-Get-Policies CUPS-Add-Modify-Printer
MAC-Get-Info CUPS-Delete-Printer
CUPS-Add-Modify-Class
CUPS-Delete-Class
CUPS-Set-Default
CUPS-Create-Local-Printer

AMUHUCTPATUBHbIE
onepaumu
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OkoHyaHue mabnuub! 60

YT1eHue 3anucb

Purge-Jobs

Print-Job

Cancel-Jobs
Create-Job-Subscription
Create-Printer-Subscriptions

CUPS-Get-Printers Renew-Subscription
Get-Printer-Supported-Values | Cancel-Subscription
Get-Printer-Attributes Create-Job
CUPS-Get-Default Send-Document
Get-Subscription-Attributes Cancel-Job

HeagMuHUCTpaTuBHbIE| Get-Subscriptions Hold-Job

onepauuu Get-Notifications Release-Job
Get-Jobs Restart-Job
Validate-Job Set-Job-Attributes
Get-Job-Attributes Cancel-My-Jobs
CUPS-Get-Document Close-Job
MAC-Get-Journal Cups-Authenticate-Job

CUPS-Move-Jobs
MAC-Set-Job-Attributes
MAC-Mark-Document
MAC-Lock-Job
MAC-Unock-Job

12.2. HacTtpomrka ne4yaTtum JOKYMeEHTa C HeHyneBOW KnaccucpukayumoHHON MeTKON

[na obecnevyeHnsi BOBMOXHOCTM obpabaTtbiBaTb 3agaHus nevatu, GoOpMUpPYEMbIE B HEHY-
NeBOM MaHOATHOM KOHTEKCTe, a Takke AN neyatn OaHHbIX 3a4aHUN Ha NpUHTepe Heobxoanmo
cepsepy CUPS v npuHTEpy yCTaHOBUTb MNONUTUKY parsec, BbIMOSHWB, COOTBETCTBEHHO, OT UMEHHU
YYEeTHOWM 3anvcu agMuHUCTpaTopa KoMaHAabl:
sudo cupsctl DefaultPolicy=parsec
sudo lpattr -p <umsa_npuHTepa> -s printer-op-policy=parsec

OnucaHne MHCTpyMeHTa KOMaHLHOW CTPOKU cupsctl NnpuBegeHo B man cupsctl.

[ns npuHTEepa yCcTaHOBUTb NOSIUTUKY parsec TakKe MOXHO C UCMOfb30BaHMEM rpadu-
yeckon yTunutbl £ly-admin-printer Bo Bknagke «MAC». [JononHuTenbHaa nHopmaums ob
ytunute fly-admin-printer npvBegeHa B 35IEKTPOHHOM CripaBKe.

MpuHTEpPBI K Knacchl ABASKTCA CYLLUHOCTSAMU-KOHTEMHEPAMK, B KOTOPbIE NOMeLlatTcA
3agaHus, n obnagarTt atpubytaMm mac-printer-mac-max U mac-printer-mac-min.

ATpnbyT mac-printer-mac-max onpegensieT MakCcumarbHbIi MaHOATHbIA KOHTEKCT
3aflaHnin, KOTOpble MOryT HaXoAUTbCS B CYLLIHOCTU-KOHTEMNHEpE.

ATpUBYT mac-printer-mac-min onpegensieT MUHUManbHbIN MaHOATHbIA KOHTEKCT

3aaHni, KOTOPble MOrYT HaX0AUTLCS B CYLLHOCTU-KOHTENHepe.
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[nsa paspeleHns nevyaTn Ha NpMHTEPE OOKYMEHTOB MOSib30oBaTenen, paborarwmx B HEHY-
NeBOM MaHAAaTHOM KOHTEKCTe, HeO6XoaMMO Ans NpuHTEpa YCTaHOBUTL AOMYCTUMbIN AnanasoH
MaHOaTHOro KOHTEKCTa, BbINOMIHMB creayowmne KoMmaHabl:
sudo lpattr -p <umsa_npuHTepa> -s mac-printer-mac-min=LLabel
sudo lpattr -p <umsa_npuHTepa> -s mac-printer-mac-max=MLabel
rie LLabel — MMHMMasbHbIM MaHOATHBIA KOHTEKCT 3a4aHnin, KOTOpble paspeLleHo neyaTarb;

MLabel — MakcMmMarnbHbI MaHO4ATHbIA KOHTEKCT 3alaHnK, KOTOpble pa3peLleHo nevyartarb.
JIn6o c ncnonb3oBaHnem rpadumyeckon ytunutbl fly-admin-printer, 3agaB BO BKMagke
«MAC» gonycTumbin guanasoH YPOBHEN KOHNOEHUNANBLHOCTU, KaTeropun KOHPUAEHLMANTbHOCTH
N YPOBHEN LESNIOCTHOCTH.

Ecrim EIlI He wncnonb3yetcs, TO HaACTpoMKa MpPUHTEPA BLIMOMHAETCA OT WUMe-
HW agMuHUCTpaTopa 4epe3 MexaHusMm sudo WM OT WMMEHW Mnonb3oBaTens, BXoAslle-
ro B JIOKamnbHyl rpynny agMUHUCTPATOpOB Medyatu (rpynna lpadmin, CM. [OOKYMEHT
PYCB.10015-01 95 01-1). Ecnun ETIN ncnonb3yetcs, TO BbINOSIHAETCS OT UMEHW NoNnb3oBaTens,
BXOASLLErO B fIOKanbHYH rpynny agMMHUCTPATOPOB nevaTtu.

Mapametpbl cepBepa CUPS onpegeneHbl B KOHUrypauuMoHHOM  dhaune
/etc/cups/cupsd.conf. PegaktupoBaHue KoHdUrypaumoHHoro cpanna cepsepa CUPS
BbINOSTHAETCA OT UMEHWN MNorb30BaTesisd, BXOAALWEro B fIOKanbHY rpynny aaMMHUCTPaTOpoB
nevyatu ¢ UCNofb30BaHNEM:

- MHCTPYMEHTa KOMaHLHOW CTPOKU cupsctl, 3anyckaeMoro Yyepes MexaHuam sudo;

- rpadpuyeckon ytunutbl £ly-admin-printer;

- web-uHTepdeiica cepeepa CUPS (http://127.0.0.1:631).

[nsa HacTpOMKNn MapKMPOBKM UCMOMb3YKOTCA NapaMeTpbl KOHUrypaumMoHHoro dgavna

/etc/cups/cupsd.conf, npuBedeHHble B Tabnuue [61].

Tabnunua 61
3HadeHune no
MapameTp Onuncanue
YMOMYaHUIo
, Bknoyaetr peructpauumio cobbiTUA C MOMOLWbIO Onbnunotekm
MacAudit on )
libastraeventse
Bkntovaet gybnuposaHue 3agaHuin. Konvu 3agaHuin coxpaHsioTcs
MacDuplicate off no ymornyaHuto B karanore /var/spool/cups/parsec B pdf-
dopmare
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3HayeHue no

Mapamet
P P YMOMYaHUIO

OnucaHwune

MacDuplex off

Pexxum nevatn mapkepa Ha oOpaTHOM CTOpPOHE (MpY HanM4Mm
nogaepkn co CTOPOHbI NpUHTEpPa ABYCTOPOHHEN neyaTn). Bos-
MOXXHble 3Ha4YeHUS:

- off — oTknto4veHo. NevaTb AOKyMeHTa B OObIMHOM pexunme,
npu KOTOPOM CO34al0TCA ABa 3afaHus: 3adaHne nevyaTn CTpaHuL,
OOKYMEHTa C NMpOCTaBfEHHLIMW MapKepamu 1 3agaHue nedyartu
Mapkepa Ha 06opoTe nocrnegHen ctpaHuubl. [Npu aTom nocnea-
HIOI0 CTpaHULYy NoTpebyeTca NnepeBepHyTb BPYYHYIO;

- marker — aBTOMaTMyeckasl neyatb Mapkepa Ha obopoTe Bcex
CTpaHWL, OOKYMEHTA;

- fonarik — aBTOMaTMyeckasa ne4yatb Mapkepa Ha obopoTe no-
cnegHen ctpanuvubl. byayT cosgaHbl ABa 3ajaHWsA Ha nevarhb:
3ajaHune nevatun CTpaHuL OOKYMEHTa C NPOCTaBIEHHbIMU Map-
Kepamu 6e3 nocnegHen CTpaHuubl U 3agaHne U3 OByX CTpaHuLy
(nocneaHsist cTpaHuLUa 4OKYMEHTa U Mapkep Ha obopoTe nocnea-
HeWn CTpaHuLbl) 419 aBTOMaTMYECKON OBYCTOPOHHEN neyaTtu

MacEnable on

BkntovaeT nogaepxky metok 6esonacHoctn B CUPS

MacEnableFonarik| on

CospaBaTtb 3agaHue Ons neyaTun perncTpaumoHHOn uHdopma-
uun aokymeHTa («cpoHapuka» Ha obopoTe nocregHero nuicta
DOKYMeEHTa)

MacJournal off

Bknouaet XypHan MapKUPOBKMU. Mo yMOnYaHuio
XypHan  3anucbiBaetcs B 6a3y  gaHHbix  SQLITE
/var/spool/cups/parsec/marking-journal.sqglite

MacConvertToPDF | on

lMpeobpasoBbiBaTb yHacnegoBaHHble 3afjaHus B pdf-dopmar
(8Nnsa yctpaHeHusa npobnem ¢ neyaTtblo WPUGTOB HA HEKOTOPbIX
PostScript-npuHTepax)

MacHighIntAdmin | off

TpeboBaTb BbICOKYIO LIENOCTHOCTb ANsi onepauuii agMUHUCTPUPO-
BaHWA (pedakTUpoBaHWe NPUHTEPOB, NEPEHOC 3a4aHns Ha ApYyroW
npuHTep 1 T.0.). PaboTaeT Tonbko Ans nokanbHbIX COKETOB

MacSelectFont off

3anpawuBaTtb y Nonb3oBaTens WpudT AN MapKUPOBKM

HOB!

12.3. HacTpoinka mapkepa neyatu

HacTtpoiika aneMeHTOB MapKMPOBKM OCYLLECTBISETCA peaakTupoBaHmem daiinos wabno-

- /etc/cups/marker.template — WabnoH mMapkepa, ONUCbIBAKOLLMIA 3NEMEHTbLI Map-

KWPOBKW Ha NepBOI CTpaHuLe, NOCNeayLmMX cTpaHuuax u Ha obopoTe nocnegHen ctpa-

Huubl. Pann wabnoHa No ymonyaHmto /usr/share/cups/marker.template ycTa-

HaBIMMBAETCA BMeCTE C NaKeTOM N MOXET UCMNOJ1b30BaTbCA MNMpu HeobxoaumMocTun BEPHYTb

KOMMJ1eKC nporpamMmm nedyatm n MapkKnMpoBkn AOKYMEHTOB B MCXOOAHOE COCTOAHUE,
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- /etc/cups/cups-marker-vars.conf — KOHPUrypaumoHHbIN dpann nepeMeHHbIX

MapKUPOBKK, 3HAYEHUS KOTOPbIX ByayT 3anpoLueHbl Yy nonb3oBaTens nepes MapknpoBKOW.

dann /usr/share/cups/cups-marker-vars.conf.default COAepPXnT onucaHne

Nno yMON4YaHuo, YyCTaHaBMBaETCA BMeCTe C MakeToM U MOXET MUCMOfb30BaTbCA Mpu

HeobXoAMMOCTN BEPHYTb KOMMMEKC MporpamMm neyatv M MapKUPOBKU OOKYMEHTOB B

NCXOOHOE COCTOSAHUE;

- /usr/share/cups/psmarker/marker.defs — pann onmcaHma NnONOXeHUs ane-

MEHTOB MapKepa Ha CTpaHuLe;

- /usr/share/cups/fonarik/fonarik.defs — hann onncaHna NofoXeHus ane-

MEHTOB Mapkepa Ha 06opoTe nocrnegHen CTpaHuubl;

- /usr/share/cups/fonts/*.t42 — WPUPTbI AN MAPKNPOBKMK;

- /usr/share/cups/charsets/utf-8.*, /usr/share/cups/charsets/utf-8

— Habopbl CUMBOSIOB ANSA Pa3fIMYHbIX LWPUEHTOB MAPKUPOBKM.

PepnaktupoBaHue KOHUrypauuoHHbIX (annoB M YyCTaHOBKa LWPUGPTOB BO3IMOXHbI
TONbLKO JIOKaNbHO Ha cepBepe rneyatn 4yepe3 MexaHu3M sudo UK C NOMOLUBbK YTUIUTLI
fly-admin-marker cOBMECTHO ¢ mexaHnamom KAuth.

PepaktnpoBaHune dannoB fonarik.defs M marker.defs BO3MOXHO TONbKO OT UMEHN
agMUHUCTpaTopa Yepe3 MexaHn3m sudo.

Onucanue rpaduyeckon ytunutbl £ly-admin-marker CM. B 3N1IEKTPOHHON CrnpaBkKe.

12.3.1. ®ann onncaHusa nNepeMeHHbIX MapKUPOBKHU

Mpn mapkupoBKe OOKYMEHTa UCMONb3YTCA NepeMeHHble MapKMpOBKU. [lepeMeHHble
MapKMPOBKN MOTYT BbITb OCHOBHLIMW U MOSIb30BATENBbCKMMU U OOITKHbI ObITb ONUcaHbl B KOH(U-
rypaunmoHHomMm gpamne /etc/cups/cups-marker-vars.conf. /X 3HayeHne 3anpawumBaetca y
nonb3oBaTtens nepen MapKkUMpOBKOW.

BHUMAHMUE! Ons onuncaHus nepeMeHHbIX MapKUPOBKHU Heobxoau-
MO penakTupoBaTb doann /etc/cups/cups-marker-vars.conf. dann
/usr/share/cups/cups-marker-vars.conf.default cosgaetrca npu ycTaHOBKe na-
KeTa 1 MoXeT ObITb NepesanncaH B npouecce 0OHOBNEHNA CUCTEMBI.

[MepemeHHble MapKNPOBKM OMUCLIBAKOTCA B criedytowem suae:
aTpubyT: UMs_IE€PEeMEeHHOMN : 3HaUeHUEe [10_yMOJIUaHuw: 2 #Heobs3aTesnbHass NepeMeHHast
aTpubyT: UMs_EePEeMEeHHOM : 3HaUeHue _[0_yMoruauuiw:1l #obnuHass nepeMmeHHast
aTpubyT: UMs_IE€PpEeMEeHHOM : 3HaueHue _o_yMmornuauui: 0 #CKprTass nepeMeHHast

OcHoBHble NepeMeHHble 3a4aHbl N0 YMONYaHUo B MPOrpaMme MapKMpOBKU U He TpebytoT
NX HacTpOVKKN. [INa OCHOBHbIX NepeMeHHbIX He TpebyeTcs ykasbiBaTb X MMEHa B KOH(uUrypaum-

OHHOM dpawnre.
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lMonb3oBaTtenbckne nepeMeHHble MoryT 6biTb CO34aHbl Nonb3oBaTenemM n TpebytoT 3aaa-
HUS UMEHWN B KOHPUTYpaLMOHHOM channe.

Kaxxgon nepemMeHHomn MapKNPOBKHN B KOH(pUrypaumoHHOM danne
/etc/cups/cups-marker-vars.conf JOMMKEH COOTBETCTBOBATL aTpnbyT 3aaaHus.

ATpubyTbl 3aAaHNIN OCHOBHbIX NEpPeMeHHbIX NpuBeAeHsI B Tabnuue [62]

Tabnuuya 62
ATpunbyT OnucaHve
mac-distribution Cnuncok pacchbinku
mac-inv-num MHBEHTapHbIA HOMEpP
mac-owner—-phone TenedoH ncnonHutens
mac-workplace-id UpeHTndpumkaTop paboyero mecta
mac-job-mac-level-name CrteneHb ceKpeTHOCTU (Ha3BaHMe TEKCTOM)
mac-job-mac-level-reason OcHoBaHue O51a cTeneHn CEKPETHOCTU (NMYHKT NepeyHs)
, MonHoe nms nonb3oBaTens, BbIMOMHUBLLETO MAaPKUPOBKY
mac-job-user-full-name
(3HayeHue nyHKTa «oTnevaTan»)
. . . MonHoe nm4a nonb3oBaTend, co3gasLlero sagaHune (3Ha-
mac-job-originating-user-full-name
YeHue NyHKTa «UCMONHUTENbY)
mac-marker-font WpudT 4na MapkMpoBKu

Nmsa aTpubyTa 3agaHus Nonb30oBaTeNbCKOM NEPEMEHHON OOMKHO UMETL NpedMKC mac—.
lMepemeHHble ¢ aTpubytamm 6e3 gaHHOro npedukca GyayT UrHopmpoBaTbCs Npu 3anpoce y
nonb3oBaTens.

[ns kaxxgon nepemeHHON MapKkupoBkM B channe /etc/cups/cups-marker-vars.conf
yKasblBaeTCcs €€ TUM N 3HAa4YEHNE NO YMOSYaHUIO.

lMepeMeHHast MapKMPOBKN MOXET MMETb CneayroLmin TUM:

- «1» — obbI4Has nepemeHHas. ObsasaTensHoe AN BBOAA 3HaYeHne. 3anpaluvsaercs y

nonb3oBaTens, ecnv 3Ha4yeHne He BBeAEeHO NoMb30BaTernemM, TO 3arnofiHAeTCs 3Ha4YeHUeM

MO YMOMYaHWIO;

- «2» — HeobszaTenbHaa (onunoHanbHasn) nepeMeHHad. 3anpalumMBaeTcs y Nonb3oBa-

Tensd, HO Npu 3TOM He obsi3aTenbHOe K BBOAY 3HayeHue. Ecnu 3HayeHne He BBeOEeHO

nonb3oBaTenemM, To COOTBETCTBYIOLLEMY aTPUOYTy NpMCBanBaETCA 3HAYEHNE «HE yKa3a-

HO»;

- «0» — ckpblTad nepemMeHHasd. He 3anpawmBaeTca y nonb30BaTesnis 1 COOTBETCTBYHOLLEMY

aTpubyTy 3agaHnsa NpUCBanBaEeTCSA 3HA4YEHNE NO YMOSYAHUIO.

3Ha4yeHne Mo yMO4YaHuio MOXET BbITb MYCTbIM UK CTPOKOWN. Takke B KAYECTBE 3HAYEHMS
MO YMOMYaHNIO MOXET MUCMNOSMb30BaTbCA 0AHA U3 CNYXeOHbIX NEPEMEHHBIX, NepeYeHb KOTOPbIX

npveegeH B Tabnuue [63]
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Tabnuuya 63

lMNepemeHHas OnucaHune

MeTka ©esonacHocTu 3agaHu4 B cdopmarte

{LABEL_NAME}
YPOBEHL : KQaTeropust

{LABEL_NAME FULL} MeTka Ge3onacHOCTU 3agaHns B NOSTHOM TEKCTOBOM Buae
{LEVEL_ NAME} YpoBeHb METKM 3a4aHus

{ILEVEL NAME} YpoBeHb LEeNOCTHOCTM 3aJaHus

{CATEGORY_ NAME } KaTeropusa sagaHunsa

MNMonHoe nmsA nonb3oBaTens, cCo3AaBLUero 3agaHve (noactasnseT-
{GECOS_OWNER_NAME } ca n3 GECOS). lNpu otcytcTBMM AaHHbIX B GECOS ncnonbayetcs
UMSs1 YYETHOW 3anucy nosb3oBaTtens (NornH)

lMonHoe nmA nonb3oBaTens, BbIMOMHAOLWEro MapKMpOBKy (noa-
{GECOS_REQUESTING_USER_NAME}| ctaBnsetrca us GECOS). lNpu otcytctBumn gaHHbix B GECOS
NCNonb3yeTcs UMSA Y4ETHOW 3anncu nonb3osartens (FIorvH)

TenedoH nonb3oBaTtens, co3aaBLUero 3agaHve (noacTaBnseTcs
{GECOS_OWNER_PHONE } n3 GECOS). MNpu otcytctBum AaHHbiXx B GECOS 3ameHsdeTcH
NyCTOWN CTPOKOW

3HauveHune aTpubyTa 3agaHuns (TEKCTOBOrO Uin Yncriosoro). MoryT
ObITb UCMOMBb30BaHbl TOMBKO Te aTpubyThl, KOTOPbIE NPUCBOEHDI
00 MapkupoBku. OBLIMHO 3TO CTaHOapTHbIE aTpMbyThl. Hanpumep,
{job-name}

{aTpubyTr_ szamanus}

K Cﬂy>Ke6HbIM nepemMeHHbIM TakXkKe OTHOCATCA CTaHOapPTHbIE anI/I6yTbI 3ajaHund, 3Ha4e-

HMS KOTOPbIM NPUCBaMBaKOTCA 40 MapKMPOBKW. [epeyeHb cTaHOapPTHLIX aTPUBYTOB NPMBEAEH B
Tabnuue [64]

Tabnuuya 64
ATpunbyT Onucanue

mac-job-marking-required OnpepenseT, TpebyeTca nM MapkMpoBKa 3agaHns
job-name Nms 3agaHus
copies Yucno konun
mac-job-derive Yncno yHacnegoBaHHbIX 3agaHum
mac-job-mac-label MeTka Ge3onacHOCTU 3agaHus
mac-job-marked Onpeaensert, BbINOSIHEHA NN MapKMpoBKa

Homep MCXOAHOro 3agaHund, K KOTOpomMy OTHOCUTCA yHacneaoBaH-

mac-job-origin
Hoe 3aJaHue

mac-job-user-name Mmsa nonb3oBatensi, BbIMOMHMBLLENO MapKUPOBKY
mac-marking-session-id NoeHTudmkaTop ceccum
job-originating-user—-name Mms nonb3oBaTens, co3gaBlUero 3agaHue

1.7.5



260
PYCB.10015-01 97 01-1

MpnmeyvyaHumne. B HazBaHUAX NepeMEHHbIX N 3HA4YEeHNAX MO yMonyaHuio B dhanne
/etc/cups/cups-marker-vars.conf He06XoONMMO NCMONb30BaTh IKPaHNPOBaHMeE cneunans-
HOro CMMBONa «:» (OBOETOYME), UCNOMb3yeMOro AN pasfaeneHnst nonen, nyTem sameHbl 4aHHOro
cumBona Ha «\:». Kpome Toro, akpaHMpoBaHWe UCMoNb3yeTcs Npu NogCTaHOBKE 3HAYEHUN BCTPO-

€HHbIX NepeMeHHbIX, YTO Y4YUTbIBA€TCA KITMEHTCKUMW nporpamMmmamMm

Mpnumep

®ann cups-marker-vars.conf
#OCHOBHEE NIEepeMeHHHEe
mac-inv-num:::1
mac-owner-phone: : {GECOS_OWNER_PHONE} :1
mac-workplace-id:::1
mac-distribution:::2
mac-job-mac-level-name: : {LEVEL NAME}:0
mac-job-mac-level-reason:::0
mac-job-originating-user-full-name: : {GECOS_OWNER NAME}:0
mac-job-user-full-name: : {GECOS_REQUESTING USER NAME}:0
#nonb3oBaTeNnLCKUE

mac-myvar :Ha3BaHue nepemeHHofI: S3HauUeHHue II0 YMOJIUaHHIO: 0

12.3.2. LLlabnoH mapkepa

LLabrnoH onpegensieT BHELWHUA BU MapKepoB Ha CTpaHuue, a Takke COAepXUT napameT-
pbl, Ucnonb3yemble NnporpaMmamMn psmarker n fonarik B Npouecce MapKUpOBKM.

BHUMAHUE! [ns wn3mMeHeHuss Mapkepa HeobxoaumMo pegaktupoBaTb dann
/etc/cups/marker.template. ®ann /usr/share/cups/marker.template co3ga-
eTCs Npu yCTaHOBKe naketa n MOXeT BbITb NepesanucaH B npouecce 06HOBNEHNSA CUCTEMDI.

B wabnoHe B Havane anna 3agarnTcsa napameTpbl MapKUPOBKMU:

- fonarik_boundary — rpaHuua cMeHbl Mapkepa Ha o6opoTe nocrneaHen cTpaHnubl

(konnyecTBO KOMUK);

- replace_underscrore — npeobpasoBaHne CUMBOSA HWXKHEro NoAYEPKUBAHMSA «_» B

npoben B Ha3BaHWN ypoBHeN 1 kateropuin (0 — OTKIOUYNTb, 1 — BKMAOYUTD);

- charset — Habop CMMBOMOM MapKUPOBKU, NO3BOSISIET N3MEHNUTL LUPUPT MAPKUPOBKMW.

[lanee NocTpo4HO 3agaloTcs Mapkepbl B BUAE:
CTpaHHtlla : HAUuepTaHHEe : pa3Mep : CeMEeNCTRBO : PacCIIOJIOKEHHE : CTPOKAa_ MAPKHPOBKHU

roe:

1) crpanuna — CTpaHuua, HA KOTOPOW pacnonaraeTcs gaHHasi cTpoka. BoamoxHbie

3Ha4YeHunA:
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a) fonarik — cTpaHuUua Mapkepa Ha 0bopoTe, ecnn YMCNo KOMuU MeHbLUEe UMn
paBHO 3HadyeHU fonarik_boundary;
0) fonarik_gt_5 — cTpaHuua mapkepa Ha obopoTe, ecnm Ymucro konuin 6onbLue
3HayeHusa fonarik boundary;,
B) first — nepeas cCTpaHUUa LOKYMEHTA,;
r) any — CTpaHuLbl JOKYMEHTA, KpOME NepBOv N NocnegHen;
A) last — nocnegHsast CTpaHuua OOKYMEHTa;
2) HauepTaHue — HadepTaHune WpudTa MapKNpoBKN. BO3MOXHbIE 3HAYEHUS:
a) normal — HOpManbHOE Ha4YepTaHue;
0) bold — XMpHOE HayepTaHue;
B) italic — HaKMNOHHOE HavYepTaHue;
r) bolditalic — XXMpPHOE HaKNOHHOE HayepTaHue;
3) pasmep — pasmep wpudTa MapKNPOBKMY;
4) cemencTBo — WPUAET, HE peannu3oBaHo A CTPOKM MapKMPOBKM, UCMONb3yeTcs
LWpKndT, 3agaHHbIN NapamMeTpoM charset;
5) pacnonoxenue — pacnonoXeHne JaHHOW CTPOKN Ha CcTpaHuue. Bo3aMOXHbIe 3Have-
HUS:
a) top-left — BBEpXY CreBa;
0) top-center — BBEPXY MO LEHTPY;
B) top-right — BBepxy cnpasa;
r) bottom-left — BHU3Y CreBa;
A) bottom-center — BHU3Y NO LEHTPY;
e) bottom-right — BHM3Yy cnpasa;
6) cTpoka_ MapKUpPOBKM — CTPOKA MapPKMPOBKK, KOTopas ByaeT AobaBneHa B JOKYMEHT.
MoxxeT cogepkaTb Kak 0OObIUHbIA TEKCT, Tak U NepeMeEHHbIe, KOTOpPble 3aMEHSATCS 3Ha-
YeHUsIMU B MpoLecce MapknpoBkn. MNepeMeHHble yka3biBalTca B PUrypHbix ckobkax { }.
[MepeMeHHble BbIBalOT HECKOSbKUX TUMOB:
a) BCTPOEHHble NepeMeHHble — 3annCbiBalOTCA NPONUCHbIMM BykBamun. 3agaHbl B
CUPS n nporpammax MapkMpoBKW psmarker U fonarik. [laHHble nepeMeHHble
NOACTaBMATCA aBTOMATUYECKN U HE MOTYT BbITb U3MEHEHbI NoNb3oBaTenemM nepes

MapKMpPOBKON. [MoMnHbIN CNMCOK BCTPOEHHBIX MEPEMEHHbIX NpuBeaeH B Tabnuue [65]

Tabnuuya 65

lMepemeHHas

OnucaHue

{CURRENT_COPY}

TeKyLLl,aﬂ Konmna AOKyMeHTa, oTnpaBlieHHad Ha nevyartb

{CURRENT_PAGE}

Tekywas cTpaHuua OOKYMeHTa
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OkoH4yaHue mabnuubl 65

lMepemeHHas Onucanune

{NUM_PAGES} Uncno cTpaHuy JoKymMeHTa

{LABEL_ NAME}

MeTka ©e3onacHocTun 3agaHus B thopmaTte
YpoBeHb : KaTeropusa

{LABEL_NAME_FULL}

MonHas METKa 6esonacHoCcTU 3agaHunA B (*)OpMaTe
YpoBeHb : KaTeropus : [[eJIloCTHOCTB

{LEV_NAME} YpoBeHb 3agaHus

{ILEV_NAME} YpoBeHb LIeNOCTHOCTU 3aaHns

{CAT NAME} KaTteropusa sagaHus

{DATE}

Tekywasn gata B popmate 4O0.MM.ITTT

{TIME}

Tekywee Bpemsa B popmarte HU4:MM:CC

6) aTpubyTbl 3agaHua — 3anucbiBalOTCA CTPOYHbIMU OyKBaMyM W AOOMMKHbI CO-
OoTBeTCTBOBaTb aTtpubytam 3agaHus. [lepeyeHb aTpubyToB 3agaHus npuBedeH
B [12.3.1] 3HaueHue atpubyTta MOXeT OblTb WU3MEHEHO rMosib3oBaTENEM nNepesn
MapKMpOBKOM (NpU Hanuumu onucaHusi atpmbyTta B KOHUrypaumoHHoM channe
/etc/cups/cups-marker-vars.conf). [TonHbIN cNnUcok aTpMbyToB 3a4aHus Ha
neyaTb MOXHO MOCMOTPETL NYyTEM NPOCMOTPa aTpmbyToB AaHHOroO 3adaHuns B rpadom-
yeckon ytunute fly-admin-printer;

B) cueHapuu — 3agatTcd B Buae {SCRIPT: /path/myscript.sh}. [1pn mapkmpos-
Ke nepemeHHasi byaet 3ameHeHa BbIBOAOM cLUeHapus. CueHapui JOSMKeH BbIBOOUTb
OfHY CTPOKY Yepes CTaHgapTHbIN NoTokK (stdout) 1 BbITe AOCTYNHBIM 41151 BbINOMHEHUS
nonb3oBaTenem root;

r) atpubyTtbl nonb3oBatena FreelPA — 3apawTcs B Buae {FREEIPA:sn},
rae sn — wuma atpubyta FreelPA nonb3oBatens, KoTopbi co3gan 3aga-
Hue. [loCcMOTpPeTb MOSHbIA CAUCOK AOCTYMHbLIX aTpubyTOB MOXHO KOMaHLOWM

ipa user-show printuser --raw --all.

Mpumep

LLlabnoH /etc/cups/marker.template

fonarik boundary=5

replace_underscore=0

charset=utf-8

fonarik:
fonarik:
fonarik:

fonarik:

normal:12:Arial:top-left: {mac-inv-num}
normal:12:Arial:top-left:3kx3emnnapor {copies}
normal:12:Arial:top-left:KomuuecTBo cTpanul {NUM_PAGES}

normal:12:Arial:top-left:{mac-workplace-id}
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fonarik:normal:12:Arial:top-left:{mac-distribution}
fonarik:normal:12:Arial:top-left:Ucnonuurens {mac-job-originating-user-full-name}
fonarik:normal:12:Arial:top-left:Ten. {mac-owner-phone}
fonarik:normal:12:Arial:top-left:0Orneuaran {mac-job-user-full-name}

fonarik:normal:12:Arial:top-left: {DATE}

fonarik gt _5:normal:12:Arial:top-left:UcnomuuTrens
{mac-job-originating-user-full-name}

fonarik gt_5:normal:12:Arial:top-left:Ten. {mac-owner-phone}

first:normal:12:Arial:top-right: {LABEL_NAME}
first:normal:12:Arial:top-right:3k3. {CURRENT_COPY}
first:normal:12:Arial:bottom-right: {mac-inv-num}
any:normal:12:Arial :bottom-right: {mac-inv-num}
last:normal:12:Arial:bottom-right: {mac-inv-num}
first:normal:12:Arial:top-center: {CURRENT PAGE} u3 {NUM PAGES}
any:normal:12:Arial:top-center: {CURRENT PAGE} uz {NUM PAGES}
last:normal:12:Arial:top-center: {CURRENT PAGE} uz {NUM_PAGES}

12.3.3. ®annbl onucaHMA mapkepa

[ns naMeHeHns NoNoXeHNs Mapkepa, NPOCTaBNAEMOro Ha NepBoOr U MOCreayrLmnX
CcTpaHuuax, Heobxogmmo B danne /usr/share/cups/psmarker/marker.defs U3MEHUTb
3Ha4YeHMs napameTpoB (eanHMLIA N3MEPEHNS KaXaoro napaMmeTpa — TMNorpadoCKkmim NyHKT):

- MarkerTopShift — OTCTYN OT BEPXHEW rPaHunLbl CTPaHWLIbI;

MarkerBottomShift — OTCTYN OT HWXHEN rpaHuLbl CTPaHULbI;

MarkerLeftShift — OTCTYNn OT NEeBOW rpaHULbl CTPaHULbI;

MarkerRightShift — OTCTyn OT NpaBoOWn rpaHuLbl CTPaHULbI;

- MarkerStringInterval — MHTEpBan Mexay CTPOKamu.

[na n3ameHeHus NONOXeHUss Mapkepa, NPoCTaBAsiEMOro Ha 06opoTe nocnegHen CTpaHu-
Ubl, Heobxoammo B hanne /usr/share/cups/fonarik/fonarik.defs M3MEHUTb 3HAYEHUS
napamMeTpoB A9 COOTBETCTBYOLWEro doopmaTa 1 opueHTauum CcTpaHumubl (eauHuua namepeHms

Ka)kgoro napamerpa — TunorpadCKnin NyHKT):

FonarikTopShift — OTCTYNn OT BEpXHEeN rpaHuLbl CTPaHULbI;

FonarikBottomShift — OTCTYN OT HUXKHEN rpaHuLbl CTPaHULbI;

FonarikLeftShift — OTCTyn OT SIEBOW rpaHuLbl CTPaHULbI;

FonarikRightShift — OTCTyn OT NpaBoOW rpaHuLbl CTpaHuLbI;

FonarikStringInterval — MHTEpBan MeXay CTpoOKamu,
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- A0, ..., A5 —nevatHbln dopmaTt cTpaHuubl AO, ..., A5;

- L, P — opueHTauusa cTtpaHuupbl: P— BepTUKalribHasd, L— ropu3oHTarbHas.

Mpumep
CopepxaHue dpanna /usr/share/cups/fonarik/fonarik.defs

A4:P:FonarikTopShift=520.0
A4:P:FonarikBottomShift=20.0
A4:P:FonarikLeftShift=36.0
A4:P:FonarikRightShift=36.0
A4:P:FonarikStringInterval=4.0

INMo6ble nameHeHus copgepxaHnust U popMaTa Mapkepa CTpaHWUL, MOXET NMpPOoM3BOAUTb

TOJIbKO aAMUHUCTPATOP.

12.3.4. U3ameHeHue WwpugTa MapKupoBKU

WpndT MmapkmpoBkn 3agaetcsa hannioMm conoctaBneHns WpnudToB B WabnoHe MapKnpoB-
kn. [nga kaxgoro wpudta umeetcst cBon dpann conoctasrneHns. IsMeHeHna wpudgta mapknpoBku
Npon3BOANTCS NyTEM YKa3aHus B LWabnoHe MapKUPOBKM ANga napameTpa charset COOTBETCTBYHO-
Lero Tpebyemomy WpndTy danna conocTaBneHns, Hanpumep:
charset=utf-8.PTAstraSans

BHUMAHMUE! PepaktupoBatb Heobxoanmo LabnoH MapKUPOBKU
/etc/cups/marker.template. Ecnu gaHHbIn WwabnoH OTCYTCTBYET, TO CKONMPOBATb YCTAaHOB-
NeHHbIN BMecTe ¢ NakeToMm wabnoHa MapkMpoBKN /usr/share/cups/marker.template B
/etc/cups/marker.template.

[ocTynHble dhannbl conoctaBneHnss HaxoaaTca B /usr/share/cups/charsets. [pn
BblOOpe HecyLecTBytoLEero danna conocTaBneHnsa NCNonb3yeTcs no ymonyaHuio utf£-8, 4yto
cootBeTcTBYyeT Wpudty PT Astra Serif.

Bo3MOoXHO co3aaTb COBCTBEHHbIN LUPUMDT MapKMPOBKN HA OCHOBE MMetoLLEerocs wpudta B
dopmate TrueType (*.ttf). UcxoaHbiv WpndT SOMKEH coaepXaTb KUPUNMLY U UMETb YETbIpe
BapuaHTa HadepTaHna (HopMarnbHOE, XXUPHOE, HaKINMOHHOE U XXUPHOE HAKITOHHOE), T.e. COCTONATb
13 YyeTbipex hansioB C paclumpeHnem * . ttf.

Bce 4veTblpe danna Heobxoammo npeobpasoBatb B hopmat Type 42 (pacwmpeHue
*  t42). [Ina aToro Heobxoammo:

1) yctaHoBUTb NakeT fontforge;

2) B katanore c ttf-wpndptammn cosgatb cueHapu converter . pe (€CNU OTCYTCTBYET) CO

cnegylowmm cogepXxaHmem:

#!/usr/bin/fontforge
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i=1

while ( i<$argc )

Open(S$argv[i])

RenameGlyphs ("Adobe Glyph List")

Generate($Sargv[i]:r + ".td42")

i =i+l

endloop

3) caenaTtb cueHapui UCNOSTHAEMbIM, HanpuMmep, KoMaHaon chmod +x;

4) 3anyCTuUTb CLEeHapUin converter.pe Ha UCMOMHEHNE:

/home/user/converter.pe *.ttf

lMonyyeHHble 4eTbipe danna c pacwmpeHvem *.t42 HeobXxoouMMO CKOMMpoBaTb B
/usr/share/cups/fonts.

[anee cosgatb (pann conocTtaBneHnsa Anss HOBOro wpudpta B KaTanore
/usr/share/cups/charsets. PekomeHayeTca vMsa dpansia CONoCTaBrieHUsa 3ajaBaTb B

Buae utf-8.<umsa_mpudra>, Hanpumep, ut£-8.PTAstraSans.

Mpnumep
dann conoctasnenusa gnga wpudgta PT Astra Sans

0000 OOFF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

0100 O1lFF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

0200 O02FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

0300 O3FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

0400 O4FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

1EOO0 1EFF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2000 20FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2100 21FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2300 23FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2400 24FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
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PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2500 25FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2600 26FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

B kaxgon cTpoke nocrne single HaxoAMTCSA CANCOK U3 YeTbipex hannoB, pasgeneHHbIX
npo6enom, COOTBETCTBYIOLLMX KaXXOOMY BapuaHTy HanucaHus B crieqyolem nopsake: ooblyHbIN,
XUPHbINA, HAKIMOHHbIN U XXUPHbBIN HAKNOHHbIN.

YCTaHOBKY U U3MEHEHUN LpudTa Takke MOXHO OCYLLECTBUTb C NOMOLLLIO rpadouyeckomn
yTunutbl £ly-admin-marker.

MpumeyvyaHne. Bo3amoxHbl npobnembl ¢ HekoTopbiMu PostScript-npnHTepammn
n3-3a 0OCOBEHHOCTEN noadepXku wWpnudToB B ¢dopmate Type 42, NO3TOMY MO YMOr-
YaHWIO 3aJaHMe Ha nedatb npeobpasyerca B dopmat *.pdf cpady nocne Map-
KMpoBku. [OnNs  OTKNKOYEHUss [daHHOro [OencTBust HeobXoouMMO  BbIMOSIHUTL — KOMaHAy:
sudo cupsctl MacConvertToPDF=0ff
nnn B cupsd.conf Ana napametpa MacConvertToPDF yCTaHOBUTb 3HadyeHune Off, 3a-

TeM nepesanyctutb cepeep CUPS.
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13. KOHTPOIb NOJKINOYEHUA CHEMHbIX MALUUHHBIX HOCUTENEUW MHOOPMALIUA

CbeMHble MalNHHbIE HOCUTENU MHAOPMALIMN MOTYT pacCMaTpMBaTbLCA OTHOCUTENbHO
OC c aByx TOYEK 3peHus:

- Kak BrioyHble UM CMMBOSbHbIE YCTPOMCTBA BBOAA-BbIBOAA;

- Kak Brio4Hoe YCTPOMCTBO, KOTOPOE MOXET OblTb CMOHTUPOBAHO.

B nepBom cnyyae ycTponcTBO NpeacraBnsaetr cobon cneumanbHbin hannoBbii 0OLEKT,
AOCTYN K KOTOPOMY KOHTPONMPYETCS MaHAaTHbIMU U ANCKPeUMOHHbIMU [P 06bl4HBIM 06pasom u,
cnepoBaTternbHO, BBOA-BbIBO OCTAETCH B paMKax KOHTPOSS 3TUX NpaBun.

Bo BTOpOM cnyyae CbeMHbIV MaLLMHHbIA HOCUTENb MHAOPMaLUKn cogepxuT B cebe obpas
®C, koTopasa n xpaHuT gaHHble. [JaHHbIN HOCUTENb MOXET ObiTb CMOHTUPOBAH B 3adaHHbLIN
kaTanor, u npu atom ®C HocuTenNs CTaHOBUTCS YacTblo (NpeacTaBneHHOW B BUAE noagepesa)
kopHeBon ®C. [locTtyn k ob6bektam gaHHon PC nogvnHAETCss MaHAaTHbIM N OUCKPELIMOHHBLIM
MPO obblvHbIM 06pa3om u, crnegoBaTenbHO, BBOA-BbIBOA HA CbEMHbLIA MALUWHHBIA HOCUTENb
MHOPMaLMKN OCTAETCH B paMKax KOHTPONS 3TUX NpaBus.

BHUMAHME! B kayectBe pannoBbIX CUCTEM Ha CbEMHbIX MALLUNHHBIX HOCUTENAX MHAOP-
MauMn SOMKHbI UCNOMb30BaTbCA TONMLKO doannoBble cuctembl ext2/ext3/ext4/XFS, nogaepxusa-
loWwMe paclmpeHHble (B T.4. MaHaaTHble) aTpmbyThl hannoBbix 06bLEKTOB 1 0obecnevnBaroLme
rapaHTMPOBAHHOE YHUYTOXEHME (CTUpaHNE) NHpopMaLnn.

[na OC BO3MOXHOCTb CaHKLMOHMPOBAHHOIO MOHTUPOBAHUSA KOHKPETHBIM Mofb30oBaTeNnem
KOHKPETHbIX HOCUTENEN C KOHKpeTHbIMU PC onpenendeTca agMMHUCTpaTopom cuctembl. B OC
peann3oBaHbl CpefcTBa pasrpaHMyYeHns OOCTyna K NoAKYaeMblM YCTPOMCTBAM Ha OCHOBE
reHepauuu npasun gns MeHegxepa yCTPONCTB udev.

Y4yeT HocuTenen n ynpaeneHne nx npuHagIeXXHocTbio, NPOTOKONIMPOBAHNEM M MaHAATHbI-
MU aTpubyTam OCyLLECTBNAETCSA C MOMOLbIO YyTUNNTLI £1y—admin-smc («YnpaBneHne nonnmTuKomn
6e3onacHocTM»), B TOM Yncne un npu pabote B ENMMM.

B pexume «MobunbHbin» peann3oBaHo ynpasrfieHne OGfIOKMPOBKOW NOAKNHYaeMbIX
YCTPOMWCTB C nomoLubto ytunutel USBGuard.

PekomeHgauum no MCNONb30BAHUKO YKa3aHHbIX CPEACTB NpuBeAeHbl B LOKYMEHTE
PYCB.10015-01 95 01-1.
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14. COMNOCTABJIEHME NOJIb3OBATENIA C YCTPOUCTBOM

OC obecneuynBaeT BBOA-BbIBOA MH(OPMALMM Ha 3anpoLlEeHHOE MOorb30BaTeNeM yCTpom-
CTBO Kak Ansi MPOU3BOSIbHO MCMOSb3YEMbIX UM YCTPOWUCTB, Tak U ANa MAEHTUMMULMPOBAHHbLIX (Npu
cosnageHnn mapkuposkm)' .

OC BkntovaeT B cebsa mexaHnam, obecnedunBatloLLnin HagexXHoe conocTaBneHne MaHgaTHo-
ro KOHTEKCTa NoNb30BaTeNs C YPOBHEM W KaTeropmsiMm KOHpMAEHUManbHOCTWN, YCTAaHOBIEHHbIMU
Ans yctponctea. Kpome Toro, MexaHmamM COnOCTaBNeHUs Nonb30oBaTensi C yCTPOWMCTBOM, peannso-
BaHHbIM B OC, obecneynBaeTt npu NpoBepKe COBNageHs MapkKMpOBOK HOCUTENS U NOmnb3oBaTtens

npUMeHeHne anckpeunoHHbix MNPL.

) B pexume «MobUnbHbI» pean3oBaHo yrnpasneHne 6roKMpOBKON NOAKIHYaeMbIX YCTPOMCTB.
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15. TEHEPALIUA KC3

leHepauus KC3 ocywecTBnaeTcs B 04HOM U3 BYX CleayroLnX PeXMMOB:

- pexum EIIT;

- NOKanbHbIA PEXUM.

[Onsa ncnonb3oBaHna pexuma ENMNIM Heobxoanmo HanuMymMe B CETU YCTAHOBIIEHHOMO U
HacTpoeHHoro cepBepa cnyx6bl FreelPA unn ALD. Ha pa6ounx mectax nonb3oatenen B8 OC
AOMMKeH ObITb YCTAHOBIEH KIMMEHTCKUIN NaKeT COOTBETCTBYIOLEN CnyX6bl N BbINONHEHbI AENCTBUSA
no HacTtpowke (cM. gokymeHT PYCB.10015-01 95 01-1).

Mocne onpepenenus pexnma pabotel KC3 OC ans 3aBepLueHMsi Npoueaypbl reHepaumnm
KC3 HeobxoanmMo BbIMOMHUTL cneayolmne 4encTBus:

1) cosgaTb Habop ypoBHEN KOH(UOEHUMANBHOCTY;

2) cosgatb Habop KaTeropmin KOHPULEHUNANBHOCTMY;

3) cospgatb Habop cnyxebHbIX NoNb3oBaTenen, Hann4ne KOTopbiXx HEOBX0AMMO ANt PYHK-

LMOHUPOBAHUS 3alUMLLEHHbIX KoMmnsiekcoB nporpamm CYB[, runeprekctoBon o6paboTku

AaHHbIX, 3NEKTPOHHOM NOYThI M NPOrpaMm MapKMPOBKM U ydeTa nevyaTHbIX JOKYMEHTOB U3

coctaBa OC;

4) yCcTaHOBUTb NPUBUIIENMM ONS CIY>KeOHbIX NONb30oBaTenNen;

5) yctaHoBuTb NapameTpbl ayauTa (pernctpauum cobbitnin) B OC.

BHUMAHME! [Ina nameHeHnss MakcMmarnbHOro MaH4aTHOro KOHTeKCTa 06beKToB (CM.
HeobXxoOMMO BHECTM M3MEHEeHUs B cueHapun pdp-init-fs, pasMelleHHbI B KaTarnore
/usr/sbin, nepeonpenenns 3Ha4YE€HUS NEePEMEHHbIX:

- sysmaxlev — MakCMMarnbHbI/ YPOBEHb KOH(pUOEHLMANbHOCTY;

- sysmaxilev — MakCUMarsbHbIA YPOBEHb LIENOCTHOCTY;

- sysmaxcat — MakcMMarbHbIn HAbop KaTeropnin KOHPUAEHUNANBHOCTMU.

Mocne BbINONHEHUSA NepeYncrneHHoro Habopa AeNCTBUIN OCYLLECTBNSAETCA CO3AaHne Nosib-
3oBarernen, yctaHoBKa 4S5 HAX pa3peLleHHbIX YPOBHEN U KaTeropun KoHUAEHUNanbHOCTH, a B
cnyyae HeobxoaANMMOCTW, NapaMeTPOB perucTpaumm codbITUN.

B pexume EIMI ykaszaHHble A4eNCTBUSA BbINOSTHAOTCS:

- ecnn  ycTtaHosrneHa cnyxba ALD — npu nomowm rpadudeckon yTUNUTbI

fly-admin-smc vnNu yTUnnTbl KOMaHOHOW CTPOKM ald-admin (nogpobHas uHdop-

MauMs Mo UCMNOMb30BaHUID MHCTPYMEHTa KOMaHOHOW CTPOKM AOCTYMHbI B CNPaBOYHOM

CTpaHuue man ald-admin);

- ecnu yctaHoeneHa cnyxba FreelPA — npu nomowwm web-uHTepdenca FreelPA

UM YyTUNUTBlI KOMAHOHOW CTPOKM ipa user-mod (nogpobHass nHdgopmaums no umc-
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NONb30BaHUID WHCTPYMEHTa KOMaHAHOW CTPOKM AOCTYMHbI B CMPaBOYHOW CTpaHuLe

ipa help user-mod).

B nokanbHOM pexnme ykaszaHHble 4ENCTBUS BbINOMHAKTCA NPY NOMOLWM rpadouyecKom yTu-
nnTbl £ly-admin-smc UNn Npy NOMOLLM COOTBETCTBYIOLLNX YTUITUT KOMAHOHOW CTPOKM (cMm. (4.15)
OT UMEHM YYEeTHOW 3anucu agmuHucTpartopa (CM. pasgen yepe3 MexaHu3Mm sudo. bonee

I'IOD,pO6HO€ onncaHune Fpa(*)l/l‘-leCKl/IX yTUINT CM. B SHGKTpOHHOﬁ crnpaBkKe.
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16. OTPAHUWYEHUE NPOMPAMMHOW CPE[bl U ®YHKLWUN BE30MACHOCTHU

16.1. 3aMmKHyTaa nporpamMmmMmHasn cpeaa

16.1.1. Pexxumbl chyHKLUMOHUpPOBaHUS

MHcTpymMmeHTbl M3 coctaBa OC npenocTaBnsitoT BO3MOXHOCTb CO3[4aBaTbh 3aMKHYTYHO
nporpammHyto cpeay (3INC). Ncnonb3oBaHne 3IC obecneumBaeT UHAMUYECKNIA KOHTPOSb HEN3-
MEHHOCTM (LLENOCTHOCTN) N NOANNMHHOCTU hansioB N NpeaHasHa4YeHo NS BbiSIBEHUS (hakToB
HeCaHKUNOHNPOBaAHHOIO n3mMeHeHusa dannos dopmata ELF n gpyrux dpannos (B T. 4. OTHOCALLMX-
cs k KC3) u npenoTtBpalleHns 3arpy3kn M3aMeHeHHbIx dpannos popmaTta ELF 1 oTkpbITUA gpyrnx
N3MeHeHHbIX (bansos.

KoHTponb UernocTtHOCTM peanu3oBaH B HeBbirpykaemom wmogyrne sggpa OC
digsig verif u npousBoguTca Ha ocHoBe nposepku ILIM", BHeapeHHONM B MCNOMHS-
emble dannbl 1 pasgensemble oubnuotekn dopmara ELF, Bxogswme B coctae OC wu
yctaHaenusaemoro Cl1O, n B pacwumpeHHble atpmnbyThl hannoson cuctemsl. QUM peannsosaHa B
cootBetcTBUM ¢ FTOCT P 34.10-2012 (256 6uTt) n TOCT P 34.10-2001 (256 6uT), ncnonb3oBaHune
MOCT P 34.10-2001 B OC coxpaHeHO ansi COBMECTUMOCTW.

KoHTponb LenocTHOCTU UcrnonHAembiX hannos u pasgensemMblx 6ubnmortek dopmarta ELF
MOXeET (PYHKLMOHMPOBATb B OAHOM U3 CreayoLWnX PEXMMOB:

1) vcnonHsemblM harnam u pasgensembiM 6ubnuotekam ¢ HesepHoun JLI, a Takke Ges

OUI1 3arpyska Ha ucnonHeHune 3anpeltaetcs (LTaTHbIN PeXnM YHKLUMOHNPOBAHUS);

2) ucnonHsembiM annam n pasgensieMbiM 6ubnunotekam ¢ HesepHon AUIM, a Takke 6e3

OUIT 3arpy3ka Ha UCNofnHeHMe paspeLLaeTcd, Npu 3ToM BblgaeTcst coobuieHne o6 owmnbke

nposepkn LM (pexxum ana nposepkn AUIM B CI10);

3) 9UIM npwm 3arpyske ncnonHsemMblx bannos 1 pasgensembix 6ubnmoTek He NpoBepsieTcs

(oTnapouHbIn pexnm ansa TectupoBanus Cl0O).

KoHTpornb uenoctHocT dannos Ha ocHoe OLIM B paclumpeHHbIx aTpubytax dannoBou
CUCTEMbI MOXET (PYHKLIMOHMPOBATL B OAHOM U3 CNEAYIOLNX PEXNUMOB:

1) 3anpewaeTcsa OTKpbITUE (hannoB, NOCTABIIEHHbLIX HA KOHTPOSb, C HeBepHon JLUIM unu

6e3 OUIMT;

2) OTKpbITME hannoB, NOCTABIEHHbLIX HA KOHTPOSb, ¢ HeBepHon AL nnu 6e3 SUIM

paspeluaeTcsd, Npu 3ToM BblgaeTcs coobuieHne 06 owmnbke nposepkun LI (pexxum ans

npoBepkn LM B pacwmpeHHbix atpmbytax ¢annoBon CUCTEMbI);

3) BUIM npu oTkpbITUKN hannoB HE NPOBEPSETCS.

) BnekTpoHHas LMdpoBas NoanMch — CTpoka 6UT, NonyyYeHHas B pesynbsraTe npouecca (opMUPOBaHMs NOANMUCH
(npumeHsieTcsa ans nognucu cpeacteammn OC mcnonHsieMblX dairoB ¢ UCrofib3oBaHMEM (OYHKLUUM XELUMPOBaHNS

Ha 6ase aCMMMETPUYHOIO KpUnTorpaduyeckoro anroputMa.
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BkntoueHne 3INC moxeT 6bITb BbINOMTHEHO B npouecce yctaHoBku OC nytem Bbibopa
COOTBETCTBYIOLLErO NyHKTa nporpammbl yctaHoBku OC.
BkntoueHue u BoikntodeHne 3MNC nocne yctaHoBkn OC BbINOMHAETCS C MOMOLLbIO UHCTPY-

MeHTa astra-digsig-control, onucaHHoro B[16.5.29

16.1.2. HacTtpomnka moayns digsig_verif

HacTpowka pexuma yHKUMoHMpoBaHna moayna digsig verif ocyulectsnsercd no-
cpeacTBoM rpaduyeckon ytunntel £ly-admin-smc («lMaHenb ynpaBneHms — besonacHocTb —
MNMonutnka 6e3onacHocTn — 3aMKHyTasi NporpamMmmHasi cpea») Unu nyteMm pegakTupoBaHust KOHU-
rypaumoHHoro pavna /etc/digsig/digsig_initramfs.conf. OnucaHme ncnonbL3oBaHUs
YTUNUTBI NPUBEOEHO B 3NEKTPOHHOW CnpaBKe.

PepnaktnpoBaHue KOHurypaumoHHoro amna /etc/digsig/digsig_initramfs.conf
OCYLLIECTBIISIETCA crieqyowmm obpasom:

1) ANs MCnonb30oBaHMA OTNagoYHOro pexunma ansa tectupoBaHus CIMO Heobxoanmo

yCTaHOBWUTb ANd napameTpa DIGSIG_ELF_ MODE 3Ha4veHue O:

DIGSIG_ELF MODE=0

2) ans ucnonb3oBaHus pexnma ans nposepkn UM B CMNO Heobxogmmo yCTaHOBUTL

anda napameTtpa DIGSIG_ELF_MODE 3Ha4yeHue 2:

DIGSIG_ELF MODE=2

3) 4ns Ucnonb3oBaHMA LUTAaTHOMO pexuma yHKLUNOHMPOBaHUS HEOBX0ANMO YCTaHOBUTb

Ans napametpa DIGSIG_ELF_ MODE 3Ha4deHue 1:

DIGSIG_ELF MODE=1

BHUMAHUE! [locne BHeceHMA WN3MEHEHUWW B  KOHMUrypauuoHHbIM  hann
/etc/digsig/digsig_initramfs.conf HeoOGXOAMMO OT WMMEHW YYETHOM 3anucu apg-
MUHUCTPATOpa Yepe3 MexaHM3M sudo BbINOMIHUTL KOMaHAay:

sudo update-initramfs -u -k all

B moaynb digsig_verify BCTPOEHbI OTKPbITbIE KMHOYM U3rOTOBUTENS, KOTOPbIE UCMOSb-

3ytoTcs:
- OS5 NpOBEPKU NOAMNUCU UCMNONHAEMbIX (hannos;
- 0N NPOBEPKM NOANUCK OTKpbIBaeMbIX (DaNSiOB B pacLUMPEHHbIX aTpubyTax;
- ONS  NPOBEepKM MOAMUCUA Ha  OOMOMHUTENbHLIX  KMoYax, 3arpyxaembix U3
/etc/digsig/keys.

B kaxgbln MOMEHT BpEMEHN MOAYIb MCNOMb3YET ABa Habopa Kroyen:

- OCHOBHOM Habop (M3Ha4YanbHO TPY BCTPOEHHbIX KitoYa U3roToBUTENS) — ANst MPOBEPKN
nbbIx nognucen;

- 0ONOSMHUTENbHBLIN Habop (M3Ha4arnbHO MYCTON) — TONbLKO ANS NPOBEPKM NOAMNUCH OTKPbI-

BaeMbIX (bannoB B paclUMpPEHHbIX aTpubyTax.
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Ecnu gononHuTtenbHbI Habop HE COQEPXMUT Krtoya, KOTOPbIM MCNonb3oBarncs Ans NoAnu-
cu panna B pacluMpeHHbIX aTpmbyTax, Mogyrb ULET NoAXOAALWNIA KITlod B OCHOBHOM Habope.

Katanor /etc/digsig/keys COOEPXUT  OTKpbITble KOYM B dopmarte
gnupg --export, KOTOPbIMW pacLUMPSETCA OCHOBHOM Habop KnYen npu 3arpyske cu-
cteMbl. Kaxablii KntoY, ucnonb3oBaHHbI Anst noagnucbiBaHus CMO (16.1.3), Heobxoammo
ckornupoBaThk B Katanor /etc/digsig/keys/, Hanpumep, C UCMOMb30BaHNEM KOMaHAbI:
cp /<karasior>/<@amn kmoua> /etc/digsig/keys/

B katanore /etc/digsig/keys/ MOXeT pacnonaraTtbCa mepapxmyeckas CTpykTypa
kntoyen. Kaxapin Kno4y JOSMKEH ObITb MOANMCAH YXe 3arpy>KeHHbIM KITlo4OM OCHOBHOro Habopa
B MOMEHT ero gobasneHusi B oCHoBHOW Habop. Mepapxuma nogkatanoroB /etc/digsig/keys
obpabatbiBaeTca cBepXy BHU3 Takum obpasom, YTo:

- dhannbl knoden B /etc/digsig/keys OOMKHbI ObITb NOANMCaAHbI BCTPOEHHLIMU B

Moaynb digsig wverify Knovyamum UM3rotoBUTens;

- dhannbl knoyen B /etc/digsig/keys/subdirectory MOryT 6bITb NoAnNUcaHsl 1

BCTPOEHHbIMM KIOYaMmn M3rotToBUTENS, U KNodamm n3 /etc/digsig/keys;

- B LENIOM, Kaxabl KItod M3 nogkaTtanora BHyTpU /etc/digsig/keys OOMKEH ObITb

noanucaH nnbo Knio4yoM M3 BhILLENEXALLEro katanora, M0 BCTPOEHHBLIM KIHOYOM M3roTo-

BUTENA.

Mpumep
/etc/digsig/keys/keyl.gpg - nybnuuHEE Kimod 1, TOONMCAHHBIN
Ha [EePBUUHOM KJIOUE U3OTOBUTEJIS
/etc/digsig/keys/key2.gpg - nyOJIMUHEE KJOU 2, NOLIHUCAHHHHN

Ha I[I€PBHUHOM KIJIOUE€ H3I'OTOBHUTEIIA

/etc/digsig/keys/keyl/keyl-1.gpg nyONUUHEE KJIOU, MNOANMCAHHHEM Ha Kimoue 1
/etc/digsig/keys/keyl/keyl-2.gpg - nybJIMUHHE KJIOU, [NOLNMCAHHHN Ha Kimoue 1
/etc/digsig/keys/key2/key2-1.gpg - nybJIMUHHE KJIOU, [NOOMNMCAHHHN Ha Kiloue 2
/etc/digsig/keys/key2/key2-2.gpg - NyOJIMUHHE KJIOU, [NOAMNMCAHHHN Ha Kimoue 2

,D,J'Iﬂ NpPoBEPKN NCNOJb30BaHNA OOMNOJIHUTEJIbHbIX Knro4ven O5nAa KOHTpPOoJ1Aa UenoCTHOCTU
ncnonHseMblx annos n pasgensembix bubnuotek popmarta ELF (go nepesarpyskun OC) MOXHO
OT NMEHU y‘-leTHOIZ 3anmcm agMnHMUCTpaTopa 4epe3 MexaHn3m sudo BbINOMMHUTb KOMaHAbI:
cat /etc/digsig/key for signing.gpg > /sys/digsig/keys
cat /etc/digsig/keys/keyl.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/keyl/keyl-1.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/keyl/keyl-2.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2/key2-1.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2/key2-2.gpg >> /sys/digsig/keys
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HacTponka pexnma yHKLUMOHNPOBaHUS MeXaHM3Ma KOHTPOMSA LEeNoCTHOCTU ¢hannoB npu
UX OTKPbITUM Ha ocHoBe AL B paclumpeHHbIx aTpubytax dhanioBon CUCTEMbI OCYLLECTBNSETCA
C nomoubio rpagumyeckon ytmnutbl £ly-admin-smc («lMaHenb ynpasneHus — besonacHocTb
— lMNonuTtuka 6esonacHocT — 3aMKHyTas NporpamMHas cpefa») unu nytemM pefakTMpoBaHuUs
KOH(purypaumoHHoro camna /etc/digsig/digsig_initramfs.conf.

PepaktnpoBaHue KoHpUrypaumoHHoro panna /etc/digsig/digsig_initramfs.conf
ocyLlecTBnsieTcsa cnegyowmm obpasom:

1) 4N BKIKOYEHUS NPOBEPKU NOAMNUCEN B peXnme 3anpeTta OTKPbITUSA NOCTaBIIEHHbIX Ha

KOHTponb hannoB ¢ HeBepHon LM nnm 6e3 SUIT B paclumpeHHbIx atpubyTax ¢dannosomn

CcUCTeMbl HeOBXOAMMO YCTaHOBUTL ANg napameTpa DIGSIG_XATTR_MODE 3HayeHue 1:

DIGSIG_XATTR_MODE=1

2) Ons BKIIOYEHUSA NPOBEPKU NOAMUCEN B peXMME BbiBOga npeaynpexaeHunm od or-

KPpbITUM NOCTaBMEHHbIX HAa KOHTPOsb hannos ¢ HeBepHon AL nnm 6e3 3LIM B pac-

LUMPEHHbIX aTpmbyTax ¢annoBon CUCTEMbI HEOOXOOMMO YCTAaHOBUTL ANt NapamMeTpa

DIGSIG_XATTR MODE 3HayeHue 2:

DIGSIG_XATTR_MODE=2

3) 4ns UrHOpMpPOBaHWS AOMONHUTENBHbIX KITHOYEN, UCMOMNb3yeMbIX TOMNBbKO NPWU NpoBepKe

OUI B pacwmpeHHbix atpmbyTtax ¢annoBon CUCTEMbI, HEOBXOANMO YCTaHOBUTb ANs

napameTpa DIGSIG_IGNORE_XATTR KEYS 3HayeHue 1:

DIGSIG_IGNORE_XATTR_KEYS=1

4) ana HacTpourku WabnoHoOB NMEH, ncnonb3yembix Npu nposepke 3L B pacwunper-

HbIX atpmbyTtax ®C, Heobxoaumo B dpanne /etc/digsig/xattr_control 3agatb Ux

cnncok. Kaxkgas ctpoka 3agaeT cBov WabnoH B BUAe Macku nosHoro nytu. Hanpumep,

cnepywownn wabnoH onpeaenseT, 4Yto 6yaeT npoeepaTecs SLUIMN Bcex dannos B kaTanore

/bin, NMS KOTOPbLIX Ha4YMHaeTcsa Ha lo:

\bin\1lo

BHUMAHMUE! lNpn npoeepke SUIT B paclumpeHHbIx aTpubytax ¢annoBon CUCTEMBI yCTa-
HOBKa ANnsa napameTtpa DIGSIG_XATTR MODE 3HadyeHus 1 3anpelyaeTt OTKpbITUE MNOCTaBEHHbIX
Ha KOHTpornb dannos ¢ HeBepHor LI unum 6e3 SLUIT.

Katanor /etc/digsig/xattr_keys COOEPXUT OTKPbITble KNHOYXM B dopmaTte
gnupg --export, KOTOPbIMW paclUMpseTcs AONONHUTENbHbIA Habop Kryen moayns (M3Ha-
YanbHO MyCcTON HAbop, NCNOMb3yeMbI TOMNBKO ANA NPOBEPKM NOAMUCK B paCLLUMPEHHbIX aTpmubyTax
cdanna). MNMognucum Ha KnoyYax AoNONHMTENBHOrO Habopa He NPOBEPSAIOTCS.

Kaxabin JONONHUTENbHBLIW KIY, UCMOSb30BaHHbIM ANA NoANUCbIBaHNS (hannos B pacLum-
peHHbIX aTpnbyTax, Heobxo4MMO CKONMpoBaTb B kaTanor /etc/digsig/xattr_keys/, Hanpu-
Mep, C UCMONb30BaHWEM KOMaHAbI:

cp /<xkararnor>/<damn kimoua> /etc/digsig/xattr_keys/
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B katanore /etc/digsig/xattr_keys/ MOXeET pacnonaratbCs nepapxmyeckas cTpyk-

Typa OOMONMHUTENbHbIX KMoYel st KOHTPOMS LLeNIOCTHOCTU dpainoB. B ykasaHHON CTpyKType

OoAHWN OOMOJTHUTESIbHbIE KITHOYN MOTYT ObITb NOAMMCaHbI Ha Apyrnx OONONTHUTENbHbIX KIto4ax. |_|pI/1

9TOM OO0NOJIHUTENbHbIE KITHOYM OOJKHbI pacnonaratbCd B noagKkartasjiorax Takum 06pa30M, YTOOBI

npu ux 3arpyske He HapyLuanach Lenovka npoBepKu Nnoanmncen.

Mpumep

/etc/digsig/xattr_keys/keyl.gpg - nybmuusnms kimou 1

/etc/digsig/xattr_keys/key2.gpg - nyOnuuHem Kimou 2

/etc/digsig/xattr keys/keyl/keyl-1.gpg - nyOJMUHHE KJlIOU, OOLNKMCAHHEN Ha KJIOUue

/etc/digsig/xattr_keys/keyl/keyl-2.gpg - nyOJjMUHEN KJlIOU, OLNKMCAHHEN HAa KJIOUue

1
1
/etc/digsig/xattr_keys/key2/key2-1.gpg - nyONMUHEE KJIOU, NOLNMCAHHHN Ha KJuoue 2
2

/etc/digsig/xattr keys/key2/key2-2.gpg - nyOJIMUHHEN KJIOU, NOANKMCAHHENE Ha KJloue

Ons NnpoBepKn UCnosib3oBaHUA OOMONTHUTENbHbIX Kroyen gns KOHTPONA UenoCTHOCTU

dannos (go nepesarpy3kn OC) MOXXHO OT UMEHM YYETHOW 3anncu agMmMHUCTpaTopa Yepes mexa-

HU3M sudo BbINOMHUTb KOMaHAbI:

cat
cat
cat
cat
cat

cat

/etc/digsig/xattr keys/keyl.gpg >> /sys/digsig/xattr keys
/etc/digsig/xattr_keys/key2.gpg >> /sys/digsig/xattr_keys
/etc/digsig/xattr_keys/keyl/keyl-1.gpg >> /sys/digsig/xattr_keys
/etc/digsig/xattr_keys/keyl/keyl-2.gpg >> /sys/digsig/xattr_keys
/etc/digsig/xattr_keys/key2/key2-1.gpg >> /sys/digsig/xattr_keys
/etc/digsig/xattr_keys/key2/key2-2.gpg >> /sys/digsig/xattr_keys

YnpaeneHne mogyrnem digsig_verif ocyuwecTtBnaetrcs vyepes nHTepdenc sysfs ¢

ncnonb3oBaHnem ¢ansnos:

- /sys/digsig/elf_mode — NPOCMOTP M NEPEKIOYEHNe pexrnma paboTbl Npu NpoBep-
ke QUIT ncnonHsembix dannos n pasgensemblx oubnmortek dopmarta ELF;

- /sys/digsig/xattr_mode — NPOCMOTP U NepeKnodeHne pexmma paboTbl Npu npo-
Bepke S B pacwmpeHHbIx atpmbyTax ¢pannoBon CUCTEMBI,

- /sys/digsig/keys — dpann 3arpy3kv ONOMHUTENbHbIX KNtoven ans nposepkn SLUMM
ncnonHsemblx garnnos popmata ELF n QUMM B pacwmpeHHbix atpmnbyTtax ©C;

- /sys/digsig/ignore_gost2001 —  oOTKnw4YeHMe npoBepkn UM  no
MOCT P 34.10-2001;

- /sys/digsig/ignore_xattr_keys — 1;

- /sys/digsig/xattr_control — CNUCOK LLABGNOHOB MMEH, NCNOMb3yeMbIX MPKU Npo-
Bepke 3L B pacwmpeHHbIx atpubytax OC;

- /sys/digsig/xattr_keys — pann 3arpy3km AOMONHUTENbHbIX KIOYen, NCNosb3ye-
MbIX TOfbKO Npu npoBepke JLUIM B pacwumpeHHbix atpmubyTtax ©C.

[MpoBepka pexnmoB paboTbl BbIMNOSHAETCS KOMaHAAMM:
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cat /sys/digsig/elf mode
cat /sys/digsig/xattr_mode

BHUMAHUWE! [na otkntodeHna nposepkn AUIM no MOCT P 34.10-2001 Heobxoanmo
B KOHpUrypaumoHHom camne /etc/digsig/digsig_initramfs.conf ycTaHOBUTbL cneagyto-
LLlee 3Ha4yeHe napameTpa:
DIGSIG_IGNORE_GOST2001=1

BHUMAHUE! [locrne BHeceHMA WN3MEHEHUWW B  KOHMUrypauuoHHbIM  hann
/etc/digsig/digsig_initramfs.conf u gnga 3arpys3kum mogynem digsig_verif knwodeun
nocrne mx pasmMelleHuda B Katanorax /etc/digsig/keys/ u /etc/digsig/xattr_keys/
HeobXoAUMO OT MMEHU yYEeTHOW 3anncu agMuUHUCTpaTopa Yyepe3 MexaHuU3M sudo BbIMOMHUTb
KomaHay:

sudo update-initramfs -u -k all

16.1.3. NoanucebiBaHmne dannos

B moayne agpa digsig_verif peann3oBaH MexaHW3M, MO3BOSMSOLLMIA UCNONb30BaTb
HEeCKOIbKO KIoden npu nognucekiBaHnn dpannos popmata ELF.

Mopsigok ncnonb3oBaHus knoven ansa digsig_verif: 4ONOMHUTENbHbBIE KNHOYM 3anUChl-
BalTCA B /sys/digsig/keys unu /sys/digsig/xattr_keys B nepapxmyeckom nocnenosa-
TEeNbHOCTU Lenovek nognmcen.

Bce gononHuTenbHble KNHOYY A0MKHBI BbITh NOAMMCaHbI FMaBHbLIM KITKOYOM U ApYruMm
AONOSMHUTENBHBIM KITHOYOM, NOAMUCH KOTOPOro MOXET ObITb NpoBEpeHa (3a UCKIHYEHMEM NEPBOro
Kntoda B katanore /sys/digsig/xattr_keys).

[na cosgaHna gononHutenebHblx Kntoven ncnonbsyetca GNU Privacy Guard (GnuPG).
MoauduumnposarHbii GNuPG BbiBoguT NOCT P 34.11-94 B cnucke AOCTYMHbIX anropnutmos. Ons
Nosy4YyeHus cnncka A0CTYMNHbIX anroOpUuTMOB HEOOXOAMMO BbINOMHUTL KOMaHAy:
gpg —--version

Pe3yanaT BbINOJIHEHNA KOMaHAbI:

gpg (GnuPG) 1.4.18

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Home: ~/.gnupg

[lopoepXUBalOTCsA CJleAylliie aJi OPUTMEL !

C OTKpHTEM KinmouoM: RSA, RSA-E, RSA-S, ELG-E, DSA,
GOST_R 34.10-2001, GOST_R 34.10-2012

CummeTpuunsie : 3DES, CASTS5, BLOWFISH,
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AES, AES192, AES256, TWOFISH,

CAMELLIA128, CAMELLIA192, CAMELLIA256
xem-@yukuuu: MD5, SHAl, RIPEMD160, SHA256, SHA384, SHAS512,

SHA224, GOST_R34.11-2012, GOST_R34.11-94
AnropuTMel cxaTusi: Besd cxarus, ZIP, ZLIB,

BZIP2

Mpumep

[na cosgaHnsa OOMOMHUTENBHOIO KIYa U ero ucnonb3oBaHusa anga nognuceisaHna CrO
Heobxoanmo:

1) cosgaTtb kntoveByto napy GOST_R 34.10-2001 n coxpaHuTb B KaTasnore ~/ . gnupg.

[ns cosgaHus KnoyYeBon napbl BbINOMHUTL CReayoLyo KoMaHay:

gpg --full-generate-key

B npouecce BbinonHeHns KoMaHabl OTBeYaThb Ha 3anpockl cMcTeMbl. Ha 3anpoc cuctemsl

BbIOpaTh TUM Krto4Ya criegyeT ykasdaTb NyHkT, cootBetcTBytowmn FOCT P 34.10-2001.

BbiBOO KOMaHAbI:
gpg (GnuPG) 1.4.18; Copyright (C) 2014 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

gpg: co3paH karanor ‘/home/keys/.gnupg’

gpg: co3naH HOBHE Qain HacToek ‘/home/keys/.gnupg/gpg.conf’

gpg: BHUMAHUE: mapamerprl B ‘/home/keys/.gnupg/gpg.conf’ eme He akTuBHH npu /
BTOM 3alycke

gpg: cos3maHa Tabnmua kimouenn ‘/home/keys/.gnupg/secring.gpg’

gpg: cos3paHa Tabmnuua kmouen ‘/home/keys/.gnupg/pubring.gpg’

BubepuTe THI KJIOUa:

(1) RSA u RSA (IO yMOJIUAHUIO)

(2) DSA u Elgamal

(3) DSA (TOJNILKO OJIA IIOOIIHMCH)

(4) RSA (TOJNIBKO OJIsT TOOIIMCHU)

(10) GOST R 34.10-2001 (Tompxo AJIS NOAIHCH) yCTapeBIUH

(12) GOST R 34.10-2012 (TONBKO OJIA TIOOIINCH)

Bam Brbop? 12

GOST keypair will have 256 bits.

BubopuTe CpOK LOEeHCTBUS KIIoua.

0 = 6e3 orpaHWUeHUs CpOKa HOENCTBHUS

<n> = CpOK HOEeHCTBUA - N [OHEH

<n>w = CpPOK HOEeHCTBUA - N HeOeslb

<n>m CpoK OEeNCTBUS — N MeCsdleB

<n>y CpPOK HOEHNCTBUSA — N JIET

Cpox gpeticTBusi kmoua? (0) O
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CpOK OEeNCTBUS KJllOUua He OI'PaHHUEH

Bce BepuHo? (y/N) y

Ina upenTudukauuu Bamero ximoua Heobxomum ID momnb3oBaTerns. [lporpamMda co3gacT
ero u3 Bamero HMMeHM, KOMMEHTAapHs M ajgpeca 3JIEKTPOHHOM IOUTH B BHIOE:

"Name Surname (position) <surname@deepforest.ru>"

Bame HacTosimee umsi: Test GOST R 34.10-2012 Secondary Key
Appec B37EeKTPOHHON HnouTh: test@gost.secondary.key
KommeHTapum :

Bu Bubpanu crnenyomuii ID IONL30BATENISA:

"Test GOST R 34.10-2001 Secondary Key <test@gost.secondary.key>"

Cmenuts (N)Umsa, (C)Koummenrapu#t, (E)ampec unu (O)Ipunars/ (Q)Buxom? O
0719 3amuTH 3aKPHTOrO Kiloua HeobxXxoOuMm Mapoiib.

Beegure napoinb: I[IAPOJIB

[loBTOpHUTe napoinb: I[IAPOJIb

2) BbINOMHUTbL AKCMOPT KNtova nonb3oBaTend B dpansi KOMaHLOMW:
keys@debian:$ gpg --export "Test GOST R 34.10-2012 Secondary Key
<test@gost.secondary.key>" > /tmp/secondary_gost_key.gpg

3)HOﬂﬂMCGTbKﬂKﬁIﬂOﬂb3OBaTeﬂﬂ,BHHOHHMBKOMaHﬂbH
gpg --import /tmp/secondary_gost_key.gpg

gpg --sign-key "Test GOST R 34.10-2012 Secondary Key

<test@gost.secondary.key>"

gpg --export "Test GOST R 34.10-2001 Secondary Key
<test@gost.secondary.key>" > /tmp/secondary_gost_key signed.gpg

4) nognucaTb dann popmata ELF kntoyom nonb3oBatens ¢ UCNOMb30BaHNEM YTUNUTLI
bsign (N0 ymMOn4YaHUiO NOANUCL BHEOPSETCS B TOM YUCNE U B pacLUMPEHHble aTpubyThl
hanna):

keys@debian:~$ bsign --sign test_elf

5) nognucatb K4OoM Nosb3oBaTenst C UCMOSb30BaHNEM YTUANTLI bsign NPOU3BOSbHBIN

dann (C BHegpeHMeM Noanucy ToNbKO B pacLUMpPEHHbIe aTpubyThl):
keys@debian:~$ bsign --sign --xattr test_elf

[ononHutenbHas uHdopMauus MO MCNOMb30BaHMIO YTUNNTLI bsign npuBeaeHa B
man bsign;

6) ansa nposepku npasunbHocTy LM danna gopmarta ELF BbINONHUTE KOMaHAy:
keys@debian:~$ bsign -w test_elf

1.7.5



279
PYCB.10015-01 97 01-1

7) ckonupoBaTb B KaTanor /etc/digsig/ AONONHUTENbBHBIV KINKOY NONb3oBaTens, noa-
MMCaHHbLIN Ha rmaBHOM Kroye (cMm. (16.1.2);

8) npoBepuTb, YTO NoanncaHHbIN hann dopmata ELF MoxeT BbINONHATLCA:
keys@debian:~$ ./test_elf

hello world!

keys@debian:~$

16.2. Pexxum Kunock-2

Pexxum Knock-2 — ato MHCTpyMeHT cnuctemol PARSEC ans orpaHnyeHns BO3MOXHOCTEWN,
npegocTaBnaemMbIX HernpMBUIerMpoBaHHbIM norb3oBartensam. Paboty pexuma Kuock-2 obecneun-

BaeT NakeT parsec-kiosk2.

16.2.1. NMpodunu naketa parsec-kiosk2

Mpodunn  nonb3oBatenen parsec-kiosk2  pacnonarawTca B KaTanore
/etc/parsec/kiosk2 u cnyxat gnsg NpUMEHEeHUst OrpaHMYeHUn OencTBUA Nnosib3oBaTe-
nen. MNMpodunb nonb3oBaTensa — 3TO TEKCTOBLIN pansl, MMA KOTOPOro coBnagaer C MMEeHeM
none3osarens. OguH npodusb NONb30BaTENSA CAYXUT ANA YCTAHOBKM OrpaHUYeHnin TONbKO AN
O HOro norb3oBarerns.

Ecnu npu BkntoveHHOM pexnme Knock-2 B /etc/parsec/kiosk2 oTcyTCTBYET NpOodhusb
nonb3oBaTens, To NpaBa gaHHoro nonb3oBatens B OC He orpaHn4MBatoTCs.

BHUMAHMUE! Ecnn ona nonb3oBatensa cosgaH nycton npodune, TO JaHHOMY Mob30Ba-
Teno 3anpeLleHbl Nnodble 4enCTBUS.

CucrtemMHble npodounm parsec-kiosk?2 pacnonararoTcs B KaTanore
/etc/parsec/kiosk2-profiles u Takke cnyxar And NPUMEHEHUA OrpaHuyeHun gen-
cTBMI nonb3osarenen. Cogepxunmoe arna cucteMHoro npoduns NpeacTaBnaeT cobor CNUcok
dannoB n Npocunen NPUNOXKEHNN ¢ abCONOTHLIMU UM OTHOCUTENbHBIMU NYTSAMU, a Takke C
MHGOpMaLMen o NpaBax AocTyna v Bragenbuax aTnux gannoB. CUCTEMHbIN NPOdUb MOXHO
nob6aBnTb B Npodunn HECKOSbKUX Nosnb3oBaTenen, Toraa Ang BCex 3TUX nonb3oBaTenen dyaet
AOCTYMHO UCMOrb30BaHWE NPUITOXKEHUA B COOTBETCTBUN C OrpaHUYeHNs MU B NpaBax g4ocTtyna u

Bnagenbuax, yka3daHHbIX B CUICTEMHOM npod)vlne OaHHOro rnpuiioXXeHumA.

16.2.2. CuHTakcuc npocpunen parsec-kiosk2
CunHTaKkcuc paspeLleHns Ha JoCTyn K hanny:
+file rwc u/o: <umsa_danma>
UIM Ha OOCTYN K CCbISIKE:

+1link rwc uo: <umsa_¢ganmna>
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rae rwc — 9To JOCTyn K hanny ¢ npaBamu Ha YTeHue (r), 3anucb (W) 1 cosgaHue (c), KoTopble
yKasbIBaKOTCA MNPU HaNM4YnMm COOTBETCTBYIOLLIErO paspeLleHus;
u — JocTyn Bnagensuy danna;
o — [OCTYn OCTasibHbIM MOb30BaTENAM;
<umsa_Qanna> — dpansn, npasa 4OCTyrna K KOTOpoMy HasHavatotcs. [Npu aTom nms ganna
ANSA CCbINKM OOMKHO COOTBETCTBOBATL CYLLECTBYIOLLEN CUMBOSIbHOM cebirike. LleneBown dhann
ANSA CCbINKN, KOTOPbI He 06513aH CyLLecTBOBaTb B MOMEHT 3arpy3ku npocung, nobasnsercs

B CMNCOK OOCTYMHbIX.

MpnmeyaHue. B cuHTakcmce npocunen pexmma Knock-2 MOXXHO MCNOSb30BaTh Ku-
punnuuy.
B cuHTakcuce Knock-2 takke mMoryT 6bITb MCNOMb30BaHbl METACMMBOSbI, HANpPUMep, B

nmeHun cbanna (cM. Tabnuuy [66).
BHUMAHMUE! MetacumBonbl B MeHN doanna Ansi CCbIfIKU HE MHTEPNPETUPYIOTCS.

Tabnuua 66
MeTtacumBon OnucaHuve
* % Honb nnn 6onee Nnpon3BonbHLIX CUMBOJIOB, BKITHOYas CUMBOS «/»
* Honb nnn 6onee Nnpon3BorbHbIX CUMBOSOB, UCKMOYasi CUMBOS «/»
? OOuH NPoM3BOSbHbIN CUMBOS, UCKMOYasi CUMBOJ «/»

OavH 13 cnmeonos, NpuHaanexaiumin Habopy. B Habope ntobble CMMBOSbLI TEPSIOT
[Habop_cumeosios]| CBOe crieumanbHoe 3HavyeHne. CUMBON «]» MOXET BXOAMTb B HAOOpP TOMbKO Ha
nepBon No3nLmm

\d OpaHa gecatudHaga umdpa

\D OaHa unn 6onee gecatnyHas undpa

\h OpgHa wecTHaguatepuyHasa undpa

\H OaHa vnn 6onee wecTHaauartepuyHas uudpa
\ xNN BanT ¢ 3agaHHbIM 3Ha4YeHeEM

MycTtasa cTpoka unu noactpoka (deleted), koTopasa gobasnsercd K elle He
CO3[aHHbLIM UNK YXe yaaneHHsiM dannam. [JaHHaa KOHCTPYKLUMSA MCNONb3yeTcs
npu ynpaesneHnn co3gaHnem anna.

Mpumep
\z +file wc u: /home/*/.config/example/example.conf\z

B atom cnyyae paspeluaeTtcs 4OCTYN Kak K hanny example.conf (deleted),
TaKk U K example.conf Ecnu yganutb \z, TO AocTyn K example.conf
(deleted) Oyaet 3anpeuwleH. OTKpbITME CyLlecTByloWero danna Ha 3anucb
OydeT ycnelHbIM, a co3gaHue HOBOro — HeT

\<mo6oi1_npyrosi | COOTBETCTBYIOLMIA CUMBON 6e3 cneumanbHon WHTepnpeTauun, Hanpumep,
_ CHMBOJ> A\ N, \F)

[na BknoyeHns ogHoro npoduna B Apyron npodusnb ncnonbayeTcsa @include:
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@include other-profile—name

16.2.3. CuHTakcmuc, coBMecTUMbIN ¢ parsec-kiosk

B npodunax pexmma Knock-2 KOppeKTHO pacrno3HatTCs CTPOKU, HanMCaHHbIe MO CUHTaK-
CUCY pexumma Knocka (yCTapeBLUMIN MHCTPYMEHT AN1S OrpaHUYeHnin encTeBnin nonb3osartens). MNpu
3TOM MpY UCMNOMb30BaHUM CUHTAKCKCa pexnma Knocka B pexxume Knock-2:

1) B MMeHu hbarna cneLcuMBOribl HE UHTEPNPETUPYIOTCS;

2) noboe 13 npae Ha YTeHue (r) unn ucnonHeHune (x) npeobpasyeTcs B NPaBoO Ha YTeHME

(r), a npaBo Ha 3anuch (W) npeobpasyeTcs B NpaBa Ha 3anuck (W) n cosgaHue (c);

3) NpaBuna oANHAKOBO NMPUMEHSIIOTCS ANA OCTyNna Kak BnagenbLeB, Tak U HeBnagerb-

LeB,

4) cTpoka 06s13aTenbHO JOMKHA HAYMHATLCS C CUMBOSA «"» Unn «/»;

5) ecnu dann npencTaBnseT CMMBOSIbHYIO CCbISKY, TO pexum Knock-2 obpabatbiBaeT

ueneson dpann CChbIfKu;

6) umsa Nponns 4OMKHO HAaYMHATLCS TONbKO C NTAaTUHCKON BYKBbI, @ TakKe B HEM AOIMKEH

OTCYTCTBOBaTb CUMBON «/».

Ecnn npodurnb, cosgaHHbIN B pexnme KMocka, otpegaktuposatb B fly-admin-kiosk,

TO OH COXpPaHUTCA C UCIMOJSIb30OBaHNEM CUHTaAKCUCa pexmnma Knock-2.

16.2.4. Pabota ¢ Knock-2 yepes KOHCONb

16.2.4.1. BknroyeHue 1 BbikntovyeHne Knock-2

Mpn nepsom 3anycke OC pexmm Knock-2 BbikntoveH. YTobbl BKNIOYMUTL PEXMM KOHTPONS
poctyna Knock-2 n NnpuMeHsaTb orpaHMyeHnsa Ha paboty ¢ channamum, TpebyeTrcs BbINOMHUTL
KomaHay:
echo 1 | sudo tee /sys/module/parsec/parameters/uc_enforce

[nsa BKMOYEHMSA NPOTOKONMPOBAHMUS MOMbITOK HAPYLUEHWA YCTAHOBMEHHbIX OUMBTPOB
A0CTyna BbINOMHUTL KOMaHAY:
echo 1 | sudo tee /sys/module/parsec/parameters/uc_complain

BHUMAHMWE! Pe3ynbtaTtbl NpUMEHEHNst AaHHbIX KOMaHA OyayT 4enCcTBUTENbHbI 4O nepe-
3arpysku OC.

[nsa BKNOYEHUS pexnma KoHTpons goctyna Knock-2 n npoToKonMpoBaHUs ¢ COXpaHeHNeM
AAHHOro COCTOSIHUA Nocre nepesarpy3kn TpebyeTcsi, COOTBETCTBEHHO, BbINOSIHUTbL KOMaHAbI:
echo 1 | sudo tee /etc/parsec/kiosk2_enforce
echo 1 | sudo tee /etc/parsec/kiosk2_complain
n nepesarpysntb OC.

Pesynbratbl npumeHeHnsa aTnux komaHg 6yayT gencrTeuTenbHbl nocne nepesarpyskm OC.

[ns BbIKNOYEHNA pexxnma KOHTposns goctyna KMock-2 n npoToKoNMpoBaHUA B COOTBET-

CTBYIOLLUMX KOMaHOax Tpebyetca 3ameHnTb 1 Ha 0.
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[ns Toro 4yto6bl N3bupaTenbHO BKMYaTh pexmm KnMock-2 u ncknoyaTb BbIGpaHHbIX
nonb3oBaTeneun, TpebyeTca:

1) cospaTb katanor disabled B /etc/parsec/kiosk2:

cd /etc/parsec/kiosk2

sudo mkdir disabled

2) nepeHecTn B Katanor disabled npodunn Tex nosib3oBaTenien, Ans KOTOpbIX He

OOSMKHbI MPUMEHATHCA OrpaHUYEHNS:

sudo mv <uMsa_IOJb30BaTeNsal> <umsi_noib3oBaTernsa’2> disabled

3) BKNHOUUTb pexnm Knock-2:

echo 1 | sudo tee /sys/module/parsec/parameters/uc_enforce

Mocne BbINOMHEHMS AAHHbBIX OENCTBUIN OrpaHndeHns pexmnma Knock-2 6yayT npuMeHeHb!
KO BCEM Monb3oBaTendam, KpoMe <uMs_Iojib30BaTesisal>, <uMs_IOoJIb30BaTesisz2> U TeX MoJib-
3oBarerneun, Ans KoTopbiX He 6binn co3gaHbl npodunun. MNocne nepesarpyskn OC pexunm Knock-2
BEpPHETCH B COCTOSAHWNE, yKa3aHHoe B /etc/parsec/kiosk2_enforce. [1pn NOBTOPHOM BKINHO-
YyeHnn pexmma Knock-2 UCKIMYeHUs Ona <uMms_[oJib30BaTernsil>, <uMs_I0oJIb30BaTessal>
N Tex nonb3oBaTenen, Ans KOTopbiX He 6biM co3gaHbl NPOUIIN, COXPAHATCA N OrpaHUYeHus
AocTyna K HAM He ByayT NpUMEHEHbI.

16.2.4.2. lpoToKONupoBaHMe npoLeccos

[ns Toro 4ToGbl OrpaHNYeHnst Ha paboTy NPUIOXEHUIN BbINOMHANUCH KOPPEKTHO 1 6e3
owmnbok, TpebyeTca yunTbiBaTb BCE 3aBUCMMOCTU (hansioB AaHHOrO npunoxeHus. Moatomy npum
CO30aHNN CUCTEMHOIO NPOdUNA NPUITOXKEHUS peKOMEHAYETCS BbIMNOMHUTL MPOTOKONUPOBaHME
npoLieccoB nNpu paboTe ¢ COOTBETCTBYOLUM MpUNoXeHneM. Pesynsrat npoTOKONMpPOBaHUSA Npo-
LLleCCOB MOKa3blBaeT BCe HeobxoaumMble dpannbl NPUMAOKEHUS U NyTU K HAM. [Na BbINONHEHUS
NPOTOKONMPOBaHWS NpoLeccoB TpebyeTcs:

1) BBIKMIOUYNTB PEXMM KOHTpOns goctyna Kuock-2:

echo 0 | sudo tee /sys/module/parsec/parameters/uc_enforce

2) BKIIHOYUTb NPOTOKONMPOBaHME NPOLECCOB:

echo 1 | sudo tee /sys/module/parsec/parameters/uc_complain

3) cosgatb Npodusb Nonb30oBaTeNs:

true | sudo tee /etc/parsec/kiosk2/<ums_nonbzoBaTernsa>

4) 3anyCTuUTb CECCUI0 NONb30BaTENS <uUMsS_I10JIb30BATEIIs> !

su - <uMsA_IOJIb30BaTeJIA>

5) 3anycTuTb NPOTOKONMPYEMOE NPUNIOXKEHNE;

6) BbINTU M3 CECCUMN NONb30BATENSA <UMS_I1OJIb30BaATEIIA>:

exit

7) BBIKNIOYUTb NPOTOKONMPOBaAHWE NPOLECCOB:

echo 0 | sudo tee /sys/module/parsec/parameters/uc_complain
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8) nonyunTb COOBLEHMSA O 3anpELLEHHbIX Onepaumsix:

sudo dmesg | grep PARSEC-UC:

16.2.4.3. Co3pgaHue npocpuns

[na co3gaHnsa cMCTEMHOrO NPounsa NPOTOKONMPYEMOro NpuoxeHust TpebyeTcs B kaTta-
nore /etc/parsec/kiosk2-profiles co3gatb ¢pann, 3agaB B Ka4eCTBe €ro MMeHW Ha3BaHue
NPUNOXEeHNA, U BNUcaTb B HEro BCE MYyTU C YY4ETOM CUHTAKCMCa U3 pe3ynbraToB BbIMOSIHEHUS
koMaHabl dmesg | grep PARSEC-UC: B COOTBETCTBMM C nepeuvncneHnem [8) Ha ctpanuue 283

[ns cospgaHusa npoduns nonb3osatensa Tpebyercsa B katanore /etc/parsec/kiosk2

co3fatb haln ¢ UMeHeM, coBnagatoLLMM C UMEHEM AaHHOIO Nonb3oBaTens.

16.2.5. Npachuyeckaa ytunurta ynpaBsneHus npocdpunnamu

Onsa ynpaeneHus pexmmom Kuock-2 u npodunamu, pacrnosiokeHHbIMU B KaTarorax
/etc/parsec/kiosk2 un /etc/parsec/kiosk2-profiles, UCNonb3yeTcs rpadumyeckas ytm-
nnta fly-admin-kiosk. OnucaHue yTunuTbl NPUBELEHO B SMIEKTPOHHOW CripaBKe.

BHUMAHMUE! [1ns paboTbl ¢ Nnpodunsammn pexmma KMocka ¢ UCNOoNb30BaHNEM YTUANTbI
fly-admin-kiosk HeobxogmMmo aganTMpoBaTb UX CUHTAKCUC U MOMECTUTb Npodunn B KaTa-

norn /etc/parsec/kiosk2 n /etc/parsec/kiosk2-profiles nakera parsec-kiosk2

COOTBETCTBEHHO (CM. [16.2.3)).

ﬂ,J'IFI 3anycKka yTuiinTbl BbINOJTHUTb B KOHCOJIM KOMaHAOY:
sudo fly-admin-kiosk

unu nepentn «MmeHo «lyck» — MNaHenb ynpaeneHns — besonacHocTb — CUCTEMHbBIA KMOCKY .

16.2.6. Knock Fly

[na orpaHn4yeHna BO3MOXHOCTM 3anycka nporpamm rnokanbHbIMU Morib3oBaTensaMv agmu-
HUCTPaTOP MOXET MCNOoNb30BaTh rpadmyeckyto ytunuty £ly-admin-sme. [Jna atoro Heobxoanmo
B rMaBHOM OKHe rpaduyeckon ytunutbl £ly-admin-smc packpblTb CANCOK «[lonb3oBatenny,
Bbl6paTb nonb3oBartens 1 Bo Bknagke «lpaduyecknin knock Fly» yctaHoButb hnar «Pexum rpa-
duyeckoro kmockay. dnar BKMOYaeT pexnm rpadryeckoro Kmnocka npu paborte ¢ NpunoxXeHnamm
n3 cnucka. Ecnv B cnucke ogHO npunoxeHue, T0 pexuMm rpadonyeckoro KWOcka BKIKOYaeTcs npu
paboTe ¢ 3TUM NpunoxeHneM. Ecrnn B cnucke HECKONBLKO NPUNOXEHUI, TO 3anyckaeTcs paboyni
CTOST C 3TUMM NpUNoxeHnamn. Bce OOCTynHbIE KaTanoru, Apsblkn U T. 4. yCTaHaBNUBalTCS B
COOTBETCTBUUN C NpegocTaBrieHHbIM JOCTYNOM.

Hactponka pexuma rpaduyeckoro Kuocka C MOMOLLBbI rpadouyeckon YTUnnTbl
fly-admin-smc ocywecTBndeTcd agMUHUCTPAToOpPOM Ha MakcuMMaribHOM YpOBHE MaHOaTHO-

ro KOHTPONS LEenoCTHOCTH, ycTaHosneHHom B OC.
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16.3. U3onauua npunoxeHun

[nsa obecneyeHnsi M30NMPOBAHHOIO BbIMOMIHEHUS rPaddUYECKUX U KOHCOMbHbIX MPUIIoXe-
Hu B coctaB OC BxoauT MHCTpYMeHT Firejail . Lienbto npumeHeHuns Firejail agnsetcs MuHMMm3auns
puvcka komnpomMmeTaumm ocHoBHon OC npwu 3anycke HeQOBEPEHHbIX UMW NOTEHUNANbHO YS3BUMbIX
nporpamMm.

[nsa obecneyeHuns nsonsaumm npunoxexHun B Firejail ncnonbaytorcs:

- MexaHW3M MPOCTPaHCTB MMEH namespaces;

- (bunbTpaunsa CUCTEMHbIX BbI30BOB seccomp-bpf.

Mocne 3anycka MHCTPYMeHT Firejail n Bce ero goyepHue npouecchbl UCNONb3yT OTAeSb-
Hble nNpeacTaBrneHns pPecypcoB A4pa, Takmx Kak CceTeBon CTek, Tabnumua npoueccoB M TOYKU
MOHTUPOBAHUS.

Firejail He TpebyeT NOArOTOBKM CUCTEMHOIO obpasa: COCTaB OKPYXXEHUst hopmMupyeTca
Npuv 3anycke Ha ocHoBe coaepXunmoro Tekywen ®C, n ynanseTcs nocne 3aBepLieHns paboThbl
NPUITOXEHWS.

Mpu ncnone3oBaHuu Firejail npegoctaBnaoTcs cpeacTsa 3agaHna npasun gocrtyna Kk OC,
NO3BONAKOLLNE:

onpeaendatb Cbalm'lbl N KaTaliorn, K KoOTopbiM pa3peLleH Unm 3anpeweH aocTyn,

npenocTaBnATb AOCTYN K (baﬁﬂaM U Katanoram TOJIbKO ANA YTeHUA,

noaknYaTtb Ansa gaHHbIX BpeMeHHble OC (tmpfs);

coBMeLlaTb KaTtarnoru yepes bind-mount U overlayfs.

Mpwn yctaHoBke OC ycTaHoBKa UHCTpyMeHTa Firejail BbinonHaeTcs aBToMaTU4ecku.

B uensx nosbiweHna 6esonacHocTu npu yctaHoBke Firejail cHumaetcs 6ut suid. Ons
TOro 4ToObI ¢ NomoLbto Firejail MOXHO BbINIO 3anyckaTb MPUNOXEHUS, HEOBXOOMMO BKITHOUYUTb
3TOT 6UT, BbINOMHMB OT UMEHU agMUHUCTpaTopa KoMaHay:
chmod u+s /usr/bin/firejail

B coctaB OC BxoasaT npodunum nsonsaumm CUCTEMHbIX BbI30BOB 45151 60MbLUMHCTBA Mony-
NAPHbIX NpUnoXxenun, B Tom vncne gns Firefox, Chromium, VLC.

[nsa BbINONHEHMS NporpaMmbl B pexxmMe nsonsauum Tpebyetcs ykasaTb UMS NPUNoXeHUs
B KayecTBe napameTtpa Ans MHCTpyMeHTa Firejail, Hanpumep:
firejail firefox

MpumeyvaHnue. Ina 3anycka 6paysepa Firefox moxeT notpeboBaTbCcs BHECTU U3-
MEHEHUS B KOH(pUrypaumoHHbein pann /etc/firejail/firefox.profile, 3aMeHMB CTPOKY
seccomp Ha CTPOKY:
seccomp.drop @clock,@cpu-emulation, @debug, @module, @Gobsolete, @raw-io,
@reboot, @resources, @swap, acct,add_key, bpf, fanotify init,io_cancel,

io_destroy,io_getevents,io _setup,io_submit,ioprio_set, kcmp, keyctl,
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mount, name_to handle at,nfsservctl,ni syscall,open by handle at,
personality,pivot_root,process_vm_ readv,ptrace,remap_ file pages,
request_key, setdomainname, sethostname, syslog, umount, umount2,userfaultfd,

vhangup, vmsplice
16.4. Npadomyeckun KMock B pexume «MoOUNbHLINY

paduyecknit knock B pexmme «MoOUMbHBINY OrpaHUYMBaeT AOCTyn Monb3oBaTte-
na K QPYHKUMAM CUCTEMbI U BO3MOXHOCTb 3anycka rpadudecknx npunoxeHun. Hactpomn-
Ka rpaguyeckoro KMocka BbIMOSTHAETCH agMUHUCTPATOPOM B KOHUrypauuMoHHOM hauvne
/etc/mobile-kiosk/mobile-kiosk.conf (ecnu ykasaHHble Katanor u KOHUrypaunoHHbIN
dann oTCyTCTBYIOT, X HeobXxoaumMo co3aath). B koHdurypaumoHHoOM danne Heobxoammo yka-
3aTb MMS YH4ETHOM 3anucu nonb3oBaTesis, A1l KOTOPOro HacTpamBaeTcs rpaddUyYecKnin KMOCK, U
B Ka4yecTBe 3HadyeHuns napameTpa Applications nepeuncnutb desktop-tansnbl npunoxeHnn,
KOTOpble MOXHO ByaeT 3anyckaTb YKazaHHOMY Mofb30BaTento:
[<uMsa_nionb3OoBaTETISA> |

Applications=<npunoxeHuel>, <mpusoxeHue2>, ...

Mpumep

HacTpoWka knocka ans nonb3oBaTens user, pa3pellarollas 3anyck dpaysepoB «Xpomu-
ym» n «Xpommym NOCT»:
[user]

Applications=chromium, chromium-gost

Knock ansa ykazaHHOro nonb3osarens OygeT BKovaTbCA aBTOMaTUYECKN B Ha4arne Kaxaom
nocriegyoLwen ceccum AaHHOro nonsb3oBarens.

B rpacnyeckom knocka nonb3osaTternto OyayT AOCTYMNHbI TOMBbKO YKa3aHHbIE NPUMNOXEHUS,
a Takke cnegyowme yHKUUN CUCTEMBI:

1) NpocMOTp 1 yaaneHne yBegoMIeHun;

2) cTpoka noucka;

3) M3MeHeHVe rpOMKOCTU 3ByKa N APKOCTU JKpaHa;

4) 3aBeplieHne paboThbi.

OcTanbHble NPUNOXeHNs 1 PyHKLUMKU cucTeMbl (B TOM Yncne gobasneHve, nepemeLLeHme 1
yOoaneHue 3Ha4ykoB, n3MeHeHne oboeB, fobaBreHne BUOXXETOB) NONb3oBaTento dyayT HEQOCTYMHbI.

Ecnn B koHGUrypaunoHHom gpamnne /etc/mobile-kiosk/mobile-kiosk.conf B Ka-
YecTBe 3HayYeHWUs napameTpa Applications ykaszaHO OOHO MPUIIOXEHME U OOMNOMHUTESbHO
yKkasaH napameTp SingleMode=true, Knock byaer pabotatb B OAMHOYHOM pEXMMe — yKa-
3aHHOe npunoxeHwe ByadeT 3anyckaTbCA aBTOMaTUYECKN NPU BXoAe NOSib30BaTesis B CECCUI0

M nornb3oBaTeslb CMOXET paboTaTb TONbKO B JaHHOM npunoxeHuu. Mpu 3aBeplieHnn paboTbl
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npunoxeHust GyaeT aBToMaTUYECKN 3aBepLleHa nomnb3oBaTenbcekas ceccusi. M3 yHKUMIN cucTeMbI

nonb3oBaTento OyaeT 4OCTYMNHO TONbKO 3aBeplLUeHne paboTol.

Mpumep

HacTpownka knocka ansi nonb3oBaTtens user, paspelwawouwas pabotatb B 0AUMHOYHOM
pexnme B NpunoxeHnn «Kanbkynatop»:
[user]
Applications=org.kde.kalk

SingleMode=true

16.5. PyHKLMM 6e30NaCHOCTU CUCTEMbI

[MakeT astra-safepolicy COAEPXUT MHCTPYMEHTbI ynpaBneHnsa dyHKumMsamn 6esonac-
HOCTU cucTeMbl. OnucaHne MHCTpymeHToB npueeneHo B([16.5.3416.5.33]

Bce MHCTpyMeHThI M3 cocTaBa nakeTa astra-safepolicy NOAAEPKUBAIOT CTaHAAPTHbIN
Habop napameTpoB BbI30Ba, NpvBeaeHHbIN B [16.5.1] HekoTopble MHCTPYMEHTBI AONOMHUTENBHO K
cTaHgapTHOMY Habopy NapaMeTpoB Bbi30Ba NOAAEPKUBAIOT OOMONHUTENbHbIE NapameTpbl. Onu-
CaHue LOMNOMHUTENbHBLIX NapaMeTPOB NPUBEAEHO B ONMCAHUM COOTBETCTBYHOLLEIO MHCTPYMEHTA.

NHCTpyMeHTbI NakeTa astra-safepolicy BbICTyNaloT B PONN KOMaHA-NepeksovaTenen,
OCYLLECTBSAOLWMX BKIOYEHME U BbIKIMIOYEHME COOTBETCTBYIOLMX PYHKLMI BesonacHocTu. [ns
NMPOCMOTPa COCTOSIHUS HEKOTOPbIX KOMaHA-NepeKknoYaTenen MoXXHO UCMoNb30BaTb MHCTPYMEHT

astra-security-monitor U3 cocTaBa naketa astra-safepolicy, onucaHne MHCTpyMmeHTa
npveeneHo B[16.5.2]

16.5.1. O6wue napameTpbl BbI30OBa Nepekni4varenen

Bce komaHabl-nepekniovaTenu, BXoasLmMe B COcTaB naketa astra-safepolicy, noa-
AepX1BaloT cTaHAapTHbIM Habop napameTpoB Bbi3oBa. CUHTAKCUC MCNOMb30BaHUSA KOMaHObI-
nepeknoyarens:
<UMf__KOMaHIH-IIepekJnouaTesnsa> <napameTp>

MepeyeHb NnapamMeTpoB BbI30Ba NpvBEAEH B Tabnuue [67]

Tabnwunua 67
MapameTp Onncanune
enable Bkntountb gencreme, BoinonHsemoe yHkumen 6e3onacHoOCTm
disable BblknounTb Aencteue, BbiNnonHAemoe dyHKLmnen 6esonacHocTu
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OkoHyaHue mabnuusi 67

MapameTp Onuncanune

OT06pa3sunTb, ecrniv BO3MOXHO, (pakTU4ecKkoe COCTOsTHUE nepekrnioyaTens Ha TeKyLmmn
MOMEHT BpeMeHW. Pe3ynsraT BbIMNOMHEHUSA KOMaHAbI:

- AKTHUBHO — CUCTEMHbIE OrPaHNYEHUS NPUMEHSAIOTCH (PYHKUUSA BbINONHAETCS);

- HEAKTHBHO — CUCTEMHbIE€ OrpaHMyeHnst He NPUMEHSATCS (PYHKUNUS OTKMYeHa).
Hanpumep, Ans HeKoTopbIX KOMaHA-nepeknoyaTenen Bbl30Bbl enable/disable
MEHSIIOT NOMNoXeHue nepeknovatens (CM. napameTp is—enabled), HO ANS M3MEHEHMS
coctosaHua Tpebyetcs nepesarpy3ka. [na aTux KoOMaH4-nepeknoyaTenen 4o MOMeHTa
nepesarpysku BbiBog is—enabled U BbIBOA status OyayT pasnuyartbes.

status

OTO6pa3VITb nonoXxXeHmne nepekn4aTend. PeayanaT BbIMNONMTHEHNA KOMaHObl:
- BKJIIQUEHO — CUCTEMHbIE OrpaHN4YeHUs BKITHOYEHDI,

is-enabled
- BHKJIQUEHO — CUCTEMHbIE OrpaHUYEeHNA BbIKMNIOYEHbI

[1ns1 HEKOTOPbIX MHCTPYMEHTOB NPY NEPBOM MX BKITHOYEHMM CO34AETCHA COOTBETCTBYHOLLMIA
IOHUT cnyX6bl systemd. B ganbHenwem coctosiHMe gJaHHON oyHKUMM 6e3onacHOCTM nocrne ne-
pesarpy3km CUCTEMbI YCTaHaBIMBAETCA B COOTBETCTBUMN C NOSIOXKEHMEM MepeKstoyaTens nytem
3anycka COOTBETCTBYHOLLErNO HOHUTA, €CNN 3anyck oHUTa pa3pelleH. CnnMcok KHUTOB, Co3aaH-
HbIX MHCTPYMEHTaMN, MOXXHO NPOCMOTPETb B dpainie astra-safepolicy.target (B CTpoOKax,

HaYnHaLWKNXCcA ¢ Want S=).

16.5.2. MoHuTOp 6e3onacHoCTU

YTunuta astra-security-monitor otobpaxaer MH(OpMaLUNIO O COCTOSHUN HEKOTO-
pbIX PyHKLMI 6e30MacHOCTH, a TakkKe BbIBOAUT MHAOPMALMIO O COCTOSTHUN dOyHKUMK BGe3onacHo-
CTW NO ee uaeHTudgukaTopy.

MpumedaHune. OTobpaxeHne coCTOAHUA PYHKLMK Be30NacHOCTM Takke 3aBUCUT OT
HanNU4nsi yCTaHOBIIEHHbIX B CUCTEME COOTBETCTBYIOLLMX NAKETOB UK CryxoO.

Ons dyHkumMn 6e3onacHoOCTH, MHPOPMaLMIO O KOTOPbIX BbIBOAUT YTUNUTA, BO3MOXHbI
cnegyoLwme COCTOSAHUSA:

- BKJIIOUEHO — (pyHKLMA B6€30MacHOCTN aKTUBHA;

- BHKJIOUEHO — pyHKUNA 6€30nacHOCTM HEaKTUBHA;

- BKJIOUAETCS — pyHKUMA 6e30nacHOCTN HaxoguTcsa B npouecce BKNoYeHus unu byaet

BKItOYEHa Nocre nepesarpyskn, HO B HACTOSALLMA MOMEHT HEaKTUBHaA;

- BHKJIIOUAETCS — (pyHKUMA 6e30nacHOCTU HaXOAMUTCA B NpoLecce BbIKMYEHUS Un

OyoeT BbIkNOYEHa nocne nepesarpy3ku, HO B HACTOSLUIN MOMEHT aKTUBHA;

- UACTHUUHO — doyHKUUSA Be30MacHOCTM BKITOYEHA, HO HE BCE NMapameTpbl, KOHTponupye-

Mble 3TOM (PYHKLUMEN, COOTBETCTBYIOT 3alaHHbIM MO YMOMYaHWUIo.

Mpn oTOBOpaxeHnn COCTOSAHUIN OTAENbHbLIX PYHKUMIA 6E30MaCHOCTHN YYnTbIBAETCS Crneayto-

ee:
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1) npwu BbiBoge nHhpopmauyum o coctosHun MKL| Ha dannoBor cncteme npoBepsieTcs
COOTBETCTBME YPOBHEN LEeNoCcTHOCTU 06bekToB PC ypOBHAM LIENTOCTHOCTH, YKa3aHHbIM B
KOH(purypaumoHHoMm panrne /etc/parsec/fs-ilev.conf. [lpn HecooTBETCTBUN YPOB-
HEeW LIeNoCTHOCTU BbIBOAUTCSA COOBLLEHME O KonuyecTBe dhannoBbix 06LEKTOB, YPOBEHb
LLeSTOCTHOCTUN KOTOPbIX HE COOTBETCTBYET 3a4aHHOMY B KOH(UrypaunoHHOM chawnne:

a) «HWXe» — YpOoBeHb LIeNTOCTHOCTU (hansioBoro o0beKkTa HUXKe 3a4aHHOrO;

0) «BbllWe» — YPOBEHb LIENOCTHOCTU hanfioBoro o6bekTa BbllLe 3a4aHHOrO;

B) «HOpMa» — ypOBEHb LIENOCTHOCTM hansioBoro 06beKkTa COOTBETCTBYET 3a4aHHOMY.
Cnuncok hannoBblx 0OGbEKTOB, YPOBEHb LIENTOCTHOCTU KOTOPbIX HE COOTBETCTBYET 3aJaH-
HoMmy B hanrne /etc/parsec/fs-ilev.conf, MOXHO BbIBECTU KOMaHOOWN:
sudo set-fs-ilev status -v
2) ons yHKUUKW NPOBEPKN NOAMUCK B paCLUMPEHHbIX aTpubyTax xattr — BKIOYEHa Nn
npoBepKa NognMcKu He TONbKO B UCMOMHAEMbIX ddannax, Ho U B Apyrnx cannax, Kotopble
noAnncaHbl B xattr COOTBETCTBYHOLLEN YTUITUTOMN.

[ononHuTensHO MOHNTOP 6e30MacHOCTU BbIBOAMT CrieayroLyo MHGOPMaLNIo:

1) 3anpeT Bxoga root no ssh (ecnu yctaHoBMNeHbl CPeAcTBa yAaneHHoro NogknioYyeHns
ssh) — 3anpet yganeHHoro Bxoga B cuctemMy nosb3oBaTternto root. 10 ymonyaHuio root
He MOXeT BOMTU yepes ssh, (pyHKUUSA 3anpeTta UMeeT CoCTosiHMe BKIIIOUEHO;

2) BesonacHbIN BXO4 B AOMEH (eCnnM KOMMbIOTEP BBEAEH B JOMEH) — 3Ha4YeHue BKIIIOUEHO,
ecnu B panne /etc/parsec/parsec.conf napameTp login_local UMeET 3HaYeHne
admin (BXog 4SS NOKanbHOro norb3oBaTesnis paspeLleH, ecrnn norb3osaTesib BXOAUT B
rpynny astra-admin) unu 3HadyeHne no (BXo4 AN NIOKanbHbIX Nonb3oBaTenen 3anpe-
LLEH);

3) CUCTEMHbIN KMOCK — 3Ha4YeHne BKJIIDUEHO, eCrnv CUCTEMHbIN KMOCK BKIOYEH U HAcTpo-
€H XOTA Obl ANs 0O4HOro Nonb3oBaTens;

4) rpadu4ecknii KMOCK — 3HayYeHne BKIIIOUEHO, ecnn rpacomuyecknin KNOCK HaCTPOEH XOTH
6bl NS ogHOro nonb3oBaTens.

MogpobHoe onucaHne MHCTPYMEHTa NpUMBEAEHO B man astra-security-monitor.

MNpu paboTe c astra-security-monitor Takke MOXET UCMONb30BaTbCs rpadmyeckas

ytunuta fly-admin-smc («lNonutuka 6esonacHoctuy», pasgen «MoHuTop 6e3onacHoCcTn»).

16.5.3. YcTaHOBKa KBOT Ha UCNOSfIb30BaHMEe CUCTEMHbIX pecypcoB

MHCTpyMEHT astra-ulimits-control BKMOYaET UMW BbIKNIOYAET OrpaHnUYeHus Ha

NCMOoJ1ib30BaHNE HEKOTOPbIX peCcypcoB CUCTEMbI ANA npenoTepalleHnA HapyLIJeHVIVI OOCTYMHOCTK

CUCTEMbI B pedynbraTte ncyepnaHna pecypcos. I'Iapameprl CUCTEMHDbIX orpaHquHmﬁ 3a4alTCA B

danne /etc/security/limits.conf.

MapameTpbl BbI30BA, UCMOSMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [67].
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M3ameHeHne pexrma orpaHmyeHunin He NOBMMSIET Ha yXKe BOLeLWmnX B CUCTEMY MONb30Ba-
Tenen n BygeTt NPUMEHEHO TONbLKO NPW crnegyoLwem BXoge.

OnucaHue MHCTpyMeHTa NpMBeAeHO B man astra-ulimits-control.

YnpaBneHne CUCTEMHbIMU OrPaHUYEHUSMN TakkKe MOXET OCYLLECTBIIATLCA C MOMOLLbIO
rpadpudeckon ytunutbl £ly-admin-smc.

[ononHuTenbHble OrpaHNYeHNsa Ha NoryvYeHne 4OCTyna U BbINOMIHEHME KoAa Ha YPOBHe
agpa OC ansa npuBunerMpoBaHHOro nosnb3oBatens obecneymBatoTcs moaynem lockdown B cooT-

BetcTtBUKn c[16.7]

16.5.4. Pexxum 3anpeTa yCTaHOBKM OMTa UCMONHEHUA

B OC peanusoBaH pexum 3anpeTta yCTaHOBKM OuTa UCMOMHeHus, obecneynsaroLimin
npenoTBpaLleHne HeCaHKUMOHMPOBAHHOMO 3arnycka UCMonHAeMblx ¢oansioB U cLeHapueB ans
KOMaHAHOW 000MNOYKN.

BHUMAHMWE! B pexnme 3anpeTta ycTaHOBKM BUTa UCNONMHEHNsT AaHHAsA onepauns 3anpe-
WweHa ansa nonb3oBatenen OC, BKoyas nonb3oBartenen U3 rpynnbl astra-admin. 3anpeT He
pacnpocTpaHaeTCca Ha NPUBUNENMPOBAHHOIO NoNb3oBaTens root.

Mpwn BKNIOYEHHOM B CUCTEME AAHHOM PYHKUMK 6e30nacHOCTM yCTaHOBKA NaKeToB MNpo-
rpamm, cosgatomx B ®C carnnbl ¢ 6GUTOM ncnonHeHus!, Byaet 3aBepLlaTtbCs C OLLIMOKON.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [67].

M3ameHeHne pexuma 3anpeta BCTynaeT B eNCTBUE HEMEOSIEHHO.

OnucaHne MHCTpyMeHTa NpuBeAeHO B man astra-nochmodx-lock.

YnpaBneHne pexnmMoM 3anpeta YCTaHOBKM GMTa MCMNOSTHEHUS TakkKe MOXET OCyLLeCcTB-

JIATbCA C MOMOLLbIO rpacbmquKoPl yTunuTbl £ly-admin-smc.

16.5.5. BnoknpoBKa KOHCONM ANA Nonb3oBaTenen

MHCTpYMEHT astra-console-lock ocylecTBNsAeT 6rOKMPOBKY JOCTYMNa K KOHCONU U
TepMuHanam ans nonb3oBaTenemn, He BXOAALWMX B rpynny astra-console. [lapameTpbl BbI30Ba,
“cnonb3yeMble AaHHbIM MHCTPYMEHTOM, NpuUBEAEHbI B Tabnuue [67]

Ecnu npu BknoveHnn 6noknMpoBkM rpynna astra-console otcyTcTBYeT B OC, TO OHa
OyneT cosgaHa aBTomaTudecku. Npu aTom B Hee ByayT BKMOYEHbI NOMNb30BaTENM, COCTOSILLNE B
rpynne astra-admin Ha MOMEHT BKIHOYEHUST 3TON (OYHKLMW.

M3meHeHne BGrnokMpoBKM BCTyNnaeT B 4ENCTBUE HEMEANEHHO.

OnucaHune MHCTpyMEHTa NpMBEAEHO B man astra-console-lock.

YnpaBneHne 6roKMpOBKOM KOHCONW A8 NOfb30BaTeNnen Takke MOXET OCYLLECTBNATLCH C

MOMOLLIbIO Fpadpmyeckoit yTunuTbl £1y-admin-smc.
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16.5.6. BnoknpoBka KOHCOnNU B pexnme «MoOUNbHbIN»

B pexnme «MobunbHbIN» Ans BroKMPOBKU SOCTYNa K KOHCONU Heobxoammo 3abnoku-
poBaTb AOCTYM K KOHCONMW AS1s Nonb3oBaTerien, He BXOAALMX B rpynny astra-console, C
MOMOLLIbIO MHCTPYMEHTA astra-console-lock (cm.[16.5.5).

[ononHutenbHo HeobxoaMmo 3abrnoknpoBaTb UCMNOSIb30BAHNE KOMAaHOHOW CTPOKU U3
MEHI0 MOUCKa, Bbl3blBaEMOro kKomouHaumen knasuw <ALT+F2>. [1na atoro Tpebyetca B hann
/etc/xdg/kdeglobals AobaBuTb criegyroLime CTPOKM:

[KDE Action Restrictions][$i]
run_command=false

BnoknpoBka kombuHauun knasuw <ALT+F2> ocyuwectBnaeTca Ans BCeX nonb3oBaTenen,
B T.4. ANs agMuMHUCTpaTopa.

Onsa pasbnokmpoBkn KombuHauum knasuw <ALT+F2> Tpebyetca B aunne
/etc/xdg/kdeglobals And napamerpa run_command yKasaTb 3Ha4YeHue true:

[KDE Action Restrictions][$i]
run_command=true

nnn yganutb n3 danna CTPoKu:
[KDE Action Restrictions][$i]

run_command=false

16.5.7. BNnoKMpoBKa UHTepnpeTaTopoB
B OC peanusoBaHa dyHKUMS BNOKMPOBKM CreayrLmMX NUHTEPNPETaTOPOB:
- Python;

- Perl;

- Expect;

- Ruby;

- dash;

- irb;

- csh;

- lua;

- ksh;

- tcl;

- tk;

- zsh;

- bash;

- nodejs;

- php.
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[na 6GrnoknpoBKM MHTEPNPETATOPOB (KPOME MHTEepnpeTaTopa bash) ncnonb3ayerca MHCTpY-
MEHT astra-interpreters-lock.

[ns 6noknpoBkM nHTepnpeTaTopa bash ncnonbayercs MHCTPYMEHT astra-bash-lock.

BHUMAHMUE! bnokupoBka nHTepnpetatopa bash MoxeT orpaHnunTb YHKLNOHAN HEKO-
TOpbIX AporpamMm u cnyx6, He odeBMAHbIM OBpas3om ucnonb3ywmx bash, 4To nNpuBeaet K
HapyLeHuto WwrtaTHon pabotbl OC.

BHUMAHMUE! lNocne 6nokmpoBKn nHTepnpetatopa bash koHCoNbHbIM BXoA nosnib3oBare-
newn c obono4ykom bash 6yger HEBO3MOXEH.

MapameTpbl BbI30Ba, UCNOMb3yeMble aHHbIMU UHCTPYMEHTaMN, NpuBeAeHbl B Tabnu-
ue [67]

Mpn BKMOYEHUM BNOKUMPOBKN MHTEPNPETATOpPOB BrOKMpyeTca HeCaHKUMOHMPOBaHHOE
ncnonb3oBaHWe MHTepnpeTaTopa 418 BbINOMHEHUS Koda HanpsiMyto U3 KOMaHAHOW CTPOKU U 13
HeMMeHoBaHHOro kaHana (pipe). lNpn aToM cueHapun, HanUcaHHble A9 3TUX UHTEePNPEeTaTopos.,
BbIMNOMHAKTCA B LUTAaTHOM pexume (y dpanna cueHapus npyu 3ToM OSTKHbI O6biTb BbICTaBMEHbI
npasa Ha BbINOSIHEHNE).

BHUMAHMUE! EnokunpoBka 3anycka MHTEpPNpeTaTopoB JOSMKHA UCMONb30BaTbCA COBMECT-
HO C MHCTPYMEHTOM astra-nochmodx-lock, T.K. B NPOTMBHOM Cry4yae norib3oBaTesib MOXeT
cam co3faTtb CUueHapui, Ha3HauuTb eMy BUT MCNOSTHEHNA U 3anyCTUTb, 06oMaA TakuM obpasom
BNOKNPOBKY MHTEPNPETATOPOB.

BnokMpoBka nMHTEpnpeTaTtopoB He pPacnpoOCTpPaHSAETCA Ha rnorb3oBaTternen u3 rpynnol
astra-admin.

M3meHeHne B6rnokMpoBKM BCTynaeT B 4ENCTBUE HEMEANEHHO.

OnucaHne WHCTPYMEHTOB nMpuBe4eHO B man astra-interpreters-lock u
man astra-bash-lock.

YnpasrneHne 6rioKMpOBKON MHTEPNPETATOPOB TaKKe MOXET OCYLLECTBIATLCA C MOMOLLbIO

rpagouyeckon yTunutbl fly-admin-smc.

16.5.8. BnokupoBka makpocoB

Bnokuposka ncnonHeHnst makpocoB B gokymeHTax LibreOffice ocylwiectenaetca ¢ nomo-
LU0 MHCTPYMEHTa KOMaHOHOW CTPOKM astra-macros-lock.

MapameTpbl BbI30Ba, UCMOb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [67].

Mpwn BKMOYEHUN GNOKMPOBKM MAaKpOCOB YPOBEHb GE30MacHOCTU 3amnycka MakpOoCOB
LibreOffice («CepBuc — lNapametpbl — LibreOffice — Be3onacHocTb — Be3onacHoCTb Makpo-
COBY) yCTaHaBNMBaeTCs B 3Ha4YeHne « O4eHb BbICOKU», NPY KOTOPOM 3anyCK MakpOCOB BO3MOXEH
TONbKO U3 BUBNMOTEK, pacnosfioXXeHHbIX B AOBEPEHHOM KaTtanore /opt/libreoffice (kaTa-
nor cosgaeTcs Bpy4Hyto). [10 BbIKNOYEHUST BINOKMPOBKN U3MEHEHMNE YPOBHS 3aLUMLLEHHOCTU U

AJoBEepPEHHOINo MCToO4YHMKaA HeOOoCTYMNHO, B .T.4. aAMUHNCTPATOpPY.
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N3meHeHne BrioknpoBKM BCTYNAET B AENCTBUE HEMEANEHHO. Ecnu nameHeHne 6noknMpoBku
OCYyLLEeCTBNAMOCHL Npu 3anyLeHHon nporpaMmme naketa libreoffice, To oHo BCTynaeT B gencrene
npv criegyoLwemM 3anycke nporpaMmmei.

OnucaHune MHCTpyMeHTa NpMBELAEHO B man astra-macros-lock.

YnpaBneHune 6roKMpoBKOM UCMONTHEHNSI MaKpOCOB TakkKe MOXET OCyLLeCTBATbCS C MOMO-

LWbto rpaduyeckon ytunutbl £ly-admin-sme.

16.5.9. BnoknpoBKa TpaccupoBKu ptrace

BrnokupoBka TpaccMpOBKN ptrace OCYLLECTBASAETCA C MOMOLLbIO MHCTPYMEHTa KOMaHAa-
HOW CTPOKN astra-ptrace-lock, KOTOPbIA YyCTaHaBNMMBAET MakCUMarbHble OrpaHUYeHNs Ha
ucnonb3oBaHne MexaHu3ma ptrace nyTemMm 3agaHus napameTpy kernel.yama.ptrace_scope
3HaveHnsa 3.

MapameTpbl BbI30Ba, UCNOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHbl B Tabnuue [67]

3HavyeHne ycTaHaBnuBaeTCs cpasy Mpu BKITHOYEHUN OAaHHOW OYHKUUM N COXPaHAETCS
nocne nepesarpysku.

DyHKUMA HE MOXeET ObITb BblKtoveHa 6e3 nepesarpysku.

YnpasneHve 6rokMpoBKON TPACCUPOBKM ptrace Takke MOXET OCYLLECTBMASATLCSA C MOMO-
LWbto rpaduyeckon ytnnutbl £ly-admin-smc.

[ononHuTenbHble BO3MOXHOCTM MO OrpaHNYEHMIO0 MPUMEHEHUS TPACCUPOBKN NPOLECCOB

OC obecneumBatotcst mogynem 6e3onacHOCTM yama B COOTBETCTBUM C

16.5.10. BnoknpoBka knaBuwum <SysRqgq>

Bnokuposka knasuwmn <SysRq> ocyLLeCTBIsSeTCs C NOMOLbI0 MHCTPYMEHTa KOMaHOHOW
CTPOKM astra-sysrg-lock nyTeM M3MEHeHus1 3HavyeHus napameTpa kernel.sysrqg. 3Ha-
YyeHue coxpaHsieTcs B panne /etc/sysctl.d/999-astra.conf. [pn aTom GrnokupyroTcs
YHKUNN CUCTEMBI, AOCTYMHbIE NPU HaXaTum knasuwmn <SysRg>.

MapameTpbl BbI30BA, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [67].

Mo ymonyaHuio gaHHas pyHKumMa 6e30nacHOCTU BKAOYEHA, T.e. knasuwa <SysRq> He
paboTaer.

BHUMAHMUE! Ecrim B KOMaHOHOM  CTpOKe  qahpa yKasaH  napameTp
sysrq_always_enabled, TO npu BKNHOYEHUU QYHKUUKU OBNOKMPOBKM Krasuwm <SysRqg>
BblI30B status Oyger BbiBOOMTb HEAKTHBHO, a Bbl30B is-enabled OygeT BbIBOAUTH
BKIIIOUEHO.

[nsa ynpaeneHunsa 6noknpoBkon knasuwmn <SysRqg> MOXeT HenocpeacTBEHHO UCMONb30-
BaTbCs UHCTPYMEHT sysctl:

1) ons BKoYeHUs BroknpoBku Krnasuwm <SysRq> komaHaa:

sysctl -w kernel.sysrg=0

2) Ons BbIKNOYEHNA BNOKMPOBKN knasuwn <SysRg> komaHga:
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sysctl -w kernel.sysrg=1l
3) 4Ns NPpOBEPKN COCTOAHUS UCNOSb3YETCA KOMaHaa:
cat /proc/sys/kernel/sysrq
pe3ynbTaTt BbIMOSHEHUS] KOMaHAbI:
- 0 — 6nokmpoBka knaeuw SysRq BkntoveHa;
- 1 — 6nokmpoBka knaBuw SysRq BbikntoveHa.
YnpasneHune 6nokmpoBKkon knasuwn <SysRg> Takke MOXET OCYyLLECTBATHCA C MOMOLLbHO
rpadpudeckon yTunutbl £ly-admin-smc.
MpumevyaHune. [Ina ynpasneHnsa 6rnoknpoBkon knaesuwm <SysRq> pekomeHayeTca

NCcnonb3oBaTb MHCTPYMEHT astra-sysrg-lock unm rpacpudeckyto ytmnnty £ly-admin-smc.

16.5.11. YnpaBneHne aBToMaTM4eCKMM BXO4O0M

YnpasneHne aBToMmaTM4eCckuM BXOL4OM B rpachnyeckyto cpeay OCyLLecTBnseTcs ¢ noMo-
Wbl MHCTPpYMEHTa astra-autologin-control.

MapameTpbl BbI30Ba, WCMNOSMb3yeMble AaHHbIM WHCTPYMEHTOM, MNpuBeaeHbl B Tab-
nuue [67, Mpu wcnonb3oBaHWM Bbl3oBa enable TpebyeTcs AOMNOMHUTENbHBLIA NapameTp
<uMsI_TIOJTIb30BAaTEJIsT>, OT UMEHU KOTOPOro 6yAeT BbINONHATLCS aBTOMaTUYECKUIA BXOA B CUCTE-
MY rocre 3arpysku.

OnucaHue MHCTPYMeEHTa NpMBEAEHO B man astra-autologin-control.

16.5.12. BnoknpoBKa 3anycka nporpamMm rnosnb3oBaTensiMu

YnpasneHne GIOKMPOBKOW 3anycka nornb3oBartensmu nporpamm df, chattr, arp, ip
OCYLLIECTBIISIETCS C MOMOLLbIO MHCTPYMEHTA astra-commands-1ock. [JaHHble nporpaMmmMbl HEOO-
xoammo 6rnokmpoBaTb Npu 06paboTke B 0gHON cucTeMe MHGOPMaLMK pasHbIX YPOBHEN KOHUAOEH-
LUWanbHOCTU, T.K. C UX MOMOLLLIO MOXXHO OPraHn30BaThb CKPbITLIN KaHan nepegavv nHgopmaumm
MeXay YPOBHSAMM.

Mporpammbl  BrNOKMPYOTCA  NyTEM  BbICTABMEHWA Ha HWUX nNpaB  [ocTyna
750 (rwx r-x —---).

MapameTpbl BbI30BA, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [67].

M3meHeHne 6rokMpoBKM BCTynaeT B 4ENCTBUE HEMEANEHHO.

OnucaHune MHCTpyMEHTa NpMBEAEHO B man astra-commands-lock.

YnpaBneHve 6rokMpoBKON 3anycka NporpamMmm nosb3oBaTensaMmn Takke MOXET OCYyLLEeCTB-

NATLCSA C NOMOLLLI rpadmyeckon yTunuTbl £ly-admin-smc.

16.5.13. YnpaBneHue 3arpy3koun siapa hardened
MHCTpyMeHT astra-hardened-control BKMAYaeT/oTKMOYaET B 3arpy3umke GRUB 2
3arpysky sgpa hardened no ymonyaHuio, eCcriv OHO NPUCYTCTBYET B cucteme. lNapameTpbl BbI30Ba,

ncnosnb3dyemble JaHHbIM UHCTPYMEHTOM, NpBeOEHbI B Tabnuue .
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[ns npyumeHeHus namMeHeHun TpebyeTcs nepesarpyska.

OnucaHune MHCTpyMeHTa NpuBedeHo B man astra-hardened-control.

16.5.14. 3anyck koHTenHepoB Docker Ha noHuxeHHOM ypoBHe MKL|

MHCTpymMeHT astra-docker-isolation npumeHserca gns nepesoga cnyxobol Docker
C BbICOKOIMO YPOBHSl LIENMOCTHOCTU Ha BTOPOW YpPOBEHb LENIOCTHOCTU, AN Yero B KaTanore
/etc/systemd pa3mewaerca override-pann gns cnyx6wsl Docker.

[aHHbIN MHCTPYMEHT OOCTYNEH K Ucnonb3oBaHuto, ecnv B OC ycTtaHoBneHa nporpaMmma
Docker.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [67].

M3meHeHus BCTynatoT B cuny nocre nepesanycka cnyxosl Docker.

OnucaHune MHCTpyMeHTa NpuBeAeHo B man astra-docker-isolation.

16.5.15. YnpaBneHue ceTeBbIMU CryXb6amu

MHCTpYMEHT astra-ilevl-control npu ero BKIOYEHUM NEPEBOAUT CETEBBLIE CITYXObI
apache?2, dovecot U exim4 C BbICOKOIMO YPOBHS LENIOCTHOCTU Ha NepPBbIA YPOBEHb LIENTOCTHOCTMU,
AnAa yero B Katanore /etc/systemd pasmeliatorca override-gannbl Ana COOTBETCTBYOLLUX
cnyx6.

MapameTpbl BbI30BA, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [67].

Ecnu ykasaHHble crnyxbbl He Oblnn yCcTaHOBNEHbI NPU BKIKOYEHUM 3TOW OYHKLUKU, TO
dyHKUMS ByaeT aBToMaTUYECKN NPUMEHEHA K AaHHbIM cry>k6am npu nx yCTaHOBKeE.

[ns n3ameHeHus ypoBHS LLIENOCTHOCTM paboTatowen cnyobl TpebyeTca ero nepesanyck.

OnuncaHne MHCTpyMeHTa NpuBeaeHO B man astra-ilevl-control.

16.5.16. YnpaBneHue 3arpy3kon moaynsa sigpa lkrg

MHCTpYMeHT astra-lkrg-control ynpaBnser 3arpy3kon moayns agpa lkrg u Hactpau-
BaeT ero aBto3arpy3ky. Mogynb sigpa Ikrg obecneunBaeT obHapy>xeHMe HEKOTOPbIX YSA3BMMOCTEN
W 3alMTy NPOCTpaHCTBa NamMsaTK sapa oT Moandukaumu.

MpumevaHue. Mogynb aapa lkrg pabotaeT ¢ ucnonb3oBaHneM MmexaHuama kprobes,
npegHasHavYeHHOro Ans otnagku u tpaccupoaHusa aapa OC. 3TOT MexaHM3M OTKITHYEH B ape
hardened, B cBA3n ¢ aTM oyHKLMOHMPOBaHMe moayns |krg He nogaepxusaetcs B sape hardened.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHsb! B Tabnuue [67].

Ecnn yctaHoBneH naket 1krg, TO NpU BKAKOYEHUM AaHHOW (OYHKUMKM cpasy 3arpyxaetcs
moaynb sapa Ikrg n HacTpamBaeTcsa ero aBTo3arpyska npuv 3arpyske cuctemMbl (Ha atane 3arpysku
initrd).

Mpu BbIKNtOYEHUN PyHKUMM MoayInb |Krg cpasy Bbirpyxaetca u3 aapa v ygansercsa us
aBTO3arpy3Kku.

OnucaHune MHCTpyMeHTa NpMBeAEHO B man astra-lkrg-control.

1.7.5



295
PYCB.10015-01 97 01-1

16.5.17. BnoknpoBKa Heucnonb3yeMbIiX Moayren agpa

MHCTpYMeHT astra-modban-1lock BrOKMpyeT 3arpy3ky HEUCNOSb3yeMblX Moaynen aa-
pa. HencnonbayembiMn CHMTAIOTCA T€ MOLYSIU, KOTOPbIe He 3arpyXeHbl B MOMEHT BKITHOMEHMUS
astra-modban-lock.

MapameTpbl BbI30BA, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [67].

M3meHeHne B6rnokMpoBKM BCTynaeT B 4ENCTBUE HEMEANEHHO.

OnucaHune MHCTpyMeHTa NpMBeAeHO B man astra-modban-lock.

16.5.18. bnokupoBka aBTOMaTU4ecKoro KOHUrypupoBaHus ceTeBbIX
noakKnoyYeHun

MHCTpYMEHT astra-noautonet-control GrnoOKMpyeT aBTOMaTMyeckoe KOHUrypu-
poOBaHME CETEBbIX MNOAKIOYEHU nyTeM OnokMpoBkM paboTbl cnyx6 NetworkManager
(network-manager) U connman, a Takke BbIKNO4YaeT OTOOpaKeHne anemeHTa ynpasreHus
ceTeBbIMM MOAKITOYEHNSIMM B 06nacT yBeAOMMNEHUA NaHenu 3agau.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [67].

M3meHeHne B6rnokMpoBKM BCTyNaeT B 4ENCTBUE HEMEANEHHO.

OnucaHne MHCTPYMEHTa NpuMBEAEHO B man astra-noautonet-control.

16.5.19. OTKnOYeHUe OoTOOpaKeHUss MeHKo 3arpy3ymka

MHCTpYMEHT astra-nobootmenu-control OTKNIOYAET OTOOpaKEeHNe MEHIO 3arpy3ymka
GRUB 2 npwu 3arpyske cuctembl. [NapameTpbl Bbi30Ba, UCNOSIb3yeMble JaHHBbIM MHCTPYMEHTOM,
npvBeeHbl B Tabnuue [67]

[na npymeHeHnsa nameHeHnn TpebyeTca nepesarpyska.

OnuncaHune MHCTPYMEHTa npmBeaeHo B man astra-nobootmenu-control.

16.5.20. OrpaHu4yeHue Ha chopmaTUpoBaHUE CbEMHbIX HOCUTEneun

MHCTpPYMEHT astra-format-lock yCTaHaBNMBaET UM OTMEHSET HEOOXOANMOCTb 3a-
npoca naponsa agMuHUcTpaTopa rnpu opmaTMpoBaHnMn CbEMHbIX HOCUTENen MHopmMauuu.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [67]
Mo ymonyaHuio naponb agMuUHUCTpaTopa 3anpalunBaeTcs.

OnucaHue MHCTpYMeHTa NpuBeAeHo B man astra-format-lock.

16.5.21. 3anpeT MOHTUPOBaHUA CbEMHbIX HOCUTESEN

MHCTpYyMeHT astra-mount-lock 3anpeLwaeT MOHTMPOBaHNE CbEMHbIX HOCUTENEN UH-
dhopmaumm nonb3oBaTensaM, BXOAALWMM B rpynny £loppy, NPy 3TOM 3anpeT He pacnpocTpaHsaeTcs
Ha norib3oBareneun U3 rpynnel astra-admin.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHsb! B Tabnuue [67].

M3meHeHue 3anpeTa BCTynaeT B 4eNCTBME HEMEANEHHO.

OnucaHue MHCTpyMeHTa NpMBEAEHO B man astra-mount-lock.
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YnpaBrneHue 3anpeTtom Takke MOXET OCYLLECTBNATLCS C MOMOLLbIO rpadhnyeckon yTUnnuTbI

fly-admin-smc.

16.5.22. BknroyeHue Ha ¢pannoBon cucteme pexmma paboTbl «TONIbLKO YTeHUue»

MHCTpyMeHT astra-overlay BKYaeT overlay (pexum paboTbl «TOMbKO YTEHWE») Ha
kKopHeBon ®C.

MapameTpbl BbI30BA, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [67].

Mocne BknoYeHNa pyHKUMK Be3onacHOCTU hakTudeckoe cogepxmmoe kopHeson ©C
MOHTUpPYeTcHa B overlay ogHoBpemeHHO ¢ PC, xpaHswenca B namsatn. MlameHeHus cannos
COXpaHsTCA ToNbKO B namaTtn, a PC Ha HocuTene octaetcsa 6e3 nameHeHmi. lNocne nepesarpysku
BCE M3MEHEHUS TEPSAIOTCS, U CUCTEMA KaXabI pa3 3arpyXaeTca B UICXOOHOM COCTOSAHUN.

[aHHaa yHKUMS MOXET NPUMEHATLCS B TEX CrydasiX, Korga HocuTerb, Ha KOTOPOM
pacnonoxeHa kopHeBas ®C, annapaTHO 3awuuieH oT 3annucm nmbo HeobxoanuMo NporpaMmMHO
3alWUTUTb €ro OT U3SMEHEHUN.

dyHKumMoHan overlay He kacaeTcs (pannoBbIX CUCTEM, XPaHALUMXCS Ha OTAENbHbIX pasae-
nax, OTNINYHbIX OT KOpHEBOro. Hanpumep, ecnu katanor /home XpaHWUTCA Ha OTAENbHOM pasaene
UNn HocuTene, BHOCUMbIE B HEFO M3MeHeHUs ByayT COXpaHATbCA nocne nepesarpysku.

[na npymeHeHnsa nameHeHnn TpebyeTca nepesarpyska.

OnucaHne MHCTpyMeHTa NpMBeAEeHO B man astra-overlay.

YnpaBreHne pexxumMom Takke MOXeT OCYLLECTBNATLCA C MOMOLLbIO rpapruyeckon yTUnuThbl

fly-admin-smc.

16.5.23. BnoknpoBKa BbIKITHOYEHUA KOMMbIOTEpPa Nonb3oBaTesIaiMm

MHCTpYyMeHT astra-shutdown-lock 6NOKMpYeET BbIKIIHOYEHME KOMMbIOTEPA MOSb30Ba-
Tensimu. MapamMeTpbl BbI30Ba, UCMONb3yeMble AaHHbIM UHCTPYMEHTOM, NpUBeAeHbI B Tabnuue [67]

Mpwn BKNtOYEHMM AaHHOW hyHKUMKM aobasnsetca nonutuka polkit, koTopasa 3anpewaet Bbi-
KnioYeHne KomnbtoTepa 6e3 BBOAa Napons agMUHUCTpaTopa. Takke Npy BKIKOYEHUN MHCTPYMEHTA
OrnoknpyeTcsa BO3MOXHOCTb nepes3arpy3ku KOMMbloTepa NyTeM HaxaTua KOMOUHaUUK KnasuLl
<Ctri+Alt+Delete>.

M3meHeHne GnoKMpOBKM BCTyNnaeT B 4ENCTBME NOCIE nepesarpy3ku.

OnucaHune MHCTpyMeHTa NpmBefeHO B man astra-shutdown-lock.

YnpaeneHne GrIOKMPOBKOWN BbIKITIOYEHUS KOMMbIOTEPA NOSb30BaTeNIIMU Takke MOXET

OCYLLECTBMIATLCA C NOMOLLbIO rpadudeckon ytunutbel £ly-admin-smc.

16.5.24. YnpaBneHue BBoAOM napons ans sudo
MHCTpyMeHT astra-sudo-control BKMOYAET U BbIKIOYaeT TpeboBaHne BBoAA Napons
npu UCNonb3oBaHUN MexaHn3ma sudo. [lapameTpbl BbI30Ba, NCNOMb3yeMble JaHHBIM MHCTPYMEH-

TOM, NpvBeAeHbI B Tabnuue [67]
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M3meHeHWe BCTyNaeT B AENCTBME HEMELNEHHO.
OnucaHune MHCTpyMeHTa NpuBedeHO B man astra-sudo-control.
YnpaeneHne BBOAOM napons AN sudo Takke MOXeT OCYLLeCTBNATLCA C MOMOLLbIO

rpagouyeckon yTunutbl £ly-admin-smc.

16.5.25. bnoknpoBKka Ucnonb30BaHUSA YTUITUTbI sumac

MHCTpyMeEHT astra-sumac-1lock Gnokupyet paboty yTmnuT sumac u fly-sumac. [la-
pamMeTpbl BbI30BA, UCMONb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBEAEHbI B Tabnuue [67]

Ecnu gaHHaa 6nokMpoBKa BKIoYeHa, TO BCe MONb3oBaTenu, Aaxe Y KOTOpbIX eCTb NpuBU-
nernss PARSEC_CAP_SUMAC, He CMOryT UCMNofb30BaTb KOMaHay sumac. [ng aToro ycraHaBnuea-
toTCA npasa goctyna 000 Ha ucnosHaeMbl pann sumac M GUBNMOTEKY libsumacrunner. so.

M3meHeHne 6rnokMpoBKM BCTynaeT B 4ENCTBUE HEMEANEHHO.

OnucaHue MHCTpYMeHTa NpuBeAeHO B man astra-sumac-lock.

YnpaBneHne GrOKMPOBKOM TakkKe MOXET OCYLLEeCTBASATbCA C NOMOLLbI rpadynyeckon

yTunuThl £ly-admin-smc.

16.5.26. YnpaBneHue mexceteBbIM 3KpaHOM ufw

MHCTPYMEHT astra-ufw-control BKMOYAET U BbIKKOYAET MeXCeTeBOW akpaH ufw.
MapameTpbl BbI30BA, UCMOMNb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeAeHbI B Tabnuue [67]

Ecnu npu BKMAOYEHUN MEXCETEBOro 3KpaHa ufw BKMOYEH OpYyron MexXceTeBOW IKpaH
(firewalld), To ufw He BygeT BKNHOYEH.

M3meHeHne BCTynaeT B AeNCTBNE HEMELNEHHO.

OnucaHune MHCTpyMeHTa NpmBefeHo B man astra-ufw-control.

YnpaBrneHne MexceTeBbiM 3KpaHOM ufw Takke MOXeT OCyLecTBNATbLCS C MOMOLLbLO

rpagouyeckon yTunutbl fly-admin-smc.

16.5.27. NepekniovyeHne ypoBHeMn 3aLULLEHHOCTH

MHCTpYMEHT astra-modeswitch NO3BOMSET NepeknoyaTb ypoBHM 3awmweHHocTn OC
N oTobpakaeT TeKyLLUNN ypoBeHb. YPOBEHb 3aLLMLLIEHHOCTU onpeaensieT nepedeHb A0CTYMHbIX
Ansa ucnonb3oBaHns yHkumin 6esonacHocTn. B OC peanu3oBaHbl crnegyolime ypoBHU 3aLULLEH-
HOCTM:

- ©asoBblIN;

- YCUNEHHbIN;

- MakcuMMarsbHbIN.

lMepekntoyeHne ypoBHS 3alLMLLEHHOCTM AenaeT AOCTYNHbIMU/HEQOCTYMHLIMU AN BKIHO-
YeHna PyHKLMM 6e30MacHOCTM COOTBETCTBYIOLLIENO YPOBHSA 3aLUULLEHHOCTM.

OyHKUMN 6e30MacHOCTM Ba30BOro YPOBHS 3aLLMLLEHHOCTU AOCTYMHbI HA BCEX YPOBHSX

3aLULLEHHOCTW.
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®yHKUMM Ge30nacHOCTH, AOCTYMNHbIE HA YCUMEHHOM M MakCUMaribHOM YPOBHSIX 3aLLULLIEH-

HOCTW, NpuBeaeHbl B Tabnuue [68]

Tabnuuya 68
YpoBeHb 3alMLLEHHOCTH

PyHKUMA 6e3onacHOCTM - - -

6a30BbIN YCUNEHHbIN MaKcUManbHbIv
3aMKHyTasi nporpaMmmHas cpega HepoctynHa | docTynHa HoctynHa
OuncTka ocBOOOXOaeMOn BHELLHEN NaMATH HepoctynHa | JocTynHa HoctynHa
MaHaaTHbBIN KOHTPOSb LIeNOCTHOCTU HepocTtynHa | JocTtynHa HoctynHa
MangaTHoe ynpasneHue 4OCTynom HepgoctynHa | HegoctynHa HoctynHa

BHUMAHUE! ®yHKkumm 6e30MacHOCTN, HEAOCTYMNHbIE Ha TEKYLLEM YPOBHE 3aLLULLEHHO-
CTW, HE MOTYT ObITb BKITHOYEHbI.

BHUMAHMUE! [locne nepekntoyeHnst ypoOBHS 3alULLEHHOCTU:

- ecnu yHKUna 6e3onacHOCTU HeJOCTYMNHA Ha AaHHOM YpPOBHE 3aLlMLLEeHHOCTH, TO OHa

aBTOMaTUYECKM OTKIKOYaEeTCs;

- ecnu yHKums 6e3onacHoOCTN 4OCTYMHA HA AaHHOM YPOBHE 3aLLUULLIEHHOCTU, TO €e COCTO-

AHNE HEe MEHSIETCH, HO OHa MOXET ObITb BKIOYEHA C MUCMOMb30BaHMEM COOTBETCTBYHOLLNX

WHCTPYMEHTOB.

[nsa BknoyeHnsa pyHKUMn 6e30nacHOCTU UCMONb3YHTCA CrieayoLwme NHCTPYMEHTI:

1) «3amkHyTas nporpaMmHas cpega» — yrnpaBrieHue OCYLLECTBSETCA C NOMOLLbIO UH-

CTpyMeHTa astra-digsig-control, onucaHHoro B[16.5.29;

2) «Oumnctka ocBobOXOaeMon BHELWHen namATu» — BKNOYaeT B ceba aABe (PyHK-

uumn B6esonacHocTu: 6e3onacHoe yaaneHve ansioB M OYUCTKa pasfenoB nogkayku.

YnpasrneHue ocyLlecTBNAeTCs C NMOMOLLbI0 MHCTPYMEHTOB astra-secdel-control

U astra-swapwiper-control, ONUCaHHbLIX B 16.5.30/1 [16.5.31 COOTBETCTBEHHO,

3) «MaHpaTHbI KOHTPOIb LIeNOCTHOCTU» — YNpaBrieHVe OCYLLECTBSETCS C NOMOLLbIO

MHCTPyMeHTa astra-mic-control, onucaHHoro B[16.5.28]

4) «MaHpaTHOe ynpaBneHue JOCTYNOM» — yrnpaBreHne oCyLLECTBSETCS C MOMOLLbHO

WHCTPYMeHTa astra-mac-control, onucaHHoro B[16.5.32

OnuncaHue yHKUMIA 6e3onacHOCTW, AOCTYMHbIX ANS KaKA0ro U3 ypOBHEW 3alUMLLEHHOCTH,
npueeaeHo Takke B PYCB.10015-01 95 01-1.

C WHCTpyMeHTOM astra-modeswitch BO3MOXHO MCMOMNb30BaTb TOMbKO NapameTpbl,

npuBefeHHble B Tabnuue [69]
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Tabnuuya 69
MapameTp Onucanune

list BbiBECTU CNMCOK OOCTYMHbIX YPOBHEN 3aLUMLLEHHOCTU. B BbIBOAE KOMaAHAbI:
0 base(orel) — 6a30BbIN YPOBEHb 3aLLMLLEHHOCTY;
1  advanced(voronezh) — YCUINEHHbIA YPOBEHb 3ALUMULLEHHOCTY;
2  maximum(smolensk) — MakCUMasnbHbI YPOBEHb 3ALUNLLEHHOCTM.

get BbiBeCTM TekyLMA ypOBEHb 3aLLMLLEHHOCTU B YUCIOBOM NPEeACTaBNEHUN

getname BbiBecTtun TeKyLLI,I/Il7I YpoOB€Hb 3alUNLLIEHHOCTN B TEKCTOBOM npeactaBiieHnn

set m YCTaHOBUTb YPOBEHb 3aLLMLLIEHHOCTU, 3afaHHbIN NapameTpoM m. B kadyecTBe na-
pamMeTpa m UCMOoSb3yeTCs YNCIOBOE UMM TEKCTOBOE MPEACTABIIEHNE YPOBHS 3aLLy-
LLIEHHOCTHU

CmeHa ypoBHSA 3alUMLLEHHOCTM ocyLlecTBnsaeTcs nocre nepesarpyskmn OC.

16.5.28. YnpaBneHue MmaHAaTHbIM KOHTPOJIEM LIeNTIOCTHOCTU

NHCTpyMeHT astra-mic-control BkMoyaer u BbikntodaeT MKL|, onucaHHbii B 4.9
a TaKkKe U3MEHSIeT 3Ha4YeHue MaKCUMarbHOro YPOBHS LIENOCTHOCTU CUCTEMbl. YnpasrieHue
MKL| ocyliecTBnsieTca nyteM M3MEHEHWUSI 3HAYEHUs MapamMeTpa KOMaHOHOW CTPOKU aapa
parsec.max_ilev.

MapameTpbl Bbl30Ba, UCMOMb3yeMble OaHHbIM WMHCTPYMEHTOM, MPUBEAEHbI B Tabnu-
ue [67} Mpu wncnonb3oBaHWM Bbl3oBa enable BO3MOXHO YKasaTb HeobsizaTernbHbI napa-
MeTp -i <ypoBeHb>, 3a4al0LMIA 3HAYEHNE MAKCUMANbHOIo YPOBHS LLeNOCTHOCTU (Nocne ycTa-
HoBkM OC mMakcuMMarnbHbI YPOBEHb LIENTOCTHOCTM paBeH 63).

Mocne BbikntodeHns MKL, 1 nepesarpy3ku LenocTHOCTb Ha o6bekTax dhannoBon CUCTEMBI
cbpacbiBaeTCcH Ha HyrneBble 3HAYEeHUS.

Mocne skntodeHns MKLL n nepesarpyskun Ha o6bekTax hannioBon CUCTEMbI BOCCTaHaBIM-
BaAlOTCSA MPUHATBLIE NO YMOMYaHNIO 3HAYEHUS LLIENOCTHOCTU (BbICOKUIN YPOBEHb LIENOCTHOCTU Ha
katanorax /dev, /proc, /run, /sys).

[ns npyumeHeHus nameHeHun TpebyeTcs nepesarpyska.

OnucaHne MHCTpyMEHTa NpMBEAEHO B man astra-mic-control.

16.5.29. YnpaBneHue 3aMKHYyTOW NporpaMMHON cpeaow

MHCTpYyMEHT astra-digsig-control No3BonseT BktoYaTbh U BbiktoyaTb 3M1C B uc-
nonHsemMbIx dannax n3 komaHgHon ctpokn. Onucanune 3INC npueeageHo B|16.1]

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [67].

MN3meHeHne cocTtosiHus 3l C BbINONHAETCS Nocre nepesarpyskul.

OnuncaHne MHCTpPYMeHTa NpMBEAeHo B man astra-digsig-control.
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16.5.30. YnpaBneHue 6e3onacHbiM yaaneHuem dannos

NHCTpyMeHT astra-secdel-control BKMOYAET U BbIKIIOYaAET MEXaHM3M Be3onacHoro
yoanenus cavinos B cootBeTcTBuM ¢ [8.1| Ha pasgenax ¢ dhannosbiMm cuctemamu ext2, ext3, extd,
XFS, ykasaHHbIX B /etc/fstab.

MapameTpbl BbI30BA, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [67].

Mpw BKkOYEHUN MexaHu3Ma 6e3onacHoro yaaneHus annos no yMOnYaHuio UCnosnb3yeT-
Csl pexum ¢ napameTpoM secdel B cooTBeTcTBUM C[8.1]

N3meHeHne pexnma paboTbl BCTyNaeT B 4ENCTBME NOCIe cneayrLwero MOHTMpoBaHNA
®C (B T.4. nocne nepesarpyskun OC).

OnucaHune MHCTpyMeHTa NpmBeeHO B man astra-secdel-control.

YnpaBneHne pexxmuMoM Takke MOXET OCYLLECTBIIATLCSA C MOMOLLBIO rpanyecKon yTunnTbl

fly-admin-smc.

16.5.31. YnpaBneHue o4NCTKOMN pa3aenoB NoaKauku

MHCTPYMEHT astra-swapwiper-control KOHTPOSIMPYET OYUCTKY pa3fesioB NOAKaYKm
npw 3aBepLueHn pabotel OC B cootBeTcTBUM C[8.1]

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHsb! B Tabnuue [67].

Mpn ncnonb3oBaHMM KOMaHbI-NepeknovaTens BHOCATCA U3BMEHEHNSA B KOH(OUIYpaLNOH-
HbIn pann /etc/parsec/swap_wiper.conf.

M3ameHeHWe BCTynaeT B AENCTBME HEMELNEHHO.

OnucaHne MHCTPYMEHTa NpMBEAEHO B man astra-swapwiper-control.

YnpaBneHne GrIOKMPOBKOW TakKe MOXET OCYLLECTBNATbCA C NMOMOLLbIO rpaduyeckomn

yTunnTbl £ly-admin-smc.

16.5.32. BknroyeHue 1 BbIKNHOYEeHUe MaHAATHOro yrnpaBneHusa JOCTYNoOM

MHCTPYMEHT astra-mac-control BKMOYAET U BbIKNOYAET MaHAATHOE ynpaBneHue
poctynom B cootBetcTBuM € 4.8, naMeHsast 3HayeHne napameTpa KOMaHOHOW CTPOKM sapa
parsec.mac.

[ns npyumeHeHus nameHeHunn Tpedyetcs nepesarpyska OC.

Mpwn BbIKMOYEHUN MaHAATHOrO ynpaBneHnss 4OCTYNOM MHCTPYMEHT OTKIT0YaeT BO3MOX-
HOCTb paboTbl NPOrpamMm Ha HEHYNEBOM YPOBHE KOH(pUAEHLNANBHOCTMW.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHLIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [67].

BHUMAHUE! OtkntoyeHne BO3MOXHOCTU paboTbl NporpamMm Ha HEHYNIEBOM YPOBHE
KOHMAEHUMANbHOCTM OrpaHnymBaeT AOCTyn K hannoBbiM 06bekTamM, MMEKOLLMM HEHYIEBYIO
KnaccudukaumMoHHyo MeTKy. [1ocTyn Kk TakuMm o6bekTaM MOXET ObiTb NoNy4YeH aAMUHUCTPATOPOM
(ecnn B OC BkntoveH MKL|, To agMMHUCTPaATOPOM Ha BbICOKOM YPOBHE LIENOCTHOCTM). [locTyn K

TakMM oBbekTaMm Takke MOXET BbiTb MONyYeH NPU HANMYUN HEKOHTPONMPYEMOro OU3NYECKOro
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OOCTyna K KOMNbTEPY N BO3SMOXHOCTU UCNOJ1Ib30BaTb HAa HEM HELUTaTHbIE CpeacTBa. Heobxoanmo
NMPUHATb OONMONMHUTENbHbIE MEepPbI MO 3allunTe I/IHCbOpMaLl,I/II/I orpaHun4eHHoro gocrtyna.

OnuncaHune MHCTPYMEHTa npmBeaeHo B man astra-mac-control.

16.5.33. YnpaBneHue AstraMode n MacEnable

MHCTpyMeHT astra-mode-apps BKMOYaET U BbikMovaeT pexum AstraMode cepBepa
Apache2, a Takke ynpaBnseT coCTosiHNEM napameTpa MacEnable cepBepa nedyatn CUPS.

OnuncaHune pexunma AstraMode npusegeHo B PYCB.10015-01 95 01-1, onncaHue napa-
MeTpa MacEnable npuBefeHo B Tabnuue [61]

[MapameTpbl BbI30Ba, UCMOMb3yeMble MHCTPYMEHTOM astra-mode-apps, NPUBEAEHbI B
Tabnuue [67]

Mpn ncnonb3oBaHUN KOMaHAbI-NepekntoyaTenst BHOCATCA U3MEHEHNS B KOHPUIYpaLIMOH-
Hble pannbl /etc/apache2/apache2.conf U /etc/cups/cupsd.conf, UBMEHAS 3HAYEHUS
napameTpoB AstraMode U MacEnable COOTBETCTBEHHO.

[na npyumeHeHns nameHeHnn TpedyeTcsa nepesanyck cnyxo.

OnucaHune MHCTpyMEHTa NpMBEeAEHO B man astra-mode-apps.

BknioveHue n BoiknoyeHne pexuma AstraMode v ynpasneHve napameTpoMm MacEnable
TaKKe MOXHO OCYLLECTBMATb C NOMOLLbIO rpadpuyeckon yTunutbl £ly-admin-smc (CM. anek-

TPOHHYO CrpaBky).

16.5.34. BbikntoyeHue n BKIO4YeHMe ayauta pannoB u npoLeccos

Moacuctema ayguTa MOXET OKasblBaTb CYLLECTBEHHOE BIINAHME HA NPOU3BOAUTENBHOCTb
OC. lNpun HeobxoaMmocT BO3MOXHO oTkMouMTb PARSEC-ayaut dhannos n npoueccoB gns
onTumMmsauumn Harpyskm Ha OC, a Takke AN NOBbILWLEHUS MPOU3BOAUTESNBHOCTM B LIEMNOM.

MHCTpYMEHT KOMaHOHOW CTPOKM astra-audit-control NO3BOMNSAET BbIKIO-
yaTb W BKNO4YaTb MocTosiHHble npaBuna PARSEC-ayguta, pacnonarawowmecs B danne
/etc/audit/rules.d/10-parsec.rules (onucaHve npuseaeHo B[6.1).

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [67].

Mpwn BbikntoyeHnn PARSEC-ayanta hann /etc/audit/rules.d/10-parsec.rules
yoansetca u3 karanora /etc/audit/rules.d/, B pesynbrate 4ero AaHHble npasuna
ayauTa nepecTtarT BbINOMHATHCA. 3HadYeHue B dpannax /parsecfs/disable-all-audit,
/parsecfs/disable-denied-audit U /parsecfs/disable-non-mac-audit U3MeEHSIOT-
cs Ha 1 (onucaHue napameTpoB NpuBeaeHo B (6.4.7)).

Mpn BknioveHun PARSEC-ayguta dann ¢ npasunamm 1l0-parsec.rules,
WwabnoH KoToporo xpaHutcad B /usr/lib/parsec/audit/rules.d/, Konupyetca B

KaTanor /etc/audit/rules.d/ W npaBuna Ha4MHaAOT BbINOMHATECA. 3Ha4YeHus B
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¢danmnax /parsecfs/disable-all-audit, /parsecfs/disable-denied-audit u
/parsecfs/disable-non-mac-audit M3MeHsOTCH Ha 0.

M3meHeHus BCTynawT B 4ENCTBUE HEMEASEHHO.

[MapameTp BblI30oBa is-enabled BbIBOAUT WHGOPMaUMIO O Hanuuim danna
/etc/audit/rules.d/10-parsec.rules, ANA KOTOPOro BO3MOXHbI CrieayoLne COCTOSAHUS:

1) BKJIOUEHO — paunn ¢ 3agaHHbIMM NpaBunamMu ayauTta NnpucyTcTByeT B KaTanore;

2) BHKIJIIOUEHO — (pann ¢ 3agaHHbIMW nNpaBuiiaMmmn ayguta OTCyTCTBYET B KaTarnore.

16.5.35. BbikntoyeHue n BKNoYeHUe ceTeBoro ayauta

CeTeBon ayguT, Kak 1 nogcucteMa ayamta B LENOM, MOryT OKasblBaTb CyLLECTBEHHOE
BNnsaHMe Ha npowusBoguTenbHocTb OC. Mpn HeOBXoANMMOCTN BO3MOXHO OTKIHOUUTL CETEBON
PARSEC-ayauT, 4To 3HauYnTENbHO YMEHbLLUMT OOBbEM XXYPHAroB perucTpaumm ceTeBbiX COObITUINA.

MHCTpyMEHT KOMaHOHOM CTPOKN astra-audit-network-control NO3BOMNSAET BbIKO-
4yaTb M BKMYaTb NOCTOAHHbIE NpaBuna ceteBoro PARSEC-ayauta, pacnonaratowuecs B avne
/etc/audit/rules.d/10-parsec-nw.rules (onucaHue npusegeHo B [6.1).

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [67].

Mpw BbIKINOYEHUMN CETEBOro PARSEC-ayauTta dann
/etc/audit/rules.d/10-parsec-nw.rules yoansietca n3 KaTanora
/etc/audit/rules.d/, B pe3ynsrare Yyero npasuna aygurta nepectatoT BbIMOMHATLCS.

Mpw BkntodeHnn ceteBoro PARSEC-ayguta gann ¢ npaBunamm 10-parsec-nw.rules,
lWwabnoH KOToporo xpaHutcda B /usr/lib/parsec/audit/rules.d/, Konupyercsa B KaTanor
/etc/audit/rules.d/ v NpaBuna Ha4MHaKOT BbIMNOMNHATLCS.

M3meHeHunsa BCTynaloT B 4ENCTBUE HEMETEHHO.

MapameTp BblI30oBa is-enabled BbIBOAUT WHGOPMaUMIO O Hanuumm danna
/etc/audit/rules.d/10-parsec-nw.rules, ANs KOTOPOro BO3MOXHbI CreayoLlne cocTos-
HUS:

1) BKJIIOUEHO — chann ¢ 3agaHHbIMK NpaBunamun ayguTta NnpucyTCcTByeT B KaTtanore;

2) BHKJIIOUEHO — (pann ¢ 3agaHHbIMW nNpaBuiiaMmmn ayguta OTCyTCTBYET B KaTarnore.
16.6. Moaynb 6e3onacHocTn yama

Mogynb 6e3onacHOCTK yama orpaHn4YnBaeT BO3MOXHOCTU UCMOMNb30BaHUSA MEXaHn3mMa
ptrace Ans otnagku (tTpaccuposku) npoueccos OC.

[nsa akTmBauumn oTnagkM NpoLeccoB UCNONb3YETCA CUCTEMHBIV BbI30B ptrace:

- 0N Ha3HaYeHWs1 POaUTENBbCKOro NpoLecca OTNag4YMKoM TEKYLLEero npotecca:

ptrace (PTRACE_TRACEME, 0, NULL, NULL)

- ONS Ha3Ha4YeHUs TeKyLLero npowuecca oTnagyMkom npouecca ¢ MAeHTUUKaTopom pid:

ptrace (PTRACE_ATTACH, pid, NULL, NULL)

1.7.5



303
PYCB.10015-01 97 01-1

Mogynb yama nogaepKuBaeT YeTbIpe pexunma paboThbi:
1) 0 — oTnagka Bcex NpoueccoB, 3anyLeHHbIX OT UMEHU TEKYLLEro nonb3osaTens;
2) 1 — oTnajka TosfbKO AOYEPHUX MPOLECCOB, 3a UCKINKYEHMEM CIy4YaeB SIBHOMO yKa-
3aHUS TEKYLLMM NpOoLEeCccOM BO3MOXHOIO npouecca-oTfiagymka Yepes Bbi3oB prctl C
napameTpom PR_SET PTRACER, 3agaB pid npouecca-otnagymka (korga nobble npouec-
Cbl, CBSI3aHHbIE C KOHKPETHOW Cry>X0601, JOMKHbI OTNaXUBaTbCA crneumanbHO BblaeNeHHbIM
AN1S1 3TOro NpoLeccom) unu napameTp PR_SET_PTRACER_ANY (4ng paspeLueHuns nobdomy
npoueccy OTnaxmnBaTb TEKYLLMIA NPOLECC), HAaNpUmep:
prctl (PR_SET PTRACER, PR_SET PTRACER ANY, 0, 0, 0)
B cnyyau ncnonb3oBaHna PTRACE_TRACEME JOMNOSTHUTENbHbLIX OFPaHUYEHUI He Hakna-
OblBaeTcs, AN BO3MOXHOCTU BbINOSIHEHNA PTRACE_ATTACH HeobxogMMo Hanuyue y
npovwecca-oTrnagyunka npusunernn CAP_SYS PTRACE;
3) 2 — BO3MOXHa oTnagka nobbix NPOLECCOB C UCMONb3oBaHNEM PTRACE TRACEME
unn PTRACE_ATTACH, HO TOSIbKO MPU HanMuvm y npouecca-oTragyuka npmsunermm
CAP_SYS_ PTRACE;
4) 3 — oTnagka npoLeccoB C UCMNOMb30BaHNEM ptrace 3anpeLyeHa.
Y3HaTb pexuMm, B KOTOPOM paboTaeT MOAyrb yama B TEKYLLUA MOMEHT, MOXXHO C MOMOLLbIO
KOMaHfbl:
sysctl kernel.yama.ptrace_scope
nnbo npountas hann /proc/sys/kernel/yama/ptrace_scope:
cat /proc/sys/kernel/yama/ptrace_scope
[Onsa n3ameHeHnsa pexuma paboTbl MOAYyNA yama MOXHO MCMNOSib30BaTb MHCTPYMEHT
sysctl, ykasaB onsi napametpa kernel . yama.ptrace_scope 3Ha4yeHue Tpebyemoro pexuma
paboTbl (0T 0 Ao 3):
sysctl kernel.yama.ptrace_scope=2
nn6bo OTKOPPEKTUPOBAB COOTBETCTBYOLMM obpasom dann
/proc/sys/kernel/yama/ptrace_scope:
echo 2 > /proc/sys/kernel/yama/ptrace_scope
BHUMAHMUE! 3agaHHbIn pexxum paboTbl MOAYNs yama CoXpaHsieTcs TONbKO 40 nepesa-
rpy3kn OC (BblkntoyeHus komnbtotepa). MNMpu 3anycke OC moaynb yama Bcerga Oyaer 3arpyxartbcs
B pexume paboTbl 1.
[na nsmeHeHnsa pexuma pabotbl MOgyns yama nosb3oBaTenb JofmkeH obnagate npysu-
nerven CAP_SYS PTRACE.
Mocne nepeBoga moaynsa yama B pexxum paboTtbl 3 (MOMHbIN 3anpeT TpacCMpOBKM NpPo-
LeccoB), AanbHeENLIEE N3MEHEHNE PEXMMOB PabOTbl MOXET ObiTb BbIMOIHEHO TONbLKO MOCe

nepesarpy3skn OC.

1.7.5



304
PYCB.10015-01 97 01-1

16.7. Moaynb 6e3onacHocTu lockdown

Mogynb 6e3onacHocTu lockdown ycTaHaBnmBaeT 4ns NPUBMAErMPOBAHHOIO Nofb3oBaTens
3anpeT Ha npoueaypbl NONy4YeHUss 4OCTyNa U BbINOMHEHNSA Koda Ha ypoBHe gapa OC, koTopble B
LUTATHOM PEXMME OH MOXET OCYLLEeCTBUTb, HanpuMep, ¢ noMoLbto noameHsb! sapa OC (ucnonb3ys
CUCTEMHbIV BbI3OB kexec) Unu yepes /dev/kmem, Yntas/3anmcbiBad aHHbIE B NaMSATb.
Moaynb lockdown nogaepxvBaeTt aBa pexvma paboThbi:
1) pexum obecneveHuns uenoctHoctn sapa OC (pexum integrity), BKMAOYAOLWMA
crneayoLmne orpaHNYeHuns:
a) LOCKDOWN_KEXEC — 3anpeT BbINOSIHEHMUSI CUCTEMHOrO BbI30Ba kexec (), obec-
neymsatoLlero nogmeHy Tekyuiero sgpa OC;
06) LOCKDOWN_HIBERNATION — 3anpet rubepHaumm, npeaoTepallaolimini BO3MOX-
HocTb nogMeHbl aapa OC npu BbIXo4e U3 Hee,;
B) LOCKDOWN_MODULE_SIGNATURE — BKMIOYEHME NPOBEPKU MoAnNucen mMoayremn
agpa OC,;
r) LOCKDOWN_DEV_MEM — 3anpeT YTeHus u 3anucu B /dev/mem, /dev/kmem,
/dev/port;
A) LOCKDOWN_PCI_ACCESS — 6rnokmpoBka 060pyaoBaHNs, KOTOpPOe NOTeHUnanbHO
MOXET reHepupoBaTb nNpamyto agpecaumto namatn (DMA);
e€) LOCKDOWN_IOPORT — 6nokupoBka ioctl-Bbi3biBOB (ioctl console) KDADDIO,
KDDELIO, KDENABIO 1 KDDISABIO A1 TEPMUHANOB U BUPTYanbHbIX KOHCOMEW;
X) LOCKDOWN_EFI_TEST — 3anpeT YTeHunsa /dev/efi_test;
3) LOCKDOWN_ACPI_TABLES — orpaHunyeHue goctyna k nHtepdgerncam ACPI,
2) pexunm obecneyeHne KOHPUOEHUNANBHOCTU HEKOTOPbLIX KoMNoHeHToB sigpa OC (pe-
XuM confidentiality), BKMOYaAOLWMA BCE OrpaHUYEHNS peXMMa integrity, a Tak-
xe:
a) LOCKDOWN_KCORE — 3anpert 4YteHus /proc/kcore;
6) LOCKDOWN_KPROBES — OrpaHuMyeHne 4ocTyna K OTnagoyHOMYy pexmMy kprobes;
B) LOCKDOWN_BPF_READ — OrpaHuyeHue JocTyrna K MexaHu3my ounstpaunm nake-
ToB BPF;
r) LOCKDOWN_TRACEFS — orpaHudeHune goctyna Kk ®C tracefs.
CocTtosiHne mogyns lockdown 3agaetcs B chavine /sys/kernel/security/lockdown,
KOTOpPbI/ MO YMOMYaHUIO UMEET creayoLwmnin BUA:
[none] integrity confidentiality
B naHHOM cpanne npuseneHbl BO3MOXHble COCTOAHUA Mmoaynsa lockdown, a ero Tekyliee
COCTOsSIHMEe OoTOOpakaeTca B KBagpaTHbIX ckobkax ([none] — MOLYNb OTKIIOYEH).

Mocne 3arpy3kn OC moaynb lockdown no yMOnyYaHUIO OTKITHOYEH.
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AkTuBupoBatb Moaynb lockdown B HyXHOM pexume paboTbl MOXHO B Mpo-
uecce @yHKuMoHupoBaHma OC nyTem 3anucu COOTBETCTBYIOLLErO pexuma B dann
/sys/kernel/security/lockdown KOMaHAOMW:
sudo echo <pexuMm monyns> > /sys/kernel/security/lockdown
roe <pexum _Monyrnsa> — integrity (4nsa  akTuBaumm pexuma integrity) wnu
confidentiality (ansa aktmBauum pexmuma confidentiality), Npu aTOM:

- ecnu moayrnb Obln OTKNKOYEH, TO BO3MOXHO aKTUBMPOBaTb NHOOON pexum;

- ecnv moaynb pabortan B pexunme integrity, TO BO3MOXHO TOSbKO aKTMBMPOBATb

pexum confidentiality;

- ecnun moaynb pabotan B pexume confidentiality, TO UIBMEHUTb PEXUM UMW OTKIO-

YNTb MOLYSMNb HEBO3MOXHO.

N3meHeHus B pexnme paboTtbl moayns lockdown coxpaHsitotes ao nepesarpysku OC.
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17. YCNOBUA SKCINYATALUUU OC

B uensax sawmTbl MHOPMaLUKN OT HECAHKLMOHMPOBaAHHOIO AOCTYyNa, BKINoyas obecnede-
HMe KOHPUAEHLMANBHOCTM, LENOCTHOCTN, AOCTYNHOCTU MHAOPMALMN U YCTONYMBOTO (DYHKLIN-
OHNPOBaHMSA MHPOPMALMOHHBLIX CUCTEM, HEOBX0AMMO obecneunTb ycnosus akcnnyataumm OC

cornacHo A7 HT17.4l
17.1. O6ecnevyeHue 6e3onacHocTu cpeabl (PyHKLMOHNPOBAHUSA

B uensx obecneyeHunsa 6esonacHocTn cpenbl pyHKUMoHnpoBaHna OC Ha oGbekTax MH-
dhopmaTn3aumm OOMKHbI ObITb BbIMNOMHEHbI crneayowme TpeboBaHuS:
1) CBT, npegHasHa4YeHHoe ans yCTaHOBKN U byHKUnoHMpoBaHmsa OC, AOMKHO COOTBET-
cTBOBaTb TpeboBaHMAM, ykazaHHbIM B pa3gerne 2 gokymenTta PYCB.10015-01 31 01;
2) Ona co3fgaHvs 3alUMLLEHHON cpeabl BUpTyanu3aunm nagenuve OoSMKHO NPUMEHATb-
Csl COBMECTHO C annapaTtHbiM obecneyeHrMeM, NOAAEpPXKMBAKOLLMM COOTBETCTBYIOLLNE
TexHonorun VT/SVM, B TOM uncne npu HeobxoaumMoCcTu NpeaocTaBneHuns 4OCTyna BUpTY-
anbHbIM MalIMHaM K PU3NYECKNM YCTPONCTBAM;
3) ycTaHoBKa, ynpasneHune u koHgurypmposaHne OC gomkHbI NPOBOAUTLCS B COOTBET-
CTBUW C 3KCrnnyaTaunMoHHOM LOKYMEHTaumen;
4) pomkHa bbITb obecneyeHa 3awmTa OT OCYLLECTBEHUS AENCTBUIN, HanpaBeHHbIX Ha
HapyLieHune cdumsndeckon LenoctHoctn CBT, Ha koTopom dyHKumoHnpyeT OC;
5) pomkHa O6bITb obecnevyeHa goBepeHHas 3arpys3ka OC. [JoBepeHHyto 3arpy3ky OC
peKOMeHOyeTCH BbINOMHATbL C MOMOLLbIO CepTUULMPOBAHHBIX CPEeaCcTB LJOBEPEHHOM 3a-
rpy3Kku Unu annapaTtHO-NporpaMMHbIX MOAYIen JOBEPEHHOWN 3arpy3ku. [pu TeXHMYecKomn
HEBO3MOXHOCTU UIN HeLenecoobpasHOCTM UCMONb30BaHUSA TakMX CPeaCcTB AOSMKHbI ObiTh
NPUHATBI OpraHM3aUNOHHO-TEXHUYECKME Mepbl, NpeaoTBpaLlaoLme BO3MOXHOCTb [O-
cTyna nonb3oBaTtens K pecypcam CBT B 06xog mexaHnamoB 3awmTbl OC (aomkHa bbITb
NCKMNIOYEHa BO3MOXHOCTb 3arpy3ku ansrepHaTMBHOW onepaumoHHON cuctembl Ha CBT, a
Takke mogudukaums mogynen sarpyxaemon OC);
6) Npv Mcnonb3oBaHWM CETEBOrO B3anMOAENCTBUS Heobxoaumo obecneunTb JOBEPEHHbIN
KaHan nepegaydn nHgopmaummn mexay CBT, Ha koTopbix ycTaHoBrneHa OC (Hanpumep,
KOHTPOSb HECaHKLMOHUPOBaHHOro noakntoyenus K JIBC B npegenax KoHTponupyemom
30HbI, 3allMLLEHHasa Nnepedaya ceTeBoro Tpaduka 3a npegenamm KOHTPONIMPYEMOW 30HbI);
7) OOMKHbI ObITb OnNpeaeneHbl nvua, oTBeYarowmne 3a aKkcnnyaTtaumo n 6e3o0nacHoCTb
OC, koTopbIiM ByayT npegocTaBneHbl agMMHUCTpaTuBHbIe noriHoMmoums B OC. [JaHHble
nvua He AOMKHbI CYNTaTbCS HapyLmTenem B Mogenun yrpos 6esonacHoCcT nHgopmauuu;
8) nuua, oTBeTCcTBEHHbIE 3a 3kcnnyaTaumto OC, gomkHbl 06ecnevnTb, YToObl ayTeHTUdu-

KaLMOHHasa MHopMauna ansa Kaxaon yvyetHom 3anucu nonb3osatens OC cogepxanach B
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TarnHe n Obina HeOoCTynHa nnuam, He ynoriHoMO4YeHHbIM MUCNOoJib30BaTb AaHHYIKO YYETHYIO

3anucob.
17.2. Yka3aHus no akcnnyatauum OC

17.2.1. MNepea Havanom akcnnyataumm OC agMuHucTpaTop 6e3onacHoOCTN JormkeH obec-
neYnTb cnegyloLlme ycnoBus:
1) B cnyyae paspelleHus MHTePaKTUBHOIO Bxoda cyneprorib3oBaTens root Ans npenot-
BpaweHus nogbopa ero naposnsi Heob6xogMmo 3abroknpoBaTb BO3MOXHOCTb €ro yaa-
neHHoro Bxoga B OC nocpeactsoM BkntodeHnss PAM-moaynst pam_securetty B hann
cueHapusa /etc/pam.d/common-auth. [Ang aToro Heo6xoAMMO B yKa3aHHOM chaise B
cekummn Primary block nepBon cTpokon 4obaBuTb:
auth required pam_securetty.so
2) ucnonb3ys rpaduydeckyto ytunuty fly-admin-smc («YnpaBneHne nonmtukon 6es-
OMaCHOCTM», CM. 3NEKTPOHHYIO CNpaBKy), 3anyLLEHHY0 OT MMEHN agMUHUCTpaTopa Yepes
MexaHu3M sudo, B KaTeropum «[1onnTuku y4yeTHOM 3anucu» 3agatb napameTpbl And
HaCTPOWKN MNONUTUKM NapOsSien.
3apaTb JaHHblIe HACTPOMKN MOXKHO TakkKe NyTeM KOPPEeKTUPOBKN hannoB CLEeHapueB:
a) B danne /etc/pam.d/common-password B CTpOKe
password requisite pam cracklib.so YCTaHOBUTb 3HayeHue
minlen=<uMMHMMAaNIbHAS OJIMHA_Mapo’s> U o6aBuUTb napameTpbl dcredit=-1,
ucredit=-1 1 lcredit=-1 (gaHHble NapameTpbl yCTaHaBnMBaT TpeboBaHus K
CNOXHOCTW Napons);
0) B dpanne /etc/login.defs ona nepemMeHHon PASS MAX DAYS yCTaHOBUTb
Tpebyemoe 3HayeHne MakCcuMarnbHOro cpoka AeNcTBUS napons B OHAX.
3anpeT NOBTOPHOrO WCMNOSb30BaHUS 3a[aHHOro Yucra nocredHnX naporem MOoX-
HO YCTaHOBUTb MyTEM KOPPEKTUPOBKM danna /etc/pam.d/common-password.
[na atoro B ykaszaHHOM panne B CTPOKE ...pam_unix.so A06aBUTb NapameTp
remember=<uunCJIO_IapoJiemn>;
3) ucnonbaysa rpaduyeckyto ytunuty fly-admin-smc («YnpaBneHne nonuvtukon 6es-
OMacHOCTU», CM. 3MIEKTPOHHYKO CMpaBKy), 3anyLeHHYy OT MMEHM agMUHucTpaTopa
yepe3 MexaHuam sudo, B kateropum «[lMonmnTukn yydeTHoOW 3anucuy» 3agaTtb 3Hade-
HUS ONs HACTPOWMKM BrOKMPOBKU MPU HeyCMneLwHbIX BXOA4aX Nosib30BaTesisi B CUCTEMY.
[aHHble napameTpbl Takke MOryT ObiTb YCTAHOBMEHbI NMyTEM KOPPEKTUPOBKU dharna
/etc/pam.d/common-auth (napameTpbl deny, lock_time M unlock time);
4) byHKUMN pasrpaHUYeHnsa OCTyna, MaH4aTHOrO KOHTPONS LEeNOCTHOCTM U rapaHTUpo-

BAHHOMO YHUYTOXEHUS (CTUPaHUS) MHopMaLuK B NofTHOM ob6bemMe peann3oBaHbl TOMbKO
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ans dannosbix cuctem ext2/ext3/ext4/XFS, nogaepxmBarowmnx pacluMpeHHbie (B T.4. MaH-
AaTtHble) aTpubyThbl pannoBbix 06beKTOB. [Mpy ncnonb3oBaHMK ApYrnx anioBbIX CUCTEM
HeobXo4MMO Yy4MTbIBaTb AaHHble orpaHuyeHus. YctaHoBky OC crneayeT BbIMOMHATL Ha
CUCTEMHbIN pasaen ¢ hannoBon cuctemon ext4/XFS;
5) npun He06XOAMMOCTIN YCTAaHOBKM B CUCTEMY BHELLHUX Moaynen ypoBHs sapa OC, Takve
MOAYNM AOMKHbI O6bITb NONYyYeHbl N3 AOBEPEHHOTO UCTOYHUKA, U Nepea UX YCTaHOBKON C
OC pormxkHa ocyLLeCcTBASATLCS NpoBepKa NX LLENOCTHOCTY;
6) mcnonb3oBaHue annoson cuctembl NFS ans gocrtyna k ceTeBbiM AMCKamM BO3MOXHO
NPV BbINOSIHEHWM CReayoLwmnX YyCnoBUn:
a) ceTeBble OUCKM He NpedHasHayeHbl ANsi XpaHeHUsa hannoBbix 06beKToB, Tpebyto-
LWnx obecnevyeHnss MaHA4aTHOro ynpasreHns 4OCTYNOM K HUM;
6) Bepcus ucnonbdyemoro npotokona NFS He Huxe 3;
7) 3agaTb 3HA4YeHMe BPeMEHU HeaKTUBHOCTM Ans BrOKMPOBKM 3KpaHa, OTpeaaKkTMpoBaB
(vnun cosnas., ecnu oTCyTCTBYET) ann usr/share/fly-wm/theme.master/themerc,
yKa3aB B HEM CTPOKMU:
[Variables]
ScreenSaverDelay=<BpeMs_HEaKTHBHOCTH B_CeKxyHIOax>
LockerOnSleep=true
LockerOnDPMS=true
LockerOnLid=true
LockerOnSwitch=true
17.2.2. Tlpn ncnonb3oBaHUN MEXaHN3Ma rapaHTUPOBAHHOIO yAaneHnsa AaHHbIX OOSMKHbI
AONONMHUTENBHO ObiTb BbINOSIHEHBLI CrieayoLmMe YCroBUs:
1) npu ucnonb3oBaHun pasgenoB nogkadkm B OC Heobxoanmo akTnBmpoBaTth B hanne
/etc/parsec/swap_wiper.conf ux ouncTky cornacHo [8.1]
17.2.3. Tpn ncnonb3oBaHUN MaH4ATHOrO KOHTPOMS LEeNOCTHOCTU LOSMKHbI 4ONOMHUTENb-
HO ObITb BbINOSIHEHbI CreayoLme ycnoBus:
1) npn  Mcnonb3oBaHUM  MHCTPYMEHTa  gemu-ga (M3  cocTaBa  NakeTta
gemu-guest-agent) 3HayeHUd napameTpoB -p (B TOM 4ucCrie Npu MCMorb3oBa-
HAX oNuMM -m unix-listen) M -t AOMKHbI yKa3blBaTb Ha COKETbI N ddalnbl, YPOBHMU
LeNOCTHOCTUN KOTOPbIX COBMagaloT C YPOBHEM LENOCTHOCTU 3anyckaeMoro npouecca.
17.2.4. Tpn ncnonb3oBaHUM MaHAATHOrO yrpaBneHns JOCTYNOM AOMKHbI AONONHUTENBHO
ObITb BbINOMHEHbI CEAYIOLLINE YCIOBUS:
1) c ucnonb3oBaHMEM CPeaCTB yrpaBreHnsa 3anyckom cry>6 formkHa ObITb OTKMAOYEHa

cnyxb6a gpm AN NoAAePXKKM MbILIN B KOHCONIBHOM PEXUME;
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2) B cnyyae Heob6xoOMMOCTM UCNOSb30BaHNA MaHAATHOrO ynpasrieHus 4OCTYNOM Ha
ceTeBbIX ANCKax, UX MOHTUpoBaHue B dannosyto cuctemy OC JOMKHO OCYLLEeCTBNATLCA
TONbKO C ncnonb3oBaHuem pannoson cuctemsbl CIFS, nogaepxmsatoLLen pacluMpeHHble
(B T.4. MaHgaTHbIE) aTpmbyTbl NoNb3oBaTenen;

3) B KOHMrypaumMoHHOM dhanne 3allMUWEeHHOro cepeepa nedyatu M3 coctaBa uage-
nusa /etc/cups/cupsd.conf He gonyckaeTcs ycTaHOBKa 3Ha4YeHUs None napamerpa
DefaultAuthType (OTKNHOYEHME ayTEHTUMKALMM) U BHECEHME U3MEHEHWI B NapaMeT-
pbl nonutukn PARSEC, He COOTBETCTBYHOLLMX SKCNITyaTaUMOHHON LOKYMEHTaLMWK;

4) npw ncrnonb3oBaHun 3awumuieHHoro cepsepa CYB[ n3 coctasa OC B pexume MaH-
AaTHOro ynpasrieHns OCTYNoM HeobxoauMo B KOHGUIypaunmoHHOM dhanne knactepa
postgresqgl.conf And napameTpa enable_bitmapscan YCTaHOBUTb 3HauYeHue of £
MU Ang napameTpa ac_ignore_socket_maclabel ycTaHOBUTb 3Ha4YeHue false;

5) npu ncnonb3oBaHun 3awmieHHoro cepeepa CYB[ n3 coctaBa OC B pexnme maHgaTt-
HOro ynpasfeHns OCTYNOM He OOMyCcKaeTcs OTKMYaTb ayTeHTUMKaumio cybbeKkToB
[OCTyna yCTaHOBKOW B KOH(pUrypaunoHHoMm danne knacrtepa pg_hba.conf pexuma
trust (6e3 ayteHTMdUKaUnn);

6) Npu NCNonb30BaHUN 3aLLULLEHHOIO KOMMMeKca NporpamMm 3rneKTPOHHOW NoYThbl U3 CO-
ctaBa OC B pexnme MaHAaTHOrO yrnpasneHns OCTYNOM KOHGUrypaLMoHHbIe NapaMeTpbl
areHTa nepegadu SNeKTpoHHOW NoudTbl EXim 1 areHTa OoCTaBKM SNEKTPOHHOW MOYThI
Dovecot He gomkHbI gonyckaTb OTAPaBKY U MPUEM COOBLLEHUI 3NEKTPOHHOM NOoYTbI 6e3
ayTeHTUdrKauuu;

7) ona wtatHoM pabotel OC He ponyckaetrcs OTKKYEeHUEe agMUHUCTPaToOpPOM
cuctemMbl pacwmpeHuss XPARSEC y X-cepBepa (McCnonb3oBaHWe OTNagodHOW on-
UMM XPARSEC=Disable B KOH(UrypaumoHHbIX dpamnax X-cepBepa, CM. OOKYMEHT
PYCBE.10015-01 31 01).

17.2.5. B uensax obecneyeHuns yganeHHoOro AocTtyna nonb3oBaTenen ¢ UCnorb3oBaHNEM

ceTel CcBSA3M 06LLIEro Nonb3oBaHNUs K cpeacTBam BUpTyanusaumm us coctasa OC OomkHbl npume-

HATbCA CpeacTBa KpMHTOFpaCqueCKOﬁ 3allUnThbI I/IH(*)OpMaLI,I/IVI, npowegtline rpoueaypy oueHkKu

COOTBETCTBUS B COOTBETCTBUM C 3aKOHOAATeENLCTBOM Poccmnmnckomn CDe,u,epauMVl.

17.2.6. 3anpewjaetca ncnonb3oBaHne obpasa KOHTENHeEpPa Npu BbISIBNEHUN B HEM YS13BU-

17.3. Ycnosusa npumeHeHus MO

17.3.1. MO, dyHkumoHupytoLee B cpege OC, He JOMKHO N3MEHATb anropuTM NPUHATUS

pelueHnst 0 NpeaocTaBneHMm goctyna cybbekToB (nonb3oBatenen) k obbektam OC n cogepxatb

CKPbITbIX UIMN ABHbIX BO3MOXHOCTEWN, NO3BONAOLLNX:
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1) noameHATb hannbl obpasa sapa vmlinuz-* 1 06pa3oB BpeMeHHOW (hanroBon cucre-

Mbl Ha4anbHOM 3arpy3kn /boot/initrd.img-* (B cryyae oTCyTCTBUS SIBHOW Heobxoam-

MOCTM OBHOBMEHUS OTAENbHBIX KOMMNOHEHTOB, BXOASLWMX B cOCTaB obpasa), Haxogswmecs

B KaTanore /boot, annel Mmogyneun sapa, Haxogsawueca B katanore /lib/modules, n

npoyne dannbl, BXogsawme B coctaB nsgenma nnmn ctopoHHero Mo;

2) cTtatuyeckn Unn OMHaMU4eckn U3MeHsITb Tabnuuy CUCTEMHbIX BbI3OBOB U NOMSA CTPYK-

Typbl TUNa security_operations N UHLIX CTPYKTYP TUNA *security*,

3) nepeonpenensTtb OCHOBHOM npowecc oC B KOHMrypaLumoH-

HOM danne 3arpys4dunka nsgenus nytem YyCTaHOBKM napameTpa

init=<noJyHHM_NyTb_K_MCIOJHAEMOMY Qaniy>;

4) N3MEHATb NapameTpbl ayTeHTUduKaumm B KOHUrypauuoHHbix ¢annax PAM-

CLieHapueB, HaxogsLWmMXcsa B katanore /etc/pam.d, pe3ynsraTtoM Yero MOXeT SBNSATbCA

CHWXEeHWe YCTaHOBMNEHHOrO YPOBHSA AOBEPUS K pesynsrataM naeHTudukaumm n ayTeHTu-

dukaumm (no NOCT P 58833-2020);

5) yctaHaBnuBaTb nogrpy>kaemble Moaynu ayteHTudukaumm (PAM-moaynu), onpeaens-

lowme MmaHaaTHble aTpmMbyThl ceccum nonb3oBaTens ¢ ucnonb3oBaHnem dyHkunm API

onbnuotekn libparsec-mac nogcuctemol 6esonacHoctn PARSEC, nmeHa KoTopbix

Ha4YnHaKTCA C NpeduKkcoB mac_set , parsec_ Unu pdp_;

6) yctaHaBnuBatb PAM-mogynu, onpeaensitowme npusunernn PARSEC ceccum nonb-

3oBaTens ¢ ucnonb3oBaHnem yHkumn APl 6ubnmotekn libparsec—cap NOACUCTEMbI

6esonacHocTn PARSEC, nmeHa KoTopbiX Ha4MHalTCA ¢ NpedunKCoB mcap UMW parsec_

7) ycTaHaBnuBaTb MHTEPNpEeTaTopbl KOMaHA, 3aMeHsoLWMe NHTEpPNpeTaTopbl, BXOAsSLWME

B cocTaB mnsgenus (bash, dash, PHP, Perl, Python, TCL, Ruby);

8) nony4yaTb AocTyn K namaTtu gpyrux npoueccos O ¢ ncnonb3oBaHveM npusunerum

CAP_SYS_PTRACE M CUCTEMHOrO Bbl30Ba ptrace;

9) U3MeHATb CUCTEMHOE BpeMs (ecnv Hannyne BO3MOXHOCTEN MO UBMEHEHUIO BPEMEHN

He NpefyCMOTPEHO (PYHKUMOHAaNbHbIM Ha3HayeHnem [10);

10) AnHaMmmnyeckn U3MeHATb cermeHT kofda gapa OC u ncnonb3oBaTb HEIKCMOPTUPYEMBbIE

cumBonbl sigpa OC;

11) ocywecTBNATb AOCTYN K hanny ctl ¢annoBon cucteMbl parsecfs NocpescTBOM

CUCTEMHOrO Bbl30Ba ioctl, MUHYSA cucTeMHble yHKunn API-6nbnmoTtek libparsec-*.

17.3.2. Ona MNO, dyHkumoHmpytowero B cpeae OC, fomkHbl cobntogaTtbes creayrouime
YCIOBUS:

1) Heobxo4MMOCTb U KOPPEKTHOCTb Ucnonb3oBaHusa B 10 npueuneruin agMmmHucTpaTopa,

NPUKNagHoOro NporpaMmHoro nHrepdgenca noacuctemsl 6esonacHoctn PARSEC, maHaar-
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HbIX NPUBUNErnMn, PYHKLMOHMPOBAHUS B NPOCTPAHCTBE S4pa UMM TOMNbKO Ha BbICOKOM

YPOBHE LeNOCTHOCTM AO0MKHbI BbiTb 060CHOBaHbLI B 4OKYMeHTaLMm Ha aaHHoe [10;

2) pna MO, ncnonbe3yowero moaynb wsgi_mod Ana Apache u3 cocrtaBa usgenus, B

AOKyMeHTaumn paspabotyuka MO gomkeH ObiTb onpeaeneH nepeyeHb cueHapmes paboThbl

moayns wsgi_mod. Mpu aTOM JOMKHBI BbITh MCKIHOYEHbI CLeHapun paboTbl wsgi_mod B

pexumax, npegycMmatpmBaolimx paboTy BHE KOHTEKCTa Nofnb30BaTeNs U N3MEHSIOLLNX

npowecc ayTeHTudukauunu.

17.3.3. lNpu ncnonb3oBaHMN 3aLUULLIEHHOIO cepBepa nevyaTtn U3 coctaBa Usenua ycra-
HOBKa M UCMNOMb30BaHME anbTePHATMBHbBIX CEPBEPOB NevYaTn SOMKHbI OblTb UCKIMIOYEHDI.

17.3.4. Tpu ncnonb3oBaHMM MeEXaHM3Ma MaHAATHOro yrnpasrneHnsa 4OCTYNoM OOMNOSHK-
TenbHO AOMKHbI cobnogaTbes cnegyroLwmne yCnoBus:

1) MO npu obpaboTke 3anpocoB Monb3oBaTeENeEn He AOMKHO B3aMMOLEWCTBOBATb C

3awmweHHon CYB[ n3 coctaBa u3genus oT MMEHW nosib3oBaTens ¢ npuBuUiernamm

PARSEC_CAP_SETMAC 1 PARSEC_CAP_CHMAC, NO3BOMSLWMMN UBMEHATbL MaHAATHbIE

aTpubyThl 3awmiLiaembix obbektoB B CYB[;

2) MO, copepxallee ceteBble cnyxbbl (Nporpammbl, obpabaTbiBatoLme 3anpochl NOb30-

BaTenen ¢ npumeHeHnem npotokonos cteka TCP/IP), koTopble UCNONb3yT NpUBUIErnm

(PARSEC_CAP_SETMAC, PARSEC_CAP_CHMAC 1 PARSEC_CAP_PRIV_SOCK) u npuknag-

HOW nporpamMHbIN HTepdenc nogcmctembl 6esonacHoctn PARSEC 13 coctaBa uagenus,

AOJSMKHO NMPOVTU cepTUdUKaLMOHHbIE UCCEAOBaHWs, NOATBEPXKAAIOLWNE KOPPEKTHOCTb

peanusaumm ykasaHHbIX Cryxo;

3) nporpamMMHbIM KOMNOHEHT RabbitMQ He npumeHaTb npu ogHoBpemMeHHoM 06paboT-

Ke JaHHbIX C pasfUyHbIMK YPOBHAMMU KOHpmaeHUmMansHoCTU nnbo ans obecneveHns

B3aMMOLENCTBUSA NPOLIECCOB C PasfMYHbIMU YPOBHAMW JOCTYNA;

4) MO, obpabaTbiBatoLee OAHOBPEMEHHO faHHbIE C Pas3fUYHBIMU YPOBHAMU KOHPMOEH-

LManbHOCTN, HEe AOMMKHO MCMONb30BaTh NporpamMMHble NakeThbl Erlang.
17.4. YcnoBusa UCKNIOYEHUSA CKPbITbIX KaHanoB

Bonpocbl NCKIYEHNST CKPbITbIX KaHanoB AOMKHbI pacCMaTpuBaTbCsa NpU NOCTPOEHUN MH-
hopmMauUnoHHbIX cucTem, obpabaTbiBaroLLMX MHPOPMALIMIO, COAEPXKaLL Y0 rOCY4apCTBEHHYIO TalHy,
N MOTyT paccMaTtpuBaTbCs NPy NOCTPOEHUN MHOPMALMOHHBIX cucTeM, obpabaTtbiBatoLLMX MHGOP-
MaLMI0 OrpaHMYEHHOro A0CTYNa, He codep Kallyo rocyaapCTBEHHYIO TanHy (KOHMAEHUMANbHYO
MHdopMaLnio).

[na MCKNYeHUs CKPbITbIX KaHanoB (MHAPOPMAaLMOHHLIX MOTOKOB) NPWU 3aLiuTe OT Yrpo3bl
LIENOCTHOCTH UH(OPMAaLIMK UCTONb3YeTCsl MaHAATHbI KOHTPOMb LenocTHocTH (cm. [4.9), koTopbii

B YCMNOBMSIX YCTAHOBIEHHbLIX B KOMMbIOTEPHOW CUCTEME YPOBHEN LIENOCTHOCTM (YPOBHEN OOBEPUST)
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obecneunBaeT HEBO3MOXHOCTb 3anvCy OTNPaBUTENEM C HU3KMM YPOBHEM A0BEPUSA MHGOPMaLnn
B 06BbeKTbl C 6oree BbICOKMM YPOBHEM LOBEPUS.

[ns ncknoyeHns BO3MOXHOCTM UCMONb30BaHNA OTNpaBuTenem u nony4varenem ooue-
ro 6ycdepa obmeHa B OC obecneumBaeTcs n3onsaumsa npoueccos (Cm. B COBOKYMHOCTU C
O4MCTKOM obnacTen onepaTtUBHOM NaMATU NPU OCBOBOXOEHUN UIK BblAENEHUN (CM. , a TaKxe
obecneyeHne 3anycka NpoLeccoB B 3aMKHYTON OTHOCUTENBHO OCTarbHbIX NPOLIECCOB cpeae no
namsTu, B YaCTHOCTW, ucnonb3oBaHne Kuock-2 (cm. n Xephyr B rpaduyeckon nogcucreme,
obecneunsaroLmnx nsonaunto dycdepa obmeHa.

[na ncknoyeHna BO3MOXHOCTM 3anycka Nnporpamm, He y4dacTBYOLWMX B npouecce obpa-
B60TKN MHGOPMaLUUK, AOIMKEH ObiTb aKTUBMPOBAH MEXaHU3M 3aMKHYTOW NPOrpaMMHON cpeabl u
HaCTPOeH Ans paboTbl B LUTATHOM pexume.

Takum 0B6pa3oMm, yCrioBUSIMU UCKINIOYEHNSA CKPbITbIX KaHAsoB SIBRSETCS peanuayemas
OC nonuTtuka AMCKPELIMOHHOTO ynpasneHust 4oCcTyrnoM (cM. pa3saen [3), MaHgaTHoro ynpaeneHust
AOCTYNOM Y MaHAATHOTO KOHTPONS LeriocTHocTH (cM. pasaen [4)), koTopas siBnsietcst HeoTbemrne-
MOM YacTblo mogenu nonutukn 6esonacHocTn OC. C yyeToM yKkasaHHbIX YCNOBUIM 3KCnyaTaumm
CKpbITble KaHarnbl MO NamMATK He MOryT ObiTb peanu3oBaHbl, @ N0 BPEMEHU KpaniHe 3aTpyaHe-

Hbl, T.€. UMEKOT HU3KMNE NPONyCKHYH CNOCOOHOCTb U BEPOATHOCTb BO3HNKHOBEHUA ycn0|3|/|171 and

peanusaumu.
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NMEPEYEHb COKPALLEHUA

B — 0as3a gaHHbIX

EMM — eanHoe NpocTpaHCTBO Nofib3oBaTenen

KC3 — komnnekc cpeacTs 3alnThl

MKL, — maHaaTHbIN KOHTPOMb LEeNOCTHOCTHU

HCl — HeCaHKUMOHMPOBAHHbLIN OOCTYN

OoC — ornepauuoHHasa cuctema crneumanbHoro HasHadeHus «Astra Linux Special Edition»
no — nporpamMmHoe obecnevyeHne

MPO  — npaBwuna pasrpaHMyeHna gocTyna

CBT  — cpeacTtBO BbIMUCIIUTENBHOW TEXHUKN

C3M  — cpepncTtBa 3awWmThl MHOpMaL MK

C30C — cereBas 3awmilieHHas annoBas cucrema
CMNMO — cneuuwanbHoe nporpammMmHoe obecrneveHne

CYBOA — cuctema ynpasneHus 6azamun gaHHbIX

oC — dhannosas cuctema

arn — anekTpoHHasa nognucek (B cootBeTcTBUM ¢ Ne 63-93 ot 06.04.2011)

Ul  — anektpoHHas undposas nognuck (B cootsetcTeum ¢ FOCT P 34.10-2012)

ACL  — Access Control List (cnucok koHTponsa goctyna)

ALD  — Astra Linux Directory (eanHoe npocTpaHCTBO Nofb30oBaTeENeNn)

BIND — Berkley Internet Name Domain (cnyx6a 4OMeHHbIX UMeH B ceT VIHTepHET)

CCR — Container Clearance Required (aTpubyT cnocoba focTyna K COaepXXMMOMY KOHTenHepa

B pamKax MaHAaTHOro ynpaereHus 4OCTYyNnoMm)

CIFS — Common Internet File System (o6wuin npotokon goctyna kK dannam NHTepHeT)

DAC — Discretionary Access Control (anckpeunoHHoe ynpasneHue 4oCTyrnoMm)

DNS — Domain Name System (cuctema AOMEHHbIX UMEH)

FTP  — File Transfer Protocol (npotokon nepegayn dannos)

GID — Group ldentifier (ngeHTUdUKaTOP rpynnbl)

IP — Internet Protocol (MexceTteBor npoTokon)

IPC — InterProcess Communication (mexnpoueccHoe B3aMmogencrame)

KVM  — Kernel-based Virtual Machine (nporpammHoe pelueHne, obecneunsatoLLee BupTyanm-

3aumio B cpefe Linux Ha nnatdopme, KoTopasa nogaepXuBaeT annapaTtHyo BUpTyanu-
3aumo Ha 6ase Intel VT (Virtualization Technology) nu6o AMD SVM (Secure Virtual
Machine))
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LDAP — Lightweight Directory Access Protocol (nerkoBecHbIi NpOTOKON AOCTyna K cepBucam

KaTtanoros)
MAC — Mandatory Access Control (maHgaTHoe ynpaBneHue JOCTynoMm)
NFS — Network File System (ceTeBas ¢annoBas cucrema)
NIS — Network Information Service (ceteBast HpopmaumoHHasa cnyx6a)
NSS — Name Service Switch (cnyx6a gona opraHnsaumm yHUOULMPOBAHHOIO JOCTyNa K UH-

dopmauumn o nonb3oBaTensx, rpynnax, CETeBbIX MMeHax, crnyxbax 1 T.n. Ha OCHoBe
KOH(Mrypaumm pasnmyHbIX MCTOMHUKOB, TakUX Kak: NokanbHble hainbl, pasnnyHble
cpeactsa ceteBon naeHtudpukauum (DNS, NIS), a Tarke LDAP)

PAM  — Pluggable Authentication Modules (nogkntodaemble Mogynu ayTeHTUduKaLmm)

PID — Process |dentifier (ngeHTndmkatop npouecca)

QEMU — Quick Emulator (cpegctsa amynauumn annapatHoro obecneyeHus)

RSA  — Rivest Shamir Adelman (anroputm no cxeme OTKPbITOro Krkoya)
SMB — Server Message Block (6rnok coobLueHuin cepeepa)

SQL  — Structured Query Language (s13blK CTPYKTYPUPOBaHHbIX 3anpocoB)
TCP  — Transmission Control Protocol (npoTtokon nepeaayn AaHHbIX)

UDP  — User Datagram Protocol (npoTokon ynpaeneHusi nepegadvyen gaHHbIX)
uiD — User Identifier (ngeHTudukaTop nonb3oBarens)
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Jlnct pernctpaunn nameHeHun

Homepa nnctoB (cTpaHuu) Bxoasawmm
Bcero
HOMep conpo-
MNam nmcros Homep BoguTensHoro |Moanuce| Oata
N3MEHEH- 3aMeHeH- HOBBIX aHHyJ'lMpO- (CTpaHV”J,) B ,D,OKyMeHTa
HbIX HbIX BaHHBIX | nokymenTe AOKyMEHTa
npata
1 oo PYCB.14.03-11
ot 20.10.11
PYCB.14.04-13
2 Bce ot 21.03.13
PYCB.14.05-14
3 Bee ot 19.11.14
PYCB.14.02-16
4 Bce ot 17.02.16
; Boe PYCB.14.03-17
ot 05.04.17
PYCB.14.02-18
6 Bce ot 11.04.18
; Boe PYCB.14.03-18
ot 19.04.18
PYCB.08-20
8 Bce ot 18.02.20
PYCB.20-20
9 Bee ot 23.07.20
PYCB.06-21
10 Bee o1 01.04.21
PYCB.12-21
11 Bee ot 30.07.21
PYCB.10-22
12 Bce ot 03.11.22
PYCB.03-23
13 Bee oT 26.04.23
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