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AHHOTALUA

HacTtosawmn [OOKyMeHT ABMSIeTCA BTOPOM YacTblo PYKOBOACTBA ajMUHUCTpaTopa
ornepauuoHHOW CcuUCTeMbl cneumanbHOro HasHadveHusa «Astra Linux Special Edition»
PYCB.10015-17 (ganee no tekcty — OC).

B gokymeHTe npuBeneHo onucanune s3awmweHHon CYB[, peannsoBaHHoM nyTem gopa-
6oTkn CYB[] PostgreSQL Bepcum 11 B yacTu peanvsaumm MaHgaTHOro yrnpasneHust 4OCTYMNOM.

OcHoBHble cBeleH1s1 N0 CUHTaKCcUCy s3blka 3anpocoB SQL, nogaepXuBaemMbiM TUNam
AaHHbIX, BCTPOEHHbIM (PYyHKUMAM, YCTaHOBKE N HacTponke cepBepa CYB[], a Takke co3gaHuio
OTKa30yCTOMYMBbLIX PELLEHN NPUBEAEHbI B odomumanbHon gokymeHTaumm PostgreSQL, koTopas
AOCTyNHa Ha MHOPMaLMOHHOM pecypce U3rotoButena wiki.astralinux. ru. [lJononHUTENbHO
ocobeHHoCTU ucnonb3oBaHusa PostgreSQL getanbHO onucaHbl B oouumnanibHON AOKYMEHTauuu,
NnocTaBnsieMon B COCTaBe NakeTe postgresgl-doc-x. X.

[loKyMeHT npegHasHayeH Ans agMUHUCTPATOPOB M pa3paboTymkoB 6a3 AaHHbIX.


wiki.astralinux.ru
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1. SALLWLLIEHHAA CUCTEMA YIMNPABJIEHUA BA3AMU OAHHbIX

1.1. HasHauyeHuUe

B kavectBe 3awmuweHHon CYB[ B coctaBe OC ucnonb3yetca CYB[ PostgreSQL, gopa-
OoTaHHasa B COOTBETCTBMM C TpeboBaHueM nHterpauumn ¢ OC B 4YacTM MaHOATHOrO ynpasneHus
AOCTYNOM K MHbopmauum n cogepxailan peanusauuio AlN-mogenn ynpaeneHmss 4OCTYNOM U
MHoOpMaLMOHHbIMKN noTokaMu. [laHHasa [Al-mogenb onucbiBaeT BCe acnekTbl AUCKPELMOHHO-
ro, MaH4aTHOrO U POSIEBOrO ynpaBreHnsa OCTYNoM ¢ y4eTom 6e30nacHOCTU MHPOPMALMOHHbIX
NOTOKOB.

CYB[ PostgreSQL npegHasHayeHa anga co3gaHus v ynpasneHns pensumoHHbiMn B n
npegocTaBnseT MHOronosIb30BaTENbCKUI AOCTYN K PACMONOXEHHbIM B HUX AaHHbLIM.

[aHHble B pensumoHHon B[l xpaHaTcs B OTHOLWEHMSX (Tabnuuax), COCTOAWMX U3 CTPOK U
ctonbuos. NMpy 3TOM eanHULEN XpaHEeHUS U O0CTYNa K JaHHbIM SIBNSIETCA CTPOKa, CocTosILas u3a
noneu, naeHTMnuMpyemMblix MMeHamm ctonbuos. Kpome Tabnuy, cywecTByoT gpyrne o0bekTbl
B[ (Buabl, Nnpoueaypbl U T.M.), KOTOpble NPEaOCTaBMAT AOCTYMN K AAHHbIM, XPaHALWMMCA B
Tabnuuax.

Ona pabotel CYBM Ha gucke Bbigensetcs obnactb ana xpaHeHuna B, HasbiBaemasd
«knactepom Bll». Knactep B[] siBnsetca HaGopom B[], ynpaBnsembix OgHMM 3K3eMMNsapom
cepBepa CYB[l. Hactponka paboTbl oTaensHoro ak3emnnspa cepsepa CYB[] Takke onpeaensaetcs
B pamKax Krnacrtepa COOTBETCTBYHLMMM KOHUTYPaALNOHHBIMI hannamu.

KoppekTHasa pabota ¢ CYB[] npegnonaraet ncnonb3oBaHne mexaHnama EMM.
1.2. CocTaB

CYB[] PostgreSQL cocTtounT 13 cnegyowmx KOMNOHEHTOB:

- postgresqgl — cepBuCHasa cnyxba, peanusyowas HenocpeacTBeHHo cepeep bl;

- libpg — KnuneHTCcKas 6ubnunoteka, npegocrtaensatowas goctyn K cepsepy CYBL;

- Habop cepBeEpPHbIX YTUNUT N4 yrnpasneHna paboTon cepBepa 1 co3gaHus Knactepos

BL;

- Habop KNUEeHTCKMX YTUNUT AN4a co3gaHus n ynpasnenus bBl.

[ns eanHoobpasHoro ynpaesneHna knacrepamu b1, yHKUMOHUPYOLWMMKU Nog ynpasne-
Huem pasHbix Bepcun CYB[], B coctaB OC Bxoant Habop MHCTPYMEHTOB aaMUHUCTPUPOBAHMUS
postgresqgl-common, BKNOYaLWmM B cebsa cneayrowime nakeTbl:

- postgresgl — MeTanakert, ycTaHaBnMBarLwmim OCHOBHY0 Bepcuto CYB[;

- postgresqgl_x.x — METanakert, ycTaHaBMMBalLWMIA KOHKPETHYO Bepcuto CYB[;

- postgresgl-client — MeTanakert, yCTaHaBNMBAKOLLNA OCHOBHYH BEPCUIO KITMEHTCKMX

ytunut CYB[;
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- postgresgl-client_x.x — MeTanakeT, yCTaHaBMMBAOLWNN KOHKPETHYIO BEPCUIO

KnueHTckux ytunut CYB[;

- postgresgl-contrib — MeTanakeT, ycTaHaBNMBaloLWmMn OCHOBHYO BEPCUIO MOAynen

pacwupenus CYB[;

- postgresgl-contrib_x.x — MeTanakert, yCTaHaBNMBaKOLLMA KOHKPETHYO BEPCUIO

mogynen pacwuperHna CYB[;

- postgresgl-doc_x.x — MeTanakeT, yCTaHaBNMUBaKLWMA KOHKPETHYIO BEPCUIO JOKY-

meHTauum CYB[;

- postgresgl-common — UHCTPYMEHTbI yrpaBreHus knactepamu b[;

BHUMAHUE! B panbHenwem HacTosiTenbHO pekomeHayetca ynpasnate CYBL ¢ no-
MOLLbIO MHCTPYMEHTOB ynpasrneHusi knactepamu B[ (cm. [1.5)), npenoctaensiembimmn OC, a He
HenocpeacTBeHHO yTunutamu CYB[.

BHUMAHMUE! B coctas CYB[] Bxoaut Habop moaynen paclumpeHnusi, gobaensarowmx
HOBblE TUNbI AAHHbIX, BUBNMOTEKN OYHKUUIN, MHCTPYMEHTbI aAMUHUCTPUPOBaHNS U pa3paboTKku.
Moaynu, npeaHasHavyeHHble ANs agMUHUCTPUPOBAHKS U pa3paboTkuy, BKNOYas CpeacTBa OTnagku
XpaHUMbIX Npoueayp, UccrnegoBaHna CTpaHuL AaHHbIX, MIBMEHEHNS KOHOUIYpaLMNOHHbBIX dannoB
W OOCTyNa K BHELHWM AaHHbIM, HE OOSMKHbI ObITh YCTAaHOBMEHbI B AENCTBYIOLLMX CUCTEMAX, UM
AOCTYN K HUM HENPUBUIIUIMPOBAHHbLIM NOMb30BaTENsIM AOSMKEH OblTb OrpaHuUyeH.

B coctaB OC BxoguT rpacdmyeckas ytunurta pgadmin3, npeaHasHadeHHasa anst agMuHu-
ctpupoBaHus bl CYB[ PostgreSQL, Bkroyas ynpasneHve MaHgaTHbIM ynpasrneHuem LOCTYnom
K obbekTam b[.

1.2.1. lononHUTeNnbHO NocTaBnsieMble MoAaynu

Cnuncok OononHUTENbHO NOCTaBNsieMbIX MoAyNen NnpMBeaeH B Tabnuue

Tabnuuya 1
Mogynb Onucanne
adminpack DYHKUMM agMUHUCTPUPOBAHMS
auth_delay MNo3BonsieT ycraHaBsnueaTb nay3bl MeXay ayTeHTUdmKaumsamMm norbL3osa-
Tenen
auto_explain DyHKUMM Ana aBToMaTnyeckoro EXPLAIN 3anpocoB
btree_gin OnepatopHbin knacc GIN
btree_gist MHpoekcHbI onepatopHbin knacc GiST
chkpass Twvn gaHHbIX 4N9 XpaHeHUa 3alngpoBaHHbIX napornemn
citext CTpOKOBbIV TN AaHHbIX, HEYYBCTBUTENbHbIW K pEerncTpy
cube Tvn MHoromepHoro ky6a
dblink ®PyKkHUMKM ONA NOAKMYeHNs K ApyrM 6asam JaHHbIX U3 TeKyLLen ceccum
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lNpodomxeHue mabnuup! 1

Mogaynb

OnuncaHue

dict_int

I'Ipwmep peannsaunmn pacmpdaemoro wabnoHa crnoBapd ansd rnosfiHoTekK-
CTOBOIO NMOUCKa

dict_xsyn

MpuMep peanusaumm pacluMpseMoro WabnoHa crnosapst CUHOHMMOB Ans
MOMHOTEKCTOBOTO MoMcKa

dummy_seclabel

Hpmmep peann3auun noctaBsLllmKa METOK A4 ob6bekToB 6a3 AaHHbIX

earthdistance DYHKUMKM ONs pacyeTa pacCTosHUSA MeXay ABYMS TOMKaMu 3eMHOWN Mo-
BEPXHOCTH

file_ fdw OGepTKa BHELWHUX AaHHbIX (FOREIGN DATA WRAPPER) ans dannos

fuzzystrmatch PyHKUMN NEKCUYECKOTO CPaBHEHUSA CTPOK

hstore Tvn gaHHbIX ANS XpaHEeHUs nap Knoy-3HavyeHne

intagg Arperupytowime yHkummM ansa uenoro (integer) M nNepeyvncnsaemMoro
(enum) TMNOB AaHHbIX

intarray ®PyHKUMM 1 onepaTopbl Ans paboTbl C HENYCTbIMU MaccuBaMm LEenbIX
yncen

isn Tun gaHHbIX ANs XpaHeHUsa 3Ha4YeHUI PasnNUYHbIX MEXOYHAPOOHbIX CTaH-
AapToB

lo PyHKUMM ans ynpaeneHns 6onbwnmm odobektamn (LARGE OBJECT)

ltree Tvn gaHHbIX, NO3BONAOLLMIA XPaHUTb METKM OOBEKTOB B BUAE MepapxXu-
YEeCKOW CTPYKTYpbl AaHHbIX Hanogobve gepesa

orafce OyHkumm ana murpaumm ¢ CYB/[ Oracle Ha PostgreSQL

pageinspect PyHKUMM ANSA nonyyYeHus MHopMaLuumn o cogepXaHum cTpanul B 6a3ax
OaHHbIX

passwordcheck lMo3BonsieT NpoBepsiTb NOMNb30BaTENbLCKME NAPONN, yCTaHaBnMBaeMble

KomMaHgamun ALTER ROLE u CREATE ROLE Ha MpOCTOTY

pg_buffercache

®yHKUMM ONs Nony4YeHus TekyLlen nHopmauum o pasaensieMoM Kelle

pg_freespacemap

®yHKUMM 4Na NonyYeHus Hopmaummn o cBo6oAHOM NPOCTPaHCTBE OT-
HOLLEeHMS

Pg_prewarm

q)yHKLI,I/II/I OnaA 3arpy3kun BCero oTHoWeHnA B NaMATb

pgrowlocks

DyHKUMM ansa nonydeHnst nHdpopmMaumm o0 6r10KMPOBKaxX OTHOLLIEHWMN

pg_stat_statements

®yHKUMM ANs NonyyYeHns nHdopmauum o CTaTUCTUKE UCTIONTHEHUS 3anpo-
COB cepBepa

pgstattuple PYHKLMN NS NONyYeHUst pasnmnyHon HopMaunm o CTaTUCTUKE 3anucei
pg_trgm PyHKUMM ONSA cpaBHEHUS TEKCTa

pldebugger DyHKUMM ONa oTNagkM 3anpocoB, HanuMcaHHbIX Ha pl/psql

plproxy A3blk ANs yganeHHoro Bbi3oBa (pyHKUMIA Ha cepBepax 6a3 AaHHbIX

postgres_fdw

BHewHss obepTka AaHHbIX FOREIGN DATA WRAPPER ans PostgreSQL

seg

Twun gaHHbIX ona npencraBneHna nHTepeasioB TOYEK

smlar

CDyHKU,VII/I anga onpegeneHnda ngeHTN4YHOCTU MacCcunBoB

spi

Mpumepbl oyHKLMIA SPI
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OkoHyaHue mabnuusi 1

Mogaynb Onwncanune

sslinfo DyHKUMM ansa nonydeHns nHgopmMaumm o SSL cepTudukarax

tablefunc dyHKUMK, BO3BpaLLatoLne Tabnuupl

tcn TpurrepHble hyHKUMN, BbiCbINaloLLmMe aCUHXPOHHbIE COOOLLEHUS cryLla-
Tenam

test_decoding Mpumep nNnarvHa NorM4eckoro AeKoanpoBaHUs

test_parser Mpumep napcepa Anst NONIHOTEKCTOBOrO Noucka

test_shm mg Mpumep ncnonb3oBaHUa QUHAMUYECKN pa3nensaeMon namsT ons Cos-
MECTHOrO MCMoNb30BaHNSA CepBepPOB

tsearch? ®PyHKUMM NONHOTEKCTOBOrO Nnomncka

unaccent ®PyHKLMM NONMHOTEKCTOBOrO MOMCKa, yaansoLwme Bce ANaKpUTUYecKne
3HaKmM

uuid-ossp PyHKUMM AN reHepaummn YHUKanbHbIX naeHTudukatopos (UUID)

xml2 dyHkumm ansa pabotel ¢ XPath n XSLT

MpumeyaHunsa:

PacwmpeHne smlar cogepXuntcs B nakete postgresql-11.x-smlar.
PacwmpeHne orafce cogepxuTcs B NakeTe postgresql-11.x-orafce.
PacwupeHne pldebugger coOepXUTCA B NakeTe postgresqgl-11.x-pldebugger.
HononHuTtenbHo noctaensetca nogaepxka 1C B nakeTe postgresqgl-contrib-11.x.

PaclwmpeHne plproxy COOEpPXUTCA B NakeTe postgresqgl-11.x-plproxy.

2B o

Bce ocTanbHble paclumpeHus cogepaTcd B Nakete postgresqgl-contrib-11.x.
1.3. HacTponka

Hactpoika cepepa CYB[] ocyLiecTBnsieTca yCTaHOBKOW NapamMeTpoB B KOHpurypauu-
OHHOM (panne postgresql.conf. B gononHeHne K ¢anny postgresql.conf B PostgreSQL
ncnonb3yeTcs elle ABa KOHUrypauMOHHbIX dharna, KOTOpble KOHTPONUPYKT ayTeHTuduKa-
uuo knneHTa. Mo ymonyaHuio Bce 3TU Tpu dharna HaxoaATCsl B Katanore AaHHbIX Kna-
ctepa B[] wnn B COOTBETCTBYIOLEM KracTepy KOHMUrypauuoHHOM KaTarnore, Hanpumep
/etc/postgresql/x.x/main. 3a pacrnonoXeHne ykasaHHbIX hansioB OTBeYaloT KoHGUrypaum-
OHHble NapaMeTpbl, NpMBeaeHHbIe B Tabnuue

MpunmeyaHwue. Hekotopble cnocobbl ncnonbsosaHus CYB[ (Hanpumep, opraHnsauus
cepBepa ans 1C) moryT TpeboBaTb fononHUTENLHON HacTponkn cepsepa CYBL n OC.

MpumeyvyaHune. OCOBEHHOCTN HACTPONKN ayTeHTUdMKaunn ans paboTbl B TEKyLLEN

OC npuBegeHbl B (1.4,
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Tabnuuya 2
MapameTp Onucanune
data_directory OnpepenseT katanor Ans XpaHeHUs OaHHbIX

Onpepnenser OCHOBHOW KOHUIypaLNOHHbIN dann cepBepa
config file (postgresqgl.conf). 3HayeHMe 9TOro napametrpa MoxeT ObiTb 3aja-
HO TONbKO B KOMaHAHOWN CTPOKe postgres

Onpenendetr KOHUrypaumoHHbli hann gna ayteHTudukauum no yanam

h fil
ba_tile (pg_hba.conf)

OnpepenseT koHUIypaumoHHbIA dbann gnga ayTeHTudukaumm no metony

ident fil
taent_ti-e ident (pg_ident.conf)

OnpepenseT nmsa 4ONONHUTENBHOMO hanna ¢ naeHTudrkaTopom npotecca,
external_pid_file | KOTOpbLIN cepBep co3daeT And UCNoNb30BaHUA nporpaMmmMmamMy agMUHUCTPUPO-
BaHUA cepBepa

[Ona HacTponku paboTbl cepBepa C MaHOaTHbIM YyNpaBneHMEM OOCTYNOM cylle-
CTBYET psf KOH(UIypauMoHHbIX NapameTpoB, YKasblBaeMblX B KOH(UrypauMoHHOM daune
postgresql.conf. OnucaHne napameTpoB npueegeHo B gokymeHTe PYCBE.10015-17 97 01-1
«OnepaunoHHasa cuctema cneymnanbHoro HasHadeHust «Astra Linux Special Edition». PykoBogcteo
no KC3. Yactb 1».

BHUMAHMUE! lMpn ncnonb3oBaHmn 3awmuweHHoro cepsepa CYB[ mn3 coctaBa OC B
pexnme MaHA4aTHOroO ynpaerieHns 4OCTYNOM HEOBX0AMMO B KOHGUrypauMoHHOM dhaine Knacrtepa
postgresqgl.conf onga napameTpa enable_bitmapscan ycTaHOBUTb 3HayeHue off n anga
napameTpa ac_ignore_socket_maclabel yCcTaHOBUTb 3Ha4YeHue false.

Mpn ncnonb3oBaHMM OTHOCUTENBHOMO NYTU AN 3a4aHUA 3HAYEeHU ITUX NapameTpoB
nyTb OyAET OTCUMTLIBATLCS OT Katasora, B KOTOPOM 3anylleH postgres.

3a yCcTaHOBKY COeMHEHUI OTBEYaloT KOH(PUrypaLMOHHbIE NapaMeTpbl, NpuBeaeHHbIE B
Tabnuue [3|
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Tabnunua 3

MapameTp Onmcanune

Onpepgensier TCP/IP-agpeca, no KOTopbiM cepBep OOS-
KEH OXMOaTb COEAMHEHUS OT KIMEHTCKUX MPUINOXEHUN.
3HayeHne opmupyeTca B BuOEe MEPEYHH pasgenes-
HbIX 3ansaTOM UMeEH y3rnoB u/unu yucnosbix |IP-agpecos.
CneumanbHbIi 3HAK * COOTBETCTBYET BCEM AOCTYMHbIM
IP-agpecam. Ecnn cnucok nycT, cepBep He CrywaeT HU
oavH IP-nHtepdenc. B atom crnyyae yctaHoOBKa coeuHe-
listen_addresses HUS C CEpBEpPOM BO3MOXHa TOSIbKO C MCMNOSIb30BaHWEM
JomeHHbIx coketoB UNIX. o ymonyaHuio 3HadeHuem
napameTpa sBnseTca localhost, KOTOpOe MNO3BOSs-
€T co3gaBaTb TOMbKO fokarnbHble loopback-coegnHeHus.

BHUMAHME! B HacTosLLee BpeMs OTCYTCTBYET noaaepxka
npotokona IPv6. 3agaBaemMble B 3TOM napamMeTpe agpeca
OOJIMKHbI COOTBETCTBOBATbL NpoTokony IPv4

Onpenensaet TCP-nopT, Ha KOTOPOM CEPBEP AOIMKEH OXU-
AaTb COeAMHEHMNS OT KITMEHTCKUX NPUMOXeHW (No ymon4a-
port HUO — 5432). Cnegyet oTMETUTB, Y4TO ANs Beex IP-agpecos,
yKa3aHHbIX B listen_addresses (string), Ucnonbay-
eTcsa OWH U TOT e nopT

Onpe/J,enﬂeT MaKCuMalibHoe YMCio OgHOBpPEMEHHbIX coean-

max_connections .
- HeHul ¢ cepBepom CYB[]

OnpenensieT YACno COEANHEHNI, 3ape3epBMPOBaHHbIX OIS

superuser_reserved_connections .
noakrnoveHnst cynepnornb3oBatenen PostgreSQL

Onpegenset rpynny, Bragewowy AOMEHHbIM COKETOM
UNIX. Brniagenbuem cokeTa Bcerga ABNsieTCS MOrib3oBa-
Tenb, 3anyckawwmmn cepeep. Vicnonbayetcs B KOMOMHaLMM
C NapaMeTpoM unix_socket_permissions, Kak gonori-
HUTENbHbIN MeXaHWU3M KOHTPONs AOoCTyna Ans CoeanHEeHUN
B fomeHe UNIX

unix_ socket_group

OnpepgenseT npaea goctyna ans gomeHHoro coketa UNIX.
[Ona npomeHHoro coketa UNIX nmeet 3HavyeHne TOMNbKO pas-
pelleHne Ha 3annchb, U cnegoBaTenbHO HET HE0BXOAUMOCTHU
yCTaHaBnMBaTb UMK yaanaTb pa3peLlleHne Ha YTEHne unu
BbiNonHeHue. [JaHHbIN MexaHN3M KOHTPOMS JoCcTyna He 3a-
BUCUT OT ME€XaHn3ma ayTeHTUPUKaLMM KNneHTa

unix_socket permissions

1.4. HacTtpouku ayteHTUpMKaumm

Mpwn nonbiTke coeanHeHust ¢ cepeepoM CYB[] KnnMeHTcKoe NpunoXxeHue ykasbliBaeT Norb-
3oBaTensa CYB[] PostgreSQL, oT MMeHM KOTOPOro ocyulecTBAgeTca nogknoveHne. B npegenax
okpy>xeHusa SQL aktuBHoe nmsa nonb3oBatena CYB[ onpenensaet npaea Ha o6bekTbl B/.

PostgreSQL npeanaraeT HECKONbKO pasnunyHbiX METOAOB ayTEHTUMUKALUKN KITUEHTa.

MeToga, I/ICI'IOJ'Ib3yeMbIIZ ansa ayTeHTI/I(*)I/IKaU,VII/I KOHKPETHOIo KIMEHTCKOro coeanHeHns, Moxxet ObITb
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BblGpaH Ha OCHOBE agpeca y3na ceTu knnenTa, bl n nonb3oBarens.

HecmoTps Ha To, 4To nmeHa nonb3oBatenen CYB[ PostgreSQL nornyeckn otgeneHsl
OoT umeH nonb3osarenen OC, B KOTOPON 3anyLleH cepBep, B COOTBETCTBUN C TpeboBaHMAMM MO
3awuTe nHdopmaumm ot HC[L, tTpebyetcs conoctasneHune nonb3oBatenen CYB[ nonb3oBatensam
OC. Takum obpasom, npn HacTporke ayteHTudmkaumm B CYB[] cneayet ncnonb3oBaTb TONMbKO
MeToabl ayTeHTUMKaLMN, B KOTOPbIX OCYLLECTBseTCA NnogobHoe conoctaenenune. Ons apyrmx
nornb3oBaTenen OCyLecTBNAETCS AOCTYN TONbKO K He3alMLWEeHHOW NHpopmaumn.

BHUMAHMUE! [1ns obecneyeHns HopmanbHoOM paboTbl NONb30BaTeNs C CETEBLIMU CEPBU-
caMu OOMKHbI ObITb IBHO 3a4aHbl Anana3oHbl €r0 MaHOATHbIX YPOBHEW U KaTeropun ¢ NoOMOLLbHO
COOTBETCTBYIOLUMNX YTUMNT, AaXe ecnv eMy He A0CTYMHbl YPOBHU U KaTteropumn Bbiwe 0.

[ns KoppeKkTHOro (pyHKLMOHUPOBaAHMA aBTOpuU3aumMnm HeobxoauMmo nonb3oBaTeso, oT
kotoporo pabotaetr CYB/[ PostgreSQL (no ymonyaHunioo — postgres), NpegocTaBuTb Npasa Ha
yTeHne nHdopmaumm u3 b nonb3oBaTenen n ceegeHnin o MeTkax 6e30nNacHOCTM U NPUBUIETUAX:
usermod -a -G shadow postgres
setfacl -d -m u:postgres:r /etc/parsec/macdb
setfacl -R -m u:postgres:r /etc/parsec/macdb
setfacl -m u:postgres:rx /etc/parsec/macdb
setfacl -d -m u:postgres:r /etc/parsec/capdb
setfacl -R -m u:postgres:r /etc/parsec/capdb

setfacl -m u:postgres:rx /etc/parsec/capdb

1.4.1. Ucnonb3oBaHue PAM ayTeHTUMKaLun

Ansa Hactponkn PAM B PostgreSQL Heob6xoaumo co3gaTh NoKarnbHble YYeTHble 3anmncu
nonb3oBaresnien 1 HasHa4YnTb UM MUHUMArbHbIE N MakCUMaribHbIe YPOBHU KOHOUAEHUNANLHOCTH
n Kateropumn KkoHuageHumnaneHocTU. B napameTtpe KoHdUrypaummn pg_hba.conf Heobxoanmo

ykasaTb TpebyeMblii MeToa ayTeHTUduKaLuum B nocrneaHemM ctonbue, Hanpumep:
host all all 0.0.0.0/0 pam

1.4.2. \cnonb3oBaHue CKBO3HOM ayTeHTuUcukauum B EMM

[Onsa obecnedyeHna ckBO3HOM ayTeHTMdMKaumm nonb3osatenen ENMM (cM. OOKYMeHT
PYCB.10015-17 95 01-1«OnepaunoHHas cuctema crneumanbHoro HasHadeHusi «Astra Linux
Special Edition». PykoBoactBo agmmnHuctpatopa. Yacts 1») B CYB[] HeobxogmMmo B kayecTse
MeToda ayTeHTUdMKaLUN yKkasaTb gss M NPOBECTM COOTBETCTBYIOLLYIO HACTPOMKY cepBepa U
knueHta CYB[ PostgreSQL.

Ana pabotel CYB[ PostgreSQL B ElNMIM HeobxognMMo BbINOMHEHME CReayroLmnX YCNoBUiA:

1) HanuMumMe B cucTeMax, Ha KOTOpPbIX (YHKUMOHMPYHOT cepBep U knueHTol CYB[

PostgreSQL, yctaHoBneHHoro naketa knmeHta ALD — ald-client;

2) paspewieHne MMeH OOJTXHO ObITb HaCTpOEeHO TakKnum 06p330M, 4YTOBObI UMSI CUCTEMBI pas-
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peLuanoch, B NepByto ovyepeapb, Kak NosiHoe ums (Hanpumep, myserver .example. ru);

3) knueHT ALD gomkeH ObiTb HACTPOeH Ha ucnonb3yembin ALD gomeH.

[nsa npoBegeHusa onepaumi no Hactporike ALD 1 agmuHucTpupoBaHuto Kerberos Heobxo-
AUMO 3HaHune naponen agmuHucTpatopoB ALD n Kerberos.

1.4.2.1. CepBep

[nsa obecneyeHns coBmectHon paboTtebl cepepa CYB[ PostgreSQL ¢ ALD Heobxoanmo,
4yTo6bI cepBep CYB[ PostgreSQL dyHKkLMoHMpoBan kak cepuc Kerberos. BbinonHeHne gaHHOro
ycnosus Tpebyet Hannums B B[ Kerberos npuHuunana gns cepeepa CYB[, PostgreSQL, nms
KOTOpOro 3agaercsa B oopmare:
servicename/hostname@realm
rae UMsi cepBuca servicename COOTBETCTBYET MMEHWM YYETHOWM 3anucu nosib3oBaTens, oT Ko-
Topon ocyuiecTBnsieTcss yHKunoHnpoBaHue cepBepa CYBL PostgreSQL (no ymonuaHuio —
postgres), U yKasblBaeTcs B KOHUrypaumoHHoM hanne cepsepa PostgreSQL kak 3HadeHune
napameTpa krb_srvname. B kayecTBe 3Ha4yeHNA hostname yKa3sblBaeTCs NOSIHOE JOMEHHOe
NMSI CUCTEMbI, Ha KOTopon doyHKUMoHUpYeT cepBep CYB[ PostgreSQL, a B kayecTBe 3Ha4yeHUs
realm — ums gomeHa ALD.

CywecTByeT ABa BapuaHTa HacTpouku pabotel cepepa CYB[ PostgreSQL ¢ ALD:

1) BCe knactepa ncnonbayT oanH npuHuunan Kerberos;

2) knacTepa Mcnonb3ylT pasHble npuumnansl Kerberos.

[nsa Hactpovikn cepeepa CYB[] nepBbiM cNnocobom HeEOBXOAMMO BbINMOMHUTL CreayLmne
AencTeus:

1) cosgatb B B[] ALD ¢ nomouwbio yTunuTel agMmuHuctpuposanus ALD npuHuunana,

COOTBETCTBYOLLEro yctaHasnmeaemomy cepepy PostgreSQL. MNpuHumnan co3gaetca ¢

aBTOMaTUYECKN CreHepPUPOBaHHbLIM CryYanHbIM KIHOYOM:

ald-admin service-add postgres/server.my_domain.org

2) BBECTWM CO34aHHOro NpuHUMnana B rpynny cepBUCOB mac, UCMOMb3ysa crnegyroLyro

KOMaHAy:

ald-admin sgroup-svc-add postgres/server.my domain.org —--sgroup=mac

3) cospaTb hann knoya Kerberos ansa cepesepa CYB[ PostgreSQL ¢ nomoLybio yTUnnThbl

aaMuHuctpmpoBaHus ALD ald-client, ncnonb3ysa cnegyoLwlyo KOMaHay:

ald-client update-svc-keytab postgres/server.my_domain.org

--ktfile="/etc/postgresql-common/krb5.keytab"

[MpaBa gocTtyna K aTomy dpaunny A0SMKHbI NO3BONATL YNTATb €ro nonb3oBarernto, oT uve-

HW1 koToporo pabotaeT cepsep CYB[ PostgreSQL (kak npasuno, Bnagensuem canna

Ha3Ha4yaeTcs nosib3oBatesNlb postgres);

4) cMeHuTb BnagernbLa, Nofy4YeHHOro Ha npegblayliem ware, panna krb5. keytab Ha

nonb3oBaTens postgres, BbINOMHUB CReayoLLy0 KOMaHay:
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chown postgres /etc/postgresqgl-common/krb5.keytab

5) ykasaTb 4515 BHELUHUX coeauHEHU B KOoHdurypaumoHHomMm danne cepsepa CYb[

PostgreSQL /etc/postgresql/x.x/main/pg_hba.conf MeToq ayTeHTUdUKaLMN

gss.

host all all 192.168.32.0/24 gss

[nsa HacTpownkn cepsepa CYB[ BTOpbIM cnocob6om HeO6X0ANMO BLINOMHUTL CrieayoLmne
JencTBus:

1) cosgatb B B[] ALD ¢ nomoLubto yTunutel agMmmHucTpuposaHna ALD npuHumnana gns

knactepa CYB[. MpuHumMnan co3paeTca ¢ aBTOMaTUYECKN CreHEPUPOBaHHbBIM CITyYanHbIM

KIHOYOM:

ald-admin service-add umsa_ npuHuunana/server.my domain.org

2) BBECTWM CO34aHHOro NMpuHUMnana B rpynny CEPBUCOB mac, UCMOMb3ysa CneayroLyro

KoMaHay:

ald-admin sgroup-svc-add umsi_npuHLunana/server.my_domain.org -—--sgroup=mac

3) cospgaTtb hann knioda Kerberos ona cepsepa CYB[] PostgreSQL ¢ nomoubto yTunm-

Tbl agMuHUcTpmpoBaHna ALD ald-client, ncnonb3ysa cnegytowlyto komaHay (npymep

npuBeneH onga knacrepa bl no ymonyaHmio):

ald-client update-svc-keytab wuma npunnunana/server.my_domain.org

—-—ktfile="/etc/postgresql/l11l/main/krb5.keytab"

MonyyeHHbIN dhann gormkeH ObiTb goctyneH cepsepy CYB[ PostgreSQL no nytu, yka-

3aHHOMY B KOH(pUIypauUmMoHHOM napameTpe krb_server keyfile (B JaHHOM crnyyae —

/etc/postgresgl/11/main/krb5. keytab). lNpaBa goctyna k atomy darnny OOmK-

Hbl MO3BONATbL YATATb €ro nonb3oBaTento, OT UMEHN koToporo pabotaet cepeep CYB[

PostgreSQL (kak npasuro, Brnagensuem danna HazHa4yaeTcs nonb3oBaTteslb postgres);

4) cmMeHuTb BnagenbLa, Nofy4YeHHOro Ha npegblayliem ware, dpanna krb5. keytab Ha

nonb3oBaTens postgres, BbINOMHUB CReayoLLy KOMaHay:

chown postgres /etc/postgresql/ll/main/krb5.keytab

5) 3agatb B KOHpurypaumoHHom  dhavne  cepBepa CYBL  PostgreSQL

/etc/postgresqgl/ll/main/postgresqgl.conf nyTb K Kno4vy cepBepa CYB[

PostgreSQL.:

krb_server keyfile = ’/etc/postgresql/ll/main/krb5.keytab’

6) ykasaTb AN BHELUHUX coeguMHEHUN B KOHdurypaunoHHom cpanne cepsepa CYB[]

PostgreSQL /etc/postgreslq/x.x/main/pg_hba.conf MeToa ayTeHTudmkaumm

gss.

host all all 192.168.32.0/24 gss

MpumeyvaHue. na nogknoyeHna k cepsepy CYB[, ma npuHumnana Kotoporo oTnu-
YaeTcs OT UMEHU NpuHuMnana no ymonyaHuiw (postgres), UCNOMb3yeTca crneayolas KomaHaa:

psql "dbname=db user=dbuser password=password host=astra.test.ru port=port



13
PYCB.10015-17 95 01-2

krbsrvname=uma_npuHnunana"
1.4.2.2. KnueHt
O6Lwme ycnoBus, Npu KOTOpbIX obecnevymBaeTcss COBMECTHOE PYHKLMOHMPOBAHME KIn-
eHToB CYB/[] PostgreSQL c ALD, cm. B[1.4.2] Kpome Toro, cepep CYB[ PostgreSQL pormkeH
ObITb TaKKe HacCTPoOeH cooTBeTCTBYOLWMM o6pasom (cMm. [1.4.2.1). Aina HacTpoiikn knueHTa CYB[
PostgreSQL Heobxoanmo:
1) cosgatb B B[] ALD y4yeTHyto 3anucb nonb3oBartend, 3apernctpuposaHHoro B CYB[]
PostgreSQL (Hanpumep, pgusername). [lononHutensHas nHgopmauusa npueegeHa B
pykoBoacTBe man Ha ALD;
2) 3agaTtb B Ka4yeCcTBe 3HaYeHUsl NapameTpa CoeaAnHeHus krbsrvname MMSA cepBuca
servicename, UCNOSb3yeMOe Npu cosgaHum npuHuunana cepsepa CYB[ PostgreSQL.
Nmsa npuHumnana cepsepa CYB[] PostgreSQL 3agaetcs B pbopmarte:
servicename/hostname@realm
roe servicename — 0ObIMHO UMSA ydeTHOW 3anucu cepsepa CYBL PostgreSQL, wnc-
nonb3yemMoe npu cosgaHum npuHuunana cepesepa CYB/[ PostgreSQL (no ymonyaHumio —

postgres), a hostname — NOMHOE JOMEHHOE UMSI CUCTEMbI, HA KOTOPOW (YHKLIMOHMPY-
et cepsep CYB[] PostgreSQL.

1.5. YnpaBneHue knactepamu CYB[]

HecmoTps Ha BO3MOXHOCTb ynpasneHusi cepsepamu CYB[] ¢ NOMOLLbIO WITATHbLIX YTUUT
PostgreSQL, HacTosTeNnbHO pekoMeHayeTCs UCNonb3oBaTh Afs 3Toro nocraensemosimm ¢ OC
WHCTPYMeHTbI ynpasneHna knactepamu CYB[ PostgreSQL. [laHHble yTUNuTLI BXOAAT B COCTaB Na-
KeTa postgresqgl-common W NPeACTaBnsatoT COBON CKPUMTLI, OCYLLECTBASAIOLWME BbI3OB LUTATHbIX
ytunut PostgreSQL, Ho ¢ ydeTom crneumndmkm OC 1 BO3MOXHOCTN OQHOBPEMEHHOIO yrpaBneHus
Krnactepamu pasHbix Bepcun CYB[.

[aHHble yTUnuUThl NO3BOMSAOT CO34aTb HECKOMNBLKO 9K3EMMJSISIPOB KacTepoB pasHbIX Bep-
CUIN C COBCTBEHHbBIMU KOHGUIYpaUMOHHbIMKU hannamu. NpaBkon KOHMUrypaunoHHbIX dhannos
Knactepa MOXHO ykasaTb nopT, IP-agpeca, kotopble 6yaet cnywaTtb Knacrtep U T.4.

K onucbiBaeMbIM yTUIMTaM OTHOCATCS:

- pg_createcluster — yTunuTa no cosgaHuio HoBoro knactepa (cm. |1.5.1));

- pg_ctlcluster — yTunuTa no ynpasneHuto knactepom (cm. [1.5.2);

- pg_dropcluster — yTunura no yaaneHuto knactepa (cm. [1.5.3);

- pg_lsclusters — yTunuTa no NPOCMOTPY COCTOSIHUN CYLLECTBYIOLLMX KIlacTepoB

(cm. [1.5.4);

- pg_upgradecluster — yTunuTa no obHoBneHMO knactepa (cm. (1.5.5)).

YTnnutel NCNONb3yOT €AnHbIM hopMaT BbI30Ba crnefyroLlero suaa:

Pg_<uMs YTHUIIUTH> [omuuu] BepcHsi-KJlacTepa HMs-KjlacTepa <OencTBue>
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B 3aBMCUMMOCTM OT Ha3HaA4YeHMSA YTUNNTBI HEKOTOPbIE 3NEMEHTbLI KOMaHAHOW CTPOKK Bbi30Ba MOryT
OTCYTCTBOBaTb.
O6wwmin nogxon 3aknto4aeTcs B hmnanyeckomMm pasHeceHnn darnnoB pasHbIX KnacTepos B
npegenax annoson cuctembl. Kak npaBuso, NCNonb3yTca cnepyroliee pacrnofoxeHue:
- /usr/lib/postgresql/Bepcusa-CYB]L/ — 3arpyxaemble mogynu CYB/[ onpegeneH-
HOW BEpPCUU;
- /usr/share/postgresql/Bepcusa—-CYBI/ — pa3gendemble dannbl CYB[ onpene-
NeHHon Bepcuu;
- /etc/postgresql/Bepcusi-knacrepa/umMsi-kuacrepa — KOH(UrypaunoHHble
dannbl KOHKPETHOrO KIacTepa;
- /var/lib/postgresql/Bepcus-knacrepa/uMsa-Kiacrepa — HENOCpeaCcTBEHHO
KaTanor AaHHbIX KOHKPETHOrO KrnacTepa.
[anee npuBegeHO onvcaHe UCMNOb30BaHWS NepevmcneHHbiX yTunuT. bonee nogpobHas

NHGOPMaUUS MOXET ObITb HalljeHa B PYKOBOACTBE man AN KaXAO0N U3 YTUIUT.

1.5.1. Co3paHue KnacTtepa - pg_createcluster

[ns cosnaHusa knactepa CYB[ npumeHsetca ytunuta pg_createcluster. YTunura
NPUHUMAET B KayeCTBe aprymMeHTOB Bepcuio U nms tpebyemoro knacrtepa. Npu atom cosga-
eTCs KrnacTep C HacTpomkamun nNo ymondaHuio. B koHe4yHOM cyeTe Bbi3biBaeTcs ytunuta CYB[
PostgreSQL initdb, koTopon nepenatotcs npuHaTble B OC pacnonoxeHust pannos n Tekylume
3HayeHus nokanu. CywecTByeT BO3MOXHOCTb M3MEHEHUSA NOBEAEHUS MO YMOSYAHMIO C MOMOLLbIO
onuun.

dopmart BbI30OBa:
pg_createcluster [onuuu] BepcuUsa-KJlacTepa uUMsA-kKJacTepa [—--port PORT]

Hanpumep, ans cosgaHusa knactepa main, pabotatowero Ha nopty 5433, ansa CYB[
PostgreSQL Bepcun 11 He0BXOANMO BbLINONHUTL:

pg_createcluster 11 main --port 5433

1.5.2. YnpaBneHue knactepom - pg_ctlcluster

[ns ynpasneHus knactepom CYB[ npumeHsaeTca ytunuta pg_ctlcluster. YTunura
NPUHMMAET B Ka4eCTBE apryMeHTOB BepCcuto, nmMs Tpebyemoro knactepa u ogHoO 13 OENCTBUN:

- start — 3anyck aksemnnsapa CYB[ ansa ykasaHHoro knacrtepa;

- stop — ocTtaHoB 3k3emnnspa CYB[ ons ykasaHHOro Knacrepa;

- restart — nepesanyck ak3emnnapa CYB[ anga ykasaHHOro knacrtepa;

- reload — NOBTOPHOE YTEHME KOHUIYpaUMOHHbIX (ParnnoB yKkaszaHHOro Kracrtepa cep-

Bepom CYB[;

- promote — cneuuanbHas KOMaHga nepeBofa pe3epBHOro cepsBepa U3 COCTOSAHUSA

BOCCTaHOBJ1€EHNA B COCTOAHUE NpnUemMa 3arnpocoB.
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B koHeuyHOM cuyeTe BbidbiBaeTcs ytunuta CYB[] PostgreSQL pg_ctl, KoTopon nepeaatot-
ca npuHaTble B OC pacnonoxeHus gannos. CylecTByeT BO3MOXHOCTb N3MEHEHNSA NoBeAEHUS
Nno YMOM4YaHMIO C MOMOLLLIO OMLMA.

dopmar BbI30Ba:
pg_ctlcluster [onuuu] Bepcus-KJIacTepa HUMsA-KJlacTepa OencTBue —-- [onnuu pg_ctl]

Hanpumep, ona nepesanycka knacrtepa main gns CYB[ PostgreSQL Bepcun 11 Heobxo-
OVMO BbIMOMHAUTD:

pg_ctlcluster 11 main restart

1.5.3. YpaneHune knacrtepa - pg_dropcluster

[ns yoaneHuna knactepa CYB/L npumeHsaeTca ytunuta pg_dropcluster. YTunurta npum-
HUMaeT B Ka4eCcTBe apryMeHTOB Bepcuio U nms tpebyemoro knactepa. Npu aTom ygansawoTcs
Bce dhannbl Knactepa. YkaszaHume onuum —-stop NpuBoanT K octaHoBKke cepBepa CYB[ nepen
yaaneHnem gpannos Knacrtepa.

dopmar BbI30oBa:
pg_dropcluster [--stop] Bepcus-xkjacTepa HUMsA-KJacTepa

Hanpumep, anga yganeHus knactepa main ans CYB[ PostgreSQL Bepcun 11 Heobxoammo
BbINOSHUTD:

pg_dropcluster 11 main

1.5.4. NMpocmoTp cocTosiHUe KnacTtepoB - pg_lsclusters
[nsa npocmoTpa CoCTosiHUSA cyllecTByoWwmMx knactepos CYB[ npumeHsieTca ytunmta
pg_lsclusters.
dopmar BbI3oBa:
pg_lsclusters
YTunuta BbIBOAUT CNUCOK CYLLECTBYHOLLMX KNAacTepoB B Crieayowem Buae:
# pg_lsclusters
Ver Cluster Port Status Owner Data directory Log file

11 main 5432 online postgres /var/lib/postgresqgl/ll/main /var/log/...

1.5.5. O6HOBREeHMe Knacrepa - pg_upgradecluster

pg_upgradecluster OB6HOBNAET cyllecTBytowmmn knactep PostgreSQL Ha HoBYyto Bep-
CUI0 KracTepa, yKa3aHHyH C NMOMOLLbO NapamMeTpa newversion (MO YMOMYaHUIO: NOCNEOHNAS
nocTtynHaa Bepcns). KoHpurypaunoHHble dhainbl KOMMPYKTCA CO CTaporo Kractepa Ha HOBbIN.

dopmar Bbl30oBa:
/usr/bin/pg_upgradecluster [onuuu] cTapas—-BepCHUsi HMs-KJlacTepa

[HOBHM-KaTaJIOr — JAHHHIX ]
BHUMAHUE! T[locne 3aBeplweHus npouecca OBOHOBMEHUST HeobXoaMMO YyCTaHo-

BUTb NapameTp ac_auto_adjust_macs B 3HadyeHue false B KOHMUrypauuoHHOM cpaune
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postgresqgl.conf «HOBOro» Knacrepa.
1.6. OcobeHHOCTM ynpaBneHus pasrpaHnyYeHMeM gocTtyna

MNMoapo6Hoe onvcaHve U paclunpeHns s3bika SQL ans ynpaeneHust MaHaaTHbIM yrpasne-

Huem goctynom npmeBeaeHsl B AokymeHTe PYCB.10015-17 97 01-1.

1.6.1. MaHpaTHOe ynpaBrneHue OCTYNoOM

B ocHoBe mMexaHn3Ma MaHOATHOro yrnpasneHust AOCTYNOM NEXUT ynpaBneHne OCTYNoM
K 3awuwaembim pecypcam Bl Ha OCHOBE nepapxmyecknx n Hemepapxmyeckmx MeTOK 4ocTyna.
OTO NO3BOMSET peann3oBaTb MHOTOYPOBHEBYIO 3alLMTy ¢ obecnedeHnemM pasrpaHudeHnst 4ocTyna
nosib3oBartenen K sawuiaemoiM pecypcam Bl n ynpaBneHne notokamm nHgopmauuun. B ka-
YeCTBE MepapxXMYECKMX U HeEMepapxXMYeckmx MeTok goctyna npu ncnonb3osaHum CYB[ B OC
ncnonb3yTcs MeTkn 6esonacHoctn OC.

[na xpaHeHua meTkn obbekTa B[] BBeaeHo cnyxebHoe none maclabel. MNpu co3gaHnm
noboro obbekta b1, oH MapkmMpyeTca meTkon 6e3onacHOCTM Nonb3oBaTens Tekywen ceccun b[.
B nanbHenwem no 3Ton MeTke NPON3BOAUTCS pasrpaHndeHne 4oCTyna K Co3gaHHOMY OObLEKTY.

CYB[ PostgreSQL He nmeeT cOBCTBEHHOIO MeXaHU3Ma Ha3Ha4YeHus1, XpaHeHUs U MOau-

duKaLmm MeToK nornb3oBaTtenen 1 Ncnonb3yeT Ans aToro MexaHnambl OC.

1.6.2. OrpaHu4eHnsa NpM NCNoONb30BaHUM PONEBOro ynpaBneHnUsa 40CTYNoM

CYbB[] PostgreSQL 6bina gpopabotaHa ana obecnevyeHnss cOOTBETCTBUA TpeboBaHMAM
no 3awmrte UHOpPMaLUUN OT HECAHKLMOHUPOBAHHOIO AocTtyna. [pu peanu3aunmn HasBaHHbIX
TpeboBaHui Obina ycTaHOBIEHA HEOOXOANMOCTbL 0bBecnevYeHnss COOTBETCTBUSA NONb3oBaTenen
CYB[ yyetHbiM 3anucam B OC.

BBeaeHbl 4ONONHUTENbHbIE NapamMeTpbl, OrpaHMYMBaloLLIME pacnpocTpaHeHme npae Ao-
ctyna (cm. PYCB.10015-17 97 01-1).

1.6.3. Ocob6eHHOCTM OOHOBNEHUA KnacTtepa Npu UCNosib30BaHMU pg_upgrade

pPg_upgrade — WTaTtHasa ytunuta no obHoBneHuto knactepoB PostgreSQL, Bxogswas B
COCTaB nakeTta postgresgl-contrib-11.x.

W3-3a pasnuunin mogenen maHgaTHOro ynpaesneHnss 4OCTYNOM Npu BbINOMHEHUM 0O6HOB-
NeHns ¢ NOMOLLbI0 pg_upgrade Ha Bepcuto 11 Heo6XoaMMO BKINHOYNTL hnar aBTOMaTuyeckoro
nogbema MeTku 6e30MacHOCTM KOHTEMHEPHbIX 06bekToB 6a3 AaHHbIX (NapameTp ac_alow -
auto_adjust_mac = on). [pu wratHon akcnnyataumm CYB[ aaHHbIM napameTp AormkeH OblTb
OTKITIOYEH.

[ns obHOBNEHNA KnacTepa co crneayrwmMmmn o603HaYeHNAMM:

- NEW_VERSTION — «HOBasi» Bepcud Knactepa;

- NEW_CLUSTER_NAME — MS «<HOBOIO» KnacTepa;
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OLD_BIN — nyTb K «CTAapOMy» KaTtanory ¢ ucnonHsemoimu cpannamm PostgreSQL;

NEW_BIN — NyTb K KHOBOMY» KaTanory ¢ ucnosHsembiMn dgpamnamm PostgreSQL;

OLD_CONF — nyTb K Katanory KoH@UrypaLmnoHHbIX (haifioB «CTaporo» KracTepa;

NEW_CONF — nyTb K KaTtanory KoHurypaumoHHbIX hannoB «HOBOro» KracTepa;

OLD_PORT — nopT «cTaporo» knacrtepa PostgreSQL;

NEW_PORT — nopT «HOBOro» knactepa PostgreSQL
npeaycMOTpeH Crieayowmnn TUNNYHLIN CUeHapUi:
1) cosgaTb HOBbIM KnacTep:
$ sudo pg _createcluster PG _NEW VERSION PG _NEW_ CLUSTER NAME
2) B KOHGMrypaunoHHoM painsne postgresqgl.conf HOBOro KnacTepa ykasaTtb
ac_allow_auto_adjust_mac = on
3) ybeauTbcs, YTO «CTapbIny U «HOBLINY KacTepa BbIKIYeHbl. ECnn 3TO He Tak, BbIKMO-
YNTb UX C NOMOLbIO YTUNUTLI pg_ctlcluster;
4) ncnonb3ya yTunuty pg_upgrade, BbINOSHATL NPOLIECC NepeHoca AaHHbIX CO «CTa-
pOro» Ha «HOBbINY» KracTtep (KomaHay HeoBXOAMMO BbINOMIHUTL OT UMEHW NOoNb3oBaTeNs
postgres):
$ /usr/lib/postgresql/l11/bin/pg upgrade -b PG _OLD BIN -B
PG_NEW_BIN -d PG_OLD_CONF -D PG_NEW_CONF -p PG_OLD_ PORT -P
PG_NEW_PORT}
BHUMAHUE! T[locne 3aBeplleHusa npouecca OBHOBMEHUsT HeobXxoaMmmo YyCTaHo-
BUTb NapameTp ac_auto_adjust_macs B 3HayeHue false B KOHUrypaumoHHoOM cpawnne

postgresqgl.conf «HOBOro» Knacrtepa.
1.7. CpeactBa agMMHUCTPUPOBAHUA N 0becneYeHnss HaAeXHOCTU

1.7.1. Hactpounka pennukauumn

Pennukaunsa — MexaHn3m CUHXPOHM3aUUN COAEPXKMMOro HECKONbKUX KONUn 6a3 AaHHbIX.
PostgreSQL npepocTtaBnser HeCKOMbKO cnocoboB pennmKaLlmm KrnacTepos:

- nogannoBas — OCHOBaHa Ha nokomMaHgHom konupoBaHun WAL-cannos (1.7.1.1));

- MOTOKOBasi — OCHOBaHa Ha TpaHcnuposaHun notoka WAL-dannos BefgyLlero cepsepa
Ha Begombin (1.7.1.2);

- CNoTbl pennukauun — mogudukaums NoTOKOBOW pennmkaunm, No3sonsowas pennmum-
poBaTb CoAEepPXNUMOEe OOQHOMO BeayLLero cepBepa Ha HeECKOMbKO BeAOMbIX. B aToM pexnme
BeOyLLWIA cepBep He yaansaeT XypHarnbl TpaH3akuui 4o TexX nop, noka BeAOMblN (Be4OMble)
cepBep (cepBepbl) He oTunTaeTcs (otumTaroTcst) 06 nx npumeHenuu; (1.7.1.3)

- flormyeckas — OCHOBaHa Ha nepecblfike U3MEHEHUN COCTOSIHUS AaHHbIX BeayLiero
cepBepa 1 NPUMEHEHNN UX HA BEOOMOM,;

Kpome Toro, Bo3MOXHa pennukaums Tabnui, nocpeacTBOM aCMHXPOHHOW CUCTEMBI pensn-
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Kauuun Slony-I (1.7.1.4).

I'IpM onncaHmn pasrmyHblX cnocobos HaCTpOIZKM pennnkaunn ncnonb3yrTcAa crneaywuimne

0003Ha4YeHus:

- VERSION — Bepcusi CYB[] PostgreSQL;

- MASTER — UMs Knacrtepa, ABnsioLLEerocs BeayLmnumMm cepBepomM;

- MASTER_IP — IP-agpec Begyliero cepsepa,;

- MASTER _PORT — nopT paboTbl BeAyLlero cepeepa;

- SLAVE — nM$ Knactepa, ABNsALErocs BEAOMbIM CEPBEPOM;

- SLAVE_IP — IP-agpec Begomoro cepBepa;

- SLAVE_PORT — nopT paboTbl BeOMOro cepeepa,;

- REPL — uMs nonb3oBartens, obnagarwero npasamu pennukauum (REPLICATION), OT
MMEHM KOTOPOro peannayetcsa pennmkauns;

- WAL_DIR — kaTtanor gnsa xpaHeHna WAL-d¢annos BegyLiero cepeepa.

- REPL_PASSWORD — Maporib nosnb3oBaTens, oT UMEHU KOTOPOro peanuayeTcs pennuka-
LunA,

- MASTER DB — 6a3a gaHHbIX, N3 KOTOPOW peniMumnpyroTCs AaHHbIE;

- SLAVE_DB — 6a3a aHHbIX, B KOTOPYH PENMUUPYIOTCA JaHHbIE;

[na BbinonHeHus komaHg nepeHoca WAL-annos ¢ Beayllero Ha Be4oMbIN cepBep

TpebyeTcs yTunuta rsync.

CTBUA:

1.7.1.1. Hactpouka nodannosou (Log Shipping) pennukauumn

[na HacTpounku nodhannoBon pennukaumn HeobxoanMMo BbIMNONHUTL criegyolmne aen-

1) ocTaHOBUTL Be4OMbIN KracTtep 6a3 gaHHbIX:

$ sudo pg _ctlcluster $VERSION $SLAVE stop

2) cospgatb katanor gnsa xpaHexnmss WAL dpannos:

$ sudo mkdir $WAL DIR

3) Ha3Ha4YnTb BragernbLemM 3TOro Katariora nosfib3oBaTernd postgres:

$ sudo postgres.postgres S$SWAL DIR

4) ycTaHOBUTb criegytouime napameTpbl B postgresqgl . conf Begyllero cepsepa:
wal level = replica

archive_mod = on

archive_command = '‘cp %p SWAL_DIR/%f < /dev/null’
1

archive_timeout
5) ypanutb Bce dhannbl B KaTanore BeOOMOro cepBepa 3a WCKIYEHUEM
pg_audit.conf:

$ sudo cd /var/lib/postgresql/S$SVERSION/S$SSLAVE/ &&

sudo 1ls grep -v pg_audit.conf | xargs rm -rf
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6) BbIMNOMHUTBL ONepauun No CO30aHUI0 PE3EPBHOM KOMUM BEAYLLETO CEPBEPA U NEPEHECTU
ee Ha BeloOMbIN (BbIMOMHSAKTCHA OT UMEHU Nomnb3oBaTens postgres):

$ psgl -h SMASTER_IP -p S$SMASTER PORT -U SREPL -d templatel -c "SELECT
pg_start_backup(’initial’);"

$ rsync -a /var/lib/postgresql/$VERSION/$MASTER/ *

postgres@S$SLAVE _IP:/var/lib/postgresql/$SVERSION/SSLAVE/

-—exclude pg _log/* --exclude pg_xlog/* --exclude postmaster.* --exclude
pg_audit.conf >> /dev/null

$ psgl -h SMASTER_IP -p S$SMASTER PORT -U SREPL -d templatel -c "SELECT
pg_stop_backup();"

M pnmedaHune. Ecnu cepBepa HaxoaAaTcA Ha 0gHOM XOCTe, TO MOXHO MUCNOoJb30BaTb
cnegyloLwmin BapnaHT KOMaHabl rsync:

$ rsync -a /var/lib/postgresql/$VERSION/$SMASTER/ *
/var/lib/postgresql/$VERSION/$SLAVE/ --exclude

pg_log/* --exclude pg_xlog/* --exclude postmaster.*

--exlude pg_audit.conf >> /dev/null

7) ycTaHOBUTb criegytoline napameTpbl B postgresqgl . conf BeAOMOro cepaepa:
hot_standby = on

8) cosgaTb KOH(UrypaumoHHbii pann recovery.conf Ha BEOOMOM cepBepe (BbINos-
HAETCA OT UMEHW NOoJib30BaTesiA postgres):

$ touch /var/lib/postgresql/S$VERSION/S$SLAVE/recovery.conf

9) B co3gaHHbIv hann recovery.conf 00aBUTb cneayroLne CTPOKM:

restore _command = ’/usr/lib/postgresql/$VERSION/bin/pg_standby -d -t
/tmp/trigger.$VERSION.S$SLAVE PORT S$WAL DIR %f %p %r 2

recovery_end command = ‘rm -f /tmp/trigger.$VERSION.SSLAVE_PORT'

trigger file = ’/tmp/trigger $SLAVE.$SLAVE_PORT’

10) BbINOMHUTL 3aryck Be4OMOro cepeepa:

$ sudo pg ctlcluster $VERSION $SLAVE start

1.7.1.2. HacTtpounka notokoBomn (Streaming) pennukauuu

[1na HaCTpOWMKM NOTOKOBOW pennmkaumm HeobxoaMmo BbIMOMHUTL Creayowme OeNCTBUS:
1) ocTaHOBWUTb BeOOMbIN KracTtep 6a3 AaHHbIX:

$ sudo pg_ctlcluster SVERSION S$SLAVE stop

2) ycTtaHOBWUTb crneaylowmne napameTpbl B postgresqgl . conf BegyLwero cepsepa:
listen_addresses = ’*’/

wal_level = replica

max_wal_ senders =1

wal keep segments = 32

3) HaCTpOUTb ayTeHTI/I(bI/IKaLIMPO nonb3oBaTtena SREPL, pa3peLlunB eMY NOAKIKYaTbCA K



20
PYCB.10015-17 95 01-2

6ase gaHHbIX replication ¢ IP-agpeca $SLAVE IP, nob6aBmB cnegyoLlyto CTPOKY B
prg_hba.conf Begyulero cepsepa:
host replication $REPL $SLAVE_IP trust
MpumeyvaHune. BmecTo trust AormkeH ObITb UCNonb30BaH bonee HageXHbIN MeToz,
ayTeHTumKauuu.
4) ypanuTb BCe (pannbl B KaTanore BeOOMOro cepBepa 3a MUCKIIYEHNEM
pg_audit.conf:
$ sudo -s
ls /var/lib/postgresql/$VERSION/S$SSLAVE/ | grep -v pg_audit.conf |

xargs rm -rf
5) BbINONHUTL ONEpaLMn No CO34aHNI0 PE3EPBHON KOMMUK BEAYLLIETO CepBEpPa U NEPEHECTH
€ee Ha BeJOMbI (BbIMOMHSAKTCA OT UMEHU NONb3oBaTeNs postgres):
$ psgl -h $MASTER IP -p $MASTER PORT -U SREPL -d templatel -c "SELECT
pg_start backup(’/initial’);"
$ rsync -a /var/lib/postgresqgl/$VERSION/SMASTER/*
postgres@$SSLAVE IP:/var/lib/postgresqgl/S$VERSION/S$SLAVE/
—-—exclude pg_log/* --exclude pg_xlog/* --exclude postmaster.* --exclude
pg_audit.conf >> /dev/null
$ psgl -h SMASTER_IP -p S$SMASTER PORT -U SREPL -d templatel -c "SELECT
pg_stop_backup() ;"
M pnmedaHune. Ecnn cepBepa HaxoadaTcA Ha 0AHOM XOCTe, TO MOXHO MUCMNOoJ1b30BaTb
cnegyoLwmin BapnaHT KOMaHabl rsync:
$ rsync -a /var/lib/postgresql/$VERSION/$SMASTER/ *
/var/lib/postgresql/$VERSION/SSLAVE/ --exclude
pg_log/* —--exclude pg_xlog/* --exclude postmaster.*
--exlude pg_audit.conf >> /dev/null
6) ycTtaHOBWUTb crneaylowmne napameTpbl B postgresgl . conf Be4OMOro cepsepa:
hot_standby = on
7) co3pgaTb KOHMUrypaunoHHbIi hann recovery.conf Ha BEAOMOM cepBepe (BbINos-
HAETCA OT MMEHM NONb30BaTeNd postgres):
$ touch /var/lib/postgresql/S$VERSION/$SLAVE/recovery.conf
8) B co3gaHHbIN hann recovery.conf o06aBUTL crieaylowme CTPOKU:

standby_mode = ’on’
primary conninfo = "host=$MASTER IP port=S$MASTER_ PORT user=S$REPL’
trigger file = ’/tmp/trigger_ $SLAVE.S$SLAVE_PORT’

9) BbLINONHUTL 3anyck Be4OMOro cepaepa:
$ sudo pg_ctlcluster $SVERSION $SLAVE start
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1.7.1.3. HacTtponka pennukauum ¢ nomoLlbio CIIOTOB peniukauum

D,J'IFI HaCTpOﬁKVI pennnkaumnm ¢ NOMOLWbO CIMOTOB peryinkaumnn HeO6XO,EI,I/IMO BbIMNOJTHUTb
cnenywolwime OENCTBUA:

1) oCTaHOBUTL BEAOMbIV Knactep 6a3 gaHHbIX:

$ sudo pg _ctlcluster $VERSION $SLAVE stop

2) yCTaHOBWUTb criegylolme napameTpbl B postgresql .. conf BeayLero cepeepa:

listen addresses = ’'*’

wal level = replica

max _wal senders =1

max_replication slots =1

3) HacTpouTb ayTeHTMdMKaLUUIO Nonb3oBaTensa SREPL, pa3peLluns eMy NOAKNIYaTbCs K

6ase gaHHbIX replication ¢ IP-agpeca $SLAVE_IP, nob6aBmB cnegyoLyto CTPOKY B

prg_hba.conf Begyulero cepsepa:

host replication S$REPL S$SLAVE_IP trust

M pnmedaHune. BmecTo trust OOJTKEH ObITb Mcnonb3oBaH bonee Haﬂ,e)KHbII7I MeTon

ayTeHTUuMKaunun.

4) ypanuTb BCe (pannbl B KaTanore BeOOMOro cepBepa 3a MUCKIIYEHNEM

pg_audit.conf:

$ sudo cd /var/lib/postgresql/$VERSION/S$SLAVE/ &&

sudo ls grep -v pg_audit.conf | xargs rm -rf

5) BbINONHUTL ONepaLmn No Co3gaHNo Pe3epBHON KOMUK BEAYLLIETO cepBepa U NepeHecTu

€€ Ha BeOMbIN (BbIMOMHSAKTCSA OT MMEHM NOMb30BaTenNs postgres):

$ psql -h $MASTER_IP -p $MASTER_PORT -U $REPL -d templatel -c "SELECT

pg_start backup(’/initial’);"

$ rsync -a /var/lib/postgresql/$VERSION/$SMASTER/ *

postgres@S$SLAVE_IP:/var/lib/postgresql/SVERSION/SSLAVE/

—-—exclude pg_log/* --exclude pg_xlog/* --exclude postmaster.* —--exclude

pg_audit.conf >> /dev/null

$ psgl -h $SMASTER IP -p $SMASTER PORT -U $REPL -d templatel -c "SELECT

pg_stop_backup();"

M pnmedaHumne. Ecnn cepBepa HaxoadaTcA Ha 0AHOM XOCTe, TO MOXHO MUCMOoJ1b30BaTb

CrneayrLmnin BapmaHT KOMaH4bl rsync:

$ rsync -a /var/lib/postgresql/$VERSION/$MASTER/ *

/var/lib/postgresqgl/$VERSION/SSLAVE/ --exclude

pg_log/* --exclude pg_xlog/* --exclude postmaster.*

--exlude pg_audit.conf >> /dev/null

6) cosgaTtb CroT pennukauum Ha BeayLlem cepBepe:

$ psql -h $MASTER_IP -p $MASTER_PORT -U $REPL -d templatel -c "SELECT



22
PYCB.10015-17 95 01-2

pg_create_physical_replication_slot(’'slave’);"

7) ycTaHOBUTb criegytoLliune napameTpbl B postgresqgl . conf BeAOMOro cepaepa:
hot_standby = on

8) cospgaTb KOHUrypauuoHHbIM pann recovery.conf Ha BeJOMOM cepBepe (BbINors-
HAETCH OT MMEeHU Nonb3oBaTend postgres):

$ touch /var/lib/postgresql/S$VERSION/$SLAVE/recovery.conf

9) B co3gaHHbIv bann recovery.conf f00aBUTb cneayroLne CTPOKM:

standby_mode = ’on’

primary conninfo = "host=$MASTER IP port=SMASTER PORT user=S$REPL’
trigger file = ’/tmp/trigger_ $SLAVE.S$SLAVE_PORT’

primary slot_name = ’'slave’

10) BbLINONHUTL 3anyCck BEAOMOro cepeepa:

$ sudo pg ctlcluster $VERSION $SLAVE start

1.7.1.4. HacTtponka pennukauum ¢ nomouwbio Slony-I

Slony-I — cucTemMa acuHXpOHHoM «Bepywmn-segombeln» pennukauum onsa CYb[
PostgreSQL. NogaepxuBaeT cregyoLmne BO3MOXHOCTH:

- nogaepkka HeCKONbKMUX BEAOMbIX Y3I10B;

- noggepkka 4YacTUYHOW pennimkauun, To ecTb pennnkaumm Tonbko onpeaeneHHoro Habo-

pa Tabnuu;

- nogaepxka pennuvkauuun pasHbix Tabnuy Ha pasHble Be4OMble Y3rbl;

- nogaepxka pennuMkauumn pasHbix Tabnuy ¢ pasHbIX MacTepPOB Ha OAWH BEAOMbIN y3en.

[nsa HacTporikn pennukaumm ¢ NoMoLbo Slony-I HeEOOXOAUM NpeayCTaHOBIEHHbIN
naket slonyl-2-bin, a Takke nNakeT postgresql-11.x-slonyl-2 Ha Begywem 1 BE4OMOM
cepBepax, 3aTeM BbINOSIHUTb ENCTBUSA:

1) Ha BegyLweM 1 BeOMOM cepBepe co3faTb Nosib3oBaTtens, 0T UMEHN KOTOPOro dyaet

npovcxoanTb pennukaumsa ¢ npasoMm SUPERUSER,;

2) Ha BeaylleM U BEAOMOM cepBepam co3faTb 6a3bl JaHHbIX SMASTER DB, $SLAVE_ DB,

a Takke Tabnuupbl, U3 KOTOPOW U B KOTOPYO OyayT pennmumupoBaTbCs AaHHbIE.

MpnmeyvyaHune. Slony-I NoAAepKNBaET pennnkaumo Tabnmu Npy ycrnoBumn, eCnm oHN

coaepxaT nepBuYHbIN KItod (PRIMARY KEY), a Takke ecrnuv Tabnuubl MMEKT OOUHAKOBYH

CTPYKTYpY (OAMHAKOBOE KONMYeCTBO CTONOLIOB 1 coBnagaroLwimne TUnbl JaHHbIX B HUX);

3) HasHa4MTb MaHAaaTHble aTpubyTbl HA 00bEKTLI Ba3 JaHHbIX (ecnn HeobxoauMo);

4) Ha BeayLleM cepBepe 3anycTuTb cnyx0y slonik OT MMEHM NoNb3oBaTeNs postgres:

slonik << _EOF

cluster name = slony_ example;
node 1 admin conninfo = ’'dbname=$MASTER DB host=$MASTER IP
port=$MASTER PORT user=$REPL password=$REPL_PASSWORD’ ;
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node 2 admin conninfo = ’'dbname=$SLAVE_DB host=SLABE_IP
port=$SLAVE_PORT user=S$REPL password=$REPL_PASSWORD’ ;
init cluster ( id=1, comment = ’'Master Node’);

create set (id=1l, origin=1, comment=’All tables’);

# 3mech ykaswmBawTCca TabULEH,
# XoTopHe OYyOyT PelIMUUPOBATLCS Ha BEOOMHE CepBep
set add table (set id=1l, origin=1,

fully qualified name = ’'public.test’, comment=’test’);

store node (id=2, comment = ’Slave node’, event node=1l);

store path (server = 1, client = 2, conninfo='dbname=$MASTER DB
host=$MASTER _IP port=$MASTER PORT user=$REPL
password=REPL_PASSWORD’ ) ;

store path (server = 2, client = 1, conninfo='dbname=$SLAVE_DB
host=SLABE IP port=$SLAVE PORT user=S$REPL
password=REPL_PASSWORD’ ) ;

store listen ( origin = 1, provider = 1, receiver

2);
1);

store listen ( origin 2, provider 2, receiver
_EOF_

5) Ha BegoMom cepBepe 3anycTutb cnyxby slonik OT MMEHW NOMb3oBaTeNs postgres:
slonik << _EOF__

cluster name = slony_ example;

node 1 admin conninfo = ’dbname=$MASTER DB host=$MASTER IP
port=SMASTER PORT user=S$REPL password=REPL_PASSWORD’ ;
node 2 admin conninfo = ’'dbname=$SLAVE_DB host=SLABE_IP
port=$SLAVE_PORT user=SREPL password=REPL_PASSWORD’ ;

subscribe set ( id = 1, provider = 1, receiver = 2, forward = no);
_EOF_
6) Ha BefdyLLeM cepBepe 3anycTuUTb CNyX0y pennukaumm slon OT UMEHM NONb30oBaTeENs
postgres:
slon slony example "dbname=$MASTER_DB port=$SMASTER_IP

host=$MASTER IP user=3REPL password=$REPL_PASSWORD"
7) Ha BE€JOMOM cepBepe 3anyCTuTb CJ'Iy)K6y pennnkaunn slon OT UMEHU Nonb3oBaTend

postgres:
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slon slony_example "dbname=$SLAVE DB port=$SLAVE_IP
host=$SLAVE_IP user=$REPL password=$REPL_ PASSWORD"

BHUMAHMUE! Ecnu meTka 6e3onacHocTy Tabnuu, n3 KOTOPOW PENNULMPYIOTCS U B KOTO-
Py pENNNLMPYIOTCA, HE COBNAaAaeT, TO NPOLEeCcC pennmKaunm gaHHbIX Tabnuubl 6yaeT OCTaHOBIEH.
Mpwn 3TOM B XypHan cnyx06bl pennunkaumm slon BEAOMOro cepBepa byaet gobasneHo crneaytollee
coobueHue:
ERROR remoteWorkerThread 1: Table "public"."test" on provider does not match
on subscriber
B atom cnyyae Heobxoanmo:

1) yaanuTb cxemy knacTtepa slony-I Ha BeJOMOM CepBepe:

DROP SCHEMA _slony example CASCADE;

2) CKOppEeKTMpoBaTb MaHAaTHbIE aTpnbyTbl pennmumupyemMbix Tabnuu;

3) nepesanycTutb crny0bl pennukaumm slon Ha BEOOMOM cepBepe.

1.7.2. Pgpool-II

Pgpool-II npeacraBndetr cobor NpOKCU-NPOCIIONKY MeXay CepPBEPOM U KIMeHTamu,
Npo3payHyto Anst 06omx, U MOXET OPraHN30BbIBaTb NyN A8 OrpaHnyYeHns coeanHeHnin. Peanuayet
cnegyroLine BO3MOXHOCTH:

- CO3[aHune BbICOKONPOU3BOANTENBHOM CETEBOW CTPYKTYPbl MEXAY y3rnamu, knactepamu

N nonb3oBaTensaMu;

- CMHXPOHHas pennukauusa aHHbIX HA MHOXECTBO cepBepoB 6e3 OCTaHOBKY;

- BGanaHCMpOBLLUMK Harpy3kn Mexay y3namu Knacrepa;

- Failover — oBHapyeHue oTka3sa 1 NepekntoYeHnsa HarpysKku.

HacTponka Pgpool-II 3aknoyaeTca B U3MEHEHUU KOHUrypaLuMoHHbIX NapamMeTpoB
danna /etc/pgpool2/pgpool.conf. ATOT parn No CTPYKType CXOX C KOHPUIYypaLMOHHBIM
dannom postgresqgl.conf CYB[] PostreSQL n umeet cuHTakcuc kimou = sxHauenue. CUMBO-
IOM KOMMEHTapus aBnsieTcs #.

Ona HacTpoknm ayTeHTUUKauumM UCNOmMb3yeTcAa  KOHPUIypauMoHHbIN  chann
/etc/pgpool2/pool_hba.conf, KOTOPbIN UMEET CreayrLLnin CUHTAKCUC:
local DATABASE USER METHOD [OPTION]
host DATABASE USER CIDR-ADDRESS METHOD [OPTION]

OnuncaHne OCHOBHbIX NAapaMeTPOB KOHGUIypaLMOHHOro danna NnpuBeaeHo B
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Tabnunuya 4 — OCHOBHble NapaMeTpbl KOHPUrypaumoHHOro gavna pgpool2.conf

MapameTp

OnucaHuve

listen addresses

Onpegenset TCP/IP-agpeca, No KOTOpbIM CEPBEP OOIMKEH OXUOATb
COeMHEHNs OT KITMEHTCKUX NpUNoxeHuin. 3HayeHne opmupyeTcs B
BNOE NepevHsi pasferneHHbIX 3ansiTol MMEH Y3roB U/UN YNCHOBLIX
IP-agpecoB. CneuunanbHbIN 3HaK * COOTBETCTBYET BCEM AOCTYMHbIM
IP-agpecam. Ecnu cnncok nycTt, cepBep He crnywaeT HU oauH IP-
nHTepdgenc. B aTom cnyyae yctaHoBKa COeAVMHEHUSI C CEPBEPOM
BO3MOXXHA TOMNbKO C ncnonb3oBaHnem gomeHHbix coketoB UNIX. Mo
YMOSMYaHUIO 3HaYEeHMEM NnapamMmeTpa ABfsaeTcs *.

port

Onpenendaetr TCP-nopT, Ha KOTOPOM CepBep OOIMKEH OXuAaaTb CO-
€0MHEHNS OT KMMEHTCKUX NpunoxeHun. CrniegyeT OTMETUTb, YTO AN
Bcex |P-agpecoB, yka3aHHbIX B listen_addresses (string),
NCMonb3yeTcst OAMH U TOT Xe MOopPT.

backend hostnameN

Onpegenset TCP/IP agpec N-ro cepsepa PostgreSQL.

backend portN

Onpegensier TCP-nopT N-ro cepepa PostgreSQL.

backend weightN

OnpepgensieT gonto Harpyskn Ha N-bii cepep PostgreSQL.

backend data_directoryN

Onpegendet NyTb K KaTanory PGDATA N-ro cepepa PostgreSQL.

enable_pool_hba

Ecnu atoT napameTtp ycTaHoBneH B on, TO Pgpool-II Gyaet uc-
Nonb30BaTbh KOHPUIypauWOHHbIN hann pool hba.conf Anga ayTex-
TUdUKaLUUKN KITMEHTOB.

log destination

OnpepenseT, Kyga BbiBOAUTb coobLleHus. Mo ymonyaHuio stderr,
Takke NoaaepXnBaeTcs Pexnm BbiBoga B syslog.

load balance _mode

Ecnn aToT napameTp yCTaHOBNEH B on, TO Pgpool-I1I paboTtaeT B
pexume 6anaHCUpOBKN Harpy3kmn cepeepoB. 1o ymonyaHuio off.

master_slave_mode

Ecnu a10T napameTp ycTaHoBMEH B on, TO Pgpool-IT Byaet pabo-
TaTb B pexume Begywimin-segomeli. Mo ymonyaHumio of £.

master_ slave_sub_mode

OnpegensieT pexum pennukauumn cepeepoB. MoOXeT NpuHMMaTh 3Ha-
YyeHnsa slony U streaming.

replication_mode

Ecnun aTOT napameTp ycTaHOBMEH B on, TO Pgpool-II 6yaeT oT-
NpaBnaTb KOMWK 3anpocoB Ha Bce cepsepa. 1o yMmonyaHuo of f.

replicate_select

Ecnun aTOT napameTp ycTaHOBMEH B on, TO Pgpool-II ByaeT oT-
npaensaTb KOMaHAabl Mo BbIOOPY AaHHbIX (SELECT) Ha Bce yanbl. Mo
yMonyaHuio of f.

sr_check_user

OnpegenseT nma nonb3oBaTens, NPoOBEPALLEro CTaTyCc pennmkauun.
Mo ymonyaHuio nobody.

sr_check password

OnpegensieT naponb Nonb3oBaTens, NPOBEPSAIOLLEro CTaTyCc pensnuka-
uun. Mo ymonyaHuio Ucnosb3yeTcsl NycToe 3Ha4YeHue.

[ns oTto6paxeHus pasnnyHon MHdopmMauun Pgpool-II MOryT OblTb MCMNONb30BaHbI

crnegyowme KoMaHabl:

- SHOW pool_status; — nony4nTb MHopMauuo o koHpurypauum Pgpool-I71;

- SHOW pool_nodes; — Nony4nTb MHdOpMaLmio ob yanax;
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- SHOW pool processes; — MNOMAy4YnTb MHpopMaumio o npoueccax Pgpool-1IT;

- SHOW pool_pools; — nNosny4uTb MHOPMaLMIO O nyre Npoueccos;

- SHOW pool_version; — nony4nTb MHPOpPMaLUIO O Bepcun Pgpool-ITI.

1.7.2.1. Hactpounka ayTeHTUdMKaumm

Pgpool-II nogaepXxuBaeT cregyowme metoabl ayTeHTudukaumm: trust, reject, md5
M pam.

[Onsa HacTponku ayTeHTUdumKaumm no metoqy md5 TpebyeTcs BbINONHUTL crieayrolme
JencTBus:

1) cosgaTb Napornb Ans nonb3oBaTens:

$ sudo pg md5 --mdS5auth I[IAPOJIb --username HMS IOJIB3OBATEJIA

2) ycTaHOBUTb MeToa ayTeHTuduKaumm md5 B pool_hba.conf;

3) nepesanyctutb Pgpool-ITI:

$ sudo service pgpool2 restart

BHUMAHMUE! Ecnun B npouecce paboTbl crnyx6bl Pgpool-II 66151 CMEHEH Naporb, TO
HeobXo4MMO BbINOMHUTL Nepes3anyck CryXobl.

[na HacTpomnkn ayteHTUdmkauumn no metogy pam Tpebyercsa ckonmpoBaTb (pann-wabnoH
/usr/share/doc/pgpool2/examples/pgpool.pam B KaTtanor /etc/pam.d, ecnn Heob-
XOOUMO, OOMOMHUTL CLEHapusMu, MOCrie Yero yCTaHOBUTb MeTo[ ayTeHTUduKauuum pam B
pool hba.conf.

1.7.2.2. HacTtponka npoTOKONUpPOBaHUA

[ns Toro, 4To6bl HACTPOUTL MPOTOKONMPOBAHME COOLITUI B (hain HEOBXOANMO BbINOMHUTL
cnenywowme OeNcTBuS:

1) B KOHGUrypaunoHHom amnne /etc/pgpool2/pgpool.conf YyCTAaHOBUTD:

log destination = ’'syslog’

2) B KOH(puUrypaumoHHbln dann /etc/rsyslog.conf cnyxbbl NpOTOKONMPOBaHMSA

rsyslog 0o6GaBUTb CTPOKY:

local0.* /var/log/pgpool.log

3) nepesanycTuTb Cry>0y NPOTOKONMPOBaHUA rsyslog:

$ sudo service rsyslog restart

4) nepesanyctutb Pgpool-I1I:

$ sudo service pgpool2 restart

Tenepb Bce coobuweHns oT cnyxbbl Pgpool-II OydyT 3aHOCUTLCA B KypHan
/var/log/pgpool. log.

1.7.2.3. Hactpounka Pgpool-II B pexume Beaywmin-seaombin

BHUMAHUE! Hactponka Pgpool-I1 B pexume «Benywmin-seqombini»y MOXET ObiTb
npoun3sedeHa TONbKO AN KNnacTepoB OAHOW BEPCUM.

[ns HacTponkn Pgpool-II B pexume «Beaywmmn-seaombliny Heo6xoanmo:
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1) BbLINOMHUTL HACTPOWKY NPOTOKONMPOBAHNA cornacHo [1.7.2.2;

2) BbINONHUTbL HACTPOWKY pennukaumm cornacHo (1.7.1.2\unm (1.7.1.4;

3) B ann /etc/pgppol2/pgpool.conf AobaBuTb AaHHbIE 00 y3nax, Hanpumep:
backend hostname0 = ’192.168.1.101"

backend port0 = 5432

backend weight0 = 1

backend data directory0 = ’'/var/lib/postgresql/ll/master’

backend hostnamel = ’192.168.1.102"

backend portl = 5433

backend weightl = 1

backend_data_directoryl = ’/var/lib/postgresql/l1l/slave’

4) B hanne /etc/pgpool2/pgpool.conf NU3MEHUTb 3HAYEHMNE CrEAYHOLMX NapameT-
poB:

master_ _slave_mode = on

Takxe YCTaHOBUTb NCNOSIb3yeMbIN pexum pennukaumm (napameTtp
master_slave_sub_mode;

5) B dpanne /etc/pgpool2/pgpool.conf ykasaTb MMS Monb3oBaTend, npoBepsi-
IOLLEero akTUBHOCTb pennukaumn, n ero naposnb (napameTpbl sr_check _user W

sr_check_password COOTBETCTBEHHO);
6) HacTpouTb ayTeHTUdUKaumo cornacHo (1.7.2.11
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NMEPEYEHb COKPALLEHUA

B — 06a3a gaHHbIX

EMM — eanHoe npocTpaHCTBO nosib3oBaTenemn

KC3 — komnnekc cpeacTts 3alluThl

HCL — HeCaHKUMOHMPOBAHHbLIN AOCTYN

OC  — onepauuoHHas cuctema creumanbHoOro HasHadyeHus «Astra Linux Special Edition»

CYB — cuctema ynpasneHnsa 6azamu gaHHbIX

ALD — Astra Linux Directory (eguHoe npoCTpaHCTBO nosib3oBaTenen)

HBA — Host-based Authentication (ayTeHTU1Kaumna Ha OCHOBE agpecoB Yy3r0B CEeTH)
IP — Internet Protocol (mexceTteBor NpoToKon)

PAM — Pluggable Authentication Modules (nogkntoyaemblie Mogynn ayTeHTUdMKaLnn)
SQL — Structured Query Language (a3biKk CTPYKTYpMpPOBaHHbIX 3arnpoCcoB)

SSL — Secure Sockets Layer (npoTokon 3awmLuieHHbIX COKETOB)

TCP — Transmission Control Protocol (npoTtokon ynpaeneHus nepegadyen gaHHbIX)

UID — User Identifier (naeHTndmnkatop nonb3osatens)
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Jlnct pernctpaunn nameHeHun

Nam

Homepa nnctoB (cTpaHuu)

N3MEHEH-
HbIX

3aMeHeH-
HbIX

HOBbIX

aHHYNMpo-
BaHHbIX

Bcero
nucToB
(cTpaHuu) B
AOKYMEHTE

Homep
JOKyMeHTa

Bxopsawmmn
HOoMep conpo-
BOAUTENBHOIO

OOKYMeEHTa

nparta

Mopnuck

[ata
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