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AHHOTALUA

HacToswmn gOKyMeHT aBnsieTca NepBoOM YacTblo PYKOBOLCTBA MO KOMMSEKCY CPeacTs
3awmThl (KC3) onepauynoHHOM cucTembl cneuunanbHoro HasHadeHus «Astra Linux Special Edition»
PYCB.10015-17 (ganee no tekcty — OC).

[loKyMeHT npegHasHaveH onst agMMHUCTpaTopoB 6e3onacHOCTH.

PykoBoacteo no KC3 cocTouT 13 AByx YacTemu:

- PYCB.10015-17 97 01-1 «OnepaunoHHas cmctema cneumanbHOro HasHadyeHuns «Astra

Linux Special Edition». PykoBoactso no KC3. Yactb 1»;

- PYCB.10015-17 97 01-2 «OnepaumoHHasa cuctema crneumnanbHoro HasHavyeHnsa «Astra

Linux Special Edition». PykoBoacteo no KC3. YacTtb 2».

B nepson yactu pykoBoacTBa npuseaeHbl obwme ceegeHus o KC3, paccMOTpeHbl UAEHTU-
dukaums n ayteHTUduKaums, ANCKpeLMoHHOe N MaHaaTHoe ynpasneHne 4oCcTynoMm, 3awuTa na-
MSATW, N30NSALMS NPOLIECCOB, 3aluMTa cpeabl BUpTyanusaunm, MapkupoBka AOKYMEHTOB, KOHTPOSb
NOAKMIOYEHUS] CbEMHBIX MALUMHHbIX HOCUTENen NHopMaLUuK, conocTaBneHmne nonb3oBaTens ¢
YCTPOMCTBOM, permcrtpaums cobbitnn 6e3onacHoCTu, HagexXHoe PyHKLMOHUPOBaHue, punstpa-
LS CETEBOro MOTOKA, KOHTPOIb LEENOCTHOCTU, reHepaumsa KC3, pexxum orpaHn4eHns 4enctaeum
nonb3oBaTtensa Knock-2, a Takke nopsgok 3anycka n npumeHenus OC.

[ononHuTtenbHaa MHdopMaumsa O HacCTPOMKE KOMMOHEHTOB U yrpaBfieHUM Nporpamm-
HbIMW NakeTamn, a Takke BapuaHTbl peanusaumm OoTAENbHbIX peLleHnit ¢ ucnonb3osaHnem OC
npmBeaeHbl Ha oduumanbHOM cante https://wiki.astralinux. rul

Bo BTOpOWM Yactn pykoBoacTBa npueeneHo onucaHue tectoB KC3.


https://wiki.astralinux.ru
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KC3 (nogcuctema 6e3onacHoctn PARSEC) npeaHasHayveH ans peanusaumm gyHkunn OC

no 3awute nHgopmauuun ot HC n npegoctaBneHna agMnuHucTpaTopy 6esonacHoctu nHgopma-
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1. OBLLME CBEOAEHUA

LUuKn cpeacTts ynpasneHnsa yHkumoHmposaHuem KC3.

BHUMAHMUE! Mocne yctaHoBkn OC MHTEPAKTMBHBIVA BXO4 B CUCTEMY Cyneprnonib3oBarTens
root MO ymonyaHuto 3abnoknposaH. Co3agaBaemblin NpU YyCTaHOBKE ONepaLmoOHHON CUCTEMBI
nonb3oBaTerb BKAYAETCA B rpynny astra-admin. [onb3oBaTensam, BXOASALWNM B Ha3BaHHYHO
rpynny, yepes MexaHu3m sudo NpeaoCcTaBnaTCAa Npasa As BbIMONHEHWS AENCTBUMA NO HACTPONKe

OC, Tpebytounx npmusunernn cynepnonb3oBaTens root. [lanee no TEKCTy Takow Nonb3oBaTesb

MMeHYyeTCA agMUHUCTPAaTOPOM.

1.1. CocTtaB KC3

B coctaB KC3 BxogaT cnegytowmne 0CHOBHbIE MOACUCTEMBI:

mMoaynu nogcuctemol 6e3onacHoctn PARSEC, Bxogsawume B coctas sigpa OC;
onobnmoTteku;

yTUNUTBLI 6e30NacHOCTY;

noacucTema npoTOKONMPOBaHUA (pernctpaummn);

Moaynun ayTeHTudmkauuu;

rpadoumyeckas noacmcrema,;

KOHCOMbHbIN BXO4 B CUCTEMY;

cpeacTBa KOHTPONS LENOCTHOCTMU;

CpeacTBa BOCCTAHOBIEHWS;

CpeacTBa pasrpaHUYeHns OOCTyna K BUPTYyanbHbIM MalLvHaM;

cpeacTea pasrpaHndeHnda aoctyna K nogkn4vyaemMblM yCTpOIZCTBaM.

1.2. KoHTponupyembie hyHKLUMN

KC3 obecneunBaet peanusaumio cnegyowmx dpyHkunn OC no 3awmrte nHgpopmMaumm ot

HCA:

naeHTMdurKaumo n aytTeHTumkauuio;
ANCKPELIMOHHOE yrpaBrieHne 4OCTYMNOM;
MaHaaTHOe ynpaBneHne A0CTYNowMm;
MaHOAaTHbIA KOHTPOMb A0oBepUs (LENOCTHOCTN);
permcTpaunio cobbiTnin 6e3o0nacHoOCTH;
orpaHu4eHne NporpamMmMHoONn cpeabi;

N30NALUI0 NPOLIECCOB;

3aluMTy NaMaTy;
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- KOHTPOJSIb LIENOCTHOCTH;
- obecneyeHne HagexXHOro PyHKUMOHNPOBAHWS;
- ounbTpaunio CETEBONO NOTOKA;
- MapKMPOBKY AOKYMEHTOB;
- 3aWunTy cpeabl BUpTyanumsauuu;
- CcomnocTaBneHue nornb3oBartersi C YyCTPOUCTBOM;
- KOHTPOJb MOAKITHYEHMS CbEMHBIX MALUMHHBIX HOCUTENen nHopmMmaumm (3awnTy BBoaa-
BbIBOAA Ha OTYYXX4aeMbIn PU3NYECKUI HOCUTENDb MHpOPMaLN).
Peanunsauunsa nepeyncneHHbix Bbllle (OYHKLMA OCHOBAHA Ha CrneayrLwwmx OCHOBHbIX NOMo-

XEHUAX:
1) € KaxgblM NOnb30BaTeENEM CUCTEMbI CBA3AH YHUKASbHbIA YUCIEHHbIN MAEHTUMKATOP
— npgeHtudukatop nonb3osarens (UID), koTopbi ABNSIETCA KITHOHOM K COOTBETCTBYIOLLEN
3anucu B B[] nonb3oBartenen, cogepxawen nHpopmMaumo O nonb3oBaTendx, Bkovas
X pearnbHble N cUCTEMHbIe MMeHa. B[] nonb3oBaTenen nogaepXmnBaeTca 1 ynpaenseT-
cqa cucteMHbIM agmuHucTpatopom. UID asnaetcsa spnblikom cybbekta (HOMUHArbHbIN
CcyOBbEeKT), KOTOPbIM CUCTEMA MONb3yeTCs Anda onpeaenenus npae gocrtyna. b nonb3o-
BaTenen B OC MoXeT ObITb Kak NoKanbHOW AN CUCTEMBbI, Tak U ABNATbCS YacTtbio ENMM,
dyHKUMOHMpYoLLero Ha ocHose npotokosna LDAP;
2) Kaxgbl Nonb3oBaTeNnb BXOAUT B O4HY unu 6onee rpynn. pynna — 3To CAMCOK NOMb30-
BaTenen cuctemsbl, nMetowmnn cobcTeeHHbI naeHTudmkartop (GID). Mockonbky rpynna
obbeauHsEeT HECKONbKO Nonb3oBaTesien CUCTEMbI, B TEPMUHAX NONUTUKK 6e30nacHOCTU
OHa COOTBETCTBYET MOHATUIO K MHOXECTBEHHbIN cybbekT». GID sBnserca sprbikoM MHO-
KECTBEHHOro CybbekTa, KOTOPbIX Y HOMUHANBHOIO CyObekTa MOXeT OblTb Gonee ogHoro.
Takum o6pasom, ogHomy UID cootBetctByeT cnncok GID;
3) ponb gencteuTenbHOro (paboTtarLwero ¢ CyWwHoOCTaMM) cybbekTa nrpaeT npouecc.
Kaxxgomy npoueccy npucsansaetcsa eanHcTeeHHbI UID, asnaowmnncs naeHTngunkatopom
3anycTMBLUEro NPOoLIECC HOMUHANbLHOIO cyobekTa, T. €. nonb3oBaTens. [pouecc, Nopox-
AEHHbIN HEKOTOPLIM NpoueccoM nonb3oBartensd, Hacnegyet UID poguTtenbckoro npolecca.
Takum obpasom, BCce NpoLecchl, 3anyckaemMble nosib3oBaTeneM, UMeKT ero naeHTuduka-
Top. Bce npouecchl, npuHaanexawme nonb3oBaTento, o6pasyroT ceaHC nonb3oBaTens.
lMepBbIN NpoLecc ceaHca nornb3oBaTensa NOPOXAaeTCs Nocne NPoOXoXaeHnsa npouenyp
naeHTudpukauum n ayteHtndukaumun. Npn obpalleHnun npouyecca K CyLWHOCTU OOCTYn
nNpeaocTaBnseTcda no pesynsratam npoueaypbl aBTopusanmm, T. e. 06paboTkm 3anpoca Ha
OCHOBe MaHAaTHbIX N AnckpeunoHHblx MNPL;
4) mexannam NP peanusosaH B agpe OC, uto obecneunBaet ero npaBunbHoe yHKLMNO-

HUpoBaHME npun NcnoJjib3oBaHMn NtoBbIX KOMMNOHEHTOB, npeanoctaBlideMblX OC. Peanuza-
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LUMs MaHOATHOrO yrnpaBeHus AOCTYMNOM 3aTparMBaeTt Bce NoacucTeMbl 94pa, B KOTOPbIX
peanM3oBaHO ANCKPELMOHHOE yrpaBreHne goctynoMm. [Npu atom oba Bnaa ynpasneHus
AOCTYNOM OYHKUMOHUPYIOT NapannenibHo, He BNUASA Ha NPUHATUE peLueHnA Opyr apyra
(HenpoTuBOpPEYNBOCTL). [1OCTYN pa3peluaeTcs B TOM Ciyyae, eCfiv OH BO3MOXEH OTHO-
CUTENbHO AUCKPEeUMOHHbIX U MaHaaTHbIX [NPL. 3anpelwaetcs B cnyvae, ecnu gOCTyn

3anpeLleH OTHOCUTENbHO NBOro N3 MexaHM3MoB.
1.3. CpeactBa opranusauum ENMM

Opranusaumsa ElMM obecne4ymBaer:

- CKBO3HYIO ayTEeHTMdUKaLUUIO B CETY;

- LUeHTpanusaumio xpaHeHnsa nHgpopmaumm ob okpy>keHun nonb3oBaTenem;

- LeHTpanusauuio XxpaHeHus HacTpPoek CUCTEMbI 3almTbl MH(bopMaLmMm Ha cepBepe.

CeTteBas ayTeHTU(MKaAUUA M LeHTpanM3aunsa XxpaHeHns nHgopmMaumm ob OKpy>xeHuu
nonb3oBaTtens nogpasyMeBaeT UCNONb30BaHNE ABYX OCHOBHbIX MEXaHW3MOB: NOAAEPXKKN KPOCC-
nnaTopMeHHbIX CepBEPHbLIX NpuUnoxeHnn onsa obecnevyeHns 6esonacHoctn (NSS) n nogrpyxae-
MbIX ayTeHTUdUKaUMOHHbIX Mogyrnen (PAM). CkBo3Has ayTeHTUukauusa B ceTu peanuasyercs Ha
OocHOBe npoTtokona Kerberos ¢ ncnone3oBaHmem cny6bl katanoros LDAP B kauecTBe MCTOYHUKA
AaHHbIX Ans 6a30BbIX CUCTEMHBIX Cry>6 Ha 6a3e mexaHnamoB NSS 1 PAM. MNogo6HbIM noaxon
obecneunBaeT LeHTpanMsaumo XpaHeHust Hopmaumm ob oKpyXeHun nosb3oBaTenen (B TOM
yucne npegHasHavyeHHyo ansa obecneyeHns MaHgaTHOrO yrnpaBneHns 4OCTYNOM):

- CYLLeCTBYylOLME B CUCTEME YPOBHU N KaTeropmm KOHMAEHUManbHOCTH;

- MUHMManbHbIE 1 MakCUMarbHble YPOBHU KOHPUOEHUNAbHOCTU, AOCTYNHbIE NOMb30Ba-

Tensm nNpu BXo4e B CUCTEMY;

- MUHUMarsbHbIe U MakcuMarnbHble Habopbl KaTeropmum KOHUAEHLMaNbLHOCTN, OCTYMNHbIE

nonb3oBaTensiM Npu BXoA4e B CUCTEMY;

- YrieHbl NPUBUIIENMPOBAHHBIX FPYNM, KOTopble MOryT nony4datb u3 Bl cnyx6bl katanoros

LDAP onpeneneHHyto MHpopmMaumio o nons3oBartensx.

Kpome Toro, ¢ ncnonb3osaHnem C3®dC CIFS obecneyeHo LeHTpann3oBaHHOE XpaHeHune
AOMaLLHMX KaTanoros nofnb3oBaTenen.

[Onsa cHwkeHna Harpysku Ha ceTb U MnoBblWeHna npomnssoguternbHocTu B ENMM moxet
NPUMEHSTLCS KI3LWMPOBAHNE peaKo U3MEHAEMON NHOPpMaLMN B JIOKANIbHOM KaLLe.

BHUMAHMUE! 3ameHeHHas Ha cepBepe MHGOopMaLMst MOXET NONacTb B flOKalbHbIN K3LU
C 3a1E€PXKKON.

Bonee nogpobHoe onucaxne ENNM npueeaeHo B PYCB.10015-17 95 01-1 «OnepaunoHHas
cucTema cneumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBoacTteo agmuHucTparopa.

YacTtb 1».
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2. VDEHTU®UKALUA U AYTEHTUDOUKALIUA

OyHKUMA naeHTupukaumm n ayteHtTudpumnkaumm nonb3osarenen B OC ocHOBbIBaeTCs Ha
ncnonb3oBaHnn MexaHnama PAM.

PAM npegctaBnatoT cobon Habop pasgensiembix 6ubnuotek (T.H. Moaynewn), ¢ nNomo-
LLIbKO KOTOPbIX CUCTEMHbBIN aAMUHUCTPATOP MOXET OpraHM3oBaTh npoueaypy ayTeHTudumkaumm
(noaTBepxgeHue NOANUHHOCTM) Nonb3oBaTenen NpuUkNagHbIMUM NporpammamMu. Kaxasin moayrib
peanu3yet CO6CTBEHHbIN MexaHU3M ayTeHTudukaumm. IameHsist Habop 1 nopagok cregoBaHus
MOAYIeNn, MOXHO NOCTPOUTbL CLEHapUn ayTeHTUdUKaLmu.

Mopo6HbIN Nogxoa NO3BONAET N3MEHATL NpoLenypy ayTeHTudukaumm 6e3 nameHeHns
NCXOOHOro Koda u NOBTOPHOro kKoMmnunuposaHna PAM.

CueHapum ayTeHTUMKaUuMK (T. e. paboTa 3aTUX (PYHKLMI) ONMUChIBAKOTCS B KOHAUIYpaLMOH-
HOM panne /etc/pam.conf 1 B page KOHPUrypauMOHHbIX hannos, pacroroXeHHbIX B KaTarnore
/etc/pam.d/. Cama ayTeHTUdMKaUmns BbinonHaeTcs ¢ nomowsio PAM. Moaynu pacnonaratoTcs
B KaTanore /lib/security B BUae AUHaMN4eCKn 3arpyxaemMblX 0ObeKTHbIX hansioB.

Ecnn ETMN He ncnonbsyetcs, ayTeHTUPUKALMA OCYLLECTBAAETCHA C MOMOLLLIO NoKanb-
Hown B[] nonb3oBatenen (dpann /etc/passwd) U nokanbHon B[] nonb3oBaTenbCkMX naponen
(dpann /etc/shadow). [NogpobHy0 MHPOPMALNIO O CTPYKTYpPE 3TUX (hannoB MOXHO NONYYUTb
C NOMOLLbI KOMaHg man 5 passwd M man 5 shadow cooTBeTrcTBeHHO. B OC peanusoBaHa
BO3MOXXHOCTb XpaHeHUs ayTeHTUPUKaLMOHHON MHGOpMaLMK nosib3oBatenemn, nony4YyeHHom ¢
ncnonb3oBaHnem xew-gyHkumi no NOCT P 34.11-2012 (TOCT P 34.11-94).

Mpwn ncnonssosaHuu ENMN ayTeHTUMKaUMs nonb3oBaTenemn ocyLecTBNsaeTca ueHTpanu-
30BaHHO o npotokony Kerberos. [1Ns 3awuTbl ayTEHTUPUKALNOHHON MHPOPMALLMK NO YMOSTHAHWIO
NCnonb3yTcsa oTedecTBeHHble anroputmbl no NOCT 28147-89 n TOCT P 34.11-2012.

B EIMIM B kayecTBe UCTOYHMKA OaHHbBIX AS1S naeHTUmnKaumm n ayteHTuunkawmm nosnb3o-
BaTenen npumeHsaTca cnyxobl katanoros LDAP. B pesynsrate Bca cnyxebHas nHgopmaums
nonb3oBaTenen cetTm MOXET pacnonaratbCa Ha BblAENEeHHOM cepBepe B pacnpenerieHHon retepo-
reHHoun ceTeBon cpeae. [loGaBneHne HOBbIX CETEBbLIX MONb30BaTENEN B 3TOM Criydae npon3Bo-
ANTCA LEHTpann3oBaHHO Ha cepBepe cnyxbbl katanoroB. CeTeBble cnyxObl, NogaepxmsaroLLme
BO3MOXHOCTb ayTeHTudMKauum nonb3osatenen (web, FTP, noyta), MOryT BMeCTO fioKasnbHbIX
y4eTHbIX 3anncemn ncnonb3oBaTtb TOT xe KaTanor LDAP npoBepkun ayTeHTUdMKALMOHHON MHOP-
Maunn. ADMUHUCTPaTOP CETU MOXET LieHTPanun3oBaHHO yNpaenAaTb KOHUrypaunen cetu, B T. 4.
pasrpaHmumMBaTb AOCTYM K CETEBLIM Cry>bam.

Bnarogaps npegoctasneHuto nHgopmauumn LDAP B nepapxuydeckon gpesoBmaHon hopme
pasrpaHudeHne gocTyna B pamkax cryxbbl katanoros LDAP MoxeT 6bITb OCHOBaAHO Ha BBEOEHUN

AOMeHOB. B kayecTBe goMeHa B JaHHOM crlydae OyaeT BbiCTynaTb NOAAEPEBO CMyXXObl KaTa-
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noros LDAP. Cepsucbl LDAP nossonaloT pasrpaHMymBaTb OOCTYN MOSfb3oBaTeNen K pasHbIiM
nogaepeBbaM KaTtanora, Xxotd no ymonyaxHuioo B OC peanuayetcs cxema ogHOro JoMeHa.

[nsa ynpaeneHnsa nonb3oBatensamu, rpynnaMm n HacTporkamm nx aTpnbyToB ncnonb3yeTcs
rpadpudeckast ytunuta £ly-admin-smec. OnncaHme rpadpuyeckon yTunnTbl CM. B 3NEKTPOHHOM
crnpaske.

Ona ynpaeneHus B ALD B pexume KOMaHOHOM CTPOKM WUCMOMb3yeTrcs yTunuta
ald-admin, nogpobHOe onucaHne KoTopon NpuBeaeHo B man ald-admin.

MpnumevaHwune. Npn cosgaHnn nokanbHbIX Nosib3oBaTenen unn nonososarenen ENMM
Heobxoanmo 0bsa3aTenbHO YyCTaHaBNUBATh 4118 HAX AManasoHbl 4ONYCTUMbIX YPOBHEN U KaTeropui
KOHUAEHUMANBHOCTU: MUHMMArbHbIA N MakCUMasibHbIN YPOBHU KOHOMAEHUMANBHOCTU, MUHN-
ManbHbl U MakcUMarbHbI HAaGopbl kKaTeropuii kKoHduaeHUMansHoctu (cM. pasgend). OtcytcTBrE
YCTaHOBMNEHHbIX AOMNYCTUMbIX AMana3oHOB MaHOATHbLIX aTpUOyTOB NPUBOAUT K 3anpeLLeHNo JOCTY-
na npu obpalleHnn K ceTeBbIM CrnyXbam 3aLMLeHHbIX KOMMEKCOB NPOrpaMm rmnepTekCToBON
00paboTKkM AaHHbIX, ANeKTpoHHOW noyThl, CYB[] 1 nevatn.

Mo ymon4yaHuio B cueHapumn /etc/pam.d/common-auth, cogepxatiem obume ans scex
cnyx6 HacTponkM 1 NpegocTasnsoLemM cnyxby anga Bxoga B cuctemy, ncnonbdyetrcad PAM-mogynb
pam_tally.so. [aHHbin PAM-mMoaoynb npu Hayane npouenypbl ayTeHTumkauum nons3osaTens
YyBENUYMBAET CHETUMK HEYCMELLHbIX MOMNbITOK ayTeHTUdMKaLMmM nonb3oBaTens Ha eguHuly. Ymcno
HeyCneLLHbIX NMOMbITOK ayTEHTUMUKALMMN NONb30BaTeNst MOXET ObITb MPOCMOTPEHO CrieaytoLLen
KOMaHOoMn:
faillog -u user_ name

lNocne ycnewHoro 3aBepLUeHUsI MNOMbITKM ayTeHTUUKaummM nonb3oBaTensa CYeTyYuK
HeycneLHbIX MONbITOK ayTeHTUdMKaumm nonb3oBarensa copacbiBaeTcs B HoMb. MakcumaneHoe
YUCIIO HEYCMNELLHbIX MONbITOK ayTeHTUdMKaLmMmn nonb3oBartens onpeagensierca ytunuton faillog
N 3Ha4YeHNAMM napameTpoB deny U per_user:
auth [success=ignore default=die] pam tally.so per_user deny=10

Mcnonb3oBaHue napaMeTpa per_user O3HAYyaeT, YTo Npu ycTaHoBKe yTunuton faillog
MaKCUManbHOro 3Ha4YeHUs HeyCneLHbIX NOMbITOK ayTeHTUdMKauumn Ans nonb3osaTens, He pas-
Horo 0, NPMMEHSAEeTCA yKasaHHOe 3HayeHue. MHadye npumeHdaeTcs 3HadeHue, onpegensemMmoe
napameTpom deny. [1pn OTCYTCTBMM YCTAHOBIIEHHOIO NapamMeTpa per_user UCMNOSb3yeTcH 3Ha-
YyeHue napameTpa deny.

[ns cbpoca cyeTymka HeycneLHbIX NOMnbITOK ayTeHTUMKaLNN HEOOXOANMO BbINOMHUTL
cnenyroLLyro KomaHay:
faillog -r -u user_ name

bonee nogpobHoe onucaHne cMm. B pykoBoACTBE man Ha faillog M pam tally.
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3. ACKPELUMOHHOE YNPABJIEHUE OOCTYINOM

3.1. Obwme cBegeHun

B OC peanusoBaH mexaHun3m anckpeunoHHblx MPL nmeHoBaHHbIX Cy6beKTOB (Mosib3oBa-
Tenemn) K UIMEHOBaHHbIM CYLLHOCTAM. Peanmsauunsa mexaHnama guckpeumoHHbix MNP o6ecneunBaet
Hanuune 4Ns Kaxgown napbl (Cy6beKT-CyLLHOCTb) SBHOE U HeBYCMbICIIEHHOE NepeyncrneHmne pas-
peLLEeHHbIX TMNOB AOCTyNa.

[vckpeunoHHoe yrpaBrneHne OCTYNOM NPUMEHSETCH K KaXXOO0W CYLLHOCTU U KaXXaoMy
CyObeKTY 1 3aKntoyaeTcs B TOM, YTO Ha 3aliuLiaemMble MMEHOBAHHbIE CYLLHOCTW YyCTaHaBNMBAOTCS
(aBTOMaTUYECKM Npu ux cosgaHum) 6asosbie P B BMae MaeHTMOMKATOPOB HOMUHAMNbHbLIX
cybwekToB (UID n GID), koTopble BnpaBe pacnopsKatbCs 4OCTYNOM K AaHHOW CYLLIHOCTU, U NpaB
AocTtyna K cywHoctn. Onpegensotca Tpyu BUaa goctyna: yYteHue (read, r), 3anuck (write, w)
n ncnonHeHne (execution, x). NMpaBa [ocTyna BKMOYAKOT CNUCOK (BUTOBYO MacKy) U3 OeBATU
MyHKTOB: MO TPy BMAA AOCTyNa A8 Tpex KrnaccoB — Nornb3oBaTtens-srnagensua, rpynnbl-snagensua
N Bcex ocTanbHbiX. Kaxabin MyHKT B 3TOM Cnncke MoXeT bbITb b0 paspelueH, nnbo 3anpeLleH
(paBeH 1 unu 0).

Mpn obpalleHnn npoLecca K CyLWHOCTM (C 3anpocoM [OCTyna onpefeneHHoro suaa,
T.€. Ha YTeHWe, 3anuUcb NN UCMNOSIHEHNE) CUCTEMA NPOBEPSIET CoBNageHNe NaeHTMPNKaToOpOB
BnagernbLeB npolecca 1 Bnagernsues danna B onpegerneHHoM nopsiake, v, B 3aBUCUMOCTU OT
pesynbrata, NPUMEHSIET TY UM UHYIO rPYnny npas.

lMpaBa goctyna CywHOCTH, ABNAOLWENCa annoBbiM 0OGbEKTOM, MOTYT ObITb N3MEHEHDI,
€CNnn 3TO paspeLleHo (CaHKUMOHMPOBAHO) TEKYLLMMM NpaBunamMmn pasrpaHnyeHns octyna.

CyLlecTByIOT Takxke crieymanbHble OUTbl, Takne Kak:

- SUID (Set User ID) — 61T cMeHbl naeHTudukaTopa nosb3oBarens;

- SGID (Set Group ID) — 6MT cmeHbl naeHTUMKaTopa rpynnbl;

- Sticky — onpegensert Bnagernbua CyLHOCTEN B KaTanore.

Korga nonb3oBarternb Unun npouecc 3anyckaeT UCNOoNHAeMbl hann ¢ ogHUM U3 yCTaHOoB-
NEeHHbIX 6UTOB SUID unu SGID, TO hanny BpeEMEHHO Ha3Ha4yarTCcA npasa ero (dawvna) snagenoLa
Unu rpynnsl (B 3aBMCUMOCTM OT TOro, Kakon 6uT 3agaH). Takmm ob6pasom, nonb3oBaTenb MOXET
Aaxe 3anyckaTb pansibl OT MUMEHU cynepnosib3oBaTens.

KaTanor ¢ yctaHOBMeHHbIM Sticky-OUTOM O3HAYaeT, YTo yaanuTb ann U3 3Toro KaTa-
niora MOXeT TOfbKO Briagenew canna unu cynepnonb3oBatens. [Jpyrne nonb3oBaTeny nuwarTcs
npaBa yoanaTte dannbl. YCTaHOBUTb Sticky-OUT B KaTanore MOXHO TOSMbKO OT MMEHW cynep-
nonb3oBaTens ¢ UCMNorib3oBaHNWEM MexaHn3aMma sudo. Sticky-bUT kaTanora ocraeTcs 4o Tex nop,
noka Brageney, katanora unm cynepnornb3oBaTtesib He yaanuT Katanor SBHO UK HE U3MEHUT

npaBa goctyna. Bnageney MoxeT yaanutb Sticky-6UT, HO HE MOXET €ro yCTaHOBUTb.
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HononHutenbHo B OC mexaHn3mMoM guckpeunoHHblx MNP nogaepxmBatoTcst CNUCKU KOH-
Tpons poctyna ACL (Access Control List), peannsoBaHHble Ha OCHOBE pacLlUMpPEHHbIX aTpubyToB
dannosbix cuctem. C ncnonbzoaHnem ACL MOXHO OOMOMHUTESNBHO AN KaXOoW CYLHOCTU
3agaBatb NpaBa Ha AOCTYN CyObEeKTOB K HEN.

ACL coctouT M3 Habopa 3anucen. lNpaBa goctyna K CyWHOCTU ANs Nonb3oBaTens-
BnagenbLa, rpynnbl-Bnagensya u BceX ocTasibHbIX MMEKT COOTBETCTBYIOLLIEE NpeacTaBneHme
B ACL B Bnae otgenbHbix 3anucen. ACL, cootBetcTBytowmn 6asosbiM MNPL, HasbiBaeTcs MUHK-
manbHbiM ACL. Takum o6pas3om, Kakgon CyLHOCTM BCerga conoctaBnsaeTcs MmHumManbHbin ACL,
BKIOMaOLLNA TpU 3annucun: AN nonb3oBartensa-snagensua, rpynnbl-BnagensLa n Bcex oCTarbHbIX.
MpaBa goctyna onsa AONOSTHUTENbHbBIX CYyObLEKTOB OonpeaensoTcs B JOMNOMHUTENbHbIX 3anncsx
ACL.

ACL, Bknovatowmn bonee Tpex 3anncen, HasbiBaetcst pacwmpeHHbiM ACL. OH gononHum-
TENbHO COAEPXUT 3anucb ANs Macku AOCTyna u Habop 3anucen AN UMeHOBaHHbIX MoNb3oBaTenen
N UMEHOBAaHHbIX rpymnn.

B obwem cnyyae ACL BknoYaeT 3anucu crnegyowmx TUnos:

- nonb3oBatenb-Briageney (TEKCTOBOE NPeACTaBIIEHNE: USer : : TWX);

- MMEHOBaHHbIM Nonb3oBaTernb (TEKCTOBOE NpeACTaBleHMe: user :user_name: rwx);

- rpynna-snagesnbua (TeKCTOBOE NpeaCcTaBleHne: group: : rwx);

- MMEeHOBaHHas rpynna (TEKCTOBOE NpeACTaBfIEHME: user : group_name : rwx);

- Macka goctyna (TeKCToBoe npeacTaBneHue: mask: : rwx);

- BCe OcCTarbHble (TEKCTOBOE NpeAcTaBfneHune: other: : rwx).

3anucb Mackn JocTyna UCNonb3yeTcst ANs orpaHNYeHnsa pacnpocTpaHeHns npae gocTtyna
MMEHOBaHHbIX Monb3oBaTernen u rpynn.

B mexaHmame auckpeumoHHbix MNP peanu3oBaHo oTobpakeHne npaB AOCTyna K CyL-
HOCTW, yKa3aHHbIX B OMTOBOW Macke ANs Tpex KnaccoB (nosib3oBaTens-snagensua, rpynnbl-
BnajenbLa 1 BCeX ocTanbHbIX) B cooTBeTCTBYOWME 3anmcn ACL.

Mpn ncnons3oBaHnn MmHnmansHoro ACL:

- nNpaBa gocTtyna n3 6GUToBOM Macku Ans Knacca nonb3oBaTtenb-enagenew (Hanpumep,

rwx) oToOpaXkalTcsa B MAEHTUYHbIE NpaBa goctyna 3anucn ACL Tuna nonb3oBaTesib-

Bnageney, (HanpMMep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku ANs Krnacca rpynna-snagenbsua (Hanpumep, rw-)

oTobpaxarTca B naeHTu4Hble npasa goctyna 3anucu ACL Tuna rpynna-snagensua

(Hanpumep, group: : rw-);

- npaBa gocTyna n3 6UTOBON MacKku Ans Krnacca Bce ocTasnbHble (Hanpumep, r—--) oTob-

paxatTcs B MAEHTUYHbIE NpaBa gocTtyna 3anucn ACL Trna Bce ocTarnbHble (Hanpumep,

other::r--).
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Mpwn ncnonesoBaHun pacwmpeHHoro ACL:

- npasa gocTtyna u3 6UToBOM Macku ONA Knacca nosib3oBaTenb-Brnageney (Hanpumep,

rwx) oToOpaXkalTcsa B MAEHTUYHbIE NpaBa goctyna 3anucn ACL Tuna nonb3oBaTesib-

Bnageney (HanpMMmep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku Ans Krnacca rpynna-snagensua (Hanpumep, rw-)

oTobpaxaloTcs B naeHTUYHble npasa goctyna 3anucy ACL Tuna macka goctyna (Hanpu-

mMep, mask: : rw-);

- npaBa gocTyna n3 6MTOBON MacKu Ans Kracca Bce ocTarnbHble (Hanpumep, r—--) oTob-

paxaloTcs B uaeHTUYHbIe npasa goctyna 3anucy ACL Tvna Bce ocTanbHble (Hanpumep,

other::r--).

PeanunsoBaHHasa B MexaHu3me guckpeumoHHbix MNMPL npoeepka npas focTyna cybbekTa K
CYLLLHOCTW BbINOMHAETCA B ABa 3Tana. Ha nepsom atane Bbibupaerca 3anucs ACL, COOTBETCTBYHO-
waga cywHoctn. 3anucy ACL anga cywHocT npocMaTpumBaloTCs B criefyoLlem nopsake:

1) 3anucb ons nonb3oBaTens-sBnagensua;

2) 3anuMcm UMEHOBaHHbLIX NONb30BaTeENEN;

3) 3anucb rpynnbl-Bnagenbua;

4) 3anMcu MMeHOBaHHbIX rpynm;

5) 3anuck ans Bcex ocTanbHbIX.

PelleHne o goctyne npMHMMaeTcs TONbKO HA OCHOBE ogHoW Bbl6paHHon 3anuncu ACL. Ha
BTOpPOM 3Tane nposepsietcs, 4To 3anuck ACL cogepXut Heobxoammble npaea gOCTyna.

AnropuT™M NpoBepKU NpaB AOCTyNa UMeET crieayoLWnin BUA:

1) npoBepsieTcs, ABNAETCS N CyObeKT AOCTyna nonb3oBaTenem-BrnagenbLeM CyLLHOCTN.

Ecnu cybbekT gocTyna He ABMSETCA Nonb3oBaTenemM-snagenbuem CyLHOCTU, TO NpoBepKa

npogomkaerca. Ecnu cybbekT goctyna siBNsieTcs nonb3oBartenem-snagensLeM CyLHOCTH,

TO NPOBEPSIETCS, pa3peLLEeH N B COOTBETCTBUM C Bbl6paHHOM 3anucbto ACL 3anpoLueHHbIn

cybbekTtom BMA goctyna. o pesynsratam npoBepku Joctyn nmubo paspeluaetca, nnmbo

3anpeLyaercs;

2) npoBepsieTcs, ABNSETCA N CyObEKT AOCTyNa OOHUM U3 UMEHOBAHHbIX NOMb30BaTeNewu,

ykasaHHbIX B 3anucsx ACL. Ecnun cybbekT gocTyna He SBRsieTca MMeHOBaHHbIM MOfb30Ba-

Tenem, ykasaHHbiM B 3anucax ACL, To npoBepka npogomkaetca. Ecnn cybbekT goctyna

ABNSETCS MMEHOBAHHbLIM MOMb30BaTeNeM, TO NPOBEPSAETCH, pa3peLLEH NN B COOTBETCTBUM

¢ BblbpaHHon 3anucbio ACL 1 3annckio mackm goctyna ACL 3anpolleHHbI CyObekTomM

BMA goctyna. o pesynsratam NpoBepkn JOCTYN NMBo paspeluaercd, NMbo 3anpeLaercs;

3) npoBepsieTcs, ABNSETCA N1 ogHa M3 rpynn cybbekTa AocTyna rpynnon-enagensuem

cywHocTtu. Ecnu HM ogHa u3 rpynn cybbekTa AoCTyna He siBNSeTcs rpynnon-snagenbuem

CYyWHOCTHN, TO NpoBepKa npoaosnKaeTcA. Ecnv ogHa u3 rpynn Cy6'beKTa OOCTynMna 4BliAa-
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eTcsa rpynnon-srnagenbLem CyLHOCTU, TO NPOBEPSETCS, paspeLLeH N B COOTBETCTBUN

C BblbpaHHOM 3anucbio ACL 3anpolueHHbIn cybbekToM Bua goctyna. o pesynsratam

nposepku goctyn nnbo paspellaeTtcs, NnMbo 3anpeLLaercs;

4) npoBepseTcH, ABNAETCA M 0gHa U3 rpynn cybbekTa JoCcTyna OgHOW N3 MMEHOBAHHbIX

rpynn, ykasaHHbix B 3anucax ACL. Ecnu Hu ogHa 13 rpynn cy6bekta gocTyna He saBnsieTcs

MMEHOBaHHOM rpynnown, ykasaHHoun B 3anucax ACL, To npoBepka npogosrmkaetcs. Ecrnn

ofHa 13 rpynn cybbekTa goctyna ABnseTcs MMEHOBAHHOW rpynmnomn, TO NpoBepseTcs,

paspeLleH N1 B COOTBETCTBUKN C BbibpaHHoW 3anucbto ACL 1 3anmcbio Mmacku gocTtyna

ACL 3anpolleHHbI cybbekTom BuA goctyna. o pesynstatam npoBepku JOCTyn nnbo

paspeluaetcs, Nnbo 3anpeLaeTcs;

5) npoBepsieTcs, paspeLleH nn B COOTBETCTBMU C 3anucbio ACL ans Bcex ocTanbHbIX

3anpoLLeHHbI cybbekToM BUA aoctyna. o pesynsratam npoBepku 4OCTyn nMbo paspe-

LwaeTcs, nMbo 3anpeLuaeTcs;

6) ecnu goctyn He Bbin paspeLlleH Npu NposeaeHUn NpeablayLmMx NpoBepok, To 40CTynN

3anpeLiaercs.

PeanunsoBaHHbin B OC mMexaHnam guckpeumoHHbix NP npegycmatpuBaeT Hanmume y
cywHocTen-koHTenHepoB ACL, ncnonsdyemoro no ymonyanuio. HassaHHbin ACL Hacneayetca
CYLHOCTSIMW, CO34aBaeMbIMUN B CYLLLHOCTU-KOHTENHEpE.

CyLHOCTAMM OocTyna SBMSOTCS:

dannsl;

coeanHeHuns (CokeTbl);

ceTeBble NMakeThl;

mexaHn3mbl IPC (pasgensemasi namsaTb, odepeam coobLueHnn n ap.).

MexaHunam, peanuayowwmin JUCKPELMOHHOE ynpaBneHme JoCcTynom, obecneumBaeTt BO3-
MOXHOCTb CaHKLMOHMPOBAHHOIO M3MEHEHUsT CMCKa Nosib3oBaTeniern U Crnvcka sawuuaemMbix
CyLIHOCTEN, aBnsowmxca dannoBbiMm obbekTamum.

MpaBo nameHeHusa MNP npeagocTtaBneHo BbiAENEHHOMY CyObEKTY-Cynepnonb30BaTento
root (nonb3oBatento ¢ UID, nmetowmm 3HadveHne 0). ADMUHUCTPATOP MOXET M3MEHATL NpaBa
C ucnonb3oBaHMeM MexaHmama sudo. Kpome Toro, npaBa JOCTYyMNa K CYLHOCTU, KaK YKa3aHHble
B GUTOBOM Macke Ansi Tpex KnaccoB (Mornb3oBartens-Brnagensua, rpynnbl-Bnagensua n Beex
ocCTanbHbIX), TaK U yKadaHHble B 3anucsx ACL, moryT ObiTb M3MEHEHbI CyObEKTOM, ABMSOLWMMCS
nonb3oBaTenemM-snagenbuemM CyLLHOCTH.

Peanusauma B OC mexaHuama guckpeunoHHbix MNP o6ecneymBaeT HENPOTUBOPEYNBOCTb

npasun U3MeHeHNa OnckpeunoHHbix MPL.
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Mpn ncnonb3oBaHun ons cywHocTn MmHMmanbHoro ACL npsimoe n obpaTtHoe otobpake-

Hue MNP obecneynBaeTca cnegyowmm obpasom:

1) npu n3meHeHnn npae JocTyna B GBUTOBOM Macke ANns nonb3oBaTtens-snagenbua naex-
TUYHLIM 06pPa3oM M3MEHSATCA NpaBa AoCTyna AN Nosfib3oBaTtens-enagensua B 3annucu
ACL,;

2) npu U3aMeHeHUn NpasB JOCTyna Afis norb3oBaTens-snagensua B 3anncu ACL ngeH-
TU4YHbIM 06pPa3oM M3MEHAITCA NpaBa 4OCTyna B GUTOBOM Macke Ans nonb3oBaTensd-
BnagenbLa;

3) npun nameHeHUn npae AOCTyna B GUTOBON Macke AN rpynnbl-Bnagensua NaeHTUYHbIM
0bpa3om U3MeHsTCA nNpaBa gocTyna aAnsa rpynnbl-snagensua B 3anucn ACL;

4) npun U3MeHeHUN NpaB A4ocTyna ans rpynnbl-ernagensua B 3anucu ACL ngeHTUYHbIM
0bpa3om M3MeHsTCA NpaBa goCcTyna B GUToBOM Macke Ansi rpynnbl-Bnagensua;

5) npu nameHeHun Npae gocTtyna B GUTOBOM Macke Afsi BCEX OCTalnbHbIX NOEHTUYHbBIM
00pa3oM U3MeHsTCA NpaBa JocTyna Ansa Bcex octanbHbiX B 3anmcn ACL;

6) Npyn M3aMeHeHUn npae AocTyna Ansa BcexX ocTanbHbiX B 3anncy ACL naeHTUYHbIM
006pa3om M3MeHsTCA NpaBa AOCTyna Ans BCEX OCTalnbHbIX B GBUTOBOM Macke.

Mpn ncnonb3oBaHun ons cywHocTn pacwmpeHHoro ACL npsmoe 1 obpaTtHoe oTobpae-

Hue NP obecneynBaeTca cnegyowmm obpasom:

1) npuv n3ameHeHmn npas gocTyna B GUTOBOWM Macke Ans Nofnb3oBaTens-srnagensua naeH-
TMYHBIM 06pPa3oM M3MEHSIOTCH NpaBa 4OCTyna ANng Nonb3oBaTensa-snagensua B 3anncu
ACL;

2) npu U3MEeHeHUW NpaB 4OCTyna Ans nonb3oBaTens-snagensua B 3anncu ACL ngeH-
TUYHLIM 06pPa3oM M3MEHSTCA NpaBa AoCTyna B GUTOBOM Macke AN norb3oBartens-
Brnagenbua;

3) Npu M3MeHeHWM npaB AocTyna B OMTOBOM Macke Ansi rpynnbl-Bnagenbua naeHTUYHbIM
obpa3om nameHsieTcst macka gocrtyna B 3anmcun ACL;

4) npun nameHeHun macku goctyna B 3anncu ACL ngeHTn4HbiM 06pas3om M3MeHNATCS
npaBa gocTyna B GUTOBON Macke Ans rpynnbi-Bnagenbua;

5) nNpun nameHeHUn npae JOCTyna B GUTOBOM Macke Ansi BCEX OCTalnbHbIX WOEHTUYHbLIM
o6pa3om M3MeHATCA Npasa A4OoCTyna Ans BceX ocTanbHbiX B 3anucu ACL;

6) Npyn M3MEeHeHUM npaB OoCTyna Ansa Bcex ocTanbHbiXx B 3anncy ACL noeHTUYHbIM
o6pa3om M3MeHAKTCA NpaBa A4OCTyna ANsi BCeX OCTalnbHbIX B OMTOBOM Macke.

Takum obpasom, peanuaoBaHHbin B OC MexaHu3M, perynupyroLunii NPUHLMN OUCKPELNOH-

HOro ynpaereHust 4OCTYNOM, NpeayCMaTpUBaEeT CaHKUMOHUPOBAHHOE U3MEHEHNEe ONCKPELMOHHBLIX

MNP, Bkntoyas caHKLUMOHMPOBAHHOE U3MEHEHUE CrCKa CYyObEeKTOB U CrcKa 3alUMLaeMblX CyLL-

HOCTEeMW.
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3.2. Linux-npuBuneruu

Linux-npmBunernn npegHasHadveHbl Ans nepefadn oTAenbHbIM MONb30BaTensiM npas
BbIMOSTHEHUST ONpeaeneHHbIX agMUHUCTPATMBHbLIX OEACTBUN U ABMASIOTCA CTaHAAPTHbIMU ONS
cuctemsl Linux.

K Linux-npusunernam OTHOCATCS: CAP_CHOWN, CAP_DAC_OVERRIDE,
CAP_DAC_READ_SEARCH, CAP_FOWNER, CAP_FSETID, CAP_KILL, CAP_SETGID,
CAP_SETUID, CAP_SETPCAP, CAP_LINUX_IMMUTABLE, CAP_NET_BIND_ SERVICE,
CAP_NET_ BROADCAST, CAP_NET ADMIN, CAP_NET RAW, CAP_IPC_LOCK, CAP_IPC_OWNER,
CAP_SYS_MODULE, CAP_SYS_RAWIO, CAP_SYS_CHROOT, CAP_SYS_PTRACE,
CAP_SYS_PACCT, CAP_SYS_ ADMIN, CAP_SYS BOOT, CAP_SYS NICE, CAP_SYS RESOURCE,
CAP_SYS_TIME, CAP_SYS_ TTY CONFIG, CAP_MKNOD, CAP_ LEASE.

Linux-npmBunernn HacnenywTcsa npoueccamu OT CBOUX «poautenen». lNpouecchl, 3a-
NyLWEeHHble OT UMEHM CYNnepnonb3oBaTesis, HE3aBUCMMO OT HaNMYUSA Y HUX NPUBUMETNA, UMEIOT
BO3MOXXHOCTb OCYLLECTBIATb BCE NEPEYNCIIEHHbIE NPUBUIErMPOBaHHbIE ENCTBUS.

Cuctema npusunermn OC pacwmpeHa MNpuBUNErnsaMmn, OTHOCALLIMMUCA K CUCTEME
PARSEC. PARSEC-npusunernm, onucaHve kotopbix npueaeHo B [4.7], obecneunBatoT pabo-
Ty C MEXaHU3MOM MaHAATHOrO ynpaBneHns 4OCTYMNOM.

Bce npuBunerun nonb3oBartens HacneayTcsa 3anyLeHHbIMU OT UMEHW ero y4eTHOW 3anu-
cu npoueccamu. Npu 3anycke npouecca ¢ yCTaHOBNEHHLIMU MPUBUIIEMMAMUN 3arpy3vymK guHaMmmnye-
CKMX BUBNMoTEK ocyLlecTBNAET COPOC NEPEMEHHBIX Cpeabl OKPY>KEHMS, NO3BONSOLWMX OCYLLECTB-
NATb 3arpy3ky AMHaMn4ecknx 6GubnmoTtek n3 HecTaH4apTHbIX KaTanoros LD _LIBRARY PATH u
LD_PRELOAD. Takum o6pa3om, ycTaHOBKa Linux-npuBuneruin gns nonb3oBaTens MOXET NPUBECTU
K HEBO3MOXHOCTM 3anycka NpUoXeHUA, NCMOMb3YOLWMX ANHAMUYECKYIO 3arpy3Ky 6ubnmoTek ua
HecTaHOapTHbIX KaTtanorosB (Hanpumep, Firefox, Thunderbird, LibreOffice, £1y-scan).

Ona Hactponkn KC3 moryT ucnonb3oBatbcs Kak Linux-, Tak 1 PARSEC-npusunernn.

Mopsinok ynpaeneHusi npmsunernsamu onucan B [4.17]
3.3. CpeacTBa ynpaBneHus auckpeunoHHbivu MPL

[na ynpaeneHus auckpeunoHHbiMu MNP ncnonbayetca rpadpuyeckas ytmnuta £1ly-£fm
(«MeHnepxep dannos»). bonee nogpobHoe onucaHne yTUnnTbl CM. B 3N1EKTPOHHOW CrpaBKe.

[na ynpaenenus Linux-npuBmnnervsamm nonb3oBaTenen CUCTEMbl UCNONb3yeTcs rpaduye-
ckaqa ytunuta fly-admin-smc («YnpaBneHme nonmtmkon 6esonacHoctny). bonee nogpobHoe
ONUCaHne YyTUNUTbl CM. B 3NEKTPOHHOW CrnpaBke.

[anee paccMoTpeHbl cpeacTea ynpasneHusa anckpeunoHHsimu MNP B pexxume KomaHgHON

CTPOKM.
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3.3.1. chown

KomaHga chown uameHseT Bnagensua u/vnu rpynny, BnagetoLlyo KaxabiM N3 ykasaHHbIX
drannos, COrnacHo 3agaHHbIM apryMeHTam, KOTopble MHTEPNPETUPYIOTCS B NocrneaoBaTernibHOM
nopsigke. Ecnv 3agaHo TOnNbko UMs Nonb3oBaTtens (MNn ero YNCNoBOW MAeHTUdUuKaTop), TO
AaHHbIN Nonb3oBaTeNb CTAHOBUTCA BNagerbLeM KaXaoro u3 ykasaHHbiX ¢hannos, a rpynna
3TUX pannoB He naMeHsieTcs. Ecnu 3a nmeHeM nonb3oBaTensa Yyepes ABoeToune criegyeT UMs
rpynnbl (UAN YNCNOBOW naeHTUdMKaTop rpynnbl) 6e3 npobenoB Mexay HUMKU, TO U3MEHSETCS
Takke u rpynna ¢dannos. Ecnn gBoetoune unm Touka criegyeT 3a UMeHeM Mnonb3oBaTens, Ho
rpynna He 3afiaHa, TO JaHHbIW NoNb3oBaTeNb CTAHOBUTCA BriagerbLeM ykasaHHbIX hannos, a
rpynna ykasaHHbIX pannioB U3MEHSIETCA Ha OCHOBHYIO rpynny nonb3oBaTtend. Ecnv onyweHo nvs
nonb3oBaTens, a ABOeTo4Yne Unn Touka BMecTe C rpynnon 3agaHbl, To 6yaetr namMmeHeHa TOnbKo
rpynna ykasaHHbIX pannos; B 3TOM criydae chown BbINOMHAET Ty Xe PYHKUUIO, YTO U chgrp
(3.3.2). KomaHpa chown usmeHsieT BnagenbLua u/unu rpynny kaxagoro FILE Ha OWNER w/vnu
GROUP.

CuHTaKcuc KomaHabl:

chown [<mapameTp>]... OWNER[:[GROUP]] FILE...
chown [<mapameTp>]... :GROUP FILE...
chown [<mapameTp>]... --reference=RFILE FILE...

OnuncaHne 0CHOBHbIX NapaMeTpoB KOMaHAb! NpuBeaeHo B Tabnuue [1]

Taobnuuya 1

MapameTp Onuncanue

To e, YTo n —-verbose. [MNogpoOHO onuckIBaTh TONLKO ddannbl, Yen

-c, ——changes .
Bnageney 0encrtBuTesibHO UAMEHAETCA

MNameHuTb Bnagenbua darna, Ha KOTopbI YKasblBaeT CUMBOSbHas

—-—-dereference N N
CCblflKa, BMECTO CaMOW CUMBOJIbHOW CCbINKN

PaGoTaTtb ¢ caMMMKn CMMBOJSIbHBIMU CChIfIKaMu, a He ¢ dparnamm, Ha
-h, -—-no-dereference KOTopble OHU yKa3sblBaloT. [laHHbIN napaMeTp JOCTYNeH, TOMNbKO ecrnuv
MMeeTCsl CUCTEMHBIN BbI30B 1chown

MameHnTb Briagenbua w/vnn rpynny Kaxgoro danmna, Tonb-
KO ecnv Tekywui Bnageney wwnu rpynna coenagaetr c
CURRENT_OWNER:CURRENT_GROUP. Kak rpynna, Tak u Brage-
new, MoryT ObITb OMNyLUEHbI, B 3TOM Clny4Yae coBnageHue anst 4aHHOro
aTpubyTa He obsA3aTenbHO

—-—-from=CURRENT_ OWNER:
CURRENT_GROUP

He BbiBOANTL cooOLLeHns 06 owmbkax Ha channbl, Yen Bnageney He

-f, ——silent, ——quiet
MOXET ObITb M3MEHEH

BmecTo 3agaHHbIX 3Ha4YeHMn OWNER : GROUP MCNonNb3oBaTh Bnagensua

--reference=RFILE .
n rpynny darna, Kotopble UMetoT REILE

-R, -—recursive PeKprVIBHO M3MEHATb Bllagersiblua KaTtasioroB  BCero nxX cogep>KnMmoro

--help BbiBecTu cnpaBky 1 BbINTU
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OkoHyaHue mabnuusi 1

MapameTp Onuncanue

--version BbiBeCTV MHOpMaLNO O BEPCUN U BBINTY

Bnageneu He nameHsieTcH, ecrnn OH He CyLlecCTBYyeT. prnna TaKkKe He UBMEeHAETCA, eCrn

OTCYTCTBYET, HO USMEHAETCA Ha rpynny no ymon4aHuto, ecJyin He 3aaH MnoJib3oBaTeslb.

3.3.2. chgrp
KomaHga chgrp U3MeHseT rpynny, BnagetoLlyto KaxablM U3 ykasaHHbIX pannoB FILE, Ha
rpynny GROUP, koTopasd MOXET OblTb 3aaHa MMeHeM rpynnbl AN YACTTOBLIM NOEHTUUKATOPOM

rpynnbl.
CuHTaKkcmnc komaHAapbl:
chgrp [<napameTp>]... GROUP FILE...
chgrp [<mapameTrp>]... --reference=RFILE FILE...

OnuncaHne napaMeTpoB KOMaHAap! NpuBedeHo B Tabnuue [2|

Tabnuuya 2

MapameTp OnucaHune

To e, UTo U ——verbose, HO BbIBOOUTb COOBLLEHWE TONbKO Toraa, Koraa

-c, ——changes . .
AencTBuTEnbHO Gbina uamMeHeHa rpynna dganna

M3meHuTb Bnagensua ¢anna, Ha KOTOpbIN YKa3biBaeT CUMBOSbHAsA CCblf-

—-—-dereference . .
Ka, BMECTO CaMOW CUMBOJSIbHOW CCbIJIKN

M3ameHnTb BNagenbLa CUMBOSIBHOM CCbISIKK, a He Bragenbsua ganna, Ha
-h, -—-no-dereference | KOTOPbIA YKa3blBAET 3Ta CCbINKa (AOCTYNHA TONBKO HA CUCTEMAX, UMEIOLLMX
CUCTEMHBIN BbI30B 1chown)

-f, --silent, -—quiet | He BbIBOAUTb co0OLLIEHNS 00 OLLIMOKax

--reference=RFILE M3meHnTb rpynny cdarna FILE Ha Ty, YTO BrnageeT dpannom RFILE

-R, -—recursive PeKprI/IBHO N3MEHATb Blagerbla KaTtajioroB " nx coaepxmmoro

BbiBOOUTL AMarHocTuyeckoe cooblieHne 06 n3aMeHeHUn BragensLla ans

-v, ——verbose .
Kaxkgoro cpanna

--help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBeCTV MHOPMaLINIO O BEPCUN U BBINTY
3.3.3. chmod

KomaHga chmod npuMeHAeTCd ond nsSMeHeHusA npas AoCcTtyna.
CuHTakcuc KomaHgpbl:

chmod [<nmapameTp>]... MODE[,MODE]... FILE...
chmod [<mapameTrp>]... OCTAL-MODE... FILE...
chmod [<mapameTp>]... --reference=RFILE FILE...

OnuncaHune napaMeTpoB KOMaHAbl chmod npuBeaeHo B Tabnuvue



24
PYCB.10015-17 97 01-1

Tabnunua 3
MapameTp Onucanune
o changes To e, 4To n —-verbose, HO BbIBOOUTb COOOLLEHNE TONLKO Torga, Koraa
! g Obinn Npon3BeaeHbl U3MEHEHMUS
-f, --silent, He BblgaBaTb coobuieHnst 06 owmnbkax Ha Te dpannbl, YbM NpaBa He MOTyT
-—quiet ObITb U3BMEHEHBI
-v, --verbose MoapobHO onucbiBaTb M3MEHEHHbIE NpaBa AOCTyna

--reference=RFILE | VIaMeHUTb NpaBa AocTyna K (ainy Ha Te npaea, YTo UMeeT RFILE

-R, —--recursive PekypcvBHOE M3MeHeHWe npaB JoCTyna Af1s KaTanoroB U UX CoaepXnmoro
--help BbiBecTy cnpaBky v BbIATH
--version BbiBeCcTM nHpopmaLnio o BEpcun 1 BbITU

KomaHaa chmod na3MeHsieT npaBa AocTyna ykaszaHHoro gavna FILE B COOTBETCTBUU
C NpaBamu A0CTyna, ykazaHHbIMW B napameTpe MODE, KOTOPbIA MOXET ObiTb NpeacTaBneH Kak
B CMMBOSIbHOM BUAE, Tak U B BUAE BOCbMEPUYHOrO Yncna, npeacrasnstowero GutoByto Mmacky
HOBbIX NpaB gocTyna.

Yncnoson pexmm COCTOUT U3 He Boree 4YeTbipex BOCbMepPUYHbIX undgp (ot 0 go 7),
KOTOpble CKnaabiBatoTcst U3 6UTOBbIX Macok 4, 2 n 1. JTltobble NnponyLUeHHbIe pa3psiabl 4ONOMHAKTCA
nnavpytowmmmn Hynsmu. MNepeas undpa BolbnpaeT ycTaHOBKY MaeHTUdmKaTopa nonb3oBartens
(setuid) (4) nnu nageHTtudumkaTopa rpynnel (setgid) (2) nnu sticky-6uta (1). Bropas umdpa
BbIOMpaeT npaBa AOCTyna Ans nonb3oBaTtens, BnagetoLwero AaHHbIM hannom: yteHune (4), 3annco
(2) n ncnonHexmne (1); TpeTbsa undpa BbibUpaeT NnpaBa 4oCTyna Ans Nonb3oBaTenen, BXoAALWNX
B @HHYO rpynny, C TeM e CMbICIIOM, YTO MU Yy BTOPOW LMdPbI; U YeTBEPTLIN pa3psa Boibnpaet
npaBa AOCTyna Ans ocTanbHbIX Nofib3oBaTenen (He BXOAALMX B AAHHYHO rpynmny), onsiTb C TEM Xe
CMbICIIOM.

dopmaT CMMBOIbLHOTO BMAa NapameTpa MODE:
[ugoa...][[+-=][rwxXstugo...]...]1[,...]

Kaxxablhi apryMeHT — 3TO CMUCOK CMMBOJSIbHbBIX KOMaHA U3MEHEeHUs npaB JocTyna, pas-
AeneHHbIX 3ansaTeiMn. Kaxgas Takas komaHga HadnmHaeTcsa ¢ Hyns unm 6onee 6ykB ugoa, KOM-
OvHaumMAa KOTOpbIX YKasblBaeT, YbW nNpaBa gocTyna Kk cdanny 6yayT nameHeHbl: nonb3oBarens,
BnagetoLero dannom (u); nonb3oBartenen B JaHHOW rpynne (g); ocTanbHbIX NOfb3oBaTenemn, He
BXOOALWNX B AaHHYO rpynny (o), nnu xe Bcex nonb3oBartenen (a). byksa a akBMBaneHTHa ugo.
Ecnu He 3agaHa HM ogHa BykBa, TO aBTOMaTuyeckn Byaet ncnonb3oBatbed BykBa a, HO GUTHI,
YyCTaHOBIEHHble B umask, He ByayT 3aTPOHYTHI.

OnepaTtop «+» gobaBndaeT BbiOpaHHbLIE NpaBa AOCTYMNa K YK€ UMEKLMMCH Yy Kaxgoro
danna; «-» ygansieT 3Tu npaea; a «=» NpuUcBanBaeT TOMbKO 3TU NpaBa KaXXaoMy yKa3aHHOMY

danny.
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BykBbl rwxXstugo BbIOMpaloT HOBbIE NpaBa 4OCTyNa AN Nnonb3oBaTens, 3a4aHHoro oa-
HOM 13 ByKB ugoa: YTeHune (r); 3annck (w); UCMONHEeHWe (UK JOCTYN K Katanory) (x); BbINONHeHWe,
ecnu chann ABnsieTca KatanoroM Unn yxe MMeeT NpaBo Ha BbIMOMHEHUE ANsi KaKoro-HMbyab
nonb3oBatens (X); setuid- nnu setgid-6utbl (s); sticky-6ut (t); yctaHoBKa Ans oCTanbHbIX TaKUX
e npaB AocTyrna, KoTopble UMeeT nosfb3oBaTenb, Bnagewmn 3Tum damnnom (u); yctaHoBka
AN ocTanbHbIX TakKMX Xe npaB 4OCTyna, KoTopble MMeEeT rpynna danna (g); yctaHoBKa Ans

ocCTarnbHbIX TakuX e nNpaB 4OCTyna, KOTOpble MMEIOT OCTarnbHble MNONb30BaTeNnu (He BXOAsLINE B
rpynny canna) (o).

Mpumep

KomaHga chmod g-s file cHuMMmaeTr 6uUT set-group-ID (sgid), KomaHaa
chmod ug+s file ycTaHaBnuBaeT OwuTbl suid W sgid, B TO BpeMsi Kak KOMaHOa

chmod o+s file HM4Yero He genaert

OnvcaHve napaMeTpoB CMMBOMNBLHOIO BuAa MODE npusefeHo B Tabnuue [4]

Tabnuua 4
MapameTp OnwucaHve
u Monb3oBaTenb (BNageney ganna) — ot user (Nonb3oBaTtenb)
g lpynna — ot group (rpynna)
OcTtanbHble nonb3oBartenu — oT other (ocTtanbHbIE)
a Bce nonb3osatenu — ot all (Bce)
+ [ob6aBnTb paspeLleHns K TEKYLLMM NpaBam OOCTyna

- Ypoanutb pas3pelleHna n3 TekKywmnx npae AoCcTtyna

= YcTtaHoBUTb pa3pelieHna BHe 3aBUCMMOCTU OT TeKYyLWKX npaB goctyna

r PaspelueHne Ha yTeHue — oT read (YnTatb)
w PaspelueHne Ha nameHenne — ot write (nucatb)
X PaspelueHne Ha ncnonHeHne — ot execute (BbIMOSHATD)

brokmpoBka hanna ana gpyrux nonb3oBaTtenen npu gocryne

KomaHga chmod HUKOraa He N3MEHSIET NpaBa Ha CUMBOJIbHbIE CCbISNKK, T. K. 3TOrO He aena-
€T CUCTEMHbIN BbI30B chmod. 3TO He ABNAETCA NpobnemMon: npaBa CUMMBOJSbHbLIX CCbISTOK HUKOrAa
He ncnonb3ytoTcsa. OgHako ONA KaXKAoW CUMBOSbHOW CCbISKK, 3alaHHOM B KOMaHAHOW CTPOKe,
chmod MrHopMpyeT CUMBOJbHbIE CCbISIKN, BCTPEYaoLWmnecs BO BPEMsSI PEKYPCMBHOM 06paboTkm

KaTtasioros.

3.3.4. umask
KomaHga umask — 910 nonb3oBaTtenbckas macka (user mask), kotopasi ucnonb3yercs ans

NPUCBOEHMS ONpeaeneHHbIX Npaea AocTyna no yMoryYaHuioo Npu co3gaHumn danna unum karanora.



26
PYCB.10015-17 97 01-1

CunHTakcmc KomaHabl:
umask [-p] [-S] [<macka>]

Monb3oBaTenbckass Macka co3gaHuda awnna ycTaHaBfMBaEeTCA pPaBHOW aprymeHTy
<macka>. Ecnu macka HaunHaeTcs ¢ umdpbl, OHa MHTEPNPETUMPYETCS Kak BOCbMEPUYHOE YNCHO,
MHa4Ye — Kak Macka B CUMBOSIbHOM dpopmare, aHanorm4HoMm Ucnosib3yeMomy B KoMaHge chmod
(cm. [3.3.3). Ecnn macka He ykasaHa wnv 3afgaH napameTp -S, BblaeTcs Tekyllee 3Ha4YeHne mac-
Kn. NapameTp -S BbI3bIBAET Bbldavyy Macku B CUMBOSIbHOM doopMate; Nno YMOS4aHUIo BblgaeTcs
BOCbMepUYHOe Yuncro. Ecnu ykasaH napamMeTp -p, a Macka He 3ajjaHa, pe3ynbraTt BblaaeTcsa B
BMAE, KOTOPbIA MOXHO MCMNONb30BaTb BO BXoAHOM kKomaHae. CtaTtyc Bbixoga — 0, ecnu macka
Oblna ycrnewHo N3MeHeHa Unn He ykasaHa, 1 1 — B NpOTUBHOM CIiy4ae.

KomaHga umask pacno3HaeTcsi 1 BbINOMHAETCA 000Mno4kon shell.

KomaHagy umask uenecoobpasHo BKOYMUTb B NOMb30BaTENLCKUN pro-thann. Torga oHa
OyOoeT aBTOMaTMYECKUN Bbl3biBaTbCA NPU BXOAE B CUCTEMY U YCTAHOBUT HYXXHbIA PEXUM AOCTyna K

cosgaBaeMblM hannam u Kkatanoram.

3.3.5. getfacl
Ona kaxporo hanna getfacl BbIBOOUT UMSA (hanna, Bnagensua, rpynny-snagensua n
ACL. Ecnu katanor umeet ACL-no ymonuanuio, To getfacl BbiBoauT Takke ACL-no ymonuanuio.
®annbl He moryT umetb ACL-no ymonyaHumio.
CuHTakcmc KomaHap:
getfacl [-dRLP] <dani>
dopmar BbIBOAA:
# file: somedir/
# owner: lisa

# group: staff

1
2
3
4: user::rwx
5 user:joe:rwx #effective:r-x
6 group: : rwx #effective:r-x
7 group:cool:r-x
8 mask:r-x
9: other:r-x
10: default:user::rwx
11: default:user:joe:rwx #effective:r-x
12: default:group::r-x
13: default:mask:r-x
14: default:other:---
CTtpokun 4, 6 1 9 OTHOCATCS K TPaAULMOHHBIM BMTam NpaB AocTyna K panny, COoOTBETCTBEH-

HO, ONnd Bnagernbua, rpynnbi-sBriagenbua n BCEX OCTallbHbIX. oK TPW AanemMeHTa ABNATCA 6a3o-
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BbiMW. CTPOKM 5 1 7 ABNSIOTCSA 3nemMeHTaMu ANsi OTAeNbHbIX nonb3oBatens u rpynnbl. CTpoka 8 —

mMacka 3peKTUBHbIX NpaB. ATOT AMEMEHT orpaHnYnBaeT 3dpeKkTUBHbIE NpaBa, NpeaocTaBnse-

Mbl€ BCEM rpynnamMm n otaesibHbIM NOJib30BaTElTAM. Macka He BnusieT Ha npaea aj4a snagernbLua

danna u Bcex gpyrux. Ctpokn 10-14 nokasbiBaotr ACL-No ymonyaHuto, accoumMmpoBaHHbIn C

OaHHbIM KaTaJ10roMm.

KomaHga getfacl BbiBoantT ACL harinoB n katasioroB no yMosryYaHuio.

[Onsa 6onbworo konuyectBa gannoB getfacl BbiBOAUT ACL, pasgeneHHbie nycTbiMn

CTpOKaMW. Pe3yanaTb| koMaHgbl getfacl MOryT MCNonb30BaTbCA KakK BXoAHble AaHHble And

komaHabl setfacl (3.3.6).

OnuncaHune napameTpoB KOMaHAbl NpuBegeHoO B Tabnuue .

Tabnunua 5

MapameTp

OnucaHne

——access

BuiBectn Tonbko ACL danna

-d, -—default

BbiBecTn Tonbko ACL-no ymonyaHuio

—-—-omit-header

He nokasbiBaTb 3aronoBokK (Mms canna)

—-—all-effective

MokasaTtb BCe aphekTMBHLIE NpaBa

—--no-effective

He nokasbiBaTb ahheKkTnBHbIE NpaBa

--skip-base

Mponyckatb dannbl, UMetoLLnEe TOSTbKO OCHOBHbIE 3anncu

-R, ——-recursive

[lns noakartanoroB pekypcuBHO

-1, --logical

CnepoBatb N0 CUMBOSIMYECKUM CChIfIKaM, MO YMOMYAHUIO CUMBOSINYECKNE
CCbIfKW, HEe yKa3aHHble B KOMaHA4HOWN CTPOKE, MTHOPUPYHOTCH

-P, -—-physical

He cnepoBatb MO CUMBOSIMYECKUM CCbIflkaMm, Aaxe ecrin OHU YKa3aHbl B
KOMaHaHowm CTpoOKe

-—tabular

Mcnonb3oBatb TabynupoBaHHbI chopMaT BbiBOAA

——numeric

lMoka3sbiBaTb YNCIOBbLIE 3HAYEHUS I'IOJ'IbSOBaTeJ'IFI/prI'II'IbI

-—-absolute—-names

He ynanaTe Begywime «/» u3 nytu canna

--help BbiBecTu cnpaBky v BbIATU
--version BbiBeCTM MH(pOpMaLNo 0 BEPCUN U BbIATU
3.3.6. setfacl

KomaHga setfacl uamensier ACL k dparinam unm katanoram. B komaHgHoM cTpoke 3a

nocregoBaTenbHOCTLIO KOMaH MAeT nocrnenoBaTenbHOCTL hannos (3a KOTOPOW, B CBOK o4vepesb,

TaKKe MOXET NOTU nocnenoBaTtesibHOCTb KOMaHA U T.,El,.).

CuHTakcuc KomaHgpbl:

setfacl [-bkndRLP]

{

-m|-M|-x]|-X } <damnm>

OnvcaHve napaMeTpoB KOMaHAabl NpuBeaeHo B Tabnuue [6]




Tabnunua 6
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MapameTp

OnucaHue

-m, ——modify=acl

NameHnTb Tekywmun ACL gna daina

-M, ——modify-file=file

MpounTtatb 3anucn ACL ana mogudmkaumm na cdanna

-X, ——remove=acl

Ypanutb 3anucu n3 ACL danna

-X, ——remove-file=file

Mpountatb 3anucn ACL ansa yaaneHus ns danna

-b, ——remove-all

Yoanutb Bce paclumpeHHble 3anmcn ACL

-k, ——remove-default

Yaanute ACL-no ymon4yaHuio

--set=acl

YctaHoeuTtb ACL gns danna, 3ameHnB Tekywmn ACL

—--set-file=datei

Mpountatb 3anncu ACL gns yctaHoBneHus M3 danna

--mask

MepecunTtatb Macky adhdeKTUBHbIX Npas

-n, ——no-mask

He nepecuntbiBaTb Macky addeKTUBHbLIX Npae, 00bIYHO setfacl ne-
pecynTbIBaET Macky (Kpome criydyas ABHOro 3afjaHus Macku) Ans Toro,
4yTO6bl BKMIOYNTL €€ B MakCcumarsibHbli Habop npasB JOCTyna aneMeH-
TOB, Ha KOTOpble BO3OENCTBYET Macka (4nda BceX rpynn n oTaenbHbIX
nonb3oBarenen)

-d, ——default

MpumennTe ACL-N0 ymonyaHuio

-R, ——-recursive

[lns noakartanoroB pekypcuBHO

-1, --logical

CnepoBatb MO CMMBOSIMYECKMM CCbISIKaM, MO YMOSYaHWUIO CCbISKK, HEe
yKa3aHHble B KOMaHOHOW CTPOKe, UTHOPUPYIOTCS

-P, ——physical

He cnepoBaTb N0 CMMBOMUYECKNM CChIfIKaM, AaXKe eClniv OHU YKa3aHbl
B KOMaHOHON CTpOKe

--restore=file

BoccTaHoBUTL pe3epBHYH0 KOMKWIO NpaB A0CTYMNa, CO34aHHYH KOMaHOowM
getfacl -R unu e nogobHon. Bce npaea goctyna gepesa kartarno-
roB BOCCTaHaBNMBAOTCS, UCMNONb3ysi 3TOT MexaHn3Mm. Ecnn BBogmmbie
AaHHble coaepXXaT anemMeHTbl A4S Bnagensua unm rpynnel-srnagensua
n KomaHga setfacl BbINONHAETCS NMOMb30BaTENEM C UMEHEM root,
TO Bnagenew v rpynna-enagernew, Bcex hannos Takke BOCCTaHaBMNMBa-
toTCs. ATOT NapameTp HE MOXET UCMONb30BaTbCS COBMECTHO C APYrMMu
napamMmeTpamu, 3a UCKITIOYEeHMEM napameTpa ——test

--test Pexum TectnposaHusa (ACL He nameHsoTcs)
--help BbiBeCTM cnpaBKy 1 BbINTU
--version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH

Mpn ncnonb3oBaHUM NapaMeTpoB —-set, -m U —x AOMKHbI ObITb NEepeYncrieHbl 3anucu
ACL B komaHaHowm cTpoke. ArniemeHTbl ACL pasgensitoTca oguHapHbIMU KaBbl4KaMu.

Mpu yTeHun ACL n3 dpanna npu nomowm napameTpoB --set-file, -M U -X KOMaHaa
setfacl NpMHUMaET MHOXeECTBO 3afleMeHTOB B hopmaTe BbiBoAa getfacl. B cTpoke 0ObIYHO

cogepxutcs He 6onblle ogHoro anemeHTa ACL.
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3.3.6.1. AnemeHTbl ACL

KomaHga setfacl ucnonb3yeTt criegyowme gopmatbl aniemeHToB ACL:

1) npasa gocTyna oTAenbHOro nonb3oBaTens:

[d[efault]:] [ulser]:Juid [:[+]|"]perms]

Ecnu He 3apaH uid, TO0 npaBa gocTyna Bnagensua anna;

2) npaBa gocTyna oTAenbHOW rpynmbl:

[d[efault]:] glroup]l:gid [:[+]|”"]perms]

Ecnn He 3apgaH gid, TO npaBa gocTtyna rpynnbl-Bnagensua;

3) macka appEeKTUBHBIX NPaB:

[d[efault]:] m[ask]:[+|"] perms

4) npaBa gocTyna BCeX OCTasbHbIX:

[d[efault]:] o[ther]:[+]|"] perms

OnemeHT ACL aBnsieTca abCconoTHLIM, €CNIN OH COAEPXKUT Nofe perms N ABMASETCA OTHO-
CUTENbHbIM, €CI OH BKNIOYaEeT OAMH U3 MOAMMUKATOPOB: «+» UMK «~». ABCOMIOTHbIE SNEMEHTbI
MOryT MCNONb30BaTbCA B onepauusax yctaHoBku unm mogudukaumm ACL. OTHocuTenbHbIE ane-
MEHTbl MOTYT MCMONb30BaTbCA TONbKO B onepauun mogudukauum ACL. lNMpaBa goctyna ans
OTAenNbHbIX NoMb3oBaTenen, rpynnbl, He coaepXallme HUKaKkMX nonen nocne 3HavyeHun uid, gid
(none perms nNpu 3TOM OTCYTCTBYET), UCMOMb3YIOTCA TONBLKO ANSA yoaneHUs SnNeMeHTOB.

3HayeHusa uid u gid 3agatoTcs MeHeM unu vmcriom. lNone perms MoxXeT 6bITb Npea-
CTaBNeHO KOMOUHALIMEN CUMBOSIOB «I», «W», «X», «—» Unun undp (ot 0 go 7).

3.3.6.2. ABTOMaTnyeCcKu cos3faHHble NnpaBa AocTyna

M3HavanbHO hannbl 1 Katanorn cogepxart Tonbko Tpu 6a3oBbix anemeHTa ACL: gna
Bnagenbua, rpynnbl-Bnagensua u Bcex ocTanbHbIX nonb3oBatenen. CyllecTsyeT pag npasun,
KoTopble criegyeT BbIMOSHATb:

1) He MoryT GbITb yaaneHbl cpasy Tpu 6a3oBbIX anemeHTa. [JomkeH NpUCYTCTBOBATb XOTH

Obl OOVH;

2) ecnu ACL cogepxunt npaBa gocTtyna ansa oTaenbHOro nosib3oBartens uim rpynnsl, To

ACL Takke gormkeH cogepxaTb Macky adhdeKTUBHbIX Npas;

3) ecnun ACL copgepxunt kakne-nmbo anemeHTbl ACL-no ymonyaHuio, To B NocnegHem

OOMKHbI Takke NpUCyTCTBOBaTb TPU Ba30BbIX aneMeHTa (1. €. npaBa AocTyna no ymonya-

HWIO ANSA Bnagernbua, rpynnbl-Bnagernbua n Bcex ocTasibHbIX);

4) ecnv ACL-no ymonyaHuio cogepXXuT npaea AocTyna Ang otaenbHbIX nosib3oBartenemn

unu rpynn, To B ACL Takke JoSmKHa NpUCyTCTBOBaTb Macka a(p(peKTUBHLIX NpaB.
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[na Toro, 4yto6bl NOMOYb MONb30BATENO BLINOMHATL 3TN NpaBuna, setfacl co3gaer
npaeBa JOCTyna, UCMNOMb3yH YXe CYLEeCTBYHOLME, COMMacHO cneayowmm yCrioBUSIM:

1) ecnu npaea JocTyna Ans OTAeNbHOro nosnb3oBaTtens unu rpynnel JobasneHsl B ACL, a
MacKu npaB He CyLLEeCTBYET, TO CO34aeTca Macka C npaBammn 4OCTyna rpynnbl-Bragensua;
2) ecnu co3gaH anemeHT ACL-no ymonuaHuio, a Tpex 6a3oBbIX 3/IEMEHTOB He 6bIno,
Torga genaetca ux konus n oHn gobaenstca B ACL-no ymonyaHuio;

3) ecnn ACL-no yMoOn4aHuio coaepXxmnT Kakme-nmbo npasa 4OCTyna A4St KOHKPETHbIX
Nnonb30BaTesns UNu rpynnbl U HE COAEPXKMUT MACKy npaB 4OCTyna No yMON4YaHuio, TO Npu

co3faHumn aTta Macka Byget UMeTb Te Xe npasa, YTo M rpynna no yMOmyYaHuo.
3.4. InckpeunoHHoe ynpasrneHue goctynom B CYB][] PostgreSQL

B kavecTBe 3awmeHHon CYB[ B coctaBe OC ncnonbayetcs PostgreSQL, gopaboTtaHHas
B COOTBETCTBUU C TpeboBaHneM nHterpauun ¢ OC B YacTu MaHAaTHOro yrnpasneHnst AOCTYNOM K
nHdopmMauuu.

CYB[ PostgreSQL siBnseTcs 06bekTHO-pensaunoHHon. Ha HM3KoM ypoBHe fJaHHble Xpa-
HATCS B OTHOLWeEHuAX (Tabnuuax, Buagax), U AoCTYN K AaHHbIM pas3rpaHn4MBaeTCsa B NMOHATUSX
pensiymoHHon CYB/.

CyLlHOCTM (OaHHbIe) B pensaumoHHon B[] xpaHaTca B OTHOLWEHMAX (Tabnmuax), CoOCToALmMX
N3 CTPOK N cTonbuos. Npu 3TOM eanHULEN XPaHEHUs U O0CTyNa K AaHHbIM SIBASIETCA CTPOKa,
cocTosLasn nu3 nonen, NoeHTUMUUMpyeMbix MMeHamm ctonbuos. Kpome Tabnuu, CywecTBytoT
apyrve obbvekTol Bl (BUAbI, Npoueaypbl U T.M.), KOTOpble NPeaoCTaBnAT AOCTYN K AaHHbIM,
XpaHsawumes B Tabnuuax.

C kaxgbiM TUNoMm obbekToB B[l accouunpyetcs onpegeneHHbin Habop TMNOB AOCTY-
na (BO3MOXHbIX onepaunin). [nsa kaxgoro obbekta siBHO 3a4aeTcsl CNUCOK paspeLleHHbIX ans
KaXkaoro u3 noMmeHoBaHHbIX cyobekToB B[] (nonb3oBatenewn, rpynn unm ponen) TMnoB goctyna
(T.e. ACL). N B panbHenwem npu pa3bope 3anpoca k bl ocywiectensieTcst npoBepka BO3MOXHOCTU
npegocTaBneHns AocTyna cybbekTa K 06bekTy Tuna, COOTBETCTBYHOLLETO 3anpocy.

B PostgreSQL o6bektamu ANCKPELMOHHOIO yrnpasneHns JOCTYNoOM MOryT 6biTb CToNn6LbI
Tabnuvubl, NOCKONbKY OHW OAHO3HAYHO NMOAEHTUMULMPYIOTCS NO COCTaBHOMY MMEHU Tabnuubl n
ctonbua, T.K. uMAa cTonbua BHYTpY Tabnuubl ABNAETCA YHUKaNbHbIM.

B TO e BpemMsa oTaenbHasa cTpoka Tabnuubl He ABNSeTCS O4HO3HAYHO naeHTuduumnpye-
MbIM OOBEKTOM, U B 06LLEM cnyyYae AUCKPeLUMOHHbIE 1 Ntobble apyrve npasuna pasrpaHn4yeHus
AOCTyNa K Her NpuMeHeHbl 6biTb He MOoryT. MNMoCcKonbKy Kaxaasi CTpoka MAeHTUMLMPYETCA TONMbKO
HabopoM coaepXXMMOro CBouX noren, To paspaboTyuky notpebyetcs BbIOpaTb Ty UMAN UHYLO
npouenypy naeHtudpukauumn ctpok B b1, Hanpumep, cosgaHve NepBUYHOrO Kroya Unm cosgaHue

doM3n4EeCKOro yHMUKanbHoOro naeHTudunkatopa ctpokm B b.
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[ononHuTensHO Ans orpaHndeHnst Habopa AaHHbIX, BblAaBaeMbIX MOMb30BATEN, MOXHO
npuMeHaTb Bxogsawyto B PostgreSQL cuctemy punetpaumm ctpok (POLICY) nog HasBaHem ROW
LEVEL SECURITY — gunstpoBaTh CTPOKK, BblgaBaeMble U3 Tabnuubl ykazaHHOMY Nofb3oBaTento
(nonb3oBarernsiM) Ha OCHOBAHUM BbIYNCIEHNSA 3a4aHHOIO FTIOMMYECKOrO BbIpaXKeHUS.

B pamkax guckpeumoHHbix NP onpegeneHsl crniegyrowme onepaunmn Hag Tabnuuamm m
XPaHALWNMUCS B HUX OAHHBIMMN:

- SELECT — 4TeHMe AaHHbIX U3 Tabnuupi;

- INSERT — BCTaBKa HOBbIX AaHHbIX B Tabnuuy;

- DELETE — yganeHue HeKoTopbIX/BCeX AaHHbIX B Tabnuue;

- UPDATE — U3MEHeHNe JaHHbIX B Tabnuue;

- REFERENCES — MCMNOfb30BaHWe AaHHbIX Tabnuubl A4S BHELWHUX KIOYen;

- TRIGGER — CO34aHue 1 HasHa4yeHne ans Tabnvubl TPUrrepos;

- TRUNCATE — ouyuncTka Tabnuupl (yaaneHue Bcex AaHHbIX).

[nsa 6onee rmbkon paboTtbl ¢ faHHbIMKU B CYB[] BBeAeHb! crieqytoLme o6bekTbl, K KaXXaoMy
N3 KOTOPbIX TaK Xe CyLlecTByeT Habop onepauuni:

1) BMg — cnocob opraHM3auum npeaBapuTeNibHO NOATOTOBIEHHBIX 3anpocoB. Habop

onepauun coenagaeTr ¢ Habopom onepauun ans Tabnuy, 3a UCKIYEeHNEM CO30aHUS

TpurrepoB N BHELLHUX KIo4en:

SELECT — 4YTeHune gaHHbIX U3 Buga;

INSERT — BCTaBKa HOBbIX JaHHbIX B BUA;

DELETE — yaaneHue HeKOTOprX/BCGX OaHHbIX B BUAe,

UPDATE — U3MEHEHNe OaHHbIX B BUAE;
2) nocnegoBaTenbHOCTb — CNOCO6 NONyyYeHUst yHUKanbHbIX 3Ha4YeHun (cueTtumk). Onpeae-
neHbl cneayoLne onepaumm:

- SELECT — YTeHUe 3Ha4YeHUs CHETUMKA;

- UPDATE — yCTaHOBKa 3HA4YeHUs CHETUUKA;

- USAGE — BbINOMIHEHNE (DYHKLNA MAHUMYIIMPOBAHUS CHETUNKOM;
3) B[l — cnocob opraHnsauum obnactu AaHHbIX, coaepXKallnx Bce ocTarnbHble 0ObEKThI
CYB[. OnpeaeneHbl crneayrowme onepauuu:

- CREATE — co3ganue b[;

- CONNECT — ycTaHoBKa coeanHeHus ¢ b[;

- TEMPORARY/TEMP — co3gaHune BpeMeHHbIX Tabnuy, B b[;
4) yHKLMA — NpOrpaMmHbIN KO4 MaHUNyNUMpoBaHMA AaHHbIMK Ha cepBepe. OnpegeneHa
onepaunst EXECUTE — BbINOfHEHNE DYHKLMW;
5) A3bIK — A3blK HaNUcaHusa yHKUMN Ha cepsBepe. OnpegerneHa onepauus USAGE —

ncnorib3oBaHne A3blka anAa HanncaHuA (*)yHKU,I/IIZ;
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6) cxema — cnocob opraHm3aumm o6bLEKTOB B npeaenax otaensHon BI. OnpegeneHbl
cnegyrowine onepawmu:

- CREATE — co3faHne OObeKTOB B yKa3aHHOW CXeMe;

- USAGE — 1CNornb3oBaHNe 0ObEKTOB YKa3aHHOW CXEMb;

7) TabnuyHoe npocTpaHCcTBO — cnocob opraHm3aumm b1 B ®C OC. OnpegeneHa onepa-

uns CREATE — co3fiaHne oObeKTOB B yKazaHHOM Tabrnn4yHOM NpPOCTpaHCTBeE.

8) BuHapHbIN 06BEKT — cnocob xpaHeHUs BonbLUNX ABONYHLIX 06BLEKTOB (hannos, OOKY-

MeHTOB, ooTorpachun, u 1.n.) B . OnpeaeneHbl crneayowme onepaunmn:

- SELECT — 4TeHne GuHapHoro oobLekTa;
- UPDATE — uamMeHeHune buHapHoro obbekTa;

9) B B[ moryT npucyTcTBOBaTb AOMNOSHUTENbHbIE 0OBbEKTbI, 1151 UCMOSb30BaHNSA KOTOPbIX

onpegerieHa onepauunsa USAGE.

[na KOHTPONSA BbIMOSTHEHUSA BCEX NEpPEeYUCIeHHbIX onepauun anckpeunoHHslx MNP cyue-
CTBYHOT COOTBETCTBYHOLLME NpaBa JocTyna. [paBo Ha npegocTaBneHne npas 40CTyna K CyLHOCTAM
He MOXeT ObITb NpegoCTaBneHo APYrMM NoNb3oBaTeNAM U OCTYMHO TOMNbKO afMUHUCTPATOpPy
Bl (Npn COOTBETCTBYIOLMX HACTPOMKaxX cepBepa MOXET ObiTb NPedoCTaBneHO U Bragesnbuy
CYLLIHOCTW).

Kpome paccMOTpeHHbIX (genermpyemMbix) npaB AocTyna, CyLWeCcTBYET psid npas, KOTopble
BCeraa npuHagnexar Bnagenbuam cywHocTten n agMmuHuctpatopam CYB/L. 3tn npasa He MoryT
ObITb AenernpoBaHbl U oTMeHeHbl cpeacteammn CYB[. K Takum npaBam oTHocATCA: yaoane-
HUe 1 Moandukaumsa CyLHOCTU N Ha3HayYeHue Nonb3oBaTendam genermpyemMolx npas gOCTyna K
CYLLHOCTSAM.

Cpaasy ke nocne co3gaHus CyLHOCTU TONbKO ero Bnagenew n agmmHnctpartopbl CYB[]
MOryT MCNOMb30BaTb €ro KakMm-nnbo obpasom. [ns Toro 4Tobbl C 9TOM CLLUHOCTBIO MOIMK pa-
ooTtaTb gpyrue nosnb3oBaTenu, Brnagenel cylwHocTn unu agmuHnctpatop CYB[ gosrmkeH 9BHO
npeaocTaBUTb UM COOTBETCTBYHOLLME AUCKPELIMOHHbIE NpaBa AoCcTyna.

Mopgudumkaums mMeTagaHHbIX BO3HUKAET Kaxabli pa3 npyu U3MeHeHun cTpykTypbl B, 4To
BKNtOYaEeT B cebsa co3gaHne, moandmkauuio n yganeHne oobektos Bl.

PasrpaHnyeHune focTyna K nepevmcrneHHbiM onepaumam Ha yposHe CYB[] Takke peanuay-
eTcsa NpMMeHeHnem auckpeunoHHblx MNPL. [Ona aToro ncnonb3yeTca npaBo BnageHus 06bLekTom,
npaBo Ha co3faHne 0bbekToB. [paBo BnageHnsa o6bekTom npegocTaBnseT Bnagenoly obbekTa
BO3MOXHOCTb MoaudmumnpoBaTh N yaanatbe o6bekT. B obwem cnyyvae, BnagenbuemM sBnseTcs
cosgaTenb obbekTa unm cynepnone3oatens (agmuHuctpatop B). NMpaeo Ha co3gaHne (CREATE)
npumeHsieTca K oobektam B[], aBnsowmnmMcsa KoHTenHepaMmn ans Apyrux o6bLekToB, a8 UMEHHO:

HenocpeacTBeHHO cama Bb[l, cxema, TabnmyHoe NpOCTPaHCTBO.
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Mpun BbINONHEHMM Ntoboro 3anpoca nonb3oBartens (cyobekra B) k 3awuwaemomy pecyp-
cy (o6bekTy B[1) BbINONHAETCS ANCKPELMOHHOE ynpaBrieHne JOCTYNOM Ha OCHOBE YCTaHOBMEHHbIX
nonb3oBaTento npas. [nsa Kaxgon BbINONHAEMOW onepaummn Npou3BOANTCS NpoBepKa Hanmyms
npaea y rnorb3oBarters Ha BbIMOfHeHe JaHHOW KOHKPETHOW ornepauunn.

IOuckpeunoHHble MNP npumenstoTca nocne pasdopa 3anpoca nonb3oBaTens u nocTpoe-
HUSA nriaHa ero BbIMOSTHEHUS.

OunckpeunonHbie MNP k ctonbuam obbekTa NPUMEHSAIOTCS TONMBLKO NPU OTCYTCTBUMN SIBHOTO
paspeLLeHnst Ha OOCTyn K camon Tabnuue. Takum obpasom, npaBa JOCTyna K 0ObEKTY ABNAKOTCA
AoMuHMpyowmMn. MNpu aTom, B cnyyYyae OTCYTCTBUS SIBHO 3a4aHHbIX NMpaB Ha OO6beKkT Hemnb3s
cKkasaTb OnpeferieHHo O NpefocTaBneHnn JOocTyna 4O TexX nop, Noka He ByayT npoBepeHbl Npasa
Ha cTonOubl 0ObekTa.

B CYB[ PostgreSQL napameTp KOH(urypaumm ac_enable_trusted_owner NO3BO-
naeT agMUHUCTpaTopy 3anpeTuTb BnagenbLuam oO0beKkToB nepeaasaTth nNpasa Ha JOCTYN K HAM
apyrum nonb3osatenam CYB[. B cnyyae ycTaHOBKM 3HA4YeHUs1 3TOW NepeMEHHON KOHGUrypaumm
B FALSE pacnpefgeneHue npae goctyna k obbektam B[] paspelueHo Tonbko agMUHUCTpaTopam
CybA.

MapameTp koHurypauum ac_allow_grant_options MNoO3BONAeT agMUHUCTPATOPY
3anpeTnTb nepegadvy yxe MMEKLMXCa npaB AocTyna Ha o6bekT apyrum ponsm. Ecnu
ac_allow_grant_options ycTaHOBMeH B FALSE, TO 3anpeljaeTca 1Ucnornb3oBaTb KoMaHay
GRANT c npuBunerned WITH GRANT OPTION. Ecnuy ponu ectb npusunerna GRANT OPTIONS
M ac_allow_grant_options = false, TO nepegadya npaB AOCTyna APYrMM pPonsaM TakxXe
3anpewaercs. N3bsatme (REVOKE) npueuniernm GRANT OPTIONS paspeluaetcs Bcerja.

[MapameTp koHUrypaumm ac_allow_admin_options No3BondeT agMUHUCTpPaTOPY 3a-
npeTuTb Nepegadvy npae YreHcTBa ponu Apyrum ponsam. Ecnm ac_allow_admin_ options ycTa-
HOBMeH B FALSE, TO 3arnpeLiaeTcs Ucnonb3oBatb GRANT ¢ npusunernen WITH ADMIN OPTION.
Ecnu y ponn ectb npusunerna ADMIN OPTIONS M ac_allow_admin_options = false, TO
nepegaya npas YNeHCTBa ApYrMM ponsam Takke 3anpeltaetcd. M3batue (REVOKE) npusmunerum
ADMIN OPTIONS pa3peluaetca Bcerga.

MapameTp KoHUrypaummn ac_enable_truncate NO3BOMSET agMUHUCTPATOPY 3anpe-
TUTb Bnagenbuam ob6bekToB 1 NobbiM Nonb3oBaTensM, obnagarL MM COOTBETCTBYHOLLUMM NPaBoM
TRUNCATE, BbINOMHATb yaaneHne Bcex 3anucen M3 Tabnuu. B cnyyae yCTaHOBKM 3HaYeHUsA
3TON NepeMeHHON KoHdUurypauuu B FALSE BbINOMIHEHME KOMaHAbl TRUNCATE 3anpeLeHo BCeM

noJsib3oBaTeNnAM.
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3.5. CpeacTtBa ynpaBneHua puckpeumoHHbimMu [P k o6bektam B CYB[
PostgreSQL

Onsa ynpasnenunsa guckpeumoHHbiMu MNP k o6bektam B CYB[ PostgreSQL ucnonbsyetcs
rpadouyeckas ytunuta pgadmin3.

[na nenernpoBaHnsa ANCKPELIMOHHBIX NMpaB JOCTyNa K 0O0bekTaM UCMonb3yeTcs kKoMaHaa
SQL GRANT, a ons OTMeHbl — KOMaHAa REVOKE. Hanpumep, ecnv B cucteme cyLlecTByeT
nonb3oBaTenb ivanov, TO eMy MOXeT ObITb NPefoCTaBNeHO NpaBO Ha U3MEHEHUe OaHHbIX B
Tabnuue CueTa C NOMOLLBIO CneayroLlen KoMmanabl:
GRANT UPDATE ON "Cuera" TO ivanov

[ns npepoctaBneHns npaB JOCTyna K 06bekTy cpa3y BCEM MOfb30oBaTeENAM CUCTEMbI
CYLLECTBYET creunanbHoe «MMsa nonb3oBartensay PUBLIC, a And npegocTaBneHnst BCcex npaB —
cneunanbHoe «npaso» ALL. Hanpumep, 4ToObl AaTb BCEM MOMb30BaTENSAM MOMHbIN JOCTYN K
Tabnuue Cuera, cnegyeT UCMNOMb30BaTh CreayoLLYy0 KOMaHAYy:
GRANT ALL ON "Cueta" TO PUBLIC

Mpn HeoBXxoaMMOCTU NPaBO AOCTyNa MOXET ObiTb NPefoCTaBNeHO Nonb3oBaTento (HO He
rpynne) ¢ BO3MOXHOCTbIO AenernpoBaHng 4aHHOro npaea Apyrum ponsam. [Ina atoro ucnonb3yercs
KntoyeBasi (ppasa WITH GRANT OPTION:
GRANT UPDATE ON "Cuera" TO ivanov WITH GRANT OPTION

Bnapeney obbekTa MOXET OTMEHUTb COBCTBEHHbIE Aenernpyemble npasa, HanpuMep,
nepesens OO6HLEKT B PEXMM «TOMbKO ANs YTEeHUA» Ansa cebs, Tak e Kak 1 Ansi Bcex oCTanbHbIX

rnorib3oBaTenemn.
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4. MAHOATHOE YNPABJIEHUE OOCTYNOM U MAHOATHbIA KOHTPOJb LLEENOCTHOCTU

4.1. O6wume cBegeHus

MaHngaTHoe ynpasneHue 4oCTyrnoM U MaHaaTHbIM KOHTponb uenoctHoctu (MKLL) peanu-

30BaHbl B A4pe OCwu 3arparnBaroT crnegyrouwme nogcncTteMbl:

mMexaHu3mbl IPC;

ctek TCP/IP (IPv4, IPv6);

dC ext2/ext3/extd/xfs;

ceteBble ®C CIFS, OCFS2, Ceph;
®C proc, tmpfs.

[Mpn onucaHumM mMaHgaTHOro yrnpasneHust 4OCTYNOM Y MaHOATHOrO KOHTPONSA LEeNnoCTHOCTH
ncnonb3yTes cnegyowme TepmuHsl (B cootsetcteumn ¢ FOCT P 59453.1-2021):

- cybbekT goctyna — komnoHeHT OC (npouecc, B T.4. 3anyLWeHHbIN OT UMEHWN NOSb30Ba-

Tens), 4OCTYMNbl KOTOPOro pernaMmeHTUpYrTCs NONUTUKaAMK yNpaBneHnsa OCTYNoM;

- 00bekT goctyna — koMmnoHeHT OC (Hanpumep, dains, CoKeT 1 Ap.), 4OCTYN K KOTOPOMY

pernameHTMpyeTcsa NONUTUKaMKU yrpasrneHnst 4OCTYNOM;

- KOHTEWHep — cocTaBHoOn KoMnoHeHT OC (Hanpumep, KaTanor n gp.), 4OCTyn K KOTO-

pPOMY pernameHTUpPYyeTCs NonMTUKaMM ynpaBreHnss JOCTYNOM, COCTOSLMIA U3 OObLEKTOB

NI KOHTENHEPOB, K KOTOPbIM MO OTAEMNBbHOCTM BO3MOXHO OCYLLIECTBIIEHME YrpaBrneHns

AOCTYMNOM.

Mpun 3TOM CYLLHOCTbIO Ha3bIBAETCS KOMMOHEHT, ABMSIOLWLMNCA OOBEKTOM UM KOHTENHEPOM.
4.2. MaHpgaTHoe ynpaBrieHue A0CTYrNnom

Mpn peanusaunm NONUTUKN MaHOATHOMO ynpaBfeHust 4OCTYNOM CyObekTam U CyLLHO-
CTSIM NpUCBaMBAKOTCA KracCUUKaLNOHHbIE METKM (YPOBHU KOHPUAEHLUMANBbHOCTM U KaTeropum
KOHDMAEHLMANBHOCTU, ONUCAHNE KOTOPLIX NPUBELAEHO B " COOTBETCTBEHHO).

Takke MoryT 6bITb NPUCBOEHBLI AOMNOMNMHUTENBbHbLIE aTPUOYThI CYLLHOCTEN ANt MaHOATHOro
ynpaeneHus JOCTyrnoMm, onncaHne KoTopbix npueeaeHo B [4.2.3

[ns agMMHUCTPUPOBaHUSA NOACUCTEM C MaHOATHbIM ynpaBneHnemM OOCTYNOM MHOXe-
CTBO npusBunernn Linux pacwmpeHo cneuynansHbiMu PARSEC-npuBunernsamu, nonHoe onncaHme

KoTopbIx NpuseaeHo B [4.7]

4.2.1. YpoBeHb KOHhMaeHUManNbHOCTH
Nepapxudecknin ypoBeHb KOHpUAEHLMANbHOCTUN (YPOBEHDb KOHMOUAEHUNANTbHOCTM) onpe-
AensieT cTeneHb CeKPETHOCTU CYLLHOCTU U COOTBETCTBYIOLLMI YPOBEHb JOCTYNa K HEW, Ha3HaveH-

HbI CYyObEKTY.
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YpoBeHb KOHMAEHLMANbHOCTM NpeacTaBnaeT cobon uncnosoe 3HadyeHne ot 0 go 255
(BKMOUMTENBLHO). Kaxxgon knaccngukaumoHHOM MeTKe B KaXabl MOMEHT BpeMEHU MOXET ObITb
Ha3Ha4yeH TOMbKO OAMH YPOBEHb KOH(UAEHUMANBHOCTH.

Yncnosble 3Ha4YEHNSA YPOBHA KOHOMAEHLNANBHOCTM CPaBHUMbI MeXAy COOOMN U TEXHU-
Yecku peanusoBaHbl Kak 8-6uTHas 6e33HakoBas BenvyuHa (uint8_t). B nonb3oBaTenbCkux
UHTepdencax npeacraBnaAeTcs AeCATUYHbIM 3Ha4YEHNEM UM HauMEHOBaHNEM.

Cy6bekT ¢ onpegeneHHbIM YPOBHEM KOH(UAEHUMANBHOCTM MOXET MOMy4nTh AOCTYN Ha
YTEHME K CYLLLHOCTU, ECNN €r0 YPOBEHb KOH(PUAEHLMANBHOCTM HE HUXKE YPOBHSA KOHUAEHLManb-
HOCTW CYLLHOCTMW.

Cy6bekT ¢ onpegeneHHbIM YpOBHEM KOHUAEHUNANBHOCTM MOXET MOMy4nTb AOCTYN Ha
3anuncb K CyLLHOCTU, €CIN €ro YpoBeHb KOH(UOEHLMansHOCTN CoBMNagaeT C YPOBHEM KOHUAEH-
LNanbHOCTM CYLLIHOCTW.

Taknm obpasom, nornb3oBaTenb, €CNM eMY HEe NPUCBOEHBI creunarnbHble NPUBUNernn B
COOTBETCTBUM C n/vnn ecnu cdannam He 3agaHbl AONOSTHUTENbHbIE aTPUBYThl CyLLHOCTEN
AN MaHOaTHOro ynpaeneHust 4ocTynomM B cootBeTcTBumM ¢ [4.2.3] MoxeT yntatb aiinbl, ypoBeHb
KOHMAEHUMaNbHOCTU KOTOPLIX HE MPEBOCXOAUT €ro ypoBHS AOCTyNa, a nepegaBaTtb JaHHblE

TOJIbKO Ha OAHOM YpOBHE KOH(bM,D,eHLI,VIaJ'IbHOCTI/I.

4.2.2. Kateropusa KoHpuaeHUNaNbHOCTU

MHOXXeCTBO HENepapXmMYeCKnx KaTeropun KoOHPUAEHUNANbHOCTN (KaTeropmm KoHpnaeH-
LmnanbHOCTW) onpeaenseT Habop KaTeropun, JOCTYMNHbIX CYyObeKTY UM Ha3HAYEHHbIX CYLLHOCTH.

KaTteropun koHuaeHUmnanbHOCTM NpeactaBnsaoT coborm GUToBy0 MacKy, COCTOALLYHO
n3 Habopa KaTeropmn KOHNOEHUNANbHOCTU, KaXaas U3 KOTopbIX NpeacTaBnseTcd B Buae oT-
AenbHoro paspsga 6utoBon macku. 3HadyeHune paspsiga GMTOBOM Macku, paBHoe 1, O3Haya-
€T Hannune COOTBETCTBYHLLEN KaTeropum KoHMOEHUNANbHOCTM Yy CyWHOCTU (cybObekTa), a
paBHoe 0 — OTCYTCTBME JaHHOMW KaTeropum.

B OC peanusoBaHoO ncnonb3oBaHue o 64 kateropun KoHpuaeHunanbHocTn. Kaxagon
KraccudmrKauMoHHON METKE B KaXKabli MOMEHT BPEMEHN MOXET ObITb MPUCBOEH €ANHCTBEHHbIN
Habop kaTeropuin KoHdUaeHUmnaneHocTn. Habop kateropmin KOHPUAEHUNANBHOCTU MOXET MPUHN-
maTtb 3HadyeHus ot 0 go OxFFFF FFFF FFFF FFFF (BknounTensHO), TEXHUYECKM peanun3oBaH Kak
64-6uTHaa macka, 6e33HakoBas BenuumMHa (uint64_t).

KaTteropmn KoHmaeHUManbHOCTU MOryT ObiTb HECPaBHUMbI Mexay cobon. B nonbao-
BaTeNnbCKNUX UHTepdencax npeactaBnsaTCca WecTHaguaTepuyHbiM 3HaYeHUeEM UNU CrCKOM
HaMMeHOBaHUIN KaTeropum.

Cyb6bekT C onpeaerneHHbIM HabopoM KaTeropmm KOHPUAEHUNANBLHOCTU MOXET NOMYy4YUTb
AOCTYN Ha YTEHME K CYLLLHOCTU, ecrnin B ero Habope Kateropmmn KoHuaeHUnansHoCT! NpucyTCTBY-

HOT KaTteropmm KOH(*)I/I,D,eHLl,VlaJ'IbHOCTI/I, 3agaHHble JaHHON CYLWWLHOCTMW.
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CyObekT ¢ onpegeneHHbIM Habopom KaTeropum KOHPUAEHUNANTBHOCTM MOXET NMOSMy4nTh
AOCTYM Ha 3anncb K CYLLHOCTW, ecnn ero Habop KaTeropumn KOHPUAEHLMaNnbHOCTU COOTBETCTBYET
Habopy KaTeropui KoOHpnaeHUMansHOCTN, 3ag4aHHOMY JaHHOW CYLLHOCTH.

Taknm obpasom, nonb3oBartenb, ecnn eMy He npucBoeHbl PARSEC-npuBunernmn B co-
OTBETCTBUM c n/vnn ecnu cdannam He 3agaHbl 4ONOSTHUTENbHbIE aTPUBYThI CYLLHOCTEN AN
MaHOaTHOro ynpaeneHusi 4OCTYrNoM B cooTBeTcTBuUM ¢ [4.2.3 MoxeT untatb aiinel, Habop kaTte-
ropnin KOHPUAEHUMNANBHOCTN KOTOPbIX BXOAUT B HAOOP AOCTYMNHbIX NOMb30BaTENO KaTteropun, a

nepenaBaTb AaHHbIe TOMbKO eCNN 3TN Habopbl COBMNaAatoT.

4.2.3. lononHuTenbHble aTpubyTbl CyLWHOCTEM ANs MaHAATHOro ynpaBneHus
[OCTYnom
[ononHuTenbHble aTpubyTbl CYLLHOCTEN A1 MaHAATHOro ynpaBneHust 40CTYNoM Mo3Bo-
NAT YTOYHATb UMY N3MEHATb NpaBuiia MaH4aTHOro yrnpasneHns A0CTYNOM AN TeX UM UHbIX
CYLLHOCTEMN:
- ccnr — npucBamBaeTcs KoHTenHepaM. OnpenensieT, YTO KOHTEMHeP MOXET coaepXaTb
CYLLHOCTU C pasnnyHbIMN KracCUPUKaLUNOHHBIMM METKaMU, HO He BOMbLUMMU, YEM ero
cobCTBEHHas knaccuukaumMoHHas MeTka. YTeHne cooepXMMOro Takoro KOHTenHepa
paspellaeTcs CyObekTy BHE 3aBUCMMOCTM OT 3HAYEHUsI ero KrnaccugukaumoHHON METKH,
npw 3TOM CcyObekTy JOCTYynHa MHAOPMaLMA TONbKO NMPO HaXo4sLWMecs B 3TOM KOHTEN-
Hepe CyLHOCTU C KnaccuukaumMoHHOM METKOW He Bornbluen, Yyem ero cobcTBeHHas
KnaccudmkaynoHHasa Metka, nbo Npo CyLHOCTU-KOHTENHEPDI, Takke umerLlime atpnbyT
ccnr;
- ehole — npucBamBaeTcsa obbekTam (annam), UMeLLMM MUHUManbHYO Knaccuduka-
LIMOHHYIO METKY N HYNEBY METKY LenoCTHOCTU. [MpMBOAUT K UTHOPUPOBAHWMIO MaHAATHbIX
npaBun yrnpaeneHus 40CTYNOM Npu Nosly4eHMn A0CTyna Ha 3anuchb K AaHHbIM OObeKTa.
ATpnbyT NnpeaHasHadeH Ana 06bEKTOB, M3 KOTOPbIX CYOBHEKT HE MOXET NPOYNTaTh AaHHbIE,
3anncaHHble B HUX cybbekTaMu ¢ 6onee BbICOKON KriaccnduKaLuMoHHOM METKOW, YeM ero
cobcTBEHHasn KnaccmdmkaunmoHHaa MeTka (Hanpumep, /dev/null);
- whole — npucBamBaeTcs obbekTam (thannam), UMeLMM MakCUMarnbHy Knaccu-
rKaUMOHHYI0 MeTKy. Pa3peluaeT 3anncb B HUX cybbekTam, nmerLwmm donee HU3Kyto
KnaccuuKauMoHHYI0 MeTKY (B 0ObIMHOM Crydae 3anucbiBaTb «CHU3Y BBEPX» 3arpeLLeHo).
MpumevyaHune. ATpnbyt ccnri 6onee He ncnonbsyerca B OC onsa ynpaeneHunst 4OCTy-
nom, Npu 3TOM LWTaTHOe (hyHKLMOHUpoBaHNe OC coOoTBETCTBYET (PDYHKLMOHMPOBAHMUIO C YCTAHOB-
NeHHbIM aTpnbyToM ccnri. BO3MOXHOCTb YCTAaHOBKM U NOMyYeHUs 4aHHOro atpmbyTta coxpaHeHa
B OC gna obecnevyeHns coBMecTuMocTn ¢ cuctemamm u MO, koTopble ero ncnonb3yet. AT-
pubyT ccnra B OC npupaBHUBaeTCA K aTpubyTy ccnr M Takke COXpaHeH ans obecneyeHus

COBMECTUMOCTUN U HE peKoMeHOoBaH K NUCMOJIb30BAHUIO.
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HononHuTtenbHble aTpubyThbl CyLLHOCTEN AN MaHAaTHOro ynpaBneHuss 4oCTYNoM MoryT

ObITb YCTAHOBMEHbI TOMNBKO MPUBUMENMPOBAHHBIM NPOLLECCOM.
4.3. MaHAaTHbLIA KOHTPOSb LLeNIOCTHOCTU

Mpun peanusaummn NOUTUKN MAHOATHOIO KOHTPOSIS LIENOCTHOCTU CyObekTaM U CyLLHO-
CTSM 3a4alTCA METKWU LeNIOCTHOCTU (Hemepapxnu4eckuin ypoBeHb (KaTeropusi) LerioCTHOCTU n
nepapxm4eckux (NMHenHbIX) ypOBEHb LIeNTOCTHOCTU), ONUcaHne MeTKM LertoCTHOCTU NpuBeaeHO
B(4.3.1l

Takxke cyHOCTAM MOryT BblTb NMPUCBOEHbI aTpnbyThl ANS MaHOATHOIO KOHTPONS LIenocT-
HOCTW, onuncaHue KoTopbix npmeeaeHo B 4.3.2

[Ona agMUHUCTpUpPOBaHNA NOACUCTEM C MaHOATHLIM KOHTPONEM LIENOCTHOCTU MHOXe-
CTBO npuBunernn Linux pacwmpeHo cneumansHbiMn PARSEC-npusunernsamm, nonHoe onvcaHue

koTopbIx NpuBeaeHo B 4.7|

4.3.1. MeTKa UenocTHoOCTU

Cyb6bekTtam 1 CyLLHOCTAM 3a4atoTcs METKM LIeNOCTHOCTM — COBOKYMHOCTb (4€KapTOBO Mpo-
n3BedeHNe) Henepapxny4ecknx ypoBHen (Kateropumn) LenoCTHOCTU U nepapxmuyecknx (MMHENHbIX)
YPOBHEMN LEeNIOCTHOCTH.

MeTka LUenoCTHOCTU CYLLIHOCTU OTpaXkaeT CTeneHb YBEPEHHOCTU B LLENOCTHOCTU coaep-
Xawiencs B Hen nHopmaumn. MeTka LenocTHOCTN cybbekTa COOTBETCTBYET €ro NOfIHOMOYUAM
MO AOCTYNY K CYLHOCTU B 3aBUCMMOCTU OT €€ METKM LIeNOCTHOCTU, a Takke OTpaXkaeT CTeNeHb
YBEPEHHOCTU B KOPPEKTHOCTM €ro OyHKLNOHANBHOCTMW.

Mpouecc npu ero HeNOCpeaCTBEHHOM 3arnycke HacrneayeT MeTKy LenoCcTHOCTU npolecca-
poauTens.

Cyb6beKkT ¢ onpeaeneHHoM MeTKON LerTOCTHOCTM MOXET NOoSyyYnTb AOCTYM Ha 3anuch K
CYLLIHOCTW, €CIi1 ero MeTKa LeNOCTHOCTM HE HMXE METKU LIeNOCTHOCTM CYLLHOCTH.

B cTtaHgapTHOM peanusaunmn nepapxmieckum (NMMHenHbIN) ypoBeHb LenocTtHoctn B OC
3ape3epBUpPOBaH N He NOAAEPKMBAETCS ero UCMofb30BaHUe.

Heunepapxuyeckmin ypoBeHb LIENOCTHOCTU TEXHUYECKN peanun3oBaH kak 32-6utHasa mac-
ka, 6e33HakoBas BenmynHa (uint32_t). B nonb3oBaTtenbCcknx nHTepdencax npeacraBnaeTcs
AECATUYHBIM UMK WeCTHaAUaTePUYHbIM YNCIIOM MM HaUMEHOBaHNEM.

UuncnoBble 3Ha4YeHUs1 HemepapXxmyeckoro YpoBHS LENOCTHOCTU MOTYT NMPUHUMATb 3HAYEHNS
ot 0 70 232-1 unm ot 0x0 go OXxFFFF FFFF BKMOUYMTENbHO, YaCTUYHO CPaBHUMBI MeXay coboi 1
onNpeaensitoTCa Kak CyMMbl 3HAYEHUIN Ha3HaYeHHbIX Henepapxmyecknx ypoBHEN LIEeNOCTHOCTMU.

B OC no ymon4aHuio BbigeneHbl HYNeBon, YeTbipe HEHYINEBLIX U HECPABHUMbIX MEXAY CO-
6on (qanee — N30NMPOBaHHbIX) HENEPAPXNYECKNX YPOBHS LIENTOCTHOCTH, a Takke MakCMMasbHbIN

HemepapxXnu4eckmin ypoBeHb LIENTOCTHOCTU, KOTOPbIA HE MEHbLLE BCEX OCTallbHbIX B CUCTEME.
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Mpun yctaHoBke OC no ymonyaHuio npeasiaraeTca MakcMmarbHbIM HENEPaPXNYECKUI
YPOBEHb LENoCTHOCTM max_ilev, paBHbIM 63 (butoBas macka 00111111), a MUHUMaArbHbIN
Bcerga 0.

[ononHutensHo A8 0603HaYeHNA MakCMManbHOro YPOBHS LIENOCTHOCTU B YCTaHOBIEH-
Hon OC 3apesepBUpPOBaAHO crieLmanbHoe HaMeHoBaHNe YPOBHSA LEeNOCTHOCTUN Beicokuit (High),
Ansa 0603HavYeHns HyneBoro ypoBHS LENOCTHOCTU 3ape3epBMpOBaHO crneyunanbHoe HauMeHoBaHue
Huszxu#t (Low).

HenpuBrnernpoBaHHbIM NOMb30BaTENsAM NO YMOSTHAHUIO NPUCBaMBAETCS HYNeBon ypo-
BEeHb LIENOCTHOCTU, aAMUHUCTPATOPy NpMCcBanBaeTCs MakCMMarbHbIN YPOBEHb LIENOCTHOCTH 63,
3a CMCTeMHbIMU cryx6amu, nepedeHb 1 onMcaHue KOTOpbIX NpuBeaeHbl B Tabnuue [7], 3apesepsu-

poBaHbl YeTbIpe N30JTMPOBaAHHbLIX YPOBHA LENMOCTHOCTW.

Tabnunua 7
YpoBeHb| 3HayeHne butosas Onucanne
macka
1 001 0000 0001 YpoBeHb 3a4eNCTBOBaH Af151 CETEBbIX CINyX0
2 002 0000 0010 YpoBeHb 3a4€elCTBOBaH 4S5 BUpTyanu3aumm
3 004 0000 0100 YpoBeHb 3agencTBoBaH Ans cneuymansHoro MO
4 008 0000 1000 YpoBeHb 3a0eMNCTBOBaH AN rpadmnyeckoro cepeepa

MpumeyvyaHue. B Tekywen peanusauuun, ¢ y4etom 32-6UTHOM MaCKU, KOSIMYECTBO
N30MNMPOBAHHBIX YPOBHEN LIENTOCTHOCTU MOXET ObiTb YBENMYEHOo 40 32 Npu NOBbLILWEHUU MaKCU-
ManbHOro ypoBHs uenoctHoctn fo OxFFFF FFFF.

Mocne yctaHoBkn OC makcuMarnbHbI YPOBEHb LIENOCTHOCTU B CUCTEME MOXET ObITb
noBbIWeH. MakcumarnbHbIMU YPOBHAMU LLENTOCTHOCTU B CUCTEME MOTYT BbITb YMCNa, Y KOTOPbIX
BuToBas mMacka BKNOYaeT BUTOBbIE MACKM BCEX OCTasbHbIX MCMOSb3yeMbIX YPOBHEN LENOCTHOCTH
B cucteme, Hanpumep, 63 (0x3F, butoBas macka 00111111), 127 (Ox7F, 6utoBas macka 01111111),
191 (OxBF, 6butoBaga macka 10111111) u 1.4.

BHUMAHMUE! lNpn noBbIlWeHM MakCcUManbHOro ypoBHs LiernoctHocTn B OC Bbille 3Have-
HKUA 63, 3agaHHoro npu yctaHoske OC, Heobxoammo yb6eanTbest B NOBbILLEHUM YPOBHS LIENOCTHO-

ctn agmmnHuctpatopa OC.

4.3.2. lononHuTenbHble aTpubyTbl CyWHOCTEM AN MaHOATHOro KOHTpons
LLeSIOCTHOCTHU

[ononHutensHble atpmbyThl cylwHocTen ana MKLL no3BonsatoT yTOUHATL UK NBMEHATL
npasuna MKL] ans Tex nnu nHbIX CyLLHOCTEN:

- silev — npuceauBaetcsa ¢annam. lNpoueccy, 3anyckaemomy 13 anna c atpubytom

silev, NpucBanBaeTca MeTKa LiefIoOCTHOCTU, paBHas Ham6onbmemy 3Ha4YeHunto, KoOTopoe
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OLHOBPEMEHHO MEHbLUE UMM PaBHO 3HAYEHUAM METKU LIeNOCTHOCTU dpanna n Makcu-
MaribHON METKM LIeNOCTHOCTU B CUCTEME (3HaYeHne napameTpa KOMaH4HOM CTPOKK aapa
parsec.max_ilev). Hanpumep, ecnvm meTka LenoCcTHOCTU dparna MeHbLUE UK paBHa
MaKCMMarnbHOM MeTKe LIeNTOCTHOCTN B CUCTEMe, TO NpoLeccy Ha3HavaeTca MeTka LenocT-
HOCTMW, paBHas MeTKe LenocTHOCTU darna. ATpnbyT silev HeOOX0AMM AN KOPPEKTHOTO
3anycka npouecca cMeHbl napons U3 panna /usr/bin/passwd, UMeKOLEro BbICOKYH
METKY LIeNOCTHOCTU, NONb30BaTeNeM C HA3KOM METKOW LeNTOCTHOCTM.

BHUMAHUE! Ncnonb3oBaTb aTpubyT PEKOMEHOYETCA B UCKMIOUUTENbHbIX Cryyasx B
COOTBETCTBUWN C MPUHATON NOAUTMKON Be3onacHoCTy;

- irelax — npucBamuBaeTcs katanoram. Onpegensiet, YTo B KaTtanor MOXeT OCyLLecTB-
NATb 3anucb npouecc ¢ nobon meTkon uenoctHocTh. Co3gaBaemMble B JAaHHOM KaTtarore
CYLLIHOCTU HacneayrT METKY LLeroCTHOCTU OT CO3[aroLLero ux npowuecca, ecriv ero Metka
LefIOCTHOCTU MEHbLUE UMW paBHa MeTKe LEerioCTHOCTM AaHHOro katanora. Ecnv meTtka
LIeNOCTHOCTM MpoLecca Bblle UM HecpaBHMMa C METKOM LIeNOCTHOCTM JaHHOro KaTanora,
TO MeTKa LierToCTHOCTM CO30aBaeMONn B HEM CYLLIHOCTU YCTaHaBnMBaETCH Kak Hanbonbluee
3HayeHue, KOTopoe O4HOBPEMEHHO MeHbLUE UMW paBHO 3HAYEHUAM METKM LeSioCTHO-
CTW JAHHOro KaTtanora u MeTKu LernioCcTHOCTU npouecca. ATpubyT JOCTYMNEeH TONbKO npu
BKIMOYEHHOM paclumpeHHoMm pexume MKLL (cm. [4.5).

[ononHutenbHble aTpubyThl cywHocten ans MKL moryT 6biTb YCTaHOBMNEHbI TOMbKO

NPUBMMErMPOBaHHbLIM NMPOLECCOM.

CTW.

4.4. MaHAaTHLIN KOHTEKCT 6e30nacHoOCTH

MeTka KOHd)VILleHU,I/IaJ'IbHOCTI/I N MeTKa LIeNOCTHOCTM 00beanHSATCS B METKY ©esonacHo-

1) knaccudumkaunoHHas MeTka, onpeaenseTcsa:
a) vmepapxmyecknm ypoBHeM KOH(OUAEHUNANBbHOCTY;
0) HemepapxuyeckumMm KaTeropmsiMm KOHUAEHUNANbHOCTMY;
2) MeTKa UenoCcTHOCTU, onpeaenserca:
a) nepapxmieckum (IMHENHbLIM) YPOBHEM LIENOCTHOCTU (3ape3epBMpOBaH);
0) Hemepapxuyeckum ypoBHeM (KaTeropmen) LenocTHOCTH.

MeTtka 6e3onacHoCTu cybbekTa (CyLLHOCTN) COBMECTHO C NpuBUniernsaMmmn cyobekra (aT-

pubytamn cywHocTen Ans maHgaTHoro ynpasneHua poctynom u ans MKL) npeacrtaensior

MaHAATHbINA KOHTEKCT 6e30MacHOCTM 3TOro CyObeKTa (CyLHOCTN).

Cy6'beKTbI UM CywHoOCTHn, KOTOpbIM ABHO HE 3adaH MaHAaTHbIA KOHTEKCT 6e3onacHo-

CTM1, CYMTAIOTCS MMEKLUMU MUHUMANbHbIA (HYNEeBOW) MaHA4ATHbIN KOHTEKCT 6e3onacHocTu, T.e.
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MeTKa 6e30MacHOCTM MMEET MUHUMarbHbIE OOMYCTUMbIE 3HAYEHNSA (HanpuMep, PaBHbIE HYIO) U
npuBmUnNerMm NNu AoNonHUTENbHble aTpubyTbl OTCYTCTBYIOT.

YnpaBneHne KOHTEKCTOM 6e30MacHOCTM CYLLLHOCTEN OCYLLECTBISAETCA C NOMOLLbIO UHCTPY-
MeHTa pdpl-file B cooTBeTCTBUM C onncaHvem 4.16.1]

lMpaBuna NpMHATUA peLleHns 0 NpeaoCTaBNeHMM OCTYNa Ha OCHOBE METKM 6e30MacHOCTH
onucaHsbl B [4.6]

BHUMAHMUE! YctaHaBnuBatb Ansa nonb3oBaTesis O4HOBPEMEHHO BbICOKMN YPOBEHbL KOH-
duaeHumanbHOCTH (KnaccnmkaumoHHy METKY) N BbICOKUA YPOBEHb LIENOCTHOCTU HE PEKOMEH-
ayetcs.

BHUMAHUE! HeBoamoxeH BXof B CeCCuo C BblIbpaHHbIMU OAHOBPEMEHHO HEHYEBOW
METKOMN KOH(PUAEHLMANBHOCTU U HEHYNEBBLIM YPOBHEM LIENOCTHOCTW.

BHUMAHMUE! lNpwn BknovyeHHOM B cucteme pacwimpeHHom pexnme MKLL npu Bxoge
B CECCU0 YPOBEHb LIENOCTHOCTU Ha3HavYaeTcs aBTOMaTU4eCku U3 MakCcuMMarbHO AOCTYMHOro

AaHHOMY nonb3oBaTento (cMm. 4.5)).
4.5. PacluMpeHHbIN peXXUM MaHAATHOrO KOHTPOSA LeNIOCTHOCTH

B pexxume MKL| npouecc npu ero HenocpeaCcTBEHHOM 3arnycke HacnegyeT ypoOBeHb Lie-
NOCTHOCTK npouecca-poantens. NMpn atom B paclumpeHHoMm pexume MKL, (strict mode) Henocpen-
CTBEHHbIN 3anycK npouecca 3anpelieH B TOM crlyyae, ecrnun UCrnonHaemMbln oainsi, 3 KoToporo
3anyckaeTcs npouecc, MMeeT ypoBeHb LEeNIOCTHOCTU MEHbLUE UMW HECPABHUMBIA C YPOBHEM
LenoCcTHOCTU npouecca-poantens. B gaHHOM criydyae npouecc BO3MOXHO 3anyCTUTb TOMbKO C
MCMONb30BaHMEM MHCTPYMEHTa sumic, onmcaHve kotoporo npueeaeHo B [4.16.9]

CospaBaemoMy anny (Katanory) HazHavYaeTcsl ypoOBEHb LIENOCTHOCTU, PaBHbIA YPOBHIO
LLeNOCTHOCTM TOro Karanora, B KOTOPOM OH co3gaetcs. [pn aTom 3anpelleHo co3gaBatb hann
(kaTanor) ¢ ypoBHEM LENOCTHOCTU BbiLlEe UM HECPABHMMbIM C YPOBHEM LIENTOCTHOCTM npouecca,
cosgatoLlero AaHHbIn dpann (katanor).

BHUMAHMUE! PacwupeHnHbin pexum MKLL npegHasHaveH gnsa ycunexma sawmtbl OC.
BmecTe ¢ Tem ero BknoYeHne MOXET NpuBecTn Kk cbosim B paboTte HekoToporo npuknagHoro MO
(ocoBbeHHO yxe ycTaHOBIEHHOro). [loaToMy nepen BKAOYEHNEM pacluMpeHHoro pexnma MKL]
B OC agMuHUCTpaTOpy pekoMeHOyeTCs NPOBECTU TECTUPOBaHME UCMONb3yEMOro NpUKNagHoro
MO c uenblo NpoBepkM ero paboTocnoCOBHOCTM NPU BKITHOYEHHOM pacluMpeHHoMm pexume MKL, n
HeobXo4MMOCTM ero AONOSTHUTESNbHON HAaCTPOWKN.

BknitoyeHune pacwmpeHHoro pexuma MKL, ocylectBnaeTca nyTemM BbINOIHEHNSA OT UMEHN
afMUHUCTPATOpa KOMaHAbl:

astra-strictmode-control enable
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B pesynbrate 6yayT BbINOSHEHLI HEOOXOAMMbIE HACTPOMKM METKM LIENOCTHOCTU CYLLIHO-
CTen N Ans napameTpa KOMaHOHOW CTPOKM sipa parsec.strict_mode ycTaHOBNEHO 3Haye-
Hue 1. [inga aktnBaummn pacumpeHHoro pexuma MKL, Heo6xoanmo nepesarpysnts OC

[1ns NpoBepKM TEKyLLEro CocTosiHMUsA paclumpeHHoro pexxmma MKLL (akTnBeH/HeakTUBEH)
MOXHO BOCMOfb30BaTbCA KOMaHOO0WN:
astra-strictmode-control status

B cnyyae, ecnn nocne BbINOMHEHUS KOMaHAbl BKITHOMEHUS paclumnpeHHoro pexnma MKL|
He BbINonHsanacek nepesarpyska OC, pe3ynsrat KoOMaHA4bl NPOBEPKN COCTOSHUSA pexuma byaet
HEAKTHBHO. [lna nonyyeHus nHdopmaumm o COCTodaHnn paclumpeHHoro pexunma MKL, koTopoe
oyaet nocne nepesarpy3ku OC, BbINONHUTL KOMaHAY:
astra-strictmode-control is-enabled

Mpw BKto4eHHOM pacwmpeHHoM pexume MKL|, Bo BpeMsi co3aaHusi nonb3oBaTensi BCeMy
coaepXnuMoMy ero JoMallHero Karanora HasHa4yaeTcs ypoBeHb LeNOCTHOCTU, PaBHbIA YPOBHIO
LeNOCTHOCTb AaHHOro nosb3oBaTtenis. B ganbHenwemM HasHavyeHWe ypoBHEW LIeSTIOCTHOCTU CO-
AepPXMMOMY AOMALLHUX KaTanoros nosib3oBarterien OCyLeCTBNSAETCS B COOTBETCTBMU C 06LLMMMU
npasunam MKL,.

Mpw BKNOYEHHOM paclumpeHHoM pexnme MKL, npumeHsaoTcs cneayowme nsmeHeHns B
pa6ote OC:

1) BXOO B CeCcCuM0 BO3MOXEH TONMbKO Ha MakcumaribHO [OCTYNHOM MNOoSib30BaTesito

HenepapxmyeckoM ypoBHE LENIOCTHOCTU (BblbupaeTca aBtomatudecku). T.e. agMUHK-

CTpaTop C BbICOKMM YPOBHEM LIENTOCTHOCTW, €Cnn Npu BxoAde B ceccuto Obina BolbpaHa

Hynesas MeTKa KOH(pUAeHUManbHOCTU, He CMOXET BbINOMHUTL BXOA HA HYNEBOM YPOBHE

uenocTHocTu. Y HaobopoT, ecnn agMUHUCTPATOPOM C BbICOKUM YPOBHEM LIENOCTHOCTHU

npy Bxode B ceccuto bbina BelbpaHa HeHynesas MeTka KOHuAeHUnanbHOCTU, TO BXOA

ByOeT BbINOMHEH Ha HyNEBOM YPOBHE LIENOCTHOCTY;

2) He NpuMmeHsieTcs npuBunerns PARSEC_CAP_IGNMACINT (cm. Tabnuuy [8);

3) He npuMeHsieTca napameTp KOMaHOHOW CTPOKM siapa parsec.ccnr_relax (CcM. Tab-

nuuy [37);

4) BO3MOXHO MpVYMeHeHWe npusunern PARSEC_CAP_CCNR_RELAX (cM. Tabnuuy [8);

5) BO3MOXHO npumMeHeHue atpubyta irelax (cm. [4.3.2).

4.6. anMeHeHMe npasun MaHAaaTHOro ynpaBJ/ieHUA A[O0CTynomM U MaHAaTHoOro

KOHTpONA LUesIoCTHOCTHU

MpUHATNE peLLeHNs O 3anpeTe UNn paspeLleHnun OoCTyna CyobekTa K CyLLIHOCTU NPUHN-
MaeTcsl Ha OCHOBe TuMa ornepauum (YTeHne/3anncb/McnonHeHne), MaHaaTHOro KOHTeKcTa besonac-

HOCTU cy61>e|<Ta N MaHOATHOro KOHTeKcTa 6e3onacHoCTum CYLLHOCTMN.
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Vcnonb3oBaHne ypoBHS 1 KaTeropui KOHMAeHUManbHOCTU obecneymBaeT 3alnTy oT
HeCaHKLMOHMPOBAHHOIO A0CTyna K HdopMauuu.

Mcnonb3oBaHne ypoBHS LENOCTHOCTM obecnednBaeT LenoCTHOCTb MHGopMaLmm nyTem
3anperta MoguuKauun CyLHOCTEN C BbICOKUM YPOBHEM LIENOCTHOCTN HeOBEPEHHbIMU CybbeKTa-
MU ¢ 6onee HN3KMM YPOBHEM LIENOCTHOCTH.

Onepaunn 4TeHUA U UCMNONHEHNSA paspeLleHbl, eCnn ypoBeHb KOH(UAEHLUMATbHOCTH
cybbeKkTa He HUXe YPOBHS KOHPUAEHLMANBHOCTU CYLLHOCTKN, BUTLI HAbopa KaTteropnin KOHMK-
AeHUManbHOCTM cybbekTa BKNoYatoT 6uTbl Habopa kaTteropmii KOHPUOEHUNANBHOCTU CYLLLHOCTMW.
PaspelueHne He 3aBUCUT OT 3HAYEHUI METKM LEeNOCTHOCTH.

Onepauus 3anncu paspelueHa, ecnu ypoBHU U KaTeropun KoHpunaeHumnanbHoCTn cybb-
eKTa U CyLHOCTM cOBNagaloT, a YpoBeHb LIeNTOCTHOCTU cybbekTa Gonblue unn paBeH ypoBHSA
LleNOCTHOCTH CYLLIHOCTMW.

B oTHOWeHUn meTkmn 6e3onacHOCTM AEWUCTBYIOT creayroLine npasmna HacnegoBaHus:

- eCnu B ceccun cyObekT cosgaeT apyroro cybbekta (mpouecc co3gaeT npouecc), To

CO30aHHbIN CyObEeKT NOMHOCTLIO HacreayeT MeTky 6e3onacHoCTh (YpoBeHb KOHUAEHUU-

anbHOCTU, KaTeropun KoHpAEHUNansHOCTH, YPOBEHb LENOCTHOCTH);

- eCcnu CcyObekT co3gaeT CyLHOCTb (npouecc co3gaeT hans), To co3gaHHasi CyLWHOCTb

Hacnegyert TONbKO KnaccuduKaunoHHy MeTKY (YpoBeHb KOH(MAEHUMANbHOCTN U KaTero-

pUN KOHPUOEHLUMANBHOCTN), N, HE3aBUCUMO OT YPOBHS LIENOCTHOCTU cybbekTa, Bcerga

nony4vaeT HyneBow ypoBEHb LENOCTHOCTH.

KnaccudukaunoHHble METKM CYLLLHOCTEN He MOryT NpeBbIWAaTh 3Ha4YeHUs Krnaccudukaum-
OHHOW METKM KOHTENHepa, UX codepaLlero.

MpumeyvyaHue. B MHPOPMALMOHHBIX CUCTEMAX C MaHAATHbIM YpaBneHnem 4OCTYNOM
KaK npaBumno NpUMEHSIIOTCA KnaccuuKaLMOHHbIE METKU, B KOTOPbIX UCMOMb3YeTCHA TOSbKO YeTblpe
YPOBHS KOHMAeHUmanbHocTn ot 0 go 3 1 64-6utoBas macka C pasfnyHbIMKU COYETAHUAMM
KaTeropum.

BHUMAHUE! 3meHATb METKY KOHMOEHUNANBbHOCTU CYLWHOCTU (T.€. UBMEHATbL YpO-
BEHb KOH(pMAEHUNANbHOCTUN U/MNKN KaTeropumn KoOHpUAEeHUNanbHOCTN) MOTyT TONbKO CyObEKTbI C
HanuyMeMm npusunern PARSEC_CAP_CHMAC (cM. Tabnuuy [8).

BHUMAHUE! /3meHsATb ypoBEHb LENTOCTHOCTM CYLLHOCTU MOFYT TONbKO CYObEeKTbI C
Hanuunem npueunernn PARSEC_CAP_CHMAC (cMm. Tabnuuy M C MakCUManbHbIM YPOBHEM
LeNOCTHOCTH.

BHUMAHMUE! [1na nameHeHns meTkn 6e30nacHOCTU npoLecca Ucnonb3yeTcs npusBunierns
PARSEC_CAP_SETMAC (cM. Tabnuuy [8).

[nsa co3naHns B KOHTENHEPE, UMetoLLEM aTpubyT cenr, BOXEHHOW CYLLHOCTU C YPOBHEM

N KateropnaMmm MEHbLUMMNU, HEM Y KOHTeVIHepa, HeobOxoanmo obnagath cneumanbHbIMU npuBure-
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rMaMu PARSEC_CAP_IGNMACCAT U PARSEC_CAP_IGNMACLVL, ONUcCaHne KOTOPbIX NpuBeaeHO
BI4.7

BHUMAHMUE! Ecnu B 3arpy3unke OC ykasaTb 3Ha4eHue napamerpa KOMaHOHOW CTPOKM
aApa parsec.ccnr_relax=1, TO HENPUBUIIErMPOBAHHbLIN NOMNb30BaTENb CMOXET NPOU3BOAUTL
3anucb (pannos ¢ pasHbIM YPOBHEM KOH(OMAEHLMANbHOCTU B KOHTENHEP (KaTanor) ¢ yCTaHOBMEH-
HbIM aTpubyTOM ccnr.

MaHaaTHbIM KOHTEKCT 6e30nacHOCTU Ha KOpHEe ddanfioBOM CUCTEMbI ONpeaensieT Makcu-
ManbHbIN MaHOATHbIA KOHTEKCT 6Ge3onacHOCTM cylHoCcTen. MaHaaTHbIN KOHTEKCT 6e30nacHoCTy,
yCTaHaBnMBaeMbI N0 YMOMYaHMIO Ha KOpeHb (PanroBon CUCTEMBI, @ Takke MaHOaTHbIN KOHTEKCT

OTAerbHbIX CyLLHOCTEN, onpeaeneH B cueHapun /usr/sbin/pdp-init-f£s.
4.7. PARSEC-npuBunerum

PARSEC-npusuneruu, kak 1 Linux-npusuneruu, npueeaeHHole B (3.2, Hacnegytotcs npo-
ueccamu oT npoueccoB-pogutenen. Npouecchl, 3anyweHHble OT MMEHN Cyrneprnonb3oBaTens,
MMeLero MakcumarnbHbI (Beicokuit) YPOBEHb LIENOCTHOCTU MO YMOMYaHUIO, HE3aBUCUMO OT
SIBHOrO Ha3Ha4yeHUs UM NPUBUIIENNIA, UMEKOT BO3MOXHOCTb OCYLLECTBNSATL OOMbLUIMHCTBO NpuUBUIe-
rMMPOBaHHbIX AENCTBUN.

PARSEC-npuBunernm n nx onncaHve npuBeaeHsl B Tabnuue .

Tabnuua 8

MpuBnnerus

OnuncaHue
BuTtoBas macka

PARSEC_CAP_AUDIT

0x00002 MosBonsieT ynpaenAaTb NONUTUKOU ayauTa

PARSEC_CAP_BYPASS_ XATTR

0x40000 OTkItoYaeT NpoBepKy NoAnucu annos B xattr

Mo3BonseT npoueccy HasHadaTb cebe nobor HeENPOTMBOPEYMBLIN
Habop NpuBMNErnn n YuTatb NPUBUNErNA, MPUCBOEHHbIE NPOLEC-
cam

PARSEC_CAP_CAP
0x00400

Mo3BONSIET OCYLLECTBNATL B KaTanore ¢ yCTaHOBMNEHHbIM aTpuoby-
TOM ccnr AelcTBuS (co3paHue, yaaneHue v ap.) Hag BrOXeHHbI-
PARSEC_CAP_CCNR_RELAX MK chbainamm 1 Kkatanoramv ¢ ypoBHAMIU KOHOUOEHUNANBHOCTH,

0x100000 He BbllLEe YPOBHSI KOH(bMAEHUMaNbLHOCTN AaHHoro kaTtanora. Mpu-
BUINErvs MPUMEHSIETCS NPU BKIIIOYEHHOM PaCLUMPEHHOM PeEXUMe

MKL{ (cm. [A-5)

PARSEC_CAP_CHMAC

0%00008 [Mo3BonseT M3MeHATb MeTkM 6e3onacHOCTU (*)aVIJ'IOBbIX 0ObEKTOB
X
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MpuBnnerus
BbuTtoBaga macka

OnuncaHue

PARSEC_CAP_FILE_CAP
0x00001

He ncnonbayercs.

Ona wnameHeHus mMeTok 6esonacHoOcTM hannoBbiX OOBLEKTOB
ncnonb3oBatb npueunernto PARSEC_CAP_CHMAC.

[na nameHeHns metok 6e30nacHOCTM NPOLECCOB MCMONb30BaTb
PARSEC_CAP_SETMAC.

Ona un3amMeHeHuss npuBUnernn
PARSEC_CAP_CAP

npoueccoB UCNONb30BaTb

PARSEC_CAP_IGNMACCAT
0x00020

Mo3BonseT UrHopMpoOBaTb MaHAATHYH MONUTUKY MO KaTeropusiM
joctyna

PARSEC_CAP_IGNMACINT
0x02000

[ns gaHHOro npouecca OTKYaeT NPOBEPKY NpaBun 4ocTyna Ha
OCHOBE YPOBHEW LenoCTHOCTU. [puBmnerna He NpMMeHseTcs Npu
BKIIOYEHHOM paclumpeHHom pexxume MKL (cm. [4.5)

PARSEC_CAP IGNMACLVL
0x00010

[Mo3BonseT urHopupoBaTb MaHOATHYHO MNOMUTUKY NO YPOBHAM KOH-
dmaeHumnanbHoOCTH

PARSEC_CAP_INHERIT_INTEGRITY

0x20000

Mpwn co3gaHumn hannoBbix O6HLEKTOB HA HUX aBTOMaTUYECKM yCTa-
HaBMMBaETCS MakCUManbHO BO3MOXHAs LIeNOCTHOCTb, OQHAKO He
BblLLIE, YEM LIeMOCTHOCTb NpoLecca-co3aaTens n LenoCTHOCTb KOH-
TelHepa, B KOTOPOM co3aaeTca dhannoBbin 06bekT. McnonbayeTcs
ANsA ycTaHoBLUMKa nakeTos (dpkg)

PARSEC_CAP_IPC_OWNER
0x10000

OTMeHseT MaHgaTHble OrpaHMyeHus npu pabdoTte ¢ CyLWHOCTAMMU
IPC, Takumm kak shared memory, message queue u 1.4. (PARSEC-
npusunerusi, aHanornyHasa Linux-npusunernm CAP_IPC_OWNER)

PARSEC_CAP_MAC_SOCK
0x00800

Mo3BonsieT N3MeHATb MeTKM 6e30NacHOCTU TOYEK COeaUHEHUS
(UNIX-cokeToB). [1ns1 cETEBbLIX COKETOB UCNOMb30BaTh MPUBUIETNIO
PARSEC_CAP_PRIV_SOCK

PARSEC_CAP_PRIV_SOCK
0x00100

MNo3BonsieT co3naBaTb HOBbIE CETEBbIE COKEThI NMpoLecca B NpuBK-
nerMpoBaHHOM pexume (aTpubyT ehole). [pnBMNEerMpoBaHHbIN
COKET MO3BOSSET OCYLLECTBNSATL CETEeBOE B3aMMOOENCTBUE, UTHO-
pVpys MaHAATHYHO NOMUTUKY.

Ona Touek coeanHenusa (UNIX-cokeToB) ncnonb3oBatb NpuBunie-
rMio PARSEC_CAP_MAC_SOCK

PARSEC_CAP_PROCFS

BkritoyaeT MrHopupoBaHue ypoBHelN KOHDUAEHUMANIBHOCTM U YPOB-

0x80000 Hel LenocTHOCTM npu paboTe ¢ /proc
PARSEC_CAP_READSEARCH [Mo3BonsieT UrHopmMpoBaTb MaHOATHYO MOMUTUKY MPU YTEHUN U
0x00200 noucke dannoBbix 0GLEKTOB (HO HE MpK 3anucK)

PARSEC_CAP_SETMAC
0x00004

[No3BoNseT N3MEHATL METKY ©esonacHocTH npoueccos. rlpI/IBVI-
nerna He No3BondeT npoueccy nosbilaTh YpoOBeHb LIENMOCTHOCTHU
Apyroro npouecca, a TOJf1bKo NOHMXaTb

PARSEC_CAP SIG
0x00040

Mo3BonsieT nocbinaTb CUrHanbl npoueccam, UrHopupys MaHaar-
Hble NpaBa

PARSEC_CAP_SUMAC
0x04000

Mo3BonseT 3anyckatb NPOLECChl C APYron KraccugukaumoHHoOm
MEeTKON (C ApYruM nepapxmyeckum ypoBHeM KOHUAEHLNANLHO-
CTW N OpYrMMU HenepapxmyeckumMmm KkateropmsiMm 4ocTyna)
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OkoHyaHue mabnuusi 8

MpuBnnerus

OnucaHue
ButoBas macka

Mo3BonsieT ycTaHaBnMBaTb MaHAaTHble aTpnbyTbl 0OBbEKTOB (haii-
noBoW cUcTeMbl Be3 yyeTa MaHAaTHbIX aTpnbyToB POaMTENLCKO-
PARSEC_CAP_UNSAFE_SETXATTR | ro obbekTa-koHTerHepa. [NpuBunerns ucnomnb3yeTcs g BoOC-

0x01000 CTaHOBMNEHNss 06BHEKTOB (hanIoBOM CUCTEMbI U3 PE3EPBHbIX KO-
NUMA N TOSMbKO MOCe YCTaHOBKM 3Ha4yeHus «1» ana napametpa
/parsecfs/unsecure_ setxattr

PARSEC_CAP_UPDATE_ATIME

0%00080 MNo3BonseT N3MeHATbL BpemMda OoCTyna K (baﬁnosbm obbekTam

Ona Hactponkn KC3 moryT ucnonb3oBatbes kak PARSEC-, Tak n Linux-npmusunerun.

Mopspok ynpaenenus npusunernsmy onnca B [4.17]
4.8. BknroyeHue U BbIKNIOYEHUe MaHAATHOro ynpaBneHus A4oCTYynom

4.8.1. BknoyeHne MaHOATHOro yrnpaBrieHUs JOCTYNOM

MaHpgaTHoe ynpaBreHue gOCTYNoOM MOXET ObiTb BKAOYEHO B npouecce yctaHoBkn OC
nytemMm Bblbopa COOTBETCTBYHOLLEIO NyHKTa nporpammbl yctaHoBkn OC.

BkntoyeHne maHgaTHOro ynpaeBneHusa AocTynom nocne yctaHoBku OC BbINOMHAETCS
C MOMOLLBIO MHCTPYMEHTa astra-mac-control, ONUCAHHOIO B nnu rpadudeckon
yTUnuTbl £ly-admin-smc (CM. 3NEKTPOHHYHO CNpaBKy).

Mpwn BKNIOYEHUN MaHAATHOrO ynpaBneHns AOCTYNOM AN napaMmeTpa KOMaHOHOW CTPOKM
agpa parsec.mac B 3arpy3dnke OC yctaHaBnmBaertcs 3HadeHume 1. [Npu aTom Bce AopaboTaHHble
Ans PYHKUMOHNPOBAHUS B YCIOBUSX MaHOATHOrO ynpaBreHust AOCTYMNOM CeTeBble CryX0Obl,
cuctemsbl IPC n cuctemsl nHMumanusaumm 6yayt pabotatb B pexmme MaHOaTHOro ynpasneHus
poctynoM. Takke nporpaMmmam 6yaeT AOCTyNHa BO3MOXHOCTb paboTaTh ¢ hannoBbiMyM o6bekTamu,

MMELWLNMN HEHYNEBYHO METKY KOH(*)VI,EI,eHLlI/IaJ'IbHOCTVI.

4.8.2. Bbikno4yeHne MaHAATHOro yrnpaBreHUs JOCTYNoM

BblkniodeHne mMaHOaTHOro ynpasrneHus 4OCTYNOM uenecoobpasHo NPUMEHSATb TOMNbKO
ANs oTnagoudHbIX uenen. BoiNonHATL BbIKMOYEHME B CUCTEME, BBEAEHHOW B JKCMyaTauuio,
He peKkoMeHOyeTCsl, MOCKOMbKY BbIKNIOYEHNE MaHOATHOro yrpasrieHUss JOCTYNOM MOXET rMpu-
BECTN K HECOrnacoBaHHOMY COCTOSIHUIO O6BbEKTOB (pannoBon CUCTEMbI C pasHbIMU YPOBHAMMU
KOHOMAEHUMATbHOCTH.

BbiknioyeHne MaHgaTHOMO yrnpaBneHns A0CTYNOM BbINOSHAETCS C MOMOLLbIO MHCTPYMEHTa
astra-mac-control, onucanHoro B [16.5.32, unu rpaduueckoit ytunutel £1y-admin-smc.

Mpw BbIKNOYEHUM MaHOATHOMO yrpaBneHnsa AOCTYNOM Ans napameTpa KOMaHOHOW CTPOKU

saapa parsec.mac yCTaHaBnNMBaeTcsi 3HadeHue 0.
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BHUMAHMUE! lNpu BbIKNIOYEHHOM MaHOATHOM yrnpaBneHUn OOCTYNOM Cry»0bl, KOTOpbIE
OOJTKHbI 3anycKkaTbCA Ha HEHYNEBOM YPOBHE KOHMUAEHLMANbHOCTU Unn B npouecce paboTbl
NOBbILLIAKOT CBOW YpOBEHb KOH(bMAeHUManbHOCTK, ByayT 3anyLwieHbl Ha HyNIeBOM YPOBHE KOHU-
AEeHUManbHOCTU nnn He ByayT 3anyLleHbl ¢ BbIBOAOM MHopMaumm 06 owwmbke.

Mocne BbIKNIOYEHNST MaHOATHOMO yNpaBneHusa AOCTYNOM Ang nporpaMmm Byaer oTknoyeHa
BO3MOXHOCTb paboTtaTtb ¢ hansioBbiMv 06beKTaMn, UMEKLLNMU HEHYIEBYHO METKY KOH(UAEHLN-
anbHOCTW.

BHUMAHUE! OTkntoueHne BO3MOXHOCTU paboTbl nporpamm ¢ pannoBbiMm ob6bekTa-
MU, UMEIOLMMUN HEHYIEBYIO METKY KOH(PUOEHUNANbHOCTU, HE PaBHOCUIMBLHO yOAneHUio Takux
obbekToB. dannoBblie 06bEKTLI, UMEIOLLME HEHYNEBYHO METKY KOH(bnaeHUMansHoCcTn, nocne oT-
KIIOYEHNA BO3MOXHOCTU paboTbl C HUMK coXpaHsTcd. [JOCTyn K TakuMm oObekTam He MOXeT
ObITb NonyyeH wratHbiMu cpeacteamm OC, HO AOCTYN K HUM MOXET ObITb MNOSTyYEH NpU HanMyYnn
HeKoTpoNupyemoro onu3nyeckoro 4ocTtyna K KOMMbTepy N BO3MOXHOCTU UCMNOMNb30BaTb HA HEM

HelwTaTHble CpeacTBa.
4.9. Bknro4vyeHue U BbIKITIOYEeHUEe MaH4ATHOMO KOHTPOSA LefIoCTHOCTHU

BkntoueHne MKLL moxeT 6bITb BbINONHEHO B npouecce yctaHoBkm OC nytem Bblibopa
nyHkTa «MaHgaTHbIA KOHTPOSb LUEenocTHOCTUY» B rnporpamme yctaHosku OC.

MKL| He moxeT BbITb BKNoYeHO B npouecce yctaHoBkn OC B pexunme « MoOUnNbHbINY,
nocne ycraHoskn OC B gaHHoM pexume MKLL no ymonyaHuio BbIKMHOYEHO.

BkntoueHne u BbiknoveHne MKL nocne yctaHoBkn OC BbIMOMAHAETCA C MOMOLLbIO
MHCTPyMeHTa astra-mic-control, onucaHHoro B [16.5.28, wnu rpadwuyeckon ytunutbl
fly-admin-smc (CM. 3NeKTPOHHYI0 crnpasky). [Mpu BkntoveHun/BoikntoveHnn MKL, asTtomatnye-
cku Bkrtovaetcsi/Bblkntovaetca MKL, Ha dainoBoii cucteme (cm. [4.10).

Mpw BrkntoveHun MKL ons napameTtpa KOMaHOHOW CTPOKM sipa parsec.max_ilev B
3arpysdmke OC ycTaHaBnmBaeTcs 3Ha4eHne MakCcumarnbHOro YpoBHSA LENOCTHOCTM B cucTeme. o
YMOSYaHUIO 3Ha4YEeHME MaKCUMarbHOMO YPOBHS LIENMOCTHOCTU B cucTeMe 63 (ecniv npu BKITKOYEHUU
MKL| He Gbino ykasaHo gpyroe 3HadeHue, cM. [16.5.28)).

BHUMAHMUE! paduruecknin cepep Xorg No ymonyaHuo paboTtaet oT UMEHN Y4ETHOMN
3anncu nonb3oBaTtens Ha BblAENeHHOM YPOBHE LIeNTOCTHOCTY 8.

MNpu BoikntoyeHnn MKL, ona napametpa KoMaHOHOW CTPOKM sapa parsec.max_ilev

ycTaHaBnuBaeTcs 3Ha4eHue 0.
4.10. MaHOATHbLIM KOHTPONb LENTOCTHOCTU Ha ¢hannnoBon cucreme

Mpwn BkntoveHnn MKL, cornacHo obbekTam hannoBon CUCTEMbI aBTOMATUYECKM MpU-

cBaumBatoTca atpubytel MKL,.
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Mpuceoenne atpudytoB MKLl o6bektam harnoBon CMCTEMbI OCYLLECTBIISIETCHA B COOT-
BETCTBUWN C KOHPUrypaunoHHbIM dpannom /etc/parsec/fs-ilev.conf. B gaHHOM KOHUry-
pauMoHHOM dhansie nepedncrneHbl 06bekTbl hansioBon CUCTEMbI U UX YPOBEHb LESTOCTHOCTU B
dopmare:
<ypOBe€Hb_LI€JIOCTHOCTU> <IIYyTh>
rie <ypoBeHb_LIeJIOCTHOCTU> — YPOBEHb LENOCTHOCTM ANns o0bekTa ¢annoBon CUCTEMBI,

YKa3aHHOro B <nyTb>,
<nyTb> — 06beKT/06BEKTbI PaNNOBOM CUCTEMbI UMW NYTb K HUM.
3HayeHnd, yKkasbiBaeMble B KOH(UTypaLMOHHOM baine B Ka4yecTBe YPOBHSA LeNOCTHOCTHU

<level>, npuBeaeHsl B Tabnuue [9

Tabnuua 9
3HayeHune OnuncaHue

<uucrno> OnpeaeneHHbii ypoBEHb LEENOCTHOCTU, 3a4aHHbIA YNCNOBbIM 3HaYeHneM. MoxeT
ObITb 4ECATMYHBIM, BOCbMEPUYHbBIM, LIECTHAAUATEPUYHBIM NN ABONYHBIM YNCIIOM

high Tekywmii max_ilev — MakcMMarnbHbIA YpoBeHb LenocTtHocTn B OC, 3agaHHbI B
napameTpe KOMaHOHOW CTPOKM siipa parsec.max_ilev

max Tekylwimi max_ilev — MakCcMManbHbIA YpoBeHb LenocTtHocTn B OC, 3agaHHbIN B
napameTpe KOMaHOHOW CTPOKU fA4pa parsec.max_ilev

low To e 4YTO U HYNEeBOW YpOBEHb LIENOCTHOCTH

min To e 4TO 1 HyNeBoWn ypoBEHb LIeNTOCTHOCTH

exc WrHopupoBaTb chann npy npoBepke LeNnocTHOCTU. B kayecTBe cumBona NoacTaHOB-
K/ B KOHLE MYTW MOXHO MUCMOSb30BaTh CUMBOM «*»

Ecnu B daiine ykasaHbl HECYLLECTBYIOLLME U HEAOCOMOTHBIE NMYTW, TO OHWU UTHOPUPYIOTCS.

KopHeBomy kaTanory («/») ypoBeHb LIENOCTHOCTN HE Ha3Ha4YaeTCA.

Mpnumep
KoHurypaunoHHbeii pann /etc/parsec/fs-ilev.conf
exc /etc/xdg/autostart/vboxclient.desktop
exc /etc/X11/Xsession.d/98vboxadd-xclient
exc /etc/ld.so.*
exc /etc/resolv.conf
exc /root/.config/*
exc /root/.gnupg/gpg-agent.conf
max /etc
max /1lib
max /1ib64
max /1ib32

max /bin
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max /sbin
max /boot
max /root
max /opt
max /srv
max /usr

Ona ynpasneHna MKL|, Ha dannoBon cucteme UCnosb3yeTcs MHCTPYMEHT KOMaHLHOM

CTPOKM set-fs-ilev.

Mpumep

lMocne ycTaHOBKM HOBbIX MAKETOB, a Takke B npouecce pabotsl OC MoryT co3gaBaTtbcs
HoBble (pannbl B Katanore /etc/, kotopbiM atpudyTel MKL|, aBTOMatnyeckun He npuceamBaroT-
cq. Ytobbl npmusectn MKLL channoBon cuctembl B COOTBETCTBUE KOHGUIypaUMOHHOM hanny

/etc/parsec/fs-ilev.conf, HEOGXOANMO BLINOMHUTL KOMaHAY:

sudo set-fs-ilev enable

MogpobHoe onucaHne MHCTpyMeHTa set-fs-ilev NpuBeAeHoO B man set-fs-ilev.

Takke gna ynpaenenns MKLL Ha chainnoson cucteme MOXET NCNOob3oBaTbCs rpaduye-
ckasa ytunuta £ly-admin-smc (CM. 3NEKTPOHHYIO CNpaBKy).

BoikntoveHne MKL| Ha channoBon cucteme ocyLecTBNAETCA aBTOMaTUYECKN Npu BbIKIHO-
veHun MKL| cornacHo 4.9

[ns obecneveHunsa coemectumocT B OC coxpaHeH ycTapeBLUUN MHCTPYMEHT BbIKNIOYEHUS

MKL Ha cdannoBon cucteme unset-fs-ilev.
4.11. AomnHuctpupoBaHue OC npu BknroyeHHom MKL

HenpuBrnernpoBaHHbIN NOMNb30BaTENb MOXET BbIMOMHATbL BXOA, B CUCTEMY TOSMbKO Ha
HW3KOM YPOBHE LIENTOCTHOCTU (COOTBETCTBYET MUHUMANbHOMY YPOBHIO LIeNocTHoCTH). Mpusunern-
pOBaHHbIV Nonb3oBaTenNb, NPU HaNM4YMM COOTBETCTBYHLLEro NpaBa, MOXEeT BXOAUTb B CUCTEMY
Ha BbICOKOM YPOBHE LIENOCTHOCTM (COOTBETCTBYET MakCUMaribHOMY ypOBHO LieriocTHocTn OC) n
TOMbKO ANA BbINOSIHEHNA 3a4a4 nNo KoHpurypmposaHuto OC.

AOMUHUCTpATOpP, CO3AaHHbIN Npu ycTaHoBke OC, MOXET BbINOMNHATL BXO4 B CUCTEMY C
BbICOKMM YPOBHEM LIENTOCTHOCTU (MO yMOnYaHuio 63) Nnmn ¢ HU3KUM YPOBHEM LeNnocTHOCTW. [Mpu
rpacmyeckom Bxoae B CUCTEMY Af1S TaKOro agMUHUCTPATopa No yMONYaHuio BblibpaH BbICOKUN
YpOBEHb LenocTHOCTU. padmyecknii pabounin CToN Ha BbICOKOM YPOBHE LENOCTHOCTU MMEET
KpacHbIN ¢OOH.

Mpy KOHCONMBbHOM BXOAE B CUCTEMY aAMUHUCTPATOP OOSMKEH BPYYHYIO BbICTaBMASATb YpPO-
BEHb KOHTPOSIS LENOCTHOCTM (ONS BbICOKOro YpoBHS — 63, Ans HU3koro — O mnu nponyctutb

AaHHbIN Lwar).
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BHUMAHUE! Bxog B cuctemy npmBUIIErMpoBaHHbIM Nosib3oBaTenem (agMmHUCTpaTo-
pOM) HeobXxoanM TOMbKO ANS BbIMNOMHEHUS HACTPOEK CUCTEMbI N TOSMbKO C BbICOKMM YPOBHEM
LenocTHocTu. [1ns 06bl4HOrO (WTAaTHOro) pexmuma paboTbl pEKOMEHOYETCA OCYLLECTBNATL BXOA B
CUCTEMY OT MMEHU HENMPUBUNENMPOBAHHOIO MOSb30BaTeNs Ha HU3KOM YPOBHE LIeNOCTHOCTMU.

BHUMAHMUE! lNMpwn BknovyeHHOM B cucteme pacwumpeHHom pexmnme MKL npu Bxoge
B CECCU0 YpPOBEHb LIENOCTHOCTU Ha3Ha4YaeTcs aBTOMaTU4eCKM U3 MakCMMarbHO AOCTYMHOro

OaHHOMY NoNb30BaTernio.

4.12. PazpensieMble KaTtanoru npu BKMHOYEHHOM MaHAaTHOM yrnpaBrieHUU

AOCTYyNnoMm

Mpwn BKNIOYEHHOM MaHAaTHOM ynpaBneHun OCTYNOM A8 OrpaHnyYeHnsa goctyna (B pam-
Kax npumeHsieMbix MmaHaaTtHbix NPL) k pasgensiembiv katanoram B OC peanu3oBaHa co6CcTBEHHAs
CTPYKTypa pasgensieMbix katanoros. B gaHHOM CTpyKType co3aaHHbiM npu yctaHoBke OC ocHOB-
HbIM pa3fensieMblM Katanoram CornocTaBnAwTCca Ayonupyowme pasgensemMbie Katanoru.

[ina aBTOMaTMYeCKOro co3gaHus CTPYKTypbl Ucnonb3yeTtcs dpann /etc/parsec/mlinks.
Mo ymonuaHutio B haine ykasaHbl pasgensemble katanoru, co3gasaemMble npu ycraHoske OC:
/tmp /var/private/tmp 1777
/var/tmp /var/private/vartmp 1777
# /var/cache /var/private/varcache 0755
/dev/shm /run/private/shm 1777
/run/mount /run/private/mount 0755

B kaxpgown cTtpoke hanna /etc/parsec/mlinks cogepxaTcsa TpyU MHPOPMaALMOHHBLIX
nons, pasgeneHHbIx npobenamu:

- NYTb OCHOBHOTO pasfensaemMoro Katanora, 4fs KoToporo AormkeH bbITb co3aaH aybnvpy-

OLWMI pasgensemMbli KaTasnor;

- NyTb Aybnupyowero pasgenseMoro Katanora, B KOTOpbI ByoyT nepeHanparieHbl

obpalLeHnsi K OCHOBHOMY pasfeniieMomy Katanory;

- OWNCKPeLMOHHbIe npaBa AocTyna K oybnupytowemy pasgensemMomy Katanory:

- 1777 — NONHbIN OOCTYN ANs BCEX Nonb3oBaTenen ¢ npumeHeHnem sticky-oumra;
- 0755 — paspelleHne YTeHNA 1 Noucka ans BCex nonb3oBaTenen.

Oybnupytowme pasgensemble Katanorn cosgaroTcs npu yctaHoske (3arpyske) OC.

Mpn HeobxoammocTn B dhanne MOXHO yKkasaTb OCHOBHbIE U Aybnupyowme pasgensemble
katanoru ans MO, yctaHasnmBaemoro B OC.

[Mpn nepBoMm BXo4e B CECCUI0 C HEHYNEBOWN KraccndrkaLMOHHON METKOW B AyOnupyroLmnx

pa3gendaemMblX Katarorax co3garoTcAa Kataroru AaHHOW ceccumn (I'Ipl/l BXoge C HyﬂeBOIZ KJ'IaCCl/I(bI/I-
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KaLUWOHHOW METKOW M HEHYNEBbLIM YPOBHEM LIENTOCTHOCTU MEXaHU3M He NnpuMeHsieTcs). HasBaHue
KaTanoroB ceccun nmeeT BUA:
1<ypoBeHb_KOHQUIEHINAJILHOCTH>1<HeHnepapxXxHUUeCKHUM_YpPOBEHb_lIeJIOCTHOCTH>
cOx<kareropumu_xoHuneHnuanbHOCTH>t0x0
rie <ypoBeHb_KOHPUIOEHIMAJILHOCTU> — MepapXUYeCKUn ypoBeHb KOH(PUAEHUNanbHOCTU
Nnosib3oBaTeNbCKON CeCCUn, AEeCATUYHOE YUCNO;
<ypPOBEHbL_LI€JIOCTHOCTH> — HENEPAPXNYECKNIN YPOBEHD LIENTOCTHOCTM MOSIb30BaTENbCKON
ceccun, AecAaTUYHOe YNCNO;
<KaTeropuyu_KOHPUOEHIIMATILHOCTH> — HEMepapxmniyeckme Kateropum KoHpuaeHunans-
HOCTW, LWWeCTHaauaTepuyHoe Y1Cno;
t0x0 — MeTKa Tuna, He N3MeHSEeTCS.

Mpy BTOPOM 1 NOCReayoLWmnX BXogax B CECCUM C HEHYNEBOW KraccuduKaLMOHHON METKOWN
OyayT MCNonb30BaTbCs paHee Co3aHHble KaTanoru gaHHoun ceccuu. MNpu aTom ByayT OOCTYMHbI
AN NPOCMOTpPa KaTarnorn ceccum, UMeroLme ypoBeHb KOH(PUAEHUMANbHOCTN MEHbLLE.

B ceccuun ¢ HeHyneBow knaccmduKauMoHHON METKOM BCe 0OpaLleHNst K OCHOBHLIM pa3fe-
ngemMbIM KaTanoram aBToMaTU4eCKU nepeHanpaBnalTCa B COOTBETCTBYIOLLME KaTarorn ceccun,
pacnonoXxeHHble B Ayonupyrowmx pasgensemMblx katanorax. [pn aToMm cogepxmmoe OCHOBHbIX
pasgensieMbiX KatanoroB otobpaxaeTcs B Katanorax CECCUM C HYNeBOW KnaccuukaumoHHOM
mMeTkon (L010c0x0t0x0).

Bce pybnupylouime pasgensiemble KaTanorm aBTOMaTM4ecKu OuvULLaroTCa npu nepe-
sarpy3ke OC. [lapameTpbl OYUCTKM onpefeneHbl B pasgene clear private cueHapus
/usr/lib/parsec/systemd/parsec_systemd_init.

Ecnn TpebyeTca coxpaHaTb nocre nepesarpy3kn COAEPKMMOE OTAENbHbIX KaTanoros u3
cocTaBa Ayonupyowmx pasgensieMblx Katanoro, MoXXHO J06aBUTb B CLEHapuii CTPOKY, NO3BOrS-

WY nponyckatb O4YNCTKY KOHKPETHOIO Kartarsora.

Mpnumep
#
# Clear private dirs.
#
clear private() {
for d in ?find /var/private/*/* 2>/dev/null? ; do
# Crnenyomasi cTpoKa OpefoTBpallaeT OTUMCTKY KarTanora /var/private/test u ero
# mogxaTa’sioros
if [[ "$d" =~ ~/var/private/test/* ]]; then continue; fi
# Crnegnyomasi CTpoka OuMllaeT KaTajor

rm -rf $d
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done
return $?;

}

BHUMAHMUE! lNpu BHeceHUn nameHeHun B hann /etc/parsec/mlinks U3MeHUTCA
€ro KOHTposibHasa cymma, 3adouKCMpoBaHHas B gostsums . txt Ha yCTaHOBOYHOM aucke. Ecnu
grann /etc/parsec/mlinks NOCTaBMeH Ha KOHTPOSb LIENOCTHOCTU, TO NOCIIE ero NU3MeHeHUs
cnenyet 0OHOBUTb HACTPOMKM KOHTPOSS LENOCTHOCTH, YTOBbl n3bexaTb HEBO3MOXHOCTM 3arpy3ku

OC u3-3a HapyLleHUs LenoCcTHOCTU KOHTponmMpyemoro danna.
4.13. 3anyck cnyx6 systemd ¢ ypoBHEM LeNIOCTHOCTU U KOH(MAEHUNaNbLHOCTH

[na 3anycka cnyx6bl systemd nog ypoBHEM KOH(MAEHLMANBHOCTU HEOBXOAMMO B KOHMM-
rypaumMoHHOM dhanrne (IoHMTE) COOTBETCTBYIOLLEN CNYXObl (<uMmsa_loHuTa> . service) B pasgene
[Service] foGaBuTb crieayloWwmin napameTp (MeTKy):

[Service]
PDPLabel=<YpoBeHb>:<YPOBEHBL leJIOCTHOCTH>:<KaTeropuu>

[nsa ynpaBneHnsa loHUTaMn Nonb3oBaTtesib JOSMKEH MMETb YPOBEHb LIENOCTHOCTH, BKIOYa-
oM B cebsa ypoBeHb LIENTOCTHOCTM YNpaBnsaemMoro IoHUTa (3agaHHbI napaMmeTpom PDPLabel,
no ymonyaHuto 0: 63). [NonbITKM Nnonb3oBaTens ynpaenaTb OHUTAaMU, UMEKOLLUMU YPOBEHb Lie-
NOCTHOCTW BbILLE, YEM €10, PErUCTPUPYIOTCS B CUCTEMHOM XXypHarne.

YpoBeHb LIENOCTHOCTN Ha3Ha4YaeTCsl TONbKO B npegenax max_ilev.

dopmat meTkn PDPLabel aHanornyeH npuHatomy B cucteme PARSEC 3a ncknioveHmem
nonga TMna MeTKN — MeTKa CnyXbbl He MOXET UMETb AOMOMHUTENBHbLIN aTpUByT CYLLIHOCTM ANS
MaHAaTHOro ynpasneHnsa OCTynom (Hanuune ehole/whole Hegonyctumo). bonee nogpobHas
NMHopmauna o popmate MeTKU AOCTYNHA B BbIBOAE KOMaHAbI:
pdpl-file --help

[nsa MeTkn pekomeHayeTCcs UCMonb30BaTh YMCOBbIE 0603HAYEeHNS, Tak Kak nNpu paspeLue-
HUW MMEH MOTYT OKas3aTbCs 3aeNCTBOBaHbI ceTeBble pecypcbl, Hanpumep, LDAP-kaTtanoru, 4Tto
MOXET NPUBECTU K owmbkam KOHUrypauum, KOTopble CROXHO ANarHOCTUPOBaTb.

[nsa HasHaveHus cnyxbe PARSEC-npusunerui, npuseneHHbIx B|4.7], B COOTBETCTBYIOLLIEM
lOHUTE (<uMsi_toHUTA>.service) B pasgene [Service] fobasuTtb napameTp:

[Service]
CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK
rae Yepes npoben moryT ObiTh NnepevncrneHsl PARSEC-npusunermm.

Mocne pegnakTnpoBaHus KOHUrypaunoHHoro anna cnyxbbsl HeobxogMmo nepesany-
CTUTb systemd 1 COOTBETCTBYIOLLYIO CIy>KOy, BbIMNOMHMB KOMaHAb!:
systemctl daemon-reload

systemctl restart <umsa_cnyx6w>.service
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[nga npocMoTpa MeTKM cnyx6bl BbINONHUTL KOMaHAY:
pdpl-ps <PID>
rae  <PID> — uaeHTudumkatop cryxobl.

[na npocmoTpa ycTtaHoBNeHHbIX Ha cnyx6e PARSEC-npusunernin BbINONMHUTL KOMaHAy:
pscaps <PID>

[ns onpenenenus PID ncnonb3yetca komaHaa:

systemctl status <umsa_crnyx6bw>.service
4.14. CeTeBO€e B3aumogencTeue

B kayecTtBe ocHOBHOro npoTokona gocrtyna k cetreson ®C ncnonbayerca npotokon SMB,
KOTOpbI NOAAEPXKMBaAET nepedadvy paclIMpeHHbIX aTpubyToB, coaepkawmx MHgpopmaumo o
MaHOaTHOM KOHTeKCTe (MeTke 6e30nacHOCTM M MaH4aTHbIX aTpubyTax yrnpaBrneHus AoCTynom).
[aHHbIN NPOTOKON LUMPOKO pacnpocTpaHeH u paboTaeTt B reTeporeHHbIX CeTax (NoaaepXmBaeTcs
pasnuMyHbIMK ONepaunoHHLIMK CUCTEMaMIN), a TakkKe NoaAepPXKMBaET COOCTBEHHYIO ayTEHTUdUKA-
LU0 1 ayTeHTUdUKaLmo ¢ ncnonb3oBaHmem Kerberos.

BaaumogewncTteue npu nomowmn ceteoro npotokona IPv4 (IPv6) ocywectensieTcs yepes
nporpamMMHbIN MHTepdenc 06bEKTOB OOCTYNa, ABNALWNXCA NeMEeHTaMn MEXMNPOLLECCHOIo U
CETEBOro B3auMOAENCTBUS (HanpumMep, CETEBbLIX COKETOB), KOTOpble obecnevnBatoT 0OMeH AaH-
HbIMW MeXay npoueccamMmu B paMkax ogHoun nnu Heckornbkux OC, oO0begMHEHHbIX B NTOKaNbHYO
BbIYUCITUTENBHYIO CETb.

[ns nogaepXkn mMaHOaTHOro ynpasneHusi 4OCTYNOM B CeTeBble MakeTbl MpoToKona
IPv4 (IPv6) BHegpstoTCs KraccudukaunmoHHble MeTKU. [opsigok NpucBoeHnsa knaccudukaum-
OHHbIX METOK M UX popmaT COOTBETCTBYET HauuoHanbHomMmy ctaHgapty FOCT P 58256-2018.
lMprem ceTeBbIX NakeToB nogvmnHseTca maHaatHoeim MNP, Cneayet oTMeTUTb, YTO MeTka 6e3onac-
HOCTM COKeTa MOXET MMEeTb TUM, NO3BONSAIOLWUIA CO3AaBaTb CeTeBble Cry>0Obl, NpMHMMaloLWme
CoeNHeHUns C JobbIMU YPOBHSIMU CEKPETHOCTN.

Mpn HeobxoammocTn ans obecneveHnsa LenocTHOCTK 3aronoBka |IP-nakeTos, cogepatle-
ro KnaccmukaumMoHHyo METKY, OMyCKaeTca NpMMmeHeHne nporpammHoro cpegcrea OpenVPN.
OnuncaHune ncnonb3soBaHuss OpenVPN npueegeHo B gokymeHte PYCB.10015-17 95 01-1.

OTcyTCcTBME Y CYLLLHOCTU METKM Be30MacHOCTN 3KBMBASIEHTHO HYNeBon MeTke 6esonacHo-
ctn. Takum obpasom, sapo OC, B KOTOPOK BCE CyLLHOCTU U CyObEKTbI OCTYNa UMEIT YPOBEHb
CEKPETHOCTUN «HECEKPETHO», PYHKLUMOHNPYET aHaNoOrm4yHoO CTaHgapTHOMY SiApy onepaumoHHON
cuctemMbl cemencTaa Linux.

[Ons pspa cetesbix cnyx6 (cepsepa LDAP, DNS, Kerberos u T. 4.) Heobxogmmo obecne-
YNTb BO3MOXHOCTb MX paboTbl C KNMMEHTaMU1, UMELWMMU pa3Hbii MaHOATHBIN KOHTEKCT 6e3onac-

HOCTN, 6e3 BHECEHUSI UBMEHEHUN B UCXOOHbIE TEKCTbI CJ'Iy)K6bI. ans npenocTtaBlieHNA Ha3BaHHOW
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BO3MOXHOCTM B nogcucrteme 6esonacHoctn PARSEC peanusoBaH mexaHn3m 3anycka CETEBbIX
cnyx6 ¢ ncnonb3oBaHMeM NPUBUNETMPOBAHHOIO COKeTa AN OXUOAHUS BXOAALWNX COeANHEHUN
(MexaHuam privsock).

MexaHu3m privsock onucaH B 4.14.1]

4.14.1. MexaHusm privsock

MexaHnam privsock npegHasHayeH ans obecneyveHnss PyHKLNOHNPOBAHNUS CUCTEMHbIX
ceTeBbIX CNYX6, He ocylecTBRsOWmMX 06paboTKy MHpopMaLMM C UCNONb30BaHNEM MaHAATHOIO
KOHTEKCTa, HO B3aMMOLEMNCTBYIOLWNX C npoueccamu, paboTaowmmMmm B MaHAaTHOM KOHTEKCTe
cybbekTa gocrtyna.

[na ero ncnonb3oBaHAa Npu PYHKLUMOHMPOBAHUKN ceTEBOW Cry>bbl HeobxoaMmMo oTpe-
AaktupoBatb ann /etc/parsec/privsock.conf, gobaBuB B HEro CTPOKY, coaepKallyto
NONHLIA NYyTb K UcnonHaemomy danny cnyxo6bl. [Janee npueBeneH npumep CTpokM u3 danna
/etc/parsec/privsock.conf anga 3anycka DNS-cepBepa ¢ MCnosfib3oBaHMEM MexaHu3ma

privsock.

Mpumep
/usr/sbin/named

ﬂﬂﬂ ncnornb3oBaHNA MexaHn3Ma priVSOCk HGO6XO}J,I/IMO, YyTOOBbI nepemMeHHaa PATH,
ncnonb3dyemasi Npu 3anycke crnyobl, cogepxana cneayowmnn nyTb:
/usr/lib/parsec/bin

[anee npuBeaeH npumep 3agaHmsa TpebyemMoro nyTm B NEPEMEHHON OKPYXXeHUs Ans

3anycka DNS-cepsepa.

Mpumep

YcTaHOBKa 3Ha4YeHUs1 NepeMeHHOM OKpPYXXeHUst PATH MOXET ObITb BbIMNONHEHA AobaBneHu-
eM B chann /etc/default/bind9 cneayowen CTPOKMK:
PATH=/usr/lib/parsec/bin:$PATH

MoapobHoe onucaHne MexaHuama privsock NpUBEAEHO B man privsock.
4.15. lllvuHa mexnpoueccHoro B3aumogencteusa D-Bus

D-Bus no3sonsieT opraHn3oBaTtb B3aMMogeNCTBME NPOLIECCOB C UCMOSIb30BaHMEM CO06-
LEeHU 1 obwux WuH. [na nepegayn coobLieHns Mmexay npoLeccoM M LUMHOW UCNonb3yeTcs
MeXaHW3M COKeTOB. BbloensoT ABa TUna LWNH: CECCUOHHbIE LWMHBI (Session bus) n cuctemHas
lWwnHa (system bus).

CeccunoHHas WnHa cosgaeTcs AN1s KaX4on nonb3oBaTenbCKOM CECCUN MPU ee 3anycke.
OHa paboTaeT ¢ MeTKon 6e3onacHOCTU Morfb3oBaTensl CUCTEMbI U BCE B3aUMOAEWNCTBYIOLLME

yepes Hee MnpouecChbl Takke MUMeT AaHHYIO METKY 6esonacHocTu. Baanmoaencreune npoueccos C
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MHON MeTKoW 6e30nacHOCTM He NPoMCXoauT. [JONONHUTENbHbIE CECCUMOHHbBIE LMHbI MOTYT BbiThb
co3faHbl C UCnorb3oBaHNEM YyTUNUTbI dbus-launch, KOTopasi NO3BONSET 3anyCTUTb NPOLIECC
O[IHOBPEMEHHO C CO3jaHMEM HOBOW CECCUOHHOW LUMHBI. [1pn 3TOM MMEeeTCst BO3MOXXHOCTb YKas3aTb,
Mcnonb3ysi nepemMeHHyto DBUS_SESSION_BUS_ADDRESS, KaKyl M3 CECCUOHHbIX LWWH AaHHbIV

npouecc 6yaet BOCNPUHUMATL Kak CECCUOHHYHO LLMHY.

Mpnumep
user@Rastra:~$ echo $DBUS_SESSION_BUS_ADDRESS
unix:abstract=/tmp/dbus-FMSYkkteW0, guid=2£874cb94£fd70c984eff1d8857d24781

AHanornyHo pyHKUMOHMPYET CUCTeMHas LWnHa. [laHHasa WnHa co3naeTcs TOMbKo B O4HOM
aksemnnape npu ctapte gemoHa D-Bus v yepes3 Hee B3anmMogencTBYOT NPOLECChl pasfnuyHbIX
YPOBHEWN.

Mogynb dbus-daemon peanuayeT U CECCUOHHbIE, U CUCTEMHYIO LUNHBLI, NO3TOMY Mexa-

HA3M MaHOaTHOro ynpaslieHNA OOCTYNOM UCMOJIb3YyEeTCA BO BCEX LLNHAX.

4.15.1. Buabl coobweHnmn

D-Bus nogaepxuBaet crneayrowme BUabl COOOLLIEHNI:

- method call — BbI30B MeToAaa. [Npouecc TpebyeT BbI3oBa MeToAa, peanM3oBaHHOIMo

apyrum npoueccom. [JaHHoe cooOLueHne MMeeT KOHKPETHOro agpecata U COAEPXUT

NHpopMaLmto 06 NCTOYHMKE COOOLLEHNS;

- method return — Bo3Bpar. Kak npaBuno, nocre Bbi3oBa MeToaa AaHHoe cooblueHne

ncrnonb3yeTcs Af1s BO3BpaTta 3HadyeHud. AgpecaTtoM COOOLLEHUS SBMSETCA UCTOYHUK

NCXOQHOro coobLEeHns;

- error — owwmbka. Ecnu npu Bbi3oBe npomsowuna owmnbka, BMECTO BO3BpaTa MOXET

ObITb OTNpaeneHo cooblieHne 06 ownbke. AgpecaTtomM COOBLLEHUSA ABNAETCA MCTOUHUK

MCXOQHOro coobLeHus;

- signal — curHan. [JaHHoe cooOLueHne MMeEeT UCTOYHUK, HO, KaK NpaBuno, He NMeeT

KOHKPETHOro agpecara M paccbifiaeTcs LWMHOW BCEM, KTO NognncaH Ha aHHoe coobLueHne

(c ucnonb3oBaHuem match-punesrpa). Ecnn ykazaHo umsa cnyx6bl, TO cooOLLEHNE Ha-

NpaBnsieTcsa TONbKO onpeaeneHHoOMY CoeaUHEHUIO (T. e. NepBUYHOMY BnagenbLy AaHHOro

CNyx6bl).

Bce coobueHnsa aBnaTcs OgHOHaNpaBneHHbIMU, MOTYT UMETb Ha3Ha4YeHne, a Takke
MOryT nogpasymeBaTb (HO He TpeboBaTb) OTBeT, Hanpumep, nocrne method_call MOXHO He

nocbinatb method_return. (DyHKLI,VIOHaJ'I oTnpaBuTena 1 nony4vyarena OormkKeH ObITb COrnacoBaH.

4.15.2. Mpouecc B3aumoaencTBUA C LUMHOMN

Ons ngeHTMUKaLnm COeANHEHNS Ha LUMHE UCMONb3YHOTCS NapaMeTpbl, NPUBEAEHHbIE B
Tabnuue [10]
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Taobnuuya 10

MapameTp Onucanue

unique connection name (UCN) | YHuUKanbHoe nmsi coeguHeHnsa — Vu:l,eHTVI(bVIKaTOp coeanHeHunda

org.share.server O6wwensBecTHoe nms (cnyxba) coeguHeHns. [laHHoe nms uc-
nonb3yeTcsa Ansi npuema coobLLEHUA OT OPYrnX KITMEHTOB (T. e.
Mo 3TOMY UMEHW KNMEHTbI MOTYT HaNTWN AaHHbIN NpoLecc)

/org/share/server/object HaHHbi NyTb aBnsetca umeHem obbekTa. Kaxgas cnyxba
MOXET co34aBaTb HECKONbKO 0O6BEKTOB

com.share.interface Nma nutepdperica. CooTBeTCTBYET HEKOTOPOMY Habopy mMeTo-
OoB (B TOM YMcCne CTaHOapTHbIM MeTogaM, obwmM ans oobek-
TOB), KOTOPbIE€ AOMKHbI KOPPEKTHO 0bpabaTbiBaTbCA O6BHLEKTOM

GetMyName Nma metoga obbekTa nnu nHtepgenca, KoTopbii MOXHO Bbl-
3BaTb

[nsa BbI3oBa meToga HeobxoanMMo:

- yKaszaTb 06Llen3BecTHoe UMA CoeuHEeHUs, UMA obbekTa, UM nHTepdenca n nms

mMeToaa;

- chopmumpoBaTb HAbOP apryMeHTOB;

- BbIMNOMHUTL BbI3OB.

[ns o6paboTkn pesynsrata HEOBXOANMO MPUHATL OTBETHOE COOBLLEHNE (KOTOPOE MOXET
ObITb KaKk coobLLEHEM TUNA BO3BPAT, Tak U OLNMOKON). Takke CyLecTBYHOT LMPOKOBELLATENbHbIE
coobLLeHMsI-CUrHanbl, KOTOpble OTMNPAaBNAOTCA NPOLECCOM Ha LUUHY, rae nepeagpecoBbiBalOTCA
BCEM COEAMHEHNAM, KOTOPblE Ha HEro NoAnuUCcaHsbl.

Kaxgbin npouecc ans pabotbl Yyepe3 D-Bus nogkntoyaeTcsa K 3agaHHOW LwuvHe (npu
3TOM CO3[aeTcs YHUKanbHOe COeAnHEHne ¢ MeHeM Buaa : 1. 8) ¢ ncnosnb3oBaHnem yHKLNN
dbus_bus_get (). [pn aTOM Npu NOAKNIOYEHUN OCYLLECTBNAETCA MeXaHU3M ayTeHTudukaumm
KfIMeHTa C MCNosib30BaHMEM JaHHbIX cokeTa. [ocne 3Toro KNMeHT MOXeT paboTaTb C LLUMHOW C

MCMonb30BaHNEM COOOLLEHWUN.

4.15.3. MNMpouecc coegnHeHUss C CACTEMHOMN LUMHOMN

Mocne ayTeHTUMUKaAUNKN KNMEHT oTnpaBnsaeT cooblleHne Tuna method _call Hello
cepsepy D-Bus. [lanee nposepsieTca BO3MOXHOCTb AOCTaBKM JAHHOMO COOBLEHNs C UCNOSib-
30BaHMeEM pdp U selinux QyHKUMK. [nsa Toro, 4tobbl D-Bus mor obpaboTtaTb AaHHbIA BbI30B
C HEHyneBbIX YPOBHEN, HEOOXOANMMO AN HErO0 YCTAaHOBUTbL COOTBETCTBYHOLLME npuBunerun. B
4YaCTHOCTU, 3TO peann3oBaHoO 3a CcYeT ycTaHoBKM npuBunernn 0x30 (Ignore Lev & Cat) Ha cnyxby
org.freedesktop.Dbus. [laHHble NpuBMIErMn NO3BONSAOT NpoLeccam (coeanHeHnsam) c bonee
BbICOKMM YPOBHEM BbINOSTHATL OYHKLMM NMPOLECCOB C HU3KNMM ypoBHeEM (dbus), 4To He npeny-

cMaTpuBaeT MaHAaTHoe yrnpaBreHne AOCTYNOM, HO paspeluaeTcst npusunernsamm 0x30, KoTopble
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no3BonstT cybbekTy (dbus) urHopmpoBaTb METKY 6GE30MAaCHOCTU COEAMHEHUS, MbITAKOLErocs
BbINOMHUTbL €ro MeToa,.

Mocne atoro hopmMmpyeTcst OTBETHOE coobLleHne Tuna method_return, KOTOpOe BO3-
BpallaeT OTBETHbIA cTaTtyc 06 ycnewHOM co3fjaHum coeuvHeHnsa ¢ WwnHon. OgHOBpeMEHHO
nponcxoguT yCTaHOBKa Briagenbua cnyxo6ol. Mo cnyx6or noHMMaeTcs Ms Ha LUMHE, KoTopoe
COOTBETCTBYET HEKOTOPOMY coeaiHeHUI0. [1pn aToOM BNagenbuamMm yHUKasnbHbIX UMeH (Buaa : 1. 6)
MOryT BbITb TONBKO cCaMu coeauHeHus. Ecnn ncnonb3yeTcsa nonb3oBaTenbLckoe UMs, Harnpumep,
org.share.linux, TO ero BnagenbLuemM MOXeT OblTb COEAUHEHNE C HEKOTOPbIM YHUKANbHbIM
nmeHeM. [pyrue npoueccsl (COOTBETCTBEHHO C APYTMMWN YHUKANbHbIMU UMEHaMU COeANHEHWUIA)
TaKkKe MOryT 3anpocuUTb AOCTYN BrageHusl AaHHbIM UMeHeM. B 3aBMCUMOCTM OT HACTPOEK MOXET
NPON3ONTUN Kak 3aMeHa Brnajenbua, Tak U YCTaHOBKa ero B oyepedb Ha BnageHue. [pu atom,
Korga Tekylimin Brnagenew ocBoboanT gaHHoe MMSA (OTKIHYUTCA OT LWKHbI), BriagenbLeM CTaHeT
cregytoLlee rno Crvcky coeguHeHne (ecrnv Takue ectb). BaxHo, 4To MeHHO Brageneu, T. e. coeau-
HEeHVe 1 COOTBETCTBYIOLLMIA eMy npouecc, byaet obpabaTtbiBaTb agpecoBaHHOE AAHHOMY UMEHU
(cnyx6e) coobuweHne. B gononHeHne K OTBETY UCTOYHUKY coobLleHns method _call Hello
npouncxoant bopMupoBaHue curHana signal. D-Bus popmupyet curHan NameAquired (T.e.
nctovHukom sensetca D-Bus), kotopbii coobLaeT, 4yto ums (B aaHHoM criydae UCN) nonyyeHo.

Oanee ans nonyyeHus BnageHus HEKOTOpbIM NMEHeM (cbyHKUMSA
dbus_bus_request_name) dopmupyetrca coobuweHne method call RequestName
cepsepy D-Bus. Npu aTom MoryT ncnonb3oBatbca crnegyowme dnaru:

- paspewnTb 3ameHy Bnagernbua. OTHOCUTCA K aHHOU cryxbe — ecnu apyroe coeam-

HeHne noTpebyeT 3aMeHUTb Bnagensbua, To 3TOT nar paspeLumT BbIMNOMHUTL CMEHY C

y4eTOM METOK U LieNOCTHOCTY;

- 3aMeHWTb Bnagenbua. Ecnu paspelleHa 3ameHa, To OH ByAeT 3aMeHeH y paHee co3faH-

HOW CNnyX6bl;

- He CTaBuUTb B o4epenb, ecnu Bnagernbla Henb3s cendac 3amMeHuTb. VIHaye aaHHoe

coeaHeHVe BCTaAHET B KOHeL, ovepean, u korga byayt ocBoboxaeHbl BCce Bragenblbl —

OHO CTaHeT Briagerbuem.

Ecnun 3ameHa Bo3MOXHa, TO BbI3blBaeTCA ApanBep-PpyHKUMS RequestName. [Mocne cme-
Hbl BnagenbLa cnyxobl opmupyetcsa curHan NameOwnerChanged. locne ocBoboxaeHns nme-

HU popmupyeTcs curHan NameLost.

4.15.4. O6BbEeKTbl U CYyOBLEKTbl CUCTEMbDI

B pamkax D-Bus obbektamu n cybbektammn ABMASOTCA CYLLHOCTU, COMNOCTaBMNEHHbIE C
MMEHaMN COoeanHEHNN N cnyXO (T.e. YHUKaNbHbIMU UMEHaMU U OBLEN3BECTHLIMU UMEHAMN).
COOTBETCTBEHHO, KaXX40e CoeanHEHME NMEET CBOK MeTKy B6esonacHocTu. Kpome aToro, npu co3na-

HUKM cnyX6bl (NonyyYyeHna nMeHn Yepes dbus_request_name), a TakKe CO34aHUUN YHUKANBHOIO



58
PYCB.10015-17 97 01-1

MMEHU, NPOUCXOANT Ha3HadeHne um MeTkn 6esonacHocTn. CBegeHns o meTkax 6esonacHoCTu
coaepxarcs B XawW-Tabnvue, rae KaxaoMmy MMeHN COOTBETCTBYET MeTka beszonacHocTu. [pu ocso-
0OXOeHUM UMeHN, Korga nocnegHuin Bnageney, yxoauTt n3 odepeaun Unu KnnmeHT OTcoeanHsieTcs
OT LUWHbI, BbINOMHAETCA yaaneHne COOTBETCTBYIOLEN 3anucn Tabnuubl (MpyM MCNosfib30BaHUN
LOCKED-HaCTpOWkuM meTka 6e30nacHOCTU ocTaeTcs).

lMpoBepka pdp AOCTyNa OCYLIECTBASETCS NpU CriegyoLwmnx cobblTUsX:

- NPUHATUE PELLEHNS O JOCTaBKe COOOLLEHMSI B 3aBUCUMOCTUN OT €ro Tuna;

- nony4veHve BriageHus cnyxoou;

- BbINOMNHEHUA metTogos AemoHa D-Bus.

Kaxgoe coenHeHne npu cBOeM co3gaHnn (Nony4YeHUn YHUKanbHOro MUMeHn) nonyyaet

COOTBETCTBYIOLLYIO METKy 6e30MacHOCTM ncxoas N3 MeTkn 6e3onacHOCTM CokeTa.

4.15.5. ANroputMm nNpoOBEPKM METOK ANA pPas3fMYHbIX COOOLWEHUN U pPexnmoB
paboTbl

Baanmopencteume no wmHe D-Bus MmoxHO pasgenuntb Ha ABa Tvna:

- coobLeHnsa mexay cnyxbamm n coeguHeHnamu;

- coobueHunsa, agpecoBaHHble aemoHy D-Bus. 3aeck npeactaeneHbl crnyxebHble coob-

LLIEHNS, KOTOPbIE€ MO3BOSAKT Nonyvyatb MHAPOPMaLUIO O ApYrMx cnyxbax n coeanHeHnsax

Ha WwuHe. T.e. B napameTpax COoOLLEHNS MOXET ObITb YKa3aHa 3agaHHasi cnyxba, uH-

dopMaumio 0 KOTOPOM HEOBXOOUMO NONYYUTD.

Ona coobweHnn wmexagy cnyxbamm n COeaANHEHMSMM MCNONb3yeTCca  (PyHKUMA
bus_pdplinux_allows_send(). [1pu wmnpokoBeLaTesibHOMW paccblyike CUrHanoB Takxke npo-
NCXOOUT NPOBEpPKA KaXXgoro coobLLeHus.

Onsa coobLeHnn, agpecoBaHHbIX  OEMOHY D-Bus, ncnonb3yeTca CHa-
yana yHKUNSA bus_pdplinux_allows_send(). OHna onpegensaer BO3-
MOXHOCTb  OTMpaBKM  COOOLLUEHUS Ha D-Bus. 3aTtem BbI3blBAaeTCA  PYHKUUS
bus_pdplinux service_allows_connection_to_service € 3agaHHbIMXW NapameT-
pamu, KoTopada onpeaensier BO3MOXHOCTb BbINOSTHEHNSA TEX UIMN UHbIX METOA0B.

Ons meToooB service exists, get service owner, list queued_owners,

get_connection unix_user, get_connection unix process_id,
get_adt_audit session data, get connection selinux_ security_ context,
get _connection pdplinux_ security context helper, introspect,

bus_driver_handle_get_id ”n gOp. B 3aBUCUMOCTW OT HaCTpPOEK MNpoBepdAeTcd BO3MOX-
HOCTb AocTyna READ (TOS_READ) K 3agaHHou cnyxbe. [Ina metoga list_queued_owners
BbIBOAATCS TONbKO Te Brnagerblbl, METKa 6€30NacHOCTU COeaUHEHUSI KOTOPbIX MEHbLUE, YEM Y
COeauHeHus1, co3gaBLlero gaHHoe coobuieHme (T. e. Bbi3aBaBLUEro MeToa). Hanmume npmsmnernn

MOXET pa3peLllaTb AaHHbIV BbI30B B cly4yae HeBbIMNOJTHEHNA nocneaHero ycrioBus4.
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[na metoga 1list_services BbIBOAUTCA MHAOPMAaLUS TOMBbKO NO TEM crny6am, meT-
ka 6e30nMacHOCTM KOTOPbIX MEHbLLE, YeM Y COeAUHEHNS, cOo3aaBLlero gaHHoe coobuieHue (T.e.
Bbl3BaBLLEe MeTo). Hanuune npmBunernin MoxeT paspellaTb JaHHbIA BbI30B B Cry4ae HeBbIMNOS-
HEeHUs nocnegHero ycrioBuA.

[Ona nonyyeHna BnageHuna cnyxbom B MeTogax acquire service, add_owner,
swap_owner QYHKUMs bus_pdplinux_service_allows_connection_to_service
BbI3bIBAETCA C YyKasaHumeM nceBaogocTyna ETOS_ADDOWNER (Ons acquire_service
ncnonb3dyercsa ETOS_ADDOWNER ACQUIRE_SERVICE), KOoTOpas B 3aBUCMMOCTU  OT
HacTpoeK napametpa KoHurypaumm <pdplinux_allow_different_ owners>
(BUS_CONTEXT_ PDPLINUX_GET pdplinux_allow_different_owners) npoBepsieT Hanu-
ynme NoTeHUManbHbIX BnagenbueB B odyepean ¢ MeTkon 6e30nacHOCTU, OTIIMYHOW OT METKU
©6e3onacHocTn cnyx6bl. Ecnn napameTp pdplinux_allow_different_owners YCTaHOBIEH,
TO BO3MOXHO MOflyYeHne BrnageHus cry>xoom.

[na HenocpeacTBEHHOW NPOBEPKN BO3MOXHOCTU 3aMeHbl Bnagenbua cnyxobl moandum-
poBaHa (PYHKUUA bus_service_get_allow_replacement (), KOTOpas BbINOMHAET NPOBEPKY
LeNOCTHOCTU M He MO3BONSET NPOBOAMTL COOTBETCTBYIOLLYIO 3aMeEHY B Criyvae, ecnv LenocTHOCTb
CNyX6bl BbIlE LEeNOCTHOCTU HOBOMO BnagernbLa.

Mpn nepecbinke coobLieHnn Hapagy ¢ nonyvatenem CoobLEHNs MOXET NPUCYTCTBOBATb
coeanHeHne eavesdroping. Npn aTom coobLueHne agpecyeTcs He TONbKO MCTUHHOMY Nosnyya-
TEnt, HO 1 NepeHanpaBnaeTcsa Ha JONONMHUTENbHOE COEANHEHNE, KOTOPOE MOXET ObITb CO34aHO,
Hanpumep, nporpammon dbus-monitor.

[Onsa kaxgoro Tuna coobLeHns opmMupyeTcs COOTBETCTBYHOLWNMIN BMA AocTyna. Ona
method_call NpUMeHsieTcs OOCTyn exec. [Ans 3TOro cpaBHMBAKOTCA METKM 6e30macHOCTM
MCTOYHMKA COOOLLEeHNA M COOTBETCTBYylOWEN Chyxbbl, COBNagawwen C ee TeKkywMm Bna-
penbuem. Ecnn meTkm 6GesonacHOCTU paBHbl, TO AOCTyn paspelwaetcs. Havye BbI3blBaeT-
ca pyHKUMA bus_pdplinux_allows_execution(), KOTopaa paspellaer HU3KOYPOBHEBbLIM
obbekTtam 3anyck yHKuMA obbekTa Oonee BbICOKOrO YpoBHSA. Ecnm 3anyck 3anpelleH, TO
npoBepsitoTcsa npuBunernn. Hanpumep, ecnn cnyxba, MeTon KOTOPOW 3anyckaeTcsi, MMeeT
npusunernn 0x30, TO 3anyck paspellaeTcd. Takke CyllecTBYeT BO3MOXHOCTb 3arnycka me-
To4a, €Cnv coeauHeHue-nonyyartenb MMeeT AOMNOSHUTENbHbIN aTpubyT ehole B OyHKUUK
bus pdplinux allows_execution helper().

[Ons method_return, error, signal nonyyatens COOBLEHUS CYUTBIBAET AaHHbIE U3
NCTOYHUKA. Takum 06pas3oM OHM MEHSIIOTCA MecTaMu (nony4dartenb sIBNAeTCs CyObekTOM, MCTOYHMK

— 0O6bEKTOM) 1 JOCTYN Ha3HavyaeTcsa paBHbIM read. MNpoBepka pdpl_permission().
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4.15.6. NMpuBnnerum npouecca dbus-daemon

YctaHoBKa npusunernin npouecca dbus-daemon 3aBUCUT OT YCTAHOBKM NapamMeTpa cbop-
KW ——enable-audit/--disable-audit. 310 BneyeT 3a cobon define: HAVE LIBAUDIT
(--enable-libaudit).

B cnyyae, ecnu HAVE_LIBAUDIT onpegeneH, To BcrneacrBne [opaboTkm yHk-
umm dbus_change_to_daemon_user B daunne audit.c B TOYKY CHUTbIBAHUS MPUBU-
nermm CAP_AUDIT WRITE pobaBrneH KoA CYuTbiBaHMS PERMITTED (CAPNG_PERMITTED)
npuBUMernn npouecca B nepemMeHHble draroB have cap_override, have_cap_ptrace,
have_cap_admin (4na COOTBETCTBYIOLNX NpuBunerui). Ecnv sHadyeHne gaHHbIX NepeMeHHbIX
true, TO NPOU3BOANTCH yCTaHOBKA CAP_DAC_OVERRIDE, CAP_SYS PTRACE, CAP_SYS ADMIN
npvsuneryn ans npouecca dbus-daemon. BeinonHsaerca ana obecnedeHns BO3MOXHOCTM OOCTY-
na dbus-daemon K MMéHaM NpOLIeCCOB.

B cnyyae, ecnu HAVE LIBAUDIT He onpegeneH (--disable-audit), TO
npounssoantca  obpabotka  dyHkuMm  dbus_change_to_daemon_user B  (panne
dbus-sysdeps-util-unix.c. [lpn atom pobaBneH yHKUMOHAN, MO3BONSAIOWMUNA CKOMU-
poBaTb BCE NpuBUIErMU npouecca U3 CAP_INHERITABLE B CAP_EFFECTIVE (Npu yCrioBuw,
41O dbus 3anyuleH oT UMeHU nonb3oBaTens root). [NpeanonaraeTcs nonyyeHve NpuBUNErnn
CAP_SYS_ADMIN CAP DAC_OVERRIDE CAP_SYS PTRACE AN CYMTbIBAHUS UMEHM NpoLiecca.
[aHHble npuBunernn npeaBapuTENbHO YCTaHaBMBAKOTCA C WUCMOMNb30BaHMEM systemd B
KOH(purypaumoHHom canne dbus . service:

# AmbientCapabilities=CAP_SYS_ADMIN CAP_DAC_OVERRIDE CAP_SYS_PTRACE
# SecureBits=keep-caps

B HacTtosawmn mMomMeHT napameTpbl AmbientCapabilities W SecureBits B
dbus.service 3aKOMMEHTUPOBaHbI, U UCNOMb3yeTcAa HAVE_ LIBAUDIT. Takke npu ucrnonb-
30BaHUM HOBOMO systemd BO3MOXHO ucrnonb3oBaHne PARSEC-npuBunernn gna npouecca
dbus.socket:

CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK PARSEC_CAP_IGNMACCAT PARSEC_CAP_IGNMACLVL

4.15.7. PaclumpeHHoe ynpaBrieHne nonmMtukamm
4.15.7.1. KoHcdourypaumoHHbin chann
OCHOBHbIMU CeEKUMAMU KOHPpUrypaunoHHoro ¢amna D-Bus system.conf aABNAKOTCA

<busconfig> (KOpHeBas cekuus), <type> n <policy>.

Mpumep
KoHurypaunoHHbii dpann wunHbl accessibility

<!DOCTYPE busconfig PUBLIC "-//freedesktop//DTD D-Bus Bus Configuration 1.0//EN"
"http://www.freedesktop.org/standards/dbus/1.0/busconfig.dtd">
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<busconfig>
<type>accessibility</type>
<servicedir>/usr/share/dbus-1/accessibility-services</servicedir>
<auth>EXTERNAL</auth>

<listen>unix:tmpdir=/tmp</listen>

<policy context="default">

<!-- Allow root to connect -->

<allow user="root"/>

<!-- Allow everything to be sent -->

<allow send_destination="*" eavesdrop="true"/>

<!-- Allow everything to be received -->

<allow eavesdrop="true"/>

<!-- Allow anyone to own anything -->

<allow own="*"/>

<deny send interface="org.ally.atspi.Text" send member="GetStringAtOffset"/>

<deny send interface="org.ally.atspi.Text" send member="GetText"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetTextBeforeOffset"/>

<deny send_interface="org.ally.atspi.Text" send_member="GetTextAtOffset"/>

<deny send interface="org.ally.atspi.Text" send member=
"GetTextAfterOffset"/>

<deny send interface="org.ally.atspi.Text" send member=
"GetCharacterAtOffset"/>

<deny send interface="org.ally.atspi.EditableText" send member=
"SetTextContents" />

<deny send interface="org.ally.atspi.EditableText" send member=
"InsertText"/>

<deny send interface="org.ally.atspi.DeviceEventListener" send member=
"NotifyEvent"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=
"RegisterKeystrokeListener"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=
"RegisterDeviceEventListener"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=
"GenerateKeyboardEvent" />

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=

"GenerateMouseEvent" />
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<deny send interface="org.ally.atspi.Document" send member=
"GetAttributevValue"/>

</policy>

Cekuma <policy> onpegensier nonuTuky 6e3onacHocTun, KoTopasi AOMMKHA NPUMEHSTLCA
K KOHKPETHOMY Habopy NoakoYeHun K wuHe. MNMonutuka coctomT n3 npasun <allow> (pas-
peweHne) n <deny> (3anpert). Nonntuka, Kak npaBumo, 3agaetca And CUCTEMHOWN LUMHbI U
ncnonb3yeTcs Ansa paspewenuns nmbo 3anpeta nepegadn coobLLEHNI.

CuctemMHas WwmHa MMmeeT NonUTUKY NO YMOSYaHUIo, KOTopas 3anpeLltaeT OTnpaBky Co-
obLweHun Tuna method_call n nonyyeHue BnageHus cnyxbamm Ha wuHe (own). OcTanbHble
AEeNCTBUS, B YAaCTHOCTU, OTBETbI Ha co0bLeHns (reply), NonyyYeHne oWmnBoK (error) U CUrHanNoB
(signal) NO yMONYaHUIO B NONNTUKE pa3peLUeHbI.

Taknm obpas3om, NpeanodTUTENbHEE peanun3oBbiBaTb CUCTEMHbIE CyXObl B BUAe Hebonb-
LUMX, LUeneBbIX NporpamMMm, KoTopble paboTatoT B 0gHOM npoLecce u TpebyroT ogHoro obLiensBecT-
HOro MMeHN (MMeHu cry>k0Obl) Ha WKnHe. B pesynbtaTte Anga onpeaeneHnsa NonnTUKM JOCTaTOYHO
Oyget cosgatb <allow>-nNpaBuna Ang paspeleHnin Tuna own, YTo0bl NO3BONUTL NpPoLECCaM Co-
30aBaTb COOGCTBEHHbIE CNYXObI, U [06aBUTbL NapaMeTp send_destination, YTOObI paspelwmnTb
TpaduK OT HEKOTOPBIX UMK BCEX NOMb3oBaTeNnen K JaHHbIM cry>xbam.

Cekummn <policy> HasHa4yaeTCcs OAMH U3 YeTbipex NapaMeTpoB:

context — BO3MOXHble 3HayeHUd: default, mandatory;

at_console — BO3MOXHble 3Ha4YeHUdA: true, false;

- user — UM4 Nosb3oBaTeNs UNu ero naeHTUdUKaTop;

- group — UMS Fpynnbl NNu ee naeHTudunkaTop.

MonnTNKN NPUMEHSIIOTCH K COeAMHEHNSAM B CcnefyoLlem nopsake:

1) all context="default";

2) all group="connection’s user’s group";

3) all user="connection’s auth user";

4) all at_console="true";

5) all at_console="false";

6) all context="mandatory".

[MopsiAoK NpMMEHEHNS NOMNTUK UBMEHSETCH B TOM Cryyae, Koraa nonnTUKK nepecekatoTcs
MO YCMOBUSIM NMpUMeEHeHUs. HeCKONbKO NOMNTUK C TEM XXe NMonb3oBaTeneM/rpynnon/KOHTEKCTOM
NPUMEHSIOTCA B NOPsiAKe UX MOSABMEHUSA B KOHpUrypaumMoHHOM dhaunne.

Bo3MoHble napameTpbl NpaBun NonuTWK npueeneHsl B Tabnuue [11] Mapametpbl npasun

<deny> onpegenarTt HeobxoanUMoCTb 3arnpeTta yka3aHHOro B napamertpax coobLeHus.
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MNapameTp

OnucaHue

send_interface

Nmsa nHtepdgenca otnpaBuTens coodLeHus

send_member

Mma metoga unu curHana oTnpasuTend coobLeHuns

send_error

ima owmnodkm

send_destination

B kayecTBe 3Ha4YeHUs yKa3blBaeTCs UMSI.

[ns npaBuna <deny> napameTp O3HA4aeT, YTO COOOLLEHUS HE MOTYT
ObITb OTNpaBneHbl BNagenbLeM JaHHOIO UMEHW, a He JaHHOW cryxbe.
To ecTb, ecnu coeamHeHne Bnageet cnyxbamu A, B, C, n otnpaeka k A
3anpelleHa, To otnpaeka k B unu C Takke byget 3anpelleHa

send_type BoamoxHble 3HayeHusa: method_call, method return, signal u
error.
3apaet TmMn ncxogsuero coobuieHns

send_path MyTb BMAa /path/name oTnpaBuTensa coobLieHns

receive_interface

Nma nHtepdenca nonyyatenst coobLueHns

receive_member

Mmsa metoga unu curHana nony4yarens coobLeHus

receive_error

Nmsa ownbku

receive_sender

B kauecTBe 3Ha4YeHUs ykasblBaeTCcsa UMS.
[ns npaBuna <deny> napameTp O3HA4aeT, YTO COOOLEHUS HE MOTYT
ObITb MONy4YeHbl BNagenbLem JaHHOTO MMEHU, a He AaHHOMW cnyX6bon

receive_ type

Bo3moxHble 3HayeHusa: method_call, method_ return, signal u
error.
3agaet TMn nonyyYyaemoro coodLeHus

receive_path

MyTb BMga /path/name nonydarens coodweHus

send_requested_reply

BoamoxHble 3HadyeHus: true, false.

MapameTp paboTaeT aHanorM4yHo napameTpy eavesdrop: paspeLlaeT
unu 3anpewaeTt (<allow> unm <deny>) coobLleHne, NonyyYyeHHoe B
KayecTBe oXxungaemoro oteeTa (requested_reply), COOTBETCTBEHHO,
npegLlecTByeT aToMy coobLieHne BbizoBa MeToda (method_call).
[aHHbIN napameTp akTyaneH TONMbKO Afsi OTBETHbIX COOOLEHU (error
U method_return) 1 urHopupyetca onst Apyrmx TUNoB COOBLLEHMIA.
Ons npasuna <allow> 3Ha4yeHne napameTpa
send_requested_reply="true" 4dBN4eTcA 3HayYeHWMEeM 1o
YMOMYaHUIO UM YyKasblBaeT Ha TO, 4TO TOMbKO 3arnpoLueH-
Hble OTBETbl paspelleHbl MpaBunNoM. 3HadeHwe napameTpa
send_requested_reply="false" O3Ha4aeT, YTO NMpaBuIo MO3BO-
ngaet nobon OTBET, AaXe ecrnv OH He oXunaarncs.

Ona npaesuna <deny> 3HadeHwune napameTpa
send_requested_reply="false" dBnNgeTca 3Ha4yeHuem 1o
YMOMYaHUIO M YyKasblBaeT Ha TO, 4TO npaBuio paboTaer Torb-
KO Korga oTBeT He Obin 3anpoweH. 3HadeHve napameTpa
send_requested_reply="true" yKasblBaeT Ha TO, 4YTO Tnpa-
Buno pabotaeTr Bcerga, He3aBUCMMO OT COCTOSIHUS  OXUOaHUSA
oTBeTa

receive_ requested reply

AHanornyHo napameTpy send_requested_reply
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OkoHyaHue mabnuusbi 11

MNapameTp Onuncanune

eavesdrop Bo3amMoXHble 3HaveHus: true, false.

MpocnywwueaHne (Eavesdropping) BO3HMKAET, KOrda NpUIIOXeHne nosy-
Yyaet coobuleHre, agpecoBaHHoe crnybe, KOTopon He BnageeT npuso-
XEHWe, Unn oTBeT Ha Takoe coobLueHune.

[na npaBmn <allow> 3HayeHWe napameTpa eavesdrop="true" yKa-
3bIBAET Ha TO, YTO NPaBUIIO OyOEeT NPUMEHATLCS aXe Korda OCyLlecTB-
naetcsa npocnywmueaHne. 3HayeHve napameTpa eavesdrop="false"
3a4aHOo MO YMOMYaHM0 U O3HAYaET, YTO NpaBMMo paspeLlaeT Te coob-
LLIeHUS, KOTOpble JOCTaBNSATCA TOMNBbKO yKazaHHOMY nory4aTernto.
Ona npaeBun <deny> 3HadyeHue napameTpa eavesdrop="true"
yKasblBaeT Ha TO, 4YTO npaBurnio OyaeT MNPUMEHSATbCS TOMbKO TO-
raa, Korga BbINOMHSAETCA npocnyluBaHue. 3HaveHWe napameTpa
eavesdrop="false" 3a4aHO MO YMOJIMAHMIO N O3HAYAET, 4YTO Npa-
BUNO NPUMEHSIETCS BCeraa, Aaxe Korga He ocyLecTBnsAeTcs Npocny-
LUMBaHMe.

MapameTp eavesdrop MOXHO KOMOUHMPOBATL TOMBKO C NpaBuiamMm
TMna npuema v nepefayvn (send_* u receive_*)

own Nmsa

own_prefix B kauecTtBe 3Ha4eHUs YKa3blBaeTCA UMA.

MpaBuno <allow own_prefix="a.b"/> no3Bonser BrageTb
MMEeHeM a.b unu nobbiIM MMEHeM, HaduHawwmMMmca ¢ a.b, Ha-
npuMmep, 9TO BbINONHAETCA And a.b.c unm a.b.c.d, HO He
BbIMNOMHAETCA ANnA a.bc wMnn a.c. AKTyanbHO, Korga cnyxobl,
Hanpumep, Telepathy W ReserveDevice, onpegendiT 3Ha-
YyeHus cnyxb gns nogdepeBbeB OOLLEM3BECTHbIX WMEH, Hanpu-
Mep: org.freedesktop.Telepathy.ConnectionManager.
<OPOU3BOJILHOE INIPOOOJIKEeHUue> 7 org.freedesktop.
ReserveDevicel .<npou3BOJILHOE MNPOLOOJIKEHUED>

user B kayecTBe 3Ha4YeHUs ykasbiBaeTCs MMS Nosib3oBaTens.
lNpaBuna <deny> 0O3Ha4aloT, YTO AaHHbLIA NOMb30BaTENlb HE MOXET
NOAKIMIOYNTBLCSA K LLUMHE COOBLLIEHNI

group B kayecTBe 3Ha4YeHUs ykasbiBaeTCs MMS rpynnbl.
[encrtemne napameTpa aHanorMyHo napameTpy user

He nmeet cmbicna 3anpeluarb norb3oBaTens unn rpynny BHYTPU cekuuun <policy>
— 3anpeT nonb3oBaTensa/rpynnbl MOXeT ObiTb TONbKO B NONUTUKE context="default" mnnu
context="mandatory".

OtoenbHoe npasuIo <deny> MOXeT coaepxaTtb KoMOurHauuu na-
pamMeTpoB. B  paHHOM crniydae  3anpert BbIMOSTHAETCA TONMbKO  TOraa, KO-
roa BCe napameTpsbl COOTBETCTBYIOT coo6LLEeHNIO. Hanpumep, npasuno
<deny send_interface="foo.bar" send destination="foo.blah"/> 3anpeLla-
eT coobLeHns ¢ nHTepderncom foo.bar M ykazaHHbIM UMeHeM cryx0Obl foo.blah.

Henb3si BkNtoYaTh OAHOBPEMEHHO NapameTpbl send_* U receive_* B 04HO NpaBuso.
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HeobxoauMo C OCTOPOXHOCTbIO WCMONb30oBaTb MNapameTpbl send_interface u
receive_interface, T.K. none uHtepgenca B coobLlieHnsax He sBnsetca obasarernbHbiM. B
YaCTHOCTU, Hernb3s yKka3blBaTb <deny send_interface="org.foo.Bar"/> — gaHHoe npa-
BWO NPUBELET K TOMY, YTO coobLleHnsa 6e3 nHtepdenca Oyayt 3abnokMpoBaHbl AN BCeX Criyx6.
Bceraa Heobxoammo nucnonb3oBaTtb NpPaBumo B criegytollen gopme:

<deny send_interface="org.foo.Bar" send _destination="org.foo.Service"/>

Mpumepsl:

1. <deny send_destination="org.freedesktop.Service"

send interface="org.freedesktop.System" send member="Reboot"/>
2. <deny send_destination="org.freedesktop.System"/>

3. <deny receive_sender="org.freedesktop.System"/>

4. <deny user="john"/>
5

<deny group="enemies"/>

4.15.7.2. PopMupoBaHUE KITMEHTCKUX NOSIUTUK U3 NOSIUTUK LUMHbBI
O6paboTtka hanna koHpuUrypauum n cumtbiBaHne pannos HACTPOEK, B TOM Yucrie no-
NUTUK B parent. Ecnu B o6paboTymke Bo3HMKAET owmnbKa, TO PyHKUMS Bo3BpaliaeT NULL u,

COOTBETCTBEHHO, HNYEro He CHNTbIBAETCA.

Mpumep
get_correct_parser ->
bus_context_new ->
bus_context_reload_config ->

include_file ->

bus_config load (const DBusString *file,
dbus_bool_t is_toplevel,
const BusConfigParser *parent,

DBusError *error)

MHunumnanumsauma obpadotyumnka B yHKUMN XML,_SetElementHandler:
expat_StartElementHandler -> bus_config parser start _element ->
start_policy child -> append rule from element
Mpn aHanm3e BbI30BOB (hOPMMPOBAHME MOMUTUK MPOUCXOANT Crieaytowmm obpasom:
bus_driver handle hello ? bus_connection complete
process_config every time ? Dbus_connections reload policy
bus_connections_reload_policy umnu bus_connection_complete ->

bus_context_create_client_policy -> Dbus_policy_create_client policy
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PyHKUMA bus_policy create_client policy pasbupaer MnoONUTUKA  LUKHbI
BusPolicy * u co3gaeT BusClientPolicy* ncxogda n3 coeguHeHmns DBusConnection *.
Takmm obpasom BusPolicy * Ha ocHoBe DBusConnection *  COOTBETCTBYET

BusClientPolicy*.
4.16. CpeactBa ynpaBneHusa maHaatHbimu MNMPO

[ns ynpaBneHus nokaneHbiMn MaHgaTHeiMuU [P ncnonbayotca cnegyrowme rpadpuye-
CKMe YyTUNUTBI:

- fly-fm («MeHemxep dannoB») — ynpasneHme MaHgaTHbIMM aTpnbytamu pannos;

- fly-admin-smc («YnpaBneHve nonutukon 6esonacHoCTU») — ynpasBneHne npusmu-

nermamMum M MaHgaTHbiMM aTpubyTamu nonb3oBatenen, pabota ¢ nonb3oBaTenaMu u

rpynnamu.

Bonee nogpobHoe onucaHne yTUnuT CM. B 3NEKTPOHHOWN CrpaBKe.

[ns ynpaBneHuns nokaneHbiMKU MaHgaTtHeiMu MNP B pexnme KoMaHgHOM CTPOKN UCMNOSb-
3yl0TCA creayoume NHCTPYMEHTbI:

- pdpl-file — ynpaBneHne maHgaTHbIMK aTpnbyTamu pannos, onvcaHue npmeegeHo

B[4.16.1}

- pdp-id— oTobpaxeHne MaHOaTHbIX aTpubyToB ceccumn nonb3osatens OC, onncaHue

npveeaeHo B [4.16.2

- pdp-init-£fs — CKpMNT MHUUMANM3auumn MaHaaTHoix atpnbyToB ®C, onmucaHme npuse-

AeHo B4.76.3

- pdp-1s— BbIBO4 aHaNIOMMYHO CTaHOAPTHOM KOMaHAe ls MHdopmMaumm o dannax ¢

oTobpaxeHMeM MaHAaTHbIX aTpubyToB, onucaHue npuseseHo B 4.16.4;

- pdpl-ps— ynpasneHne MaHgaTHeIM1 aTpnbyTamm nNpoLeccoB, onucaHme npuBeaeHo

B(4.16.5

- pdpl-user— ynpasneHve JOMyCTUMbIMU YPOBHSMU KOH(PUOEHUNANTbHOCTU U KaTero-

pusimu nonb3osateneit OC, onvcaHwe npvieeaeHo B [4.16.6}

- pdp-exec — 3anyck NpPOLeCcCcoB B 3afaHHOM OKpYy>eHuu, onncanHue npusegeHo B4.16.7}

- sumac— 3anyck npouecca ¢ 3agaHHbIMWU MaHOATHBIMU YPOBHEM U KaTeropmen B otaenb-

HOW rpadmyeckon ceccum, onmcaHve npuseneHo B [4.16.8;

- sumic — 3anyck npouecca Ha NOHMXKEHHOM (3aﬂ,aHHOM) YpoOBHE LEeNToCTHOCTU, onncaHne

npveeaeHo B[4.16.9;
- userlev — usMmeHeHne B[] ypoBHen KOH(pMOEHUMANbLHOCTN, onucaHue rnpuBeaeHo
B{4.16.10}

- usercat— nameHeHuwe b[l kateropnn KoHUAEHUMANBHOCTN, ONUCaHNE NPUBELEHO

B(4.16.11l
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[na obecneyeHuns coBmectumocTn B OC coxpaHeHbl cnegyowme yTunmtbl KOMaHOHON
CTPOKM Ans ynpasneHna maHgatHeivu MNPO:

- chmac — ynpaBneHne MaHgaTHbiMM aTpubyTamu ansoB, onucaHue npuBeaeHo

B{4.16.12.1}

- 1sm — BbIBOA, aHaNorMyHo ctaHgapTHOWM kKomMaHge ls, uHdopmaumm o dannax ¢

oTobpaxeHMeM MaHAaTHbIX aTpubyToB, onucaHue npusesero B 4.16.12.3}

- macid — oTobpaxeHne maHgaTHbIX aTpnbyToB ceccum nonb3osatena OC, onucaHue

npveeaneHo B [4.16.12.2]

- psmac — ynpasrneHne MaHaaTHbIMU aTpubyTamMmmn nNpoLeccoB, OnucaHne NpuUBeAeHo

B{4.16.12.4]

- usermac — yrnpasrneHue JONyCTUMbIMU YPOBHAMU KOHPUOEHUMANbHOCTU N KaTeropus-

Mu nonb3oBatenen OC, onucaHue npuseaeHo B 4.16.12.5]

- getfmac — nonyyeHne MeTok 6e3onacHOCTM hannoBbix 06GBLEKTOB, ONMCaHNe nNpuBeae-

Ho B[4.16.12.6]

- setfmac — M3MeHeHVe MeToK 6e3onacHOCTU (hannoBbiXx OOGBLEKTOB, ONUCaHWe npuBe-

neHo B{4.16.12.7]

Onsa ynpaenexnus mangatHeimu MNPO B ElNMN ncnone3yotca criegyowme rpaduyeckme
WHCTPYMEHTbI:

- web-untepdenc FreelPA — ecnu passepHyTa cnyxba FreelPA;

- fly-admin-smc («YnpaBneHne nonmTnkon 6e3onacHOCTM» ) — eCnv pa3BepHyTa Cryx-

6a ALD.

Ons ynpasneHna mangatHeimu MNP B ElNIM B pexxnme KoMmaHOAHOW CTPOKU UCNOSb3YTCA
crneaylowme NHCTPYMEHTbI:

- ipa user-mod — ecnu passepHyTa cnyxba FreelPA (nogpobHas nHdopmauusa no

MCMNONb30BAHUID MHCTPYMEHTA KOMaHOHOW CTPOKM OOCTYMHbI B CNPaBOYHOW CTpaHuue

ipa help user-mod);

- ald-admin — ecnu pasBepHyTa cnyxba ALD (nogpobHas wHdopmauus no uc-

NOMb30BaHUID MHCTPYMEHTa KOMaHOHOW CTPOKW OOCTYMHbI B CMPaBOYHOW CTpaHuue

man ald-admin).

4.16.1. pdpl-file

MHCTpyMEeHT KomaHaHOM CTPOokM pdpl-£file npegHasHayvyeH Ang ynpasneHus MaHgaTHbI-
Mu aTpnbyTammn (MeTkonm 6e3onacHOCTU, LONONHUTENbHBIMU MaHAaTHbIMK aTpnbyTamn ynpaene-
HUS 4OCTYNOM M AononHuTensHeiMn atpudytamu ana MKL) cywHocten OC.

CnHTaKcuC MHCTpYMeHTa:
pdpl-file [<napameTrp>[...]]

[<ypOBeHbL_KOHPUOEHIIUATILHOCTU> ] [ : <YPOBEHL_LI€JIOCTHOCTH>
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[ :<kaTeropus_ KOHPUINEHIIHMAJILHOCTU> [ : <OOMNOJIHUTEJILHEN aTpubyTr>]]] [<cymHOCTB>]
ypOBeHb N Kateropuda KOHd)I/ILI,eHleaJ'IbHOCTM MoryT ObITb 3agaHbl MMeHeM UM WwecTHa-

AuaTePUYHbIM 3HAYEHNEM.
Mpumep
PekypcuBHO anga Bcex ¢hannoB katanora /tmp U3MEHUTb YPOBEHb HAa CekpeTHO U KaTe-

roputo Ha Kareropus_A (ypOBeHb N Kateropumsa OOoJTXHbI ObITb onpeaerneHbl B CI/ICTeMe)Z

pdpl-file -Rv Cexkperno:0:Kareropus A /tmp

Ons NnpucBoeHNA CyLHOCTM OAHOBPEMEHHO BCEX KaTeFOpMI‘/II, KOTOpble onpenerieHbl B

cucTemMe, MOXXHO MCMNOonb3oBaTh 3Ha4YeHWe -1 ANng <xaTeropus_ KOHPUOEHLIMAJILHOCTU>.

Mpumep
pdpl-file 1:0:-1 /tmp

[ononHuTtenbHble aTpubyThbl AN MaHAATHOro ynpasneHus AOCTyrnoMm ccnr, ehole,
whole u gononHutenbHble atpubyTel ona MKL, silev n irelax MoryT ObITb 3agaHbl 3Ha-

YeHUAMN nnnm nMeHamMmm 4epes 3andrTylo.

Mpumep
pdpl-file 2:0:0:ccnr /tmp

OnvcaHne napaMeTpoB UHCTPYMeHTa pdpl-file npuBedeHo B Tabnuue [12]

Tabnuuya 12

Onums OnucaHue

-f, --silent, -—quiet | He BbIBOANTb cooOLLIEHMI 00 oLmMbKax

-v, ——verbose BbiBOOUTb AnarHocTMyeckne coobLLeHNs Ansa Kaxaoro daina

-c, ——changes To e, 4To U ——verbose, HO coobLLaTb TONbKO 06 M3MEHEHMSAX

O6begnHNTL TEKYLLYHO METKY 6e30MacHOCTU CYLHOCTU C yKa3aHHOW B

-u, ——unite
KadecTBe aprymeHTa

BblyecTb 13 TekyLlen MeTkn 6e30nacHOCTH CyLLHOCTU MeTKy 6esonacHo-
CTW, YKa3aHHyt0 B KayecTBe aprymeHTa. [1py aTomM AN UTOroBon MeTKu
6e3onacHOCTM 3Ha4YeHWs 3a4at0TCs NO CReayoLMM npasnnam:

- YPOBEHb KOH(UAEHLMANbHOCTU — MUHUMarbHOE 3HaYeHNe U3 TeKyLlewn
MeTKn 6e30MacHOCTM M YKa3aHHOW B Ka4eCTBe aprymeHTa;

- YPOBEHb LENOCTHOCTU — MUHUMAarbHOE 3HadYeHne U3 TeKyLlen MeTKu
-s, -—subtract 6e30nacHOCTM U yKasaHHOW B Ka4yecTBe aprymeHTa (4OMmKHO BbiTb yka3aHo
B AIeCATUYHOM BUAE);

- KaTteropuu KoHpMAEeHUNanNsLHOCTN — U3 TeKyLLen MeTkn 6e3onacHoCTu
BbIYMTAIOTCA KaTeropum, ykasaHHble B Ka4eCTBe aprymeHTa;

- OONOMHUTENbHbIE aTpubyThl — U3 TeKyLLen MeTkM 6e30MacHOCTU BblYu-
TalTCA AONOMHUTENbHbIE aTpnbyThl, yKa3aHHble B Ka4ecTBe apryMeHTa

-R, --recursive MpYMEHUTbL PEKYPCUBHO
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OkoHyaHue mabnuuei 12

Onumsa OnucaHwune
-r, ——reverse CHavana dannbl B KaTtanore, NOTOM KaTanor
-h, --help BbiBecTu cnpaBky 1 BbINTH
--version BbiBeCTM MH(pOpMaLNO 0 BEPCUN U BbIATU
4.16.2. pdp-id
CuHTaKcuc:

pdp-id [mapameTp:]
KomaHga pdp-id BbIBOOUT MaHOaTHble aTpubyThl ceccumn nonb3osartens OC.

MapameTpbl NpuBeaeHbl B Tabnuue [13

Tabnwuua 13
Onuwms OnucaHuve
-1,--level BbIBECTW TONBKO YPOBEHb KOHUAEHLMANBHOCTM
-i,—-ilevel BbIBECTW TONBKO MaHAATHLIN YPOBEHb LIENOCTHOCTU

-c,--categories | BbiBeCTM TONbKO KaTeropuio

-r,—--categories | BbiBecTu Tonbko ponu

n name ,D,J'IFI napameTpoB —1c BblIBOAUTbL MMEHa BMECTO YUCII0OBbIX 3Ha-

YeHui
-h,--help BbiBeCTr cnpaBky 1 BbIATU
--version BbiBeCcTr MHpopmaLmio o BEpCUn 1 BbINTH

|_|pl/l OTCYTCTBUU NMNapaMeTPOB BbIBOAUT CTPOKY TEKYLLUNX MaHOATHbIX CBOWCTB.

Mpumep
pdp-id
YpoBeHb KOHP: CexpeTHO YpoBeHb LesiocTHOCTH: 0 Kareropum: Kareropus A
B atom npumepe Tekyllasa ceccusa nosib3oBartena nMeeT YpOBEeHb KOHCbVILI,eHLl,VIaJ'IbHOCTVI

CeXpeTHO, MUHUMarnbHbIN YPOBEHb LIENIOCTHOCTU U KaTeroputo Kateropus_A.

4.16.3. pdp-init-fs

CuHTakcuc:
pdp-init-f£fs

CKkpunT uHMUmManmsaumm maHgatHbix aTpubytoB ®C pdp-init-fs Bbl3blBAeTCs Npu
MHULManNu3aumm n nepesanycke CUCTeMbl OS5 YCTaHOBKM KOPPEKTHbIX MaHOATHbIX aTpubyToB Ha
cuctemMHble hannoBble 06bEKTbI (Gannbl 1 KaTanorun), HadmHasa ¢ kopHs OC.

CkpunT pacnornaraeTcs B katarnore /usr/sbin 1 JOCTyNeH N8 NpaBku TONbKO agMUHU-

cTpaTtopy.
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BHUMAHUE! HacTtosiTenbHO He pekoMeHOyeTCs BHOCUTb M3MEHEHUSI B yKas3aHHbIN
ckpunT 6e3 HeobxoaNMOoCTU. MI3meHeHNs1 TpebyrTCA TOMbKO B Clyyae N3MeHeHUs MakCUMarnbHOro

YPOBHHA KOHCbI/I}J,eHLI,I/IaJ'IbHOCTM nnn UenocTHOCTN B CUCTEME.

4.16.4. pdp-Is

CwuHTakKcuc:
pdp-1ls [napamerpr] [umMmsa ¢auinal

KomaHga pdp-1s BbIBOAUT aHaNoOrmM4yHo ctaHgapTHOW KOMaHAe 1s MHgopmMauuio o dhan-
nax (No ymon4aHumio — O TeKyLleM Kartarore).

Mcnonb3oBaHne OaHHOM KOMaHAbl B LLIENOM He OTNMYaeTcsi OT MCNosib30BaHUs pdp-1s,
3a VCKITIOYEHNEM CrieayroLmnx 0COBEHHOCTEN:

- ecnu Ha channe yctaHoeneHbl ACL, TO kK HUM go6aBNsSeTCS CUMBOI «+;

- ecnun Ha granne yctaHoBrneHa HeHynesas metka 6esonacHocTn, To K ACL gobaensietca

CUMBOM «MY;

- €Cnu Ha dhanne ycTaHOBMEHbI CNNCKK pernctpauum cobbitnin, To Kk ACL gobasnsetcs

CUMBON «a;

- OOCTyneH napamMmeTp -M, KOTOPbIN MOXET ObITb MCNOSIb30BaH A4S NPOCMOTPa METOK

Ge3onacHOCTN Ha hannoBbiX OObeKTax.

4.16.5. pdpl-ps

CuHTakcuc:
pdpl-ps [-nzhv] <ugeHTHdHUKATOP HOpolEecca>

KomaHga pdpl-ps NO3BOMSAET cYMTaTb MaHAATHbIN KOHTEKCT ©Be30nacHOCTM ¢ npouecca,
3aZlaHHOro napameTpom (MaeHTudumkartop npouecca).

Tonbko agMMHUCTPATOP MOXKET YCTaHaBMMBATL M CYNTbLIBATb MaHAATHbIN KOHTEKCT 6e3-
ONacHOCTU NPOWN3BOSIBHOIO Npouecca, 0bbIYHbIN NOMb30BaTENb MOXET TOMbKO CYMTbIBATb KOHTEKCT
€ coBCTBEHHOrO Npouecca, AN 9TOro napaMeTp AOMKEH UMETb HyfeBoe 3Ha4YeHue.

Onuuun npuBegeHbl B Tabnuue [14]
Tabnuuya 14

Onumsa OnucaHune

-n, ——numeric BbiBECTM MH(pOpMaLINIO O KOHTEKCTE B YNCFIEHHOM BUAE

Ecnu metka Ge3onacHocTu HyneBas, TO 3aBepLUNTbCA C
-z, -—-iszero kogom 0, MHa4ve 1, ecnuv He yaanochb Nony4YnuTb METKY bes-
ornacHoOCTU npouecca, To 74

-h, —-help BbiBECTM cnpaBKy v BbIATH

--version BbiBECTM MH(pOPpMaLNIO O BEPCUN U BbIATH
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4.16.6. pdpl-user
CuHTakcuc:
pdpl-user [-dzhv [-m MHHNMAJILHHY:MaKCHMAaJIBEHHN YPOBEHL KOHQUOEHLNAJIEHOCTH ]
[-i MakcuUMalNbHEME YPOBEHB II€JIOCTHOCTH ]
[-c MuMHUMaNIBHas KaTeropus:MakCHMaJibHas kKaTeropus]] <nojib30BaTeJNb>
KomaHga pdpl-user oTobpaxaeT U ycTaHaBNuBaeT JONYCTUMbIE YPOBHU KOHPMAEHUM-
anbHOCTM K kateropun nonb3osatenen OC.

Onuuun npuseaeHsbl B Tabnuue [15]

Taobnuuya 15
Onuwms OnucaHue
-d, —-delete Ynanute CTPOKY nonb3oBaTtens u3 ¢anna
-z, ——Zero OOHYNNTb 3HA4YeHMS YPOBHEN U KaTeropumn
-1, —-levels YCTaHOBUTbL AOMYCTUMbIE YPOBHM KOH(PMAEHUNANBHOCTH
-i, —-ilevel YCTaHOBUTb MakCUMarbHbIA YPOBEHb LENOCTHOCTU

-m, ——-maclabels To xe, 4To U -1 (Mcnonb3yeTcs AN COBMECTUMOCTH)

-c, -—category YCTaHOBUTbL JONYCTUMbIE KaTeropum
-h, --help BbiBecTu cnpaBky v BbIATU
-v, ——version BbiBeCTM NMH(popMaLnio 0 BEPCUN U BbIATU

Ecnn B kayecTBe napameTpa Kr4Yen -m UM -c ykasaHo O4HO 3HavyeHue Unm ogHo
3Ha4yeHWe C NPeALEeCTBYHOLLMM ABOETOYMEM, STO 3HAYEHNE MHTEPNPETUPYETCS Kak MaKcUmarnbHoe
3Ha4eHne, ecnmn ogHO 3HaYeHue ¢ nocneaywmm ABOETOYMEM — KaK MUHMMAarbHOE.

KomaHga pdpl-user Npu yCnewHoM BbINOMTHEHUM BCErga BbIBOAMT 3HAYEHUST YCTaHOB-
NEHHbIX AONYCTUMbIX METOK 6e30MacHOCTM.

YToObl NPOCMOTPETL TEKYLLME AONYCTUMbIE METKM 6Ge30MacHOCTM, BbINOMHUTL KOMaHAy
0e3 knoyen:

pdpl-user nonb3oBaTeElb

Mpumep

pdpl-user -m YpoBeHb_0:YpoBeHb 3 -i 0 -c O:Kareropus 2 userl

[aHHasa komaHga anga nonb3oBaTens userl YCTAHOBUT:

- MUHMMarnbHbIN YpOBEHb — YpoBeHb_0(0);

- MakcumarsbHbIA YypOBEHb — YpoBeHb_3(3);

- MaKkCUManbHbIN YPOBEHb LIENOCTHOCTN — MuHuMasnbHEE (0 )
- MUHUManbHY KaTeropmto — 0x0 (0) (6e3 kateropun);

- MakcumarnbHYlo KaTteropuo — 0x2(2).
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YpoBHU YpoBeHb_0, YpoBeHb_ 3, Kateropust Kareropus_2 AOMKHbI OblTb onpeaenexbl

B cucTeMe. 3Ha4YeHNsa ypoOBHEN U KaTeropui MoryT BbiTb 3aaHbl B YNCNOBOW hopMe.

4.16.7. pdp-exec

MNHCTpyMeHT pdp-exec NO3BONSAET agMUHUCTPATOPY 3anycKaTb NpoLecchl B 3aJaHHOM
OKPY>XEHUN:

- UM4A noJsib3oBarternd, oT UMEeHU KOTOPOIro 3alyCcKaeTca npouecc,;

- MeTka 6e3onacHoCTH npouecca;

- PARSEC-npuBuneruu.

Mpu ncnonb3oBaHUM MHCTPYMEHTa pdp-exec CrneayeT yYUTbliBaTb, YTO BO3MOXEH 3amnycK
npouecca oes3 nMPUMEHeHNA MaHOaTHOINo KOHTEKCTa 6e3OHaCHOCTM,H03TOMy ncnonb3oBaHune
pdp-exec OOMKHO ObITb pernaMmeHTUpPoOBaHO N OrpaHNYEHo.

CWHTaKCUC UHCTPYMEHTA:
pdp-exec [nmapamerp[napamerp...]] [--] [<xomaHma>] [<mapaMeTpH 3alyckKa KOMaHIH> ]

B cnyyae ecnu ¢ komaHOon 3agaHbl NapaMeTpbl €€ 3anycka, TO Yyka3aHne CUMBOSIOB «——»
nepen KomMaHgonm obsisatenbHo.

OnucaHue napameTpoB MHCTPYMeHTa pdp-exec NpUBEAEHO B TabnuLe

Tabnuuya 16
MapameTp Onuncanue
—-C <IOpHUBUJIETHUN>, YCcTaHOBUTL Npoueccy yKkasaHHble NMpuBUIernn B Kadectse ad-
--capability=<npusunerumu> EKTUBHbLIX (TEKYLLMX), HACNEQYEMbBIX U pa3peLLEeHHbIX

-u <UMSA_IOJIbL30BaTEJIA>,

3al'lyCTVITb npouecc oT UMeHN yKa3aHHOro nonb3oBarternd
--user=<uMs_IO0JIb30BaTENa>

-1 <meTka_b6eszomacHoCcTH>,

YCTaHOBUTb NPOLIECCY YKa3aHHY MeTKy 6e30nacHoCTU
—--label=<ueTka_6e3onacHocTu> poueccy 'y y y

-v, ——version BbiBeCcTV MHOpMaLMO 0O BEPCUN U BbINTH

-h, --help BbiBecTu cnpaBky v BbIATK

MpuBnneruun 3agatotcsa B Buage GMTOBON Macku (Kak NpaBuno, B LUECTHaaLaTepPUYHOM
Bnae). CoorBeTcTBME OTAENBHBIX BUTOB NOMHOMOYMAM NPUBESEHO B man parsec_capset, a
Takxe B Tabnuue [8]

MeTka 6e3onacHOCTM 3a4aeTca B BUAE:
[<ypoBeHBb_KOHPUOEHIMNATIBHOCTK>] [ : <yPOBEHBb_LI€JIOCTHOCTH>

[ :<xaTeropus_ XKOHPUIOEHIIMATILHOCTI>] ]
Mpumepbl:

1. Mepesanyctutb cnyxby dbus ¢ PARSEC-npusunermnenn PARSEC_CAP_PRIV_SOCK:
pdp-exec -c 0x100 -- /etc/init.d/dbus restart
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2. 3anyctntb 06onoyky bash OT umMeHun nonb3oBatens secretuser ¢ PARSEC-

npusunernen PARSEC_CAP_SIG u ¢ MeTkon 6esonacHocTn 1:1:

pdp-exec -c 0x40 -u secretuser -1 1:1 -- bash
bonee nogpobHoe onucaHne pdp-exec NpuMBeAeHO B man pdp-exec.

4.16.8. sumac

MHCTpPYMEHT KOMaHAHOM sumac UCNOoNb3yeTca A5 3anycka npouecca ¢ 3agaHHbIMU YpOB-
HeM 1 KaTteropuen KoHPUAEHUNaNLHOCTU B OTAENBHOW rpamnyeckon ceccumn ¢ UCnosib3oBaHMeM
BUpTYyanbHoro rpacguyeckoro cepsepa Xephyr. lNonb3oBartenib MOXeT 3anyckaTb NPoLeCcC TOMbKO
B Npefenax paspeLleHHbIX eMy YPOBHEN N KaTeropun.

CWHTaKCUC MHCTPYMEHTA:
sumac [<napametTp>] [<komaHOa>]

BHUMAHME! [1ns 3anycka npouecca Ha ypoBHe, OTIIMYHOM OT YPOBHS TEKYLLEN ceccuu,
He OO0MMKHa CTOSATb BrOKMPOBKa MCMONb30BaHNA sumac B rpaguveckon ytunute £ly-admin-smc
(CM. Q3MneKTpOHHYI crpaBKy) W Monb3oBaTento [ofmkHa ObiTb HasHavyeHa npuBuUnerus
PARSEC_CAP_SUMAC (cMm. 4.7).

BHUMAHMUWE! [1nsa ncnonb3oBaHna sumac npu BkrtodeHHoM MKL, Takke AomkHO GbITb
BkntoveHo MKL, Ha cpannoson cucreme.

Ecnu ykasaHHbI ypoBEHb KOHPUAEHUMANBLHOCTY BbILE TEKYLLErO, T. €. MPONUCXOOUT yBe-
NMYeHne ypoBHS, TO NEPEMEHHbIE OKPYXXEeHUSA HacneayTCcs OT TEKyLLero npouecca. Tekyuime
nepemMeHHble OKpY>XeHUsi cOpacbiBaloTcH, YTobbl n3bexartb yTeukn nHpopmaumn. Takke npu
NnopoXaeHnn HOBOIo NpoLecca 3akpblBaloTCs BCe (hannoBble AeCKpUNTOPLI, MeTKa 6e3onacHoCTH
KOTOpPbIX HE COBMagaeT C yKadaHHOMW B KOMaHOHOW CTpoke. B ToMm vncne 3akpbiBatoTcsa stdin,
stdout, stderr. [NepeHanpaBuUTb CTaHAAPTHbLIA BBOA M BbIBOA AN HOBOrO NpoLiecca MOXHO C
NOMOLLbIO MapaMeTpoB -1, -0, —e Ansd stdin, stdout N stderr, COOTBETCTBEHHO.

BHUMAHMUE! 3anyck npouecca ¢ NOHMWKEHUEM YPOBHS KOH(PUAEHUMANBLHOCTU UNKN C
COKpaLLleHneM Habopa kaTeropmi KOHUOEHUNANbLHOCTU 3anpeLleH Ans NpeaoTBpaLLeHNs YTEYKN
MHdopMaunn Ha 6onee HM3KNE YPOBHU CEKPETHOCTM.

OkHO rpadn4ecKoro NpuUnoXeHns, 3anyLeHHOro B OTAEeNbHOM CeCCUN Ha OPYrOM YPOBHE,
OyoeT MMEeTb LBETHYIO paMKy, LiBET KOTOPOW COOTBETCTBYET YPOBHIO KOHpMAEHUNANBHOCTUN Npu-
noxeHunsa. OnncaHne LBeTOBOW uMHAMKauum npueeneHo B aokymeHte PYCB.10015-17 93 01
«OnepaunoHHasa cuctema cneyunansHoro HasHadeHust «Astra Linux Special Edition». PykoBogctso

noJsib3oBaTena».

Mpumep
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3anyck rpadpu4eckoro npunoXeHnss xterm ¢ ypoBHeM KOH(PMAEHUNANBHOCTU 2 U KaTero-
puen KoHduaeHumanbHocTn Oxf£££

sumac -1 2 -c Oxffff xterm

MapameTpbl MHCTPYMeHTa sumac npuseaeHbl B Tabnuue [17]

Tabnwunuya 17

MapameTp OnucaHue
-1, --level= 3anyctuTb npouecc ¢ ykasaHHbIM YPOBHEM KOH(MAEHLMANBHOCTU
-c , —--category= 3anycTntb npoLecc ¢ ykazaHHOM KaTeropmen KoHduaeHunansHoOCTH
-i , --stdin= MepeHanpaBuTb stdin 3anyLleHHOro NpoLecca B ykasaHHbIN ainn
-0 , —--stdout= lNepeHanpaBuTb stdout 3anyLleHHOro npoLecca B yKasaHHbIN ¢hann
-e , —--stderr= MNepeHanpaBuTb stderr 3anyLWeHHOro npoLecca B yKasaHHbIN ¢hann
%, --xauth MonbiTaTbcs co3gaTth 3annch B . Xauthority. B cnyyae Heyaaun npepeaTtb

BbINOMTHEHME npouecca

-h, --help BbiBeCcTy cnpaBky v BbIATH
-v, —--version BbiBeCcTV MHopMaLmio 0 BEpCUN U BbINTY

4.16.9. sumic

MHCprMeHT sumic no3songer 3anycKkaTb npouecchbl Ha YpoOBHE LENMTOCTHOCTU HUXeE, YEM
YpOBEHb LIeNoCTHOCTU npouecca-poantend. Npun 3Tom 3anyckaemMbll C UICNOSb30BaHNEM sumic
npouecc 6y,El,eT MMETb YPOBEHb LUEJIOCTHOCTU HE BblllEe YPOBHA UENIOCTHOCTU UCMOJTHAEMOIo
q)a|7|na, M3 KOTOPOro OH 3anyLueH. |_|pl/l 3arycke npouecca C nomMoLibro sumic 3anpeLlaetcsd
HacsiegoBaHMe OTKPbLITbIX B Mpouecce-poanTerie pecypcoB, MMerLWwmnx ypoBeHb LEJTOCTHOCTMH,
NpPEeBbLILAKLLMIA YPOBEHb LIENOCTHOCTU CO34aBaeMoro npouecca. 3anyck rpacmyeckon yTunnutbl ¢
MCMNonb30BaHWEM sumic BbINMOMHAETCA B n30JIMpoBaHHOM X-cepBepe.

CuHTakcuc MHCTPYMEHTa:
sumic [mapameTp] [--] [<KomaHma>] [<mapaMeTpH 3anyckKa KOMaHOED ]

OnvcaHve napaMeTpoB MHCTPYMEHTa sumic npuBedeHo B Tabnuue [18]

Tabnuuya 18

MNapameTp Onuncanune

YpoBeHb LIEeNOCTHOCTU, Ha KOTOPOM OydeT 3anylieH npouecc yka-
-i <ypoBeHBb_lLIeJIOCTHOCTH> | 3aHHON KOMaHAbl. B cnyyae otcyTcTBMSA napameTpa npouecc byaet
3anylleH Ha HyNeBoM YPOBHE LIENOCTHOCTM

-v, -—version BbiBECTM MH(pOPpMaLNIO O BEPCUN U BbIATH

-h, —-help BbiBECTM CnpaBKy 1 BbINTH
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4.16.10. userlev

CuHTakcuc:
userlev [-d, --delete] [-a, —--add<s3HaueHue>] [-r, —--rename<ums> ]
[-m, --modify<suauenue>] [-h, --help] [--version] <ypoBeHb>

KomaHaa userlev CRyXuT ans npocmoTpa n nameHeHunsa B b yposHen koHdmnaeHUu-
anbHoCcTW. [1ns npocMoTpa BCEX YPOBHEW KOMaHAy cneayet 3anyckatb 6e3 napameTpoB. BHocUTb
n3MeHeHus B bl ypoBHEN MOXET TONbLKO aAMUHUCTPATOP.

Onuuun npuseaeHsbl B Tabnuue [19]

Tabnwnuya 19
Onuwms OnucaHuve
-d, —--delete Ypanntb ypoBeHb u3 b1
-a, —~—add<sHaueHue> [ob6aBnTb HOBbIV ypoBeHb B Bl
-r, -—rename<HOBOE HMI> MepenmeHoBaTb CyLLECTBYIOLLNA YPOBEHb

-m, --modify<HoBoe 3Hauenue> | MI3BMEHUTb 3HaYEHME YPOBHS

-h, --help BbiBecTu cnpaBky 1 BbINTH

--version BbiBECTM MH(OPMaLINIO O BEPCUUN U BbIATH

4.16.11. usercat

CuHTakcuc:
usercat [-d, --delete] [-a, —--add<saxHaueHue>] [-r, --rename<ums>]
[-m, --modify<aHaueHue>] [-h, --help] [--version] [xaTeropus]

KomaHga usercat cnyxut gna npocmotpa n nuameHenus B kateropuin. [lna npocmort-
pa BCex KaTeropun komaHgy crnegyet 3anyckatb 6e3 napametpoB. BHocuTb nsmeHeHnsa B b
KaTeropum MOXeT TONMbKO agMUHUCTPATOP.

Onuuun npuBegeHbl B Tabnuue [20]

Taobnuuya 20
Onuusa Onucanune
-d, —-delete Ynanutb kateroputo n3 b
-a, -—add<aHaueHue> [o6aBntb HOBYO KaTeropuio B B[]
-r, ——rename<HOBOE UMs> MepenmeHoBaTb CyLLECTBYIOLLYIO KaTeroputo

-m, —-modify<HoBOe 3HaueHUe> N3MeHUTb 3Ha4YeHne Kateropum

-h, —-help BbiBecTu cnpaBky 1 BbIATU

--version BbiBeCTV MHpOpMaLNo O BEPCUUN U BBINTH
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4.16.12. YcTtapeBLwMe yTUnNuThbl ynpasneHns maHaatHoimu MNPLO

[ns obecnedyeHunsa comectumocTtn B OC coxpaHeH pag yTUIMT KOMaHAHOW CTPOKKU AN
ynpasneHusa maHgatHeimu MNPI.

BHUMAHMUE! HacTtoaTenbHO He pekoMeHayeTCcs NPpUMEHATb ycTapesLune yTunutel. [dan-
Hble YyTUANTbI HE NO3BONSAT paboTaTb C YPOBHAMM LIENOCTHOCTU U OTOGpaxalT MaHAaTHbIe
aTpubyTbl B bopmate, oTnndHOM OT onpeaeneHHoro B OC dopmara.

4.16.12.1. chmac

CwuHTakcuc:
chmac [mapameTpr] [ypoBeHb][:kKaTeropusl[:crneuuanbHee aTpubyTH]] [umsa darina]

KomaHaa chmac nameHsieT maHaaTHble atpubyTel dannos OC, KOTOpble BKOYAOT METKY
6e3onacHOCTM 1 cneyunanbHble MaHaaTHble aTpubyThl hanna.

Onuuun npuBegeHsbl B Tabnuue [21]

Tabnunua 21
Onums Onucanue
-f, —-silent, -—quiet | He BbiBOANTb coobLueHMn 06 ombkax
-v, -—verbose BbiBOOMTbL AnarHocTu4eckme coobLueHns ansa kaxgoro danna
-c, -—changes To Xe, 4TO U ——verbose, HO cO0bLWATb TONLKO 06 N3MEHEHUSIX
-R, -—recursive MpuMeHNTb peKypcmMBHO
-h, —-help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBECTM MH(pOPpMaLNIO O BEPCUN U BbIATH

ypOBeHb N Kateropmna moryrt ObITb 3a4aHbl UMEHEM UMK wectHaguatepn4HbIM 3Ha4EeHNEM.

Mpumep

chmac -Rv CekpetHo:KaTeropusi A /tmp

[laHHan komaH4a pekypCcuBHO ANSA Bcex dhannoB KaTtanora /tmp M3MEHUT YPOBEHb Ha
CexpeTHO M KaTeroputo Ha Kareropusi_A (YPOBEHb U KaTeropus JormkHbl ObiTb onpeaeneHsl B
cucteme).

CneunanbHble aTpubyTbl MOryT ObITb 3a4aHbl 3HAYEHNEM UNN CTPOKOW CUMBOSIOB XWX rwX,
B KOTOPOW N0OOMN 13 CUMBOSMOB MOXET OblTb 3aMEHEH Ha «-» AN CHATUSA COOTBETCTBYHOLLIETO

aTpubyTa.

Mpumep

chmac 0:0:rwxrwx /tmp

[aHHasa komaHda ons katanora /tmp YCTaHOBUT UTHOPUPOBaHUE YPOBHEN U KaTeropum

KOH(*)I/ILI,eHU,I/IaJ'IbHOCTVI Nnpn BbINOJTHEHNN OI'IepaLI,I/IIZ YyTeHud, 3anncn n NCNoJTHEHUA.
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Mpun 3agaHum cneumanbHbiX aTpubyTOB BMECTO rwx MOryT ObiTb MCNOMb30BaHbI Cneayto-
LLMEe COKpaLLEHWS:

- equ — UrHOpUpPOBaHME YPOBHEN U KaTeropuim KOHpnaeHUMansHOCTU Npu BbINOSTHEHWUN

onepaunin YTeHUs, 3anncu U UCMNOSTHEHUS;

- equ_w — UrHOPUPOBaHME YPOBHEW U KAaTeropmim KOHPUAEHLMANBHOCTU NPU BbINOSIHEHUN

onepauun 3anucu;

- low — UFHOPUPOBaAHME YPOBHEWN U KaTeropui KOHpnaeHLMansHOCTU Npu BbINOSTHEHWUN

onepaumin YTEHUS U UCMOSTHEHUS.

BHUMAHUE! B HacTosiwiee BpeMs ucnonb3yeTcs apyron Habop cneumanbHbIX aTpu-
OoyToB. [laHHas yTunuta He no3BonisieT pabotatb ¢ HUMKU. CyLecTByeT COOTBETCTBME MeXAy
cTapbiM aTpubyToM equ (rwxrwx) U HOBbIM ehole. Takum ob6pasom, pasgensHoe ynpasreHune

cneumanbHbIMM aTpMbyTaMun BUAa rwxrwx He npeaycMOoTPeHO.

Mpumep
chmac 0:0:equ /tmp

4.16.12.2. macid
CuHTakcuc:
macid [mapamMeTpH]
KomaHga macid BbIBOAUT MaHAaaTHble atpubyTbl ceccum nonb3oBatensa OC.

Onuuun npuseaeHsbl B Tabnuue [22]

Tabnuuya 22
Onuusa Onucanve
-1,--level BbIBECTM TOMNBKO YPOBEHb KOHNAEHUNANBHOCTH

-c,-—categories | BblBECTM TONBKO KaTeropuo KOHpUOEeHLManbHOCTH

Ons napamMmeTpoB —1c BbIBOAUTb MMEHa BMECTO YMUCIIOBbIX 3Ha-

-n,——-name .
YyeHUn
-h,--help BbiBECTM cnpaBky 1 BbINTH
--version BbiBECTM MH(OPMALINIO O BEPCUN U BbIATH

Mpw OTCYTCTBUM NAapaMeTPOB BbIBOAUT CTPOKY TEKYLUMX MaHAATHbIX CBONCTB.

Mpumep
macid

YpoBeHnb=2 (CexpeTHo) Kareropus=1(Kareropus_A) IpuBunerun=0

B atom npuMmepe Tekylasa ceccus nornb3oBaTens MMeeT YPOBEHb CEKPETHOCTN CeKpeTHO

N KaTeroputo KarTeropus_A.
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4.16.12.3. Ism

CuHTakcuc:
lsm [nmapameTpr] [uma ¢arnal

KomaHaa 1sm BbIBOOUT aHanorMyHo ctTaHgapTHOM KoMaHae 1s nHgopmaumo o hannax
(MO ymoOnyaHuio — 0 TeKyLeM KaTtanore).

Mcnonb3oBaHMe OaHHOM KOMaHAbl B LESIOM HE OTNMYaeTcs OT MCMofb30oBaHUS 1s, 3a
WCKIMIOYEHMEM CneayLwmx 0COBEHHOCTEN:

- ecnu Ha panne yctaHosneHsl ACL, TO K HUM go6aBnsieTcsi CUMBOST «+;

- ecnun Ha ghanne yctaHoBreHa HeHynesast meTka 6esonacHocTn, To K ACL gobaensietca

CUMBOM «MY;

- ecnun Ha ghanne ycTaHOBIMEHbI CNUCKN pernctpaumm cobbitnin, To K ACL gobasnsertca

CUMBOS «ay;

- OOCTYneH napameTp —M, KOTOpPbIN MOXET ObITb MCNOSb30BaHa A9 NPOCMOTPa METOK

6Ge3onacHocTn Ha ¢hannoBbiX 0ObEKTAX.

4.16.12.4. psmac

CuHTakcuc:
psmac [-d, --delete] [-n, --numeric] [-h, --help] [--version]

<upenTHdUKaATOP Nnpouecca> [MerTka 6€30macHOCTH. .. ]

KomaHaa psmac no3BONAeT U3MEHATb UM CYMTaTb MaHAATHbLIA KOHTEKCT 6e30nacHoCTH
BblIbpaHHOro npouecca. Ecnn B kayecTBe aprymeHTa He ykaszaHa MeTka 6e3o0nacHoOCTU, TO KO-
MaHOa CYMTbIBAET MaHOATHbIN KOHTEKCT C NpoLlecca, 3a4aHHOoro napaMmeTpom (naeHTudpumkaTop
npouecca).

Ecnun aprymeHT-MeTka 6e30nacHOCTU NPUCYTCTBYET, TO KOMaH4a ycTaHaBnMBaeT 3a4aH-
Hyl0 MeTKy 6e3onacHocTu Ha npouecc. MeTka 6e3onacHOCTW 3agjaeTcs B BUAE:
<YpoBeHb> [ : <KaTeropuu> ]
roe <ypoeeHb> U <KaTeropuu> MOryT ObiTb 3afaHbl Kak B YACIIEHHOM, Tak U1 B CUMBOSIbHOM
Bnge. CnoxHole <KaTeropuu> MOryT ObiTb 3aaHbl B BUAE CMMCKa CBOMX COCTaBNSAOLLNX.

Tonbko agMMHUCTPATOP MOXET YCTaHaBnMBaTb U CYNTLIBATb MaHAATHLIN KOHTEKCT 6e3-
ONacHOCTU NPOWN3BOSBLHOIO Npouecca, 0bbIYHbINA NOMb30BaTENb MOXET TOMbKO CYMTbIBATb KOHTEKCT
€ cobCTBEHHOrO Npouecca, AN 3Toro napaMeTp AO/MKEH UMETb HyNeBoe 3Ha4YeHue.

Onuuun npueeaeHsbl B Tabnuue 23]

Tabnunua 23
Onuwms OnucaHue
-d, —-delete OGHYNUTb MaHAaTHbIN KOHTEKCT 6e3onacHOCTM npoLlecca

-n, ——numeric BbiBecTu I/IH(*)OpMaLI,I/I}O O KOHTEKCTe B YNCITIEHHOM BUOE

-h, --help BbiBecTu cnpaBky v BbIATH
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OkoHyaHue mabnuuei 23

Onuwms OnucaHue

--version BbiBeCTM MHOpPMaLMIO O BEPCUN U BbINTU

4.16.12.5. usermac
CuHTaKcuc:
usermac [-dzhv [-m MHMHMMAJIBHEN YPOBEHBb :MaKCHMAJIBHEMN YPOBEHB ]
[-c MuMHUMaribHas KaTeropus:MaKCHMaJibHas KaTeropus]] HONB30BaTEIIb
KomaHOa usermac n3amMeHsieT 4onyCTUMbIe YPOBHU N KaTeropun KoHpunaeHumnanbHoCTn
none3osatenen OC.

Onuuun npuBeaeHbl B Tabnuue [24]

Tabnuua 24
Onuwms OnucaHue
—-d, ——delete YnanuTb CTPOKY nonb3oBaTtens us ganna
-2, ——Zero OBHYNUTL 3HaYeHNs1 YPOBHEN U KaTeropum
-1, --levels YCTaHOBUTb JONYCTUMbIE YPOBHU KOHDUAEHUNANBHOCTH
-i, ——ilevel YCTaHOBUTbL MakCUManbHbIA YPOBEHb LIeNTOCTHOCTU

-m, —-maclabels To xe, 4To 1 -1 (ncnonb3yeTcsa st COBMECTUMOCTH)

-c, -—category YCcTaHoBUTbL AOMYCTUMbIE KaTeropum
-h, —-help BbiBECTM cnpaBKy U BbIATH
-v, ——version BbiBECTM MH(pOPpMaLNIO O BEPCUN U BbIATH

Ecnu B kayecTtBe napameTpa KM4Yenm —m UM —c yKasaHO OAHO 3HAYeHWe Unm OaHO
3Ha4YeHne C NpeaLwecTBYOLNM BOETOUMEM, 3TO 3HAYEHNE NHTEPNPETMPYETCA Kak MakCcumarnbHoe
3Ha4YeHne, ecnm OAHO 3Ha4YeHne ¢ NocrneayLMM 4BOETOUYMEM — KaK MUHUMAarbHOE.

KomaHga usermac npu yCnewHOM BbINOSTHEHUW BCErga BbIBOAUT 3HAYEHUSA YCTaHOBIEH-
HbIX AOMYCTUMbIX METOK 6€30MnacHOCTH.

UTobbl NPOCMOTPETL TEKYLLME AONYCTUMbIE METKM 6€30MacHOCTU, BbIMOMHUTL KOMaHAay
0e3 kno4veun:

usermac II0JIb30OBAaATEJIb

Mpumep

usermac - HECEKPETHO:CEeKPEeTHO —-C KaTeropus A:kaTeropus_B userl

[aHHas koMaHga Ans nonb3oBaTens userl YyCTaHOBUT:
- MUHUManbHbIA YPOBEHb — HECEKPETHO;
- MaKCUMarnbHbIA YPOBEHb — CEKPETHO;

- MUHUMaArbHYIO KaTeroputo — xaTeropusi_A,
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- MakCMMaribHYlO KaTeroputo — xareropusi_B.
YPOBHU HeCeKpeTHO, CEKPEeTHO U KaTeropum xkareropusi_A, kaTeropusi_B OOMKHbI

ObITb onpepaerneHbl B CUCTEME. 3Ha4veHus yDOBHeI‘/'I n KaTerole|7| MOryT ObITb 3a4aHbl B YACIIOBOW

dopme.
4.16.12.6. getfmac
CwnHTakcuc:
getfmac [-R, --recursive] [-L, --logical] [-P, --physycal] [-n, —--numeric]
[-p, —--absolute-names] [-c, --omit-header] [-s, --skip-empty]
[-h, --help] [-v, --version] Qainu u/unm KaTasoru

KomaHga getfmac CnyxuT ansa nonyvYeHns MeTok 6e3onacHoCcTu hannoBbix 0OBHLEKTOB.
MHdopmaumus o meTkax 6€30nacHOCTM NOCLINIAaeTCs Ha CTaHOAPTHbLIV BbIBOA U MOXET SIBMATHCS
BXOAHbIMM JaHHbIMU NS KoMaHabl setfmac (cM. [4.16.12.7)).

Onuuun npuBeneHsl B Tabnuue .

Tabnuuya 25

Onuusa OnucaHne

-R, ——recursive

[lns noakartanoroe pekypcuBHO

-1, --logical

CnepoBaTtb NO CUMBOSIMYECKMM CCbISIKaM

-P, —-phisical

He cnepoBatb MO CMMBONNYECKUM CCbINIKam

-n, ——numeric

BbIBOAWTL MHCpOPMALMIO O KOMMOHEHTaX METKM 6e30NMacHOCTM B LnpoBOM
dopme

-p, ——absolute-names

ABCOntoTHbIE NMEHA

-c, ——omit-header

He nokasbiBaTb 3arorioBok (MMsa dpanna)

-s, ——skip-empty

MponyckaTtb thannsl ¢ NycTbiMu aTpnbyTamm

-h, --help

BbiBecTun cnpaBky n BbINTU

-v, —--version

BbiBeCTM MH(popmMaLnio 0 BEpPCUN U BbIATU

4.16.12.7. setfmac

CuHTaKkcuc:
setfmac [-s, —--set]
[-R, --recursive]

[-v, --version]

[_m/

[_L/

--set-file] [-B,

[_h/

—-—-restore]

--help]

--modify] [-S,

--logical] [-P, --physicall

[MeTka 6ezonacHocTu] Pamsel U/UNKM KaTajioru

KomaHaa setfmac yctaHaBnmBaeT MeTkm 6e3onacHocTu Ha channbl. MeTkun 6e3onacHocTu

3aalTca UNu B KOMaHOHOW CTPOKe (napameTpbl —s, —m), unn B hanne (napametpbl -S, -B).
Mpun aTom, dhansibl MOryT BbITb CHOPMUPOBaHLI C MOMOLLIbIO NepeHanpaBneHnst BbIBO4A KOMaHAb!

getfmac (4.16.12.6).

MeTka 6e3onacHOCTM 3aaaeTcs B BUAE:

<YpoBeHB>[ :<KaTeropuu>|[ :<Tumn>] ]
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roe <ypoBeHb> U <KaTeropuu> MOryT ObiTb 3aaHbl Kak B YACIIEHHOM, Tak U B CUMBOJSIbHOM
Bnae. CrioxkHole <KaTeropuu> MOryT ObITb 3aaHbl B BUAE CrMcKa CBOMX COCTaBNAKOLWMX, Ha-
npumep: Tauku, CaMoOJIETHL.
TonbKo aAMUHUCTPATOP MOXET YCTaHaBNMBaTb METKM 6e30nacHOCTU Ha channbl.
BHUMAHMUE! C nomoLwbto JaHHOW KOMaHAbl HEBO3MOXHO YCTaHOBUTbL METKY 6e3onacHo-
CTU Ha pannoBbIn O6BLEKT-COKET.

Onuuun npuBeaeHbl B Tabnuue [26]

Tabnunua 26
Onuus OnucaHune
s —-set YcTaHoBUTb MeTKy 6e30MacHOCTU U3 KOMaHOHOW CTPO-
Kn
-m, ——-modify M3MeHUTb MeTKy 6e30NacHOCTM U3 KOMaHOHOM CTPOKM
-3, -—set-file YcTaHoBUTL MeTkM B6esonacHocTu 13 danna
-B, —-restore BoccTaHoBUTL MeTKK Be3onacHocTn 13 danna

-R, --recursive | [Ins nogkaTtanoros pekypcuBHO

-1, --logical CnepoBaTb N0 CUMBOMMNYECKUM CCbIFIKaM
-P, —-physical He cnepoBaTb N0 CMMBONMUYECKUM CCbINKam
-h, --help BbiBeCTM cnpaBKy U BbIATH

-v, —-version BbiBECTM MH(pOpMaLMIO O BEPCUN U BbIATH

4.17. CpepcTtBa ynpaBrieHMA NpUBUNErMaMm nosib3oBaTterien u npoueccos

[nsa ynpaBneHusa npuBunerusamMm nonb3oBartenen n npoueccoB ucnonb3yetcs rpaduye-
ckas ytunuta fly-admin-smc («YnpaBsneHue nonnutnkom GesonacHoctn»). bonee nogpobHoe
onucaHue yTUnuUTbl CM. B 3IIEKTPOHHOW CripaBkKe.

Takke ona ynpasreHus npyvsBuUernsiMu nornb3oBaTtenen u npoueccoB UCMNONb3YTCH
WNHCTPYMEHTbI KOMaHAHOW CTPOKU usercaps, execaps W pscaps, OnMcaHne KoTopbIX NpUBeaeHO,

cootBeTrcTBeHHo, B[4.17.1 [4.17.2/n[4.17.3]

BHUMAHMUE! YnpasneHvne npusunernsamMmu nonb3oBaTenein BbIMOMHAETCH TONMbKO aiMUHK-

CTPaToOpPOM C MakcUMarsibHbIM YPOBHEM LIENOCTHOCTU, ycTaHoBNEHHbIM B OC.

4.17.1. usercaps

MHCprMeHT KOMaH,D,HOI7I CPOKN usercaps NO3BONAET npocMatTpmuBatb U yCTaHaBIIMBATb
npmBunernn nosnb3oBaTenen n npegHasHadyeH AanAa ncnojib3oBaHnA agMUHUCTPATOPOM 4epes
MexaHn3M sudo.

CWHTaKcMC MHCTPYMEHTa usercaps:
usercaps [<napameTp>] [<nomnb3oBaTenb> ]

usercaps [-1 <linux-npuBusierun>] [-m <PARSEC-mnpuBusneruun>] <HIoJIb30BaTEJIb>
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B kayecTBe 3Ha4eHUN <linux-npusunerun> U <PARSEC-npusuneruun> yKasblBaeTcs
CNOBO MW CNoBa, pa3aereHHbIe 3anaTon «,» U ABOETOUMEM «:». Kaxgoe crioBo MOXET ObITb
CTPOKOMW B BEPXHEM WU HWKHEM PETMCTPE UMM YUCITOM, Nepes KOTOPbIM CTOUT 3HAK MNIIC «+»
UNKN 3HaK MUHYC «-». BepxHu perncTp Ansa CTpok 1 3HaK «+» A58 Yncen ycraHaBnmBaloT COOTBET-
CTBYHOLLYIO NMPUBUIETUIO MOSb30BaTEN0, HUXXHUA PErMCTP U 3HaK «-» CHUMAKT COOTBETCTBYIOLLYIO
NpUBUNErUIO C Nosib3oBaTens.

Cnucok BO3MOXHbIX Linux-npmuBunernin ¢ HasBaHUsiMM B CTPOKOBOM U YMCINOBOM Buae
MOXHO BbIBECTU, BbIMOSTHMB KOMaHAY:
usercaps -L

Cnuncok Bo3aMoxHbIx PARSEC-npuBunerni ¢ HassaHMsiM1M B CTPOKOBOM W YNCITOBOM BUAE
MOXHO BbIBECTU, BbIMOSTHMB KOMaHAY:
usercaps -M

[ins npocmMoTpa BCcex npuBuierui nornb3oBaTens BbliMOSHUTL KOMaHAy:
usercaps <MNOJIL30OBATEJNBL>

[ns npocmoTpa Linux-npusuneruii nonb3oBaTens BbIMOMHUTL KOMaHAY:
usercaps -L <nonme3oBaTesnb>

[nsa npocmoTtpa PARSEC-npusunerni nonb3oBarterns BbINOSIHUTbL KOMaHAY:
usercaps -M <nomb3oBaTesib>

OnvcaHue napaMeTpoB usercaps NpueeaeHo B Tabnuue [27]

Tabnwunua 27
MapameTp Onuncanue
-d, --delete Yoanutb CTPOKY nornb3oBaTtend u3 ganna npusunerumn
-z, -—Zero C6pocuTb BCe NpuBUMIerM1 nornb3oBaTens
-f, -—full MpnceBouTL BCE BO3MOXHbIE NPUBUIIEr NONb30BaTENHO

-1 <linux-HIpuUBUIIEUN>,

, , M3meHuTb Linux-npusunerum nonb3osaTens
--linux <linux-npuBuneruu>

-m <PARSEC-IpUBHUJIE'HU>,

NameHnTb PARSEC-npusBunernu nonb3osatens
—--parsec <PARSEC-npususeruun> P

-1, --Linux BbIBECTM CNUCOK BO3MOXHbIX Linux-npnBmnernn

-M, —-—-PARSEC BbiBecTn cnuncok Bo3amoxHbix PARSEC-npuBunerun

-n, ——numeric BbiBECTM NpMBUIErMM B WIeCTHagUaTepnyHoM copmare
-h, --help BbiBeCTr cnpaBky 1 BbIATU

-v, —--version BbiBeCTV MHpopmaLmio o BepCUn 1 BbINTH

OnuncaHune usercaps TakKkKe npmBeaeHo B man usercaps.
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4.17.2. execaps

MHCTpYyMEHT KOMaHOHOW CTPOKN execaps MOXET OblTb UCMOSb30BaH agMUHUCTPATOPOM
Ana 3anycka npouecca ¢ 0OgHOBPEMEHHON ycTaHOBKOW Bbl6paHHbIXx PARSEC-npusmnernin.

CWHTaKCUC MHCTPYMEHTa execaps:
execaps [<mapameTp>] [-c <opuBuneruwn>] [--] [<komanpa>]

MpuBunernn 3agaroTcs B Buae 6GUTOBOM Macky (Kak npaBuno, B LWeCTHagUaTeEPUYHOM
Bnae). CoorBeTCTBNE OTAENBbHLIX OBUTOB MNONMHOMOYMAM NPUBEOEHO B man parsec_capset, a
Takke B Tabnuue [8]

B kauecTtBe koMaHabl MOXET ObITb 3afaHa nporpaMmma ¢ napameTpamu ee 3anycka. Ecnm

KomMaHOa 3agaeTcs ¢ napaMeTpamu 3anycka, TO ykasaHue CMMBOMOB «--» fepen KoMaHaoun
obga3aTernbHo.

Mpumep
BbinonHnTb KOMaH4y pscaps ¢ npusunernen 0x00008:
execaps -c 0x00008 pscaps 0

Mpouecc pscaps 3anycTUTCS C 3aaHHbIMU NPUBUIIETMSIMU U OTOOPA3UT MX B BbIBOAE:
00000008 00000008 00000008

OnuncaHne OCHOBHbIX NapaMeTpoB execaps NpueefeHo B Tabnuue 28

Tabnuuya 28
MapameTp Onuncanve
-C <OpUBUJIETHUK>, YCTaHOBUTbL MPOLECCY YKaszaHHbIe MPUBUIErNNN B kadecTBe a-

--capability=<npusuneruu> (peKTUBHBIX (TEKYLUMX), HACNeayeEMbIX U pa3peLLeHHbIX

Bbi3BaTtb npouecc, gaxe ecrnun He yaanocb yCTaHOBUTb NpuBune-

-f, —--force
rmmu
-h, --help BbiBECTM CnpaBKy U BbINTH
-v, --version BbiBECTM MHOPMaLINIO O BEPCUN U BbIATH

bornee I'IOﬂ,pOGHOG onncaHne execaps npmMBeaeHO B man execaps.

4.17.3. pscaps
MHCTPYMEHT KOMaHOHOW CTPOKU pscaps MPUMEHSAETCA AN NpoCcMoTpa M yCTaHOBKU
PARSEC-npuBunerui npouecca.
CWHTaKCcMC MHCTPYMEHTa pscaps:
pscaps <mnapameTrp>
pscaps <PID> [<Texymue HNpuUBUJIErHUN> [<pal3pelleHHHE NPUBUJIEUN>
[<Hacnepyemrle npuBusieruun>]] ]

rae <PID> — maeHTudumkaTop npouecca.
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Ecnu B kauyecTBe napameTpa ykasaH TONbKO maeHTudukatop npouecca <PID>, TO
pscaps nokasbliBaeT Habop PARSEC-npusunernn (ykasaHHbIX B BUAe OBUTOBLIX MacOK npusune-
rn) npouecca. Npu ykasaHun B KayectBe <PID> 3HadeHne 0 Byaet nokasaH Habop npusmnerni
npouecca pscaps.

Mpwn ykazaHun B koMaHge GUTOBLIX MacoK NpuBUIErii (B AECATUYHOM MW WeCTHaaua-
Tepu4yHoM Buae) byayT nameHeHbl NpuBunernn npouecca pscaps. B aTom cnyvae B kadyectse
3Ha4YeHnsa <PID> OOSMKHO BbITh yKasaHo «0» nnu naeHTudukaTop npouecca pscaps.

OnwucaHve napameTpoB pscaps NpuseaeHo B Tabnuue [29]

Tabnuuya 29
MapameTp Onucanue
-h, --help BbiBeCTM cnpaBKy U BbIATH
-v, --version | BbIBeCTU MHGOPMALNIO O BEPCUM U BBINTH

OnucaHune pscaps Takke NpUBEAEHO B man pscaps.
4.18. ManpgaTtHoe ynpaBneHue goctynom B CYB[1 PostgreSQL

B kavectBe 3awmweHHon CYB[ B coctaBe OC ucnonb3yetca CYB[ PostgreSQL, gopa-
©oTaHHada B COOTBETCTBUM C TpeboBaHneM nHterpaumm ¢ OC B 4acTu MaHAAaTHOrO ynpaBneHus
AOCTYNoOM K MHdopMauumn n cogepxawias peanusauuto AlM-moaenun ynpasneHus 4OCTYNOM U
MHOopMaLMOHHbIMKN nNoTokaMu. [laHHasa [A-mogenb onucbiBaeT BCe acnekTbl AUCKPELMOHHO-
ro, MaH4aTHOro M POSIeBOro yrnpasneHust 4OCTYNoM € y4eToM 6e30nacHOCTM MHPOPMALNOHHBIX
MOTOKOB.

BHUMAHUE! [I-mogenb B PostgreSQL paboTtaet Tonbko npu HactpoeHHom B OC
MexaHn3mMe MaHAaTHOro ynpasfeHus 4OCTYMNOM.

B ocHoBe MexaHM3Ma MaH4aTHOro yrnpasneHus 4OCTYNOM NEXUT ynpasneHne 4oCTyrnoMm
K 3awuwaembiM pecypcam B[l Ha OCHOBe nepapxmyecknx U Hemepapxmyeckmx MeToK A4ocTyna.
OTO NO3BOSSET peann3oBaTb MHOTOYPOBHEBYIO 3alUTy ¢ obecneyeHnemM pasrpaHuyeHuns goctyna
nonb3oBaTteneun K sawuuiaemMmoiM pecypcam B[l n ynpaBneHue notokamun nHpopmauuun. B ka-
YecTBe Mepapxuyecknx U Hemepapxmdeckmx MeTOK goctyna npu ncrnons3osaHun CYBL B OC
ncnonbayTca MeTkn 6esonacHocTn OC.

CYB[ PostgreSQL He nmeeT coGCTBEHHOIO MeEXaHM3Ma Ha3HaA4YeHWs!, XpPaHEHUS 1 MOaV-
duKkaumm MEeTOK nonb3oBaTenen n NcnonbayeT Ana 3Toro mexaHnamol OC.

CornacHo [lNM-mogenu B 4acTu peanu3auumn MaH4aTHOroO ynpasneHns JOCTYNOM OOMNOSHU-
TENbHO K KrnaccnugukauMoHHON METKE BBOAUTCS MOHATUE CYLLHOCTEN-KOHTENHEPOB (CYLLHOCTEN,
KOTOpble MOryT cogepXaTtb Apyrue cywHoctn). [na 3agaHms cnocoba goctyna K CyLHOCTAM

BHYTPU KOHTENHEPOB ucnonb3yetca MmanHgaTtHbln npusHak CCR (Container Clearance Required).
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B cnyyae korga oH ycTaHOBMEH, 4OCTYN K KOHTENHEPY U €r0 COAEPKMMOMY OnpeaensieTcs ero
KnaccuuKaLMOHHON METKOW, B MPOTMBHOM Clyyae JOCTYN K COAepXXMMOMY pa3spelueH 6e3 yyeTa
YPOBHSI KOH(bMAEHLUMaNbHOCTN KOHTENHEpa.

B kayecTBe rmaBHOro KoHTenHepa BblIbpaHo TabrnmyHoe NPOCTPaHCTBO pg_global, KOTO-
poe co3gaeTcsa 0gHO Ha knactep 6a3bl AaHHbIX. Taknm o6pa3om, knactep ABNAETCS COBOKYMHO-
CTblo ponewn, 6a3 AaHHbIX U TabrnMYHbIX NPOCTPaHCTB.

BHUMAHMUE! [i[1-mogoenb HaknaabiBaeT orpaHuyYeHne Ha KraccuUKaunoHHY0 METKY
CYLHOCTU: MeTKa CYLLHOCTM HE MOXET MNpeBbIaTb METKY KOHTENHepa, B KOTOPOM OHa coaep-
xutcs. Takum o6pasom, Ans HasHavYeHMs KnaccuUuKauMOHHbIX METOK AaHHbIM CHavana gormKHbI
ObITb NocrnegoBaTeNbHO 3a4aHbl MakCUMaribHble KracCUUKauMOHHbIE METKN COOTBETCTBYHOLLNX
KOHTENHepoB: knacTtepa, 6a3bl AaHHbIX, TaBNNUYHOro NPOCTPAHCTBA, CXeMbl U Tabnuupl.

B pensunoHHOM Mogenun B Ka4yecTBe CTPYKTypbl, obnagarowien metkorn 6e3onacHocTy,
€CTECTBEHHO BblOpaTb KOPTEX, NMOCKOSIbKY MMEHHO Ha 3TOM YpPOBHE AeTanu3auuu OCyLecTB-
nalTCs onepauumn YteHus/3anncu nHgopmauum B CYB. MNpn 3TOM, MECTOM XpaHEHUSI METKU
6e3onacHOCTM MOXeET BbITb BblIOpaH TONMbKO CaM KOPTEX — TONbKO Tak MeTka 6eszonacHoctn byaet
HepaspbIBHO CBSA3aHa C AaHHbIMUW, coaepkawmmMmmncsa B koptexe. Kpome atoro, metka 6esonac-
HOCTW TaKke MOXeT ObITb onpefeneHa Ans Taknx oobekToB B[, K KOTOpbIM NPUMEHUMbI BUAbI
AO0CTyNa Ha YTeHue/3anncb JaHHbIX, @ UMeHHO: Tabnuubl n Buabl. B atom cnyyae meTkn 6e3onac-
HOCTM OOBLEKTOB pacrnonaratoTcsi B 3anmcu CUCTEMHON Tabnuubl, HENOCPEACTBEHHO ONUChIBAIOLLEN
3awmiaemMblii OObEKT.

B kayecTBe MHOXecCTBa CyLHOCTEN (MPOCTbIX CYLLHOCTEN N KOHTEMHEPOB) C 3aJaHHON Ha
HEM MepapxXnU4ecKon CTPYKTYpPOM pacCcMaTpuBaroTcs HocsLwmne NnogobHbIn xapakTep o6bekTbl pens-
LMOHHLIX 6a3 gaHHbIX, npumeHsieMble B CYB[] PostgreSQL. MNpu atom, nockonbky 3anncu 6asbl
AaHHbIX cogepXaT B CBOEM COCTaBe YpOBeHb KOH(PMAEeHUNarnbHOCTU — OHM paccMaTpuBaroTCs
B Moenun B KadecTBe OO6BbEKTOB, a cogepXawme ux tabnuubl, COOTBETCTBEHHO, — B KayecTBe
KOHTENHEPOB.

CuctemMHbI KaTanor (MeTagaHHble) paccMmaTpMBaEeTCAa Kak camoctoaTensHas b, pea-
nnsoBaHHaga ¢ nomowbio cpeacts CYB/M. NMpu atom, Bce onepauum ¢ aton B[] ocylwectensatoTcs
nmnbo ¢ NOMOLLbLI0 crneumanbHbIX KOHCTPYKUMA si3blka 3anpocoB SQL, nnbo npusunierMpoBaHHbIM
nonb3oBaTenem B cneynanbHOM pexume. Takum obpasomM, MaHAaTHOE ynpasneHue 4oCTYnoM
npumeHseTcsa ko BceM obbekTam BLl. MeTkn 6e30nacHOCT CUCTEMHBIX O6BLEKTOB pacnonararTcs

B 3anucsix Tabnuy, CUCTEMHOro Kartanora, HenocpeacTtBeHHO OonmcbiBatoLWnX 3awmwaemMbli O6bEKT.
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4.18.1. NMopanok npMMmeHeHUA MaHAATHbIX NpPaBuU ynpaBneHUsa AOCTYNoM

Tak kKak MaHgaTHoe ynpasreHue A0CTYNOM MOXET OblTb onpegerieHo TosbKo ANs BU-
AOB JOCTyna Ha YTeHWe M Ha 3anucb MHOpPMaLMN, BCE MHOXECTBO onepaunin ¢ aHHbIMU B
3awmiaemMblx obbekTax NPUBOAUTCS K HAM criefyoLwwmm obpasom:

- INSERT — OOCTYynN Ha 3anunce;

- UPDATE, DELETE — nocriegoBaTefibHoe BbIMOfIHEHME OCTyna Ha YTeHne U 3anucb

MHdOpMaLIK;

- SELECT — OOCTYyn Ha YTeHue.

Mpn obpaweHnn nonb3oBatens k Bl onpegenatTca ero AonycTUMbIN AnanasoH Me-
TOK U Habop cneumanbHbIX MaHAaTHbIX aTpubyToB. ECcnn nonb3oBaTento He NpUcCBOeHa MeTKa
©e3onacHOCTU, TO OH NOMyYaeT Mo YMONYaHWIO HyNeByro MeTKy 6e3onacHOCTU, COOTBETCTBYIO-
LLYIO MUHUMArbHOMY YPOBHIO focTyna. MakcumansHas meTtka 6e3onacHOCT1 onpegensaeTcs no
3agaHHou npu pernctpaumm nons3oartend B OC. Nockonbky cepsep B[l Takke MOXeT UMeTb
MeTKy 6e3onacHOCTU, Npu NpeBbILLeHn METKM 6e30MacHOCTU nonb3oBaTens MeTkn 6esonacHo-
CTW cepBepa emy byayT paspeLleHbl TOMbKO onepaunn YyTeHns. Tekyias meTka 6esonacHoCcTm
nonb3oBaTens onpeaensaeTca no yCTaHOBNEHHOMY COeAMHEHNIO N MOXET BbITb yCTaHOBMEHA B
npegenax ero OnycTMMOro guManasoHa MaHAaTHbIX aTpubyToB Mpy HaNMYUM COOTBETCTBYIOLLIEN
npuBmUErnu.

MpnumeHeHne mangaTtHbix MNMPL ocywecTBnsieTca Ha YpoBHe focTyna K obbektam Bl n Ha
YPOBHE A0CTyrna HeNOCPeACTBEHHO K AaHHbIM (Ha ypOBHE 3anucen).

lMpoBepka MaHOaTHbIX NpaB AOCTyna K o6bekTaM ocyLleCcTBNAeTcss OQHOBPEMEHHO C
NPOBEPKON ANCKPELMOHHBIX NpaB AOCTyna K HUM, nocre pasbopa u NoCTpOeHUs NnaHa 3anpoca,
HEenoCpeaCTBEHHO nepep ero BbiMNONHEHNEM, Korga onpeaeneHsl Bce HeobxoamMmble Ang npoBep-
KN OaHHble 1 npoBepsieMble 00beKTbl. Takum obpas3om, 4OCTYyN NpeoCTaBnsieTCs TONbKO npu
O4HOBPEMEHHOM CaHKLMOHMPOBAHUM AnCKpeLmoHHbIMu MNP/,

lMpoBepka MaHAaTHbIX NpaB JOCTyNa K 3anucsam Tabnuu, ocyLecTBRsieTcs B npoLecce
BbIMOMHEHNS 3anpoca npu nocriegoBaTeNbHOM UM MHAEKCHOM CKaHMPOBaHUW AAHHbIX.

Bce 3anucu, nomewaemble B Tabnuubl, N5 KOTOPbIX YCTAHOBMEHA 3allMTa Ha YpOBHE
3anucen, HacnegyT TeKyLLY MeTKy 6esonacHocTu nonb3oBatens. O6HoBNseMble 3anmucu co-
XPaHAT CBOK MeTKy B6e3onacHoCTU npu nameHeHun. [ocTyn K CyLLeCTBYHOLWMUM 3anmcam u
BO3MOXHOCTb MX OBHOBNEHWS 1 yaaneHus onpeaensaoTcs YCTaHOBIEHHbIMWM MaHAaTHBIMU NpaBu-
namu.

Ona agmuHncTpatopa bl npegycMoTpeHbl CUCTEMHbBIE MPUBUIIErMUM UTHOPUPOBAHNSA MaH-
AaTHOro ynpasneHus OOCTYNOM, TOMbKO TakuM o6pa3omM MOXHO NPOU3BOAUTL pernameHTHble
pabotbl ¢ B[] (Hanpumep, BOCCTAHOBIEHME PE3EPBHOM KOMMM), T. K. 3TO TPeOYET YCTAHOBKM METOK

OaHHbIX, COXpPaHEHHbLIX paHee.
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[ns HacTpoiikn paboTbl cepBepa C MaHAATHbIM YrpaBreHWeM [AOCTYMNOM cylie-
CTBYET psif KOH(UIypaUMOHHbIX NapaMeTpoB, ykasblBaeMblX B KOHUrypauMoHHOM daine

postgresqgl.conf KOHKPETHOrO KnacTepa AaHHbIX (Tabnuua [30).

Ta6nuuya 30

MapameTp OnucaHue

Onpepengert, 6ynet nu cepsep CYB[ AONONHUTENBHO UCNOSb-
30BaTb CBOK MeTKy Ge3zonacHocTu (MeTky 6e3onacHoOCTM norb-
30Bartens postgres) Npu onpegeneHnn npae nonb3oBaTens Ha
3aHeceHue, yganeHme n Moandukaumio JaHHbIX unn HeT. Ecnu
ac_ignore_server_maclabel | 9TOT napameTp ycTaHOBreH B FALSE, TO MeTka 6e3onacHoCTH
cepBepa ncnonb3yetcs A4ss drnokmpoBaHus 3aHeceHus B B uH-
dopmauumn ¢ meTkon 6e3onacHOCTU, NpeBbILatoLLEen MeTky 6e3-
onacHocTtu cepeepa. Ecnn aToT napameTp yctaHoBneH B TRUE,
TO MeTka 6e30nacHOCTU cepBepa He yunTbiBaeTcs

Onpepnensert, 6yaet nu cepeep CYB[ ucnonb3oBatb MeTKy 6e3-
OonacHoOCTK Bxoagulero coegmHeHns. Ecnn aTtoT napameTp ycTa-
HoBIeH B FALSE, TO MeTka 6e30nacHOCTM BXOASLLIEro coeanHe-
HUs ByaoeT yuuTbiBaTbCs Npu onpeaeneHnn MakcumarnbsHOW Ao-
CTYNMHOM METKM ©e30MacHOCTM CECCUM, U MOCIEe NOAKITHYEHUS
OyneTt QocTynHa TonbKo MHGOpMaums ¢ MeTkon 6e3onacHoCTMH,
He npeBblwaroLen MeTky 6e30NacHOCTM BXOOSLLErO COeANHEHUS.
Mpun ycTaHoBKe aToro napameTpa B TRUE MeTkM 6e30nacHOCTM ce-
aHca OyayT onpeaenaTbCsi MakCMMarbHOW METKON 6e30nacHOCTH
nonb3oBarens, nony4eHHon n3 OC

ac_ignore_socket_maclabel

Ob6ecnevnBaeT BO3MOXHOCTb paboTbl ¢ 6a301 Npu OTKIHOYEH-
HOM MaHZAaTHOM ynpasreHuu goctynom. Ecnv gaHHbIn napa-
MEeTp YCTaHOBMNeEeH B 3Ha4yeHue TRUE, TO MaHAaTHble aTpubyTbl
nonb3oBaTens He 3anpalmnBaroTcs, MeTka Ge3onacHoCTu cec-
CUN yCTaHaBNUBaeTCA HYNeBoW BHE 3aBUCMMOCTU OT 3HaYEHUN
ac_ignore_socket maclabel. MeTka 6e30nacHOCTU cepBe-
pa NpUHMMaeTCH HyneBoW BHe 3aBUCMMOCTU OT 3Ha4YeHUsa napa-
MeTpa ac_ignore_server_maclabel

ac_ignore_maclabel

OnpepgenseTt, MOryT nun BnagenbLbl 06bEKTOB Ha3Ha4yaTb Npasa
Ha JOCTyn K HAM Opyrum nonb3oBatensM. Ecnv atoT napametp
YyCTaHOBIEH B 3Ha4yeHne FALSE, TO NpaBO HasHa4aTb npasa Ha
poctyn Kk nobeim obbektam B[] MMeroT Tonbko cynepnonb3oBare-
ac_enable_trusted_owner nn. 3To NpefoTBpaLLaeT HEKOHTPONMPYeMoe pacrnpocTpaHeHue
npas Ha AocTyn K nHopmMauuun. Ecnm aToT napameTp ycTaHoB-
neH B TRUE, TO, KPOMe Cynepnonb3oBaTenen, Kaxasln Bnagenew,
obbekTa MOXeT Ha3HadaTb NpaBa Ha 4OCTYN nonb3oBaTtenen K
«CBOEMY» OOBLEKTY
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OkoHyaHue mabnuubl 30

MapameTp Onuncanue

Onpegenset, mMoryT nu ponu nepefasatb Npasa Ha AOCTyn
c napameTpom WITH GRANT OPTIONS pApyrum ponsam. Ec-
M ac_allow_grant_options YycTaHoBneH B FALSE, TO
3anpelyaeTcs UCnonb3oBaTb KOmMaHAy GRANT C npuBuneru-
ac_enable grant_options e WITH GRANT OPTION. Ecnu y ponmu ectb npuBunerunsa
GRANT OPTIONS M ac_allow_grant options = false, TO
nepegada npae goctyna ApYruM ponsM Takke 3anpellaeTtcs.
N3bsaTue (REVOKE) npmBunernm GRANT OPTIONS paspeluaeTcs
Bcerga

OnpepenseTt, MOryT nNu ponu nepegasaTtb MpaBo YSIEHCTBA po-
nv gpyrum posnam. Ecnn ac_allow_admin_options YCTaHOB-
neH B FALSE, TO 3arnpeLlaeTca nucnorb3oBatb GRANT € NpUBKU-
nerven WITH ADMIN OPTION. Ecnu y ponu ectb npusunerus
ADMIN OPTIONS M ac_allow_admin options = false, TO
nepegada npas YneHcTsa ApYrMM ponsam Takke 3anpeLlaeTtcs.
N3baTtue (REVOKE) npusunernm ADMIN OPTION paspeluaeTcs
BCceraga

ac_enable _admin_options

Brnokupyet (FALSE) unu pasénokupyeT (TRUE) BO3MOXHOCTb Bbl-

ac_enable truncate
— —-rd MNOMHEHNs KoMaHabl TRUNCATE

Mpwn ycTaHoBKe 3TOro napameTtpa B TRUE paspeluaeTcs UCMOosb-
3oBaHue npusHaka CCR ans nocneaosaTenbHOCTEN aHanorm4yHo
Tabnmuam 1 Bugam, B NpOTMBHOM criydae npusHak CCR ans
nocnegoBaTenbHOCTEN cUMTaeTCsa Bceraa yCTaHOBEHHbIM

ac_enable_ sequence_ccr

Ecnun napameTp KoHdwMrypauum yctaHoeneH B TRUE, paspeLuaeT-
ac_enable dblink mac cs ucnornb3oBaHue dblink W BHEWHUX Tabnuy, FOREIGN TABLE
B yCNOBUAX MaHOATHOIO ynpaeneHna OOCTYrnom

Ecnu napameTp koHurypauum yctaHoeneH B TRUE, paspelua-
eTca aBToMaTuyeckas ycTaHOBKa METOK KOHTenHepos. [pume-
HAETCS NPV BOCCTAHOBIIEHUU Pe3epBHbLIX KOMUN, CO30aHHbLIX B
npeabigywmx Bepcusix CYB[

ac_auto_adjust_macs

BnokupyeT (FALSE) unu pasonoknpyet (TRUE) BO3MOXHOCTb Bbl-
ac_enable_copy_to_file nonHeHns KomaHabl COPY C BbIBOAOM pe3ynbratoB B dhain, o-
CTynHbI cepBepy CYB[

Bpems xun3Hu B cekyHaax nHdopmMalmm o NpuBMnIernax nonb3o-
BaTens nogcuctembl 6esonacHoctn PARSEC (onpegensiet Bpems
XXU3HU K3WMpOBaHHOM uHGopmauum o PARSEC-npuBunerusx
ac_caps_ttl nonb3oBaTens; yMeHbLUEHNEe 3HAa4YEeHNS NPUBOAUT K YBENMYEHUIO
uncna obpalleHnii cepeepa CYB[ k nogcncteme 6e3onacHOCTU
PARSEC un kak cnegctene — K CHMXEHUIO NPON3BOaUTENbHOCTH
cepsepa CYB[])

Ecnu yctaHoBneH B TRUE, Ao6aBnsieT B XXypHan cepBepa oTna-
[OYHYI0 MH(OpMaLMIO 0 paboTe MEXaHW3MOB 3aLLUThI

ac_debug_print

[nsa 6onee rmbkon HacTporikn cepeepa CYB[] paclumpeH cMHTakcmuc KOHUrypaumoHHOro
danna pg_hba.conf napameTpomMm ignore_socket maclabel. [laHHbIN napameTp MOXET

ObITb YKa3aH nocrne mMeToga ayTeHTUdUKaLnuN.
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MapameTp ignore_ socket_maclabel=1 nNo3BONsET Nofnb3oBaTeNAM NOOKNHOYATLCA
K 6a3aM gaHHbIX C UTHOpUpPOBaHMEM MeTKM 6e3o0nacHOCTM cokeTa coeanHeHud. Ecnn aToT na-
paMeTp He yKa3blBaeTCcsl B KOHUrypaLmMoHHOM dhanne pg_hba.conf nnu yctaHoBneH B 0, TO
UrHOpMpoOBaHWe MeTkM 6e30NacHOCTU COKeTa 415 3TOro NOAKMIOYEHUSA HE NPOUCXOOUT.

B OC kaxabln nonb3oBaTernb MOXET UMETb MHOXXECTBO METOK 6e30MacHOCTH, KOTOpPOe
3agaeTcs MMHUMAaribHOM N MakcuMaribHOM MeTkaMmn 6esonacHocTn ananasoHa. Ytobbl nogaep-
XaTtb 3Ty mogenb B CYB[ PostgreSQL kaxaon ceccum nonb3oBaTens HasHa4yaloTCa TP METKU
6e3onacHOCTU: MakcMmarbHas, MMHUMarbHasa u Tekywas. VX HavanbHas nHuumManmsaumns ocy-
LLLeCTBNAETCA NO crnegyowemy anroputmy:

1) nocne npoxoxaeHus nosnb3oBaTenem CTaHA4apTHOW npoueaypbl ayTeHTUduKaumm cep-

Bep cuntbiBaeT n3 OC 3Ha4YeHMss MakcMmMarbHOW U MUHUMarbHOW METOK 6e3onacHoCTn

nonb3oBaTens U NPUHUMAET UX Kak MakCMMarbHY U MUHUMAarbHY0 MeTKM 6e3onacHoCTu

ceccun. lNMpn aTom, ecnu 3anncb 0 MeTkax 6e3onacHoOCTM ANs Nonb3oBaTensa He Hange-

Ha, TO MakcuManbHas U MUHMManbHaa MeTKM 6e30NacHOCT MPUHMMAKOTCA paBHbLIMU

Hynto. CnepoBaTtenbHO, NOMb30BATENN, 3aperncTpmpoBaHHble Tonbko B cepepe CYB[

PostgreSQL 1 He umetowwime ydeTtHom 3anucu B OC cepBepa, Bceraa MerT MUHUMAanbHbIV

ypOBeHb A0CTyNa K MHpopMauum;

2) ecnu napameTp KoHdurypaumm ac_ignore_socket_maclabel ycTaHOBMNeH B

FALSE, cuMTbiBaeTca MeTka 6e30rnacHOCTM BXOOSLWEro COeANHEHUs, U, eCrnin OHa Mo-

nagaeTt B AMana3oH MeTok 6e30nacHOCTU, cumTaHHbIX n3 OC, To MakcMmarbHas MeTka

BGe3onacHOCTN ceccumn ycTaHaBMMBaEeTCA paBHOM MeTke 6e30nacHOCTM BXOASLLEro coeamn-

HEeHUS;

3) ecnn napameTp KOHUrypaumm ac_ignore_ server maclabel YCTaHOBMEH B

FALSE, TO cuMTbiBaeTCa MeTka 6e30nacHOCTU CepBEPHOro nNpoLecca 1, eCnm oHa HECOB-

MecTUMa C MakCUMasnbHOM MEeTKOW Be30nacHOCTU ceccumn, TO Npouecc ayTeHTudurKaumm

npepbiBaeTcs;

4) Tekywen MeTkon 6e30nacHOCTN CECCUN CTaHOBUTCA MakcMmarnbHasi MeTka 6e3onacHo-

CTM CChOPMUPOBAHHOTO Takum 06pa3omM AnanasoHa.

Ecnu Ha ntobom n3 aTnx atanoB BO3HUKAET CUTYaLUs C HECOBMECTUMOCTbLIO METOK bes-
ONacHOCTW UNK BbIXO4OM 3a npeaenbl AManasoHa, TO NPoLecc ayTeHTUMUKaLUM KNeHTa npepbl-
BaeTcsa n goctyn k B 6rnokmpyeTtcs.

Ecnu nonb3oBatenb MMmeeT napameTp ac_capable_setmac, TO OH MOXET U3MEHSATb
CBOIO TEKYLLYIO MeTKy 6e30nacHOCTM B AnanasoHe OoT MUHUMANbHOM 40 MakCUManbHOWN.

CYB[ PostgreSQL npepocTtaBnsaeT nonb3oBaTesisiM BO3MOXHOCTb CO34aBaTb (OYHKLMU
(v, cnepgoBartenbHO, TpUrrepbl), ykasbiBasi Npyn 3ToM, OyayT N OHW BbINOMNHATLCA C YPOBHEM

OOCTyna nonb3oBartend, npaMo Ui KOCBEHHO Bbi3BaBLLEro (byHKLI,I/IlO (SECURITY INVOKER), nnn
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C YPOBHEM [OCTYyNa Nonb3oBaTensi, Co3faasLUero 3Ty yHKumo (SECURITY DEFINER). [1pu aTOoM
B NMOHATUE «YPOBHS OOCTyNa» BXOAAT KakK OAUCKPELVNOHHbIN YPOBEHb AOCTYNA, Tak U MaHAATHbIN,
KOTOPbIN B J@HHOM crny4yae onpenensaeTcsa TekyLwmnMm MaHgaTHbIM1 aTpubyTamm nosnb3oBatens
CYB[, Bbi3BaBLUErO UM CO30aBLUErO OYHKLMNIO, COOTBETCTBEHHO. Mpn 3TOM MeTKn Ge3onacHoCcTH
TeKyLlen ceccumn nonb3oBaTens, Bbl3BaBLUErO (PYHKLUMIO, HE UBMEHSIOTCS.
[Mpun 3aTOM cneayeT yunTbiBaTb, YTO:
1) npw onpegeneHnn yHKUUN Kak SECURITY DEFINER OHa OydeT Bceraa Bbi3biBaTbCs
C NepeycTaHOBKOW MaHAaTHbIX aTpubyToB Ha aTpnbyTbl CO3aaBLUEro ee nonb3oBaTens;
2) npv onpegeneHmmn pyHKuumM kak SECURITY INVOKER OHa Bcerga 6yaeT BbIMONMHATLCA
6e3 M3MeHeHNsa TeKyLero 3Ha4yeHnsa MaHaaTHbIX aTpubyTos;
3) Npu BbI3oBe PYHKUMN B Ka4yeCTBe Tpurrepa BbIMOSHAKTCA criedylowme rnpasuna B
AOMNOMHEHNE K YKa3aHHbIM:
- nepeq BbI3OBOM B KadecTBe Tpurrepa BcTpoeHHon B CYB[ phyHKUMN K TekyLum
MaHOaTHbIM aTpubyTam Bcerga gobasnsatoTca narm ac_capable _ignmaclvl un
ac_capable_ignmaccat, 4ToObl 06ecneynTb NOMHOLEHHYO NPOBEPKY CCbISTOYHOWN
uenoctHocTn B[;
- nepe BbI30OBOM B Ka4eCTBe Tpurrepa He BCTPOEHHON PyHKLUMM B Ka4eCTBe TeKyLLnX
MaHOaTHbIX aTpMbyTOB BCerga ycTaHaBnmMBalTCs MaHAaTHble aTpmbyThl NONb30Ba-
Tens, 3anycTMBLUEro JaHHYK Ceccuio (coeamnHeHune) (T. e. Nonb3oBaTens ¢ MMEHEM
SESSION_USER). OT0 Heobxoanumo, 4Tobbl NpeaoTBpatuTh nonyyeHne yHKuMen-
TPUIrepoM Nonb3oBaTens C HU3KUM YPOBHEM A0CTyNa BbICOKUX NMPUBUNENIA B Cryvae
KackagHOro Bbl30Ba TPUITEPOB.
Mocne Bo3BpaTta ynpaBneHns n3 PyHKUUM 3HaYEeHNA TEKYLUMX MaHOaTHbIX aTpubyToB
BCerga BOCCTaHaBMMBAKOTCH B UCXOAHbIE (40 Bbl30Ba (DYHKUNN) 3HAYEHUS.
®PyYHKLUMM, HaNMCaHHbIE Ha sI3blKax HU3KOMO YPOBHS, MOCNE X NOAKMYEHNA UMEKOT Nof-
HbI JOCTYN KO BCEM BHYTPEHHUM CTpyKTypam cepBepa CYB[ PostgreSQL 1 moryT npon3BonbHO
nx moamndurumposatb. Kpome aToro, noCKorbKy OHU BbINOMHAKOTCS B paMKax npolecca cepsepa,
OHM NMEIOT COOTBETCTBYIOLME NpaBa gocTtyna Kk oobektam OC B cpene (OyHKLUMOHUMPOBAHUA
cepBepa. IMeHHO No3TOMY NpaBa Nosfb3oBaTens postgres, NoA4 KOTOPbIM 3anyckaeTcs cepsep,
HeobXxoaMMO CBECTU K He0BXOOMMOMY MUHUMYMY, MUHYS KaKOW-NMBO KOHTPOSb C €ro CTOPOHbI
(BKIOYasa Tekywme maHaaTHble atpubyThl).
lMockonbky B npouecce paboTbl ¢ AaHHbIMU B CYB[] BO3MOXHO M3MEHEHWe opraHn3aumnm
NX XpaHEeHWsi NyTeEM U3MEHeHMs1 cxeMbl 06bekToB B[] (MeTagaHHbIX), K NOgoOHBIM onepaunsiMm Tak
Xe npumeHstotea MNPL.
Mopgudumkaums mMeTagaHHbIX BO3HUKAET Kaxabl pa3 npy u3aMeHeHun cTpykTypbl B, 4To

BKNtoYaeT B cebda cosgaHne, moandmkauuio n yganeHne oobektos Bl.
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Tak Kak HekoTopble AencTBuUsS Hag obbekTamu B MOryT BMnATb Ha XpaHALWMECS B HUX
AaHHble (Kak npaBuno, moaudukaums nnu yganeHne obbekta unm ero 4actu), npyu UCnonb3oBaHUm
MaHLAaTHOro ynpasneHnsa OCTYNOM K AaHHbIM 06bekTa HeOBXOAMMO pasrpaHuYmMBaTh M OOCTYN K
N3MEHEHNI0 METAAaHHbIX B YaCTK, OTHOCSALLIENCS K 3TOMY OOBEKTY.

AHanorn4yHo onepaumsim ¢ JaHHbIMU: 4encTBus ¢ obbekTamu B oomkHbl ObITb NpuBe-
AeHbl K BMAam J0CTyna Ha YTeHWe M Ha 3anncb MHAOpMaUnn At BO3MOXHOCTU NPUMEHEHUS
K HUM mMaHgaTHbIX [TPO. Bce MHOXeECTBO onepauun ¢ MeTagaHHbIMU MOXET ObITb NpuBEeaEHO
cnegyowmm obpasom:

- CREATE, ADD — AOCTYN Ha 3anuch;

- ALTER, DROP — nocregoBartefibHOe BbINOMIHEHWE JOCTYNa Ha YTeHue 1 3anncb UHMOop-

Maumu;

- MCNonb30oBaHMe UnNn obpalleHne kK oobekTy B apyrnx SQL-komaHgax — OOCTyn Ha

YTeHue.

lMpoBepka MaHAaTHbIX NpaB AOCTyNa K MeTafaHHbIM OCYLLECTBISETCS OAHOBPEMEHHO C
NPOBEPKOWN ANCKPELMOHHbBIX NpaB AocTyna K HAM nocne pas3bdopa u NoCTPoeHus nnaHa 3anpoca
HenocpeaCcTBEHHO Nepen ero BbINONIHEHMEM, KOrda onpeaeneHbl Bce Heobxoaumble Ans NpoBep-
K1 JaHHble N npoBepsieMble 06beKTbl. Takum obpasom, 4OCTYn NpefoCTaBsSeTCa TOMNbKO Mnpu
OOHOBPEMEHHOM CaHKLUMOHUPOBAHUM ANCKpeunoHHbimu MNP,

HekoTopble onepauumn Hag o6bekTaMn, Takme kak DROP Bcero oobekta unu ero cronbua
n TRUNCATE BnekyT 3a cobor yganeHue gaHHbiX. B cnyyae 3awmTbl meTkamm 6e3onacHoCTum
3anucen obbeKTa CyLLECTBYIOT OrpaHNYEHUs Ha BbINONIHEHWE 3TUX OnepaLni.

Onepauun yaaneHnst HEBO3MOXHbI MPW HANU4YMK pasHbiX METOK 6€30MacHOCTM Ha 3anucsix,
T. K. onepaumsi (PUMEHSIETCA KO MHOXECTBY CTPOK. OTO CBA3aHO C TEM, YTO onepauus yaaneHus
NHTEPNPETMPYETCA Kak nocregoBaTenbHOe NpeaocTaBfieHne 4oCTyna Ha YTEHME M Ha 3anuchb,
4YTO BO3MOXHO TOSIbKO NPWU paBeHCTBe MeTOK B6e3onacHocTu cybbekTa n obbekTa. B cny4yae, korga
CTPOKM MMEIOT pasHble MeTkn 6e30nacHOCTU, JaHHOE YCOBME BbIMOMHUTBCA HE MOXET.

Onepauus yaaneHus OCTynHa TONbKO ANsi agMUMHUCTpaTopa M nonb3oBartenen, obnaaa-

wnx npusnnernaMmmn UrTHOPMpPoBaHNA MaHgaTHOro yripaeJieHNA JOCTYMNOM.

4.18.2. CpeactBa ynpaBneHnsa maHaaTHbimu MPL kK o6bektam B

[Ons ynpaenenus mangatHbimu MNP k o6bektam B CYB[ PostgreSQL ncnonbayetca
rpadpudeckas ytunurta pgadmin3.

Mpun cosgaHnn metka 6e3onacHocTn obbekTa Bl ycTtaHaBnMBaeTcss paBHOM TEKYyLUEWN
MeTKke 6e30nacHOCTM co3daBLIero ero nonb3oBaTtens, MaHaaTHbIn npudHak CCR npu 3ToM Bbl-

CcTaBndeTrcd B 3Ha4yeHune ON.
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Ecnn nonb3oBartens MMeEET NapaMeTp ac_capable_chmac, TO OH MOXET MEHATb METKY
6e3onacHOCTK NpuHaanexawmx eMy o6bLEKTOB B Npeaenax CBoero gnanasoHa MeTtok 6esonacHo-
CTW C MOMOLLbIO CrneayoLen KomaHabi:

MAC LABEL ON <Tun_obbekTa uMsa_obbekTa> IS <HOBOE_ 3HAaUeHHE METKU_ 6e30IMacCHOCTH>;

B kayecTtBe TMna obbekTa ykasbiBaeTcs Tvn obbekta B[l, Hanpumep DATABASE, TABLE,
FUNCTION.

AHanorm4yHbiMm o6pasom Ansa 0ObLEKTOB-KOHTEMHEPOB MOXET OblTb M3MEHEH MaHAATHbIN
npusHak CCR:

MAC CCR ON <tumn_obwexTa> <umsa_obwekTa> IS { ON | OFF };

[ononHutensHO BBeAEH HOBbIM TN 06bekTa — knactep CLUSTER. [1Nns1 yCTAHOBKN METKM

©e30nacHOCTM Ha KnacTep MCMNONb3yeTCs CrneayrLmi 3anpoc:

MAC LABEL ON CLUSTER IS <HOBOE_ 3HaueHHEe MeTKU Oe30macHOCTH>;

YTO SABMSETCA CUHOHMMOM K KOMaHAae

MAC LABEL ON TABLESPACE pg_global IS <HOBOe_3HaueHHE_ MeTKH_ 0e30MacCHOCTH>;

[na nameHeHus maHaaTtHoro npusHaka CCR knacTtepa ucnonb3yeTcs cregyowas KoMaH-

na:

MAC CCR ON CLUSTER IS { ON | OFF };

YTO SABMSETCA CUHOHMMOM K KOMaHAae

MAC CCR ON TABLESPACE pg global IS { ON | OFF };

3HayeHns MeTok B6e3onacHOCTM O6BLEKTOB cogepKaTcs B Nonsix maclabel Tabnuy cu-
CTEMHOrO KaTanora, oTkyga mMoryT 6biTb BblOpaHbl COOTBETCTBYIOLLMM 3arpOCOM.

3HadeHnst MaHaaTHoro npu3Haka CCR 06beKTOB-KOHTEMHEPOB COAEPXKATCA B CreayoLLmMX

nonsx Tabnuy, cCMCTEMHOro Kartanora:

Ans 6a3 gaHHbIX — datmacccr cMcTeMHoN Tabnuubl pg_database;

ANs CXeM — nspmacccr CUCTEMHOM Tabnuubl pg_namespace;

Ana TabrnmMyHbIX NPOCTPAHCTB - spcmacccr CUCTEMHOM Tabnuubl pg_tablespace;

- ANs OTHOLWEHUN — relmacccr CUCTEMHOM Tabnuupbl pg_class.

[na npocmoTpa maHgaTHoro npu3Haka CCR knactepa MoXeT OblTb MCNonb3oBaHa cneay-
lowas KomaHaa:
SELECT cluster_macccr;

Mo ymonyaHuto 3anncu cosgaBaembix Tabnuuy He 3awmuieHbl MeTkaMmmn 6e3onacHoCTu.
[nsa Toro 4to6bl co3gaTh Tabnuubl ¢ 3anUcamMu, 3alULEHHBIMU MeTKamMn B6e3onacHoCTH, cneayet
NCronb3oBaTh CrneayLwmnin BapuaHT koMaHabl CREATE TABLE:
CREATE TABLE <umsa_Tabmuue> (...--<cnmcok cronbuos>) WITH (MACS = true, ... );

MNpn aoTOM BCe BCTaBnsemble 3annMcu MO YMOSMaAHUIO HacnegywT Tekyuime
MeTKM 6e30nacHOCTU co3daBlMX MX nonb3oBatenen. [lonb3oBaTtenu, uMmewWwmMe ycrta-

HOBMEHHbIN MaHAaTHbIM  aTpubyT ac_capable chmac, MOryT $BHO 3ajaTb 3Hade-
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HMe MeTKum 6e3onacHoCTU BCTaBnsemMon 3anvcu. 3afaBaemas MeTka 6e3onacHocTu
JoMmKkHa ObITb B Mpedenax [AuanasoHa MeToK 6GesonacHocTU nonb3oBartens, nvMbo
nonb3oBartenb [O/PKEH WMMETb aTpubyTbl WrHOPUPOBAHUS MaHAATHOTO  yrnpaBneHus

ac_capable _ignmaclvl W ac_capable_ignmaccat C MNOMOLLbI BapuaHTa KoMaHAbl

INSERT:
INSERT INTO <umsa_oTHomeHus> (maclabel, ...<cnucox_cTonbios>)
VALUES (<3HaueHHe MeTKH _06e30macCHOCTH>, .. .<3HAaueHWUs_CTOJOL0B>)

[na 3awuTbl 3anucen yxe cosfaHHblx Tabnuy, 6e3 meTok 6e3onacHoOCTM crnegyeT UCnosb-

30BaTb Crneaylowmnn BapuaHT koMaHabl ALTER TABLE:

ALTER TABLE <umsa_Tabmnuusr> SET WITH MACS;

[Mocne ucnonHeHns 3Ton KoMaHAbl BCe 3anncu Tabnuubl aBToMaTUYeckn nonyyar TeKyLLyo MeTKy
©e3onacHocTn Tabnuubl.

[ns Toro 4yTobbl yOpaTh 3aWwnTy 3annucen MetTkamm 6e3onacHoOCTH, crieqyeT UCnonb3oBaThb
cnegyowmin BapnaHT kKomaHabl ALTER TABLE:

ALTER TABLE <ums_Tabnuue> SET WITHOUT MACS;

[na nameHeHna meTok 6e30NacHOCTU CyLLECTBYIOLLMX 3anncen nonb3oBartenu ¢ atpmby-
TOM ac_capable_chmac MoryTt ucnonb3oBatb KomaHay CHMAC:

CHMAC <wums_oTHomeHus> SET maclabel=<HOBoOe_ 3HaueHue MeTKU_ beszomnacHocTu> WHERE

CoBokynHas MeTka 6e3onacHoOCTM 3anucen Tabnuubl (MakcumManbHasi No YPOBHIO KOH-
duaeHumnanbHOCTM U Hambornee nosHasi NO KateropmusiM KOHUAEHUNANbHOCTM) MOXET ObliTb
nonyyeHa ¢ NOMOLLbIO arpervpyrowen yHKUMn supmaclabel:

SELECT supmaclabel (maclabel) FROM <umMmsa_OTHONEHUS>;

MpocmoTpeTb 3Ha4YeHNa MeTOK 6e30NacHOCTN AOCTYMHbIX 3anMcen MOXXHO C NOMOLLIbHO
KoMaHabl SELECT:

SELECT maclabel FROM <uMs_OTHONEHUS>

B komaHgax INSERT M CHMAC 3Ha4YyeHUsi MeTOK 6e30nacHOCTU He 065a3aTernibHO AOMMKHbI
ObITb 3afaHbl B sBHOM Buae. [ina 3agaHna meTkn 6e3onacHOCTU AoMNycKaeTcs UCNoSb3oBaHne
nbOoro ckansapHOro BblpaXXeHWs, BO3BpaLLatoLLero pesynsrat, NPUBOANUMbINA K TUNY MeTKn 6es-
OrnacHoCTH.

[nsa Toro 4To6bI COXPaHUTL 3anMcK BMECTe C UX MeTKaMn 6e30MacHOCTM B apxuBe 1 B
AanbHenwemMm 3arpy3nTb Ux obpaTtHo, NpeaycMoTpeH cneumanbHblin doriar MACS KoMaHgbl COPY.
BbiBeCcTn AOCTynHbIE NOMb30BaTESNO AaHHbIE BMECTE C MeTKaMu 6e30nacHOCTU MOXET obon
nonb3oBaTernb, 3arpy3nTb XXe 00paTHO — TOMNbKO NOSIb30BaTeSlb C YCTAHOBSIEHHbIM MaHAATHbIM
aTpnbyTom ac_capabel_chmac. pn aTOM MeTKM 6€30MacHOCTU 3arpykaemblX 3anmcemn 4OMKHbI
HaxoAUTbCS B Npedenax guanasoHa MeTok 6e3onacHOCTM nonb3oBaTens, Mbo nonb3oBaTenb
OOSTKEH MMeTb aTpubyTbl MTHOPUPOBaHUS MaHOATHOIO ynpaBneHnsa ac_capable_ignmaclvl
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N ac_capable_ignmaccat. Hanpumep, Bbirpy3ka n obpaTHas 3arpyska AaHHbIX 13/B Tabnuupl
test MOXeT BbIMsAeTb Tak:
COPY <umsa_orHomeHuss> TO stdout WITH MACS
COPY <umsa_orHomeHus> FROM stdin WITH MACS

Mcnonb3oBaTtb kKoMaHgy COPY 6e3 ykazaHna MeTOK MOXeT fitobon nonb3oBaresb. 3arpy-
XeHHble TakuMm obpas3om faHHble ByayT UMeTb MeTKM 6e30MacHOCTU, paBHble TeKyLlen MeTke
6e3onacHOCTM ceccun nonb3oBaTens.

MapameTp KoHUrypaumm cepeepa ac_enable copy_to_file paspellaeT BbiMOMHATb
KomaHy COPY C BbIBOAOM pe3ynbraToB B hann, 4ocTynHbln cepsepy CYB. [ns aToro oH JOSMKeH

ObITb YCTaHOBMEH B TRUE.

4.18.3. LlenocTHOCTbL MaHAATHbLIX aTPUOYTOB Knactepa 6a3 AaHHbIX

B CYBL PostgreSQL Al-mogensb HaknagblBaeT orpaHUYeHne Ha KnacCugUKaLnoHHYH0
MeTKy obbeKkTa: knaccudmkaunoHHasa metka obbekta He MOXET NPEBbILLATL KNacCUrKaunoHHY
METKY KOHTeNHepa, B KOTOPOM OH coaepxutcs (4.18)).

[ns BbiBOga MHopmaumm o cobnrogeHuun ArN-mogenu mexagy o6bekTaMmn-koHTENHEpPaMm
N HaxoOsAWMMKUCS B HUX obbekTamu peanm3oBaHa SQL-pyHKkumMs check _mac_integrity, KOTO-
pas BbIBOAUT MHOpPMaLMIO B crieqyowemM Buae:

- objid — WpeHTndukaTtop ob6beKTa;

- classid — VpgeHTndumkatop knacca o6beKTa;

- cobjid — MaeHTudurkaTop KOHTENHeEpPa, CoOAEepKaLLEro OObLEKT;

- cclassid — VigpeHTudurKaTop Knacca KOHTeHepa, CoAep KalLlero oObeKT;

- status — Pesynsrat npoepkn. MoxeT NnpMHMMaTh crieayroLlmne 3HadyeHus: OK(moaenb

cobnitogaetca ansa obbekTa n kKoHTenHepa) n FAIL(Moaens He cobniogaetcs ana obbekta

N KOHTENHepa).

MpumevyaHwne. NHdpopmauma o cobnogeHnmn mogenu BbIBOOMUTCS TONbKO ANS OT-
HoweHun (Tabnuy, NnpeacTaBneHnin, NocnegoBaTenbHOCTEN), cxeM, 6a3 gaHHbIX U TabnMYHbIX
NPOCTPaHCTB.

[Ons mncnpaBneHuss HEKOPPEKTHO YCTAHOBMEHHOW MeTkM 6e30MacHOCTM OTHOLLEHWUS,
Hanpumep, NP BOCCTAHOBIIEHUN PE3EPBHOM KOMUM Kractepa paHHUX BEPCUN, UCMOSb3yeT-
ca SQL dyHKuma fix_mac_integrity. [JaHHas yHKUMA MOXET OblTb WCNOSIHEHA TOSb-
KO nonb3oBaTerieM C npaBaMn agMUHUCTpaTopa, a Takke MNpu yCTaHOBNEHHOM napaMeTpe

ac_auto_adjust_macs = true B KOHUrypaunmoHHoMm ¢anne postgresqgl.conf.
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4.18.4. Ccbino4yHas LenoCTHOCTb MaHAATHbIX aTPMOyTOB

CpencTtea obecneyeHus LenoCcTHOCTU B pensaumoHHbixX b npeactaBnsaoT cobon mexaHus-
Mbl aBTOMaTU4EeCKOM NoAaEPKKN CUCTEMBI NPaBUI, ONPEAEnALLNX 4ONYCTUMOCTb U KOPPEKTHOCTb
obpabatbiBaeMbIX JaHHbIX, U MOTYT ObiTb Pa3buThbl HA HECKOSbKO BUOOB:

- OrpaHuyeHune LerioCTHOCTM Nosien AaHHbIX — OrpaHNYeHus], HaknaablBaeMble Ha UCMNOofb-

3yeMmble B OTHOLLUEHUN JOMEHbI (3adaHne paspelleHHbIX Anana3oHoB 3HaYeHUn, 3anpeT

Hanuuusa HeonpeerneHHblx 3HadeHun NULL, 3agaHve 3HayeHun no ymMornyaHuio) unum

OrpaHMyeHust HeNoCcpeacTBEHHO Tabnumubl (YHUKANbHOCTb KaXaon 3anmcu, orpaHmyeHmne

YHUKaNbHOCTUN MO BblIOpPaHHbIM CTON6GLAM, BblYMCASIEMbIE 3HAYEHUS CTONOLIOB 1 YCNOBUSA

AONYCTUMbIX COMETaHUI 3HAYEeHU B cTonbuax);

- [AeKrnapaTtMBHas CCbINNOYHasA LIeNOCTHOCTb — ONMcaHue 3aBUCUMOCTEN MeXay pasHbIMU

OTHoWweHuAMK B B[l (Hanuunsa B 04HOM OTHOLLEHMM BTOPUYHOIO Krko4a, CCbinaroLerocs

Ha NepBUYHbIA KNoY B Apyrom). NogobHble 3aBUCUMOCTU MOTYT ObiTb BbISIBIIEHbLI MpU

aHanuae npeaMeTHOM obnacTn Mexay ee CyLWHOCTAMU UM Npu npoekTnposaHun b B

npouecce Hopmanusaumm (B 3TOM criydae ogHa CyLUHOCTb NpeaMeTHON obnactyn MoxeT

COCTOATb U3 Habopa oTHoweHun). CcbinoYyHas LEeNoCTHOCTb peanuayeTca nyTeM onuca-

HUS1 OrpaHMYEHU Ha 3HAYEHNA BTOPUYHbIX KItoYen B OO4HOM OTHOLLEHUX U NpaBui Ux

00paboTkM B criydae naMeHeHus1 NEPBUYHbLIX KIOYen B OPYroMm;

- ANHaMKn4ecKasa CCbIfIoYHada LEeroCTHOCTb — TpUrrepbl, Ha3Ha4YaeMble ANs BbIMOMHEHUS

npv peanu3auum 3a4aHHoOro Buaa A0oCTyna K KOHKpeTHon Tabnuue. Tpurrep npeacraBnseT

coBOoN MCNOMNHAEMbIN KO, KOTOPbIN MOXET AUHAMUYECKU NPOBEPUTL 3aaHHbIe YCOBUS

KOPPEKTHOCTU BLIMNOMHAEMON onepaunun, n npu HeobxoaMmMocTn BHECTU U3MEHEHMUS B

apyrve tTabnuupl.

B npuBegeHHOM onpegeneHun oTCyTCTBYIOT MaHOaTHble aTpubyThl, Tak Kak B obwem
crnyvae mexay KnaccuukaumMoHHbIMU METKaMU 3anucen pasHblX Tabnuy MoxeT He BbITb 3aBUCK-
mocTu. C Apyron CTOPOHbI, CYLLLECTBYET YAaCTHbIN Crly4ain CCbIFTIOYHON LIEeNOCTHOCTU, 06pa3oBaHHbIN
mMexay Tabnuuamm, aBnsWLMMUCS YacTAMM OQHOW CYLHOCTM NpeaMeTHOM 0bnacTu, YTo MOXeT
BO3HVKHYTb B Npouecce HopManuaawuu.

[na obGecnevyeHns LENOCTHOCTU MaHAATHbIX aTPUBYTOB CNNUCOK COBLITUI ANA orpaHu4ye-
HWI LLeNOCTHOCTU Hapsagy € CyLeCcTBYOLWMMN cobbITUSAMN ON SELECT, ON INSERT, ON UPDATE,
ON DELETE pacwmpeH cobblTueM n3aMeHeHus MaHaaTHbIX atpnbytoB ON CHMAC. Takum obpa-
30M, BO3MOXHO CO3[aHue orpaHuyeHne CCblfI0O4HOM LIENOCTHOCTU creayowmm obpasom:

ALTER TABLE <umsa_Tabmnuuel> ADD CONSTRAINT <umMsa_OrpaHUUEHUS>
FOREIGN KEY (<cmnmcox_mnosieril>) REFERENCES <wumsa_ Tabnuum2> (<CIMCOK_IOJein2>)

ON CHMAC {NO ACTION | RESTRICT | CASCADE }
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MexaHun3m ﬂeVICTBVIFI TaKoro orpaHn4yeHunsa LenoCTHOCTU aHallorm4eH MexaHnamy lEl,eI7ICTBVIFI
I'IO,D,06HOFO orpaHmnyvyeHunda and cobbITna ON UPDATE OnA OaHHbIX! MPU USMEHEHNN MaHOAaTHbIX
anM6yTOB 3anumcum B O,D,HOIZ Ta6n1/|u,e MOXHO yKa3aTb KaCkagHO€ M3MEeHEHNE MaHOAaTHbIX anI/I6yTOB
CBSI3aHHbIX 3anMcen BTOpon Tabnuubl, NMG0 3anpeT Ha BO3MOXHOCTb TaKOro M3MEHEHNS.

AHaNoOrM4yHo CyLLECTBYET BO3MOXHOCTb CO3[aHUSA TPUITEPOB AN YKa3aHHOro cobbiTms
N3MeHeHnsa MaHgaTHbIX atpmbyToB (CHMAC), Hanpumep:

CREATE TRIGGER <umsa_Tpurrepa>

BEFORE CHMAC ON <wums_Tabiuusr>

FOR EACH ROW

EXECURE PROCEDURE <umsa_npoulenyper ()
Takum xe obpazom MoryT ObITb 3a4aHbl U Npasuna Anst BUO0B:
CREATE RULE <ums_IpabBuia>

AS ON CHMAC TO <ums_Buna>

DO ALSO
CREATE RULE <uwms_IpabBuia>

AS ON CHMAC TO <ums_supa>

DO INSTEAD

B atom cny4dae npn "SMeHeHUn MaHadaTHbIX anI/I6yTOB 3anncum 6yﬂyT BbI3bIBATbCA COOT-
BETCTBYHOLUME (PYHKUMM 1 NpaBuna, Y4To AaeT BO3MOXHOCTb 3anporpaMmMmpoBaTb NPOU3BOSIbHYHO

noruky obecrnevyeHns LenoCcTHOCTM MaHAaTHbIX aTpubyToB BHyTpu B.

4.18.5. OcobeHHOCTM co3aaHUA NpaBusl, CUCTEMbI PUNLTPaLUnN U TPUrrepos

B CYB[ PostgreSQL npasuna (RULE), cuctembl ouvnstpaumnmn (POLICY) U TpuUrrepsbl
(TRIGGER) HacnegywT MeTKy Tabnuupbl, Anst KOTOPOWM OHM co3aaHbl. DT 00bEKTbl MOTyT ObITb
co3gaHbl nornb3oBaTteneM-enagensuem Tabnuubl (MeTka KoToporo 6yaeTr coBnagaTb C METKON
Tabnuubl), NMbo nonb3oBaTtendamMu ¢ NPUBUNErMSMU UHOPUPOBAHUS MaHOaTHOro goctyna. B
NPOTUBHOM Clnyyae reHepupyeTcs owmbka gocTyna.

Ecnu Tpurrep ncnonb3yeTt TpUrrepHyo yHKUMI0, MeTKa KOTOpoUu OTrnnyHa ot {0, 0}, TO
npu NCNOSTHEHUM TpuUrrepa Ans Tabnuubl co cOpoLLEHHbIM MaHAaTHbIM Npu3HakoM CCR BO3MOXHbI
HapyLleHus B paboTe TpurrepoB. 3TO 00YCNOBAEHO TEM, YTO 3aMUCb TPUITEPHOW PYHKLIUN MOXET
ObITb HegocTynHa gnsa nonb3oBatensa B cea3vm ¢ MIMPL. B Takux cnyyasx 6yaeTt BbiBe4eHO
coobLLeHune:
cache lookup failed: BHyTpeHHAs omubka WM OTCYTCTBYIOT HEOOXOOUMHE MaHIaTHHE
aTpubyThH

Bo nsbexxaHmnm aToro HacToATENbHO PEKOMEHOYETCHA YCTaHaABNMBAaTb MaHO4ATHYIO METKY
TpurrepHon pyHKUMKM B 3HadeHne {0, 0}.

Cuctembl ounetpaumm (POLICY), Takne kak ROW LEVEL SECURITY, MoryT AONOMHATb

BCTPOEHHbIE MEXaHU3Mbl pa3rpaHUYeHns gocTyna nyteM go6aBreHust Iornkv, peanuaytoLlen
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npaswuna Bblaaqy CTPOK Nonb3oBatento. PunbTpaums MoOXeT OCHOBbLIBATLCS Kak Ha OaHHbIX CTPOKM,
TaK U Ha BHELLHUX dpakTopax (Hanpumep, TeKyLLeM BPEMEHMW).

4.18.5.1. Oco6eHHOCTM UCNONb30BaHMUA MpeACTaBNeHUN U MaTepuarim3oBaHHbIX
npeacTaBneHun

Mpeactaenennsa (VIEW) U maTepmnanum3oBaHHble npeactaBneHns (MATERIALIZED VIEW)
He MOryT UMeTb MeTkM 6e30NacHOCTU Ha CTPOoKaX, MOCKOSMbKY BbIMOMHAKOT arperaumio 4aHHbIX U3
APYrMX UCTOMHUKOB AaHHbIX (Tabnuu u npeacTaBneHni).

MpumeyaHune. NpeacraBneHnsa cosgaroTcs ¢ yctaHoBneHHbiM onarom CCR, noato-
My Mpu NONbITKE AOCTyNa K HEMY OT MMEHW Nonb3oBaTens, MeTka 6e30nacHOCTM KOTOPOro He
NpeBOCXOANT MeTKM 6e3onacHOCTM NpeacTaBneHnd, aTo npeacraBneHe He byaet «BMAHO» MOSb-
3oBatento B cuny MIMPLO. [nsa Toro, 4Tobbl Nonb3oBaTenb MMEN JOCTYN K TaKOMy NpeacTaBneHMIO,

HeobxogmMmo cbpocuTb MaHgaTHbIN NnpudHak CCR npeacraeneHus.

4.18.6. PyHKUMM cpaBHEeHUA ANSA TMna maclabel

B CYB[ PostgreSQL n3meHeHo noBegeHue crnegyrowmx yHKUMA Onga Tuna maclabel:
eq, ne, 1t, le, gt, ge. B ykazaHHbIX OYHKUMAX BMECTO MHOEKCHOIO CPaBHEHUS UCMNOSb3YeTCA
CpaBHEHME METOK 6e30MacHOCTM COOTBETCTBYIOLMMM onepaTtopammn =, <>, <, <=, >, >=,

[1ns npoBepkn Ha HECPABHUMOCTb METOK 6e30macHOCTM ucnonb3yeTcs OYHKUNA nc.

Onepatopbl WHAOEKCHOrO CpaBHEHMSA MepeMMeHoBaHbl B maclabel idx eq,
maclabel idx_ne, maclabel idx 1t, maclabel idx le, maclabel idx_ gt,

maclabel idx_ ge.

4.18.7. Cuctema npusunerun CYb[]

Cuctema npusunernn CYB[ PostgreSQL npegHasHayeHa ans nepefayun otgernbHbIM
nonb3oBaTensaM npas BbINOMHEHUS onpeaeneHHbIX aAMUHUCTPATUBHbLIX AeACTBUA. OBblYHbIN
nonb3oBaTernb CUCTEMbI HE UMEET OMNOSTHUTESbHbLIX NMPUBUMErNNA.

MpuBunerun saBnsTCa nogknaccom atpmbytoB nonb3oBatens CYB[ PostgreSQL.

Mpusunerun OC, wucnonbdyemble B CYB[ PostgreSQL, «kpome atpubyTta
ac_session_maclabel, He MOryT GbITb N3MEHEHBbI C noMoLbio cpeacTs CYB[] HM nonb3oBaTe-
namu, HU agMuHucTpaTtopamu CYB[:

- ac_session_maclabel — TeKkywas MeTka 06e30MacHOCTU ceccuu Mnorb3oBaTens

CYB[. BT1a meTka 6e3onacHOCTM onpeaenseT JOCTYMNHbIe Nosib3oBaTtento ob6bekTbl B u

ABNSETCA METKOM 6e30nacHOCTM NO YMONMYaHUio Ans co3gaBaeMblx Nosib3oBatenem oobek-

ToB. [pn coeamHeHnn nonb3osatensa ¢ CYB[ 3HavyeHne atoro atpubyTta ycTaHaBNMBaeTCS

paBHbIM MeTke 6e30NacHOCTU CoeaUHEHUS NN ac_user_max_maclabel;

- ac_user_max_maclabel —  MaKcumanbHO BO3MOXHO€  3HadeHue  Ongd

ac_session maclabel;
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- ac_user_min_maclabel —  MUHUManNbLHO BO3MOXHOE  3Ha4dyeHne  Ongd

ac_session maclabel;

- ac_capable ignmaclvl — no3BoOSideT Nofb30oBaTeNito UrHOpMpoBaTb MaHAaTHoe

ynpassieHne Mo ypoBHSM,;

- ac_capable ignmaccat — No3BONdAeT MNonb3oBaTerio UrHopmpoBaTb MaHgaTHoe

ynpasrieHe Nno Kateropusim;

- ac_capable mac_readsearch — No3BONLAET Nonb3oBaTento MrHopnuposaTb MaHgaT-

HOe ynpasrieHWe Mo YPOBHAM U KaTeropusiM rnpu YTeHUU JaHHbIX;

- ac_capable_setmac — MO3BOMSAET NOMb30BATENO U3MEHATb TEKYLLYHO METKY 0e3-

OMnacHOCTU CBOEeU ceccuun B npegenax, 3agaHHbIX ee MUHMMAarbHbIM 1 MakCcuMarnbHbIM

3HayeHuewMm;

- ac_capable_chmac — no3BonseT Nofb30BaTeNnto U3MEHATb MeTkM ob6bekToB B/I.

B cnyvae, ecnu nonb3oBatens CYB[ He 3apernctpupoBaH B OC Ha CTOpoHe cepBepa
CYB[, Bce ero maHgaTtHble aTpnbyThl MMEIOT HyneBoe 3HadyeHue. AamuHucTpaTtopam CYB[ po-
nonHUTEnNbHO K nx atpubytam n3 OC Bcerga gobasnstoTca aTpubyTbl ac_capable_ignmaclvl,
ac_capable ignmaccat U ac_capable chmac.

Ons ynpasnenus npusunernamm CYB[ PostgreSQL moxeT 6bITb ncnonb3oBaHa rpadu-
yeckaqa ytunuta pgadmin3.

[MpocMOTpEeTb TEKyLUME 3HaYeHNs npueunierun (aTpnbyToB Nonb3oBaTensi) MOXXHO C NOMO-
b KOMaHAab!:
SHOW attr_name

YCTaHOBUTb HOBOE 3HadeHue aTpubyTa ac_session_maclabel MOXHO C MOMOLLbIO
KoMaHz;:
SET ac_session maclabel=<HOBOe_ 3HaueHHEe MeTKH 06e30IacHOCTH>
SELECT set_config(’ac_session maclabel’, <"HoBas_meTka_ bezonacHocTu>, false);

B nepBow doopme B Ka4ecTBe HOBOrO 3HAYEHUSA METKM 6€30MacHOCTN MOXXHO MCMONb30BaTh
TONbKO SIBHO 3aJaHHble 3HA4YEeHUs1 METKU, BO BTOPON — 3HAYEHNE MeTKM Be30nacHOCTU MOXET
ObITb NOOLIM BbIpaXXeHNeM, BO3BpaLLaloLLNM CKandpHoe 3HaYeHne, NpMBOAMMOE K TUNY METKU

©e3onacHocTH.

4.19. ManpgaTHoe ynpaBneHue AOCTYyNnom B KOMMeKcax nporpamMmm

rMnepTekcToBom o6paboTKM AaHHbLIX U ANEKTPOHHOWU NOYTHI

O6GecneyeHne MaHAATHOrO ynpaeneHus 4OCTYNOM B KOMMEKcax NporpaMm rmnepTekcTo-
BOW 0OpaboTKM AaHHbIX N SNEKTPOHHOW MNOYThl peann3oBaHO Ha OCHOBE NPOrPaMMHOrO MHTEp-
denca 6ubnumotek nogcmnctemol 6e3onacHoctn PARSEC.

Ha cepBepax KOMNNEKCoOB NporpamMmm runepTekcToBon o6paboTkM AaHHbLIX U SNEKTPOHHOWN

NOYTbI NPU o6pa60TKe 3arnpocoB Ha coegnHeHne BbINOITHAETCA NoJlydYeHne MaHOaTtHOIo KOHTEeKCTa
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COeaVHEeHus, yHacnegoBaHHOro ot cybwekTa (npouecca). CokeT cepBepa, 0XnaatoLmii BXOAALLNX
3anpocoB Ha coeauHeHne, paboTaeT B KOHTEKCTE MpoLecca, UMEHLLLEro NPUBUNENNO AN Nnpuema
COeAMHEHUN C NIOObIMK YPOBHAMM CEKPETHOCTW.

[Mocne yCcTaHOBKM COEANHEHNS N YCNELUHOrO NPOXOXAEHMS NpoLeaypbl naeHTudmKkaumm
N ayTeHTudmnKauum nonb3oBaTens npouecc cepsepa, obpabaTbiBaloWwmn 3anpockl Nonb3oBaTens,
nepeknoyaeTcsl B KOHTEKCT Ge3onacHOCTM nonb3oBaTtensi, copacbiBaeT npmsunerum, obpabdartbiBa-
€T 3anpochbl NONbL30BaTeNs N 3aBepLUAETCS.

B komnnekce nporpamm rmnepTekcToBon 06paboTkm AaHHbLIX NONb3oBaTernb NnonyyaeT
AOCTYN K pecypcawm, apnawwmmes obbektammn ®C. Komnnekc nporpamm 3reKTPOHHOW NOYTbI
MCNoNb3yeT TeXHONOrmo maildir, obecneymBaroLLyo XpaHeHNe NOYTOBbIX COOOLLEHNI B BUAE
oTaenbHblx 06bekToB PC. CosgaBaemMble hainsibl NOYTOBbLIX COOBLLEHNA MAPKUPYIOTCA METKaMU
6e3onacHOCTK, yHacnegoBaHHbIMKU OT Npouecca-co3gartens. Takum obpasom, B 060mx Komnnekcax
nporpamMmM pecypcbl, K KOTOPbIM OCYLLECTBNSAETCS AOCTYN OT MMEHU CEepPBEPHbLIX NMPOLIECCOB,
obpabaTbiBatoLmnX 3anpockl Nonb3oBatenen, angaTcsa obbektamu OC. CnegosaTenbHO, AOCTYN
K 3almiaemblM pecypcam npu npyeme n obpaboTke 3anpocoB MNonb3oBaTenen B npolecce
YHKLUMOHNPOBaHUS CEPBEPOB KOMMMEKCOB NMPOrpaMmm rmnepTekcToBOM 06paboTkn AaHHbLIX U

3NEKTPOHHOW NOYThl NoAvYnHAETCs MaHaaTHbIM MNP/,
4.20. HacTtpowmka 3arpy34umka GRUB 2

Mocne yctaHoBkn OC npu HEOBXOAUMOCTM U3MEHEHME HacTpoek 3arpy3dmka GRUB 2 ocy-
LLIEeCTBNSAETCA C UCMNOMb30BaHNEM rpadmnyeckon yTunutbl £ly-admin-grub2 (CM. 3NEKTPOHHYIO
crpaBky).

B 3arpy3unke GRUB 2 Bo3MOXHO 3aaaTb napaMeTpbl kKoMaHaHowm cTpoku sapa PARSEC,
npuBeneHHble B Tabnuue [31]

Tabnuuya 31

MapameTp OnuncaHue

parsec.max_ilev 3apaeT MakcumarnbHbIN YPOBEHb LIeNOCTHOCTU (BOCMPUHMMaEMbI
moaynamn) B OC Ha MOMEHT 3anycka.

Honyctumble 3HaveHuns ot 0 go 255. MNpwu yctaHoeke OC 3agaetca
Nno ymosyaHuio 3HadeHune 63.

BHUMAHME! Ecnu B cucteme npucyTCTBYIOT dhansnbl ¢ MeETKamu
6e30nacHOCTU, UMEILLMMUN YPOBEHb LLENOCTHOCTY Bbille 3afaBa-
€MOro B JaHHbIAi MOMEHT, 3TO MOXET BbI3BaTb OTKa3 AOCTyna K
AaHHbIM havnam (coketam, Katanoram u T. 4.)

parsec.ccnr_relax Mpwn 3agaHHOM 3Ha4YeHMM 1 NO3BOMSIET HEMPUBUIETNMPOBAHHOMY
Monb30BaTeNto BbIMOMHATL 3anucb (halinoB ¢ pasHbiM YPOBHEM
KOHPUAEHUNANbLHOCTU B KOHTENHEep (KaTtarnor) ¢ yCTaHOBMNEHHbIM
AOMONHUTENBbHLIM MaHAATHbIM aTpnbyToM ccnr. 3HadyeHue no
yMon4daHuto 0. MapameTp He NpUMeHsIeTCs NpW BKIMOYEHHOM pac-

lwmpeHHoM pexume MKL| (cm.
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MapameTp

parsec.reset_ilev_on_chroot]

C6poc (0bHyneHue) ypoBHSA LEeNoCTHOCTU MeTKM 6e3onacHoCTU y
A0YEepHUX NPOLECCOB NpU UCMOMNb30BaHUM POAUTENBCKUM NpoLec-
COM CUCTEMHbIX BbI30OBOB chroot U pivot_root.

Tekywwime 3Ha4yeHne ypoBHS LENOCTHOCTU He BNUSAET Ha NpuMeHe-
HVWe napameTpa.

Jdonyctumble 3HayeHnsa 0/1, y/n. 3Ha4yeHue no ymonyaHuio 1
(0BHYNSET ypoBEHDb)

parsec.noload_files

3anpeT 3arpy3ku mogynen sapa, BCTPOEHHOro nporpammHoro obec-
neyeHusi, obpas3oB kexec, kntoven n ceptudpukaros X.509 npusu-
nervpoBaHHbIM nonb3osaTternem (root, uid=0) ¢ HU3KUM YPOBHEM
LeroCTHOCTW.

[onyctumble 3Ha4veHus 0/1, y/n. 3HadyeHne no ymonyaHuio 1
(3arpyska 3anpetueHa)

parsec.ccnr_reject

3anpeT yCcTaHOBKU SONOMHUTENBHOrO MaHAaTHOro atpubyTa cenr
npuBMnerMpoBaHHbIM nornb3oBaTtenem (root, uid=0).
Jdonyctumble 3HadeHusa 0/1, y/n. 3HayeHue no ymonyaHuo 0
(ycTaHoOBKa paspelueHa)

parsec.enable exec_on_ fuse

Pa3spelueHune 3anycka cueHapueB 1 UCNONHAeMbIX hannos ¢ dai-
NOBbIX CUCTEM, CMOHTMPOBAHHLIX C NOMOLLLI0 hannoBOM CUCTEMBI
FUSE.

Jonyctnmble 3HavyeHus 0/1. 3HadeHne no ymonyaHuio 0 (3anyck
3anpeLleH)
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5. 3BALLUNTA CPEAbLI BUPTYATNTU3ALIUUA

Pa6ota B cpene suptyanusauun®) libvirt nogumHsieTca npasunam AMCKPELMOHHOTO Wt
MaHOaTHOro yrnpasfeHus 4OCTYNOM M BO3MOXHA TOSbKO MOCre NpoxoxaeHust obssaTenibHom
npoueaypbl ayTeHTUdUKaLUN.

HacTtpoiika cepsepa BupTyanusaumm libvirt gna pabotel B EMNM OC, a Takke ngeHtndpmka-
umnsa 1 ayTeHTUmKauma Nnpy gOCTYMNe K cepBepy BUpTyanusaumm n K pabovemy cTony BUPTYyanbHbIX

MaLUMH BbinonHaeTca B cootBeTcTBUn ¢ PYCB.10015-17 95 01-1.
5.1. lInckpeumoHHOe ynpaBrieHue AOCTYNOM K BUPTyarlbHOW MalluuHe

[vckpeunoHHOe ynpaBneHne gocTynom npu paboTe ¢ cepsepoM BupTyanuasaumm libvirt
OCYLLECTBMAETCS ApanBepoOM AOCTyNa parsec, cneynansHo pa3paboTaHHbIM C MCMOMNb30BaHNEM
NPUKIagHoOro NporpamMMHoro nHTepdgenca gpaveepos goctyna libvirt. OcHoBaHnem ans npu-
HATUSA peLLeHnsa O NpeaocTaBneHnn JoCTyna ABNAETCS CpaBHEHNE OUCKPELIMOHHbIX aTpubyToB
BMPTYyasribHON MalUWHbI U ANCKPELMOHHbIX aTpubyToB Norb3oBaTtenst ¢ y4eTOM BbIMOMHAEMOWN
onepauun.

Bce onepaunn ¢ BupTyanbHOW MalLUMHOW pas3fensaltoTcs Ha HenpuBuierMpoBaHHbIE Y
NnpyBUIerMpoBaHHbIe, Hanpumep, onepauny Nony4YeHns Cnmcka BUpTyarbHbIX MawnH UM nHAop-
MaLMn O KOHUrypaunm KOHKPETHOM BUPTYyaribHOW MalLVHbI SBIISIOTCH onepaunamMm Henpusune-
rMPOBaHHbLIMK, a onepaLun co3aHus, yaaneHnsa unn n3aMeHeHuUst KOHUrypauum BUpTyanbHbIX
MaLUWH — NPUBUNENMPOBAHHBIMMA.

[MpuBUNernpoBaHHbIe onepaumm No M3AMEHEHUIO COCTaBa U KOHUIypaumm BUPTYyanbHbIX
MaLnH TpebyloT BXOXOEHMS NOoSib3oBaTeNis B cneuuanbHyo foKanbHY agMUHUCTPATUBHYHO
rpynny, UMst KOTOPOW 3afaeTcs B KOHpUrypaumoHHom anne /etc/libvirt/libvirtd.conf
napameTpoMm admin_group. 3Ha4YeHUe napameTpa (UM NOKanbHON agMUHUCTPATUBHOWM Ipynnbl)
no ymonyaHuw libvirt-admin:
admin group = "libvirt-admin"

[ns kaxgon BupTyanbHOW MalUMHbl MOXET OblTb 3a4aH CAMCOK KOHTPONs AocTyna, B
KOTOPOM yKa3sbIBalOTCA CyObeKkTbl 4OCTyna (Monb3oBaTenu u rpynnbl), obnagatolime OCTYNOM K
BUpPTyarbHOW MalunHe. PasnuyatoT Tpu TMna AocTyna K BUpTyarbHON MalUUNHE:

- «[lMpocmoTp cBONCTBY» — OTOBpPaXKeHWe BUPTyarnbHOM MaLUUHbI B CIUCKE U MPOCMOTP ee

CBOWCTB;

- «Mcnonb3oBaHe» — NPOCMOTP CBOWCTB, 3aryck 1 paboTta ¢ BUPTyaribHOW MaLlnHOW;

- «AOMWHUCTPUPOBAHME» — MOSHbIAN OCTYN K BUPTYyanbHOW MalluHe, BKYasa 3anyck,

N3MEHeHMe ee CBONCTB U ynpaBrieHne rnpasamu JOCTyna K Hew.

) ins npoueccopos, NoaAepXMBaIOLLMX TEXHOMOMMIO BUPTYanu3aumun. He JocTynHo B pexume « MoBUAbHBIRY .
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Monb3oBaTenu BUAAT B CMCKE BUPTYarbHbIX MALUWH TOMbKO T BUPTYarbHble MaLUWHbI, K
KOTOPbIM UM SIBHO NpeaocTaBrieH A0CTyn.

Mocne co3gaHus BUPTYarbHOM MalUWHbLI CMIMCOK KOHTPOMA AOocTyna nycT U JOCTyn K
BMPTYyanbHOW MallMHe pa3peLleH TOMbKO YrieHaM agMUHUCTPaTUBHOM rpynnbl. [py Hannyum npasa
NCMNOnb30BaHMS NOMb30BaTeENsIM NO3BOSSETCH 3anycKaTb BUPTYarbHYHO MalMHY U paboTtaTb C HEW.
Mpun aToM 3aBepLwNTb PaboTy UM NPON3BECTU UHbIE paspeLLleHHble JeNCTBUS C BUPTYyasibHOM
MaLUMHON MOXET TONbKO MOfb30BaTerb, KOTOPLIN €€ 3anyCTusl.

YUneHbl agMUHUCTPATUBHOW rpynmbl MOTYT 3aBepLuaTb paboTy BUPTYyanbHbIX MalvH OPYrnx
nonb3oBaTenen.

B MOMeHT 3anycka BupTyanbHOM MallMHbl MOAYNb NOAAEPXKKM OUCKPELNOHHOrO yrnpasre-
HWSA JOCTYNOM HasHavaeT BnajenbLeM BUpTyarbHOM MalUMHbl 3anycKaloLero ee nonb3osaTtens,
a rpynnon — rpynny libvirt-gemu. [1pn 9TOM COOTBETCTBYHOLUNE OUCKPELNOHHbBIE aTpUBbyYThI 1
noeHTudmkaTop BnagernbLa npuceanBaroTcs npoueccy BupTyasnbHon MmawunHel B OC n dannam
0bpasoB 1 yCTPOMCTB, NpUHaAnexalinx BupTyanbHon MawuHe. NMpu nocnegyowmx onepaumnax
AaHHas UHopMaLumsa Ucnonb3yeTcs AN ANCKPELNOHHOIO ynpasrieHns AOCTYNOM K BUPTyasbHOM

MaLuuHe.
5.2. MaHgaTHOe ynpaBneHue [OCTYNOM K BUPTyarbHOW MalUuuHe

MaHpgaTHoe ynpasneHue JocTtynom npu paboTe ¢ cepsepom BupTyanusauum libvirt Bbi-
NONHSEeTCs ApanBepoM AOCTyna parsec, cneyuansHo pa3paboTaHHbIM C UCMONb30BaHMEM MpU-
KriagHoro nporpaMMHoro nHtepdenca gpansepos gocrtyna libvirt. OcHoBaHnem gnga npuHATUA
peLLeHnsa O NpegoCcTaBneHnn 4oCTyna SBNAETCs CpaBHEHME MEeTOK 6e30NacHOCTM BUPTYarbHON
MaLUWHbI U NMOMb30BaTesis C Y4€TOM BbINOSIHAEMOW onepauuu.

Bce onepauun ¢ BUpTyanbHOM MalMHOW pasfensarnTca Ha ornepaunmn YTEHUS 1 3anucw,
Hanpumep, onepauun Noy4YeHnsa cnucka BUpTyarnbHbIX MaLLIMH UM MHGOPMaLMK O KOHpUrypauum
KOHKPETHOM MalUWHbI SBMISIOTCA onepaumsMu YTEHUS, a onepauun cosfiaHus, yaaneHus unm
N3MEHEHNS KOH(pUrypaLumm BUpTyasibHbIX MallMH — onepaunammn 3anucu.

MaHgaTHoe ynpaBneHne JOCTYNOM OCYLLECTBASAETCS MO cnegyowum npasunam:

- co3gaBaemas BUpTyarbHas MaluvHa nonyyaet MeTKy 6e30nacHOCTU co3aaloLlero ee

nonb3oBaTens;

- obpas BupTyanbHOM MalWnHbl He obnagaet MaHAaTHbIMK aTpubyTamu (ecnu ans Hero

He 3aJaHa ctaTnyeckas MeTka 6e3onacHoCTu);

- 3anyweHHas BUpTyanbHas MallnHa HacnegyeT MeTKy 6e30macHOCTM 3anycKaroLero

nonb3oBaTens;

- [OCTYN K OYHKLUNOHMPYIOLLEN BMPTyanbHOW MallMHE NPeAoCTaBnsieTCA TOMbKO Npu

paBeHCTBE METOK ©e3onacHOCTK nonb3oBarTens u BI/IpTyaJ'IbHOI7I MaLUWHbI;



103
PYCB.10015-17 97 01-1

- 0OCTYN K NOMyYeHM0 MHhopMaL MM O BUPTYyanbHON MalUMHE U ee KoHdUrypauumn npego-

CTaBrsieTcs B COOTBETCTBMM C NpaBuriamMn MaHgaTHOro yrnpasreHust 4OCTYNOM C y4eTOM

MeTOK 6e30MacHOCTM Nonb3oBaTensa U BUPTYyanbHOW MaLUUHBbI.

B MOMeHT 3anycka BMpTyanbHOW MallnHbI MOAYSb NOAAEPXKKM MaHOATHOro yrnpaBneHns
AOCTYMOM parsec yCTaHaBNMBaET BUPTYyarbHON MallmMHe MeTKy 6e30nacHOCTU, onpeaeneHHyto
Nno COeANHEHNIO 3anycKatoLLero nonb3oBaTend. JTO OTpaXaeTcs B BUAE HANMYNA JUHAMNYECKUX
MeTOK 6e30MacHOCTU KakK y npouecca BupTyanbHon MawmnHel B OC, Tak 1 y dannos obpasos
N YCTPOWNCTB, NpMHaanexawmx BupTyansHon mawunHe. [Npu nocnegylowmnx onepaumsax gaHHas
MHdOpMaLNA UCMONb3yeTCcs ANA NPOBEepPKNn MaHOAaTHOro JOCTyNa K BUPTyanbHOW MaLluHe.

CyLiecTtByeT BO3MOXHOCTb 3aaHus cTaTudeckon MeTkn 6esonacHocTn. B aTom cnyyae
BUpTYyarnbHas MalnHa MOXeT BbITb 3anyLleHa TOnbKo ¢ 3a4aHHOM MEeTKON 6e30nacHOCTH.

BHUMAHMUE! CywecTtBylOT OrpaHn4eHns no KOHpUrypmpoBaHuO BUPTyarbHOW MaLUMHbI:
B KayecTBe CEeTeBOro agantepa He MOXeT ObiTb BbiIOpaHO YCTPOMUCTBO virtio.

MpumeyaHusa:

1. B cny4ae ucnonb3oBaHus B kayectBe rocteon cuctembl OC BMpTyanbHasi MaluvHa

He OOMKHa 3anycKkaTbCa B MaHAATHOM KOHTeKcTe. BmecTo 31oro Heobxoanmo BbINOMHATD

yAaneHHbIn Bxog ¢ TpebyeMbiM ypOBHEM KOHMAEHUMANbHOCTU JOCTYyNa cpeacTtBaMmum

OC.

2. HactosTenbHO pekoMeHOyeTCs UCMOMNb30BaTb PEXUM «TOMbKO YTEHUE» MpU 3anycke

BMpTyasibHbIX MallnH B HEHYINNEBOM MaHAATHOM KOHTEKCTE.

5.3. Pexxnm «TONbKO u4TeHMe»: 3anpet mMoaudukauum obpasa BUpPTyaribHOWU

MaLUUHbI

Moppepxka (PyHKUNMOHMPOBaHUSA BUPTYarbHOW MaLUMHbI B peXume 3anpeta Mmoanduka-
UMM ee obpasa ocyLlecTBAAETCA cneynanbHbiMM cnocobamm 3anycka BUPTyaribHONM MalUWHBbI,
Nnpun KOTOPbIX OCHOBHOW 00pa3 3alumiiaeTca oT 3anucu. B 3aBucnmocTn ot BbiIGpaHHOMO pexnma
OCyLLEeCTBSAETCA co3aaHne mM3ny4eckon KOnmm unm NpUMEHSIIOTCS pasnnyHble BapuaHTbl co3aa-
HUSA CHUMKOB oBpasa Cc nocnenywmm Ux yaaneHnem nocne 3aBeplueHnsi paboTbl BUPTyanbHOM
MaLLUVHbI.

[aHHbIN pexxum paboTbl Ha3bIBAETCA «TOMNBbKO YTEHUE» U peannuayeTcsl TpeMs crnocobamu:

- BPEMEHHbIN CHUMOK — crnocob 3anycka BUPTYanibHOM MalUWHbI, MPU KOTOPOM OCHOBHOM

obpas 3awumuaeTca ot 3anucu, a Bce pesynbratbl paboTbl Nonb3oBaTens PUKCUpPYOT-

CA BO BPEMEHHOM CHUMKE, CYLLECTBYHOLLEM TOSbKO B Npouecce (OyHKLMOHUPOBaHMUSA

BUPTYyasibHON MalUVHbI;

- CHMMOK — BO BpeMsi 3anycka BUPTyaribHOM MalUMHbl B 3a4aHHOM KaTarnore co3gaeTcs

CHUMOK, yaansiemblii nocre 3aBepLueHnst PyHKLUMOHNPOBaHNSI BUPTYaribHOM MaLLMWHbI;
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- MOrHas KonuMsi — BO BPeMs 3arycka BUpTyanbHOW MaluvHbl B 3a4aHHOM KaTanore
cosfgaeTcs nonHas konus obpasa, yaansiemas nocne 3aeeplleHust PyHKUNOHUPOBaHUS
BMPTYanbHOW MalUVHBbI.

Co3sfaHue NomHom KonMm MOXeT 3aMeaNIiTb NPoLEece 3anycka BUPTyanbHON MalUUHBI MO
npuyMHe KonMpoBaHus obpasa GonbLIoro pasmepa, HO AaHHbIN BapuaHT NO3BONSIET UCMOSb30-
BaTb BO3MOXHOCTU MO COXPaHEHUIO COCTOSIHUSI BUPTYarbHOM MalUVHbI 4SS NOCNeayoLwWwero ero
BOCCTaHOBMEHNS.

Mpn ncnonb3oBaHNM CHUMKOB B Cllydae foboro BbIKMOYEHMST BUPTYyanbHOW MalUMHbI
BCMEACTBUE BbIKMOYEHUS MM annapaTtHoro cbosi cepBepa BUpTyanMsauumn Bce pesynbraTbl

paboTbl BUPTYanbHOM MaLUMHbI ByoyT NOTEPSIHbI.
Karanor pasmelwieHna BpeMeHHbIX (pannoB 3agaeTca B KOHurypaunmoHHoMm dhanne
/etc/libvirt/gemu.conf cnegyroumm KOHPUrypauuoHHbIM napaMmeTpoM:

run_images_dir = "/var/lib/libvirt/runimages"
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6. PETUCTPALISA COBbITUA BE3OMNMACHOCTH

B OC peructpaumsa cobbituii 6e30nacHOCTM peanuayeTcsl MCNoSib30BaHMEM CITy>KObl
auditd.

Cnyx6a auditd BbINOMAHSAET perncrtpauuio cobbiTuin 00bLEKTOB (hansioBON CUCTEMBDI
(ayauT channos) n nonb3oBaTenen (ayamt NpoLeccoB) CornacHo 3agaHHbiM npasunam. Pabota ¢
npasunamy ayauta onvcaHa B n Pernctpaumsa cobbITMin OCYLLECTBNSAETCA B COOTBETCTBUM
c[6.3). OnucaHne HacTpoiikn napameTpoB ayauTta npveeaeHo B[6.4]

lNpyMeHeHMe HaCTpPOEHHbIX NapamMeTpoB ayauTa npoueccoB ocyulectenderca PAM-
mMoaynem pam_parsec_aud. [1o ymonyaHuio peructpauns cobbiTuin ayguTa NnpoLeccoB BKIOYEHA
B PAM-cueHapuun: £ly-dm, £ly-dm-np, login, su, sshd, sumac.xauth. [Inga perncrpauyum
cobbITUN ayguTa NpoLeccoB Nonb3oBaTensd, Nnpoxoasilero ayteHTudumkaumo Yyepes gpyrne PAM-
cLueHapumn, HeobxoaUMO BKIHOYUTbL B COOTBETCTBYIOLLME CLEHapun CTPOKY crneayroLlero BMaa:
session required pam parsec_aud.so

B 6ubnunotekax nogcmctembl 6esonacHoctn PARSEC peann3oBaH nporpaMmHbIN MHTEP-
denc ona peructpaumm cobbliTuin C UCNOMNb30BaHNEM CNYXObl pernctpaumm codbblTun 6esonacHo-
ctn OC, npumeHsiembl ansa pernctpauumn coboitun B CYB[ PostgreSQL (onucaHue npuseneHo B
N KOMMJIeKkce Nporpamm 3NeKTPOHHOM MOYThI.

MHpopmaums o cobbiTnsax oT cnyxbbl auditd Takke obpabaTtbiBaeTca noacu-
CTEMOW perucTpaumm cobbiTUA, OnNucaHue MNOACUCTEMBbI perncrpauun codbiTUn NpuBeLEeHO
B PYCB.10015-17 95 01-1.

6.1. MNpaBuna perncrpaumm codbbITUN

Pernctpauusa cobbiTnin ocyLecTBnsieTca B COOTBETCTBMM C NpaBunamu ayguTa, npasuna
Aenatcsa Ha ABa Tuna:

1) BpemMeHHble — OEeWCTBYHT A0 nepesarpy3km cucTeMbl. Takve npaBuna 3agaroTcs
NOCPEeACTBOM UHCTpyMeHTa auditctl;

2) NOCTOsIHHblE — OENCTBYIOT Bcerga, faXe nocre nepesarpy3kM CUCTeEMbl. Takue
npasuna 3agalTcs B (pannax ¢opmata *.rules, pacnonaralolmxca B KaTanore
/etc/audit/rules.d/.

MogpobHoe onucaHve npaBun ayamTa, a Takke CUHTaKCUC UCNOMb30BaHUSA UHCTPYMEHTa

auditctl npmBeadeHbl B CNpPaBoOYHOM CTpaHuMue man auditctl.

Mpumepsbl:

1. 3anucbiBaTb BCe CUCTEMHbIE BbI30BbI OT npoLecca ¢ ugeHtudgukatopom (PID) 1005
auditctl -a exit,always -S all -F pid=1005

2. 3anucbiBaTb BCe (hansibl, OTKpbITbIE MOb3oBaTeneM ¢ naeHTugukaTtopom auid 510

auditctl -a exit,always -S open -F auid=510
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Mpu goGaBneHnn NOCTOSIHHLIX NpaBun ayauta B dpannax Ucrnonb3yeTcs CUHTaKCUC UH-

CTPyMeHTa auditctl 6e3 ykaszaHus UMEHU MHCTPYMEHTA.

Mpumep
3anncbiBaTb BCe CUCTEMHbIE BbI30BbI OT npouecca ¢ naeHtudukatopom (PID) 1005

-a exit,always -S all -F pid=1005

MpaBuna, Heobxoaumble Ana paboTbl BCTPOEHHOro ayauTa, 3adaHbl B aune
/etc/audit/rules.d/10-parsec.rules:
- ayauT npoueccoB (OaHHoe npaBurio Heobxoammo Ana paboTbl yTUNMT useraud U
psaud):
-a always,exit -F subj_type=psaud -S all -k parsec-p
rie -a always, exit — 3anucbiBaTb COBbITUSA B XypHan, 4o6aBuTb NpaBuio B CIUCOK
exit (cobbITnsa, NpoucxoasLume nNpu BbIXoge N3 CUCTEMHOIO BbI30BA);
-F subj_type=psaud — obpabaTbiBaTb NpaBuna, 3agaHHble yTunntamm
useraud U psaud;
-S all — nepexBaTbiBaTb COOLITUA NPU NOObLIX CUCTEMHbBIX BbI30BAX;
-k parsec-p — NPUCBOUTDL KIoY PUNbTPaUUN parsec—p COBbITUSM NO JAHHOMY
npaswuny;
- ayauT dannoB (gaHHoe npaBwusio Heobxoaumo ans paboTbl KoMaHL getfaud u
setfaud):
-a always,exit -F obj type=faud -S all -k parsec-f
rpe -a always, exit — 3anucbiBaTb COObITUS B XypHan, 4o6aBuTb NpaBusio B CNMCOK
exit (cobbITna, NnponucxoadLLmne nNpu BbIXoge N3 CUCTEMHOIO BbI30BA);
-F obj_type=faud — obpabaTtbiBaTb NpaBuna, 3agaHHble komaHaon setfaud,
-S all — nepexBaTbiBaTb COOLITUA NPU NOOBLIX CUCTEMHbBIX BbI30BAX;
-k parsec-f — NpUCBOUTL K1Y unbTpaunm parsec—£ cobbITUAM NO JaHHOMY
npasuny.
B pononHeHue K aTMM npaBunam MOXHO 3agaBaTb COOCTBEHHbIE NpaBuna ayamTta.
[MocTosiHHbIE NpaBuna pekomeHayetcsa AobaenaTe B pann audit.rules, pacnonoxeH-
HbIK B KaTanore /etc/audit/rules.d/. [Npn xenaHmm MOXHO co3gaTtb B AaHHOM KaTarnore
HOBbIN (bann popmaTa *.rules C NPOU3BOSIbLHLIM UMEHEM U 3a4aTb B HEM HYXXHble NpaBuna.
dann audit.rules MOXHO pefakTUpOBaTb BPYYHYH WUSIM C MOMOLLbLI rpadouyeckon yTumnm-
Tbl system-config-audit (cM.[6.4). Opyrve dainbl npaBun MOXHO pefakTMpoBaTh TOMbKO

BPYUHY!IO.
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6.2. Pernctpauusa cobbiTuiM Ha OCHOBE MeTOK 6e30MacHoOCTH

B OC nopnepxumBaetcsa perncrpaumsi cCobbiTun Ha OCHOBE MeTOK 6e30nacHOCTU CyObHLEKTOB
N 00bEKTOB. [1ns1 3TOro Ucnonb3ykTcsa NapamMeTpbl subj_type M obj_type M onepaumm «=»

(paBHO) 1 «!=» (He paBHO) C HUMW.
MeTka nmeet cnegyowmn sug (npu aTom noboe 13 s3Ha4yeHUn MOXET ObITb NYCTbIM):

<YpoBeHBL>:<YpPOBEHb_LIeJIOCTHOCTHU> : <KaTeropuu>: <Tum>

Mpumep
Pernctpaumsa cobbiTuii goctyna k obbektam kaTanora cyObekramu HyrneBOro YpoBHS
KOHGMAeHUNanbHOCTH

-a always,exit -S all -F dir=/var/levell dir -F perm=rwxa -F subj_ type=0:::

6.3. XKXypHan ayauTa un XXypHan cobbiTun

Cnyxba auditd peructpupyetr cobbiTua 6e3onacHOCTM B >XypHane ayauta
/var/log/audit.

[nsa npocmMoTpa XypHana ayguTta ucnonb3yeTcs rpaduyeckas ytunuta ksystemlog
(«CMCTEMHbIN XypHan»), onMcaHne yTunuTbl NPUBEAEHO B 3NIEKTPOHHON CrnpaBkKe.

MHdopmauma o cobbituax ayguta, obpaboTaHHas nNoaCUCTEMOWM  perucrpa-
umm  cobbitun  (cm. PYCB.10015-17 95 01-1), 3anucbiBaetca B >XypHan cobbITUn
/parsec/log/astra/events.

XKypHan cobblTun /parsec/log/astra/events AOCTYNEH TOMNBbKO agMUHUCTPATOPY.
Ha dharnine xxypHana cobbiTuin yCTaHOBNEHbI aTpUBYThI, pa3peLuaroLme TonbKO OCTYN Ha YTeHne
1 Ha gobasneHne B KOHew, panna HOBbIX CTPOK.

Mpwn BkntodeHHoM MKLL dhann xypHana cobbiTun MeeT BbICOKUN YPOBEHb LIENOCTHOCTH
N NPOLIECC, KOTOPbLIA OCYLLECTBASAET perncTpaumio cobbiTin B hanne xXypHana, Takke umeet
BbICOKMI YPOBEHb LIENOCTHOCTU. Taknm obpasom, nameHeHne danna xypHana cobbITuii 4OCTYMHO
TONMbKO aIMUHUCTPATOPY Ha BbICOKOM YPOBHE LIENOCTHOCTH.

Ona npocmoTpa KypHana cobbiTMA  MCnonb3yeTca  rpaduyeckas  ytunuta
fly-event-viewer («KypHan cuUCTEMHbIX COObITUAY), ONUCaHWE YTUNUTbI NPUBEOEHO
B 9N1EKTPOHHON CnpaBke.

[denctBusa ¢ xxypHanom ayguta cnyx0bl auditd (yganeHve, nepenmMmeHoBaHue, rnepe-
MeLLeHne hanna XypHana ayauTa) permcTpupyroTcs nogcuctemMon permctpauum cobbitui m
YKa3blBalOTCS B XXypHarne coObITUNA.

[encTteus ¢ XypHanom cobbiTui (yaaneHme, nepenmeHoBaHue, nepemeLLeHne, potaums
hanna xypHana cobblTU) perncTpupyroTCa NOACUCTEMOMN percTpaumm codbITUn U YKa3blBatoTCS
NepBON 3an1Cblo B XXypHane cobbITuiA, a Takke perncTpupyroTca cnyxbom auditd v ykasbiBaloTcs

B XXypHare ayauTa.
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[ononHUTEeNbHO NOACUCTEMON perncTpaumm cobbITUA PeErMcTpUpyoTCs CobbITUS 3anucu
(M3MeHeHus 1 yaaneHus) B pann XypHana cobbiTur HeaoBepeHHbIMU npoueccamu (Bcemu

npoueccamu, Kpome syslog-ng U logrotate).
6.4. CpeacTBa ynpaBrneHus perucrpaumen cobbiTum

6.4.1. N'pachnyeckue yTunuTol

[nsa ynpaBneHuns pernctpaumen cobbiTUn MOryT NCNONb30BaTbCs cregyowme rpagude-
CKMe yTuUnuThbl (OnMcaHue yTunuT AOCTYMHO B 9NEKTPOHHOW CripaBke):

- fly-admin-smc («YnpaBneHue nonvTukon 6e3onacHoOCTN») — ynpasreHne ayauTom,

npuBMAerMaSMn U MangaTHbIMKU atpubyTamu nonb3osatenen, paboTa ¢ nonb3oBarensamu u

rpynnamu;

- system-config-audit («KoHurypauus ayamta») — BKIOYEHNE U BbIKIHOYEHNE

permcTpaumm cobbiTUi, HaACTpomka cnyObl auditd, HACTpOMKa XypHana ayauTta, a

Takke gobasneHve, yaaneHne n pegaktmpoBaHue npasun ayanTa;

- fly-admin-events («HacTporka perucrpaumm CUCTEMHbIX COBLITUY) — yTUNUTa U3

cocTaBa nogcuctemMsl permctpaummn codbitmn (cm. PYCB.10015-17 95 01-1), B KoTOpOM

OOCTYMNHO ynpasrieHe perncrpaumen cobbiTuin 3anycka n OCTaHOBKU CNyX0bl auditd,

nobaeneHnsa n yaaneHusa npaesun auditd, perucrpaums 4ENCTBUIN C XKypHaNoM ayauTta,

a Takke BO3MOXHO gobaBneHue npasun aygunta.

6.4.2. getfaud

KomaHaa getfaud cnyxuTt gnst Nofny4YeHnsa CnMcKoB NpaBun pernctpaumm cobbiTuin Hag
dannoBbiMn obbekTamu. Cneaytowme cobbiTUst AOCTYMNHbI ANs pErmcTpaumnm:

- 0, open — OTKpbITUE (hanna;

- ¢, create — co3gaHue hanna;

exec — UCrnoriHeHve ganna;

1
X

delete — yganeHue danna (B katanore);

£

- r, acl — cmeHa ACL;

1
s

chown — cMeHa BnagenbLa;

- m, mac — USMEHEHNEe METKU;

1
<

modify — UaMeHeHne danna;

- a, audit — M3MEHEHMe cnmncKka perucTpupyemMblx cobbITun anna;

- d, chmod — n3amMeHeHue npas gocTyna K anny.

MHopmaums 0 cnnckax nocblnaeTcs Ha CTaH4APTHLIN BbIBOA M MOXET SIBMATLCA BXOLHbI-
MW JaHHbIMK Ans koMaHabl setfaud, onucaHwe KoTopow npueeaeHo B [6.4.3]

CuHTaKcuc KomaHabl:

getfaud [<mapameTp> [<napameTp>...]] <@amnu u/unu_xaTajioru>
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OnucaHne napameTpoB getfaud npuseaeHo B Tabnuue [32]

Tabnuuya 32
MapameTp OnucaHue

-d, --default PaboTtaTb co cnMCKOM npaBui perncTpauumn no yMoryaHuto

-R, -—-recursive [ns nogkatanoroe peKypcrBHO

-L, --logical CnepoBaTb N0 CUMBOMMNYECKUM CCbIFIKaM

-P, -—physical He cnepoBaTb MO CMMBOMIMYECKUM CCbInNKam
BbiBoauTb MHdopMaumio o donarax permctpauum cobbiTu B LLMdpoBom

n ——numeric o ¢popmal P p pau umndp
cdopme

-1, --long BbiBOOMTL dhnarm perncrpauumn cobbiTui B ANNHHOW hopme

-p, ——absolute-names | ADCONIOTHbIE MMEHA

-c, ——omit-header He nokasbiBaTb 3arofioBok (MMs cainna)
-s, ——skip-empty MponyckaTtb thannsl ¢ NycTbiMu aTpnbyTamm
-h, --help BbiBecTu cnpaBky ¥ BbINTU

-v, --version BbiBeCTM MHpopmaLnio o BEpCUN U BbITU

OnuncaHne KkomaHabl npmBegeHoO B CI'IpGBO‘-IHOI?I CTpaHuue man getfaud.

6.4.3. setfaud
KomaHaa setfaud ycTaHaBnuBaeT Ha gannbl CIUCKN NpaBui pernctpaumm coobITUN.
lMpaBuna 3agatoTca UNn B KOMaHOHOW CTpoKe (napameTpbl —s, —m), Unn B dparnax (napameTpbl
-S, -M, -B). [pun atom dhannbl MOryT ObiTb ChOpMMPOBaHbLI C MOMOLLLIO NepeHanpaBneHns BbiIBoga
KomaHabl getfaud (cm. [6.4.2)).
Tonbko agMUHUCTPATOP MOXET U3MEHSATb CMIUCKM NpaBui perncTpaumm cobbitnin y am-
NoB.
CuHTaKcuc KoMaHabl:
setfaud [<napamerp> [<mapameTp>...]] [<mopaBuna_perucrpauun>] <danmwer>
[MpaBuna peructpauuun 3agaroTca B BUAE:
[u:<momnbzoBaTens>:<fyaru_perucTpaluu> ]
[, g:<rpynmna>:<dnaru_perucrpauumn>][,o:<dmaru_perucrpauuu>], ... ,
rie <mnonb3oBaTesnb> U <rpymnna> — CUMBOSIMYECKNE UMW YUCTIEHHblE UAEHTUdUKATOpbI
nonb3oBaTens u rpynnol;
u: — npaBuIIo ANA Nonb3oBaTens,;
g: — NpaBuno Ans rpynrsol;
0: — MpaBumo ANnd ocTarnbHbIX Nofb3oBaTenen (4ns KOTOPbIX NpaBuna He 3aJaHbl SBHO).
dnaru pernctpaumn 3agaroTcs B Buae:

<$maru_ycnemuHux_onepauun>|[ [ :<pjmaru_HeyCNEemHHX onepauun>], ...]
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Mpwn aTom chnarm onepaunin MoryT UMeTb BUA;:

1) <+|-><umsi_perucTpUpyeMoro_CoOHTUus>, . . .

Mpumep

Pernctpaums ycnelwwHoro cobbITns BbINOMHEHNS hanna:
+exec

Perncrtpaums HeycnewHoro cobbiTns oTKpbITUA doanna:

-open
2) [+]|-]1<uucno>

3) <CcoxpameHHOE_ HMs_PEerucCTpPUPYEMOro_coburus>, .. .

Mpumep
Pernctpaums ycnewHbix CoObITUI OTKPLITUA U yaaneHus danna:

ou

Mpumep
AyanT Bcex onepaunin (Kpome M3MeHeHNs hainna) — Kak yCnewHbIX, Tak U He YCneLlHbIX

— ¢ charinom filename>, NPON3BEAEHHLIX NONb30BaTENSAMM, ANS KOTOPbIX NPaBuna He 3a4aHbl

ABHO:

setfaud -m o:oxudnarmc:oxudnarmc filename

OnucaHne napameTpoB setfaud npuseaeHo B Tabnuue [33]

Tabnunuya 33
MapameTp OnucaHune
-s, -—set YCTaHOBUTb CMMCOK PErmcTpupyemMbiX COObITUA N3 KOMaHOHOW CTPOKM
-b, ——remove YoanuTb BCe 3MIeMeHTbI CNncKa permcTpupyemMbix cobbiTui
-m, ——modify N3meHnTb nn fobaBuTb aNemMeHThbl Crncka U3 KoMaH4HOM CTPOKM
-d, -—default PaboTtaTb CO CMMCKOM pernctpupyemMbixX COBbITUIA NO YMONMYaHMIo
-5, —-set-file YCTaHOBUTb CMUCOK perncTpmpyembix cobblitun 13 danna
-X, ——remove-all YaanuTb BCe CNUCKN PErMCTPUPYEMBIX COObITUI
M —-modify-file g:;i:mb unn 0obaBnTb SNEMEHTbI CMIUCKA PErMCTPUPYEMBIX COObITUI 13
-B, —-restore BoccTtaHoBUTL aTpubyThl U3 dhanna
-R, -—recursive [nsa nogkatanora pekypcuBHO
-1, --logical CnepoBaTb N0 CUMBOMNYECKMM CCbIFIKaM
-P, —-physical He cnepoBaTb MO CMMBONMUYECKUM CCbINKam
-h, --help BbiBeCTM cnpaBKy U BbIATH
-v, --version BbiBECTM MH(pOPpMaLNIO O BEPCUN U BbIATH
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Cnuncok perncTpmpyembix CoBbITUIA, a Takke onMcaHne KoMaHabl, NPUBEAEHO B CNpaBoY-

HOW CTpaHuue man setfaud.

6.4.4. useraud
KomaHaa useraud No3BONSET NpocMaTpmBaTh U M3MEHATb NpaBuna pernctpaunm cobbi-
TU OnNs norib3oBaTenen.
CunHTakcmc KomaHabl:
useraud [<nmapameTp> [<napameTp>...]] [uMaA_nomnb3oBaTend(rpynmne) ] [dnaru_ perucrpaluu
®dnarn pernctpauum 3agatoTcs B Buge:
<$maru_ycnemuHux_onepauun>|[ [ :<pmaru_HeyCNemHHX onepauun>], ...]
Mpn aTtom chnarn onepaumin MOryT UMeTb BUA:

1) <+|-><umMs_perucTpupyeMoro_CobuTus>, ...

Mpumep

Pernctpaums ycnelwwHoro cobbiTnsa BeiNONHEHUs dhanna:
+exec

Pernctpaums HeycnewHoro cobbliTus OTKpbITUA dhanna:

-open
2) <CcoKXpameHHOE HUMs_PerucCTpUpPYyeMOoro_coburus>, . . .

Mpumep
Pernctpaums ycnewHbix coObITUI OTKPLITUA U yaaneHus danna:

ou

OnuncaHne napameTpoB useraud npuseaeHo B Tabnuue [34]

Taobnuuya 34
MapameTp OnucaHune
-d, -—delete C6pocuTb NpaBunia perucrTpaunm coobiTun
-n, ——numeric BbiBecTun hnaru B WwectHaguatepuydHom popmate
-1, --long OnuHHbIM popmaTt BbiBOAA ¢hraros
-g, ——group Ana rpynnbl (N0 yMonyaHuio — AN Nonb3oBaTens)
-0, -—other Ans octanbHbIX (Ntobon nonb3osBaTerb)
-m, -—modify N3mMeHuTb cylecTByloLee npaBuno
-h, --help BbiBeCcTM cnpaBKy v BbIATU
-v, --version | BbIBECTU MHGOPMALNIO O BEPCUM U BBINTH

OnuncaHne KOMaHAbl U CMUCOK PErMcTpupyemblx COObITUA NpuBEdEHbI B CMPaBOYHOM

CTpaHuue man useraud.
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6.4.5. psaud

I'IpaBMna perncrtpaumnmn coObITUN HacneagyrTcd nopoXaeHHbIMU rnpoueccamu. KomaHga

Tonbko agMUHUCTPATOP MOXET yCTaHaBNMBaTb U CYUTLIBATL NpaBuia perncTpaumm cobbl-

TU ayauTa nNpoLeccos.

CunHTakcmc KomaHabl:

psaud [<nmapameTp> [<napameTp>...]] [<dnaru_perucrpauuun> ]

yKasaHHble donarn perncrtpaumm codbiTuin Ha npouecc. Ecnu dpnarn pernctpauum cobbiTui He

YKa3aHbl, TO KOMaHOa BbIMNMOJIHAET NX CHUTbIBAHME C npoLecca, 3agaHHOro napamMmeTpom (I/ILl,eHTVI-

Ecnu napameTtp <¢naru_perucTpaiuu> NPUCYTCTBYET, TO KOMaHAa ycTaHaBnMBaeT

doukaTop npouecca).

dnaru perncrtpaunm 3agaroTcAa B BUae:

<$maru_ycnemuux_omnepauun>|[ [ :<pmaru_HeyCNEmHHX olepanun>],

Mpw aTOM hnarn onepaumin MoryT UMeTb BUA:

1) <+|-><umMsa_perucTpupyeMoro_CobHTus>, ...

Mpumep

Pernctpaums ycnelwHoro cobbITna BbINOMHEHNSA hanna:
+exec

Pernctpaums HeycnewHoro cobbliTns OTKpbITUA doarnna:

-open
2) <coKXpalleHHOE HMsl_PEerucTpUpPyeMoro_coburus>, .. .

Mpumep
Perncrtpaums ycnewHbix coObITUI OTKPLITUA U yaaneHus danna:

ou

OnuvcaHve napameTpoB psaud npvBeaeHo B Tabnuue [35]

Tabnwuuya 35
MapameTp Onwucaxve
-d, --delete CHATb BCe npaBuna perncrpauumn cobbiTni ¢ npouecca
-n, —-numeric | BblBOgUTb MHpOPMaLMIO O NpaBunax pernctpaumm cobbiTUin B YNCIIEHHOM BUAE
-1, --long BbiBOOUTBL MHpOpMaLMo 0 NpaBunax pernctpaumm cobbiTuii B ANIMHHON dhopme
-h, --help BbiBeCcTy cnpaBky v BbIATH
--version BbiBecTu nHopmaunio o Bepcun 1 BbITU

Cnncok cobbITUI MOXXHO MPOCMOTPETb Ha CTpaHuLLE NOMOLLM KOMaHabl psaud -h.

OnuncaHve KkomaHabl NPUBEOEHO B CNPaBOYHON CTpaHuLUe man psaud.




6.4.6. ausearch

113
PYCB.10015-17 97 01-1

KomaHaa ausearch npegHasHadeHa ansi npocmoTpa halnoB XypHana perucrpauumn

cobbITHI A0pa, a Takke cobbITMI Nonb3oBaTens.

CuHTaKcuc komaHAapbl:

ausearch [<napameTp> [<napameTp>...]]

OnuvcaHne napameTpoB ausearch npueefeHo B Tabnuue [36]

Taobnuuya 36

MapameTp

OnucaHue

-a, ——event

MNMownck cobbITUN c 3aJaHHbIM naeHTndmkaTopom co0ObI-
7S, Coo0LeHund 06bI4HO Ha4ynHarTcs c 3anmciu BMAa
msg=audit(1116360555.329:2401771). WpeHTndukatop cobbl-
™M — 4ucno nocne «:». Bce cobbiTvs ayguTa, CBsi3aHHble C OAHUM
CUCTEMHbBIM BbI3OBOM, MMEKOT OAMHAKOBbLIA naeHTudmnKaTop

-c, ——comm MckaTb cobbiTus ¢ 3agaHHbIM MMEHEM MCMOMHSAEMOro danna 3agadn
deb BbiBECTM MHOPpMALIMIO O HEKOPPEKTHLIX COOLITUSIX, HE MOMNaBLUNX B CTaH-
- u o
g OapTHbIN BbIBOA OLUMOOK
o oxit WNckaTb cobbiTva No 3agaHHOMY Kofdy 3aBepLUEHUS CUCTEMHOIO BbI30Ba Un
p— , P Xl -
Koay nocrneaHen owmnoku
-f, --file MckaTtb cobbiTus ¢ 3agaHHbIM nmeHeM darna

-ga, -—gid-all

MckaTb cobbiTva ¢ 3agaHHbIM 3 EKTUBHLIM MNKN 00bIYHBIM NOEHTUdMKaTO-
pOM rpynnbl

-ge,
--gid-effective

MckaTb cobbiTus ¢ 3agaHHbIM 3PPEKTUBHBIM NOEHTUAMKATOPOM rpynmnbl
UM UMeHeM rpynnbl

MckaTb cobbITns ¢ 3agaHHbIM M[J,eHTI/I(bI/IKaTOpOM rpynnbl Unn MUMeHewm rpyn-

-gi, -—gid
g g Mbl
-h, --help BbiBecTu cnpasky
hn. —-host NckaTb cobbiTUS ¢ 3adaHHbIM UMeHeEM y3na. MMsa yana MoxeT ObiTb UMeHeM

y3na, nofiHbiIM JOMEHHbLIM UMEHEM UInn ceTeBbiM apecomMm

-i, -—interpret

TpaHcnnpoBaTb YMCHOBLIE 3HAYEHUA B TeKcToBble. Hanpumep, ngeHTuguka-
TOp nonb3oBaTens byaer TpaHCNMPOBaH B MMS Nonb3oBaTens. TpaHcnauus
BbINOSTHAETCHA C UCMONb30BaHMEM [aHHbIX C TOW MalUWHbLI, rae 3anyLueH
ausearch

Mcnonb3oBaTb ykasaHHbIN (aiin unm katanor BMecTO XypHana ayauta.

-if, --input MoxeT ObITb NOME3HO MpU aHanuae XypHana ayauTa ¢ ApYroln MallmHbl Unu
npuv aHann3e 4YacTU4YHO COXpPaHEHHOro XypHana
Mcnonb3oBaTb pacnonoXeHne (anna KypHana, ykasaHHoe B

--input-logs auditd.conf, B KayecTBe BXOOHbIX AaHHbIX AN noucka. OTo HeoO-
XOAMMO MpU UCNorb30BaHUM ausearch B 3agaye cron

--just-one MckaTb 0o nepBoro coenageHus

-k, -—key

MckaTb cobbITUS ¢ 3a4aHHbIM KNKOYEBbLIM ClIOBOM
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lNpodomxkeHue mabnuubsl 36

MapameTp

OnucaHne

-1, --line-buffered

OuncTuTh BbIBOA KaXKaon cTpokn. MoxeT GbiTb NoNesHo, korga ctaHgapT-
HbllA BbIBOA KOHBEMEPHO NepeHanpasrisieTcsl U UCNosib3oBaHWe cTpaTermm
6ydepusaunm GroKOB MO yMONYaHUIO HexenaTeslbHO

—Im, ——message

NckaTb cobbiTUsi ¢ 3agaHHbIM TUNOM. BO3MOXHO yKka3aTb CMMCOK 3HAYEHWU,
pasfeneHHbIX 3ansTbiMU. [1nis nony4YeHns Bcex COOGLLEHMI CUCTEMbI ayanTa
ykasaTb Tvn ALL. Ecnu ykasaTb AaHHbIA napameTp 6e3 3HayeHus, byaet
BbIBEAEH CMUCOK AOMYCTUMBIX TUMOB. TWMN COOBLLEHNSI MOXET OblTb CTPOKOM
UK Yncnom

-n, -—--node

BbiBecTn cobbiTus ¢ yKa3aHHOI7I MalLWHbI. BO3MOXHO YKa3aTb HECKOJIbKO
MalLVH, TOraa BbIBOAATCA COObITUA ANS KaXKaon n3 YKa3aHHbIX MallnH

-0, ——object

WNckaTb cobblTnS ¢ 3aA4aHHbIM KOHTEKCTOM (06HbeKTOM)

-p, -—pid MckaTb cobbiTvsa ¢ 3agaHHbIM MaeHTUMKaTOpoOM npoLecca
-pp, --ppid MckaTtb cobbITust ¢ 3agaHHbIM MOEHTMAUKATOPOM poaUTENBLCKOro npolecca
r raw HeobpaboTaHHbIN BbiBOA,. Mcrnonb3yeTcs ona M3BMeYeHus 3anucen ans

JanbHenwero aHanusa

-sc, ——-syscall

MckaTb cobbiTuSA ¢ 3agaHHbIM CUCTEMHbIM BbI30OBOM. MOXHO yKkasaTb ero
Homep unu ums. Ecnu ykasaHo nvs, oHo Oyoet NpoBEpPEHO Ha MaluvHe, rae
3anyulieH ausearch

-se, ——context

MckaTb cobbITUS C 3agaHHbIM KOHTEKCTOM (scontext/subject wunu
tcontext/object)

-su, --subject

WNckaTb cobbITuA ¢ 3aAaHHbIM KOHTEKCTOM scontext (subject)

-8V, ——success

WNckaTtb cobblTusA ¢ 3agaHHbIM (riaromM yCneLwHoro BbinonHeHus. JonycTtu-
Mble 3Ha4YeHUs: yes (YCNELLHO) N no (HEYCNEeLUHO)

-te, ——end

NckaTb cobbITns, KOTOpble NPOM3OLUNN B YKa3aHHOE BpeMs UNn paHbLUe.
dopmart gatbl U1 BpeMeHU 3aBUCUT OT pernoHanbHbIX HacTpoek. Ecnu gata
He yKasaHa, TO nogpasymeBaeTcs Tekylwmi geHb (today). Ecnn He yka-
3aHO BpeMm4, To nogpasymMeBaeTcs TekyLMin MOMeHT (now). McnonbayeTcs
24-yacoBas HoTaumsi BpemeHu. Hanpumep, gata MOXeT ObiTb 3adaHa kak
10/24/2005,aBpemss — 18:00:00

-ts, -—-start

NckaTb cobbiTusl, KOTOpble MPOM3OLUNN B YKa3aHHOE BPEMsi UIM MO3XKe.
dopmat aatbl U BpEMEHM 3aBUCUT OT pernoHarnbHblX HacTpoek. Ecnn gata
He yKasaHa, TO nogpasymeBaeTcs Tekylun AaeHb (today). Ecnn He yka-
3aHO BpeMms, TO nogpasymeBaeTcs norHoyvb (midnight). Ncnonb3yetcs
24-yacoBas HoTaumsi BpeMeHu. Hanpumep, gata MOXeT ObiTb 3ag4aHa Kak
10/24/2005, aBpema — 18:00:00

—-tm, ——terminal

NckaTb cobbiTus ¢ 3agaHHbIM TepMnHanom. Hekotopble AEMOHbI (Hanpuvep,
cron M atd) UCMOMNb3YOT MMSI AEMOHA Kak MMsi TepMUHana

-ua, —-—uid-all

NckaTb cobbiTusl, y KOTOpbIX MaeHTUdmnkaTop nonb3osatensi, addpeKkTnB-
HbIN ngeHTUdUKaTop Nonb3oBaTensd unn loginuid (auid) coBnagaroT ¢
3a4aHHbIM MAEHTUMKATOPOM Nonb3oBaTens

-ue,
——uid-effective

NckaTb cobbITus ¢ 3agaHHbIM 3P EKTUBHBIM NAEHTU(DUKATOPOM NONb30Ba-
Tens

-ui, —-uid

WNckaTb cobbiTuA ¢ 3agaHHbIM MOeHTUMKATOPOM Nornb3oBaTens
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OkoH4yaHue mabnuubl 36

MNapameTp OnucaHune

MckaTb cobbITMS ¢ 3aaaHHbIM M,D,eHTMd)VIKaTopOM nons3oearens. Bce npo-

-ul, --loginuid .
rpaMmbl, KOTOpPbl€ ero UCnomnb3yroT, AOJTKHbI NCMONb30BaThb pam_loginuid

-uu, —-uuid VckaTb cobbITUSA ¢ 3agaHHbIM uuid

-v, ——verbose [Moka3aTb BEpPCUIO U BLINTU

CoBnageHue ¢ nonHbIM crioBoM. NogaepxunBaeTca ang umenun darna, nme-

-vm, ——vm-name
HU y3na, TepMuHarna u KOHTeKcTa

lMownck no 3agaHHOM CTPOKE C NMOfHbIM coBnageHueMm. lNogaepxmeaerca Ans

-w, ——word .
NMEHU q)avma, MMEHW y3na, TepMnHana n KOHTeKCTa

-x, ——executable MckaTb cobbiTna ¢ 3agaHHbIM MMEHEM MUCMONHAEMOM nporpamMmmbl

OnuncaHne KkomaHabl npmBegeHoO B cnpaBquoﬁ CTpaHuUe man ausearch.

Mpumepbl:

1. OTo6pa3nTb cobbITUA NPOLECCOB M Nonb3oBaTenemn

ausearch -i -ts "11:35:35" -te "11:36:00" -k parsec-p

2. Peructpaumsa cobbitui ¢ hannamm

ausearch -i -ts "11:35:35" -te "11:36:00" -k parsec-£f

3. lNMpoTokonupoBaHne cobbITUI, CBA3AHHbLIX C MaHAATHbIM YNpaBneHMeM SOCTYNOM U
ayanTom

ausearch -i -ts "11:35:35" -te "11:36:00" -m avc

4. lNMpoTokonupoBaHMe coObITUIA, NPUXOZALLNX OT NONb30BaTeENs

ausearch -i -ts "11:35:35" -te "11:36:00" -m user_avc

6.4.7. lononHuTenbHbIe NapamMmeTpbl perucTpayum coobITUn

D,J'IFI TeCTUNpoOBaHUA OC Ha HoBbIX annapartHbIX KOH(*)VIpraLl,VIFIX MOXHO OTKJTHO4UTb perun-
cTpauunto Ha6opa CUCTEMHbIX BbI3OBOB OAHNM U3 CrieayroLwmnx cnoco0oB:

1) OTKITIO4HEeHne perncrtpaunmnn CUCTEMHbIX BbI3OBOB, HE UCMOJb3yeMbIX ONA MaHOAaTHOro

ynpaslieHnA AOCTYMNOM. ,D,.I'IFI 9TOro H606X0):|,I/IMO BbIMOJTHUTb KOMaHAY:

echo 1 > /parsecfs/disable-non-mac-audit

Ecnu BbiBOA KOMaHAb!:

cat /parsecfs/disable-non-mac-audit

paBeH 1, TO permcTtpauma CMCTEMHbIX BblI3OBOB, HE UCMOJb3yeMbIX A4 MaHOaTHOIo

yrnpasJieHnd OCTYMNOM, OTKITHOHYEHA,

2) OTKNMKO4YEeHUEe perncTpaumnm BCeEX CUCTEMHbLIX BbI3OBOB. ,D,J'IFI 3TOro HeO6XO,EI,VIMO BbIMNOn-

HUTb KOMaHOY:

echo 1 > /parsecfs/disable-all-audit

Ecnun BbIBOA, KOMaHAb!:

cat /parsecfs/disable-all-audit
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paBeH 1, TO perncrpaums BCex CUCTEMHbIX BbI30BOB OTKITHOHMEHa;

3) OTKMYEeHUe perncTpauum 3anpeToB 4ocTyna (Ha OCHOBE MaHAAaTHOro yrnpasieHUs
OOCTYNOM):

echo 1 > /parsecfs/disable-denied-audit

Ecnun BbIBOg KOMaHAbI:

cat /parsecfs/disable-denied-audit

paBeH 1, TO perMctpaumsi 3anpeToB AOCTYyNa OTKYeHa.
6.5. Peructpaumsa co6bitun B CYBl PostgreSQL

6.5.1. Pexxnmbl permctpaumm coobiTumn

B CYB[ PostgreSQL ana HacTpouku pexuma perucrpauum cobbiTUn MCNonb3yeTcs
KOHUrypaumnoHHbIM napamMeTp ac_audit_mode panna postgresqgl.conf. OTOT NnapameTp
MOXET ObITb M3BMEHEH TONbKO Nepe3anyckoM cepBepa. lNapameTp MOXeT NnpuHMMaTh cneayoLime
3HaYeHus:

- internal — ANsa HACTPOWMKM permctpaumm cobbiTMN UCNOMb3YIOTCA COOTBETCTBYOLLMNE

komaHabl SQL, a HacTporkn xpaHaTca B Tabnvue pg_db_role_settings;

- external — ANS HACTPOWMKU pernctpaumm cobbiTUin MCNOoNb3yeTcsl BHELWHUN hann

pg_audit.conf;

- external, internal — CMeLlaHHbIN pexum. HacTponku peructpaumm cobbitui 6e-

pyTCsl CHayana u3 BHelwHero danna pg_audit.conf, nocne 4Yero JONOSHAKTCA Ha-

cTporkamu n3 Tabnumubl pg_db_role settings;

- internal, external — CMeLWaHHbIN pexum. HacTponku pernctpaumm cobbituim be-

pyTCsl CHayana u3 Tabnuubl pg_db_role_settings, Nocne 4ero AOMNOMHATCA Ha-

CTpoMKamu 13 BHelwHero panna pg_audit.conf;

- none — perncTpaums cobbITUn OTKMYEHa.

6.5.2. HacTponka macku peructpayum coobITUMN

B CYB[ PostgreSQL Bepcun 11 macka peructpaumm cobbiTun ycTaHaBnMBaeTCcH B Npo-
Lecce aBTopmM3auumn Nonb3oBaTens COrnacHo BbIGpaHHOMY pexumMy perncrpaumm cobbiTuin u
HaxoguTca B aTpubyTe ceccumn ac_session_audit.

Mpu 3TOM peanv3oBaH crieayrLLmMin NopsAoK NPUMEHEHNSI HACTPOEK perncTpaumm cobbl-

1) HacTPOMKM ONA KOHKPETHOM POMn U KOHKPETHOW Ba3bl AaHHbIX;
2) HaCTpPOWKM NSt KOHKPETHOW ponu;
3) HacCTpOWKM ONst KOHKPETHOWN 6a3bl AaHHbIX;

4) Ons BCex ocTanbHbIX.
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Macka pernctpauum cobbiTni nmeet Bua {YCIEX:0TKA3}, rae YCIEX — CNUCOK yCneLw-

HbIX COBbITUI, OTKA3 — CMUCOK HeycrneLwwHbIX cobbITun. OHa MOXeT ObiTb 3a4aHa C MOMOLLbLO

6yKBeHHbIX KOOoB U C NMOMOLbIO WWeCTHaauaTepnyHoro 4mcna. BbiBOg macku npomn3sognTCA B

TEKCTOBOM Buae.

B Tabnuue [37| npuBeaeHo cooTBETCTBUE MeXAY COObITUAMU, OYKBEHHBIM M LLeCTHaauaTe-

PWYHbIM 3Ha4YeHneM MacCKn permcTtpaunin COObITUN.

Tabnuua 37
CobbiTne Cumson | WecTtHaguatepuyHoe OnucaHue
3HayeHve

SUBJECT S 1 [ob6aeneHne/nameHeHne/yganeHne nonb3osare-
new v rpynn

CONFIGURATION S 2 M3meHeHne KoHurypaumm, BnusoLen Ha go-
CTYM K JaHHbIM (3anpoc Ha U3MEHEHNE 3HaYeHMs
nepeMeHHon ac_session_maclabel)

RIGHTS R 4 3anpoc Ha mogudmkaumio npae goctyna K o6b-
ektam b[j

CHECK_RIGHTS v 8 lMpoBepka npas gocTtyna

SELECT r 10 Bbibopka nHdopmaumm ns b

INSERT a 20 [o6aeneHne nHdopmaumm B 6

UPDATE w 40 N3meHeHne nHpopmaunn B b

DELETE d 80 YnaneHune nHgpopmauuun ns b

TRUNCATE D 100 Ounctka gaHHbIX

REFERENCES X 400 3agaHne ctonbua Tabnuubl B Ka4ecTBe BHeLU-
Hero knoya

TRIGGER t 800 Ho6aBneHuve Tpurrepa k Tabnuue

EXECUTE X 1000 3anyck xpaHumown npoueaypbl Unu Tpurrepa

USAGE U 2000 Mcnonb3oBaHne obbekta b

CREATE C 10000 CosnaHue obbekToB B B/1

CREATE TEMP T 20000 Co3naHue BpeMeHHOro oobekTa

DROP E 40000 YnaneHne o6bekToB B

ALTER M 80000 MN3meHeHne obbekTa B[]

CONNECT c 40000000 3anpoc Ha Ha4arno ceccun

DISCONNECT e 80000000 3anpoc Ha OKOH4YaHue ceccum

3apes3epBUPOBaHHbIN | * COOF3DFF MonHast macka pernctpaumm cobbiTui

CYMBON

3ape3epBNpOBaHHbIN | O 0 Pernctpaunsa cobbiTnin oTKNoYeHa

CUMBOIJ1
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ATpuBYT ceccum ac_session_audit MOXET OblTb U3MEHEH TONBbKO agMUHUCTPATOPOM
C NMOMOLLIbIO KOMaHAb! SET:
SET ac_session_audit TO ’'HoBOe_3HaueHue'’;
N NMPOCMOTPEH C NOMOLLIbIO KOMaHAbI:
SHOW ac_session_audit;

ﬂ,J'IFI MPOCMOTpPa MacCKn ceCCum UCnoJib3yeTcd crieayrowlad KomaHaa:
SELECT session_audit;

ﬂ,J'IFI npocMoTpa TeKyLLl,eIZ MaCKM UCMNOJNb3YyETCA crnefyrulad KoMmaHaa:
SELECT current_audit;

[nsa KoHBepTauMM Macku permctTpupyembix COObITUIN M3 TEKCTOBOrO (GYKBEHHOrO) B LLUECT-
HaguaTepuyHoe 3Ha4YeHMe U U3 LWeCTHaaLaTepPMYHOro B TekctoBoe (OyKBEHHOE) NCMONb3YHTCS
SQL-pyHKUMM text_ to_auditmask (TEXT) M auditmask_to_text (TEXT) COOTBETCTBEH-

HO.

Mpumep
SELECT text to auditmask(’ {ace:ce}’);
text to auditmask
{0xC0000020:0xC0000000}

(1 crTpoxka)

SELECT auditmask to text(’ {0xC0000020:0xC0000000}");
auditmask_ to_ text
{ace:ce}

(1 crTpoxka)

6.5.3. HasHayeHMe cnUCKOB perncTpaumm coobITM B pexxume internal

[ns HasHayeHuss Mackm cobbITUN B pexmme internal WCNONb3yeTca KOMaHOa
ALTER ROLE:
ALTER ROLE { ALL | uma_pomnu } [ IN DATABASE uma_6a3w_pgaHHux | SET
ac_session_audit TO HOBOe_3HAUEHUE;
ﬂ,]’lﬂ yoaneHuma cnncka perncrpaunmn coObITUM UCMOoNb3yeTCcAa crneayruiad KomaHaa.:
ALTER ROLE { ALL | uma_pomnu } [ IN DATABASE wuma_6a3u_paHHHxX | RESET
ac_session_audit;

Mpn mMogudmkaumm Mackm nNpouUCXoaUT aBToMatTuyeckoe OO6HoBreHne aTpubyTta

ac_session_audit.
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MpunmeyaHwue. [Ina BbINONHEHUS NPUBEAEHHBIX KOMaHA TpebyloTcsa npaBa agMUHK-
cTparopa.

M pnmMmevyaHume. |_|pl/l MHULUManmnM3aunmn Knacrtepa 0as3 O3aHHbIX aBTOMAaTn4yeCckun ﬂOGaBJ'IFI-
I0TCA creqyrolune npasuna:
ALTER ROLE postgres SET ac_session_audit TO ' {SsRawdCTEMce:cel}’;
ALTER ROLE ALL SET ac_session audit TO ’ {SsRDxCTEMce:SsRVrawdDxtXUCTEMcel}’ ;

6.5.4. HasaHayeHMe CNUCKOB perncTpaumm coobITM B pexxume external
[nsa HazHayeHnst Mackn CobbITUI B peXXnuMe external UCNOMNb3YETCA KOHPUIYPALMOHHbIN
dann pg_audit.conf KOHKPETHOrO KracTtepa AaHHbIX, KOTOpbI MMEEeT cneayLwmn dopmar:

success events mask = 3uHauenwme failure events mask 3HAUeHHue user =

vMsl_nonb3oBaTensa database = umsa_ 6a3H_OaHHEX

success events mask

3HaueHue failure events mask 3HAUeHHue user =

HMsA_I10JIb30BaTEIIA

3HaueHue failure events mask

success events mask 3HAUEeHHEe

Mpumep

®ann pg_audit.conf

- ayauTt gencteun agMunHuctpartopa CYb[:

success events mask = FOOE7 failure events mask = 0 user = postgres

- AnA nonb3oBaTtesia any BbINONTHATb PETNCTPaUnio TOJTIbKO HEeYCMNeLUHbIX ﬂeVICTBMVIZ
success events mask = 0 failure events mask = FFFFF user = any

- Ang BCeX oCTallbHbIX nonb3oBaTenen BbINMOMNHATb perncrpaunio Bcex HeycnewHbIX LI,GIZ-
CTBUIN 1 BCEX YCMNELUHbIX 4ENCTBUI, KpOMe A0CTyNna K AaHHbIM:

success events mask = F0707 failure events mask = FFFFF

B KOoHGMrypaumoHHOM hanne 3agatoTcs CNUCKM yenewHblx (success events mask) n
HeycnewHbIX (failure events mask) TMnoB 3anpocoB Ha JOCTYN, KOTopble ByayT perncTpnpoBaTbCs
B XypHane CYB[ un xypHane ayauta OC ansa oTaenbHbIX Nonb3oBaTesnien U no yMoSiHaHuHo.
Cnuckn TMNOB 3anpoCcoB Ha AOCTYN 3a4aloTcs B BUAE LLUECTHAALATEPUYHBIX YMCES, B KOTOPbIX
Ka)Kgomy Tuny 3anpoca COOTBETCTBYET YCTAHOBIEHHbIN (A5 perncTpupyembix 3anpocoB) Unm
COpOLLEHHbIN (4Ns He PerMcTpupyembix 3anpocoB) 6uUT. Tunbl 3aNpoOCOB 1 UX ONMCaHNE NPUBEAEHbI
B Tabnuue [38|

Tabnuuya 38
LecTHaguaTepuyHoe
Twun 3anpoca OnucaHue but Auarep
3HayeHue
obaBneHue/nsmeHeHne/yaaneHue nonb3oBa-
SUBJECT a . ya 0 1
Tenen v rpynn
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OkoH4yaHue mabnuubl 38

Tum sanpoca Onmcatiue gur | UecTHaAUaTepUoe

MN3meHeHne KoHurypauuu, Bnnaowen Ha go-
CONFIGURATION | CTyN K AaHHbIM (3anpoc Ha U3MeHeHne 3Haye- 1 2

HUA NepeMeHHON ac_session_maclabel)
RIGHTS M3meHeHne npae goctyna Kk obbektam B[] 2 4
CHECK_RIGHTS Moandukaums npae goctyna k obbektam B[] 3 8
SELECT Beibopka nHdopmaunn ns b 4 10
INSERT Ho6aeneHne nHgopmaumm B b 5 20
UPDATE U3meHeHne nHdpopmaunn B b 6 40
DELETE YnaneHne nngpopmauum ns b 7 80
TRUNCATE OuncTka gaHHbIX 8 100
REFERENCES 3:@3:;;;:0116% Tabnuubl B Ka4ecTBe BHELL- 10 400
TRIGGER HobasneHue Tpurrepa k Tabnuue 11 800
EXECUTE 3anyck xpaHuMou npoueaypsl Unu Tpurrepa 12 1000
USAGE Mcnonb3oBaHue obobekTa b[] 13 2000
CREATE CospaHue obbekToB B B/1 16 10000
CREATE_TEMP Co3gaHune BpeMeHHbIX 00bekToB B B[] 17 20000
DROP YpaneHue obbektoB B[] 18 40000
ALTER MN3ameHeHne obbekTa B[] 19 80000
CONNECT CoegunHeHne nonb3oBaTensa ¢ B/ 30 40000000
DISCONNECT PasbegumHeHune nonb3oBatens ¢ b 31 80000000

MHdopmaumsa o coegmHeHuun nosnb3oBaTenen ¢ Bl (CONNECT) 1 pasbednHEHUN C HeW
(DISCONNECT) pernctpupyeTcs Bcerga, npu ycrnoBum, YTo CIMCOK COBbITUN He yCcTaHOoBIEH B 0.
MpumeyaHune. Jllobble nameHeHns atoro darna 6yayT NPMMEHEHbI TOMBKO Npu nepe-

3anycke cepsepa.

6.5.5. HasaHayeHne cnuckoB perucTpauum cobbITUN B pexumax external,
internal u internal, external

3arpyska Macku permcrpauumn cobbiTnin B pexume external, internal AgByxaTanHas:
CHayana BbIMOMHSETCS 3arpy3ka Macku perucrpaummn cobblTuii n3 darina, nocne 4Yero AoMnosHAeTcs
HacTporkamn 3 pg_db_role_settings,ecnmBpg _db_role_ settings ecTb bonee TouHblE
HacTponku. [Ina naMeHeHns Macku permcTpaumm cobbITUn ceccnm MoryT BbITb MCMOMb30BaHbI

komaHabl u3[6.5.3]

AHanorM4yHo 1 onga pexmmMa internal, external.
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6.5.6. HazaHayeHMe cnNUCKOB perncTpaumm coobITUM B peXxXume none
B pexvnme none peructpaumsa cobbITU OTKNKOYEHa, O4HAKo, agMUHUCTPaToOp MOXET

N3MEHATb MacKy permctpauum cobbiTMin C MOMOLLBIO KOMaHA 13 (6.5.3]
6.6. CpeacTBa LleHTpanuM3oBaHHOIO ayauTa U NPOTOKONUPOBaHUS

B coctae OC BxoguT nporpammHoe cpeactBo Zabbix, obecnevnBatowiee yHKUMOHAN
AJS1 HACTPOWKK, cbopa AaHHbIX U MOHUTOPMHIA COCTOSIHUA CETU, a TaKKe XN3HECNOCOBHOCTU U
LenocTHOCTK pecypcoB ceTn. OnncaHne yCTaHOBKM M HAacTponKkmn Zabbix npuBeaeHo B JOKYMEHTe
PYCB.10015-17 95 01-1.



122
PYCB.10015-17 97 01-1

7. 130NAUNA NMPOLIECCOB

7.1. N3onauunsa npoueccoB OC

Anpo OC obecneunBaeT Ans Kaxkaoro npouecca B cucteMme co6CTBEHHOE N30NMPOBAHHOE
agpecHoe NPOCTPaHCTBO. [JaHHbIN MeEXaHM3M M30MSALMM OCHOBaH Ha CTPAHUYHOM MeXaHu3me
3alWnTbl NaMATH, a TakKe MeEXaHN3Me TPaHCnALMM BUPTyanbHOro agpeca B usnyeckui, nogaep-
XUBaeMbIn Mmogynem ynpaeneHusi namstbto. OgHn 1 Te e BUpTyanbHble agpeca (C KOoTopbiMuU
n paboTaeT npoueccop) NpeodbpasyoTca B pasHble husnyeckme ans pasHbiX agpecHbIX Mpo-
cTpaHcTB. NMpouecc He MOXET HECAHKLMOHNPOBAHHBLIM 00pa3oM NOnyyYnTb JOCTYN K MPOCTPAHCTBY
Apyroro npowecca, T. K. HENPUBUNEINMPOBaHHbIVA NOMb30BaTENBCKUI NPOLECC NIULLEH BO3MOXHOCTHU
paboTaTb C PM3MYECKON NAMATLIO HANPSAMYHO.

MexaHun3m pasgenseMon NnamsaTy sIBMsSeTCs CaHKLMOHNMPOBaHHbIM CNOCO60OM Nony4nTb
HECKOIbKNUM npoLieccamM AOCTYN K OOHOMY M TOMY e Y4acTKy NamsaTi U HAaXOO4MTCA NOA4 KOHTPOMeMm
OVCKPELMOHHbIX 1 MaHaaTHbIX [MPL.

AppecHoe NpOoCTPaHCTBO siapa 3alMLEHO OT NPAMOro BO3OeNCTBUSA NOMb30BATENbCKUX
NPOLIECCOB C MUCMOSb30BaHNEM MEXaHU3Ma CTPaHU4YHOWM 3almTbl. CTpaHuLUbl NPOCTPaHCTBa A4pa
ABMSAOTCA NPUBUIETNMPOBAHHLIMWU, N AOCTYMN K HAM N3 HENPUBUIENMPOBAHHOMO KOAA Bbi3biBaET
NCKINIOYEHME npoLlieccopa, KoTopoe obpabaTtbiBaeTcst KOPPEKTHbIM 0bpa3som sapom OC. EgnH-
CTBEHHbIM CaHKLUMOHMPOBaHHbIM cnocobom goctyna kK sapy OC n3 nonb3oBaTenbCKOM Nporpammbl
ABNSAETCA MEXaHU3M CUCTEMHbIX BbI3OBOB, KOTOPLIA rapaHTUpyeT BO3MOXHOCTb BbIMNOSIHEHUSA

nonb3oBaTeneM TONbKO CaHKLMOHNPOBAHHbLIX AENCTBUN.
7.2. N3onsauma cpeabl UICNONTHEHUSA KOHTEMHEepPOB

B OC npegycmoTpeHa BO3MOXHOCTb 3anycka KoHTenHepoB Docker Ha MOHMXEHHOM
YPOBHE LIEeNTOCTHOCTN 2. OTO NO3BONSAET AOMOMHUTENBHO N30nMpoBaTh paboTy NpoueccoB BHYTPU
KOHTENHepa OT NPoLEeCcCoB ApYyrMx KOHTENHepoB u xoctoBon OC, YTO NpefoTBpaLLaeT BO34ENCTBUE
noTeHumnanbHO BPe4OHOCHOrO Koaa, BbIMOSIHAEMOrO B KOHTEMHEPAX.

Mo ymonuaHuio oyHKUMSA 3anycka KOHTEMHEPOB Ha NOHMXeHHOM ypoBHe MKLL Bbiknto-
YyeHa. YnpaBneHue qyHKUWEN NPOU3BOAUTCHA C MOMOLLLI WMHCTPYMEHTa KOMaHOHOW CTPOKU
astra-docker-isolation, onucaHue kotoporo npmeeaeHo B([16.5.14]

Takke B OC coxpaHeH Ons COBMECTMMOCTU WHCTPYMEHT KOMaHAOW CTPOKM
docker-isolation. [1nsa BkAOYEeHUS PYHKUUN 3anycka KOHTEMHEPOB Ha MOHWXEHHOM YpPOBHE
MKL] ¢ ncnonb3oBaHnemM 3TOro UHCTPYMEHTA crieqyeT BbiNOSHUTD:
sudo /usr/share/docker.io/contrib/parsec/docker-isolation on
sudo systemctl restart containerd

sudo systemctl restart docker
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[ns BbIKNOYEHUS PYHKLUUN CneayeT BbIMOSHUTb:

sudo /usr/share/docker.io/contrib/parsec/docker-isolation off

sudo systemctl restart containerd

sudo systemctl restart docker

PaboTta c koHTerHepamn Docker ocywiecTBnsieTcs B COOTBETCTBMM C OMUCaAHWEM B

PYCB.10015-17 95 01-1.

7.3. Pabota ¢ Docker B HenpunBunermpoBaHHoOM pexumnme C HeHyJneBbIMU MeTKaMu

6e3onacHocTuU

7.3.1. MpnHUMN PYHKLMNOHUPOBaAHUSA

KoHTenHepbl Docker B HenpusunernpoBaHHoM (rootless) pexvnme (onucaHve pexunma

npueeaeHo B PYCB.10015-17 95 01-1) moryT 6bITb 3anyLieHbl OT MMeHU Noboro HenpuBMNErnpo-

BaHHOrO NoOfb30BaTens C HEHYNEeBOW MeTKOM 6e30MacHOCTU KOHTEnHepa.

MeTka 6e30nacHOCTM KOHTENHepa Bceraa 3a4aeTcsi YETbIPbMS AeCATUYHBIMU HeoTpuLa-

TeJ1lbHbIMU YNCNaMW, pa3aeneHHbIMU OBOETOHYNEM:
0:63:0:0

roe

nepBOe YNUCII0 — UepapxXn4ecknin ypoBeHb KOHOUAEHUNANbHOCTY;

BTOPOE YMCIIO — Uepapxmyeckmii ypoBeHb LEeNOCTHOCTY;

TpeTbe YNCIIO — Henepapxmyeckue Kateropun KoHpuaeHUnansHOCTu;

YeTBEPTOE UYUCIO — 3ape3epBMpPOBaHO ANs 3agaHua atpubytoB MPL ans dannosbix
00BbeKTOB, N B paboTe C KOHTEMHEpaMK He NpUMeEHsieTCA (CrneayeT BCeraa Ucnonb3oBaTtb

3Ha4yeHue 0).

[ns koHTenHepa B HENPUBUITETMPOBAHHOM PEXMME C HEHYNEBOW METKOM 6Ge3onacHoOCTH

NMPUMEHAITCA cneayrwmne orpaHM4eHnA:

1) 3anyck NpoueccoB BHYTPU KOHTENWHEpa BO3MOXEH TOMbKO C OOMHAKOBOW ANSA BCeX
npoueccoB MeTkon 6e3onacHOCTN, paBHOM MeTke 6e30nNacHOCTN KOHTenHepa (3agaeTtcsa
npwn 3anycke KoOHTenHepa);

2) B MeTke 6e30MacHOCTM KOHTENHepPa HEHYNEeBON MOXET OblTb NMOO TONLKO Knaccudu-
KaunoHHasa mMeTka, NMMbo TONMbKO MeTKa LefIOCTHOCTU (Mpy 9TOM oTpuuaTtensHas MeTka
LIENOCTHOCTU TaKXKe SIBMSAETCA HEHYNEBOW METKON);

3) ONnA CUCTEMHBIX (pansioB BHYTPU KOHTENHEpPa (MCNOSTHAEMbIX, KOH(PUIYPaLNOHHbIX U
T.4.) BCerga ucrnornb3yeTcsl HEHyNeBoW YPOBEHb LIENOCTHOCTU (Hanpumep, 0:2:0: 0 unu
0:63:0:0), N, COOTBETCTBEHHO, BCErga MCNonb3yeTcs Hynesas kKnaccugukauynoHHas
MeTKa;

4) BHYTPU KOHTENHepa, 3anyLeHHOoro B HenpusunermposaHHom pexume, APl PARSEC

He paboTaerT;
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5) ecnu BHYyTpM KOHTENHepa Heobxoamma paboTa ¢ hainamm ¢ HEHyneBow Knaccuduka-
LIMOHHOWN METKOW, TO AaHHble harnbl OSMKHbI FPYNNMPOBATLCA B CNeumanbHO CO34aHHbIX
KaTanorax:

/home/ .pdp/<umsa_nonb3oBaTensa>/<ypOoBeHb KOHPUOEHIIMATIBHOCTU> :

<uepapxUUeCKUN_YypPOBEHb_LIeJIOCTHOCTHU> : <KAaTeropuMu KOoHPUuIOeHIHanbHOCTH>: 0

Mpun atom:

a) MeTkn 6e30MacHOCTM TaKMX KaTanoroB MOryT COMEeTaTb HEHyNEeBble Knaccugukaum-
OHHbl€ METKN U HEHYNEBbIE METKM LIENOCTHOCTY;

6) npn pabote B paclumpeHHoMm pexmnme MKL (strict mode) meTkn LenocTHoCcTH
co3gaBaeMbIX BHYTPU 3TUX KaTanoroB (hannoBbiX OObEKTOB HAcneayT 3HavYeHne
METKM LIeNTOCTHOCTU pOAUTENBCKOro KaTtanora.

Ina xoctoBon OC kOHTeNHep, 3anyLeHHbIN B HENPUBUIErMPOBAHHOM PEXMME, ABMAETCS
rpynnon npoLeccos:

1) nmerowmx MeTky 6e3onacHoCcTn cybbekTa, 3anyCTUBLLETO KOHTEMHEP;

2) He nMmerLwmx NpaB agMUHUCTPaTopa;

3) paboTtatowmx ¢ Habopom hannoBbix O6HLEKTOB, PACNONOXEHHbIX B (dansioBon cucteme

KOHTEMHEpPA U MMEKLNX COBCTBEHHbIE METKM 6E30MacHOCTN.

Mpwn aTOM NpoLecchbl BHYTPU KOHTENHEpPA:

1) 3anyLleHbl OT UMEHW aaMUHUCTPATOPA;

2) UMerT HeorpaHn4eHHbI A0CTyn K ob6bekTtaMm (pannoBon cucTeMbl KOHTENHepa (3a

NCKNIOYEHMEM BO3MOXHOCTM U3MEHSATb METKM 6e30nacHOCTH).

dannosble 06bEKTHI B hansioBor cucteme KoHTenHepa (rootFS) cospatotca ¢ meTkom
©e3onacHOCTH, B KOTOPOW:

1) knaccugukaumMoHHasa MeTKa paBHa KnaccuduKkaumoHHONM MeTKe cybbekTa, 3anycTus-

LLIEro KOHTEeNHep;

2) MeTKa LenoCcTHOCTU Bceraa Hynesas.

Mpwn aTom k Npoueccam (cybbektam) BHYTPU KOHTEWHEpPA, 3anyLLeHHOro B HenpuBune-
rMMPOBaHHOM pexume, dyayT npumeHaTbes obwue npasuna MPL n MKL, xoctoBon OC. Hanpu-
Mep, NPOLIeCCbl KOHTENHEPA B HENPUBUIErMPOBAHHOM pEXMME, NMetoLLLero MeTky 6e3onacHocTm
1:0:0:0, cMOryT U3MeHATb hansibl ¢ MeTkon BGesonacHocTn 1:0:0:0, yaTaTb COAEpPXKMMOe
dannos ¢ meTkon 6esonacHoCcT™M 1:0:0:0 unm 0: 0:0: 0).

Mpouecchl (cyObekTbl), paboTatolme BHYTPU KOHTENHEPA B HENPUBUIENMPOBAHHOM pe-
XUMe, HEe MOTYT U3MEHNATb METKM BesonacHoCTu hannoBbix 06bEKTOB B hansioBon cucteme
CBOEro KOHTerHepa, T.K. AN KOHTEMHEePOB B HEMPUBUMENMPOBAHHOM PEXMME HET BO3MOXHOCTH
3anycka c npueunernamm (docker run —--privileged) W, COOTBETCTBEHHO, HET JOCTyNa K

nporpaMmmHomMy nHTepgency Parsec (Parsec API) yepes ParsecFS.



125
PYCB.10015-17 97 01-1

OnuncaHne paboTtbl ¢ koHTenmHepamu Docker B HenpmBUIIErMPOBaAHHOM pPEXUME C
HeHyneBbIMW MeTKkaMn ©6e30MacHOCTM Takke npuBefeHO B man rootless-helper-astra

man rootlessenv.

7.3.2. YnpaBneHue 3anyCcKoMm KOHTeNHepa ¢ HeHyrieBOu MeTKon 6e3onacHoOCTU
[nsa npegocTtaBneHns BOSMOXHOCTU paboTaTb C KOHTEMHEPaMN B HENPUBUENMPOBAHHOM
pexnumMme OT MMEHW NMONb3oBaTensi C HEHYNEBON METKOM 6e30nacHOCTU cneayeT 3anycTuTb ANs
3TOro nosib3oBaTens HenpuBuernpoBaHHyko cnyxby Docker ¢ ykazaHMeM COOTBETCTBYHOLLEN
MEeTKn 6e3onacHoCTW.
3anyck cnyx06bl ona paboTbl C HEHYNEBOW KNacCUUKaLNOHHON METKOWN BbIMOMHAETCS
KOMaHOOoMW:
sudo systemctl start rootless-docker@$(systemd-escape <umsa_nonb3oBaTens>(@
<meTKa_beszomacHoOCTH>)
3anyck cnyx6bl Ang paboTbl C pasnMYHbIMU KNaccuUKaLMOHHbIMWU METKaMW BbINOSTHAET-
Csl KOMaHOoMn:
sudo systemctl start rootless-docker@$(systemd-escape <ums_mnonb3oBaTessa>Q@
0:0:0:0@privsock)
npuv 3TOM MCnonb3oBaHWe doriara privsock 3anyckaeT HenpueunernpoBaHHyo cnyxoy Docker
C NpuBunernen PARSEC_CAP_PRIV_SOCK, NO3BOMAOLWEN BbINOMHATE KOMaHAbl ANs1 CETEBbIX
noakntodeHnn (Hanpumep, docker pull) UrHOPMPYSA MaHaaTHbIE orpaHn4eHns (cm. (4.7)).
[na HacTporkM aBTOMaTUYECKOro 3anycka Cnybbl nocne nepesarpy3kM MOXHO BbIMNOI-
HUTb KOMaHAay:
sudo systemctl enable rootless-docker@$(systemd-escape <ums_nonb3oBaTesss>(@
<meTka_beszomacHocTu>@privsock)
Mocne 3anycka ons nonb3oBaTenist HenpuBUnNerMpoBaHHom cnyxobl Docker BO3MOXHO
BbINonHeHne komaHg Docker OT nmMeHu faHHOro nonb3oBaTens (HanpuMmep, KonuposaHne obpasos

B MOJib3oBaTefibCKMe peno3nTopnn o6pasoB UIn 3anyck KOHTeVIHepOB).

7.3.3. KonupoBaHue o6pa3sa B peno3ntopumn nonb3oBaTens

[na 3anycka KOHTeuWHepa nonb3oBaTenieM B CECCUU C HEHYNEBOW KriaccuduKaunoH-
HOWM MEeTKOMN TpebyeTca co3aaTb NONb30BaTENbCKNN PENO3NTOPUIA C COOTBETCTBYHOLLIEN METKOW,
cogepxawmm obpassbl.

[lnsa co3gaHus nonb3oBaTenbCckux konum obpasoB Docker HeobxoamMmo:

1) akcnopTupoBaTtb 0bpas:

rootlessenv docker save -o /tmp/<ums_apxuBa>.tar <ums_obpasza>
OKCNopT pekoMeHayeTCs BbINOMHATL B Katanor /tmp/, AOCTYMNHbIM AN YTEHUS BCEM

Nnosfib30BaTeENIAM;
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2) paspelunTb YTEHNE SKCMNOPTUPOBaHHOro obpasa:

a) BCEM Nonb3oBaTensam:

chmod o+r /tmp/<umsa_apxupa>.tar

0) TONbKO yKaszaHHbIM NOSIb30BaTENSAM:

setfacl -m u:<umsa_nonb3oBaTena>:r /tmp/<umsa_apxuBa>.tar
3) nmnopTmMpoBaTb 06pa3 C NOMOLLbI MHCTPYMEHTa pdp-exec, YKa3aB B KOMaHAe UMS
Nonb30BaTenNs C Hy>XHbIMM MeTKamn 6e30nacHOCTM (NPU 3TOM OOSMKHbI OblTb 3anyLUeHbl
HenpuBunernpoBaHHble cnyx6bl Docker ona ykasaHHOro nonb3oBaTens ¢ COOTBETCTBYHO-
LWMMKM MeTkammn 6e30nacHoOCTN):
sudo pdp-exec -u <uMs_IOJNb30OBaTesnsa> -1 <MeTka_6e30omnacHoOCTH>

-- rootlessenv docker load -i /tmp/<ums_apxuBa>.tar

7.3.4. BbinonHeHMe KOMaHA M 3anyCK KOHTEMHEepPOB B HenpuBUIIErMpOBaHHOM
pexume OT UMEHU nosnb3oBaTens

KomaHabl Docker, BbinonHaeMble nonb3oBaTtenem (Mnv agMuUHUCTPaTOPOM OT MMEHWU
nonb3oBaTens) BbIMOMHATCA C MeTKOM 6e30nacHOCT ceccun nonb3oBaTtens (MNu ykasaHHOW
aAMWUHUCTPATOPOM):

1) Ang 3anycka KOHTenHepa nosb3oBaTernieM U3 CBoern ceccun (KoHTenHep byaeT 3anyLueH

n3 penosmtopmsa obpasoB Nonb3oBaTens, UMerLero MeTky 6e30nacHOCTH, paBHYH MeTKe

Ge3onacHOCTM ceccuu Nonb3oBaTens, U yHacneayet aHHYy MeTKy 6e3onacHoCTu):

rootlessenv docker run <ums_obpasza>

2) ons 3anyck agMUHUCTPaToOpPOM ODOMOYKM KOMAHOON CTPOKN KOHTENHEpa, U3 KOTOPOW

MOXHO BbIMOMNHATL KOMaHAbl Docker oT MMeHn yka3aHHOro nosib3oBaTens, BbIMOMHUTb

KoMaHAay:

sudo pdp-exec -u <uMs_MOJNb30OBaTesnsa> -1 <MeTka_6e30macHOCTH>

-— rootlessenv

3) Onsg 3anycka KOHTerHepa agMWHUCTPATOPOM OT UMEHW YKa3aHHOro norb3oBaTens

BbINOSMHUTE KOMaHAy:

sudo pdp-exec -u <uMs_IOJNb30OBaTesnsA> —1 <MeTka_ 6e30mnacHoCTH>

-- rootlessenv docker run --rm -ti <uma_ obpaza>

Monb3oBatenb (agMUHUCTPATOP) MOXET CO CTOPOHbI XocToBon OC npucBamBatb METKU
BesonacHoOCTM hannoBbiM 0ObeKkTaM B panfioBov CUCTEME KOHTeHepa (Hanpumep, 1:0:0: 0 gns
KOHJoMAeHUMarnbHbIX Nonb3oBaTeNbCKMX hannoB 1 0:2: 0: 0 4Na CUCTEMHbIX (hannoB KOHTENHepa
C BbICOKOWN LIENOCTHOCTLHO).

MecToHaxoxaeHne ¢ansioBon CUCTEMbI KOHTEeHepa Ha xoctoBon OC MOXHO y3HaTb
KOMaHOOoMW:

docker inspect <umsa_xoHTenHepa> | egrep " (Lower|Upper)Dir"
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Mpn pabote agMUHUCTPaTOpa C KOHTEMHEPOM MOMb30BaTENS AaHHAA KOMaH4a OOIKHa
BbIMOJTHATLCA OT MMEHU NONb30BaTeNA C YKa3aHUEM Hy)KHOVI MeTKN 6e30nacHOCTU:
sudo pdp-exec -u <uMsa_IoJb3oBaTesnsA> —-1 <MeTka_ 6OezonacHoCTH>

-- rootlessenv docker inspect <ums_xoHTernHepa> | egrep " (Lower|Upper)Dir"
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8. SALLUNTA NAMATU

8.1. OyucTtka namaTtu

Anpo OC rapaHTupyeT, 4TO 06bIYHbIA HEMNPUBUEMMPOBAHHbLIN NPOLIECC HE NOMYyYnT AaH-
Hble Yy>XOro npouecca, ecnm 31o 9BHO He paspelueHo NMPL. 3T1o o3HayaeT, 4To cpeactea IPC
KOHTponupytotcs ¢ nomolubto MNP, 1 npouecc He MOXET NMONy4YnUTb HEOUULLIEHHYIO NaMATb (Kak
onepaTuBHYH, Tak U OUCKOBYIO).

B OC peanunsoBaH MexaHU3M OYUCTKM OCBODOXAAeMON BHeLWHeNn namsatn. MexaHnam
MOXeT ObITb BKNtoYeH npu yctaHoBke OC nytem Bblbopa COOTBETCTBYHOLLErO nyHKTa. [locne
yctaHoBku OC BKIO4eHME MexaHu3ma ocyluectensietcs B cooteetcTBum ¢ [16.5.30]

[ononHuTernbHble BO3MOXHOCTU MO OYUCTKE OCTAaTOMHOW MHAPOpMaUUM npefocTaBns-
eT 94p0 C ycuneHHon camosawmton hardened. Habop nameHenun un onumn agpa hardened
obecneymnBaer:

- OYUCTKY ocTaTo4yHou nHdopmaumm B sgepHom cteke (STACKLEAK);

- OYUCTKY ocTaToyHOM NHpopmaumm B aaepHom kyde (PAGE_POISONING).

PeanusoBaHHbIn B OC MexaHn3M O4MCTKM 0CBOBOXKAAaeMOM BHELUHEN NaMATU o4YnLaeT
Heucnonb3yemble 6nokn ®C HenocpeaCcTBEHHO MpU X 0CBOBOXAEHUU, @ TakKe ouYnLLaeT pasaens!
cTpaHn4Horo obmeHa. PaboTta gaHHOro MexaHm3ma CHMXaeT CKOPOCTb BbINOSTHEHMS onepauni
yaaneHus u ycedeHusa pasmepa ganna.

[aHHble nobbix yaanaembix/ypesaemblx hannos B npegenax 3agaHHon ®C npensa-
PUTENbHO OYULLIAIOTCA NpeaonpeneneHHon unn ncesgocny4anHon Mackmpyrowen nocregosa-
TeNbHOCTLI0. MexaHM3Mm ABNsieTcsl HacTpamBaeMbiM 1 No3BonsieT obecneuntb paboty ®C OC
(ext2/ext3/extd/xfs) B ogHOM 13 cnegyowmx pexmmvos:

1) ouncTka ocyLLleCTBNAeTCsa nyTeM nepesanncu kaxaoro 6anta B ocBoboxgaemon

obnactn nocpeaCTBOM YETbIPEX CUrHATyp creaytowero eyuga: 11111111, 01010101,

10101010, 00000000. Ncnonb3oBaHMe pexnma BKIOYaeTCs NnapamMeTpoMm secdel B

KOHUrypaumoHHoMm dhanne /etc/fstab ans pasgena ®C, Ha kKoTopom TpebyeTca

oumwatb 6roku namaTn Nnpu nx ocsoboxaeHmn (Hanpumep, /dev/sdal). B cnucok napa-

METPOB MOHTMPOBaHUS AobaBnsieTcs napameTp secdel.

Mpumep

/dev/sdal /home ext4 acl,defaults,secdel 0 2

2) o4ncTKa OcCyllecTBnsieTcs nyteM nepesanncu kaxagoro 6anta B ocBoboxgaemon
obnacTtu nocpeacTBOM YeTbipex curHatyp cregytoulero suga: 11111111, 01010101,
10101010, 00000000. KonnyecTtBO nepesanucen onpenendercsd agMUHUCTPATOPOM.
Mcnonb3oBaHmne pexxuma BKYaeTCa yCTaHOBKOW 3Ha4YeHMs napameTpa secdel B KOH-

durypaumnoHHom aine /etc/fstab gns pasgena ®C, Ha koTopom TpebyeTcs ounaTb
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6nokn namat npu nx oceoboxaeHun (Hanpumep, /dev/sdal). [pu yctaHOBKe Yncna
nepesanncen Gonblue YeTblpex CUrHaTypbl NCMNOMb3YOTCA NOBTOPHO. Hanpumep, npu
yCTaHOBKEe 4Yucna nepesanucen, paBHOro 6, NOcCneaoBaTenbHOCTb CUrHATYp, MCMOSb-
3yeMbIX 4514 nepesanncu, umeet crneayowmi sug: 11111111, 01010101, 10101010,
00000000,11111111, 01010101. B cnncok napamMeTpoB MOHTUPOBaHNA fobaBnsieTcs

napameTp secdel=6.

Mpumep
/dev/sdal /home ext4 acl,defaults,secdel=6 0 2

3) ouncTKa OCyLecTBAAETCA NyTEM nepesannucu Kaxgoro 6arta B ocBoboxxgaemom ob-
nacTu NocpeacTBOM YeTbipex NMCeBAOCHyYamHbIX curHatyp. cnonb3oBaHue pexuma
BKItoMaeTcsa napameTpoM secdelrnd B KOHGUIypaunoHHoOM danne /etc/fstab gnga
pasgena ®C, Ha koTopoMm TpebyeTca ounwaTtb Brokn namaTu Npyu Ux ocBoboXaeHUn
(Hanpumep, /dev/sdal). B cnncok napameTpoB MOHTUPOBaHUA obaBnseTcs napameTp

secdelrnd.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd 0 2

4) o4yMCTKa OCyLLeCTBNSIETCS NOCPEeACTBOM nepesanucu kaxagoro 6anta B ocsoboxaa-
emon obnactu nocpeacTBoM MNceBaocnyyarHblx curHatyp. Konndectso nepesanucen
onpeaensieTca agMMHUCTpaTopoM. Vicnonb3oBaHMe pexxMmMa BKITHYaeTCs YCTaHOBKOW 3Ha-
YyeHust napameTpa secdelrnd B KOH(pUrypaumoHHoMm panne /etc/fstab anga pasgena
®C, Ha KoTopoM TpebyeTca oumwiatb Broknm namsaTn Npu mx ocBoboXaeHun (Hanpu-
mep, /dev/sdal). Hanpumep, npu ycTaHOBKE Yncna nepesannucen, paBHoro 6, B CIUCOK

napameTpoB MOHTUpPOBaHUsS fobaensieTcs napameTp secdelrnd=6.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd=6 0 2

BkntoyeHne mexaHu3ma o4YMCTKM BrIOKOB NamsaTy Npu UxX OCcBOOOXAEHUN B NEPBOM pe-
XNMMe MOXeT ObITb BbIMNOMHEHO C UCMONb30BaHNEM MHCTPyMeHTa astra-secdel-control,
onucanHoro B[16.5.301

YcTaHoBKa napameTpa MOHTUPOBAHUS AN OYMCTKN BrIOKOB NMaMsATh Npu X 0CBOOOX-
AEHUN MOXeT ObITb BbINOMIHEHA C UCMOSb30BaHNEM rpadmyeckon yTunutbl £ly-admin-sme,
3anyLeHHOM agMUHUCTPaTOPOM.

[nsi BKMOYEHUS1 OYUCTKM aKTUBHbIX pa3denoB cTpaHn4yHoro obmeHa Heobxoanumo ycrta-
HOBUTb B KOH(UrypaumoHHom danne /etc/parsec/swap_wiper.conf Onsg napametpa
ENABLED 3Ha4yeHue Y.
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Mpumep
ENABLED=Y

BkrtoveHne 04YMCTKM aKTMBHBIX PasgenoB CTPAHUYHOrO 06MeHa MOXeT ObiTb BbIMOMIHEHO
C UCMonb30BaHMEM MHCTPYMEeHTa astra-swapwiper-control, onucanHoro B[16.5.31]

Ans 3apaHus cnucka pasfenoB CTPaHUMYHOTO obMeHa, ANS KOTOpbIX He BbIMOSHAETCA
o4mMcTKa, MOXET ObITb NCMOMNb30BaH NapameTp IGNORE, 3Ha4eH/e KOTOPOro SABMSAETCS CMMCKOM

nepevncrieHHbIX 4epes r|p06en UrHopupyembix pasgenoB CTpaHU4YHOIo obmeHa.

Mpumep
IGNORE="/dev/sdz1l0 /dev/sdzll"

HacTponka o4ncTkn pasgenos CTpaHMYHOro obmMeHa rnpu BbIKITHOYEHUN CUCTEMbI MOXET
OblTb BbINOMIHEHA C UCMNOMb30BaHMEM rpaduyeckon yTunutbl £ly-admin-smc, 3anyLieHHOn

adMUHNCTPAaTOPOM.
8.2. CpeJJ,CTBa orpaHuyeHus npaB AoCTyna K CTpaHMuamMm namMaTu

CpencTBa orpaHMyeHna npae 4OCTyna K cTpaHuuamM namaTu peann3oBaHbl HA OCHOBE
CTaHOapTHbIX BO3MOXHOCTEN s4pa, a Takke Habopa U3MeHeHUn N 0cobbix NapameTpoB sapa
OC (hardened). BkntodeHHble napameTpbl gapa OC npenoctasnalT 3almMTy 3agadam sapa v

npoueccam nosnib3oBaTenemn npn ocTtyne K CTpaHunuam OI'IepaTMBHOIZ namMmaTun:

3arpeTt 3arnncu B obnacTtb namsaTu, NOMEYEHHY0 KaK UCMNoJTHAeMasn;

3anpeT co3aaHn4a UCnoriHAeMbIX obnacrten namaTty;

3aripeT co3gaHn4d UCrnosiHAEMOro CTeka,

paHgoMU3auunio agpecHoro NpPocTpaHcTBa npolecca.

MpenoTBpalleHre BbINOMHEHNA NPOUN3BOSILHONO Kofa obecneynBaeTcs NyTeM KOHTPONs
AOCTyna K cTpaHuuaMm NamaTtu Mo Tunam: YTeHue, 3anucb, UCMOMHEHNE UK NX KOMOMHaUuu.

MpumeHsaTCa pasnuyHble MeXaHU3Mbl 3aLlUTbl NAaMATU, KOTOPble OCHOBaHbI HA AMYIs-
uum unu annapatHon peanusaunmn NX-6uta (6uta ncnonHeHust Ha ctpaHuuax namsatn) n PCID
(Processor-Context ID — ngeHTUdmKkaTop KOHTEKCTa BbINOMHEHMS), a Takke TexHonormm ASLR
(paHooMM3aumMa pacnonoXeHnsa BUpPTYyanbHOro agpecHoro npoctpaHctea) n KASLR (paHoomusa-
Luna agpecHoro npocTtpaHcTea sagpa). MNpu Hanvyauu annapatHon nogaepxkn NX-6uta n PCID Ha
npoueccopax x86-64 npon3BoanTESNbHOCTb BbIYUCINUTESNTIbHOW CUCTEMbI HE YXYALLAETCH.

Apnpo OC nmeet apxmtekTypy, obecneymBaroLLyto HEBO3MOXHOCTb €ro NepemMeLLeHNs B
hM3nM4eCcKoM aipeCHOM NPOCTpaHCTBE, Npu aToM TexHonorna KASLR 3aget cnyyanHoe cmelleHne
HayanbHOro agpeca BbINOSIHEHUS SApa NPU Kaxaon ero 3arpyske.

TexHonorna ASLR obecnevmBaeTt criydamHbI Xapaktep (paHOOMU3aunio) CMELLEHU
CEerMeHTOB KoAa M JaHHbIX (B TOM YMCe CTeKa 1 Kydn) Npu UCMosib30BaHUN CUCTEMHOIO Bbl30Ba

oToGpaxxeHnst B NamsATb mmap () .
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apaHTusa TOro, YTO aapeca C NPOM3BONbHLIM AOCTYNOM He ByayT OgHOBPEMEHHO AOCTYM-
Hbl Ha 3aMMCb W BbINOMTHEHUE, Ppeann3yeTcsl UCNOSIb30BaHWEM BO3MOXHOCTEN CUCTEMHbIX BbI30OBOB

mmap () MWmprotect ().
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9. KOHTPOIJIb LENNIOCTHOCTHU

[na obecnevyeHns KOHTPONS LENOCTHOCTU (B T.4. KOHTpons uenoctHoctu KC3) B OC

pearnin3oBaHbl:

CpencTBO NofcHeTa KOHTPOrbHbIX CyMM hannos 1 onTudecknx anckos (9.1));

CPEeACTBO NnoAcyeTa KOHTPONbHbIX CyMM cbainnos B deb-naketax (9.2}

CpencTBO KOHTPOMNsi COOTBETCTBMA AucTpmbyTtumay (9.3);

cpeacTBa pernameHTHoro KoHTpons uenoctHocTu (9.4);

cpencrtea co3gaHus u nposepkun 3l (9.5);

cpencTBa co3aHus 3aMKHYyTon nporpammHon cpenbl (16.1)).

[ng peweHnsa 3agay KOHTPONS LEeNoCTHOCTM ucnonb3yeTtca bubnmoteka 1ibgost, B KOTO-
powvi AN BbIYUCINEHNS KOHTPOSbHBIX CYMM peann3oBaHbl YHKLUN X3LWNPOBAHNSA B COOTBETCTBUM
c TOCT P 34.11-94, TOCT P 34.11-2012 ¢ anuHon xaw-kona 256 6ut n NOCT P 34.11-2012 ¢
ANMHOM xaw-koga 512 6ut. o ymonyaHuio Ncnonb3yTcs PYHKUMM X3LWMPOBAHNSA B COOTBETCTBUM
c NOCT P 34.11-2012. Ncnonb3oBaHue yHkuun B cootsetcTBun ¢ FOCT P 34.11-94 coxpaHeHo
ANs COBMECTUMOCTW.

Bubnnoteka 1libgost ncnonb3yeTcsa B cpeacrTBax NofcveTa KOHTPOSbHbIX CyMM dhan-
NIOB U ONTUYECKUX OMUCKOB, KOHTPOMSA COOTBETCTBUSA OUCTPUBYTMBY N perfnaMeHTHOro KOHTpons

LIeNOCTHOCTU, MOAYNAX ayTeHTUUKaLUN.
9.1. CpeaAcTBO noAcueTa KOHTPOJIbHbLIX CyMM (palyioB U ONTUYECKUX OUCKOB

[na nogcyeTta KOHTPOSMbHbBIX CyMM dhansioB 1 onTudecknx anckos B coctaB OC BKIIOYEH
WHCTPYMEHT KOMaHOHOW CTPOKN gostsum. [Ing BbiBoAa MHGOpMaLMN O CUHTaKCUce gostsum
HeobXo4MMO BbINOMHUTL KOMaHAY:
gostsum -h

CWHTaKCUC UHCTPYMEHTA:
gostsum [KJIOU] ... [DAWI]

MapameTpbl MHCTPYMeHTa gostsum NpvBeaeHsl B Tabnuue [39]

Taobnuuya 39
MapameTp OnucaHue
--gost-94 YcTtaHaenumBaert, uto byaet ncnone3osaH anroput™ MOCT P 34.11-94

YcTaHaBnmBaer, 4Tto Oyget ucnonb3oBaH anroputm MOCT P 34.11-2012 ¢ pnu-
--gost-2012 HOW xaLW-koda 256 6uT (Mcnomnb3yeTcs B KadecTBe anroputmMa no yMonyaHuto,
€CNnn anropuTm He 3afaH napameTpom)

YcTtaHaenuBaer, 4to 6yget ucnonb3oeaH anroputm FOCT P 34.11-2012 ¢

--gost-2012-512 ANVHOWM X3aL-koda 512 éut

-b YcTaHaBnmBaeT pasmep 6rokoB, KOTOpbIMU ByAeT cumTbiBaTbCA hann
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OkoHyaHue mabnuub! 39

MapameTp Onuncanue
° 3apgaet vmsa pavina onsg BbIBOAA KOHTPOMNbHOW CYMMBbI (MO YMONMYaHUIO —
CTaHOapTHbIV NOTOK BbIBOAA)
q 3apgaet ums darina ycTponcTea YTEHUS ONTUYECKUX ANCKOB (dhanna ¢ obpa-
30M OMTMYECKOro Aucka) Anst nogcyeTa KOHTPObHOW CyMMbI
-t TecTupoBaHve anropnTMOB NOACHETa KOHTPOSbHbLIX CYMM
TecTupoBaHvne anropnuTMoB nogc4eTa KOHTPOSbHBIX CYMM B MHOTOMOTOYHOM
P cpege
-h [--help] lMokasaTb 3Ty CApaBKy U BbINTK

Mpumep
lMoacyeT KOHTPOSIbHOM CYMMbI ONTUYECKOro AncKa

gostsum -d /dev/cdrom

9.2. CpeacTBO noacyeTa KOHTPOSibHbIX cyMM channoB B deb-nakeTtax

[nsa nogcyeTta KOHTPONbHLIX cyMM hannoB B deb-naketax B coctaB OC BKMOYEH UH-
CTPYMEHT KOMaHAHOW CTPOKN gostsum_from_ deb. [Ing BbiBoga MHpopmMauum 0 cMHTakcuce
gostsum_from_deb He06XOOUMO BbIMOMHUTE KOMaHAY:
gostsum_from deb -h

CWHTaKCUC UHCTPYMEHTA:
gostsum_from deb [gostsum aprywmentr] [-d xaranor] [-p deb-naxker]

MapameTpbl MHCTPYMeHTa gostsum_from_deb npueeaeHs B Tabnuue 40|

Tabnwunua 40
Mapametp OnucaHue
--gost-94 YcTtaHaBnuBaert, 4to byaet ncnone3osaH anroput™ MOCT P 34.11-94
——gost-2012 YcTtaHaenuBaer, 4to 6yaet ucnonb3oBaH anroputm FOCT P 34.11-2012 ¢

AJNIMHON X3L-kKoga 256 6uT (Mo ymon4yaHuio)

YctaHaBnuBaer, 4to 6yget ucnone3oBaH anroputm FOCT P 34.11-2012 ¢

~-gost-2012-512 ASIMHOW XaL-kogda 512 6uT

gostsum arguments | APrymeHTbl YTUNUTbLI gostsum

3apaeT vmsa katanora, cogepxawero deb-nakeTbl, ans ¢annoB KOTOPbIX
BbIYUCIIAKOTCA KOHTPOMbHbIE CYMMBbI

-d kara’sor

3apaet ums deb-naketa, Ans ¢annoB KOTOPOro BbIYUCIIAKOTCA KOHTPOIbHbIE

-p deb-naxker
CYMMb
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9.3. CpeacTBO KOHTPONSA COOTBETCTBUA ANCTPUOYTUBY

CpencTBo KOHTPOIs COOTBETCTBUA ANCTpmbyTuBy,) npenoctaBnser BOZMOXHOCTb A
KOoHTpons cooteeTcTBus 06bekToB PC OC anctpmbyTtumsy. [1ns obecnevyeHnss KOHTPOssS LenocT-
HocTh o6bekToB PC OC (B T.4. C3W) B cocTtaB anctpmbyTtnea BXoAnUT pann gostsums. txt CO
CNNCKOM KOHTpornbHbIX cymm no NOCT P 34.11-2012 ¢ anuHom xaw-koga 256 6ut ansa Bcex
dannoBs, BXOOAWMX B MAKeTbl nporpamm AnctpmbyTtusa. Mcnonb3dysa rpaduyeckyro yTunuTy
fly-admin-int-check, MOXHO NPOBECTU BbIYUCIIEHNE KOHTPOSIbHbIX CyMM (hbannoB cucte-
Mbl 1 NPOBEPKY COOTBETCTBUS MOMYYEHHbIX KOHTPOSMbHbBIX CYMM (pannoB CUCTEMbI STarlOHHbIM

KOHTpONbHbIM cymmam. Bonee noapobHoe onucaHne yTunuTbl CM. B 3NEKTPOHHOM CripaBke.
9.4. CpeacTBa pernaMeHTHOro KOHTPOSs LIeNIoOCTHOCTHU

OpraHuzaums pernameHTHoro koHtponsa uenoctHoctn OC, npuknagHoro MO n C3U
obecneymBaeTca Habopom NporpaMmHbIX cpeacTB Ha ocHoBe Another File Integrity Checker, npea-
CTaBneHHoro naketom afick. B ykazaHHOM Habope peanu3oBaHa BO3MOXHOCTb Afs1 MPOBEAEHMS
nepmMoanyeckoro (C UCNorib30BaHMEM CUCTEMHOIO NSIaHNPOBLUMKA 3a4aHUN cron) BblYMUCIIEHUS
KOHTPOMbHbIX CYyMM (panfioB U COOTBETCTBYHOLLUMX UM aTpubyTOB paclUMpeHHOWN MOACUCTEMBI
6e3onacHocTn PARSEC (MaHgaTHbIX aTpmbyToB 1 aTpubyToB pacLUMpeHHOW NOACUCTEMbI NPO-
TOKONMPOBaHWUS) C NOCNEAYIOLWUM CPaBHEHNEM BbIYUCIEHHbBIX 3HAYEHU C 3TAnNoHHbLIMK. B yka-
3aHHOM Habope nporpamMMHbIX CPEACTB peanm3oBaHO UCNOoNb3oBaHME BMbnmMotekn libgost,
obecneymnBatoLlen nogcHeT KOHTPOSbHbIX cyMM B cooTBeTcTBMM ¢ TOCT P 34.11-2012 ¢ anuHon
Xaw-koaa 256 6uT.

OTanoHHble 3HAYEHUS KOHTPOSbHLIX CYMM 1 aTpubyToB dannoB xpaHatca B b[. JaHHas
Bl KOHTPOMbHLIX CYMM 1 aTpUBYTOB MOXET ObITb CO34aHa NpyM NOMOLLM KOMaHAbI:
afick -1

CospgaHHbIN B pesynbrate BbIMOMHEHUst KoManabl dpann /var/lib/afick/afick sB-
ngaetca bl popmarta ndbm. B channe cogepxutcss Habop CTPOK, B KaX0W CTPOKE yKa3aHO NUMS
darna n yepes npoben ero atpmbyTbl U curHaTypbl. Bl 3awmwaeTcs cucTemMon pasrpaHmyeHus
aoctyna.

[ns BblMUCNEHUSA KOHTPOMBbHbLIX CYMM MOTYT Ucnonb3oBatbes anroputMmbl MDS-Digest n
OCT P 34.11-2012.

HacTporka pernameHTHOro KOHTPOssi LLENOCTHOCTU BbINOMHAETCS B KOHUIypauMoHHOM
danne etc/afick.conf, B KOTOPOM yKasbiBawOTCA NyTW K dpannam/katanoram, nogseprae-
MbIM KOHTPOSO LEefIOCTHOCTU, U NpaBuiia KOHTPOMS LEeNOCTHOCTU, MPUMEHSIEMbIE K dhaninam u

kaTanoram. lNogpobHoe onncaHne danna npueBegeHo B man afick.conf.

") He pocTtynHo B pexume «MoBUMbHBINY.
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Mo ymonuaHuio B cpanne etc/afick.conf ucnonb3yTca cnegyowme npasuna KoH-

TPOJ1A4 LEJTOCTHOCTU:

1) npaBuno PARSEC:
PARSEC = p+d+i+n+utg+s+b+md5+mt+e+t

roe  pt+d+i+n+u+g+s+b+md5+m — crnexeHve 3a BCEMU CTaHA4APTHbIMWU aTpubyTamu

dranna n ncnonb3oBaHune xaw-pyHkunm MD5-Digest ana cnexeHusa 3a LenocTHO-

CTblO coaepXnmoro dannos;

+e+t — KOHTPOJIb pacLUMPEHHbIX anl/I6yTOBZ METKMN 6e3onacHoOCTU n (bnaros ayauTa,

COOTBETCTBEHHO.

KoHTponb ACL ocyliecTBnsgeTcs npu yctaHoBke hnara +g;

2) npaBuno GOST:

GOST = p+d+i+n+tutg+s+b+gost+mt+e+t

roe  p+d+i+n+u+g+s+b+gost+m — CneXxeHue 3a BCeMU CTaHAAPTHbIMU aTpubyTamm

danna n ncnonb3oBaHme xaw-pyHkunm MOCT P 34.11-2012 ¢ anuHom xaww-koga

256 61T Anga cnexeHus 3a LenoCTHOCTbIO COAEPXXMMOro (hannos;

+e+t — KOHTPOJIb pacLUMPEHHbIX anI/I6yTOBI MeTKMn 6Ge3onacHoCTU n cpnaros ayauTa,

COOTBETCTBEHHO.

KoHTponb ACL ocyliecTBnsgeTcs npu yctaHoBke hnara +g;

B cpanine /etc/afick.conf Ha OTQenbLHON CTPOKe 3adaeTca nyTb K panny Unu karanory

N NPUMEHSIEMOE K HEMY MPaBUIIO KOHTPONS.

Mpumep

/boot GOST

/bin GOST

/etc/security PARSEC
/etc/pam.d PARSEC
/etc/fstab PARSEC
/lib/modules PARSEC
/1ib64/security PARSEC
/lib/security PARSEC
/sbin PARSEC
/usr/bin PARSEC
/usr/1lib PARSEC
/usr/sbin PARSEC

B koHurypaumoHHom danne Takke npeacraBneH psag ONONMHUTENBHBIX NYTEN C npaBu-

namu KoHTponsi. CooTBETCTBYOLLME CTPOKN NMOMEYEHbI 3HAKOM KOMMEHTapUsi «#» U MoryT BbiTb

aKTBMPOBaHbI yaarieHUneEM 3TOro 3Haka.
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Mpu 3anycke afick aBToMaTnyeckn Byget yCTaHOBIEHO exeHEBHOE 3aJaHne s cron.
dann ¢ 3agaHMeM Haxoantca B /etc/cron.daily/afick_cron.

MapameTp report_url:=stdout 3agaeT MecTononoxeHune danna-oryera.

B KOH(urypawmoHHOM hainne npuMeHeH nNpocTon A3blKk MaKpoOCOB, KOTOPbIN MCNOSb3yeTcA
npu onpegerneHun nepeMeHHbIX Ans 3agaHun CUCTEMHOIO NaHUPOoBLUKMKa 3aaHnin cron.

Pekomenpgyetcs ytunuton afick n/wnu cpegcrtesamu annapaTtHO-NporpaMMHoOro Moayns
AOBEPEHHON 3arpy3kn 0b6ecnevmTb KOHTPOSb LIENOCTHOCTU CreayoLmMx OObEKTOB:

1) dannos obpasos sagpa OC:

/boot/vmlinuz-*

2) dannoB ob6pa3oB BpemMeHHOW hannoBon cuctemsbl, ncrnonbdyemon sgpom OC npu

HayanbHOW 3arpy3ke (406aBnsTCA B CNMCOK KOHTPOMNS LENOCTHOCTU NOCIe BbIMOSHe-

HUA BCeX HeobxoauMblIX onepauun No HacTponke, Tpebyowmx obHoBneHna obpasos

BPEMEHHON (hannoBon CUCTEMDI):

/boot/initrd.img-*

3) KOHpUrypaunoHHOro damna MeHto 3arpysymka GRUB 2:

/boot/grub/grub.cfg

4) KoHUrypaunoHHoro ganna, onpegenstoLlero Ncnosib3dyemMbli o yMonyaHuio rpadgm-

YeCKUM ONCNNENHbIN MEHeoXep:

/etc/X11l/default-display-manager

5) KOH(urypaumnoHHoro ¢hamna HacTporKu hanioBbIX CUCTEM, AOCTYMHbIX 4151 MOHTUPO-

BaHus yepe3 NFS:

/etc/exports

6) KOHdUrypaumoHHoro thanna, cogepkawero MHoOpMaLno O pPasfMyHbIX YCTPOMCTBAX

XpaHeHusa U pannoBbIX cMcTEMAX:

/etc/fstab

7) darnna, cogepxalero nepeyeHb nokanbHbix rpynn OC (gobaBnseTcst B CNMCOK KOH-

TPONs LEenoCTHOCTM NMOCne co3gaHnsa Bcex HeobXoanmbIX rpynn):

/etc/group

8) ckpunToB Ans 3anycka cnyx6 B katanore

/etc/init.d/

9) KoHdMrypaumnoHHoro darna, onpeaensatoLwero napamMmeTpbl paboTbl NEPBOro npolecca

Nnonb3oBaTesibCKOoro pexunma init:

/etc/inittab

10) kOHGUrypaumnoHHbIx hannos, onpegensowmx nopsagok padotsl PAM-mogynen:

/etc/pam.conf

/etc/pam.d/chfn

/etc/pam.d/chsh

/etc/pam.d/common-account



/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
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d/common-account.pam-o0ld

d/common-auth

d/common-auth.pam-old

d/common-password

d/common-password.pam-old

d/common-session

d/common-session.pam-old

d/cron
d/cups

d/cvs

d/dovecot

d/fly-dm

d/fly-dm-np

d/login
d/other
d/passwd
d/polkit
d/samba

/etc/pam.d/sshd

/etc/pam.d/su

/etc/pam.d/sumac.xauth

11) dhanna, cogepxallero nepeveHb nokanbHbIX nonb3osatenen OC (gobasnseTtcsa B
CMUCOK KOHTPONSA LENOCTHOCTU Nocrne co3aaHnst BcexX HeobxoamMMblx nonb3oBaTenen):
/etc/passwd

12) CMMBOMMYECKNX CCbIFNIOK Ha CKpUNTbI ANs 3anycka cryx6 B kaTtanorax:

/etc/rc*

13) KOHMUrypaumMoHHOro canna, onpeaensaoLwero nepeyeHb TEpMUHaNoB, ¢ KOTOPbIX
Cynepnonb3oBaTellb root MOXET PErMcTpupoBaTbCs B CUCTEME:

/etc/securetty

14) kOHUrypaumMoHHOro davna, onpeaensoLlero nepeyeHb permcTpupyemMsix obonoyex
B OC:

/etc/shells

15) KOHUrypaLmMoHHOro danna, cogepxatlero s3HadeHusi napamMeTpoB KOMaHAHOW CTPO-
K agpa:

/etc/sysctl.conf

16) mopgynewn sapa, Bxoaswmx B nogeucremy 6esonacHoctn PARSEC:
/lib/modules/*/misc/digsig verif.ko

/lib/modules/*/misc/parsec. ko
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/lib/modules/*/misc/parsec-cifs.ko

C nomoubto kKoMaHg 1smod U modinfo MOXHO onpefenuTb nepedeHb Mmoayneun aapa,

nognexawmx KOHTPOSo LuenocTtHocTn cpeactesammn ANMA3;

17) PAM-mogynen B katanore:

/1lib/security/pam

18) ncnonHsaemblx hannos B katanorax (B cnyyae, ecnn B OC He Ncnonb3yeTcsi 3aMKHY-

Tasi nporpammHasi cpega (cm. [16.1)):

/bin/

/sbin/

/usr/bin/

/usr/sbin/

B pexvnme «MobunbHbIi» B KaTanore /usr/sbin/ AOCTYNHbI CLEHAPUN PErNaMeHTHOro
KOHTPONS LLeSTOCTHOCTMU:

1) astra-mobile-create-int-db — co3gaHue 6a3bl JaHHbIX 3TANIOHHOIO COCTOSIHUSA

cuctembl. Ecnn BkntoveHa oyHKUNA NPOBEPKN LLENTOCTHOCTM CUCTEMbI MpU 3anycke, To

cueHapui BygeT BbIMONHATLCA NPU KaXK4oM OGHOBMEHMM CNMCKa NakeToB (ycTaHOBKe/yaa-

NeHNN NaKeToB);

2) astra-mobile-int-check — nNpoBepka LEeNnoCTHOCTN cuctemsl. CueHapui byoet

BbIMOSTHATLCS MPU 3anycke CUCTEMBbI, eCnNn OYHKLMS NPOBEPKN LIeNTOCTHOCTU BKIOYe-

Ha. B cnyyae HeyaadyHoOW NpoBepku OenaeTcsl COOTBETCTBYHOLLYHO 3anucb B daune

/tmp/astra-mobile-int-check. log.

OnucaHne HaCTPOWMKWN pernaMeHTHOro KOHTPOMS LIEeNOCTHOCTU C nomolbio afick B
rpadoundeckoM nHTepdence pexmnma «MobunbHbIN» NpUBEAEHO B 3NEKTPOHHOW cripaBke («[oky-

MeHTaums — Mpadumyecknin nHtepdenc — Pexum « MoBUnbHbINY ).
9.5. CepBM1C 3NMEKTPOHHON NoANUCU

Komnnekc nporpamm mn3 coctasa OC npegoctaBrnsieT CepBUC ANEKTPOHHOW noanucu
(C3IT), obecneunBaoLLmii MHTErpaLMIO C AOMNOMHUTENBbHO YCTaHaBNMBAEMbIMU CEPTUDMLNPOBAH-
HbIMU ®CB Poccum cpeacteamm Kpuntorpaduyeckoi sawmTsl nHdpopmauun') (CK3WN) B uensix
cO34aHUs U NPOBEPKN YCUNEHHOW KBaNUULNPOBaHHON S1EKTPOHHOW NOAMUCH.

BHUMAHMUE! C3I1 npegocraBnsieTcs nporpammamMmm, yHKLMOHNPYHOLLMMU B YCIOBUAX
NONUTMKN pasrpaHnUYeHnst 4OCTyna, He OOoMycKawwen ux npmmeHeHne cosmectHo ¢ CK3U B

pexume o6paboTkM CBEAEHWIA, COCTABNSOLLIMX FOCYAAPCTBEHHYIO TalHY.

) He pnonyckaetcs npuMeHeHne Ans 3almThl MHOPMaLUMK, Coaepxalleil CBeeHIsl, COCTaBNSoLME rOCy1apCTBeH-
HYIO TanHy.
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BHUMAHMUE! Skcnnyataumsa CK3W B coctaBe MHOPMALMOHHBLIX CUCTEM OOSMKHA OCY-
LLIeCTBATLCA B COOTBETCTBUN C Npasunamu nonb3oBaHms CK3W n ykasaHnamu, onpegeneHHbIMu
B hopmynsape (Mnun UHbIX SKCMyaTauMoHHbIX AoKyMeHTax) Ha CK3W.

C3I obecneunsaet cosgaHne n nposepky A" anekTPoHHbIX JOKYMEHTOB B COOTBET-
ctBumn ¢ FOCT P 34.10-2012 cpeactBamu ceptudmumpoBaHHbix CK3U.

JononHutenbHaa nHdopmaumsa o HacTponke OC n CK3WM ons coBMECTHOro MUCnosb-
30BaHMs, a Takke BapuaHTbl peannsaumm OTAemNbHbIX peLeHnit npuBegeHbl Ha oduumnanbHOM

nHpopmaumnoHHoM pecypce paspabotumka OC https://wiki.astralinux. ru.

9.5.1. NMpnHUMN PYHKLNOHUPOBaAHUS

C3M? obecneumBaeTcs COBOKYMHOCTHIO COBMECTHO (DYHKLIMOHMPYIOLLIMX NPOrpaMMHbIX
komnoHeHToB OC:

- astra-csp-cryptopro — NporpamMmMHbIin Moaynb, obecnevnBaroL i NnpegocTaBne-

Hne C3Il1 n3 KoMaHOHOM CTPOKU U NporpamMmmHoro nHtepdenca. Peanuayet yHKumn

cosgaHua n nposepkn Al 6e3 B3anmogencTeuns B rpadmyeckomMm nHTepdence;

- fly-csp-cryptopro — NporpaMmHbIN Moayrb, obecrnedunBatonin npegocTaBneHne

COI1 13 0OCHOBHOrO MeHI0, rpadmyeckoro nHTepderica meHemkepa gannoB fly-fmu

KomaHgHoun cTpoku. NMpegocTtaBnseT yHKLUMM co3gaHus u nposepkn Al B rpadmnyeckom

nHTepdence nonb3oBaTens;

- libreoffice-astracsp-plugin — pacwupeHune, obecneymBatollee npegocTaB-

nenune C3I1 n3 rpaduyeckoro nHtepdenca nakera odpucHoix nporpamm LibreOffice B

npouecce paboTbl C ANEKTPOHHbIMWU JOKYMEHTaMu;

- fly-csp-preview — paclwumpeHune, obecneunsatolee rpaduyeckoe npegcrasneHme

Ha 3MNEeKTPOHHOM AOKyMeHTe OTMeTkM 06 3lT;

- MeHemxep pannoB £ly-£fm;

- naket oducHblx nporpamm LibreOffice.

HenocpeacteeHHoe B3anmoaencteme ¢ CK3U (bopmmpoBaHmne ynpaBnsatoLmx KOMaHs,
nony4veHne n otobpaxeHne pesynsrata pabotel CK3U ¢ ncnonb3oBaHmem nporpammbl cryptcp)
OCYLLEeCTBSET NporpaMMHbIN MOAYIb astra-csp-cryptopro.

MporpammHbI MOaynb fly-csp-cryptopro B Uensax peweHus PyHKLMOHarbHbIX 3a-
Aady COl1 B3aumogencTeyeT ¢ NporpaMMHbIM MoyneM astra-csp-cryptopro U He B3auMo-

aencrteyeT HenocpeacTBeHHo ¢ CK3N.

) OnekTpoHHas noanuce (B cooteeTcTBUM ¢ N2 63-®3 ot 06.04.2011) — MHOPMAaLMS B SNEKTPOHHOI popme, KoTopasi
npucoeguHeHa K gpyrov MHcpopmaLuum B aNeKTPOHHON hopme (MognucbiBaeMon MHpopmaLuum) unm nHeim obpasom
CBsi3aHa C TakoW UHopMaLmen 1 KoTopas Ucnonb3yeTca Ana onpegeneHns nuua, nognucsIBatoLLEro MHopMaLnio

(ABnNseTcsa pUANYECKU 3HAYMMON).
2) 3pechb 1 fanee B kavecTBe NpUMeEpa NpUBEAeHO onucaHve sB3ammoaeiicteua ¢ CK3U «Kpuntolpo CSP».


https://wiki.astralinux.ru
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MeHemxep dannoB fly-fm, pacwmpeHne naketa oducHbix nporpamm LibreOffice
libreoffice-astracsp-plugin W pacwupeHune ana pobaeneHuss otmetkm o6 3l
fly-csp-preview B Lensax peweHuns gyHKunoHanbHblx 3agad C3l1 B3aMmogencTByoT ¢ npo-
rpaMMHbIM Mogynem fly-csp-cryptopro U He B3anMOAENCTBYHOT HenocpeacTtBeHHo ¢ CK3N.

MakeT odomcHbIX Nporpamm LibreOffice B3anmopencTeyeT ¢ paclumpeHnem naketa ogumc-
HbIX nporpamm LibreOffice 1ibreoffice-astracsp-plugin U He B3auMOAENCTBYET Heno-
cpenctBeHHo ¢ CK3U.

B npouecce dyHkunmoHnpoBaHus C3II1 ocyLecTBNAeTCs BbI30B NEPEYNCIIEHHbIX B
nporpamm n3 coctasa OC ansa npeasapuTenbHOrO MPOCMOTPa ANEKTPOHHbIX AOKYMEHTOB, (hOpMU-
pytotca ynpasnstowme komaHabl ons CK3U ¢ uenbto BbidoBa OyHKUNN NPOBEPKN MU CO34aHNUSA
Or, ocywecTtBnseTcs otobpaxeHue norny4yaemMoro nocrie BbiMOMHEHNS Bbl3biBaeMbIX (OYHKLNIA
pesynerara.

O6paLyeHne kK nporpaMMHOMy Moaynto £ly-csp-cryptopro OCYLEeCTBASETCH:

- MeHemkepoMm dannoB fly-fm (C MCNOSMb30BAaHMEM COOTBETCTBYIOLLEro MyHKTa KOH-

TEKCTHOrO MEHH0);

- nonb3oBaTefnieM nyTemM MHTEPaKTMBHOIO 3anycka NpuUnoXXeHnsa ¢ Ncrnonb3oBaHneM oc-

HoBHOro MeHto OC («YTunutbl — 3AnekTpoHHas noanuck Kpuntollpoy);

- pacwupeHnemM naketa ogpucHbix nporpamm LibreOffice, 3anyck koToporo nHMummnpy-

€TCs NyTeMm Bbl30Ba Mosib3oBaTeNeM COOTBETCTBYIOLErO MyHKTa MeHo rpadu4eckoro

nHTepdenca naketa opucHblx nporpamm LibreOffice.

Ob6paLleHune K nporpaMMHOMY MOAYMO astra-csp-cryptopro OCYLEeCTBASEeTCA Nofb-
3oBaTenem nocpeacTBoM MHTepdenca KOMaHgHOW CTPOKU M NMPUKagHbIM NporpaMMHbIM obecne-
YeHneM nyTem 3anycka Ha BbINOSfIHEHNE NMPOrpaMMHOro Moaynsa ¢ COOTBETCTBYOLUMY napamMeT-

pamu.

9.5.2. YcnoBusi npumMeHeHuUsA

B kauectBe CK3W paspewaetca ncnonb3oBatb Toribko Kpuntollpo CSP Bepcun 4.0 R4
(ncnonHeHna 1-Base n 2-Base), Kpuntollpo CSP Bepcun 5.0 (ncnonHeHns 1-Base n 2-Base) u
Kpuntollpo CSP Bepcumn 5.0 R2 (ncnonHeHus 1-Base n 2-Base).

CK3U KpunTtollpo CSP B ucnonHeHun 2-Base [oOmKHO MCNonb3oBaTbCs C annapaTHo-
nporpaMmMHbIM Mogyrnem gosepeHHown 3arpy3sku (ArNMA3).

Mpwn akcnnyaTtauun CK3WN Heobxogmmo cobniogate TpeboBaHUs 1 peKOMeHOaunn SKCnny-
aTaumnmoHHon gokymeHtaumm Ha CK3W, B yacTHOCTM TpeboBaHUsA No 3awmnTe OT HECAHKLNOHUPO-
BaHHOro 4OCTyna 1 No Kpuntorpadunyeckon 3auTe, a Takke TpeboBaHMa No NoaaepKnBaeMbiM
CK3W annapatHo-nporpaMmmHbiM nnatdopmam. B yactHocTu, npu ncnons3osaHmm C3I1 co BCTpo-

eHHbIM CK3W Heobxoaumo npoBegeHne NpoBepkn nporpammMHoro obecneyenmsi BIOS GBM, Ha
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KoTopbIX Npeanonaraetcsa yHkumoHmposaHme CK3W n C3Il1, Ha cooTBETCTBME METOLNYECKUM
AokymeHtam ®CB Poccun B obnactu nccnegosanun nporpammHoro obecneyveHms BIOS.

KoHTponb uenoctHoctn CK3U n C3I gormkeH BbINOMHATLCA C UCMONb30BaHNEM MEXaHU3-
Ma 3aMKHyTon nporpammHon cpegbl OC nnm ¢ ncnonb3oBaHWEM CTaHOAPTHLIX CPeACTB KOHTPONS
uenoctHocTtn Kpuntollpo CSP.

M3 umcna komnoHeHToB CO3I1 KOHTPOMO LENOCTHOCTM NOASNIEXUT nporpamMmm-
HbIl MOAYNb astra-csp-cryptopro. KOHTponbHasi cymMma npoOrpamMMHOro MOAyns
astra-csp-cryptopro, paccuntaHHas no NOCT P 34.11-2012 ¢ ncnonb3oBaHMeEM NporpaMmmbl
nogcyeta KOHTPOSbHbIX CYMM gostsum U3 CoCTaBa MU3genus:

c38cel23cee3aeaf38793b907e763573

55b78e7407766da35892£d224c555f19

[na nogcyeTa KOHTPOIbHOW CyMMbI C UCMOMb30BaHWEM gostsum HeobxogmMmo Ha pabo-
4Yyen cTaHUUWM nopg ynpasrneHnemM nsaenns BoiMOMHUTb B KOMaHOHOW CTPOKe:
gostsum <nyTb_xk_¢fanny>

MepeyeHb komnoHeHTOB CK3W, noanexalimx KOHTPOso LenoCTHOCTU, NMPUBEAEH B JKC-
nnyataumMoHHoOM aoKymeHTaumm Ha CK3N.

Moopo6BHbIN NOPSAOK HACTPONKN MEXaHM3Ma KOHTPOIS LLeNOCTHOCTM ONUCaH B SKCnslyaTa-

LMOoHHOW aokymeHTaumm Ha OC n ncnonbsyemoe CK3W.

9.5.3. YctaHoBKa

MeHemxep annoB fly-£fm n naket opucHbix nporpamm LibreOffice n3 cocrasa OC
yCTaHaBNMBAKOTCA B COOTBETCTBUMN C IKCMNyaTaumMoHHon gokymeHTaumen OC.

[ns ncnonesoBaHus C3I1 4ONONHUTENBHO B cCUCTEME A0SMKHbI ObITb YCTAHOBMNEHLI Che-
ayoume nporpaMMHble KOMMNOHEHTbI (ONMcaHne KOMMOHEHTOB NPMBEAEHO B M3 cocTtaBa
OC:

- MporpaMMHbIA MOAYIb astra-csp-cryptopro;

- NporpaMmmHbIn Moaynb fly-csp-cryptopro;

- pacwupeHune libreoffice-astracsp-plugin.

[na ycTaHOBKM NPOrpaMMHOro MO4ymnsa U paclumpeHus HeobxogMmo B TepMuHane nocrie-
[oBaTeNbHO BbIMOMHUTL cnefyloume KoMaHabl OT UMEeHU agMUHUCTpaTopa:
apt update
apt install astra-csp-cryptopro
apt install fly-csp-cryptopro
apt install libreoffice-astracsp-plugin

Mpun yctaHoBKke pacwupeHna libreoffice-astracsp-plugin NpoBOAUTCA MNPO-
Bepka Hannuma B MHMPOPMAUMOHHOW CUCTEME YCTAHOBIIEHHOIO MPOrpaMMHOro MOAyns

fly-csp-cryptopro n naketa opucHoix nporpamm LibreOffice.
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Mpwn 3anycke nporpaMmHbIX Moaynen £ly-csp-cryptopro M astra-csp-cryptopro
NpOBOAUTCA NPOBEpPKa Hann4na B MIHOOPMaLNOHHON CUCTEME YCTaHOBNEHHOIo NPOrpaMMHOro
obecneyeHus CK3U n naketa odpucHbix nporpamm LibreOffice.

[ononHUTENBLHO BO3MOXHO YCTaHOBUTbL paclumMpeHne fly-csp-preview (onmcaHue
paclunpeHusi npusegeHo B[9.5.1)), BbINonHMB B TepMuHane komaHay oT UMEHU agMUHUCTpaTopa:
apt install fly-csp-preview

[MporpaMmmHble MOgYyNM astra-csp-cryptopro U fly-csp-cryptopro pa3pabotaHbl
Ha s3blke nporpammunpoBaHus Python Bepcuu 3 1 BKkNoyaroT B CBOM COCTaB:

1) ocHOBHOW (hann nporpaMmmbl /usr/bin/astra-csp-cryptopro;

2) hann rpagmyeckon nporpaMmmbl /usr/bin/fly-csp-cryptopro;

3) oononHuTenbHble dransbl " onbnuoTeku B KaTanorax

/usr/lib/python3/dist-packages/astra_csp_cryptopro 7]

/usr/lib/python3/dist-packages/astra _csp-0.1.0.egg-info;

4) bannbl ¢ ykasaHueM 3HadyeHun napameTposB CIIl1, 3agaBaeMbix N0 YMONMYaHUIO:

a) /usr/share/astra-csp/astra-csp.yaml — obLwime napameTpbl NporpaMmm-
HbIX MOAynewn;

0) /usr/share/astra-csp/fly-csp.yaml — napameTpbl NPOrpaMmMHOro Moay-
na fly-csp-cryptopro;

B) /usr/share/astra-csp/cryptopro/astra-csp-cryptopro.yaml — Mo-
pPSOO0K B3aMMOLENCTBUSA NPOrpaMMHOro Moayns astra-csp-cryptopro ¢ CK3U;
r) /usr/share/astra-csp/cryptopro/fly-csp-cryptopro.yaml — nops-
A0K B3anMogencTBns nporpaMmmHoro mogynsa £ly-csp-cryptopro ¢ CK3U;

5) Apnblk gns 3anycka /usr/share/flyfm/actions/fly-csp-cryptopro.desktop.

®ann /usr/share/astra-csp/astra-csp.yaml COOAepXUT cneayroLine napameTpbl
N UX 3HAYEHUS MO YMOMYaHUIO:

1) makcumarnbHO AonycTuMbin Ans npegoctasneHus C3M ypoBeHb KOHmaeHUMansHo-

CTun:

max_mac_level: 1

2) MakcumanbHoe BpeMsi OXXnaaHus BbinonHeHus 3anpocos K CK3U:

max_csp_time waiting: 30000

3) nepeyeHb pacluMpeHnin ansioB ANEKTPOHHbBIX JOKYMEHTOB, 4SS KOTOPbIX pa3peLLeHo

npenoctasneHne COrl:

file extensions_filter:

extensions: [’/.pdf’, ’.png’, ’'.Jjpg’, ’.html’, ’.xml’, ’.txt’, ’'.odt’,
".ods’, '.odp’, ’'.odg’, ’'.doc’, ’.xls’, ’'.ppt’, ’.docx’, ’.xlsx’, ’.pptx’]
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4) oTkntoveHue (false) unu BKOYEHNE (true) 4ENCTBUS NEpPeYHs, 3a4aHHOro B MyHK-

Te [3) nepeuncnennsa, no ymonuaHmo false:

file_extensions_filter:

enable: false

YcTtaHoBKa 3HayeHus1 false JonyckaeTcs TOMNbKO ANS Lenen TecTMpoBaHus U anpobauun

TEXHUYECKNX peLleHnr ¢ npumeHeHnem C3I1 B MHpOpMaLMOHHOW CUCTEME.

B cpanne /usr/share/astra-csp/fly-csp.yaml NpMBeaeH nepedyeHb mime-Tunos
harinoB aNeKTPOHHbIX LOKYMEHTOB, AN NPOCMOTPA KOTOpbIX ByAeT NpoBeAeHa npeaBapuTenbHas

KOHBepTauusa BO BpeMeHHbIn dann gpopmata PDF:

pdf_conversion_mime_types:

- application/vnd.oasis.opendocument.text

- application/vnd.oasis.opendocument.spreadsheet

- application/vnd.oasis.opendocument.presentation

- application/vnd.oasis.opendocument.graphics

- application/msword

- application/vnd.ms-word

- application/vnd.ms-excel

- application/vnd.ms-powerpoint

- application/vnd.openxmlformats-officedocument.wordprocessingml.document
- application/vnd.openxmlformats-officedocument.spreadsheetml.sheet

- application/vnd.openxmlformats-officedocument.presentationml.presentation

- text/plain

B cnyyae, ecnn mime-tun BblIBpaHHOro danna 3reKTPOHHOro JOKYMEHTa BKITHOYEH B
CMUCOK, onpeaeneHHbIn B hanne /usr/share/astra-csp/fly-csp.yaml, 6yaeTr nposegeHa
npenBapuTenbHas KoHBepTaumsa danna anekTpoHHOro JokymeHTa B oann oopmata PDF.

®ann /usr/share/astra-csp/cryptopro/astra-csp-cryptopro.yaml cogep-
XWUT napameTp, 3agarowmnm agpec NCTOYHUKA JOBEPEHHOIO BPEMEHMU:
time address: ’'http://testca20l12.cryptopro.ru/tsp/tsp.srf’
[aHHbIM UCTOYHMK OONYCTUMO MCMONb30BaTb TOSMbKO AN BbIMNONHEHUS TecTupoBaHua. [pu
akcnnyatauum CO3I1 UCTOYHMK [OBEPEHHOrO BPEMEHM AOMKEH ObiTb 3agaH B dhanne
/etc/astra-csp/astra-csp-cryptopro.yaml (ecnu cann oTcyTCTByeT, TO HeobxoanuMo
co3aaTtb ero) B Ka4ecTBe 3HavyeHusl napameTpa time_address:
time_address: <agpec_HCTOUHHKA_JOBEPEHHOI'O_BpPEMEHH>

BHUMAHMUE! BHeceHune nameHeHun B nobbie dannbl n3 coctaa CIAl, pacnonoxeH-
Hble B KaTanore /usr/, B T.Y. B /usr/share/astra-csp/, 3anpeweHo. Npn Heobxoanumo-
CTW nepeonpenennTb 3Ha4YeHna napameTpoB, 3afaHHbIX N0 yMOnYaHuio B (hannax B Katanore
/usr/share/astra-csp/, TpebyeTca N3MeHUTbL 3Ha4YeHUs1 NapaMeTpoB B hanmnax ¢ aHano-

MMYHBIMM MMEHaMW, PacnoSiOKeHHbIX B kaTanore /etc/astra-csp/ (ecnu cdann ¢ Takum xe
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NMEHEM OTCYTCTBYET, TO €ro criegyeT co3aatb). [lepeonpenensaTb 3Ha4YeHNs1 NapamMeTpPoB pa3pe-
LLEHO TONbKO aAMUHUCTPATOPY.

BHUMAHMUE! [Jo6aBneHne B KOHPUIrypaunoHHbIM harn mime-TUnoB, OTIIMYHbIX OT nepe-
YnCneHHbIX, 6e3 NpoBeaeHNs1 AONOMHUTENBHbIX NCCIEeNOBaHUIA 3anpeLLeHo.

Ons N3MEHeHUs napamMmeTpos, yKasaHHbIX B dhannax
/usr/share/astra-csp/astra-csp.yaml U /usr/share/astra-csp/fly-csp.yaml,
Heobxoanumo co3gaTtb doansbl /etc/astra-csp/astra-csp.yaml "
/etc/astra-csp/fly-csp.yaml, B KOTOpbIX TpeOyeTcsa ykas3aTb TOMbKO W3MEHSEMble
napamMeTpbl C HOBbIMW 3HayYeHusMU. [Ons ocTanbHbIX nNapamMeTpoB OyayT MCNoNb30BaTbCA
3Ha4yeHus, 3agaHHbIe Mo yMonyaHuo B dpannax /usr/share/astra-csp/astra-csp.yaml u
/usr/share/astra-csp/fly-csp.yaml.

Takke BO3MOXHO U3MEHUTb 3HAYEHUSI HEKOTOPLIX NapamMeTpoB, yKasaHHbIX B dpannax
/usr/share/astra-csp/astra-csp.yaml U /usr/share/astra-csp/fly-csp.yaml,
C Mcnonb3oBaHMEM rpadmyeckon yTunuTtbl £ly-csp-cryptopro (CM. 3NEKTPOHHY CNpaBKy).
Mpwn atom hbannbl /etc/astra-csp/astra-csp.yaml U /etc/astra-csp/fly-csp.yaml

C U'BMEHEHHbIMN 3HA4YEHNAMU NapamMeTpoB 6y,1:|,yT CO30aHbl aBTOMAaTU4Ye€CKN.

9.5.4. MpocMOTp 3NEKTPOHHOro AOKYMEeHTa

lMpocMOTp AOKYMEHTa Npu co3gaHum 1 NPOBEPKE 3NeKTPOHHOW nognucy npu pabote COIT
OCYLLECTBIISIETCS C UCNOMb30BaHWEM NPOrpamMmMHbIX CpeacTB, BKITOYEeHHbIX B coctaB OC. locTyneH
npeaBapuUTenbHbIN NPOCMOTP ANIEKTPOHHbLIX AOKYMEHTOB, XPaHALLUMXCA B (hannax crnegyromx
dopmaTos:

1) PDF — gns npocmoTpa ncnosnbayetcsa nporpamma Okular;

2) PNG, JPG — gnst npocMoTpa Ucnosnb3yeTcsa nporpaMmma gwenview;

3) HTML, XML — gnsa npocmoTpa ucnonb3yetcs 6paysep n3 coctasa OC, 3agaHHbIN B

KadecTBe BGpaysepa no ymonyaHuio.

[na npegBapuTenbHOro NPOCMOTPA 3NEKTPOHHbIX AOKYMEHTOB, XpaHSALMXCA B hannax
dopmatos TXT, ODT, ODS, ODP, ODG, DOC, XLS, PPT, DOCX, XLSX n PPTX, ocywiecTBnsiercs
X aBTOMaTU4yecKasi npegBapuTenbHas KoHBepTaumsa B gopmat PDF nytem Bbi3oBa cpeacTts M3
cocTaBa naketa oducHbix nporpamm LibreOffice n otobpaxkeHne nonb3oBatento.

lNepeyeHb mime-TMNoB dhanos, npegnonaratoLwmx 41 NpocMoTpa nNnpeaBapuTernbHYHO
KoHBepTaumio B popmaT PDF, 3agaetcs B KOHGUrypaunoHHoM hanne B COOTBETCTBUMN C ONUCAHU-
eM B v npvBeaeH B Tabnuue 41]

Tabnuuya 41

Mime-Tun cdarna Onucanne

text/plain TekcTtoBbIN AOKYMeHT TXT




145
PYCB.10015-17 97 01-1

OkoHyaHue mabnuusi 41

Mime-tun cdanna Onwncanune

application/vnd.oasis.opendocument.text TekctoBbI fokymeHT ODT

application/vnd.oasis.opendocument.spreadsheet OnekTpoHHasa Tabnuua ODS

application/vnd.oasis.opendocument.presentation | [Npe3eHTaums ODP

application/vnd.oasis.opendocument.graphics Ipadmuecknn gokymeHt ODG
application/msword TekcToBbI fOKyMeHT DOC
application/vnd.ms-word TekcToBbI fokyMmeHT DOC
application/vnd.ms-excel OnekTpoHHas Tabnuua XLS
application/vnd.ms-powerpoint Mpe3eHTaunsa PPT

application/vnd.openxmlformats-officedocument.

TekcToBbI gokymeHT DOCX
wordprocessingml.document ekero Alokyme oC

application/vnd.openxmlformats-officedocument.

AnekTpoHHasa Tabnuua XLSX
spreadsheetml. sheet P H

application/vnd.openxmlformats-officedocument.

. . MpeseHTauuna PPTX
presentationml.presentation

9.5.5. lpoBepka ypoBHA KOHMAEHLMANbLHOCTU ceaHca

B uensax ncknioveHms ncnonb3oBaHnss CK3W npu o6paboTke nHopmaumm, cogeprallen
CcBeAEeHNs, COCTaBNALLME rOCYAaPCTBEHHYIO TalHy, nepen Havdanom paboTbl BbINOMHAETCA Npo-
Bepka gonyctumoro anga npegoctasneHna C3OIN ypoBHA KOHUAEHUMANbHOCTU NyTEM CPaBHEHNUS
YPOBHSI KOHPUAEHUMNANBHOCTM CeaHca TeKyLero nonb3oBartenst ¢ MakCMMasnbHO AOMYCTUMbIM
3HavYeHneM, 3aaHHbIM B KOHUIypaunoHHOM anse.

MakcumanbHO gonyctumbii ans npegoctaenexHmst COlN ypoBeHb KOHbMAEHUMANBHOCTH
3afaetcs B KOHUrypaumoHHom panne /usr/share/astra-csp/astra-csp.yaml napamer-
pOM max_mac_level, a Takke B rpaduyeckon ytunute f£ly-csp-cryptopro (CM. 3fIEKTPOH-
Hyt0 cnpaeky). 1o ymonyaHuio yCTaHOBMEHO 3HaYeHne max_mac_level: 1 U MOXET ObITb U3Me-
HEeHO agMUHUCTpaTopoM Ge3onacHoCTU. [onNMTMKON ynpaBneHus 4OCTYNOM 1 OpraHn3aumoHHO-
pacnopsanTenbHbIMU JOKYMEHTaMM Mo 3almTe nHdopmaumm obbekta uHpopmaTmsauum (obbekTa
BbIYNCANTENBHOWN TEXHMKN) AOIMKEH ObITb NMPeayCMOTPEH SIBHbIN 3anpeT BHECEHUA U3MEHEHUN
B KOHUIypauUNOHHbIN hann nobbiMn Nonb3oBaTeNnaMm, 3a UCKIIOYEHMEM OTBETCTBEHHOIO 3a
3awnTy nHdopmMmaumm agMmmHucTpaTopa 6esonacHocTu, 3apermctpupoBaHHoro B OC kak npusunie-
rMPOBaHHbIV NOMb30BaTeNb.

B cnyyae, ecnn ypoBeHb KOH(MAEHUMANbHOCTU TEKYLWEro ceaHca Monb3oBaTens
NpeBbIaeT YpOBEHb, 3aJaHHbI B KOHUrypaumoHHom channe, npu 3anycke nporpammbl
fly-csp-cryptopro unm astra-csp-cryptopro 6yaer BbiBe4eHo cooblieHne o6 owmnb-

Ke 1 nporpaMmMa 3aBepLUUT CBOK paboTy.
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10. HAODEXXHOE ®YHKUMOHUPOBAHUE

10.1. BoccTtaHoBneHue OC nocne c6oeB 1 OTKa3oB

OCHOBHbIMU MpUYMHaMK HapyLeHna npouecca yHkumnoHunposaHua C3W OC aenstoTcs
cbon obopynoBaHus, npueBealumne K pasnuyHbim nospexgeHnam OC. K TakoBbiIM OTHOCATCS:
cbou aneKkTponuTaHus, NOBPEXAEHUA HOCUTENEN MHAOPMaLUN (KECTKUX OUCKOB), NOBPEXAEHUSA
coeavHUTENbHbIX Kabenen.

B npouecce nepesarpy3ku nocrne c6osa OC aBTomaTUYeCKM BbINOMHUT NporpamMmmy npo-
Bepku n BocctaHoBneHns ®C — fsck. Ecnun nospexaeHns ®C okaxyTcs He3HaYUTENbHbIMU, TO
ee BbIMOSTHEeHUsA JOCTaTOYHO Ans obecneveHuns LenoctHoctn OC.

B cny4ae obHapyxeHus cepbesHbix nospexaeHnn ®C gaHHas nporpaMmma MOXeT npea-
NOXUTb Nepes3arpy3nTb KOMNbIOTEP B O4HOMOMb30BaTENBCKUN PEXUM U MPOU3BECTU 3aMycK Npo-
rpammbl £sck Bpy4YHY0. ADMUHUCTPATOP, KOHTponupyowmin npouecc 3arpyskm OC, nocne cbos
AOMKeH crefoBaTh MHCTPYKUMAM, BbldaBaeMblM nporpammon £sck. OnucaHue nporpaMmmbl npu-
BegeHo B man fsck.

Mocne 3aBepLieHus 3arpyskn OC cnegyeT NpoBepuTb LENOCTHOCTb PanoB C NOMOLLbIO
nporpamMmmbl KOHTPONSA LENOCTHOCTU. Ecnu B pesynbraTte NpoBepKN HauayTCs NOBPEXAEHHbIE UMK
n3MeHeHHble (annbl, 0COBEHHO B kaTanore /etc n ero nogkartanorax, To cnegyer BOCCTAaHOBUTb
noBpexaeHHble dpannbl C pe3epBHON KOMUMU.

Ecnu cboi npuBen K BbIXoQy M3 CTPOS XXECTKUX AUCKOB, TO CrieayeT 3aMeHUTb BbllleLlee
n3 ctposi obopygosaHue n nepeycraHosutb OC ¢ DVD-gucka ¢ guctpmbyTmBom, a Nonb3oBaTerb-
CKMe AaHHble BOCCTAHOBUTb C pe3epPBHOM KOMUU.

Mocne cepbesHoro nospexaeHus OC, koraa KOMMNbOTEP HEBO3MOXHO nepesarpy3uThb,
CyLlecTByeT BO3MOXHOCTb BOCCTaHOBNeHUs 6e3 nepeycraHoBkmn OC. [Insa atoro HeobxoanMmo:

1) yctaHoButb DVD-aunck ¢ guctpubytmeom OC B ycTponcTBO YTeHMs DVD-guMcKos;

2) 3arpy3unTtb nporpammy yctaHoskn OC ¢ DVD-gucka;

3) B OKHE NPUBETCTBUSA NPOrpamMmMbl YCTAHOBKWU BbIOpaTh SA3bIK YCTAHOBKM (PYCCKUIN MK

aHITIMACKNN);

4) B OKHe NpMBETCTBMS NPOrpamMmMbl YCTaHOBKM BblOpaTh «PexXumM BOCCTaHOBNEHNS;

5) B okHe «[!! ] JluueH3una» noaTBepamTb corfnacme ¢ JIMUEH3UOHHbIM CorfalleHneMm;

6) B okHe «[ ! ] HacTponka knasuaTypbl» BblbpaTb HACTPOMKM NEPEKIOYEHNS packnaaku

KnaBuaTypbl, NOCre Yero NnporpaMmon ycTaHoOBKM ByaeT BbinonHeHa nposepka obopyao-

BaHUSA U NepBMYHas 3arpyska nporpamm;

7) B OkHe «[!] HacTpowika ceTu» 3agatb MMSA KOMMboTEPA (MOXHO YKa3aTb NPOU3BOSbHOE

NMS KOMMblOTEPA, HAaCTPONKKN BoccTaHaBnmBaemon OC He n3MeHsTcs);

8) B okHe «[ ! ] HacTpoiika BpeMeHu» BbibpaTb YacoBOW MOSC;
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9) B OkHe «[ ! ! ] BonTun B pexxum BOCCTAHOBIEHUNAY NOCHELOBATENbHO BbINOMHUTL Crieay-
oLune waru:
a) BblbpaTb NYHKT «He ncnonb3oBaTb KOPHEBYIO PaNOBYIO CUCTEMYY;
0) BbIOpaTb CreayroLLy0 onepaumio pexnma BOCCTaHOBNEHNS: «3anyck 000MnoYku B
paboyen cpene nporpaMmMbl YCTAHOBKNY;
B) HaxaTb Ha KHONKy [<Mpoaonxkutb>].
BygeT BbINOMHEH Nepexoq B peXnumM KOMaHOHOW CTPOKM Nog ynpasneHvem siapa, 3arpy-
>keHHoro ¢ DVD-gucka;
10) onpegenuTb MMSA pasaena, B koTopbi 6bina yctaHosneHa OC, ans aToro BbIMOMHUTL
KOMaHAy:
blkid
Ha akpaHe MoHWUTOpa AomKHa NOABUTLCA MHpOpMaLmMsa O pasfenax XecTkoro avcka (ecnu
B pe3ynbraTe BBOAA KOMaHAbl Ha 3KpaHe MOHUTOpPA HET MHpopMaLmm O pasgenax aucka,

TO noBpexgeHums CIMMKOM CepPpbe3Hbl U HeobxogumMa nonHas nepeycraHoBKa CI/ICTeMbI).

Mpumep

BbiBOA BbinonHeHUs kKomaHabl blkid

/dev/sdal: UUID="bc485787-ef37-431c-8c8b-401055066c99" TYPE="ext4"
PARTUUID="9492e90e-01"

/dev/sdab: UUID="e8987cad-eel6-427a-a768-a%aa896b048c" TYPE="swap"
PARTUUID="9492e90e-05"

/dev/sr0: UUID="2021-06-11-12-41-04-00" LABEL="Astra Linux"
TYPE="1s09660" PTUUID="66c613b0" PTTYPE="dos"

B npuBegeHHom npumepe OC 6bina yctaHoBneHa B pa3gen /dev/sdal;
11) 3anycTUTb aBTOMaTUYECKYO NPOBEPKY M BoccTaHoBNeHne ®C, BbINOMHMB KOMaHAY:

fsck.extd -p -f -c /dev/<umsa pazgena>

Mpnumep

BbIBO,CI, BbINONHEHUA KomaHabl £sck

/dev/sdal:Updating bad block inode.

/dev/sdal:318177/2297456 files (0.2% non-contiguous), 4157309/9186816
blocks

12) nocne nNpoBepkn HaxaTb KoMOuHauuio knaesuw <Ctrl+D> n nseneys DVD-guck ¢
anctpubytuesom OC un3 yctponcTtea yteHns DVD-guckos;
13) B okHe «[ ! ! ] BonTn B pexmm BOCCTaHOBNEHUs» BblbpaTb NYHKT «llepesarpyska

CUCTEMbI».
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10.1.1. Komnnekc nporpamm Bacula

Bacula obecneunBaeT nogaep)xKy CoOXpaHeHusi pacluMpeHHbIX aTpubyToB KaTanoros n
¢annos n, Npu He0BXoANMOCTH, UX NOCneayrLee BOCCTaHOBMNEHNE.

OnucaHue komnnekca nporpamm Bacula, a Takke ero yctaHOBKM 1 HAaCTPOWKK NPUBEAEHO
B gokymeHTe PYCB.10015-17 95 01-1.

BHUMAHMUE! [1nsa BocctaHoBneHus oobektoB PC ¢ yCTaHOBNEHHBIMW MaHAATHbIMK aT-
pnbytamm Heobxoanmo 3anycTuTb KOHCOSb ynpaeneHus Bacula ¢ PARSEC-npusunernen 0x1000
(PARSEC_CAP_UNSAFE_SETXATTR). NpuBunerns moxet 6biTb NofyyYeHa C UCMNONb30BaHMEM
YTUNUTbI execaps:
sudo execaps -c 0x1000 -- bconsole

BHUMAHMUE! Nocne BoccTtaHoBNeHus o6bektoB PC ¢ yCTaHOBNEHHbIMWU MaHOAATHLIMU
aTpubytamm HeobxoaMMO BbINOMHUTL NepeMoHTUpoBaHne C, B KOTOPOW BOCCTaHABIMBANUCh

06bekTbl, unu nepesarpy3ntb OC.

10.1.2. YTunuta apxmBupoBaHusa tar

BHUMAHUE! Pa6oTta ¢ maHgaTHbIMK aTpubyTamun n atpubytamm aygurta npu UCnosib-
30BaHWM PasnNUYHbIX YTUMUT CO30aHUSA pe3epBHbIX KOMnui TpebyeT NCnonb3oBaHNA napameTpoB
COXpaHeHMs pacLUMpeHHbIX aTpubyToB (Kak npaBuno Buga —xattrs).

BHUMAHMUE! lNepen BoccTaHOBNEHNEM MaHOATHbIX aTpnbyToB (hannoB N3 pe3epBHbIX
Konui HeobxogMMo OT MMEHM YyYETHOW 3anncu agMMHUCTPATopa BbIMOMHUTL KOMaHAY:
echo 1 | sudo tee /parsecfs/unsecure_setxattr

BHUMAHMWE! [1na BoccTaHOBNEHM MaHAaTHbIX aTpnbyToB hannoB M3 pe3epBHbIX KONWI
npouecc gormkeH nmetb PARSEC-npusunernio 0x1000 (PARSEC_CAP_UNSAFE_SETXATTR).
MpuBunerna Moxet BbITb NOMyyYeHa C UCMOSb30BaAHNEM YTUIUTbLI execaps:
sudo execaps -c 0x1000 -- tar

BHUMAHMUE! BoccTtaHoBneHne paclimpeHHbIX atpnbyToB hannos ¢ CNofnb30BaHNEM
unsecure_setxattr BO3MOXHO TOSMbKO B crniy4yae, ecnv atpubyTbl BOCCTaHaBNNBAKOTCA C No-
MOLLbIO CUCTEMHOIO BbI30Ba setxattr NyTemM yCTaHOBKM aTpubyTta security.PDPL. Mcnonb-
30BaHMe unsecure_setxattr He BAUSET HA BO3MOXHOCTb N3MEHEHUS MaHO4aTHbIX aTpnbyToB
¢dannoB CUCTEMHbIMU Bbl3oBaMUu pdpl_set path, pdpl set fd.

lMocne BoccTaHOBNEHUSA U3 pe3epBHbLIX KONu hannoB ¢ MaHgaTHbIMK aTpubyTammn Heob-
XOAWMO BbINOSHUTL KOMaHAy:

echo 0 | sudo tee /parsecfs/unsecure setxattr
Mpumep
Wcnonb3oBaHne tar, npu KOoTopom OyayT BOCCTAHOBMEHbI paclUMpeHHble aTpubyTbl

KaTtasoros u1 cba|7|nos, BITOXXEHHbIX B apXUB.
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[lo ncnonb3oBaHUs yTUNUTbI AOMKEH ObITb CO3AaH Nonb3oBaTenb userl, ANs KOTOPOro
3a4aHbl MaHOaTHbIe aTpubyThl, U NONb30BaTENb AOMKEH BbINOMHUTL BXOL B CUCTEMY.
CosgaTb OT MMEHM YYETHOWN 3anncu agMMHUCTPaTopa apXuB AOMAaLUHEro kaTanora nosb-
3oBaTens ¢ NOMOLLbIO KOMaHAbI:
sudo tar --xattrs --acls -cvzf /opt/home.tgz /home/.pdp/userl
rge —-xattrs — BKIKOYAET NOAAEPXKKY paclUMpeHHbIX aTpubyToB;
—acls — Bkntodaet nogaepxky POSIX ACL;
-cvzf — obecneymBatoT, COOTBETCTBEHHO, CO3[jaHMe apxumBa (create), BKMOYEHNE peXMMa
oTobpaxeHuns obpabaTbiBaeMbIx pannoB (verboze), NpUMEHeHWe MeToda cxatus (gzip),
yKkasaHue panna (file);
/opt/home.tgz — 3agaeT MeCTO PacnosioKeHNs CO30aHHOMO apXmBa 1 ero UMsi;

/home/ .pdp/userl — onpenenseT karanorn unn dannsl Ans 4odaBneHns B apxms.

Mepen BoccTaHOBNEHWEM HEOOXOAMMO BbIMONHUTL CEaYHOLLYI0 KOMaHAy, yCTaHaBnmBat-
LLYIO ANA napameTpa 3almTbl panroBon cuctemsl /parsecfs/unsecure_setxattr 3HaYyeHune
«1», paspellatoLiee nNpUMMeHATb NpuBunernio PARSEC_CAP_UNSAFE_SETXATTR:

echo 1 | sudo tee /parsecfs/unsecure_setxattr
BbINONHUTL BOCCTAHOBIIEHME C MOMOLLIbIO KOMaHAbI:
sudo execaps -c¢ 0x1000 -- tar --xattrs
--xattrs-include=security. {PDPL,AUDIT, DEF_AUDIT}
--acls -xvf /opt/home.tgz -C /opt/home2/
roe -—-xattrs-include=security.PDPL,AUDIT,DEF AUDIT — onpegenser noaknkwoyae-
MbIl LWABMOH BOCCTAHOBNEHUS PaCLUMPEHHbIX aTpubyToB (MaH4aTHbIX aTpubyToB, aTpmby-
TOB ayauTa n atpmbyToB ayguTa no yMOnNYaHuio) Ang Knya xattrs;
-xvf — obecneynBaeT, COOTBETCTBEHHO, N3BMNeYeHne n3 apxmea (extract), BKNOYEHME
pexuma otobpaxeHusi obpabaTbiBaeMbix pannoB (verboze), ykasaHue anna (file).
Mocne BoccTaHOBNEHUA HEOOXOAMMO BbINOMHUTL KOMaHAy, yCTaHaBNMBatoLL YO 3anpeT Ha

npuMeHeHne npmeunermn PARSEC_CAP UNSAFE_SETXATTR (Hactporika OC no ymon4aHuio):

echo 0 | sudo tee /parsecfs/unsecure_setxattr
[lononHuTenbHas nHopmaumsa no komaHae tar npmeegeHa B PYCB.10015-17 95 01-1.
10.2. BocctaHoBneHune CYB]] PostgreSQL nocrne c6oeB n otkasoB

Bo n3bexaHne notepb AaHHbIX B[] PostgreSQL gosmkHbI perynsipHo apxXxmBmpoBaThbCS.

B cnyyae BO3HUKHOBEHUS OWMBOK B XpPaHALMXCA OaHHbIX, HApyLUEeHUs LLernoCTHOCTH,
UnNu B criydae nporpamMmmMHoro n/unu annapatHoro c6osi cepsepa bl HeobxoamMmo nposegeHne
npoueaypbl BocctaHoBneHna B. [Npn aToMm, B 3aBUCUMOCTU OT TSXKECTU NOBPEXAEHUN MOXET

OCYLLIECTBNATLCS Kak COXpaHeHue cyLecTBytoLlero knacrtepa b1, ¢ nocnegyowmm ero BoccTa-
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HOBEHMEM, TaK N BOCCTAHOBMNEHNE M3 pe3epBHbIX KOMWUIA, CO30aHHbIX B MpoLecce perynsapHoro
npoBeaeHns pernameHTHbIX paborT.

B PostgreSQL cyuiecTtBytoT Tpu pbyHAaMEHTanNbHO OTAMYalLWNXCA NOAX0AA K pe3epBHOMY
KOMMpPOBaAHMIO OAHHbIX:

- SQL-pamn;

- pesepBHOe KonupoBaHue Ha ypoBHe ®C;

- HenpepbIiBHOE apXUBMPOBaHUE.

Bonee noapobHoe onvMcaHme 3TUX METOAOB U Npoueayp KONMpoBaHUS U BOCCTAHOBIEHUS
npueeneHo B gokymeHTaummn Ha CYB[] PostgreSQL B nakeTe postgresqgl-doc-x.x.

CYB[] PostgreSQL cogepxuT psag cTaHOapTHbIX CPenCcTB pe3epBHOr0 KOMMpPOBaHUS
n BocctaHoBnenns BM. K Hum oTHocaTes ytunutel pg_dump (10.2.2), pg_dumpall (10.2.3),
pg_restore N, B TOM Yncne, UHTEpPaKTUBHbIA TepMUHaN psgl, C MOMOLLbIO KOTOPOro

MOryT OblTb BOCCTAHOBIEHDI pe3epBHblE KOMNUKN, COXpaHEeHHbIE B BUAE CKpUMNTa SQL.

10.2.1. Co3paHMe M BOCCTaHOBIIEHME pe3epBHbIX KOMuUA ©6a3 p[aHHbIX C
MaHAaTHbIMU aTpubyTtammu

[ns cosgaHus M BOCCTAHOBIIEHUS pe3epBHbIX KOMU 6a3 AaHHbIX C MaHOaTHbIMU
aTpubytammn Heobxoaumo, 4Tobbl nonb3oBaTenb MMen npuBunernn PARSEC_CAP_ SETMAC,
PARSEC_CAP_CHMAC.

B cny4yae cosgaHusa pesepBHOM KONMUU HEOBXOAMMO Ha3HaYUTb MakCUMarbHYK METKY Ha
KaTanor, B KOTOpbI ByaeT Bbirpy>keHa 6a3a gaHHbIX (4189 Ha3HadYeHnsa METKN Ha dbain Konum).

B cnyyae BoccTaHOBNEHNA MOMUMO yKa3aHHbIX NPUBUNErnin TpebyroTca npasBa agMUHU-
cTpaTopa B 6a3e gaHHbIX (4Ns co3A4aHMs OObEKTOB U HA3HAYeHUs MaHOaTHbIX aTpubyToB).

[ns BoccTaHoOBNEHMS Konun 6asbl AaHHbIX C MaHOaTHbIMK aTpnbytamn B apyron 6ase
JaHHbIX HE0OX0AUMO:

1) Ha3Ha4YMTb MakCcMMarbHYK METKY Ha KaTanor, B KOTOpbI ByaeT NpoBOANTLCS BbIrpy3ka

pe3epBHOMN Konuu;

2) cosgaTtb pe3epBHY KOMUIO MCXO4HOW 6asbl JaHHbIX OT MMEHU NONb3oBaTeNs C NpUBU-

nervamm PARSEC CAP SETMAC n PARSEC _CAP CHMAC.

3) Ha ueneBoM KnacTepe Has3Ha4yMTb MaHAaTHble aTpubyTbl Ha KnacTep;

4) BOCCTAHOBWUTb pPe3epBHYD KOMUKO B6a3sbl JaHHbIX C MOMOLLBIO KNneHTa psql (ecnu

pe3epBHasi Konusa caenaHa B TEKCTOBOM BWMAE) UM C MOMOLLBIO pg_restore (ecnu

pe3epBHas Konusa caenaHa B OMHapHOM BMAE) OT MMEHW NONb3oBaTens agMnHucTpaTopa

6asbl AaHHbIX C NpUBUNErMsaMn PARSEC_CAP_SETMAC n PARSEC_CAP_CHMAC.
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MpumeyaHunsa:

1. YTunuta pg_dump, noctaensiemasi Bmecte ¢ CYB/[l Bepcumn 11, BbIrpy>kaeT KoMaHgbl
MO YCTaHOBKE KOMMEHTap1eB, METOK 6€30NacHOCTM U Ha3HAYeHMI0 MaHA4aTHbIX aTpubyToB
B crnegyrowemM Buae:

COMMENT ON DATABASE CURRENT_DATABASE IS ’koMMeHTapuii’ ;

SECURITY LABEL ON DATABASE CURRENT DATABASE IS ’'...’;

MAC LABEL ON DATABASE CURRENT DATABASE IS ’'...’;

MAC CCR ON DATABASE CURRENT DATABASE IS ’'...’;

Takas pesepBHas Konmsi MOXeT BbITb BOCCTAHOBMNEHA C YCTAHOBKON KOMMEHTapmeB, METOK
6e3onacHOCTN U MaHOaTHbIX aTpMbyToB B XXenaemyto 6a3y faHHbIX.

2. [Ina BOCCTaHOBMEHUS pPE3EepPBHbIX KOMUA ©0a3 [aHHbIX, cAenaHHbIX B npenbl-
aywmx Bepcusix, B CYB[L Bepcum 11 HeobxogMmo YyCTaHOBUTL MNapameTrp
ac_auto_adjust_macs = true;

3. [ns nepeHoca knacrtepa ¢ npeabiaywmnx sepcun CYB[] Ha Bepcuto 11 Heobxogmmo
BOCMOS1b30BaTbCS YTUNUTaMn pg_upgradecluster UnNu pg_upgrade (CM. JOKYMEHT
«OnepaunoHHas cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition» Pyko-

BOACTBO agMuMHUCTpaTopa. HacTb 2»).

10.2.2. pg_dump
[ns cospgaHus pesepsHoun konun B B BUAe canna B TEKCTOBOM Unu apyrux oopmatax

ncnonb3yeTcs yTunuTa pg_dump, KOTOpasi co3aaeT CornacoBaHHyo Konuto, gaxe ecnu B[, uc-

nonb3yeTcs, NPy 3TOM AOCTYN K HEN APYrMX Nonb3oBaTenen (Kak YnTarLwmx, Tak U NULWyLmnx) He

onokupyeTcs.

PGSGDBHaFI KOonma MOXET Cco3daBaTbCA B BMAE CKpUMNTa UITA q)opmaTax ynakoBaHHOIO

daiina. CKpunT pe3epBHOI KoMK NpeacTaBnsaeT coboi TEKCT, coaepkalluii nocnenoBaTenbHOCTb

SQL-komang, HeobxoaMmblx Anst Bocco3gannsa B oo coctosaHms, B KOTOPOM OHa Bbina coxpaHeHa.

[lnsi BoCcCTaHOBMEHUA U3 CKpunTa OH NnogaeTcda Ha BxXo4 yTunutbl psql. CKpI/II'IT MOXET ObITb

ncnonb3oBaH Ans BoccodgaHus Bl aaxe Ha opyrom cepBepe Unmn apxutekType un ¢ HebonbLummm

nameHeHnsMun Ha apyrmux CYBU.

CuHTakcuc:

pg_dump [OPTION]... [DBNAME]

OnwucaHne OCHOBHbIX NapamMeTpoB pg_dump NpuBeaeHo B Tabnuue 42]

Tabnuuya 42
MapameTp Onucanune
-f, --file=FILENAME Mms BbixogHoro danna
_F, —-format=c|t|p :Jljﬁp;va BbIXxogHOro darna (nonb3oBaTenbCKUm, tar, TEKCTO-
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OkoHyaHue mabnuuei 42

MapameTp OnucaHune
-v, —--verbose Pexxnm BbiBOAa Bcex coobLyeHumn
-Z, —--compress=0-9 YpoBeHb cxxatus anst hopmaTtoB cxaTus

3aBeplueHne owmnbkon nocne oxunagaHna TIMEOUT ans Ornoku-

--lock-wait-timeout=TIMEOUT
POBKM Tabnuupl

) NcknounTb M3 BbITPY3kM BbIBOA KomMaHg MAC LABEL U
-—-disable-macs Py A A

MAC CCR
--help BbiBECTM CnpaBKy U BbINTH
--version BbiBECTM MHOPMaLINIO O BEPCUN U BbIATH

Ecnn He ucnonbayetcsa -f/--file, SQL-ckpunt GygeT HanpaBneH B CTaHAAPTHbIV
BbIBOL.

I'Iapameprl YCTaHOBKM COoeaAnHEHNA npuBedeHbl B Tabnunue

Tabnuuya 43

MapameTp Onuncanue
-h, --host=HOSTNAME Uma cepsepa B[ nnu katanor coketos
-1, --database=DBNAME | YkasaTb anbrepHaTuBHyto B[] — wabnoH
-p, --port=PORT Homep nopta cepsepa b/l
-U, --username=NAME CoeanHnNTbCs Kak yka3aHHbIW Nonb3oBaTenb
-w, --no-password He 3anpawwuBaTte naponb

MpyvHyanTEnbHbIA 3anpoc napons (4ormkeH NpoucxoauTb aBToMaTude-

W, --password CK;; | yA p ponsi (A p A

[ns nony4YeHnss NonHom MHdopMaummn o crnocobax UCNonb3oBaHNUs YTUNUTbLI pg_dump

CM. PYKOBOACTBO man And yTUNUT pg_dump M psqgl.

10.2.3. pg_dumpall

Ytnnuta pg_dumpall MCnonb3yeTcs ANs co3qaHus pe3epBHON KOMUM BCEro Krnactepa B
BUAE ckpunTa.

CkpunTt cogepxuTt SQL-komaHabl 1 MOXET ObiTb NOAaH B AarlbHENLIEM Ha BXO4 YTUMUTHI
psql ansa sBocctaHoBneHus. Onepauns ocyLLeCTBNSETCS NOcneaoBaTesibHbIM BbI30BOM YTUMUTI
pg_dump ans kaxgon bl knactepa. Kpome 3T10ro, pg_dumpall coxpaHsieT rnobanbHble 06b-
eKkTbl, eanHble ansa Bcex bl (pg_dump nogobHble 06beKTbI HE coxpaHseT). [JaHHble 00BLEeKThI
BKNIOYaKOT B ceba MHopmaumio O Nonb3oBaTensx U rpynnax v Takme CBOWCTBA, Kak: npasa
[ocTyna, npuMmeHsiemble ans Bcex bl B uenom.

CuHTakcuc:
pg_dumpall [OPTION]...

Onuum obLero xapaktepa npusefeHbl B Tabnuue [44]
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Tabnuuya 44

Onuwms OnucaHue

-f, --file=FILENAME Mms BbixogHoro channa

3aBeplueHre owmnbKoi nocne oxugaHmsa TIMEOUT Ans Grnoku-

--lock-wait-timeout=TIMEOUT
pPOBKM Tabnuubl

--help BbiBECTM cnpaBky 1 BbINTH

--version BbiBECTM MH(OPMaLINIO O BEPCUUN U BbIATH

Onuumn yCTaHOBKN COeQMHEHUs aHanornyHbl komaHae pg_dump (cMm. Tabnuuy 43).
[ns nony4eHns nonHom nHdopmaumm o cnocobax NCNonNb3oBaHUSA YTUNUTbl pg_dumpall

CM. PyKOBOACTBO man A YTUNuT pg_dumpall U psql.

10.2.4. pg_restore

[lns BoccTaHOBNEHUs apxXMBOB pe3epBHbIX Konun B, Nofy4eHHbIX C MOMOLLLIO YTUNTBI
pg_dump, UCNonb3yeTcs yTunuTta pg_restore. OHa BbINOMHAET KOMaHAbl, Heobxoaumble Ans
Bocco3gaHnda B[] 0o COCTOSAHMS HA MOMEHT BpPeMEHU CcOo34aHus pe3epBHON Konuu. ApXmBHbIE
annbl Takke NO3BONSAT BbIOMPATh C NOMOLWbLIO YTUMUTLI pg_restore, YTO MMEHHO BOCCTaHaB-
nvBaTh, U Jaxe MeHSTb NOPSA0K BOCCTaHaBNMBaeMbIX arieMeHToB. Painbl apxuBoB pa3paboTaHbl
nepeHoOCUMbIMU MeXAy pasHbIMU apXUTEKTYpaMu.

YTunurta pg_restore MOXeT (PyHKUMOHUPOBATL B ABYX pexumax. [pu ykasaHun B[]
apxvmB BOCCTaHaBNMBAETCH HEMOCPeaCTBEHHO B Hee. B gpyrom cny4vae, ckpunt, cogepxaiinim
Heobxoaumble ona nepecosganus Bl SQL-komangbl, co3gaeTca n BbiBOAUTCA B dhann unm
CTaHOapTHbIN NOTOK BbiBOAA. Pe3ynbTupylowmin CKpUNT SKBUBAreHTeH hopMaTty TEKCTOBOro

BblBOAA YTUNUTbLI pg_dump. Bcnencrteue atoro HEeKOTOpble NapaMeTpbl, yrnpasndlouine BbiIBOAOM,

aHanornyHbl napametpam pg_dump (cMm. [10.2.2).
CwuHTakcuc:

pg_restore [ONIUA]... [DAWI]

Onuum obLero xapaktepa npusefeHbl B Tabnuue (45

Taobnuuya 45
Onuwms OnucaHue
-d, --dbname=KMMd MogcoeanHUTbLEA K yKasaHHon B/
-f, --file=FILENAME Mmsa BxogHoro dhanna
-F, —--format=c|t dopmart anna pes3epBHON KONUK (AOIMKHO ObITb aBTOMATUYECKM)
-1, --list HanevaTtaTb UTOroBoe OrrnaeneHne apxuea
-v, --verbose Pexxum BbiIBOga Bcex cooOLLeHU
--help BbiBecTu cnpaBky 1 BbINTH
--version BbiBeCTM MHpopMaLnio 0 BEpPCUN U BbIATU
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[ns nony4eHns nonHon nHdgopmaumm o cnocobax UCNonb3o0BaHUS YTUNUTLI pg_restore

CM. PYKOBOACTBO man 4S8 YTUNNUTbl pg_restore.
10.3. BocctaHoBneHune B pexume «MoOGUNbHbLIN»

Mpn dyHkumoHmpoBaHumn OC B pexume «MoOunbHbI» B crnydyae cbosi BO3MOX-
HO BoccTaHoBrieHne OC C coxpaHeHMeM [aHHbIX B KaTanorax /opt M /home nyTtem Bbl-
NonHeHns obHoBneHus ¢ yctaHoBodHoro USB-Hocutena wmnu u3 obpasa B ¢opmarte IMG
(cm. PYCB.10015-17 95 01-1).

B cnyyae owmnbku nnm otkasza OC BO3MOXHO COPOCUTL €€ HACTPOMKN K 3HAYEHUAM MO
ymMorn4yaHuto (Ha coctosiHme nocre yctaHosku OC), npyn 3TOM BCe AaHHblE Ha ycTpouncTee Byay
yaaneHsbl.

[ns cbpoca HacTpoek He06X0AUMO BbIMOTHUTE KOMaHAY:
sudo astra-mobile-factory-reset

Takke BO3MOXHO BbINOMHUTL COPOC HacTpoek B rpadhnyeckoM MHTepdence:

1) OTKpPbITb NAHemNb GbICTPOro A4OCTyNa N HaXxaTb Ha KHonky [HacTpounku];

2) B OTKpbIBLUEMCS OKHe BblbpaTb NyHKT « OBHOBNEHUE CUCTEMBIY;

3) B nosne cnpaea HaxaTb KHOMNKy [COpOCUTbL K 3aBOACKMM HacTpouKam], B NosiBMB-

LemMca npegynpexaeHnn Haxatb [f1 yBepeH];

4) B OTKPbIBLUEMCS1 OKHE ayTEHTM(UKALMM BBECTM Napoiib agMUHUCTpATopa 1 HaxaTb

[Aa].
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11. PUNBLTPALINA CETEBOIO NMNOTOKA

11.1. BknroyeHune unsTpaumum ceteBoro NoToka

Mpn nomowm punsTpa ceTeBbiX NAKETOB MOXHO OCYLUECTBMAATbL KOHTPOSb CETeBOro
TpadoumKa, NPOXoasiLLEro Yepes KOMMbIOTEP.

3anyck unbTpaunmn naketoB obecnevmBaeTcs MexceTeBbiM 3kpaHoMm ufw. Mexceteson
3KpaH NO3BONSAET co3gaBaTb nNpasuna unbTpaunm UCNosb3yst TEXHOMNOMIO iptables.

YnpasneHne MexceTeBblM 3KpaHOM OCYLLECTBASAETCS C NOMOLLbIO rpapnyeckon yTunnTbl
gufw UM ¢ NOMOLLLI0 MHCTPYMEHTa KOMaHOHOW CTPOKN astra-ufw-control.

[na BKMHOYEHUS MEXCEeTeBOro akpaHa C NOMOLLbD MHCTPYMEHTa KOMaHOHOW CTPOKMU
BbINONHUTb KOMaHAy:
astra-ufw-control enable

[N BbIKMIOYEHNA MEXCETEBOro 3KpaHa C NOMOLLb MHCTPYMEHTa KOMaH4HOW CTPOKMU
BbINOMNMHUTb KOMaHAay:
astra-ufw-control disable

lMpoBepKka COCTOAHUS MEXCETEBOIo 3KpaHa BbIMOMHAETCH C MOMOLLbIO KOMaHAbI:
ufw status

Pe3ynbraT BbINOMHEHUS KOMaHAbI:

- active — MEXCETEBOW 3KPaH BKIHOYEH;

- inactive — MeXCeTeBOM 3KpaH BbIKIHOYEH.
11.2. dunbTp ceTeBbIX NakeToB iptables

dunbTp ceTeBbIX NAKeTOB peanu3oBaH Ha OCHOBE TEXHOSOMMN iptables 1 No3sBonseT
BbIMOMHATL cnefyoLlne 3agayu:

1) comnbTpaumo NakeToB — 3TO MEXaHU3M, KOTOPbIM Ha OCHOBE 3aJaHHbIX Npasus, pas-
pellaeT nnu sanpewaeT nepegadyy MHopmMaunmn, NPoxoasLlen Yyepes Hero, C Lernbo
orpaxaeHus NoAceTU OT BHELLHEro JocTtyna, unn, HaobopoT, Ans HegonyLeHNs Bbixoaa
Hapy>Xy. PunsTp NakeToB MOXET onpeaensTb NpaBOMEpPHOCTb Nepefayn nHopmaumm
TONbKO Ha OCHOBE 3arofioBKoB |P-nakeToB, a Takke MOXET aHanM3MpoBaTb U UX COOEPXU-
Moe, T. €. UCNOMb30BaTb AAaHHbIE MPOTOKONOB 6oree BbICOKOrO YPOBHS;

2) TpaHCnAumMi ceTeBbIX agpecos (T.H. «MackapaiuHry) — 9To NoAMeHa HEKOTOpbIX Na-
pameTpoB B 3arofioBkax |P-nakeToB. cnonb3yetca Ans CokpblTUS pearnbHbix IP-agpecos
KOMMbIOTEPOB 3alLMLLIaeMON NOACETU, a TakKe ANS opraHu3auumn OocTyna U3 NoaceTu ¢
KOMNblOTEPAMU, HE NMEKLLMMKN pearnbHbiX IP-agpecos, K rmobanbHomn cety;

3) nNpo3payHoe NPOKCMpOBaHWEe — 3TO Nepeagpecaums nNakeToB Ha APYron NOpT KOMMbHO-

Tepa. O6bI4HO ncnonb3yeTcd and Toro, 4YTOObI MONb30BaTENN U3 NOACETM UCMONb30BaNU
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proxy-cepsep MapLipyTusatopa 6e3 4ONONMHUTENBHOMO KOH(UIYPUPOBAHNS NX KITMEHTCKMX
nporpamm.
HacTpoiika paccMOTPEHHbIX MexaHU3MOB (PUNbTPaLNsS NAKeToB, TPAHCMALUUS CETEBbIX

afpecoB 1 Npo3payvyHoe NPOKCUPOBaHME) BbINOMHAETCA KOMaHAoM iptables.
11.3. PopMmupoBaHume npasun

Kaxxgoe npaBuio — aTo CTpoKa, codepKallasa Kputepuu, onpegenstolme npuMeHnMocTb
AAHHOro npaswuna K nakeTy, U JencTeue, KoTopoe HeobXoaUMO BbINOMHUTL B CllydYae BbINOSIHEHNUS
Kputepus.

[MpaBuna umerT creayowmn CUHTaKCUC:
iptables [-t table] command [match] [target/jump]

Ecnu B npaBuno He BkNtoyaeTcsa cneuyudmkatop Tabnuubl [-t table], TO N0 yMONYaHMO
npegnonaraeTcs ucnonb3oBaHue Tabnuubl £ilter. Ecnn HeobxoanMo Mcnonb3oBaTb APYryto
Tabnuuy, To aTo TpebyeTcs ykasaTb ABHO. CneuundmkaTop Tabnumubl MOXHO yKasbiBaTb B Jl0O60M
MecTe CTPOKU npasurna, ogHaKko NPUHATO yKasbiBaTb B Ha4yarne npasuna.

HenocpeacTBeHHO nocne umeHn Tabnuubl JOoMKHA CTOATb KomaHaa. Ecnu cneuudmkaTo-
pa Tabnuubl HET, TO KOMaHAa Bcerga gOrmKHa CTosATb nepBon. Komanga onpenensder gencrame
iptables, Hanpumep, BCTaBUTb, 4OOABUTb B KOHEL, LLEMOYKN UNu yaanuTb Npasumo.

B pasgene match yka3sbiBalOTCS KpUTEPUU NMPOBEPKU, MO KOTOPLIM Orpenenserca npume-
HUMOCTb JaHHOTO NMpaBuna K nakeTy. BoaMoXHO ykasaTb B kadecTBe KpuTepus |IP-agpec uctovHuka
naketa unu cetn, CeTeBON MHTepgenc n T. 1.

MapameTp target ykasblBaeT, Kakoe AeNCTBUE JOMKHO OblTb BbINOSIHEHO NPU YCNOBUK
BbIMOMHEHUS KpUTEpPUEB B NpaBune. Bo3MOXHbI Takne OeNCTBUS KakK: nepedada nakera aapom B
APYryro LUenoyky npasun, «COpocuTby nakeT n 3abbiTb NPO HEro, BblAaTb Ha UCTOYHUK COOBLLEHNe
00 owmnbke n T.N.

Co3sgaHHble npasuna unbTpaLmm COXpPaHATCS U MPUMEHSOTCA TOMNBbKO A0 nepesarpysku
OC, nocne nepesarpy3kn OC TpebyeTtcsi noBTOpHOE (POPMUPOBAHNE NPaBUIT.

[ns obecnevyeHna BO3MOXHOCTU BOCCTAHOBIEHUS NpaBun ounsTpaunm nocre nepesa-
rpy3skm OC Heobxoammo:

1) cosgaTtb hann /etc/iptables.rules ANa COXpaHEHUs NpaBui PUNLTPaLUN:

sudo touch /etc/iptables.rules

2) yCTaHOBUTb AN CO34aHHOrO (hanna orpaHUYeHns Ha YTeHue, Tak Kak U3 Hero MoXHo

NoNyyYnTb MHGOPMaUUo 06 OTKPLITBIX CETEBLIX MOPTax, KOTopas MOXeT BbITb UCMOMb30-

BaHa On1d atak Ha KOMMbloTep:

sudo chmod 640 /etc/iptables.rules

3) coxpaHuTb CyLLeCTBylLMe NpaBuna gpunstpaumm B anne /etc/iptables.rules:

sudo iptables-save | sudo tee /etc/iptables.rules > /dev/null
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4) cospgaTtb cueHapun /etc/network/if-pre-up.d/iptables cO cnegywwmm co-

OepXUMbIM:

iptables-restore < /etc/iptables.rules

exit O

5) cospaTb cueHapun /etc/network/if-post-down.d/iptables CO cnegyrowmm

COLEPXKUMBIM:

touch /etc/iptables.rules

chmod 640 /etc/iptables.rules

iptables-save > /etc/iptables.rules

exit O

6) coenaTb co3fgaHHble CLueHapuM UCNOSTHAEMbIMU:

sudo chmod +x /etc/network/if-post-down.d/iptables

/etc/network/if-pre-up.d/iptables

MpumeyvyaHune. Ina coxpaHeHns npasun unsTpauum pekomeHayeTCs BbIMNOSTHATb
nyHkTbl [T){3) nepeuncnenmns Ha ctp. nocne Kaxmaoro nameHeHus npasun. CueHapuii, npuse-
AEHHbIN B MYHKTE |5)| NepeyncrieHns], COXpaHseT TEeKYLLYK BEPCUIO NMpaBusi aBTOMaTUYeCckn TONbKO
Npw LWUTAaTHOM BbIKMIOYEHUN KOMNboTepa. [1py HeWTaTHOM BbIKITHOMEHMM KOMMbIOTEPA Unu cboe

N3MEHEHNs B Npasunax punsrpaumm MoryT 6biTb yTEPSIHBbI.
11.4. NMopAAoK NpoxoXxAaeHUsa Tabnuy u ueno4vek

Korga nakeT npuxoauTt Ha ceTeBoun (ounbTp, TO OH CHavana nonagaeTt Ha ceTeBoe YCTpon-
CTBO, MepexBaTbiBaeTCA COOTBETCTBYOLWMM ApanlBePOM U Aanee nepefaeTtcs B 94p0. 3aTteM naket
NpoXoauT HEeCKONbKO Tabnuu, npexae Yyem oH ByaeT nepenaH ganee. Ha kaxagom atane naket
MOXeT ObITb OCTaHOBMEH. [locne npoxoxaeHnsa Tabnuu nakeT nepegaetca NMB0 NoKansHOMY
NpUNoXeHuto, NMGO NepeHanpaBnNAeTCs Ha APYro KOMMbIOTEP.

B Tabnuue filter uenoyky FORWARD NPOXOAAT BCe MakeTbl, KOTOpble ABUXYTCS Yepes

ceteBon unbetp. Nopsaok cnegoBaHns naketa npuBedeH B Tabnuue .

Tabnuuya 46
War | Tabnuua Llenouka Onucanue
1 = = Kabenb
2 = = CeteBown uHTepdenc (Hanpumep, eth0)

|/|CI'IOJ'Ib3yeTCFI AnNs BHECEHNSA N3MEHEHUI B 3arofioBOK NakeTa, Ha-

3 mangle | PREROUTING
npuMep, Ana UameHeHust 6UToB TOS U Np.

Mcnonb3yeTtca Ana TpaHCcNsAauMmM ceTeBbiX aapecoB DNAT. SNAT Bbl-
NOSHSAETCA No3aHee, B Apyron uenodke. Jltoboro poga dunsrpauns
B 3TOW LIEMOYKE MOXET MPOM3BOAUTLCS TONBLKO B UCKMOYUTENBHBIX
cnyyasx

4 nat PREROUTING
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OkoH4yaHue mabnuubi 46

LWar | Tabnmua Llenoyka OnuncaHue

MpuHATHE pelueHnda O AanbHenwen MmapLpyTmMsaumm, T.e. B 9TON
5 | = = TOYKe peluaeTcs, Kyaa nonaeT nakeT — foKanbHOMY MPUNOXEHNIO
UNn Ha apyromn ysen cetu

MonagatoT TONbKO Te€ MaKeThbl, KOTOpble MAYT Ha APYron KOMMbO-
Tep. Bea cdovneTpauma TpaH3nMTHOMO Tpaduka A0MKHA BbINONMHATHCA
6 filter | FORWARD 34echb. Yepes aTy Lenoyky npoxoamT Tpaduk B oBoMx Hanpasne-
HUAX, NO3TOMY 00s3aTENBHO YUNTBIBATb 3TO 0O6CTOATENBCTBO MpPU
HanucaHun npasun punsTpaumnm

MpenHa3HayeHa B nepByo ovepenb Ans SNAT. He ucnonb3oBaTtb
7 nat POSTROUTING | ang cpunerpaumm 6e3 ocobon HeobxoanmocTun. 30ecCh e BbINOSHS-
eTCsl U1 MackapaguHr

8 = = BbixogHow ceTeBorn nHTepdenc (Hanpumep, ethl)

9 = = Kabenb

MakeTbl, NpeaHa3HaYeHHbIE NTOKanNbHOMY NPOLIECCY/MPUNOXKEHUIO, NPOXOANAT Yepes Lienoy-

Ky INPUT, a He Yepe3 FORWARD. B Tabnuue 47| npeactaBneH nopsaok ABMXKEHUS MakeTa.

Taobnwuuya 47
War | Tabnuua Llenouka Onucanune
1 = = Kabenb
2 | = = BxoaHow ceteBon nHTepdeinc (Hanpumep, eth0)

OO6bIvHO ncnonb3yeTca And BHeCeHuA N3MEHEHWUI B 3arofioBOK Nake-

3 mangle | PREROUTING
Ta, Hanpumep, ana yCtaHOBKU ouToB TOS ” np.

MpeobpasoBaHne agpecoB DNAT. dunbrpaumsa naketoB 30ecb Oo-
NyCKaeTCs TONbKO B UCKITHOUUTENbHBIX Cry4asix

4 nat PREROUTING

5 | = = MpUHSTUE peLleHns 0 MapLIpyTU3aLmm

dunbTpaumsa Bxoasiuero Tpaduka. Bce Bxogsalme nakertsl, aapeco-
6 | filter | INPUT BaHHble NOKaribHOMY MPUMOXEHWNIO, NMPOXOAAT Yepes 3Ty LIENouKY,
He3aBMCUMO OT TOrO, C KaKoro MHTepdenca oHu NocTynunu

7 = = JlokanbHbIN Npouecc/npunoXxeHne

B Tabnuue npeacrtaBlieH NOpPAOOK ABUMXKEeHUA NakKeToB, CO34aHHbIX JTOKalribHbIMWU MPO-

LeccamMmu.
Tabnuua 48
LWar | Tabnuua Llenouka OnucaHue
1 = = JlokanbHbIN npouecc
mangle OUTPUT BHeceHmevwsmeHeHMVl B 3arofioBok naketa. PunsTpaumsi, BblNomnHsie-
filter Masi B 3TON LIENoYKe, MOXET MMETb HEraTUBHbIE MOCNEACTBUS
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OkoHyaHue mabnuubi 48

LWar | Tabnuua Llenoyka OnucaHne

4 _ _ MpuHAaTHe pelueHna o maplipyTusaumm. 30ecb peluaeTcs — Kyaa
nowaeT nakeT ganblue
3aecb BbiNonHseTcs SNAT. He cnenyet B 3TOW LeNoYke NPON3BOANTb

MNbTPaLMIO NaKeToB BO n3bexaHne HexxenaTerbHbIX MoOoYHbIX -

5 nat POSTROUTING ® pau ®
dekToB. OgHAKO 1 34EeCb MOXXHO OCTaHABMUBATL MaKETbI, MPUMEHSIS
NONUTUKY NO YMOMYaHNo — DROP

6 = = CeteBown uHTepdpenc (Hanpumep, eth0)

7 = = Kabenb

mangle
B Ttabnvue mangle He cnegyeT NpomM3BOAUTb (punbTpaumio, MackMpoBKY Mnn npeodb-

pa3oBaHue agpecoB (DNAT, SNAT), B HEMN OOMNYCKAETCs BbINOMHATL 4ENCTBUS, NPpUBEAEHHbIE B

Tabnuue (49|

Taobnuuya 49
JencTteue Onucanue
T0S BbinonHseT yctaHoBKY 6MTOB nonst TOS. OTO norne Ucnonb3yeTcst Ans HazHa4YeHUs CeTEBON
MONMUTMKM OBCINYXMBaHWUSI NAKeTa, T. €. 3a[a€ET XKenaemblil BapuaHT MapLipyTusaumm
TTL V|CI'IOJ'Ib3yeTC$I 4ana yCtaHOBKM 3Ha4YeHUa nond TTL nakeTa
YCTaHaBnNuBaeT cneumanbHyl0 METKY Ha MakeT, koTopasi 3aTeM MOXeT bbiTb NpoBepeHa
MARK ApYrMMun npaBunaMu B iptables unu gpyrumm nporpammamMu, Hanpumep, iproute2. C

MOMOLLIbIO METOK MOXHO YNpPaBnsTh MapLUpyTM3aLmMeln NakeToB, orpaHnymMBaTh Tpaduk n
T.M.

Tabnuua nmeet ABe LenoyKu:

- PREROUTING — UCMOMnb3yeTcs ANd BHECEHUS U3MEHEHUI Ha BXOAEe B CETEBON ounbTP

nepeq NPUHATUEM peLLeHNa O MapLupyTusauuu,

- OUTPUT — Ons BHECEHUS U3MEHEHUI B NaKeTbI, NOCTynatoLwue oT NPUIIoXeHUn BHYTPU

ceTeBon ouneTp.

nat

TonbKo NepBbIN NakeT U3 NOTOKa NPOXOAUT Yepes Lenodkn Tabnuupsl nat. TpaHcnauns aa-
pecoB MM MackMpoBKa NPUMEHSAKOTCH KO BCEM NOCMeayLWNM naketam B NoToKke aBTOMaTUyecku.

Ans atoi Tabnuubl xapakTepHbl AeWCTBUS, NpuBedeHHble B Tabnuue [50]

Taobnuuya 50

JenctBue OnucaHwune

rlpOVI3BO,D,VIT npeo6pasoBaHV|e agpecoB Ha3Ha4YeHUA B 3arojioBkax nakeToB. ,ElperMM
DNAT crnoBamu, 3TUM OENCTBUEM nepeHanpaBnAlTCA NakeTbl HA gpyrme agpeca, otTrinyHble
OT YKa3aHHbIX B 3arofioBkax naketoB
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OkoHyaHue mabnuub! 50

HencTtBue OnucaHune
SNAT Mcnonb3yetca ana MsamMeHeHus UCXOAHbIX agpecoB naketos. C NOMOLLBIO 3TOro aen-
CTBUSI MOXXHO CKPbITb CTPYKTYPY JNOKasNbHOW CEeTH
MpumMeHsieTcst B TEX e Lensix, 4To U SNAT, HO B OTNIMYME OT NnocregHen gaet bonee
CUINbHYIO Harpysky Ha cuctemy. lNpoucxoguT aTo NOTOMY, YTO KaXAbl pas, korda Tpeby-
eTCcs BbINOMHEHNe 3TOro AencTBusa, nponssoauTtca 3anpoc IP-agpeca anga ykasaHHoOro
MASQUERADE A P A P AP Ana'y

B JEWCTBUM CETEBOro UHTepdenca, B TO BpeM4d Kak ans SNAT |IP-agpec ykasbiBaeTcs
HenocpeAcTBeHHO. OgHako Gnarogaps Takomy oTnmymio, MASQUERADE MOXeT pabotaTb
B Cny4vasix ¢ guHamunyecknm IP-agpecom

Tabnunua nmeeT aBe LEenoYKu:

- PREROUTING — UCMNOMb3yeTcs AN BHECEHNS U3MEHEHWUI B NaKeTbl HA BXOAE B CETEBON

ouneTp;

- OUTPUT — ucnonb3yeTcs Ans npeobpasoBaHUs NakeToB, CO30aHHbIX NPUNOXEHUSIMN

BHYTPUM CeTeBOro omnerpa, nepeq NpUHATUEM peLLEeHN O MapLupyTU3aummn.

filter

B Tabnuue filter cogepxatcs Habopbl NpaBu ANs BbINONHEHUS UNBTPaLUK NakeToB.
MakeTbl MOryT NnponyckaTbCcs Aanee nMbo oTBepraTbCsl B 3aBUCMMOCTU OT UX COAEPXKMMOTO.

B Tabnuue filter MOXHO BbIMNOMHUTL DROP, LOG, ACCEPT unm REJECT. ImeeTcs Tpu
BCTPOEHHbIX LIEMOYKN:

- FORWARD — MCMoOnb3yeTcs Ana punsrpaumm NakeTos, MAYLWNX TPAH3NUTOM Yepes ceTe-

BOV (punbTp;

- INPUT — NpoXogsAT NakeTbl, KOTOpble NpeaHa3HayYeHbl IoKanbHbIM NPUIoXeHnaMm (ceTte-

BOMY puneTpy);

- OUTPUT — mucnonb3yeTca aAna punbTpaumm NCXOASALWMX NaKeToB, CreHepUpPOBaHHbIX

NPUNOXEHUSIMW HA CaMOM CETEBOM (pUnbTpe.
11.5. MexaHu3m TpaccUpPOBKU CoeAUHEHUN

MexaHn3m TpaccupoBKN COEAUHEHNIN ABNSIETCA YaCTb CETEBOro ounbstTpa iptables u
YCTPOEH Tak, 4Tobbl netfilter MOr NOAYYUTb MHPOPMALMIO O COCTOSHUU KOHKPETHOroO coeanHe-
H14a. Hannyune atoro mexaHnama no3BonsieT co3gaBaTb 6onee HagexHble Habopbl NpaBun.

B npepenax iptables coeanHeHne MOXET UMETb OAHO M3 YeTblipex 6a30BbIX COCTOAHUMN:
NEW, ESTABLISHED, RELATED 1 INVALID. [Ina ynpaBneHns naketaMy Ha OCHOBE UX COCTOSHUSA
MCrnonb3yeTcs KpuTepun —-state. TpaccupoBLUMK onpeaenseT YeTblpe OCHOBHbIX COCTOSHUSA
kaxxgoro TCP- unn UDP-nakeTa n HekoTopble AONOSHUTENbHbIE XapakTtepuctuku. [na TCP- n
UDP-naketoB — aT1o IP-agpeca otnpasuTtens 1 nonyvarens, NopTbl OTNpaBUTeNs u nony4vartens.

TpaccupoBka npou3BoanTCcsa B Lenodke PREROUTING. OTO O3HayaerT, YTo iptables

npon3BOoaANT BCe BblYUCIIEHUA, CBA3aHHbIE C ornpeneneHnem CoCTtoAaHu4A, B npeaenax 3TOW LENOYKMN.
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Korga oTnpaBnsaeTcss MHNLUUUPYOLWMA NAKET B NOTOKE, TO EMY NPUCBaANBAETCS COCTOsIHME NEW, a
Korga BO3BpaLLaeTcsa nakeT OTBeTa, TO COCTOSIHME COeANHEHMUS] M3MEHSAETCA Ha ESTABLISHED 1
T. 0.

Tabnuua TpaccupoBKM

Tabnuua TpaccupoBLMKa 3anucaHa B anne /proc/net/ip_conntrack. B Hewn co-
OEePXUTCH CMMCOK BCEX aKTUBHbBIX COEAUHEHNIA.

Ecnn mogynb ip_conntrack 3arpyxeH, To KoMaHga cat /proc/net/ip_conntrack
AOIMKHA BbIBECTMU:
tcp 6 117 SYN _SENT src=192.168.1.6 dst=192.168.1.9 sport=32775 dport=22

[UNREPLIED] src=192.168.1.9 dst=192.168.1.6 sport=22 dport=32775 use=2

B npumepe BbiBOAA KOMaHAbl COAEPXUTCS BCA MHGOPMaLMSA, KOTopasi U3BECTHa Tpaccu-
POBLLMKY MO KOHKPETHOMY COEOUHEHMIO.

B Hayane ykasaHo Ha3BaHue NpoTOKona, B JaHHOM criyyae — tcp. [lanee cnegyer HEKOTO-
poe umcno B 06bIMHOM AECATUYHOM NpeacTaBneHmun. [locne Hero cnegyeT Yicno, onpegenstouiee
«BPEMS XNU3HU» 3anucn B Tabnuue (T.e. KONMYecTBO CEKYyHA, Yyepe3 KOTopoe MHgopmMaums o
coegvHeHun byaet yganeHa ua tabnuubl). B npuBegeHHoM npumepe 3anuck B Tabnuue éyaet
XpaHuTbCS elle 117 ¢, ecnu yepes 3To coeanHeHne bonee He npocnenyeT HM O4HOro NakeTa, B
NPOTUBHOM CIlyvae 3TO 3HayYeHue OyaeT yCTaHOBMEHO B 3HAYEHME MO YMOSTYAHUIO ANs 3agaHHo-
r0 COCTOSIHUS. OTO YNCNO YMeHbluaeTcs Ha 1 kaxayl cekyHay. [lanee cnenyet daktndeckoe
COCTOSIHWE coeanHeHus. B npumepe 31O COCTOSAHME UMeeT 3HayeHne SYN_SENT. BHyTpeHHee
npeacTaBrieHNe COCTOAHNA HECKONbKO OTNIMYAEeTCs OT BHELWHero. 3HayeHme SYN SENT roBopuT
O TOM, YTO Yepes AaHHOoe coeauHeHue npocrenoBan eguHCTBEHHbIM nakeT TCP SYN. [lanee
pacnonoXeHbl agpeca oTnpaBuTeNd 1 nonyyarens, nopTel OTNpaBMTENS K nonyyarens. 34ech xe
yKa3aHo KI1H04eBOE CrOBO, KOTOpOe COOobLLaeT 0 TOM, YTO OTBETHOMO TpadurKa Yepes 3T0 coeanHe-
HKMe elle He Gbino. [lanee npuBogMTCs AONONHUTENbHAs MHPOPMaLUMs NO OXNgaeMoMy NakeTy —
aTo IP-agpeca n Homepa NopToB OTNPaBUTENS U NonyyaTensa Ang oXXuaaeMoro OTBETHOro nakeTa
(Te e gaHHble, TONbKO MOMEHSABLUMECA MeCcTamm).

Mocne nony4yeHus oTBeTa TPACCUPOBLUMK CHUMET doriar [UNREPLIED] M 3aMEHUT €ro
dnarom [ASSURED]. 10T donar coobLLaEeT, YTO COEANHEHME YCTAHOBMEHO, K 3Ta 3anncb He ByaeT
cTepTa rno JOCTMXKEHUN MaKCUMarnbHO BO3MOXHOIO KONMYecTBa TpaccupyeMbiX COeANHEHNI.

MakcnmanbHOe KONMYEeCTBO 3anncen, KOTopoe MOXET codepaTbCs B Tabnuue, 3aBUCUT
OT 3HaAYEeHNHA NO YMOMN4YaHUIO, KOTOPOE MOXET ObITb YCTAHOBNEHO BbI30OBOM DYHKLUMU ipsysctl.

[na o6bema O3Y 256 Mb 3HaueHune cooTBeTcTBYET 16376 3anncam. MOXHO NOCMOTPETb
N U3BMEHUTb 3TO 3HAYEHME Yepes:

/proc/sys/net/ipv4/ip_conntrack max
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CocTtosaHuA

CeTteBble nakeTbl MOryT UME€Tb HECKOJIbKO pa3JiNM4HbIX COCTOSIHUIA B npegenax aapa B

3aBMCNMMOCTUN OT TUNa NPOTOKOJ1a. OpgHako BHe A0pa NMeeTcA TOJIbKO YeTblpe COCTOAHUA, KaK

6bIno ckasaHo Bbile. [apameTpbl, onucbiBatoLLMe COCTOsIHME NakeTa, UCMOSb3YTCS B KpUTEPUU

--state. [lonyctumMbiMn ABNSAOTCA: NEW, ESTABLISHED, RELATED 1 INVALID.

B Tabnuue [51] nogpobHo paccmMoTpeHo Kaxaoe U3 BO3MOXHbIX COCTOSIHUIA U NpUBeAEHbI

HeobxoanMble KOMMEHTapUN.

Tabnunua 51

CocTosiHMe

OnucaHune

NEW

CoobuaetT o ToM, YTO NakeT ABNAETCA MepBbiM ANA AAHHOMO COeAMHeHUs. ATo
O3Ha4yaeT, YTo 3TO NepBbI NaAKET B JAHHOM COEAVHEHUN, KOTOPLIN YBUAEN Moayrb
TpaccupoBLLUKa

ESTABLISHED

FOBOPUT O TOM, YTO 3TO He MepBbIi NakeT B coeanHeHun. [Ina nepexoaa B COCTOAHME
ESTABLISHED Heo6XxoaMMo, YTOGbl OAMH KOMMbIOTEP Nnepeaan nakeT v nonyyun Ha
Hero oTBET OT ApPYroro KomnbtoTepa. Mocne nony4yeHus oTBeTa NPU3HaK COEANHEHUS
NEW 6yueT 3aMeHeH Ha ESTABLISHED

RELATED

MosiBNAieTcs, ecnun AaHHoe COeMHEHNE CBSA3aHO C APYIMM COeAVHEHMEM, UMEOLLUM
npusHak ESTABLISHED, T.€. COeQUHEHNE UHULMNPOBAHO U3 YK€ YCTaHOBINEHHOIO
COoeVHEeHs1, UMetoLLIEero NpusHak ESTABLISHED

INVALID

[OBOPUT O TOM, YTO NaKeT HE MOXET ObITb MAEHTUMULNPOBAH U NOITOMY HE MOXET
UMeTb onpedeneHHoro cratyca. 3T0 MOXET NPOUCXOAUTb MO pasHbIM MpUYUHaM,
HanpuMep, Npu HexBaTke NamsTy unu nNpu nonyveHnn ICMP-coobuleHusi, koTopoe
He COOTBETCTBYET KakOMy-nmbo N3BeCTHOMY coeuHeHuo. Hannyywmm BapnaHTom
ObIr10 6bl MpMMeHeHMe aencTBnst DROP K Taknm naketam

Tabnuubl

MapameTp -t ykasbiBaeT Ha ucnonb3yemyt Tabnuuy. o ymonyaHuio ucnonb3yeTcs

Tabnuua filter.

KomaHgbl

B Tabnuue NPUBOAMTCSA CMMCOK KOMaHA, KOTopble MCMOoNb3ylTcs B iptables, U

npasuiia nx ncnosrb3oBaHUA. nOCpe,D,CTBOM JaHHbIX KOMaH iptables y3HaeT, 4To Heobxoanmo

BbINONHUTL. OB6bl4HO npeanonaraetTcda ogHoO 13 AByX Aenctemm — ato gobasneHne HOBOro npasuna

B LIENOYKY UIN yOoaneHue CyLLEeCTBYHOLLIEro npasuna nu3 Tol unn nHom Tadbnuubi.

Tabnuuya 52

KomaHga

Mcnonb3oBaHune

-A, --append

[loGaBnser HOBOE NPaBUIO B KOHEL, 3a4aHHOW LIEMOYKM.

Mpumep
iptables -A INPUT
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lNpodomxkeHue mabnuups! 52

KomaHpga Ncnonb3oBaHne
Ynanset npasuno u3 uenoykn. KomaHga nveet gea cdopmara 3anucu: nep-
Bbll — KOrga 3ajaetcs KpuTepuin cpaBHeHUst ¢ napaMmeTpom -D, BTOPOU —
nopsaKkoBbIA HOMep npasuna. Ecnn 3agaeTcsa Kputepun cpaBHeHUs, To yaans-
€TCH NpaBuIio, KOTopoe MMeEeT B cebe aTOT KpUTepuin, ecriv 3agaeTca HoMep
-D, --delete npasuna, To 6yaeT yaaneHo npasBuro ¢ 3agaHHbIM Homepom. CyeT npasun B
Lenoykax HauMHaeTcs ¢ eanHULLbI.
Mpumep
iptables -D INPUT --dport 80 -j DROP, iptables -D
INPUT 1
BbinonHaeT nepenMmeHoBaHMe Nob30BaTENbCKOW Lenodkn. B npumepe ue-
noyka allowed ByoeT nepenmMeHoBaHa B Uenoyky disallowed. ITU nepe-
NMEHOBaHWSI HE N3MEHSIIOT NopsaoK paboThl.
-E, —--rename-chain
Mpumep
iptables -E allowed disallowed
KomaHga gomkHa 6bITb yka3aHa Bcerga
C6poc (yaaneHue) Bcex nNpaBun U3 3agaHHom uenoYku (tabnuupl). Ecnu nvsa
LenoYkn n Tabnuupbl He yKkasblBaeTcs, TO yoansalTCca Bce npasuiia BO BCeX
-F, --flush Leno4kax.
Mpumep
iptables -F INPUT
BcTaBnser HoBoe npaBusio B LieroYyky. Yncno, criegyloliee 3a UMeHeM Le-
MOYKM, YKa3blBaeT HOMep npasuna, nepeg KoTopbiM criedyeT BCTaBUTb HOBOE
. npasuno. B npumepe Bbile yKa3biBaeTCs, YTO JaHHOE NPaBuio AOMKHO BbiTb
-1, --insert nepBbIM B Lienoyke INPUT.
Mpumep
iptables -I INPUT 1 --dport 80 -j ACCEPT
BbiBOA cnvcka npasun B 3agaHHoOM Lienoyvke. B HuxenpueeaeHHOM npumepe
npegnonaraeTcs BbIBOA NPaBum M3 Lenodkn INPUT. ECniv nms LUenoykn He
yKasblBaeTCcs, TO BbIBOOMTCHA CMUCOK MpaBun Ansg Bcex uenodek. dopmat
-L, --list BbIBOAA 3aBUCUT OT HANmM4Ms JOMONMHUTENbHBIX KMOYer B KOMaHAae, Hanpumep
-n, -v 1 np.
Mpumep
iptables -L INPUT
CospaeTcsa HoBas Lenoyka ¢ 3agaHHbIM MMEHeM B 3adaHHou Tabnuue. B
HWXenpuBe4eHHOM NpUMepe co3gaeTcs HOBas Lernoyka ¢ uMeHeM allowed.
Mmsa uenoykn omkHO BbITb YHUKaNbHBIM U HE OOMKHO CoBnNaaaTh C 3apesep-
-N, --new-chain

BMPOBaHHbLIMU MMEHaMM Lienoyek u aencteui (DROP, REJECT M T.1.).

Mpumep
iptables -N allowed
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OkoHyaHue mabnuuei 52

KomaHpa Vcnonb3oBaHue

Onpepensert NonUTKKY No YMOMYaHWio Ans 3aaaHHoN Lenodku. Monutuka no
yMOMuaHuio onpefensiet AeicTB1e, NpYMeHsieMoe K NakeTam, He NonasLUKM
' noa AEWCTBME HU OQHOMO M3 MpaBwun B Liernoyke. B kayecTBe nonmTmku no
-P, —-policy yMOMnYaHuto JonyckaeTcsl UCrnonb3oBaTb DROP, ACCEPT U REJECT.

Mpumep
iptables -P INPUT DROP

ﬂaHHaﬂ KOMaHOa 3amMeHdaeT OaHO npaBuio Apyrum. B ocHoBHOM OHa ncnonb-

3yeTcHa BO BpeMs OTnagky HOBbIX MpaBun.
-R, —--replace
Mpumep

iptables -R INPUT 1 -s 192.168.0.1 -j

YnaneHue 3agaHHON LENoYKM U3 3aaaHHou Tabnuubl. Yaansemas uenovka
He JOMKHa UMETb NPaBWI U He OOMKHO ObiTb CCbINOK M3 APYrUX LEenoYek Ha
yoansiemyto uenoyky. Ecnm nmsi Lenoyku He ykasaHo, To GyayT yaaneHsl Bce
-X, —-delete-chain| U€MOYKM, onpeaerneHHble koMaHaoln -N B 3aaaHHoN Tabnuue.

Mpumepsbl:
1. iptables -X allowed
2. iptables -P INPUT DROP

OGHyneHne Bcex CYETYMKOB B 3aJaHHOM uenodvke. Ecrnv umsa uenoyvku He
ykasblBaeTcs, TO nogpasyMeBatoTcs Bce Lienoyku. Mpu ncnonb3oBaHum Knoya
-v COBMECTHO C KOMaHaou -L Ha BbiBoA OyayT nogaHbl U COCTOSIHUSI CYET-
-7, --zero YMKOB MaKeToB, MoNaBLUMX Noa AeWcTBUe Kaxaoro npasuna. JonyckaeTcs
COBMECTHOE MCMOoSb3oBaHMe KoMaHa -1 1 -Z. B atom cnyyae 6yaet BblgaH
cHayarna CrnvMcoK npaBus Co cYeTYMKamu, a 3aTem npousonaet obHyneHue
CYETUYMKOB

Knouu
HekoTopble kKoMaHAbl MOTYT UCMOMbL30BATLCS COBMECTHO C AOMOSHUTENBHLIMU KINKOYaMu.

MepeyeHb kntoyelt 1 ux onvcaHne npueeaeHsl B Tabnuue 53|

Tabnuuya 53
Kntoy OnucaHue
Mcnonb3yeTcs BMecTe ¢ KoMaHaamMuM ——insert, ——append U —-replace
npy co3gaHUM HOBOIO NpaBuna Ansg yCTaHOBKM CYETUYMKOB NakeToB U 6aiT B
c, —--set-counters

3agaHHoe 3Ha4vyeHue. Hanpumep, Koy —-—set-counters 20 4000 ycTaHo-
BUT cyeT4ynk naketoB B 20, a cdeTymk 6anTt B 4000

Mcnonb3yetcss BMeCcTe ¢ KOMaHAoW —-1ist, BKMOYAET peXuM BbiBoda HO-
--line-numbers MepOB CTPOK Npu oTobpaXkeHUn cnucka npaeun koMaHaon —-1ist. Homep
CTPOKMN COOTBETCTBYET NO3NLIMKN NpaBuia B Lienoyke

MoxeT ucnonb3oBaTbCs ¢ MO0 KOMaHA4OoN, onpeaensieT KoMaHay 3arpys-
--modprobe K1 mMoayns siapa. [aHHblA KoY UCMonb3yeTcs B crlyvyae, ecnv KomaHaa
modprobe HaxoAMTCst BHE MyTW Noucka

McnonbayeTca BMecTe ¢ komaHaon —--1ist. 3actaBnser iptables BbIBO-
n, —--numeric anTb IP-agpeca 1 Homepa nopToB B YMCMNOBOM BUAE, NpefoTBpaLLas nonbITkU
npeobpasoBaTtb UX B CUMBOMNNYECKME UMEHA
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OkoHyaHue mabnuubl 53

Krito4 OnucaHne

Wcnonb3dyetca BMecTe C KomMaHgamu --list, --append, --insert,
--delete U --replace ANS NOBbILEHNA MHPOPMATUBHOCTM BbiBoga. B
crnyvae ucnonb3oBaHNsA ¢ KOMaHOoW ——1ist B BbIBOO 3TOW KOMaHAbl BKIHO-
yarlTcsa Takke UMa uHTepdenica, CYeTYNKN NaKeToB M BanT AN KaXKaoro
npasuna. Popmat BbiBOAa CHETYMKOB Mpeanoraraet BbiBo4, Kpome undp
yucna, ewe M CUMBOIMbHbLIX MHOXUTenen K (x1000), M (x1,000,000) v G
(x1,000,000,000). Ytobbl KOMaHOa --1ist BbIBOAMNA MNOMHOE 4ymcro (bes
ynoTpebneHnst MHoXuTenen), Tpebyetca NPUMEHATb KoY —X, KOTOPbIN ONK-
caH Hmxe. Mpn ncnonb3oBaHWM ¢ gpPYrMMmn kKomaHgammn Ha BbiBog, 6yaeT nogaH
noapoOHbIA OTYET O NPOMN3BEAEHHON onepaummn

-v, —--verbose

Mcnonb3yeTcs BMecTe ¢ KoMaHaon —-1ist. [Anga Bcex Yncen B BbIXOOHbIX
OaHHbIX BbIBOOATCS MX TOUHbIE 3Ha4YeHMs 6e3 okpyrneHnst n 6e3 npumeHeHus
MHOXUTeNen K, M, G. BaxxHO TO, YTO AaHHbLIW KIS0 UCMOMNb3YEeTCH TOSbKO C
KOMaHaon —-1ist N HEe NPUMEHSIETCA C APYrMMM KOMaH4aMU

-X, ——-exact

11.6. Kputepuu BbiaeneHns nakeToB

BbigenstoTca cnegyowme Kputepuu:

1) obwue — KpuTepmmn, KOTopble JOMYCTUMO YNoTpednsaTb B Nobbix npasunax. OHU He
3aBUCAT OT Tuna NpoToKosia U He TpebyroT NoAarpy3kn mogynen pacwumpenus. B aty
rpynny gobaBneH KpuTepun --protocol, HECMOTPA Ha TO, YTO OH MCMNONb3YeTCHa B
HeKOTOopbIX creunduyHbIX OT NMPOTOKOMNa pacwupeHnax. Hanpumep, npu ncnosnb3osa-
Hun TCP-kpntepusi HeobXoAUMO MUCNONb30BaTb U KPUTEPUN —-protocol, KOTOPOMY B
KayecTBe LOMONMHUTENBHOrO Kitova nepefaeTtcs Ha3BaHue npotokona — TCP. OgHako
--protocol cam no cebe ABNSETCA KpUTEPUEM, KOTOPBIN UCMONb3YETCH ANS YKa3aHus
Tvna NpoToKona;

2) HesiBHble — 3TO KpUTEPUU, KOTOPbIE NOArPYXarTCsl HEABHO U CTAHOBATCSA AOCTYMHbI,
HanpumMmep, NpU ykaszaHuu Kputepus —-protocol. CywecTByeT Tpy aBToMaTtuyeckn nog-
rpyaembix pacwmpenus: TCP-, UDP- n ICMP-kputepun. 3arpyska aTux paclumpeHuin
MOXET NPOM3BOAUTLCS U ABHBbIM 06pa3oM C MOMOLLBIO KItoya -m, —-match, Hanpumep:
-m tcp

3) nepen UCNornb30BaHWEM BbILLEONUCAHHbBIX PacLUMPEHUN OHU OOMKHbI ObITb 3arpyXXeHbl
SIBHO, C MOMOLLIbIO KItova —m unu —-match. Tak, Hanpumep, ecnv NCnonb3oBaTb KpUTEPUU
--state, TO cneagyeTt ABHO yKa3aTb 3TO B CTPOKE Mpasuna -m state fnesee UCNonb3y-
€eMoro kputepus. Bce otnnumne mexay siBHbIMU U HESIBHBIMWU KPUTEPUSAMM 3aKTtoMaeTcs
TONMbKO B TOM, YTO nepBble HeobXxoauMO noarpyxatb SABHO, @ BTOpble NoArpyxarTcs

aBTOMaTU4eCKN.
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11.7. JenctBuA 1 nepexoabl

[denctBnsa n nepexoabl coobLLAT NpaBuny, YTO HEOOXOANUMO BbINOMHUTL, ECINU NaKeT
COOTBETCTBYET 3alaHHOMY KpuTeputo. Yalle Bcero ynotpebnsawTtca aencTenst ACCEPT 1 DROP.

OnncaHve nNepexoaoB B NpaBunax BbIMMSAAUT TOYHO TakK e, Kak U onncaHue OencTBui, T. e.
CTaBUTCS KIMOY —3 U yKa3biBAETCS Ha3BaHWe LIenoYku NpaBus, Ha KOTOPYH BhIMOMHSETCA Nepexom.
Ha nepexoapbl HaknaabiBaeTcs psa orpaHUYeHnin, nepBoe — Lienoyka, Ha KOTOPYH BbINOMHAETCS
nepexon, AOIKHA HaxoaAUTLCA B TOW e Tabnuue, YTo M Lerno4vka, U3 KOTOPOoW 3TOT nepexop
BbIMOSHAETCS; BTOPOE — LIENoYKa, SABNSLIascs Lenbio nepexoaa, AomkHa ObiTb co3gaHa Ao Toro,

Kak Ha Hee ByayT BbINOMHATLCS NEPexoabl.

Mpumep
Cospatb Uenoyky tcp_packets B Tabnuue filter ¢ NOMOLWbLIO KOMaHAbI:
iptables -N tcp_packets
BbINONHATL Nepexobl Ha 3Ty LIEeMNOYKY:
iptables -A INPUT -p tcp -j tcp_packets
T.e., BCTpeTMB nakeT npoTtokona TCP, iptables Npou3BeAET Nepexos Ha LEeNoYKy tcp_packets

N NPOOOIMKUT OABMXXEHNE NakeTa MNno 3TOM LIeMNoYKe.

Ecnu naket gocTtur KoHUa LEenoYkn, To OH OyaeT BO3BpaALLEH B BbI3bIBAOLLYIO LIEMNOYKY
(B npumepe — 370 Lenodka INPUT), 1 ABUXEHME NakeTa NPOAOIMKUTCS C NpaBuna, creayroLwero
3a NpaBuIioM, Bbi3BaBLLMM nepexon. Ecnun k nakeTy Bo BNOXeHHOW Lenoyke byaeT npuMeHeHo
aenctene ACCEPT, TO aBTOMaTMYeCKM NakeT OyaeT cuMTaTbCd MPUHATLIM M B Bbi3blBAlOLLEN
Leno4dke n yxxe He ByoeT npogosmkaTtb ABUXKEHWE MO Bbi3biBalOWMM Lenovkam. OgHako naket
nongeT no Apyrum Lenoyvkam B Apyrnx tabnuuax.

[encTBne — 310 NpegonpeneneHHas KomaHaa, onucbiBatoLLas 4eNcTBme, KOTopoe Heob-
XOOAUMO BbIMNOSIHUTb, €CIM MNaKeT coBnan ¢ 3afgaHHbIM KpuTepmneM. Hanpumep, MOXXHO NMPUMEHUTb
aencteme DROP unn ACCEPT K nakeTy. B pesynbrate BbINOMHEHUS O4HUX OEACTBUA NAKET npekpa-
LLIaeT cBOe NpOoXOXAeHne no Lenodvke, Hanpumep DROP n ACCEPT; B pesynbrate apyrux, nocne
BbIMNOSNIHEHMS HEKUX OMnepaunin, NPoAoIKaeT NpoBePKY, Hanpumep LOG; B pe3dynbrate paboTbl
TPETbUX — faxe BUOAOU3MEHSIETCS, Hanpumep DNAT 1 SNAT, TTL 1 TOS, HO TakK e npogosnkaeT
NpoaBMXEHME NO LienoykKe.

ACCEPT

Ecnn Hag nakeTom BbINOMNHAETCH AencTene ACCEPT, TO NakeT npekpawlaeTt ABUKEHNE No
uenoyke (M BCeM Bbi3BABLUMM LiEMOYKaM, ECIM TEKYLLAs Lienoyka Obinia BIOXKEHHOW) U cUMTaeTcs
NPUHATBLIM, TEM HE MeHee, NaKeT NPOAOIKUT ABMXKEHME MO LUenodykam B Apyrnx Tabnumuax n Moxet
ObITb OTBEPrHyT Tam. [lencTBue 3agaeTcs C NOMOLLbIO Kntoya —j ACCEPT. [JONONHUTENbHbIX

KIoYen He umeer.
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DNAT

DNAT ucnosb3yeTcs Ans npeobpasoBaHust agpeca MecTta HasHadeHus B |IP-3aronoske
naketa. Ecnv nakeT nognagaeTt nod KpUTEPUA NpaBuna, BbINOMHAKLWEro DNAT, TO 3TOT NakeT U
BCe nocregyoLlme nakeTbl U3 3TOro e noToka 6yayT nofBeprHyTbl NpeobpasoBaHnio agpeca
HasHa4yeHusi 1 nepedaHbl Ha Tpebyemoe YCTPOMCTBO, KOMMLIOTEP UIN CETb.

MoXeT BbINOMHATLCA TOMbKO B Lienovykax PREROUTING M OQUTPUT Tabnuupbl nat U BO
BIOXEHHbIX NoALIenoYKax.

Kntou ans penctBust DNAT — --to-destination.

Mpumep
iptables -t nat -A PREROUTING -p tcp -d 15.45.23.67
--dport 80 -j DNAT --to-destination 192.168.1.1-192.168.1.10

OTOT KIoY yKasbIBaeT, kakon |IP-agpec gomkeH 6bITb NoagcTaBneH B kKa4yecTBe agpeca
MecTa HasHa4yeHusd. B BbilenpnBeaeHHOM NpMMepe BO BCEX MaKeTax, NpULLIEAWnX Ha agpec
14.45.23.67, agpec HazHa4YeHnsa 6yneT M3MEHEH Ha OO4MH U3 AMana3oHa oT 192.168.1.1 go
192.168.1.10. Bce nakeTbl 3 ogHoro notoka 6yayT HanpaenNATbLCA HA OOWH M TOT XXe agpec, a
ANs Kagoro HoBOro notoka 6yaert BbIbMpaTbCs OANH U3 aApecoB B YkadaHHOM AnanasoHe Cny-
YanHbIM obpasoM. MOXHO Takke onpenenuTb eauHCTBEHHbIN IP-agpec. MOXHO 4OMONHUTENBHO
yKasaTb NopT uUiv ananasoH NOpPTOB, Ha KOTOpbIV (KoTopble) ByaeT nepeHanpasneH Tpaduk. Ons
atoro nocre IP-agpeca 4yepes ABoeTouMe yKkasaTb NOpT, Hanpumep:
—--to-destination 192.168.1.1:80
A8 yKasaHua guanasoHa nopTos:
—--to-destination 192.168.1.1:80-100

CuHTakcuc genctemim DNAT M SNAT BO MHOMOM CXOX. YKaszaHue MOpToOB LOMycKaeTcs
TONbKO Npu pabote ¢ NpoTokonom TCP wunu UDP, Npu HanMuMm napametpa —--protocol B
Kputepun.

DROP

DROP cbpacbiBaeT NakeT n iptables 3abbiBaeT 0 ero cywecrsoBaHnn. COpoOLLEHHbIE
nakeTbl NpeKpaLLlaT CBOE ABMXXEHME MOMHOCTLIO, T. €. OHN HE NepefarTcs B Apyrme tabnuupl,
Kak 3TO NpoucxoauT B crnyyae ¢ gencrenemM ACCEPT. CrieayeT NOMHUTb, YTO AaHHOEe AenCTBue
MOXET UMETb HeraTMBHblE MOCIEACTBUS, MOCKOMbKY MOXET OCTaBfATb HE3aKpbITble COKEThI
Kak Ha CTOpPOHe cepBepa, Tak U Ha CTOPOHE KIMeHTa, Haunyywum cnocobom 3awmtbl Oyaet
ncnonb3oBaHne genctend REJECT, 0COGEHHO NMpu 3aLUmMTe OT CKaHMPOBAHMUS MOPTOB.

LOG

LOG CRyXuT AN XXypHanMpoBaHUsa OTAErNbHbIX MNAaKeTOB U cobbITMIA. B XXypHan moryT

3aHOCUTbCA 3arofnioBku IP-naketoB n gpyras nHtepecyowas nHpopmaums. MHpopmauus ms
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XXypHana MoXeT ObITb NpoynTaHa ¢ NOMOLLbIO dmesg UK syslogd, NIMGO ¢ NOMOLLBIO ApPYruX
KOMaHz,.

Kntoun gencteusa LOG npuBedeHbl B Tabnuue [54]

Tabnunua 54

Krito4 OnucaHne

Ucnonb3yeTca ons 3agaHusa ypoBHS XXypHanupoBaHus. MoxHo 3agaTh crieqy-
owme ypoBHu: debug, info, notice, warning, warn, err, error, crit
alert, emerg N panic. KnioueBoe CrioBo error O3HA4yaeT TO Xe camoe,
YTO U err, warn — warning M panic — emergqg. [NpuopuTteT onpegenser
pasnuuusa B TOM, Kak ByayT 3aHOCUMTbCA coobLeHnsa B XXypHan. Bce coob-
LLEeHMs 3aHOCATCA B XypHan cpeactsamu agpa. Ecnn yctaHOBUTL CTPOKY
--log-level kern.=info /var/log/iptables B panne syslog.conf, T0 Bce co0b-
leHus u3 iptables, ncnonbeayowme ypoeeHb info, 6yayT 3aHOCUTLCS B
ann /var/log/iptables. OgHako B 3TOT hann nonagyT v Apyrme coob-
LeHUs, nocTynaroLwme u3 Apyrux nogcucTemM, KotTopble UCNonb3yrT YPOBEHb
info.

Mpumep
iptables -A FORWARD -p tcp -Jj LOG --log-level debug

3apaeT npeduKc, KoTopbii OydeT CTOATb nepen BCEMWU COOOLLEHUSMU
iptables. CoobLleHns co cneundudHbiM npedmnKcoMm 3aTemM Nerko Mox-
HO HaWTW, K NpUMepy, ¢ NoMoLlblo grep. lNpedunKc MOXeT cogepxaTb A0

--log-prefix 29 cMmBoroB, Bkro4as npobensi.
Mpumep
iptables -A INPUT -p tcp -j LOG --log-prefix "INPUT
packets"

Mo3BonsieT 3aHoCUTb B XXypHan Homep TCP Sequence-naketa. Homep TCP
Sequence ngeHTNMOUUNPYET KaXKablA NakeT B NOTOKE M onpeaenseTr nopsi-
AOK COOpKM NOTOKa. ATOT KNIoY NMoTeHumnarnbHO onaceH ans 6e3onacHocTn
CUCTEMbI, €CITN CUCTEMHbBIN XXYpHan paspeluaeT AOCTYN «Ha YTeHME» BCEM
--log-tcp-sequence K Goi > v 6

none3oBatensaMm. Kak u nobon gpyron xxypHan, cogepxalimi coodLieHms ot
iptables.

Mpumep
iptables -A INPUT -p tcp -j LOG --log-tcp-sequence

[Mo3BONSET 3aHOCUTL B CUCTEMHBIV XXypHan pasfnnyHble CBEAEHUS U3 3arofioB-
ka TCP-naketa. Takasg BO3MOXHOCTb MOXET ObITb NonesHa npu otnagke. 10T
--log-tcp-options | KMOY HE MEET AONONHUTENBHBIX NapaMeTPOB.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-tcp-options

[Mo3BONSIET 3aHOCUTL B CUCTEMHbIV XXypHan pasnuyHble CBEAEHUS U3 3arofoB-
ka IP-naketa. Bo MHOrom cxox c knto4oM -—log-tcp-options, Ho paboTtaeT
-—log-ip-options TOnbKO C |P-3aromnoskom.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-ip-options
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MARK

MARK UCMonb3yeTcs sl YCTaHOBKM METOK AN ONpeAeneHHblX MakeToB. ITO A4ENCTBUE MO-
XXET BbINOSMHATLCS TONbKO B Npeaenax 1abnuubl mangle. YCTaHOBKA METOK OObIYHO MCMONb3yeTCs
AN HYXXO MapLUpyTM3auumn NakeToB Mo pas3nnUYHbIM MapLupyTam, Ans orpaHu4eHns Tpaduka u T.n.
MeTka nakeTa cyLlecTByeT TONbKO B NEpMOA BPEMEHM, NMOKA NAKET HE MOKMHYN GpaHamayap, T.e€.
MeTKa He nepegaetcs no cetn. Ecnv HeobxoauMo Kak-To MOMETUTb NaKeTbl, YTOObI UCMOMb30BaTb
MapKUPOBKY Ha OPYroM KOMMbHOTEPE, TO MOXHO MaHUNynmMpoBaTb Gutamm nonsa TOS.

Kntoy ana gencreust MARK — —--set- — yCTaHaBNMBaEeT METKY Ha nakeT. [Nocrne kno4a

—-—-set-mark OOMXHO cnegoBaTh Lienoe Yucro.

Mpumep
iptables -t mangle -A PREROUTING -p tcp --dport 22 -j MARK --set-mark 2

MASQUERADE

MackapaguHr nogpasymeBaeTt rnonyyveHue |IP-agpeca ot 3agaHHOro ceTeBoro MHTepgenca,
BMECTO NMPSIMOro ero ykasaHusi, Kak 370 enaeTcs C MOMOLLbIO Krya —-to-source B AENCTBUN
SNAT.

Hencrtene MASQUERADE MOXET OblTb MCNOMNb30BaHO BMECTO SNAT, JaXe eCrnn UMeeTCA
NoCTOAHHbIN IP-agpec.

MASQUERADE fonycKaeTcs ykasbliBaTb TOMbKO B Lienoyke POSTROUTING Tabnuubl nat,
Tak e Kak 1 gencteme SNAT. MASQUERADE MMeET KITo4, MCNOoMb30BaHWe KOTOPOro Heobs3aTenb-
HO.

Kntou ansa gencreua MASQUERADE — —--to-ports — UCMNOMb3yeTcs ANa ykasdaHusa nopra
WCTOYHMKA Uy JuanasoHa nopToB ucxogsiero nakera. MoXHo ykasaTb o4uH MOpT, Hanpuvep:
-—-to-ports 1025
UM guanasoH NnopToB:

—-—to-ports 1024-3100
OTOT K104 MOXHO MCNOSb30BaTh TOMbKO B NpaBunax, rae KpUuTepumn cogepXuT sBHoe

ykasaHue Ha npoTtokon TCP vnn UDP ¢ nomoLbio knoya —-protocol.

Mpumep
iptables -t nat -A POSTROUTING -p TCP -j MASQUERADE --to-ports 1024-31000

REDIRECT

REDIRECT BbINOSIHSAET NepeHanpasfieHne NakeToB M MOTOKOB Ha ApYron rnopTt TOro xe
camoro KomnbloTepa. K npumepy, MOXXHO nakeTbl, noctynatwowme Ha HTTP-nopt, nepeHanpaBuTb
Ha nopT HTTP-npokcu. [enctBne REDIRECT OYeHb YyOOOHO 4SS BbINOMHEHUS MPO3pavyHOro
npokcunpoBaHus (transparent proxying), korga komnbtotepbl B JIBC gaxe He nogo3peBaroT O

CcyLiecTtBOBaHMM MPOKCH.
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REDIRECT MOXET UCMONb30BaTbCs TONbKO B LienovYkax PREROUTING un OUTPUT Tabnuubl
nat, a TakkKe BbINOMHATLCA B NoALENoYKax.

Kniou gna genctBust REDIRECT — —-to-ports — onpegensietr nopt unu guanasoH
NopToB Ha3HaveHus. bes ykasaHua knova —-to-ports nepeHanpasfieHNs He NPOUCXOOUT, T. €.
nakeT naeTt Ha TOT NopT, Kyaa v ObinT Ha3HaYeH.

Ons YKa3aHnAa o4HOoro rnoprta HasHa4eHud BBECTU:.

iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports 8080

Ecnu HeoGxoanmo YKa3aTb Anana3oH NnopToB:
iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports /
8080-8090

OTOT KI104 MOXKHO MCNOSb30BaTh TOMLKO B NpaBunax, rae KpUTepumn coaepXuT siBHoe
ykasaHue Ha npotokon TCP nnn UDP ¢ nomoLybio kntoya —-protocol.

REJECT

REJECT mcrnonb3yeTcs, Kak npaBuno, B TeX e CaMblX CUTyauusix, 4To n DROP, HO B
oTnnyme oT DROP, KoMaHAa REJECT BblgaeT cooblieHne o6 owmbke Ha KoMnbloTep, nepenas-
lWwnin nakeT. [lenctBne REJECT paboTaeT ToNbKo B Lenovkax INPUT, FORWARD n OUTPUT (M BO
BMOXEHHbIX B HMUX Lienoykax). [loka CcyLlecTByeT TONbKO €AWNHCTBEHHbIN KoY, yrnpaBnisaoLwmnini
nosegeHnemM KomaHabl REJECT.

Knou ana genctBus REJECT — --reject-with — ykasbiBaeT, Kakoe coobuieHune
HeoOxoauMMO nepenaTtb B OTBET, ECMM NaKeT coBnan C 3agaHHbiM Kputepuem. Npu npumeHe-
HUM OgencTBus REJECT K nakeTy cHadana Ha KOMMblTep-oTnpaBuTens OyaeTr oTocnaH yka-
3aHHbIN OTBET, a 3aTteM nakeT byaet cbpowleH. [lonyckaeTcs UCNosib3oBaTb Crieayowmne TUnbl
OTBETOB: icmp-net-unreachable, icmp-host-unreachable, icmp-port-unreachable,
icmp-proto-unreachable, icmp-net-prohibited n icmp-host-prohibited. Mo ymon-
YaHuo nepepaeTcsa coobuleHne port—-unreachable. Bce BblileykaszaHHble TUMbI OTBETOB SABMS-
toTca ICMP error messages (coobweHuamm o6 owmnbkax). Tun oTBeTa tcp-reset NCNONb3Y-
eTcs Tonbko anga npotokona TCP. Ecnu ykazaHo 3HadYeHue tcp-reset, TO gencTBme REJECT

nepegact B oteeT naket TCP RST, KOoTopbIv ncnonedyetcsa Ans 3akpbitusa TCP-coeanHeHus.

Mpumep

iptables -A FORWARD -p TCP --dport 22 -j REJECT --reject-with tcp-reset
RETURN
RETURN npekKkpawaeT gBMXeHne rnaketa no TeKyLLI,eIZ Luerno4yke rnpasuit U npomn3BoanT

BO3BpaT B Bbl3blBalOLL YO LEMOYKY, €CIin TEKYLLaA Lerno4vka Oblna BMNOXEeHHOW, Unu, ecnu TeKyLwas

Liernoyka NexuT Ha caMOM BEpPXHEM YpPOBHe (Hanpumep, INPUT), Kk nakeTy GyaeT npMMeHeHa
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nosiMTUKa Nno ymonyaHuto. B kayecTBe NOMNTUKM NO YMOMYaHUIO HasHa4varT encTBus ACCEPT
nnn DROP.

SNAT

SNAT MCnonb3yeTcs Ans Nnpeobpa3oBaHNs CETEBbLIX a4pecoB, T. €. UBMEHEHMS NCXOOSALLETO
IP-agpeca B IP-3aronoBke nakera. SNAT 4ONYCKAETCA BbINOMHATL TONbKO B Tabnuue nat, B LENOY-
Ke POSTROUTING. [lpyrumn cnoBamu, TOMbKO 34eCb AOMNycKaeTcs npeobpasoBaHne UCXoasmx
agpecoB. Ecnu nepBbii NakeT B COeANHEeHMM noaeeprca npeobpasoBaHMio UCXOASALLEro agpeca,
TO BCE MocrenyLlme nakeTbl U3 3TOro Xe coeanHeHust byayT npeobpasoBaHbl aBTOMAaTUYECKN U
He NonayT Yyepes 3Ty LenoyKky npasus.

Kntou ana gencteus SNAT — --to-source — MCNOSb3YeTCA AN yKasaHus agpeca,

npunceamBaeMoro rnakery.

Mpumep
iptables -t nat -A POSTROUTING -o ethO -j SNAT --to-source
194.236.50.155-194.236.50.160:1024-32000

YkasbiBaeTcs IP-agpec, KoTopbii ByaeT nofgcTaBneH B 3arofiloBOK MakeTa B KaydecTBe
ncxopswero. Ecnv HeobxoamMmo nepepacnpenenvTb Harpy3ky Mexay Heckonbkumm 6paHamaya-
pamMu, TO MOXHO yKasaTb Auana3oH agpecoB, r4e HavarnbHbI U KOHEYHbIN agpeca guana3oHa
pasgensaiTca geduncom, Hanpumep:
194.236.50.155-194.236.50.160

Torga koHkpeTHbIM |IP-agpec 6ygeT BbibupaTbcsa M3 AnanasoHa crny4vyamHbiM obpasom
ANS KaXQoro HOBOro notoka. [JonosHMTeNbHO MOXHO YKa3aTb AMana3oH NopToB, KoTopble 6yayT
NCNoNb30BaTbCA TONbKO ANSA HY>X4 SNAT.

TOS

TOS ucnonb3yeTcs Ans yctaHoBKW 6uT B none TOS IP-3aronoska. [None TOS coaepXut
BOCEMb OUT, KOTOPbIE UCMONbL3YOTCA ANA MapLPyTU3aUnn nakeToB. ATO OQHO M3 HECKOJSTbKUX
noneu, ncnomnb3dyembix iproute?2. [laHHOe none MoXeT obpabaTbiBaTbCA pasfMyHbIMN MapLLpPY-
TM3aTopamu C Lenbio Bbibopa MaplipyTa ABmKeHUs nakeTta. Kak ye ykasbiBanoch Bbllle, 3TO
none, B OTNiM4ne OT MARK, COXpaHSAET CBOE 3Ha4YeHue Npu ABMXEHUN NO CETU, a NOITOMY MOXET
NCNonb30BaTbCA ANs MapLipyTmu3aunm naketa. [laHHoe AercTBne 4onyckaeTcsi BbINOMHATL TOMbKO
B npegenax tabnuubl mangle.

Kntou gnsa genctems TOS — —-set-tos — onpegenseTr YACNOBOe 3HaYeHNe B LECATUYHOM

nnn wecTtHaguatepn4Hom sunae.

Mpumep
iptables -t mangle -A PREROUTING -p TCP --dport 22 -j TOS --set-tos 0x10
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MockonbKy none TOS siBNAeTcs 8-6UTHLIM, TO MOXXHO yKa3aTb YMcno B AnanasoHe ot 0 oo
255 (0x00—0xFF). BonbLUMHCTBO 3HAY€HWI STOrO NOMS HUKaK He ucnonb3yetcs. Jlyyle ncnons3o-
BaTb MHEMOHU4Yeckmne obo3HaveHus: Minimize-Delay (16 nnun 0x10), Maximize-Throughput (8 nnu
0x08), Maximize-Reliability (4 nnu 0x04), Minimize-Cost (2 unn 0x02) nnu Normal-Service (0
nnmn 0x00). Mo ymonuaHuto 60nbWMHCTBO NakeToB nmetoT npuaHak Normal-Service nnu 0. Cnncok
MHEMOHWK MOXXHO MOMNYyYnTb, BbIMOMTHUB KOMaHAY:
iptables -j TOS -h

TTL

TTL MCNONb3yeTcs ANs U3MeHeHus cogepxxmmoro nonst TTL B IP-3aronoske. OanH 13 Ba-
PUaHTOB NPUMEHEHNHA 3TOro AeNCTBUS — yCTaHaBnMBaTb 3Ha4yeHue nons TTL BO BCEX UCXOOALLUX
nakeTax B OQHO M TO Xe 3HayYeHue.

[encteme TTL MOXHO yKasblBaTb TONbKO B Tabnuue mangle.

Kntoun ans gevicteust TTL npvBeAeHsl B Tabnuue [55]

Tabnuuya 55

Krirou OnucaHune

YcTaHaBnuBaert norne TTL B 3agaHHOe 3HayeHue. OnTMMarbHbIM CYMTAETCS 3HaYeHne

okono 64.
-—-ttl-set
Mpnumep

iptables -t mangle -A PREROUTING -o eth0 -j TTL --ttl-set 64

YMeHbLUaeT 3HavyeHne nons TTL Ha 3agaHHoe Yncno. Hanpumep, nycTb BXOAALWMI NakeT
UMeET 3HavyeHne TTL, paBHoe 53, BbINOMHAETCA KOMaHaa —-ttl-dec 3. Torga naket
NOKWMHET KOMMbIOTEP C nonem TTL, paBHbiM 49. CeTeBON kof aBTOMaTUYECKN YMEHLLUNT

--ttl-dec| 3yayenue TTL Ha 1, NoaToMy pakTnyeckm nonyyaercs: 53 - 3 - 1 = 49.

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-dec 1

YBennumeaeT 3HadeHme nongd TTL Ha 3agaHHOE YnUCno. |_|yCTb noctynaet naket ¢ TTL,
paBHbIM 53, Torga nocne BbINOMIHEHNA KOMaHAbl ——ttl-inc 4 Ha BbIXO4E C KOMIMbHO-
Tepa naket 6y,1:|,eT nvetb TTL, paBHbIVI 56, He cTounT 3abbiBaTb 06 aBTOMAaTU4YECKOM
——ttl-inc | YMEHbLUEHUN NONA TTL ceTeBblM KOOOM A4pa, T. €. (baKTVI‘-IeCKVI nony4yaeTcda BblpaXeHune:
53 + 4 - 1 = 56.

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-inc 1

ULOG

ULOG NpeaocTaBnsieT BO3MOXHOCTb XXYpPHanNMpOBaHUsi NakeToB B NOMb30BaTENbCKOE Mpo-
cTpaHcTBO. OHO 3aMeHsieT TPaAULMOHHOE AelcTBUE LOG, 6asmpytolleecsi Ha CUCTEMHOM XKypHare.
Mpw ncnonb3oBaHUM 3TOrO AEeNCTBUS NaKeT Yepe3 CoKeTbl netlink nepenaercs cneumanbHOMY
[IEMOHY, KOTOPbI MOXET BbINOMHSATL O4EHb AETarbHOE XXYpHanNMpoBaHMe B pasnnyHbIX doopmarax

(Hanpumep, OBbIYHbBIN TEKCTOBBIN dal) U K TOMYy Xe nogaepXuBaeT BO3MOXHOCTb Jobasne-
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HUA HaACTPOEK (NNarnHoB) Anst GOPMMPOBAHMS Pa3NUYHbIX BbIXOAHbBIX ddopMaToB U 06paboTkm

ceTeBbIX MPOTOKOJIOB.

Kntoun ansa percteust ULOG npuBeneHbl B Tabnuue [56]

Tabnuuya 56

Krito4

OnucaHne

--ulog-nlgroup

CoobuaeT ULOG, B kakyt rpynny netlink gormkeH ObiTb nepedaH Naker.
Bcero cywectyet 32 rpynnbl (0T 1 go 32). Ecnin Heobxoaumo nepedatb NakeT
B MATYIO rpynmny, TO MOXHO yKa3aTb:

--ulog-nlgroup 5

Mo ymonyaHuio ncnonb3yeTcs nepeas rpynna.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-nlgroup 2

--ulog-prefix

MmeeT TOT Xe CMbICH, YTO U aHanornyHbIn napameTp B genctsum LOG. [nvHa
CTPOKM nNpedmkca He JOrmKHa npeBblwaTb 32 cumBona.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-prefix "SSH connection attempt: "

--ulog-cprange

OnpepenseT Kakyto onto naketa B 6antax Hago nepegasaTtb AeMOHY ULOG.
Ecnn ykasatb uncrnio 100, kak nokasaHo B NpuMepe, To AeMOHY ByaeT nepe-
AaHo Tornbko 100 b 13 nakeTta, 3TO 03HaA4aeT, YTO AeMOHY OyaeT nepenaH
3arofnioBOK NakeTa M HekoTopasa YacTb obnacTu gaHHbIX naketa. Ecnu yka-
3atb 0, To ByaeT nepenaH BeCb NakeT, HE3ABMCMMO OT ero pasmepa. 3HavyeHune
no ymon4yaHuio pasHo O.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-cprange 100

--ulog-gthreshold

YctaHaBnuBaeT BenuunHy Bydepa B obnactu agpa. Hanpumep, ecnu 3agatb
BenuyuHy 6ydepa, pasHom 10, Kak B npumepe, TO 54po Byaet HakannueaTtb
XypHanupyemble nakeTbl BO BHyTpeHHeM Bydepe v nepeaaBatb B Nofb30Ba-
TenbCcKoe NpoCTpaHCTBO rpynnamu no 10 nakeTos.

Mpumep
iptables -A INPUT -p TCP --dport 22 -j ULOG
--ulog-gthreshold 10

11.8. NMNoppepxka punbTpaumMm Ha OCHOBE KraccUPUKaLuMOHHbIX METOK

11.8.1. Moaynu iptables ansa paboTtbl ¢ KnaccuprKkauMoHHbIMU MEeTKaMm

I'Iop,/:lep>|<|<a (*)I/IJ'IpraLI,I/IVI Ha OCHOBe KJ'IaCCI/ICbVIKaLI,MOHHbIX MEeTOK pearin3oBaHa C nomo-

LblOo OOMOSTHUTENbHOIoO MoAy A TeCTUpOBaHUA astralabel, obecneunBaroLero TecTnpoBaHue

3Ha4YeHWIn MaHOaTHbIX aTpMbYTOB C MOMOLLLbIO MapaMeTpoB —-maclev U —-maccat.
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Ona paboTbl ¢ KnaccMuKauMoOHHLIMWU METKamMu HeobXOAMMO YCTaHOBUTb MNaKeTbl
iptables (N0 yMON4YaHWIO NaKeTbl HE yCTaHAaBIMBAKOTCSA):
- iptables-astralabel-generic — Moaynu AN UCMNONb30OBaHUSA C SAPOM generic;
- iptables-astralabel-hardened — Ansg ncnonb3oBaHna ¢ a4pom hardened;
- iptables-astralabel-common — obLine mMoaynmu.
[ns yCTaHOBKM NakeTOB BbINOHUTb:
- Ang agpa generic
sudo apt install iptables-astralabel-common iptables-astralabel-generic
- ans agpa hardened
sudo apt install iptables-astralabel-common iptables-astralabel-hardened
Mpun HeobxoanmocTn Mmoaynu ansa generic n hardened mMoryT ObITb YCTaHOBMNEHbLI OAHO-
BPEMEHHO.
Mopaynb astralabel nogaepXMBaeT cTaHAAPTHbBIN CUHTAKCUC KOMaHAHOW CTPOKMU, UC-
nosb3yembll B iptables, a Takke OOMNOMHUTENbHbIE NapaMeTpbl ANA KOHTPONA MaHOaTHbLIX

aTpMOyTOB CETEBLIX NAKETOB, NPUBEAEHHbIE B Tabnuue

Tabnuuya 57

MapameTp Onuncanue

YkasaHue Ha ncnonb3oBaHne Mmoayns astralabel gnst 06paboTkm ceTeBOro

-m astralabel
Tpaduka

MNpumeHeHe NpaBuna K naketam, UMeKLWUM yKasaHHbIN nepapxmieckuii
YpOBeHb KOHUAeHUManbHoCTU. [ina 3agaHnsa guanasoHa ypoBHEWN KOH(U-
AEeHUManbHOCTN YPOBHU YKa3bIBalOTCA Yepes CUMBOS «:» BKITHOYUTENBLHO.

Mpumep
--maclev <ypoBeHB>| He npuHMMAaTb NakeTbl C UEPAPXMYECKUMI YPOBHAMU KOHUAESHLMANBHOCTY

iptables -A INPUT -m astralabel --maclev 1:3 -j DROP
MNapameTp maclev MOXET MPUMEHATLCS OAHOBPEMEHHO C NapameTpoMm

maccat B ogHOM npasune. Pesynestupytowimin punstp 6yaet npeactaBnaTb
cobon obbegmMHeHne ULTPOB, 3a4aHHbIX AaHHBIMK NapamMeTpaMmu

3HaueHne unbTpa, 3agaBaemMoro napameTpoMm ——maclev, MOXET ObITb MH-
BEPCMPOBAHO C MOMOLLbIO MoagudmkaTopa «!».

Mpumep

He nponyckaTb ncxogsauime nakeTbl, UMelOLLME HEHYNEBOW Nepapxmuyecknin
YypOBeHb KOHUAEHLMANBHOCTH

iptables -A OUTPUT -m astralabel ! --maclev 0 -j DROP

[laHHOe npaBuno GyaeT nponyckaTb UCXOASALIME NAKETbI, UMEKLLME HYNeBon
nepapxmnYecknii ypoBeHb KOHOUAEHUMANbHOCTU U HEHYNEBbIE HEMepapxmye-
CKuWe KaTeropuv goctyna
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MapameTp OnuncaHue

lMpumeHeHne NpaBuna Kk nakeTam, MMELLNM yKasaHHble Herepapxmuyeckme
KaTeropum KoHduaeHumManeHoCcTN. 3agaHne AManas3oHOB U UHBEPCUPOBaHWE
He nogaepxwuBarTcsa. B ogHOM npaBune MoxeT ObiTb yKasaHO HECKONbKO
napamMeTpoB maccat, B TaKOM cryyae npasuno OyaeT NpUMEHsiTbCSA TOMbKO K
MakeTam C yCTaHOBMNEHHbIMU OQHOBPEMEHHO BCEMW YKa3aHHbIMU KaTeropmsiMm
(6utamn).

MpumMeyaHwue. Hymepauus GUTOB KaTeropuii HaYMHaAETCA C €AUHULbI.

Mpumep

He nponyckaTb ncxogduime nakeTbl ¢ yCTaHOBNEHHbIMW OOQHOBPEMEHHO BuTa-
MU Kateropun 1 1 2

iptables -A OUTPUT -m astralabel --maccat 1 --maccat 2

-3j DROP

—-—-maccat
<6buT_xrarTeropumu>

MapameTp maccat MOXET MPUMEHATLCS OOHOBPEMEHHO C NapamMeTpoMm
maclev B ogHOM npasune. Pesynbtupytowmin punstp Oyaet npeactaenaTb
cobor o6beguHeHne UNLTPOB, 3afaHHbIX AaHHBIMU NapaMeTpamMu.

Mpumep

He npyvHumaTh NakeTbl C YCTAaHOBIIEHHbIMW OUTaMu Kateropuin 1 n 2 n ypoBHEM
KOHdunaeHumnanbHocTn 3

iptables -A INPUT -m astralabel -maclev 3 --maccat 1
--maccat 2 -j DROP

BHUMAHMUE! Ecnn napameTpbl gna punstpaumm nakeTtoB Ha OCHOBE Kriaccudumkaum-
OHHOW METKWN He yKasaHbl, TO NpaBuUrio NPUMEHSAETCS KO BCEM MakeTam, MMEKLUM HEHYIEBYIO
KnaccugukaumMoHHy MeTKy. Hanpumep, npasuno

iptables -A OUTPUT -m astralabel -3j DROP
3anpeTuT BCe UCXOASALLME NaKeTbl, UMeoLLME HEHYNEBYHO KIacCUUKaALMOHHYO METKY (T.e. umeto-
LLIEe HEeHYNEBOW YPOBEHb KOH(PMAEHLUMaNbLHOCTN U/UNN HEHYNEBbIE KaTeropum 4ocTyna).

OnucaHue mogynen iptables Ansa unsTpauumn NakeToB Ha OCHOBE KnaccudukalmoH-

HOM METKM NpUBEAEHO B PYKOBOACTBE man ANA iptables-astralabel.

11.8.2. Ucnonb3oBaHue ufw gna pabotbl ¢ KnaccnPmUKauMOHHbLIMU MeTKaMu

B mexceTteBOoM akpaHe ufw BKkMouYeHa nogaepkka paboTbl ¢ kKnaccumkaumoHHbIMU MET-
Kamu no ymonyaHuio. [ing ynpasneHns CETEBbIMU COEAMHEHUAMU C YH4ETOM KrnaccuUKauNOHHbIX
METOK B MexceTeBon akpaH ufw gobasneHbl napamMeTpbl mac, maclev U maccat, N0 AENCTBUIO
aHanornyHble napameTpam iptables.

[na Toro, 4ytob6bl AaHHble NapamMeTpbl paboTanu, B cucteMe OOSMKEH OblTb yCTaHOB-
neH B cootBetcTBuM C [11.8.1] nakeT iptables-astralabel-common U OOMH U3 MaKeTOB
iptables-astralabel-generic Unm iptables-astralabel-hardened, COOTBETCTBYIO-

LM MCNoNb3yeMoMy Sapy.
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Mpumepbl:

1. 3anpet otnpasku Ha 80 IP-nopT nakeToB C HEHYNEeBOW KriacCudUKaLMOHHON METKOWN:
ufw deny out 80/tcp mac

AHanorn4yHo napametpam iptables:

-A OUTPUT -p tcp —--dport 80 -m astralabel -j DROP

2. 3anpet otnpasku Ha 80 IP-nopt (npoTtokon HTTP) ceTeBbIXx NakeToB, MUMEIOLLNX YPO-
BEHb KOHMAEHUMANLHOCTHU 2:

ufw deny out 80/tcp maclev 2

AHanorn4yHo napameTpam iptables:
-A OUTPUT -p tcp --dport 80 -m astralabel --maclev 2 -j DROP

3. 3anpert otnpasku Ha 80 IP-nopT (npoTtokon HTTP) ceTeBbIXx NAKeTOB, UMEOLLNX KaTe-
ropuio KOHUAEHUManNbHOCTN 3:
ufw deny out 80/tcp maccat 3

AHanormyHo napameTpam iptables:
-A OUTPUT -p tcp --dport 80 -m astralabel --maccat 3 -j DROP
Bo3MoOXHOCTb MHBEPCUN npasuil 1 BO3MOXHOCTb OAHOBPEMEHHOIO YKa3aHUA HECKOJTIbKUX

KaTeFOpMVI B O4HOM npaBure TeKyLLl,eVI peanmsau,mel‘/'l ufw He nogaep>XxXmBaroTCA.
Onuncaxune ufw gns CbI/IJ'IpraU,I/II/I NnakeToB Ha OCHOBE KﬂaCCM(bMKaLlMOHHOﬁ MEeTKU npmee-

JEeHO B pykoBoACTBE man And ufw.
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12. MAPKUPOBKA OKYMEHTOB

12.1. O6wme cBeaeHun

3alnLWEHHbIN KOMMMEKC NporpaMmm rneyatm n MapKMpoBKM OOKYMEHTOB obecnednBaeT
MapKUPOBKY BbIBOAUMbIX Ha NevyaTb JOKYMEHTOB.

[ONONHUTENBHO K OUCKPELMOHHOMY YNpaBneHnto 4OCTYNoOM Ha OCHOBE MOMUTUK cepBepa
CUPS wncnonbayeTtcss maHgaTHoOe ynpasneHne goctynom. MangaTtHble atpmbyTbl nopoXxaaeMbix
obbekToB B CUPS HacnegyoT MaHAATHbIM KOHTEKCT, NOfyYaeMbll C CETEBOIO COEANHEHUS.

Bce cybbekTbl focTyna (nonb3oBaTenn) cepeepa nevyatn 4ensTCca Ha ABe rpynnbl: agmu-
HUCTPATOPOB M ObObIYHBLIX NONb30BaTENEN.

AOMUHUCTpaTOpaM paspeLleHO BbINOMHATbL psg AeNCTBUMA N0 Mogudukaumm cepsepa
neyatun (qobasneHue/yaaneHme NpuHTEPOB, MogMduKauna nx napameTpos u T.4.).

BHUMAHMUE! [JaHHble onepaumn OOMKHbI NPOBOANTLCA TOMBLKO Mo HyreBbIM MaHaaT-
HbIM KOHTEKCTOM.

Monb3oBaTenam paspellaeTcsl BbiIBOAUTb JOKYMEHTbI HA NeYaTb, BbINOSHATL Moauduka-
LMI0 1 NPOCMOTP 3afaHuin COrnacHo MX MaHAaTHOMY KOHTEKCTY focTyna. B Tabnuue 58| npvseneHo

pasgeneHve onepauuii no rpynnam gocTyna U Tunam onepauui aoctyna.

Tabnuuya 58

YTteHne 3anucb

Pause-Printer
Resume-Printer
Set-Printer-Attributes
Enable-Printer
CUPS-Get-Devices Disable-Printer
CUPS-Get-PPDs Hold-New-Jobs
CUPS-Get-PPD Release-New-Jobs
CUPS-Get-Policies CUPS-Add-Modify-Printer
MAC-Get-Info CUPS-Delete-Printer
CUPS-Add-Modify-Class
CUPS-Delete-Class
CUPS-Set-Default
CUPS-Create-Local-Printer

AMUHUCTPATUBHbIE
onepauum
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YT1eHue 3anucb

Purge-Jobs

Print-Job

Cancel-Jobs
Create-Job-Subscription
Create-Printer-Subscriptions

CUPS-Get-Printers Renew-Subscription
Get-Printer-Supported-Values | Cancel-Subscription
Get-Printer-Attributes Create-Job
CUPS-Get-Default Send-Document
Get-Subscription-Attributes Cancel-Job

HeagMuHUCTpaTuBHbIE| Get-Subscriptions Hold-Job

onepauuu Get-Notifications Release-Job
Get-Jobs Restart-Job
Validate-Job Set-Job-Attributes
Get-Job-Attributes Cancel-My-Jobs
CUPS-Get-Document Close-Job
MAC-Get-Journal Cups-Authenticate-Job

CUPS-Move-Jobs
MAC-Set-Job-Attributes
MAC-Mark-Document
MAC-Lock-Job
MAC-Unock-Job

12.2. HacTtpomrka ne4yaTtum JOKYMeEHTa C HeHyneBOW KnaccucpukayumoHHON MeTKON

[Onsa paspewenus cepeepy CUPS obpabatbiBaTb 3agaHusa nedatn, popMupyembie B
HEeHyneBoM MaHOAaTHOM KOHTEKCTe, N ONA pa3peLlleHns nedvaTn AaHHbIX 3aaHnun Ha NnpuHTepe,
Heobxogmmo cepsepy CUPS 1 npuHTEpy yCTaHOBUTb NOMUTUKY parsec, BbINOMHUB, COOTBET-
CTBEHHO, OT MMEHU Y4YETHOM 3anncu agMuHUCcTpaTopa KoMaHAabl:
sudo cupsctl DefaultPolicy=parsec
sudo lpattr -p <umsa_npuHTepa> -s printer-op-policy=parsec

OnucaHne MHCTpyMeHTa KOMaHLHOW CTPOKU cupsctl NnpuBegeHo B man cupsctl.

[na npuHTepa yCTaHOBUTbL MOMNUTUKY parsec TakKe MOXHO C UCNOorb30BaHUeEM rpadou-
yeckon yTunutbl £ly-admin-printer Bo Bknagke «MAC». [JononHuTenbHaa nHopmaums ob
ytunute fly-admin-printer npvBegeHa B 35IEKTPOHHOM CripaBKe.

MpuHTEpPBLI M KNacchl ABRASATCA 00beKkTaMU-KOHTENHepaMun, B KOTOpble NoMeLlatoTcA
3agaHus, n obnagarTt atpubytaMm mac-printer-mac-max U mac-printer-mac-min.

ATpnbyT mac-printer-mac-max onpegensieT MakCcumarbHbIi MaHOATHbIA KOHTEKCT
3aJaHUN, KOTOpble MOTYT HAXOAUTLCA B OObEKTE-KOHTENHEPE.

ATpUBYT mac-printer-mac-min onpegensieT MUHUManbHbIN MaHOATHbIA KOHTEKCT

3ajaHni, KOTOPbIE MOTYT HaX0AUTLCA B OO bEKTE-KOHTENHEPE.
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[nsa paspeleHns nevyaTn Ha NpMHTEPE OOKYMEHTOB MOSib30oBaTenen, paborarwmx B HEHY-
NeBOM MaHAAaTHOM KOHTEKCTe, HeO6XoaMMO Ans NpuHTEpa YCTaHOBUTL AOMYCTUMbIN AnanasoH
MaHLaTHOro KOHTEKCTA, BbIMOMHMB Crneayowme KoMaHabl:
sudo lpattr -p <umsa_npuHTepa> -s mac-printer-mac-min=LLabel
sudo lpattr -p <umsa_npuHTepa> -s mac-printer-mac-max=MLabel
rae LLabel — MWUHUManNbHbIN MaH,D,aTHbIVI KOHTEKCT 3aD,aHVIIZ, KOTOpPbl€ pa3peLllueHo nevyarartb,

MLabel — MakCUMarnbHbIM MaHOATHbLIM KOHTEKCT 3aaHui, KOTOpble pa3peLLeHo nevararb.

JIn6o c ncnonb3oBaHnem rpadumyeckon ytunutbl fly-admin-printer, 3agaB BO BKMagke
«MAC» gonycTumbin guanasoH YPOBHEN KOHNOEHUNANBLHOCTU, KaTeropun KOHPUAEHLMANTbHOCTH
N YPOBHEN LESNIOCTHOCTH.

Ecrim EIlI He wncnonb3yetcs, TO HaACTpoMKa MpPUHTEPA BLIMOMHAETCA OT WUMe-
HW agMuHUCTpaTopa 4epe3 MexaHusMm sudo WM OT WMMEHW Mnonb3oBaTens, BXoAslle-
ro B JIOKamnbHyl rpynny agMUHUCTPATOpOB Medyatu (rpynna lpadmin, CM. [OOKYMEHT
PYCB.10015-17 95 01-1). Ecnun ETIN ncnonb3yetcs, TO BbINOSIHAETCS OT UMEHW NoNb3oBaTens,
BXOASALLEro B JIOKanbHyo rpynny agMUHUCTPATOPOB rnevarwu.

Mapametpbl cepBepa CUPS onpegeneHbl B KOHUrypauuMoHHOM  dhaune
/etc/cups/cupsd.conf. PegaktupoBaHue KoHdUrypaumoHHoro cpanna cepsepa CUPS
BbIMNOMHAETCHA OT MMEHU MoNnb30oBaTens, BXOASALLEro B foKasnbHY rpyrnny agMUHUCTPaToOpoB
neyaTn C UCMONb30BaHUEM:

- MHCTPYMEHTa KOMaHLHOW CTPOKU cupsctl, 3anyckaeMoro Yyepes MexaHuam sudo;

- rpadpuyeckon ytunutbl £ly-admin-printer;

- web-uHTepdeiica cepeepa CUPS (http://127.0.0.1:631).

[nsa HacTpOMKNn MapKMPOBKM UCMOMb3YKOTCA NapaMeTpbl KOHUrypaumMoHHoro dgavna

/etc/cups/cupsd.conf, npuBedeHHble B Tabnuue [69]

Tabnuuya 59

3HayeHue no
MapameTp Onuncanue
YyMOn4aHuio

Bkntovaet gybnupoeaHve 3agaHmin. Konvm 3agaHmin coxpaHsitoTcs
MacDuplicate off no ymon4yaHuio B katarnore /var/spool/cups/parsec B pdf-
dopmarte
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Mapamet 3HaueHue no OnucaHwune
P P YMOMYaHUIO

MacDuplex off - marker — aBTOMaTM4eckas ne4yarb Mapkepa Ha obopoTe Bcex

Pexxum nevatn mapkepa Ha oOpaTHOM CTOpPOHE (MpY HanM4Mm
NoAdEePKKM CO CTOPOHbI MPUHTEPA ABYCTOPOHHEW neyatu). Bos-
MOXHbl€ 3HAYEeHUS:

- off — oTknoYeHo. MNeyaTb JOKyMeHTa B OObIMHOM pexume,
npu KOTOPOM CO3JalTCA ABa 3afaHusA: 3a4aHne neyvaTn CTpaHuy,
AOKYMEHTa C NPOCTaBMEHHbIMW MapKepaMn 1 3agaHue neyatum
Mapkepa Ha obopoTe nocrnegHen ctpaHuubl. MNMpn atom nocnea-
HIOKO CTpaHuuy noTpebyeTcs nepeBepHYTb BPYUHYIO;

CTpaHWL, OOKYMEHTA;

- fonarik — aBTOMaTMyeckasa ne4yatb Mapkepa Ha obopoTe no-
cnegHen ctpanuvubl. byayT cosgaHbl ABa 3ajaHWsA Ha nevarhb:
3ajaHune nevatun CTpaHuL OOKYMEHTa C NPOCTaBIEHHbIMU Map-
Kepamu 6e3 nocnegHen CTpaHuubl U 3agaHne U3 OByX CTpaHuLy
(nocneaHsist cTpaHuLUa 4OKYMEHTa U Mapkep Ha obopoTe nocnea-
HeWn CTpaHuLbl) 419 aBTOMaTMYECKON OBYCTOPOHHEN neyaTtu

MacEnable on BkntovaeT nogaepxky metok 6esonacHoctn B CUPS
Bkniovaet XypHan MapKUPOBKH. Mo YMOSYaHUIo
MacJournal off XypHan  3anucbiBaetcs B 6a3y  gaHHbix  SQLITE

/var/spool/cups/parsec/marking-journal.sqglite

MacConvertToPDF | on (ans ycTpaHeHus Npobrnem ¢ nevatbio LWPUETOB HA HEKOTOPbIX

MNpeobGpas3oBbiBaTb yHacneAoBaHHble 3aaaHus B pdf-copmat

PostScript-npuHTepax)

MacHighIntAdmin | off BaHWA (pedakTUpoBaHWe NPUHTEPOB, NEPEHOC 3aaHns Ha ApYyro

Tpe6OBaTb BbICOKYH LLeITOCTHOCTb A5id onepau,mh aAMUHUCTPUPO-

NPpUHTEP U T.D,.). PabGoTaeT TonbKo Ana fokanbHbIX COKETOB

HOB!

12.3. HacTpoinka Mapkepa neyatu

HaCTp0|7||<a ANNEMEHTOB MAapPKNPOBKKU OCYLLECTBIIAETCA peaakKTupoBaHNEM (*)aIZJ'IOB lwabno-

- /etc/cups/marker.template — wWabnoH mapkepa, ONUCbIBAKOLLMIN SNEMEHTbI Map-
KMPOBKW Ha NepBOW CTpaHuLe, nocneayowmx cTpaHuuax n Ha obopoTe nocneaHen cTpa-
Huubl. Pann wabnoHa nNo ymonyaHmto /usr/share/cups/marker.template ycTa-
HaBMMBaETCA BMECTE C MAaKETOM U MOXET MCMOb30BaTbCHA NpY HEOBXOAMMOCTU BEPHYTh
KOMMJIEKC NporpamMm nevyaty n MapkMpOBKN OOKYMEHTOB B MCXOOQHOE COCTOSIHME;

- /etc/cups/cups-marker-vars.conf — KOHPUrypauUMoHHbIN dpanin nepeMeHHbIX
MapKUPOBKK, 3HAYEHUS KOTOPbIX ByayT 3anpoLueHbl Yy Nonb3oBaTens nepea MapKnpoBKOWN.
®ann /usr/share/cups/cups-marker-vars.conf.default COaepXuT onucaHue

no ymomn4yaHuto, yCtaHaBJINBaAE€TCA BMECTE C NMaKeTOM U MOXET UCMNOoJ1b30BaTbCA Mpu
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HeobXoAMMOCTN BEPHYTb KOMIMMEKC MporpamMm neyatv U MapKUPOBKU OOKYMEHTOB B

MCXOOQHOE COCTOSIHME;

- /usr/share/cups/psmarker/marker.defs — cann onncaHnsa NonoXxeHus ane-

MEHTOB MapKepa Ha CTpaHuLe;

- /usr/share/cups/fonarik/fonarik.defs — hann onncaHna NosioXeHus ane-

MEHTOB Mapkepa Ha o6opoTe nocnegHen CTpaHuubl;

- /usr/share/cups/fonts/*.t42 — WPUPTbI 4N MAPKNPOBKMY;

- /usr/share/cups/charsets/utf-8.*, /usr/share/cups/charsets/utf-8

— Habopbl CUMBOSIOB ANSA Pa3fIMYHbIX LWPUEHTOB MAPKUPOBKM.

PepaktnpoBaHne KOHMUrypaumoHHbIX (bannoB M yCTaHOBKa LIPUETOB BO3MOXHbI
TOMbKO JOKaNbHO Ha cepBepe nedatn yepes MexaHu3aMm sudo UM C NOMOLbLH YTUIUTLI
fly-admin-marker cOBMeCTHO ¢ MexaHnamom KAuth.

PepaktupoBaHue annoB fonarik.defs n marker.defs BO3MOXHO TONbKO OT UMEHU
agMuHUCTpaTopa Yepe3 MexaHu3M sudo.

Onucanue rpadumyeckon ytunutbl £ly-admin-marker CM. B 3N1IEKTPOHHOWN CrpaBKe.

12.3.1. ®ann onucaHusa nepemMeHHbIX MapKUPOBKHU

Mpn mapkupoBKe OOKYMEHTa UCMONb3YTCA NepeMeHHble MapKUpoBKU. [lepeMeHHble
MapKMpPOBKN MOTYT BbITb OCHOBHLIMU U MOSIb30BATENBbCKUMU U OOSTKHbI ObITb ONUCaHbl B KOH(U-
rypaunmoHHoMm gpamne /etc/cups/cups-marker-vars.conf. /X 3HayeHne 3anpawumBaetca y
nonb3oBaTtens nepen MapKMpOBKOW.

BHUMAHMUE! Ons onncaHus nepemMeHHbIX MapKUpPOBKHU Heobxoam-
MO penakTupoBaTb dann /etc/cups/cups-marker-vars.conf. dann
/usr/share/cups/cups-marker-vars.conf.default co3gaercd npu YycTaHOBKe na-
KeTa 1 MOoXeT ObITb Nepe3anncaH B npouecce 0OHOBNEHNSA CUCTEMBI.

[MepemeHHble MapKNPOBKM OMUCHLIBAKOTCA B Criedyowem suae:
aTpubyT: UMs_IePEeMEeHHOMN : 3HaUeHUe [10_yMOJuaHuw:2 #Heobs3aTesnibHAass NepeMeHHast
aTpubyT: UMs_TepEeMEeHHOMN : 3HauUeHue _[0_yMonuauuiw:1l #obnuHas nepeMmeHHast
aTpubyT: UMs_TEePEeMEeHHOM : 3HaueHue _rno_yMmornuauui: 0 #CKprTas nepeMeHHast

OcHoBHble NepeMeHHble 3adaHbl N0 YMOYaHUIo B MPOrpaMme MapKMpoBKU U He TpebytoT
NX HacTpoWkKn. [INa OCHOBHbIX NepeMeHHbIX He TpebyeTcs ykasblBaTb X MMeHa B KOH(Urypaum-
OHHOM dpawnre.

lMonb3oBaTenbckmMe nepemMeHHble MOryT OblTb CO3A4aHbl Nonb3oBartenem u TpebyoT 3aga-
HUS UMEHWN B KOH(pUrypaunoHHom channe.

Kaxxgon nepemMeHHomn MapKUPOBKK B KOHpUrypaumoHHOM danne
/etc/cups/cups-marker-vars.conf JOMMKEH COOTBETCTBOBaTL aTpnbyT 3aaaHuns.

ATpubyTbl 3a4aHUI OCHOBHbIX NEpPeMeHHbIX NpuBeaeHsl B Tabnuue 60}
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Taobnuuya 60
ATpunbyT OnucaHve
mac-distribution Cnuncok pacchbinku
mac-inv-num MHBEHTapHbI HOMEpP
mac-owner—-phone TenedoH ncnonHutens
mac-workplace-id UpeHTndpmkaTop paboyero mecta
mac-job-mac-level-name CrteneHb ceKpeTHOCTU (Ha3BaHMe TEKCTOM)
mac-job-mac-level-reason OcHoBaHWe Ons CTeNEeHU CEKPETHOCTU (MYHKT NepeyHs)
, MonHoe nms nonb3oBaTens, BbIMONHUBLLETO MapKUPOBKY
mac-job-user-full-name
(3Ha4eHMe NyHKTa «oTrne4aran»)
, .. , MonHoe nm4a nonb3oBaTend, co3gasLlero sagaHue (3Ha-
mac-job-originating-user-full-name
YeHme NyHKTa «UCMONHUTESNbY)

Nmsa aTpubyTa 3agaHus Nonb3oBaTeNbCKOM NepeMEHHON LOMKHO UMETb NpednKe mac—.
lMepemeHHble ¢ aTpubytamm 6e3 gaHHoOro npedukca GyayT urHopmpoBaTbCs Npu 3anpoce y
nonb3oBaTens.

[na kaxxgon nepeMeHHOoN MapKUpPOBKY B dpanne /etc/cups/cups-marker-vars.conf
YyKa3blBaeTCs ee TUMN U 3Ha4YeHne No YMOMYaHuto.

[MepemeHHas MapKUPOBKM MOXET MMETb CreayoLwWwmi TUn:

- «1» — obbI4YHas nepemeHHas. ObsasatensHoe AN BBOAA 3Ha4YeHue. 3anpaluvsaercs y

nonb3oBaTens, ecnn 3Ha4yeHne He BBEAEHO Nofb3oBaTerieM, TO 3anofHSAEeTCs 3Ha4YeHNeM

MO YMOSYaHMUIO;

- «2» — HeobszaTenbHaa (onunoHanbHas) nepeMeHHad. 3anpalumMBaeTcs y Nonb3oBa-

Tend, HO Npu 3TOM He obsi3aTernbHOe K BBOAY 3HayeHue. Ecnu 3HayeHne He BBeOeHO

nonb3oBarenem, TO COOTBETCTBYIOLLEMY aTpubyTy NpucBanBaeTCcs 3Ha4YeHne «He yKasa-

HO»;

- «0» — ckpblTad nepemeHHasd. He 3anpawmBaeTca y nNonb30BaTens 1 COOTBETCTBYHOLLEMY

aTpubyTy 3agaHnsa NpUcBanBaeTCsa 3Ha4YeHNE No YMOSYaHUIO.

3HayeHve No yMon4aHuo MoXeT ObITb NyCTbIM UMK CTPOKOW. Takke B Ka4eCcTBe 3Ha4YeHUs
MO YMOMN4YaHMIO MOXET UCMONb30BaTbCA Of4Ha U3 CNYXebHbIX NepeMeHHbIX, NepevyeHb KOTOPbIX

npvseneH B Tabnuue [61]

Tabnuuya 61

MNepemeHHas OnucaHune

MerTka Ge3onacHoCTH 3agaHus B dopmate

{LABEL_NAME}
YPOBEHL : KATeropus

{LABEL_ NAME FULL} MeTka 6e3onacHoOCTV 3agaHUS B NOFIHOM TEKCTOBOM Bue
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OkoHyaHue mabnuusi 61

lMepemeHHas Onucanune
{LEVEL_NAME } YpoBeHb MeTKM 3adaHns
{ILEVEL NAME} YpoBeHb LEeNnoCcTHOCTM 3aaHuns
{CATEGORY_NAME } KaTeropusa sagaHuna

MNMonHoe umsa nonb3oBaTens, co3gasLlero 3agaHune (NoacTasnseT-
{GECOS_OWNER_NAME} cs u3 GECOS). Mpwu otcytetBum aaHHbx B GECOS ncnonbe3ayetcs
UMS y4eTHOW 3anncu nornb3oBartens (FIorvH)

lMonHoe nmA nonb3oBaTens, BbIMOMHAOLWEro MapKMpOBKy (noa-
{GECOS_REQUESTING_USER_NAME}| ctaBnsetrca us GECOS). lNpu otcytctBumn gaHHbix B GECOS
NCNonb3yeTcs UMSA YY4EeTHOW 3anncu nornb3osartens (FIornH)

TenedoH nonb3oBaTens, co3fgaBLlero 3agaHune (MoACTaBnsieTcs
{GECOS_OWNER_PHONE } n3 GECOS). MNpu otcytctBumn AaHHbIX B GECOS 3ameHdaeTcH
NyCTOWN CTPOKOW

3HaveHune aTpubyTa 3agaHns (TEKCTOBOIO Uiy Yncriosoro). MoryT
ObITb MCNOMb30BaHbl TONbKO T€ aTpUbyThbl, KOTOPbIE NPUCBOEHDI
00 mMapkupoBku. OBbIMHO 3TO CTaHZapTHbIe aTpmbyThl. Hanpumep,
{job-name}

{aTpubyTr_ szamanus}

K CJ'Iy)KGGHbIM nepemMeHHbIM TakXkKe OTHOCATCA CTaHOAapPTHbIE anVI6yTbI 3ajaHund, 3Ha4e-

HUS KOTOPbIM MPUCBaNBAKOTCHA 40 MapKUPOBKU. [epeveHb cTaHaapTHLIX aTpUByTOB NPUBEAEH B
Tabnuue [62)

Tabnunua 62
ATpunbyT OnucaHue
job-name Nmsa 3agaHna
copies Yuncno konun
mac-job-derive Yuncno yHacnenoBaHHbIX 3a0aHum
mac-job-mac-label MeTka Ge3onacHOCTU 3agaHus
mac-job-marked OnpepenserT, BbINOMHEHA NN MapKMpOBKa

Homep ncxogHoro 3agaHusi, K KOTOPOMY OTHOCUTCS yHacnegoBaH-

mac-job-origin
HO€e 3aJaHune

mac—job—user—name Mm@ nonb3oBaTtensi, BbIMOMHMBLLEIO MapKMPOBKY
mac-marking-session-id WpoeHTudumkaTop ceccum
job-originating-user—-name Mms nonb3oBaTens, co3gasllero 3agaHue

MpnmeyvyaHune. B HazBaHUAX NepeMEeHHbIX N 3HA4YeHNAX MO yMosnyaHuio B dansne
/etc/cups/cups-marker-vars.conf HeO6X0ONUMO NCMNOMNb30BaTh IKPAHNPOBaHME cneunanb-
HOro CMMBOSa «:» (ABOETOYMNE), NCNONBb3YEMOro Afisi pa3ferneHuns nonen, nytTeM sameHbl 4aHHOro
cumBona Ha «\:». Kpome Toro, akpaHMpoBaHMe UCMOoNb3yeTcs Npu NogCTaHOBKE 3HAYEHUN BCTPO-

€HHbIX NepeMeHHbIX, YTO Y4UTbIBAE€TCA KITMEHTCKUMW nporpamMmmamMm
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Mpumep

dann cups-marker-vars.conf
#OCHOBHEE MEpPEMEHHEE
mac-inv-num:::1
mac-owner-phone: : {GECOS_OWNER_PHONE} :1
mac-workplace-id:::1
mac-distribution:::2
mac-job-mac-level-name: : {LEVEL NAME}:0
mac-job-mac-level-reason:::0
mac-job-originating-user-full-name: : {GECOS_OWNER NAME} :0
mac-job-user-full-name: : {GECOS_REQUESTING_USER NAME}:0
#nonb3oBaTenbLCKUE

mac-myvar :HazBaHue IepeMeHHOM:3HaueHHe I10 YMOJIuaHMo: 0

12.3.2. LLlabnoH mapkepa
LLlabnoH onpenensieT BHELWHWUA BUA MapkepoB Ha CTpaHULE, a Takke COAEPXKUT napameT-
pbl, UCNOMb3yeMble NporpamMamMn psmarker U fonarik B npouecce MapKMpOBKW.
BHUMAHUE! [Onsa wn3ameHeHuss Mapkepa HeobxoguMmo pegakTMpoBaTb hann
/etc/cups/marker.template. dann /usr/share/cups/marker.template co3ga-
eTcs Npu yCTaHOBKE NakeTa U MOXeT ObITb NepesanucaH B npouecce 06HOBNEHNSA CUCTEMBI.
B wabnoHe B Havyane hanna 3agatoTca napaMmeTpbl MapKMPOBKMK:
- fonarik_boundary — rpaHuua cMeHbl Mapkepa Ha obopoTe nocrnegHen cTpaHuLbl
(konnyecTBO KOMUIA);
- replace_underscrore — npeobpasoBaHNe CUMBOSIA HXKHETO NOAYEPKNBAHNS «_» B
npoben B Ha3BaHMKM ypoBHen u kateropun (0 — oTKNUYUTL, 1 — BKMOYNTD);
- charset — Habop CMMBONIOM MapKMPOBKKU, NO3BONSAET N3MEHUTL LUPUADT MAPKUPOBKM.
[lanee NoCTpOYHO 3a4al0TCs MapKepbl B BUAE:
CTpPaHHlla : HauepTaHHEe : pa3Mep : CeMeMnCcTBO: PacCIIOJIOKEHHE : CTPOKAa_MapKHPOBKH
roe:
1) crpanuna — CTpaHuUa, Ha KOTOPOW pacnonaraeTcs gaHHasi cTpoka. BoamoxHble
3HaYeHNS:
a) fonarik — cTpaHuUua Mapkepa Ha 0bopoTe, ecnn YMCNo KOMuU MeHbLUEe UMn
paBHO 3HaveHU fonarik_boundary;
0) fonarik_gt_5 — cTpaHuua mapkepa Ha obopoTe, ecrnm Ymucrno konuin 6onbLue
3Ha4yeHund fonarik boundary;
B) first — nepBas cTpaHuUa JOKYMEHTA;

) any — CTpaHuLbl JOKYMEHTa, KpoMe NepBoi U nocrneaHen;
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A) last — nocnegHas cTpaHvua OOKYMEHTa;
2) HauepTaHue — HavyepTaHue WpudTa MapkMpoBku. Bo3MOXHbIE 3HaYEeHUS:

a) normal — HOpPManbHOE HaYyepTaHue;

0) bold — XMPHOE HayepTaHue;

B) italic — HaKMNOHHOE HavYepTaHue;

r) bolditalic — XUPHOE HAKNOHHOE HavYepTaHue;
3) pasmep — pasmep wpudTa MapKNPOBKMY;
4) cemericTBO — LWPUAT, HE peanu3oBaHO AN CTPOKU MapKMPOBKU, UCMOSb3yeTcs
LWPUT, 3aaHHbI NapaMeTpoM charset;
5) pacnomnoxeHue — pacnosioXXeHne AaHHOW CTPOKM Ha cTpaHuue. Bo3aMoxHble 3Have-
HUS:

a) top-left — BBEPXY CNneBa;

6) top-center — BBEPXY MO LEHTPY;

B) top-right — BBepxy cnpasa;

r) bottom-left — BHU3Y CneBa;

A) bottom-center — BHU3Y NO LEHTPY;

e) bottom-right — BHWU3y cnpasa;
6) cTpoxa_ MapKUpOBKH — CTPOKA MapKMpOBKKU, KoTopas OyaeT fobasrneHa B JOKYMEHT.
MoxeT cogepkaTb Kak 0ObIYHbIV TEKCT, Tak U NepeMeHHbIe, KOTOpble 3aMEHSAITCS 3Ha-
YeHMsIMM B npoLecce MapknpoBkn. MNepemeHHble yka3biBaloTca B PUrypHbIxX ckobkax { }.
[MepemeHHble ObiBalOT HECKOMBbKUX TUMOB:

a) BCTPOEHHbIE NEPEMEHHbIE — 3anncbiBalOTCA NPOMUCHbIMU OykBamun. 3agaHbl B

CUPS n nporpammax MapkMpoBku psmarker U fonarik. [laHHble nepeMeHHble

NOACTaBMATCA aBTOMATUYECKN U HE MOTYT BbITb M3BMEHEHbI NONb30oBaTeneM nepeg

MapKMpPOBKOM. [MOMnHbIN CMCOK BCTPOEHHbIX NEPEMEHHbIX NpuBeaeH B Tabnuue [63]

Tabnuuya 63
lMNepemeHHas OnucaHune
{CURRENT_COPY} TekyLwas Konus 4OKYMeHTa, OTnpaBfeHHas Ha nevyatb
{CURRENT_PAGE} Tekyliaa cTpaHuLa JOKYMeHTa
{NUM_PAGES} Yucno cTtpaHny, AOKyMeHTa

MeTka ©e3onacHocTK 3agaHus B chopmaTte

{LABEL_ NAME}
YpoBeHb:KaTeropus

MonHas METKa GesonacHoCcTU 3agaHunA B cbopmaTe

{LABEL_ NAME_FULL}
- - YpoBeHE : KaTeropus : [[estocTHOCTB

{LEV_NAME} YpoBeHb 3agaHus

{ILEV_NAME} YpoBeHb LENOCTHOCTU 3afaHus
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OkoH4yaHue mabnuubl 63

lMepemeHHas Onucanune

{CAT_NAME } KaTeFOpI/IFI 3agaHunA

{DATE}

Tekywas garta B popmate 4O0.MM.ITTT

{TIME}

Tekywee Bpems B hopmate Y4:MM:CC

0) aTpmbyTbl 3agaHUs — 3anuUCbIBAKOTCA CTPOYHbIMM OyKBaMM W OOSTKHbI CO-
OTBETCTBOBaTb aTpubytam 3agaHus. lNepeyeHb aTpubyToB 3agaHus NpuBEAEH
B [12.3.1] 3HaueHune atpubyTta MOXeT ObiTb M3MEHEHO Mosfb3oBaTeneM nepen
MapKMpOBKOM (MpW Hanuumm onucaHus atpmbyTta B KOHUrypaumoHHOM danne
/etc/cups/cups-marker-vars.conf). [MonHbIN cNUcok aTpmMbyToB 3adaHus Ha
ne4yatb MOXHO NOCMOTPETb NyTEM NPOCMOTPa aTpubyToB AaHHOrO 3a4aHus B rpadu-
yeckon ytunute fly-admin-printer;

B) CKpunTbl — 3agatoTcs B BUae {SCRIPT: /path/myscript.sh}. Mpn mapkupos-
Ke nepemMeHHas ByaeT 3ameHeHa BbIBOOOM ckpunTa. CKpUNT LOMKEH BbIBOAUTb OOHY
CTPOKY 4epe3 cTaHOapTHbIM NoTok (stdout) n GbITb AOCTYNHLIM ANS1 BbINOSTHEHNSA
nonb3oBaTenemM root;

r) atpubyTtbl nonb3oBatena FreelPA — 3apaoTcs B Buae {FREEIPA:sn},
rae sn — wuma artpumbyta FreelPA nonb3oBatensi, KoTopbii co3gan 3aga-
Hue. [locMOTpeTb MNOMHbLIN CNUCOK AOCTYMNHbIX aTpubyToB MOXHO KOMaHLOM

ipa user-show printuser --raw --all.

Mpumep

LLlabnoH /etc/cups/marker.template

fonarik boundary=5

replace_underscore=0

charset=utf-8

fonarik:
fonarik:
fonarik:
fonarik:
fonarik:
fonarik:
fonarik:
fonarik:

fonarik:

normal:
normal:
normal:
normal:
normal:
normal:
normal:
normal:

normal:

12
12
12
12
12
12
12
12
12

:Arial
:Arial
:Arial
:Arial
:Arial:
:Arial:
:Arial:
:Arial

:Arial

:top-left: {mac-inv-num}
:top-left:3k3emnnapoB {copies}
:top-left:KommuecTBo cTpaHul {NUM PAGES}
:top-left: {mac-workplace-id}

top-left:{mac-distribution}
top-left:Ucnonuurent {mac-job-originating-user-full-name}

top-left:Ten. {mac-owner-phone}

:top-left:0rneuvaran {mac-job-user-full-name}

:top-left: {DATE}
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fonarik gt 5:normal:12:Arial:top-left:HUcnonHuresnbd
{mac-job-originating-user-full-name}

fonarik gt_5:normal:12:Arial:top-left:Ten. {mac-owner-phone}

first:normal:12:Arial:top-right: {LABEL_NAME}
first:normal:12:Arial:top-right:3k3. {CURRENT_COPY}
first:normal:12:Arial:bottom-right: {mac-inv-num}
any:normal:12:Arial :bottom-right: {mac-inv-num}
last:normal:12:Arial:bottom-right: {mac-inv-num}
first:normal:12:Arial:top-center: {CURRENT PAGE} uz {NUM PAGES}
any:normal:12:Arial:top-center: {CURRENT PAGE} uz {NUM_PAGES}
last:normal:12:Arial:top-center: {CURRENT PAGE} u3 {NUM_PAGES}

12.3.3. ®annbl onnucaHna mapkepa
[nsa n3mMeHeHns NoNoXeHust Mapkepa, NPOCTaBISIEMOro Ha NEepPBOM U NOCNeayHLnX
CTpaHuuax, Heobxogmmo B danne /usr/share/cups/psmarker/marker.defs U3MEHUTb

3Ha4YeHuns napameTpoB (eLI,I/IHI/ILI,a N3MepeHna KaxKgoro napamMmeTpa — TVII'IOFp8(bCKI/II7I I'IyHKT)Z

MarkerTopShift — OTCTYN OT BerHeIZ rpaHnubl CTPpaHWULbI;

MarkerBottomShift — OTCTYN OT HUMXXHEN rPaHULbl CTPaHULbI;

MarkerLeftShift — OTCTYn OT NEBOW rpaHuLbl CTPAHULbI;

MarkerRightShift — OTCTyn OT NpaBoOW rpaHuLbl CTPaHULbI;

- MarkerStringInterval — MHTEpBan Mexay CTPOKamu.

[na n3ameHeHns NonoXeHns Mapkepa, NpoCcTaBnsieMoro Ha obopoTe nocnegHen CTpaHu-
Lbl, Heobxoaumo B hanne /usr/share/cups/fonarik/fonarik.defs M3MEHUTb 3HA4YEHUS
napamMeTpoB A9 COOTBETCTBYOLWEro doopmaTa 1 opueHTauumn cTpaHuubl (eauHuua namepeHms
Ka)koro napamerpa — TMnorpadCKnin NyHKT):

- FonarikTopShift — OTCTYyN OT BEPXHEWN rpaHuLbl CTPaHULbI;

- FonarikBottomShift — OTCTYN OT HWXHEN rPaHULbl CTPaHULbI;

- FonarikLeftShift — OTCTYn OT NEeBOW rpaHuLbl CTpaHWULbI;

- FonarikRightShift — OTCTyn OT NpaBoOM rpaHuLbl CTPaHULbI;

- FonarikStringInterval — MHTEpBan Mexay CTpokamu,

- A0, ..., A5 — nevatHbln opmaTt cTpaHuubl A0, ..., A5;

- L, P — opueHTauma ctpaHuubl: P— BepTUKaribHasd, L— ropn3oHTanbHas.

Mpumep
CogepxaHue panna /usr/share/cups/fonarik/fonarik.defs

A4:P:FonarikTopShift=520.0
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A4:P:FonarikBottomShift=20.0
A4:P:FonarikLeftShift=36.0
A4:P:FonarikRightShift=36.0
A4:P:FonarikStringInterval=4.0

JlloBble nameHeHust coaepxaHna n cbopmaTa MapKepa CTpaHuUl MOXeT MNpon3BoanTb

TONbKO aAMUHUCTPATOP.

12.3.4. NameHeHue wpunudTa MapKMpoBKHU

WpndT MmapkmpoBKM 3agaetcsa dannomMm conoctaBnenns WwpndToB B WabnoHe MapKnpoB-
kn. [Insa kaxgoro wpudta nmeetcst cBor dhann conoctasneHund. isameHeHus wpudta MapKnpoBKn
Npon3BOANTCA NyTEM YKa3aHUs B LWAbrnoHe MapkUpOBKM ANd napameTpa charset COOTBETCTBYIO-
Lero Tpebyemomy WpndTy danna conocTtaBneHns, Hanpumep:
charset=utf-8.PTAstraSans

BHUMAHUE! PepaktupoBatb HeobxoaMmo LWwabnoH MapKUPOBKHK
/etc/cups/marker.template. Ecnn gaHHbIN WabnoH OTCYTCTBYET, TO CKONMMPOBaTb YCTaHOB-
NEeHHbIN BMEecTe C NakeToMm wabnoHa MapkUpoBKN /usr/share/cups/marker.template B
/etc/cups/marker.template.

[locTynHble dannbl conocTaBneHunst HaxoaaTca B /usr/share/cups/charsets. [pn
BblbOpe HecyLlecTByoLero ansa conocTaBneHnsl UCNosb3yeTcda Mo yMonyaHuoo utf-8, 4to
cootBeTcTByeT Wpudty PT Astra Serif.

Bo3moxHO co3aaTtb COGCTBEHHbIN LUPUDT MapKMPOBKN HA OCHOBE MMEKOLErocs wpudTa B
dopmaTte TrueType (*.ttf). UcxoaHbiv WpUdT SOMKEH coaepX)aTb KUpUNmLy n UMeTb YeTbipe
BapuaHTa HadepTaHnsa (HopMarnbHOE, XXUPHOE, HaKMOHHOE M XXUPHOE HAKITOHHOE), T.e. COCTOSATb
N3 YyeTblpex hannos ¢ pacmpeHnem * . ttf.

Bce 4veTblpe danina Heobxoammo npeobpasoBatb B copmar Type 42 (pacwmpeHue
* . t42). Ina aToro HeobxoamMmo:

1) yctaHoBuTb naket fontforge;

2) katanore c ttf-wpundptammn cosgatb CKpMNT converter.pe (ECNU OTCYTCTBYET) CO

crneayloWwmnm coaepXaHueMm:

#!/usr/bin/fontforge

i=1

while ( i<$argc )

Open($argv([i])

RenameGlyphs ("Adobe Glyph List")

Generate(Sargv[i]:r + ".t42")
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i =i+l

endloop

3) coenaTb CKpUNT MCMOSMHAEMbIM, HanpumMep, KoMaHaon chmod +x;

4) 3anyCTuUTb CKPUNT converter.pe Ha UCNOSHEHWE:

/home/user/converter.pe *.ttf

lMonyyeHHble 4YeTbipe danna C paclmpeHuem * . t42 HeobxoguMmo CKonNupoBaTb B
/usr/share/cups/fonts.

[anee cos3gatb (pann conocTtaBneHns Ans  HOBOro wpudprta B KaTanore
/usr/share/cups/charsets. PekomeHayeTca umsa panna conoctaBneHus 3agaBaTb B

Bnae utf-8.<umsa_mpudrTa>, Hanpumep, utf-8.PTAstraSans.

Mpumep
dann conoctaenenunsa onga wpudgra PT Astra Sans

0000 OOFF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

0100 O1FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

0200 02FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

0300 O3FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

0400 O4FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

1EOO0 1EFF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2000 20FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2100 21FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2300 23FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2400 24FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2500 25FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2600 26FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42
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B kaxxgown cTpoke nocrne single HaxoguUTCS CMUMCOK U3 YeTblipex hannos, pasgesieHHbIX
npo6enom, COOTBETCTBYIOLLUMX KaXXAOMY BapuaHTy HanucaHus B criegyowem nopsgke: ooblYHbIN,
XWUPHbINA, HAKITOHHLIN U XXUPHBIN HAKNOHHbIN.

YCTaHOBKY 1 N3MEHEHUS LLIpUgpTa TakKe MOXHO OCYLLECTBUTb C NOMOLLbIO rpaduyeckomn
yTunnTbl fly-admin-marker.

MpumMedyaHue. Bo3aMOXHbI npobnembl C HekoTopbiMu PostScript-npuHTepammn
n3-za ocobeHHOoCTeN noaaepxkm wpudptoB B dopmate Type 42, MNO3TOMYy MO YMOr-
YaHWIO 3aJaHMe Ha nedatb npeobpasyerca B dopmatr *.pdf cpady nocne Map-
KMpoBKM. [ONa  OTKNOYEHUA OaHHOrO OeWCTBUA HeobXoaMMO  BbIMOMHUTL  KOMaHAy:
sudo cupsctl MacConvertToPDF=0ff
unn B cupsd.conf AnA napamerpa MacConvertToPDF ycTaHOBUTb 3HadeHwe Off, 3a-

TeM nepesanyctutb cepep CUPS.
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13. KOHTPOIb NOJKINOYEHUA CHEMHbIX MALUUHHBIX HOCUTENEUW MHOOPMALIUA

CbeMHble MalNHHbIE HOCUTENU MHAOPMALIMN MOTYT pacCMaTpMBaTbLCA OTHOCUTENbHO
OC c aByx TOYEK 3peHus:

- Kak BrioyHble UM CMMBOSbHbIE YCTPOMCTBA BBOAA-BbIBOAA;

- Kak Brio4Hoe YCTPOMCTBO, KOTOPOE MOXET OblTb CMOHTUPOBAHO.

B nepBom cnyyae ycTponcTBO NpeacraBnsaetr cobon cneumanbHbin hannoBbii 0OLEKT,
AOCTYN K KOTOPOMY KOHTPONMPYETCS MaHAaTHbIMU U ANCKPeUMOHHbIMU [P 06bl4HBIM 06pasom u,
cnepoBaTternbHO, BBOA-BbIBO OCTAETCH B paMKax KOHTPOSS 3TUX NpaBun.

Bo BTOpOM cnyyae CbeMHbIV MaLLMHHbIA HOCUTENb MHAOPMaLUKn cogepxuT B cebe obpas
®C, koTopasa n xpaHuT gaHHble. [JaHHbIN HOCUTENb MOXET ObiTb CMOHTUPOBAH B 3adaHHbLIN
kaTanor, u npu atom ®C HocuTenNs CTaHOBUTCS YacTblo (NpeacTaBneHHOW B BUAE noagepesa)
kopHeBon ®C. [locTtyn k ob6bektam gaHHon PC nogvnHAETCss MaHAaTHbIM N OUCKPELIMOHHBLIM
MPO obblvHbIM 06pa3om u, crnegoBaTenbHO, BBOA-BbIBOA HA CbEMHbLIA MALUWHHBIA HOCUTENb
MHOPMaLMKN OCTAETCH B paMKax KOHTPONS 3TUX NpaBus.

BHUMAHME! B kayectBe pannoBbIX CUCTEM Ha CbEMHbIX MALLUNHHBIX HOCUTENAX MHAOP-
MaLuKn OOSKHbI MCNOSb30BaTLCSA TONbKO dhannoBble cnuctembl ext2/ext3/extd/xfs, nogaepxnea-
loWwMe paclmpeHHble (B T.4. MaHaaTHble) aTpmbyThl hannoBbix 06bLEKTOB 1 0obecnevnBaroLme
rapaHTMPOBAHHOE YHUYTOXEHME (CTUpaHNE) NHpopMaLnn.

[na OC BO3MOXHOCTb CaHKLMOHMPOBAHHOIO MOHTUPOBAHUSA KOHKPETHBIM Mofb30oBaTeNnem
KOHKPETHbIX HOCUTENEN C KOHKpeTHbIMU PC onpenendeTca agMMHUCTpaTopom cuctembl. B OC
peann3oBaHbl CpefcTBa pasrpaHMyYeHns OOCTyna K NoAKYaeMblM YCTPOMCTBAM Ha OCHOBE
reHepauuu npasun gns MeHegxepa yCTPONCTB udev.

Y4yeT HocuTenen n ynpaeneHne nx npuHagIeXXHocTbio, NPOTOKONIMPOBAHNEM M MaHAATHbI-
MU aTpubyTam OCyLLECTBNAETCSA C MOMOLbIO YyTUNNTLI £1y—admin-smc («YnpaBneHne nonnmTuKomn
6e3onacHocTM»), B TOM Yncne un npu pabote B ENMMM.

B pexume «MobunbHbin» peann3oBaHo ynpasrfieHne OGfIOKMPOBKOW NOAKNHYaeMbIX
YCTPOMWCTB C nomoLubto ytunutel USBGuard.

PekomeHgauum no MCNONb30BAHUKO YKa3aHHbIX CPEACTB NpuBeAeHbl B LOKYMEHTE
PYCB.10015-17 95 01-1.
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14. COMNOCTABJIEHME NOJIb3OBATENIA C YCTPOUCTBOM

OC obecneuynBaeT BBOA-BbIBOA MH(OPMALMM Ha 3anpoLlEeHHOE MOorb30BaTeNeM yCTpom-
CTBO Kak Ansi MPOU3BOSIbHO MCMOSb3YEMbIX UM YCTPOWUCTB, Tak U ANa MAEHTUMMULMPOBAHHbLIX (Npu
cosnageHnn mapkuposkm)' .

OC BkntovaeT B cebsa mexaHnam, obecnedunBatloLLnin HagexXHoe conocTaBneHne MaHgaTHo-
ro KOHTEKCTa NoNb30BaTeNs C YPOBHEM W KaTeropmsiMm KOHpMAEHUManbHOCTWN, YCTAaHOBIEHHbIMU
Ans yctponctea. Kpome Toro, MexaHmamM COnOCTaBNeHUs Nonb30oBaTensi C yCTPOWMCTBOM, peannso-
BaHHbIM B OC, obecneynBaeTt npu NpoBepKe COBNageHs MapkKMpOBOK HOCUTENS U NOmnb3oBaTtens

npUMeHeHne anckpeunoHHbix MNPL.

) B pexume «MobUnbHbI» pean3oBaHo yrnpasneHne 6roKMpOBKON NOAKIHYaeMbIX YCTPOMCTB.
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15. TEHEPALIUA KC3

leHepauus KC3 ocywecTBnaeTcs B 04HOM U3 BYX CleayroLnX PeXMMOB:

- pexum EIIT;

- NOKanbHbIA PEXUM.

[Onsa ncnonb3oBaHna pexuma ENMNIM Heobxoanmo HanuMymMe B CETU YCTAHOBIIEHHOMO U
HacTpoeHHoro cepBepa cnyx6bl FreelPA unn ALD. Ha pa6ounx mectax nonb3oatenen B8 OC
AOMMKeH ObITb YCTAHOBIEH KIMMEHTCKUIN NaKeT COOTBETCTBYIOLEN CnyX6bl N BbINONHEHbI AENCTBUSA
no HacTtpowke (cM. gokymeHT PYCB.10015-17 95 01-1).

Mocne onpepenenus pexnma pabotel KC3 OC ans 3aBepLueHMsi Npoueaypbl reHepaumnm
KC3 HeobxoanmMo BbIMOMHUTL cneayolmne 4encTBus:

1) cosgaTb Habop ypoBHEN KOH(UOEHUMANBHOCTY;

2) cosgatb Habop KaTeropmin KOHPULEHUNANBHOCTMY;

3) cospgatb Habop cnyxebHbIX NoNb3oBaTenen, Hann4ne KOTopbiXx HEOBX0AMMO ANt PYHK-

LMOHUPOBAHUS 3alUMLLEHHbIX KoMmnsiekcoB nporpamm CYB[, runeprekctoBon o6paboTku

AaHHbIX, 3NEKTPOHHOM NOYThI M NPOrpaMm MapKMPOBKM U ydeTa nevyaTHbIX JOKYMEHTOB U3

coctaBa OC;

4) yCcTaHOBUTb NPUBUIIENMM ONS CIY>KeOHbIX NONb30oBaTenNen;

5) yctaHoBuTb NapameTpbl ayauTa (pernctpauum cobbitnin) B OC.

BHUMAHME! [Ina nameHeHnss MakcMmarnbHOro MaH4aTHOro KOHTeKCTa 06beKToB (CM.
HeobXxoOMMO BHECTM M3MEHEeHUs B cueHapun pdp-init-fs, pasMelleHHbI B KaTarnore
/usr/sbin, nepeonpenenns 3Ha4YE€HUS NEePEMEHHbIX:

- sysmaxlev — MakCMMarnbHbI/ YPOBEHb KOH(pUOEHLMANbHOCTY;

- sysmaxilev — MakCUMarsbHbIA YPOBEHb LIENOCTHOCTY;

- sysmaxcat — MakcMMarbHbIn HAbop KaTeropnin KOHPUAEHUNANBHOCTMU.

Mocne BbINONHEHUSA NepeYncrneHHoro Habopa AeNCTBUIN OCYLLECTBNSAETCA CO3AaHne Nosib-
3oBarernen, yctaHoBKa 4S5 HAX pa3peLleHHbIX YPOBHEN U KaTeropun KoHUAEHUNanbHOCTH, a B
cnyyae HeobxoaANMMOCTW, NapaMeTPOB perucTpaumm codbITUN.

B pexume EIMI ykaszaHHble A4eNCTBUSA BbINOSTHAOTCS:

- ecnn  ycTtaHosrneHa cnyxba ALD — npu nomowm rpadudeckon yTUNUTbI

fly-admin-smc vnNu yTUnnTbl KOMaHOHOW CTPOKM ald-admin (nogpobHas uHdop-

MauMs Mo UCMNOMb30BaHUID MHCTPYMEHTa KOMaHOHOW CTPOKM AOCTYMHbI B CNPaBOYHOM

CTpaHuue man ald-admin);

- ecnu yctaHoeneHa cnyxba FreelPA — npu nomowwm web-uHTepdenca FreelPA

UM YyTUNUTBlI KOMAHOHOW CTPOKM ipa user-mod (nogpobHass nHdgopmaums no umc-
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NONb30BaHUID WHCTPYMEHTa KOMaHAHOW CTPOKM AOCTYMHbI B CMPaBOYHOW CTpaHuLe

ipa help user-mod).

B nokanbHOM pexnme ykaszaHHble 4ENCTBUS BbINOMHAKTCA NPY NOMOLWM rpadouyecKom yTu-
nnTbl £ly-admin-smc UNn Npy NOMOLLM COOTBETCTBYIOLLMNX YTUITUT KOMAHOHOW CTPOKK (cMm. (4.16)
OT UMEHM YYEeTHOW 3anucu agmuHucTpartopa (CM. pasgen yepe3 MexaHu3Mm sudo. bonee

I'IOD,pO6HO€ onncaHune Fpa(*)l/l‘-leCKl/IX yTUINT CM. B SHGKTpOHHOﬁ crnpaBkKe.
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16. OTPAHUWYEHUE NPOMPAMMHOW CPE[bl U ®YHKLWUN BE30MACHOCTHU

16.1. 3aMmKHyTaa nporpamMmmMmHasn cpeaa

16.1.1. Pexxumbl chyHKLUMOHUpPOBaHUS

MHcTpymMmeHTbl M3 coctaBa OC npenocTaBnsitoT BO3MOXHOCTb CO3[4aBaTbh 3aMKHYTYHO
nporpammHyto cpeay (3INC). Ncnonb3oBaHne 3IC obecneumBaeT UHAMUYECKNIA KOHTPOSb HEN3-
MEHHOCTM (LLENOCTHOCTN) N NOANNMHHOCTU hansioB N NpeaHasHa4YeHo NS BbiSIBEHUS (hakToB
HeCaHKUNOHNPOBaAHHOIO n3mMeHeHusa dannos dopmata ELF n gpyrux dpannos (B T. 4. OTHOCALLMX-
cs k KC3) u npenoTtBpalleHns 3arpy3kn M3aMeHeHHbIx dpannos popmaTta ELF 1 oTkpbITUA gpyrnx
N3MeHeHHbIX (bansos.

KoHTponb UernocTtHOCTM peanu3oBaH B HeBbirpykaemom wmogyrne sggpa OC
digsig verif u npousBoguTca Ha ocHoBe nposepku ILIM", BHeapeHHONM B MCNOMHS-
emble dannbl 1 pasgensemble oubnuotekn dopmara ELF, Bxogswme B coctae OC wu
yctaHaenusaemoro Cl1O, n B pacwumpeHHble atpmnbyThl hannoson cuctemsl. QUM peannsosaHa B
cootBetcTBUM ¢ FTOCT P 34.10-2012 (256 6uTt) n TOCT P 34.10-2001 (256 6uT), ncnonb3oBaHune
MOCT P 34.10-2001 B OC coxpaHeHO ansi COBMECTUMOCTW.

KoHTponb LenocTHOCTU UcrnonHAembiX hannos u pasgensemMblx 6ubnmortek dopmarta ELF
MOXeET (PYHKLMOHMPOBATb B OAHOM U3 CreayoLWnX PEXMMOB:

1) vcnonHsemblM harnam u pasgensembiM 6ubnuotekam ¢ HesepHoun JLI, a Takke Ges

OUI1 3arpyska Ha ucnonHeHune 3anpeltaetcs (LTaTHbIN PeXnM YHKLUMOHNPOBAHUS);

2) ucnonHsembiM annam n pasgensieMbiM 6ubnunotekam ¢ HesepHon AUIM, a Takke 6e3

OUIT 3arpy3ka Ha UCNofnHeHMe paspeLLaeTcd, Npu 3ToM BblgaeTcst coobuieHne o6 owmnbke

nposepkn LM (pexxum ana nposepkn AUIM B CI10);

3) 9UIM npwm 3arpyske ncnonHsemMblx bannos 1 pasgensembix 6ubnmoTek He NpoBepsieTcs

(oTnapouHbIn pexnm ansa TectupoBanus Cl0O).

KoHTpornb uenoctHocT dannos Ha ocHoe OLIM B paclumpeHHbIx aTpubytax dannoBou
CUCTEMbI MOXET (PYHKLIMOHMPOBATL B OAHOM U3 CNEAYIOLNX PEXNUMOB:

1) 3anpewaeTcsa OTKpbITUE (hannoB, NOCTABIIEHHbLIX HA KOHTPOSb, C HeBepHon JLUIM unu

6e3 OUIMT;

2) OTKpbITME hannoB, NOCTABIEHHbLIX HA KOHTPOSb, ¢ HeBepHon AL nnu 6e3 SUIM

paspeluaeTcsd, Npu 3ToM BblgaeTcs coobuieHne 06 owmnbke nposepkun LI (pexxum ans

npoBepkn LM B pacwmpeHHbix atpmbytax ¢annoBon CUCTEMbI);

3) BUIM npu oTkpbITUKN hannoB HE NPOBEPSETCS.

) BnekTpoHHas LMdpoBas NoanMch — CTpoka 6UT, NonyyYeHHas B pesynbsraTe npouecca (opMUPOBaHMs NOANMUCH
(npumeHsieTcsa ansa noanucu cpegcteammn OC MCNONHAEMbIX (PASIoB C UCMOMNb30BaHMEM (RYHKLIMU X3LWMPOBaHNS

Ha 6ase aCMMMETPUYHOIO KpUnTorpaduyeckoro anroputMa.
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BkntoueHne 3INC moxeT 6bITb BbINOMTHEHO B npouecce yctaHoBku OC nytem Bbibopa
COOTBETCTBYIOLLErO NyHKTa nporpammbl yctaHoBku OC.
BkntoueHue u BoikntodeHne 3MNC nocne yctaHoBkn OC BbINOMHAETCS C MOMOLLbIO UHCTPY-

MeHTa astra-digsig-control, onucaHHoro B[16.5.29

16.1.2. HacTtpomnka moayns digsig_verif

HacTpowka pexuma yHKUMoHMpoBaHna moayna digsig verif ocyulectsnsercd no-
cpeacTBoM rpaduyeckon ytunntel £ly-admin-smc («lMaHenb ynpaBneHms — besonacHocTb —
MNMonutnka 6e3onacHocTn — 3aMKHyTasi NporpamMmmHasi cpea») Unu nyteMm pegakTupoBaHust KOHU-
rypaumoHHoro pavna /etc/digsig/digsig_initramfs.conf. OnucaHme ncnonbL3oBaHUs
YTUNUTBI NPUBEOEHO B 3NEKTPOHHOW CnpaBKe.

PepnaktnpoBaHue KOHurypaumoHHoro amna /etc/digsig/digsig_initramfs.conf
OCYLLIECTBIISIETCA crieqyowmm obpasom:

1) ANs MCnonb30oBaHMA OTNagoYHOro pexunma ansa tectupoBaHus CIMO Heobxoanmo

yCTaHOBWUTb ANd napameTpa DIGSIG_ELF_ MODE 3Ha4veHue O:

DIGSIG_ELF MODE=0

2) ans ucnonb3oBaHus pexnma ans nposepkn UM B CMNO Heobxogmmo yCTaHOBUTL

anda napameTtpa DIGSIG_ELF_MODE 3Ha4yeHue 2:

DIGSIG_ELF MODE=2

3) 4ns Ucnonb3oBaHMA LUTAaTHOMO pexuma yHKLUNOHMPOBaHUS HEOBX0ANMO YCTaHOBUTb

Ans napametpa DIGSIG_ELF_ MODE 3Ha4deHue 1:

DIGSIG_ELF MODE=1

BHUMAHUE! [locne BHeceHMA WN3MEHEHUWW B  KOHMUrypauuoHHbIM  hann
/etc/digsig/digsig_initramfs.conf HeoOGXOAMMO OT WMMEHW YYETHOM 3anucu apg-
MUHUCTPATOpa Yepe3 MexaHM3M sudo BbINOMIHUTL KOMaHAay:

sudo update-initramfs -u -k all

B moaynb digsig_verify BCTPOEHbI OTKPbITbIE KMHOYM U3rOTOBUTENS, KOTOPbIE UCMOSb-

3ytoTcs:
- OS5 NpOBEPKU NOAMNUCU UCMNONHAEMbIX (hannos;
- 0N NPOBEPKM NOANUCK OTKpbIBaeMbIX (DaNSiOB B pacLUMPEHHbIX aTpubyTax;
- ONS  NPOBEepKM MOAMUCUA Ha  OOMOMHUTENbHLIX  KMoYax, 3arpyxaembix U3
/etc/digsig/keys.

B kaxgbln MOMEHT BpEMEHN MOAYIb MCNOMb3YET ABa Habopa Kroyen:

- OCHOBHOM Habop (M3Ha4YanbHO TPY BCTPOEHHbIX KitoYa U3roToBUTENS) — ANst MPOBEPKN
nbbIx nognucen;

- 0ONOSMHUTENbHBLIN Habop (M3Ha4arnbHO MYCTON) — TONbLKO ANS NPOBEPKM NOAMNUCH OTKPbI-

BaeMbIX (bannoB B paclUMpPEHHbIX aTpubyTax.
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Ecnu gononHuTtenbHbI Habop HE COQEPXMUT Krtoya, KOTOPbIM MCNonb3oBarncs Ans NoAnu-
cu panna B pacluMpeHHbIX aTpmbyTax, Mogyrb ULET NoAXOAALWNIA KITlod B OCHOBHOM Habope.

Katanor /etc/digsig/keys COOEPXUT  OTKpbITble KOYM B dopmarte
gnupg --export, KOTOPbIMW pacLUMPSETCA OCHOBHOM Habop KnYen npu 3arpyske cu-
cteMbl. Kaxablii KntoY, ucnonb3oBaHHbI Anst noagnucbiBaHus CMO (16.1.3), Heobxoammo
ckornupoBaThk B Katanor /etc/digsig/keys/, Hanpumep, C UCMOMb30BaHNEM KOMaHAbI:
cp /<karasior>/<@amn kmoua> /etc/digsig/keys/

B katanore /etc/digsig/keys/ MOXeT pacnonaraTtbCa mepapxmyeckas CTpykTypa
kntoyen. Kaxapin Kno4y JOSMKEH ObITb MOANMCAH YXe 3arpy>KeHHbIM KITlo4OM OCHOBHOro Habopa
B MOMEHT ero gobasneHusi B oCHoBHOW Habop. Mepapxuma nogkatanoroB /etc/digsig/keys
obpabatbiBaeTca cBepXy BHU3 Takum obpasom, YTo:

- dhannbl knoden B /etc/digsig/keys OOMKHbI ObITb NOANMCaAHbI BCTPOEHHLIMU B

Moaynb digsig wverify Knovyamum UM3rotoBUTens;

- dhannbl knoyen B /etc/digsig/keys/subdirectory MOryT 6bITb NoAnNUcaHsl 1

BCTPOEHHbIMM KIOYaMmn M3rotToBUTENS, U KNodamm n3 /etc/digsig/keys;

- B LENIOM, Kaxabl KItod M3 nogkaTtanora BHyTpU /etc/digsig/keys OOMKEH ObITb

noanucaH nnbo Knio4yoM M3 BhILLENEXALLEro katanora, M0 BCTPOEHHBLIM KIHOYOM M3roTo-

BUTENA.

Mpumep
/etc/digsig/keys/keyl.gpg - nybnuuHEE Kimod 1, TOONMCAHHBIN
Ha [EePBUUHOM KJIOUE U3OTOBUTEJIS
/etc/digsig/keys/key2.gpg - nyOJIMUHEE KJOU 2, NOLIHUCAHHHHN

Ha I[I€PBHUHOM KIJIOUE€ H3I'OTOBHUTEIIA

/etc/digsig/keys/keyl/keyl-1.gpg nyONUUHEE KJIOU, MNOANMCAHHHEM Ha Kimoue 1
/etc/digsig/keys/keyl/keyl-2.gpg - nybJIMUHHE KJIOU, [NOLNMCAHHHN Ha Kimoue 1
/etc/digsig/keys/key2/key2-1.gpg - nybJIMUHHE KJIOU, [NOOMNMCAHHHN Ha Kiloue 2
/etc/digsig/keys/key2/key2-2.gpg - NyOJIMUHHE KJIOU, [NOAMNMCAHHHN Ha Kimoue 2

,D,J'Iﬂ NpPoBEPKN NCNOJb30BaHNA OOMNOJIHUTEJIbHbIX Knro4ven O5nAa KOHTpPOoJ1Aa UenoCTHOCTU
ncnonHseMblx annos n pasgensembix bubnuotek popmarta ELF (go nepesarpyskun OC) MOXHO
OT NMEHU y‘-leTHOIZ 3anmcm agMnHMUCTpaTopa 4epe3 MexaHn3m sudo BbINOMMHUTb KOMaHAbI:
cat /etc/digsig/key for signing.gpg > /sys/digsig/keys
cat /etc/digsig/keys/keyl.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/keyl/keyl-1.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/keyl/keyl-2.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2/key2-1.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2/key2-2.gpg >> /sys/digsig/keys
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BHUMAHMUE! lNpwn npoeepke SUIT B paclumpeHHbix aTpubytax dannoBon CUCTEMbI yCTa-
HoBKa And napamMeTpa DIGSIG_XATTR_MODE 3HayeHus 1 3anpeLuaeT OTKpbITUe NoCTaBrneHHbIX
Ha KOHTposb cannoB ¢ HeBepHon AUIM nnn 6e3 SLIM.

HacTponka pexunma yHKLUMOHNPOBaHUS MeXaHMU3Ma KOHTPOMA LeNoCTHOCTU ¢hannoB npu
NX OTKPbITUM Ha ocHoBe JLII B paclumpeHHbIx aTpubyTax dannoBon CUCTEMbI OCYLLECTBNSETCA
C nomoubio rpagmyeckon ytunutbl £ly-admin-smc («lMaHenb ynpaBneHns — besonacHocTb
— MonuTtuka 6e3onacHOCTM — 3aMKHyTasi NporpaMMHas cpefa») unu nyTem penaktmpoBaHus
KOHoMrypaumoHHoro panna /etc/digsig/digsig_initramfs.conf.

PepaktnpoBaHue KoHUrypaumoHHoro panna /etc/digsig/digsig_initramfs.conf
ocyLlecTBnsieTcsa cnegyowmm obpasom:

1) ANs BKIKOYEHUSA NPOBEPKM NOAMNUCEN B peXnMe 3anpeTta OTKPbITUSA NOCTaBNEHHbIX Ha

KOHTpOnb hannosB ¢ HeBepHon LM nnm 6e3 SUIT B paclumpeHHbix atpubyTax ¢annosomn

cucteMbl HEOHXOOUMO YCTaHOBUTL AN napameTpa DIGSIG_XATTR_MODE 3HayeHue 1:

DIGSIG_XATTR MODE=1

2) Ons BKIIOYEHUSA MPOBEPKU NoAMuMcen B pexmme BbiBoga npeaynpexaeHunm od ot-

KPbITUWN MOCTaBNEHHbIX HA KOHTPonb dannoB ¢ HesepHon AU nnn 6e3 BUIMN B pac-

LUMPEHHbIX aTpmnbyTax ¢annoBon cMCTeEMbl HEOBXOOMMO YCTAaHOBUTL A4S NapamMeTpa

DIGSIG_XATTR_ MODE 3Ha4yeHue 2:

DIGSIG_XATTR_MODE=2

3) 4ns UrHopMpOBaHWS AOMOTHUTENBHbIX KITHOYEN, UCMOMb3yeMbIX TOMBbKO NPWU NpoBepKe

OUI B pacwumpeHHbIx atpmbyTax dannoBon, HEO6XoaMMO YCTaHOBUTL ANS napameTpa

DIGSIG_IGNORE_XATTR KEYS 3HayeHue 1:

DIGSIG_IGNORE_XATTR_KEYS=1

4) Aanst HACTPOWKK LWAabNoOHOB MMEH, ncnonb3yemMblx npu nposepke UM B pacwmpen-

HbIX aTpmbyTtax ®C, Heobxoaumo B dpanne /etc/digsig/xattr_control 3agatb nx

cnuncok. Kaxkgas cTpoka 3agaet cBow WwabnoH B BUAE Macku nNonHoro nytu. Hanpumep,

cneayowmn WabnoH onpeaensiet, 4To 6yaet npoeepsTbea AU Bcex cdhannos B kaTtanore

/bin, UMs KOTOPbIX HAYMHaEeTCsa Ha lo:

\bin\lo

Katanor /etc/digsig/xattr_keys COOEPXUT OTKPbITble KNHOYXM B dopmaTte
gnupg --export, KOTOPbIMW paclUMpseTcs AONONHUTENbHbIA Habop Kryen moayns (M3Ha-
YanbHO MyCcTON HAbop, NCNOMb3yeMbI TOMNBKO ANA NPOBEPKM NOAMUCK B paCLLUMPEHHbIX aTpmubyTax
cdanna). MNMognucum Ha KnoyYax AoNONHMTENBHOrO Habopa He NPOBEPSAIOTCS.

Kaxxablh 4ONOSTHUTESNbHbIN KITHOY, MCMOMb30BaHHbIN AN NognNUcbiBaHNSA hannoB B pacLuu-
peHHbIX aTpnbyTax, Heobxo4MMO CKONMpoBaTb B kaTanor /etc/digsig/xattr_keys/, Hanpu-
Mep, C UCMONb30BaHWEM KOMaHAbI:

cp /<xkararnor>/<damn kimoua> /etc/digsig/xattr_keys/
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B katanore /etc/digsig/xattr_keys/ MOXeET pacnonaratbCs nepapxmyeckas cTpyk-

Typa OOMONMHUTENbHbIX KMoYel st KOHTPOMS LLeNIOCTHOCTU dpainoB. B ykasaHHON CTpyKType

OoAHWN OOMOJTHUTESIbHbIE KITHOYN MOTYT ObITb NOAMMCaHbI Ha Apyrnx OONONTHUTENbHbIX KIto4ax. |_|pI/1

9TOM OO0NOJIHUTENbHbIE KITHOYM OOJKHbI pacnonaratbCd B noagKkartasjiorax Takum 06pa30M, YTOOBI

npu ux 3arpyske He HapyLuanach Lenovka npoBepKu Nnoanmncen.

Mpumep

/etc/digsig/xattr_keys/keyl.gpg - nybmuusnms kimou 1

/etc/digsig/xattr_keys/key2.gpg - nyOnuuHem Kimou 2

/etc/digsig/xattr keys/keyl/keyl-1.gpg - nyOJMUHHE KJlIOU, OOLNKMCAHHEN Ha KJIOUue

/etc/digsig/xattr_keys/keyl/keyl-2.gpg - nyOJjMUHEN KJlIOU, OLNKMCAHHEN HAa KJIOUue

1
1
/etc/digsig/xattr_keys/key2/key2-1.gpg - nyONMUHEE KJIOU, NOLNMCAHHHN Ha KJuoue 2
2

/etc/digsig/xattr keys/key2/key2-2.gpg - nyOJIMUHHEN KJIOU, NOANKMCAHHENE Ha KJloue

Ons NnpoBepKn UCnosib3oBaHUA OOMONTHUTENbHbIX Kroyen gns KOHTPONA UenoCTHOCTU

dannos (go nepesarpy3kn OC) MOXXHO OT UMEHM YYETHOW 3anncu agMmMHUCTpaTopa Yepes mexa-

HU3M sudo BbINOMHUTb KOMaHAbI:

cat
cat
cat
cat
cat

cat

/etc/digsig/xattr keys/keyl.gpg >> /sys/digsig/xattr keys
/etc/digsig/xattr_keys/key2.gpg >> /sys/digsig/xattr_keys
/etc/digsig/xattr_keys/keyl/keyl-1.gpg >> /sys/digsig/xattr_keys
/etc/digsig/xattr_keys/keyl/keyl-2.gpg >> /sys/digsig/xattr_keys
/etc/digsig/xattr_keys/key2/key2-1.gpg >> /sys/digsig/xattr_keys
/etc/digsig/xattr_keys/key2/key2-2.gpg >> /sys/digsig/xattr_keys

YnpaeneHne mogyrnem digsig_verif ocyuwecTtBnaetrcs vyepes nHTepdenc sysfs ¢

ncnonb3oBaHnem ¢ansnos:

- /sys/digsig/elf_mode — NPOCMOTP M NEPEKIOYEHNe pexrnma paboTbl Npu NpoBep-
ke QUIT ncnonHsembix dannos n pasgensemblx oubnmortek dopmarta ELF;

- /sys/digsig/xattr_mode — NPOCMOTP U NepeKnodeHne pexmma paboTbl Npu npo-
Bepke S B pacwmpeHHbIx atpmbyTax ¢pannoBon CUCTEMBI,

- /sys/digsig/keys — dpann 3arpy3kv ONOMHUTENbHbIX KNtoven ans nposepkn SLUMM
ncnonHsemblx garnnos popmata ELF n QUMM B pacwmpeHHbix atpmnbyTtax ©C;

- /sys/digsig/ignore_gost2001 —  oOTKnw4YeHMe npoBepkn UM  no
MOCT P 34.10-2001;

- /sys/digsig/ignore_xattr_keys — 1;

- /sys/digsig/xattr_control — CNUCOK LLABGNOHOB MMEH, NCNOMb3yeMbIX MPKU Npo-
Bepke 3L B pacwmpeHHbIx atpubytax OC;

- /sys/digsig/xattr_keys — pann 3arpy3km AOMONHUTENbHbIX KIOYen, NCNosb3ye-

MbIX TOfbKO Npu npoBepke JLUIM B pacwumpeHHbix atpmubyTtax ©C.
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[MpoBepka pexnmoB paboTbl BbINOMHAETCSH KOMaHAAMM:
cat /sys/digsig/elf_mode
cat /sys/digsig/xattr_mode

BHUMAHUE! [na otkntovyeHna nposepkn AUIM no MOCT P 34.10-2001 Heobxoanmo
B KOHUrypaumoHHoMm danne /etc/digsig/digsig_initramfs.conf ycTraHoBUTH criegyto-
LLlee 3Ha4YeHue NapameTpa:
DIGSIG_IGNORE_GOST2001=1

BHUMAHUE! [locne BHeceHMA WN3MEHEHUWW B  KOHMUrypauuoHHbIM  hann
/etc/digsig/digsig_initramfs.conf u gna sarpyskum mogynem digsig_verif knwodeun
nocrne mnx pasmMelleHuda B Katanorax /etc/digsig/keys/ u /etc/digsig/xattr_keys/
HeobXoAUMO OT MMEHU YYEeTHOW 3anncu agMUHUCTpaTopa Yyepe3 MexaHU3M sudo BbIMOMHUTb
KomaHay:

sudo update-initramfs -u -k all

16.1.3. NoanucebiBaHmne dannos

B moayne sgpa digsig_verif peanns3oBaH MexaHW3M, MO3BOSSOLLMIA UCNONb30BaTb
HEeCKOJbKO KITtoden npu nognucekiBaHnn dpannos popmata ELF.

Mopsiaok ncnonb3oBaHUs Knoven ansa digsig_verif: 4ONOMHUTENbHbBIE KNKOYM 3anUChl-
BalTCA B /sys/digsig/keys unu /sys/digsig/xattr_keys B nepapxmyeckom nocnenosa-
TENbHOCTM LenoYeKk nognucen.

Bce gononHuTenbHble KNHYX AOMKHbBI ObITb NOAMMCAaHbI FMaBHbLIM KITKOYOM UK OPpYruMm
AOMNOSMHUTENBHBLIM KITHOYOM, NOAMUCH KOTOPOro MOXET ObITb NpoBepeHa (3a UCKITHYEHMEM NEPBOro
Knioda B katanore /sys/digsig/xattr_keys).

[na cosgaHna gononHutenbHblX Kntoven ncnonbsyetca GNU Privacy Guard (GnuPG).
MoauduumnposaHHbii GNuPG BeiBoguT NOCT P 34.11-94 B cnucke AOCTYMHbIX anroputmos. Ons
NonyyYeHus cnmcka AoCTYMNHbIX anropUuTMOB HEOOXOAMMO BbINOMHUTL KOMaHAy:
gpg —--version

Pe3yJ'IbTaT BbINOJIHEHNA KOMaHAbI:

gpg (GnuPG) 1.4.18

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Home: ~/.gnupg

[lopmepXUBalOTCA CJleAyIHMe aJil OPUTMEL

C OTKpHTEM KinmouoM: RSA, RSA-E, RSA-S, ELG-E, DSA,
GOST_R 34.10-2001, GOST_R 34.10-2012
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CummeTpuuHnsie : 3DES, CASTS5, BLOWFISH,

AES, AES192, AES256, TWOFISH,

CAMELLIA128, CAMELLIA192, CAMELLIA256
Xom-¢yuxnuu: MD5, SHA1l, RIPEMD160, SHA256, SHA384, SHAS512,

SHA224, GOST_R34.11-2012, GOST_R34.11-94
AnropuTMEl CXaTusa: Be3d cxarusa, ZIP, ZLIB,

BZIP2

Mpumep

[na co3gaHusa ONOMHUTENBHOMO KIKoYa U ero Ucnonb3oBaHusa anga nognuceisaHna CroO
Heobxoanmo:

1) cosgatb KntoyeByto napy GOST_R 34.10-2001 v coxpaHuTb B Katanore ~/ . gnupg.

[na co3gaHusa KNOYEBOW Napbl BbIMOMHUTL CAEAYOLLYI0 KOMaHAY:

gpg --full-generate-key

B npouecce BbiNonHeHMs KOMaH4bl OTBEYaTb Ha 3anpocbl cMcTeMbl. Ha 3anpoc cuctemsl

BblOpaTh TMN KtoYa criegyeT ykasaTb NyHkKT, cootetcTByowmn NOCT P 34.10-2001.

BbiBog koMaHabI:
gpg (GnuPG) 1.4.18; Copyright (C) 2014 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

gpg: cospaH kararor ‘/home/keys/.gnupg’

gpg: co3paH HOBHEM Qann HacToek ‘/home/keys/.gnupg/gpg.conf’

gpg: BHMMAHUE: napamerps B ‘/home/keys/.gnupg/gpg.conf’ eme He akTHUBHH npu /
3TOM 3amycke

gpg: cos3paHa Tabmnuua kmouen ‘/home/keys/.gnupg/secring.gpg’

gpg: cos3paHa Tabmnuua kmmouen ‘/home/keys/.gnupg/pubring.gpg’

BubepuTe THII KIIOUA:

(1) RSA m RSA (mo yMOJIUAHUIO)

(2) DSA um Elgamal

(3) DSA (TOJNILKO OJIA IIOOIIHMCH)

(4) RSA (TOJNILKO OJIA IIOOIIHMCH)

(10) GOST R 34.10-2001 (TombKO HOJIA MNOAOMIMHCH) yCTapeBIUHN

(12) GOST R 34.10-2012 (TOombKO OJiA MOLINCH)

Bam Br6Op? 12

GOST keypair will have 256 bits.

BubopuTe CpOK LOEeHCTBUS KIloua.

0 = 6e3 orpaHuWueHHs CpOKa LEHCTBUA

<n> = CpOK HOEeHCTBUA - N OHEH

<n>w CpoK OEeNCTBUS — N Henelsb

<n>m CPOX OEe’NCTBUS - N MECSLEB

<n>y CpPOK HOEeHNCTBUA — N JIeT
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Cpox gmemicTBusi kmoua? (0) O
Cpox IOeHCTBUSI KJoua HEe OI'PaHUUEH

Bce BepHO? (y/N) y

O upoeHTHPUKAUMM Bamero ximoua Heobxonum 1D momnb3oBaTesd. [lporpaMMma co3gacT
ero u3 Bamero uMeHH, KOMMEHTAapHUs U agpeca DJIEKTPOHHOM IIOUTH B BHUIOE:

"Name Surname (position) <surname@deepforest.ru>"

Bame HacTosimee umsi: Test GOST R 34.10-2012 Secondary Key
Apgpec B3JIEKTPOHHOM IHOUTH: test@gost.secondary.key
KoMmmeHTapui :

Bu Bm6pann criegyomuy ID monb3oBaTeIA:

"Test GOST R 34.10-2001 Secondary Key <test@gost.secondary.key>"

Cmenutbt (N)Umsa, (C)Koummenrapu#i, (E)agpec unu (O)Ipunars/ (Q)Buxom? O
07l 3amuTH 3aKPHTOrO KJoua HeoOXOOuWM MNapoilb.

BBeguTe napons: I[IAPOJIb

[loBTOpUTe mnapoinb: I[IAPOJIb

2) BbINOMHUTBL AKCMOPT Ktova nonb3oBaTend B dpansi KOMaHLOMW:
keys@debian:$ gpg —--export "Test GOST R 34.10-2012 Secondary Key
<test@gost.secondary.key>" > /tmp/secondary_gost_key.gpg

3)HOﬂﬂMCGTbKﬂK}IﬂOﬂb3OBaTeﬂﬂ,BHHOHHMBKOMaHﬂbH
gpg —--import /tmp/secondary_gost_key.gpg

gpg --sign-key "Test GOST R 34.10-2012 Secondary Key

<test@gost.secondary.key>"

gpg —--export "Test GOST R 34.10-2001 Secondary Key
<test@gost.secondary.key>" > /tmp/secondary_gost_key signed.gpg

4) nognucaTb dpann popmata ELF kntoyom nonb3oBatens ¢ MCNOMb30BaAHNEM YTUNNUTLI
bsign (N0 ymMOn4YaHuiO NOANNCL BHEOPSETCS B TOM YMCIE U B PACLUMPEHHbIE aTpUbyThI
anna):

keys@debian:~$ bsign --sign test_elf

5) nognucatb KMo4YoM Nornb3oBaTens ¢ UCMOSb30BaHNEM YTUMNUTLI bsign NPON3BOSbHBIN

dann (C BHegpeHMeM nNognucy ToNbKO B pacLUMpEeHHbIe aTpulbyThl):
keys@debian:~$ bsign --sign --xattr test_elf

ﬂOHOﬂHMTeﬂbHaﬂ Mmbopmauwﬂ no MnCNoJib30OBaHNIKO YTUITNTLI bsign npmBegeHa B
man bsign;

6) ans nposepku npasusibHocTn AU danna oopmata ELF BbInOAHUTL KOMaHAY:
keys@debian:~$ bsign -w test_elf
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7) ckonupoBaTb B KaTanor /etc/digsig/ AONONHUTENbBHBIV KINKOY NONb3oBaTens, noa-
MMCaHHbLIN Ha rmaBHOM Kroye (cMm. (16.1.2);

8) npoBepuTb, YTO NoanncaHHbIN hann dopmata ELF MoxeT BbINONHATLCA:
keys@debian:~$ ./test_elf

hello world!

keys@debian:~$

16.2. Pexxum Kunock-2

Pexxum Knock-2 — ato MHCTpyMeHT cnuctemol PARSEC ans orpaHnyeHns BO3MOXHOCTEWN,
npegocTaBnaemMbIX HernpMBUIerMpoBaHHbIM norb3oBartensam. Paboty pexuma Kuock-2 obecneun-

BaeT NakeT parsec-kiosk2.

16.2.1. NMpodunu naketa parsec-kiosk2

Mpodunn  nonb3oBatenen parsec-kiosk2  pacnonarawTca B KaTanore
/etc/parsec/kiosk2 u cnyxat gnsg NpUMEHEeHUst OrpaHMYeHUn OencTBUA Nnosib3oBaTe-
nen. MNMpodunb nonb3oBaTensa — 3TO TEKCTOBLIN pansl, MMA KOTOPOro coBnagaer C MMEeHeM
none3osarens. OguH npodusb NONb30BaTENSA CAYXUT ANA YCTAHOBKM OrpaHUYeHnin TONbKO AN
O HOro norb3oBarerns.

Ecnu npu BkntoveHHOM pexnme Knock-2 B /etc/parsec/kiosk2 oTcyTCTBYET NpOodhusb
nonb3oBaTens, To NpaBa gaHHoro nonb3oBatens B OC He orpaHn4MBatoTCs.

BHUMAHMUE! Ecnn ona nonb3oBatensa cosgaH nycton npodune, TO JaHHOMY Mob30Ba-
Teno 3anpeLleHbl Nnodble 4enCTBUS.

CucrtemMHble npodounm parsec-kiosk?2 pacnonararoTcs B KaTanore
/etc/parsec/kiosk2-profiles u Takke cnyxar And NPUMEHEHUA OrpaHuyeHun gen-
cTBMI nonb3osarenen. Cogepxunmoe arna cucteMHoro npoduns NpeacTaBnaeT cobor CNUcok
dannoB n Npocunen NPUNOXKEHNN ¢ abCONOTHLIMU UM OTHOCUTENbHBIMU NYTSAMU, a Takke C
MHGOpMaLMen o NpaBax AocTyna v Bragenbuax aTnux gannoB. CUCTEMHbIN NPOdUb MOXHO
nob6aBnTb B Npodunn HECKOSbKUX Nosnb3oBaTenen, Toraa Ang BCex 3TUX nonb3oBaTenen dyaet
AOCTYMHO UCMOrb30BaHWE NPUITOXKEHUA B COOTBETCTBUN C OrpaHUYeHNs MU B NpaBax g4ocTtyna u

Bnagenbuax, yka3daHHbIX B CUICTEMHOM npod)vlne OaHHOro rnpuiioXXeHumA.

16.2.2. CuHTakcuc npocpunen parsec-kiosk2
CunHTaKkcuc paspeLleHns Ha JoCTyn K hanny:
+file rwc u/o: <umsa_danma>
UIM Ha OOCTYN K CCbISIKE:

+1link rwc uo: <umsa_¢ganmna>
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rae rwc — 9To JOCTyn K hanny ¢ npaBamu Ha YTeHue (r), 3anucb (W) 1 cosgaHue (c), KoTopble
yKasbIBaKOTCA MNPU HaNM4YnMm COOTBETCTBYIOLLIErO paspeLleHus;
u — JocTyn Bnagensuy danna;
o — [OCTYn OCTasibHbIM MOb30BaTENAM;
<umsa_Qanna> — dpansn, npasa 4OCTyrna K KOTOpoMy HasHavatotcs. [Npu aTom nms ganna
ANSA CCbINKM OOMKHO COOTBETCTBOBATL CYLLECTBYIOLLEN CUMBOSIbHOM cebirike. LleneBown dhann
ANSA CCbINKN, KOTOPbI He 06513aH CyLLecTBOBaTb B MOMEHT 3arpy3ku npocung, nobasnsercs

B CMNCOK OOCTYMHbIX.

MpnmeyaHue. B cuHTakcmce npocunen pexmma Knock-2 MOXXHO MCNOSb30BaTh Ku-
punnuuy.

B cuHTakcuce Knock-2 takke mMoryT 6bITb MCNOMb30BaHbl METACMMBOSbI, HANpPUMep, B
nmeHun cbanna (cm. Tabnuuy [64).

BHUMAHMUE! MetacumBonbl B MeHN doanna Ansi CCbIfIKU HE MHTEPNPETUPYIOTCS.

Tabnuuya 64
MeTtacumBon OnucaHuve
* % Honb nnn 6onee Nnpon3BonbHLIX CUMBOJIOB, BKITHOYas CUMBOS «/»
* Honb nnn 6onee Nnpon3BorbHbIX CUMBOSOB, UCKMOYasi CUMBOS «/»
? OOuH NPoM3BOSbHbIN CUMBOS, UCKMOYasi CUMBOJ «/»

OavH 13 cnmeonos, NpuHaanexaiumin Habopy. B Habope ntobble CMMBOSbLI TEPSIOT
[Habop_cumeosios]| CBOe crieumanbHoe 3HavyeHne. CUMBON «]» MOXET BXOAMTb B HAOOpP TOMbKO Ha
nepBon No3nLmm

\d OpaHa gecatudHaga umdpa

\D OaHa unn 6onee gecatnyHas undpa

\h OpgHa wecTHaguatepuyHasa undpa

\H OaHa vnn 6onee wecTHaauartepuyHas uudpa
\ xNN BanT ¢ 3agaHHbIM 3Ha4YeHeEM

MycTtasa cTpoka unu noactpoka (deleted), koTopasa gobasnsercd K elle He
CO3[aHHbLIM UNK YXe yaaneHHsiM dannam. [JaHHaa KOHCTPYKLUMSA MCNONb3yeTcs
npu ynpaesneHnn co3gaHnem anna.

Mpumep
\z +file wc u: /home/*/.config/example/example.conf\z

B atom cnyyae paspeluaeTtcs 4OCTYN Kak K hanny example.conf (deleted),
TaKk U K example.conf Ecnu yganutb \z, TO AocTyn K example.conf
(deleted) Oyaet 3anpeuwleH. OTKpbITME CyLlecTByloWero danna Ha 3anucb
OydeT ycnelHbIM, a co3gaHue HOBOro — HeT

\<mo6oi1_npyrosi | COOTBETCTBYIOLMIA CUMBON 6e3 cneumanbHon WHTepnpeTauun, Hanpumep,
_ CHMBOJ> A\ N, \F)
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[lna BKNoyeHns ogHoro npoduna B Apyron npodusnb ncnonb3dyetcsa @include:

@include other-profile-name

16.2.3. CuHTakcmuc, coBMecTUMbIN ¢ parsec-kiosk

B npodunsax pexuma Knock-2 KoppeKTHO pacrno3HarTCs CTPOKU, HANMCaHHbIE MO CUHTAaK-
CUCY pexmma Knocka (yCTapeBLUMIN MHCTPYMEHT AN1S OrpaHuYeHnin encTenin nonb3osartens). MNpu
3TOM MpY UCMNOMNb30BaHUM CUHTAKCKUCA pexnma Knocka B pexxume Knock-2:

1) B MeHu harna crneLcuMBOribl HE UHTEPNPETUPYIOTCS;

2) noboe 13 npae Ha YTeHue (r) unm ncnonHeHune (x) npeobpasyeTcs B NPaBoO Ha YTEHME

(r), a npaBo Ha 3anuch (W) npeobpasyeTcs B NpaBa Ha 3anuck (w) n cosgaHue (c);

3) NpaBuna oANHAKOBO NMPUMEHSIIOTCS ANA OCTyNna Kak BnagenbLleB, Tak U HeBnagerb-

LeB,

4) cTpoka 06s13aTenbHO JOMKHA HAaYMHATLCS C CUMBOMA «"» Unn «/»;

5) ecnu dann npeacTaBnseT CMMBOSIbHYIO CCbISKY, TO pexum Knock-2 obpabatbiBaeT

ueneson dpann CCbISKu;

6) umsa Nponns 4OMKHO HAaYMHATLCS TOMNbKO C NTAaTUHCKON BYKBbI, @ TaKkke B HEM AOIMKEH

OTCYTCTBOBAaTb CUMBON «/».

Ecnn npodunb, cosgaHHbIN B pexnme KMocka, otpegaktuposatb B fly-admin-kiosk,

TO OH COXpPaHUTCA C UCIMOJfIb30OBaHNEM CUHTaAKCUCa pexmnma Knock-2.

16.2.4. Pabota ¢ Knock-2 yepes KOHCONb

16.2.4.1. BknroyeHue u BbikntovyeHne Kuock-2

Mpn nepsom 3anycke OC pexmm Knock-2 BbikntoveH. YTobbl BKNIOYMUTL PEXMM KOHTPONS
poctyna Knock-2 n NnpuMeHsaTb orpaHMyeHnsa Ha paboty ¢ channamu, Tpebyetcs BbINOMHUTD
KomaHay:
echo 1 | sudo tee /sys/module/parsec/parameters/uc_enforce

[nsa BKMOYEHNSA NPOTOKONMPOBAHMS MOMbITOK HAPYLUEHWA YCTAHOBMEHHbIX OUMBTPOB
A0CTyna BbIMNOMHUTL KOMaHAy:
echo 1 | sudo tee /sys/module/parsec/parameters/uc_complain

BHUMAHMWE! Pe3ynbtaTtbl NpUMEHEHNst AaHHbIX KOMaHA OyayT 4eNCTBUTENbHbI 4O nepe-
3arpysku OC.

[ns BkNoYeHMs pexnma KoHTpons goctyna Knock-2 n npoToKonMpoBaHUs ¢ COXpaHeHNeM
AaHHOro COCTOSIHUA Nocre nepesarpy3kn TpebyeTcsi, COOTBETCTBEHHO, BbINOSIHUTL KOMaHAbI:
echo 1 | sudo tee /etc/parsec/kiosk2_enforce
echo 1 | sudo tee /etc/parsec/kiosk2_complain
n nepesarpysntb OC.

Pe3ynbraThl NpUMEHeHUst 3TMX KoMaHa OyayT AencTBuUTeENbHbI nocne nepesarpysku OC.
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[lna BbIKMOYEHUS pexxnmMa KOHTposst octyna Kuock-2 n NpoTOKONMPOBaHUS B COOTBET-
CTBYIOLLUMX KOMaHOax Tpebyetca 3ameHnTb 1 Ha 0.

Onsa Toro ytobbl M3bupatenbHO BKNOYaTb pexum Knock-2 n ucknwovatb BblOpaHHbIX
nonb3oBaTenen, TpebyeTcs:

1) cospgaTtb katanor disabled B /etc/parsec/kiosk2:

cd /etc/parsec/kiosk2

sudo mkdir disabled

2) nepeHectn B KaTanor disabled npodunun Tex nornb3oBaTenen, Ans KOTOpbIX He

OOITKHbI MPUMEHSTBCA OrpaHNYEHUS:

sudo mv <ums_IoJib3oBaTesnsAl> <uMs_ noJjib3oBaTens2> disabled

3) BKMOUUTb pexmum KnMock-2:

echo 1 | sudo tee /sys/module/parsec/parameters/uc_enforce

Mocne BbINOMHEHMS AAHHbBIX JENCTBUIN OrpaHudeHns pexmnma Knock-2 yayT npuMeHeHs!
KO BCEM Monb3oBaTendm, KpoMe <uMs_IoJib30BaTesisgl>, <UMs_IOJIL30BaTeNA2> U TEX MOJib-
3oBareneun, Ans KoTopbix He 6 co3gaHbl npodunun. MNocne nepesarpy3kn OC pexunm Knock-2
BEPHETCH B COCTOSIHNE, YKa3aHHoe B /etc/parsec/kiosk2_enforce. [1pn NOBTOPHOM BKtO-
yeHnn pexkmma Knock-2 UCKMYeHUs onsa <uMsi_rojib3oBaTerisgl>, <UMsA_I0JIb30BaTessa2>
N Tex nonb3oBaTtenen, Ang KOTopbIX He ObInM co3aaHbl NPOGUIN, COXPaHATCA N OrpaHNYeHns
AocTyna K HAM He ©yayT NpUMMEHEHbI.

16.2.4.2. MpoTokonupoBaHue npoLeccos

[nsa Toro 4ToBbl OorpaHN4YeHns Ha paboTy NPUNOXKEHNA BbINOSTHANNUCH KOPPEKTHO 1 6e3
owmnboK, TpebyeTcst yunTbiBaTh BCE 3aBMCUMOCTU (bansfioB AaHHOIo NpunoXxeHuns. Noatomy npu
CO3aHuUM CUCTEMHOIO NPOMUNA NPUMNOXKEHUS PEKOMEHAYETCS BbIMNOSTHUTL MPOTOKONMPOBaHME
npoueccos nNpu pabote ¢ COOTBETCTBYIOLLNM MpUoxeHneM. Pesynstat npoToKONMpoBaHUS npo-
LLleCCOB MoKa3sblBaeT BCe HeoOXxoauMble hanrbl NPUITOXKEHUS U MYyTU K HUM. [N BbINONHEHUS
NPOTOKONMPOBaHMS NPOLECCOB TpebyeTcs:

1) BBIKIOYNTDL PEXUM KOHTponsa goctyna Knock-2:

echo 0 | sudo tee /sys/module/parsec/parameters/uc_enforce

2) BKITHOUYUTb NPOTOKONMPOBAHME NPOLECCOB:

echo 1 | sudo tee /sys/module/parsec/parameters/uc_complain

3) cosgatb Npodunb Nonb3oBaTens:

true | sudo tee /etc/parsec/kiosk2/<umsa_nonbzoBaTesns>

4) 3anyCcTuUTb CECCUI0 NOSib30BaTeNs <uMsi_I10JIb30BATENISA>!

su - <uMsdA_IOoJIbL3OBaTEJIA>

5) 3anycTnTb NPOTOKONMPYEMOE MPUNOXKEHME;

6) BbLINTU M3 CECCUUN NOSb30BATESNSA <HUMS_IOJIb30BATETISA>!

exit
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7) BbIKNIOYMTb MPOTOKONIMPOBAHNE NPOLIECCOB:

echo 0 | sudo tee /sys/module/parsec/parameters/uc_complain

8) nonyunTb CoObLEHMSA O 3anpELLEHHbIX Onepaumsix:

sudo dmesg | grep PARSEC-UC:

16.2.4.3. Co3pgaHue npocpuns

[na co3gaHna cMCTEMHOrO Npoduna NPOTOKONMPYEMOro NpunoxeHust TpebyeTcs B kaTta-
nore /etc/parsec/kiosk2-profiles co3gatb ¢hann, 3agaB B Ka4eCTBe €ro MMeHN Ha3BaHue
NPUNOXEeHNd, U BNUcaTb B HEro BCe MyTU C YY4ETOM CUHTAKCMCa U3 pe3ynbraToB BbIMOSIHEHUS
koMaHabl dmesg | grep PARSEC-UC: B COOTBETCTBMM C NepevuncneHnem [8) Ha ctpanuue 207]

[ns cospgaHusa npoduns nonb3osatensa Tpebyercsa B katanore /etc/parsec/kiosk2

co3faatb hain ¢ UMeHeM, coBnagaoLLMM C UMEHEM JaHHOIO Nonb3oBaTens.

16.2.5. Npadpnyeckas ytunurta ynpasneHusi npodpunsamm

Ona ynpaeneHus pexmmom Kuock-2 u npodunamu, pacnosiokeHHbIMU B KaTarorax
/etc/parsec/kiosk2 un /etc/parsec/kiosk2-profiles, UCnonb3yeTcs rpadumyeckas ytm-
nunta fly-admin-kiosk. OnucaHue yTunuTtbl NPUBELEHO B SMIEKTPOHHOW CripaBKe.

BHUMAHMUWE! [ns paboTbl ¢ npodunsammn pexmma KMocka ¢ UCMOofNb30BaHNEM YTUNTbI
fly-admin-kiosk Heob6xogMmo aganTMpoBaTb MX CUHTAKCUC U MOMECTUTb Npodunn B KaTa-

norn /etc/parsec/kiosk2 n /etc/parsec/kiosk2-profiles nakerta parsec-kiosk2

COOTBETCTBEHHO (CM. [16.2.3).

ﬂ,J'IFI 3anycka yTurinTbl BbIMOJIHUTbL B KOHCOJTM KOMaHAYy:
sudo fly-admin-kiosk

nnn nepeﬁTM «MEHI0 «rlyCK» — Manenb ynpaselieHnAa — BbesonacHocTb — CUCTEMHBIN KUOCKY.

16.2.6. Knock Fly

[na orpaHn4yeHna BO3MOXHOCTM 3anycka NnporpamMm rnokanbHbIMU Morib3oBaTensaMv agmu-
HUCTPaTOP MOXET MCNOoNb30BaTh rpadmyeckyto ytunuty £ly-admin-sme. [Jna atoro Heobxoanmo
B rMaBHOM OKHe rpaduyeckon ytunutbl £ly-admin-smc packpbliTb CANCOK «[lonb3oBatenny,
Bbl6paTb nonb3oBartens 1 Bo Bknagke «paduyecknin knock Fly» yctaHoButb chnar «Pexum rpa-
duyeckoro knockay. dnar BKMOYaET pexnm rpamyeckoro Knocka npyu paborte ¢ NpunoxXeHnamm
13 cnucka. Ecnv B cnucke ogHO npunoXeHue, T0 pexuMm rpadonyeckoro KWOCKa BKIKOYaeTcs npu
paboTe Cc aTUM npunoxeHnem. Ecnu B cnncke HECKONMbKO NPUMOXEHUI, TO 3anyckaeTcs pabouni
CTON C 3TUMU NpurioxeHusamu. Bce gocTynHble KaTanoru, Sprbiki U T. 4. yCTaHaBNMBalOTCA B
COOTBETCTBUU C NpeaocTaBrieHHbIM JOCTYNOM.

HacTtporika pexuma rpaduyeckoro KMocka C MOMOLLbI rpaduyeckon yTunnTbl
fly-admin-smc ocywecTBnaerca agMUHUCTPaTOPOM Ha MakCMMaribHOM YpOBHE MaHOaTHO-

ro KOHTPONS LEeNoCTHOCTH, ycTaHoBneHHom B OC.
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16.3. U3onauua npunoxeHun

[nsa obecneyeHnsi M30NMPOBAHHOIO BbIMOMIHEHUS rPaddUYECKUX U KOHCOMbHbIX MPUIIoXe-
Hu B coctaB OC BxoauT MHCTpYMeHT Firejail . Lienbto npumeHeHuns Firejail agnsetcs MuHMMm3auns
puvcka komnpomMmeTaumm ocHoBHon OC npwu 3anycke HeQOBEPEHHbIX UMW NOTEHUNANbHO YS3BUMbIX
nporpamMm.

[nsa obecneyeHuns nsonsaumm npunoxexHun B Firejail ncnonbaytorcs:

- MexaHW3M MPOCTPaHCTB MMEH namespaces;

- (bunbTpaunsa CUCTEMHbIX BbI30BOB seccomp-bpf.

Mocne 3anycka MHCTPYMeHT Firejail n Bce ero goyepHue npouecchbl UCNONb3yT OTAeSb-
Hble nNpeacTaBrneHns pPecypcoB A4pa, Takmx Kak CceTeBon CTek, Tabnumua npoueccoB M TOYKU
MOHTUPOBAHUS.

Firejail He TpebyeT NOArOTOBKM CUCTEMHOIO obpasa: COCTaB OKPYXXEHUst hopmMupyeTca
Npuv 3anycke Ha ocHoBe coaepXunmoro Tekywen ®C, n ynanseTcs nocne 3aBepLieHns paboThbl
NPUITOXEHWS.

Mpu ncnone3oBaHuu Firejail npegoctaBnaoTcs cpeacTsa 3agaHna npasun gocrtyna Kk OC,
NO3BONAKOLLNE:

onpeaendatb Cbalm'lbl N KaTaliorn, K KoOTopbiM pa3peLleH Unm 3anpeweH aocTyn,

npenocTaBnATb AOCTYN K (baﬁﬂaM U Katanoram TOJIbKO ANA YTeHUA,

noaknYaTtb Ansa gaHHbIX BpeMeHHble OC (tmpfs);

coBMeLlaTb KaTtarnoru yepes bind-mount U overlayfs.

Mpwn yctaHoBke OC ycTaHoBKa UHCTpyMeHTa Firejail BbinonHaeTcs aBToMaTU4ecku.

B uensx nosbiweHna 6esonacHocTu npu yctaHoBke Firejail cHumaetcs 6ut suid. Ons
TOro 4ToObI ¢ NomoLbto Firejail MOXHO BbINIO 3anyckaTb MPUNOXEHUS, HEOBXOOMMO BKITHOUYUTb
3TOT 6UT, BbINOMHMB OT UMEHU agMUHUCTpaTopa KoMaHay:
chmod u+s /usr/bin/firejail

B coctaB OC BxoasaT npodunum nsonsaumm CUCTEMHbIX BbI30BOB 45151 60MbLUMHCTBA Mony-
NAPHbIX NpUnoXxenun, B Tom vncne gns Firefox, Chromium, VLC.

[nsa BbINONHEHMS NporpaMmbl B pexxmMe nsonsauum Tpebyetcs ykasaTb UMS NPUNoXeHUs
B KayecTBe napameTtpa Ans MHCTpyMeHTa Firejail, Hanpumep:
firejail firefox

MpumeyvaHnue. Ina 3anycka 6paysepa Firefox moxeT notpeboBaTbCcs BHECTU U3-
MEHEHUS B KOH(pUrypaumoHHbein pann /etc/firejail/firefox.profile, 3aMeHMB CTPOKY
seccomp Ha CTPOKY:
seccomp.drop @clock,@cpu-emulation, @debug, @module, @Gobsolete, @raw-io,
@reboot, @resources, @swap, acct,add_key, bpf, fanotify init,io_cancel,

io_destroy,io_getevents,io _setup,io_submit,ioprio_set, kcmp, keyctl,
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mount, name_to handle at,nfsservctl,ni syscall,open by handle at,
personality,pivot_root,process_vm_ readv,ptrace,remap_ file pages,
request_key, setdomainname, sethostname, syslog, umount, umount2,userfaultfd,

vhangup, vmsplice
16.4. Npadomyeckun KMock B pexume «MoOUNbHLINY

B pexnme «MoOunbHbIn» ONA OrpaHUYeHus BO3MOXHOCTM 3anycka nosib3oBa-
Tenamu rpaduyeckux MNpuUIoXKeHUn agMmHucTpatTopy TpebyeTrcs BbINOMHUTE HACTPOK-
Ky KuMOCKa nyTeM pedakTMpoBaHusa (MNu  co3gaHus, Npu ero  OTCyTCTBUM) dhanna
/etc/mobile-kiosk/mobile-kiosk.conf. B channe cnegyet ykasaTb MM y4eTHOM 3anncu
nonb3oBaTtens, A5 KOTOPOro yCTaHaBMBaKTCA OrpaHMYeHns Ha 3anyck rpadpuyecknx npunoxe-
HUK, a Takke B napameTpe Applications nepedncnutb desktop-gpannbl NPUNOXEHUN, KOTOPbIE
MOXHO BygeT 3anyckaTb YKkazaHHOMY Mofb30BaTento:

[<umsa_noynb3oBaTEIIA> ]
Applications=<npunoxeHuel>, <IpuJoOXeHUE2>, ...
Ecnu B Applications yka3aHO OOHO MPUIOXEHUE, OHO 3anyCTUTCS aBTOMaTUYeCKn

nocrie BXxoga B CeCCuto.

Mpumep

BknioueHne pexnma Kmocka ans nonb3oBaTens user, pa3peluatoLlee 3anyck 6paysepos
Firefox n Chromium
[user]

Applications=firefox,chromium

16.5. PyHKLUMN 6Ge30NacCHOCTU CUCTEMDI

MakeT astra-safepolicy COAEPXKUT MHCTPYMEHTbI YNpaBrneHns yHkuusmm Gesonac-

HOCTU cucTeMbl. OnucaHne MHCTpymeHToB npueeneHo B([16.5.3416.5.33]

Bce MHCTpyMeHThI M3 cocTaBa nakeTa astra-safepolicy NOAAEPXKUBAIOT CTaHAAPTHLIN
HaGop napameTpoB BbI30Ba, NpvBeaeHHbIN B [16.5.1] HekoTopble MHCTPYMEHTBI AONOMHUTENBHO K
cTaHgapTHOMY Habopy NapaMeTpoB Bbi30Ba NOAAEPXKUBAIOT AOMONHUTENbHbIE NapameTpbl. Onu-
CaHue LOMNONMHUTENbHBLIX NapaMeTPOB NPUBEAEHO B ONMCaHUM COOTBETCTBYHOLLEIO MHCTPYMEHTA.

NHCTpyMeHTbI NakeTa astra-safepolicy BbICTyNaloT B PONN KOMaHA-NepeksovaTenen,
OCYLLECTBSAOLWMX BKIOYEHME N BbIKIMIOYEHME COOTBETCTBYIOLWNX PYHKLMI Ge3onacHocTu. [ns
NMPOCMOTPa COCTOSIHUS HEKOTOPbIX KOMaHA-NepeKnoYaTenen MoXXHO UCMONb30BaTb MHCTPYMEHT

astra-security-monitor U3 cocTaBa naketa astra-safepolicy, onucaHne UHCTpymeHTa

npveeneHo B[16.5.2]
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16.5.1. O6wue napameTpbl BbI3OBa Nepekn4varenen
Bce komaHabl-nepekniovaTenu, BXoAsLmMe B COCTaB NnakeTa astra-safepolicy, nog-
AEPXMBaKOT CTaHAApPTHbIM Habop napameTpoB BbidoBa. CUHTAKCUC UCMOMb30BaHWUS KOMaH4bI-

nepekrni4yartend:

<UMsl__KOMaHIH-IIepeKkiouaTensa> <napaMmeTp>

MepeyeHb NnapameTpoB BbI30Ba NpvBeAeH B Tabnuue [65]

Tabnuuya 65
MapameTp Onucanne

enable BkniounTb gencraue, BoinorHsaemMmoe yHKumen 6e3onacHoCcTu

disable BblkntounTb gencrtene, BoiNnonHAemoe yHKLMeEN 6e3onacHOCTH
OT06pasnTb, ecnu BO3MOXHO, (pakTUYECKOE COCTOSsIHME NepeknioYaTenst Ha TEKYLLWNA
MOMEHT BpeMeHun. Pe3ynbraT BbINOMHEHNS KOMaHAbI:
- AKTUBHO — CUCTEMHbIE OFPAHNYEHMUS NMPUMEHSIIOTCS;
- HEAKTUBHO — CUCTEMHbIE OFPAHNYEHNSA HE MPUMEHSIOTCS

status

Hanpumep, ons HEKOTOPbLIX KOMaHA-NepeknoYaTenet Bbl3oBbl enable/disable
MEHSIIOT NOJIoXKeHWe nepeknoyaTens (CM. napameTp is-enabled), HO AN U3MEHEHWS!
COCTOsIHUS TpebyeTcsl nepesarpyska. [Ina aTux komaHa-nepeknioyatenein 4o MOMeHTa
nepesarpysku BblBog is—enabled U BbiBog status ByayT pasnuyarbes.

OTO6pa3VITb nonoXxXeHmne nepekntoyaTend. Pe3yanaT BbINONTHEHNA KOMaHObI:
- BKJIIOUEHO — CMUCTEMHbIE OrpaHN4YeHns BKIHOYEHbI,

is-enabled
- BHKJIIOUEHO — CUCTEMHbIE OrpaHUYEHUNSA BbIKMNIOYEHbI

[na HEKOTOPbIX MHCTPYMEHTOB MPU NEPBOM MX BKMOYEHMM CO30AETCH COOTBETCTBYOLLMM
IOHUT cnyX6bl systemd. B ganbHenwem coctosiHne gaHHon dyHKLuMM 6e3onacHoCTM nocrne ne-
pesarpyskm CUCTEMbI YCTaHaBIMBAETCHA B COOTBETCTBUN C NOSIOXKEHMEM MepeksioyaTens nytemMm
3anycka COOTBETCTBYHOLLEro IHUTa, eCnu 3anyck toHuTa paspelleH. Cnncok 1HUTOB, CO3AaH-
HbIX MHCTPYMEHTaMN, MOXHO NMPOCMOTPETbL B panne astra-safepolicy.target (B CTpoKax,

HauYMHaLWMXCA ¢ Want S=).

16.5.2. MoHuTOp Ge3onacHoCTU

YTnnuta astra-security-monitor otobpaxaer nHpopmaumo O COCTOSSHUN HEKOTO-
pbiX yHKLMIA 6€30MacHOCTH, a TaKkke BbIBOAUT MHpOpMaLMIO O COCTOsIHUM (PyHKUMM Ge3onacHo-
CTW NO ee uaeHTudgukaTopy.

MpumedaHune. OTobpaxeHne cOCTOAHUA PYHKLMN Be30NacHOCTM TakkKe 3aBUCUT OT
HanNU4ns YCTaHOBIIEHHbIX B CUCTEME COOTBETCTBYIOLLMX NAKETOB UK CryxoO.

Ona dpyHkumn 6esonacHoOCTU, MHoOpMaLUIO O KOTOPLIX BbIBOAUT YTUNMTA, BO3MOXHbI
cnegyoLwme COCTOAHUSA:

- BKJIOUEHO — qoyHKLMs 6€30MacHOCTM aKTUBHA;

- BHKJIIOUEHO — (byHKUUSi 6€30NMacHOCTN HeaKTUBHA;
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- BKJIOUAETCA — pyHKUMS 6e30nacHOCTM HaxoamuTes B NpoLecce BKYeHWs unu 6yaet
BKItOMEHA Mocne nepesarpysku, HoO B HAaCTOSILLMIA MOMEHT HeakTUBHaa;

- BHKJIIOUAETCS — PyHKUMUSI 6GE30NacHOCTN HaxoauTcs B MPOLIECCE BbIKMYEHUS U
OyaeT BbIkMOYEHa Nocre nepesarpy3ky, HO B HACTOSILLUIA MOMEHT aKTUBHA;

- YACTHUUHO — ¢hyHKUMS 6e3onacHOCTM BKIOYEHa, HO He BCe napameTpbl, KOHTponupye-
Mble 3TOM (PYHKLMEN, COOTBETCTBYIOT 3a4aHHbIM MO YMOMYaHUIO.

Mpn oTOBpaxxeHnn COCTOSHUIN OTAENbHbLIX (PYHKUMA 6E30MaCHOCTHN YYnTbIBAETCA Crneayto-

1) npwn BbiBoge MHpopmauum o coctosHun MKL| Ha dhainoBor cucteme nposepsieTcs
COOTBETCTBME YPOBHEN LEeNoCcTHOCTU 06bekToB PC ypOBHAM LIENTOCTHOCTH, YKa3aHHbIM B
KOH(purypaumoHHoMm panne /etc/parsec/fs-ilev.conf. [lpn HECOOTBETCTBUN YPOB-
HEeWn LIeNoCTHOCTU BbIBOAUTCSA COOBLLEHME O KonudecTBe dhannoBbix 06LEKTOB, YPOBEHb
LeNOCTHOCTU KOTOPbIX HE COOTBETCTBYET 3aJaHHOMY B KOH(PUTypaUMOHHOM canne:

a) «HWXe» — YpOoBEHb LIeNTOCTHOCTU (hansioBoro o0beKkTa HUXKe 3a4aHHOrO;

0) «BbllWE» — YPOBEHb LIENOCTHOCTM (hannioBoro o6beKTa BbllLe 3a4aHHOrO;

B) «HOpMa» — ypOBEHb LENOCTHOCTM DanfioBoro 06beKTa COOTBETCTBYET 3a4aHHOMY.
Cnucok hannosbix 06LEKTOB, YPOBEHb LIENTOCTHOCTU KOTOPbIX HE COOTBETCTBYET 3a4aH-
HOMY B dpanne /etc/parsec/fs-ilev.conf, MOXHO BbIBECTU KOMAHOOM:
sudo set-fs-ilev status -v
2) ons yHKUUKW NPOBEPKN NOAMUCK B paCLUMPEHHbIX aTpubyTax xattr — BKIOYEHa Nn
npoBepka NognucK He TOMbKO B UCMOSMHAEMbIX dpannax, Ho 1 B Apyrux dannax, Kotopble
noAnucaHbl B xattr COOTBETCTBYHOLLEN YTUITUTOMN.

[dononHuTensHO MOHUTOP 6e30NMacHOCTU BbIBOAUT CeayoLy MHAOpMaLMIO:

1) 3anpeT Bxoga root no ssh (ecnu yctaHoBMNeHbl CPeACTBa yAaNeHHOoro NogknioYyeHus
ssh) — 3anpet yganeHHoro Bxoga B cuctemMy nosnb3oBaTternto root. [10 ymonyaHuio root
He MOXeT BOMTU Yepes ssh, (pyHKUUSA 3anpeTta UMeeT COCTosiHMe BKIIIOUEHO;

2) BesonacHbIN BXO4 B AOMEH (ECNM KOMMbIOTEP BBEAEH B JOMEH) — 3Ha4YeHne BKIIIOUEHO,
ecnu B anne /etc/parsec/parsec.conf napameTp login_local UMeET 3HAYeHNE
admin (BXog 4SS NOKanbHOro norb3oBaTesis paspeLleH, ecrnn norb3oBaTesib BXOAUT B
rpynny astra-admin) unu 3HadyeHne no (BXo4 AN JIOKanbHbIX Nonb3oBaTenen 3anpe-
LLEH);

3) CUCTEMHbIN KNOCK — 3Ha4YeHne BKIIIOUEHO, eCcrnn CUCTEMHBIN KUWOCK BKITKOYEH U HacTpo-
eH xoTs 6bl 4N 04HOro nonb3oBaTens;

4) rpadu4eckmii KNOCK — 3Ha4YeHne BKIIIOUEHO, ecnn rpacomuyecknin KNOCK HAaCTPOEH XOTSH
6bl NS ogHOro nonb3oBaTens.

Moapo6Hoe onncaHne MHCTPYMEHTa NPUBEAEHO B man astra-security-monitor.
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Mpu paboTe c astra-security-monitor Takke MOXET MCNOMb30BaTbCA rpadmnyeckas

ytunuta fly-admin-smc («MoHuTOp 6e30nacHOCT»).

16.5.3. YcTaHOBKa KBOT Ha UCNOfb30BaHUe CUCTEMHbIX pecypcoB

MHCTpYMEHT astra-ulimits-control BKMOYAET UNU BbIKMOYAET OrpaHNUYeHnsa Ha
NCnonb30BaHNE HEKOTOPbLIX PECYPCOB CUCTEMBI 419 NPeAoTBPaLLEHNS] HAPYLLEHNA JOCTYMHOCTH
CUCTEMbI B pe3ynbTaTe ncyepnaHusa pecypcoB. lapamMeTpbl CUCTEMHbBIX OrpaHNYeHUIN 3a4atoTcs B
danne /etc/security/limits.conf.

MapameTpbl BbI30Ba, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

M3meHeHne pexnma orpaHMYeHnin He NOBIUSIET Ha Y)XXe BOLLEALWNX B CUCTEMY MOSIb30Ba-
Tenen n 6yget NpUMEHEHO TONbKO NpY CrieayoweM BXoae.

OnucaHue MHCTPYMEHTa NpMBEAEHO B man astra-ulimits-control.

YnpaBneHne CUCTEMHbIMU OrPaHNYEHNAMM TaKKE MOXET OCYLLECTBIIATLCA C MOMOLLIbIO
rpadgouyeckon yTunuTbl £ly-admin-smc.

[lononHuTenbHblE OrpaHNYeHns Ha NoNyYeHne 4OCTyNna U BbINOMHEHME KOAa Ha YPOBHE
agpa OC ansa npuBunierMpoBaHHOro nosnb3oBatens obecneymBatoTca moaynem lockdown B cooT-

BetcTtBuKn c[16.7]

16.5.4. Pexxum 3anpeTa yCTaHOBKM OMTa UCMONHEHUA

B OC peanusoBaH pexum 3anpeTta yCTaHOBKM OuTa UCMOnHeHus, obecneynsaroLimin
npenoTBpaLleHe HeCaHKLMOHMPOBAHHOIO 3anycka UCnonHsaeMbiX oannoB 1 cueHapueB Ans
KOMaHAHOW 000MNOYKN.

BHUMAHMUE! B pexnme 3anpeTta ycTaHOBKM BUTa MCNONMHEHNsT AaHHasA onepauns 3anpe-
WweHa ansa nonb3oBatenen OC, Bkoyas nonb3oBarternen U3 rpynnbl astra-admin. 3anpeT He
pacnpocTpaHaeTcs Ha NPUBUNENMPOBAHHOIO NoMb30BaTens root.

Mpwn BKNIOYEHHOM B CUCTEME AAHHOW PYHKUMK 6e30nacHOCTN yCTaHOBKA MNakeToB MNpo-
rpamm, cosgatowmx B ®C caninel ¢ 6GUTOM ncnonHeHus, Byaet 3aBepLlaTbCs C OLLMOKON.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHLIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

M3ameHeHne pexunma 3anpeTta BCTynaeT B eNCTBUE HEMEOSIEHHO.

OnucaHue MHCTpyMeHTa NpuBeAeHO B man astra-nochmodx-lock.

YnpasrneHne pexxMmMoM 3anpeTta YyCTaHOBKM BMTa UCNOSTHEHNSA TakKe MOXET OCYyLLeCTB-

NATLCA C NOMOLLbI rpaduyeckon yTunuTbl £ly-admin-smc.

16.5.5. BnoknpoBKa KOHCONu ANnA Nonb3oBaTenen
MHCTpPYMEHT astra-console-lock ocylwecTBNAeT 6NMOKMPOBKY JOCTYMNa K KOHCONWU U
TepMuHanam Ans nonb3oBaTenemn, He BXOAALWMUX B rpynny astra-console. [lapameTpbl BbI30Ba,

ncnosnb3dyemble JaHHbIM UHCTPYMEHTOM, NpBEOEHbLI B Tabnuue .



213
PYCB.10015-17 97 01-1

Ecnn npu BkntoveHnn 6NokMpoBKM rpynna astra-console otcytctByeT B OC, TO OHa
Oynet co3gaHa aBTomaTudecku. [pu aTom B Hee ByayT BKMNOYEHbI NOMNb30BaTeNun, COCTOALNE B
rpynne astra-admin Ha MOMEHT BKITHOMEHUSA STON DYHKLINMN.

M3meHeHne BrioknpoBKku BCTynaeT B AeNCTBUE HEMEOSIEHHO.

OnuvcaHue MHCTpyMeHTa NpuBedeHO B man astra-console-lock.

YnpaBneHne 6NoKMPOBKOW KOHCONKU ANS Nonb3oBaTenen Takke MOXET OCYLLECTBASATLCS C

nomMoLLbo rpadpudeckon ytunutbl £ly-admin-smc.

16.5.6. BnoknpoBka KkoHconu B pexunme «MoOUNbHLINY

B pexnme «MobunbHbIM» Ans 6roKMpoBKM OOCTyNa K KOHCONM Heobxoammo 3abrnoku-
poBaTb AOCTYM K KOHCOSMW AS1s Nnornb3oBaTerien, He BXOAALMX B rpynny astra-console, C
MOMOLLbIO MHCTPYMEHTa astra-console-lock (cm.[16.5.5).

[ononHuTtenbHO HeobxoaMmo 3abnokmpoBaTb UCMONb30BaHNME KOMaHAHOW CTPOKU K3
MEHIO NMOUCKa, Bbl3biBaeMOro kombmHaumen knasvw <ALT+F2>. [Ina atoro Tpebyetca B chann
/etc/xdg/kdeglobals AobaBuTb criegyroLime CTPOKM:
[KDE Action Restrictions][$i]
run_command=false

BnoknpoBka kombuHauun knasuw <ALT+F2> ocyuwiectBngaeTca Ans BCeX nonb3oBaTenen,
B T.4. 4Ns agMMHMCTpaTopa.

Ona pasbnokupoBkn komOuHauum knasuw <ALT+F2> Tpebyetca B dhanne
/etc/xdg/kdeglobals ona napameTpa run_command yKasaTb 3Ha4YeHue true:
[KDE Action Restrictions][$i]
run_command=true
unn yganutb n3 dganna CTPOKu:
[KDE Action Restrictions][$i]

run_command=false

16.5.7. BnoknpoBKa UHTeprnpeTaTopoB
B OC peanusoBaHa yHKLMA BGNOKMPOBKN CREAYIOWNX MHTEPNPETATOPOB:
- Python;

- Perl;

- Expect;

- Ruby;

- dash;

- irb;

- csh;

- lua;

- ksh;
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- tcl;

- tk;

- zsh;

- bash;

nodejs;

- php.

[na 6noknpoBKM MHTEPNPETATOPOB (KpoMe nHTepnpeTaTopa bash) ncnonb3ayerca MHCTpY-

MeHT astra-interpreters-lock.

[na 6noknpoBkn nHTepnperatopa bash ncnonb3dyetcsa MHCTPYMEHT astra-bash-lock.

BHUMAHMWE! BnokupoBka nHTepnpetatopa bash MOXeT orpaHMyunTb PyHKLMOHAN HEKO-
TOpbIX AporpaMm un cnyx6, He o4YeBMAHbIM O0Bpas3om ucnonb3ywmx bash, 4To NpuBeget K
HapyLeHuto wTtaTHon pabotkl OC.

BHUMAHMUE! NMocne 6noknpoBkn nHTepnpetatopa bash koHCONbHbIM BXO4 NOnb3oBaTe-
newn c obono4ykon bash Gyger HEBO3MOXEH.

MapameTpbl BbI30Ba, UCNOMb3yeMble JaHHbIMU UHCTPYMEHTaMu, NpuBeaeHsbl B Tabnu-
e [65]

Mpun BkNoYeHUN BNOKUMPOBKM MHTEPNpPETaTopoB BMOKMPYETCs HeCaHKLMOHUPOBaAHHOE
ncnonb3oBaHWe MHTepnpeTaTopa 4518 BbINOMHEHUS Koda HanpsiMyto U3 KOMaHAHOW CTPOKU U 13
HenmMeHoBaHHOro kaHana (pipe). lNpu 3TOM cueHapuu, HanUcaHHble ANs 3TUX MHTepPNpPeTaTopos,
BbIMOMHAIOTCA B LUTATHOM pexume (y dpanna ckpunta npyv 3TOM AO0MKHbI ObiTb BbICTaBNEHbI NpaBa
Ha BbIMNOSIHEHNE).

BHUMAHMUE! Bnokunposka 3anycka MHTEpPnpeTaTtopoB OOSMKHA UCMONb30BaTbCA COBMECT-
HO C MHCTPYMEHTOM astra-nochmodx-lock, T.K. B NPOTMBHOM Cry4Yae norib3oBaTesib MOXeT
caM co3aaTb CLEHapuin, Ha3Ha4YMTb eMy OUT NCNONHEHUA K 3anycTnTb, obonaa Takum obpasom
OnOKMPOBKY MHTEPNPETATOPOB.

BnokMpoBka nHTEpnpeTatopoB He pPacnpoOCTpPaHAETCA Ha Mnorb3oBaTternen u3 rpynnol
astra-admin.

M3meHeHne BriokMpoBKM BCTynaeT B AeNCTBUE HEMEOSIEHHO.

OnuncaHne WHCTPYMEHTOB TnMpuBEOEHO B man astra-interpreters-lock Mo
man astra-bash-lock.

YnpasneHue 6rnoknpoBKOM MHTEPNPETATOPOB TaKKe MOXET OCYLLECTBATLCHA C MOMOLLbIO

rpadpudeckon ytunutbl £ly-admin-smc.

16.5.8. BnoknpoBka makpocosB
BrnokupoBka ncnonHeHust makpocoB B aokymeHTax LibreOffice ocylwiectenaetca ¢ nomo-
LLIbIO MHCTPYMEHTa KOMaHOHOW CTPOKU astra-macros-lock.

I'Iapameprl Bbl30Ba, UCMNosribdyemMmbleé AaHHbIM UHCTPYMEHTOM, NMpuBeOEHbI B Tabnuue .
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Mpn BKMAOYEHMM ONOKMPOBKM MaKpOCOB ypOBEHb ©e30nacHOCTU 3anycka MakpOCOB
LibreOffice («CepBuc — lNapametpbl — LibreOffice — BesonacHocTb — besonacHOCTb Makpo-
COBY) yCTaHaBNMBaeTCs B 3Ha4YeHne « O4eHb BbICOKU», NPW KOTOPOM 3anyCK MakpOCOB BO3MOXEH
TONbKO M3 BUBNMOTEK, pacnosioXXeHHbIX B AOBEPEHHOM KaTtanore /opt/libreoffice (kaTa-
nor co3gaeTcs Bpy4dHyto). o BbIknoYeHNS BrOKMPOBKM U3MEHEHNE YPOBHSA 3aLLMLLEHHOCTU U
AOBEPEHHOIO UCTOYHMKA HEQOCTYNHO, B .T.4. aAMUHUCTPATOPY.

M3meHeHne 6rokMpoBKM BCTYNaeT B AENCTBME HEMEOSIEHHO. ECcnn nameHeHne 6rnoknpoBku
OCYyLLEeCTBNANOCH NpWU 3anyLeHHon nporpaMmme naketa libreoffice, To oHo BCTynaeT B gencreme
npu cnegyroLlem 3anycke nporpaMmmebl.

OnucaHune MHCTpyMeHTa NpMBe4eHO B man astra-macros-lock.

YnpasrneHune 6rokMpoBKOM UCMONTHEHNS MaKpOCOB Takke MOXeT OCyLLeCTBATLCS C MOMO-

LWbto rpadpuyeckon ytunutel £ly-admin-smc.

16.5.9. BnoknpoBka TpaccupoBKu ptrace

BrnokMpoBka TpacCUPOBKU ptrace OCYLLECTBSETCS C NOMOLLBIO MHCTPYMEHTA KOMaHA-
HOW CTPOKN astra-ptrace-lock, KOTOPbIA YyCTaHaBNMBAET MakCMMarbHble OrpaHUYeHnNs Ha
Mcrnonb3oBaHne MexaHnama ptrace nytem 3agaHus napameTpy kernel.yama.ptrace_scope
3HaveHna 3.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

3HayeHWe ycTaHaBnuBaeTCcsa cpasy Npu BKAKYEHUU OAHHOW (DYHKLMKW U COXPaHAETCSH
nocrne nepesarpysku.

DyHKUMA HEe MOXeT ObITb BblKNoYeHa 6e3 nepesarpysku.

YnpasneHvne 6rnoKNMpoBKOM TPACCUPOBKU ptrace TakKe MOXET OCYLLECTBNATLCA C MOMO-
LWbto rpacpudeckon ytnunutel £ly-admin-smc.

[ononHuTensHble BO3MOXHOCTU MO OrpaHNYEeHUIO0 MPUMEHEHUS TPaCCUPOBKN NPOLECCOB

OC obecneumBatotcst mogyrnem 6e30nacHOCTM yama B COOTBETCTBUM C

16.5.10. BnoknpoBka knaBuwm <SysRq>

Bnokuposka knasuwm <SysRq> ocyLLeCTBNSETCA C NOMOLLbIO MHCTPYMEHTa KOMaHAHOW
CTPOKU astra-sysrg-lock nyTeM M3MeHeHus 3HayeHus napameTpa kernel.sysrq. 3Ha-
YyeHue coxpaHsieTcs B panne /etc/sysctl.d/999-astra.conf. [lpn aTom GrnokupyoTcs
YHKLMN CUCTEMBI, AOCTYMHbIE MPU HaXXaTuKn kKnaBuwmn <SysRq>.

MapameTpbl BbI30Ba, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

Mo ymonuyaHuio gaHHas oyHKUMA 6e30nacHOCTU BKNOYEHA, T.e. knasuwa <SysRg> He
paboTaer.

BHUMAHMUE! Ecrim B KOMaHOHOM  CTpoOKe  qa4pa  yKasaH  napametp

sysrq_always_enabled, TO Npu BKMOYEHUM YHKUMM ONOKMpoBkM knaeBuwm <SysRg>
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BbI30B status Oyger BbiBOAMTb HEAKTHUBHO, a Bbl30B is-enabled OygeT BbIBOAUTH
BKJIIQUEHO.
[ns ynpaBneHus 6noknposBkon krnaesuwmn <SysRg> MoxeT HenocpeacTBEHHO NCMONb30-
BaTbCH WHCTPYMEHT sysctl:
1) Ansa BKOYEeHUA GNOKMPOBKK KnaBuwmn <SysRqg> komaHaa:
sysctl -w kernel.sysrg=0
2) ans BblkNtoveHnst 6noknposkn knaenwm <SysRq> komaHaa:
sysctl -w kernel.sysrg=1
3) Ons NPOBEPKU COCTOSIHMS UCMONb3yeTcsl KoMaHAaa:
cat /proc/sys/kernel/sysrq
pe3ynbTaTt BbIMOSTHEHUS] KOMaHAbI:
- 0 — 6nokmposka knaesuw SysRq BkntoveHa;
- 1 — 6nokmpoBka knaBuw SysRq BblkntoveHa.
YnpasneHune 6nokmpoBKon knasuwn <SysRg> Takke MOXET OCYLLECTBATLCA C MOMOLLBHO
rpadpudeckon yTunutbl £ly-admin-smc.
MpumeyvyaHune. [Ina ynpasneHmnsa 6rnoknpoBkon knaesuwm <SysRq> pekomeHayeTca

NCrornb30BaTb MHCTPYMEHT astra-sysrg-lock unu rpagpuyeckyto ytunuty fly-admin-smc.

16.5.11. YnpaBneHne aBToMaTM4eCKMM BXO4OM

YnpasneHne aBToMmaTM4eCckumMm BXOL4OM B rpachnyeckyto cpeay OCyLecTBnseTcs ¢ NnoMo-
Wbl MHCTPpYMEHTa astra-autologin-control.

MapameTpbl BbI30Ba, WCMNOMb3yeMble OaHHbIM WHCTPYMEHTOM, NpuBeaeHbl B Tab-
nuue [65 Mpu wcnonb3oBaHWM Bbi3oBa enable TpebyeTcs AOMNOMHUTENbHBLIA NapameTp
<uMsI_TIOTIb30BAaTEJsT>, OT UMEHU KOTOPOro 6yaeT BbINONMHATLCS aBTOMaTUYECKUIA BXOA B CUCTE-
MY rocrie 3arpysku.

OnucaHue MHCTPYMEHTa NpMBEAEHO B man astra-autologin-control.

16.5.12. BnoknpoBKa 3anycka nporpamMm rnosb3oBaTensiMu

YnpasneHne GIOKMPOBKOW 3anycka nornb3oBaTtensmu nporpamm df, chattr, arp, ip
OCYLLECTBIISIETCS C NOMOLLbIO MHCTPYMEHTa astra-commands-lock. [JaHHble NporpamMmmbl HEO6-
xogmmo 6rnokmpoBaTb Npu 06paboTke B 0gHON cucTeMe MHAOPMaLMK pasHbIX YPOBHEN KOHUAOEH-
LUWanbHOCTU, T.K. C UX MOMOLLbIO MOXXHO OpraHn3oBaThb CKPbITbIN KaHan nepegavvm nHopmaumm
MeXay YPOBHSAMM.

Mporpammbl  GrNOKMPYOTCA  NyTEM  BbICTABMEHWA Ha HWUX nNpaB  [ocTyna
750 (rwx r-x —---).

MapameTpbl BbI30BA, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

M3meHeHne 6rokMpoBKM BCTynaeT B 4ENCTBUE HEMEANEHHO.

OnuncaHune MHCTpyMEHTa NpMBeLEHO B man astra-commands-lock.



217
PYCB.10015-17 97 01-1

YnpaeneHne GNOKMPOBKOW 3amnycka NporpaMm Mosib30BaTeNsIMy Takke MOXET OCYLLeCTB-

NATLCSA C NOMOLLbI rpadmyeckon yTunuTbl £ly-admin-smc.

16.5.13. YnpaBneHue 3arpy3kou sigpa hardened

MHCTpyMeHT astra-hardened-control BKMAYaeT/oTKMOYaEeT B 3arpy3umke GRUB 2
3arpysky sgpa hardened no ymonyaHuio, eCcrivm OHO NPUCYTCTBYET B cucteme. NapameTpbl BbI30Ba,
“cnonb3yemMble AaHHbIM MHCTPYMEHTOM, NpuBeAeHbI B Tabnuue [65]

[ns npyumeHeHus nameHeHun TpebyeTcs nepesarpyska.

OnucaHune MHCTpyMeHTa NpMBEeAEHO B man astra-hardened-control.

16.5.14. 3anyck koHTenHepoB Docker Ha noHuxxeHHOM ypoBHe MKL]|

MHCcTpyMeHT astra-docker-isolation npumeHseTca gns nepesoga cnyxobl Docker
C BbICOKOIMO YPOBHSA LIENIOCTHOCTU Ha BTOPOW YypOBEHb LENIOCTHOCTU, ANS Yero B KaTanore
/etc/systemd pa3meryaetcs override-cann gna cnyxbel Docker.

[aHHbIN MHCTPYMEHT OOCTYNEH K ucnonb3oBaHuto, ecnm B OC ycTtaHoBNeHa nporpaMmma
Docker.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHLIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

M3meHeHus BCTynatoT B CUy nocre nepesanycka cnyxobl Docker.

OnuvcaHune MHCTpyMeHTa NpuBedeHo B man astra-docker-isolation.

16.5.15. YnpaBneHue ceTeBbIMU CryX6amu

MHCTpYMEHT astra-ilevl-control Npu ero BKIKOYEHUM NEPEBOAUT CETEBbIE CIYXObI
apache2, dovecot U exim4 C BbICOKOrO YPOBHS LIENOCTHOCTU Ha NepBbIN YPOBEHb LLENOCTHOCTH,
Ana yero B Katanore /etc/systemd pasmMmeliatorca override-pannsl ona COOTBETCTBYOLMX
cnyx6.

MapameTpbl BbI30Ba, UCMOSb3yeMble AaHHLIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

Ecnn ykasaHHble crnyx6bl He Oblnn yCTaHOBMNEHbI NPU BKAKOYEHUU 3TON (DYHKUUKU, TO
dyHKUMA ByaeT aBToMaTUYECKN NPUMEHEHA K AaHHBIM Cry>K6am npu UX yCTaHOBKE.

[ns nameHeHus ypoBHs LLIENOCTHOCTW paboTatowen cnyxobl TpebyeTcsa ero nepesanyck.

OnucaHune MHCTpyMeHTa NpMBeAEeHO B man astra-ilevl-control.

16.5.16. YnpaBneHue 3arpy3kon moaynsa siapa lkrg

MHCTpyMeHT astra-lkrg-control ynpaBnsaet 3arpyskon mogyns sapa lkrg n Hactpau-
BaeT ero aBto3arpy3ky. Mogynbe sigpa Ikrg obecneunBaeT obHapyxeHMe HEKOTOPbIX YS3BMMOCTEN
W 3alMTy NpoCTpaHCcTBa NamMaTu sapa oT Moandukaumu.

MpumevaHue. Mogynb aapa lkrg pabotaeT ¢ ucnonb3oBaHMeM MexaHnama kprobes,
npegHasHa4YeHHoro Ans otnagku u tpaccmposaHns aapa OC. OTOT MexaHn3M OTKIYEH B sape
hardened, B cBA3n ¢ aTM pyHKUMOHMPOBaHMe moayns lkrg He nogaepxusaetcs B aape hardened.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHLIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]
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Ecnu yctaHoBneH naket 1krg, TO NpW BKIIHOYEHUN OAHHOM (PYHKUMK Cpasy 3arpy>aetca
mMoaynb sapa lkrg u HacTpanBaeTcs ero aBTo3arpyska npuv 3arpyske cMCcTeMsbl (Ha aTane 3arpysku
initrd).

MNpun BbIKNtOYEHUN YHKUMKM MoAyrb |krg cpasy BbIrpy>xaeTtcs n3 agpa u yganaerca ms
aBTO3arpy3Ku.

OnucaHue MHCTpyMeHTa NpuBedeHO B man astra-lkrg-control.

16.5.17. BnoknpoBKa Heucnonb3yeMbIiX Moayren aapa

NHCTpyMeHT astra-modban-lock GNOKMPYeET 3arpysky Hemcnonb3yeMblX Mogynen saa-
pa. Hencnonb3yembiMn CHMTAIOTCA T€ MOLYNU, KOTOPble He 3arpyXeHbl B MOMEHT BKITHOYEHUS
astra-modban-lock.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

M3meHeHne BrioknpoBKU BCTynaeT B AeNCTBUE HEMEOSIEHHO.

OnncaHne MHCTpyMeHTa NpuBeaeHO B man astra-modban-lock.

16.5.18. bnokunpoBka aBTOMaTU4eCcKoro KOHUrypupoBaHus ceTeBbIX
noAakKsIH4YeHNn

MHCTPpYMEHT astra-noautonet-control GNOKMpyeT aBTOMaTUYECKOE KOHUrypu-
poBaHME CeTEBbIX MNOAKMYEHUN nyTeM OnokMpoBku paboTbl cnyx6 NetworkManager
(network-manager) M connman, a TaKkKe BbIKIO4aeT OoTOOpaXeHne arnemeHTa ynpaBneHus
ceTeBbIMU MOAKITOYEHUSIMY B 06racTy yBeOMMNEHNn NaHenu 3agau.

MapameTpbl BbI30BA, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHsb! B Tabnuue [65]

N3meHeHne BrioknpoBKkn BCTynaeT B AENCTBUE HEMEOSIEHHO.

OnuncaHne MHCTPYMeHTa NPMBEAEHO B man astra-noautonet-control.

16.5.19. OTKNOYeHne oToOpakeHUss MeHKo 3arpy3ymka

NHCTpYyMEHT astra-nobootmenu-control OTKMNOYAET OTOBpaxKeHne MeHI0 3arpy3ynka
GRUB 2 npu 3arpyske cuctembl. [MapameTpbl BbI30Ba, UCNOSIb3yeMble AaHHBbIM MHCTPYMEHTOM,
npvBeneHbl B Tabnuue [65

[ns npyumeHeHus nameHeHun Tpebyetcs nepesarpyska.

OnucaHne MHCTpYMeHTa NpuMBEAEHO B man astra-nobootmenu-control.

16.5.20. OrpaHu4yeHue Ha hopmaTUpoBaHUE CbEMHbLIX HOCUTENEN

MHCTpYyMeHT astra-format-lock ycTaHaBnMBaeT Unm oTMeHSeT HeobXxoaMMOCTb 3a-
npoca napons agMMHUCTpartopa npu opmaTtmpoBaHUn CbeMHbIX HOCUTENEN NHGOpMaLUN.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]
Mo ymonyaHuio naponb agMUHUCTpaTopa 3anpallnBaeTcs.

OnuncaHune MHCTPYMEeHTa npmBeaeHo B man astra-format-lock.
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16.5.21. 3anpeT MOHTUPOBaHUA CbEeMHbIX HOCUTESNEN

MHCTpyMeHT astra-mount-lock 3anpeLwaeT MOHTMPOBaHNE CbEMHbIX HOCUTENEN UH-
dopmMauun nonb3osaTensam, Bxogawmm B rpynny £loppy, NPy 3TOM 3anpeT He pacrnpoCTpaHAEeTCs
Ha nosib3oBareneun n3 rpynnsl astra-admin.

MapameTpbl BbI30BA, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

M3meHeHune 3anpeTa BCTynaeT B eNCTBUE HEMEONEHHO.

OnucaHue MHCTpyMeHTa NpMBEAEHO B man astra-mount-lock.

YnpaBeneHve 3anpeTtoM Takke MOXET OCYLLECTBIIATLCA C MOMOLLbIO rpadouyeckon yTUNUTbI

fly-admin-smc.

16.5.22. BknroyeHne Ha ¢pannoBon cucteme pexmma paboTbl «TONIbLKO YTeHUue»

MHCTpYMeHT astra-overlay BKAo4YaeT overlay (pexxmum paboTbl «TONbKO YTEHMEY) Ha
kKopHeBon ®C.

MapameTpbl BbI30BA, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

Mocne BknoYeHNa pyHKUMK Be3onacHOCTU bakTudeckoe cogepxmmoe kKopHeson OC
MOHTUpPYeTcHa B overlay ogHoBpemeHHO ¢ DC, xpaHsdwenca B namsatn. lameHeHus channos
COXpaHsTCA ToNbKo B namaTtn, a PC Ha HocuTene octaetcs 6e3 nameHeHui. lNocne nepesarpysku
BCE M3MEHEHUS TEPSAIOTCS, U CUCTEMA KaXabI pa3 3arpyaeTtca B UICXOOHOM COCTOSAHUN.

[aHHaa yHKUMS MOXET NPUMEHATLCS B TeX CriydasiX, Korga HocuTerb, Ha KOTOPOM
pacnonoxeHa kopHeBast PC, annapaTHoO 3aliumLLEH OT 3anucu nMbo HeobxoaMmMo NPOrpaMMHO
3aMNTUTb €ro OT UBMEHEHUN.

dyHkuMoHan overlay He kacaeTcs (pannoBbIX CUCTEM, XPaHALUMXCH Ha OTAENbHbIX pasae-
nax, OTIMYHbIX OT KOPHEBOro. Hanpumep, ecnu katanor /home XpaHUTCS Ha OTAENbHOM pasaerne
UM HocuTene, BHOCUMbIE B HEFO M3MEHEHUS ByayT COXpaHATLCA NOcne nepesarpysku.

[ns npyumeHeHus n3aMeHeHun TpebyeTcs nepesarpyska.

OnucaHne MHCTpyMeHTa NpMBedeHO B man astra-overlay.

YnpaBneHne pexxMMoM TakKe MOXET OCYLLEeCTBNATLCS C MOMOLLbIO rpadouyeckon yTUNuTbI

fly-admin-smc.

16.5.23. bnoknpoBKa BbIKITHOYEHUSA KOMMbIOTEpa Nnonb3oBaTesiiMm

MHCTpYyMeHT astra-shutdown-lock B6NoKMpyeT BbIKIIOYEHME KOMMbIOTEPA MOMb30Ba-
Tensimu. MapameTpbl BbI30Ba, UCMONb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeAeHbI B Tabnuue [65]

Mpwn BKNOYEHMM OaHHOW (hbyHKUMK aobasnserca nonutuka polkit, kotopasa 3anpewaet Bbi-
KrntoyeHne KomnbtoTepa 6e3 BBoAa napons agMuHUcTpaTopa. Takke npu BKAOYEHUN NHCTPYMEHTA
OrnoknpyeTcsa BO3MOXHOCTb nepes3arpy3ku KOMMbloTepa NyTeM HaxaTua KOMOUHaUuu KnasuL
<Ctrl+Alt+Delete>.

N3meHeHMe BnoKkMpoBKK BCTyNaeT B AENCTBUE HEMEATEHHO.
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OnucaHue MHCTpyMeHTa NpuBeAeHO B man astra-shutdown-lock.
YnpasrneHne 6noKMPOBKOWN BbIKIMIOYEHUS KOMMbIOTEPA NOSb30BaTENSAMU TakkKe MOXeT

OCYLWECTBNATLCA C NOMOLLbIO rpaq)mquKoﬁ yTunuTbl £1ly-admin-smc.

16.5.24. YnpaBneHue BBoAoOM naponsa ans sudo

MHCTpYMEHT astra-sudo-control BKMOYAET U BbIKIHOYaAET TpeboBaHne BBoAA Napons
npu “cnonb3oBaHN MexaHnama sudo. [NapameTphbl BbI30Ba, UCNOMNb3yeMble aHHbIM UHCTPYMEH-
TOM, NpvBeaeHbl B Tabnuue (65

M3ameHeHne BCTynaeT B AENCTBNE HEMELNEHHO.

OnucaHune MHCTpyMeHTa NpuBedeHo B man astra-sudo-control.

YnpasrneHne BBOAOM MNaposis Afs sudo TakKe MOXET OCYLIEeCTBAATLCA C MOMOLLbLO

rpagouyeckon ytunutbl fly-admin-smc.

16.5.25. BnoknpoBka ucnonb3oBaHUSA YTUITUTbI sumac

MHCTpYMEHT astra-sumac-lock 6nokupyet paboty ytmnut sumac U £ly-sumac. lNa-
pamMeTpbl BbI30BA, UCMOMNb3yeMble AaHHbIM UHCTPYMEHTOM, NpvBeAeHbl B Tabnuue [65]

Ecnu gaHHas 6rnokupoBka BKIlOYEHA, TO BCE MOMb30BaTenu, Aaxe Y KOTOpbIX €CTb NpUBK-
nerms PARSEC_CAP_SUMAC, He CMOryT UCMofb30BaTb KOMaHAy sumac. [Jns 3Toro yctaHasnuea-
toTcs npaBa goctyna 000 Ha ucnonHsembIn pann sumac M 6GbnmMoTeky libsumacrunner. so.

M3meHeHne B6rnokMpoBKM BCTynaeT B 4ENCTBUE HEMEANEHHO.

OnucaHne MHCTpyMeHTa NpMBEAEHO B man astra-sumac-lock.

YnpaeneHne GNOKMPOBKOMN TakkKe MOXET OCYLLECTBNATLCA C MOMOLLbI rpadonveckomn

yTunnTbl £ly-admin-smc.

16.5.26. YnpaBneHue mexceteBbIM 3KpaHOM ufw

MHCTPYMEHT astra-ufw-control BKMOYAET N BbIKNKOYAET MEXCEeTEBOM akpaH ufw.
MapameTpbl BbI30Ba, UCNONb3yeMble JaHHbIM MHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

Ecnu npu BKMOYEHUN MEXCETEBOro akpaHa ufw BKMOYEH OpYyron MexceTeBon 9KpaH
(firewalld), To ufw He BygeT BKIOYEH.

MameHeHWe BCTynaeT B AENCTBNE HEMELNEHHO.

OnucaHue MHCTpYMeHTa NpuMBeAeHo B man astra-ufw-control.

YnpaBrneHne MexceTeBbiM 3KpaHOM ufw Takke MOXEeT OCyLeCTBNATLCA C MOMOLLbLO

rpagouyeckon ytunutbl fly-admin-smc.

16.5.27. MNepekniovyeHne ypoBHeMn 3aLULLEHHOCTH
MHCTpyMeHT astra-modeswitch NO3BONSET NepeknodaTb YpoBHM 3awmuieHHoctn OC

n 0T06pa>|<aeT TeKyLIJ,VIVI YPOBEHb. ypOBeHb 3allULLEeHHOCTHU onpegendeT rnepedyeHb JOCTYMHbIX
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Ans ucnonb3oBaHns yHkumi 6esonacHocTn. B OC peanu3oBaHbl crnegyowime ypoBHM 3aLlULLEH-
HOCTM:

- 6as3oBbiIN;

- YCUNEHHbIN;

- MakcuMMarsbHbIN.

[MepekntoyeHne ypoBHS 3alUULLIEHHOCTN AernaeT AOCTYMHbIMU/HE OOCTYNHbIMU ANS BKIHO-
YeHnsa yHKLMM 6e30MacHOCTM COOTBETCTBYIOLLIENO YPOBHSA 3aLLMULLEHHOCTM.

PDyHKUMN 6e30nacHOCTM Ba30BOro ypOBHS 3aLUMLLEHHOCTU AOCTYMHbI HA BCEX YPOBHSAX
3aLUMLLEHHOCTN.

®PyHKLMM 6e30NacHOCTU, AOCTYMNHbIE HA YCUNIEHHOM U MaKCUMalibHOM YPOBHSX 3aLUULLEH-

HOCTW, NpuBeaeHbl B Tabnuue [66]

Tabnunuya 66
YpoBeHb 3alUnLLEHHOCTH

®yHKkumna GesonacHocTy - - -

6a3oBbIN YCUNEHHbIN MaKkcMManbHbIN
3amkHyTasi nporpaMmmHas cpefa He poctynHa | JocTtynHa HoctynHa
Ounctka ocBoboXaaeMon BHELLHeN NaMaTn He poctynHa | JoctynHa HoctynHa
MaHaaTHbIA KOHTPOMb LEeNnoCTHOCTU He goctynHa | JocTynHa HoctynHa
MaHgaTHoe ynpaBneHue goCTynom He poctynHa | He gocTtynHa HoctynHa

BHUMAHUE! ®yHkumm 6e30nacHOCTN, HEAOCTYMNHbIE HA TEKYLLEM YPOBHE 3aLLULLEHHO-
CTW, HE MOTYT ObITb BKITHOYEHbI.

BHUMAHME! [locne nepeknoyeHnss ypoOBHS 3aLULLEHHOCTU:

- ecnuv cyHKuna 6e30nacHOCTN He JOCTYMHA Ha JaHHOM YPOBHEe 3aLUMLLEHHOCTU, TO OHa

aBTOMaTUYECKN OTKITOYaeTCs;

- ecnu yHKunsa 6e3onacHoOCTU JOCTYMNHa Ha AaHHOM YPOBHE 3alLULLEHHOCTH, TO ee COCTO-

SIHWE HEe MEHSIETCS, HO OHa MOXET ObITb BKMOYEHA C NCNOSMIb30BAHNEM COOTBETCTBYHOLLMX

NHCTPYMEHTOB.

[nsa BknoYeHna pyHKUMA 6e30NacHOCTM UCMONb3YHTCA CreayoLwme NHCTPYMEHTHI:

1) «3aMkHyTasi nporpaMmMHas cpega» — yrnpasreHue OCyLLEeCTBNSETCS C MOMOLLbIO UH-

CTpyMeHTa astra-digsig-control, onucaHHoro B[16.5.29

2) «Ounctka ocBoOOXOAEMOM BHELIHEN NMamMATU» — BKNOYaeT B cebs aBe dyHK-

unmn B6esonacHocTu: 6e3onacHoe yaaneHve ansioB M OYUCTKA pPasfdenoB NogKauvky.

YnpaBneHne ocCyLLEeCTBNAETCA C MOMOLLbIO MHCTPYMEHTOB astra-secdel-control

N astra-swapwiper-control, onucanHbix B[16.5.30| 1 [16.5.31] cooTBeTCTBEHHO;

3) «MaHgaTHbIN KOHTPOMb LENTOCTHOCTU» — YNpaBrieHNe OCYLLECTBIISIETCS C MOMOLLbHO

WHCTPYMeHTa astra-mic-control, onncaHHoro B[16.5.28;
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4) «MaHgaTHOe ynpaBneHue gOoCTynoM» — yrpaBrieHNne OCYLLECTBMNAETCS C MOMOLLbLO

WHCTPYMeHTa astra-mac-control, onucaHHoro B[16.5.32

OnwncaHve gyHKUMI Be3onacHOCTU, AOCTYMNHbLIX ANS KaXO40ro U3 YpOBHEN 3aLUULLEHHOCTH,
npuseaeHo Takke B PYCB.10015-17 95 01-1.

C VMHCTPYMEHTOM astra-modeswitch BO3MOXHO UCMOMNb30BaTb TOMbLKO MapamMmeTpbl,

npuBeneHHble B Tabnuue [67]

Tabnunua 67
MapameTp OnuncaHue

list BbIBECTM CNUCOK OOCTYMNHbIX YPOBHEN 3aLLMLLEHHOCTU. B BbIBOAE KOMaHAbI:
0 base(orel) — 0a30BLIN YPOBEHb 3aALLMLLEHHOCTY;
1 advanced (voronezh) — YCUNEHHbIN YPOBEHb 3aLLMLLEHHOCTH;
2 maximum(smolensk) — MakCMMarnbHbIM YPOBEHb 3aALLMLLEHHOCTMW.

get BbiBECTM TEKYLLMI YPOBEHD 3aALLMLLEHHOCTU B YNCITOBOM NpeacTaBneHnm

getname BbiBECTM TEKYLLNIA YpOBEHb 3aLLMLLEHHOCTU B TEKCTOBOM NpeacTaBneHnn

set m YCTaHOBUTbL YPOBEHb 3aLUMLLEHHOCTU, 3a4aHHbIN NnapameTpoM m. B kayecTBe na-
pameTpa m UCMONb3yeTCs YNCITOBOE UNKN TEKCTOBOE NpeacTaBrneHne YpoBHSA 3alLlu-
LLlEHHOCTH

CmeHa ypoBHS 3alUULLEHHOCTM ocyLlecTBnsaeTcs nocne nepesarpysku OC.

16.5.28. YnpaBneHue MaHAATHbIM KOHTPOMEM LeNoCTHOCTU

NHCTpyMeHT astra-mic-control BkMoyaeT u BbikntodaeT MKL|, onucaHHbii B 4.9
a TaKkKe W3MEHSIET 3Ha4YeHWe MaKCUMMarbHOro YPOBHS LIENOCTHOCTU CUCTEMbl. YNnpaBreHue
MKLl ocywiectBnserca nyteM M3MEHEHUA 3Ha4YeHUs napamMeTpa KoMaHOHOW CTPOKM aapa
parsec.max_ilev.

MapameTpbl Bbl30Ba, UCMOMb3yeMble OaHHbIM WMHCTPYMEHTOM, NpuBedeHbl B Tabnu-
ue [65] Mpu wncnonb3oBaHWM BbI3oBa enable BO3MOXHO YKasaTb Heobsi3aTerlbHbIN napa-
MeTp -1 <ypoBeHb>, 3aal0LLNA 3HAYEHNE MAKCMMarbHOIO YPOBHSA LENOCTHOCTU (Nocne ycTa-
HoBkM OC MakcuMmarnbHbI YPOBEHb LeNTOCTHOCTU paBeH 63).

Mocne BbikntodeHns MKL, 1 nepesarpysku LLenocTHOCTb Ha ob6bekTax hannoBon CUCTEMBI
cbpacbiBaeTcs Ha HyneBble 3HAYEeHUS.

Mocne BkntodeHnsa MKL 1 nepesarpy3ku Ha o6bekTax hannoBon CUCTEMbI BOCCTaHaBIU-
BaKOTCSA NPUHATbLIE NO YMONYaHUIO 3HAYEHUS LLENOCTHOCTU (BBICOKUN YPOBEHb LIENOCTHOCTU Ha
katanorax /dev, /proc, /run, /sys).

[ns npyuMmeHeHus nameHeHun TpebyeTcs nepesarpyska.

OnucaHune MHCTpyMeHTa NpmMBeeHo B man astra-mic-control.
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16.5.29. YnpaBneHue 3aMKHYyTOW NporpaMMHOMn cpeabl

MHCTpYyMeHT astra-digsig-control No3BonseT BktoYaTh U BbiktoyaTb 3M1C B uc-
nonHsiembIx dparnax n3 komaHgHon ctpokn. Onncaxmne 3INC npmeBeaeHo B |(16.1]

MapameTpbl BbI30Ba, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

N3meHeHne cocTtosiHus 3l C BbINONHAETCSA Nocre nepesarpyskul.

OnuncaHne MHCTpPYMeHTa NpMBEAeHo B man astra-digsig-control.

16.5.30. YnpaBneHue 6e3onacHbIM yaaneHuem dannoB

MHCTpYMEHT astra-secdel-control BKMOYAET M BbIKIOYAET MeEXaHM3M 6e30nacHOro
yaanenus davinos B cootseTcTBuM ¢ [8.1| Ha pasgenax ¢ dpannoseiMm cuctemamu ext2, ext3, extd,
xfs, ykasaHHbIX B /etc/fstab.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHLIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

Mpwn BKNOYEHNN MexaHU3Ma 6e3onacHoro yaaneHus annos No YMOMYaHMio UCnonb3yeT-
Csl pexum ¢ napameTpom secdel B cooTBeTcTBUM C[8.1]

M3meHeHune pexunma paboTbl BCTyNaeT B 4eNCTBME NOCre cnegyrwero MOHTMpoBaHNA
®C (B T.4. nocne nepesarpyskn OC).

OnucaHue MHCTpyYMeHTa NpuMBedeHo B man astra-secdel-control.

YnpaBneHne pexMMoM TakKe MOXET OCYLLEeCTBNATLCS C MOMOLLbIO rpadouyeckon yTUNuTbI

fly-admin-smc.

16.5.31. YnpaBneHue o4nCTKOMN pa3genoB NogKauku

MHCTPYMEHT astra-swapwiper-control KOHTPONMPYET OYUCTKY pa3ferioB NoAKayku
npw 3aBepLueHun pabotel OC B cootBeTcTBUM C[8.1]

MapameTpbl BbI30BA, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

Mpu ncnonb3oBaHUU KOMaHAbI-NepeknoyaTens BHOCATCA U3MEHEHNS B KOHUIYpaLMOH-
HbIn pann /etc/parsec/swap_wiper.conf.

M3meHeHue BCTynaeTt B 4eCTBUE HEMEANEHHO.

OnucaHune MHCTpyMeHTa NpMBeLEeHO B man astra-swapwiper-control.

YnpaeneHne G6nNOKMPOBKON TakkKe MOXET OCYLLECTBNATLCA C MOMOLLbI rpadunveckomn

yTunnTbl £ly-admin-smc.

16.5.32. BknroyeHne 1 BbIKNKOYEeHUe MaHAATHOroO yrnpaBneHUsa OCTYNOM

MHCTPYMEHT astra-mac-control BKMOYAET U BbIKNOYAET MaH4aTHOE ynpaBrieHne
poctynom B coorBetcTBun ¢ [4.8] nameHss 3HadyeHne napameTpa KOMaHOHOW CTPOKU sapa
parsec.mac.

[na npyumeHeHus nameHeHun Tpedyetcs nepesarpyska OC.

Mpw BbIKOYEHMM MaHOATHOMO yNpaBneHus AOCTYNOM MHCTPYMEHT OTKMOYaeT BO3MOX-

HOCTb paboTbl MporpamMmM Ha HEHYNIEBOM YPOBHE KOHMUAEHUNANBHOCTH.
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MapameTpbl BbI30BA, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [65]

BHUMAHUE! OtknioyeHne BO3MOXHOCTU paboTbl NporpamMm Ha HEHYNEBOM YPOBHE
KOHMAeHUManbHOCTU OrpaHnymBaeT AOCTYN K hannoBbIM 06bekTaM, UMEKLMM HEHYIEBYIO
MeTKY KOoHmnaeHumanbsHocTn. [JocTyn K Takum o6bekTam MOXeT BblTb NONy4YeH agMUHUCTPaTOPOM
(ecnun B OC BkntoveH MKL, To agMMHUCTpPaATOPOM Ha BbICOKOM YPOBHE LIeNoCTHOCTK). [ocTyn K
TakuMm obbekTam Takke MOXET BbITb NOSTydYeH NPy HaNMYNMM HEKOHTPOSNTMPYEMOro OM3N4ECKOro
AOCTyna K KOMNbOTEPY U BO3MOXHOCTM UCNONb30BaTb Ha HEM HelTaTHble cpefcTea. Heobxogumo
NPUHATb JONOMHUTENbHbBIE MepPbl MO 3aluTe HopMaunm orpaHMYeHHOro AocTyna.

OnuncaHne MHCTPYMEeHTa NpuBeaeHo B man astra-mac-control.

16.5.33. YnpaBneHue AstraMode u MacEnable

MHCTpYMEHT astra-mode-apps BKNKOYAET U BblkItovaeT pexum AstraMode cepsepa
Apache2, a Takke ynpaBnsieT COCTOSsHUEM napameTpa MacEnable cepBepa neyatn CUPS.

[MapameTpbl BbI30Ba, UCMONb3yeMble MHCTPYMEHTOM astra-mode-apps, NPUBEAEHbI B
Tabnuue [65]

Mpu ncnonb3oBaHUN KOMaHAbI-NepeknoyaTens BHOCATCA U3MEHEHNS B KOHUIYpaLMOH-
Hble pannbl /etc/apache2/apache2.conf U /etc/cups/cupsd. conf, UBMEHAS 3HAYEHUS
napameTpoB AstraMode U MacEnable COOTBETCTBEHHO.

[ns npyuMmeHeHus nameHeHun TpebyeTtcs nepesanyck cnyxo.

OnucaHue MHCTpyYMeHTa NpuBeAeHO B man astra-mode-apps.

BknioveHue n BoiknoyveHne pexuma AstraMode v ynpaBneHve napameTpoMm MacEnable
Takke MOXHO OCYLLECTBMIATb C NOMOLLBI rpaduyeckon yTunntbl £ly-admin-smc (CM. 3rek-

TPOHHYHO CMpaBKy).
16.6. Moaynb 6e3onacHocTu yama

Moaynb 6e30nacHOCTM yama orpaHu4MBaeT BO3MOXHOCTU MUCMOMb30BaHUSA MEXaHU3ma
ptrace Aons otnagku (Tpaccuposku) npoueccos OC.

[nsa akTnBaumm oTnagkm npoLeccoB UCMONb3yeTCsl CUCTEMHbIV BbI30OB ptrace:

- ONs1 Ha3Ha4YeHUs PoaNTENbLCKOro NpoLecca oTNnag4mMkoM TekyLLero npoiecca:

ptrace (PTRACE_TRACEME, 0, NULL, NULL)

- 09 Ha3HadYeHuMs TeKyLero npouecca oTnagymMkom npouecca ¢ aeHTMukaTopom pid:

ptrace (PTRACE_ATTACH, pid, NULL, NULL)

Moaynb yama nogaepXuBaeT YeTbipe pexnma paboThbi:

1) 0 — oTnagka BCex NpoLeCccOoB, 3anyLeHHbIX OT MIMEHU TeKyLLero nonb3oBaTens;

2) 1 — oTnagka TOrfbKO AOYEepPHUX MPOLIECCOB, 3@ UCKIKYEHNEM CIyYyaeB SABHOIMO yKa-

3aHUA TEKYLLMM MPOLLeCCOM BO3MOXHOIO npouecca-oTrnagymka Yyepes Bbl30B prctl ¢

napameTtpoM PR_SET PTRACER, 3a4aB pid npolecca-otnagyvka (korga nobble npouec-
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Cbl, CBSI3@HHbIE C KOHKPETHOW Cry>001, OOMKHbI OTNaXUBaTbCA CneumanbHO BblAeNEHHbIM
AN 3TOro NpoLeccom) unu napameTp PR_SET_PTRACER_ANY (ang paspeLueHuns nobomy
npoueccy OTnaxmneaTb TEKYLLMIA NpoLeCC), Hanpumep:
prctl(PR_SET PTRACER, PR SET PTRACER ANY, 0, 0, 0)
B cnyyau ncnonb3oBaHus PTRACE_TRACEME [OMOMHUTENbHbBIX OrpaHUYeHNn He Hakna-
OblBaeTCcs, ANsi BO3MOXHOCTU BbINOSTHEHNA PTRACE _ATTACH HeobxogMmMo Hanuuue y
npouecca-otnagyunka npusunernn CAP_SYS_ PTRACE,;
3) 2 — BO3MOXHa oTnagka nobbix NPoLeccoB C UCMNonb3oBaHneM PTRACE TRACEME
unn PTRACE_ATTACH, HO TONMbKO MNpPU Hanu4uu y npouecca-otnagyvka npusunernm
CAP_SYS_PTRACE;
4) 3 — oTnagka npoLeccoB C UCMOMb30BaHNEM ptrace 3anpeLyeHa.
Y3HaTb pexuMm, B KOTOPOM paboTaeT MOAyrb yama B TEKYLLNA MOMEHT, MOXXHO C MOMOLLbIO
KOMaHabl:
sysctl kernel.yama.ptrace_ scope
nnéo npountae ann /proc/sys/kernel/yama/ptrace_scope:
cat /proc/sys/kernel/yama/ptrace_scope
[Onsa nameHeHnsa pexuma paboTbl MOAYNA yama MOXHO MCMNOSib30BaTb MHCTPYMEHT
sysctl, ykasaB gns napametpa kernel.yama.ptrace_scope 3Ha4yeHne Tpebyemoro pexuma
paboTtbl (0T 0 Ao 3):
sysctl kernel.yama.ptrace_ scope=2
nnéo OTKOPPEKTUPOBAB COOTBETCTBYHOLLNM obpasom dann
/proc/sys/kernel/yama/ptrace_scope:
echo 2 > /proc/sys/kernel/yama/ptrace_scope
BHUMAHMWE! 3agaHHbin pexxnm paboTbl MOAYNs yama CoXpaHseTcsa ToNbKo 4O nepesa-
rpy3ku OC (BbIkodeHus komnbtotepa). Mpu 3anycke OC moaynb yama Bcerga byaer 3arpyxarbcs
B pexume pabotbl 1.
[na nameHeHnsa pexuma pabotbl MOgynst yama nornb3oBaTenb JoMKeH obnagatb npyBK-
nernen CAP_SYS_PTRACE.
Mocne nepeBoga moaynsa yama B pexxum paboTtbl 3 (MOMHbIN 3anpeT TpacCMpOBKM NPo-
LLleccoB), AarnbHenwee N3MEHEHNE PEXMMOB pPaboTbl MOXET ObiTb BbIMNOIHEHO TOMNbLKO Mocne

nepesarpy3skmn OC.
16.7. Moaynb 6e3onacHoctu lockdown

Moaynb 6e3onacHocTu lockdown yctaHaBnmBaeT Ans NpUBUIErMpoBaHHOIO Norb30BaTeNs
3anpeT Ha npoleaypbl NoNy4YeHUs 4OCTyNa U BbINONHEHMS Koga Ha ypoBHe siapa OC, koTopble B
LUTaTHOM PEXUME OH MOXET OCYLLIECTBUTb, HanpumMep, ¢ NOMoLLbI noameHbl sapa OC (1cnonb3ys

CUCTEMHbIN BbI30B kexec) Unu yepes /dev/kmem, Yntasg/3anncolBad aHHble B NaMATb.
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Mogynb lockdown nogaepvuBaeT aBa pexuma paboTbl:
1) pexum obecneveHuns uernoctHoctu sapa OC (pexum integrity), BKMAOYaAOLWUA
cnegyoLwme orpaHUYeHns:
a) LOCKDOWN_KEXEC — 3anpeT BbIMOfHEHUSI CUCTEMHOrO Bbi30Ba kexec (), obec-
neymeatoLlero nogmeHy Tekywero sgpa OC;
0) LOCKDOWN_HIBERNATION — 3anpet rubepHaumm, npegorepallaolinii BO3MOX-
HoCTb nogMeHbl sapa OC npu BbIxoae U3 Hee,
B) LOCKDOWN_MODULE_SIGNATURE — BKNHOYEHWE MPOBEPKU noanucer mMoaynen
aapa OC;
r) LOCKDOWN_DEV_MEM — 3anpeT 4YTeHust U 3anucu B /dev/mem, /dev/kmem,
/dev/port;
A) LOCKDOWN_PCI_ACCESS — 6rnokmpoBka 060pyaoBaHNs, KOTOpoe NoTeHunansHO
MOXET reHepupoBaTtb NpaAMyto agpecaunto namsatn (DMA);
e) LOCKDOWN_IOPORT — 6riokMpoBka ioctl-BbI3biBoB (1ioctl_console) KDADDIO,
KDDELIO, KDENABIO 1 KDDISABIO A1 TEPMUHANOB U BUPTYanbHbIX KOHCOMEW;
X) LOCKDOWN_EFI_TEST — 3anpeT YteHus /dev/efi_test;
3) LOCKDOWN_ACPI_TABLES — orpaHunyeHue goctyna k nHtepdgerncam ACPI,
2) pexunm obecneyeHne KOHPUOEHUNANbHOCTU HEKOTOPBLIX KoMNoHeHToB sgpa OC (pe-
XnM confidentiality), BKMOYAKOLWNIN BCE OrpaHNYEHNS pexnma integrity, a Tak-
Xe:
a) LOCKDOWN_KCORE — 3anpert 4YteHus /proc/kcore;
0) LOCKDOWN_KPROBES — OrpaHuyeHune gocTyna K OTnagoyHOMYy pexmMmy kprobes;
B) LOCKDOWN_BPF_ READ — OrpaHudeHue AocTyna K MexaHusmy punstpauumn nake-
ToB BPF;
r) LOCKDOWN_TRACEFS — orpaHudeHune goctyna Kk ®C tracefs.
CocTtosiHne mogyns lockdown 3agaetcs B panine /sys/kernel/security/lockdown,
KOTOPbIN MO YMOSYaHUIO UMEET CreayroLwmin BUA:
[none] integrity confidentiality
B maHHOM cbarine npuBegeHbl BO3MOXHbIE COCTOSIHUSA Moayns lockdown, a ero Tekyuiee
COCTOsIHME oTobpaxaeTcsl B KBaApaTHbIX CKOBKax ([none] — MOAYNb OTKITHOYEH).
Mocne 3arpy3kn OC mogynb lockdown no yMoOnyYaHuIo OTKITHOYEH.
AkTuBupoBatb Moaynb lockdown B HyXHOM pexume paboTbl MOXHO B Mpo-
uecce dyHkunoHmpoBaHus OC nyTemM 3anucu COOTBETCTBYKOLWEro pexuma B hann
/sys/kernel/security/lockdown KOMaHOoW:

sudo echo <pexuMm monyns> > /sys/kernel/security/lockdown
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roe  <pexum Monyssa> — integrity (ans  akTuBauMm pexuma integrity) wnu
confidentiality (ansa aktmBauum pexmnma confidentiality), Npu 3TOM:
- ecnu moaynb Obln OTKNKYEH, TO BO3MOXHO aKTUBMPOBaTb JIHOO0M pexum;
- ecnu moaynb pabotan B pexmume integrity, TO BO3MOXHO TOMbKO aKTUBMPOBATb
pexum confidentiality;
- ecnun moaynb paboTan B pexume confidentiality, TO UIBMEHUTb PEXUM UMW OTKIO-
YUTb MOAOYNb HEBO3MOXHO.

N3meHeHus B pexnme paboTtbl mogynsa lockdown coxpaHstotes ao nepesarpysku OC.
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17. YCNOBUA SKCINYATALUUU OC

B uensax sawmTbl MHOPMaLUKN OT HECAHKLMOHMPOBaAHHOIO AOCTYyNa, BKINoyas obecnede-
HMe KOHPUAEHLMANBHOCTM, LENOCTHOCTN, AOCTYNHOCTU MHAOPMALMN U YCTONYMBOTO (DYHKLIN-
OHNPOBaHMSA MHPOPMALMOHHBLIX CUCTEM, HEOBX0AMMO obecneunTb ycnosus akcnnyataumm OC

cornacHo A7 HT17.4l
17.1. O6ecnevyeHue 6e3onacHocTu cpeabl (PyHKLMOHNPOBAHUSA

B uensx obecneyeHunsa 6esonacHocTn cpenbl pyHKUMoHnpoBaHna OC Ha oGbekTax MH-
dhopmaTn3aumm OOMKHbI ObITb BbIMNOMHEHbI crneayowme TpeboBaHuS:
1) CBT, npegHasHa4YeHHoe ans yCTaHOBKN U byHKUnoHMpoBaHmsa OC, AOMKHO COOTBET-
cTBOBaTb TpeboBaHMAM, ykazaHHbIM B pa3gerne 2 gokymenTta PYCB.10015-17 31 01;
2) Ona co3fgaHvs 3alUMLLEHHON cpeabl BUpTyanu3aunm nagenuve OoSMKHO NPUMEHATb-
Csl COBMECTHO C annapaTtHbiM obecneyeHrMeM, NOAAEpPXKMBAKOLLMM COOTBETCTBYIOLLNE
TexHonorun VT/SVM, B TOM uncne npu HeobxoaumMoCcTu NpeaocTaBneHuns 4OCTyna BUpTY-
anbHbIM MalIMHaM K PU3NYECKNM YCTPONCTBAM;
3) ycTaHoBKa, ynpasneHune u koHgurypmposaHne OC gomkHbI NPOBOAUTLCS B COOTBET-
CTBUW C 3KCrnnyaTaunMoHHOM LOKYMEHTaumen;
4) pomkHa bbITb obecneyeHa 3awmTa OT OCYLLECTBEHUS AENCTBUIN, HanpaBeHHbIX Ha
HapyLieHune cdumsndeckon LenoctHoctn CBT, Ha koTopom dyHKumoHnpyeT OC;
5) pomkHa O6bITb obecnevyeHa goBepeHHas 3arpys3ka OC. [JoBepeHHyto 3arpy3ky OC
peKOMeHOyeTCH BbINOMHATbL C MOMOLLbIO CepTUULMPOBAHHBIX CPEeaCcTB LJOBEPEHHOM 3a-
rpy3Kku Unu annapaTtHO-NporpaMMHbIX MOAYIen JOBEPEHHOWN 3arpy3ku. [pu TeXHMYecKomn
HEBO3MOXHOCTU UIN HeLenecoobpasHOCTM UCMONb30BaHUSA TakMX CPeaCcTB AOSMKHbI ObiTh
NPUHATBI OpraHM3aUNOHHO-TEXHUYECKME Mepbl, NpeaoTBpaLlaoLme BO3MOXHOCTb [O-
cTyna nonb3oBaTtens K pecypcam CBT B 06xog mexaHnamoB 3awmTbl OC (aomkHa bbITb
NCKMNIOYEHa BO3MOXHOCTb 3arpy3ku ansrepHaTMBHOW onepaumoHHON cuctembl Ha CBT, a
Takke mogudukaums mogynen sarpyxaemon OC);
6) Npv Mcnonb3oBaHWM CETEBOrO B3anMOAENCTBUS Heobxoaumo obecneunTb JOBEPEHHbIN
KaHan nepegaydn nHgopmaummn mexay CBT, Ha koTopbix ycTaHoBrneHa OC (Hanpumep,
KOHTPOSb HECaHKLMOHUPOBaHHOro noakntoyenus K JIBC B npegenax KoHTponupyemom
30HbI, 3allMLLEHHasa Nnepedaya ceTeBoro Tpaduka 3a npegenamm KOHTPONIMPYEMOW 30HbI);
7) OOMKHbI ObITb OnNpeaeneHbl nvua, oTBeYarowmne 3a aKkcnnyaTtaumo n 6e3o0nacHoCTb
OC, koTopbIiM ByayT npegocTaBneHbl agMMHUCTpaTuBHbIe noriHoMmoums B OC. [JaHHble
nvua He AOMKHbI CYNTaTbCS HapyLmTenem B Mogenun yrpos 6esonacHoCcT nHgopmauuu;
8) nuua, oTBeTCcTBEHHbIE 3a 3kcnnyaTaumto OC, gomkHbl 06ecnevnTb, YToObl ayTeHTUdu-

KaLMOHHasa MHopMauna ansa Kaxaon yvyetHom 3anucu nonb3osatens OC cogepxanach B
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TarnHe n Obina HeOoCTynHa nnuam, He ynoriHoMO4YeHHbIM MUCNOoJib30BaTb AaHHYIKO YYETHYIO

3anucob.
17.2. Yka3aHus no akcnnyatauum OC

17.2.1. Tpwn ncnonb3doBaHun pexmma «MobunbHbIiy 06paboTka nHpopmaumm, coctaBns-
loLLen rocy4apCTBEHHYO TanHy, 3arnpeLleHa.
17.2.2. TNepep Havanom akcnnyataumn OC agMmuHucTpatop 6e3onacHoCTy AomkeH obec-
neynTb crnegyoLlme ycnoBus:
1) npwu 3arpy3ke OC no ymonyaHuto ucnonb3oBatb s4p0 hardened. [ins aToro HeobxoamMmo
OT MMEHW aIMUHUCTPATOpPa BbINOSIHUTL KOMaHAY:
astra-hardened-control enable
nnu B rpaguyeckon ytunute fly-admin-grub2 («3arpy3dunk GRUB2», cM. anekTpoH-
HYIO CnpaBKy) B Ka4eCTBe 3anncu no ymoryaHuio Belbpatb a4po hardened.
Mcnonb3oBaHue sapa generic 4OMKHO ObiTb COrnmacoBaHO C SKCNEPTHOW OpraHn3aumnen;
2) B cny4vae paspeLleHns MHTEePaKTMBHOIO BXoAda cynepnonb3oBaTtens root Ans npegor-
BpaweHus nogbopa ero naposnsi Heob6xogMmo 3abroknpoBaTb BO3MOXHOCTb €ro yaa-
neHHoro Bxoga B OC nocpeacteoM BkntodeHuss PAM-moaynst pam_securetty B pann
cueHapusa /etc/pam.d/common-auth. [Ana aToro He06xo0AMMO B yKa3aHHOM chaise B
cekumn Primary block nepBow CTPOKOM JOOaBUTB:
auth required pam_securetty.so
3) ucnonbaysa rpaduyeckyto ytunuty fly-admin-smc («YnpaBneHne nonuvtukon 6es-
OMaCHOCTM», CM. 3NEKTPOHHYIO CMpPaBKy), 3anyLLieHHYI0 OT UMEHU aAMUHUCTPaTOopa Yepes
MexaHu3M sudo, B kaTeropuum «[1onnTUKM y4eTHOM 3anucu» 3agaTb napameTpbl And
HaCTPOWKWN NOSIUTUKM NapOnen.
3agatb AaHHble HACTPOMKM MOXHO TakkKe NyTeM KOPPEKTUPOBKM (hansioB CLeHapueB:
a) B danne /etc/pam.d/common-password B CTpoke
password requisite pam cracklib.so YCTaHOBUTb 3Ha4eHune
minlen=<MMHUMaNIbHAA_ OJIMHA_Mapo’ss> U 4o6aBuTb napameTpbl dcredit=-1,
ucredit=-1 1 lcredit=-1 (gaHHble NapameTpbl yCTaHaBNMBaT TpeboBaHus K
CNOXHOCTW napons);
0) B panine /etc/login.defs gnga nepeMeHHon PASS MAX DAYS yCTaHOBUTb
Tpebyemoe 3HayeHne MakCcuMarnbHOro Cpoka AeNCTBUSA Napons B OHSAX.
3anpeT MOBTOPHOrO WCMNOMb30BaHUA 3a4aHHOIO 4Yucra MnoCrneaHuX napornem Mox-
HO YCTaHOBWUTb MyTEM KOPPEKTUPOBKN dhanna /etc/pam.d/common-password.
[nsa atoro B ykasaHHOM doanne B CTPOKe ...pam_unix.so [obaBuTb napameTtp

remember=<uncCJIIO_IapoJjiemn>;
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4) ncnonb3ya rpaduyeckyto ytunuty £ly-admin-smc («YnpasneHue nonutnkon 6es-
OMacHOCTU», CM. 3MIEKTPOHHYIKO CMpaBKy), 3anyLleHHYy OT MMeHU agMUHUcTpaTopa
yepe3 MexaHuam sudo, B kateropum «[lMonnTUKM yy4yeTHOW 3anucuy» 3agaTtb 3Hade-
HUA ONS HacTPOWKM GrOKMPOBKM MPU HeyCneLwHbIX BXO4ax Mofb3oBaTensd B CUCTEMY.
[aHHble napameTpbl Takke MOryT OblTb YCTAHOBMEHbI MyTEM KOPPEKTUPOBKU hanna
/etc/pam.d/common-auth (NapameTpbl deny, lock_time M unlock_time);
5) dyHKUMM pasrpaHNYeHnst 4oCTyna, MaHA4AaTHOrO KOHTPOMSA LEeNOCTHOCTU U rapaHTMpo-
BaAHHOIO YHUYTOXEHWS (CTUpaHMs) MHdopmMaLmm B NONIHOM o6beme peann3oBaHbl TONbKO
ans annosblx cuctem ext2/ext3/extd/xfs, nogaepxmearoLmx pacliMpeHHble (B T.4. MaH-
AaTtHble) aTpubyThbl hannoBbix 06bEKTOB. [Mpy NCNoNb30BaHMK ApYrnxX danioBbIX CUCTEM
HeobXxoQMMO yunTbIBaTh AaHHble orpaHuyeHuns. YctaHosky OC criegyeT BbIMOMHATb Ha
CUCTEMHbIN pas3aen ¢ hannoBon cuctemomnm extd/xfs;
6) nNpy Heo6XO4MMOCTM YCTAHOBKM B CUCTEMY BHELLIHUX Mogyrnen ypoBHs sapa OC, Takue
MOLYNWN AOMMKHbI ObITb NOMYyYEHbl U3 JOBEPEHHOIO UCTOYHMUKA, U Neped UX yCTaHOBKOW C
OC pormkHa ocyLLeCcTBASATLCS NPOBEPKa NX LIENOCTHOCTY;
7) wcnonb3oBaHue cannoson cuctembl NFS ansa goctyna Kk ceTeBbiM AMCKaM BO3MOXHO
NpW BbIMNOMHEHUN CneayoLWwmxX YCIOBUM:
a) ceTeBble OUCKM He NpeaHasHayeHbl ANsl XpaHeHUs hannoBbix 06beKToB, Tpebyto-
LWnx obecrnevyeHns MaHA4aTHOro ynpasneHns 4OCTYNOM K HUM;
6) Bepcua ncnonbdyemoro npotokona NFS He Huxe 3;
8) 3agaTtb 3HayYeHue BpeMEHN HeaKTUBHOCTU Ans BNOKMPOBKM dKpaHa, OTpedakTupoBas
(vnun cosaas, ecnu oTCyTCTBYET) Pann usr/share/fly-wm/theme .master/themerc,
yKa3aB B HEM CTPOKMU:
[Variables]
ScreenSaverDelay=<BpeMsa_HEaKTHUBHOCTH_B_CEKYHIOaAX>
LockerOnSleep=true
LockerOnDPMS=true
LockerOnLid=true
LockerOnSwitch=true
17.2.3. MNMpwu ncnonesosaHuun 3MNC agMmnHucTpaTop 6€30NacHOCTU AOMMKEH:
1) nocne BkntoyeHus 3IC (cm. YCTaHOBUTb MapaMeTp noexec Ha AOMalLHWE
(paboume) kaTanoru nonb3oBaTenen;

2) BKIMIOYUTb PEXMM 3anpeTa ycTaHoBKM Buta ncnonHeHms (cm. (16.5.4).
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17.2.4. Tpn ncnonb3oBaHUN MexaHM3Ma rapaHTUPOBAHHOIO yaaneHUs AaHHbIX OSMKHbI
AOMNONHUTENBLHO ObITb BbIMOMHEHBI CrieaytoLmne YCroBUS:

1) npu ucnonb3oBaHun pasgenos nogkadkm B OC HeobxoanmMo akTnempoBaTth B hanne

/etc/parsec/swap_wiper.conf nx ounctky cornacHo [8.1]

17.2.5. lNMpwn ncnonb3oBaHMM MaHOATHOIO KOHTPOMSA LEeNOCTHOCTU OOSMKHbI AOMOMHUTESb-
HO ObITb BbINOMHEHbI CreayoLwme ycnoBus:

1) npn  MCNoNb30BaHUM  MHCTPyMEHTa  gemu-ga (M3  cocTaBa  NakeTta

gemu-guest-agent) 3HadYeHWA napamMeTpoB -p (B TOM 4ucre MNpu UCMONb3oBa-

HUM oNUMWN -m unix-listen) U -t OOSMKHbI yKa3blBaTb Ha COKETbI U ¢pansibl, ypOBHU

LeNOCTHOCTU KOTOPbIX COBMagaloT C YPOBHEM LENOCTHOCTU 3anyckaeMoro npouecca.

17.2.6. [Npn ncnonb3oBaHUM MaHAATHOIO yrpaBneHns JOCTYNOM AOMKHbI AOMNONHUTENBHO
ObITb BbINOMHEHbI CREeAyoLLINe YCroBuUS:

1) ¢ ncnonb3oBaHWEM CPeACTB yrpaBneHns 3anyckoM cry>6 AormkHa ObiTb OTKMAOYEHa

cnyxba gpm ANg NoaaepXKM MbILIN B KOHCOMIBHOM peXUME;

2) B cnyyae Heob6xoOMMOCTM UCNOSb30BaHNA MaHAATHOrO yrnpasfieHuUs JOCTYNOM Ha

CeTeBbIX ANCKax, MX MOHTUpOBaHue B chamnnosyto cuctemy OC OOmKHO OCyLLeCTBASATLCA

TOSMbKO C ncnonb3osaHuem pannoson cuctemsl CIFS, nogaepxmsatoLLen pacluMpeHHble

(B T.4. MaHOaTHble) aTpubyThbl NonbL3o0BaTenen;

3) B KOHMrypauMoHHOM (panre 3awuleHHOro cepBepa neyatm M3 cocTaBa uage-

nusa /etc/cups/cupsd.conf He gonyckaeTcs ycTaHOBKa 3Ha4YeHUs None napamerpa

DefaultAuthType (OTKNOYEHME ayTEeHTUMKALMM) U BHECEHME UBMEHEHUI B NapaMeT-

pbl nonutukn PARSEC, He COOTBETCTBYIOLLMX IKCNITyaTaUuMOHHON LOKYMEHTaLMK;

4) npw ncnonb3oBaHnn 3awmieHHoro cepsepa CYB[ n3 coctasa OC B pexmme MaH-

AAaTHOro ynpasneHns SOCTYNnoM HeobxoamMmo B KOHurypaumoHHoMm danne knacrepa

postgresqgl.conf Ana napameTpa enable_ bitmapscan YCTaHOBUTb 3Ha4YyeHue off

U Anga napameTpa ac_ignore_socket_maclabel ycTaHOBUTb 3HayeHue false;

5) npu ncnonb3oBaHuu 3awmiieHHoro cepepa CYB[ n3 coctaBa OC B pexume maHgar-

HOro ynpaBneHns OCTYNOM He OOMYyCKaeTCcs OTKMNoYaTb ayTEHTUMUKaALMIO CyObeKTOB

[OCTyna yCTaHOBKOW B KOH(pUrypaunoHHoMm dpanne knacrtepa pg_hba.conf pexuma

trust (6e3 ayTeHTUdUKaLmK);

6) Npy NCNoNb30BaHUN 3aLLMLLEHHOIO KOMMMEeKca NPorpamMmm 3NeKTPOHHOM MOYThbl U3 CO-

ctaBa OC B pexunme MaHOaTHOrO ynpasneHnsa OCTYNOM KOH(UrypaLMoHHbIe napaMeTpsbl

areHTa nepefgayvn 3feKTPOHHOM NoYTbl EXim 1 areHTa goctaBkM 9NEKTPOHHOW MOYThI

Dovecot He gomkHbI gonyckaTb OTAPaBKY U MPUEM COOBLLEHUI 3NEKTPOHHOM NOYTLI 6e3

ayTeHTudmKaumm;
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7) ona wtatHoM pabotel OC He ponyckaetrcs OTKMKYEHME agMUHUCTPaATOpPOM
CUCTeMbl paclmpeHns XPARSEC Yy X-cepBepa (MCNosib30BaHME OTNagoYHOW Ofrl-
uMn XPARSEC=Disable B KOHQUrypauumoHHbIX pannax X-cepBepa, CM. OOKYMEHT
PYCB.10015-17 31 01);

8) He OomkeH ncnonb3oBaTbCs NporpaMmmHbI KommyTaTtop Open vSwitch.
17.3. Ycnosusa npumeHeHus MO

17.3.1. MO, dyHkumoHupytowee B cpege OC, He JOMKHO N3MEHATb anropuTM NPUHATUS
pelLeHnst 0 NpeaocTaBneHMm goctyna cybbekToB (nonb3oBaTenen) k o6bektam OC n cogepxatb
CKPbITbIX NN SIBHbIX BO3MOXHOCTEMN, MO3BOMNSOLUNX:

1) noameHATb hannbl obpasa sapa vmlinuz-* n 06pa3oB BpeMeHHOW (hansioBon cucre-

Mbl Ha4YanbHOM 3arpy3kn /boot/initrd.img-* (B criy4yae oTCyTCTBUS SIBHOW Heobxoam-

MOCTW OBHOBIEHNS OTAENbHbIX KOMMNOHEHTOB, BXOASALLMX B cOCcTaB obpasa), HaxoasLmnecs

B KaTanore /boot, hannbl Mmogyneun sapa, Haxogsawueca B katanore /lib/modules, n

npoyne dannsl, BXogsuwme B coctaB nsgenmsa nnmn ctopoHHero Mo;

2) cTtaTtuyeckn Unn gUHaMU4eCcKkn M3MeHsSITb Tabnuuy CUCTEMHbIX BbI3OBOB U NOMSA CTPYK-

Typbl TUNa security_operations N UHLIX CTPYKTYP TUMNA *security*;

3) nepeonpenensTtb OCHOBHOWM npouecc OoC B KOHUrypaumoH-

HOM danne 3arpysduka n3penus nytem YyCTaHOBKM napameTpa

init=<noyHHNE_NOyTb_K MHCIOJIHAEMOMY_Janiny>,

4) N3MEHATb NapameTpbl ayTeHTUduKaumm B KOHUrypauuoHHbix ¢annax PAM-

cLeHapueB, HaxoadaLWmMxXca B KaTanore /etc/pam.d, pe3ynsraTomM Yero MOXeT ABNATbCA

CHWXEeHNe YCTaHOBMNEHHOMO YPOBHS AOBEPUS K pesynbrataM naeHTMduKaumm n ayteHTu-

dukaumm (no NMOCT P 58833-2020);

5) yctaHaBnuBaTb nogrpykaemble Moaynu ayteHTudukaumm (PAM-moaynu), onpeaens-

lowne MmaHaaTHbele atpubyThbl ceccumn nonb3oBaTensa ¢ ucnonb3oBaHneM yHkunn API

onbnmnotekn libparsec-mac nogcuctembl 6e3onacHoctn PARSEC, nmeHa KoTopbix

HauYnHalTCH C NPeUKCOB mac_set_, parsec_ uUnu pdp_;

6) ycraHaBnueatb PAM-moaynu, onpegenswowme npmsunernm PARSEC ceccun nosnb-

3oBaTens ¢ ucnonb3oBaHnem yHkumn APl 6ubnmotekn libparsec-cap NoACUCTEMbI

6esonacHocTn PARSEC, nmeHa KoTopbiX Ha4yMHaloTCsa ¢ NpedunKCoB mcap UMW parsec_

7) ycTaHaBnuBaTb UHTEPNPETATOPbl KOMaH, 3aMeHSLMe NHTepnpeTaTopbl, BXoAsALNe

B cocTaB mnsgenus (bash, dash, PHP, Perl, Python, TCL, Ruby);

8) nonyyaTb AocTyn K namaTtu gpyrux npoueccos N0 ¢ ncnonb3oBaHMeEM NpuBUnerum

CAP_SYS_PTRACE 1 CUCTEMHOrO BbI30Ba ptrace;
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9) M3MEHATb CUCTEMHOE BPeEMS (ECINN HANM4YMe BO3MOXHOCTEN NO M3MEHEHNIO BPEMEHM

He NpegyCcMOTPEHO (PYHKUMOHarbHbIM HadHadeHuem M0O);

10) AnHaMmmnyeckn n3MeHaTb cermeHT koga gapa OC u ncnonb3oBaTb HEIKCMOPTUPYEMbIE

cumBonebl agpa OC;

11) ocywecTBnATb JOCTYN K panny ctl dpannoson cucteMbl parsecfs nocpencTsomM

CUCTEMHOrO Bbl30Ba ioctl, MUHYSA cucTeMHble yHKunn API-6nbnuoTek libparsec—*.

17.3.2. Ona MO, dyHkumoHnpytowero B cpeae OC, fomkHbl cobntogaTtbes crneayrouime
YCNOBMUS:

1) HeobxoQMMOCTb U KOPPEKTHOCTb ucnonb3oBaHus B 1O npuBuneruin agMmMHMCTpaTopa,

NpuKNagHoro nporpaMmmHoro nHtepdenca nogcucremsl 6esonacHoctn PARSEC, mangat-

HbIX NpMBMNErMn, OyHKLMOHNPOBaHMS B NPOCTPAHCTBE siApa UM TOMNbKO Ha BbICOKOM

YPOBHE L€NOCTHOCTU AOMKHbI ObiTb 000CHOBAHbLI B 4OKYMEHTauun Ha gaHHoe [10;

2) pna MO, ncnonbkayowero moaynb wsgi_mod anga Apache ns coctaBa usgenus, B

AOKyMeHTaumn paspabotyuka MO gormkeH ObITb onpegeneH nepeyeHs cueHapues paboThl

mMoayna wsgi_mod. Npu 3TOM OOMKHbI BbITb MCKMOYEHBI CLEeHapum paboTbl wsgi_mod B

pexunmax, npegycMmatpmBaromx paboTy BHE KOHTEKCTA NOMb3oBaTeENS M U3MEHSOLLNX

npouecc ayTeHTuduKaumn.

17.3.3. lNpun ncnonb3oBaHMM 3aWmULLEHHOIO cepBepa nevyaTtm u3 coctaBa usgenus ycra-
HOBKa W MCMNOMNb30BaHME anbTEPHATMBHLIX CEPBEPOB NevYaTn A0SMKHbI ObiTb MCKIMHOYEHbI.

17.3.4. Ipun ncnonb3oBaHUM MexaHM3Ma MaH4aTHOro ynpaBsieHUst 4OCTYNOM AOMOMHU-
TenbHO OOMKHbI cobnoaaTbca crneaytoume ycrnoBus:

1) MO npu obpaboTke 3anpocoB nonb3oBaTenen He AOSMKHO B3aMMOLEWCTBOBATbL C

3awmweHHon CYB[ n3 coctaBa u3genust OT MMEHU NOSb3oBaTeNs C NpUBUIIErNAMM

PARSEC_CAP_SETMAC 1 PARSEC_CAP_CHMAC, NO3BOSIAOWMMN U3MEHATL MaHOaTHbIE

aTpubyThl 3awwmiLiaembix obbektoB B CYB[;

2) MO, copepxallee ceteBble cnyxbbl (Nporpammbl, obpabaTbiBatoLme 3anpochl NOb30-

BaTenen ¢ npumeHeHnem npotokonos cteka TCP/IP), koTopble MCnonb3yoT NpUBUIErnn

(PARSEC_CAP_SETMAC, PARSEC_CAP_CHMAC u PARSEC_CAP_PRIV_SOCK) n npuknag-

HOW NporpamMMHbIi nHTepdenc nogcnctemsl 6esonacHocTn PARSEC n3 coctaBa nsgenus,

OOSTHKHO NPONTU CePTUDUKALIMOHHBbIE NCCEA0BaHNSA, NOATBEPXKAAIOLWMNE KOPPEKTHOCTb

peanu3aumm ykasaHHbIX Cryxo;

3) nporpamMMHbIN KOMNOHeHT RabbitMQ He npumeHaTb Npu ogHoBpemeHHoM 0bpaboT-

Ke AaHHbIX C pasfnYHbIMU YPOBHAMM KOHMAeHUmnanbHocTn nmbo ans obecnevyeHns

B3aMMOOENCTBMS NPOLIECCOB C PasfnMYHbIMN YPOBHAMU OOCTYNA;

4) MO, obpabaTbiBatOLee OAHOBPEMEHHO AaHHbIE C Pa3NUYHBIMU YPOBHAMU KOHMOEH-

UnaribHOCTH, HE OOJTXKHO UCMOJIb30BaTb NMporpaMmMHbIE NMaKeThl Erlang.
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17.4. YcnoBuAa UCKNOYEHUA CKPbITbIX KaHanoB

Bonpocbl UCKIYeHUsT CKPbITbIX KaHarnoB AOMKHbI paccMaTpuBaTbCs NpU NOCTPOEHUN UH-
opmMauUNOoHHbIX cucTem, obpabaTbiBatoLLMX MHPOPMALIMIO, COAEPXKaLLYIO rOCY4apCTBEHHYIO TalHy,
1 MOTyT paccMaTpmBaTbCs NpU NOCTPOEHMN NHOPMALIMOHHBIX CUCTEM, obpabaTbiBaoLnX NHGOP-
MaLuuio OrpaHUYEeHHOro A40CTYNa, He COAEPXKaLLYHO rocyAapCTBEHHYO TarHy (KOHMAeHUNansHyo
MHdOpPMaLnIO).

[na MCKNoYeHUs CKPbITbIX KaHanoB (MHAPOPMAaLMOHHLIX MOTOKOB) NPWU 3aLiuTe OT Yrpo3bl
LIENOCTHOCTH UH(OPMAaLIMK UCTONb3YeTCsl MaHAATHBIA KOHTPOMb LenocTHocTH (cm. [4.9), koTopbii
B YCNOBUSIX YCTAHOBMEHHbIX B KOMMNbIOTEPHOW CUCTEME YPOBHEN LENOCTHOCTU (YPOBHEWN O0BEPUS)
obecrnevnBaeT HEBO3MOXHOCTb 3anucu oTnpaBuTeNeM C HU3KUM YPOBHEM OBEPUSA MHpopMaLmm
B 00beKTbl C 6ornee BbICOKMM YPOBHEM JOBEPUS.

[ns ncknoyeHns BO3MOXHOCTM UCMONb30BaHUA OTNpasuTenem u nony4varenem obuue-
ro 6ydpepa obmeHa B OC obecneunBaeTca nsonauns npoueccos (CMm. B COBOKYMHOCTU C
O4MCTKOW oBnacTel onepaTMBHOWM NaMsiTv nNpu oceoboxaeHun unu BoiaeneHnn (cm. [8.1), a Takke
obecrneyveHne 3anycka NpoLeccoB B 3aMKHYTOW OTHOCUTENBHO OCTalbHbIX MPOLLECCOB cpeae no
namsaTun, B YaCTHOCTK, ucnonb3oBaHne Knock-2 (cm. n Xephyr B rpadnyeckon nogcucreme,
obecneumBatoLmx nsonsaumo bycdepa obmeHa.

[ns ncknoyeHns BO3MOXHOCTM 3anycka nporpamMm, He ydacTByoLWmMX B npouecce obpa-
00TKM MHOPMaUUK, AOMKEH ObiTb aKTUBMPOBAH MEXaHU3M 3aMKHYTOW NporpaMMHON cpeabl
HaCTPOeH Ans paboTbl B LUTATHOM pexume.

Taknm o6pasom, yCrnoBUAMU UCKINIOYEHUS] CKPbITbIX KaHaroB SBNSETCHA peanu3yemasi
OC nonuTtuka AMCKPELIMOHHOTO YNpaBrneHust 4OCTynoM (cM. pa3sgen [3), MaHgaTHoOro ynpasneHust
[OCTYNOM Y MaHAATHOTO KOHTPONS LeriocTHoCcTU (cM. pasaen [4)), koTopas siBnsietcst HeoTbemre-
MOW YacTblo mogenu nonutmkn 6esonacHocTn OC. C yyeToM ykasaHHbIX YCNOBUIM SKCnyataumm
CKpbITble KaHanbl No NamsaTv He MOryT ObiTb peann3oBaHbl, a N0 BPEMEHU KpanHe 3aTpyaHe-
Hbl, T.€. UMEIOT HU3KME NMPOMYCKHYIO CNOCOBHOCTb U BEPOSTHOCTb BO3HUKHOBEHUS YCNOBUIA A5

peanusaumu.
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NMEPEYEHb COKPALLEHUA

B — 6a3a AaHHbIX

EMM — eguMHoe npocTpaHCTBO Nonb3oBaTenemn

KC3 — komnnekc cpeacts 3awmTbl

MKL|, — mMaHgaTHbIA KOHTPOMb LEefTOCTHOCTU

HCl — HeCaHKUMOHWPOBAHHbLIN OOCTYnN

OoC — onepauuoHHasa cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition»
no — nporpamMmmHoe obecneveHne

MPO — npaBuna pasrpaHuyeHust JocTyna

CBT — cpenctBo BbIMUCINTESNTBHOM TEXHUKM

C3MN — cpeacTBa 3awWwmuThbl MHGOPMaLUK

C39C — ceTteBas 3awumuieHHasa dannosasi cuctema

ClMNO — cneumanbHoe nporpaMmmHoe obecneveHne

CYB — cuctema ynpasneHus 6azamu gaHHbIX

oC — dhannosas cuctema

arn — 3neKTpoHHasa nognucek (B cootBeTcTBUM € Ne 63-3 ot 06.04.2011)

OUl  — anekTpoHHas umdposas noanuce (B cootBetcTBumM ¢ TOCT P 34.10-2012)

ACL — Access Control List (cnncok koHTpons goctyna)

ALD — Astra Linux Directory (eanHoe npocTpaHCTBO NOfb30BaTeNen)

BIND — Berkley Internet Name Domain (cnyx6a 4OMeHHbIX UMeH B ceTu NIHTepHET)

CCR — Container Clearance Required (aTpnbyT cnocoba foctyna K cogep>XumMoMy KOHTenHepa

B pamKax MaHAaTHOro ynpaereHust 4OCTYNoMm)

CIFS — Common Internet File System (o6wwnin npoTokon goctyna k havnam VHTepHeT)
DAC — Discretionary Access Control (auckpeunoHHoe ynpasneHne SOCTYrNoM)

DNS — Domain Name System (cuctema JOMEHHbLIX UMEH)

FTP  — File Transfer Protocol (npoTtokon nepeaayun cannos)

GID — Group ldentifier (ngeHTUdUKaTOpP rpynnbl)

IP — Internet Protocol (mexceTteBor npoToKon)

IPC — InterProcess Communication (MexnpoLeccHoe B3auMoaeNCTBue)

LDAP — Lightweight Directory Access Protocol (fnierkoBecHbIi NpOTOKOS AOCTyNa K cepBucam

KaTarnoros)
MAC — Mandatory Access Control (MaHgaTHOe ynpasneHue AoCTyrnoMm)
NFS — Network File System (ceteBas ¢hannosas cucrema)

NIS  — Network Information Service (ceteBast nHpopmaumoHHas cnyx6a)
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PAM
PID

RSA
SMB
SQL
TCP
UDP
uiD
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— Name Service Switch (cnyx6a ans opraHmsaumm yHUULMPOBAHHOIO OOCTyNa K UH-
dopMauumn 0 nonb3oBaTensx, rpynnax, CeTeBbIX MMeHax, cnytax 1 T.n. Ha OCHOBE
KOH(pUrypaumm pasnmyHbiX UCTOYHMKOB, TakMX Kak: NokarnbHble dannbl, pasfimyHble
cpeactBa ceteBon naeHtudukauum (DNS, NIS), a Takke LDAP)

— Pluggable Authentication Modules (nogkntovyaemblie MOAynn ayTeHTUdMKALNN)

— Process Identifier (ngeHTudmkaTop npouecca)

— Rivest Shamir Adelman (anropuTm No cxeme OTKPLITOro Knro4a)

— Server Message Block (6nok coobuieHunn cepsepa)

— Structured Query Language (s3bIK CTPYKTYPMPOBaAHHbIX 3anpocoB)

— Transmission Control Protocol (npoTokon nepegayn gaHHbIX)

— User Datagram Protocol (npotokon ynpaBneHusa nepegaden gaHHbIX)

— User Identifier (ngeHTudunkaTop nonb3oBartens)
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Jlnct pernctpaunn nameHeHun

Homepa nnctoB (cTpaHuu) Beero Bxoasawmm
HOoMep conpo-
N3m fmcTos Howmep BoaguTenbHoro |Mognuck| Odata
N3MEHEH- 3aMeHeH- HOBBIX aHHyJ'lMpO- (CTpaHV”J,) B ,D,OKyMeHTa
HbIX HbIX BaHHBIX | nokymeHTe AOKymeHTa
v narta
1 Boe PYCB.02-23

ot 20.03.2023
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