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AHHOTALUA

HacToswmn gOKyMeHT aBnsieTca NepBoOM YacTblo PYKOBOLCTBA MO KOMMSEKCY CPeacTs
3awmThl (KC3) onepauynoHHOM cucTembl cneuunanbHoro HasHadeHus «Astra Linux Special Edition»
PYCB.10152-02 (ganee no tekcty — OC).

[loKyMeHT npegHasHaveH onst agMMHUCTpaTopoB 6e3onacHOCTH.

PykoBoacteo no KC3 cocTouT 13 AByx YacTemu:

- PYCB.10152-02 97 01-1 «OnepaunoHHas cmctema cneumanbHOro HasHadyeHuns «Astra

Linux Special Edition». PykoBoactso no KC3. Yactb 1»;

- PYCB.10152-02 97 01-2 «OnepaumoHHasa cuctema crneumnanbHoro HasHavyeHnsa «Astra

Linux Special Edition». PykoBoacteo no KC3. YacTtb 2».

B nepson yactu pykoBoacTBa npuseaeHbl obwme ceegeHus o KC3, paccMOTpeHbl UAEHTU-
dukaums n ayteHTUduKaums, ANCKpeLMoHHOe N MaHaaTHoe ynpasneHne 4oCcTynoMm, 3awuTa na-
MSATW, N30NSALMS NPOLIECCOB, 3aluMTa cpeabl BUpTyanusaunm, MapkupoBka AOKYMEHTOB, KOHTPOSb
NOAKMIOYEHUS] CbEMHBIX MALUMHHbIX HOCUTENen NHopMaLUuK, conocTaBneHmne nonb3oBaTens ¢
YCTPOMCTBOM, permcrtpaums cobbitnn 6e3onacHoCTu, HagexXHoe PyHKLMOHUPOBaHue, punstpa-
LS CETEBOro MOTOKA, KOHTPOIb LEENOCTHOCTU, reHepaumsa KC3, pexxum orpaHn4eHns 4enctaeum
nonb3oBaTtensa Knock-2, a Takke nopsgok 3anycka n npumeHenus OC.

[ononHuTtenbHaa MHdopMaumsa O HacCTPOMKE KOMMOHEHTOB U yrpaBfieHUM Nporpamm-
HbIMW NakeTamn, a Takke BapuaHTbl peanusaumm OoTAENbHbIX peLleHnit ¢ ucnonb3osaHnem OC
npmBeaeHbl Ha oduumanbHOM cante https://wiki.astralinux. rul

Bo BTOpOWM Yactn pykoBoacTBa npueeneHo onucaHue tectoB KC3.
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1. OBLLME CBEOAEHUA

KC3 (nogcuctema 6e3onacHoctn PARSEC) npeaHasHayveH ans peanusaumm gyHkunn OC

no 3awute nHgopmauuun ot HC n npegoctaBneHna agMnuHucTpaTopy 6esonacHoctu nHgopma-

LUuKn cpeacTts ynpasneHnsa yHkumoHmposaHuem KC3.

BHUMAHMUE! Mocne yctaHoBkn OC MHTEPAKTMBHBIVA BXO4 B CUCTEMY Cyneprnonib3oBarTens

root Mo ymon4yaHuio 3abnokupoBaH. Co3aaBaemblli NPU yCTAHOBKE OnepauvoHHON CUCTEMBbI

nonb3oBaTenb BKMNoYaeTcsd B rpynny astra-admin. lNonb3oBaTensam, Bxogawmm B Ha3BaHHYHIO

rpynny, Yepes MexaHu3am sudo NpeaoCcTaBnsaloTCs NpaBa Ans BbINOMHEHWUS AeNCTBUI NO HACTPOViKe

OC, Tpebytounx npmusunernn cynepnonb3oBaTens root. [lanee no TEKCTy Takow Nonb3oBaTesb

MMeHYyeTCA agMUHUCTPAaTOPOM.

1.1. CocTtaB KC3

B coctaB KC3 BxogaT cnegytowmne 0CHOBHbIE MOACUCTEMBI:

mMoaynu nogcuctemol 6e3onacHoctn PARSEC, Bxogsawume B coctas sigpa OC;
onobnmoTteku;

yTUNUTBLI 6e30NacHOCTY;

noacucTema npoTOKONMPOBaHUA (pernctpaummn);

Moaynun ayTeHTudmkauuu;

rpadoumyeckas noacmcrema,;

KOHCOMbHbIN BXO4 B CUCTEMY;

cpeacTBa KOHTPONS LENOCTHOCTMU;

CpeacTBa BOCCTAHOBIEHWS;

cpefcTBa pasrpaHNYeHns 4ocTyna K BUpTyanbHbIM MawmHam; "

cpeacTea pasrpaHndeHnda aoctyna K nogkno4vyaemMblM yCTpOIZCTBaM.

1.2. KoHTponupyembie hyHKLUMN

KC3 obecneunBaet peanusaumio cnegyowmx dpyHkunn OC no 3awmrte nHgpopmMaumm ot

HCA:

NAEHTUUKALMNIO N ayTEHTUDUKALWIO;
[AVCKPELIMOHHOE yrpaBreHne AOCTYMNoM;
MaHaTHoe yrnpaBreHue AOCTYMNoM;
perncTpauuio cobbITuii 6e30NacHOCTY;
orpaHvyeHne nporpaMmMHoN cpeasbl;
N30NSALMI0 NPOLIECCOB;

3aluMTy NamMsaTy;

) inst npoueccopoBs, NoAAePKMBAIOLLIMX TEXHOMOMVIO BUPTYanu3auum.
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KOHTPOIb LEMNOCTHOCTHU;

obecneyeHne HagexXHoro PyHKLUNOHMPOBAHUS;

unbTpauno ceTeBoro NoTokKa;

MapKUPOBKY [OKYMEHTOB;

3almTy cpeabl BupTyanusauum;’

KOHTPOSTb NOAKIMIOYEHUSA ChbeMHbIX MaLLMHHbIX HOCUTENen nHdopmaummn (3awmTy BeBoga-
BbIBOAA Ha OTYYXXAaeMblin PU3NYECKUI HOCUTENDb MHpOPMaLnN).
Peanunsauunsa nepeyncneHHbix Bbile OYHKLMIA OCHOBAHA Ha CreayrLmx OCHOBHbIX NOSo-

XKEHUsIX:
1) € KaxgblM Nonb3oBaTenem CUCTEMbI CBA3AH YHUKANbHbIA YUCEHHBIN MOAEHTUMKATOP
— nageHtudukatop nonbsosarens (UID), koTopbi ABRSIETCA KITHOYOM K COOTBETCTBYIOLLEN
3anucu B B[l nonb3oBartenen, cogepxawen MHopmMaumo O nonb3oBaTendax, BKo4as
NX pearbHble U cUCTEMHbIE UMeHa. B[]l nonb3oBaTenen nogaepXxmBaeTcs u ynpaesnseT-
cqa cucTteMHbIM agMmuHucTpatopom. UID asnsaetcsa spnblkoM cybbekTa (HOMUHAsbHbIN
CcybbeKT), KOTOpPbIM CUCTEMA NONb3yeTCs AN onpeaeneHus npaes goctyna. b1 nonb3o-
BaTenen B OC MoXeT ObITb Kak nokanbHOM AN CUCTEMBbI, Tak U ABNATbcsA YacTtbio ENMM,
dyHKLMOHMpPYOLEero Ha ocHoBe npoTtokora LDAP;
2) Kaxabll Nonb3oBaTefb BXOAUT B OA4HY unu 6onee rpynn. pynna — 3To CAMCOK NOMb30-
BaTenen cuctemsbl, Metowmnn cobecteeHHbI naeHTudgmkarop (GID). MNMockonbky rpynna
00beanHSET HECKOMNbKO NONb30BaTeNien CUCTEMbI, B TEPMUHAX NONUTUKM 6e30nacHOCTM
OHa COOTBETCTBYET MOHATUIO K MHOXECTBEHHbIN cybbekT». GID saBnsercsa apsblikoM MHO-
XKECTBEHHOro cybbekTa, KOTOpbIX Y HOMUHANbLHOMO CyObekTa MOXeT OblTb Bonee ogHoro.
Takum o6pasom, ogHomy UID cootBetcTByeT cnmncok GID;
3) ponb gencTeuTenbHOro (paboTarLwero ¢ CyWHOCTAMM) cybbekTa nrpaeT npouecc.
KaxxgomMy npoueccy npucsaveaeTtcs eguHcTBeHHbIN UID, asnstowmunca ngeHtngukaTtopom
3anycTuMBLUEro NpoLecc HoMMHanNbLHOro cybbLekTa, T. €. nonb3oBaTens. [pouecc, Nopox-
OEHHbIN HEKOTOPbIM NpoLeccoM nonb3osaTend, Hacneayet UID poguTtenbckoro npouecca.
Takum obpa3om, BCce NPOLIECCHI, 3anyckaeMble Nonb3oBaTeneM, UMeKT ero naeHTuduka-
Top. Bce npouecchl, npuHaanexawme nonb3oBaTento, 06pasyroT ceaHC nonb3oBaTtens.
MepBbIN Npouecc ceaHca NoNb3oBaTeNsa NOPOXAAETCA NOCHE NPOXOXKAEHUSA npoueayp
noeHTudukauum n ayteHtndpukaumn. MNpn obpalleHnn npouecca K CyLHOCTU OOCTynN
npeaocTaBnseTca no pesynsratam npoueaypbl aBTopusaumu, T.e. 06paboTkm 3anpoca Ha
OCHOBE MaHAaTHbIX N anckpeunoHHbix MNPL;
4) mexanuam NP peanusoBaH B agpe OC, yto obecneunBaet ero npaBunbHoe yHKLNO-

HMPOBaHMWE NpU NCMONb30BaHUN NOGbLIX KOMNOHEHTOB, NpegocTasnsieMbix OC. Peanusa-

) inst npoueccopoBs, NoAAePKMBAIOLLIMX TEXHOMOMVIO BUPTYanu3auum.
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LUMs MaHOATHOrO yrnpaBeHus AOCTYMNOM 3aTparMBaeTt Bce NoacucTeMbl 94pa, B KOTOPbIX
peanM3oBaHO ANCKPELMOHHOE yrpaBreHne goctynoMm. [Npu atom oba Bnaa ynpasneHus
AOCTYNOM OYHKUMOHUPYIOT NapannenibHo, He BNUASA Ha NPUHATUE peLueHnA Opyr apyra
(HenpoTuBOpPEYNBOCTL). [1OCTYN pa3peluaeTcs B TOM Ciyyae, eCfiv OH BO3MOXEH OTHO-
CUTENbHO AUCKPEeUMOHHbIX U MaHaaTHbIX [NPL. 3anpelwaetcs B cnyvae, ecnu gOCTyn

3anpeLleH OTHOCUTENbHO NBOro N3 MexaHM3MoB.
1.3. CpeactBa opranusauum ENMM

Opranusaumsa ElMM obecne4ymBaer:

- CKBO3HYIO ayTEeHTMdUKaLUUIO B CETY;

- LUeHTpanusaumio xpaHeHnsa nHgpopmaumm ob okpy>keHun nonb3oBaTenem;

- LeHTpanusauuio XxpaHeHus HacTpPoek CUCTEMbI 3almTbl MH(bopMaLmMm Ha cepBepe.

CeTteBas ayTeHTU(MKaAUUA M LeHTpanM3aunsa XxpaHeHns nHgopmMaumm ob OKpy>xeHuu
nonb3oBaTtens nogpasyMeBaeT UCNONb30BaHNE ABYX OCHOBHbIX MEXaHW3MOB: NOAAEPXKKN KPOCC-
nnaTopMeHHbIX CepBEPHbLIX NpuUnoxeHnn onsa obecnevyeHns 6esonacHoctn (NSS) n nogrpyxae-
MbIX ayTeHTUdUKaUMOHHbIX Mogyrnen (PAM). CkBo3Has ayTeHTUukauusa B ceTu peanuasyercs Ha
OocHOBe npoTtokona Kerberos ¢ ncnone3oBaHmem cny6bl katanoros LDAP B kauecTBe MCTOYHUKA
AaHHbIX Ans 6a30BbIX CUCTEMHBIX Cry>6 Ha 6a3e mexaHnamoB NSS 1 PAM. MNogo6HbIM noaxon
obecneunBaeT LeHTpanMsaumo XpaHeHust Hopmaumm ob oKpyXeHun nosb3oBaTenen (B TOM
yucne npegHasHavyeHHyo ansa obecneyeHns MaHgaTHOrO yrnpaBneHns 4OCTYNOM):

- CYLLeCTBYylOLME B CUCTEME YPOBHU N KaTeropmm KOHMAEHUManbHOCTH;

- MUHMManbHbIE 1 MakCUMarbHble YPOBHU KOHPUOEHUNAbHOCTU, AOCTYNHbIE NOMb30Ba-

Tensm nNpu BXo4e B CUCTEMY;

- MUHUMarsbHbIe U MakcuMarnbHble Habopbl KaTeropmum KOHUAEHLMaNbLHOCTN, OCTYMNHbIE

nonb3oBaTensiM Npu BXoA4e B CUCTEMY;

- YrieHbl NPUBUIIENMPOBAHHBIX FPYNM, KOTopble MOryT nony4datb u3 Bl cnyx6bl katanoros

LDAP onpeneneHHyto MHpopmMaumio o nons3oBartensx.

Kpome Toro, ¢ ncnonb3osaHnem C3®dC CIFS obecneyeHo LeHTpann3oBaHHOE XpaHeHune
AOMaLLHMX KaTanoros nofnb3oBaTenen.

[Onsa cHwkeHna Harpysku Ha ceTb U MnoBblWeHna npomnssoguternbHocTu B ENMM moxet
NPUMEHSTLCS KI3LWMPOBAHNE peaKo U3MEHAEMON NHOPpMaLMN B JIOKANIbHOM KaLLe.

BHUMAHMUE! 3ameHeHHas Ha cepBepe MHGOopMaLMst MOXET NONacTb B flOKalbHbIN K3LU
C 3a1E€PXKKON.

Bbonee nogpobHoe onucaxue ElNMM npueeaeHo B PYCBH.10152-02 95 01-1 «OnepaunoHHas
cucTema cneumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBoacTteo agmuHucTparopa.

YacTtb 1».
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2. VDEHTU®UKALUA U AYTEHTUDOUKALIUA

OyHKUMA naeHTupukaumm n ayteHtTudpumnkaumm nonb3osarenen B OC ocHOBbIBaeTCs Ha
ncnonb3oBaHnn MexaHnama PAM.

PAM npegctaBnatoT cobon Habop pasgensiembix 6ubnuotek (T.H. Moaynewn), ¢ nNomo-
LLIbKO KOTOPbIX CUCTEMHbBIN aAMUHUCTPATOP MOXET OpraHM3oBaTh npoueaypy ayTeHTudumkaumm
(noaTBepxgeHue NOANUHHOCTM) Nonb3oBaTenen NpuUkNagHbIMUM NporpammamMu. Kaxasin moayrib
peanu3yet CO6CTBEHHbIN MexaHU3M ayTeHTudukaumm. IameHsist Habop 1 nopagok cregoBaHus
MOAYIeNn, MOXHO NOCTPOUTbL CLEHapUn ayTeHTUdUKaLmu.

Mopo6HbIN Nogxoa NO3BONAET N3MEHATL NpoLenypy ayTeHTudukaumm 6e3 nameHeHns
NCXOOHOro Koda u NOBTOPHOro kKoMmnunuposaHna PAM.

CueHapum ayTeHTUMKaUuMK (T. e. paboTa 3aTUX (PYHKLMI) ONMUChIBAKOTCS B KOHAUIYpaLMOH-
HOM panne /etc/pam.conf 1 B page KOHPUrypauMOHHbIX hannos, pacroroXeHHbIX B KaTarnore
/etc/pam.d/. Cama ayTeHTUdMKaUmns BbinonHaeTcs ¢ nomowsio PAM. Moaynu pacnonaratoTcs
B KaTanore /lib/security B BUae AUHaMN4eCKn 3arpyxaemMblX 0ObeKTHbIX hansioB.

Ecnn ETMN He ncnonbsyetcs, ayTeHTUPUKALMA OCYLLECTBAAETCHA C MOMOLLLIO NoKanb-
Hown B[] nonb3oBatenen (dpann /etc/passwd) U nokanbHon B[] nonb3oBaTenbCkMX naponen
(dpann /etc/shadow). [NogpobHy0 MHPOPMALNIO O CTPYKTYpPE 3TUX (hannoB MOXHO NONYYUTb
C NOMOLLbI KOMaHg man 5 passwd M man 5 shadow cooTBeTrcTBeHHO. B OC peanusoBaHa
BO3MOXXHOCTb XpaHeHUs ayTeHTUPUKaLMOHHON MHGOpMaLMK nosib3oBatenemn, nony4YyeHHom ¢
ncnonb3oBaHnem xew-gyHkumi no NOCT P 34.11-2012 (TOCT P 34.11-94).

Mpwn ncnonssosaHuu ENMN ayTeHTUMKaUMs nonb3oBaTenemn ocyLecTBNsaeTca ueHTpanu-
30BaHHO o npotokony Kerberos. [1Ns 3awuTbl ayTEHTUPUKALNOHHON MHPOPMALLMK NO YMOSTHAHWIO
NCnonb3yTcsa oTedecTBeHHble anroputmbl no NOCT 28147-89 n TOCT P 34.11-2012.

B EIMIM B kayecTBe UCTOYHMKA OaHHbBIX AS1S naeHTUmnKaumm n ayteHTuunkawmm nosnb3o-
BaTenen npumeHsaTca cnyxobl katanoros LDAP. B pesynsrate Bca cnyxebHas nHgopmaums
nonb3oBaTenen cetTm MOXET pacnonaratbCa Ha BblAENEeHHOM cepBepe B pacnpenerieHHon retepo-
reHHoun ceTeBon cpeae. [loGaBneHne HOBbIX CETEBbLIX MONb30BaTENEN B 3TOM Criydae npon3Bo-
ANTCA LEHTpann3oBaHHO Ha cepBepe cnyxbbl katanoroB. CeTeBble cnyxObl, NogaepxmsaroLLme
BO3MOXHOCTb ayTeHTudMKauum nonb3osatenen (web, FTP, noyta), MOryT BMeCTO fioKasnbHbIX
y4eTHbIX 3anncemn ncnonb3oBaTtb TOT xe KaTanor LDAP npoBepkun ayTeHTUdMKALMOHHON MHOP-
Maunn. ADMUHUCTPaTOP CETU MOXET LieHTPanun3oBaHHO yNpaenAaTb KOHUrypaunen cetu, B T. 4.
pasrpaHmumMBaTb AOCTYM K CETEBLIM Cry>bam.

Bnarogaps npegoctasneHuto nHgopmauumn LDAP B nepapxuydeckon gpesoBmaHon hopme
pasrpaHudeHne gocTyna B pamkax cryxbbl katanoros LDAP MoxeT 6bITb OCHOBaAHO Ha BBEOEHUN

AOMeHOB. B kayecTBe goMeHa B JaHHOM crlydae OyaeT BbiCTynaTb NOAAEPEBO CMyXXObl KaTa-
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noros LDAP. Cepsucbl LDAP nossonaloT pasrpaHMymBaTb OOCTYN MOSfb3oBaTeNen K pasHbIiM
nogaepeBbaM KaTtanora, Xxotd no ymonyaxHuioo B OC peanuayetcs cxema ogHOro JoMeHa.

[nsa ynpaeneHnsa nonb3oBatensamu, rpynnaMm n HacTporkamm nx aTpnbyToB ncnonb3yeTcs
rpadpudeckast ytunuta £ly-admin-smec. OnncaHme rpadpuyeckon yTunnTbl CM. B 3NEKTPOHHOM
crnpaske.

Ona ynpaeneHus B ALD B pexume KOMaHOHOM CTPOKM WUCMOMb3yeTrcs yTunuta
ald-admin, nogpobHOe onucaHne KoTopon NpuBeaeHo B man ald-admin.

MpnumevaHwune. Npn cosgaHnn nokanbHbIX Nosib3oBaTenen unn nonososarenen ENMM
Heobxoanmo 0bsa3aTenbHO YyCTaHaBNUBATh 4118 HAX AManasoHbl 4ONYCTUMbIX YPOBHEN U KaTeropui
KOHUAEHUMANBHOCTU: MUHMMArbHbIA N MakCUMasibHbIN YPOBHU KOHOMAEHUMANBHOCTU, MUHN-
ManbHbl U MakcUMarbHbI HAaGopbl kKaTeropuii kKoHduaeHUMansHoctu (cM. pasgend). OtcytcTBrE
YCTaHOBMNEHHbIX AOMNYCTUMbIX AMana3oHOB MaHOATHbLIX aTpUOyTOB NPUBOAUT K 3anpeLLeHNo JOCTY-
na npu obpalleHnn K ceTeBbIM CrnyXbam 3aLMLeHHbIX KOMMEKCOB NPOrpaMm rmnepTekCToBON
00paboTKkM AaHHbIX, ANeKTpoHHOW noyThl, CYB[] 1 nevatn.

Mo ymon4yaHuio B cueHapumn /etc/pam.d/common-auth, cogepxatiem obume ans scex
cnyx6 HacTponkM 1 NpegocTasnsoLemM cnyxby anga Bxoga B cuctemy, ncnonbdyetrcad PAM-mogynb
pam_tally.so. [aHHbin PAM-mMoaoynb npu Hayane npouenypbl ayTeHTumkauum nons3osaTens
YyBENUYMBAET CHETUMK HEYCMELLHbIX MOMNbITOK ayTeHTUdMKaLMmM nonb3oBaTens Ha eguHuly. Ymcno
HeyCneLLHbIX NMOMbITOK ayTEHTUMUKALMMN NONb30BaTeNst MOXET ObITb MPOCMOTPEHO CrieaytoLLen
KOMaHOoMn:
faillog -u user_ name

lNocne ycnewHoro 3aBepLUeHUsI MNOMbITKM ayTeHTUUKaummM nonb3oBaTensa CYeTyYuK
HeycneLHbIX MONbITOK ayTeHTUdMKaumm nonb3oBarensa copacbiBaeTcs B HoMb. MakcumaneHoe
YUCIIO HEYCMNELLHbIX MONbITOK ayTeHTUdMKaLmMmn nonb3oBartens onpeagensierca ytunuton faillog
N 3Ha4YeHNAMM napameTpoB deny U per_user:
auth [success=ignore default=die] pam tally.so per_user deny=10

Mcnonb3oBaHue napaMeTpa per_user O3HAYyaeT, YTo Npu ycTaHoBKe yTunuton faillog
MaKCUManbHOro 3Ha4YeHUs HeyCneLHbIX NOMbITOK ayTeHTUdMKauumn Ans nonb3osaTens, He pas-
Horo 0, NPMMEHSAEeTCA yKasaHHOe 3HayeHue. MHadye npumeHdaeTcs 3HadeHue, onpegensemMmoe
napameTpom deny. [1pn OTCYTCTBMM YCTAHOBIIEHHOIO NapamMeTpa per_user UCMNOSb3yeTcH 3Ha-
YyeHue napameTpa deny.

[ns cbpoca cyeTymka HeycneLHbIX NOMnbITOK ayTeHTUMKaLNN HEOOXOANMO BbINOMHUTL
cnenyroLLyro KomaHay:
faillog -r -u user_ name

bonee nogpobHoe onucaHne cMm. B pykoBoACTBE man Ha faillog M pam tally.
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3. ACKPELUMOHHOE YNPABJIEHUE OOCTYINOM

3.1. Obwme cBegeHun

B OC peanusoBaH mexaHun3m anckpeunoHHblx MPL nmeHoBaHHbIX Cy6beKTOB (Mosib3oBa-
Tenemn) K UIMEHOBaHHbIM CYLLHOCTAM. Peanmsauunsa mexaHnama guckpeumoHHbix MNP o6ecneunBaet
Hanuune 4Ns Kaxgown napbl (Cy6beKT-CyLLHOCTb) SBHOE U HeBYCMbICIIEHHOE NepeyncrneHmne pas-
peLLEeHHbIX TMNOB AOCTyNa.

[vckpeunoHHoe yrpaBrneHne OCTYNOM NPUMEHSETCH K KaXXOO0W CYLLHOCTU U KaXXaoMy
CyObeKTY 1 3aKntoyaeTcs B TOM, YTO Ha 3aliuLiaemMble MMEHOBAHHbIE CYLLHOCTW YyCTaHaBNMBAOTCS
(aBTOMaTUYECKM Npu ux cosgaHum) 6asosbie P B BMae MaeHTMOMKATOPOB HOMUHAMNbHbLIX
cybwekToB (UID n GID), koTopble BnpaBe pacnopsKatbCs 4OCTYNOM K AaHHOW CYLLIHOCTU, U NpaB
AocTtyna K cywHoctn. Onpegensotca Tpyu BUaa goctyna: yYteHue (read, r), 3anuck (write, w)
n ncnonHeHne (execution, x). NMpaBa [ocTyna BKMOYAKOT CNUCOK (BUTOBYO MacKy) U3 OeBATU
MyHKTOB: MO TPy BMAA AOCTyNa A8 Tpex KrnaccoB — Nornb3oBaTtens-srnagensua, rpynnbl-snagensua
N Bcex ocTanbHbiX. Kaxabin MyHKT B 3TOM Cnncke MoXeT bbITb b0 paspelueH, nnbo 3anpeLleH
(paBeH 1 unu 0).

Mpn obpalleHnn npoLecca K CyLWHOCTM (C 3anpocoM [OCTyna onpefeneHHoro suaa,
T.€. Ha YTeHWe, 3anuUcb NN UCMNOSIHEHNE) CUCTEMA NPOBEPSIET CoBNageHNe NaeHTMPNKaToOpOB
BnagernbLeB npolecca 1 Bnagernsues danna B onpegerneHHoM nopsiake, v, B 3aBUCUMOCTU OT
pesynbrata, NPUMEHSIET TY UM UHYIO rPYnny npas.

lMpaBa goctyna CywHOCTH, ABNAOLWENCa annoBbiM 0OGbEKTOM, MOTYT ObITb N3MEHEHDI,
€CNnn 3TO paspeLleHo (CaHKUMOHMPOBAHO) TEKYLLMMM NpaBunamMmn pasrpaHnyeHns octyna.

CyLlecTByIOT Takxke crieymanbHble OUTbl, Takne Kak:

- SUID (Set User ID) — 61T cMeHbl naeHTudukaTopa nosb3oBarens;

- SGID (Set Group ID) — 6MT cmeHbl naeHTUMKaTopa rpynnbl;

- Sticky — onpegensert Bnagernbua CyLHOCTEN B KaTanore.

Korga nonb3oBarternb Unun npouecc 3anyckaeT UCNOoNHAeMbl hann ¢ ogHUM U3 yCTaHOoB-
NEeHHbIX 6UTOB SUID unu SGID, TO hanny BpeEMEHHO Ha3Ha4yarTCcA npasa ero (dawvna) snagenoLa
Unu rpynnsl (B 3aBMCUMOCTM OT TOro, Kakon 6uT 3agaH). Takmm ob6pasom, nonb3oBaTenb MOXET
Aaxe 3anyckaTb pansibl OT MUMEHU cynepnosib3oBaTens.

KaTanor ¢ yctaHOBMeHHbIM Sticky-OUTOM O3HAYaeT, YTo yaanuTb ann U3 3Toro KaTa-
niora MOXeT TOfbKO Briagenew canna unu cynepnonb3oBatens. [Jpyrne nonb3oBaTeny nuwarTcs
npaBa yoanaTte dannbl. YCTaHOBUTb Sticky-OUT B KaTanore MOXHO TOSMbKO OT MMEHW cynep-
nonb3oBaTens ¢ UCMNorib3oBaHNWEM MexaHn3aMma sudo. Sticky-bUT kaTanora ocraeTcs 4o Tex nop,
noka Brageney, katanora unm cynepnornb3oBaTtesib He yaanuT Katanor SBHO UK HE U3MEHUT

npaBa goctyna. Bnageney MoxeT yaanutb Sticky-6UT, HO HE MOXET €ro yCTaHOBUTb.
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HononHutenbHo B OC mexaHn3mMoM guckpeunoHHblx MNP nogaepxmBatoTcst CNUCKU KOH-
Tpons poctyna ACL (Access Control List), peannsoBaHHble Ha OCHOBE pacLlUMpPEHHbIX aTpubyToB
dannosbix cuctem. C ncnonbzoaHnem ACL MOXHO OOMOMHUTESNBHO AN KaXOoW CYLHOCTU
3agaBatb NpaBa Ha AOCTYN CyObEeKTOB K HEN.

ACL coctouT M3 Habopa 3anucen. lNpaBa goctyna K CyWHOCTU ANs Nonb3oBaTens-
BnagenbLa, rpynnbl-Bnagensya u BceX ocTasibHbIX MMEKT COOTBETCTBYIOLLIEE NpeacTaBneHme
B ACL B Bnae otgenbHbix 3anucen. ACL, cootBetcTBytowmn 6asosbiM MNPL, HasbiBaeTcs MUHK-
manbHbiM ACL. Takum o6pas3om, Kakgon CyLHOCTM BCerga conoctaBnsaeTcs MmHumManbHbin ACL,
BKIOMaOLLNA TpU 3annucun: AN nonb3oBartensa-snagensua, rpynnbl-BnagensLa n Bcex oCTarbHbIX.
MpaBa goctyna onsa AONOSTHUTENbHbBIX CYyObLEKTOB OonpeaensoTcs B JOMNOMHUTENbHbIX 3anncsx
ACL.

ACL, Bknovatowmn bonee Tpex 3anncen, HasbiBaetcst pacwmpeHHbiM ACL. OH gononHum-
TENbHO COAEPXUT 3anucb ANs Macku AOCTyna u Habop 3anucen AN UMeHOBaHHbIX MoNb3oBaTenen
N UMEHOBAaHHbIX rpymnn.

B obwem cnyyae ACL BknoYaeT 3anucu crnegyowmx TUnos:

- nonb3oBatenb-Briageney (TEKCTOBOE NPeACTaBIIEHNE: USer : : TWX);

- MMEHOBaHHbIM Nonb3oBaTernb (TEKCTOBOE NpeACTaBleHMe: user :user_name: rwx);

- rpynna-snagesnbua (TeKCTOBOE NpeaCcTaBleHne: group: : rwx);

- MMEeHOBaHHas rpynna (TEKCTOBOE NpeACTaBfIEHME: user : group_name : rwx);

- Macka goctyna (TeKCToBoe npeacTaBneHue: mask: : rwx);

- BCe OcCTarbHble (TEKCTOBOE NpeAcTaBfneHune: other: : rwx).

3anucb Mackn JocTyna UCNonb3yeTcst ANs orpaHNYeHnsa pacnpocTpaHeHns npae gocTtyna
MMEHOBaHHbIX Monb3oBaTernen u rpynn.

B mexaHmame auckpeumoHHbix MNP peanu3oBaHo oTobpakeHne npaB AOCTyna K CyL-
HOCTW, yKa3aHHbIX B OMTOBOW Macke ANs Tpex KnaccoB (nosib3oBaTens-snagensua, rpynnbl-
BnajenbLa 1 BCeX ocTanbHbIX) B cooTBeTCTBYOWME 3anmcn ACL.

Mpn ncnons3oBaHnn MmHnmansHoro ACL:

- nNpaBa gocTtyna n3 6GUToBOM Macku Ans Knacca nonb3oBaTtenb-enagenew (Hanpumep,

rwx) oToOpaXkalTcsa B MAEHTUYHbIE NpaBa goctyna 3anucn ACL Tuna nonb3oBaTesib-

Bnageney, (HanpMMep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku ANs Krnacca rpynna-snagenbsua (Hanpumep, rw-)

oTobpaxarTca B naeHTu4Hble npasa goctyna 3anucu ACL Tuna rpynna-snagensua

(Hanpumep, group: : rw-);

- npaBa gocTyna n3 6UTOBON MacKku Ans Krnacca Bce ocTasnbHble (Hanpumep, r—--) oTob-

paxatTcs B MAEHTUYHbIE NpaBa gocTtyna 3anucn ACL Trna Bce ocTarnbHble (Hanpumep,

other::r--).
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Mpun ncnonesoBaHun pacwmpeHHoro ACL:

- npasa gocTtyna u3 6UToBOM Macku ONA Knacca nosib3oBaTenb-Brnageney (Hanpumep,

rwx) oToOpaXkalTcsa B MAEHTUYHbIE NpaBa goctyna 3anucn ACL Tuna nonb3oBaTesib-

Bnageney (HanpMMmep, user: : rwx);

- npaBa gocTtyna n3 GUToBOM Macku Ans Krnacca rpynna-snagensua (Hanpumep, rw-)

oTobpaxaloTcs B naeHTUYHble npasa goctyna 3anucy ACL Tuna macka goctyna (Hanpu-

mMep, mask: : rw-);

- npaBa gocTyna n3 6MTOBON MacKu Ans Kracca Bce ocTarnbHble (Hanpumep, r—--) oTob-

paxaloTcs B uaeHTUYHbIe npasa goctyna 3anucy ACL Tvna Bce ocTanbHble (Hanpumep,

other::r--).

PeanunsoBaHHasa B MexaHu3me guckpeumoHHbix MNMPL npoeepka npas focTyna cybbekTa K
CYLLLHOCTW BbINOMHAETCA B ABa 3Tana. Ha nepsom atane Bbibupaerca 3anucs ACL, COOTBETCTBYHO-
waga cywHoctn. 3anucy ACL anga cywHocT npocMaTpumBaloTCs B criefyoLlem nopsake:

1) 3anucb ons nonb3oBaTens-sBnagensua;

2) 3anuMcm UMEHOBaHHbLIX NONb30BaTeENEN;

3) 3anucb rpynnbl-Bnagenbua;

4) 3anMcu MMeHOBaHHbIX rpynm;

5) 3anuck ans Bcex ocTanbHbIX.

PelleHne o goctyne npMHMMaeTcs TONbKO HA OCHOBE ogHoW Bbl6paHHon 3anuncu ACL. Ha
BTOpPOM 3Tane nposepsietcs, 4To 3anuck ACL cogepXut Heobxoammble npaea gOCTyna.

AnropuT™M NpoBepKU NpaB AOCTyNa UMeET crieayoLWnin BUA:

1) npoBepsieTcs, ABNAETCS N CyObeKT AOCTyna nonb3oBaTenem-BrnagenbLeM CyLLHOCTN.

Ecnu cybbekT gocTyna He ABMSETCA Nonb3oBaTenemM-snagenbuem CyLHOCTU, TO NpoBepKa

npogomkaerca. Ecnu cybbekT goctyna siBNsieTcs nonb3oBartenem-snagensLeM CyLHOCTH,

TO NPOBEPSIETCS, pa3peLLEeH N B COOTBETCTBUM C Bbl6paHHOM 3anucbto ACL 3anpoLueHHbIn

cybbekTtom BMA goctyna. o pesynsratam npoBepku Joctyn nmubo paspeluaetca, nnmbo

3anpeLyaercs;

2) npoBepsieTcs, ABNSETCA N CyObEKT AOCTyNa OOHUM U3 UMEHOBAHHbIX NOMb30BaTeNewu,

ykasaHHbIX B 3anucsx ACL. Ecnun cybbekT gocTyna He SBRsieTca MMeHOBaHHbIM MOfb30Ba-

Tenem, ykasaHHbiM B 3anucax ACL, To npoBepka npogomkaetca. Ecnn cybbekT goctyna

ABNSETCS MMEHOBAHHbLIM MOMb30BaTeNeM, TO NPOBEPSAETCH, pa3peLLEH NN B COOTBETCTBUM

¢ BblbpaHHon 3anucbio ACL 1 3annckio mackm goctyna ACL 3anpolleHHbI CyObekTomM

BMA goctyna. o pesynsratam NpoBepkn JOCTYN NMBo paspeluaercd, NMbo 3anpeLaercs;

3) npoBepsieTcs, ABNSETCA N1 ogHa M3 rpynn cybbekTa AocTyna rpynnon-enagensuem

cywHocTtu. Ecnu HM ogHa u3 rpynn cybbekTa AoCTyna He siBNSeTcs rpynnon-snagenbuem

CYyWHOCTHN, TO NpoBepKa npoaosnKaeTcA. Ecnv ogHa u3 rpynn Cy6'beKTa OOCTynMna 4BliAa-
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eTcsa rpynnon-srnagenbLem CyLHOCTU, TO NPOBEPSETCS, paspeLLeH N B COOTBETCTBUN

C BblbpaHHOM 3anucbio ACL 3anpolueHHbIn cybbekToM Bua goctyna. o pesynsratam

nposepku goctyn nnbo paspellaeTtcs, NnMbo 3anpeLLaercs;

4) npoBepseTcH, ABNAETCA M 0gHa U3 rpynn cybbekTa JoCcTyna OgHOW N3 MMEHOBAHHbIX

rpynn, ykasaHHbix B 3anucax ACL. Ecnu Hu ogHa 13 rpynn cy6bekta gocTyna He saBnsieTcs

MMEHOBaHHOM rpynnown, ykasaHHoun B 3anucax ACL, To npoBepka npogosrmkaetcs. Ecrnn

ofHa 13 rpynn cybbekTa goctyna ABnseTcs MMEHOBAHHOW rpynmnomn, TO NpoBepseTcs,

paspeLleH N1 B COOTBETCTBUKN C BbibpaHHoW 3anucbto ACL 1 3anmcbio Mmacku gocTtyna

ACL 3anpolleHHbI cybbekTom BuA goctyna. o pesynstatam npoBepku JOCTyn nnbo

paspeluaetcs, Nnbo 3anpeLaeTcs;

5) npoBepsieTcs, paspeLleH nn B COOTBETCTBMU C 3anucbio ACL ans Bcex ocTanbHbIX

3anpoLLeHHbI cybbekToM BUA aoctyna. o pesynsratam npoBepku 4OCTyn nMbo paspe-

LwaeTcs, nMbo 3anpeLuaeTcs;

6) ecnu goctyn He Bbin paspeLlleH Npu NposeaeHUn NpeablayLmMx NpoBepok, To 40CTynN

3anpeLiaercs.

PeanunsoBaHHbin B OC mMexaHnam guckpeumoHHbix NP npegycmatpuBaeT Hanmume y
cywHocTen-koHTenHepoB ACL, ncnonsdyemoro no ymonyanuio. HassaHHbin ACL Hacneayetca
CYLHOCTSIMW, CO34aBaeMbIMUN B CYLLLHOCTU-KOHTENHEpE.

CyLHOCTAMM OocTyna SBMSOTCS:

dannsl;

coeanHeHuns (CokeTbl);

ceTeBble NMakeThl;

mexaHn3mbl IPC (pasgensemasi namsaTb, odepeam coobLueHnn n ap.).

MexaHunam, peanuayowwmin JUCKPELMOHHOE ynpaBneHme JoCcTynom, obecneumBaeTt BO3-
MOXHOCTb CaHKLMOHMPOBAHHOIO M3MEHEHUsT CMCKa Nosib3oBaTeniern U Crnvcka sawuuaemMbix
CyLIHOCTEN, aBnsowmxca dannoBbiMm obbekTamum.

MpaBo nameHeHusa MNP npeagocTtaBneHo BbiAENEHHOMY CyObEKTY-Cynepnonb30BaTento
root (nonb3oBatento ¢ UID, nmetowmm 3HadveHne 0). ADMUHUCTPATOP MOXET M3MEHATL NpaBa
C ucnonb3oBaHMeM MexaHmama sudo. Kpome Toro, npaBa JOCTYyMNa K CYLHOCTU, KaK YKa3aHHble
B GUTOBOM Macke Ansi Tpex KnaccoB (Mornb3oBartens-Brnagensua, rpynnbl-Bnagensua n Beex
ocCTanbHbIX), TaK U yKadaHHble B 3anucsx ACL, moryT ObiTb M3MEHEHbI CyObEKTOM, ABMSOLWMMCS
nonb3oBaTenemM-snagenbuemM CyLLHOCTH.

Peanusauma B OC mexaHuama guckpeunoHHbix MNP o6ecneymBaeT HENPOTUBOPEYNBOCTb
npasun U3MeHeHNa OnckpeunoHHbix MPL.

Mpn ncnonb3oBaHuM ons cywHocTn MmHMMmansHoro ACL npsimoe n obpaTtHoe oTobpake-

Hue MNP obecneynBaeTca cnegyowmm obpasom:
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1) npu n3meHeHnn nNpae AocTyna B GBUTOBOM Macke Ans nonb3oBaTensi-Bnagenbua naex-

TUYHLIM 06pPa3oM U3MEHAKTCA NpaBa AoCTyna AN nosb3oBartens-enagernsLua B 3annucu

ACL;

2) npu U3MEHEHUN NpaB 4OCTyna Ans nonb3oBaTens-enagensua B 3anncu ACL naeH-

TU4YHbIM 06pa3oM M3MEHAKTCA NpaBa AOCTyna B GMTOBOM Macke Ans nonb3oBaTens-

BnagenbLa;

3) npw nameHeHun npas JoCTyna B GUTOBON Macke AN rpynnbl-Bnagensua NaeHTUYHbIM

0bpa3om M3MeHsTCA nNpaBa AocTyna Ansa rpynnel-enagensua B 3anucn ACL;

4) npun nsameHeHUW Npae gocTyna Ang rpynnbl-Bragensua B 3annucu ACL naeHTUYHbIM

00pa3omM U3MeHsTCA nNpaBa JocTyna B GUToOBOM Macke Ans rpynnbl-BnagensLua;

5) npu nameHeHun nNpas goctyna B GUTOBOM Macke Afisi BCEX OCTalnbHbIX NOEHTUYHbBIM

06pa3om M3MeHsTCA NpaBa JoCcTyna Ansa Bcex octanbHbiX B 3anmcn ACL;

6) Npu M3MEeHeHUN nNpaB AOCTyna ANs BceX ocTasnbHbIX B 3anmcn ACL MOeHTUYHbIM

00pa3omM U3MeHsTCA NpaBa JoCcTyna Ans BCceX ocTalnbHbIX B GBUTOBOM Macke.

Mpn ncnonb3oBaHun ons cywHocTn pacwmpeHHoro ACL npsimoe n obpatHoe oTobpake-
Hue NP obecneunBaeTca cnegyowmm obpasom:

1) npu n3meHeHnn npae JoCTyna B BUTOBOM Macke ANs nonb3oBaTtens-snagenbua naex-

TUYHLIM 06Pa3oM U3MEHSAKTCA NpaBa AoCTyna AN nosfib3oBartens-snagensua B 3annucu

ACL,;

2) Npu U3MeHeHMn NpaB gocTyna Ana nosib3oBarens-snagensua B 3anmcu ACL naeH-

TUYHBbIM 06pPa3oM M3MEHAITCA NpaBa JOCTyna B BGUTOBOM Macke Ans nonb3oBaTens-

BnagenbLua;

3) npu nameHeHun npas AoCTyna B GUTOBON Macke AN rpynnbl-Bnagensua naeHTUYHbIM

obpa3om nameHsieTcs macka goctyna B 3anucn ACL;

4) npun n3ameHeHun macku goctyna B 3anmcu ACL naeHTnYHbIM 06pas3om M3MeHsATCS

npaBa goctyna B OMTOBOM Macke Ans rpynnbl-Bnagensua;

5) npu nameHeHun Npae gocTtyna B GUTOBOM Macke Afsi BCEX OCTalNbHbIX NOEHTUYHbBIM

00pa3omM M3MeHsTCA NpaBa gocTyna Ansa Bcex octanbHbiX B 3anmcn ACL;

6) Npyn n3aMeHeHUn npas JocTyna Ansa BceX ocTanbHbiX B 3annucy ACL naeHTUYHbIM

006pa3om M3MeHsTCA NpaBa JOCTyna Ansa BCeX OCTalnbHbIX B GBUTOBOM Macke.

Takum obpasom, peannsoBaHHbii B OC MexaHn3M, perynmpyrowmnn NpUHLUN GUCKPELNOH-
HOro ynpasrieHnsa JOCTYNnoMm, NnpeaycMaTpuBaeT CaHKLMOHUPOBaAHHOE U3MEHEHNE OUCKPELMOHHbIX
MPLO, BkMOYasa CaHKLMOHMPOBAHHOE M3MEHEHME CrMcKa CYyObEeKTOB M CNMCKa 3allmuiaeMblX CyLL-

HOCTEWN.
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3.2. Linux-npuBuneruu

Linux-npmBunernn npegHasHadveHbl Ans nepefadn oTAenbHbIM MONb30BaTensiM npas
BbIMOSTHEHUST ONpeaeneHHbIX agMUHUCTPATMBHbLIX OEACTBUN U ABMASIOTCA CTaHAAPTHbIMU ONS
cuctemsl Linux.

K Linux-npusunernam OTHOCATCS: CAP_CHOWN, CAP_DAC_OVERRIDE,
CAP_DAC_READ_SEARCH, CAP_FOWNER, CAP_FSETID, CAP_KILL, CAP_SETGID,
CAP_SETUID, CAP_SETPCAP, CAP_LINUX_IMMUTABLE, CAP_NET_BIND_ SERVICE,
CAP_NET_ BROADCAST, CAP_NET ADMIN, CAP_NET RAW, CAP_IPC_LOCK, CAP_IPC_OWNER,
CAP_SYS_MODULE, CAP_SYS_RAWIO, CAP_SYS_CHROOT, CAP_SYS_PTRACE,
CAP_SYS_PACCT, CAP_SYS_ ADMIN, CAP_SYS BOOT, CAP_SYS NICE, CAP_SYS RESOURCE,
CAP_SYS_TIME, CAP_SYS_ TTY CONFIG, CAP_MKNOD, CAP_ LEASE.

Linux-npmBunernn HacnenywTcsa npoueccamu OT CBOUX «poautenen». lNpouecchl, 3a-
NyLWEeHHble OT UMEHM CYNnepnonb3oBaTesis, HE3aBUCMMO OT HaNMYUSA Y HUX NPUBUMETNA, UMEIOT
BO3MOXXHOCTb OCYLLECTBIATb BCE NEPEYNCIIEHHbIE NPUBUIErMPOBaHHbIE ENCTBUS.

Cuctema npusunermn OC pacwmpeHa MNpuBUNErnsaMmn, OTHOCALLIMMUCA K CUCTEME
PARSEC. PARSEC-npuBunernmn, onmcaHHble B obecneumBatoT paboTy ¢ MEXAHU3MOM MaH-
AAaTHOro ynpasneHusi AOCTYNOM.

Bce npuBunerun nonb3oBartens HacneayTcsa 3anyLeHHbIMU OT UMEHW ero y4eTHOW 3anu-
cu npoueccamu. Npu 3anycke npouecca ¢ yCTaHOBNEHHLIMU MPUBUIIEMMAMUN 3arpy3vymK guHaMmmnye-
CKMX BUBNMoTEK ocyLlecTBNAET COPOC NEPEMEHHBIX Cpeabl OKPY>KEHMS, NO3BONSOLWMX OCYLLECTB-
NATb 3arpy3ky AMHaMn4ecknx 6GubnmoTtek n3 HecTaH4apTHbIX KaTanoros LD _LIBRARY PATH u
LD_PRELOAD. Takum o6pa3om, ycTaHOBKa Linux-npuBuneruin gns nonb3oBaTens MOXET NPUBECTU
K HEBO3MOXHOCTM 3anycka NpUoXeHUA, NCMOMb3YOLWMX ANHAMUYECKYIO 3arpy3Ky 6ubnmoTek ua
HecTaHOapTHbIX KaTtanorosB (Hanpumep, Firefox, Thunderbird, LibreOffice, £1y-scan).

Ona Hactponkn KC3 moryT ucnonb3oBatbcs Kak Linux-, Tak 1 PARSEC-npusunernn.

Mopsinok ynpaeneHusi npmsunernsamu onucan B [4.13]
3.3. CpeacTBa ynpaBneHus auckpeunoHHbivu MPL

[na ynpaeneHus auckpeunoHHbiMu MNP ncnonbayetca rpadpuyeckas ytmnuta £1ly-£fm
(«MeHnepxep dannos»). bonee nogpobHoe onucaHne yTUnnTbl CM. B 3N1EKTPOHHOW CrpaBKe.

[na ynpaenenus Linux-npuBmnnervsamm nonb3oBaTenen CUCTEMbl UCNONb3yeTcs rpaduye-
ckaqa ytunuta fly-admin-smc («YnpaBneHme nonmtmkon 6esonacHoctny). bonee nogpobHoe
ONUCaHne YyTUNUTbl CM. B 3NEKTPOHHOW CrnpaBke.

[anee paccMoTpeHbl cpeacTea ynpasneHusa anckpeunoHHsimu MNP B pexxume KomaHgHON

CTPOKM.
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3.3.1. chown

KomaHga chown uameHseT Bnagensua u/vnu rpynny, BnagetoLlyo KaxabiM N3 ykasaHHbIX
drannos, COrnacHo 3agaHHbIM apryMeHTam, KOTopble MHTEPNPETUPYIOTCS B NocrneaoBaTernibHOM
nopsigke. Ecnv 3agaHo TOnNbko UMs Nonb3oBaTtens (MNn ero YNCNoBOW MAeHTUdUuKaTop), TO
AaHHbIN Nonb3oBaTeNb CTAHOBUTCA BNagerbLeM KaXaoro u3 ykasaHHbiX ¢hannos, a rpynna
3TUX pannoB He naMeHsieTcs. Ecnu 3a nmeHeM nonb3oBaTensa Yyepes ABoeToune criegyeT UMs
rpynnbl (UAN YNCNOBOW naeHTUdMKaTop rpynnbl) 6e3 npobenoB Mexay HUMKU, TO U3MEHSETCS
Takke u rpynna ¢dannos. Ecnn gBoetoune unm Touka criegyeT 3a UMeHeM Mnonb3oBaTens, Ho
rpynna He 3afiaHa, TO JaHHbIW NoNb3oBaTeNb CTAHOBUTCA BriagerbLeM ykasaHHbIX hannos, a
rpynna ykasaHHbIX pannioB U3MEHSIETCA Ha OCHOBHYIO rpynny nonb3oBaTtend. Ecnv onyweHo nvs
nonb3oBaTens, a ABOeTo4Yne Unn Touka BMecTe C rpynnon 3agaHbl, To 6yaetr namMmeHeHa TOnbKo
rpynna ykasaHHbIX pannos; B 3TOM criydae chown BbINOMHAET Ty Xe PYHKUUIO, YTO U chgrp
(3.3.2). KomaHpa chown usmeHsieT BnagenbLua u/unu rpynny kaxagoro FILE Ha OWNER w/vnu
GROUP.

CuHTaKcuc KomaHabl:

chown [<mapameTp>]... OWNER[:[GROUP]] FILE...
chown [<mapameTp>]... :GROUP FILE...
chown [<mapameTp>]... --reference=RFILE FILE...

OnuvcaHve napameTpoB KOMaHAabl npuBedeHo B Tabnuue [1]

Taobnuuya 1

MapameTp Onuncanue

To e, YTo n —-verbose. [MNogpoOHO onuckIBaTh TONLKO ddannbl, Yen

-c, ——changes .
Bnageney 0encrtBuTesibHO UAMEHAETCA

MNameHuTb Bnagenbua darna, Ha KOTopbI YKasblBaeT CUMBOSbHas

—-—-dereference N N
CCblflKa, BMECTO CaMOW CUMBOJIbHOW CCbINKN

PaGoTaTtb ¢ caMMMKn CMMBOJSIbHBIMU CChIfIKaMu, a He ¢ dparnamm, Ha
-h, -—-no-dereference KOTopble OHU yKa3sblBaloT. [laHHbIN napaMeTp JOCTYNeH, TOMNbKO ecrnuv
MMeeTCsl CUCTEMHBIN BbI30B 1chown

MameHnTb Briagenbua w/vnn rpynny Kaxgoro danmna, Tonb-
KO ecnv Tekywui Bnageney wwnu rpynna coenagaetr c
CURRENT_OWNER:CURRENT_GROUP. Kak rpynna, Tak u Brage-
new, MoryT ObITb OMNyLUEHbI, B 3TOM Clny4Yae coBnageHue anst 4aHHOro
aTpubyTa He obsA3aTenbHO

—-—-from=CURRENT_ OWNER:
CURRENT_GROUP

He BbiBOANTL cooOLLeHns 06 owmbkax Ha channbl, Yen Bnageney He

-f, ——silent, ——quiet
MOXET ObITb M3MEHEH

BmecTo 3agaHHbIX 3Ha4YeHMn OWNER : GROUP MCNonNb3oBaTh Bnagensua

--reference=RFILE .
n rpynny darna, Kotopble UMetoT REILE

-R, -—recursive PeKprVIBHO M3MEHATb Bllagersiblua KaTtasioroB  BCero nxX cogep>KnMmoro

--help BbiBecTu cnpaBky 1 BbINTU
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OkoHyaHue mabnuusi 1

MapameTp Onuncanue

--version BbiBeCTV MHOpMaLNO O BEPCUN U BBINTY

Bnageneu He nameHsieTcH, ecrnn OH He CyLlecCTBYyeT. prnna TaKkKe He UBMEeHAETCA, eCrn

OTCYTCTBYET, HO USMEHAETCA Ha rpynny no ymon4aHuto, ecJyin He 3aaH MnoJib3oBaTeslb.

3.3.2. chgrp
KomaHga chgrp U3MeHseT rpynny, BnagetoLlyto KaxablM U3 ykasaHHbIX pannoB FILE, Ha
rpynny GROUP, koTopasd MOXET OblTb 3aaHa MMeHeM rpynnbl AN YACTTOBLIM NOEHTUUKATOPOM

rpynnbl.
CuHTaKkcmnc komaHAapbl:
chgrp [<napameTp>]... GROUP FILE...
chgrp [<mapameTrp>]... --reference=RFILE FILE...

OnuncaHne napaMeTpoB KOMaHAap! NpuBedeHo B Tabnuue [2|

Tabnuuya 2

MapameTp OnucaHune

To e, UTo U ——verbose, HO BbIBOOUTb COOBLLEHWE TONbKO Toraa, Koraa

-c, ——changes . .
AencTBuTEnbHO Gbina uamMeHeHa rpynna dganna

M3meHuTb Bnagensua ¢anna, Ha KOTOpbIN YKa3biBaeT CUMBOSbHAsA CCblf-

—-—-dereference . .
Ka, BMECTO CaMOW CUMBOJSIbHOW CCbIJIKN

M3ameHnTb BNagenbLa CUMBOSIBHOM CCbISIKK, a He Bragenbsua ganna, Ha
-h, -—-no-dereference | KOTOPbIA YKa3blBAET 3Ta CCbINKa (AOCTYNHA TONBKO HA CUCTEMAX, UMEIOLLMX
CUCTEMHBIN BbI30B 1chown)

-f, --silent, -—quiet | He BbIBOAUTb co0OLLIEHNS 00 OLLIMOKax

--reference=RFILE M3meHnTb rpynny cdarna FILE Ha Ty, YTO BrnageeT dpannom RFILE

-R, -—recursive PeKprI/IBHO N3MEHATb Blagerbla KaTtajioroB " nx coaepxmmoro

BbiBOOUTL AMarHocTuyeckoe cooblieHne 06 n3aMeHeHUn BragensLla ans

-v, ——verbose .
Kaxkgoro cpanna

--help BbiBECTM cnpaBKy 1 BbINTH
--version BbiBeCTV MHOPMaLINIO O BEPCUN U BBINTY
3.3.3. chmod

KomaHga chmod npuMeHAeTCd ond nsSMeHeHusA npas AoCcTtyna.
CuHTakcuc KomaHgpbl:

chmod [<nmapameTp>]... MODE[,MODE]... FILE...
chmod [<mapameTrp>]... OCTAL-MODE... FILE...
chmod [<mapameTp>]... --reference=RFILE FILE...

OnuncaHune napaMeTpoB KOMaHAbl chmod npuBeaeHo B Tabnuvue
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Tabnunua 3
MapameTp Onucanune
o changes To e, 4To n —-verbose, HO BbIBOOUTb COOOLLEHNE TONLKO Torga, Koraa
! g Obinn Npon3BeaeHbl U3MEHEHMUS
-f, --silent, He BblgaBaTb coobuieHnst 06 owmnbkax Ha Te dpannbl, YbM NpaBa He MOTyT
-—quiet ObITb U3BMEHEHBI
-v, --verbose MoapobHO onucbiBaTb M3MEHEHHbIE NpaBa AOCTyna

--reference=RFILE | VIaMeHUTb NpaBa AocTyna K (ainy Ha Te npaea, YTo UMeeT RFILE

-R, —--recursive PekypcvBHOE M3MeHeHWe npaB JoCTyna Af1s KaTanoroB U UX CoaepXnmoro
--help BbiBecTy cnpaBky v BbIATH
--version BbiBeCcTM nHpopmaLnio o BEpcun 1 BbITU

KomaHaa chmod na3MeHsieT npaBa AocTyna ykaszaHHoro gavna FILE B COOTBETCTBUU
C NpaBamu A0CTyna, ykazaHHbIMW B napameTpe MODE, KOTOPbIA MOXET ObiTb NpeacTaBneH Kak
B CMMBOSIbHOM BUAE, Tak U B BUAE BOCbMEPUYHOrO Yncna, npeacrasnstowero GutoByto Mmacky
HOBbIX NpaB gocTyna.

Yncnoson pexmm COCTOUT U3 He Boree 4YeTbipex BOCbMepPUYHbIX undgp (ot 0 go 7),
KOTOpble CKnaabiBatoTcst U3 6UTOBbIX Macok 4, 2 n 1. JTltobble NnponyLUeHHbIe pa3psiabl 4ONOMHAKTCA
nnavpytowmmmn Hynsmu. MNepeas undpa BolbnpaeT ycTaHOBKY MaeHTUdmKaTopa nonb3oBartens
(setuid) (4) nnu nageHTtudumkaTopa rpynnel (setgid) (2) nnu sticky-6uta (1). Bropas umdpa
BbIOMpaeT npaBa AOCTyna Ans nonb3oBaTtens, BnagetoLwero AaHHbIM hannom: yteHune (4), 3annco
(2) n ncnonHexmne (1); TpeTbsa undpa BbibUpaeT NnpaBa 4oCTyna Ans Nonb3oBaTenen, BXoAALWNX
B @HHYO rpynny, C TeM e CMbICIIOM, YTO MU Yy BTOPOW LMdPbI; U YeTBEPTLIN pa3psa Boibnpaet
npaBa AOCTyna Ans ocTanbHbIX Nofib3oBaTenen (He BXOAALMX B AAHHYHO rpynmny), onsiTb C TEM Xe
CMbICIIOM.

dopmaT CMMBOIbLHOTO BMAa NapameTpa MODE:
[ugoa...][[+-=][rwxXstugo...]...]1[,...]

Kaxxablhi apryMeHT — 3TO CMUCOK CMMBOJSIbHbBIX KOMaHA U3MEHEeHUs npaB JocTyna, pas-
AeneHHbIX 3ansaTeiMn. Kaxgas Takas komaHga HadnmHaeTcsa ¢ Hyns unm 6onee 6ykB ugoa, KOM-
OvHaumMAa KOTOpbIX YKasblBaeT, YbW nNpaBa gocTyna Kk cdanny 6yayT nameHeHbl: nonb3oBarens,
BnagetoLero dannom (u); nonb3oBartenen B JaHHOW rpynne (g); ocTanbHbIX NOfb3oBaTenemn, He
BXOOALWNX B AaHHYO rpynny (o), nnu xe Bcex nonb3oBartenen (a). byksa a akBMBaneHTHa ugo.
Ecnu He 3agaHa HM ogHa BykBa, TO aBTOMaTuyeckn Byaet ncnonb3oBatbed BykBa a, HO GUTHI,
YyCTaHOBIEHHble B umask, He ByayT 3aTPOHYTHI.

OnepaTtop «+» gobaBndaeT BbiOpaHHbLIE NpaBa AOCTYMNa K YK€ UMEKLMMCH Yy Kaxgoro
danna; «-» ygansieT 3Tu npaea; a «=» NpuUcBanBaeT TOMbKO 3TU NpaBa KaXXaoMy yKa3aHHOMY

danny.
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BykBbl rwxXstugo BbIOMpaloT HOBbIE NpaBa 4OCTyNa AN Nnonb3oBaTens, 3a4aHHoro oa-
HOM 13 ByKB ugoa: YTeHune (r); 3annck (w); UCMONHEeHWe (UK JOCTYN K Katanory) (x); BbINONHeHWe,
ecnu chann ABnsieTca KatanoroM Unn yxe MMeeT NpaBo Ha BbIMOMHEHUE ANsi KaKoro-HMbyab
nonb3oBatens (X); setuid- nnu setgid-6utbl (s); sticky-6ut (t); yctaHoBKa Ans oCTanbHbIX TaKUX
e npaB AocTyrna, KoTopble UMeeT nosfb3oBaTenb, Bnagewmn 3Tum damnnom (u); yctaHoBka
AN ocTanbHbIX TakKMX Xe npaB 4OCTyna, KoTopble MMeEeT rpynna danna (g); yctaHoBKa Ans

ocCTarnbHbIX TakuX e nNpaB 4OCTyna, KOTOpble MMEIOT OCTarnbHble MNONb30BaTeNnu (He BXOAsLINE B
rpynny canna) (o).

Mpumep

KomaHga chmod g-s file cHuMMmaeTr 6uUT set-group-ID (sgid), KomaHaa
chmod ug+s file ycTaHaBnuBaeT OwuTbl suid W sgid, B TO BpeMsi Kak KOMaHOa

chmod o+s file HM4Yero He genaert

OnvcaHve napaMeTpoB CMMBOMNBLHOIO BuAa MODE npusefeHo B Tabnuue [4]

Tabnuua 4
MapameTp OnwucaHve
u Monb3oBaTenb (BNageney ganna) — ot user (Nonb3oBaTtenb)
g lpynna — ot group (rpynna)
OcTtanbHble nonb3oBartenu — oT other (ocTtanbHbIE)
a Bce nonb3osatenu — ot all (Bce)
+ [ob6aBnTb paspeLleHns K TEKYLLMM NpaBam OOCTyna

- Ypoanutb pas3pelleHna n3 TekKywmnx npae AoCcTtyna

= YcTtaHoBUTb pa3pelieHna BHe 3aBUCMMOCTU OT TeKYyLWKX npaB goctyna

r PaspelueHne Ha yTeHue — oT read (YnTatb)
w PaspelueHne Ha nameHenne — ot write (nucatb)
X PaspelueHne Ha ncnonHeHne — ot execute (BbIMOSHATD)

brokmpoBka hanna ana gpyrux nonb3oBaTtenen npu gocryne

KomaHga chmod HUKOraa He N3MEHSIET NpaBa Ha CUMBOJIbHbIE CCbISNKK, T. K. 3TOrO He aena-
€T CUCTEMHbIN BbI30B chmod. 3TO He ABNAETCA NpobnemMon: npaBa CUMMBOJSbHbLIX CCbISTOK HUKOrAa
He ncnonb3ytoTcsa. OgHako ONA KaXKAoW CUMBOSbHOW CCbISKK, 3alaHHOM B KOMaHAHOW CTPOKe,
chmod MrHopMpyeT CUMBOJbHbIE CCbISIKN, BCTPEYaoLWmnecs BO BPEMsSI PEKYPCMBHOM 06paboTkm

KaTtasioros.

3.3.4. umask
KomaHga umask — 910 nonb3oBaTtenbckas macka (user mask), kotopasi ucnonb3yercs ans

NPUCBOEHMS ONpeaeneHHbIX Npaea AocTyna no yMoryYaHuioo Npu co3gaHumn danna unum karanora.
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CunHTakcmc KomaHabl:
umask [-p] [-S] [<macka>]

Monb3oBaTenbckass Macka co3gaHuda awnna ycTaHaBfMBaEeTCA pPaBHOW aprymeHTy
<macka>. Ecnu macka HaunHaeTcs ¢ umdpbl, OHa MHTEPNPETUMPYETCS Kak BOCbMEPUYHOE YNCHO,
MHa4Ye — Kak Macka B CUMBOSIbHOM dpopmare, aHanorm4HoMm Ucnosib3yeMomy B KoMaHge chmod
(cm. [3.3.3). Ecnn macka He ykasaHa wnv 3afgaH napameTp -S, BblaeTcs Tekyllee 3Ha4YeHne mac-
Kn. NapameTp -S BbI3bIBAET Bbldavyy Macku B CUMBOSIbHOM doopMate; Nno YMOS4aHUIo BblgaeTcs
BOCbMepUYHOe Yuncro. Ecnu ykasaH napamMeTp -p, a Macka He 3ajjaHa, pe3ynbraTt BblaaeTcsa B
BMAE, KOTOPbIA MOXHO MCMNONb30BaTb BO BXoAHOM kKomaHae. CtaTtyc Bbixoga — 0, ecnu macka
Oblna ycrnewHo N3MeHeHa Unn He ykasaHa, 1 1 — B NpOTUBHOM CIiy4ae.

KomaHga umask pacno3HaeTcsi 1 BbINOMHAETCA 000Mno4kon shell.

KomaHagy umask uenecoobpasHo BKOYMUTb B NOMb30BaTENLCKUN pro-thann. Torga oHa
OyOoeT aBTOMaTMYECKUN Bbl3biBaTbCA NPU BXOAE B CUCTEMY U YCTAHOBUT HYXXHbIA PEXUM AOCTyna K

cosgaBaeMblM hannam u Kkatanoram.

3.3.5. getfacl
Ona kaxporo hanna getfacl BbIBOOUT UMSA (hanna, Bnagensua, rpynny-snagensua n
ACL. Ecnu katanor umeet ACL-no ymonuanuio, To getfacl BbiBoauT Takke ACL-no ymonuanuio.
®annbl He moryT umetb ACL-no ymonyaHumio.
CuHTakcmc KomaHap:
getfacl [-dRLP] <dani>
dopmar BbIBOAA:
# file: somedir/
# owner: lisa

# group: staff

1
2
3
4: user::rwx
5 user:joe:rwx #effective:r-x
6 group: : rwx #effective:r-x
7 group:cool:r-x
8 mask:r-x
9: other:r-x
10: default:user::rwx
11: default:user:joe:rwx #effective:r-x
12: default:group::r-x
13: default:mask:r-x
14: default:other:---
CTtpokun 4, 6 1 9 OTHOCATCS K TPaAULMOHHBIM BMTam NpaB AocTyna K panny, COoOTBETCTBEH-

HO, ONnd Bnagernbua, rpynnbi-sBriagenbua n BCEX OCTallbHbIX. oK TPW AanemMeHTa ABNATCA 6a3o-
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BbiMW. CTPOKM 5 1 7 ABNSIOTCSA 3nemMeHTaMu ANsi OTAeNbHbIX nonb3oBatens u rpynnbl. CTpoka 8 —

mMacka 3peKTUBHbIX NpaB. ATOT AMEMEHT orpaHnYnBaeT 3dpeKkTUBHbIE NpaBa, NpeaocTaBnse-

Mbl€ BCEM rpynnamMm n otaesibHbIM NOJib30BaTElTAM. Macka He BnusieT Ha npaea aj4a snagernbLua

danna u Bcex gpyrux. Ctpokn 10-14 nokasbiBaotr ACL-No ymonyaHuto, accoumMmpoBaHHbIn C

OaHHbIM KaTaJ10roMm.

KomaHga getfacl BbiBoantT ACL harinoB n katasioroB no yMosryYaHuio.

[Onsa 6onbworo konuyectBa gannoB getfacl BbiBOAUT ACL, pasgeneHHbie nycTbiMn

CTpOKaMW. Pe3yanaTb| koMaHgbl getfacl MOryT MCNonb30BaTbCA KakK BXoAHble AaHHble And

komaHabl setfacl (3.3.6).

OnuncaHune napameTpoB KOMaHAbl NpuBegeHoO B Tabnuue .

Tabnunua 5

MapameTp

OnucaHne

——access

BuiBectn Tonbko ACL danna

-d, -—default

BbiBecTn Tonbko ACL-no ymonyaHuio

—-—-omit-header

He nokasbiBaTb 3aronoBokK (Mms canna)

—-—all-effective

MokasaTtb BCe aphekTMBHLIE NpaBa

—--no-effective

He nokasbiBaTb ahheKkTnBHbIE NpaBa

--skip-base

Mponyckatb dannbl, UMetoLLnEe TOSTbKO OCHOBHbIE 3anncu

-R, ——-recursive

[lns noakartanoroB pekypcuBHO

-1, --logical

CnepoBatb N0 CUMBOSIMYECKUM CChIfIKaM, MO YMOMYAHUIO CUMBOSINYECKNE
CCbIfKW, HEe yKa3aHHble B KOMaHA4HOWN CTPOKE, MTHOPUPYHOTCH

-P, -—-physical

He cnepoBatb MO CUMBOSIMYECKUM CCbIflkaMm, Aaxe ecrin OHU YKa3aHbl B
KOMaHaHowm CTpoOKe

-—tabular

Mcnonb3oBatb TabynupoBaHHbI chopMaT BbiBOAA

——numeric

lMoka3sbiBaTb YNCIOBbLIE 3HAYEHUS I'IOJ'IbSOBaTeJ'IFI/prI'II'IbI

-—-absolute—-names

He ynanaTe Begywime «/» u3 nytu canna

--help BbiBecTu cnpaBky v BbIATU
--version BbiBeCTM MH(pOpMaLNo 0 BEPCUN U BbIATU
3.3.6. setfacl

KomaHga setfacl uamensier ACL k dparinam unm katanoram. B komaHgHoM cTpoke 3a

nocregoBaTenbHOCTLIO KOMaH MAeT nocrnenoBaTenbHOCTL hannos (3a KOTOPOW, B CBOK o4vepesb,

TaKKe MOXET NOTU nocnenoBaTtesibHOCTb KOMaHA U T.,El,.).

CuHTakcuc KomaHgpbl:

setfacl [-bkndRLP]

{

-m|-M|-x]|-X } <damnm>

OnvcaHve napaMeTpoB KOMaHAabl NpuBeaeHo B Tabnuue [6]
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Tabnunua 6
MapameTp Onmcanune
-m, ——modify=acl NameHnTb Tekywmun ACL gna daina

-M, ——-modify-file=file | NpounTtatb 3anucn ACL gns mogudumkaumm n3s cdanna

-x, ——remove=acl Ypanutb 3anucu n3 ACL danna

-X, -—remove-file=file | lNpouutatb 3annucu ACL anga yganeHus us danna

-b, -—remove-all Yoanutb Bce paclumpeHHble 3anmcn ACL

-k, -—-remove-default Yaanute ACL-no ymon4yaHuio

--set=acl YctaHoeuTtb ACL gns danna, 3ameHnB Tekywmn ACL
--set-file=datei Mpountatb 3anncu ACL gns yctaHoBneHus M3 danna
--mask MepecunTtatb Macky adhdeKTUBHbIX Npas

He nepecuntbiBaTb Macky addeKTUBHbLIX Npae, 00bIYHO setfacl ne-
pecuynTbiBaeT MacKy (KpomMe criydas SsBHOro 3agaHuns Macku) ans Toro,

-n, --no-mask 4yTO6bl BKMIOYNTL €€ B MakCcumarsibHbli Habop npasB JOCTyna aneMeH-
TOB, Ha KOTOpble BO3eNCTBYET Macka (AN BCex rpynn v oTAerbHbIX
nonb3oBarenen)

-d, —-default MpumennTe ACL-N0 ymonyaHuio

-R, --recursive [ns nogkatanoroB pekypCcuBHO

CnepoBaTb NO CMMBOSIMYECKNUM CCbIfIKaM, Mo YMOJT4aHUO CCbIJ1KKN, He

-1, --logical .
yKasaHHble B KOMaHOHOW CTPOKe, UTHOPUPYHOTCA

He cnepoBaTb N0 CMMBOMUYECKNM CChIfIKaM, AaXKe eClniv OHU YKa3aHbl

-P, ——physical .
B KOMaHOHOWU CTpPOKe

BoccTaHoBUTL pe3epBHYH0 KOMKWIO NpaB A0CTYMNa, CO34aHHYH KOMaHOowM
getfacl -R unu e nogobHon. Bce npaea goctyna gepesa kartarno-
roB BOCCTaHaBNMBAOTCS, UCMNONb3ysi 3TOT MexaHn3Mm. Ecnn BBogmmbie
AaHHble coaepXXaT anemMeHTbl A4S Bnagensua unm rpynnel-srnagensua
n KomaHga setfacl BbINONHAETCS NMOMb30BaTENEM C UMEHEM root,
TO Bnagenew v rpynna-enagernew, Bcex hannos Takke BOCCTaHaBMNMBa-
toTCs. ATOT NapameTp HE MOXET UCMONb30BaTbCS COBMECTHO C APYrMMu
napamMmeTpamu, 3a UCKITIOYEeHMEM napameTpa ——test

--restore=file

--test Pexum TectnposaHusa (ACL He nameHsoTcs)
--help BbiBeCTM cnpaBKy 1 BbINTU
--version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH

Mpn ncnonb3oBaHUM NapaMeTpoB —-set, -m U —x AOMKHbI ObITb NEepeYncrieHbl 3anucu
ACL B komaHaHowm cTpoke. ArniemeHTbl ACL pasgensitoTca oguHapHbIMU KaBbl4KaMu.

Mpu yTeHun ACL n3 dpanna npu nomowm napameTpoB --set-file, -M U -X KOMaHaa
setfacl NpMHUMaET MHOXeECTBO 3afleMeHTOB B hopmaTe BbiBoAa getfacl. B cTpoke 0ObIYHO
cogepxutcs He 6onblle ogHoro anemeHTa ACL.

3.3.6.1. OnemeHTtbl ACL

KomaHga setfacl ucnonb3yeTt criegyowme opmatbl anemeHToB ACL:
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1) npaBa gocTtyna oTAernbHOro nonb3oBaTens:

[d[efault]:] [ulser]:Juid [:[+]|"]perms]

Ecnn He 3agaH uid, TO NnpaBa gocTyna Bragenbua ganna;

2) npaBa gocTyna oTAerbHOW rpynmbi:

[d[efault]:] gl[roup]:gid [:[+]|"]perms]

Ecnu He 3agaH gid, TO npaBa gocTtyna rpynnbl-Bragensya;

3) Macka a(hpeKTUBHbIX NpaB:

[d[efault]:] m[ask]:[+|"] perms

4) npaBa AocTyna BCeX OCTallbHbIX:

[d[efault]:] o[ther]:[+|"] perms

OnemeHT ACL siBnsieTca abCconoTHbLIM, ECNIN OH COAEPXKNUT NOJE perms N ABMASIETCA OTHO-
CUTENbHbBIM, €CIIM OH BKITHOYaEeT OAMH N3 MOANGUKATOPOB: «+» UMK «*». ABCOMNIOTHbIE 3NEMEHTbI
MOryT MCMNOSb30BaTbCA B onepauusax yctaHosku nnn mogundgukauumn ACL. OTHocuTenbHble ane-
MEHTbl MOTYT MCMNONb30BaTbCA TONbKO B onepauun mogndukauum ACL. MNMpaea goctyna ans
OTAENbHbIX NoNb3oBaTenen, rpynnbl, He cogepXallune HUKaKMX Nonen nocre 3HavyeHnnm uid, gid
(none perms Npy 9TOM OTCYTCTBYET), UCMOMb3YIOTCA TONLKO AN yaaneHUs 3rIEMEHTOB.

3HaveHna uid n gid 3agarTca MMEHEM UInn Yncrom. lNone perms MOXeT ObITb Npea-
CTaBNEeHO KOMBOUHALMEN CUMBOSIOB «I», «wW», «X», «—» Unun uudp (ot 0 go 7).

3.3.6.2. ABTOMaTU4YeCKM co3faHHble NnpaBa AocTtyna

MN3HauanbHO hannbl 1 KaTanorn cogepxat Tonbko Tpu 6as3oBbix anemeHTa ACL: anga
BnagenbLa, rpynnbl-Brnagensua u Bcex ocTanbHbIX nonb3oBatenen. CyliecTByeT psag npasun,
KOTOpble crieayeT BbIMOMHATD:

1) He MoryT ObITb yaaneHsl cpasy Tpn 6a3oBbIX anemeHTa. [JomkeH NpUCyTCTBOBATb XOTH

Obl 0OQVH;

2) ecnu ACL cogepxnt npaBa gocTtyna ansa otTaenbHOro nosib3oBartens unm rpynnsl, To

ACL Takke gomkeH cogepxatb Macky a(peKkTUBHbIX Npas;

3) ecnu ACL cogepxunt kakne-nmbo anemeHTsl ACL-No ymonyaHuo, To B nocnegHem

OOMMKHbI TaKKe NpUCyTCTBOBAaTL TpU 6a30BbIX anemeHTa (1. €. NpaBa AocTyna no ymosnya-

HWIO AN BNagensua, rpynnbl-Bnagensua n Bcex ocTarnbHbIX);

4) ecnu ACL-no ymonyaHuio CoOaepXXUT npasa 4OCTyna Ans OTAeNbHbIX Nofib3oBaTenemn

unu rpynn, To B ACL Takke JoSmKHa NpUCYTCTBOBaTb Macka a(p(peKkTUBHbIX Npas.

[nsa Toro, 4ToObl NOMOYb NONIb30BATENO BbINOMHATL 3TU nNpaBuna, setfacl co3naer
npasa AoCTyna, UCNoNb3ys YXe CyLeCTBYHLLME, COMfTacHO CreayoLwmnM YCITOBUAM:

1) ecnu npaea gocTyna Ans oT4enbHOro nonb3oBartens unum rpynnbl gobaenexsl B ACL, a

MacCKu MnpaB He CyLLEeCTBYET, TO cO34aeTCA MacCKa C npaBamMun O0CTyMa rpynnbl-BnagenbLa,
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2) ecnu co3gaH anemeHT ACL-no ymonuaHuio, a Tpex 6a3oBbIX 3NIEMEHTOB He 6bIno,
Torga genaetcs ux konua u oHn gobaensatotca B ACL-no ymonyaHuio;

3) ecnun ACL-no yMon4yaHuio coaepXuT Kakme-nmbo npasa JocTyna Af1si KOHKPETHbIX
Nnonb30oBaTesnst UNu rpynnbl U HE COAEPXKMUT MACKy npaB 4OCTyrna No yMON4YaHuio, To Npu

co3gaHumM aTa Macka GyaeT MMEeTb Te e npaea, YTo M rpynna no ymosryaHuio.
3.4. IuckpeunoHHoe ynpasneHue goctynom B CYB[l PostgreSQL

B kavecTBe 3awmweHHon CYB[ B coctaBe OC ncnonbayetcs PostgreSQL, gopaboTtaHHas
B COOTBETCTBUU C TpeboBaHneM nHterpauumn ¢ OC B YacTu MaHAaTHOro yrnpasneHust 4OCTYNOM K
nHdopmauuu.

CYB[] PostgreSQL siBnsieTcss 06beKTHO-peNsALUNOHHON. Ha HM3KOM ypoBHE OaHHble Xpa-
HATCA B OTHOWeEHMAX (Tabnuuax, Bugax), U A4oCTyn K AaHHbIM pa3rpaHMYnMBaETCA B MOHATUAX
pensunoHHon CYB[.

CyLlHOCTM (OaHHbIe) B pensaumoHHon B[] xpaHaTca B OTHOLWEHMAX (Tabnmuax), COCTOALLMX
N3 CTPOK N cTonbuos. Npu 3TOM eanHULEN XpPaHEeHUs U AO0CTyNa K AaHHbIM SIBASETCA CTPOKa,
cocTosLasn nu3 nosnen, noeHTUUUMpyemMbix MMeHamm ctonbuos. Kpome Tabnuu, CywecTBytoT
apyrve obbekTol Bl (BUAbI, npoueaypbl U T.M.), KOTOpble NPeaoCTaBnalT AOCTYN K AaHHbIM,
XpaHsaWwumes B Tabnuuax.

C kaxgbiM TUNom obbekTtoB B[l accouunpyetcs onpegeneHHbin Habop TMNOB AOCTY-
na (BO3MOXHbIX onepaunin). [Ansa kaxgoro obbekta siBHO 3a4aeTcsl CNUCOK paspeLleHHbIX ans
KaXkaoro u3 noMMmeHoBaHHbIX cyobekToB B[] (nonb3oBatenen, rpynn unm ponen) TMnoB goctyna
(T.e. ACL). N B ganbHenwem npu pasbope 3anpoca k b1 ocywectensieTcsi npoBepka BO3MOXHOCTU
npegocTaBneHnst AocTyna cybbekTa K 06bekTy Tuna, COOTBETCTBYHOLLEro 3anpocy.

B PostgreSQL o6bektamu ANCKPELMOHHOIO yrnpaBneHns JOCTYNoM MOryT 6biTb cToN6LbI
Tabnuvubl, NOCKONbKY OHWU OAHO3HAYHO UAEHTUMULMPYIOTCS NO COCTaBHOMY MMEHU Tabnuubl n
cTtonbua, T.K. umMsa ctonbua BHYTPU Tabnuubl ABASETCA YHUKAIbHbBIM.

B 1O e Bpemsa oTaenbHasa cTpoka Tabnuubl He ABNSeTCS O4HO3HAYHO naeHTuduumnpye-
MbIM OOBEKTOM, U B 06LLEM cnyyae AUCKPEeLMOHHbIE U Ntobble apyrve npasuna pasrpaHn4eHus
AOCTyNa K Her NpuMeHeHbl 6biTb He MOoryT. MoCcKonbKy Kaxaasi CTpoka MAeHTUPMLMPYETCA TONMbKO
HabopoM coaepXXMMoro CBoux noren, To paspaboTyuky notpebyercs BbIOpaTb Ty UMAN UHYLO
npoueaypy naeHtndmkaumm ctpok B b1, Hanpumep, co3gaHme NePBUYHOIO Kroya Unu cosgaHue
JoM3n4EeCKOro yHMUKanbLHoOro naeHTudunkatopa ctpokm B b1.

[ononHntensHO ANs orpaHnyeHnst Habopa AaHHbIX, BblAaBaeMbIX NONb30BaTEN0, MOXHO
npuMeHATb Bxogsawyto B PostgreSQL cuctemy dpunstpaumm ctpok (POLICY) nog HassaHnem ROW
LEVEL SECURITY — gunstpoBaTh CTPOKK, BblgaBaeMble U3 Tabnumubl ykazaHHOMY Nofb30BaTento

(I'IOJ'Ib3OBaTeJ'IFIM) Ha OCHOBAHUN BblYNCIIEHNA 3a0aHHOIO JTOrM4YEeCKOro Bblpa>KeHus.
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B pamkax guckpeumoHHbix NP onpegeneHsl crniegyowme onepaunm Hag Tabnuuamm mn
XPaHALWNMUCA B HUX OAHHBIMM:

- SELECT — YTeHMe OaHHbIX U3 Tabnuubl;

- INSERT — BCTaBKa HOBbIX AaHHbIX B Tabnuuy;

- DELETE — yganeHue HeKOTOpbIX/BCEX AaHHbIX B Tabnuue;

- UPDATE — M3M€EHeHMe OaHHbIX B Tabnuue;

- REFERENCES — MCMNOMb30BaHWe AaHHbIX Tabnuubl NS BHELUHUX KIHOYen;

- TRIGGER — CO34aHu1e 1 Ha3Ha4yeHne Ans Tabnvubl TPUrrepos;

- TRUNCATE — o4ncTKa Tabnuubl (yaaneHme BCEX AaHHbIX).

[nsa 6onee rmbkon paboTtbl ¢ gaHHbIMKM B CYB[] BBeAeHb! criegytolme o6bekTbl, K KaXXaoMy
N3 KOTOPbIX TakK Xe CyLlecTByeT Habop onepauunii:

1) BMg — cnocob opraHuM3auum npeaBapuTenibHO NOATOTOBMEHHbBIX 3anpocoB. Habop

ornepauun coBsnagaeT ¢ Habopom onepaunin ans Tadbnuuy, 3a UCKNIOYEHNEM CO34aHMs

TpurrepoB N BHELLWHUX KIo4en:

SELECT — 4YTeHune gaHHbIX U3 Buaa;

INSERT — BCTaBKa HOBbIX JaHHbIX B BUA;

DELETE — yganeHue HeKOTOprX/BCGX OaHHbIX B BUAeE,

UPDATE — U3MEHEHNEe JaHHbIX B BUAE;
2) nocnefoBaTtenibHOCTb — CNOCcob NoNyyYeHnst yHUKanbHbIX 3Ha4yeHun (cueTtumk). Onpeae-
NeHbl creayroume onepauun:

- SELECT — YTeHUe 3Ha4YeHns CHETUMKA;

- UPDATE — yCTaHOBKa 3Ha4Ye€HUs1 CHETUMKA;

- USAGE — BbINOMIHEHNE (DYHKLNA MAHUMYIIMPOBAHUSA CYETUNKOM;
3) B[l — cnocob opraHnsauum obnactu AaHHbIX, CoAepXKalLmnX BCe ocTarnbHble 0ObEKThI
CYB[. OnpeaeneHbl criegyrowme onepauuu:

- CREATE — co3ganue b[;

- CONNECT — ycTaHoBKa coeanHeHus ¢ b[;

- TEMPORARY/TEMP — co3aaHue BpeMeHHbIX Tabnuy B B[;
4) yHKLMA — NpOrpaMmHbIN KOA4 MaHUNyNUMpoBaHMA AaHHbIMU Ha cepBepe. OnpegeneHa
onepaunst EXECUTE — BbINOfHEHNE DYHKLMNW;
5) A3bIK — A3blk HanNucaHus yHKUMn Ha cepBepe. OnpegeneHa onepaums USAGE —
MCNONb30BaHME A3blKa A5 HanMcaHnsa yHKLUNI;
6) cxema — cnocob opraHu3aumm o6bEKTOB B npegenax otaenbHon B. OnpegeneHsbl
cnegyowime onepawmm:

- CREATE — co3aaHne OObEKTOB B yKa3aHHOW CXEME;

- USAGE — 1cnonb3oBaHMe 06beKTOB YKa3aHHOW CXeMb;
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7) TabnuyHoe npocTpaHCcTBO — cnocob opraHm3aumm B B ®C OC. OnpegeneHa onepa-

uns CREATE — co3faHne oObeKTOB B yKazaHHOM Tabnn4yHOM NpOCTpaHCTBeE.

8) BuHapHbIN 06BEKT — cnocob xpaHeHUs BonbLUUX ABOUYHLIX 06BLEKTOB (hbannos, OOKY-

MeHTOB, ooTorpachun, u 1.n.) B b. OnpeaeneHbl crneayowme onepaunmn:

- SELECT — 4TeHne GuHapHoro oobLekTa;
- UPDATE — uamMeHeHune buHapHoro obbLekTa;

9) B B[] moryT npucyTCcTBOBaTh AOMNOMHUTENbHbIE O6BLEKTDI, ANA UCMONb30BaHUSA KOTOPbIX

onpegeneHa onepauunsa USAGE.

[na KOHTPONSA BbIMOSTHEHUSA BCEX MEpPeYnUCIeHHbIX onepauun anckpeunoHHslx MNP cywe-
CTBYHOT COOTBETCTBYHOLLME NpaBa gocTyna. [paBo Ha npegocTasneHne npas 40CTyna K CyLHOCTAM
He MoXeT ObITb NpegoCTaBneHo APYrMM Nonb3oBaTeNnsaM U JOCTYMHO TOMNbKO agMUHUCTPaTopPy
B[l (Npn COOTBETCTBYIOLMX HACTPOMKaxX cepBepa MOXeT ObiTb NPeAoCTaBneHO U BragesnbLy
CYLLHOCTM).

Kpome paccMOTpeHHbIX (genermpyemMbix) npaB AoCTyna, CyLWeCcTBYET psid npas, KOTopble
BCeraa npuHagnexar Bnagensuam cywHocten n agmuHuctpatopam CYB/L. 3tn npasa He MoryT
ObITb AenernpoBaHbl UnNn oTMeHeHbl cpeacteammn CYB[. K Takum npaBam oTHocATCA: yaoane-
HUe 1 MoanduKaumsa CyLHOCTU N Ha3Ha4YeHue Nonb3oBaTendam genermpyemMolx npas gOcTyna K
CYLLHOCTSAM.

Cpaasy ke nocne cosgaHus CyLHOCTU TONbKO ero Bnagenew n agmmHnctpartopbl CYB[
MOFyT MUCMNOSb30BaTb €ro Kakum-nnbo obpasom. [na Toro 4ToObl C 3TOM CLLHOCTLK MOINK pa-
ooTtaTb gpyrve nosb3oBaTenu, Brnagenel cywHoctTn unu agmuHnctpartop CYB[ aosmmkeH 9BHO
npeaocTaBmMTb UM COOTBETCTBYIOLLME ANCKPELMOHHbIE NpaBa AocTyna.

Mopgudumkaums mMeTagaHHbIX BO3HUKAET KaxXabl pa3 npyu u3aMeHeHun cTpykTypbl B, 4T0
BKNIOYaET B cebsa cosgaHne, moandumkauuio n yganeHne obbektos Bl.

PasrpaHnyeHune goctyna kK nepevmcneHHbiM onepaumam Ha yposHe CYB/] Takke peanuay-
eTcsa NpMMeHeHnemM auckpeunoHHblx MNPL. [Ona aToro ncnonb3yeTcda npaBo BnageHus 06bLekTom,
npaBo Ha co3faHne 0bbekToB. MpaBo BnageHnsa o6bekTom npeaocTaBnseT BnagenoLy obbekTa
BO3MOXXHOCTb MoauduumnpoBaTth 1 yaanaTbe 06bekT. B obuwem cnyvae, BnagenbLeM siBRsieTcs
cosgaTenb obbekTa unm cynepnone3oatens (agmuHuctpatop B). NMpaeo Ha co3gaHne (CREATE)
npumeHsieTcs K oobekTam B[], aBnsoWmnMcsa KOHTeNHepaMn Ans Apyrux o6bekToB, a8 UMEHHO:
HenocpeacTBeHHO cama Bb[l, cxema, TabnmyHoe NpOCTPaHCTBO.

Mpu BbINONHEHMM Nb6oro 3anpoca nonb3oBatens (cyébekta B) k 3awuwaemomy pecyp-
cy (06bekTy B[1) BbINONHAETCS ANCKPELMOHHOE ynpaBreHne JOCTYNOM Ha OCHOBE YCTaHOBMEHHbIX
nonb3oBaTento npas. [na KaXaon BbINOMHAEMON onepaumm Npon3BOANTCSA NPOBEpPKa HanMyus

npasa y nosfb3oBaTens Ha BbINOMHEHWE AAaHHOW KOHKPETHOWM onepauun.
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[OuckpeunoHHble MNP npumenstoTca nocne pasdopa 3anpoca nonb3oBaTens u nocTpoe-
HUSA nriaHa ero BbIMOSTHEHWS.

OunckpeunonHble MNP k ctonbuam obbekTa NPUMEHSAIOTCS TOMBLKO NPU OTCYTCTBUM SIBHOTO
paspeLLeHnst Ha OOCTyn K camon Tabnuue. Takum o6pa3om, NnpaBa JOCTyna K 0ObEKTY SBNAKOTCA
AoMuHMpyowmMn. Mpu aToM, B cnyyae OTCYTCTBUS SIBHO 3a4aHHbIX NMpaB Ha OO6beKT Hemnb3s
cKasaTb onpeferieHHo O NpefocTaBneHnn JOocTyna 4O TexX nop, Noka He ByayT npoBepeHbl Npasa
Ha cTonOubl 0ObekTa.

B CYB[ PostgreSQL napameTp KOH(urypaumm ac_enable_trusted_owner No3BO-
naeT agMUHUCTpaTopy 3anpeTuTb BnagenbLlam o0beKkToB nepeaasaTth nNpasa Ha JOCTYN K HAM
apyrum none3osatenam CYB[. B cnyyae ycTaHOBKM 3HA4YeHUs1 3TON NepeMEHHON KOHGUrypaumm
B FALSE pacnpefgeneHue npae goctyna k obbektam B[] paspelleHo Tonbko agMUHUCTpaTopam
CYBL.

MapameTp koHurypauum ac_allow_grant_options MNo3BoONAeT agMUHUCTPATOPY
3anpeTnTb nepegadvy yxe MMEKLMUXCa npaB AocTyna Ha o6bekT apyrum ponsm. Ecnu
ac_allow_grant_options ycTaHOBMeH B FALSE, TO 3anpeLljaeTca Ucnornb3oBaTb KoMaHay
GRANT c npusunerned WITH GRANT OPTION. Ecnuy ponu ectb npusunerna GRANT OPTIONS
M ac_allow_grant_options = false, TO nepegaya npaB AOCTyna APYrMM ponsaM Takxe
3anpewaetcs. N3bsatne (REVOKE) npueunernm GRANT OPTIONS paspeluaetcs Bcerga.

MapameTp KOH(uUrypaumm ac_allow_admin_options NO3BONSET agMUHUCTPATOpPY 3a-
npeTuTb Nepegady npae YreHcTBa ponu Apyrum ponsam. Ecnm ac_allow_admin_ options ycTa-
HOBMeH B FALSE, TO 3arnpeLiaeTcs ucnonb3oBatb GRANT ¢ npusunernen WITH ADMIN OPTION.
Ecnu y ponn ectb npusunerna ADMIN OPTIONS M ac_allow_admin_options = false, TO
nepegaya npas YNeHCTBa ApYrMM ponsam Takke 3anpeldaetca. M3batue (REVOKE) npusunerum
ADMIN OPTIONS pa3peluaetca Bcerga.

MapameTp KoHUrypaumm ac_enable_truncate NO3BOMSET agMUHUCTPATOPY 3anpe-
TUTb BNnagensuam ob6bekToB 1 NobbiM Nonb3oBaTensM, obnagarwL MM COOTBETCTBYHOLLUMM NPaBoM
TRUNCATE, BbINOMHATb yaaneHne Bcex 3anucen M3 Tabnuu. B cnyyae yCTaHOBKM 3HaYeHUA
3TON NepeMeHHOn KoHdurypauuu B FALSE BbINOMIHEHME KOMaHAbl TRUNCATE 3anpeLeHo BCeEM

noJsib3oBaTeNnAM.

3.5. CpeactBa ynpaBneHua pauckpeumoHHbiMu TP k o6bektam B CYB[
PostgreSQL

[nsa ynpaenenunsa auckpeumoHHbivn MNP k o6bektam B CYB[ PostgreSQL ucnonbayetcs
rpacmyeckasn ytunmta pgadmin3.

[na gpenernpoBaHnsa ANCKPELMOHHBIX NpaB AOCTyNa K 06bekTamM MCNomnb3yeTcst KoMaHaa
SQL GRANT, a gnsi OTMeHbl — KOMaHga REVOKE. Hanpumep, ecnv B cucteme cyLlecTByeT
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nonb3oBaTtelb ivanov, TO eMy MOXeT ObITb npeagoctaByieHo nNpaBoO Ha M3AMEHEHNE OJaHHbIX B
Tabnuue CueTa C NOMOLLKO CNeayrLWwen KoOMaHabl:
GRANT UPDATE ON "Cuera" TO ivanov

[ns npepoctaBneHns npaB JocTyna K 06bekTy cpa3y BCEM MOMb30BaTENAM CUCTEMDI
CyLLeCTBYeET cneunarnbHoe «MMA nornb3oBaTtena» PUBLIC, a Ana npegoctaBneHna Bcex npaB —
cneunanbHoe «npaso» ALL. Hanpmmep, YyTOObI OaTb BCEM Mosrib3oBarteridaMm MOSHbIN AOCTyn K
Tabnuue CueTa, crieqyeT UCMONb30BaTb CEAYOLLY KOMaHay
GRANT ALL ON "Cuera" TO PUBLIC

I'Ipvl HeO6XO,EI,I/IMOCTl/I npaBo OOCTyMa MOXeT ObITb npeaocrtaBs/ieHOo nosib3oBaTtersito (HO He
rpynne) C BO3MOXXHOCTbK AenermposaHuna gaHHOIo npaea ApPyrumMm poridm. ,D,J'IFI 3TOro NCnosJib3yeTcd
kntodeBasi ppasza WITH GRANT OPTION:
GRANT UPDATE ON "Cuera" TO ivanov WITH GRANT OPTION

Bnapeney ob6bekTa MOXET OTMEHUTb COBCTBEHHbIE Aenernpyemble npasa, Hanpumep,
nepeBensi OOBLEKT B PEXUM «TOSbKO ANS YTeHUs» Ans cebs, Tak e Kak 1 Ansa Bcex ocTarnbHbIX

rnorib3oBaTenemn.
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4. MAHOATHOE YNPABJIEHUE OOCTYNOM U MAHOATHbIW KOHTPOJb LIENIOCTHOCTHU

MaHaaTHoe ynpaBneHvue JOCTYNOM M MaHAaTHbIA KOHTPOMb LeNOCTHOCTU MOTYT GbiTh
BKIOYEHbI B NpoLecce yctaHoBku OC nyTem BbliGopa COOTBETCTBYHOLLMX MYHKTOB MPOrpamMmmbl
yctaHoBku OC.

MopsiAoK BKIHOYEHNS U BbIKMIOYEHUS MaHAATHOTO YNpaBneHUst JOCTYNOM NOCIEe YCTaHOBKY
OC onucaH B n COOTBETCTBEHHO.

MopsiAoK BKITOYEHUS U BBIKIOYEHUS] MaHOATHOro KOHTpons LenocTHocTu (MKLL) nocne
yctaHoBku OC onvcaH B " COOTBETCTBEHHO.

4.1. O6wume cBegeHus

MexaHn3mbl MaHOaTHOroO ynpasneHnst 4OCTYNOM U MaHOATHOMO KOHTPOMS LENoCTHOCTH
peanusoBaHbl B gape OC u 3aTparmeaioT crnegyolime nogcucTembl:
MexaHun3msbl IPC;
ctek TCP/IP (IPv4, IPv6);
dC ext2/ext3/extd/xfs;
cetesble ®C CIFS;
®C proc, tmpfs.

B mMexaHnamax maHgaTHOro ynpaeneHus 4OCTYNOM M MaH4aTHOrO KOHTPONSA LENOCTHOCTH
onpeaeneHbl cnegyowme TepmMmuHbl (B cootBeTcTBumn ¢ FOCT P 59453.1-2021):

- cybbekT goctyna — komrnoHeHT OC (npouecc, B T.4. 3anyLWeHHbIN OT UMEHN NOoSib30Ba-

Tens), 4OCTYMbl KOTOPOro perfiaMeHTUpPYTCS NONUTUKaAMK yNpaBneHnsa OCTYNOM;

- 00bekT goctyna — koMmnoHeHT OC (Hanpumep, dais, COKeT 1 Ap.), 4OCTYN K KOTOPOMY

pernameHTMpyeTca NONUTUKaAMK yrpaBneHnst 4OCTYNOM;

- KOHTEeWHep — cocTtaBHon koMnoHeHT OC (Hanpumep, KaTtanor n gp.), 4OCTyn K KOTO-

POMY perfameHTUpyeTcs NonMTUKamMm ynpasreHnst JOCTYNOM, COCTOSLLMIA U3 0ObLEKTOB

NI KOHTEMHEPOB, K KOTOPbLIM MO OTAENBbHOCTM BO3MOXHO OCYLLIECTBIIEHME YNpaBeHNS

AOCTYMNOM.

[Mpn 3TOM CYLLHOCTbBIO Ha3bIBAETCS KOMMNOHEHT, ABASIOLWNNCA 06bEKTOM NN KOHTENHEPOM.
4.2. MaHgaTHoe ynpaBrieHue A0CTYrNnom

Mpu peanu3aunm NONMTUKA MaHOAATHOMO YNPAaBMEHUst 4OCTYMNOM CyObekTam M CyLLHOCTSAM
3a4alTesl KNnaccMUKaLMoHHbIE METKUN (YPOBHM KOH(PUAEHLMANBHOCTA U KaTeropum KoHpuaeHLm-
anbHOCTW, onMcaHne KoTopbix NpueegeHo B (4.2.1|u COOTBETCTBEHHO). Takke CyLLHOCTAM
MOryT ObITb MPUCBOEHbI AOMOMHUTENBHbIE MaHAaTHbIe aTpnbyThl yNpaBneHus 40CTynoM, onuca-

HWe KoTopbIx npvBeaeHo B [4.2.3]
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Ona aaMUHNCTPUpOBaHNA NogcnucTtem MaHgaTtHOro ynpasneHna goCTtyrnomMm n MmaHgaTtHoro
KOHTpPONA UenoCTHOCTU MHOXECTBO Linux anvaerM|7| pacwmnpeHo cneunanbHbIMU NMPUBUIIETNAMMN,

MoJIHOE onncaHne KOTopbIX NpuBeOeEHO B @

4.2.1. YpoBeHb KOH(hMAEHUNaANbLHOCTHN

Mepapxuyecknin ypoBeHb KOHpUAEHLUMANbHOCTH (YPOBEHDb KOH(OMAEHUNANBHOCTM) onpe-
AendeT cTeneHb CEKPETHOCTU CYLLHOCTU Y COOTBETCTBYHOLLMI YPOBEHb AOCTYNa K HEW, Ha3HaYeH-
HbI CyOBbeKTY.

YpoBeHb KOHMAEHLMANbLHOCTM NpeacraBndeT cobon yncnosoe 3HadyeHme ot 0 go 255
(BknounTENBbHO). Kaxkgon knaccnmkaumMoHHOM METKE B KaXKObli MOMEHT BPEMEHMU MOXET ObITb
Ha3Ha4yeH TONbKO OAMH YPOBEHb KOH(UAEHUMANBHOCTH.

Yncnosble 3Ha4YEHNSA YPOBHSA KOHUOAEHLNANBHOCTM CPaBHUMbI MeXAy COOON U TEXHU-
Yeckn peanu3oBaHbl Kak 8-OuTHas Ge33HakoBasi BenuunHa (uint8_t). B nonb3oBaTenbckmx
UHTepdencax NpeacTaBnsaeTcs AeCATUYHbIM 3HAaYEHNEM NN HaMEHOBaHNEM.

Cy6bekT ¢ onpegeneHHbIM YpOBHEM KOHUAEHUNANBHOCTM MOXET MOMy4nTb AOCTYN Ha
YTEeHWe K CYLLHOCTU, eCrin ero ypoBeHb KOHPUAEHUNANbHOCTU HE HUXE YPOBHS KOH(pMAeHUManb-
HOCTW CYLLHOCTW.

CyOGbekT ¢ onpeaeneHHbIM YpOBHEM KOH(UAEHLMANBHOCTM MOXET MOMYyYMTb JOCTYN Ha
3anuncb K CyLLHOCTU, €Crln ero YpoBeHb KOH(pUOEHLMansHOCTN CoBNagaeT C YpOBHEM KOHUOEH-
LManbHOCTU CYLLHOCTH.

Takum o6pas3om, nonb3oBaTenb, €CNM eMy He NPUCBOEHbI crieumanbHble NpUBMUNErnn B
COOTBETCTBUU C n/vnn ecnun pannam He 3agaHbl AOMNONHUTENbHbIE MaHAATHbIE aTpuUbyThI
poctyna B cootBeTcTBuM € [4.2.3] MoxeT untaTh dhaiinsl, ypoBeHb KOHMAEHUMANBHOCTH KOTO-
pbIX HE MPEBOCXOOMUT €ro ypoBHA OOCTynNa, a nepefasatb AaHHble TONbKO HA OOHOM YpOBHE

KOHOMAEHUMANbHOCTH.

4.2.2. Kateropusa KoHduaeHUNaNbLHOCTU

MHOXXeCTBO Henepapxmyeckmx KaTeropun KoHPUAEHUNANbHOCTU (KaTeropmum KoHpunaeH-
LnanbHOCTN) onpeaensieT Habop KaTeropuin, OCTYMHbIX CYyObEKTY UM Ha3HAYEHHbIX CYLLIHOCTH.

KaTteropmn koHdumaeHUnanbHOCTM NpeacTaBnatoT cobor GUTOBYO MacKy, COCTOSLLYIO
n3 Habopa kaTteropum KOHUAEHUMANBbHOCTN, KaXxaasl U3 KOTOPbIX NpeacTaBnsieTcs B BUAe OT-
AenbHoro paspsiga 6utoBon Macku. 3HadyeHue paspsiga OuToBom Macku, paBHoe 1, O3Haua-
€T Hann4ne COOTBETCTBYHLLEN KaTeropum KoHMOAEHUNANBbHOCTM Yy CyWHOCTN (CybObekTa), a
paBHoe 0 — OTCyTCTBME JAaHHOW KaTeropuu.

B OC peanusoBaHo ncnonb3oBaHue o 64 kateropun KoHpuaeHunanbHocTu. Kaxgon
KrnaccnudukaunoHHON MeTKe B KaXKAbIi MOMEHT BPEMEHN MOXET ObiTb NPUCBOEH €AVUHCTBEHHbIN

Habop kaTeropum KoHUAeHLManbHocTU. Habop kateropmin KOHOMAEHUNANBHOCTN MOXET NPUHK-
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maTb 3HadeHnsa ot 0 go OxFFFF FFFF FFFF FFFF (BkntounTenbHO), TEXHNYECKM peann3oBaH Kak
64-6butHas macka, be3sHakoBas BenuumHa (uint64_t).

KaTteropmn KoHuMaeHUManbHOCTU MOryT ObiTb HECPaBHUMbI Mexay cobon. B nonb3ao-
BaTeNbCKUX MHTepdencax NpeactaBnaTCa WecTHaguaTepUdHbIM 3Ha4YeHNEM WU CMIMCKOM
HaMMeHOBaHUIN KaTeropun.

CybbekT ¢ onpegeneHHbIM HabopoM KaTteropun KOHPUAEHUNANTbHOCTU MOXET NOSTy4nTh
AOCTYMN Ha YTEeHME K CYLLIHOCTU, eCfiM B ero Habope KaTeropmm KOHPUAEHUMaNbHOCTU NPUCYTCTBY-
0T KaTeropmm KOHUAEeHUNanbHOCTN, 3a4aHHble AaHHOW CYLLHOCTH.

CyObekT ¢ onpegeneHHbIM Habopom KaTeropmm KOHPUAEHUNANBHOCTU MOXET NONYYUTb
AOCTYM Ha 3anncb K CYLLHOCTU, ecnn ero Habop KaTeropum KOHPUAEHLMaNnbHOCTU COOTBETCTBYET
Habopy KaTeropui KoOHpnaeHLUMansHOCTN, 3ag4aHHOMY LaHHOW CYLLHOCTW.

Takum obpasom, nonb3oBaTenb, €Cfiv eMy He NPUCBOEHbI crieumanbHble NpUBMUNernn B
COOTBETCTBUU C n/wnn ecnun hannam He 3agaHbl AONOMHUTENBbHbIE MaHAATHble aTpubyThl
AocTyna B cootBeTcTBUM C [4.2.3] MoxeT untaThb dhainbl, Habop kaTeropuit KOHPUAEHLMANBHOCTM
KOTOpPbIX BXOOUT B HAOOp AOCTYMNHbIX NOSIb30BaTENIO KaTeropun, a nepegasaTb AaHHbIE TONbLKO

ecnun aTn Habopbl coBnaatoT.

4.2.3. lononHuTenbHble MaHAaTHble aTPpUOyThbl ynpaBneHus JOCTYNnoM
[ononHuTenbHble MaHAaTHble aTpubyThl yNpasneHns OCTYNOM MO3BOMSAT YTOYHATb
NN N3MEHATHL NpaBua MaHOAaTHOro ynpaereHnsa JOCTYNOM A5 TeX UNU UHbIX CyObeKTOB nnu
CYLLHOCTEMN:
- ccnr — MOXET NpucBamBaTbCs TOSNbKO KOHTeMHepaM. OnpegensieT, YTo KOHTenHep
MOXeT cogepXaTb CYLHOCTU C pasfinyHbIMU KnaccuduKauMOHHBIMU METKaMMU, HO He
BonbLuMMK, YeM ero cCoBCTBEHHas KrnaccnudukaunoHHasa MeTka. YteHne cogepxmmoro
TaKoro KOHTEMHEpa paspeLLaeTcsa CyObeKTY BHE 3aBUCUMOCTM OT 3HAYEHUS ero Knaccmgu-
KaLMOHHOM METKW, NpU 3TOM CybbeKTy AOCTyNHA MHOopMauuUsa TONbKO NPO Haxogswmecs
B 9TOM KOHTENHEepe CYLHOCTU C KnaccumnkaumoHHOM METKOM He Borblien, YemM ero
cobcTBeHHas knaccudurkaumMoHHas MeTka, NMMbo NPo CYLHOCTU-KOHTEMHEPDI, TaKkKe ume-
oLLMEe MaHOATHbIN aTpUBYT ynpaBneHns 4OCTYNOM ccnr;
- ehole — MOXeT NpucBamBaTbCA CYLLHOCTSM (harnam), He SBNALLMMCSH KOHTENHepaMu
N UMELLNM MUHUMANbHYIO KNacCUUKaLMOHHYO METKY U HYIEBYIO METKY LIeNOCTHOCTH
(B cooTBeTcTBUM C [4.4)). MNPUBOANUT K MTHOPMPOBAHUIO MaHAATHbLIX NPaBUN yNpaBneHus
AOCTYNOM Mpu NOfy4YeHMn AOCTyna Ha 3anucb K HUM. ATpMOyT npeaHasHavyeH aAns CyLuiHo-
CTen, U3 KOTOPbIX CYyObEKT HEe MOXET NpodnTaTh AaHHble, 3anncaHHble B HUX CyObekTamu ¢
Gornee BbICOKOM KnaccudukaLmMoHHOM METKOW, YeM ero COBCTBEHHas KnaccudukaumoHHas

meTka (Hanpumep, /dev/null);
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- whole — npucBamBaeTCs CyLWHOCTAM (dpannam), He ABMASILWNMCHA KOHTENHepaMun, ¢
MakcumMaribHOM KraccugukaumoHHon meTkon. PaspellaeTr 3anncb B HUX cybbekTam,
nmerLwmnm 6onee HN3KYI KracCUUKaLMOHHYO METKY (B 0ObIYHOM Crlydae 3anucbiBaTb

«CHWU3Yy BBEPX» 3arpeLleHo).

MpumeyaHune. MaHgaTHbIM aTpubyT ynpaBneHus 4OCTYNOM ccnri 6onee He ncnosnb-
3yetca B OC gns ynpaBneHnsa oCTynom, Npyu 3ToM wratHoe yHkumoHnposaHme OC cooTBeT-
CTBYET PYHKLMOHMPOBAHMIO C YCTAHOBIEHHLIM MaHAAaTHbIM aTpubyTOoM ccnri. Bo3aMOXHOCTb
YCT@HOBKM U MONyYeHNA OaHHOro mMaHgaTHoro atpubyta coxpaHeHa B OC gnsa obecneyeHus
coBMecTMMocTh ¢ cuctemamm m MO, koTopble ero ucnonbdyet. MangaTHbln atpmubyT ynpaene-
HMa goctynom ccnra B OC npuvpaBHMBAETCS K ccnr M Takke COXpaHeH Ansi obecneyeHus

COBMECTMMOCTM N HE PEKOMEHOOBAH K MCMONb30BaHUIO.
4.3. MaHOATHbLIN KOHTPOJSb LeNTIOCTHOCTU

Mpyn peanusaumm NOANTUKA MAHOATHOIO KOHTPOSSA LENOCTHOCTU CyObeKkTam 1 CYLHOCTAM
3a4alTca YPOBHU LENOCTHOCTM — COBOKYMHOCTb (4eKapTOBO NpOu3BedeHUEe) Henepapxuye-
CKNX YPOBHEW (KaTeropuin) LeNOCTHOCTU U nepapxmyecknx (SIMHENHbIX) YPOBHEN LIENOCTHOCTW.
B Tekywen peanusauumn nepapxumyeckmin ypoeHb LenoctHoctn B OC 3apesepBupoBaH N He
noaaepXXMBaeTcsa ero NCrnonb3oBaHme.

YpoBeHb LeNoCTHOCTM CYLLHOCTU OTpaXkaeT CTeneHb YBEPEHHOCTU B LEMNOCTHOCTU coaep-
Xawencsa B Helm nHgopmaummn. YpoBeHb LIENOCTHOCTU cybbekTa COOTBETCTBYET €ro NoSIHOMOYUAM
Nno JOCTYMy K CYLLUHOCTM B 3@aBUCMMOCTU OT UX YPOBHEN LENOCTHOCTU, a TaKKe OTpaXKaeT CTeneHb
YBEPEHHOCTU B KOPPEKTHOCTU ero OyHKLMOHANBHOCTH.

Heunepapxmnyecknin ypoBeHb LENOCTHOCTU NpeacTasnsetr cobon 32-6UTHY Macky (TeXHu-
YecKkn peann3oBaH Kak 6e33HakoBasi BeNMyYnHa uint32_t).

Mpun yctaHoBke OC no ymonyaHuio npeaniaraeTcad MakcMmarbHbIM HENEPaPXNYECKUI
YpOBEHb LEeNIOCTHOCTM max_1ilev, paBHbih 63 (6butoBas macka 00111111), a MUHUMaANbHLIN
ypoBeHb Bcerga 0.

B OC no ymon4aHuio BblgeneHbl HyNeBON, YETbIPe HEHYIEBbLIX U HECPABHUMbIX MEXAy
cobon (ganee — M30NMMPOBaHHbLIX) HEMEPAPXMYECKUX YPOBHSA LIENMTOCTHOCTM U MaKCUMarnbHbIN
YPOBEHb LIeNTOCTHOCTU, KOTOPbIA HE MEHbLUE BCEX OCTalbHbIX B CUCTEME.

HenpueunernpoBaHHbIM NONb30BaTENAM MO YMOMYaHUIO NMPUCBaAnUBAETCHA HYNEBOWN ypo-
BEHb LIeNOCTHOCTN, aAMUHUCTPATOPY NpuUcBanBaeTcs MakCuMasibHbIM YPOBEHb LeSTOCTHOCTU 63,
3a CMCTeMHbIMU crnyxbamu, nepedeHb 1 onMcaHue KOTOpbIX NpuBeAeHsl B Tabnuue [7], 3apesepsu-

poBaHbl YeTbIpe N30JIMPOBAHHbIX YPOBHA LENOCTHOCTW.
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Tabnuua 7
YpoBeHb| 3HayeHue Butosas Onwncanune
macka
1 001 0000 0001 YpoBeHb 3a4eNCTBOBaH AN CETEBbIX CyxX6
2 002 0000 0010 YpoBeHb 3a4eNCTBOBaH ANg BUpTyanusaumm
3 004 0000 0100 YpoBeHb 3aaencTBoBaH Ans cneuyumansHoro MO
4 008 0000 1000 YpoBeHb 3a4eNCcTBOBaH ANs rpaduyeckoro cepeepa

MpnmeyvyaHune. B Tekywen peanusauumn, ¢ y4etom 32-6UMTHOM MaCKK, KOSIMYECTBO
N30NNPOBAHHBIX YPOBHEN LIENTOCTHOCTU MOXET ObiTb YBENMYEHO 40 32 NpU NOBbLILEHUW MaKCU-
ManbHOro ypoBHsi uenoctHoctn o OXFFFF FFFF.

Mocne yctaHoBkM OC mMakcMManbHbIN YPOBEHb LENTOCTHOCTM B CUCTEME MOXET ObITb
noBbiWeH. MakcnmanbHbIMY YPOBHAMM LIENOCTHOCTU B CUCTEME MOTYT BbITb YMCNa, Y KOTOPbIX
BGuToBas mMacka BKNOYaET OMTOBbIE MACKM BCEX OCTasbHbIX MCMOMb3yEeMbIX YPOBHEWN LLENOCTHOCTH
B cucteme, Hanpumep, 63 (0x3F, butoBas macka 00111111), 127 (Ox7F, 6utoBas macka 01111111),
191 (OxBF, 6butoBasa macka 10111111) u 1.4.

BHUMAHMUE! lNpn noBbilWEHNM MaKCUManbHOro ypoBHs LienocTtHocTn B OC Bbille 3Have-
Hus 63, 3agaHHoro npu yctaHoske OC, HeobxoamMmo y6eanTbecsa B NOBbILLEHUN YPOBHS LENOCTHO-
ctn agmmnHuctpatopa OC.

[ononHuTenbHO 3ape3epBUPOBaHO crieumanbHOe HaMMeHOBaHNE YPOBHS LIENTOCTHOCTU
Bricokuii (High), KOTOpoe ncnonb3yercs Ans 0603HaYeHNss MakCUManbHOrO YPOBHS LLENOCTHOCTH
B ycTaHoBneHHon OC, a Takke Huzkui (Low) — ANa 0603Ha4YeHMs HyNeBoro ypoBHS LeNOCTHOCTH.

Yncnosble 3Ha4YEHUs1 YPOBHS LESTOCTHOCTU CYLLHOCTM YaCTUYHO CpaBHUMBbI MeXay COo-
oon 1 onpenenaArTCcs Kak CyMMbl 3HAQYEHUIN Ha3HAYEHHbIX YPOBHEW LIENOCTHOCTU. YncnoBsble
3HaAYeHMs YPOBHS LEMOCTHOCTU MOTYT NpUHUMaTh 3HadeHus ot 0 o 2%2-1 wnm ot 0x0 go
OxFFFF FFFF Bkno4YnTenbHO U TEXHUYECKN peanu3oBaHbl Kak 32-6uTHaa macka, 6e3sHakoBas
BeNnMYMHa (uint32_t).

B nonb3oBatenbckmx nHTepdencax NnpeactaBnsaerca AeCATUYHBIM UNW WecTHaguaTepuy-
HbIM YMCNOM WS HAUMEHOBAHUEM.

Cy6bekT ¢ onpegeneHHbIM YPOBHEM LIENOCTHOCTU MOXET NONYyYMTb AOCTYN Ha 3anuch K

CYLLIHOCTW, ECIN €ro YpOBEHb LIENTOCTHOCTU HE HWMXKE YPOBHS LIENOCTHOCTU CYLLLHOCTMW.
4.4. MaHaaTHbLIN KOHTEKCT 6e30nacHoOCTHU

MaHngaTtHble aTpubyThl cybbekTa (06bekTa) 00begmMHATCA B MaHOATHbIN KOHTEKCT 6es-
OMnacHoCTK 3Toro cybvekTa (obbekTa).
MaHaaTHbIN KOHTEKCT 6e30nacHOCTM BKIoYaeT B cebsi:

- MeTKy 6e3onacHocTu;
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- OONOMHUTENbHbIE MaHOATHbIE aTPUBYTLI yNpaBneHnsa OCTYNOM.
MeTka 6e30nacHOCTM COCTOMUT U3:
1) knaccumkaunoHHON METKK, KOTOpasi onpeaensieTcs:
a) Mepapxm4ecknm ypoBHEM KOH(OMAEHUNANBHOCTY;
0) Hemepapxuyeckumm KaTteropmsiMm KOHOUAEHUNANBbHOCTMY;
2) MeTKM LIernoCTHOCTN, KoTopas onpeaenseTca:
a) mepapxmyecknm (NMMHENHbIM) YPOBHEM LENOCTHOCTY;
0) Hemepapxuieckum ypoBHEM (KaTeropmen) LenocTHOCTH.
KnaccndukaumMoHHble METKN BIIOXKEHHbIX CYLLIHOCTEW HE MOryT MpeBbiaTbh 3HAa4YeHus
KrnaccnukaumoHHOM METKM NX COAEPKALLLEro KOHTeNHepa.
MpnmevyaHune. B MHPOPMALMOHHBIX CUCTEMAX C MaHAATHLIM ynpaBneHneM SOCTYNOM
KaK npaBmno NpUMEHSIIOTCA KNacCnmKaLMOHHbIE METKU, B KOTOPbIX UCMOMb3YETCHA TONbKO YeThbIpe
YPOBHS1 KOHdMAaeHumansHocTn ot 0 go 3 n 64-6utoBas macka C pasnMYHbIMKU COYETAHUAMM
KaTeropumn.
lMpaBuna NpMHATUA peLleHns 0 NpeaoCTaBneHMM JOCTYNa Ha OCHOBE METKN 6e30MacHOCTH
onucatsbl B 4.5
BHUMAHME! YctaHaBnmBath AN Nonb3oBaTesisi O4HOBPEMEHHO BbICOKMIN YPOBEHb KOH-
duaeHUManbHOCTH (KnaccuukaumoHHy METKY) N BbICOKUA YPOBEHb LIENOCTHOCTU HE pEKOMEH-

ayetcsi.

4.5. MpuMeHeHne npaBUNl MaHAATHOrO ynpaBrieHUsi [OCTYNMOM M MaHAaTHOro

KOHTpOJA LUesIoOCTHOCTU

MpuHATHE pelleHns o 3anpeTe unu paspeleHnn octyna cybbekTa K CyLHOCTU NPUHN-
MaeTCsl Ha OCHOBE Tuna onepauun (YTeHne/3anmcb/MCNonNHeHNe), MaH4aTHOrO KOHTekCcTa 6esonac-
HOCTM cybbekTa n MaHAAaTHOro KOHTEKCTa 6e30MacHOCTM CYLLIHOCTW.

Mcnonb3oBaHmne ypoBHEN N KaTeropuin koHdMaeHUMansHOCTU obecnevmBaeT 3aWwmTy OT
HEeCaHKLMOHMPOBAHHOIoO A40oCTyna K MHcpopmaumn.

Mcnonb3oBaHne ypoBHEN LIENOCTHOCTU obecnevmBaeT LeriocTHOCTbL MHdopMauum ny-
TeM 3anpeTta MoanduKkaunm CyLHOCTEN C BbICOKMM YPOBHEM LIENOCTHOCTM HEAOBEPEHHbLIMU
cybbekTammn ¢ 6onee HU3KMM YPOBHEM LLEENOCTHOCTH.

CyObeKTbl UM CyLYHOCTU, KOTOPbIM SIBHO HE 3adaH MaHAaTHbIA KOHTEKCT 6e3onacHo-
CTW, CYMTAOTCA UMEIOLLMMN MUHUMASTbHBIN (HYNEBOW) MaHAATHbIN KOHTEKCT Be3onacHocTu, T.e.
MeTKa 6e30MacHOCTM 1 BCe MaHOaTHble aTpnbyTbl MUMEKOT MUHMMAarbHbIE AONYCTUMbIE 3HAYEHUS
(Hanpumep, paBHbIEe HYMHO).

Onepaunn YTEHUS N UCMNOMHEHNSA pa3peLleHbl, eCriM YPOBEHb KOHMUAEHLNANTbHOCTM

cybbekTa He HMKe YPOBHSI KOHPUOEHLUMANbHOCTM CYLLHOCTU, BUTLI Habopa KaTeropuin KoHW-
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AeHUManbHOCTM cybbeKkTa BKNOYaoT 6uTbl Habopa kaTteropmi KOHPUAEHUNANBHOCTU CYLLLHOCTMW.
PaspelueHne He 3aBUCUT OT 3HAYEHUIN YPOBHEN LIENTOCTHOCTM.

Onepauus 3an1cu paspeLleHa, ecnm ypoBHU KOHPUOEHLMANbHOCTU U KaTeropmum KOHpu-
AeHumanbHOCTU cybbekTa 1 CyLLIHOCTU COBMaaatoT, a ypOBEHb LeNOCTHOCTUN cybbekTa bonbLue
UNN paBeH YPOBHS LIENTOCTHOCTU CYLLHOCTH.

B oTHoweHun meTkn 6e30nacHOCTV AENCTBYIOT criegyoLlmne npasunia HacrnegoBaHus:

- eCnu B ceccum cyObekT cosgaeT apyroro cybbekra (npouecc co3gaeT npouecc), To

CO30aHHbIN CyObEKT NOMHOCTLIO HacneayeT MeTky 6e3onacHoCTh (YpoBeHb KOHUAEHUU-

anbHOCTW, KaTeropmn KOHUOeHUNaNsLHOCTU, YPOBEHb LIENOCTHOCTN);

- eCcnu cyObekT co3gaeT CyLHOCTb (npouecc co3gaeT hawns), To co3gaHHasi CyLHOCTb

HacnegyeT TOMbKO KNacCUUKaLMOHHY METKY (YpOBEHb KOH(UAEHLUMANbHOCTM U KaTero-

pUN KOHPUOEHLUMANBHOCTN), N, HE3aBMCUMO OT YPOBHS LIENOCTHOCTU cybbekTa, Bcerga

nony4yaet HyreBon YpPOBEHb LIENOCTHOCTN.

BHUMAHUE! N3meHATb MeTKYy KOH(UAEHUNANTbHOCTU CYLLHOCTU (T.€. N3MEHATb Ypo-
BEHb KOH(PMAEHUNANbHOCTN U/MNN KaTeropumn KoOHMpUAeHUNansHOCTN) MOTyT TOMNbKO CyObEKTbI C
Hanuymem npusunern PARSEC_CAP_CHMAC (cM. Tabnuuy [8).

BHUMAHUE! /3meHsTb ypoBeHb LEeNTOCTHOCTU CYLLHOCTU MOTYT TONbKO CYyObeKTbl C
Hanuumem npueBunermn PARSEC_CAP_CHMAC (cMm. Tabnuuy M C MakCUMasibHbIM YPOBHEM
LleNOCTHOCTW.

BHUMAHMUE! [1na nameHeHns meTkn 6e30nacHOCTU NpoLecca UCnonb3yeTcs NpuBunierus
PARSEC_CAP_SETMAC (cM. Tabnuuy [8).

[ononHuTenbHbI MaHaaTHbIA aTpubyT ynpaBneHns OCTYNOM MOXET OblTb YCTaHOBMEH
TONbKO NPUBUIIErMPOBaHHbIM npoueccoM. K cammm npoueccam MaHOaTHbIN aTpubyT ynpaBneHus
AO0CTYNOM HenpuMeHuM. [pocTas CyLWHOCTb (hann) MoOXeT UMEeTb JONONHUTENbHbLIN MaHOATHbLIN
aTpubyT nnbo ehole, NnMb0o whole.

[nsa co3gaHusa B KOHTEMHEpPe, MMEIOLEM AONONMHUTENbHbIN MaH4aTHbIN aTpubyT cenr,
BMOXXEHHOW CYLLLHOCTU C YPOBHEM M KaTeropMsiMn MeHbLUMMU, YEM Y KOHTENHepa, Heobxoanmo o6-
nagatb cneuunanbHbiMU NpuBunernamm PARSEC_CAP_IGNMACCAT n PARSEC_CAP_TIGNMACLVL,
onucaHue KoTopbix npuBeaeHo B [4.6]

BHUMAHUE! Ecnn B 3arpysumke OC ykasaTb 3HayeHMe napametpa sgpa
parsec.ccnr_relax=1, HENPUBUIIENMPOBAHHbLIN NOSIb30BATENb CMOXET NPOM3BOAUTL 3annchb
drannos ¢ pasHbiM YPOBHEM KOHMPMOEHUNANBHOCTU B KOHTENHep (KaTtanor) ¢ yCTaHOBMEHHbIM
AONONHUTENBHBIM MaHAATHbIM aTpUOyTOM ccnr.

BHUMAHUWE! MaHgaTtHble aTpubyThl Ha KOpHE hansioBon CUCTEMbI ONPEAEnsIOT MaKcu-

MarnbHbI MaHAATHbLIN KOHTEKCT 6e3onacHOCTM cyliHocTen. MaHgaTHble aTpubyThl, yCTaHaBnMBa-
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€Mble MO YMOJSTYaHMI0 Ha KopeHb (hannoBon CUCTEMbI N PS4 BIIOXKEHHbLIX DannoBbIX 0O0bHLEKTOB,

onpeaeneHbl B cueHapum pdp-init-£fs, KOTOPbIA PacnonoXeH B Katanore /usr/sbin.

PARSEC-npusunerum, Tak e kKak n Linux-npusunerum, npuBegeHHble B, HacnegyrTcs

rMpoBaHHbIX OENCTBUN.

npoueccamMu OT CBOUX «poauTeneny. MNpouecchkl, 3anyLleHHble OT UMEHU cynepnorb3oBaTens,
MMEILLIEro MakCcMManbHbIN (Becoxuit) YPOBEHb LENOCTHOCTM MO YMOYaHUo, He3aBUCUMO OT

ABHOIO Ha3Ha4YeHuna v I'Ipl/lBVIJ'IGFI/II7I, MMEKT BO3SMOXHOCTb OCYLLECTBNATb BONbLWNHCTBO npusune-

PARSEC-npusuneruu n nx onucasue npusegeHsl B Tabnuue (8

Tabnuua 8

MpuBnnerus
ATpunbyT
ButoBasa macka

OnuncaHue

PARSEC_CAP_AUDIT
pcapaudit
0x00002

MosBonsieT ynpaensTb NONUTMKON ayauTa

PARSEC_CAP_BYPASS XATTR

pcapbypassxattr
0x40000

OTkntovaeT npoBepky nognucu dannos B xattr

PARSEC_CAP_CAP

pcapcap
0x00400

Mo3BonseT ycTaHaBNMBaTh ftobor HEMNPOTUBOPEYMBLIA Habop nNpu-
BUNErnni Ans Bbi3BaBLUEro Npouecca U YnTatb NpuBUIEeruun, npu-
CBOEHHbIe npoueccamM

PARSEC_CAP_CHMAC
pcapchmac
0x00008

[Mo3BonsieT M3MeHATb METKN Be3onacHoCTK hannoBbiX 06LEKTOB

PARSEC_CAP_FILE CAP
pcapfilecap
0x00001

He ucnonbsyetca.

Ona n3ameHeHuss MeToKk 6e3onacHOCTU pannoBbiX OOBLEKTOB
ncnonb3oBaTh NpuBmUnerMio PARSEC_CAP CHMAC.

[ns nsmeHeHus MeTok 6e30MacHOCTN NPOLECCOB UCMONb30BaTh
PARSEC_CAP_ SETMAC.

Ons  un3MeHeHWa npuBUIErMA MNPOLIECCOB  UCMONb30BaTb
PARSEC_CAP_CAP

PARSEC_CAP_IGNMACCAT
pcapignmaccat
0x00020

Mo3BonsieT UrHopMpoBaTb MaHAATHYHO MOSIUTUKY MO KaTeropusim
joctyna

PARSEC_CAP_IGNMACINT
pcapignmacint
0x02000

Mo3BonsieT MrHOPMPOBaTb MaHAATHYHO MOMUTMKY MO YPOBHSAM Lie-
NOCTHOCTM

PARSEC_CAP_IGNMACLVL
pcapignmaclvl
0x00010

Mo3BonsieT UrHOPMPOBaTb MaHAaTHYH NOMUTMKY MO YPOBHSIM KOH-
dvaeHumnansHocTU
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MpuBnnerus
ATpnbyT
butoBasa macka

OnucaHue

PARSEC_CAP_INHERIT_INTEGRITY

pcapinheritintegrity
0x20000

Mpn co3naHmm hannosBbix 0OBLEKTOB Ha HUX aBTOMAaTUYECKN yCTa-
HaBNUBAETCH MaKCMMaribHO BO3MOXHasi LIeNOCTHOCTb, OAHAKO He
BblLLE, YEM LIENOCTHOCTL NpOoLEecca-co3aaTens U LenoCTHOCTb KOH-
TenHepa, B KOTOPOM cosaaetcs hannoBbin 06bekT. McnonbayeTcs
Ans yctaHoBuwMKka naketos (dpkg)

PARSEC_CAP_IPC_OWNER

OTmeHsaeT MaHaaTHble orpaHmn4eHund npu pa60Te C CylHOCTAMMU

pcapipcowner IPC, Takummn kak shared memory, message queue u 1.4. (Parsec-
0x10000 aHanor Linux-npusunerun CAP_IPC_OWNER)
PARSEC_CAP_MAC_SOCK lMo3BonsieT M3MeHsTb METKM GEe30MacHOCTN TOYEK COEANHEHUS
pcapmacsock (UNIX-cokeToB). [1ns1 ceTeBbIX COKETOB UCMOSb30BaTh MPUBKIETNIO
0x00800 PARSEC_CAP_PRIV_SOCK

PARSEC_CAP_PRIV_SOCK
pcapprivsock
0x00100

Mo3BonseT co3gaBaTh HOBbIE CETEBbLIE COKEThI MpoLecca B NpuBU-
NernpoBaHHOM pexume (AOMNONHUTENbHbIA MaHAATHLIA aTpubyT
ehole). MNMpuBNNerMpoBaHHLIN COKET NO3BONSAET OCYLLUECTBNATb
CeTeBOE B3aUMOLENCTBUE, UTHOPUPYS MAHAATHYHO MOSTUTUKY.
Ina Touek coeanHeHuns (UNIX-cokeToB) ncnonb3oBatb npusune-
rMio PARSEC_CAP_MAC_SOCK

PARSEC_CAP_PROCFS
pcapprocfts
0x80000

Bkntoyaet urHopupoBaHme ypoBHeN KOHpUAEHUNaNbLHOCTUN U YPOB-
Hewn LenocTHOCTK npu paboTte ¢ /proc

PARSEC_CAP_READSEARCH
pcapreadsearch
0x00200

Mo3BonseT urHopmpoBaTb MaHAATHYKO MONUTUKY MPU YTEHUN U
novcke annoBbIX 06LEKTOB (HO HE Npu 3anuncu)

PARSEC_CAP_SETMAC
pcapsetmac
0x00004

Mo3BonsieT M3MeHATb MeTKy BesonacHocTu npoueccos. [pueu-
nervs He NO3BOMSET NPOLECCY NOBbIWATb YPOBEHb LIENTOCTHOCTH
ApYroro npouecca, a TofbKO MOHWXaTb

PARSEC_CAP_SIG

pcapsig
0x00040

Mo3BonsieT nocbinatb CUrHarnbl NpoLeccam, UTHOpUpPys MaHaaT-
Hble npaBa

PARSEC_CAP_SUMAC
pcapsumac
0x04000

Mo3BonseT 3anyckatb NPOLECChl C APYron KraccugukaumoHHom
MEeTKON (C ApYruM nepapxmyeckum ypoBHeM KOHUAEHLNANLHO-
CTW N OpYrMMU HEnepapxm4eckumMm KkateropmsiMm 4ocTyna)

PARSEC_CAP_UNSAFE_SETXATTR
pcapunsafesetxat
0x01000

Mo3BonsieT ycTaHaBnMBaTb MaH4aTHble aTpnbyThbl 0OBbEKTOB (hali-
noBou cucTemMbl 6e3 ydyeta MaHOaTHbIX aTpUbyToB pOANTENBCKO-
ro obbekTa-koHTenHepa. [puBunerna mMcnonb3lyercs ANns BOC-
CTaHOBMEHNS 0OBbEKTOB (hannoBON CUCTEMBI N3 PE3EPBHBIX KO-
NUMA N TOSMbKO MOCe YCTaHOBKM 3Ha4yeHus «1» ana napametpa
/parsecfs/unsecure_setxattr

PARSEC_CAP_UPDATE_ATIME
pcapupdateatime
0x00080

lMo3BonseT naMeHATb BpeMsi 4ocTyna K annoBbiM 00bekTam
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Ona HacTtponkn KC3 moryT ncnonesoBatbcs kak PARSEC-, Tak n Linux-npusunerun.

Mopsinok ynpaeneHusi npmsunernamu onncax B [4.13]
4.7. BKknioyeHne 1 BbIKNIOYEHWe MaHAATHOTO yrpaBreHus AOCTYNOM

4.7.1. BknoyeHue MaHAATHOrO yrnpaBfieHUs AOCTYNOM

MaHgaTHoe ynpaBneHne gOCTynoM MOXET ObiTb BKAOYEHO B npouecce yctaHoBkn OC
nyTem Bbibopa COOTBETCTBYHIOLLEro NyHKTa nporpammbl yctaHoBku OC.

BknioueHne maHgaTHOro ynpasneHus goctynom nocne yctaHokn OC BbINONHAETCA C
MOMOLLIbIO MHCTPYMEHTa astra-mac-control, onucaHHoro B[16.4.29, nnu ucnone3ys rpacuye-
ckyto ytunuty fly-admin-smc.

[Mpun BKNIOYEHUN MaHOATHOrO yrnpaeneHus 4OCTYNOM Af1 CUCTEMHOro napameTpa sgpa
parsec.mac yCTaHaBnuBaeTcs 3HadeHue 1. [pu atom Bce AopaboTaHHble Ans PyHKLMOHUPOBA-
HWS B YCIOBUAX MaHAATHOrO yrnpaBneHnsa JOCTYNOM ceTeBble criyXbbl, cuctemsl IPC u cuctemol
nHMUManusaumm Byoyt paboTtatb B pexrme MaHOATHOrO ynpasreHus JoCcTynoM. Takke nporpam-
mam 6yaet AoCTynHa BO3MOXHOCTb paboTaTtb ¢ hannoBbiMn o6bekTaMmu, UMEILLMMN HEHYEBYHO

METKY KOH(bI/ILleHLlI/IaJ'IbHOCTI/I.

4.7.2. BblknoyeHne maHgaTHOro ynpaBsneHus AOCTYNnom

MaHgaTHoe ynpaBneHme A0CTYNOM MOXET ObITb BbIKMHOYEHO, €CNN OAaHHbIN peXnm Obin
BKMtoveH B npouecce yctaHoBkn OC unu nocne yctaHosku OC B cootBetcTBUM ¢ 4.7.1]

BblknoyeHne mMaHgaTHOro ynpasreHnsa OCTYNOM LenecoobpasHo NMPUMEHSATb TONbKO
ANs OTrnagoyHbiX uenen. MNocKonbKy OTKNIYEeHWe MaHOAaTHOro yrnpasrieHUs 4OCTYNOM MOXET
NPVBECTU K HECOTNACOBaHHOMY COCTOSIHMIO O6BHEKTOB (harifioBON CUCTEMBI C Pa3HbIMU YPOBHSIMU
KOH(PMAEHUNANBHOCTU, TO BbINOMHATL BbIKMOYEHNE HAa CUCTEME, BBEAEHHOW B 3KCNyaTauuto, He
pekomMmeHayeTcs.

BblkniovyeHne maHOaTHOro ynpasneHus OCTYNOM BbINOMHAETCA C MOMOLLbIO UHCTPY-
MeHTa astra-mac-control, onucaHHoro B [16.4.29] nnn ncnonb3ysa rpaduyeckyo yTunurty
fly-admin-smc. [1na npumeHeHns nameHeHnn tpedyetcs nepesarpyska OC.

Mpu BbIKMOYEHUM MAHOATHOrO ynpasneHns AOCTYNoOM AN CUCTEMHOro napamertpa sapa
parsec.mac ycTaHaBnmBaeTcs 3HavyeHue 0.

BHUMAHMUE! NMpu BbIKNOYEHHOM MaHAaTHOM ynpaBneHun JOCTYNoOM CryXbbl, KOTopble
OOJTKHbI 3anycKaTbCHA Ha HEHYNEBOM YpPOBHE KOHMUAEHLMANbHOCTU Unn B npolecce padoTbl
MOBbILLAIT CBOW YPOBEHb KOHMAEHUNanbHoCTH, ByayT 3anyLleHbl Ha HyNeBOM YPOBHE KOHMU-
AEHUManbHOCTM nn He ByayT 3anyLleHbl C BbIBOAOM MHopMaumm 06 owwmnbke.

[Mocne BbIKNIOYEHMS MaH4ATHOrO ynpaBneHnsa AoCTynoM Ang nporpamm 6yaeT oTknoYeHa
BO3MOXHOCTb paboTaTtb C hannioBbiMM 06beKTaMn, UMEIOLLMMU HEHYIEBYHO METKY KOH(UAEHLIN-

allbHOCTM.
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BHUMAHUE! OTkntoueHne BO3MOXHOCTU paboTbl nporpamm ¢ pannoBbiMm oOGbekTa-
MU, UMEIOLUMN HEHYNEBYO METKY KOH(UAEHUNANTbHOCTU, HE PABHOCUITbHO YAANEHUO Takux
06bekToB. ParnoBble 0O6BHLEKTHI, UMEKLLNE HEHYNEBY METKY KOH(pMAEHUMANbHOCTH, Nocne oT-
KINIOYEHNS BO3MOXHOCTM paboTbl C HUMK coxpaHstoTcsa. [JocTyn K Takum ob6bekTam He MOoXeT
ObITb NonyyeH WwraTHeiMK cpeactBamm OC, HO AOCTYN K HUM MOXET ObITb NMOMYYEH NPU HaNN4un
HEKOTPONMPyeMoro on3n4ecKoro 4oCcTyna K KOMNbTEPY N BO3MOXHOCTU UCNONb30BaTh HA HEM

HelwTaTHble CpeacTea.
4.8. BknroyeHue U BbIKITIOYEeHUEe MaHOATHOrO KOHTPOSA LeNIOCTHOCTHU

4.8.1. Bkno4yeHne MaHAATHOrO KOHTPONA LenocTtHoctTn Ha OC

Pexxum MKL, ans OC moxeT ObITb BKNOYEH B nNpouecce yctaHoBku OC nytem Bbibopa
COOTBETCTBYHLLEro NyHKTa nporpammbl yctaHoBkn OC.

BkntoueHne pexuma MKL, nocne yctaHoBkn OC BbINOMHAETCA C NOMOLbI UHCTPY-
MeHTa astra-mic-control, onucanHoro B [16.4.25] nnn ncnonb3ysa rpaduyeckyto ytunurty
fly-admin-smc.

Mpwn BkntodeHnn MKL ona cuctemHoro napameTpa sigpa parsec.max_ilev B 3arpysyu-
ke OC ycTtaHaBnuBaeTcs 3Ha4YeHne 63 — MakcMMarbHbIN YPOBEHb LIENOCTHOCTM MO YMOMYaHWUIo.
Bce npouecchl, HauMHasa oT init 1 Ao ytunutbl rpacdmyeckoro Bxoga B cuctemy fly-dm, OyoyT
3anyckaTtbCs Ha JaHHOM YpOBHE LEeNOCTHOCTH.

BHUMAHMUE! 'padumyecknin cepep Xorg No ymonyaHuo paboTtaet OT UMEHN Y4ETHOMN
3anvcu nonb3oBaTtend Ha BblAeNeHHOM ypOBHE LeSfioCTHOCTH 8.

Mocne BkntoyeHna MKLL Heobxoanmo nepesarpysntb OC.

4.8.2. BknovyeHMe MaHOATHOrO KOHTPOSA LIeNOCTHOCTU Ha hannoBon cucteme

Ona npaBunbHoro gyHkumoHmposaHua MKL, npu pabote OC npu BKNOYEHUN pexuma
MKL aBTomaTtnyecku skntodaetca MKLL Ha kopHeBown (hannoBon cucteme U npucBamBaroTCs
aTpubyTtel MK (nopgoepxuBatotcs annosble cnctemsl ext2, ext3, ext4, xfs).

Bkntoyenne MKLL Ha cbannoBon cucteme Takke MOXET ObiTb BbINOMHEHO NYyTEM BbIMOSHE-
HUS KOMaHAbI:
sudo set-fs-ilev
Unm ncnonbays rpadguyeckyto ytmnuty fly-admin-sme.

Obbektam hannoson cuctembl npucBansatoTcs atpnbyTel MKLL B coOoTBETCTBUM C KOH(U-
rypaumoHHbIM annom /etc/parsec/fs-ilev.conf. B gaHHOM KOHUrypaumoHHom danne
nepeyncrneHbl 00beKTbl hansioBON CUCTEMBI U UX YPOBEHb LENOCTHOCTU B chopmare:
<level> <path>
rae <level> — ypOBEHb LENTOCTHOCTMU;

<path> — 06beKkT/06BbEKTbI PaNNOBOM CUCTEMbI UMW NYTb K HUM.
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3Ha4eHus, npucBanBaeMble YPOBHIO LIENOCTHOCTU <level> B KOHUIypaLMOHHOM dhan-

e, npuBeOeHbLI B Tabnuue @]

Tabnwunua 9
3HayeHne OnucaHue

<number> ABHO 3apaHHbIN ypoBeHb. MOXET ObITb 4ECATUYHBIM, BOCbMEPUYHbIM, LWECTHaALa-
TEPUYHBIM U ABOUNYHBIM YACIIOM

high Tekywmii max_ilev — MakcMMarnbHbIA YpoBeHb LenoctHocTn B OC, 3agaHHbIf B
napameTpe sapa parsec.max_ilev

max Tekylwimi max_ilev — MakcMManbHbIM YpoBeHb LenoctHocTn B OC, 3agaHHbIN B
napameTpe aipa parsec.max_ilev

low To e 4YTO U HYNEeBOW YpoBEHb LIENOCTHOCTH

min To e 4TO U HYNEeBOW YpOBEHb LIENOCTHOCTH

exc WrHopupoBsaTb thann npu npoBepke LenocTHOCTU. B kayecTBe cumBona noacTaHoB-
KN B KOHLIE MYTN MOXXHO MCMOMb30BaTb CUMBOM «*»

Ecnu B channe ykasaHbl HeCyLLEeCTBYOLLME U HEABCONIOTHLIE NYTW, TO OHWU UTHOPUPYHOTCS.

KopHeBomy kaTanory («/») ypoBeHb LIENOCTHOCTN HE Ha3Ha4YaeTCA.

Mpnumep
KoHgurypaumnoHHbin pann /etc/parsec/fs-ilev.conf
exc /etc/xdg/autostart/vboxclient.desktop
exc /etc/X11/Xsession.d/98vboxadd-xclient
exc /etc/ld.so.*
exc /etc/resolv.conf
exc /root/.config/*
exc /root/.gnupg/gpg-agent.conf
max /etc
max /1lib
max /1ib64
max /1ib32
max /bin
max /sbin
max /boot
max /root
max /opt
max /srv
max /usr
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lMocne ycTaHOBKM HOBbIX MAKeTOB, a Takke B npouecce paborel OC cosgatoTcsa Ho-
Bble hannbl, Hanpumep B /etc, koTopbiM atpmbyTbl MKL] aBTOMatnyeckm He npucsamBaroT-
cq. Ytobbl npmsectn MKLL cdhannoBon cuctembl B COOTBETCTBUE KOHGUIypaUMOHHOM dhanny
/etc/parsec/fs-ilev.conf, HEOGXOAUMO BbINOMHUTL KOMaHAY:

sudo set-fs-ilev enable

4.8.3. BblknoyeHne MaH4aTHOrO KOHTPONSA LeNTOCTHOCTU

BoikrntoveHne MKL| BbINONHAETCA C NOMOLLBLIO MHCTPYMEHTa astra-mic—-control, onu-
caHHoro B [16.4.25] unn ncnonbays rpacguyeckyto ytunuty fly-admin-smc.

Mepen BbikntodeHnem pexnma MKLL pekomeHayeTcs CHATb aTpubyThl LENOCTHOCTU C
00bEKTOB (hannoBon CUCTEMbI KOMaAHAOWN:
sudo unset-fs-ilev
UM ncnosnbays rpadomyeckyo ytmnuty fly-admin-smc.

Mpwu BbikNoveHnn MKL, ons cucteMHoro napametpa agpa parsec.max_ilev yCTaHaBs-
nueaetca 3HadeHue 0.

Mocne BbikntoyeHus MKL nepesarpyauts OC.

4.8.4. BbikntoyeHne MaHAATHOrO KOHTPONS LEeNOCTHOCTU Ha pannoBOU cucteme

BuikntoueHne MKL Ha dhannoBon cucteme BbinonHaeTcs npu BbiknodeHnn MKL cornac-
HO 4.8.3|

Boikntounts MKLL Ha channoBon cucteme MOXHO OTAENbHO OT BbikNtodeHns MKL, Bbinon-
HUB KOMaHAay:
sudo set-fs-ilev disable

Mocne  BbINOMHEHUs1  kOMaHAbl  obbektam  @®C, ykasaHHbIM B  paune

/etc/parsec/fs-ilev.conf, Ha3Ha4YaeTCcs HyrieBON YPOBEHb LIENTOCTHOCTb.

4.8.5. AamuHuctpupoBaHue OC npwu BknovYeHHoM pexume MKL

HenpueunernpoBaHHbIN NOSib30BaTeNb MOXET BbINOMHATL BXOA4 B CUCTEMY TOSbKO Ha
HWU3KOM YPOBHE LeNNOCTHOCTU (COOTBETCTBYET MUHMMArIbHOMY YPOBHIO LIEeNIOCTHOCTH). [MNpuBunern-
pOBaHHbIV Nofnb3oBaTenNb, NPU HaNM4YMM COOTBETCTBYHOLLEro NpaBa, MOXeT BXOAUTb B CUCTEMY
Ha BbICOKOM YPOBHE LIENOCTHOCTU (COOTBETCTBYET MakCuMasribHoOMy ypoBHIO LenoctHoctn OC) u
TONMbKO ANA BbINOMHEHNA 3aga4d no KoHgurypmuposanuio OC.

AOMUHUCTpaTOp, CO3AaHHbIN Npu yctaHoBke OC, MOXET BbINOMNHATL BXO B CUCTEMY C
BbICOKMM YPOBHEM LIENTOCTHOCTU (MO yMOn4YaHuo 63) Nnmn ¢ HU3KUM YPOBHEM LeNoCTHOCTWU. [Mpun
rpacmyeckom Bxoae B CUCTEMY AN1S TaKOro agMUHUCTPATopa No yMOnYaHuio BblibpaH BbICOKUN
YPOBEHb LIeNnoCTHOCTU. padudeckmin paboumnin cTon Ha BbICOKOM YPOBHE LIENOCTHOCTU UMeET

KpacHbIN GOOH.
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Mpy KOHCONBbHOM BXOA4E B CUCTEMY aAMUHUCTPATOP OOSMPKEH BPYYHYIO BbICTaBNASATb YpPO-
BEHb KOHTPOSIS LLENOCTHOCTU (A5 BbICOKOro YpoBHSA — 63, Ansa Hu3koro — 0 nnu nponyctntb
AaHHbIN Wwar).

BHUMAHMUE! Bxog B cuctemy npmBuiermpoBaHHbIM nosib3oBaTenem (agMmHuUCTpaTo-
pOM) HEOBXOAMM TOMNBbKO AN BbIMNOMHEHNA HACTPOEK CUCTEMbI U TONBKO C BbICOKUM YPOBHEM
uenocTHocTW. [Ana obbI4HOro (LWUTATHOro) pexmuma paboTbl peKOMEHAYEeTCA OCYLLECTBNATbL BXO B

CUCTEMY OT MMEHWN HEMPUBUNErMPOBAHHOIO NMOMb30BaTeNst Ha HU3KOM YPOBHE LENTOCTHOCTM.
4.9. 3anyck cnyx6 systemd ¢ ypoBHEM LLeNIOCTHOCTU U KOH(PMAEHLMANbHOCTU

[nsa 3anycka cnyx6bl systemd nog ypoBHEM KOHMAEHLMANBHOCTU HEOBXOAMMO B KOHMM-
rypaunoHHoM cparine (1oHUTe) COOTBETCTBYIOLEN CNYX0bl (<umMsi_tonuTa>. service) B pasgene
[Service] fobaBuTb cnegyowmin napameTp:

[Service]
PDPLabel=<YpoBeHb>:<YpPOBEHBL LeJIOCTHOCTU>:<KaTeropuu>

YpoBeHb LIeNoCTHOCTN Ha3Ha4yaeTCcs TOMbKOo B rnpedenax max_ilev.

dopmat meTkn PDPLabel aHanornyeH npuHatomy B cucteme PARSEC 3a ucknoveHnem
nonga Tuna MeTKn — MeTKa CIyXObl He MOXeT UMETb AOMNOMHUTENbHbIM MaHAaTHbI aTpubyT
(Hannyne ehole/whole Hepgonyctumo). bonee nogpobHas uHdopmauuna o dopmarte METKM
AOCTYyMNHa B BbIBOAE KOMaHAbI:
pdpl-file —--help

[na MeTkn pekoMeHAyeTCcs MCMorb30BaTh YNCIOBbIE 0603HaYeHWs, Tak Kak npu paspeLue-
HUW MMEH MOTYT OKas3aTbCs 3aeNCTBOBaHbI ceTeBble pecypchl, Hanpumep, LDAP-kaTtanoru, 4Tto
MOXET MPUBECTU K OLUMBKaM KOH(pUrypaumm, KOTopble CIIOXHO AMarHoCcTMpoBaThb.

[nsa HasHaveHus cnyxbe PARSEC-npusunerui, npuBeaeHHbIX B 4.6, B COOTBETCTBYIOLLIEM
IOHUTE (<ums_toHuTa>.service) B pa3gene [Service] fobaBuTb napameTp:

[Service]
CapabilitiesParsec=PARSEC_CAP_ PRIV_SOCK, ...
rae yepes 3ansaTyto MoryT ObiTb nepedncrieHbsl PARSEC-npusunerun.

Mocne penakTnpoBaHus KOHUrypaunoHHoro anna cnyxbesl HeobxogmMmo nepesany-
CTUTb systemd 1 cooTBeTCTBYIOLLYHO CNYXO6Y, BbINOMHUB KOMaHAbI:
systemctl daemon-reload
systemctl restart <umsa_cnyx6w>.service

[na npocMoTpa MeTKM CryX0bbl BbINONHUTE KOMaHAy:
pdpl-ps <pid>
roe  <pid> — mnaeHtudurkaTop cryxobl.

[na npocmoTpa ycTtaHoBNeHHbIX Ha cnyxb6e PARSEC-npusunernin BbINONMHUTL KOMaHAy:

pscaps <pid>
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[ns onpegeneHns <pid> cnyx06bl CNONb3yeTcs kKoMaHaa:

systemctl status <umsa_cnyxbu>.service
4.10. CeTeBoe B3aumopgencreme

B kayecTBe oCHOBHOro npoTokona gocrtyna k ceteson ®C ncnonbayerca npotokon SMB,
KOTOpbI NnogAep>XmBaeT nepegady pacluMpeHHbIX aTpubyToB, coaepkawmx MHgpopmaumo o
MaHOaTHOM KOHTeKCTe (MeTke 6e30MacHOCTM M MaH4aTHbIX aTpubyTax ynpaBrneHus AoCTynom).
[aHHbIN NPOTOKON LUMPOKO pacnpoCcTpaHeH u paboTaeTt B reTeporeHHbIX CeTax (NoaaepXmBaeTcs
pasnnYHbIMK ONepPaLMOHHBIMU CUCTEMaMMI), a Takke nogaepXmneaeT cCoO6CTBEHHYIO ayTeHTUdUKa-
LU0 U ayTeHTUdUKaLmo ¢ ucnonb3osaHnem Kerberos.

BaaumopgewncTteue npm nomowm ceteBoro npotokona IPv4 (IPv6) ocywectensieTca yepes
nporpaMMHbIn MHTepdenc o6 bEKTOB AOCTYNa, ABMSIOWNXCA AreMeHTaMu MeXNpouecCHOro 1
CETEeBOro B3aMMoOencTBuA (HanpumMmep, CETEBbLIX COKETOB), KOTOpble obecneymBatoT obmMeH aaH-
HbIMW MeXAy npoueccamun B paMmkax ogHon nnu Heckonbkux OC, o6beanHEHHbIX B NIOKanbHYH
BbIYUCIIUTENBHYIO CETb.

[Onsa nogaepXkn MaHOaTHOro ynpasfieHUs OOCTYNOM B CeTeBble MakeTbl MpoToKona
IPv4 (IPv6) BHeapstoTCs KrnaccudukaunmoHHble MeTKU. [opsiaok NpUcBoeHnsa knaccudpukaum-
OHHbIX METOK M MX popmaT COOTBETCTBYET HauuoHanbHomy ctaHgapty OCT P 58256-2018.
lMprem ceTeBbIX NakeToB nogunHseTca MmaHaatHbim MNP, Cneayet oTMeTUTb, YTO MeTKa 6e3onac-
HOCTW COKEeTa MOXET MMETb Tur, NO3BOMAOLWMIA co34aBaTh CeTEBbIE CyXObl, NpUHUMatoLWme
coefiHeHUs ¢ NMOBbLIMU YPOBHAMW CEKPETHOCTMU.

Mpn HeobxogmmocTn ons obecneveHns LEenOCTHOCTM 3arosnioBka IP-naketoB, cogepxalle-
ro KnaccuukaLumMoHHy0 METKY, JOMyCcKaeTcsa npuMmeHeHne nporpammHoro cpegcrea OpenVPN.
Onucanune ncnons3oBaHus OpenVPN npueegeHo B aokymeHte PYCB.10152-02 95 01-1.

OTcyTCcTBME Y CYLLLHOCTU METKM BEe30MacHOCTU 3KBMBASIEHTHO HYNeBoOn MeTke 6e3onacHo-
ctn. Takum obpasom, sapo OC, B KOTOPOM BCE CyLLHOCTU U CYOBbEKTBI 4OCTYNa UMEKT YPOBEHb
CEKPETHOCTU «HECEKPETHO», PYHKLUMOHNPYET aHanormyHo ctangaptHomy aapy OC Linux.

[Ons psaa ceteBbix cnyx6 (cepsepa LDAP, DNS, Kerberos u T. 4.) Heobxogmmo obecne-
YUTb BO3MOXHOCTb MX paboTbl C KNMMEHTaMU1, UMELLMMU pa3Hbii MaHOATHbIN KOHTEKCT 6e3onac-
HOCTW, 6e3 BHECEHNS NBMEHEHUIN B UCXOOHbIE TEKCTbI CryX6bl. [1na npegocTtaBneHms Ha3BaHHOM
BO3MOXHOCTM B nogcucrteme besonacHoctm PARSEC peanu3oBaH MexaHMU3M 3arnycka ceTeBblX
Ccnyx0 ¢ ncnonb3oBaHMeEM NPUBUNETMPOBAHHOIO COKETa AN OXUOAHUS BXOAALWNX COeANHEHUN
(MexaHuam privsock).

MexaHn3m privsock onucaH B 4.10.1]
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4.10.1. MexaHu3m privsock

MexaHn3m privsock npegHasHayeH onga obecnevyeHms OYHKLMOHUPOBAHUSA CUCTEMHbIX
ceTeBbIX CNYX6, He ocylecTBRsoWmMxX 06paboTKy MHpopMaLmm C UCNONb30BaHNEM MaHAATHOrO
KOHTEKCTa, HO B3aMMOAEMNCTBYOLWNX C npoueccamu, paboTaowmmMmm B MaHAaTHOM KOHTEKCTe
cybbekTa gocrtyna.

[na ero ncnonb3oBaHnAa Npu PyHKLUMOHMPOBAHUN ceTEBOW Cry>bbl He0BXoaMMO oTpe-
AaktmpoBaTtb pann /etc/parsec/privsock.conf, gobaBuB B HEro CTPOKY, coaepKaLlyto
NONHLIA NYyTb K UcnonHaemomy danny cnyxo6bl. [lanee npuBeneH npumep CTPokM u3 canna
/etc/parsec/privsock.conf ans 3anycka DNS-cepBepa ¢ ucnonb3oBaHMEM MexaHU3Ma

privsock.

Mpumep

/usr/sbin/named

,D,J'lﬂ ncnoJsfib3oBaHNA MexaHn3ima privsock HeO6XOD,|/|MO, YyTOOBI nepemMeHHaa PATH,
ucrnornb3yemas npv 3anycke cryx6bl, cogepxana cneayowmn nyTb:
/usr/lib/parsec/bin

[anee npuBeneH npumep 3agaHus TpebyeMoro nytTm B NepeMeHHON OKpYXeHUs Ans

3anycka DNS-cepsepa.

Mpumep

YcTaHOBKa 3Ha4YeHUs1 NepeMeHHOM OKpY)XeHUst PATH MOXET ObITb BbINONHEHa AobaBneHu-
eM B hann /etc/default/bind9 cneayowen CTPOKK:
PATH=/usr/lib/parsec/bin:$PATH

lMogpobHoe onucaHne MexaHuama privsock NpUBEAEHO B man privsock.
4.11. lUnHa mexnpoueccHoro Bzanmogenctemsa D-Bus

D-Bus no3BonsieT opraHn3oBaTtb B3aMMogeNCTBME NPOLIECCOB C UCMOSb30BaHNEM CO06-
LWEeHU 1 obwux WuH. [na nepegayn coobLieHns Mexay npoLeccoM M LLUMHOW UCNonb3yeTcs
MEeXaHW3M COKeTOB. BbloensoT ABa TUna LWWH: CECCUOHHbIE LWKHBI (Session bus) n cuctemHas
lmHa (system bus).

CeccunoHHas WnHa cosgaeTcs AN1s Kax4owm nonb3oBaTenbCKOM CeECCUM MPU ee 3anycke.
OHa paboTaeT ¢ MeTKon 6e3onacHOCTU Morb3oBaTens CUCTEMbl U BCE B3aUMOAEWNCTBYIOLLME
Yyepes Hee MPOoLECChl TakKe NMEKT JaHHY MeTKy 6esonacHocTu. Baanmogencrane npoueccos ¢
NMHOW MeTKon 6e30nacHOCTM He nponcxoauT. JononHUTENbHbIE CECCUOHHLIE LLUMHBI MOTYT BbITb
Co3daHbl C UCNosib30oBaHMEM YTUNUTbI dbus-launch, KOTOpasa NO3BOSISET 3aNyCTUTb NpoLecc
OOHOBPEMEHHO C CO3AaHMEM HOBOW CECCUOHHOM LWNHBI. [1pyn 3TOM nMeeTcst BO3MOXHOCTb yKa3aTb,
MCcnonb3ys NnepeMeHHyto DBUS_SESSION_BUS_ADDRESS, KaKyl M3 CECCUOHHbIX LUWH AaHHbIN

npouecc 6yaet BOCNPUHMMATL Kak CECCUOHHYHO LLMHY.

4.71



50
PYCB.10152-02 97 01-1

Mpnumep
user@astra:~$ echo $DBUS_SESSION_BUS_ADDRESS
unix:abstract=/tmp/dbus-FMSYkkteW0, guid=2£f874cb94£fd70c984eff1d8857d24781

AHanorMyHo (PyHKUMOHMPYET cUCTEMHas WKHA. [laHHasa WwuHa co3fgaeTcs TONMbKO B O4HOM
aksemnnspe npu ctapte gemoHa D-Bus n yepes Hee B3aMOAENCTBYIOT MPOLLECCHI Pa3fUYHbIX
YPOBHEWN.

Mogynb dbus-daemon peanuayeT U CECCUOHHbIE, U CUCTEMHYIO LLUNHBLI, NO3TOMY Mexa-

HA3M MaHOaTHOro ynpaslieHNA OOCTYMNOM UCIMOJIb3yEeTCA BO BCEX LUNHAX.

4.11.1. Bunabl coobweHun

D-Bus nogaepxuBaet crneayrowme BUabl COOBLLEHNIA:

- method call — BbI30B MeToaa. [1pouecc TpebyeT Bbi3oBa METOAA, pean3oBaHHOIoO

Apyrum npoueccom. [JaHHoe coobLieHne MMeEeT KOHKPETHOro agpecarta WU COAEpPXUT

NHpopMaLnto 06 NCTOYHMKE COOOLLIEHNS;

- method_ return — Bo3Bpat. Kak npaBuno, nocre Bbi3oBa MeToaa AaHHoe cooblueHne

ncnonb3yeTcs Ansi Bo3Bparta 3HadyeHud. AgpecaTtoM COOOLLEHUS SBMSETCA UCTOYHUK

NCXOAHOro coo0LLEeHNS;

- error — owmnbka. Ecnn npu Bbi3oBe npousoLuna owmnbka, BMECTO BO3BpaTa MOXET

ObITb OTNpaBneHo cooblieHne 06 owmnbke. AgpecaTtomMm COOBLLEHUSA ABNAETCA NCTOUHUK

NCXOAHOro coobLLEHNS;

- signal — curHan. [JaHHoe cooOLleHne MMeeT UCTOYHMK, HO, Kak NpaBuno, He MeeT

KOHKPETHOro agpecara 1 paccbifaeTcs LUMHOW BCEM, KTO nNognucaH Ha gaHHoe coobLleHne

(c ucnonbsoBaHnem match-punerpa). Ecnn ykazaHo umsa cnyx6bl, To coobLieHne Ha-

NpaBnsieTca TONbKO ONpeAeneHHOMY COeAMHEHWIO (T. €. NePBMYHOMY BnagenbLy AaHHOrO

cnyx0bl).

Bce coobueHnsa aBnaTcs ogHOHanNpaBneHHbIMU, MOTYT UMETb Ha3Ha4YeHne, a Takke
MOryT nogpasymeBaTb (HO He TpeboBaTb) OTBET, Hanpumep, nocrne method_call MOXHO He

nocbinatb method_return. (DyHKLI,VIOHaJ'I oTnpaBsuUTeNna 1 nonyvyarena OOoImkKeH ObITb cornacoBaH.

4.11.2. NMpouecc B3aumMoaenuCTBUS C LLUIMHOWN

Ans noeHTUdUKaUmMm CoeauHEHUs Ha LIHE UCTONb3YHTCS NapamMeTpbl, NpUBEAEHHbIE B
Tabnuue [10]

Tabnwunua 10

MNapameTp Onucanue

unique connection name (UCN) | YHUKanNbHOE UMS COEANHEHUS — MOEHTUAUKATOP COeAUHEHMS
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OkoHyaHue mabnuusi 10

MapameTp OnucaHune

org.share.server O6wenssecTHoe uMsa (cnyxba) coeamHenns. [laHHoe nvs nc-
nonbayetca AN npvema coobLeHns OT ApYrnx KIMEHTOB (T.e.
MO 3TOMY UMEHWN KINUEHTbl MOTyT HaWTW AaHHbIA NpoLecc)

/org/share/server/object [aHHbIn NyTb ABNAeTCAa MMeHeM obbekTa. Kaxaas cnyxba
MOXET co3aaBaTb HECKONbKO 0OBHEKTOB

com.share.interface Nmsa nutepderica. CooTBETCTBYET HEKOTOPOMY Habopy MeTo-
00B (B TOM 4ucne cTaHAapTHbIM MeTofaMm, obLmmM ans obbek-
TOB), KOTOPbIE AOIMKHbI KOPPEKTHO 0OpabaTbiBaTbCA O6BHLEKTOM

GetMyName Mmsa meToga obbekTa nnu nHtepdgenca, KoTopbii MOXHO Bbl-
3BaTb

[ns BbI3oBa mMeToga HeobxoanMMmo:

- yKasaTb 0bLLlen3BeCcTHoe UMSA coeauHeHusi, Ms obbekTa, nMs nHTepdenca n Mmsa

MeToAa;

- cdhopmumpoBaTb HAbOp apryMeHTOB;

- BbIMOSTHUTb BbI3OB.

[na o6paboTkn pesynsrata HEOBXOANMO MPUHATL OTBETHOE COOBLLIEHNE (KOTOPOE MOXET
ObITb Kak coobLLeHnem Trna Bo3Bpar, Tak 1 ownbKom). Takke CyLLeCcTBYIOT LUMPOKOBELLATENbHbIE
coobLLEeHMsI-CUrHanbl, KOTOPbIE OTMNPAaBNAOTCA NPOLECCOM Ha LUUHY, rae nepeagpecoBbiBalOTCA
BCEM COEAMHEHUAM, KOTOpPble Ha HEro NoanucaHsbl.

Kaxgbin npouecc ans pabotbl yepe3 D-Bus nogkntoyaeTcsa K 3agaHHOW LwuHe (npwu
3TOM CO3[4aeTCsa YHUKanNbHOE COeANHEHNEe C UMeHeM Buaa : 1. 8) ¢ ncnonb3oBaHnem yHKLNN
dbus_bus_get (). Mpn 3TOM Npn NOAKMOYEHNN OCYLLIECTBNAETCS MEXAHU3M ayTeHTUdMKaLmMm
KNMeHTa C UCMNonb30BaHMEM AaHHbIX COKeTa. [locne aToro KNMeHT MoxeT paboTtaTb C LWMHOW C

MCMonb30oBaHNEM COODLLEHUN.

4.11.3. NMpouecc coeaUHEHUSA C CUCTEMHOW LLUVMHOW

lMocne ayTeHTUdUKaUUN KNUEHT oTnpaBnsaeT cooblleHne Tuna method_call Hello
cepepy D-Bus. [lanee npoBepsieTca BO3MOXHOCTb AOCTaBKM JAHHOMO COOBLEHMS C UCNOSb-
30BaHMeEM pdp U selinux QyHKUuK. [nsa Toro, ytobbl D-Bus mor obpaboTtaTb AaHHbIA BbI3OB
C HEeHyneBbIX YPOBHeW, HeoBXoauMO ANS Hero yCTaHOBUTb COOTBETCTBYOLWME npusunernn. B
4YaCTHOCTU, 3TO pearnn3oBaHo 3a CcYeT ycTaHoBKM npusunernn 0x30 (Ignore Lev & Cat) Ha cnyxby
org.freedesktop.Dbus. [laHHble NpMBUIErMX NO3BONSAIOT NpoLeccam (CoeanHeHusam) ¢ bonee
BbICOKMM YPOBHEM BbINOMHATE OYHKLMKN NPOLECCOB C HU3KUM ypoBHeM (dbus), 4To He npeay-
cMaTpuBaeT MaHAaTHoe ynpaBneHne AOCTYNOM, HO pa3peluaetcs npusunernsamm 0x30, KoTopble
no3BonsaoT cyobekTy (dbus) urHopmpoBaTb MeTKy 6€30MacHOCTM CoeauHEHUs, MblTaroLwerocs

BbINOJIHNTb €ro meton.
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Mocne atoro gopmMmpyeTcst OTBETHOE COoobLeHne Tuna method_return, KOTOPOE BO3-
BpallaeT OTBETHbIN cTaTyCc 00 yChnewHOM CO34aHuu coednHeHus ¢ wuHon. OgHOBpEeMeHHO
NpoucxoauT ycTaHoBKa Brnagenbua cryxobbl. Mo cnyxbom NnoHMMaeTca UMS Ha LUMHE, KOTopoe
COOTBETCTBYET HEKOTOPOMY coeanHeHuto. [pu aTom Bnagenbuamm yHUKanbHbIX UMeH (Buga : 1. 6)
MOryT BbITb TONBKO caMu coeguHeHus. Ecnn ncnonb3yetca nonb3oBaTenbckoe UMs, Harnpumep,
org.share.linux, TO €ero Bnagensuem MoxeT ObiTb COeJMHEHNE C HEKOTOPLIM YHUKASTbHbIM
nmeHem. [lpyrue npoueccsl (COOTBETCTBEHHO C APYTMMN YHUKANbHbIMU MMEHAMU COeANHEHWNIA)
TaKXe MOryT 3anpocuUTb AOCTYN BriafieHuss AaHHbIM UMeHeM. B 3aBMCUMOCTY OT HAacCTpPoOeK MOXeT
NPOU3OMTN KakK 3aMeHa Bnagensua, Tak U yCTaHOBKa ero B odepedb Ha BriageHue. [pu atom,
Korga Tekywmin Bnageney, ocBo6oauT AaHHoe MMs (OTKNKYUTCSA OT LWKHbI), BfiagenbLem cTaHeT
cnegytoLlee no Cnvcky coeguHeHue (ecnuv Takue ectb). BaxHo, 4TO UMeHHO Brnageneu, T. e. coeu-
HeHVe 1 COOTBETCTBYOLLMI eMy npouecc, byaet obpabaTtbiBaTb agpecoBaHHOE AAHHOMY MUMEHU
(cnyx6e) coobweHne. B gononHeHne K OTBETY UCTOYHUKY coobLleHns method call Hello
npoucxoanT hopmmnpoBaHue curHana signal. D-Bus dpopmupyeT curHan NameAquired (T.e.
ncTodHnKom siensietca D-Bus), koTopbin coobuaeTt, yto nmsa (B gaHHoM criydae UCN) nony4deHo.

Hanee ans nosly4YeHuns BnageHus HEKOTOpPbIM nMeHeM (cbyHKUMA
dbus_bus_request_name) dopmupyetca coobuweHne method_call RequestName
cepsepy D-Bus. Npu aTom MoryT ncrnonb3oBatbCca cnegyouime dnaru:

- paspewnTb 3ameHy Bnagernbua. OTHOCUTCA K JaHHOMU cnyxbe — ecnu apyroe coeam-

HeHne noTpebyeT 3aMmeHUTb Bnagenbua, To 3TOT onar paspeLumT BbINOMHUTL CMEHY C

Y4eTOM METOK U LLeSTOCTHOCTMU;

- 3amMeHuTb Briagensua. Ecnu paspelueHa 3ameHa, 10 OH ByfeT 3aMeHeH y paHee co3aaH-

HOW CNnyX6bl;

- He CTaBuUTb B o4yepenb, ecrnv Bnagensua Hemnb3sa cenvac 3ameHuTb. VIHade gaHHoe

coeuHeHne BCTaHET B KOHeL, odepeau, 1 Korga dyayT ocBoboxaeHbl BCe Bnagenblbl —

OHO CTaHeT Bnagenbuem.

Ecnn 3ameHa Bo3MOXHa, TO Bbl3blBaeTcH ApanBep-PyHKUMS RequestName. [locne cme-
Hbl BnagenbLa cnyxobl dhopmmnpyeTcsa curHan NameOwnerChanged. Nocne ocBoboxaeHns nve-

HU popMuMpyeTcs curHan NameLost.

4.11.4. O6beKTbl U CYyOBLEKTbI CUCTEMbI

B pamkax D-Bus obbektamun n cybbektamm ABNAKOTCA CYLLHOCTW, COMNOCTaBIEHHbIE C
MMEeHaMn coeanHeHnn n cnyxo6 (T.e. yHMKanbHbIMWU MMEHaMN N OBLLEN3BECTHBIMU UMEHAMMN).
COOTBETCTBEHHO, KaXgoe coeanHeHne NMeeT CBOK MeTKy 6esonacHocTu. Kpome aToro, npu cosga-
HUKM CNyX6bl (NonNyyYeHna nMeHn Yepes dbus_request_name), @ TakKe CO34aHUM YHUKANBHOIO
MMEHU, NPOUCXOANT Ha3HadYeHne nm MeTkn 6esonacHocTn. CBegeHns o meTkax 6esonacHoCTu

coaepxartcd B xauw-tabnuue, rae KaxXgaomMy nMMmeHmn COOTBETCTBYET METKa ©e3onacHoCTW. I'Ip|/| OCBO-
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00oXOeHMM UMeHN, Korga nocnegHnn Bnageney, yxoauTt n3 odepeaun Unu KnmeHT OTCoeanHsaeTcs
OT LUMHBI, BbIMOMHAETCSA yaarieHne COOTBETCTBYHOLLEN 3anvcu Tabnuubl (Npy Mcnonb30BaHnK
LOCKED-HacTponku MmeTka 6e30nacHOCTU ocTaeTcs).

lMpoBepka pdp AOCTyNa OCYLIECTBSAETCSA NPU CreayoLmnx cobbITUsX:

- MPUHATUE PELLEHMS O OOCTaBKE COOOLLEHMSI B 3aBUCUMOCTUN OT €ro T1na;

- nosnyvyeHve BnageHus cnyxoou;

- BbINONHeHns metoaoB AemoHa D-Bus.

Kaxxgoe coeanHeHne npu CBOEM co3faHun (NONMYyYEHUN YHUKANbHOrO MMEHN) NonyyaeT

COOTBETCTBYHOLLYHO METKY Ge3onacHoCTM ncxoasa u3 MeTkm 6e30nacHOCTM cokeTa.

4.11.5. Anroput™M nNpoBEPKM METOK ANs PpPasfiMyHbIX COOOLWEHUMA U PEXUMOB
paboTbl

Bsanmopencteume no wmHe D-Bus MoxHO pasgenntb Ha ABa Tuna:

- coobLeHunsa mexay cnyxxbamm n coeanHeHnamu;

- coobweHnd, agpecoBaHHble aeMoHy D-Bus. 3geck npeactasneHbl crnyxebHble coob-

LLIEHNS, KOTOPbIE€ MO3BOSIAKT NoslydyaTb MHAOPMAaLNIO O APYrMx cnyxbax n coeanHeHnax

Ha wuHe. T.e. B napameTpax cooOLLEHNA MOXET ObITb YKa3aHa 3agaHHasi cnyxba, uH-

dopMauuio 0 KOTOPOM HEOBXOOMMO NOMNYYUTD.

Onsa coobweHnn mexay cnyxbamm wn coeguHEeHUsMU  UCMoNb3yeTcs  PyHKUMSA
bus_pdplinux_allows_send(). [Npn wmnpokoseLllaTenbHON pacchlyike CUrHaANoOB Takke npo-
NCXoOUT NpPOBEPKa KaXXOoro coObLLEHNS.

Ona  cooblieHun, agpecoBaHHbix  gemoHy  D-Bus, NUCronb3yeTcsa  CHa-
yana PyHKUNSA bus_pdplinux_allows_send(). OHa onpegender BO3-
MOXHOCTb  OThnpaBkm  coobweHnsa Ha D-Bus. 3arem  Bbi3biBaetcsas  (QyHKUMS
bus_pdplinux_service_allows_connection_to_service ¢ 3agaHHbIMM napameTt-
pamu, KoTopasi onpeaenseT BO3MOXHOCTb BbIMNOIHEHUSA TEX UIN UHbLIX METOAOB.

Onsa metoooB service exists, get_service owner, list_queued_owners,

get _connection unix user, get_connection_unix_process_id,
get _adt _audit session data, get connection selinux_ security context,
get_connection pdplinux_security_ context helper, introspect,

bus_driver handle get_id u Ap. B 3aBUCUMOCTU OT HaACTPOEK MpoBepAeTcA BO3MOX-
HOCTb AocTyna READ (TOS_READ) K 3agaHHon cnyxbe. [Ina metoga list_queued_owners
BbIBOOATCS TONbKO Te Briagenblbl, MeTKa 6€30nacHOCTN COEAUHEHUSI KOTOPbIX MEHbLUE, YEM Y
coeauHeHus1, co3gaBLlero JaHHoe coobuleHue (T. e. Bbl3aBaBLUero Metoq). Hanvyume npmsunernn
MOXeT paspellaTtb AaHHbIA BbI30B B Clly4ae HEBbINOMHEHUS NOCneaHero ycnosus.

[ns metoga list_services BbIBOAUTCA MHGOPMaALMSA TOMbKO NO TeM cryxbam, meT-

Ka 6esonacHocTH KOTOpPbIX MEHbLUE, YeM Yy coelnHeHnd, co3gaBLllero JaHHoe coobLieHne (T. e.
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Bbl3BaBLLEE MeToA). Hannume npmuBmnernn MoxeT paspeluaTb AaHHbIA BbI30B B Cryvyae HeBbINOM-
HEeHUs nocnegHero ycrioBus.

Onsa nonyyeHna BnageHuna cnyxbom B MeTogax acquire_ service, add_owner,
swap_owner  (QYHKUMA  bus_pdplinux_service_allows_connection_to_service
BbI3blBAETCA C YyKasaHumeM nceBgogocTyna ETOS_ADDOWNER (4N acquire_ service
ncnonb3dyercd ETOS_ADDOWNER _ACQUIRE_SERVICE), KoTopas B  3aBUCUMOCTM  OT
HacTpoeKk napametpa KoHpurypaumm <pdplinux_allow_different_owners>
(BUS_CONTEXT_ PDPLINUX_GET_ pdplinux_allow_different_owners) NpoBepsieT Hanu-
4yne noTeHumanbHbIX BRagenbueB B odepean ¢ MeTkonm 6e30nacHOCTU, OTAMYHOM OT METKM
©esonacHocTn cnyx6bl. Ecnv napameTp pdplinux_allow_different_owners YCTaHOBIEH,
TO BO3MOXHO MNOfy4YeHue BrnageHus cry>xxoomn.

[nsa HenocpeaCcTBEHHON NPOBEPKN BO3MOXHOCTU 3aMeHbl BnagenbLa cnyXobl moanpuum-
poBaHa (OYHKUMNSA bus_service _get _allow_replacement (), KOTOpas BbINOMHAET NPOBEPKY
LEeNOCTHOCTU M He MO3BONSAET NPOBOAMTL COOTBETCTBYIOLLYIO 3aMeHY B Criydae, ecrnv LenocTHOCTb
cnyx0bl BbILLE LIEeNTOCTHOCTM HOBOrO Bragenbua.

Mpun nepecbinke coobLueHnn Hapaay ¢ nofyvatenemMm coobLleHns MOXET NPUCYTCTBOBaTb
coeanHeHne eavesdroping. Npn aToMm coobLieHne agpecyeTcs He TONMbKO UCTUHHOMY nosnyya-
Tent, HO 1 NepeHanpaBnseTcsa Ha JONONHUTENBHOE COeAUHEHNE, KOTOPOE MOXET BbITb CO34aHo,
Hanpumep, nporpammon dbus-monitor.

[Ona kaxgoro Tuna coobLeHns opMupyeTcs COOTBETCTBYHOLNIM BMA AocTyna. Onsa
method_call npumMeHsaeTca Aoctyn exec. [1na aToro cpaBHMBaOTCA MeTKM 6e30MacHOCTU Uc-
TOYHMKA COOBLEHNA N COOTBETCTBYIOLWEN Cnyxbbl, coBnagawwen ¢ ee Tekylwmm Bnagenb-
ueMm. Ecnn meTkm 6e30nacHOCTU paBHbI, TO AOCTYN pa3peluaeTtcs. MHaye Bbi3biBaeTca OyHK-
ums bus_pdplinux_allows_execution(), KOTOpas pas3peliaeT HU3KOYPOBHEBbLIM OOBLEK-
Tam 3anyck dyHKkuun obbekta 6onee BbICOKOro ypoBHSA. Ecnu 3anyck 3anpelleH, To npose-
psaTCca npuBunernn. Hanpumep, ecnu cnyxba, Metoq KOTOPOW 3anyckaeTcsl, UMeeT MpuBKU-
nerum 0x30, TO 3anycKk paspellaeTcd. Takke cywecTByeT BO3MOXHOCTb 3anycka meTroga, ec-
nn coeguHeHue-nony4vaTens MMeeT AONONHUTENbHbIA MaHAaTHbIM aTpubyT ehole B oyHKUMN
bus_pdplinux_allows_execution helper().

[Ons method_return, error, signal nony4yartenb COOOLEHNA CUNTBIBAET AaHHbIE U3
NCTOYHMKA. Takum 06pa3oM OHU MEHSIOTCA MecTaMu (nonyyarenb ABRSeTcs CyObeKTOM, NCTOUYHMK

— 06BEKTOM) M OOCTYN Ha3HavaeTcs paBHbIM read. MNpoBepka pdpl_permission().

4.11.6. Mpusunerun npouecca dbus-daemon

YcTaHoBKa npusunernn npouecca dbus-daemon 3aBUCUT OT YCTAHOBKM napameTpa cbop-
KM ——enable-audit/--disable-audit. OTo BneyeT 3a cobon define: HAVE_ LIBAUDIT
(--enable-libaudit).

4.71



55
PYCB.10152-02 97 01-1

B cnyyae, ecnn HAVE_LIBAUDIT onpegeneH, TO BCreactBue AopaboTku OyHK-
umm dbus_change_to_daemon_user B daune audit.c B TOYKY CHUTbIBAHUS MPUBU-
nermm CAP_AUDIT WRITE pobaBneH KoA CYMTbiBaHMS PERMITTED (CAPNG_PERMITTED)
npueBunernn npouecca B nepemMeHHble dnaroB have_ cap_ override, have_cap_ ptrace,
have_cap_admin (4na COOTBETCTBYIOLWNX NpuBmunerui). Ecnv sHadyeHne gaHHbIX NepeMeHHbIX
true, TO NPOU3BOAMTCA ycTaHOBKa CAP_DAC_OVERRIDE, CAP_SYS_ PTRACE, CAP_SYS_ADMIN
npueunerMn anga npouecca dbus-daemon. BeinonHserca gns obecnevyeHns BO3MOXHOCTU LOCTY-
na dbus-daemon K MMéHaM NpoOLIeCCOB.

B cnyyae, ecnu HAVE LIBAUDIT He onpegeneH (--disable-audit), TO
npounssoantca  obpabotka  dyHKuMM  dbus_change_to_daemon_user B  (panne
dbus-sysdeps-util-unix.c. [lpn 3atom pobaBneH yHKUMOHAN, MO3BONSAIOWMNNA CKOMU-
poBaTb BCE NMpuBUIErMU npouecca U3 CAP_INHERITABLE B CAP_EFFECTIVE (Npu yCroBuw,
yT1o dbus 3anyuweH oT UMeHU nonb3oBaTesns root). [NpeanonaraeTcs nonyyeHve NpuBUNIErnn
CAP_SYS_ADMIN CAP DAC_OVERRIDE CAP_SYS PTRACE AN CYMTbIBAHUS UMEHM NpoLiecca.
[aHHble npuBunernn npeaBapuTENbHO YCTaHaBMMBAKOTCA C WUCMOMNb30BaHMEM systemd B
KOH(purypaumoHHom c¢amne dbus . service:

# AmbientCapabilities=CAP_SYS_ADMIN CAP_DAC_OVERRIDE CAP_SYS_PTRACE
# SecureBits=keep-caps

B HacTtosawmn momeHT napameTpbl AmbientCapabilities W SecureBits B
dbus.service 3aKOMMEHTUPOBaHbI, U UCNOMb3yeTcAa HAVE LIBAUDIT. Takke npu ucnonb-
30BaHUM HOBOro systemd BO3MOXHO ucrnonb3oBaHne PARSEC-npuBunerun gna npouecca
dbus.socket:

CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK PARSEC_CAP_IGNMACCAT PARSEC_CAP_IGNMACLVL

4.11.7. PacwupeHHoe ynpaBneHue nosimTukamu
4.11.7.1. KoHcurypaumoHHbin cpann
OCHOBHbIMU CeKUUsaMU KOHUrypaumoHHoro gamna D-Bus system.conf sBnswTtcs

<busconfig> (KOpHeBas cekuus), <type> u <policy>.

Mpumep
KoHurypaunoHHbii dpann wunHbl accessibility

<!DOCTYPE busconfig PUBLIC "-//freedesktop//DTD D-Bus Bus Configuration 1.0//EN"
"http://www.freedesktop.org/standards/dbus/1.0/busconfig.dtd">
<busconfig>
<type>accessibility</type>
<servicedir>/usr/share/dbus-1/accessibility-services</servicedir>
<auth>EXTERNAL</auth>

<listen>unix:tmpdir=/tmp</listen>
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<policy context="default">

<!-- Allow root to connect -->

<allow user="root"/>

<!-- Allow everything to be sent -->

<allow send_destination="*" eavesdrop="true"/>

<!-- Allow everything to be received -->

<allow eavesdrop="true"/>

<!-- Allow anyone to own anything -->

<allow own="*"/>

<deny send_interface="org.ally.atspi.Text" send member="GetStringAtOffset"/>

<deny send_interface="org.ally.atspi.Text" send member="GetText"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetTextBeforeOffset"/>

<deny send_interface="org.ally.atspi.Text" send member="GetTextAtOffset"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetTextAfterOffset"/>

<deny send_interface="org.ally.atspi.Text" send member=
"GetCharacterAtOffset"/>

<deny send_interface="org.ally.atspi.EditableText" send member=
"SetTextContents"/>

<deny send_ interface="org.ally.atspi.EditableText" send member=
"InsertText"/>

<deny send interface="org.ally.atspi.DeviceEventListener" send member=
"NotifyEvent"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=
"RegisterKeystrokeListener"/>

<deny send interface="org.ally.atspi.DeviceEventController" send member=
"RegisterDeviceEventListener"/>

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=
"GenerateKeyboardEvent" />

<deny send_interface="org.ally.atspi.DeviceEventController" send_member=
"GenerateMouseEvent" />

<deny send_interface="org.ally.atspi.Document" send member=
"GetAttributevValue"/>

</policy>
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Cekuua <policy> onpegenseT nonutuky 6e3onacHocTun, KoTopasi AOMMKHA NPUMEHSTLCA
K KOHKpeTHOMY Habopy noaknioyeHun K wuHe. MNonutnka coctouT na npasun <allow> (pas-
peweHne) n <deny> (3anpert). [NonuTuka, Kak npaBuro, 3agaetca Afs CUCTEMHOW LUMHbI U
ncnonb3yeTcsa Ansa paspeweHuns nmbo 3anpeta nepegadm coobLLEHNI.

CuctemHas WwmHa MMmeeT NONUTUKY NO YMOSYaHUIo, KOTopas 3anpeLlaeT OTnpaBky CO-
obuweHnn Tuna method_call u nonyvyeHne BnageHus crnyxbamu Ha wnHe (own). OcTanbHble
OENCTBUS, B YaCTHOCTU, OTBETbI Ha coobLLeHns (reply), NOMy4YeHNe OWMNOOK (error) U CUTHANOB
(signal) N0 yMONYaHUIO B NONNTUKE pa3peLUeHbI.

Takum obpa3om, npegnoyTMTENnbHEE peann3oBbiBaTb CUCTEMHbIE CNYXObl B BUAE HEBOmMb-
LUIKX, LeneBbIX NporpaMM, KoTopble paboTarT B 04HOM npouecce 1 TpebytoT ogHoro obLenssect-
HOroO MMeHn (MMeHU cry0Obl) Ha WKnHe. B pesynetaTe AN onpegeneHns NonnTUKM JOCTaToO4HO
Oyoet cosaatb <allow>-nNpaBuna Ang paspeleHnin Tuna own, YTobbl NO3BONUTL NpoLEeccaM Co-
3aaBaTb COBCTBEHHble CriyXbbl, 1 006aBUTL NapameTp send_destination, YTo6bl pa3pewwnTb
TpaduK OT HEKOTOPLIX UMK BCEX NOMb3oBaTenen K JaHHbIM cry>xbam.

Cekuun <policy> Ha3Ha4yaeTcs OAMH U3 YeTblipex napamMeTpoB:

context — BO3MOXHble 3Ha4yeHudA: default, mandatory;

at_console — BO3MOXHble 3Ha4YeHUA: true, false;

- user — UM4 Nosib3oBaTeNsa UNU ero naeHTUdUKaTop;

- group — MUMS rpynnbl UNn ee naeHTUdukaTop.

MonnTnkKN NPUMEHSIOTCH K COeAMHEHNSM B crneyoLlem rnopsake:

1) all context="default";

2) all group="connection’s user’s group";

3) all user="connection’s auth user";

4) all at_console="true";

5) all at_console="false";

6) all context="mandatory".

[Mopsagok NpuMeHeHUs NoNMTUK U3MEHSIETCA B TOM Criyyae, Korga nonvTUKKN nepecekaroTcs
MO YCIOBUSIM NMpUMeHeHUs. HeckonbKo NONUTUK C TEM e Nnornb3oBaTeneM/rpynnon/KOHTEKCTOM
NPUMEHSAIOTCA B NOpsiaKe UX MOSABMEHUA B KOHpUrypaumMoHHOM dhaune.

Bo3MoXHble napameTpbl NpaBun NonUTUK npuBefeHsl B Tabnuue [11] Mapametpbl npasun

<deny> onpeaensoT Heo6X0AMMOCTb 3anpeTa ykasaHHOro B NapaMeTpax CooBLEeHNs.

Tabnuuya 11
MapameTp Onucanne
send_interface Nmsa nHtepdenca otnpaBuTens coodLeHus
send_member Nms meToga unu curHana otnpaBsuTenst coobLeHus
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MNapameTp

OnuncaHue

send_error

ima owmnodkm

send_destination

B kayecTBe 3Ha4YeHUs yKasbliBaeTCs UMSI.

[ns npaBuna <deny> napameTp O3HA4aeT, YTO COOOLLEHUS HE MOTYT
ObITb OTNpaBneHbl BNagenbLeM JaHHOrO MMEHW, a He JaHHOW cryxbe.
To ecTb, ecnu coeamHeHne Bnageet cnyxbamu A, B, C, n otnpaeka k A
3anpelleHa, To otnpaeka k B unu C Takke byget 3anpelleHa

send_type BoamMoxHble 3HayeHus: method_call, method_return, signal u
error.
3apaet TmMn ncxogsLero coobuieHns

send_path MyTb BUAa /path/name oTrnpaBuTens coobLleHus

receive_interface

Nma nHtepdenca nonyyatens coobLueHns

receive_member

Nms meToga unu curHana nony4yarens coobLeHus

receive_error

Nmsa ownbku

receive_ sender

B kauecTBe 3Ha4YeHUs ykasbiBaeTCcs UMs.
[ns npaBuna <deny> napameTp O3HA4aeT, YTO COOOLEHUS HE MOTYT
ObITb MONy4YeHbl BNagenbLem JaHHOMO MMEHN, a He AaHHOM cnyX6bon

receive_ type

Bo3moxHble 3HayeHusa: method_call, method_ return, signal u
error.
3agaet Tvn nony4yaemMmoro coodeHus

receive_path

MyTb BMga /path/name nony4darens coodweHus

send_requested_reply

BoamoxHble 3HadyeHus: true, false.

MapameTp paboTaeT aHanorM4yHo napameTpy eavesdrop: paspeLlaeT
unu 3anpewaeTt (<allow> unm <deny>) coobLueHne, NonyyYeHHoe B
KayecTBe oXxunaaemoro otBeTa (requested_reply), COOTBETCTBEHHO,
npegLecTByeT aToMy coobLlieHne BbizoBa MeToda (method_call).
[aHHbIN napameTp akTyaneH TONMbKO Asi OTBETHbIX COOOLEHU (error
U method_return) 1 nrHopupyetca onsi Apyrmx TUNoB COOBLLEHMIA.
Ons npasuna <allow> 3HayeHue napameTpa
send_requested_reply="true" 4dBN4eTcA 3HayYeHMEeM 1o
YMOMYaHUIO UM YyKasblBaeT Ha TO, 4TO TOMbKO 3arnpoLueH-
Hble OTBETbl paspelleHbl MpaBunoM. 3HadeHwe napameTpa
send_requested_reply="false" O3Ha4aeT, YTO NMpaBuIio MO3BO-
nget nobon OTBET, AaXe ecnv OH He oXuaarncs.

Ons npasuna <deny> 3HaveHune napameTtpa
send_requested_reply="false" dBNgeTca 3Ha4yeHuem 1o
YMOMYaHUIO M YyKasblBaeT Ha TO, 4TO npaBuio paboTaer Torb-
KO Korga oTBeT He Obin 3anpoweH. 3HadeHve napameTpa
send_requested_reply="true" yKasblBaeT Ha TO, 4YTO Tnpa-
BUno pabortaeTr Bcerga, He3aBUCMMO OT COCTOSIHUS  OXUOaHUSA
oTBeTa

receive_ requested reply

AHanornyHo napameTpy send_requested_reply

4.71




59
PYCB.10152-02 97 01-1

OkoHyaHue mabnuusbi 11

MNapameTp Onuncanune

eavesdrop Bo3amMoXHble 3HaveHus: true, false.

MpocnywwueaHne (Eavesdropping) BO3HMKAET, KOrda NpUIIOXeHne nosy-
Yyaet coobuleHre, agpecoBaHHoe crnybe, KOTopon He BnageeT npuso-
XEHWe, Unn oTBeT Ha Takoe coobLueHune.

[na npaBmn <allow> 3HayeHWe napameTpa eavesdrop="true" yKa-
3bIBAET Ha TO, YTO NPaBUIIO OyOEeT NPUMEHATLCS aXe Korda OCyLlecTB-
naetcsa npocnywmueaHne. 3HayeHve napameTpa eavesdrop="false"
3a4aHOo MO YMOMYaHM0 U O3HAYaET, YTO NpaBMMo paspeLlaeT Te coob-
LLIeHUS, KOTOpble JOCTaBNSATCA TOMNBbKO yKazaHHOMY nory4aTernto.
Ona npaeBun <deny> 3HadyeHue napameTpa eavesdrop="true"
yKasblBaeT Ha TO, 4YTO npaBurnio OyaeT MNPUMEHSATbCS TOMbKO TO-
raa, Korga BbINOMHSAETCA npocnyluBaHue. 3HaveHWe napameTpa
eavesdrop="false" 3a4aHO MO YMOJIMAHMIO N O3HAYAET, 4YTO Npa-
BUNO NPUMEHSIETCS BCeraa, Aaxe Korga He ocyLecTBnsAeTcs Npocny-
LUMBaHMe.

MapameTp eavesdrop MOXHO KOMOUHMPOBATL TOMBKO C NpaBuiamMm
TMna npuema v nepefayvn (send_* u receive_*)

own Nmsa

own_prefix B kauecTtBe 3Ha4eHUs YKa3blBaeTCA UMA.

MpaBuno <allow own_prefix="a.b"/> no3Bonser BrageTb
MMEeHeM a.b unu nobbiIM MMEHeM, HaduHawwmMMmca ¢ a.b, Ha-
npuMmep, 9TO BbINONHAETCA And a.b.c unm a.b.c.d, HO He
BbIMNOMHAETCA ANnA a.bc wMnn a.c. AKTyanbHO, Korga cnyxobl,
Hanpumep, Telepathy W ReserveDevice, onpegendiT 3Ha-
YyeHus cnyxb gns nogdepeBbeB OOLLEM3BECTHbIX WMEH, Hanpu-
Mep: org.freedesktop.Telepathy.ConnectionManager.
<OPOU3BOJILHOE INIPOOOJIKEeHUue> 7 org.freedesktop.
ReserveDevicel .<npou3BOJILHOE MNPOLOOJIKEHUED>

user B kayecTBe 3Ha4YeHUs ykasbiBaeTCs MMS Nosib3oBaTens.
lNpaBuna <deny> 0O3Ha4aloT, YTO AaHHbLIA NOMb30BaTENlb HE MOXET
NOAKIMIOYNTBLCSA K LLUMHE COOBLLIEHNI

group B kayecTBe 3Ha4YeHUs ykasbiBaeTCs MMS rpynnbl.
[encrtemne napameTpa aHanorMyHo napameTpy user

He nmeet cmbicna 3anpeluarb norb3oBaTens unn rpynny BHYTPU cekuuun <policy>
— 3anpeT nonb3oBaTensa/rpynnbl MOXeT ObiTb TONbKO B NONUTUKE context="default" mnnu
context="mandatory".

OtoenbHoe npasuIo <deny> MOXeT coaepxaTtb KoMOurHauuu na-
pamMeTpoB. B  paHHOM crniydae  3anpert BbIMOSTHAETCA TONMbKO  TOraa, KO-
roa BCe napameTpsbl COOTBETCTBYIOT coo6LLEeHNIO. Hanpumep, npasuno
<deny send_interface="foo.bar" send destination="foo.blah"/> 3anpeLla-
eT coobLeHns ¢ nHTepderncom foo.bar M ykazaHHbIM UMeHeM cryx0Obl foo.blah.

Henb3si BkNtoYaTh OAHOBPEMEHHO NapameTpbl send_* U receive_* B 04HO NpaBuso.

4.71



60
PYCB.10152-02 97 01-1

HeobxoauMo C OCTOPOXHOCTbIO WCMONb30oBaTb MNapameTpbl send_interface u
receive_interface, T.K. none uHtepgenca B coobLlieHnsax He sBnsetca obasarernbHbiM. B
YaCTHOCTU, Hernb3s yKka3blBaTb <deny send_interface="org.foo.Bar"/> — gaHHoe npa-
BWO NPUBELET K TOMY, YTO coobLleHnsa 6e3 nHtepdenca Oyayt 3abnokMpoBaHbl AN BCeX Criyx6.
Bceraa Heobxoammo nucnonb3oBaTtb NpPaBumo B criegytollen gopme:

<deny send_interface="org.foo.Bar" send _destination="org.foo.Service"/>

Mpumepsl:

1. <deny send_destination="org.freedesktop.Service"

send interface="org.freedesktop.System" send member="Reboot"/>
2. <deny send_destination="org.freedesktop.System"/>

3. <deny receive_sender="org.freedesktop.System"/>

4. <deny user="john"/>
5

<deny group="enemies"/>

4.11.7.2. ®opMmupoBaHMNe KIMEHTCKUX MOSIMTUK U3 MOSIUTUK LUUHDI
O6paboTtka hanna koHpuUrypauum n cumtbiBaHne pannos HACTPOEK, B TOM Yucrie no-
NUTUK B parent. Ecnu B o6paboTymke Bo3HMKAET owmnbKa, TO PyHKUMS Bo3BpaliaeT NULL u,

COOTBETCTBEHHO, HNYEro He CHNTbIBAETCA.

Mpumep
get_correct_parser ->
bus_context_new ->
bus_context_reload_config ->

include_file ->

bus_config load (const DBusString *file,
dbus_bool_t is_toplevel,
const BusConfigParser *parent,

DBusError *error)

MHunumnanumsauma obpadotyumnka B yHKUMN XML,_SetElementHandler:
expat_StartElementHandler -> bus_config parser start _element ->
start_policy child -> append rule from element
Mpn aHanm3e BbI30BOB (hOPMMPOBAHME MOMUTUK MPOUCXOANT Crieaytowmm obpasom:
bus_driver handle hello ? bus_connection complete
process_config every time ? Dbus_connections reload policy
bus_connections_reload_policy umnu bus_connection_complete ->

bus_context_create_client_policy -> Dbus_policy_create_client policy
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PyHKUMA bus_policy create_client policy pasbupaer MnoONUTUKA  LUKHbI
BusPolicy * u co3gaeT BusClientPolicy* ncxogda n3 coeguHeHmns DBusConnection *.
Takmm obpasom BusPolicy * Ha ocHoBe DBusConnection *  COOTBETCTBYET

BusClientPolicy*.
4.12. CpeactBa ynpaBneHusa maHaatHbimu MNMPO

[na ynpasneHna nokanbHbiMu MaHgatHeiMu NP ncnonbayotcs cnegyowme rpaduye-
CKMe YyTUNUTBI:

- fly-fm («MeHemxep dannoB») — ynpasneHme MaHgaTHbIMM aTpnbytamu pannos;

- fly-admin-smc («YnpaBneHne nonuvtukon 6e3onacHoCcTu») — ynpasneHne npoTo-

KONnuMpoBaHMeM, NpUBUNErusiMn 1 MaHgaTHbIMK aTpubyTamu nonb3oBarenen, pabora ¢

nonb3oBaTensaMu 1 rpynnamu.

Bonee nogpobHoe onucaHne yTUnuT CM. B 3NEKTPOHHOWN CrpaBKe.

[ns ynpaBneHuns nokaneHbiMKU MaHgaTtHeiMu MNP B pexnme KoMaHgHOM CTPOKN UCMNOSb-
3yl0TCA creayoume NHCTPYMEHTbI:

- pdpl-file — ynpaBneHne maHgaTHbIMK aTpnbyTamu pannos, onvcaHue npmeegeHo

B4.12.1}

- pdp-id— oTtobpaxeHne MmaHgaTHbIX aTpmbyToB ceccum nonb3oartens OC, onvcaHue

npveeaeHo B [4.12.2

- pdp-init-£fs — CKpMNT MHUUMANM3auumn MaHaaTHoix atpnbyToB ®C, onmucaHme npuse-

AeHo B4.12.3

- pdp-1s— BbIBO4 aHaNIOMMYHO CTaHOAPTHOM KOMaHAe ls MHdopmMaumm o dannax ¢

oTobpaxeHnem MmaHgaTHbIX aTpnbyToB, onucaHne npuseneHo B 4.12.4;

- pdpl-ps— ynpasneHne maHgaTtHbiMK aTpubyTamm NpoLEeccoB, onncaHme NnpuBeaeHo

B(A.12.5

- pdpl-user— ynpasrneHne gonycTMMbIMMU YPOBHAMW KOHDUAEHUNANBHOCTU U KaTero-

pusimu nonb3osateneit OC, onvcaHwe npvieeaeHo B [4.12.6}

- sumac— 3anyck npouecca ¢ 3agaHHbIMWU MaHOATHBIMU YPOBHEM U KaTeropmen B oTaesnb-

HOW rpadmyeckon ceccum, onmcanve npuseneHo B [4.12.7;

- userlev — u3aMmeHeHne B[] ypoBHen KOH(pMOEHUMANBLHOCTN, OnucaHue npuBeaeHo

B[4.12.8}

- usercat— mn3mMeHeHne B[] kaTteropun KOHPUOEHUMANTBHOCTN, ONMCaHNe NpuBeLeEHO

B4.12.9

[Ons obecneyeHns coBmectumocTn B OC coxpaHeHbl cnegyowme yTunmnTbl KOMaHgHON

CTPOKWU Ang ynpasnenns maHgatHeimu MPO:
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- chmac — ynpaBneHne MaHgaTHbIMW aTpubyTamn annos, onucaHwe npuUBEAEHO

B{4.12.10.1]

- 1sm — BbIBOA, aHanorm4Ho ctaHgapTHOW KomaHae ls, nHdopmaumm o dannax c

oToGpaxeHMeM MaHAaTHbIX aTpubyToB, onucaHue npusegero B 4.12.10.3}

- macid — otobpaxeHne MaHaaTHbIX aTpubyToB ceccum nonb3oBaTtena OC, onvcaHune

npuseaeHo B [4.12.10.2;

- psmac — ynpaBrieHne MaHgaTHbiMM aTpubyTamum NpoueccoB, ONUcaHne npuBeaeHo

B[4.12.70.4

- usermac — ynpasreHue AonyCTUMbIMU YPOBHAMU KOH(PUOEHUNANTbHOCTU U KaTeropus-

Mu nonb3oBatenen OC, onucaHne npueeaeHo B 4.12.10.5]

- getfmac — nonyyeHve MeTok 6e3onacHOCTU hannoBbIXx 06BLEKTOB, ONMCaHNe npueeae-

Ho 8 [4.12.70.6}

- setfmac — M3MeHeHne MeTok 6e3onacHOCTM hannoBbiXx OOGBLEKTOB, ONUCaHME npuBe-

Aexo 8[4.12.10.7|

Ona ynpasnenus mangatHeimu MNP B ENMN ncnonb3ytotca crnegyowme rpadpuyeckue
WHCTPYMEHTBI:

- web-untepenc FreelPA — ecnu passepHyTa cnyxba FreelPA;

- fly-admin-smc («YnpaBneHne nonuTnkon 6e3onacHoOCTU») — ecnu pa3BepHyTa Cryx-

6a ALD.

[ns ynpasneHna mangatHeimu MNP B ENMIM B pexXxnme KoMaHOAHOW CTPOKU MCNOSb3YTCA
cnegyoLwme NHCTPYMEHTDI:

- ipa user-mod — ecnu pasBepHyTa cnyxba FreelPA (nogpobHas nHdopmauusa no

NCMNONb30BAHUIO MHCTPYMEHTa KOMaHOHOW CTPOKM OOCTYMHbI B CNPaBOYHOW CTpaHuue

ipa help user-mod);

- ald-admin — ecnu pasBepHyTa cnyxbta ALD (nogpobHas uHdopmaumsa no wuc-

NONb30BaHUIO MHCTPYMEHTa KOMaHAHOW CTPOKW OOCTYMHbI B CMPaBOYHOW CTpaHuue

man ald-admin).

4.12.1. pdpl-file
CuHTakcuc:
pdpl-file [napameTpil]...[ypoBeHb] [ :ypOBEeHb LEJOCTHOCTH][ :kaTeropus| :dnaru]]]
[o6bekT]
KomaHaa pdpl-file nameHseT mangatHele atpubyThl cpannos OC, KoTopble BKNOYaOT
METKy 6e30nacHOCTU 1 cneumanbHble MaHaaTHble aTpnbyThl dharnoBoro obbekTa, danna nnm
KaTanora.

Onuuun npuBegeHbl B Tabnuue .
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Tabnuuya 12

Onuus OnucaHue

-f, --silent, -—quiet | He BbIBOANTb cooOLLEHMI 00 oLInbKax

-v, -—verbose BbiBOOUTL AnarHocTMyeckne coobLLeHNs Ansa Kaxaoro daina

-c, -—changes To e, 4To U ——verbose, HO coobLLaTb TONbKO 06 M3MEHEHMSAX

nite O6beanHNTb TEKyLLYI0 METKY Be3zonacHoCTK dhaina ¢ 3a4aHHON B Ka4ecTse
-u, ——-uni

aprymeHTa
BbluecTb 13 TekyLen MeTkn 6e3onacHoOCTM harina 3agaHHyo B Ka4ecTBe
-8, ——subtract
aprymeHTta
-R, --recursive MpyMeHNTb pekypcnBHO
-r, -—reverse Cravana dannbl B Katanore, noTomMm Karanor
-h, --help BbiBeCTM cnpasky 1 BbINTH
--version BbiBECTM MH(pOpMaLNIO O BEPCUN U BbIATH

ypOBeHb N Kateropma moryt ObITb 3a4aHbl UMEHEM UNK liectHaguaTtepmnyHbiM 3Ha4eHUeEM.

Mpumep
PekypcuBHO anga Bcex ¢hannoB katanora /tmp U3MEHUTb YPOBEHb HAa CekpeTHO U KaTe-
roputo Ha KaTeropusi_A (YpOBEHb M KaTeropus AormKHbI OblTb onpeaerneHbl B cucteme):

pdpl-file -Rv CexperHo:0:KaTeropusi A /tmp

WNcnonb3ys 3HadeHne -1 Ans 3agaHns KaTeropum MOXHO NPUCBOUTL hatfioBOMy O6BHEKTY,

dhanny munu katanory Bce KaTeropum, Kotopble MoryT 6biTb B cUcTeme.

Mpumep
pdpl-file 1:0:-1 /tmp

D,OI'IOJ'IHI/ITeJ'IbeIe MaHOaTHbIe anM6yTbI cenr, ehole U whole MoOryTt ObITb 3agaHbl
3Ha4YeHneM Ui MMeHammn 4epes 3anAaTyio.

Mpumep
pdpl-file 2:0:0:ccnr /tmp

4.12.2. pdp-id
CwuHTakcuc:
pdp-id [mapameTp:]
KomaHga pdp-id BbIBOOUT MaHOaTHble aTpubyThl ceccumn nonb3osaterns OC.

MapameTpbl NpuBedeHbl B Tabnumue [13]
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Taobnuuya 13
Onuwms OnucaHue
-1,--level BbIBECTM TOMBKO YPOBEHb KOHUAEHUNANTBHOCTH
-i,—-ilevel BbIBECTM TONLKO MaHOATHbIA YPOBEHb LLIENOCTHOCTM

-c,——categories BblBECTM TOMBKO KaTteropuio

-r,—--categories | BbiBecTu Tonbko ponu

,D,J'IF! napameTpoB —1c BbIBOAUTb MMEHa BMECTO YMUCIOBbIX 3Ha-

-n,—-name .
YeHun
-h,--help BbiBECTM CnpaBKy U BbINTH
--version BbiBECTM MHOPMaLNIO O BEPCUN U BbIATH

I'IpM OTCYTCTBUN NapaMeTpoB BbIBOOAUT CTPOKY TEKYLLUUX MaHOATHbIX CBOWCTB.

Mpumep
pdp-id
YpoBeHb kOHY: CexpeTHO YpoBeHb LesiocTHOCTH: 0 Kareropum: Kareropus_ A
B atom npumepe Tekyllasa ceccusa nosib3oBartena MMeeT YpOBEeHb KOH(bI/ILleHLl,I/IaJ'IbHOCTI/I

CeXpeTHO, MMHMMAarbHbIN YPOBEHb LIENTOCTHOCTU U KaTeropmto KaTeropwusi_A.

4.12.3. pdp-init-fs

CuHTakcuc:
pdp-init-f£fs

CKpvnT mMHMUManuaaumm maHgatHbix atpmbytoB ®C pdp-init-fs BbI3biBaeTcs npu
WHULManmM3auumn n nepesanycke cUCTeMbl AN YCTAaHOBKM KOPPEKTHbLIX MaHAaTHbIX aTpnbyToB Ha
cuctemMHble hannoBble 06bEKTbI (Gannbl 1 KaTanoru), HadmHasa ¢ kopHs OC.

CkpunT pacnornaraeTcs B kararnore /usr/sbin 1 JOCTYNeH A8 NPaBKU TOMNbKO agMUHU-
cTparopy.

BHUMAHUE! HacTtossitTenbHO He pekoMeHOyeTCs BHOCUTb U3MEHEHUS B yKa3aHHbIN
ckpunT 6e3 HeobxogumocTu. ameHeHusa TpebyroTCs TOMNbKO B Cryvyae N3MeHeHUss MakCMMaribHOro

YPOBHA KOHCbI/I,D,eHLI,I/IaJ'IbHOCTI/I nin UernocTHOCTN B CUCTEME.

4.12.4. pdp-Is

CuHTakcuc:
pdp-1ls [mapameTpr] [uma Qamna]

KomaHga pdp-1s BbIBOAUT aHANOrM4YHo CTaHgapTHOW KoMaHae 1s MHdopmauuio o han-
nax (No ymon4yaHumito — O TEKyLLeM Kararore).

Mcnonb3oBaHMe gaHHOM KOMaHAbl B LLIENIOM HE OTNMYaeTcst OT UCMNoSib30BaHUs pdp-1s,
3a UCKITIOYEHUEM creayoLmMx oCobeHHOCTEMN:

- ecnu Ha channe yctaHoeneHbl ACL, TO K HUM go6aBnsieTcst CUMBOI «+;
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- ecnu Ha ghanne ycTaHoBreHa HeHynesast metka 6esonacHoctn, To K ACL gobaensietca
CMMBOI «My;
- ecnv Ha (panne ycTaHOBMEHbl CUCKM NpoTokonnpoBaHus, To K ACL gobasnsetcs
CYMBOS «av;
- OOCTyrneH napameTp -M, KOTOPbIN MOXET ObiTb UCMOMb30BaH AN NPOCMOTPa METOK

BGesonacHOCTN Ha hannoBbiX OObEKTaX.

4.12.5. pdpl-ps

CwuHTakcuc:
pdpl-ps [-nzhv] <upgeHTHUPUKATOP HpOolecca>

KomaHga pdpl-ps NO3BONSIET cYMTATb MaHAATHbIA KOHTEKCT 6e30nacHOCTM C Npouecca,
3aJaHHOro napaMmeTpom (naeHTudmkaTop npouecca).

Tonbko aOMUHUCTPATOP MOXET yCTaHaBiMBaTb U CHUTbIBATb MaHﬂaTHbIVI KOHTEKCT 6e3-
OonacHoOCTK NpPOn3BOJIbHOIO Nnpouecca, 0ObIYHbIV NONb30BaTENb MOXET TONbKO CYMUTbIBATb KOHTEKCT
C COBCTBEHHOrO npouecca, a4 3Toro napameTp AoimkeH MMeTb HyJ1ieBOE 3Ha4YeHune.

Onuuun npuseaeHbl B Tabnuue [14]

Tabnunua 14

Onuwms OnucaHue

-n, ——numeric BbiBecTu I/IH(*)OpMaLI,I/I}O O KOHTEKCTE B YNCI1IEHHOM BUOE

Ecnn meTka Ge3onacHOCTM HyrneBasi, TO 3aBepLUMTLCS C
-z, -—iszero kogom 0, MHaye 1, ecnv He yaanochb NonyyYnTb MeTky 6es-
onacHoCTM npolecca, To 74

-h, --help BbiBECTM CnpaBKy U BbINTK

--version BbiBeCTM nHpopmaunio o BEpCUnN U BbITU

4.12.6. pdpl-user
CuHTaKcuc:
pdpl-user [-dzhv [-m MHHHMAJIBHHMN :MakKCHUMaJIbHHN YPOBEHB KOHQPUOEHIIMaJIbHOCTH ]
[-i MakcuUManibHHE YPOBEHBL LIE€JIOCTHOCTH ]
[-c MuHUMAasIbHAS KaTeropus:MaKCHMasbHas Kareropus]] <mojb3oBaTeslb>
KomaHaa pdpl-user oTobpaxaeT U ycTaHaBnuBaeT LONYCTUMbIE YPOBHU KOH(pMAEHUN-
anbHOCTU U KaTeropun nonb3osatenen OC.

Onuuun npuBegeHsbl B Tabnuue [15]
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Taobnuuya 15

Onuwms OnucaHue
-d, —-delete YnanuTtb CTPOKY nonb3oBaTend ua dgarna
-z, ——zero OOGHYNUTb 3HA4YeHMS YPOBHEN U KaTeropumn
-1, --levels YCTaHOBUTb AOMYCTUMbIE YPOBHM KOH(DMAEHUNANBHOCTH
-i, --ilevel YCTaHOBUTb MaKCUMarbHbI YPOBEHb LLENOCTHOCTU

-m, ——-maclabels To xe, 4To U -1 (Mcnonb3yeTcs Ansi COBMECTUMOCTH)

-c, —-—category YCcTaHOBUTL JOMYCTUMbIE KaTeropum
-h, --help BbiBeCcTM cnpaBKy v BbIATU
-v, -—version BbiBEeCTM MH(pOpMaLnO O BEPCUN U BbIATU

Ecnn B kauyecTBe napameTpa Kr4yen -m UnmM -c ykasaHo O4HO 3Ha4yeHue Unm ogHo
3Ha4YeHWe C NPeALECTBYHOLLMM ABOETOYMEM, STO 3HAYEHNE MHTEPNPETUPYETCS Kak MaKcumarnbHoe
3Ha4YeHne, ecnvm OAHO 3Ha4YeHne ¢ NoCNeayLWMM 4BOETOYMEM — KaK MUHUManbHOE.

KomaHaa pdpl-user npu ycnewHoM BbINOMTHEHMM BCerga BbIBOAMT 3HA4YEHUsI YCTaHOB-
NEHHbIX AOMNYCTUMbIX METOK 6e30MacHOCTM.

YToObl NPOCMOTPETL TEKYLLME A0ONYCTUMbIE METKM 6GE30MaCHOCTM, BbINMOMHUTL KOMaHAy
0e3 knoyen:

pdpl-user nonb3oBaTEIb

Mpumep

pdpl-user -m YpoBeHb_0:YpoBeHb 3 -i 0 -c O:Kareropus 2 userl

[aHHasa komaHga anga nonb3oBaTens userl YCTAHOBUT:

- MUHMMarbHbIN YpOBEHb — YpoBeHb_0(0);

- MakcuMmarsbHbIA YpOBEHb — YpoBeHb_3(3);

- MakcuMarsbHbIV YPOBEHb LENOCTHOCTU — MuHuManbHHH (0) ;

- MUHUManbHY KaTeropmto — 0x0 (0) (6e3 kateropun);

- MakcumarnbHYylo KaTteropuo — 0x2(2).

YpoBHU YpoBeHnb_0, YpoBeHb_ 3, KaTteropust Kareropus_2 A0MKHbI OblTb onpeaenexbl

B cuctemMe. 3Ha4yeHUs ypoBHEN 1 KaTteropmin MoryT ObiTb 3agaHbl B YMCOBOM hopMe.

4.12.7. sumac

CuHTakcuc:
sumac [-h, --help] [-v, --version] [-1l, --level=] [-c, --category=]
[-1, --stdin=] [-o0, --stdout=] [-e, --stderr=] [-xX, --xauth] [command]

KomaHaa sumac vcnonb3yeTcs Ans 3anycka npouecca ¢ 3agaHHbIMU YPOBHEM U KaTero-

puen KoHOUAEHUNANBLHOCTM B OTAENbHOM rpadpn4yeckon ceccum ¢ UCNonb30BaHNEM BUPTYanibHOro
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rpacunyeckoro cepsepa Xephyr. Nonb3oBatenb MOXET 3anyckaTb NPoLEeCcC TOMbKO B npeaenax
paspeLUeHHbIX eMy YPOBHEN U KaTEropun.

BHUMAHMUE! [Ins 3anycka nporpamMm Ha ypOBHE, OTSINYHOM OT YPOBHSA TeKylleun cec-
CUKN, HE OOIMKHA CTOATb BITIOKMPOBKA MCNOSMb30BaHUS KOMaHAbl sumac B rpadouyeckon ytunmte
fly-admin-smc (CM. 3NEKTPOHHYIO CNpPaBKY) 1 NOMb30BaTENo AOMKHA ObITb HAa3Ha4YeHa NpuBK-
nervnsi PARSEC_CAP_SUMAC (cm. 4.6).

Ecnn ykasaHHbIN ypoBEHb KOHUAEHLNANBHOCTY BbILLE TEKYLLEro, T. €. NPOUCXOANT yBe-
NnYyeHne ypoBHS, TO NepeMeEHHbIE OKPYXXeHUA HacnenyrTca OT TekyLlero npouecca. Ecnu npo-
NCXOOUT YMEHbLUEHNE YPOBHA KOH(OUOEHUMANBHOCTU, TO TEKyLUME MepeMEHHbIE OKPY>KEHUS
cbpacbiBatoTcs, 4TObbI M3bexaTb yTeukn Hpopmaumm. AHanorMyHoO Npu NOPOX4EHUN HOBOMO MpPo-
Lecca 3akpbliBaloTCsa Bce hannoBble AeCKPUNTOPbI, MeTKa 6e30nacHOCTM KOTOPbIX HE coBNagaeT
C yKasaHHOW B KOMaHOHoM cTpoke. B Tom uncne 3akpbiBaotcs stdin, stdout, stderr. lNepe-
HanpaBuUTb CTaH4APTHbLIN BBOA W BbIBOA A1 HOBOMO npouecca MOXXHO C NOMOLLbIO MapamMeTpoB
-i, -0, —e ANd stdin, stdout N stderr, COOTBETCTBEHHO.

BHUMAHMUE! 3anyck npouecca C NOHMKEHNEM YPOBHS KOH(PUAEHUMANBHOCTU UK C
COKpaLlleHneM Habopa KaTeropmi KOHUOEHUNANbLHOCTM 3anpeLleH Ans NpeaoTBpaLLEHNS YTEYKN
nHdopMaunn Ha bornee HU3KNE YPOBHU CEKPETHOCTH.

OkHO rpadn4ecKoro NpUnoXeHns, 3anyLeHHOro B OTAENbHOM CECCUN Ha LPYrOM YPOBHeE,
OyoeT MMEeTb LBETHYHO paMKy, LIBET KOTOPOW COOTBETCTBYET YPOBHIKO KOHpMAEHUNANBHOCTA NpK-
noxenua. OnucaHne LBETOBOW MHAMKauMM npuBeneHo B gokymeHTe PYCB.10152-02 93 01
«OnepaunoHHasa cuctema cneyunansHoro HasHadeHust «Astra Linux Special Edition». PykoBogcteo

nonb3oBaTensy.
Mpumep
3anyck rpacnyeckoro NpUNoXeHnst xterm ¢ YpOBHEM KOHPUAEHUMANBHOCTU 2 U KaTero-

puen KoHuaeHumanbHocTn Oxff££

$ sumac -1 2 -c Oxffff xterm

Onuuun npueeaeHsbl B Tabnuue [16]

Taobnuuya 16
Onuwms OnucaHuve
-1, --level= 3anyctuTb npouecc € ykasaHHbIM YPOBHEM KOH(MAEHLMANBHOCTU
-c , --category= 3anycTuTb NpoLECC C yKa3aHHOW KaTteropmen KoHpuaeHUnanLHoCTm
-i , --stdin= MepeHanpaBunTb stdin 3anyLleHHOro nNpoLlecca B ykasaHHbIN dain
-0 , —--stdout= MepeHanpaBnTb stdout 3anyLleHHOro npouecca B ykasaHHbIN dhans
-e , --stderr= MepeHanpaBnTb stderr 3anyLleHHOro npouecca B ykasaHHbIN dhann
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OkoHyaHue mabnuuei 16

Onuwms Onucanue
%, —-xauth MonbiTaTbca co3gaTth 3annck B . Xauthority. B cnyyae Heyaaun npepsaTtb
BbINOMHEHWe npouecca
-h, --help BbiBECTM cnpaBKy U BbIATH
-v, --version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH

4.12.8. userlev

CuHTakcuc:
userlev [-d, --delete] [-a, —--add<s3HaueHue>] [-r, --rename<ums> ]
[-m, --modify<3uHauenue>] [-h, --help] [--version] <ypoBeHb>

KomaHga userlev CryxuT gna npocMoTtpa n nameHeHus B bl ypoBHeln KoHpuaeHuUn-
anbHoCTW. [1ns1 NpoCcMoTpa BCEX YPOBHEN KOMaHAy crneayet 3anyckatb 6e3 napameTpoB. BHocuTb
n3MeHeHus B Bl ypoBHEN MOXET TONbLKO aaMUHUCTPATOP.

Onuuun npuseaeHsbl B Tabnuue [17]

Tabnwunuya 17
Onuwms OnucaHuve
—-d, ——delete Yoanutb ypoBeHb 13 b
-a, ——add<sHaueHue> [ob6aBnTb HOBLI ypoBeHb B Bl
-r, ——-rename<HOBOE UMs> lMepermeHoBaTb CyLLECTBYIOLWNIA YPOBEHD

-m, --modify<HoBoe 3Hauenue> | MI3BMEHUTb 3HaYEHME YPOBHS

-h, --help BbiBecTu cnpaBky 1 BbINTH

--version BbiBECTM MH(OPMaLINIO O BEPCUUN U BbIATH

4.12.9. usercat

CuHTakcuc:
usercat [-d, —--delete] [-a, —--add<sauaueHue>] [-r, --rename<ums>]
[-m, --modify<aHaueHue>] [-h, --help] [--version] [xaTeropwus]

KomaHga usercat cnyxut gna npocmMoTpa n nuameHenus bl kateropui. [ina npocmorT-
pa Bcex KaTeropun komaHgy crnegyet 3anyckatb 6e3 napametpoB. BHocuTb nsmeHeHns B b
KaTeropum MOXeT TONMbKO agMUHUCTPATOP.

Onumn npuseaeHsl B Tabnuue [18

Tabnuuya 18
Onuusa Onwucanune
-d, --delete Yoanutb kateropuio n3 b
-a, -—add<sHaueHue> [o6aBuTb HOBYIO KaTeropuio B B[]
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OkoHyaHue mabnuuei 18

Onums Onucanue

-r, ——rename<HOBOE€ HMS> lNepenmeHoBaTb CyLeCTBYHOLLYH KaTeropuo

-m, --modify<uoBoe sHauenue> | MI3MEHUTb 3HAYEHME KaTeropum

-h, --help BbiBeCTM cnpaBky 1 BbINTH

--version BbiBECTM MH(OPMaLINIO O BEPCUN U BbIATH

4.12.10. YcTtapeBLlune yTunuThbl ynpasneHns maHaatHoimu MNPLO

[ns obecnedenuns comectumocTtn B OC coxpaHeH psag yTUIMT KOMaHAHOW CTPOKKU Ans
ynpasneHns maHgatHbimu MPL.

BHUMAHMUE! HacTtoaTenbHO He pekomeHayeTcsa NpUMEeHATL ycTapesLlune yTunutol. [an-
Hble YTUNNTbI He NO3BONAT paboTaTb C YPOBHAMM LIENOCTHOCTU U OTOBpaxalT MaHAaTHbIe
aTpubyThl B hopmaTte, oTnndHom OT onpeaeneHHoro B OC dopmara.

4.12.10.1. chmac

CuHTakcuc:
chmac [mapamerpr] [ypoBenb]|[:kaTeropus|:cneuuansueae aTpubytH]] [umsa @arna]

KomaHga chmac nameHsaeT MmaHgaTHble aTpuby Tl cbannos OC, KOTOpble BKAOYAOT METKY
6e3onacHOCTU 1 cneyunanbHble MaHaaTHble aTpubyTel hanna.

Onuuun npuseaeHsbl B Tabnuue [19]

Tabnuua 19
Onuus OnucaHue
-f, --silent, -—quiet | He BbIBOANTb cooOLLEHUI 00 oLLIMbKax
-v, ——verbose BbiBOOMTL OMarHoCcTU4eCcKne coobLIEHNs ansa Kkakgoro danna
-c, -—changes To e, YTo U ——verbose, HO coobLIaTb TONLKO 06 N3MEHEHUAX
-R, ——recursive MpyMeHNTb pekypcnBHO
-h, --help BbiBecTu cnpaBky 1 BbINTH
--version BbiBeCTM NMH(popMaLno 0 BEPCUN U BbIATU

ypOBeHb n Kateropmna moryTt ObITb 3a4aHbl UMEHEM UNK wectHaguaTtepnyHbiM 3Ha4YeHNeM.

Mpumep

chmac -Rv CexkperTHo:KaTeropusi_A /tmp

[aHHaga komaHOa pekypcuBHO ONnA BCcex (pannos katanora /tmp M3MEHUT YpPOBEHb Ha
CekpeTHO U KaTeropmo Ha KaTeropusi_A (YPOBEHb U KaTeropnsa SOMKHbI ObITb OonpeaeneHs! B

cucteme).
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CneumnanbHble aTpnbyTbl MOTyT ObITb 3ag4aHbl 3HAYEHNEM UNN CTPOKOW CUMBOJSIOB YWXIWX,
B KOTOPOW No60N U3 CUMBOSIOB MOXET ObITb 3aMEHEH Ha «-» AS11 CHATUS COOTBETCTBYHOLLErO

aTpubyTa.

Mpumep

chmac 0:0:rwxrwx /tmp

[aHHas komaHaa onga kaTtanora /tmp YCTaHOBUT UTHOPUPOBAHWE YPOBHEN U KaTeropum
KOH(pMOEeHUMANbLHOCTU MPU BbINOSTHEHWUM ONepauumn YTeHUS, 3arnMcu U UCNOSNHEHUS.

Mpn 3agaHuKn cneumnanbHbIX aTPpUBYTOB BMECTO rwx MOryT ObITb MCNOMNb30BaHbI Creayto-
LLie COKpaLLeHWUs:

- equ — UrHOpMpOBaHME YPOBHEWN U KaTeropum KOHpuaeHUMansHOCTU rnNpu BbiNOSTHEHUU

onepauun YTeHus, 3anncu 1 UCMNOSTHEHWS;

- equ_w — UrHOPMpPOBaHME YPOBHEN M KaTeropui KOHMAEHUManbHOCTU NPU BbINOMIHEHNUN

onepauun 3anucu,

- low — UrHOPUPOBaHWE YPOBHEWN U KaTeropum KOHpuaeHUMansHOCTU rNpu BbiNOSTHEHUU

onepaumn YTEeHUS N UCMONHEHNS.

BHUMAHUE! B HacTosiLee BpeMsa MUCMNOSb3yeTca Apyron Habop cheuuanbHbIX aTpu-
oytoB. [JaHHas ytunuta He nossonser pabotatb ¢ HUMKU. CyLLecTBYeT COOTBETCTBUE MeXAY
cTapbiM aTpnbyToM equ (rwxrwx) U HOBbIM ehole. Takum obpasom, pasgenbHoe ynpaBneHue

crneunanbHbIMA anI/I6yTaMI/I BMaa rwxrwx He npegycMoTpeHo.

Mpumep
chmac 0:0:equ /tmp

4.12.10.2. macid
CuHTakeuc:
macid [mapameTps]
KomaHga macid BbIBOAMT MaHaaTHble aTpnbyTel ceccum nonb3oBatens OC.

Onuuun npuBeaeHsbl B Tabnuue [20]

Tabnwunua 20
Onums OnuncaHue
-1,--level BbIBECTM TONBKO YPOBEHL KOHDUAEHUMNATIBHOCTH

-c,——categories BbiBECTM TOMBKO KaTteroputio KOHCbVID,eHLI,I/IaJ'IbHOCTVI

n name Ons napameTpoB —1c BbIBOAUTb UMEHa BMECTO YUCIIOBbIX 3Ha-

YeHui
-h,--help BbiBECTM CnpaBKy 1 BbINTH
--version BbiBeCTM MHpopMaLnio 0 BEpCUN U BINTH
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Mpw OTCYTCTBUM NapaMeTPOB BbIBOAWT CTPOKY TEKYLUMX MaHAATHbIX CBONCTB.

Mpumep
macid

YpoBeHb=2 (CexpeTHo) KarTeropus=1(Kareropus_A) IIpuBunerun=0

B aToM npumepe TekyLas ceccus nonb3oBaTens UMeEET YPOBEHb CEKPETHOCTU CeKpeTHO
N Kateroputo KarTeropus_A.

4.12.10.3. Ism

CuHTakcuc:
1sm [mapameTpr] [uma arnnal

KomaHga 1sm BbIBOOUT aHanorM4yHo ctaHgapTHOM KoMaHge 1s nHgopmaumio o hannax
(MO ymoOnyaHuio — 0 TeKyLeM KaTtanore).

Mcnonb3oBaHMe OaHHOM KOMaHAbl B LESIOM HE OTNMYaeTcs OT UCMofib30oBaHUS 1s, 3a
WCKIMIOYEHMEM CrneayLwmx 0COBEHHOCTEN:

- ecnu Ha panne yctaHosneHsl ACL, TO K HUM gobaBnsieTcss CUMBOS «+;

- eCnun Ha ghanne ycTaHoBreHa HeHynesast meTka 6esonacHocTn, To K ACL gobaensietca

CUMBOI «MY;

- ecnu Ha channe ycTaHOBMNEHbI CMUCKM NpOTOoKonnpoBaHus, To K ACL pobGaensietcs

CUMBOI «a»;

- OOCTYneH napameTp —M, KOTOpPbIN MOXET ObITb MCNOSb30BaHa A9 NPOCMOTPa METOK

6esonacHoCcTn Ha ¢hannoBbiX 0ObEKTAX.

4.12.10.4. psmac

CuHTakcuc:
psmac [-d, --delete] [-n, --numeric] [-h, --help] [--version]

<upenTudUKaATOP Npolecca> [MeTka 6€30macHOCTH. .. ]

KomaHaa psmac no3BONAeT U3MEHATb UM CYMTaTb MaHAATHbLIA KOHTEKCT BGe30nacHoCTH
BblIOpaHHOro npouecca. Ecnn B kayecTBe aprymeHTa He ykaszaHa MeTka 6e3o0nacHoOCTU, TO KO-
MaHOa CYMTbIBAET MaHOATHbIN KOHTEKCT C NpoLlecca, 3a4aHHOro napaMmeTpom (naeHTudumkaTop
npouecca).

Ecnun aprymeHT-MeTka 6e3o0nacHOCTU NPUCYTCTBYET, TO KOMaH4a ycTaHaBnMBaeT 3aJaH-
HYl0 MeTKy 6e3onacHocTu Ha npouecc. MeTka 6e3onacHOCTW 3ajaeTcs B BUAE:
<YpoBeHb> [ : <KaTeropuun> ]
roe <ypoeeHb> U <KaTeropuu> MOryT ObiTb 3afaHbl Kak B YACIIEHHOM, Tak U1 B CUMBOSIbHOM
Bnge. CnoxHole <KaTeropuu> MOryT ObiTb 3aaHbl B BUAE CMMCKa CBOMX COCTaBMNSAIOLLNX.

Tonbko agMMHUCTPATOP MOXET YCTaHaBMMBaTb U CYNTbLIBATb MaHAATHbLIN KOHTEKCT 6e3-
ONacHOCTU NPOWN3BOSILHOIO Npouecca, 0bbIYHbINA NONb30BaTENb MOXET TOMbKO CYMTbIBATb KOHTEKCT

¢ cobCTBEHHOrO NpoLlecca, Ans 3Toro napameTp OO0SKEeH MMETb HyNeBoe 3HaYeHue.
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Onuuun npuseaeHsbl B Tabnuue [21]

Taobnuuya 21
Onuwms OnucaHue
-d, --delete OGHYNMTb MaHAATHLIN KOHTEKCT 6e30MacHOCTM NpoLiecca

-n, ——numeric BbiBecTu VIH(*)OpMaLI,VIIO O KOHTEeKCTe B YNCIieHHOM Buae

-h, —-help BbiBecTu cnpaBky 1 BbIATH

--version BbiBeCTM MHOPMaLINIO O BEPCUN U BbINTH

4.12.10.5. usermac
CuHTakcuc:
usermac [-dzhv [-m MHMHMMAJIBHEN YPOBEHBb:MaKCHMAJIBHEMN YPOBEHB ]
[-c MuMHUMaNibHas KaTeropus:MaKkCHMaJibHas KaTeropus]] HONIB30BaTEIb
KomaH,u,a usermac UIMEHAET A0NYCTUMbIE YPOBHU N KaTeEropmnmn KOHd)VI,EI,eHLI,VIaJ'IbHOCTVI
none3oatenen OC.

Onuuun npuBeaeHsbl B Tabnuue [22]

Tabnwnya 22
Onuwms OnucaHue
—-d, —-delete Ypanutb CTPOKY Nonb3oBaTend ua dgarna
-z, ——Zero OGHYNUTb 3HAYEHUs1 YPOBHEN U KaTeropum
-1, --levels YCTaHOBUTbL AOMYCTUMbIE YPOBHM KOH(DMAEHUNANBHOCTH
-i, --ilevel YCTaHOBUTb MakCMManbHbIN YPOBEHb LIENOCTHOCTH

-m, —-maclabels To xe, 4To 1 -1 (Mcnonb3yeTcs Ansi COBMECTUMOCTH)

-c, -—category YCTaHOBUTb JONYCTUMbIE KaTeropmm
-h, --help BbiBeCTM cnpaBKy v BbIATH
-v, ——version BbiBECTM MH(pOPpMaLNIO O BEPCUN U BbIATH

Ecnn B kayecTBe napameTpa Kr4yen -m UnmM —c ykasaHo O4HO 3Ha4yeHue Unm ogHo
3Ha4yeHMe C NPeALIECTBYHOLLUMM OBOETOYMEM, STO 3HAYEHMNE MHTEPNPETUPYETCS Kak MaKcUmarnbHoe
3Ha4yeHne, ecrnv OfHO 3Ha4YeHMe C NocneayLM OBOETOYNEM — KaK MUHUMAIbHOE.

KomaHaa usermac npu ycnewHoM BbINONHEHUMW BCEraa BbIBOAUT 3HAYEHUSI YCTAHOBIEH-
HbIX 4OMYCTMMbIX METOK 6€30MacHOCTM!.

YT106bl NPOCMOTPETL TEKYLUUE OONYCTMMbIe METKM 6E30NMacHOCTU, BbIMONMHUTL KOMaHay
0e3 knoyen:

usermac II0JIb30OBaTeEJIb

Mpumep

usermac -m HECEKPEeTHO:CEeKPeTHO —-C KaTeropus A:kaTeropus_B userl
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[laHHas kKomaHaa ansa nonb3oBaTtend userl YCTaHOBUT:

MWUHUManbHbIN YPOBEHb — HECEKPETHO,

MaKkcuMarsbHbIN YPOBEHb — CEKPETHO,

MUHUMAIbHYIO KaTEropuUo — xaTeropus_A,

MaKCUMarbHYH KaTeroputo — xaTeropusi_B.

YPOBHU HeCeKpPEeTHO, CEKPETHO U KaTeropum xkareropusi_A, kaTeropusi_B OOIMKHbI
ObITb onpegeneHsbl B cucteMe. 3Ha4yeHns1 YpoBHEN U KaTeropmin MoryT ObiTb 3aaHbl B YACITOBOW
dopwme.

4.12.10.6. getfmac

CwnHTakcuc:
getfmac [-R, --recursive] [-L, --logical] [-P, --physycal] [-n, --numeric]
[-p, --absolute-names] [-c, --omit-header] [-s, --skip-empty]
[-h, --help] [-v, --version] Qainu u/unm KaTasioru

KomaHga getfmac CnyxuT ansa nonyvYeHns MeTok 6e3onacHoCcTu hansioBbix 0OBHEKTOB.
NHdopmauna o meTkax 6€30nacHOCTM NOChINIAaeTCa Ha CTaHAAPTHBIN BbIBOL, Y MOXET SABMSATLCS
BXOAHbIMM JaHHbIMU AN KoMaHabl setfmac (cm. [4.12.10.7)).

Onuuun npusegeHsbl B Tabnuue 23]

Tad6bnuuya 23

Onuusa OnucaHne

-R, --recursive [lns noakartanoroe pekypcuBHO

-1, --logical

CnepnoBaTb NO CUMBOSIMYECKMM CCbISIKaM

-P, —-phisical

He cnegoBaTb NO CMMBOMIMYECKUM CChIflkam

-n, ——numeric

BbIBOAWTL MHCpOPMALMIO O KOMMOHEHTaX METKM 6e30NMacHOCTM B LMpoBOM
dopme

-p, ——absolute-names

AGCOntoTHbIE NMEHA

-c, ——omit-header

He nokasbiBaTb 3arorioBok (MMs dpanna)

-s, ——skip-empty

MponyckaTtb thannsl ¢ NycTbiMu aTpnbyTamm

-h, --help

BbiBecTu cnpasky 1 BbINTH

-v, —--version

BbiBeCTM NMH(popMaLnio 0 BEPCUN U BbIATU

4.12.10.7. setfmac

CuHTaKkcuc:
setfmac [-s, —--set]
[-R, --recursive]

[-v, --version]

[_m/

[_L/

--modify] [-S, --set-file] [-B,

[_h/

—-—-restore]

--logical] [-P, --physicall --help]

[MeTka 6ezonacHocTu] Pamsis U/UNM KaTajioru

KomaHaa setfmac yctaHaBnmBaeT MeTkm 6e3onacHocTn Ha channbl. MeTkun 6e3onacHocTm

3aalTca UNu B KOMaHOHOW CTPOKe (napamMeTpbl —s, —m), unn B hanne (napametpbl -S, -B).
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Mpwn aTom, dannbl MOryT 6bITb CHOPMUPOBaHBLI C MOMOLLIbIO NEpeHanpaBneHnst BbIBO4A KOMaHAbI

getfmac (4.12.10.6).

MeTka 6e3onacHOCTM 3a4aeTca B BUAE:
<YpoBeHb> [ : <KaTeropum>|[ : <Tum>] ]
roe <ypoBeHb> U <KaTeropuu> MOryT ObiTb 3afaHbl Kak B YACIIEHHOM, Tak U B CUMBOSIbHOM
Bnae. CrnoxHole <KaTeropuu> MOryT ObiTb 3a4aHbl B BUAE CMMCKa CBOMX COCTaBNAKOLWMX, Ha-
npumep: Tauku, CaMoOJIETHL.
TonbKo agMUHUCTPATOP MOXET YCTaHaBNMBaTb METKN 6e3onacHOCTU Ha channebl.
BHUMAHUE! C nomoLbto JaHHON KOMaHAbl HEBO3MOXHO YCTaHOBUTb METKY 6e3onacHo-
CTW Ha hannoBbii OO BbEKT-COKET.

Onuuun npuseaeHbl B Tabnuue [24]

Tabnuua 24
Onuwms OnucaHue
s, ——set YcTaHoBUTb MeTKy 6e30MacHOCTU U3 KOMaHOHOW CTPO-
Kn
-m, —-modify N3meHuTb MeTKy 6e30MacHOCTM U3 KOMaHOHOW CTPOKM
-3, —--set-file YcTaHOBUTL MeTKK B6e3onacHocTu n3 darna
-B, —--restore BoccTtaHoBUTH MeTkn Be3onacHoOCTU u3 danna

-R, -—recursive | [ns nogkaTtanoros pekypcuBHO

-L, --logical CnepoBaTb N0 CUMBOSIUYECKNM CCbIfIKam
-P, -—physical He crnepoBaTtb N0 CMMBOIMYECKUM CChINKam
-h, --help BbiBeCcTy cnpaBky v BbIATH

-v, -—version BbiBecTu nHopmaunio o BEpcun 1 BbITU

4.13. CpeacTtBa ynpaBrieHMA NpUBUNErnsiMn nosib3oBaTterien U npoueccos

[na ynpaBneHns NpuBMnernsamMmn nonb3oBartenen 1 NpoLeccoB NCNONb3yeTcsa rpaduye-
ckasa ytunuta fly-admin-smc («YnpaBneHue nonmtmkon 6esonacHoctny). bonee nogpobHoe
ONUCaHWe YTUNUTbI CM. B 3NEKTPOHHOW CnpaBkKe.

Takke gna ynpasneHus NpuBUNerMsMmn nonb3oBaTenen n npoLeccoB UCMNOMb3YTCA
WNHCTPYMEHTbI KOMaHOHOW CTPOKM usercaps, execaps W pscaps, ON1CcaHHbIe, COOTBETCTBEHHO,
B(@.13.1 4.13.2m{.13.3,

BHUMAHMWE! YnpaBneHvne npueBunernamu rnorb3oBaTenen BbINofHAETCA TONbKO cynep-

nonb3oBartesrieMm ¢ MakCMmMalsibHbiM ypOBHEM LENNOCTHOCTHU, YCTAHOBJIEHHbIM B OC.

4.13.1. usercaps
CuHTakcuc:

usercaps [-d, --delete] [-z, --zero] [-f, --full] [-1l, --linux] [-m, —--parsec]
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[-1, —--Linux] [-M, --PARSEC] [-n, —--numeric] [-h, —--help] [-v, —--version]
II0JIL3OBATEITIb
KomaHp,a usercaps No3BON4ET NpocMaTpmBaTb U YyCTaHaBnnBaTb NMNpuBuUnerMn nonb3oBa-
Tene|7|, OOJIKHa NCNOoJb30BaTbCA TONMbKO aAMUHUCTPATOPOM 4Yepe3 MEXaHNU3M sudo.
usercaps [-[1l cTpoka MoOOUPUUUPOBAHUSA linux-NPUBUIIEHH ]
[-[m cTpoxa momuduuupoBaHusa PARSEC-npuBuneruin][dzLMnfhv]] nonb3oBaTenb
CTpOKa MOLlMd)MLLVIpOBaHVIFI I'IpVIBI/IJ'IGFI/II7I COCTOUT U3 CIIOB, pa3desiEHHbIX «,» UIMN «»,
Kaxgoe CrnoBO MOXET ObITb CTpOKOI7I B BEpPXHEM WUITM HUXHEM perncTtpe uin 4Yncriom, nepen
KOTOPbIM CTOUT 3HaK «+» UMN «-». Cnuncok BO3MOXHbIX I'IpI/IBI/IJ'IeFI/II7I C COKpalweHHbIMN nMeHaMn 1
YycnamMmm MOXHO yBUAETb, BBEOA OJ1A Linux-npmsmnermﬁl:
usercaps -L
ansa PARSEC-npusunerui:
usercaps -M
BepxHun pernctp anga croB n 3Hak «+» AN Ynucesn yctaHasnmBaeT dnar ans cooTseT-
CTBYHOLLEN NPUBUMETNU, HUXKHUA PEFNCTP N 3HAK «-» CHUMAET €ero.
usercaps <IOJIL3OBaATEJIbL> BbIBOOUT BCe npusmnernn Nnofib30BaTeniA,
usercaps -L <nomnb3oBaTesib> WIN usercaps -M <nomb3oBaTenbk> BbIBOOAT TOSb-
Ko Linux- unu toneko PARSEC-npusunermm.

Onuuun npuBeaeHsbl B Tabnuue [25]

Tabnuuya 25
Onuwms OnucaHue
-d, —-delete Yoanute CTPOKY Nonb3oBaTens u3 canna npMesunerni
-z, ——zero CbpocuTb BCe NpMBMUIErAM MOMb30BaTENS
-f, -——full MpuceBouTb BCE BO3MOXHbIE NPUBUIIErMN NONb30BaTENHO
-1, --linux M3ameHnTb Linux-npusunernm nonb3oBaTens
-m, ——-parsec UameHnte PARSEC-npuBunerum nonb3oBaTens
-L, --Linux BbiBECTU CNUCOK BO3MOXHbIX Linux-npueunerum
-M, —--PARSEC BbiBecTu cnucok Bo3amoxHbix PARSEC-npusunerni
-n, -—numeric | BbiBeCcTn npusunernn B wectHaguarepuyiHom dopmaTte
-h, --help BbiBECTM cnpaBKy U BbIATH
-v, --version | BbiBeCTU MHGOPMALNIO O BEPCUM U BBINTH

4.13.2. execaps

CwuHTakcuc:
execaps [-v, --version] [-h, --help] [-c,--capability (npuBuneruu)] [--]
KOMaHIa

4.71



76
PYCB.10152-02 97 01-1

KomaHaa execaps MOXET ObITb MCNONb30BaHa aAMUHUCTPATOPOM AN 3anycka npouecca
C OQHOBPEMEHHOM ycTaHOBKOM BbibpaHHbix PARSEC-npusunerni.
execaps —-C <BEKTOp HOpuBUierumn> -- <ngporpaMMa U e€e apryMeHTHD>

[MpuBunerun 3agarTcs B BUAe ymcna — 6UTtoBon Macku (Kak npaBuno, B LWecTHaguaTepuy-

HoMm Buae). CooTBETCTBUE OTAENbHbBIX OUT NONMHOMOYNAM NPUBELAEHO B man parsec_capset.

Mpumep
echo 1 | sudo tee /parsecfs/unsecure setxattr
sudo execaps -c¢ 0x1000 -- tar --xattrs

—--xattrs-include=security. {PDPL,AUDIT,DEF AUDIT} --acls -xzf
backup.tar.gz -C /

echo 0 | sudo tee /parsecfs/unsecure setxattr

echo 1 | sudo tee /parsecfs/unsecure_setxattr
sudo execaps -c 0x1000 -- sudo rsync -a --xattrs --acls /backup/ /

echo 0 | sudo tee /parsecfs/unsecure_setxattr

Bynet 3anylueH NpoLecc BOCCTAHOBMNEHMUSI U3 Pe3ePBHON KOMUW C YCTAHOBMNEHHOMN MpUBK-
nervet PARSEC_CAP_ UNSAFE_SETXATTR.
Onuuun npuBegeHbl B Tabnuue [26]

Tabnuuya 26
Onumsa Onucanune
-c, —--capability YcTaHoBUTL NpuBUIIErnn
-f, --force Bbi3BaTb nporpammy, Aaxe ecriv He yaanocb YCTaHOBUTb MPUBUIIErUK
-h, --help BbiBECTM cnpaBKy U BbIATH
-v, --version BbiBECTM MH(OPpMaLNIO O BEPCUN U BbIATH

4.13.3. pscaps

CuHTakcuc:
pscaps <pid> [-v, --version] [-h, --help] [meicTByHmUe NOJIHOMOUNS

[pa3pemeHHEE [IOJIHOMOUMS [HACJIeOyeMbe IIOJIHOMOUHUS] ] ]

Ecnun B kayecTBe aprymeHTa ykasaH TONbKO naeHTudmnkaTop npouecca pid, To KoMaHaa
pscaps nokasbiBaeT Habop PARSEC-npuBunernin (ykasaHHbIX B BUAe GMTOBbIX MacOK npuBunie-
rmn) npouecca.

Mpwn ykasaHun ¢ KomaHOoW GUTOBLIX MAacoK NPMBMMErni (B AECATUYHOM MK LLEeCTHaaua-
Tepn4yHoM Buae) byayT naMeHeHbl NpuBunernn npouecca pscaps. B aTom cny4vae B kadyectse
3HaYyeHus pid OOMKHO ObiTb ykasaHo «0» MM naeHTUdmrkaTop npolecca pscaps.

OnvcaHuve onuuii npuBedeHo B Tabnuue [27]
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Tabnuuya 27
Onuwms OnucaHue
-h, --help BbiBECTM cnpaBKy U BbIATH
-v, --version | BbiBeCTn MHdopMaLuio 0 BEPCUM U BbINTH

4.14. MaHgaTtHoe ynpaBneHue goctynom B CYB[l PostgreSQL

B kayectBe 3awmweHHon CYB[] B coctaBe OC mncnonbsyetca CYB[] PostgreSQL, gopa-
©oTaHHada B COOTBETCTBUM C TpeboBaHneM nHterpaumm ¢ OC B 4acTu MaHAATHOrO ynpaBneHus
AOCTYNoOM K MHdopMauumn n cogepxawias peanusauuto ArN-mogenun ynpasneHus 4OCTYNOM U
MHOpMaLMOHHbIMKN noTokaMu. [laHHasa [A-mogenb onucbiBaeT BCe acnekTbl AUCKPELMOHHO-
ro, MaH4aTHOrO U POSIEBOrO ynpasBreHnsa 4OCTYNoM ¢ y4eTom 6e30nacHOCTU MHAPOPMALMOHHbIX
NOTOKOB.

BHUMAHUWE! [I-mogenb B PostgreSQL paboTtaet Tonbko npu HactpoeHHom B OC
MexaHu3mMe MaHAaTHOro ynpasfeHus 4OCTYMNOM.

B ocHoBe MexaHM3Ma MaHAaTHOro yrnpasreHus 4OCTYNOM NEeXUT ynpasneHne 4oCTyrnoMm
K 3awmiaemMbim pecypcam bl Ha OCHOBE nepapxnuyecknx N Hemepapxmyeckmux MeTok JocTyna.
OTO NO3BOSSET peann3oBaTb MHOTOYPOBHEBYIO 3alUTy ¢ obecneyeHnemM pasrpaHuyeHns goctyna
nonb3oBaTteneun K 3awuuiaemMmbiM pecypcam B[l n ynpaBneHue notokamun nHpopmauuun. B ka-
YecTBe Mepapxnyecknx U Hemepapxmdeckmx MeToK goctyna npu ncrnons3osaHun CYBL B OC
ncnonbayTca MeTkn 6esonacHocTn OC.

CYB[, PostgreSQL He umeeT cOBCTBEHHOrO MexaHn3Ma Ha3HayYeHus, XpaHeHUst 1 Moau-
douKaLumMm METOK nosnb3oBaTenen 1 Ucnonb3yeT Ars 3Toro MmexaHusmel OC.

CornacHo [lNM-mogenu B 4acTn peanu3auun MaH4aTHOroO ynpasneHns JOCTYNOM OOMNOSHU-
TerNbHO K KnaccugukauMoHHON METKE BBOAUTCS MOHATUE CYLLHOCTEN-KOHTENHEPOB (CYLLHOCTEN,
KOTOpble MOryT cogepXaTtb Apyrue cywHoctn). na 3agaHms cnocoba goctyna K CyLHOCTAM
BHYTPU KOHTENHepPOB ncnonb3yetca maHgaTtHbin npusHak CCR (Container Clearance Required).
B cnyyae korga oH yCTaHOBIEH, OCTYN K KOHTEMHEPY M ero CO4EeP>KMMOMY onpeaensercs ero
KnaccuukaunoHHON METKOM, B NPOTUBHOM Clydae AOCTYN K COAepXXMMOMY paspelueH 6e3 yyeTa
YPOBHS1 KOH(pNOEHUMANBHOCTN KOHTENHEpPA.

B kauyecTBe rmaBHOro KOHTENHepa BbIOpaHO TabnnyHoe NPOCTPaHCTBO pg_global, KOTO-
poe co3faeTcs O4HO Ha knacTtep 6a3bl JaHHbIX. Takum obpa3om, Knactep ABAsSieTCA COBOKYMHO-
CTblo ponewn, 6a3 AaHHbIX U TabnMYHbIX NPOCTPaHCTB.

BHUMAHUE! [il-mogenb HaknagbiBaeT orpaHNU4eHne Ha KnaccuduKauMOHHY0 METKY
CYLLLHOCTM: MeTKa CYLLHOCTU HEe MOXET MpeBbllaTb METKY KOHTENHEpPA, B KOTOPOM OHa coaep-

xXutca. Taknm 06pa30M, AnAa Ha3Ha4YeHuA KﬂaCCVICbVIKaLI,VIOHHbIX MeTOK JaHHbIM CHa4aa OOJTXHbI
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ObITb NOCNegoBaTeNbHO 3aaHbl MakCMMarbHble KnacCuUKauMOHHbIE METKM COOTBETCTBYHOLLNX
KOHTENHEePOB: Kractepa, 6a3bl JaHHbIX, TabNUYHOro NPOCTPaHCTBa, CXEMbl U Tabnuubl.

B pensunoHHOM Moaenu B KadyecTBe CTPYKTYypbl, obnagatowen metkon 6e3onacHoCcTy,
€CTeCTBEHHO BblbpaTb KOPTEX, NMOCKOSIbKY MMEHHO Ha 3TOM YpOBHE AeTanu3auuu OcyLlecTB-
naATCa onepaumn Ytenusi/aanmcu nHgpopmauum 8 CYB[. Npu 9aTOM, MECTOM XpaHEHUSI METKN
6e3onacHOCTM MOXeT BbITb BbIOpaH TONMbLKO CaM KOPTEX — TONbKO Tak MeTka 6eszonacHoctu byaet
Hepa3pbIBHO CBsi3aHa C JaHHbIMU, cogepXawmmmuca B koptexe. Kpome atoro, meTtka 6esonac-
HOCTM Takxke MOXeT ObITb onpeaeneHa Anga Takmx o6bekToB B[], K KOTOPbIM NPUMEHVMbI BUAbI
AOCTyNa Ha YTeHue/3anncb AaHHbIX, @ UMEHHO: Tabnuubl n BUAbl. B aTom cnyyae metkn 6e3onac-
HOCTU O6BLEKTOB pacnonaratTcs B 3anncu CUCTEMHOM Tabnuubl, HeNnocpeaCcTBEHHO ONUCHLIBAOLLEN
3almiaemMblii OObEKT.

B kauyecTBe MHOXeCTBa CyLHOCTEN (MPOCTbIX CYLLHOCTEN N KOHTEMHEPOB) C 3a4aHHON Ha
HEM nepapxu4eckon CTPYKTYpOn paccMaTpuBaloTcsa Hocswmne nogobHbIn xapaktep oObekTbl pens-
LWOHHbIX 6a3 gaHHbIX, npumeHsieMmble B CYB[] PostgreSQL. MNpu aTtoMm, nockonbky 3anncu 6asbl
AaHHbIX coaepXaT B CBOEM COCTaBe YPOBEHb KOHPUAEHUMANBHOCTU — OHW paccMaTpuBaloTCS
B MOAenn B KadyecTBe 0OBHEKTOB, a cogepkalwme nx Tabnuubl, COOTBETCTBEHHO, — B KayecTBe
KOHTENHEPOB.

CuctemMHbIN KaTanor (MeTagaHHble) paccMmaTpuBaeTca Kak camoctoaTensHas b, pea-
nmn3soBaHHasga ¢ nomowbto cpeacts CYB/. Mpwu atom, BCce onepauum ¢ aton B[] ocyluectensatoTcs
nmnbo ¢ NOMOLLbIO cneumanbHbIX KOHCTPYKUMA si3blka 3anpocoB SQL, nnbo npuBunerMpoBaHHbIM
nonb3oBaTeneM B cneyuanbHOM pexnme. Takum obpa3omM, MaHOaTHOe yrnpaBneHue OCTYnoM
npumMeHsieTcst kKo BceM obbektam B1. MeTkn 6esonacHOCTU cUCTEMHbIX OOBEKTOB pacnonaratoTcs

B 3anmcsax Tabnuu cMCTeMHoro KkaTtanora, HeNnoCPEeACTBEHHO ONMCLIBAOLLMX 3aLLMLLaEeMbIA OOBEKT.

4.14.1. NMopanok NnpMMeHeHUss MaHAAaTHbIX NpPaBuUN ynpaBneHUsa AOCTYNoM

Tak kKak MaHgaTHoe ynpasreHue A0CTYNOM MOXET OblTb onpegerieHo ToSbKo Afs BU-
AOB JOCTyna Ha YTeHWe M Ha 3anucb MHOpPMaLMN, BCE MHOXECTBO onepaunin ¢ aHHbIMU B
3awmiaemMblx obbekTax NPUBOAUTCSH K HAM criefyoLwmm obpasom:

- INSERT — JOCTYn Ha 3anuce;

- UPDATE, DELETE — nocriegoBaTefibHOe BbINOfIHEHME OCTyMna Ha YTeHne U 3anucb

nHopMaunu;

- SELECT — OOCTYyn Ha YTeHue.

Mpn obpaweHnn nonb3oBatensa k B onpegensatTca ero AonycTUMbIN AnanasoH Me-
TOK U Habop cneumanbHbIX MaHAaTHbIX aTpubyToB. Ecnn nonb3oBaTento He NpUCBOEHa MeTKa
©e3onacHOCTU, TO OH NOMyYyaeT Mo YMONYaHUIO HyNneByr MeTKy 6e30nacHOCTU, COOTBETCTBYIO-
LLYHO MUHUMANbHOMY YPOBHIO focTyna. MakcumansHas meTtka 6e3onacHOCT1 onpeaensaeTcs no

3agaHHoun npu pernctpaumm nons3oatend B OC. [Nockonbky cepsep B[l Takke MoOXeT UMeTb
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MeTKy 6e3onacHOCTH, Npy NpeBbILLEHNN MeTKM Be3onacHOCTM nonb3oBaTenst MeTku 6e3onacHo-
CTW cepBepa emy ByayT paspeLueHbl TONbKO onepaumn YTeHus. Tekyllaa MeTka 6e3onacHoCcTu
nonb3oBaTens onpegensieTcs No yCTaHOBIEHHOMY COEAUHEHUIO N MOXET ObITb yCTaHOBNEHA B
npegenax ero 4oNycTMMOro AnanasoHa MaH4aTHbIX aTpubyToB NPy HaNU4YMM COOTBETCTBYIOLLIEN
npuBunIeruu.

MpumeHeHne mangaTHblx MNP ocywecTBnsieTcs Ha ypoBHe focTyna K obbektam B n Ha
YPOBHe 0OCTYyna HEMOCPEACTBEHHO K JaHHbIM (Ha ypoBHE 3anucemn).

lMpoBepka MaHAaTHbIX NpaB AOCTyna K o6bekTam OCyLLeCTBNAETCA OOHOBPEMEHHO C
NPOBEPKOW ANCKPELIMOHHbIX NpaB AOCTyNa K HUM, nocne pasbopa n NOCTPOeHNs NiaHa 3anpoca,
HenocpeaCTBEHHO nepen ero BbliNOSIHEHUEM, Korga onpeaeneHbl Bce Heobxoaumble Asis npoBep-
KN OaHHble 1 nposepsieMble 00beKTbl. Takum obpasom, JOCTyN NpegoCTaBnseTcs TONbKO npu
OLAHOBPEMEHHOM CaHKLMOHMPOBAHUM anCKpeLMoHHbIMK MNP/,

lMpoBepka MaHAaTHbIX NpaB AOCTyNa K 3anucsim Tabnuu, ocyLwecTBRAsieTCs B npoLecce
BbIMOMHEHNS 3anpoca npu nocrnegoBaTeNlbHOM UKW MHAEKCHOM CKaHMPOBaHUW AAHHbIX.

Bce 3anucu, nomewaemble B Tabnuubl, AN5 KOTOPbIX YCTAHOBMEHA 3allMTa Ha ypoBHE
3anucen, HacnegyT TEKYLLYO METKY 6e3onacHocTu nonb3oBatens. O6HoBNsAeMble 3anmcu co-
XPaHsT CBOK MeTKy 6e30rnacHOCTU npu naMeHeHuu. [JOoCcTyn K CyLUEeCTBYIOLWUM 3anucam u
BO3MOXXHOCTb X OOHOBNEHNSA N yOaneHust onpenensatTcsa YCTaHOBNEHHbIMW MaHAATHLIMUY NpaBu-
namu.

Ona agmuHncTpatopa B[l npeaycMoTpeHbl CUCTEMHbIE MPUBUETM UTHOPUPOBAHNSA MaH-
AaTHOro ynpasrieHna OOCTYMNOM, TOfIbKO TakuM o6pasomM MOXHO MPOU3BOAUTb perfiaMeHTHble
paboTtbl ¢ B[] (Hanpumep, BOCCTAHOBIEHME PE3EPBHOM KOMUM), T. K. 3TO TpebyeT yCTaHOBKM METOK
AAHHbIX, COXPaHEHHbIX paHee.

[Ons HacTponkn paboTbl cepBepa C MaHOaTHbIM YynpaBrneHnem LOCTYNOM Cylie-
CTBYET psg KOHMUIypauMoOHHbIX NapameTpoB, yKasblBaeMblX B KOH(UrypauMoHHOM daune

postgresqgl.conf KOHKPETHOrO KnacTepa AaHHbIX (Tabnuua [28).

Tabnwunua 28

MapameTp Onuncanue

Onpegensert, 6yaet nu cepsep CYB[ AONONHUTENBHO UCNOSb-
30BaTb CBOK MeTKy 6e3onacHocTu (MeTky 6e3onacHOCTM Norb-
30Bartens postgres) Npu onpegeneHnn npae nonb3oBaTens Ha
3aHeceHue, yganeHne n mogmdukaumio AaHHbIX Unu HeT. Ecnu
ac_ignore_server_maclabel 3TOT NapameTp ycTaHoBneH B FALSE, TO MeTka 6e3onacHocTu
cepBepa ncnonb3yeTcst 4s 0rokmpoBaHna 3aHeceHus B B nH-
dopmaummn ¢ MeTKOM 6e3onacHOCTU, NpeBbILIaoLLEN METKY 6es-
onacHocTtu cepeepa. Ecnn aToT napameTp yctaHoBneH B TRUE,
TO MeTka 6e30nacHOCTM cepBepa He yunTbiBaeTCcs
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MapameTp

OnucaHwne

ac_ignore_socket_maclabel

Onpepnensert, 6yaet nu cepeep CYB[ ncnonb3oBatb MeTKy 6e3-
OnacHOCTK Bxoagulero coegmHeHns. Ecnn atoT napameTp ycta-
HoBreH B FALSE, TO MeTka 6e30nacHOCTM BXOASLLEro coeanHe-
HUs ByaeT yuuTbiBaTbCA Npu onpeaeneHnn MakcumarnsHOW Ao-
CTYNMHOM METKM ©e30MacHOCTM CECCUM, U MOCIE NOAKITHYEHUS
OyneTt QocTynHa ToNnbKO MHAOpMaUmMs ¢ MeTkon 6e30nacHoCTMH,
He npeBblwarLen MeTky 6e30NacHOCTM BXOOSLLErO COeANHEHMS.
Mpun ycTaHoBKe 3aToro napameTpa B TRUE MeTkM 6e30nacHOCTM ce-
aHca OygyT onpeaenaTbCsi MakCMMarbHOM MEeTKON 6e30nacHOCTH
nonb3oBarens, nony4eHHomn n3 OC

ac_ignore_maclabel

Ob6ecneumBaeT BO3MOXHOCTb paboTbl ¢ 6a3on B pexxmme OTKMH0-
YEeHHOro MaHOaTHOro ynpasneHusa OCTyrnoM. Ecnu gaHHbIn na-
pameTp ycTaHOBMNEH B 3Ha4YeHne TRUE, TO MaHAaTHble aTpubyTbl
nonb3oBaTens He 3anpalmBaroTcs, MeTka Ge3onacHoCTU cec-
CUN yCTaHaBNUBaeTCA HYNeBoW BHE 3aBUCMMOCTU OT 3HAYEHUN
ac_ignore_socket maclabel. MeTka 6e30nacHOCTU cepBe-
pa NpUHUMaeTCH HyneBoW BHe 3aBUCMMOCTM OT 3Ha4YeHnsa napa-
MeTpa ac_ignore_server_maclabel

ac_enable_ trusted_owner

OnpegenseT, MoryT nu Bnagenblbl 06bEKTOB Ha3Ha4aTh Npaea
Ha JOCTyN K HAM Opyrum nonb3oBatensM. Ecnv atoT napametp
YCTaHOBINEH B 3Ha4yeHne FALSE, TO NpaBO HasHa4yaTb npaBa Ha
AocTyn Kk nobeim o6bektam B[] MMeroT TonbKko cynepnonb3oBare-
nun. OT0 NpeaoTBpaLlaeT HEKOHTPONMPYEMOe pacnpocTpaHeHme
npaB Ha AocTyn K nidopmaumu. Ecnm aToT napameTp yctaHoB-
neH B TRUE, TO, KpOMe cynepnonb3oBaTtenem, Kaxabli Bnagenew,
obbekTa MOXeT HasHadaTb NpaBa Ha 4OCTYN nonb3oBaTtenen K
«CBOEMY» OBBbEKTY

ac_enable_grant_options

Onpegenset, mMoryT nu ponu nepefasatb NpaBa Ha AOCTyn
c napameTpom WITH GRANT OPTIONS pgpyrum ponsam. Ec-
M ac_allow_grant_options YycTaHoBneH B FALSE, TO
3arpeljaeTcs uUcrnonb3oBaTb KomMaHAy GRANT C npuBuneru-
el WITH GRANT OPTION. Ecnn y ponu ectb npuBunerns
GRANT OPTIONS M ac_allow _grant options = false, TO
nepegada npae goctyna ApYruM ponaM Takke 3anpeLiaeTtcs.
N3bsaTue (REVOKE) npuBunernm GRANT OPTIONS paspeluaeTcs
Bceraga

ac_enable_admin_options

OnpepenseT, MOryT nNu ponu nepegasaTtb MpaBo YSieHCTBA po-
nv gpyrum ponsam. Ecnn ac_allow_admin_options YCTaHOB-
neH B FALSE, TO 3anpeLlaeTca nUcnorb3oBatb GRANT € NpuBKU-
nerven WITH ADMIN OPTION. Ecnu y ponu ectb npusunerus
ADMIN OPTIONS M ac_allow _admin options = false, TO
nepegada npas YneHcTsa ApPYrMM ponsaM Takke 3anpeLiaeTtcs.
N3baTue (REVOKE) npusurnernm ADMIN OPTION paspeluaeTcs
Bcerga

ac_enable truncate

Brnokupyet (FALSE) unu pasbnokupyeT (TRUE) BO3MOXHOCTb Bbl-
NONHEHNss KOMaHAbl TRUNCATE
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OkoHyaHue mabnuuei 28

MapameTp Onuncanue

Mpwn yctaHoBKke aTOro napameTtpa B TRUE pa3speLuaeTcs Ucnosib-
3oBaHue npusHaka CCR ansa nocnegoBaTenbHOCTEN aHANOMMYHO
Tabnuuam 1M BMagam, B NpoTUBHOM cnydvae npusHak CCR ans
nocrenoBaTeNibHOCTEN CYMTAETCH BCErga YyCTaHOBMEHHbIM

ac_enable sequence_ccr

Ecnn napameTp KoHdUrypaumm yctaHoBneH B TRUE, pa3peLuaeT-
ac_enable_dblink_mac cs ucnonb3oBaHue dblink v BHeELWHMX Tabnuy FOREIGN TABLE
B YCMOBMSIX MAHOATHOrO yrnpaBreHns SOCTYMNoMm

Ecnu napameTp koHdurypauum yctaHoBsneH B TRUE, paspelua-
eTca aBToMaTuyeckasi yCTaHOBKa METOK KOHTenHeposB. [pume-
HAETCA NpW BOCCTaHOBMEHUW pe3epBHbIX KOMWUWA, CO3AaHHbIX B
npegbiaywmnx sepcunax CYbBL,

ac_auto_adjust_macs

Brnokupyet (FALSE) unu pasbnokupyeT (TRUE) BO3MOXHOCTb Bbl-
ac_enable_copy_to_file NorHeHnst KomaHabl COPY C BbIBOAOM pesyrnbraToB B haun, Ao-
CTynHbIN cepBepy CYB[

Bpemsi xunsHn B cekyHaax nHdopmaumm o npuBmuniernax nonb3o-
BaTensa nogcuctemMbl 6esonacHoctn PARSEC (onpegensiet Bpems
XKU3HU KaWwmpoBaHHOM uHdopmauum o PARSEC-npusunerusax
ac_caps_ttl Nnosnb30BaTeNns; yMeHbLUEHNE 3HAYEHMS NPUBOANT K YBEITMYEHUIO
uyncna obpalueHuii cepeepa CYB[, k nogcncteme 6e30nacHOCTU
PARSEC un kak cnegctBne — K CHUXEHUO NpOon3BoaUTENbHOCTH
cepsepa CYB[)

Ecnu yctaHoeneH B TRUE, Ao0aBndeT B XXypHan cepeepa oTna-
AO0YHY0 MHopMauno 0 paboTe MEXaHN3MOB 3aLUUThI

ac_debug_print

[nsa 6onee rmbkon HacTpovikn cepeepa CYB[] paclumpeH cnHTakcmc KOHUrypaumoHHoro
danna pg_hba.conf napamMeTpoM ignore_socket_maclabel. [JaHHbIN napameTp MOXET
ObITb yKa3aH nocne MeToaa ayTeHTudukauuu.

NapameTp ignore_ socket _maclabel=1 no3BONseT NOfb30BaATENSAM NOAKIHOYATLCS
K 6a3amM gaHHbIX C UTHOPUpPOBaHMEM METKM 6e30nacHOCTM cokeTa coeanHeHua. Ecnn aToT na-
pamMeTp He yKa3blBaeTCs B KOH(pUrypaLuMoHHOM dpanne pg_hba.conf nnu yctaHosneH B 0, TO
UrHOpMpOBaHMe MeTKM 6e30NacHOCTN COKeTa 4151 3TOro NOAKMIOYEHUSA HE NPOUCXOOUT.

B OC kaxabln nonb3oBaTenb MOXET MMETb MHOXECTBO MEeTOK 6e30nacHOCTU, KOTopoe
3agaeTcs MMHMMAarbHOM N MakcMMarbHOM MeTKaMmn 6e3onacHocTn ananasoHa. Ytobbl nogaep-
xaTb 3Ty mogenb B CYB[] PostgreSQL kaxxgon ceccumn nonb3oBaTtensa HasHavyarTca TPU METKU
6e30nacHOCTU: MakcMmarbHas, MMHMMarnbHasa u Tekywas. VX HavanbHas nHuumManmsaumns ocy-
LLIeCTBNSAETCA NO crneayoLwemy anroputmy:

1) nocne nNpoxoXxaeHus nonb3oBaTenem CTaHAApPTHOW npoueaypbl ayTeHTMdUKaLMK cep-

Bep cuntbiBaeT n3 OC 3HaYeHns MakCumMarnbHOM N MUHMMAaNbHON METOK Ge3onacHoCTH

Nonb3oBaTensa U NPUHUMAET UX KaK MakCMMarbHY 1 MUHUMAIbHY0 METKM 6e3onacHoCTH

ceccuun. Mpu aTom, ecnu 3anucb 0 MeTkax 6e3onacHOCTU ANs Nonb3oBaTens He Hanae-
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Ha, TO MakcumarnbHasi U MMHUManbHas MeTkM 6e30MacHOCTM NPUHUMAKOTCS PaBHbIMU

Hynto. CrnegoBartenbHO, NONb3oBaTeNn, 3aperncTpmpoBaHHble Tornbko B cepeepe CYB[

PostgreSQL u He nmetowwme yyetHom 3anmcm B OC cepBepa, Bcerga MMerT MUHUMAarbHbIN

YypOBeHb A0CTyNa K MHopmMauuu;

2) ecnv napameTp KoHdurypaumm ac_ignore_socket_maclabel ycTaHOBMNeH B

FALSE, cYMTbiBaeTCcsa MeTka 6e30nacHOCTU BXOOSLLEro coeguHEHUs, N, ecriv oHa no-

nagaeTt B AmManasoH MeTok 6e3onacHoCTU, cumTaHHbiX n3 OC, To MakcMmMmarnbHasa MeTka

Be3onacHOCTW ceccun yCTaHaBNMBAETCS pPaBHOM MeTke 6e30MacHOCTM BXO4sLEro coeau-

HEeHUS;

3) ecnu napameTp KOHUrypaumm ac_ignore_server_ _maclabel ycTaHOBMNeH B

FALSE, TO c4MTbIBaeTCA MeTka 6e30nacHOCTU cepBepPHOro npouecca 1, eCnm oHa HeCOB-

MeCTMMa C MakCUManbHOM METKOM 6e30nacHOCT Ceccum, To NPoLecc ayTeHTudmKaumm

npepbliBaeTcs;

4) TekyLlen MeTkon 6e30nacHOCTN Ceccum CTaHOBUTCA MakcuMarbHasi MeTka 6esonacHo-

CTU CChOPMMPOBAHHOIO TakumM 06pa3omM AnanasoHa.

Ecnn Ha ntobom 13 aTnx aTanoB BO3HWKAET CUTyaLMsi C HECOBMECTUMOCTbIO METOK 6e3-
ONacHOCTU UK BbIXOAOM 3a npeaensl AnanasoHa, TO npouecc ayTeHTUduKaLmMm KnneHTa npepbl-
BaeTcs n goctyn k b1 6rnokmpyeTtcs.

Ecnn nonb3oBaTenb MMeeT MaHO4aTHbIM aTpUbYT ac_capable_setmac, TO OH MOXeET
N3MEHATb CBOKO TEKYLLYIO METKy 6e30nacHOCTV B Ananas3oHe OT MUHUManbHOW A0 MakCUManbHOW.

CYB[ PostgreSQL npenocTtasnsieT nonb3oBaTensmM BO3MOXHOCTb CO3aaBaTb OYHKLNN
(n, cnepoBaTtenbHO, TPUITEPbI), YKasbiBas Npu 3TOM, OyAyT NN OHU BbINOSTHATLCSA C YPOBHEM
[OCTyna nonb3oBaTtens, NPSIMO UIM KOCBEHHO BbI3BaBLLEro PyHKUMIO (SECURITY INVOKER), Unu
C YPOBHEM [0CTyna nonb3oBaTternsi, co3aaBLuero aTy yHkumo (SECURITY DEFINER). [Mpu aTOoM
B NMOHATUE «YPOBHS OOCTYyNa» BXOAAT KakK OUCKPELVOHHbIN YPOBEHb AOCTYNA, Tak U MaHAATHbIN,
KOTOpbIM B AAHHOM Cllyyae ornpeaensierca TekywmMMmn MaHgaTtHeiMu aTpubytaMmm nonb3osatens
CYB[, Bbi3BaBLUErO UM CO30aBLUErO OYHKLMNIO, COOTBETCTBEHHO. Mpn 3TOM MeTKn 6e3onacHoCcTH
TeKyLLen ceccum nonb3oBaTterns, Bbi3BaBLLEro (OyHKLUNI0, HE N3MEHSAIOTCS.

Mpn aToM cneayeT y4nTbiBaTh, YTO:

1) npw onpegeneHun oyHKUMN Kak SECURITY DEFINER oHa GyaeT Bceraa Bbi3blBaTbCA

C NepeyCcTaHOBKOW MaHAaTHbIX aTpubyToB Ha aTpmbyTbl CO3aaBLUEro ee Nnonb3oBaTens;

2) npw onpegeneHnn pyHkumMm Kak SECURITY INVOKER OHa Bcerga byaet BbIMOfHATLCA

6e3 M3MeHeHNsa TeKyLero 3Ha4eHnsa MaHaaTHbIX aTpubyTos;

3) npwu BbI3oBe PYHKUMN B Ka4yeCTBe Tpurrepa BbIMOMHAKTCA criedylowme npasuna B

OonoriHeHne K yka3aHHbIM:
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- rnepen BbI30BOM B KadyecTBe Tpurrepa BcTpoeHHon B CYB[] byHKUNM K TEKyLLM
MaHOaTHbIM aTpubyTam Bcerga gobasnsatoTca pnarm ac_capable _ignmaclvl un
ac_capable_ignmaccat, 4ToObl 06ecneynTb NOSTHOLEHHYO NPOBEPKY CCbISTOYHOWN
LenoctHocTn B[;

- nepep BbI30BOM B Ka4eCTBe TpuUrrepa He BCTPOEHHON (DYHKLMN B Ka4eCTBE TEKYLLNX
MaHOaTHbIX aTpMbyTOB BCerga ycTaHaBnMBalTCs MaHAaTHble aTpubyThl NONb30Ba-
Tens, 3anycTMBLUEro JaHHY ceccuio (coeanHeHune) (T. e. Nonb3oBaTens ¢ MMEHEM
SESSION_USER). OT0 Heobxoanumo, 4Tobbl NpeaoTBpatuTh nonyyeHne yHKuMen-
TPUIrepoM MNosb3oBaTeNs C HA3KUM YPOBHEM J0CTYrNa BbICOKMX NMPUBUNETNA B Criyvae
KackaHOro Bbl30Ba TPUITepoB.

lMocne Bo3BpaTta ynpaBneHns n3 PyHKUUM 3Ha4YeHNa TeKyLMX MaHOaTHbIX aTpubyToB
BCerga BOCCTaHaBNMBAKOTCA B UCXOAHbIE (40 BbI30BA (PYHKLUMM) 3HAYEHUS.

@OyYHKUUKM, HAaNUCaHHbIE Ha A3blKax HU3KOro YPOBHSA, NOCME UX NOOKITHOYEHUS UMEIKOT Mos-
HbI JOCTYN KO BCEM BHYTPEHHUM CTpyKTypam cepBepa CYB[ PostgreSQL 1 MoryT npon3BonbHO
nx moanduumposatb. Kpome aToro, NOCKOMbKY OHU BbINOMHAKTCS B paMKax rnpolecca cepsepa,
OHM NMEIOT COOTBETCTBYIOLME NpaBa gocTtyna Kk oobektam OC B cpene (OyHKLUMOHUPOBAHUA
cepsepa. IMeHHO No3TOMY NpaBa Nofb3oBaTens postgres, NoA4 KOTOPbIM 3anyckaeTcs cepsep,
HeobXoANUMO CBECTU K HEODXOAUMOMY MUHUMYMY, MUHYSI KAKOW-ITMBO KOHTPOSb C €ro CTOPOHbI
(BKMOYana Tekywme maHaaTHble atpubyThl).

Mockonbky B npouecce paboTbl ¢ AaHHbIMK B CYB[] BO3MOXHO M3MEHEHME OpraHn3aunm
UX XpaHeHUsi NyTeM n3MeHeHns cxeMbl 06bekTOB B[] (MeTagaHHbIX), K MO40OHbLIM onepauusm Tak
Xe npumeHsotea MNPL.

Mopgudumkaums mMeTagaHHbIX BO3HUKAET KaxXabl pa3 npyu u3aMeHeHun cTpykTypbl B, 4T0
BKNIOYaET B cebsa cosgaHne, moandumkauuio n yganeHne obbektos Bl.

Tak Kak HekoTopble AencTBus Hag obbekTamu B MOryT BANATL Ha XpaHALWMECS B HUX
AaHHble (Kak npaBuIo, Mmoaudukaumsa nnu yganeHme obbekta unm ero 4actu), npy UCnonb3oBaHuUm
MaHOATHOro ynpassieHNsa AOCTYNOM K AaHHbIM o6bekTa Heobxoaumo pasrpaHmdmBaTth U 4OCTYN K
N3MEHEHN0 MeTadaHHbIX B YacTW, OTHOCALLIENCS K 3TOMY OOBLEKTY.

AHanorn4yHo onepaumsiMm ¢ JaHHbIMU: encTBus ¢ obbektamu B oomkHbI ObITh NpuBe-
AeHbl K Buaam JOCTyna Ha YTeHue 1 Ha 3anncb MHopMaLMu ONS BO3MOXHOCTU MPUMEHEHUS
K HUM maHgaTHbix MNMPO. Bce MHOXeCTBO onepauunn ¢ MeETagaHHbLIMU MOXET ObiTb NPMBEOEHO
cnegyowmm obpasom:

- CREATE, ADD — OOCTYn Ha 3anuchb;

- ALTER, DROP — nocriegoBaTeribHOe BbIMOSIHEHWE AOCTYNa Ha YTEeHWE U 3anucb NHAOP-

MaLuuu;
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- MCnonb3oBaHMe Unn obpalleHne kK oobekTy B apyrnx SQL-komaHgax — OOCTyn Ha

YTeHue.

lMpoBepka MaHAaTHbIX NpaB 4OCTYNa K MeTadaHHbIM OCYLLECTBNAETCS O4HOBPEMEHHO C
NPOBEPKON ANCKPELMOHHBIX NpaB AocTyna K HAM nocne pas3bdopa u NoCTPoeHus nnaHa 3anpoca
HenocpeaCcTBEHHO Nepen ero BbINONIHEHMEM, KOrga onpeaeneHbl Bce Heobxoaumble Anisi NpoBep-
KN OaHHble 1 npoBepsieMble 00bekTbl. Takum obpas3om, 4OCTYyN NpeaoCcTaBnsieTcsl TONbKO Nnpu
OOHOBPEMEHHOM CaHKLUMOHUPOBAHUM ANCKpeunoHHbimu MNPL.

HekoTopble onepauumn Hag o6bekTaMu, Takne kak DROP Bcero oobekta nnu ero cronbua
n TRUNCATE BnekyT 3a cobor yganeHue gaHHbiX. B cnyyae 3awmTbl MeTkamm 6e3onacHoCTum
3anuncen o6bekTa CyLLECTBYOT OrpaHNYEHMSA Ha BbINOMTHEHNE 3TUX onepauuin.

Onepauun yaaneHnst HEBO3MOXHbI MPU HANU4YMK pasHbiX METOK 6€30MacHOCTM Ha 3anucsix,
T. K. onepaumsi (PUMEHSETCA KO MHOXECTBY CTPOK. OTO CBA3aHO C TEM, YTO onepauus yaaneHus
NHTEPNpPEeTMpPYyeTCs Kak nocrnegoBaTenbHoOe NpegoCcTaBneHne AoCTyna Ha YTEHNE N Ha 3anuch,
YTO BO3MOXHO TOSbKO NPV paBeHCTBE MeTOK 6e3onacHocTn cybbekta n obbekta. B cnyyae, korga
CTPOKM MMEIOT pasHble MeTKn 6e30nacHOCTU, JaHHOE YCIOBUE BbIMOMHUTBCA HE MOXET.

Onepauus yaaneHus OCTynHa TONbKO ANsi agMUHUCTPaTopa M nonb3oBartenen, obnaga-

WUX npusunernaMmm UrHopnpoBaHnAa MmaHgaTHoOro ynpasreHnAa 4OCTYNOM.

4.14.2. CpepactBa ynpaBneHna maHaaTHbimu MPL Kk o6bektam B

Onsa ynpaenenus mangatHeiMu MNP k o6bektam B CYB[ PostgreSQL ncnonbayetca
rpadpudeckas ytunurta pgadmin3.

Mpun cosgaHnn metka 6e3onacHocTn obbekTa Bl ycTtaHaBnuMBaeTcss paBHOM TeKyLUEWN
MeTKe 6e30nacHOCTM co3aaBLIEro ero nonb3oBaTtens, MaHaaTHbIn npndHak CCR npu 3TOM Bbi-
CTaBnsieTcsl B 3Ha4yeHune ON.

Ecnu nonb3oBaTtens MMeeT mMaHaaTHbIN aTpubyT ac_capable_chmac, TO OH MOXET
MEHATb MeTKy 6e30nacHOCTM npuHagnexawmx emy o6beKkToB B npedenax CBOero gnanasoHa
METOK 6e30MacHOCTM C MOMOLLbIO CreayLwen KOMaHabl:

MAC LABEL ON <Tun_ obwekTa uMms_obwekTa> IS <HOBOEe 3HaueHHe MeTKU 6e30IIaCHOCTH>;

B kayecTtBe TMna obbekTa ykasbiBaeTcs Tvn obbekta BJl, Hanpuvep DATABASE, TABLE,
FUNCTION.

AHanormyHbiM 06pasom Ans 0O0bLEKTOB-KOHTEMHEPOB MOXET OblTb M3MEHEH MaHAATHbIN
npusHak CCR:

MAC CCR ON <tun_obwekTa> <uMs_obwexTa> IS { ON | OFF };

[ononHutensHO BBeAEH HOBbIM TN 06bekTa — knactep CLUSTER. [1ns1 yCTAHOBKN METKM
©e30nacHOCTM Ha KnacTep MCMNONb3yeTCs CreayrLwmi 3anpoc:

MAC LABEL ON CLUSTERISHOBOe 3HaueHHEe MEeTKH Oe30MacHOCTH;

4YTO ABNdeTcA CMHOHMMOM K KOMaHAae
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MAC LABEL ON TABLESPACE pg_global IS <HOBOe_3HaueHHE_ MeTKH _0e30MacHOCTH>;

[ns nameHeHns mangatHoro npusHaka CCR knactepa ucnonb3dyeTcs criegytowas KoMaH-
aa:
MAC CCR ON CLUSTER IS{ ON | OFF };
4YTO SABMSIETCA CUHOHMMOM K KOMaHae
MAC CCR ON TABLESPACE pg global IS { ON | OFF };

3HauyeHns MeTok B6e3onacHOCTM O6BbEKTOB cogepKaTcs B Nonsix maclabel Tabnuy cu-
CTEMHOrO KaTanora, oTkyga MoryT 6bITb BblOpaHbl COOTBETCTBYHOLLMM 3arpOCOM.

3HadeHnst maHaaTtHoro npu3Haka CCR 06beKTOB-KOHTEMHEPOB COAEPXKATCA B CreayLLMX

nonsx Tabnuy, CMCTEMHOrO KaTarnora:

ans 6a3 gaHHbIX — datmacccr cMcTeMHon Tabnuubl pg_database;

OISl CXeM — nspmacccr CUCTEMHOM Tabnuubl pg_namespace;

Ans TabrnmMyHbIX NPOCTPAHCTB - spcmacccr CUCTEMHOM Tabnuubl pg_tablespace;

- ANs OTHOLIEHUN — relmacccr CUCTEMHOM Tabnuupbl pg_class.

[na npocmoTpa maHgaTHoro npu3Haka CCR knactepa MoOXeT ObITb MCNoMb3oBaHa cneay-
lowasi KomaHaa:
SELECT cluster_ macccr;

Mo ymonyaHuto 3anncu cosgaBaembix Tabnuuy He 3awmuieHbl MeTkaMmmn 6e3onacHoCTu.
[nsa Toro 4to6bl co3gaTh Tabnuubl € 3anncamMu, 3alULLEHHBIMU MeTKamMn B6e3onacHoOCTH, cneayet
NCnonb3oBaTth CreayLwnin BapuaHT koMaHabl CREATE TABLE:
CREATE TABLE <umsa_Tabmuue> (...--<cnmcok cronbuos>) WITH (MACS = true, ... );

Mpn 3TOM BCe BCTaBMsiEMbIE 3anUCU MO YMOSYAHUIO HAacCneaylwT Tekywme
MeTKM 6e30nacHOCTU co3daBlMX UMX nonb3oBatenen. [lonb3oBaTtenu, uMmewwme ycrta-
HOBMEHHbIN MaHAaTHbIM  aTpubyT ac_capable chmac, MOryT $BHO 3ajaTb 3Hade-
HMe MeTKn ©Oe3onacHOCTU BcTaBnsdgemon 3anucu. 3agaBaemasi MeTka ©6e3onacHoCcTU
JomkHa OblTb B npegenax AwanasoHa MeTok 6e3onacHocTM nonb3oBatens, nmbo
nonb3oBaTenb [OOMMKEH WMETb aTpubyTbl WUFHOPMPOBAHUS  MaHOATHOrO  ynpaBneHusi

ac_capable ignmaclvl W ac_capable ignmaccat C MNOMOLLbIO BapuaHTa KoMaHObl

INSERT:
INSERT INTO <umMs_oTHomeHHsa> (maclabel, ...<cmoucok_cTonbios>)
VALUES (<3HaueHHe MeTKH 0e30MacHOCTH>, ...<3HaueHUs CTOJOIOB>)

[na 3awnTbl 3anMcen yxxe co3gaHHbIx Tabnuy 6e3 meTok 6e3onacHOCT cneayeT UCnorb-
30BaThb CrneayloLwnin BapuaHT koMaHabl ALTER TABLE:
ALTER TABLE <umsa_Tabnuue> SET WITH MACS;
[Mocne ncnonHeHns 3Ton KoMaHabl BCE 3anncu Tabnuubl aBTOMaTUYECKN NONyyaT TEKYLLYH0 METKY

©e3onacHocTK Tabnuubl.
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[ns Toro 4yTobbl yOpaTh 3aWwnTy 3annucen MeTkamm 6e3onacHoOCTH, criegyeT UCnonb3oBaThb
cnegyowmin BapnaHT kKomaHabl ALTER TABLE:
ALTER TABLE <umsa_tabnuus> SET WITHOUT MACS;

[na nameHeHna meTok 6e30NacHOCTM CyLLECTBYIOLLMX 3anncen nonb3oBartenu ¢ atpmby-
TOM ac_capable_chmac MoryTt ucnonb3oBatb kKomaHay CHMAC:

CHMAC <umsa_oTHomeHus> SET maclabel=<HOBoOe_ 3HaueHue MeTKU_beszonacHocTu> WHERE

CoBokynHasa meTka 6e3onacHocTM 3anucen Tabnuubl (MakcMmarbHas Nno YPOBHIO KOH-
dmaeHUmnanbHOCTU N Hamboriee nNorHasa No KateropusiMm KoHuUaeHUNanbHOCTU) MOXET ObiTb
nonyyeHa ¢ NOMOLLbIO arpernpyrowen yHKUMN supmaclabel:

SELECT supmaclabel (maclabel) FROM <umMsa_OTHOmMEHUS>;

MpocMoTpeTb 3Ha4YeHNA METOK Be30MNacHOCTU AOCTYMHbIX 3anncert MOXXHO C NMOMOLLIbIO
KomaHabl SELECT:

SELECT maclabel FROM <uUMs_OTHOMEHUS>

B komaHgax INSERT M CHMAC 3Ha4YyeHUs MeToK 6e30nacHOCTN He 06A3aTeNnbHO AOMKHbI
ObITb 3afaHbl B sBHOM BuAe. [ina 3agaHna MeTkn 6e30nacHOCTU A0MyCcKaeTcs UCNOoSb3oBaHme
nbOro cKkansapHOro BblpaXXeHns, BO3BpaLLatoLLero pesynsrat, NPUBOANUMbIN K TUNY MeTKn bes-
OrnacHoCTH.

[nsa Toro 4To6bl COXPaHUTL 3anMCcK BMECTe C UX MeTKaMn 6e30MacHOCTM B apxuBe 1 B
AanbHenLwemMm 3arpy3nTb Ux obpaTtHo, NnpeaycMoTpeH cneumanbHbln doriar MACS KoMaHgbl COPY.
BbiBeCTN AOCTynHbIE NOMb30BaTESNO AAHHbIE BMECTE C MeTKaMu 6e30nacHOCTN MOXET Nobon
nonb3oBaTternb, 3arpy3nTb e 06paTHO — TONbKO NoNb3oBaTerNb C YCTAHOBMNEHHbIM MaHOATHbIM
aTpubyToMm ac_capabel_chmac. [pn 3TOM MeTKM 6Ge30NaCHOCTU 3arpyxaeMbixX 3anmcen JOMmKHbI
HaxoguTbCsA B nNpefernax gnanasoHa MeTok 6e3onacHoCTM nonb3oBaTtens, Nnbo nonb3oBaTenb
OOIMKEH NMeTb aTpubyTbl UTHOPUPOBAHUA MaHAATHOIO ynpaeneHnsa ac_capable_ignmaclvl
W ac_capable_ignmaccat. Hanpumep, Bbirpy3ka n obpatHas 3arpyska gaHHbIX n3/B Tabnuupl
test MOXeT BbIMsAeTb Tak:

COPY <umsa_oTHomeHus> TO stdout WITH MACS
COPY <ums_orTHomeHuss> FROM stdin WITH MACS

Mcnonb3oBaTtb KOMaHay COPY 6e3 ykaszaHus METOK MOXeET Nobon nonb3oBartenb. 3arpy-
XEHHble TakMM 00pa3oM AaHHble ByayT MeTb MeTkM 6e30MacHOCTU, paBHble TEKyLLen MeTKe
BesonacHoOCTM ceccun nonb3oBaTens.

[MapameTp KOHUrypaumm cepsepa ac_enable_ copy_to_file pa3peluaeT BbINONHATb
KomaHgy COPY C BbIBOAOM pe3ynbraToB B haun, 4ocTynHbln cepsepy CYB/. [ins 3Toro oH JoMmKeH

ObITb yCcTaHoBrneH B TRUE.
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4.14.3. LlenocTHOCTb MaHAATHbLIX aTPUOYTOB Knactepa 6a3 AaHHbIX

B CYB[ PostgreSQL AlM-mogens HaknagblBaeT orpaHuyeHne Ha KnacCugUKaLnoHHYHo
MeTKy obbeKkTa: knaccudmkaynoHHasa MeTka obbekta He MOXET NPEBbILLATL KNaccurKaunoHHYo
METKY KOHTeNHepa, B KOTOPOM OH coaepxuTtcs (4.14)).

[ns BbiBOOa MHopmaumm o cobnogeHun ArN-mooenu mexay o6bekTaMmn-koHTENMHEpPaMm
N HaxogsAWMMKUCS B HUX obbekTammn peanusoBaHa SQL-pyHKUMs check _mac_integrity, KOTO-
pas BbIBOAUT MHOpPMaLMIO B crieqyowemM BUae:

- objid — NaeHTndpumkarop obbekTa;

- classid — VpeHTndumkatop knacca oobeKTa;

- cobjid — MaoeHTudurkaTtop KOHTEeNHepa, CoaepKaLlero oobeKT;

- cclassid — VMaeHTudukaTop Knacca KOHTENHepa, cogepKallero 00bekxT;

- status — Pesynbsrat npoepkn. MoxeT NnpyHMMaTh crieayroLlmne 3HadyeHus: OK(mogenb

cobntogaetca ans obbekTa 1 KoHTenHepa) n FAIL(Moaens He cobniogaetcs ana obbekta

N KOHTENHepa).

MpumevyaHne. NMHdopmauma o cobnogeHnn mogenu BbIBOAMUTCS TONbKO ANS OT-
HoweHun (Tabnuy, npeacTaBneHnin, NocnegoBaTenbHOCTEN), cxeM, 6a3 gaHHbIX U TabnMYHbIX
NPOCTPaHCTB.

[Onsa wvcnpaBneHns HEKOPPEKTHO YCTAHOBMEHHOW METKM 6Ge30MacHOCTU OTHOLUEHUS,
Hanpumep, NPy BOCCTaAHOBIIEHUN PE3EPBHOM KOMUM Kractepa paHHUX BEPCUN, UCMOMb3yeT-
ca SQL dyHkuma fix _mac_integrity. [JaHHas yHKUMA MOXET OblTb UCMNOSIHEHA TOSb-
KO nonb3oBaTtenieM C npaBaMu agMWHUCTpaTopa, a Takke MNpu yCTaHOBNEHHOM MapaMeTpe

ac_auto_adjust_macs = true B KOHpPUrypaunmoHHoM ansne postgresql.conf.

4.14.4. Ccbino4yHas LenoCTHOCTb MaHAAaTHbIX aTpMOyTOB

CpencrtBa obecrnevyeHus LenocTHOCTU B pensiuMoHHbIX Bl npegctaBnsaoT cobon mexaHns-
Mbl aBTOMaTU4eCKOM Noaaep>KKN CUCTEMbI NPaBUI, ONpeaensaLwmnx 4onyCTUMOCTb U KOPPEKTHOCTb
obpabatbiBaeMbIX JAaHHbIX, U MOTYT ObITb Pa3buTbl HA HECKOSTLKO BUOOB:

- OrpaHn4yeHne LENOCTHOCTM NONEeN OAaHHbIX — OrPpaHUYEHMs1, HaKNaabiBaeMble Ha UCMOSb-

3yemMble B OTHOLUEHMN OOMEHbI (3a4aHne paspeLlleHHbIX AnanasoHoB 3HAa4YeHUI, 3anpeT

Hannuna HeonpegeneHHblx 3HadyeHnn NULL, 3agaHne 3HayeHun No yMOm4YaHuio) unm

OorpaHMyeHust HenocpeacTBEHHO Tabnumubl (YHUKaNbHOCTb KaXaon 3anmcu, orpaHuyeHmne

YHUKaNbHOCTU NO BblIOpaHHbIM CTON6GLAaM, BblYMCASIEMbIE 3HAYEHUSA CTONBLOB 1 YCNOBUSA

AONYCTUMbIX COMETAHMI 3HAYEHUI B cTONbUax);

- [deKnapaTuBHas CCbINIOYHasi LLENOCTHOCTb — OMUCaHne 3aBUCUMOCTEN MexXay pasHbiMU

OTHoWeHuAMN B B[l (Hanuunsa B O4HOM OTHOLLEHMM BTOPUYHOIO Krto4a, CCbinaroLierocs

Ha NepBUYHbINA KNoY B apyrom). NogobHble 3aBMCUMOCTM MOTYT ObiTb BbISIBIIEHbI MpU

aHanuae npegMeTHOM obnacTn Mexay ee CyLWHOCTAMM UM Npu npoekTnposaHuu b B
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npouecce Hopmanusaumm (B 3TOM Criydae ogHa CyLLIHOCTb NpeaMeTHON obnacty MOXeT

COCTOATb U3 Ha6opa OTHOLIJGHI/II7I). Ccbino4vnas LEeNOCTHOCTb pearimdyertcd nytem onuca-

HUA OFpaHMLIeHMI‘fl Ha 3Ha4YeHUA BTOPUYHbLIX Kno4ven B OAHOM OTHOLUEHNN N NpaBUJ1 NX

006paboTkM B criyvae n3aMeHeHUs1 NEPBUYHbIX KINOYEN B OPYroM;

- ANMHaMKn4yecKad CCblyiovdHaaA LEJTOCTHOCTb — TpUrrepbl, Ha3Ha4aeMble A4 BbINMOJIHEHUA

npu peann3aunn 3agaHHOro Buaa A0CTyrna K KOHerTHOVI Ta6n|/1ue. Tpmrrep npencraBnaeTt

cobon ncnonHsaembIn KoAa, KOTOprI7I MOXeT ANHaMU4YeCKM NMpoBepnUTb 3adaHHbl€ YCIOBUA

KOPPEKTHOCTU BbIMNONHAEMOW onepauuun, n npu HGO6XO£I,VIMOCTVI BHECTU U3MEHEHNA B

apyrve tTabnuupl.

B npueegeHHOM onpeaefnieHnn OTCyTCTBYHOT MaHOaTHbIE anI/I6yTbI, TaK KakK B 06LlJ,eM
cniy4vyae Mexay KJ'IGCCVId)VIKGLI,VIOHHbIMVI MeTKaMu 3anucemn Pa3HbIX T86]'IVILI, MOXET He ObITb 3aBUCU-
mocTu. C Apyron CTOPOHbI, CYLLLECTBYET YAaCTHbIN Crly4an CCbINTIOYHON LIENOCTHOCTU, 06pa3oBaHHbIN
mMexay Ta6J'II/ILI,aMVI, ABNALWNMNCA YaCTAMU OE,HOVI CYLLHOCTH I'Ipe,EI,MeTHOIZ O6J'IaCTVI, 4YTO MOXET
BO3HUKHYTb B npouecce HopmManunsauunn.

,D,J'IFI obecnevyeHunsa LenoCTHOCTU MaHOATHbIX anM6yTOB CMNUCOK COBbITUI ana orpaHnye-
HW LLeNOCTHOCTU Hapsagy € CyLeCcTBYOLWMMN COObITUSMN ON SELECT, ON INSERT, ON UPDATE,
ON DELETE pacwupeH CcOObITEM N3MEHEHMUA MaHOaTHbIX anI/I6yTOB ON CHMAC. Takmm o6pa-
30M, BO3MOXHO Cco3aaHune orpaHmnyeHmne CCbINTOYHOW LIeNOCTHOCTH cnegyrowmm o6pa30|v|:

ALTER TABLE <umsa_Tabrmuiel> ADD CONSTRAINT <uMsa_OrpaHUUEHUS>
FOREIGN KEY (<cmucok_mnosieril>) REFERENCES <umsa_ Tabnumm2> (<CIHCOK_IOJein2>)
ON CHMAC {NO ACTION | RESTRICT | CASCADE }

MexaHun3m ﬂeVICTBVIFI TaKoro orpaHn4yeHunsa LenoCTHOCTU aHallorm4eH MexaHnamy ,D,GVICTBVIFI
I'IO,EI,06HOFO orpaHmvyeHunda and cobbITna ON UPDATE OnA OaHHbIX! MPU USMEHEHUNN MaHOAaTHbIX
anI/I6yTOB 3anumcm B O,D,HOIZ Ta6n1/|u,e MOXHO yKa3aTb KaCkaHO€ U3MEeHEHNE MaHOAaTHbIX anI/I6yTOB
CBSI3aHHbIX 3anMcen BTOpPon Tabnuubl, NMG0 3anpeT Ha BO3MOXHOCTb TAaKOro M3MEHEHNS.

AHanNoOrM4yHo CyLLECTBYET BO3MOXHOCTb CO3[4aHUS TPUITEPOB A YKa3aHHOro cobbiTms
N3MEHEHNS1 MaHAaTHbIX aTpnbyToB (CHMAC), HanpuMep:

CREATE TRIGGER <umsa_Tpurrepa>
BEFORE CHMAC ON <umsi_TabJiuier>
FOR EACH ROW
EXECURE PROCEDURE <umsa_npouenyper ()
Takum xe obpaszom MoryT ObITb 3a4aHbl U Npasuna Ans BUOOB:
CREATE RULE <ums_IpaBuia>
AS ON CHMAC TO <ums_Buna>
DO ALSO
CREATE RULE <uwms_IpabBuia>
AS ON CHMAC TO <ums_Bupa>
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DO INSTEAD
B atom cny4yae npu nameHeHnMmn MmaHaaTHbIX anVI6yTOB 3arnuncu 6y,qu BbI3bIBATbCA COOT-
BeTCTBYyKOLLME (*)yHKLl,I/II/I M npasuia, 4To gaet BO3MOXHOCTb 3arnporpaMmmMmnpoBaTb NPoOon3BOSibHYHO

noruky obecnevyeHns LenoCTHOCTM MaHAaTHbIX aTpubyToB BHyTpu B.

4.14.5. OcobeHHOCTM co3aaHuA NpaBui, cucTembl ounsTpaLmum U TpUrrepoB

B CYB[ PostgreSQL npasuna (RULE), cuctembl ounstpauumn (POLICY) U TpuUrrepsbl
(TRIGGER) HacrnegytT MeTKy Tabnuubl, 4NA KOTOPOW OHW CcO3AaHbl. QTN O6BbEKTblI MOryT ObliTb
co3aaHbl nonb3oBaTenem-snagensuemM Tabnuubl (MeTka Kotoporo 6yaet coBnagaTb C METKOW
Tabnuvubl), NMBGO Nonb3oBaTeENAMU C NPUBUNETMSAMU UTHOPUPOBAHUS MaHAaTHOro gocrtyna. B
NPOTUBHOM Cny4ae reHepupyeTcs owmnbka gocTyna.

Ecnu Tpurrep ncnonb3yeT TpUIrepHyr (PyHKUUIO, MeTKa KOTOpoKr oTrinyHa ot {0, 0}, TO
Npv UCMOSNTHEHUN TpuUrrepa Anga Tabnuupbl co copoLLeHHbIM MaHaaTHbIM NpuaHakoM CCR BO3MOXHbI
HapyLeHus B paboTe TpurrepoB. 3TO 00YCNOBAEHO TEM, YTO 3annUCb TPUITEPHON (PYHKLIUN MOXET
ObITb HegocTynHa gnsa nonb3oBatensa B cea3vM ¢ MIMPL. B Takux cnyyasx 6yaeT BbiBe4eHO
coobLLeHune:
cache lookup failed: BHyTpeHHSAs omubKa WM OTCYTCTBYIOT HEOOXOOUMEHE MaHOaTHHE
aTpubyTH

Bo n3bexxaHum 3Toro HacCToATENbHO PEKOMEHOYETCS YCTaHaBNMBaTb MaHAATHYIO METKY
TpurrepHon pyHKUMKM B 3HadeHne {0, 0}.

Cuctemsbl counetpaumm (POLICY), Takne kak ROW LEVEL SECURITY, MoryT AONOMHATb
BCTPOEHHblE MeXaHU3Mbl pasrpaHnyeHnss 4ocTyna nytem JobaBneHus forvku, peanmsyroLen
npasura Bbldayn CTPOK nonb3osartento. Punsrpauns MOXeT OCHOBbLIBATLCA KaK Ha JAaHHbIX CTPOKM,
TaK U Ha BHELLIHUX dpakTopax (Harnpumep, TeKyLLeM BPEMEHMU).

4.14.5.1. Ocob6eHHOCTM UCNOMb30BaHMUA MpeACTaBNeHUN U MaTepuarim3oBaHHbIX
npeacTaBneHun

MpencraeneHns (VIEW) 1 MaTepuanu3oBaHHble NpeacTtaBnenna (MATERIALIZED VIEW)
He MOryT UMeTb MeTKM 6e30NacHOCTU Ha CTPOKaX, MOCKOSbKY BbIMOMHAKT arperaumio JaHHbIX U3
APYrMX UCTOMHUKOB AaHHbIX (Tabnuu u npeacTaBneHni).

MpumeyvaHune. MNpeacraBneHnsa co3garnTcs ¢ yctaHoBneHHbIM conarom CCR, noato-
My Mpu NONbITKE AOCTyNa K HEMY OT MMEHW MNonb3oBaTens, meTka 6e30nacHOCTM KOTOPOro He
NpeBOCXOANT MeTKM 6e30nacHOCTM NpeacTaBneHnd, aTo npeacraBneHe He byaet «BMAHO» MOSb-
3oBarento B cuny MIMPL. [nsa Toro, 4tobbl Nonb3oBaTenb MMen JOCTYN K TakOMy NpeacTaBneHunto,

HeobxoaMmo cbpocnTb ManaaTHbIN NnpudHak CCR npeacraeneHus.
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4.14.6. dyHKUMMN cpaBHEeHUA AnsA Tuna maclabel

B CYB[ PostgreSQL nameHeHo nosBegeHve crieqyowmx MyHKUUn Ans tuna maclabel:
eq, ne, 1t, le, gt, ge. B ykazaHHbIX OYHKUUAX BMECTO MHOEKCHOIO CPaBHEHUS UCMNOSb3YyeTCA
CpaBHEHME METOK 6e30MacHOCTM COOTBETCTBYIOLWMMM onepaTtopamm =, <>, <, <=, >, >=,

[1ns npoBepkn Ha HECPABHUMOCTb METOK 6e3onacHOCTM ucnonb3dyeTcs OyHKUNA nc.

OnepaTopbl MHOEKCHOMO CpaBHEHWS MepeuMMeHoBaHbl B maclabel idx_eq,
maclabel idx_ne, maclabel idx_ 1t, maclabel idx_ le, maclabel idx_gt,

maclabel idx_ge.

4.14.7. Cuctema npuBunerun CYB[]

Cuctema npusunernn CYB[ PostgreSQL npegHasHayeHa ans nepefayuv otaenbHbIM
nonb3oBaTeNnsaM npaeB BbIMOMHEHUS OonpeaeneHHbIX agMUHUCTPaTMBHbBIX AeNcTBUNn. OObIYHbIN
nonb3oBaTernb CUCTEMbI HE UMEET [OMNOSTHUTESNbHbLIX MPUBUMErNNA.

MpuBunerun aensoTca nogknaccom atpmbytos nonb3oBatens CYB[ PostgreSQL.

Mpusunerun OC, wucnonb3dyemble B CYB[] PostgreSQL, «kpome atpubyTta
ac_session_maclabel, He MOryT GbITb N3MEHEHBbI C noMoLbio cpeacTs CYB[] HM nonb3oBaTe-
namu, H1 agMmmnHmncTpatopamu CYB[:

- ac_session_maclabel — TeKkywass MeTka 6e30MacHOCTU ceccuu Mnorb3oBaTens

CYB[. 3T1a meTka 6e3onacHOCTM onpeaenseT JOCTYMNHbIe Nosib3oBaTtento ob6bekTbl B 1

ABMSETCA METKOM 6e30nacHOCTM NO YMONMYaHUo Ans co3gaBaeMblx Nofib3oBatenem oobek-

ToB. [Mpn coeanHeHmmn nonb3osartensa ¢ CYB[] 3HavyeHme 3Toro atpubyTta ycTaHaBnMBaeTca

paBHbIM MeTke 6e30NacHOCTU CoeaUHEHUS UMW ac_user_max_maclabel;

- ac_user_max_maclabel —  MaKkcumanbHO BO3MOXHO€  3HadeHue  Ond

ac_session _maclabel;

- ac_user_min_maclabel —  MWHUMANbHO  BO3MOXHOE  3HayeHue  AOns

ac_session _maclabel;

- ac_capable_ignmaclvl — MO3BONAET Nofnb3oBaTesitlo UrHopupoBaTb MaHOaTHOE

ynpasrneHne no ypoBHSM;

- ac_capable_ignmaccat — No3BONSET Monb30BaTento UrHopupoBaTb MaHAaTHoe

ynpasreHne no Kateropusam;

- ac_capable mac_readsearch — No3BONAET Nonb3oBaTento MrHopnposaTbL MaHgaT-

HOe yrpaBrieHue No YPOBHAM U KaTEropuUsiM Npu YTEHUU OaHHbIX;

- ac_capable_setmac — MO3BOMSAET NOSb30BATENO U3MEHATb TEKYLLYHO METKy 0es-

OMacHOCTU CBOeW ceccun B npeaenax, 3agaHHblX ee MUHUMarnbHbIM U MakCUMarnbHbIM

3HavYeHuewm;

- ac_capable_chmac — N03BONSAET NOMb30BaTENO N3MEHATb METKM 0ObekToB B/I.
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B cnyyae, ecnu nonb3oartenbs CYB[] He 3aperucTtpupoBaH B OC Ha CTOpoHe cepBepa
CYB[, sBce ero maHgaTtHble aTpmbyThbl UMEIOT HyneBoe 3HadvyeHue. AamuHucTpaTtopam CYB[ po-
nonHuTenbHo K nx atpubytam n3 OC Bcerga fobaensioTca aTpubyTel ac_capable ignmaclvl,
ac_capable ignmaccat U ac_capable chmac.

Onsa ynpaenenna npusunernammn CYB[ PostgreSQL moxeT ObiTb ncnonb3oBaHa rpacu-
yeckasi yTunuTta pgadmin3.

[MpocMoTpeTb TeKyLmMe 3HaYeHnsa npmeunierun (aTpnbyToB Nonb3oBaTernsi) MOXXHO C NOMO-
LLIbIO KOMaHAb!:
SHOW attr_name

YCTaHOBUTb HOBOE 3HadeHue aTpubyTa ac_session_maclabel MOXHO C MOMOLLbLO
KoMaHA:
SET ac_session maclabel=<HOBOe_ 3HaueHHE MEeTKH 06e30IacCHOCTH>
SELECT set_config(’ac_session_maclabel’,6 <uoeasi_meTka_beszomacHocTu>, false);

B nepBow oopme B KayecTBe HOBOrO 3HAYEHUSA METKM 6€30MacHOCTN MOXXHO MCMONb30BaTh
TONbKO IBHO 3afaHHble 3HAa4YEeHUS METKU, BO BTOPOWN — 3HAYEHNEe MeTKM 6e30nacHOCTU MOXET
ObITb NOOBIM BblpaXXeHNneM, BO3BpaLLaloLLNM CKandpHoe 3Ha4YeHne, NpMBOAMMOE K TUNY METKU

6e3onacHocTHU.

4.15. MaHpaTHoe ynpaBneHue AOCTYyNnom B KOMMJieKcax nporpamm

rMnepTekCcToBOM 06paboTKM AAHHbLIX U 3NeKTPOHHOWN MOYTbI

O6GecneyeHne MaHAaTHOrO ynpaBneHms 4OCTYNOM B KOMMEKcax NporpaMm rmnepTekcTo-
BOV 06pabOoTKM AaHHbIX U SNEKTPOHHOM NOYThl peann3oBaHO Ha OCHOBE NPOrpaMMHOro MHTEpP-
denca 6ubnumotek nogcmnctemol 6esonacHoctn PARSEC.

Ha cepBepax KOMNNEKCOB NporpamMmm runepTekcToBon o6paboTkM AaHHbLIX U SEKTPOHHOWN
no4yThbl Npy 06paboTke 3aNPOCOB Ha COeANHEHNE BbIMOHAETCA NOMyYeHne MaH4aTHOrO KOHTEKCTa
COoefMHeHUs, yHacnegoBaHHOro ot cybbekTa (npouecca). CokeT cepBepa, OXnaatoLmii BXOAALLNX
3anpocoB Ha coeauHeHne, paboTaeT B KOHTEKCTE npoLiecca, MMetoLero NpuBuNernio aAng npuema
COeAMHEHUN C NIOOLIMU YPOBHAMUN CEKPETHOCTW.

lMocne ycTaHOBKM COEAMHEHMST U YCNELLIHOMO NPOXOXAEHUs npoueaypbl naeHTumnKkaumm
N ayTeHTMdMKaLMm nonb3oBaTens npouecc cepsepa, obpabaTtbiBaloWwmnin 3anpockl Nofnb3oBaTens,
NnepeknyaeTcsi B KOHTEKCT 6e3onacHOCTM nonb3oBaTtens, copacbiBaeT npmeunerum, obpabartbia-
€T 3anpocbl NONb30BaTeNs MU 3aBepLuaeTcs.

B komnnekce nporpamm runepTekCcToBon 06paboTkn AaHHbIX NONb3oBaTeNb nonyvaet
AOCTyn K pecypcam, asnsawwmumcs obbektamn ®C. Komnnekc nporpamMmm 31eKTPOHHOW NOYThI
MCNONb3YyeT TEXHONOrmo maildir, obecneymBaroLLyo XpaHeHe NOYTOBbIX COOOLLEHNI B BUAE
oTaenbHbix 06bekToB PC. CosgaBaeMble (hansbl NOYTOBbLIX COOBLLEHNA MAPKUPYIOTCA METKaMu

BesonacHocTw, yHacrneaosaHHbIMK OT npouecca-co3aarens. Taknm o6pa30M, B 060omx KoMnnekcax
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nporpamMm pPecypcbl, K KOTOPbIM OCYLLECTBMSIeTCA AOCTYN OT MMEHM CEPBEPHbIX MPOLECCOB,

obpabaTbiBatoLmnX 3anpockl Nonb3oBarenen, apnaTcsa obbektamu OC. CnegosaTenbHO, AOCTYN

K 3awuuiaemMbiM pecypcamM rnpu npmnemMe m o6pa60T|<e 3anpocoB nonb3oBaTesien B npouecce

YHKLMOHNPOBAHNS CEPBEPOB KOMIMIIEKCOB MPOrpaMm rmnepTekcToBon ob6paboTkm AaHHbIX U

3NIEKTPOHHOW NOYThl NoAYnHAETCS MaHaaTHbIM P/,

4.16. Hactpowuka 3arpy3umka GRUB 2

Mocne yctaHoBkn OC npu HeOBX0aUMOCTU U3MeHeHMEe HacTpoek 3arpy3dmka GRUB 2 ocy-

LLLeCTBMSAETCSA C UCMONb30BaHWEM rpadmyeckor yTunutbl £ly-admin-grub2 (CM. 3NEKTPOHHYHO

crnpaeky).

B 3arpy3unke GRUB 2 Bo3amoxHO 3agaTtb napametpbl aapa PARSEC, npuBegeHHble B

Tabnuue [29]
Taobnuuya 29

parsec.max_ilev

3apaeT MakcuMarnbHbI YpOBEHb LIENTOCTHOCTU B CUCTEME Ha MOMEHT cTapTa
(BOCNPUMHUMaEMbI MOAYNSAMN).

Honyctumblie 3HadeHus ot 0 go 255. Mpwn yctaHoBke OC 3agaetcd no
YMOI4aHuio 3HadyeHune 63.

BHUMAHME! Ecnn B cucteme NpuCyTCTBYHOT pansnbl ¢ MeTkamu 6esonac-
HOCTW, UMEKLLMMN YPOBEHb LIENOCTHOCTM BbilLE 3a4aBaeMoro B AaHHbIN
MOMEHT, 3TO MOXET BbI3BaTb OTKa3 AOCTynNa K AaHHbIM dhannam (coketam,
Katanoram u 1.4.)

parsec.ccnr_relax

Mpun 3agaHHOM 3Ha4YeHUM 1 NO3BONSET HENPUBUMErMPOBaAHHOMY Nofb3oBaTte-
N0 BBINOMAHATL 3anncb hansioB C pasHbiM YPOBHEM KOH(MAEHUMaNbHOCTH
B KOHTENHep (KaTanor) ¢ yCTaHOBNEHHbIM JONOSTHUTENbHBIM MaHAAaTHbIM
aTpubyToM ccnr (3HaYeHWe No ymonyaHumio 0)

reset_ilev_on_chroot

C6poc (00OHyneHne) ypoBHS LIENTOCTHOCTN METKM Be30MacHOCTU Y A0YEPHUX
NpoLLeCcCcoB MpU UCMNOMNb30BaHUM POAUTENBCKMM MPOLLECCOM CUCTEMHbIX
BbI30BOB chroot (2) M pivot root(2).

Tekywwne 3Ha4yeHne LenoCTHOCTU HUKaK He BNUSAET Ha NOBEAEHME.
Jonyctumble 3HayeHus 0/1, y/n u 1.4. 3Ha4YeHMe MO yMOM4YaHuo true
(oBbHynseT)

noload files

3anpert 3arpy3ku moaynewn sapa, firmware, obpa3oB kexec, Knoven u
ceptucmkatos X.509 npmeunerMpoBaHHbIM Nonb3oBaTensam (root, uid=0)
C HU3KUM YPOBHEM LIENOCTHOCTU.

[donyctumble 3HayeHus 0/1, y/n n T.4. 3Ha4YeHMe MO yMOMN4aHuo true
(3anpeLueHo)

ccnr _reject

3anpet ycTaHOBKM JOMOMHUTENBHOIO MaHAATHOro atpmbyTa ccnr npusune-
rMPOBaHHbIM Nonb3oBaTtensam (root, uid=0).

Jonyctumble 3HavyeHns 0/1, y/n u T.4. 3Ha4yeHne no ymon4danuto 0 (paspe-
LLIEHO)
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5. 3BALLUNTA CPEAbLI BUPTYATNTU3ALIUUA

Pa6ota B cpene suptyanusauun®) libvirt nogumHsieTca npasunam AMCKPELMOHHOTO Wt
MaHOaTHOro yrnpasfeHus 4OCTYNOM M BO3MOXHA TOSbKO MOCre NpoxoxaeHust obssaTenibHom
npoueaypbl ayTeHTUdUKaLUN.

HacTtpoiika cepsepa BupTyanusaumm libvirt gna pabotel B EMNM OC, a Takke ngeHtndpmka-
umnsa 1 ayTeHTUmKauma Nnpy gOCTYMNe K cepBepy BUpTyanusaumm n K pabovemy cTony BUPTYyanbHbIX

MaLUMH BbinonHaeTca B cootBeTcTBUM ¢ PYCB.10152-02 95 01-1.
5.1. lInckpeumoHHOe ynpaBrieHue AOCTYNOM K BUPTyarlbHOW MalluuHe

[vckpeunoHHOe ynpaBneHne gocTynom npu paboTe ¢ cepsepoM BupTyanuasaumm libvirt
OCYLLECTBMAETCS ApanBepoOM AOCTyNa parsec, cneynansHo pa3paboTaHHbIM C MCMOMNb30BaHNEM
NPUKIagHoOro NporpamMMHoro nHTepdgenca gpaveepos goctyna libvirt. OcHoBaHnem ans npu-
HATUSA peLLeHnsa O NpeaocTaBneHnn JoCTyna ABNAETCS CpaBHEHNE OUCKPELIMOHHbIX aTpubyToB
BMPTYyasribHON MalUWHbI U ANCKPELMOHHbIX aTpubyToB Norb3oBaTtenst ¢ y4eTOM BbIMOMHAEMOWN
onepauun.

Bce onepaunn ¢ BupTyanbHOW MalLUMHOW pas3fensaltoTcs Ha HenpuBuierMpoBaHHbIE Y
NnpyBUIerMpoBaHHbIe, Hanpumep, onepauny Nony4YeHns Cnmcka BUpTyarbHbIX MawnH UM nHAop-
MaLMn O KOHUrypaunm KOHKPETHOM BUPTYyaribHOW MalLVHbI SBIISIOTCH onepaunamMm Henpusune-
rMPOBaHHbLIMK, a onepaLun co3aHus, yaaneHnsa unn n3aMeHeHuUst KOHUrypauum BUpTyanbHbIX
MaLUWH — NPUBUNENMPOBAHHBIMMA.

[MpuBUNernpoBaHHbIe onepaumm No M3AMEHEHUIO COCTaBa U KOHUIypaumm BUPTYyanbHbIX
MaLnH TpebyloT BXOXOEHMS NOoSib3oBaTeNis B cneuuanbHyo foKanbHY agMUHUCTPATUBHYHO
rpynny, UMst KOTOPOW 3afaeTcs B KOHpUrypaumoHHom anne /etc/libvirt/libvirtd.conf
napameTpoMm admin_group. 3Ha4YeHUe napameTpa (UM NOKanbHON agMUHUCTPATUBHOWM Ipynnbl)
no ymonyaHuw libvirt-admin:
admin group = "libvirt-admin"

[ns kaxgon BupTyanbHOW MalUMHbl MOXET OblTb 3a4aH CAMCOK KOHTPONs AocTyna, B
KOTOPOM yKa3sbIBalOTCA CyObeKkTbl 4OCTyna (Monb3oBaTenu u rpynnbl), obnagatolime OCTYNOM K
BUpPTyarbHOW MalunHe. PasnuyatoT Tpu TMna AocTyna K BUpTyarbHON MalUUNHE:

- «[lMpocmoTp cBONCTBY» — OTOBpPaXKeHWe BUPTyarnbHOM MaLUUHbI B CIUCKE U MPOCMOTP ee

CBOWCTB;

- «Mcnonb3oBaHe» — NPOCMOTP CBOWCTB, 3aryck 1 paboTta ¢ BUPTyaribHOW MaLlnHOW;

- «AOMWHUCTPUPOBAHME» — MOSHbIAN OCTYN K BUPTYyanbHOW MalluHe, BKYasa 3anyck,

N3MEHeHMe ee CBONCTB U ynpaBrieHne rnpasamu JOCTyna K Hew.

) inst npoueccopoBs, NoAAePKMBAIOLLIMX TEXHOMOMVIO BUPTYanu3auum.
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Monb3oBaTenu BUAAT B CMCKE BUPTYarbHbIX MALUWH TOMbKO T BUPTYarbHble MaLUWHbI, K
KOTOPbIM UM SIBHO NpeaocTaBrieH A0CTyn.

Mocne co3gaHus BUPTYarbHOM MalUWHbLI CMIMCOK KOHTPOMA AOocTyna nycT U JOCTyn K
BMPTYyanbHOW MallMHe pa3peLleH TOMbKO YrieHaM agMUHUCTPaTUBHOM rpynnbl. [py Hannyum npasa
NCMNOnb30BaHMS NOMb30BaTeENsIM NO3BOSSETCH 3anycKaTb BUPTYarbHYHO MalMHY U paboTtaTb C HEW.
Mpun aToM 3aBepLwNTb PaboTy UM NPON3BECTU UHbIE paspeLLleHHble JeNCTBUS C BUPTYyasibHOM
MaLUMHON MOXET TONbKO MOfb30BaTerb, KOTOPLIN €€ 3anyCTusl.

YUneHbl agMUHUCTPATUBHOW rpynmbl MOTYT 3aBepLuaTb paboTy BUPTYyanbHbIX MalvH OPYrnx
nonb3oBaTenen.

B MOMeHT 3anycka BupTyanbHOM MallMHbl MOAYNb NOAAEPXKKM OUCKPELNOHHOrO yrnpasre-
HWSA JOCTYNOM HasHavaeT BnajenbLeM BUpTyarbHOM MalUMHbl 3anycKaloLero ee nonb3osaTtens,
a rpynnon — rpynny libvirt-gemu. [1pn 9TOM COOTBETCTBYHOLUNE OUCKPELNOHHbBIE aTpUBbyYThI 1
noeHTudmkaTop BnagernbLa npuceanBaroTcs npoueccy BupTyasnbHon MmawunHel B OC n dannam
0bpasoB 1 yCTPOMCTB, NpUHaAnexalinx BupTyanbHon MawuHe. NMpu nocnegyowmx onepaumnax
AaHHas UHopMaLumsa Ucnonb3yeTcs AN ANCKPELNOHHOIO ynpasrieHns AOCTYNOM K BUPTyasbHOM

MaLuuHe.
5.2. MaHgaTHOe ynpaBneHue [OCTYNOM K BUPTyarbHOW MalUuuHe

MaHpgaTHoe ynpasneHue JocTtynom npu paboTe ¢ cepsepom BupTyanusauum libvirt Bbi-
NONHSEeTCs ApanBepoM AOCTyna parsec, cneyuansHo pa3paboTaHHbIM C UCMONb30BaHMEM MpU-
KriagHoro nporpaMMHoro nHtepdenca gpansepos gocrtyna libvirt. OcHoBaHnem gnga npuHATUA
peLLeHnsa O NpegoCcTaBneHnn 4oCTyna SBNAETCs CpaBHEHME MEeTOK 6e30NacHOCTM BUPTYarbHON
MaLUWHbI U NMOMb30BaTesis C Y4€TOM BbINOSIHAEMOW onepauuu.

Bce onepauun ¢ BUpTyanbHOM MalMHOW pasfensarnTca Ha ornepaunmn YTEHUS 1 3anucw,
Hanpumep, onepauun Noy4YeHnsa cnucka BUpTyarnbHbIX MaLLIMH UM MHGOPMaLMK O KOHpUrypauum
KOHKPETHOM MalUWHbI SBMISIOTCA onepaumsMu YTEHUS, a onepauun cosfiaHus, yaaneHus unm
N3MEHEHNS KOH(pUrypaLumm BUpTyasibHbIX MallMH — onepaunammn 3anucu.

MaHgaTHoe ynpaBneHne JOCTYNOM OCYLLECTBASAETCS MO cnegyowum npasunam:

- co3gaBaemas BUpTyarbHas MaluvHa nonyyaet MeTKy 6e30nacHOCTU co3aaloLlero ee

nonb3oBaTens;

- obpas BupTyanbHOM MalWnHbl He obnagaet MaHAaTHbIMK aTpubyTamu (ecnu ans Hero

He 3aJaHa ctaTnyeckas MeTka 6e3onacHoCTu);

- 3anyweHHas BUpTyanbHas MallnHa HacnegyeT MeTKy 6e30macHOCTM 3anycKaroLero

nonb3oBaTens;

- [OCTYN K OYHKLUNOHMPYIOLLEN BMPTyanbHOW MallMHE NPeAoCTaBnsieTCA TOMbKO Npu

paBeHCTBE METOK ©e3onacHOCTK nonb3oBarTens u BI/IpTyaJ'IbHOI7I MaLUWHbI;
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- 0OCTYN K NOMyYeHM0 MHhopMaL MM O BUPTYyanbHON MalUMHE U ee KoHdUrypauumn npego-

CTaBrsieTcs B COOTBETCTBMM C NpaBuriamMn MaHgaTHOro yrnpasreHust 4OCTYNOM C y4eTOM

MeTOK 6e30MacHOCTM Nonb3oBaTensa U BUPTYyanbHOW MaLUUHBbI.

B MOMeHT 3anycka BMpTyanbHOW MallnHbI MOAYSb NOAAEPXKKM MaHOATHOro yrnpaBneHns
AOCTYMOM parsec yCTaHaBNMBaET BUPTYyarbHON MallmMHe MeTKy 6e30nacHOCTU, onpeaeneHHyto
Nno COeANHEHNIO 3anycKatoLLero nonb3oBaTend. JTO OTpaXaeTcs B BUAE HANMYNA JUHAMNYECKUX
MeTOK 6e30MacHOCTU KakK y npouecca BupTyanbHon MawmnHel B OC, Tak 1 y dannos obpasos
N YCTPOWNCTB, NpMHaanexawmx BupTyansHon mawunHe. [Npu nocnegylowmnx onepaumsax gaHHas
MHdOpMaLNA UCMONb3yeTCcs ANA NPOBEepPKNn MaHOAaTHOro JOCTyNa K BUPTyanbHOW MaLluHe.

CyLiecTtByeT BO3MOXHOCTb 3aaHus cTaTudeckon MeTkn 6esonacHocTn. B aTom cnyyae
BUpTYyarnbHas MalnHa MOXeT BbITb 3anyLleHa TOnbKo ¢ 3a4aHHOM MEeTKON 6e30nacHOCTH.

BHUMAHMUE! CywecTtBylOT OrpaHn4eHns no KOHpUrypmpoBaHuO BUPTyarbHOW MaLUMHbI:
B KayecTBe CEeTeBOro agantepa He MOXeT ObiTb BbiIOpaHO YCTPOMUCTBO virtio.

MpumeyaHusa:

1. B cny4ae ucnonb3oBaHus B kayectBe rocteon cuctembl OC BMpTyanbHasi MaluvHa

He OOMKHa 3anycKkaTbCa B MaHAATHOM KOHTeKcTe. BmecTo 31oro Heobxoanmo BbINOMHATD

yAaneHHbIn Bxog ¢ TpebyeMbiM ypOBHEM KOHMAEHUMANbHOCTU JOCTYyNa cpeacTtBaMmum

OC.

2. HactosTenbHO pekoMeHOyeTCs UCMOMNb30BaTb PEXUM «TOMbKO YTEHUE» MpU 3anycke

BMpTyasibHbIX MallnH B HEHYINNEBOM MaHAATHOM KOHTEKCTE.

5.3. Pexxnm «TONbKO u4TeHMe»: 3anpet mMoaudukauum obpasa BUpPTyaribHOWU

MaLUUHbI

Moppepxka (PyHKUNMOHMPOBaHUSA BUPTYarbHOW MaLUMHbI B peXume 3anpeta Mmoanduka-
UMM ee obpasa ocyLlecTBAAETCA cneynanbHbiMM cnocobamm 3anycka BUPTyaribHONM MalUWHBbI,
Nnpun KOTOPbIX OCHOBHOW 00pa3 3alumiiaeTca oT 3anucu. B 3aBucnmocTn ot BbiIGpaHHOMO pexnma
OCyLLEeCTBSAETCA co3aaHne mM3ny4eckon KOnmm unm NpUMEHSIIOTCS pasnnyHble BapuaHTbl co3aa-
HUSA CHUMKOB oBpasa Cc nocnenywmm Ux yaaneHnem nocne 3aBeplueHnsi paboTbl BUPTyanbHOM
MaLLUVHbI.

[aHHbIN pexxum paboTbl Ha3bIBAETCA «TOMNBbKO YTEHUE» U peannuayeTcsl TpeMs crnocobamu:

- BPEMEHHbIN CHUMOK — crnocob 3anycka BUPTYanibHOM MalUWHbI, MPU KOTOPOM OCHOBHOM

obpas 3awumuaeTca ot 3anucu, a Bce pesynbratbl paboTbl Nonb3oBaTens PUKCUpPYOT-

CA BO BPEMEHHOM CHUMKE, CYLLECTBYHOLLEM TOSbKO B Npouecce (OyHKLMOHUPOBaHMUSA

BUPTYyasibHON MalUVHbI;

- CHMMOK — BO BpeMsi 3anycka BUPTyaribHOM MalUMHbl B 3a4aHHOM KaTarnore co3gaeTcs

CHUMOK, yaansiemblii nocre 3aBepLueHnst PyHKLUMOHNPOBaHNSI BUPTYaribHOM MaLLMWHbI;
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- MOrHas KonuMsi — BO BPeMs 3arycka BUpTyanbHOW MaluvHbl B 3a4aHHOM KaTanore
cosfgaeTcs nonHas konus obpasa, yaansiemas nocne 3aeeplleHust PyHKUNOHUPOBaHUS
BMPTYanbHOW MalUVHBbI.

Co3sfaHue NomHom KonMm MOXeT 3aMeaNIiTb NPoLEece 3anycka BUPTyanbHON MalUUHBI MO
npuyMHe KonMpoBaHus obpasa GonbLIoro pasmepa, HO AaHHbIN BapuaHT NO3BONSIET UCMOSb30-
BaTb BO3MOXHOCTU MO COXPaHEHUIO COCTOSIHUSI BUPTYarbHOM MalUVHbI 4SS NOCNeayoLwWwero ero
BOCCTaHOBMEHNS.

Mpn ncnonb3oBaHNM CHUMKOB B Cllydae foboro BbIKMOYEHMST BUPTYyanbHOW MalUMHbI
BCMEACTBUE BbIKMOYEHUS MM annapaTtHoro cbosi cepBepa BUpTyanMsauumn Bce pesynbraTbl

paboTbl BUPTYanbHOM MaLUMHbI ByoyT NOTEPSIHbI.
Karanor pasmelwieHna BpeMeHHbIX (pannoB 3agaeTca B KOHurypaunmoHHoMm dhanne
/etc/libvirt/gemu.conf cnegyroumm KOHPUrypauuoHHbIM napaMmeTpoM:

run_images_dir = "/var/lib/libvirt/runimages"

4.71



97
PYCB.10152-02 97 01-1

6. PETUCTPALISA COBbITUA BE3OMNMACHOCTH

B OC peanusoBaHa paclmnpeHHas nogcncremMa npoToKONMpOoBaHNS, OCyLLecTBNsAoLWasa
pernctpaunio cobbITU B ABOMYHbIE ddannbl C UCMONb30BaHUEM CryXbbl auditd.

Cnyx6a auditd sBnserca npuknagHbIM KOMNOHEHTOM cMCTeMbl ayauTa Linux, Beaywmm
NPOTOKON ayauTa Ha AMCKe COornacHo 3agaHHbIM npasunam. PaboTa ¢ npaBunamu ayamMrta onucaHa
B6.1l

B npuBeLeHO OonuMcaHMe HaCTPOMKM MapamMeTpoB MPOTOKONMPOBaHMA And 00b-
ekToB (pannoBon cuctembl (parnosBbin ayauT) M Ans nonb3oBatenen (ayauT npoLeccos).
lNMpMeHeHMe HacTpOeHHbIX NapaMeTpoB ayamTa npoueccoB ocylwectensetrca PAM-mogynem
pam_parsec_aud. Mo ymonyaHuio pernctpaumsa HacTPOEHHbIX AN nonb3oBaTtens cobbiTui
ayouTta npoueccoB BkrovyeHa B PAM-cueHapuun: fly-dm, fly-dm-np, login, su, sshd,
sumac .xauth. [1na npoTokonmpoBaHus cobbliTUn ayamnTa NpoLLeccoB Nonb3oBaTens, NPOxXoasiue-
ro ayteHTudukaumo Yepes gpyrne PAM-cueHapumn, He0BXx0aAMMO BKITHOUUTL B COOTBETCTBYIOLLNE
CLeHapumn CTPOKy crneayrollero suaa:
session required pam parsec_aud.so

B 6ubnuotekax noacmuctembl 6e3onacHoctn PARSEC peanusoBaH nporpaMMHbINA NHTEpP-
denc ona npoToKONMpoBaHMs COBbLITUIN C NCNONb30BAaHMEM PACLUMPEHHOW NOACUCTEMbI NPOTOKO-
NNpOBaHUsi, NPUMeHsieMbI ANs pernctpaummn cobbitnin B CYB[ PostgreSQL (onuncaHo B[6.5) 1

KOMMieKkce nporpamMm 351eKTPOHHOM NOYThI.
6.1. NMpaBuna NnpoTOKONUPOBaHUA

lMpoTokonupoBaHne paboTaeTr cornacHo npasunam, nogpobHO ONUCaHHLIM B
man auditctl. lNpaBuna ayanta genaTtcs Ha gsa Tuna:

1) nocTosiHHble — OENCTBYIOT Bcerda, Aaxe nocne nepesarpys3kM cuctemMbl. Takue

npaBuna 3agatTcs B (pannax ¢opmata *.rules, pacnonaralolmMxca B KaTtanore

/etc/audit/rules.d/;

2) BpeMeHHble — OENCTBYIOT OO0 Mnepesarpy3km cuctemMmbl. Takume npasuna 3agaroTcs

nocpeacTBOM YyTUNUTbI auditctl.

MpaBuna, Heobxoaumble Ana paboTbl BCTPOEHHOro ayauTa, 3ajaHbl B aunne
/etc/audit/rules.d/parsec.rules:

- ayauT NpoLeccoB 1 Nonb3oBaTernen (AaHHoe nNpaBmno HeobxoamMmo Anst paboTbl yTUNUT

useraud U psaud):

-a always,exit -F subj_ type=psaud -S all -k parsec-p

4.71



98
PYCB.10152-02 97 01-1

rae -a always, exit — 3anucbiBatb COObITUA B XXypHan, 4o6aBnTb NpaBuIio B CNIUCOK
exit (cobbITus, Nnpoucxoasime npu BbIXo4e N3 CUCTEMHOIO BbI30BA);
-F subj_type=psaud — obpabaTbiBaTb Nnpasuna, 3agaHHble yTunntamm
useraud U psaud;
-S all — nepexBaTbiBaTb COOLITUA NPU NOOBLIX CUCTEMHbIX BbI30BAX;
-k parsec-p — NPUCBOUTDL KItoY PUNbTPALUN parsec—p COObITUSM NO JAHHOMY
npasuny.
- ayauT pannoB (gaHHoe npaBurio Heobxogmmo And paboTbl yTUNUT getfaud u
setfaud):
-a always,exit -F obj_type=faud -S all -k parsec-f
rae -a always, exit — 3anucbiBaTb COObITUS B XXypHan, 4o6aBuTb NpaBuso B CNNCOK
exit (cobbITna, NnponcxoadLuime npu BbIXo4e N3 CUCTEMHOIO BbI30BA);
-F obj_type=faud — obpabaTbiBaTb NpaBuna, 3agaHHble yTunuTon setfaud;
-S all — nepexBaTbiBaTb COOLITUSA NPU NIOObLIX CUCTEMHbIX BbI30BaX;
-k parsec-f — NpMCBOUTDL KItod punbTpauun parsec—£ cobbITUSAM NO JAHHOMY
npasuny.
B pnononHeHwue K 3TMM npaBunam MOXHO 3aaBaTb COOCTBEHHbIE NpaBuna ayamTta.
lMocTosHHbIE NpaBuna pekomeHayetcsa AobaenaTe B ann audit.rules, pacnonoxeH-
HbI B KaTanore /etc/audit/rules.d/. [Npu XenaHmm MOXHO co3aTb B AAHHOM KaTarore
HOBbIN dbann oopmaTta *.rules C NPOM3BOSIbHbIM UMEHEM U 3aZaTb B HEM HYXXHble rnpasuna.
®ann audit.rules MOXHO pegakTMpOBaTbh BPYYHYIO UMK C MOMOLLLIO rpadduyeckon yTUNuThbI
system-config-audit (6.3). Apyrve chainbl npaBun MOXHO peaakTUpoBaTh TOMbKO BPYYHYHO.

Ons nobasneHns BpeMEHHbIX npaBus cregyeTt BOCNosfib30BaTbCA yTI/U'IVITOIZ auditctl.

Mpumepbl:

1. 3anucbiBaTb BCE CUCTEMHbIE BbI30BbI OT NPOrpamMmmbl C uaeHTudunkaTopom pid 1005
auditctl -a exit,always -S all -F pid=1005

2. 3anucbiBaTb BCe (haisibl, OTKpbITbIE MOMb30BaTENEM C MAEHTUPUKATOPOM auid 510

auditctl -a exit,always -S open -F auid=510

6.2. NMpoTokonMpoBaHMe Ha OCHOBE MEeTOK 6e3o0nacHoOCTH

B OC noggepxmBaeTca NpoTOKONMpoBaHMe cobbITU Ha OCHOBE METOK 6e30nacHOCTH
CcybObekToB N 0ObEKTOB. [111s1 3TOro MCNOMb3yKTCA NapamMeTpbl subj_type U obj_type 1 onepa-
LUUKN «=» (paBHO) N «!=» (HEe paBHO) C HUMM.

MeTka umeet cnegyowmn sug (npy aTom noboe 13 3Ha4YeHUn MOXET ObITb NYCTbIM):

<YpoBeHB>:<YpPOBEHb_lIeJIOCTHOCTU> : <KaTeropuu>: <Tum>
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Mpumep
[MpoTokonnpoBaHue JocTyna K obbekTam KaTanora cybbekramu HyrneBoro ypoBHSA KOH(U-

AeHUManbHoCcTh

-a always,exit -S all -F dir=/var/levell dir -F perm=rwxa -F subj type=0:::

6.3. CpeacTBa ynpaBrneHusi MPpOTOKONMpoOBaHUEM

[ns paboTbl C NOACUCTEMON MPOTOKONMPOBAHUSA MOTYT UCNOSb30BaTbCA crieayroLme
rpacpmyeckme yTMnuTbl, KOTOpble NO3BOSISIOT HAaCTpanBaTb NapameTpbl perucTpaunmn cobbiTum n
npocMoTpa NPOTOKOIOB:

- fly-admin-smc («YnpaBneHne nonmTukon 6e3onacHoCTU») — ynpasneHue npoTo-

KOnupoBaHWeM, NpuBUNernaMm n MaHaaTtHelMn atpubytamu nonb3oBarenen, paboTa c

nonb3oBaTensaMu 1 rpynnamu;

- system-config-audit («KoHpurypauums ayamta») — BKIIOYEHNE U BbIKINIOYEHNE

perncTpaumm cobbITui ayamta, HacTporka auditd, HaCTpoOKMKa XypHana ayauTta, a Takke

nobasrneHuve, yoganeHve v pegaktupoBaHue npasun ayauTa;

- ksystemlog («CUCTEMHBIN XXypHan») — BbIOOPOYHbIN NPOCMOTP NPOTOKOSOB ayauTa.

Bonee nogpobHoe onucaHne yTUnnT SOCTYMHO B 3fIEKTPOHHOM CrnpaBKe.

[anee paccmoTpeHbl cpeacTsa ynpaBreHus MPOTOKONMPOBAHNEM B peXUMe KOMaHOHOW

CTPOKM.

6.3.1. setfaud
KomaHaa setfaud ycTaHaBnvBaeT CNUCKM NpaBuin NpoTOKONUpoOBaHUA Ha hannel. lNpa-
BUNa 3a4al0Tcsa UM B KOMaHOHOW CTpOKe (MapameTpbl —s, —m), Unn B hannax (napameTtpsbl -S,
-M, -B). Npun aTOM dhannbl MOryT 6bITb COOPMUMPOBAHBLI C MOMOLLLIO NEpeHanpaBreHns BbiBoAa
koMaHabl getfaud (cm. [6.3.2).
Tonbko agMUHUCTPATOP MOXET U3MEHATb CMUCKM NpaBui NPOTOKONMPOBaHUSA y oansios.
CuHTaKcuc komaHAapbl:
setfaud [<nmapameTp> [<napameTp>...]] [<OopaBuia_NpOTOKONUPOBaHUuA>] <damnswer>
MpaBuna npoTokonMpoBaHUs 3agakTcsa B BUAE:
[u:<nomb3oBaTenb>:<@yaru_NpPOTOKOJIUPOBAHUSA> ]
[, g:<rpynna>:<dmaru_npoTokonupoBaHusa>] [, o:<pnaru_npoTokosmupoBaHuUsA>], ... ,
rae <mnonb3oBaTesb> U <rpymna> — CUMBOSIMYECKME WUIN YUCHEHHbIE UAEHTUGMKATOPbI
nonb3oBaTens v rpynnebi;
u: — NpaBwuno Ansd nonb3oBartens;
g: — NpaBusio ANF rpynnbl;

O : — MnpaBsnIio And ocTtalibHbIX.
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dnarv NpoToKONMPOBaHUS 3aaloTcs B BUAeE:
<@maru_npoTOKONHUPOBAHUA> := <PJjlaru_yCIEeMHHX_Olepaluin>
[ [ :<dmaru_HeychnemHHX_omnepauuu>], ...]

Mpn aTom dpnarn onepaumin MOryT UMeTb BUA:
<+ | -><uUMsa_TIPOTOKOJIUPYEMOrO_COOHTUI>, . . .
(Hanpumep, +exec, —open) Unu:
[+]-]1<umcrio>
Unu:
<COXpameHHOEe HMs_IIPOTOKOJIMPYEMOro_CcOobuTusa#1>
<COKpameHHOe HMs_NIPOTOKOJIUPYEMOro_cobuTuaf#2>. . .
(Hanpumep, ou — +open, +delete).

Mpumep

AyanT Bcex onepaunin (Kpome M3MeHeHNs painna) — Kak yCnewHbIX, Tak U He YCneLlHbIX

— ¢ (hanom <filename>, NPOM3BEAEHHbLIX KEM-NTMOO N3 OCTasNbHbIX:

setfaud -m o:oxudnarmc:oxudnarmc <filename>

OnuncaHne napameTpoB npueeaeHo B Tabnuue [30]

Taobnuuya 30
MapameTp OnwucaHve
-s, —-set YCTaHOBUTbL CMMCOK NPOTOKONMPOBAHUSA N3 KOMaHO4HOW CTPOKU
-b, --remove YoanuTb BCe aNeMeHTbl CnncKa NpoTOKONMPYEMbIX COBbITUI
-m, -—-modify N3mMeHuTb nnm gobaBuTb 3NEMEHTbI CNUCKa M3 KOMaHOHOW CTPOKU
-d, -—-default PaboTaTtb CO CNMMCKOM NMPOTOKONMPOBAHMSA MO YMOSYAHUIO
-3, —-set-file YCTaHOBUTbL CMUCOK NPOTOKONMPYEMbIX COObITUN M3 dhanna
-X, -—remove-all YaanuTb BCe CNUCKN NPOTOKONUPYEMbIX COBbITUI

, . MN3mMeHnTb nnm gobaBunTb 3N1EMEHTbI CINCKa NPOTOKONNPYEMbIX COObITUN U3
-M, —-modify-file A P Py

danna
-B, ——restore BoccTaHoButb atpmbyThl 13 anna
-R, ——recursive [na nogkatanora pekypcuBHO
-L, --logical CnepoBatb N0 CMMBOSIMYECKNM CCbIfNIKaM
-P, —-physical He cnepoBaTb N0 CMMBONUYECKUM CCbINKam
-v, --version BbiBeCTM MH(popMaLnio 0 BEPCUN U BbIATU

Cnuncok NPOTOKONMNPYyEMbIX cobbITUiN, a TaKkKe onNncaHne KOMaHabl, npmnBegeHo B CrnpaBo4y-
HOM CTpaHuue man:

man setfaud
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Komanga getfaud cnyXxut gnsa nony4yeHuUs CNUCKOB NpaBWui NMPOTOKONMpOBaHUA Hap

(balzﬂOBblMM obbekTamu. Cne,u,yrou_l,me cobbITHSA OOCTYMNHbI AnaA nNpOTOKONIMPOBaHUA:!

- 0, open — OTKpbITUE (hanna;

- c, create — cosgaHue danna;

- X, exec — UCnonHeHne dganna;

- u, delete — yganeHue danna (B katanore);

- r, acl — cmeHa ACL;

- n, chown — cMeHa BnagenbLa;

- m, mac — USMEHEHNE METKWU;,

- y, modify — nameHeHue danna;

- a, audit — M3MEHeHne crnmcka perncTpmpyembix cobblTun canna;

- d, chmod — “3MeHeHue npas gocTyna K danny.

MH(bOpMaLI,I/IFI O CMncKax nocblylaeTcd Ha CTaH}J,apTHbIIZ BbIBOO N MOXET ABITATbCA BXOOHbI-

MW JaHHbIMK ANSa KomaHabl setfaud (6.3.1)).

CunHTakcmc KomaHabl:

getfaud [<mapameTp> [<napameTp>...]] <®adnu u/uny_KaTanoru>

OnucaHve napameTpoB npuseaeHo B Tabnuue [31]

Tad6bnuua 31

MapameTp

OnucaHne

-d, -—default

PaboTtaTb co cnmckom npasui1 NPOTOKONIMpPOBaHNA MO yMOn4aHuMKo

-R, -——recursive

[lns noakartanoroe pekypcuBHO

-1, --logical

CnepnoBaTtb NO CUMBOSTIMYECKMM CCbISNIKaM

-P, —-physical

He cnegoBaTb NO CMMBOMIMYECKUM CChIflkam

-n, ——numeric

BbiBOAUTL MHGOpMaUMio o crnarax perncrpaumm cobbiTun B Mg poBON
dopme

-1, --1long

BuiBOAUTb dhnaru pernctpaumm cobbiTuin B ANUHHOK hopme

-p, ——absolute-names

ABCONOTHbLIE MMEHa

-c, ——omit-header

He nokasbiBaTb 3aronoBokK (Mms canna)

-s, ——skip-empty

MponyckaTtb thannsl ¢ NycTbiMn aTpnbyTamm

-h, --help

BbiBecTu cnpaBky v BbINTU

-v, —--version

BbiBECTM MH(pOPpMaLNIO O BEPCUN U BbIATH

6.3.3. useraud

KomaHaa useraud No3BonsieT npocMaTpmBaTh U U3MEHSITb NpaBuia NPOTOKONMPOBAHMS

Ora nonb3oBaTenen:

useraud [-dnghvolm]

[uMma_nonp3oBaTend (rpynne) | [drnarv_ _opoTOKOJIIMPOBAHUA |
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dnaru NPOTOKONMNMpPOBaHUA 3aJaloTCA B BUOE:!
<@maru_npoTOKONHUPOBAHUA> := <PJjlaru_yCIEeMHHX_Olepaluin>
[[:<@maru_HeycCHnemHHX_onepauuun>], ...]
Mpn aTom dpnarn onepaumin MOryT UMeTb BUA:
<+ | -><uUMsa_TIPOTOKOJIUPYEMOrO_COOHTUI>, . . .
(Hanpumep, +exec, —open) Unu:
[+]-]1<umcrio>
nnu:
<COXpameHHOEe HMs_IIPOTOKOJIMPYEMOro_CcOobuTusa#1>
<COKpaleHHOE HMs_MNPOTOKOJIUPYEMOro_CObHTUA#2>. . .
(Hanpumep, ou — +open,+delete).
CuHTaKcmnc komaHAapbl:
useraud [<mapameTp> [<napameTp>...]] [monb3oBaTens/rpymnnal

OnuncaHne napameTpoB NpueeaeHo B Tabnuue [32

Tabnuuya 32
MapameTp OnucaHue
-d, --delete C6pocuTb NpaBunia NpOTOKONMPOBAHNSA
-n, ——numeric BbiBecTu hnaru B WwectHaguaTepuydHom popmate
-1, —--long OnuHHBIM bopmaT BLIBOAa driaroB
-g, ——group Ansa rpynnel (N0 yMonyaHuio — ANg Nonb3oBaTens)
-0, ——other [nsa octanbHbIX (Nto6own Nnonb3oBaTenb)
-m, --modify M3meHnTb cyllecTBytoLLEe NpaBuno
-h, --help BbiBecTu cnpaBky v BbIATH
-v, --version | BbiBeCTU MHGOPMALUIO O BEPCUM U BBINTH
6.3.4. psaud

KOMaHﬂ,a psaud No3BondeT U3MEeHUTb UM cUYUTaTb NpasBuna NMPOTOKONNPOBAaHUA Bbl-
6paHHOFO rpouecca. Ecnn npasuiia NpoToKoriMpoBaHnA He YKa3aHbl B Ka4eCTBe aprymeHTa, 1o
KOMaHda BbINOJIHAET X CHUTbIBaHME C npouecca, 3agaHHOro rnapameTpom (I/I)J,eHTI/I(bI/IKaTOp
npouecca).

Tonbko aAMUHUCTPATOP MOXET yCTaHaBIIMBaTb U CHUTbIBATb NMpaBuiia NPpOTOKOSIMPOBaHUA
npoueccos. I'Ipanma NMPOTOKONMMpPOBaHUA HaclieQyrTCA NopoXaeHHbIMAU npoueccamMu.

CwuHTakcuc KOMaHAbl:
psaud [<napameTp> [<napameTp>...]] [<nopaBuia_NpOTOKOJIMPOBAHUSI> ]

Ecnu napamMeTp rnpasusia NpoToKOJIMPOBaHUA NMPUCYTCTBYET, TO KOMaHOa yCTaHaB1MBaeT
npaBuna Ha npouecc. I'Ipaana 3a4aloTCA B BUAE:

<@maru_npoTOKOJIUPOBAHUA> := <PJjlaru_yCIEMHHX_Olepallui>
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[[:<dmaru_HeyCHnemHHX onepauun>], ...]

Mpwn aTom cpnarm onepaunin MoryT UMeTb BUA:
<+ | -><uUMs_TIPOTOKOJIUPYEMOrO_COOHTUI>, . . .
(Hanpumep, +exec, —open) Unu:
[+]-]1<umcro>
unu:
<COXpameHHOEe HMs_IPOTOKOJIUPYEMOro_CObuTus#1>
<COKpameHHOE HMs_IPOTOKOJIUPYEMOro_cobuTua#2>. . .
(Hanpumep, ou — +open,+delete).

OnvcaHve napaMeTpoB NpueeaeHo B Tabnuue [33

Tabnuuya 33
MapameTp Onucanue
-d, --delete CHsTb Bce npasuna npoToKoNMpoBaHus ¢ npoLliecca

-n, ——numeric | BblBOgUTb MHOPMaLMIO O NpaBuiax NPOTOKONIMPOBAHUSA B YNCITIEHHOM BUAE

-1, --long BbiBOAUTL MHbOpMaLNIO O NpaBunax NpoToOKONMPOBaHNA B ANNHHON dhopme
-h, --help BbiBECTM cnpaBKy U BbIATH
--version BbiBeCTM MHOPMaLNIO O BEPCUN U BbINTH

CnncoK coBbITUIA MOXHO NONYYNTb U3 MOMOLLM KOMaHAbl (NapameTp —h, —-help).

6.3.5. ausearch

KomaHaa ausearch npegHasHadeHa ans npocMmoTpa ABOUYHBIX (0annos XypHarna peru-
cTpauumn cobbITUn sapa, a Takke cobblTUI NONb3oBaTenNs.

CuHTakcuc KomaHgbl:
ausearch [<mapameTrp> [<napameTp>...]]

OnucaHve napameTpoB npuseaeHo B Tabnuue [34]

Tabnuuya 34

MapameTp OnucaHune

Mownck cobbITUN c 3afaHHbIM naeHTudmKaTopom Co0blI-
T™™SA. CoobLleHuns 00ObIYHO HaynHatoTcsa c 3anucu BMAaa
-a, ——event msg=audit(1116360555.329:2401771). WpeHTudukatop cobbl-
T™Mss — 4ucno nocne «:». Bce cobbiTvsi ayguTa, CBsi3aHHble C O4HUM
CMUCTEMHbIM BbI30BOM, UMEIOT O4MHAKOBbIA MAeHTUMKaTop

-c, ——comm MckaTb cobbITna ¢ 3agaHHbIM MMEHEM MCMONHAeMoro danna 3agaym
deb BbiBECTU MHOPMALMIO O HEKOPPEKTHBIX COBLITUSX, HE NONAaBLUMX B CTaH-
-- u .
9 OapTHLIN BbIBOA, OLUMBOK
o oxit MckaTb cobbITMa No 3agaHHOMY Kofdy 3aBEpPLUEHUS] CUCTEMHOIO BbI30Ba UIn
p— , _— xl -
Koady nocnegHen owmnoku
-f, --file MckaTb cobbiTna ¢ 3agaHHbIM MMeHeM dhanna
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lNpodomkeHue mabnuupsl 34

MapameTp

OnucaHne

-ga, -—gid-all

NckaTb cobbITUsi ¢ 3aaaHHbIM 3 EKTUBHBIM MIM 0ObIYHLIM MAEHTUMKATO-
pOM rpynmbl

-ge,
--gid-effective

MckaTb cobbiTus ¢ 3agaHHbIM 3PPEKTUBHBIM NOEHTUAMKATOPOM rpynmnbl
UM UMeHeM rpynnbl

NckaTb cobbITMS ¢ 3aaHHbIM UAEHTUGMKATOPOM rpynnbl UM UMEHEM rpyn-

-gi, --gid
g g nbl
-h, —-help BbiBECTM cnpaBky
ho ——host WNckaTtb cobbiTva ¢ 3agaHHbIM MMeHeM y3na. Mims y3na MoxeT ObiTb UMEeHeM

y3na, nofiHbiIM OMEHHbLIM UMEHEM Unn ceTeBbiM apecomMm

-i, -—interpret

TpaHcnnpoBaTb YMCHOBLIE 3HAYEHUA B TeKcToBble. Hanpumep, ngeHTudgumka-
TOp nonb3oBatens byaer TpaHCNMPOBaH B MMS Nonb3oBaTens. TpaHcnauus
BbINOSTHAETCH C UCMOMNb30BaHMEM JaHHbIX C TOW MalUWHbI, rae 3anyLueH
ausearch

-if, —-input

Ncnonb3oBaTb ykasaHHbIN (haiin unm Katanor BMecTO XypHana ayauta.
MoxeT GbITb NONEe3HO NpY aHanu3e XxypHarna ayauta ¢ ApYyroi MaluHbl Unm
npu aHanmae 4acTUYHO COXPaHEHHOro XypHana

--input-logs

Mcnonb3oBaTb pacnonioxkeHue danna KypHana, YykasaHHoe B
auditd.conf, B KadecTBe BXOAHbIX AaHHbIX ANA noucka. OTo Heob-
XOAMMO MPU UCMONb30BaHUN ausearch B 3ajade cron

--just-one

MckaTb oo nepesoro coenageHusa

-k, ——key

MckaTb cobbiTnS ¢ 3a4aHHbIM KNHOYEBbLIM ClTIOBOM

-1, —--line-buffered

Ounctntb BbIBOA, Kaxkaon CTpokn. MoxeT BbITb NoOnesHo, Korga ctaHaapT-
HbI BbIBOA KOHBEWEPHO NepeHanpaeBnsieTcsl U UCMONb30BaHNe cTpaTternm
Oydepnsauymnm 6r1oKoB NO YMONYaHMIO HEXenaTerbHO

-, ——message

WckaTtb cobbiTna ¢ 3agaHHbIM TUNOM. BO3MOXHO yka3aTb CIMCOK 3Ha4YEeHUHN,
pasgeneHHbIX 3anaTeiMu. [ns nonyyeHns Bcex coobLeHnin cuctemsl ayamTa
ykasatb TMn ALL. Ecnu ykasaTtb gaHHbIn napameTp 6e3 3HadyeHus, Gyaoet
BbIBEAEH CMMCOK AONYCTMMbIX TUNOB. Tun COOBLLEHNS MOXET OblTb CTPOKON
NN YUCrnom

-n, -—--node

BbiBecTn cobbiTna ¢ yKaSGHHOIZ MalLWHbI. BO3MOXHO YKa3aTb HECKOJIbKO
MalLLVH, TOraa BbIBOAATCA COObITUA ONS KaXKaon n3 YKa3aHHbIX MallnH

-0, ——object

MckaTb cobbiTvsa ¢ 3agaHHbIM KOHTEKCTOM (OOBbEKTOM)

-p, —-pid MckaTb cobbiTusa ¢ 3agaHHbIM naeHTUMKaTopom npouecca

-pp, ——ppid MckaTtb cobbITns ¢ 3agaHHbIM MOEHTMAUKATOPOM poaUTENLCKOro npolecca
. ra HeobpaboTaHHbIN BbiBOA. Vicnonb3yeTcst Ana M3BMeYeHus 3anucen ans

-r, ——raw

JanbHenwero aHanusa

-sc, ——-syscall

MckaTb cobbiTusa ¢ 3agaHHbIM CUCTEMHbBIM BbI30BOM. MOXHO ykasaTb ero
Homep nnun ums. Ecnn ykaszaHo nmsi, oHo OyaeT npoBepeHo Ha MaluuHe, rae
3anyuwieH ausearch

-se, ——context

MckaTb cobObITUS C 3agaHHbIM KOHTEKCTOM (scontext/subject wunu
tcontext/object)

-su, --subject

MckaTb cobbiTus ¢ 3ag4aHHbIM KOHTEKCTOM scontext (subject)
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MNapameTp OnucaHune
Sy ——success WNckaTb cobbiTvs ¢ 3agaHHbIM driaroM yCneLwHoro BeinonHeHus. Jonyctu-
’ Mble 3Ha4YeHUs: yes (YCNELHO) N no (HEYCNeLUHO)
NckaTb cobbITns, KOTOpble NPOM3OLUNN B YKa3daHHOE BpeMsi UNn paHbLUe.
dopmart gatbl U1 BpeMeHU 3aBUCUT OT pernoHanbHbIX HacTpoek. Ecnu gata
te. ——end He yKasaHa, TO nogpasymeBaeTcs Tekylwmi geHb (today). Ecnn He yka-
’ 3aHO BpeMms, To nogpasymMeBaeTcs TekyLMi MOMeHT (now). McnonbayeTcs
24-yacoBas HoTaumsi BpeMmeHu. Hanpumep, gata MOXeT ObiTb 3a4aHa kak
10/24/2005, aBpemss — 18:00:00
MckaTb coBbITUSA, KOTOpPbIE MPOU3OLLMN B YKa3aHHOE BPEMS UMK MO3XKe.
dopmat gatbl U BpEMEHM 3aBUCUT OT pernoHarnbHblX HacTpoek. Ecnn aata
Es start He ykasaHa, TO nogpasymeBaeTcs Tekyluh aeHb (today). Ecnn He yka-
’ 3aHO BpeMms, TO nogpasymeBaeTcs nonHouvb (midnight). Ncnonb3yetcs
24-yacoBas HoTaumsi BpeMeHu. Hanpumep, gata MOXeT ObiTb 3ag4aHa Kak
10/24/2005, aBpemss — 18:00:00
fm ——terminal WckaTb cobbITMA ¢ 3agaHHbIM TepMUHANom. HekoTopble AeMOHBI (Hanpumep,
’ cron N atd) UCNonb3yloT MM AeEMOHa Kak UMA TepMuHana
NckaTb cobbiTus, y KOTOPbIX MAEHTUdUKaTop nonb3oBarens, apdekTns-
-ua, --uid-all HbIN ngeHTUdUKaTop Nonb3oBaTens unn loginuid (auid) coBnagaroT ¢
3a4aHHbIM MAEHTUMKATOPOM Nonb3oBaTens
-ue, WNckaTb cobbiTus ¢ 3agaHHbIM 3(pHeKTUBHBIM UOEHTUDMKATOPOM MONb30Ba-
--uid-effective Tens
-ui, --uid WNckaTb cobblTns ¢ 3agaHHbIM NOEHTMAUKATOPOM MONb3oBaTens
ul loginuid WNckaTb cobbiTvsa € 3agaHHbIM naeHTugrkaTtopom nonb3osartens. Bece npo-
’ g rpamMmbl, KOTOpbIE€ €ro UCMOMb3yHT, AOMKHbI UCNOMNb30BaTh pam_loginuid
-uu, —-uuid MckaTb cobbiTus ¢ 3agaHHbIM uuid
-v, ——verbose lMokasaTb BEpCUo 1 BbINTH
vm vm-name CoBnageHwue ¢ nonHelM cnosoM. NogaepxuBaercs ang umexHn danna, nme-
’ HW y3na, TepMUHana n KOHTekcTa
w. ——word Mouck no 3agaHHOM CTPOKe € NOMHbIM coBnageHuem. MNMogaepxusaercs ang
’ UMeHn danna, UMeHu y3sna, TepMmnHasna n KOHTeKcTa
-x, ——executable WNckaTb cobbiTns ¢ 3ag4aHHbIM UMEHEM UCTONHAEMOW NMPOrpaMmmbl

Mpumepbl:
1. OTO06pasunTL Co

ausearch -i -ts

ObITUA NPOLIECCOB 1 NONb30oBaTeENeN
"11:35:35" -te "11:36:00" -k parsec-p

2. lMpoTokonupoBaHue cobbITUN ¢ hannamm

ausearch -i -ts

"11:35:35" -te "11:36:00" -k parsec-f

3. npOTOKOJ'II/IpOBaHVIe COObITMI, CBA3AHHbLIX C MaHOATHbLIM yrnpasneHmnem goCcTyrnom u

ayanuTom

ausearch -i -ts

"11:35:35" -te "11:36:00" -m avc

4. npOTOKOJ'IVIpOBaHI/Ie cobbiTun, npuxoadLmnx OoT noJsib3oBaTesIA
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ausearch -i -ts "11:35:35" -te "11:36:00" -m user_avc

6.3.6. [lononHuTenbHble NapamMeTpbl CUCTEMbI NPOTOKONIMPOBAHUA COObLITUN

ﬂ,ﬂﬂ TECTUPOBaHUA OC Ha HoBBbIX annapartHbIX KOH(*)VIpraLI,I/IFIX MO>XHO OTKJTHOHUTb NPOTO-
KonvMpoBaHWe Habopa CUCTEMHbIX BbI3OBOB OAHUM U3 TPEX CNeayLmx cnocoboB:

1) OTKIMO4YEeHne nNpoToOKOIIMpoBaHNA CUCTEMHbBIX Bbl3OBOB, HE UCMNOJIb3yEMbIX AN MaHOaT-

HOro ynpaslieHnAa OOCTYyrnomMm. ,D,ﬂﬂ 9TOro HeO6XO,D,VIMO BbIMOJTHUTb KOMaHAOY:

echo 1 > /parsecfs/disable-non-mac-audit

Ecnu BbiBOO KOMaHAb!:

cat /parsecfs/disable-non-mac-audit

paBeH 1,710 NPOTOKONMNPOBaHNE CUCTEMHbIX BbISBOBOB, HE UCNOJb3YyEMbIX OJ1A MaHOAaTHOro

ynpasrneHnAa 4OCTYNOM, OTKITHOYEHO.

2) OTKIJTHO4YEHUE TNPOTOKOITNPOBaAHNA BCEX CUCTEMHbIX BbIS3OBOB. ,D,J'IFI 3TOro HeOGXOD,I/IMO

BbIMOJIHUTb KOMaHAY.

echo 1 > /parsecfs/disable-all-audit

Ecnu BbiBOO KOMaHAb!:

cat /parsecfs/disable-all-audit

paBeH 1, 10 NPOTOKOITIMpOBaHNE BCEX CUCTEMHbIX BbIS3OBOB OTKJTHOYEHO.

3) OTKMYEHNE NPOTOKONMPOBAHNS 3anpeToB AoCTyna (Ha OCHOBEe MaHOaTHOro ynpasne-

HWSA OOCTYNOM):

echo 1 > /parsecfs/disable-denied-audit

Ecnu BbiBOO KOMaHAb!:

cat /parsecfs/disable-denied-audit

paBeH 1, TO NPOTOKONMPOBaHWE 3anpeToB AOCTYNa OTKIHOYEHO.
6.4. CpeacTBa LleHTpanuM3oBaHHOIo ayauTa U NPoOTOKONIMPOBaHUS

B coctaB OC BxoguT nporpammHoe cpeactBo Zabbix, obecnevnBatowiee pyHKUMOHAN
AnNsi HACTPoWKK, cbopa AaHHbIX 1 MOHUTOPUHIA COCTOAHUSA CETU, a TaKKe XKM3HECNOCOBHOCTU 1
LenocTHOCTK pecypcos ceTn. OnncaHne yCTaHOBKM W HAacTpoukn Zabbix npuBeaeHo B JOKYMEHTe
PYCB.10152-02 95 01-1.

6.5. Peructpaumsa co6bitun B CYB1 PostgreSQL

B CYB[ PostgreSQL anst HacTporikm pexxmma paboTbl NOACUCTEMbI peErmcTpaumnm cobbl-
TUI NCNONb3YETCH KOHMPUIypaUMoHHbIA napameTp ac_audit_mode dpanna postgresqgl.conf
(6.5.2). OtoT napameTp MOXeT GblTb U3MEHEH TONbLKO Nepesanyckom cepepa. MNapameTp MoxeT
NPUHUMAaTL CreayLne 3HaYeHNS:

- internal — gns HACTPOWKN permcTpaunm cobbITUN CMONb3YTCS COOTBETCTBYHOLLME

komaHabl SQL, a HacTporikn xpaHaTca B Tabnvue pg_db_role_settings;
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- external — ANs HACTPOMKM UCMOSb3YeTCs BHELHWI hain pg_audit.conf (6.5.9);
- external, internal — CMeLlUaHHbIN pexnm. HacTponkun 6epyTcs cHavYana U3 BHeLU-
Hero hamna pg_audit.conf, Nocne 4ero OOMOSHAKTCA HACTpoWKamu n3 Tabnuubl
pg_db role settings;

- internal,external — CMellaHHbIN pexum. Hactponkn 6epyTtcs cHadyana ns tab-
nuubl pg_db_role_settings, Nocre 4Yero AONOSTHAKTCA HAaCTPONKaMUN N3 BHELLHErO
¢danna pg_audit.conf;

- none — MNPOTOKOJIMpOBaHME B JaHHOM peXnme OTKITHOHYEHO.

6.5.1. Hactponka ¢panna pg_audit.conf gna perncrtpauum cobbIiTUN

HacTponka nogcuctemsl coobuwenunn ayamta B CYB[ PostgreSQL obecneymBaeTcs KoH-

durypaumoHHbiM ainioM pg_audit.conf KOHKPETHOrO Knactepa OaHHbIX, KOTOPbIA UMEeT

cnegywowmn gopmar:

- ayauTt gencteun agMmnHuctpartopa CYB[:

success events mask = FOOE7 failure events mask = 0 user = postgres

- AnA nonb3oBaTtesiad sny BbIMONMHATb PETNCTPaUNIO TOJTIbKO HEYCMNeEeLHbIX D,eVICTBI/IIZZ
success events mask = 0 failure events mask = FFFFF user = sny

- A4 BCeX OCTallbHbIX Nnonb3oBaTenen BbIMOMHATb perncrtpaunio Bcex HeycnelHbIX ,1:|,e|7|-
CTBUIN 1 BCEX YCMNELUHbIX 4ENCTBUI, KpOMe A0CTyNna K AaHHbIM:

success events mask = F0707 failure events mask = FFFFF

B aTOM KOHUrypaumnoHHOM hanne 3a4arTcs CMCKM yeneLHblX (success events mask) u

HeycnelwHbIX (failure events mask) TMNoB 3anpocoB Ha AOCTYnM, KOTOpble ByayT pernMcTpMpoBaThCs

B )XypHane CYB[ n noacucteme ayanta OC ans otaenbHbIX NOb30BaTeNen 1 nNo yMOSYaHuHo.

Cnuncku TMnoB 3anpocoB Ha OOCTyn 3agakTCcA B BUAe WecTtHaguaTtepuyHbiX YNcer, B KOTOPbIX

KaXaomMy Tuny 3anpoca COOTBETCTBYET yCTaHOBJ'IeHHbIﬁ ()J,J'IFI perncrtpmpyemMbix 3anpocos) nnn

COpPOLLEHHBIN (A5 HE perncTpupyembix 3anpocoB) 6uT (Tabnuua [35).

Tabnuuya 35
LWecTHaguaTepuyHoe
Twun 3anpoca OnucaHue but Auarep
3HayeHne
obaBrieHne/nameHeHne/yganeHme nonb3oBa-
SUBJECT foba yA 0 1
Tenen v rpynn
MN3meHeHne KoHurypauuu, Bnmaowen Ha go-
CONFIGURATION | CTYn K AaHHbIM (3anNpoc Ha M3MEHeHne 3Haye- 1 2
HUSA NepeMeHHON ac_session_maclabel)
RIGHTS M3meHeHve npaB goctyna k oobektam b 2 4
CHECK_RIGHTS Moaudumkaums npae goctyna Kk obbektam B[] 3 8
SELECT Bbibopka nHdopmaumm ns b 4 10
INSERT Ho6aeneHne nHdopmaumm B B 5 20
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OkoH4yaHue mabnuubl 35

Tum sanpoca Onmcatiue gur | UecTHaAUaTepUoe
UPDATE N3meHeHne nHdopmauuun B B 6 40
DELETE YnaneHne nHgopmauum ns b 7 80
TRUNCATE Ounctka gaHHbIX 8 100
REFERENCES izféa:;“e)qc;on6ua Tabnuupl B KAYeCTBE BHELL- 10 400
TRIGGER HobaBneHue Tpurrepa kK Tabnuue 11 800
EXECUTE 3anyck xpaHuMon npoueaypbl Unu Tpurrepa 12 1000
USAGE Mcnonb3oBaHue obbekTa B[] 13 2000
CREATE Co3spgaHune oobekToB B B[] 16 10000
CREATE_TEMP CospaHne BpeMeHHbIX 06bekToB B B[] 17 20000
DROP YnaneHne obbekToB b1 18 40000
ALTER M3meHeHne obbekTa B[ 19 80000
CONNECT CoeanHeHne nonb3oBatens ¢ bl 30 40000000
DISCONNECT PasbeguHeHnne nonb3osarens ¢ bl 31 80000000

MHdopmaumsa o coegmHeHumn nonb3oBatenen ¢ Bl (CONNECT) 1 pasbeanHEHUN C HEN

(DISCONNECT) pernctpupyertcs Bcerga, npu yCnoBum, YTo CMCOK COBbITUI He yCTaHOBMEH B 0.

6.5.2. HacTpomnka Mackum permcrpaumm coobITUN

B CYB[ PostgreSQL Bepcuun 11 macka permctpaumm cobbiTU yCTaHaBNMBAETCS B NpoLuec-
ce aBTOpu3aLum Nornb3oBaTens CornacHo BbiIbpaHHOMY pexrnmMy paboTbl MOACUCTEMBI pErncTpaLun
cobbITM M HaxoauTcs B aTpubyTe ceccun ac_session_audit.

I'IpM 9TOM pearin3oBsaH CJ'Ie,D,leLIJ,I/Iﬁ nopAaaokK npuMeHeHnA HacTpoek permcrtpaunmn CoOblI-

1) HacTPOMKM ONA KOHKPETHOM PONN U KOHKPETHOW 6a3bl A4aHHbIX;

2) HACTPOWKWM NSt KOHKPETHOW ponu;

3) HacCTpPOWKM OS5l KOHKPETHOW Ba3bl AaHHbIX;

4) pns Bcex ocTanbHbIX.

Macka pernctpauum cobbiTui nmeet Bua {YCIEX:OTKA3}, rae YCIEX — CNUCOK yCcneLw-
HbIX COObITMIA, OTKA3 — CMMCOK HeyCnewHbIX cobbiTui. OHa MOXeT ObITb 3agaHa ¢ NOMOLLbHO
OYKBEHHbIX KOAOB USIM C MOMOLLbIO WeCTHaALUaTepnyHoro Yyucna. Belsog Mackm NnponsBoanTcs B
TEKCTOBOM BUE.

B Tabnuue [36| npuBeaeHo cooTBeTCTBUE MexXay cobbiTuAMN, ByKBEHHbLIM M LLIECTHaALUaTe-

PWYHbIM 3Ha4YeHneEM MacCKn permcTtpaunin cobbITUR.
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Taobnuuya 36
CobbiTne Cwumeon | WecTtHaguatepuyHoe Onucanne
3HayeHune

SUBJECT S 1 [obaeneHne/nameHeHve/yganeHne nonb3osare-
nen v rpynn

CONFIGURATION s 2 N3ameHeHne KoHdurypauum, BRusioLLen Ha go-
CTYN K A@HHbIM (3aNpocC Ha U3MEHEHME 3HaYEeHUS
NnepemMeHHoON ac_session_maclabel)

RIGHTS R 4 3anpoc Ha mogudmkaumo nNpae AocTtyna K oob-
ektam b[]

CHECK_RIGHTS \Y 8 lMpoBepka npas goctyna

SELECT r 10 Bbi6opka nHdopmaumm ns b

INSERT a 20 [obasneHne nHdopmauuum B B

UPDATE W 40 N3meHeHne nHdopmauumn B B

DELETE d 80 YnaneHne nHgpopmauum ns b

TRUNCATE D 100 Ounctka gaHHbIX

REFERENCES X 400 3agaHve ctonbua Tabnuubl B Ka4ecTBe BHeLU-
Hero Kroya

TRIGGER t 800 [loGaeneHne Tpurrepa kK Tabnuue

EXECUTE X 1000 3anyck XxpaHMMOW npoueaypsl Unu Tpurrepa

USAGE U 2000 Mcnonb3oBaHue obbekTa B

CREATE C 10000 CospgaHune oobekToB B B[]

CREATE TEMP T 20000 Cos3gaHue BpeMeHHoro obbekTa

DROP E 40000 YnaneHne ob6bekToB B

ALTER M 80000 MN3meHeHne obbekTa B[]

CONNECT c 40000000 3anpoc Ha Havano ceccuu

DISCONNECT e 80000000 3anpoc Ha OKOHYaHue ceccum

3apes3epBnMpOBaHHbIN | * COOF3DFF MonHasa macka NpOoTOKONIMPOBAHUS

CUMBOS

3ape3epBuNpOBaHHbIN | O 0 lMpoTokonupoBaHMe OTKITHOYEHO

CUMBOIT

ATpnbyT ceccun ac_session_audit MOXET OblTb UBMEHEH TONBbKO agMUHUCTPATOPOM
C NOMOLLIbIO KOMaHabl SET:
SET ac_session_audit TO ’'HoBoOe_3HaueHUe'’;
N NMPOCMOTpPEH C NOMOLLIbIO KOMaHAbl:
SHOW ac_session_ audit;
[ns npocmMoTpa mMacku ceccum UCNonb3yeTcs crieayrowas komaHaa:
SELECT session_audit;
[ns npocMoTpa TeKyLLen Mackm Ucnonb3yeTcsa cnegyollas kKomaHaa:
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SELECT current audit;

D,J'IFI KOHBeEpPTaUnUn MacCKu MNMpoToKOoSIMpoBaHNA N3 TEKCTOBOIO (6yKBeHHOFO) B LLUEeCTHa-
AuaTepuyHoe 3Ha4YeHve U U3 LecTHaALaTepuyHoro B TekctoBoe (ByKBEHHOE) MCMomnb3yoTcs
SQL-pyHKUMKN text to_auditmask (TEXT) u auditmask_to_text (TEXT) COOTBETCTBEH-

HO.

Mpumep
SELECT text_to_auditmask(’ {ace:ce}’);
text_to_auditmask
{0xC0000020:0xC0000000}

(1 crpoxka)

SELECT auditmask_ to_text(’ {0xC0000020:0xC0000000}");
auditmask to_text
{ace:ce}

(1 crTpoxka)

6.5.2.1. HazHayeHue cnNUCKOB perncTpauum cobbiTun B pexnme internal

[Onsa HasHayeHna mackm cobblTu B pexmme internal WCNONb3yeTcs KOMaHaa
ALTER ROLE:
ALTER ROLE { ALL | umsa_pomnu } [ IN DATABASE ums 6a3u_gaHHuHx | SET
ac_session_audit TO HOBOEe_ 3HAUEHUE;
[na yoaneHus cnucka perncrpaumm cobbiTuii ncnonb3dyeTcsa cnegyolas kKomaHaa:
ALTER ROLE { ALL | umms_poyu } [ IN DATABASE umsa_6ase_pgaHHHX | RESET
ac_session_audit;

Mpn mogudmkaumm Mackm npoucXoamT asTomMatudeckoe OO6HoBMeHMe aTpubyTta
ac_session_audit.

MpunmeyaHwue. [Ina BbINONHEHUS NpUBEAEHHbBIX KOMaHA TpebyroTcsa npaBa agMUHK-
cTpatopa.

MpumeyvaHune. MNpn MHMUManmnsaumm knactepa 6a3 gaHHbIX aBToMaTnyeckn gobaens-
IOTCA cneayolne npasuna:
ALTER ROLE postgres SET ac_session_audit TO ' {SsRawdCTEMce:cel}’;
ALTER ROLE ALL SET ac_session audit TO ’ {SsRDxCTEMce:SsRVrawdDxtXUCTEMcel}’ ;

6.5.2.2. HazHa4yeHMe CNUCKOB perncrTpauum coobIT B pexnme external

[nsa HazHayeHnst Mackn CobbITUI B peXXuMe external UCNOMNb3YETCA KOHPUIYPALMOHHbIN
dann pg_audit.conf cnegywouiero Bnaa:
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success events mask = value failure events mask = value user

vMsa_nonb3oBaTenss database = wumsa_6a3b OAaHHEX

success events mask = value failure events mask value user
I/IMH_HOJ'II:: 30BaATEeIIA

value

success events mask = value failure events mask

MpumeyaHue. Jllobble naMmeHeHUs aToro carna byayT NpMMEHeEHbI TOMBKO Npu nepe-
3anycke cepsepa.

6.5.2.3. HasHayeHMe CMUCKOB pervcTpauum coobITUW B pexumax external,
internal u internal, external

3arpyska Macku permctpaumm cobbiTui B pexxmMme external, internal AByx3aTanHas:
CHavana BbIMOSIHAETCS 3arpy3ka Macku permctpaumm codbiTnin 3 parna, nocrne Yero 4onosHAEeTCs
HacTponkamn n3 pg_db_role settings, ecnmBpg_db_ role_ settings ectb 6onee TouHbIE
HacTponku. [Ina nameHeHns Macku permcTpaumm cobbITUn ceccnum MoryT BbITb MCMNOMb30BaHbI
komaHabl 13 [6.5.2.1]

AHanorn4yHo n onga pexmma internal, external.

6.5.2.4. HazHa4yeHMe CNUCKOB perncrTpaumm coobITUN B peXume none

B pexvme none peructpaumsa cobbITUW OTKMKOYEHa, O4HAKO, agMUHUCTPaToOp MOXET

N3MEHSTb MacKy pernctpaumm cobbITUin C MOMOLLbLIO KOMaHa 13 (6.5.2.1]
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7. 130NAUNA NMPOLIECCOB

7.1. N3onauunsa npoueccoB OC

Anpo OC obecneunBaeT Ans Kaxkaoro npouecca B cucteMme co6CTBEHHOE N30NMPOBAHHOE
agpecHoe NPOCTPaHCTBO. [JaHHbIN MeEXaHM3M M30MSALMM OCHOBaH Ha CTPAHUYHOM MeXaHu3me
3alWnTbl NaMATH, a TakKe MeEXaHN3Me TPaHCnALMM BUPTyanbHOro agpeca B usnyeckui, nogaep-
XUBaeMbIn Mmogynem ynpaeneHusi namstbto. OgHn 1 Te e BUpTyanbHble agpeca (C KOoTopbiMuU
n paboTaeT npoueccop) NpeodbpasyoTca B pasHble husnyeckme ans pasHbiX agpecHbIX Mpo-
cTpaHcTB. NMpouecc He MOXET HECAHKLMOHNPOBAHHBLIM 00pa3oM NOnyyYnTb JOCTYN K MPOCTPAHCTBY
Apyroro npowecca, T. K. HENPUBUNEINMPOBaHHbIVA NOMb30BaTENBCKUI NPOLECC NIULLEH BO3MOXHOCTHU
paboTaTb C PM3MYECKON NAMATLIO HANPSAMYHO.

MexaHun3m pasgenseMon NnamsaTy sIBMsSeTCs CaHKLMOHNMPOBaHHbIM CNOCO60OM Nony4nTb
HECKOIbKNUM npoLieccamM AOCTYN K OOHOMY M TOMY e Y4acTKy NamsaTi U HAaXOO4MTCA NOA4 KOHTPOMeMm
OVCKPELMOHHbIX 1 MaHaaTHbIX [MPL.

AppecHoe NpOoCTPaHCTBO siapa 3alMLEHO OT NPAMOro BO3OeNCTBUSA NOMb30BATENbCKUX
NPOLIECCOB C MUCMOSb30BaHNEM MEXaHU3Ma CTPaHU4YHOWM 3almTbl. CTpaHuLUbl NPOCTPaHCTBa A4pa
ABMSAOTCA NPUBUIETNMPOBAHHLIMWU, N AOCTYMN K HAM N3 HENPUBUIENMPOBAHHOMO KOAA Bbi3biBaET
NCKINIOYEHME npoLlieccopa, KoTopoe obpabaTtbiBaeTcst KOPPEKTHbIM 0bpa3som sapom OC. EgnH-
CTBEHHbIM CaHKLUMOHMPOBaHHbIM cnocobom goctyna kK sapy OC n3 nonb3oBaTenbCKOM Nporpammbl
ABNSAETCA MEXaHU3M CUCTEMHbIX BbI3OBOB, KOTOPLIA rapaHTUpyeT BO3MOXHOCTb BbIMNOSIHEHUSA

nonb3oBaTeneM TONbKO CaHKLMOHNPOBAHHbLIX AENCTBUN.
7.2. N3onsauma cpeabl UICNONTHEHUSA KOHTEMHEepPOB

B OC npegycmoTpeHa BO3MOXHOCTb 3anycka KoHTenHepoB Docker Ha MOHMXEHHOM
YPOBHE LIEMOCTHOCTN 2. OTO NO3BOSSET N30NMPOoBaTh paboTy NpoLLEeCCOPOB BHYTPU KOHTEMHEpPa OT
npoLeccoB Apyrmx KOHTerHepoB 1 xoctoBon OC, 4To NpefoTBpaLLaeT BO3OeNCTBUE NOTEHUMANbHO
BPEeOOHOCHOro Koa, BbIMOITHAEMOro B KOHTENHEpaX.

Mo ymonuaHuio oyHKUMSA 3anycka KOHTEMHEPOB Ha NOHMXeHHOM ypoBHe MKLL Bbiknto-
YyeHa. YnpaBneHue qyHKUWEN NPOU3BOAUTCHA C MOMOLLLI WMHCTPYMEHTa KOMaHOHOW CTPOKU
astra-docker-isolation, onucaHue kotoporo npmeeaeHo B([16.4.12]

Takke B OC coxpaHeH Ons COBMECTMMOCTU WHCTPYMEHT KOMaHAOW CTPOKM
docker-isolation. [1nsa BkAOYEeHUS PYHKUUN 3anycka KOHTEMHEPOB Ha MOHWXEHHOM YpPOBHE
MKL] ¢ ncnonb3oBaHnemM 3TOro UHCTPYMEHTA crieqyeT BbiNOSHUTD:
sudo /usr/share/docker.io/contrib/parsec/docker-isolation on
sudo systemctl restart containerd

sudo systemctl restart docker
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[lna BbIKNOYEHUS PYHKUNKN criegyeT BbINOMHUTD:
sudo /usr/share/docker.io/contrib/parsec/docker-isolation off
sudo systemctl restart containerd
sudo systemctl restart docker
PaboTta c koHTerHepamn Docker ocywiecTBnsieTcs B COOTBETCTBMM C OMUCaAHWEM B
PYCB.10152-02 95 01-1.
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8. SALLUNTA NAMATU

8.1. OyucTtka namaTtu

Anpo OC rapaHTupyeT, 4TO 06bIYHbIA HEMNPUBUEMMPOBAHHbLIN NPOLIECC HE NOMYyYnT AaH-
Hble Yy>XOro npouecca, ecnm 31o 9BHO He paspelueHo NMPL. 3T1o o3HayaeT, 4To cpeactea IPC
KOHTponupytotca ¢ nomolubto MNP, n npouecc He MOXET NONYyYNTb HEOUYULLEHHYIO NaMATb (Kak
onepaTuBHYH, TaK N OUCKOBYHO).

B OC peanunsoBaH MexaHU3M OYUCTKM OCBODOXAAeMON BHeLWHeNn namsatn. MexaHnam
MOXeT ObITb BKNtoYeH npu yctaHoBke OC nytem Bblbopa COOTBETCTBYHOLLErO nyHKTa. [locne
yctaHoBku OC BKIHOYEHME MexaHU3ma ocyluecTensieTcs B cooteeTcTBum ¢ [16.4.27]

PeanunsoBaHHbIh B OC MeXaHMU3M OYUCTKM OCBOOOXOaeMOW BHELLHEN MaMATU ovunLLaeT
Heuncnonb3yemble 6rokn @C HenoCpeaCTBEHHO MPU UX OCBOBOXAEHUN, a TaKKe oYULLLIaeT pasgensl
CTpaHnyHoro obmeHa. Pabota gaHHOro MexaHm3ama CHUXaeT CKOPOCTb BbIMOSIHEHMS onepauui
yaaneHus n ycedyeHnsa pasmepa gavna.

[aHHble Nobbix yaanaembix/ypesaembix annoB B npegenax 3agaHHon dC npeasa-
PUTESNbHO OYULLATCA NpegonpeaenieHHon unm nceBgocnyyYyarHon Mackupyrowen nocrnegosa-
TenbHOCTbIO. MexaHM3M ABNsieTcsl HacTpamBaeMbiM 1 No3BonsieT obecneuntb paboty ®C OC
(ext2/ext3/ext4/xfs) B ogHOM U3 cnegyowmx pexnmoB:

1) ouncTka ocCyLLeCcTBMAEeTCsA nyTeM nepesanncu kaxaoro 6anta B ocBoboxgaemon

obnacTn nocpeacTBOM YeTbIpeEX cuUrHatyp cregywowero suga: 11111111, 01010101,

10101010, 00000000. Ncnonb3oBaHWe pexuma BKIloYaeTcs napamMeTpoMm secdel B

KOH(purypaumoHHom camnne /etc/fstab gnsa pasgena ®C, Ha koTopom Tpebyetcs

oumwiaTtb 6rokn NamsTn Npu nx ocsoboxaeHun (Hanpumep, /dev/sdal). B cnucok napa-

MeTpoB MOHTUPOBAHUA aobasnsietcs napameTp secdel.

Mpumep

/dev/sdal /home ext4 acl,defaults,secdel 0 2

2) ounCTKa OCYLLECTBMLAETCA NMyTeM nepesannucu kaxagoro Ganrta B ocBobOXgaemon
obnactn nocpeaCcTBOM YeTbipex curHatyp cregytowiero suga: 11111111, 01010101,
10101010, 00000000. KonnyecTtBo nepesanucen onpegenserca agMUHUCTPATOPOM.
Mcnonb3oBaHWe pexxumMa BKYaeTCa yCTaHOBKOW 3Ha4YeHMs napameTpa secdel B KOH-
durypaumoHHoM danne /etc/fstab ana pasgena PC, Ha koTopom Tpebyetcs oumwatb
6rokn namaT npu nx ocsoboxaeHuu (Hanpumep, /dev/sdal). lNpu yctaHoBKe Ynucna
nepesanucen 6osnblle YeTbipex CUrHaTypbl MCMONb3YKTCA NOBTOPHO. Hanpumep, npu
yCTaHOBKe 4ucna nepesanncen, paBHOroO 6, NOCreAoBaTeNbHOCTb CUrHaTyp, UCMNOMb-

3yeMblx Ang nepesanucu, UMeeT cnegywowmin sua: 11111111, 01010101, 10101010,

4.71



115
PYCB.10152-02 97 01-1

00000000,11111111, 01010101. B cnucok napameTpoB MOHTMPOBaHWs AobaBnsaeTcs

napameTp secdel=6.

Mpumep
/dev/sdal /home ext4 acl,defaults,secdel=6 0 2

3) ouncTKa ocyLecTBAAeTCA NyTeM nepesannucu Kaxxgoro 6arta B ocBoboxxgaemom ob-
nacTu NocpeacTBOM YeTbipex MCeBAOCHyYaMHbIX curHaTtyp. Vcnonb3oBaHue pexuma
BKIItoMaeTcsa napaMmeTpoM secdelrnd B KOHGUrypaunoHHoOM dansne /etc/fstab gnga
pasgena ®C, Ha koTopoMm TpebyeTca ounwaTtb Brokn namaTu Npyu UxX ocBoBoOXaeHUN
(Hanpumep, /dev/sdal). B cnncok napameTpoB MOHTUPOBaHUA obaBnseTcs napameTp

secdelrnd.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd 0 2

4) o4ymMCTKa OCyLLeCTBNSETCHA NOCPEeaACTBOM nepesanucu kaxagoro 6anta B ocsoboxaa-
emon obnactu nocpeacTBOM MNceBaocnyYarHblx curHatyp. Konndectso nepesanucen
onpeaensieTca agMMHUCTpaTopoM. Vicnonb3oBaHMe pexMmMa BKITHYaeTcs YCTaHOBKOW 3Ha-
YyeHust napameTpa secdelrnd B KOH(pUrypaumoHHom panne /etc/fstab anga pasgena
®C, Ha KoTopoM TpebyeTca oumiatb Broknm namsaTn Npu Ux ocBobOXAeHUU (Hanpu-
mep, /dev/sdal). Hanpumep, npu ycTaHOBKE Yncna nepesannucen, paBHoro 6, B CIMCOK

napamMeTpoB MOHTUpPOBaHUsS fobaensieTcs napameTp secdelrnd=6.

Mpumep
/dev/sdal /home ext4 acl,defaults, secdelrnd=6 0 2

BknoyeHne mexaHu3ma o4nCcTkM BIOKOB NamsaTy Npu UxX OCBODOXAEHUN B NEPBOM pe-
XnUMe MOXeT ObiTb BbIMNOMIHEHO C UCMONb30BAaHMEM UHCTPYMEHTa astra-secdel-control,
onucaHHoro B [16.4.271

YcTaHOBKa napamMeTpa MOHTUPOBAHUA ONs1 OYUCTKM BrOKOB NamaATn nNpu nx ocBoboXx-
OeHUN MOXeT ObITb BbINOSIHEHA C UCMONb30BaHUEM rpaduyeckon yTunutbl £ly-admin-smc,
3anyLeHHOM agMNUHUCTPaTOPOM.

[lna BKIOYEHMS OUYUCTKM aKTUBHbLIX pa3fernoB CTpaHM4yHOro obMeHa Heobxoanmo ycTa-
HOBUTb B KOH(UrypaumoHHom danne /etc/parsec/swap_wiper.conf Onsa napametpa

ENABLED 3Ha4yeHue Y.

Mpumep
ENABLED=Y

BkntoueHne O4MCTKM aKTUBHbIX pas3aenoB CTPpaHU4YHOro obmeHa MOXeT ObITb BbINOTHEHO

C UCMONb30BaHMEM MHCTPYMEHTa astra-swapwiper-control, onucaHHoro B[16.4.28]
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[Ons 3agaHus cnucka pa3genoB CTpaHN4YHOIo obmeHa, onsa KOTOPbIX HE BbINOJIHAETCA
O4YMCTKA, MOXET BbITb MCMOMNb30BaH napameTp IGNORE, 3Ha4eHUe KOTOpOro ABNAeTcsH CrMCcKoOM

nepevncrieHHbiX 4yepeas r|p06en UrHopupyembix pasgenoB CTpaHU4YHOIo obmeHa.

Mpumep
IGNORE="/dev/sdz1l0 /dev/sdzll"

HacTpoWiika o4nMcTkM pa3genoB CTpaHMYHOro obMeHa npu BbIKITFOYEHUM CUCTEMbI MOXKET
ObITb BbINOMIHEHA C UCMOSb30BaHNEM rpaddM4eckon yTunuTbl £ly-admin-smc, 3anyLleHHON

a4MWHUCTPATOPOM.
8.2. CpeacTBa orpaHM4eHMA nNpaB A0OCTyNa K CTpaHuuamM namsTu

CpencTBa orpaHMyeHns npaB AOCTyna K CTpaHuuamM namaTu peann3oBaHbl HA OCHOBE
BCTPOEHHbIX BO3MOXHOCTEN si4pa, CMCTEMHOM Bubnuotekn C 1 Nnogaepkm co CTOPOHbI NpoLec-
COPHOMN apxuTekTypbl. BknioveHHble napameTpsbl sgpa OC npegocTaBnstoT 3awmTy 3agadam sagpa
1 npoueccam nonb3oBaTenen npu Aoctyne K ctpaHuuamM onepaTtMBHOM NaMATH:

- 3anpert 3anucu B obnactb NamaTu, NOMEYEHHYH KaK UCNOSTHAeMas;

- 3anpeT co3daHnsa UCMOSTHAEMbIX 0bnacTen namsTy;

- paHgomMmu3aumo agpecHoro NPocTpaHCcTBa npouecca.

lMpenoTBpalLeHne BbINOMHEHUS MPON3BOSBHOIO Koga obecneymBaeTcs NyTeM KOHTPONS
[OCTyna K cTpaHuuam namMmsTn no Tmnam: YTeHne, 3anucbh, UCMNOSTHEHME.

MpnmMeHsoTCa pasfnMyHble MeXaHU3Mbl 3alUTbl NaMATKN, KOTOPble OCHOBaHbI Ha annapar-
Hon peanu3aummn NX-6uta (6uTa MCNOMHEHUNA Ha cTpaHuuax namatn), onuum agpa CONFIG_ -
ARCH_MMAP_RND_BITS u texHonornm ASLR (paHgomusauus pacnonoXeHus BUpTyansHoro aj-
pecHoro npocTpaHcTea). bnarogaps Hanuumio annapatHon nogaepxkn NX-6uta Ha npoueccopax
¢ apxutektypon ARM/ARMG64 npon3BoauTenbHOCTb BbIYUCINTENBHOM CUCTEMBI HE YXyALLaeTcs.

TexHonorna ASLR obecnevnBaeT criydamHbI XapakTep (paHOOMU3aunio) CMeELLEeHU
CErMEeHTOB Kofa M AaHHbIX (B TOM YMChe CTeKa U Ky4yun) Npu UCNofb30BaHMM CUCTEMHOIO Bbl30Ba
oTobpaxeHnsi B NaMsiTb mmap ().

[apaHTWs TOro, 4TO agpeca ¢ NPOU3BOSIbHBIM JOCTYNOM He ByayT OAHOBPEMEHHO AO0CTYn-
Hbl Ha 3anNUCb U BbINOSTHEHWE, peann3yeTcs UCNOoNb30BaHNEM BO3MOXHOCTEN CUCTEMHbIX BbI30BOB

mmap () Wmprotect ().
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9. KOHTPOIJ1b LIEJTOCTHOCTHU

[na obecnevyeHns KOHTPONS LENOCTHOCTU (B T.4. KOHTpons uenoctHoctu KC3) B OC
peanu3oBaHbl:

- CpenCTBO noacyeTa KOHTPOSbHbIX CYyMM ddannos 1 ontuyecknx amckos (9.1));

- CPEeACTBO nofcyeTa KOHTPOSbHbIX CyMM dhainos B deb-naketax (9.2]

- CPEeACTBO KOHTPOMs cooTBETCTBUS ANcTpudyTtrsy (9.3);

- CcpeacTBa perfiamMeHTHOro KOHTpons uernoctHoctu (9.4);

- cpeacTBa cosganus v nposepku 3N (9.5);

- cpefcTBa co3gaHnda 3aMKHYTOM nporpammHon cpeabl (16.1)).

[ns pelweHns 3agaq KOHTPONS LEeNoCTHOCTM NpeaHasHavyeHa 6ubnuoTteka libgost, B
KOTOPOW ANS BbIMUCIIEHUS KOHTPOSTbHBIX CYMM peann3oBaHbl (PYHKLUKN X3LLMPOBAHUSA B COOTBET-
ctBum ¢ FTOCT P 34.11-94, TOCT P 34.11-2012 ¢ anuHon xaw-koga 256 out n NOCT P 34.11-2012
C ANMHOM x3w-koda 512 6ut. HassaHHaa 6ubnmoTteka ncnonb3yeTcs B CPeAcTBax noacyeta
KOHTPOMbHbLIX CYyMM hanfnoB U ONTUYECKNX OUCKOB, KOHTPOMS COOTBETCTBUS OUCTPUBYTUBY Y
pernaMmeHTHOro KOHTPONA LEeNoCTHOCTU, MOAYNsSX ayTeHTUMKaunu.

B OC peanusoBaH mMexaHuam, obecnevnBaroLmii NPoBEePKY HEM3MEHHOCTU N NOLSINH-
HOCTU 3arpy>aemMbiX ncnosiHaemblx annos cdopmaTta ELF. KoHTponb npounssognTca Ha oc-
HoBe nposepku ALM"Y | peanusosaHHon B cootBetcTBUM ¢ TOCT P 34.10-2012 (256 6u1T) 1
OCT P 34.10-2001 (256 6uT), BHegpeHHOM B ucnonHsemole dannel popmata ELF B npouecce
cbopkn OC. NcnonbaosaHme NOCT P 34.10-2001 B OC coxpaHeHO Ansi COBMECTUMOCTU. [daHHbIN
MexaHW3M npeaHasHavyeH aAng BbiBNeHUs pakToB HECaHKLVMOHNUPOBAHHOTO N3MEHEHUS UCMOSTHSe-
MbIX pannosB gopmata ELF (B T. 4. oTHocawmxca kK KC3) n npegoTepalleHns nx 3arpysku.

B OC peanusoBaH MexaHn3am, obecneymsaroLL i NPoOBEPKY HEM3MEHHOCTU U NOASIMHHOCTH
dannos. KoHTponb npon3BoauTca Ha ocHoBe npoBepkun SUIM, peann3oBaHHOM B COOTBETCTBUM C
OCT P 34.10-2012 (256 6uTt) n TOCT P 34.10-2001 (256 6uT), BHEOPEHHOM B pacLUMpeHHbIe
aTpuyTbl hannoson cuctembl. cnons3osaHme NOCT P 34.10-2001 B OC coxpaHeHo ansi coB-
MeCcTUMOCTW. [laHHbIN MexaHW3M npegHasHayYeH ans BbiBreHNs akToB HECAHKLVNOHMPOBAHHOTO

N3MEHEHMS NCMOSHAEMbIX daiiioB U NpeaoTBpaLLEHMS UX OTKPbITUS.

9.1. CpeacTBO NnoAcYeTa KOHTPOSIbHbIX CYMM (hanoB U ONTUYECKUX OQUCKOB

[lns nogcyeTta KOHTPOSbHbLIX CYyMM ddannoB 1 onTuyYecknx anckos B coctaB OC BKMOYEH
MHCTPYMEHT KOMaHOHOW CTPOKN gostsum. [na BbiBOA4a MHpOpMaLMM O CUHTaKCUCe gostsum
HeobXxo4MMO BbINOMHUTL KOMaHAY:

) BnekTpoHHas LMdpoBas NoanMch — CTpoka 6UT, NonyyYeHHas B pesynbsraTe npouecca (opMUPOBaHMs NOANMUCH
(npumeHsieTcsa ansa noanucu cpegcteammn OC MCNONHAEMbIX (PASIoB C UCMOMNb30BaHMEM (RYHKLIMU X3LWMPOBaHNS

Ha 6ase acMMmeTpudHOro Kpuntorpaduyeckoro anroputma (B cootrsetctaum ¢ FOCT P 34.11-2012).
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gostsum -h
CUWHTaKCUC MHCTPYMEHTa:
gostsum [KJIOU] ... [@AWI]

MapameTpbl MHCTPYMeHTa gostsum NpuBeaeHsl B Tabnuue [37]

Tabnwuuya 37
MapameTtp OnucaHue
-—gost-94 YctaHaBnuBaerT, 4YTo 6yaert ncnonb3osaH anroputm FOCT P 34.11-94
——gost-2012 YctaHaenueaert, 4To 6yaet ncnonb3oBaH anroputm MOCT P 34.11-2012 ¢

OJIMHON X3LW-Koga 256 6uT (Mo ymonyaHuio)

YcTtaHaenuBaer, 4to 6yget ucnonb3oBaH anroputm FOCT P 34.11-2012 ¢

--gost-2012-512 ANVHOWM X3aL-koda 512 éut

-b YcTaHaBnmBaeT paamep 6rokoB, KOTOpbIMU ByaeT cumTbiBaTbCA hawn

3apgaet vmsa havina ons BbIBOAA KOHTPOMbHOW CYMMBbI (MO YMONYaHUIO —

_O -
CTaHOapTHbIV NOTOK BbIBOAA)
d 3apaet umsa darina ycTponcTea YTEHUS ONTUYECKUX ANCKOB (dhaina c obpa-
30M OMTMYECKOrO ANCKA) OIS nogcyeTa KOHTPONbHOW CyMMbI
-t TecTMpoOBaHMe anropuTMOB MOACHETA KOHTPOSIbHbBIX CYMM
TecTupoBaHne anropnuTMoB nogc4eTa KOHTPOMbHBIX CYMM B MHOTOMOTOYHOM
P cpene
-h [--help] lMokasaTb 3Ty CNpaBKy W BbINTK

Mpumep
lMoacyeT KOHTPOMBHOM CyMMbl ONTUYECKOrO AUCKa

gostsum -d /dev/cdrom

9.2. CpeacTBO noacyeTa KOHTPOrbHbIX cyMMm channoB B deb-nakeTtax

[nsa nogcyeTta KOHTPONbHLIX cyMM hannoB B deb-naketax B coctaB OC BKMOYEH UH-
CTPYMEHT KOMaHOHOW CTPOKMN gostsum_from_ deb. [Ing BbiBOga MHOpMaLMM O CUHTaKcuce
gostsum_from_deb HEO6XOOUMO BbIMOMHUTE KOMaHAY:
gostsum_from deb -h

CWHTaKCUC UHCTPYMEHTA:

gostsum_from deb [gostsum aprymeHTH] [-d kaTanor] [-p deb-maker]

MapameTpbl MHCTPYMeHTa gostsum_from_deb npvBeaeHsl B Tabnuue [38]

Taobnuuya 38
MapameTp OnucaHue
-—-gost-94 YcTtaHaenumBaert, 4Tto bygeTt ncnone3oaH anroput™ MOCT P 34.11-94
YcTtaHaenuBaer, uto 6yget ucnonb3oBaH anroputm FOCT P 34.11-2012 ¢
-—gost-2012 .
OJNIMHON X3LW-Koda 256 6uT (Mo ymonyaHuio)
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OkoH4yaHue mabnuubl 38

MapameTp Onuncanue

YctaHaenuBaer, 4to 6yaet ucnone3oBaH anroputm FOCT P 34.11-2012 ¢

- -2012-512 -
gost-2012-5 ANVHOW X3Lw-koaa 512 out

gostsum arguments | ApPrymeHTbl YTUNUTbLI gostsum

3apaet MMmsa Katanora, cogepxallero deb-naketbl, Ans gannoB KOTOPbIX
BbIYUCIISAOTCA KOHTPOMbHbIE CYMMBbI

-d kara’sor

3apgaet umsa deb-naketa, 4ns annoB KOTOPOro BbIYUCAATCS KOHTPOSbHbIE

-p deb-naxker
CYMMbI

9.3. CpeacTBO KOHTPONA COOTBETCTBUA OAUCTPUOYTUBY

CpeacTtBo KOHTPOMSA COOTBETCTBUS AUCTPUOYTUBY NMpenocTaBnseT BO3MOXHOCTb ANs
KOoHTpons cooteeTcTBus 06bekToB PC OC anctpmbyTtumsy. [1ns obecnevyeHnss KOHTPOrs LenocT-
HocTn o6bekToB PC OC (B T.4. C3W) B cocTtaB anctpmbyTtmea BXxoanUT pann gostsums. txt CO
CNNCKOM KOHTpornbHbIX cymm no NOCT P 34.11-2012 ¢ anuHom xaw-koga 256 6ut ansa Bcex
dannos, BxoAsWMX B NakeTbl nporpaMmm AncTpubytmBa. Ncnonbays rpadouyeckyo yTunuTy
fly-admin-int-check, MOXHO NPOBECTU BbIYUCIIEHNE KOHTPOSbHLIX CyMM (hbansioB cucrte-
Mbl U MPOBEPKY COOTBETCTBUS MONYYEHHbIX KOHTPOSbHbIX CYMM 0ansioB CUCTEMbI 3TANIOHHBbIM

KOHTpOnbHbIM cymmaM. bonee nogpobHoe onnucaHne yTunnTbl CM. B SNEKTPOHHOW CripaBke.
9.4. CpeacTBa pernaMmeHTHOro KOHTPOSA LefIOCTHOCTH

OpraHunsaunsa pernameHTHoOro KoHTpons uenoctHoctn OC, npuknaaHoro MO n C3U obec-
neymBaeTca HabopoM nporpamMmmHbIX cpeacTB Ha ocHoBe «Another File Integrity Checker». B
yKaszaHHOM Habope peanu3oBaHa BO3MOXHOCTb A4S NPOBEAEHUSA NEPUOAMNYECKOrO (C MCNOoNb3oBa-
HMEM CUCTEMHOro NSIaHNPOBLUMKA 3aaHUN cron) BbIYUCIIEHUS KOHTPOSIbHbIX CyMM (hannos 1
COOTBETCTBYOLLMX UM aTpubyTOB pacLumpeHHomn nogcnctemsl 6esonacHoctn PARSEC (MaHaaTHbIX
aTpubyTOB 1 aTpnbyTOB paCLLUMPEHHON NOACUCTEMbI MPOTOKONMPOBAHUS) C NOCNEeayLWUM cpaB-
HEHMEM BbIYUCMNEHHbIX 3HAYEHUI C 3TanoHHbIMU. B ykazaHHOM Habope nporpaMMHbIX CpeacTs
peanu3oBaHO Ucnonb3oBaHe 6ubnmnotekn libgost, obecneymBatroLlenn NogcHeT KOHTPOMbHbIX
cymm B cootBetctBuM ¢ FTOCT P 34.11-2012 ¢ gnvHom xaw-kofa 256 ouT.

OTanoHHbIe 3HAa4YEeHN1 KOHTPOSTbHbLIX CyMM U aTpubyToB hannos xpaHaTtca B B]. basa
KOHTPOSbHbLIX CyMM U aTpMbyToB MOXET ObiTb CO34aHa Npu NOMOLLN KOMaHAbI:
afick -1i

[nsa BblMMCNEHMSA KOHTPOSIbHbIX CYMM MOTYT Ucnosb3oBaTbes anroputmbl: MD5-Digest,
SHA1 n roCT P 34.11-94.

[na HacTponKM OCTaTOMHO NapaMeTPoB, KOTOPble YKa3aHbl B KOH(UrypaLMoOHHOM dhanne
no ymonyaHuio (etc/afick.conf). Kpome pasnuyHbix nyten, Hanpumep, Kk dpannam b:
database:=/var/lib/afick/afick
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rae COAEpPXUTCS yKasaHue O TOM, Kakue dhannbl/katanorn noaBeprarTcs KOHTPOIO LENOCTHOCTH
N C Kaknmu npaBunamu.

lMpaBuno PARSEC BbIMMSANT Creayowmm obpasom:
PARSEC = p+d+i+n+u+tg+s+b+md5+m+e+t
rae p+d+i+n+u+g+s+b+md5+m 03Ha4YaET CNeXeHne 3a BCEMU CTaHAAPTHbIMKU aTpnbyTammn dan-
na u ucnonb3oBaHune xaw-gpyHkumm MD5-Digest ons cnexeHna 3a LEeNOCTHOCTbIO CO4EPKUMOTO
annoB. +e+t 03HaA4YaeT KOHTPOSb pacCLUMPEHHbIX aTpnbyToB: MeTkM Ge3onacHOCTU U naros
ayauTa, cootBeTcTBeHHO. KoHTponb ACL ocyliecTBnsieTcst npu yctaHoBke cnara +g.

MpaBuno GOST BbIMSANT creayowmm obpasom:
GOST = p+d+i+n+utg+s+tb+gost+mt+e+t
roe p+d+i+n+u+g+s+b+gost+m 03Ha4YaeT crnexeHne 3a BCeMU CTaHAAPTHbIMU aTpubyTamu
danna n ncnonb3oBaHne xaw-gpyHkuum MNOCT P 34.11-2012 ¢ anuHom xaw-koga 256 out ans
CNEeXeHUs 3a UerioCTHOCTLIO CoAepXMMOoro ansioB. +e+t 03Ha4YaeT KOHTPOSb pacLUMPEHHbIX
aTpnbyToB: MeTKn GesonacHocTu 1 pnaroB ayanta, cootBeTcTBeHHO. KoHTponb ACL ocyulecTsns-
eTCcs Npu ycTaHoBKe doniara +g.

MpaBuno onsa kartanoros:
DIR = p+i+ntu+g

[MpaBuNo o3HavyaeT cnexeHwe 3a npasamun JOCTyna, MeTagaHHbIMKU, KONMMYECTBOM CCbINOK
W ApyrumMun ctaHgapTHbIMK aTpubytamn (nogpobHee cMm. /etc/afick. conf).

B danne koHdurypaummn sagartcd nytM K oannam m Kkatanoram, KOHTPONUpyembim
afick, Hanpumep:

/boot GOST
/bin GOST
/etc/security PARSEC
/etc/pam.d PARSEC
/etc/fstab PARSEC
/lib/modules PARSEC

/1lib64/security PARSEC

/1lib/security PARSEC
/sbin PARSEC
/usr/bin PARSEC
/usr/lib PARSEC
/usr/sbin PARSEC

Kpome TOro, Ha BH60p agMUHUCTpPaTopa npeactasieH pAaa AONOJTHUTENbHbIX nyTeﬁ
C npaBunamu. COOTBeTCTByI-OU_I,I/Ie CTPOKW MOMeYeHbl 3HAaKOM KOMMeHTapus # u MoryT ObITb

aKTMBMPOBAHbI CHATUEM 3TOrO 3HaKa.
Mpun 3anycke afick c napameTpom -i:

4.71



121
PYCB.10152-02 97 01-1

afick -1
Oyget co3naH cpann /var/lib/afick/afick. 31o n ectb Bl popmarta ndbm. Ecnn nocmoTpeTb
ee COAepPXXMMoe, TO MOXHO OBHapyXunTb Habop CTPOK, Kaxaas U3 KOTopbiX — UM harna n ganee
yepes npoben ero atpmbyTbl U CUTHATYPBI.

B[]l 3awmLaeTca cMCTemMon pasrpaHM4eHns gocTtyna.

Mpu 3anycke AFICK aBTOMaTUYeCKn YCTaHOBUT exeaHeBHoe 3afaHue ang CRON. daunn ¢
3agaHnemM Haxoautcsa B /etc/cron.daily/afick_cron.

MapameTp report_url:=stdout 3agaetr mecTononoxeHue anna-oryera.

B KoH(urypaunoHHom ganse ectb NPOCTON A3blK MAKpPOCOB, KOTOPbIA UCMOMb3YyeTcs npu
onpegeneHum nepemMeHHbIX Ans 3agaHun CUCTEMHOTO NIaHMPOBLUUKA 3a4aHUN cron.

PekomeHayeTcs obecnednTb KOHTPOrb LIeNOCTHOCTY criegytowmx o6 beKkToB:

1) dannos obpasos sagpa OC:

/boot/vmlinuz-*

2) dannoB ob6pa3oB BpemMeHHOW hannoBon cuctemsbl, ncnonbdyemon sagpom OC npu

HayanbHOW 3arpy3ke (406aBnsTCA B CIMCOK KOHTPOMS LENOCTHOCTU NOCrie BbIMOSHe-

HUA BCeX HeobxoauMbIX onepauur No HacTponke, Tpebyowmx obHoBNeHNA obpasos

BPEMEHHON (hbannoBon CUCTEMDI):

/boot/initrd.img-*

3) KOH(pUrypaunoHHOro darmna MeHto 3arpysymka GRUB 2:

/boot/grub/grub.cfg

4) KOH(UrypaunoHHoro ganna, onpeaenstoLero Ncnosib3yemMbli No yMonyaHuio rpagum-

YeCKUM ONCNNENHbIN MEHeoXeP:

/etc/X1l/default-display-manager

5) KOH(urypaumnoHHoro harna HacTporKku anoBbIX CUCTEM, AOCTYMHbIX 411 MOHTUPO-

BaHuns yepe3 NFS:

/etc/exports

6) KOHdUrypaumoHHoro canna, cogepxawero MHopMaLnio O pPasfMyHbIX YCTPOMUCTBAX

XpaHeHusa U pannoBbIX cMCTEMAX:

/etc/fstab

7) danna, cogepxallero nepeyeHb nokanbHbix rpynn OC (gobaBnseTcst B CNMCOK KOH-

TPOns LEeNnoCTHOCTM NOCne Cco3aHnsa BCcex HeobxoanmbIx rpynn):

/etc/group

8) ckpunToB Ans 3anycka cnyx6 B katanore

/etc/init.d/

9) KoHUrypaumnoHHoro carna, onpeaensatoLwero napaMmeTpbl paboTbl NEPBOro npouecca

Nnonb3oBaTesibCKoro pexunma init:

/etc/inittab
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10) kOHGUrypaumnoHHbIx hannos, onpegenstowmx nopsagok padorsl PAM-mogynen:
conf

d/chfn

d/chsh

/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.d/common-account
/etc/pam.d/common-account.pam-old
/etc/pam.d/common-auth
/etc/pam.d/common-auth.pam-old
/etc/pam.d/common-password
/etc/pam.d/common-password.pam-old
/etc/pam.d/common-session
/etc/pam.d/common-session.pam-old
/etc/pam.d/cron
/etc/pam.d/cups
/etc/pam.d/cvs
d/dovecot
d/fly-dm

d/fly-dm-np

/etc/pam.
/etc/pam.
/etc/pam.

/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.
/etc/pam.

d/login
d/other
d/passwd
d/polkit
d/samba

d/sshd
d/su

/etc/pam.
/etc/pam.
/etc/pam.d/sumac.xauth

11) dhanna, cogepxallero nepeyveHb nokanbHbIX nonb3osatenen OC (gobasnseTtcsa B
CMMCOK KOHTPONSA LENOCTHOCTU NOCne co3aaHnst BceX HeobxoaMMbix nonb3oBaTenen):
/etc/passwd

12) CMMBOSIMYECKMX CCbINOK Ha CKpUNTbI AN1s 3anycka cny6 B katanorax:

/etc/rc*

13) KOH(pUrypauMoHHoro anna, onpeaensaroLwero nepedyeHb TepMUHarNnoB, ¢ KOTOPbIX
cynepnonb3oBaTeflb root MOXET permcTpupoBaTbCs B CUCTEME:

/etc/securetty

14) KoHUrypaumoHHoro canna, onpegensoLLero nepeyeHb permnctTpupyembolx o6onodex
B OC:

/etc/shells

15) kOHdUrypaunoHHoro gpanna, cogepxallero 3Ha4eH1st napameTpoB aapa:
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/etc/sysctl.conf

16) mogynewn sagpa, Bxoaawmx B nogcuctemy 6esonacHoctn PARSEC:
/lib/modules/*/misc/digsig verif.ko
/lib/modules/*/misc/parsec.ko
/lib/modules/*/misc/parsec-cifs.ko

17) PAM-mogynen B kaTarnore:
/lib/security/pam

18) cuCTEMHbIX UCNOMHAEMbIX annos B Katanore:
/sbin/

19) ncnonHaembIX hannos B KaTanorax:

/bin/

/sbin/

/usr/bin/

/usr/sbin/
9.5. CepBM1C 3NeKTPOHHOM NoanNUucH

BO3MOXHOCTb CO34aHMA U MPOBEPKN YCUNEHHOW KBanNUULMPOBAHHOW 3M1EKTPOHHOMN
nognucu (cepeuc anekTpoHHon nognucu (C3I)) obecneymBaeTcs NCNOMb30BAHMEM KOMMNEKca
nporpamMm 3awuLieHHON rpacpnyeckon NogcncTeMsl U Naketa OPUCHbIX NPOrpaMmm, UHTErpPUpPoO-
BaHHbIX C LOMNOMHUTENBHO YCTaHaBnNnBaeMbiMu cepTudmumpoBaHHeiMmn ®CB Poccumn cpeacteamum
Kpuntorpadgudeckon 3awmntbl nHpopmaumm (CK3W), npegHasHaveHHbIMU Ang 3awwmTbl MHpopma-
LUK, He codepXallen ceeeHusi, COCTaBnsoLwme rocyqapCTBEHHYIO TalHy.

BHUMAHUE! C3Il1 npegocraBnsieTcsa nporpaMmmamMm, yHKLUMOHUPYHOLLMMU B YCIOBUAX
NONUTUKN pasrpaHnUYeHnss OCTyna, He gonyckawuwen ux npumeHeHne cosmectHo ¢ CK3U B
pexunme o6paboTkn cBeAeHUI, COCTaBNSAOLWMNX FOCYAAPCTBEHHYIO TalHy.

BHUMAHMUE! 3Gkcnnyataumna CK3W B coctaBe MHOOPMAaLMOHHbLIX CUCTEM AOSMKHA OCY-
LLIEeCTBNATLCA B COOTBETCTBUM C NpaBunamu nonb3oBaHms CK3W n ykasaHnamu, onpegeneHHbIMu
B dhopmynsipe (Unn MHbIX 3KCNyaTaumoHHbIX AoKymMmeHTax) Ha CK3W.

C3I1 obecneunBaeT co3naHne n nposepky AN anekTpoHHbLIX JOKYMEHTOB B COOTBET-
cteum ¢ TOCT P 34.10-2012 cpeactsamu ceptudmumpoBaHHbix CK3N.

[ononHutenbHas nHdopmaums o HacTponke OC n CK3WM ons coBMECTHOro MUCnosb-
30BaHus, a Takke BapuaHTbl peannsaumn oTaernbHbIX peleHu npusegeHsl Ha oduunanbHOM

nHpopmaumnoHHom pecypce paspabotumka OC https://wiki.astralinux. ru.

) OnekTpoHHas noanuce (B cooteeTcTBUM ¢ Ne 63-®3 ot 06.04.2011) — MHOPMAaLMS B 3NEKTPOHHOI hopme, KoTopasi
npucoeguHeHa K opyrovi MHpopmaLum B anNeKTPOHHON hopme (nognucbiBaeMon MHpopmaLuum) unm nHeiM obpasom
CBsi3aHa C Takon MHdpopmaLumen n koTopast UCnonb3yeTcs AN onpeaeneHus nuua, NognucbiBatoLLero HopmaLmio

(ABNsETCA IOPUAMNYECKN 3HAYMMON).
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9.5.1. NMpnHUMN PyHKLNOHUPOBaAHUSA

C3I1 obecnevnBaeTcs COBOKYMHOCTbO COBMECTHO (PYHKLMOHUPYIOLWNX NPOrpamMMHbIX
komnoHeHToB OC:

- fly-csp-cryptopro — NporpamMHbI MOAYIb, peanuayowmnin OyHKUUIO co3gaHna u

nposepku 3;"

- libreoffice-astracsp-plugin — paclumpeHne naketa OMUCHbIX MNporpamMmm

LibreOffice;

- MeHemxep pannoB £ly-£fm;

- naket oducHblx nporpamm LibreOffice.

HenocpeacteeHHoe B3anmogencteme ¢ CK3U (bopmmpoBaHmne ynpaBnsatoLwmx KoMaHz,
nony4veHne n otobpaxeHne pesynsrata pabotel CK3U ¢ ncnonb3oBaHMem nporpammbl cryptcp)
OCYLLEeCTBNSAET nNporpaMmHbI Moaynb £ly-csp-cryptopro.

MeHemxep pannoB fly-fm u pacwumpeHne naketa OQUCHbIX nNporpamMmm
LibreOffice libreoffice-astracsp-plugin B3auMOOEWCTBYKOT C MPOrpaMMHbIM MoAy-
nem fly-csp-cryptopro 1 He B3anMOAENCTBYIOT HenocpeacTBeHHo ¢ CK3.

MakeT odmcHbIx nporpamm LibreOffice B3anmogencTByeT ¢ paclumpeHmem naketa oguc-
HbIX nporpamm LibreOffice 1ibreoffice-astracsp-plugin U He B3anMOAENCTBYET Heno-
cpeactBeHHo ¢ CK3U.

B npouecce dyHkumoHnpoBaHus CII1 ocyLecTBNAETCA BbI30B NEPEYNCHEHHbIX B [9.5.5
nporpamm n3 coctaa OC gns npeaBapuTeNnbHOrO NPOCMOTPA ANEKTPOHHbBIX AOKYMEHTOB, (DOPMU-
pytoTca ynpasnstowme komaHabl ons CK3U ¢ uenbto BbidoBa OyHKUNN NPOBEPKN UN CO3AaHNUSA
Oll, ocywecTBnsaeTcst oTobpakeHne noy4yaemoro B pesynbraTte BbiNOSfIHEHNS Bbl3blBAaeMbIX (PYHK-
UMK pesynerarta.

O6paLeHne kK nporpaMMHOMy Moaynto £ly-csp-cryptopro OCYLWEeCTBNASETCH:

- MeHemkepoMm dannoB £ly-£fm (C MCNOMb30OBAaHMEM COOTBETCTBYIOLLEro MyHKTa KOH-

TEKCTHOrO MEHH0);

- nonb3oBaTenem nyTemM MHTEPaAKTUBHOMO 3anycka NPUNOXeHUsi C UCMONb30BaHNEM OC-

HoBHOro meHto OC («YTunutbl — Co3gaHne u npoBepka 3NEeKTPOHHON NOAMUCKY );

- pacwupeHnemM naketa ogpucHbix nporpamm LibreOffice, 3anyck koToporo nHnummnpy-

eTCsa nyTem Bbl30Ba NOSb30BaTENIEM COOTBETCTBYHOLLErO MyHKTa MEHI rpadnyeckoro

nHTepdenca naketa ogucHolx nporpamm LibreOffice;

- NMpVKNagHbIM NporpaMMHbiM obecneyeHneM 3anycka Ha BbINONHEHNE NPOrpPaMMHOro

mMoaynsa £ly-csp-cryptopro C COOTBETCTBYHOLLMMM NapamMeTpamu.

) 3peck 1 Janee B kayecTse Npumepa NpuBeeHo onncaHne B3anmogenctans ¢ CK3M «Kpuntolpo CSP».
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9.5.2. YcnoBusi npuMeHeHus

B kavyectBe CK3W paspeluaetcs ncnonb3oatb Torbko Kpuntollpo CSP Bepcumn 5.0 R2.
CK3W gomkHO ncnonb3oBaTtbcs B ucnonHeHmn 1-Base nnu 2-Base.

CK3UM Kpuntollpo CSP B ncnonHeHun 2-Base [omKHO MCNonb3oBaTbCs C annapaTHo-
nporpamMmMHbIM Moayrnem gosepeHHon 3arpysku (ANMMO3).

Mpun akcnnyatauun CK3W Heobxogmmo cobniogate TpeboBaHUS U peKoMeHOauumn aKCnny-
aTaumoHHon gokymeHTtauumn Ha CK3W, B yacTtHoCcTn TpeboBaHMs NO 3awmTe OT HECAHKLUMOHUPO-
BaHHOroO A4OCTyna u no kpuntorpadunyeckon 3awuTe, a Takke TpeboBaHMs N0 NoaaepPXXMBaeMbiM
CK3W annapaTtHo-nporpammMHbiM nnatgopmam. B yactHocTn, npu ncnonesosaHum C3l1 co BCTpo-
eHHbIM CK3U Heobxoaumo npoBegeHue npoBepkn nporpammHoro obecneyvenus BIOS BBM, Ha
KoTopbIX npegnonaraetcs yHkumoHnpoaHme CK3UM n C3l1, Ha cooTBeTCTBME METOANYECKUM
pokymeHtam ®CB Poccum B obnactu nccnegoBanum nporpammHoro obecneyenms BIOS.

KoHTponb uenoctHoctn CK3U 1 C3I aomkeH BbINOMHATLCA C UCMONb30BAHNEM MEXaHU3-
Ma 3aMKHYTOW nporpammMmHon cpeabl OC unm ¢ Mcnonb3oBaHMEM CTaHOAPTHbLIX CPeaCcTB KOHTPONS
uenoctHocTu Kpuntollpo CSP.

MepeveHb kKomnoHeHTOB C3I1, nognexawmx KOHTPOMNIO LEeNOCTHOCTH:

- NporpaMmmHbIn Moaynb fly-csp-cryptopro;

- pacwupeHune libreoffice-astracsp-plugin.

MepeyeHb komnoHeHTOB CK3W, noanexalimx KOHTPOSO LIEeNOCTHOCTU, NPUBEAEH B 3KC-
nryataymMoHHON aokymeHTaummn Ha CK3W.

MogpoBHbIN NOPSAOK HACTPONKN MeXaHU3Ma KOHTPOSS LLeNOCTHOCTM ONUCaH B 3KCnsyaTa-

LMoHHON aokymeHTaumm Ha OC n ncnonbsyemoe CK3U.

9.5.3. YcTtaHoBKa

MeHepxkep pannoB £ly-£fm 1 naket opucHbix nporpamm LibreOffice ns coctasa OC
yCTaHaBNMBaKTCA B COOTBETCTBUMN C IKCNNyaTaumMoHHon gokymeHTauuen OC.

[nsa ucnons3oBaHnsa C3IM oONONHUTENBHO B cUCTEME A0MKHbI BbITb YCTaHOBMEHBI cneay-
loLLMEe NPOrpaMmMHbIe KOMMOHEHTLI 13 coctaBa OC:

- nporpaMmmHbIi Moaynb fly-csp-cryptopro;

- pacwupeHue libreoffice-astracsp-plugin.

[na ycTaHOBKM NpOrpaMMHOro Mogymnsa u paclumpeHus HeobxogMmo B TepMuHarnie nocrie-
A0BaTeribHO BLINOMHUTL CreayowmMe KoMaHabl OT UMEeHU agMUHUCTpaTopa:
apt update
apt install fly-csp-cryptopro
apt install libreoffice-astracsp-plugin

MporpammHbIn Moaynb £ly-csp-cryptopro obecneumBaeT npegocrasneHne CIl us

N3 OCHOBHOIO MEHI0 1 rpadpnyecKoro uHTepdenca meHemkepa gamnos £ly—£fm.
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MporpammHbIn Mogynb fly-csp-cryptopro pa3paboTaH Ha A3blke NPOrpaMMnpoBaHus
Python Bepcun 3 1 Bknio4aeT B CBOW COCTaB:

- OCHOBHOWM hann nporpammbl /usr/bin/fly-csp-cryptopro;

- AOMONHUTENbHbIE dransnbl n BmnbnunoTeku B KaTanorax

/usr/lib/python3/dist-packages/astra_csp_cryptopro 7]

/usr/lib/python3/dist-packages/astra_csp_cryptopro-0.1.0.egg-info;

- KOH(pUrypauuoHHbln pann /etc/astra-csp-cryptopro/fly-csp-cryptopro.conf

- ApnblK And 3anycka /usr/share/flyfm/actions/fly-csp-cryptopro.desktop.

Mpwn ycTtaHoBKke nporpamMmmHoro moayns fly-csp-cryptopro NpoBOAMTCS MpoBepka
HanMumMa B MHPOPMAaLMOHHOW CUCTEME YCTaHOBMEHHOro nporpamMmmMmHoro obecrnedyeHmss CK3U un
odumcHoro naketa LibreOffice.

PacwupeHne libreoffice-astracsp-plugin obecnevnBaer npegocrtaeneHne CII1
n3 rpadmyeckoro nHTepdenca nakera ocdpucHolx nporpamm LibreOffice B npouecce paboTkl ¢
3NEKTPOHHbIMU AOKYMEHTaMM.

lNocne yctaHoBKkM pacwmpeHna libreoffice-astracsp-plugin npoBoanTCA Mpo-
Bepka Hannuus B MHAPOPMALUMOHHOM CUCTEME YCTaAHOBMEHHOIMO MPOrpamMMHOro MoAyns
fly-csp-cryptopro.

KoHurypaumoHHblt pann /etc/astra-csp-cryptopro/fly-csp-cryptopro.conf CO-
OepPXuUT criegytolimne napameTpbl:

1) mMakcMmanbHO AonycTumbii Ans npegoctaeneHnst COlN ypoBeHb KOHMaeHUManbHo-

cTu:

MaxMacLevel=1

2) agpec UCTOYHMKA NOMyYeHUs JOBEPEHHOIO BPEMEHN:

TimeAddress=http://gs.cryptopro.ru/tsp/tsp.srf

3) MakcnmanbHoe BpeMsi OXXuAaHUs BbINOnHeHus 3anpocos K CK3W:

MaxCspTimeWaiting=30000

4) nepeyeHb paclIMpeHnin hannoB SNEKTPOHHbLIX JOKYMEHTOB, AS151 KOTOPbIX paspeLueHo

npegoctasneHne CITl:

FileExtensionsEnabledForSigning=.pdf, .png, .jpg, .html, .xml, .txt,

.odt, .ods, .odp, .odg, .doc, .xls, .ppt, .docx, .xlsx, .pptx

5) otkntoveHue (off) nnu BroyeHne (on) OENCTBUSA NEPEYHs, 3a4aHHOIO B NYHKTE

nepeyncneHus:

EnableFileExtensionFilterForSigning=on

Mo ymonyaHuio 3agaHo 3HayeHue on. YCTaHOBKA 3Ha4YeHUd of £ AONYCKaeTCHa TONbKO

AN uenen TeCTUpoBaHus N anpobaunm TEXHUYECKUX peLleHnin ¢ npumeHeHmnem COl1 B

MH(POPMAaLIMOHHOWN CUCTEME;
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6) nepedyeHb Mime-TMnoB GannoB ANEKTPOHHbLIX JOKYMEHTOB, ANSA NPOCMOTPa KOTOPbIX

OyneT npoBegeHa npensapuTenbHaa KOHBepTaumst BO BpeMeHHbIn dpann popmaTa pdf:
PdfConversionMimeTypes=application/vnd.oasis.opendocument.text, \
application/vnd.oasis.opendocument.spreadsheet, \
application/vnd.oasis.opendocument.presentation, \
application/vnd.oasis.opendocument.graphics, \

application/msword, \

application/vnd.ms-word, \

application/vnd.ms-excel, \

application/vnd.ms-powerpoint, \
application/vnd.openxmlformats-officedocument.wordprocessingml.document, \
application/vnd.openxmlformats-officedocument.spreadsheetml.sheet, \
application/vnd.openxmlformats-officedocument.presentationml.presentation, \

text/plain

B cnyyae, ecnm mime-Tun BbIGpaHHOrO panna 3NEKTPOHHOro [OOKYMEHTa BKItO-

YeH B CMNWUCOK, onpedeneHHbIn B KOHUrypaumoHHoMm danne B napameTpe

PdfConversionMimeTypes, byaeT npoBeaeHa npeasapuTenbHas KOHBepTaumsa danna

SNEKTPOHHOro JOKYMeHTa B (hann popmaTa pdf.

BHUMAHMUE! BHeceHue N3MeHeHU" B KOHUrypaLNOHHbLIN dann
/etc/astra-csp-cryptopro/fly-csp-cryptopro.conf AOMKHO ©ObiTb paspeLlleHo
TONbKO MOSIb30BaTESNO C NpaBaMn agMmHucTpaTopa. [JobaBneHne B yKasaHHbIA dann mime-
TUMNOB, OTSIMYHBIX OT MNepevncrneHHblX, 6e3 npoBefeHNA OOMNOMHUTENbHbBIX UCCNeaoBaHUN

3arpeLleHo.

9.5.4. Ucnonb3oBaHMe Ha HEHYNIEBOM ypoOBHe KOH(puaeHUnanbLHOCTH

BHUMAHMUE! Mpn HeobxogmmocTn yctaHoBkM U npumeHeHus C3IM n CK3U B cocTa-
BE aBTOMAaTM3MpPOBaHHbIX cucTeM, obpabaTbiBalomx MHPOPMaLMIO, CoaepXKalLllyo CBeAEeHUS,
COCTaBNALLNE rOCyAaPCTBEHHYO TanHy, NOPSOOK MX UCMOMb30BAHNSA HA Pa3HbIX YPOBHSIX KOH-
duaeHUnanbHOCTU OOMKeH ObITb BKIIHOYEH B COCTaB MHCTPYKUMKM NO 3awuTe mHdopmauuu,
noanexawen cornacoBaHUIO CO CTPYKTYPHbIMU NoapasaeneHnamm obbekta nHopmMmaTmsaumm,
OTBETCTBEHHbLIMU 3a 3aLUTy rocyaapCTBEHHOW TanHbI K akcnnyaTauunio CK3W.

Mo ymon4yaHuio CK3W He HacTpoeHo Anst paboTkbl ¢ HEHYNeBOW MeTkon 6esonacHocTu. [Ans
BO3MOXHOCTU ucnonb3oBaHnss CK3W B ceccumn nonb3oBaTtens ¢ HEHYNEBON METKON 6e3onacHoCTH
Heo6XoaAMMO COOTBETCTBYIOLLMM 06pa3oM HAacTPOUTb paboTy C XpaHUNULLEM CEPTUUKATOB.

BHUMAHMUE! Pabota CK3W 3anpeLlueHa Ha YpOBHSX KOHUAEHUMANbHOCTU Bhile nep-
Boro. B cnyyae, ecnn HacTpownka orpaHmyeHnsa pabotsl CK3W He BbiNnosiHEHa Mnu BbINONHEHA
HEKOPPEKTHO N He obecneunBaet 3anpet paboTbl CAMN n CK3UM Ha ypoBHSAX Bbille NepBOro,

AanbHenwas SKcnnyartauuna OBM Ha YPOBHAX KOH(*)I/I,EI,eHLI,I/IaJ'IbHOCTVI BblLLE NMepBoOro 3anpeLwieHa.
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[Ona orpaHnyeHna pabotbl CK3M Ha ypoBHAX KOHMPUAEHLMANbHOCTU BbIE MEPBOrO
cnegyeT nog ydeTHOM 3anncbio aiMUHUCTPATOpPa BbINOSTHUTL cnegyowmne 4eNCTBUSA:

1) cgenatb xpaHunuuwe ceptudgukatos MY, CA, ROOT gocTynHbIM nonb3oBaTento U3 cec-

CWI Ha HYNeBOM 1 NepBOM YPOBHE KOH(pMAEHUMANbHOCTU, 115 Yero B KOHUrypaLMOHHbIN

davin /etc/parsec/mlinks B KOHLUEe J06aBUTb CNeayoLLyto CTPOKY:

/var/opt/cprocsp/tmp /var/private/tmp/cprocsp 1777

2) cospartb Katanor /var/private/tmp/cprocsp M HasHa4uTb Npasa AoCTyna K Hemy:

sudo mkdir /var/private/tmp/cprocsp

sudo pdpl-file 1:0:-1l:ccnr /var/private/tmp/cprocsp

sudo chmod 1777 /var/private/tmp/cprocsp

B cooTtBeTcTBMM C yka3aHHOW koHpurypaumen CK3UM He Byoet paboTaTb Ha YpOBHAX

KOH(pnaeHUMansHOCTU Bbllle NepBoro;

3) B pamne /usr/lib/parsec/systemd/parsec_systemd init B QYHKUMIO

clear_private nepeg rm -f ... fo6aBuUTb CTPOKM:

if [[ "$d" =~ ~/var/private/tmp/cprocsp/* 11;

then continue;

fi

BHUMAHMUE! [Insa koppekTHon paboTbl CK3M B ceccumn ¢ HEHyneBbIM YPOBHEM KOHMU-
AeHUMnanbHOCTK BCA Lenoyka ceptudumkatoB (ceptudpmkar YL, ceptudmkatsl napTHEPOB U T.4., B
T. 4. cepTuukaTbl, yKkasaHHble B IM4HOM cepTudumkate B nonax AlA n CDP) gormkHa XxpaHUTbCA
Ha KoMnbloTepe, rae yctaHosneHo CK3U.

BHUMAHMUE! [Jo6aenatb cepTudmkaTbl B XpaHUnumwe ceptugukaTtoB Heobxogmmo Torb-
KO M3 Ceccum Ha HyneBOM YPOBHE KOH(pUOEHUMANbLHOCTH.

Ecnu cepTudmkat ¢ KOHTENHEPOM KITHOYEeN XPaHUTCH Ha CMapT-KapTe WUnn TOKeHe, TO
npeaBapuTerbHO cregyeT HacTpouTb CnyXby pcscd ang paboTbl HA HEHYNEBOM YPOBHE KOHU-
AeHumansHocTh. [Ina aToro Heo6xoamMMmo:

1) Ans 3anycka cnyx6bl pcscd ¢ HEHYNIEBOM METKOW ©e30nacHOCTU OTpeaakTMpoBaTh

dann /1lib/systemd/system/pcscd. service, NnpuBens ero K Buay:

[Unit]

Description=PC/SC Smart Card Daemon

#Requires=pcscd.socket

[Service]

ExecStart=/usr/sbin/pcscd --foreground
ExecReload=/usr/sbin/pcscd --hotplug
CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK

4.71



129
PYCB.10152-02 97 01-1

[Install]

#Also=pcscd.socket

WantedBy=multi-user.target

2) OT UMEeHN agMUHUCTpAaTopa BbIMOJTHUTb KOMaHObI:

sudo systemctl daemon-reload

sudo systemctl disable pcscd.socket

sudo systemctl restart pcscd.service

sudo systemctl enable pcscd.service

3) nocne nepesanycka cnyxbbl pcscd NPOBEPUTb, YTO €N NPUCBOEH AOMNOMHUTESbHbIN

MaH,ElaTHbIVI anI/I6yT ehole, ANd 3TOro BbIMOMHUTbL KOMaHAay:

sudo pdp-1ls -Ma /var/run/pcscd/pcscd.comm

PeayanaT BbINOJTHEHNA KOMaHAbl O0JTXKEeH ObITb CJ'Ie,D,yIOUJ,I/II7I2

srw-rw-rw-m-- 1 root root Ypomenwb_0:Huskumn:HeT:ehole
/var/run/pcscd/pcscd. comm

B crny4vyae ecrn B pedynbraTte BbINONIHEHNA KOMaHAbl HE YKa3aH ﬂ,OI'IOJ'IHVITGJ'IbeIVI MaHOaT-

HbI aTpnbyT ehole, cnegyeT yaanuTb pcscd. comm KOMaHLOMW:

sudo rm -r /var/run/pcscd/pcscd.comm

M nepes3arpy3ntb KOMMbHOTEP.

9.5.5. NMpocMOTp 3NEeKTPOHHOro AOKYMeHTa

Busyanusauusa npm cosgaHmm n npoBepKe anekTpoHHOW noanuncu npu pabote CII1 BbI-
MOSHSIETCH C UCMONb30BaHNEM NPOrpaMMHbIX CPeacTB, BKOYeHHbIX B coctaB OC. OTtobpaxaeTtcs
npeaBapuUTENbHbBIA NPOCMOTP 3MEKTPOHHbIX AOKYMEHTOB, XpaHALWMXCH B dpannax crnegyrowmx
dopmaTos:

1) *.pdf (nporpamma npocmotpa: Okular);

2) *.png, *.jpg (Nporpamma npocMoTpa: gwenview);

3) *.html, *.xml (nporpamma npocmoTpa: 6paysep Firefox).

[ns npegBapuTenbHOro NPOCMOTPA AMNEKTPOHHbLIX JOKYMEHTOB, XpaHsALWMXCS B hannax
dopmaToB .txt, .odt, .ods, .odp, .odg, .doc, .xls, .ppt, .docx, .xlsx,
.pptx, OCYLLECTBNAETCH UX aBToMaTu4eckas npegsaputensHas KoHBepTaumnsa B popmar * . pdf
nyTem Bbl30Ba cpeacTsB 13 naketa ocucHblx nporpamm LibreOffice n otobpaxeHne nonb3oBartento.

lNepeyeHb mime-TMNoB dansnos, npegnonaratowmnx 4 NpocMoTpa npeaBapuTernbHYHO
KOHBepTauuo B dpopmaT *.pdf, 3agaetca B KOHPUrypaunMoHHOM dpanne B COOTBETCTBUM C
onucaHuem B v npvBeaeH B Tabnuue 39

Taobnuuya 39

Mime-Tun canna Onuncanune

text/plain TeKCToBbIN LOKYMEHT * . txt
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OkoHyaHue mabnuub! 39

Mime-tun cdanna Onwncanune

application/vnd.oasis.opendocument.text TekcToBbIV OKYMEHT * . odt

application/vnd.oasis.opendocument.spreadsheet OnekTpoHHas Tabnuua * . ods

application/vnd.oasis.opendocument.presentation | lNpeseHTauus *.odp

application/vnd.oasis.opendocument.graphics padmyecknit JOKYMEHT * . odg
application/msword TeKCTOBbIV JOKYMEHT * . doc
application/vnd.ms-word TeKCToBbIN LOKYMEHT * . doc
application/vnd.ms-excel OneKkTpoHHasa Tabnuua * .x1s
application/vnd.ms-powerpoint Mpe3eHTaumsa * . ppt

application/vnd.openxmlformats-officedocument.

. TeKkcToBbIN OKYMEHT * . docx
wordprocessingml.document AOKY

application/vnd.openxmlformats-officedocument.

OnekTpoHHasa Tabnuua * . x1sx
spreadsheetml. sheet P H

application/vnd.openxmlformats-officedocument.

MpeseHTaums * .pptx
presentationml.presentation P H 125

9.5.6. lNpoBepka ypoBHA KOHMAEHLMANbHOCTU CeaHca

B uensax ncknioveHms ncnonb3oBaHnss CK3W npu o6paboTke nHopmaumm, cogeprallen
cBefeHVs1, COCTaBMsLLME rOCYAapCTBEHHYIO TarHy, nepen Havyanom paboTbl BbINOSHAETCS Npo-
Bepka gonyctumoro anga npegoctasneHna C3OIN ypoBHA KOHUAEHUMANbHOCTU NyTEM CPaBHEHNUS
YPOBHSI KOHPUAEHUMNANBHOCTM CeaHca TeKyLero nonb3oBartenst ¢ MakCMMasnbHO AOMYCTUMbIM
3HavYeHneM, 3aaHHbIM B KOHUIypaunoHHOM anse.

MakcumanbsHo [OonyCTUMBbIN ans npegocTtasneHus can ypo-
BEHb KoH(bmnaeHumanbHOCTH 3apaetcs B KOH(pUrypaumoHHoOMm danne
/etc/astra-csp-cryptopro/fly-csp-cryptopro.conf napamerpom MaxMacLevel.
MpenBapuTenbHO YCTaHOBMIEHHOE 3HadYeHue MaxMacLevel=1 U MOXeT OblTb WU3MEHEHO
agMuHucTpatopoMm 6esonacHocTu. [lonuTukon ynpasreHns LOCTYNOM W OpraHu3auMOHHO-
pacnopsaguTeribHbIMM  JOKYMEHTaMM MO 3awmTte uHpopMauun obbekTa uHdopmaTusauuun
(o6bekTa BbIMUCNUTENBHON TEXHWUKWN) OOMMKEH OblTb NPeayCMOTPEH SIBHbIN 3anpeT BHECEHUA
N3MEHEHU B KOHMUIypaunoHHbI dann nbbiMU Nonb3oBaTensdaMm, 3a UCKIIYEHNEM OTBET-
CTBEHHOrO 3a 3alWuTy MHGOpMaLMK agMUuHUCTpaTopa 6esonacHoCTH, 3apermctpmuposaHHoro B OC
Kak NpMBUIIErMPOBaHHbIN NOMb30BaTENb.

B cnyyae, ecnu ypoBeHb KOH(pMAEHUNanbHOCTM TEKYLLLEro ceaHca nosib3oBaTens npeBbl-
LaeT MakcuMasibHO 4ONYCTUMBIN, NPOrpamMMHbIN Moaynb f£ly-csp-cryptopro BblgaeT coob-

LeHne o6 owmbke 1 3aBepLUaeT CBOK paboTy.
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10. HAODEXXHOE ®YHKUMOHUPOBAHUE

10.1. BoccTtaHoBneHue OC nocne c6oeB 1 OTKa3oB

OCHOBHbIMU MpUYMHaMK HapyLeHna npouecca yHkumnoHunposaHua C3W OC aenstoTcs
cbon obopynoBaHus, npueBealumne K pasnuyHbim nospexgeHnam OC. K TakoBbiIM OTHOCATCS:
cbou aneKkTponuTaHus, NOBPEXAEHUA HOCUTENEN MHAOPMaLUN (KECTKUX OUCKOB), NOBPEXAEHUSA
coeavHUTENbHbIX Kabenen.

B npouecce nepesarpy3ku nocrne c6osa OC aBTomaTUYeCKM BbINOMHUT NporpamMmmy npo-
Bepku n BocctaHoBneHns ®C — fsck. Ecnun nospexaeHns ®C okaxyTcs He3HaYUTENbHbIMU, TO
ee BbIMOSTHEeHUsA JOCTaTOYHO Ans obecneveHuns LenoctHoctn OC.

B cny4ae obHapyxeHus cepbesHbix nospexaeHnn ®C gaHHas nporpaMmma MOXeT npea-
NOXUTb Nepes3arpy3nTb KOMNbIOTEP B O4HOMOMb30BaTENBCKUN PEXUM U MPOU3BECTU 3aMycK Npo-
rpammbl £sck Bpy4YHY0. ADMUHUCTPATOP, KOHTponupyowmin npouecc 3arpyskm OC, nocne cbos
AOMKeH crefoBaTh MHCTPYKUMAM, BbldaBaeMblM nporpammon £sck. OnucaHue nporpaMmmbl npu-
BegeHo B man fsck.

Mocne 3aBepLieHus 3arpyskn OC cnegyeT NpoBepuTb LENOCTHOCTb PanoB C NOMOLLbIO
nporpamMmmbl KOHTPONSA LENOCTHOCTU. Ecnu B pesynbraTte NpoBepKN HauayTCs NOBPEXAEHHbIE UMK
n3MeHeHHble (annbl, 0COBEHHO B kaTanore /etc n ero nogkartanorax, To cnegyer BOCCTAaHOBUTb
noBpexaeHHble dpannbl C pe3epBHON KOMUMU.

Ecnu cboi npuBen K BbIXoQy M3 CTPOS XXECTKUX AUCKOB, TO CrieayeT 3aMeHUTb BbllleLlee
n3 ctposi obopygosaHue n nepeycraHosutb OC ¢ DVD-gucka ¢ guctpmbyTmBom, a Nonb3oBaTerb-
CKMe AaHHble BOCCTAHOBUTb C pe3epPBHOM KOMUU.

Mocne cepbesHoro nospexaeHus OC, koraa KOMMNbOTEP HEBO3MOXHO nepesarpy3uThb,
CyLlecTByeT BO3MOXHOCTb BOCCTaHOBNeHUs 6e3 nepeycraHoBkmn OC. [Insa atoro HeobxoanMmo:

1) yctaHoButb DVD-aunck ¢ guctpubytmeom OC B ycTponcTBO YTeHMs DVD-guMcKos;

2) 3arpy3unTtb nporpammy yctaHoskn OC ¢ DVD-gucka;

3) B OKHE NPUBETCTBUSA NPOrpamMmMbl YCTAHOBKWU BbIOpaTh SA3bIK YCTAHOBKM (PYCCKUIN MK

aHITIMACKNN);

4) B OKHe NpMBETCTBMS NPOrpamMmMbl YCTaHOBKM BblOpaTh «PexXumM BOCCTaHOBNEHNS;

5) B okHe «[!! ] JluueH3una» noaTBepamTb corfnacme ¢ JIMUEH3UOHHbIM CorfalleHneMm;

6) B okHe «[ ! ] HacTponka knasuaTypbl» BblbpaTb HACTPOMKM NEPEKIOYEHNS packnaaku

KnaBuaTypbl, NOCre Yero NnporpaMmon ycTaHoOBKM ByaeT BbinonHeHa nposepka obopyao-

BaHUSA U NepBMYHas 3arpyska nporpamm;

7) B OkHe «[!] HacTpowika ceTu» 3agatb MMSA KOMMboTEPA (MOXHO YKa3aTb NPOU3BOSbHOE

NMS KOMMblOTEPA, HAaCTPONKKN BoccTaHaBnmBaemon OC He n3MeHsTcs);

8) B okHe «[ ! ] HacTpoiika BpeMeHu» BbibpaTb YacoBOW MOSC;
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9) B OkHe «[ ! ! ] BonTun B pexxum BOCCTAHOBIEHUNAY NOCHELOBATENbHO BbINOMHUTL Crieay-
oLune waru:
a) BblbpaTb NYHKT «He ncnonb3oBaTb KOPHEBYIO PaNOBYIO CUCTEMYY;
0) BbIOpaTb CreayroLLy0 onepaumio pexnma BOCCTaHOBNEHNS: «3anyck 000MnoYku B
paboyen cpene nporpaMmMbl YCTAHOBKNY;
B) HaxaTb Ha KHONKy [<Mpoaonxkutb>].
BygeT BbINOMHEH Nepexoq B peXnumM KOMaHOHOW CTPOKM Nog ynpasneHvem siapa, 3arpy-
>keHHoro ¢ DVD-gucka;
10) onpegenuTb MMSA pasaena, B koTopbi 6bina yctaHosneHa OC, ans aToro BbIMOMHUTL
KOMaHAy:
blkid
Ha akpaHe MoHWUTOpa AomKHa NOABUTLCA MHpOpMaLmMsa O pasfenax XecTkoro avcka (ecnu
B pe3ynbraTe BBOAA KOMaHAbl Ha 3KpaHe MOHUTOpPA HET MHpopMaLmm O pasgenax aucka,

TO noBpexgeHums CIMMKOM CepPpbe3Hbl U HeobxogumMa nonHas nepeycraHoBKa CI/ICTeMbI).

Mpumep

BbiBOA BbinonHeHUs kKomaHabl blkid

/dev/sdal: UUID="bc485787-ef37-431c-8c8b-401055066c99" TYPE="ext4"
PARTUUID="9492e90e-01"

/dev/sdab: UUID="e8987cad-eel6-427a-a768-a%aa896b048c" TYPE="swap"
PARTUUID="9492e90e-05"

/dev/sr0: UUID="2021-06-11-12-41-04-00" LABEL="Astra Linux"
TYPE="1s09660" PTUUID="66c613b0" PTTYPE="dos"

B npuBegeHHom npumepe OC 6bina yctaHoBneHa B pa3gen /dev/sdal;
11) 3anycTUTb aBTOMaTUYECKYO NPOBEPKY M BoccTaHoBNeHne ®C, BbINOMHMB KOMaHAY:

fsck.extd -p -f -c /dev/<umsa pazgena>

Mpnumep

BbIBO,CI, BbINONHEHUA KomaHabl £sck

/dev/sdal:Updating bad block inode.

/dev/sdal:318177/2297456 files (0.2% non-contiguous), 4157309/9186816
blocks

12) nocne nNpoBepkn HaxaTb KoMOuHauuio knaesuw <Ctrl+D> n nseneys DVD-guck ¢
anctpubytuesom OC un3 yctponcTtea yteHns DVD-guckos;
13) B okHe «[ ! ! ] BonTn B pexmm BOCCTaHOBNEHUs» BblbpaTb NYHKT «llepesarpyska

CUCTEMbI».
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10.1.1. Komnnekc nporpamm Bacula

Bacula obecneunBaeT nogaep)xKy CoOXpaHeHusi pacluMpeHHbIX aTpubyToB KaTanoros n
¢annos n, Npu He0BXoANMOCTH, UX NOCneayrLee BOCCTaHOBMNEHNE.

OnucaHue komnnekca nporpamm Bacula, a Takke ero yctaHOBKM 1 HAaCTPOWKK NPUBEAEHO
B gokymeHTe PYCB.10152-02 95 01-1.

BHUMAHMUE! [1nsa BocctaHoBneHus oobektoB PC ¢ yCTaHOBNEHHBIMW MaHAATHbIMK aT-
pnbytamm Heobxoanmo 3anycTuTb KOHCOSb ynpaeneHus Bacula ¢ PARSEC-npusunernen 0x1000
(PARSEC_CAP_UNSAFE_SETXATTR). NpuBunerns moxet 6biTb NofyyYeHa C UCMNONb30BaHMEM
YTUNUTbI execaps:
sudo execaps -c 0x1000 -- bconsole

BHUMAHMUE! Nocne BoccTtaHoBNeHus o6bektoB PC ¢ yCTaHOBNEHHbIMWU MaHOAATHLIMU
aTpubytamm HeobxoaMMO BbINOMHUTL NepeMoHTUpoBaHne C, B KOTOPOW BOCCTaHABIMBANUCh

06bekTbl, unu nepesarpy3ntb OC.

10.1.2. YTunuta apxmBupoBaHusa tar

BHUMAHUE! Pa6oTta ¢ maHgaTHbIMK aTpubyTamun n atpubytamm aygurta npu UCnosib-
30BaHWM PasnNUYHbIX YTUMUT CO30aHUSA pe3epBHbIX KOMnui TpebyeT NCnonb3oBaHNA napameTpoB
COXpaHeHMs pacLUMpeHHbIX aTpubyToB (Kak npaBuno Buga —xattrs).

BHUMAHMUE! [1na BoccTaHOBNEHUA MaHOaTHLIX aTpubyToB hansioB U3 pe3epBHbIX KOMUI
Heo6X0AMMO OT MMEHWN YYETHOM 3annUcy agMUHUCTPATOpPa BbINOMHUTL KOMaHAY:
sudo echo 1 > /parsecfs/unsecure_setxattr

BHUMAHMWE! [1na BoccTaHOBNEHM MaHAaTHbIX aTpnbyToB hannoB M3 pe3epBHbIX KONWI
npouecc gormkeH nmetb PARSEC-npusunernio 0x1000 (PARSEC_CAP_UNSAFE_SETXATTR).
MpuBunerna Moxet BbITb NOMyyYeHa C UCMOSb30BaAHNEM YTUIUTbLI execaps:
sudo execaps -c 0x1000 -- tar

BHUMAHMUE! BoccTtaHoBneHne paclimpeHHbIX atpnbyToB hannos ¢ CNofnb30BaHNEM
unsecure_setxattr BO3MOXHO TOSMbKO B crniy4yae, ecnv atpubyTbl BOCCTaHaBNNBAKOTCA C No-
MOLLbIO CUCTEMHOIO BbI30Ba setxattr NyTemM yCTaHOBKM aTpubyTta security.PDPL. Mcnonb-
30BaHMe unsecure_setxattr He BAUSET HA BO3MOXHOCTb N3MEHEHUS MaHO4aTHbIX aTpnbyToB
¢dannoB CUCTEMHbIMU Bbl3oBaMUu pdpl_set path, pdpl set fd.

lMocne BoccTaHOBNEHUSA U3 pe3epBHbLIX KONu hannoB ¢ MaHgaTHbIMK aTpubyTammn Heob-
XOAUMO OT UMEHU YYETHOM 3anncu agMuHUCTpaTopa BbIMOMHUTL KOMaHA4Y:

sudo echo 0 > /parsecfs/unsecure_setxattr

Mpumep
Wcnonb3oBaHne tar, npu KOoTopom OyayT BOCCTAHOBMEHbI paclUMpeHHble aTpubyTbl

KaTtasoros u1 cba|7|nos, BITOXXEHHbIX B apXUB.
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[1o0 ncnonb3oBaHus YTUINMNTbI OOJTKEH ObITb cO3aaH nonb3oBartenb userl, Ansg KOTOpOro
3alaHbl MaHOaTHbIE anI/I6yTbI, N nonb3oBaTtesib AOJKEeH BbIMNOJNIHUTbL BXO4 B CUCTEMY.

Cospatb OT UMEHN yquHoﬁ 3anncn agMnMHNCTpaTopa apxXxmB AoOMaLLHEro Kartarnora norsb-
3o0Bartesid ¢ NOMOLL b KOMaHAbI:

sudo tar --xattrs --acls -cvzf /opt/home.tgz /home/.pdp/userl

rge —-xattrs — BKIKOYAET NOAAEPXKKY paclUMpeHHbIX aTpubyToB;
—acls — Bkntodaet nogaepxky POSIX ACL;
-cvzf — obecneymBatoT, COOTBETCTBEHHO, CO3[jaHMe apxumBa (create), BKMOYEHNE peXMMa
oTobpaxeHuns obpabaTbiBaeMbIx pannoB (verboze), NpUMEHeHWe MeToda cxatus (gzip),
yKkasaHue panna (file);
/opt/home.tgz — 3agaeT MeCTO PacnosioKeHNs CO30aHHOMO apXmBa 1 ero UMsi;

/home/ .pdp/userl — onpenenseT karanorn unn dannsl Ans 4odaBneHns B apxms.

Mepen BoccTaHOBNEHWEM HEOOXOAMMO BbIMONHUTL CEaYHOLLYI0 KOMaHAy, yCTaHaBnmBat-
LLYIO ANA napameTpa 3almTbl panroBon cuctemsl /parsecfs/unsecure_setxattr 3HaYyeHune
«1», paspellatoLiee nNpUMMeHATb NpuBunernio PARSEC_CAP_UNSAFE_SETXATTR:

echo 1 > /parsecfs/unsecure_setxattr
BbINoOnMHNTL BOCCTAHOBIIEHNE C MOMOLLLI KOMaHAbI:

sudo execaps -c¢ 0x1000 -- tar --xattrs

--xattrs-include=security. {PDPL,AUDIT, DEF_AUDIT}

--acls -xvf /opt/home.tgz -C /opt/home2/
roe -—-xattrs-include=security.PDPL,AUDIT,DEF AUDIT — onpegenser noaknkwoyae-

MbIl LWABMOH BOCCTAHOBNEHUS PaCLUMPEHHbIX aTpubyToB (MaH4aTHbIX aTpubyToB, aTpmby-

TOB ayauTa n atpmbyToB ayguTa no yMOnNYaHuio) Ang Knya xattrs;

-xvf — obecneynBaeT, COOTBETCTBEHHO, N3BMNeYeHne n3 apxmea (extract), BKNOYEHME

pexuma otobpaxeHusi obpabaTbiBaeMbix pannoB (verboze), ykasaHue anna (file).

Mocne BoccTaHOBNEHUSA HEOOXOAMMO BbIMOMHUTL KOMaHAy, YyCTaHaBNUBAIOLLYHO 3anpeT Ha
npuMeHeHne npmeunermn PARSEC_CAP UNSAFE_SETXATTR (Hactporika OC no ymon4aHuio):

echo 0 > /parsecfs/unsecure_setxattr

[lononHuTenbHas nHgopmaumsa no komaHae tar npmeegeHa B PYCB.10152-02 95 01-1.
10.2. BocctaHoBneHune CYB]] PostgreSQL nocrne c6oeB n otkasoB

Bo n3bexaHne notepb AaHHbIX B[] PostgreSQL gosmkHbI perynsipHo apxXxmBmpoBaThbCS.

B cnyyae BO3HUKHOBEHUS OWMBOK B XpPaHALMXCA OaHHbIX, HApyLUEeHUs LLernoCTHOCTH,
UnNu B criydae nporpamMmmMHoro n/unu annapatHoro c6osi cepsepa bl HeobxoamMmo nposegeHne
npoueaypbl BocctaHoBneHna B. [Npn aToMm, B 3aBUCUMOCTU OT TSXKECTU NOBPEXAEHUN MOXET

OCYLLIECTBNATLCS Kak COXpaHeHue cyLecTBytoLlero knacrtepa b1, ¢ nocnegyowmm ero BoccTa-
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HOBEHMEM, TaK N BOCCTAHOBMNEHNE M3 pe3epBHbIX KOMWUIA, CO30aHHbIX B MpoLecce perynsapHoro
npoBeaeHns pernameHTHbIX paborT.

B PostgreSQL cyuiecTtBytoT Tpu pbyHAaMEHTanNbHO OTAMYalLWNXCA NOAX0AA K pe3epBHOMY
KOMMpPOBaAHMIO OAHHbIX:

- SQL-pamn;

- pesepBHOe KonupoBaHue Ha ypoBHe ®C;

- HenpepbIiBHOE apXUBMPOBaHUE.

Bonee noapobHoe onvMcaHme 3TUX METOAOB U Npoueayp KONMpoBaHUS U BOCCTAHOBIEHUS
npueeneHo B gokymeHTaummn Ha CYB[] PostgreSQL B nakeTe postgresqgl-doc-x.x.

CYB[] PostgreSQL cogepxuT psag cTaHOapTHbIX CPenCcTB pe3epBHOr0 KOMMpPOBaHUS
n BocctaHoBnenns BM. K Hum oTHocaTes ytunutel pg_dump (10.2.2), pg_dumpall (10.2.3),
pg_restore N, B TOM Yncne, UHTEpPaKTUBHbIA TepMUHaN psgl, C MOMOLLbIO KOTOPOro

MOryT OblTb BOCCTAHOBIEHDI pe3epBHblE KOMNUKN, COXpaHEeHHbIE B BUAE CKpUMNTa SQL.

10.2.1. Co3paHMe M BOCCTaHOBIIEHME pe3epBHbIX KOMuUA ©6a3 p[aHHbIX C
MaHAaTHbIMU aTpubyTtammu

[ns cosgaHus M BOCCTAHOBIIEHUS pe3epBHbIX KOMU 6a3 AaHHbIX C MaHOaTHbIMU
aTpubytammn Heobxoaumo, 4Tobbl nonb3oBaTenb MMen npuBunernn PARSEC_CAP_ SETMAC,
PARSEC_CAP_CHMAC.

B cny4yae cosgaHusa pesepBHOM KONMUU HEOBXOAMMO Ha3HaYUTb MakCUMarbHYK METKY Ha
KaTanor, B KOTOpbI ByaeT Bbirpy>keHa 6a3a gaHHbIX (4189 Ha3HadYeHnsa METKN Ha dbain Konum).

B cnyyae BoccTaHOBNEHNA MOMUMO yKa3aHHbIX NPUBUNErnin TpebyroTca npasBa agMUHU-
cTpaTopa B 6a3e gaHHbIX (4Ns co3A4aHMs OObEKTOB U HA3HAYeHUs MaHOaTHbIX aTpubyToB).

[ns BoccTaHoOBNEHMS Konun 6asbl AaHHbIX C MaHOaTHbIMK aTpnbytamn B apyron 6ase
JaHHbIX HE0OX0AUMO:

1) Ha3Ha4YMTb MakCcMMarbHYK METKY Ha KaTanor, B KOTOpbI ByaeT NpoBOANTLCS BbIrpy3ka

pe3epBHOMN Konuu;

2) cosgaTtb pe3epBHY KOMUIO MCXO4HOW 6asbl JaHHbIX OT MMEHU NONb3oBaTeNs C NpUBU-

nervamm PARSEC CAP SETMAC n PARSEC _CAP CHMAC.

3) Ha ueneBoM KnacTepe Has3Ha4yMTb MaHAaTHble aTpubyTbl Ha KnacTep;

4) BOCCTAHOBWUTb pPe3epBHYD KOMUKO B6a3sbl JaHHbIX C MOMOLLBIO KNneHTa psql (ecnu

pe3epBHasi Konusa caenaHa B TEKCTOBOM BWMAE) UM C MOMOLLBIO pg_restore (ecnu

pe3epBHas Konusa caenaHa B OMHapHOM BMAE) OT MMEHW NONb3oBaTens agMnHucTpaTopa

6a3bl AaHHbLIX C NpuBMIernsMm PARSEC_CAP_SETMAC n PARSEC_CAP_CHMAC.

MpumeyvyaHns:
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1. YTunuta pg_dump, noctaensemas Bmecte ¢ CYB/[l Bepcumn 11, BbIrpy>kaeT KoMaHgbl
MO YCTaHOBKE KOMMEHTapueB, METOK 6e30NacHOCTM U Ha3HAYeHMI0 MaHA4aTHbIX aTpMbyToB
B criegylowemM Buae:

COMMENT ON DATABASE CURRENT_DATABASE IS ’koMMeHTapuii’ ;

SECURITY LABEL ON DATABASE CURRENT DATABASE IS ’'...’;

MAC LABEL ON DATABASE CURRENT DATABASE IS ’'...’;

MAC CCR ON DATABASE CURRENT DATABASE IS ’'...’;

Takas pesepBHas Konusi MOXeT BbITb BOCCTAHOBMEHA C YCTAHOBKON KOMMEHTapueB, METOK
6e3onacHOCTN U MaHOaTHbIX aTpMbyToB B Xenaemyto 6a3y faHHbIX.

2. [Ina BOCCTaHOBMEHUS pPEe3EpPBHbLIX KOMUA ©0a3 [aHHbIX, CAenaHHbIX B npenbl-
aywmx Bepcusix, B CYB[ Bepcum 11 HeobxogMmo YyCTaHOBUTL MNapameTp
ac_auto_adjust_macs = true;

3. [ns nepeHoca knactepa ¢ npeabiaywmnx sepcuin CYB[] Ha Bepcuto 11 Heobxogmmo
BOCMOS1b30BaTbCS YTUNNTaMn pg_upgradecluster UnNu pg_upgrade (CM. JOKYMEHT
«OnepaunoHHas cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition» Pyko-

BOACTBO agMunHUCTpaTopa. HacTb 2»).

10.2.2. pg_dump

[na cosgaHus pesepsHon konuu B B BUAe danna B TEKCTOBOM UK ApYyrMx doopmaTtax

ncnonb3yeTcs yTunuTa pg_dump, KOTOpasi co3aaeT CornacoBaHHyo Konuto, gaxe ecnu B[, uc-

nonb3yeTcs, Npu 3TOM AOCTYN K HEN ApYrux nonb3oBaTtenen (Kak YnTaloLmx, Tak 1 NULyLmX) He

onokupyeTcs.

PGSGDBHaH KOnmsa MOXET Cco3daBaTbCA B BMAE CKpUMNTa UITA (bopmaTax ynakoBaHHOIO

darna. CKpunT pe3epBHOI KONUM NpeacTaBnsaeT coboi TEKCT, coaepKalluii NocnenoBaTenbHOCTb

SQL-komang, HeobxoaMmblx Anst Bocco3gaHnsa B oo coctosaHMs, B KOTOPOM OHa Bbina coxpaHeHa.

[lns BocCTaHOBMEHUA U3 CKpunTa OH nogaeTcd Ha BxXo4 yTunutbl psql. CKpI/II'IT MOXET ObITb

ncnonb3oBaH Ans BoccosfaHus Bl aaxe Ha opyrom cepBepe vUnm apxuTekType u ¢ HebonbLummm

n3ameHeHnsaMn Ha gpyrmux CYb[.

CuHTakcuc:

pg_dump [OPTION]... [DBNAME]

Onuum obLero xapaktepa npuseseHbl B Tabnuue [40]

Taobnuuya 40
Onuus OnucaHwune
-f, --file=FILENAME Mms BbixogHoro danna
dopmar BbiIxogHoro danna (Nonb3oBaTeNbCKUN, tar, TEKCTO-
-F, —--format=c|tlp o
BblIi1)
-v, —--verbose Pexxunm BbiBOAa Bcex coobLueHumn
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OkoHyaHue mabnuubi 40

Onums OnucaHune

-Z, --compress=0-9 YpoBeHb cxatusi 4ns opMaToB CxaTus

3aBepLlueHne owmnbkon nocne oxmnagaHna TIMEOUT ans 6rnoku-

—-lock-wait-timeout=TIMEOUT
pPOBKM Tabnuupl

--help BblBECTM CnpaBKy U BbINTH

--version BbiBeCTM MHpOpMaLINIO O BEPCUUN U BBINTU

Ecnu He ucnonbsyetca -f/--file, SQL-ckpunT OyaeT HanpasneH B CTaHO4apPTHbIN
BbIBO[.

Onuumn ycTaHOBKU COeMHEHWSI NpUBEAEHbI B Tabnuue [41]

Tabnuuya 41

Onuus Onucanune
-h, --host=HOSTNAME Wmsa cepeepa B[] nnn katanor cokeToB
-1, --database=DBNAME | YkasaTb ansrepHaTumBHyto B[l — wabnoH
-p, —--port=PORT Homep nopta cepeepa B[]
-U, --username=NAME CoeaunHnTbCA Kak yKkasaHHbI Nonb3oBaTenb
-w, —--no-password He 3anpawwusatb naporsb

MpuHyanTenbHbIA 3anNpoc napons (4OSMKEH NPoOMCXoanTL aBToMaTnye-

W, --password cx?/.) yA P pons (4 P a

[nsa nonyyeHnst nonHOM MHgopmaummn o0 cnocobax MCNosb30BaHMA YTUNUTLI pg_dump

CM. PYKOBOACTBO man And yTUNUT pg_dump U psqgl.

10.2.3. pg_dumpall

YTunuta pg_dumpall ucnonb3yercs Ans co3gaHusi pe3epBHOM KOMMK BCEro Knacrepa B
BMAe ckpunra.

Ckpunt cogepxuTt SQL-komaHabl 1 MOXET ObiTb NOAaH B AarlbHENLIEM Ha BXO4 YTUUTHI
psql Ans BoccTaHoBneHus. Onepaumsi OCyLWeCTBNAETCS NocneaoBaTefibHbIM BbI30BOM YTUUTbI
pg_dump Anga kaxgoun Bl knactepa. Kpome atoro, pg_dumpall coxpaHseT rnobanbHble 00b-
eKkTbl, eanHble ansa Bcex Bl (pg_dump nogobHble 06bEKTHI HE COXpaHSEeT). [JaHHble 0OBLEKThI
BKINIOYaKOT B cebsa MHopmaumio O Nonb3oBaTensx U rpynnax v Takme CBOWCTBA, Kak: npasa
AocTyna, npumeHsiemble ans Bcex b1 B uenom.

CuHTakcuc:
pg_dumpall [OPTION]...

Onuum obLero xapakTepa npuseseHbl B Tabnuue [42]
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Tabnuuya 42

Onuwms OnucaHue

-f, --file=FILENAME Mms BbixogHoro channa

3aBeplueHre owmnbKoi nocne oxugaHmsa TIMEOUT Ans Grnoku-

--lock-wait-timeout=TIMEOUT
pPOBKM Tabnuubl

--help BbiBECTM cnpaBky 1 BbINTH

--version BbiBECTM MH(OPMaLINIO O BEPCUUN U BbIATH

Onuumn ycTaHOBKMN COeQMHEeHUs aHanornyHbl komaHae pg_dump (cMm. Tabnuuy 41).
[ns nony4eHns nonHom nHdopmaumm o cnocobax NCNonNb3oBaHUSA YTUNUTbl pg_dumpall

CM. PyKOBOACTBO man A YTUNuT pg_dumpall U psql.

10.2.4. pg_restore

[lns BoccTaHOBNEHUs apxXMBOB pe3epBHbIX Konun B, Nofy4eHHbIX C MOMOLLLIO YTUNTBI
pg_dump, UCNonb3yeTcs yTunuTta pg_restore. OHa BbINOMHAET KOMaHAbl, Heobxoaumble Ans
Bocco3gaHnda B[] 0o COCTOSAHMS HA MOMEHT BpPeMEHU CcOo34aHus pe3epBHON Konuu. ApXmBHbIE
annbl Takke NO3BONSAT BbIOMPATh C NOMOLWbLIO YTUMUTLI pg_restore, YTO MMEHHO BOCCTaHaB-
nvBaTh, U Jaxe MeHSTb NOPSA0K BOCCTaHaBNMBaeMbIX arieMeHToB. Painbl apxuBoB pa3paboTaHbl
nepeHoOCUMbIMU MeXAy pasHbIMU apXUTEKTYpaMu.

YTunurta pg_restore MOXeT (PyHKUMOHUPOBATL B ABYX pexumax. [pu ykasaHun B[]
apxvmB BOCCTaHaBNMBAETCH HEMOCPeaCTBEHHO B Hee. B gpyrom cny4vae, ckpunt, cogepxaiinim
Heobxoaumble ona nepecosganus Bl SQL-komangbl, co3gaeTca n BbiBOAUTCA B dhann unm
CTaHOapTHbIN NOTOK BbiBOAA. Pe3ynbTupylowmin CKpUNT SKBUBAreHTeH hopMaTty TEKCTOBOro

BblBOAA YTUNUTbLI pg_dump. Bcnencrteue atoro HEeKOTOpble NapaMeTpbl, yrnpasndlouine BbiIBOAOM,

aHanornyHbl napametpam pg_dump (cMm. [10.2.2).
CwuHTakcuc:

pg_restore [ONIUA]... [DAWI]

Onuum obLero xapaktepa npusefeHbl B Tabnuue [43]

Taobnuuya 43
Onuwms OnucaHue
-d, --dbname=KMMd MogcoeanHUTbLEA K yKasaHHon B/
-f, --file=FILENAME Mmsa BxogHoro dhanna
-F, —--format=c|t dopmart anna pes3epBHON KONUK (AOIMKHO ObITb aBTOMATUYECKM)
-1, --list HanevaTtaTb UTOroBoe OrrnaeneHne apxuea
-v, --verbose Pexxum BbiIBOga Bcex cooOLLeHU
--help BbiBecTu cnpaBky 1 BbINTH
--version BbiBeCTM MHpopMaLnio 0 BEpPCUN U BbIATU
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[ns nony4eHns nonHon nHdgopmaumm o cnocobax UCNonb3o0BaHUS YTUNUTLI pg_restore

CM. PYKOBOACTBO man AN YTUINUTbI pg_restore.
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11. PUNBLTPALINA CETEBOIO NMNOTOKA

11.1. BknroyeHune unsTpaumum ceteBoro NoToka

Mpn nomowm punsTpa ceTeBbiX NAKETOB MOXHO OCYLUECTBMAATbL KOHTPOSb CETeBOro
TpadoumKa, NPOXoasiLLEro Yepes KOMMbIOTEP.

3anyck unbTpaunmn naketoB obecnevmBaeTcs MexceTeBbiM 3kpaHoMm ufw. Mexceteson
3KpaH NO3BONSAET co3gaBaTb nNpasuna unbTpaunm UCNosb3yst TEXHOMNOMIO iptables.

YnpasneHne MexceTeBblM 3KpaHOM OCYLLECTBASAETCS C NOMOLLbIO rpapnyeckon yTunnTbl
gufw UM ¢ NOMOLLLI0 MHCTPYMEHTa KOMaHOHOW CTPOKN astra-ufw-control.

[na BKMHOYEHUS MEXCEeTeBOro akpaHa C NOMOLLbD MHCTPYMEHTa KOMaHOHOW CTPOKMU
BbINONHUTb KOMaHAy:
astra-ufw-control enable

[N BbIKMIOYEHNA MEXCETEBOro 3KpaHa C NOMOLLb MHCTPYMEHTa KOMaH4HOW CTPOKMU
BbINOMNMHUTb KOMaHAay:
astra-ufw-control disable

lMpoBepKka COCTOAHUS MEXCETEBOIo 3KpaHa BbIMOMHAETCH C MOMOLLbIO KOMaHAbI:
ufw status

Pe3ynbraT BbINOMHEHUS KOMaHAbI:

- active — MEXCETEBOW 3KPaH BKIHOYEH;

- inactive — MeXCeTeBOM 3KpaH BbIKIHOYEH.
11.2. dunbTp ceTeBbIX NakeToB iptables

dunbTp ceTeBbIX NAKeTOB peanu3oBaH Ha OCHOBE TEXHOSOMMN iptables 1 No3sBonseT
BbIMOMHATL cnefyoLlne 3agayu:

1) comnbTpaumo NakeToB — 3TO MEXaHU3M, KOTOPbIM Ha OCHOBE 3aJaHHbIX Npasus, pas-
pellaeT nnu sanpewaeT nepegadyy MHopmMaunmn, NPoxoasLlen Yyepes Hero, C Lernbo
orpaxaeHus NoAceTU OT BHELLHEro JocTtyna, unn, HaobopoT, Ans HegonyLeHNs Bbixoaa
Hapy>Xy. PunsTp NakeToB MOXET onpeaensTb NpaBOMEpPHOCTb Nepefayn nHopmaumm
TONbKO Ha OCHOBE 3arofioBKoB |P-nakeToB, a Takke MOXET aHanM3MpoBaTb U UX COOEPXU-
Moe, T. €. UCNOMb30BaTb AAaHHbIE MPOTOKONOB 6oree BbICOKOrO YPOBHS;

2) TpaHCnAumMi ceTeBbIX agpecos (T.H. «MackapaiuHry) — 9To NoAMeHa HEKOTOpbIX Na-
pameTpoB B 3arofioBkax |P-nakeToB. cnonb3yetca Ans CokpblTUS pearnbHbix IP-agpecos
KOMMbIOTEPOB 3alLMLLIaeMON NOACETU, a TakKe ANS opraHu3auumn OocTyna U3 NoaceTu ¢
KOMNblOTEPAMU, HE NMEKLLMMKN pearnbHbiX IP-agpecos, K rmobanbHomn cety;

3) nNpo3payHoe NPOKCMpOBaHWEe — 3TO Nepeagpecaums nNakeToB Ha APYron NOpT KOMMbHO-

Tepa. O6bI4HO ncnonb3yeTcd and Toro, 4YTOObI MONb30BaTENN U3 NOACETM UCMONb30BaNU
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proxy-cepsep MapLipyTusatopa 6e3 4ONONMHUTENBHOMO KOH(UIYPUPOBAHNS NX KITMEHTCKMX
nporpamm.
HacTpoiika paccMOTPEHHbIX MexaHU3MOB (PUNbTPaLNsS NAKeToB, TPAHCMALUUS CETEBbIX

afpecoB 1 Npo3payvyHoe NPOKCUPOBaHME) BbINOMHAETCA KOMaHAoM iptables.
11.3. PopMmupoBaHume npasun

Kaxxgoe npaBuio — aTo CTpoKa, codepKallasa Kputepuu, onpegenstolme npuMeHnMocTb
AAHHOro npaswuna K nakeTy, U JencTeue, KoTopoe HeobXoaUMO BbINOMHUTL B CllydYae BbINOSIHEHNUS
Kputepus.

[MpaBuna umerT creayowmn CUHTaKCUC:
iptables [-t table] command [match] [target/jump]

Ecnu B npaBuno He BkNtoyaeTcsa cneuyudmkatop Tabnuubl [-t table], TO N0 yMONYaHMO
npegnonaraeTcs ucnonb3oBaHue Tabnuubl £ilter. Ecnn HeobxoanMo Mcnonb3oBaTb APYryto
Tabnuuy, To aTo TpebyeTcs ykasaTb ABHO. CneuundmkaTop Tabnumubl MOXHO yKasbiBaTb B Jl0O60M
MecTe CTPOKU npasurna, ogHaKko NPUHATO yKasbiBaTb B Ha4yarne npasuna.

HenocpeacTBeHHO nocne umeHn Tabnuubl JOoMKHA CTOATb KomaHaa. Ecnu cneuudmkaTo-
pa Tabnuubl HET, TO KOMaHAa Bcerga gOrmKHa CTosATb nepBon. Komanga onpenensder gencrame
iptables, Hanpumep, BCTaBUTb, 4OOABUTb B KOHEL, LLEMOYKN UNu yaanuTb Npasumo.

B pasgene match yka3sbiBalOTCS KpUTEPUU NMPOBEPKU, MO KOTOPLIM Orpenenserca npume-
HUMOCTb JaHHOTO NMpaBuna K nakeTy. BoaMoXHO ykasaTb B kadecTBe KpuTepus |IP-agpec uctovHuka
naketa unu cetn, CeTeBON MHTepgenc n T. 1.

MapameTp target ykasblBaeT, Kakoe AeNCTBUE JOMKHO OblTb BbINOSIHEHO NPU YCNOBUK
BbIMOMHEHUS KpUTEpPUEB B NpaBune. Bo3MOXHbI Takne OeNCTBUS KakK: nepedada nakera aapom B
APYryro LUenoyky npasun, «COpocuTby nakeT n 3abbiTb NPO HEro, BblAaTb Ha UCTOYHUK COOBLLEHNe
00 owmnbke n T.N.

Co3sgaHHble npasuna unbTpaLmm COXpPaHATCS U MPUMEHSOTCA TOMNBbKO A0 nepesarpysku
OC, nocne nepesarpy3kn OC TpebyeTtcsi noBTOpHOE (POPMUPOBAHNE NPaBUIT.

[ns obecnevyeHna BO3MOXHOCTU BOCCTAHOBIEHUS NpaBun ounsTpaunm nocre nepesa-
rpy3skm OC Heobxoammo:

1) cosgaTtb hann /etc/iptables.rules ANa COXpaHEHUs NpaBui PUNLTPaLUN:

sudo touch /etc/iptables.rules

2) yCTaHOBUTb AN CO34aHHOrO (hanna orpaHUYeHns Ha YTeHue, Tak Kak U3 Hero MoXHo

NoNyyYnTb MHGOPMaUUo 06 OTKPLITBIX CETEBLIX MOPTax, KOTopas MOXeT BbITb UCMOMb30-

BaHa On1d atak Ha KOMMbloTep:

sudo chmod 640 /etc/iptables.rules

3) coxpaHuTb CyLLeCTBylLMe NpaBuna gpunstpaumm B anne /etc/iptables.rules:

sudo iptables-save | sudo tee /etc/iptables.rules > /dev/null
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4) cospgaTtb cueHapun /etc/network/if-pre-up.d/iptables cO cnegywwmm co-

OepXUMbIM:

iptables-restore < /etc/iptables.rules

exit O

5) cospaTb cueHapun /etc/network/if-post-down.d/iptables CO cnegyrowmm

COLEPXKUMBIM:

touch /etc/iptables.rules

chmod 640 /etc/iptables.rules

iptables-save > /etc/iptables.rules

exit O

6) coenaTb co3fgaHHble CLueHapuM UCNOSTHAEMbIMU:

sudo chmod +x /etc/network/if-post-down.d/iptables

/etc/network/if-pre-up.d/iptables

MpumeyvyaHune. Ina coxpaHeHns npasun unsTpauum pekomeHayeTCs BbIMNOSTHATb
nyHkTbl [T){3) nepeuncnenmns Ha ctp. nocne Kaxmaoro nameHeHus npasun. CueHapuii, npuse-
AEHHbIN B MYHKTE |5)| NepeyncrieHns], COXpaHseT TEeKYLLYK BEPCUIO NMpaBusi aBTOMaTUYeCckn TONbKO
Npw LWUTAaTHOM BbIKMIOYEHUN KOMNboTepa. [1py HeWTaTHOM BbIKITHOMEHMM KOMMbIOTEPA Unu cboe

N3MEHEHNs B Npasunax punsrpaumm MoryT 6biTb yTEPSIHBbI.
11.4. NMopAAoK NpoxoXxAaeHUsa Tabnuy u ueno4vek

Korga nakeT npuxoauTt Ha ceTeBoun (ounbTp, TO OH CHavana nonagaeTt Ha ceTeBoe YCTpon-
CTBO, MepexBaTbiBaeTCA COOTBETCTBYOLWMM ApanlBePOM U Aanee nepefaeTtcs B 94p0. 3aTteM naket
NpoXoauT HEeCKONbKO Tabnuu, npexae Yyem oH ByaeT nepenaH ganee. Ha kaxagom atane naket
MOXeT ObITb OCTaHOBMEH. [locne npoxoxaeHnsa Tabnuu nakeT nepegaetca NMB0 NoKansHOMY
NpUNoXeHuto, NMGO NepeHanpaBnNAeTCs Ha APYro KOMMbIOTEP.

B Tabnuue filter uenoyky FORWARD NPOXOAAT BCe MakeTbl, KOTOpble ABUXYTCS Yepes

ceteBon unbetp. Nopsaok cnegoBaHns naketa npuBedeH B Tabnuue .

Tabnunua 44
War | Tabnuua Llenouka Onucanue
1 = = Kabenb
2 = = CeteBown uHTepdenc (Hanpumep, eth0)

|/|CI'IOJ'Ib3yeTCFI AnNs BHECEHNSA N3MEHEHUI B 3arofioBOK NakeTa, Ha-

3 mangle | PREROUTING
npuMep, Ana UameHeHust 6UToB TOS U Np.

Mcnonb3yeTtca Ana TpaHCcNsAauMmM ceTeBbiX aapecoB DNAT. SNAT Bbl-
NOSHSAETCA No3aHee, B Apyron uenodke. Jltoboro poga dunsrpauns
B 3TOW LIEMOYKE MOXET MPOM3BOAUTLCS TONBLKO B UCKMOYUTENBHBIX
cnyyasx

4 nat PREROUTING
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OkoHyaHue mabnuusi 44

LWar | Tabnmua Llenoyka OnuncaHue

MpuHATHE pelueHnda O AanbHenwen MmapLpyTmMsaumm, T.e. B 9TON
5 | = = TOYKe peluaeTcs, Kyaa nonaeT nakeT — foKanbHOMY MPUNOXEHNIO
UNn Ha apyromn ysen cetu

MonagatoT TONbKO Te€ MaKeThbl, KOTOpble MAYT Ha APYron KOMMbO-
Tep. Bea cdovneTpauma TpaH3nMTHOMO Tpaduka A0MKHA BbINONMHATHCA
6 filter | FORWARD 34echb. Yepes aTy Lenoyky npoxoamT Tpaduk B oBoMx Hanpasne-
HUAX, NO3TOMY 00s3aTENBHO YUNTBIBATb 3TO 0O6CTOATENBCTBO MpPU
HanucaHun npasun punsTpaumnm

MpenHa3HayeHa B nepByo ovepenb Ans SNAT. He ucnonb3oBaTtb
7 nat POSTROUTING | ang cpunerpaumm 6e3 ocobon HeobxoanmocTun. 30ecCh e BbINOSHS-
eTCsl U1 MackapaguHr

8 = = BbixogHow ceTeBorn nHTepdenc (Hanpumep, ethl)

9 = = Kabenb

MakeTbl, NpeaHa3HaYeHHbIE NTOKanNbHOMY NPOLIECCY/MPUNOXKEHUIO, NPOXOANAT Yepes Lienoy-

Ky INPUT, a He Yepe3 FORWARD. B Tabnuue 45| npeactaBneH nopsaaok ABMXKEHUS NakeTa.

Tabnuuya 45
War | Tabnuua Llenouka Onucanune
1 = = Kabenb
2 | = = BxoaHow ceteBon nHTepdeinc (Hanpumep, eth0)

OO6bIvHO ncnonb3yeTca And BHeCeHuA N3MEHEHWUI B 3arofioBOK Nake-

3 mangle | PREROUTING
Ta, Hanpumep, ana yCtaHOBKU ouToB TOS ” np.

MpeobpasoBaHne agpecoB DNAT. dunbrpaumsa naketoB 30ecb Oo-
NyCKaeTCs TONbKO B UCKITHOUUTENbHBIX Cry4asix

4 nat PREROUTING

5 | = = MpUHSTUE peLleHns 0 MapLIpyTU3aLmm

dunbTpaumsa Bxoasiuero Tpaduka. Bce Bxogsalme nakertsl, aapeco-
6 | filter | INPUT BaHHble NOKaribHOMY MPUMOXEHWNIO, NMPOXOAAT Yepes 3Ty LIENouKY,
He3aBMCUMO OT TOrO, C KaKoro MHTepdenca oHu NocTynunu

7 = = JlokanbHbIN Npouecc/npunoXxeHne

B Tabnuue npeacrtaBlieH NOpPAOOK ABUMXKEeHUA NakKeToB, CO34aHHbIX JTOKalribHbIMWU MPO-

LeccamMmu.
Tabnuua 46
LWar | Tabnuua Llenouka OnucaHue
1 = = JlokanbHbIN npouecc
mangle OUTPUT BHeceHmevwsmeHeHMVl B 3arofioBok naketa. PunsTpaumsi, BblNomnHsie-
filter Masi B 3TON LIENoYKe, MOXET MMETb HEraTUBHbIE MOCNEACTBUS
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OkoH4yaHue mabnuubi 46

LWar | Tabnuua Llenoyka OnucaHne

4 _ _ MpuHAaTHe pelueHna o maplipyTusaumm. 30ecb peluaeTcs — Kyaa
nowaeT nakeT ganblue
3aecb BbiNonHseTcs SNAT. He cnenyet B 3TOW LeNoYke NPON3BOANTb

MNbTPaLMIO NaKeToB BO n3bexaHne HexxenaTerbHbIX MoOoYHbIX -

5 nat POSTROUTING ® pau ®
dekToB. OgHAKO 1 34EeCb MOXXHO OCTaHABMUBATL MaKETbI, MPUMEHSIS
NONUTUKY NO YMOMYaHNo — DROP

6 = = CeteBown uHTepdpenc (Hanpumep, eth0)

7 = = Kabenb

mangle
B Ttabnvue mangle He cnegyeT NpomM3BOAUTb (punbTpaumio, MackMpoBKY Mnn npeodb-

pa3oBaHue agpecoB (DNAT, SNAT), B HEMN OOMNYCKAETCs BbINOMHATL 4ENCTBUS, NPpUBEAEHHbIE B
Tabnuue (47]

Taobnuuya 47
JencTteue Onucanue
T0S BbinonHseT yctaHoBKY 6MTOB nonst TOS. OTO norne Ucnonb3yeTcst Ans HazHa4YeHUs CeTEBON
MONMUTMKM OBCINYXMBaHWUSI NAKeTa, T. €. 3a[a€ET XKenaemblil BapuaHT MapLipyTusaumm
TTL V|CI'IOJ'Ib3yeTC$I 4ana yCtaHOBKM 3Ha4YeHUa nond TTL nakeTa
YCTaHaBnNuBaeT cneumanbHyl0 METKY Ha MakeT, koTopasi 3aTeM MOXeT bbiTb NpoBepeHa
MARK ApYrMMun npaBunaMu B iptables unu gpyrumm nporpammamMu, Hanpumep, iproute2. C

MOMOLLIbIO METOK MOXHO YNpPaBnsTh MapLUpyTM3aLmMeln NakeToB, orpaHnymMBaTh Tpaduk n
T.M.

Tabnuua nmeet ABe LenoyKu:

- PREROUTING — UCMOMnb3yeTcs ANd BHECEHUS U3MEHEHUI Ha BXOAEe B CETEBON ounbTP

nepeq NPUHATUEM peLLeHNa O MapLupyTusauuu,

- OUTPUT — Ons BHECEHUS U3MEHEHUI B NaKeTbI, NOCTynatoLwue oT NPUIIoXeHUn BHYTPU

ceTeBon ouneTp.

nat

TonbKo NepBbIN NakeT U3 NOTOKa NPOXOAUT Yepes Lenodkn Tabnuupsl nat. TpaHcnauns aa-
pecoB MM MackMpoBKa NPUMEHSAKOTCH KO BCEM NOCMeayLWNM naketam B NoToKke aBTOMaTUyecku.

Ans atoi Tabnuubl xapakTepHbl AeWCTBUS, NpuBedeHHble B Tabnuue (48]

Tabnunua 48

JenctBue OnucaHwune

rlpOVI3BO,D,VIT npeo6pasoBaHV|e agpecoB Ha3Ha4YeHUA B 3arojioBkax nakeToB. ,ElperMM
DNAT crnoBamu, 3TUM OENCTBUEM nepeHanpaBnAlTCA NakeTbl HA gpyrme agpeca, otTrinyHble
OT YKa3aHHbIX B 3arofioBkax naketoB
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OkoHyaHue mabnuubi 48

HencTtBue OnucaHune
SNAT Mcnonb3yetca ana MsamMeHeHus UCXOAHbIX agpecoB naketos. C NOMOLLBIO 3TOro aen-
CTBUSI MOXXHO CKPbITb CTPYKTYPY JNOKasNbHOW CEeTH
MpumMeHsieTcst B TEX e Lensix, 4To U SNAT, HO B OTNIMYME OT NnocregHen gaet bonee
CUINbHYIO Harpysky Ha cuctemy. lNpoucxoguT aTo NOTOMY, YTO KaXAbl pas, korda Tpeby-
eTCcs BbINOMHEHNe 3TOro AencTBusa, nponssoauTtca 3anpoc IP-agpeca anga ykasaHHoOro
MASQUERADE A P A P AP Ana'y

B JEWCTBUM CETEBOro UHTepdenca, B TO BpeM4d Kak ans SNAT |IP-agpec ykasbiBaeTcs
HenocpeAcTBeHHO. OgHako Gnarogaps Takomy oTnmymio, MASQUERADE MOXeT pabotaTb
B Cny4vasix ¢ guHamunyecknm IP-agpecom

Tabnunua nmeeT aBe LEenoYKu:

- PREROUTING — UCMNOMb3yeTcs AN BHECEHNS U3MEHEHWUI B NaKeTbl HA BXOAE B CETEBON

ouneTp;

- OUTPUT — ucnonb3yeTcs Ans npeobpasoBaHUs NakeToB, CO30aHHbIX NPUNOXEHUSIMN

BHYTPUM CeTeBOro omnerpa, nepeq NpUHATUEM peLLEeHN O MapLupyTU3aummn.

filter

B Tabnuue filter cogepxatcs Habopbl NpaBu ANs BbINONHEHUS UNBTPaLUK NakeToB.
MakeTbl MOryT NnponyckaTbCcs Aanee nMbo oTBepraTbCsl B 3aBUCMMOCTU OT UX COAEPXKMMOTO.

B Tabnuue filter MOXHO BbIMNOMHUTL DROP, LOG, ACCEPT unm REJECT. ImeeTcs Tpu
BCTPOEHHbIX LIEMOYKN:

- FORWARD — MCMoOnb3yeTcs Ana punsrpaumm NakeTos, MAYLWNX TPAH3NUTOM Yepes ceTe-

BOV (punbTp;

- INPUT — NpoXogsAT NakeTbl, KOTOpble NpeaHa3HayYeHbl IoKanbHbIM NPUIoXeHnaMm (ceTte-

BOMY puneTpy);

- OUTPUT — mucnonb3yeTca aAna punbTpaumm NCXOASALWMX NaKeToB, CreHepUpPOBaHHbIX

NPUNOXEHUSIMW HA CaMOM CETEBOM (pUnbTpe.
11.5. MexaHu3m TpaccUpPOBKU CoeAUHEHUN

MexaHn3m TpaccupoBKN COEAUHEHNIN ABNSIETCA YaCTb CETEBOro ounbstTpa iptables u
YCTPOEH Tak, 4Tobbl netfilter MOr NOAYYUTb MHPOPMALMIO O COCTOSHUU KOHKPETHOroO coeanHe-
H14a. Hannyune atoro mexaHnama no3BonsieT co3gaBaTb 6onee HagexHble Habopbl NpaBun.

B npepenax iptables coeanHeHne MOXET UMETb OAHO M3 YeTblipex 6a30BbIX COCTOAHUMN:
NEW, ESTABLISHED, RELATED 1 INVALID. [Ina ynpaBneHns naketaMy Ha OCHOBE UX COCTOSHUSA
MCrnonb3yeTcs KpuTepun —-state. TpaccupoBLUMK onpeaenseT YeTblpe OCHOBHbIX COCTOSHUSA
kaxxgoro TCP- unn UDP-nakeTa n HekoTopble AONOSHUTENbHbIE XapakTtepuctuku. [na TCP- n
UDP-naketoB — aT1o IP-agpeca otnpasuTtens 1 nonyvarens, NopTbl OTNpaBUTeNs u nony4vartens.

TpaccupoBka npou3BoanTCcsa B Lenodke PREROUTING. OTO O3HayaerT, YTo iptables

npon3BOoaANT BCe BblYUCIIEHUA, CBA3aHHbIE C ornpeneneHnem CoCTtoAaHu4A, B npeaenax 3TOW LENOYKMN.
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Korga oTnpaBnsaeTcss MHNLUUUPYOLWMA NAKET B NOTOKE, TO EMY NPUCBaANBAETCS COCTOsIHME NEW, a
Korga BO3BpaLLaeTcsa nakeT OTBeTa, TO COCTOSIHME COeANHEHMUS] M3MEHSAETCA Ha ESTABLISHED 1
T.A.

Tabnuua TpaccupoBKM

Tabnuua TpaccupoBLMKa 3anucaHa B anne /proc/net/ip_conntrack. B Hewn co-
OEePXUTCH CMMCOK BCEX aKTUBHbBIX COEAUHEHNIA.

Ecnn mogynb ip_conntrack 3arpyxeH, To KoMaHga cat /proc/net/ip_conntrack
OOJITKHa BbIBECTU:
tcp 6 117 SYN _SENT src=192.168.1.6 dst=192.168.1.9 sport=32775 dport=22

[UNREPLIED] src=192.168.1.9 dst=192.168.1.6 sport=22 dport=32775 use=2

B npumepe BbiBOAA KOMaHAbl COAEPXUTCS BCA MHGOPMaLMSA, KOTopasi U3BECTHa Tpaccu-
POBLLMKY MO KOHKPETHOMY COEOUHEHMIO.

B Hayane ykasaHo Ha3BaHue NpoTOKona, B JaHHOM criyyae — tcp. [lanee cnegyer HEKOTO-
poe umcno B 06bIMHOM AECATUYHOM NpeacTaBneHmun. [locne Hero cnegyeT Yicno, onpegenstouiee
«BPEMS XNU3HU» 3anucn B Tabnuue (T.e. KONMYecTBO CEKYyHA, Yyepe3 KOTopoe MHgopmMaums o
coegvHeHun byaet yganeHa ua tabnuubl). B npuBegeHHoM npumepe 3anuck B Tabnuue éyaet
XpaHuTbCS elle 117 ¢, ecnu yepes 3To coeanHeHne bonee He npocnenyeT HM O4HOro NakeTa, B
NPOTUBHOM CIlyvae 3TO 3HayYeHue OyaeT yCTaHOBMEHO B 3HAYEHME MO YMOSTYAHUIO ANs 3agaHHo-
r0 COCTOSIHUS. OTO YNCNO YMeHbluaeTcs Ha 1 kaxayl cekyHay. [lanee cnenyet daktndeckoe
COCTOSIHWE coeanHeHus. B npumepe 31O COCTOSAHME UMeeT 3HayeHne SYN_SENT. BHyTpeHHee
npeacTaBrieHNe COCTOAHNA HECKONbKO OTNIMYAEeTCs OT BHELWHero. 3HayeHme SYN SENT roBopuT
O TOM, YTO Yepes AaHHOoe coeauHeHue npocrenoBan eguHCTBEHHbIM nakeT TCP SYN. [lanee
pacnonoXeHbl agpeca oTnpaBuTeNd 1 nonyyarens, nopTel OTNpaBMTENS K nonyyarens. 34ech xe
yKa3aHo KI1H04eBOE CrOBO, KOTOpOe COOobLLaeT 0 TOM, YTO OTBETHOMO TpadurKa Yepes 3T0 coeanHe-
HKMe elle He Gbino. [lanee npuBogMTCs AONONHUTENbHAs MHPOPMaLUMs NO OXNgaeMoMy NakeTy —
aTo IP-agpeca n Homepa NopToB OTNPaBUTENS U NonyyaTensa Ang oXXuaaeMoro OTBETHOro nakeTa
(Te e gaHHble, TONbKO MOMEHSABLUMECA MeCcTamm).

Mocne nony4yeHus oTBeTa TPACCUPOBLUMK CHUMET doriar [UNREPLIED] M 3aMEHUT €ro
dnarom [ASSURED]. 10T donar coobLLaEeT, YTO COEANHEHME YCTAHOBMEHO, K 3Ta 3anncb He ByaeT
cTepTa rno JOCTMXKEHUN MaKCUMarnbHO BO3MOXHOIO KONMYecTBa TpaccupyeMbiX COeANHEHNI.

MakcnmanbHOe KONMYEeCTBO 3anncen, KOTopoe MOXET codepaTbCs B Tabnuue, 3aBUCUT

OT 3HAYEHUS MO YMOMYaHUI, KOTOPOE MOXET ObiTb YCTAHOBMNEHO BbI30OBOM (PYHKUMM ipsysctl.
[na o6bema O3Y 256 Mb 3HaueHune cooTBeTcTBYET 16376 3anncam. MOXHO NOCMOTPETb
N U3MEHUTb 3TO 3HAYEHME Yepes:

/proc/sys/net/ipv4/ip_conntrack max
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CocTtosaHuA

CeTteBble nakeTbl MOryT UME€Tb HECKOJIbKO pa3JiNM4HbIX COCTOSIHUIA B npegenax aapa B

3aBMCNMMOCTUN OT TUNa NPOTOKOJ1a. OpgHako BHe A0pa NMeeTcA TOJIbKO YeTblpe COCTOAHUA, KaK

6bIno ckasaHo Bbile. [apameTpbl, onucbiBatoLLMe COCTOsIHME NakeTa, UCMOSb3YTCS B KpUTEPUU

--state. [lonyctumMbiMn ABNSAOTCA: NEW, ESTABLISHED, RELATED 1 INVALID.

B Tabnuue 49 nogpobHO paccMOTpeHO Kaxaoe U3 BO3MOXHbIX COCTOSIHUIA U NpUBeaeHb!

HeobxoanMble KOMMEHTapUN.

Tabnuuya 49

CocTosiHMe

OnucaHune

NEW

CoobuaetT o ToM, YTO NakeT ABNAETCA MepBbiM ANA AAHHOMO COeAMHeHUs. ATo
O3Ha4yaeT, YTo 3TO NepBbI NaAKET B JAHHOM COEAVHEHUN, KOTOPLIN YBUAEN Moayrb
TpaccupoBLLUKa

ESTABLISHED

FOBOPUT O TOM, YTO 3TO He MepBbIi NakeT B coeanHeHun. [Ina nepexoaa B COCTOAHME
ESTABLISHED Heo6XxoaMMo, YTOGbl OAMH KOMMbIOTEP Nnepeaan nakeT v nonyyun Ha
Hero oTBET OT ApPYroro KomnbtoTepa. Mocne nony4yeHus oTBeTa NPU3HaK COEANHEHUS
NEW 6yueT 3aMeHeH Ha ESTABLISHED

RELATED

MosiBNAieTcs, ecnun AaHHoe COeMHEHNE CBSA3aHO C APYIMM COeAVHEHMEM, UMEOLLUM
npusHak ESTABLISHED, T.€. COeQUHEHNE UHULMNPOBAHO U3 YK€ YCTaHOBINEHHOIO
COoeVHEeHs1, UMetoLLIEero NpusHak ESTABLISHED

INVALID

[OBOPUT O TOM, YTO NaKeT HE MOXET ObITb MAEHTUMULNPOBAH U NOITOMY HE MOXET
UMeTb onpedeneHHoro cratyca. 3T0 MOXET NPOUCXOAUTb MO pasHbIM MpUYUHaM,
HanpuMep, Npu HexBaTke NamsTy unu nNpu nonyveHnn ICMP-coobuleHusi, koTopoe
He COOTBETCTBYET KakOMy-nmbo N3BeCTHOMY coeuHeHuo. Hannyywmm BapnaHTom
ObIr10 6bl MpMMeHeHMe aencTBnst DROP K Taknm naketam

Tabnuubl

MapameTp -t ykasbiBaeT Ha ucnonb3yemyt Tabnuuy. o ymonyaHuio ucnonb3yeTcs

Tabnuua filter.

KomaHgbl

B Tabnuue NPUBOAMTCSA CMMCOK KOMaHA, KOTopble MCMOoNb3ylTcs B iptables, U

npasuiia nx ncnosrb3oBaHUA. nOCpe,D,CTBOM JaHHbIX KOMaH iptables y3HaeT, 4To Heobxoanmo

BbINONHUTL. OB6bl4HO npeanonaraetTcda ogHoO 13 AByX Aenctemm — ato gobasneHne HOBOro npasuna

B LIENOYKY UIN yOoaneHue CyLLEeCTBYHOLLIEro npasuna nu3 Tol unn nHom Tadbnuubi.

Taobnuuya 50

KomaHga

Mcnonb3oBaHune

-A, --append

[loGaBnser HOBOE NPaBUIO B KOHEL, 3a4aHHOW LIEMOYKM.

Mpumep
iptables -A INPUT
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lNpodomxeHue mabnuues! 50

KomaHpga Ncnonb3oBaHne
Ynanset npasuno u3 uenoykn. KomaHga nveet gea cdopmara 3anucu: nep-
Bbll — KOrga 3ajaetcs KpuTepuin cpaBHeHUst ¢ napaMmeTpom -D, BTOPOU —
nopsaKkoBbIA HOMep npasuna. Ecnn 3agaeTcsa Kputepun cpaBHeHUs, To yaans-
€TCH NpaBuIio, KOTopoe MMeEeT B cebe aTOT KpUTepuin, ecriv 3agaeTca HoMep
-D, --delete npasuna, To 6yaeT yaaneHo npasBuro ¢ 3agaHHbIM Homepom. CyeT npasun B
Lenoykax HauMHaeTcs ¢ eanHULLbI.
Mpumep
iptables -D INPUT --dport 80 -j DROP, iptables -D
INPUT 1
BbinonHaeT nepenMmeHoBaHMe Nob30BaTENbCKOW Lenodkn. B npumepe ue-
noyka allowed ByoeT nepenmMeHoBaHa B Uenoyky disallowed. ITU nepe-
NMEHOBaHWSI HE N3MEHSIIOT NopsaoK paboThl.
-E, —--rename-chain
Mpumep
iptables -E allowed disallowed
KomaHga gomkHa 6bITb yka3aHa Bcerga
C6poc (yaaneHue) Bcex nNpaBun U3 3agaHHom uenoYku (tabnuupl). Ecnu nvsa
LenoYkn n Tabnuupbl He yKkasblBaeTcs, TO yoansalTCca Bce npasuiia BO BCeX
-F, --flush Leno4kax.
Mpumep
iptables -F INPUT
BcTaBnser HoBoe npaBusio B LieroYyky. Yncno, criegyloliee 3a UMeHeM Le-
MOYKM, YKa3blBaeT HOMep npasuna, nepeg KoTopbiM criedyeT BCTaBUTb HOBOE
. npasuno. B npumepe Bbile yKa3biBaeTCs, YTO JaHHOE NPaBuio AOMKHO BbiTb
-1, --insert nepBbIM B Lienoyke INPUT.
Mpumep
iptables -I INPUT 1 --dport 80 -j ACCEPT
BbiBOA cnvcka npasun B 3agaHHoOM Lienoyvke. B HuxenpueeaeHHOM npumepe
npegnonaraeTcs BbIBOA NPaBum M3 Lenodkn INPUT. ECniv nms LUenoykn He
yKasblBaeTCcs, TO BbIBOOMTCHA CMUCOK MpaBun Ansg Bcex uenodek. dopmat
-L, --list BbIBOAA 3aBUCUT OT HANmM4Ms JOMONMHUTENbHBIX KMOYer B KOMaHAae, Hanpumep
-n, -v 1 np.
Mpumep
iptables -L INPUT
CospaeTcsa HoBas Lenoyka ¢ 3agaHHbIM MMEHeM B 3adaHHou Tabnuue. B
HWXenpuBe4eHHOM NpUMepe co3gaeTcs HOBas Lernoyka ¢ uMeHeM allowed.
Mmsa uenoykn omkHO BbITb YHUKaNbHBIM U HE OOMKHO CoBnNaaaTh C 3apesep-
-N, --new-chain

BMPOBaHHbLIMU MMEHaMM Lienoyek u aencteui (DROP, REJECT M T.1.).

Mpumep
iptables -N allowed
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OkoHyaHue mabnuub! 50

KomaHpa Vcnonb3oBaHue

Onpepensert NonUTKKY No YMOMYaHWio Ans 3aaaHHoN Lenodku. Monutuka no
yMOMuaHuio onpefensiet AeicTB1e, NpYMeHsieMoe K NakeTam, He NonasLUKM
' noa AEWCTBME HU OQHOMO M3 MpaBwun B Liernoyke. B kayecTBe nonmTmku no
-P, —-policy yMOMnYaHuto JonyckaeTcsl UCrnonb3oBaTb DROP, ACCEPT U REJECT.

Mpumep
iptables -P INPUT DROP

ﬂaHHaﬂ KOMaHOa 3amMeHdaeT OaHO npaBuio Apyrum. B ocHoBHOM OHa ncnonb-

3yeTcHa BO BpeMs OTnagky HOBbIX MpaBun.
-R, —--replace
Mpumep

iptables -R INPUT 1 -s 192.168.0.1 -j

YnaneHue 3agaHHON LENoYKM U3 3aaaHHou Tabnuubl. Yaansemas uenovka
He JOMKHa UMETb NPaBWI U He OOMKHO ObiTb CCbINOK M3 APYrUX LEenoYek Ha
yoansiemyto uenoyky. Ecnm nmsi Lenoyku He ykasaHo, To GyayT yaaneHsl Bce
-X, —-delete-chain| U€MOYKM, onpeaerneHHble koMaHaoln -N B 3aaaHHoN Tabnuue.

Mpumepsbl:
1. iptables -X allowed
2. iptables -P INPUT DROP

OGHyneHne Bcex CYETYMKOB B 3aJaHHOM uenodvke. Ecrnv umsa uenoyvku He
ykasblBaeTcs, TO nogpasyMeBatoTcs Bce Lienoyku. Mpu ncnonb3oBaHum Knoya
-v COBMECTHO C KOMaHaou -L Ha BbiBoA OyayT nogaHbl U COCTOSIHUSI CYET-
-7, --zero YMKOB MaKeToB, MoNaBLUMX Noa AeWcTBUe Kaxaoro npasuna. JonyckaeTcs
COBMECTHOE MCMOoSb3oBaHMe KoMaHa -1 1 -Z. B atom cnyyae 6yaet BblgaH
cHayarna CrnvMcoK npaBus Co cYeTYMKamu, a 3aTem npousonaet obHyneHue
CYETUYMKOB

Knouu
HekoTopble kKoMaHAbl MOTYT UCMOMbL30BATLCS COBMECTHO C AOMOSHUTENBHLIMU KINKOYaMu.

MepeyeHb kntoyet 1 ux onvcaHne npueeaeHsl B Tabnuue [51]

Tabnuuya 51
Kntoy OnucaHue
Mcnonb3yeTcs BMecTe ¢ KoMaHaamMuM ——insert, ——append U —-replace
npy co3gaHUM HOBOIO NpaBuna Ansg yCTaHOBKM CYETUYMKOB NakeToB U 6aiT B
c, —--set-counters

3agaHHoe 3Ha4vyeHue. Hanpumep, Koy —-—set-counters 20 4000 ycTaHo-
BUT cyeT4ynk naketoB B 20, a cdeTymk 6anTt B 4000

Mcnonb3yetcss BMeCcTe ¢ KOMaHAoW —-1ist, BKMOYAET peXuM BbiBoda HO-
--line-numbers MepOB CTPOK Npu oTobpaXkeHUn cnucka npaeun koMaHaon —-1ist. Homep
CTPOKMN COOTBETCTBYET NO3NLIMKN NpaBuia B Lienoyke

MoxeT ucnonb3oBaTbCs ¢ MO0 KOMaHA4OoN, onpeaensieT KoMaHay 3arpys-
--modprobe K1 mMoayns siapa. [aHHblA KoY UCMonb3yeTcs B crlyvyae, ecnv KomaHaa
modprobe HaxoAMTCst BHE MyTW Noucka

McnonbayeTca BMecTe ¢ komaHaon —--1ist. 3actaBnser iptables BbIBO-
n, —--numeric anTb IP-agpeca 1 Homepa nopToB B YMCMNOBOM BUAE, NpefoTBpaLLas nonbITkU
npeobpasoBaTtb UX B CUMBOMNNYECKME UMEHA
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OkoHyaHue mabnuusi 51

Krito4 OnucaHne

-v,

—--verbose

Wcnonb3dyetca BMecTe C KomMaHgamu --list, --append, --insert,
--delete U --replace ANS NOBbILEHNA MHPOPMATUBHOCTM BbiBoga. B
crnyvae ucnonb3oBaHNsA ¢ KOMaHOoW ——1ist B BbIBOO 3TOW KOMaHAbl BKIHO-
yarlTcsa Takke UMa uHTepdenica, CYeTYNKN NaKeToB M BanT AN KaXKaoro
npasuna. Popmat BbiBOAa CHETYMKOB Mpeanoraraet BbiBo4, Kpome undp
yucna, ewe M CUMBOIMbHbLIX MHOXUTenen K (x1000), M (x1,000,000) v G
(x1,000,000,000). Ytobbl KOMaHOa --1ist BbIBOAMNA MNOMHOE 4ymcro (bes
ynoTpebneHnst MHoXuTenen), Tpebyetca NPUMEHATb KoY —X, KOTOPbIN ONK-
caH Hmxe. Mpn ncnonb3oBaHWM ¢ gpPYrMMmn kKomaHgammn Ha BbiBog, 6yaeT nogaH
noapoOHbIA OTYET O NPOMN3BEAEHHON onepaummn

-X,

-—-exact

Mcnonb3yeTcs BMecTe ¢ KoMaHaon —-1ist. [Anga Bcex Yncen B BbIXOOHbIX
OaHHbIX BbIBOOATCS MX TOUHbIE 3Ha4YeHMs 6e3 okpyrneHnst n 6e3 npumeHeHus
MHOXUTeNen K, M, G. BaxxHO TO, YTO AaHHbLIW KIS0 UCMOMNb3YEeTCH TOSbKO C
KOMaHaon —-1ist N HEe NPUMEHSIETCA C APYrMMM KOMaH4aMU

11.6. Kputepuu BbiaeneHns nakeToB

BbigenstoTca cnegyowme Kputepuu:

1) obwue — KpuTepmmn, KOTopble JOMYCTUMO YNoTpednsaTb B Nobbix npasunax. OHU He
3aBUCAT OT Tuna NpoToKosia U He TpebyroT NoAarpy3kn mogynen pacwumpenus. B aty
rpynny gobaBneH KpuTepun --protocol, HECMOTPA Ha TO, YTO OH MCMNONb3YeTCHa B
HeKOTOopbIX creunduyHbIX OT NMPOTOKOMNa pacwupeHnax. Hanpumep, npu ncnosnb3osa-
Hun TCP-kpntepusi HeobXoAUMO MUCNONb30BaTb U KPUTEPUN —-protocol, KOTOPOMY B

KayecTBe [OMONMHUTENBLHOIO KNnko4va nepenaeTtcs HasBaHue npotokona — TCP. OgHako

—--protocol cam no cebe ABNSETCS KPUTEPUEM, KOTOPbIA UCNONb3YyeTCs ANs yKasaHus

Tvna NpoToKona;

2) HesiBHble — 3TO KpUTEPUU, KOTOPbIE NOArPYXarTCsl HEABHO U CTAHOBATCSA AOCTYMHbI,
HanpumMmep, NpU ykaszaHuu Kputepus —-protocol. CywecTByeT Tpy aBToMaTtuyeckn nog-
rpyaembix pacwmpenus: TCP-, UDP- n ICMP-kputepun. 3arpyska aTux paclumpeHuin
MOXET NPOM3BOAUTLCS U ABHBbIM 06pa3oM C MOMOLLBIO KItoya -m, —-match, Hanpumep:

-m tcp

3) nepen UCNornb30BaHWEM BbILLEONUCAHHbBIX PacLUMPEHUN OHU OOMKHbI ObITb 3arpyXXeHbl

SIBHO, C MOMOLLIbIO KNtova —m unn ——match. Tak, Hanpumep, ecriin NCnonb30BaTb KPUTEPUN

—-—-state, TO CcriegyeT sABHO yKa3aTb 3TO B CTPOKe MnpaBura —-m state nesee UCMNOSb3y-

€MOro Kputepu4. Bce otnnuue mMexay ABHbIMU U HEABHBLIMU KPUTEPUAMU 3aKioHaeTCA

TONbKO B TOM, YTO MepBble HEOBXOAMMO MOArPYKaTb SIBHO, a BTOPbIE MOArPYKarTcs

aBTOMaTU4eCKN.
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11.7. JenctBuA 1 nepexoabl

[denctBnsa n nepexoabl coobLLAT NpaBuny, YTO HEOOXOANUMO BbINOMHUTL, ECINU NaKeT
COOTBETCTBYET 3alaHHOMY KpuTeputo. Yalle Bcero ynotpebnsawTtca aencTenst ACCEPT 1 DROP.

OnncaHve nNepexoaoB B NpaBunax BbIMMSAAUT TOYHO TakK e, Kak U onncaHue OencTBui, T. e.
CTaBUTCS KIMOY —3 U yKa3biBAETCS Ha3BaHWe LIenoYku NpaBus, Ha KOTOPYH BhIMOMHSETCA Nepexom.
Ha nepexoapbl HaknaabiBaeTcs psa orpaHUYeHnin, nepBoe — Lienoyka, Ha KOTOPYH BbINOMHAETCS
nepexon, AOIKHA HaxoaAUTLCA B TOW e Tabnuue, YTo M Lerno4vka, U3 KOTOPOoW 3TOT nepexop
BbIMOSHAETCS; BTOPOE — LIENoYKa, SABNSLIascs Lenbio nepexoaa, AomkHa ObiTb co3gaHa Ao Toro,

Kak Ha Hee ByayT BbINOMHATLCS NEPexoabl.

Mpumep
Cospatb Uenoyky tcp_packets B Tabnuue filter ¢ NOMOLWbLIO KOMaHAbI:
iptables -N tcp_packets
BbINONHATL Nepexobl Ha 3Ty LIEeMNOYKY:
iptables -A INPUT -p tcp -j tcp_packets
T.e., BCTpeTMB nakeT npoTtokona TCP, iptables Npou3BeAET Nepexos Ha LEeNoYKy tcp_packets

N NPOOOIMKUT OABMXXEHNE NakeTa MNno 3TOM LIeMNoYKe.

Ecnu naket gocTtur KoHUa LEenoYkn, To OH OyaeT BO3BpaALLEH B BbI3bIBAOLLYIO LIEMNOYKY
(B npumepe — 370 Lenodka INPUT), 1 ABUXEHME NakeTa NPOAOIMKUTCS C NpaBuna, creayroLwero
3a NpaBuIioM, Bbi3BaBLLMM nepexon. Ecnun k nakeTy Bo BNOXeHHOW Lenoyke byaeT npuMeHeHo
aenctene ACCEPT, TO aBTOMaTMYeCKM NakeT OyaeT cuMTaTbCd MPUHATLIM M B Bbi3blBAlOLLEN
Leno4dke n yxxe He ByoeT npogosmkaTtb ABUXKEHWE MO Bbi3biBalOWMM Lenovkam. OgHako naket
nongeT no Apyrum Lenoyvkam B Apyrnx tabnuuax.

[encTBne — 310 NpegonpeneneHHas KomaHaa, onucbiBatoLLas 4eNcTBme, KOTopoe Heob-
XOOAUMO BbIMNOSIHUTb, €CIM MNaKeT coBnan ¢ 3afgaHHbIM KpuTepmneM. Hanpumep, MOXXHO NMPUMEHUTb
aencteme DROP unn ACCEPT K nakeTy. B pesynbrate BbINOMHEHUS O4HUX OEACTBUA NAKET npekpa-
LLIaeT cBOe NpOoXOXAeHne no Lenodvke, Hanpumep DROP n ACCEPT; B pesynbrate apyrux, nocne
BbIMNOSNIHEHMS HEKUX OMnepaunin, NPoAoIKaeT NpoBePKY, Hanpumep LOG; B pe3dynbrate paboTbl
TPETbUX — faxe BUOAOU3MEHSIETCS, Hanpumep DNAT 1 SNAT, TTL 1 TOS, HO TakK e npogosnkaeT
NpoaBMXEHME NO LienoykKe.

ACCEPT

Ecnn Hag nakeTom BbINOMNHAETCH AencTene ACCEPT, TO NakeT npekpawlaeTt ABUKEHNE No
uenoyke (M BCeM Bbi3BABLUMM LiEMOYKaM, ECIM TEKYLLAs Lienoyka Obinia BIOXKEHHOW) U cUMTaeTcs
NPUHATBLIM, TEM HE MeHee, NaKeT NPOAOIKUT ABMXKEHME MO LUenodykam B Apyrnx Tabnumuax n Moxet
ObITb OTBEPrHyT Tam. [lencTBue 3agaeTcs C NOMOLLbIO Kntoya —j ACCEPT. [JONONHUTENbHbIX

KIoYen He umeer.
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DNAT

DNAT ucnosb3yeTcs Ans npeobpasoBaHust agpeca MecTta HasHadeHus B |IP-3aronoske
naketa. Ecnv nakeT nognagaeTt nod KpUTEPUA NpaBuna, BbINOMHAKLWEro DNAT, TO 3TOT NakeT U
BCe nocregyoLlme nakeTbl U3 3TOro e noToka 6yayT nofBeprHyTbl NpeobpasoBaHnio agpeca
HasHa4yeHusi 1 nepedaHbl Ha Tpebyemoe YCTPOMCTBO, KOMMLIOTEP UIN CETb.

MoXeT BbINOMHATLCA TOMbKO B Lienovykax PREROUTING M OQUTPUT Tabnuupbl nat U BO
BIOXEHHbIX NoALIenoYKax.

Kntou ans penctBust DNAT — --to-destination.

Mpumep
iptables -t nat -A PREROUTING -p tcp -d 15.45.23.67
--dport 80 -j DNAT --to-destination 192.168.1.1-192.168.1.10

OTOT KIoY yKasbIBaeT, kakon |IP-agpec gomkeH 6bITb NoagcTaBneH B kKa4yecTBe agpeca
MecTa HasHa4yeHusd. B BbilenpnBeaeHHOM NpMMepe BO BCEX MaKeTax, NpULLIEAWnX Ha agpec
14.45.23.67, agpec HazHa4YeHnsa 6yneT M3MEHEH Ha OO4MH U3 AMana3oHa oT 192.168.1.1 go
192.168.1.10. Bce nakeTbl 3 ogHoro notoka 6yayT HanpaenNATbLCA HA OOWH M TOT XXe agpec, a
ANs Kagoro HoBOro notoka 6yaert BbIbMpaTbCs OANH U3 aApecoB B YkadaHHOM AnanasoHe Cny-
YanHbIM obpasoM. MOXHO Takke onpenenuTb eauHCTBEHHbIN IP-agpec. MOXHO 4OMONHUTENBHO
yKasaTb NopT uUiv ananasoH NOpPTOB, Ha KOTOpbIV (KoTopble) ByaeT nepeHanpasneH Tpaduk. Ons
atoro nocre IP-agpeca 4yepes ABoeTouMe yKkasaTb NOpT, Hanpumep:
—--to-destination 192.168.1.1:80
A8 yKasaHua guanasoHa nopTos:
—--to-destination 192.168.1.1:80-100

CuHTakcuc genctemim DNAT M SNAT BO MHOMOM CXOX. YKaszaHue MOpToOB LOMycKaeTcs
TONbKO Npu pabote ¢ NpoTokonom TCP wunu UDP, Npu HanMuMm napametpa —--protocol B
Kputepun.

DROP

DROP cbpacbiBaeT NakeT n iptables 3abbiBaeT 0 ero cywecrsoBaHnn. COpoOLLEHHbIE
nakeTbl NpeKpaLLlaT CBOE ABMXXEHME MOMHOCTLIO, T. €. OHN HE NepefarTcs B Apyrme tabnuupl,
Kak 3TO NpoucxoauT B crnyyae ¢ gencrenemM ACCEPT. CrieayeT NOMHUTb, YTO AaHHOEe AenCTBue
MOXET UMETb HeraTMBHblE MOCIEACTBUS, MOCKOMbKY MOXET OCTaBfATb HE3aKpbITble COKEThI
Kak Ha CTOpPOHe cepBepa, Tak U Ha CTOPOHE KIMeHTa, Haunyywum cnocobom 3awmtbl Oyaet
ncnonb3oBaHne genctend REJECT, 0COGEHHO NMpu 3aLUmMTe OT CKaHMPOBAHMUS MOPTOB.

LOG

LOG CRyXuT AN XXypHanMpoBaHUsa OTAErNbHbIX MNAaKeTOB U cobbITMIA. B XXypHan moryT

3aHOCUTbCA 3arofnioBku IP-naketoB n gpyras nHtepecyowas nHpopmaums. MHpopmauus ms
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XXypHana MoXeT ObITb NpoynTaHa ¢ NOMOLLbIO dmesg UK syslogd, NIMGO ¢ NOMOLLBIO ApPYruX
KOMaHz,.

Kntoun gecteusa LOG npvBefeHsl B Tabnuue [52]

Tabnunua 52

Krito4 OnucaHne

Ucnonb3yeTca ons 3agaHusa ypoBHS XXypHanupoBaHus. MoxHo 3agaTh crieqy-
owme ypoBHu: debug, info, notice, warning, warn, err, error, crit
alert, emerg N panic. KnioueBoe CrioBo error O3HA4yaeT TO Xe camoe,
YTO U err, warn — warning M panic — emergqg. [NpuopuTteT onpegenser
pasnuuusa B TOM, Kak ByayT 3aHOCUMTbCA coobLeHnsa B XXypHan. Bce coob-
LLEeHMs 3aHOCATCA B XypHan cpeactsamu agpa. Ecnn yctaHOBUTL CTPOKY
--log-level kern.=info /var/log/iptables B panne syslog.conf, T0 Bce co0b-
leHus u3 iptables, ncnonbeayowme ypoeeHb info, 6yayT 3aHOCUTLCS B
ann /var/log/iptables. OgHako B 3TOT hann nonagyT v Apyrme coob-
LeHUs, nocTynaroLwme u3 Apyrux nogcucTemM, KotTopble UCNonb3yrT YPOBEHb
info.

Mpumep
iptables -A FORWARD -p tcp -Jj LOG --log-level debug

3apaeT npeduKc, KoTopbii OydeT CTOATb nepen BCEMWU COOOLLEHUSMU
iptables. CoobLleHns co cneundudHbiM npedmnKcoMm 3aTemM Nerko Mox-
HO HaWTW, K NpUMepy, ¢ NoMoLlblo grep. lNpedunKc MOXeT cogepxaTb A0

--log-prefix 29 cMmBoroB, Bkro4as npobensi.
Mpumep
iptables -A INPUT -p tcp -j LOG --log-prefix "INPUT
packets"

Mo3BonsieT 3aHoCUTb B XXypHan Homep TCP Sequence-naketa. Homep TCP
Sequence ngeHTNMOUUNPYET KaXKablA NakeT B NOTOKE M onpeaenseTr nopsi-
AOK COOpKM NOTOKa. ATOT KNIoY NMoTeHumnarnbHO onaceH ans 6e3onacHocTn
CUCTEMbI, €CITN CUCTEMHbBIN XXYpHan paspeluaeT AOCTYN «Ha YTeHME» BCEM
--log-tcp-sequence K Goi > v 6

none3oBatensaMm. Kak u nobon gpyron xxypHan, cogepxalimi coodLieHms ot
iptables.

Mpumep
iptables -A INPUT -p tcp -j LOG --log-tcp-sequence

[Mo3BONSET 3aHOCUTL B CUCTEMHBIV XXypHan pasfnnyHble CBEAEHUS U3 3arofioB-
ka TCP-naketa. Takasg BO3MOXHOCTb MOXET ObITb NonesHa npu otnagke. 10T
--log-tcp-options | KMOY HE MEET AONONHUTENBHBIX NapaMeTPOB.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-tcp-options

[Mo3BONSIET 3aHOCUTL B CUCTEMHbIV XXypHan pasnuyHble CBEAEHUS U3 3arofoB-
ka IP-naketa. Bo MHOrom cxox c knto4oM -—log-tcp-options, Ho paboTtaeT
-—log-ip-options TOnbKO C |P-3aromnoskom.

Mpumep
iptables -A FORWARD -p tcp -j LOG --log-ip-options
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MARK

MARK UCMonb3yeTcs sl YCTaHOBKM METOK AN ONpeAeneHHblX MakeToB. ITO A4ENCTBUE MO-
XXET BbINOSMHATLCS TONbKO B Npeaenax 1abnuubl mangle. YCTaHOBKA METOK OObIYHO MCMONb3yeTCs
AN HYXXO MapLUpyTM3auumn NakeToB Mo pas3nnUYHbIM MapLupyTam, Ans orpaHu4eHns Tpaduka u T.n.
MeTka nakeTa cyLlecTByeT TONbKO B NEpMOA BPEMEHM, NMOKA NAKET HE MOKMHYN GpaHamayap, T.e€.
MeTKa He nepegaetcs no cetn. Ecnv HeobxoauMo Kak-To MOMETUTb NaKeTbl, YTOObI UCMOMb30BaTb
MapKUPOBKY Ha OPYroM KOMMbHOTEPE, TO MOXHO MaHUNynmMpoBaTb Gutamm nonsa TOS.

Kntoy ana gencreust MARK — —--set- — yCTaHaBNMBaEeT METKY Ha nakeT. [Nocrne kno4a

—-—-set-mark OOMXHO cnegoBaTh Lienoe Yucro.

Mpumep
iptables -t mangle -A PREROUTING -p tcp --dport 22 -j MARK --set-mark 2

MASQUERADE

MackapaguHr nogpasymeBaeTt rnonyyveHue |IP-agpeca ot 3agaHHOro ceTeBoro MHTepgenca,
BMECTO NMPSIMOro ero ykasaHusi, Kak 370 enaeTcs C MOMOLLbIO Krya —-to-source B AENCTBUN
SNAT.

Hencrtene MASQUERADE MOXET OblTb MCNOMNb30BaHO BMECTO SNAT, JaXe eCrnn UMeeTCA
NoCTOAHHbIN IP-agpec.

MASQUERADE fonycKaeTcs ykasbliBaTb TOMbKO B Lienoyke POSTROUTING Tabnuubl nat,
Tak e Kak 1 gencteme SNAT. MASQUERADE MMeET KITo4, MCNOoMb30BaHWe KOTOPOro Heobs3aTenb-
HO.

Kntou ansa gencreua MASQUERADE — —--to-ports — UCMNOMb3yeTcs ANa ykasdaHusa nopra
WCTOYHMKA Uy JuanasoHa nopToB ucxogsiero nakera. MoXHo ykasaTb o4uH MOpT, Hanpuvep:
-—-to-ports 1025
UM guanasoH NnopToB:

—-—to-ports 1024-3100
OTOT K104 MOXHO MCNOSb30BaTh TOMbKO B NpaBunax, rae KpUuTepumn cogepXuT sBHoe

ykasaHue Ha npoTtokon TCP vnn UDP ¢ nomoLbio knoya —-protocol.

Mpumep
iptables -t nat -A POSTROUTING -p TCP -j MASQUERADE --to-ports 1024-31000

REDIRECT

REDIRECT BbINOSIHSAET NepeHanpasfieHne NakeToB M MOTOKOB Ha ApYron rnopTt TOro xe
camoro KomnbloTepa. K npumepy, MOXXHO nakeTbl, noctynatwowme Ha HTTP-nopt, nepeHanpaBuTb
Ha nopT HTTP-npokcu. [enctBne REDIRECT OYeHb YyOOOHO 4SS BbINOMHEHUS MPO3pavyHOro
npokcunpoBaHus (transparent proxying), korga komnbtotepbl B JIBC gaxe He nogo3peBaroT O

CcyLiecTtBOBaHMM MPOKCH.
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REDIRECT MOXET UCMONb30BaTbCs TONbKO B LienovYkax PREROUTING un OUTPUT Tabnuubl
nat, a TakkKe BbINOMHATLCA B NoALENoYKax.

Kniou gna genctBust REDIRECT — —-to-ports — onpegensietr nopt unu guanasoH
NopToB Ha3HaveHus. bes ykasaHua knova —-to-ports nepeHanpasfieHNs He NPOUCXOOUT, T. €.
nakeT naeTt Ha TOT NopT, Kyaa v ObinT Ha3HaYeH.

Ons YKa3aHnAa o4HOoro rnoprta HasHa4eHud BBECTU:.

iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports 8080

Ecnu HeoGxoanmo YKa3aTb Anana3oH NnopToB:
iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports /
8080-8090

OTOT KI104 MOXKHO MCNOSb30BaTh TOMLKO B NpaBunax, rae KpUTepumn coaepXuT siBHoe
ykasaHue Ha npotokon TCP nnn UDP ¢ nomoLybio kntoya —-protocol.

REJECT

REJECT mcrnonb3yeTcs, Kak npaBuno, B TeX e CaMblX CUTyauusix, 4To n DROP, HO B
oTnnyme oT DROP, KoMaHAa REJECT BblgaeT cooblieHne o6 owmbke Ha KoMnbloTep, nepenas-
lWwnin nakeT. [lenctBne REJECT paboTaeT ToNbKo B Lenovkax INPUT, FORWARD n OUTPUT (M BO
BMOXEHHbIX B HMUX Lienoykax). [loka CcyLlecTByeT TONbKO €AWNHCTBEHHbIN KoY, yrnpaBnisaoLwmnini
nosegeHnemM KomaHabl REJECT.

Knou ana genctBus REJECT — --reject-with — ykasbiBaeT, Kakoe coobuieHune
HeoOxoauMMO nepenaTtb B OTBET, ECMM NaKeT coBnan C 3agaHHbiM Kputepuem. Npu npumeHe-
HUM OgencTBus REJECT K nakeTy cHadana Ha KOMMblTep-oTnpaBuTens OyaeTr oTocnaH yka-
3aHHbIN OTBET, a 3aTteM nakeT byaet cbpowleH. [lonyckaeTcs UCNosib3oBaTb Crieayowmne TUnbl
OTBETOB: icmp-net-unreachable, icmp-host-unreachable, icmp-port-unreachable,
icmp-proto-unreachable, icmp-net-prohibited n icmp-host-prohibited. Mo ymon-
YaHuo nepepaeTcsa coobuleHne port—-unreachable. Bce BblileykaszaHHble TUMbI OTBETOB SABMS-
toTca ICMP error messages (coobweHuamm o6 owmnbkax). Tun oTBeTa tcp-reset NCNONb3Y-
eTcs Tonbko anga npotokona TCP. Ecnu ykazaHo 3HadYeHue tcp-reset, TO gencTBme REJECT

nepegact B oteeT naket TCP RST, KOoTopbIv ncnonedyetcsa Ans 3akpbitusa TCP-coeanHeHus.

Mpumep
iptables -A FORWARD -p TCP --dport 22 -j REJECT --reject-with tcp-reset
RETURN
RETURN npekKkpawaeT gBMXeHne rnaketa no TeKyLLI,eIZ Luerno4yke rnpasuit U npomn3BoanT
BO3BpaT B Bbl3blBalOLL YO LEMOYKY, €CIin TEKYLLaA Lerno4vka Obina BNOXXEHHOW, UNK, ecnu TeKyLwas

Liernoyka NexuT Ha caMOM BEpPXHEM YpPOBHe (Hanpumep, INPUT), Kk nakeTy GyaeT npMMeHeHa
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nosiMTUKa Nno ymonyaHuto. B kayecTBe NOMNTUKM NO YMOMYaHUIO HasHa4varT encTBus ACCEPT
nnn DROP.

SNAT

SNAT MCnonb3yeTcs Ans Nnpeobpa3oBaHNs CETEBbLIX a4pecoB, T. €. UBMEHEHMS NCXOOSALLETO
IP-agpeca B IP-3aronoBke nakera. SNAT 4ONYCKAETCA BbINOMHATL TONbKO B Tabnuue nat, B LENOY-
Ke POSTROUTING. [lpyrumn cnoBamu, TOMbKO 34eCb AOMNycKaeTcs npeobpasoBaHne UCXoasmx
agpecoB. Ecnu nepBbii NakeT B COeANHEeHMM noaeeprca npeobpasoBaHMio UCXOASALLEro agpeca,
TO BCE MocrenyLlme nakeTbl U3 3TOro Xe coeanHeHust byayT npeobpasoBaHbl aBTOMAaTUYECKN U
He NonayT Yyepes 3Ty LenoyKky npasus.

Kntou ana gencteus SNAT — --to-source — MCNOSb3YeTCA AN yKasaHus agpeca,

npunceamBaeMoro rnakery.

Mpumep
iptables -t nat -A POSTROUTING -o ethO -j SNAT --to-source
194.236.50.155-194.236.50.160:1024-32000

YkasbiBaeTcs IP-agpec, KoTopbii ByaeT nofgcTaBneH B 3arofiloBOK MakeTa B KaydecTBe
ncxopswero. Ecnv HeobxoamMmo nepepacnpenenvTb Harpy3ky Mexay Heckonbkumm 6paHamaya-
pamMu, TO MOXHO yKasaTb Auana3oH agpecoB, r4e HavarnbHbI U KOHEYHbIN agpeca guana3oHa
pasgensaiTca geduncom, Hanpumep:
194.236.50.155-194.236.50.160

Torga koHkpeTHbIM |IP-agpec 6ygeT BbibupaTbcsa M3 AnanasoHa crny4vyamHbiM obpasom
ANS KaXQoro HOBOro notoka. [JonosHMTeNbHO MOXHO YKa3aTb AMana3oH NopToB, KoTopble 6yayT
NCNoNb30BaTbCA TONbKO ANSA HY>X4 SNAT.

TOS

TOS ucnonb3yeTcs Ans yctaHoBKW 6uT B none TOS IP-3aronoska. [None TOS coaepXut
BOCEMb OUT, KOTOPbIE UCMONbL3YOTCA ANA MapLPyTU3aUnn nakeToB. ATO OQHO M3 HECKOJSTbKUX
noneu, ncnomnb3dyembix iproute?2. [laHHOe none MoXeT obpabaTbiBaTbCA pasfMyHbIMN MapLLpPY-
TM3aTopamu C Lenbio Bbibopa MaplipyTa ABmKeHUs nakeTta. Kak ye ykasbiBanoch Bbllle, 3TO
none, B OTNiM4ne OT MARK, COXpaHSAET CBOE 3Ha4YeHue Npu ABMXEHUN NO CETU, a NOITOMY MOXET
NCNonb30BaTbCA ANs MapLipyTmu3aunm naketa. [laHHoe AercTBne 4onyckaeTcsi BbINOMHATL TOMbKO
B npegenax tabnuubl mangle.

Kntou gnsa genctems TOS — —-set-tos — onpegenseTr YACNOBOe 3HaYeHNe B LECATUYHOM

nnn wecTtHaguatepn4Hom sunae.

Mpumep
iptables -t mangle -A PREROUTING -p TCP --dport 22 -j TOS --set-tos 0x10
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MockonbKy none TOS siBNAeTcs 8-6UTHLIM, TO MOXXHO yKa3aTb YMcno B AnanasoHe ot 0 oo
255 (0x00—0xFF). BonbLUMHCTBO 3HAY€HWI STOrO NOMS HUKaK He ucnonb3yetcs. Jlyyle ncnons3o-
BaTb MHEMOHU4Yeckmne obo3HaveHus: Minimize-Delay (16 nnun 0x10), Maximize-Throughput (8 nnu
0x08), Maximize-Reliability (4 nnu 0x04), Minimize-Cost (2 unn 0x02) nnu Normal-Service (0
nnmn 0x00). Mo ymonuaHuto 60nbWMHCTBO NakeToB nmetoT npuaHak Normal-Service nnu 0. Cnncok
MHEMOHWK MOXXHO MOMNYyYnTb, BbIMOMTHUB KOMaHAY:
iptables -j TOS -h

TTL

TTL MCNONb3yeTcs ANs U3MeHeHus cogepxxmmoro nonst TTL B IP-3aronoske. OanH 13 Ba-
PUaHTOB NPUMEHEHNHA 3TOro AeNCTBUS — yCTaHaBnMBaTb 3Ha4yeHue nons TTL BO BCEX UCXOOALLUX
nakeTax B OQHO M TO Xe 3HayYeHue.

[encteme TTL MOXHO yKasblBaTb TONbKO B Tabnuue mangle.

Kntoun ans gevicteust TTL npvBeAeHsl B Tabnuue [53]

Taobnuuya 53

Krirou OnucaHune

YcTaHaBnuBaert norne TTL B 3agaHHOe 3HayeHue. OnTMMarbHbIM CYMTAETCS 3HaYeHne

okono 64.
-—-ttl-set
Mpnumep

iptables -t mangle -A PREROUTING -o eth0 -j TTL --ttl-set 64

YMeHbLUaeT 3HavyeHne nons TTL Ha 3agaHHoe Yncno. Hanpumep, nycTb BXOAALWMI NakeT
UMeET 3HavyeHne TTL, paBHoe 53, BbINOMHAETCA KOMaHaa —-ttl-dec 3. Torga naket
NOKWMHET KOMMbIOTEP C nonem TTL, paBHbiM 49. CeTeBON kof aBTOMaTUYECKN YMEHLLUNT

--ttl-dec| 3yayenue TTL Ha 1, NoaToMy pakTnyeckm nonyyaercs: 53 - 3 - 1 = 49.

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-dec 1

YBennumeaeT 3HadeHme nongd TTL Ha 3agaHHOE YnUCno. |_|yCTb noctynaet naket ¢ TTL,
paBHbIM 53, Torga nocne BbINOMIHEHNA KOMaHAbl ——ttl-inc 4 Ha BbIXO4E C KOMIMbHO-
Tepa naket 6y,1:|,eT nvetb TTL, paBHbIVI 56, He cTounT 3abbiBaTb 06 aBTOMAaTU4YECKOM
——ttl-inc | YMEHbLUEHUN NONA TTL ceTeBblM KOOOM A4pa, T. €. (baKTVI‘-IeCKVI nony4yaeTcda BblpaXeHune:
53 + 4 - 1 = 56.

Mpumep
iptables -t mangle -A PREROUTING -o eth0O -j TTL --ttl-inc 1

ULOG

ULOG NpeaocTaBnsieT BO3MOXHOCTb XXYpPHanNMpOBaHUsi NakeToB B NOMb30BaTENbCKOE Mpo-
cTpaHcTBO. OHO 3aMeHsieT TPaAULMOHHOE AelcTBUE LOG, 6asmpytolleecsi Ha CUCTEMHOM XKypHare.
Mpw ncnonb3oBaHUM 3TOrO AEeNCTBUS NaKeT Yepe3 CoKeTbl netlink nepenaercs cneumanbHOMY
[IEMOHY, KOTOPbI MOXET BbINOMHSATL O4EHb AETarbHOE XXYpHanNMpoBaHMe B pasnnyHbIX doopmarax

(Hanpumep, OBbIYHbBIN TEKCTOBBIN dal) U K TOMYy Xe nogaepXuBaeT BO3MOXHOCTb Jobasne-
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HUA HaACTPOEK (NNarnHoB) Anst GOPMMPOBAHMS Pa3NUYHbIX BbIXOAHbBIX ddopMaToB U 06paboTkm
CeTeBbIX MPOTOKOSOB.

Kntoun ansa gercteust ULOG npuBeneHbl B Tabnuue [54]

Tabnunua 54

Krito4 OnucaHne

CoobuaeT ULOG, B kakyt rpynny netlink gormkeH ObiTb nepedaH Naker.
Bcero cywectyet 32 rpynnbl (0T 1 go 32). Ecnin Heobxoaumo nepedatb NakeT
B MATYIO rpynmny, TO MOXHO yKa3aTb:

--ulog-nlgroup 5

--ulog-nlgroup Mo ymonyaHuio ucrnonb3yetca nepsas rpynna.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-nlgroup 2

MmeeT TOT Xe CMbICH, YTO U aHanornyHbIn napameTp B genctsum LOG. [nvHa

CTPOKM nNpedmkca He JOrmKHa npeBblwaTb 32 cumBona.

--ulog-prefix Mpumep

iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-prefix "SSH connection attempt: "

OnpepenseT Kakyto onto naketa B 6antax Hago nepegasaTtb AeMOHY ULOG.
Ecnn ykasatb uncrnio 100, kak nokasaHo B NpuMepe, To AeMOHY ByaeT nepe-
AaHo Tornbko 100 b 13 nakeTta, 3TO 03HaA4aeT, YTO AeMOHY OyaeT nepenaH
3arofnioBOK NakeTa M HekoTopasa YacTb obnacTu gaHHbIX naketa. Ecnu yka-
--ulog-cprange 3atb 0, TO ByaeT nepefaH BeCb NakeT, HE3aBUCUMO OT ero pasmepa. 3HavyeHune
no ymon4yaHuio pasHo O.

Mpumep
iptables -A INPUT -p TCP --dport 22 -3j ULOG
--ulog-cprange 100

YctaHaBnuBaeT BenuunHy Bydepa B obnactu agpa. Hanpumep, ecnu 3agatb
BenuyuHy 6ydepa, pasHom 10, Kak B npumepe, TO 54po Byaet HakannueaTtb
XypHanupyemble nakeTbl BO BHyTpeHHeM Bydepe v nepeaaBatb B Nofb30Ba-
--ulog-qgthreshold | TeMbCKOe MPOCTPAHCTBO rpynnamu no 10 nakeTos.

Mpumep
iptables -A INPUT -p TCP --dport 22 -j ULOG
--ulog-gthreshold 10

11.8. NMNoppepxka punbTpaumMm Ha OCHOBE KraccUPUKaLuMOHHbIX METOK

11.8.1. Moaynu iptables ansa paboTtbl ¢ KnaccuprKkauMoHHbIMU MEeTKaMm

Mopaepxka omnbTpaumm Ha OCHOBE KracCUdMKaLMOHHbLIX METOK peann3oBaHa ¢ NoMo-
LLIbIO OOMNOSNMHUTENBHOrO MOAYNSA TECTUPOBaHUSA astralabel, obecnevnBatoLero TeCTMpoBaHme
3Ha4YeHNN MaHAaTHbIX aTPUBYTOB C NOMOLLLIO NAapaMeTpoB —-maclev U —-maccat.

[Ona paboTtbl ¢ KnaccuuKaumMoHHbBIMMU METKamMuM Heob6XOAMMO YCTaHOBUTb MNaKeTbl

iptables (M0 yMOn4yaHuWiO NakeTbl He yCTaHaBNMBAKOTCS):
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- iptables-astralabel-generic — Moaynu AN UCNOMNb30OBaHUS C SAPOM generic;

- iptables-astralabel-common — obLwne Moaynu.

Ons YCTaHOBKWM NAKETOB BbIMNMOJTHUTbL!

sudo apt install iptables-astralabel-common iptables-astralabel-generic

Mopaynb astralabel nogaepXmBaeT cTaHAAPTHbBIN CUHTAKCUC KOMaHOHOW CTPOKMU, UC-

I'IOJ'Ib3yeMbII7I B iptables, a TakkKe OononHUTENbHbIE NapaMeTpbl ANA KOHTPONA MaHOaTHbIX

aTpmbyToB CeTeBbIX NAaKeToB, NpUBEAEHHbIE B Tabnuue

Tabnuuya 55

MapameTp

OnucaHne

-m astralabel

YkasaHue Ha ucnonb3oBaHne Moayns astralabel Ans o6paboTkn ceTeBoro
Tpaduvka

--maclev <ypOBeHB>
[ :<ypoBeHB>]

I'IpmmeHeHme npasumna K naketam, nMerwmnm yKGSaHHbIVI I/IepapXVI‘-IeCKI/IVI
YPOBEHb KOHCbVI,EI,eHLI,VIaJ'IbHOCTI/I. [na 3agaHna guanasoHa ypOBHeI7I KOH(bI/I-
AeHUManbHOCTN YPOBHM YKa3bIiBalOTCA 4epe3d CUMMBOJT «:» BKIMHOYUTENBHO.

Mpumep

He npuHMmaTh NakeTbl C nepapxuyeckumm ypoBHSAMU KOHOUAEHUMAaNsHOCTH
otr1p03

iptables -A INPUT -m astralabel --maclev 1:3 -j DROP

MapameTp maclev MOXET MPUMEHATLCS OOHOBPEMEHHO C MapameTpoMm
maccat B 0gHOM npasune. Pe3ynstupytowmin ounstp 6yaet npeacTaBnsaTb
cobon obbegmHeHne PUbLTPOB, 3a4aHHbIX AaHHBIMWU NapameTpaMmu

3Ha4yeHne unbTpa, 3a4aBaemMoro napameTpomM —-maclev, MOXET ObITb UH-
BEPCUPOBAHO C MOMOLLILIO MoandmkaTopa «!».

Mpumep

He nponyckaTb ncxogsuime nakeTbl, UMelOLLMEe HEHYNEBOW nepapxmuyeckni
ypOBeHb KOHUAEHLMANBHOCTH

iptables -A OUTPUT -m astralabel ! --maclev 0 -j DROP

[aHHoe npaBuno Gyaet nponyckatb UCXOAsALIME NaKeThl, UMetoLe HyneBow
nepapxmnYecknii ypoBeHb KOHUAEHUMANbHOCTU U HEHYNEBbIE Henepapxmye-
CKve KaTeropuv goctyna
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OkoH4yaHue mabnuubl 55

MapameTp OnuncaHue

lMpumeHeHne NpaBuna Kk nakeTam, MMELLNM yKasaHHble Herepapxmuyeckme
KaTeropum KoHduaeHumManeHoCcTN. 3agaHne AManas3oHOB U UHBEPCUPOBaHWE
He nogaepxwuBarTcsa. B ogHOM npaBune MoxeT ObiTb yKasaHO HECKONbKO
napamMeTpoB maccat, B TaKOM cryyae npasuno OyaeT NpUMEHsiTbCSA TOMbKO K
MakeTam C yCTaHOBMNEHHbIMU OQHOBPEMEHHO BCEMW YKa3aHHbIMU KaTeropmsiMm
(6utamn).

MpumMeyaHwue. Hymepauus GUTOB KaTeropuii HaYMHaAETCA C €AUHULbI.

Mpumep

He nponyckaTb ncxogduime nakeTbl ¢ yCTaHOBNEHHbIMW OOQHOBPEMEHHO BuTa-
MU Kateropun 1 1 2

iptables -A OUTPUT -m astralabel --maccat 1 --maccat 2

-3j DROP

—-—-maccat
<6buT_xrarTeropumu>

MapameTp maccat MOXET MPUMEHATLCS OOHOBPEMEHHO C NapamMeTpoMm
maclev B ogHOM npasune. Pesynbtupytowmin punstp Oyaet npeactaenaTb
cobor o6beguHeHne UNLTPOB, 3afaHHbIX AaHHBIMU NapaMeTpamMu.

Mpumep

He npyvHumaTh NakeTbl C YCTAaHOBIIEHHbIMW OUTaMu Kateropuin 1 n 2 n ypoBHEM
KOHdunaeHumnanbHocTn 3

iptables -A INPUT -m astralabel -maclev 3 --maccat 1
--maccat 2 -j DROP

BHUMAHMUE! Ecnn napameTpbl gna punstpaumm nakeTtoB Ha OCHOBE Kriaccudumkaum-
OHHOW METKWN He yKasaHbl, TO NpaBuUrio NPUMEHSAETCS KO BCEM MakeTam, MMEKLUM HEHYIEBYIO
KnaccugukaumMoHHy MeTKy. Hanpumep, npasuno

iptables -A OUTPUT -m astralabel -3j DROP
3anpeTuT BCe UCXOASALLME NaKeTbl, UMeoLLME HEHYNEBYHO KIacCUUKaALMOHHYO METKY (T.e. umeto-
LLIEe HEeHYNEBOW YPOBEHb KOH(PMAEHLUMaNbLHOCTN U/UNN HEHYNEBbIE KaTeropum 4ocTyna).

OnucaHue mogynen iptables Ansa unsTpauumn NakeToB Ha OCHOBE KnaccudukalmoH-

HOM METKM NpUBEAEHO B PYKOBOACTBE man ANA iptables-astralabel.

11.8.2. Ucnonb3oBaHue ufw gna pabotbl ¢ KnaccnPmUKauMOHHbLIMU MeTKaMu

B mexceTeBOM akpaHe ufw BkntoveHa nogaepkka paboTbl € KnaccuuKkaLMoHHbIMN MeT-
Kamu no ymonyaHuio. [ing ynpasneHns CETEBbIMU COEAMHEHUAMU C YH4ETOM KrnaccuUKauNOHHbIX
METOK B MexceTeBon akpaH ufw gobaBneHbl napameTpbl mac, maclev M maccat, N0 4ENCTBUIO
aHanornyHble napameTpam iptables.

Ona Toro, 4tobGbLI OaHHble napameTpbl paboTanun, B cucTeMe [OrmKeH ObiTb
yctaHoBneH B cootBerctBuM c [11.8.1] naker iptables-astralabel-common W nakeT

iptables-astralabel-generic.

Mpumepbl:
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1. 3anpet otnpasku Ha 80 IP-NnopT NakeToB C HEHYNEBOW KnacCUdUKaLMOHHON METKOWN:
ufw deny out 80/tcp mac

AHanormyHo napameTpam iptables:

-A OUTPUT -p tcp --dport 80 -m astralabel -j DROP

2. 3anpert otnpaBku Ha 80 IP-nopT (npotokon HTTP) ceTeBbIX NakeToB, MMEKOLWMX YPO-
BeHb KOHUAEHUNANTbHOCTY 2:

ufw deny out 80/tcp maclev 2

AHanormnyHo napameTtpam iptables:

-A OUTPUT -p tcp —--dport 80 -m astralabel --maclev 2 -j DROP

3. 3anpert otnpasku Ha 80 IP-nopT (npoTtokon HTTP) ceTeBbIX NAakeToB, UMEKLUNX KaTe-
roputo KOHMAeHUMansLHoOCTH 3:

ufw deny out 80/tcp maccat 3

AHanorn4yHo napameTpam iptables:

-A OUTPUT -p tcp --dport 80 -m astralabel --maccat 3 -j DROP

B0O3MOXHOCTb MHBEPCUM NMPaBUIT U BO3BMOXHOCTb OAHOBPEMEHHOIO YKa3aHUsi HECKOMbKNX
KaTeropui B 0QHOM MpaBwune Tekylwen peanuaaumen ufw He nogaepXxuBatoTcs.
Onuncanne ufw gns punesTpauum NakeToB Ha OCHOBE KnaccuduKauMoHHON METKM nNpuBe-

JEeHO B pykoBoACcTBe man Ana ufw.
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12. MAPKUPOBKA OKYMEHTOB

12.1. O6wme cBeaeHun

3alnLWEHHbIN KOMMMEKC NporpaMmm rneyatm n MapKMpoBKM OOKYMEHTOB obecnednBaeT
MapKUPOBKY BbIBOAUMbIX Ha NevyaTb JOKYMEHTOB.

[ONONHUTENBHO K OUCKPELMOHHOMY YNpaBneHnto 4OCTYNoOM Ha OCHOBE MOMUTUK cepBepa
CUPS wncnonbayeTtcss maHgaTHoOe ynpasneHne goctynom. MangaTtHble atpmbyTbl nopoXxaaeMbix
obbekToB B CUPS HacnegyoT MaHAATHbIM KOHTEKCT, NOfyYaeMbll C CETEBOIO COEANHEHUS.

Bce cybbekTbl focTyna (nonb3oBaTenn) cepeepa nevyatn 4ensTCca Ha ABe rpynnbl: agmu-
HUCTPATOPOB M ObObIYHBLIX NONb30BaTENEN.

AOMUHUCTpaTOpaM paspeLleHO BbINOMHATbL psg AeNCTBUMA N0 Mogudukaumm cepsepa
neyatun (qobasneHue/yaaneHme NpuHTEPOB, MogMduKauna nx napameTpos u T.4.).

BHUMAHMUE! [JaHHble onepaumn OOMKHbI NPOBOANTLCA TOMBLKO Mo HyreBbIM MaHaaT-
HbIM KOHTEKCTOM.

Monb3oBaTenam paspellaeTcsl BbiIBOAUTb JOKYMEHTbI HA NeYaTb, BbINOSHATL Moauduka-
LMIO 1 NPOCMOTP 3afaHuin COrnacHo MX MaHOaTHOMY KOHTEKCTY focTyna. B Tabnuue (56| npvseneHo

pasgeneHve onepauuii no rpynnam gocTyna U Tunam onepauui aoctyna.

Tabnuuya 56

YTteHne 3anucb

Pause-Printer
Resume-Printer
Set-Printer-Attributes
Enable-Printer
CUPS-Get-Devices Disable-Printer
CUPS-Get-PPDs Hold-New-Jobs
CUPS-Get-PPD Release-New-Jobs
CUPS-Get-Policies CUPS-Add-Modify-Printer
MAC-Get-Info CUPS-Delete-Printer
CUPS-Add-Modify-Class
CUPS-Delete-Class
CUPS-Set-Default
CUPS-Create-Local-Printer

AMUHUCTPATUBHbIE
onepauum
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OkoHyaHue mabnuubl 56

YT1eHue 3anucb

Purge-Jobs

Print-Job

Cancel-Jobs
Create-Job-Subscription
Create-Printer-Subscriptions

CUPS-Get-Printers Renew-Subscription
Get-Printer-Supported-Values | Cancel-Subscription
Get-Printer-Attributes Create-Job
CUPS-Get-Default Send-Document
Get-Subscription-Attributes Cancel-Job

HeagMuHUCTpaTuBHbIE| Get-Subscriptions Hold-Job

onepauuu Get-Notifications Release-Job
Get-Jobs Restart-Job
Validate-Job Set-Job-Attributes
Get-Job-Attributes Cancel-My-Jobs
CUPS-Get-Document Close-Job
MAC-Get-Journal Cups-Authenticate-Job

CUPS-Move-Jobs
MAC-Set-Job-Attributes
MAC-Mark-Document
MAC-Lock-Job
MAC-Unock-Job

12.2. HacTtpomrka ne4yaTtum JOKYMeEHTa C HeHyneBOW KnaccucpukayumoHHON MeTKON

[Onsa paspewenus cepeepy CUPS obpabatbiBaTb 3agaHusa nedatn, popMupyembie B
HEeHyneBoM MaHOAaTHOM KOHTEKCTe, N ONA pa3peLlleHns nedvaTn AaHHbIX 3aaHnun Ha NnpuHTepe,
Heobxogmmo cepsepy CUPS 1 npuHTEpy yCTaHOBUTb NOMUTUKY parsec, BbINOMHUB, COOTBET-
CTBEHHO, OT MMEHU Y4YETHOM 3anncu agMuHUCcTpaTopa KoMaHAabl:
sudo cupsctl DefaultPolicy=parsec
sudo lpattr -p <umsa_npuHTepa> -s printer-op-policy=parsec

OnucaHne MHCTpyMeHTa KOMaHLHOW CTPOKU cupsctl NnpuBegeHo B man cupsctl.

[na npuHTepa yCTaHOBUTbL MOMNUTUKY parsec TakKe MOXHO C UCNOorb30BaHUeEM rpadou-
yeckon yTunutbl £ly-admin-printer Bo Bknagke «MAC». [JononHuTenbHaa nHopmaums ob
ytunute fly-admin-printer npvBegeHa B 35IEKTPOHHOM CripaBKe.

MpuHTEpPBLI M KNacchl ABRASATCA 00beKkTaMU-KOHTENHepaMun, B KOTOpble NoMeLlatoTcA
3agaHus, n obnagarTt atpubytaMm mac-printer-mac-max U mac-printer-mac-min.

ATpnbyT mac-printer-mac-max onpegensieT MakCcumarbHbIi MaHOATHbIA KOHTEKCT
3aJaHUN, KOTOpble MOTYT HAXOAUTLCA B OObEKTE-KOHTENHEPE.

ATpUBYT mac-printer-mac-min onpegensieT MUHUManbHbIN MaHOATHbIA KOHTEKCT

3ajaHni, KOTOPbIE MOTYT HaX0AUTLCA B OO bEKTE-KOHTENHEPE.
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[nsa paspeleHns nevyaTn Ha NpMHTEPE OOKYMEHTOB MOSib30oBaTenen, paborarwmx B HEHY-
NeBOM MaHAAaTHOM KOHTEKCTe, HeO6XoaMMO Ans NpuHTEpa YCTaHOBUTL AOMYCTUMbIN AnanasoH
MaHLaTHOro KOHTEKCTA, BbIMOMHMB Crneayowme KoMaHabl:
sudo lpattr -p <umsa_npuHTepa> -s mac-printer-mac-min=LLabel
sudo lpattr -p <umsa_npuHTepa> -s mac-printer-mac-max=MLabel
rae LLabel — MWUHUManNbHbIN MaH,D,aTHbIVI KOHTEKCT 3aD,aHVIIZ, KOTOpPbl€ pa3peLllueHo nevyarartb,

MLabel — MakCUMarnbHbIM MaHOATHbLIM KOHTEKCT 3aaHui, KOTOpble pa3peLLeHo nevararb.

JIn6o c ncnonb3oBaHnem rpadumyeckon ytunutbl fly-admin-printer, 3agaB BO BKMagke
«MAC» gonycTumbin guanasoH YPOBHEN KOHNOEHUNANBLHOCTU, KaTeropun KOHPUAEHLMANTbHOCTH
N YPOBHEN LESNIOCTHOCTH.

Ecrim EIlI He wncnonb3yetcs, TO HaACTpoMKa MpPUHTEPA BLIMOMHAETCA OT WUMe-
HW agMuHUCTpaTopa 4epe3 MexaHusMm sudo WM OT WMMEHW Mnonb3oBaTens, BXoAslle-
ro B JIOKamnbHyl rpynny agMUHUCTPATOpOB Medyatu (rpynna lpadmin, CM. [OOKYMEHT
PYCB.10152-02 95 01-1). Ecnun ETIN ncnonb3dyetcs, TO BbINOSIHAETCS OT UMEHW NoNnb3oBaTens,
BXOASALLEro B JIOKanbHyo rpynny agMUHUCTPATOPOB rnevarwu.

Mapametpbl cepBepa CUPS onpegeneHbl B KOHUrypauuMoHHOM  dhaune
/etc/cups/cupsd.conf. PegaktupoBaHue KoHdUrypaumoHHoro cpanna cepsepa CUPS
BbIMNOMHAETCHA OT MMEHU MoNnb30oBaTens, BXOASALLEro B foKasnbHY rpyrnny agMUHUCTPaToOpoB
neyaTn C UCMONb30BaHUEM:

- MHCTPYMEHTa KOMaHLHOW CTPOKU cupsctl, 3anyckaeMoro Yyepes MexaHuam sudo;

- rpadpuyeckon ytunutbl £ly-admin-printer;

- web-uHTepdeiica cepeepa CUPS (http://127.0.0.1:631).

[nsa HacTpOMKNn MapKMPOBKM UCMOMb3YKOTCA NapaMeTpbl KOHUrypaumMoHHoro dgavna

/etc/cups/cupsd.conf, npuBedeHHble B Tabnuue [67].

Tabnwunua 57
3HayeHue no
MapameTp Onuncanue
YMOMYaHUIo
Bkntouaet gybonupoeaHusa 3agaHun. Konvm 3agaHuin coxpaHsitoTcs
MacDuplicate off no ymon4yaHuio B katarnore /var/spool/cups/parsec B pdf-
dopmarte
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OkoHyaHue mabnuusi 57

Mapamet 3HaueHue no OnucaHwune
P P YMOMYaHUIO

MacDuplex off - marker — aBTOMaTM4eckas ne4yarb Mapkepa Ha obopoTe Bcex

Pexxum nevatn mapkepa Ha oOpaTHOM CTOpPOHE (MpY HanM4Mm
NoAdEePKKM CO CTOPOHbI MPUHTEPA ABYCTOPOHHEW neyatu). Bos-
MOXHbl€ 3HAYEeHUS:

- off — oTknoYeHo. MNeyaTb JOKyMeHTa B OObIMHOM pexume,
npu KOTOPOM CO3JalTCA ABa 3afaHusA: 3a4aHne neyvaTn CTpaHuy,
AOKYMEHTa C NPOCTaBMEHHbIMW MapKepaMn 1 3agaHue neyatum
Mapkepa Ha obopoTe nocrnegHen ctpaHuubl. MNMpn atom nocnea-
HIOKO CTpaHuuy noTpebyeTcs nepeBepHYTb BPYUHYIO;

CTpaHWL, OOKYMEHTA;

- fonarik — aBTOMaTMyeckasa ne4yatb Mapkepa Ha obopoTe no-
cnegHen ctpanuvubl. byayT cosgaHbl ABa 3ajaHWsA Ha nevarhb:
3ajaHune nevatun CTpaHuL OOKYMEHTa C NPOCTaBIEHHbIMU Map-
Kepamu 6e3 nocnegHen CTpaHuubl U 3agaHne U3 OByX CTpaHuLy
(nocneaHsist cTpaHuLUa 4OKYMEHTa U Mapkep Ha obopoTe nocnea-
HeWn CTpaHuLbl) 419 aBTOMaTMYECKON OBYCTOPOHHEN neyaTtu

MacEnable on BkntovaeT nogaepxky metok 6esonacHoctn B CUPS
Bkniovaet XypHan MapKUPOBKH. Mo YMOSYaHUIo
MacJournal off XypHan  3anucbiBaetcs B 6a3y  gaHHbix  SQLITE

/var/spool/cups/parsec/marking-journal.sqglite

MacConvertToPDF | on (ans ycTpaHeHus Npobrnem ¢ nevatbio LWPUETOB HA HEKOTOPbIX

MNpeobGpas3oBbiBaTb yHacneAoBaHHble 3aaaHus B pdf-copmat

PostScript-npuHTepax)

MacHighIntAdmin | off BaHWA (pedakTUpoBaHWe NPUHTEPOB, NEPEHOC 3aaHns Ha ApYyro

Tpe6OBaTb BbICOKYH LLeITOCTHOCTb A5id onepau,mh aAMUHUCTPUPO-

NPpUHTEP U T.D,.). PabGoTaeT TonbKo Ana fokanbHbIX COKETOB

HOB!

12.3. HacTpoinka Mapkepa neyatu

HaCTp0|7||<a ANNEMEHTOB MAapPKNPOBKKU OCYLLECTBIIAETCA peaakKTupoBaHNEM (*)aIZJ'IOB lwabno-

- /etc/cups/marker.template — wWabnoH mapkepa, ONUCbIBAKOLLMIN SNEMEHTbI Map-
KMPOBKW Ha NepBOW CTpaHuLe, nocneayowmx cTpaHuuax n Ha obopoTe nocneaHen cTpa-
Huubl. Pann wabnoHa nNo ymonyaHmto /usr/share/cups/marker.template ycTa-
HaBMMBaETCA BMECTE C MAaKETOM U MOXET MCMOb30BaTbCHA NpY HEOBXOAMMOCTU BEPHYTh
KOMMJIEKC NporpamMm nevyaty n MapkMpOBKN OOKYMEHTOB B MCXOOQHOE COCTOSIHME;

- /etc/cups/cups-marker-vars.conf — KOHPUrypauUMoHHbIN dpanin nepeMeHHbIX
MapKUPOBKK, 3HAYEHUS KOTOPbIX ByayT 3anpoLueHbl Yy Nonb3oBaTens nepea MapKnpoBKOWN.
®ann /usr/share/cups/cups-marker-vars.conf.default COaepXuT onucaHue

no ymomn4yaHuto, yCtaHaBJINBaAE€TCA BMECTE C NMaKeTOM U MOXET UCMNOoJ1b30BaTbCA Mpu
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HeobXoAMMOCTN BEPHYTb KOMIMMEKC MporpamMm neyatv U MapKUPOBKU OOKYMEHTOB B

MCXOOQHOE COCTOSIHME;

- /usr/share/cups/psmarker/marker.defs — cann onncaHnsa NonoXxeHus ane-

MEHTOB MapKepa Ha CTpaHuLe;

- /usr/share/cups/fonarik/fonarik.defs — hann onncaHna NosioXeHus ane-

MEHTOB Mapkepa Ha o6opoTe nocnegHen CTpaHuubl;

- /usr/share/cups/fonts/*.t42 — WPUPTbI 4N MAPKNPOBKMY;

- /usr/share/cups/charsets/utf-8.*, /usr/share/cups/charsets/utf-8

— Habopbl CUMBOSIOB ANSA Pa3fIMYHbIX LWPUEHTOB MAPKUPOBKM.

PepaktnpoBaHne KOHMUrypaumoHHbIX (bannoB M yCTaHOBKa LIPUETOB BO3MOXHbI
TOMbKO JOKaNbHO Ha cepBepe nedatn yepes MexaHu3aMm sudo UM C NOMOLbLH YTUIUTLI
fly-admin-marker cOBMeCTHO ¢ MexaHnamom KAuth.

PepaktupoBaHue annoB fonarik.defs n marker.defs BO3MOXHO TONbKO OT UMEHU
agMuHUCTpaTopa Yepe3 MexaHu3M sudo.

Onucanue rpadumyeckon ytunutbl £ly-admin-marker CM. B 3N1IEKTPOHHOWN CrpaBKe.

12.3.1. ®ann onucaHusa nepemMeHHbIX MapKUPOBKHU

Mpn mapkupoBKe OOKYMEHTa UCMONb3YTCA NepeMeHHble MapKUpoBKU. [lepeMeHHble
MapKMpPOBKN MOTYT BbITb OCHOBHLIMU U MOSIb30BATENBbCKUMU U OOSTKHbI ObITb ONUCaHbl B KOH(U-
rypaunmoHHoMm gpamne /etc/cups/cups-marker-vars.conf. /X 3HayeHne 3anpawumBaetca y
nonb3oBaTtens nepen MapKMpOBKOW.

BHUMAHMUE! Ons onncaHus nepemMeHHbIX MapKUpPOBKHU Heobxoam-
MO penakTupoBaTb dann /etc/cups/cups-marker-vars.conf. dann
/usr/share/cups/cups-marker-vars.conf.default co3gaercd npu YycTaHOBKe na-
KeTa 1 MOoXeT ObITb Nepe3anncaH B npouecce 0OHOBNEHNSA CUCTEMBI.

[MepemeHHble MapKNPOBKM OMUCHLIBAKOTCA B Criedyowem suae:
aTpubyT: UMs_IePEeMEeHHOMN : 3HaUeHUe [10_yMOJuaHuw:2 #Heobs3aTesnibHAass NepeMeHHast
aTpubyT: UMs_TepEeMEeHHOMN : 3HauUeHue _[0_yMonuauuiw:1l #obnuHas nepeMmeHHast
aTpubyT: UMs_TEePEeMEeHHOM : 3HaueHue _rno_yMmornuauui: 0 #CKprTas nepeMeHHast

OcHoBHble NepeMeHHble 3adaHbl N0 YMOYaHUIo B MPOrpaMme MapKMpoBKU U He TpebytoT
NX HacTpoWkKn. [INa OCHOBHbIX NepeMeHHbIX He TpebyeTcs ykasblBaTb X MMeHa B KOH(Urypaum-
OHHOM dpawnre.

lMonb3oBaTenbckmMe nepemMeHHble MOryT OblTb CO3A4aHbl Nonb3oBartenem u TpebyoT 3aga-
HUS UMEHWN B KOH(pUrypaunoHHom channe.

Kaxxgon nepemMeHHomn MapKUPOBKK B KOHpUrypaumoHHOM danne
/etc/cups/cups-marker-vars.conf JOMMKEH COOTBETCTBOBaTL aTpnbyT 3aaaHuns.

ATpubyTbl 3a4aHUI OCHOBHbLIX NEpPeMeHHbIX NpuBeaeHs! B Tabnuue [58]
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Taobnuuya 58
ATpunbyT OnucaHve
mac-distribution Cnuncok pacchbinku
mac-inv-num MHBEHTapHbI HOMEpP
mac-owner—-phone TenedoH ncnonHutens
mac-workplace-id UpeHTndpmkaTop paboyero mecta
mac-job-mac-level-name CrteneHb ceKpeTHOCTU (Ha3BaHMe TEKCTOM)
mac-job-mac-level-reason OcHoBaHWe Ons CTeNEeHU CEKPETHOCTU (MYHKT NepeyHs)
, MonHoe nms nonb3oBaTens, BbIMONHUBLLETO MapKUPOBKY
mac-job-user-full-name
(3Ha4eHMe NyHKTa «oTrne4aran»)
, .. , MonHoe nm4a nonb3oBaTend, co3gasLlero sagaHue (3Ha-
mac-job-originating-user-full-name
YeHme NyHKTa «UCMONHUTESNbY)

Nmsa aTpubyTa 3agaHus Nonb3oBaTeNbCKOM NepeMEHHON LOMKHO UMETb NpednKe mac—.
lMepemeHHble ¢ aTpubytamm 6e3 gaHHoOro npedukca GyayT urHopmpoBaTbCs Npu 3anpoce y
nonb3oBaTens.

[na kaxxgon nepeMeHHOoN MapKUpPOBKY B dpanne /etc/cups/cups-marker-vars.conf
YyKa3blBaeTCs ee TUMN U 3Ha4YeHne No YMOMYaHuto.

[MepemeHHas MapKUPOBKM MOXET MMETb CreayoLwWwmi TUn:

- «1» — obbI4YHas nepemeHHas. ObsasatensHoe AN BBOAA 3Ha4YeHue. 3anpaluvsaercs y

nonb3oBaTens, ecnn 3Ha4yeHne He BBEAEHO Nofb3oBaTerieM, TO 3anofHSAEeTCs 3Ha4YeHNeM

MO YMOSYaHMUIO;

- «2» — HeobszaTenbHaa (onunoHanbHas) nepeMeHHad. 3anpalumMBaeTcs y Nonb3oBa-

Tend, HO Npu 3TOM He obsi3aTernbHOe K BBOAY 3HayeHue. Ecnu 3HayeHne He BBeOeHO

nonb3oBarenem, TO COOTBETCTBYIOLLEMY aTpubyTy NpucBanBaeTCcs 3Ha4YeHne «He yKasa-

HO»;

- «0» — ckpblTad nepemeHHasd. He 3anpawmBaeTca y nNonb30BaTens 1 COOTBETCTBYHOLLEMY

aTpubyTy 3agaHnsa NpUcBanBaeTCsa 3Ha4YeHNE No YMOSYaHUIO.

3HayeHve No yMon4aHuo MoXeT ObITb NyCTbIM UMK CTPOKOW. Takke B Ka4eCcTBe 3Ha4YeHUs
MO YMOMN4YaHMIO MOXET UCMONb30BaTbCA Of4Ha U3 CNYXebHbIX NepeMeHHbIX, NepevyeHb KOTOPbIX

npvseneH B Tabnuue 69

Tabnuuya 59

MNepemeHHas OnucaHune

MerTka Ge3onacHoCTH 3agaHus B dopmate

{LABEL_NAME}
YPOBEHL : KATeropus

{LABEL_ NAME FULL} MeTka 6e3onacHoOCTV 3agaHUS B NOFIHOM TEKCTOBOM Bue
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OkoHyaHue mabnuuysb! 59

lMepemeHHas Onucanune
{LEVEL_NAME } YpoBeHb MeTKM 3adaHns
{ILEVEL NAME} YpoBeHb LEeNnoCcTHOCTM 3aaHuns
{CATEGORY_NAME } KaTeropusa sagaHuna

MNMonHoe umsa nonb3oBaTens, co3gasLlero 3agaHune (NoacTasnseT-
{GECOS_OWNER_NAME} cs u3 GECOS). Mpwu otcytetBum aaHHbx B GECOS ncnonbe3ayetcs
UMS y4eTHOW 3anncu nornb3oBartens (FIorvH)

lMonHoe nmA nonb3oBaTens, BbIMOMHAOLWEro MapKMpOBKy (noa-
{GECOS_REQUESTING_USER_NAME}| ctaBnsetrca us GECOS). lNpu otcytctBumn gaHHbix B GECOS
NCNonb3yeTcs UMSA YY4EeTHOW 3anncu nornb3osartens (FIornH)

TenedoH nonb3oBaTens, co3fgaBLlero 3agaHune (MoACTaBnsieTcs
{GECOS_OWNER_PHONE } n3 GECOS). MNpu otcytctBumn AaHHbIX B GECOS 3ameHdaeTcH
NyCTOWN CTPOKOW

3HaveHune aTpubyTa 3agaHns (TEKCTOBOIO Uiy Yncriosoro). MoryT
ObITb MCNOMb30BaHbl TONbKO T€ aTpUbyThbl, KOTOPbIE NPUCBOEHDI
00 mMapkupoBku. OBbIMHO 3TO CTaHZapTHbIe aTpmbyThl. Hanpumep,
{job-name}

{aTpubyTr_ szamanus}

K CJ'Iy)KGGHbIM nepemMeHHbIM TakXkKe OTHOCATCA CTaHOAapPTHbIE anVI6yTbI 3ajaHund, 3Ha4e-

HUWA KOTOPbIM nNpmucBamBaloTCA 40 MapKUPOBKW. I'Iepet-leHb CTaHOapTHbIX anI/I6yTOB npmuBeaeH B

Tabnuue [60]

Tabnuuya 60
ATpunbyT OnucaHue
job-name Nmsa 3agaHna
copies Yuncno konun
mac-job-derive Yuncno yHacnenoBaHHbIX 3a0aHum
mac-job-mac-label MeTka Ge3onacHOCTU 3agaHus
mac-job-marked OnpepenserT, BbINOMHEHA NN MapKMpOBKa

Homep ncxogHoro 3agaHusi, K KOTOPOMY OTHOCUTCS yHacnegoBaH-

mac-job-origin
HO€e 3aJaHune

mac—job—user—name Mm@ nonb3oBaTtensi, BbIMOMHMBLLEIO MapKMPOBKY
mac-marking-session-id WpoeHTudumkaTop ceccum
job-originating-user—-name Mms nonb3oBaTens, co3gasllero 3agaHue

MpnmeyvyaHune. B HazBaHUAX NepeMEeHHbIX N 3HA4YeHNAX MO yMosnyaHuio B dansne
/etc/cups/cups-marker-vars.conf HeO6X0ONUMO NCMNOMNb30BaTh IKPAHNPOBaHME cneunanb-
HOro CMMBOSa «:» (ABOETOYMNE), NCNONBb3YEMOro Afisi pa3ferneHuns nonen, nytTeM sameHbl 4aHHOro
cumBona Ha «\:». Kpome Toro, akpaHMpoBaHMe UCMOoNb3yeTcs Npu NogCTaHOBKE 3HAYEHUN BCTPO-

€HHbIX NepeMeHHbIX, YTO Y4UTbIBAE€TCA KITMEHTCKUMW nporpamMmmamMm
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Mpumep

dann cups-marker-vars.conf
#OCHOBHEE MEpPEMEHHEE
mac-inv-num:::1
mac-owner-phone: : {GECOS_OWNER_PHONE} :1
mac-workplace-id:::1
mac-distribution:::2
mac-job-mac-level-name: : {LEVEL NAME}:0
mac-job-mac-level-reason:::0
mac-job-originating-user-full-name: : {GECOS_OWNER NAME} :0
mac-job-user-full-name: : {GECOS_REQUESTING_USER NAME}:0
#nonb3oBaTenbLCKUE

mac-myvar :HazBaHue IepeMeHHOM:3HaueHHe I10 YMOJIuaHMo: 0

12.3.2. LLlabnoH mapkepa
LLlabnoH onpenensieT BHELWHWUA BUA MapkepoB Ha CTpaHULE, a Takke COAEPXKUT napameT-
pbl, UCNOMb3yeMble NporpamMamMn psmarker U fonarik B npouecce MapKMpOBKW.
BHUMAHUE! [Onsa wn3ameHeHuss Mapkepa HeobxoguMmo pegakTMpoBaTb hann
/etc/cups/marker.template. dann /usr/share/cups/marker.template co3ga-
eTcs Npu yCTaHOBKE NakeTa U MOXeT ObITb NepesanucaH B npouecce 06HOBNEHNSA CUCTEMBI.
B wabnoHe B Havyane hanna 3agatoTca napaMmeTpbl MapKMPOBKMK:
- fonarik_boundary — rpaHuua cMeHbl Mapkepa Ha obopoTe nocrnegHen cTpaHuLbl
(konnyecTBO KOMUIA);
- replace_underscrore — npeobpasoBaHNe CUMBOSIA HXKHETO NOAYEPKNBAHNS «_» B
npoben B Ha3BaHMKM ypoBHen u kateropun (0 — oTKNUYUTL, 1 — BKMOYNTD);
- charset — Habop CMMBONIOM MapKMPOBKKU, NO3BONSAET N3MEHUTL LUPUADT MAPKUPOBKM.
[lanee NoCTpOYHO 3a4al0TCs MapKepbl B BUAE:
CTpPaHHlla : HauepTaHHEe : pa3Mep : CeMeMnCcTBO: PacCIIOJIOKEHHE : CTPOKAa_MapKHPOBKH
roe:
1) crpanuna — CTpaHuUa, Ha KOTOPOW pacnonaraeTcs gaHHasi cTpoka. BoamoxHble
3HaYeHNS:
a) fonarik — cTpaHuUua Mapkepa Ha 0bopoTe, ecnn YMCNo KOMuU MeHbLUEe UMn
paBHO 3HaveHU fonarik_boundary;
0) fonarik_gt_5 — cTpaHuua mapkepa Ha obopoTe, ecrnm Ymucrno konuin 6onbLue
3Ha4yeHund fonarik boundary;
B) first — nepBas cTpaHuUa JOKYMEHTA;

) any — CTpaHuLbl JOKYMEHTa, KpoMe NepBoi U nocrneaHen;
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A) last — nocrnegHsas cTpaHuua OOKYMEHTa;

2) HauepTaHue — HavyepTaHue WpudTa MapkMpoBku. Bo3MOXHbIE 3HaYEeHUS:

a) normal — HOpManbHOE HayepTaHue;

0) bold — XMPHOE HayepTaHue;

B) italic — HaKMNOHHOE HavYepTaHue;

r) bolditalic — XUPHOE HaKIMOHHOE HaYepTaHUE;

3) pasmep — pasmep wpudTa MapKNPOBKMY;

4) cemeiicTBO — LWPUPT, HE peann3oBaHO ANsi CTPOKM MapKUPOBKW, MCMONb3yeTcs

LWPUT, 3aaHHbI NapaMeTpoM charset;

5) pacnosoxenue — pacnorioXeHne AaHHOW CTPOKMN Ha cTpaHuue. Bo3amMoxHble 3Ha4ve-

HUA:

a) top-left — BBEPXY CNneBa;

6) top-center — BBEPXY MO LEHTPY;

B) top-right — BBepxy cnpasa;

r) bottom-left — BHU3Y CneBa;

A) bottom-center — BHU3Y NO LEHTPY;

e) bottom-right — BHWU3y cnpasa;

6) cTpoka_MapXupOBKM — CTPOKA MapKUPOBKU, KoTopas OyaeT AoGaBneHa B JOKYMEHT.

MoxxeT cogepkaTb kak 0Obl4YHbIA TEKCT, Tak U NepeMeHHble, KOTopble 3aMeHsIoTCS 3Ha-

YeHUsIMK B MpoLiecce MapKMpPOBKM. [epeMeHHble ykasbiBatoTcs B pUrypHbIX ckobkax { }.

I'IepemeHHble ObIBAOT HECKOMNBbKMUX TUMOB:

a) BCTPOEHHbIE NEPEMEHHbIE — 3anncbiBalOTCA NPOMUCHbIMU OykBamun. 3agaHbl B

CUPS n nporpammax MapkMpoBku psmarker U fonarik. [laHHble nepeMeHHble

noacTaBATCA aBTOMaTU4eCKMN N HE MOTYT ObITb M3MEHEHBI NONb30oBaTeNeM nepen

MapKMpPOBKON. MMOMnHbIN CMCOK BCTPOEHHbIX NEPEMEHHbIX NpuBeaeH B Tabnuue [61]

Tabnunua 61

lMNepemeHHas

OnucaHne

{CURRENT_COPY}

TeKyLLI,aFI Konuna OOKYyMEHTa, OTnpaB/ieHHaA Ha neYvyaTtb

{CURRENT_PAGE}

Tekyllas cTpaHuua 4OKyMeHTa

{NUM_PAGES}

Yucno cTtpaHny, AOKyMeHTa

{LABEL_NAME}

MeTka ©e3onacHocTK 3agaHus B chopmaTte
YpoBeHb:KaTeropus

{LABEL_ NAME_FULL}

MonHas METKa GesonacHoCcTU 3agaHunA B cbopmaTe
YpoBeHE : KaTeropus : [[estocTHOCTB

{LEV_NAME}

YpoBeHb 3agaHus

{ILEV_NAME}

YpoBeHb LENOCTHOCTU 3afaHus
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OkoHyaHue mabnuusi 61

lMepemeHHas Onucanune

{CAT_NAME } KaTeFOpI/IFI 3agaHunA

{DATE}

Tekywas garta B popmate 4O0.MM.ITTT

{TIME}

Tekywee Bpems B hopmate Y4:MM:CC

0) aTpmbyTbl 3agaHUs — 3anuUCbIBAKOTCA CTPOYHbIMM OyKBaMM W OOSTKHbI CO-
OTBETCTBOBaTb aTpubytam 3agaHus. lNepeyeHb aTpubyToB 3agaHus NpuBEAEH
B [12.3.1] 3HaueHune atpubyTta MOXeT ObiTb M3MEHEHO Mosfb3oBaTeneM nepen
MapKMpOBKOM (MpW Hanuumm onucaHus atpmbyTta B KOHUrypaumoHHOM danne
/etc/cups/cups-marker-vars.conf). [MonHbIN cNUcok aTpmMbyToB 3adaHus Ha
ne4yatb MOXHO NOCMOTPETb NyTEM NPOCMOTPa aTpubyToB AaHHOrO 3a4aHus B rpadu-
yeckon ytunute fly-admin-printer;

B) CKpunTbl — 3agatoTcs B BUae {SCRIPT: /path/myscript.sh}. Mpn mapkupos-
Ke nepemMeHHas ByaeT 3ameHeHa BbIBOOOM ckpunTa. CKpUNT LOMKEH BbIBOAUTb OOHY
CTPOKY 4epe3 cTaHOapTHbIM NoTok (stdout) n GbITb AOCTYNHLIM ANS1 BbINOSTHEHNSA
nonb3oBaTenemM root;

r) atpubyTtbl nonb3oBatena FreelPA — 3apaoTcs B Buae {FREEIPA:sn},
rae sn — wuma artpumbyta FreelPA nonb3oBatensi, KoTopbii co3gan 3aga-
Hue. [locMOTpeTb MNOMHbLIN CNUCOK AOCTYMNHbIX aTpubyToB MOXHO KOMaHLOM

ipa user-show printuser --raw --all.

Mpumep

LLlabnoH /etc/cups/marker.template

fonarik boundary=5

replace_underscore=0

charset=utf-8

fonarik:
fonarik:
fonarik:
fonarik:
fonarik:
fonarik:
fonarik:
fonarik:

fonarik:

normal:
normal:
normal:
normal:
normal:
normal:
normal:
normal:

normal:

12
12
12
12
12
12
12
12
12

:Arial
:Arial
:Arial
:Arial
:Arial:
:Arial:
:Arial:
:Arial

:Arial

:top-left: {mac-inv-num}
:top-left:3k3emnnapoB {copies}
:top-left:KommuecTBo cTpaHul {NUM PAGES}
:top-left: {mac-workplace-id}

top-left:{mac-distribution}
top-left:Ucnonuurent {mac-job-originating-user-full-name}

top-left:Ten. {mac-owner-phone}

:top-left:0rneuvaran {mac-job-user-full-name}

:top-left: {DATE}
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fonarik gt 5:normal:12:Arial:top-left:HUcnonHuresnbd
{mac-job-originating-user-full-name}

fonarik gt_5:normal:12:Arial:top-left:Ten. {mac-owner-phone}

first:normal:12:Arial:top-right: {LABEL_NAME}
first:normal:12:Arial:top-right:3k3. {CURRENT_COPY}
first:normal:12:Arial:bottom-right: {mac-inv-num}
any:normal:12:Arial :bottom-right: {mac-inv-num}
last:normal:12:Arial:bottom-right: {mac-inv-num}
first:normal:12:Arial:top-center: {CURRENT PAGE} uz {NUM PAGES}
any:normal:12:Arial:top-center: {CURRENT PAGE} uz {NUM_PAGES}
last:normal:12:Arial:top-center: {CURRENT PAGE} u3 {NUM_PAGES}

12.3.3. ®annbl onnucaHna mapkepa
[nsa n3mMeHeHns NoNoXeHust Mapkepa, NPOCTaBISIEMOro Ha NEepPBOM U NOCNeayHLnX
CTpaHuuax, Heobxogmmo B danne /usr/share/cups/psmarker/marker.defs U3MEHUTb

3Ha4YeHuns napameTpoB (eLI,I/IHI/ILI,a N3MepeHna KaxKgoro napamMmeTpa — TVII'IOFp8(bCKI/II7I I'IyHKT)Z

MarkerTopShift — OTCTYN OT BerHeIZ rpaHnubl CTPpaHWULbI;

MarkerBottomShift — OTCTYN OT HUMXXHEN rPaHULbl CTPaHULbI;

MarkerLeftShift — OTCTYn OT NEBOW rpaHuLbl CTPAHULbI;

MarkerRightShift — OTCTyn OT NpaBoOW rpaHuLbl CTPaHULbI;

- MarkerStringInterval — MHTEpBan Mexay CTPOKamu.

[na n3ameHeHns NonoXeHns Mapkepa, NpoCcTaBnsieMoro Ha obopoTe nocnegHen CTpaHu-
Lbl, Heobxoaumo B hanne /usr/share/cups/fonarik/fonarik.defs M3MEHUTb 3HA4YEHUS
napamMeTpoB A9 COOTBETCTBYOLWEro doopmaTa 1 opueHTauumn cTpaHuubl (eauHuua namepeHms
Ka)koro napamerpa — TMnorpadCKnin NyHKT):

- FonarikTopShift — OTCTYyN OT BEPXHEWN rpaHuLbl CTPaHULbI;

- FonarikBottomShift — OTCTYN OT HWXHEN rPaHULbl CTPaHULbI;

- FonarikLeftShift — OTCTYn OT NEeBOW rpaHuLbl CTpaHWULbI;

- FonarikRightShift — OTCTyn OT NpaBoOM rpaHuLbl CTPaHULbI;

- FonarikStringInterval — MHTEpBan Mexay CTpokamu,

- A0, ..., A5 — nevatHbln opmaTt cTpaHuubl A0, ..., A5;

- L, P — opueHTauma ctpaHuubl: P— BepTUKaribHasd, L— ropn3oHTanbHas.

Mpumep
CogepxaHue panna /usr/share/cups/fonarik/fonarik.defs

A4:P:FonarikTopShift=520.0
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A4:P:FonarikBottomShift=20.0
A4:P:FonarikLeftShift=36.0
A4:P:FonarikRightShift=36.0
A4:P:FonarikStringInterval=4.0

JlloBble nameHeHust coaepxaHna n cbopmaTa MapKepa CTpaHuUl MOXeT MNpon3BoanTb

TONbKO aAMUHUCTPATOP.

12.3.4. NameHeHue wpunudTa MapKMpoBKHU

WpndT MmapkmpoBKM 3agaetcsa dannomMm conoctaBnenns WwpndToB B WabnoHe MapKnpoB-
kn. [Insa kaxgoro wpudta nmeetcst cBor dhann conoctasneHund. isameHeHus wpudta MapKnpoBKn
Npon3BOANTCA NyTEM YKa3aHUs B LWAbrnoHe MapkUpOBKM ANd napameTpa charset COOTBETCTBYIO-
Lero Tpebyemomy WpndTy danna conocTtaBneHns, Hanpumep:
charset=utf-8.PTAstraSans

BHUMAHUE! PepaktupoBatb HeobxoaMmo LWwabnoH MapKUPOBKHK
/etc/cups/marker.template. Ecnn gaHHbIN WabnoH OTCYTCTBYET, TO CKONMMPOBaTb YCTaHOB-
NEeHHbIN BMEecTe C NakeToMm wabnoHa MapkUpoBKN /usr/share/cups/marker.template B
/etc/cups/marker.template.

[locTynHble dannbl conocTaBneHunst HaxoaaTca B /usr/share/cups/charsets. [pn
BblbOpe HecyLlecTByoLero ansa conocTaBneHnsl UCNosb3yeTcda Mo yMonyaHuoo utf-8, 4to
cootBeTcTByeT Wpudty PT Astra Serif.

Bo3moxHO co3aaTtb COGCTBEHHbIN LUPUDT MapKMPOBKN HA OCHOBE MMEKOLErocs wpudTa B
dopmaTte TrueType (*.ttf). UcxoaHbiv WpUdT SOMKEH coaepX)aTb KUpUNmLy n UMeTb YeTbipe
BapuaHTa HadepTaHnsa (HopMarnbHOE, XXUPHOE, HaKMOHHOE M XXUPHOE HAKITOHHOE), T.e. COCTOSATb
N3 YyeTblpex hannos ¢ pacmpeHnem * . ttf.

Bce 4veTblpe danina Heobxoammo npeobpasoBatb B copmar Type 42 (pacwmpeHue
* . t42). Ina aToro HeobxoamMmo:

1) yctaHoBuTb naket fontforge;

2) katanore c ttf-wpundptammn cosgatb CKpMNT converter.pe (ECNU OTCYTCTBYET) CO

crneayloWwmnm coaepXaHueMm:

#!/usr/bin/fontforge

i=1

while ( i<$argc )

Open($argv([i])

RenameGlyphs ("Adobe Glyph List")

Generate(Sargv[i]:r + ".t42")
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i =i+l

endloop

3) coenaTb CKpUNT MCMOSMHAEMbIM, HanpumMep, KoMaHaon chmod +x;

4) 3anyCTuUTb CKPUNT converter.pe Ha UCNOSHEHWE:

/home/user/converter.pe *.ttf

lMonyyeHHble 4YeTbipe danna C paclmpeHuem * . t42 HeobxoguMmo CKonNupoBaTb B
/usr/share/cups/fonts.

[anee cos3gatb (pann conocTtaBneHns Ans  HOBOro wpudprta B KaTanore
/usr/share/cups/charsets. PekomeHayeTca umsa panna conoctaBneHus 3agaBaTb B

Bnae utf-8.<umsa_mpudrTa>, Hanpumep, utf-8.PTAstraSans.

Mpumep
dann conoctaenenunsa onga wpudgra PT Astra Sans

0000 OOFF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

0100 O1FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

0200 02FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

0300 O3FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

0400 O4FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

1EOO0 1EFF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2000 20FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2100 21FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2300 23FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2400 24FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2500 25FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42

2600 26FF ltor single PTAstraSans-Regular.t42 PTAstraSans-Bold.t42
PTAstraSans-Italic.t42 PTAstraSans-BoldItalic.t42
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B kaxxgown cTpoke nocrne single HaxoguUTCS CMUMCOK U3 YeTblipex hannos, pasgesieHHbIX
npo6enom, COOTBETCTBYIOLLUMX KaXXAOMY BapuaHTy HanucaHus B criegyowem nopsgke: ooblYHbIN,
XWUPHbINA, HAKITOHHLIN U XXUPHBIN HAKNOHHbIN.

YCTaHOBKY 1 N3MEHEHUS LLIpUgpTa TakKe MOXHO OCYLLECTBUTb C NOMOLLbIO rpaduyeckomn
yTunnTbl fly-admin-marker.

MpumMedyaHue. Bo3aMOXHbI npobnembl C HekoTopbiMu PostScript-npuHTepammn
n3-za ocobeHHOoCTeN noaaepxkm wpudptoB B dopmate Type 42, MNO3TOMYy MO YMOr-
YaHWIO 3aJaHMe Ha nedatb npeobpasyerca B dopmatr *.pdf cpady nocne Map-
KMpoBKM. [ONa  OTKNOYEHUA OaHHOrO OeWCTBUA HeobXoaMMO  BbIMOMHUTL  KOMaHAy:
sudo cupsctl MacConvertToPDF=0ff
unn B cupsd.conf AnA napamerpa MacConvertToPDF ycTaHOBUTb 3HadeHwe Off, 3a-

TeM nepesanyctutb cepep CUPS.
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13. KOHTPOIb NOJKINOYEHUA CHEMHbIX MALUUHHBIX HOCUTENEUW MHOOPMALIUA

CbeMHble MalNHHbIE HOCUTENU MHAOPMALIMN MOTYT pacCMaTpMBaTbLCA OTHOCUTENbHO
OC c aByx TOYEK 3peHus:

- Kak BrioyHble UM CMMBOSbHbIE YCTPOMCTBA BBOAA-BbIBOAA;

- Kak Brio4Hoe YCTPOMCTBO, KOTOPOE MOXET OblTb CMOHTUPOBAHO.

B nepBom cnyyae ycTponcTBO NpeacraBnsaetr cobon cneumanbHbin hannoBbii 0OLEKT,
AOCTYN K KOTOPOMY KOHTPONMPYETCS MaHAaTHbIMU U ANCKPeUMOHHbIMU [P 06bl4HBIM 06pasom u,
cnepoBaTternbHO, BBOA-BbIBO OCTAETCH B paMKax KOHTPOSS 3TUX NpaBun.

Bo BTOpOM cnyyae CbeMHbIV MaLLMHHbIA HOCUTENb MHAOPMaLUKn cogepxuT B cebe obpas
®C, koTopasa n xpaHuT gaHHble. [JaHHbIN HOCUTENb MOXET ObiTb CMOHTUPOBAH B 3adaHHbLIN
kaTanor, u npu atom ®C HocuTenNs CTaHOBUTCS YacTblo (NpeacTaBneHHOW B BUAE noagepesa)
kopHeBon ®C. [locTtyn k ob6bektam gaHHon PC nogvnHAETCss MaHAaTHbIM N OUCKPELIMOHHBLIM
MPO obblvHbIM 06pa3om u, crnegoBaTenbHO, BBOA-BbIBOA HA CbEMHbLIA MALUWHHBIA HOCUTENb
MHOPMaLMKN OCTAETCH B paMKax KOHTPONS 3TUX NpaBus.

BHUMAHME! B kayectBe pannoBbIX CUCTEM Ha CbEMHbIX MALLUNHHBIX HOCUTENAX MHAOP-
MaLuKn OOSKHbI MCNOSb30BaTLCSA TONbKO dhannoBble cnuctembl ext2/ext3/extd/xfs, nogaepxnea-
loWwMe paclmpeHHble (B T.4. MaHaaTHble) aTpmbyThl hannoBbix 06bLEKTOB 1 0obecnevnBaroLme
rapaHTMPOBAHHOE YHUYTOXEHME (CTUpaHNE) NHpopMaLnn.

[Ons OC BO3MOXHOCTb CaHKLMOHMPOBAHHOMO MOHTUPOBaHMS KOHKPETHbLIM MOMb30BaTeNem
KOHKPETHbIX HOCUTENEN C KOHKpeTHbIMU PC onpenendeTca agMMHUCTpaTopom cuctembl. B OC
peann3oBaHbl CpefcTBa pasrpaHMyYeHns OOCTyna K NoAKYaeMblM YCTPOMCTBAM Ha OCHOBE
reHepauuu npasun gns MeHegxepa yCTPONCTB udev.

Y4yeT HocuTenen n ynpaeneHne nx npuHagIeXXHocTbio, NPOTOKONIMPOBAHNEM M MaHAATHbI-
MU aTpubyTam OCyLLECTBNAETCSA C MOMOLbIO YyTUNNTLI £1y—admin-smc («YnpaBneHne nonnmTuKomn
6e3onacHocTM»), B TOM Yncne un npu pabote B ENMMM.

PekomeHgauum no MCNONb30BAHUKD YKa3aHHbIX CPEACTB npuBedeHbl B [LOKYMEHTe
PYCB.10152-02 95 01-1.
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14. COMNOCTABJIEHME NOJIb3OBATENIA C YCTPOUCTBOM

OC obecneuynBaeT BBOA-BbIBOA MH(OPMALMM Ha 3anpoLlEeHHOE MOorb30BaTeNeM yCTpom-
CTBO Kak Ansi MPOU3BOSIbHO MCMOSb3YEMbIX UM YCTPOWUCTB, Tak U ANa MAEHTUMMULMPOBAHHbLIX (Npu
COBMageHNN MapKUPOBKMN).

OC BkntovaeT B cebsa mexaHnam, obecnedunBatloLLnin HagexXHoe conocTaBneHne MaHgaTHo-
ro KOHTEKCTa NoNb30BaTeNs C YPOBHEM W KaTeropmsiMm KOHpMAEHUManbHOCTWN, YCTAaHOBIEHHbIMU
Ans yctponctea. Kpome Toro, MexaHmamM COnOCTaBNeHUs Nonb30oBaTensi C yCTPOWMCTBOM, peannso-
BaHHbIM B OC, obecneynBaeTt npu NpoBepKe COBNageHs MapkKMpOBOK HOCUTENS U NOmnb3oBaTtens

npUMeHeHne anckpeunoHHbix MNPL.
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15. TEHEPALIUA KC3

leHepauus KC3 ocywecTBnaeTcs B 04HOM U3 BYX CleayroLnX PeXMMOB:

- pexum EIIT;

- NOKanbHbIA PEXUM.

[Onsa ncnonb3oBaHna pexuma ENMNIM Heobxoanmo HanuMymMe B CETU YCTAHOBIIEHHOMO U
HacTpoeHHoro cepBepa cnyx6bl FreelPA unn ALD. Ha pa6ounx mectax nonb3oatenen B8 OC
AOMMKeH ObITb YCTAHOBIEH KIMMEHTCKUIN NaKeT COOTBETCTBYIOLEN CnyX6bl N BbINONHEHbI AENCTBUSA
no HacTtpowke (cM. gokymeHT PYCB.10152-02 95 01-1).

Mocne onpepenenus pexnma pabotel KC3 OC ans 3aBepLueHMsi Npoueaypbl reHepaumnm
KC3 HeobxoanmMo BbIMOMHUTL cneayolmne 4encTBus:

1) cosgaTb Habop ypoBHEN KOH(UOEHUMANBHOCTY;

2) cosgatb Habop KaTeropmin KOHPULEHUNANBHOCTMY;

3) cospgatb Habop cnyxebHbIX NoNb3oBaTenen, Hann4ne KOTopbiXx HEOBX0AMMO ANt PYHK-

LMOHUPOBAHUS 3alUMLLEHHbIX KoMmnsiekcoB nporpamm CYB[, runeprekctoBon o6paboTku

AaHHbIX, 3NEKTPOHHOM NOYThI M NPOrpaMm MapKMPOBKM U ydeTa nevyaTHbIX JOKYMEHTOB U3

coctaBa OC;

4) yCcTaHOBUTb NPUBUIIENMM ONS CIY>KeOHbIX NONb30oBaTenNen;

5) ycTtaHoBUTb NapameTpbl ayauTa (npoTtokonnposaHus cobbituin) B OC.

BHUMAHME! [Ina nameHeHnss MakcMmarnbHOro MaH4aTHOro KOHTeKCTa 06beKToB (CM.
HeobXxoOMMO BHECTM M3MEHEeHUs B cueHapun pdp-init-fs, pasMelleHHbI B KaTarnore
/usr/sbin, nepeonpenenns 3Ha4YE€HUS NEePEMEHHbIX:

- sysmaxlev — MakCMMarnbHbI/ YPOBEHb KOH(pUOEHLMANbHOCTY;

- sysmaxilev — MakCUMarsbHbIA YPOBEHb LIENOCTHOCTY;

- sysmaxcat — MakcMMarbHbIn HAbop KaTeropnin KOHPUAEHUNANBHOCTMU.

Mocne BbINONHEHUSA NepeYncrneHHoro Habopa AeNCTBUIN OCYLLECTBNSAETCA CO3AaHne Nosib-
3oBarernen, yctaHoBKa 4S5 HAX pa3peLleHHbIX YPOBHEN U KaTeropun KoHUAEHUNanbHOCTH, a B
cny4yae Heobxo4MMOCTH, NapaMeTpPoB NPOTOKONIMPOBAHUS.

B pexume EIMI ykaszaHHble A4eNCTBUSA BbINOSTHAOTCS:

- ecnn  ycTtaHosrneHa cnyxba ALD — npu nomowm rpadudeckon yTUNUTbI

fly-admin-smc vnNu yTUnnTbl KOMaHOHOW CTPOKM ald-admin (nogpobHas uHdop-

MauMs Mo UCMNOMb30BaHUID MHCTPYMEHTa KOMaHOHOW CTPOKM AOCTYMHbI B CNPaBOYHOM

CTpaHuue man ald-admin);

- ecnu yctaHoeneHa cnyxba FreelPA — npu nomowwm web-uHTepdenca FreelPA

UM YyTUNUTBlI KOMAHOHOW CTPOKM ipa user-mod (nogpobHass nHdgopmaums no umc-
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NONb30BaHUID WHCTPYMEHTa KOMaHAHOW CTPOKM AOCTYMHbI B CMPaBOYHOW CTpaHuLe

ipa help user-mod).

B nokanbHOM pexnme ykaszaHHble 4ENCTBUS BbINOMHAKTCA NPY NOMOLWM rpadouyecKom yTu-
nnTbl £ly-admin-smc UNn Npy NOMOLLM COOTBETCTBYIOLLNX YTUITUT KOMAHOHOW CTPOKM (cMm. (4.12)
OT UMEHM YYEeTHOW 3anucu agmuHucTpartopa (CM. pasgen yepe3 MexaHu3Mm sudo. bonee

I'IOD,pO6HO€ onncaHune Fpa(*)l/l‘-leCKl/IX yTUINT CM. B SHGKTpOHHOﬁ crnpaBkKe.
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16. OTPAHUWYEHUE NPOMPAMMHOW CPE[bl U ®YHKLWUN BE30MACHOCTHU

16.1. 3aMmKHyTaa nporpamMmmMmHasn cpeaa

16.1.1. Pexxumbl chyHKLUMOHUpPOBaHUS

MHCTpyMeHTbI 3aMKHyTOW nporpammMmHon cpeabl (3MC) npegoctaBnsaioT BO3MOXHOCTb
BHeapeHus ALM"Y B ncnonHsemblie dannsl popmarta ELF, Bxoasiume B coctas yctaHaBnvea-
emoro Cl1O, n B pacwumpeHHble atpnbyTbl dannoBon cuctemsl, obecneunBasa Takum obpasom
ANHAMUYECKUIA KOHTPOSb LIENOCTHOCTH.

Pexxum 3INC moxeT ObITb BKNOYEH B npouecce yctaHoBkn OC nytem Bbibopa coOTBET-
CTBYIOLLIErO NyHKTa nporpammsbl yctaHoBku OC.

BkntoueHune u BoikntodeHne pexuma 31C nocne ycraHoBkr OC BbINOMHAETCS C MOMOLLbIO
MHCTPyMeHTa astra-digsig-control, onucanHoro B[16.4.26]

MexaHn3M KOHTPOsS LLeNOCTHOCTU UCMNOMNHAEMbIX hanrioB 1 pasgensembix Gubnuotek
dopmaTta ELF npu 3anycke nporpammbl Ha BbINOMHEHME peanu3oBaH B moayne sgpa OC
digsig verif, KOTOPbIN SABMSETCA He BbIrpyXaembiM Moayrnem sigpa Linux n moxeT (OyHK-
LNMOHMPOBAaTb B OAHOM U3 CMEeAYHLMX PEXMMOB:

1) ncnonHsembiM harinam u pasgensembim 6ubnuotekam ¢ HesepHoun JLI, a Takke 6e3

OUI 3arpy3ka Ha ucnonHeHne 3anpeLwaetcs (LUTaTHbIN PEXUM PYHKLUMOHNPOBAHUS);

2) ucnonHsembiM hannam n pasgensieMblM 6ubnuotekam ¢ HesepHon AUIM, a Takke 6e3

OUIT 3arpy3ka Ha ncnonHeHne paspeLuaeTcd, Npu 3ToM BblgaeTcst coobuieHne ob owmnbke

nposepkn LM (pexxum ana nposepkn AUIM B CI10);

3) 9UIM npwm 3arpyske ncnonHsemMbix annos 1 pasgensembix 6ubnnotek He npoBepsieTcs

(oTnapgoyHbIn pexnm ansa TectuposaHus Cl0O).

MexaHn3M KOHTPOMSA LEeNOCTHOCTM hannoB Npu UX OTKpbITUK Ha ocHoee LI B pacLuu-
PeHHbIX aTpubyTax ¢hannoBon cucTeMbl Takke peanusosaH B mogyne sapa OC digsig verif
N MOXeT (PYHKUNOHMPOBaTb B OAHOM U3 CrEeAYOLLMX PEXMMOB:

1) 3anpewaeTcsa OTKpbITUE (hannoB, NOCTABIIEHHbLIX HA KOHTPOMb, C HeBepHon AL unu

6e3 JUIT;

2) OTKpbITME hansioB, NOCTABMNEHHbIX HAa KOHTPOSb, ¢ HeBepHon AL wunn 6e3 SLI

paspellaeTcd, Npy 3TOM BblgaeTca coobuieHne o6 owmnbke nposepkn LM (pexnm gns

nposepkn LM B pacwmpeHHbIx atpmubyTtax ¢annoBon CUCTEMBI);

3) 3UIM npu oTkpbITUN hannoB He NPOBEPSIETCS.

) BnekTpoHHas LMdpoBas NoanMch — CTpoka 6UT, NonyyYeHHas B pesynbsraTe npouecca (opMUPOBaHMs NOANMUCH
(npumeHsieTcsa ansa noanucu cpegcteammn OC MCNONHAEMbIX (PASIoB C UCMOMNb30BaHMEM (RYHKLIMU X3LWMPOBaHNS

Ha 6ase acMMmeTpudHOro Kpuntorpaduyeckoro anroputma (B cootrsetctaum ¢ FOCT P 34.11-2012).
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16.1.2. HacTtpomnka mogyns digsig_verif

HacTtpowka pexuma yHKUNMoHMpoBaHna moayna digsig verif ocyulecTsnseTcd no-
cpeacTBoM rpaduyeckon ytunntel £ly-admin-smc («lMaHenb ynpaBneHus — besonacHocTb —
MonuTtuka 6e3onacHOCTN — 3amMKHyTas NporpamMmmMHas cpega») unu NnyTem peaakTupoBaHUs KOHK-
rypaumoHHoro pavna /etc/digsig/digsig_initramfs.conf. OnucaHme ncnonbL3oBaHUs
YTUNUTBI NPUBEOEHO B 3NEKTPOHHOM CnpaBKe.

PenaktnpoBaHue KoHurypaumoHHoro avna /etc/digsig/digsig_initramfs.conf
OCYLLEeCTBMISAETCA cnegyowmm obpasom:

1) ANs Mcnonb3oBaHMA OTNagoYHOro pexuma gnsa tectupoBaHus CIMO Heobxoanmo

yCTaHOBWUTb An1s napameTpa DIGSIG_ELF_ MODE 3HaveHue O:
DIGSIG_ELF MODE=0
2) ans ucnonb3oBaHus pexnma ans nposepkm UM B CMNO Heobxoommo yCTaHOBUTL
anga napameTtpa DIGSIG_ELF_MODE 3Ha4yeHue 2:
DIGSIG_ELF MODE=2
3) 4ns Ucnonb3oBaHMA LUTATHOMO pexuma yHKUNOHMPOBaHUS HEOBXOANMO YCTaHOBUTb
Ans napametpa DIGSIG_ELF_ MODE 3Ha4deHue 1:
DIGSIG_ELF MODE=1
BHUMAHUE! [locrne BHeceHMA WN3MEHEHUWW B  KOHMUrypauuoHHbIM  hann
/etc/digsig/digsig_initramfs.conf HeoOOXOAMMO OT WMMEHW YYETHOM 3anncu apg-
MUHUCTPATOpa Yepe3 MexaHM3M sudo BbINOMIHUTL KOMaHAay:

sudo update-initramfs -u -k all

B moaynb digsig_verify BCTPOEHbI OTKPbITbIE KMHOYM U3rOTOBUTENS, KOTOPbIE UCMOSb-

3ylOTCS:
- AN151 NpOBEPKU NOAMNUCU UCMNONHAEMbIX (hannos;
- ONs NPOBEPKM NOANUCK OTKpbIBAEMbIX (DANSIOB B pacLUMPEHHbIX aTpubyTax;
- ONS  NPOBEpKM MOAMUCUA Ha  OOMOMHUTENbHLIX  KMoYax, 3arpyxaembix U3
/etc/digsig/keys.

B kaxgbln MOMEHT BpEMEHN MOAYIb MCNOMb3YET ABa Habopa Kroyen:

- OCHOBHOM Habop (M3Ha4YanbHO TPY BCTPOEHHbIX KitoYa U3roToBUTENS) — ANS MPOBEPKU
nobbIX nognucen;

- 0ONOSMHUTENbHBLIN Habop (M3Ha4arnbHO MYCTON) — TONbLKO ANS NPOBEPKM NOANUCH OTKPbI-
BaeMbIX (bannoB B paclUMpPEHHbIX aTpubyTax.

Ecnu gononHuTenbHbIi HAGOP HE COOQEPXUT Krtoya, KOTOPBIN UCNOMb30Barncs Ansg nognu-

cu harina B paclUMpeHHbIX aTpnbyTax, MOAysb UWET NOAXOASLMIA KoY B OCHOBHOM Habope.
Katanor /etc/digsig/keys COAEPXUT  OTKpbITble K4YM B dopmarte
gnupg --export, KOTOPbIMW pacLUMPSAETCA OCHOBHOM Habop Krto4ven npu 3arpyske cu-
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cTembl. Kaxablii kntod, ucnonb3oBaHHbI Ans nognuckiBaHus CMO (16.1.3), Heobxoanmo
cKonupoBsaTb B KaTanor /etc/digsig/keys/, Hanpumep, C UCMOMb30BaHNEM KOMaHLbI:
cp /<kararnor>/<damn kimoua> /etc/digsig/keys/

B katanore /etc/digsig/keys/ MOXeT pacnonaratbCs nepapxmyeckas CTpykTypa
Kntoyen. Kaxxabin KoY JOSMKEH ObiTb NOAMNMUCAH YXe 3arpy>KeHHbIM KITto4OM OCHOBHOMO Habopa
B MOMEHT ero gobaeneHna B OCHOBHOM Habop. Nepapxma nogkatanoroB /etc/digsig/keys
obpabatbiBaeTca cBepXy BHU3 Takum obpasom, 4To:

- hannbl kntoyen B /etc/digsig/keys OOMKHbI OblTb NOAMMCAHbI BCTPOEHHBbIMU B

Moaynb digsig_ wverify Kno4yamum U3rotoBUTenNs;

- dhannbl knoyen B /etc/digsig/keys/subdirectory MOryT 6biTb NoANUCaHbl U

BCTPOEHHbIMM KINOYaMmn U3roToBUTENS, U KNtodamm n3 /etc/digsig/keys;

- B UEeSIOM, Kaxabli KItod M3 nogkaTtanora BHyTpU /etc/digsig/keys OOMKEH ObITb

nognucaH nnbo KnNio4vyoM M3 BhlLLENEXaLLero katanora, MM60 BCTPOEHHbLIM KIHOYOM M3roTo-

BUTENA.

Mpumep
/etc/digsig/keys/keyl.gpg - nyOnuuHHE KJod 1, DOONMCAHHBIMN
Ha [EPBHUHOM KJIOUE€ H3IOTOBUTEJIS
/etc/digsig/keys/key2.gpg - nyOJNMUHHE KJIo4 2, IOLNIMCAHHLIA
Ha [EPBHUUHOM KJIOUE H3IOTOBUTEJIS
/etc/digsig/keys/keyl/keyl-1.gpg - nybIMUHEE KJIOU, NOOLNMCAHHHN Ha Kimoue 1
/etc/digsig/keys/keyl/keyl-2.gpg - nybOIMUHHEE KIIOU, NOOLNMCAHHHN Ha Kimoue 1
/etc/digsig/keys/key2/key2-1.gpg - nyONMUHEE KIIOU, NOLNMCAHHHN Ha Kiloue 2
/etc/digsig/keys/key2/key2-2.gpg - nyONMUHHE KJIOU, NOLNMCAHHHN Ha Kiloue 2

ﬂﬂﬂ npoBepKn nCnosib3oBaHUA OOMOJNTHUTENIbHbIX Kntoven Ona KOHTPOnA UesfiloCTHOCTU
ncnonHseMblx oannos n pasgensembix 6ubnuotek popmata ELF (go nepesarpysku OC) MOXHO
OT UMEHN yquH0|7| 3anmcun agMUHUCTpartopa vyepe3 MexaHn3am sudo BbINONIHUTbL KOMaHAabI:
cat /etc/digsig/key_for_signing.gpg > /sys/digsig/keys
cat /etc/digsig/keys/keyl.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/keyl/keyl-1.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/keyl/keyl-2.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2/key2-1.gpg >> /sys/digsig/keys
cat /etc/digsig/keys/key2/key2-2.gpg >> /sys/digsig/keys

BHUMAHMUE! NMpu npoeepke SLIM B pacumpeHHbIx atpubyTax dannoBon cUcCTeMbl ycTa-
HOBKa And napameTpa DIGSIG_XATTR_ MODE 3Ha4YeHuUsd 1 3arpeLllaeT OTKpbITUE NOCTABIE€HHbIX

Ha KOHTposnb cannoB ¢ HesepHon AUI nnn 6e3 SLIM.
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HacTponka pexnma yHKLUMOHNPOBaHUS MeXaHM3Ma KOHTPOMSA LEeNoCTHOCTU ¢hannoB npu
UX OTKPbITUM Ha ocHoBe AL B paclumpeHHbIx aTpubytax dhanioBon CUCTEMbI OCYLLECTBNSETCA
C nomoubio rpagumyeckon ytmnutbl £ly-admin-smc («lMaHenb ynpasneHus — besonacHocTb
— lMNonuTtuka 6esonacHocT — 3aMKHyTas NporpamMHas cpefa») unu nytemM pefakTMpoBaHuUs
KOH(purypaumoHHoro camna /etc/digsig/digsig_initramfs.conf.

PepaktnpoBaHue KoHpUrypaumoHHoro panna /etc/digsig/digsig_initramfs.conf
OCYLLIECTBISeTCH crieqyowmm obpasom:

1) 4N BKIKOYEHUS NPOBEPKU NOAMNUCEN B peXnme 3anpeTta OTKPbITUSA NOCTaBIIEHHbIX Ha

KOHTponb hannoB ¢ HeBepHon LM nnm 6e3 SUIT B paclumpeHHbIx atpubyTax ¢dannosomn

CcUCTeMbl HeOBXOAMMO YCTaHOBUTL ANg napameTpa DIGSIG_XATTR_MODE 3HayeHue 1:

DIGSIG_XATTR_MODE=1

2) Ons BKIIOYEHUSA NPOBEPKU NOAMUCEN B peXMME BbiBOga npeaynpexaeHunm od or-

KPpbITUM NOCTaBMEHHbIX HAa KOHTPOsb hannos ¢ HeBepHon AL nnm 6e3 3LIM B pac-

LUMPEHHbIX aTpmbyTax ¢annoBon CUCTEMbI HEOOXOOMMO YCTAaHOBUTL ANt NapamMeTpa

DIGSIG_XATTR MODE 3HayeHue 2:

DIGSIG_XATTR_MODE=2

3) 4ns UrHOpMpPOBaHWS AOMONHUTENBHbIX KITHOYEN, UCMOMNb3yeMbIX TOMNBbKO NPWU NpoBepKe

9UI B pacwumpeHHbix atpmbyTax dannoBon, HEO6XoOMMO YCTAaHOBUTL ANS napameTpa

DIGSIG _IGNORE XATTR KEYS 3HayeHue 1:

DIGSIG_IGNORE_XATTR_KEYS=1

4) ana HacTpourku WabnoHoOB NMEH, ncnonb3yembix Npu nposepke 3L B pacwunper-

HbIX atpmbyTtax ®C, Heobxoaumo B dpanne /etc/digsig/xattr_control 3agatb Ux

cnncok. Kaxkgas ctpoka 3agaeT cBov WabnoH B BUAe Macku nosHoro nytu. Hanpumep,

cnepywownn wabnoH onpeaenseT, 4Yto 6yaeT npoeepaTecs SLUIMN Bcex dannos B kaTanore

/bin, NMS KOTOPbLIX Ha4YMHaeTcsa Ha lo:

\bin\1lo

Katanor /etc/digsig/xattr_keys COOEPXUT OTKPbITble KNHOYM B dopmaTte
gnupg --export, KOTOPbIMW paclUMpseTcs AONONHUTENbHbIA Habop Kknoyen moayns (M3Ha-
YanbHO MyCcTON HAbop, MCNOMb3yeMbI TOMNBKO ANA MPOBEPKM NOANUCK B pacCLLUMPEHHbIX aTpmubyTax
danna). MNMognucu Ha KnYvax SOMONHUTENbHOro Habopa He NPOBEPAIOTCA.

Kaxabln JONONHUTENbHbLIV KoY, MCMOSb30BaHHbIM ANS NOANUChIBaHUS (hannoB B paclum-
PeHHbIX aTpubyTax, HeobxoanMMo ckonMpoBaTb B Katanor /etc/digsig/xattr_keys/, Hanpu-
Mep, C UCMONb30BaHMEM KOMaHAbI:
cp /<xararnor>/<damn kimoua> /etc/digsig/xattr_keys/

B katanore /etc/digsig/xattr_keys/ MOXET pacnosnaraTbCa nepapxumdeckasi CTpyk-
Typa OONOSMHUTESbHBIX KoYen AN KOHTPONS LenoCcTHOCTM hannoB. B ykazaHHOW CTPYKType

OoAHWN OOMOJTHUTESIbHbIE KITHO4YN MOTYT ObITb NOAMMCaHbI Ha ApYyrnx OONOSNTHUTENbHbIX KITHo4ax. |_|pl/|
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9TOM OONOJIHUTENbHbIE KITHOYM OOJKHbI pacnonaratbCd B nogkartasjiorax Takum 06pa30M, YTOOBI

npun nx 3arpy3ke He Hapylwanacb Leno4ka rnpoBEepKU nognucen.

Mpumep

/etc/digsig/xattr_keys/keyl.gpg - nybmnuunms kimou 1

/etc/digsig/xattr_keys/key2.gpg - nyb6nuuHHE Kimou 2

/etc/digsig/xattr_keys/keyl/keyl-1.gpg - nyOJnWuHEE KJIOU, [NOANMCAHHHN Ha Kiuoue 1

/etc/digsig/xattr_keys/keyl/keyl-2.gpg - nyOJiMuUHHEE KJIOU, NOANMCAHHHN Ha Kinoue 1

/etc/digsig/xattr_keys/key2/key2-1.gpg - nyOJsMUHEE KJIOU, [NOANMCAHHHN Ha KJnoue 2

/etc/digsig/xattr_keys/key2/key2-2.gpg - nyOJMUHEE KJIOU, [NOANMCAHHHN Ha Kinoue 2

Ons NpoBepKn NCnosib3oBaHNUA OOMONMTHUTENbHbIX Knouen ons KOHTpPONA LenoCTHOCTU

dannos (go nepesarpy3kn OC) MOXXHO OT UMEHM YYETHOW 3anncu agMmMHUCTpaTopa Yepes mexa-

HU3M sudo BbINOMMHUTbL KOMaHAbI:

cat
cat
cat
cat
cat

cat

/etc/digsig/xattr_keys/keyl.gpg >> /sys/digsig/xattr_keys
/etc/digsig/xattr_keys/key2.gpg >> /sys/digsig/xattr_keys
/etc/digsig/xattr_keys/keyl/keyl-1.gpg >> /sys/digsig/xattr_keys
/etc/digsig/xattr keys/keyl/keyl-2.gpg >> /sys/digsig/xattr_keys
/etc/digsig/xattr keys/key2/key2-1.gpg >> /sys/digsig/xattr_ keys
/etc/digsig/xattr keys/key2/key2-2.gpg >> /sys/digsig/xattr_ keys

YnpaeneHne mogyrnem digsig_verif ocywecTtBnaercs vyepes nHTepgenc sysfs ¢

ncnonb3oBaHMeM hansos:

- /sys/digsig/elf_mode — NPOCMOTP 1 NEPEKIOYEHME pexmMa paboTbl Npy NpoBep-
ke QUIT ncnonHsembix dannos u pasgensemblix oubnmortek dopmarta ELF;

- /sys/digsig/xattr_mode — NPOCMOTP U NEpPEKoYeHre pexuma paboTsl npu npo-
Bepke 3L B pacwmpeHHbIx atpmbyTax ¢annoBon CUCTEMBI,

- /sys/digsig/keys — (hann 3arpysku ONONHUTENbHbIX KModen Ana nposepku LI
ncnonHsemblx gannos popmarta ELF n SUIM B pacwmpeHHbix atpnbytax dC;

- /sys/digsig/ignore_gost2001 —  oOTKnw4YeHMe npoBepkn UMM  no
MOCT P 34.10-2001;

- /sys/digsig/ignore_xattr_ keys —1;

- /sys/digsig/xattr_control — CNMUCOK LIABNOHOB NMEH, UCMONMb3YEMbIX MPU NPOo-
Bepke 3L B pacwmpeHHbIx atpmubytax OC;

- /sys/digsig/xattr_keys — hann 3arpy3ku OONONHUTESbHbIX KITOYEN, NCNosib3ye-
MbIX TOfbKO Npu npoBepke LM B pacwmpeHHbix atpmnbyTtax ©C.

[MpoBepka pexnmoB paboTbl BbINOMHAETCS KOMaHAAMM:

cat /sys/digsig/elf_mode

cat /sys/digsig/xattr_mode

4.71



185
PYCB.10152-02 97 01-1

BHUMAHUE! [ns otkntoueHus npoBepku AUIM no NMOCT P 34.10-2001 Heobxoaumo
B KOHpUrypaumoHHom canne /etc/digsig/digsig_initramfs.conf ycTaHOBUTbL cneagyto-
Liee 3HavYeHne napameTpa:
DIGSIG_IGNORE_GOST2001=1

BHUMAHUE! T[locrne BHeCEHUSs U3IMEHEHMA B  KOHUIypauMOHHbLIM  dhaurn
/etc/digsig/digsig_initramfs.conf u gna 3arpys3kum mogynem digsig_verif knwodeun
nocrne mx pasmelleHuda B Katanorax /etc/digsig/keys/ u /etc/digsig/xattr_keys/
Heob6XxoQMMO OT MMEHM YYETHOM 3anucu agMUHUCTpaTopa Yepe3 MexaHnam sudo BbIMOMHUTb
KomaHAay:

sudo update-initramfs -u -k all

16.1.3. NoanucbiBaHne dannos

B moayne sagpa digsig_verif peanms3oBaH MexaHW3M, MO3BOSSOLLMIA NCNONb30BaThb
HEeCKOITbKO KIToden npu nognucsiBaHun dannos popmata ELF.

Mopsgok ucnonb3oBaHus Knoden ona digsig_verif: 4ONOMHUTENbHBIE KITHOYM 3anuChbl-
BalOTCsA B /sys/digsig/keys unm /sys/digsig/xattr_keys B nepapxmieckon nocnenoBa-
TEeNbHOCTU Lenovek nognucen.

Bce gononHutenbHble KNOYY AOMKHBI ObITh NOAMMCaHbI FMaBHbLIM KITKOYOM U ApYrum
AOMNOSMHUTENBbHBLIM KITHOYOM, NOAMUCH KOTOPOro MOXET ObITb NpoBepeHa (3a UCKIYEeHMEM NEPBOro
Kntoda B KaTanore /sys/digsig/xattr_keys).

[ns cosgaHns gononHuTeneHbIX Kntoden ncnonobsyetrca GNU Privacy Guard. Moguduun-
poBaHHbIN GnuPG BbiBOAMT NOCT P 34.11-94 B cnncke AOCTYNHbIX anroputmoB. [na nonyyeHns

Crnncka OOoCTYMHbIX anroputmoB HeO6XO,EI,I/IMO BbIMOJTHUTb KOMaHAOY:

gpg —--version

gpg (GnuPG) 1.4.18

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Home: ~/.gnupg
[NoonepXUBATCSA CIIEOYIOMUE aJIlOPUTMEH :
C oTkpHTHM KJnouoM: RSA, RSA-E, RSA-S, ELG-E, DSA,
GOST_R 34.10-2001,GOST_R 34.10-2012
CummeTpuunnie : 3DES, CASTS5, BLOWFISH,
AES, AES192, AES256, TWOFISH,
CAMELLIA128, CAMELLIA192, CAMELLIA256
Xom-¢yuxuuu: MD5, SHA1l, RIPEMD160, SHA256, SHA384, SHAS512,
SHA224, GOST _R34.11-2012, GOST_R34.11-94

AnropuTMel cxaTuss: Besd cxarus, ZIP, ZLIB,
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BZIP2

Mpumep

[ns co3gaHnsa AONONHUTENBbHOMO Kio4va U ero ncnonb3oBaHus Ans nognucbeisaHms CrlO:
1) cosgaTtb kntoveByto napy GOST R 34.10-2001 n coxpaHuTb B KaTanore ~/ .gnupg.
[ns cospgaHusa kno4eBon napbl HEOH6XOAUMO BbIMOMHUTL CrEAYHOLY0 KOMaHA4y ¢ nocrne-

ayrownm Bbibopom B MeHo gpg anroputma NOCT P 34.10-2001:

gpg --full-generate-key

gpg (GnuPG) 1.4.18; Copyright (C) 2014 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

gpg: cospaH kararor ‘/home/keys/.gnupg’

gpg: co3paH HOBHEM Qann HacToek ‘/home/keys/.gnupg/gpg.conf’

gpg: BHMMAHWUE: napamerps B ‘/home/keys/.gnupg/gpg.conf’ eme He akTHUBHH npu /
3TOM 3amnycke

gpg: cos3paHa Tabmnuia xmmouen ‘/home/keys/.gnupg/secring.gpg’

gpg: cos3paHa Tabmnuua kmmouenn ‘/home/keys/.gnupg/pubring.gpg’

BubepuTe THII KIIOUA:

(1) RSA m RSA (mo yMOJIUAHUIO)

(2) DSA um Elgamal

(3) DSA (TOJNILKO OJIA IIOOIHMCH)

(4) RSA (TOJNILKO OJIaA IIOOIIHMCH)

(10) GOST R 34.10-2001 (TombKO HOJIA MNOOMIMCH) YyCTapeBIUHN

(12) GOST R 34.10-2012 (TOmMbBKO OJiA MOLINCH)

Bam Br6OpP? 12

GOST keypair will have 256 bits.

BubopuTe CpPOK MOEeHCTBUS KJloua.

0 = 6e3 orpaHWueHHs CpOKa LEHCTBUSA

<n> = CpOK HOEeHCTBUA - N [OHEH

<n>wW = CpOK HOEeHNCTBUS - N HeIeJb
<n>m = CpPOK OEeHCTBUS — N MeECSLEB
<n>y = CpOK HOEeHCTBUSA — N JIeT

Cpox gmeticTBusi kmoua? (0) O
Cpok OEeNCTBHUS KJloua HE OI'PaHUUEH

Bce BepuHo? (y/N) y

Ina upenTudukauuu Bamero ximoua Heobxomum ID momnb3oBaTens. [lporpamaa cosgjact /
ero
u3 Bamero MMeHH, KOMMEHTapHs MU ajpeca 3JIEKTPOHHOM IIOUTH B BHIOE:

"Baba Yaga (pensioner) <yaga@deepforest.ru>"

Bame HacTosmee ums: Test GOST R 34.10-2012 Secondary Key
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Apgpec B3JIEKTPOHHOM IOUTH: test@gost.secondary.key
KoMMmeHTapuu :
Bu BHbOpanu crnenyiomui ID mOnb30BaTENIA:

"Test GOST R 34.10-2001 Secondary Key <test@gost.secondary.key>"

Cmenuts (N)Umsa, (C)Koummenrapuit, (E)anpec unu (O)IpunaTrs/ (Q)Buxom? O
O7si 3amuTE 3aKPHITOIO KJOUa HEOOXOOWM MNapOJb.

Beegure napoinb: I[IAPOJIB

[loBTopuTe napoinb: IIAPOJIb

2) 3KCnopT Kritoya B doarn OCyLLEeCTBNAETCA KOMaHAOoM:
keys@debian:$ gpg --export "Test GOST R 34.10-2012 Secondary Key
<test@gost.secondary.key>" > /tmp/secondary_gost_key.gpg

3) KoY nonb3oBaTenst MOXeT ObiTb 3aBepeH C ncnosib3oBaHNMeEM KoOMaHa.
gpg --import /tmp/secondary_gost_key.gpg

gpg --sign-key "Test GOST R 34.10-2012 Secondary Key

<test@gost.secondary.key>"

gpg —--export "Test GOST R 34.10-2001 Secondary Key
<test@gost.secondary.key>" > /tmp/secondary_gost_key signed.gpg

4) nonb3oBaTtesflb NOANUCLIBAET Ha AAaHHOM Kitoye HekoTopbin hanmn gopmata ELF ¢
MCNONb30BaHNEM YTUNNTLI bsign (N0 YMOMYaHUIO NOANUCL BHEAPSIETCA B TOM YMCIE U B
paclwmpeHHble atpubyTbl dhanna):

keys@debian:~$ bsign --sign test_elf

5) nonb3oBatenb NOANUCLIBAET YTUNNTOM bsign HA JAHHOM KIHOY€e NPOU3BOSbHbLIN dhans
C BHeApEeHWeM nognucu ToNbKO B paclUMpeHHble aTpubyThbl:

keys@debian:~$ bsign --sign --xattr test_elf

[ononHutensHaa nHdopMauna npueedeHa B crpaske Mo ytunute bsign;

6) ans nposepku npasunbHocTn JAUIM danna dopmara ELF mncnonesyetca ytunuta
bsign:

keys@debian:~$ bsign -w test_elf

7) ODONONMHUTENbHbIN KITHOY NONb30BaTenNsl, NOANUCAHHbIN HA FMaBHOM KIo4Ye, KONMpyeTcs
B Katanor /etc/digsig/ (cm.|[16.1.2));

8) nognucaHHbIn hann dopmata ELF MoXeT BbINONMHATLCSA:
keys@debian:~$ ./test_elf

hello world!

keys@debian:~$
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16.2. Pexxum Kunock-2

Pexxnm Knock-2 — ato nHCTpymeHT cuctembl PARSEC anga orpaHuyeHnsa BO3MOXHOCTEMN,
npegocTaBnseMbIX HEMpMBUIErMpoBaHHbIM norb3oBatensam. Paboty pexunma Kuock-2 obecneun-

BaeT NakeT parsec-kiosk2.

16.2.1. Npodunnu nakera parsec-kiosk2

Mpodunn  nonb3oBatenenm parsec-kiosk2  pacnonaralTcsd B Kartanore
/etc/parsec/kiosk2 u cnyxat gns NpUMEHeHuUst OorpaHMYeHUn OEencTBUA Nnosib3oBaTe-
nen. MNpodwunb nonb3oBaTtenii — 3TO TEKCTOBbLIN ddann, UMs KOTOPOro coBnagaetr ¢ MMEHEM
none3oBarens. OguMH Npodusb NOMNb30BaTENSA CAYXUT ANA YCTAHOBKM OrpaHUYeHnin TONbKO ANg
O HOro nornb3oBarerns.

Ecnu npu BkntoyeHHOM pexnme Knock-2 B /etc/parsec/kiosk2 oTcyTCTBYET NpOodUnb
none3oBaTens, TO NpaBa JaHHoro nornb3oBaTtens B OC He orpaHu4mMBaloTCS.

BHUMAHMUE! Ecnn ona nonb3oBatensa cosgaH nycton npodunb, TO JaHHOMY Morb30Ba-
Ten 3anpeLleHbl Nbdble 4eNCTBUS.

CucrtemHble npocunn parsec-kiosk?2 pacnonaratTco B KaTanore
/etc/parsec/kiosk2-profiles M Takke cnyxar AnNd NPUMEHEHUA OrpaHuyYyeHun gen-
cTBuI nonb3osarenen. Cogepxunmoe canmna cucteMHoro npoduns NnpeacTaBnaeT cobor CnMcok
dannos 1 npodunen NpUNoXKeHUn ¢ abCoONOTHLIMU NN OTHOCUTENBHBLIMU MYTAMU, a TakKe C
MHdOpMaUMEN O nNpaBax AoCTyna v Brnagenbuax aTnux dgannoB. CUCTEMHbIN NPOdUb MOXHO
Ao6aBnTb B Npodmnn HECKOSbKMX Nosib3oBaTenen, Toraa Anga BCex 3TUX nonb3oBaTtenen oyoet
AOCTYMHO UCMONb30BaHME NPUITOXKEHUS B COOTBETCTBUN C OrpaHUYeHNs MU B NpaBax A4octyna u

Bragenbuax, ykadaHHblIX B CUCTEMHOM I'IpO(bI/IJ'Ie OaHHOro npuiioXXeHumA.

16.2.2. CuHTakcuc npocunen parsec-kiosk2
CuHTaKcuc paspeLueHnsa Ha gocTyn K channy:
+file rwc u/o: <umsa_¢amnma>
U Ha JOCTYN K CCbISIKe:
+1link rwc uo: <umsa_d¢armna>
rae rwc — 3TO npaea Ha YTeHue (r), 3anucb (W) 1 co3gaHue (C), KoTopble yKa3sblBakOTCA Mnpu
HaNM4YnMM COOTBETCTBYHIOLLEIO pa3peLleHuns;
u/o — Bnageney (0) unu Heenagenewy, (u) danna;
<umsa_Qanna> — ¢ansn, npasa 4OCTyrna K KOTOpoMy HasHavatotcs. [Npu aTom nms ganna
ANS CCbINKM SOSMKHO COOTBETCTBOBATL CYLLECTBYIOLLEN CUMBOSIbHOM cebirike. Llenesown dhann
ANS CCbINKN, KOTOPbI He 06513aH CyLLecTBOBaTb B MOMEHT 3arpy3ku npocung, anobasnsercs

B CMNCOK OOCTYMHbIX.
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MpnmeyaHue. B cuHTakcmce npocunen pexmma Knock-2 MOXXHO MCNOSb30BaTh Ku-
punnuuy.

B cuHTakcuce Knock-2 takke mMoryT 6bITb MCNOMb30BaHbl METACMMBOSIbI, HANPUMEP, B
nmeHmn cbaina (cMm. Tabnuuy [62).

BHUMAHMUE! MetacumBonbl B MeHN doanna Ansi CCbIfIKU HE MHTEPNPETUPYIOTCS.

Tabnuuya 62
MeTtacumBon OnucaHuve
* % Honb nnn 6onee Nnpon3BonbHLIX CUMBOJIOB, BKITKOYas CUMBOS «/»
* Honb nnn 6onee Nnpon3BorbHbIX CUMBOSOB, UCKMOYast CUMBOS «/»
? OOuH NPOK3BOSbHbIA CUMBOS, UCKMOYast CUMBOJ «/»

OavH 13 cnmeonos, NpuHaanexaiumin Habopy. B Habope ntobble CMMBOSbLI TEPSIOT
[Habop_cumeosios]| CBOe crieumanbHoe 3HavyeHne. CUMBON «]» MOXET BXOAMTb B HAOOpP TOMbKO Ha
nepBon No3numm

\d OpaHa gecatudHaga umdpa

\D OpaHa unn 6bonee gecatnyHas undpa

\h OpaHa wecTHaguatepudHasa uudpa

\H OaHa vnn Gonee wecTHaauartepuyHas uudpa
\ xNN BanT ¢ 3agaHHbIM 3Ha4YeHMEM

MycTtasa ctpoka unu noactpoka (deleted), KoTopasa gobasnsercd K elle He
CO3[aHHbLIM UNK YXe yaaneHHsiM dannam. JaHHaa KOHCTPYKLUUSA MCNOoNb3yeTcs
npw ynpaesneHnn cos3gaHnem anna.

Mpumep
\z +file wc u: /home/*/.config/example/example.conf\z

B aTom cnyyae paspeluaeTtcs AOCTYN Kak K hanny example.conf (deleted),
Tak U K example.conf Ecnu yganutb \z, TO AocTyn K example.conf
(deleted) Oyaet 3anpeuwleH. OTKpbITME CyLlecTByloWero danna Ha 3anucb
OydeT ycnelwHbIM, a co3gaHue HOBOro — HeT

\<mo6oi1_npyros | COOTBETCTBYIOWMIA CUMBON 6e3 cneumanbHon WHTepnpeTauun, Hanpumep,
__CHMBOJ> A\ N, \F)

[na BknoyeHus ogHoro npoduna B Apyron npodusnb ncnonbayeTcsa @include:

@include other-profile-name

16.2.3. CnHTakcuc, coBMecTUMbIN ¢ parsec-kiosk

B npodunax pexmma Knock-2 KoppeKkTHO pacrno3HaKTCs CTPOKU, HarnMCaHHbIEe MO CUHTaK-
CUCY pexmma Knocka (ycTapeBLUMIN MHCTPYMEHT OS5 OrpaHuYeHuin enctasnin nons3osartens). MNpu
3TOM MpY NUCMNOMb30BaHUM CUHTAKCKUCA pexnma Knocka B pexume Knock-2:

1) B UMeHu chainna crneucmMmBosibl HE MHTEPNPETUPYIOTCS;

2) nboe 13 npaB Ha YTeHue (r) unn ncnonHeHune (x) NpeobpasyeTcs B NPaBoO Ha YTeHue

(r), a npaBo Ha 3anuck (W) NnpeobpasyeTcs B NpaBa Ha 3anuck (W) 1 cosgaHue (c);
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3) npaBuna ogMHaKoOBO NMPUMEHSOTCA AN AOCTyNa Kak BnagenbLueB, Tak U HEBNaaenb-
Lues,

4) cTpoka 0bsi3aTenbHO JOMKHA HAYMHATLCS C CUMBOAA «"» Unn «/»;

5) ecnu dann npegcraBnseT CMMBOSIbHYIO CCbISKY, TO pexum Knock-2 obpabatbiBaeT
Leneson dpann CChbISKu;

6) MMs NpoduNA OOMKHO HAYNMHATLCS TOMBKO C NMAaTUHCKON BYKBbI, @ Takke B HEM JOMKEH
OTCYTCTBOBaTb CUMBON «/».

Ecnn npodurnb, cosgaHHbIN B pexnme KMocka, otpegaktuposatb B fly-admin-kiosk,

TO OH COXpPaHUTCA C UCIMOJSIb30OBaHNEM CUHTaAKCUCa pexmnma Knock-2.

16.2.4. Pa6ota ¢ Knock-2 yepes KOHCONb

16.2.4.1. BknroyeHue u BbiknoveHne Knock-2

Mpn nepsom 3anycke OC pexmm Knock-2 BbikntoveH. YTobbl BKNIOYUTL PEXMM KOHTPONS
poctyna KnMock-2 n NnpuMeHsaTb orpaHMyeHnsa Ha paboTty ¢ channamum, Tpebyercs BbINOMHUTD
KoMaHay:
echo 1 | sudo tee /sys/module/parsec/parameters/uc_enforce

[na BKNOYEHNA NPOTOKONMPOBAHUA MOMbITOK HAapYLUEHUA YCTAaHOBMEHHbIX (PUNLTPOB
[O0CTYyna BbINOMHUTE KOMaHAYy:
echo 1 | sudo tee /sys/module/parsec/parameters/uc_complain

BHUMAHMUE! Pe3ynbraTbl NpUMEHEHNS OaHHbIX KOMaHA OyayT AeNCcTBUTENbHbI 4O nepe-
3arpysku OC.

[nsa BkNOYeHMs pexrnma KoHTpons goctyna Knock-2 n npoToKonMpoBaHUS ¢ COXpaHeHNeM
AAHHOro COCTOSIHUA Nocre nepesarpy3kn TpebyeTcsi, COOTBETCTBEHHO, BbINOSIHUTL KOMaHAbI:
echo 1 | sudo tee /etc/parsec/kiosk2_enforce
echo 1 | sudo tee /etc/parsec/kiosk2_complain
n nepesarpysntb OC.

PesynbraTtbl NpMMEHEHNS 3TUX KOMaHg OyayT aencteuTenbHbl nocrne nepesarpyskm OC.

[ns BbIKNIOYEHNA pexxnma KOHTposs goctyna KMock-2 n npoToKoNMpoBaHUSA B COOTBET-
CTBYIOLLUMX KOMaHOax TpebyeTcsa 3amMeHnTb 1 Ha 0.

[Ona Ttoro 4ytobbl M3bupartenbHO BKAOYaTb peXnmMm KMock-2 n mcknoyatb BbIOpaHHbIX
nonb3oBaTenen, TpedyeTcs:

1) cospaTtb katanor disabled B /etc/parsec/kiosk2:

cd /etc/parsec/kiosk2

sudo mkdir disabled

2) nepeHecTn B Katanor disabled npodunn Tex nosib3oBaTenen, Ans KOTOpbIX He

OOITKHbI MPUMEHSTBCA OrpaHNYEHUS:

sudo mv <uMsa_HOJb30BaTensal> <umsi_nonb3oBaTensa’l> disabled

3) BKNIOUUTb pexnm Knock-2:
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echo 1 | sudo tee /sys/module/parsec/parameters/uc_enforce

lMocne BbINOMHEHUS AaHHBIX JENCTBUN OrpaHudeHns pexnma Knock-2 yayT npuMeHeHs!
KO BCEM Mnonb3oBaTensaMm, KpoMe <uMsi_IoJIb30BaTesisA1l>, <UMs_IOJIb30BaTeINA2> U TEX MNOJib-
3oBarerneun, Ans KoTopbiX He 6binn co3gaHbl npodunun. MNocne nepesarpy3kn OC pexunm Knock-2
BEpPHETCHA B COCTOSIHME, YKa3aHHoe B /etc/parsec/kiosk2_enforce. [1pn NOBTOPHOM BKtO-
YyeHnn pexkmma Knock-2 UCKMYeHUs Ansa <uMsi_ojib3oBaTenisgl>, <UMs_I0JIb30BaTessa2>
N TeX Nnonb3oBaTenen, Ans KOTopbiX HE ObiNM co3aaHbl NPOMUIN, COXPaHATCS U OrpaHNYEeHUs
AocTyna K HAM He OyayT NPUMEHEHbI.

16.2.4.2. MpoTokonupoBaHue npoLeccos

[nsa Toro 4ToBbl OrpaHN4YeHns Ha paboTy NPUNOXKEHNA BbINOSTHANUCH KOPPEKTHO 1 6e3
owmnboK, TpebyeTcst yunTbiBaTh BCE 3aBMCUMOCTU (bansfioB AaHHOIo NpunoxeHus. Noatomy npu
CO3aHuUM CUCTEMHOIO NPOMUNA NPUMNOXKEHUS PEKOMEHAYETCA BbIMNOSTHUTL MPOTOKONMPOBaHWE
npoueccoB npu pabote ¢ COOTBETCTBYIOLLNM MPUNOXeHMEM. Pe3ynstat NpoTOKONMpoBaHNA Npo-
LLleCCOB MoOKa3sblBaeT BCe HeoOXoauMble hannbl NPUTOXKEHUS U MYyTU K HUM. [na BbINONHEHUs
NPOTOKONMPOBaHMS NpoLEeCCoB TpebyeTcs:

1) BBIKMOYNTL PEXUM KOHTpoNns goctyna Knock-2:

echo 0 | sudo tee /sys/module/parsec/parameters/uc_enforce

2) BKITOUYUTb PEXUM NPOTOKONMPOBAHMS NPOLIECCOB:

echo 1 | sudo tee /sys/module/parsec/parameters/uc_complain

3) cos3gatb Npodusb NoMb30BaTENS:

true | sudo tee /etc/parsec/kiosk2/<ums_nonbzoBaTessa>

4) 3anyCTuUTb CECCUIO NONb30BaTENS <UMSA_MOJIb30BATEIISA>!

su - <uMsdA_IOoJIbL3OBaTEJIA>

5) 3anycTnTb NPOTOKONMPYEMOE MPUNOXKEHME;

6) BbLINTU U3 CECCUUN NOSb30BATENSA <HMsSI_IOJIb30BaATETIA>!

exit

7) BBIKINIOYUTL PEXUM MPOTOKONIMPOBAHUSA NPOLECCOB:

echo 0 | sudo tee /sys/module/parsec/parameters/uc_complain

8) nony4nTb CoobLEHNS O 3anpeLLEeHHbIX onepawmsx:

sudo dmesg | grep PARSEC-UC:

16.2.4.3. Co3pgaHue npocuns

[na co3gaHmnsa cMCTEMHOro Npodunsa NPOTOKONMPYEMOrO NpUoXxeHust TpebyeTcs B kaTa-
nore /etc/parsec/kiosk2-profiles co3aatb haiin, 3agaB B Ka4eCcTBe ero MMeHu Ha3BaHue
NPUNOXEHNS, N BNUCATb B HEr0 BCE NYTU C YYETOM CUHTaAKCUCA U3 pe3ynbTaToB BbIMOMHEHMUS
koMaHAbl dmesg | grep PARSEC-UC: B COOTBETCTBUM C nepeuvcrnieHnem [8) Ha ctpanuue [191]

[nsa cosgaHusa npoduns nonb3oBartens Tpebyetca B katanore /etc/parsec/kiosk2

co30aTb q)a|7|n C UMeHeM, coBnagarowmm ¢ MUMeHeM OaHHOIo nosib3oBaTtens.
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16.2.5. Npachnyeckasa ytunurta ynpaBsneHus npocdpunnamu

Ona ynpaeneHus pexnmom Kuock-2 v npodunamu, pacrnosiokeHHbIMU B KaTarorax
/etc/parsec/kiosk2 u /etc/parsec/kiosk2-profiles, Ucnonb3yercs rpadmyeckas ytm-
nuta fly-admin-kiosk. OnucaHue yTunuTbl NPUBELEHO B SMIEKTPOHHOW CripaBKe.

BHUMAHMUE! [1na paboTbl ¢ NpodunamMm pexmma KMocka C UCMOSb30BaHMEM YTUMNTDI
fly-admin-kiosk HeobxogMmo aganTMpoBaTb MX CUHTAKCUC U MOMECTUTb Npodunn B KaTa-
norm /etc/parsec/kiosk2 n /etc/parsec/kiosk2-profiles nakerta parsec-kiosk2
COOTBETCTBEHHO (cM. [16.2.3).

[nsa 3anycka yTunnTbl BbINOMHUTbL B KOHCOMNWN KOMaHAy:
sudo fly-admin-kiosk

unu nepentn «MmeH «lyck» — MNaHenb ynpaeneHus — besonacHoCcTb — CUCTEMHbBIA KMOCKY .

16.2.6. Knock Fly

[na orpaHn4yeHna BO3MOXHOCTM 3anycka nporpamMm rnokansHbIMU Morb3oBaTensaMv agmu-
HUCTPaTOP MOXET MCNonb30BaTh rpaduyeckyto ytunuty £ly-admin-sme. [Jna atoro Heobxoanmo
B rMaBHOM OKHe rpaduyeckon ytunutbl £ly-admin-smc packpbliTb CANCOK «[lonb3oBatenny,
BblOpaTb Nonb3oBaTens u BoO Bknagke «lpaduyeckmi knock Fly» yctaHoButb cpnar «Pexum rpadu-
4yeckoro kmockay. dnar BknoyaeT pexnm Knock-2 npm pabote ¢ npunoxeHmsmmn ns3 cnmcka. Ecnm
B CNUCKEe OOHO NpUoXeHne, To pexnm Knock-2 BkrtodaeTcs npu pabote ¢ 9TUM NpUNoXKeHUeM.
Ecnn B cnucke HeCKOMbKO NPUOXeHUn, To 3anyckaetca Pabodnin cTon ¢ aTUMKU NPUNOXKEHUSIMN.
Bce poctynHble katanoru, aprnblkn U T. 4. YCTaHaBNMBAKOTCS B COOTBETCTBMM C NpeaoCTaBneHHbIM
OOCTYMNOM.

HacTpoika pexuma Knock-2 ¢ nomoLubto rpadgomyeckon ytunmutel £1y-admin-smc ocy-
LLIeCTBSeTCA agMUHUCTPATOPOM Ha MakCMManbHOM YPOBHE MaHAATHOrO KOHTPOMS LENOCTHOCTH,

yctaHoBneHHom B OC.
16.3. M3onauma npmnoxeHnn

[na obecnevyeHns N30NMPOBAHHOIO BbINOMHEHUS rPadNYECKMX N KOHCOMNbHbIX MPUoXe-
Hun B coctaB OC BxoguT MHCTpYMeHT Firejail . Liensto npumeHeHus Firejail ansetcss MMHUMM3auus
pucka komnpomeTtaumm ocHosHo OC npu 3anycke HeAOBEPEHHbIX UM NOTEHUMANBHO YA3BUMbIX
nporpamm.

[ns obecneveHns nsonaunmn npunoxenun B Firejail ncnonbayrorcs:

- MeXaHW3M NPOCTPaHCTB UMEH namespaces;

- ounbTpaunsa CUCTEMHbIX BbI3OBOB seccomp-bpf.

Mocne 3anycka MHCTPYMeHT Firejail u Bce ero goyepHue npouecchl NCNONb3yT OTAeSb-
Hble NpeaCTaBneHNsa pecypcoB s4pa, TakuMxX Kak CeTeBOM CTek, Tabnmua NpouecCoB M TOYKU

MOHTNPOBAHNA.
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Firejail He TpebyeT NOAroTOBKM CUCTEMHOIO obpasa: COCTaB OKPYXXEHUst hopMmupyeTcsa
npwn 3anycke Ha OCHoBe codepxMmoro Tekywen ®C, u yganseTcs nocne 3asepLieHusi paboTbl
NPUITOXEHWS.

Mpun ncnone3oBaHuu Firejail npegoctaBnaTcs cpeactsa 3agaHna npasun gocrtyna Kk OC,

no3BondroLine:

onpeaenAatb (*)al7|]'|bl N KaTtarioru, K KOTOpbiM pa3peLleH 11 sanpeweH oCTyr;

NpeaocTaBnaTb AOCTYN K pannam Unu katanoram TonbKo Ansi YTEHUS;

noakn4vaTtb Ansa gaHHbIX BpeMeHHble OC (tmpfs);

coBMeLlaTh KaTtarnoru 4yepes bind-mount U overlayfs.

Mpun yctaHoBke OC ycTaHoBKa MHCTpyMeHTa Firejail BbINONHAETCS aBTOMAaTUYECKN.

B uensx nosbiweHna 6esonacHocTu npu yctaHoBke Firejail cHumaetcs 6ut suid. Ons
TOro 4yToObI ¢ NomoLbto Firejail MOXHO BbINIO 3anyckaTb NPUNOXEHUS, HEOBXOOMMO BKITHOUYUTb
3TOT 6UT, BbINOMHMB OT UMEHU agMUHUCTpaTopa KoMaHAay:
chmod u+s /usr/bin/firejail

B coctaB OC BxogaT npodmnu n3onsumm CUCTEMHbIX BbI30BOB A1 60nbLUMHCTBA Nomny-
NAPHLIX NpUnoXxeHnn, B Tom yncne gna Firefox, Chromium, VLC.

[na BbINOMHEHNS NPOrpaMmMbl B pEXMME M3onsauumn TpebyeTcsa ykasaTb UMsI MPUNOXKEeHUs
B KayecTBe napameTpa ansa uHctpymeHTa Firejail, Hanpumep:
firejail firefox

MpumeyvaHnue. Ina 3anycka 6paysepa Firefox moxeT notpeboBaTbCs BHECTU U3-
MEHEHMUS B KOH(PUrypaumoHHbin pann /etc/firejail/firefox.profile, 3aMeHMB CTPOKY
seccomp Ha CTPOKY:
seccomp.drop @clock, @cpu-emulation, @debug, @module, @obsolete, @raw-io,
@reboot, @resources, @swap, acct,add_key,bpf, fanotify init,io_cancel,
io_destroy,io _getevents,io setup,io_submit,ioprio_ set, kcmp, keyctl,
mount, name_to handle at,nfsservctl,ni syscall,open by handle at,
personality,pivot_root,process_vm_ readv,ptrace,remap_ file pages,
request_key, setdomainname, sethostname, syslog, umount, umount2,userfaultfd,

vhangup, vmsplice
16.4. PyHKLMM 6€30NaCHOCTU CUCTEMbI

MakeT astra-safepolicy COAEPXKUT MHCTPYMEHTbI yNpaBrneHns yHKuusmm Gesonac-

HOCTU CUCTEMBbI, OnNncaHne MHCTPYMEHTOB NnpueeaeHoO B |613H 16.4.29]

Bce MHCTpyMeHThI 3 cocTaBa nakeTa astra-safepolicy NogaepXvBarT CTaHOAPTHbLIV
Habop napamMeTpoB Bbi30Ba, NpuBeaeHHbIN B |16.4.1| HekoTopble MHCTPYMEHTLI ONOMNMHUTENBHO K
cTaHOapTHOMY Habopy napamMeTpoB Bbi30Ba NoAAepPXMBaET AONOMNHUTENbHbIE napameTpbl. Onu-

CaHune OO0NOJTHUTENbHbLIX NMapaMeTpoB NpnBeaeHo B ONMCaHM COOTBETCTBYOLWLETO MHCTPYMEHTA.
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NHCTpyMeHThI NakeTa astra-safepolicy BbICTYNalOT B pONN KOMaHa-nepeknoyaTenei,
OCYLLECTBSAIOLLMX BKITHOYEHNE U BbIKMOYEHME OrpaHMYMBatoLLmMX dyHKUMIA 6esonacHocTu. [ns
NpocMOTpa CMMCKa KOMaHA-nepeknoyatenei M Ux COCTOSIHUS UCMONb3YeTCs WHCTPYMEHT

astra-security-monitor, onucaHve kotoporo npmeeaeHo B[16.4.2]

16.4.1. O6wue napameTpbl BbI3OBa Nepekn4varenen

Bce komaHabl-nepekniovaTenu, BXoasLue B COCTaB NnakeTa astra-safepolicy, nog-
AEpXMBaKOT CTaHAApPTHbIM Habop napameTpoB BbidoBa. CUMHTAKCUC MCMOMb30BaHWUS KOMaH4bI-
nepeknoyarens:
<uUMs__KOMaHH-Ilepekjiouaresia> <lapaMeTp>

MepeyeHb NnapameTpoB BbI30Ba NpvBeAeH B Tabnuue [63]

Tabnuuya 63
MapameTp Onucanne
enable BkniounTb gencreue, BoinonHsaemMmoe yHKumen 6e3onacHoCcTu
disable BblkntounTb gencrtene, BoiNonHAemoe yHKLMeNn 6e3onacHoOCTH

OT06pasunTb, ecrnm BO3MOXHO, (hakTU4eckoe COCTOsTHUE nepekntoyatens Ha TeKyLMN
MOMEHT BpeMeHu. Hanpumep, Ansi HEKOTOPLIX KOMaHA-nepeksitoyaTenen Bbi30BbI
enable/disable MeHAIOT NonoXxeHne nepekrnoyatend (is-enabled), HO ANSA U3-
status MEHeHUs cocTosiHUA TpebyeTcs nepesarpyska. Pesynbsrat BeINOMHEHNST KOMaHAbI:

- AKTUBHO — CUCTEMHbIE OrpaHNYeHNst MPUMEHSIIOTCS;

- HEAKTUBHO — CUCTEMHbIE OFPaAHUYEHUSA HE NPUMEHSAIOTCS

OT06pa3VITb NnonoXxeHmne nepekroyaTtend. Pe3yanaT BbIMOJIHEHNA KOMaHObl:
- BKJIIQUEHO — CUCTEMHbIE OrpaHN4YeHus BKITHOYEHbI;

is-enabled
- BHKJIIOUEHO — CUCTEMHbIE OrpaHUYeHUs BbIKMIOYEHbI

[na HeKoTOpbIX MUHCTPYMEHTOB NPU NEPBOM MX BKIHOYEHUM CO34AETCS COOTBETCTBYOLLNNA
IOHUT cnyX6bl systemd. B ganbHenwem coctosHMe gaHHon oyHKUMM 6e3onacHoOCTM nocrne ne-
pesarpy3km CUCTEMbI YCTaHaBIMBAETCA B COOTBETCTBUN C MOJIOXKEHMEM MEpPEKIoYaTens nytem
3arnycka COOTBETCTBYHOLLEro IOHUTA, ecrnn 3anyck oHuTa paspelleH. Cnnucok IHUTOB, co3aaH-
HbIX MHCTPYMEHTaMM, MOXXHO NMPOCMOTPETL B dpanne astra-safepolicy.target (B CTpoOKax,

HayMHalLWnXCcs ¢ Wants=).

16.4.2. MoHuTOp Ge3onacHoCcTU

YTunuta astra-security-monitor oTobpaxaeT KpaTKyto CBOAKY COCTOSHUN (PyHKLIUIA
©esonacHocTU. Takke yTunuTa BbIBOOUT AAHHbIE B MAaLUMHOYMTaeMOM ddopmaTe U COCTOsIHUE
OTAENbHO B3ATON OYHKUMM NO ee naeHTudmkartopy.

MpnmevyaHune. OTobpakeHNe COCTOSTHUIN HEKOTOPLIX DYHKLMI 6e30MacHOCTN 3aBUCUT

OT Hann4ynAa B CUCTemMe COOTBETCTBYHOLLUX NMaKeToB.
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[na kaxgon pyHKUMN, BbIBOOMMOW YTUIIMTON, BO3MOXHbI YETbIpe COCTOAHUS:

- BKJIOUEHO — pyHKUMs Be3onacHOCTU BKItoMeHa. BkroyeHHOe cocTosiHMe O3HadvaeT
NOBbILEHHYI0 Be30MacHOCTb, NOTeHLManbHO Hebe3onacHbl hyHkumnoHan OC 3anpeLleH;
- BHKJIIOUEHO — (pyHKLMNA 6€30NacHOCTU BbIKIIOYEHA;

- BKJIOUAETCS — dpyHKUMSA 6Ge30MacHOCTN HaxoguTcs B Npouecce BKNOYeHUs unu byaet
BKIOYEHA Nocne nepesarpyskn, HO B HACTOALLMIA MOMEHT eLle He aKTUBHaA;

- BHKJIOUAETCS — (pyHKUMA 6€30NacHOCTU HaXOAUTCA B MPOLIECCE BbIKMOYEHUST UN
OyOeT BbIKNOYEHA Nocre nepesarpy3ku, HO B HACTOSALLMA MOMEHT €LLe aKTMBHA.

Kpome onucanHbix B [16.4.3{16.4.29] pyHKLMIN MOHUTOP 6E30MacHOCTM Takke KOHTPONMpY-

1) MKL, Ha dannoBon cucteme — COOTBETCTBME YPOBHEN LIENTOCTHOCTU, YCTaHOBMEHHbIX
Ha obbekTax ®C, KOH(pUrypaumm, ykasaHHo B /etc/parsec/fs-ilev.conf. Cnncok
dannoBbix 06HLEKTOB, YPOBHU LIENOCTHOCTU KOTOPbIX HE COOTBETCTBYIOT 3aJaHHbIM B
danne /etc/parsec/fs-ilev.conf, MOXHO NOMYy4YNTb KOMaHOOW:
sudo set-fs-ilev status -v
B pesynbraTe BbINONHEHMS KOMaHAbI, KpOMe crnncka dannoBbix 06beKToB, OyaeT BbiBeae-
Ha nHdopmaLmsa o KonnyectTse hannoBbiX OObEKTOB, YPOBEHb LIENTOCTHOCTM KOTOPbIX HE
COOTBETCTBYET 3aaHHOMY:

a) «HWXe» — YpOBEHb LIENIOCTHOCTM (hansioBoro o0beKTa HUXKE 3a4aHHOrO;

0) «BbllWE» — YPOBEHb LIENOCTHOCTM hannioBoro o6beKkTa BbllLE 3a4aHHOrO;

B) «HOpMa» — ypOBEHb LLeNOCTHOCTU (pannoBoro obbekta COOTBETCTBYET 3a4aHHOMY;
2) noanuch B paclUMpeHHbIX aTpubyTax xattr — BKIIOYEHA NN NpoBepKa NOANUCK He
TONMbKO B UCMNOMHAEMbIX dhannax, HO 1 B NobbIX ApYrnx, KOTOpble NOANUCaHbI B xattr
COOTBETCTBYHOLLEN YTUINTON;
3) 3anpeT Bxoda root Mo Ssh — 3anpeLleH N yaaneHHbIn BXo B CUCTEMY MOrb30Ba-
Tent root. [1o ymonyaHuioo root HE MOXET BOUTU Yepesd ssh, PyHKUUS 3anpeTa nmeet
cocToaHue BKIIIOUEHO;
4) 6e3onacHbIi BXo4 B JOMEH — NPUMEHUMO TOSTbKO B TOM Crlydae, ecrnv MaluvHa BBe-
AeHa B gomeH. Ecnu B channe /etc/parsec/parsec.conf napametrp login_ local
MMeeT 3HayeHne admin (BX0o4 ANS foKarnbHbIX NONb3oBaTenen paspeLleH TorbKO ecrnm
nonb3oBaTtefib BXOAUT B rpynny astra-admin) UnNu 3HavyeHne no (BXop 3anpeLleH ansg
BCEX NOKanbHbIX NOMb30BaTenemn), To Takaa HacTponka cumtaerca 6esonacHonm;
5) CUCTEMHbIN KNOCK — 3Ha4YeHne BKIIIOUEHO, eCrnn CUCTEMHbBIN KNWOCK BKIKOYEH U HAacTpo-
€H XOTH Bbl Ans 04HOro nonb3oBaTens;
6) rpadun4eckuin KMOCK — 3HayeHne BKIIIUEHO, ecnu rpacomyeckMin KNOCK HaCTPOEH XOTSA

Obl Ans ogHOro nonb3oBarens.
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MogpobHoe onucaHne MHCTPYMEHTa NpMBEAEHO B man astra-security-monitor.
Mpn paboTe ¢ astra-security-monitor TakKe MOXET UCMNONb30BaTbCA rpaduyeckas

ytunuta fly-admin-smc («MoHuTOp 6€30nacHOCTM»).

16.4.3. YcTaHOBKa KBOT Ha UCNOSfIb30BaHMEe CUCTEMHbIX pecypcoB

MHCTPYMEHT astra-ulimits-control BKMIOYAET UNU BbIKIOYAET OrpaHUYEHns Ha
NCNoNb30BaHME HEKOTOPbIX PECYPCOB CUCTEMbI A8 NPeaOoTBPaLLEHNST HApPYLLEHNA OCTYNHOCTH
CMCTEMbI B pe3ynbraTe ncyepnaHmsa pecypcos. [apameTpbl CUCTEMHbBIX OFpaHUYEHUA 3a4at0TCs B
danne /etc/security/limits.conf.

MapameTpbl BbI30Ba, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHsb! B Tabnuue [63)

M3ameHeHne pexrnma orpaHMyeHunin He NOBMMSIET Ha yXKe BOLeLWmnX B CUCTEMY MONb30Ba-
Tenen n BygeTt NPMMEHEHO TONbLKO NPW cnegyoLwem BXoge.

OnucaHne MHCTpyMEHTa NpMBEAEHO B man astra-ulimits-control.

YnpaBneHne CUCTEMHbIMU OrPaHNYEHNAMU TakKe MOXET OCYLLECTBIIATLCA C MOMOLLbIO
rpacomyeckon ytunmtbl £1ly-admin-smc.

[ononHuTenbHble OrpaHNYeHns Ha NonyyYyeHne SOCTyna U BbINOMHEHME KOfa Ha YpOBHE
sgpa OC ansa npuMeBunernpoBaHHOro nonb3osarensi obecnevmBatoTcss mogynem lockdown B cooT-
BetcTBuM ¢ [16.6

16.4.4. Pexxum 3anpeTa ycTaHOBKM OMTa UCMONHEHUA

B OC peanusoBaH pexum 3anpeTta YyCTaHOBKM OuTa UCMOMHeHus, obecneynsaroLmmn
npefoTBpaLleHne HeCaHKUMOHNUPOBAHHOIO 3arnycka UCnonHsaemMblx hannos 1 cueHapueB ons
KOMaHaHOW 0B60noYKu.

BHUMAHMUE! B pexnme 3anpeTta yCTaHOBKM BUTa UCMONMHEHNA JaHHasa onepauuns 3anpe-
lweHa ansa nonb3oBatenen OC, BKoyas nonb3oBaTtenen U3 rpynnbl astra-admin. 3anpeT He
pacnpocTpaHaeTcsl Ha NPUBUNErMPOBAHHOIO Mosfb30BaTens root.

Mpwn BKNOYEHHON B cucTeme AaHHOW (pyHKUMK 6e30nacHOCTM yCTaHOBKa NMaKeToB Mpo-
rpamm, cosgarowmnx B ®C dannbl ¢ BUTOM MCNOMNHEHNS, ByaeT 3aBepLlaTbCAa C OLLMOKON.

MapameTpbl BbI30Ba, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue 63

M3ameHeHne pexurma 3anpeta BCTynaeT B 4eNCTBUE HEMEOSIEHHO.

OnucaHune MHCTpyMeHTa NpmBeaeHO B man astra-nochmodx-lock.

YnpasrneHne pexxMmMoM 3anpeTta YyCTaHOBKM BMTa UCNOSTHEHNSA TakKe MOXET OCYyLLeCTB-

NATLCS C MOMOLLbIO rpadomnyeckon yTunuTbl £ly-admin-smc.

16.4.5. BnoknpoBKa KOHCONU ANA Nosib3oBaTeneun
MHCTpYMEHT astra-console-lock ocywecTBnaeT BIOKMPOBKY AOCTYrMa K KOHCONU n
TepMuHanam 4ns nonb3oBaTernemn, He BXOASLWMX B rpynny astra-console. [lapameTpbl BbI30Ba,

“CNonb3yeMble AaHHbIM MHCTPYMEHTOM, NpuBeAeHbI B Tabnuue 63
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Ecnn npu BkntoveHnn 6NokMpoBKM rpynna astra-console otcytctByeT B OC, TO OHa
Oynet co3gaHa aBTomaTudecku. [pu aTom B Hee ByayT BKMNOYEHbI NOMNb30BaTeNun, COCTOALNE B
rpynne astra-admin Ha MOMEHT BKITHOMEHUS STOMN PYHKLNMN.

N3meHeHne pexxmuma 6rokMpoBKM BCTyNaeT B AEACTBME HEMEANEHHO.

OnuvcaHue MHCTpyMeHTa NpuBedeHO B man astra-console-lock.

YnpaBneHne 6NoKMPOBKOW KOHCONKU ANS Nonb3oBaTenen Takke MOXET OCYLLECTBASATLCS C

nomMoLLbo rpadpudeckon ytunutbl £ly-admin-smc.

16.4.6. BnokupoBKa UHTepnpeTaTopoB

B OC peanusoBaHa yHKUMS BNOKMPOBKM CreayrLmMX UHTEPNPETATOPOB:

- Python;

- Perl,

- Expect;

- Ruby;

- dash;

- irb;

- csh;

- lua;

- ksh;

- tcl;

- tk;

- zsh;

- bash;

- nodejs;

- php.

[na 6noknpoBKM MHTEPNPETATOPOB (KpoMe nHTepnpeTaTopa bash) ncnonb3dyerca MHCTpY-
MeHT astra-interpreters-lock.

[nsa 6noknpoBkn nHTepnperatopa bash ncnonb3dyetcs MHCTPYMEHT astra-bash-lock.

BHUMAHMUE! bnokupoBka nHTepnpetatopa bash MOXeT orpaHMyYnTb PyHKLMOHAN HEKo-
TOpbIX MporpaMmm n cnyxo, He odeBuAHbIM O0BpasomMm ucnonbaywmnx bash, 4To nNpueBegeT K
HapyLeHuto wTtaTHon pabotel OC.

BHUMAHMUE! lNocne 6nokmpoBkn nHTepnpetatopa bash koHConbHbIM BXoA nonb3oBare-
newn c obono4ykon bash 6yger HEBO3MOXEH.

MapameTpbl BbI30Ba, UCMNOSb3yeMble AAaHHLIMU MHCTPYMEHTaMU, NpuBeaeHbl B Tabnu-
ue 63|

Mpn BKMOYEHUM BNOKMPOBKN MHTEPNPETATOPOB BrOKMpYEeTCAa HECaHKLMOHMPOBAHHOE

ncnoJsib3oBaHMe nHTepnpeTartopa An4d BblMOJIHEHNA KOOa HaNpAMyro 13 KOMaHAHOM CTPOKM NN N3
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HeMMeHoBaHHOro kaHana (pipe). lNMpn aToM cueHapun, HanMCaHHbIE A9 3TUX UHTEPNPETaTOpPOB,
BbINOMHAKTCS B LUTAaTHOM pexume (y channa ckpunTa npy 3TOM JOSMKHbI ObITh BbICTaBIEHbI NpaBa
Ha BbIMNOSIHEHME).

BHUMAHMUE! Bnokuposka 3anycka MHTEpnpeTaTtopoB OOSMKHA UCMONb30BaTbCA COBMECT-
HO C MHCTPYMEHTOM astra-nochmodx-1lock, T.K. B NPOTUBHOM Crly4yae Nosib30BaTeflb MOXET
cam co3faTtb CueHapuin, Ha3HauYuTb eMy BUT UCNOSTHEHNA U 3anyCTUTb, 06oMaa TakuM obpasom
OnOKMPOBKY MHTEPNPETATOPOB.

BrioknpoBka MHTepnpeTaTtopoB He pacnpoCTpPaHAETCA Ha nosfib3oBaTtenen n3 rpynrol
astra-admin.

M3meHeHue pexnma 6rnoKMpoBKM BCTynaeT B 4eNCTBUE HEMEANEHHO.

OnuncaHne WHCTPYMEHTOB TnMpuBEOAEHO B man astra-interpreters-lock M
man astra-bash-lock.

YnpasrneHne 6rokMpoBKON MHTEPMNPETATOPOB TAKKE MOXET OCYLLECTBATLCA C NMOMOLLbIO

rpagouyeckon yTunutbl fly-admin-smc.

16.4.7. BnokupoBKa MakpocoB

BnokmpoBka ncnonHeHna MakpocoB B AokyMeHTax libreoffice ocywiectensietca ¢ nomo-
LB MHCTPYMEHTa KOMaHOHOW CTPOKUN astra-macros-lock. [pu 3TOM 13 MeH0 nporpamMmm
libreoffice yoansatoTcs cooTBeTCTBYOWME NMYHKTLI, @ bannbl, OTBeYarLwme 3a paboTy MakpoCos,
nepemMeLLalTca Unu genarTca HedOCTYMHbLIMU Nofnb3oBaTento.

MapameTpbl BbI30BA, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHsb! B Tabnuue [63)

M3meHeHue pexnma 6rnokMpoBKM BCTynaeT B 4eNCTBUE HEMEONEHHO.

OnucaHune MHCTpyMeHTa NpMBeLeHO B man astra-macros-lock.

YnpagsrneHune 6rokMpoBKOW UCMONTHEHNS MaKpOCOB Takke MOXeT OCyLLeCTBATbCA C MOMO-

Wbto rpadpuyeckon ytunutbl £ly-admin-smc.

16.4.8. bnoknpoBKa TpaccupoBKu ptrace

BrnokupoBka TpaccMpoBKN ptrace OCYLLECTBNSAETCHA C MOMOLLbIO MHCTPYMEHTa KOMaHAa-
HOW CTPOKMN astra-ptrace-lock, KOTOPbIA yCTaHaBNMBaET MakCUMaribHble OrpaHNYeHns Ha
ncrnorb3oBaHMe MexaHuama ptrace nyTeMm 3afiaHns napameTpy kernel.yama.ptrace_scope
3Ha4yeHusa 3.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHLIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue 63

3HaveHVe ycTaHaBnMBaeTCs cpasy Npw BKMIOYEHUN AaHHOW DYHKUUKM MU COXpaHAeTCS
nocne nepesarpysku.

PyHKLMA HE MOXET ObITb BbIKNOYeHa 6e3 nepesarpysku.

YnpasrneHne 6rnokMpoBKON TPaCCUPOBKM ptrace TakkKe MOXET OCYLLECTBATLCA C MOMO-

LWbto rpadpuyeckon ytunutbl £ly-admin-smc.
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[lononHuTenbHble BO3MOXHOCTU MO orpaHn4eHuo NpMMeHeHNA TpacCnNpoOBKK NpoLeccoB

OC obecneumBatotcst mogyremMm 6e3onacHOCTM yama B COOTBETCTBUM C

16.4.9. bBnokupoBka knaBuwm <SysRqg>

Bnokuposka knasuwm <SysRq> ocyLLeCTBNSETCA C NOMOLbIO MHCTPYMEHTa KOMaHAHOW
CTPOKM astra-sysrg-lock nyTeM M3MeHeHus 3HayeHus napameTpa kernel.sysrq. 3Ha-
yeHue coxpaHsieTcss B dpanne /etc/sysctl.d/999-astra.conf. [lpn 3aToM GrnokupyroTcs
YHKLMN CUCTEMBI, AOCTYMHbIE MNPU HaXXaTun KnaBuwmn <SysRqg>.

MapameTpbl BbI30Ba, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [63)

Mo ymonuyaHuio gaHHas yHKUMA 6e30nacHOCTU BKINOYEHa, T.e. knasuwa <SysRg> He
paboTaer.

[ns ynpaBneHus 6noknpoBkon krnaesuwm <SysRg> MoxeT HenocpeacTBEHHO NCMONb30-
BaTbCSA MHCTPYMEHT sysctl:

1) Ansa BKMOYeHUA GnokMpoBKM knasuwmn <SysRqg> komaHaa:

sysctl -w kernel.sysrg=0

2) ans BblkNtoveHUss 6noknposku knaenwmn <SysRq> komaHaa:

sysctl -w kernel.sysrg=1l

3) AONs NPOBEPKN COCTOAHUSA UCNOSb3YETCA KOMaHaa:

cat /proc/sys/kernel/sysrq

pe3ynbTaTt BbIMOSTHEHUS] KOMaHAbI:

- 0 — 6nokmpoBka knaesuw SysRq BkntoveHa;
- 1 — 6nokmpoBka knaBuw SysRq BbikntoveHa.

YnpasneHune 6nokmpoBKon knasmwn <SysRg> Takke MOXET OCYyLLECTBATLCA C MOMOLLBHO
rpadpudeckon yTunutbl £ly-admin-smc.

MpumeyvyaHune. [Ina ynpasneHnsa 6rnoknpoBkon knaesuwm <SysRq> pekomeHayetca

ncnonb3oBaTbh MHCTPYMEHT astra-ptrace-lock unu rpapuyeckyto ytunuty £ly-admin-sme.

16.4.10. YnpaBneHue aBToOMaTU4e€CKUM BXOAOM

YnpasneHne aBToMmaTM4eCckuMm BXOL4OM B rpachmnyeckyto cpeay OCyLLecTBNseTcs ¢ NoMo-
Wbl UHCTPpYMEHTa astra-autologin-control.

MapameTpbl BbI30Ba, WCMNOMb3yEMble AaHHbIM WHCTPYMEHTOM, npuBeaeHbl B Tab-
nuue [631 Mpu wcnonb3oBaHWM Bbi3oBa enable TpebyeTcs AONOMHUTENbHBLIA NapameTp
<uMsi_TIOJIb30BAaTEJIsT>, OT UMEHU KOTOPOro 6yAeT BbINONHATLCS aBTOMaTUYECKUA BXOA B CUCTE-
MY rocrie 3arpysku.

OnucaHne MHCTPYMEHTa NpMBEAEHO B man astra-autologin-control.
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16.4.11. bnokupoBKa 3anycka nporpamMm nosib3oBaTensaAMm

YnpasrneHne GOKMPOBKOW 3anycka nonb3oBartensmu nporpamm df, chattr, arp, ip
OCYLLIECTBIISIETCS C MOMOLLBbI MHCTPYMEHTA astra-commands-1lock. [JaHHble nporpaMmmMbl HEOO-
xogmmo 6rnokmpoBaTb Npu 06paboTke B 0gHON cucTeMe MHGOPMaLMK PasHbIX YPOBHEN KOHUOEH-
LUWanbHOCTU, T.K. C UX MOMOLLLIO MOXXHO OPraHn3oBaThb CKPbITbIN KaHan nepegadvm nHdopmaumm
MeXay YPOBHSAMU.

Mporpammbl  GNOKMPYKOTCA  NyTEM  BbICTABNEHMS Ha HUX nMNpaB  [ocTyna
750 (rwx r-x —---).

MapameTpbl BbI30BA, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHsb! B Tabnuue [63)

M3meHeHne pexnma 6rnokMpoBKM BCTynaeT B 4ENCTBUE HEMEANEHHO.

OnucaHune MHCTpyMeHTa NpMBeLEHO B man astra-commands-lock.

YnpaBneHve 6riokMpoBKON 3anycka NporpamMmm nosib3oBaTensaMmn Takke MOXET OCYyLLeCTB-

NATLCSA C NOMOLLLI rpadmyeckon yTunuTbl £ly-admin-smc.

16.4.12. 3anyck koHTenHepoB Docker Ha noHuxeHHOM ypoBHe MKL|

MHCTpyMeHT astra-docker-isolation npumeHsieTca gnga nepesoga cnyxobbsl Docker
C BbICOKOIMO YPOBHS LIENMOCTHOCTU Ha BTOPOW YpPOBEHb LENIOCTHOCTU, ANS Yero B KaTarore
/etc/systemd pa3mewaerca override-cpann gns cnyx6wel Docker.

[aHHbIN MHCTPYMEHT OOCTYNEH K Ucnonb3oBaHuto, ecnv B OC ycTtaHoBeHa nporpaMmma
Docker.

MapameTpbl BbI30BA, UCMOSMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHsb! B Tabnuue [63)

M3meHeHus BCTynatoT B cuny nocre nepesanycka cnyxosl Docker.

OnucaHune MHCTpyMeHTa NpuBeAeHo B man astra-docker-isolation.

16.4.13. YnpaBneHue ceTeBbIMU CryXXb6amu

MHCTpYMEHT astra-ilevl-control npu ero BKIKOYEHUM NEPEBOAUT CETEBBLIE CIYXObI
apache?2, dovecot U exim4 C BbICOKOIMO YPOBHS LENOCTHOCTU Ha NePBbIA YPOBEHb LIENTOCTHOCTM,
Ana yero B Karanore /etc/systemd pasmeliaroTca override-pannsl nA COOTBETCTBYHOLWMX
cnyx6.

MapameTpbl BbI30BA, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHsb! B Tabnuue [63)

Ecnu ykasaHHble crnyxbbl He OblnNn ycTaHOBNEHb!I NPU BKMIOYEHUU 3TOM OYHKLUKU, TO
dyHKUMS ByaeT aBTOMaTUYECKN NPUMEHEHA K JaHHbIM Cry>X6am npu nx yCTaHOBKeE.

[ns n3ameHeHus ypoBHs LLIENOCTHOCTM paboTatowen cnyobl TpebyeTcsa ero nepesanyck.

OnucaHune MHCTpyMeHTa NpmBeaeHo B man astra-ilevl-control.
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16.4.14. YnpaBneHue 3arpy3kon moaynsa sigpa lkrg

MHCTpyMeHT astra-lkrg-control ynpaBnsaet 3arpyskon mogyns sapa lkrg n Hactpau-
BaeT ero aBto3arpy3ky. Mogynb sigpa Ikrg obecneynBaeT obHapyxeHMe HEKOTOPbLIX YS3BMMOCTEN
N 3alMTy NpOCTpaHCcTBa NamMaTu sapa oT Moandukaumu.

MapameTpbl BbI30BA, UCMOb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHsb! B Tabnuue [63)

Ecnn yctaHoBneH naket 1krg, TO NpU BKAKOYEHUM AaHHOW (OYHKLUMKM cpasy 3arpyxaertcs
mMoaynb siapa lkrg n HacTpanBaeTcs ero aBro3arpyska npu 3arpy3ke CMCTeMbl (Ha aTane 3arpysku
initrd).

Mpu BbIKNOYEHUN PYHKUMM MoayInb |Krg cpasy Bbirpyxaetca u3 aapa v ygansercsa us
aBTO3arpy3ku.

OnucaHune MHCTpyMeHTa NpuBeAeHO B man astra-lkrg-control.

16.4.15. BnoknpoBKa Heucnonb3yeMbiX Moayrnen agpa

NHCTpyMEHT astra-modban-lock GNOKMPYET 3arpy3ky HEMCNonb3yeMblX Mogynen sa-
pa. HencnonbayembiMn cHMTaOTCA T€ MOLYNU, KOTOPble He 3arpyXeHbl B MOMEHT BKITHOYEHUS
astra-modban-lock.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHsb! B Tabnuue [63)

N3meHeHne pexxmuma 6roKMpOBKM BCTyNaeT B AENCTBME HEMEATNEHHO.

OnuncaHune MHCTPYMEHTa npmBeaeHo B man astra-modban-lock.

16.4.16. brnokupoBKa aBTOMaTU4ecKoro KOHdUrypupoBaHus ceTeBbIX
noaKnyYeHnun

MHCTPpYMEHT astra-noautonet-control GNOKMpPyeT aBTOMaTU4YECKOE KOHUrypu-
poBaHME CeTEBbIX MNOAKMIOYEHUN nyTeM OnoknpoBku paboTbl cnyxb NetworkManager
(network-manager) U connman, a Takke BbIKNtO4YaeT oToOpakeHne anemeHTa yrnpaBreHus
ceTeBbIMU MOAKITOYEHUSIMM B 06nacTy yBeAOMMEHNA NaHenu 3agau.

MapameTpbl BbI30BA, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHsb! B Tabnuue [63)

M3meHeHne pexnma 6rnoKMpoBKM BCTynaeT B 4ENCTBUE HEMEANEHHO.

OnuncaHune MHCTpyMEHTa NpMBEAEHO B man astra-noautonet-control.

16.4.16.1. OTKNIOYEeHUEe OTOOpaKeHUsA MeHI0 3arpy3ymka

MHCTpYMEHT astra-nobootmenu-control OTKNIOYAET OTOOPaKEeHNe MEHIO 3arpy3ymka
GRUB 2 npu 3arpyake cuctembl. [NapameTpbl Bbi30Ba, UCNOSIb3yeMble JaHHbIM MHCTPYMEHTOM,
npvBeneHbl B Tabnumue [63

[na npymeHeHnsa nameHeHnn TpebyeTca nepesarpyska.

OnuncaHne MHCTPYMeHTa NPMBEAEHO B man astra-nobootmenu-control.
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16.4.17. OrpaHu4yeHme Ha hopmaTUpOBaHUE CbEMHbLIX HOCUTENen

MHCTpYMeHT astra-format-lock ycTaHaBnMBaeT Unm oTMeHAeT HeobxoaMMOCTb 3a-
npoca naponga agMnHucTpaTtopa npu opmaTMpoBaHnn CbEMHbIX HOCUTENEN MHGOPMaLUU.

MapameTpbl BbI30Ba, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [63]
Mo ymonyaHuio naponb agMUHUCTpaTopa 3anpalunBaeTcs.

OnuncaHne MHCTpPYMeHTa NpuBeAeHo B man astra-format-lock.

16.4.18. 3anpeT MOHTUPOBaHUA CbEMHbIX HOCUTENEN

MHCTpYyMeHT astra-mount-lock 3anpewiaetr MOHTUPOBAHNE CbeMHbIX HOCUTENEN WH-
dhopMauun nonb3oBaTensam, BXxogawmm B rpynny £loppy, NPU 9TOM 3anpeT He pacrnpoCTpaHAeTcs
Ha nosib3oBareneun U3 rpynnbl astra-admin.

MapameTpbl BbI30Ba, UCMOSb3yeMble AaHHLIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue 63

M3meHeHne pexunma BCTynaeT B 4ENCTBME HEMEOTIEHHO.

OnncaHne MHCTpyMeHTa NpuBeAeHO B man astra-mount-lock.

YnpaBneHune 3anpeTtoM Takke MOXET OCYLLECTBIATLCA C MOMOLLbIO rpadouyecKon yTUNUTbI

fly-admin-smc.

16.4.19. BknrouyeHne Ha (pannoBon cucteme pexmma paboTbl «TONILKO YTeHUe»

MHCTpyMEHT astra-overlay BkoYaeT overlay (pexmm paboTbl «TOMbKO YTEHME») Ha
kopHeBon ®C.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHLIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue 63

Mocne BknoyeHna pyHKUMK Be3onacHOCTU hakTU4Yeckoe cogepxmmoe KopHeson OC
MOHTUpYyeTca B overlay ogHoBpeMeHHo ¢ ®C, xpaHdawencsa B namatu. NlameHeHus cannos
COXpaHsTCA TONbKO B namMaTtn, a PC Ha HocuTene octaetcs 6e3 nsmeHeHun. lNocne nepesarpysku
BCE M3MEHEHUS TEPSAIOTCS, U CUCTEMA KaXAbIA pa3 3arpyXaeTtcs B UICXOOHOM COCTOSAHUN.

[aHHasa yHKUMS MOXET NPUMEHATLCS B TEX CryvasiX, korga HOCUTENb, Ha KOTOPOM
pacnonoxeHa kopHesas ®C, annapaTHO 3awueH oT 3anncm nmbo HeobxoanuMo NporpaMmMHO
3aMNTUTb €ro OT U3SMEHEHUN.

dyHKUMoHan overlay He KacaeTcs hansioBbIX CUCTEM, XPaHSALLMXCS Ha OTAeNbHbIX pa3ne-
nax, OT/INYHbIX OT KOPHEBOrO. Hanpumep, ecnu katanor /home XpaHUTCS Ha OTAENbHOM pasaene
UM HocuTene, BHOCUMbIE B HErO U3MEHEHUs1 ByayT COXpaHATLCS Mnocne nepesarpysku.

[ns npyuMmeHeHus nameHeHun TpebyeTcs nepesarpyska.

OnuncaHue MHCTpyMEHTa NpMBEAEHO B man astra-overlay.

YnpaBneHne pexxMMoM Takke MOXET OCYLLECTBNATLCS C MOMOLLbIO rpaddMyecKon yTUNUTbI

fly-admin-smc.
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16.4.20. BnoknpoBKa BbIKITHOYEHUSA KOMMbIOTEpa Nonb3oBaTesiaiMm

MHCTpYyMeHT astra-shutdown-lock B6NoKMpyeT BbIKIIHOMEHME KOMMbIOTEPA MOMb30Ba-
Tensimu. MapamMeTpbl BbI30Ba, UCMOMNb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeAeHbl B Tabnuue [63]

MNpu BKMAOYEHMN [OaHHOWM YHKUMWM nMpaBa [gOCTyna K uchnosiHaemomy doanny
/bin/systemctl MeHsaOTCA HAa 750 (rwx --- —--—-) U1 MeHAITCA napameTpbl B £1ly-dmrec.

Mocne BKNOYEHUSI MUHCTPYMEHTa astra-shutdown-lock KOMaHabl systemctl MOryT
BbIMOMHATLCS TOMbKO Yepe3 MexaHuam sudo.

Takke Npu BKMOYEHUN UHCTPYMEHTa BroknpyeTcs BO3MOXHOCTb Nepesarpy3km KOMMbloTe-
pa nyTem Haxartusi kombuHaumm knasuw <Ctri+Alt+Delete>.

M3meHeHne pexnma 6rnokMpoBKM BCTynaeT B 4ENCTBUE HEMEANEHHO.

OnucaHune MHCTpyMeHTa NpmBeAeHO B man astra-shutdown-lock.

YnpaeneHne GroKMpOBKOM BbIKMIOYEHUST KOMMNbIOTEPA MOSIb30BATENSAMU TaKKE MOXET

OCYLLECTBNATLCS C NMOMOLLLIO rpaduyeckon yTunmTbl £ly-admin-smc.

16.4.21. YnpaBneHue BBOAOM naponsa ans sudo

NHCTpyMEHT astra-sudo-control BKNIOYAET U BbIKMOYaET TpeboBaHne BBOAA Napons
npu ncnonb3oBaHUN MexaHu3ama sudo. [lapameTpbl BbI30Ba, NCNOSMb3yeMble JaHHbIM UHCTPYMEH-
TOM, NpvBeAeHbl B Tabnuue (63

M3meHeHne pexnma BCTynaeT B 4ENCTBUE HEMEASEHHO.

OnucaHune MHCTpyMeHTa NpMBeAEeHO B man astra-sudo-control.

YnpaBneHne pexMMoM TakKe MOXET OCYLLEeCTBNATLCH C MOMOLLbIO rpadpuyeckon yTUNuTbI

fly-admin-smc.

16.4.22. BnoknpoBKa UCNOSIb30BaHUA YTUMIUTbI sumac

MHCTPYMEHT astra-sumac-1lock 6rnokmpyet paboty yTmnuT sumac U fly-sumac. [la-
pamMeTpbl BbI30Ba, UCMOMNb3yeMble AaHHbIM UHCTPYMEHTOM, NpvBeaeHsl B Tabnuue [63]

Ecnu paHHaa 6nokMpoBKa BKIoYeHa, TO BCE NONb30BaTeNM, AaXe Y KOTOPbIX €CTb NPUBU-
nernst PARSEC_CAP_SUMAC, He CMOryT UCMNOMb30BaTb KOMaHAdy sumac. [na aToro ycraHaBnuea-
toTcA npasa goctyna 000 Ha UcnonHaeMbl pann sumac M GUGNMOTEKY 1libsumacrunner. so.

N3meHeHne pexxmuma 6roKMpOBKM BCTYNaeT B AEWCTBME HEMEANEHHO.

OnucaHue MHCTpyMeHTa NpuBedeHo B man astra-sumac-lock.

YnpaeneHne G6noKMPOBKON TakkKe MOXET OCYLLEeCTBATLCA C MOMOLLbI rpadmnveckomn

yTunuTtbl £1y-admin-smc.

16.4.23. YnpaBneHue mMexceTeBbIM 3KpaHOM ufw
MHCTpYMEHT astra-ufw-control BKMOYAET N BbIKNKOYaeT MeXceTeBon akpaH ufw.

I'Iapameprl Bbl30Ba, UCNosrb3dyemMble JaHHbIM UHCTPYMEHTOM, NpuBeaeHbl B Tabnunue .
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Ecnn npn BKNOYEHNN MEXCETEBOro aKpaHa ufw BKMOYEH OPYron MexXceTeBOW 3KpaH
(firewalld), To ufw He BygeT BKNHOYEH.

M3meHeHne pexnma BCTynaeT B 4ENCTBUE HEMEASIEHHO.

OnucaHune MHCTpyMeHTa NpmMBeAeHO B man astra-ufw-control.

YnpasrneHne mMexceTeBbiM 3KpaHOM ufw Takke MOXET OCyLWeCTBNATLCA C MOMOLLbLO

rpadpudeckon ytunutbl £ly-admin-smc.

16.4.24. MNepekntovyeHne peXXMMOB 3aLULLEHHOCTH

NHCTpyMeHT astra-modeswitch no3BondeT nepeknoyaTtb ypoBHU 3awmweHHoctn OC
N oToGpaxaeT TEKYLUN YPOBEHb. YPOBEHb 3aLLMLLEHHOCTWN onpeaensieT nepeyeHb OCTYMHbIX
Ansa ucnonb3oBaHns pyHkumn 6esonacHocTn. B OC peanu3oBaHbl criefyowimMe ypoBHU 3aLULLEH-
HOCTW:

- «basoBbIny;

- «YCUNEHHbINY;

- «MakcumanbHbINy.

@DyHKUMM Be30NacHOCTU YPOBHS 3aLUULLEHHOCTU «ba3oBbIN» AOCTYMHbBI HA BCEX YPOBHSIX
3aLUMLLIEHHOCTMW.

BHUMAHUE! Ecnn Ha akcnnyatupyemon cucteme 6onee He Tpebyetca obpaboTka
MHpOpMaLMM OrpaHNYEHHOro AocTyna, To NnepeBod Ha bonee HNU3KNN YPOBEHb 3aLLMLLEHHOCTU
pekoMeHayeTca aenartb ToNbko nyteM nepeycrtaHoBku OC.

MNepekntoyeHne ypoBHS 3aLUULLEHHOCTM AenaeT JOCTYNHbIMWU/HE 4OCTYMHBbIMU A1 BKIOYe-
HUS1 PyHKUMM 6e30NacHOCTM COOTBETCTBYIOLLEIO YPOBHSA 3aLymLleHHOCTU. COOTBETCTBME YPOBHEW

3aLLMLLEHHOCTM U AOCTYMNHbIX (PYHKUMIA Be3onacHoCTV npuBedeHo B Tabnuue [64]

Tabnunua 64
YpoBeHb 3alUULLEHHOCTU
®yHKUMA GesonacHoCTy - - .
«baszoBbIn» «YCuneHHbINY «MakcumanbHbIny
3amkHyTasi nporpaMmHas cpefa He poctynHa | [loctynHa HoctynHa
Ounctka ocBoboXaaeMomn BHELLHEN NaMaTn He poctynHa | JoctynHa HoctynHa
MaHgaTHbIA KOHTPOMb LIENOCTHOCTH He poctynHa | JocTynHa HoctynHa
MaHngaTtHoe ynpaBneHue goCTynom He poctynHa | He gocTtynHa HoctynHa

BHUMAHUE! ®yHkumm 6e30nacHOCTN, HEAOCTYMNHbIE Ha TEKYLLEM YPOBHE 3aLLMLLEHHO-
CTW, HE MOTYT ObITb BKITHOYEHBI.

BHUMAHUE! [locne nepeknoyeHnsi ypOBHSA 3alLMULLEHHOCTMU:

- ecnun gyHKumsa 6e3onacHOCT He JOCTYMNHA Ha AaHHOM YPOBHE 3aLUULLEHHOCTU, TO OHa

aABTOMAaTU4e€CKN OTKITHOHaEeTCA,
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- ecnu yHKums 6e3onacHoOCTN 4OCTYMHA HA AaHHOM YPOBHE 3aLUULLIEHHOCTH, TO €€ COCTO-

AHNE HE MEHSIETCH, HO OHa MOXET ObITb BKIHOYEHA C MCMOMb30BaHMEM COOTBETCTBYHOLLNX

NHCTPYMEHTOB.

[nsa BKIOYEHUSA SOMONMHUTENbHbIX (PYHKLNN 6e30NacHOCTN UCMONb3YIOTCA crieayroLwme
WHCTPYMEHTbI:

1) «3amkHyTas nporpaMmHas cpega» — ynpaBrieHMe OCYLLECTBSETCA C NOMOLLbIO MH-

CTpyMeHTa astra-digsig-control, onucaHHoro B[16.4.26}

2) «Ounctka 0ocBOOOXOAEMOM BHELLIHEN NamMATU» — BKNOYaeT B cebs aBe dyHK-

unn B6esonacHocTu: 6e3onacHoe yaaneHve ansioB M OYUCTKA pPasfdenoB MogKauvky.

YnpaBrneHne ocyLecTBNAeTCs C NMOMOLLbI MHCTPYMEHTOB astra-secdel-control

N astra-swapwiper-control, onucaHHblx B[16.4.27|n[16.4.28] cooTBETCTBEHHO;

3) «MaHgaTHbIN KOHTPONb LENOCTHOCTU» — YNpaBrieHNe OCYLLECTBIISIETCS C MOMOLLbHO

WHCTPYMeHTa astra-mic-control, onucaHHoro B[16.4.25

4) «ManpaTHoe ynpaBneHue JOCTYNoM» — yrnpaBrieHe OCYLLEeCTBSIETCS C MOMOLLbIO

MHCTPyMeHTa astra-mac-control, onucaHHoro B[16.4.29

OnuncaHune yHKUMIA 6e30nacHOCTW, AOCTYMHBIX AN KaKAO0ro U3 yPOBHEW 3alLMLLEHHOCTH,
npueegeHo Takke B PYCBE.10152-02 95 01-1.

C MHCTpyMeHTOM astra-modeswitch BO3MOXHO MCMNOMNb30BaTb TONbKO NapamMmeTpbl,

npvBedeHHble B Tabnuue [65]

Tabnuuya 65
MapameTp OnucaHue

list BbiBeCTM cnNnCcok JOCTYMHbBIX YPOBHEN 3alUuLLeHHOCTU. B BbiBoge koMaHab:
0 base (orel) — 6a30BbI YPOBEHb 3ALUMULLEHHOCTY;
1 advanced (voronezh) — yCUNeHHbIN YPOBEHb 3aLLMLLEHHOCTY;
2 maximum(smolensk) — MakcumarnbHbI YPOBEHb 3aALLMLLEHHOCTH.

get BbiBecTn TekyLmin ypoBeHb 3alLMLLEHHOCTU B YNCITOBOM MNPEACTaBNeHnn

getname BbiBecTn TekyLmin ypoBeHb 3alLMLLEHHOCTU B TEKCTOBOM NpeacTaBneHum

set m YCcTaHOBUTL YPOBEHb 3aLUULLIEHHOCTU, 3afaHHbIN NapameTpoM m. B kayecTBe na-
pamMeTpa m UCMorb3yeTcs YMCIOBOE UM TEKCTOBOE NpeacTaBleHne ypoBHSA 3allu-
LLleHHOCTU

CmeHa YPOBHA 3alMULIEHHOCTU OCYLLECTBINAETCA NOCINe nepe3arpy3ku OC.

16.4.25. YnpaBneHue peXXxumMoM MaHOaTHOro KOHTPOSS LLefIOCTHOCTU

MHCTpYMEHT astra-mic-control BKNOYaET U BblkNoyaeT pexum MKL,, onncaHHbIn
B[4.8] n3ameHsiA s3HayeHne napameTpa parsec.max_ilev KOMaHAHOM CTPOKM sApa.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [63]

Mpwv ncnonb3oBaHUM BbI30Ba enable BO3MOXHO yKa3aTb HEOOS3aTeNbHbIN NapaMeTp <ypoBeHb>,
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3agaroLWwmnmn 3Ha4YeHne MakCuMarbHOro YPOBHSA LESTOCTHOCTW, OTSIMYHOE OT 3aaBaemMoro no ymor-
YaHuio (63).

Mocne BbikntodeHns MKL, 1 nepesarpysku LLenocTHOCTb Ha o6bekTax hannoBon CUCTEMBI
cbpacbiBaeTcs Ha HyrneBbIE 3HAYEHUS.

Mocne BkntodeHns MKL 1 nepesarpy3ku Ha o6bekTax hannioBon CUCTEMbI BOCCTaHaBIU-
BaKOTCSA NPUHATBLIE NO YMONYaHUIO 3HAYEHUS LLENOCTHOCTU (BBICOKUN YPOBEHb LIENOCTHOCTU Ha
Katanorax /dev, /proc, /run, /sys).

[ns npyumeHeHus nameHeHun TpebyeTcs nepesarpyska.

OnuncaHne MHCTPYMEeHTa NpuBeaeHo B man astra-mic-control.

16.4.26. YnpaBneHue peXxuMoM 3aMKHYTOW NporpaMMHOMN cpeabl

MHCTpyMeHT astra-digsig-control NO3BOMSET BKNHOYATL U BbIKNoYaTb pexum 31C
B UCNOSHSEeMbIX (haiinax u3 komaHaHomn ctpoku. Onucanue pexxuma 3IMC npuseaeHo B[16.1].

MapameTpbl BbI30BA, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHsb! B Tabnuue [63]

M3meHeHne pexnma BCTynaeT B e CTBUE Nocne nepesarpysku.

OnucaHune MHCTpyMeHTa NpMBeAeHO B man astra-digsig-control.

16.4.27. YnpaBneHue 6e3onacHbIiM yaaneHuem dannos

NHCTpyMeHT astra-secdel-control BKMAOYAET U BbIKIIOYAET MEXaHM3M Be3onacHoro
yoanenus davinos B cootBeTcTBuM ¢ [8.1| Ha pasgenax ¢ dhannoseiMm cuctemamu ext2, ext3, extd,
xfs, ykasaHHbIX B /etc/fstab.

MapameTpbl BbI30Ba, UCMOSb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHsb! B Tabnuue [63]

Mpw BKMNOYEHMM pexunma Ge3onacHoro yaaneHns annos BkrovaeTcs pexum secdel 6e3
napameTpoB B cooTBeTcTBMM C [8.1]

M3meHeHne pexma paboTbl BCTyNaeT B AeNCTBUE Nocne crnegyowero MoOHTUpOBaHNS
®C (B T.4. nocne nepesarpy3kun OC).

OnncaHne MHCTpyMeHTa NpuBeAeHO B man astra-secdel-control.

YnpaBneHne pexxmMMoM TakKe MOXET OCYLLEeCTBNATLCS C MOMOLLbIO rpadouyeckon yTUNuTbl

fly-admin-smc.

16.4.28. YnpaBneHue O4YMCTKOM pa3fenoB NoaKayku

MHCTPYMEHT astra-swapwiper-control KOHTPONMPYET OMUCTKY pa3ferioB NOAKaYKm
npw 3aBepLueHn pabotbl OC B cooTBeTcTBUM C[8.1]

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue [63)

Mpn ncnonb3oBaHUN KOMaHAbI-NepeKntoyaTens BHOCATCA U3MEHEHNS B KOHUIYPaLIMOH-
HbIn pann /etc/parsec/swap_wiper.conf.

M3meHeHne pexnma BCTynaeTt B 4ENCTBUE HEMEASIEHHO.

OnuncaHune MHCTpyMEHTa NpMBEAEHO B man astra-swapwiper-control.
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YnpaeneHne GnMOKMPOBKON TakkKe MOXET OCYLLECTBIATLCA C MOMOLLbI rpadnveckon

yTunnTbl £ly-admin-smc.

16.4.29. YnpaBneHue peXXumMoM MaHAaTHOro ynpasfieHUs AOCTYNOM

MHCTpPYMEHT astra-mac-control BKIOYAET U BbIKIKOYAET peXUM MaHaaTHOro yrnpas-
NeHnst JOCTYNOM B COOTBETCTBUM C [4.7, n3ameHsas 3HayeHne napameTpa parsec.mac KOMaHAHOWM
CTPOKM aapa.

[ns npyumeHeHus nameHeHun Tpedyetcs nepesarpyska OC.

[Mpw BLIKIIOYEHUM MaHOATHOMO ynpaBneHus AOCTYNOM UHCTPYMEHT OTKIoYaeT BO3MOX-
HOCTb paboTbl NPOrpamMm Ha HEHYNEBOM YPOBHE KOH(PMAEHLNANBHOCTMW.

MapameTpbl BbI30Ba, UCMOMb3yeMble AaHHbIM UHCTPYMEHTOM, NpuBeaeHb! B Tabnuue 63

BHUMAHMUE! OTkntoyeHne BO3MOXHOCTM paboTbl MporpamMm Ha HEHYNEBOM YPOBHE KOH-
dunageHunanbHOCTN orpaHMyYnBaEeT OOCTYN K (paninoBbiM OObEKTaM, UMEIOLLNM HEHYNEBYIO METKY
KoHmaeHumanbHocTK. [JocTyn K Taknm o6bekTam MOXET ObITb NOMYyYeH aAMUHUCTPATOPOM (ecnu
B OC BkrntoyeH pexum MKL,, TO agMMHUCTPaATOPOM Ha BbICOKOM YPOBHE LenocTHOCTH). [locTyn K
TakuMm obbekTam TaKke MOXeT ObiTb MONyyYeH NpU HanNnnM4YnMm HEKOHTPONUPYEMOro n3nyecKoro
AOCTyNa K KOMMNbITEPY U BO3MOXHOCTU MCMNOMNb30BaTh HA HEM HeluTaTHble cpeacTea. Heobxoammo
NPUHATL JONOSMHUTENbHbIE MEpPbI MO 3alnTe NHPOPMaLUN OrpaHUYEeHHOro 4OCTyna.

OnuncaHve MHCTpyMEeHTa NpuBedeHo B man astra-mac-control.
16.5. Moaynb 6e3onacHocT yama

Mogynb 6e3onacHOCTM yama orpaHu4YnBaeT BO3MOXHOCTU UCMNOMNb30BaHUA MeXaHn3ma
ptrace Ansg otnagku (TpaccupoBku) npoueccos OC.

[ns akTMBauumu oTnagkm NpoLeccoB UCMNOMNb3YEeTCH CUCTEMHbLIN BbI3OB ptrace:

- ONS Ha3Ha4vyeHusl poaNTENBLCKOro npouecca oTnagynkoM TeKyLlero npouecca:

ptrace (PTRACE_TRACEME, 0, NULL, NULL)

- ONS Ha3Ha4YeHus TeKyLero npouecca oTnag4vMkoM npouecca ¢ MaeHTUuuKkaTopom pid:

ptrace (PTRACE_ATTACH, pid, NULL, NULL)

Moaynb yama noaaepXuBaeT YeTbipe pexnma paboTbi:

1) 0 — oTnagka BCex NpoLEeCccOoB, 3anyLeHHbIX OT MIMEHU TeKyLero nonb3oBaTens;

2) 1 — oTnagka TosfibKO A0YEPHUX MNPOLECCOB, 3a UCKIMIOYEHMEM Cly4YaeB SIBHOMO yKa-

3aHMS TeKkyLMM NpoLeccoM BO3MOXHOMO npouecca-oTragyvvka Yyepes Bbi3oB prctl €

napametTpom PR_SET PTRACER, 3afaB pid npouecca-otnagyuvka (korga nobble npouec-

Cbl, CBSI3@aHHbIE C KOHKPETHON CNYX00MN, AOMKHbI OTNAXMBAaTbCH CNeumanbHO BblAeNeHHbIM

AN 3TOro Npoueccom) unu napameTp PR_SET_PTRACER_ANY (4ng paspeLueHuns nobomy

npoueccy OTnaxmBaTb TEKYLLMIA NPOLECC), Hanpumep:

prctl(PR_SET PTRACER, PR_SET_PTRACER_ANY, 0, 0, 0)
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B cnyyaun ncnonb3oBaHuss PTRACE _TRACEME JOMOSMHUTENbHbBIX OrpaHUYeHNn He Hakna-
OblBaeTcs, AN BO3MOXHOCTU BbINOSIHEHNA PTRACE_ATTACH HeobxogMMO Hanuyue y
npouecca-otnagyumka npusunernn CAP_SYS_ PTRACE,;
3) 2 — BO3MOXHa oTnagka nobbiX NPoLEeCcCOB C UCMONb3oBaHNeEM PTRACE TRACEME
unn PTRACE_ATTACH, HO TONMbKO MNpU Hanu4uu y npouecca-otnagyvka npusunernu
CAP_SYS_PTRACE;
4) 3 — oTnajgka npoLeccoB C UCMOMb30BaHNEM ptrace 3anpeLleHa.
Y3HaTb pexuMm, B KOTOPOM paboTaeT MO4yrb yama B TEKYLLUA MOMEHT, MOXHO C MOMOLLbIO
KOMaHAb!:
sysctl kernel.yama.ptrace_scope
nnbo npountaB ann /proc/sys/kernel/yama/ptrace_scope:
cat /proc/sys/kernel/yama/ptrace_scope
[Onsa nameHeHnsa pexuma paboTbl MOAyNA yama MOXHO MCMNOSib30BaTb MHCTPYMEHT
sysctl, ykasaB and napameTtpa kernel.yama.ptrace_scope 3HayeHne TpebyeMoro pexuma
paboTbl (0T 0 Ao 3):
sysctl kernel.yama.ptrace_scope=2
nn6o OTKOPPEKTUPOBAB COOTBETCTBYHOLLNM obpasom dann
/proc/sys/kernel/yama/ptrace_scope:
echo 2 > /proc/sys/kernel/yama/ptrace_scope
BHUMAHWE! 3agaHHbIn pexxim paboTbl MOOyns yama COXpaHsieTcs TONbKo A0 nepesa-
rpy3ku OC (BblkntoveHus komnbtotepa). Mpu 3anycke OC moaynb yama Bcerga dyaer 3arpyxartbcs
B pexume paboTbl 1.
[nsa nameHeHns pexxuma paboTbl Modynsa yama nonb3oBaTernb AOMKeH obnagate npusm-
nerven CAP_SYS PTRACE.
Mocne nepeBoga moaynsa yama B pexxum paboTtbl 3 (MOMHbIN 3anpeT TPacCMpOBKM NPo-

LleccoB), AanbHelllee U3MeHEHNEe PeXMMOB paboTbl MOXET ObiTb BbINOSIHEHO TOSILKO MOcCHe

nepesarpy3sku OC.
16.6. Moaynb 6e3onacHocTtu lockdown

Moaynb 6e3onacHocTu lockdown ycTaHaBnuBaeT 4nsi NPUBMAErMPOBaHHOIO Nosb3oBaTens
3anpeT Ha npoueaypbl NONyYeHNs AOCTyna 1 BbINOMHEHUA Koda Ha yposHe agpa OC, koTtopble B
LUTATHOM PEXMME OH MOXET OCYLLEeCTBUTb, HAaNpMMep, ¢ NoMoLbto noameHsb! sapa OC (ncnonb3ys
CUCTEMHbIN BbI30B kexec) Unu Yyepes /dev/kmem, Yntasg/3anncolBad JaHHble B NaMATb.

Mogynb lockdown nogaepXuBaeT ABa pexuma paboTbl:

1) pexum obecnedeHuns uenoctHocTn agpa OC (pexum integrity), BKNOYAOLWNIA

cnegywuine orpaHn4eHnA:
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a) LOCKDOWN_KEXEC — 3anpeT BbINOSIHEHMUSI CUCTEMHOIO BbI30Ba kexec (), obec-
neyusatoLlero nogmeHy Tekyuiero agpa OC;
0) LOCKDOWN_HIBERNATION — 3anpet rubepHaumm, npeaoTepallatolimini BO3MOX-
HocTb nogMeHbl aapa OC npu BbIXo4e U3 Hee,;
B) LOCKDOWN_MODULE_SIGNATURE — BKIIOYEHUE NMPOBEPKU Moannucen moayremn
saapa OC;
r) LOCKDOWN_DEV_MEM — 3anpeT YTeHus u 3anucu B /dev/mem, /dev/kmem,
/dev/port;
A) LOCKDOWN_PCI_ACCESS — 6rnokmpoBka 060pyaoBaHNs, KOTOpOe NoTeHUnanbHO
MOXET reHepupoBaTb nNpamyto agpecaumto namatn (DMA);
e) LOCKDOWN_IOPORT — 6nokupoBka ioctl-Bbi3biBOB (ioctl console) KDADDIO,
KDDELIO, KDENABIO 1 KDDISABIO A1 TEPMUHANOB U BUPTYanbHbIX KOHCOMEW;
X) LOCKDOWN_EFI_TEST — 3anpeT uyteHnsa /dev/efi_test;
3) LOCKDOWN_ACPI_TABLES — orpaHuyeHue goctyna k nHtepdgerncam ACPI,
2) pexunm obecneyeHne KOHPUOEHUNANBHOCTN HEKOTOPbLIX KOMNOoHeHTOoB sigpa OC (pe-
XuM confidentiality), BKMOYAKOLWNIM BCE OrpaHNYEHNS pexnma integrity, a Tak-
Xe:
a) LOCKDOWN_KCORE — 3anpert 4YTteHuss /proc/kcore;
6) LOCKDOWN_KPROBES — OrpaHuMyeHune gocTyna K oTnagoyHOMYy pexmMy kprobes;
B) LOCKDOWN_BPF_ READ — OrpaHu4eHue A4ocTyna K MexaHuamy punsrpauumn nake-
ToB BPF;
r) LOCKDOWN_TRACEFS — orpaHudeHune goctyna k ®C tracefs.
B OC mopaynb lockdown aktnBmpoBaH B pexunme confidentiality 6€3 BO3MOXHOCTHU

€ro OTKITHOYEHUA.
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17. YCNOBUA SKCINYATALUUU OC

B uensax sawmTbl MHOPMaLUKN OT HECAHKLMOHMPOBaAHHOIO AOCTYyNa, BKINoyas obecnede-
HMe KOHPUAEHLMANBHOCTM, LENOCTHOCTN, AOCTYNHOCTU MHAOPMALMN U YCTONYMBOTO (DYHKLIN-
OHNPOBaHMSA MHPOPMALMOHHBLIX CUCTEM, HEOBX0AMMO obecneunTb ycnosus akcnnyataumm OC

cornacHo A7 HT17.4l
17.1. O6ecnevyeHue 6e3onacHocTu cpeabl (PyHKLMOHNPOBAHUSA

B uensx obecneyeHunsa 6esonacHocTn cpenbl pyHKUMoHnpoBaHna OC Ha oGbekTax MH-
dhopmaTn3aumm OOMKHbI ObITb BbIMNOMHEHbI crneayowme TpeboBaHuS:
1) CBT, npegHasHa4YeHHoe ans yCTaHOBKN U byHKUnoHMpoBaHmsa OC, AOMKHO COOTBET-
cTBOBaTb TpeboBaHMAM, ykazaHHbIM B pa3gerne 2 gokymenTta PYCB.10152-02 31 01;
2) Ona co3fgaHvs 3alUMLLEHHON cpeabl BUpTyanu3aunm nagenuve OoSMKHO NPUMEHATb-
Csl COBMECTHO C annapaTtHbiM obecneyeHrMeM, NOAAEpPXKMBAKOLLMM COOTBETCTBYIOLLNE
TexHonornn EL2/HVC, B Tom uncne npn Heo6xoanmMocTn npeaoctaBneHnst 4ocTyna Bup-
TyanbHbIM MalUMHaM K (oM3NYECKNM YCTPOUCTBAM;
3) ycTaHoBKa, ynpasneHune u koHgurypmposaHne OC gomkHbI NPOBOAUTLCS B COOTBET-
CTBUW C 3KCrnnyaTaunMoHHOM LOKYMEHTaumen;
4) pomkHa bbITb obecneyeHa 3awmTa OT OCYLLECTBEHUS AENCTBUIN, HanpaBeHHbIX Ha
HapyLieHune cdumsndeckon LenoctHoctn CBT, Ha koTopom dyHKumoHnpyeT OC;
5) pomkHa O6bITb obecnevyeHa goBepeHHas 3arpys3ka OC. [JoBepeHHyto 3arpy3ky OC
peKOMeHOyeTCH BbINOMHATbL C MOMOLLbIO CepTUULMPOBAHHBIX CPEeaCcTB LJOBEPEHHOM 3a-
rpy3Kku Unu annapaTtHO-NporpaMMHbIX MOAYIen JOBEPEHHOWN 3arpy3ku. [pu TeXHMYecKomn
HEBO3MOXHOCTU UIN HeLenecoobpasHOCTM UCMONb30BaHUSA TakMX CPeaCcTB AOSMKHbI ObiTh
NPUHATBI OpraHM3aUNOHHO-TEXHUYECKME Mepbl, NpeaoTBpaLlaoLme BO3MOXHOCTb [O-
cTyna nonb3oBaTtens K pecypcam CBT B 06xog mexaHnamoB 3awmTbl OC (aomkHa bbITb
NCKMNIOYEHa BO3MOXHOCTb 3arpy3ku ansrepHaTMBHOW onepaumoHHON cuctembl Ha CBT, a
Takke mogudukaums mogynen sarpyxaemon OC);
6) Npv Mcnonb3oBaHWM CETEBOrO B3anMOAENCTBUS Heobxoaumo obecneunTb JOBEPEHHbIN
KaHan nepegaydn nHgopmaummn mexay CBT, Ha koTopbix ycTaHoBrneHa OC (Hanpumep,
KOHTPOSb HECaHKLMOHUPOBaHHOro noakntoyenus K JIBC B npegenax KoHTponupyemom
30HbI, 3allMLLEHHasa Nnepedaya ceTeBoro Tpaduka 3a npegenamm KOHTPONIMPYEMOW 30HbI);
7) OOMKHbI ObITb OnNpeaeneHbl nvua, oTBeYarowmne 3a aKkcnnyaTtaumo n 6e3o0nacHoCTb
OC, koTopbIiM ByayT npegocTaBneHbl agMMHUCTpaTuBHbIe noriHoMmoums B OC. [JaHHble
nvua He AOMKHbI CYNTaTbCS HapyLmTenem B Mogenun yrpos 6esonacHoCcT nHgopmauuu;
8) nuua, oTBeTCcTBEHHbIE 3a 3kcnnyaTaumto OC, gomkHbl 06ecnevnTb, YToObl ayTeHTUdu-

KaLMOHHasa MHopMauna ansa Kaxaon yvyetHom 3anucu nonb3osatens OC cogepxanach B
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TarnHe n Obina HeOoCTynHa nnuam, He ynoriHoMO4YeHHbIM MUCNOoJib30BaTb AaHHYIKO YYETHYIO

3anucob.
17.2. Yka3aHus no akcnnyatauum OC

17.2.1. MNepea Havanom akcnnyataumm OC agMuHucTpaTop 6e3onacHoOCTN JormkeH obec-
neYnTb cnegyloLlme ycnoBus:
1) B cnyyae paspelleHus MHTePaKTUBHOIO Bxoda cyneprorib3oBaTens root Ans npenot-
BpaweHus nogbopa ero naposnsi Heob6xogMmo 3abroknpoBaTb BO3MOXHOCTb €ro yaa-
neHHoro Bxoga B OC nocpeactsoM BkntodeHnss PAM-moaynst pam_securetty B hann
cueHapusa /etc/pam.d/common-auth. [Ang aToro Heo6xoAMMO B yKa3aHHOM chaise B
cekummn Primary block nepBon cTpokon 4obaBuTb:
auth required pam_securetty.so
2) ucnonb3ys rpaduydeckyto ytunuty fly-admin-smc («YnpaBneHne nonmtukon 6es-
OMaCHOCTM», CM. 3NEKTPOHHYIO CNpaBKy), 3anyLLEHHY0 OT MMEHN agMUHUCTpaTopa Yepes
MexaHu3M sudo, B KaTeropum «[1onnTuku y4yeTHOM 3anucu» 3agatb napameTpbl And
HaCTPOWKN MNONUTUKM NapOsSien.
3apaTb JaHHblIe HACTPOMKN MOXKHO TakkKe NyTeM KOPPEeKTUPOBKN hannoB CLEeHapueB:
a) B danne /etc/pam.d/common-password B CTpOKe
password requisite pam cracklib.so YCTaHOBUTb 3HayeHue
minlen=<uMMHMMAaNIbHAS OJIMHA_Mapo’s> U o6aBuUTb napameTpbl dcredit=-1,
ucredit=-1 1 lcredit=-1 (gaHHble NapameTpbl yCTaHaBnMBaT TpeboBaHus K
CNOXHOCTW Napons);
0) B dpanne /etc/login.defs ona nepemMeHHon PASS MAX DAYS yCTaHOBUTb
Tpebyemoe 3HayeHne MakCcuMarnbHOro cpoka AeNcTBUS napons B OHAX.
3anpeT NOBTOPHOrO WCMNOSb30BaHUS 3a[aHHOro Yucra nocredHnX naporem MOoX-
HO YCTaHOBUTb MyTEM KOPPEKTUPOBKM danna /etc/pam.d/common-password.
[na atoro B ykaszaHHOM panne B CTPOKE ...pam_unix.so A06aBUTb NapameTp
remember=<uunCJIO_IapoJiemn>;
3) ucnonbaysa rpaduyeckyto ytunuty fly-admin-smc («YnpaBneHne nonuvtukon 6es-
OMacHOCTU», CM. 3MIEKTPOHHYKO CMpaBKy), 3anyLeHHYy OT MMEHM agMUHucTpaTopa
yepe3 MexaHuam sudo, B kateropum «[lMonmnTukn yydeTHoOW 3anucuy» 3agaTtb 3Hade-
HUS ONs HACTPOWMKM BrOKMPOBKU MPU HeyCMneLwHbIX BXOA4aX Nosib30BaTesisi B CUCTEMY.
[aHHble napameTpbl MOryT Takke ObiTb YCTAHOBMEHbI NyTEM KOPPEKTUPOBKU harna
/etc/login.defs (napameTpbl LOGIN_RETRIES U LOGIN_TIMEOUT);
4) byHKUMN pasrpaHUYeHnsa OCTyna, MaH4aTHOrO KOHTPONS LEeNOCTHOCTM U rapaHTUpo-

BAHHOMO YHUYTOXEHUS (CTUPaHUS) MHopMaLuK B NofTHOM ob6bemMe peann3oBaHbl TOMbKO
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ana dannosbix cuctem ext2/ext3/ext4/xfs, nogoepxmBaroLLmMx pacluMpeHHbie (B T.4. MaH-
AaTtHble) aTpubyThbl pannoBbix 06beKTOB. [Mpy ncnonb3oBaHMK ApYrnx anioBbIX CUCTEM
HeobXo4MMO Yy4MTbIBaTb AaHHble orpaHuyeHus. YctaHoBky OC crneayeT BbIMOMHATL Ha
CUCTEeMHbIN pasaen ¢ hannoBon cuctemomn extd/xfs;
5) npun He06XOAMMOCTIN YCTAaHOBKM B CUCTEMY BHELLHUX Moaynen ypoBHs sapa OC, Takve
MOAYNM AOMKHbI O6bITb NONYyYeHbl N3 AOBEPEHHOTO UCTOYHUKA, U Nepea UX YCTaHOBKON C
OC pormxkHa ocyLLeCcTBASATLCS NpoBepKa NX LLENOCTHOCTY;
6) mcnonb3oBaHue annoson cuctembl NFS ans gocrtyna k ceTeBbiM AMCKamM BO3MOXHO
NPV BbINOSIHEHWM CReayoLwmnX YyCnoBUn:
a) ceTeBble AUCKN He NpefHa3HayYeHbl ANsa XpaHeHust annoBbix 06bEKTOB, Tpebyto-
LWnx obecnevyeHnss MaHA4aTHOro ynpasreHns 4OCTYNOM K HUM;
6) Bepcus ucnonbdyemoro npotokona NFS He Huxe 3;
7) 3agaTb 3HA4YeHMe BPeMEHU HeaKTUBHOCTM Ans BrOKMPOBKM 3KpaHa, OTpeaaKkTMpoBaB
(vnun cosnas., ecnu oTCyTCTBYET) ann usr/share/fly-wm/theme.master/themerc,
yKa3aB B HEM CTPOKMU:
[Variables]
ScreenSaverDelay=<BpeMs_HEaKTHBHOCTH B_CeKxyHIOax>
LockerOnSleep=true
LockerOnDPMS=true
LockerOnLid=true
LockerOnSwitch=true
17.2.2. Tlpn ncnonb3oBaHUN MEXaHN3Ma rapaHTUPOBAHHOIO yAaneHnsa AaHHbIX OOSMKHbI
AONONMHUTENBHO ObiTb BbINOSIHEHBLI CrieayoLmMe YCroBUs:
1) npu ucnonb3oBaHun pasgenoB nogkadkm B OC Heobxoanmo akTnBmpoBaTth B hanne
/etc/parsec/swap_wiper.conf ux ouncTky cornacHo [8.1]
17.2.3. Tpn ncnonb3oBaHUN MaH4ATHOrO KOHTPOMS LEeNOCTHOCTU LOSMKHbI 4ONOMHUTENb-
HO ObITb BbINOSIHEHbI CreayoLme ycnoBus:
1) npn  Mcnonb3oBaHUM  MHCTPYMEHTa  gemu-ga (M3  cocTaBa  NakeTta
gemu-guest-agent) 3HayeHUd napameTpoB -p (B TOM 4ucCrie Npu MCMorb3oBa-
HAX oNuMM -m unix-listen) M -t AOMKHbI yKa3blBaTb Ha COKETbI N ddalnbl, YPOBHMU
LeNOCTHOCTUN KOTOPbIX COBMagaloT C YPOBHEM LENOCTHOCTU 3anyckaeMoro npouecca.
17.2.4. Tpn ncnonb3oBaHUM MaHAATHOrO yrpaBneHns JOCTYNOM AOMKHbI AONONHUTENBHO
ObITb BbINOMHEHbI CEAYIOLLINE YCIOBUS:
1) c ucnonb3oBaHMEM CPeaCTB yrpaBreHnsa 3anyckom cry>6 formkHa ObITb OTKMAOYEHa

cnyxb6a gpm AN NoAAePXKKM MbILIN B KOHCONIBHOM PEXUME;
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2) B cnyyae Heob6xoOMMOCTM UCNOSb30BaHNA MaHAATHOrO ynpasrieHus 4OCTYNOM Ha
ceTeBbIX ANCKax, UX MOHTUpoBaHue B dannosyto cuctemy OC JOMKHO OCYLLEeCTBNATLCA
TONbKO C ncnonb3oBaHuem pannoson cuctemsbl CIFS, nogaepxmsatoLLen pacluMpeHHble
(B T.4. MaHgaTHbIE) aTpmbyTbl NoNb3oBaTenen;

3) B KOHMrypaumMoHHOM dhanne 3allMUWEeHHOro cepeepa nedyatu M3 coctaBa uage-
nusa /etc/cups/cupsd.conf He gonyckaeTcs ycTaHOBKa 3Ha4YeHUs None napamerpa
DefaultAuthType (OTKNHOYEHME ayTEHTUMKALMM) U BHECEHME U3MEHEHWI B NapaMeT-
pbl nonutukn PARSEC, He COOTBETCTBYHOLLMX SKCNITyaTaUMOHHON LOKYMEHTaLMWK;

4) npw ncrnonb3oBaHun 3awumuieHHoro cepsepa CYB[ n3 coctasa OC B pexume MaH-
AaTHOro ynpasrieHns OCTYNoM HeobxoauMo B KOHGUIypaunmoHHOM dhanne knactepa
postgresqgl.conf And napameTpa enable_bitmapscan YCTaHOBUTb 3HauYeHue of £
MU Ang napameTpa ac_ignore_socket_maclabel ycTaHOBUTb 3Ha4YeHue false;

5) npu ncnonb3oBaHun 3awmieHHoro cepeepa CYB[ n3 coctaBa OC B pexnme maHgaTt-
HOro ynpasfeHns OCTYNOM He OOMyCcKaeTcs OTKMYaTb ayTeHTUMKaumio cybbeKkToB
[OCTyna yCTaHOBKOW B KOH(pUrypaunoHHoMm danne knacrtepa pg_hba.conf pexuma
trust (6e3 ayteHTMdUKaUnn);

6) Npu NCNonb30BaHUN 3aLLULLEHHOIO KOMMMeKca NporpamMm 3rneKTPOHHOW NoYThbl U3 CO-
ctaBa OC B pexnme MaHAaTHOrO yrnpasneHns OCTYNOM KOHGUrypaLMoHHbIe NapaMeTpbl
areHTa nepegadu SNeKTpoHHOW NoudTbl EXim 1 areHTa OoCTaBKM SNEKTPOHHOW MOYThI
Dovecot He gomkHbI gonyckaTb OTAPaBKY U MPUEM COOBLLEHUI 3NEKTPOHHOM NOoYTbI 6e3
ayTeHTUdrKauuu;

7) ona wtatHoM pabotel OC He ponyckaetrcs OTKKYEeHUEe agMUHUCTPaToOpPOM
cuctemMbl pacwmpeHuss XPARSEC y X-cepBepa (McCnonb3oBaHWe OTNagodHOW on-
UMM XPARSEC=Disable B KOH(UrypaumoHHbIX dpamnax X-cepBepa, CM. OOKYMEHT
PYCBE.10152-02 31 01).

17.3. YcnoBusa npumeHeHus MO

17.3.1. MO, dyHkumoHmpytowee B cpeage OC, He JOMKHO N3MEHATb anropuTM NPUHATUS
peLLeHnst 0 NpeaocTaBneHmMm goctyna cybbekToB (nonb3oBatenen) k oobektam OC n cogepxatb
CKPbITbIX NN SABHbIX BO3MOXHOCTEN, MO3BONSOLMNX:

1) nogmeHATb pannbl obpasa sgpa vmlinuz-—* M 06pa3oB BpeMeHHOW hannoBon cucTe-

Mbl Ha4YanbHOWM 3arpy3kn /boot/initrd. img-* (B crny4yae oTCyTCTBUS IBHOW Heobxoam-

MOCTW OBHOBMEHNS OTAENbHbIX KOMMNOHEHTOB, BXOASALMX B cOCTaB obpasa), Haxoasimnecs

B KaTanore /boot, annbsl Mogynen agpa, Haxoasuwmecs B katanore /lib/modules, n

npoyne dannsl, BXogsuwme B coctaB nsgenmsa unmn ctopoHHero Mo;
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2) cTaTMyeckn Unn OQMHaMUYECKN M3MEHSATb Tabnuuy CUCTEMHbIX BbI3OBOB M NOMSA CTPYK-

Typbl TUNA security_ operations U UHbIX CTPYKTYp TMNA *security*;

3) nepeonpenensTtb OCHOBHOW npouecc OoC B KOHUrypaumoH-

HOM danne 3arpyaudunka nspenus nyTem YCTaHOBKM napameTpa

init=<nonHHY NOYyThH_ KX MHCIOJIHAEMOMY_ Jainny>,;

4) “3MeHsTb NapameTpbl ayTeHTUdMKALUN NONb3oBaTeNeN B KOHPUIypaLMOHHbIX hannax

PAM-cueHapueB, Haxogsawmxca B katanore /etc/pam.d;

5) yctaHaBnuBaTb nogrpy>kaemble Moaynu ayteHTudukaumm (PAM-moaynu), onpeaens-

loWwne MmaHaatHele atpubyTbl ceccumn nonb3oBaTens ¢ ucnonb3oBaHneM yHkunn API

onbnmotekn libparsec-mac nogcuctembl 6esonacHoctn PARSEC, nmeHa KoTopbix

HayMHaloTcs ¢ NpedMKCoB mac_set_, parsec_ unu pdp_;

6) yctaHaBnuBatb PAM-mogynu, onpeaensitowme npmsunernn PARSEC ceccum nonb-

3oBaTens ¢ ucnonb3oBaHnem yHkumn APl 6ubnmotekn libparsec—cap NOACUCTEMbI

6esonacHocTn PARSEC, nmeHa KoTopbiX Ha4YMHalTCa ¢ NpedunKCoB mcap UMW parsec_

7) ycTaHaBnuBaTb MHTEPNpPEeTaToOpbl KOMaHA, 3aMEHSOLME NHTEPNPETaTOPbl, BXOASLWME

B coctaB mnsgenus (bash, dash, PHP, Perl, Python, TCL, Ruby);

8) nonyyaTb AocTyn K namaTtu gpyrux npoueccos MO ¢ ncnonb3oBaHMeM npusunerum

CAP_SYS_PTRACE M CUCTEMHOrO Bbl30Ba ptrace;

9) M3MEHATb CUCTEMHOE BpeMS (ECNN HaANM4Yne BO3MOXHOCTEN NO U3MEHEHWNIO BPEMEHM

He NpeaycMOTPeHO OYHKUMOHaNbHbIM HasHadYeHuem [10);

10) AnHaMmmnyeckn n3MeHaTb cermeHT koda gapa OC u ncnonb3oBaTb HEIKCMOPTUPYEMbIE

cumBonbl sgpa OC;

11) ocywecTBnaTb OCTYN K dpanny ctl pannoBon cuctemol parsecfs nocpencTrsom

CUCTEMHOrO BbI30Ba ioctl, MUHYSA cucTeMHble yHKunn API-6nbnmnoTek libparsec-*.

17.3.2. Ona MNO, dpyHkumoHmpytowero B cpeae OC, fomkHbl cobntogaTtbes creayrouime
yCOBUS:

1) Heobxo4MMOCTb U KOPPEKTHOCTb Ucnonb3oBaHus B 10O npuBuneruin agMmmHmucTpaTopa,

NPUKNagHoro NporpaMmHoro nHrepdgenca noacuctemsl 6esonacHoctn PARSEC, maHaar-

HbIX NpUBUNErMn, OyHKUMOHNPOBaHWS B NPOCTPAHCTBE siApa UM TOMNbKO Ha BbICOKOM

YPOBHE MEXaHM3Ma MaHOaTHOro KOHTPOMSA LENOCTHOCTU A0SMKHbI ObiTb 000CHOBaHbI B

AOKyMeHTauun Ha gaHHoe [0;

2) ana MO, ncnone3yowero moaynb wsgi_mod Ana Apache u3 cocrtaBa usgenus, B

AOKyMeHTaumn paspabotyuka MO gormkeH ObITb onpegeneH nepeyeHs cueHapues paboThl

mMoaynsa wsgi_mod. [Npu 3TOM OOMKHbI BbITb MCKMOYEHBbI CLEHapum paboTbl wsgi_mod B

pexunmax, npegycMmatpmBaromx paboTy BHE KOHTEKCTA NoSb3oBaTeNs 1 U3MEHSHOLLMNX

npouecc ayTeHTuduKaumn.
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17.3.3. lpun ncnonb3oBaHMK 3aLUULLIEHHOIO cepBepa nevyaTtn U3 coctaBa Usgenua ycrta-
HOBKa M UCMOMb30BaHME anbTePHATMBHbBIX CEPBEPOB NeYaTn SOMKHbI OblTb UCKMIOYEHDI.

17.3.4. Tpu ncnonb3oBaHMM MeXaHM3Ma MaHA4AaTHOro yrnpaBreHnsa 4OCTYNoOM OOMNOSHK-
TenbHO AOMKHbI cobnogaTbecs cnegyroLwmne yCnoBus:

1) MO npu obpaboTke 3anpocoB Monb3oBaTeNen He AOMKHO B3aMMOLEWCTBOBATb C

3awmweHHon CYB[ n3 coctaBa u3genus oT MMEHW nosib3oBaTens ¢ npuBuUiernamm

PARSEC_CAP_SETMAC n PARSEC_CAP_CHMAC, NO3BOMSLWMMN UBMEHATL MaHAATHbIE

aTpubyThl 3awmiiaembix obbektoB B CYB[;

2) MO, copepxallee ceteBble cnyxbbl (Nporpammbl, obpabaTbiBatoLme 3anpochkl Nob30-

BaTenen ¢ npumeHeHnem npotokonos cteka TCP/IP), koTopble UCNOnb3yT NpUBUIErnm

(PARSEC_CAP_SETMAC, PARSEC_CAP_CHMAC M PARSEC_CAP_PRIV_SOCK) 1 npuknag-

HOW nporpamMmMHbIN HTepdenc nogcmctembl 6esonacHoctn PARSEC 13 coctaBa usgenus,

AOSMKHO MPOUTU cepTUdUKaLMOHHbIE UCCEAOBaHWS, NOATBEPXKAAIOLWNE KOPPEKTHOCTb

peanusaumm yKkasaHHbIX Cryxo;

3) nporpamMMHbIM KOMNOHEHT RabbitMQ He npumeHaTb npu ogHoBpeMeHHOM 06paboT-

Ke JaHHbIX C pasfMyHbIMK YPOBHAMMU KOHpmaeHumMansHoCcTU nnbo ans obecneveHns

B3aMMOLENCTBUSA NPOLECCOB C PasfMYHbIMN YPOBHSAMW JOCTYNA;

4) MO, obpabaTbiBatoLee OAHOBPEMEHHO aHHbIE C Pa3NUYHBIMU YPOBHAMU KOH(PMOEH-

LManbHOCTW, He OOIMKHO UCMONb30BaTh NporpamMHble nakeTbl Erlang.
17.4. YcnoBusa UCKNOYEHUA CKPbITbIX KaHanoB

Bonpocbl UCKIoYeHUsT CKPbITbIX KaHarnoB AOMKHbI paccMaTpuBaTbCs NpU NOCTPOEHUUN UH-
opMauUNOHHBIX cucTeM, obpabaTbiBalonX MHOPMAaLUIO, CoaepKaLLyHo rocyaapCTBEHHYIO TanHy
1 MOryT paccMaTpmBaTbCs NpU NOCTPOEHMN NHOPMALIMOHHBIX CUCTEM, obpabaTbiBatoLLnX NHGOP-
Mauuo OrpaHUYEeHHOro A40CTYNa, He COAEPXKaLLYH0 rocyAapCTBEHHYO TariHy (KOHuAeHUNansHyo
MHOpMaLnIO).

[na MCKNoYeHUs CKPbITbIX KaHanoB (MHAPOPMALMOHHLIX MOTOKOB) NPWU 3aLiuTe OT Yrpo3bl
LIENOCTHOCTH UH(OPMAaLIMK UCTONb3YeTCsl MaHAATHBI KOHTPOMb LenocTHocTH (cm. [4.8), koTopbii
B YCNOBUSIX YCTAHOBSIEHHbIX B KOMMNbIOTEPHOW CUCTEME YPOBHEN LENOCTHOCTU (YPOBHEN 0BEPUS)
obecrnevnBaeT HEBO3MOXHOCTb 3anvMcy oTnpaBuTeNeM C HU3KUM YPOBHEM OBEPUSA MHpopMaLmm
B 00beKTbl C 6oree BbICOKMM YPOBHEM JOBEPUS.

[ns ncknoyeHns BO3MOXHOCTM UCMONb30BaHUA OTnNpasuTenem u nony4varenem obue-
ro 6ycdepa obmeHa B OC obecneumBaeTcsa n3onsaumsa npoLeccos (Cm. B COBOKYMHOCTU C
O4UCTKOW oBnacTei onepaTMBHOWM NamsiTv npu oceoboxaeHun unu BoiaeneHun (cm. [8.1), a Takke

obecneyeHne 3anycka npoueccos B 3aMKHyTOl7I OTHOCUTENbHO OCTAaJIbHbIX NMpPoUeccoB cpeae no
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namMsaTun, B YaCTHOCTK, ucnonb3oBaHne Knock-2 (cm. n Xephyr B rpadnyeckon nogcucreme,
obecneyunsaroLmx nsonaunto dycdpepa obmeHa.

[na ncknoyeHnsa BO3MOXHOCTM 3arnycka nporpamMmm, He y4acTBYOLWMX B npouecce obpa-
B60TKM MHOPMaUUK, AOMKeH BbiTb aKTUBMPOBAH MEXaHU3M 3aMKHYTOW NPOorpaMMHON cpeabl
HaCTPOeH Ans paboTbl B LUTATHOM pexunme.

Takum 0B6pa3om, yCrioBUSIMU UCKNIOYEHNSA CKPbITbIX KaHAsoB SIBMSIETCA peanudyemas
OC nonuTtuka AMCKPELIMOHHOTO yNpaBrneHust 4OCTynoM (M. pa3saen [3), MaHgaTHoro ynpaeneHust
[LOCTYNOM U MaHAaTHOrO KOHTPOIS LLeNOCTHOCTM (cM. pa3aen [d)), koTopas siBnsieTcst HeoTbeMIe-
MOW YacTblo Mogenu nonuTtukn 6esonacHoctn OC. C yyeToM yKasaHHbIX YCIOBUIN SKCMyaTaLlmm
CKpbITble KaHanbl MO NamMAT He MOryT ObiTb peanu3oBaHbl, @ N0 BPEMEHU KpanHe 3aTpyaHe-
Hbl, T.€. UMEIOT HMU3KNEe NPONYCKHYIO CMOCOBHOCTb U BEPOSTHOCTb BO3HUKHOBEHMWS YCIOBUIA A5

peanusaumu.
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NMEPEYEHb COKPALLEHUA

B — 6a3a AaHHbIX

EMM — eguMHoe npocTpaHCTBO Nonb3oBaTenemn

KC3 — komnnekc cpeacts 3awmTbl

MKL|, — mMaHgaTHbIA KOHTPOMb LEefTOCTHOCTU

HCl — HeCaHKUMOHWPOBAHHbLIN OOCTYnN

OoC — onepauuoHHasa cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition»
no — nporpamMmmHoe obecneveHne

MPO — npaBuna pasrpaHuyeHust JocTyna

CBT — cpenctBo BbIMUCINTESNTBHOM TEXHUKM

C3MN — cpeacTBa 3awWwmuThbl MHGOPMaLUK

C39C — ceTteBas 3awumuieHHasa dannosasi cuctema

ClMNO — cneumanbHoe nporpaMmmHoe obecneveHne

CYB — cuctema ynpasneHus 6azamu gaHHbIX

oC — dhannosas cuctema

arn — 3neKTpoHHasa nognucek (B cootBeTcTBUM € Ne 63-3 ot 06.04.2011)

OUl  — anekTpoHHas umdposas noanuce (B cootBetcTBumM ¢ TOCT P 34.10-2012)

ACL — Access Control List (cnncok koHTpons goctyna)

ALD — Astra Linux Directory (eanHoe npocTpaHCTBO NOfb30BaTeNen)

BIND — Berkley Internet Name Domain (cnyx6a 4OMeHHbIX UMeH B ceTu NIHTepHET)

CCR — Container Clearance Required (aTpnbyT cnocoba foctyna K cogep>XumMoMy KOHTenHepa

B pamKax MaHAaTHOro ynpaereHust 4OCTYNoMm)

CIFS — Common Internet File System (o6wwnin npoTokon goctyna k havnam VHTepHeT)
DAC — Discretionary Access Control (auckpeunoHHoe ynpasneHne SOCTYrNoM)

DNS — Domain Name System (cuctema JOMEHHbLIX UMEH)

FTP  — File Transfer Protocol (npoTtokon nepeaayun cannos)

GID — Group ldentifier (ngeHTUdUKaTOpP rpynnbl)

IP — Internet Protocol (mexceTteBor npoToKon)

IPC — InterProcess Communication (MexnpoLeccHoe B3auMoaeNCTBue)

LDAP — Lightweight Directory Access Protocol (fnierkoBecHbIi NpOTOKOS AOCTyNa K cepBucam

KaTarnoros)
MAC — Mandatory Access Control (MaHgaTHOe ynpasneHue AoCTyrnoMm)
NFS — Network File System (ceteBas ¢hannosas cucrema)
NIS  — Network Information Service (ceteBast nHpopmaumoHHas cnyx6a)
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NSS — Name Service Switch (cnyx6a gna opraHnsaumm yHUGOULMPOBAHHOIO AOCTYNa K UH-
dopmaummn o nonb3oBaTensax, rpynnax, ceteBblX UMeHax, cry>xbax 1 T.n. Ha OCHoBe
KOHoMrypaummn pasnmyHbiX UCTOYHUKOB, TaKMX Kak: fokasnbHble dpannbl, pasfvyHble

cpeactBa ceteBon naeHtudukauum (DNS, NIS), a Takke LDAP)

PAM — Pluggable Authentication Modules (nogkntoyaemble MOAYNn ayTeHTUdMKALNK)
PID  — Process ldentifier (ngeHTudumkatop npouecca)

RSA — Rivest Shamir Adelman (anropuTm No cxeme OTKPbLITOro Knro4a)

SMB — Server Message Block (6nok coobuieHunin cepeepa)

SQL — Structured Query Language (s3blK CTPYKTYPMPOBAHHbIX 3anpoCcoB)

TCP — Transmission Control Protocol (npoTokon nepegayn gaHHbIX)

UDP — User Datagram Protocol (npoTokon ynpaeneHus nepegadyen gaHHbIX)

UID  — User Identifier (ngeHTndmkaTop nonb3oBarens)
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Jlnct pernctpaunn nameHeHun

Homepa nnctoB (cTpaHuu) Bxoasawmm
Bcero
HOoMep conpo-

N3m nvcros Howmep BoautenbHoro |Moagnuck| Hata

M3MEHEH- | 3amMeHeH- nosbix | @HHYMPO- | (crpanuu)B|  pokymeHTa OKYMEHTA

HbIX HbIX BaHHBIX | nokymeHTe AOKY
v narta

1 Bce PYCB.13-21 30.07.21
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