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AHHOTALUA

HacTtosawmn [OOKyMeHT ABMSIeTCA BTOPOM YacTblo PYKOBOACTBA ajMUHUCTpaTopa
ornepauuoHHOW CcuUCTeMbl cneumanbHOro HasHadveHusa «Astra Linux Special Edition»
PYCB.10015-01 (ganee no tekcty — OC).

B gokymeHTe npuBeneHo onucanune s3awmweHHon CYB[, peannsoBaHHoM nyTem gopa-
6oTkn CYB[] PostgreSQL Bepcum 11 B yacTu peanvsaumm MaHgaTHOro yrnpasneHust 4OCTYMNOM.

OcHoBHble cBeleH1s1 N0 CUHTaKCcUCy s3blka 3anpocoB SQL, nogaepXuBaemMbiM TUNam
AaHHbIX, BCTPOEHHbIM (PYyHKUMAM, YCTaHOBKE N HacTponke cepBepa CYB[], a Takke co3gaHuio
OTKa30yCTOMYMBbLIX PELLEHN NPUBEAEHbI B odomumanbHon gokymeHTaumm PostgreSQL, koTopas
AOCTyNHa Ha MHOPMaLMOHHOM pecypce U3rotoButena wiki.astralinux. ru. [lJononHUTENbHO
ocobeHHoCTU ucnonb3oBaHusa PostgreSQL getanbHO onucaHbl B oouumnanibHON AOKYMEHTauuu,
NnocTaBnsieMon B COCTaBe NakeTe postgresgl-doc-x. X.

[loKyMeHT npegHasHayeH Ans agMUHUCTPATOPOB M pa3paboTymkoB 6a3 AaHHbIX.


wiki.astralinux.ru
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1. SALLWLLIEHHAA CUCTEMA YIMNPABJIEHUA BA3AMU OAHHbIX

1.1. HasHauyeHuUe

B kavectBe 3awmuweHHon CYB[ B coctaBe OC ucnonb3yetca CYB[ PostgreSQL, gopa-
OoTaHHasa B COOTBETCTBMM C TpeboBaHueM nHterpauumn ¢ OC B 4YacTM MaHOATHOrO ynpasneHus
AOCTYNOM K MHbopmauum n cogepxailan peanusauuio AlN-mogenn ynpaeneHmss 4OCTYNOM U
MHoOpMaLMOHHbIMKN noTokaMu. [laHHasa [Al-mogenb onucbiBaeT BCe acnekTbl AUCKPELMOHHO-
ro, MaH4aTHOrO U POSIEBOrO ynpaBreHnsa OCTYNoM ¢ y4eTom 6e30nacHOCTU MHPOPMALMOHHbIX
NOTOKOB.

CYB[ PostgreSQL npegHasHayeHa anga co3gaHus v ynpasneHns pensumoHHbiMn B n
npegocTaBnseT MHOronosIb30BaTENbCKUI AOCTYN K PACMONOXEHHbIM B HUX AaHHbLIM.

[aHHble B pensumoHHon B[l xpaHaTcs B OTHOLWEHMSX (Tabnuuax), COCTOAWMX U3 CTPOK U
ctonbuos. NMpy 3TOM eanHULEN XpaHEeHUS U O0CTYNa K JaHHbIM SIBNSIETCA CTPOKa, CocTosILas u3a
noneu, naeHTMnuMpyemMblix MMeHamm ctonbuos. Kpome Tabnuy, cywecTByoT gpyrne o0bekTbl
B[ (Buabl, Nnpoueaypbl U T.M.), KOTOpble NPEaOCTaBMAT AOCTYMN K AAHHbIM, XPaHALWMMCA B
Tabnuuax.

Ona pabotel CYBM Ha gucke Bbigensetcs obnactb ana xpaHeHuna B, HasbiBaemasd
«knactepom Bll». Knactep B[] siBnsetca HaGopom B[], ynpaBnsembix OgHMM 3K3eMMNsapom
cepBepa CYB[l. Hactponka paboTbl oTaensHoro ak3emnnspa cepsepa CYB[] Takke onpeaensaetcs
B pamKax Krnacrtepa COOTBETCTBYHLMMM KOHUTYPaALNOHHBIMI hannamu.

KoppekTHasa pabota ¢ CYB[] npegnonaraet ncnonb3oBaHne mexaHnama EMM.
1.2. CocTaB

CYB[] PostgreSQL cocTtounT 13 cnegyowmx KOMNOHEHTOB:

- postgresqgl — cepBuCHasa cnyxba, peanusyowas HenocpeacTBeHHo cepeep bl;

- libpg — KnuneHTCcKas 6ubnunoteka, npegocrtaensatowas goctyn K cepsepy CYBL;

- Habop cepBeEpPHbIX YTUNUT N4 yrnpasneHna paboTon cepBepa 1 co3gaHus Knactepos

BL;

- Habop KNUEeHTCKMX YTUNUT AN4a co3gaHus n ynpasnenus bBl.

[ns eanHoobpasHoro ynpaesneHna knacrepamu b1, yHKUMOHUPYOLWMMKU Nog ynpasne-
Huem pasHbix Bepcun CYB[], B coctaB OC Bxoant Habop MHCTPYMEHTOB aaMUHUCTPUPOBAHMUS
postgresqgl-common, BKNOYaLWmM B cebsa cneayrowime nakeTbl:

- postgresgl — MeTanakert, ycTaHaBnMBarLwmim OCHOBHY0 Bepcuto CYB[;

- postgresqgl_x.x — METanakert, ycTaHaBMMBalLWMIA KOHKPETHYO Bepcuto CYB[;

- postgresgl-client — MeTanakert, yCTaHaBNMBAKOLLNA OCHOBHYH BEPCUIO KITMEHTCKMX

ytunut CYB[;
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- postgresgl-client_x.x — MeTanakeT, yCTaHaBMMBAOLWNN KOHKPETHYIO BEPCUIO

KnueHTckux ytunut CYB[;

- postgresgl-contrib — MeTanakeT, ycTaHaBNMBaloLWmMn OCHOBHYO BEPCUIO MOAynen

pacwupenus CYB[;

- postgresgl-contrib_x.x — MeTanakert, yCTaHaBNMBaKOLLMA KOHKPETHYO BEPCUIO

mogynen pacwuperHna CYB[;

- postgresgl-doc_x.x — MeTanakeT, yCTaHaBNMUBaKLWMA KOHKPETHYIO BEPCUIO JOKY-

meHTauum CYB[;

- postgresgl-common — UHCTPYMEHTbI yrpaBreHus knactepamu b[;

BHUMAHUE! B panbHenwem HacTosiTenbHO pekomeHayetca ynpasnate CYBL ¢ no-
MOLLbIO MHCTPYMEHTOB ynpasrneHusi knactepamu B[ (cm. [1.5)), npenoctaensiembimmn OC, a He
HenocpeacTBeHHO yTunutamu CYB[.

BHUMAHMUE! B coctas CYB[] Bxoaut Habop moaynen paclumpeHnusi, gobaensarowmx
HOBblE TUNbI AAHHbIX, BUBNMOTEKN OYHKUUIN, MHCTPYMEHTbI aAMUHUCTPUPOBaHNS U pa3paboTKku.
Moaynu, npeaHasHavyeHHble ANs agMUHUCTPUPOBAHKS U pa3paboTkuy, BKNOYas CpeacTBa OTnagku
XpaHUMbIX Npoueayp, UccrnegoBaHna CTpaHuL AaHHbIX, MIBMEHEHNS KOHOUIYpaLMNOHHbBIX dannoB
W OOCTyNa K BHELHWM AaHHbIM, HE OOSMKHbI ObITh YCTAaHOBMEHbI B AENCTBYIOLLMX CUCTEMAX, UM
AOCTYN K HUM HENPUBUIIUIMPOBAHHbLIM NOMb30BaTENsIM AOSMKEH OblTb OrpaHuUyeH.

B coctaB OC BxoguT rpacdmyeckas ytunurta pgadmin3, npeaHasHadeHHasa anst agMuHu-
ctpupoBaHus bl CYB[ PostgreSQL, Bkroyas ynpasneHve MaHgaTHbIM ynpasrneHuem LOCTYnom
K obbekTam b[.

1.2.1. lononHUTeNnbHO NocTaBnsieMble MoAaynu

Cnuncok OononHUTENbHO NOCTaBNsieMbIX MoAyNen NnpMBeaeH B Tabnuue

Tabnuuya 1
Mogynb Onucanne
adminpack DYHKUMM agMUHUCTPUPOBAHMS
auth_delay MNo3BonsieT ycraHaBsnueaTb nay3bl MeXay ayTeHTUdmKaumsamMm norbL3osa-
Tenen
auto_explain DyHKUMM Ana aBToMaTnyeckoro EXPLAIN 3anpocoB
btree_gin OnepatopHbin knacc GIN
btree_gist MHpoekcHbI onepatopHbin knacc GiST
chkpass Twvn gaHHbIX 4N9 XpaHeHUa 3alngpoBaHHbIX napornemn
citext CTpOKOBbIV TN AaHHbIX, HEYYBCTBUTENbHbIW K pEerncTpy
cube Tvn MHoromepHoro ky6a
dblink ®PyKkHUMKM ONA NOAKMYeHNs K ApyrM 6asam JaHHbIX U3 TeKyLLen ceccum
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lNpodomxeHue mabnuup! 1

Mogaynb

OnuncaHue

dict_int

I'Ipwmep peannsaunmn pacmpdaemoro wabnoHa crnoBapd ansd rnosfiHoTekK-
CTOBOIO NMOUCKa

dict_xsyn

MpuMep peanusaumm pacluMpseMoro WabnoHa crnosapst CUHOHMMOB Ans
MOMHOTEKCTOBOTO MoMcKa

dummy_seclabel

Hpmmep peann3auun noctaBsLllmKa METOK A4 ob6bekToB 6a3 AaHHbIX

earthdistance DYHKUMKM ONs pacyeTa pacCTosHUSA MeXay ABYMS TOMKaMu 3eMHOWN Mo-
BEPXHOCTH

file_ fdw OGepTKa BHELWHUX AaHHbIX (FOREIGN DATA WRAPPER) ans dannos

fuzzystrmatch PyHKUMN NEKCUYECKOTO CPaBHEHUSA CTPOK

hstore Tvn gaHHbIX ANS XpaHEeHUs nap Knoy-3HavyeHne

intagg Arperupytowime yHkummM ansa uenoro (integer) M nNepeyvncnsaemMoro
(enum) TMNOB AaHHbIX

intarray ®PyHKUMM 1 onepaTopbl Ans paboTbl C HENYCTbIMU MaccuBaMm LEenbIX
yncen

isn Tun gaHHbIX ANs XpaHeHUsa 3Ha4YeHUI PasnNUYHbIX MEXOYHAPOOHbIX CTaH-
AapToB

lo PyHKUMM ans ynpaeneHns 6onbwnmm odobektamn (LARGE OBJECT)

ltree Tvn gaHHbIX, NO3BONAOLLMIA XPaHUTb METKM OOBEKTOB B BUAE MepapxXu-
YEeCKOW CTPYKTYpbl AaHHbIX Hanogobve gepesa

orafce OyHkumm ana murpaumm ¢ CYB/[ Oracle Ha PostgreSQL

pageinspect PyHKUMM ANSA nonyyYeHus MHopMaLuumn o cogepXaHum cTpanul B 6a3ax
OaHHbIX

passwordcheck lMo3BonsieT NpoBepsiTb NOMNb30BaTENbLCKME NAPONN, yCTaHaBnMBaeMble

KomMaHgamun ALTER ROLE u CREATE ROLE Ha MpOCTOTY

pg_buffercache

®yHKUMM ONs Nony4YeHus TekyLlen nHopmauum o pasaensieMoM Kelle

pg_freespacemap

®yHKUMM 4Na NonyYeHus Hopmaummn o cBo6oAHOM NPOCTPaHCTBE OT-
HOLLEeHMS

Pg_prewarm

q)yHKLI,I/II/I OnaA 3arpy3kun BCero oTHoWeHnA B NaMATb

pgrowlocks

DyHKUMM ansa nonydeHnst nHdpopmMaumm o0 6r10KMPOBKaxX OTHOLLIEHWMN

pg_stat_statements

®yHKUMM ANs NonyyYeHns nHdopmauum o CTaTUCTUKE UCTIONTHEHUS 3anpo-
COB cepBepa

pgstattuple PYHKLMN NS NONyYeHUst pasnmnyHon HopMaunm o CTaTUCTUKE 3anucei
pg_trgm PyHKUMM ONSA cpaBHEHUS TEKCTa

pldebugger DyHKUMM ONa oTNagkM 3anpocoB, HanuMcaHHbIX Ha pl/psql

plproxy A3blk ANs yganeHHoro Bbi3oBa (pyHKUMIA Ha cepBepax 6a3 AaHHbIX

postgres_fdw

BHewHss obepTka AaHHbIX FOREIGN DATA WRAPPER ans PostgreSQL

seg

Twun gaHHbIX ona npencraBneHna nHTepeasioB TOYEK

smlar

CDyHKU,VII/I anga onpegeneHnda ngeHTN4YHOCTU MacCcunBoB

spi

Mpumepbl oyHKLMIA SPI
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OkoHyaHue mabnuusi 1

Mogaynb Onwncanune

sslinfo DyHKUMM ansa nonydeHns nHgopmMaumm o SSL cepTudukarax

tablefunc dyHKUMK, BO3BpaLLatoLne Tabnuupl

tcn TpurrepHble hyHKUMN, BbiCbINaloLLmMe aCUHXPOHHbIE COOOLLEHUS cryLla-
Tenam

test_decoding Mpumep nNnarvHa NorM4eckoro AeKoanpoBaHUs

test_parser Mpumep napcepa Anst NONIHOTEKCTOBOrO Noucka

test_shm mg Mpumep ncnonb3oBaHUa QUHAMUYECKN pa3nensaeMon namsT ons Cos-
MECTHOrO MCMoNb30BaHNSA CepBepPOB

tsearch? ®PyHKUMM NONHOTEKCTOBOrO Nnomncka

unaccent ®PyHKLMM NONMHOTEKCTOBOrO MOMCKa, yaansoLwme Bce ANaKpUTUYecKne
3HaKmM

uuid-ossp PyHKUMM AN reHepaummn YHUKanbHbIX naeHTudukatopos (UUID)

xml2 dyHkumm ansa pabotel ¢ XPath n XSLT

MpumeyaHunsa:

PacwmpeHne smlar cogepXuntcs B nakete postgresql-11.x-smlar.
PacwmpeHne orafce cogepxuTcs B NakeTe postgresql-11.x-orafce.
PacwupeHne pldebugger coOepXUTCA B NakeTe postgresqgl-11.x-pldebugger.
HononHuTtenbHo noctaensetca nogaepxka 1C B nakeTe postgresqgl-contrib-11.x.

PaclwmpeHne plproxy COOEpPXUTCA B NakeTe postgresqgl-11.x-plproxy.

2B o

Bce ocTanbHble paclumpeHus cogepaTcd B Nakete postgresqgl-contrib-11.x.
1.3. HacTponka

Hactpoika cepepa CYB[] ocyLiecTBnsieTca yCTaHOBKOW NapamMeTpoB B KOHpurypauu-
OHHOM (panne postgresql.conf. B gononHeHne K ¢anny postgresql.conf B PostgreSQL
ncnonb3yeTcs elle ABa KOHUrypauMOHHbIX dharna, KOTOpble KOHTPONUPYKT ayTeHTuduKa-
uuo knneHTa. Mo ymonyaHuio Bce 3TU Tpu dharna HaxoaATCsl B Katanore AaHHbIX Kna-
ctepa B[] wnn B COOTBETCTBYIOLEM KracTepy KOHMUrypauuoHHOM KaTarnore, Hanpumep
/etc/postgresql/x.x/main. 3a pacrnonoXeHne ykasaHHbIX hansioB OTBeYaloT KoHGUrypaum-
OHHble NapaMeTpbl, NpMBeaeHHbIe B Tabnuue

MpunmeyaHwue. Hekotopble cnocobbl ncnonbsosaHus CYB[ (Hanpumep, opraHnsauus
cepBepa ans 1C) moryT TpeboBaTb fononHUTENLHON HacTponkn cepsepa CYBL n OC.

MpumeyvyaHune. OCOBEHHOCTN HACTPONKN ayTeHTUdMKaunn ans paboTbl B TEKyLLEN

OC npuBegeHbl B (1.4,
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MapameTp

OnucaHue

data_directory

OnpepnensieT katanor Ans XpaHeHUs OaHHbIX

config file

Onpepnenser OCHOBHOW KOHUIypaLNOHHbIN dann cepBepa
(postgresqgl.conf). 3HayeHMe 9TOro napametrpa MoxeT ObiTb 3aja-
HO TONbKO B KOMaHAHOWN CTPOKe postgres

hba_file

Onpenendetr KOHUrypaumoHHbli hann gna ayteHTudukauum no yanam
(pg_hba.conf)

ident_ file

OnpepenseT koHUIypaumoHHbIA dbann gnga ayTeHTudukaumm no metony
ident (pg_ident.conf)

external_pid_ file

OnpepensietT UMsi 4OMOSHUTENBHOMO haina ¢ MaeHTUUKaTopoM rnpotiecca,
KOTOpbLIN cepBep co3aaeT As UCMONb3oBaHMS NporpaMMamMy aaMUHUCTPUPO-
BaHUS cepBepa

[Onsa HacTpownku

paboTbl cepBepa C MaHAaTHbIM YynpaBneHWeM [OCTYNOM Cylle-

CTBYET psd KOH(UrypaUMOHHbIX NapaMeTpoB, ykasblBaeMblX B KOHUrypauuoHHOM daine

postgresql.conf. OnucaHne napameTpoB npueegeHo B gokymeHTe PYCBE.10015-01 97 01-1

«OnepaunoHHasa cuctema cneymnanbHoro HasHadeHust «Astra Linux Special Edition». PykoBogcteo

no KC3. Yactb 1».

I'Ipvl MCMNofib3oBaHM OTHOCUTESIbHOIO NyTn And 3agaHuda 3HAYEHUN ATUX napameTpoB

nyTb OBy4eT oTcuMThIBaTLCS OT KaTtarora, B KOTOPOM 3anyLleH postgres.

3a ycTaHOBKY COeAMHEHMIA OTBEYAIOT KOH(UIypaLNOHHbIE NapaMeTphbl, NpMBeAeHHbIE B

Tabnuue [3|

Tabnunua 3

MapameTp

OnucaHwue

listen addresses

Onpegensier TCP/IP-agpeca, no KOTOpbiM cepBep OOS-
XeH oXunaaTb COeAUHEHUSA OT KIUEHTCKUX MPUNOXKEHUN.
3HayeHne opmupyeTca B BuOe MEPEYHH pasgerneH-
HbIX 3ansaTOM UMeEH y3rnoB u/unu yucnosbix |IP-agpecos.
CneumanbHbIi 3HAK * COOTBETCTBYET BCEM AOCTYMHbIM
IP-agpecam. Ecnn cnucok nycT, cepBep He CrywaeT Hu
oavH IP-nHtepdenc. B aTom crnyvae yctaHoBka coeguHe-
HUA C cepBepoM BO3MOXHA TONMbKO C MCMOMNb30BaHUEM
JomeHHbIx coketoB UNIX. Mo ymonyaHuio 3HadeHuem
napameTtpa sBndetcA localhost, KOTOpoe MO3BONS-
€T co3gaBaTb TONbKO nokarnbHble loopback-coeanHeHus.

BHUMAHME! B HacTosiLee Bpems OTCYTCTBYET NoAAEPXKKa
npotokona IPv6. 3agaBaemble B 3TOM NapamMeTpe agpeca
OOJSMKHbI COOTBETCTBOBATbL NpoToKkony IPv4
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OkoHyaHue mabnuusi 3

MapameTp Onuncanue

Onpenensaet TCP-nopT, Ha KOTOPOM CEPBEP AOIMKEH OXU-
AaTb COeAMHEHMNS OT KITMEHTCKUX NPUMOXeHW (No ymon4a-
port HUO — 5432). Cnegyet oTMETUTB, YTO ANs Beex IP-agpecos,
yKa3aHHbIX B listen_addresses (string), Ucnonbay-
eTCs OUH U TOT Xe nopT

Onpe/J,enﬂeT MaKCuMalibHoOe YMCIo OgHOBPEMEHHbIX coean-

max_connections .
- HeHul ¢ cepBepom CYB[]

OnpenensieT YACNo COEANHEHNI, 3ape3epBMPOBaHHbIX OIS

superuser_reserved_connections ;
noakrnoveHnst cynepnornbs3oBatenen PostgreSQL

Onpegenset rpynny, Bragewowy AOMEHHbIM COKETOM
UNIX. Brnagenbuem cokeTa Bcerga ABNSeTCS MOrib3oBa-
Tenb, 3anyckawLwmmn cepeep. Vicnonbayetcs B kOMOMHaLMK
C NapamMeTpoM unix_socket_permissions, Kak gonori-
HUTENbHbLIA MEXaHNU3M KOHTPONS AoCTyna Ansa COeanHEHUI
B gomeHe UNIX

unix_ socket_ group

OnpenensieT npaea goctyna ans gomeHHoro coketa UNIX.
[Ona npomeHHoro coketa UNIX nmeet 3HavyeHMe TOMbKO pas-
pelleHne Ha 3annchb, U cneaoBaTenbHO HET HE0BXOAUMOCTHU
yCTaHaBnuBaTb UMK yaanaTb paspeLlleHne Ha YTEHNe unu
BbINonHeHne. [JaHHbIN MexaHU3M KOHTPOMS JoCcTyna He 3a-
BUCUT OT MEXaHM3ma ayTEeHTUPUKaL MM KNneHTa

unix_socket permissions

1.4. HacTtpouku ayteHTUpMKaumm

Mpwn nonbiTke coeanHeHust ¢ cepeepoM CYB[] KnneHTckoe NnpunoxeHue ykasbliBaeT Norb-
3oBaTtensa CYB[] PostgreSQL, oT MMeHM KOTOPOro ocyulecTBnaeTcsa nogknoveHne. B npegenax
okpy>xeHusa SQL aktmuBHoe nmsa nonb3osartena CYB[ onpenensaet npaea Ha o6bekTbl B/.

PostgreSQL npeanaraeT HECKONbKO pasfvyHbiX METOAOB ayTEHTUMUKALUKN KITUEHTa.
MeTog, ncnonb3yemMbln Ansi ayTeHTUMPUKaLMM KOHKPETHOIO KITMEHTCKOrO COEANHEHUS, MOXET OblITb
BblGpaH Ha OCHOBEe afgpeca y3na ceTu KnuenTa, bl n nonb3oBatens.

HecmoTtps Ha TO, 4TO nmeHa nonb3oBatenen CYB[ PostgreSQL nornyeckn otaeneHsbl
oT umeH none3osatenen OC, B KOTOPON 3anyLleH cepBep, B COOTBETCTBUN C TpeboBaHMAMM MO
3awuTe uHdopmaumm ot HCL tpebyetcs conoctasneHune nonb3oBatenen CYB[ nonb3oBatensam
OC. Takum obpasom, Npu HacTporke ayteHTupmkaumm B CYB[] cneayeT ncnonb3oBaTb TONbKO
MeToabl ayTEHTUMKALNN, B KOTOPbIX OCYLLECTBseTCs nogobHoe conoctasneHune. Ons apyrmux
nonb3oBaTenen oCyLecTBSeTcs AOCTYN TOMNbKO K He3aLlMLLEeHHOW NHopMaLmn.

BHUMAHMUE! [1ns obecneyeHns HopmanbHon paboTbl NoNb3oBaTens ¢ cetTeBbIMU CEPBU-
caMu JOMKHbl BbiTb ABHO 3a4aHbl Anana3oHbl ero MaH4aTHbIX YPOBHEN M KaTeropuin ¢ NOMOLLbIO
COOTBETCTBYHOLLMX YTUMNUT, JaXe ecrnn eMy He JOCTYMHbI YPOBHU U KaTteropuu Bbiwe O.

[ns KoppekTHoro ¢yHKLMOHMPOBaAHUS aBTOpU3auMmM HeobxooumMo Mornb3oBaTtento, oT
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kotoporo pabotaetr CYB/[ PostgreSQL (no ymonyaHunioo — postgres), NpegocTaBuTb Npasa Ha
YyTeHne nHpopmauun u3 bl nonb3oBatenen n ceegeHMn o MeTkax 6e3onacHOCTN N NPUBUNENUSX:
usermod -a -G shadow postgres

setfacl -d -m u:postgres:r /etc/parsec/macdb

setfacl -R -m u:postgres:r /etc/parsec/macdb

setfacl -m u:postgres:rx /etc/parsec/macdb

setfacl -d -m u:postgres:r /etc/parsec/capdb

setfacl -R -m u:postgres:r /etc/parsec/capdb

setfacl -m u:postgres:rx /etc/parsec/capdb

1.4.1. Ucnonb3oBaHue PAM ayTeHTUMKaLun

Ansa Hactponkn PAM B PostgreSQL Heobxoaumo co3gaTh NoKanbHble YYeTHble 3anmncu
nonb3oBaresnien 1 HasHa4YNTb UM MUHUMAsbHbIE N MakCUMaribHbIe YPOBHU KOHOUAEHLNANLHOCTH
n kateropumn KkoHuageHumnaneHocTU. B napameTtpe KoHduUrypaummn pg_hba.conf Heobxoanmo
yKkasaTb TpebyeMbli MeToq ayTeHTUrKaumm B nocnegHem cronbue, Hanpumep:
host all all 0.0.0.0/0 pam

1.4.2. \cnonb3oBaHue CKBO3HOM ayTeHTucukauum B EMM

[nsa obecnedyeHnsa ckBo3HOM ayTeHTMdMKaumm nonb3osatenen ENMM (cM. OOKYMeHT
PYCB.10015-01 95 01-1«OnepaunoHHas cuctema crneumanbHoro HasHadeHusi «Astra Linux
Special Edition». PykoBoactBo agmuHucTpatopa. Yactb 1») B CYB[ Heobxoommo B kavecTBe
MeToda ayTeHTUdMKaLUN yKkasaTb gss M NPOBECTM COOTBETCTBYIOLLYIO HACTPOMKY cepBepa U
knneHta CYB[ PostgreSQL.

Onsa pa6botel CYB[ PostgreSQL B ElNIM HeobxoamMmo BbINONHEHWE CneayoLwmx YCroBU:

1) HanuMumMe B cucTeMax, Ha KOTOpPbIX (PYHKUMOHMPYHOT cepBep M knuneHTbl CYB[]

PostgreSQL, yctaHoBneHHoro naketa knmeHta ALD — ald-client;

2) paspelueHne MMeH OOMKHO ObITb HACTPOEHO TakuM 06pa3om, YTOObl UMSA CUCTEMbI pas-

peLuanock, B NepBYO o4yepeab, Kak NofHoe UMs (HanpuMmep, myserver .example. ru);

3) knmeHT ALD gomkeH GbiTb HACTPOEH Ha ucnonb3yembin ALD gomeH.

[nsa npoBegeHust onepaumin no Hactponke ALD n agmuHucTpmpoBaHuio Kerberos Heobxo-
OMMO 3HaHue naponen agMmuHuctpatopos ALD u Kerberos.

1.4.2.1. CepBep

[na obecneyennsa cosmecTtHom paboTbl cepepa CYB[ PostgreSQL ¢ ALD Heobxoaumo,
4yT06bI cepBep CYB[ PostgreSQL dyHKLMOHMpoBan kak cepuc Kerberos. BeinonHeHne gaHHOro
ycnosus Tpebyet Hannuna B B[] Kerberos npuHumnana gna cepsepa CYB[] PostgreSQL, nms
KOTOpOro 3agaetcs B oopmare:

servicename/hostname@realm

roe UMsa cepBuca servicename COOTBETCTBYET UMEHU y‘-IeTHOﬁ 3arnncu norsb3oBartersd, OT KO-
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Topon ocyuwiecTensieTcss yHKunoHnpoBaHue cepeepa CYB[L PostgreSQL (no ymonuaHuio —
postgres), K ykasblBaeTcs B KOHpUrypaumoHHom damnne cepsepa PostgreSQL kak 3HavyeHune
napameTtpa krb_srvname. B kayecTBe 3Ha4yeHNs hostname yKasblBaeTCsl NOSIHOE JOMEHHOEe
NMSI CUCTEMbI, Ha KOTopon doyHKUMoHupyeT cepBep CYB[ PostgreSQL, a B kayecTBe 3Ha4yeHus
realm — umsa gomeHa ALD.

CywecTtByeT ABa BapuaHTa HacTpounku pabotbl cepsepa CYB[ PostgreSQL ¢ ALD:

1) BCe knactepa ncnonbayT oanH npuHuunan Kerberos;

2) knacTepa Mcnonb3ykT pasHble npuumnansl Kerberos.

[na HacTporiku cepsepa CYB[ nepBbiM cnoco6oM HEOBXOANMO BbINONHUTE CreayoLlme
nencTeus:

1) cosgatb B B[] ALD ¢ nomowbio yTunuTel agMmuHucTpmposanus ALD npuHuunana,

COOTBETCTBYOLLEro ycTaHaBnmeaemomy cepepy PostgreSQL. MNpuHumnan co3gaetca ¢

aBTOMaTUYECKN CreHEePUPOBaHHbLIM CrlyYanHbIM KIHOYOM:

ald-admin service-add postgres/server.my_domain.org

2) BBECTWM CO34aHHOro NpuHUMnana B rpynny CEpBUCOB mac, UCMOMb3ysa crneayroLlyro

KOMaHAy:

ald-admin sgroup-svc-add postgres/server.my domain.org --sgroup=mac

3) cospatb chann knoyva Kerberos ansa cepesepa CYB[ PostgreSQL ¢ nomoLybio yTUnnThbl

agmuHuctpupoBaHus ALD ald-client, UCNOMb3ys Cnegyowyo KOMaHay:

ald-client update-svc-keytab postgres/server.my domain.org

—-—ktfile="/etc/postgresqgl-common/krb5.keytab"

MpaBa gocTtyna K aTomy danny AoSKHbI NO3BOSIATE YATaTb €ro Nosib3oBaTento, oT UMe-

HW KoToporo paboTtaeT cepsep CYB[ PostgreSQL (kak npasuso, Brnagenbuem ganna

Ha3Ha4yaeTcs nosnb3oBaTeNlb postgres);

4) cmMeHuTb BragenbLa, NofyyYeHHOro Ha npegbiayliem ware, dpanna krb5. keytab Ha

nonb3oBaTensa postgres, BbIMNOMHUB CIeAYOLLY0 KOMaH4y:

chown postgres /etc/postgresqgl-common/krb5.keytab

5) ykasaTb AN BHELLUHUX COeOVMHEHUN B KOHGUrypaumoHHom canne cepsepa CYB[]

PostgreSQL /etc/postgresql/x.x/main/pg_hba.conf MeToa ayTeHTudmkaumm

gss.

host all all 192.168.32.0/24 gss

[nsa HacTtpowikn cepepa CYB[] BTopbiM cnocob6om He06X0AMMO BbINOMAHUTL CreayoLlme
nencTeus:

1) cosgatb B B[] ALD ¢ nomoLubto yTunutbl agMmuHucTpuposaHna ALD npuHumnana gns

knactepa CYB[. MpuHumMnan co3gaeTcs ¢ aBToMaTUYeCKn CreHepUpOBaHHbIM CITyYanHbIM

KITHO4YOM:

ald-admin service-add umsa_npuHnunana/server.my_domain.org
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2) BBECTWM CO34aHHOINO MpuHUMNana B rpynny CEPBUCOB mac, UCMOMb3ysa cneayroLlyro

KOMaHAay:

ald-admin sgroup-svc-add umsi_npuHLunana/server.my_domain.org —--sgroup=mac

3) cospnaTtb pann kntoda Kerberos ona cepsepa CYB[ PostgreSQL ¢ nomoubo ytunum-

Tbl agMuHucTpmpoBaHna ALD ald-client, MCnonb3ysa cnegyowyo KomaHay (npumep

npuBeaeH ons knactepa b no ymonyaHuio):

ald-client update-svc-keytab wuma npunnunana/server.my_domain.org

-—ktfile="/etc/postgresql/l11l/main/krb5.keytab"

MonyyeHHbIN dhann gormkeH ObiTb goctyneH cepsepy CYB[ PostgreSQL no nytwn, yka-

3aHHOMY B KOH(pUIypauUmMOHHOM nNapamMmeTpe krb_server keyfile (B JaHHOM cnyyae —

/etc/postgresgl/11/main/krb5. keytab). NpaBa gocrtyna k atoMmy darnny OOmK-

Hbl MO3BOMATL YMTATb €ro Nosib3oBaTesto, OT UMeHN koToporo paboTaeT cepeep CYB[

PostgreSQL (kak npasurno, Brnagensuem danna HasHavyaeTcs nonb3oBaTteSlb postgres);

4) cmMeHuTb BragenbLa, NofyyYeHHOro Ha npegbiayLiem ware, dpanna krb5. keytab Ha

nonb3oBaTens postgres, BbINOMHUB CeayOLLYH0 KOMaHAy:

chown postgres /etc/postgresqgl/ll/main/krb5.keytab

5) 3apaTb B  KOHurypaumoHHom  danne cepepa CYBL  PostgreSQL

/etc/postgresqgl/ll/main/postgresqgl.conf nyTb K knwo4vy cepBepa CYB[

PostgreSQL.:

krb_server keyfile = ’/etc/postgresql/ll/main/krb5.keytab’

6) ykasaTb ANs BHELWHUX cOoeguMHEHUN B KOHdUrypaunoHHom channe cepsepa CYB[]

PostgreSQL /etc/postgreslq/x.x/main/pg_hba.conf MeToa ayTeHTMdmkaumm

gss.

host all all 192.168.32.0/24 gss

MpumeyvaHue. [Ina nogknodenna k cepeepy CYB[, ma npuHumnana Kotoporo oTnu-
YaeTcs OT MMEHU NpuHuMnana no ymonyaHui (postgres), UCNOMb3yeTca creayolas KomaHaa:
psql "dbname=db user=dbuser password=password host=astra.test.ru port=port
krbsrvname=umsa_npuHnunana"

1.4.2.2. Knnenr

O6Lwme ycnosus, Npu KOTOpbIX obecnevymBaeTcs COBMECTHOE PYHKLMOHMPOBAHME KIn-
eHToB CYB[] PostgreSQL c ALD, cm. B[1.4.2] Kpome Toro, cepep CYB[] PostgreSQL aormkeH
ObITb TakkKe HAaCTPOEH COOTBETCTBYOLMM 0Bpa3om (cm. [1.4.2.1). [Ana HacTponkn knueHTa CYB[
PostgreSQL Heobxoanmo:

1) cosgatb B B[] ALD y4yeTHyto 3anucb nonb3oBartend, 3apernctpuposaHHoro B CYB[]

PostgreSQL (Hanpumep, pgusername). [lononHuTeneHasa MHopmaums npmeeaeHa B

pykosoacTee man Ha ALD;

2) 3agaTb B Ka4ecTBe 3HaA4YeHUs1 napamMmeTpa coeguHeHns krbsrvname MMsI cepBuca
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servicename, UCMOMb3yemMoe Npu co3gaHmm npuHumnana cepsepa CYB[ PostgreSQL.
Mmsa npuHumnana cepeepa CYB[] PostgreSQL 3agaetcs B hopmarte:
servicename/hostname@realm

roe servicename — 0ObIMHO UMSA ydeTHOW 3anucu cepsepa CYBL PostgreSQL, uc-
nonb3yemMoe npu cosgaHum npuHuunana cepsepa CYB/[ PostgreSQL (no ymonyanuio —
postgres), a hostname — NOMHOE JOMEHHOE UMSI CUCTEMbI, HA KOTOPOW (PYHKLNOHMPY-
eT cepBep CYB/[] PostgreSQL.

1.5. YnpaBneHue knactepamu CYB[]

HecmoTps Ha BO3MOXHOCTb ynpasneHusi cepeepamu CYB[] ¢ NOMOLLbIO WITATHbLIX YyTUIUT
PostgreSQL, HacTosTeNbHO pekoMeHayeTCs UCnonb3oBaTb Afs 3Toro nocrasnsemsimm ¢ OC
WMHCTPYMeHTbI ynpasneHuna knactrepamu CYB[ PostgreSQL. [laHHble yTunuThl BXOAAT B COCTaB Na-
KeTa postgresqgl-common W NPeACTaBnsaoT COBON CKPUMTLI, OCYLLLECTBSAIOLME BbI30B LUTATHLIX
yTunut PostgreSQL, Ho ¢ yyeTtom cneundpmkn OC 1 BO3MOXHOCTM OAHOBPEMEHHOIO ynpaBrneHns
Knactepamu pasHbix Bepcun CYB[.

[aHHble yTUNMTbI NO3BOMNSAOT CO34aTb HECKOSBKO 3K3EMMNIISIPOB KNacTepoB pasHbIX Bep-
CUN ¢ cOBCTBEHHBIMU KOH(UIYpaUMOHHbIMU hannamu. [NpaBkon KOHUrypauMoHHbIX dhannos
Knacrtepa MOXHO ykasaTb nopT, IP-agpeca, kotopble 6yaeTt cnywarb knactep 1 T.A4.

K onuceiBaeMbiM yTUIMTamM OTHOCATCS:

- pg_createcluster — yTunuTa no cosgaHuto HoBoro knactepa (cm. [1.5.1));

pg_ctlcluster — yTunuTa no ynpaeneHuto knactepom (cm. [1.5.2);

- pg_dropcluster — yTunuTa no yaaneHuto knactepa (cm. [1.5.3);
- pg_lsclusters — yTunuTa no NPOCMOTPY COCTOSIHUIA CYLLECTBYHOLLMX KacTepoB
(cm. [1.5.4);
- pg_upgradecluster — yTunuTa no obHoBneHuo knactepa (cm. (1.5.5)).
YTUnuTbl UICNONb3YT eAnHbIN hopMaT BbI30Ba CrieayoLwero suaa:
pPg_<uMsa YTHIJIIHUTH> [ONUMM] BepcHUA-KJlacTepa HUMsA-KJlacTepa <OencrBue>
B 3aBMCUMMOCTM OT Ha3HaA4YeHUSA YTUNNTbI HEKOTOPbIE 3NIEMEHTbLI KOMAaH4HOW CTPOKK BbI30Ba MOryT
OTCYTCTBOBaTb.
O6wwmin nogxon 3aknyaeTcs B hmnanyeckomMm pasHeceHnn darnnoB pasHbIX KnacTepos B
npegenax annoson cuctembl. Kak npaBumio, NCNonb3yTca cneayroliee pacrnonoxeHune:
- /usr/lib/postgresql/Bepcusa-CYBI/ — 3arpyxaemble moaynu CYB[] onpenenex-
HOW BEPCUU;
- /usr/share/postgresql/sepcusa-CYB]I/ — pasaensemble dannsl CYB[ onpene-
neHHoWn Bepcuu;
- /etc/postgresql/Bepcusi-knacrepa/umMsi-kuacrepa — KOH(UrypaunoHHble

drannbl KOHKPETHOIO KracTepa;
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- /var/lib/postgresql/Bepcusi-knacrepa/uMsi-Kiacrepa — HENOCPeaCTBEHHO
KaTanor JaHHbIX KOHKPETHOro Kracrtepa.
[anee npuBegeHo onucaHue NCNONb30BaHWS NepevmcneHHblx yTunuT. bonee nogpobHas

MHdopMaLna MOXET BbITb HangeHa B PyKOBOLACTBE man 4SS KaXO0W U3 YyTUMNT.

1.5.1. Co3paHue Knacrtepa - pg_createcluster

[Ona co3gaHna knactepa CYB[ npumeHsieTca ytunuta pg_createcluster. YTunura
NPUHMMAaET B KayecTBe apryMeHTOB Bepcuto U uma Tpebyemoro knactepa. Npu atom cosga-
eTCs KrnacTep C HacTpomkammn nNo ymon4yaHuto. B koHe4yHoM c4yeTe Bbi3biBaeTcs ytunuta CYB[
PostgreSQL initdb, koTopon nepegatotcs npuHaTble B OC pacnonoxeHus annos n TekyLime
3Ha4yeHus nokanu. CylecTByeT BO3MOXHOCTb N3MEHEHNS NOBEAEHNSA N0 YMOMYaHMIO C MOMOLLbIO
onumn.

dopmart BbI30OBa:
pg_createcluster [onuuu] Bepcusa-kjlacTepa uMsa-KJacTepa [--port PORT]

Hanpumep, ans cosgaHusa knactepa main, pabotatowero Ha nopty 5433, ansa CYB[
PostgreSQL Bepcum 11 He0BX0ANMO BbLINONHUTD:

pg_createcluster 11 main --port 5433

1.5.2. YnpaBneHue Kknacrtepom - pg_ctlcluster

Ona ynpaeneHus knactepom CYB[ npumeHsaeTcsa ytunuta pg_ctlcluster. YTunura
NPUHUMAET B KayecTBe apryMeHTOB Bepcuto, UMsi TpebyemMoro knactepa v 0gHO U3 AeNCTBUMN:

- start — 3anyck aksemnnapa CYB[ ana ykasaHHoOro knacrepa;

- stop — ocTtaHoB 3k3emnnspa CYB/[ ons ykasaHHOro knacrepa;

- restart — nepesanyck aksemnnsapa CYB[ ansa ykasaHHoro knacrtepa;

- reload — NOBTOPHOE YTEHME KOH(UIYPaLMOHHBIX (0arfnoB yKkaszaHHOro KracTtepa cep-

Bepom CYB[;

- promote — cneuuanbHasi KOMaHga nepeBoda Pe3epBHOro cepBepa U3 COCTOAHUSA

BOCCTaHOBIEHUS B COCTOSIHME Mprema 3arnpocoB.

B koHeuyHOM cyeTe BbidbiBaeTcs ytunuta CYB[] PostgreSQL pg_ctl, KoTopon nepeaatoT-
cs npuHaTele B OC pacnonoxeHus cannos. CywecTByeT BO3MOXHOCTb U3BMEHEHUSI NOBEOEHUSA
Nno YMON4YaHMIO C MOMOLLLIO OMNLMNA.

dopmart BbI30OBa:
pg_ctlcluster [onumu] BepcusA-KJacTepa UMA-KJlacTepa OenucTBHe -- [onnuu pg_ctl]

Hanpumep, onsa nepesanycka knacrtepa main ans CYB[ PostgreSQL Bepcun 11 Heobxo-
ANMO BbIMOSTHUT:

pg_ctlcluster 11 main restart
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1.5.3. YnaneHune knacrtepa - pg_dropcluster

[nsa ynanenna knactepa CYB[ npumeHsetca ytunuta pg_dropcluster. YTunura npu-
HUMaeT B Ka4ecTBe apryMeHTOB Bepcuio U nms tpebyemoro knactepa. Npu atom ygansawoTcs
BCe (bannbl KnacTtepa. YkasaHue onuum —-stop NPMBOAUT K OcTaHOBKe cepBepa CYB/L nepen

yaaneHnem gannos Knacrtepa.

dopmart BbI30OBa:
pg_dropcluster [--stop] Bepcus-kjacTepa HMsA-KJacTepa

Hanpumep, anga yganeHus knactepa main ans CYB[ PostgreSQL Bepcun 11 Heobxoammo
BbINONMHUT:

pg_dropcluster 11 main

1.5.4. NMpocmoTp cocTosiHUe KnactepoB - pg_lsclusters
[nsa npocmoTpa CoCcTosiHUSA cyllecTByoWwmx knactepos CYB[ npumeHsieTca ytunmta

pg_lsclusters.
dopmar BbI30oBa:
pg_lsclusters
YTunuta BbIBOAUT CNUCOK CYLLECTBYHOLLMX KNAacTepoB B CrieayoLlemM Buae:
# pg_lsclusters
Ver Cluster Port Status Owner Data directory Log file

11 main 5432 online postgres /var/lib/postgresqgl/ll/main /var/log/...

1.5.5. O6HOBNEeHMe Knacrtepa - pg_upgradecluster

pg_upgradecluster OOHOBNSET cywecTByloWMn knactep PostgreSQL Ha HoByto Bep-
CUI0 KnacTepa, YkasaHHyl0 C NOMOLLbI0 NapamMeTpa newversion (N0 yMOMYaHUIO: NOCNeaHANA
AocTtynHasa Bepcust). KoHdurypaunoHHble doannbl KONMMPYKTCS CO CTaporo Knactepa Ha HOBbIN.

dopmart BbI3OBa:
/usr/bin/pg_upgradecluster [onuuu] crapas—-BepCHUs HMs-KJlacTepa

[HOBHM-KaTaJIOr — JAHHHX ]

BHUMAHUE! T[locne 3aBepleHus npouecca OBHOBMEHUST HeobXoaMMO yCTaHo-

BUTb NapameTp ac_auto_adjust_macs B 3HadyeHue false B KOHMUrypaunoHHOM cpaunne

postgresqgl.conf «HOBOro» Knacrepa.
1.6. OcobeHHOCTU ynpaBneHus pasrpaHuYeHMemM gocTtyna

Moapo6Hoe onvcaHve U paclunpeHns s3bika SQL ans ynpaBneHust MaHaaTHbIM yripasne-

HMem goctynom npmseaeHsl B gokymeHTe PYCB.10015-01 97 01-1.

1.6.1. MaHpaTHOe ynpaBrneHne OCTYNnom
B ocHoBe MexaHM3Ma MaHZaTHOro yrnpasreHus 4OCTYNOM NeXNUT ynpasneHne 4oCTyrnoMm

K 3alimaemMbliM pecypcam ED, Ha OCHOBE MepapxXxn4ecknx n Hemepapxmd4eCknx MeTokK gocrtyna.
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OTO NO3BOMSET peann3oBaTb MHOTOYPOBHEBYIO 3alUTy ¢ obecneyeHnemM pasrpaHmyeHns goctyna
nonb3oBaTteneun K 3awuuaemMboiMm pecypcam B[l n ynpaeneHue notokamun nHgpopmauuun. B ka-
4YecTBe MepapxmyecKknx U Hemepapxmyecknx MeTok goctyna npu ucnons3osaHun CYB B OC
ncnonbayTca MeTkn 6esonacHocTn OC.

[na xpaHeHnsa meTkn obbekTa B[] BBeaeHo cnyxebHoe none maclabel. [Npu co3gaHum
noboro obvekta b1, oH MapkupyeTca MmeTkon 6e3onacHOCTU Nonb3oBaTtens Tekywen ceccun b[.
B nanbHenwem no 3Ton MeTke NPOon3BOAUTCS pasrpaHnveHne A4OoCTyna K Co3gaHHOMY OOBLEKTY.

CYB[, PostgreSQL He umeet cOBCTBEHHOrO MexaHn3Ma Ha3HayYeHus, XpaHeHUst 1 Moau-

(bI/IKaLI,l/IM METOK Monb3oBaTenen u MCMosib3yeT AAd 3TOro MexaHm3msbl OC.

1.6.2. OrpaHu4eHns Npm UCNonb30BaHUM PONEBOro ynpasfieHUA AOCTYNOM

CYB[ PostgreSQL 6bina gopabotaHa gnga obecneyeHnsa cooTBeTCTBUA TpeboBaHMSAM
No 3awmTe UHOPMaUUN OT HECAHKLMOHUPOBAHHOIO Aoctyna. [pu peanusaunn HasBaHHbIX
TpeboBaHui Obina ycTaHoBNeHa HeobxoamMMocTb obecneveHnss COOTBETCTBUS NOMb30BaTemNemn
CYB[ yyeTHbIM 3anucam B OC.

BBeaeHbl 4ONONHUTENbHbIE NapamMeTpbl, OrpaHUyYMBaloLLIMe pacnpocTpaHeHue npas Oo-
ctyna (cm. PYCB.10015-01 97 01-1).

1.6.3. Oco6eHHOCTN OOHOBMEHMA KnacTepa Npu UCNoNb30BaHMU pg_upgrade

Pg_upgrade — WTaTHasa ytunuta no obHoBneHuto knactepoB PostgreSQL, Bxogswasa B
COCTaB nakeTa postgresql-contrib-11.x.

M3-3a pasnuuumn mogenen MaHgaTHOro ynpasrneHus 4oCTyrnoM npu BbINONIHEHMM OBHOB-
NeHnst C NOMOLLBIO pg_upgrade Ha Bepcuio 11 HeobBxoauMo BKOUNTL doriar aBToMaTU4eCcKoro
nogbemMa MeTkn 0e30rnacHOCTU KOHTENHEpPHbIX 06bekToB 6a3 JaHHbIX (MapamMeTp ac_alow_ -
auto_adjust_mac = on). [pu wratHon akcnnyataumm CYB[ aaHHbIM napameTp AomKeH ObiTb
OTKJTHOYEH.

[na obHoBNEHMA KnacTepa Co cnegywmmmn 0603HaYEHNSMN:

- NEW_VERSION — «HOBasi» BEpCUs Knacrepa;

- NEW_CLUSTER_NAME — UMS «HOBOIO» Knacrepa;

- OLD_BIN — nyTb K «CTAapOMy» KaTtanory ¢ ucnonHsaemoimu cpannamm PostgreSQL;

- NEW_BIN — nyTb K «KHOBOMY» KaTarnory ¢ ucnonHsemoiMmun pavnammu PostgreSQL;

- OLD_CONF — nyTb K KaTanory KoHurypaumoHHbIX pannoB «CTaporo» Krnacrepa;

- NEW_CONF — nyTb K Katanory KOHUrypaumoHHbIx ¢anmnoB «HOBOrO» Knacrepa;

- OLD_PORT — nopT «cTaporo» knactepa PostgreSQL;

- NEW_PORT — NOpT «HOBOro» knactepa PostgreSQL

npeaycMoTpeH Crieayowmnn TUNNYHLIN CLEHapUN:

1) cosgaTb HOBbIM KnacTep:
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$ sudo pg createcluster PG _NEW_VERSION PG NEW CLUSTER_ NAME

2) B KOHUrypaunoHHoOM panrne postgresqgl.conf HOBOro Krnacrepa ykasaTtb

ac_allow_auto_adjust_mac = on

3) ybeauTbCs, YTO «CTapbIny U «HOBbLINY» KacTepa BbIKIYeHbl. ECnn 3To He Tak, BbIKMo-

YNTb NX C MOMOLLbIO YTUNUTLI pg_ctlcluster;

4) ncnonb3ysa yTUNUTY pg_upgrade, BbIMOMHUTL NPOLECC NepeHoca AaHHbIX CO «CTa-

pOro» Ha «HOBbINY» KnacTtep (KomaHay HeOOXOAMMO BbINOMIHUTL OT UMEHW NONb3oBaTeNs

postgres):

$ /usr/lib/postgresql/11/bin/pg _upgrade -b PG_OLD_BIN -B

PG_NEW_BIN -d PG_OLD_CONF -D PG_NEW_CONF -p PG_OLD_PORT -P

PG_NEW_PORT}

BHUMAHUE! T[locne 3aBepweHuMsa npouecca OOBHOBMEHUsI HeobGXoAMMO YCTaHo-
BUTb NapameTp ac_auto_adjust_macs B 3HadeHue false B KOH(UrypaumoHHoM chawnne

postgresqgl.conf «HOBOro» Knacrepa.
1.7. CpeactBa agMMHUCTPUPOBAHNA U obecrnevyeHnss HageXxXHoOCTH

1.7.1. HacTtpouka pennukauum
Pennukaunsa — MexaHn3m CUHXPOHM3aUUN COAEPKMMOro HECKONbKUX KONUA 6a3 AaHHbIX.
PostgreSQL npegocrtaBnsieT HECKONbKO cnocoboB pensimkaunm KrnacTepos:
- nocpannoBaa — ocHoBaHa Ha nokoMaHgHoMm konnposaHum WAL-gannos (1.7.1.1));
- MOTOKOBasi — OCHOBaHa Ha TpaHcnuposaHun notoka WAL-dannos BegyLlero cepsepa
Ha Begombin (1.7.1.2);
- CNoTbl pennukauun — mogudukaums NoTOKOBOW pennmkaunm, No3Bonsaowas pennmum-
poBaTb COAEPXKMMOE OOHOro BeayLLero cepBepa Ha HeCKONbKO BeAOMbIX. B aToM pexume
BeOyLLMIN cepBep He yaanseT XXypHarbl TpaH3akuun 4o Tex nop, noka segombin (Be4oMble)
cepBep (cepBepbl) He oTyuTaeTcsa (oTymTaroTcs) 06 nx npumeHeHuu; (1.7.1.3)
- riorm4yeckas — OCHOBaHa Ha Nepecbifike U3MEHEeHUN COCTOSIHUSA OaHHbIX BeAyLlero
cepsepa 1 NPpUMEHEeHUN nx Ha BEJOMOM;
Kpome TOro, BO3MOXHa pennukauns Tabnuy, nocpeacTBOM aCUHXPOHHOM CUCTEMBI pensn-
kauum Slony-I (1.7.1.4).
Mpu onncaHnm pasnuyHbIX CNOCOBOB HACTPOMKN pennMKauumn UCNonb3yrTCs cneayoLlime
0603HaYeHus:
VERSION — Bepcus CYB[ PostgreSQL;

- MASTER — UMs Knactepa, SBnsitoLerocs BeayLwmnmMm cepBepom;
- MASTER_IP — |IP-agpec BefyLero cepsepa;
- MASTER_PORT — nopT paboTbl BeayLlero cepeepa;

- SLAVE — M4 KnacTtepa, aBnsaoLeroca segomMmbiM CEPBEPOM,
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- SLAVE_IP — IP-agpec Begomoro cepBepa;

- SLAVE_PORT — nopT paboTbl BegOMOro cepeepa;

- REPL — uMs nonb3oBartens, obnagatwero npasamu pennukauum (REPLICATION), OT
MMEHWN KOTOPOro peanuayeTcs pennukaums;

- WAL_DIR — kaTtanor gnsa xpaHeHna WAL-c¢annos BegyLiero cepeepa.

- REPL_PASSWORD — naporib nosib3oBaTens, oT UMEHU KOTOPOro peanuayeTcs pennuka-
Lms;

- MASTER DB — 6a3a aHHbIX, U3 KOTOPOW penninumpytoTcs AaHHbIE;

- SLAVE_DB — 6a3a AaHHbIX, B KOTOPYI PENNUNPYIOTCA OAHHbIE;

[Onsa BbinonHeHns komaHa nepeHoca WAL-annos ¢ Begywero Ha BeoMbI cepBep

TpebyeTcs yTunuta rsync.

CTBUA:

1.7.1.1. Hactpounka nodannoson (Log Shipping) pennukauyun

[na HacTporku nodannoBon pennukaunm HeobxoaMmMo BbIMNOMHUTL Crieayolmne aen-

1) ocTaHOBUTb Be4OMbIN KracTtep 6a3 AaHHbIX:

$ sudo pg _ctlcluster $VERSION $SLAVE stop

2) cospgaTtb katanor gnsa xpaHenuss WAL dpannos:

$ sudo mkdir $WAL_DIR

3) HasHauuTb BNagenbLeM 3TOro kaTanora nonb3oBaTens postgres:

$ sudo postgres.postgres S$SWAL DIR

4) ycTaHOBUTb criegylowme napameTpbl B postgresql . conf BegyLlero cepsepa:
wal level = replica

archive_mod = on

"cp %p S$WAL_DIR/%f < /dev/null’
1
5) ynanutb Bce dhannbl B Katanore BeoOMOro CcCepBepa 3a WCKNHYEHUEM

archive_command

archive_ timeout

pg_audit.conf:
$ sudo cd /var/lib/postgresql/$VERSION/SSLAVE/ &&
sudo 1ls grep -v pg_audit.conf | xargs rm -rf
6) BbINOMHUTL ONepaunn NO CO30aHUI0 Pe3EPBHOM KOMUM BEOYLLErO cepBepa 1 NepeHecTu
ee Ha BeJOMbI (BbIMOMHSATCA OT UMEHW NoNb3oBaTtens postgres):
$ psgl -h SMASTER_IP -p S$SMASTER PORT -U SREPL -d templatel -c "SELECT
pg_start_backup(’initial’);"
$ rsync -a /var/lib/postgresql/$VERSION/$MASTER/ *
postgres@S$SLAVE IP:/var/lib/postgresql/$VERSION/SSLAVE/
--exclude pg_log/* --exclude pg_xlog/* --exclude postmaster.* --exclude

pg_audit.conf >> /dev/null
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$ psql -h SMASTER IP -p SMASTER_PORT -U $SREPL -d templatel -c "SELECT
pg_stop_backup();"

MpumeyaHune. Ecnu cepsepa HaxogsaTca Ha OAHOM XOCTe, TO MOXHO UCMONb30BaTb
cneayroLwmin BapMaHT KOMaHabl rsync:

$ rsync -a /var/lib/postgresqgl/$VERSION/$MASTER/ *
/var/lib/postgresql/$VERSION/SSLAVE/ --exclude

pg_log/* --exclude pg_xlog/* --exclude postmaster.*

--exlude pg_audit.conf >> /dev/null

7) yCcTaHOBUTb criegytoLine napameTpbl B postgresql .. conf BEAOMOro cepaepa:
hot_standby = on

8) cospaTb KOHUrypaumnoHHbIA pann recovery.conf Ha BeOMOM cepBepe (BbINors-
HAETCHA OT MMEHM NONb30BaTeNd postgres):

$ touch /var/lib/postgresql/$VERSION/$SLAVE/recovery.conf

9) B co3gaHHbIN hann recovery.conf 06aBUTL creaylowme CTPOKU:

restore _command = ’/usr/lib/postgresql/$VERSION/bin/pg standby -d -t
/tmp/trigger.SVERSION.S$SLAVE PORT S$WAIL DIR $f %$p $%$r 2’

recovery_end command = ‘rm -f /tmp/trigger.$VERSION.SSLAVE_PORT'
trigger file = ’/tmp/trigger_ $SLAVE.S$SLAVE_PORT'’

10) BbLINONHUTL 3anyCck BeAOMOro cepsepa:

$ sudo pg_ctlcluster SVERSION $SLAVE start

1.7.1.2. HacTtpouka notokoBoM (Streaming) pennukauum

[na HaCTpOWMKM NOTOKOBOW pennMkaumm HeobxoaMmMo BbIMOMHUTE creayowme 4eNCTBUS:
1) ocTaHOBUTb BE4OMbIN KracTtep 6a3 AaHHbIX:

$ sudo pg_ctlcluster $VERSION $SLAVE stop

2) yCTaHOBWUTb criegyroLlme napameTpbl B postgresql . conf BeayLero cepeepa:

listen addresses = ’'*’/
wal level = replica
max_wal_senders =1

wal keep segments = 32

3) HacTpouTb ayTeHTMdMKaLUIO Nonb3oBaTensa SREPL, pa3peLluns eMy NOAKNIYaTbLCS K
6ase gaHHbIX replication ¢ IP-agpeca $SLAVE IP, nob6aBmB cnegyoLlyo CTPOKY B
prg_hba.conf Begyulero cepsepa:

host replication $REPL $SLAVE_IP trust

MpnmeyaHue. BMecto trust AomkeH bbITb NCNONb3oBaH 6oree HageXHbIN METOA
ayTeHTuduKaumm.

4) ypanuTb BCe (pannbl B KaTanore BeOOMOro cepBepa 3a MUCKIIYEHNEM
pg_audit.conf:

$ sudo -s
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ls /var/lib/postgresql/SVERSION/S$SSLAVE/ | grep -v pg_audit.conf |

xargs rm -rf
5) BbINOMHUTL OMepaLun No Co30aHNI0 Pe3ePBHON KoMK BeAyLLEro cepBepa U NepeHecTun
€ee Ha Beﬂ,OMbIVI (BbII'IOJ'IHFIlOTCFI OT MMEHU NOoJib30BaTenA postgres):
$ psgl -h SMASTER_IP -p S$MASTER PORT -U SREPL -d templatel -c "SELECT
pg_start_backup(’initial’);"
$ rsync -a /var/lib/postgresql/$VERSION/$MASTER/ *
postgres@S$SLAVE IP:/var/lib/postgresql/$VERSION/SSLAVE/
--exclude pg_log/* --exclude pg_xlog/* --exclude postmaster.* --exclude
pg_audit.conf >> /dev/null
$ psql -h $MASTER IP -p $MASTER PORT -U $REPL -d templatel -c "SELECT
pg_stop_backup();"
MpumeyaHune. Ecnu cepeepa HaxoosaTca Ha OAHOM XOCTe, TO MOXHO MUCMNONb30BaTh
CrneayrLnin BapmaHT KOMaH4bl rsync:
$ rsync -a /var/lib/postgresqgl/$VERSION/SMASTER/*
/var/lib/postgresql/$VERSION/$SLAVE/ --exclude
pg_log/* —--exclude pg_xlog/* --exclude postmaster.*
-—exlude pg_audit.conf >> /dev/null
6) ycTaHOBWUTb criegyloLme napameTpbl B postgresql . conf BEAOMOro cepsepa:
hot_standby = on
7) cosgaTb KOHGUIypauuoHHbIN (hann recovery.conf Ha BEAOMOM cepBepe (BbINof-
HAETCA OT UMEHW NoJib30BaTesiA postgres):
$ touch /var/lib/postgresql/S$VERSION/$SLAVE/recovery.conf
8) B cosgaHHbIN hann recovery.conf o06aBUTL crneaylowme CTPOKU:

standby_mode = ’on’
primary conninfo = "host=$MASTER IP port=SMASTER PORT user=SREPL’
trigger_file = ' /tmp/trigger_ $SLAVE.S$SLAVE_PORT’

9) BbLINONHUTL 3anycK Be4OMOro cepeepa:

$ sudo pg ctlcluster $VERSION $SLAVE start

1.7.1.3. HacTtponka pennmkauum ¢ NOMOLLbIO CITOTOB pensinkauum

[ns HAaCTpoMKM pennukaumm ¢ MOMOLLIbIO CIOTOB pennMkaumum HeobxoaAnMO BbIMOMHUTD
cnegylowmne encTBus:

1) ocTaHOBWUTbL BeOOMbIN KracTtep 6a3 gaHHbIX:

$ sudo pg_ctlcluster $VERSION S$SLAVE stop

2) ycTaHOBWUTb criegylolme napameTpbl B postgresql . conf BeayLero cepeepa:

listen addresses = ’'*’/

wal_ level = replica

max_wal_ senders =1
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max_replication slots =1
3) HacTpouTb ayTeHTUdMKaumo nonb3oBatena SREPL, pa3peLlumB eMy NogkKnovaTbes K
6ase gaHHbIX replication ¢ IP-agpeca $SLAVE IP, nob6aBuB cnegyoLlyto CTPOKY B
pg_hba.conf Begyulero cepsepa:
host replication $REPL $SLAVE_IP trust
M pnmedaHumne. BmecTo trust AOOJTKEH ObITb Mcnonb3oBaH 6onee H8,El,8)KHbII7I mMeTon
ayTeHTuduKaumu.
4) ynpanuTb BCe (pannbl B KaTanore BeOOMOro cepBepa 3a MUCKIIYEHNEM
pg_audit.conf:
$ sudo cd /var/lib/postgresql/$VERSION/S$SLAVE/ &&

sudo 1ls grep -v pg_audit.conf | xargs rm -rf
5) BbINONHUTL ONepaLmn No Co3haHN0 PE3EPBHON KOMMUK BEAYLLIETO CeEpPBEPA U NEPEHECTH
ee Ha BeJOMbIN (BbIMOMHSAKTCA OT UMEHU NoNb3oBaTeNns postgres):
$ psqgql -h $SMASTER IP -p $MASTER PORT -U $REPL -d templatel -c "SELECT
pg_start backup(’/initial’);"
$ rsync -a /var/lib/postgresql/S$VERSION/SMASTER/*
postgres@S$SLAVE _IP:/var/lib/postgresql/S$SVERSION/SSLAVE/
—-—exclude pg_log/* --exclude pg_xlog/* --exclude postmaster.* --exclude
pg_audit.conf >> /dev/null
$ psgl -h SMASTER_IP -p S$SMASTER PORT -U SREPL -d templatel -c "SELECT
pg_stop_backup();"
M pnmedaHumne. Ecnu cepBepa HaxoaAdaTcA Ha OAHOM XOCTe, TO MOXHO MUCMNOoJ1b30BaTb
cnegyoLwwmin BapmaHT KOMaHabl rsync:
$ rsync -a /var/lib/postgresql/$VERSION/$SMASTER/ *
/var/lib/postgresql/$VERSION/SSLAVE/ --exclude
pg_log/* --exclude pg_xlog/* --exclude postmaster.*
--exlude pg_audit.conf >> /dev/null
6) cosgaTtb CroT pennukauum Ha BeayLwem cepBepe:
$ psgl -h $MASTER IP -p $MASTER PORT -U $REPL -d templatel -c "SELECT
pg_create physical replication_slot(’slave’);"
7) ycTaHOBUTb criegytoline napameTpbl B postgresqgl . conf BeAOMOro cepaepa:
hot_standby = on
8) cospgaTb KOHUrypauuoHHbIA pann recovery.conf Ha BeJOMOM cepBepe (BbINors-
HAETCA OT MMEHU NOJib30BaTeN4d postgres):
$ touch /var/lib/postgresql/S$VERSION/$SLAVE/recovery.conf
9) B co3gaHHbIv hann recovery.conf [o0aBUTb cnegyroLne CTPOKM:
standby_mode = ’on’

primary conninfo = "host=$MASTER IP port=SMASTER PORT user=SREPL’
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trigger_file = ’/tmp/trigger_S$SLAVE.SSLAVE_PORT’
primary slot_name = ’'slave’
10) BbINONHUTL 3anyCcK BEAOMOro cepBepa:
$ sudo pg_ctlcluster SVERSION $SLAVE start
1.7.1.4. Hactpouka pennukauum ¢ nomouibio Slony-I
Slony-I — cuCTeMa acuMHXpOHHOW «Beaywumn-segombii» pennukaumm ana CYB[
PostgreSQL. MNopaepxunBaet crnegyoLmne BO3MOXHOCTH:
- nogaepkka HeCKONMbKUX BE4OMbIX Y350B;
- NMoAAep’KKa YacTUYHOW pennunkaumm, To ecTb pennmKaunm TonbKo onpeaeneHHoro Habo-
pa Tabnuu;
- nogAepkka pennuMkauumn pasHbix Tabnuy Ha pasHble Be4OMble Y3rbl;
- nogaepxka pennukauumn pasHbix Tabnuy ¢ pasHbIX MacTepoB Ha OAWH BEAOMbIN y3en.
[nsa HacTporkn pennukaumm ¢ NoMoLbo Slony-I HeoOXoAUM NpeayCTaHOBIIEHHbIN
naket slonyl-2-bin, a Takke NakeT postgresql-11.x-slonyl-2 Ha Begywem 1 BeJOMOM
cepBepax, 3aTeM BbINOSTHUTbL AENCTBUS:
1) Ha BeagyLweM 1 BeOMOM cepBepe co3faTb Nosib3oBaTtens, OT UMEHN KOTOporo dyaet
NpoucxoanTb pennunkaumsa ¢ npaBoMm SUPERUSER;
2) Ha BeayLlleM U BEAOMOM cepBepam co3faTb 6a3bl JaHHbIX SMASTER DB, $SLAVE_DB,
a Takke Tabnuupbl, U3 KOTOPOW M B KOTOPYO OyayT pennMuupoBaThbCs AaHHbIE.
MpnmevyaHune. Slony-I NogaepXxmBaeT pennukaumo Tabnuu Npy ycrnoBumn, eCnm oHn
coaepxaT nepBuYHbIN Krtod (PRIMARY KEY), a Takke ecrnu Tabnuubl MMeKT OgUHaKOBYHO
CTPYKTYpY (OAMHAKOBOE KONMMYECTBO CTONMOLIOB 1 cOBMNagaroLme TUnbl 4aHHbIX B HUX);
3) HasHauMTb MaHOaTHble aTpUbYThl HAa 06beKTLI 6a3 AaHHbIX (ecnn Heobxoanmo);
4) Ha BefyLLeM cepBepe 3anycTutb crnyxby slonik OT MMEHM NONb30BaTeNst postgres:
slonik <<_EOF _
cluster name = slony_ example;
node 1 admin conninfo = ’dbname=$MASTER DB host=$MASTER IP
port=SMASTER_PORT user=$SREPL password=S$REPL_PASSWORD’ ;
node 2 admin conninfo = ’dbname=$SLAVE_DB host=SLABE_IP
port=$SLAVE_PORT user=$REPL password=$REPL_PASSWORD' ;
init cluster ( id=1l, comment = ’'Master Node’);

create set (id=1l, origin=1, comment=’'All tables’);

# 3mech ykaswmBawoTCcsa TabIIULEH,
# xoTopre OyOyT PEeNNMULMPOBATLCS HA BEAOMHIE CepBep
set add table (set id=1l, origin=1,

fully qualified name = ’'public.test’, comment=’'test’);
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store node (id=2, comment = ’Slave node’, event node=1l);

store path (server = 1, client = 2, conninfo='dbname=$MASTER DB
host=S$SMASTER_IP port=$SMASTER_PORT user=S$REPL
password=REPL_PASSWORD' ) ;

store path (server = 2, client = 1, conninfo='dbname=$SLAVE_DB
host=SLABE_IP port=$SLAVE_PORT user=S$REPL
password=REPL_PASSWORD’ ) ;

2);
1);

store listen ( origin 1, provider 1, receiver

2, receiver

store listen ( origin 2, provider
_EOF_

5) Ha BegoMoM cepBepe 3anycTuTb Cnyx0y slonik OT MUMEHW Nofb3oBaTeNs postgres:
slonik <<_EOF_

cluster name = slony_example;

node 1 admin conninfo = ’dbname=$MASTER DB host=$MASTER_IP
port=$MASTER PORT user=$REPL password=REPL PASSWORD’;
node 2 admin conninfo = ’'dbname=$SLAVE DB host=SLABE IP
port=$SLAVE PORT user=$REPL password=REPL_PASSWORD’ ;

subscribe set ( id = 1, provider = 1, receiver = 2, forward = no);
_EOF_
6) Ha BefyLleM cepBepe 3anycTuUTb CNyX0y pennukaumm slon OT UMEHM NONb30OBaTeENs
postgres:
slon slony_example "dbname=$MASTER_ DB port=$SMASTER_IP
host=$MASTER IP user=SREPL password=$REPL_PASSWORD"
7) Ha BeOOMOM cepBepe 3anycTutb cnyxby pennukauum slon OT UMEHW NOMb30oBaTENS
postgres:
slon slony example "dbname=$SLAVE_DB port=$SLAVE_IP
host=$SLAVE_IP user=$REPL password=$REPL PASSWORD"
BHUMAHMUE! Ecnu meTka 6e3onacHocTy Tabnuu, n3 KOTOPOW PENNUUMPYIOTCA U B KOTO-
PYyto peNmMUMpyroTcAd, He coBrnagaeT, TO NMpouecc perinkaumn aaHHbIX Ta6J'IVIL|,bI 6y,qu OCTaHOBJIEH.
Mpw 3TOM B XXypHan cnyobl pennukauumn slon Begomoro cepeepa byaet gobasneHo criegytoulee
coobLeHue:
ERROR remoteWorkerThread 1: Table "public"."test" on provider does not match

on subscriber

B atom cnyyae Heobxoaumo:
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1) yoanuTb cxemy knactepa slony-I Ha BeQOMOM CepBepe:
DROP SCHEMA _slony example CASCADE;

2) cKOppeKkTMpOoBaTb MaHAaTHble aTpMbyThl PENNUUMPYEMbIX TabnuL;

3) nepesanycTuTb CryX6bl pennukauum slon Ha BEAOMOM CepBepe.

1.7.2. Pgpool-II

Pgpool-II npeactaBnseT cobon NPOKCU-NMPOCIONKY MeXay CepBEPOM U KIMEeHTaMMu,

cnenyowme BO3MOXHOCTU:

- co3gaHue BbICOKOMPOU3BOAMTENBHOW CETEBOM CTPYKTYPbI MEXAy y3namu, krnactepamu

M nonb3oBaTendamMu;

- CUHXPOHHasA pennnkauna aaHHbIX Ha MHOXECTBO CepBeEpPOB ©e3 0CTaHOBKMU;

- GanaHCUPOBLLMK Harpy3ku Mexay y3namu Krnactepa;

- Failover — obHapyeHue oTkasa U NepekoYeHns Harpysku.

HacTtpoiika Pgpool-I1I 3akroyaeTcs B M3MEHEHUM KOHMUIypaLMOHHbIX NapaMeTpoB

danna /etc/pgpool2/pgpool.conf. ATOT hans NO CTPYKTYpe CXOX C KOHPUrypauNOHHbBIM

dannom postgresql.conf CYB[] PostreSQL n nveet cnHtakcmc kmmou = sHaueHue. CUMBO-

IOM KOMMeHTapus aBnsietcs #.
Ona HacTpounkn

ayTeHTUMKaUMM  UCNOSb3yeTCa  KOHMUrypauuoHHbIM  doains

/etc/pgpool2/pool hba.conf, KOTOPbIN UMEET CreayrLnin CUHTAKCUC:

local DATABASE USER METHOD [OPTION]

host DATABASE USER CIDR-ADDRESS METHOD [OPTION]

OnuncaHne OCHOBHbIX NapaMeTpoB KOHUIypaLnoHHoro dhaina npuseaeHo B

Tabnuua 4 — OCHOBHble NapaMeTpbl KOHUrypaunoHHoro gamnna pgpool?2.conf

MapameTp

OnucaHwne

listen_addresses

Onpenengaet TCP/IP-agpeca, no KOTOpbIM cepBep AOIMKEH OXnaaTb
COEQMHEHNST OT KIIMEHTCKUX NPUNOXEHWA. 3HayeHne opMUpyeTcs B
BMAE NepeyvHs pasaerneHHbIX 3ansTon UMEH Y3rioB /U YNCNOBbIX
IP-agpecoB. CneumanbHbIA 3HAK * COOTBETCTBYET BCEM LOCTYMHbIM
IP-agpecam. Ecnu cnncok nycTt, cepBep He crnywaeT HU oguH IP-
uHTepgenc. B aTom cnyyae yctaHoBKa COeAVHEHUS C CepBepPOM
BO3MOXHAa TOJNbKO C ucrnornb3oBaHnem gomMmeHHbix coketoB UNIX. Mo
YMOMNYaHUI0 3Ha4YeHMEeM NapameTpa aBngeTcs *.

port

Onpenensaet TCP-nopT, Ha KOTOPOM CepBep OOIMKEH OXMaaTb CO-
€OVHEHNS OT KIMEHTCKUX MpunoxeHun. CriegyeT OTMETUTb, YTO ANd
Bcex IP-agpecoB, ykasaHHbIX B listen_addresses (string),
NCMonb3yeTCsl OAMH U TOT Xe MOpPT.

backend hostnameN

Onpependet TCP/IP agpec N-ro cepsepa PostgreSQL.

backend_portN

Onpepenset TCP-nopT N-ro cepsepa PostgreSQL.

backend_weightN

Onpenendet gonto Harpy3kn Ha N-bin cepep PostgreSQL.
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MapameTp

OnucaHne

backend _data_directoryN

OnpepenseT nyTb K Katanory PGDATA N-ro cepepa PostgreSQL.

enable_pool_hba

Ecnun aToT napameTp ycTaHOBMEH B on, TO Pgpool-II ByaeT wuc-
Nnonb30BaTbh KOHPUIypaUNOHHbIN hann pool hba.conf Ansa ayTex-
TMdUKaLUKN KITMEHTOB.

log_destination

OnpegensieT, Kyaa BbIBOAWTb co00LWeHns. Mo ymonyaHuto stderr,
Takke NogaepXXnBaeTcs pexunm BoiBoga B syslog.

load _balance_mode

Ecnn sToT napameTp yCTaHOBNEH B on, TO Pgpool-IT paboTaeT B
pexume 6anaHCUpOBKU Harpy3kn cepsepoB. 1o ymonyaHuio of f.

master_slave_mode

Ecnn a10T napameTp ycTaHOBMEH B on, TO Pgpool-I11I Oyaet pabo-
TaTb B pexume Begyuwmin-segomblii. o ymonyaHmo of £.

master_ slave_sub_mode

OnpegensieT pexum pennukauumn cepeepoB. MoxeT NnpuHMMaTh 3Ha-
YyeHnsa slony U streaming.

replication_mode

Ecnu atoT napameTtp ycTaHOBMeH B on, TO Pgpool-II ByaeT oT-
npaBnsiTb KONMUM 3anpocoB Ha Bce cepBepa. 1o ymonyaHuio of £.

replicate_select

Ecnun 310T napameTp ycTaHOBMNEH B on, TO Pgpool-II OyaeT oOT-
npaenATb KOMaH4bl MO BbIOOPY AaHHbIX (SELECT) Ha Bce yanbl. 1o
ymonyaHuio of f.

sr_check_user

OnpegenseT nma nonb3oBaTens, NPOBEPSAOLLErO CTaTyC pennmKauun.
Mo ymonyaHuio nobody.

sr_check_password

Onpep,enﬂeT naposnb nonb3oBaTtensd, NpoBepAlLLEero CTatyc penynka-
umun. Mo YMOIN4YaHNKO UCNONb3YyeTCA NyCTOE 3Ha4YeHne.

[ns oToGpaxeHus pasnuyHon MHdopmMauun Pgpool-II MOryT ObiTb MCMNOMb30BaHbI

crnepgywoLwmne KoMaHabl:

- SHOW pool_ status; — nony4YnTb MHopMauuto o KoHpurypauum Pgpool-I1;

- SHOW pool_nodes; — nony4uTb nHopmaumo o6 ysnax;

- SHOW pool_processes; — MNOMy4YnTb MHpopMauuio o npoueccax Pgpool-1IT;

- SHOW pool_pools; — NOAYy4YUTb MHGOPMALMIO O Myre NPOLEeCCOB;

- SHOW pool_version; — Nosny4uTb MHOPMaLMIO O Bepcum Pgpool-I1I.

1.7.2.1. Hactpounka ayTeHTUdUKaLmmn

Pgpool-II nogaepxvMBaeT crneayolme MeToabl ayTeHTuduKkauun: trust, reject, mds

U pam.

Ons HaCTpOVIKM ayTeHTVICbVIKaLI,VII/I no metoagy md5 Tpe6yeTC9| BbIMOJIHUTb crneayuwne

JencTBus:

1) cosgaTb Naponb A5 Nonb3oBaTens:

$ sudo pg md5 --md5auth [IAPOJIb --username HMMSI [IOJIB30OBATEJIA

2) yCcTaHOBWUTb MeToa ayTeHTudmKkaumm md5 B pool_hba.conf;

3) nepesanyctutb Pgpool-II:

$ sudo service pgpool2 restart
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BHUMAHUWE! Ecnu B npouecce paboTbl cnyx6bbl Pgpool-II Obll CMEHEH Naposib, TO
HeobXo4MMO BbINOMHUTL Nepes3anyck CryXobl.

[nsa HacTporku ayTeHTUdmKaumm no MeToay pam Tpebyerca ckonuposaTb hann-wabnoH
/usr/share/doc/pgpool2/examples/pgpool.pam B Karanor /etc/pam.d, ecnn Heob-
XOANUMO, AOMOMHUTBL CLEHapusMK, Nocne 4Yero yCTaHOBUTb METOon ayTeHTMdMKaumm pam B
pool hba.conf.

1.7.2.2. HacTtponka npoTOKONMUPOBaHUA

[ns Toro, 4To6bl HACTPOUTL NPOTOKONMPOBAHME COOLITUI B (hain HEOBXOANMO BbINOMHUTL
cnepywowme OeNCTBUS:

1) B KOHUrypaunoHHoM anne /etc/pgpool2/pgpool.conf yCTaHOBUTL:

log _destination = ’syslog’

2) B KOH(pUrypauuoHHbln dann /etc/rsyslog.conf cnyxbbl NpOTOKONMPOBaHUSA

rsyslog 0obGaBUTb CTPOKY:

local0.* /var/log/pgpool.log

3) nepesanyctuTb CRy0y NPOTOKONMPOBaHUS rsyslog:

$ sudo service rsyslog restart

4) nepesanyctutb Pgpool-II:

$ sudo service pgpool2 restart

Tenepb Bce coobuweHns oT cnyxbbl Pgpool-II OyayT 3aHOCUTLCA B KypHan
/var/log/pgpool.log.

1.7.2.3. Hactpounka Pgpool-II B pexume Beaywmin-seaombin

BHUMAHUE! HacTtponka Pgpool-II B pexume «Begyuwmi-segombinny MOXeET ObiTb
npoussefeHa TonbKo AN KnacTepoB OOHON BEPCUN.

[ns HacTponkn Pgpool-I1 B pexmme «Beaywmmn-seegombiiny He06xoanmo:

1) BbLINONHUTL HACTPOWKY NPOTOKONUPOBAHUA cornacHo [1.7.2.2;

2) BbINOMHUTb HACTPOWKY pennukaumm cornacHo (1.7.1.2/vnm (1.7.1.4f

3) B ann /etc/pgppol2/pgpool.conf AobaBuTb AaHHbIE 00 y3nax, Hanpumep:
backend hostname0 = 7192.168.1.101"

backend port0 = 5432

backend weightO =1

backend_data_directory0 = ’/var/lib/postgresgl/l1l/master’

backend hostnamel = ’192.168.1.102"

backend portl = 5433

backend weightl =1

backend data directoryl = ’/var/lib/postgresqgl/11/slave’
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4) B channe /etc/pgpool2/pgpool.conf NU3MEHUTb 3HAYEHNE CrEAYHOLWMX NapameT-
pOB:

master_slave_mode = on

Takxke yCTaHOBUTb NCNonb3yeMbli pexum pennukaumm (mnapameTp
master_slave_ sub_mode;

5) B dpanne /etc/pgpool2/pgpool.conf ykasaTb MMS MNONb3oBaTend, NpoBepsi-
IOLLEro aKkTMBHOCTb pensiMkaumu, U ero naposib (napameTpbl sr_check _user u

sr_check_password COOTBETCTBEHHO);
6) HacTpouTb ayTeHTUduKaumo cornacHo (1.7.2.11
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NMEPEYEHb COKPALLEHUA

B — 06a3a gaHHbIX

EMM — eanHoe npocTpaHCTBO nosib3oBaTenemn

KC3 — komnnekc cpeacTts 3alluThl

HCL — HeCaHKUMOHMPOBAHHbLIN AOCTYN

OC  — onepauuoHHas cuctema creumanbHoOro HasHadyeHus «Astra Linux Special Edition»

CYB — cuctema ynpasneHnsa 6azamu gaHHbIX

ALD — Astra Linux Directory (eguHoe npoCTpaHCTBO nosib3oBaTenen)

HBA — Host-based Authentication (ayTeHTU1Kaumna Ha OCHOBE agpecoB Yy3r0B CEeTH)
IP — Internet Protocol (mexceTteBor NpoToKon)

PAM — Pluggable Authentication Modules (nogkntoyaemblie Mogynn ayTeHTUdMKaLnn)
SQL — Structured Query Language (a3biKk CTPYKTYpMpPOBaHHbIX 3arnpoCcoB)

SSL — Secure Sockets Layer (npoTokon 3awmLuieHHbIX COKETOB)

TCP — Transmission Control Protocol (npoTtokon ynpaeneHus nepegadyen gaHHbIX)

UID — User Identifier (naeHTndmnkatop nonb3osatens)
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Jlnct pernctpaunn nameHeHun

Homepa nucTos (cTpaHuu) Beero BxoasiLuuit

n nmcros Homep ;C?M:T%J:E:CF))I?O- Mognuck| Oarta
3M{ nsmeHeH- | 3ameHeH- HOBBIX @HHYNMPO- | (crpanuu) | mokymenTa a0 a0
HbIX HbIX BaHHbIX | 1okymenTe AOKyMeHTa
npata

1 Bce PYCB.14.02-16 17.02.16
2 Bce PYCB.14.02-18 11.04.18
3 Bce PYCB.14.03-18 19.04.18
4 Bce PYCB.08-20 18.02.20
5 Bce PYCB.06-21 01.04.21
6 Bce PYCB.12-21 30.07.21
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