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AHHOTALUA

HacTosiwuin OoKyMeHT SBnsieTcs onncaHnemM NpUMeHeHUs onepaunoHHOM CUCTEMbI Cre-
umanbHoro HasHadveHusa «Astra Linux Special Edition» PYCB.10015-01 (nanee no tekcty — OC).

B nokymeHTe onuncaHbl HazHaveHne OC, ycnoBusa ee NpUMEHEHUS, onncaHue 3agadun, npu-
BeOeHbl BXOOHbIE U BbIXOAHbIE AaHHble. Takke npuBeaeHbl CBeAEHMS NO NONyYeHUto 0GHOBEHNIA
OcC.
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1. HASHAYEHUE MNMPOIrPAMMbBI

1.1. HasHauyeHuUe

OC npegHasHa4yeHa Alda rpuMeHeHnda B CcOoCTaBe I/IH(*)OpMaLI,I/IOHHbIX (aBTOMaTI/I3VIpO-

BaHHbIX) CUCTEM B Liensix 06paboTku 1 3awmThl’) nHdopmauum noboi kateropumn gocrtyna? —

00LeoCTYNHOM MHpopMaUnn, a Takke MHpopMaumn, JOCTYN K KOTOPOW OorpaHn4eH denepanb-

HbIMW 3aKOHaMU (MHOpMaL MK OrpaHNYEHHOro 40CTyna).

1.2. OCHOBHbIEe XapaKTepUCTUKH

B coctaB OC BxogaT cnegytowime KOMMNOHEHTbI:

sapo OC;

cpeacTBa yctaHoBkM 1 HacTporikn OC;

CUCTEMHbIE N CEPBUCHbIE YTUMNTBI;

Ba3oBble ceTeBble CryObl;

CpeacTBa opraHu3aumm eaunHoro NnpoctpaHcTea nonb3osatenen (EMM);
nporpamMmmbl 3aLmLLEHHON rpadhnyeckon NOACUCTEMDI;

cpencTtea ynpasneHunst NporpaMMHbIMU NakeTamu;

cpencTtBa ynpasneHnss KoHUrypauusimu;

CpeacTBa pe3epBHOr0 KONMMPOBaHMS N BOCCTAHOBIEHUS AaHHbIX;
cpencTtsa BupTyanusauuu® ;

cpencTBa KOHTenHepmaaumnn® ;

CpeacTBa KOHTPOIS MNOAKMIOYEHUSI CbEMHbIX MaLUMHHBIX HOcUTenen nHdopmaumm;
3alMLLEHHbIN KOMMMEKC NporpamMmm neyaTtn u yyeta 4OKYMEHTOB;
3alMLLEHHbIN KOMMMNEKC NporpamMm rmnepTekcToBon 06paboTkn AaHHbIX;
3almLLeHHasn cucTema ynpaeneHust 6asamum gaHHbIX;

3aLMLLEHHbIN KOMMMEKC NPOrpamMm 3fIEKTPOHHOM NOYTHI;

nakeT oOUCHbIX NporpamMm.

1.3. Bo3amoxHocTu

OC npepocTaBngaeT criegytoLlne BO3MOXHOCTHU:

YCTaHOBKY U (*)yHKLI,I/IOHI/IpOBaHI/le Ha cpeacTBax BbIYMCINUTESTbHON TEXHUKU C npouec-

COpPHOWN apxnTekTypon x86-64, a Takke nogaepky nepndepninHoro obopyaoBaHus;

1) OT HecaHKLMOHMPOBAHHOIO 4OCTYNa.
2B cootBeTcTBUM ¢ PefeparbHbIM 3aKOHOM OT 27.07.2006 Ne 149-d03 «O6 nHdopMaumu, UHPOPMALIMOHHBIX

TEXHOMNOMMSX U 0 3almTe nHdopMauumn» (Ctatbs 5, NyHKT 2).
%) ins npoLeccopoB, NoAAEPXMBaIOLLMX TEXHONOMN BUPTyanusaLmm.
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- YCTaHOBKY N (DYHKLUNOHNPOBaHWE Ha CpeacTBax BbIYUCIIUTENbHOW TEXHUKN, OCHALLEHHbIX
CEHCOPHbLIM YCTPOMCTBOM YKa3aHWsa Ha YyBCTBUTENbHOW 0BrnacTu aKkpaHa gucnnes npu
noMoOLLM NPUKOCHOBEHUSA (Tna «touch-screeny);
- NoAAEpPXKY OCHOBHbIX CETEBbIX NpoTokonioB cteka TCP/IP;
- cOo3faHue 3alu1LeHHON cpeabl BUpTyanusauuu,
- OpraHu3aumo ceTeBOro JoOMeHa C LieHTpanu3oBaHHbIM XpaHEHNEM YYETHbIX 3anncen;
- LleHTpann3oBaHHOE yrnpaBrieHne KoHUrypaumsamm;
- Noaaep KKy OTKa30yCTOMYMBOro pexuma paboTsi;
- paboTy ¢ MynbTUMEAUAHLIMU AAHHBIMU;
- paboTy C pensaunoHHbIMM 6azamun AaHHbIX;
- paboTy C ANeKTPOHHOWM NOYTON;
- paboTy C rmnepTekCToBbIMU AAHHbBIMU;
- MHTEerpauuio BKIMHYEHHOIO B ee COCTaB KOMMJIeKca nporpamMmm ¢ JONOSTHUTENBHO ycTa-
HaBnuBaembIMn cepTudmumnpoBaHHbiMM PCB Poccumn cpegcteamu kpuntorpadguyeckom
3alMTbl KOHUAEHUManbLHoW nHdopmauun® ans:
- CO34aHNA U NPOBEPKN YCUNEHHOM KBaNnULMPOBaHHOWN 3NEKTPOHHOW MNOAMNUCH;
- KpunTorpaduyeckoro npeobpasoBaHus KaHana nepegadm nHgopmMaumm no npoTo-
Konam npuknagHoro ypoBHsi cteka TCP/IP;

- 06paboTKy TEKCTOBbIX AOKYMEHTOB M 3NEKTPOHHbIX Tabnuuy, pa3nuyHbix hopmaTos.
1.4. PyHKUMM Ge3onacHOCTU

Cpegacta 3awmtbl nHdopmaumm (C3M) OC obecneunsator:
- NOEHTUMUKALMIO N ayTEHTUMKALMIO;

- OMCKPEeLMOHHOe ynpaBrneHne AoCTYNoMm;

- MaHaaTHoe ynpaereHue O0CTYMNoM;

- pernctpauuio cobbiTun 6e3onacHoCTy;

- OorpaHumyeHue NporpamMmmMHON cpeabl;

- M30MnSuUMo NPOLIECCOB;

- 3alWmnTy NnamsaTu;

- KOHTPOIb LENTOCTHOCTMU;

- obecneyeHne HageXHoro pyHKLMOHMPOBaHWS;
- unbTPaUMO CETEBOrO NOTOKA;

- MapKUPOBKY JOKYMEHTOB;

- 3allnTy cpeabl BUpTyanm3auunu;

) He ponyckaeTcst npUMeHeHWe AN 3aluThbl MHOpMaLIMK, coaepXallieil CBefeHNs, COCTaBNSALLME roCyJapCTBEH-

HYIO TanHy.
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- KOHTPOJ1b NOAKIMIO4YEHNA CbEMHbIX MAaLUMHHbBLIX HocuTeneun VIH(*)OpMaLI,VIVI.
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2. ycnosumda nPUMEHEHUA

2.1. TpeboBaHMA K TEXHUYECKUM CpeacTBam

Onsa dpyHkumoHnpoBaHna OC Heobxoguma cnefgyowasi MUHMManbHaa KoHUrypaumsa
obopyaoBaHus:

- annapaTHas nnatdgopmMa — npoLeccop ¢ apxutektypon x86-64 (AMD, Intel);

- onepaTuBHas namsaTb — He meHee 1 ['b;

- 06bem cBOOOAHOIO ANCKOBOro NPOCTpaHCTBa — He MeHee 4 b.

[ns yctaHoBkn OC ¢ Hocutens Tpebyetcs:

- CTaHO4apTHbIN MOHUTOP;

- ycTponcteo YTeHus DVD-guckos nnu USB-uHTepdeinc.

[nsa yctaHoskn OC no ceTtn TpebyeTcs:

- ceTeBas KapTa;

- nogaepxka B UEFI/BIOS BO3MOXHOCTM YCTAHOBKM NO CETMU;

- CTaHAapTHbIA MOHUTOP (MPU PYYHOW YCTAHOBKE MO CETH).
2.2. CoBmecTMMOCTb C 060pyaoBaHUEM

LtaTHOe, NpeaycMoTpeHHoe AoKyMeHTaumen, pyHkumoHmposaHme OC obecneunBaeT-
CH TONbKO Ha pekoMeHgoBaHHOM mnarotosutenem OC coBmecTumom obopyanoBaHun. [NepeyeHb
pPEKOMEHOYEMOTO K MPMMEHEHU0 060pyAOBaHMs, a Takke pernaMeHT cepTudmrkaunum Ha CoBMe-

CTUMOCTb ONybBNMKoBaHbl Ha canTe astralinux.ru.
2.3. NMopspok akcnnyaTaumm

Mopsagok ycTaHOBKM, HAacTponkun u akcnnyatauyum OC ocyLLeCTBNSETCS B COOTBETCTBUN
C 9KCnsyaTtaunoHHon gokymeHTtaumen cornacHo PYCB.10015-01 20 01 «OnepaumoHHasa cucre-
Ma cneumanbHoro HasHadyeHus «Astra Linux Special Edition». BegomMocTb akcnnyaTtaunmoHHbIX
OOKYMEHTOBY.

[ononHntenbHaa nHdopmaumsa o0 NOpsAKe SKCnyaTauum, a Takke BapmaHTbl peannaa-
UMM OTAENbHbIX peLweHnin ¢ ncnonb3oBaHnem OC npmBeaeHbl B pyKOBOACTBAX man, 3NEKTPOH-
Hon cnpaBke n3 coctaesa OC 1 Ha odumunanbsHOM MHAPOPMALIMOHHOM pecypce paspaboTyuka

wiki.astralinux.ru.
2.4. NNpaBoBOM acneKkT Ucnosib3oBaHUA (hpyHKLUMN 6e3onacHOCTU

lMpenoctaBnsgemoe npaBo Mcnonb3oBaHusa yHkumn OC, BKNoYas yka3aHHbIE B JyHK-
uumn 6e3onacHOCTK, onpeaensieTcs B 3aknto4aeMblX B COOTBETCTBUM C [pakgaHCKMM KOOEKCOM

Poccuiickoin denepalmm NULEH3MOHHbIX J0roBopax.


astralinux.ru
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B 3aBMCHMOCTM OT NpeaocTaBieHHOro nonb3oBaTesnto npasa ncnonb3osaHus OC Ha ycno-

BUAX I'IpOCTOIZ (HeMCKﬂIOHMTeﬂbHOVI) JIMUEH3N yCTaHOBIIEHO HECKOJIbKO BapnUaHTOB JIMLEeH3NpOoBa-

HUA, npegycMaTpmuBaroLLnX BO3MOXHOCTb KOMIMJ1EKCHOIO UCMOJ1b30BaHUA q.)yHKLI,I/IIZ ©esonacHocTu

OC.

CooTBETCTBUE BapyaHTa NIMLEH3NPOBAHNS U OOCTYMHbIX PYHKUMI Ge3onacHOCTM npuBe-

AeHo B Tabnuue . HanmeHoBaHwue ypOBHeVI 3alMEeHHOCTHN, And ynpoweHund pa6OTbI, coBnagaet

C HanMeHoBaHMeM BapunaHTOB JIMLUEH3NPOBaHNA, yCTaHOBJ1IEHHbLIX B JIMLUEH3MOHHOM OOroBope.

Taobnuuya 1

®PyHKuMs 6esonacHocTH

YpoBeHb 3alUULLEHHOCTU

6a3oBbIN

YCUIEHHbIN

MaKcuManbHbIN

3amkHyTasi nporpammHasi cpeaa

He goctynHo

HocTtynHo
(Mo  ymomnyaHuio
BbIKITOYEHO)

HocTtynHo
(no  ymonuaHuio
BbIKITHOYEHO)

OuncTka ocBOOOXJaeMon BHELLUHEN NamMaTu

He goctynHo

HocTtynHo
(mo  ymonyaHuio
BbIKITOYEHO)

HoctynHo
(no  ymonuaHuio
BbIKITHOYEHO)

HoctynHo HocTtynHo
MaHgaTHbIN KOHTPOMb LENOCTHOCTH He goctynHo | (MO ymonyaHuio | (N0 yMOMYaHuto
BKIMOYEHO) BKIOYEHO)
HoctynHo
MangaTHoe ynpasrieHue OOCTynom He poctynHo | He gocTynHo (no  ymonyaHuio
BKIOYEHO)
WpeHTudmkauma n ayteHTumnkaums HocTtynHo HocTtynHo HocTtynHo
[unckpeunoHHoe ynpasneHne 4oCTynom HocTtynHo HocTtynHo HocTtynHo
Pernctpaumns cobbitnin 6e3onacHoCT HocTtynHo HocTtynHo HocTtynHo
OrpaHuyeHne nporpaMmMHoON cpeapl HocTtynHo HocTtynHo HocTtynHo
M3ondauusa npoueccosB HocTtynHo HocTtynHo HocTtynHo
3awmTa namatm HocTtynHo HocTtynHo HocTtynHo
KOHTpOnb LenocTHOCTH HocTtynHo HoctynHo HocTtynHo
Ob6ecneveHne HagexHoro yHKUMoHUpoBaHusa | [JocTynHo HoctynHo HocTtynHo
dunsTpauusa ceTeBoro NoToka HocTtynHo HocTtynHo HocTtynHo
MapkupoBka JOKYMEHTOB He poctynHo | He goctynHo HocTtynHo
3awmTa cpeabl BUpTyanu3sawumm HocTtynHo HocTtynHo HocTtynHo
KoHTporb noaknto4eHnss CbeMHbIX MaLUUHHbIX
. OoctynHo OoctynHo HocTtynHo
HocuTenen nHgopmauum
Wcnonb3oBaHue sapa hardened HoctynHo HoctynHo HoctynHo

Bbl60p BapuvaHTa NMMUeH3npoBaHNA OCYLLECTBIIAETCA MNMoJfib3oBaTerieM, NCxXoaqa U3 akTy-

anbHbIX MoAenen HapyLmMTens 1 yrpo3 U Apyrmx gakTopos.
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O6bem npegocTaBneHHbIX IMLEH3MOHHBIM JOFOBOPOM NpaB Ans UCNOMb30BaHUSA (PYHKLNIA
6esonacHoct OC onpeaenser BO3MOXHOCTb M0 JOCTUXEHUIO TpebyeMbix nokasaTernen 3awuiLeH-
HOCTM aBTOMaTU3NPOBaHHOM (MHAPOPMALIMOHHOM) CUCTEMBI, B COCTaBE KOTOPOWN 3KCnyaTupyercs
OC.

B nporpammHom o6ecneyeHnn OC B 3aBMCMMOCTM OT BbiIOpaHHOro BapnaHTa NULEH3n-
pOBaHUS NOSib30BaTeSO NPeaocTaBNAeTcsl BO3MOXHOCTb YCTAHOBKM U 3KCnnyaTtauun cpeacts
3aWmThl, peanuayrowmx pyHKuMmM 6e3onacHocTu, NyTemM Bbibopa B MEHIO NpOrpamMmMbl YCTaHOBKM

COOTBETCTBYHOLLEro ypoBHA 3allNLLEHHOCTH.

2.5. Ocob6eHHoCcTU pyHKUMOHMpoBaHMA OC Ha cpeacTBax BbIYUCNUTENbHOMU

TeXHUKN, OCHaWeHHbIX CEHCOPHbIM 3KpaHOM

dyHKumMoHupoBaHne OC Ha cpeacTBax BblYUCIIUTENBHOW TEXHUKU, OCHALLEHHbIX CEH-
COPHbIM YCTPOWCTBOM YyKa3aHWA Ha YyBCTBUTENbHOM 0OnacTu aKpaHa gucnnest npyu noMoLlm
NPUKOCHOBEHUS (Tnna «touch-screeny), ocyLlecTBNAeTCS:

1) B pexume «lnaHWeTHbIM» NPY HEOBXOAMMOCTN NPUMEHEHUS MaHAATHOrO ynpaBneHns

AOCTYNOM;

2) B pexume «MobunbHbIN» ") Npy oTCYTCTBUM HEOBXOAMMOCTM MPUMEHEHUS MaHOaTHOo

yrnpaBneHns gOCTYMNoM.

Pexnm «lMnaHWweTHbINY NPUMEHAETCA HA MakCUManbHOM YPOBHE 3alLULLIEHHOCTH.

Pexxum «MobunbHbIN» NPUMEHSETCH TONMbKO Ha YCUNEHHOM YPOBHE 3aLLMLLEHHOCTW.

) dyHKUMOHamNbHAs BO3MOXHOCTb BBeAeHa MyTeM MPUMEHEHWUsI OMepaTUBHOrO OBHOBMEHUsI GlonneTeHb
Ne 2022-1110SE17.
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3. MOPAAOK OBHOBJIEHUA OC

B uensax obecnevenus coorsetctBmsas OC TpeboBaHuamM 6e30nacHOCTU MHpopMaLmn B
4YacTu YCTpaHeHUs HeaeKkrapupoBaHHbIX BO3MOXHOCTeN 1 ysa3sumocten OC ocyLlecTBnsieTca ee
TeXHU4YecKasi nogaepxka, npeaycMmaTpusatowas Belnyck odepeaHoro (NnaHoBOro) U onepaTtmMBHONO
(BHEO4YepeaHoro) o6HOBNEHUN.

Mopsgok Beinycka n goseaeHms obHosneHnn OC oo notpebutenen yCTaHOBMEH:

- ANA UHPOPMAaLMOHHBIX (aBTOMaTU3NPOBAHHBLIX) CUCTEM, HAXOOSALMXCS B KOMMNETEHL MU

OCTIK Poccun, B HacTosILLEM LOKYMEHTE;

- AN UHPOPMALMOHHLIX (aBTOMATU3NPOBAHHBLIX) CUCTEM, HAXOOSALUMNXCS B KOMMNETEHLMN

MwuHucTepcTBa 060poHbl Poccuinckon degepaunn, B AokymeHTe «PernameHT opranHm-

3auumn paboT No ycTpaHEeHUIO0 YySA3BMMOCTEN N BbIMyCKy OOHOBNEHU 6€e30MacHOCTU...»,

yTBEPXOAEHHOM HavanbHMKoM 8 YnpaeneHus eHepanbHoro wraba BoopykeHHbix Cun

Poccuinckon ®egepauum n cornacoBaHHbIM C 3aKasblBalOWMMKM U OOBOMbCTBYOLLMMN

opraHamu BoeHHoro ynpasrneHus'!) (manee no Tekcty — PernameHr).

MHpopmupoBaHue notpebutenen 06 okoHYaHUM NPon3BOACTBa M (UNK) NoAAEepP>KKN bes-
onacHocTn OC ocyLllecTBNAeTCcs C UCMOMb30BaHNEM KOHTaKTHOW MHopMaumm, ykaszaHHOM B
3aKMIOYEHHbIX PaHee JNIMLEH3NOHHbIX JOroBopax (4ONOSTHEHUSX K NMIMLEH3MOHHbBIM AOroBOpam) u
nyTemMm pasmeLleHns COOTBETCTBYIOLLEN NH(POPMaLIMN Ha calnTe U3roToBUTENS.

NHdpopmuposaHme PCTIK Poccun — opmumanbHbIM NOMTOBLIM COOOLLEHNEM HE NO3aHee

4YeM 3a OOWH rog, A0 OKOHYaHWSA NPOu3BOACTBa U (Unn) noaaepxkn 6esonacHocTn OC.
3.1. OuepegHoe (NnnaHoBoe) OOHOBIEHMNE

OuepenHoe obHoOBRNEeHME NpeacTaBnsaeT cobon 3aBoackmne ak3emnnsapbl OC, N3roToBneH-
Hble B COOTBETCTBMU C KOHCTPYKTOPCKOM (NPOrpamMMHON) U TEXHOMNOMMYECKON SJOKYMEHTaumen,
OENCTBYIOLLEN HA MOMEHT WU3rOTOBMEHUS!, C BHECEHHbIMU B HEE MOPSALKOM, YCTaHOBIEHHbIM
MOCT 2.503-2013, nnaHOBbIMA U3MEHEHUAMMN.

OuepenHoe 0GHOBMEHME peLlaeT CreayoLLMii KOMMMEKC 3aaay:

yCTpaHeHne KpUutn4eCknx n HeKpuTn4eCKnx yﬂ3BI/1MOCTeIZ;

obecneyeHne ycoBepLUEHCTBOBAHUS (MOAEPHU3ALMMN) KOHCTPYKLUUK;

nogaep)kka CoBpeMeHHOro 06opyaoBaHus;

peann3auna HOBbIX (byHKLI,I/IOHaJ'IbeIX BO3MOXHOCTEW;

obecneyeHne COOTBETCTBUSA akTyarnbHbIM TpeboBaHuAM 6e30nacHOCTM MHpopMaLumu;

noBbILLEeHNe yaobcTBa NCNonb3oBaHUs, ynpasneHus komnoHeHtamu OC u apyrue.
OyepenHoe 06HOBMEHME NPELOCTaABNSETCS NONb30BaTENAM NPU 3aKMYEHNUN COOTBET-

cTBYyowero JIMmueH3MoHHOro ooroesopa mnm aononHeHna K umeremMycd nMueH3NoOHHOMY 0roBopy,

1) Hactosimit OOKYMEHT COAEepPXXUT OCHOBHbIE NonoxeHns PernameHTa.
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a Takke B COOTBETCTBMM C MOMNOXEHUAMUN «JTMLEH3MOHHOIO cornalleHnss ¢ KOHEYHbIM NOoJIb30-
BaTenem no MCNonb30BaHUIO ONepaLmoOHHON CUCTEMBI CneumanbHOro HasHadyeHusa «Astra Linux
Special Edition».

MHdopmaums o Bbinycke ovepenHoro obHoneHna OC pasmelyaeTca Ha opuumansHOM
canTe astralinux.ru, a Takke OOBOAUTCA A0 NMUEH3MaToB (NoTpebutenen) ¢ UCNosbL3oBa-
HWEM KOHTaKTHOM MHOPMaLUK, YKa3daHHON B 3aKMOYEHHbIX paHee NULEH3MOHHbIX 4OroBopax
(BONONHEHUAX K NMULEH3NOHHBIM JOroBOpamMm).

B uenax nogaoepxaHus MHPOPMaLMOHHBIX (aBTOMATM3NPOBaHHbLIX) cucTem B 6e3onacHoOM
cocTosaHun, obecneyeHns nx paboTocnocobHOCTM COBMECTHO C COBpEMeHHbIM 06opyaoBaHMEM
N yBENMYEHUs CpoKa JKCchnyaTaumm, peKoMeHayeTcs Ha NOCTOSIHHOM OCHOBE MNaHMpoBaTb U

OpraHM3oBbIBaTb NPOBEAEHME MEPONPUATUIA NO NPUMEHEHUIO ovepeaHoro obHoeneHus OC.
3.2. OnepaTtuBHOe (BHeo4yepeaHoe) oGHOBNEHUEe

OnepatmBHoe OBGHOBREHWE pellaeT 3agadvyy onepaTMBHOIO YCTPaHEHUS KPUTUYECKUX
ySI3BUMOCTE 1 YA3BMMOCTEN BbICOKOTO YpoBHs onacHoctn'!) B aksemnnapax OC, HaxoAsLmMXcs B
aKcnnyaTaumm, u npeacTtaensaeT cobown GronneteHb 6e30NacHOCTM, KOTOPLIN MOXET ObiTb 4OCTYNEH
B BMAeE:

1) MHCTPYKUMIA N METOOMYECKUX YKa3aHWUI MO HACTPOMKE M OCOBEHHOCTAM 3KCnnyaTaumm

OC, cogepalumx CBeAEHMS1 O KOMMNEHCUPYIOLLMX Mepax Unmn orpaHnyYeHnsix no npumMeHe-

Huto OC npwu akcnnyaTauumu;

2) oTAenbHbIX NPOrpaMMHbIX KOMMOHEHTOB 13 coctaBa OC, B KOTOpble BHECEHbI U3Me-

HEHWUA C LeNnblo YCTPaHEHNS YS3BUMOCTEN, MHCTPYKLUMA NO UX YCTAaHOBKE U HAaCTPOWKe,

a Takke MHopmaumm, cogepxallen cBegeHnss 0 KOHTPOSbHbBIX CyMMax Bcex ¢hannos

onepaTtMBHOrO OH6HOBIEHUS;

3) obHoBneHmn 6e3onacHOCTX, NPEACTaBnsALWMNX cobon dann ¢ COBOKYMHOCTLIO NpPo-

rPaMMHbIX KOMMOHEHTOB n3 coctaBa OC, B KOTOpble BHECEHbI U3MEHEHUS C LIENbH

YyCTPaHEeHUs yA3BUMOCTEN, a Takke NHOopMaLMK, CoAepKaLlen CBeAeHNSI O KOHTPOSbHbIX

cymmax Bcex hannos o6HOBNEHNN 6e30MacCHOCTM, yKa3aHNs NO YCTaHOBKE, HAaCTPOMKE U

ocobeHHocTsam akcnnyaTtaumm OC ¢ ycTaHOBNEHHbIMU OOHOBIEHMSIMN BE30NACHOCTW.

O6HoBneHnsa 6e3onacHOCTM NpeacTaBnAlT cobor oTAenNbHbIE NPOrpaMMHbIE JOKYMEHTHI,
He nNpeaycMmaTpuBaloLMe BHECEHUSI UBMEHEHWUI B KOMMNIEKT AOKYMEHTauum odepeaHoro o6HoB-
NEeHNs, XapakTeEPUCTUKN KOTOPOro NoaTBepXAeHbl CepTUPUKATOM COOTBETCTBUSA TpeboBaHMSAM
©6e3onacHocTu nHdopmauumn. Takmm obpasom, cepTudukaT COOTBETCTBUSA o4epenHOro o6HOB-
nenna OC, nocTaBnsieMoro noTpedbuTensiM B KOMMNIIEKTHOCTU B COOTBETCTBUN C (POpMYNApom,

ABndeTcd ):lGIZCTByI-OLLl,I/IM BHE 3aBNCMMOCTHU OT BblilMyCKa ornepaTtnBHOro obHoBNEHMA.

) B cootBetcTBMM ¢ TOCT P 56545-2015.


astralinux.ru
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OnepaTtuBHOE OBHOBIEHNE coaepPXUT HdopMauuto 06 YCTPaHEHHbIX YA3BUMOCTSX U
npegocTaBnseTcs nosib3oBarensamMm Ha 6e3Bo3Me3HON OCHOBE.

JInueHsmnatbl (NnoTpedbutenun) onoseLadTCa O BbIMyCKE Y BO3MOXHOCTU MOfyyYeHust 0b-
HOBMEHUS C MCMOMb30BaHMEM KOHTAKTHOM MHbOpMaLuK, ykazaHHOM B NIMLEH3NOHHBIX LOroBopax
N OOMONHEHUSX K HAM, MyTEM pa3MeLLEHNSA COOTBETCTBYOLEN MHOpMaUnn Ha opuLmanbHOM
canTe n Yepes NNYHbIN KabuHeT.

OnepaTuBHOE OOHOBMNEHME HE ABNSIETCS CaAMOCTOATESIbHLIM MPOrpaMMHbIM U3AeSNTUEM.
CepuiiHoe Npon3BOACTBO U NOCTaBKa (B TOM YMCIe Ha MaTepuarnbHbIX HOCUTENSAX) OnepaTMBHOIO
OOHOBIEHMS HE NPEOYCMOTPEHDI.

[loBegeHue onepaTtMBHOro 0OHOBIIEHMST 40 NoTpebuTenen ocyuecTBAsSeTCs:

- ONS MHPOPMALMOHHbBIX (aBTOMaTU3MPOBAHHbIX) CUCTEM, HAXOASALMXCS B KOMMETEH-

umm ®CTIK Poccun, — narotosutenem OC nytem pacnpocTpaHEHNsA NO CETAM CBA3WN.

MCTOYHMKOM nony4eHusi onepaTtuBHOro 06HOBMEHNUS, MOAMNNCAHHOIO YCUIEHHOW KBanu-

dOUUNPOBAHHON 3MEKTPOHHOM NOAMNCLI0 U3rOTOBUTENS, ABNAeTCA odonLmanbHbin CanT

N3roToBUTENS;

- AN UHPOPMALMOHHLIX (aBTOMaTU3NPOBAHHBLIX) CUCTEM, HAXOOSALUMXCS B KOMMNETEHLMN

MwuHucTtepcTtBa obopoHbl Poccuiickon depepaunn, — narotosutenem OC nytem pac-

NPOCTPaHEHNs No ceTsaM CBA3N. ICTOYHMKOM NOSTlydeHusi onepaTtMBHOrO OOHOBMEHUS,

NoAMNNCAHHOIO YCUSIEHHOM KBannuuupoBaHHOW 3M1EKTPOHHOM MOAMNUCHIO N3roToBUTE-

n4, aenserca omunanbHbi canT narotosutens. OnepaTtuBHoe 06HOBNEHME Takke MO-

XeT BbITb pa3MeLLeHo B UHTepaKTUBHOW cucteme (BUTpMHe) MmnHuctepctesa o60poHbI

Poccuinckon ®egepaunn, AOCTyN K KOTOPOW NPEeAOCTaBsSeTCs opraHn3aumnsam, BKoyas

npeanpusaTMst 060POHHO-NMPOMBILLIIEHHOIO KOMIMIEKCA, OCYLLECTBIISAIOLWMM BbIMOMHEHNE

OMbITHO-KOHCTPYKTOPCKNX U UHbIX paboT B nHTepecax MunHucrepctea o60poHbl Poccuin-

ckon depepauum.

KoHTposnb LenocTHOCTM 06HOBMEHNN 6E30NaCcHOCTU B COCTaBe MHPOPMAaLMOHHbIX (aBTo-
MaTU3NPOBAHHbIX) CUCTEM NOTPEOMTENEN OCYLLECTBNAETCA CNeayrLWMM NOPAaKOM:

- [0 YCTaHOBKM OGHOBMNEHMSA — NPOBEAEHNEM NPOBEPKN SMEKTPOHHOM nognucu obHoBne-

HUS;

- nocne ycTaHOBKW OOHOBMNEHNST — NPOBEAEHNEM ANHAMNYECKOTO KOHTPONS LIEeNTOCTHOCTH

¢rannoB C NCNONb30BaHMEM 3SIEKTPOHHOM LM POBON NOAMNUCK U PErNIAaMEHTHOIO KOHTPOSS

LeSTOCTHOCTU C UCMONb30BaHNEM DYHKLMM XILLMPOBAHNSA 1 aBTOMATUYECKON CBEPKM MNO-

Ny4YEHHOro 3Ha4YeHUs1 C 3TaNOHHbIM, YKa3aHHbIM B crieumanbHOM haine ¢ KOHTPOSbHbIMU

CyMMamu, BXoAsLLEM B cocTaB OOGHOBMEHNN 6E30NacHOCTW.

Mopsgok NpUMEHeHUs onepaTtMBHOrO O6HOBNEHUS B COCTaBE aTTECTOBAHHbLIX MO Tpebo-

BaHMsIM 6e30onacHOCTH I/IHd)OpMaU,I/IVI I/IHCbOpMaU,I/IOHHbIX (aBTOMaTVI3I/IpOBaHHbIX) cuctem ycra-
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HaBnuBaeTcs B npegenax csoux nonHomoumn ®CTIK Poccum nnn MuHmnctepctBoMm 060pOHbI

Poccuiickon denepauum.
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4. ONUCAHUE 3AO0AYU

OcHoBHas 3agaya, pewaemas OC B npouecce cBoero yHKLUNOHMPOBaHUS, — obecne-
YyeHue nHTepdenca ana goctyna MO K yCTponCTBaM BbIMUCINTENBHOM CUCTEMbI NOCPEACTBOM
ynpaBreHns YCTPONCTBaMM U BblYUCAUTENbHBIMU NpoLeccamm n 3deKTUBHOIO pacnpeaeneHns
BbIYUCITUTENBHbIX PECYPCOB MEXAY BbIYUCIIUTENBHBIMU NPOLIECCaMM B COOTBETCTBUM C TpebOBaHK-
MU PYKOBOASALLMX JOKYMEHTOB N0 06ecneveHmto 3amTbl MHGPOPMaumMm orpaHMYeHHOro AocTyna,

B TOM YuCIe cogepxallen cBeeHUs, COCTaBnsaoLmne rocygapCTBEHHYO TanHy.
4.1. Knaccbl pewaembix 3aaad

[nsa peweHnss ocHOBHOM 3agayn pyHKumMoHupoBaHna OC oHa OEKOMMO3MpyeTcsa Ha
crnegyowme Knaccbl 3agaud:

- 3arpy3ka nporpamm B Ol 1 ynpaBneHne nx BbINOMHEHNEM;

- obecneyeHne MHOro3aga4vyHoro pexmma yHKLMOHMPOBaHUSA (OAHOBPEMEHHOMO BbIMOS-

HEeHUsi MHOXeCTBa NMpoLecCcoB);

- pacnpefeneHne pecypcoB BbIYMCINTENbHOW CUCTEMbI MEXAyY npoLeccamu;

- ynpasneHue pacnpegeneHnem Ol mexay npoueccamu 1 opraHM3auuns BUpPTyasribHOM

namaTu;

- obecneyeHne gocTyna K AaHHbIM Ha 3HeproHezaBncuUMbIX HocuTenax (HXMU, ontuye-

CKne ONCKM W Mnp.), OpraHn3oBaHHbIM B Buae Hekotopon OC;

- BbIMOSIHEHME MO 3anpocy NPorpaMm HU3KOYPOBHEBLIX onepalmi (BBOA-BbIBOA AAHHbIX,

BblAeneHne n ocsoboxaeHne namaTu, 3anyck U 3aBepLUeHne NporpaMm 1 T. 4.);

- npegocTaBrieHne CTaH4apTM30BaHHOIO AOCTyNa nNporpamMm K nepudepuHbiM yCcTpou-

cTBaM (ycTponcTBam BBOAA-BbIBOAA);

- nogaepxka CTEKOB CETEBbIX NPOTOKOMOB;

- obecneyeHne MHOrononb30BaTENbCKOro pexnma paboTbl;

- obecneyeHne nonb3oBaTenbckoro MHTepdeica B cootsetcteun ¢ 4.1.1}

- naeHTUdUKaums n ayteHTudukauus B cootsetcteum c4.1.2]

- opraHu3aumsi eguHoro npocTpaHcTea nonb3osatenen (EMM) B cootseTcTBuM ¢ [4.1.3}

- AUCKPeLMOHHOe ynpaBneHue goctynomM B cootsetcTBum ¢ 4.1.4}

- MaHAaTHoe ynpaeneHue goctynom B cooteetcTBum ¢ [4.1.5]

- opraHu3aumsi HadexHbIX BbIYMCNEHWIA (M3onsLUmMs npoueccoB) B cooTBeTcTBUM ¢ [4.1.6}

- obecneyeHve B3aMMOLENCTBUSI Mexay npoueccamu B cootBeTcTBUM ¢ [4.1.6}

- perucTtpauus cobbiTuin 6esonacHocTu (npotokonupoBaHue) B cootsetcTBun ¢ 4.1.7}

- 04MCTKa OnepaTVBHON W BHeLLHeW namsiTu B cootBeTcTBuK ¢ [4.1.8]

- KOHTpOnb LenocTHocTu B cootBeTcTBUM c[4.1.9;

- orpaHuyeHune nporpaMmmHoi cpeabl B cootsetcTBum ¢ [4.1.10;
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- duneTpaumsa cetesoro notoka B cootsetcteuu ¢ 4.1.11}

- obecneyeHne paboTbl B cpeae BUpTyanusauun (M3onsumus BUpPTYyanbHbIX MalnH, pas-
rpaHuyeHne oCTyna BUPTyarbHbIX MaLUWH K pecypcam U T.A.) B cootBetcTBum c[4.1.12;
- co3faHve u nposepka 3MM B cootBeTcTBUM C[4.1.13]

- MapKkupoBka AokymeHToB B cootBeTcTBUM Cc [4.1.14]

- obecneyeHne paboTbl B OTKA30yCTONUYMBOM pexume B cootBeTcTBUM ¢ [4.1.15]

- obecneyeHne HaaeXHOro PyHKLIMOHUPOBaHUS B cooTBeTCTBUM C [4.1.16]

- obecneyeHne goctyna k Bl B cooTBeTCTBUN C TpeboBaHUAMU AN pasrpaHUyYeHns
AocTyna K MHopMaLun orpaHMYeHHOro 4oCTyna, B TOM YMche coaep)kallent CBeaeHus,
CoCTaBnsiloLLMe rocyaAapCTBEHHYIO TaliHy, COrmacHo

- obecneyeHne goctyna K nHopmaLmm Yepes cepBep rmnepTekcToBon ob6paboTkn gaH-
HbIX B COOTBETCTBUM C TpeboBaHUAMU ONs pasrpaHMYeHns OocTyna K MHdopmauumm
OrpaHMYEHHOro AOCTyna, B TOM YMCre codepKallen CBeAeHUs, CoCTaBnsoLme rocyaap-
CTBeHHyto TaiiHy, cornacHo 4.1.18}

- obecneyeHne obmeHa coobLLEHNAMM INEKTPOHHON NOYTLI B COOTBETCTBUN C TpeboBaHu-
AMU ONS pasrpaHnyYeHnss 4ocTyna K MHopMaLumn orpaHNYeHHOro AoCTyna, B TOM Yucne

cofepxallen cBefeHNs, COCTaBNsAoLLe rocyaapcTBEHHYo TaiHy, cornacHo 4.1.19

4.1.1. ObecneyeHne Nonb30oBaTeNbLCKOro nHTepdenca

PelweHune 3agaun obecneveHms rpadhnyeckoro nonb3oBaTeNbCKOro MHTepderica OCHOBaHO
Ha ucnonb3oBaHmm X Window System, KoTopas MeeT apXUTEKTYPY «KINUEHT-CEpBEP». X-CepBep
OTBeYaeT 3a B3auMOAENCTBME C AUCMNEEM U yCTponcTBaMn BBoAa. KnneHTbl coeanHATCs ¢
X-cepBepom rokarnbHo (C Ucrnorib3oBaHneM CokeToB) unu yaaneHHo (TCP/IP).

[na npegoTBpalleHns peanusaumm yrpo3 HapyLlleHns KOHPUAEHUNANbHOCTN U LLenocCT-
HOCTM MHOpMauun B ob6xon MaHAATHOro yrnpasreHust JOCTYNOM, B T.4. C UCNOSIb30BaHNEM
MEXaHN3MOB «KOMUPOBaHUS-BCTaBKU» U «nepeTackmBaHus» (copy-paste n drag-and-drop), ons
nepeHoca nHpopMauum U3 CEKPETHOro AoKyMeHTa (OKHa) B HECEKPETHbIN B rpadhuyecKon cu-
cteme OC peanunsoBaH NoAxXo4 Ha OCHOBE MOJSTHOMO pasgeneHns B COOTBETCTBMM C MaHAATHbBIM
KOHTEKCTOM (CoyeTaHMeM ypOBHS 1 KaTeropuit). NogobHbIn nogxon 03HaYaeT, YTo ANSA KaXaoro
MaHOaTHOro KOHTEKCTa 3anyckaeTcsi COOCTBEHHbIN X-CepBep U, COOTBETCTBEHHO, rpadnyeckumi
ceaHc. Npu rpadmnyeckom Bxoae B cUCTEMY Nonb3oBaTento npeafiaraeTcy B cneynanbHOM ana-
nore BblbpaTb MaHAATHbIA KOHTEKCT U3 AOCTYMNHbIX NOSIb30BAaTENO YPOBHEN U/UNN KaTEeropuin.
Hanee rpaduyeckasn ceccusa ByaeT BbINOMHATLCA B BblIOpaHHOM MaHO4aTHOM KoHTekcTe. OgHo-
BPEMEHHO Nosib3oBaTenemM MoXeT ObiTb BbINOSIHEHO HECKOSBbKO BXOA4OB C pa3HbIMU MaHAATHbIMMA
KoHTekcTamu. Ceccum n3onnpoBaHbl, N nepegada MHopMaunum Mexay HUIMU HEBO3MOXHA.

padmueckas nogcnctema OC no3BonsieT BHyTPU rpadpnyeckon ceccumn, BbIMONHAEMON B

onpeneneHHoM MmaHgaTtHOM KOHTEKCTE, 3anyCcKaTtb NMpuUnoXeHnd ¢ ApyruM MmaHgaTtHbIM KOHTEKCTOM.
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Mpun 3TOM 4Ns NpenoTBpaLLEHUS peanu3auumn yrpo3 HapyLweHnsa KOHOMAeHUManbHOCTM U LEenocT-
HOCTWN MHOpMaLuK B 06xo4 MaHL4ATHOro yrnpasneHus 4OCTYNOM UCMONb3yeTcs cneunarnbHbin
Moayrnb-paclumpeHme X-cepepa — XPARSEC. B mogyne ucnonbayercs Habop «nepexsBaTynkoB»
(«hooks»), npepocTaBnsieMbli BCTPOEHHbIM paclunpeHmem X-cepBepa — XACE. [pu nonyyeHun
3anpocoB OT KINMEHTa «NepexBaTymkm» XACE nepeaaroT yrnpasreHne n napameTpbl B XPARSEC,
KOTOpbIN aHanNn3npyeT apryMeHTbl 3anpoCcoB U B COOTBETCTBUM C YCTAHOBIIEHHbIMU MpaBunamMm
pasrpaHn4yeHns OocTyna paspellaeT Unu 3anpeLwaeT BbiNonHeHne 3anpocoB knmeHTta. B OC
MaHAATHbIN KOHTEKCT CYMTBLIBAETCS MPU KaXK4O0M 3anpoce KIuneHTa.

[ns obecnevyeHnss BO3MOXHOCTM paboTbl NPUBUNETMPOBAHHOIO KNMeHTa (MeHemkepa
OKOH), KOTOPOMY HEOOXOAMMO BbIMOSTHATL HEKOTOPbLIE 3anpockl K X-cepBepy He3aBUCMMO OT MaH-
AAaTHOro KOHTeKCTa CBoen MeTkn 6e3onacHoCcTu, B cneumansHom danne (/etc/X11/trusted)
pasmeLlaeTca nHdpopmauma ¢ ykasaHMeM MOSHOro nNyTu 3anycka. [pu nokanbHOM cOeanHeHun
X-cepep nony4aet PID (ngeHTudmkaTop npouecca) KnueHTa, onpeaenseTt nyTb 3anycka n npu-
BUnernn knmeHTta. MeHegxep OKOH MOXeET nosiydatb MeTKu 6e30nacHOCTU OKOH U Ha OCHOBe
peanusoBaHHoro B OC cneumanbHOro pacumpeHmnst X-npoTokona BbIMOSHATL NPUBMAErMpOBaHHbIE
onepauumn.

B coctaB rpadumyeckon nogcuctemsl OC BxoauT pabouun cton nonb3osatens Fly, nHre-
rPUPOBaHHbLIN C BHEAPEHHBLIMU B X-CEpBEP MeXaHn3Mamm 3almTbl MHopMaLmm n obecneyvmsato-
LM oToBpaXkeHme:

- MaHOATHOINo KOHTeKCTa ceCcCn Ha NaHernun 3agav,

YPOBHHA KOH(bWJ,eHLI,VIaJ'IbHOCTI/I KaXaoro oKHa,

YPOBHSI KOH(OUAEHLMANBHOCTM BO BCEX MPUMNOXEHNAX pabodero cTona;

3anycka npuiioxXeHna ¢ padHbiIMM MaHOaTHbIMU KOHTEKCTAMMU;

YPOBHS1 JOBEPEHHOCTM OKHA AJ15 NIOKanbHbIX U yAANeHHbIX NPUNoXeHUn (B yaaneHHoOM
pexume ByayT LBETHasi paMka, COOTBETCTBYIOLLAast MeTKe 6e30MacHOCTU, N NyHKTUPHAas).
padmyeckasn nogcuctema OC rotoBa k paboTte ¢ cobnogeHeM maHaaTHOro ynpasnieHus

AOCTYNoM HenocpeacTBeHHO nocre yctaHoBkn OC 6e3 npoBeaeHust AOMONHUTENbHbIX HACTPOEK.

4.1.2. UpeHTndmkauma n ayteHTudukauma

PelwweHve 3agaun naeHtudukauum n ayteHtudpmkaumm nonsb3osarenen B OC ocHoBbIBa-
€TCH Ha ucnosnb3oBaHUn mexaHnama PAM, koTopbii npeactaBndeT cobon Habop pasgensiembix
onbnuotek (Mogynen), C NOMOLLbI KOTOPbLIX aAMUHUCTPATOP MOXET OpraHM3oBaTb npouenypy
ayTeHTMdmrKaummn (NoaTBepXKAeHNe NOANMHHOCTIM) Nonb3oBaTenen nNpuknagHbIMyM NnporpaMmmMamMmu.
Kaxabii mogynb peanuayeT COBCTBEHHbIN MexaHn3M ayTeHTudukaumn. MameHas Habop n nops-
OOK CriegoBaHus Mogyrnemn, MOXXHO NOCTPOUTb CLeHapuit ayTeHTudmrkauumn. NMogobHein noaxon

NO3BOSISIET U3MEHNATb Npoueaypy ayTeHTUdUKaumMm 6e3 n3sMeHeHNst UICXOOHOro koda U NoBTOp-
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Horo komnunupoBaHna PAM. CueHapun ayTeHTUUKaLnUmM ONUCbLIBaAKOTCA B KOHAUIYPaLMOHHbIX
dannax.

Ecnun OC He HacTpoeHa gns pabotsl B ElMM, To ayTeHTUDMKaLMA OCyLLeCTBASIETCA C NOMO-
Wwto nokaneHon bl none3osartenen. NMpn ncnonesosanun ENM ayteHTUMKaumna nonb3oBaTenen
OCYLLECTBNSAETCH LeHTpanu3oBaHHO no npotokony Kerberos.

B OC peanusoBaHa BO3MOXHOCTb XpaHEHUs1 ayTEHTUUKALNOHHON MHGOPMALMK NONb30-
BaTenen, noryyYyeHHOM C ucnonb3oBaHnem xaw-pyHkumm no [OCT P 34.11-2012
(FTOCT P 34.11-94).

4.1.3. OpraHmsauumsa egUHOro NpPoCcTpaHCTBa Nofib3oBaTenen

PeweHwne 3agaun opraHnsaumu ElMN (cosgaHne gomeHa) obecneynsaert:

CKBO3HYIO ayTeHTUUKaALUIO B CETH;

LieHTpanu3aumio XxpaHeHns nHdopmaLummn ob okpyXeHun nonb3oBaTtenen;

LeHTpanM3auuo XpaHeHnst HaCTPOEK CUCTEMBI 3aLLNTbl MHbOpMaLuK Ha cepBepe;

- MHTerpauuio B AOMeH 3awmieHHblx cepBepoB CYB/[], anekTpOHHOM NoYTbl, TMNepTek-

CTOBOWM 0OpaboTKM AaHHbIX U NeYaTu;

- LeHTpanu3oBaHHY HACTPOWNKY NpaBun permctpaumm cobbiTuin 6e3o0nacHOCTN B pamMKax

OOMeHa;

- LeHTpann3oBaHHbIA y4eT NOAKNIOYAEMbIX YCTPOUCTB.

CeteBasa ayTeHTUdMKALMA U LEHTpanu3aumsa XpaHeHuss MHGopMaunmn o6 OKpY>XEHUK
nonb3oBaTensa nogpasyMeBaeT NCMOMb30BaHME OBYX OCHOBHbLIX MEXaHU3MOB: NOAAEPKKN KPOCC-
nnaTopMEHHbIX CEPBEPHbLIX NpunoxeHun ans obecneveHnsa 6esonacHoctn NSS n PAM.

[na peanusaumn yganeHHon ayteHTudukaumm ncnonedyetcsa cnyxba kartanoros LDAP
B KQ4YeCTBE UCTOYHMKA AaHHbIX Ansi 6a30BbIX CUCTEMHBIX CIY>KO Ha ocHoBe MexaHn3moB NSS un
PAM. B peaynbrarte Bcs cnyxebHast nHdopmaumsa nonb3oBaTenen CETM MOXET pacnonaratbcs
Ha BblAENEeHHOM CepBepe B pacnpenerneHHon reteporeHHon ceteBon cpee. [lobasneHne HOBbIX
CeTeBbIX NOSb30oBaTeNen B 3TOM Criydae nNnpou3BoguTCA LEeHTPannM3oBaHHO Ha cepBepe CryXobl
katanoroB. CeTeBble Crny0bl, NOAAEPKMNBAIOLLNE BO3MOXHOCTb ayTEHTMUKALUN NONb3oBaTeENEWN,
MOryT BMECTO JTOKasbHbIX YY4ETHbIX 3anncen ncnonb3oBaTtb katanor LDAP. AoMuHUCTpaTop MOXET
LEeHTpann3oBaHHO yNpaBnaTb KOHUrypaumen cetu, BKNoYasa pasrpaHuydeHne 4ocTyna K ceTeBbIM
cnyxbam.

bnarogaps npegoctasnenunto nHdpopmaumm LDAP B nepapxumyeckon gpesosugHon oopme
pasrpaHu4eHne gocTyna B pamkax cryx6bl katanoroe LDAP MoxeT GbITb OCHOBaHO Ha BBEOEHUN
AoMeHoB. B kayecTBe gJoMeHa B JaHHOM cryvae ByaeT BbICTynaTb nogaepeso cnyxbbl katanoros
LDAP. Cnyx6a katanoros LDAP no3sonseT pasrpaHmMynBaTb JOCTYN NONb30oBaTesnien K pasHbiM
nogaepeBbsAM Kartanora, Xxotd no ymonyaxHmio B OC peanuayetcs cxema ogHOro AoMeHa.

CkBO3Has goBepeHHasi ayTeHTUdukaumsa peanuayercsa TexHornornen Kerberos.
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LleHTpanuaaumsa xpaHeHusi nHpopmMaumm 06 OKpy>XeHUKU nonb3oBaTenen nogpasymeBa-
eT TakkKe W LeHTpanM3oBaHHOe XpaHeHue AOMalUHUX KaTanoroB nonb3oBartenen. [na aToro
ucnoneayetcs ceteras 3awmuieHHas OC CIFS.

B cpege OC nonb3oBaTtento NoCTaBrieH B COOTBETCTBUE psig aTpubyTOB, XapakTepusyo-
LWMx ero MaHgatHole npaea. KoHuenuusa EMNMM nogpasymeBaeT XxpaHeHWe CUCTEMHOW MHGOpMaLmnm
0 nonb3oBaTtene (BKroYyast JOCTYMNHbIE MaHA4ATHbIE YPOBHU U KaTeropun) LeHTpanm3oBaHHo. B
AaHHOM criyvae Bcs MHGopMauusa xpaHutcsa B cnyxbe katanoros LDAP.

MHopmauusa o maHgaTHbIX aTpubyTax nonb3oBaTenen XpaHUTCs NnokasnbHO B COOTBET-
CTBYHOLUUX KOHUIYypaLMOHHbIX pannax. [Npu nameHeHnn KoHdurypaumm cuctemMbl Ang UCnonb3o-
BaHMS B CETEBOM KOHTEKCTe MaHAaTHble npaBa nosnb3oBaTtenien JOMKHbI NepeMecTUTbCs Beres, 3a
OKpY)XeHueMm norb3oBatens (MaeHTudukaTopbl nonb3oBaTenen, rpynn, AoOMaLlHWe Katanorn u np.)
B cnyx06y katanoroe LDAP. [lJocTtyn K MaHOaTHbIM aTpubyTam nonb3oBaTenien oCyLeCcTBsSETCS
C UCnonb30BaHMEM NMpPOrpamMMHoOro nHTepderica nogcucremsl 6esonacHoctn PARSEC. [JaHHbIN
NHTepdenc No3BonsAeT NosyyYnuTb U3 COOTBETCTBYHOLLEro KOHUrypaunoHHoOro garnna nHgop-
Maumo 06 NCTOYHMKE AaHHbIX Ana maHaatHbix C3U cuctemsl. 1o ymonyaHuioo MCnonb3yrTcs
nokanbHble TekcToBble dannbl. [pu pabote OC B CETEBOM KOHTEKCTE B KA4eCTBE MCTOYHUKA
AaHHbIX BbICTynaeT cnyxba katanoros LDAP. [NepekrntoyeHne KOHTEKCTa Npon3sBoguTcsa nytem
npaBKM COOTBETCTBYIOLLLErO KOH(pUrypaumoHHoro danna.

Ona ynpaesnenus ENMM B OC Bknto4eHbl cnyx6bl ALD n FreelPA, koTopbie oTnnyatoT-
CH YPOBHSIMM pa3BepTbiBaHMA N MacwTabmupoBaHus. OHu 6asmpytotca Ha TexHonorusx LDAP,
Kerberos n Samba, npegoctaensaioT rpaduyeckme nHTepgencsl ynpasneHnss 1 agMMHUCTPUpPOBa-
HUSA U aBTOMATU3MPOBAHHYO HACTPOWNKY BCceX HeobXxoanmbIx harnnoB KOHGUrypaumm BXxogsaiimx B

HUX cnyx6.

4.1.4. InckpeumoHHoe ynpaBrieHue AoCTYNnom

PelieHne 3agayn OUCKPELMOHHOIO ynpasneHus JOCTYNOM OCHOBaHO Ha peanu3auun B
OC cooTBETCTBYIOLLEIO MEXaHM3Ma.

B OC mexaHn3m gMCcKpeLmOHHOro ynpasneHns OCTyrnom obecnevmBaeT nNpoBEpPKy AnC-
KpeumnoHHbix MNP, dopmupyembix B Buge 6asosbix MNP onepaunoHHbIX cuctem cemenctaa Linux
N NpeacTaBrieHHbIX B BUAEe naeHtTugukaTtopoB cyobekToB (MaeHTudmkarop nons3osarens (UID) n
naeHtudukartop rpynnel (GID)), umetowmnx OCTYN K CYLLHOCTAM (Y4TeHMe, 3anncb, UCMNOSNTHEHME).
Kpome Toro, ans doopmmpoBaHus guckpeumoHHbix MNP B OC ncnonb3yrTcs CAUCKU KOHTPONs
poctyna (ACL) 1 MexaHn3M CUCTEMHbIX NPUBUMErMIA ONepaunoHHbIX CUCTEM ceMencTBa Linux.

B coctaB OC BXxogAT 3awmLLeHHble koMnnekebl nporpamm: CYB[, anekTpoHHOM NoYThI U

rMNepTeKkcToBon 06paboTkM AaHHbIX.
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B 3aLyLLeHHbIX KOMNekcax NporpamMmm 3MeKTPOHHOM NOYTbI U r’MNepTeKCToBON 06paboTku
AaHHbIX 3alUMLLaeMbIMUN CYLLHOCTAMU siBRsitoTcs cywHocTn ©C. Takum 06pa3oM, AUCKPELIMOHHOE

ynpaslieHne AOCTYNnoOM K HUM obecneunBaeTcs Takke, Kak n K NPOYNM CYLLIHOCTAM dC.

4.1.5. MaHgaTHoe ynpaBrieHMe A0CTYNOM U MaHAaTHbLIW KOHTPOSb LeNIOCTHOCTHU

PelweHne 3aga4 maHgatHoOro ynpasneHust 4OCTYNOM U MaHOATHOrO KOHTPOMS LIENOCTHO-
ctn B OC BbINOMHAETCA COOTBETCTBYOLLMMN MEXaHU3MaMW.

MaHgaTHoe ynpasrneHue OCTYNoM U MaHAaTHbIM KOHTponb uenoctHocTn (MKL) peanu-

3oBaHbl B sigpe OC n 3aTparvBaloT crnegyoLlmne noacmucTeMbl:

mMexaHusmsbl IPC;

ctek TCP/IP (IPv4, IPv6);

®C ext2/ext3/extd/XFS;

ceteBble PC CIFS, OCFS2, Ceph;
®C proc, tmpfs.

Mpwn onncaHMm MaH4ATHOrO ynNpaBneHua 4OCTYNOM U MaHAATHOrO KOHTPOSS LIEeNOCTHOCTH
ncnonb3ayoTea cneayrowme Tepmunbl (B cootBetctBum ¢ FTOCT P 59453.1-2021):

- cybbekT goctyna — komnoHeHT OC (npouecc, B T.4. 3anyLWeHHbIN OT MMEHUN NOSb30Ba-

Tens), AOCTYNbl KOTOPOro perfnameHTUpPYTCS NONMTUKaMM ynpaBnieHnsa JOCTYNoM;

- 06bekT goctyna — komnoHeHT OC (Hanpumep, ain, CokeT 1 Ap.), 4OCTYN K KOTOPOMY

pernameHTupyeTcs NONUTUKaMK yrnpasneHnss 4OCTYNoM;

- KOHTENHep — cocTtaBHon koMnoHeHT OC (Hanpumep, KaTtanor n gp.), 4OCTyn K KOTO-

pOMYy pernameHTUpyeTcsa NoNnTMKamu ynpasneHns 4OCTYNoOM, COCTOSLMNN U3 0O6BHEKTOB

NN KOHTENHEPOB, K KOTOPbLIM MO OTAENbHOCTM BO3MOXHO OCYLLECTBIEHME ynpaBrneHns

OOCTYIMOM.

Mpun 3TOM CYLLHOCTbIO Ha3bIBAETCS KOMMOHEHT, SABMAOLWMNCA OOBEKTOM UM KOHTENHEPOM.

MaHaaTHoe ynpaBneHue 4ocTyrnoMm obecnevmBaeT 3almTy OT yrpo3 6e3onacHoCTH, CBsi-
3aHHbIX C BO3MOXXHOCTbIO NpeaHaMepeHHbIX UM OWMBOYHbLIX 4ENCTBUI NoNb3oBaTenen no mns-
MEHEeHM0 NpaB AOCTynNa K CYLWHOCTAM, BnagenbLammn KOTopbiX SBAAIOTCA NONb30BaTeNn, YTto He
3anpeLyaeTca METOAOM OMCKPELMOHHOMO ynpasneHmsa 4ocTyna.

[na peanusaunmn MaHaaTHOro ynpaereHusi AOCTYNOM UCMONb3YHTCS KnaccumKaLumoH-
Hble METKM A0CTYyNa, Ha3HayaeMble NS KaKO4oro cyobekTa n CyLHOCTU, — CnyxebHble aTpnbyThl,
npeacraensaowme cobom KOMOMHaALMIO nepapXMYeCKNX ypoBHEN KOHOMAEHLMANBHOCTU (CTENEHEN
CEKPETHOCTMN) U HEMEPAPXNYECKNX KaTeropun KoHpuaeHumaneHocTn. CyLHOCTSAM Takke MoryT
ObITb MPUCBOEHbI AOMNOMHUTENbHbIE aTPUBYThI AN MaHAATHOMO ynpaBneHus 4OCTYMNOM.

MaHngaTHoe ynpasneHne JOCTYNoM MO3BOSSeT MUHUMU3NPOBATb UMW UCKMKOYUTL BO3-

MOXHOCTb peanusaumm MHPOPMaLMOHHO-TEXHUYECKNX BO3AENCTBUI B pedyrbTaTte nonyvyeHus
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HeCaHKLMOHMPOBAHHOMO JOCTyNa K o6bekTam 3amTbl pasnnyHbIX YPOBHEN KOHMAEHUNnaNbLHO-
CTWn.

MKL| obecnevnBaeT 3aLmTy NPOLECCOB BbICOKOIO YPOBHS LIENOCTHOCTU (CUCTEMHBIX U
NPVBUIErMPOBAHHbLIX) OT HECAHKLMOHMPOBAHHOMO AOCTYNa W ynpaBneHusl, YTO NO3BOSSIET UCKIIO-
YUTb BO3MOXHOCTW MOBbILLEHUS MPUBUIErNIA NONb30BATENEN U YNpaBreHnss TakuMmn npoLeccamm B
crny4ae 1Ucnornb3oBaHUA AedeKkToB/ya3BMMOCTEN B NPpOrpaMMHOM obecnevyeHnn MHpOopMaLMOHHON
CUCTEMBI.

Ona peannsauum MKL cybbektam (npoueccam, B T.4. 3anyLUEHHbIM OT UMEHW NONb30Ba-
Tens) u cywHocTsaMm (pannam, katanoram, CoKeTam U T.M.) NpMCBanMBalOTCH YPOBHU LENOCTHOCTU
(MeTkun uenocTtHocTn). CyLLHOCTSAM Takke MOoryT ObiTb MPUCBOEHbLI AOMNOSTHUTENBbHbIE aTPUOYThI
ana MKL..

MpuHATHE pelleHns o 3anpeTe unu paspeLleHnn octyna cybbekTa K CyLHOCTU NPUHU-
MaeTCs Ha OCHOBE TuMna onepaumu (YTeHne/3anmcb/ucnonHeHne), MeTkn 6esonacHocTn cybbekTa
(knaccudmkKauMOHHON METKM U METKM LeNOCTHOCTU) U MeTKM 6e30MacHOCTM CyLHOCTK (Knac-
CU(PUKALNOHHOM METKN U METKM LEeNIOCTHOCTM), @ Takke Ha OCHOBE MPUCBOEHHbIX CYLLHOCTH
AONONMHUTENbHbIX aTPUBYTOB A1 MaHAATHOro ynpaeneHus goctynom un ansa MKL,.

Peanusauna maHgaTHOro yrnpasneHnsa JOCTYNOM U MaHAATHOrO KOHTPOMS LEerTOCTHOCTH
B OC onuncaHa B gokymeHte PYCB.10015-01 97 01-1 «OnepauymoHHasa cnctema cneynanbHOro
HasHayeHus «Astra Linux Special Edition». PykoBogcteo no KC3. Yactb 1»

Cuctema Linux-npusunernn OC, npegHasHavyeHHasa ons nepegaydv otaenbHbIM Nosfib30Ba-
TernsiMm npaB BbINOSIHEHUS onpeaesieHHbIX aAMUHUCTPaTUBHBIX AeNCTBUI, pacwumpeHa PARSEC-
npusunernamn. [ladHole npusmnerun otHocatcsa Kk cucteme PARSEC u o6ecneumBatot paboty ¢
MeXaHW3MOM MaHAAaTHOro ynpasneHue AOCTYMNOM.

PARSEC-npuBunern HacnegyroTcsa npoueccamm oT CBOUX «poauteneny. lNpouecchl,
3anyLweHHble OT MUMEHU Cynepnonb30oBaTeris, He3aBUCUMO OT HanMn4us y HUX NPUBUNETNA, UMEIOT
BO3MOXHOCTb OCYLLECTBNATb BCE NepevnCrieHHble NpUBUNErMpoBaHHble aencTBus. MNepeyeHs n
onucanne PARSEC-npusunernin npueegeHsl B PYCB.10015-01 97 01-1.

B ka4ecTtBe ocHoBHOM ceTeBon PC mncnonbsyetca CIFS, koTopas sBnsieTca paclumpeHmem
SMB u nogaepxmBaet atpndytel PC UNIX n nmeeT orpaHnyeHHyo NoaaepXkKy paclumpeHHbIX
aTpubyToB. [JaHHaa ®C WmMpoKo pacnpocTpaHeHa n paboTaeT B reTeporeHHbIX ceTax (noaaepxu-
BaeTcsa mHorummn OC), a Takke nogaepxmBaeT ayteHTudumkauuio cpegctsamm PAM n Kerberos.

BsaumopgewncTteue npu nomowmn cetesoro npotokona IPv4 (IPv6) ocywectensieTcs yepes
NporpaMMHbIN MHTEP(ENC CYLLIHOCTEN OOCTYNa, SABMAIOLNXCA 3fIEeMEHTaMU MeXnpoLueCCHOro
N CETEBOro0 B3aMMOLEWNCTBMUSA (Hanpumep, CETEBLIX COKETOB), KOTOopble obecnevnBaoT obmeH
AaHHBIMW MeXay npoueccamun B pamkax ogHon unn Heckonbknx OC, 06beguHEHHbIX B NTOKaNbHY0

BbIMUCITUTESIbBHYHO CETb.
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[ns nooaepXkn MaHOATHOrO ypaBfieHuMst AOCTYNOM B CeTeBble MNakeTbl MpOToKona
IPv4 (IPv6) BHegpstoTCa KrnaccudukaunmoHHble MeTKU. [lopsaok NpucBoeHnsa knaccudukaum-
OHHbIX METOK M UX hopmaT COOTBETCTBYET HauuoHanbHomy ctaHgapty OCT P 58256-2018.
Mpuem ceTeBbIX NakeToB NoguMHseTcss maHaatHeiMm MNP, Cnegyet oTMETUTb, YTO METKA CoKeTa
MOXET MMETb TUIM, NO3BONSAIOLWNIN CO3AaBaTb CETEBbIE CEPBUCHI, MPUHUMAOLLME COEANHEHNS C
nto6bIMN YPOBHSIMU CEKPETHOCTM.

Mpn HeobxoammocTn ans obecneveHnsa LenoCcTHOCTK 3aronoBka |IP-nakeTos, cogepatue-
ro KnaccmukaumMoHHy0 METKY, OMYyCKaeTCa NpMMmeHeHne nporpammHoro cpegcrea OpenVPN.
OnuncaHune ucnonb3oBaHua OpenVPN npusegeHo B gokymeHTe PYCB.10015-01 95 01-1 «One-
pauMoHHas cuctema cneumanbHoro HasHadeHus «Astra Linux Special Edition». PykoBoacteo
agMuHucTpartopa. Hactb 1».

OTcyTCcTBME METKM Ha CYLLIHOCTW JOCTYNa 9KBUBANEHTHO HyneBon meTke 6e30nacHOCTU.
Taknm obpasom, aapo OC, B KOTOPOM BCE CYLLUHOCTU N CyObeKTbl OOCTyna UMEKT YypOBEHb
CEKPETHOCTN «HECEKPETHO», PYHKLUMOHUPYET aHarnormyHo cTaHgapTHOMY SA4py onepaumoHHON
cuctemMbl cemencTea Linux.

[nsa psga ceteBbix cepBucoB (cepeepa LDAP, DNS, Kerberos u 1. 4.) Heobxoanmo obec-
NeYNTb BO3MOXHOCTb UX paboTbl C KNMEHTAMN, UMEIOLLMMM PasHbI MaHOATHbIN KOHTEKCT 6e3-
onacHocTu, 6e3 BHECEHNA U3MEHEHNI B UCXOOHbIE TEKCTbI CEpBUCA.

ObecnevyeHne MaHOaTHOrO ynpaBneHUs JOCTYNOM B 3aLUMLLEHHbIX KOMMeKcax nporpaMmm
rMNepTekCcToBOM 06paboTKM AAHHbBIX U ANEKTPOHHOW NOYTbl peanmM3oBaHO Ha OCHOBE NPOrpamMmm-
Horo nHtepdenca 6ubnmnotek nogcnctemsl 6esonacHoctTn PARSEC. Ha cepBepax koMmnnekcos
nporpaMm runepTekcToBon 06paboTKn AaHHbBIX U ANEKTPOHHOM NOYThI Npy 0b6paboTke 3anpocos
Ha coeanHeHWe BbINOMHAETCS NoyyYeHne MaH4aTHOrO KOHTEKCTa COeAMHEeHNs, yHacneaoBaHHOro
OT cybbekTa (npouecca). CokeT cepBepa, OXnaaroLwmi BXoAALWMX 3anpoCoB HA COeaUHEHME,
paboTaeT B KOHTEKCTE npoLecca, MUMeIoLLEero NpuBuUIernio ans npyema coeguHeHnn ¢ nobsimm
YPOBHAMU CEKPETHOCTW.

[Mocne ycTaHOBKM COEANHEHUS U YCNELLHOMO NPOXOXAEHUS npoLueaypbl naeHTugmkaumm
N ayTeHTMdMKaLMM Nonb3oBaTens npouecc cepeepa, obpabaTtbiBalowmnin 3anpockl Nonb3oBaTens,
nepeknyaeTcsl B KOHTEKCT Be3onacHOCTM nonb3oBaTtensi, copacbiBaeT npusunerum, obpabartoisa-
€T 3anpockbl NONb30BaTens 1 3aBepLuaeTcs.

B komnnekce nporpamm runepTekCcToBon 06paboTKu AaHHbIX NONb3oBaTeNb nonyvaet
AO0CTyn K pecypcam, asnsowmmcs cywHoctamm OC. Komnnekc nporpaMm 3neKTPOHHOW NOYThI
ncnonb3yeT TexHosnorno maildir, obecnevnBaroLyto XpaHEHNE NOYTOBbLIX COOOLLEHUN B BUAE
oTaenbHbIX cywHocTen ®C. Co3gaBaemble dansibl NOYTOBbLIX COOOLLEHNN MapKUPYHOTCA METKaMK
6e3onacHOCTH, yHacnegoBaHHbIMKU OT nNpouecca-co3aartens. Takum obpasom, B 060mx Komnnekcax

nporpaMm pecypcCbl, K KOTOPbIM OCYLLECTBIAETCA OOCTYyNn OT MMEHU CepBEPHbIX NMpPOoLUEeCCOoB,
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o6pabaTbiBaoLLMX 3anpockl Nonb3oBaTtenen, aBnaTca cywHoctamm OC. CnegoBaTenbHO, AOCTYN
K 3aWMLiaeMbiM pecypcam npu npueme n obpaboTke 3anpocoB Monb3oBaTenen B npouecce
dYHKLUMOHNPOBaHUS CeEpBEPOB KOMMMEKCOB NPOrpaMm rmnepTekcToBOM 06paboTKn AaHHbIX U

3NIEKTPOHHOWM NOYThl NoAYnHAETCS MaHaaTHbIM [P/,

4.1.6. U3onsaumua npoueccoB

PelueHune 3agayun nsonsaumm npoLeccoB OCHOBaHO Ha apxutekTtype siapa OC.

Anpo OC obecnevnBaeT Anga Kaxgoro npowecca B cMcteMe Co0CTBEHHOE M30NMPOBaHHOE
agpecHoe NpPOCTPaHCTBO. [JaHHbIN MEXaHM3M M30MALMM OCHOBaH Ha CTPAHUYHOM MEeXaHu3me
3alWnTbl NAaMATH, a TaKKe MEXaHN3Me TPaHCNALMM BUPTyanbHOro agpeca B usnyeckni, nogaep-
XuBaemMbli Moyrnem ynpasneHus namaTtbio. OgHM 1 Te Xe BUpTyarbHble agpeca (C KOTopbIMU
n paboTaeT npoueccop) npeodbpasyoTca B pasHble husnyeckme ans pasHblX agpecHbIX Mnpo-
cTpaHcTB. lNpouecc He MOXET HECAHKLMOHMPOBAHHLIM 0Opa3oM NoNyyYnTb AOCTYN K NPOCTPaHCTBY
Apyroro npouecca, T. K. HENPUBUNErNMPOBaHHbIA NONb30BATENBLCKUI NPOLECC NTULIEH BO3MOXHOCTHU
paboTaTb C PM3MYECKOM NaMATLIO HANPSMYHO.

MexaHnam pasgendemMon namsaTn BASETCA CaHKLMOHUPOBAHHBIM CNOCOBOM MOnyyYnTb
HECKOSbKUM npoLeccamM AOCTYN K OOHOMY M TOMY e y4acTKy NamsaTh U HAXOO4UTCA NO4 KOHTPOMEM
AVCKPELMOHHbIX N MaHaaTHbIX [MPL.

ALpecHOe NpoCTPaHCTBO A4pa 3alUMLLEHO OT NPSIMOro BO3AENCTBUS MOMb30BaTENbCKUX
NPOLECCOB C UCMNOfb30BaHNEM MEXaHU3Ma CTPaHUYHOM 3almThl. CTpaHuLbl NPOCTpaHCTBa g4pa
SABMATCA NPUBUNENMPOBAHHLIMU, U AOCTYMN K HAM U3 HENPUBUIENMPOBAHHOMO KOAA Bbi3biBAET
NCKNIOYEHWEe npoleccopa, KoTopoe obpabatbiBaeTcsl KOPPEKTHbIM 0bpa3om sapom OC. Eann-
CTBEHHbIM CaHKLUMOHMPOBaHHbLIM crnocobom goctyna k agpy OC 13 nonb3oBaTenbCKon NporpamMmbl
SIBMSIETCA MEXaHN3M CUCTEMHbIX BbI3OBOB, KOTOPbIAN rapaHTUPYeT BO3MOXXHOCTb BbIMOSHEHUS
nonb3oBaTeneM TONbKO CaHKLMOHNUPOBAHHbBIX AENCTBUN.

Takke B OC peanu3oBaH MexaHM3M KOHTEMHepu3aLumm, obecneymBatoLLin pexxnm nN3ons-

LM NPOLIECCOB Ha YPOBHE OMepaLMOHHON CUCTEMbI, onncaHne kotoporo npuseaeHo B [4.1.12]

4.1.7. Pernctpauusa cobbiTn 6e3onacHocTu

PelwieHnne 3agaun pernctpauunm cobbitnn 6esonacHoctn B OC peann3oBaHO Ha OCHOBE
pacLUMpPEeHHON NOACUCTEMbI NMPOTOKONMPOBAHUS, OCYLLECTBSOLWEN perncTpaunio cobbiTum B
OBOWYHbIE (hansibl C UCnonb3oBaHNEM cepBuca auditd.

B 6ubnunotekax nogcmctembl 6esonacHoctn PARSEC peanusoBaH nporpaMmHbIN MHTEP-
denc ons NPOTOKONUPOBAHNA COBLITUI C UCMONBb30BaHMEM PaCLUMPEHHOW NOACUCTEMbI MPOTOKO-
nupoBaHus. [laHHbIN NPOrpaMMHbIN MHTEPdENC NPUMEHEH AN pernctpauumn codbitun B CYB[
PostgreSQL.
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4.1.8. OunctKka onepaTMBHON M BHELLHEN NaMATH

PeweHne 3agaqm ounctkm Ol ocHoBaHO Ha apxutekType aapa OC, KoTopoe rapaHTUpyerT,
YTO OObIYHbIA HENPUBUIETMPOBAHHbLINA MPOLECC HE MOMYYMT AaHHbIE YYXKOro npolecca, ecnm 310
SIBHO He paspelueHo PL. 3To o3HavaeT, YTO cpeacTBa B3auMOOENCTBUA MeXay npoueccamm
KOHTponupytotTcs ¢ nomowbio MNP, n npouecc He MOXET NONYy4YNTb HEOUULLEHHYIO NaMATb (Kak
onepaTuBHYH, Tak U OUCKOBYHO).

PelueHne 3agaym o4YNCTKM NaMATU Ha BHELLHMX HOCUTENSX OCHOBAHO Ha peanusauuu
MexaHu3ma, KOTOpbIn oumaeT Hencnonbdyemble 6nokn ®C HenocpeacTBEHHO NPU UX 0CBOBOX-
AeHun. PaboTta Ha3BaHHOro MexaHn3ama CHUXaeT CKOPOCTb BbINOSIHEHMS onepauui yaaneHus
N yceveHust pasamepa danna. MexaHmsm siBnsieTca HacTpamBaeMbiM M NO3BONSET obecneunTb
paboty ®C OC (ext2/ext3/ext4/xfs) B ogHOM 13 cnegyowmx pexmvoB:

- OaHHble NbbIX yaansembix/ypesaemblix dannos B npeaenax 3agaHHon ®C npegsapu-

TENbHO OYULLIAKOTCS MaCKUpYIoLLIE NOCNea0BaTENbHOCTLIO;

- gaHHble ®C ocBoboxaarTcs 00bl4HLIM 06pa3om (6e3 NnpeaBapuTENbHOrO MackMpoBa-

HKS).

Pexxum pabotbl C moxeT 6biThb BoiOpaH agmuHuctpatopom OC n 3agaH B Buae napa-
mMeTpa MoHTUpoBaHus OC.

Kpome Toro, B OC peanum3oBaH MexaHW3M BKITHOYEHUS OYMCTKM aKTMBHbIX pa3nerioB

CTpaHn4yHoro obmeHa.

4.1.9. KoHTpOsb LEenocTHOCTHU

[nsa pelweHnsa 3agay KOHTPOSA LEenocTHOCTU ucnonb3yetca bubnuoteka libgost, B KOTO-
poW ANS BblYUCHEHUSI KOHTPOSTbHBIX CYMM peann3oBaHbl YHKLMM X3LWWNPOBaHNS B COOTBETCTBUN
c TOCT P 34.11-94, TOCT P 34.11-2012 ¢ anuHon xaw-koga 256 6ut n NOCT P 34.11-2012 ¢
ANMHOM x3w-koga 512 6ut. Mo ymonyaHuio Ncnonb3yTcs PYHKUMM X3LNPOBaHNSA B COOTBETCTBUM
c NOCT P 34.11-2012. Ncnonb3oBaHue yHkuun B cootsetcTBun ¢ FOCT P 34.11-94 coxpaHeHo
4S5 COBMECTUMOCTMW.

Bubnuoteka 1ibgost nUcnonb3yeTcs B cpeacTBax NoAcHeTa KOHTPOSMbHbIX CyMM dhan-
OB U ONTUYECKUX OUCKOB, KOHTPOMSA COOTBETCTBUA OUCTPUBYTMBY N perfnaMeHTHOro KOHTpons
LeNOCTHOCTU, MOAYNSX ayTeHTUdMKaUnN.

KoHTponb cooTBeTcTBUS AUCTPNBYTMBY 0BecneunBaeTcs MeTogoM noacyeTa KOHTPOSbHbIX
CYMM U X CPaBHEHUSA C 3TanOHHbIMU 3HAYEHUSIMMU.

KoHTponb uyenoctHoctn OC, npuknagHoro MO n C3U obecneynBaetca Habopom npo-
rPamMMHbIX CPeacTB, KOTOPbIN NpegocTaBnseT BO3MOXHOCTb Nepnoanyeckoro (C NCnosb3oBaHMeEM
CUCTEMHOIO NMaHMpPOBLUMKA 3aaHUN cron) BbIYUCIIEHNSA KOHTPOSTbHbLIX CYMM hansioB U COOT-
BETCTBYIOLLMX UM aTpUBYTOB C NOCNeayLWMM CpaBHEHNEM BbIYUCIEHHbBIX 3HAYEHUN C 3TarOH-

HbIMW. B YKa3aHHOM Ha6ope nporpamMMmHbIX CpeancTB peasim3oBaHO UCMOJIb3oOBaHUE onbnuoTtekn
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libgost 1 KOHTPOrb LIENOCTHOCTM CBSA3aHHbIX C hannamm aTpubyToB pacluMpeHHON NoacucTe-
Mbl 6esonacHocTn PARSEC (maHaaTHbIX aTpubyToB 1 atpubyToB paclUMPEHHON NOACUCTEMbI

MPOTOKONMMPOBaHMS).

4.1.10. OrpaHu4yeHue NporpamMmmMHON cpeabl

4.1.10.1. 3amKkHyTaAa nporpamMMHas cpega

MHcTpymMeHTbl U3 coctaBa OC npenocTaBnsoT BO3MOXHOCTb CO3[4aBaTb 3aMKHYTYHO
nporpammHyto cpeay (3IMC). Micnonb3osaHne 3INC obecnevmBaeT AMHAMUYECKUIA KOHTPOMb HEN3-
MEHHOCTU (LEeSTOCTHOCTM) N NOANMNMHHOCTU PannoB U npegHasHavYeHo Ans BbiBNeHUs (akToB
HeCaHKUMOHNPOBAHHOIO M3MeHeHus dhannos popmata ELF un gpyrmux dannos (B T. Y. OTHOCALLMNX-
cs k KC3) u npegoTBpalleHns 3arpy3kn U3aMeHeHHbIX pannoB popmaTta ELF 1 oTkpbITUa gpyrnx
N3MeHeHHbIX (bansos.

KOHTpOnb LLeNnoCcTHOCTY peanu3oBaH B HEBbIrpyxaemom moayne agpa OC digsig_verif
1 NPOM3BOAMTCS Ha ocHoBe nposepku ALUMY | BHeapeHHOR B ncnonHAeMble daiinsl 1 pasaense-
Mble bubnuotekn cpopmata ELF, Bxogawume B coctaB OC n yctaHasnueaemoro Cl1O, un B pacwum-
peHHble aTpnbyTbl hannoson cuctemsl. AL peanuasosaHa B cootBetcTBumM ¢ FTOCT P 34.10-2012
(256 6uT) 1 FTOCT P 34.10-2001 (256 6uT), ncnonb3oaHue NOCT P 34.10-2001 B OC coxpaHeHo
45151 COBMECTUMOCTN.

KOHTpOmb LEenoCcTHOCTU UCMONHAEMbIX dhannoB 1 pasgensembix oubnuotek popmata ELF
MOXeT (PYHKLMOHMPOBATL B OAHOM U3 CreayoLWnX pexxMMoB:

1) ncnonHaembiM charinam u pasgensembim 6ubnuotekam ¢ HesepHoun JLI, a Takke Ges

OUTI1 3arpyska Ha ucnonHeHe 3anpeltaetcs (LWTaTHbIN PeXnM PYHKLUMOHNPOBAHUS);

2) ucnonHsiembiM channam n pasgensieMbiM 6ubnuotekam ¢ HesepHon AUIM, a Takke 6e3

OUIT 3arpy3ka Ha UCNofHeHMe paspeLLaeTcd, Npu 3ToM BblgaeTcsi cooblieHne o6 owmnbke

nposepkun LM (pexxum ans nposepkun LM B Cl1O);

3) 9UI npwm 3arpyske ncnonHsemMblx hanos 1 pasgensemsix 6ubnnotek He npoBepseTcs

(oTnagoyHbIn pexnm ansa TectupoBanus Cl0O).

KoHTponb uenoctHocTn dannoB Ha ocHoBe QLM B paclumpeHHbIx aTpubyTax gannosomn
CUCTEMbl MOXET (PYHKLIMOHMPOBATb B OOHOM U3 CneayoLwmnx pexmMos:

1) 3anpewjaeTcsa OTKpbITUE (pannoB, NOCTABIIEHHbLIX HA KOHTPOMb, C HeBepHon AL unu

6e3 JUIT;

2) OTKpbITME hanSioB, NOCTABNEHHbIX HA KOHTPOSb, ¢ HeBepHon AU wunn 6e3 SLI

paspellaeTcsd, Npy 3TOM BblaaeTca coobuieHne o6 owmnbke nposepkn LM (pexnm gns

nposepkn LM B pacwmpeHHbIx atpmbyTtax ¢annoBon CUCTEMDI);

) BnekTpoHHas LMdpoBas NoanMch — CTpoka 6UT, NonyyYeHHas B pesynbsraTe npouecca (opMUPOBaHMs NOANMUCH
(npumeHsieTcsa ansa noanucu cpegcteammn OC MCNONHAEMbIX (PASIoB C UCMOMNb30BaHMEM (RYHKLIMU X3LWMPOBaHNS

Ha 6ase aCMMMETPUYHOIO KpUnTorpaduyeckoro anroputMa.
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3) UMM npu oTkpbITUKN hannoB HE NPOBEPSETCS.

4.1.10.2. CucteMHble OrpaHM4YeHUs1 N GSTOKUPOBKMU

HononHutensHo B OC peann3oBaHbl MEXaHU3MbI, NO3BONSOLWMNE YCTaHABIMBATL CUCTEM-
Hble orpaHuyeHns 1 GNOKMPOBKN AencTBUIA Nornb3oBaTtens. OCHOBHbIMU MexaH3MaMu 6rIOKMPOBKY

ABNAKTCA:

3anpeT yCtaHOBKAU OuTa ncnonHeHus;

6J'IOKI/IpOBKa KOHCONW AN nornb3oBaTernen;

GroknpoBKa UHTEPMNPETATOPOB;

GnokmpoBKa MakpOCOB;

GrnoKMpoBKa TpacCUpPOBKK ptrace;

GnokupoBka knaeuw SysRq.
MonHbIN NepeyeHb orpaHmMumMBatoLnX PyHKLMI 6€30NacHOCTU U X ONUCaAHUE NPUBELEHDI
B PYCB.10015-01 97 01-1

4.1.11. dunbTpaumnsa ceTeBoro NoTokKa

B OC peanusoBaHa BO3MOXXHOCTb hunbTpaLmm CETEBbLIX NOTOKOB, MO3BOMAOLLAS:

- OCYLLECTBMATb PUNLTPaALMIO BXOAALWMX U/UNN NCXOAALLNX CETEBbLIX MOTOKOB;

- OCYLLECTBNATb UNbTPaLNIO CETEBLIX MOTOKOB HA OCHOBE aTpmbyToB 6e3omacHOCTM

cybGbekToB AocTyna n nHdpopmMaumu;

- paspeluaTb/3anpeLLaTb CETEBON NOTOK HA OCHOBE YCTAHOBIEHHLIX MpaBui uUnbTpaLnn.

CeteBble coegnHeHust naeHTudmumposaHbl B OC kak 06bekTbl A4OCTyna, Ha KOTopble
pacrnpocTpaHaTca cnegyowme dyHKLMM 6e30nacHOCTU:

- naeHTUMKaums n ayteHTMukauus;

- ynpaBsreHune gOCTYrNoMm;

- peructpauus cobbiTunm 6e3onacHocTy;

- M30MsuUMs NPOLECCOB;

- OorpaHuMyeHue NporpamMmmMHoON cpeabl;

- 3aWmTa namsaTy;

- KOHTPOJ1b LEJTOCTHOCTWU.

4.1.12. O6ecneyeHune paboTbl B cpeae BUpTyanusauum

OC paspaboTtaHa C y4eTOM NPUMEHEHNS BCTPOEHHbIX CPEACTB 3aLUnTbl B BUPTYanbHON
NH(PACTPYKType, BKIKOYAET B CBOW COCTaB S4pP0 C MOAAEPXKKOW TEXHOMNOrMn BupTyanmsauuu
N NpegocTaBnaAeT BO3MOXHOCTb CO3[4aHMs U 3alnThl cpeabl BUpTyanmsauumn ¢ obecneveHnem
BbIMOMHEHNS creayowmx dyHKUM 6e30nacHOCTU:

- [OBepeHHas 3arpyska BUpTyarnbHbIX MaLLVH;

- KOHTPOJ1b LIEJNTOCTHOCTW;
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- peructpauusa cobbiTunm 6e3onacHoCcTy;

- ynpasreHue OOCTYNoMm;

- pe3epBHOE KONMUPOBAHWUE;

- ynpasneHue noTokamu nHopmauuu;

- 3almTa namsaTu;

- OorpaHuyeHue nporpamMmHoOn cpeabl;

- ngeHTUuKauma n ayteHTupmnkauma nosnb3osBaTeneu;

- LUeHTpanu3oBaHHOe yrnpasrieHve obpasamn BUPTYyarnbHbIX MalIMH U BUPTYanbHbIMA

MaLlnHaMW.

Anpo OC nogaepxumBaet TexHonormto KVM (Kernel-based Virtual Machine), o6ecne4ynBato-
LLYIO co3faHne U PyHKUNMOHMPOBaHWe BUPTYanbHOM MHpacTpykTypbl. TexHonorna KVM Bkntovaet
B cebsa cneumanbHbii Mmoaynb agpa KVM un cpeactBo co3gaHus BUPTYyanbHOMO NporpaMmMHoO-
annapartHoro okpyxxeHna QEMU.

KVM wncnonb3yet TEXHONOrMIO annapaTtHou BUpTyanusaumm, nogaepXuneaemyro npoLecco-
pamu ot Intel n AMD un nsectHyto nog HassaHuamu Intel-VT n AMD-V. Vcnonb3sya 3arpy>KeHHbIn
B namaTb moaynb sapa, KVM ¢ nomollbio gpariBepa nonb30BaTENbCKOro pexuma (KoTopbii
npegcrasnser cobon moanduumpoBaHHbii gpaneep oT QEMU) amynupyeT crnon annapatHoro
obecneyeHus!, B cpefe KOTOPOro MOryT cO34aBaTbCs M 3anyckaTbCs BUPTYarnbHble MaLUUHbI.

B apxutekType KVM BupTyanbHas MallnHa BbINOMHSETCA Kak 006bl4HbIM npouecc OC, Ha
KOTOPLIN pacnpoCTpaHAETCS AeNCTBNE MeP NO naeHTUdUKauumn n ayteHTudmkaumm cybLekToB m
0ObeKTOB 4OCTYNa B NOfIHOM 06beme BO3MOXHOCTeN pyHkumin 6esonacHoctn OC.

YnpaeneHue cpefon BupTyanusaumm obecneynBaeTcsa yTUnmnTon virsh ¢ UCNonb30BaHu-
€M nporpaMmmMHoro uHTepdenca libvirt.

Libvirt — nporpammHoe ob6ecneyeHne cepBepa BUpTyanmsauum, KoTopoe obecneumBaet
crnocob ynpaeneHusi BUpTYyanbHbIMW MallMHaMn 1 ApyrumMu OYHKUMSMU BUPTYanuM3aunm, Taknmm
KaK ynpaBneHue XpaHunuiem 1 ceTeBbiM MHTEPdENCcoM, OCTYN K KOTOPOMY Takxe orpaHu4mBa-
eTCHa B COOTBETCTBUM C ycTaHoBNeHHo B OC NONUTUKON pasrpaHnyeHnsa JocTtyna.

YTunuta virsh npegHasHadyeHa ong yrnpaBrneHus rocteBbiIM1U cCUCTEMaMn U rmnepBrn3o-
POM, MCMONb3YyeT NPOrpaMMHbIN MHTEPGIENC cepBepa BUPTYyanusaumm libvirt U CRYXUT anstep-
HaTUBOWN rpadnyeckoMy MeHeKepy BMPTYyarbHbIX MawnH. HenpusunernpoBaHHble Nonb3oBartenu
MOTYT BbINOMHATb AOCTYMN TOMbKO B peXxume YTeHus. C NOMOLLbIO virsh MOXHO UCMOMNHATL CLe-
Hapuu Ans BUPTYyanbHbIX MaLUUH.

PasrpaHunyeHne goctyna K runepeBu3opy, cpeacTsam ynpasfieHUs KOMIOHEHTaMn BUp-
TyanbHOW MHGPACTPYKTYpbl (yTUnmnTa virsh ¢ MCNOMb30BaHMEM MPOrpaMMHOro nHTepdgenca
libvirt), K BUpPTyanbHbIM MaliMHaMm, ciyxebHblM JaHHbIM, UCNOMb3yeMbIM Ana obecnevyeHus

pa6OTbI BUPTYallbHbIX (baVIﬂOBbIX cuctem, K BupTyalsibHOMY annapatHOMYy obecneyeHuto, sB-
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naWmnMca o6bEKTOM A0CTYNa, a Takke KOHTPOSb 3anycka BUPTyaribHbIX MALUUMH Ha OCHOBE
3agaHHbIX Npasun peanuayetcs cpeacreamu OC ¢ MCMNONb30BaHNEM MEXaHU3MOB ANCKPELIMOHHON
N MaHOATHOW MOSNIUTUKK ynpaBneHus 4OCTYMNoM.

Mpu goctyne K BUpPTyarbHbIM MallMHaM pasnuyaeTcsa 4OCTYN K cepBepy BUpTyanusaumm
libvirt ons ynpaeBneHus BUpTyanbHbIMW MallMHaMu 1M 4OCTYN NoNb3oBaTens HENOCPeaCTBEHHO K
pabodemy cTony BUPTyarbHOM MaLUUHBI.

[ocTyn k cepBepy BUpTyanusaumm libvirt Ang ynpaeneHus BUPTYanbHbIMU MallMHaMM
N 0OCTYN HENOCPeaCTBEHHO K pabovyemy CTony BUPTyasribHOW MalUUHbI OCYLLIECTBIISETCA TONbKO
nocrne NPoOXoXaeHna naeHTuuKkaumm n ayTeHTudunkaumm nonb3osarternen.

Mopaepxka ANCKPELMOHHOMO (pONeBoro) 1 MaHgaTHOro ynpasfieHna JOCTYNOM K BUp-
TyanbHbIM MallMHaMm B cepBepe BUpTyanusauuu peanusyetca cpegctsamm OC ¢ NOMOLLbHO
ApanBepa gocTyna parsec, cneyunansHo pa3paboTaHHOro ¢ MCMNONb30BaHMEM NPUKNAAHOro npo-
rpaMMHOro UHTepdenca gpareepos goctyna libvirt.

[ns xpaHeHna KoHdUurypauum n napameTpoB BUPTYarbHbIX MalUMH UCNOMNb3YHTCS xml-
hanrnbl oNnUcaHnUs KOHUrypaumm BupTyanbHbiX MawwnH. B anne koHpurypauum sagaeTtcs coctas
annapaTtHbIX CPeACTB, KOTOpble HE0BX0AMMO AMYNMPOBaThL ANA JAHHOW BUPTYaribHOW MalUMWHbI, a
Takke napameTpbl UCNOMb30BaHMS PeCypCcoB cepBepa BMpTyanu3auuu (npoueccopa, onepaTtnsHOM
namMsTn N gpyrnx uanyeckmx yCTponCcTB).

Mpu co3gaHumn BUPTYanbHOM MalUWHbI 3a4a0TCS KOHPUIYpaLMOHHbIE NapamMeTpbl U co3aa-
eTca cdann-obpas 3arpy3o4HOro Ancka BUpTyanbHOM MawunHbl. Popmat danna-obpasa 3aBucuT
OT BbIBpaHHOro cpeacTBa amynauuun annapaTtHoro obecneyeHusi. B OC ncnonb3ytoTcs cpeactea
amynauumn annapaTHoro obecrneyvyeHnsa Ha ocHose QEMU. Kpome Toro, cyLectByeT BO3MOXHOCTb
KOHBEpPTUpPOBaHNA popmatoB 06pa3oB Apyrnx CPeacTB aMynaumMm annapaTHoro obecneveHms.

Mpwn 3anycke BUpTyansHOW MalUMHbI cepBep BUpTyanu3aumm libvirt nogrotaBnvBaeT
HeobXxoaAnMYH Anst PYHKLUMOHUPOBaHUS BUPTYyanbHOW MalUMHbI MHOPACTPYKTYPY U bopmupyeT
COOTBETCTBYHOLMIN HAbop NapamMeTpoB 3anycka cpeacTsa aMynauumn annapartHoro obecnevyeHus
QEMU. MNocne nogrotoBUTENbHbLIX AENCTBUA NPOM3BOANTCS NopoxaeHus npouecca OC, B pamkax
KoToporo 6yaeT (hyHKUMOHMPOBATL BUPTyanbHas MawmHa. Kaxxgas 3anyckaemasi BUpTyanbHas
MalMHa PYHKUMOHMPYET OT MMEHN YYETHOM 3anucu 3anycTuBLLEro ee nonb3oBaTtensd u ¢ ero
MaHAaTHbIMK aTpnbyTammn 6e30nacHOCTN.

[ns obecnevyeHnsa 6e3onacHOCTM PYHKLMOHMPOBAHWS BUPTYarnbHbIX MallnH cepBep BUPTY-
anu3auuun libvirt nucnonb3yeT KoHUenuuo apareepoB 6e3onacHocTu. [laHHas koHuenunsa npea-
cTaBndeT cobon creumanbHbii NPOrpaMMHbIA MHTEPdENC ANsa co3gaHusa Mogyrnen 6e3onacHocCTy,
MCNOSb3yeMbIX ANS HACTPONKN OKPYXXEHUSA U MHPPACTPYKTYpbI 3anycka U pyHKLMOHMPOBAHUS

BUpPTYyalibHbIX MAaLllMH B YCITOBUAX UX N30NALNN N MaHOATHOIo ynpasiieHNUA OOCTYMNOM.
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BbinonHeHne TpeboBaHum no 3awmute nHdopmaumm npu yHKLNOHMPOBAHMUM BUPTYyarb-
HbIX MaLIWH AOCTUraeTcsl COBMECTHbIM UCMOMb30BaHMEM MOAYNSA OUCKPELMOHHOIO ynpaseHns
AO0CTyNnoM dac U cneumanbHO paspaboTaHHOro Mogynsa MaH4aTHOro U ANCKPELMOHHOIO ynpasne-
HUSA OOCTYNOM parsec, B3aMmogencTaytoLlero ¢ nogcucremon 6esonacHoctn OC.

Moppepkka PyHKUMOHMPOBaHUS BUPTYanbHOW MaLUMHbI B peXMUMe 3anpeta moanduka-
uum ee pannioB-o6pas3oB OCyLEeCTBNAETCA crneynansHbiMM cnocobamm 3anycka BUpTyasibHOM
MaLUKHbI, peanu3oBaHHbiMM B OC, Nnpu KOTOPbIX OCHOBHOW (hansi-obpas 3awmaercs oT 3anucu.
B 3aBncMmMOCTM OT BbIGPAHHOIO pexuma Mcnonb3yeTcsa co3gaHne ouandeckom Konmm unu pas-
NNYHbIE BapuaHTbl CO30aHMs CHUMKOB (hbann-obpas3oB ¢ Nocneayrowmm nx yganeHnem nocne
3aBepLUeHnsa paboTbl BUPTYanbHOW MaLUUHBbI.

YnpasneHne JOCTYNOM BHYTPW rOCTEBOW OMnepaulnoHHON CUCTEMbI peannadyeTcs BCTPO-
€HHbIMW CpeaAcTBaMn 3alUmTbl MHOPMaLUMM U3 cocTaBa onepaunoHHOW CUCTEMbI UNN cepTUdn-
LMPOBaHHbIMUW HaNOXeHHbIMU cpeacTBaMn 3aLmTbl MHOpMaLUuK (B criydae UCnosib30BaHUS B
KayecTBe rocTeBOM OnepaunuoHHON CUCTEMbI HECEPTUIULMPOBAHHYIO No TpeboBaHuaM 6e3onac-
HOCTU MHpOPMaLUKN ONePaLMOHHYIO CUCTEMY).

OC obecne4vnBaeT PyHKUMOHMPOBAHNE BUPTYarnbHbIX MaLIMH (BUPTyanbHOW MHpacTpyk-
Typbl) B YCNOBUSIX MaHAATHOMO N OUCKPELMOHHOIO yrnpasneHnst 4OCTYNOM Npyu MEXNPOLECCHOM U
CeTeBOM B3aUMOOENCTBUN, BKMOYAA B3aUMOLENCTBNE MEXAY BUPTYanbHbIMW MallMHaMu no cete-
BoMy npoTokony IPv4 (IPv6) B ycnoBmsax MaHaaTHOro ynpasneHms 4OCTYNOM U AOCTYN CyObEKTOB
K dpannam-obpasam n akzemnnsagpam QyHKLUNOHUPYOLLMX BUPTYarbHbIX MaLUWH.

YnpasneHue notokamn nHopmaunm, B TOM Yucne rnpu B3anMoaencTBumn Mexay rocre-
BbIMM ONepaunoHHbIMU CUCTEMAMM, OCYLLIECTBMSAETCS HA OCHOBE KIacCUUKALMOHHbBIX METOK,
YCTaHOBMNEHHbIX B COOTBETCTBMM C HaumoHanbHbiM ctaHgaptom FOCT P 58256-2018.

OC cogepxuT nporpaMMHble cpefcTBa (CpeacTBa KOHTeMHepu3aLumm), peanmayoLmne co-
30aHune 1 PyHKLUMOHMPOBaHME U30NMPOBAHHbLIX MPOrpaMMHbIX cpef, ¢ obecnevyeHnem BblNoHEHUS
cnegyowmx yHKUMn 6e30nacHOCTH:

- M30NAUMS KOHTENHEPOB;

- BbIsIBNEHNE yA3BMMOCTEN B 06pasax KOHTENHEPOB;

- NpoBepKa KOPPEKTHOCTU KOHpUIypaLumMn KOHTENHEPOB;

- KOHTPOIb LeNOCTHOCTM KOHTENHEPOB 1 UX 06pa3os.;

- peructpauusa cobbiTunm 6e3onacHoCTy;

- MAeHTUUKauna n ayTeHTUduKaums nonb3osartenen.

CpencrBa KOHTENHEpU3aLUmMm peanmsyroT YHKLNOHabHbIE BO3MOXHOCTM MO CO34aHUI0
06pa3oB KOHTENHEPOB, POPMUPOBAHUIO CPEAbI BbINOMHEHUSA KOHTEMHEPOB U 06ecnevyeHns BbIMNos-

HEHUSI MX NPOLIECCOB, 3anycKy KOHTeNHepa W ynpaBreHne aHHbIM KOHTENHEPOM.
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B coctaB OC Bxoaunt nporpammHoe obecneveHmne Docker ons aBromatmsaumm pasBepThbi-

BaHUA N yrnpasBneHna npunoxeHndamm B cpegax c I'IOJJ,,D,Gp)KKOI?] KOHTGVIHGpVI38L|,I/II/I.

4.1.13. CepBUC 3NeKTPOHHOW noanucu

Komnnekc nporpamm mn3 coctasa OC npegoctaBrnsieT CepBUC INEKTPOHHOW noanucu
(C3I), obecneunBaoLwmii MHTErpaLMIO C AONOMHUTENBbHO YCTaHaBNMBAEMbIMU CEPTUDMLNPOBAH-
HbIMu ®CB Poccum cpeacteamm Kpuntorpaduyeckoi sawmTbl nHdpopmauun') (CK3WN) B uensix
cO34aHus U NPOBEPKN YCUNEHHOW KBANUULNPOBaHHON 3EKTPOHHOW NOAMUCH.

BHUMAHUE! C3I1 npegocraBnsieTcs nporpaMmmamMmm, yHKLUMOHNPYHOLLMMU B YCIOBUAX
NOSINTUKM pasrpaHNYeHnsa OocTyna, He gonyckawwen ux npumeHeHne cosmecTtHo ¢ CK3UM B
pexume obpaboTkn CBeAEHUIN, COCTaBNSAOLWMNX rOCY4apPCTBEHHYIO TalHYy.

BHUMAHMUE! 3Skcnnyataumna CK3U B coctaBe MHGOPMALMOHHBLIX CUCTEM AOSMKHA OCY-
LLLeCTBMNSATLCA B COOTBETCTBMM C Npasunamu nonb3osaHns CK3U n ykasaHuamu, onpegeneHHbIMu
B dpopmMynsipe (Unn MHbIX 3KCNIyaTaunmoHHbIX AokymMmeHTax) Ha CK3.

C3I obecneunsaet cozgaHne u nposepky A2 aneKTPOHHbIX JOKYMEHTOB B COOTBET-

ctBumn ¢ FOCT P 34.10-2012 cpeactBamu ceptudmumpoBaHHbix CK3U.

4.1.14. MapkupoBKa AOKYMEHTOB

PelweHve 3agaym MapkuMpoBKM OOKYMEHTOB MpU BbIBOAE Ha nevyaTtb OCHOBAHO Ha MC-
nons3oBaHun B OC 3awmiieHHoro cepeepa nedatn CUPS, koTopbin o6ecnevmBaeT MapKUpoOBKY
BbIBOAMMbIX Ha nevaTb JOKyMeHToB. MaHaaTHble aTpnbyTbl aBTOMaTUYECKM CBA3bIBAKOTCA C 3aja-
HMEM ANns neyvyaTm Ha OCHOBE MaHAATHOIO KOHTEKCTA MOfy4YaemMoro CeTeBOro coeamHeHus. BoiBoa
Ha nevatb AOKYyMeHTOB 6e3 MapkMpoBKkM cybbekTtamu JocTyna, paboTalowumMm B HEHYNEBOM
MaHAaTHOM KOHTEKCTe, HEBO3MOXKEH.

[Onsa paspewenus cepeepy CUPS obpabatbiBaTb 3agaHusa nedatn, popMmupyembie B
HEHyNeBOM MaHOAaTHOM KOHTEKCTe, Heob6XoaMMO OT MMEHN aAMUHUCTpATOpa BbIMOMHUTL onpeae-
NeHHble OEeNCTBUS, ONpeaenstowmne BO3MOXHbIN MaHAATHbIN KOHTEKCT, B KOTOPOM MOryT oopMu-
poBaTbCA 3adaHns AN nevyaT Ha KOHKPETHOM MpUHTEpe.

MapkrMpoBKa 4OKYMEHTOB OCYLLIECTBMSETCA Ha OCHOBE crnefyrLwmx mogmdunumpyemMmblx
dannoB LWabrnoHoB:

- (pann wabnoHa, cogepxawmmn nHgopmaumo 06 aTpnbyTax MapKMpoOBKU 1 UX NOSOXKEHUN

Ha CTpaHuue npu nevyatmn AoKyMeHTa,

") He ponyckaeTcsi npUMeHeHne Ans 3aluThl MHPOpMaLIMK, coaepXalliei CBeAeHNs, COCTaBNSAIOLLME rOCYAapCTBEH-

HYIO TaiHy.
2) AnekTpoHHas noanuck (B cooteeTcTanm ¢ Ne 63-d3 ot 06.04.2011) — nHOpMaLMA B 3reKTPOHHON hopMe, KoTopas

npucoeguHeHa K opyrovi MHpopmaLum B anNeKTPOHHON hopme (nognucbiBaeMon MHpopmaLuum) unm nHeiM obpasom
CBsi3aHa C Takon MHdpopmaLumen n koTopast UCnonb3yeTcs AN onpeaeneHus nuua, NognucbiBatoLLero HopmaLmio

(ABNsETCA IOPUAMNYECKN 3HAYMMON).
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- ¢hann wabnoHa, cogepxawmn nHdopmaunto 06 atpmbytax MmapknpoBku obopoTa no-
cnegHero nUcta AOKYMEHTa M UX MOSNIOXKEHUN Ha CTpaHuLEe Npu nevyaTn Natm u MeHee
9K3EeMMMsipoOB JOKYMEHTA;

- ¢hann wabnoHa, cogepxawmn nHdopmaunto 06 atpmbytax MmapkmpoBku obopoTa no-
CnegHero nucta JOKYMEHTa U MX MOSIOXKEHUN Ha CTpaHuue npu nedatm donee naAtn

AK3EMIMIIAPOB OOKYMEHTa.

4.1.15. O6ecnevyeHne paboTbl B OTKA30yCTOMYUBOM peXUMe

dyHkumoHan OC nogaepXuBaeT co3gaHne KnactepHon annoBon cuctemMsl ¢ obecneve-
HMEM ee OTKa30yCTOMYMBOCTM (OTKA30yCTONYMBLIM KnacTep). [ns co3gaHusi 0TKa3oyCToOMYMBOro
knactepa ucnonbe3ytotca naketel Pacemaker, Corosync n Keepalived, a Takke Ceph ansa cosna-
HUS OTKa30yCTONYMBOW pacrnpeneneHHon annosBon cuctemMol. B oTkasoycToM4mMBOM Kractepe
N OTKa30yCTOMYMBOM pacrnpeneneHHon hannoBon cUCTEME NPU BbIXOLE U3 CTPOS OLHOrMo U3
CepBeEPOB COXPAHAETCS AOCTYNHOCTb CEPBUCOB U MHADOpMaLUW.

Bonee nogpobHasa nHdopmaunsa npuseaeHa B gokymeHte PYCB.10015-01 95 01-1.

4.1.16. O6ecnevyeHne HapexXHoro hyHKLMOHUPOBaHUSA

[nsa peweHnsa 3agaym obecneyeHns HagexxHoro yHkunoHnposaHmsa B OC peann3oBaHbl
CpeAcTBa pe3epBHOro KONMpoOBaHMs 1 BOCCTAHOBIIEHMS Nocrne c60eB 1 0Tka3oB 060pyaoBaHUA.

CpencTtBa obecneveHnsa HagexHoro yHKUMOHNMPOBaHNA NPeaoCTaBnsaT creayowme
BO3MOXHOCTMU:

- aBTOMaTU4eCKOE BbINOSHEHNE B NpoLecce nepesarpy3kun nocne cbos nporpammbl Npo-

BEpPKN 1 BoccTaHoBneHnsa dC;

- pesepBHOE KonMpoBaHue n BocctaHoBneHme OC;

- pe3epBHOE kKonnpoBaHue n BocctaHoBneHne CYB/.

Bonee nogpobHas nHgopmaumnsa npueegeHa B gokymeHtax PYCBE.10015-01 95 01-1 n
PYCB.10015-01 97 01-1.

4.1.17. O6ecne4yeHue poctyna Kk bl

PelweHve 3agaum obecneveHuns goctyna Kk b1 peanMsoBaHoO C UCNOSMb30BaHMEM 3alLu-
LLeHHoro komnnekca nporpamm CYB[] Ha ocHoBe ob6bekTHO-penaunoHHon CYB[] PostgreSQL,
AopaboTaHHOM B COOTBETCTBMM C TpeboBaHuem nHterpaumm ¢ OC B 4acTu MaHgaTHOro ynpasne-
HWUs1 AOCTYMNOM K MHdopmMauun n cogepatlen peanusaumto ArM-mogeny ynpaeneHms 4OCTYNOM U
MHopMauMoHHbIMK noTokamun. [laHHas [Ol-moaenb onncbiBaeT BCe acnekTbl AUCKPELMOHHOrO,
MaHAAaTHOro 1 PONeBOro ynpaeneHns 4oCTynom U MHPOpPMaLMOHHBIMU NOTOKaAMM.

OC cosmecTHO ¢ CYB/[] npegocTtasnseTt cnegyowme yHKUMM 3amTbl MHpopMaummn:

- ayauTt 6e3onacHoCTU;

- poneBoe, ANCKPELIMOHHOE 1 MaHOATHOe yrpaBreHe JOCTYMNoM;
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- BOCCTaHOBMEHNE MHdopMaunn (pe3epBHOE KONMMPOBaHME);

- onpegeneHne atpmbyToB Nonb3oBaTenen;

- ayTeHTUmKaums cybbLeKToB OCTyna 4O pa3spelueHus noboro AencTBus, BbINOMHAEMO-

ro npu nocpegHuyecTse oyHKLMI 6€30MacHOCTN OT MMeHU Nboro nonb3oBaTtens;

- MaeHTndmkaumusa nonb3oBartenen 4o paspelleHuns noboro 4enCTBuUS;

- CBsi3blBaHME «MNOJb30BaTeNb-CyObEeKTY, MpeaycMaTpmBatoLee accounmpoBaHme aTpuby-

TOB 6e30nacHOCTM Nonb3oBaTend ¢ cybbekTamm OCTyNa 1 ynpasreHne naMeHeHnamMm

aTpubyToB 6€30NacHOCTX NOnb3oBaTeNew;

- naeHTudmkaums obbLeKTOB AOCTyNa 4O pa3pelueHns noboro AencTBus;

- KOHTponb goctyna (obpalieHnn) cpegcreamm MoHuTopa obpatleHnn ns coctasa OC,

npoBepka NPaBOMOYHOCTN oBpaLLeHUiA Ha OCHOBE YCTAHOBIEHHbIX MOMUTUK MaHO4AaTHOW,

ANCKPELIMOHHOM 1 pONeBON NONNTUKM yNpaBnieHnsa OCTYNoM;

- OrpaHuMYyeHue ceaHCcOoB MOMb30BaTens.

4.1.17.1. UpeHTtudunkauma n ayteHTudukaums

B xoge ayteHTMdumKaumm ocyulectenaeTca nposepka cepsepom CYB[ NOANNMHHOCTU KIn-
eHTa 1 nocrieayoLLero onpeaeneHns Hanuumsa Ans KNMeHTCKOro NpUnoXeHus (4ns nonb3osarens,
KOTOPbIN 3anyCcKaeT KNMEHTCKOe NpUoXxeHue) npaesa Ha coegmHeHue ¢ bl oT nMeHn ykazaHHOro
nonb3osaTtens bL.

PostgreSQL npeanaraet HECKOMbKO pasfiMyHbIX MeTo40B ayTeHTudunkauuun. Metoq, uc-
nonb3yembln N9 ayTeHTUUKaumm KImeHTCKOro CoeaAnHeEHNs, MOXeT ObiTb BblbpaH Ha OCHOBE
agpeca y3na cetu knueHTa, b1 n nonb3oBarens.

MwmeHa nonb3oBatenen CYB[ PostgreSQL nornyecku otaeneHsbl OT UMEH Nonb3oBaTtenemn
OC, B koTopowu 3anyLleH cepsep CYBL. Mpu peanu3aunn TpeboBaHUIM MO 3aLUMTE NHOPMaLNn
OT HECaHKLMOHMPOBAHHOIO AOCTYyMNa yCTaHOBEHa HeobXxoaMMOCTb obecneveHns COOTBETCTBUSA
nonb3oBatenen CYB[ ydeTHbim 3anucam B OC. lNpu HacTponke ayTeHTudpumkaumm B CYB[
cnegyeT Ucnomnb3oBaTh TOMbBKO METOAbI ayTEHTUMUKALMMK, B KOTOPLIX OCYLLECTBNSeTCA nogobHoe
COmnocTaBneHue.

Mpu nonbiTke coeanHeHnst ¢ cepeepoM CYB[] KnNnMeHTcKoe NpunoxXeHue ykasbliBaeT Norb-
3oBatensa CYB[] PostgreSQL, oT MmeHn KOTOpPOro ocywiecTendeTca nogknoveHne. B npegenax
okpyxeHuna SQL aktusHoe ums nonb3osatena CYB[ onpegenser npasa Ha 06bekTbl B/.

KoppekTHasa pabota ¢ CYB[] npeanonaraet ucnons3oBaHne mexaHmama ENMM. Ons obec-
neyeHna CKBO3HOW ayTeHTudukauum nonb3oBaTtenen ElMM B CYB[ Heobxoaumo B KayecTBe
MeToda ayTeHTUdUKaUnKn ykasaTb gss U NPOBECTU COOTBETCTBYIOLLYIO HAaCTPOWKY cepBepa 1
knueHta CYB[] PostgreSQL.
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[ns aBTopusaumm yepe3 PAM nonb3oBarernb, OT koToporo pabortaet CYB[] PostgreSQL,
OOIMKEeH MMeTb nNpaBa Ha YTeHue nHgopmaumm n3 bl nonb3oBaTtenen n obnagatb cBeAEHNAMU O
MaHAaTHbIX MEeTKax 1 NpuBUerusx.

4.1.17.2. YnpaBneHue AOCTYyrNnom

[VcKpeumoHHoe ynpaBreHne AOOCTYNoM K AaHHbIM O6bekTHo-pensiumoHHon CYB[
PostgreSQL 13 coctaBa OC obecneynBaetcs B NoOHATUSX pensumoHHon CYB[. C kaxabiM TUnom
obbekToB B[l accoumupyeTca onpegeneHHbl Habop TUMNOB AOCTyNa (BO3MOXHbIX onepauui). Ons
KaXkgoro obbekTa 3a4aeTcsl CNUCOK pas3peLUeHHbIX As Kaxaoro n3 noMmMeHoBaHHbIX Cy6bekToB
Bl (nonb3osatenewn, rpynn unu ponen) Tmnos goctyna (T.e. ACL). U B ganbHerwem npu pasbope
3anpoca k B[] ocyuwiecTBnaeTca npoBepka BO3MOXHOCTU NpeaocTaBneHns AocTyna cybbekTa K
00beKTy Tnna, cooTBeTCTBYlOLWEro 3anpocy. [Npu BeinonHeHUn noboro sanpoca nonb3oBaTens
(cybbekTa B1) k 3awmiLaemomy pecypcy (06bekTy B[1) BbINOMHAETCA ANCKPELIMOHHOE yNpaBreHne
AOCTYNOM Ha OCHOBE YCTaHOBIEHHbIX Nofb3oBaTento npas. [Ang Kaxaon BbINONHAEMOWN onepauum
NPON3BOAMTCA NPOBEpPKa HanMyus npaesa y nNofnb3oBaTerisi Ha BbINOSIHEHWE JAaHHOW KOHKPETHOM
onepauuu.

B CYB[ PostgreSQL ans ynpasneHus npaBamun Ha goctyn K B[ ncnonb3dyercs KOH-
uenuusi ponen — porieBoe yrnpaeneHue goctyrnoMm. [log ponbio NoOHMMaeTcHa nosib3oBaTternb Um
rpynna nonb3oBaTenen b. Ponn moryT aBnsatbca Bnagensuamm obbektos B n moryt HasHa-
YyaTb NpUBKUIIErMn Ha ynpasneHue obbekTamu Ana Opyrux posnen, UMeLWmnx A0CTyN K AaHHbIMN
obGbekTam.

Cuctema npusunernn CYB[ PostgreSQL npegHasHayeHa ans nepefayuv otaenbHbIM
nonb3oBaTensiM NpaB BbIMNOSIHEHNSA ONPeAEneHHbIX aAMUHUCTPATUBHbLIX AeNCTBUA. OObIYHBLIN NOMb-
30BaTeflb CUCTEMbl HE NMEEeT OOMNOMNMHUTENbHLIX Npusunernin. MNpuemunernn ABnAOTCA NOAKNACCOM
aTpubyTtoB nons3oartens CYB[] PostgreSQL.

Ponu CYB[] koHuenTyansHO otnnyatotest oT nonb3osaternen OC. Kaxgoe nogknoveHme K
cepepy CYB[] ocyliecTBnseTcs oT MUMeHM onpeaeneHHon ponn, Kotopast onpeaensieT NepBUYHbIE
npaea JocTyna Ans KoMaH4, UCNoNb3yeMbiX B KOHTEKCTE NOAKMYeHns. Mima ponu, ucnorb3yemoe
npv nogkntodeHnn Kk b, onpegensaeTcs KNMeHTOM B 3anpoce Ha coeanHeHne cnocobom. Habop
ponen CYB[, OoT MMeHN KOTOPbIX KMNEHT MOXET OCYLLeCTBUTb MOAKIYeHue, onpeaensercs
3HaYEeHUAMU NapameTpoB ayTeHTudukaumm knneHta. Ponu CYB[l Ha3HavyaeTca Habop aTpubyTos,
onpegensLumx ee rnpasa U B3aMMoOeNCTBYOLWNX C CUCTEMOW ayTEHTUMUKALUN KINWEHTa.

B ocHoBe MexaHM3Ma MaHAaTHOro ynpasneHusa AocTyrnoM B 3awmeHHon CYB[] ua cocta-
Ba OC nexuT ynpasrneHue 4OCTYyNoM K 3awmaemMbsiM pecypcam bl Ha ocHoBe nepapxmyeckmx u
Henepapxmyeckux MeToK JocTyna. B kayecTBe nepapxmyecknx n Hemepapxmdeckmx MeTok gocTyna

npu ncnonb3oBanun CYB[ B OC ncnonb3yoTca METKU KOHUAEHUMATNTBHOCTN U METKn 6e3-
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onacHoctn OC. CYB[] PostgreSQL He nmeeT cOBCTBEHHOro MexaHn3Ma Ha3Ha4YeHusl, XpaHeHUs
MoaudmKaunum MeTOK nosib3oBarenen 1 ncnonbayeT aAng atoro MexaHnamol OC.

CuctemMHbIN KaTanor (MeTagaHHble) paccMmaTpuBaeTca Kak camoctoaTensHas bll, pea-
nun3oBaHHas ¢ nomoLubto cpeacts CYB[. MNpu aTom Bce onepauumn ¢ aton Bl ocywecTBnatoTcs
NMBO ¢ NOMOLLbIO creunanbHbIX KOHCTPYKUUIM si3blka 3anpocoB SQL unn npuBMnernpoBaHHbIM
nonb3oBaTeneM B cneyuansbHOM pexnme. Takum obpasomM, MaHOaTHOe yrnpasneHue OCTYNnoM
npuMmeHseTcs ko BceM obbektam BI]. MeTkn cnctemHbix O6bEKTOB pacnonaratoTcsa B 3anmncax
Tabnuu CMCTEMHOrO KaTarnora, HENoCcpeaCTBEHHO OMUCLIBAKOLLMX 3aLMLLAEMbIN OOBEKT.

[MpoBepka MaHOaTHbIX NpaB AocTyna k obbektam CYB[] ocyuwecTBnAeTcss OAHOBPEMEHHO
C NPOBEPKOM ONCKPELIMOHHBIX NpaB 40CTyNa K HUM.

B OC kaxabli nonb3oBaTenb MOXET MMETb MHOXECTBO METOK, KOTopoe 3aJaeTcsl Mu-
HMMarnbHOM N MakcMMaribHOM MeTkamu gumanasoHa. Ytobbl nogaepxatb 3Ty mogens B CYB[]
PostgreSQL kaxxgon ceccum nonb3oBaTensd HadHavaTCs TpU METKU: MakcumarnbHas, MUHUMarb-
Hasa 1 Tekyllas.

VX HavanbHasi tHMunanmnsaumsa OCyLLECTBISIETCA MO onpeaeneHHomy anroputmy. [Mpn
BO3HUKHOBEHMM CUTyaLUNN C HECOBMECTUMOCTBIO METOK UM BLIXOAOM 3a Npeaerbl AManasoHa,
npouecc ayTeHTUMKaLnmn KrnmeHTa npepbiBaeTcsa u goctyn K b 6nokupyertcs.

OnucaHve NpUMEHEHNA OUCKPELMOHHOMO yrpaBneHnsa JOCTYNoM U MaHgaTHOro ynpasne-
Hua goctynom B CYB[] PostgreSQL npueeneHo B aokymeHTe PYCB.10015-01 97 01-1.

4.1.17.3. Peructpaumnsa cobbiTun 6e3onacHocTun

B 6ubnuotekax nogcuctembl 6esonacHoctn PARSEC peanusoBaH nporpaMMHbINA NHTEpP-
denc ans npoToKONMpoBaHMs COBbLITUIN C NCNONb30BaHNMEM PACLUMPEHHOW NOACUCTEMbI NPOTOKO-
NMpoBaHns, NpUMEHsieMbIN ans pernctpaumm cobbitnn B CYB[] PostgreSQL.

B CYB[ PostgreSQL ansa HacTporiku pexmnma paboTbl NOACUCTEMbI perncTpauumn cobbl-
TUW UCNOSb3YTCA KOHPUIypaunoHHbIN NapaMeTp ac_audit_mode pavna postgresqgl.conf.
HacTtporika nogcuctembl coobieHnn ayguta B CYB[] PostgreSQL obecnevnBaeTcs KoHUrypauu-
OHHbIM ParnoM pg_audit.conf KOHKPETHOro Kracrtepa gaHHbIX. B 3ToM KOHdUrypaymoHHoMm
dharnne 3a0arTcs CNUCKM YCMELLHbIX M HeYCMNELLHbIX TUMOB 3anpoCcoB Ha AOCTYM, KOTopble OyayT
peructpupoBaTbcs B xXypHane CYB[ n nogcucteme aygmuta OC onga oTAenbHbIX NOnb30oBaTenemn
n no ymonyaHuw. IHdopmauma o coegmHeHnn nonb3oBaTenen ¢ bl n pasbeanHeHun ¢ Hen
perncTpmpyeTca Bceraa.

B CYB[ PostgreSQL macka pernctpaumm cobbiTuin ycTaHaBNMBAETCS B NpoLecce aBTopu-
3aLMmM Nonb3oBaTens cornacHo BblbpaHHOMY pexnmy paboTbl MOACUCTEMBI perncTpanmm cobbiTum
N HaxoamuTcsa B aTpubyTe ceccum ac_session_audit.

Mpw 3TOM peanv3oBaH crieayroLLmMin NopsAoK NPUMEHEHNUSI HACTPOEK perncTpaumm cobbl-
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HaCTPOWMKM OJ151 KOHKPETHOW POSiM N KOHKPETHOW 6a3bl OaHHbIX;

HACTPOWMKM OS5 KOHKPETHOW POsiu;

HaCTpOI‘/'IKVI anda KOHerTHOIZ 0asbl AaHHbIX;

AJs1 BCEX OCTanbHbIX.
4.1.17.4. O6ecnevyeHue HagexXHoro yHKLUMOHUPOBaAHUA

B cnyyae BO3HMKHOBEHMS OLLIMOOK B XPaHALLUXCH AaHHbIX, HAPYLUEHUS LEeNOCTHOCTU Unn
B crny4yae nporpamMmmHoro n/unu annapartHoro cbos cepsepa CYB[] Heobxoamumo npoBeaeHue
npouenypbl BocctaHoBrneHus B. [Npn aTOM B 3aBUCMMOCTU OT TSXKECTU NOBPEXAEHUN MOXET
OCYLLECTBIATLCA KaK COXpaHeHue cyllecTBytoLlero krnactepa bl ¢ nocnegywoouwmm ero Boccra-
HOBMEHWEM, TaK U BOCCTAHOBIEHNE U3 pe3epPBHbIX KOMUN, CO3AaHHbIX B Npouecce perynsipHoro
NpoBeAEHNSA perfiaMeHTHbIX paborT.

B PostgreSQL cyulecTBytoT Tpy NOAX04a K pe3epBHOMY KOMMPOBAHWUIO LaHHbIX:

- SQL-pamn;

- pesepBHOE KonupoBaHue Ha ypoBHe ®C;

- HenpepbIBHOE apXMBMPOBaHME.

CYB[ PostgreSQL n3 coctaa OC cogepXxuT pag cTaHAApTHbIX CPeacTB pe3epBHO-
ro KonMpoBaHus n socctaHoBneHust b. K HUM oTHocATca yTunuTbl pg_dump, pg_dumpall,
pPg_restore W, B TOM YUCNE, UHTEPAKTUBHBLIN TEPMUHAN psgl, C MOMOLLBK KOTOPOro MOryT BbITh
BOCCTaHOBIIEHbI PE3EPBHbIE KONMUKN, COXpaHEHHbIE B BMae ckpunTta SQL.

[lna co3gaHnst n BOCCTAHOBMNEHNSA Pe3epPBHbIX KONuM 6a3 AaHHbIX C MaHOATHBIMKU aTpUby-
Tamu Heobxoanmo, YTobbI Nonb3oBaTeNb MMEN COOTBETCTBYOLWME NpuBunernn. [Ans cosgaHus
pesepBHou konuu Bl B BUae canna B TEKCTOBOM UNu Apyrnx popmarax UCnosib3yeTcs yTunura
pg_dump, KOTOpasa co3daeT COornacoBaHHy konuio, Aaxe ecnu B ncnonbsyetcs, npyn aTom
poctyn k Bl opyrnx nonb3oBarenen He Gnokupyercs.

Pe3epBHas Konusi MOXeT co3fgaBaTbCHA B BUAE CKpUNTa UnNn goopmaTtax yrnakoBaHHOMo
danna. CkpunT pe3epBHON KON npeactaBnsier cobon TEKCT, coaepKallnin NocneaoBaTenbHOCTb
SQL-komaHg, HeobxoauMblx Anst Bocco3gaHns B 4o cocTosHUS, B KOTOPOM OHa Obinia coxpaHeHa.
[ns BOCCTaHOBMNEHUSA M3 CKpUMNTa OH NOOAETCs Ha BXOA4 yTunuTbl psgl. CKpunT MOXET ObiTb
ncnonb3oBaH Ass Bocco3ganusa bl Ha gpyrom cepBepe unm apxuTekType, a Takke Ha OpYyrux
CYB[] npu BHeCEeHMM B HEr0 HEBOMNbLUMX U3MEHEHUIA.

YT1unurta pg_dumpall ucnonb3yeTcsa Ansi CO30aHnsa pe3epBHOM KOMUK BCEro KnacTtepa B
BMAe ckpunra.

CkpunTt cogepxuTt SQL-komaHabl 1 MOXeT ObiTb NOAaH B AaribHENLIEM Ha BXO4 YTUMUTHI
psql onsa BoccTaHoBneHnsa. Onepaunsa ocyLLeCcTBNSETCA NnocnegoBaTeribHbIM BbI3OBOM YTUIU-
Tbl pg_dump ana kaxgon B[ knactepa. Kpome atoro, pg_dumpall coxpaHseT rrnobanbHbie

06bekTbl, eauHble ans Bcex bl (pg_dump nogobHble 06beKTbI HE coxpaHsieT). [JaHHble 06bek-
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Thl BKMOYAKOT B cebs MHOpMaLMo 0 Nonb3oBaTensx u rpynnax n Takme CBOWCTBA, Kak npasa
Aoctyna, npumeHsemble anga scex bl B uenom.

[1na BocCTaHOBMEHWST apXMBOB pe3epBHbIX konun B, Nony4YeHHbIX C NOMOLLLIO YTUNUTLI
pg_dump, Ucnonb3yeTtcs yTunurta pg_restore. OHa BbINOMHAET KOMaHAbl, Heobxoaumble Ans
BoccosaaHmna B[l 4O COCTOSAHUS HA MOMEHT BPEMEHWN CO3aHUs pe3epBHON KOMun. ApXMBHbIE
dannbl Tak Xe Mo3BONAT BblIOMpaTb C MOMOLLBI YTUNUTLI pg_restore, YTO MMEHHO BOC-
CTaHaBnMBaTb, MEHATb NOPSAOK BOCCTaHaBNMBAEMbIX 3r1ieMeHTOB. Pannbl apX1BOB SIBMSAIOTCS
NepeHOCUMbIMU MEXAY Pa3HbIMU apXUTEKTYpaMM.

YTunurta pg_restore MOXeT (PyHKUMOHUPOBATL B ABYX pexumax. [pu ykasaHumn B[]
apxuB BOCCTaHaBNMBaETCs HEMNoCpeaCcTBEHHO B Hee. B opyromM crnyyae CKpunT, COAepXXallunn
Heobxoaumble ans nepeco3ganHna b SQL-komaHabl, co3gaeTca u BbiBOAUTCA B hann unm

CTaHOapPTHbIM NOTOK BbIBOAA.

4.1.18. N'mnepTekcToBas o6paboTka AaHHbIX

PeweHuve 3agayn runeptekctoBon o6paboTkM LaHHbIX OCHOBAHO Ha MCMOSb30BaHUN
3aLUMLLIEHHOrO KoMMneKkca NporpaMmm rmnepTekcToBorn obpaboTku AaHHbIX, KOTOPbIN BKIOYaeT
web-cepBep Apache2 n 6paysep Mozilla Firefox, gopaboTaHHble onsa uHTerpauuu ¢ S4pom
OC un 6asoBbiMn GUGNMOTEKAMK C Lenblo obecnevyeHnss MaHOATHOMO ynpaBneHus OOCTYNoM
Npu opraHu3aumn yganeHHoro JocTtyna K MHPOPMaLUMOHHLIM pecypcaM B MHGOPMAaLMOHHbLIX
N ynpaBnsawLMX CUCTEMAX, B KOTOPbIX OCYLLECTBISETCA XpaHeHue, obpaboTka u nepegada
KoH(hnaeHumnanbHOM MHopMaumm n nHopmaunmn, cogepxawemn CcBedeHusl, cocTaBnsarLmne
rocyaapCTBEHHYIO TanHy.

Web-cepBep 3aLMLeHHOro KoMmnnekca nporpaMmm rmneptekctoBon obpaboTkn 3anyckaeT-
cs1 kak cepsuc OC. NMpu o6cnyxnuBaHMmM 3anpocoB NOSb30BaTENEN OCYLLECTBNAETCA NepeKnoveHne
B MaHOATHbIN KOHTEKCT 6e3onacHOCTu nonb3oBatens. MIHpopmMmaunoHHblie pecypcbl, K KOTOPbIM
OCYLLIECTBNSIETCH AOCTYN, XpaHATCA Kak 06bekTbl PC. Takum obpasom, 4OCTYN K 3alimLaeMon UH-
dopmaumn pasrpaHnMUnMBaEeTCa cpeacTBamMmm paclumpeHHon nogcmuctemMol 6esonacHoctn PARSEC.

B 3awmiieHHOM KoMnfekce NporpaMmm runepTekctoBon obpaboTkm obecnedeHo pyHKLMO-

HuposaHwue B EII1.

4.1.19. O6MeH coOOLWEHUSAMMU INEKTPOHHOWU NMOYTbI

B kauyecTBe 3alMLiEHHOro KOMMekca nporpamMm 3f1eKTPOHHOM NOYTbl UCMOMb3yeTcs
cepBep 3NEKTPOHHOM MOYThI, COCTOALLMIN U3 areHTa nepegaym anekTpoHHon noytel (Mail Transfer
Agent, MTA) Exim4, areHTa goctasku anektpoHHon noytel (Mail Delivery Agent, MDA) Dovecot u
knueHTa anektpoHHou noytel (Mail User Agent, MUA) Mozilla Thunderbird, ngopaboTaHHbIx ons

peanusauun criegyroLmx oNoNHUTENbHbIX (YHKUMOHAMNbHbLIX BO3MOXHOCTEMN:
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- umHTerpaumm ¢ agpom OC n 6a3oBbiMK GuUbNMoTekamm ana obecnedeHnst pasrpaHUYeHNs

AocTyna;

- peanusauun MaHOaTHOro yrnpasreHust 4OCTYNOM K MOYTOBbIM COOBLLEHUSAM;

- aBTOMaTU4ECKOW MapPKMPOBKN CO34aBaEMbIX NOYTOBbLIX COOOLLEHUI, OTPaXatoLwmx ypo-

BEHb X KOHUAEHUMANBbHOCTH;

- perucTpauum norbITOK JOCTyrNa K NOYTOBbIM COOBLLEHUAM.

AreHT nepegaym 9neKTPOHHOW MNoYTbl ucnonb3yeT npotokonn SMTP n obecnevnBaet
pelleHne cnegyroLwmx 3agauq:

- OOCTaBKy UCXOAsLEen NouYTbl OT aBTOPU3OBaHHbLIX KIMEHTOB OO0 cepBepa, KOTOpbIn

ABNsaeTca uenesbiM Ans 06paboTkm NOYTOBOrO JOMEHa nonyyaTens;

- npuem n 06paboTKy NOYTOBbLIX COOBLLEHNA JOMEHOB, ANSA KOTOPbIX OH SIBMSIETCS Lene-

BbIM;

- nepegadvy BXOAALLMX MOYTOBbLIX COOBLEHUN Ans 06paboTkm areHTOM JOCTaBKU 3nek-

TPOHHOM MOYTbI.

AreHT 4OCTaBKM 9NEKTPOHHON NOYThl NpefHa3Ha4vYeH aAns pelleHns 3agad no obenyxm-
BaHMIO MOYTOBOrO Karasiora U npeaocTaBreHus yaaneHHoro 4ocrtyna K nodYToBoMy SILLMKY Mo
npotokony IMAP.

KrnneHT anekTpoHHOM nouyTbl — 3TO npuknagHoe O, yctaHaBnMBaemoe Ha paboyem
MecTe nonb3oBaTensa U npegHasHavyeHHoe AN NonyyYeHus, co3gaHns, OTNpaBkM U XpaHEHUS
COODBLLEHNIN 3NEKTPOHHON NOYTbI NOMb30BaTENS.

B sawmiieHHoOM KoMnnekce NporpaMmm aNeKTPOHHOW NoYThl obecrnevyeHo PyHKLUOHNPOBa-
Hue B ETMM.
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5. BXOOHbIE U BbIXOAHbIE OAHHbLIE

5.1. BxogHbiMu gaHHbiMu ang OC asnatoTcs:

- obpaweHue cybbekToB goctyna (npoueccoB n komaHa CYB/) k 3awmuwaeMbiM UMEHO-

BaHHbIM CYyLLHOCTSM — hbannam (nporpammam, 6ubnuotekam, cannam c nonb3oBaTtenb-

CKon 1 cnyxebHon nHopmaumen), katanoram, cneunanbHbim dannam (yCTponcTeam,

ccbinikam, kaHanam FIFO v 1.n.), B n nx anemeHTam (Tabnuuam, 3anncam, nonsim

3anucen, Tpurrepam u T.1.), a Takke cpeacteam IPC (noptam, coketam, cemacdopam);

- atpubyTbl, onpeaensoLmne NoNHOMoUNS CyGbEKTOB AOCTYNa U NpasBuna pasrpaHuyeHns

AOCTYna K CYLLHOCTSM.

5.2. BbixogHbiMn aaHHbiMK ana OC aBnaetca pesynbraT MCMNoNb30BaHUSA CyObekToM
A0CTyna 3alumLLIaeMON CyLHOCTU, NPeaoCTaBNEHHOro eMy B COOTBETCTBUMN C YCTAHOBNEHHbIMU
MPO. K Taknm pesynstatamM MOryT OTHOCUTLCS: 3anyck nporpamMmbl, pefaktupoBaHue danna,

co3gaHue cokeToB, JobaBneHne gaHHbIX B B v 1. n.
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NEPEYEHb COKPALLEHUN
B — 06a3a gaHHbIX

EMM  — egmHoe npoCTpaHCTBO Mosb3oBaTenemn

HXMI — HakonuTenb Ha Xe€CTKOM MarHUTHOM AuCKe

on — onepatmBHas NamsaTb

oC — onepauuoHHas cuctema creumanbHoro HasHadyeHus «Astra Linux Special Edition»
rno — nporpammMmHoe obecneveHune

MPO  — npasuna pasrpaHnyeHus gocTyna

C3n — cpeacTea 3aluTbl MHopMaLuum

CMNO — cneumanbHoe nporpammHoe obecneveHne

CYBA — cuctema ynpasneHus 6azamun gaHHbIX

C3Oll  — cepBuUC aneKkTPOHHOW Noanucu

oC — (pannosas cuctema

arl — anekTpoHHasa nognucek (B cootBeTcTBum ¢ Ne 63-d3 ot 06.04.2011)

QUM — anekTpoHHas umdposas noanucek (B cootBetcTBum ¢ FTOCT P 34.10-2012)

ACL — Access Control List (cnncok koHTpona goctyna)

ALD — Astra Linux Directory (eanHoe npocTpaHCTBO Nonb3oBartenen)

CIFS — Common Internet File System (o6wwnin npotokon goctyna k pannam VIHTepHeT)

DHCP — Dynamic Host Configuration Protocol (npoTokon guHaMmmMyeckon KoHurypauum xocTa)

DNS — Domain Name System (cuctema JOMEHHbIX UMEH)

FIFO — First-In, First-Out (nepBbiM Npuwen — nepsbiM 06CNyXeH — aucuUUnanHa odepean)

FTP — File Transfer Protocol (npotokon nepeaayun ¢annos)

GID — Group ldentifier (ngeHTMdMKaTOpP rpynnbi)

HTTP — HyperText Transfer Protocol (npoTokon nepegayn runeprekcra)

IP — Internet Protocol (mexceTeBon npoToKon)

IPC — InterProcess Communication (mexnpoLeccHoe B3auMoaencrame)

IMAP — Internet Message Access Protocol (npoTtokon gocrtyna k coobweHunsam B cetn VIHTEpHeET)

LDAP — Lightweight Directory Access Protocol (nerkoBecHbI MPOTOKON JOCTyNa K cepBucam
KaTanoros)

NFS  — Network File System (ceteBas cpannosas cucrema)

NTP  — Network Time Protocol (npoTokon ceTeBoro BpemMeHu)

NSS — Name Service Switch (gucnetyep cnyx6bbl UMeH)

PAM  — Pluggable Authentication Modules (nogkntodaemble Moaynu ayTeHTUdUKaLmm)

PID — Process |dentifier (ngeHTndmkatop npouecca)



40
PYCBE.10015-01 31 01

SMB  — Server Message Block (6rnok coobuieHunin cepeepa)
SMTP — Simple Mail Transfer Protocol (npocTon NpoTOKOs 3NEeKTPOHHOW MOYTbI)

SSH  — Secure Shell Protocol (npoTokon 3awuweHHon nepegayun nHgopmaumm)
TCP  — Transmission Control Protocol (npoTokon ynpaBneHnsa nepegaven aHHbIX)
TFTP  — Trivial File Transfer Protocol (npocTtenwmin npotokon nepegayn annos)

uiD — User |dentifier (nageHTudmkatop nons3osarens)



PYCB.10015-01 31 01

41

Jlnct pernctpaunn nameHeHun

Homepa nnctoB (cTpaHuu) Bxoasawmm
Bcero
HOMep conpo-
N3m nmcros Homep BogutensHoro |Mognuce| Oara
N3MEHEH- 3aMeHeH- HOBBIX aHHyJ'lMpO- (CTpaHV”J,) B ,D,OKyMeHTa
HbIX HbIX BaHHBIX | nokymenTe AOKymeHTa
npaara
1 Boe PYCE.14.03-11
ot 20.10.11
PYCE.14.04-13
2 Bee ot 21.03.13
PYCE.14.05-14
3 Bce ot 19.11.14
PYCE.14.02-16
4 Bee ot 17.02.16
; Boe PYCE.14.03-17
ot 05.04.17
PYCB.14.02-18
6 Bee ot 11.04.18
; Boe PYCE.14.03-18
ot 19.04.18
PYCE.08-20
8 Bee ot 18.02.20
PYCE.20-20
9 Bee ot 23.07.20
PYCB.06-21
10 Bee ot 01.04.21
PYCB.12-21
11 Bee ot 30.07.21
- Boo PYCB.10-22

ot 03.11.22
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