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AHHOTALUA

HacTtoawun OKyMeHT ABNAEeTCH PyKOBOACTBOM afMUHUCTpATOpa NpoOrpaMMHOro KoM-
nnekca «Cpeactea Buptyanusauumn «bpect» (MK CB «bpect») PALIM.10001-03 (ganee — lK).

B nokymeHTe npuBegeHo onucaHune yctaHoBku K, HACTporiku 1 nopsiaka NpUMeHeHns
Ha NepcoHanbHOM KOMMbOTEPE C y4EeTOM OCOBEeHHOCTEN onepauuoHHOM CUCTEMBI cneLmanb-
Horo HasHa4deHus «Astra LInux Special Edition» PYCB.10015-01 (nanee no tekcty — OC CH),
noa ynpasneHnem kotopon pyHkumoHmnpyet MNK. B gokymeHTe onvcaH NnopsiAok MCNonb30BaHNS
cpeabl BUpTyanuaaumm, obecnedeHns oTkasoyCToOMYNMBOCTU, MacluTabupoBaHusa n BUpTyanusa-
LUKN OMUCKOBbIX MPOCTPAHCTB, CNOCOObLI pa3BepTbiBaHUS U OpraHn3auum obnadHbliX peLleHnn ¢
ncnonb3oBaHnem nnatgopmbl OpenNebula.
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1. CUEHAPUN NCNOJIb3OBAHUA

OcHoBHas 3agaya, pewaemas K B npouecce yHKLMOHMPOBaAHUA, — CO34aHuE 3a-
WwnweHHon supTyaneHon cpeabl B OC CH. PelweHne gaHHOM 3agadn B aBTOMaTU3NPOBaHHbIX
cuctemax MoXeT ObITb peann3oBaHO COrfacHo TpeMm cueHapuaMm. Kaxabin 3 aTux cueHapues
nogpasyMeBaeT YCTaHOBKY M HACTPOWMKY pasnuyHbix naketoB n3 coctaa OC CH u lMK.

lMpepnaraemble cueHapum ncnonb3oBaHus [NK:

- nokanbHas BupTyanusauus (cm. [1.1);

- cepBepHasi BupTyanuaaums (cm. [1.2);

- obnako pecypcoB 1 BMpTyaribHbIX MawmH (cMm. [1.3)).
1.1. llokanbHaa BMpTyanusauus

JlokanbHaga BupTyanusauma nogpasymeBaeT CcO3fjaHue M MCMNoSib30BaHME Ha nokarsb-
HOM KOMMbloTEpe (Y3ne) HECKONbKNX BUPTYaribHbIX MawwmuH (BM) ans ogHOro mnmM HeCKonbKUX
nonb3oBaTenen B 04HOMOMbL30BATENLCKOM pexnme (MocMeHHas paboTa).

B kauectBe MHCTpyMeHTOB paboTbl ¢ BM npumeHsaeTca rpaduyecknin nHtepdenc virt-
manager. [JaHHbIn cueHapuin ucnosnb3oBaHusa MK addekTBeH B cnyyae NnpuMeHeHuUs 0gHOM
nnn Heckonbknx BM ¢ pasgeneHnem pusmyecknx yCTPOWUCTB y3na Mexay BupTyanbHbIMU U
dm3nyeckMMm cpegamu unu 4ns opraHM3aumm n3onnMpoBaHHbIX Ccpes (B OCHOBHOM, BUPTyanusawums
NPUNOXEHNI), KOTOPbIE MOryT ObiTb CKOMNPOMETMpOBaHbl 6e3 nocneacteun ana OC y3na u
OC cocegHux BupTyanbHbIX MawwuH. YcTaHoBka O Ans gaHHOro pexmma OCyLLeCcTBseTcA
cpeacteamu OC CH wn Bkntodaet B cebs yctaHoBky QEMU, libvirt ns coctasa OC CH wu virt-
manager n3 coctasa [1K.

Bce ycTtaHaBnvBaemble koMnoHeHThl U3 coctasa MK n OC CH npegnonaratoT npuMmeHeHue
AAHHOro cueHapusi 1 MoryT BbITb 3a4eNCTBOBaHbI 6e3 AoNONMHUTENbHbIX onepaunn. OnucaHue
KOMMOHEHTOB M MNOPSIAOK X YCTaHOBKM nNpuBeaeHsbl B AokymeHTe PYCB.10015-01 95 01-1 «One-

pauMoHHas cucteMa cneumnanbHoro HasHadyeHna «Astra LiInux Special Edition» n B pasgene .
1.2. CepBepHasa BUpTyanusauus

B otnuume ot nokanbHOWM, cepBepHasi BUpTyanu3auusi npecneayet Lenb LeHTpannu3oBaHo
npegocTaBUTb NOMb30BaTENAM pa3nuYHoe NporpaMMHoe obecneyeHme Kkak cepsuc. B atom criyyvae
aaMUHUCTPATOP UMEET eANHbIN MHCTPYMEHT yrpasBieHns nynom gusmndecknx cepsepos n BM
Ha HuX. Virt-manager no3BonseT nogkntoyatb yaaneHHble usnyeckme cepepbl MO NPOTOKONaM
TCP (SASL+Kerberos), SSL/TLS u ssh. lNpu atTom agMnHUcTpaTop nosiydaeTr BO3MOXHOCTb
npounsBoanTb Murpauuio BM mexay cepBepamu, LeHTpann3oBaHHO co3faBaTb W ynpaBnATb
CHumMkamu BM n ap.

[aHHbIN cueHapuin acpdekTnBEH NP HEOBXOAMMOCTU coaepaTb bonbLioe Yncno BM n
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ynpaBnsiTb HECKOMNbKUMN hn3ndecknmm cepsepamu. lNpn aToM agMUHUCTPATOP MOXKET 3a4eNCTBO-
BaTb MeXaHU3Mbl obecrneyeHnss 0TKa3oyCTOMYMBOCTHN, BanaHCMPOBKM Harpy3ku (Maclutabupye-
MOCTb), BbICOKOM AOCTYMNHOCTM.

YcraHoBka MO gns gaHHoro pexuma ocyuiectensietca cpegcteamm OC CH u Bkntovaer B
cebs yctaHoBky QEMU u libvirt s coctaa OC CH Ha kaxgom us pmsmyecknx ysnos. Ha ogHom
N3 HUX ycTaHaBnuBaeTcs virt-manager n3 coctaa K. ®dusmnyeckune cepsepa o0beaNHAOTCS B
knactep cpeacteamu ALD (B ycrnoBmax MaH4aTHOrO U AUCKPELIMOHHOIO pasgeneHuns gocTyna)
nnn SSL/TLS un ssh. [Ina BMpTyanbHbIX MalUMH HA KaXXaoOM U3 y310B CO34aeTcs MOCT Ha om3un-
YeCKOM UHTepdrence, Ha KOTOPOM HacTpamBaeTCs fnokKasnbHasa CeTb AN BUPTYyasribHbIX MaLUVH.
B HacTporikax BMpTyanbHbIX MalnH B ycTporcTee «ducnnen» (napametp «Agpec») cnegyet
ykasaTb «Bce nHTepdericbl» ana pabotbl ¢ rpadpnyeckum MHTepdEencom BUpTYyanbHbIX MalLvH U3
noboro 4OBEPEHHOIO MecTa fiokarnbHon cetn. OnucaHne KOMMNOHEHTOB U MOPSLAOK UX YCTAHOBKM

npueeneHbl B AokymeHTe PYCB.10015-01 95 01-1 n B pasaene 2
1.3. O6nako pecypcoB U BUPTYanbHbIX MalUUH

C nomouwbto naketa OpenNebula, Bxogsauwero B coctaB 1K, MoryT 6biTb pasBepHyThI
3almLLEeHHbIe YacTHble obnaka unm rmbpuaHble obnaka, YacTUYHO pa3MeLLeHHble B IHTepHeTe
(3a npegenamn goBepeHHOM 30HbI). [laHHaa cnctema o6beaAnHAET BbIYUCIINTENBHBLIE PECYPChI U
cpeacTBa XpaHeHust AaHHbIX.

[aHHbIN cueHapuin NO3BONSIET CO34aBaTh M yNpaensaTb 60NbLLIMM YUCIIOM BUPTYanbHbIX
MaLUWH BHE 3aBMCUMOCTU OT MecTa Ux M3nYeckoro pasmeLleHus. [pm aToMm NpuMeHsaTCS BCe
npenmyLiecTsa o6navyHoro pelleHnsi: macTabnpyemocTb, BbiCOKas 4OCTYMNHOCTb, 6e30nacHOCTb.
OpenNebula no3sonsaeT oCyLWecTBNAATL yNpasneHme BUpTyanbHbIMM MallMHaMu, paboTtaiwmmm B
pexume OUCKPETHOro U MaHAATHOro ynpasBrneHnsa JOCTYNOM C y4eTOM TpebOoBaHUIM MO KOHTPOO
LLeNTOCTHOCTU, NCMOMb3YyH eAuHbIN web-uHTepgenc.

YcTaHoBKa U HaCTpOIZKa JaHHOro cueHapwusa npnmMmeHeHnA MK OCYyLLUEeCTBIIAETCA cornacHoO

pasgeny [10]
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2. BA3OBbIE CPEACTBA OPITAHU3ALIUN 3ALLMLLEHHON CPEQLI BUPTYANU3ALMU

OCHOBHbIMK NakeTamu, HeoBXoaUMbIMY A4S BUPTyanM3auumn nepcoHanbHOro KOMnboTepa,
ABNSAIOTCA NakeTbl cpeacTBa aMynsauMM annapatHoro obecneyveHuns Ha ocHoBe QEMU n cepsepa
BupTyanusaumm libvirt n3 coctasa OC CH, a Takke naket rpacdmyeckoro nitepderica ynpasneHus
BUpTYyanusauunen virt-manager.

OnucaHune cpencTs amynsaumMm annapaTtHoro obecnedyeHuns Ha ocHoBe QEMU, cepeepa
BUpTyanusauum libvirt, a Takke NnopagoK HACTPOMKK JOCTyna K cepBepy BupTyanusauum libvirt
npuBeneHbl B gokymeHte PYCB.10015-01 95 01-1 «OnepaumoHHas cuctema cneumnanbHoro
Ha3HauyeHus «Astra Linux Special Edition». PykoBogctBo agmmuHuctpatopa. Yacte 1» 13 cocraea
OC CH.

2.1. YcTaHOBKa OCHOBHbIX KOMIMOHEHTOB

YcTaHoOBKa 1 HAacTpOMKa KOMMOHEHTOB BbIMOMHSAETCA OT UMEHWN afMUHUCTpaTopa UCMOSb-
3yd MexaHu3m sudo.

[nsa ycTaHOBKM OCHOBHbIX KOMMOHEHTOB HEOOXOAMMO BbINOMHUTL CrleayoLlme AenCTBus,
npu atom penosutopun OC CH gormkeH ObiTb yXXe NOOKITHYEH:

1) nogknounTb penosutopun MNK:

2) 0BHOBUTbL CMMUCOK AOCTYMHbIX NAKeTOB, BbINOMHUB KOMaHAY:

sudo apt update

3) ycTaHoBUTb KNneHTcKyto YacTb K, BbINONHMB KOMaHAy:

sudo apt install virt-manager

MpumeyaHunsa:

1. Ons pyHKUNMOHMPOBAHUSA CUCTEMBI B peXMME 3aMKHYTOW nporpammHon cpeabl (3I1C)

HeobXxoaMMO OOMONHUTENbHAs YCTaHOBKa naketTa brest-digsig-key.

2. [1na BO3MOXHOCTM nonHoro ynpasneHns BM agMmuHucTpatop JOMmKeH BXOAUTb B rpyn-

nbl disk, kvm, libvirt-admin, libvirt-gemu, astra-console N astra—-admin.

3. OAna pabotbl ¢ MK 06bl4HOMY nonb3oBaTento HeobXxoaMMO BXOXAEHME Nonb3oBaTens B

nokarnbHble rpynnbl kvm U 1ibvirt-gemu.

BHUMAHUE! Onepauum no n3MEHEHN0O COCTaBa Unn KoHUrypauum BUpTyasrnbHbIX Ma-
LWIMH TPeByYIOT BXOXAEHNS NONb30BaTeNs B CneumanbHyl NIoKanbHY0 agMUHUCTPATMBHYO rpynmny
libvirt-admin.

2.2. N'pacpuuyeckas yTunura virt-manager

B coctas K BxoguT rpadmyeckasa ytunuta ynpasfieHUs BUPTyanbHbIMW MallnHamMm
virt-manager, npegocTtaenstoLwas JOCTyn K BO3MOXHOCTSAM cepBepa BupTyanusauum libvirt ns

Fpa(bVI‘-IeCKOFO MHTepcbePlca nosnib3oBatens. BHeWHU BN okHa YTUINNTbI NMpuBeaeH Ha puUcC. m
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. smoll4_sry BUpTyanbHasa MalwqHa

Dain BMpTYanbHad MawMHa Bug OTAPaEWTL KOMEMHAL MK KNAEMLL

- o o LS _ ‘ = &
KoHCone JanycTuTe Maysa Brikni4eHme CHHMEEK Bo EeChk 3KpaH
e ofaop ~ Tpoueccopobl
&l BesonachocTs Kon-Bo NOrMYEcKME NpoUeccopoE: 4
u MapameTpel NpOMEE0AMTENEHOCTH TekylWee BoENEHHE: |2 ﬂﬂ
ﬂ Mpoueccop Makc, BegEnEHE:; |2 ﬂﬂ
B3 Namate

b
MapamMeTpbl SarpysHH Eoubnvpaiis

)

YirtIo Disk 1 ' Tononorva
IDE CDROM 1
' CoOOTEETCTEWE NpOLecCcOpoB
MIC 1a3ich:ab
MnaHwet
TbILE

Beog

Axcnned Spice

Serial 1

Pile®eRBTOFE

Channel spice
b Bugeo QxL

B8 Kontponnep uss
HF KonTponnep PCI

B8 wontponnep 10E
HF KonToonneo Yirtlo Serial =]

l{l,.l AobaenTe obopysoBaHne x OIMEHMTL q{.'? OprMeHMTE

Y
Puc. 1

YTunuta no3BonsieT BbINONHATbL AENCTBUSA MO CO3AAHUIO BUPTYasibHbIX MallUWH, yrnpas-
NEHNI0 UX KoHdurypaumen n annamm-obpasoB ANCKOBbLIX HOocuTenen. Takke obecnevnBaeT
yaaneHHbl AocTyn K paboyemy ctony BblOpaHHOW BUPTYyarbHOW MaluHbl no npotokonam VNC un

SPICE. Bonee noapo6Has nHhopmaums no paboTe ¢ nporpamMmoli npueeaeHa B pasaene [3
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3. YNPABJIEHUE BUPTYAJIbHbIMA MALULUHAMU

YnpaeneHue BupTyanbsHbiMn MawmHamu B K ocyLllecTBnseTcs ¢ NOMOLLbI MHCTPYMEH-
Ta KOMaHOHOW CTPOKW virsh unu rpaduyeckon ytunutel virt-manager nytem obpalleHus K
COOTBETCTBYHOLLEMY CepBepy BUpTyanusauum libvirt.

BHUMAHUE! Onepauum no n3aMeHeHN0 CocTaBa Unn KoHUrypauum BUpTyasnbHbIX Ma-
LWIMH TPebyIOT BXOXOEHNS NONb30BaTeNns B cneumarnbHy NIoKanbHY0 agMUHUCTPATUBHYO rpynmny
libvirt-admin.

BHUMAHMUE! CyLiecTByOT OrpaHMyeHnsi No KOHUIypupoBaHUIO U 3anyCcKy BUPTYarbHbIX

MaLUVH B YCIOBUSAX MaHAATHOrO ynpaesneHusi 4oCTynom (cMm. [5.2)).
3.1. CozpaHue BMpTyasibHOW MaLUUHbI

[nsa cospgaHna BM ¢ nomouwsto rpadudeckon ytunutel Heobxoaumo sontn B OC CH nopa
YYETHOWN 3anucCblo Nofb3oBaTeNs, BKIHOYEHHOIO B COOTBETCTBYIOLLME rPYMMbl COrflacHO npumeYa-
HUK Ha CTp. N 3anycTuTb yTUAUTY virt-manager ogHUM 13 NpUBEAEHHbIX CNOCOOOB:

1) oTKpbITb MeHIo «[llyck», nepenTn Bo BKNaaky « CuctemHble» n BolbpaTtb «MeHemxep

BUPTYasibHbIX MaLUUNHY;

2) HaxaTb koMmOuHauuio knasuw <Alt+F2> ong 3anycka ytunutbl «BbINOMHUTL KOMaHAy»,

B CTPOKe BBECTU virt-manager;

3) HaxaTb kKoMOuHaumto knasuw <Alt+T> gns 3anycka ytunutbl «TepmuHan Fly», B

CTpOKe BBECTU virt-manager.

MpnmevaHune. Ecnu nonb3oBaTternb He BKNIOYEH B COOTBETCTBYHOLLME IPYMMbl COMMacHo
npumedaHuii Ha cTp. [12, npu 3anycke ytunutel noTpedyeTca napons agMUHUCTPaTopa CUCTEMBI.

Mo ymonyaHuio ycTaHaBnmMBaeTCcsa NogkNioYeHe K nokarnbHOMY cepBepy BUpTyanusauuu.
[nsa goctyna K yganeHHoMy cepBepy BUpTyanuaauum TpebyeTcsa 3agatb napameTpbl NOAKIYEHNS

B COOTBETCTBUU C pucC. 2|
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EJ MeHegep BUPTyanbHbIX MalLMH - O x
®anrin lpaska Bug Cnpaeka

| =
Mmn

¥ | WMcnonb3oBaHwme LM
w OEMU/KVM
Ao6aBUThL NoaKnw4YeHne

lNinepeusop: QEMU/KVM

(M| YaaneHHoe nogxnoyeHune

Tun: TCP (SASL, Kerberos)

Wma none3sosatens: |
Y3en:

MNMoakntouyaTeca aBToMaTuyecku: ||

Mony4yeHHbIM agpec: gemu-+tcp:///system

OTMEHUTb Mogxno4nTbea

Puc. 2

Mocne YyCTaHOBKM CcoeanMHEHNA C cepBepOoM BUPTYyarin3aumm MOXXHO NpUCTynaTb K co3da-
HUIKO BUPTYalribHbIX MalUWH. [nsa atoro Heobxoaumo:

1) HaxaTb Ha kHomnky [Co3aaTb BUPTYanbHYH MaLIMHY] UNK B NaHENM MeHto BbiGpaTb
«Pain — Co3gatb BUPTYarnbHYH MaLUMHY»;

2) B OTKpbIBLUEMCA OKHE, B COOTBETCTBUU C PUC. E', Bbl6paTb MeTo[ yCTaHOBKU onepauun-

OHHOW cUCTeMbl U3 NpeanaraemMoro cnucka, Hanpumep: «JlokanbHbeln ISO nnn CD-ROMy;

Hoeas en pTyansHaA MallWvHa

O =
m Co3gaHue BUPTYaNbHON MalUWHbI

MogknroueHwre: QEMU/KVM

BbifiepnTe MeTo/ YCTaHOBKM ONepaloHHOM CUCTEMbI:
® NokanbHelid ISO nnu COROM

() Cetepan ycraHoeka (HTTP, FTP nnun NFS)
CeteBasn 3arpyska (PXE)

L3
() Vimnopt obpasa gncka
OTMeHWTB 3a/] Bnepég
Puc. 3

3) ana yCtaHOBKU rocteson OC yKa3aTtb pacnonoXxeHune yCtTaHOBOYHOIo HOCUTENA, KO-
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TOpbIM MOXeT aBnAaATbca 1SO-o6pa3 ycraHoBoyHoro gaucka OC CH wnmn DVD-guck ¢
ancTpubyteom OC CH B cooTBeTcTBUM C puc. 4] 1ISO-06pas npeasapuTenbHO AOMKEH
ObITb go6aBneH B COOTBETCTBYHOLUMIA NyN XpaHEHUSA COrnacHo DVD-guck gomxkeH

ObITb YCTAHOBIEH B YCTPONCTBO YTeHns CD/DVD-auckos;

Hoean BUPTYalbkHaA MallWHa

m Co3/aHune BUPTYaNbHO MallMHbI

PacnonoxeHwve YCTaHOBOYHOro HOCHUTENA

() CD-ROM wnu DVD

® O6pas IS0

/opt/smolensk-1.6.iso ~ | O63op...

(W] ABToMaTMueCKM ONpeaenUTE ONepaLMOHHYI0 CUCTEMY HOCUTENSA

Tvn: HewseectHo
Bepcua: HewmssectHo

OTMeHUTb Haszap Bnepén

Puc. 4

4) B COOTBETCTBUM C puUc. [5] 3aaaTb pa3mep NamsiTn U KONMUYECTBO NpoLEeccopoB Anst BM,

HO He Bonee YKa3aHHbIX OOCTYMHbIX 3HaYeHun;

HoBasa BUpTyanbHaa MaluMHa

m Co3gaHune BUPTYabHOA MallUHbI

HacTtporika namaTi 1 npolieccopos

Mamarte (03Y): 1024 — + Mwb

JocrynHo go 3001 MiB
Mpoueccopbl: 1 +

NoctynHo 2

OTMeHUTB Hazag Bnepép

Puc. 5

5) B cOOTBETCTBWM C puC. [] ykasaTb napameTpbl Anst co3naHus gaiina obpasa 0CHOBHOMO

ONCKOBOIo Hocutend, 3agaB ero pasmep He meHee 8 I'b;
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Hoeasa BupTyansHaa MmaluMHa

m Co3paHve BMPTyanbHOW MalLUVHbI

(8] HacTpouTb NpoCTPaHCTBO XpaHeHWa AaHHbIX

@ Co3aaTb 0Bpas Avcka ANs BUPTYanbHOR MaLLWHBI
80 — + Iwbk
7.8 GiB available in the default location

BblﬁpaTb WK Co38aTk AONONHWTENBHOE NPOCTPAHCTBO AaHHBIX

OTMeHWTE Hazapg Bnepég

Puc. 6

6) Ans 3aBepLUeHWst KOHUrypupoBaHus BM B okHe, NnpuBeaeHHOM Ha puc. [7], Heobxoanmo
ycTaHoBUTbL donar B nosne «lpoBepuTb KOHMUrypauuo nepes yCTaHOBKOM» U HaxaTb

KHomnky [FoToBo].

Hoeas BupTyansHana MalinHa O x

m Co3paaHve BMPTYyanbHOW MallKHbI

MoHo HauyMHaTb yCTaHOBKY
HasgaHwe: astralinux

OC: Crangapt Linux
YcraHoBka: flokaneHbii CD-ROM/ISO
Mamate: 1024 MiB
Mpoueccopsbi: 1
MpocTpaHcTBo gaHHbIX: 8.0 GiB /var/lib/libvirtimages/astralinux.qcow?

MpoBepuTL KOHGUrypauuio nepes ycTaHOBK[gfI
fi“‘. OI'IpE,D,EJ'IEHME DI'IEpELI,MDHHDI:‘i CUCTEMBI NOMOMET YNY4YLUNTE NPOM3B04NTENBHOCTE

~ Beibop cetn

BuptyansHas cete 'default’ : NAT (He akTusHo) »

OTMEHWTBL Hazapg, [oToBO

Puc. 7

B nosBumBLLUEMCA OKHE NPOBEPUTL NapaMeTpbl co3gaBaemon BM.
MpumedaHnwune. Anga ynydwenus pabotsl BM pekomeHayeTcsa AONOMHUTENBHO BbINOM-
HUTb cneayroLmne HaCTPONKMK:

a) B NyHKTe MeHto «[l1poueccopbl» ycTaHoBUTbL donar «Konnposatb KOHGUrypawumio

LIM xocTa» cornacHo pwc.
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astralinux Ha QEMU/KVM

o/ Hauatbycravosky ¢ OTMeHMTL ycTawosky

Bl o630p Mpoueccopsbl

ﬂ Be30nacHocTE Yncno nornyecknx npoueccopoe: 12

‘ Mpoueccopkl Tekyuee: 1 +
B8 Nawsate

“_ MapameTpbl 3arpy3kin (Ergs 1 +

& virtio Avex 1
© mecorom
E NIC :be:e2:7b
( Mbilb } Tononorna
S Aucnneii Spice

6:;) KOHCONB

Kondurypayma

M| KonvpoBaTs kKoH$urypauwmio LIM xocTa

c;j Kawan spice

S Brvaeo QXL

m KoHTponnep UsSB

@ Mepexanpaenexne USB 1
@ Mepexanpaenexne USB 2

Jo6aeuTs ofopyaoBaHue OTMEHNTE MpumeHUTE

Puc. 8

6) B nyHkTe MeHo «VirtlO [nck 1» packpbiTb ceKLmMio «[ononHUTENbHbIE NapaMeTpbl»

n B none «lunHa anckay» BbIGpaTb M3 packpbiBatoLlerocsa cnmucka sHadeHune «VirtlO»
cornacHo puc. [9

astralinux Ha QEMU/KVM

o/ Hauatbycravosky & OTmenuTs ycTarosky

Bl o6z0p BMpTyanuHelii guck

Bl sesonacrocTs MyTe: /var/lib/libvirt/images/astralinux.gcow2
gﬁ rMpoueccopel Twn ycTpoiicTea: Virtlo Anck 1

= Namate Pa3mep xpanunmua: HewsgecTHo

ToNbKO YTeHWE:

‘._ MapameTpel 3arpy3ku

O6wmiA:
5, Virtlo Avck 1
. IDECDROM 1 'ﬂDHUﬂHMTEﬂthIEI'IapaMEprl
gi‘ NIC :be:e2:7b LWwvHa gucka: | Virtlo 3
( Mbilib e

CepuiiHbIi Homep:

S Aucnineli Spice
ﬁj KoMCons DOpMAT XpaHWINLLA: | qrow?

5;;;) KaHan spice

S Bwaeo Virtio

HF KouTponnep USB

@ Meperanpasnexne USB 1

» MapameTpel NPOK3BOANTENEHOCTI

@ Mepexanpasnexne USB 2

Jo6aeuTte 06opyaoBaHie YaanuTs

Puc. 9

B) B NyHKTe MeHio «Bugeo Virtio» B none «Moaenb» BbiOpaTh 13 BbinagatoLLero
cnucka 3HadeHune «Virtioy;
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7) Ansa Havana yctaHoBkn OC BMpTyanbHOW MalUMHbI HaXaTb B NIEBOM BEPXHEM YIIy
kHonky [HayaTb ycTaHOBKY].

BHUMAHMUE! B crny4yae oTMeHbl yCTaHOBKW, HacTporku BM He coxpaHaTcs.

lMocne 3aBepLUeHNA HACTPOKMKK 3anycTuTcs co3gaHHas BM ¢ okHom yctaHoBkun OC CH

kak nokasaHo Ha puc. [10]

[ astralinux (1) - Virt Viewer g@ E
®aiin MpocmoTp OTNPaBWTL KNaBuwy Cnpaska
* ———— OnepauyMoHHan cucTema
ASTRALINUX i CNELMANEHOMD HAIHAHEHWA

special edition . i Penua « CmoneHck»

English

Puc. 10

[na co3gaHvs BUPTyarnbHbIX MaliMH C NMOMOLLbIO KOHCOSbHOW YTUANTBI HEOBXOANMO
BonTn B OC CH nopg y4eTHOM 3anmcbio Nosnb3oBaTens, BKNKYEHHOrO B rpynnbl astra—admin n
astra-console, 3anyctutb TepmuHan Fly (HaxxaB kombuHaumio knasuw <Alt+T> nnbo Haxas
KombuHauuto knasuw <Alt+F2> onsa 3anycka ytunutbl «BeinonHUTL KOMaHAy» U B CTPOKE BBECTHU
fly-term) v BbINOMHUTbL KOMaHAY:
virt-install --connect gemu:///system -n smolenskl6 -r 2048 --vcpus=2
-c /path/to/iso/smolensk.iso --disk

pool=default, size=8,bus=virtio, format=qcow2 --os-type=linux
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rige -n smolenskl6 — Ha3BaHue BM;
-r 2048 — obbem onepaTMBHOW NAMSATH;
- —-vcpus=2 — KOSIM4YeCTBO NPOLECCOPOB;
-c /path/to/iso/smolensk.iso — nyTb K ISO-06pa3sy yctaHoBo4HoOro gucka OC CH;
pool=default — XpaHunuiie No yMon4aHuio;
size=8 — pa3mep xpaHunuwa B I'b;
bus=virtio — WKHa co3gaBaemMoro xpaHunuuwa (aucka BM);
format=gcow2 — pa3mep xpaHunuuwa B ['b;

- —os-type=linux — TN onepaLuMoHHON CUCTEMBI.

B pesynbraTte 3anycTuTcs co3gaHHasi BUpTyanbHasa MalimMHa ¢ okHom yctaHoskn OC CH
(puc. [10).

3.2. floctyn K pabouyemy ctony BUpPTyaribHOW MawuHbl No npotokonam VNC wu
SPICE

Pabo4ynm ctonom BM MOXHO ynpaBnsiTb U3 BCTPOEHHOIO B virt-manager «NPOCMOTP-
LLMKa» Unu ¢ NOMoLLb0 BXogawmx B coctaB K oTaenbHbIX NPpUoXeHnn remote-viewer U
virt-viewer, nossonawowmx nonyumte goctyn (VDI) no npotokonam VNC n SPICE. MNpunoxe-
HUSI UMEIOT CXOXUIA PYHKLIMOHAM, HO pasnunyaloTcs cUHTakcucom Bei3oBa. Ha puc. [11] npeacras-
neHbl CTpOKa BbI3oBa U caM UHTepdenc goctyna kK BM ¢ nomowbio virt-viewer. Ha MOMEHT

NoaKmoYeHnst kK pabovemy CTory BUpTyanbHas MallMHa JorkHa ObiTb yXKe 3anyLieHa.
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udarmZ:" % virt-viewer --connect gemu+ssh://admin@arml. cct.rbtssystem -d smolld_srv

]

0 smoll4_srv (1) - ¥irt Viewer

@afn [OpocmoTp OINPaEdTe KNaEWWy Chnpaeka

Puc. 11

3.2.1. OcobeHHOCTU Ucnonb3oBaHna VNC

Mpwn ncnonesosaHmnm VNC-cepBepa B kayecTtBe rpadumyeckon nogecmcremosl BM y agmMmHm-
cTpaTopa NoABNSAETCS BO3MOXHOCTb YKasaTb PeXnM JOCTyna K AUCHNEO.

[ocTynHbl cnegyoLwme pexxmmbl JOCTyna K AUCNIEr:

- «O6bwwun» — poctyn k VNC-gucnneto npegoctaendetca 6e3 orpaHMyYeHnn konmyecTsa

NOAKITHOYEHUI;

- «MoHononbHbINY — VNC-nogkrtodeHne JOCTYMHO TOSNbKO NepBOMY NOAKMIOYMBLLEMYCS;

- «OKCKMNIO3MBHLINY — NepBbIn KNNMeHT nonyyaet goctyn K VNC-gucnneto, Bce octanbHble

noaknoyeHns otbpacbiBatoTcs. ECnv nepBbIn KNMEHT yKaxeT onuuto «shared», gpyrmne

KITMEHTbI TOXXE CMOTYT MOLKMOYMTCS, TaK Xe yKasaB 3Ty Onuuio;

- «3anpeTuTb 3KCKI3MBHLINY — aoctyn K VNC-gucnneto paspellaeTcs TOMNbKO C ykasa-

HMeMm onumn «shared».

Pexxum gocTyna K gucnnero yctaHaBnmBaeTcs nyTemM Bbibopa 13 BbiNagatoLero cnucka
COOTBETCTBYIOLLErO 3Ha4YeHNs Kak nokasaHo Ha puc. [12] Mopsiook nepexona k napametpam BM u

ynpaeneHue nmu onucanbl B [3.3]
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= vm2 BUpTyanbHaa MalMHa | 5 |
@aiin BupTyanbHaa MawuHa Bua OTNPaBMTh KOMBMHALM K KNABH LW

o (= ’ o =
Koncons | MoapobHoctk | 3anycruib CHHMKH
&l O630p Cepeep VNC
&l besonacHoCTe Tun: VNC-cepsep e
EE MapameTpbl NPOH3BOAMTENLHOCTH

P peLip Anpec: (Mo ymonuanuw ¥
{} Npoueccop
B= [lamATb Dopt: 4 AgTO
& [NapaMmeTpbl 3arpy3ku Napoas: [
& IDEDisk1 PEERE: -
© IDECDROM1
B NIC :a5:96:e7 Aoctyn: |OBumi >
€ Mbiws 06wmii
¢ Bson MOHOMOABHBbI
JKCAOZMBHBLIA
ke Sound:iché 3anpeTuTh 3KCAO3HBHbIA
&= Serial 1

@& Channel spice

& Buaeo VGA

B Kowtponnep USB

B Koutponnep PCI

B Kowtponnep IDE

HF Kontponnep YirtlO Serial
Mepenanpasnenue USB 1
Mepenanpasnenue USB 2

Mepenanpasnenue USB 3

Y kK

MNepexnanpaenaenne USB 4 [=]

lobaBuTL 0bOpyAOBaHHE SO MRanuTh

Puc. 12

Mpumep
MogkntoveHne Kk VNC-cepBepy (C pexXxMmMoM «3anpeTuTb SKCKMH3UBHbIN») C MOMOLLbIO
KnueHTa vncviewer

vncviewer -shared astra-server:5900

3.2.2. OcobeHHOCTU Ucnonb3oBaHus npotokona SPICE

[nsa nonHoueHHoro ncnosnb3oBaHus npotokona SPICE B rocteBon mawwunHe ¢ OC CH
HeobXOAMMO Hanuyune yctaHoBMeHHbIX naketoB QXL-gpanBepa xserver-xorg-video-gxl n
CNyX06bl-knNneHTa spice-vdagent. YCTaHOBKA OCYLLUECTBNAETCA NyTEM BbIMOMHEHUS KOMaHAbI:
apt install xserver-xorg-video-gxl spice-vdagent

lMocne ycTaHOBKM yKa3aHHbIX NakeToB N nepesarpy3kn BM y nonb3oBaTtens nossButcA
BO3MOXHOCTb U3MEHSTb pa3peLleHne aKkpaHa, aBToMaTUyeckn NogkniovaTh 3BYKOBbIE YCTPOMCTBA
y3na B OC BupTyanbHOW MalUvHbI, @ Takke ucnonb3oBatb 6onee ogHOro MoHUTOpa.

B kavecTtBe cnyx6bl-knneHta SPICE MOXeT ncnonb3oBaTbCA remote-viewer.

Mpumep
Bbi3oB 13 komaHaHoW cTpoku noakntodeHnsa k SPICE-cepBepy astra-server

remote-viewer spice://astra-server:5900
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3.2.2.1. NameHeHMe pa3pelleHnA IKpaHa Nnpu noaknyYyeHun no nporokony SPICE

[ns nameHeHusa paspelleHuns akpaHa npu nogknoyeHmm no npotokony SPICE Heobxo-
Anmo Ha rocteson OC B goMalLHen OMpeKkTopun nonb3oBatens B ann .profile gobaesuTtb
CrneayoLLyo CTPOKY BbI30Ba:
xrandr --output Virtual-0 --mode 1920x1080
rae 1920x1080 — Tpebyemoe paspelueHne akpaHa.

[anee npu Bxoae ykasaHHOro nornb30BaTensi B CeaHC paspelleHne akpaHa byaeTr MeHsITb-
Csl Ha 3aflaHHOe 3Ha4yeHue.

3.2.2.2. NMopakntoyeHne 6onee ogHoro MoHuTopa no nporokony SPICE

Mpu ncnonb3osaHum npotokona SPICE nonb3oBaTtenb MOXET NOAKIIOYUTL A0 YeTbipex
MOHUTOpPOB. [N aT0oro HeobxoanMMo:

1) B COOTBETCTBYHOLLEM KINNEHTE (remote-viewer UNN virt-viewer) OTMETUTbL Tpe-

6yeMb|e MOHUTOpPbLI B COOTBETCTBUAN C PUC. @

(1 spice://astra-server:5900 (1) - Remote Viewer
Paiin - OInpaBuTh KNasuiy Cnpaeka

Bo Becb 3KpaH

Macwrab

JKpaH 2
3KpaH 3
JKpaH 4

Puc. 13

2) B rocteBor OC ¢ NOMOLLbIO CTaHOAPTHOM YTUNUTLI xrandr yKa3aTb UCNOMb30BaHUE
OONOJIHNTEINbHbIX MOHUTOPOB. Hanpmmep, Ona noaknr4veHnAa gByx MOHUTOPOB HeO6XO,E|,I/I-
MO BbINONMHUTb CrneayrLlyro KoMaHay:
xrandr --output Virtual-0 --mode 1920x1080 --pos 0x0 --output Virtual-1
--mode 1280x1024 --pos 1920x0
rae  1920x1080 — Tpebyemoe paspelleHne NepBoro MOHUTOPA;
1280x1024 — Tpebyemoe paspeLleHne BTOPOro MOHUTOPA;

1920x0 — cmeLleHne BTOporo MOHMTOpa OTHOCUTENbHO NEPBOTO.
Ecnu onucaHHas koHdurypauus dyget ncnonb3oBaTbCsi MOCTOSHHO, HEOBXOANMO yKa3aH-

Hyt0 KOMaHay Ao6aBuUTb B pain .profile B AOMALLUHEN OVPEKTOPUN NOMb3OBaTENS.

3.3. YnpaBneHue koHchuUrypaumen BUpTyanbHbIX MalMH C NOMOLbIO rpacduyeckon

YTUIINTbl U UHCTPYMEHTa KOMaHAHOWM CTPOKMU

ﬂ,J'IFI yrnpaBneHuna KOHd)MpraLlMeVI BMPTYyallbHbIX MallUXH C NOMOLLbO MeHeaKepa BUpPY-

anbHbIX MalWWH virt-manager HEOGXOAMMO B OCHOBHOM OKHe virt-manager BblibpaTe BM u3
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cnvcka u HaxxaTb Ha kHomKy [OTKpbITb] B cooTBeTCTBUM C puc. [14] Ans oTKpbITVSi OKHa ynpaBneHus
AaHHoi BM. 3atem HaxaTb [Moapo6HocTU] B cooTBeTcTBUM C pUc. [15 Ana nepexona B pasaen

KOH(purypuposaHus BM.

i MeHeAXEep BUPTYanbHbIX MALWWH

®afn Opaexka Bug  Cnpaeka

(= 15 o =

Hoeaa JanycTuTb [pHOCTAHOEKMTE  BRIENKYKTE

MoKasaTe NapaMeTpel M KOHCONL EMPTYansHOM MalwkHe | MICNone30eaHe CPU

 localhost {QEMUY

i smoll4_ac

BriknmyeHa

smoll4_srv
BriknmyeHa

Puc. 14

= smoll4_sry BupTyanbHas MawvHa

Dain  BupTyanbHas mMawuHa Brg  OTNpaEnTe KOMEWHALKKD KNEBKLW

= L n = ,“«E c

KoHCons JanycTHTh MNayza BhIKNHYEHWE CHHMEH Bo BEch 3KpaH
Bl ofzop = Mpoyeccopbl
&l BesonachocTs Kon-eo norvdeckuy: Npoueccopoe: 4
[g NapareTpbl NPOMIB0AHTENEHOCTH Tekylwee eolgeneHne; |2 ﬂﬂ
’ Mpoueccop Makc. BoageneHHe: |2 ﬂﬂ
= Namate
J,@‘w MapamMeTpel 2arpyskK ¢ e el
& wirtlo Disk 1 ' Tononorva
IDE COROM 1

' CoOTEETCTEWE NpoOUeccOpoB
MIC :a3:ch:ab

MnaHweT

TbilLb

BeOA,

Avcnner Spice

Serial 1

PileeR i

Channel spice
bl Buneo axL

!F KonTponnep USE
B onrponnep pc

!F KonTtponnep IDE
-i KoHToonnen Yirtlo Serial =

I.E,-l AobaenTe 0fopysoEaHne x OIMEHMTL J OprMeHKTE

Y’
Puc. 15

B,J'IFI N3MEeHeHNd napamMmeTpa HeO6XO,£|I/IMO nepe|7|TV| Ha COOTBETCTBYIOLLYH BKIaaKy, BHECTU

M3MEHEHNA N NoATBEPONUTb NYyTEM HaXaTua KHOMKU [anMeHVITb].
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YnpasneHne KOHpuUrypaumen BMpTyarnbHbIX MallH N3 KOMaHOHOW CTPOKM NPON3BOAUTCS

C NOMOLLBK MHCTPYMeHTa virsh. Hanpumep, ons MamMeHeHus pasmepa onepaTuBHOW namsi-

TN N Konmn4yecrtBa BUPTYalibHbIX NMpoueccopoB HeobxoanuMo BbINOSTHUTL cnegywuie KoMmaHabl

COOTBETCTBEHHO:

virsh --connect gemu:///system setmaxmem --size 4194304 smolenskl5_srv

virsh --connect gemu:///system setvcpus --config smolenskl5 srv 3 -maximum

man.

Bonee I'IO,EI,pO6HOG onucaHne KoMaHa UHCTpyMeHTa virsh npmBegeHo B pyKOBOACTBE

3.4. MHCTpPYMEHTblI KOMaHAHON CTPOKMU

B coctas K BxogsaTt cnegytowme NHCTPYMEHTbI KOMaHAHOW CTPOKM:

- gemu-img — MHCTPYMEHT paboTbl ¢ obpasamu OMCKOB BUPTYanbHOM MawmHel QEMU.
Mo3BonsieT BbINOMHATE OnepaumMm No co3gaHnio 0bpas3oB pasnUYHbIX hopmMaToB, KOH-
BepTupoBaTb dann obpasa n3 ogHoro popmaTta B ApYyron, nony4yatb MHopmaumo 06
obpasax n 06beANHATE CHUMKN BUPTYarbHbIX MalUvH Ana Tex oopmaTtoB, KOTOpble 3TO
NoAOepPXMBaloT;

- gemu-10 — MHCTPYMEHT AMarHoctMpoBaHnsa obpasoB BUpTyarnbHbIX HocuTenen QEMU;
- gemu-nbd — MHCTPYMEHT 3KCNOPTUPOBaHMS hannoB 06pa3oB BUPTYarnbHbIX HOCUTENEN
QEMU c ncnonb3osaHnem npotokona NBD;

- gemu-system-i386 — cpeacTBO amynauum 32-paspsagHon nnatgopmbl x86;

- gemu-system-x86_64 — cpeacTBO amMynsaumn 64-paspsgHon nnatdopmel x86;

- virsh — MHCTPYMEHT yrpaBrieHus BUPTyanbHbIMX MallvHaMu;

- virt-clone — MHCTPYMEHT KIOHUPOBAHUSA BUPTYarbHbIX MaLUWUH;

- virt-convert — MHCTPYMEHT KOHBEPTUPOBAHUSA BUPTyarbHOW MaLUMHbI N3 OQHOro
dopmaTa B ApYyron U ¢ 04HOM NporpamMmMHo-annapaTHoM natopMbl Ha ApYryto;

- virt-host-validate — MHCTPYMEHT NPOBEPKM KOH(UrypaLmu y3na cepBepa BUPTY-
anusauuu;

- virt-image — MHCTPYMEHT CO34aHNA BUPTYyasribHOM MallnHbl No nx XML-onucaHuio;
- virt-install — MHCTPYMEHT CO3aHuNs BUPTyarbHON MaLlUHbI C MOMOLLbIO NapamerT-
pOB KOMaHAHOW CTPOKMU;

- virt-pki-validate — WMHCTPYMEHT MPOBEPKN KOPPEKTHOCTU HACTPOWKU CUCTEMbI
PKI (ceptncumkatoB) cepsepa BupTyanuaauum libvirt;

- virt-sanlock-cleanup — MHCTPYMEHT yaaneHus yctapeBLUMX (annoB GIOKMPOBKN
BUPTYyasibHON MalUVHbI;

- virt-xml — MHCTPYMEHT peaaktupoBaHna XML-onncaHum BUpTyanbHOW MaLUUHbLI C
MOMOLLbIO NapaMeTPOB KOMaHOHOW CTPOKY;

- virt-xml-validate — MHCTPYMEHT NPOBEpPKM KoppekTHoCTU XML-onucaHun BupTy-
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anbHOW MaLUUHbI.

B0O3MOXHOCTM 1 cnocobbl NCMONb30BaHNSA OAHHbIX MHCTPYMEHTOB ONMncaHbl B COOTBET-

CTBYIOLLMX pa3fenax pykoBOACTBa man.
3.5. YnpaBneHue channamu ob6pa3oB AUCKOB BUPTYarbHbIX MaLUUH

B INK pa6ota ¢ charnamm o6pa3oB HoCcUTENen NPoM3BoOANTCA C NOMOLLLIO MYFI0B HOCUTE-
nen. Nyn Hocutenen onpeaenseT pusndeckoe pacnonoxeHue dannos ob6pas3oB U MOXET ObITb
pasnnyHbIX TUMNOB.

[ns HaCTpOKKKM NynNoB HOCUTENEN C NOMOLLIbIO rpadnyeckon yTunmnTbl Heobxo4MmMo BOn-
™ B OC CH noa y4yeTHOM 3anucbio Nosib3oBaTesis, BKAKYEHHOrO B rpynnbl astra-admin n
astra-console, U 3anNyCTUTb MeHeXXep BUPTyarbHbIX MaLUWH virt-manager.

[lanee B okHe MeHemkepa BUPTyamnbHbIX MalUMH BblIOpaTb MOAKMOYEHME K HY>XXHOMY
cepBepy BUpPTyanusauumn 1 NepenTn Bo BKMaAKy «XpaHunuuwey. [ns cosgaHus HOBOro nyna

HocuTenei HaxaTb [+], a Ans cosgaHus obpasa HaxaTtb [HoBbIN ToM] B cooTBETCTBUM C pUC. [16]

x.arm2 CBOXCTBA coeAMHEHMA E=NA= E

@ arn |

Dbzop | BHpTYanbHbIe CETH

ETEEbIE HHTEepdeRCh |

8 default: 4.97 GB Free f 13.24 G&8 In Use
. HazeaHme: Idefault

5, 150-1
Katanor hafnosoi cHoTemel Thn nyna: Katanor dafAnoeoA cHCTEME

, 150 - - Pacnonoxenne: ASvarflib/libvirt/images
Katanor dJaHJ'IDBDH CHCTEMEI
nfs COCTOAHKE: B3 speTHEEH

O-"’O
Katanor tdafnogol cHCTEMB

AETOZANYCK! MpKW zarpyske
U

Katanor GaAnoEoA CcHOTEME
Toma 6

WM
Katanor Qadnoeod cHoTEME

Ol"l =]

ol"l =

Tora * | Pasmep dopMat McnoneayeTc:

mind.gcowz 8,00 GB qoow? mind
vml.gcowz2 2.00 GB qoowz

AoBaenTe Nyn

A I
n ﬂ |5, HoBei Tam |

Puc. 16

Ha puc. [T7| npvBeaeH BHelLHWi BUA AManoroBbIX OKOH NPU CO34aHUM nyna Hocutenen
1 obpasa HoBOro Ancka. B BeinagaoLwmx cnmckax, COoTBETCTBEHHO, HEOOXOAMMO BbIOpaTh TUM
nyna unun opmat obpasa Hocutens.
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No6aBMTb HOBbIF NyA XpaHEHWs =8 = JofiaBnutb T0M XpaHunvua ==
Co3paHue nyna XpaHeHWs
N CozgaHwe Toma XpaHWnuila
) LWar 1 1= 2 4]
a e MW . .
BblEBpHTE ™n ,ﬂ,DEaBJ‘lﬂEMDrD n}"ﬂa. oznanTe D, cow L3 ANA MCNoNs20BaHMA BUPTY aNbHOM MALUMHOK H3NPSAMY D,
HaseaHue: Itest_pool Hassanne: ..., -qeows
THn: dir: Katanor dafnoeol cHCTEMbI bopmar: Eeau
disk: ©MaHYECKHMA AWMCK -
b PE3SPEHO .0 B
fs: OTdopMaTMpoEaHHOE GNoYHOE YCTPOACTBO
wpo
iscsi Llens iISCSI (=T [EE]
vm's gocty vdi aHcTeo: 521.81 GB
mpath: PErMcTpaTop MHOMONYTEENY YCTPOHCTE —
. Makc, BmgocTte: 8,0 =|g=| 6
SCsii XocT-agantep SCSI - Jg
2 ormermTe | &2 Brepeés | 3 ommennTe |
|
Puc. 17

BHUMAHMUE! B K ncnonb3ytotca cpeacrea amynsaumMm annapaTtHoro obecneyeHust Ha
ocHoBe QEMU, koTopble nogaepxmeatoT criegytowme opmatbl obpasoB: raw (raw-copmar,
AaBnseTcs pakTndeckn npeacraBneHneM ruanyeckoro amcka) n popmat gcow2 (COOBCTBEHHbLIN
dopmat QEMU, nogaepkMBatoLLmnin BOSMOXHOCTU CXKaTUs, UCMNOMb30BaHUS CHUMKOB U Apyrue
AOMNONMHNTENbHbIE BO3MOXHOCTHW).

MpnmevaHune. CywecTByeT BO3MOXHOCTb UCMOMb30BaHUSA hopmaToB 06pa3oB Apyrnx
CpencTB amMynsiuMu annapatHoro obecneveHusi, Hanpumep, VirtualBox. Ho anga 3anycka Buptyanb-
HOWM MalunHbl TpebyeTca KoHBepTaumna B cob6¢cTBeHHbIN hopmat QEMU.

Mocne cospaHns o6pa3 MmoxeT ObiTb Jo6aBnNeH B KOHUrypauuo BUPTYyanbHOW MaLLWHbI,
Hanpumep, C MOMOLLIbIO OKHa CBOMCTB BUPTYasibHOW MalUUHbI B MEHeKepe BUPTyasibHbIX MaLluH
virt-manager.

3.6. YnpaBneHune BMpTyanbHbIMU CETEBLIMU UHTEpP(encamMm u ceTamm

B INK cywecTtByeT BO3MOXHOCTb HACTPOWKN BUPTYarbHbIX CETEBLIX MHTEP(ENCOB U CETEN
Ans obecnevyeHns ceTeBoro B3aMMOAENCTBUA BUPTYyaribHbIX MaLllWH Kak Mexay cobou, Tak U ¢
ornepauyuoHHON CUCTEMON y3na.

[na HacTpoOMKM ceTeBbIX MHTEPENCOB C NOMOLLLIO rpaddMyeCcKon YyTUNUTbI HEOOX0AMMO
BonTn B OC CH nop y4eTHOM 3anucbio Nosib3oBaTtens, BKIKYEHHOro B rpynnbl astra—-admin n
astra-console, U 3anNyCTUTb MEHeMXXep BUPTYyarbHbIX MaLIWH virt-manager.

[anee B okHe MeHemxepa BUPTyarnbHbIX MalUMH BblIOpaTb MOAKMOYEHME K HY>XXHOMY
cepBepy BupTyanusauuu, nepentn Bo Bknagky «CeteBble MHTepdenchi» n ans nodasneHus

HOBOTO CETeBOro MHTepdeiica Haxatb [+] B cootBeTcTBUYM C pUc. [18]
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o arm?2 CBoHCTBa coegWMHEHKA

D arn |

Cbzop ‘ BrpTyaneHwe cetH ‘ HKOAHHIHLLE | CeTeeble MHTEpdEACH

=1 MAC: HewnseecTHO
o
COCTOAHME! WA ApTHEEH
Pexum sanycka: none “'
McnonesyeTCcA: -

= KoHdurypauwa IPv4

Pexnm: Static

Agpec: 192,168.32.181/24

MoAgYMHEHHbIE MHTEptheAcbl

Mame ¥ | Interface Type

ethid ethernet

JoBaEnTE MHTEpdERC

Hﬂﬂ 7/ OprmennTe

Puc. 18

7

3atem Bbl6paTb TWN ceTeBoro MHTepcbeVlca, 3afaTb Ha3BaHWE U Bbl6paTb 13 BblMagatoLle-

ro CMncKa pexunMm 3anycka B COOTBeTCTBUN C PUC. @.

HacTpouTb ceTesoid HHTeptheldc HacTtpouTb ceTeBoi HHTepdelic

BoiGepKHTE THMN HHTepdERCa ANA HACTROMKM. P Ibr2

Twn MHTepdieAca: MocT PexmrM zanycka:
Arperagma D
AKTHMEWMPOBATL CeMYac:
Ethernet - 2
WLAN <b=HactpofkK IP</b>  IPwv4: DHCP HactpoRka |
Hactpofkn mocTa: STP on, delay 0.00 sec HacTponka |

BroibeprTe MHTEpgeAcb} ona MocTa:

¥ | Haseanwve Tvn McnonbsyeTcH:
] wneto ethernet
] o ethernet
Bomenms | | (s | @ anena Ropers | @uuen | [
4 2

Puc. 19
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Bbi6op BupTyanbHoro ceteBoro nHtepderica ana BM BbinonHaeTcsa B pasgene KoHpury-

pupoBaHus AaHHoi BM (cm. [3.3) kak nokasaHo Ha puc. [20]

o winkp-2 BUpTYanbHaa Maw4Ha | = | Bl ||
Dain  BupTyanbHas MawkHa Bug  OTNpaBwTh KOMAMHALKK KNaEHLW

=] 3 | M- -

(=) (> @ & . = -
KoHConb 3anyCcTHTE MNayza BrIKNHKUEHWE CHUMEK BO BECH 3KpaH
kly 0630p | DHOTEIEED GOTEET YETpoWcTED x0cTa ethd (Moct 'bri')y
& BezonacHocTe Cozgate Ha baze: BrpTyaneHas cetk 'default' : MAT
[! MapaMeTpel NPOM2E0AMTENEHOCTH BMpTyaneHasa cate 'net' @ NAT

Mofens yCTpoHcTEa:
{;3 Mpoueccop YiEamHTe MMA obWwero yoTpoHcTES
BE Namate MAC-aapec: 52:54:00:fc:35:b7
@5 MapamMeTpel 2arpyskK
&l 1DE Disk 1
@ MnaHwer
& IbilLb
& BEOA

Puc. 20

[ns HaCTpOWMKn BUPTYarbHbIX CETEN C MOMOLLBbIO rpadduyecKkon yTUnnTbl HE0BXoaUMO
Bontn B OC CH noa yyeTHOM 3anvcblo Nonb3oBaTens, BKNKOYEHHOrO B rpynnbl astra-admin u
astra-console, U 3anyCTUTb MEHEKEP BMPTyarbHbIX MaLUWH virt-manager.

[anee BbIGpaTb NOAKMNIOYEHNE K HYXXHOMY CepBepy BUpTyanusauuu, nepentu Bo BKNaaKy

«BupTyanbHble ceTu» 1 Ans fobaBneHnst BUPTyanbHON ceTu Haxatb [+] B cooTeeTcTBUM C puc. [21]

T arm2 CBEDHCTEA coegvHEeHWA

$ann |

O5zop ‘ BUpTyaneHelEe CETH ‘ XpaHWnHLW e | CETEELIE MHTEpGEHCH

%‘Q default HazeaHme: Idefault
E:Q net YeTpofcTeo: virbro

CoctoaHme: B3 AxTMBEH

AETOZAMYCK: Mpw zarpyzre

I KoHdurypayma IPvd

AoBaEHTE CETE

+ B

3@| - | </ OpurermTe

Puc. 21
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3aTtem 3agaTtb Has3BaHWe U HeOBXoAMMble HAaCTPOWKK (MOACETb M NOAKMNOYEHNE K usnye-

CKOVi CeTu) B COOTBETCTBUM C puc. [22]

CO3AaTh HOBYH EMPTYaNbHYH CETh | CoO3AaTbh HOEYH BUPTYaJbHYH CETh

|:\ Co3naHWe BUPTYanbHOW CeTH |:\ Co3gaHWe BUPTYallbHOW CeTH
W W)

HacTpoATe agpecHoe NpocTpaHcTED IPwW4 ANA BMATYanbHOA CETH: MogKkNKYEHD K (IM3MYECKOW ceTu:
BEAHIYMTE ONpedeneHHE NPOCTRAHCTES agpecos IPv4 ® M30nMpoBaHHaA BMPTYanbHaA CeTh
CeTh: |192.168.1D.D/24 O Nepecbinate Ha hH3MUECKOE CETEEOE YCTPORCTED
@ CoBeT. CeTt gon#Ha ObiTe BbifpaHa B pamkax ogHoro us HasHaushne: | JloBoe dHaMHeckos yeTpokeTED |v |
YacTHbIX AWManazoHoe agpecoe IPv4, HanpuMep: 10.0,0.0/8,
192,168.0.0/16
Bexcmm: MNAT |v

Lnwos: 192.168.10.1
Tun: HacTHas
[ Bknounte ceTeese PYHELMH M EHYTREHHIOK MapWpyTH3aumk IPve

BrunTe DHCPY4 Ecnm aapec IPv6 He 334aH, 3T0T NYHKT DaspellMT BHYTREHHHIW
HEMERE! Ilg:2 168.10.128 MapwpyTHaauno IPvE Mexay EMPTYaneHbIMK MALWKHAMK, o
YMONYaHKWKD MCNONBSYETCA MapWpyTH3auMa P4,

Kowel: |192.166.10.254

lMa gomeHa: Itest
[ BrknoumnTe cTatiueckoe ONpEeAENEHHE MapLIPYTOE

x OTMEHHTE @ Hazag @ Brnepén x OTMEHMTE

@- Hazag | iér' 2aEepWwnTh

Puc. 22
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4. NOOKMIOYEHUE ®U3UYECKOIO YCTPOUCTBA K BM

4.1. NopaknioyeHne USB-yctpouctea k BM

dyHkumnonan MK obecnevnBaeT noagkntoveHne USB-yctponctea kK BM n nossonser umc-
nonb3oBaTb ero u3 ceccum BM, ogHOBpeMEHHO orpaHuymBas SOCTYM K HEMY C yana.
Ona nogkntoyeHus USB-yctponcTtea kK BM TpebyeTcst BbINONHUTL crneaytowme 4encTeus:
1) HacTpouTb NpaBa JOCTyna K YCTPOUCTBY:
a) 3anyctuTb Ha y3ne ytunuty fly-admin-smc;
0) BbIOpaTb MYHKT MEHIO «YCTPOMCTBa M npaBuna — YCTpPONCTBa» U Haxatb [+]
(«Co3gaTtb HOBbLIN ANEMEHTY);

B) nogknounts USB-yCTPOMCTBO K Y31y B COOTBETCTBUM C puC. [23]

® Ynpasnewue noauTuKomn GesonacHocTH - PerMcrpauus HOBOro ycTpoMCTBa o|E| %]
®ann [lMpaBka HacTpoiku [ToMoLLb )
DuUnbTp 7
3 astral5-pk I ( Onucanue | CsoWcTBa [
-l Ayomt | |8 828011 (ICH9 Family) i —
L rommmadl| &4 2.0 root hub MoacoepauHurte (] Bntouero
@[y Manpnar =-«% USB Mass Storai e S
5- %% Hactpo & SCSI xocT-ap; VCTPOMCTBO' | |
52 Mo & SCSI Xoct CTaNbHble
&- £ Monb3o =@ ycipoicTs
5 Npusw] & 06w | Ytenme
5~ YcTpoii - g Transce | 3anucn
Mpag & UDF | Brinonuenue
Yetp
fl ly UDF Volume (sdb1) e

9 [OCTYMNHO 2 AeHCTBUA
[ OTKpbITb B M

@ OtkpbiTh B Midnight Commander

9 Transcend 4GB (sdb) B

@ Astra smolensk amdé4 (sr1) B
[1010) . ,. .

Virtualization & Management (sr0) e

Puc. 23

r) BbiGpaThb «ycTporctBo SCSI» 1 HaxaTb kHonky [[a] B cooTBeTCTBUM C pUCc. [24]
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[o6GaB1Tb YCTPOMCTBO i
{(Dmn bTP \ OnucaHue [ Ceoncrea |
828011 (ICH9 Family) USB2 EHC] MpoussoauTens: JetFlash
“+ 2.0 root hub Uspenue: yctporctBo SCSI
=« USB Mass Storage Interfact MNoacuctema: scsi
=-¢» SCSI xocT-apanTep NyTe sysfs: /sys/devices/

~ ¢ SCSI XocT-apantep | pci0000:00/0000:00:1d.7/
usb1/1-1/1-1:1.0/host3/
& 06wmn nutepden [target3:0:0/3:0:0:0
= k& Transcend 4GB D paieep: sd
k& UDF Volume

yCcTpoicTBo SCSI

Tvn: aucK
SCSI xocT: 3
SCSI xocT: 3
SCSI wuna: 0
1] | [+] SCSITarget: 0

{ nNa “ OmeHaJ

Puc. 24

[) 3ajaTb Ha3BaHWe npasuna, ykasaTb nonb3osaTend, rpynny n atpubyTbl (Npasa

Ha YCTPOMCTBO OOSKHbl ObITb TakoBbl, YTOObI MOMNb30BaTENb, OT UMEHN KOTOPOTrO

3anyckaetca BM, nmen Kk Hemy gocTyn), ycTaHoBUTL orar « BKnoyeHo» U COXpaHnTb;
2) ykasatb USB-ycTponctBo B HacTpomnkax BM:

a) 3anyctutb virt-manager;

6) oTKpbITb Tpebyemyio BM 1 nepenTtun B pasgen KOHPUrypupoBaHus;

B) HaxaTb Ha kHomnky [[lo6aBuTbL 060pyaoBaHue];

r) Bol6patb TMn «USB Host Devicey;

A) BbIGpaTh Heobxoanmoe USB-ycTpoiicTBO B COOTBETCTBUM C pUc. [25;

[o6aBnTb HoBoe BupTyanbHoe YCTpOMCTBO ===
Hs Network

€ Input YCTpOHCTBO XOCTa:

] Graphics 001:003 JetFlash Mass Storage Device

fe Sound

=4 Serial

~4 Parallel

=4 Console

=4 Channel

o

USB Host Device
PCI Host Device
Video

Watchdog
Filesystem

Smartcard

USB Redirection
TPM

RNG

Panic Notifier & |
# Otmenntb | </ 3aBepuwuTh

<
L
L |
8
®
o
E)
=)

Puc. 25
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3) nepesarpy3uTb y3en.
4.2. NMoaknio4vyeHue xecTtkoro gucka kK BM

[na nogkrnodeHns XecTkoro gucka uennkom kK BM (Ha npumepe yctponctea /dev/sdb),
HeobXxo4MMO BbINOMHUTL Crieaylowme AeNcTBuS:
1) onpenennTb Ha yane Tpebyemblin AUCK:
ls -1 /dev/disk/by-id/ | grep sdb
Pesynbrat BbINONHEHMSA KOMaHAbl OyaeT cogepxaTb criegytowme CTPOKU:
ata-WDC_WD1003FZEX-00K3CAO0_ WD-WCC6Y7YXUX4S -> ../../sdb
scsi-SATA WDC_WD1003FZEX- WD-WCC6Y7YXUX4S -> ../../sdb
2) cosgaTtb NpaBumo OOCTyna K yCTPOMUCTBY B NONMTMKax 6€30nacHOCTH:
a) 3anycTtuTb Ha y3ne ytunuty fly-admin-smc («[lyck — Hactpownku — Monutnka
BGesonacHoCcTuY);
6) BbIOpaTb NYHKT MEHIO «YCTPOMCTBA U NpaBuna — YcTponcrear, Haxatb [+] («Co-
34aTb HOBbIN aneMeHT»), 3atem [Aa];
B) B OKHE HacTponku B cekumm «CBOMCTBa» HaxaTb KHoONKy [+]. B nosiBuBwenca

Tabnuue 3agatb NapamMeTpbl YCTpoONCTBa:

«Tun»: ENV;

«Kntou»: ID _SERIAL;

«Onepauunay: ==;

«3Ha4veHune»: WDC_WD1003FZEX-00K3CAO_WD-WCC6Y7YXUX4S;

r) 3agaTb HaMMeHOBaHWe NpaBuna, ykasaTb Nonb3oBaTens, rpynny n atpubyTsl (npa-
Ba Ha YCTPOMCTBO [OMKHbI OblTb TakoBbI, YTOBLI NOsib3oBaTenb, OT UMEHUN KOTOPOro
3anyckaetcs BM, umen goctyn K yCTpOMCTBY), yCTaHOBUTL chnar gns nons «Bknroyve-

HO» N COXPaHWUTb HACTPOWKN B COOTBETCTBUM C puC. [26]



34
PAOLIM.10001-03 95 01

®ainn [lpaska Hactpoiku [loMollb
\,'0 B e | MMnoj JKCNOoj levats
= astrals Perncrpaumns HoBOro yCTporcTsa
o Ayant
) [pynnbl HaumenoBaHue: HDD_sdb X| BknioueHo
MaHAaaTtHble aTprbyThl O6wue MPL Ayaut ‘ MNpasuna
« HacTpoiiku 6e3onacHo...

Monb3oBartenb lpynna OcTanbHble

[MONUTUKK YUETHOR 3a... -

Monb3oBatenu £ userl 7| & libvirt-admin hé

Mpueunernu X YreHue X YteHue RUCEE

YcTporictea u npasmna

p p X| 3anuce X 3anuce 3anucs
BoinonHeHwe BbinonHeHne BoinonHexne
CBoKcTBa
‘ Tun ‘ Kniou | Onepauus 3HaueHue
1‘ENV - |ID_SERIAL == - WDC_WD10...
[#][=]x
OnwucaHune
y
Puc. 26

3) ykasaTb HDD-ycTponcTBO B HacTponkax BM, oTpegaktupoBaB MX C NOMOLLbIO UHCTPY-
MEeHTa KOMaHOHOMW CTPOKMU virsh. [1NA 9TOro BbINONHUTL KOMaHAy:

virsh --connect gemu:///system edit vmname

N oTpedakTupoBaTtb dann, obaBmB B cekumo devices onucaHne 6rnoYHOro yCcTponcTea:
<disk type=’'block’ device='disk’>

<driver name='gemu’ type='raw’/>

<source dev=’'/dev/sdb’ />

<target dev=’sdb’ bus='sata’/>

</disk>

3aTeM COXpaHUTb KOHMUrypaumio;

4) nepesarpy3nTtb y3en.
4.3. NopgknioyeHue PCl-yctpouctea kK BM

MoakntoyeHune PCl-ycTporcta kK BM no3Bonnt ncnonb3oBaTb BCE BO3MOXHOCTU y3na B
OC BupTyanbHon MawwuHbl. [1ns BoamoxHocTu nogkntodeHnsa PCl-yctponctea k BM ysen gomxeH
MMETb MAaTEPUHCKYO NnaTy C nogaepxkon Gnoka ynpaeneHus namatbio BeBoga/BbiBoga (1/0
MMU) — texHonorusa AMD-Vi(AMD) unn VT-d(Intel). Ons cootBeTcTBYIOWEN TexHonorum B BIOS
MaTePUHCKOM NnaTbl y3ra JOSMKHO BbITb yCTaHOBEHO 3HaYeHne «Enabley.

B npumepe npuseaeH anroputm nogkntodeHna kK BM PCl-BugeokapTbl. AHanornyHbIim

obpa3om BbINOMNHAETCS noakntoveHne apyrnx PCl-ycTponcTts, Hanpumep, CETEBON KapTbl.

Mpumep
MogkntoveHne PCl-euaeokaptsl (Nvidia) Kk BM Ha y3ne Ha 6a3e Intel
1) BkntoumnTb /O MMU B OC y3na:
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a) y3Hatb «VendorID» n «SeriallD» BuaeokapTbl, 45 3TOr0 B KOHCOSM BbINOSTHUTb:
lspci -nn | grep NVIDIA

PesynbTaT BbINOMHEHUA KOMaHAbI:

01:00.0 VGA compatible controller [0300]: NVIDIA Corporation Device
[10de:0fc6] (rev al)

01:00.1 Audio device [0403]: NVIDIA Corporation Device

[10de:0elb] (rev al)

MepBoe ycTponcTBo — Buaeokapta ([10de:0fc6]), BTOpOe — BCTPOEHHAA B Hee
3BykoBas kapTa ([10de: 0elb]);

0) BKMOYUTL B AApe COOTBETCTBYOWME Mogynu. [Ans atoro B pann /etc/modules
HeobxoaMmo [06aBUTbL CTPOKK:

pci_stub

vfio

vfio iommu_typel

vfio pci

vfio_virqgfd

n nepecobpaTb initrd, BbINOMHUB KOMaHAy:

update-initramfs -u -k all

B) nobaBntb B grub Heobxoaumble MHCTpyKuuu. [Ona atoro B hanne
/etc/default/grub ana napamerpa GRUB_CMDLINE LINUX DEFAULT fo6asutb
cnefywoume gaHHble:

intel iommu=on pci-stub.ids=10de:0fc6,10de:0elb

n 06HOBUTL grub:

update-grub

r) pobasutb B blacklist pgpamBepa Nvidia. [Ona atoro B dann
/etc/modprobe.d/blacklist.conf BHECTU cneayloLime CTPOKU:

blacklist nvidia

blacklist nouveau

blacklist lbm-nouveau

options nouveau modeset=0

alias nouveau off

alias lbm-nouveau off

A) co3gaTtb UCMOMHAEMbIN CKpUNT /usr/sbin/vEio-bind ANa NOAKNOYEHUS YCTPON-
ctea k VFIO-PCI:

#!/bin/bash

modprobe vfio-pci
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for dev in "$@"; do
vendor=$(cat /sys/bus/pci/devices/$dev/vendor)
device=$(cat /sys/bus/pci/devices/$dev/device)
if [ -e /sys/bus/pci/devices/$dev/driver ]; then
echo $dev > /sys/bus/pci/devices/$dev/driver/unbind
fi
echo $vendor $device > /sys/bus/pci/drivers/vfio-pci/new_id
done
BbICTaBUTb NpasBa, BbIMNOJIHUB KOMaHAOY:
chmod 755 /usr/sbin/vfio-bind
n ﬂ,06aBI/ITb CKpunT B aBTO3arnycK C yKkasaHnemMm ID yCTDOVICTB, NONy4Y€eHHbIX B pe3yJib-
TaTe BbINOIIHEHUA D,eIZCTBI/IFI COormacHO NyHKTY @ HacCTosdLLero nepe4vncrieHnA. ,D,J'IFI
aToro B hann /etc/rc.local gobaBuTb CrieayoLLy0 CTPOKY:
/usr/bin/vfio-bind 0000:01:00.0 0000:01:00.1
e) BbINONMHUTL Nepe3arpy3ky y3na. [ocne nepesarpysku creayet NpoBepuTb CTaTyc
IOMMU:
- Ans npoueccopa Intel BbINonHMB kKOMaHAay:
dmesg | grep -iE " (IOMMU|VT-d)"
- ans npoueccopa AMD BbINOMHMB KOMaHAY:
dmesg | grep -iE " (IOMMU|AMD-Vi)"
Pe3yﬂbTaT BbIMNOJIHEHUA KOMaHAbl OOJTXEeH coAepiKaTb crieayrLwne CTpOoKn:

[ 0.000000] DMAR: IOMMU enabled
[ 0.046886] DMAR-IR: IOAPIC id 2 under DRHD base
O0xfed91000 IOMMU 1

[ 0.591348] iommu: Adding device 0000:01:00.0 to group 1

[ 0.591352] iommu: Adding device 0000:01:00.1 to group 1

[ 0.892308] [drm] VT-d active for gfx access

X) npoBepuTb pci-stub kKomaHaom:

dmesg | grep pci-stub

PesynbTaT BbINOMHEHUS KOMaHAbI OOMMKEH coaepKaTb Creayowme CTPOKU:

[ 8.678781] pci-stub: add 10DE:0FC6 sub=FFFFFFFF:FFFFFFFF
cls=00000000/00000000
[ 8.678786] pci-stub: add 10DE:0E1B sub=FFFFFFFF:FFFFFFFF
cls=00000000/00000000
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2) cosgaTtb 1 ckoHgurypmpoBaTtb BM:
a) cosgatb BM c BuptyanbHeiM Habopom Mukpocxem (chipset) pc-g35-2.1 ¢ nomo-

Wb MHCTPYMEHTa virt-install:
virt-install --connect gemu:///system -n vmname -r 4096 --vcpus=2
-c /path/to/iso/smolensk.iso --disk
pool=default, size=20,bus=virtio, format=gqcow2 --os-type=linux
--graphics vnc --video cirrus --machine pc-g35-2.1
rie vmname — Ha3BaHWE BUPTYyanbHOW MaLUUHbI;
- —vcpus=2 — KONMN4eCTBO s4ep npoueccopa;
4096 — o6bem onepaTMBHOM NaMATY;
/path/to/iso/smolensk.iso — nyTb K ISO-06pasdy yctaHOBOYHOro Ancka
OC CH;
- -disk pool=default — OUCKOBOE XpaHUIULLE,
size=20 — pa3smep xpaHunuuwa B I'b;
- -graphics vnc — TMn gucnnes rocTeBon CUCTEMBI;

- -video cirrus — TN BUOEOYCTPOMCTBA rOCTEBON CUCTEMBI.

[Mocne BbINONHEHMA KOMaHAbl HEOOXO0AMMO 3anyCcTuUTb Virt-manager u ycTaHOBUTb
rocteByto OC. lNocne 3aBepluieHnst yctaHoBkn OC BbIkMOYMTL BM;
0) oTpedakTMpoBaTb KOHUrypaunoHHbli dann BM ¢ noMoLbo MHCTPYMEHTa virsh
BbIMOMHMB KOMaHAy:
virsh --connect gemu:///system edit vmname
N BHecCs B (hann cnegyowme n3MeHeHus:
1) 3ameHuTb Gnok:
<domain type=’kvm’>
Ha Gnok:
<domain type=’kvm’
xmlns:gemu='http://libvirt.org/schemas/domain/gemu/1.0’>
2) 3aMeHUTb BNok:
<features>
<acpi/>
<apic/>
<pae/>
</features>
Ha Gnok:
<features>
<acpi/>

<apic/>
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<pae/>
<kvm>
<hidden state=’on’/>
</kvm>
</features>
3) ons nogkntodeHna PCl-yctponctBa 4o6aBuTb B KOHLIE KOHPUIYPaALMOHHOTO
danna 6nok:
<gemu:commandline>
<gemu:arg value=’-device’ />
<gemu:arg value=’ioh3420,bus=pcie.0,addr=1c.0,
multifunction=on,port=1,chassis=1,id=root.1’/>
<gemu:arg value=’-device’ />
<gemu:arg value=’vfio-pci,host=01:00.0,bus=root.1l,addr=00.0,
multifunction=on,x-vga=on’ />
<gemu:arg value=’-device’ />
<gemu:arg value='vfio-pci,host=01:00.1,bus=root.1l,addr=00.1"/>
</gemu:commandline>
rae host=01:00.0 n host=01:00.1 — agpeca WVH BUOEO U 3ByKa COOTBET-
CTBEHHO.
CoxpaHuTb U3MEHEHUSA KOHPUTYPaLMOHHOTO hanna;
B) 3anyctute BM. B cnncke ycTpomcTB AOSMKHbI NOSABUTCS HOBblE YCTPOMCTBA —
BMAEOKapTa 1 BCTPOEHHAsi B Hee 3BYKOBas kapTa. Heobxoammo yctaHoBUTL ApariBepa

N nepesarpy3nTb roCTEBYHO CUCTEMY.

4.4. NopknioyeHne nocnepoBaresnibHoro nopta kK BM

MogknoyeHne ycTponcTBa, NOAKNKYEHHOro K nocriegoBaTtensHOMy nopTy (Hanpumep,
/dev/ttyS0), MOXHO BbINOSHUTL ABYMS cnocobamu:
1) B KOHGUrypaunoHHom canne BM gobasute cnegyrowwmin 6rok:
<devices>
<serial type="dev">
<source path="/dev/ttyS0"/>
<target port="1"/>
</serial>
</devices>
2) B MeHeOxepe BUpTYyarbHbIX MalUWH virt-manager B pasgene KoHgurypuposaHua BM
HeobxoauMo HaxaTb Ha KHonky [[lobaBuTb o6opyaoBaHue] 1 B NOSIBUBLLEMCS OKHeE

yKkasaTb Heo6X0AMMOe YCTPOWCTBO B COOTBETCTBUM C puC. [27]
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5. BBAMMOOENUCTBUE AOMUHUCTPATOPA C C3U

Baaumopgencteue agmuHuctpatopa ¢ C3U MK coctonT n3 o6a3arensHoro NpoxoxaeHus
npouenypbl ayTeHTMduKaLmm Ha cepeepe BupTyanuaaumm libvirt u paboTbl B ycrnioBusx npumeHe-
HUSA ANCKPELMNOHHOIO U MaHAaTHOro ynpaBneHnsa JOCTYNOM.

OCHOBHbIMK 3aga4aMn agMUHUCTPUPOBAHUS SABNSAIOTCS:

- HacTpoWKa ydaneHHoro JoCTyna K cepsepy BupTyanusauum libvirt;

- HacTpoWKa yaaneHHoro JocTyna K pabo4ymm ctonam BMpTYyanbHbIX MalUMH MO NPOTOKO-

nam VNC n SPICE;

- OUCKPEeLMOHHOEe ynpasrneHue AOCTYNOM K BUPTyaribHbIM MalUMHaM;

- MaHgaTHoe ynpaBsreHne JOCTYNOM K BUPTyasibHbIM MallnHaM;

- ynpasreHue pexmmom 3anpeta moandurkaumm dannos-o6pasoB BUPTYanbHbIX MaLUWH.

MpnmevaHune. Hactponka cepsepa Buptyanusauum ansa pabotsl B EMNM OC CH, a Tak-
Xe ngeHtndukaumnsa n ayTeHTMdukauusa npym gocTyne K cepsepy Buptyanuaauum libvirt n k pabode-
My CTONy BMUpTyarbHbIX MalWWH BbINOMHAETCA B COOTBETCTBUM C  JOKYMEHTOM
PYCB.10015-01 95 01-1.

BHUMAHMUE! [JuckpeunoHHoe n mangaTHoOe ynpasneHne JOCTYNOM, a Takke ynpasneHune
pexXuMomMm 3anpeta moandukaummn dannos-obpasoB BUPTyarnbHbIX MallvH ocylectensaotca C3U
n3 coctasa OC CH.

BHUMAHMUE! Onepaumm N0 n3ameHeHuno coctaBa unm KoHdpurypaumm BM TpebytoT BXox-
AeHnsA nonb3oBaTens B crieumanbHY0 NoKanbHy agMUHUCTPATUBHYO rpynny libvirt-admin.

Mo ymonyaHuio ycTaHaBnmMBaeTCs MOAKMNIYEHMEe K JIoKarbHOMY cepBepy BUpTyanusa-
uun.eson cuctembl OC CH BupTyanbHas MallnMHa He AO0SMKHaA 3anycKkaTtbCsl B MaHOATHOM KOHTEK-
cTe. BmecTo aT0ro Heo6xoanMo BbINOMHATL YAaneHHbIN BXo ¢ TpebyeMbiM MaHAaTHbIM YPOBHEM

poctyna cpeactsamm OC CH.
5.1. HacTtponka AUCKpPELMOHHOIro U MaHAaTHOro ynpasneHue goctynom Kk BM

HacTtponka AMCKPEUWOHHOro M MaHOaTHOro ynpasfieHUs OOCTYNOM OCYLLECTBSETCA
nocpeactesom web-nHtepgenca OpenNebula B camom ak3emnnsape BM Bo Bknagke «Security»

(«BesonacHoCTb») B COOTBETCTBUU C puc. 28]
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B OpenNebula pasnunyatotca gea Tuna goctyna K BUpTyarbHON MalUVHE:

- «Mcnonb3oBaHe» — NPOCMOTP CBOWCTB, 3arnyck 1 paboTta ¢ BUPTyaribHON MaLlnHOW;

- «AOMUHUCTPUPOBaHME» — MNOMHbBIA JOCTyn K BM, BKkntovasi 3anyck, NpaBKy ee CBONCTB

N ynpaeneHue npasamun SOCTyna K Hew.

[ns HacCTpOVK1 ANCKPELMOHHOTO YNpaBneHns 4OCTYNoM HeO6X0AMMO B COOTBETCTBYHOLLMX
nonsix oopmbl, NPUBEAEHHON Ha puUC. BblOpaTh « Tuny» (nonb3oBaTtenb unu rpynna), « CyebekT»
N YpOBEHb AOCTYNa U HaxaTb Ha kHonky [[lo6aBuTb].

[na HacTponkn maHaaTHOro ynpaesneHna Joctyna TpebyeTcs ykasaTb Mogenb parsec
(aMHamunyeckasa unm ctatmyeckas). [Npu ctatmyeckon mogeny B COOTBETCTBYIOLLEM Mone Heobxo-
ANMO TakXKe ykasaTb METKY.

[Mocne BHECEHUSA MBMEHEHNIN HEODXOAMMO HaxaTb Ha KHOMKy [CoxpaHuTb].

BHUMAHMUE! HacTtporka goctyna BO3MOXHO TOSTbKO Mpw BbIKo4YeHHON BM.

5.2. OrpaHM4YeHNUss MO KOH(PUIypUPOBaHUIO U 3anycKy BUPTyarnbHbIX MalWH B

ycrnoBusxXx MaHO4aTHOro ynpaBrieHUA 4OCTYyNnoOM

[nsa 3anycka BMpTyanbHOM MallMHbl OT UMEHW NONb30BaTeNs ¢ ero MaHgaTHbIMK aTpnby-
Tamn 6e3onacHocTn Heobxoaumo BonTn B OC CH nog yyeTHoOm 3anncbio AaHHOrO Nonb3oBaTens
C 3agaHHbIM MaHOAaTHbIM ypOBHEM. [locrne 4ero 3anycTuTb MEHeXep BUPTYyalnbHbIX MalUUH
virt-manager, BblGpaTb BMPTYyanbHy MallMHy M3 CNUCKA U HaxkaTb Ha KHOMKy [3anycTtuTb] B

COOTBETCTBUM C puc. 29
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MpumeyaHunsa:

1. Mpu 3anycke BM nprnobpeTtaeT anHammnyeckme mMeTkn 6e3onacHoOCTH, BKoYaoLwme

naeHTudukaTop 3anycTmMBLLErO ee Nnonb3oBaTens U ero MaHaaTHble aTpubyThl. NMocne

3TOro npu goctyne K gaHHon BM npumeHsoTca AUCKpeLMoOHHOe U MaHA4aTHoOe yrpaBneHune

OOCTYMNOM.

2. B cnyyvae vcnonb3oBaHua B kadecTte rocteBon cuctemsl OC CH BupTyansHas mawwmHa

He OOSPKHA 3anyckaTbCa B MaH4AaTHOM KOHTEKCTe. BMecTo aToro HeobxoamMmMo BbINOMHATb

yAaneHHbIn Bxod ¢ TpebyembiM MaHAaTHbIM ypoBHEM gocTtyna cpeactesamm OC CH.

3. lMNpwu 3anycke BM B HEHYNeBOM MaHOATHOM KOHTEKCTE peKOMeHAYyeTCs UCMOonb30BaTb

PEXUM TOMNbKO Ha YTEHMeE.

BHUMAHME! Tonbko 3anyctmeumin BM nonb3oBaternb univ nosib3oBaTesb, BXOAALWMN B
rpynny agMMHUCTpaTopoB libvirt-admin, MOryT ynpaenaTb yHKLMOHMpoBaHem BM (npu-
OCTaHaBrnvBaTb, OCTaHaBNUBaTh U T.M.).

BHUMAHMUE! Npu ncnons3osaHnv BM ¢ HeHyneBbIM MaHOaTHbIM KOHTEKCTOM B KavyecTBe

CETEBOro agantepa He MOXET ObITb BbIGPAHO YCTPOMUCTBO virtio.
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6. CPEOCTBA OBECIEYEHUA OTKA30OYCTOUYUBOCTU

6.1. MporpammHoe obGecneyeHue Knacrtepa BbICOKOW goctynHocTtu. Pacemaker u

Corosync

Pacemaker n Corosync siBnst0TCs NporpaMmMHbiM obecnedeHnemM gnsa nocTpoeHus Kna-
CTEPHbIX CUCTEM BbICOKOM AocTynHocTh. OnncaHue n npumep HacTponkn Pacemaker n Corosync

ANs co3gaHus Knacrtepa BbiCOKOM JOCTynHOCTM npuBegeHsl B PYCB.10015-01 95 01-1.
6.2. OTkasoyctonumBble cepBucbl Samba u NFS

[na HacTponkn oTkaszoycTonuymebix cepucoB Samba n NFS n3 coctaa OC CH Heobxo-
AMMO nocnefoBaTenibHO BbIMOMHWUTL AenctBusi cornacHo [6.2.1H6.2.4] ans kaxgoro 13 cepBrCOB.
[AenctBus cornacHo BbIMOMHSAOTCA MAEHTUYHO Ans 060MX CepBUCOB.
6.2.1. HacTtpouTb ceTb:
1) 0o6beauHNTL B OAMH NIOrMYEeCcKnii MHTepdenc Ha cepBepax Knacrepa nyTem YCTaHOBKU
naketa ifenslave-2. 6:
apt install ifenslave-2.6
2) B panne /etc/network/interfaces ykasaTb HaCTPOMKM ON1S1 CETEBbLIX UHTEpPhen-
COB:
- NepBoro cepeepa:
auto lo

iface lo inet loopback

auto ethO

iface ethO inet static
address 10.10.10.99

netmask 255.255.255.0

gateway 10.10.10.2

auto ethl

iface ethl inet static
address 192.168.25.8
netmask 255.255.255.0

auto bond0
iface bond0 inet static
address 192.168.122.10
netmask 255.255.255.0
gateway 192.168.122.1
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bond _mode balance-rr
bond_miimon 100
bond_downdelay 200
bond_updelay 200
slaves eth2 eth3

- BTOpPOro cepsepa:
auto 1lo

iface lo inet loopback

auto ethO

iface ethO inet static
address 10.10.10.100

netmask 255.255.255.0

gateway 10.10.10.2

auto ethl

iface ethl inet static
address 192.168.25.9
netmask 255.255.255.0

auto bond0
iface bond0 inet static
address 192.168.122.11
netmask 255.255.255.0
gateway 192.168.122.1
bond_mode balance-rr
bond miimon 100
bond_downdelay 200
bond_updelay 200
slaves eth2 eth3
rae  ethO — vHTepdenc anga ocTyna K OTAeNbHbIM y3nam Knactepa;
ethl — heartbeat-uHtepenc, no KOTOPOMY OCYLLECTBIISETCA LOCTYN K CePBUCY;
bond0 — nornyecknin nHTepdenc (bonding) Ha 6ase puanyecknx eth2 n eth3 um
ncnonbayetca ansa cuHxpoHusaumm DRBD-pecypcos;
3) Ha obounx cepBepax BbINOMNHUTL crieaytolme KoMmaHabl:
modprobe bonding

echo ’'bonding’ >> /etc/modules
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init 6
6.2.2. YctaHoBUTb 1 HacTpouTb BnovHoe yctponcteo Distributed Replicated Block Device
(DRBD) B cooteTcTBUMM C[8.1.1]
6.2.3. YctaHoBUTb U HacTpouTb Pacemaker n Corosync B cootBetctBum ¢ PYCB.10015-
0195 01-1.
6.2.4. HactpouTb OTKa30yCTOMYMBOCTb CepBuca:
1) Samba-cepsep:
a) nepen HacCTPOMKOWN pecypcoB KracTtepa Ha 06omx cepepax Heobxogmmo ybpaTb 13
aBTO3arpy3ku CKpUNTbl, KOTOPbIE B AanbHenwem 6yayT KOHTPONMPOBaTbCA COrosync:
update-rc.d -f drbd remove
update-rc.d -f samba remove
6) cospatb pecypcbl, 06beanHNTb UX B rPYNMbl U ONPeaenuTb NOPSAOK X 3anycka.
Bce gencteus BbINONHATL HA NEPBOM CepBepe:
- cosgatb pecypc DRBD-pasgena:
crm configure primitive drbd_main ocf:linbit:drbd params
drbd_resource="main" op monitor interval="60s" op start
interval="0" timeout="240s" op stop interval="Q0"
timeout="240s" op monitor role=Master interval="10s" op
monitor role=Slave interval="30s"
- yKasaTb onpegeneHue Begyulero (master)/Begomoro (slave) onga cosgaHHoro
DRBD-pecypca :
crm configure ms ms_drbd main drbd main meta master-max="1"
master-node-max="1" clone-max="2" clone-node-max="1"
notify="true"
- cosgaTb pecypc Toykm moHTupoBaHus DRBD-pasgena, Hanpumep, katanor
/opt/main:
crm configure primitive fs main ocf:heartbeat:Filesystem params
device="/dev/drbd0"\ directory="/opt/main" fstype="ext4"
options="noatime"
- co3pgaTtb pecypc oTkasoyctomumsoro IP-agpeca (no gaHHomy agpecy Oyaet
BbINONHATLCA obpalleHne Kk Samba-cepBepy):
crm configure primitive failover_ip ocf:heartbeat:IPaddr2 params
ip=192.168.25.10 nic=ethl
- €co3paTb pecypc samba:
crm configure primitive samba lsb:samba
- OpraHvM3oBaTb CO30aHHbIE pecypchbl Cy6/cepBMCOB B rpynnbl:
crm configure group group_main fs_main failover_ ip samba

- YKasatb npaBusio MOHTUPOBaHUA — MOHTUPOBATb pPeCcypCbl Ha Yy3ne, rae
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DRBD-pecypcbl Haxogatcss B COCTOSAHUM Beaywmx. 3agaTb UMS, Hanpumep,
cluster resources:
crm configure colocation cluster_ resources
inf: fs_main ms_drbd _main:Master
- yKasaTb Nnopsgok 3anycka CepBMCOB — Nocre 3anycka cooTeetcTaytowmnx DRBD-
pasgenoB. 3agatb UMs, Hanpumep, all _after drbd:
crm configure order all after_ drbd
inf: ms_drbd main:promote group_main:start
- YCTaHOBWUTb NMpeanoyTeHNe 3anycka pecypcoB BeayLero/BegomMoro:
crm configure location prefer main_server-1
ms_drbd _main 100: server-1
crm configure location prefer main_ server-2
ms_drbd main 50: server-2
crm configure location prefer group main_ server-1
group_main 100: server-1
crm configure location prefer group main_ server-2
group_main 50: server-2
M3 BbllLeyKasaHHbIX HAaCTPOEK crefyeT, YTO OCHOBHbIM CepBepPOM 4514 3anycka
cnyx6bl Samba siBnseTcs server-1.
HacTtpoinka 3aBeplieHa, MpoBepka COCTOSIHUS BbIMOMHSAETCSA KOMaHOOW

crm status.

Mpumep
PesynbraT npoBepkun

Last updated: Thu Jun 16 10:58:33 2016

Last change: Thu Jun 16 10:58:10 2016 via cibadmin on server-2
Stack: openais

Current DC: server-1 - partition with quorum

Version: 1.1.7-ee0730e13d124c3d58£00016c3376alde5323cff

2 Nodes configured, 2 expected votes

5 Resources configured.

Online: [ server-1 server-2 ]

Master/Slave Set: ms_drbd main [drbd_main]
Masters: [ server-1 ]

Slaves: [ server-2 ]
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Resource Group: group_main

fs_main (ocf::heartbeat:Filesystem): Started server-1
failover ip (ocf::heartbeat:IPaddr2): Started server-1
samba (lsb:samba): Started server-1

B) HacTpouTb Samba-cepBep. [ 3TOro Ha KaXxgoMm cepBepe ykasaTb HaCTPOMKK
Ana gupektopun /opt/main B panne /etc/samba/smb.conf:
[share-drbd]
comment = Astra Linux Samba Share
path = /opt/main
browsable = yes
guest ok = yes
read only = no
create mask = 0755
2) NFS-cepsep:
a) nepen HacTPOMKOW pecypcoB Krnactepa Ha 0bomx cepepax Heobxogmmo ybpaTb 13
aBTO3arpy3ku CKpUNThl, KOTOpPbIE B AanbHenwem 6yayT KOHTPONMPOBaTbCA COrosync:
update-rc.d -f drbd remove
update-rc.d -f nfs-common remove
update-rc.d -f nfs-kernel-server remove
6) cospaTtb pecypcbl, 06beanHNTb UX B rPYNMbl U ONpeaenuTb NOPSAOK UX 3anycka.
Bce ,EI,eIZCTBI/IFl BbIMNOJIHATb Ha NepBOM cepBepe.
- cosgatb pecypc DRBD-pasgena:
crm configure primitive drbd_main ocf:linbit:drbd params
drbd resource="main" op monitor interval="60s" op start
interval="0" timeout="240s" op stop interval="Q0"
timeout="240s" op monitor role=Master interval="10s"
op monitor role=Slave interval="30s"
- ykasaTb onpefeneHue Beaylero/segqomoro ans cosgaHHoro DRBD-pecypca:
crm configure ms ms_drbd main drbd main meta master-max="1"
master-node-max="1" clone-max="2" clone-node-max="1"
notify="true"
- cosgaTb pecypc Toykm moHTupoBaHus DRBD-pasgena, Hanpumep, katanor
/opt/main:
crm configure primitive fs _main ocf:heartbeat:Filesystem
params device="/dev/drbd0"\ directory="/opt/main"
fstype="ext4" options="noatime"
- co3gaTtb pecypc oTkasoyctomumBoro IP-agpeca (no gaHHomy agpecy Oyaer
BbINONMHATLCA obpalleHne Kk NFS-cepsepy):
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crm configure primitive failover_ ip ocf:heartbeat:IPaddr2
params ip=192.168.25.10 nic=ethl
- cosgatb pecypchl nfs:
crm configure primitive nfs-kernel-server lsb:nfs-kernel-server
crm configure primitive nfs-common lsb:nfs-common
- OpraHvM3oBaTb CO30aHHbIE pecypchbl Cy6/cepBMCOB B rpynnbl:
crm configure group group_main fs_main failover_ ip
nfs-kernel-server nfs-common
- YKa3atb npasuno MOHTUPOBaHMA — MOHTUPOBATb PeCcypCbl Ha Yyarne, rae
DRBD-pecypcbl HaxogsaTca B COCTOSHUM Befyliunx. 3agatb UMs, Hanpumep,
cluster_resources:
crm configure colocation cluster_ resources inf: fs_main
ms_drbd _main:Master
- yKasaTb NopsiioK 3arnyckKa cepBucoB — Nnocre 3anycka coorseTcTayowwmx DRBD-
pasgenos. 3agaTtb UMs, Hanpumep, all_after drbd:
crm configure order all_after drbd inf: ms_drbd main:promote
group_main:start
- YCTaHOBWUTb NpeanoyYTeHUe 3anycka pecypcoB BeayLlero/BefomMoro:
crm configure location prefer main_ server-1
ms_drbd main 100: server-1
crm configure location prefer main server-2
ms_drbd main 50: server-2
crm configure location prefer group main server-1
group_main 100: server-1
crm configure location prefer group main server-2
group_main 50: server-2
K] BbllLIEYKa3aHHbIX HACTPOeK clneayeT, 4HTO OCHOBHbIM CeEpBEpPOM AJ1A 3alyCKa
cnyx6bl NFS aBnsaetca server-1.
HacTporka 3aBeplieHa, npoBepka COCTOAHMA BbINOMHAETCA KOMaHOoM

crm status.

Mpumep
PesynkraT npoBepkun

Last updated: Sun Jun 19 21:20:06 2016

Last change: Sun Jun 19 21:18:23 2016 via cibadmin on
server-2

Stack: openais

Current DC: server-1 - partition with quorum
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Version: 1.1.7-ee0730e13d124c3d58£f00016c3376aldeb5323cff
2 Nodes configured, 2 expected votes

6 Resources configured.

Online: [ server-1 server-2 ]

Master/Slave Set: ms_drbd main [drbd_main]

Masters: [ server-1 ]

Slaves: [ server-2 ]

Resource Group: group_main

fs_main (ocf::heartbeat:Filesystem): Started server-1
failover ip (ocf::heartbeat:IPaddr2): Started server-1
nfs-kernel-server (lsb:nfs-kernel-server): Started server-1

nfs-common (lsb:nfs-common): Started server-1

B) HacTpouTb NFS-cepBep. [ns aTtoro HeO6XoOMMO Ha KaXxaoM cepBepe ykasaTb

HaCTpoOWKM Ang aMpekTopumn /opt/main B panne /etc/exports:

/opt/main *(ro,sync) # ToJbKO uUuTeHHE OJIA BCeX
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7. CPEACTBA 39®EKTUBHOIO MACLUTABUPOBAHUA

Ona adpdektnBHoro macwrabupoaHna B MNK ncnonbdyetca nporpaMmMHOE CpencTBo
HAProxy una coctaBa OC CH. HAProxy obecneunBaeT BbICOKYIO JOCTYMNHOCTb U pacnpeaeneHme
Harpy3kun gnsa TCP- u HTTP-npunoxeHnin nocpeacTBoM pacnpegeneHuns BXogaLwmnx 3anpocoB Ha
Heckonbko obcnyxusarowwmx (back-end) cepeepos.

HAProxy npegoctasnsieT crnegyowmne BO3MOXHOCTHU:

- nepuogu4eckas nposepka JOCTYNHOCTU 06CNyXMBalLLMX CEpPBEPOB, HAa KOTOPbLIE nepe-

HanpaBnATCS 3anpockl Nonb3oBaTenen;

- HECKOJSIbKO aniropuTMOB onpeaerieHns 4oCTYNHOCTU cepBepa: tcp-check, http-check,

mysql-check;

- pacnpegenenne HTTP/HTTPS/TCP-3anpocoB mexay OOCTYNHbIMU cepBepamMu;

- BO3MOXHOCTb 3aKpensieHns onpeaeneHHbIX KNMMEeHTOB 3a KOHKPETHbIMU 06CyXmBatoLLu-

MU cepBepam (stick-tables);

- nogaepxka IPv6 wn UNIX sockets, HTTP/1.1 cxatna (deflate, gzip, libslz),

SSL, nonHas noggepxka noctositHHoro HTTP-coeanHeHus;

- noagepxka nepemeHHbIx 6rokoB 1 Lua-ckpunToB B KOH(Urypaumm cepeepa;

- web-uHTepdenc ¢ aktyanbHbIM COCTOSSHUEM U CTAaTUCTUKOWM paboTbl NporpaMmbl.
7.1. YcTtaHOBKa

Ha ocHoBHOM cepBepe, KoTopbli ByaeT npuHMMaTh 3anpockl U pacnpenensitb UX no
paboyum y3nam, HeobxoaMmMo yCTaHOBUTb NakeT haproxy:

apt install haproxy
7.2. NMpumep peanusauuun

HacTpouka BbINnosiHAETCA B KOHUrypaumoHHoM panne /etc/haproxy/haproxy.cfg,
BKIIHOMAKOLLEM crieytoLmne pasgernbi:

- global — ucnosnb3yeTcd Ans YCTaHOBKM NapaMeTpoB 4SSl BCEro npolecca;

- defaults — gaBnsieTca oba3aTenbHbIM U UCNOSb3YeTCA N5l YCTAaHOBKU NapamMeTpoB Mo

YMOIYaHMo OS5 OCTanbHbIX pasgesos;

- frontend —Mcnonb3yeTca Ang onncaHnsa Habopa MHTepPENCoB ANst NPUHATUSA cOoeaun-

HEeHW OT KINEHTOB;

- backend — ncnonb3yetcsa Ansa onucaHna Habopa cepBepos, K KOTOpbIM ByaeT BbINos-

HATLCS MNOAKIIIOYEHME ProxXy ANs nepeagpecaunm BXoAWNX COeANHEHUN;

- listen — 0bObeanHeHHbIV pasgen ons onucanns frontend n backend. Micnonb3yetca

ANs onucaHusa NOfHOro proxy B OAHOM paszaerie, Kak npasuno, Toneko ang TCP-tpaduka.

B tabnuue [1] npeactaBneHbl OCHOBHbIE MPYMEPbI 3HAYEHUIA NapamMeTPoB KOHPUIypaLMOH-
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Horo channa n nx onncaHue.

Tabnwunuya 1 - MNMapameTpbl KOHpUrypaumoHHoro ganna /etc/haproxy/haproxy.cfg

Pazgen MapameTp OnucaHue
HobGasnset cepsep CUCTEMHOIO XypHana.
<facility> — pomkeH ObiTb ogHUM u3 24
log <address> <facility> oLty A - .
, CTaHOapTHbLIX  TWMMNOB  perncrtpauum  coObITURA:
[max level [min level]] }
kern user mail daemon auth syslog lpr
Hanpumep, log 127.0.0.1 X
1ocalO notice news uucp cron auth2 ftp ntp audit
alert cron2 localO locall local2 local3
local4 local5 local6 local7
global maxconn <number> YcTaHaBnuBaeT MakcMmMarnbHOe YMCro OQHOBPEMEH-
Hanpumep, maxconn 10000 HbIX MOAKMIOYEHN AN KaXKaoro npouecca
nbproc <number> 3apaet konm4ecTBo npoueccos. 1o ymonyaHuio Tonb-
Hanpumep, nbproc 2 KO oauH npouecc Oyanet co3gaH
daemon YctaHaBnuBaeT npoueccy pexum pabotbl «daemon»
user Monb3oBaTenb, OT MMEHK KOTOPOro paboTaeT npouecc
group lpynna, oT umeHn koTopon paboTaeT npouecc
chroot /var/lib/haproxy | YCTaHaBnuBaeT OKpYy>XeHue npouecca
BkritovaeT B pernctpauuto cobbitnin HhopmMaLumio o
log global P pau popmay
Tpaduke
Pexum pabotsl HAProxy. BosmoxHbl ABa pexuma:
- http — BbINOSIHAETCA aHann3 Layer 7, nogxoguT
defaults mode http Ans pacnpefenexus http-tpaduka;
- tcp — pacnpegeneHne noboro Tpadurka
option dontlognull OTKkntovaeT perncTpaumio NycTbix NOAKIOHEHNI
retries 3 KonuyecTtBo nonbITOK ONpeaennTb COCTOsIHME 00cny-
XMBawLEero cepeepa nocne coosi NOAKITHYEHNS
, , PacnpenensieT 3anpochkl nocne cbos nogknioveHns K
option redispatch
OOHOMY M3 006CNyXMBaIOLLNX CEPBEPOB
option httpclose 3aKpblBaeT NacCUBHbIE COEANHEHMS
Bkntovaet X-Forwarded-For ons nepenayu IP-agpeca
option forwardfor A peA Ap
KnueHTa obcnyxmnsBaroLemMy cepBepy
frontend http 3apaet umsa frontend
frontend

bind *:80

3agaet IP-agpec 1 nopT A4na npocnyLwmnBaHus 3anpo-
CoB
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lNpodomxeHue mabnuup! 1

Pasgen MapameTp Onucanue
backend sitecluster 3apaet nmsa obcnyxunsatroLero cepeepa
HacTtponka anroputma pacnpegenerus. Nogaoepxu-
BaOTCA crneayroLmne anropuTtmbl:
- Round Robin — HanpaensieT HOBblE NOAKIHYEHMNS
backend

balance
(roundrobin/leastconn/
static-rr/uri/source)

K cnegyrouemMy MecTy HasHavyeHusl B LIMKITMYECKOM
CMnCKe, KOTOPbIN BUOOU3MEHSETCS NpU NOMOLLM Beca
cepBepa, Ha OCHOBaHUW KOTOPOro UAeT pacrnpeaene-
HWe 3anpocos. [NapameTp BKAOYAETCA NPY NOMOLLIN
KOMaHObl balance roundrobin,;

- Least Connected — HanpasnseT HOBbl€ NOAKMIO-
YeHUs K cepBepy C HAMMEHbBLLMM YNCIIOM AOCTYMHbIX
coegnHeHnin. [NapameTp BKovaeTcsa nNpyv nomMoLim
KoMaHObl balance leastconn,;

- Static Round Robin — HanpaBnseT HOBble Noa-
KIlOMeHMUs K crnegyowemMy MecTy HasHayYeHus B LK-
NNYECKOM CrnNCKe, KOTOPbIA BUAOU3MEHAETCH Npu no-
MOLLIN BECA cepBepa, Ha OCHOBaHMM KOTOPOro naet
pacnpefeneHue 3anpocos. B otnnyne ot ctaHaapT-
HOM peanun3aumm Round Robin, B AaHHOM anro-
pUTME Henb3A U3MEHUTb BEC CepBepa Ha «IeTy».
M3ameHeHne Beca cepBepa TpebyeT nepesarpysku
HAProxy. lNapameTp BKMO4aeTcs npyv nNOMOLUN KO-
MaHObl balance static-rr

- Source — BblOMpaeT cepBep MCXoas U3 xeLa, no-
CTPOEHHOro Ha ocHoBe IP-agpeca nonb3oBaTens. Ta-
Knm obpasom, nomnb3oBaTtenb Bcerga obpallaercs K
OLHOMY N TOMY Xe cepBepy

server srv-1.3.my.com
21.86.21.20:80 cookie
sitell3ha check inter
2000 fall 3 minconn 30
maxconn 70 weight 100

OnuncaHue paboyero cepeepa. Bkniodaer:

- srv-1.3.my.com — Ha3BaHue,
-21.86.21.20:80 — IP-agpec: nopt;

- cookie sitell3ha — 3agaHue cookie, Heobxo-
AUMOro Ans NpaBUNbHOrO pacnpeneneHns ceccum
KITMEHTOB;

- check inter 2000 fall 3 — npoBepKa Kax-
Able 2 ¢, NPU HanM4ynn Tpex oLMbOoK cunTaTb cepeep
HEOOCTYMHbIM;

- minconn 30 maxconn 70 — opraHu3auuns odepe-
AN 3anpocoB, orpaHuyeHne He 6onee 70 ogHoBpe-
MEHHO 06pabaTbiBalOLLMXCS 3aNpOCoB;

- weight 100 — Bec cepBepa, BO3MOXHblE 3Ha4Ye-
Hua oT 1 go 100

stats enable

Bkritoyaet ctatucTuky

fullconn 200

3agaeT MakcMmanbHoe 3HadYeHne OQHOBPEMEHHbIX
NOAKNIOYEeHNn
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OkoHyaHue mabnuusi 1

Pasgen MapameTp OnuncaHue
listen
stats-srv-3.my.com OnuckiBaeT IP-agpec v nopT AocTyna K ctTaTUcTuke
*:8180
stats uri /stats URL gocTtyna Kk cTaTuctmke

stats realm Haproxy

listen 3aronosok (title) cTtpaHuubl cTaTUCTUKK

Statistics ( ) cTP H

OTobpaxaeT B cTaTUCTUKE OOMNOSTHUTENBHYIO MHAOP-
stats show-legends P A y ®op

Mauuio 0 NnapamMeTpax

YKa3sblBaeT MHTEPBA aBTOMaTU4eCcKoro 0OHOBINEHUS
stats refresh 5s

CTpaHuULUbl CTaTUCTUKK

YcTaHaBnmMBaeT NOrMH K Naposb SOCTyNa K CTpaHuue
stats auth test:test

CTaTUCTUKN

Mpumep

KoHgourypaumnoHHbIn chann ans pacnpegeneHus Harpysku cepsepa Apache

global

log /dev/log localO

log /dev/log locall notice

maxconn 40000

chroot /var/lib/haproxy

stats socket /run/haproxy/admin.sock mode 660 level admin

stats timeout 30s

user haproxy

group haproxy

daemon

# Default SSL material locations
ca-base /etc/ssl/certs

crt-base /etc/ssl/private

# Default ciphers to use on SSL-enabled listening sockets.

# For more information, see ciphers(1SSL). This list is from:

# https://hynek.me/articles/hardening-your-web-servers-ssl-ciphers/
ssl-default-bind-ciphers ECDH+AESGCM:DH+AESGCM:ECDH+AES256:DH+AES256:
ECDH+AES128:DH+AES:ECDH+3DES : DH+3DES : RSA+AESGCM: RSA+AES : RSA+3DES :
!'aNULL: !MD5: !DSS

ssl-default-bind-options no-sslv3

defaults
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log global

mode http

option httplog

option dontlognull

retries 3

option redispatch

maxconn 2000

timeout connect 5000

timeout client 50000

timeout server 50000

errorfile 400 /etc/haproxy/errors/400.http
errorfile 403 /etc/haproxy/errors/403.http
errorfile 408 /etc/haproxy/errors/408.http
errorfile 500 /etc/haproxy/errors/500.http
errorfile 502 /etc/haproxy/errors/502.http
errorfile 503 /etc/haproxy/errors/503.http
errorfile 504 /etc/haproxy/errors/504.http

listen webcluster *:80
mode http
balance leastconn
option forwardfor
cookie serv insert

option httpclose

server webserverl 192.168.25.11:80 cookie servl check

server webserver?2 192.168.25.12:80 cookie serv2 check
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8. CPEACTBA BUPTYANTUSALUUN OUCKOBbIX NMPOCTPAHCTB

8.1. Opranusauusa ceresoro RAID

MK noppepxusaet paboty ¢ Habopom nHcTpymeHToB DRBD 13 coctaBa OC CH gna
opraHusaumn cetesoro RAID.

Distributed Replicated Block Device (DRBD) — pacnpegeneHHoe pennuuupyemoe 6rnoy-
HOe YCTPOMCTBO, NpeaHa3Ha4YeHHoe AN NOCTPOEHUs] OTKa30yCTOMYMBBIX KIAaCTEePHbIX CUCTEM.
DRBD nonHocTblo oTpaxaeT rno ceTn Bce onepaumm ¢ 6novHbim yctporcteom. DRBD aBnsieTcs
ceteBbiM RAID-1.

TexHonorna DRBD nogaepvBaet TonbKo ABa y3na, 6ornee CrnoXxHble KOHCTPYKLUN MOTYyT
CTpouTbLCA NyTeM ncnosnb3oBaHus drbd-ycTponcTBa B Ka4ecTBe fokanbHoro Ans ewe ogHoro drbd-
YyCTPOWCTBA. Y3rbl MOryT paboTaTtb B pexvmMe nepBUYHOIO (primary) nnm BTopu4Horo (secondary)
y3ana. BTopuyHbIM y3en XxpaHuUT OaHHble, HO He MO3BOSSAET OCYLECTBUTb K HUM JlOKalibHbIN
AOCTYnN, NepBUYHbIN NO3BONSET ocywecTBuTb goctyn. DRBD nogaepXuBaeTt pexmm «nepBUYHbIN
— NEePBUYHBINY, NPU KOTOPOM BO3MOXEH AOCTYN K 060uM y3nam.

DRBD paboTtaeT nokasnbHO Ha y3ne n obecnevmBaeT pensivkauuio Ha yaarneHHbIn y3en
COAEPKMMOrO NoKaribHOro 6no4YHoOro yctponcTaa. [na Mcnonb30BaHNSA cO34aeTcsi HOBOE YCTPOK-
CTBO, 00bI4HO /dev/drbdX, rae X — yucno. [na HopmanbHon paboTtsl DRBD gomkeH 6biTh
3anyueH Ha oboux y3nax. Ecnv y3en paboTtaeT B pexume BTOPUYHOIO, TO HA HEM yCTaHOBMe-
HO cooTBeTcTBYloLee drbd-yCcTponCTBO, JOCTYN K KOTOPOMY 3anpelleH. B cnyvyae nosbiweHns
pexnma paboTbl y3na Ao nepBuYHOro, Aoctyn K drbd-ycTpoincTBy oTkpbiBaeTcsA. BONbLINMHCTBO
onepauun OCyLIECTBIISETCA C MOMOLLbIO YTUNUTbl drbdadm, nNpu aToM dakTudeckas pabota
BbIMOMHAETCA Ha YpoBHe sapa. [ns noBbILEHUS CKOPOCTU U HaAEXHOCTU paboTbl HeobxoanMo
HanuMyune OTAEeNbLHOro CeTeBOro NHTepenca Unmnm HeCKONbKUX NHTEPEENCOB, C NOMOLLIbIO KOTOPbIX

OyaeT NponCXoaMTb pennmKaumsa Mexay yanamu.

8.1.1. YcTtaHoBKa n HacTtpouka DRBD

[nsa yctaHoBkn nogaepxku texHonornm DRBD Heo6xoauMO BbIMOMHUTL criegytoLlee:
1) n3 penosutopus MK yctaHoBUTL criegytoLme nakethbi:

apt install lvm2 drbd8-utils

2) sanyctutb mogyrns DRBD:

modprobe drbd

Mpumep

Hactpownka DRBD Ha gByx cepBepax ¢ OC CH. Ha kaxxgom cepBepe MMeeTcsi HeMcnorb-
3yembln pasgen sdbl

[ns HacTponkn HeoBXOAMMO BLINOMHUTL CreayLwmin NOpSaoK 4ENCTBUN:

1) noaroToBUTb pasgensl ANs CUHXPOHM3aUnn ¢ Ucrnornb3oBaHnemM TexHonorum LVM. Ha
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KaXxQoM cepBepe co3gaTh Jiormyecku Tom main pasmepom 100 B:

pvcreate /dev/sdbl

vgcreate vg0 /dev/sdbl

lvcreate -L100G -n main vgO

2) Ha oboux cepBepax co3gaTtb  OOMHAKOBLIN  KOHMUrypaLMOHHbIN
/etc/drbd.d/main.res:

resource main {

protocol C;

disk {

fencing resource-only;

}

handlers {

fence-peer "/usr/lib/drbd/crm-fence-peer.sh";

after-resync-target "/usr/lib/drbd/crm-unfence-peer.sh";

}

net {

after-sb-0pri discard-least-changes;

after-sb-1lpri call-pri-lost-after-sb;

after-sb-2pri call-pri-lost-after-sb;

}

syncer {

rate 1000M;

}

on server-1

{

device /dev/drbd0;
disk /dev/vg0/main;
address 192.168.122
meta-disk internal;
}

on server-2

{

device /dev/drbd0;
disk /dev/vg0/main;
address 192.168.122

.10:7794;

.11:7794;

drann
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meta-disk internal;

}

}

B cekuun syncer ykasbiBaeTCa MakCcuMarbHas CKOPOCTb CUHXPOHMU3aLUMU AaHHbIX Mexay
y3anamu. B cekuusaix on server-1uMon server-2 pacnonararwTcs napameTpbl Kaxaoro
n3 cepsepoB. [ng napametpa disk ykasblBalOTCA CUHXPOHU3Mpyemble LVM-Toma, a
ans napametpa address — IP-agpec u nopTt cepBepa, nNo KotopoMy 6yoet NpoxoanTb
CUHXPOHM3aUNS;

3) cosgaTb onncaHHbIn pecypc DRBD, BbinonHUB Ha o6oux cepBepax crnegyrowime Ko-
MaHabl:

drbdadm create-md main

drbdadm up all

4) Ha nepBOM cepBepe caenatb co3aaHHbii DRBD-pecypc nepBuyHbIM (primary):
drbdadm -- --overwrite-data-of-peer primary all

[MpoBepka cTaTyca BbIMNOMHAETCSH C MOMOLLbI KOMaHAb!:

service drbd status

5) Ha nepBoM cepBepe co3aaTb (hannoByrd CUCTEMY, BbIMOSTHUB KOMaHAbI:

mkfs.ext4 /dev/drbd0

tune2fs -m 0 /dev/drbd0

[anee HeobGxoaNMMO O0XAATbCA CUHXPOHM3ALUWK, NOCIE KOTOpOoKr BNoYHOE YCTPOMCTBO

/dev/drbd0 rotoBO K MCMNOMb30BaHUIO.

8.2. PacnpegeneHHble napannenbHble alinoBble CUCTEMbI C 3aLMTON OT cboeB

PacnpeaeneHHble hannoBble CUCTEMbI UCNOMb3YIOTCS B BbICOKOCKOPOCTHBIX BbIYMCIEHUSAX
N POKYCUMPYHOTCA Ha BbICOKOW LOCTYMHOCTWU, NPOM3BOAUTENBHOCTU U MacluTabupyemoctu. MK
nogaepXxumBaeT ucnonb3oBaHne pacnpegeneHHon gannoson cuctembl Ceph ns coctasa OC CH.
Onucanune n HacTponka Ceph npusegeHsl B PYCBE.10015-01 95 01-1.

8.3. CpeacTtBa uHterpauuu u audcdepeHumaumm 6NOYHbIX YCTPOUCTB

8.3.1. DRBD

MogpobHas nHdopmauusa no pabote ¢ DRBD npeacrtasneHa B (8.1|

8.3.2. ISCSI

iISCSI — npotokon, 6asupytowmincsa Ha TCP/IP n paspaboTaHHbI Ans yCTaHOBIEHNSA
B3aMMOOENCTBMUSA U yNpaBneHnsa cMcTemMamMm XpaHeHus AaHHbIX, cepBepamn u knueHtamu. iSCSI
OMUCbIBAET:

- TpaHcnopTHbIN npoTtokon ana SCSI, kotopbin pabotaet nosepx TCP;

- MexaHu3Mm nHkancynsaummn SCSI komaHa B IP-ceTy;
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- NPOTOKOI AN HOBOTrO MOKOMEHMS CUCTEM XPaHEHUS OaHHbIX, KOTOpble ByayT MCMNONb30-

BaTb «pogHon» TCP/IP.

Cuctembl Ha ocHoBe iISCSI MoryT 6bITb NOCTPOEHBI C UCMNOMb30BaHMEM MOOON JOCTaTou-
HO ObICTPON TEXHMYECKON KOHUrypaumm, nogaepxusatowlen npotokon IP, Hanpumep, Gigabit
Ethernet unn 10G Ethernet. icnonb3oBaHne ctaHgapTHOrO NPOTOKOMNA NO3BOMSET NPUMEHATL
CTaHOapTHbIE CPeAcTBa KOHTPONSA U yrpaBreHnsi MOTOKOM.

Mpn onucaHmm npotokona iSCSI ucnonbayetcsa cnegyowas TePMUHOMNOTNSA:

- initiator — 0GbeKT-MHMUKMaTOpP, YyCTaHaBNMBAOLLNIN coeauHeHmne ¢ uenbto (target), B 06-

wem cnyyae — y3en. OcyuwectensieT BBOA/BbIBOA, MHpOpMaLMM Ha BriodHble YCTPONCTBA;

- target — akcnopTupyembin 06beKT. B 3aBMCUMOCTUN OT KOHTEKCTa LEenbio sBnseTcs

LeSIMKOM 3KCMOPTUPYIOLLMIA Y3Een UM TONbKO 3KCNOpTUpyeMbln 0O6bekT. Cam oO6bekT

MOXET AennuTbcsa Ha Heckornbko LUN;

- portal — rpynna uenen (targets), koTopble aHOHCUpPYOTCS BMecTe. B obwem cnyyae

OOMVH y3en XpaHeHUs COOTBETCTBYET OOHOW rpynne uenen;,

- ign — nonHoe MMs y4acTHuKa B3aumogencteus. CywecTByeT y nHMumartopa u 'y uenu;

- endpoint — yToOYHEHHOE MM$s pecypca, B obLem cryvyae BKIoyaeT B cebs ign, Homep

LUN 1 ykasaHue Ha KOHKPETHbIN MeToa, A0CTyrna K HeMy (Hanpumep, HOMep COeANHEHWS,

LUN wn IP-agpec, ¢ KoToporo criegyeT nonyyatb AOCTYN K YCTPONCTBY);

- LUN (Logical Unit Number) — Homep obbekTa BHyTpu uenu (target). Bnuxkanwmnm

aHanorom siBNAETCA pasgen gucka Uinn oTAeNbHbIA TOM.

B lNK B kayecTBe Lenu ncnonb3yetcs nporpamMmmHbin komnnekc Linux-10 Target (LIO), B
KayecTBe MHUUMaTopa — open-iscsi.

8.3.2.1. YcTaHOBKa Uenu

Ons nogaepxkun iSCSI-uenn LIO HeobxoamMmo yCTaHOBUTL CreayroLmni NakeT:
apt install targetcli-fb

[nsa ynpaBneHna Uenblo 1 ee HaCTPOMKM NCNOoNb3yeTca KoMaHaHas obonoyka, JocTyn K
KOTOPOM MOXXHO MONy4YnTb, BbINOMHMB B TEPMUHANe koMaHay targetcli. MNMosBuTca cneynansHas
KOMaHaHasa CTpoKa C orpaHuyYeHHbIM HabopoM MHCTpYKUMn ona HacTporkn ISCSI-uenen.

KomaHaa targetcli npeacraBnsier Lenb B BUAE NEPapXMYECKN MOCTPOEHHON CTPYKTYPbI

n genut uenb Ha back-end wu front-end 4yactu. Ha puc. npencrasneHa CTpykTypa uenu.

| o- block
| o- fileio

| o- pscsi
| o- ramdisk

Puc. 30
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CTpyKTypa Lenun BKITOYaET:

- Backstores — pasgern, B KOTOPOM OTobpaxatoTcs 06bekTbl-xpaHunuila. Backstores
SIBNSIETCA CKpbITOM YacTbto iISCSI-uenu;

- fileio — dpann;

- block —XKeCTKMn ONCK, CUMBOMNUYECKNE CCbINKN Ha anck unu LVM;

- pscsi (SCSI pass-through) — no6oe ycTponcTBo A8 XpaHeHnsa nHgopmauuun, noaaep-
xuBatowee SCSI komaHgbl Hanpsmyto, To ectb 6e3 amynsauum SCSI. He pekomeHayeTcs
K MCNOSb30BaHMIO, T.K. MOXET MPMBECTU K NOBPEXAEHMIO 060pYyaOBaHMS;

- 1SCSI — Bugumas yYacTtb iISCSI-uenn. Cogepxunt cnmncok uenen, LUN, npaBa goctyna
nT.n,;

- loopback — MOAysb, NPE4OCTaBASLWMIA JOCTYN K LIENy NOKanbHO.

B Tabnuvue [2| npeactaBneHo onMcaHne OCHOBHbIX KOMaHA, UCMONb3yeMbIX B KOMaHAHOWM

obonouyke targetcli.

Tadbnuua 2 - Cnucok komaHg targetcli

Komanpa Onucanve
help [topic] BbiBeCTM Ha aKkpaH cnpaBky
1s [path] [depth] SZESETM Ha 3KpaH CTPYKTYpbl uenun path rmybuHomn
pwd BbIBECTM Ha 3KpaH TeKyLnin NyTb AepeBa
get [group] [parameter...] MonyuynTb 3Ha4YeHne napameTpa rpynmnbl
set [group] [parameter=value...] | YCTaHOBUTb 3Ha4YeHVe NapameTpa B rpynne
saveconfig CoxpaHuTb KoHuUrypaumio
exit BbInTn n3 KomaHgHoOM 060NoYkM targetcli

8.3.2.2. Npumep peanunsauum uenu

Hactpowika uenun cepsepa ¢ OC CH (IP-agpec: 192.168.25.10). B kayectBe pa3gaBae-
MOro Gr10MHOro YCTPOWCTBA BbICTyNaeT AnCK /dev/sdb:

1) cosgatb 6No4YHOE YyCTPOMCTBO C MMeHEM diskl:

cd /backstores/block

create name=diskl dev=/dev/sdb

2) cospgaTb uerb (3KcnopTupyemMbli O6BHEKT):

cd /iscsi

Create

B pesynbrate BHyTpyu iISCSI Bynet co3naHa CTpykTypa, npuBeaeHHasi Ha puc. [31] Ona

NMpPOCMOTpPa CTPYKTYpbl BbINOMHUTbL KOMaHAy 1s /.
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pscsi
o- ramdisk

o- ign.2B883-B1.org.linux-iscsi

[no-gen-acls,

o- 0.8.0.8:3264

Puc. 31

B cTpykType, npuBeaeHHon Ha puc. [31}
- ign.2003-01.0rg.linux-iscsi.nodel.x8664:sn.af8d10a0el70 — umsa
uenu;
- tpgl (Target Portal Group) — cnucok IP-agpecos n TCP nopTtoB, KoTopble 6yaet
cnywaTtb JaHHas uenb;
- acl — CnNMCOK agpecoB, C KOTOPbIX MOXHO ByaeT NoaKNIYMTLCS K Lenu;
- luns — cnucok LUN;
- portals — cnucok IP-agpecoB 1 NopToB, KOTOpble OyAeT cnylwaTb Lesb.
3) co3gatb LUN Ha ocHoBe co3gaHHOro xpaHmnuiia diskl:
cd /iscsi/ign.2003-01.0org.linux-iscsi.nodel.x8664:sn.af8d10a0el70/tpgtl/
luns
create /backstores/block/diskl
4) pobasuTtb B cnucok goctyna (ACL) nmsa nHuymartopa, KoTopoe xpaHutcs B channe
/etc/iscsi/initiator.name Ha MalnHe-uHULUMaTope (cM. (8.3.2.4):
cd /iscsi/ign.2003-01.0rg.linux-iscsi.nodel.x8664:sn.af8d10a0el70/tpgtl/
acls
create igqn.1993-08.o0rg.debian:01:b43c731£4920

PesynbTtaT HacTpoek npeactaeneH Ha puc. [32]
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I o
[
| o- fileio
| o- pscsi

I o- ramdisk

| 0- ign.28H3-81.org. linux-iscsi.nodel.xB664:sn.afBd1Aalef7d
o- tpol

| o- ign.1993-88.org.debian:H81:b43c73114928

| o- lunB

o- B.08.8.8:3260

\

\

\

\ |

| | o- mapped_lunB
| -

\

\

\

Puc. 32

5) BbINOMHUTBL COXPAHEHNE HACTPOEK N BBINTU U3 YTUIUTDI:

/ saveconfig

exit

8.3.2.3. YcTtaHOBKa MHULmMaTopa

Ansa nogkntoyeHuns iISCSI-ycTponctea HeO6X0ANMO YCTaHOBUTb NakeT open-iscsi:
apt install open-iscsi

8.3.2.4. Npumep peanusauum nHuumaTopa

Mopsagok AeNCTBUA MO YyCTAHOBKE W HAcTpoOMKe MHUUMaTopa Ha npuMepe KnueHTta C
IP-agpecom 192.168.25.11:

1) nocne ycTaHOBKW NakeTa open-iscsi 3anyCcTUTb OOQHOUMEHHbIV CEPBUC:

/etc/init.d/open-iscsi start

Mocne nepBoro 3anycka CreHepupyeTca YHUKanbHbIN KOO MHULMATOpa, KOTOPbIN MOXHO

NpocMoTpeTb B panne /etc/iscsi/initiatorname.iscsi:

InitiatorName=ign.1993-08.org.debian:01:c1a92326f6b8

NaHHoe nms ncnonb3yeTcs B acl npu HacTpoiike Lenm (cm. [8.3.2.7).

2) nepeknoynTb NapamMmeTp node.startup B panne /etc/iscsi/iscsid.conf B

3HavyeHne automatic:

node.startup = automatic

3) nepesanycTuTb CEPBUC:

/etc/init.d/open-iscsi start

4) BbINOMHUTbL CKaHMpoBaHue Ans noucka iISCSI-uenen n nogknoyeHne TapreTa:

sudo iscsiadm -m discovery -t st -p 192.168.25.10

sudo iscsiadm -m node -1

roe 192.168.25.10 — IP-agpec uenw.
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9. NPOrPAMMHbIA KOMMYTATOP OPEN VSWITCH

Open vSwitch (OVS) — nporpaMMHbI MHOTOYPOBHEBBIN KOMMYyTaTop, obecneynBato-
LWKWKW arperayuio NopToB, OOHapyXeHne netenb, 3epkanvpoBaHue noptos, cOOp CTaTUCTUKM O
Tpaduke Ha NetFlow-konnektop, nsonaumio cetn ¢ nomowbio ceten VLAN nytem TermposaHma
NnopToB, a Takke unbTpaumnio 6a3o0BoON CETU U LIeHTpPanM3oBaHHOe yrnpasneHns nporpaMmMHbIMy
KoMMyTaTopamu c nomoLlbto npotokorna OpenFlow.

Apxutektypa OVS COCTOUT U3 TPEX OCHOBHbIX KOMMOHEHTOB: 6a3bl JAaHHbIX, NPOrPaMMHOIO
KOMMyTaTopa W ynpasnsiowero KoHTponnepa. Ha kaxgom m3 usmMyeckux ysrnoB BMeCTe C
rmnepBM30poM pacnonarattcs cobcTBeHHble B[ n kommyTaTop. B[l ob6ecneumBaeT xpaHeHue
BCEW KOHUrypaumm CBOEro yana: HaCTpPouKU MHTepdencoB, NOPTOB, pasfiMyHblie npasuna u
npovee. KommyTtatop nepefaet naketbl. PacnpegeneHHocts OVS gocturaetcs ¢ nOMOLLbLO
KOHTpornnepa.

KoMmmyTaumnsa naketoB NpoOUCXOANT Ha YPOBHE s4pa, Takke NogaepKmBaeTca KoMMyTa-
Lu1s B NOnb3oBaTenbCKOM NpocTpaHcTee. Mpn KoMMmyTauumn B Nonb30oBaTernbCKOM NPOCTPaHCTBE
CHWXaeTcs NPOM3BOAUTESNIbHOCTL MO MPUYMHE YaCTbIX NEPEKIOYEHUA MEXY pexuMamu sapa u
nonb3oBaTens.

BHUMAHMUE! [JaHHOe nporpaMMHoOe CpeaCcTBO B TEKYLEN BEPCUM He nogaepKvBaeT
KnaccudukaumMoHHbIE METKM Y MOXET UCMNOMNb30BaTbCA TOSMbKO HA MUHUMASIbHOM YPOBHE KOH(U-

JEeHUNanbHOCTU.
9.1. YcTaHOBKa

Ha kaxxgom ysne, npegHasHa4dYeHHOM ANS BKIIOYEHUS B CETb, LOMKEH OblTb YCTaHOB-
neH naket openvswitch-switch nporpammHoro kommytatopa OVS . [Ins ycTaHOBKM nakeTa
ncnonb3yeTcs KoMaHaa:

apt openvswitch-switch
9.2. OcobeHHOCTU KOH(UrypupoBaHus

KoHdpurypaums Bcex Open vSwitch kommyTaTtopoB, NOPTOB, HACTPOWMKM NOAAEPKNBAEMbIX
NPOTOKONOB XpaHaTcs B cobcTBeHHON 6a3e aaHHbIX OVS (OVSDB). B ctaHgapTHON KOHpurypaumm

B OVSDB cywecTtsyoT crnegytoune tabnuubi:

Open_vSwitch — Cxema

Bridge
- Port

Interface

Flow_Table — koHdurypaumna OpenFlow
- QoS
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- Mirror

- Controller — napameTpbl nogknoyeHus K koHTponnepy OpenFlow

- Manager — koHdurypauua OVSDB

- NetFlow

- SSL

- sFlow

- IPFIX

- Flow_Sample_Collector_Set

M3Ha4anbHO no4vtn Bce Tabnuubl NyCTbl, TaK Kak KOHdUrypaumsa oTCyTCTBYeT. YTuUnu-
Ta ovs-vsctl ucnonb3yercs Ans BHeceHna nameHeHnn B OVSDB. Komanga ona BHeceHus
n3MmeHeHun B B[l nmeeT crneayoWwmn CUHTaKCUC:
ovs-vsctl <komaHpa> <Tabmnuua> <s3anucbh> <KJIou=3HauyeHue>

[lnsa co3gaHus nporpaMMHOro KoMmMyTaTopa UCMomb3yeTcs KoMmaHaa Buaa:
ovs-vsctl add-br <umsa_xommyTaTopa>

[ns pobaBneHna nopta KOMMyTaTopa UCNOMb3yeTCs KoMaHaa:
ovs-vsctl add-port <umsa_xommyTaTopa> <UMSA_IopTa>

MpocmoTpeTb 3anucu, NpucyTCcTeyOWKne B Tabnumue, onucbiBatowen nopTbl, MOXHO C
NMOMOLLIbIO KOMaHAbI:
ovs-vsctl list port

[ns BbIBOOA cnucka nopToB, BKNHOYEHHbIX B KOHKPETHbIM VLAN, He06X0aMMO BbINONHUTL
KomaHay:
ovs-vsctl find port tag=10

KoHdpurypauma OVS 3agaHHas komaHgamMu ovs-vsctl aBTOMatnyecku NpuMMeHSeTcs u

coxpaHsieTca B panne /etc/network/interfaces.
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10. OBJIAYHAA CUCTEMHAA APXUTEKTYPA OPENNEBULA

Mpun cospgaHmm HagexHoro n addekTnBHOro obnaka npeaBapuTenbHO HEO6X0OMMO Bbl-
OpaTb ero apxuTekTypy B COOTBETCTBUM C NpeanonaraemsiM UCnonb3oBaHneM. [ns aToro Tpeby-
eTcsa onpeaennTb, Kakne KOMMOHEHTbI LeHTpa 06paboTkm n xpaHeHnsa gaHHblx (LLOX[) AomkHbI
BXOoOUTb B obnako. B obwem cnyvyae B coctaB obnaka BXogAaT BCE KOMMOHEHTbl MHPaCTPyK-
TYpbl, Takue Kak UHCTPYMeHTarbHble CpeacTBa opraHM3auum ceTn, XpaHeHus, aBTopusauunm u
BUpPTyanusauuu.

Takke npu cosgaHum obraka paccynTbIBaeTCS ero BO3MOXHbIV pasMep, XapakTepUCTUKM
paboyen Harpysku, KOMYeCcTBO Nonb3oBaTenen n gpyrue napameTpbl, obecneunBaroLme BbICO-
Kyl0 cTeneHb JOCTYMHOCTU CUCTEMbI, onpeaensetcs obecnevyeHne paboyero npouecca, T. €. Kak

KOHe4YHble nonb3oBaTtenu OyayT n3onmpoBaTbCs M UCMONb3oBaTh 0bnako.
10.1. OG30p apxUTEKTypbl U onpeaerieHne OCHOBHbIX XapaKTepuUCTUK obnaka

Mpwn ucnons3oBaHun nnatgopmel OpenNebula npumeHsemasn dumsmnyeckas NHppacTpyk-
Typa AOMKHa UMETb KracTeponogobHy0 apXMTEKTYpY C MalUMHOW npeaBaputenbHon 06paboTku
AaHHbIX ((ppoHTanbHaa MaluMHa) N HECKONbKUMM y3riamMu, Ha KOTOpbIX pacrnonaratTcs Bup-
TyanbHble MawwuHbl. [pyu 3TOM pmsnyeckan ceTb OOIMKHA COEAUMHATb BCE Y3Mbl C MalUMHOW

npeaBapuTensHoi 06paboTkn aaHHbIX (puc. [33).

Xpanunuwa Y3nbl

AaHHbIX BM :l
(SAN/NAS) Service —
Network — BM)|O—O

BM

] BM
BM Netwoks
BN OpenNebula
front-end

Puc. 33

OCHOBHbIMW KOMMNOHEHTaMM OBIa4YHON apXUTEKTYPbI SABMAKTCA: XpPaHUNULLE AAHHbIX,
apxXuTekTypa cetu u BupTyanmsauus. basosbimu komnoHeHTamn cuctembl OpenNebula sensitoTes:

- MallnHa npegBapuTenbHon 06paboTkn gaHHbIX (PpOHTanbHaa MallnHa) — CAYXXUT Ang

yctaHoBkn OpenNebula 1 BbinonHeHns ee cepBUCOB;

- y3nbl ¢ nogaepxkon runepsusopoB Kernel-based Virtual Machine (KVM) — npegoctas-

NS0T HeobxoauMble ANst BUPTyaribHbIX MaLUWH PeCypChl;

- XpaHunuuwa gaHHbix (Datastores) — cnyxart ansa xpaHeHnsa 6a3oBbix 06pa3oB BUPTyasb-

HbIX MallUWH;
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- (om3nyeckasn ceTb — UCMONb3YHTCA ONA NOAAEPXKKN GA30BbIX CEPBMCOB, TakMX Kak 06b-

e[MHEeHNe CepBepOB XpaHeHUs AaHHbIX, onepauuit ynpasneHus OpenNebula n BupTyans-

HbIX CETel AN BUPTYanbHbIX MalLnH. MoXeT BbITb UCMONb30BaHO HECKOMNMBKO (PU3NYECKMX

ceTemn.

Pasmep MHdpacTpykTypbl obnaka BO3MOXHO OnpeaenvTb HeNnocpeacTBEHHO Ha OCHOBa-
HWUKW Npeanonaraemoi paéoyeit Harpysku (T.e. BUPTyarnbHbIX MalUWH), KOTOPYH OOMKHA Bblaep-
XnBaTb obnavHas nHdpacTpykTypa. B npuBeaeHbl OCHOBHbIE MoKasaTenu, KoTopble

HeobXxo4MMO yuMThIBaTb Npu onpeaeneHun napametpoB obnaka OpenNebula.
10.2. ®poHTanbHaaA MawunHa

10.2.1. XapakTepuCTUKM (PpPOHTaNIbHOW MaLUUHbI
MuHMManbHble peKkoMeHAyeMble XapakKTEePUCTUKN  POHTaNbHOM MalMHbl - AN

OpenNebula npueeaeHbl B Tabnuue [3|

Tabnunua 3
Pecypcbl MuHuManbHas pekomeHayemasi KoHdUrypaums
Mamsatb 2Tb
un 1 UMM (2-aaepHbin)
Paamep gucka 100 b
Cetb 2 NICS

MakcrmarnbHoe KonmnM4ecTBO cepBepoB (Y3oB BUPTyanusaumm), KOTOpbIM MOXHO yrpas-
NSATb € NoMoLbo ogHoro ak3emnnsipa OpenNebula, 3aBUCUT OT NPOM3BOAUTENBHOCTM U MacLTabu-
pyemocTu MHPaCTPYKTYpbl 6azoBon Nnatopmbl 1 rMaBHbIM 06pa3oM OT NOACUCTEMbI XPaHEHUS
AaHHbIX. He pekomeHayeTcsa ncnonb3oBaTh OAMH 3K3eMNNSap nnatdopmbl Anga ynpaeneHus bonee
4em 500 cepsepamu.

®dpoHTanbHas MalnHa A0MMKHa UMEeTb CeTeBOe COeAMHEHWEe CO BCEMW y3namu W, no
BO3MOXXHOCTM, AOCTYN K XpaHUnuwiam AaHHbIX (Kak SiokanbHbIM, Tak 1 ceTeBbiM). [ns 6a3zoson
yctaHoBkn OpenNebula Tpebyetcs He 6onee 150 Mb.

B coctaB cepsucos OpenNebula BxogaT:

- cepBuC oned (NpMCOeaUHEHHas NporpamMmma ynpasneHus);

- NMNaHMpPOBLUKMK mm_sched,;

- web-uHTtepenc Sunstone ans paboTbl ¢ cepBepoM (sunstone-server);

MpumedaHue. [laHHble KOMNOHEHTLI cBa3biBatoTca Yeped XML-RPC u moryT yctaHas-
NMBaTbCH Ha PasfMYHbIX MallnHaXx.

OpenNebula nogaepxuBaet paboty ¢ 6aszamu gaHHbix (B[) PostgreSQL n SQLite. Mo

ymonyaHuio, nocne ycrtaHosku, OpenNebula ncnonssyet SQLite, Ho Ans paboTbl NONHOLEHHOro
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MacwTabnpyemMoro BblYMCITUTENBHOMO Knacrtepa pekoMmeHayeTcs ucnonb3oBaHne PostgreSQL.

Hactponka PostgreSQL onucaxa B[10.4]

10.2.2. NpeaBaputenbHaa HacTtpouka OC CH

[na ncnonb3oBaHnsa Bo3amoxxHocTen MK HeobxoaumMo BbINOMHUTL creaylowme npeasapu-
TenbHble HacTponkn OC CH:

- MOBbICUTb MaKCMMarbHbIN YPOBEHb LIENTOCTHOCTU CUCTEMBI C 63 40 127 1 yCTaHOBUTb

donar 3arpysku napameTpa sigpa parsec.ccnr_relax. [1ns atoro Heobxoanmo B hanne

/etc/default/grub B cTpoke GRUB_CMDLINE_LINUX_DEFAULT 3aMEHUTb:

parsec.max_ilev=63

Ha:

parsec.max_ilev=127

parsec.ccnr_relax=1

- ONSA COXpaHeHUs1 USMEHEHUN OT UMEHW aiMUHUCTPATOpPa BbIMOMHUTL KOMaHAb!:

sudo pdpl-user -i 127 <user>

sudo update-grub

roe <user> — UMS NONb30BaTENs, KOTOPbIN AOMKEH UMETb BbICOKUA YPOBEHb LIENOCTHO-

cTuy;

- BbINOJTHUTb Nepe3arpy3ky CUCTEMbI.

10.2.3. KoHdurypupoBaHue ppoHTaribHON MaLUUHbI

[ns pasBepTbiBaHMs obnavyHon nnatgopmbl OpenNebula Ha ppoHTanbHOM MalwmnHe noa
ynpaesneHnem OC CH Heobxogmmo, 4Tobbl oHa Bxoauna B aomeH ALD.

BHUMAHUE! B HacTpomkax OomMeHa [OOMKHbl OblTb paspelleHbl foKasnbHble
roynnbl  kvm, libvirt-admin, libvirt, libvirt-gemu, disk, astra-admin wu
astra-console. [Insa 3T0ro Ha KOHTposnsepe gomeHa B hanne /etc/ald/ald.conf B cekuunm
ALLOWED_LOCAL_GROUPS yKasaTb AaHHble rpynnbl.

Mocne ﬂ,06aBJ'IeHVIFI MK B cNNCOK MCTOYHUKOB crnegyet BbIMNONMHNTL Ha cepBepe KOMaHabl:
$ sudo aptitude install brestcloud

$ sudo ald-libvirt-gemu-configure

3arem 3anyctutb mactep KoHdurypuposaHus lK:

$ sudo brestcloud-configure

[ns BO3MOXHOCTW BbINOMHEHUST DYHKUMIN agMUHUCTpaTopa 400aBUTb AOMEHHOrO Nonb30-
BaTens brestadmin B rpynnbl astra-admin U astra-console. 3aTeM neperpysntb cepeep.

YnpaerneHne o6rakomM oOcyLlecTBNsieTcss C MoMoLbl web-nHTepdernca no agpecy
http://main-server-ip/.

[na goctyna k web-uHtepdeincy ¢ nomowibto 6paysepa Mozilla Firefox Heobxoanmo B

HacTpolikax Gpaysepa ykasaTb cepBepbl, Af1S KOTOPbIX AOCTYNHAa ayTeHTUdMKaumsa negotiate:


http://main-server-ip/
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1) B Opay3epe OTKpbITb CTPaHWULYy HAaCTPOEK, BBeASA B afpECHOM CTpoKe about:config,
cormacuTbCA C npeaynpexneHnem,
2) yctaHoOBWUTb 3HaveHue «http://,https://» Ong napameTpos:

a) network.negotiate-auth.delegation-uris;

6) network.negotiate-auth.trusted-uris.
10.3. KoHdurypauus cepsuca oned

CepBuC oned ynpasnseT y3namu knacrtepa, BUPTyaribHbIMU CETAMMU, BUPTYyarbHbIMU
MaLlMHaMu, Nonb3oBaTensamMu, rpynnamm n 6azamm gaHHbIX XpaHunuw,. KoHdurypaumoHHbIn dain

Ana cepsuca oned.conf 1 HaxoauTcd B Katanore /etc/one.

10.3.1. NapameTpbl HACTPOUKM cepBUCa
dann koHurypaumm cepeuca NnoagaepknmBaeT HaCTPONKY NapamMeTpoB, NMPUBEAEHHbIX B
Tabnuue [4]

Tabnuua 4

MapameTp Onuncanuve

Bpemsa B cekyHaax, Heobxoanmoe sapy ANs OLEHKU nepuo-

MANAGER TIMER <
— ANYECKUX PYHKLIMIA

Bpems B cekyHOax mexay LuKnamu MmoHuTopuHra. Mapa-
MONITORING_INTERVAL METP HE MOXET UMETb 3HAYEHNE MeHbLUE, YeM napamMmeTp
MANAGER_TIMER

MakcumarnbHOe KOnmM4ecTBO NOTOKOB, MCrnosfb3yemMbiX O14

MONITORING_THREADS » b
- 06paboTKM COOBLLEHN KOHTPONMPYHOLLEN NporpamMmmbl

KonunyecTtBo y3rnoB, KOHTPONUPYEMbIX B KaXAbli MHTEPBA

HOST_PER_INTERVAL
- - BpeMEeHU

Bpems B cekyHOax, Yepes KOTOpoe UCTEKAET CPOK KOHTPOrb-
HOST MONITORING_EXPIRATION_TIME| HOW MHGopMauun. icnonb3oBaTb 0 ANs OTKHOYEHUS 3anu-
C/Y MOHUTOpPWHra y3na

KoHTponbHas nHgopmaums BM nonyyaetcs BMecTe € UH-
dopmavnment 06 yane. [Insa HEKOTOPbIX creumanbHbIX gpan-
BEPOB MOXeT noTpeboBaTbCca akTUBaLMa UHANBUOYANBLHOIO
npouecca MmoHntTopuHra BM

VM_INDIVIDUAL_MONITORING

Konndectso BM, KOHTpoONupyembix B Kaxdbli MHTepBarn

VM_PER_INTERVAL
- - BpeMeHn

Bpems B cekyHaax, Yepes KOTOpoe UCTEKAET CPOK KOHTPOb-
VM_MONITORING EXPIRATION TIME HOWM MHGopMaumn. Micnonb3oBaTb 0 ANs OTKKOYEHUS 3ann-
CY MOHUTOpUHra BM

YaaneHHbin nyTb ANA XpaHeHua CKpunta MOHUTOPUHIa 1

SCRIPTS REMOTE DIR
- - ynpasneHuns BM

PORT MopT, Ha KoTopoM oned ByaeT NpUHMMATL 3anpockl xml-rpc

IP-agpec y3na gns npuema 3anpocos xml-rpc (no ymonya-

LISTEN_ADDRESS
- Huio Bce IP-agpeca)




68
PAOLIM.10001-03 95 01

OkoHyaHue mabnuusbi 4

MapameTp Onuncanuve
DB MapameTtpbl HacTponkn B, ncnonbayetcs ans 6 SQLite
nnn MySQL
Myn noptoB VNC ansa aBTomMaTU4eCcKoro Ha3Ha4YeHus nop-
ToB VNC, no BO3MOXHOCTW, YyCTaHaBnuBaTb MOPT Ha
START+VMID:
VNC PORTS - start — nepBbI HA3Ha4YaeMbI MOPT;

- - reserved — CMMCOK 3ape3epBNPOBaHHbLIX NOPTOB, pas-
OEneHHbIN 3anaTbiMK. [1Ba HOMepa, pasgerneHHble BOETO-
ynmeMm, yKkasblBaloT gManasoH
MpuHyauTeneHoe co3gaHne BM B COCTOSAHUM yaepXaHUs

VM_SUBMIT ON_HOLD BMECTO COCTOSIHUSI OXXKuaaHusi. Bo3aMoXHble 3HayYeHus A
wnn HET
HacTpolika cuctembl perucrpawumm:
- SYSTEM — BO3MOXHble 3Ha4eHUs: £ile (N0 YMOMYaHUIO),
syslog unm std
- DEBUG_LEVEL — yCTaHaBnMBa€eT ypoBEHb OTNagku 3ape-
1.OG rMMCTPUPOBAHHBLIX COOBLLEHUI. BO3MOXHbIE 3HAYEHMS:
- 0 — owwmbkKa;
- 1 — npegynpexaeHue;
- 2 — nHdopmaums;
- 3 —otnagka

Mpumep

#*****************************************************************************

# ATpubyTH HACTPONKM CEpBHUCA

#*****************************************************************************

LOG = [
SYSTEM = "file", DEBUG_LEVEL = 3
]

#MANAGER _TIMER = 15

60

MONITORING_INTERVAL
MONITORING_THREADS= 50

#HOST_PER_INTERVAL = 15
#HOST_MONITORING_EXPIRATION_TIME = 43200
#VM_INDIVIDUAL_MONITORING = "no"
#VM_PER_INTERVAL = 5
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#VM_MONITORING_EXPIRATION TIME = 14400

SCRIPTS_REMOTE_DIR=/var/tmp/one

PORT = 2633
LISTEN_ADDRESS = "0.0.0.0"
DB = [ BACKEND = "sqglite" ]

oe

# [pumep koudurypaumm nns MySQL

oe

# DB = [ BACKEND = "mysql",

% #SERVER = "localhost",

% #PORT = O,

% #USER = "oneadmin",

% #PASSWD = "oneadmin",

% #DB_NAME = "opennebula" ]

VNC_PORTS = [
START= 5900
#RESERVED = "6800, 6801, 9869"

#VM_SUBMIT_ON_HOLD = "NO"

10.3.2. BuptyanbHble ceTu

BupTyanbHble ceTv NoAAepXVBatOT HACTPONKY NapameTpoB, NpuBeAeHHbIX B Tabnuue (Bl

Tabnuua 5

MapameTp Onucanune

NETWORK_SIZE | OnpegensieT pasmep no yMony4aHuo Ans BUPTyarbHbIX ceTew

MAC_PREFIX MAC-npeduKc No ymonyaHuio, npegHasHavyeHHbIn Ans Co34aHnsa aBToMaTU4eCcKn
reHepupyembix MAC-agpecoB (MOXeT nepenucbiBaTbCA WabrnoHOM BUPTYyarbHON
ceTn)

VLAN_IDS Myn VLAN ID gnga aBToMaTtMyeckoro HasHadeHus VLAN__ID. [laHHbIN nyn npegHa-

3HaveH ansa ceten 802.1Q (Open vSwitch n gpaneepel 802.1Q). Apansep dyanet
CHayana nbiTaTbCs Ha3HaunTb VLAN_IDS[3ANYCK]+VNET_ ID:

- start — nepBblt VLAN_ID, KOTOPbIA MOXET UCMONb30BaTbCH;

- reserved — CNUCOK HOMEPOB VLAN_ ID, pa3feneHHbix 3anatbiMu. [1Ba HoMepa,
pasfeneHHble BOETOUMEM, YKa3biBaOT AnanasoH

VXLAN_IDS ABTOMaTM4eckoe HasHadveHne ngeHtndgukaropa cetn VXLAN (VNI). Ucnonbayetca
ansa ceten VXLAN. start — nepsbin VNI, KOTOPLIN MOXET UCMONb30BaThLCS
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Mpumep

#************************************************************************

# Koudurypanuus PuanuecKux ceTeH

#************************************************************************

NETWORK_SIZE = 254

MAC_PREFIX = "02:00" VLAN_IDS = [
START = "2",
RESERVED = "0, 1, 4095"

]

VXLAN_IDS = [
START = "2"
]

10.3.3. XpaHunnuwa

Cuctema xpaHunuLy No3BONSET NOMb30BaTENAM yCTaHaBNMBaTb 06pasbl, KOTOPbLIE MOTYT
6bITb 06pasamum OC mnu gaHHbIX, AN UCNOMb30BaHUSA B BUPTYarbHbIX MaluMHax. [aHHble obpa3sbl
MOrYT MCMNOJSIb30BaTbCS HECKOMNBbKMMU BUPTYarbHbIMU MallMHaMU OOHOBPEMEHHO, a TakKe COB-
MECTHO C ApYrMmu nornb3oBatensimu. Moapo6Hoe onucaHve xpaHunuLy, npuefeHo B pasaene [12

B xpaHunuwax n wabnoHax 06pa3oB MOXHO HAaCTPOUTb 3HAYEHUSI MO YMOMYaHUIO, NpuBe-

[eHHble B Tabnuue [6]

Tabnuua 6

MapameTp Onuncanue

DATASTORE_LOCATION MyTb k xpaHunuwam. OgnHakoB Anst BCeX y3roB U opoHTanb-
HOW MawuHbl. Mo ymonyaHuio /var/lib/one/datastores
(B HE3aBMCUMOM peXMME YCTaHaBNUBAETCA MO YMOSYaHMIO
SONE_LOCATION/var/datastores). Kaxgoe xpaHunuue nme-
€T COOCTBEHHbLIN KaTanor, Ha3biBaeMbii BASE_PATH, B BUAE:
SDATASTORE_LOCATION/<datastore_id>

Mpy HeOBXOAMMOCTU MOXHO MPUCBOUTL CUMBOSBHYIO CChINKY Ha
3TOT KaTanor nobomy nytn. 3HayeHne BASE_PATH reHepupyeTcs
13 JaHHOro napameTpa Kaxabli pa3 npu 3anycke oned

DATASTORE_CAPACITY CHECK MpoBepsieT HanuuMe 40CTaTOYHOro NPOCTPaHCTBA 40 CO34aHUs
HoBOro obpasa. 3HadeHne Mo YMONYaHuKo Yes




71
PAOLIM.10001-03 95 01

OkoHyaHue mabnuuei 6

MapameTp Onuncanue

DEFAULT_IMAGE_TYPE 3HaveHue No ymonyaHuo Ans nonst TYPE, eCrnv OHO OTCYTCTBYET
B WabnoHe. Bo3mMoXHble 3Ha4YeHus:

- 0S — hbann obpasa, cogepkalinin onepaLMoHHY0 CUCTEMY;

- CDROM — chann obpasa, cogepxaiumn CDROM;

- DATABLOCK — cpann obpasa, cogepxalumi 6nok aaHHbIX, Co-
3[0aBaeMblI Kak MycTon Gnok

DEFAULT_DEVICE_PREFIX 3HayeHue no ymonyaHuo Ang nonsg DEV_PREFIX, eCrnn OHO OT-
cyTcTBYeT B WwabnoHe. OTcyTCcTBYIOWEE Nnone DEV_PREFIX 3a-
NornHsaeTcs, Korga co3gatTcst 06pasbl, NOITOMY U3MEHEHME Mpe-
durKca He NoBNUSAET Ha cyllecTBytowme obpasbl. BoaMoxHble
3Ha4eHus:

- npedukc hd — anga ycrponctea IDE;

- npedmkc sd — anga yctponctea SCSI;

- npedwmkc vd — anga BupTyansHoro gucka KVM

DEFAULT_CDROM DEVICE_PREFIX AHanormyHo DEFAULT DEVICE_PREFIX, HO Ans YCTPOWCTB
CDROM

Mpumep

#************************************************************************

# Koudurypauusi penosuTopusi obpa3on

#************************************************************************

DATASTORE_CAPACITY_ CHECK="yes"

DEFAULT_IMAGE_TYPE="OS"
DEFAUL_ DEVICE_PREFIX ="hd"

DEFAUL_CDROM DEVICE_PREFIX="hd"

10.3.4. C6opwmk nHcpopmaumm
3a cbopky nHpopmaumm otBeyaeT gpareep collectd. [panBep nogoepKmMBaeT ycTa-

HOBKY NMapamMeTpoB, NpuBeaeHHbIX B Tabnunue .

Tabnunua 7
-a: Agpec anga npmBaskuM collectd cokeTa, no ymonyaHuo 0.0.0.0
-p: UDP-nopT ansa nepexasaTta KOHTPOMbHOW UHopMauumn, no ymonyaHuo 4124
-f: WHTepBan B cekyHaax onsi 3anucu Ha guck cobpaHHon nHdopmaumm, No ymonyaxuio 5
-t: KonuuyecTtBo NOTOKOB ANs cepBepa, No ymondanuto 50
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OkoHyaHue mabnuusi 7

-i: Bpems B cekyHaax uukna push moHuTtopuHra. [JaHHbIn napameTp AOMmKEH ObiTb MeHbLLE,
4yeM MONITORING_INTERVAL (cMm. Tabnuuy [27)), B npoTMBHOM criyyae push MOHWUTOPUHF
He 6yaeT adbdhEeKTUBHLIM

BHUMAHMUE! [JaHHbIN ApaniBep He MOXET HasHa4yaTbCs AN y3na U JOSMKEH UCNoSb30-
BaTbcs ¢ gpansepamu KVM (cm. [10.3.5).

Mpumep
IM_MAD=[
name ="collectd"
executable ="collectd",
arguments ="-p 4124-f S-t 50 -i20"

]

10.3.5. UHdbopmaLMOHHbLIN apanBep
MHdopMaLmMoHHbIE OpanBepbl UCNOMb3YHTCA Ans cbopa MHopMauum ¢ y3nos Knacrtepa.

MooaepxuBaeT yCTaHOBKY NapaMeTpoB, NpUBEAEHHbIX B Tabnuue [§

Tabnunua 8

name Mmsa nHpopmaumoHHoro apaveepa

executable lNyTe ucnonHsemoro moayns WMHAOPMAaLMOHHOrO Apau-
Bepa, MoXeT OblTb abCOMTHLIM WKW OTHOCUTENbHbLIM
/usr/lib/one/mads/

arguments KOH(UrypaumoHHein dann ana ucnonHsemoro apau-
Bepa, MoOXeT OblTb abCOMTHLIM WKW OTHOCUTENbHbLIM
/etc/one/

10.3.6. Cuctema xykos

Xykun B OpenNebula siBnswoTca nporpammamm, BbINOSTHAEMbIMWU MPU U3BMEHEHUN COCTO-
aHna BM unun y3noB. Xykn MOryT BbINOMHATLCA KaK fOKanbHO, Tak WU yaaneHHo B y3ne, rage
paboTtaetr BM. [Ins HACTPONKN CUCTEMBbI XYKOB HEOBXOANMMO YCTAHOBUTL Criegytolimne 3Ha4YeHus B
KoHdpurypaumoHHom darne OpenNebula:

- executable — NyTb UCNOMHSAEMOro MOAYNS ApanBepa Xyka, MOXeT 6biTb abCONOTHLIM

U oTHocuTernbHbIM /usr/lib/one/mads/;

- arguments — KOH(UrypaumMoHHbIN dhann onsi UICNosTHAEMOro gpanBepa, MOXeT bbITb

a0COonTHBLIM UMY OTHOCUTENbHbLIM /etc/one/.
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Mpumep
=

executable = "one_hm"

]

10.3.6.1. Xyku BuptyanbHon mawmHbl VM_HOOK
Xykn BM onpegenstotca no cnegyowmm napaMmetTpamu:
- name — UMS XyKa;
- on — YCNOBWSA BbINOMHEHNS XyKa:
- CREATE — npu co3gaHum BM;
- PROLOG — npu HaxoxaeHnn BM B coctosiHum PROLOG;
- RUNNING — nocne ycnewiHon 3arpy3sku BM;
- UNKNOWN — npu HaxoxgeHun BM B HEM3BeCTHOM COCTOSIHUW;
- SHUTDOWN — rnocrie oTkno4eHus BM:;
- STOP — nocne octaHoBkn BM (Bkntoyasa nepegady obpasos BM);
- DONE — nocne yaaneHus nnu otkniodeHus BM,;
- CUSTOM — onpegensiemoe nonb3oBaTenemM KOHKpeTHoe COCTossHMe STATE U KOMOU-
Haums CoCcTosiHMM LCM_STATE AN18 3anycka XykKa;
- command — nNyTb MOXeT OblTb  abCoOMOTHBIM WM OTHOCUTENbHbLIM
/usr/share/one/hooks;
- arguments — aprymeHTbl Ans xyka. MoxHo npocmoTpeTb MHdopmaumio no BM c

NMOMOLLbIO KOMaHAb! $:

$1ID — naeHTudukaTtop BM,;

STEMPLATE — wabnoH BM B hopmaTe xml ¢ kognpoBaHuem baseb4;

PREV_STATE — npeablaylwiee coctosiHme BM,;

PREV\_LCM\_STATE npegblaywee LCM-coctosiHne BM,;

- remote — yganeHHoe BbINOfIHEHNE. BO3MOXHbIE 3HAYEHNS:
- YES — 3axBaT4uK BbINOSHAETCH Ha y3ne, rae yctaHosneHa BM;
- NO — 3axBaT4uk BbinonHsetcs Ha cepeepe OpenNebula. AenseTtcs 3Ha4YeHMeM no
YMOJTHaHMIo.

10.3.6.2. Xykun y3na HOST_HOOK

XyKu y3na onpegensaiTcs no crnegyowmm napameTpamu:

- name —UMS XyKa;

- on — YCINOBWS BbINOMHEHNS XyKa:
- CREATE — npu co3gaHun y3na (ucnonb3oBaHne KOMaHabl onehost create);
- ERROR — Mpu HaxoXaeHuu y3na B COCTOSsHUKM cbosi;

- DISABLE — nocrie OTKNoYeHnsd yana,
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- command — nNyTb MOXeT OblTb  abCONKOTHbBIM  UAN  OTHOCUTENbHBLIM
/usr/share/one/hooks;
- arguments — aprymeHTbl Ans xyka. MOXXHO ncnonb3oBaTth creaytoLwyo MHopmawmo
06 yane:
- $1ID — uaeHTudukaTop yana;
- STEMPLATE — wabnoH yana B (popmaTe xml ¢ KognpoBaHnem baseb4;
- remote — yganeHHoe BbINOfIHEHNE. BO3MOXHbIE 3HAYEHNS:
- YES — 3axBaT4vK BbIMONHAETCS Ha y3ne;
- NO — 3axBaT4yuK BbinonHaeTcs Ha cepBepe OpenNebula. ABnseTtca 3HadeHneMm no
YMOSTHaHMI0.
Mpumep
VM_HOOK = [
name = "advanced_hook",
on = "CUSTOM",

state = "ACTIVE", lcm_state = "BOOT_UNKNOWN", command = "log.rb",
arguments = "S$ID SPREV_STATE $PREV_LCM STATE"

10.4. HacTtpomka PostgreSQL

BHUMAHMUE! Mo ymon4yaHuto OpenNebula HacTpoeHa Ha paboty ¢ SQLite, noatomy
nocne nepeHacTtporikm ans pabotel PostgreSQL Bce AaHHble ByayT yTepsHbl.

Ang HacTtpowiku paboTtbl OpenNebula ¢ PostgreSQL HeobxoamMMo BbINOMHUTL cneaytollee:

1) OT MMEHM y4EeTHOM 3anUcn agMuUHUCTpaTopa yctaHoBuTb PostgreSQL:

sudo aptitude install postgresgl-9.6

2) 3anyctuTb obonouky PostgreSQL, BBeas komanay:

sudo -u postgres psqgl

3) B nosiBuBLLENCA 060Mo4Ke co3gatb B/:

CREATE DATABASE onedb;

ALTER USER postgres PASSWORD ’'<mapone>';

4) octaHoBuTb cepucbl OpenNebula:

sudo service opennebula stop

sudo service unicorn-opennebula stop

5) B KOHUrypaumoHHom cpanne /etc/one/oned.conf B cekunn DB 3aKOMMEHTUPO-

BaTb CTPOKY sglite M pacKOMEHTMPOBAaTb CTPOKY pgsql, 406aBUTb YKa3aHHble JaHHble

ANs aBTopu3aunu;

6) yoanutb BCce hannbl B gupekTopum /var/lib/one/ . one, KpOMe one_auth, BbINON-

HUB KOMaHAbl:

rm /var/lib/one/.one/ec2_auth
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rm /var/lib/one/.one/occi_auth

rm /var/lib/one/.one/oneflow_auth

rm /var/lib/one/.one/onegate_auth

rm /var/lib/one/.one/sunstone_auth

rm /var/lib/one/.one/one_key

7) 3anyctutb cepBucbl OpenNebula:

sudo service opennebula start

sudo service unicorn-opennebula start
8) 3aHoBO ckoHurypuposaTh K 1 co3gaTb HOBOro agMUHUCTPaTOpa CUCTEMBI, BbINOJ-
HMUB KOMaH4bl:

brestcloud-configure

brestuser create <umsa_aguMuHHUCTpPaTOpa>
10.5. MoHUTOpPUHr

Moacuctema MOHUTOPUHIA cobMpaeT cneayoLLyo MHopmaLumio 06 yanax u BUpTyarnbHbIX

MaLlnHax:

ctatycC ya3na,

OCHOBHbI€ NoKasaTernun Npon3BoaANTENTbHOCTH;

cTaTyc BUPTyarbHOW MalUMWHbI;

notpebneHne BbIYMCNUTENBHBIX PECYPCOB.

C6op nHopmaL M1 NpomM3BoaUTCSA NyTeM BbiNONHEHUSA ctaTudeckmnx TectoB OpenNebula.
®poHTanbHaa MallnHa oTBeYyaeT 3a coop MHopmauumn n ee 06paboTky C NOMOLLbIO COOTBETCTBY-
towero moayns. Kaxabin y3en nepnoanyeckn nepeaaeTt KOHTPOSbHbIE AaHHble Ha (DPOHTaNbHYO
maLwmHy. [laHHas cxema siBNsSeTcs MaclutabupyemMon n ee orpaHn4eHust (KOrm4ecTBO KOHTPONMpY-
€MbIX BUPTYyasibHbIX MalUMH B CEKYHAY) 3aBUCAT OT NPOU3BOAUTESNBLHOCTU cepBepa, Ha KOTOPOM
BbINosiHseTcHa oned, u cepepa b/. NoapobHasa nHdbopmauus o nogcucTteMe MOHUTOPUHIA Npu-

BeAeHa B pasgene [14]
10.6. Y3nbl BUpTYanusauum

Y3nbl — 3TO PU3NYECKME MALUUHbI, HA KOTOPbIX BbIMOMHATCSA BUPTYarnbHble MaLUUHbI.
Mogcuctema BUpTYyanu3aumm — 3T0 KOMMNOHEHT, KOTOPbI OTBEYAET 3a CBA3b C rMNepBU3OpoM, ycTa-
HOBIIEHHbIM Ha Yy3nax, U BbINOSTHEHUE OENCTBUN, HEOBXOANMbIX ANSA KaXaoro arana XM3HEHHOro
umkna BM.

¥Y3nbl BUpPTyanuaauun UMeLT Creayolmne XxapakTepUCTMKN U UX PEKOMEHAOBAHHbIE 3Ha-
YeHUs:

1) ueHTpanbHbIM Npoueccop (LIM) — 6e3 nocnegyowmx AONOAHUTENBHBLIX HArpy30K Kax-

A moaynb LM, 3akpenneHHbIn 3a ogHon BM, formkeH cooTBeTCTBOBaTbL (hU3NYECKOMY
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sapy UlN. Hanpumep, npu Harpyske B 40 BupTyarnbHbiX MawwmnH ¢ asyms LM kaxgas ans

obnaka notpebytotca 80 comsnyeckmux LIM. Mpun atom 80 duaunyeckmx LN moryT pacnpe-

OensaTbca No pasnunyHbiM y3nam: 10 cepBepoB C BOCEMbIO SApaMn KaxKabl Unn NATb

cepBepoB ¢ 16 agpamu kaxabin. MNpn Heo6XoaMMOCTM NOCNeAYLLNX AONONTHUTENbHbIX

Harpy3ok apxutektypy LI MoxHO nnaHmpoBaTh 3apaHee ¢ noMoLlbio anemeHToB CPU n

VCPU: CPU onpegenseT duaundeckne LM, 3akpenneHHble 3a BUpTYyanbHbIMU MallMHaMu,

a VCPU — BuptyanbHbie LI, nepeaaBaemble rocteBon onepaumoHHON CUCTEMOMN;

2) namaTtb — no ymonyaHuo B OpenNebula otcyTcTByeT M36bITOYHO BbiaENAeMas NnaMsThb.

Kak npaBuno, pekomeHnayetcs Bcerga npeagycmatpmsatb peseps 10 % no pecypcam, no-

TpebnsemsimM runepsnsopomM. Hanpumep, ona Harpysku B 45 BupTyanbHblix MawmH ¢ 2 b

onepaTuBHOM NamsaTu Kaxkaaa Heobxoanmo 90 I'b dumsnyeckomn namaTu. BaxkHbiM napa-

METPOM SBNAETCH KONMNYECTBO Y3MNO0B, NOCKOSIbKY B CBA3W C NPUMEHEHMEM TMNEPBU30POB

Ha Kaxabin n3 Hux npuxoautcs 10 % 3atpat pecypcos. Hanpumep, 10 runepsn3opos ¢

10 I'b onepaTtMBHON NamMATU Kaxabl NpegocTaBaT no 9 'b namaATn, NO3TOMY OHWU CMOTYT

BblAepXaTb nnaHmpyemyto Harpysky. B obliem cnyyae Heobxoanmo nmetb He meHee 1 b

namMaTU Ha 94po, TOYHOE 3HaYeHue 3aBUCUT OT npeanonaraeMon Harpysku.

Mo ymonyaHnio OpenNebula nogaepxuBaet oauH runepBmn3op € OTKPbITbIM NCXOOHbIM
kogom — runepsusop KVM — n HacTpaumBaeTcs Ha B3aMMOLEWCTBME C y3ramu, Ha KOTOPbIX
BbinonHsetcsa KVM.

Mo BO3MOXHOCTM KOH(pUIypaums y3nos JOSMKHA OblTb OAHOPOLAHON B YaCTN YCTaHOBIMEH-
HbIX MPOrpPaMMHbIX KOMMOHEHTOB, NMOMb30BaTESbCKOrO yYNpaBneHus root, A4OCTYMHOCTU XpaHU-
nuuwia n CTPyKTypbl KOMMyTauumn cetu. OgHOPOAHbIE Yy3rbl MOrYT rpynnNMPOBaTbLCA B KacTepsbl

OpenNebula.

10.6.1. KoHcurypupoaHue yana KVM

B[10.6. |2H 10.6.1.7| onucaHbl OCHOBHblE AENCTBUS, AOCTATOYHbIE ANs KOHd)I/IprVIpOBaHI/IFI

y3na 1 3aBeplleHus passepTbiBaHus OpenNebula. JJononHutensHas nHgopmaums O HacTporke
y3na npuBegeHa B pasgene [11]. KondurypmposaHune Taknx noacmcrem, Kak XpaHunuiie u ceTb,
onucaHo B pasgenax [12 n[13] cootBeTcTBEHHO.

10.6.1.1. NpeaBaputenbHasa HacTpouka OC CH

MpenBaputensHas HacTporka OC CH BbinonHsieTcs B cootBetcTBuUm ¢ [10.2.2]

10.6.1.2. YcTaHOBKa nporpamMmmHoro obecne4eHus

Y3en pgormkeH HaxoauTbcs B ogHoM ALD-gomeHe ¢ dpoHTanbHOM mawwuHown. B dam-
ne /etc/ald/ald.conf gna nonb3oBartenen JOMMKHbI ObiTb paspeLUeHbl NoKanbHble rpynnbl
astra-admin, astra-console, kvm, libvirt-admin, libvirt-gemu, libvirt.

[ns HacTponkn yana HeobxoamMmo YCTaHOBUTL CreayroLme NakeTbl:

$ sudo aptitude install ald-libvirt-gemu opennebula-node gemu-block-extra
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10.6.1.3. KoHdurypaumsa ssh 6e3 napons
®poHTaneHaa mawmHa OpenNebula cBa3biBaeTcs ¢ yanamu runepsusopa 4vepes ssh.
CoOTBETCTBEHHO, HEOBXOANMMO HACTPOUTb BecnaporbHY0 aBTOPU3aLNI0 MeXay ppoHTanbLHON Ma-
LUMHOW 1 y3namu. [ins aToro Ha opoHTanNbHOM MallMHe OT UMEeHU aMUHUCTpaTopa brestadmin
BbIMOMHUTb KOMaHAb!:
$ KEY=$(sudo cat /root/.ssh/id_rsa.pub)
$ ssh brestadmin@<nodel> "sudo bash -c \"echo S$SKEY >>
/root/.ssh/authorized _keys\""
$ ssh brestadmin@<node2> "sudo bash -c \"echo S$KEY >>
/root/.ssh/authorized keys\""
$ ssh brestadmin@<node3> "sudo bash -c \"echo S$KEY >>

/root/.ssh/authorized keys\""

10.6.1.4. KoHdurypauumsa cetu

Cepsucam, paboTatoLlmm Ha dpoHTaNbHOM MalnHe, HeobxoauM AOCTYN K y3rnam C Lenbto
ynpaeneHusi rmnepen3opamm n nx MOHUTOPUHra, a Takke Ans nepemelleHns dannos oopasos.
[nsa aTon Lenu pekoMeHAyeTcs MCNoNb30BaThb BblAENEeHHY ceTb. KoHdurypaums cetu 3aBucuT

OT BblOpaHHOM MoAenu B COOTBETCTBUM C pasaernom 13|

Mpumep

Mpwn BbIGOpe cetn TMna «MocT» TpebyeTcs yCTaHOBUTL liNUX-MOCT 1 NOAKMOYUTL hr3n-
Yyeckoe yCTponcTBo K MocTy. [lanee npu onpegenenun cetn B OpenNebula ykasaTtb co3gaHHoe
coeguHeHune Trna «MocT»., Takum obpasom ans obecnevyeHns BO3MOXHOCTU CBA3N C (PU3NYECKNM
CeTeBbIM YCTPONCTBOM BUpPTyanbHas MaluvHa OyaeTt nogknioyeHa K AaHHOMY MOCTY. Tunosowm

y3en ¢ AByMA CeTAMU OOITKEeH MMETb iBa MOCTa B COOTBETCTBUU C PUC. @

L
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OpHa ceTb anga nyonuyHbix IP-agpeco, Hanpumep, nogknioveHHbix k ethO NIC, gpyras —
ANs YacTHbIX BUPTYyanbHbIx ceTen, Hanpumep, NIC eth1:
$ brctl show
bridge name bridge id STP enabled interfaces
br08000.001e682f02ac noethO
br18000.001e682f02ad noethl
MpnmedvaHumne. Hactponka cetn Heobxoauma TOSMbKO Ha y3rax. TOMHOe UMS pecypcoB
(br0, brl 1 T.4.) 3HAaYEHUsI HE MMEET, HO BaXXHO, YTOObI MOCTbI N ceTeBble KapTbl NIC nmenu

OOHO M TO Xe M4 Ha BCeEX y3nax.

10.6.1.5. KoHdurypaumsa xpaHmnuiya

B koHurypaumm OpenNebula no ymonyaHuio ans xpaHeHns obpasoB MCNosb3yeTcA
nokanbHoe XpaHunuiie ppoHTanbHOM MaLLMHbI, a ANns paboTbl BUPTyarbHbIX MalnH — foKasnbHoe
XpaHunuie runepen3opos. BoamMoxHO ncnonb3oBaTth Apyrne xpaHunuwia, Hanpuvep, Ceph, NFS,
LVM u 7. A. NMoppo6Hoe onncaHue 1cnonb3oBaHWs XpaHUnuLL NpueeaeHo B pasaene [12]

10.6.1.6. [lo6aBneHue y3na

Pernctpaums ysna, yctaHOBNEHHOrO Ha (ppoHTanbHOW MalluHe, Heobxoguma, 4TobbI
OpenNebula morna 3anyckaTb COOTBETCTBYHOLLUNE BUPTYasibHble MaluHbl. Pernctpaumio Mox-
HO BbINOMHUTL B rpaduyeckomM nHTepdence nonb3osarensa Sunstone unm yepes KOHCOSbHbIN
nHtepcenc Command Line Interface (CLI).

[Ho6aBneHue y3na 4yepe3 Sunstone

3anyctuTtb Sunstone. B MeHIo crieBa nepenTn K cnucky y3nos «Infrastructure — Hosts» n

HaXaTb KHOMKY [+] B COOTBETCTBUA C PUC. .
OpenNebula Hosts & oneadmin @ OpenNebula

Dashboard

Instances
Templates ID , Name Cluster RVMs Allocated CPU Allocated MEM Status
Storage

Network

Infrastructure

& Hosts

@ Zones
10 ¥ Showing O to O of O entries

System

Settings

Support
Mot connected

Puc. 35
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Beectn nms yana B none «Hostnamey, Hanpumep, node01 n HaxaTb KHonky [Create] B

COOTBETCTBUM C puc. [36]

OpenNebula Create Host & oneadmin @ OpenNebula

Dashboard m

Instances
Type Cluster
Templat
emplates VM v 0: default ¥

Storage
Network

Infrastructure

&= Clusters
& Hosts
@ Zones

System

Settings

Support
Mot connected

Puc. 36

BepHyTbcs k cnucky y3nos «Infrastructure — Hosts» 1 ybeautbes, 4To nepeknoyaTens
«Status» ansa npo6asneHHoro yana Haxoantcs B coctosiHum « ON». MIameHeHne cTaTyca y3na MoXeT
3aHaTb oT 20 0o 60 c. [1na oTobpaxeHns akTyanbHON MHPOPMaLMKU Ha TEKYLLMI MOMEHT TpebyeTcsa
BbINOMHUTL OOHOBMNEHWE CTPaHULbI LLENYKOM FIEBOW KHOMKWU MbILLM MO COOTBETCTBYIOLLEN KHOMKE

Kak nokasaHo Ha pwc. [37]
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OpenNebula Hosts & oneadmin @ OpenNebula

Dashboard
Instances

Templates ID v Name Cluster RVMs Allocated CPU Allocated MEM Status

Storage 2 nade default 0 0 /400 (0%) S G

Network 10 ¥ Showing 1to 1 of 1 entries 1

Infrastructure

& Clusters ltotau 1on OQorr  Oerror
& Hosts

@ Zones

System

Settings

Supporl

Pwuc. 37

Ecnu coctosiHme y3na «ERR» Bmecto «ON», To He06x04MMO NpOBEPUTL COAEPKAHNE
danna /var/log/one/oned. log. Hanbonee BepoATHOM NPUUYMHON OLWINOKK siBNsieTcs npobne-
Ma c ssh.

[No6aBneHue y3na 4yepe3 CLI

Ha cdpoHTanbHOM MallMHe OT UMEHU Nonb3oBaTens, BXOASALEro B rpynnbl astra-admin
M astra-console, BbINONHUTbL CReayOLLYI0 KOMaHOy:
$sudo onehost create <node0l> -i kvm -v kvm

MpoBepuTb Ao6GaBNEHHbIV y3en C NOMOLLLI KOMaHAbI:
$sudo onehost list
ID NAME CLUSTER RYM ALLOCATED_CPU ALLOCATED_MEM STAT
1 localhost defaultO - -int

B BbiBoAe pesynbrarta BbIMOMHEHNS KOMaHAbl CMMCOK YCTAaHOBMNEHHbIX y3noB. [lobaBneHune
yana 3anmert ot 20 go 60 c:

$Ssudo onehost list

ID NAME CLUSTER RYM ALLOCATED_CPU ALLOCATED_MEM STAT
0 node01 defaultO 0 0 / 400 (0 %) OK / 7.7 G (0 %) on

Y6enutbces, 4To napameTp y3na STAT HaxoAUTCA B COCTOSIHUMM on. Ecnn ykaszaHo cocTo-
siHMe y3na err, TO HeOBXOANMMO NPOBEPUTL copepXaHue danna /var/log/one/oned. log.
Hanbonee BeposaTHOM NpnynHOM OWMOKM aBnsieTcs npobnema c ssh.

10.6.1.7. UmnopT BUpTYyarnbHbIX MawWWH

MmnopT paboTalowmx B TEKYLUMA MOMEHT BUPTYarbHbIX MallWH MOXHO BbINOMHATL B

nto6oe BpemMsi. PyHKLMIO Takke BO3MOXHO MCMOMb30BaTh A1 NPOCMOTpa paHee pa3BepHyTbIX B
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OpenNebula BupTyanbHble MaLUNHBI.
10.7. XpaHunuiie faHHbIX

[na xpaHeHust o6pa3oB gmMckoB BUpTYyanbHbIX MawunH OpenNebula ncnonesyet xpaHu-
nuwa gaHHbIX. XpaHmnuuie gaHHbIX — 3TO Nob0oM HOCUTENb AaHHbLIX C NOAAEPXKKON CeEpBEPOB
SAN/NAS. K kaxxgomMy XpaHUnuLly AaHHbIX OMmKeH obecnevmBaTbCs 4OCTYN Yepes PpoHTanbHY0
MawmnHy ¢ nomowbio TexHornornm SAN/NAS nnbo vyepes cucteMy XxpaHeHUss aHHbIX C NPAMbIM
NOAKITHOYEHNEM.

Mpn pasBepTbiBaHMM BUPTyarbHOM MallWHbLI ee 0bpa3sbl NepedatnTcs U3 XpaHunuwia
AaHHbIX Ha y3nbl. B 3aBMCMMOCTN OT MCMOSIb3yEMOWN TEXHOMNOMMN XpaHeHUst OaHHbIX 06pasbl
nepenarTcs NyTeM KOMMPOBaHUSA, NO CUMBOSIbHOM CCbISIKE UKW NyTeM ycTaHoBKM Toma LVM
(ynpaBneHue nornyecknmm Tomamm).

Xpanunuuwe aaHHbix OpenNebula nogpasgendercsa Ha Tpy TUNa XpaHUnNuL;:

- Xpanunuue obpasos (Images Datastore) — ncnonb3yercsa ona xpaHeHUss BCEX 3aperu-

CTpUpOBaHHbIX 06pa3oB, KOTOpble MOTYT UCNONb30BaTbCA Afs co3gaHus BM, onvcanue

[aHHOro TMna xpaHunuvwa npusegeHo B [12.1}

- cuctemHoe xpaHunuule (System Datastore) — ncnonb3dyetca onsa XxpaHeHUs ANCKOB

BMPTYyaribHbIX MalVH, paboTaloLwmx B Tekywmin momeHT. Obpasbl AMCKOB NepemMeLLatoTcs,

WNW KNOHWPYIOTCS, B XpaHWUnuLLe obpasoB unmn n3 Hero Npu passepTbiBaHUN U OTKIHOYEHUN

BMPTYanbHbIX MaLlWH, NPU NOACOEANHEHNN UNN (PUKCMPOBAHUM MIHOBEHHOIO COCTOSIHUSA

AWNCKOB;

- xpanunuwe cdannos n agep (Files & Kernels Datastore) — ncnonesyetca ansa xpaHe-

HUSA 0BbIYHBIX dhannos. Pannbl MOryT MCMOMBb30BaTLCS Kak sapa kernels, nceBgognckm

ramdisks nnu dannbsl koHTekcTa. OnucaHne 4aHHOro TMna XxpaHunuiia npmeeaeHo B |12.2,

OLHMM 13 OCHOBHBbIX CMOCOBOM yNpaBreHNsa XpaHUNnLLEM OaHHbIX SBNAETCS orpaHuye-
HWe XpaHunuLLa, AOCTYMHOro Ang nonb3oBaTtenen, nyteM onpeaerneHns KBOT No MakCuManbHOMY
KONUYecTBY BUPTYyarnbHbIX MalUMH, a Takke MakCumManbHOro ob6bema aHepro3aBUCMMON NaMSATH,
KOTOPbIN MOXET 3anpoCcuTb Nornb3oBatenb, N obecrnedYeHnss 4OCTaTOMHOro NPOCTPaHCTBa XpaHe-
HWSA CUCTEMHbIX JAaHHbIX 1 06pa3oB, OTBEYalLWero npeaenbHbIM YCTaHOBNEHHbIM KBOTaMm. [pu
HeobxoaumocTn OpenNebula no3sonseT agMuHUCTpaTopy 406aBNATbL XpaHUIULLA CUCTEMHbIX
AaHHbIX 1 06pa3oB.

MpumedaHue. [1o ymonyaHuio XxpaHunuila AaHHbIX U CUCTEMA HAaCTPOEHbI Ha UCMOSb-

30BaHue hannoBon CUCTEMbI C ApanBepamMu nepegaym ssh.
10.8. OpraHusauums cetu

[ns obecneyeHns HaOeXHOCTN 06na4YHon NHAPACTPYKTYPbl BO (PPOHTANbHON MalLUHE

(ny6rinyHOM 1 cepBUCHON) AOMKHbI BbITb YCTAaHOBMEHLI ABE UIM TPU CETEBbIE NNaThbl (B 3aBUCUMO-
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CTM OT CEpPBEPHON HYacTn MOXET NoTpeboBaTbCA AOCTYN K CETU XPaHEHNS AaHHbIX).

B kaxxgom ysne BMpTyanusaumm B 3aBMCUMOCTU OT KOH(pUrypaumm XxpaHmnuiia n cetm
AOSMKHO ObITb YCTAHOBIEHO A0 YETbipex CEeTEBbIX NMaT: ANsi NpMBaTHOMW, Ny6GrMYHON, CEPBUCHOMN
ceTen N CeTN XpaHeHUs OaHHbIX.

OpenNebula obecneunBaeT aganTupyemyro 1 HacTpanBaemMmyro NOACUCTEMY CETU ANS
MHTerpauumn KOHKPETHbIX ceTeBbix TpeboBaHun cyulectsytowmnx LIOXI. Tak ke Heobxoanmmo
Hann4yne MUHUMYM OBYX Pas3fMYHbIX PU3NYECKUX CETEMN:

- cepucHas cetb (Service Network) — ncnonbayetcs cepmcamm poHTanbHON MaLUUHbI

OpenNebula gnsa obecnevyeHns 4ocTyna K y3nam € Uenbto ynpaBneHns 1 MOHUTOPUHIa

rMNepBM30pPOB U nepemMeLleHns dannos obpasos;

- ceTb ak3emnndapos (Instance Network) — obecneunBaeT BO3MOXXHOCTb CETEBOIO Nog-

KNIOYEHUS K BUPTYarnbHbIM MallMHaM Yyepes pasnuyHble y3anbl. [na addekTUBHOro pas-

BEPTbIBaHWS BUPTYarnbHbIX MallWH, cnegyeT co3aaTb OO4HY UM HECKOMbKO (PMU3NYECKMX

ceTen.

AomunuctpaTtop OpenNebula MoXeT COOTHOCUTb OAMH M3 CrieayloLlnx ApanBepoB C
KaxablM y3roMm:

- dummy — ncnonb3yeTcsa N0 yMONYaHMo, He BbIMNOMHSAET CETEBbIX Onepauun, npasuna

MEXCETEBOIO 3KPaHNPOBAHUSA UTHOPUPYIOTCS;

- fw — npaBuna mMexceTeBOro aKpaHNMPOBAHUA NPUMEHSIIOTCH, HO U30NALMS CETEBOrO

COeQVHEHNS UTHOPUPYETCS;

- 802.1Q — orpaHuymnBaet ceteBoun goctyn Yyepe3 VLAN-TermpoBaHue, anga vyero tpebyet-

Csl NoaAepKka annapaTtHbIX nepeknovaTenen;

- ebtables — orpaHuumnBaet ceteBon goctyn no npaesunam Ebtables. Ocobasa koHdurypa-

LM annapaTHbIX cpeacTB He TpebyeTcs;

- ovswitch — orpaHn4MBaeT ceTeBor AOCTYN C NOMOLLLK NPOrpamMmMHOro KommMmyTaTopa

Open vSwitch (OVS);

- vxlan — cermeHTUpyeT VLAN B M30NMpOBaHHbIE CETU C MOMOLLbIO NPOTOKOSIa UHKarncy-

naumn VXLAN.

Mopsidok HacTponku ceTn onucaH B pasaene [13]

10.9. AyteHTnudmkaumusa

[ns obecneveHns goctyna k OpenNebula nogaepxuBatotca ALD-ayTeHTMdurKaums.
10.10. OTKa30yCTOMYMBOCTb BUPTYyaribHOW MaLUUHbI

B OpenNebula nHterpmpoBaH mexaHuam (Moaynb) obecneyeHns otkasoyctonymsoctn BM
C COXpaHeHneM MaHAaTHbIX U ANCKPETHbIX aTpubyToB Be3onacHOCTH.

[ns paboTbl Mogynsa HeobxogMmo cobniogeHne criegyrowmnx yCrnoBumn:
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- HanuMume B Knactepe MUHMMYM OBYyX pabounx y3noe BUpTyanusauuu;
- obuee xpaHunuwe guckoB BM, goctynHoe Ha Kaxgom m3 y3nos;
- nogaepkka co CTopoHbl y3noB TexHonoruu IPMI. JavHble ansa astopusaumm no IPMI

OOMKHbI ObITb yKa3aHbl B HACTPOWKaXxX KaXX4oro yana BMpTyanusaumm B COOTBETCTBUN C

puc. [38]

% & Dbrestadmin2 @ OpenNebula
OpenNebula Host 1 astrat6-vir.m.dom

pasons A ===E=E= 0

Instances
il L ] =] w

Templates Info Graphs s Vilds Zombies
Storage
Network Information Capacity
Infrastructure D 1 Allocated Memory OKB / 2.9GB (0%)
= —
& Clusters Name astral 6-virt.m.dom £ Allocated CRU 0/ 200 [0%)
& Hosts _

Cluster default = e o
@ Zones Real Memory — 570.7MB / 2.9GB (32%)

State MONITORED .

Real CPU 8/ 200 (4%)
System IM MAD kvm
Settings VI MAD kvm Datastore 1D Capacity
0 5.2GB / 12.7GB (41%)

IPMI

IP =

Username =

Password R =

Check connection

Puc. 38

- ana BM gomkeH 6bITb YCTaHOBMEH Npu3Hak oTkasoyctonymeoctn (High Availability) B

cooTBeTCTBUM C puc. [39]

1 # r & brestadmin2 @ OpenNebula
OpenNebula VM 1 taylinux - kvm-1 POWEROFF

—_— («=]cQgelr]o-]c-]=-J: ]

Instances
sz= ] = =] = Q = ks o 0 B
&2 VMs Info Security Capacity torage Network Snapshets P —.—.— Conf Template Log
o Services
2 Virtual Routers Information
Templates
5

Storage A k
Network R 4
Infrastructure D 1
= Clusters B

Mame ttylinux - kvm-1 (E4
£ Hosts
Q@ Zones State POWEROFF

LCM State LCM_INIT

em
Syt Host astralg-virt m.dom
Settings —
| High vailability Yes = |

P =

Start time 11:15:41 14/08/2018

Deploy ID one-1

Reschedule no

Puc. 39
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B npouecce pabotbl mogyns:

- OpenNebula nonyyaet curHan o HemcnpaBHOCTY y3na BUpTyanuaauum;

- CYMTBbIBAETCS CMUCOK 3anyLUeHHbIX Ha HeucnpaBHoM y3ne BM ¢ yctaHOBREHHbIM npu-
3HakoM oTkasoyctonumsocTu (High Availability);

- CUMTBIBAKOTCA COXpaHuBLUMECst aTpubyThl 6e3onacHocTy BM (MaHgatHast meTka u ums
nonb3oBarensi, 3anycTUBLUEro BUPTYyarnbHY MallVHYy) 1 NPOU3BOAUTCS ee nepesanyck Ha

paboyem yane.
10.11. JononHuTenbHbIe KOMMOHEHTbI

lMocne yctaHoBKM K 3anycka obnaka OpenNebula moxHO ycTaHOBUTL cnegytowme gonorn-
HUTENbHbIE KOMMNOHEHTbI:

- npunoxerHnsa Multi-VM n Auto-scaling (aBTomacwtabupoBaHue): OneFlow nossonser
nonb3oBartensam 1 agMUHUCTpaTopam ornpeaensaTb, BbINOMHATbL U OCYLLECTBIATb ynpas-
neHne MHOroypOBHEBLIMU MPUNOXEHUAMU UK cepBUCaMN, COCTOSALMMU U3 B3anUMO-
CBSI3aHHbIX B YaCcTu pa3BepTbiBaHUS BUPTYyaribHbIX MawuH. B 4actn passepTbiBaHUA 1
ynpasreHus Kaxxaas rpynna BUpTyanbHbIX MalUVH SBNSETCA eANHbIM OObEKTOM, NOMHO-
CTbIO UHTErpMpoBaHHbLIM B AOMNOSTHUTENBHOE YrpaBreHue nonb3osBaTenamMmv n rpynnamMmm
OpenNebula;

- Application Insight (AHanunsatop npunoxenun): OneGate no3BonsieT rocTeBbIM NOMb30-
BaTensiM BUPTYyasnbHbIX MalWH OTNPaBMATb KOHTPONbHY Hpopmaunto B OpenNebula.
Monb3oBaTtenn n agMMHUCTPaTOPbI MOrYT UCNOMNb30BaTh ero Anga cbopa nokasarenen,
onpegeneHns npobnem B CBOUX NPUITOXEHMSAX U akTUBaLUW NpaBun aBTomacluTabupoBa-

Hus OneFlow.
10.12. YnpaBneHue nonb3oBaTensamMmu

[nsa ynpaBneHnsa nonb3oBatenammn Ha ocHoBHOM y3ne OpenNebula ncnonb3yeTtca MHCTpY-
MEHT KOMaHOHOW CTPOKN brestuser.

BHUMAHMUE! [Mpn paboTe ¢ gaHHbIM MHCTPYMEHTOM KOMaHOHOW CTPOKM Heobxoammo,
4yTobbI BCe y3nbl knactepa OpenNebula 6611 B pexxume online. Bce BbI30BbI 4OMKHbI OCYLLECTB-
NATbCA Nonb3oBartenem, obnagatowum npasamu agMmMHUCTparTopa.

[ns npocmMoTpa cnucka AOCTYMNHbIX KOMaH4 UHCTPYMEHTAa BbIMOSTHUTD!
$ sudo brestuser help

I'Iepequb OCHOBHbIX KOMaHa UHCTpYMeHTa brestuser npuBedeH B Tabnuue @]
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Komanpa

OnucaHue

create <uMsA_NOJIb3OBaATEJIA>

CospaHuve nonb3osatensi. KomaHga AoMmKHA BbIMOMHATHCS OT MMEHM
agMuHUCTpaTopa

passwd <uMs_IOJIL30BaTEJNIA>

NameHeHne naponsa CyuecTtByroLllero nonb3oBarend

del <umsa_nosnb30BaTeJIsA>

YaaneHue CyLecTBYOLLEro Nonb3oBartens u3 CUCTEMbI (B TOM YMcne
N3 KOHTpOrfiepa AoMeHa)

list MpocmoTp  cnncka  3apermcTpMpoBaHHbLIX — MOb30BaTerNen
OpenNebula
sync CurHXpOHU3aumMsa nosb3oBaTenei ¢ yanamm knacrtepa.

BHUMAHMUE! KomaHay crneayeT BbINOMNHATL KaXabln pa3 nocre
AobaBneHus HOBOIO y3ra B Knactep ANns NpeaocTaBneHus cylle-
CTBYHOLLUMM MONb30BaTENAM AOCTYNa K HOBOMY y3ny. Mo ymonyaHuio
CYyLLeCTBYHOLLME MONb30BaTENN HE UMEIOT JOCTyna K 4obaBnseMbIm
y3nam.
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11. OCOBEHHOCTW HACTPOWKHU Y3JA

11.1. TpeboBaHuA

Mo BO3MOXXHOCTN HEOBX0AMMO UCNoNb30BaTh Virtio Ans cetu (B cnyyae, ecnu He UCnorb-
3yeTcs MaHgaTHOe ynpasrneHMe Joctynom) n guckos. MIHopmaums o virtio npmuesegeHa B(11.3.3|
[MpuMeHeHne aMynNMPOBaHHbIX annapaTHbIX CPeaCTB AN CETU U OUCKOB OKasblBaeT BNUSAHME Ha
NPON3BOANTENBHOCTb N HE PacKpbIBaAeT BCe MMetoLmnecs (OyHKUMOHaNbHbIe BO3MOXHOCTU. Hanpu-
Mep, ecrniv He ucrnornbayeTtcs virtio ana gpanBepoB ANcKa, HEBO3MOXHO NPEBLICUTL OrpaHNYeHNs
no HeGOMbLIOMY KONMYECTBY OMCKOB, NOACOEONHEHHbIX K KOHTPOSNEpPY, U OHO He OEeNCTBYET, noka

paboTtaet BM (nogkntodeHune amncka 6e3 BbIKITHOYEHUS).
11.2. HacTtpownka

11.2.1. Hactponka KVM

Maketbl OpenNebula BbinonHsT HacTponky KVM aBTomMaTnyecku.

11.2.2. lpanBepbl
Opaneep KVM B OpenNebula nogkntoyeH no yMonyaHuio.

11.2.3. luHamnyeckoe nepemMeLleHue ANa ApYyrux napameTpoB K3LWMPOBaHUA

B cnyyae ucnonb3oBaHUs AUCKOB C YCTAHOBKOW KAlLa, OTAIMMHOM OT «nonex», MoryT
BO3HUKHYTb TPYAHOCTU C AMHAMWYECKUM nepemMeLleHneM B 3aBUCUMOCTU OT Bepcun libvirt. lNe-
pemMeLlleHne MOXHO akTuBupoBaTb, oOaBMB napametrp --unsafe K koMaHge virsh. Heob-
xogumo B (panne /var/lib/one/remotes/vmm/kvm/kvmrc pacKOMMEHTUPOBATb CTPOKY
MIGRATE_OPTIONS=--unsafe 1 3aTeM OT UMEHWN afMUHUCTPATOPA BbINOSIHUTL KOMaHAY:

sudo onehost sync --force
11.3. Ucnonb3oBaHue

11.3.1. CneumnanbHble onuuu KVM
B tabnuue npuBeaeHO onncaHme OCHOBHbLIX MapaMeTpoB LABNOHOB, XapakTepHbIX
ans KVM.

Taobnuuya 10
MapameTp Onucanune
YcTtponcTteo DISK
TYPE Onpepgenser Tun HocuTens, Bblgensemoro Anss BM. Bo3moxHble 3HaveHus: disk

(no ymon4yaHuio), cdrom unn floppy. CooTBEeTCTBYET 3HAYeHUO0 media napameTpa
—-driver KOMaHObl kvm

DRIVER OnpegensieT chopmat obpasa ancka. BoaMoxHble 3Ha4yeHus: raw, gcow2. COOTBETCTBYET
3HayeHuo format napameTpa -driver komaHabl kvm
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OkoHyaHue mabnuusi 10

MapameTp OnuncaHue

CACHE YKkasbiBaet OI'ILI,I/IOHaJ'IbeI17I MeXaHU3M K3LLMpoBaHUA. Bo3moXxHble 3Ha4YeHus: default,
none, writethrough n writeback

I0 YcTaHaBnvBaeT NonuTUKy BBoAa/BbiBoga. BoaMoxkHble 3HaYeHusi: threads n native

YcTponcTteo NIC

TARGET Mwms tun ycTporcTtia, cosgaHHoro ang BM. CooTBeTCcTBYeT 3Ha4YeHuto i fname napameTpa
-net KOMaHObl kvm

SCRIPT Nms ckpunta 060M04KM, KOTOPLIA JOMMKEH BbIMOMHATLCA NOCMe co3daHus tun ycTponcTea
ana BM. CooTBeTCTBYET 3Ha4YeHUIO script napamMeTpa —-net KOMaHAbl kvm

MODEL AnnapatHble cpeacrtea Ethernet, KOTOpble HeobxoaMmo AMynupo-
BaThb. Cnucok OOCTYMHbIX mMoaenemn MOXHO Nony4YnTb KomMaHzom

$ kvm -net nic,model=? -nographic /dev/null

FILTER Onpenendet npaBuno unestpaumm cetn ans nHtepdgenca. Libvirt BknovaeT B ceba
HeKkoTopble NpeaBapuTENbHO 3afaHHbIe NpaBuna, Hanpumep, O4YUCTKU Tpadmka, KOoTopble
MOryT ucnosnb3oBaTbcsi. CNMCOK NpaBusii B CUCTEME MOXHO MPOCMOTPETb KOMaHAoW
$ virsh -c gemu:///system nwfilter-1list

11.3.2. 'pachmnyeckas nogcmucrema

Libvirt 1 KVM npu KoppeKkTHOM HacTponke moryT pabotatb ¢ npoTtokoniom SPICE. [ns ero
Bbl6opa Heobxoammo gobaBuTb B pasgen GRAPHICS napameTp:
TYPE = SPICE

Mcnonb3oBaHne SPICE obecneumBaeT Takke nogady apaviBepoM KOHKPETHOW KOHduMrypa-
LUUKW NS AaHHbIX MalnH. HacTponkn MOXHO M3MeHUTb B KOH(UrypaumoHHoMm danne gpansepa

(nepemeHHas SPICE_OPTIONS).

11.3.3. Virtio

Virtio saBnsieTca openmBopkoM BUpTyanusaumm seoga-sbisoga B KVM. [Ans «roctay» no-
TpebyeTcs aapo linux ¢ gpansepamu virtio. [1na ncnons3oBaHusa gpaneepa virtio Heob6xogmmo
nobaBnTb K CreayroLwmm YCTPONCTBaM COOTBETCTBYIOLLME NapaMeTpbl U UX 3HAYEHUS:

- DISK — gobaBuTtb napameTp DEV_PREFIX="vd";

- NIC — go6aBuTb NnapameTp MODE="virtio".

11.3.4. N'opsvee noakntovyeHne/oTknroyeHue Disk/NIC

KVM nogaepxuBaet ropsiduee nogknioveHue K virtio n wmHam SCSI. Cnocob nogkntoyeHus
Ancka onpegensieTca 3HayeHnem napametpa DEV_PREFIX wabnoHa aucka, Hanpuvep:

- DEV_PREFIX=vd — ropsiiee nogkroyeHue K virtio (pekomengyercs);

- DEV_PREFIX=sd — ropsdee nogkrnodeHune Kk SCSI (no ymonyaHuo).

Mpu nepegadve napameTpa TARGET BMeCTO DEV_PREFIX NPUMEHSAIOTCH Te Xe npasuna
(T.e. OpenNebula co3pgaeT TARGET Ha OCHOBaHUM DEV_PREFIX, ecnv TARGET He npedocTaBns-

ercs).
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HacTpownku ansa tuna kawa no yMornyaHuio Ang BHOBb NMOAKMIOYEHHbIX ANCKOB BbINOSHA-
toTcA B panne /var/lib/one/remotes/vmm/kvm/kvmrc
DEFAULT_ATTACH_CACHE=none

B otHoweHun auckoB n NIC, ecnu rocteson OC BupTyanbHon MawwmHbl sernsietca OC
cemencTBa Linux, rocTio Heo6xoaMmMo 04HO3HAYHO yKasaTb Ha He0BXO4MMOCTb MOBTOPHOMO NpPo-
cMmoTpa WwuHbl PCIl. 3To MOXHO caenaTb nNyTeM BbIMNOMHEHUS crefyowen KoMaHabl ¢ npaBsaMu
afiMUHUCTparopa:

# echo 1 > /sys/bus/pci/rescan

11.3.5. NMoakniovyeHne QEMU Guest Agent

QEMU Guest Agent obecneunBaeT BO3MOXHOCTb B3anmogenctausa ¢ rocteson OC. [Ans
OTMPaBKX M NONyYeHMs KOMaHA OaHHbIN areHT UCMoNb3yeT nocneaoBateNnbHoe coeguHeHue virtio.
OH noseongeT 3adumkcmpoBaTb hannoByrd CUCTEMY A0 BbINOSTHEHNSA CHUMKA, NPU 3TOM B CHUMKE
He ByaeT 60MbLIOK YacTh 3anUcaHHbIX AaHHbIX. Pukcauma annoBo CUCTEMbI BO3MOXHA TOMbKO
c gpaneepamun xpaHunuw, Ceph n qcow2. HeobxogmmbiM yCnoBMEM WUCMONb30BaHUA areHTa

SBNSETCA YCTaHOBKA NakeTa gemu-guest-agent BHyTpu rocteson OC.

11.3.6. UMnopT BUpTyaribHON MaLUUHbI
BupTtyansHas mawwuHa, pabotatowasa Ha runepsusope KVM, kotopas He Obinia 3anyuieHa
yepe3 OpenNebula, moxeT 6bITb UMnopTnpoaHa B OpenNebula. Npu 3Tom B Xxooe nmnopta

Oyaet cosgaH knoH BM, a opurmHan octaHeTcss HEM3MEHHbIM.
11.4. YnpaBneHue xoctamu no IPMI

YTunuta ipmitool CAYXWT Ons ynpasrneHust xoctamu rno npotokony IPMI. B 60nbwnH-

CTBE CNny4yaeB BbI30B ipmitool MMeEET crieayowmn opmar:

ipmitool [<omuum>] <xoMmaHma>

Mpumep
ipmitool -I lanplus -H 192.168.17.12 -U USER -P PASSWORD chassis power off
ipmitool -I lanplus -H 192.168.17.12 -U USER -P PASSWORD chassis power on
ipmitool -I lanplus -H 192.168.17.12 -U USER -P PASSWORD chassis power reset
rae 192.168.17.12 — IP-agpec IPMI-uHTepdenca;
USER — nonb3oBaTernb;

PASSWORD — naporb.

YKasaHHble KOMaHAbl NO3BOMSAOT BbIKMHOYNTL, BKITHOYNTL, U nepes3arpy3ntb cepBep COOT-
BETCTBEHHO.

Bonee nogpobHoe onucaHne yTunuTbl NpusBeaeHo B man ipmitool.
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12. YCTAHOBKA OTKPbITOINO OBJIAYHOIMO XPAHUITULLA

12.1. XpaHunuuwe obpasoB

B 3aBucMmocTn OoT 6a30BON TEXHOMOMMN XpaHeHUAd pas3rnmyaroT cneayrwime Tunbl XpaHu-

nuu obpasos:

- Filesystem — xpaHunuiue gaHHbIX hainoBon cuctTeMbl A4S XpaHeHnst obpasoB B opme

danna;

- LVM — xpaHeHue obpa3soB B normyeckux tTomax LVM (MeHemxep normyeckmx TOMoB);

- Ceph — xpaHeHune 06pa3oB ¢ NomoLLb BoYHbIX YyecTponcTs Ceph;

- Raw Device Mapping — npsimoe nogkntoyeHnne kK BM cyliecTByroLmnx 6roYHbIX YCTPOUCTB

B y3nax;

- iISCSI-Libvirt Datastore — goctyn k yctponcteam iSCSI| 4yepe3 BCTPOEHHYO NOAOEPXKKY

QEMU.

O6pa3sbl gUCKOB NepeparnTca Mexay XpaHunuwem o6pa3oB N CUCTEMHBLIM XPaHUIULLIEM C

nomoLLbto apansepoB nporpammHoro obecnevenus (M0) Transfer Manager (TM). 3Tn gpaviBepsbl

npeacrtaBnAaroT cobon cneyunanbHble anemeHTsl 10, KOTOpPbl€ BbIMOJIHAKOT HU3KOYPOBHEBLIE Olne-

paunn xpaHenus. B Tabnuue [11] npuBegeHo onucaHne OOCTYNHbIX METOAOB Nepeaayn AaHHbIX

ANS XpaHunuLLa Kaxkaoro Tuna.

Tabnuuya 11
MeTogbl nepegayn gaHHbIX Me XpaHnnuLeM obpasoB U CUCTEMHbIM
XpaHunuie A pedaun 4 KOy Xp il P
XpaHunuiiem
shared — o6pasbl 3KCNOPTUPYHOTCA B COBMECTHO MCMNOMb3yemMyto haiinoByto cucte-
: my;
Filesystem y
sh — obpasbl KONUPYTCA C NOMOLLBLIO SSh-NpoToKoNa;
qcow2 — aHanornyHo shared, Ho ansa dannos gopmara gcow?2
ceph — Bce ob6pas3bl akcnoptTupytotca B Ceph-nynebl;
Ceph shared — sHeprosaBucumeble (volatile) n koHTeKkcTHble (context) onuckK, akcnopTUpy-
eMble B COBMECTHO ucnonb3yemyto cdarnnosyto cuctemy (shared FS)
LVM fs_lvm — obpasbl, aKCnopTMpyemble B COBMECTHO UCMONb3yeMyto dhaifioByto CUCTe-
MY, HO pasrpyxaemble B LV
Raw Devices dev — oOpas3bl NpeacTaBnAlT cO00N CyLecTBYOLME BoYHbIE YCTPONCTBA B y3rax
iISCSI libvirt iscsi — obpa3bl NpeacTaBnsalT cobor koMnoHeHTbl iISCSI target

12.1.1. XpaHnnuiie aaHHbIX hannoBon CUCTEMbI

XpaHunuue AaHHbIX dannoBon cMcTeMbl NO3BONSIET XpaHUTb obpasbl BM B Buae danna.

PekomeHOyeTCs MMeTb HECKOSbKO XpaHUNUL, AaHHbIX (dannoBon CUCTEMBI ONS:

- pacnpepnerneHnd onepauvu7| BBOAa-BbIBOOa MeXAY cepBepaMn XpaHEHUA OaAHHbIX;

- UCNOJIb30BaHNA Pa3fmIMYHbIX XpaHUNUL, ANnA pasfiMyHbIX Y3I10B KrnacTtepa,
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- NMPUMEHEHNSA Pa3NIMYHbIX PEXMMOB Nepeaayn AaHHbIX B pa3nMyHble 06pasbi;

- MPUMEHEHNs pasnuyHbiXx SLA-NONUTUK, Hanpumep, pe3epBUpoOBaHUs, K pasnuyHbIM

Tunam BM vnn nonb3oBaTtensm;

- pnobaBneHnst HOBOro XpaHunuiia k obnaky.

12.1.1.1. Cxema xpaHunuLia AaHHbIX

O6pas3bl COXpaHATCS B COOTBETCTBYHOLLNN KaTanor XpaHunuwia
(/var/lib/one/datastores/<datastore_id>). [Ona kaxgon paboyen BM cywecTBy-
€T KaTarnor ¢ Ha3BaHMeM Mo NnaeHTUKaunoHHomy Homepy BM B COOTBETCTBYHOLLEM CUCTEMHOM
XpaHunuile. B gaHHbIX KaTanorax cogepxarcs anckn BM 1 gononHuTtensHble doansbl, Hanpumep,
drannbl KOHTPOSbHbLIX TOYEK U dhansibl CHUMKOB.

MpumevyaHue. CtaHgapTHbI NyTb AN /var/lib/one/datastores MOXHO n3Me-
HUTbL B panrie oned. conf yepes onumo HacTpomkm DATASTORE_LOCATION.

Pexumbl nepegaym Shared n Qcow?2

[pansep coBmecTHOoM nepenayn (shared transfer driver) npegnonaraet, 4To XpaHunuuie
YCTaHOBJIEHO Ha Bcex y3nax knacrtepa. Kak npaBuno, aTo JOCTUraeTcsi C NOMOLLbIO pacnpeneneH-
Hon dharnoBoun cuctembl (distributed FS), Takon kak NFS.

Mpwu cosgaHun BM ee gucku (dannsl disk. i) KONMpyHOTCA B COOTBETCTBYHOLMI KaTanor
CUCTEMHOro XpaHunuuwia. [JaHHble dannosble onepawmm Bcerga BbIMNOMHAKTCA y4aneHHOo Ha y3ne
HasHaueHus (cm. puc. [40).

Hosts
Image Datastore
.1
(100) $DATASTORE_LOCATION/
—0/
— 7/ Symbglik Link
disk.0
SAN/NAS disk.1
—16/ Copy
100/
mms OpenNebula front-end 67169947
Ivallib/one/datastores ——4b2cda93 N
o/ L Image operations (In, cp...)
are performed in the host
— 7/ not in the front-end
—16/
100/
— 67699d7
——4b2cda93
—— 808bdfcb

Puc. 40

[aHHbIn MeToa Nepefaymn cokpallaeT Bpems passepTbiBaHus BM n obecneumBaeT BO3-
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MOXXHOCTb ANHamMmyeckoro nepemMelleHns. OgHako BO3MOXHO CHUXXEHME MPOU3BOANTENBHOCTU
BUPTYyarnbHbIX MAaLLWH, €CNU BUPTYanM3npoBaHHbIe CNYXObl OKa3blBalOT UHTEHCUBHbIE Harpy3Kku
Ha ANCK. OTO OrpaHMyYeHne MOXHO NPeoaoneTb NyTeMm:

- UCMNOMb30BaHUSA CepBEPOB C PasfnUyYHbIMU (PaNNOBbIMU CUCTEMAMWN AN XPaHUINLL

o6pa3oB ¢ pacnpegeneHneMm akTM4eckom NponyckHOM CNocoBHOCTM NOACMCTEMbI BBOAA-

BbIBOAA;

- anbTepHaTMBHOIO UCMOSIb30BaHUA SSh-CMCTEMHOro XxpaHunuiia, npu KOTopom obpasbl

KOMMPYIOTCA NOKanbHO Ha KaXabln y3ern,

- HaCTPOWKN UIun ynyylleHus cepBepoB (pannoBbIX CUCTEM.

Pexum nepepaumn SSH

Mpu gaHHOM pexrMe nepefayn CUCTEMHOE XpaHunuLe pacnpegenserca mexay y3namu.
[panBep nepegaym ssh ncnonb3yert nokanbHOE XpaHUMWLLE Y3NoB ANsl pa3MeLleHus obpasos
paboTaloLmx BUpTyanbHbIX MalwnH. Bnocneacteum Bce onepaumm BbINOMHAKTCA JIOKanbHO, HO
obpasbl Bcerga HeobxoaMmMo KonupoBaTb Ha y3nbl. [aHHbI ApaniBep Takke npegoTBpallaeT

1cnonb3oBaHe QUHaAMUYECKUX NepeMeLleHnin mexay yanamm (cm. puvc. [41).

Hosts
—
W= OpenNebula front-end $DATASTORE_LOCATION/
/vallib/one/datastores ‘_ 0/
—0/ —7/
7 SSH Copy > — disk.0
16/ : — disk.1
100/ Dlrggr:tt:ch 16/
| 6769947 L
——4b2cda93
— 808bdfcb

Image Datastore (100)
Puc. 41

12.1.1.2. YctaHoBKa ppOHTarIbHON MaLUUHbI

Mepen ycTaHoBKOW (hpOHTanNbHOM MalLMHbl TpebyeTcss NOAroTOBUTL NaMATb ANS:

- XpaHunuw, ob6pa3sos;

- CUCTEMHbIX XpaHUNuLy,

Pexumbl nepegaym Shared n Qcow?2

CmMoHTMpoOBaTb Katanor xpaHunuuwa obpas3oB Ha (PpOHTanNbHOW MalliMHe Mo agpecy
/var/lib/one/datastores/<datastore_id>. Ecnun BCce XxpaHunuiia 0gHOro Tuna, MoXXHo

CMOHTMpOBaTbL BeCb Katanor /var/lib/one/datastores.
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BHUMAHMUE! [Ina ¢ppoHTaneHOM MalmHbl HEO6X0ANMMO CMOHTUPOBATbL TONBKO XPaHWUIK-
La obpasos.

Onsa moHTMpoBaHua NFS-TomoB pekomeHayloTca onuuu soft, intr, rsize=32768,
wsize=32768, no _root_ squash.

Pexum nepeaaun SSH

Y6eantbces, 4To B pasgene /var/lib/one/datastores AOCTAaTOMHO MecTa AN XpaHe-
HUS 06pa3oB M OUCKOB OCTAHOBIMEHHbIX N HE Pa3BEPTbIBAEMbIX BUPTYarnbHbIX MallvH. Mpun atom
/var/lib/one/datastores MOXeT MOHTUpoBaTbcAa n3 nboro SAN/NAS cepBepa B ceTw.

12.1.1.3. YcTaHOBKa y3na

Pexumbl nepegaym Shared n Qcow2

CMOHTUpOBaTb Ha KaX4oM y3ne Katanorn xpaHunuiy o6pasoB M CUCTEMHbIX XpaHUULL, NO
appecy
/var/lib/one/datastores/<datastore_id>. Ecnu Bce xpaHunuwa ogHoro Tuna,
MOXHO CMOHTUPOBAaTb Becb Katasnor /var/lib/one/datastores.

Pexum nepepaumn SSH

Y6enutbes, 4To B pasgene /var/lib/one/datastores Ha AaHHOM y3re OOCTAaTOYHO
MecTa Onsl XpaHeHUs ANCKOB paboymnx BUPTYyasibHbIX MaLUWH.

BHUMAHUE! Y6eoutbca B TOM, YTO BCe Y3nbl, BKIOYas OPOHTaNbHY MaLlnHy, MOTyT
ocyLecTBnATb ssh-nepegayvy Ha nobon apyron ysen, BkNovas cammx cebs. B npoTnBHOM criyyae
nepemMeLLeHmsa He ByayT BbINOMHATLCS.

12.1.1.4. Hactpounka OpenNebula

lMocne ycTaHOBKM XpaHunua gannoBon cuctemsl HacTponka OpenNebula BeinonHseTcs
B ABa 3Tana:

- cO3[aHne CUCTEMHOrO XpaHUIuLLa;

- cosfaHune xpaHunuue obpasos.

Co3paHne CUCTEMHOro XpaHunuiya

Mpn cos3gaHnm HOBOrO CUCTEMHOIO XpaHunvia HeobxooMMo ykasaTb €ro UMs, Tun u

cnocob nepefayvv AaHHbIX B COOTBETCTBMM € Tabnuuen (12|

Tabnunua 12
MapameTp 3Ha4yeHne
NAME Nmsa xpaHunuwa
TYPE SYSTEM DS

shared — onga pexuma COBMECTHOW nepenayu;
T MAD gcow2 — AN pexunma nepegayvm qcow2;
ssh — onga pexuma nepegadn ssh
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Mpumep

CosgaHue CMCTEMHOrO XpaHunuLia ¢ peXxumMomMm COBMECTHOM nepeaadn Kak B Sunstone,
Tak u B CLI
$ cat systemds.txt
NAME = nfs_system TM_MAD = shared TYPE = SYSTEM_DS

$ onedatastore create systemds.txt ID: 101

Co3paHue xpaHunuwa ob6pasos
Mpn co3gaHun HOBOro XpaHunuwa obpa3oB HEOBXOAUMO yKa3aTb €ro UM, TMn 1 cnocob

nepedayv AaHHbIX B COOTBETCTBUM ¢ Tabnumuen [13]

Tabnuuya 13
MapameTp 3HayeHune
NAME Nmsa xpaHunuwa
TYPE fs

shared — Anga pexuma COBMECTHOW nepeaayu;
TM_MAD gcow2 — ANa pexunma nepegaydm qcowz;
ssh — aAnga pexuma nepegaym ssh

Mpumep

CospgaHue xpaHunuuia obpasoB ¢ UCMNoNb30BaHNEM ApaliBEPOB COBMECTHON Nepeaaym
JaHHbIX
$ cat ds.conf
NAME = nfs_images DS_MAD = fs TM_MAD = shared

$ onedatastore create ds.conf ID: 100

BHUMAHUE! O65a3aTensHO MCNonb30BaTbh OANHAKOBOE 3Ha4YeHne napametpa TM_MAD
AN CUCTEMHOIO XpaHunuia u ans XxpaHunuwa obpasos.

MpumevaHwne. JONONHNUTENBHO MOXHO YCTAHOBUTbL aTpmbyThl WabnoHa xpaHunuuia.

12.1.1.5. lononHuTenbHble NapamMeTpbl

[pansepbl qcow2 SBNAKTCA PAa3HOBUOHOCTBIO COBMECTHO UCMONb3yeMbIX ApaniBeEpPOB AN
paboTbl ¢ popmaTtom gcow2 Anis obpasos auckoB. O6pasbl co3aanTca U NepeatoTcsi C NOMOLLbIO
KOMaHabl gemu-img C MCNONb30BaHMEM OpUrMHanNbHOro obpasa B Ka4eCcTBe ONOPHOro danna.
CTtangapTHble napameTpbl MOXHO OTNPaBUTb Ha KNOHMPOBaHWE gemu-—img C MOMOLLbI YHKLNN

QCOW2_OPTIONS B /var/lib/one/remotes/tm/tmrc.

12.1.2. XpaHnnuuwe aaHHbIX LVM
HpanBep xpaHmnuua gaHHbix LVM o6ecneunBaet OpenNebula BO3MOXHOCTb MCNOSb-
30BaHMs LVM-ToMOB BMeCTO OBbIYHbIX hannoB Ans xpaHeHust odpasos. Mpu ncnonb3oBaHnm

AaHHOro TMNa XpaHunuLa oTCyTCTBYeT He0OXOAMMOCTb B opraHM3auun ¢annoBon CUCTEMBI.
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12.1.2.1. Cxema xpaHunuiwia AaHHbIX

O6pa3sbl XpaHATCSA Kak 00blYHbIE hannbl, CTaHAAPTHLIN NYTb pasMeLleHnss B XpaHumu-
e obpasoB /var/lib/one/datastores/<id>, HO nNpu co3gaHmm BM oOHM BbIrpyxatoTcs B
nornyeckune Toma (LV). BupTyanbHble MmawmnHbl 3anyckatotca ua LV Ha yane.

Ha puc. 42| npuBegeHa pekomenayemasi cxema Ans paclumMpeHust dyHKUMOHamNbHbIX
BO3MOXHOCTEWN, KOTOPYIO crneayeTt NPpUMEHATb NpU Hanu4mm cetu XxpaHeHus aaHHblx high-end SAN.
LUN MOXHO aKCnopTMpoBaThb Ha BCe Y3rbl, PN 3TOM BUPTYasibHble MalUMHbI CMOryT paboTaTb
HenocpeacTBeHHO n3 SAN.

MpumevaHue. Ona xpaHunuwa LVM He TpebyeTcsi HaCTponKa KnacTepHoro ynpasne-
H1a norndeckumn Tomamm (CLVM) B knactepe. [panBepbl 06HOBASAT MeTagaHHble LVM kaxabin

pas, korga obpas TpebyeTca B 4pyrom yane.

4 )
Frontend - ONED

|fpaiBep xpaHnuiua aaHHbIX LVYM|
Ll

|  O6pa3bi B BUAE thaiinos |
T

Puc. 42

Mpumep
B cucteme aBe BupTyanbHble MawwuHbl (9 1 10) ncnoneaytot auck ¢ ID 0, paboTatownn B
xpaHunuwe LVM. Ha y3nax BbinonHeHa HacTporka coBMecTHO ucnons3dyemoro LUN n cosgaHa

rpynna Toma ¢ UMeHeM vg-one-0. XpaHmnmu_l,e 6y,1:|,eT MMETb CneayrLlyo CXemMy:

# lvs
v VG Attr LSize Pool Origin Data% Meta% Move
lv-one-10-0 vg-one-0 -wi---—---- 2.20g
lv-one-9-0 vg-one-0 -wi--————--—- 2.20g

BHUMAHMUE! O6pa3sbl XpaHATCA B COBMECTHO MCMNOMb3yeMOM XpaHunuiie B Buae canna,
Hanpumep, NFS. Mpn aToM HEO6XO0AUMO BbINONMHUTL HACTPOWMKY KaTanoroB XpaHunumiia u To4ek
MOHTVPOBAHWS KaK CTaHAAPTHOTO COBMECTHO UCMONb3yeMoro xpaHunuiia obpasos (cm. [12.1.9).

PeKOMeH,ElyeTCFI CHa4ala BbINOJIHUTb pa3BepTbiBaHME COBMECTHO UCMNOJIb3yeMOro xpaHunuila
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dannoBor cuctemsbl, 3aTemM, yoeanBLLMCL B €ro KOPPEKTHOM paboTe, 3aMEHUTb COOTBETCTBYHOLLEE

CUCTEMHOE XpaHunuile Ha xpaHunuwe LVM.

12.1.2.2. YctaHoBKa PpOHTarIbHON MaLUUHbI

[lononHuTtenbHasa HacTponka He TpebyeTcs.

12.1.2.3. YcTaHOBKa y3na

Y3nbl OMKHbI OTBEYaTh cnegyowmm TpeboBaHnsaM:

- Ha y3nax gormkeH 6biTb LVMZ2;

- lvmetad JormKkeH 6bITb OTKNOYEH. [Ansa atoro B hanne /etc/lvm/lvm.conf ycTaHo-
BUTb crnefyouime 3HadeHne ons napamerpa:

use_lvmetad = 0

- BCE Y3Mbl AOMKHbI UMETb AOCTYN K ogHUM 1 Tem xe LUN;

- Ha ogHOM y3ne gomkeH 6biTb co3gaH LVM VG B coBmecTHO ucnonb3yemblx LUN gns
Ka)KOoro XxpaHunuuwa ¢ UMeHeM vg-one-<system_ds_id>;

- ONCKX BUPTYarbHbIX MaLUUH SIBASOTCA CUMBOJSIbHBIMUM CChIfIkaMn Ha ycTponcTea 6so-
Ka. [lononHuteneoHble dannel BM, Takne kak dansibl KOHTPONbHOM TOYKU Unn doansbl
pa3BepTbiBaHUSA, XPaHATCA B Katanore /var/lib/one/datastores/<id>;

- BCe Yy3anbl AOMMKHbI UMETb JOCTYN K XpaHunuLy obpasos, Ans Yero co3gaeTcsa COOTBET-
CTBYHOLLMI KaTanor.

12.1.2.4. Hactpounka OpenNebula

Mocne yctaHoBKkKM xpaHunuuwa Hactponka OpenNebula BeinonHseTca B ABa aTana:

- co3faHne CUCTEMHOro XpaHunuLa;

- co3gaHune xpaHunuuwa obpasos.

Co3paHMe CUCTEeMHOro xpaHunuiua

CucrtemHble XpaHunuuia LVM pormkHbl co3gaBaTbCsl CO 3HAaYEeHNAMU, npmeBeaeHHbIMN B

Tabnuue

Tabnunua 14
MapameTp 3HayeHune
NAME Nmsa xpaHunuwa
T™ MAD fs_lvm
TYPE SYSTEM DS
Mpumep

> cat ds.conf

NAME = lvm_system

T MAD = fs_lvm

TYPE = SYSTEM_ DS
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BRIDGE_LIST = "NODEl NODE2"

> sudo onedatastore create ds.conf

ID: 100

Co3paHue xpaHunuwia ob6pasoB

XpaHunuiya o6pa3oB AOKHBI CO3AABATLCS CO 3HAYEHWSIMU, NMPUBEAEHHbIMK B Tabnuue[15]

Tabnwunua 15
MapameTp 3HayeHne
NAME Uma xpaHunuwa
TYPE IMAGE_DS
DS_MAD fs
T™M MAD fs_lvm
DISK_TYPE BLOCK
BRIDGE LIST Cnuncok y3noB, pasgeneHHbix npobdenamu, ¢ 4OCTYNOM K COBMECTHO UCMOSb-
- 3yeMOMY XpaHWUnuLLy, NpegHasHa4eHHOMY A1s KONnMpoBaHMS HOBbIX 06pa3oB

Mpumep
CospgaHue xpaHunuwa LVM ¢ ncnonb3oBaHmeM KOHUrypaunoHHoro ganna. Y3en NODE1
NCnonb3yeTcs Kak oaunH 13 y3nos, nogkrtodaemblx OpenNebula LVM
> cat ds.conf
NAME = production
DS_MAD = fs
T MAD = fs_lvm
DISK_TYPE = "BLOCK"
TYPE = IMAGE_DS
SAFE_DIRS="/var/tmp /tmp"
BRIDGE_LIST = "NODEl NODE2"

> sudo onedatastore create ds.conf

ID: 101

12.1.3. Xpanunnuuwe gaHHbix Ceph

Hpaneep xpanunuwa Ceph obecneunBaet nonb3osatensam OpenNebula Bo3aMoXXHOCTb
ncnonb3oBaHna 6noYvHbIX ycTponcts Ceph B kayecTBe BMPTYyarnbHbIX 00pa3oB.

BHUMAHMUE! [Ina paboTbl gaHHOro gpansepa Heobxoammo, 4tobbl y3nsl OpenNebula,

ncnoneaytowme gpariesep Ceph, asnsannce Ceph-knuneHtamm pabotatowero Ceph-knacrepa.
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12.1.3.1. Cxema xpaHunuLia AaHHbIX

O6pa3sbl 1 ANUCKN BUPTYyarnbHbIX MalWH XpaHATca B ogHoM Ceph-nyne. Kaxabin obpa3s
NMeeT B nyne umsa one-<IMAGE_ID>. BupTyanbHble MawwmHbl BygyT ncnons3oatb 3tm RBD-
TOMa Ans CBOMX ANCKOB ecnn obpasbl ABMSITCA YCTONYMBLIMU, B MPOTUBHOM Cllydae co3faroTcs
HOBble MOMEHTarbHblE CHUMKN COCTOAHUA B BUAE one-<IMAGE_ID>-<VM_ID>-<DISK_ID>.

12.1.3.2. YcraHoBKka Ceph-knacrtepa

MpeaBaputensHo Ceph-knactep formkeH 6bITb pas3BepHyT. JoNONHUTENBHO HEOOXOAMMO
BbIMOMHUTL CriefyoLne HaCTPOMKN:

- cosgatb nyn gns xpaHunuw, OpenNebula. 3anucate nmsa nyna ons ero BKIYEHUs B

onucaHve XpaHunuLy;

$ ceph osd pool create one 128

$ ceph osd lspools

0 data,l1 metadata,2 rbd, 6 one,

- onpegenutb Ceph-nonb3oBaTtens, KOTopbin ByaeT MMeTb SOCTYN K Nyfny XpaHunuuy,.

[aHHbIn nonb3oBatenb GyaeT Takke mcnonb3oBaTbes libvirt ans goctyna k obpasam

AWCKOB, Harnpumep:

$ ceph auth get-or-create client.libvirt mon 'allow r’ osd \

"allow rwx pool=one’

Kpome TOro, Heo6xoanMMo Nony4YnTb KOMUIO KNoYa JaHHOro nonb3oBaTtens ans ee ganb-

Henwen nepenaym Ha y3nel OpenNebula, Hanpumep:

$ ceph auth get-key client.libvirt | tee client.libvirt.key

$ ceph auth get client.libvirt -o ceph.client.libvirt.keyring

- HecMmoTps Ha To, 4To RBD-hopmaT «1» nogaepxmBaeTcsi, HACTOSATENBHO peKOMeHayeT-

cs ucnonb3oBatb RBD-hopmaTt «2», Ans atoro B panne ceph.conf ykasarb:

[globall

rbd _default_ format = 2

- BblbpaTb rpynny KrMeHTCKUX y3noB Knactepa Ang UCNofb30BaHUSA B Ka4eCTBE MOCTOB

XpaHunuuy storage bridges. 37K y3nbl OygyT Mcnonb3oBaTbCsa ANg nmnopTta obpas3os

B Ceph-knactep n3 OpenNebula. B gaHHbIX y3nax gormkHa OblTb YCTaHOBMNEHa KoMaHaa

gemu-img.

MpunmeyaHune. B pabotaowmx cuctemax (He TECTOBLIX) HE PEKOMEHOYETCHA pa3me-
watb Ceph-cnyx6bl (MON, OSD) coBmecTHO ¢ yanamu OpenNebula nnv ¢opoHTansHoOM MallnHON.

12.1.3.3. YctaHoBKa ppOHTarIbHON MaLUUHbI

[na dopoHTanbHOM MawwuHbl He TpebyeTcsa cneunanbHas yctaHoBka Ceph. ®poHTanbHas

mMalmHa 6yaeT BbINoNHATL 4ocTyn kK Ceph-knacTtepy Yepe3 MOCTbl XpaHWUIuLL,.
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12.1.3.4. YcTaHOBKa y3na

Ona ncnonb3oBaHus Ceph-knactepa HeO6X0OMMO BbIMOMHUTL CIEAYHOLLY0 HACTPOMKY

- [OOIMKHbI ObITb YCTAHOBIEHbI KITMEHTCKME MHCTPYMeHTanbHble cpeactea Ceph;
- OEeMOH MON AormkeH ObITb onpeaeneH B ceph . conf Ans BCEX Y3roB, NO3TOMY 3HAYEHNS
hostname 1 port He TpebyeTcsa ykasbiBaTb B Ceph-komaHaax;
- OT UMEHM Nonb30BaTesns, BXoAALWEero B rpynnbl astra-admin M astra-console,
ckonupoBaTb Habop kntodven Ceph-nonb3oBaTens ceph.client.libvirt.keyring
Ha yarnbl B KaTanor /etc/ceph 1 Kntod nonsb3osatend client.libvirt. key B Katanor
/var/lib/one:
$ scp ceph.client.libvirt.keyring admin@node:/tmp
$ scp client.libvirt.key admin@node:/tmp
$ ssh admin@node "sudo mv /tmp/ceph.client.libvirt.keyring /etc/ceph"
$ ssh admin@node "sudo mv /tmp/client.libvirt.key /var/lib/one"
$ ssh admin@node "sudo 1ln -s /var/lib/one/client.libvirt.key

/root/client.libvirt.key"
- CreHepupoBaTb CeKpeTHbIN kntod ans Ceph-nonb3oBaTtens n ckonuMpoBaTb €ro Ha yarbl
B katanor /var/lib/one. 3aNOMHUTb YHUBEPCASIbHbIN YHUKANbHbIA MAEHTUdMKATOP
(UUID) ons ganbHenwero ncnonb30BaHnS:
$ UUID='uuidgen’
$ cat > secret.xml <<EOF
<secret ephemeral=’'no’ private=’'no’>

<uuid>$UUID</uuid>

<usage type='ceph’>

<name>client.libvirt secret</name>
</usage>

</secret> EOF

$ scp secret.xml admin@node:/tmp

$ ssh admin@node "sudo mv /tmp/secret.xml /var/lib/one"

$ ssh admin@node "sudo 1ln -s /var/lib/one/secret.xml /root/secret.xml"

- YCTaHOBWUTbL CeKpeTHbIV kntou libvirt u yganute dannel Knoya Ha y3nax:

$ ssh admin@node "sudo virsh -c gemu:///system secret-define secret.xml"

$ ssh admin@node "sudo virsh -c gemu:///system secret-set-value --secret
$UUID --base64 $(cat /root/client.libvirt.key)"

$ ssh admin@node "sudo rm /root/client.libvirt.key"

$ ssh admin@node "sudo rm /var/lib/one/client.libvirt.key"

- y6eantbes, Yto Ceph-KNMeHT UMEET KOPPEKTHbIE HACTPOWKN Ha y3ne:
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$ ssh admin@node "sudo rbd ls -p one --id libvirt"

- y6eanTbCs, YTO Ha y3nax BblAeneHO AOCTAaTOMHO MecTa Af1s XpaHeHus BCrnomMoraTterib-

HbIX hannoB BUPTYyaribHbIX MaLUWH, Taknx kak context-anckun, dannbl pasBepTbiBaHUS U

drannbl KOHTPOSTIbHOM TOYKMU.

12.1.3.5. Hactpouka OpenNebula

[nsa ucnons3oBaHuns Ceph-knactepa ¢ OpenNebula Heobxogumo onpegennTb CUCTEMHOE
XpaHunuuie n xpaHunuulie obpasos. Oba xpaHunuiLa COBMECTHO UCMOMb3YHOT OAHM U Te Xe onuumn
koHdpurypaumn, npueeaeHHsle B Tabnuue [16), n Ceph-nyn.

MpumevyaHune. MoxHo 0o6aBMTE AOMNONHUTENBHBIE XpPaHUnMLLa 06pa3oB U cucTeM-

Hble XpaHunuuia, ykasaBs Agpyrume nyrbl C OTIINMHbIMU OT Ceph NnoNnMTUKaMun pacnpeneneHmnd

pecypcos/pennukaunu.
Tabnuuya 16
MapameTp OnucaHue O6s3aTternbHbIi
POOL_NAME Uma Ceph-nyna OA
7 h-
CEPH_USER |lvm .Cep nonb3oBaTens, MWCNonb3yeMoe KOoMaH4amu A
libvirt n rbd
TM_MAD ceph OA
H Y Y Y h
CEPH_CONF ecTaHgapTHbIN KOHurypaumoHHein cann Ceph, ecnu HET
Heobxoaum
RBD_FORMAT Mo ymonuyanuto 6yget ncnone3oBatbesd RBD-chopmat «2» | HET

Co3paHuMe cUCTeMHOro XpaHunuia

Cospatb cuctemMHoe xpaHunuule yepes Sunstone unun CLI.

Mpumep
CospaHue xpanunuwa ncnone3dysa CLI
$ cat systemds.txt
NAME = ceph_system
TM _MAD = ceph
TYPE = SYSTEM_DS
POOL_NAME

one

CEPH_USER libvirt

$ sudo onedatastore create systemds.txt ID: 101

MpunmeyvyaHune. Takke Ceph moxeT paboTaTb C CUCTEMHbIM XpPaHUNULLEM TuNa
Filesystem B pexume coBmecTHoW nepepaumn cornacHo [12.1.1] B atom cnyyae aHeprosasu-
CVMble AMCKV U AUCKM NOAKAYKM CO30atoTCA B BUAE OOblYHBIX (haiifioB B CUCTEMHOM XpaHUMULLE.

Kpome Ceph-knactepa He06X0AMMO BbIMOSTHUTL YCTAHOBKY COBMECTHO MCMNOMNb3yeMon hannoBom
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CUCTEMBbI.
Co3paHue xpaHunuwia ob6pasosB
Mpwn co3gaHmMm xpaHunuuia ob6pa3oB AOMNONHUTENBHO K NapaMeTpam, NpuBeaeHHbIM B

Tabnuvue [16] yctaHaBnuBaloTca napameTpbl, ykasaHHble B Tabnuue [17]

Tabnuuya 17
MapameTp OnuncaHue Obs3aTernbHbI
DS_MAD ceph OA
DISK_TYPE RBD OA
BRIDGE_LIST Cnmcok MocToB XpaHunuia anga goctyna k Ceph-knactepy | OA
CEPH_HOST PasgeneHHbin npobenamu cnncok Ceph-mMOHUTOPOB, HaMpu- A
Mep, NODE1 :portl NODE2:port2 host4:port4
CEPH_SECRET UUID cekpeTHoro kntova libvirt OA
STAGING_DIR MyTb NO ymonuaHuio Ang onepauui ¢ obpasom B MocTax HET
Mpumep

XpaHunuwe obpasoB

> cat ds.conf

NAME = "cephds"
DS_MAD
TM_MAD

ceph

ceph

DISK_TYPE
POOL_NAME
CEPH_HOST

RBD

one

NODE1l :portl NODE2:port2

libvirt
"6£88b54b-5dae-41fe-a43e-b2763£601lcfc"
NODE1 NODE1l

CEPH_USER

CEPH_SECRET
BRIDGE_LIST

> sudo onedatastore create ds.conf

ID: 101

12.1.3.6. lononHuTenbHble NapamMeTpbl

Cnepywwme 3HadyeHna no ymonyanuo gna Ceph-gpanBepoB Haxogosatcs B doanne
/var/lib/one/remotes/datastore/ceph/ceph.conf:

- POOL_NAME — rpymnna TOMOB;

- STAGING_DIR — NyTb Ans onepauun ¢ obpasom;

- RBD_FORMAT — c¢popmart ana RBD TomoB.
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12.1.4. Xpannnuwe Raw Device Mapping

Xpanunuuwe Raw Device Mapping (RDM) aBnsieTca xpaHunuwem obpasos, obecneunsa-
HOLLMM OUHAMUYECKNA JOCTYN K 6rOYHbIM YyCTpOMCTBaM y3na.

12.1.4.1. Cxema xpaHunuia

Xpanmnuwe RDM npegHasHayeHO AnNs perucTpaumm yxe CyLLECTBYHLLUMX OroYHbIX
YCTPOWNCTB y3na. YCTPOMUCTBa AOMKHbI OblTb YCTAHOBMEHbI U AOCTYMHbI, a8 BUPTYyarbHble MalUWHbI,
NCnonb3ytoLmne 3T yCTPONCTBA, AOSMKHbI OblTb HACTPOEHbI AN paboTbl B NOATOTOBMAEHHbIX ANS
HUX y3nax. [lJononHutenbHble dpansnbl BUPTYasibHbIX MaLUVH, Takne Kak dpansbl pa3BepTbiBaHUSA
UNN 3HEpPro3aBMCUMbIE OUCKN, CO3LAOTCA Kak 0OblYHbIE hannbl.

12.1.4.2. YctaHoBKa PpOHTarIbHON MaLUUHbI

[dononHuTenbHas yctaHoBka He TpebyeTcs.

12.1.4.3. YcTaHOBKa y3na

JononHutenbHas yctaHoBKa He TpebyeTcs.

12.1.4.4. Hactpounka OpenNebula

lMocne yctaHoBKKM XpaHunuuwa HacTponka OpenNebula BeinonHseTca B ABa atana:

- CO3[aHNe CUCTEMHOIO XpPaHUNNLLA;

- co3gaHue xpaHunuwa obpasos.

Co3paHne CUCTEMHOro XpaHunuiya

Xpanunuwe RDM moxeT pabotatb ¢ XpaHunuwamm gannoBon CUCTEMbI B CrEAYHLLMX
pexunmax:

- B peXvnme COBMECTHO UCMONb3yeMon nepenayu;

- B pexume nepegaydn ssh.

XpaHunuiie annoBon CUCTEMbI UCNOSTb3YETCH TONbKO AN 9HEepPro3aBUCUMbIX OUCKOB U
context-ycTponcTs.

CospaHue xpaHunuwa obpasos

XpaHunuvuia o6pa3oB A0MKHbI CO34aBaTbCA CO 3HAYEHUSMU, NPUBEAEHHBIMU B Tabnu-

ue (18]
Tabnunua 18
MapameTp 3HaueHne

NAME Uma xpaHunuwa
TYPE IMAGE_DS
DS_MAD dev
™™ MAD dev
DISK_TYPE BLOCK
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Mpumep

> cat rdm.conf

NAME rdm_datastore
TYPE = "IMAGE_DS"
DS_MAD = "dev"

TM _MAD = "dev"

DISK_TYPE = "BLOCK"

> sudo onedatastore create rdm.conf

ID: 101

12.1.4.5. Ucnonb3oBaHue XxpaHunuua
B xpanunuie moxHo fo6aBnaTe HOBble 06pa3sbl C ykasaHveM nyTu. [pu ncnonb3oBaHunm
CLI Henb3s NpuMeHsTb COKpaLleHHble napameTpsbl, T.K. CLI npoBepsieT, cywecTByeT nu ann u

YCTPOWCTBO Ha (PPOHTaNbLHON MaLLMHE.

Mpumep

LWa6bnoH obpasa, B kKoTopbIn AobaBnaeTcsa guck yana /dev/sdb
NAME=scsi_ device
PATH=/dev/sdb
PERSISTENT=YES

MpnumeyvyaHune. [JaHHOEe XpaHUnULLE SBNAETCA KOHTEMHEPOM NS CYLLECTBYHOLLNX
YCTPOWCTB, 1 06pa3bl CNONb3YOT ero namaTb. Bce 3apernctpMpoBaHHble YCTPOUCTBA UMEKOT

pa3mep 0, a xpaHunuLLe YCTPOMUCTB B LienioM 3aHnmaeT He bornee 1 Mb goctynHoro npoctpaHcTBea.

12.1.5. Xpanunuwe iSCSI-Libvirt

[aHHOe XpaHunuLle NpegHa3HavyeHo Ans perncrTpaumm yxe cywectsyowwmx Tomos iISCSI,
AOCTYMHbIX Y3Mam runepeumaopa.

12.1.5.1. YctaHoBKa ppOHTarIbHON MaLUUHbI

[ononHuTtenbHasa HacTporka He TpebyeTcs.

12.1.5.2. YctaHOBKa y3na

[ononHutenbHas HacTporika He TpebyeTtcs.

12.1.5.3. AyteHTtucdukaumusa iSCSI CHAP

[nsa ucnonb3oBaHns ayteHTMdUKauumn no npotokony CHAP Heobxoaumo co3aaTtb CcekpeT-
HbIA KItod 1ibvirt Ha Bcex y3nax.

Mpun ncnonb3oBaHumn ayteHTUdmkaumm CHAP HeobxogmMmo ydecTb criegytoulee:

- none incominguser B ¢anne ayteHTudukaumm iSCSI gomkHO cooTBeTCTBOBaThL Na-

pamMeTpy xpaHunuwa ISCSI_USER;
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- none <target> B XML-(baisyie CEKPETHOro Krnkya OOSMKHO coaepaTb napamerp
ISCSI_USAGE;

- ﬂeIZCTBI/IFI AOOJTMKHbI ObITb BbINOMNHEHbI HA BCEX y3nax.

[ns HacTponkun ayteHTudmkaunn CHAP Heobxoaumo:

1) cosgatb pann ayteHTudukaumnm iSCSI-nctoyHuka:

<target ign.2013-07.com.example:iscsi-pool>

backing-store /home/tgtd/iscsi-pool/diskl

backing-store /home/tgtd/iscsi-pool/disk?2

incominguser myname mysecret

</target>

2) cospgaTtb hbavn iscsi-secret.xml:

$ cat > iscsi-secret.xml <<EOF

<secret ephemeral=’'no’ private=’yes’>

<description>Passphrase for the iSCSI example.com server</description>
<usage type=’'iscsi’>

<target>libvirtiscsi</target>

</usage>

</secret> EOF

3) 3apermcTtpmpoBaTb Co3aaHHbIN XML-cdann B libvirt:

$ sudo virsh secret-define iscsi-secret.xml

Secret c4dbe20b-bla3-4acl-b6e6-2ac97852ebb6 created

$ sudo virsh secret-list

UUID Usage

c4dbe20b-bla3-4acl-b6e6-2ac97852ebb6 iscsi libvirtiscsi

$ MYSECRET='printf %s "mysecret" | base64’

$ sudo virsh secret-set-value c4dbe20b-bla3-4acl-b6e6-2ac97852ebb6
SMYSECRET

Secret value set

12.1.5.4. Hactpounka OpenNebula

Mocne yctaHoBKKM XpaHunuuwa HacTponka OpenNebula BeinonHseTca B ABa aTana:

- co3gaHne CUCTEMHOro XpaHUnuLa;

- cosfaHune xpaHunuua obpasos.

Co3pnaHne CUCTEMHOro XxpaHunuiia

Xpanunuwe RDM moxeT pabotatb ¢ XpaHunuwammn gannoBon CUCTEMbI B CIEAYHOLLMX
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pexumax:
- B COBMECTHOM pPEXUME;
- B pexume ssh-TpaHcnopTa.

XpaHunuiie annoBon CUCTEMbI UCNOSTb3YETCH TONbKO ANS 9HEepPro3aBUCUMbIX OUCKOB U
context-ycTponcTs.

Co3paHue xpaHunuwia ob6pasos

XpaHunuiya o6pa3oB AOMKHBI CO3AABATLCS CO 3HAYEHWSIMU, NMPUBEAEHHbIMK B Tabnuue |19

Tabnwunua 19
MapameTp 3HaueHne
NAME Uma xpaHunuwa
TYPE IMAGE_DS
DS_MAD iscsi
T MAD iscsi
DISK_TYPE iscsi
ISCSI_HOST Y3en iSCSI. Hanpumep, host unu host:port

Mpun HeobxogmMmocTu ucnosnb3oBaTb ayTeHTUpukaunio CHAP gobaButb K XpaHunuiy

napameTpbl, NpvBeAeHHbIe B Tabnuue 20

Tabnwunua 20
MapameTp 3HauyeHne
ISCSI_USAGE Mcnonb3oBaHMe CEKPETHOrO Kroya co CTpokon ayTeHTudukauum CHAP
ISCSI_USER AyteHTndurkaums iSCSI CHAP nonb3oBaTtens
Mpumep

> cat iscsi.ds

NAME = iscsi

DISK TYPE = "ISCSI"
DS _MAD = "iscsi"
TM MAD = "iscsi"

ISCSI_HOST = "the_iscsi_host"
ISCSI_USER = "the iscsi_user"
ISCSI_USAGE = "the_iscsi_usage"

> sudo onedatastore create iscsi.ds
ID: 101

BHUMAHUE! O6pa3sbi, co3gaBaembie B AaHHOM XpaHUNuLEe, AOMKHbI ObiTb YCTONYK-
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BbiMU. Ecnun o6pasbl He ABNAIOTCS YCTONYUBBLIMU, MOSIBISIETCA BO3MOXXHOCTb MCMNOSIb30BaHMSA
AaHHOro yctponctea bonee yem ogHon BM, 4To MOXET NpMBECTM K BO3HUKHOBEHUIO Npobnem u
NoBPEXAEHUIO OaHHbIX.

12.1.5.5. Ucnonb3oBaHWe xpaHunuiia

MoxxHo go6aBnATb HOBbIE 06pa3sbl C ykasaHneM nonHoro nytu. MNMpu ncnons3osaHunmn CLI
He crieayeT NPUMEHATb CoKpaLlleHHble napameTpsbl, T.k. CLI npoBepsAT, cywecTsyeT nv dann u

YCTPOWMCTBO Ha PpOHTAsIbHOM MalLUHe.

Mpumep
LLlabnoH obpasa, B KOTOPbIN Jobasnsaetcs JNCK yana

ign.1992-01.com.example:storage:diskarrays-sn-a8675309

NAME = iscsi_device
PATH = ign.1992-01.com.example:storage:diskarrays-sn-a8675309
PERSISTENT = YES

BHUMAHUE! [aHHoe XxpaHunuuwie $BnAeTCAd KOHTEMHEpPOM Af1A  CyLEeCTBYHLWMX
YCTPOWCTB, 1 06pa3sbl NCMONb3YHT ero naMmAaTb. Bce 3apernctpupoBaHHbie YCTPONCTBA UMELKOT
pa3mep 0, a XxpaHunuLLe YCTPOMUCTB B LENOM 3aHnMMaeT He 6ornee 1 MB gocTynHoro npocrpaHcTBea.

MpumeyaHune. MOXHO OTMEHUTb onuun ISCSI_HOST, ISCSI_USER, ISCSI_USAGE
M ISCSI_IQN B wabnoHe obpasa. OTMEHEHHbIE ONuUMK BCTYNAT B 4EWUCTBUE AS1S HOBbIX BUPTY-

allbHbIX MALUUH.

Mpumep

LWabnoH iSCSI LUN, ncnonb3ytowmn ancnetyep nepegaym iSCSI
NAME=iscsi_device_with_lun
PATH=iqn.2014.01.192.168.50.61:test:7cd2ccle/0
ISCSI_HOST=192.168.50.61
PERSISTENT=YES

12.2. XpaHunuuwe dannos

XpaHunuuie annos No3BosisieT XpaHnTb 0OblYHbIe dannbl, KOTOpPble MOTYT UCMONb30-
BaTbCA Kak siapa BUpTyanbHbIX MawwunH (kernels), BpemeHHble anckn (ramdisks) MM KOHTEKCTHbIE
dannsl (context-cpannbl). XpaHmnuuwe dannoB He ABNSETCS 0COObIM MEXaHM3MOM XpPaHEHUS.
dannoBoe xpaHunuuie cosgaetcsa no ymonyaHuto nocne ycrtaHoskn OpenNebula (xpaHunuuwe ¢
ID: 2).

12.2.1. TpeboBaHus
CneuuanbHble TpeboBaHMst OTCYTCTBYIOT. B xoae paboTbl MCNOMNb3yoTCA cTaHO4apTHbIE

yTUNnUTLI, HaNpumep, cp, 1n, mv, tar, mkfs, KOTOpble YyCTaHOBMNEHbI B CUCTEME MO YMONYaHuto.
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12.2.2. Hactpouka
BonbLUMHCTBO KpUTEPUEB HACTPOMKN, MCMONb3YyEMbIX A9 XpaHunuw, o6pa3oB OUCKOB,
NPUMEHSIOTCS K (DansioBOMY XpPaHUIULLLY.

Oco6ble aTpubyThl ANs ApaiiBepa AaHHOTO XpaHunvLa nepevmncneHsl B Tabnuue [21]

Tabnuuya 21
MapameTp OnuncaHue
TYPE Wcnonb3oBatbe FILE_DS AN YCTaHOBKWU XpaHunuwia ¢annos
DS_MAD Tun xpannnuwa. NMpumeHnTb £s ANg Nncnonb3oBaHus annoBbIX ApaniBepoB
TM MAD [pansepbl nepenayn ons xpaHunuviia. Micnonb3oBaTb pexum ssh onga nepegayv
- dannos
Mpumep

CospaHune xpaHunuwa annos

> cat kernels_ds.conf
NAME = kernels
DS_MAD = fs TM MAD = ssh TYPE = FILE_DS

SAFE_DIRS = /var/tmp/files

> sudo onedatastore create kernels_ds.conf

ID: 100

> sudo onedatastore list

ID NAME CLASTER IMAGES TYPE DS TM MAD
0 system - 0 sSys - dummy
1 default - 0 img dumm dummy
2 files - 0 fil fs ssh
100 kernels - 0 fil fs ssh

3HayeHnss napameTpoB DS M TM MAD MOXHO BMOCReACTBUM WM3MEHUTb KOMaHAOoM
onedatastore update. [logpo6GHble 3HAaYEHNST XpaHUMLLA MOXXHO NPOCMOTPETH C MOMOLLIbO

KomMaHObl onedatastore show.

12.2.3. Hactpouka y3na
PekomeHngyembi gpaneep ssh ans xpaHunuwa dgannos He TpebyeT ocobon HacTpon-
kn. loctatoyHo ybeauTtbesd, 4To B pasgene $DATASTORE _LOCATION gOCTaTOMHO MecTa Ans

XpaHeHusa gannos BM Ha ppoHTanbHOM MallvHe 1 Ha y3nax.
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13. YCTAHOBKA OTKPbITOM OBJIAYHOU CETHU

Mpwn 3anycke HoBor BM OpenNebula nogcoeanHaeT cBon ceTeBble MHTEpPenChI, onpeae-
naemble onuuen NIC, kK m3nyeckum ycTporncTBam rmnepemnsopa B COOTBETCTBMM C HACTPOMKaMU
BUpPTYyarnbHoOW ceTn. ATo no3sonsieT BM nmetb JOCTYN K NyBANYHBIM M YaCTHbIM CETSM.

OpenNebula nogaepxuBaeT YeTbIpe CETEBLIX peXnma:

- pexum Bridged (ceteBon mocT) — BM Hanpsimylo coeanHsieTcsl C CyLleCTBYHOLLNM

MOCTOM B runepsusope. [JaHHbI pexXnm MOXeT OblTb HACTPOEH Ha UCMOSb30BaHUeE rpynn

BGe3onacHOCTM N U3oNsAUMK CETU;

- pexxum VLAN — BupTyarnbHble CeTU BHELPAOTCA C NPUMEHEHNEM TEXHOMNOIMMN Ha3Ha-

YeHUs NOPTOB Ha BUPTYyarnbHble fokanbHble cetu VLAN crangapta IEEE802.1Q (VLAN-

TernposaHue ctaHgapta IEEE802.1Q);

- pexxum VXLAN — BupTyanbHble ceTn 3agencteytoT cetn VLAN, ncnonb3ys NpoTOKON

VXLAN, ocHoBaHHbIM Ha UDP-nHkancynaumm u rpynnoson agpecauuu IP;

- pexum Open vSwitch — ananorndeHn pexumy VLAN, HO ncnonb3yeT nporpaMmmHbIn

kommyTaTop Open vSwitch (OVS) BmecTo Linux bridge. pynnbl 6e3onacHoCT AaHHbIM

PEXMMOM He NoaAePKMUBAOTCS.

Mpwn cospaHun HoBOW ceTu Heobxoammo Aob6aBuTb NapamMeTp VN_MAD B WabroH, B
KayecTBe 3Ha4YeHUs yKa3aB CEeTEeBOW PEXMM N9 UCMOSb30BaHNA.

CeteBon ctek OpenNebula MoxeT 06beamHATLCS € BHELWHUM aucneTtdepom IP-agpecos

(IPAM). [lnga aTtoro Heobxoanmo Ao06aBUTb CBA3YIOLLNIN NIEMEHT.
13.1. YcTaHOBKa y3na

13.1.1. CeTeBou pexum Bridged

13.1.1.1. TpeboBaHusa

[1ns HaCTPONKN CETEBOrO pexxmMma HeobXxo4MMO BbINOSIHEHNE cnegyowmnx TpeboBaHui:

- porxeH 6bITb ycTaHoBneH nakeT y3na OpenNebula B cootBetcTBum ¢ [10.6.1]

- HeobXoOUMO YCTaHOBUTL Ha y3rbl NakeT ebtables, KOTOPLIN NO ymMonyaHuio obecne-

YMBaET N30MNALNIO CETMW.

13.1.1.2. HacTtponka

Cosgarb Linux bridge onsa kaxxgon cetn, B KoTopon 6yayT paboTtatb BUpTyarnbHble MaLLWHbI.
Mcnonb3oBaTb OAHO MMS ceTU Ha Bcex yanax. [1o6aBuntb hnsnyecknin ceteBon MHTEpdeEnc K

MOCTY.

Mpumep

Y3en ¢ agBymMsa cetamu: nybnuyHomn, nogknodeHHon K ethO, n YacTHOW,NOAKNKYEHHOM K
eth1, pomxkeH nmeTb ABa MocTa
brctl show
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bridge name bridge id
STP enabled interfaces
br08000.001e682f02ac noethO
br18000.001e682f02ad noethl

13.1.2. CeTteBou pexum VLAN

13.1.2.1. TpeboBaHus

[1ns HACTPONKN CETEBOrO pexmmMma HeobXxo4MMO BbINOMNHEHNE cnegyowmx TpeboBaHui:

- porxeH 6bITb ycTaHoBneH nakeT y3na OpenNebula (cm. [10.6.1);

- moayrnb 802.1Q gomkeH BbITb 3arpy>KeH B S4p0;

- Hanu4une nepekntovarens cetn, cnocobHoro HanpaensaTe VLAN-TernpoBaHHbIn Tpadmk.
dunsnyeckmne NopTbl NepeknovaTens AomKHbl OblTb KaHanammu cessm VLAN.

13.1.2.2. HacTtpouka

[ononHuTtensHasa HacTporka He TpebyeTcs.

13.1.3. CeteBou pexum VXLAN

13.1.3.1. TpeboBaHusnA

[1ns HACTPOMKN CETEBOrO pexxmMma HeobXxo4MMO BbINOMHEHNE cnegyLwmnx TpeboBaHui:
- porxeH 6blTb ycTaHoBneH nakeT y3na OpenNebula (cm. [10.6.1);

- MpW NOAKIKYEHMM BCEX Y3MOB K O4HOMY AOMEHY nepeaayn AaHHbIX rpynnoBon Tpaduk
He JormKeH punsTpoBaTthes npasunamu iptables B yanax. Ecnv rpynnoson Tpaduk gomkeH
NPOXOAUTb Yepe3 MapLIpyTU3aTopbl, HEOBXOAMMO HaCcTPOUTb B CETU MHOroagapecHbIN
npoTokos, Hanpumep, IGMP.

13.1.3.2. HacTtpouka

[ononHuTtenbHasa HacTporka He TpebyeTcs.

13.1.4. CeTteBou pexum Open vSwitch

13.1.4.1. TpeboBaHusa

[ns HacCTPONKN CeTeBOro pexmMma Heobxo4MMO BbINOMHEHNE cnegyowmnx TpeboBaHui:
- porkeH 6bITb ycTaHoBneH nakeT y3na OpenNebula (cm. [10.6.1);

- Ha Kaxgom y3ne pormkeH ObiTb  yctaHoBrneH Open  vSwitch  (naket

openvswitch-switch).

Mpumep
Y3ern, KOoTopbl HanpasnaeT Tpauk BUPTYyarbHbIX CETEN Yyepe3 CeTeBOW UHTepdenc
enp0s8, AOMMKEH co3hasBaTth crnegyowmn nepeknodatens Open vSwitch:

$ sudo ovs-vsctl show

c61ba96f-fcl1-4db9-9636-408e763£f529e Bridge "ovsbr0O"
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"ovsbr0O"

Interface "ovsbr0" type: internal

Port "enpOs8"

Interface "enpOs8"

13.1.4.2. HacTtpouka

[ns HacTponkun Heobxoanmo cosgaTtb Open vSwitch ansa kaxgon cetu, B KOTopon byayT

paboTaTb BMpTYyarbHble MalnHbl. Ha Bcex yanax Heobxoaumo ncnonb3oBatb oaHo UMs anst Open

vSwitch. 3atem gobasuTtb uamyeckuint ceteBon nHTepdenc k Open vSwitch.

13.2. CeTeBOM MOCT

B naHHoM pexume Tpadmk BM Hanpamyto nepegaetcs Yepes cyuectsytowmm Linux bridge

B y3nax. MocTbl MOoryT pa6OTaTb B TpeX pa3finvHbIX pexXnmax B 3aBUCUMOCTU OT AONONTHNTENBHON

dunsTpaumn Tpaduka, soinonHaemon OpenNebula:

- Dummy — douneTpaumnsa He BbINONHAETCS;

- Security Group — ycTaHaBnuBatoTca npasuna iptables gns BHegpeHna npasun rpynn
6esonacHocTH;

- ebtables VLAN — aHanornyHo Security Group ¢ gononHuTenbHbIMU NpaBunamu ebtables

Ansa nsonsaummn (L2) Bcex BUPTYyarnbHbIX CETEN.

13.2.1. Oco6eHHOCTN U OrpaHnYeHUs

Mpun nsonauumn Tpadumka HeobxoaMMO yunTbiBaTh CreayoLlee:

- B pexumax Dummy n Security Group MoXHO 006aBnATb TErMPOBaHHbLIE CETEBLIE MHTEP-
dencobl anga obecnevyeHnsa ceTeBon U3oNAUUKN. [JaHHbIN PEXUM ABISETCA peEKOMEHOYyeMOM
cTparterven passepTbiBaHNSA B paboTaroLWwmx cMctemMax (He TeCTOBbIX);

- pexum ebtables VLAN npegHasHauyeH ans Hebonblumnx cpen 6e3 cooTBETCTBYOLLEN
annapatHon nogaepxkun ana BHegpeHuna cetern VLANS. [JaHHbIN pexXum orpaHu4veH
cetamu /24 v IP-agpeca He MOryT nepekpbiBaTbCA B BUPTYanbHbIX CeTAX. PekomeHayeTca

TONbKO ANA Lenen TeCTUPOoBaHuS.

13.2.2. Hactpouka OpenNebula

MocToBasi ceTb He TpebyeT cneumnanbHbIX HACTPOEK.

13.2.3. OnpeaeneHne MOCTOBOM CETU

Ans co3naHusi cetn HeobxoanuMo [06aBUTL NapamMeTpsbl, NpUBEAEHHbIE B Tabnumue 22
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Tabnuuya 22

MapameTp 3HayeHune Ob6s3aTtenbHbii

Dummy — Anga pexuma Dummy Bridged mode;
VN_MAD fw — gnsa pexuma Bridged ¢ rpynnamm 6e3onacHocTy; OA
ebtables — anga pexuma Bridged c nsonsuuen ebtables

BRIDGE Mms linux bridge B yanax OA
Mpumep
CeTb TMNA «MOCT» C UCMONb30BaHNEM pexuma rpynn 6esonacHocTu (Security Groups
mode)
NAME = "bridged net"
VN_MAD = "fw"
BRIDGE = vbrl

13.2.4. Pexxnm ebtables VLAN

MpaBuna ebtables, koTopble co3patoTca Npu HEO6XOANMOCTU OTNAAKM HACTPONKMU:
# UrHopupOBaTh IIAKETH, KOTOPEHE HE COOTBETCTBYIT MAC-agpecy CeTHu
-s ! <mac_address>/ff:ff:ff:ff:ff:0 -o <tap_device> -j DROP
# IpeporepaTurs MAC-cny@uur

-s | <mac_address> -i <tap_device> -j DROP
13.3. Cetn 802.1Q VLAN

[aHHbIN gpanBep co3gaeT MOCT Ans Kaxaon sBuptyansHon cetn OpenNebula v noaknto-
yaeT VLAN-TermpoBaHHbIN ceTeBon MHTepdenc K MocTy. MexaHnsm COBMECTUM CO CTaH4apTOM
IEEE 802.1Q.

WoeHTudumkaumoHHbin Homep VLAN 6yaet ogmMHakoBbIM AN BCeEX MHTEP(ENCOB B KOH-
KPETHOWN CeTK 1 aBTOMaTU4eckn paccuntbiBatbca OpenNebula. Bo3aMoXHO Takke NpUHYANTENBHO

yKasaTb 3Ha4yeHune napameTtpa VLAN_ID B LiabrnoHe BUpTyanbHOWM CETW.

13.3.1. Hactpouka OpenNebula
3HayeHne napameTpa VLAN_ ID pacCyuMTbiBaeTCa B COOTBETCTBMM C MapamMeTpoM Ha-

CTPOWKKN oned. conf:
# VLAN_IDS: Iyn VLAN ID Oy aBTOMATHUECKOI'O Ha3HaueHuss VLAN_ID. [aHHHE OyII

# npenHasHaueH Onsa cerelr 802.1Q (Open vSwitch u gmpatiepmr 802.1Q).

VLAN_IDS = |
START = "2",
RESERVED = "0, 1, 4095"
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M3mMeHeHneM gaHHOM onuum MOXHO 3apesepBupoBaTb HekoTopble ceTn VLAN, 1 oHu He
OyayT HasHadaTbCHa BUpTyanbHoON ceTu. MOXHO Takke ykasaTb nepsbid HoMep VLAN_ID. [pwu
co3gaHumn HoBon nsonmnpoBaHHon ceTu OpenNebula HaxoguT cBoBOAHLIM HOMep VLAN _ID u3

nyna VLAN. 31oT nyn aBnsieTcs rnobanbHbiM 1 COBMECTHO UCMNOSIb3YETCS C CETEBLIM PEXUMOM

Open vSwitch.

B danne /var/lib/one/remotes/vnm/OpenNebulaNetwork.conf MOXHO OTKOp-

PEKTUPOBATb MNapaMeTp HACTPOMKN validate vlan_id. YCTaHOBMB 3HA4YeEHME true MOXHO

npoeepuTb, 4YTO Apyrue cetn VLAN He noacoeanHeHbl K MOCTY.

13.3.2. OnpepeneHue cetn 802.1Q

[na cosgaHns cetn no ctaHgapty 802.1Q HeobxoamMmo 3apathb 3HaYeHUs, NpUBeaeHHbIe

B Tabnuue [23]
Tabnuua 23
MapameTp 3Ha4yeHne Ob6sa3aTtenbHbin
VN_MAD 802.10Q OA
Nmsa cdmsnyeckoro ceteBoro yCTpomcTea, kotopoe Oy-
PHYDEV ® yerp P y OA
AeT NOOKITYEHO K MOCTY
Mmsa linux bridge, HasHayaeTcd NO yMOMN4YaHWio
BRIDGE 9 y HET
onebr.<net_id> unu onebr.<vlan_id>
MaoeHTUdrKaLuoHHbIN HoMep cetu VLAN. | OA
VLAN ID byoer creHepupoBaH, €cnM  He yKasaH, a | (ecnu He
AUTOMATIC_VLAN_ID yCTaHaBnuBaeTcs Ha YES AUTOMATIC_VLAN_ID)
Obsa3aTenbHbIN U JoSmkeH ObITb YyCTAaHOBIEH Ha YES, A
AUTOMATIC_ VLAN ID A y A
- - ecnu VLAN_ID onpegeneH (ecnn He VLAN_1ID)
MakcumanbeHbln nepefaBaemMbii MOLYSb  OAHHbIX
MTU . HET
(MTU) ana TernpoBaHHOro nHtepdeinca n mocta
Mpumep
OnpepeneHne cetn 802.1Q
NAME = "hmnet" VN_MAD = "802.1Q"
PHYDEV= "ethQO"

VLAN_ID = 50

BRIDGE= "brhm"

B paHHOM npumepe gpareep NpoBepsaeT Hanmume mocta brhm. Ecnn oH He cyuecTByer,

To Byaet co3gaH. Eth0 Gyaet TermpoBaH (eth0.50) n nogcoeamHeH K brhm.

13.4. Cetn VXLAN

[aHHbIn gpanBep co3gaeT MOCT Ans Kaxaon suptyansHon cetn OpenNebula v nogknto-

yaeT VXLAN-TermpoBaHHbIN ceTeBON MHTEPdENC K MOCTY.
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NpoeHTtndmkauymoHHbin Homep VLAN Oyaet ogmMHakoBbIM Anst BCEX MHTEP(ENCOB B KOH-
KpeTHOW ceTn 1 aBTomMaTu4eckn paccuntbiBatbca OpenNebula. Bo3aMOXHO Takke NpUHYAUTENbHO
yKasaTb 3HadeHne napameTtpa VLAN_ID B wabnoHe BUpTyaribHON CETMW.

Kpome Toro, kaxgas cetb VLAN HasHayaeT rpynnoBon agpec Ans MHKancynaumm TpaHc-
nupoBaHus L2 v rpynnosoro Tpaduka. [JaHHbIM agpec HazHa4yaeTcs No YMONYaHUo uanasoHy
239.0.0.0/8 B cootBetcTBUMM ¢ RFC 2365 (agMMHUCTpATMBHO Ha3HadYaemasd rpynnosas agpecaums
IP). B yactHOoCTM, rpynnoBon agpec nony4vaetca gobasneHnem VLAN _ID K OCHOBHOMY agpecy
239.0.0.0/8.

13.4.1. OcOo6eHHOCTN N OrpaHnYeHus

[panBep pabotaet co ctaHgapTHbiM UDP-nopTtom cepsepa 8472.

Tpadmk VXLAN HanpaBnaeTca Ha omM3nyecKoe YCTPONCTBO, KOTOPOE MOXET BbITb ycTa-
HoBneHo kak VLAN-TernpoBaHHbI MHTEPKENC, HO B 3TOM Criy4yae Heobxoammo ybeamTbCsa B TOM,

YTO TErMpoBaHHbIN UHTepdeiic ByaeT cosaaH Bpy4HY M3HAYanbHO Ha BCex yanax.

13.4.2. Hactpouka OpenNebula
MoxHO  ykasaTb  HayanbHbih  VLAN _ID nyTem KOPPEeKTUPOBKKU  dhanna

/etc/one/oned. conf:

# VXLAN_IDS: ABTOMATHUECKOE Ha3HAUEHHE HOSHTUPUKALMOHHOIO HOMepa ceTu VXLAN (/
VNI). Hcnonb3yeTcs

# ona cerem vxlan.

# zsanycx: I[lepBuii VNI, KOTOPHH MOXET HCIIOJIL30BATLCSH

VXLAN_IDS = [
START = "2"

[MapameTpbl HACTPOViKK, NPUBEAEHHbIE B Tabnumue MOXXHO OTKOPPEKTMpOBaTb B hanne

/var/lib/one/remotes/vnm/OpenNebulaNetwork.conf.

Tabnuuya 24
MapameTp OnmcaHune
OcHoBHoN rpynnoBon agpec ansa kaxgon cetm VLAN. pynnoson agpec:
vxlan_mc .
- vxlan\_mc + vlan\_id
Bpemsi xun3Hn (TTL) AomkHO OblTb MeHbLUE 1 B MapLUpyTMU3MPYEMbIX MHOIO-
vxlan_ttl
- agpecHbix ceTax (IGMP)
validate vlan id ZZI’?H“;):CM:; Ha true Ansa nposepku, uyto apyrue cetn VLAN He nogcoenmHe-

13.4.3. Onpepenenne cetn VXLAN
[nsa co3panns cetn VXLAN Heobxoammo 3agatb 3HaAYeHUs, NpMBEAEHHbIE B Tabnvue .
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Tabnunua 25
MapameTp 3Ha4yeHune Ob6s3arenbHbii
VN_MAD vxlan OA
PHYDEV ?gHﬂoi)v:gsffKoro CETEBOroO YCTPOWCTBA, KOTOpoe OyaeT NOoAKIto- A
BRIDGE Mwms linux bridge, Ha3Ha4aeTcs No ymornyaHuio onebr . <net_id> HET

W onebr.<vlan_id>

VIAN ID MpoeHTndunkaumoHHbin Homep cetn VLAN. bygeTt creHepupoBaH, HET
- €Crnv He yKasaH

MakcumanbHbIM nepegaBaemMbin Moaynb gaHHbix (MTU) ana Te-

MTU rMMpoBaHHOIO MHTepdenca n Mmocta HET
Mpumep
Onpegenexne cetn VXLAN
NAME = "vxlan_net"
VN_MAD = "vxlan"

PHYDEV = "ethQO"
VLAN_ID = 50 # optional
BRIDGE = "vxlan50" # optional

B maHHOM npumepe gpariBep npoBepsieT Hannume mocta vxlan50. Ecnv oH He cyule-
CTBYeT, TO ByaeTt co3gaH. eth0 6yaet TermpoBaH (eth0.50) n nogcoeamHeH Kk vxlan50. ethO
MoxeT umeTb 802.1Q TerMpoBaHHbIN MHTEPdENC, eCcnn NpegnonaraeTca n3onmpoBaTb Tpaduk
cetn VXLAN OpenNebula.

13.5. Cetn Open vSwitch

Cetn Open vSwitch cosgatotca Ha 6ase nporpammHoro kommyTtatopa Open vSwitch.

Open vSwitch — nporpaMmHbI MHOTOYPOBHEBLI KOMMYTaTOp, 06ecneyYnBaroLLmMii N3ons-
uuto cetn ¢ nomoulbto ceter VLAN nytem TermpoBaHus noptoB 1 hunstpaumio 6a3oBon cetn ¢
nomotlbto OpenFlow.

Apxutektypa OVS cocTonUT U3 TpeEX OCHOBHbLIX KOMMNOHEHTOB: 6a3bl AaHHbIX, HeNocpea-
CTBEHHO MPOrpaMMHOro KOMMyTaTopa M ynpaBndaoLWero KOHTposnepa. Ha kaxgom u3s pusunye-
CKMX Y3r10B BMECTE C rMnepBM30pOM pacrnonaratoTca cobcTtBeHHble B[ n kommyTatop. 3Tn ABa
KOMMOHEeHTa 06pasyoT OTAENbHO CTOSLNIN KOMMYTaTOp, HE 3HAOLWNI O APYIMX NPOrpamMMHbIX
KOMMyTaTopax Ha cocegHux y3nax.

BHUMAHMWE! [JaHHbIi gpariBep HECOBMECTMM C rpynnaMmm 6e30nacHOCTu.
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13.5.1. Oco6eHHOCTH KOH(pUTypupoBaHus

KoHpurypaums sBcex Open vSwitch kommyTaTtopoB, NOPTOB, HACTPOWMKM NOAAEPXKMBAEMbIX
NPOTOKOMOB XpaHATCcA B cobcTBeHHON 6ase aaHHbIXx OVS (OVSDB). B ctaHaapTHON KOHGUrypauum
B OVSDB cywecTsytoT cnegytouine tabnumubi:

- Open_vSwitch — Cxema

- Bridge

- Port

- Interface

- Flow_Table — koHurypaums OpenFlow

- QoS

- Mirror

- Controller — napameTpbl nogkntoyeHus k koHTponnepy OpenFlow

- Manager — koH(urypaums OVSDB

- NetFlow

- SSL

- sFlow

- IPFIX

- Flow_Sample_ Collector_Set

M3Ha4anbHO no4vtn Bce Tabnuubl NyCTbl, Tak Kak KOHdUrypaumsa oTCcyTCTBYeT. YTuUnu-
Ta ovs-vsctl npegocTaBnseT nHTepdenc ansa BHeceHuss nameHeHnn B bBJl. [1na BHeceHusa
M3MEeHeHU ucnonb3yeTcs KomaHga suaa:
$ sudo ovs-vsctl <komaHpa> <Tabinuia> <3anuch> <KJIou=3HaueHHe>

[nsa cosgaHna nporpaMMHOro KommMmyTartopa ¢ UMEHEM ovs—sw0 He0BX04MMO BbINOMHUTL
cnenyroLLyro KomaHay:
$ sudo ovs-vsctl add-br ovs-swO

lNocne nosenseTcs BO3MOXHOCTb noakmntoveHuss BM. IMpu atom BM, nogkntoyeHHble K
ovs-swO0, Byayt paboTatb B n3onmpoBaHHou ceTn. [nga Toro, 4Tobbl NpeaocTaBUTb UM JOCTYN K
BHELLUHEen ceTn, HeobxoaAnMO NOAKIYNTL K ovs—-sw0 B KadecTBe noprta usndeckum nHtepgenc
ethO0, BbINOMIHMB KOMaHAY:
$ sudo ovs-vsctl add-port ovs-swO ethO

[nsa Ttoro 4tobbl paspewnTb NOPTY eth0 NponyckaTtb BO BHELUHIOK CETb Tpaduk n3
onpegeneHHbix VLAN, Heo6xoauMo BbIMOMHUTL KOMaHAY:
$ ovs-vsctl set port eth0 trunks=10,20,30,40,50

Hwxe npegcraBneH CnMcok BapMaHTOB KOMaHA C napameTpamMin Bbi30Ba:

- list <Tabnuupa> <3amnucb>

- find <Tabmnuua> <ycrnosue>

- get <rTabmnuua> <3anuchb> <KIOU=3HaueHue>
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- add <Tabnuuna> <3anuch> <KJU=3HaueHue>

- remove <Tabnuia> <s3aluchk> <KJIOU=3HaueHUe>

- clear <rTabmnuua> <3anuchb> <KIIOU>

- create <rabnuua> <s3anuch> <KJIOU=3HaueHUE>

- destroy <rabmnuua> <3anuchb>

- wait-until <Tabnuia> <3amnuchk> <KJIOU=3HaueHUe>

[nsa npocmoTpa 3anucen, NpUCcyTCTBYOLWMX B Tabnuvue, onucbiBatowen nopTbl, BbIMOMHUTb
KomaHAay:
$ sudo ovs-vsctl list port

[ns BbiBoAa cnvcka nopToB, BkNoYeHHbIX B VLAN, He06X04MMO BbINOMAHUTE KOMaHAY:

$ sudo ovs-vsctl find port tag=10

13.5.2. ArpernpoBaHue pmsnyeckux nHrepcencos

[ns noBbIWeEHNSA NPOMYCKHOM CNOCOOHOCTM M YPOBHSA 0TKaszoycTonumeocTn B Open vSwitch
KOMMYyTaToOp MOryT ObITb BKITHOYEHbBI HECKONBKO (PM3NYECKMX NHTepencos ¢ 3a4eNCTBOBAHHOM
Ha Hux arperauuen no npotokony LACP (Link Aggregation Control Protocol). BeinonHsercsa Ha
KaHanbHOM ypOBHe NMyTeM Co3aaHusa oobeanHeHHoro nHtepgenca (Bonding).

[ns co3gaHnsa obbegmMHeEHHOro nHTepdgerica Ha 6ase uranyecknx MHTepdencoB eth n
ethl Heobx04MMO BbINOMHUTE CREAYHLLY0 KOMaHAy:
$ sudo ovs-vsctl add-bond ovs-swO bond0 eth0 ethl

lMocne cneayet BKNOYMTL lacp Ha co3gaHHOM 06begMHEHHOM MHTEpdence:
$ sudo ovs-vsctl set port bond0 lacp=active

Ha aTom HacTponka 0TKa3oyCTOMYNMBOCTU CETEBLIX MHTEP(ENCOB 3aBepLUEHa.

13.5.3. 3epkanupoBaHue NopToB

Open vSwitch no3BonsieT HanpaBnATb KOMUIKO NOTOKa Tpadmka U3 0gHOro UM HECKOMbKNX
NHTepdENCOB B APYron. Tak e OH MOXET OpraHn3oBaTb NepeHarnpasneHne Tpaduka ns Bcen
VLAN B KOHKPETHbI/ NOPT U HAaoBOopPOT. 3epKanmpoBaTbCA MOXET TONbKO BXOAALLMI, TONbKO
ncxoaswmni nnu oba tmna tpaduka. Micnonb3oBaHne Takon BO3MOXHOCTM MO3BOSIUT BECTU KOH-
Tponb ceTeBOro Tpaduka, nepeaasaemoro mexagy BM c uenbio obHapyxeHns (npegynpexaeHus)

KOMMbIOTEPHbIX aTak.

Mpumep
3epkanupoBaHue Tpaduka n3 nHTepdenca vnet2, npuHagnexawero ogHon BM, B
cneunanbHO CO3LI,aHHbIl7I A4 npocnywmBaHn4a nopr mirror0O ¢ TMNOM internal.
$ sudo ovs-vsctl -- set Bridge ovs-sw0 mirrors=@m -- --id=@mirror0 get Port
mirror0 -- --id=@vnet2 get Port vnet2 -- --id=@m create Mirror
name=mymirror select-dst-port=@vnet2 select-src-port=@vnet2

output-port=@mirror0
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KpaTtkoe nosicHeHue:

- —-id=@<uMsa_nepeMeHHOI> — UCMOMb30BaHNE NepeMeHHON;

- set Bridge ovs-sw(O mirrors=@m — co3gaHue 3epkana, Mg 1 napameTpbl KOTO-

pOro rnonyvyarTca U3 NepeMeHHON @m;

- ——id=@mirror0 get Port mirror0 -- --id=@vnet2 get Port vnet2 — B

nepemMeHHble @mirror0, @vnet2 3anuUcbiBalOTCA NOEHTUPUKATOPLI COOTBETCTBYHOLLNX

NnopToOB.

- ——id=@m create Mirror name=mymirror select-dst-port=Q@vnet2
select-src-port=@vnet2 output-port=@mirror0 — B NepemMeHHyl @m

3anucbiBaeTcs naeHTndukaTop Mocta mymirror, KOTOpasa NogCTaBnseTcss B NepBoun

KOMaHAe B NepeMeHHylo @Qm.

C nomoubio tcpdump, 3anyLLEHHOro Ha yane, MOXHO NpocMaTpuBaTth BeCb Tpaduk BM:
$ tcpdump -i mirrorO
Takke MOXHO opraHn3oBaTb peTpaHCrsaunio BCeX NakeTos, npuweawmnx Ha nopt etho

unn ethl Ha nopt eth2:

$ sudo ovs-vsctl -- set Bridge ovs-sw0 mirrors=@m -- --id=QReth0 get Port ethO
-- —-id=@ethl get Port ethl -- --id=@eth2 get Port eth2 -- --id=@m create
Mirror name=mymirror -- select-dst-port=@ethO, @ethl

select-src-port=@ethO0, @ethl output-port=@eth2
rie select-dst-port — 3epkanupoBaHune BXoasLwero Tpaduka Ha nopTel @eth0 n @ethl;
select-src-port — 3epkanupoBaHue ucxoasuero Tpaduka;
output-port — MecTo nepeHanpasneHusa Tpaduka.
,D,.I'Iﬂ OTMEHbI 3epKarinpoBaHuA BbIMNONMHUTbL KOMaHOY:

$ sudo ovs-vsctl remove Bridge ovs-sw0 mirrors mymirror

13.5.4. Hactpounka OpenNebula

3HayeHne VLAN_ID pacCyYMTbiBaeTCss B COOTBETCTBMM C MapamMeTPOM HaCTPOWNKU
oned.conf:
# VLAN_IDS: Iyn VLAN ID gy aBTOMATHUECKOr'O Hal3HaueHus VLAN ID. [aHHHE Oy

# npepmHaszHaueH nOnsa cered 802.1Q (Open vSwitch u gppamiBepmr 802.1Q).

VLAN_IDS = [
START = "2",
RESERVED = "0, 1, 4095"
]
MN3ameHeHnem gaHHoro napamMmeTtpa MOXHO 3apesepBupoBaTtb HekoTopble ceTn VLAN, n

OHM He ByayT Ha3HavaTbCs BUpTYyarnbHoW ceTn. MOXHO Takke ykasaTb nepBbii HOMep VLAN_ID.
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Mpw co3gaHmm HoBow n3onmnpoBaHHon cetn OpenNebula HaxoguT cBo6oaHbIM HOMEP VLAN ID
n3 nyna VLAN. 3701 nyn asndaetca rnobanbHbIM, a Takke COBMECTHO UCMONb3yeTcs C CETEBbLIM
pexunmom 802.1Q VLAN.

B dpanne /var/lib/one/remotes/vnm/OpenNebulaNetwork.conf MOXHO OTKOp-
peKkTMpoBaTb NnapameTp HaACTPOWKU arp cache_poisoning, OTBeYawOLWMA 3a MOAKNKOYEHME
npasuna npegorepaleHnsa nameHeHns kawa ARP (ARP Cache Poisoning).

BHUMAHUE! Heo6xoanmo BbINONHUTE KOMaHAy onehost sync Ans npumeHeHust dan-

J1a KO BCEM Ya3J1aM.

13.5.5. OnpepeneHue cetn Open vSwitch

[nsa cosganus cetn Open vSwitch HeobxoamMmo 3agaTth 3Ha4YeHUd, NpuBeaeHHbIe B Tabnn-

e 26|

Tabnuuya 26
MapameTp 3Ha4yeHne Ob6sa3artenbHbii
VN_MAD ovswitch OA
Nmsa nepekntoyatena Open vSwitch, KOTOpbI AOIKEH NCNOMNb30-
BRIDGE P P » KoTopeM A 0A
BaTbCH
NpeHTndunkaymoHHbin Homep cetn VLAN. Byaet creHepupoBaH
VLAN_ID a ¢pukayy P ya pup | HET
€CInn He ykasaH
Mpumep

OnpepneneHns cetn Open vSwitch
NAME = "ovswitch net" VN_MAD = "ovswitch"
BRIDGE = vbrl
VLAN_ID = 50 # optional

13.5.6. MHorokaHanbHble cet VLAN (VLAN TpaHKuUHTr)
VLAN TpaHKunHr nogaepxmBaetca nytem gobasneHust tera VLAN_TAGGED_ID: K ane-
MeHTYy NIC B wabnoHe BM unu wabnoHe BupTyanbHon ceTu. Ter No3BOnsieT ykasaTb AnanasoH

ceten VLAN, nognexaiwunn TermposaHuto, Harnpumep, 1,10, 30, 32.

13.5.7. NpaBuna OpenFlow
13.5.7.1. MAC-cnycuHr
[aHHble NpaBuna npeaoTBpaLlaloT Bbixod Ntoboro Tpaduka ¢ nopta, ecnv 6bin U3MeHeH

MAC-agpec.

Mpumep
in port=<PORT>,dl src=<MAC>,priority=40000,actions=normal
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in_port=<PORT>,priority=39000, actions=normal

13.5.7.2. IP-3axBart

[aHHble npaBuna npegoTepaLLaoT Bbixod noboro Tpaduka ¢ nopta ansa IPv4, ecnv He

HacTpoeH IP-agpec ana BM.

Mpumep
in port=<PORT>, arp,dl src=<MAC>priority=45000,actions=drop

in_port=<PORT>, arp,dl_src=<MAC>,nw_src=<IP>,priority=46000, actions=normal

13.5.7.3. YepHble noptbl

anMeHﬂeTCﬂ OOHO NpaBUITo Ha NOPT.

Mpumep
tcp,dl_dst=<MAC>, tp_dst=<PORT>, actions=drop

13.5.7.4. ICMP-urHopupoBaHue

C nomoLlblo JaHHON HACTPOMKM MOXHO, Hanpumep, 3abnokuposaTb ping-3anpocskl kK BM.

Mpumep
icmp, dl_dst=<MAC>, actions=drop
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14. MOHUTOPUHI U YYHET

14.1. MOHUTOPUHr

B OpenNebula ncnonbsyetca pacnpegeneHHas nogcucrema MoHutTopuHra. Cepsuc nog-
CUCTEMbI MOHUTOPUHIa collectd BbINOMHAETCHA HA PPOHTASNIbHOM MalUMHE U NepexBaTbiBaeT
UDP-coeaguHeHnsa oT y3noB Ha nopte 4124.

BHUMAHMUE! MexceTeBon akpaH (hpOHTaNbHOM MaLUMHbI AOSMKEH paspeLuaTth NofnyyYeHne
UDP-nakeToB ¢ y3noB no nopty 4124.

Mpu nepsBuyHOM 3anycke cuctembl MOHUTOpMHra OpenNebula nogkntovaeTcs K y3ny ¢
NOMOLLbIO SsSh 1 3anyckaeT Ha HEM CepBUC, KOTOPbIN BbIMOMHAET TECTbI U 3aTeM OTChIflaeT cobpaH-
Hble JaHHble cepBUCy collectd Ha bpoHTanbHOM MawmHe. VIHTepBan nepefayn cobpaHHbIX
AaHHbIX B CeKyHOax onpegensercs onumen -i B collectd IM_MAD. [lpn 3TOM cucteme Mo-
HUTOPUHra He TpebyeTcHa BbINONHATL HOBble Ssh-coeguMHeHus Ans nonyyeHus AaHHbix. Cxema

paboTbl cMCTEMbI MOHUTOPUHIA NpuBeaeHa Ha puc. 43

r ™
flapo OpenNebula (oned)
— _J
A
I In memory (pipe) communication
IM driver )
| KVM-Xen J [ Collectd |

———» Async UDP messages (push)

- 5
: T O ——» Start probe to periodically send
: monitor data (pull - ssh)

Y

®poHTanbHan
MallHa

Puc. 43

B cnyyae octaHOBKM cepBuca Ha kakoM-nnbo mns yanos, OpenNebula nepectaHeT nony-

4yaTb AAaHHbIE MOHUTOPUHIA U C MOMOLLbIO ssh nepesanycTtmut cepBnc Ha JaHHOM Yyane.

14.1.1. KoHdurypaumsa OpenNebula
14.1.1.1. NoaknioyeHne gpanBepa MOHUTOPUHra
[na nogknioyeHns nogcuctemMbl MOHUTOPUHIa B (panne /etc/one/oned.conf gn4d

KVM pomnxeH 6bITb BKMOYeH ApariBep collectd. OnucaHne napameTpoB AparviBepa npuBeaeHO

B[10.3.4l

# HacTpomnka pucneruepa gpanBepoB uHopmanuu UDP-nporankuBanus KVM
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# -r KOJIMUECTBO IOIHTOK IIPp¥ MOHHTOPHHI'€ Y3Jia

# -t KoyMUecTBO NIOTOKOB, T.e&., YB3JIOB, KOHTPOJIUPYEMEX ONHOBPEMEHHO

IM MAD = |

NAME = "kvm",

SUNSTONE_NAME = "KVM",

EXECUTABLE = "one_im_ssh",

ARGUMENTS = "-r 3 -t 15 kvm" ]
-

14.1.1.2. NapameTpbl HACTPOMUKM MOHUTOPUHra
OpenNebula nossonsaetr HacTpouTb obLiee noBeaeHWe BCEW CUCTEMblI MOHUTOPUHIa

“cnonb3ys NapaMmeTpbl, NpuBeaeHHbIE B Tabnuue [27]

Tabnuuya 27
MapameTp Onmcanune
MONITORING_INTERVAL Bpemsa B cekyHaax Mexay unknamm MoHuTopuHra yana n BM. [JormkHO
ObITb 6onbLue, Yem Bpemsa uukna push moHutopuHra (cm. (14.1.1.1)
HOST PER_INTERVAL KonuyecTtBo y3noB, KOHTPONMPYEMbIX B KaXObIi UHTEpBar BpeMEHM

14.1.2. OT4yeT CUCTEMbI MOHUTOPUHra
Kaxgbln uvHTEpBan BpPEeMEHW, 3adaHHblA  onuuen monitoring push_cycle,

OpenNebula nony4yaeT gaHHble MOHUTOPKMHIa No kaxaon BM u yany.

Mpumep
Tue May 24 16:21:47 2016 [ZO][InM][D]: Host thost087 (0) successfully monitored.
Tue May 24 16:21:47 2016 [ZO][VMM][D]: VM 0 successfully monitored: STATE=a
CPU=0.0 MEMORY=113404 NETRX=648 NETTX=398
Tue May 24 16:22:07 2016 [Z0][InM][D]: Host thost087 (0) successfully monitored.
Tue May 24 16:22:07 2016 [Z0O][VMM][D]: VM 0 successfully monitored: STATE=a
CPU=0.0 MEMORY=113516 NETRX=648 NETTX=468
Tue May 24 16:22:11 2016 [ZO][VMM][D]: VM 0 successfully monitored:
DISK SIZE=[ID=0, SIZE=27] DISK SIZE=[ID=1,SIZE=1]
Tue May 24 16:22:27 2016 [Z0][InM][D]: Host thost087 (0) successfully monitored.
Tue May 24 16:22:27 2016 [Z0][VMM][D]: VM 0 successfully monitored: STATE=a
CPU=0.0 MEMORY=113544 NETRX=648 NETTX=468

Mpun 3TOM ecnu B oned . 1og BbINOMHAETCA NEPUOANYECKUIA aKTUBHbBIA MOHUTOPVHT yana
KaXkabli UHTepBarn BPeMEHW, 3afaHHbli NapamMeTpoM MONITORING INTERVAL, TO MOHUTOPUHI

paboTaeTr HEKOPPEKTHO.
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Mpnumep
Tue May 24 16:24:23 2016 [Z0][InM][D]: Monitoring host thost087 (0)
Tue May 24 16:25:23 2016 [Z0][InM][D]: Monitoring host thost087 (0)
Tue May 24 16:26:23 2016 [Z0][InM][D]: Monitoring host thost087 (0)

14.1.3. Hactpo#ka n pacwumpeHue

14.1.3.1. KoppeKkTupoBKa MHTepBanoB MOHUTOPUHra

[ns ToyHOM HacTponku cuctembl MoHUTOpUHra OpenNebula Heobxoaumo oTkoppekTnpo-
BaTb onumio —i pyHKUMM collectd IM_ MAD (umkn push MOHUTOPWHrA).

Cboun B paboTe cucteMbl MOHUTOPUHIA NPOUCXOAAT U3-3a HELOCTAaTOYHOW MPOMNYCKHON
cnocobHocTtn B, nockonbky OpenNebula 3anuceiBaeT B B[l 4aHHble MOHUTOPUHIA 06bEMOM
npubnuantensHo 4 Kb gna kaxagon BM. Ecnn konnyecTBo BUPTYyarbHbIX MaLIWH BEMNWNKO, a LMK
push MmoHuTOpKHra HM3kui, To OpenNebula He cmoxeT 3anucaTtb Takon 06beM gaHHbIX B B/I.

14.1.3.2. TecTbl

TecTbl (probes) npegcraBnsaoT cobon cneumnanbHble NporpaMmmbl, KOTopble obecneymn-
BalOT MOSTyYEHME KOHTPOSIbHbIX NMOKa3aTenen MOHUTOPUHra. TeCcTbl onpeaenstoTca AN KaXKaoro
rmnepBm3opa U HaxoaaTcs No agpecy /var/lib/one/remotes/im/kvm-probes.d.

HeobxoanMo BbINOMHATL CUHXPOHU3ALMI0O TECTOB MOHUTOPUHIA Ha y3nax C NOMOLLbIO

KOMaHgbl onehost sync.

14.1.4. TpeboBaHus
Y3en, KOTopbI NpeanonaraeTcst UCNonb3oBaTh AN9 BUPTyanM3aunm, JOMmKEH noaaepXu-
BaTtb /O MMU (Intel VT-d, AMD-Vi).

14.1.5. HacTtpouka runepBusopa

14.1.5.1. KoHdurypauua agpa

KoHdurypauua agpa [OfmKHaA BbIMOMHATBCA C YY4ETOM HeoOXO4MMOCTU MNoaaepKKu
I/O MMU un 6nokupoBku nodbix gpanBepoB, KOTOPblE MOMYT OCYLLECTBNATb AOCTYN K YCTPOW-
ctBam PCI, npegnonaraembiM Ans MUCnorb3oBaHUA B BUPTYarbHbIX MawnHax. NapameTtp ans
noakntoyenHus 1/0 MMU:
intel_iommu=on

Heobxoommo Takke paspelwnTb S4py 3arpyxatb gpansep vfio-pci n bnoknposatb gpan-
Bepbl Ans BbliOpaHHbIX KapT. Hanpumep, ana rpadudeckon kaptbl Nvidia MOXXHO NPUMEHATL
cnegyowime napameTpbl:
rd.driver.pre=vfio-pci rd.driver.blacklist=nouveau

14.1.5.2. 3arpy3ka gpanBepa vfio B initrd

Cnepytowme moaynu ans vfio gomkHel 6biTe Ao6aBneHbl B initrd:

- vfio;
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- vfio_iommu_typel;

- vfio_pci;

- viio_virqgfd.

Hanpumep, ecnu cuctema  ucnonb3yeT dracut, [p[obaeute B dann
/etc/dracut.conf.d/local.conf CTPOKY:
add_drivers+="vfio vfio_iommu_ typel vfio pci vfio_ virgfd"

N creHepupoBartsb initrd:
# dracut --force

14.1.5.3. BnoknpoBka gpanBepoB

Bnoknposka, KoTopas onpegensdeTcs B napameTpax sapa, AormkHa ObiTb onpegeneHa u B

HaCTpPOWKax CUCTEMBI.

Mpumep
®dann /etc/modprobe.d/blacklist.conf gna rpadguyeckon kapTbl Nvidia
blacklist nouveau blacklist lbm-nouveau options nouveau modeset=0 alias nouveau
off

alias lbm-nouveau off

[aHHbIN KOHUrypaumnoHHbIn gpareep Viio gomkeH 3arpyxatbcsa nepegadvent id kapt PCl,
KoTopble npeanonaraeTca nogknioumtb K BM. Hanpumep, ana rpadgpuyeckon kaptol Nvidia Grid K2
nepepaetca id 10de:11bf B (panne /etc/modprobe.d/local.conf
options vfio-pci ids=10de:11bf

14.1.5.4. NpuBsaska yctponucTs K Vfio

I/O MMU pasgensieT kapTbl PCl Ha rpynnbl 4na n3onnpoBaHus paboTbl NamMaT Mexay
ycTtporctBamu 1 BM. [Ina gobaeneHus kapt B vfio n HazHavyeHus UM rpynnbl MOXXHO UCMONb30BaThb

COBMECTHO BbINOJTHAEMbIE CKPUMTDI.

Mpumep
Ckpunt npuBA3bIBaeT KapTy K vfio, nponuncbiBaeTcs B danne
/usr/local/bin/vfio-bind
#!/bin/sh
modprobe vfio-pci
for dev in "$Q"; do
vendor=$(cat /sys/bus/pci/devices/$dev/vendor) device=S$(cat
/sys/bus/pci/devices/$dev/device)
if [ -e /sys/bus/pci/devices/\$dev/driver ]; then
echo $dev > /sys/bus/pci/devices/$dev/driver/unbind
fi
echo $vendor $device > /sys/bus/pci/drivers/vfio-pci/new_id

done
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QTOT ckpUNT HeobxoaMmMo [o06aBUTL B aBTO3aMyCK Npu 3arpy3ke CUCTEMBI.

KoHpurypaums nponuceiBaeTcs B panne /etc/sysconfig/vfio-bind. KapTbl ykasbl-
BatoTca ¢ PCl-agpecamn. Agpeca MOXHO Nony4nTb KOMaHOon 1spci, 4o6aBMB B HA4ano JOMEH,

kKak npasuno, 0000.

Mpumep
DEVICES="0000:04:00.0 0000:05:00.0 0000:84:00.0 0000:85:00.0"

14.1.5.5. KoHdurypaumna QEMU

lMocne npuBaA3kM ycTponcTs Kk vio Heobxoammo npegoctaBnte QEMU-gocTyn K AaHHbIM
ycTponcTBam Ans rpynn, HasHavyeHHbiX kaptam PCl. Cnuncok kapt PCIl u nx I/O MMU rpynny
MOXHO NOMYYNTb C MOMOLLbIO KOMaHAbI:

# find /sys/kernel/iommu_groups/ -type 1

Mpumep
Onsa kapT ¢ rpynnamun 45, 46, 58 1 59 B cbann /etc/libvirt/gemu.conf go6aButb
KOHQoMrypaumio:
cgroup_device acl = [
"/dev/null", "/dev/full", "/dev/zero", "/dev/random", "/dev/urandom",
"/dev/ptmx", "/dev/kvm", "/dev/kgemu", "/dev/rtc","/dev/hpet",
"/dev/vfio/vfio", "/dev/vfio/45", "/dev/vfio/46", "/dev/vfio/58",
"/dev/vfio/59"

14.1.6. HacTtpouka gpanBepa

EanHcTBEHHON HEOBXOOMMOWM HACTPOMKON SABRASAETCA PUNbTp ANst TecTa MOHUTOPUHIA,
KoTopbIr nony4vaet cnucok kapT PCI. o ymonyaHuio TECT NnepeyncnsaeT Bce KapTbl, UMEKLLN-
ecs B ysne. [1na usmMeHeHna JaHHOro Crucka HYy>XHO M3MEHUTb HACTPOMKN ounbTpa B dpansne
/var/lib/one/remotes/im/kvm-probes.d/pci.rb 1 ycTaHOBUTL CMUCOK C TaKUM e op-

MaTtoMm Ispci:

# DanHas QYHKLUS COLOEPXUT QUILTPH OJIT MOHMUTOPMHIa kapT PCI. dopmar
# Takom ®e, kak lspci, u MOXHO OOHGABUTHL HECKOJILKO PUIILTPOB Uepe3 3allsATHE.
# HymneBo# QuneTp obecrneuuT uzBJleueHUe Bcex KapT PCI.

#

# Uz pasgena momomu lspci:

# -d [<vendor>]:[<device>][:<class>]

#

# Hanpumep

#

# FILTER = ’::0300’ # Bce xkaptu VGA



# FILTER
# FILTER

# FILTER
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10de::0300’ # Bce kapTe NVIDIA VGA
710de:11bf:0300’ # Tombko GK104GL [GRID K2]
"8086::0300,::0106" # Bce kapTu Intel VGA u mmobre KOHTposulepu SATA

14.1.7. Hactpounka ucnonb3soBaHusa yctpoucts PCl

OCHOBHbIM Ha3Ha4YeHneM SiBNsieTcs NPocMoTp nHdopmauun yana B CLI u B Sunstone,

obHapyxeHne goctynHblx yctponcTte PCl n gobasneHune xenaemoro ycTporcTea B wabnoH BM.

YctporictBa PCl MOXHO fo6aBnAaTh ykazaHuem 3HavyeHun vendor (npogasel), device (ycTpom-

CTBO) U class (Knacc).

OpenNebula 6yaget passepTtbiBaTb BM TONbKO Ha y3ne ¢ nmerwmnmcs

yctponcteoM PCIl. Ecnu Takux y3noB HET, B XXypHarne nnaHuMpoBLLMKa NnosiBUTCA cooblieHne o6

oLmokKe.

14.1.7.1. Hactpouka B CLI
[nsa npocmoTtpa cnucka yctponcTts PCI yana Heo6xoaumMo BbINOMHUTL KOMaHAY:

onehost show <Homep_y3ana>

PesyanaT BbINONHEHNA koMaHabl Ans y3na ¢ Homepom 0 npuBedeH Ha puc. [Z-_Z]

PCI DEVICES

VM ADDR TYPE MAME

00
0o
123 00
00
00:
00
00
00:
0o
[ecH
00:
0o
02:

0o,
02,
03,
14,
16.
1b.
lc.
lc.
1d.
1f.
1f.
1f.
00,

Dal4; 0600 Haswell-ULT DRAM Controller
0al6: 0300 Haswell=ULT Integrated Graphics Controller
0403 Haswell=ULT HD Audio Controller
31:0c03 8 Series USB xHCI HC
33:0780 B Series HECI
] i HD Audio Controller

] PCI Express Root Port 1
0504 8 Series PCI Express Root Port 3
:0c03 8 Series USB EHCI
10601 8 Series LPC Controller
(0106 8 Series SATA Controller 1 [AHCI mode]
} Series SMBus Controller
10280 Wireless 7260

Puc. 44

B cootBetcTBMYM C puc. 44}

- VM — ngeHTudukaumoHHbin Homep BM, ncnonbsytouien gaHHoe ycTpomcTeo. He ykasbl-

BaeTCH, €Crn 3TO YCTPOUCTBO HE UCMOonb3yeTcs H1 ogHown BM;

- ADDR — agpec Ha wuHe PCI;

- TYPE — 3Ha4eHus1 onuncaHus ycTponctea. AT0 vendor :device:class. [JaHHble 3Ha-

YeHusa ncnonb3yTca npu Bolibope yctporctea PCl ona nogknioyeHns;

- NAME — ums yctponictea PCI.

[nsa obecnevyeHnsa ncnonb3oBaHusa ogHoro u3 yctponcts PCI B BM moxeT gobaBnatbes

HOBaA beHKLI,I/IFI, C NOMOLLbIO KOTOpOIZ npomn3BogunTCA Bbl60p yCTpOIZCTBa 014 UCMoNb30BaHUA.

Mpumep

3anpoc Haswell-ULT HD Audio Controller

PCI = [
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VENDOR = "8086", DEVICE = "QOaOc", CLASS = "0403"

YCTPONCTBO MOXET ObITb Takke ykazaHo 6e3 TMNOBbIX 3HAaYEHUN.

Mpumep

Monyyenune nobobix noptos PCl Express Root Ports
PCI = |
CLASS = "0604"

Onsa nogkntodeHus 6onee ogHoro yctponctea PCl k BM go6aButbe AONOSHUTENBHbIE
napametpbl PCI.

14.1.7.2. Hactpounka B Sunstone

B Sunstone nHdopmauusa o goctynHbix yctponcteax PCl yana otobpaxaercsa BO Bknagke

«PCl» B cooTBeTCTBUM C pYc. 45,

i A & B8 =
Info Graphs Vs Wilds PCI
VM PCl Address Type Name

00:00.0 8086:1604:0600 Broadwell-J Host Bridge -OFI
00:02.0 B086:1616:0300 Broadwell-U Integrated Graphics
00:03.0 B086:160c:0403 Broadwell-UJ Audio Controller
00:04.0 BOBA:1603:1180 Broadwell-U Camarillo Device
00:14.0 8086:9ch1:0c03 Wildcat Point-LP USB xHCI Controller
00:16.0 8086:9cha:0780 Wildcat Point-LP MEI Controller #1
00:1b.0 8086:9cal:0403 Wildcat Point-LP High Definition Audio Controller
00:7c.O 2086:9c20:0604 Wildcat Point-LP PCI Express Root Port #1
00:1c.3 2086:9c26:0604 Wildcat Point-LP PCI Express Root Port #4
00:1d.0 BOBA:5cah0c03 Wildcat Point-LP USB EHCI Controller

Puc. 45

[Ons po6aenenus yctponcTtea PCl B wabnon BM nepentun Bo Bknagky «Other» n 3anon-

HUTb NpUBEAEHHYIO Ha puc. 46| dhopmy ansa cootBeTcTBytoLLEero ycTpoictaa PCI.
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o = Q (D — [ a‘:_n & e

General Str Metwork 0S Booting npuLoutput Context Scheduling Hybrid Other

RAW data

TYP

m

DATA

PCI Devices

Vendor Device Class

+ Add PCI device
Puc. 46

14.1.8. Ucnonb3oBaHue yctponcts PCl B kayecTBe ceTeBbIX MHTepcencos

Yctponcteso PCl MOXHO MCnonb3oBaTb Kak ceTeBOM MHTepdENC HENOCPEOCTBEHHO B
OpenNebula. Ons atoro HeobxoamMmo B HacTponkax BM yepes nHtepdenc Sunstone nameHuTtb
Apaveep yctponcTtea. locne nsmeHeHna gpanBepa yCTPOMUCTBA Mpu onpeaeneHnn cetn AaHHbIN
ApavBep GyaeTt ucnonb3oBatbesa Ans nnat ceteBoro uHtepdenca PCI passthrough. MNpu atom,
ecnu ucnoneadyetca VLAN, pekomeHayeTcs ykasbiBaTb (OUKTUBHBIA (dummy) ceTeBon apansep
unun 802.1Q. Heobxoaumo ykasaTb Nnoboe Npon3BornbHOE 3HayYeHne B none BRIDGE, U OHO Gyget
urHopupoBatbcs. [Ana 802.1Q none PHYDEV MOXHO TakKe OCTaBUTb MyCTbIM.

[MakeTbl context nogaepXunBarT HACTPOMKY CreaytoLmMxX Onumi:

- MAC — N3MeHSeT mac-agpec COOTBETCTBYHOLLEro ceTeBoro nHtepdgenca Ha MAC, Ha-

3HaveHHbI OpenNebula;

- IP — HasHavaeT IPv4-agpec nHtepdency npm ycrioBMmM MCNosib30BaHUSA Macku noaceTu

124;

- IPV6 — HasHavaerT |IPv6-agpec nHTepgency npu ycnosum NCrnonb30BaHNA Mackn nog-

cetn /128;

- VLAN_ID — npu Hanu4mu ByaeT co3gaBaTtb TEMMPOBaAHHBLIN MHTEpdENC N NpucBamBaThb

IP TermpoBaHHOMY UHTEpdENCY.

14.1.8.1. HacTtpownka 4epes CLI

Ecnu pasgen PCI B wabnoHe BM cogepxuT napametp TYPE="NIC", AaHHOE YCTPONCTBO
OyaeT paccmaTpuBaeTcs B kadectBe ceteBoro, u OpenNebula npucsout emy MAC-agpec, VLAN_ -
ID, IPun T.A.

Mpumep

Pasgen PCI nHTepdeinca, npuHnmaemoro 3a NIC
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PCI=|[
NETWORK="passthrough", NETWORK UNAME="oneadmin", TYPE="NIC",
CLASS="0200", DEVICE="10d3", VENDOR="8086" ]

14.1.8.2. HacTtponka 4yepe3 Sunstone
Bo Bknagke «Network» B nyHKTe gonosniHuTenbHbIX NnapameTpoB «Advanced options»
npoeepuTb ycTaHoBKY ¢nara «PCl Passthrough» n 3anonHute none PCl-agpeca. B octanbHble

nosia AnanoroBoro okHa BHeCTh 3Ha4eHus, Bbl6paB ceTb 13 Tabnuubl B COOTBETCTBUU C pwuc. .

Hardware
#| PCl| passthroug
Device name Vendor Device Class
82574L Gigabit Network Connection » 8086 10d3 0200

Puc. 47

14.2. YyeT ncnonb3oBaHua BM

WNHCTpyMeHT ans BeeHUsi y4eTa no3BonsieT nofyyaTtb AaHHble OT rMnepBusopa o noTpeo-

NeHNn pecypcoB BUPTYyaribHbIX MaLLVH.

14.2.1. Nony4eHne nHdopmauumm o notpedbneHun pecypcoB ¢ nomouwbio CLI
[ns BbiBOAa MHOpMaLUK O NOTpebrneHnn pecypcoB BUPTYyasnbHbIX MaLUMH UCNOMb3yeTcs

koMaHAa oneacct. OnucaHue napaMeTpoB KOMaHAabl NpuBeaeHo B Tabnuue [28]

Tabnuuya 28
MNapameTp Onuncanve

-s, --start TIME MpenoctaBuTb MHOPMALMIO 3a Nepuo nocrne ykaszaHHown aatbl. MoxeT
MCNonb3oBaTbCs COBMECTHO C KOMaHaon -e, —--end TIME

-e, —-—end TIME MpepoctaBnTb MHGOPMaLMIO 3a Nepuog Ao YkasaHHoW aatbl. MoxeT
NCNoNb30BaTbCsl COBMECTHO C KOMaHAOW -s, —-start TIME

-u, --userfilter user msa unn ngeHtudmkatop nonb3osarens ans dounstpaunm npegocras-
nsemon nHcopmauunm

-g, —-group group Uma nnun ngentndukatop rpynnsl 4ng unstpauumn npeaoctaBngaemom
MHdopMaLum

-H, --host HOST Nma nnu nageHtudukatop ysna gnga ounstpauum npegoctaBnsaeMon
nHpopmaumm

--xpath XPATH_EXPRESSION | BrlpaxeHue Xpath aAnga dpunsrpauumn npegoctaBnaemon nHopmMaLmu.
Hanpumep, oneacct --xpath HISTORY[ETIME>0]'
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OkoHyaHue mabnuuei 28

MapameTp Onuncanue
-x, —--xml MpenoctaBuTb MHpopmauuo B popmarte xml
-j, --json lNpenoctasnTb MHGOPMaLUIO B opmaTe json
--split BbiBecTn nHopmaumto B Tabnuue otaensHo ans kaxaoon BM
-v, —--verbose 3anyctutb B pexxume Verbose
-h, --help BbiBecTy onvcaHne napamMeTpoB KOMaHab!
-V, --version OT006pasuTb Bepcuo 1 MHpopmauuio 06 aBTOPCKMX NpaBax
--describe BbiBecTn onncaHue ctonbuos
-1, --list x,y,z Bbibpatb cTonbubl Ans oTobpaxeHus Npy BbINOMHEHUM NEPEYHS KO-

MaHg

--Ccsv BbiBecTn Tabnumubl B oopmaTe csv
—--user name Mmsa nonb3oatens gns nogkrtodeHmst k OpenNebula
--password password Maponb nonb3oeartens gns ayteHTudukauum B OpenNebula
-—endpoint endpoint URL-agpec OpenNebula XML-RPC front-end

[Jata 3anucbiBaetca B @dopmate month/day/year hour:minute:second
(Mecau/geHb/roq 4ac:MuHyTa:cekyHaa), nubéo B noboM [pyroM aHanorMyHom dopmare,
Hanpumep, month/day hour:minute (Mecsu/geHb Yac:MUHyTa).

[ns BHegpeHNs JaHHOIo MHCTPYMEHTAa B ApYyrMe CUCTEMbl MOTYT UCMNONb30BaTbCA MET-
Kn -j, -x nnn --csv, obecneymsarmLme BbIBO4 MHpOpMaUMmM B NPOCTOM MaLUMHOYUTAEMOM
dopmare.

C nomoLLbio KOMaHAbl oneacct MOXHO 0TOBPa3nTb COXpPaHEHHble 3annucu Anst oTaenbHOW
BM. Ins ogHon BM MOXHO nony4mTb 3anncu o0 NnoTpebneHnm pecypcoB Afist Kaxaoro AencTems
nepemeLleHnsa/octaHoBkM. HoBas 3anuch Takke OyaeT co3gaHa B cnyyvyae M3MeHeHusa pasmepa
UNN NOAKNIOYEHUS OMUCKa/CETEBOW KapTbl.

Kaxkgas 3anucb cogepXXuT nosnHy nHdgopmaumio o BM, Bktovaa ee KOHTPOSbHYO UH-
dopmaumio. Mo ymonyaHuio oT4eThl CO34at0TCA TONMbKO O NOTpebrneHnn ceTeBbiX pecypcoB. bonee
noapo6Hasi nHcopmaums npuseaeHa B[14.2.3|

Mpn uneTpaumnmn pesynsTaTtoB C NOMOLLBbIO NapamMeTpoB —s (Havyano nepuoga oryeta)
n/vnn -e (OKOHYaHWe Nepuoga oTyeTa) oTobpaXkarTCa BCE 3anncu B XpOHOMOrMYeCckom nopsiake,

KOTOpbIE OblNN aKTUBHbI B 3aaHHbIN nepunog spemMeHu.

Mpumep
3anpoc nHdopmauum o BM, pabotasLuen ¢ 1 mas no 1 noHs

$ sudo oneacct -s 05/01 -e 06/01

Showing active history records from 2016-05-01 00:00:00 +0200 to 2016-06-02
00:00:00



129
PAOLIM.10001-03 95 01

+0200

# User 0

B npuBegeHHOM Bbiwe npumepe B 3anncu Byget otobpaxeHa nonHas UCTopus, a Takke
obuee noTpebneHne ceteBbIX pecypcoB. byayT oTtobpaxeHbl aHHbIE O NOTpPebNeHnn ToNMbKO 3a
MaMn.

Takke HeobxoaAnMo MMETb B BUAY, YTO aKTMBHbIE XPOHOMOrMYeckn 3anmcn ¢ END_TIME
OBHOBNAKT CBOK KOHTPOSMbHYK MHMOpMaLMo npyu Kaxaom MoHuTopuHre BM. Ecnn BM 6blI-
na OTKN4YeHa, nepemeLleHa nnum octaHosneHa, END_TIME ycTaHaBnmMBaeTcs, n cobupaemas
KOHTpOrbHasa MHpopMaums 3amopaxusaeTtcs. OKOHYaTenNbHble 3Ha4YeHUs1 OTpaxatoT obLme pe-

3ynbTathl Ansi CyMMapHbIX aTpubyToB, Hanpumep, NETRX /NETTX.

Mpumep

lMonyyeHne Bcen nmetoLLen y4eTHON nHdopmMaLnm
VID HOSTNAME ACTION REAS START_TIME END_TIME MEMORY CPU
NETRX NETTX  DISK

13 host01 nic-attach user 05/17 17:10:57 05/17 17:12:48 256M 0.1
19.2K 15.4K 8G

13 host01 nic-detach user O05/17 17:12:48 05/17 17:13:48 256M 0.1
36.9K 25K 8G
13 host01 nic-attach user O05/17 17:13:48 05/17 17:14:54 256M 0.1

51.2K 36.4K 8G

13 host01 nic-detach user 05/17 17:14:54 05/17 17:17:19 256M 0.1
79.8K 61.7K 8G

13 host01 nic-attach user 05/17 17:17:19 05/17 17:17:27 256M 0.1
79.8K 61.7K 8G

13 host01 terminate-hard user 05/17 17:17:27 05/17 17:37:52 256M 0.1
124.6K 85.9K 8G

14 host02 nic-attach user 05/17 17:38:16 05/17 17:40:00 256M 0.1
16.5K 13.2K 8G
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14 host02 poweroff user 05/17 17:40:00 05/17 17:53:40 256M 0.1
38.3K 18.8K 8G
14 host02 terminate-hard user 05/17 17:55:55 05/18 14:54:19 256M 0.1
1M 27.3K 8G
OnuvcaHne 3HaveHn cTonGLOoB M3 NpuMepa npusedeHo B Tabnuue 29
Tabnuua 29
Cronbel, OnucaHue
VID VpoeHTndmrkaTop BUPTYanbHOW MalUWHbI
HOSTNAME Nmsa yana
ACTION [enctere BUpTyanbHOM MaLUWHbI, HA OCHOBaHMM KOTOPOro co3daHa HoBas
3an1cb
REASON MpuynHa nameHeHnsa coctosiHua BM:
- none: BM go cux nop paboraer;
- erro: BO3HMKHOBEHWE owmnbku BM;
- user: gencrteme BM, nHmummpoBaHHoe nonb3oBaTtenem
START_ TIME Bpemsa Havana
END_TIME Bpems okoH4aHns
MEMORY BblaeneHHan namatb. ATO 3anpoLlleHHas namsaTb, a He noTpebnsaemas
CPU Uucno UIM. 3T1o 3anpoweHHoe konnvecTtso pasgensemblx LM yana, a He
notpebnexne LI
NETRX [aHHble, nony4eHHbIe No ceTu
NETTX [aHHble, OTNpaBneHHbIe Mo ceTh
Mpumep

MonyyeHne y4yeTHOM MHpOpMauuM ANa onpeaeneHHoro nonb3oBaTens
$ oneacct -u 0 --split

# User 0

VID HOSTNAME ACTION REAS START_TIME END_TIME MEMORY CPU
NETRX NETTX DISK

12 hostO01 05/09 19:20:42 19:35:23 1
29.8M 638.8K OK

VID HOSTNAME ACTION REAS START_TIME END_TIME MEMORY CPU
NETRX NETTX DISK

14 host02 17:38:16

16.5K 8G
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14 host02
38.3K 8G
14 host02
8G
VID HOSTNAME ACTION REAS START_TIME END_TIME MEMORY CPU
NETRX NETTX DISK
29 host02 none none 05/27 17:09:28 - 256M 1
2.4M 1.3K 10G

Ecnun ucnonb3ayetcs napameTp —-csv Ans BbiBoga B popmate CSV, To Oyaet oTobpaxeH

3aroflIoBOK C Ha3BaHMEM KaXkaoro ctonbdua, a 3aTemM JaHHble.

Mpumep

$ oneacct --csv

UID,VID, HOSTNAME, ACTION, REASON, START TIME, END TIME,MEMORY,CPU,NETRX,NETTX, DISK

0,12,host01, none,user,05/09 19:20:42,05/09 19:35:23,1024M,1,29.8M, 638.8K, OK

0,13,host01,nic-attach,user,05/17 17:10:57,05/17 17:12:48,256M,0.1,19.2K,15.4K,
8G

0,13,host01,nic-detach,user,05/17 17:12:48,05/17 17:13:48,256M,0.1,36.9K, 25K, 8G

0,13,host01,nic-attach,user,05/17 17:13:48,05/17 17:14:54,256M,0.1,51.2K, 36.4K,
8G

0,13,host01,nic-detach,user,05/17 17:14:54,05/17 17:17:19,256M,0.1,79.8K, 61.7K,
8G

0,13,host01,nic-attach,user,05/17 17:17:19,05/17 17:17:27,256M,0.1,79.8K, 61.7K,
8G

0,13,host01, terminate-hard, user,05/17 17:17:27,05/17 17:37:52,256M,0.1,124.6K,
85.9K, 8G

0,14,host02,nic-attach,user,05/17 17:38:16,05/17 17:40:00,256M,0.1,16.5K,13.2K,
8G

0,14,host01, poweroff,user,05/17 17:40:00,05/17 17:53:40,256M,0.1,38.3K,18.8K, 8G

0,14,host02, terminate-hard, user,05/17 17:55:55,05/18 14:54:19,256M,0.1,1M,27.3K,
8G

0,29,host02,none,none, 05/2717:09:28,-,256M,1,2.4M,1.3K,10G

Ecnu ncnonbsyetca napameTtp -x, To 6yaeT BbiBeaeH XML-hann, KoTopbir onpeaeneH

xsd.

Mpumep
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
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elementFormDefault="qualified"
targetNamespace="http://opennebula.org/XMLSchema"
xmlns="http://opennebula.org/

XMLSchema">

<xs:element name="HISTORY_ RECORDS">
<xs:complexType>
<xs:sequence maxOccurs="1" minOccurs="1">
<xs:element ref="HISTORY" maxOccurs="unbounded" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

</xs:element>

<xs:element name="HISTORY">

<xs:complexType>

<xs:sequence>
<xs:element name="0OID" type="xs:integer"/>
<xs:element name="SEQ" type="xs:integer"/>
<xs:element name="HOSTNAME" type="xs:string"/>
<xs:element name="HID" type="xs:integer"/>
<xs:element name="CID" type="xs:integer"/>
<xs:element name="STIME" type="xs:integer"/>
<xs:element name="ETIME" type="xs:integer"/>
<xs:element name="VM_MAD" type="xs:string"/>
<xs:element name="TM_ MAD" type="xs:string"/>
<xs:element name="DS_ID" type="xs:integer"/>
<xs:element name="PSTIME" type="xs:integer"/>
<xs:element name="PETIME" type="xs:integer"/>
<xs:element name="RSTIME" type="xs:integer"/>
<xs:element name="RETIME" type="xs:integer"/>
<xs:element name="ESTIME" type="xs:integer"/>

<xs:element name="EETIME" type="xs:integer"/>
<!-- REASON values:
NONE = 0 History record is not closed yet

ERROR = 1 History record was closed because of an error

USER = 2 History record was closed because of a user action
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-

<xs:element name="REASON" type="xs:integer"/>

<!-- ACTION values:
NONE_ACTION =0
MIGRATE_ACTION =1
LIVE_MIGRATE_ACTION =2
SHUTDOWN_ACTION =3
SHUTDOWN_HARD ACTION =4
UNDEPLOY_ACTION =5
UNDEPLOY_HARD_ ACTION =6
HOLD_ACTION =7
RELEASE_ACTION =8
STOP_ACTION =9
SUSPEND_ACTION =10
RESUME_ACTION =11
BOOT_ACTION =12
DELETE_ACTION =13
DELETE_RECREATE_ACTION =14
REBOOT_ACTION =15
REBOOT HARD ACTION =16
RESCHED_ACTION =17
UNRESCHED_ ACTION =18
POWEROFF_ACTION =19
POWEROFF_ HARD ACTION =20
DISK_ATTACH_ACTION =21
DISK_DETACH_ACTION =22
NIC_ATTACH_ ACTION =23

=24
DISK_SNAPSHOT CREATE_ACTION =25
DISK_SNAPSHOT DELETE_ACTION =26

TERMINATE_ACTION =27
TERMINATE_ HARD_ACTION =28
-—>

<xs:element name="ACTION" type="xs:integer"/>

<xs:element name="VM">
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<xs:complexType>
<xs:sequence>
<xs:element name="ID" type="xs:integer"/>
<xs:element name="UID" type="xs:integer"/>
<xs:element name="GID" type="xs:integer"/>
<xs:element name="UNAME" type="xs:string"/>
<xs:element name="GNAME" type="xs:string"/>
<xs:element name="NAME" type="xs:string"/>
<xs:element name="PERMISSIONS" minOccurs="0" maxOccurs="1">
<xs:complexType>
<xs:sequence>
<xs:element name="OWNER_U" type="xs:integer"/>
<xs:element name="OWNER_M" type="xs:integer"/>
<xs:element name="OWNER_A" type="xs:integer"/>
<xs:element name="GROUP_U" type="xs:integer"/>
<xs:element name="GROUP_M" type="xs:integer"/>
<xs:element name="GROUP_A" type="xs:integer"/>
<xs:element name="OTHER U" type="xs:integer"/>
<xs:element name="OTHER_M" type="xs:integer"/>
<xs:element name="OTHER_A" type="xs:integer"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="LAST POLL" type="xs:integer"/>
<!-- STATE values,
seehttp://docs.opennebula.org/stable/user/references/vm_states.html
-—>
<xs:element name="STATE" type="xs:integer"/>
<!-- LCM_STATE values, this sub-state is relevant only when
STATE is ACTIVE (4)
seehttp://docs.opennebula.org/stable/user/references/vm_states.html
-—>
<xs:element name="LCM STATE" type="xs:integer"/>
<xs:element name="PREV_STATE" type="xs:integer"/>
<xs:element name="PREV_LCM STATE" type="xs:integer"/>
<xs:element name="RESCHED" type="xs:integer"/>
<xs:element name="STIME" type="xs:integer"/>

<xs:element name="ETIME" type="xs:integer"/>
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<xs:element name="DEPLOY_ ID" type="xs:string"/>
<xs:element name="MONITORING">
<!--
minOccurs="0" maxOccurs="1"/><xs:complexType>
<xs:all>
<- Percentage of 1 CPU consumed (two fully
consumed cpu is 200) ->
<xs:element name="CPU" type="xs:decimal"
minOccurs="0" maxOccurs="1"/><- MEMORY
consumption in kilobytes ->
<xs:element name="MEMORY" type="xs:integer"
minOccurs="0" maxOccurs="1"/><- NETTX: Sent
bytes to the network ->
<xs:element name="NETTX" type="xs:integer"
minOccurs="0" maxOccurs="1"/><- NETRX: Received
bytes from the network ->
<xs:element name="NETRX" type="xs:integer"
</xs:all>
</xs:complexType>
-—>
</xs:element>
<xs:element name="TEMPLATE" type="xs:anyType"/>
<xs:element name="USER_TEMPLATE" type="xs:anyType"/>
<xs:element name="HISTORY_ RECORDS">
</xs:element>
<xs:element name="SNAPSHOTS" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="DISK_ID" type="xs:integer"/>
<xs:element name="SNAPSHOT" minOccurs="0"
maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="ACTIVE" type=
"xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element name="CHILDREN" type=
"xs:string" minOccurs="0" maxOccurs="1"/>

<xs:element name="DATE" type=
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"xs:integer"/>

<xs:element name="ID" type=
"xs:integer"/>

<xs:element name="NAME" type=
"xs:string" minOccurs="0" maxOccurs="1"/>

<xs:element name="PARENT" type=
"xs:integer"/>

<xs:element name="SIZE" type=
"xs:integer"/>

</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

</xs:element>

</xs:schema>

14.2.2. MNony4eHne nHdopmauumm o notpedbneHnn pecypcoB ¢ nomowbio Sunstone
NHdopmaums o notpebneHun pecypcoB AOCTyNHa ANs pexumoB npocmoTpa User u
Admin. B pexume npocmotpa Cloud MOXHO nonyyaTb AOCTYN K y4€THOW MHAOPMaL MK B NaHeNu
MOHUTOPWHra, NPV 3TOM agMWUHUCTPATOPY rpynnbl OHa AOCTyNHa B pasaene nonb3osatenen. OKHO

C VHdopMmaumen o noTpebneHnn pecypcoB NpueeaeHo Ha puc. 48]
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Al =]

Accounting
Start time End time Group by
04/01/2016 05/30/2016 VM v

Puc. 48

14.2.3. ToHKasa HacTpoMKa n paclumpeHue

CywecTtByeT ABa TMNa nosnyyaeMon HopMaLnmn o NoTpedneHum :

1) Tekywme 3HayeHus — Hanpumep, VM/CPU nnn VM/MEMORY noka3sbiBaloT AaHHbIE O
noTpebneHnn NamaTtu, NonyYeHHble B NOCNEAHN pas;

2) cymmapHsble 3HadyeHna — Hanpumep, VM/NETRX n VM/NETTX otobpaxatoT obuiee

r|0Tpe6neHV|e CeTeBbIX peCypCcoB C MOMEHTa Ha4dalla BeJeHNUA y4eTa.
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14.3. JlornpoBaHue

OpenNebula obecneunBaeT BegeHune xypHanos ans 6onbwnHCTBA pecypcoB. MNogaepxu-
BaeTCA TPU CUCTEMbI permctpaumm: dannosas cuctema permcTpaumm, permctpaumns CUCTEMHbIX
XYPHanoB 1 pernctpauuns B CTaH4apTHbIN NOTOK OLUMBOK.

Mpun ncnonb3oBaHum annoson permctpaunn OpenNebula Beget otaenbHble dannbl
XXYPHanoB ANs KaX4oro akTUBHOIO KOMMOHEHTA, Mpu 3TOM BCE OHU XPaHATCA B KaTanore
/var/log/one. [Nonb3oBatenu n agMMHUCTPATOPbl MOTYT UMETb LOCTYMN K HEKOTOPbIM coobLLe-

Huam o6 owmndke ns CLI nnn Sunstone.

14.3.1. HacTtponka cuctembl peructpauum
Cuctema permcrtpaumm MOXeT bbITb n3MeHeHa B panne /etc/one/oned.conf nytem
KOPPEKTUPOBKM pa3gena LOG. Bo3MOXHbI UI3MEHEHUS CreayoLmMx napameTpoB:
- SYSTEM — TN cucTeMbl permctpaumun. NpuHnmaemble 3Ha4EeHUS:
- syslog — perncrpaums CUCTEMHbIX XYPHAaroB;
- file — dpannosasi cuctema permctpawmm, UCNomnb3yeTcs N0 YMONYaHUIO;
- std— perucrpaumsa B CTaH4APTHbIA MNOTOK OLIMBOK;
- DEBUG_LEVEL — ONnpeaensiowunin ypoBeHb AeTanusauumn pernctpauuu.
[ns nnaHMpoBLLUMKa cUCTEMA permcTpaumnm MoxXeT ObiTb MU3BMEHEHA TakMM e cnocobom B

danne /etc/one/sched.conf.

14.3.2. PernctpaumoHHble pecypcChbl

CyLecTByIOT pasnuyHble perncTpaumoHHble pecypcCbl, COOTBETCTBYIOLINE Pa3fIUYHbIM
koMmnoHeHTam OpenNebula:

- cepsuc ONE — core-komnoHeHT OpenNebula, BbIrpy>aeT BCHO peruMctpaunuoHHyH

nHopmaumio B pann /var/log/ one/oned.log. [letanusaumna perynupyerca na-

pameTpoMm DEBUG_LEVEL B panne /etc/one/oned.conf. 1o ymonyaHuio komaHaa

one start up OyaeT pesepBupoBaTb nocrnegHun ann oned. log UCNONb3ys TeKyLlee

Bpemsi, Hanpumep, oned.1og.20121011151807. AnbTepHaTMBHbIN BapuaHT — AaHHbIV

pecypc MOXeT 3arpyatbCsl B CUCTEMHbIV XXypHar,

- MNAaHUPOBLLUMK — BCA WHMOpMaUus nrnaHMpPOBLLMKA BbIrpy>Xaetcsa B ann

/var/log/one/sched. log. [JaHHbIN peCypC MOXET 3arpy>KaTtbCs B CUCTEMHbIN XYyp-

Han;

- BUpTYyanbHble MalvHbl — MHOpMaLms, oTHocAawasaca kK BM, BygeT BbirpyaTbcs B

rann xypHana /var/log/one/<vmid>. log.

14.3.3. PernctpaumoHHbin chopmat
CoobuweHua OpenNebula ana dannoBon cucteMbl permctTpaumm UMET CreayoLLyto

CTPYKTYpPY:
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date [Z<zone_ id>][module][log level]: message body

CoobuweHna OpenNebula gna pernctpaumm CUCTEMHBIX XXYpPHaNoB MMEKT CIeay oLy
CTPYKTYpY:

date hostname process[pid]: [Z<zone_id>][module][log level]: message

Mopgynem asnsetcs nobon n3 BHyTpeHHUX komnoHeHToB OpenNebula: VMM, ReM, TM n
T.4. NapameTp log_level npeacTtaBnseT coObon OTAENbHbIN CUMMBOJ, YKa3biBaOLLNN YPOBEHb
peructpauun: I onsa uHgopmaumn, D ons otnagkm u T.4.

Mpn pernctpaumm cuctemHblx xypHanoB OpenNebula Takke 6yaetr pernctpupoBaTtb

coObITa BM.

Mpumep

date hostname process([pid]: [VM id][Z<zone_id>][module][log level]: message

[ns pernctpaumm Tmna stderr, ansa oned n cobbiTnn BM cdopmat Byaet cnegyowmnm:
date [Z<zone_id>][module][log_level]: message

date [VM id][Z<zone_id>][module][log_level]: message

14.3.4. OuM6KN BMpPTyanbLHON MaLUUHbI

Owwmnbkm BM moryT npoBepATbCA € MOMOLLbI0O KOMaHAbl onevm show.

Mpumep
$ sudo onevm show 0
VIRTUAL MACHINE O INFORMATION ID : O
NAME : one-0
USER : brestadmin
GROUP : oneadmin
STATE : ACTIVE
LCM_STATE : PROLOG_FAILED
START TIME : 07/19 17:44:20
END TIME : 07/19 17:44:31
DEPLOY ID : -

VIRTUAL MACHINE MONITORING NET_TX : 0
NET RX : 0

USED MEMORY : 0

USED CPU : 0

VIRTUAL MACHINE TEMPLATE CONTEXT=[
FILES=/tmp/some_file,

TARGET=hdb ]

CPU=0.1

ERROR=[

MESSAGE="Error excuting image transfer script: Error copying /tmp/some_file /
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to /var/lib/one/0/images/isofiles",
TIMESTAMP="Tue Jul 19 17:44:31 2011" ]
MEMORY=64
NAME=one-0 VMID=0

Owwnbka, npuBegeHHas B NpUMepe, YKasbiBaeT Ha TO, YTO OblfTI0 HEBO3MOXXHO CKONUPOBaTh
drain; BO3MOXHO, YTO OH He CyLlecTBYeT. Takke MOXHO NpoBepuTb hansbl XXypHanos ans BM B

/var/log/one/<vmid>. log.

14.3.5. OwmnbKM y3na
OwnbKM y3na MOXHO NPOBEPUTbL KOMaHAOM onehost show.
CoobLeHne o6 owmnbke nosensieTca B none ERROR MOHUTOPUHra. [JONONHUTENbHYHO

MHdOPMaLMIO MOXHO NPOCMOTpeTh B hanne /var/log/one/oned. log.
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15. YCNOBUA SKCIJTYATALUN

Mpy NpPOEKTNPOBaHMM 3aLUMLLIEHHOW Cpeabl BUPTyanu3aunn, npegHasHa4yeHHon ans npu-
MEHEHNA B aBTOMaTU3NPOBaAHHbIX CUCTEMAX B 3alUULLEHHOM UCMOMMHEHUU, 0OpabaTbiBalOLLNX
MHOPMaLNIO, OFPaHUYEHHOrO 4OCTYNa, B TOM YMCIe, COAepKaLlyto CBEAEHNS, COCTaBnsaoLwme
rocy4apCTBEHHYIO TalHY, PEKOMEHAYETCH YYNTbIBATb YCNOBUSA U OrpaHUYEHUs, NpeacTaBeHHble
panee.

PelleHne o0 npumeHeHUn n nopsigke NpUMEHEHUs yKasaHHbIX OrpaHUYEeHUn B Ka4yecTse
Mep 3aluTbl MHpopMaLMM OOMMKHO NPUHUMATLCA B XO4e NPOEKTUPOBAHUA CUCTEMbI 3aLLMUTbI
NMHpopMaumn ncxogsa M3 Kracca 3allmeHHOCTN aBTOMaTU3NPOBaHHOM CMCTEMBI M yrpo3 6esonac-
HOCTWN MHApOPMaLNK, BKIOYEHHbLIX B MOAEeNb yrpo3 6e30nacHOCTU aBTOMAaTU3MPOBaHHOW CUCTEMBI,
a TaKkke C Y4eTOM ee CTPYKTYPHO-PYHKLUMOHAmMbHbIX XapakTepUCTUK.

MpaBuna n npouenypbl No peanusaumm TpeboBaHMn O 3alumnTe MHOPMaLUM U Mep
3aWmnTbl MHpOpPMaLMM B KOHKPETHOM aBTOMAaTU3NPOBAHHOW CUCTEME OMPEAENATCA B SKCMNIy-
aTauMOHHOM OOKYMEeHTauuuM U opraHusauMoHHO-pacnopaguTenbHbIX AOKYMEHTax no 3awimte

UHdopmMaLuu.
15.1. O6wume ycnoBus

15.1.1. YnpaBneHue goctynom BHyTpu rocteBon OC peanuayeTcsa BCTPOEHHbIMU Cpea-
cTBaMu 3awmTbl MHGopmauum n3 coctasa OC mnmn cepTudMUNPOBaHHBIMU HANOXEHHbIMU cpel-
CTBaMu 3aluUTbl MHGOPMaLUW.

15.1.2. YnpasrneHue notokamu nHdgopmMmaummn mexagy MHpopmMaLunoHHbIMU CUCTEMaMN,
cermeHTamm MHPOPMALMOHHBIX CUCTEM, KOMMOHEHTaMU, OYHKLMOHMPYIOLLUMY B BUPTYarnbHOWM
WMHPACTPYKTYpe U NO NepUMETPY BUPTYanbHOW MHAPPACTPYKTYPbl, OCYLLECTBASETCA C NOMOLLbIO
cepTMULNPOBAHHBIX MEXCETEBBIX 9KPaHOB, HE BXOASALLINX B COCTaB U3AENUS.

15.1.3. YnpaBneHue 3almLLEeHHON cpeaon BupTyanusauum peanmnsyetcsa ¢ UCnosib30Ba-
HWEM BblAENEHHON CETU YNpaBeHus.

15.1.4. TogkntoyeHue BHelwHUX USB-ycTponcts (Npobpoc hmsnyecknux yCTPOMUCTB XO-
cToBOW MawmHbl B rocteBble OC) pernameHTMpyeTcs AOMNOSHUTENbHBbIMU OpraHn3auOHHO-
TEXHUYECKMMU MepaMn, COCTaB KOTOPbIX MOAMNEXUT COrnacoBaHuo ¢ noapasgeneHnemM, oTBeT-
CTBEHHbIM 3a 3aLmTy UHpopmaunn.

15.1.5. Tlpu murpaunmn BM He obecneunBaeTcs coxpaHeHue nogkniodeHnn USB u PCI-
ycTponcTts kK BM.

15.1.6. ®annbl knoyeson nHdpopmauum Kerberos ana VNC u SPICE gomxHbl ObiTb
OOCTYMHbI HA YTEeHWE TOMNbKO NOoSib30BaTeENsM, 3anyckalowmnmM BUPTYyarnbHble MallnHbI, U rpynne
libvirt-gemu.

15.1.7. He ponyckaeTtca ucnonb3oBaHWe CETEBOro yCTporcTaa virtio anga rocteBbix OC,
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oTnnyHbIX oT OC CH.

15.2. [lononHuTenbHbIE ycnoBus, npuMeHsAemMmble npu peanudalmn nNoOJINTUKU

MaHAaTHOro ynpaeneHunsa AoCcTyrnom

15.2.1. ¥YnpasneHue notokamu MHpopMaLnmn, B TOM Y1CHe NPpU B3aMMOOENCTBUN MeXay
rocteBbiMn OC, OCyLLEeCTBRSETCA C Yy4ETOM KIacCUPUKALMOHHBIX METOK, YCTaHOBMEHHbIX MO
npasunam 1 B popmarte B COOTBETCTBUUN C HaumoHarnbHbiM ctaHgaptom NOCT P 58256-2018
«3awuTta nHpopmauuun. YnpasneHne notokamu nHgopmauum B MHGPOPMAaLMOHHON CUCTEME.
dopmarT KrnaccuUKaLMOHHbIX METOKY.

15.2.2. B cnyyae, ecnu rocteBble OC He peanuayloT MaHOaTHOE yrnpaBrieHme 40CTyrnoM
CaMOCTOATENbHO U/UN He noaaepXuneatoT KnaccudpukaunoHHsle metkn no NOCT P 58256-2018,
3anyck BM obecneunBaeTcsi ¢ ypoBHEM, COOTBETCTBYIOLLMM YPOBHIO JOCTYNa paboTbl Nosib30-
Batend. B Takom cnyyae, MaHgaTHoOe ynpasneHve 4oCTYNnoM Ha OCHOBE KnaccuukaLMoHHOM
MeTKM npouecca BM 1 nyTem COOTBETCTBYHOLLEN MAapPKMPOBKN CETEBLIX NAKeToB obecnevmBaeTcs
xoctoBon OC CH. B uenax ucknoyYeHns ycTaHOBKM BPe4OHOCHOrO nporpaMmMHoro obecnevyeHus
N XpaHeHNs 3almiaemblx aHHbIX B BupTyansHoMm HXMI vcnonb3yetca pexum 3anycka BM
«Tonbko ANA YTEHUNA.

Pexxum 3anycka BM «Tonbko ans 4TeHua» pernameHTUpyeTcst LOMNOSTHUTENbHbIMU
OpraHM3aunMoOHHO-TEXHUYECKMMN MepaMn, COCTaB KOTOPbLIX COrfacyeTcs ¢ nogpasgeneHmem, oT-
BETCTBEHHbLIM 3a 3aLUTy UHOoPMaLN.

15.2.3. B cny4ae, ecnu rocteBble OC peanunsyloT MaHgaTHoOe yrnpaBreHne 4oCTynom 1
nogaepXuearoT KnaccmgukaynoHHsle metkmn no NOCT P 58256-2018 3anyck BM BbinonHsieTcs
C YY4E€TOM OpraHM3auMOHHO-TEXHUYECKNUX MEP U B COOTBETCTBUM C MOMMUTUKON pasrpaHnYeHuns
AocTyna Ha obbekTe MHopMaTU3aLnN OOQHUM U3 paspeLLeHHbIX crnocoboB:

1) B pexxume «Tonbko AN YTEHUA» C KnaccudukaumMoHHOW METKON, paBHon Hynto (0),

B LleNnaX UCKIYEHUs BIIUSHUA CPeaCcTB MaHOaTHOro yrnpaeneHus 4OCTYNOM XOCTOBOW

OC CH Ha MapKkupoBKy CeTeBbIX NMAKETOB, BbINOMIHEHHYIO CpeacTBaMn 3allmnTbl MHopMa-

umn roctesomn OC;

2) B pexume «TornbKo afst YTEHMS» MPU COOTBETCTBUM YPOBHS KOHOUOEHLMANBHOCTH

ceccum nonb3oBartensd, nHuuuupyowero 3anyck BM, un ypoBHS KoHMAeHUNanbsHOCTH

ceaHca B rocteBon OC, Tak, 4Tobbl cpeactea xoctoBonn OC CH 3ameHsann 3HayeHus

KnaccudukaumMoHHbIX METOK, paHee ycTaHoBneHHble rocteBo OC, Ha To xe camoe

3HaJeHue;

3) ©6e3 BKkYEHUS pexumMa « ToNbKOo AN YTeHUsI» C KnaccudukaLMoHHON METKOW, paB-

How Hynto (0), B LLensX UCKIMOYEHNS BIIMSIHUA CPEACTB MaHAATHOrO ynpaBneHus 4OCTYNoM

xocToBor OC CH Ha MapKupoBKY CeTeBbIX NMaKeTOB, BbIMOMIHEHHY CPEeACTBaMM 3aLUUThbI
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nHdopmauum roctesort OC. YnpaeneHue BUpTYyarnbHbIMM MalMHaMN U AOCTyn K anny

obpasa BM gomkHO npegocTaBnAaTbCs YNOMHOMOYEHHbBIM MOMb30BaTeNsiM TOSbKO C Mo-

MOLLbIO CPEeACTB ynpaBneHus BUpTyanmsauumn. YKasaHHbI BapuaHT He peKoMeHayeTcA

MCNoNb30BaTb NPU NOKarbHOW BUPTYanu3auumu.

OCcoB6EeHHOCTN HACTPOMKN M NPUMEHEHMNSA NMOOOro N3 NEpPeYMCrieHHbIX CnocoboB NpPMBO-
AATCA B 9KCNyaTauMOHHON JOKYMEHTauum Ha aBToOMaTtu3MpoBaHHY CUCTEMY WU/UNN OTAENBHOM
WMHCTPYKLMM NO 3awmte nHdopmaummn, Noanexalimx cornacoBaHuio ¢ nogpasgeneHnem, oTBeT-
CTBEHHbIM 3a 3aLUMTy UHopmauun

15.2.4. XocTtoBble MalnHbI 1 BM pekomeHnayeTcs HacTpaveaTb B ogHOM foMeHe ALD c
noaaepXKom eguHbIX NpaBun pa3rpaHUyYeHns JOCTyna, B TOM YUCHe K BHELWHUM YCTPOMUCTBaM.

15.2.5. Ha ogHoM xocTe pekomeHayeTcs HacTpamBaTb BM ogHOro yposHsS KOHMAEHUM-
arnbHOCTW.

15.2.6. He gonyckaeTcsa ucnornb3oBaHUe NporpaMmMHOro MHOroypoBHEBOIO KOMMYyTaTopa
Open vSwitch.

15.2.7. He pekomeHgyeTtcs mcnonb3oBaHne rocteBoro areHta QEMU Ha HeHyneBom

YPOBHE KOH(PMAEHLMANBHOCTY.
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NMEPEYEHb COKPALLEHUA

©a3a gaHHbIX

BMpTYyarnbHas MallnHa

rpacpuyecknin nHTepdgenc nons3osatend (GUI)

e4MHOEe NPOCTPaHCTBO NOnb3oBaTenemn

ornepaumMoHHas cuctema

ornepaumoHHas cuctema crneunanbHoro HasHadeHus «Astra Linux Special Edition»
nporpamMmmHbIn Komnnekc «Cpencrea BupTyanuaaumm «bpect»
nporpaMmmHoe obecneyeHue

cpenctea 3awmTbl UHGOPMaLUK

drannosas cuctema

LEeHTp 00paboTKn 1 XpaHeHUst AaHHbIX

LeHTpanbHbIN npoueccop

Astra Linux Directory (eauHoe npocTpaHCTBO nosib3oBatenen)

Challenge Handshake Authentication Protocol (npoTokon ayTeHTudmnkaumm ¢ KOCBEH-
HbIM COrfiacoBaHMeM, NpeaycmaTpuBaloLLmMM nepegady He caMmoro nNaponsi Nonb3oBa-
Tens, a KOCBEHHbIX CBEEHUN O HEM)

Ceph File System (POSIX-coBmecTnBams hannosasa cucrema Ha 6ase knacrtepa
Ceph)

Command Line Interface (MHTepdenc kKomaHOHON CTPOKN)

(knacTepHoe ynpasneHue fIorm4eckMmMmm Tomamm)

Central Processing Unit (ueHTpanbHbI npoueccop)

Distributed Replicated Block Device (pacnpeaenénHoe pennuumpyemoe 6rouHoe
YCTPOMWCTBO)

Input/Output Memory Management Unit (briok ynpaeneHus namaTbio Ans onepauui
BBOa-BblBOAA)

Intelligent Platform Management Interface (nHTepdeic, obecneunBatowmim aBTOHOM-
HbI MOHUTOPWHI, BOCCTAHOBMEHUE U XypHanupoBaHne paboTbl OyHKUNA, BCTPOEH-
HbIX HEMOCPeaCTBEHHO B annapaTtHoOe U MUKponporpaMmHoe obecnevyeHnss cepeep-
HbIX NnaTtgopm)

Internet Small Computer System Interface (npotokon Ha 6a3e TCP/IP ansa B3anmo-
AENCTBUSA MU ynpaBneHns cCucteMam XpaHeHUs AaHHbIX, CEPBEPOB U KITMEHTOB)
Kernel-based Virtual Machine (nporpammHoe pelueHne, obecneymsatoLiee BupTya-
nusauuio B cpege Linux Ha nnatdopme, KoTopas nogaepKMBaeT annapaTHyro BUp-

Tyanusauuio Ha 6ase Intel VT (Virtualization Technology) nuéo AMD SVM (Secure
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Virtual Machine))

LIO — Linux-IO Target (nporpaMmHbIN KOMMEKC)

LUN — Logical Unit Number (Homep obbekTa BHYTpY Lenu target)

LV — Logical Volume (normnyeckuii Tom)

LVM — Logical Volume Manager (MmeHemxep NIOrm4eckmux ToOMoB)

MDS — Metadata Server (cepep knactepa Ceph, oTcnexvsaoLlwmin metagaHHble annoson

nepapxmm gns CephFS)

MON — Monitor (gemoH, oTcnexunsaroLwmn coctosiHne knactepa Ceph)

NBD — Network Block Device (ceTteBoe 6Gno4HO€E yCTPOWNCTBO)

NFS — Network File System (ceteBas cpannosas cucrema)

OSD — Object Storage Device (ocHOBHOe ycTponcTBe XxpaHeHnsa oobekToB Ceph, 06bIYHO

CBSI3aHHOE C OOHUM (PU3NYECKMM LUCKOM, B KOTOPOM XPaHATCA hakTU4EeCKNe faHHble
nonb3oBaTens)

OoVvS — Open vSwitch (nporpaMMHbI MHOFOYPOBHEBLIN KOMMYTaTOp Anga paboThl B runepsu-
30pax U Ha KOMMbIOTEPaXx C BUPTyanbHbIMW MalLMHaMWn)

OVSDB — 6a3a gaHHbix OVS

PCI — Peripheral component interconnect (lunMHa BBOga-BbIBOAA ANS NOLKHOYEHNSA Nepu-
epUrHbIX YCTPOUCTB K MaTEPMHCKOWN nriate KoMnbloTepa)

QEMU  — Quick Emulator (cpegcTtsa amynsauumn annapatHoro obecneyeHus)

RADOS — Reliable Autonomic Distributed Object Store (xpaHunuiie, oTBevaroLLee 3a XpaHeHne
obbekToB knactepa Ceph He3aBUCUMO OT UX TUMNA OaHHbIX)

RBD — Rados block device (6no4Hoe xpaHunuule knactepa Ceph, KoTopoe MOXeT oTobpa-
Xartbcs, opMaTMpoBaTbCs U MOHTMPOBATLCS B TOYHOCTU Kak Ntobon apyron aAnck B
cepsepe)

RDM — Raw Device Mapping (1ncnonb3yetca Ans npAaMoro nogkoyYeHnsa K BUpTyanbHOW
MaLUWHe CyLeCcTBYOLWNX BrOYHbIX YCTPONCTB B y3rax)

SCSI — Small Computer System Interface (cuctemHbIn nHTEPENC ManbIX KOMMNbIOTEPOB)

SPICE  — Simple Protocol for Independent Computing Environments (npocton npoTtokon ans

HEe3aBNCUMOW BblHYUCIUTENBHOMN Cpe,El,bI)

SSH — Secure Shell Protocol (npoTokon 3alumiieHHon nepegadm nHpopmaumm)
TLS — Transport Layer Security (6e3onacHOCTb TPaHCNOPTHOrO YPOBHS)

™ — Transfer Manager (opanBsep nepegayn)

UDP — User Datagram Protocol (npoTokon nonb3oBaTenbCKUX gentarpamm)

uuiD — Universally Unique Identifier (yHuBepcanbHbIN yHUKanNbHbIN naeHTudmkaTop)
VCPU — Virtual Central Processing Unit (BMpTyanbHbIA LeHTparbHbIA NpoLeccop)

VDI — Virtual Desktop Infrastructure (MHpacTpykTypa BUPTYanbHbIX paboynx CTONOB)
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VLAN — Virtual Local Area Network (BupTyanbHas nokanbHas BblYMCIIUTENbHASA CETb)

VNC — Virtual Network Computing (cuctema yganéHHoro goctyna Kk pabovemy cTony Kom-
nbtoTepa)

VXLAN — Virtual Extensible Local Area Network (BupTyanbHas macwtabupyemas nokanbHas

BblYUCIUTENbHaA CeTb)
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